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Windows Analysis Report

Bluepoint2.exe

Overview

General Information Detection Signatures

Sample Bluepoint2.exe
Name: MALICIOUS

Analysis ID: 625508

Found malware configuration

Multi AV Scanner detection for subm...

MD5:
€792c744dde586. Yara detected AgentTesla
SHA1L:
66273efb747bad.. Yara detected GuLoader
SHA256: 4385dcd25c41dc..
Tries to steal Mail credentials (via fi...
Infos: n Q l'f 0 3, am

Writes to foreign memory regions
Tries to harvest and steal Putty / W...
Tries to detect Any.run

AéentTesla,
uloader Tries to harvest and steal ftp login c...

Tries to detect sandboxes and other...

Range: 0-100
Whitelisted: false C2 URLs / IPs found in malware con...
Confidence: 100%

Queries sensitive network adapter in...

Process Tree

= System is wl0x64native

Bluepoint2.exe (PID: 1924 cmdline: "C:\Users\user\Desktop\Bluepoint2.exe" MD5: C792C744DDE586C896D6CABCCEBOEO4A)
e (B CasPol.exe (PID: 1388 cmdline: "C:\Users\user\Desktop\Bluepoint2.exe" MD5: 7BAEO6CBE364BB42B8C34FCFBI0E3EBD)
e [m] CasPol.exe (PID: 4100 cmdline: "C:\Users\user\Desktop\Bluepoint2.exe" MD5: 7BAEO6CBE364BB42B8C34FCFBI0E3EBD)

Classification

o conhost.exe (PID: 7456 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)

= cleanup

Malware Configuration
Threatname: Agenttesla

{
"Exfil Mode":
"SMTP Info

}

"SMTP",
" “laboral@cpassociats.comOE8KZjUgmail.cpassociats.comdoggyvirus01@gmail.com”

Threatname: Guloader

{
"Payload URL": "https://drive.google.com/uc?export=download&id=1octplAVRhdcovKdwE5x43Ys6qBKXIXGT"

}

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000002.00000002.84107890317.0000000003350000.000  JoeSecurity_GuLo Yara detected Joe Security
00040.00001000.00020000.00000000.sdmp ader_2 GuLoader

Copyright Joe Security LLC 2022

Page 4 of 52



Source Rule Description Author Strings

0000000B.00000000.83700958185.0000000001000000.000  JoeSecurity_GuLo Yara detected Joe Security
00040.00000400.00020000.00000000.sdmp ader_2 GuLoader
0000000B.00000002.88417087670.000000001DA31000.000 JoeSecurity_Agent Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp Tesla_1 AgentTesla
0000000B.00000002.88417087670.000000001DA31000.000 JoeSecurity_Crede Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp ntialStealer Credential Stealer
Process Memory Space: CasPol.exe PID: 4100 JoeSecurity_Agent Yara detected Joe Security
Tesla_1 AgentTesla

Click to see the 1 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Data Obfuscation

Yara detected GuLoader

Malware Analysis System Evasion

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions

110G
11D
110G
11D

Stealing of Sensitive Information

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)
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Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Mitre Att&ck Matrix
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Behavior Graph
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Screenshots
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Ell O Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
Bluepoint2.exe 33% Virustotal Browse
Bluepoint2.exe 42% ReversingLabs Win32.Trojan.GulLo

ader
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\lang-1026.dI| 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\lang-1026.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\nsh937B.tmp\System.dll 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\nsh937B.tmp\System.dll 0% ReversingLabs
Unpacked PE Files

@ No Antivirus matches
Domains
@ No Antivirus matches

URLs
Source Detection Scanner Label Link
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http:ffwww.certplus.com/CRL/class3.crl0 0% Virustotal Browse
http:ffwww.certplus.com/CRL/class3.crl0 0% Avira URL Cloud  safe
http://www.e-me.lv/repository0 0% Avira URL Cloud safe
http://www.acabogacia.org/docO 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/4385dcd25c41dcc70603b48daa969cb455c6fd605f7b3a7e6088557b9ab4964a/detection/f-4385dcd25c41dcc70603b48daa969cb455c6fd605f7b3a7e6088557b9ab4964a-1652315781
https://www.metadefender.com/#!/results/file/YnpJeU1EUXdOazlMU1dWTE5qUmFUZ195TlRGM2tQNjA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXhNa2h1T1hCc00wNDJkbkFwYUhFNi1CYS0w/regular/analysis
https://www.virustotal.com/gui/url/9e533a3d158c24a4dfb393171dc9f4df2422fa0e261fe4f6ee055da462f69754/detection/u-9e533a3d158c24a4dfb393171dc9f4df2422fa0e261fe4f6ee055da462f69754-1601797457

Source Detection Scanner Label Link

http://crl.chambersign.org/chambersroot.crl0 0% Avira URL Cloud safe
http://ocsp.suscerte.gob.ve0 0% Avira URL Cloud safe
http://www.postsignum.cz/crl/psrootqgca2.crl02 0% Avira URL Cloud safe
http://crl.dhimyotis.com/certignarootca.crl0 0% Avira URL Cloud safe
http://www.chambersign.orgl 0% Avira URL Cloud safe
http://www.pkioverheid.nl/policies/root-policy0 0% Avira URL Cloud safe
http://www.suscerte.gob.ve/lcrO# 0% Avira URL Cloud safe
http:fca2.mtin.es/mtin/crl/MTINAutoridadRaiz0 0% Avira URL Cloud  safe
http:ifcrl.ssc.lt/root-c/cacrl.crl0 0% AviraURL Cloud  safe
http:// postsignum.ttc.cz/crl/psrootqca2.crlo 0% Avira URL Cloud safe
http://www.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl 0% Avira URL Cloud safe
http://ca.disig.sk/ca/crl/ca_disig.crl0 0% Avira URL Cloud safe
http://crl1.comsign.co.il/crl/comsignglobalrootca.crlo 0% Avira URL Cloud safe
http://www.certplus.com/CRL/class3P.crl0 0% Avira URL Cloud safe
http://www.suscerte.gob.ve/dpcO 0% Avira URL Cloud safe
http:ffwww.certplus.com/CRL/class2.crl0 0% Avira URL Cloud  safe
http://www.disig.sk/ca/crl/ca_disig.crl0 0% Avira URL Cloud safe
http://www.defence.gov.au/pki0 0% Avira URL Cloud safe
http://https://COMTWSUUu1KHWCDXUrc.org 0% Avira URL Cloud safe
http://www.sk.ee/cps/O 0% Avira URL Cloud safe
http://www.globaltrust.info0= 0% Avira URL Cloud safe
http://cps.root-x1.letsencrypt.org0 0% Avira URL Cloud safe
http://policy.camerfirma.comO 0% Avira URL Cloud safe
http://www.ssc.It/cps03 0% Avira URL Cloud safe
http:/focsp.pki.gva.es0 0% Avira URL Cloud safe
http://acraiz.icpbrasil.gov.br/DPCacraiz.pdf0? 0% Avira URL Cloud safe
http://ca.mtin.es/mtin/ocsp0 0% Avira URL Cloud safe
http://cps.letsencrypt.org0 0% Avira URL Cloud safe
http://crl.ssc.It/root-b/cacrl.crlo 0% Avira URL Cloud  safe
http://web.ncdc.gov.sa/crl/nrcacombl.crl0 0% Avira URL Cloud  safe
http://www.uce.gub.uy/informacion-tecnica/politicas/cp_acrn.pdf0G 0% Avira URL Cloud safe
http://https://wwww.certigna.fr/autorites/Om 0% Avira URL Cloud safe
http://www.ica.co.il/repository/cps/PersonallD_Practice_Statement.pdf0 0% Avira URL Cloud safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.ziphttps://www

http://ca.mtin.es/mtin/DPCyPoliticas0 0% Avira URL Cloud  safe
http://www.globaltrust.info0 0% Avira URL Cloud safe
http://www.certplus.com/CRL/class3TS.crl0 0% Avira URL Cloud  safe
http://ac.economia.gob.mx/last.crl0G 0% Avira URL Cloud  safe
http://https://www.catcert.net/verarrel 0% Avira URL Cloud  safe
http://www.disig.sk/ca0f 0% Avira URL Cloud safe
http://www.sk.ee/juur/crl/0 0% Avira URL Cloud safe
http://crl.chambersign.org/chambersignroot.crl0 0% Avira URL Cloud safe
http:i/certs.oati.net/repository/OATICA2.crl0 0% Avira URL Cloud safe
http:i/crl.oces.trust2408.com/oces.crl0 0% Avira URL Cloud safe
http:/fwww.quovadis.bmO 0% Avira URL Cloud safe
http:ifcrl.ssc.lt/root-a/cacrl.crlO 0% Avira URL Cloud safe
http://certs.oaticerts.com/repository/OATICA2.crl 0% Avira URL Cloud safe
http:/fwww.trustdst.com/certificates/policy/ACES-index.html|O 0% Avira URL Cloud safe
http:// certs.oati.net/repository/OATICA2.crt0 0% Avira URL Cloud safe
http://www.accv.es00 0% Avira URL Cloud safe
http://www.pkioverheid.nl/policies/root-policy-G20 0% Avira URL Cloud safe
http://https:/iwww.netlock.net/docs 0% Avira URL Cloud safe
http://www.e-trust.be/CPS/QNcerts 0% Avira URL Cloud safe
http://ocsp.ncdc.gov.sa0 0% Avira URL Cloud safe
http://fedir.comsign.co.il/crl/ComSignCA.crl0 0% Avira URL Cloud safe
http:// XkBFAe.com 0% Avira URL Cloud safe
http://trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl0 0% Avira URL Cloud safe
http://web.ncdc.gov.sa/crl/nrcapartal.crl 0% Avira URL Cloud safe
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Source

http://fedir.comsign.co.il/crl/comsignglobalrootca.crl0;
http://https://repository.luxtrust.lu0
http://cps.chambersign.org/cps/chambersroot.htmlO
http://www.acabogacia.org0
http://www.uce.gub.uy/acrn/acrn.crl0
http://www.avast.com0/

http://crl.securetrust.com/SGCA.crl0

Domains and IPs

Contacted Domains

Name IP Active

CE2020050617001.dnssw.net 81.25.126.48 true

drive.google.com 142.250.184.206 true

googlehosted.l.googleusercontent.com 142.250.185.161 true

doc-10-20-docs.googleusercontent.com unknown unknown

mail.cpassociats.com unknown unknown

Detection

0%
0%
0%
0%
0%
0%

0%

Malicious

false
false
false
false

true

Contacted URLs

Name

http://https://doc-10-20-

Scanner Label
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe

Antivirus Detection

Malicious Antivirus Detection

false

docs.googleusercontent.com/docs/securesc/ha0Oro937gcuc7I7deffksulhgs5h7mbpl/mitfd60gk512124a
rgm1166nhg5fuhtt/1652377275000/13609515036127870368/*/1octplAVRhdcovKdwE5x43Ys6qBKX9

XGT?e=download

URLs from Memory and Binaries
Name
http://127.0.0. LLHTTP/L.1

http://www.certplus.com/CRL/class3.crl0

http://www.e-me.lv/repository0

http://www.acabogacia.org/docO

http:ifhttps://doc-10-20-

docs.googleusercontent.com/docs/securesc/haOro937

gecuc?l7deffksulhg5h7mbp1/mltfd60q

http://crl.chambersign.org/chambersroot.crlO

http://ocsp.suscerte.gob.ve0

http://www.postsignum.cz/crl/psrootqgca2.crl02

Copyright Joe Security LLC 2022

Source

CasPol.exe, 0000000B.00000002.8841708767
0.000000001DA31000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417767342
7.00000000208E9000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8842690974
8.000000002095B000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84172452925.000000002094E000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84177673427.00000000208E9000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8407848000
8.00000000011F5000.00000004.00000020.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000002.88394157433.00000000011CC000.
00000004.00000020.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84078083
345.00000000011F5000.00000004.00000020.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000002.88393681218.000000000116B00
0.00000004.00000020.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84172936718.0000000020934000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84173099
317.0000000020941000.00000004.00000800.0
0020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417369277
4.0000000020907000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

0%, Virustotal, Browse
e Avira URL Cloud: safe

.

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Link

Reputation
unknown
high

high

high

unknown

Reputation

high

Reputation

low

unknown

unknown

unknown

high

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/9e533a3d158c24a4dfb393171dc9f4df2422fa0e261fe4f6ee055da462f69754/detection/u-9e533a3d158c24a4dfb393171dc9f4df2422fa0e261fe4f6ee055da462f69754-1601797457

Name

http://crl.dhimyotis.com/certignarootca.crlO

http://sertifikati.ca.posta.rs/crl/PostaCARoot.crl0

http://www.chambersign.orgl

http://www.pkioverheid.nl/policies/root-policy0

http://repository.swisssign.com/0

http://www.suscerte.gob.ve/lcro#

http://ca2.mtin.es/mtin/crl/MTINAutoridadRaiz0

http://crl.ssc.It/root-c/cacrl.crl0

http:// postsignum.ttc.cz/crl/psrootqgca2.crl0

http://www.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl

http://ca.disig.sk/ca/crl/ca_disig.crl0

http://crll.comsign.co.il/crl/comsignglobalrootca.crlo

http:/fwww.certplus.com/CRL/class3P.crl0

http:/fwww.suscerte.gob.ve/dpcO

http://www.certeurope.fr/reference/root2.crl0

http://www.certplus.com/CRL/class2.crl0

http://www.disig.sk/ca/crl/ca_disig.crl0
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Source

CasPol.exe, 0000000B.00000003.8417809179
7.000000002094A000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173448689.0000000020949000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84172936
718.0000000020934000.00000004.00000800.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000003.84173099317.000000002094100
0.00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417767342
7.00000000208E9000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173531121.0000000020913000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84173099
317.0000000020941000.00000004.00000800.0
0020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173692774.0000000020907000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000002.88426483
436.00000000208E7000.00000004.00000800.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000003.84173531121.000000002091300
0.00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84172936718.0000000020934000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84173099
317.0000000020941000.00000004.00000800.0
0020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417369277
4.0000000020907000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417756941
9.0000000020904000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84172936718.0000000020934000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84173099
317.0000000020941000.00000004.00000800.0
0020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417815540
1.000000001D89D000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

.

.

.

.

.

.

.

.

e Avira URL Cloud:

e Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

unknown

high

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown
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Name

http:i/

eca.hinet.net/repository/Certs/IssuedToThisCA.p7b05

http://www.defence.gov.au/pki0

http://https://drive.google.com/

http://https://COMTWSUUu1KHWCDXUrc.org

http://www.sk.ee/cps/O

http://www.globaltrust.info0=

http://www.anf.es

http:ff
www.pki.admin.ch/cps/CPS_2_16_756_1 17_3_1_0.p
dfo9

http:// pki.registradores.org/normativa/index.htm0

http://https://doc-10-20-docs.googleusercontent.com/L

http://cps.root-x1.letsencrypt.org0

http://policy.camerfirma.comO

http://www.ssc.lt/cps03

http:/focsp.pki.gva.esO

http:/fwww.anf.es/es/address-direccion.html

http://https://www.anf.es/address/)1(0&

http://acraiz.icpbrasil.gov.br/DPCacraiz.pdf0?

http://ca.mtin.es/mtin/ocsp0

Copyright Joe Security LLC 2022

Source

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8839368121
8.000000000116B000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8841708767
0.000000001DA31000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000002.88417894520.000000001DAE6000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173099317.0000000020941000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417369277
4.0000000020907000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8408271809
4.00000000011F0000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8841538463
1.000000001D7C0000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000002.88415904285.000000001D81A000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000002.88393971
968.00000000011A7000.00000004.00000020.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000002.88418119268.000000001DB1800
0.00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000002.88426802779.0000
00002093E000.00000004.00000800.00020000.
00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173531121.0000000020913000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84172452925.000000002094E000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84173531
121.0000000020913000.00000004.00000800.0
0020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417369277
4.0000000020907000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417767342
7.00000000208E9000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417369277
4.0000000020907000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173531121.0000000020913000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high

unknown

unknown

low

high

high

high

high

unknown

unknown

unknown

unknown

high

high

unknown

unknown

Page 12 of 52



Name

http://cps.letsencrypt.org0

http://crl.ssc.It/root-b/cacrl.crlo

http://web.ncdc.gov.sa/crl/nrcacombl.crl0

http://www.certicamara.com/dpc/0Z

http://www.uce.gub.uy/informacion-

tecnica/politicas/cp_acrn.pdf0G

http://crl.pki.wellsfargo.com/wsprca.crl0

http://https://doc-10-20-

docs.googleusercontent.com/sJcf

http://https://wwww.certigna.fr/autorites/Om

hitp://
www.ica.co.il/repository/cps/PersonallD_Practice_Stat
ement.pdfo

http://
https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www

http://ca.mtin.es/mtin/DPCyPoliticas0

http://https://www.anf.es/AC/ANFServerCA.crl0

http://nsis.sf.net/NSIS_ErrorError

http://www.globaltrust.info0

http:// certificates.starfieldtech.com/repository/1604

http:{/https://doc-10-20-docs.googleusercontent.com/

http:/facedicom.edicomgroup.com/docO

http://www.certplus.com/CRL/class3TS.crl0

http://https://doc-10-20-

docs.googleusercontent.com/DJ

http://https://crl.anf.es/AC/ANFServerCA.crl0

http://www.certeurope.fr/reference/pc-root2.pdfo

Copyright Joe Security LLC 2022

Source

CasPol.exe, 0000000B.00000002.8841538463
1.000000001D7C0000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000002.88418601335.000000001DB85000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000002.88418119
268.000000001DB18000.00000004.00000800.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000002.88426802779.000000002093E00
0.00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417767342
7.00000000208E9000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8839397196
8.00000000011A7000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417809179
7.000000002094A000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173448689.0000000020949000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84172936
718.0000000020934000.00000004.00000800.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000003.84173099317.000000002094100
0.00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8841708767
0.000000001DA31000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417767342
7.00000000208E9000.00000004.00000800.000
20000.00000000.sdmp

Bluepoint2.exe

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173099317.0000000020941000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8408271809
4.00000000011F0000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8841538463
1.000000001D7C0000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000002.8839397196
8.00000000011A7000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417767342
7.00000000208E9000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417815540
1.000000001D89D000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

high

unknown

high

high

unknown

unknown

unknown

unknown

high

high

unknown

high

high

high

unknown

high

high

high
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Name

http://ac.economia.gob.mx/last.crl0G

http://https://www.catcert.net/verarrel

http://www.disig.sk/ca0f

http:i/

www.accv.es/fileadmin/Archivos/certificados/raizaccvl.

crt0

http://www.e-szigno.hu/RootCA.crl

http://www.sk.ee/juur/crl/0

http://crl.chambersign.org/chambersignroot.crlo

http:// certs.oati.net/repository/OATICA2.crl0

http://crl.oces.trust2408.com/oces.crl0

http://www.quovadis.om0

http://https://eca.hinet.net/repository0

http://crl.ssc.It/root-a/cacrl.crl0

http://certs.oaticerts.com/repository/OATICA2.crl

http://www.trustdst.com/certificates/policy/ACES-

index.htmlO

http://certs.oati.net/repository/OATICA2.crt0

http:/fwww.accv.es00

http://www.pkioverheid.nl/policies/root-policy-G20

http:{fhttps://www.netlock.net/docs

http:if

www.pki.admin.ch/policy/CPS_2_16_756_1 17_3 21_

1.pdfo

http:/fwww.e-trust.be/CPS/QNcerts

http://ocsp.ncdc.gov.sa0

http://fedir.comsign.co.il/crl/ComSignCA.crl0

Copyright Joe Security LLC 2022

Source

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173099317.0000000020941000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173099317.0000000020941000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417756941
9.0000000020904000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417349310
2.000000002095E000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173692774.0000000020907000.
00000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 0000000B.00000003.84172452
925.000000002094E000.00000004.00000800.0
0020000.00000000.sdmp, CasPol.exe, 00000
00B.00000003.84173531121.000000002091300
0.00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417785131
6.00000000208DB000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

.

.

.

.

.

.

.

.

.

.

.

.

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

high

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown
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Name

http:// XkBFAe.com

http://trustcenter-

crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.

crlo

http://web.ncdc.gov.sa/crl/nrcapartal.crl

http://www.datev.de/zertifikat-policy-int0

http://fedir.comsign.co.il/crl/comsignglobalrootca.crl0;

http://https://repository.luxtrust.lu0

http://cps.chambersign.org/cps/chambersroot.html0

http://www.acabogacia.org0

http://ocsp.eca.hinet.net/OCSP/ocspG2sha20

http://www.firmaprofesional.com/cps0

http://www.uce.gub.uy/acrn/acrn.crl0

http://www.avast.com0/

http://crl.securetrust.com/SGCA.crl0

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

CasPol.exe, 0000000B.00000002.8841708767
0.000000001DA31000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417369277
4.0000000020907000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000003.84173531121.0000000020913000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417756941
9.0000000020904000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417245292
5.000000002094E000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417756941
9.0000000020904000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 0000000B.00000003.8417353112
1.0000000020913000.00000004.00000800.000
20000.00000000.sdmp

Bluepoint2.exe, 00000002.00000002.841069
11540.00000000029E9000.00000004.00000800
.00020000.00000000.sdmp, Bluepoint2.exe,
00000002.00000002.84104686670.000000000
040A000.00000004.00000001.01000000.00000
003.sdmp, lang-1026.dIl.2.dr

CasPol.exe, 0000000B.00000003.8417293671
8.0000000020934000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
B.00000002.88426802779.000000002093E000.
00000004.00000800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

high

high

unknown

unknown

unknown
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN

81.25.126.48 CE2020050617001.dnssw  Spain = 41541
.net

142.250.185.161 googlehosted.l.googleuser United States =] 15169
content.com

142.250.184.206 drive.google.com United States = 15169

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 12/05/202219:38:23
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:

Detection:

Copyright Joe Security LLC 2022

34.0.0 Boulder Opal

625508

2022-05-12 19:38:23 +02:00
CloudBasic

Oh 13m 8s

false

light

Bluepoint2.exe

default.jbs

ASN Name

SWEB-ASServeiswebES

GOOGLEUS

GOOGLEUS

Malicious

false

false

false

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe

Reader DC 21, Java 8 Update 301
Suspected Instruction Hammering

25

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout

MAL
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Classification: mal100.troj.spyw.evad.winEXE@6/8@3/3
EGA Information: ® Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 36.3% (good quality ratio 35.7%)
Quality average: 89.3%
Quality standard deviation: 20.3%

.

.

HCA Information:

.

Successful, ratio: 98%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

3

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

3

.

Warnings

Exclude process from analysis (whitelisted): dllhost.exe, BackgroundTransferHost.exe, RuntimeBroker.exe, backgroundTaskHost.exe, WmiPrvSE.exe, svchost.exe
TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 20.93.58.141, 8.250.177.254, 8.252.74.126, 8.252.191.254, 8.247.116.126, 8.250.203.254, 8.250.164.126, 8.250.188.126
Excluded domains from analysis (whitelisted): wd-prod-cp-eu-north-3-fe.northeurope.cloudap p.azure.com, wdcpalt.microsoft.com, client.wns.windows.com,
fg.download.windowsupdate.com.c.footprint.net, ctldl.windowsupdate.com, img-prod-cms-rt-microsoft-com.akamaized.net, wdcp.microsoft.com, arc.msn.com, wd-prod-
cp.trafficmanager.net, wu-bg-shim.trafficmanager.net

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size exceeded maximum capacity and may have missing d isassembly code.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

e o o o

e o o o o o o o

Simulations

Behavior and APIs

Time Type Description

19:41:29 API Interceptor 3911x Sleep call for process: CasPol.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files
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C:\Users\user\AppData\Local\Temp\Wigwamer.Cro7

Process: C:\Users\user\Desktop\Bluepoint2.exe
File Type: data

Category: dropped

Size (bytes): 129284

Entropy (8bit):  7.157189090297081

Encrypted: false
SSDEEP: 1536:CsBTmuULAZFPa47dQCcpHFoYOuGAJ5BfMZi+RSxmQMGEVO/Tc/M4alip9IN5Ki5fch:COzY UWXcNwCmZi+0IPvOwMZvp3jfcvz
MDS5: F61E66C8CD7F81A887EA6273F4C9976B
SHAL: CBCC8B26E456B3F68D1973B02805E88E1D785CIF
SHA-256: 94FBA9DEAF2EFEE1AB3D8B92DB5712EB78A57F446C339E7A457D561FB74F9124
SHA-512: 0D956030378A7E9DBBB461F802BE73B173C45EB60DF2158D0BB345F1D1291172B092BEC16706B9C568580F379F45384344052D70417F4B98336A36067F082B23
Malicious: false
Reputation: low
a0, f y...]....Uia?. f+A.jI>....b...s....Zp.W.rg7U:=|_...eC.F..f.....~.hf5..x.Dv...0.....0l.....)i..hg....5...2EZ..4|........P.

Preview: .<4.N..lLa.W!.djhr.o..u...l.7.=

\T.[gl]W.E.m..V.6.0a........0.....0..&.K.....n..A.1.$..%...".B7P .<E.-......8]K..

d \k....A..k@."..~.0....D.F..u.N..jon+0"2.w.O.
f.w;..8./r.%$Vs...bk ... #]zQ}cp..{G...=C........ "k...6.c... .-..BJ).+.nTY.U..Ag.1..{.d.?B.+.#kH.....X.IzU.P.Cx.". i

.b..T.@Y..VH...Y.K.9a.P.h...

F.7E.P.P....q.x+....%.,.". " .&...9.2.FtL...R....D~Y1#..E%......1IsV'.P..v.&S....N}..| ccc®)

.0.0eeeee . < 2M2ELLA+..0.PLyX Ly )0, HS Ak By A 18 fg+s.H.. Z..<.....JorFU7..~8...Q.l....l....n.RClg..a..Q...W.....d..b..-.n.umg&#...[.r....E.

C:\Users\user\AppData\Local\Temp\emblem-default-symbolic.symbolic.png

Process: C:\Users\user\Desktop\Bluepoint2.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 288

Entropy (8bit):  7.002703251110111

Encrypted: false

SSDEEP: 6:6v/IhPysDjYOGW78zHS1w9xulGXdvkFRBpIrXHEbL/GY 1LIX2NYKj|p:6v/7jjY OGW7RwWIXU6pxHG/VIX6F

MD5: A83F8C904AFA9E3F6A50D263747CF6DF

SHA1L: 7B9D99B950518FCAF5AC59350823D2B20E82956F

SHA-256: F57C0OB31EC836E26EB609F259CFA68DDA95F09685784423B61075DAE4BBASBF6

SHA-512: 4B2DC243E86514BDC816B92808C491EF71B72690F25C2372FE909CED3A103F990708C507065169FASC6F823A8B1ADADB7BF13696E78C807A973789CF14CA3A0

Malicious: false

Reputation: low

Preview: RRIN G - [ 1) RSS—— a....sBIT....|.d....IDAT8..N.Q...".... X.s. A /Hf...BJ...V[b..qsvA..d..y.9?..z." /.. .[Q....M....mwuN.\...h..(|......p.K..[.%..... .*.Xt~KW.V'8.
W.K.1.4..9.&\. k..3F........ 4.0.0p.rL#....N:.=T[....L...p..#..IEND.B".

C:\Users\user\AppData\Local\Temp\lang-1026.dll v

Process: C:\Users\user\Desktop\Bluepoint2.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 175112

Entropy (8bit):  4.206629648207283

Encrypted: false

SSDEEP: 768:RSIFida9bh1hROyu8YLPiOgdo3Hioanclrfs648UPUShTIFUQqxtIB870kWZtnJkX:RJIryZYLgtboZgFpx+eovZtlffdGUmx

MD5: 726030B3909A4C3FD5810F45E55A989D

SHAL: DF628878449CB026352D2A31E98A70BA6632ABOF

SHA-256: 5331D12B2F89F2FB013BC4D05FD449D1DCFE7C470A20271CFE13043E74C974EF

SHA-512: 41EE067BCDA5D83B854419487BBBE1A9259AFB090F513EF671BC05D6BOEB865D62CFBB5104FBFD162788A0B8FB340B78EECEG7EBE780219C7CAB4201550FAE
E9

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\network-cellular-hardware-disabled-symbolic.svg
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https://www.metadefender.com/#!/results/file/YnpJeU1EUXdOazlMU1dWTE5qUmFUZ195TlRGM2tQNjA/regular/analysis

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Bluepoint2.exe

SVG Scalable Vector Graphics image

modified

1035

5.036414547847537

false

24:t4CjIPIRyDZDZDZ5yKbRAecFhBrN3AGM+pMRg:eONtAecFZTMDg
28998D417311CCDE1069B6F52E3D099A
E7609DCCDE7CB750D2DCC02A2DD360B5D523E995
C6DEAA9F5B658892A04EDA56027A779E3ASCALIFICFD4E156E594A63B7AADDF0O0
CD597AD3BD4738F05A2963FE27C38B948F08836C8F18588CC98B457FEE4565D68B379620380A9DE4E6ED3F55331AB3CFB943664B600C36BAB857486D9F2E4EE
false

<svg xmins="http://www.w3.0rg/2000/svg" width="16" height="16">.  <g fill="#2e3436">. <path d="m 164,249v1545h3v-45-15z2m-43v1515h3v-15-
15zm-88v1515h3v-15-152m4,0v1515h3v-15-152m4,0v1515h3v-1.5-1.52m4,0v 1.515h3v-1.5-1.5 z" style="line-height:normal;font-vari
ant-ligatures:normal;font-variant-position:normal;font-variant-caps:normal;font-variant-numeric:normal;font-variant-alternates:normal;font-feature-settings:normal;text-in
dent:0;text-align:start;text-decoration-line:none;text-decoration-style:solid;text-decoration-color:#000;text-transform:none;text-orientation:mixed;white-space:normal;shape-
padding:0;isolation:auto;mix-blend-mode:normal;solid-color:#000;solid-opacity:1" color="#000" font-weight="400" font-family="sans-serif" overflow="visible" opacity=".35"
fill-rule="evenodd" transform="translate(-152 -248)"/>. <path d="M 151.99995,256.00012 H 168 V 259 h -16.00005 z" transform="trans

C:\Users\user\AppData\Local\Temp\nsh937B.tmp\System.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\Bluepoint2.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

12288

5.814115788739565

false
192:Zjvco0gWTIt70m5Aj/IQOSEWD/wtYbBHFNaDybC7y+XBz0QPi:FHQIt70mij/IQRv/9VMjzr
CFF85C549D536F651D4FB8387F1976F2
D41CE3A5FF609DF9CF5C7E207D3B59BF8A48530E
8DC562CDA7217A3A52DB898243DE3E2ED68B80E62DDCB8619545EDOB4E7F65A8
531D6328DAF3B86D85556016D299798FA06FEFC81604185108A342D000E203094C8C12226A12BD6E1F89BODB501FB66F827B610D460B933BD4AB936AC2FD8ASE
false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

MZ.ooiiiiiiiin, @i 1..L.IThis program cannot be run in DOS mode....$....... qr*.5.0.5.D0.5.D...J.2.D.5.E.!l.D.....2.D.a0t.1.D.V1n.4.D..3@.4.
..PE..L...Oa. Lo s P @.ovvvvve | @...... B.....@..P.... ) @..X.
N .@..@.data...x....P ....@....reloc...

C:\Users\user\AppData\Roaming\5eczunoo.5pr\Chrome\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe

SQLite 3.x database, last written using SQLite version 3036000

dropped

98304

2.9216957692876595

false
384:ST8XNcKuOiTwbAziYN570RMZXVuKnQM2V60fbDO4xmTgZcZygSA209RVHfwrhhxV:INcgiD5Q6luKQM2V7DXcAgSA2KD4jL
1A706D20E96086886B5D00D9698E09DF

DACF81D90647457585345BEDD6DE222E83FDEOLF
759F62B61AA65D6D5FAC95086B26D1D053CE1FB24A8A0537ACB42DDF45D2F19F
CFF7D42AA3B089759C5ACE934A098009D1A58111FE7D99AC7669B7F0A1C973907FD16A4DC1F37B5BES252EC51B8D876511F4F6317583FA9CC48897B1B913C7F

false

SQLite format 3......@ ...$..cocviiiii $.S% Lo R Y I PSPPSR

C:\Users\user\AppData\Roaming\5eczunoo.5pr\Firefox\Profiles\ol7uiqa8.default-release\cookies.sqlite

Process:
File Type:
Category:
Size (bytes):

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe
SQLite 3.x database, user version 12, last written using SQLite version 3036000
modified

98304
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https://www.metadefender.com/#!/results/file/YnpJeU1EVXhNa2h1T1hCc00wNDJkbkFwYUhFNi1CYS0w/regular/analysis

Entropy (8bit):  0.08231524779339361

Encrypted: false

SSDEEP: 12:DQANJIfWK73Fmdmc/OPVJIXfPNn43etRRfYR508atLgxeYaNcDakMG/IO:DQANJIff32mNVpP965Ra8KNOMG/IO

MDS5: 886A5F9308577FDF19279AA582D0024D

SHAL: CDCCC11837CDDB657EBOEF6A01202451ECDF4992

SHA-256: BA7EB45B7E9B6990BC63BE63836B74FA2CCB64DCDOC199056B6AE37B1AE735F2

SHA-512: FF0692E52368708B36C161A4BFA91EE01CCA1BB6F66666F7FC4979C6792D598FF7720A9FAF258F61439DAD61DB55C50D992E99769B1E4D321EC5B98230684BC!
Malicious: false

Preview: SQLite FOrmat 3......@ wvveeeeieeeeeie e LS R S TP P PP O PP PPTPRTTPPOY

\Device\ConDrv

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit):  3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHA1L: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Preview: NordVPN directory not found!..

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Entropy (8bit):  7.834012132829794

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: Bluepoint2.exe
File size: 184424
MDS5: €792c744dde586¢896d6ca8ccebOe04a
SHA1L: 66273efb747bad78fc7c2122f647c0a01d16c4ca
SHA256: 4385dcd25¢c41dcc70603b48daa969ch455c6fd605f7b3a7e6088557h9ab4964a
SHAS512: fefb74d8bcdeb5dee67a8fc3473169e2738d1edbdd876aa07b2ef6645d555de9c2b83c39aba66ed84a44159caf30a089226cabaeal83e37cafce446ecelcclfs
SSDEEP: 3072:RfY/TUSFE9PEtu4bDDq6VG3dGmKAKFXKX+d2Q1Wi+hZUKgSccz5xqBES1ICXF6DYT:9YabwC6cdOEcm2QlahZUKQcFxw/1CXFF
TLSH: 6C04020827B0C453FAG707F24E78877A7FA5B91158E5924F13A01F85BD72B439A0E35E
File Content MZ..oiiiiiiiiiis @i I..L.IThis program cannot be run in DOS
Preview: mode...$........ 1..Pf.Pf.Pf*_9.Pf.Pg.LPf*_;. .Pf.sV..Pf.V' ..PL.Rich.Pf......ccccoennn. PE..L....0a.....cocennun. h.*..
Filelcon
Icon Hash: b2a88c96h2caba72
Static PE Info
General
Entrypoint: 0x403640
Entrypoint Section: text

Copyright Joe Security LLC 2022
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Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x614F9B1F [Sat Sep 25 21:56:47 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 61259bh55h8912888e90f516ca08dc514

Authenticode Signature

Signature Valid: false

Signature Issuer: CN="gjerstruktur ZAMBISKE Repetr ", O=STEFANIES, L=Baleix, S=Nouvelle-Aquitaine, C=FR
Signature Validation Error: A certificate chain processed, but terminated in a root certificate which is not trusted by the trust provider
Error Number: -2146762487

Not Before, Not After e 10/05/2022 14:17:21 10/05/2023 14:17:21

Subject Chain o CN="ejerstruktur ZAMBISKE Repetr ", O=STEFANIES, L=Baleix, S=Nouvelle-Aquitaine, C=FR
Version: 3

Thumbprint MD5: ECE32C08ED1569491D6E0771D9F12FDD

Thumbprint SHA-1: AO0A9159D8C4470704C1D11504DOD6AC6D8B000739

Thumbprint SHA-256: 49F7287CD8102A1348A82B7E5F178A55D3F409C7C7AB7E438905EBB0167CABE9

Serial: 8CBE40F414473723

Entrypoint Preview

Instruction

push ebp

mov ebp, esp

sub esp, 000003F4h

push ebx

push esi

push edi

push 00000020h

pop edi

xor ebx, ebx

push 00008001h

mov dword ptr [ebp-14h], ebx

mov dword ptr [ebp-04h], 0040A230h

mov dword ptr [ebp-10h], ebx

call dword ptr [004080C8h]

mov esi, dword ptr [004080CCh]

lea eax, dword ptr [ebp-00000140h]

push eax

mov dword ptr [ebp-0000012Ch], ebx

mov dword ptr [ebp-2Ch], ebx

mov dword ptr [ebp-28h], ebx

mov dword ptr [ebp-00000140h], 0000011Ch

call esi

test eax, eax

jne 00007F53A49D959Ah

lea eax, dword ptr [ebp-00000140h]

mov dword ptr [ebp-00000140h], 00000114h

push eax

call esi

mov ax, word ptr [ebp-0000012Ch]
Copyright Joe Security LLC 2022 Page 21 of 52



Instruction

mov ecx, dword ptr [ebp-00000112h]
sub ax, 00000053h

add ecx, FFFFFFDOh

neg ax

shb eax, eax

mov byte ptr [ebp-26h], 00000004h
not eax

and eax, ecx

mov word ptr [ebp-2Ch], ax

cmp dword ptr [ebp-0000013Ch], OAh
jnc 00007F53A49D956Ah

and word ptr [ebp-00000132h], 0000h
mov eax, dword ptr [ebp-00000134h]
movzx ecx, byte ptr [ebp-00000138h]
mov dword ptr [0042A318h], eax

Xor eax, eax

mov ah, byte ptr [ebp-0000013Ch]
movzx eax, ax

or eax, ecx

XOr eCX, ecx

mov ch, byte ptr [ebp-2Ch]

movzx ecx, cx

shl eax, 10h

or eax, ecx

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x6676 0x6800
.rdata 0x8000 0x139a 0x1400
.data 0xa000 0x20378 0x600

Copyright Joe Security LLC 2022

Virtual Address
0x0
0x8504
0x43000
0x0
0x2bbb8
0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x8000
0x0

0x0

0x0

Xored PE

False

False

False

o [EXP] VC++ 6.0 SP5 build 8804

ZLIB Complexity

0.656813401442

0.4498046875

0.509765625

Virtual Size
0x0
0xa0
0x11do
0x0
0x14b0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x2b0
0x0
0x0
0x0

File Type

data

data

data

Entropy

6.41745998719

5.14106681717

4.11058212765

Is in Section

rdata

.rsrc

.ndata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
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Name Virtual Address

.ndata 0x2b000

.rsrc 0x43000

Resources
Name

RT_BITMAP
RT_ICON
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_GROUP_ICON

RT_MANIFEST

Imports
DLL
ADVAPI32.dIl

SHELL32.dll

ole32.dll
COMCTL32.dll
USER32.dll

GDI32.dll

KERNEL32.dll

Possible Origin

Language of compilation system

English

Copyright Joe Security LLC 2022

Virtual Size

0x18000

0x11do

RVA
0x43268
0x435d0
0x438b8
0x43970
0x43ab8
0x43bf8
0x43cf8
0x43e18
0x43e78

0x43e90

Raw Size

0x0

0x1200

Size
0x368
0x2e8
0xb8
0x144
0x13c
0x100
Oxllc
0x60
0x14

0x33e

Xored PE ZLIB Complexity File Type Entropy Characteristics

False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZE
D_DATA,

IMAGE_SCN_MEM_READ

False 0.368489583333 data 4.47140482911 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

Type Language Country

data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
XML 1.0 document, ASCII text, with very long lines, English United States

with no line terminators

Import

RegCreateKeyExW, RegEnumKeyW, RegQueryValueExW, RegSetValueExW, RegCloseKey, RegDeleteValueW,
RegDeleteKeyW, AdjustTokenPrivileges, LookupPrivilegeValueW, OpenProcessToken, SetFileSecurityW,
RegOpenKeyExW, RegEnumValueW

SHGetSpecialFolderLocation, SHFileOperationW, SHBrowseForFolderW, SHGetPathFromIDListW,
ShellExecuteExW, SHGetFileInfow

Olelnitialize, OleUninitialize, CoCreatelnstance, [IDFromString, CoTaskMemFree
ImagelList_Create, ImagelList_Destroy, ImageList_ AddMasked

GetClientRect, EndPaint, DrawTextW, IsWindowEnabled, DispatchMessageW, wsprintfA, CharNextA, CharPrevWw,
MessageBoxIndirectW, GetDIgltemTextW, SetDlIgltemTextW, GetSystemMetrics, FillRect, AppendMenuWw,
TrackPopupMenu, OpenClipboard, SetClipboardData, CloseClipboard, IsWindowVisible, CallWindowProcW,
GetMessagePos, CheckDlgButton, LoadCursorW, SetCursor, GetSysColor, SetWindowPos, GetWindowLongW,
PeekMessageW, SetClassLongW, GetSystemMenu, EnableMenultem, GetWindowRect, ScreenToClient, EndDialog,
RegisterClassW, SystemParametersinfoW, CreateWindowExW, GetClassInfow, DialogBoxParamW, CharNextW,
ExitWindowsEx, DestroyWindow, CreateDialogParamW, SetTimer, SetWindowTextW, PostQuitMessage,
SetForegroundWindow, ShowWindow, wsprintfW, SendMessageTimeoutW, FindWindowExW, IsWindow,
GetDlgltem, SetWindowLongW, LoadimageW, GetDC, ReleaseDC, EnableWindow, InvalidateRect, SendMessageW,
DefWindowProcW, BeginPaint, EmptyClipboard, CreatePopupMenu

SetBkMode, SetBkColor, GetDeviceCaps, CreateFontindirectW, CreateBrushlindirect, DeleteObject, SetTextColor,
SelectObject

GetExitCodeProcess, WaitForSingleObject, GetModuleHandleA, GetProcAddress, GetSystemDirectoryW, IstrcatW,
Sleep, IstrcpyA, WriteFile, GetTempFileNameW, IstrcmpiA, RemoveDirectoryW, CreateProcessW, CreateDirectoryW,
GetlLastError, CreateThread, GlobalLock, GlobalUnlock, GetDiskFreeSpaceW, WideCharToMultiByte, IstrcpynW,
IstrlenW, SetErrorMode, GetVersionExW, GetCommandLineW, GetTempPathW, GetWindowsDirectoryW,
SetEnvironmentVariableW, CopyFileW, ExitProcess, GetCurrentProcess, GetModuleFileNameW, GetFileSize,
CreateFileW, GetTickCount, MulDiv, SetFileAttributesW, GetFileAttributesW, SetCurrentDirectoryW, MoveFileW,
GetFullPathNameW, GetShortPathNameW, SearchPathW, CompareFileTime, SetFileTime, CloseHandle, IstrcmpiW,
IstrempW, ExpandEnvironmentStringsW, GlobalFree, GlobalAlloc, GetModuleHandleW, LoadLibraryExW,
MoveFileExW, FreeLibrary, WritePrivateProfileStringW, GetPrivateProfileStringW, IstrlenA, MultiByteToWideChar,
ReadFile, SetFilePointer, FindClose, FindNextFileW, FindFirstFileW, DeleteFileW

Country where language is spoken Map

United States
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Network Behavior

Network Port Distribution

Total Packets: 55

® 53 (DNS)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 19:41:26.099416018 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.099489927 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.099682093 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.124573946 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.124627113 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.171430111 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.171617985 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.172956944 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.173163891 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.291214943 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.291282892 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.291992903 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.292160988 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.295749903 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.338495970 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.836710930 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.836925983 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.837028027 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.837074041 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.837186098 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.837228060 CEST 443 49781 142.250.184.206 192.168.11.20
May 12, 2022 19:41:26.837235928 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.837387085 CEST 49781 443 192.168.11.20 142.250.184.206
May 12, 2022 19:41:26.988532066 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:26.988579988 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:26.988765955 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:26.989125967 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:26.989147902 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.022090912 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.022351980 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.022821903 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.023108959 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.026648045 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.026845932 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.026954889 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.027335882 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.070503950 CEST 443 49782 142.250.185.161 192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 19:41:27.275799036 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.275979042 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.276015997 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.276243925 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.276936054 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.276958942 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.276988029 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.277110100 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.277298927 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.277335882 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.277347088 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.277357101 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.277556896 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.277791023 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.277970076 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.277997971 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.278023005 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.278192997 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.278465033 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.278876066 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.283387899 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.283596992 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.283632994 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.283799887 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.283868074 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.283895969 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.284017086 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.284060001 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.284219980 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.284240007 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.284245968 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.284419060 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.284636974 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.284815073 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.284827948 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.284857035 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.284986019 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.285006046 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.285307884 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.285504103 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.285566092 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.285603046 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.285738945 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.285759926 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.286048889 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.286238909 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.286256075 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.286274910 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.286465883 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.286787033 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.286976099 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.287149906 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.287178040 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.287539005 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.287554026 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.287684917 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.287878036 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.287914038 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.287940979 CEST 443 49782 142.250.185.161 192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 19:41:27.288178921 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.288213968 CEST 49782 443 192.168.11.20 142.250.185.161
May 12, 2022 19:41:27.288476944 CEST 443 49782 142.250.185.161 192.168.11.20
May 12, 2022 19:41:27.288670063 CEST 443 49782 142.250.185.161 192.168.11.20
UDP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2022 19:41:26.083143950 CEST 56425 53 192.168.11.20 1111
May 12, 2022 19:41:26.091399908 CEST 53 56425 1111 192.168.11.20
May 12, 2022 19:41:26.940180063 CEST 56449 53 192.168.11.20 1111
May 12, 2022 19:41:26.986876965 CEST 53 56449 1111 192.168.11.20
May 12, 2022 19:41:34.960331917 CEST 51105 53 192.168.11.20 1111
May 12, 2022 19:41:35.382215023 CEST 53 51105 1111 192.168.11.20
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 12, 2022 19:41:26.083143950 CEST 192.168.11.20 1111 0x5db0 Standard query  drive.google.com A (IP address) IN (0x0001)
©)
May 12, 2022 19:41:26.940180063 CEST 192.168.11.20 1111 Ox2cel Standard query  doc-10-20- A (IP address) IN (0x0001)
(0) docs.goog|
euserconte
nt.com
May 12, 2022 19:41:34.960331917 CEST 192.168.11.20 1111 0x982e Standard query  mail.cpass A (IP address) IN (0x0001)
0) ociats.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
May 12, 2022 1111 192.168.11.20 0x5db0 No error (0) drive.google.com 142.250.184.206 A (IP address) IN
19:41:26.091399908 CEST (0x0001)
May 12, 2022 Aol il 192.168.11.20 0Ox2cel No error (0) doc-10-20- googlehosted.l.goo CNAME IN
19:41:26.986876965 CEST docs.goog| gleusercontent.co (Canonical (0x0001)
euserconte m name)
nt.com
May 12, 2022 1111 192.168.11.20 Ox2cel No error (0) googlehost 142.250.185.161 A (IP address) IN
19:41:26.986876965 CEST ed.l.goog! (0x0001)
euserconte
nt.com
May 12, 2022 Aol 192.168.11.20 0x982e No error (0) mail.cpass CE2020050617001 CNAME IN
19:41:35.382215023 CEST ociats.com .dnssw.net (Canonical (0x0001)
name)
May 12, 2022 1111 192.168.11.20 0x982e No error (0) CE20200506 81.25.126.48 A (IP address) IN
19:41:35.382215023 CEST 17001.dnssw.net (0x0001)

HTTP Request Dependency Graph

e drive.google.com

e doc-10-20-docs.googleusercontent.com

HTTPS Proxied Packets
. I Destination
Session ID Source IP Source Port Destination IP Port Process
0 192.168.11.20 49781 142.250.184.206 443 C:\Windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe
Timestamp e Direction Data
transferred
2022-05-12 17:41:26 UTC 0 ouT GET /uc?export=download&id=1octplAVRhdcovKdwE5x43Ys6qBKXIXGT HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-05-12 17:41:26 UTC 0

Session ID Source IP

1 192.168.11.20
. kBytes

Ti t
tmestamp transferred

2022-05-12 17:41:27 UTC 1
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Direction

IN

Source Port

49782

Direction

ouT

Data

HTTP/1.1 303 See Other

Content-Type: application/binary

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 12 May 2022 17:41:26 GMT

Location: https://doc-10-20-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc?I7deffksulhgsh7mbpl/mitfd60q
k512124argm1166nhg5fuhtt/1652377275000/13609515036127870368/*/10ctplAVRhdcovKdwE5x43Ys6qBKXIXGT?e=do
wnload

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/DriveUntrustedContentHttp/cspreport
Content-Security-Policy: script-src 'nonce-JkkGMaugVQ2L9GIC3TDbmg' 'unsafe-inline’;object-src 'none';base-uri 'self';rep
ort-uri /_/DriveUntrustedContentHttp/cspreport;worker-src 'self'

Cross-Origin-Opener-Policy: same-origin; report-to="DriveUntrustedContentHttp"

Report-To: {"group":"DriveUntrustedContentHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.
com/csp/report-to/DriveUntrustedContentHttp/external"}]}

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version="*

Server: ESF

Content-Length: 0

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Destination IP CEIREL Process
Port
142.250.185.161 443 C:\Windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbpl/mitfd60gk512124argm1l66nhg5fuhtt/1652377275000/1
3609515036127870368/*/1octplAVRhdcovKdwE5x43Ys6qBKXIXGT?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-10-20-docs.googleusercontent.com

Connection: Keep-Alive

Page 27 of 52



kBytes

Timestam
P transferred

2022-05-12 17:41:27 UTC 2

2022-05-12 17:41:27 UTC 5

2022-05-12 17:41:27 UTC 9

2022-05-12 17:41:27 UTC 13

2022-05-12 17:41:27 UTC 16
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Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdu-mvraOBzuXH47HScORSXArhtSvdcHh5gw3Q6-2_iBGqHCiqlxq6a9G4ziMZwy
MGVmDQuvUilplxma_zE-4zugdnQ

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X
-Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-
Encoding, X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask,
X-Google-Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-
Proxied-User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-
Content-Type, X-Use-Alt-Service, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-
Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destinatio
n, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-Clientinfo, X-Goog-Me
eting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-
StartSource, X-Goog-Meeting-Token, X-Goog-Meeting-Viewerlnfo, X-Client-Data, x-sdm-id-token, X-Sfdc-Authorization,
MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-
Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-
alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-
locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout, x-foyer-client-environment
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="doggynew_LNQML90.bin";filename*=UTF-8"doggynew_LNQML90.bin
Content-Length: 214080

Date: Thu, 12 May 2022 17:41:27 GMT

Expires: Thu, 12 May 2022 17:41:27 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=VNuVIQ==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: f7 a8 36 17 ac 5c 80 82 b8 f1 56 5d 40 70 57 cf 73 be f6 a7 81 07 11 af f1 1d ba 19 6b 3a bf 59 4a c6 7a 5c bf
7b ee 63 81 86 6e 23 4e 92 14 0b 1b 3b 13 af f7 1b 49 f3 36 10 71 94 70 d2 2d 62 9c ca 90 db 15 b6 c7 37 02 69 66 32 e7
28 49 0a 2b 6¢ f5 32 3c 96 7d a8 97 30 7a 7b 76 €9 c7 35 f1 0a 28 Ob 7d f1 c1 bc 59 70 23 e3 54 68 47 95 ea cb c9 3a 52
26 2f b9 de 4a a5 57 0a 01 24 65 10 4f a9 76 16 74 €0 55 6d d2 44 a9 23 86 1e 4e ea de 94 57 ad €0 05 90 1b 9a 34 8d
c8 c9 ab b7 90 b0 16 24 c8 23 72 e2 fc 3b 2d ab 20 b2 31 0d 4b 78 4d 39 83 8d 4b ed fd cc b9 81 2c 04 bc 55 62 ca 60 6e
f2 d3 55 cc 6e b9 2a c2 8a {7 c7 3e fe 33 a7 b4 f8 48 0d 6e 44 11 ae 66 92 6¢ 2b 72 1a 34 25 56 4b 2d 77 92 04 52 27 1f
Oc f4 7f 38 el 1e be el 2b 7f 94 3d 71 a5 bl f1 ea ad 34

Data Ascii: 6\V]@pWsk:YJz\{cn#N;16qp-b7if2(1+12<}0z{v5(}Y p#ThG:R&/IWS$eOvtUmD#NWAS#r;- 1IKxMIK,Ub nUn*
>3HnDfl+r4%VK-wR'8+=q4

Data Raw: d2 da 81 6 49 fO Ob f7 45 54 49 44 91 0d 2b cd aa a8 87 d2 aa e0 8a 17 44 31 02 10 ee 3c 94 2e 6d ab 20 55
Oc 82 87 39 8d e2 38 61 5¢c Ob bb 3c aa be e4 6e 29 e9 3d 12 37 68 c0 03 cd 2f 3c 55 e7 2e Ob 1f be a6 el a5 c5 ee 79 5a
15 25 45 b4 08 5d fd bd 65 75 c1 3d a3 01 4d 63 49 c6 f9 a3 55 29 2c¢ d5 55 60 ea a3 b8 c0 8b b3 80 24 8a 49 e4 d4 ed
2a 9e fd 24 a2 a3 a9 10 47 00 4e 5d af 3c b3 ¢7 9f 78 9¢ cc 74 Ob 17 dc 68 bc bl 28 bd 3e 63 b7 4d 42 8d 5d 5 a3 71 f8
b2 a9 db d4 64 b0 79 e3 91 6b 9a 20 c0 34 68 a5 37 2e 6¢ 86 b0 €3 f9 e6 e2 35 fd 45 51 93 90 2a 4d e6 ab af 77 d1 d9
ea 88 c4 ea 05 34 e5 3a b0 77 b9 9d 45 b5 77 e4 c6 4b 75 87 db 58 8d 4f df 7b fe 41 13 67 d4 27 46 ac cb ac a7 3a 7a be
0b 09 82 Oe 34 46 f4 6b 98 47 fa 6b 48 05 db b2 f4 93 a6 49 cb

Data Ascii: IETID+D1<.m U98a\<n)=7h/<U.yZ%E]eu=MclU),U $I*$GN]<xth(>cMB]qdyk 4h7.I5EQ*Mw4:wEWKuUXO{Ag
'F:z4FKGKHI

Data Raw: 1b c1 15 55 99 96 ff 10 dc 2e ad d4 e9 c0 Oe cb 73 21 48 71 6e 93 a4 5f 97 ba 84 13 ad 00 8d 26 3f f3 ec €6 69
3c f2 98 c0 d4 d6 Ob 55 5b 05 ef f3 63 9d 39 0d fO 6¢ Ob 22 3f f7 7a eb 89 fb f2 be 8d 39 2e b5 41 fc fe 3c 04 a7 62 57 bd
30 78 dc 1a 30 d7 23 f0 33 b8 f1 68 be 43 c5 fd 38 2e 13 6e 62 6b 4f 13 06 74 fb ec 9b 1e 12 de 8e fc e4 f8 5e 7d 18 ae
49 a2 73 d6 ce le 63 05 4b 48 b8 22 1a e5 8¢ 21 34 2e df 35 bc 02 80 58 a2 df c0 61 16 7e e0 5a ed f3 83 e8 6e 6e c6 26
89 ad d4 1e 6¢ 3d 31 e fd 5a db 78 cd ba e0 db 65 69 5b d5 97 10 2d 35 8e fa b6 c5 8 10 4d c3 5 5f 79 76 30 1f ef 77
09 Oe 71 09 21 51 45 12 e0 29 a4 e3 98 46 3b el 6¢ 0a 56 d2 76 16 Oc 88 8b 98 8¢ 33 17 36 fb 24 19 bf eb 3c c8 Oc 4e
d0 74 7b a7 9f e2 28 aa 24 1f 25 32 82 97 9d c1 Oa dc

Data Ascii: U.s!Hgn_&?i<U[c9l"?z9.A<bWOx0#3hC8.nbkOt"}IscKH"4.5Xa~Znn&l=1Zxei[-5M_yvOwq!QE)F;IVv36$
<Nt{($%2

Data Raw: e3 cc 52 63 ee c9 69 82 ca e5 00 9e 5e al 8e b9 ab 6b 7d b4 7a 42 04 20 6f fa 36 ee 2c 21 d7 87 8d dc 16 b6
€6 24 02 78 62 24 1b 75 58 Oe 87 78 €3 25 14 Ob 7d a8 dd 37 6e 53 b3 eb c¢7 33 e7 87 2f Ob 7d fO d5 a8 4d 58 bb e3 54
62 53 bd 23 ¢9 c9 3c 45 ab 28 b9 de 4b b6 53 9b 05 32 73 92 02 13 78 17 62 8 9c 58 7e 53 f2 c6 3a 4a 26 89 aa a0 Of 1a
8d 62 e4 6¢ 7a 13 ee @9 a6 d1 cc fO b8 ec 41 e8 5b 13 a4 16 50 43 8d 73 70 65 2d 26 16 3a 58 bc 84 50 f0 55 9e b9 81
2d a6 ad 51 26 9b 76 79 96 4f 56 cc 46 fO 46 88 4f f5 c7 38 €8 be a0 b4 18 49 1b 7b 5b 38 3e 66 92 5a 3¢ 5a d1 30 25 50
5c a0 70 92 7a 09 37 1b 1d dO 69 2f 6d 4c be el 2a dd c¢5 39 65 91 a7 e6 c2 32 34 9a ec c2 ¢l 5a 12 9d ch aa a9 Ob 25 e
2 7f20 cb ac f9 c2 7a 92 ¢8 58 75 1a 79 al 4b 3f 5f 18 b2 83 e0

Data Ascii: Rci"k}zB 06, !$xb$uXx%}7nS3IMXThS#<E(KS2sxbX~S:J&blzA[PCspe-&:XPU-Q&vyOVFFO8K{[8>fZ<Z0%P
\pz7i/mL*9e24Z% zXuyK?_
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kBytes

Timestamp transferred Direction
2022-05-12 17:41:27 UTC 18 IN
2022-05-12 17:41:27 UTC 19 IN
2022-05-12 17:41:27 UTC 20 IN
2022-05-12 17:41:27 UTC 21 IN
2022-05-12 17:41:27 UTC 23 IN
2022-05-12 17:41:27 UTC 24 IN
2022-05-12 17:41:27 UTC 25 IN
2022-05-12 17:41:27 UTC 27 IN
2022-05-12 17:41:27 UTC 28 IN
2022-05-12 17:41:27 UTC 29 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 7b 64 1a 20 03 7d a7 e9 8f fb cd 10 8a 39 24 db 23 ee ef 24 03 87 94 df bf 36 dc a2 78 24 c3 3d c9 a3 af 9e 09
96 52 cf ec 3a 15 76 78 71 6a 31 75 12 5¢ 2d ff 93 77 79 53 89 f6 7 ff 65 cc Ob bc 59 86 a3 d1 al bc c1 14 53 30 35 d8

1b ef 99 97 Oe 75 da 35 c7 8c 18 58 a8 fd 4f c6 16 74 f9 44 {7 dd 6b fe 69 ea 5d 54 ec a6 c5 10 55 3b 2c 9b eb 4f c6 1b 4d
e5 e2 d1 4b e8 f5 d5 9d 09 0f ba df fa bc dc fc Ob 32 fe 5f 5f 73 6f 01 e4 17 99 fd c6 76 13 bf 93 13 66 €0 28 82 fe 9d 39 e4
d8 6¢ 00 7a 13 f5 00 1d 96 22 d2 68 33 16 10 e4 38 25 30 d3 3c ce 00 30 80 7c 6a a8 6b d0 2e ad 38 77 43 85 ed e9 90
1f Oc e5 a4 37 10 12 df b3 f4 ba 49 fa dd ce 32 40 3a a5 b9 43 21 de a8 91 f2 d9 c5 Of a2 3c 4e 5e ee 38 9a 34 87 3b 6e

8 31 46 65 22 af 78 87 96 49 49 0d Oa a8 38 93

Data Ascii: {d }9$#$6x$=R:vxqgjlu\-wySeYS05u5XOtDki]TU;,OMK2__sovf(91z"h38%0<0|jk.8wC712@:C!<N"84;n1Fe"xII18

Data Raw: 1f 38 49 84 8e 5d e3 c6 75 7a €9 dd 41 06 d4 e5 06 8a d3 a6 8e 00 aa 7f 69 a9 50 da 04 e2 67 ee le 37 2e 21
d190 00 db 16 a5 7 34 06 29 66 32 18 df 49 Oa 82 7a fe 19 27 96 7a bf 29 31 56 79 6e e2 c7 32 e7 f4 29 27 7f e6 ca bc
5e 68 dd e2 78 6a 6¢ 97 c1 28 ca 2c 51 a8 98 91 24 4a a5 5d a2 48 26 65 18 2e 21 78 16 ca 86 d2 4c 6a 4f 8a 3d a7 4a
2c a9 db c7 6e df 8f 64 ca 3a f7 14 e8 bd 27 f5 d8 e4 94 60 c1 d9 51 07 88 c8 d2 71 8b 64 f9 48 2d 26 04 19 5e ad a7 46
e7 d9 e6 b9 81 3d 12 b7 7e 29 8f 67 79 40 d3 7a ce 54 fc 52 a7 9c 09 c6 12 fc 24 ac b4 1f 50 f1 6e 63 12 8d 64 b9 b3 56
5e 1a32 21 7c 95 53 5b 92 7a Oc 08 Oe 18 2a 79 7f el 1e b8 92 7e 7f d4 3b 59 ca bl f1 ec ad b4 b6 e6 c5 d1 Oc f2 9f cb
a8 9397 36 1c 79 66 df b8 eb a6 07 Oe c8 5e 57 72 52 fb 4a

Data Ascii: 81JuzAiPg7.!4)f21z'z)1Vyn2)"*hxjl(,Q$J]H&e.!xLjO=J,nd:" QqdH-&"F=~)gy @zTR$PncdV"2!|S[z*y~;Y6y"WrRJ

Data Raw: ed cb Oc e6 c8 42 e5 0d 21 89 1b 7e ac 43 f9 50 8a 32 18 af 82 77 8c 5c c1 00 fe 85 37 Oc Oe d2 d5 b0 44 48
dc 05 4 10 4c 44 42 b0 58 d5 cc 8c 84 e3 fa b6 eb a2 35 52 cf 05 14 98 29 99 28 4c 9f de 54 26 86 84 7a a6 75 35 5e db
00 bc 3e b3 20 f2 44 2f eb 06 01 34 68 6¢ 6¢ 9f 2f Oc 5f 99 23 1d Oc be b6 31 a7 c5 €8 51 02 13 39 bd da 6e 58 ea 9d 50
44 ¢7 3d b4 2d 1f 9d 48 e0 fd a7 2a 26 46 d7 51 €8 75 8 62 cd 8d 81 e3 22 8a 5e ¢8 8d 13 2b b8 d6 4f b3 a7 af 29 68 18
b0 5a ab 5b cf e8 99 50 b0 e4 88 0d c9 b6 2f 93 b0 28 bd 32 67 29 51 42 9c 58 e2 55 66 aa b4 af b4 d5 c7 b8 64 b5 c3 69
9a 22 6a a6 66 a5 4c 2e 6¢ 86 ad Of f9 b4 d2 29 ee 45 79 ce 94 30 b9 45 8f b3 74 86 c0 f9 8a 66 f3 1b 5¢ 06 3b 9¢ 70 Oc
86 5a b7 c4 e8 c7 cb 69 ab d9 77 2a 7f 9b c9 01 be 11 58

Data Ascii: BI~CP2w\7DHLDBX5R)(LT&zu5"> D/4hll/_#1Q9nXPD=-H*&FQub"+0O)hZ[P/(2g) QBXUfdi"jfL.|)Ey0Etf\;pZiw*X

Data Raw: d3 b9 ee b9 37 fe 33 a3 9c 01 4a 0f 69 67 33 a6 66 98 d0 21 72 1a 36 f8 35 48 2d 77 90 65 7c 17 06 72 dd 7f
38 e5 36 a4 e3 2b 79 fc 1e 71 85 bb 71 e3 af 34 9e 3b 80 d6 72 de 9d d4 d9 8¢ 9f 5¢c eb 7f 21 db 90 f6 d7 52 08 €0 7b 7f
3c 58 7b 45 2b 77 d1 6d a4 e5 1d Oa 37 ce f2 f0 Oc 2d b8 34 ff 14 fe 1a 8¢ d4 ef e2 27 €3 d0 2b c8 72 46 33 a2 82 98 bf
ac b2 ad 1f fc 3d 00 8d e5 ec 06 6a da 85 c8 df d2 Ob 11 5b 05 ef 07 56 9d 39 08 3e 8f 18 2a 17 57 67 93 bc e4 a4 94 8d
39 20 f2 2e fe fe 30 3d 8c 4a dd b5 b0 77 b3 6a 34 Oa e4 e3 3b af 9c 1c c7 70 d6 92 39 06 7a 6a 4a 7e 22 79 00 5c d2 fd
93 7b el d7 8e 6 f3 23 d9 dc 1a ae 4d b1 07 e0 b8 c4 6a 05 41 23 35 02 18 ef 99 1d 3c 67 ce 2b 53 ad 80 58 ac 2a f6 63
16 74 f1 49 87 ¢6 9d 80 60 e0 71 4d d5 8c d6 14 62 04 1e

Data Ascii: 73Jig3flr65H-we|r86+yqq4;NIR{<X{E+wm7-4'+rF3=j[V9>*Wg9 .0=Jwj4;p9zjI~"y\{#MjA#5<g+SX*ctl'gMb

Data Raw: 3e 61 35 46 45 8d 4d fe b2 99 87 83 ac df dc dc ab 69 cb f5 6e 87 d8 63 10 79 84 45 16 6d 8c bb ef eb 9f 8 24
fa 5e 70 21 91 06 4e 7c 84 b7 5f a7 c4 e0 9d 61 e2 Oe 4d e2 c4 b1 5f 03 9d 7e b7 d4 ec da 1d 78 86 db 56 07 51 f6 36 f4
7b ca 4f 87 27 5d b5 e4 82 b6 3d 6b 9e 0a Of db 1a 14 42 f5 6b 98 6f fa 6a 48 Of 9c a6 5 93 d3 72 4a b3 fd 99 2a b4 69 c7
be 44 a4 e0 10 a0 f5 78 5a 18 6a 29 e8 94 26 fc b3 8e 08 d3 69 82 d3 e5 d3 cb 30 58 80 b9 77 fO c1 7f 41 ee c3 bf 46 e4
d2 0f 8d d4 2a 9f b9 aa 7d 06 b4 53 da Oe 08 70 ef 1e 2c Ob Oc d4 b6 11 df 3d bc be 26 06 69 64 43 09 d7 49 08 80 69 e7
37 47 ab 7d a8 d3 b4 15 23 76 €9 c1 2a f8 19 2f Ob 6¢ f6 de b1l a7 71 Of e8 45 6e 7e e7 ea cb c9 25 5¢ 35 28 b9 cf 4d ba
5d 74 00 08 73 16 70 12 79 16 c0 c1 88 4d 6a 4f cd

Data Ascii: >a5FEMincyEm$”"p!N|_aM_~xVQ6{O']=kBkojHrJ*iDxZj)&I0XwWAF*}Sp,=&idCli7G}#v*/IgEn~%\5(M]tspyMjO

Data Raw: fa 37 af 96 1c b3 bd ce c0 3a 04 79 46 44 60 20 73 19 7a fd fd 9b 6d 9f df a2 ff fO fc 19 ac 1a ae 49 b3 71 d3

a9 a3 9d 04 6d 23 36 ff 00 e3 9f 3d 08 99 cf 0d d1 bc 8¢ 58 a0 e8 6b 9f 17 58 d2 54 87 bc 84 fe 6d e3 59 6d fc ad de 17

4c 09 3c 90 2 48 ff 34 64 ba ea f9 2a c0 5b d3 bb 1c 2a 11 df f2 a9 c4 07 1b Oe 94 de cO 6¢ 69 37 Oe el 7d fc 19 4c Oa a8
df 7d 99 1f d6 b2 fe 8c 21 89 1f 6d 2c 50 7f 80 24 1c 9c f4 81 84 30 16 1a ae 70 Ob ca d2 3c 84 f2 de 72 29 84 52 bc ae d1
52 cd 45 54 7a 12 be 62 3e ff ed a9 1b 17 1a de dc al a4 b7 f1 2d d7 0d 19 b6 bd 46 5¢ 22 c1 a0 88 eb d9 54 e7 8e 25 47

19 21 39 9a 34 96 53 Oc 83 20 51 22 92 ae 78 87 db 56 b6 f2 f4 a4 3c 8e 94 ec 78 d1 ea 39 33 20 64 ca 64 80 21 c2 5e b5
3020 1a 82 33 40 58 3a c2 4f 11 78 49 43 db 44

Data Ascii: 7:yFD" szmlgm#6=XkXTmYmL<H4d*[*i7}L}'m,P$0p<r)RRETzb>-F\"T%G!94S Q"xV<x93 dd!"0 3@X:0xICD

Data Raw: 18 2c 06 0f d1 90 Oa 05 16 b0 ed 37 06 68 76 32 18 d7 49 0a 93 20 b9 32 28 8b 7d a8 d6 2b 4a 78 76 c5 c7 35
104 28 0b 6c f3 c2 94 60 71 23 €9 51 7f 91 0f e cc cd 12 6b 27 2f b3 c8 dO af 89 98 29 09 65 1e 5a 3b 82 17 c0 ef 92 64
44 45 e5 e4 79 4a 20 a9 ac a4 27 df 8f 62 e2 7a ef Oc ee bb ba c5 d8 e5 8b 44 42 e8 90 07 8c dc 6d 43 8b 75 83 43 2d 26
13 01 3b ad 80 4c 93 €5 cc b9 80 27 03 94 3¢ 32 8f 6a 01 d4 d2 56 ¢6 4b e0 3d cb 8a 7 cd 39 de 23 80 b4 18 27 63 6f 4f
1laal 71 fd 3d 28 72 10 35 3a 64 24 43 77 92 70 Of Oc 19 Oe d4 79 57 91 1e be b 2c 01 d2 3d 71 81 de 9e ea af 3e 9d 89
b0 d5 72 d4 93 c3 d8 20 86 22 €3 10 1b de b8 7 fd b5 Oc c8 5e 69 14 62 fb 4c 21 61 €6 97 8b 89 6b Oa 35 db 89 ca 66 24
b1 34 f5 03 d2 17 8a bb 91 ca 04 e9 c3 24 59 7e 4c ed

Data Ascii: ,7hv2l 2(+Jxv5(I'q#Qk/)eZ;dDEyJ 'bzDBMCUC-&;L'<2jVK=9#co0q=(r5:d$CwpyW,=q>r "NibLIak5f$4$Y~L

Data Raw: d4 33 d5 01 f1 01 d5 37 39 00 43 b9 49 03 87 al 80 fe fc fb fa af 3¢ 4d 26 fa 39 b6 3c 8¢ 25 45 8a 3c ab Ob a8
a9 7e 85 78 18 54 00 Ob b2 2f 7c 95 c8 6a 39 e7 Of 3¢ 37 61 d2 92 9e 03 34 77 d2 33 Ob 15 b0 97 b3 a7 cc f2 af 12 3b 21
68 c1 59 50 fd be 5b a9 c2 11 a7 3e Ob 63 40 d1 Oc b0 78 03 6d d5 7e f5 ca f8 6e cc 89 9d 7e 91 b8 df d8 b0 f6 1a 96 d5
0d a0 a3 af 7b 6¢ 00 5f 73 9f 49 bl cd f6 52 b5 cc 7e 06 el a4 41 91 bb 47 68 38 7e 30 5f 45 a5 82 f9 ab 6d 8a a7 ba dd
€6 d5 bd 45 dO f5 6 8b 23 f8 31 79 e2 a3 2e 6¢ 86 bd df fe 91 97 75 fd 41 73 ce 95 3d 91 57 a6 a7 5a b6 dd 64 39 54 3f
c145dd 12 9d 73 1b 9f 4d b3 fd c2 da 35 62 59 db 76 2f 47 f6 26 fe 41 19 4f 87 27 Oc ec €3 8d ba 3a 70 61 10 13 ¢6 12
43 46 f4 6b dc 47 ea 7a 36 12 b4 b0 f0 bf b6 35 d3 b3

Data Ascii: 379CI<M&9<%E<~xT/|j9<7a4w3;'hYP[>c@xm~n~{l_SIR~AGh8~0_EmEo#1y.luAs=WZd9T?EsM5b
YV/IG&AQO' :paCFkGz65

Data Raw: 13 Oc dc 66 c6 e0 32 b4 e2 03 9e d4 3d 7b a9 9b eb e6 af 3c 84 18 c4 f9 78 d9 87 b6 fe bf 86 26 fd 76 2d df b0
f0 2b 53 22 c1 5f 7d 41 1c fb 4c 2f 69 d9 b0 8b fa e3 0b 19 d8 83 c0 68 1c b1 34 fb 0d da 06 86 c3 17 cb 28 el c8 2d 48 73
5c cd a7 73 9c bb d2 80 af 00 81 73 56 f3 ec €8 1d 62 f2 90 d2 21 d5 0f 3a 28 80 e5 87 59 96 20 00 e3 6¢ Oc d4 16 79 7a
fc 83 fd d2 82 87 ¢7 25 f6 32 d7 fb Oe 48 50 b5 22 b8 1a 6d 83 69 30 76 29 el 3b e6 9e 03 af 55 dc €8 08 94 7a 6e 62 61
31 7d 1a 8a f0 d1 9f 73 78 d8 fd ca f6 fe 7c d2 07 bd 4b ae 6¢ d7 bb 44 62 29 44 Oc 7 39 09 eb 9f 24 1b 7f 30 20 ff a3 83
4f9b e9 7e 72 12 74 e2 52 e2 Ob 85 d2 62 €9 73 34 b0 ad d4 10 7b 25 2e 94 8 5a d3 Oc 9b bb cc d4 54 ca 47 c6 99 03

36 19 c8 04 b7 e3 fa 02 31 95 5 4e 77 7c c5 Of c5

Data Ascii: f2={<x&v-+S"_}AL/ih4(-Hs\ssVb!:(Y lyz%2HP"miOv);Uznbal}sx|KIDb)DI$0 O~rtRbs4{%.ZTG61Nw|

Data Raw: f7 96 1d 97 a8 fd 41 7f cO 80 39 42 44 b2 b3 47 59 da c6 82 64 99 4d 4a 8 3e a7 5d 26 8¢ 4d b2 d5 fd df 2c 96
86 f7 4c 2d 3c b9 36 fe 45 76 10 86 27 4c le e9 98 b4 3f 70 71 Oe 3c d2 ec 35 6a e4 69 9f 29 6f 6d 26 80 db 2d f4 93 df 54
d9 a0 f8 99 27 a2 71 d5 51 42 97 e4 ec da 97 61 52 3¢ 56 50 €8 94 Oe 3 al 9d 07 fb 6e 86 ce 11 eb 22 24 4e 82 dd 37 e3
c6 7b 3f 83 dc 41 4d df 3f 15 8c df b8 9d bc aa 6e 6¢ bc ac db 28 3d 67 95 50 26 2e 25 d3 eb 50 db 16 b2 d1 35 7d 39 66
32 1c 59 fe 65 e7 6¢ f5 38 21 85 78 a8 c6 35 65 6e 88 e8 eb 3a f3 71 66 Ob 7d f5 ae 22 59 70 29 fc 42 7b 42 95 fb ce df c4
53 0a 2c ae cd 4f a5 46 8f 1e 33 9b 1f 7c 11 53 13 f8 05 65 b3 95 6f e5 ee a7 59 16 86 ad bl 25 df 8f 32 e2 7a e6 16 95 f9
a7 c5dc c9 9b 5¢ bl ea 51 01 ff 80 53 43 81

Data Ascii: AOBDGYdMJ>]&M,L-<6EV'L?pg<5ji)om&-T'qQBaR<VPn"$N7{?AM?nl(=gP&.%P5}9f2Yel8!x5en:qf}"Yp) B{
BS,0F3|Seo0Y%2z\QSC
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kBytes

Timestamp transferred Direction
2022-05-12 17:41:27 UTC 30 IN
2022-05-12 17:41:27 UTC 32 IN
2022-05-12 17:41:27 UTC 33 IN
2022-05-12 17:41:27 UTC 34 IN
2022-05-12 17:41:27 UTC 35 IN
2022-05-12 17:41:27 UTC 36 IN
2022-05-12 17:41:27 UTC 37 IN
2022-05-12 17:41:27 UTC 39 IN
2022-05-12 17:41:27 UTC 40 IN

Copyright Joe Security LLC 2022

Data

Data Raw: bf 3c 17 7d d3 ab b6 61 06 49 48 88 22 1a e9 b3 39 1b 6f al 69 d3 a4 8a 09 bf fc b9 70 12 60 a2 40 {7 2b 8e f6
45 e6 79 26 a0 ad d4 1e b8 2b 17 90 f9 5b d7 17 67 ba e6 d1 50 e3 5b df 9d 03 27 1d c4 ca b3 cf ff 1b 22 91 al 5f 73 74
39 5e 92 28 02 18 64 77 Of €6 2a 67 cd 22 86 08 8d 29 97 92 30 01 7b 76 d2 02 4d f3 6d al 8c 35 1c 32 82 34 0d c0 df 14
bd Oc 21 87 78 72 d3 71 f3 2e a7 1a 92 ab 85 eb f0 99 c7 6f 82 a8 1b 1d 10 d4 f7 95 a8 4f d8 76 de 35 5¢ 5a 47 ba 52 2e
a2 d8 81 f4 da 87 cf a0 6¢ 55 34 Oc 57 Oe 3e 94 2e 69 9e 31 51 1b 81 d4 21 8d e2 36 41 1c Oe c0 6¢ 82 94 0 7f 2a 90 71
3137 6¢c a5 e2 9f 2f 3a 4d 9f 1a 72 1e ba 84 93 1c 1b e6 43 15 €9 33 53 db 42 46 92 ea 4d 57 c9 el a7 79 69 f1 49 cc f4
a0 50 6e d4 d7 55 60 c0 bf c3 8d 81 9b f4 Oe cb 4f cc

Data Ascii: <}alH"90ip" @+Ey&+[gP["'_st9”(dw*g")0{vMm524!xrq.00v5\ZGR.IU4W>.i1Q!6Al*q17l/:MrC3SBFMWyilPnU O

Data Raw: 5e 92 c6 35 fb 1c 30 64 09 f1 c1 b6 46 60 30 €5 54 79 41 8a f9 35 c8 16 70 24 54 {7 de 4a al 55 89 7a 7f 65
1le 54 7c e4 16 c0 ef b0 30 6b 45 ef f8 bd 25 52 83 ad be 38 cb 9c 64 e2 6b f1 Ob f3 57 a6 e9 cc e6 eb 3a 41 e8 55 Oe 9a
d5 dc f4 e4 10 fd 62 27 39 09 3a 5a ad 91 40 fc 27 cd 95 88 52 51 bc 55 36 83 7c¢ 7d b8 d2 47 ca 53 fa ac al a6 f0 d1 2d
fa 2c a9 a7 1e 48 1e 69 50 05 58 67 be 4a 2a 09 54 32 25 52 42 a3 c0 24 52 73 25 1f 06 c2 67 57 95 1e be eb 34 69 c7
3b 7194 b7 ee e0 51 35 b6 ea c6 ae 17 de 9f cf 80 7a 99 29 f1 79 21 ce be f2 c5 ac 0f e4 7a 7d 47 1c fb 4c 2f 75 d6 cb e2
e6 1d Oe 5a 4e 84 c¢3 13 7b cd 35 ff 1a c0 1c el a0 e9 ca Oe fc c1 32 4e 7b 57 35 b9 47 6f bd 80 a5 ad 7b c5 Oe 19 {7 fa
c4 7d 6f f2 92 dc c7 bb 57 32 5b 0f fa 9e 4c 9b 39 1d e5

Data Ascii: "50dF 0TyA5p$TJIUzeT|OKE%R8dkW:AUb'9:Z@'RQU6|[}GS-,HiPXgJ*T2%RB$Rs%gW4i;qQ52)y!Z}GL/UZN{52
N{W5Go{}ow2[L9

Data Raw: 87 4f 3f Ob 84 a5 12 8f 99 63 49 0d 0f 6d 1e ff 95 e4 64 39 f5 7a 45 37 68 cO 73 94 3c 38 5f 88 36 1c el bb a2
bd bf d6 ec 51 02 13 3a 4f 25 43 71 ea b5 36 19 c¢3 3d al 2a 2e 1e 48 cc f8 a7 4a 6e 32 d7 55 6¢ dd e2 ab c4 81 8a f4 3¢
74 4e e0 b0 ef 51 da d5 57 a4 b9 22 17 6¢ 00 4f 56 8e 5e ae 97 05 59 a3 d3 3f 91 c0 a4 5¢ 0d b8 31 ab a4 77 2c 4f 2d f9
5c f9 al 7c 95 ab a9 ca d4 d9 a9 90 ca c8 7e 98 5d 2c 3c 70 89 6b 06 10 8d bb fb ee 82 97 41 fd 41 73 c0 82 39 43 44 b2
b2 47 59 da c6 81 64 99 51 4a f8 3e df Oc 1a 95 54 bd cc ff de 35 79 83 c4 4f d1 46 db 3c d6 10 19 4f 8d 2b 59 b2 f0 86
a7 2b 74 7e f5 22 ef 05 36 3d ba 6b 98 43 fc 43 34 04 b4 ba e2 89 b6 3f cb b3 f7 86 3f b4 6a c7 be 47 a4 ff 10 a0 5 68 6a
6d 6e 28 e8 8b 1b ff b6 8e 13 ff 60 8¢ 2d ee c6 19

Data Ascii: 0?cimd9zE7hs<8_6Q:0%Cq6=*.HIN2UI<INQW"IOVAY 2\1w,0-\|~],<pkAASICDGYdQJI>T5yOF<O+
Y+t~"6=kCC4??jGhjmn( -

Data Raw: 7a be 06 93 2b 91 9c 8d 33 1c 11 8 39 le c2 d2 2d c0 12 33 73 75 57 a7 52 f5 39 7a 21 1e b4 96 fe eb 9d dO
08 e3 57 1a 3b 00 ca cf al ba 58 f8 le fe cb 57 65 52 bb 38 65 cd a0 84 fd bf 2a e7 a2 36 5b 13 17 30 9a 2f 9¢ 37 5b 7d
2179 1d 87 ff 03 d1 e2 32 4d Oe 5b c0 6d 82 94 e0 50 82 e9 15 31 28 77 d9 64 9f 3e 34 40 81 cc Oa 33 ae 8d ee a4 95 93
3113 17 21 56 ba 3f 3d fd b7 49 48 da 2e ad 29 17 6b 57 32 f3 9d 5d 39 fd d6 55 66 dd e6 ab c8 81 8a f8 39 87 b1 cd b6
e5 2d 82 e4 5a bf ad bc 30 6¢ 11 46 44 93 b6 b0 eb 94 57 b2 42 c3 36 81 43 bf 6e ae 3d a4 30 7e 2b 5d 5d ad a2 f8 87 77
84 d4 e7 db d0 c2 bl 01 b5 e5 69 90 39 43 2f 78 8d 6d 26 70 72 ba dd e8 9b a8 4e a4 41 79 db 86 6a bc ba 5¢c 49 42 b4
d3 ea 9f 6e fd 00 b4 f9 16 bc 70 4b 83 23 ee d5 ec de 2a 48

Data Ascii: z+39-3suWR9z!W;XWeR8e*6[0/7[}ly2M[mP1(wd>4@31!V?=IH.)kW2]9Uf9-Z0IFDWB6Cn=0~+]]wi9C/xm&pr
NAyj\IBnpK#*H

Data Raw: 32 8b 48 13 bf d2 5c ca 53 €3 3d 52 8a f7 cd 21 7 3f a7 bc 03 b6 Oe 43 40 07 8e 1d 93 50 22 74 04 5d d7 56
4b 27 6b 9e 7a 00 3b 10 f2 d5 53 23 e2 62 dd el 2b 7b fc b5 70 85 bb d9 97 ae 34 90 e0 da ed 1d 2c 9f cb a6 a0 96 2e e2
77 3d 21 b9 c1 c4 4d 16 e0 23 7e 3c 58 fd 53 21 18 27 b0 83 ec 00 06 35 d9 9b c9 eb 52 9d 26 e0 1a fe 7d 8f d4 e3 cc 1b
c7 bf d3 48 7b 4c 2c ad 53 91 b4 b5 4c ae 2¢ 84 19 31 88 ed ec Oc 68 e4 7 38 df d4 29 28 57 05 ed 98 4f 63 38 20 8 67
66 48 17 55 7c ¢3 07 fc da 97 a5 44 25 da 3a fa el 76 7a 5d 4a dd b5 2f 6f bf 6a 38 cO d7 e0 17 ad 86 0Of be 4b d0 e0 ce
07 56 7f 75 49 5b 78 06 7e {7 e2 bf 1e 93 de 8e fc e8 f3 7a de 12 b1 46 50 7c ff b7 b9 18 58 41 27 19 0a 67 ee 9f 3f 19 78
d2 4e 21 a4 80 52 b7 fd 6b 61 1e 6b f8 a8 fd d9 96 el

Data Ascii: 2H\S=RI?C@P"t]VK'kz;S#b+{p4, w=IM#~<XSI'5R&}H{L,SL,1h8)(WOc8 gfHU|D%:vz]J/0j8KVul[x~zFP|XA'g?
xN!Rkak

Data Raw: b4 cb 68 f3 ¢8 90 5a 93 ca 66 b7 38 7a 39 2e 22 8d 5c fd 83 1b 87 af a3 cd ca a9 cc 6e cb ee 74 91 26 65 2a
8e 8¢ 50 2c 7b 87 bb 6 e7 92 06 34 d1 43 52 da a8 cd b9 bb 5¢c 9c 5f a7 db f9 be 62 e2 92 4a f8 3a ef 73 1b 84 48 a4 d1
d4 b5 35 68 87 db 4d 2b 5e 09 37 d2 4d 1f 50 bd 48 cd a7 3 88 ab 20 63 64 0b 32 ¢c7 09 ca 47 d8 65 9e 51 e2 7c 9e 6a
dO b1 f4 99 d3 57 d8 b7 fd 88 32 bf 90 c6 83 4d b8 f4 b2 be 6 Oe de 39 6f 22 e2 8d 1d e8 b2 9f 06 ec 81 82 ff ec f2 1d 34
5891 a2 61 1d ¢7 53 57 el cb 73 5d d3 f6 02 88 c2 a2 98 47 ab 53 6a b7 41 de 04 31 61 f2 e0 27 02 23 fa 92 2b 54 10 al
4a 6d 06 69 67 3f 11 c1 56 25 Oe 65 9a bf 3d 96 77 82 d7 30 7a 60 46 ed c7 ed f0 Oa 28 6b 7d f1 dO be 22 3e 23 e3 50 07
3894 ea cl d6 2c 38 09 2d af f4 48 de 19 8a 01 20 7a f1

Data Ascii: hZf8z9."\nt&e*P {4CR\_bJ:sH5hM+"7MPH cd2GeQ|jW2M90"4XaSWs]|GSjAla‘#+TImig?V%e=w0z' F(k}">#
P8,8-H z

Data Raw: 51 4b f1 ab 32 05 01 6a 30 d3 57 f0 3a af 94 2b a4 42 cf e6 3a 1f 69 6a 62 70 24 63 f8 75 dd f3 91 Oa d3 de 8e
2 df 68 77 de 10 b5 5c aa 7d c2 a5 a5 6e fb 40 Ob 12 20 61 57 9f 35 1b 4f 58 20 d3 ae 9f 56 bb 3 67 70 12 6b ff a8 fd d9
8e {750 93 71 49 fd b2 d9 07 60 2c 2c 94 e4 b5 d6 3b 63 bd cc da 50 d3 5f d5 8¢ 07 39 e3 de d6 a3 cd 82 ae 22 91 f1 21
62 64 3b 04 c1 7¢c 03 18 6a Oe b0 ef 39 62 e0 38 aa e5 72 28 bd e2 74 13 7f 7c b9 04 02 97 00 a0 a0 26 14 61 4f 35 0d ce
ac 2d ¢9 0d 2b a5 6e 7a ad 49 fe 31 al 21 1c ab 94 e9 5 63 c0 2c f7 be 08 13 03 ¢3 d8 b6 b4 b7 f1 2d dd 1e 53 71 8b 47
bc d4 e7 26 82 0a c5 80 e6 a2 3e 46 32 79 8 9a 3e 90 2a 3b 92 21 55 00 f9 6e 78 8d e6 30 5f 70 c9 bb 36 86 be e4 6e 3¢
db 16 31 79 68 ca 6¢ 93 2f 3¢ 4e 87 bf 13 1f ba 8f

Data Ascii: QK2j0W:+B:ijop$cuhw\in@ aW50X VgpkPql',,;cP_9"lbd;|j9b8r(t|&a05-+nzll!c,-SqG&>F2y>*;1Unx0_p6n<1lyhl
/<N

Data Raw: b9 aa 7f 61 b9 c3 cd 2a 34 6d f7 8f 3f 00 2f d9 89 91 c1 38 be e7 32 06 69 e6 38 c6 b0 41 13 02 67 f2 25 0Of 9b
74 b7 dd 1e 57 5b 73 €9 c7 b5 fb d4 7a Oc 67 c2 cc b5 46 66 0d ff 74 6d 47 95 6a c1 17 7b 5a 3c be aa db 43 b8 46 8f d7
Oa 6d 3e 55 13 78 96 ca 37 b5 5a 60 9b cc cb 8f 67 26 83 a7 a7 21 ce 89 4a 2c 7a 7 12 e4 81 89 c5 d8 ee 4e 66 69 c5 51
07 86 fc 53 43 8b e4 f7 4a 03 26 17 23 82 ad 86 6¢ e7 d9 cc f8 b5 2¢ 04 bc 55 32 8f 60 6e be d2 fO cd 4c f7 f4 al 8a f7 dO
3e fe 33 16 b4 18 49 Of 6f 4f 10 a6 66 92 50 8e 73 1a 32 98 57 4b 2d 65 92 7a 08 39 1f Oc d5 6¢ 08 e2 1e 50 el 2b 7f bc
3d 71 94 a7 fc d2 4f 34 9a e6 c5 dc 6d d4 61 ca 80 b7 be b0 e2 7f 21 c0 b3 e0 d5 5b 17 36 59 53 38 48 f1 56 26 77 dc af
8e 18 1c 26 32 d9 9c d5 89 4c bf 39 ff 19 c1 f8 8f

Data Ascii: a*4m?/82i8Ag%tW[szgFftmGj{Z<CFm>Ux7Z g&!J,zNfiQSCJI&#,U2 ' nL>3100fPs2WK-ez9IP+=qO4mal[6YS
8HV&W&2L9

Data Raw: e8 cb 79 ¢1 00 f2 83 1b 17 10 e2 db a9 a4 49 f0 01 b0 35 56 58 40 ae ce 05 cd a0 82 fe d6 bc e5 a6 39 4a 35
77 d6 9a 3e 92 8a 43 8d 25 7d ee 84 af 7e a7 e2 32 5a 3d 08 bb 88 82 94 e4 6e 2f eb 15 33 1f 7f ca 6¢ 95 2d 2a 22 55 32
Ob 1b b8 98 c3 6a c5 e8 55 11 14 58 88 db 42 59 ff b3 22 88 ¢3 3d a3 2b 75 97 49 cc f4 de b5 01 46 d1 57 4e 29 ef b8 c6
fc 51 f0 26 8e 4d b7 50 ed 2a 90 ab f3 al a3 a5 3a 03 de 4e 5b 81 3b 69 c7 99 5a db 69 75 0d c3 be 2f 4f b1 28 bl 2e 4d
2157 40 f6 96 f9 ab 63 €9 09 a8 db da b2 cc 6e cb e5 06 3d 27 62 36 1f 52 7c 2e 6a 8e 93 02 fa 98 fe 37 92 9f 79 df 96 02
2144 a3 bc 77 84 db ea 84 15 4a 1e 4a f2 47 79 73 1b 91 5c¢ cc 1f ec da 31 76 e8 72 5d 2f 4d f5 4d 34 41 19 4b 85 02 b8
al 06 82 a7 3c 03 ca 0a 23 c9 06 5b ed f5 6b 92 61 cO

Data Ascii: yI5VX@9J5w>C%}~2Z=n/3|-*"U2jUXBY"=+ulFWN)Q&MP*:N[;iZiu/O(.M!W@cn='b6R|.j7y! DwJIGys\1vr]/
MM4AK<#{ka
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Data

Data Raw: Oc 2d 28 cb 5a 3a 18 3d 7b 08 2e 70 57 d4 7f 32 f0 Oa a9 37 38 6b ¢5 29 60 90 3f 46 d8 00 32 8c 89 75 d4 72
d4 88 46 16 bf 86 23 1 68 30 c8 ae 2 f5 cf 1 df 37 47 3d 52 f1 5f 2f 66 d1 3e 34 ff 33 19 37 f1 84 c3 15 d3 99 c0 fd 10 dO
2e 64 d4 e9 cc 22 15 fa 30 4c 6d dc 3e a3 4e 95 a4 36 dd 1e 01 8b 04 31 d1 ee ec 00 46 d1 98 ca d5 85 2d 36 52 2d 1d 85
5f 9b 22 63 51 65 1a 20 45 41 74 €5 8b bb e3 10 8d 39 24 dc 5f 4f ff 36 1f bc 52 16 dd 22 66 9b de 31 d7 23 f2 33 be 96 1c
84 2¢ 44 ed 30 Oc 69 69 73 66 35 4a 10 76 d1 fd 93 71 el db de de 1d fe 76 d8 3c b8 5c ab a0 19 a3 ba 63 14 49 31 Oc
25 75 e7 9e 35 15 08 7f 20 d3 ae 93 51 b9 fe 4f 98 14 74 5 4d 93 47 85 fe 63 cc 62 58 15 be d3 03 b2 43 34 91 18 41 b8
a6 64 ba ea dd 93 dc 49 cd b5 b6 26 1d d5 d7 23 12

Data AsCil: -(Z:={.pW278k) ?F2urF#h07G=R_/f>437.d"0Lm>N61F-6R-_"cQe EAt9$_O6R"f1#3,DO0iisf5Ivqy<\cl1%u5
QOtMGChXCAAdI&H#

Data Raw: ca 84 73 34 69 9b fO 7f 6¢ 8c ba 53 €9 90 e2 24 fa cd 28 df 90 2b e5 55 ab a5 56 b6 d2 fe 9a 7d 6f 4d 4a f8 3b
a3 79 0a 9f 48 a0 49 fd dO 22 7f 1b ca 56 37 50 6b 27 f4 58 0f d3 96 2d 5c b1 7f 93 ad 2d 58 fc Ob 23 c9 34 25 4c e2 fh b4
4d fb 62 5e 9f 9c al f4 93 d3 40 da b9 ea 09 1a 84 7f ce b8 d9 93 fa ee al d3 bl 03 38 6f 29 c0 80 Oe ec b8 a6 a2 fb 7f 89
aa be ea Oe 31 29 d1 a6 7b e2 cc 6e 5a f1 4d 6d 58 cc f4 0f 90 49 8e 9f b9 aa 75 b9 ac 52 da 1f 08 71 ee 1le 2c 06 81 d1
90 Oa af 1a b6 c7 2¢ 57 78 6¢ 28 88 fb 6d 1b 9a 76 6f 1a 2d 96 7d a2 07 61 7a 7b 77 c1 d3 35 f1 00 00 ab 7d f1 cb c5 08
70 23 e2 25 39 47 95 eb d8 ce 2d 78 26 2f aa ee 49 a5 6f 8a 01 24 11 1e 50 02 6e 1d eb f2 98 4b 7d bb e4 c2 a5 52 2d 83
aa a2 d9deal360f571f713f6 57 a6 e9 da cf

Data Ascii: s4ilS$(+UV}IoMJ;yHI"V7Pk'X-\-X#4%LMb"@80)1){nZMmXIuRq,, Wxl(mvo-}az{w5}p#%9G-x&/l0$PnK}R-"qW

Data Raw: 93 84 61 de 8e 6 7 fe 76 dc 61 72 4f ae 79 ff aa b8 Oc f5 41 27 1b ff fb ef 9f 35 1d 1c 19 21 d3 a0 ac 71 aa el
la b6 16 74 f7 54 €9 88 5d fe 69 e4 73 32 29 ad d4 10 66 57 ef 90 f8 4f b8 d7 64 ba ea e8 d3 c0 5b d5 40 b3 27 1d df f8
cd 16 f9 1a 26 84 c6 75 71 67 40 dc €9 66 06 77 al 03 af ec 57 be e0 29 aa f0 9a 54 48 el 6¢ 04 79 07 70 00 1d 98 €8 92
ad 31 01 67 2b 35 0d ce f9 b5 ca 0f 5a 54 74 7b a9 41 88 fd ad 32 1c c4 44 ec 3 97 17 7d 2d a9 1b 13 01 a9 05 a9 ba 4d
f2 7a 07 35 56 4d 6¢ 80 41 50 1e a0 80 f0 d2 d1 30 a2 3c 40 33 7f el 9a 3e 90 2a 3e 5b 20 55 Oe 86 d4 al 8d e2 36 93 62
b6 ba 36 88 96 9f bb 2f eb 11 33 4c bb ca 6¢ 9b 40 fe 5e 99 38 27 16 64 90 bc b0 b8 3f 51 13 13 1d 5d 24 bd a2 d5 9a 4d
57 ¢9 3f ca d9 06 63 4f e4 dc b1 54 Ob 98 d7 7f 66

Data Ascii: avarOyA'5!qtT]is2)fWOd[@'&uqg@fwW)THlyp1g+5ZTt{A2D}-Mz5VMIAPO<@3>*>[ U6b6/3LI@"8'd?Q]$MW?
cOTf

Data Raw: 7f ef 2d 04 85 66 a8 c6 2b 65 66 88 €8 eb 3e €0 01 39 1b ab e2 ca a3 47 63 38 e3 45 73 58 86 14 ca e5 30 43
2d 35 6f cd 41 ba 43 99 1a 24 74 05 4e ed 79 3a ca f8 93 56 bc 56 ee f1 ae 59 3d 83 bc af 38 d5 71 63 ce 77 e6 05 6a ad
9c 50 d8 e4 90 6b 4a fb 4a 07 9d c7 4d 52 75 65 d1 68 3c 2d 0d ff 4f a6 9f 54 f4 c2 cc a8 9a 33 28 42 54 1e 9a 48 a8 bf
d2 5¢ ce 5d fc 43 b8 e5 21 c7 3e f4 20 b0 ab 35 5b 14 6f 5e Ob b9 72 6¢ 51 04 7f 18 23 2e 7e 20 2¢ 77 98 76 17 31 Oc 17
d4 6e 23 fe 05 40 e0 07 75 c5 36 6b 53 a2 fa f5 b3 27 81 €6 d4 ce 6d c8 61 ca 80 b1 84 33 €9 57 4a de b8 e7 c6 40 11 df
4b 64 3c 43 e0 53 05 89 d4 9c 8d e4 Oc 01 1d 14 85 c3 1f 40 b7 2b d0 03 cd 06 9f cf f6 c6 fa e2 fc 2b 59 70 5¢ e5 b5 54
8e bl bfag af 11 90 11 10 0d ed c0 08 6¢ €3 93 e2 b4 d5

Data Ascii: -f+ef>9Gc8EsX0C-50AC$tNy:VVY=8gcwjPkJIMRueh<-OT3(BTH\|C!> 5[0 rlQ#.~ ,wv1n#@u6kS'ma3WJI@K
d<CS@++Yp\TI

Data Raw: a4 25 6¢ ¢8 04 38 9c 2d 93 f5 dd 83 20 55 22 a9 af 78 87 ca 1c 49 0d 01 66 b4 82 94 e4 66 Of ef 95 31 37 5b
b0 6f 8e 23 53 92 98 32 01 70 8b 8f be ad ed 12 51 13 11 36 54 ca 55 4c ed bf 65 af c3 3d a3 3a 13 64 25 ef f2 b1 54 01
46 d7 75 26 99 cc b8 c0 81 9b f0 26 7a 70 95 b2 db 2a 94 df e0 b7 75 22 17 6¢ 00 4f 48 91 59 a4 d6 8f 57 d8 ef 74 0d c9
bc 40 91 91 68 ec 10 b0 3b 55 48 a5 93 f8 ab 6d 97 ab b8 cd d6 df 90 97 cb e4 6f 89 21 bc 2f 58 a0 7c 2e 66 a4 95 1 {8
92 26 35 eb cc 56 df 90 2b 6d 55 a4 9c 5e bb db ea 8e 66 43 1e da c9 38 bf 6e 1b 95 5f b7 d5 a4 d8 5b de 85 d7 41 2f 47
6 2d ce 44 19 a6 87 27 46 da e3 82 b6 3e 50 6e 8b 23 c3 21 25 44 87 bb 99 47 e0 60 4f 06 db 62 f4 93 d3 47 ¢3 99 f9 b9
32 27 6e c7 ef ff bb eb ee a3 aa b0 53 38 65 25 {7 d4 83

Data Ascii: %I8- U"xIff17[0#S2pQ6TULe=:d%TFu&&zp*u"IOHYWt@h;UHmMo!/X|.f&5V+mUAfC8n_[A/G-D'F>Pn#!%DG O
bG2'nS8e%

Data Raw: {7 c2 fd 8f de 9f cd a7 b6 5 {3 e3 7f 2b cc bl fc dc 43 09 a7 8a 7f 3c 58 f7 92 27 66 dc 9c 84 7 14 65 68 d1 84
€9 c9 5b 9b 34 ff 10 d7 1a 8e d4 eb ca ea e3 80 1f 49 77 46 33 a6 5f 93 bc f7 b3 a3 67 8a 02 19 f3 ec ec 15 5e {7 98 a3 df
d4 23 6e 5b 05 f4 91 53 b6 58 Oc eb 7d e4 2b 3b 5b 7a fd 88 eb d8 13 3a 11 fa db 30 f6 e4 3a 15 a7 52 23 be 1c 6d bl e4
87 d4 a7 56 ed b8 44 14 68 ce e0 ec 30 07 71 77 6e 61 28 6e 8 75 dd ff 8b 7d 61 d6 94 08 f6 d2 66 dd Oc a9 4d 20 ca dO
2f0d 4b db 40 27 17 39 16 ef 97 23 e1 66 e2 23 c4 a8 80 50 b3 09 66 4d 14 5f f1 7d 61 f2 ae fe 69 e0 6a 79 f8 ad d0 10
64 2c bc 90 f8 5a a4 c8 64 ba ea da 65 90 59 d5 9b 2b el 1c df fO b4 d0 f5 05 6a fe 23 5f 73 6f 13 c5 e8 66 08 Ob 66 00
87 19 2a 66 e6 3a a9 e8 9f 21 8e f1 el 2f 7b 7c

Data Ascii: +C<X'feh[4IwF3_g"#n[SX}+;[z:0:R#mVDhOgwna(nu}afM /K@'9#f#PfM_Yaijyd,ZdeY+j#_soff*f:1/{|

Data Raw: e2 1f 4a 8 3a b2 73 1b 95 4 b4 d5 ec f5 35 68 87 02 5f 2f 47 fo 36 fe 41 19 4f 87 27 46 a6 €3 82 al 3a 70 60
€0 20 ¢3 12 c5 45 f4 6b 97 47 ea 6b 55 05 b4 b1 €7 a3 dc 4b 44 b3 fd 99 b4 a7 6e d6 b9 50 bf d3 6e al d9 61 52 29 6b 32
16 95 22 e4 bb 91 22 2d 72 98 0 eb ea 1f 34 40 7e a7 57 €5 d9 1f 5d f0 ce 45 47 d9 el 11 76 d2 8a 8d al b9 7b 69 b1
56 c1 fa 21 49 fe 19 31 44 b 66 87 d6 56 39 b6 c7 36 0a 75 75 36 18 c6 4d 16 6d 6d d9 3d 3e 9f 17 a0 c1 5a 7d 53 92 €8
¢7 3f ec 19 2c 0b 6¢ f5 d8 42 58 5¢ 28 e 5d 40 ce 94 ea cl c2 20 41 22 2f a8 da 5¢ 5b 56 a6 02 33 76 1a 50 02 7c Ob 3e
€8 b4 4e 41 40 dd 95 58 b5 d9 8b 87 b4 34 ef 83 62 93 7e {7 14 6d a9 a7 d4 ce f7 9f 4c 1c ec 51 07 8¢ cd 5d 5c 82 9a fc
4e Oe 37 1c 31 6 85 91 46 e7 d3 1c b5 81 2¢ 1f 94 41 32

Data Ascii: J:s5h_/G6AOQ'F:p” EKGKUKDNPNnaR)k2"-r4@~W]EGV{iVII1DIVI6uuMmm=>2}S?,IBX\(1@ A"A[V3VP|>N
A@X4b~mLQ\N71F A2

Data Raw: 38 6¢ Oa 45 44 88 5b be c7 88 5f ab d7 8a Oc e5 97 42 b9 d6 29 b7 32 77 12 f2 42 8d 56 €8 ad 65 ae 47 a8 db
da c4 90 86 ca e4 63 8b 2e 4a a5 70 8d 76 5d 42 8d bb 7 f2 87 e4 26 f2 41 68 d0 8f 20 b9 45 8f bb 4d al ca ed a6 ac e3
1f 40 e7 31 a3 7c 1b 84 51 a8 c5 12 db 19 4b 96 d1 44 b5 6f €6 36 fe 4b ¢9 43 87 27 5d 8e f7 82 a7 30 58 c0 Ob 23 c9 66
3846 f4 70 8b 4e 5 7a 5b 0a b4 al fb 8c d6 b5 ca 9f f0 88 3a bf fe fe ed bd 44 14 f1 bl ca 6e 52 29 60 32 16 95 22 e0 ad
9e 8f d4 7f 83 d2 fc ed 15 23 57 80 b7 74 fc d1 81 51 ¢5 d2 50 4d dO 7f 2e 99 d3 a6 84 aa ae 60 71 b3 5d da 15 2f 78 10
1f 0a 23 30 da 86 9a f3 07 b6 c7 3d 0d 77 75 3d 18 c6 46 16 6d 6d d9 3e 2d 9a 6b 38 ee 2a 84 84 89 f4 d4 3a f1 1b 27 14
6e 0f c0 85 ¢2 70 23 e3 40 b8 c5 95 ea ca el 2e 52 26

Data Ascii: 8IED[_B)2wBVeGc.Jpv]B&Ah EM@ 1|QKD0o6KC'|0X#f8FpNz[:DnR) 2"#WtQPM. g]/x#0=wu=Fmm>-k8*:'np#
@.R&

Data Raw: da 97 9c 3c 3c b5 e8 fd fe 3¢ 1d ac 25 8f bf 30 74 a0 6e 21 d2 46 Oa 3a af 94 10 b9 52 ¢8 fd 34 10 6b 6a ec d6
4f a3 07 74 fb f6 4d 6b 70 db el 1a f6 fe 7c d7 75 43 4e ae 77 Of 7f b0 6a 29 47 2e 72 7f 1a ef 95 €9 18 4f 87 21 d3 ae aa
58 a8 f7 66 7d 16 74 f1 56 ba f5 9e 9e 69 ee 71 49 fd ad d6 14 6a 2c 5f e0 f8 41 d7 17 65 ba fb el 49 c0 21 d5 9d 03 al
1d df eb a2 c4 8a f3 23 91 ff 53 00 8f 3a Oe e3 6b 00 63 99 02 af e2 39 60 93 fd af f2 86 3a 94 f0 69 11 7d 13 7d 01 1d 96
ef a4 94 5¢ c1 1b f7 3f 1c cf ca 53 10 Oc 21 87 77 53 43 42 {3 24 be 36 09 ae ea 34 e2 9d cb 13 f3 b8 1c 06 07 c4 cd ad 34
fe 9f db de 35 5¢ 42 9c a3 52 2e a2 4c 81 f4 da a3 89 4f 3d 44 3b d8 e6 90 37 b8 2e 4c ec 7d 55 Oa 8e 73 70 8a 8d fa 48
0d 01 91 36 82 95 f8 6e 2f €9 15 0f 37 72 92

Data Ascii: <<<%0tn!F:R4kjOtMkp|uCNwj)G.rO!Xf}tViglj,_Ael'#S:kc9 :i}\?SwSCB$6445\BR.LO=D;7.L}UspH6N/7r
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Data

Data Raw: 86 cf 40 47 ce €9 05 f6 c2 a7 8e b3 d4 11 69 a0 56 df 0d 31 61 e6 16 a8 99 37 f9 55 00 db 10 a5 c1 26 00 7f 98
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59 bb c0 87 f4 b3 27 8a 49 ca 8b f9 45 53 d4 57 aa 7d a0 1d 44 2d 4e 5b 8d 5b a4 ef b7 50 b4 c6 aa 0d d8 ac 57 47 a2 38
a6 28 6f 2d 6b 29 72 a3 06 ad 4d 8f 85 a9 da e4 c6 b8 6e cb 95 69 90 5d 62 28 6d 8d 7c 2f 6¢ 8¢ 09 f1 8f bl f9 3a e0 41
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4d 87 2d 55 a2 fc 98 8f ee 70 60 01 Ob 79 11 34 40 dc 48 98
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Data Raw: 28 78 32 7f 27 56 41 42 39 90 7a 02 37 19 05 fc d8 38 el 14 96 Ob 2a 7f d2 2e 76 94 b6 dc ed a9 3f 47 8f c7

d5 72 c8 8e cd bb 65 95 30 f1 74 19 e6 ba ed d5 43 06 €0 91 7c 3c 54 d3 84 28 77 d3 al 88 ce 66 Oa 35 d7 93 4e 4f 53

bl 35 ec 03 c7 15 98 cb e4 57 15 fO bf 19 49 7b 4c 20 aa 4e 9d aa 36 be be Oc 9c 94 Oa f6 9f fb 07 6e f4 8b c3 ce dd 32 3e
41 9f cd 69 5e 9d 33 63 fb 65 1a 2c 04 58 69 €6 9b d5 10 9e 8d 3f 33 57 37 fc fe 37 06 bb 5b c9 a9 26 f2 e2 6a 30 d6 8b

fO 2f bb 8a 17 96 db cf ec 3a 12 52 a4 61 61 26 6e 8b 73 f1 fd 92 62 74 cf 9b €0 €0 72 27 de 1a af ed bf 68 c7 b5 ae 4b 9d
4127 17 36 32 25 9¢ 35 19 70 43 26 d3 a4 81 4b be e6 71 77 01 8 a2 56 fc f4 26 ef 7f f4 65 5d d5 35 d4 14 6e 38 15 5b
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Data Raw: ec 41 al 26 62 36 49 68 7c 2e 6c ff e2 3 f8 92 5 3¢ f5 2e 23 dd 90 20 4e 2b {8 b4 5f ad c8 ee 9f 62 f5 70 16 fa
3aba 1c 40 97 5e bd c3 83 86 37 68 8d b4 01 2d 47 fd 25 f4 79 94 4f 87 27 57 ac 8c 24 a7 3a 7a 14 d7 23 ¢3 13 27 43 87
5099 47 ec 78 4e 14 b2 al f1 bb 01 48 cb b5 92 c¢7 34 a7 64 a8 f0 41 bb el 81 e0 d8 61 54 29 69 39 ed bc d7 ef b2 88 6d
a5 7d 83 d9 80 b5 Oc 30 52 ef 9b 7a e3 c0 6e 56 f8 d8 69 9d cb €5 00 e7 8d a4 8e b3 c5 20 6b a0 58 cb 01 08 bc ed 1e 20
41 7fd3 90 0a b4 49 b4 c7 3d 2e c9 67 32 1e b8 76 Ob 93 6a e4 34 14 4d 7e a8 d1 5f 39 7a 76 ef 19 39 d9 27 28 Ob 77 d9
ef bc 59 7a fd e3 45 62 28 3f ea cb c3 00 35 d9 d0 46 00 5c b4 5d ff 38 24 65 1f 7c 1f 69 1c b5 dO 98 4c 6b 2a b8 ee a7 40
fa 92 a5 a3 fl1 cc 87 73 ea 6b fe 9a 59 96 5e 3b
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Data Raw: f1 35 92 71 61 10 8f f6 f7 eb 76 de 1a b3 4f ae 7c c8 91 bf 63 6d 40 27 1d 9a 1a ef 8e 46 Oa 65 ce 2b d9 8c 6e
5b a8 f1 6b 1f 52 74 {3 5¢ f4 9a b0 fc 69 ea 7c 40 92 98 d6 14 6e 3f 31 86 eb 40 ef 02 64 ba e0 c0 41 d1 50 4f 8e 07 2e Oc
db 95 82 cd f9 10 31 94 e4 5a 5e 60 e6 fb €9 66 02 09 65 2a 40 e5 2a 60 8f 1f ac f2 86 01 36 el 6c Oa 68 7a b9 06 35 7d
fe a1 86 1f 13 ¢7 23 35 0d ca c3 39 e0 fd 22 8d 72 14 9b 41 {3 24 85 95 18 ab 8f fe €9 8¢ cb 11 f1 81 ba 14 03 d4 b3 9f b8
49 fa 29 78 35 56 43 53 bf 6b el cc a0 86 e7 d7 bb e3 8a cd 47 31 02 57 ac 3c 94 22 6d 24 20 55 00 97 a7 69 8b ca 8a
4b 0d 0d aa 33 aa 66 e7 6e 29 c3 e6 32 37 6e a5 0d 9d 2f 36 77 6a 32 Ob 15 92 7d be a7 cf cO f6 13 17 2f 50 dd 53 5a d5
56 4d 57 ¢9 11 b9 38 Oe 4b a8 cc f2 bb 79 12 6e 23
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ac 27 03 b2 f6 4a al 57 8¢ 12 21 7a 05 43 01 78 07 d2 f6 bc b2 6b 69 f5 ff af 62 27 87 ad b2 48 9c 8e 62 e4 65 d2 07 fc
a9 b6 d7 c7 fa 6e 75 6d €2 40 17 9b 0a 41 53 94 7b ee 70 2d 37 05 36 4d 53 81 6a fa c8 c7 ae Oc 76 04 bc 54 21 80 71
61 a8 cd 6b 51 5d f8 3d 98 8b 7 cd 2d f4 2¢c b5 a7 0a 48 1e 7d 50 07 58 67 be 5e 39 7e 75 35 24 56 41 35 46 02 65 10 37
0d Oc c5 6d 27 f4 e0 bf cd 32 6e de 2b eb ad 10 f2 ea a9 22 b2 d6 c5 d5 78 c8 df b8 ac bf 86 3d f4 6¢ 33 df a9 ff ca 74 fO
€9 74 75 2d 5f ec 9a 38 7a ca 97 90 f4 1d 1b 27 ce a5 3d 14 7f bd 25 7 18 b9 47 8f d4 ef d5 26 fO c2 21 59 69 5b cd a7 73
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3879 c6 7d 91 3e 30 4e 97 a8 1a 10 92 db bc a7 cf c0 07 11 17 2f 6b 21 43 5d fb d8 07 57 ¢3 37 07 38 09 74 9f df fd a0
5b 1e 59 e6 81 77 ce fe b6 d1 8d 8a fe bc aa b0 cc 9a ed 02 c1 d7 57 aa 8b f9 3a 6¢ Oa 66 al 86 48 b7 a8 d3 50 b4 c6 d6
1c c5 ad 4e Ob 99 d2 b6 38 78 2c 7d 72 8d 5c f3 bd 49 95 be a3 f3 71 c4 b8 68 da e8 78 94 bc 4a 1a 70 8d 76 3d 66 9d
b5 e6 2e 8b f6 24 3 50 6f el €9 d5 b8 bb b2 bc 30 96 da ea 84 71 6f 45 4a f8 3b a3 66 0a 80 48 a8 d8 71 cb 20 07 bf da
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1d c580¢3 1342 b9 1c 84 10 d6 00 9d d2 e0 e2 11 e7 d0 27 60 6d 42 33 a0 4e 99 94 d7 b2 af 06 98 09 6a c8 ed ec 00
7d fb 89 c3 ce d1 4c 73 5a 05 e3 96 56 8¢ 3f 63 de 65 1a 2c 06 5¢ 69 ec e0 c2 db 9d 8b 28 2d f2 27 f8 fe 30 7a ec 4b dd
b9 36 6f ba 05 f7 d6 29 eb 2a a7 89 d5 ad 4b de e4 21 0d 44 11 9d 9e df a7 13 51 d9 d0 93 71 6b cd 84 85 e2 fc 76 d4 11
86 61 ae 7d d9 7f b8 65 2f 46 0d 1d 22 1b ff 9f 35 1f 67 8 21 34 49 80 4d b5 7 67 60 0Od 44 f7 56 d5 f4 84 fe a9 e0 71 58
8e b8 d6 14 6e 26 15 d7 fb 4b d1 3f 4b bb e0 db 65 d8 5f d5 9b 2b 60 1e df fc 9e el f8 1a 28 b9 ec 5b 73 63 13 2d €9 66
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e0 aa 18 73 de 95 e3 87 bd 86 24 ca 85 20 df be 82 9f 52 Oe c2 37 42 3d 52 fd 74 ee 77 d5 b0 92 e0 35 29 31 d1 82 d5 3d
63 bl 34 f5 06 96 b4 8e d4 e9 cd 15 e7 bf 1e 4a 7b 4c 22 a0 30 5c¢ bd ac b8 87 fa 8a Oe 1f e5 c4 dc 06 6e f8 8e f1 4d d4
2332 5c 14 el e8 60 9f 39 06 f2 62 75 e7 16 55 72 c3 a4 ff da 9b a5 ¢3 25 da 36 93 b4 36 15 a5 62 74 be 30 78 a0 6d 21
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3d 71 8f 97 e0 fb bb 1c f3 e2 ¢5 d3 64 53 98 cb ac be 92 36 f6 68 09 43 b8 ed df 74 1f c6 4f f2 3b 52 fb 4d 38 54 c4 93 95
f0 91 5b 35 d1 85 61 04 70 a5 1c c0 11 d6 Oc ae 04 e9 ca 04 6f 81 21 48 7a 50 1b d4 5d 91 b6 80 b7 b9 13 9f 25 1a e4 ff
8 10 7f e0 8f 46 8e d4 23 33 73 fd €5 87 55 b5 da Oc e3 6e 09 0f 04 43 40 ab 8b fd da 8c 83 2e a9 dd 30 fc ff 25 36 be 69
cb ae 26 f2 e2 6a 30 d6 8b f0 18 bb b6 3c bf 43 c5 3 10 8a 2b 6e 62 60 36 51 f1 74 f1 {7 aa 75 65 de 8e €7 f9 €9 fb d9 1a
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b8 86 5a a7 63 eb 8e 66 2e 1f 4a e9 12 4a 72 1b 93 55 c4 c0 ee da 3f 62 98 c1 74 fb 47 f7 3c ed 44 31 b5 86 27 40 aa cb
78 a6 3a 76 73 0f 32 c6 3a 5b 42 f4 6d b0 64 ea 6b 42 2d 8f b0 f4 99 5 5b da b6 d5 f6 32 a7 68 ef 8¢ 43 bb el fd a4 f2 67
21 2d 6d 28 e2 be 26 16 b3 8e 04 e8 79 92 d6 c7 0d 0f 30 52 93 af 6d fO ce 69 41 e0 53 f6 5¢ 12 f6 16 9b d9 9e 11 b9 aa
7f 78 a9 43 d0 95 36 25 60 1e 26 2e 30 d8 81 Oa cc c0 27 d1 77 87 69 66 32 09 de 58 00 8b ba 64 24 0f el 6c al c6 3a
63 ad e7 f7 f4 58 e0 03 39 01 62 fe 17 2d 4a 78 3d 6e 7b 68 47 94 f9 c7 d8 32 45 fc 38 6f 53 65 a5 57 8b 12 2f 74 17 41
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17 65 b0 f3 d7 5¢ ¢6 76 d0 40 b5 27 1d df eb b0 a0 ed 1b 22 9b 25 47 73 65 3a 26 fd 66 02 12 53 12 be €0 02 c1 e0 29 a4
da 32 28 91 e7 7f 05 50 75 b9 06 69 90 fe al 97 20 13 Ob f2 1d b0 cb d2 3a db 05 30 85 5¢ dc ad 43 f9 06 4c 32 18 al a8
88 90 a6 c0 00 f2 ba 12 06 Oa da cd ad d5 33 f2 01 d5 4e 2b 4b 42 b3 2¢ 68 cc a0 86 e5 d9 bb ee b6 14 c0 35 04 3e 8¢ b3
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8f be al d4 el 79 e9 16 25 45 b4 7f 5¢ fd b1 4b 46 ca 52 62

Data Ascii: _2xnhr'hYqa4WA-%0'lwfre"k{2?ce\v@"'%Gse:&fS)2(Pui :0\CL23N+KB,h5>(E4A7xYh> 3n%G#2py%E\KFRb
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4a7a32e9 7c f8 43 95 ec a4 8a 3b 52 20 3e b3 cf 46 ca 6a 8b 01 22 74 14 41 1a 17 29 c1 €9 9e 5d 60 54 ed 81 e6 4b
26 85 ab a5 2d b0 48 63 e2 70 29 1b cb 81 8a c5 d8 ee 83 79 69 c6 51 07 86 02 52 52 8e 73 2b 71 28 37 12 38 53 93 a8
b9 18 26 12 a8 a4 04 29 bc 55 38 9c 6e 68 b3 fa 78 cc 4c fd 8c a2 8c dd ce 14 fe 72 93 b4 18 48 Of 6f 4f 64 a6 66 92 ea
2872 1a 1c 24 56 4b 22 77 92 7a 15 24 1f 0d d4 7f 38 el 2b be el 2b 66 d5 3d 71 cb b0 f1 ea be 34 9a e6 d8 d5 72 df 8¢
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fc 3d ca 04 e9 f8 b7 4c 7b 40 1b 85 5f 91 b6 a7 ab a2 00

Data Ascii: 1.g2@D"6<U:0|m"5 xFJz2|C;R >Fj"tA)] TK&-Hcp)yiQRRs+q(78S&)U8BnhxLrHoOdf(r$VK" wz$8++f=q4r"
_BX<RUv?Z<=L{@_

Data Raw: 47 46 5d af 63 fe cd a0 80 68 c1 a5 f9 b5 1c bf 31 04 38 06 2f 9b 37 5d a3 fb 55 0a 84 33 69 82 fd 2b 56 69 97
aa 39 9d 8e c4 c8 2f eb 15 ad 26 67 d5 77 80 64 a0 4e 96 2d 17 3f 69 8e be a7 59 f9 5e Oc Oa 3a 19 47 53 52 e2 a9 56 cb
d2 32 ba 36 19 30 d5 dd fd bd 4b 11 cb f8 55 66 3 fc b7 d1 8e 8d dO be 8a 4f cc 06 fc 25 83 ca 58 3¢ b2 a0 20 73 68 d2
42 88 51 91 09 99 50 b4 50 65 02 d3 a3 37 0d a0 27 ac 27 3d a6 44 4d 91 43 b5 37 76 89 b2 b6 Ic 4c d7 b7 70 eb 1d 69
9a 26 fe 2d 7f 92 75 Oe 85 8c bb f1 64 89 7 2a 7 5e 77 43 81 25 58 4f 83 34 5f a7 db 76 9f 69 fd 13 6a Oc 3a b0 73 87 84
51 a8 d8 f3 b1 a9 79 88 c4 52 30 Ob 6b 27 f1 5e 16 6f 6¢ 27 46 a6 7f 93 a8 29 75 67 78 f4 c2 12 32 55 f0 b5 8¢ 62 c2 46
48 05 be a3 f2 95 d4 63 e5 b3 fd 93 eb 47 6e c7 af 52

Data Ascii: GF]ch18/7]U3i+Vig/&gwdN-2iYA:GSRV260KUfO%X< shIQPPe7"=DMC7vLpi&-ud**wC%X04_vij:sQyROK
ol'F)ugx2UbFHCGNR

Data Raw: el 2d 6e dc 15 d9 81 b1 f7 85 ec 35 9a e0 ¢3 ¢4 7a bl 58 ca ac b5 58 2d ¢7 57 Oc df b8 e7 c6 59 26 e6 58 7f
36 8¢ fb 5d 26 60 03 a3 8e {7 10 1b 3b 5f 33 fc 3d ac 4e cb f9 3a d6 06 8e d5 f9 ca 04 e3 dO 7b 48 ca 4d 32 a9 42 91 bc
ad a9 9f 02 8b 24 18 3 ec 39 06 6e e3 eb df dd d4 29 38 73 ac el 87 59 b5 bd Oe e3 6e 32 80 13 55 7e c3 5a fd da 97 81
11 a2 de 30 fa d6 14 15 af 40 f5 14 34 7e b5 42 e5 d7 29 eb 36 87 64 02 be 45 dc e8 38 2e 43 6e 62 6b Oc 7c Oe 67 f5 d6
98 78 49 e7 8e f6 fd d2 75 d7 09 aa 5e aa 55 ea al ba 69 3c f5 27 1d 22 Ob eb b7 99 1b 67 c8 09 fO a4 80 52 bb f2 76 64
3e d3 f3 56 f6 dd bf fe 69 ea 48 dc fd ad d4 05 61 04 9a 90 f8 41 ff 58 65 ba ea c2 4b e8 f6 d1 9d 05 54 Oe dd fa bc dc f2
Ob 29 80 f3 30 4a 67 3b 04 86 8a 02 18 6a 15 c0 f2 28

Data Ascii: -n5zXX-WY&X6]&";_3=N:{HM2B$9n)8sYn2U~Z0@4~B)6dE8.Cnbk|gxlu”Ui<"gRvd>ViHaAXeKT)0Jg;j(

Data Raw: df a2 29 47 44 7b b6 5f b6 cd f9 83 5e c1 1c 4a f8 3a al 7e 01 6b 5f 9b d9 fd dd 23 40 33 df 5¢ 29 e5 ec 25 3
41 08 42 98 3a b8 a7 cf cO ae 21 fd 78 Ob 23 c2 01 38 57 f8 7d 89 43 48 7a 44 12 9c 82 f6 93 df e9 da bf e5 88 33 8f 08 c7
af 49 19 fa e2 b8 f1 53 50 38 69 8a f9 98 14 fd b4 2c 13 f7 57 ce d3 ef e0 61 6b 58 80 ac 64 fd d5 72 50 f8 dO 5e 4e 36 e4
2a 91 c2 al 99 a6 b0 57 bd a0 52 d0 2c 96 61 ee 18 Oe 0d 21 d1 9a a2 c4 1c a5 ca 37 17 64 79 10 e6 d6 65 00 82 64 e2
e4 2f9e 62 8b c4 3d 7a 6a 7b f6 c8 cb f0 26 25 1a 79 d9 f8 bc 59 7a 0f 07 4b 78 54 98 ea da c4 25 44 d8 2e 95 d2 51 28
4f 8a 01 25 76 19 4f 04 6b 1b c0 f8 95 53 72 bb e4 c2 aa 5b 21 94 85 86 25 df 89 c0 fd 63 e4 19 ee b8 aa da fb 1a 91 58
4e f959 16 85 52 e5 7c ef 65 fd 62 32 02 04 24 5¢

Data Ascii: )GD{_"J:~k_#@3\)%AB:!x#8W}CHzD3ISP8i,WakXdrP"N6*WR,a!7dyed/b=zj{&%yYzKxT%D.Q(O%VvOKkSr[!%c
XNYR|eb2$\

Page 35 of 52



kBytes

Timestamp transferred Direction
2022-05-12 17:41:27 UTC 97 IN
2022-05-12 17:41:27 UTC 98 IN
2022-05-12 17:41:27 UTC 99 IN
2022-05-12 17:41:27 UTC 100 IN
2022-05-12 17:41:27 UTC 101 IN
2022-05-12 17:41:27 UTC 103 IN
2022-05-12 17:41:27 UTC 104 IN
2022-05-12 17:41:27 UTC 105 IN
2022-05-12 17:41:27 UTC 106 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 5e 3e Oe 28 la fe 95 2a 11 99 cf Od c2 a2 a8 df aa f7 6d ed fe 74 f3 57 ef f0 9b f1 7a ea 71 58 f7 b2 c8 ea 65
00 1c 81 ff 5f ff ae 61 ba e6 ¢7 cO c7 5b d5 9c 17 33 09 {7 62 b6 cf f3 32 33 91 f5 55 60 60 24 13 fa 6¢ 02 09 6a 1b 51 e7
06 72 e8 46 ba f3 8¢ 23 b9 59 68 00 7d 13 87 02 1d 96 f3 bb 9f 39 16 Ob fd 2a 13 34 d3 10 cf 19 32 88 6b 64 be 49 3 3f
a7 2d 0a 5584 c1 f2 9b e9 88 f6 a9 11 9b 52 d2 dc a8 a9 4c ef 12 cc 3f 56 58 48 a6 5a d5 cc 8¢ 89 cc 9c a8 e6 a2 23 5e
22 0e 38 8b 34 8b 3e bb 82 Oc 4e Oc 54 46 78 8d e3 1a 5d 0d Ob b1 1e 97 95 e4 64 07 fa 15 31 3d 7b cf 73 88 3c 36 5f 88
3817 el bb a2 fd b6 c1 cO b2 13 17 2f 06 d6 42 5d fd ab 4c 57 c3 3c 5a d6 f9 3e 49 cc f2 c0 ab fe b9 94 55 66 c2 72 47 3f
7e 46 Oe d9 75 fa cd 9a ed 4b 6b 2a a8 c1 5c

Data Ascii: *>(*mtWzqgXe_a[3b23U" $ljQrF#Yh}9*42kdI?-URL?VXHZ#""84>NTFx]d1={s<6_8/B]LW<Z>IUfrG?~FuKk*

Data Raw: b1 3b 27 e6 5c e2 d6 e8 aa 69 ee a5 e3 c1 ad 87 39 6¢ db 30 fc 25 36 15 be 55 cd 32 1f 7e b3 6b 23 d1 38 e7
2d b9 02 12 b8 54 d9 70 21 00 62 78 fe 70 26 60 10 e8 €0 fb 89 67 fd cf 88 ed el 62 67 d8 06 b8 d3 bf 7b ce b7 26 72 03
5f 31 81 33 1c f0 96 23 83 76 8 3e d9 b2 1c 49 ae e8 6¢ 77 8a 65 5 49 f0 e3 18 ef 6f ff 7c 5f 61 bc d2 Ob 6a 3a al 81 fe
54 d8 01 f9 ab e6 da 3e 1b 5a d5 97 Oe 2e 0a b0 22 b7 cf f3 13 35 fe 22 5e 73 6f 32 0d ee 09 8f 1a 60 08 a3 ce 7b 66 e0

23 a6 e6 a4 ca93 el 6a 19 f6 7b a8 00 1c 8f f9 b0 8b 25 14 b8 e6 32 la dc 5e 6d c8 0d 20 2f 65 7c b5 41 7d 99 21 63 18
ab 84 4f f2 9a d2 08 e5 al Of 03 1a 5f 8e a9 ba 48 e3 08 ce 3c 40 5e de a8 4a 3c db 3c 91 fd c¢8 bc 7a b3 35 6¢ a9 04 38

90 2f 9d 3e d5 af 01 44 02 92 35 50 9c e2 32 43 dd 07

Data Ascii: ;\i910%6U2~k#8-Tp!bxp& gbg{&r_13#v>llwelo|_aj:T>Z."5""s02 {f#j{%2"m /e|A}}cO_H<@"J<<z5I8/>D5P2C

Data Raw: d3 e5 d3 ae ce a7 7f b9 77 fO cc 7f 41 e3 cb bf 46 e4 e6 11 9b d9 a6 9f b3 b5 69 97 al 7e d8 2f 25 5d c5 e0 d9
d1 27 be ce 00 db 1c 9c d4 07 05 69 46 33 18 d7 96 0a 93 7d e3 21 3b ae 81 a8 d7 30 7a 6a 71 f5 39 34 dd Oc 21 18 7b
ec d2 bb 59 61 24 fc 5f 96 46 b9 fc da cd 12 92 22 2f bf f6 b0 a4 57 8¢ 6e 6e 65 le 5a 39 67 1a d3 ee 98 5d 6d 5¢ 1b ef
8b 41 20 81 85 10 26 df 89 69 8 69 fO 14 ff ae ba 3b d9 c8 96 62 52 ed 4f 14 8b dc 43 44 90 9a fc 4e 27 21 3f 6b 5e ad

8a 4b fb cachb b9 90 2b 1b b6 ab 33 a3 75 7f ba fa 96 c8 4c f1 3d b6 88 7 cd 07 79 33 a7 b4 07 43 1c 68 4f 01 al 79 9b
ae 29 5e 11 23 23 47 4e b7 64 96 65 02 37 18 Oc c5 78 20 1f 1f 92 f9 03 c1 d0 3d 77 ad 9f f0 ea a5 1c 25 e2 c5 d3 5a fd 9f
ch a6 b5 9f 31 e5 7f 30 d8 a2 13 d4 7e 1d cf 4c 81 3d

Data Ascii: WAFi~/%]'iF3}!;0zjq94{Ya$_F"/WnneZ9g]m\A &ii;bROCDN'?k"K+3uL=y3ChOy)"##GNde7x =w%Z10~L=

Data Raw: 33 10 30 f7 35 4c d6 d2 3c c8 0d 21 8d 74 7b ad 43 89 2f ad 32 62 aa 85 ed f1 9d c¢1 00 e9 a9 1b 16 18 e2 db
a9 bc 48 f0 01 3c 35 56 58 40 b3 41 3d a2 51 81 f4 da b5 b9 91 34 46 26 6b 31 9b 3e 9e 22 43 ab 87 55 Oa 8e 87 96 8¢
e2 3844 7e df ba 36 88 87 e2 7f 29 ff 3d cf 35 68 cc 7b 12 28 3c 5f 98 21 03 Oe b2 98 c0 9e c4 e8 55 b1 06 2d 57 cf 6a af
fc b7 47 46 ¢5 29 8d d6 04 63 4f db 7f b6 54 01 47 c4 5d 77 ca f9 af 4c 40 9b fO 27 28 5e c4 8e f9 02 66 d4 57 aa b2 a9 2c
44 00 4d 5b 81 5f 3c c0 99 50 b5 df 7c 1c c1 aa 3e ab b0 28 b3 9a 6f 32 41 56 a5 ae f8 ab 6d 97 a9 bd 3 d1 c5 b8 68 dc
69 6e 9a 26 63 2f 78 9c 74 38 7b 00 79 f1 f8 99 5a 24 5 55 6d 7 62 2b 47 4e b2 b0 4b 8f d9 e9 8e 60 f4 92 4d f8 3a b1l 67
0f 81 76 2f d5 ec d0 41 ab 87 db 5d 3c 42 e6 33 f7

Data Ascii: 305L<!t{C/2bH<5VX@A=Q4F&k1>"CU8D~6)=5h{(<_!U-WjGF)cOTGIWL@"'(*fW,DM[_<P|>(02AVmhin&c/xt8{
yZ$Umb+GNK M:gv/A]<B3

Data Raw: d0 e6 55 bf a6 el 5b 2f f9 2c 8a 94 98 48 0f 6f d3 01 al 79 bc 70 d7 72 1a 32 b9 47 4c 32 58 84 e6 19 23 00
3c f4 ff 38 el 1e 22 f0 2c 60 e5 2b ed 94 b6 ee d8 8f ch 9a e6 ¢5 49 63 d9 80 f8 ba 23 97 25 fd 4b 01 5f b8 ed d5 ce 1f cf
47 4a 1cd2 fb 4c 2b eb c4 b7 9c dO 3d 8a 35 d1 84 5f 04 54 ae 03 €9 8c c7 01 91 ec f6 9f 98 f2 d7 3e 71 64 28 af b7 58
8e 86 b3 d3 33 11 8¢ 11 22 ec 8e 70 17 69 ed a4 d5 b3 48 32 35 44 38 fa e2 ¢3 8¢ 3e 13 dd 7b 3a b6 06 52 67 d4 90 89
46 8¢ 8a 26 64 c5 5f 60 ef 31 Oa ee 55 fd 23 21 79 ac 28 2f a5 b5 f0 3¢ b0 dd 1c db df de eb 2f 42 65 1d fe 70 27 66 43 6b
9e 61 82 76 7e 98 91 9a 6b ef 71 c1 5d b1 39 32 6¢ d4 be f2 7c 60 dd 36 1a 3d 53 f0 bf a9 Oe 60 d1 6b cc ec 1c 49 af e8
2c 7e 42 e8 2 51 e3 b9 9b aa 5 f1 76 56 b0 b2 84 88

Data Ascii: U[/,Hoypr2GL2X#<8","+Ic#%K_GJL+=5_T>qd(X3"piH25D8>{:RgF&d_"1U#ly(/</Bep'fCkav~kq]92I|'6=
S'kl,~BQwV

Data Raw: bb 3c bb 29 72 36 41 51 81 55 77 1c 6f 08 18 99 1f d9 48 0f 79 11 f3 bf 17 77 62 3c 71 9e 79 39 65 02 Oc €6 22
8b ea 26 f0 6a 61 ce 95 3b 4a 53 79 bf 4e aa 4f e2 9f 6b 5 c5 de 99 a4 al 7e Oc 43 4d ba c4 el cb 27 59 65 ca 59 al f0
e0 ec e9 97 94 1e 87 27 47 b5 e5 94 b6 3f fe d7 13 f9 dO 01 27 48 df 39 89 42 fb 65 dc 14 b0 al fa 07 03 5d e4 ab ec 9f
27 a9 7f c2 be 4d 2f cb 11 al d9 61 84 29 6b 39 e6 00 d4 72 99 9e 13 fd 6e 8d c2 ea fb 00 a4 49 84 b7 75 77 1c el 56 f8
db 50 49 5¢ cd 72 8a d3 ac a6 ef a8 7f 63 88 71 da 04 2a 6f ff 10 31 f8 32 df 81 Oe ca 05 87 6f 9 09 4c 4e 1f 18 d7 43 19
9c 44 db 32 3c 9c a3 a8 d1 1a 7a 3a 6a €9 c7 35 f1 0a 28 0d 7d f1 c1 ac 5b 70 23 f5 56 68 47 9a ea cb c9 27 52 26 2e aa
ee 49 a5 Oa 8a 01 24 8f 1e 50 02 67 1d 4d c6 98 4c

Data Ascii: <)reAQUwoHywb<qy9e"&ja;JSyNOk~CM'YeY'G?'HIBe]'M/a)k9rnluwVPI\rcq*0120LNCD2<z:j5(}[p#VhG'
R&.ISPgML

Data Raw: 21 d3 3e 37 28 ab 8f 07 af 46 fe 2d ee 14 52 43 62 61 2a 51 fc 75 f1 fb 9e 59 4f de 8e fc 29 f2 5e e8 1b ae 45
a6 12 1b a0 ba 69 2f 48 0d 1d 22 1a ee 8f 35 1f 67 ce 11 d3 e9 fd 58 ba ea 67 61 17 67 c3 50 fc da 86 fe 69 Of 71 49 ec
bb ¢7 1c 5¢ 39 3f 90 8 4b c6 1f 7c 44 el fd 44 d1 5c ¢3 82 14 bb 07 cc f2 b6 de f1 05 35 6f f4 73 60 63 39 18 eb e8 b5 09
65 14 c0 72 28 66 ea Of bl ea 9f 21 91 f0 64 1f 77 82 a9 2c 0f 9e 70 16 9b e9 01 cc 7a 1a 0d ca d3 2f cd 12 2¢ 9e 7c 7b
bc 4b ec 27 53 33 34 al 94 ea ff 82 99 9c eb a3 08 1f 03 ¢3 d4 b6 aa b7 f1 2d d5 24 50 5e 94 aa 45 34 dc b3 88 f4 c1 a2
f9 af c2 45 1d 08 26 17 11 94 28 44 90 24 4a 04 97 a7 78 9c ea 2f b7 Oc 27 b2 27 85 8e fb 4d b3 f5 06 39 37 79 c2 7b 61
2e 10 5¢ 81 21 03 1f ab 86 a0 59 c4 c4 5b 02 10 3e

Data Ascii: I>7(F-RCba*QuYO)"Ei/H"5gXgagPiq\9?K|DD\50s cer (fldw,pz/, |{K'S34-$P E4E&(D$IX/"MIT7y{a \lY [>

Data Raw: 22 4e ec 35 a5 29 Ob d1 90 13 eb 15 b6 fc 33 06 69 8¢ 32 18 ¢6 69 9a 93 6¢ f5 bf 13 96 7d a9 dd 36 6c 64 6b
75c1 22 dl a6 28 Ob 7d 6d c7 a4 79 d8 23 e3 54 f4 41 8c ca 33 ¢9 3a 52 ba 29 a3 fe 99 a5 57 8a 9d 22 7e 3e e8 13 78 16
5c ef 84 53 22 d9 e3 f3 b8 74 ba 85 b3 ab 6f 43 89 7d eb 65 8a 88 e8 b6 ad da e6 78 96 6b 4a f7 5b 9b 8a c3 5e 5¢ €9 8
fb 7d 20 3b 8b 2f 43 a3 a0 9b e7 d9 cc 25 87 33 Ob a3 73 ae 89 7f 7e 9e 34 56 cc 4c 6b 54 bf 9b e8 a0 a2 f8 2¢ b5 94 99
48 0f 6f d3 16 b9 75 8b cc 2e 6d Oe 12 c2 56 4b 2d eb 94 65 1d 04 ad Oc d4 7f a4 e7 01 a8 fe 38 e3 d2 22 66 a5 14 f1 ea
af a8 9c f9 dd 5 c2 de 9f cb 30 b9 99 3b fd 06 bd d9 a7 7 f5 bc Oe c8 58 e3 3a 4d e0 53 64 eb d3 af 9f f9 12 96 33 ce 99
dc 54 cf b7 2b el 0f c3 9a 88 cb f6 ea €9 €3 d0 21 d4

Data Ascii: "N5)3i2il}6ldku"(my#TA3:R)W"~>x\S"toC}exkJI[\} ;/C%3s~4VLKT,Hou.mVK-e8"f0;X:MSd3T+!

Data Raw: 1c 03 c¢3 d7 b1 44 48 dc Ob dd 1d 19 49 42 b3 4f 32 de ab 80 e5 db b5 e8 5¢c 3d 68 21 15 3f b2 f3 90 28 43 ec
6354 0a 82 b0 77 9e e9 32 58 06 14 b4 c8 83 b8 €8 67 3e ec 7a f6 36 68 cO 73 8f 3¢ 37 5f 88 39 12 el bb a2 b7 d4 d0 ea
5119 1a 3f 50 dO 42 4c f6 a8 47 a9 c2 11 ac 11 6a 9c b6 33 ed ba 47 0a 46 c6 5e 79 d2 11 b9 ec 8b 8a f8 31 5¢ 5¢ c4 85
fc 39 9f d5 46 ab bc a6 c6 6d 2c 44 4c 80 5b bb d4 91 4f be df 7f 0d d8 b7 5b 6f b0 04 a5 30 56 fd 51 42 8b 74 c0 aa 67 8¢
b8 33 c8 d5 da ab 65 cb f5 62 84 d8 63 10 4a 9f 75 3f 6a a4 7c fO f8 9e e9 3c 89 66 79 df 8b 20 53 6¢ f2 b4 5f al cd 67 89
66 e2 le 5e ec 2e 98 eb 1b 95 54 a0 59 bd da 35 69 af 23 5¢ 2f 4d df d5 fe 41 13 44 98 2e 55 ad e3 93 ac 25 7b 9e Oa Of
dc 03 33 40 e5 63 02 6f 23 6f 48 03 9¢ 7a f0 93 df

Data Ascii: DHIBO2\=h!?(CcTw2Xg>z6hs<7_9Q?PBLGj3GF*y1\\9Fm,DL[O[00VQBtg3ebcJu?j|<fy SI_gf . TY5i#/MAD.U%
{3@co#oHz
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Data

Data Raw: 7e le 4b af 0d d4 75 57 44 1c be eb 0d 6e dO 2c 75 93 de 41 eb af 3e f5 43 ¢7 d5 78 f8 8e cf bd bb 90 4d 52
7e 21 d5 d7 48 d7 52 04 ee 49 7b 14 9b fa 4c 2d 7b c4 b4 90 e3 Oc 0f 24 d4 92 ac a5 52 b1 3e 90 b5 d4 06 84 2 {8 cf 15
€6 c6 4e f8 7a 46 39 c9 fa 93 bc a6 94 be 04 a3 c7 18 f3 ea f4 de 7d f8 8e db d5 c3 f9 21 4f 16 e8 ac 49 8c 3d 1d e7 72 75
9a 16 55 72 84 2a ff da 97 ab 28 29 cd e6 ef f3 27 18 be 5e ec 5b 18 84 b2 6a 36 c4 2f f4 33 b8 44 10 ab 50 c0 c7 78 17
7e 46 ab 60 20 7f 2e 00 3 fd 99 62 77 cc 98 de 94 ff 76 d4 09 a0 5e aa 6¢ d7 b7 d5 d3 04 41 2d 72 87 18 ef 95 13 Oe 63
df 25 ¢5 cb 30 59 a8 fd 08 c4 14 74 f9 70 ed 3 95 f0 41 c¢3 71 49 {7 be d2 05 6b 3b eb 83 f7 5a d8 06 70 8b 52 d3 49 e8
78 d5 9d 09 34 14 ce fc a7 c6 e3 75 84 93 f5 55 60 6d

Data Ascii: ~KuwWDn,uA>CxMR~!HRKL-{$R>NzF9}!Ol=ruUr*()""[j6/3DPx~F" .bwv/IA-rc%0YtpAglk;ZpRIx4uU m

Data Raw: ba 8c bb fb 85 d2 f9 35 f9 5e 54 cc 9f 2a 56 4b bc 8a al a6 f7 cb 8c 1d a2 1e 4afc 49 1a 71 1b 9f 47 dd a6 42
d8 35 62 af 77 5e 2f 4d el 76 34 42 19 4f 98 1a 55 a9 e3 93 a8 25 61 9e 0a Of fa 10 32 ca 53 6b 98 46 fb 63 4e 89 13 b0
4 92 1 b3 cb b3 f7 b1 c5 a7 6e cd b8 cf ea eb ee a0 f1 92 52 38 65 00 Ob 94 Oe e6 dd 45 03 fb 79 Of 82 ef ea Of 23 5e 9f
b4 68 ec c6 6e 5f f6 e7 bf 46 e4 92 04 f3 92 a7 8e bd a2 6e 6d 76 dd 81 04 20 67 c6 d8 27 2e 2b d3 eb 3e da 16 b2 c1 44
ac 6b 66 38 09 d2 3a a4 91 6¢ ff 1a 93 94 7d a2 de 26 ec 08 d8 eb c7 3f d9 a5 2a Ob 77 f8 d6 2a 2a de 21 e3 5e 40 e8 97
ea clc0 22 c4 55 81 bb de 40 8d f8 88 01 2e 6¢ 07 c6 60 d6 14 cO e3 b0 e3 68 45 ef c6 17 48 26 89 a4 ae bl 68 €0 b4 e2
7afd 69 a0 a8 a7 c1 c7 df 83 7b 41 f9 5e 18 95 22

Data Ascii: 5" T*VKJIgGB5bw"/Mv4BOU%a2SkFcNnR8eEy#*hn_Fnmv g'.+>Dkf8:[}&?*w**1"@"U@.I"hEH&hzi{A"

Data Raw: 76 d4 32 1e 4d ae 77 c9 ce 74 62 05 47 54 b7 20 lae5 el 9e 1d 67 c4 09 62 a6 80 52 aa 8c 58 60 16 70 80
e4 fe f5 8e d6 da e2 71 43 d5 19 d6 14 6e 43 f2 91 f8 4d c8 5a 76 b5 e0 c0 42 df 55 2b 9c 2f 2f 1b dc 2d bc dO f6 09 2d 91
e4 50 6¢ 20 ¢5 0f ¢5 52 00 1b 13 a8 ad e6 20 79 ec 43 dd 5¢c 8e 29 9b 9 ¢3 02 7b 76 b9 Oc 05 44 8d 13 8e 33 1c 32 58
37 0d c0 fa 8c ca 0d 2b 95 1b b5 ac 43 f5 a9 be 38 07 ed 96 e2 e3 8c ce 1f ee 57 1a 3b 1b dO cd al 92 aa f0 01 d5 5a 9d
48 42 bf cf 7a cd a0 81 €7 d6 b5 fd b1 33 44 20 Ob 27 b0 c0 95 04 4c bb Oc 54 0a 84 b0 53 9e ed 32 58 02 10 45 37 ae 9a
€6 15 6e ea 15 35 Oe f1 31 93 60 33 2f 50 99 23 04 00 b1 70 bf 8b ¢3 ¢3 14 Oc 1b 36 4c db 53 52 e2 f3 b3 56 ef 34 9d a8
fa 9c b6 d3 b7 a2 5b 01 57 d8 4a 20 3c ee 94 dd 82 e8 5a 24

Data Ascii: v2MwtbGT gbRX pqCnCMZvBU+//--P| R yC\}{vD32X7+C8W;ZHBz3D 'LTS2XE7n51 3/P#p6LSRV4[WJ <Z$

Data Raw: 18 4c 7b 76 e3 7e aa ee 15 3b 04 7d e0 ce ab a7 71 0f e0 4c 7b 48 95 fb c4 d6 1b ac 27 03 bf f5 78 ba 75 99
Oe 24 74 11 4f 08 86 17 ec f5 91 5d 63 47 f4 6 8f a9 26 83 a7 a5 21 7 6¢ 62 e2 70 98 d8 ef a9 al 5a c7 f8 83 7b 41 f9 5e
18 af 22 53 6f 81 75 f4 75 fb 35 1e 36 78 be 8f 46 f6 d6 d3 8d 7f 2d 28 ec 57 49 ce 61 6e ba da 47 c8 9a 78 09 a0 8a f5 ef
93 fc 33 ad b6 63 76 Oe 6f 4b 16 d5 cc 90 50 22 63 1f 41 8b 54 4b 27 5f 3d 78 08 2e 16 1a 42 Oc 96 e3 1e b4 c9 84 7d d4
3759 35 b3 f1 e0 a6 23 Oc 51 aa 03 72 de 95 b6 e7 be 86 26 fd 4a 32 d0 b8 fc da 4d 39 36 59 53 4b 50 80 0d 2a 77 d1 b8
92 e2 cb 85 6e d1 84 c1 3d 65 b0 34 f5 12 ad 38 8f d4 ed cc 77 49 d2 21 42 6a 43 40 08 5d 91 b6 84 1d ad 00 81 07 Of 65
9f 42 04 6e f8 b0 65 dd d4 29 3b 4c 93 96 29 5d 9d

Data Ascii: L{v~;}qL{H'xu$tO]cG&!IbpZ{A*"'Souu56xF-(WlanGx3cvoKP"cATK'_=x.B}7Y5#Qr&J2M96Y SKP*wn=e48wI
IBjC@]eBne);L)]

Data Raw: 83 a4 14 83 20 54 22 77 af 78 87 ca ab 49 0d 01 a8 3d 93 93 f3 e2 7e eb 15 30 1f 9b ca 6¢ 95 3c 3b 4e 92 23
0320 cd 704158 c7 931212 17 21 4aca 44 8b 72 ed 4d 57 c1 2c a0 a7 b1 74 93 db 24 3c 4c 01 46 d6 28 2e c3 ef bc
d6 92 9f e6 37 8f c1 7b 8d 37 39 86 c6 5a 98 c1 ad 38 6¢ 11 4b 4a 8a c7 e8 ¢7 99 52 cf 8a 75 0d cd a3 49 fb 8f f5 b6 38
7e 3844 47 9c 51 76 f2 67 86 ad d2 9d d1 c6 bc 01 06 e5 69 9c 1c Ob 3d 70 8d 7e 55 2c 8d bb f5 8b 32 fa 35 {7 3f d2 dd
90 20 6f e8 al b6 55 bl e8 b4 8c 1d al le 4a fc 33 al 75 cd 1a 04 b7 d5 ee al 7d 69 87 df 4d 22 6f c1 37 fe 4b 1b 34 b9
26 46 a2 e4 f1 0d 38 70 6a 1a 2b b0 bc 36 46 fe 43 37 45 ea 61 59 01 c¢7 02 f6 93 d3 63 64 b1 fd 93 1le 17 6c c7 a5 52 be
fa e3 2e 80 61 52 3a 14 6d e9 94 Oa 5b dd 58 02 fb 75 21 eb

Data Ascii: T"wxI=~0l<;N# pAX!IDrMW,t$<LF(.7{79Z8IKJRul8~8DGQvgi=p~U,25? 0UJ3u}iM"07K4&F8pj+6FC7EaY
cdIR.aR:m[Xu!

Data Raw: 6d 00 7f 7f 2c 91 06 dc 04 al 8c 33 14 19 84 9f Of ca d8 25 a2 7e 8f 8f 74 71 85 ec f1 2e a7 1la a8 a9 85 e7 fb
f2 0f 01 f4 af 68 bd 01 d2 d6 d7 11 4b fO Ob f7 84 54 49 48 91 f5 29 cd aa 93 fb c6 bb e9 bl 2f 57 21 2f 56 98 3d e7 82 47
83 2a 4a 06 ee dc d6 8f e2 38 61 a2 09 bb 3c 93 84 fc b6 5¢ 59 17 31 3d 40 65 6e 9f 25 14 ef 9b 32 01 07 d5 40 bf a7 c3
6f 42 1d 15 27 40 ca 4c 33 2a 33 57 38 0d 3c a5 2f 75 c9 4b cc f8 cf ff 03 46 dd 7d d7 cO ef b2 c2 fa a4 f1 26 8e 3c 7e 98
ed 20 bc 66 55 a0 a9 87 8c 6e 00 44 34 57 49 bl c1 bf 41 a4 db a2 1e d9 ad 50 80 a2 19 3b 3a 7c 39 26 e8 8f 5¢ f3 b5 0d
501 ab db da ee 17 6¢ cb ee 41 2a 24 62 36 6a e2 b2 2f 6¢ 8a c8 5b fa 98 f2 4b 56 43 79 d5 b8 9b 45 44 a9 b4 24 98 da
ea 8a 1550 1d 4a f2 12 03 71 1b 9f 76 03 d7 ec

Data Ascii: m,3%-~tq.hKTIH)/W!/V=G*J8a<\Y1=@en%2@0oB'@L3*3W8</uKF}&<~ fUnDAWIAP;:|9&\IA*$b6j/I[KVCYEDS$
PJgv

Data Raw: 9e 96 55 32 8f 73 5e bd d2 bd cc 4c 7 af a0 8a e6 d1 2d fa Ob 72 b4 18 48 0f 7e 4b 09 58 67 be 5e 3e 70 61
76 24 56 4f a3 c0 9f 76 12 37 1b Oc c5 7b 2f 1f 1f 92 e2 33 6¢ d0 3d 60 81 ad Of eb 83 31 92 ec d8 c6 76 de 8e cf bl 41 87
Oe e7 54 2d c1 ab e9 d5 43 0a d7 52 81 3d 7e f0 4a 3e 37 5a b0 83 e6 02 01 26 d5 84 d2 11 4b 4f 35 d3 15 ¢3 Oc 97 c7
ed ca 15 e7 ce df 49 57 4e 3b b1 89 9d a3 a5 al ab 00 9a 0a 06 f8 12 ed 2a 68 e6 b2 d5 d3 c7 27 32 4a 01 fe 79 5e bl 27
0Oe 98 20 1b 2a 13 5d e2 84 8a fc da 97 89 56 21 db 30 f6 91 8e 17 af 40 cb 8¢ f6 62 a0 6e 30 c6 2d fb c5 ae b2 06 95 4f
d4 ff 34 06 6b 6a 7d 68 de 78 2a 7c f9 f4 a2 b9 7e d4 9d f2 f7 ef 72 c8 e4 af 63 ad 6a c0 a5 ba 72 01 5e 2b e3 23 36 ed b4
3027 41 31 de 2c a6 83 5e c7 24 66 61 10 5e 3 45 cc

Data Ascii: U2s"L-rH~KXg">pav$VOv7{/3|="1vAT-CR=~J>7Z&KO5IWN;*h'2Jy"" *]VI0@bn0-O4kj}hx*|~rcjri+#60'

Al $fa"E

Data Raw: 17 b6 50 b4 cd 5¢ 19 c9 bc 4a b9 4c 28 b7 32 a8 29 53 53 8b 4d fc 99 be 58 a3 b8 df fc c1 a9 6a a4 b9 69 9a
2c be 3e 76 e2 bf 2c 6¢ 86 ad eb ee 7 27 34 fd 47 51 16 91 2a 4d 6c ea b4 5f al f3 10 8f 66 e4 70 00 f8 3a ba 78 19 93
3174 d7 ec d0 2f 72 91 b4 83 2e 47 f1 1e 37 40 19 45 af 6e 44 a6 e5 aa 5d 3b 70 66 64 69 c3 12 3e 4b f6 6d f7 84 €8 6b
42 1a b8 aa e3 fc 06 4a cb b5 eb bl f3 a6 6e cd a3 44 93 09 ea al df Oe 98 38 6f 22 d1 23 Of ec b2 a6 el ff 7f 85 de e6 c2
ea 34 5886 c9 bl e3c6757ce5d4 69 a2cce500 a0 f0a6 8e b3 a7 7d 6f cf 91 d8 04 2a 7a d6 04 30 41 fe d0 90 06 {3
df b7 ¢7 3d 2e 20 64 32 1e ff b3 Ob 93 6a 9a 78 3¢ 96 77 80 73 32 7a 71 65 ee d0 26 f9 32 79 Oa 7d f1 dO bb 5b Ob 7e e2
54 6¢ 28 51 e8 cb ¢3 e0 4a fe 38 63 c9 9c 28 4f 8a 01

Data Ascii: P\JL(2)SSMXji,>v,I'4GQ*MI_fp:x1t/r.G7@EnD];pfdi>KmkBJInD80"#4 Xu|i}0*z0A=. d2jx<ws2zqe&2y}[~TI(QJI8c(
(e}

Data Raw: fe 2d 25 aa 4a e2 bf 30 7e b7 6b 30 c6 2b 6f 8c ac 10 b4 68 54 15 fb e6 8b 55 6e 62 60 2b 7b 01 76 7f 4a bb
be 60 de 84 f5 el f9 74 50 ad ad c1 19 55 25 al ba 69 02 4b f9 0d 07 32 c2 9f 35 15 6b da 2b fb 8a 80 58 a2 29 67 67 3¢
7412 46 fc 5 84 fe 69 e0 5¢ 64 fd bd 9 14 64 2d 2e a0 fa 4b ef 17 65 ba e5 d0 4d d1 4d d9 b6 29 27 15 c8 04 b7 e3 fb 02
2e 91 fd 47 8d 64 17 06 9a af 00 18 6a 09 b6 ea 2a 6e f6 d7 af de 8e 3e 9d el 64 19 85 7d 84 02 36 9e d5 75 8b 31 79 c8
f7 3507 e0 c1 Oc ca 0d 18 8d 74 7b ab 42 {3 3f bb 3e 33 80 85 e5 f4 63 c0 2c f6 b1 17 17 Ob ca 22 a8 96 40 f2 72 Oe 34
56 43 49 a0 4f 2b c5 b6 7e f5 fc a8 f1 ae 3c 4c 28 fa 39 b6 3c bf 2a 6e 50 27 56 65 56 af 78 87 ¢8 32 49 0d 10 8b 33 82 52
e4 6e 2f ec 14 31 26 6a c9 44 7a 2e 3c 59 bl d4 Oa

Data Ascii: -%J0~k0+ohTUnb +{vJ tPU%iK25k+X)gg<tFi\dd-.KeMM)'.Gdj*n>d}6uly5t{B?>3c,"@r4VCIO+~<L(9<*n
P'VeVx2I3Rn/1&jDz.<Y
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Data

Data Raw: d3 ac 9f b5 de 73 69 a0 49 cb 0f 54 69 ee 1e 3d 06 c9 d0 90 06 c8 1b a2 17 b5 06 69 67 1a Oc d7 49 00 bb 39
7 32 3a 8f f0 af d7 30 7b 68 55 f8 e4 23 e0 07 00 1a 7d f1 cb 1e 48 53 34 9d Oa 69 47 91 48 da ea 22 4d 3e a3 e8 de 4a
a4 f5 9b 22 37 47 0f 72 07 6¢ Of 4d bb 98 4c 6b 56 c1 ff 83 5¢ 31 1f bc 90 30 c8 13 73 c6 62 el 88 ff 8d b0 ed 44 e4 90 7e
67 f9 75 11 1c f0 59 52 a9 72 67 4a 3c 26 17 23 4f a0 91 62 fO 49 e0 9b 90 Oe 13 26 7d 23 8f 60 64 6e de 56 cc 57 df 46
a0 8a fd ef 9e fe 33 ad c0 14 48 0f 74 cf 4e a7 66 96 2e 76 73 1a 36 2f 8b 94 28 77 92 73 1c Oc d5 Of d4 79 2f 6¢ 19 be el
2a 6¢ 7 2c 52 93 a7 7d bb af 34 9b 44 d4 6 66 ca 8b e3 34 bf 86 28 f6 57 eb dc b8 eb c2 df 09 c8 58 7e 2f 70 ea 6e 3d 61
59 el 83 e6 1c a8 24 f3 90 d7 01 7b 29 34 ff 1a

Data Ascii: silTi=igl92:0{hU#}HS4iGH"M>J"7GrIMLkV\10sbD~guYRrgJ<&#Obl&}# dnVWF3HtNf.vs6/(wsy/I*|,R}4
Df4(WX~/pn=aY${)4

Data Raw: Oe 85 85 ed 8 f2 9c 00 f4 a3 c7 64 14 d3 dc af a9 5a el 12 ce 2f 7e 00 40 b9 45 03 37 al 80 f2 bf e0 e6 a2 36
6¢ d2 0538 9c 51 8¢ 29 45 85 33 43 1b 92 c0 65 8¢ e2 34 5f 62 fe ba 36 88 fb f9 6f 2f ed 03 5e c2 69 ca 66 f0 32 3d 5f 9f
25 64 ea bb 8e b4 c8 d8 e9 51 15 01 4a b6 da 42 57 92 a8 4c 57 c5 2e b2 38 1d 4b ea cc f2 bb 7c fb 47 d7 53 09 90 ef b8
ca 90 8c el 30 e552 cd 9a eb 3c fb 20 56 a0 a9 c0 25 6d 00 48 4c e8 bd b0 c7 93 3f ab cd 74 Ob el 54 41 91 b7 3b a2 29
6d 2b 40 36 81 5c f9 b0 08 9e ae a9 dd c3 de a9 7d da fc 06 87 27 62 3a 66 e2 89 2f 6¢ 86 d4 ec f9 98 fe 2d 92 b4 78 df
9a 45 58 45 a3 b0 30 bf da ea 88 75 fb Oe 53 97 27 b1 73 1d 83 31 42 d4 ec d0 5a 75 86 db 5a 36 28 02 37 fe 4b 76 50
86 27 40 28 54 9d bf Ob 3e 71 12 4c de 13 34 40 €2 04

Data Ascii: dZ/~@E76I8Q)E3Ce4_b60/"if2=_%dQIBWLW.8K|GSOR< V%mMHL?tTA;)m+@6\}'b:f/I-XxEXEOUS's1BZuzZ6(7K
vP'@(T>qL4@

Data Raw: 41 24 5a ed 36 25 50 63 d7 76 92 7c 20 f5 1d Oc de 10 05 e0 1e b8 fe 0Of 6¢ c3 3d 60 92 ae e6 14 ae 18 8a 7
c1 fd 93 de 9f c1 96 c9 86 22 e2 60 39 cc af ed c4 45 11 ec a6 7e 10 4e ea 5¢c 3a 7c fd 47 87 e6 1b 22 cf d0 84 c5 3d 82
b3 34 f5 7f €9 07 8e d2 f6 ef 17 f4 dO 30 5f 63 b8 32 8a 56 e2 a9 ae b2 a5 0a 92 1d Oe f3 fd fb 19 7c Oc 99 e6 d6 ec 6e cd
a4 fafa 94 4c 8a 39 1d f4 7f e4 2b 3b 5¢c 06 d9 8f fd d0 90 91 2a 33 da 21 eb el 2e eb ae 66 da b6 1c 73 ac 73 23 c0 29
f0 2c b0 b9 fd bf 6f c5 fd 3a 1f ac 7d 68 7e 08 6a 11 74 e0 ea 8c 60 9f df a2 e4 el ef 7f bl 54 ac 4f a4 6a 09 b2 ac 70 0f 5e
35 0e 35 1a fe 88 22 e1 66 e2 22 ch b7 97 58 b9 e0 78 71 e8 75 df 5d 8f e2 85 fe 6f f3 77 56 ec be ¢3 14 75 3b 22 b0 06
4a fb 03 74 b4 9e 8f 4c c0 5f c4 92 2b 32 1c df

Data Ascii: A$Z6%Pcv| I=""9E~N\:|G"=40_c2V|nL9+;\*3\.fss#),0:}h~jt TOjp 55"f"XxqulowVu;"JtL_+2

Data Raw: cb ee 63 99 55 52 3d 70 87 77 16 f8 8c bb f1 ff 7 2f 37 fd 4b 75 d7 b8 5f 45 44 a5 d9 49 a5 db €0 a2 52 ea 37
3c fa3a b6 1c eb 95 5e bd f9 cb d2 22 60 e8 dc 5d 2f 4d ef ec 91 49 18 4f 8d 2d 44 a0 8c 5a a5 3a 7a 4d 51 21 c5 61 eb
47 f4 61 f7 9e e8 6b 42 2e f8 b8 dc 6e dd 4b cd dc eb 9b 36 ad 42 c5 84 7e b3 c¢3 3c a2 d9 67 3d f9 6f 28 e2 b8 3e e4 ad
b3 6d 70 7e 83 d9 e2 €8 08 5f 67 82 a6 71 eb d0 76 3f el dc 41 4d c0 ec 11 5e db c¢9 89 b8 aa 75 60 7a 45 00 6b 28 64
ee 14 49 f4 23 d1 9a 07 b4 cd b4 ¢7 3d 3f 08 99 cd e7 09 43 0d bf 6a f2 5d 61 96 7d a2 Ob 1a 7a 7b 77 f9 c¢7 35 f3 0a 25
Ob db 42 c1 b6 59 70 23 e3 4f 58 41 95 27 cb c9 3a 5e 27 2f a8 a0 78 a5 57 80 Ob Oc 53 1f 50 19 7b 79 92 €9 98 46 19 21
e5ee ad 39 51 83 ad be 2c e7 1b 62 e2 7a f0 7b 39 ab a7

Data Ascii: cUR=pw/7Ku_EDIR7<:A"]/MIO-DZ:zMQ!aGakB.nK6B~<g=0(>mp~_gqv?AM"u zEk(dI#=2Cj]a}z{w5%BY p#O
XA"NIXWSP{yF!9Q,bz{9

Data Raw: 6b ec dd a9 72 61 de 91 d7 df 07 77 de 1c 84 21 d0 1c d2 al be 7c 1b db 02 30 2d 3c f0 81 15 44 64 ce 21 cc
85a8 al a9 f7 61 4b 78 0a 92 57 fc f1 9b el f3 c5 5¢ 46 db b2 cb 34 18 2f 3d 90 e7 6a ff ee 64 ba e6 fb 23 be 3a d4 9d

07 38 3d 45 df 9b cO df 05 02 b1 68 5¢ 73 65 24 2f c1 9f 03 18 66 28 c1 98 4b 67 €0 2d b1 d3 16 Oc bc ee 4a 1f 5a 5¢ 16
03 1d 9c el 80 a4 ca 17 1a fl1 1f 63 b4 b3 3d c8 09 3e af ee 5e 80 4c d5 31 8f 12 ¢7 a8 85 ed fc bc e9 f9 f5 a9 1d 3d 6d ac
bd a8 ba 4d ef 22 45 10 7b 46 64 a6 60 Ob cd a4 80 f4 cf 8b ce 5b 3d 44 37 2e 56 e4 5f 95 28 41 9c 04 cf 2f a9 a0 5e 92
€6 12 68 09 Ob bb 29 a3 bc 1d 6f 2f ed 3f 5f 49 09 cb 6¢ 9b 30 19 ¢5 bc 1f 04 39 a5 ab 9e e5 c1 e8 51 Oc 35 0d ba da 42
5b d7 d9 33 36 c2 3d al 36 20 f9 6¢ el fd 97 4b 27 66

Data Ascii: kraw!|0-<Dd!aKxW\F4/=jd#:8=Eh\se$/f(Kg-JZ\c=>"L1=mM"E{Fd [=D7.V_(A/"h)o/?_II09Q5B[36=6 IK'f

Data Raw: 49 10 bb 95 f4 32 3a bc 17 d6 b6 31 7a 7f 69 a4 5d 10 dc 04 Oe 14 30 d1 81 ba 59 70 39 cb ad 69 47 93 c0 al
b7 5b 53 26 2b a6 90 d0 80 7a 84 27 3b 2b 3e 14 15 78 16 da c1 61 4d 6a 43 cf 84 d9 2b 27 83 a9 ab 68 45 aa 4f ec 5¢
e85bce el al c5 d8 f3 b8 8d 40 e8 57 2d e2 a2 33 42 8b 60 e2 32 b7 03 3a 26 7a b2 d0 66 ae df cc b9 9e 27 2c 45 54
3289 4a 00 c0 b3 57 cc 48 e8 03 3a af da c8 18 el 62 87 e0 1e 48 Of 70 45 38 5f 67 92 56 02 18 64 53 24 56 4f 32 25 08
5f 25 2a 39 13 86 5f 66 7 le be fd 03 86 d5 3d 77 af db 8f 8b ae 34 9e f9 96 4f 57 f3 91 ed b3 ec a6 46 e4 7f 21 ¢5 90 14
d4 5208 e2 32 01 5d 53 fb 48 34 23 4f 95 ae e8 3b 15 61 f1 ec ¢5 15 53 a8 1c 06 11 d6 00 a4 be 97 ab 05 e3 d4 3e 1d el
63 1e a8 79 8e €9 8c d9 a9 00 8b 12 31 Oa ed ec 00 44 98 e6

Data Ascii: 12:1zi]0Yp9iG[S&+2';+>xaMjC+hEO\[@W-3B"2:&zf ,ET2IWH:bHpES_gVdS$V02%_%+*9_f=w4OWF!R2]SH4
#0;aS>cy1D

Data Raw: fd a4 cO bd 40 64 Oc Oc 38 9a 29 bc d1 44 83 26 7f 60 fa ce 79 8d e6 2d 34 97 2e 96 38 a4 8b 99 4e 11 e3 15
3120 40 33 6d 9f 29 16 35 e7 53 0a 1f be 91 c0 3d e0 c5 5f 35 08 5b 63 e4 4a 5d fd ad 65 ae c2 3d a3 03 68 1d 28 cd f2
b5 4b 7e dc f2 78 69 e4 f0 c7 e0 c2 93 f0 26 95 46 e4 63 ec 2a 92 ff d1 de c2 ae 38 68 20 ce 5b 87 48 2b e2 b4 42 92 ec
4 0d c9 bc 60 dd b9 28 b7 27 77 12 ac 43 8d 5a d3 2d 19 e7 ae a9 df f0 47 b8 6e ch 7e 4c b7 34 44 1c f1 8d 7c 2e 4c d9
b3 1 f8 87 f4 1d 04 40 79 d9 ba a8 39 25 a2 b6 5b 87 59 ea 8e 66 78 3a 67 €9 1c 90 f1 1b 95 5e 97 b4 e4 da 35 70 af 22
5d 2f 41 dd b4 80 20 18 4f 83 07 ¢5 a6 3 82 3d 1f 5d 71 2d 03 40 12 34 46 d4 08 90 47 ea 72 60 fc b5 b0 2 b9 5b 35 aa
b2 fd 9d 16 23 6e c7 af d9 e c6 ff 87 f9 e5 52 38 6f 08

Data Ascii: @d8)D&'y-4.8N1 @3m)5S=_5[cJle=h(K~xi&Fc*8h [H+B’(‘wCZ-Gn~L4D|.L@y9%][Yfx:g"5p")/A O=]q-@4
FGr'[5#nR80o

Data Raw: ce 35 9a e2 e5 71 72 de 9f 51 89 92 94 04 c2 db 21 df b8 cd 57 5b Oe c8 47 64 14 ab fa 4c 2d 5d 57 ce e2 e7
1d Oe 15 74 84 c3 15 ¢9 94 19 ee 36 f6 a3 8e d4 e9 ea 99 ea d0 21 5f 53 bf 32 a6 59 bb 3e d2 d3 ae 00 8f 2e bf f3 ec ec
9c 4b df 89 ec ff 72 23 32 5b 25 7b 8e 5f 9d 23 24 1a 65 1a 2c 3d d7 06 8a 8e fd de bd 2a 39 24 da aa d9 d3 27 33 8f ed
dd bf 30 5e 11 63 30 d7 31 c9 c2 ae 9e 05 94 c5 b1 8d 31 06 7e 4e ca 61 20 79 9c 51 dc ef b5 51 c9 de 8e f6 d7 5a 7f de
labl 5186 84 d2 al bc 49 83 3f 46 1c 22 1e cf 36 35 1f 67 54 04 fe b6 a6 78 01 f7 67 61 36 b6 fa 56 fc ea b5 d6 90 el
71 4f d7 2b aa 75 65 2¢ 39 b0 52 4b d7 17 ff 9f cd c3 6b €0 f1 d5 9d 03 07 ee d6 fa b6 dO a8 32 db 90 f5 59 59 e7 45 6f e8
66 06 38 ch 02 af e6 b0 43 cd 38 88 d2 27 29 91 el 4¢c

Data Ascii: 5qrQ!W[GdL-]Wt6!_S2Y>.Kr#2[%{_#%e,=*9$'30"c011~Na yQQZQI?F'65gTxga6VqO+ue, 9RKk2YYE0f8C8')L

Data Raw: c2 77 67 e2 19 60 7e 44 d1 72 1b 91 7e 7c d5 ec da af 4d aa c9 7a Of 8c f7 36 fe 61 d3 44 87 27 59 af cb 7b
a6 3a 76 4a 89 5d a2 13 34 42 d4 a7 98 47 ea f1 6d 28 a5 96 d4 5f d9 4b cb 93 2e 92 36 a7 70 ef 56 42 bb ed c4 27 a7 00
53 38 6b 08 25 94 Oe ec 28 ab 2f €9 59 a3 le ef ea Oe 10 83 8b a6 7b fc ca 57 a9 e8 dd 47 6d 4e 9b 67 89 d3 a2 ae 77
aa 7f 69 3a 77 f7 16 06 45 20 1le 26 2e 01 36 9b 00 db 09 bf ef ce 07 69 60 18 9e a9 28 0b 93 68 d5 fd 3¢ 96 7d 32 f2 1d
68 5d 56 26 c7 35 f1 2a d8 00 7d f1 de b3 71 89 22 e3 52 42 c1 eb 8b ca c9 3e 72 f6 2f b9 de dO 80 7a 98 27 04 b5 1e 50
1358 e9 cb €9 98 53 7c 6d 1c ef a7 4c Oc 05 d3 d5 26 df 8b 42 33 7a f7 14 74 8c 8a d7 fe c4 41 74 41 e8 71 12 80 dc 52
5¢ 85 4c 04 63 2d 20 3d ab 22 cc 81 46 e3 f9 1e b9 81 2c 9e

Data Ascii: wg ~Dr~|Mz6aD'Y{:vJ]4BGm(_K.6pVB'S8k%(/'Y{WGmNgwi:WE &.6i'(h<}2h]V&5*}q"RB>r/z'PXS|mL&B3z
tAtAgR\Lc- ="F,

Page 38 of 52



kBytes

Timestamp transferred Direction
2022-05-12 17:41:27 UTC 130 IN
2022-05-12 17:41:27 UTC 131 IN
2022-05-12 17:41:27 UTC 132 IN
2022-05-12 17:41:27 UTC 133 IN
2022-05-12 17:41:27 UTC 135 IN
2022-05-12 17:41:27 UTC 136 IN
2022-05-12 17:41:27 UTC 137 IN
2022-05-12 17:41:27 UTC 138 IN
2022-05-12 17:41:27 UTC 140 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 80 8e al 38 6¢ 1f 64 73 7e 49 b1 c1 b3 d2 ca ad 75 0d cd 9c al 91 bl 28 2d 1d 53 2b 73 62 6¢ 5¢ f9 ab 47 d1
al a9 db ca ee 41 6f ch e2 43 18 58 03 3d 70 89 5c cc 6¢ 8c bb 6b dd b5 €9 13 dd a3 79 df 90 Oa 1c 4a a3 b6 42 8f 22 eb
8e 60 ¢899 34 99 3b b0 77 3b 76 5e b7 d5 76 ff 18 7a al fb bf 2f 47 f7 16 9c 4f 19 4f 98 2e 6e 5f e2 82 al 10 f2 le 6a 22
€316 14 a2 4 6b 98 dd cf 46 59 23 94 54 f4 93 d9 6b a0 bd fd 99 21 8f 97 c6 af 45 91 69 90 c0 d8 61 56 18 8a 28 €8 94
94 ¢9 9f 9f 24 db 9a 83 d3 ef ca 62 3e 58 80 bb 53 1a c7 7f 56 c3 5b 3f 26 c9 e5 02 a8 35 a6 8e b9 30 5a 44 b2 74 fa e2
20 65 ee 3e 55 20 21 d1 8f 0a f3 ef b7 ¢7 31 2c eb 18 53 19 d7 4d 2a 74 6¢ f5 32 a6 b3 50 b9 f1 10 9d 7b 76 €9 e7 48 ff
0Oa 28 15 55 08 c0 bc 5f 5a a5 9d 35 69 47 91 ca 23 c9

Data Ascii: 8lds~lu(-S+sbNGA0CX=p\lkyJB" 4;w;v*vz/GOO.n_j"kFY#Tk!EiaV($b>XSV[?&50ZDt e>U !1,SM*tI2P
{VH(U_Z5iG#

Data Raw: c3 76 fc da 9b a7 bf 5a bb 31 fc fa 16 1d ae 4a dd 25 15 53 al 4c 10 df 28 el 3b 8f 17 Oc be 43 dO e3 18 ff 7b
6e 64 4b a6 07 67 75 f1 f9 b3 78 60 de 8e 6¢ d2 d3 64 f8 3a a7 4e ae 7d f3 39 b5 63 05 5e 2d 35 db 1b ef 99 1f 9d 19 af
20 d3 a0 a0 52 a9 7 67 fb 33 59 e2 70 dc ff 85 fe 69 c0O d3 46 fd ad c8 3c 9d 2d 3d 96 d2 cd a9 76 64 ba e4 f1 46 c1 5b d5
07 26 0a Of f9 da bd ce f9 1a 02 39 fa 5f 73 7a 32 26 10 67 02 1e 4a 84 d1 87 2b 66 e4 09 a2 3 8¢c 29 Ob c4 41 12 5d 5¢
a4 01 1d 9c de 10 83 33 16 05 fa 1d f4 cb d2 3a e2 8b 5f ec 75 7b a9 63 fe 2f ad 32 82 8e a8 ff c5 bd cc 01 f4 a9 3b a9 Oc
d2 dc b6 a8 61 09 00 df 33 7c cb 3c d8 42 2b c9 80 8e f5 d0 aa 7c 87 11 55 17 24 36 9b 3e 94 08 95 8¢ 20 55 1d ac 56 79
8d e4 18 cb 73 6a ba 36 86 b4 eb 6f 2f eb 8f 14

Data Ascii: vZ1J%SL(;C{ndKgux'Id:N}9c”-5 Rg3YpiF<-=vdF[&9_sz2&gJ+f)A]\3:_u{c/2;a3|<B+|U$6> UVysj60/

Data Raw: €8 7e 50 e9 fd 85 56 c8 e5 19 90 fb 5f 8f b9 ac 55 eb de 33 db 04 24 45 c1 1f 26 2e bb f4 bd 11 fd 36 99 c6 37
06 49 ba 23 18 d7 55 22 6a 6d f5 34 16 10 03 c9 d6 30 7e 5b 46 €8 c7 35 6b 2f 05 19 5b d1 f1 bd 59 70 03 01 45 68 47 8a
fa €3 30 3b 52 20 05 3f a0 2b a4 57 8e 21 15 64 1e 50 89 5d 3b d2 cf b8 7d 6b 45 e5 ce 55 5b 26 83 b2 a4 0Of 26 8e 62 e4
50 71 6a 8f a8 a7 c1 f8 d6 91 74 41 72 74 2a 9e fa 72 71 8a 64 fd 42 2f 34 17 29 43 b7 a8 bf e6 d9 ca 93 03 52 65 bd 55
36 af 53 6f be d2 cc €9 61 €6 74 80 b9 6 c7 3e de 2f b5 b4 18 54 27 96 4e 10 a0 4c 14 2e 49 73 1a 36 05 62 4a 2d 77 08
5f 25 36 39 2c e0 7e 38 el 3e 9c f3 2b 7f cb 2d 59 7c b0 f1 ec 85 b2 e4 87 c4 d5 76 fe aa ca ac bf 1c 07 cf 6d 07 ff 8d ec
d5 52 2e fa 4a 7f 3c 4d f1 64 d2 76 d5 b6 a9 60 63

Data Ascii: ~PV_U3$E&.671#U"jm40~[F5k/[YPEhGO;R ?+W!dP];}kEU[&&bPgjtArt*rqdB/4)CReU6Soat>/T'NL.Is6bJ-
W_%69,~8>+-Y|vmR.J<Mdv'c

Data Raw: 58 20 8d 74 el 88 6e e2 08 8d 67 19 ab 85 cd f9 89 c1 00 ef 81 e2 16 03 d4 f6 2f c4 28 f1 01 db 15 00 48 42 b9
d9 Oe e0 b2 a6 d4 86 ab e6 a2 1c 5b 25 04 38 85 31 bc d1 44 83 26 7f 88 fa ce 79 8d e6 12 1e Oc Ob bb ac a7 b9 f5 48 0f
bc 14 31 37 48 e4 78 9f 2f 22 77 60 33 Ob 19 90 08 c0 c6 c4 e8 55 33 4f 24 43 db d8 78 d0 a5 6b 77 9b 3c a5 29 26 55 5d
cc f2 ae 5e 29 bf d6 55 60 e8 6d c6 al 80 9b f4 06 d3 4e cc 9a 77 Of b9 c4 71 80 fa ae 38 6¢ 20 Oe 4f 87 48 ac ef 60 51 b4
ca 5e 8b b7 dd 41 91 b5 08 ed 39 7e 3a cf 67 a0 4e df 8b 3d 87 af a9 fb 97 d2 b8 6e d4 ed 41 63 27 62 3a 5a Ob 02 4f 6d
8c bf d1 a3 99 f8 35 67 64 54 cd b6 Oa 1c 45 a3 b6 7f {7 cf ea 8e 79 e9 37 b3 f9 3a b6 59 9d eb 3f b6 d5 e8 fa 69 69 87 db
c6 0a 6a e5 10 de 1d 18 4f 87 07 1d b2 e3 82 b8

Data Ascii: X tng/(HB[%81D&yH17Hx/"w 3U30$Cxkw<)&U]")U mNwqg8l OH Q"A9~:gN=nAc'b:ZOm5gdTEY7:Y?iijO

Data Raw: a6 b4 1e 62 8d 11 2e 11 a6 62 b2 2c 29 72 1a a8 00 7b 5a Ob 57 ee 7b 08 24 3f f8 c1 7f 38 fd 36 47 e0 2b 79
fe bb 0f e4 b0 f1 ee 8f 49 9b e6 c5 4f 57 f3 8d ed 8c c2 87 22 e2 5f db ca b8 ed ca 4b 26 31 59 7f 3a 78 79 32 4a 76 d5 b4
a3 98 1c 0a 35 4b al ee 04 75 91 4a fe 10 d6 26 9d c2 e9 ca 18 cb 29 20 48 7d 6¢ b1 d8 3e 90 bc a8 92 d0 01 8b Oe 83
d6 c1 fd 20 4e 8d 99 ca df f4 3a 24 5b 05 fe af a6 9¢c 39 Oa c9 e6 64 4b 16 55 7c cb Of fc da 9d 17 1c 09 cb 16 dc 7e 37 15
af 6a c3 a9 30 7e a8 42 c9 d6 29 e7 11 29 e0 62 bf 43 cb cc b1 07 7a 6e f8 44 0d 6b 20 54 70 fc 93 71 41 fd 98 {6 7 el
52 f6 e3 af 4f a8 57 55 df db 62 05 45 07 9f 23 1a ef 05 10 32 75 e8 01 51 a5 80 58 88 b0 71 61 16 6b €0 7e 05 f4 84 {8 43
66 0f 28 fc ad d0 34 e7 2d 3d 90 62 6e fa 05 43 9a

Data Ascii: b.b,){ZW{$?86G+ylOW"_K&1Y:xy2Jv5KuJ&) H}I> N:$[9dKU|~7j0~B))bCznDk TpgAROWUbE#2uQXgak~C
f(4-=bnC

Data Raw: d9 09 66 86 af 89 86 c9 c6 b8 71 c6 cc 90 9b 26 64 16 f6 f3 1d 2f 6¢ 88 9b 52 f9 98 8 af d8 6¢ 6b f9 b0 89 46
44 a3 96 35 be db ea 91 7f ca e6 4b f8 3c 9a f5 65 f4 5f b7 d1 cc 7e 34 68 87 41 79 02 55 d1 16 5a 40 19 4f a7 a4 5f a6
€3 9d b6 12 89 61 0b 25 €9 90 4a 27 f5 6b 9c 67 4f 6a 48 05 2e 95 d9 82 ff 6b 6e b2 fd 99 16 33 77 c7 af 5e 93 12 ef al df
4b d0 46 Oe 29 e8 90 2e 4a b3 8e 02 61 5a ae c2 c9 ca a8 31 58 80 86 e0 fa c6 7f 4e c1 24 40 47 ce cf 84 f6 b2 a7 8e bd
8a d8 68 a0 52 40 21 0d 74 c8 3e 81 2f 21 d1 b0 a3 c2 16 b6 d9 1f ff 68 66 34 32 55 37 6b 92 6¢ f1 12 94 97 7d a8 4d 15
57 6a 50 c9 6f 34 f1 0a 08 a0 64 f1 c1 a6 71 89 22 e3 52 42 c5 eb 8b ca c9 3e 72 8f 2e b9 de d0 80 7a 9b 27 04 cc 1f 50
1358 b9 d9 e9 98 56 42 bc e4 ee al 60 a4 fd cc b5

Data Ascii: fq&d/IRIKFD5K<e_~4hAyUZ@0O_a%J'kgOjH.kn3w"KF).JaZ1XN$@GhR@!t>/'hf42U7kI}MWjPo4dq"RB>r.z'P
XVB®

Data Raw: 06 ed 30 06 €0 4b 4f 70 06 59 cf 75 f1 fd b3 d8 7a de 8e eb df 07 77 de 1c 84 9 dO 1c d2 al be 43 cf 40 27 1d
b8 3f c2 8d 13 3f ad cf 21 d3 84 30 43 a8 f7 78 71 3e 8d f2 56 fa df 02 80 08 el 71 4d dd 66 d5 14 64 b6 18 bd ea 6d 7 dc
64 ba €0 f1 8d db 5b d5 82 Oc Of e4 de fa b0 e5 7f 64 43 90 5 5b 53 a9 3a Oe €9 fc 27 35 72 24 8f 2a 2b 66 €0 09 61 €9
8¢ 29 8e €8 44 9 7a 7c ae 2a 9b e2 9f a0 8¢ 37 36 d7 f6 35 0d 50 7 11 da 2b 01 40 75 7b ad 63 2b 35 ad 32 07 a7 ad 14
€2 9d ¢7 2a 76 d7 7a 16 03 d6 fc 67 bb 49 f0 9b fa 18 47 6f 62 77 42 2b cd 80 64 ef d0 aa ff 8a c5 45 31 02 12 18 40 f5 29
45 87 00 9a Ob 84 af e2 a8 cf 23 6f 2d ¢4 ba 36 82 b4 03 75 2f eb Oe 19 ce 69 ca 6a b5 ad 42 3e 98 32 0f 3f 6a 8f be a7 5f
cd 7¢ 02 31 05 93 da 42 5d dd 5b 56 57 ¢3 20

Data Ascii: 0KOpY uzwC@'2?/0Cxq>VaMfdmd[dC[S:'5r$*+fa)Dz[*765P+@u{c+52*vzgIGobwB+dE1@)E#0-6u/ijB>27]_|1B]
VW

Data Raw: db 16 2c e2 1a 14 4f 46 c2 19 d7 49 2a a3 71 f5 32 23 8e 55 51 d6 30 7c 51 f4 97 a6 34 f1 Oe 08 fa 7c f1 c1 26
7c5d 32 c574 99 46 95 ea eb 81 27 52 26 32 91 27 4b a5 51 a0 83 5a 04 1f 50 17 58 e4 c1 e9 98 d6 4f 68 f4 c8 87 b8 27
83 ad 94 68 c2 8f 62 fe 52 Oe 15 ee af 8d 43 a6 85 91 74 45 c8 a2 06 8¢ dc c8 66 a6 76 db 42 de 27 17 29 7c f8 9d 46 e7
c6 c5 91 78 2d 04 ba 7f b4 f1 01 6f be d6 76 38 4d f7 52 3a af da d5 18 de c7 a6 b4 18 68 51 72 4f 10 b9 4a ba a9 29 72
1c 18 a7 28 2a 2c 77 96 5a fd 25 1f Oc 4e 5a 15 f0 38 9e 14 2a 7f d4 1d fb 98 bl f1 f4 87 cd 9b e6 c3 ff fO a0 fe ca ac bb
a6 d4 e3 7f 21 45 9d c0 c4 74 2e 3e 59 7f 3¢ 72 69 51 2b 77 cb 98 7a e7 1d Oc 1f 57 fa a2 14 53 b5 14 08 11 d6 06 14 f1
c4 d8 22 ¢3 27 20 48 7b 66 a9 bb 5f 91 a3 al 9a 56

Data Ascii: ,OFI*q2#UQO0|Q4|&|]2tF'R&2'KQZPXOh'hbRCtEfVB')|Fx-0v8MR:hQroJ)r(*,wZ%NZ8* Et.>Y<riQ+wzWS" H{f_V

Data Raw: 15 41 4b 42 b9 d9 Oe e0 b2 a6 d4 c7 a8 e6 a2 1c 78 2e 04 38 85 34 bc d1 44 83 26 7f 8c fa ce 79 8d e6 12 51
0f Ob bb ac a7 b9 6 48 0f f3 17 31 37 48 8c 73 9f 2f 23 54 b1 cb Oa 1f bc a4 3c d9 a4 €9 51 17 37 3c 41 db 42 c7 d8 9a 5¢
71 e3 24 a7 29 06 43 18 d3 f2 b1 48 29 bf d6 55 60 €8 6d c6 al 80 9b f4 06 90 4d cc 9a 77 Of b9 c4 71 80 b9 ad 38 6¢ 20
19 44 87 48 ac ef 60 51 b4 ca 5e 8b b7 dd 41 91 b5 08 ac 3a 7e 3a cf 67 a0 4e df 8b 7c 84 af a9 fb 8e d9 b8 6e d4 ee 41
63 27 62 3a 5a 0Ob 02 4f 6d 8c bf d1 e4 9a f8 35 67 64 54 cd b6 0a 5b 46 a3 b6 7f cf c4 ea 8e 79 €9 37 b3 f9 3a b6 59 99
eb 3f b6 d5 e8 fa 28 6a 87 db c6 0a 6a €6 10 de 5c 1b 4f 87 07 35 b9 e3 82 bb 12 89 61 Ob 25 €9 94 4a 27 f5 6b 9c 67 f4
69 48 05 2e 95 d9 81 ff 6b d5 b1 fd 99 16 de 71 c7 af

Data Ascii: AKBx.84D&yQH17Hs/#T<Q7<AB\q$)CH)U mMwq8l DH Q"A:~:gN|nAc'b:ZOm5gdT[Fy7:Y?(j\O5a%J'kgiH.kq
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2022-05-12 17:41:27 UTC 142 IN
2022-05-12 17:41:27 UTC 144 IN
2022-05-12 17:41:27 UTC 145 IN
2022-05-12 17:41:27 UTC 146 IN
2022-05-12 17:41:27 UTC 147 IN
2022-05-12 17:41:27 UTC 148 IN
2022-05-12 17:41:27 UTC 149 IN
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Data

Data Raw: 38 9f 4a 7e d4 39 51 bb b3 f1 ea 35 11 b7 f4 e3 f5 4c dc 9f cb 8c 8f a7 22 e2 60 Ob {7 41 ec d5 54 24 4e 26 1e
3d 52 ff 6¢ 14 75 d5 b0 19 ¢3 30 18 13 1 bb c1 15 53 91 6e de 10 d6 19 a7 fc 10 cb 04 e5 fa a3 36 1a 47 33 a2 7f d1 be
ac b2 35 25 a6 1f 3f d3 ac ee 06 6e d2 1b eb df d4 3d 1a a2 04 e5 81 75 1f 47 6d e2 64 1le Oa 56 57 78 eb 15 d8 7 8c ab
19 65 d8 30 fc de bd 34 af 4a c6 97 c9 7f b3 6¢ 1a 51 57 80 3a af 9a 23 fc 41 cf ec aa 23 57 7c 44 41 62 7b 06 74 d1 6d
b2 71 61 c1 87 de Oe ff 76 d8 30 28 31 cf 7c d3 a5 9a 20 07 41 27 87 07 37 fd b9 15 5¢ 65 ce 21 f3 3d al 58 a8 e8 6b 49
ef 75 f3 50 d6 77 fa 9f 68 €0 75 69 b9 af d4 14 fe 09 10 81 de 6b 93 15 65 ba c0 74 6¢ c0 5b cc b5 fa 26 1d d9 dO 34 bl
98 1b 22 95 d5 1a 71 65 3b 94 cc 4b 13 3e 40 47 ad e6

Data Ascii: 8J~9Q5L" AT$N&=RIu0Sn6G35%?n=uGmdVWxe04JIQW:#A#W|DAb{tmgav0(1| A'7\e!=XkluPwhuiketl[&4"q
e;K>@G

Data Raw: 66 ee b8 d3 46 44 a5 9c d9 d9 ba eb 8e 62 c2 7a 48 8 3a 2a 56 36 87 78 97 b0 ee da 35 48 57 ff 5¢ 2f 58 fd
1e 07 40 19 49 ad al 38 c7 e2 82 a3 1a 16 62 Ob 23 59 37 19 54 d2 4b fe 45 ea 6b 68 df 90 b0 f4 8¢ f6 63 32 b2 fd 9f 1c
2110 a6 ae 43 bf cb 89 a3 d9 61 c8 1d 42 3a ce b4 69 ee b2 8e 22 2 5a 83 d3 f0 e1 26 ¢9 59 80 a0 51 65 b8 1e 51 e9 d9
61 2f ca e5 06 12 f6 8b 9c 9f 8a 17 6b a0 52 fa 10 05 65 ee 01 2f 06 d8 d0 90 06 f1 94 c8 a6 36 06 6d 46 5b 1a d7 49 90
b6 41 e4 14 1c ff 7f a8 d7 10 67 5e 76 €9 db 1d 08 Ob 28 0d 57 77 bf dd 58 70 27 c3 3e 6a 47 95 70 ee e4 28 74 06 45 bb
de 4a 85 74 af 01 24 7a 37 78 ea 79 16 c6 c3 1e 32 Ob 44 e5 ea 87 21 24 83 ad 2e 02 f2 9d 44 c2 11 f5 14 ee 89 eb e0 d8
e4 8f 5b 69 11 50 07 8a f6 d4 3d ea 65 fd 66 0d 4a 15 29

Data Ascii: fFDbzH:*V6x5HWVX@I8b#Y7TKEkhc2!CaB:i"Z&YQeQa/kRe/6mF[IAg"v(WwXp'>|Gp(tEJt$z7xy2D!$.D[iP=efJ)

Data Raw: 61 05 41 07 29 05 1a ef 81 1d e6 66 ce 27 f9 22 fe 39 a9 f7 63 41 9a 76 3 56 66 dO a9 ec 4f c0 fd 4b fd ad f4
28 43 2¢ 3d 8f €9 63 2e 16 65 bc ca 57 33 al 5a d5 99 23 aa 1f df fa 2c ea d4 08 04 b1 78 5d 73 65 1b 43 ce 66 02 07 40
2a 56 e7 2a 60 ca ab d0 93 8d 29 95 c1 e2 02 7b 7c 32 25 30 8d d8 81 02 31 16 1la d7 58 2a ca d2 20 e0 f4 20 8d 72 51
2f 3d 92 2f ad 36 38 24 87 ed €3 07 e4 2d e5 8f 3b 98 01 d2 dc 89 c9 6e f0 01 c2 1d af 48 42 bf 69 ad b3 c1 81 f4 d4 8a
76 a0 3c 44 ab 21 15 88 18 b4 b8 47 83 20 75 70 a3 af 78 92 ee 1a b0 Oc Ob bd 1c 04 ea 85 6f 2f ef 35 a0 35 68 ca f6 ba
02 2e 79 b9 a3 09 1f ba ae 38 80 c5 €8 4e 05 3f dc 42 db 44 77 7f c9 2c 56 ¢3 39 85 bb 04 63 49 56 d7 9c 45 27 66 45 57
66 c2 cf 24 e7 81 9b e7 Oe 73 4e cc 9c c7 a8 ea b4 56 a0

Data Ascii: aA)f""9cAvVfOK(C,=c.eW3Z#,x]seCf@*V*"){|2%01X* rQ/=/68%-;nHBiv<D!G upxo/55h.y8N?BDw,V9c
IVE'fEWf$sSNV

Data Raw: 09 7d f1 5b 99 74 62 05 c3 e6 6a 47 95 ca b4 e0 3a 52 39 22 91 27 4b a5 51 a0 87 5a 04 1f 50 17 58 a5 c2 €9
98 d6 4f 68 f7 ¢8 87 f9 24 83 ad 94 ab f6 8f 62 fd 6e df ed ef a9 al ef 5e 9a f1 75 41 ec 71 b3 8e dc 52 d9 ae 49 ef 44 0d
92 15 29 5¢ 8d 20 6f 7 d9 d3 ad a9 d5 05 bc 53 18 09 le Of bf d2 52 ec f9 f5 52 a0 10 d2 ea 2c d8 13 12 b6 18 48 2f db
66 10 a6 79 85 78 d1 73 1a 34 0f dO 35 4c 76 92 7e 28 92 1d Oc d4 e5 1d cc Oc 98 c¢1 9d 7d d4 3d 51 4e 98 f1 ea b0 17

b2 1f c4 d5 74 f4 19 b5 cd be 86 26 c2 c8 23 df b8 77 f0 7f 1c ee 78 c¢8 3e 52 fb 6¢ c¢5 5e d5 b0 9c ed 35 f3 34 d1 82 €9 93
2d d0 35 ff 14 f6 be 8c d4 €9 50 21 ce c2 07 68 c3 44 33 a6 7f 68 95 ac b2 b0 19 a3 f7 18 f3 ea c6 80 10 93 99 ca db f4 9a
30 5b 05 7f a2 72 8f 1f 2c 5a 66 1a 2a 37 47 52 eb

Data Ascii: }[thjG:R9"KQZPXOh$bn"uAgRID)\ 0SRR,H/fyxs45Lv~(}=QNt&#wx>RI"54-5P!hD3h0[r,Zf*7GR

Data Raw: 05 ad 8e eb Oe 34 78 48 a4 7b e3 5c 5a 7d fb fb 61 8f ca €5 06 a8 6¢ 8¢ 8e b9 b5 3f 41 59 53 da 02 Oa e7 90 7f
27 2e 25159 02 db 16 2c e2 1a 17 4f 46 fb 1a d7 49 2a 6¢ 46 f5 32 24 be 84 a9 d7 36 50 f9 08 88 c6 35 f5 2a e2 09 7d
f15b 99 74 61 05 c3 9e 6a 47 95 ca ca e2 3a 52 3e 07 40 df 4a a3 7d Oc 7f 45 64 1e 54 33 b3 14 c0 e9 02 69 47 57 c3 ce
6C 48 26 83 8d b7 Oc df 8f 7d b3 52 Oe 15 ee af 8d 43 a6 85 91 74 45 ¢8 9d 05 8c dc c8 66 a6 76 db 42 el 24 17 29 7c f9
ab 46 e7 c6 c2 91 78 2d 04 ba 7f b0 f1 01 6f be d6 76 01 4e f7 52 3a af da d6 18 de fe a5 b4 18 68 6d 44 4f 10 bb 4e 6b
51 28 74 30 b0 5b 37 4a 2d 73 b2 b4 0a 24 1f 96 f1 52 29 c7 3e 70 e3 2b 7f f4 54 5a 85 b1 ed c2 56 35 9a e0 ef 57 Oc bf
9e cb a8 9f 49 20 e2 7f bb fa 95 fc f3 72 c1 ca 58 7f

Data Ascii: 4xH{\Z}al?AYS'.%Y,OF I*IF2$6P5*}[tajG:R>@J}EdT3IGWIH&}RCtEfVB$)|Fx-0vNR:hmDONKQ(t0[7J-s$R
)>p+TZV5WI rX

Data Raw: 63 31 16 1a 6d 10 20 db f4 1c 27 0f 21 8d 54 18 81 43 f3 36 85 cb 19 ab 83 ¢7 61 e3 a0 01 f4 ad 3b e7 01 d2
dc 33 9f 64 el 27 ff ¢5 54 49 42 99 26 07 cd a0 9b dc 29 ab e6 a4 16 c6 4f 65 39 9a 3a b4 d9 47 83 20 cf 2f a9 be 5e ad
133049 0d 2b d1 1a 82 94 ff 46 d6 ea 15 37 1d ee b4 0d 9e 2f 38 7f 6b 30 Ob 1f 20 ab 93 b5 e3 c8 a3 11 17 25 63 b4 6e
5d fd a8 47 7f 3a 3c a5 2f 2c el 37 ad f3 b1 50 21 b5 d5 55 66 58 ca 95 d1 a7 bb 03 24 8a 4f ec €3 c1 2a 94 cc 7f 59 a2 af
3e 46 82 30 3a 86 48 b5 e7 6d 52 b4 cc ee 28 e4 ad 66 bl 45 2a b7 38 5e 46 79 42 8d 46 d1 52 66 86 a9 83 5d ae a7 b9
6e cf c4 9c 98 26 62 a6 55 a0 6e 08 4c 79 b9 f1 f8 b8 78 19 fd 41 66 cf b8 d3 46 44 a5 9c d9 d9 ba eb 8e 62 c2 e9 48 f8
3a2a 56 36 87 78 97 23 ee da 35 48 17 f7 5¢ 2f 58 el le

Data Ascii: c1m '"TC6a;3d'TIB&)0e9:G /"0I+F7/8k0 %cn]G:</,7P!IUfX$O*Y>F0:HmR(fE*8"FyBFRfIn&bUnLyxAfFD
bH:*VEx#5HVX

Data Raw: ad 78 cb 6¢ 85 fc ¢3 fc 07 3b ea 32 3f 95 d7 93 a0 8¢ 85 30 e5 0a 8¢ c8 92 ec f4 al c0 93 fd a5 5b 6 87 f2 c1
d4 17 eb ee 04 f9 59 1a 98 d2 7b 80 c3 64 50 46 5a 0a 8e 64 39 10 09 96 7c 2f 31 5e 43 61 8c 4f 8f d9 25 59 27 5d d5 8b
49 c5 ae f3 93 28 9c a8 f0 04 62 44 22 9d ba 83 62 3e 42 d4 8e 24 ab 60 92 1f ce 1d 71 4c 76 ed 4e 70 81 ea cb b8 d1 44
a9 66 1a 08 5e 42 fa 6¢ ab 8f 41 42 5b a7 ca 5e 72 32 6d 6e 67 6d 4d 10 ad c7 1d c4 3b 4c ac 29 53 7f Oe 52 61 €0 87 a6
85 94 87 26 28 92 4e b8 a5 4d 4e f9 2b ab 8b 16 16 d3 08 49 eb 16 87 55 ¢7 ed 27 d8 36 b8 9b 5b 25 47 51 4f 43 51 08
2154 c4 d7 fd 4b 6b d1 82 dc 7 €5 75 c1 45 el 48 a7 74 c3 fa fc 7e 12 56 2d 42 3d 08 f1 83 37 53 33 9a 65 96 8c aa 26
d7 9b 16 56 Ob 57 d7 73 e8 c3 be 86 03 dc 45 7f dO cd b7

Data Ascii: XI;2?20[Y{dPFZd9|/17Ca0%Y]I(bD"b>B$ qLVNpDfBIAB[*r2mngmM;L)SRa&(NMN+IU'6[%GQOCQ!TKKUEHt
~V-B=7S3e&VWsE

Data Raw: 08 69 el 31 bd a8 f7 d7 da 1a 9c 3d 7b a3 45 6e 6¢ 37 34 22 55 85 36 4d b8 3d cc 8c ce 90 65 94 cf 93 65 06
34 43 6e 0a db 01 b3 84 2b 23 92 bb a5 3d 2d 8d 61 1a 5d 09 c9 46 bd cf 37 bf 38 fa a2 Oc d1 3d 70 37 4c a7 e6 13 47 cO
ba d4 72 e7 57 d8 bd el 3a 9e €8 18 4b 1c 29 93 d2 d4 a3 94 69 ae 9b c2 7a dc 29 ff 58 ce €8 89 26 13 51 35 69 0f 94 cd
bl c5 6ae2 2c 8b d0 31 ef a3 ec ec 92 28 1b 65 31 78 b6 c5 56 fb d2 f1 75 99 1f f6 b4 a0 bd 4b 50 35 fd c5 05 8e a3 Ob
0d b8 b3 2b 26 bd 89 6d cd 8e cc e0 d6 dd 02 0d e7 21 bf 63 5¢c 60 eb 2a 0a 38 3e d1 92 10 dd 04 8b f2 24 03 7e 68 3¢
10 ef 47 05 9d 7e f1 24 28 bb 59 aa cd 16 73 63 7d ff d6 54 d7 37 Of 2f 44 c9 fe 82 30 78 34 95 68 55 39 a2 de bb 6 04 2f
04 0a bd e9 6d 6a 99 4c db e2 a5 c6 94 dc ba d1 04 60 55

Data Ascii: i1={Enl74"U6M=ee4Cn+#=-a]F78=p7LGrW:K)iz)X&Q5ij,1(e1xVuKP5+&m!c\ *8>$~h<G~$(Ysc}T7/D0x4h
U9/mjL’U

Data Raw: 93 el 20 c8 Oe d9 49 68 e2 6b ad 23 05 db ed b4 96 91 96 fc 81 fe 86 26 07 17 ee e8 5e Oe 6a 59 7c fb 49 89
3b db 28 €9 46 3e 25 bb cd 8f e8 c4 9a 86 78 20 a2 ba e4 48 b1 78 02 01 f5 27 4e c4 c5 b0 f3 5a e4 51 65 32 52 c7 5e da
b0 12 7f 02 85 d9 98 cd 2f 41 e8 6a al 2a bl bb 8c 07 80 02 8c b2 2a 43 53 8b b0 3 84 b7 62 7b c6 a8 05 23 3d 6d 7f a0
04 40 4e 26 43 d0 9d 02 5e e3 2c el 90 e0 5e e3 8f 06 57 10 Ob c6 3b 3c b5 d5 8f 9d 24 47 66 88 4f 72 b8 87 5¢ d6 Oe 2c
8a 6e 7d a2 4f e5 24 a2 3d 5e fd ec 82 eb 93 d7 18 f9 b2 06 0f 1c ce c2 8 fd 33 8e 31 ed 0a 51 52 5c 99 7d 12 af 82 b5 c1
f9 e0 a8 8f 07 6¢ 01 38 02 a6 0d a7 Oe 64 bc 1d 73 3c a3 89 a5 49 38 ff ¢7 87 cf 77 e7 49 11 48 c2 cc 2e c4 ea c8 b9 01
b7 43 e7 ee 9f 53 a2 9f dd 62 48 6f 44 3¢ 45 84 d9 f9

Data Ascii: Ihk#&"Y[I;(F>%x HX'NZQe2R"Aj*CSb{#=m@N&C","W;<$GfOr\,n}0$="31QR\}I8ds<I8wIH.CSbHoD<E
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Timestamp transferred Direction
2022-05-12 17:41:27 UTC 152 IN
2022-05-12 17:41:27 UTC 153 IN
2022-05-12 17:41:27 UTC 154 IN
2022-05-12 17:41:27 UTC 156 IN
2022-05-12 17:41:27 UTC 157 IN
2022-05-12 17:41:27 UTC 158 IN
2022-05-12 17:41:27 UTC 160 IN
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Data

Data Raw: c2 be ef 74 c0 9b b5 ac 4e 2e d4 68 83 31 52 8f b6 e0 f8 b8 c1 6d d7 82 0f db 76 ab ae 40 da 2e 4b 8c dO dO
c6 07 4a 8b 53 bf 98 ae ce 72 76 11 ff 8a a8 49 e4 c0 f9 2a 4e 39 58 98 ec 87 8b 08 79 3c db Oc ¢6 5d 2b 0d 52 06 51 19
5a 8f a9 d3 28 3d 17 ba b8 c5 20 69 db ed a7 53 8f cd 34 95 2a 93 6b a4 d2 c6 bd a7 8c e0 34 24 87 23 42 fa b6 3f 2b f6
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f9 b0 57 e7 c6 db 68 1e 6f 2d 3e f4 3b d4 b4 db 29 fa ad 19 68 c9 fb 25 e5 f5 41 c5 5d 1d 4e 3a 30 f4 12 98 c6 02 86 fc dO
a8 a4 a3 d5 40 85 81 1d b4 6b Ob 51 15 8d 3a 5¢ 03 el fd 98 94 fd ac 5¢ 90 24 79 8b ff 6¢ 2e 28 c6 e2 36 ca be ea ca 07
96 7a 1le 91 57 d5 73 5c¢ f0 2a fb b4 9f ae 62 1a ee af 39 7b 2e 9a 53 fe 12 7c 3b cb 46 35 d2 b4 fO ce 4e 15 34 62 4e a6
12 67 23 80 28 ea 22 8b 1f 21 6a da e4 9d fe bc 4b 8¢ d6 89 d5 57 d4 1a 86 cc 20 de 98 9d f5 b0 Oc 37 38 3¢ 4d 9c d8 6f
9f ¢6 cf 61 98 1a fO a0 bb 83 63 55 58 cf c8 le e3

Data Ascii: 6WIjniaxT7z0:|jr|zU6" 2Z]Y3;'r81:KWho->;)h%A]N:0@kQ:\\$yl.(62Ws\*b9{.S|;F5EN4bNg#("[jKW 78<MoacUX

Data Raw: c3 f9 47 73 1a a4 61 4c 9e ba 4e ad 6¢ 45 cc 00 Of df 2a 91 5b d9 57 18 e8 ea 80 93 f4 ad 65 86 ee 7e 79 66
a0 bd dd df 2d b1 75 ab 47 3f 2b 37 cd 26 2b 8a d5 e9 90 91 de 92 d0 55 26 44 70 5d 9a 76 f1 44 35 c8 45 2c 7d eb dd 1c
cc 96 46 3b 64 69 ce 42 e7 94 a3 0b 41 8e 67 50 43 0d ae 2f f0 4b 59 1e ed 46 79 76 d8 fb ca c2 c5 ad 35 7a 63 4a 31 99
3032 8ac42c 35af58 e4 5d 72 11 20 ae 87 ¢5 31 01 05 b8 38 30 ab 9c d1 a2 ed fe bl 52 fe 3d a5 f8 98 5e f1 d5 11 c9
cfca 79 18 74 3c 32 e5 3d ¢5 a2 99 03 c0 ad 1a 69 a8 ce 24 dc de 4c c2 54 1b 7b 21 36 ff 35 9b de 13 e3 af el b2 b4 a3
5 01 af 91 05 ff 68 03 51 15 cc 08 5a 1le e5 d9 84 8¢ fd f8 71 98 27 18 aa fc 5e 11 25 cf ¢3 3a e6 af 9e fc 0f 80 6a 3e 9d
3af4 16 79 e0 39 dO b0 9e 92 5c Oc e3 be 32 6e 33 83

Data Ascii: GsaLNIE*[We~yf-uG?+7&+U&Dp]vD5E,}F;diBAgPC/KYFyv5zcJ102,5X]r 180R="yt<2=i$LT{!165hQZq"%:
j>1y9\2n3

Data Raw: 09 9b 25 93 26 c8 8a 90 a2 4a al 7f c2 da 7f 3c 67 6f 1c 75 d2 2a f7 3e 4f 06 72 32 42 33 3f 72 34 fd 14 7c 41
7178 98 1a 56 86 6a d6 el 58 1a a0 62 32 ea df 85 8f c1 40 d6 83 ab b2 06 b6 9f 8¢ c9 cb d1 4b 8c 1b 4e a8 ec 88 ad 26
42 ad 36 18 48 3a fb 09 45 13 a6 €7 ea 92 75 0a 66 a5 e5 b1 61 20 6 5d 8b 78 d6 61 eb a0 b6 87 6b 8d a4 49 48 39 2f
33 e536 91 f8 c5 b2 ea 69 8b 48 70 f3 ab 85 06 26 9b 98 ab b6 d4 41 5b 5b 66 8¢ 87 3b f4 39 69 8a 64 7c 43 17 32 11 eb
df 89 a8 c9 e2 6a 50 a8 59 92 99 63 7b c6 4a 88 cd 59 7e f1 00 30 94 43 el 7f c5 9e 46 d4 43 89 86 30 41 10 6e 2a Ob 20
18 6¢ 74 93 97 93 12 Ob de ea 9c f7 9b 1c de 7c c4 4f c9 17 d3 e3 d1 63 46 2a 27 59 49 la aa f4 35 59 Oc ce 66 b8 a4 c8
33 a8 96 Oc 61 74 1f f3 17 8f 8c ea 9d 2a 81 1d 25 9f cc

Data Ascii: %&J<gou*>0r2B3?r4|AgxVjXb2@KN&B6H:Eufa [xaklH9/36iHp&A([f;9id|C2jPYc{JY~0CFCOAN* It|OcF*
'Y15Yf3at*%
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kBytes

Timestamp transferred Direction
2022-05-12 17:41:27 UTC 196 IN
2022-05-12 17:41:27 UTC 197 IN
2022-05-12 17:41:27 UTC 199 IN
2022-05-12 17:41:27 UTC 200 IN
2022-05-12 17:41:27 UTC 201 IN
2022-05-12 17:41:27 UTC 202 IN
2022-05-12 17:41:27 UTC 204 IN
2022-05-12 17:41:27 UTC 205 IN
2022-05-12 17:41:27 UTC 206 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 40 f6 d4 5c e8 77 2d 6¢ 30 30 fe 35 96 c5 67 el ca dd 84 86 a3 ca 1d a2 8b 07 9a 55 07 48 2f db 19 5c 1f e5
d4 9f f8 ca 8c 59 ba 24 0d 89 f5 58 34 2d cc d8 5f e4 b4 84 f8 03 90 6¢ 23 97 54 b0 20 62 €6 2a d2 b8 c2 93 7a 46 c4 b4
31 5f 359245 8d 28 76 21 87 40 23 d2 bc ¢c3 d7 4a 1c 09 68 42 b7 7b 5b 28 f4 Oc fd 33 b5 27 27 66 d5 c4 9d fc b7 4b 98
ca 8e ed 53 ca 27 a9 c9 2c c9 86 8f d5 b0 Oe 3c 38 Ob 4d 9b e0 67 82 d3 fa 6b 94 11 83 80 96 99 7a 55 35 ae el 17 8c
a4 1e 3c 80 a7 20 33 al 8a 68 88 9a c8 fa dc d8 1e Oa d4 3b b5 6a 20 36 97 6d 52 4b 4c ff c2 65 bd 7a d3 a4 43 6f 06 08
3248 a5 26 7a f6 1e 81 4b 78 f7 09 c9 94 5f 16 17 13 8a b3 5¢c 9e 64 28 45 1c 9c a4 ea 38 1c 56 86 17 07 2b f9 8f a8 bd
53 3d 48 2f f4 bf 3e c6 3f c9 6e 48 09 7b 33 67 11 79 ae €9

Data Ascii: @\w-I005gUHNAY$X4-_I#T b*zF1_5E(vI@#JhB{[(3"fKS',<8MgkzU5< 3h;j 6mRKLezCo2H&zKx_\d(E8V+S=H/>?
nH{3gy

Data Raw: d6 3a 42 b8 5f 88 5f ca ec 03 fc 00 bd 95 40 72 39 02 0d 12 45 38 6a 13 9e 8f fa 05 09 b3 de 84 98 88 1f ba 7f
dc 4fec 3e al d8 ca 17 4a 31 42 73 63 76 88 f0 47 76 13 a6 4c 83 d6 ef 2e c1 93 02 13 16 3d b5 39 8e 98 e5 8a 39 92 1e
3f 94 c9 b1 66 64 7f 49 e2 91 25 b0 55 10 d3 8¢ b5 28 b2 5b 86 ed 66 44 74 be 96 f0 a0 95 7e 47 3 f5 18 16 11 7f 6b 8a
09 66 7d 12 02 ea 88 49 09 84 4c dc f2 df 4c e5 a3 19 66 1d 19 da 00 4e f9 8c d7 e5 50 73 4a 98 5¢ 63 be 9f 5d a6 6¢ 46
e8 06 7b f9 2c ba 40 d9 57 7f ce 7 ed ae fc af 61 93 cc 76 72 6d a6 93 cb d0 2¢ 93 75 8¢ 50 37 3b 21 d1 26 59 cd f3 e5
97 a5 d8 8f d6 45 0d 55 61 56 ee 57 f2 41 20 f1 20 10 66 e5 df Ob €8 86 77 3f 68 65 cf 7e e3 fa 80 02 4a 99 15 62 4e 1b
be 09 f2 01 7 30 fd 57 4f 70 d7 a0 fd c8 a8 98 38 7f

Data Ascii: :B__ @r9E8j0>J1BscvGvL.=99?fdI%U([fDt~Gkf}HLLINPsJ\c]IF{, @Wavrm,uP7;!&YEUaVWA fw?he~JbNO
WOp8

Data Raw: a9 04 73 Oa 8d 75 43 5a 60 a2 e9 6e b8 53 c0 a2 59 72 28 14 55 6b d7 Oc 66 f2 1c 86 57 58 d3 Ob cd b9 44 3b
09 11 9a ¢7 52 94 7e 77 5f 14 92 aa cf 59 39 60 91 31 Oc 22 fb 9e a2 a8 56 21 26 48 dc aa 15 e6 25 ef 65 41 Ob 6a 39 72
14 65 c0 9a fd 38 35 06 97 8b c3 2f 48 f7 c4 d5 4b ac 8f 05 87 Oe a8 50 8b cf c6 b0 b4 90 d3 06 24 8c 34 69 f8 b5 33 2f f8
64 8e 07 59 79 42 5a 39 e9 e5 20 86 ac a0 cd c2 5e 61 d8 30 5¢ fb 09 Of d2 al 56 89 3d 82 33 cc f9 f7 92 4a 97 5f d4 b4
5b 3a 6a Oe 3b 75 f6 07 e0 31 45 01 1a 64 44 23 27 59 32 fc 0f 65 41 6d 6d a0 1a 71 95 7b d3 92 2b 2c ad 4e 05 e0 dc df
bd c6 5a fe 89 b2 a6 5¢ 98 f0 b9 c1 cc 86 66 8c Oc 21 9c d7 83 al 33 67 a6 2b 7f 7f 3d 95 3a 4e 05 a6 d9 ec 88 6e Oa 66
a8 f7 b7 70 3e 9f 60 9a 68 a2 28 dc b1 8e bf 68 82 a2

Data Ascii: sSuCZ'nSYr(UkfWXD;R~w_Y9 1"VI&H%eAj9re85/HKP$4i3/dYyBZ9 "a0\V=3J_[:j;ulEdD#Y2eAmmaq{+NZ\
fI3g+=:Nnfp>"h(h

Data Raw: dd 4b 76 71 b7 b2 dd ba 2e 95 75 80 76 23 3b 30 dc 2d 5f cd €9 d0 b1 be ce b6 cd 55 2a 45 04 5f ff 4a cb 64
2ae0 41 39 4f ea cb 28 e2 8b 5c 3d 0d 6¢ de 42 dd d7 8b 1b 41 9f 15 56 52 1c 95 38 6 4c 57 1c f6 47 65 6b ba c9 db d3
86 80 30 61 54 4a 36 b5 36 5d b8 d9 29 16 a0 5e c0 59 72 63 Ob a9 95 d8 3a 40 25 b4 30 16 b6 ef fa 83 f3 e2 80 52 ce 2a
af e8 94 5a e0 d5 15 e3 d1 d6 48 18 45 20 38 f5 31 c1 b3 99 04 dc be 11 6c ad ef 34 f0 c3 5¢ b7 7b 11 54 23 27 ff 28 f9 cc
02 2 f0 f9 b4 a2 b2 b8 1d ae 90 36 ca 49 10 48 70 ea 19 5a 33 c5 d5 85 9d ea 96 54 91 12 1c ad e6 4f 35 14 cc c4 2b a7
a8 8f fa 39 ab 71 3e 9d 48 de 12 77 c6 3b c5 a3 89 a8 65 07 f5 af 5¢ 7c 28 85 42 fe 07 6d 3f d0 42 24 f4 86 3 d2 5f 03 14
0b 6b b7 66 44 11 91 09 ca 22 9b 1e 2d 76 cO b0 ac

Data Ascii: Kvg.uv#;0-_U*E_Jd*A90(\=IBAVRBLWGek0aTJ66])"Yrc:@%0R*ZHE 8114\{T#'(6|HpZ3TO5+9g>Hw;e\|(Bm?
B$_kfD"-v

Data Raw: 77 db 09 46 51 73 60 9b 0d 7d 8c 6e ca 98 2b 3d 97 4f 08 f5 c5 b6 8f db 64 €8 89 b5 b0 00 aa e6 cb ee fc f4
5b 92 0b 72 ba cc bd a7 3d 7e ad 2a Ob 45 52 88 29 5f 28 85 c2 ec 9e 64 0Oa 7c 86 el al 45 21 de 4c 86 10 95 6a e7 a4
8b a5 65 91 b4 71 3a 14 3e 4a a6 19 f8 d0 c9 el d6 73 ff 6b 74 a3 9e 83 7e 17 f2 df af ab 84 51 5d 23 7c e5 d5 3a fa 50 7f
97 16 63 7a 65 3a 00 92 8f bf a0 9d ce 43 24 9e 4a fc bb 4c 15 €9 30 dd f8 4a 7e d2 10 30 b5 53 el 58 d5 9e 67 c4 43 aa
96 30 60 00 6e 05 1b 20 45 56 06 98 8b f2 05 04 97 €3 86 9b 9b 1b bb 74 da 2e da 14 bc cf fe 06 71 20 4e 71 51 24 94 ab
035953 8b 62 ea 94 ad 19 9d c4 25 4c 22 40 b0 14 d1 cc ¢5 ¢7 50 cd 35 Ob ¢5 9f 90 50 54 1e 04 d3 bb 72 aa 17 67 5¢
98 fd Oa c3 3a 91 31 99 e8 64 99 32 04 47 f9 12 95 eb a9 09

Data Ascii: WFQs In+=0d[r=~*ER)_(d|E!Ljeq:>Jskt~Q]#|:Pcze:C$IL0J~0SXgCO0 n EVt.q NgQ$YSb%L"@P5PTrg\:1d2G

Data Raw: 7c 2e 7e 0d b2 7 d8 99 f9 27 7c 48 7d ff 91 2b 4f 40 83 b7 5e ad de ca 8e 74 62 f2 4d d8 39 b1 6e le 9d 56 b2
5 ec ¢8 b5 9d 81 fb 5d 2e 55 77 db f8 61 18 4e 96 a6 57 a3 €3 80 a6 32 7e 41 Oc 28 d1 93 21 54 75 72 8a c6 7 79 c9 24
a6 31 e9 81 58 6e d9 32 d4 84 33 b5 ee 02 bd 36 aa 6b 2f a7 f9 60 53 2a ee 05 el b4 Oc ed a0 Of 1f e9 fe 9e da cf e8 Of
22 d8 6d b4 fa ca c3 5f 50 fb 5¢ 70 42 e8 e5 14 09 e6 ae 9b ab 2b 46 68 b2 d3 ff Oc 00 66 ef Oc a6 c3 2f df 96 20 da 17 a4
46 16 0f 69 62 33 16 d9 5b 8a 56 64 f1 32 3¢ 96 7d ba d0 39 66 69 7 d4 db 27 84 16 35 17 60 ed dc be 44 6¢ 33 €3 53
74 5b 87 df c5 d4 26 4f 28 32 ab eb 57 a7 53 8a 00 2e 79 0f 50 1b 64 0a d2 dc 96 51 76 58 eb f3 b5 7f 3b 81 af a4 27 d7
8e 7e f0 4f f9 09 f2 b4 a9 d8 ca d1 92 76 4b ef 52 15

Data Ascii: |.~'|HH+O@"tbM9nV].UwaNW2~A(ITury$1Xn236k/ S*'m_P\pB+Fhf/ Fib3[Vd2<}9fi'5’DI3St[&O(2WS.y
PdQvX;'~OvKR

Data Raw: e5 cb 73 de 18 ac 57 b6 79 d3 a0 b2 7b 03 61 24 15 2a 02 {7 98 32 1b 6f d6 2f c1 d1 85 58 a8 e5 e7 fc 14 72
fa 55 fa e4 cc fc 6f f9 75 59 fd ad d4 10 44 2c 3d 90 fc cb d7 17 65 b6 c0 d2 5f 42 1a c4 1f 2a 35 9f 9a e6 b0 ef f8 1b 30 13
b4 59 53 64 3a 1f 6b 4f Oe 38 65 10 2d a7 22 7e 8 3b 2¢c b7 90 2f b1 e0 64 12 f9 3d ab 06 0f cO f2 a0 8c 34 6e 74 b8 54
69 bd 9a 3c c8 08 26 8f 66 27 a5 47 3 2e bf 6e 1d ab 84 ec f1 ¢l ¢7 07 7 a7 06 19 Ob d7 fc a9 a8 cb b9 05 d7 35 44 15
41 bf 51 4b c9 a0 81 ec c8 ad e6 a6 36 5¢ 39 1c 20 9f 1e 95 29 57 e3 26 75 Ob 85 bd fa dc e4 35 4a 05 19 db 3e 85 b4 e5
6f 3f fa 97 64 3¢ 48 c9 7e 1d 6e 2e 03 8b b0 4e 03 bf ae bf a6 d7 b4 5a 14 11 38 46 c6 47 53 5 aa 51 5f c6 3d a5 3b 84
3a 40 cc f1 bf 46 83 1b d9 48 7a c8 ef bb ¢5 8f 8a

Data Ascii: sWy{a$*20/XrUouYD,=e_B*50YSd:kO8e-"~;,/d=4ntTi<&f'G.n5DAQKE\9 )W&uU5J>0?d<H~n.NZ8FGSQ_=;:
@FHz

Data Raw: a0 df 36 7a 79 7c f4 c¢2 3d 7 0a 29 1a fd 30 cb b4 79 73 22 fe 51 60 55 el ee cc cb 30 5a 2e 28 bc d0 44 ad 4a
89 09 21 45 1c 5e 10 7b 13 e0 €8 96 51 69 4b e2 e4 a5 58 a4 3e a4 be 2d c3 88 68 €8 70 f4 34 ee a0 a4 e5 d8 3 92 72
46 eb 57 16 fc de 52 43 89 6¢ fd 66 2b 37 97 €8 58 a5 80 46 e7 dd c8 b9 81 2c 01 bc 54 2f 8a 68 6d be d2 4e c4 4c f4 5a
b8 98 77 2e 36 fb 33 a6 b6 05 4d Oa 6f 4d 19 af 6f 9b 50 2¢ 70 02 2f 2¢ 5f 5b 24 75 b8 72 09 2¢ 16 Oc dO 76 20 f9 Oc 3e 08
2379 d4 3f 79 9d al f9 ee af 35 92 ee ¢8 d5 75 d6 96 c2 bl ba 94 a2 Ob 77 28 c¢7 b9 f8 da 52 08 c0 48 71 2c 5¢c eb 42 39
7 3c b8 93 e8 1c 28 24 d1 8c cb 05 5d al 3a f7 00 de 16 86 c4 el da Oa eb d7 21 4b 73 4e 23 a8 57 97 bc af ba al Oe 81
0f 0f f2 ee ea 06 6f f0 88 db a3 d3 23 33 52 15 f4 07

Data Ascii: 6zy|=)0ys"Q U0Z.(DJ!ENQIKX>-hp4rFWRCIf+7XF, T/hmNLZw.63MoMoP,p/,_[$ur,v >#y?y5uw(RHq,\B9
<($]:'KsN#Wo#3R

Data Raw: 57 2¢ 16 ed 57 02 ed 52 0a 85 b2 6a Oc 2f 3¢ 4d Ob 1a 3b f2 86 92 f5 ee e7 ef 13 20 b7 a4 ce 6a 8e af ec 5b
99 32 0b 9f be 8f be a7 45 ec 53 13 17 a5 47 d8 42 5d 7d b3 49 57 c3 bd al 2c 06 63 c9 ed f5 ad 46 80 4e d9 5¢c 68 ca f2
bd c8 88 92 f9 2f 82 46 c2 92 e3 22 9d dc 5e ae ab a6 36 64 Oe 40 53 81 48 b3 cf 84 55 bc dd 74 Oe c8 al 45 81 a4 3a 37
e5 7f 28 d4 4a 9c dc 05 8d 60 9e a7 al d3 d8 db bd 66 c3 f9 6¢ 94 2f 73 be €5 90 79 20 64 84 b3 ec fd 90 e5 30 e0 44 64
da 8d 2f 5a 41 be b3 5a a7 d9 e4 80 7a e5 0a 58 7a df b2 7d 15 93 7e b6 c6 ed c9 35 6¢ 87 da 54 22 4d 7 35 ff 53 9b 46
95 a5 4f ae ec 82 a3 27 75 7d Oe 36 d1 90 d1 44 fa 65 96 45 fe 08 48 77 b4 d5 4 f7 d9 2e cb dd fd ed 36 ce 6e a6 af 2f bb
5 e9 af c4 64 40 ba 86 35 ed 86 8c 01 af 8b 1f fe 62

Data Ascii: W,WRj/<M; j[2ESGB]}W,cFN\h/F*"6d@SHUtE: 7(J fl/sy dODd/ZAZzXz}~5IT"M5SFO'u}6DeEHw.6n/d@5b
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Timestamp

2022-05-12 17:41:27 UTC 208

2022-05-12 17:41:27 UTC 209

2022-05-12 17:41:27 UTC 210

2022-05-12 17:41:27 UTC 211

2022-05-12 17:41:27 UTC 212

2022-05-12 17:41:27 UTC 213

SMTP Packets

Timestamp

May 12, 2022 19:41:35.648189068 CEST
May 12, 2022 19:41:35.648559093 CEST
May 12, 2022 19:41:35.690192938 CEST

kBytes
transferred

May 12, 2022 19:41:35.690509081 CEST
May 12, 2022 19:41:35.732141018 CEST
May 12, 2022 19:41:38.619878054 CEST
May 12, 2022 19:41:38.620347977 CEST

Copyright Joe Security LLC 2022

Direction

IN

IN

IN

IN

IN

IN
Source
Port
587
49783
587
49783
587
587
49786

Data

Data Raw: 5e a9 97 86 33 62 be 22 f7 b8 e7 d1 54 1f 48 a4 7b d3 51 fb 4c 2f 71 c4 31 83 e2 5d 0a 35 d1 80 c3 17 53 b1
30 ff 14 d6 06 8a d4 f9 ca 04 e7 df 21 48 7b 42 c3 a6 5f 91 b8 ac bd af 00 8f Oe e9 3 ec ef 00 7d f3 9b cc cc d6 28 27 49
84 €9 84 4c 9d 2a 0d fO 66 13 0a 14 54 6b eb 9c fc c9 9f 84 3e 27 c¢8 b0 39 ec b6 dO a7 4f dd bd 31 70 b1 70 37 dd 3c f3
b9 4a 9c 0d b0 4d c1 e2 2d 08 74 60 77 70 a3 40 04 7a ff f5 8e 7f 6a fe 8e e3 e5 7d 43 dc 09 ae 5c¢ af 7a c6 b3 39 56 07
4f 29 16 02 1a fa 8e b6 26 65 dd 21 c0 a5 87 4d b9 74 5e 63 18 7a f4 51 fe e7 04 3b 7b 8c 6b 4e 7 a3 c1 06 e6 c9 3f 9e f6
45 d9 0a 6b b4 ee c4 5¢ 43 62 d7 93 0d 2f 00 d1 f3 bl ca f7 14 2c 83 80 42 7d 63 3b 0d €8 68 Oc 16 72 05 aa f3 38 €6 3d
28 a0 ef 82 3b 10 Oc 7e 75 69 fd f9 06 3d 9d ec 20

Data Ascii: *3b"TH{QL/q1]5S0!H{B_}('IL*fTk>'901pp7<JIM-t wp@zj}C\z9VO)&e!Mt"czQ;{kN?EK\Cb/,B}c;hr8=(;~ui=

Data Raw: 7d 12 80 4c 34 e0 ee d4 27 e9 8f d2 49 3e c4 ce 34 f0 53 98 47 8c 07 46 b3 f1 01 fa 38 63 60 18 22 ca 07 26
c5 a9 69 96 55 6b 63 43 25 b4 a5 e5 10 b8 49 d8 b3 ee 98 3f b2 7f 44 ce 41 b5 f9 6f a9 dd 41 52 2b 6e 1c ef 8c 1b fe 32
5303 e9 fe 8b c6 fd 6a d3 31 4a 01 ae 75 ff c8 71 58 f4 d8 4f 55 48 01 1a 80 ce a8 92 a5 b6 6d e8 a8 40 af Oc 3d 66 f3 02
3b 32 3c cd 8d 02 dc 16 b4 d5 b6 f3 67 68 1a 1f c6 5¢ 18 13 b1 f4 20 bd 9e 68 ba 57 ed 7b 69 7 el cf 29 ff 16 26 05 6f 73
c8 b2 4b f1 2b eb 5¢ 7a 32 87 6b 9a c1 32 59 26 29 b7 d0 44 ab 5f 82 10 a6 10 16 50 10 70 18 ce f8 1a 39 6¢ 45 e6 €0 a9
42 2e 87 ad b5 24 d7 8b 62 e3 74 f4 1c ee ad a6 d5 d6 ec 98 7a 66 ef 5a 12 9e 5¢ 8f 42 99 e5 f5 77 3f a6 ca 28 4e 2c 88
48 5 5a a5 ab 02 41 16 3f 24 20 Oe 68 7c cb da 4b

Data Ascii: }L4'I>4SGF8c™"&iUkcC%I|?DA0AR+n2Sj1JugXOUHmM@=f;2<gh\ hW{i)&osK+\z2k2Y &)D_Pp9IEB.$btzfZ\Bw?
(N,HZA?$ h|K

Data Raw: 46 bf c9 8b d1 bc de 01 1f bc bb 40 93 bf 26 a6 bb ff 0e 52 4c 98 4e 79 76 66 94 2e al c9 51 4e b6 7b d9 64
b4 9b 34 e3 34 7e 9f fd 26 62 82 b8 e4 €9 1b c1 37 f3 54 6b 5d 75 28 49 4a b6 a7 dc 9e d9 e4 80 6e ec 17 69 ff 36 be 66
09 15 83 b6 ¢7 6d d2 20 7a 07 06 5d 3d c6 ff 2b fO 4f 05 41 95 a6 4e b4 96 8a ba 34 62 el 5a 03 c4 19 3a 53 e6 eb 45 46
8 ea 40 10 a6 30 29 92 cb ca c3 bd f3 97 38 a9 7c 46 a7 51 3a e3 fc d4 c8 66 5a 36 67 35 eb 86 8d f1 bc 93 07 €9 fc 06
cl9aef2e304a032371c3c3 77 4decd5 49 5ached03a8d2a7 93 ba85 78 7c b5 40 5a d9 21 77 6f 16 28 20 34
€310 dd da 04 37 cf 39 1b 67 6e 3a 05 d9 47 04 9d 71 fb 20 bd 9e 6f dd c5 45 72 73 6b e7 da 3b ec 09 21 2b 7f ec cfal
57 61 a0 6a 5d 6f 40 9b e4 c8 c1 34 5a 2e 1f be d1 5f b7 d7

Data Ascii: F@&RLNyvf.QN{d44~&b7Tk]u(lIni6fm z]=+OAN4bZ:SEF@0)8|FQ:fZ695.0J#qwMIZx|@Z!wo( 479gn:Gq o
Ersk;!+Wajlo@4Z._

Data Raw: 32 f4 f8 16 17 ae 44 c0 ba 39 7e b7 77 35 d9 34 e4 33 a7 96 04 b8 4b c1 e2 38 Oe 72 79 65 6a 35 6b 86 a9 fO
3 8e 7f 7c d0 80 f8 ea f0 7e ¢3 14 a6 52 a0 75 d7 al ba 7e Ob 4d 20 15 2c 14 el 82 3b 11 6f d3 2f db ae 87 5e b5 9 69 6f
1le 69 fd 5e fa f2 86 €3 6¢ fd 74 44 fa a7 da 08 78 30 21 98 f0 57 ca Ob 6d bf e0 d3 45 ce 53 c4 9a 0a 3b 13 c2 ff ab ca e5
08 al 9c €9 4d 06 78 27 8e 69 4d 02 35 60 32 af d7 2a 54 e0 la ae c6 8c 1c 91 d7 6¢ 37 7b 44 a8 39 1d dd fe e3 8c 70
16 5e f7 70 0d 8c d2 7b c8 45 21 c4 74 31 ad 08 f3 62 ad 7f 18 €5 85 a2 e3 cd c1 51 f4 fb 1b 44 03 86 dc fc ba 1f f0 56 df
6d 56 10 42 e3 43 4a cd c2 80 97 dO ce e6 c7 3c 22 31 63 38 f2 3e fd 28 2f 83 4b 55 66 84 c2 78 e3 e2 5d 49 7d Ob ca 36
f0 94 97 6e 5b eb 60 31 41 68 bd 6¢ e7 2f 45 5f e3

Data Ascii: 2D9~w543K8ryej5k|~Ru~M ,;0/"i0i?ltDX0!WmES;Mx'iM5 2*TI7{D9p”p{E!t1bQDVmMVBCJ<"1c8>(/KUfX]
1}6n["1AhI/E_

Data Raw: 1b 8a c6 b7 Oe 58 ab 6a 78 23 9b d8 Oa 2e 69 fb 0f a6 cf 20 c4 81 83 12 14 b8 c9 Oe 01 71 73 20 98 Oa 48 18
12 64 €0 20 bc 4b 7c ba 56 38 74 75 78 e7 d5 b5 15 18 a9 e2 73 €3 40 49 51 7e 2d f1 d4 84 5a 90 f7 ce db bb 5a 3b 2a
ab 5e a6 b8 52 82 1c 2a 6d 16 56 33 79 04 41 04 90 41 6a 47 f0 fc 27 97 27 91 2c bc 3a d1 81 5b e5 62 e2 06 6e 74 ab
d7 59 ec 85 66 c1 35 50 15 0d d4 5c 4d 85 6a f3 70 ad c2 05 a8 3c bf f5 4e €9 d7 de 39 6d 31 01 al 50 20 Oe 68 73 bb cO
d6 20 51 2 40 d5 82 ea ¢9 36 fb 13 a5 b5 00 4a Oc 47 4f 12 ad 66 97 58 30 7c 12 3a 35 44 ca ad 7e b2 78 09 35 9c d1 c5
fc d9 ed 1f be e2 2b 7f d4 3¢ 71 85 b1 f1 ea a3 35 9a e5 c¢5 d5 72 dc 9f cb ac bf 86 2c e2 79 29 cd 39 6d db 5a 1e c0 45
7a 2c 5a f3 4b 2f 79 ¢7 30 7a e8 15 Oe 33 c0 05 53 13 53 b2 3a

Data Ascii: Xjx#.i qs Hd K|V8tuxs@IQ~-ZZ;**R*mV3yAAjG",:[bntYf5P\Mjp<N9m1P hs Q@6JGOfX0|:5D~x5+<q5r
,Y)9MZEz,ZK/y0z3SS:

Data Raw: ad 45 18 85 85 88 e3 e5 c1 65 f4 a9 1b 3f 03 dO dc a8 ba 05 f0 64 df 52 56 28 42 d5 43 68 cd cf 80 84 d0 d3
€6 d0 3c 2d 31 63 38 f2 3e e0 28 45 83 00 55 0a 84 cf 78 91 e2 33 49 42 Ob c9 36 eb 94 83 6e 46 eb 7b 31 56 68 a6 6¢
d9 2f 55 5f f5 32 6e 1f d4 8e df a7 a8 e8 34 13 17 25 Oa db 33 5d a8 b7 15 57 9b 3d d5 29 77 63 3f cc 82 b1 23 01 36 d7
37 66 92 ef f7 c0 e2 9b al 26 8 4f 9c 9a 97 2a fb d5 05 a0 d4 af 4f 6¢ 2e 4e 3e 87 30 b1 a2 99 50 b4 f8 74 05 c9 bd 40 c1
bl 5a b7 57 7e 5e 55 37 8d 3f f9 df 67 dO af cc db a2 c6 cb 6e a2 e4 06 9a 48 62 3¢ 70 bd 7c 00 6¢ bc bb df 8 a8 f8 1b fd
7179 df 90 12 47 4c a3 b7 5f e6 db 99 8e 15 e2 7a 4a 95 3a d2 73 77 95 27 b7 f5 ec 8c 35 0d 87 a9 5¢ 5¢ 47 9e 36 91 41
77 4f 87 27 76 a6 cd 82 97 3a 5e 60 3b 23 ed 12 04 46

Data Ascii: Ee?dRV(BCh<-1c8>(EUx3IB6nF{1Vhl/U_2n4%3]W=)wc?#67f&0*Ol.N>0Pt@ZW~"U7?gnHb<p|lqyGL_zJ:sw'
S5\G6AWO'VA"#F

Dest

rce IP D IP
Port Source est

Commands

49783  81.25.126.48 192.168.11.20 220 ce2020050617001.dnssw.net ESMTP Postfix (Debian/GNU)

587 192.168.11.20 81.25.126.48 EHLO 445817

49783  81.25.126.48 192.168.11.20 250-ce2020050617001.dnssw.net
250-PIPELINING

250-SIZE 51200000

250-ETRN

250-STARTTLS

250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

250-SMTPUTF8

250 CHUNKING

587 192.168.11.20 81.25.126.48 STARTTLS

49783  81.25.126.48 192.168.11.20 220 2.0.0 Ready to start TLS

49786  81.25.126.48 192.168.11.20 220 ce2020050617001.dnssw.net ESMTP Postfix (Debian/GNU)
587 192.168.11.20 81.25.126.48 EHLO 445817



Source Dest

Timestamp Port Port
May 12, 2022 19:41:38.662025928 CEST 587 49786
May 12, 2022 19:41:38.662394047 CEST 49786 587
May 12, 2022 19:41:38.704106092 CEST 587 49786
Statistics

Behavior

System Behavior

Click to jump to process

Source IP Dest IP

81.25.126.48 192.168.11.20

192.168.11.20 81.25.126.48

81.25.126.48 192.168.11.20

@ Bluepoint2.exe
® CasPol.exe
@ CasPol.exe
@ conhost.exe

Analysis Process: Bluepoint2.exe PID: 1924, Parent PID: 4272

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

2

19:40:14

12/05/2022
C:\Users\user\Desktop\Bluepoint2.exe

true

"C:\Users\user\Desktop\Bluepoint2.exe"
0x400000

184424 bytes
C792C744DDE586C896D6CASCCEBOEO4A
true

true

C, C++ or other language

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000002.00000002.84107890317.0000000003350000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

low

Copyright Joe Security LLC 2022

Commands

250-ce2020050617001.dnssw.net
250-PIPELINING

250-SIZE 51200000

250-ETRN

250-STARTTLS

250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

250-SMTPUTF8

250 CHUNKING

STARTTLS

220 2.0.0 Ready to start TLS
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There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol

Analysis Process: CasPol.exe PID: 1388, Parent PID: 1924

General

Target ID: 10

Start time: 19:40:48

Start date: 12/05/2022

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\Desktop\Bluepoint2.exe"
Imagebase: 0x100000

File size: 106496 bytes

MD5 hash: 7BAE06CBE364BB42B8C34FCFBI0E3EBD
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: CasPol.exe PID: 4100, Parent PID: 1924

General

Target ID: 11

Start time: 19:40:48

Start date: 12/05/2022

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Bluepoint2.exe"
Imagebase: 0xc00000

File size: 106496 bytes

MD5 hash: 7BAEO6CBE364BB42B8C34FCFB90E3EBD

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:

0000000B.00000000.83700958185.0000000001000000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

0000000B.00000002.88417087670.000000001DA31000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:

0000000B.00000002.88417087670.000000001DA31000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list  device directory file | object name collision 1 1011E6D InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCookies

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\5eczunoo.5pr

C:\Users\user\AppData\Roaming\5eczunoo.5pr\Chrome

C:\Users\user\AppData\Roaming\

5eczunoo.5pr\Chrome\Default

C:\Users\user\AppData\Roaming\
5eczunoo.5pr\Chrome\Default\Cookies

Copyright Joe Security LLC 2022

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory | read
attributes |

delete | write dac

| synchronize |
generic read |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
non directory file

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1011E6D

1011E6D

1011E6D

1011E6D

1011E6D

735F614C

735F614C

735F614C

735F614C

20164879

20164879

20164879

2016493C

Symbol

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

unknown

unknown

unknown

unknown

CreateDirect
oryWw

CreateDirect
oryWw

CreateDirect
oryWw

CopyFileW
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File Path Access Attributes
C:\Users\user\AppData\Roaming\5eczunoo.5pr\Firefox read data or list ~ device

directory |

synchronize
C:\Users\user\AppData\Roaming\ read data or list  device
5eczunoo.5pr\Firefox\Profiles directory |

synchronize
C:\Users\user\AppData\Roaming\ read data or list  device
5eczunoo.5pr\Firefox\Profiles\ol7uiga8.default-release directory |

synchronize
C:\Users\user\AppData\Roaming\ read data or list  device
5eczunoo.5pr\Firefox\Profiles\ol7uiqa8.default- directory | read
release\cookies.sglite attributes |

delete | write dac

| synchronize |

generic read |

generic write
File Written
File Path Offset Length Value Ascii
\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown
\Device\ConDrv 30 30 75 6e 6b 6e 6f 77 6e unknown
C:\Users\user\AppData\Roaming\ 0 98304 5351 4c 69 74 65 20 66
5eczunoo.5pr\Chrome\Default\Co 6f726d 6174203300  $$.S¢[[
okies 10 00 01 01 00 40 20 20

Copyright Joe Security LLC 2022

00 00 00 24 00 00 00 18
00 00 00 Oe 00 00 00 Ob
00 00 00 05 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 24
00 2e 53 60 0d Oc fd 00
04 09 fd 00 0f 67 Of fd 09
fd Oc 5b Oc 5b Oc 5b 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
synchronous io
non alert | non
directory file

SQLite format 3@

Completion

success or wait

success or wait

success or wait

success or wait

Completion
success or wait
success or wait

success or wait

Count Source Address

1 20164879
1 20164879
1 20164879
1 2016493C

Count Source Address

1 20160CF7
1 20160CF7
1 2016493C

Symbol

CreateDirect
oryw

CreateDirect
oryw

CreateDirect
oryw

CopyFilew

Symbol
WriteFile
WriteFile

CopyFileW
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File Path Offset Length

C:\Users\user\AppData\Roaming\ 0 98304

5eczunoo.5pr\Firefox\Profiles\
ol7uiga8.default-release\cookies.sglite

File Read
File Path

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine

.config

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine

.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine

.config

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine

.config

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine

.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config

C:\Program Files (x86)\iDownloader\config\database.script

C:\Program Files (x86)\iDownloader\config\database.script

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State

C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7

2B5E2187F75E8118A14612

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3425316567-

Value

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
fd 00 02 02 00 40 20 20
00 00 00 03 00 00 00 03
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 Oc
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 03
00 2e 53 60 0d 7f fd 00
02 7d fd 00 7d fd 7f fd 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Offset

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

2969588382-3778222414-1001\43d83713-ebb9-4221-afca-4fda6b8ef24f

C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7

2B5E2187F75E8118A14612

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5

CC19A398EBF1B96859CE5D

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5

CC19A398EBF1B96859CE5D

Copyright Joe Security LLC 2022

unknown

unknown

unknown

Ascii

SQLite format 3@ .S’}

Length

4095

6304

4095
8173
4095
8173
4095

4095

8175

4095
8173
4096
4096
45056

4096
4096
4096
49152
4096
4096
624
4096
4096

4096

4096

11120

11120

Completion

success or wait

Completion

success or wait

success or wait

success or wait
end of file
success or wait
end of file

success or wait

success or wait

end of file

success or wait
end of file
success or wait
end of file

success or wait

success or wait
success or wait
end of file
success or wait
success or wait
success or wait
end of file
end of file

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 2016493C

Count Source Address

1 736255E4
3 736255E4
1 736255E4
1 736255E4
1 736287D8
1 736287D8
1 736287D8
1 736255E4
1 736255E4
1 736255E4
1 736255E4
1 20160CF7
1 20160CF7
1 20160CF7
1 20160CF7

26 20160CF7

1 20160CF7
1 20160CF7
1 20160CF7
7 20160CF7
1 20160CF7
1 20160CF7
1 20160CF7
2 20160CF7
1 20160CF7
1 20160CF7
1 20160CF7

Symbol

CopyFilew

Symbol

unknown

unknown

unknown
unknown
ReadFile
ReadFile

ReadFile

unknown

unknown

unknown
unknown
ReadFile
ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path Offset
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown
.config

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine unknown
.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\5eczunoo.5pr\Chrome\Default\Cookies unknown
C:\Users\user\AppData\Roaming\5eczunoo.5pr\Chrome\Default\Cookies unknown
C:\Users\user\AppData\Roaming\5eczunoo.5pr\Firefox\Profiles\ unknown
ol7uiga8.default-release\cookies.sqlite
C:\Users\user\AppData\Roaming\5eczunoo.5pr\Firefox\Profiles\ unknown

ol7uiga8.default-release\cookies.sglite

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Name

Old Data New Data

Type

Analysis Process: conhost.exe PID: 7456, Parent PID: 4100

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

12

19:40:48

12/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6dag810000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFAGS

true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Disassembly

@ No disassembly

Offset

Copyright Joe Security LLC 2022

Length
4096
4096
4096
4096
4096

4096

4096
4096
4096
4096
16384
16384
16384

16384

Length

Completion
success or wait
end of file
success or wait
end of file

success or wait

end of file

success or wait
end of file
success or wait
end of file
success or wait
end of file

success or wait

end of file

Completion

Completion

Count Source Address

N S S N

L T - R e S S

Count Source Address

20160CF7
20160CF7
20160CF7
20160CF7
20160CF7

20160CF7

20160CF7
20160CF7
20160CF7
20160CF7
20160CF7
20160CF7
20160CF7

20160CF7

GEITR Source
Address

Symbol

ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

Symbol

Symbol
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