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Windows Analysis Report

Payment Remittance098.html

Overview

General Information

Sample Payment

Name: Remittance098.html
Analysis ID: 626034

MD5: 4caaa346031625.
SHAL: a819c4ff2ecf34c...
SHA256: 212803fdfb6ddOa.
Infos:

Process Tree

= System is w10x64

Detection

F MALICIOUS 1

HTMLPhisher

Score:

Range:

Whitelisted:

Confidence:

88
0-100
false

100%

Signatures

Phishing site detected (based on fav...

Yara detected HtmIPhish10

Multi AV Scanner detection for subm...
Multi AV Scanner detection for dom...
HTML document with suspicious title
HTML document with suspicious na...
Phishing site detected (based on log...
Phishing site detected (based on im...
None HTTPS page querying sensitiv...
No HTML title found

JA3 SSL client fingerprint seen in co...

HTML body contains low number of ...

Classification

. G chrome.exe (PID: 5676 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\Payment Remitt
ance098.html MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5896 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1612,15108676134963797540,3795265843241502574,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1916 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Initial Sample

Source

Payment Remittance098.html

HTML

Source

40546.0.pages.csv

Copyright Joe Security LLC 2022

Rule

JoeSecurity_HtmIP
hish_10

Rule

JoeSecurity_HtmIP
hish_10

Description

Yara detected
HtmlIPhish_10

Description

Yara detected
HtmlIPhish_10

Author Strings
Joe Security
Author Strings
Joe Security
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Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection mi.

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Phishing

Phishing site detected (based on favicon image match)

Yara detected HtmIPhish10

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

System Summary

HTML document with suspicious title

HTML document with suspicious name

Mitre Att&ck Matrix
Initial . . Privilege  Defense Credential . Lateral . " . Command Network Remf)te
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Windows  Path 0s System Remote Data from  Exfiltration Eavesdrop Remotely  Modify
Accounts Manageme Interceptio  Process Masqueradi Credential ~ Service Services Local Over Other Encrypted  on Insecure Track System
nt n Injection ng Dumping Discovery System Network Channel Network Device Partition
Instrument Medium Communic  Without
ation ation Authorizati
on
Default Scheduled  Boot or Boot or LSASS Application Remote Data from  Exfiltration Exploit SS7 Remotely Device
Accounts Task/Job Logon Logon Process Memory Window Desktop Removable Over Non- to Redirect Wipe Data  Lockout
Initializatio  Initializatio  Injection Discovery  Protocol Media Bluetooth Application  Phone Without
n Scripts n Scripts Layer Calls/SMS  Authorizati
Protocol on
Domain At (Linux)  Logon Logon Obfuscated Security Query SMB/Wind  Data from  Automated Exploit SS7 Obtain Delete
Accounts Script Script Files or Account Registry ows Admin  Network Exfiltration ~ Application to Track Device Device
(Windows)  (Windows) Information Manager Shares Shared Layer Device Cloud Data
Drive Protocol Location Backups
Local At Logon Logon Binary NTDS System Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Script Padding Network Component Capture Transfer Ingress Swap Billing
(Mac) (Mac) Configurati  Object Tool Fraud
on Model Transfer

Discovery
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Behavior Graph

Screenshots

Thumbnails

ID:

sample:
Startdate:
Architecture:

Score:

Behavior Graph

Payment Remittance098.html SUSPICIOUS
13/05/2022 CLEAN
WINDOWS UNKNOWN
88

192.168.2.1
unknown
unknown

alankara-dhamma.org (j
54.30.157.

OVHFR

Canada 1@

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

[]
O
£
|
&%
o

Number of created Registry Values

Number of created Files

S

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

O® 2]

Is malicious
Internet
239.255.25
unknown started
Reserved
chrome.exe s

clients.l.google.com

142.250.185.206, 44:

United States E=
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x +

C:/Users/hardz/Desktop/Payment%20Remittance098.htm|

Chrome is being controlled by automated test software.

B® Microsoft

I

it@metalaire.com
Enter Password

|Pa55w:)rd

Can’t access your account?

i 16 PM
FEl O Type here to search 0 H Al

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Payment Remittance098.html 9% Virustotal Browse
Dropped Files

©@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

Source Detection Scanner Label Link
€s1100.wpc.omegacdn.net 0% Virustotal Browse
alankara-dhamma.org 5% Virustotal Browse
ipv4.imgur.map.fastly.net 0% Virustotal Browse
aadcdn.msftauth.net 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/file/212803fdfb6dd0ac7c25def88771f007f55e0a3aecfaaaddd9de685ad21d4747/detection/f-212803fdfb6dd0ac7c25def88771f007f55e0a3aecfaaaddd9de685ad21d4747-1652443037
https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1649012969
https://www.virustotal.com/gui/url/a111b9c7791a4adf404521909a450f981b0593e2da1599e6f79033026e260099/detection/u-a111b9c7791a4adf404521909a450f981b0593e2da1599e6f79033026e260099-1652416774
https://www.virustotal.com/gui/url/79dab10c23399200facf3b1772cd231e39f4e6612b1cb43adb307f111797a7e8/detection/u-79dab10c23399200facf3b1772cd231e39f4e6612b1cb43adb307f111797a7e8-1641339167
https://www.virustotal.com/gui/url/5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af/detection/u-5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af-1652227258

Source
http://https://dns.google
http://

Detection

0%

0%

https://aadcdn.msftauth.net/shared/1.0/content/images/microsoft_logo_ed9c9eb0dcel7d752bedeabb5ac

daéd
http://https://alankara-dhamma.org/wp-includes/assets/news.js

http://https://alankara-dhamma.org/wp-includes/assets/just.js

http://https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghgqiai7k9sol6lg2.ico

http:i/

0%
0%
0%

0%

https://aadcdn.msftauth.net/shared/1.0/content/images/microsoft_logo_ed9c9eb0dcel7d752bedeabb5ac

da6d9.png

Domains and IPs

Contacted Domains

Name IP
stackpath.bootstrapcdn.com 104.18.11.207
gstaticadssl.l.google.com 142.250.74.195
€s1100.wpc.omegacdn.net 152.199.23.37
accounts.google.com 142.250.186.77
cdnjs.cloudflare.com 104.17.24.14
maxcdn.bootstrapcdn.com 104.18.11.207
alankara-dhamma.org 54.39.157.6
clients.l.google.com 142.250.185.206
ipv4.imgur.map.fastly.net 151.101.112.193
i.stack.imgur.com unknown
clients2.google.com unknown
code.jgquery.com unknown
cdn.jsdelivr.net unknown
aadcdn.msftauth.net unknown
Contacted URLs

Name

http://https://i.stack.imgur.com/vzbuQ.jpg
http://https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css

http://https://clients2.google.com/service/update2/crx?
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-

Active
true

true

true

true

true

true

true

true

true
unknown
unknown
unknown
unknown

unknown

US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install

edby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby

%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard

file://IC:/Users/user/Desktop/Payment%20Remittance098.html
http:ifhttps://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js
http:i/https://alankara-dhamma.org/wp-includes/assets/news.js
http://https://alankara-dhamma.org/wp-includes/assets/just.js

http:i/https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

http:ifhttps://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico

http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js

http:i/

https://aadcdn.msftauth.net/shared/1.0/content/images/microsoft_logo_ed9c9eb0dcel7d752bedeab

b5acda6d9.png

URLs from Memory and Binaries

Name Source

http://https://dns.google

Malicious

false
false
false
false
false
false
true

false
false
false
false
false
false

false

Scanner

URL Reputation
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud

Antivirus Detection

.

.

.

.

0%, Virustotal, Browse

5%, Virustotal, Browse

0%, Virustotal, Browse

0%, Virustotal, Browse

Malicious Antivirus Detection

false
false

false

false
true
false
true
true
false
false
false

false

8f741158-826b-4127-94d4-a530747eb434.tmp.1.dr,

c6ab26d7-00aa-4fcf-9b7b-f00b8b984a31.tmp.1.dr,
5c7¢c69f9-89d2-46fb-848a-d2f6ce2f3059.tmp.1.dr,
1151b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

Copyright Joe Security LLC 2022

.

.

Malicious

false

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

Avira URL Cloud: safe

Label

safe

safe

safe
safe
safe

safe

Antivirus Detection

e URL Reputation: safe

Link

Reputation
high

high
unknown
high

high

high
unknown
high
unknown
high

high

high

high

unknown

Reputation
high
high
high

high
low

high
unknown
unknown
high
unknown
high

unknown

Reputation

unknown
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https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1649012969
https://www.virustotal.com/gui/url/a111b9c7791a4adf404521909a450f981b0593e2da1599e6f79033026e260099/detection/u-a111b9c7791a4adf404521909a450f981b0593e2da1599e6f79033026e260099-1652416774
https://www.virustotal.com/gui/url/79dab10c23399200facf3b1772cd231e39f4e6612b1cb43adb307f111797a7e8/detection/u-79dab10c23399200facf3b1772cd231e39f4e6612b1cb43adb307f111797a7e8-1641339167
https://www.virustotal.com/gui/url/5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af/detection/u-5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af-1652227258

Name

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http://https://www.google.com/intl/en-
US/chrome/blank.html

http://https://ogs.google.com

http://https://www.google.com/images/cleardot.gif
http://https://code.jquery.com/jquery-3.2.1.slim.min.js

http://https://play.google.com

http:ff
https://payments.google.com/payments/v4/js/integrator
js

http://https://easylist.to/)
http://

https://aadcdn.msftauth.net/shared/1.0/content/images/
microsoft_logo_ed9c9eb0dcel7d752bedeabb5acdaéd

http:ff
https://sandbox.google.com/payments/v4/js/integrator.j
s

http://https://www.google.com/images/x2.gif
http://https://accounts.google.com/MergeSession
http://https://creativecommons.org/compatiblelicenses

http://https://www.google.com

http://https://www.google.com/images/dot2.gif
http://https://github.com/easylist)
http://https://creativecommons.org/.

http://https://accounts.google.com

http://https://cdn.jsdelivr.net/npm/jquery.session

http://https://clients2.googleusercontent.com
http://https://apis.google.com

http://https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

http://https://www.google.com/
http://https://www-googleapis-
staging.sandbox.google.com
http://https://clients2.google.com

http://https://clients2.google.com/service/update2/crx

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

craw_window.js.0.dr, craw_background.js.0.dr

craw_background.js.0.dr

5c7¢69f9-89d2-46fh-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

craw_window.js.0.dr
Payment Remittance098.html

5c7¢c69f9-89d2-46fh-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

craw_window.js.0.dr, manifest.json.0.dr

LICENSE.txt.0.dr

Payment Remittance098.html

craw_window.js.0.dr, manifest.json.0.dr

craw_window.js.0.dr
craw_window.js.0.dr
LICENSE.txt.0.dr

5c7¢c69f9-89d2-46fh-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

craw_window.js.0.dr
LICENSE.txt.0.dr
LICENSE.txt.0.dr

5c7¢c69f9-89d2-46fb-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

Payment Remittance098.html

5c7¢c69f9-89d2-46fh-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

5c7¢c69f9-89d2-46fh-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

craw_window.js.0.dr

manifest.json.0.dr

craw_window.js.0.dr, craw_background.js.0.dr

5c7c69f9-89d2-46fb-848a-d2f6ce2f3059.tmp.1.dr, 115
1b456-094b-495a-b2d8-746b036c0c74.tmp.1.dr

manifest.json3.0.dr, manifest.json.0.dr

Malicious

false

false

false

false
false

false

false

false

false

false

false
false
false

false

false
false
false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

Reputation

high

high

high

high
high
high

high

high

unknown

high

high
high
high
high

high
high
high
high

high
high

high

high

high
high

high

high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

104.17.24.14 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false

142.250.185.206 clients.l.google.com United States =] 15169 GOOGLEUS false

104.18.11.207 stackpath.bootstrapcdn.c  United States = 13335 CLOUDFLARENETUS false
om

239.255.255.250 unknown Reserved unknown unknown false

152.199.23.37 ¢s1100.wpc.omegacdn.ne United States = 15133 EDGECASTUS false
t

54.39.157.6 alankara-dhamma.org Canada I+ 16276 OVHFR true

151.101.112.193 ipv4.imgur.map.fastly.net  United States = 54113 FASTLYUS false

142.250.186.77 accounts.google.com United States =] 15169 GOOGLEUS false

142.250.74.195 gstaticadssl.l.google.com  United States = 15169 GOOGLEUS false

Private

P

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 626034

Start date and time: 13/05/202214:15:33 2022-05-13 14:15:33 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 58s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Payment Remittance098.html

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 25

analysed:
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Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal88.phis.winHTML@31/123@12/11

EGA Information: Failed

HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Found application associated with file extension: .html
Adjust boot time
Enable AMSI

.

.

Warnings

Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100

Excluded IPs from analysis (whitelisted): 142.250.184.206, 172.217.23.106, 69.16.175.42, 69.16.175.10, 104.16.88.20, 104.16.87.20, 104.16.86.20, 104.16.89.20, 104.16.85.20, 142.250
.186.106, 142.250.185.99, 173.194.160.71, 173.194.160.72, 142.250.185.195, 142.250.186.163

e Excluded domains from analysis (whitelisted): fonts.googleapis.com, cds.s5x3j6g5.hwcdn.net, cdn.jsdelivr.net.cdn.cloudflare.net, fs.microsoft.com, ajax.googleapis.com, fonts.gstatic.com,
ctldl.windowsupdate.com, clientservices.googleapis.com, r2---sn-1gi7znek.gvtl.com, arc.msn.com, ris.api.iris.microsoft.com, r3---sn-1gi7znes.gvtl.com, r2---sn-1gi7znes.gvtl.com, r4---sn
1gi7znes.gvtl.com, redirector.gvtl.com, store-images.s-microsoft.com, login.live.com, r2.sn-1gi7znes.gvtl.com, sls.update.microsoft.com, update.googleapis.com, r3.sn-1
gi7znes.gvtl.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, too many NtOpenFile calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.

e o o o

e o o o o

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files
Copyright Joe Security LLC 2022 Page 12 of 93



@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
101

Malicious: false

Reputation: high, very likely benign file

Preview: BDic.... ....6...."..Z..4¢....6.2..{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF

MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\04d871ba-d1cf-411e-9e87-51eed7d5cfbb.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 195896

Entropy (8bit):  6.044627253042035

Encrypted: false

SSDEEP: 3072:Jss+|ICcEBK5FWpEt8At20tGY9rOKeSM7+I9RcjuFcbXaflBOU1GOJMASIiuR6:JssvoWpYtRIrOKeSMyl9naqflluOoSin

MD5: 6B1EA2F99D3753C9D99ACD66FA3BDBD6

SHA1L: 1AD618DE5A4A0D4C42DFABFF6D47940886F0749C

SHA-256: 304826A47D7602FA4192CB54F13F595DBD158339AB8623D9477662615FCF6AED

SHA-512: FO3D514ECB399347EA505BF1A5D8286617D65FC6E92C4E6929CC6EAC82CBF709449B353D897D23D7BE31D14AADB020EOCCAFFFD8072E4EA50D85D47D2D3AC
BE

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan-+sWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiIFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIEAR7IOAAAABIt36FqChftMIb7EtaPw9IBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\26ee5d8c-e50e-4831-93b2-f80cb2c9e55c.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 195881

Entropy (8bit): 6.04456270043837

Encrypted: false

SSDEEP: 3072:Dss+ICcEBK5FWpEt8At20tGY9rOKeSM7+I9RcjuFcbXaflBOu1GOJmA3iuR6:DssvoWpYtRIrOKeSMyl9nagflluOoSin
MD5: 3B07FBD800372CD9BABC99E6825DFD7B

SHAL: AE5FA94751FDADA76479C0752CC385703CA7AD75
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SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

2BAAE84A8D4640B73B6C3A5693869C07E73CB517CACC77B16A510456F36A536F

E4C23A1063080050C9AA30EB94406915AEA7F2C96E6A180FFCDE3587CF1B2A8B1139ABAEFSCF71F9C64DA580BC1D43E0924B05A70E298F83CA705B6DBC1B5L
DF

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUvduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAJGAAIAAAABDVAG)Lq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\2aa00el1d-c18d-47eb-a0a3-c022093a7731.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.744472817453979

false
384:tHfCskU2Z32NaMVRjAXNsrOvoU3HE+/HazGTGrxGImxXqOKRrdAmJ+V2ksI30Waa:R6GZpG+{7seHKEWY3vagK6M8NH
42197F65CB5963A6785316EFE9B62771

E8AC30D7B0AB28E3CODA1997BD06BCAF041A5028
CCF8A1F083D666B4775F068C3998BBB4D55C80E3A4AD48CI9AFAD864233A250F

A19EB3BD9335AF652A6ACB44AF1180FD92FAG5F21BC358B1305E711C989F7F643703DEE9CB24BECEBC84A2074212FD37DA0ES01791251911761BC102E438A9E
1

false
low

.q. *..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0.ffic.e.l.6\.G.R.O.0.V.E.EX..D.L.L..PL..[)..%.p.r.o.g.ra.m.file.s.%.\m..c.r.os.o0ft .officeloffice
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0ft .O.n.eDuriv.e. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0....*..C..\\P.R.0.G.RA~1\M..C.R.0.S.~1\.0.ffic.el6.\GRO.O.V.EEX.D.L.L...Micros.oft .Co.rp.oration..\8.D..C.:.\P.ro.g.ram. .Files\C.0
.m.m.o.n. .F.ile.s\M..c.r.os.oft .S.hared\O.F.FICE.1.6.\ms.os.h.ext.dl.@...U/.%.comm.o.n.p.r.ogramfiles.%.\m.ic.ro.s.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\31f5ae90-c5bb-49fd-882b-bae736024b2d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

196239

6.045356483991208

false
3072:Dss+|ICcEBK5FWpEtBAt20tGY9rOKeSM7+I9RcjuFcbXaflBOu1GOJMASIiuR6:DssvoWpYtRIrOKeSMyI9nagflluOoSin
4CEEE106B4CFB9222D906517865522F0

563D12731DA34614F1CE5C20EF49B3F308DCC3A3
5206D5097F96721C040188DD48D3CD3CC732EAF810D9717356A70EBCB70FAOB2

5B76A6A41B706965A7A3578817B987D6F3B3778E69E74F941A210F7C4583939C78F27BAF77ADCB1A9108461CCEBO4F580B06C4A2CODDEF1775ACD42D1C8BF8F
1

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network™":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG]LG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiIFP4bdRYJjDXN4W2fxY(
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIEAR7IOAAAABIt36FqChftMIb7EtaPw9IBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa

C:\Users\user\AppData\Local\Google\Chrome\User Data\664548e1-ac09-431c-8d97-fce7d1209be3.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

196065

6.04494622639899

false
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SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3072:6ss+ICcEBK5FWpEt8At20tGY9IrOKeSM7+I9RcjuFcbhXaflBOU1GOJIMA3iuR6:6ssvoWpYtRIrOKeSMyl9nagfllUOoSin

EACD711F6D476A8590B798D153726D3F

1D07687BEABC323C725D47260461DA9B7A0D3F8A

794DE7CE6AOD438EC8638E3DCBE714DFAEB4CI9353FEC86FE9BB27E82660D4741
C9D7DD3EF6CC22161623E22F9A6676BDA086222D8625A5E0C342108681117A7CD073C79353624BB02D4B7511EC09465CD633F839F0DC3A8480B5AD3684DE257
false

low

{"browser":{"last_redirect_origin" 'shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUvduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAJGAAIAAAABDVAG)LG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\83455fc5-5a80-43d3-9a2b-485a8f451dd6.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7436678728609456

false
384:rHfCskU2Z3CalAXNsrovoU3HE+/HazGTGrxGImxXqOKRrdAmJ+V2ksI3OWaENJ11:IGZpG+{7seHKEWY3vagK6M8NN
544BFF2612A438CB2F18A087CB5C7621

11ED522C836CE3562FAFBAO8A19D78139E5ACFBL
6E59686B7E49770987FC13980EB3438BFE19B1BE7F4FA12F6B52C18802912C21

E306B54CA746D8F634124E4E7AODE91DB97906A7B323BB635FB42CA4E71DF019848D11A30AF066826FOACEA576CCCBF3F1DE7E14EF3C14F9A7B42B20DC4CI(
49

false

low

*..C.\P.R.O.G.RA~1\MIC.R.0.S.~1\0fficel6)\GROOVEEX.DLL.PL...%program.files%.\m.icro.s.o.ft officeloffice
.g.r.o.o.wv.eex.dll..Micros.oft .Office. .2.0.1.6..*.Micro.s.o.ft .OneD.rive. for Business. Extens.io.ns...16..0..4711..10
.C..\P.R.O.G.RA~1\MIC.R.O0.S.~1\0.fficel6\GRO.OV.EEX.DLL..M.icros.o.ft .Co.rp.oration..\8D..C:\Pro.gram. F.iles\C.0
.m.m.o.n. .F.iles\M.icros.oft Shared\O.FFICE.1l6\ms.oshext.dl.@...U..%.comm.o.np.ro.gramfiles%.\m.ic.ros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.4266..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\86fcff70-32df-4ab5-a82e-291542eb0089.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

204275

6.073325129890024

false

6144:fKssvoWpYtRIrOKeSMyl9naqfllUOoSiuR6:fKsh3XSJIShjot
CA81C1AE1FOAFFC4065829DA9F640FC6
6260009B197643A100316400A6A3F45A17F3E472
C55F7F6746360CC8BCDE24C59C7C2FE94EEDC169DCDE16D79C10B61D4859AA79

E1BC2F6D46DF29ABBB4B11C5CC3B97603C79D430DE8B851E4882C9A790A461D3241018F934D83389DB47783457EC5612E22A0CESCA2C2B5EFF1A22D572CC636
E

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLcAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXIFP4bdRYJjDXN4W2fxY(
Qj2xfYeAnS1vCL4IXAsdfljw4oXIEAR7IOAAAABIt36FqChftMIb7EtaPwWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa

C:\Users\user\AppData\Local\Google\Chrome\User Data\884042d4-93cf-4f33-9fcb-a6966581edcb.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

195793
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

6.044330645036216

false

3072:+ss+ICcEBk5FWpEt8At20tGY9rOKeSM7+I9RcjuFcbXaflBOu1GOJMASIiuR6: +ssvoWpYtRIrOKeSMyl9nagfllUOoSin
FBE28A040A088ABE3786A33E68B7255D

5BE2C65DD59BDC77D978E7C3041527D56025A38E
283906B9A2B29791830AD1762BBA2AA3D832B1FEOOEOBCABBIEBA26C126FA124

F8500078908E1ECC49EEC7DD5480701FCA1288631374898E1B4674391456DB22DA5784DBF7D7C42E96CE87BIE1D657450B04BF51B726CBD5F7C9AD65DCD5B0
4

false

{"browser":{"last_redirect_origin" 'shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUvduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LGLdOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\8f68ca91-7f91-47a1-855e-c5eaca3aObe5.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

204275

6.073325129890024

false

6144:fKssvoWpYtRIrOKeSMyI9nagfllUO0SiuR6:fKsh3XSJShjot
CA81C1AE1FOAFFC4065829DA9F640FC6
6260009B197643A100316400A6A3F45A17F3E472
C55F7F6746360CC8BCDE24C59C7C2FE9Q4EEDC169DCDE16D79C10B61D4859AA79

E1BC2F6D46DF29ABBB4B11C5CC3B97603C79D430DE8851E4882C9A790A461D3241018F934D83389DB47783457EC5612E22A0CESCA2C2B5EFF1A22D572CC636
E

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user"{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0, "uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCLAIXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.254162526001658

false

3:FKXftOXE1n:+ftIE1N

BD4642AD6C750A12D912B20BCB92E14D
C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001ES51ABI36A0D196D359F 1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332Bt
CF

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\10c3ee85-707e-4066-a3f9-7916b9 94e5ae.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

17702

5.576827602928994

false

384:290tNLIgXXqlkXqKf/pUZNCgVLH2HfDsrUUlir4M:rLIEq1kXqKf/ipUZNCgVLH2Hfgru7rr
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MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

245EF604FE610F2E57C7FEC001FC78D0

5BE3002795FDC249D96DA3BF53591CB6C4BB1289

FFF89A9754E005D2C6B5F02006FCCBA33B5202D9541DCC8D3C1ECOAFB6F13642
F5C133FD904A125F5250693243EB2C77472FD8CD7635DB07D4214BDAC61FCE97C8F272C167778E3021CC58A0985CABE1270B13E4FES868ADE1722780862B734:
false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display"," " " " "system.network

\"system.storage","webstorePrivate","system.cpu","system.memory",
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296950193469933","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1151b456-094b-495a-b2d8-746b036c0c74.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnslizMHpDCLSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160!
false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\127f30e7-85e5-4e8d-840b-3f6cc56b7ea9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4915

4.967614511537146

false

48:Y ctUKISLklwHjxvcebhgAQiqTIYqIQKHo TwOoH3CH3G/s8C1Nfct/9BhUJo3Khm5:nNCUJIb1pcKIUok0JCKL8VbOTQVuwn
0038EC91AF11D3B8A0F739C4E30D9DD7

7547899044D00B65CAEFECOF9CABDF6FDIFCCB25
8FAB1025B93C1EE217787D8C4B4A66A6A4D54A85366419D4FD6EE2DC632849C8

57D7AD1AE136898B739AFFBC24667E6C354ACA7B1511802C26BFD8BA094A58F0041AD9B26BB031EE3C5AA487CA99B8BB44B764896981B1CF64AA23C6A480EE
71

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296950194422138","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,’o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"),"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1ae217c2-8515-4937-b1cd-cb7a318a85f3.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19792

5.56392650698503

false
384:290t0LIgXXq1kXgKf/pUZNCgVLH2HfDsrUYHGYIWGr4LA:6LIEq1kXgKf/ipUZNCgVLH2HfgruMGYrb
1F7C1BF7F110B2D99A5BE68CD3F9C083

6930847575CA82EEC731DFF1A0AF7DA1E42BD6BC
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SHA-256:
SHA-512:

Malicious:

Preview:

7E6F26B95B3B5BBCOBBCF640D5B7F8EAA4674B5E3A3A6135F717FE1D181F5BFB

FEECDEBFE8823135F5266F1D1E55A07B85C4E2B14BDC060B91D29E0C6521DC5B645F6AABES8178FOFE13684E958AF20784FB1880CC1E82DEAOESC713AA1B6E
42

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xlIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions™:[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time™":"13296950193469933","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i
{"128":"webstore_i

Jlicons™:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5c7c69f9-89d2-46fb-848a-d2f6ce2f3059.tmp

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2165

4.900016209048544

false
48:Y2TntwXGDH3qyvz5s5SaRsSa/sSWGsS4RS7sSRSgpTssSIMHBYhbD:JTnOXGDHa+z5axanwo40j0KTGIGuhH
77EBFE80327127A3158286C9B103FA18

826A539436E830B2433CEE1FBBD22B6FD84097FE
34D3569DCF89BF51D8B6D3EECCODE3A018BF555663D8CF57673523BF07235230

4E5F3BAD2BE4ABO5B3FB3ASECE4A79EC89DAAAIBAFD57417094872257BCD1569BF8C9BF7B23850F07BC438FDC2F99EC6910C2C4005EF498D6FDBD433B007C
643

false

", S

"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com
upports_spdy":true} {"isolation":[],"server":"https://ssl.gstatic.com”,"supports_spdy":true},{"isolation"[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[
"server":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google. com" ,"supports_spdy":true},{"isolation™:[],"server":"https://www.g
oogleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},{"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13299542197364410","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"ht
tps://ajax.googleapis.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13299542197369628","port":443,"protocol_str":"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\773381af-2ac4-4d73-875d-bfcb44fedf64.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4888

4.962088532776814

false

48:YctUkISLkIwHjxvcOgAQiqTIYgIQKHo Tw0oH3CH3G/s8C1Nfct/9BhUJo3KhmeSz:nNCUfb1pcKIUok0JCKL8VbOTQVuwn
FB5FF650A5A0040954D780E7610E9C72

A50A5BE46052545D7AAD18196DEDA2647A3BCADD
BBOFE7F0AC947B7DF8385E054E1443A706155D0DC64DCB39852C01D638152AAE

1A2F8AC6B7EEE94FAAEBC3E78DB143868FFOES5BFDI3C62F965631F7BABAD4A222B8954B51976BFA1A3B7381ECFECA7DC0O8COE740DD385C74DEB1C9B3611E
A177

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296950194422138","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acemem {bottom :974,"left":10," maxrmrzed" true,’ rrght :1060," top :10,' work area_| bottom :984," work area_| Iefl work area, rrght" 1280 work _area top 0}} co

0","7355378" ], darly_recerved_length “["0","0'

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8018c6d4-f2fc-47ba-953d-c142712371f4.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8
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SHA-512:

Malicious:

Preview:

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCOEBC2A07E61F007BAF58FBF94FF9A8695BDD5SCAE7CEO3BBF1E94E93613A00F2
5F21

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qgasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPiMXEK|iCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KIFPKGNfFUtdQIOsGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECRofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBMEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3]zdrLkAHyvf3920B5Y 3aAkO11Jdn/UtbnAmg6TO=","+oOc6ca+ChKUpTu+oa2ZRxRE+
WwG3QJImuYWEVYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e Thvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllI5n0ITpw5IBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtu0hGYrHn3lIsMHqBbi70gkljEE=","rhl
zUEvw2KRAFMms896xFWkNgPrw6\WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FOXIXNQxIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
false

7 TR, f5ii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.277725376582609

false

6:AH8TRWIWT2Qyq2PWXp+N23iKKdK25+Xqx8chl+IFUtqVIH8 TRWIWA2G 1ZmwY VfHj:AH8UIU2Qyva5KKkTXfchI3FUtIH8UILg Y
86378018844A8CBECOABBDD2D87A9F1A

345804DC2AAD20FE87DE474FCOF9E20DB285DED6G
CE571C2F7A4E55C3737D03E52B0CB4949603BA4ED74719C344F3CD5B4ED77486

6FB184DC3510BB928AAA96DABCB49E9827DA955AAB2DC146906C3AD4C1012215108DF59EA90E604CA870131FC73013E7FF095COBE386C77975AC6BF8AF1654
5

false

2022/05/13-14:16:43.336 1b10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/13-14:16:43.338 1b10 Recovering log #3.2022/05/13-14:16:43.339 1b10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.277725376582609

Encrypted: false

SSDEEP: 6:AH8TRWIWT2Qyq2PWXp+N23iKKdK25+Xqx8chl+IFUtqVfH8TRWiWd2G1ZmwY VfHj:AH8UIU2Qyva5KKT XfchI3FUtiH8UILgY

MDS5: 86378018844A8CBECOA8SBDD2D87A9F1A

SHAL: 345804DC2AAD20FE87DE474FCOF9E20DB285DED6

SHA-256: CE571C2F7A4E55C3737D03E52B0CB4949603BA4ED74719C344F3CD5B4ED 77486

SHA-512: 6FB184DC3510BB928AAA96DABCB49E9827DA955AAB2DC146906C3AD4C1012215108DF59EA90E604CA870131FC73013E7FF095COBE386C77975AC6BF8AF1654
5

Malicious: false

Preview: 2022/05/13-14:16:43.336 1b10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/05/13-14:16:43.338 1b10 Recovering log #3.2022/05/13-14:16:43.339 1b10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 667

Entropy (8bit):  5.207055354371288

Encrypted: false

SSDEEP: 12:0Qka3WXO/unZouDOY ItuJxFAe4VpyfS/0iL4dBk778B/xgskZBa9sdHWAsBctvyG:jIMHBIOApWS/DErY78BJgskfa9iHWPCv

MD5: 96C3BEDO0B6E02371543B4DESBF42EFF

SHA1L: C88F67ABOB98EDEE0420C5B34CB80D29EEFC926A

SHA-256: CA07834C1218EDF5B73400F33D3D1EFEB32C17E1DOBCD031FCC682645B91DFBO

SHA-512: ODBEE47E8109C8FFOA6A157E628772955D6EB678038445A7AE22300A1F5C7C2EDE137D10D9B038E1D93BCB7E6CFIBE869C3DB322701F0347F872747D7AB374E
A

Malicious: false

Preview: ..."J....c..desktop..file..user..html..in..payment..remittance098. sign..users*r.

...users..2......... 0. 8. 9. A [N d......... €. o (o TR h . .
..... Ze M Bl L U file]IC:/Usersluser/Desktop/Payment%20Remittance098.htmi2.Sign in...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 2165

Entropy (8bit):  4.900016209048544

Encrypted: false

SSDEEP: 48:Y2TntwXGDH3qyvz5s5SaRsSa/sSWGsS4RS7sSRSgpTssSIMHBYhbD:JTnOXGDHa+z5axanwo40j0KTGIGuhH

MD5: 77TEBFE80327127A3158286C9B103FA18

SHAL: 826A539436E830B2433CEE1FBBD22B6FD84097FE

SHA-256: 34D3569DCF89BF51D8B6D3EECCODE3A018BF555663D8CF57673523BF07235230

SHA-512: AE5F3BAD2BE4ABO5B3FB3ASECE4A79EC89DAAAIBAFD57417094872257BCD1569BF8COBF7B23850F07BC438FDC2F99EC6910C2C4005EF498D6FDBD433B007C
643

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[
],"server":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true} {"isolation™:[],"server":"https://www.g
oogleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},{"isolation":[],"server":"https://dns.google"
S"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13299542197364410","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht
tps:/lajax.googleapis.com"} {"alternative_service":[{"advertised_versions":[50],"expiration":"13299542197369628","port":443,"protocol_str":"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

4915

4.967614511537146

false

48:Y ctUKISLkIwHjxvcebhgAQigTIYgIQKHo TwOoH3CH3G/s8C1Nfct/9BhUJo3Khm5:nNCUJb1pcKIUok0JCKL8VbOTQVuwn
0038EC91AF11D3B8A0F739C4E30D9DD7

7547899044D00B65CAEFECOF9CA8DF6FDIFCCB25
8FAB1025B93C1EE217787D8C4B4A66A6A4D54A85366419D4FD6EE2DC632849C8

57D7AD1AE136898B739AFFBC24667E6C354ACA7B1511802C26BFD8BA094A58F0041AD9B26BB031EE3C5AA487CA99B8BB44B764896981B1CF64AA23C6A480EE
71

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296950194422138","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install": daily_original_length™:["0","0","0","0","0","0","0","0","0","0 "o","o","0","0","0","0","0","0","0","0","0","0","0"
,"0","0 0","0","0 "o","0","0","0","0","0","0","0","0","0","0","0"," "7355378"],"daily_received_length":["0'

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19793

5.564006733847686

false
384:290t0LIgXXq1kXqKf/ipUZNCgVLH2HfDsrUYHGbI8r4S:6LIEq1kXqKf/ipUZNCgVLH2HfgruMGurF
669E8738036A9BD1798F3F20C788F491

55C7C47EDBD2B29206399F2CB9A754E7BOFCAFBA
28CFECC32A1610993FFA7A9F6AFD278A2B0D31901AEEF5E21936896E0921D5E7

437AA1ESEAA52C7731A5FB01F729C2438633D68EOBIFDEGSES505849315A3E8FA2A0776F831626FC5779031879B30EDB85DDC5BIE1FAEB2413C68BBDI8ADIF2(
4

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api*:["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296950193469933","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3SFAED2AFB375257CAEEDAABE958265237D6EOAACF35A9EDE7A2E8898
D58

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

420
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

4.985305467053914

false

6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsSBdLJIlyH7E4f3K33y
C401B619D9DBEOADABC25A47EE49CFBA

C9D3B816DD3FBCDIBEICOA32CEC7B501EFCOBBDA

8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6DAB3CB82F
BC12F16CB95CBOAD708C6BBD005SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\c6ab26d7-00aa-4fcf-9b7b-

f00b8b984a31.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MASBdLIlyH7E4f3K33y

MD5: C401B619D9DSEOADABC25A47EE49CFBA

SHA1L: C9D3B816DD3FBCDI8EICOA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESBEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Preview: "net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\8f741158-826b-4f27-94d4-

a530747eb434.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBALJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6GD049CB6D32F2B091153E8148A1B5857BD7AF134920718l
Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/XT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC
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SHA-512:

Malicious:

Preview:

BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8B898
D58

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.954960881489904

false

12:YHO8sdvBVSsB6M/BVSsBdLJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy
FAFEFEEEC722772F9DCOFCE1B52D79B5
0OEECFA3B37113D30E7D43BE4383C540F3D93D4D
D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BI|
false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google”,"supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a4e18988-092e-4b53-ba24-fc2e1b65cb56.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19793

5.564006733847686

false
384:290t0LIGXXqLkXqKH/pUZNCgVLH2HIDSIUYHGbI8r4S:6LIEqLKXqKH/pUZNCgVLH2HfgrUMGUrF
669E8738036A9BD1798F3F20C788F491

55C7C47EDBD2B29206399F2CB9A754E7BOFC4AFBA
28CFECC32A1610993FFA7A9F6AFD278A2B0D31901AEEF5E21936896E0921D5E7

437AALESEAA52C7731A5FB0O1F729C2438633D68E0BIFDEGSES05849315A3E8FA2A0776F831626FC5779031879B30EDB85DDC5BIE1IFAEB2413C68BBDISADIF2(
4

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu”,"system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296950193469933","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128""webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d692b981-5956-4b33-8c26-ec67baa5b401.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.576872220918748

false
384:290t0LIgXXq1kXgKf/pUZNCgVLH2HfDsruU8lirdW:6LIEq1kXqKf/ipUZNCgVLH2HfgruDrd
FOA46AF286F2C81610179A4BBEB010A9
5527C9A666AEDIB369F4135A9B1B21C2CB7CECED
B9AF83A927D081BDECBEC6C287C18765CF560889B569428E9A9F96F9F9F96B64

D012C05E5336DE5295E63FC76CF45CBD8FFCEDC172EF8COF2302F972EO0ES5FO8CES54D555B809400DF48CFE474D2160F5959C6BDA946C7B2E953520065847AF(
E

false
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network

"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i

ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296950193469933","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1gIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCEOSB

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

Malicious: false

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1L: 58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8SB

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

Malicious: false

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit):  3.138546519832722

Encrypted: false

SSDEEP: 3:tblolIrJ51dQxI7aXVdJiG6RORIAIL:tbdirnQxZaHIGiIOR6|

MD5: DE9EFOC5BCCO012A3A1131988DEE272D8

SHAL: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6GBEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

Malicious: false

Preview: C..\.P.r.o.gram. .F.iles\G.o.0.gle\Chromel\Ap.p.licationlchrom.e..ex.e.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

2.8150724101159437

false

3:YX7:4

C422F72BA41F662A919EDOB70E5C3289

AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
false

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

196239

6.045356483991208

false
3072:Dss+ICcEBKSFWpEt8At20tGY9rOKeSM7+I9RcjuFchXaflBOu1GOJmA3iuR6:DssvoWpYtRIrOKeSMyl9nagflluOoSin
4CEEE106B4CFB9222D906517865522F0

563D12731DA34614F1CE5C20EF49B3F308DCC3A3
5206D5097F96721C040188DD48D3CD3CC732EAF810D9717356A70EBCB70FA0B2

5B76A6A41B706965A7A3578817B987D6F3B3778EG9E74F941A210F7C4583939C78F27BAF77ADCB1A9108461CCEBO4F580B06C4A2CODDEF1775ACD42D1C8BF8F
1

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0, "uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWixhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdR Y JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw40XIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7441142978844155

false

384:dHfCskU2Z32NaMVRjAXNsrOvoU3HE+/HazG TGrxGImxXqOKRrdAmJIVXV2ksI30OWn:h6GZpG+A7seHKEWY 3vagK6M8Nb
DA767F86940400A146864955F77736C7

6C4CF159CB42FC841E72612B3285964C897851BB
4A3F296BDE7C909DBFDCEB5D0652BF50AEA6BD6EB218F5B960216A4960A78FDB

459974D8BBD1B1B092D3B71F34F9FC29604903B061DAEEGOF9507C120978D739F1B2CC8504AC858A15EE3B30C7DB8089308D59BFC79BCA7B8F7DFA852436728
D

false

L SO, *..C.\P.R.O.G.RA~1\MIC.RO.S.~1\0.fic.el6\GRO.OVEEX.DLL.P....%programfiles%.\m.icros.oft officeloffice
.1.6.\...gro.ov.eex.dll..Micros.oft .Office. .2.0.1.6..*.M.icr.os.o.ft .O.neD.rive. for. Bus.iness. Extens.ions...16..0..471.1..10
.0.0. .C.\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Offic.el6\G.RO.O.V.EEX..D.L.L...Micro.s.o.ft .Co.rp.oratio.n..\8.D..C.:\P.ro.gram. .F.iles\C.o

.m.m.o.n. .F.iles\M.ic.r.os.0ft .Shared\O.FFICE.1l6\ms.oshext.dl.@...U/..%.omm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.oft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1..
2\P.ro.gram.

D..C

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir5676_1506470791\Ruleset Data

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

147504

4.859567224410241

false
3072:KI4VHTSRJIJIYd7eF9yBrohsNSIkSTmLzpN1VZihdfjAUolUeFjK:A4VGJ2JoySI61edbPq
BC811D916CF7D8E6B13B5E63C7B6A474
CCCB6EB391D88DDFCE3E3BAB3AB63AC799459484
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SHA-256:
SHA-512:
Malicious:

Preview:

CE9183903AA22B624FBA2877EFEE026D53EF7B38FF28D4119E70F55B7BFF79C3

158DA5CD955DA0AA16DAB0A894FB277181753854A011C8CC3ECFF4075A5A4449CC85A51C17446C0096310CF897045EA549D4B21A756541335DE82E69413E9D8

false

PWLAW. W, V. V. XW.. V. PW.LW..HW. DW...V..<W..8W..AW..OW..W..dV..$W.. W..@V.. W.. V.. W..V.. W.. W...U..V..V.. V.. V..V..V...U..V..U..V..hU...V..HU..V..

V..V.s.Ss..v.s.u.u.ds.u.u.u.u.s8s.s.s.U.U.U.U. U.U.R.U.U.U.U.R.U.R.dR..U..U..U.U.U.U.|U.xU.tU.$R.IU..hU..dU.."U...Q..XU..

C:\Users\user\AppData\Local\Google\Chrome\User Data\a35b9205-c1f0-4a8f-ab17-6e478f1b208a.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7441142978844155

false

384:dHfCskU2Z32NaMVRjAXNsrOvoU3HE+/HazGTGrxGImxXqOKRrdAmJVXV2ksI30Wn:h6GZpG+A7seHKEWY 3vagk6M8Nb
DA767F86940400A146864955F77736C7

6C4CF159CB42FC841E72612B3285964C897851BB
4A3F296BDE7C909DBFDCEB5D0652BF50AEA6BD6EB218F5B960216A4960A78FDB

459974D8BBD1B1B092D3B71F34F9FC29604903B061DAEEGOF9507C120978D739F1B2CC8504AC858A15EE3B30C7DB8089308D59BFC79BCA7B8F7DFA852436728
D

false

L AU *..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0.ffic.e.l.6\.G.R.O.0.V.E.EX..D.L.L..PL..[)..%.p.ro.gram.files.%.\m..c.r.os.0ft .officeloffice
.1.6.\....gro.ov.eex..dll..Micros.o.ft Office. .2.0.1.6..*.Micr.os.0oft .O.ne.Drive. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0. .C..\P.R.0O.G.RA~1\M.ILC.R.O.S.~1\.0ffice.l.6.\.G.R.O.0O.V.EEX..D.LL....M.i.cr.o.s.o.ft. .C.orp.or.atio.n..\8D..C.:\P.ro.gram. .F.iles\C.0

.m.m.o.n. .F.ile.s\M..c.r.os.oft Shared\O.F.F.ICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\mic.ro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Micros.o.ft Office)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0.426.6..1.00.1...D..C
s \.P.rog.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\c5da18d1-f5c7-4ddd-9c38-0975dedabc9a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

204275

6.0733240667491675

false

6144:LKssvoWpYtRIrOKeSMyI9naqfllUO0SiuR6:LKsh3XSJShjot
35E2D35F14FF25B51CAA969EBAE64929
E8766FB531ED5F6C1CAEDF914EE90A8A5062BB3F
2A103C2FDE6DF2BB271AA754A1786D8B2D41B26A522B4EB85D3391A601C49619

0CC5160A9375CFC42CCC6E33FE058BE2F65B82C2B7CBB4491D9ED92A1C6344C6EBSFA728A1D2B20A5D39D235DE69384FDDB600EE103D1F4C85A037034200E
A4

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0, "uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAAGAAAAAAGAAIAAAABDVAQ|Lg1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPwI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"'metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ccefc4b2-60da-4374-8d06-87a09f707edb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

196155

6.0451995345225935

false
3072:hss+ICcEBK5FWpEt8At20tGY9IrOKeSM7+I9RcjuFcbhXaflBOu1GOJIMA3iuR6:hssvoWpYtRIrOKeSMyl9naqfllUOoSin
39EC73E52422EFOFD06474CF081BABO7

27647C25BD74E611B9345D729C2B63E7B1BFD831
46ED6E56B8F011F1CE4987FE3C2C3A4F6ECEFCE492419523E1BBF919EDE76DFE
6120334254DD73625C01BC8B562857F10C70462A9979298D9BF67972924D203B6EC9986891A697C5E6CB062BE7C9216A8D317ADCBA7AF1AB54AF73BOFFDFA03
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Malicious:

Preview:

false

{"browser":{"last_redirect_origin" 'shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652476596004007e+12,"network":1.652444197e+12,"ticks":114991592.0,"uncertainty":4228023.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LGLdOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCLAIXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639511907"},"plugins":{"'metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Temp\5676_1554045649\_metadata\verified_contents.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1425

5.994801846608462

false
24:pZRj/flTm6M27DJIGpqYdIQpFpNSzkaoXgdF/bhndPeQUAXFr9oX40OvDFryBuliPO:p/hZ7DJI1fp/Nykak0/FdPe2p9kdBms7
A9213F8CDFB6B78022DA05CFA5A7D891

93D3EF815A109379A001E3F3202757F3203361B9
9C668E3D077EEE7AEF97863D7FE1CBF61FB4B5000453F505703E57D27B422967

6C7BE485C63EA72AF9E427ABES09A30BE13F4BDEO9FOCDB8556CFF13B083B715F7F5DFCES7A1E768EF1EB88FO04EFD4AE99C226100191B93F75469418CE330CE
69

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY 2tfc216ZSI6ENDA5NiwiZGInZXNOljoic2hhMju2liwiZmIsZXMiO
[t7InBhdGgiOiJkb3dubG9hZFImaWxIX3R5cGVzLnBiliwicm9vdF9oYXNoljoiakhYVTVVRE10WUx1VUIROV96d1Bsd2Zmd29uTkhSbURmaUES5VUFHaVEtZyJ9LHsicGF
0aCl6Im1hbmimZXNOLmpzb24iLCJyb290X2hhc2giOiJINTVkQUc3d3BDSWIBTMNzSKRZWmpOcDIJCRHFTUKZXdzNwdE9sU2ktek5zIn1dLCImb3JtYXQiOiJ
OcmVlaGFzaClsimhhc2hfYmxvY 2tfc216ZSI6NDASNn1dLCIpdGViX2lkljoia2hhb2llY m5ka29gbG1wcGVIbWpoYnBiYW5kaWxqcGUILCIpdGViX3ZlenNpb24iOil1M
ClsInByb3RvY29sX3ZlcnNpb24i0jF9","signatures”:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"LqY qsP-WIB8nE2JEqY RQxkHwWN
9Wgu2MK5D_uPKB4atX30fFzDZAv8Z9plvsI53AMo_GMmNgC8IY-_9pCOQ1F19ExfbP5SFC7NcA3xe112MMEgG7Fkb58kGoMuTn-NQmI-ZrdwwRnGsT8tULRIEV
d9GtzapIXldIbnhF3jZdUAR_fDG03RTaF2BmeDK20HFmMFhjGgyaqgwW8jBASKQEY pW4czHIJUk45TMANmMCW3tICwSoTzoTZvPOQ791WdBp60ISUOKe0jQjsOW
7Y6e90D06s0IVBKprbtORqbKUIAC1WA3t7b2E0rMwXGmIRTjhSMkaflwMh4gFw54E5PLQMXINNCBwW'},

C:\Users\user\AppData\Local\Temp\5676_1554045649\download_file_types.pb

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

7650

5.12483814381491

false

192:40aEW8SsWk/pvtHB3Nf5Y 10k6QKEa4pmigh1BPxzO6RsO6v:40aEW8SsWk/pvtHB3Nf5YKK6QKEad4pmA
8D7D8483804246771B62D74531D9C7A8

19EA42E79F04FAC2A1CCAAG37385BC7EF7EALIF3
A28B662C9E379BAADOOE700A9AA4124A2D7A3648669EBBBCBESFBCE1A7011A85
955B2B467063D774233C0B5DDFOFAA04678224855E7950967B1EDE83103FF14EC8371F1B36CE7D92F9B11D2BA6AF10DE732CEE990C7500EDEC7C71252890A66
false

2. <P K,
..mkv... *.....wav

C:\Users\user\AppData\Local\Temp\5676_1554045649\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.8793357407284366

false

3:SXGVNXEWfwICSedSVzQGDB7YsDAwd: SUNX/sQkD/
A13AE9794CF91F69B4E285B2F5E2FFDD
2A9E7B1BC57B296D792B50E03D80D21A9B8731F2
D68B68CF7C55432F41582B26536C9FDIA3SBES0DD6E3255D4EC1B79488CA15C96

OFD65CDB977949DA94E694CA018CCE97E4995389F4E29F9ED791B418938D9813CE1F13606363A67407BA26414E9A32757FB181FASEB4E663BDFOFADD8A2BEDF
6

false
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Preview: 1.2¢15227a2823f31c7f3728e85a39bd87040d30562f3fa8d1c6faeb20f93e3cc8

C:\Users\user\AppData\Local\Temp\5676_1554045649\ manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 173

Entropy (8bit):  4.479129266715852

Encrypted: false

SSDEEP: 3:rR6TAUlhFphifFRxJ1KNOFgS1iJHpEe SWU4pv/8F/FXLj2RF2fcTZ TotL:F6VIMDf1KqgS1qOWBONpK4aotL

MDS5: 6919207CEDCD450B8080CEE781C19AC8

SHAL: D57E8CEAB888A3B1457D98A3CD5E6038D090462F5

SHA-256: 239E5D006EF0A4221B00D72C2436198EDA76043A924455B0DE9B4E9528BECCDB

SHA-512: FF864721CE59CA633FAESDSE3D4728952F6FCF0B241DEF7832F22EF229699282A588FD76B91A3E4FA7B470CAFA9E41E8460977C2A1547A5A9E9D3CF5E8DAAFRF
0

Malicious: false

Preview: {. "manifest_version": 2,. "name": "fileTypePolicies",. "version": "50",. "imageName": "image.squash",. "squash": true,. "fsType": "squashfs",. "isRemovable": false.}

C:\Users\user\AppData\Local\Temp\5676_2047189785\_metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1311

Entropy (8bit):  6.005142745622942

Encrypted: false

SSDEEP: 24:pZRj/fITDYV9yVmddLb7aoX6wclWQ4vDzRSIKF60XZEWGPNIQvo+M:p/haEAdV7ak63Rx0KF6keWil6o+M

MD5: 015CC8BEA4AG6A775AF3080882F5D9455

SHA1L: E3728A7B6A32044FDACESF7FC447997FDE32FB18

SHA-256: DCD27659E8C9BE4F9130B1CAA328162D305544D9799EF0A0675085A962CF7578

SHA-512: F6CBFEC2DEB717F361E77117F6FEABBFIB26EACE7402957D7D312F334A82176AD44DAC1A4124AF004C7CAGF3F6B73124740289B9570A85354DB3C1047751F23
Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIENDASNiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO

[t7InBhdGgiOiJtYW5pZmVzdC5qc29uliwicm9vdF9oY XNoljoizZWJIkaGhpRGXDcEhFOUCSRILMEZTQ1B4RMFBOXBWMVdAVYzdPaUVPSIpZSSJIIXSwiZm9ybWFOljoidHJ
1ZWhhc2giL CJoYXNoX2Jsh2NrX3NpemUiOjQwOTZ9XSwiaXRIbVIpZCléimxsa2dqZmZjZHBmZmloaWFrbWZjZGNibG9oY2NwZmlvliwiaXRIbV92ZXJzaW9uljoiMS4wL
JAUMTMILCIwcm90b2NvbF92ZXJzaW9uljoxfQ","signatures™:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature”:"YQ3bA-EV7C3PaG_Snlb
fTSWULAWZtGpsZ6QFPw-_VbUhBWYSX2efppu8GXO0fliZRHWEKEP7flynCV_qNtcgrpl8BjSO-1nmB1KrigfT4kHv6uBh8h_SXujgGRjIPAXCWPLYKco-hqE9tTUuQPKmzn_-
Zc9GgJpl5IEAsuBUTZjrvWmzKkgkbdcesMNSwbrvyDffx2niki2p_7U3IkHNyd7hLpsCvZV8VqwCHwCEpOuggwskmNjLwxmRnjA_Emy9mMXEUEofyh7EEOs9BaUNsokg7
qXuxkrMz4S0ja5VB6ZVmBO5WIvexk3EXD-yDCykgMDxk2WZGpW1JtkYnpOMqgGQ"},{"header":{"kid":"webstore"},"protected":"eyJhbGciOiJSUzI1NiJ9", "signature
""WILRESuiylidkd-XDuFWN18wHXTE202h4LMHy

C:\Users\user\AppData\Local\Temp\5676_2047189785\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit):  3.947126840193127

Encrypted: false

SSDEEP: 3:SuOcV60DKEoVavUd1iSiXn:SBCDk5svUGSIX

MD5: 072D0D7C824A2889BEBOBICEFOFD2197

SHAL: 985COEC750CFFBBAE6GB2F079E77149E434E9D517

SHA-256: BF69E3FA772C505E6E75E2A5086FF0396248246F319024745B80FCOFB39D93E7

SHA-512: A397B48EE93B964A38501846F876ABF2C29AF2150786DCF6E37BAAOEADF48DEE2F8601953F8AB7D4AD76CB5586D669CB1F11FF5A8FDESB638F0B91413B358CH
3

Malicious: false

Preview: 1.ab8d70a60ce0fbal355fad4edab88fd4d1bccc566b230998180183d1d776992b

C:\Users\user\AppData\Local\Temp\5676_2047189785\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 300
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

4.716626192856269

false

6:2eXC6WQpVYTJICAEIfd26VO9bIA6VDHs/CEwrhKXk7VmO1LwyAGI/zqSkhY:0e TICAEQLO9hQADgK0711LgGika
9569E205D5815A3D9E14DEE93B7717C3

020BD6A07EF64A304B07E3ADFDA4C4D5397534CD
79B7618620E50A91C4F46F4560AD054823F115A03DA55D5651CECE8843896582

BESEB17E769203E6A064326F227D21FFC1E8AA3F2684BD9786FAA4DOEAC944E4343608B1AEA25FDALSFFF88D9C41487907037FEF75DC4D1615A27C7041FCOFS
C

false

{. "description" : "Origin Trials public key updates and disabled features list",. "manifest_version": 2,. "minimum_chrome_version" : "55",. "name" : "Origin Trials
Updates",. "origin-trials” : null,. "update_url" : "https://clients2.google.com/service/update2/crx”,. "version":"1.0.0.13".}

C:\Users\user\AppData\Local\Temp\5676_216083431\LICENSE

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

1558

5.11458514637545

false
48:0BOCrYJ4rYIVWUCLHDy43HV713XEyMmZ3teTHN:LCrYJ4rYJVWUCHZ3Z13XtdUTH
EE002CB9E51BB8DFA89640A406A1090A
49EE3AD535947D8821FFDEB67FFCI9BC37D1EBBB2
3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A55B

D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EB5D0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF91
7C

false

/I Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided
that the following conditions are.// met:.//.//  * Redistributions of source code must retain the above copyright./ notice, this list of conditions and the following disclaimer..//
* Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other
materials provided with the.// distribution..// * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR./I A PARTICULAR

C:\Users\user\AppData\Local\Temp\5676_216083431\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1511

5.966986118893252

false
24:pZRjfITUIYIIGGVpVMjoYZU7a0Xsx54IGOK/8yoXZnn7EJ1ZGY44+A0Kr5YoN:p/hUIBxN7akOFGOc8ykNn7W1ZGf3ApY+
0A9DE6B812FBBOADC86CBEB416EF46D2

A58AE7728CB5D268C650FE12E75EA1389355950D
74D60FEA129B562B39DF88D7B0EB148066B643D4613EBODC19AC844F66D3687E

E9ECE139DC302F8EE72BBIECCOC76676E53E6CE8431543A957CEALESEE1B62CF7218D24A06FACDCD24B41AA2BB5B150F2F8F708863841E76C4D33F9F38E6E
D53

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216 ZSI6GNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJMSUNFTINFliwicm9vdF9oY XNoljoiUGIlwc2tBVUxaUzFqWIdTQnctVOhIRKItRINVCEXiZDIUcVKwR2ZHSHBWcyJ9LHsicGF0aCl6ImNybC1zZXQiLCJ
yb290X2hhc2giOiIxTUIRAIIOTkxRQMFLbWdwQmVieUtnT2VUSmMJIpSUJIMU1Vd1lowUmRUYWowInOseyJwY XRoljoibWFuaWZlc3QuanNvbilsinJvb3RfaGFzaCl6lklgd
zVtRjNoSWdzMkdVWXIBcXMOTU9QTkdITVppS2ppcOIfRU1LjZVZoTKEIifVOsImZvem1hdCl6InRyZWVoY XNoliwiaGFzaF9ibG9jal19zaXplljoOMDk2fVOsImI0ZW1faWwQ
i0iJoZm5rcGltbGhoZ2llYWRkZ2ZIbWpob2ZtZmJsbW5pYilsiml0ZW1fdmVyc2lvbil61jczMzQiLCIwem90b2NvbF92ZXJzaW9uljoxfQ", "signatures”:[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NIJ9","signature":"VWQIz-_z-bo_zrs4707UfInx8Fa5aAqOMiBU4yeHcQO6ezXMjifNQjbIHMMs-1bnzlOTcBXLvT7mVD1
umc_69GMIKmUfaJPKYOBhJXE4I6fNrQhOt-pQe3bquQ9k7RELCWiyIN1YljabhGHINna6kFaY 1sbmYUM7QfUqZ-g3XdmJj7UtDxrzDSfsBwhHWIY Ul1xsRqsubVtICrv_K
JGICOWKSs3vsLfyNolhBHagjAfiktqwb51aQQ5Vt84GrHGSySQL

C:\Users\user\AppData\Local\Temp\5676_216083431\crl-set

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

22137

7.832339454934655

false

Copyright Joe Security LLC 2022 Page 29 of 93



SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

384:826XPK5MeWUUMWVPplc4m8eWDztoBos11g5fk8QzsvF5trdGohtt/8tPJIBr:8fH04VBIJYWntox11yk8SgXrdG/OP
9D2F2267B0879A1331D54FCC7CCD71EF

2966F5E040A23855AEC78CADBE4915D866F667B6
5B7ED81CABCE43CEDE1388ACF6D19C93FIE6390ECD0O85E5143390E984B59B762

B438EOEB5F6026F8B562BCC64B211FFAS0E2F7590D56B8A2ESFD3B8AFD58B69ABAD2A9EA750CBC28675C8A48C5FEEC63B57180520A2BDF726ACEBDS34BECC
837

false

"{"Version":0,"ContentType":"CRLSet","Sequence":7334,"DeltaFrom":0,"NumParents":189,"BlockedSPKIs":["JdoalYu/z7In2HI7GFfUwY57qnQXtPnv+TZrXoafizk=","|
i5LVLUYp+5dX+uWM/mR0O8MwDpUU2t57DU+CjHIPjoc=","yP3cdcsb27WMB7TghHKH9iZIndZrwQomrdm1dbOgo40=","BN3pqgpp59hSYaCMI+ghwJ2cH+5y
pU4QSC0aIMmhJT8k=","tbgN1/iVZMKInT1kU8hImMd4JIGbZOoINapimGWRVIA=","wO0gUOa7veButWD1zuAqgNjTiROp+ds+PvvVjuxFO0OM=","eBpM8ukkUvPuAdDD
gaQhTzkEFIW5CtvWHB0RJE4Jstw=","/NdsyiNH5c1bOTR/Uc9DZUtpor/IJBzZwpr5H2HAebg4=","lo26afv/Fb83Y giuUMa3lp+rUt+rxvnACaBC8VIHGT24=","fNKVt1VEgIg9IAl
Gbwg3xarcAuM7YVDGZE3goJZZ8jw=","9Sk9R+041MMbLULe47WzrOl8omyirANI42Iu6AITH7s=","nFmjzK6kaZhCsGjPxSz5RdtRmGIXyDLNsYynOEn7ue4=","OUz/
WJ50kxLPWHHuUC8Gf5MYGIWzIQOKd5tti5C2708E=","NuqWEoyJg5+2IfitDh7guclgh2Kre02ixnZYk8m3ztl=","pqyh7JgJzFtlIf+dKcXr5IGWC5Gx8ZzIm1Xvh4GKIQk=","MO/
kE4JHbDOAB8C9+I+ZrovhnsFnuHgaHIrRBuFtdEIY=","r1IkVGOLmxg67/AkHr6pJvEBR1F5/1Uq/7nUS7gD2Ye0=","6 ENnHF2yT32X2S2FpgjZuVmMReBK2+ivAyPgK6u5
Bgcw=","0x7DkoW3pTGdAVfbQg7YfHQ+Mzu8d/h3H3BGTONqYEk=","h7/Yr

C:\Users\user\AppData\Local\Temp\5676_216083431\manifest.fingerprint

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.89493224264682

false

3:SXDW3m3cWFQUXiISOWHEOXdmMEA7mM:S9+USS9AXAETm
44CE6E94741F658DA6943B651C954B3C
F45293BD26F25F7579F8C82D0D4F15D9364375B9
9524C4BB707055DD2D7F6BCC2946FABBBE9IC65D92FCB8F77990457D9F0EE774F

D77631F70482315B206204B3C4104CA5F0CB396D47929FFA97CC2AD17D221B24CFA1E1346648AAEDIACT7BE7AF97BFA5E65C92925091A9E2EA12BF223AFACCB
B7

false

1.23e74e3al0ef9cadbe943d2623b12747e65aa30cc2baad621a50e2197af94870

C:\Users\user\AppData\Local\Temp\5676_216083431\manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

192

4.825852116718429

false
3:rR6TAUlhFphifFIWgXrZ4uhFgS1EFFHIEeSWU4pv/8F/FXLj2RF2fcTZTotL:F6VIMu4IS1EFcWfBONpK4aotL
21D38F12F65F8D51795BB04EFBIE9517

8C8AFB8003C532F460360FECD88FA26EDBE23B7A
223C39985DE1220B3619463202AB3830E3CD18831988A8E2B08FC431C79584D0

A7212CCEFA410B1A5BAD597BC8FAD39171920EF7C265DBF03B7C96FF654B1C767647AF646AB96DCA42A3A92F7B6DD1E469C0506AA876859965F07AFID6CCOL
B8

false

{. "manifest_version": 2,. "name": “crl-set-17509195642807481819.data",. "version": "7334",. "imageName": "image.squash”,. "squash™: true,. "fsType": "squashfs",.
"isRemovable": false.}

C:\Users\user\AppData\Local\Temp\5676_445734699\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1769

6.02691851675211

false
48:p/h7mdI98aEpjYjNmak7VnSjxiImBOGOEE2f/1yrgkfb1zSj:RxScdYkaSnWLju2f8rqeb1z8
3AD0O00E7DOE26616AEF71ADEC88CE7FD
38AB305C7FA63BA35F0B820A45CECBEADFOES78B
5E32F16D52A5577A937F2C8513CA35CI9E6BE351A7A0FBB74278407DF504D86A5

11CF8C27A77A7C2E3AG0354EA53DADCEG8BIESSFCIBCAC311E0F83F4952F524ED82FFD30D3A52998F1A4F3061CA92D4179BE6B57FC8D4DA59DA25EA98A513
B75
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Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIENDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJtYW5pZmVzdC5qc29uliwicm9vdF90YXNoljoiRGRxYUY5VkIXR1dZcGIBTnVGUy1VbVZOUHAzdkI6WTgwZWcezVnByNGIYUSJ9LHsicGF0aCl6InRsc19
kZXByZWNhdGlvbl9jb25maWcucGliLCIyb290X2hhc2giOiJERINReWKSdFI TFVFT2VRZS1sN084TnJQazNtRkIIMVF4SjQyOHIOVEhrIn1dLCImb3JtY XQiOiJOcmVia
GFzaClslmhhc2hfYmxvY 2tfc216ZSIENDASNN1dLCIpdGViX2lkljoiYmtsb3BIbWFrbW5veG1naGhtY2NhZGVvbmFmYWJuYWwiLCIpdGViX3ZlcnNpb24iOilOliwicHJ
vdG9jb2xfdmVyc2lvbil6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"XCHUAFIVqSDfe2rcY_dM6H5x3xI7qq_9
0U6eUzocQWZEyMIXZKjMzxWgJVCH40WwoBgch-M6ap0cy4nKkLRHI8LDUS-EBx_8v2E04Y7Qag5QrU77rhCSEueRMs97rozUxghxpivibClgtC8A3blu-za25bblz2PaBK
UWO0JE5-DuJVG5im_ox701RcrVyYwl_ZamM-USNQjvgL3WQg-U6Lx0IW7RUco3UhxMEGgE7mPLKuKGHYdJgpIDOI_37C1lcUhcxxRrf660JcpLR3ndISa_jVCM
Kdw2tQDFsUWgQ_t4J-asQZ8Z3-TIWVHVM4yMc8V7wrkmDSdROyT5GcBsWhDG

C:\Users\user\AppData\Local\Temp\5676_445734699\ manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit):  3.804943840416549

Encrypted: false

SSDEEP: 3:SSISf7TWEIiNX/IXVId3VxU:SSI9hFgju

MDS5: 55B444FDDE72163407F4D74649A3B408

SHAL: 3F6E5860634A9046C7BB5551DDFAF20D9DCB3860

SHA-256: EDB55F2F05A6F02AB2BF5C78AA4F261155A514D8D178C0OB7E698F589F4381349

SHA-512: 6A0EF980142D02EB92996CE37FA7749ACCA4752674453D10A6D69BEIBI6FFFAF3F4FASDAAC2641D49ACI9E40521DE02479D71BB7C11CDFC3D2844C8E206E380E
8

Malicious: false

Preview: 1.70497f45af368f6d591eb9b93a097b7b56821b0770ee00f04b2f5901487a0421

C:\Users\user\AppData\Local\Temp\5676_445734699\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 176

Entropy (8bit):  4.535930077888047

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFNvexMjG8IgS1IFHIEeSWU4pv/8F/FXLj2RF2fcTZ TotL:F6VIMDexUfgS1GWBONpK4aotL

MD5: 488111215DAB3BEA15E72C6A8A740BFA

SHA1L: CBB60255ACDOF35D182AEBCB1EF5685D78BBE92E

SHA-256: 0DDA9A17D54E586598A6200DB854BE52654D3E9DEF07363CD1E837569AF88974

SHA-512: DD58F672B17E198A211C11DCE47BEFF37072C5DF3911A6F2D2CFC2446F62E49C59D08A0AB3AFE1B5F5D16F0713880E5C9299A18D4A7DIASEAGFCOEOFD82F7(
BB

Malicious: false

Preview: {. "manifest_version": 2,. "name": "legacyTLSDeprecation",. "version": "4",. "imageName": “image.squash",. "squash": true,. “fsType": "squashfs",. “isRemovable": f
alse.}

C:\Users\user\AppData\Local\Temp\5676_445734699\tls_deprecation_config.pb

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3TT

MD5: DFCB813D6C003FB3E2FCA9F5295E9F58

SHAL: 0AE29FE525011710A01DOEAC184EC7753BDESIEE

SHA-256: 0C5490CA2F6D61C2D410E7907BE97B3BC36B3E4DEG14E1F5431278DBCCADA4CT79

SHA-512: B4CB3FC8908339B39A3A1FB365634633C4C4C0B39A268F5FADO3BA014553E2ECE7FBDEEF7BB52FE40475DDB841DC022A5377D285228152F7F78FF812075D45E
7

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\5676_857226258\Filtering Rules

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

data

dropped

96166

5.4897674246314825

false
1536:F3eywFManDiYhgzOBD/mpEV+SYkdDONo8grXyT00LschZ0J5b5wDj:LwFManGeAOBDwWEfRDONTCCTO00fhZ0JxM
81BE5836F8740802C2CD3436AF0D326C

88BD294563A3E1BA663375609E83DFED3B57E6FE
409C37FBE8373412615BBDE198F234BCACFE8BB32DA179B1F84B003EB558488F

4ECA450888C8C0505B7AD517891AD158153CF2E93A0A32A670D5709B8C74DA3BFOD30EES9F35F9D529FEO33E7771FA8B28BOEB06204E732F0308BC4C073EGABF
C

false

............ 0.8.@.R.-728x90...........0.8.@.R.adtdp.com”..........0.8.@.R.rvpsrv.com”..........0.8.@.R.yomeno.xyz"..........*...
....0.8.@.R.uwoaptee.com”.8......*...safeway.com0.8.@.R.fwcdn2.com/js/lembed-feed.js.......... 0.8.@.R._468_60..3.
..0.8.@.R)bancodevenezuela.com/imagenes/publicidad/.......... 0.8.@.R..adbutler-.......... 0.8.@.R.adrecover.com”...

.R!developers.google.com/google-ads/.-........ *...konograma.com..0.8.@.R./adserver.

DAgent_.......... 0.8.@.R.indoleads.com”.%......0.8.@.R.discordapp.com/banners/.E... ...daum.net0.8.@.R)daumcdn.net/adfit/static/ad-native.min.js.(........0.8.@.R.loo
ker.com/api/internal/ #........0.8.@.R.broadstreetads.com”.......... 0.8.@.R./banner.cgi?........... *...thefreedictionary.com*...downloads.co

C:\Users\user\AppData\Local\Temp\5676_857226258\LICENSE.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

24623

4.588307081140814

false
384:mva5sf5dXrCN7tnBxpxkepTqzazijFgZk231Py9zD6WApYbmO:mvagXreRnTqzazWgjov6XqD
D33AAA5246E1CEOA94FA15BA0C407AE2
11D197ACB61361657D638154A9416DC3249ECIFB
1D4FF95CE9C6E21FE4A4AFF3B41E7AODF88638DD449D909A7B46974D3DFAB7311
98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EES971817B7BBB612A034C746C2D81AES8FDF6873129256A89AA8BB7456022246DCA4515BAAE2454E
false

EasyList Repository Licences.... Unless otherwise noted, the contents of the EasyList repository.. (https:/github.com/easylist) is dual licensed under the GNU General..
Public License version 3 of the License, or (at your option) any later.. version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or.. (at your option) any later
version. You may use and/or modify the files.. as permitted by either licence; if required, "The EasyList authors.. (https://easylist.to/)" should be attributed as the source
of the.. material. All relevant licence files are included in the repository..... Please be aware that files hosted externally and referenced in the.. repository, including but
not limited to subscriptions other than.. EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be.. available under other conditions; permission must be
granted by the.. respective copyright holders to authorise the use of their material....... Creative Commons Attribut

C:\Users\user\AppData\Local\Temp\5676_857226258\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1641

5.960820521871119

false

48:p/h4lebKCOtHETGkakQUyXyPtvojkmFz6fdH:RmleMHwaPUd6j7adH
6977480C932C6C233E72BCD27AB40151
AFB95CE40A8DC75B3A609C07E506F3C45719683F
EC90E259556575C81F6B989F7E0251730A7286BDE2CES50720CFA38E484644EB2

965D6788B7910F1FE27F9D4CB3F311C04B1029422174C2ABD1ABBDD562C2776684037A3D36C506FEEF7F6BAE2B020DEBFD43FEEBD6AY04FE24E7B537D4BB1(
8B

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216 ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJGaWx0ZXJIpbmcgUnVsZXMiLCJIyb290X2hhc2giOiJDR2dDUjZpQ1YzT3gtc281bHk2aX01NU45MFpacHg3TjJjSWZrNmNyd1NvinOseyJwYXRoljoi TEI
DRUSTRS50eHQILCJyb290X2hhc2giOilyaWswNmkOTFICAVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVKOTGtzRFJJInOseyJwY XRoljoibWFuaWZlc3QuanNvbilsindvb
3RfaGFzaCl61ktBdVZLYTIFRVBXWUMOeHhSZnViZGITNkp2aUNzVVVwWRKVWZndBQ3IMRFUIifSx7InBhdGgiOiJtYW5pZmVzdC5qc29ufilsinJvb3RfaGFzaCl6Imd1VUJ
DVOImNTIub1p2M3JRVIIsQ3gwdUFWcjdIUjRzZNFRGAEx4VnBoUFEIifVOsImZvem1hdCl6InRyZWVoY XNoliwiaGFzaF9ibG9jal9zaXplljoOMDk2fV0sImI0ZW1faWwQiO
iJnY21qa21nZGxnbmtrY29jbW9lawl1pbmFpamltam5paSIsiml0ZW1fdmVyc2lvbil6ljkuMzUuMClsIinByb3RvY29sX3ZlcnNpb24i0OjF9","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"dPaqflrdJc9ZDJ6G_NiG8qMiRszkbuJQ9viGIwKZUmL6umoX42elmESIFHWIKnzQp6T-f9zDk3d-3im
1Z2hnKtonTmCGV73T8d2b7I17NOIrFnwARV_umllgB7qCcdtMKC

C:\Users\user\AppData\Local\Temp\5676_857226258\manifest.fingerprint

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators
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Category: dropped
Size (bytes): 66

Entropy (8bit):  3.767625222183077

Encrypted: false

SSDEEP: 3:SQbYGEUfWR]jj3BWWEA5ajcGn:SQEYfWRI|jXgj

MD5: 69B6F159F9B1421EBD5224D3F61ADCA9

SHAL: 5F778F3E0B566C638F1C9436F567E17D13F1EC02

SHA-256: 42B2668908F5B710DDDACB59DCB6547B5BCC247A90102F2E2B2FE0190BE28C23

SHA-512: C5D6467D87C25405FE99386EFFDOBB37C0728DECCECA647B6C85DD24BD28D6321B841852ACE3B83EC37D94A8EDI251683D4655AA71D185CB6A156D53B252A
93

Malicious: false

Preview: 1.53b83738fad69a9f3db36848834a1d5003880033cae857eadfc37d3802dfch8c

C:\Users\user\AppData\Local\Temp\5676_857226258\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 115

Entropy (8bit):  4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAUlhFphifFHXG7LGMdv5HcDKhtUJKS1Yav:F6VIMZWuUMtSSKPS1Yk

MD5: 8C5308E53C3B2FF7B5C645BB2FF50A01

SHA1L: 2CA75B325F6263E2B2A0C8C4CIFF6161992152F0

SHA-256: 280B9529AF7F10F5980B8C7145FB9B7624BA26F882B1452914455FC000B22C35

SHA-512: DD70A682733891E546B4BEABC73E3D2E3D85810AD9196AE92F7B9722FEC7622F085500F5BEEDCFB44F2EAGEB8953C509C8EE9729567A7E47D88COC8DCAC19E
2A

Malicious: false

Preview: {. "manifest_version": 2,. "name": "Subresource Filtering Rules",. "ruleset_format": 1,. "version": "9.35.0".}.

C:\Users\user\AppData\Local\Temp\5676_857226258\manifest.json~

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 115

Entropy (8bit):  4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAUlhFphifFHXG7LGMdv5HCcDKhtUIKS1Van:F6VIMZWuMt5SKPS1kn

MD5: 9BE1BC3AB4909AFF0167952B7170AC53

SHA1L: FAA9E494B2ESE9ABS52E7DD6EA72DA933470E5572

SHA-256: 82E50109631FE7D9E866FDEB4154650B1D2E015AFB791E2CE1316D2F156984F4

SHA-512: 9A3F0104C5D6190DC697B1DC442F3AAD18D6AADA3579344EAS69E9925ECDEB640A55DBAALFFD194EE00479CF68059F1C708EEF80159F90FA0012A5A95E971C
E

Malicious: false

Preview: {. "manifest_version": 2,. "name": "Subresource Filtering Rules”,. “ruleset_format": 1,. "version": "9.34.0".}.

C:\Users\user\AppData\Local\Temp\5ad12549-7ca0-4eea-991c-f0083fffedd4.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3Ll

MD5: 5058F1AF8388633F609CADB75A75DCID

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8BC727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

Malicious: false

Preview:
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C:\Users\user\AppData\Local\Temp\72175575-b615-4fde-9215-6be6c71dc5e3.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmMCcldOR6YyYfEp4AABUGDcaKkirv:k30F4Z4h45P99FIdO9RBQY BVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BC4CFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Preview: Cr24.............. 0.."0.. % H.oo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.L?2V.<2.. la...0?d.....AH...MpB..T.m..Vn Ip..>k/|
1.n.<Fb.f.*Ql....s..2.{*6...Pp...obM..1....... bl...... (uN'z.....v.FW.X4."-*eu...b......... \..Fl..b...I5....23.q....... L]....w[TO0.6....E.....r.%Z.vFm.9..5!,.~g5...;.t..."]....+A.....u..
k...e.&.16ryU..%..f....... N.V....<+..l.}p{.z.)y.n.)......b...5.08K%..0.9..D.S.F50..<(...>.. \f.X..L.2."..w...7f.~.c.4.E......0..0.. * H............0.......)."..b.*$w\$.q& JzF_2..
12U WoLL20 R WL LK SW..$.d.. +MLHZ.n U.)N.|b L. { K@]6.LIP/... ] (A............. L) HL QY MG . ix. #.28)..[.2...0K .15, Y . %.Ky....0.. {1+.~V.;...d....Z
.)(6.@7V.;~..2..C..[0Y0..*H.=...*H.=... B.....cc...c..l..2..+Y.].k..DR.j5SI..8......H"i.-I...Q.{...FOD. .0...|lL.A.L+.=.. kP.L1..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\72175575-b615-4fde-9215-6be6c71dc5e3.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICiUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKklrv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4DA43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS7D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Preview: Cr24........... 0.0  Ho O \7c.<........ Ft0.8.2'5..9k...%....2...C.F.9.#..e.xQ....... [..L]..3> uT. 7. (yM...?2V.<2.......1.a..02d..... A H...\MpB..T.m..Vn Ip..>k.|
1..n.<Fb.f.*Q1....s..2.{*6...Pp...obM..1....... bl.... (UN'z.....v.F.W.X4."*eu...b......... \.Fl..b..I5...2).q....... L]....w[TO0.6....E.....r.%Z.vFm.9..5!,.~g5...;
k.. & LBryU...%. f.... .N.V....<+...L.}{..z..)y.n." )., b 5.08K%..0.9..D.S.F50..<(...>... \f.. X..L.2."L.W.... 7f|.~.C.4.E......0.0.. * H...........0......)."..b.*$W\$.q&.]2F _2..
32U WoLL2 R W K SW..$.d. . +MLHZ.n ULDNL b { K@]6.LIP ... J( Ao 1) H.. 1Q.y MG d..ix. #£.Z8]..|.2...0K..t"I..5...Y . %.Ky....0.. { +.~v.;...J....Z
)(6.@7V.;~..2..C..[0Y0.. X H.= . * H.=0 . Bu F 2. 4Y LK DR.j5SI..8......H'.AL. . Q.{...FOD. .0...|lLA.L+.=.. kP.L1..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false

SSDEEP: 12:1HEIMLKSIWZGGMLKSIWZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ030yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1L: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0OE9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

SHA-512: OF87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDAGD71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
oc

Malicious: false

Preview: {.. "app_description":{..  "message": " }.. "app_name": {.. "message": "........ ... . Chrome".. },.. “"craw_app_unavailable™: {..
"message": M. }.. “craw_connect_to_network™ {..  "message": "...., ... .o . "iap_unavailable": { "message":
.............. jwt_retrieve_failed": {.. ~ "message": "The transaction could not be completed.”.. },.. "please_sign_in": {.. = "message’
Chrome 1}

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\ca\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

UTF-8 Unicode text, with CRLF line terminators

dropped

675

4.536753193530313

false

12:1HEJOghbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yZnLAOfTYABk: 1HE5baib6WYpm31Lt0Z8Zp8pxOGAOFKD
1FDAFC926391BD580B655FBAF46ED260

C95743C3F43B2B099FEBEBC5BD850F0C20E820AC
C67898B67F9C9209EAFDAB532B62D5789863CFB855998DD6A70E7775316CEC20

39D95D45C5746DA3BAATAEGA3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CI
B4

false

{.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name": {..  "message": "Sistema de pagaments de Chrome Web
Store".. },.. "craw_app_unavailable": {.. = "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network™ {..  "message": "C
onnecteu-vos a una xarxa.".. },.. "iap_unavailable™: {..  "message": "La funci. Pagaments a |'aplicaci. no est. disponible actualment.”.. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\cs\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.698608127109193

false
12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOFTYWCc: 1HEI4G8WY pdt8Zpg5TOGAOW
76DEC64ED1556180B452A13C83171883

CFB1E56FD587BCDC459C1D9A683B71F9849058F9
32290D69A90E6BAACA28B10382C99221B12773BBIA184F3B93DFB48A4FE6D7A40

5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D8488!
CcB

false

{.. "app_description": {..  "message": "Platby Internetov.ho obchodu Chrome".. },.. “"app_name":{.. = "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn. .. “craw_connect_to_network": {..  "message": "P.ipojte se pros.m k s.ti
}... “iap_unavailable™: {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici }.. “jwt_retrieve_failed": {..  "message": "The transaction could not be
completed.".. },.. “"please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\da\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.5289746475384565

false
12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOfTYzD:1HErMKfgMKVWYpM6IL8ZpDNOGAOfiD
238B97A36E411E42FF37CEFAF2927ED1

AE47AC90BA24C8F4724D9293FA40CFD4ADAGEFED
4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

FD0742D47B5F5AB9AADIBAC3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DCS3EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10CS
EOA

false

{.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {.  "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “craw_connect_to_network": {.. = "message": "Opret forbindelse til et netv.rk.".. },..
"lap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\de\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

651

4.583694000020627

false
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SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTOBZpU34p6FK6030yZnLAOTTYJ6K: IHEZWWY p3Bewv8Zp7kd0GAOTQj

MDS5: 6B3E916E8C1991AA0453CBAOOFEDCAAA

SHA1L: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: AB2FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79BOABB526DDCF08621D6EBFA48923EE8FBAC667EFB120A72BDI583EEBEE7BFB80
552

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name" {.. "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. "craw_connect_to_network™ {..  "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {.. ~ "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "“jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. "please_sign_in": {..  "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 787

Entropy (8bit):  4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WY pbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1L: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEOBD60784A6B¢
0

Malicious: false

Preview: {.. "app_description":{..  "message™: "....... ... Chrome Web Store".. },.. "app_name":{.. "message": "......... Chrome Web Store".. },.. “craw_app_unavail
able™ {..  "message": ". ".. },.. “"craw_connect_to_network™ {.. = "message": ".......... ... ...... ".. }.. “iap_unavailable™ {..
"message™: " }.. "jwt_retrieve_failed™: {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{..  "message": ".......... Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30YZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8BADF11AC

SHA1L: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.  "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. “"craw_connect_to_network™: {.. = "message": "Please connect to a network.".. },.. "iap_unavailable™: {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOITYdD:1IHEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4ESBADF11AC

SHAL: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5SFEA114DF5A864CF963BFI8AGE
FFD9
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Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {.. = "message": "Please connect to a network.".. },. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 661

Entropy (8bit):  4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOFTY6xjD: IHEvaC6WY pcDeEFxq8ZpNISOGAOffD

MD5: 82719BD3999AD66193A9BOBB525F97CD

SHA1L: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18BIE05C04B31AF5D9694712F1CAAF6219ABE34BBO8ESDB1CT

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8CIA691F65BCEO!
28

Malicious: false

Preview: {.. "app_description": {.. = "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name":{.. "message": "Sistema de pagos de Chrome Web Store"..
},.. “"craw_app_unavailable": {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “craw_connect_to_network™ {.. = “"message": "Con.ctate a
unared.".. }.. “iap_unavailable": {..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. "jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\es_419\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 637

Entropy (8bit):  4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFXTO8ZpU34GLO030yZnLAOFTYiJD:1HEvaC6WYpcDeEFxq8Zp4LIOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1L: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEAB0C7734F2FAEBBC3787B3892A240348324F

SHA-512: 37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAEGEA764C545723F4
53

Malicious: false

Preview: {.. "app_description": {..  "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name": {.. "message": "Sistema de pagos de Chrome Web Store"..
}... “craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “"craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. }.. ‘“iap_unavailable":{..  “"message": "En este momento, Pagos En-Apps no est. disponible.".. },.. “jwt_retrieve_failed": {..  “"message": "The tr
ansaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\et\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 595

Entropy (8bit):  4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOFTYgoLIR:1HEdvqIWYpTeObk8ZpT/OGAOfULIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1L: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FDI551D2E8C1F71F4F45F71906B009071CB3EOF231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome'i veebipoe maksed".. }.. "app_name":{.. "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™: {..  "message": "Rakendus pole praegu saadaval.".. },. "craw_connect_to_network": {.. = "message": "Looge .hendus v.rguga.".. },.. "iap_unavailable": {..

"message": "Rakendusesisesed maksed ei ole praegu saadaval.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..

"please_sign_in":{..  "message": "Logige Chrome'i sisse.".. }..}..
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C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\fi\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

647

4.595421267152647

false

12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOfTY5HN: IHEFCWYpPNa8ZpD+FOGAOfEHN
3A01FEEB29445C482D1721FF63153D16

F3EAAADDCO03F943FC88B30B67F534AA13E3336DD
0BDE54B20845124113383B6EB81E43A0F05E4EBOC44BEE3C1DFAC4CC5FEC2836

3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3ECOE974FDDBOBE,)
D8

false

{.. "app_description":{..  "message": "Chrome Web Storen maksut".. },.. "app_name": {..  "message": "Chrome Web Storen maksut".. },.. “craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.Il. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {..  "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable": {..  "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\fil\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

658

4.5231229502550745

false
12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeTO30yZnLAOFTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV
57AF5B654270A945BDA8053A83353A06

EEEF7A4F869F97CF471A05D345E74F982D15E167
EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBOFBBOA3BESDSF7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAFS
2

false

{.. "app_description": {.. = "message": "Mga Pagbabayad sa Chrome Web Store".. },.. “"app_name™:{..  “message": "Mga Pagbabayad sa Chrome Web Store"..
},.. “craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. “craw_connect_to_network™ {..  "message": "Mangyaring kumonekta
saisang network.".. },.. "iap_unavailable™: {..  "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\fr\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

677

4.552569602149629

false
12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8:1HE4HNa1HN6WYpNdgpY8ZpSTQWNBOGAh
8D11C90F44A6585B57B933AB38D1FFF8

3F9D44EA8807069A32AACA2AAADO2FD892E6CCI0
599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4ADE75ED3BS

D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457FIF5DOF855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6!
7

false
{.. "app_description":{..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. "craw_connect_to_network™ {.. = "message": "Veuillez vous connecter . un
r.seau. “lap_unavailable™: {..  "message": "Les paiements via |'application ne sont pas disponibles pour le moment.".. },.. "jwt_retrieve_failed": {..

message": "The transaction could not be completed.”.. },.. "please_sign_in": {..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\hi\messages.json

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

835
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

4.791154467711985

false

24:1HES07J0JWYp9vnCSVLP8Zp6CsOGAOBSLM:Wh7qgYplCMLUph1GiSLm

E376D757C8FD66AC70A7D2D49760B94E

1525C5B1312D409604F097768503298EC440CC4D

8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D099231C1D
673F3F259AF2946E4F49BBED14A2A70D44BFIFDASD7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6FI9E7A735F28C7C719B539559005B69FA755!

false

{.. "app_description":{..  "message": "Chrome ... ..... ...... ". }.. "app_name":{.. "message": "Chrome ... ........".. }.. "craw_app_unavailable™ {..  "messa
0" s e e e e e ".. },.. "craw_connect_to_network": {.. = "message":"..... ... . cooer ceus ".. }.. "iap_unavailable™ {..  "message": "..-.. ... ... oo o
}.. jwt_retrieve_failed": {.  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message": "..... Chrome ... .... .. ....".. }.}.

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\hr\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

618

4.56999230891419

false
12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK:1HE4HATH8WYpN|jTta28ZpQVLPOSOGAOK
8185D0490C86363602A137F9A261CC50

5BD933B874441CEACB9201CCC941FF67BAED6DCO
A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCEG562D0
96E

false

{.. "app_description": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name":{.. = "message": "Pla.anja u web-trgovini Chrome".. },.. “craw
_app_unavailable™: {..  "message": "Aplikacija trenuta.no nije dostupna.”.. },.. “craw_connect_to_network": {.. = "message": "Pove.ite se s mre.om.".. },..
"iap_unavailable™: {.. = "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. “jwt_retrieve_failed": {..  "message": “The transaction could not be comple
ted.".. },.. "please_sign_in":{.. = "message": "Prijavite se na Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\hu\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

683

4.675370843321512

false
12:1HEJVIIGGVJIi+WYpU34Hpo90+dgMmfgijO8ZpU34Huo90030yZnLAOFTYBIAYm:IHEVrkSWYpQzTUg/8ZpwoXOGAOfYIAd
85609CF8623582A8376C206556ED2131

1E16EB70DB5E59BB684866FF3E3925C2DEF25A12
32A249749F12ADB6A220BFOADC272C7ES5D9AD5497A38B0086D961E3ABAL7FBC6E
27883430865D3CFAGEDFESC6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899ECT7¢E

false

{.. "app_description": {..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name": {.. "message": "Chrome Internetes .ruh.z Fizet.si r
endszere".. },.. “"craw_app_unavailable™: {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. “"craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },.. "iap_unavailable": {.. = "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "jwt_retrieve_failed": {.. = "message": "The
transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\id\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

604

4.465685261172395

false
12:1HEJs25bGGs25b+WYpU340RBHAeSJ+dgkmO8ZpU34s22C/SzFAs030yZnLAOfTYR:1IHEBaA6WYpaHFH8ZptOYOGAOf2D
EAB2B946D1232AB98137E760954003AA

60BDC2937905B311D2C9844DF2D639D7ACIF7F67
C6E8800450602DEOF39FE9F6854472383813FB454BOSABAE7E25A9167CE004C3
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SHA-512: 970FEC9A9EFOBAF7F693C4C5977F3B47914579C5B5414FCEODBB5E4574659A5BBOAD2DEOCC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA

12

Malicious: false

Preview: {.. "app_description":{..  "message": "Pembayaran Chrome Webstore".. },.. "app_name":{.. = "message": "Pembayaran Chrome Webstore".. },.. "cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. "craw_connect_to_network": {.. = "message": "Sambungkan ke jaringan.".. },..
"jap_unavailable™: {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be co
mpleted.".. },.. "please_sign_in":{.. = "message": "Harap masuk ke Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\it\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 603

Entropy (8bit):  4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUviO8ZpU34vq7030yZnLAOITYsD:1HEXd/aKd/6WY pZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHAL: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DDIF57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECCS

Malicious: false

Preview: {.. "app_description": {.. = "message": "Pagamenti Chrome Web Store".. },.. "app_name™: {.. = "message": "Pagamenti Chrome Web Store".. },.. “craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. “craw_connect_to_network™ {.. = "message": "Collegati a unarete.".. },.. "iap_unavailable": {..
"message™: "La funzione Pagamenti In-App non . al momento disponibile.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedia Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\ja\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 697

Entropy (8bit):  5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJO7uGGO07u+WYpU34DB+dgnsVztO8ZpU34MwiB030yZnLAOFfTYmSH: 1HEcNDNWY p1kxU8Zp2wigOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHAL: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BEOAE4ES51739F8AFE32D7ADEGEDEO4EF6BOBIEEDO3E3A857E6058EEDDL
C6

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome ........ ".. }.. "app_name":{.. "message": "Chrome ........ ".. }.. “"craw_app_unavailable™: {.  "message": "..........
....... ".. }.. "craw_connect_to_network": {..  "message" "...........".. }.. “lap_unavailable™:{.. = "message": "..............". }.. "jwt_retrieve_failed" {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Chrome ............ T O

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 631

Entropy (8bit):  5.160315577642469

Encrypted: false
SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaTO30yZnLAOFTY/YeHx: 1HEajWY pc3aSI0HG8ZpcekasOGAOfy YA
MD5: 9F6B4D82A70C74CA751E2EAE7OFABSCF
SHAL: 0534F125FFCE8222277CF2BE3401C59DAF9217F8
SHA-256: D1467B8D037114403E8FAEFC52E88C4A7FEB96126BEACFF883FEFF1084EF7EGS
SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFDOSE2D6EOC79D563578B3EC52517819BD
Malicious: false
Preview: {.. "app_description":{..  "message": "Chrome. ... .. "app_name™: {..  "message": "Chrome. ... },.. "craw_app_unavailable": {..  "message": "
},.. "craw_connect_to_network™ {..  "message s ".. }.. "iap_unavailable™: {..  "message b jwit_retrieve_failed™: {..
message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Chrome. .......".. .

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\lt\messages.json
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

665

4.66839186029557

false
12:1HEJpgHNKGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yZnLAOFTYx:1HELqHtKgHPWYpM3A8ZpwGzOGAOfg
4CA644F875606986A9898D04BDAE3EAS

722A10569E93975129D67FBDB75B537D9D622AD1
7C311AB751D840D750C11553C083785813E079C1D464FE568A98CIE3EF3DB96C

E575E3D0622F5BD4B6COEE79128A1B1F1882195670139D1983F4377D847141B8FBSEBB8BCED82AF3A220ED07D3577AFBE085BADCOEIC7678292B80E3EC5D34«
4

false

{.. "app_description": {..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },. "app_name": {.. = "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema".. },.. “craw_app_unavailable™: {.. = "message": "Programa .iuo metu negalima.".. },.. “craw_connect_to_network™ {..  "message": "Prisijunkite
prie tinklo.".. },.. “iap_unavailable": {..  "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could
not be completed.".. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\lv\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

671

4.631774066483956

false
12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yZnLAOfTYGYID:IHENQKKWY p2Doy/em8Zp2WOGAOfRYID
C5CE2C51391EAFD3DA9E4C71549A3C28

1F67FF6EF6EQOCOCE3AAFS6ED543A3EFD381574D
1FA1DF2CA8516DEF490FB8484E9AA498ACFFB0EEF5C9258FFE42D3678E6C7DED

C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EATF5431CD51671A4184C9AEQ04FC53C016E3C594697F483195CCBAOBA93821EEF
0

false

{.. "app_description":{..  "message": "Chrome interneta veikala maks.jumu sistma".. }.. "app_name":{..  "message": "Chrome interneta veikala maks.jumu s
istma".. },.. “"craw_app_unavailable™ {..  "message": "Lietotne pagaid.m nav pieejama.".. }.. “craw_connect_to_network™ {.. = "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. },.. “iap_unavailable": {..  "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed": {.. = "message": "The transacti
on could not be completed.”.. },.. "please_sign_in":{..  "message": "L.dzu, pierakstieties p.r.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\nb\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.555032032637389

false
12:1HEJhiOGGhiO+WYpU340OHSN+dgFjdGFZ08ZpU34JgdN030yZnLAOfTYiD:1HEDIHIitWYpCYJ8ZpD1OGAOfRD
93C459A23BC6953FF744C35920CD2AF9

162F884972103A08ADB616A7EB3598431A2924C5
2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDCA4EQ

F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCE
5

false

{.. "app_description":{..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name" {. "message": "Chrome Nettmarked-betalinger".. },.. "craw_app
_unavailable™ {..  "message": "Appen er utilgjengelig for .yeblikket.".. },.. "craw_connect_to_network™ {..  "message": "Du m. koble til et nettverk.".. }.. “iap
_unavailable™ {..  "message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be complet
ed.".. },.. "please_sign_in":{.. "message": "Du m. logge p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\nl\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with CRLF line terminators

dropped

615

4.4715318546237315
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

false
12:1HEJIQGKbGGIQGKb+WYpU340QKJIT+dgiXUmvFZ0O8ZpU34g7JT030yZnLAOFTYMD:1HErxkagxk6 WY ptndXI8ZpTOGAOfbD
7A8F9D0249C680F64DEC7650A432BD57

53477198AEE389F6580921B4876719B400A23CAL
92BE7C2DCI9CFBE5SA65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

969AB979546A741COF3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60ECOCD73848101B390BE8F44B89C310058AF4C1CA3CS8/
A7

false

{.. "app_description":{..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{.. "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™ {..  "message": "App momenteel niet beschikbaar.".. },.. "craw_connect_to_network™ {.. = "message": "Maak verbinding met een netwerk."..
},.. "iap_unavailable™ {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Log in bij Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\pl\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.646901997539488

false
12:1HEJbiVbGGhiVh+WYpU340BHIBi9+dgQUg608ZpU34bdbfilu030yZnLAOFTYRS5K: IHESiVauiVeWY plAYr8ZpxFiaOGAOfIC
0E6194126AFCCD1E3098D276A7400175

E8127B905A640B1C46362FA6E1127BE172F4A40F
E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2EOESACG87B7
7

false

{.. "app_description": {..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name":{.. = "message": "P.atno.ci w sklepie Chrome Web Store".. },..
"craw_app_unavailable™: {.. = "message": "Aplikacja jest obecnie niedost.pna.”.. },.. “craw_connect_to_network™ {.. = "message": "Po..cz si. z sieci..".. },..
"iap_unavailable™: {.. = "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{.. "message": "Zaloguj si. w Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\pt_BR\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.515158874306633

false
12:1HEJsc/bGGsc/b+WYpU340Lw+dgn/KzO8ZpU34FjIBMWGRO030yZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKIOGAOf2tD
86A2B91FA18B867209024C522ED665D5

63DEC245637818C76655E01FCB6D59784BC7184E
6374880FDD1F8AF1EEBAEAG6A06B73BEOAB265AFCEB4FEG6FO8BDE3B3989264B21
DA6DBDES028756421C2904F605632EE98831A25A1247E6238A931629B94CEBAO0FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CES3F8C38DF8C7B5AFCE

false

{.. "app_description":{..  "message": "Pagamentos da Chrome Web Store".. },.. "app_name" {.. = "message": "Pagamentos da Chrome Web Store".. },.. "craw
_app_unavailable™: {.  "message": "Aplicativo indispon.vel no momento.".. },.. "craw_connect_to_network": {.. = "message": "Conecte-se a umarede.".. },..
"jap_unavailable": {..  "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction
could not be completed.”.. },.. “"please_sign_in":{..  "message": "Fa.alogin no Google Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\pt_PT\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

622

4.526171498622949

false
12:1HEJSZUkbGGsZUkb+WYpU340AE+dgqxKzO8ZpU34rEpBfvPO030yZnLAOFTYLD:1HEMUka5Uk6WY pFvdxZ8ZpSTnPIOGAOS
750A4800EDB93FBE56495963F9FB3B94

8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61
C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E8S3
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SHA-512:

Malicious:

Preview:

2AEDEF5793406221BE76AF22031CE8C30AB5FAEAEDO09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCABC77FFD808A2058602D3646FD8DAE2844406F
24

false

{.. "app_description":{..  "message": "Pagamentos via Chrome Web Store".. },.. "app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "Aplica..o atualmente indispon.vel.".. "craw_connect_to_network™ {..  "message": "Ligue-se a umarede.".. },..
"lap_unavailable™: {.. = "message": "Os Pagamentos na app est.o atualmente indispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\ro\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.61125938671415

false
12:1HEJQIrIZGGqIrdZ+WYpU344HIx2Z+dgrVPIZO8ZpU34qT7hI30030yZnLAOFTYU:IHEC4D8WY pKow8WV68ZpKhoOGAOfoVGD
98D43E4B1054A65DF3FA3CC40AB6FB6D

46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2
113A13900CBA62FEBAED06751971C23A80A99B47FIBE219CF884D57DB19611D9
A76DC53912A4F46714926BI9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD146!

false

{.. "app_description": {..  "message": "Pl..i prin Magazinul web Chrome".. },.. "app_name":{.. = "message": "Pl..i prin Magazinul web Chrome".. },.. "cr
aw_app_unavailable™: {.. ~ "message": ".n prezent, aplica.ia nu este disponibil..".. },.. "craw_connect_to_network™ {.. = "message": "Conecteaz.-te laore.ea.".. },.
"iap_unavailable™: {..  "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be c
ompleted.".. },.. "please_sign_in":{.. = "message": "Conecteaz.-te la Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\_locales\ru\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

744

4.918620852166656

false
12:1HEJ70JHZMSI3ZGG70JHZMSI3Z+WYpU34zWJI2F+dgVtLSv/TO8ZpU347NWjT030n:1HEIOIHZMq4uOIHZMg8WYpdWJ/Y GHg8m
DB2EDF1465946C06BD95C71A1E13AE6G4

FB4F3ECE9ECECEBBC6CA2A592A15FBI9C1FDFB811
FBAF22CE6E16DE174CEDSCB5EA3098CCAL1C3426A2111FF33BD3E64DAG4ED67AB

4EOCFO0BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFAG6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CEG828D25C5ABBF143C990116F6
32

false

{.. "app_description":{..  "message": "........ ..ccc. eeruue. SR Chrome".. },.. "app_name": {. "message":"........... ... CO Chrome".. },.. “craw_app_u

navailable: { "message”: ".......... . M. ). “craw_connect_to_network™ {..  "message": ".............".. },.. ‘iap_unavailable": {.  "message": ".. .
". }h.. "jwt_retrieve_failed": {..  "message": “The transaction could not be completed.".. }.. “please_sign_in":{..  "message": "....... . Chrome.".. }..

C:\Users\user\AppData\Local\Temp\scoped_dir5676_1241831104\CRX_INSTALL\ _locales\sk\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

647

4.640777810668463

false
12:1HEJfZGGFZ+WYpU340R0O+dgmmC0O8ZpU34yH7u2Z030yZnLAOFTYCUAIOD: 1HEI4G8WY petPmD8ZpcH7a0GAOfzUeD
8DF215D1EFBDABB175CCDD6BED8DCB0OA

2B374462137A38589A73FDD00A84CBDC7E50F9F4
7TFA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAFADEDID63B

COE623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EBOAFFBE087AABG2F1C88CD2A40CC44E59
D

false

{.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{..  "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable": {..  "message": "Aplik.cia moment.Ine nie je dostupn. “craw_connect_to_network™ {..  "message": "Pripojte sa k sieti.".. },..
"iap_unavailable": {..  "message": "Platby v aplik.cii moment.Ine nie s. k dispoz.cii.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{..  "message": "Prihl.ste sa do prehliada.a Chrome.".. }..}..

Copyright Joe Security LLC 2022 Page 43 of 93



Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:
SHA512:
SSDEEP:
TLSH:

File Content
Preview:

HTML document, ASCII text, with CRLF line terminators
5.188449505664209

HyperText Markup Language (12001/1) 18.75%
HyperText Markup Language (12001/1) 18.75%
HyperText Markup Language (11501/1) 17.97%
HyperText Markup Language (11501/1) 17.97%
HyperText Markup Language (11001/1) 17.19%

e o o o o

Payment Remittance098.html
6408
4caaa34603162566cd76121ac93715hd

a819c4ff2ecf34c0f01b9971975560eb5cfdf344

212803fdfb6ddOac7c25def88771f007f55e0a3aecfaaaddd9de685ad21d4747

5e3543f121a3a8b75224d84d9633e1250013abd1a55033ef4492d8095ah37b6dc79a899300dece68a852c8a2b20al67ab6ech22f1496b2b2cf5e682a5ae1a86¢

96:6nvakAgN8Q05GgrPAsZXTvU8407mIGK9c9cLInflEhnl:vkOLkgrosxTtZmQGIflEq

9ED17321B98F800A5262D0C4A674AABEFEODC103C347899475FD56776FF1DA98B332E8

<html><head>.. <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">..
rel="shortcut icon" href="https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eu

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

May 13, 2022 14:16:36.671704054 CEST
May 13, 2022 14:16:36.671760082 CEST
May 13, 2022 14:16:36.671880960 CEST
May 13, 2022 14:16:36.672554970 CEST
May 13, 2022 14:16:36.672579050 CEST
May 13, 2022 14:16:36.673353910 CEST
May 13, 2022 14:16:36.673398972 CEST
May 13, 2022 14:16:36.673511028 CEST
May 13, 2022 14:16:36.674051046 CEST
May 13, 2022 14:16:36.674078941 CEST
May 13, 2022 14:16:36.676062107 CEST
May 13, 2022 14:16:36.676093102 CEST
May 13, 2022 14:16:36.676192999 CEST
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Total Packets: 72

® 53 (DNS)
® 443 (HTTPS)

Source Port
49737
443
49737
49737
443
49738
443
49738
49738
443
49739
443
49739

Dest Port
443
49737
443
443
49737
443
49738
443
443
49738
443
49739
443

Source IP
192.168.2.3
142.250.185.206
192.168.2.3
192.168.2.3
142.250.185.206
192.168.2.3
142.250.186.77
192.168.2.3
192.168.2.3
142.250.186.77
192.168.2.3
104.18.11.207
192.168.2.3

Dest IP
142.250.185.206
192.168.2.3
142.250.185.206
142.250.185.206
192.168.2.3
142.250.186.77
192.168.2.3
142.250.186.77
142.250.186.77
192.168.2.3
104.18.11.207
192.168.2.3
104.18.11.207

<title>Sign in</title><meta name="author" content="Sign in">.... <link
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Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:16:36.676258087 CEST 49740 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.676300049 CEST 443 49740 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.676424980 CEST 49740 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.676496029 CEST 49739 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.676513910 CEST 443 49739 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.676688910 CEST 49740 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.676712036 CEST 443 49740 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.715920925 CEST 49745 443 192.168.2.3 104.17.24.14
May 13, 2022 14:16:36.715969086 CEST 443 49745 104.17.24.14 192.168.2.3
May 13, 2022 14:16:36.716068983 CEST 49745 443 192.168.2.3 104.17.24.14
May 13, 2022 14:16:36.716824055 CEST 49745 443 192.168.2.3 104.17.24.14
May 13, 2022 14:16:36.716850996 CEST 443 49745 104.17.24.14 192.168.2.3
May 13, 2022 14:16:36.726519108 CEST 49746 443 192.168.2.3 152.199.23.37
May 13, 2022 14:16:36.726561069 CEST 443 49746 152.199.23.37 192.168.2.3
May 13, 2022 14:16:36.726653099 CEST 49746 443 192.168.2.3 152.199.23.37
May 13, 2022 14:16:36.726887941 CEST 49746 443 192.168.2.3 152.199.23.37
May 13, 2022 14:16:36.726903915 CEST 443 49746 152.199.23.37 192.168.2.3
May 13, 2022 14:16:36.727055073 CEST 443 49739 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.727370977 CEST 49739 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.727401018 CEST 443 49739 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.727754116 CEST 443 49740 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.728028059 CEST 49740 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.728068113 CEST 443 49740 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.729038000 CEST 443 49739 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.729121923 CEST 443 49740 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.729379892 CEST 49739 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.729407072 CEST 443 49737 142.250.185.206 192.168.2.3
May 13, 2022 14:16:36.729459047 CEST 49740 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.730416059 CEST 443 49738 142.250.186.77 192.168.2.3
May 13, 2022 14:16:36.732772112 CEST 49738 443 192.168.2.3 142.250.186.77
May 13, 2022 14:16:36.732822895 CEST 443 49738 142.250.186.77 192.168.2.3
May 13, 2022 14:16:36.732928991 CEST 49737 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:36.732944012 CEST 443 49737 142.250.185.206 192.168.2.3
May 13, 2022 14:16:36.733319044 CEST 443 49737 142.250.185.206 192.168.2.3
May 13, 2022 14:16:36.733424902 CEST 49737 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:36.734144926 CEST 443 49738 142.250.186.77 192.168.2.3
May 13, 2022 14:16:36.734205008 CEST 443 49737 142.250.185.206 192.168.2.3
May 13, 2022 14:16:36.734242916 CEST 49738 443 192.168.2.3 142.250.186.77
May 13, 2022 14:16:36.734271049 CEST 49737 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:36.741561890 CEST 49747 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.741607904 CEST 443 49747 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.741695881 CEST 49747 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.741986036 CEST 49747 443 192.168.2.3 104.18.11.207
May 13, 2022 14:16:36.742002964 CEST 443 49747 104.18.11.207 192.168.2.3
May 13, 2022 14:16:36.760094881 CEST 49748 443 192.168.2.3 54.39.157.6
May 13, 2022 14:16:36.760159016 CEST 443 49748 54.39.157.6 192.168.2.3
May 13, 2022 14:16:36.760221958 CEST 49749 443 192.168.2.3 54.39.157.6
May 13, 2022 14:16:36.760268927 CEST 443 49749 54.39.157.6 192.168.2.3
May 13, 2022 14:16:36.760277987 CEST 49748 443 192.168.2.3 54.39.157.6
May 13, 2022 14:16:36.760343075 CEST 49749 443 192.168.2.3 54.39.157.6
May 13, 2022 14:16:36.760535002 CEST 49748 443 192.168.2.3 54.39.157.6
May 13, 2022 14:16:36.760556936 CEST 443 49748 54.39.157.6 192.168.2.3
May 13, 2022 14:16:36.760829926 CEST 49749 443 192.168.2.3 54.39.157.6
May 13, 2022 14:16:36.760850906 CEST 443 49749 54.39.157.6 192.168.2.3
May 13, 2022 14:16:36.766462088 CEST 443 49745 104.17.24.14 192.168.2.3
May 13, 2022 14:16:36.766819000 CEST 49745 443 192.168.2.3 104.17.24.14
May 13, 2022 14:16:36.766865969 CEST 443 49745 104.17.24.14 192.168.2.3
May 13, 2022 14:16:36.768281937 CEST 443 49745 104.17.24.14 192.168.2.3
May 13, 2022 14:16:36.768436909 CEST 49745 443 192.168.2.3 104.17.24.14
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Timestamp

May 13, 2022 14:16:36.781080961 CEST
May 13, 2022 14:16:36.781418085 CEST
May 13, 2022 14:16:36.781472921 CEST
May 13, 2022 14:16:36.784307003 CEST
May 13, 2022 14:16:36.784547091 CEST
May 13, 2022 14:16:36.795411110 CEST
May 13, 2022 14:16:36.795861006 CEST
May 13, 2022 14:16:36.795895100 CEST
May 13, 2022 14:16:36.797259092 CEST
May 13, 2022 14:16:36.797377110 CEST
May 13, 2022 14:16:36.955565929 CEST
May 13, 2022 14:16:36.955818892 CEST
May 13, 2022 14:16:36.955931902 CEST
May 13, 2022 14:16:36.955941916 CEST
May 13, 2022 14:16:36.956181049 CEST
May 13, 2022 14:16:36.956245899 CEST
May 13, 2022 14:16:36.957401991 CEST
May 13, 2022 14:16:36.957633018 CEST
May 13, 2022 14:16:36.957815886 CEST
May 13, 2022 14:16:36.957916975 CEST
May 13, 2022 14:16:36.958066940 CEST
May 13, 2022 14:16:36.958106041 CEST
May 13, 2022 14:16:36.958245039 CEST
May 13, 2022 14:16:36.958296061 CEST
May 13, 2022 14:16:36.959192991 CEST
May 13, 2022 14:16:36.959222078 CEST
May 13, 2022 14:16:36.959321976 CEST

May 13, 2022 14:16:36.959359884 CEST

UDP Packets

Timestamp

May 13, 2022 14:16:36.644921064 CEST
May 13, 2022 14:16:36.648586988 CEST
May 13, 2022 14:16:36.653167009 CEST
May 13, 2022 14:16:36.666101933 CEST
May 13, 2022 14:16:36.670600891 CEST
May 13, 2022 14:16:36.672353983 CEST
May 13, 2022 14:16:36.674093962 CEST
May 13, 2022 14:16:36.677440882 CEST
May 13, 2022 14:16:36.679033041 CEST
May 13, 2022 14:16:36.694909096 CEST
May 13, 2022 14:16:36.702646017 CEST
May 13, 2022 14:16:36.702907085 CEST
May 13, 2022 14:16:36.714942932 CEST
May 13, 2022 14:16:36.721738100 CEST
May 13, 2022 14:16:36.723356962 CEST
May 13, 2022 14:16:36.749819040 CEST
May 13, 2022 14:16:37.226407051 CEST
May 13, 2022 14:16:37.245352030 CEST
May 13, 2022 14:16:37.793673992 CEST
May 13, 2022 14:16:37.819525003 CEST
May 13, 2022 14:16:37.820017099 CEST
May 13, 2022 14:16:37.846108913 CEST
May 13, 2022 14:16:37.846194029 CEST
May 13, 2022 14:16:37.846256971 CEST
May 13, 2022 14:16:37.846313953 CEST
May 13, 2022 14:16:37.847079039 CEST
May 13, 2022 14:16:37.848427057 CEST

Copyright Joe Security LLC 2022

Source Port
443
49747
443
443
49747
443
49746
443
443
49746
49738
49739
443
49737
443
443
49745
443
49747
49746
443
49740
443
443
49738
443
49739
443

Source Port
57421
65358
53802
53

53
63332
53
49327
51391
58981
64452
61380
53

53

53

53
52810
53
50780
443
50780
443
443
443
443
50780
50780

Dest Port
49747
443
49747
49747
443
49746
443
49746
49746
443
443
443
49738
443
49737
49739
443
49745
443
443
49747
443
49746
49740
443
49738
443
49739

Dest Port
53

53

53
65358
57421
53
53802
53

53

53

53

53
58981
64452
61380
63332
53
52810
443
50780
443
50780
50780
50780
50780
443
443

Source IP
104.18.11.207
192.168.2.3
104.18.11.207
104.18.11.207
192.168.2.3
152.199.23.37
192.168.2.3
152.199.23.37
152.199.23.37
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.77
192.168.2.3
142.250.185.206
104.18.11.207
192.168.2.3
104.17.24.14
192.168.2.3
192.168.2.3
104.18.11.207
192.168.2.3
152.199.23.37
104.18.11.207
192.168.2.3
142.250.186.77
192.168.2.3

104.18.11.207

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.185.206
192.168.2.3
142.250.185.206
142.250.185.206
142.250.185.206
142.250.185.206
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
104.18.11.207
192.168.2.3
192.168.2.3
104.18.11.207
192.168.2.3
152.199.23.37
192.168.2.3
192.168.2.3
152.199.23.37
142.250.186.77
104.18.11.207
192.168.2.3
142.250.185.206
192.168.2.3
192.168.2.3
104.17.24.14
192.168.2.3
104.18.11.207
152.199.23.37
192.168.2.3
104.18.11.207
192.168.2.3
192.168.2.3
142.250.186.77
192.168.2.3
104.18.11.207

192.168.2.3

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
142.250.185.206
192.168.2.3
142.250.185.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.206
142.250.185.206
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Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:16:37.929774046 CEST 50780 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:37.930109978 CEST 50780 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:37.963843107 CEST 443 50780 142.250.185.206 192.168.2.3
May 13, 2022 14:16:37.964390039 CEST 50780 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:37.971837044 CEST 443 50780 142.250.185.206 192.168.2.3
May 13, 2022 14:16:37.973658085 CEST 443 50780 142.250.185.206 192.168.2.3
May 13, 2022 14:16:37.973737001 CEST 443 50780 142.250.185.206 192.168.2.3
May 13, 2022 14:16:37.973753929 CEST 443 50780 142.250.185.206 192.168.2.3
May 13, 2022 14:16:37.974394083 CEST 50780 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:38.007344961 CEST 50780 443 192.168.2.3 142.250.185.206
May 13, 2022 14:16:40.810868025 CEST 64816 53 192.168.2.3 8.8.8.8
May 13, 2022 14:16:40.831228971 CEST 53 64816 8.8.8.8 192.168.2.3
May 13, 2022 14:16:41.288516998 CEST 64996 53 192.168.2.3 8.8.8.8
May 13, 2022 14:16:41.307878971 CEST 53 64996 8.8.8.8 192.168.2.3
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 13, 2022 14:16:36.644921064 CEST 192.168.2.3 8.8.8.8 0x330d Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com
May 13, 2022 14:16:36.648586988 CEST 192.168.2.3 8.8.8.8 Oxbde2 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com
May 13, 2022 14:16:36.653167009 CEST 192.168.2.3 8.8.8.8 0x9bbc Standard query  stackpath. A (IP address) IN (0x0001)
(0) bootstrapc
dn.com
May 13, 2022 14:16:36.672353983 CEST 192.168.2.3 8.8.8.8 0xb76d Standard query  alankara-d A (IP address) IN (0x0001)
0) hamma.org
May 13, 2022 14:16:36.677440882 CEST 192.168.2.3 8.8.8.8 0x64d1 Standard query  cdn.jsdelivr.net A (IP address) IN (0x0001)
(©)
May 13, 2022 14:16:36.679033041 CEST 192.168.2.3 8.8.8.8 0xfo1f Standard query  code.jquery.com A (IP address) IN (0x0001)
)
May 13, 2022 14:16:36.694909096 CEST 192.168.2.3 8.8.8.8 Ox2de7 Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com
May 13, 2022 14:16:36.702646017 CEST 192.168.2.3 8.8.8.8 0x7d68 Standard query  aadcdn.msf A (IP address) IN (0x0001)
0) tauth.net
May 13, 2022 14:16:36.702907085 CEST 192.168.2.3 8.8.8.8 0x5174 Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com
May 13, 2022 14:16:37.226407051 CEST 192.168.2.3 8.8.8.8 0x4c71 Standard query  i.stack.im A (IP address) IN (0x0001)
0) gur.com
May 13, 2022 14:16:40.810868025 CEST 192.168.2.3 8.8.8.8 0x22d7 Standard query  aadcdn.msf A (IP address) IN (0x0001)
0) tauth.net
May 13, 2022 14:16:41.288516998 CEST 192.168.2.3 8.8.8.8 0xe09b Standard query  i.stack.im A (IP address) IN (0x0001)
0) gur.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
May 13, 2022 8.8.8.8 192.168.2.3 Oxbde2 No error (0) clients2.g clients.l.google.co CNAME IN
14:16:36.666101933 CEST oogle.com m (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 Oxbde2 No error (0) clients.|. 142.250.185.206 A (IP address) IN
14:16:36.666101933 CEST google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x330d No error (0) accounts.g 142.250.186.77 A (IP address) IN
14:16:36.670600891 CEST oogle.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x9bbc No error (0) stackpath. 104.18.11.207 A (IP address) IN
14:16:36.674093962 CEST bootstrapc (0x0001)
dn.com
May 13, 2022 8.8.8.8 192.168.2.3 0x9bbc No error (0) stackpath. 104.18.10.207 A (IP address) IN
14:16:36.674093962 CEST bootstrapc (0x0001)
dn.com
May 13, 2022 8.8.8.8 192.168.2.3 Oxfo1f No error (0) code.jquery.com  cds.s5x3j6g5.hwed CNAME IN
14:16:36.697730064 CEST n.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0x64d1 No error (0) cdn.jsdelivr.net  cdn.jsdelivr.net.cd CNAME IN
14:16:36.698101044 CEST n.cloudflare.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0x2de7 No error (0) cdnjs.clou 104.17.24.14 A (IP address) IN
14:16:36.714942932 CEST dflare.com (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 13, 2022 8.8.8.8 192.168.2.3 0x2de7 No error (0) cdnjs.clou 104.17.25.14 A (IP address) IN
14:16:36.714942932 CEST dflare.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x7d68 No error (0) aadcdn.msf €s1100.wpc.omeg CNAME IN
14:16:36.721738100 CEST tauth.net acdn.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0x7d68 No error (0) €s1100.wpc 152.199.23.37 A (IP address) IN
14:16:36.721738100 CEST .omegacdn.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x5174 No error (0) maxcdn.boo 104.18.11.207 A (IP address) IN
14:16:36.723356962 CEST tstrapcdn.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x5174 No error (0) maxcdn.boo 104.18.10.207 A (IP address) IN
14:16:36.723356962 CEST tstrapcdn.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 Oxb76d No error (0) alankara-d 54.39.157.6 A (IP address) IN
14:16:36.749819040 CEST hamma.org (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 Oxad4d No error (0) gstaticads 142.250.74.195 A (IP address) IN
14:16:37.091696978 CEST sl.l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x4c71 No error (0) i.stack.im ipv4.imgur.map.fas CNAME IN
14:16:37.245352030 CEST gur.com tly.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0x4c71 No error (0) ipv4.imgur 151.101.112.193 A (IP address) IN
14:16:37.245352030 CEST .map.fastly.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x22d7 No error (0) aadcdn.msf ¢s1100.wpc.omeg CNAME IN
14:16:40.831228971 CEST tauth.net acdn.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0x22d7 No error (0) ¢s1100.wpc 152.199.23.37 A (IP address) IN
14:16:40.831228971 CEST .omegacdn.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0xe09b No error (0) i.stack.im ipv4.imgur.map.fas CNAME IN
14:16:41.307878971 CEST gur.com tly.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0xe09b No error (0) ipv4.imgur 151.101.112.193 A (IP address) IN
14:16:41.307878971 CEST .map.fastly.net (0x0001)

HTTP Request Dependency Graph

.

accounts.google.com

.

stackpath.bootstrapcdn.com

.

clients2.google.com

.

cdnjs.cloudflare.com

e aadcdn.msftauth.net

e maxcdn.bootstrapcdn.com

o

alankara-dhamma.org

o

i.stack.imgur.com

HTTPS Proxied Packets
. I Destination
Session ID Source IP Source Port Destination IP Port Process
0 192.168.2.3 49738 142.250.186.77 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Timestamp e Direction Data
transferred
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kBytes

Timestam
P transferred

2022-05-13 12:16:36 UTC 0

2022-05-13 12:16:36 UTC 0

2022-05-13 12:16:37 UTC 247

2022-05-13 12:16:37 UTC 248

2022-05-13 12:16:37 UTC 248

Session ID Source IP
1 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-13 12:16:36 UTC 0
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Direction

ouT

ouT

Source Port

49739

Direction

ouT

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 13 May 2022 12:16:36 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Content-Security-Policy: script-src 'report-sample’ 'nonce-sgJN8zIswPHT95KnfBxvHg' ‘'unsafe-inline’;object-src 'none';bas
e-uri 'self;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self’

Content-Security-Policy: script-src 'nonce-sgJN8zIswPHT95KnfBxvHg' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/ldentityListAccountsHttp
cspreport

Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"

Report-To: {"group”:"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{“url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esnation Process
Port
104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.3.1/css/bootstrap.min.css HTTP/1.1
Host: stackpath.bootstrapcdn.com

Connection: keep-alive

Origin: null

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 12:16:36 UTC 77

2022-05-13 12:16:36 UTC 78

2022-05-13 12:16:36 UTC 78

2022-05-13 12:16:36 UTC 80

2022-05-13 12:16:36 UTC 81

2022-05-13 12:16:36 UTC 85

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:16:36 GMT

Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:08 GMT
CDN-CachedAt: 12/27/2021 07:28:05
CDN-EdgeStorageld: 756

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Status: 200

CDN-ProxyVer: 1.02

CDN-Requestld: 6fb2cch4540f64001e60786276a00d94
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 9346851

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ab53870c169b1c-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 65 61 0d Oa 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 33 2e 31 20 28 68 74 74 70 73
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d
3230 31 39 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20
323031312d 323031392054 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64
65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61
70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 Oa 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 23
303037 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31

Data Ascii: 7bea/*! * Bootstrap v4.3.1 (https://getbootstrap.com/) * Copyright 2011-2019 The Bootstrap Authors * Copyrig
ht 2011-2019 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#
007bff;--indigo:#661

Data Raw: 74 65 61 6¢ 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 77 68 69 74 65
3a 2366 66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 33 34 33 61 34
303b 2d 2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 63 37 35 37 64
3b 2d 2d 73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 2d 77 61 72
6e 69 6e 67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6¢ 69 67 68 74 3a 23
66 38 66 39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 2d 62 72 65 61 6b 70 6f 69 6e 74 2d 78 73 3a 30
3b 2d 2d 62 72 65 61 6b 70 6f 69 6e 74 2d 73 6d 3a 35 37 36 70 78 3b 2d 2d

Data Ascii: teal:#20c997;--cyan:#17a2b8;--white:#fff,--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6
C757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-
xs:0;--breakpoint-sm:576px;--

Data Raw: 65 5d 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 2d 77 65 62 6b 69 74
2d 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d
64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6¢ 70 3b
62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 2d
73 6b 69 70 2d 69 6e 6b 3a 6e 6f 6e 65 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 2d 73 6b 69 70 2d 69 6e 6b 3a
6e 6f 6e 65 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 66 6f 6 74 2d 73 74 79
6c 65 3a 6e 6f 72 6d 61 6¢ 3b 6C 69 6€ 65 2d 68 65 69 67 68 74

Data Ascii: e]{text-decoration:underline;-webkit-text-decoration:underline dotted;text-decoration:underline dotted;curso
r:help;border-bottom:0;-webkit-text-decoration-skip-ink:none;text-decoration-skip-ink:none}address{margin-bottom: 1rem;fo
nt-style:normal;line-height

Data Raw: 69 6e 65 2d 62 6¢ 6f 63 6b 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e
7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d 62 75 74 74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6¢ 69 6€ 65 3a 31 70
78 20 64 6f 74 74 65 64 3b 6f 75 74 6¢ 69 6e 65 3a 35 70 78 20 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d
72 69 6e 67 2d 63 6f 6¢ 6f 72 7d 62 75 74 74 6f 6e 2c 69 6e 70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6¢ 65 63 74 2
746578 74 61 72 65 61 7b 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66
6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 62 75
74 74 6f 6e 2c 69 6e 70 75 74 7b 6f 76 65 72 66 6¢ 6f 77 3a 76

Data Ascii: ine-block;margin-bottom:.5rem}button{border-radius:0}button:focus{outline:1px dotted;outline:5px auto -webkit-
focus-ring-color}button,input,optgroup,select,textarea{margin:0;font-family:inherit;font-size:inherit;line-height:inherit}button
Linput{overflow:v

Data Raw: 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 62 75 74 74 6f 6e 7d 6f 75 74 70 75 74 7b 64 69 73
70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 7d 73 75 6d 6d 61 72 79 7b 64 69 73 70 6¢ 61 79 3a 6C 69 73 74 2d
69 74 65 6d 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 74 65 6d 70 6¢ 61 74 65 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e
65 7d 5b 68 69 64 64 65 6e 5d 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 31 2c 2e
68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2c 68 32 2c 68 33 2¢ 68 34 2¢ 68 35 2¢ 68 36 7b 6d 61 7
2 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6¢ 69 6e 65 2d 68
6569 67 68 74 3a 31 2e 32 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d

Data Ascii: -webkit-appearance:button}output{display:inline-block}summary{display:list-item;cursor:pointer}template{disp
lay:none}[hidden]{display:nonelimportant}.h1,.h2,.h3,.h4,.h5,.h6,h1,h2,h3,h4,h5,h6{margin-bottom:.5rem;font-weight:500;|
ine-height:1.2}.h1,h1{font-
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Timestamp transferred Direction
2022-05-13 12:16:36 UTC 89 IN
2022-05-13 12:16:36 UTC 90 IN
2022-05-13 12:16:36 UTC 92 IN
2022-05-13 12:16:36 UTC 96 IN
2022-05-13 12:16:36 UTC 97 IN
2022-05-13 12:16:36 UTC 101 IN
2022-05-13 12:16:36 UTC 102 IN
2022-05-13 12:16:36 UTC 109 IN
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Data

Data Raw: 2d 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 61 75 74 6f 7d 2e 66 69 67 75 72 65 7b 64 69 73
70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 7d 2e 66 69 67 75 72 65 2d 69 6d 67 7b 6d 61 72 67 69 6e 2d 62 6f
74 74 6f 6d 3a 2e 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 7d 2e 66 69 67 75 72 65 2d 63 61 70 74 69 6f 6
e 7b 66 6f 6e 74 2d 73 69 7a 65 3a 39 30 25 3b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 63 6f 64 65 7b 66 6f 6e 74 2d 7
369 7a 65 3a 38 37 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 65 38 33 65 38 63 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 61
6b 2d 77 6f 72 64 7d 61 3e 63 6f 64 65 7b 63 6f 6¢ 6f 72 3a 69 6e 68 65 72 69 74 7d 6b 62 64 7b 70 61 64 64 69 6e 67 3a
2e 3272 65 6d 20 2e 34 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a

Data Ascii: -width:100%;height:auto}.figure{display:inline-block}.figure-img{margin-bottom:.5rem;line-height: 1}.figure-c
aption{font-size:90%;color:#6c757d}code{font-size:87.5%;color:#e83e8c;word-break:break-word}a>code{color:inher
ittkbd{padding:.2rem .4rem;font-size:

Data Raw: 2e 63 6f 6¢ 2d 6¢ 67 2d 38 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 39 2¢ 2e 63 6f 6¢ 2d 6¢ 67 2d 61 75 74 6f 2c 2e 63 6f 6¢
2d 6d 64 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 30 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 31 2c 2e 63 6f 6¢
2d 6d 64 2d 31 32 2c 2e 63 6f 6¢ 2d 6d 64 2d 32 2c 2e 63 6f 6¢ 2d 6d 64 2d 33 2c 2e 63 6f 6¢ 2d 6d 64 2d 34 2c 2e 63 6f
6¢c 2d 6d 64 2d 35 2c 2e 63 6f 6¢ 2d 6d 64 2d 36 2c 2e 63 6f 6¢ 2d 6d 64 2d 37 2c 2e 63 6f 6¢ 2d 6d 64 2d 38 2c 2e 63 6f
6c 2d 6d 64 2d 39 2c 2e 63 6f 6¢ 2d 6d 64 2d 61 75 74 6f 2¢c 2e 63 6f 6¢ 2d 73 6d 2c 2e 63 6f 6¢ 2d 73 6d 2d 31 2c 2e 63
6f 6¢c 2d 73 6d 2d 31 30 2c 2e 63 6f 6¢ 2d 73 6d 2d 31 31 2c 2e 63 6f 6¢ 2d 73 6d 2d 31 32 2¢ 2e 63 6f 6¢ 2d 73 6d 2d 32
2c 2e 63 6f 6¢ 2d 73 6d 2d 33 2c 2e 63 6f 6¢ 2d 73 6d

Data Ascii: .col-lg-8,.col-lg-9,.col-lg-auto,.col-md,.col-md-1,.col-md-10,.col-md-11,.col-md-12,.col-md-2,.col-md-3,.col-md-
4,.col-md-5,.col-md-6,.col-md-7,.col-md-8,.col-md-9,.col-md-auto,.col-sm,.col-sm-1,.col-sm-10,.col-sm-11,.col-sm-12,.col-
sm-2,.col-sm-3,.col-sm

Data Raw: 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64
74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 31 32 7b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 31 30 30 25
3b 66 6c 65 78 3a 30 20 30 20 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64 65 72 2d 66 69
727374 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 2d 31 3b 6f 72 64 65 72 3a 2d 31 7d 2e 6f 72 64 65 72 2d 6¢ 61
7374 7b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 33 3b 6f 72 64 65 72 3a 31 33 7d 2e 6f 72 64 65 72 2d 30 7b 2d
6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 30 3b 6f 72 64 65 72 3a 30 7d 2e 6f 72 64 65 72 2d 31 7b 2d 6d 73 2d 66 6c 65
78 2d 6f 72 64 65 72 3a 31 3b 6f 72 64 65 72 3a 31 7d 2e 6f 72 64

Data Ascii: 666667%;flex:0 0 91.666667%;max-width:91.666667%}.col-12{-ms-flex:0 0 100%;flex:0 0 100%;max-width
:100%}.order-first{-ms-flex-order:-1;order:-1}.order-last{-ms-flex-order:13;order:13}.order-0{-ms-flex-order:0;order:0}.
order-1{-ms-flex-order:1;order:1}.ord

Data Raw: 63 6f 6¢ 2d 73 6d 2d 34 7b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65
78 3a 30 20 30 20 33 33 2e 33 3333 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e
63 6f 6¢ 2d 73 6d 2d 35 7b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30
20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢
2d 73 6d 2d 36 7b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 35 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 6d 61 78
2d 77 69 64 74 68 3a 35 30 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 37 7b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33
3333333325 3b 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33

Data Ascii: col-sm-4{-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-sm-5{-ms-flex:0 0 4
1.666667%;flex:0 0 41.666667%;max-width:41.666667%}.col-sm-6{-ms-flex:0 0 50%;flex:0 0 50%;max-width:50%}.col-
sm-7{-ms-flex:0 0 58.333333%;flex:0 0 58.333333

Data Raw: 61 72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 36 7b
6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66
74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36
36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d
2e 6f 66 66 73 65 74 2d 73 6d 2d 31 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6f
66 66 73 65 74 2d 73 6d 2d 31 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 40 6d 65
64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 63 6f

Data Ascii: argin-left:41.666667%}.offset-sm-6{margin-left:50%}.offset-sm-7{margin-left:58.333333%)}.offset-sm-8{margin-|
eft:66.666667%}.offset-sm-9{margin-left: 75%}.offset-sm-10{margin-left:83.333333%}.offset-sm-11{margin-left:91.
666667%]}}@media (min-width:768px){.co

Data Raw: 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 3b 6f 72 64 65 72 3a 31 7d 2e 6f 72 64 65 72 2d 6d 64 2d
32 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 32 3b 6f 72 64 65 72 3a 32 7d 2e 6f 72 64 65 72 2d 6d 64 2d 33 7b
2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 33 3b 6f 72 64 65 72 3a 33 7d 2e 6f 72 64 65 72 2d 6d 64 2d 34 7b 2d 6d
73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a 34 7d 2e 6f 72 64 65 72 2d 6d 64 2d 35 7b 2d 6d 73 2d 66
6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b 6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 6d 64 2d 36 7b 2d 6d 73 2d 66 6¢ 65 78
2d 6f 72 64 65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 6d 64 2d 37 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72
64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d

Data Ascii: {-ms-flex-order:1;order:1}.order-md-2{-ms-flex-order:2;order:2}.order-md-3{-ms-flex-order:3;order:3}.order-md-
4{-ms-flex-order:4;order:4}.order-md-5{-ms-flex-order:5;order:5}.order-md-6{-ms-flex-order:6;order:6}.order-md-7{-ms-flex-
order:7;order:7}.order-

Data Raw: 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 36 7b 2d 6d 73 2d 66 6¢ 65
78 3a 30 20 30 20 35 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35 30 25 7d 2e 63
6f 6¢ 2d 6¢ 67 2d 37 7b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 3
020 35 38 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d
6¢ 67 2d 38 7b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 36
36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d
39 7b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 66 6¢ 65 78 3a 30

Data Ascii: -width:41.666667%}.col-Ig-6{-ms-flex:0 0 50%;flex:0 0 50%;max-width:50%}.col-Ig-7{-ms-flex:0 0 58.
333333%;flex:0 0 58.333333%;max-width:58.333333%}.col-Ig-8{-ms-flex:0 0 66.666667%;flex:0 0 66.666667%;max-wid
th:66.666667%}.col-g-9{-ms-flex:0 0 75%;flex:0

Data Raw: 6¢ 67 2d 39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 31 30 7b 6d
6172 67 69 6e 2d 6¢ 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6 66 66 73 65 74 2d 6¢ 67 2d 31 31 7b 6d 61 72
67 69 6e 2d 6¢ 65 66 74 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a
3132303070 78 29 7b 2e 63 6f 6¢ 2d 78 6¢ 7b 2d 6d 73 2d 66 6¢ 65 78 2d 70 72 65 66 65 72 72 65 64 2d 73 69 7a 65 3
a303b 66 6¢ 65 78 2d 62 61 73 69 73 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 6f 73 69 74 69 76 65 3a 31 3b 66 6¢ 65 78
2d 67 72 6f 77 3a 31 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 61 75 74 6f 7b 2d 6d 73 2d
66 6¢ 65 78 3a 30 20 30 20 61 75 74 6f 3b 66 6¢ 65 78 3a 30 20 30

Data Ascii: Ig-9{margin-left:75%}.offset-lg-10{margin-left:83.333333%}.offset-Ig-11{margin-left:91.6 6666 7%}}@media (min-
width:1200px){.col-xl{-ms-flex-preferred-size:0;flex-basis:0;-ms-flex-positive:1;flex-grow: 1;max-width:100%}.col-xI-auto{-
ms-flex:0 0 auto;flex:0 0
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Data

Data Raw: 72 64 65 72 3a 34 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 35 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b
6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 36 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 36 3b 6f 72 64
6572 3a 36 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 37 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a
37 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 38 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a 38 7d 2e
6f 72 64 65 72 2d 78 6¢ 2d 39 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64
6572 2d 78 6¢ 2d 31 30 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 65 72 3a 31 30 7d 2e 6f 72
64 6572 2d 78 6¢ 2d 31 31 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6f

Data Ascii: rder:4}.order-xI-5{-ms-flex-order:5;order:5}.order-xI|-6{-ms-flex-order:6;order:6}.order-xI-7{-ms-flex-order:
7;order:7}.order-xI-8{-ms-flex-order:8;order:8}.order-xI-9{-ms-flex-order:9;order:9}.order-xI-10{-ms-flex-order:10;order
:10}.order-xI-11{-ms-flex-o

Data Raw: 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 74 62 6f 64 79 20 74 72 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 32 31
32353239 3b 626163 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2¢ 30 2c 2e 30 37 35 29 7d 2e
746162 6¢ 65 2d 70 72 69 6d 61 72 79 2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 3e 74 64 2c 2e 74 61 62 6¢ 65 2d
707269 6d 61 72 79 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 38 64 61 66 66 7d 2e 74 61
62 6¢ 65 2d 70 72 69 6d 61 72 79 20 74 62 6f 64 79 2b 74 62 6f 64 79 2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 20 7
464 2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 20 74 68 2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 20 74 68 65
61 64 20 74 68 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 37 61 62

Data Ascii: table-hover tbody tr:hover{color:#212529;background-color:rgba(0,0,0,.075)}.table-primary,.table-primary>td,
.table-primary>th{background-color:#b8daff}.table-primary tbody+tbody,.table-primary td,.table-primary th,.table-primary
thead th{border-color:#7ab

Data Raw: 72 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 69 6e 66 6f 3a 68 6f 76 65 72 3e
74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 61 62 64 64 65 35 7d 2e 74 61 62 6¢ 65 2d 77 61 72 6e 69
6e 67 2c 2e 74 61 62 6¢ 65 2d 77 61 72 6e 69 6e 67 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 77 61 72 6e 69 6e 67 3e 74 68 7b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 65 65 62 61 7d 2e 74 61 62 6¢ 65 2d 77 61 72 6e 69 6e 67 20
74 62 6f 64 79 2b 74 62 6f 64 79 2c 2e 74 61 62 6¢ 65 2d 77 61 72 6e 69 6e 67 20 74 64 2c 2e 74 61 62 6¢ 65 2d 77 61
72 6e 69 6e 67 20 74 68 2c 2e 74 61 62 6¢ 65 2d 77 61 72 6e 69 6e 67 20 74 68 65 61 64 20 74 68 7b 62 6f 72 64 65 72 2
d 63 6f 6¢ 6f 72 3a 23 66 66 64 66 37 65 7d 2e 74 61 62 6¢ 65 2d

Data Ascii: r>td,.table-hover .table-info:hover>th{background-color:#abdde5}.table-warning,.table-warning>td, .table-warn
ing>th{background-color:#ffeeba}.table-warning tbody+tbody,.table-warning td,.table-warning th,.table-warning thead th{b
order-color:#ffdf7e}.table-

Data Raw: 62 65 7d 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 2c 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3e 74 64 2c 2e
74 6162 6¢ 65 2d 61 63 74 69 76 65 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2C
30 2c 30 2c 2e 30 37 3529 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6f
76 6572 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2c 30 2c 2e 30 37 35 29 7d 2e 74
61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61 62 6¢C 6
52d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6€
64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37

Data Ascii: be}.table-active,.table-active>td,.table-active>th{background-color:rgba(0,0,0,.075)}.table-hover .table-act
ive:hover{background-color:rgba(0,0,0,.075)}.table-hover .table-active:hover>td,.table-hover .table-active:hover>th{back
ground-color:rgba(0,0,0,.07

Data Raw: 72 66 6¢ 6f 77 2d 73 63 72 6f 6¢ 6¢ 69 6e 67 3a 74 6f 75 63 68 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73
69 76 65 2d 78 6¢ 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 7b 62 6f 72 64 65 72 3a 30 7d 7d 2e 74 61 62 6¢ 65
2d 7265 73 70 6f 6e 73 69 76 65 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65
72 66 6¢ 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6¢ 6f 77 2d 73 63 72 6f 6C 6C 69 b€ 67 3a
74 6f 75 63 68 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 7b
62 6f 72 64 65 72 3a 30 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64
74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 63 61 6¢ 63 28

Data Ascii: rflow-scrolling:touch}.table-responsive-xI>.table-bordered{border:0}}.table-responsive{display:block;width: 1
00%;overflow-x:auto;-webkit-overflow-scrolling:touch}.table-responsive>.table-bordered{border:0}.form-control{display:bl
ock;width:100%;height:calc(

Data Raw: 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 78 29 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74
2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 7d 2e 63 6f 6¢ 2d 66 6f 72 6d
2d 6¢ 61 62 65 6¢ 2d 6¢ 67 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6¢ 63 28 2e 35 72 65 6d 20 2b 20 31 70 78 29
3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6¢ 63 28 2e 35 72 65 6d 20 2b 20 31 70 78 29 3b 66 6f 6e 74 2d 73
69 7a 65 3a 31 2e 32 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 7d 2e 63 6f 6¢ 2d 66 6f 72 6d 2d 6¢ 6
16265 6¢ 2d 73 6d 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6¢ 63 28 2e 32 35 72 65 6d 20 2b 20 31 70 78 29 3b
70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6¢ 63 28 2e 32 35

Data Ascii: (.375rem + 1px);margin-bottom:0;font-size:inherit;line-height:1.5}.col-form-label-lg{padding-top:calc(.5rem +
1px);padding-bottom:calc(.5rem + 1px);font-size:1.25rem;line-height:1.5}.col-form-label-sm{padding-top:calc(.25rem + 1
px);padding-bottom:calc(.25

Data Raw: 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 64 69 73 61 62 6¢ 65 64 7e 2e 66 6f 72 6d 2d 63 68
65 63 6b 2d 6¢ 61 62 65 6¢ 7h 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65
6¢ 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 6¢ 69 6€ 65 7b 64 69 73
70 6¢ 61 79 3a 2d 6d 73 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6€ 65 2d
66 6¢ 65 78 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6€ 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a
63 65 6e 74 65 72 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 37 35 72
65 6d 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 6¢ 69 6e 65 20

Data Ascii: }.form-check-input:disabled~.form-check-label{color:#6c757d}.form-check-labe{margin-bottom:0}.form-check-
inline{display:-ms-inline-flexbox;display:inline-flex;-ms-flex-align:center;align-items:center;padding-left:0;margin-right
:.75rem}.form-check-inline

Data Raw: 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢
69 64 2d 66 65 65 64 62 61 63 6b 2¢c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6C
3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2 77 61 73
2d 76 61 6¢ 69 64 61 74 65 64 20 74 65 78 74 61 72 65 61 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 76 61 6C 69 64 2C 74
6578 74 61 72 65 61 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2e 69 73 2d 76 61 6¢ 69 64 7b 70 61 64 64 69 6e 67 2d 72 69
67 68 74 3a 63 61 6¢ 63 28 31 2e 35 65 6d 20 2b 20 2e 37 35 72 65 6d 29 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 70 6f 73
69 74 69 6f 6e 3a 74 6f 70 20 63 61 6¢ 63 28 2e 33 37 35 65

Data Ascii: s-validated .form-control:valid~.valid-feedback,.was-validated .form-control:valid~.valid-tooltip{display:bl
ock}.was-validated textarea.form-control:valid,textarea.form-control.is-valid{padding-right:calc(1.5em + .75rem);backgro
und-position:top calc(.375e
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Data

Data Raw: 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 66 69 6¢ 65 3a
76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2C 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66
6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 66 69 6¢ 65 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64 69
73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e
2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6C 2C 2e 77 61 73 2d 76 61 6¢C 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 6
3686563 6b 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6¢C 7b 63 6f 6C 6f
72 3a 2332386137 34 35 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d

Data Ascii: p,.was-validated .form-control-file:valid~.valid-feedback,.was-validated .form-control-file:valid~.valid-tooltip{disp!
ay:block}.form-check-input.is-valid~.form-check-label,.was-validated .form-check-input:valid~.form-check-label{color:#28
a745}.form-check-

Data Raw: 69 73 2d 76 61 6¢ 69 64 3a 66 6f 63 75 73 3a 6e 6f 74 28 3a 63 68 65 63 6b 65 64 29 7e 2e 63 75 73 74 6f 6d
2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 2¢ 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63
7573 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 3a 66 6f 63 75 73 3a 6e 6f 74 28 3a 63 68 65
63 6b 65 64 29 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 7hb 62 6f 72 64
65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 2e 69 73 2d
76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6C 2C 2 77 61 73 2d 76 61 6C 69 64 61 74 65 64
20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 76

Data Ascii: is-valid:focus:not(:checked)~.custom-control-label::before,.was-validated .custom-control-input:valid:focus:
not(:checked)~.custom-control-label::before{border-color:#28a745}.custom-file-input.is-valid~.custom-file-label,.was-val
idated .custom-file-input:v

Data Raw: 25 33 63 63 69 72 63 6¢ 65 20 63 78 3d 27 33 27 20 63 79 3d 27 33 27 20 72 3d 27 2e 35 27 2f 25 33 65 25
3363 2f 73 76 67 25 33 45 22 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 6e 6f 2d 72 65 70 65 61 74
3b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 63 65 6e 74 65 72 20 72 69 67 68 74 20 63 61 6¢ 63 28 2
e 3337 3565 6d 20 2b 20 2e 31 38 37 35 72 65 6d 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 63 61 6¢ 63
28 2e 37 35 65 6d 20 2b 20 2e 33 37 35 72 65 6d 29 20 63 61 6¢ 63 28 2e 37 35 65 6d 20 2b 20 2e 33 37 35 72 65 6d 29
7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2e 69 73 2d 69 6e 76 61 6¢ 69 64 3a 66 6f 63 75 73 2c 2e 77 61 73 2d 76 61 6¢C
69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 69 6e 76

Data Ascii: %3ccircle cx="3" cy="3' r=".5'%3e%3c/svg%3E");background-repeat:no-repeat;background-position:center right
calc(.375em + .1875rem);background-size:calc(.75em + .375rem) calc(.75em + .375rem)}.form-control.is-invalid:f
ocus,.was-validated .form-control:inv

Data Raw: 38 30 30 30 0d 0a 63 6¢ 65 20 63 78 3d 27 33 27 20 72 3d 27 2e 35 27 2f 25 33 65 25 33 63 63 69 72 63 6¢ 65
2063 79 3d 27 33 27 20 72 3d 27 2e 35 27 2f 25 33 65 25 33 63 63 69 72 63 6¢ 65 20 63 78 3d 27 33 27 20 63 79 3d 27
33272072 3d 27 2e 35 27 2f 25 33 65 25 33 63 2f 73 76 67 25 33 45 22 29 20 23 66 66 66 20 6e 6f 2d 72 65 70 65 61
7420 63 65 6e 74 65 72 20 72 69 67 68 74 20 31 2e 37 35 72 65 6d 2f 63 61 6¢ 63 28 2e 37 35 65 6d 20 2b 20 2e 33 37
3572 65 6d 29 20 63 61 6¢ 63 28 2e 37 35 65 6d 20 2b 20 2e 33 37 35 72 65 6d 29 7d 2e 63 75 73 74 6f 6d 2d 73 65 6¢
65 63 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 3a 66 6f 63 75 73 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75
73 74 6f 6d 2d 73 65 6¢ 65 63 74 3a 69 6e 76 61 6¢ 69 64 3a 66 6f 63 75

Data Ascii: 8000cle cx="3' r=".5'/%3e%3ccircle cy="3" r=".5/%3e%3ccircle cx="3"' cy="3' r=".5'%3e%3c/svg%3E") #fff no-r
epeat center right 1.75rem/calc(.75em + .375rem) calc(.75em + .375rem)}.custom-select.is-invalid:focus,.was-validated .c
ustom-select:invalid:focu

Data Raw: 6¢ 3a 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 63 75 73 74
6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 66 65
65 64 62 61 63 6b 2c 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e
2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 2c 2e 77 61 73 2d 76 61 6C 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d
63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b
2c2e 77 6173 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 69 6e
76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69

Data Ascii: |::before{border-color:#dc3545}.custom-control-input.is-invalid~.invalid-feedback,.custom-control-input.is-i
nvalid~.invalid-tooltip,.was-validated .custom-control-input:invalid~.invalid-feedback,.was-validated .custom-control-in
put:invalid~.invalid-toolti

Data Raw: 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 32
3529 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 7b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73
70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 6d 73 2d 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 77 72 61 70 3b 66 6¢ 65 78 2d 66
6¢ 6f 77 3a 72 6f 77 20 77 72 61 70 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6
e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 7h
77 69 64 74 68 3a 31 30 30 25 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 35 37 36 70 78 29 7b 2e 66 6f
72 6d 2d 69 6e 6¢ 69 6e 65 20 6¢ 61 62 65 6¢ 7b 64 69 73 70 6¢ 61 79

Data Ascii: shadow:0 0 0 .2rem rgba(220,53,69,.25)}.form-inline{display:-ms-flexbox;display:flex;-ms-flex-flow:row wrap;
flex-flow:row wrap;-ms-flex-align:center;align-items:center}.form-inline .form-check{width:100%}@media (min-wi
dth:576px){.form-inline label{display

Data Raw: 72 2d 73 65 6¢ 65 63 74 3a 6e 6f 6e 65 3b 2d 6d 73 2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 6e 6f 6€ 65 3b 75
7365 72 2d 73 65 6¢ 65 63 74 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61
72 65 6e 74 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6 74 3b 70 61 64 64 69
6e 67 3a 2e 33 37 35 72 65 6d 20 2e 37 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 3b 6¢ 69 6e 65 2d 68
65 69 67 68 74 3a 31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 3b 74 72 61 6e 73 69 74 69
6f 6e 3a 63 6f 6¢ 6f 72 20 2e 31 35 73 20 65 61 73 65 2d 69 6e 2d 6f 75 74 2¢ 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6C 6
f72 20 2e 31 35 73 20 65 61 73 65 2d 69 6e 2d 6f 75 74 2c 62 6f

Data Ascii: r-select:none;-ms-user-select:none;user-select:none;background-color:transparent;border: 1px solid transparen
t;padding:.375rem .75rem;font-size:1rem;line-height:1.5;border-radius:.25rem;transition:color .15s ease-in-out,backgroun
d-color .15s ease-in-out,bo

Data Raw: 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f
72 3a 2366 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 35 61 36 32 36 38 3b 62 6f 72 64 65 72 2d 63
6f 6¢ 6f 72 3a 23 35 34 35 62 36 32 7d 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 2e 66 6f 63 75 73 2¢ 2e 62 74 6e 2d 73
65 63 6f 6e 64 61 72 79 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67
62 61 28 31 33 30 2c 31 33 38 2c 31 34 35 2c 2e 35 29 7d 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 2e 64 69 73 61 62
6¢C 65 64 2c 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 32 23 66 66 66 3b 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 36 63 37

Data Ascii: or:#6c757d}.btn-secondary:hover{color:#fff;background-color:#5a6268;border-color:#545b62}.btn-seco
ndary.focus,.btn-secondary:focus{box-shadow:0 0 0 .2rem rgba(130,138,145,.5)}.btn-secondary.disabled,.btn-seco
ndary:disabled{color:#fff;background-color:#6c7
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Data

Data Raw: 20 2e 32 72 65 6d 20 72 67 62 61 28 37 32 2c 31 38 30 2c 39 37 2c 2e 35 29 7d 2e 62 74 6e 2d 69 6e 66 6f 7b
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 3b 62 6f 72 64
65 72 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 7d 2e 62 74 6e 2d 69 6e 66 6f 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23
66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 33 38 34 39 36 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f
72 3a23 313137613862 7d 2e 62 74 6e 2d 69 6e 66 6f 2e 66 6f 63 75 73 2¢ 2e 62 74 6e 2d 69 6e 66 6f 3a 66 6f 63 75
73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 35 38 2¢ 31 37 36 2c 31 39
35 2c 2e 35 29 7d 2e 62 74 6e 2d 69 6e 66 6f 2e 64 69 73 61

Data Ascii: .2rem rgba(72,180,97,.5)}.btn-info{color:#fff;background-color:#17a2b8;border-color:#17a2b8}.btn-info:hover
{color:#fff;background-color:#138496;border-color:#117a8b}.btn-info.focus,.btn-info:focus{box-shadow:0 0 0 .2rem
rgba(58,176,195,.5)}.btn-info.disa

Data Raw: 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30
203020 2e 32 72 65 6d 20 72 67 62 61 28 32 32 32 2¢ 31 37 30 2¢ 31 32 2c 2e 35 29 7d 2e 62 74 6e 2d 64 61 6e 67 65
72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 3b 62 6f
72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 7b 63 6f 6¢
6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 63 38 32 33 33 33 3b 62 6f 72 64 65 72 2d
63 6f 6¢ 6f 72 3a 23 62 64 32 31 33 30 7d 2e 62 74 6e 2d 64 61 6e 67 65 72 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 6e
67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77

Data Ascii: dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgha(222,170,12,.5)}.btn-danger{color:#fff;background-
color:#dc3545;border-color:#dc3545}.btn-danger:hover{color:#fff;background-color:#c82333;border-color:#bd2130}.btn-
danger.focus,.btn-danger:focus{box-shadow

Data Raw: 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6¢ 69 67 68
74 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30
202e 3272 65 6d 20 72 67 62 61 28 32 31 36 2c 32 31 37 2c 32 31 39 2c 2e 35 29 7d 2e 62 74 6e 2d 64 61 72 6b 7b 63
6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65
72 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 7d 2e 62 74 6e 2d 64 61 72 6b 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66
66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 32 33 32 37 32 62 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72
3a2331 64 32313234 7d 2e 62 74 6e 2d 64 61 72 6b 2e 66

Data Ascii: sabled):active:focus,.show>.btn-light.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgba(216,217,21
9,.5)}.btn-dark{color:#fff;background-color:#343a40;border-color:#343a40}.btn-dark:hover{color:#fff;background-color:#23
272b;border-color:#1d2124}.btn-dark.f

Data Raw: 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f
7574 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61
62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72
69 6d 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30
2030203020 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2c 32 35 35 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢
69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72
3a 2336 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65

Data Ascii: ):not(.disabled).active:focus,.btn-outline-primary:not(:disabled):not(.disabled):active:focus,.show>.btn-outline-
primary.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgba(0,123,255,.5)}.btn-outline-secondary{color:#6c757d;border-
color:#6¢757d}.btn-outline

Data Raw: 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73
3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2C 2e
73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢
65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f
72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73 3a
6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63
75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65

Data Ascii: sabled).active,.btn-outline-success:not(:disabled):not(.disabled):active,.show>.btn-outline-success.dropdown-
toggle{color:#fff;background-color:#28a745;border-color:#28a745}.btn-outline-success:not(:disabled):not(.disabled).acti
ve:focus,.btn-outline-succe

Data Raw: 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6¢ 65 64 2c 2e 62 74 6e
2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 3b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e
65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29
2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62
6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 7
574 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2e 64 72 6f 70 64 6f 77

Data Ascii: )}.btn-outline-warning.disabled,.btn-outline-warning:disabled{color:#ffc107;background-color:transparent}.btn-
outline-warning:not(:disabled):not(.disabled).active, .btn-outline-warning:not(:disabled):not(.disabled):active,.show>.btn-
outline-warning.dropdow

Data Raw: 6e 65 2d 6c 69 67 68 74 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f
75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e
62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67
68 74 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 34
38 2c 32 34 39 2¢ 32 35 30 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 2e 64 69 73 61 62 6C
65 64 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 38
66 39 66 61 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6C 6 72

Data Ascii: ne-light:hover{color:#212529;background-color:#f8f9fa;border-color:#f8f9fa}.btn-outline-light.focus,.btn-outline-
light:focus{box-shadow:0 0 0 .2rem rgha(248,249,250,.5)}.btn-outline-light.disabled,.btn-outline-light:disabled{color:#{8f9fa
;background-color

Data Raw: 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30
203020 2e 32 72 65 6d 20 72 67 62 61 28 35 32 2c 35 38 2c 36 34 2c 2e 35 29 7d 2e 62 74 6e 2d 6¢ 69 6e 6b 7b 66 6f
6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61

74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 30 30 35 36 62 33 3b
74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 7d 2e 62 74 6e 2d 6¢ 69 6e 6b 2e 66 6f 63 75
73 2c 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 66 6f 63 75 73 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6C
69 6e 65 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 7d 2e

Data Ascii: dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgbha(52,58,64,.5)}.btn-link{font-weight:400;color:#007bff;text-
decoration:none}.btn-link:hover{color:#0056b3;text-decoration:underline}.btn-link.focus,.btn-link:focus{text-decoration:
underline;box-shadow:none}.
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Data

Data Raw: 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 31 30 30 25 3b 6¢ 65 66 74 3a 30 3b 7a 2d
69 6e 64 65 78 3a 31 30 30 30 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 66 6¢ 6f 61 74 3a 6¢ 65 66 74 3b 6d 69 6e 2d
7769 64 74 68 3a 31 30 72 65 6d 3b 70 61 64 64 69 6e 67 3a 2e 35 72 65 6d 20 30 3b 6d 61 72 67 69 6e 3a 2e 31 32 35
72 65 6d 20 30 20 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 3b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 74 65 7
874 2d 61 6¢ 69 67 6e 3a 6¢ 65 66 74 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64
2d 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6¢ 69 70 3a 70 61 64 64 69 6€ 67 2d 62 6f 78 3b
62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28

Data Ascii: position:absolute;top:100%;left:0;z-index:1000;display:none;float:left;min-width:10rem;padding:.5rem O;margi
n:.125rem 0O O;font-size:1rem;color:#212529;text-align:left;list-style:none;background-color:#fff;background-clip:padding-
box;border:1px solid rgba(

Data Raw: 72 65 6e 74 3b 62 6f 72 64 65 72 2d 72 69 67 68 74 3a 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 2e 33
65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 6¢ 65 66 74 3a 2e 33 65 6d 20 73 6f
6¢ 69 64 7d 2e 64 72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 65 6d 70 74 79 3a 3a 61
66 74 65 72 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 64 72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d
74 6f 67 67 6¢ 65 3a 3a 61 66 74 65 72 7b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6€ 3a 30 7d 2e 64 72 6f 70 6¢ 65 66
74 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 74 6f 70 3a 30 3b 72 69 67 68 74 3a 31 30 30 25 3b 6¢ 65 66 74 3a
61 75 74 6f 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72

Data Ascii: rent;border-right:0;border-bottom:.3em solid transparent;border-left:.3em solid}.dropright .dropdown-toggle:
empty::after{margin-left:0}.dropright .dropdown-toggle::after{vertical-align:0}.dropleft .dropdown-menu{top:0;right:100%
;left:auto;margin-top:0;mar

Data Raw: 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 2e 64 69 73 61 62 6¢ 65 64 2c 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d
3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e
6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 64 6f
77 6e 2d 6d 65 6e 75 2e 73 68 6f 77 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 64 72 6f 70 64 6f 77 6e 2d 68 65 61
64 65 72 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 70 61 64 64 69 6€ 67 3a 2e 35 72 65 6d 20 31 2e 35 72 65 6d 3b
6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 63 6f 6¢ 6f 72 3a
2336 63 37 35 37 64 3b 77 68 69 74 65 2d 73 70 61 63 65 3a

Data Ascii: ropdown-item.disabled,.dropdown-item:disabled{color:#6c757d;pointer-events:none;background-color:t
ransparent}.dropdown-menu.show{display:block}.dropdown-header{display:block;padding:.5rem 1.5rem;margin-bottom
:0;font-size:.875rem;color:#6c757d;white-space:

Data Raw: 6e 67 2d 6c 65 66 74 3a 2e 35 36 32 35 72 65 6d 7d 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2d 73 70
6c 69 74 3a 3a 61 66 74 65 72 2c 2e 64 72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2d 73
70 6¢ 69 74 3a 3a 61 66 74 65 72 2c 2e 64 72 6f 70 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2d 73 70 6¢
69 74 3a 3a 61 66 74 65 72 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 64 72 6f 70 6¢ 65 66 74 20 2e 64 72 6f 70
64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2d 73 70 6¢ 69 74 3a 3a 62 65 66 6f 72 65 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30
7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 73 6d 3e 2e 62 74 6e 2b 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2d 73 70 6¢
69 74 2c 2e 62 74 6e 2d 73 6d 2b 2e 64 72 6f 70 64 6f 77 6e

Data Ascii: ng-left:.5625rem}.dropdown-toggle-split::after,.dropright .dropdown-toggle-split::after,.dropup .dropdown-to
ggle-split::after{margin-left:0}.dropleft .dropdown-toggle-split::before{margin-right:0}.btn-group-sm>.btn+.dropdown-toggle-
split,.btn-sm+.dropdown

Data Raw: 63 74 28 30 2¢ 30 2c 30 2c 30 29 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 7d 2e 69 6e 70
7574 2d 67 72 6f 75 70 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66
6c 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 6d 73 2d 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 3b
66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6¢ 69 67 6e 3a 73 74 72 65 74 63 68 3b 61
6c 69 67 6e 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 69 6e 70 75 74 2d 67 72
6f 75 70 3e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 3e 2e 63 75 73 74 6f 6d 2d 73 65
6c 65 63 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 3e 2e 66 6f 72

Data Ascii: ct(0,0,0,0);pointer-events:none}.input-group{position:relative;display:-ms-flexbox;display:flex;-ms-flex-wra
p:wrap;flex-wrap:wrap;-ms-flex-align:stretch;align-items:stretch;width: 100%}.input-group>.custom-file,.input-group>.cust
om-select,.input-group>.for

Data Raw: 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 7d 2e 69 6e 70 75 74 2d
67 72 6f 75 70 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67
72 6f 75 70 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74
65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3a 66 6
9727374 2d 63 68 69 6¢ 64 3e 2e 62 74 6e 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 29 2¢ 2e 69 6e 70 75
74 2d 67 72 6f 75 70 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3a 66 69 72 73 74 2d 63 68 69 6¢
64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 3a 6e 6f 74 28

Data Ascii: border-bottom-right-radius:0}.input-group>.input-group-append=>.btn,.input-group>.input-group-append>.input-g
roup-text,.input-group>.input-group-prepend:first-child>.btn:not(:first-child),.input-group>.input-group-prepend:first-c
hild>.input-group-text:not(

Data Raw: 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 63
61 6¢ 63 28 31 2e 35 65 6d 20 2b 20 2e 37 35 72 65 6d 20 2b 20 32 70 78 29 3b 70 61 64 64 69 6e 67 3a 2e 33 37 35 72
65 6d 20 31 2e 37 35 72 65 6d 20 2e 33 37 35 72 65 6d 20 2e 37 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65
6d 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 63 6f 6¢ 6f 72 3a
233439 35303537 3b 7665727469 6361 6¢ 2d 61 6¢ 69 67 6e 3a 6d 69 64 64 6¢ 65 3b 62 61 63 6b 67 72 6f 75 6€ 6
43a75726c 282264617461 3a696d61 6765 2f 73 76 67 2b 78 6d 6¢ 2¢ 25 33 63 73 76 67 20 78 6d 6¢ 6€ 73 3d 27
68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30

Data Ascii: lay:inline-block;width:100%;height:calc(1.5em + .75rem + 2px);padding:.375rem 1.75rem .375rem .75rem;font-
size:1rem;font-weight:400;line-height:1.5;color:#495057;vertical-align:middle;background:url("data:image/svg+xml,%3csvg
xmins="http://www.w3.0rg/2000

Data Raw: 38 30 30 30 0d Oa 2d 6¢ 67 7b 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 2e 35 65 6d 20 2b 20 31 72 65 6d 20
2b 2032 70 78 29 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 2e 35 72 65 6d 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d
3a 2e 357265 6d 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35
72 65 6d 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 64 69 73 70 6C
61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 63 61 6¢ 63 28
31 2e 35 65 6d 20 2b 20 2e 37 35 72 65 6d 20 2b 20 32 70 78 29 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e
63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 7b 70 6f 73 69 74 69

Data Ascii: 8000-Ig{height:calc(1.5em + 1rem + 2px);padding-top:.5rem;padding-bottom:.5rem;padding-left: Lrem;font-
size:1.25rem}.custom-file{position:relative;display:inline-block;width:100%;height:calc(1.5em + .75rem + 2px);margin-
bottom:0}.custom-file-input{positi
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Data

Data Raw: 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 3b 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 3b 70 61 64 64 69
6e 67 2d 6¢ 65 66 74 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e
65 7d 2e 6e 61 76 2d 6¢ 69 6e 6b 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 70 61 64 64 69 6e 67 3a 2e 35 72 65 6d
2031 72 65 6d 7d 2e 6e 61 76 2d 6¢ 69 6e 6b 3a 66 6f 63 75 73 2c 2e 6e 61 76 2d 6¢ 69 6e 6b 3a 68 6f 76 65 72 7b 74 6
578 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 6e 61 76 2d 6¢ 69 6e 6b 2e 64 69 73 61 62 6¢ 65 64 7b 63
6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 3b 63 75 72 73 6f 72 3a
64 65 66 61 75 6¢ 74 7d 2e 6e 61 76 2d 74 61 62 73 7b 62 6f 72 64

Data Ascii: flex-wrap:wrap;flex-wrap:wrap;padding-left:0;margin-bottom:0;list-style:none}.nav-link{display:block;padding
.5rem 1rem}.nav-link:focus,.nav-link:hover{text-decoration:none}.nav-link.disabled{color:#6c757d;pointer-events:none;cu
rsor:default}.nav-tabs{bord

Data Raw: 61 76 62 61 72 2d 65 78 70 61 6e 64 2d 6¢ 67 3e 2e 63 6f 6e 74 61 69 6e 65 72 2c 2e 6e 61 76 62 61 72 2d 65
7870 61 6e 64 2d 6¢ 67 3e 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6¢ 75 69 64 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74
3a303b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39
32707829 7b 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 2d 6¢ 67 7b 2d 6d 73 2d 66 6¢ 65 78 2d 66 6¢ 6 77 3a 72 6 7
7 20 6e 6f 77 72 61 70 3b 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 6
1636b3a73746172743b6a75737469 6679 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 7d 2e 6e
61 76 62 61 72 2d 65 78 70 61 6e 64 2d 6¢ 67 20 2e 6e 61 76 62 61 72

Data Ascii: avbar-expand-lg>.container,.navbar-expand-lg>.container-fluid{padding-right:0;padding-left:0}}@media (min-wi
dth:992px){.navbar-expand-lg{-ms-flex-flow:row nowrap;flex-flow:row nowrap;-ms-flex-pack:start;justify-content:flex-star
t}.navbar-expand-lg .navbar

Data Raw: 2e 35 29 7d 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 74 65 78 74 20 61 7b 63 6f 6¢ 6f
72 3a 23 66 66 66 7d 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 74 65 78 74 20 61 3a 66 6f 63 75
73 2c 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 74 65 78 74 20 61 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f
72 3a 23 66 66 66 7d 2e 63 61 72 64 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 64 69 73 70 6¢ 61 79 3a
2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 7
4 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 3b 6d 69 6e 2d 77 69 6
474 68 3a303b 77 6f 7264 2d 77 72 61 70 3a 62 72 65 61 6b 2d

Data Ascii: .5)}.navbar-dark .navbar-text a{color:#fff}.navbar-dark .navbar-text a:focus,.navbar-dark .navbar-text a:hov
er{color:#fff}.card{position:relative;display:-ms-flexbox;display:flex;-ms-flex-direction:column;flex-direction:column;min-
width:0;word-wrap:break-

Data Raw: 69 74 65 6d 2b 2e 62 72 65 61 64 63 72 75 6d 62 2d 69 74 65 6d 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a
2e 357265 6d 7d 2e 62 72 65 61 64 63 72 75 6d 62 2d 69 74 65 6d 2b 2e 62 72 65 61 64 63 72 75 6d 62 2d 69 74 65 6d
3a 3a 62 65 66 6f 72 65 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 70 61 64 64 69 6e 67 2d 72 6
9 67 68 74 3a 2e 35 72 65 6d 3b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 63 6f 6e 74 65 6e 74 3a 22 2f 22 7d 2e 62 72 6
56164 6372 75 6d 62 2d 69 74 65 6d 2b 2e 62 72 65 61 64 63 72 75 6d 62 2d 69 74 65 6d 3a 68 6 76 65 72 3a 3a 62
65 66 6f 72 65 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 7d 2e 62 72 65 61 64 63 72
75 6d 62 2d 69 74 65 6d 2b 2e 62 72 65 61 64 63 72 75 6d 62 2d 69 74

Data Ascii: item+.breadcrumb-item{padding-left:.5rem}.breadcrumb-item+.breadcrumb-item::before{display:inline-
block;padding-right:.5rem;color:#6c757d;content:"/"}.breadcrumb-item+.breadcrumb-item:hover::before{text-decor
ation:underline}.breadcrumb-item+.breadcrumb-it

Data Raw: 64 69 75 73 3a 2e 33 72 65 6d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 35 37 36 70 78 29
7b 2e 6a 75 6d 62 6f 74 72 6f 6e 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 32 72 65 6d 7d 7d 2e 6a 75 6d 62 6f 74 72 6f
6e 2d 66 6¢ 75 69 64 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 30 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3b
62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d 2e 61 6¢ 65 72 74 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65
3b 70 61 64 64 69 6e 67 3a 2e 37 35 72 65 6d 20 31 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 7
265 6d 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d
726164 69 75 73 3a 2e 32 35 72 65 6d 7d 2e 61 6¢ 65 72 74 2d 68

Data Ascii: dius:.3rem}@media (min-width:576px){.jumbotron{padding:4rem 2rem}}.jumbotron-fluid{padding-right:0
;padding-left:0;border-radius:0}.alert{position:relative;padding:.75rem 1.25rem;margin-bottom:1rem;border:1px solid tran
sparent;border-radius:.25rem}.alert-h

Data Raw: 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6¢ 65 66 74 2d 72 61
64 69 75 73 3a 30 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 35 37 36 70 78 29 7h 2e 6¢ 69 73 74 2d 67
72 6f 75 70 2d 68 6f 72 69 7a 6f 6e 74 61 6¢ 2d 73 6d 7b 2d 6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f
77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 68 6f 72 69 7a 6f 6e
74 61 6¢ 2d 73 6d 20 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 31
7078 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 68 6f 72 69 7a 6f 6e 74 61
6¢ 2d 73 6d 20 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d

Data Ascii: -radius:.25rem;border-bottom-left-radius:0}@media (min-width:576px){.list-group-horizontal-sm{-ms-flex-direc
tion:row;flex-direction:row}.list-group-horizontal-sm list-group-item{margin-right:-1px;margin-bottom:0}.list-group-hor
izontal-sm list-group-item

Data Raw: 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 64 66 64 66 65 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65
6d 2d 6¢ 69 67 68 74 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 61 63 74 69 6f 6 3a 66 6f 63 75 73 2¢ 2e 6¢ 69
7374 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 6¢ 69 67 68 74 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 61 63 74
69 6f 6e 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 38 31 38 31 38 32 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
322365 63 65 63 66 36 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 6¢ 69 67 68 74 2e 6¢ 69 73 74 2d 67 72
6f 75 70 2d 69 74 65 6d 2d 61 63 74 69 6f 6e 2e 61 63 74 69 76 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72
6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 38 31 38 31 38 32 3b 62 6f

Data Ascii: ground-color:#fdfdfe}.list-group-item-light.list-group-item-action:focus, .list-group-item-light.list-group-item-action
:hover{color:#818182;background-color:#ececf6}.list-group-item-light.list-group-item-action.active{color:#fff;background-
color:#818182;bo

Data Raw: 38 30 30 30 0d Oa 6f 64 61 6¢ 2d 63 6f 6e 74 65 6e 74 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65
3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 6d 73 2d 66
6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6€ 3a 63 6f 6¢ 75
6d 6e 3b 77 69 64 74 68 3a 31 30 30 25 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 61 75 74 6f 3b 62 61 63 6b 67
72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6¢ 69 70 3a 70 61 64 64 69 6€ 67
2d 62 6f 78 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28 30 2¢ 30 2c 30 2c 2e 32 29 3b 62 6f 72
64 65 72 2d 72 61 64 69 75 73 3a 2e 33 72 65 6d 3b 6f 75 74 6¢

Data Ascii: 80000dal-content{position:relative;display:-ms-flexbox;display:flex;-ms-flex-direction:column;flex-direction
:column;width:100%;pointer-events:auto;background-color:#fff;background-clip:padding-box;border:1px solid rgha
(0,0,0,.2);border-radius:.3rem;out!
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Data

Data Raw: 6f 6e 65 3b 6¢ 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 62 72 65 61 6b
3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 68 69 74 65 2d 73 70 61 63 65 3a
6e 6f 72 6d 61 6¢ 3b 6¢ 69 6e 65 2d 62 72 65 61 6b 3a 61 75 74 6f 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65

6d 3b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a
23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6¢ 69 70 3a 70 61 64 64 69 6e 67 2d 62 6f 78 3b 62 6f 72 64 65 72 3a
317078 20 73 6f 6¢ 69 64 20 72 67 62 61 28 30 2¢ 30 2¢ 30 2c 2e 32 29 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a
2e 3372 65 6d 7d 2e 70 6f 70 6f 76 65 72 20 2e 61 72 72 6f 77

Data Ascii: one;letter-spacing:normal;word-break:normal;word-spacing:normal;white-space:normal;line-break:auto;font-
size:.875rem;word-wrap:break-word;background-color:#fff;background-clip:padding-box;border: 1px solid rgba(0,0,0,.2
);border-radius:.3rem}.popover .arrow

Data Raw: 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 72 69 67 68 74 7b 7a 2d 69 6e 64 65 78 3a 30 3b 6f 70 61 63 69 74 79
3a303b 74 72 61 6e 73 69 74 69 6f 6e 3a 30 73 20 2e 36 73 20 6f 70 61 63 69 74 79 7d 40 6d 65 64 69 61 20 28 70 72
65 66 65 72 73 2d 72 65 64 75 63 65 64 2d 6d 6f 74 69 6f 6e 3a 72 65 64 75 63 65 29 7b 2e 63 61 72 6f 75 73 65 6¢ 2d
66 61 64 65 20 2e 61 63 74 69 76 65 2e 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 6¢ 65 66 74 2C 2e 63 61 72 6f 75 73 6
5 6¢ 2d 66 61 64 65 20 2e 61 63 74 69 76 65 2e 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 72 69 67 68 74 7h 74 72 61 6e
73 69 74 69 6f 6e 3a 6e 6f 6e 65 7d 7d 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 6e 65 78 74 2 2e 63 61 72
6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 70 72 65 76 7b 70 6f 73

Data Ascii: arousel-item-right{z-index:0;opacity:0;transition:0s .6s opacity}@media (prefers-reduced-motion:reduce){.car
ousel-fade .active.carousel-item-left,.carousel-fade .active.carousel-item-right{transition:none}}.carousel-control-next
,.carousel-control-prev{pos

Data Raw: 74 6f 6e 2e 62 67 2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 73 2c 62 75 74 74 6f 6e 2e 62 67 2d 77 61 72 6e 69
6e 67 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 33 39 65 30 30 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 62 67 2d 64 61 6e 67 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35
2169 6d 70 6f 72 74 61 6e 74 7d 61 2e 62 67 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 2c 61 2e 62 67 2d 64 61 6e 67 65
72 3a 68 6f 76 65 72 2c 62 75 74 74 6f 6e 2e 62 67 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 2¢ 62 75 74 74 6f 6e 2e 62 67
2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 64 32 31 33 30 21 69
6d 70 6f 72 74 61 6e 74 7d 2e 62 67 2d 6¢ 69 67 68 74 7b 62 61

Data Ascii: ton.bg-warning:focus,button.bg-warning:hover{background-color:#d39e00!important}.bg-danger{background-
color:#dc3545!important}a.bg-danger:focus,a.bg-danger:hover,button.bg-danger:focus, button.bg-danger:hover{
background-color:#bd2130!important}.bg-light{ba

Data Raw: 6¢ 61 79 3a 74 61 62 6¢ 65 2d 72 6f 77 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 78 6¢ 2d 74 61 62 6¢ 65 2d
63 65 6¢ 6¢ 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6C 65 2d 63 65 6C 6C 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 78 6C
2d 66 6¢ 65 78 7b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6€ 74 3b 64 69 73
70 6¢ 61 79 3a 66 6¢ 65 78 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 78 6¢ 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 7b 64 6
97370 6¢ 61 79 3a 2d 6d 73 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70
6c 61 79 3a 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 70 72 69 6e 74
7b 2e 64 2d 70 72 69 6e 74 2d 6e 6f 6e 65 7b 64 69 73 70 6¢ 61 79 3a

Data Ascii: lay:table-row!important}.d-xI-table-cell{display:table-celllimportant}.d-xI-flex{display:-ms-flexbox!importa
nt;display:flexlimportant}.d-xl-inline-flex{display:-ms-inline-flexbox!important;display:inline-flex!important}}@media print{.d-
print-none{display:

Data Raw: 74 61 6e 74 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 21 69 6d 70 6f 72 74 61 6e 74
7d 2e 66 6¢ 65 78 2d 73 6d 2d 72 6f 77 2d 72 65 76 65 72 73 65 7b 2d 6d 73 2d 66 6c 65 78 2d 64 69 72 65 63 74 69 6f
6e 3a 72 6f 77 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a
72 6f77 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 73 6d 2d 63 6f 6¢ 75 6d 6e 2d 72 65
76 65 72 73 65 7b 2d 6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 2d 72 65 76 65 72 73 65 2
169 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 2d 72 65 76 65 72 73 65
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 73 6d 2d 77 72

Data Ascii: tant;flex-direction:columnlimportant}.flex-sm-row-reverse{-ms-flex-direction:row-reverselimportant;flex-dire
ction:row-reverselimportant}.flex-sm-column-reverse{-ms-flex-direction:column-reverselimportant;flex-direction:column-re
verselimportant}.flex-sm-wr

Data Raw: 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 61 72 6f 75 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢C
69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 73 74 61 72 74 7b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 73 74 61 72 74
2169 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 66 6¢ 65 78 2d 73 74 61 72 74 21 69 6d 70 6f 72
74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 65 6e 64 7b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e
3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70
6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6¢ 65 78 2d
61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61

Data Ascii: y-content:space-around!important}.align-items-md-start{-ms-flex-align:start!important;align-items:flex-start
limportant}.align-items-md-end{-ms-flex-align:endlimportant;align-items:flex-end!important}.align-items-md-center{-ms-fl
ex-align:centerlimportant;a

Data Raw: 6¢ 66 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67
2d 63 65 6e 74 65 72 7h 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d 61 6¢ 69 67 6 3a 63 65 6€ 74 65 72 21 69 6d 70 6f
727461 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67
6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 62 61 73 65 6¢ 69 6€ 65 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d 61 6¢C 69 67 6€ 3a
62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6 2d 73 65 6C 66 3a 62 61 73 65 6¢ 69 6€ 65 21
69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 73 74 72 65 74 63 68 7b 2d 6d 73 2d 66 6¢C
65 78 2d 69 74 65 6d 2d 61 6¢ 69 67 6€ 3a 73 74 72 65 74 63 68 21 69 6d

Data Ascii: If:flex-end!important}.align-self-lg-center{-ms-flex-item-align:center!limportant;align-self:centerlimportant}.align-
self-Ig-baseline{-ms-flex-item-align:baselinelimportant;align-self:baseline!important}.align-self-lg-stretch{-ms-flex-item-
align:stretchlim

Data Raw: 36 34 38 34 0d Oa 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 78 6¢ 2d 73 74 72 65 74 63 68 7b 2d 6d 73 2d 66 6¢ 65 78
2d 69 74 65 6d 2d 61 6¢ 69 67 6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6C
66 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 66 6¢ 6f 61 74 2d 6¢ 65 66 74 7b 66 6¢ 6f 61 74 3a 6C
65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 6f 61 74 2d 72 69 67 68 74 7b 66 6¢ 6f 61 74 3a 72 69 67 68 74 21 6
9 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 6f 61 74 2d 6e 6f 6e 65 7b 66 6¢ 6f 61 74 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e
74 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 35 37 36 70 78 29 7b 2e 66 6¢ 6f 61 74 2d 73 6d 2d 6¢ 65
66 74 7b 66 6¢ 6f 61 74 3a 6¢ 65 66 74 21 69 6d 70 6f 72 74 61 6e

Data Ascii: 6484lign-self-xI-stretch{-ms-flex-item-align:stretchlimportant;align-self:stretch!important}}.float-left{float:left!im
portant}.float-right{float:right!important}.float-none{float:none!important}@media (min-width:576px){.float-sm-left{floa
t:leftlimportan
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kBytes

Timestam
P transferred

2022-05-13 12:16:37 UTC 260

2022-05-13 12:16:37 UTC 264

2022-05-13 12:16:37 UTC 268

2022-05-13 12:16:37 UTC 272

2022-05-13 12:16:37 UTC 276

2022-05-13 12:16:37 UTC 280

2022-05-13 12:16:37 UTC 281

Session ID Source IP

10 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49759

Direction

Data

Data Raw: 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 33 2c 2e 70 79 2d 33 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31
7265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 33 2c 2e 70 78 2d 33 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a
317265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d 34 7b 70 61 64 64 69 6e 67 3a 31 2e 35 72 65 6d 21 69 6d 70 6f
7274 61 6e 74 7d 2e 70 74 2d 34 2c 2e 70 79 2d 34 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 2e 35 72 65 6d 21 69 6d
70 6f 72 74 61 6e 74 7d 2e 70 72 2d 34 2c 2e 70 78 2d 34 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 2e 35 72 65
6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 34 2c 2e 70 79 2d 34 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31
2e 3572 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 34 2c 2e

Data Ascii: portant}.pb-3,.py-3{padding-bottom:1rem!important}.pl-3,.px-3{padding-left: .Lrem!important}.p-4{padding:1.5re
mlimportant}.pt-4,.py-4{padding-top:1.5rem!important}.pr-4,.px-4{padding-right:1.5rem!important}.pb-4,.py-4{padding-bott
om:1.5rem!important}.pl-4,.

Data Raw: 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 73 6d 2d 35 2c 2e 70 79 2d 73 6d 2d 35 7b 70 61 64 64 69 6e 67 2d 62 6f
7474 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 73 6d 2d 35 2c 2e 70 78 2d 73 6d 2d 35 7b 70
61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 73 6d 2d 6e 31 7b 6d 61 72
67 69 6e 3a 2d 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 73 6d 2d 6e 31 2c 2e 6d 79 2d 73 6d 2d
6e 31 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 73 6d 2d
6e 31 2c 2e 6d 78 2d 73 6d 2d 6e 31 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 2e 32 35 72 65 6d 21 69 6d 70 6f 72
74 61 6e 74 7d 2e 6d 62 2d 73 6d 2d 6e 31 2c 2e 6d 79 2d 73 6d 2d 6e 31

Data Ascii: portant}.pb-sm-5,.py-sm-5{padding-bottom:3rem!important}.pl-sm-5,.px-sm-5{padding-left:3rem!important}.m-
sm-nil{margin:-.25rem!important}.mt-sm-n1,.my-sm-n1{margin-top:-.25rem!important}.mr-sm-n1,.mx-sm-n1l{margin-right:-
.25remlimportant}.mb-sm-n1,.my-sm-n1

Data Raw: 68 74 3a 2d 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 6d 64 2d 6e 31 2c 2e 6d 79 2d
6d 64 2d 6e 31 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
6d 6¢ 2d 6d 64 2d 6e 31 2c 2e 6d 78 2d 6d 64 2d 6e 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 2e 32 35 72 65 6d 21
69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 6d 64 2d 6e 32 7b 6d 61 72 67 69 6e 3a 2d 2e 35 72 65 6d 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 6d 74 2d 6d 64 2d 6e 32 2c 2e 6d 79 2d 6d 64 2d 6e 32 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 2e 35 72
65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6d 64 2d 6e 32 2c 2e 6d 78 2d 6d 64 2d 6e 32 7b 6d 61 72 67 69 6e
2d 72 69 67 68 74 3a 2d 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e

Data Ascii: ht:-.25rem!important}.mb-md-n1,.my-md-n1{margin-bottom:-.25rem!important}.ml-md-n1,.mx-md-n1{margin-
left:-.25rem!important}.m-md-n2{margin:-.5rem!important}.mt-md-n2,.my-md-n2{margin-top:-.5rem!important}.mr-md-
n2,.mx-md-n2{margin-right:-.5rem!important}.

Data Raw: 6d 78 2d 6c 67 2d 6e 32 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 2e 35 72 65 6d 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 6d 62 2d 6¢ 67 2d 6e 32 2c 2e 6d 79 2d 6¢ 67 2d 6e 32 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d
2e 3572 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 6¢ 67 2d 6e 32 2c 2e 6d 78 2d 6¢ 67 2d 6e 32 7b 6d 61 72 6
7 69 6e 2d 6¢ 65 66 74 3a 2d 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 6¢ 67 2d 6e 33 7b 6d 61 72 67 69
6e 3a 2d 31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 6¢ 67 2d 6e 33 2c 2e 6d 79 2d 6¢ 67 2d 6e 33 7b 6d
61 72 67 69 6e 2d 74 6f 70 3a 2d 31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6¢c 67 2d 6e 33 2c 2e 6d 78
2d 6¢ 67 2d 6e 33 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 31 72 65

Data Ascii: mx-lg-n2{margin-right:-.5rem!important}.mb-lg-n2,.my-lg-n2{margin-bottom:-.5rem!important}.ml-lg-n2,.mx-lg-n
2{margin-left:-.5rem!important}.m-lg-n3{margin:-1rem!important}.mt-lg-n3,.my-lg-n3{margin-top:-1rem!important}.mr-lg-n3,
.mx-lg-n3{margin-right:-1re

Data Raw: 61 6e 74 7d 2e 6d 72 2d 78 6¢ 2d 6e 33 2c 2e 6d 78 2d 78 6¢ 2d 6e 33 7b 6d 61 72 67 69 6e 2d 72 69 67 68
74 3a2d 31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 78 6¢ 2d 6e 33 2c 2e 6d 79 2d 78 6¢ 2d 6e 33 7h 6d
6172 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 78 6¢ 2d 6e 33 2¢c 2e
6d 78 2d 78 6¢ 2d 6e 33 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d
2d 78 6¢ 2d 6e 34 7b 6d 61 72 67 69 6e 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 78 6¢ 2d
6e 34 2c 2e 6d 79 2d 78 6¢ 2d 6e 34 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61
6e 74 7d 2e 6d 72 2d 78 6¢ 2d 6e 34 2c 2e 6d 78 2d 78 6¢ 2d 6e 34 7b 6d

Data Ascii: ant}.mr-xI-n3,. mx-xI-n3{margin-right:-1rem!important}.mb-xI-n3,.my-xI-n3{margin-bottom:-1rem!important}.ml-x
I-n3,.mx-xI-n3{margin-left:-1remlimportant}.m-xI-n4{margin:-1.5rem!important}.mt-xI-n4,.my-xI-n4{margin-top:-1.5rem!impo
rtant}.mr-xI-n4,.mx-xI-n4{m

Data Raw: 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6¢ 65 20 74 64 2c 2e 74 61 62 6¢ 65 20 74 68 7b 62 61 63
6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6¢ 65 2d 62 6f 72 64
65 72 65 64 20 74 64 2c 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 74 68 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f
6c 69 64 20 23 64 65 65 32 65 36 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6¢ 65 2d 64 61 72 6b 7b 63 6f 6¢C 6f 72 3a
69 6e 68 65 72 69 74 7d 2e 74 61 62 6¢ 65 2d 64 61 72 6b 20 74 62 6f 64 79 2b 74 62 6f 64 79 2c 2e 74 61 62 6¢C 65 2d
64 61 72 6b 20 74 64 2c 2e 74 61 62 6¢ 65 2d 64 61 72 6b 20 74 68 2¢ 2e 74 61 62 6¢ 65 2d 64 61 72 6b 20 74 68 65 61
64 20 74 68 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 65

Data Ascii: selimportant}.table td,.table th{background-color:#ffflimportant}.table-bordered td,.table-bordered th{border:1px
solid #dee2e6!important}.table-dark{color:inherit}.table-dark tbody+tbody,.table-dark td,.table-dark th,.table-dark thead th
{border-color:#de

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data
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kBytes

Timestam
P transferred

2022-05-13 12:16:37 UTC 560

2022-05-13 12:16:37 UTC 561

2022-05-13 12:16:37 UTC 561

2022-05-13 12:16:37 UTC 577

Session ID Source IP
11 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-13 12:16:41 UTC 578

2022-05-13 12:16:41 UTC 578

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49769

Direction

ouT

Data

GET /shared/1.0/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico HTTP/1.1
Host: aadcdn.msftauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified, ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 29059714

Cache-Control: public, max-age=31536000

Content-MD5: EuPayFgGHQIAI7K9SOL6Ig==

Content-Type: image/x-icon

Date: Fri, 13 May 2022 12:16:37 GMT

Etag: 0x8D8731240E548EB

Last-Modified: Sun, 18 Oct 2020 03:02:30 GMT

Server: ECAcc (frc/8F98)

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: 0f49f9d8-001e-006f-0f77-5e6395000000

x-ms-version: 2009-09-19

Content-Length: 17174

Connection: close

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 8 0d 00 00 ce
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 €8 02 00 00 e 3d 00 00 18 18 10 00
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff f 00 ef a4 00 O
000 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33

Data Ascii: h(fHH(00h6 =@(A(("P" 333333333333333

Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33
33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33
33 302222 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22
22 222222 2033 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30

Data Ascii: (0"P"""" 333330 333330 333330"""" 333330"""" 333330""""" 333330"""" 333330"""" 333330"""" 33
3330™""™" 333330"""" 333330

Destinati
Destination IP ESnation Process

Port
152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /shared/1.0/content/images/favicon_a_eupayfgghqgiai7k9sol6lg2.ico HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: aadcdn.msftauth.net

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified, ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 29059718

Cache-Control: public, max-age=31536000

Content-MD5: EuPayFgGHQIAI7K9SOL6lg==

Content-Type: image/x-icon

Date: Fri, 13 May 2022 12:16:41 GMT

Etag: 0x8D8731240E548EB

Last-Modified: Sun, 18 Oct 2020 03:02:30 GMT

Server: ECAcc (frc/8F98)

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: 0f49f9d8-001e-006f-0f77-5e6395000000

x-ms-version: 2009-09-19

Content-Length: 17174

Connection: close
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kBytes

Timestam
P transferred

2022-05-13 12:16:41 UTC 579

2022-05-13 12:16:41 UTC 595

Session ID Source IP
12 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-13 12:16:41 UTC 596

2022-05-13 12:16:41 UTC 596

2022-05-13 12:16:41 UTC 597

Session ID Source IP

13 192.168.2.3
. kBytes

Timestamp transferred

2022-05-13 12:16:41 UTC 598

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49770

Direction

ouT

Source Port

49771

Direction

ouT

Data

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 8 02 00 00 1e 3d 00 00 18 18 10 00
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
000 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33

Data Ascii: h(fHH(00h6 =@(A(('P 333333333333333

Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33
333333333022 222222222033 333333333022 222222222033 3333 33333022222222222033333333
333022222222 222033333333333022222222222033333333333022222222222033333333333022
222222222033 333333333022222222222033 3333333330

Data Ascii: (0"P"""" 333330"""" 333330"""" 333330 333330™""" 333330"""" 333330""""" 333330"""" 333330"""" 33
3330"""" 333330"""" 333330

Destination
Destination IP Process
Port

152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /shared/1.0/content/images/microsoft_logo_ed9c9eb0dcel7d752bedeaéb5acdaéd9.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: aadcdn.msftauth.net

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified, ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 22413251

Cache-Control: public, max-age=31536000

Content-MD5: 7ZyesNzhfXUr7eprWs2m2Q==

Content-Type: image/png

Date: Fri, 13 May 2022 12:16:41 GMT

Etag: 0x8D79A1B9F708D24

Last-Modified: Thu, 16 Jan 2020 00:32:52 GMT

Server: ECAcc (frc/8F39)

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: €9915452-401e-0009-47ea-9a07a7000000

X-ms-version: 2009-09-19

Content-Length: 1057

Connection: close

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 6¢ 00 00 00 18 08 06 00 00 00 1f d5 18 1a 00 00 00
09 70 48 59 73 00 00 Ob 12 00 00 Ob 12 01 d2 dd 7e fc 00 00 03 d3 49 44 41 54 68 de ed 58 4d 4e db 50 10 fe 5¢ b1 45 f1
0d 92 f6 02 b8 27 20 2¢ da 2d e9 ba 8b 24 27 c0 48 b3 8f d9 8f 14 73 02 8¢ d4 ae 31 db 76 51 e7 06 c9 01 aa 9a 13 34 €9
05 d2 cd Oc 1a 06 1b Oc 2d c2 91 3¢ 92 17 ef 19 fd cc 7b df fc 7c £3 82 3f a3 77 5b 34 94 fd ab 9f 41 2 3d 68 3¢ 3e 9 b0
0d do c9 7f 95 37 dd 15 74 80 75 f2 82 b2 d7 5d 41 7b 84 88 26 00 06 d2 2c 98 b9 68 05 60 44 34 00 30 31 5d 95 ca d5
1c 04 cc 9c 48 7f 26 fd ¢9 43 3 77 00 a8 10 40 01 €0 cO fd 2a da e2 61 03 00 33 d3 be 03 48 ¢5 61 52 00 3d cb 67 88 28
02 30 d6 36 80 el Oe 3b 57 6¢ cO da 00 58 02 58 cb f9 47

Data Ascii: PNGIHDRIpHYs~IDAThXMNP\E' ,-$'Hs1vQ4-<{|2w[4A=h<>7tu]A{& h D401]H&CW@*a3HaR=g(06;WIXXG

Destination IP Destination Process
Port
151.101.112.193 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /vzbuQ.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: i.stack.imgur.com
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kBytes

Timestam
P transferred

2022-05-13 12:16:41 UTC 598

2022-05-13 12:16:41 UTC 599

2022-05-13 12:16:41 UTC 600

2022-05-13 12:16:41 UTC 601

2022-05-13 12:16:41 UTC 603

2022-05-13 12:16:41 UTC 604

2022-05-13 12:16:41 UTC 605

2022-05-13 12:16:41 UTC 607

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 279841

Cache-Control: max-age=315360000
Content-Type: image/jpeg

ETag: "bcc8c3add31d42b2c4b6d13c0db8d3a5"
Expires: Thu, 31 Dec 2037 23:55:55 GMT
Last-Modified: Sun, 17 Jun 2018 23:41:30 GMT
Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Fri, 13 May 2022 12:16:41 GMT

Age: 3903520

X-Served-By: cache-iad-kcgs7200173-IAD, cache-hhn4076-HHN
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

X-Timer: S1652444201.385265,VS0,VE1
Server: cat factory 1.0

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 08 06 06 06 06 06 08 06 06 08 Oc
08 07 08 Oc Oe Oa 08 08 Oa Oe 10 0d 0d Oe Od 0d 10 11 Oc Oe 0d Od Oe Oc 11 0f 12 13 14 13 12 0f 18 18 1a 1a 18 18 23
2222222327 27 27 27 27 27 27 27 27 27 ff db 00 43 01 09 08 08 09 Oa 09 Ob 09 09 Ob Oe Ob 0d Ob Oe 11 Oe Oe Oe Oe
1113 0d Od Oe Od 0d 13 18 11 Of Of Of Of 11 18 16 17 14 14 14 17 16 1a 1a 18 18 1a 1a 21 21 20 21 21 27 27 27 27 27 27
27 27 27 27 ff c0 00 11 08 04 38 07 80 03 00 22 00 01 11 01 02 11 01 ff c4 00 1b 00 00 02 03 01 01 01 00 00 00 00 00 00
00 00 00 00 01 02 00 03 04 05 06 07 ff c4 00 4a 10 00 02 02 01 03 02 04 03 05 07 01 05 08 01 00 Ob 01 02 03 11 00 04 1
221314113225161053271144252819123627282albl

Data Ascii: JFIFC#""#""™"Cll 1I"""""8"JI1A"Qa2qBR#br

Data Raw: 00 5a c¢9 58 d5 93 00 15 87 26 1a c0 26 4c 20 5e 30 43 e9 80 20 18 40 c7 08 4e 36 c0 32 59 68 ae f1 86 e3 d0O
6384 e7 d3 1a bb 00 71 65 2b 0a 4f 53 8¢ 10 7d 71 82 3 05 c9 64 al 68 61 00 Of 4c 6d a0 75 e7 20 00 76 18 28 01 f4 03
08 b3 d4 61 b3 ff 00 d6 1a 63 f4 cO 20 53 da 86 10 a7 d7 f4 c9 5e a7 8f ae 30 ab ea 2b 32 01 43 be 4a be 97 8¢ 08 fb c4
56 1b 51 df 06 85 d8 48 c9 b4 8e 2b 1a d4 8e a7 25 ae 05 00 00 3a 8e 7b 64 15 7d 00 c6 bf a6 40 6f 00 50 09 3c 55 63 85
23 a7 03 €9 90 1a e0 5d 61 06 ef 93 f4 c0 10 a9 ef fd 30 6d 39 65 de 4a 07 be 2c 51 5e d3 83 6e 5c 3d 8e 41 8b 25 14 d1
c9 b4 fb e5 e0 5f 6¢ 95 8b 14 51 b4 el d8 72 da 1e 98 48 19 6¢ b4 53 b0 e4 d8 72 d2 3d f0 56 4b 25 15 ed 39 28 8¢ b2 80
¢l b7 16 28 5c 23 9 8c 07 b6 10 3d 86 5b 20 82 b1 81 18

Data Ascii: ZX&&L "0C @N62Yhcge+OS}gdhalmu v(ac S"0+2CJIVQH+%:{d}@oP<Uc#]a0m9eJ,Q n\=A%_I|Qr
HISr=VK%9((\#=[

Data Raw: 05 Oc 34 32 61 c1 41 43 25 Oc 6a c3 58 02 d6 4a c6 ac 94 7d 30 05 ac 98 f5 92 b0 05 c9 8d 59 2b 20 06 4c 3b
7084 24 d6 00 b9 00 cb 36 1f 6¢ 9e 19 1d 71 62 84 ac 35 8d b0 el da 71 62 85 ac 35 8c 06 40 b9 2c b4 2e dc 35 8d b7
Oe dc 59 44 ac 95 8f 59 2b 16 05 c9 8d c6 4c 58 16 b0 63 56 Oa c0 06 4a c3 b4 el db 80 25 61 ac 35 92 b0 01 58 2b 1a
b2 56 00 b5 92 b1 ab 25 60 Ob 58 31 ab 25 60 80 ac 15 86 b2 56 50 Oa c1 58 6b 25 60 80 ac 15 8d 59 2b 00 5a c1 8f 58
2b 00 15 83 1a b0 56 00 32 64 c¢9 94 13 06 1c 98 00 ac 15 8d 92 b0 05 ac 95 8d 58 2b 00 5a 18 6b 0d 60 db 80 4a c1 b7
0d 1c 9c e0 Oa 54 e0 db 8f 67 06 08 2d 62 91 96 64 c5 82 a2 32 11 96 56 Oa c5 82 ba c5 db 96 91 80 8c 59 Oa eb 06 59
b7 25 65 b0 57 59 2b 1e b0 56 00 98 2b 1e b2 6d c1 28 ae b2 56 3d 64 ac

Data Ascii: 42aAC%jXJ}0Y+ L;p$6lgb5gb5@,.5YDY+LXcVI%a5X+V% X1% VPXk% Y+ZX+V2dX+Zk JTg-bd2V
YY%eWY+V+m(V=d

Data Raw: 65 02 d6 Oa c7 ac 15 80 25 64 ac 7a c1 58 05 75 82 b2 ca c1 59 40 84 60 c7 ac 15 82 09 58 2b 1e b2 56 08 25
64 ac 7a c1 80 2d 60 23 1e b0 15 cb 60 4a bc 95 8d 59 2b 25 81 6b 25 63 e0 ac 01 2b 25 63 64 c0 13 05 63 91 92 b0 Oa
eb 2563 d6 Oa ca 05 ac 15 8d 59 2b 04 12 b2 56 3e Oa c0 17 05 63 56 4a c1 45 ac 15 8d 59 2b 28 12 b2 56 35 64 ac 19
16 b0 56 35 64 ac 01 2b 25 63 56 4a c0 12 b0 56 3e 4a ca 04 ac 95 8d 93 00 5a c1 8d 58 2b 00 5a c9 8d 59 2b 00 4a c9 5
8d8 2b 00 5¢ 15 8f 93 28 2b 9 58 f5 82 b0 04 ac 95 8d 58 30 05 ac 18 f5 82 b0 05 05 87 04 61 06 fd 72 ed b7 db 20 8f 9c
e7 66 a8 91 92 4f 73 8e e0 75 18 51 28 f5 cb 4a 02 bc f1 58 b2 d1 52 57 e7 8¢ 54 13 d3 0a 80 38 c¢7 2a 07 35 92 cb 45 05
39e301 04 1e b9 6d 51 €9 91 81 3d b2 d9 28 a6 cf 71 83 be 39

Data Ascii: e%dzXuY @ X+V%dz-"# JY+%k%c+%cdc%cY+V>cVIEY+(V5dV5d+%cVIV>IZX+ZY+IX+\(+XX0ar fO
SUQ(IXRWTB*5E9MQ=(q9

Data Raw: aa b0 d1 f4 cb 82 Oc 71 18 €9 58 ¢8 62 66 ac 9f 96 69 10 f3 d3 0f 84 3d 31 90 c4 cc 01 c6 00 e6 8f Ob db 1c 45
5c 11 9321 89 98 Ob c7 08 7d 32 f1 18 1f 4c 25 40 ed ce 4c 8b 89 50 8a ae ce 10 80 f4 ¢7 da c7 bl c9 bl bb 03 8b 2d 00
02 0f 06 f1 85 fa 61 d8 47 4e 30 d3 5f 4c 59 68 00 63 80 bf 4c 94 ¢7 26 c6 c9 65 a2 10 be b5 82 c1 c3 b6 ba 8c 20 2f a6
2c 82 80 Oe le 3a 61 01 4e 4d 80 f7 38 b1 42 81 92 bl c2 fb e3 6d 27 be 4b 14 55 47 f2 c2 17 db 2c d8 7d 6b 20 43 8b 14
56 17 db 0d 0f 42 32 cd a7 Oe c3 8b 14 57 40 7a e4 de 07 6¢c b7 63 1le c7 14 c2 7d 31 68 53 2b de 3a d7 38 0b 5f 6¢ b0
4167 a8 18 4c 24 Oe d9 6d 0a 65 3¢ 9¢ 60 Oe 12 8¢ 39 3¢ 60 04 e5 b0 12 a0 8e bc e4 08 47 d3 20 bf cf 18 d9 15 79 01 53
06 04 8a 18 0a 37 5a cb aa c7 be 02 86 f2 d8 a2 8a 23 bl

Data Ascii: qXbfi=1E\}2L%@LP-aGNO_LYhcL&e /,:aNM8BmM'KUG,}k CVB2W@zIc}1hS+:8_|IAgL$me<'9<'G yS7Z#

Data Raw: d3 2b 01 7d 46 10 50 75 23 14 8b 6¢ b4 4e de 98 c2 62 72 af d9 9e 84 63 a9 88 75 20 9c 94 82 6¢ b4 48 df 4c
86 62 Of 4b ca cb 03 dc 64 de be c7 25 16 ¢7 f1 7d 40 c8 65 ae d8 b6 9d c6 10 23 23 a9 18 1b 84 cc a7 a8 bc 53 22 76 41
8d b6 3a f2 9¢ 35 18 02 a8 9c 6¢ 37 10 35 9f 97 21 7d ab aa f1 c9 ac 42 4f 61 94 84 f1 08 fb bc e4 f1 2¢ f2 2b 08 16 3d Of
ae 29 16 79 e9 8d 80 4b 83 d8 60 dc 3d 32 6d 18 76 83 d3 00 52 7d b2 5f b6 31 8e bb €0 02 ba 1c a0 5e 3d Oe 36 d1 €9
8c 12 fa 9e 32 d0 82 b2 58 48 a3 6f b1 03 d7 0d 2f a1l 39 a0 22 8e 82 fd ce 4e 07 a6 4b 14 54 05 73 cf d3 1a af b5 Oc 85
85 f0 30 59 39 41 29 70 82 3b 5e 42 3d f1 48 3e b5 80 38 35 d4 9b c9 bb 7 b1 36 93 dO ff 00 4c 6d ac 07 41 f5 c8 06 df
ee 70 ef {7 fe 98 80 36 10 a7 b6 Oa 3d a9 e6 c6 41 b4 7

Data Ascii: +}FPu#INbrcu IHLbKd%}@e##S"vA:5175!}BOa,+=)yK =2mvR}_1"=62XH0/9"NKTs0Y9A)p;"B=H>856LmAp6
=A

Data Raw: 7a e2 c0 bc 8c 36 47 ae 1c 97 ed 80 40 cd ea 70 89 18 77 39 32 01 80 30 91 hd 70 89 Oe 28 03 d3 08 al db

21 46 Oe Of 6¢ 36 9e 95 89 7e d9 37 Of 4c 01 fc a7 al c9 43 d7 12 c6 4e 3d 70 07 a3 d8 8c 94 c3 13 f3 c¢6 04 fa e0 0d e6 f4
19 2c fa Oc 01 98 77 c6 dc 4f 61 90 02 fd b0 da fa Oc 17 ed 84 6d 3d 8e Oa 4f 2f a6 1f 2f a6 4a 5¢c 9b 47 ae 52 00 85 fa 64
al eb 8d 5e f9 36 e4 28 b5 ef 86 bd f0 81 87 9¢ 58 17 6f b8 9 b7 1b 25 7b 62 c9 40 af 6¢ 9b 4f a6 36 df 6¢ 94 46 Oa Oa c3
59 30 d9 ca 01 59 32 5e 1b f6 c1 49 f9 64 b1 e9 87 8f 4¢c 9e 5¢ 02 58 f4 c2 08 f4 c2 02 e4 al eb 80 4b 1e 99 2c 64 db 87
6e 4292 c6 11 47 06 dc 35 80 1a 19 28 60 c3 ce 08 1a 19 2b 07 38 72 82 56 4a c9 87 04 25 64 ac 97 92 f0 09 58 2b 0d
e4 c0 06 4c 38 30 05 ac 95 8d 92 b0 04 ac 86 bl 8a 9c

Data Ascii: z6G@pw920p(!FI6~7LCN=p,wOam=0//J\GRd"6(X0%{b@IO6IFY0Y 2 dL\XK,dnBG5( +8rVJ%dX+L80
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:41 UTC 608 IN
2022-05-13 12:16:41 UTC 609 IN
2022-05-13 12:16:41 UTC 611 IN
2022-05-13 12:16:41 UTC 612 IN
2022-05-13 12:16:41 UTC 613 IN
2022-05-13 12:16:41 UTC 614 IN
2022-05-13 12:16:41 UTC 615 IN
2022-05-13 12:16:41 UTC 617 IN
2022-05-13 12:16:41 UTC 618 IN

Copyright Joe Security LLC 2022

Data

Data Raw: db 8f 59 2b 16 28 ae b2 56 3e Oc b6 28 4c¢ 15 96 60 ac 96 28 4a c9 58 e4 60 ac b6 28 4a c1 58 f5 82 b1 62 84
ac 95 8d 59 2b 16 41 2b 25 63 d6 Oc b6 04 c9 8d 59 2b 16 04 ac 95 8d 59 2b 16 41 2b 25 63 d6 Oc 58 17 06 35 64 ac b6
04 ac 95 8f 58 2b 16 04 c¢9 8d 93 16 04 23 01 18 f5 93 16 4a 2b 23 01 19 61 18 b5 8b 2d 08 46 42 31 c8 c1 58 b3 26 6a c3
58 70 56 4b 35 40 ac 35 87 26 2c 02 b0 el c9 8b 14 4a c9 59 31 b1 62 81 59 2b Oe 4c 96 28 15 87 Oe 4c 58 a0 61 ac 99
3162 89 58 6b Oe 4c 58 a0 56 4a c3 93 16 28 15 87 26 1c 59 68 18 72 64 ac 58 a2 56 4c 98 6b 16 28 18 d8 2b 0d 62 c5
13 26 4a c9 58 bl 44 ¢9 86 b2 56 2c 51 32 64 ac 35 8b 14 Oc 98 6b Oe 2c b4 4c 99 2b 0d 64 b1 40 ac 98 6b 25 62 c5 03
0d 61 ac 95 8b 00 c9 86 b2 56 2¢ 51 30 e4 ac 35 8b 14 Oc 39 2b 25 62

Data Ascii: Y+(V>(L'(IX (IXbY+A+%cY+Y+A+%cX5dX+#J+#a-FB1X&XpVK5@5&,JY 1bY+L(LXalbXKLXVJI(&Y
hrdXVLk(+b&JIXDV,Q2d5k, L+d@k%baV,Q059+%b

Data Raw: 5b 05 9b 72 6d 1e 98 a2 43 84 48 31 63 60 ed 1e 87 26 d1 84 38 39 03 5e 2¢ 50 36 e4 ac 6b 19 38 f4 c0 al 68
fb 64 ac 7e 3d 32 50 ca 04 ac 19 65 Oc 9b 47 a6 00 99 31 f6 e0 d9 80 Ob c9 78 76 e4 db ef 80 4c 39 28 e4 ac 00 el c1 87
2908 30 el 1593 29 1b 20 c9 87 26 54 42 64 c9 93 28 26 4c 99 30 09 93 26 4c 02 64 c9 93 00 99 32 64 c0 26 4c 99 30
01 59 2b 0Oe 03 91 80 60 23 Oe 03 90 a8 04 64 ac 99 32 14 15 83 Oe Oa c8 52 73 93 9¢ 19 30 03 b8 fa 64 0f 5d b0 56 Oc
58 al 8b 29 ea 30 79 4f 41 fd 71 72 65 b0 37 e5 fd 72 13 5d 46 2e Oc 96 06 bc 17 83 0f 38 b2 06 f0 58 c1 93 16 02 48 39
28 60 bc 97 8b 04 da 3d 72 56 4b c9 78 b0 Oa c1 58 d7 92 f1 62 85 ac 95 87 8¢ 98 b2 50 b5 92 b1 b2 62 c¢5 09 87 26 4c 5
968 19 389 87 16 01 57 82 8e 1e 30 71 8b 25 02 8f a6 4a 38 7f

Data Ascii: [rmCH1c’ &89”,P6k8hd~=2PeG1xvL9()0) &TBd(&L0&Ld2d&LOY+ #d2Rs0d]VX)0yOAqre7r]F.8XHI("=rVKx
XbPb&LYh8W0q%J8

Data Raw: f7 86 f1 2f 25 e2 c5 0Of 78 6f 12 f2 5e 2c 50 f7 87 12 f2 5e 4b 14 3e 1c 4b c3 bb 16 5a 1a f0 e2 5e 4b c5 8a 1e
f2 5e 2d e4 bc 59 28 7b ¢3 78 97 87 76 2c b4 35 e4 bc 5d d9 2f 16 28 7c 97 8b 79 2f 16 28 6b c3 8b 79 2f 16 28 6¢ 37 8b
79 2f 16 28 6b c3 78 9b b2 6e c5 8a 1e f2 5e 2d el bc 58 al b2 62 de 1d d9 2¢ 50 70 e2 ee c9 79 6¢ 50 d9 31 6f 25 e2 c5
0d 8d 89 79 2f 16 28 7c 98 b9 31 62 86 c9 8b 86 2 58 a0 e4 c1 79 2f 16 28 6¢ 98 b7 86 f1 65 a0 el bc 5b ¢3 8b 14 1b c3
8b 92 f1 62 87 ¢9 8b 79 2f 16 28 6b c3 78 b7 92 f1 62 86 bc 38 b9 2f 16 28 6¢ 38 97 86 f1 62 86 bc 97 8b 78 6f 16 5a Oe
36 25 el bc 58 al b2 62 e4 c5 8a 1b Oe 2d e4 bc 58 al b2 60 bc 97 8b 14 1c 6¢ 5b c9 8b 14 36 4c 5¢ 37 8b 14 1c 98 2f
0d e2 c5 13 Oe Ob c3 78 bl 44 c9 86 f0 62 c5 13 26 1c 98

Data Ascii: /%x0",PAK>KZAKA-Y ({xv,5]/(ly/(ky/(I7y/(kxn”-Xb,PpylP10%y/(|1bXy/(le[by/(kxb8/(I18bx0Z6%Xb-X I[6L\7/xDb&

Data Raw: el c5 8a 1e f2 5e 26 4c 96 28 b2 f2 6e c4 ¢3 8b 14 36 ec 3b b1 72 60 50 d7 86 f1 30 e2 c5 0Of 79 2f 06 4c 59 68
38 6f 17 Oe 4b 25 06 f0 e2 d6 1a c5 8a 1la f2 60 c3 8b 14 4c 38 32 65 b2 d0 d9 32 64 c5 90 97 92 2 61 ac 58 25 e4 bc 35
92 b2 d9 09 84 60 ac 35 8b 20 72 64 18 6b 16 42 63 60 03 08 19 a4 c8 c9 84 64 ac 20 65 46 58 46 41 90 Oc 61 9b 44 64
18 46 40 32 66 d2 32 4c 38 30 e6 90 26 4c 99 32 82 64 9 93 00 99 32 64 c0 26 4c 99 30 09 93 26 4c 00 64 39 30 66 59
49 78 a4 e3 11 8a 46 61 d8 44 27 14 9c 24 60 23 30 cd 20 5e 4b c8 46 29 19 96 ca 1d c3 05 8c 19 2b 25 9a a2 6e 19 2¢
60 ac 15 92 ¢5 0d c6 Oa c1 ce 4b 38 b2 dO 70 73 93 25 e2 c0 32 5e 4b c1 78 b2 d0 6f 25 e0 c1 78 b1 43 5e 4b c5¢c1 78 b
2d0 f7 83 76 2d e4 bc 58 a0 ee 3e b9 37 1c 5¢ 98 b2 50 6f 05 e4

Data Ascii: *&L(n6;r'POy/LYh80K% L82e2daX%5'5 rdkBc'd eFXFAaDdF @2f2L80&L2d2d&L0&Ld90fY IxFaD'$ #0 "KF
)+%n, K8ps%2~Kx0%xC Kxv-X>7\Po

Data Raw: 96 98 6b 25 60 dd 83 76 2c b4 c3 59 2b 06 ec 1b b1 62 98 6b 25 60 dc 32 6e 19 2c 53 25 64 ac 1b 86 4d c3 d7
16 5a 26 4c 9b 86 0d ¢3 16 28 95 92 b2 6e 1e b8 37 Oc 58 a2 56 4a c9 b8 7a e0 dc 31 62 83 58 2b 26 el eb 83 70 f5 ch
62 8959 2b 26 el eb 93 70 f5 c5 8a 05 64 c9 b8 7a e0 dc 3d 71 62 83 83 26 el eb 83 70 f5 c5 8a Oe 4c 5d c3 d7 26 el

eb 96 c5 07 06 4b 1le b8 2c 7a e2 c5 06 f0 60 dc 3d 72 6e 1e b8 b1 41 c1 79 37 Of 5¢ 16 3d 71 64 a2 5e 4e 70 58 5 c1 b8
7ae2c50d 93 13 70 f5 c9 b8 7a e2 cb 43 64 c5 bl eb 92 ¢7 ae 2¢ 50 6f 25 e2 d8 5 ¢9 bb df 2d 92 86 bc 97 89 7e f9 2f df
16 28 6b c9 78 97 ef 92 f1 62 86 bc 97 8b 78 2f 16 28 6d d9 37 62 5e 4b c5 8a le fO 5e 26 ec 97 8b 14 3d e0 bc 4b c9 bb
16 4a le f0 6e c4 dd 83 76 2c 51 66 ec 9b b2 bd d9 37 62 c5

Data Ascii: k%'v,Y+bk% 2n,S%dMZ&L(n7XVJz1bX+&pbY+&pdz=qb&pL]&K,z =rnAy7\=qd*"NpXzpzCd,Po%-~/(kxbx/(m7
bAK"&=KJInv,Qf7b

Data Raw: 25 64 a2 97 82 ¢3 08 2d €9 94 02 c3 al 38 db df d7 14 2c ba ce 1e 72 8d cd ea 70 f8 ac 3b fe b9 28 59 69 27
df 25 9c a7 ed 15 d4 5f d3 21 d4 9f ba be fb 9¢ 50 b2 f0 d8 6f 31 99 25 6e ad 5e cb c6 57 b4 e2 8b 67 46 fd b0 d9 cc 70 ca
e9 e5 6b 64 4 f4 cd 1f 68 5e ca 48 c8 Ob 2f 0d e0 47 57 16 bf 98 ¢7 b1l €9 82 82 f2 73 90 91 €9 90 1c 01 b9 c9 ce 4c 20 e4
28 06 la c2 Oe 1e 98 00 db 84 Oc 20 e4 07 00 20 64 af 6¢ 23 Oe 01 01 23 e9 86 d8 fb 60 18 ¢3 00 5d b7 c9 c8 14 63 81 84
Oc 01 42 63 05 18 c0 Of 4c 23 €9 80 00 31 87 19 05 7a 61 €3 20 0d el 04 e2 e4 18 20 el b1 81 07 13 08 c1 la 2c 07 08
3958 38 c0 e6 8c b4 38 38 c0 e2 03 84 1c 26 65 al cl c2 Oe 28 38 6¢ 7a e6 94 8¢ b4 3d e4 07 14 1c 97 9a 52 25 Oe Oe
1b ¢5 07 20 39 b5 22 50 f9 30 61 ce b1 76 46 4c 99 Of 4c

Data Ascii: %d-8,rp;(Yi'%_!Po1%n"WgFpkdh"H/GWsL (  di##]cBcL#1za ,9X888&e(81z=R% 9"POavFLL

Data Raw: 60 1b d7 06 e3 e8 70 83 ec 70 28 20 1c 22 {2 02 3d 6b 08 23 d7 02 83 ce 41 bb 25 81 df 08 23 d7 00 22 fd 06
11 7e 99 2e b0 58 15 cO 1b 26 Ob 5f 5¢ 36 3d 70 03 90 64 bl eb 93 8f 5¢ 80 6¢ 99 32 65 20 70 83 8a 30 83 8b 33 43 83 84
1f 7¢ 40 70 de 5b 0d 0d 78 71 41 c2 Oe 2¢ cd Oc 31 81 ac 51 84 61 32 31 c1 ¢9 78 b9 06 6d 48 cd Of bc Of 7c 06 53 €9 90
0539 Oc 5e 87 36 9¢ da e9 27 4f 72 78 a7 b8 bc 9b af 17 c2 3d 18 ¢8 14 0f 7c cb 94 fc ¢5 a8 6 18 9¢ 17 83 26 4b 14 1b c1
83 05 e4 b2 d0 49 cO 4e 4b c1 92 cb 44 27 05 0 27 21 39 2c a9 10 9¢ 97 83 06 0d 50 72 62 f3 93 02 89 93 06 4c 85 a0
de 4b ¢5 ac 9c e0 b4 1b c9 78 3f 3¢ 18 14 1b c9 78 32 60 12 2 64 c9 58 28 32 64 c9 94 13 05 61 €7 25 €0 0b 92 bd f0 €0
ac 02 56 0a c3 43 26 50 29 19 2b 0d Oc 14 3d 32 01 48 c9
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Data Raw: c1 4d 3b d7 df 26 e5 f7 ca 02 1f 5¢ 70 3e 98 05 82 41 e9 c6 10 eb e9 95 80 7d 70 f3 eb 80 5a 08 f4 fe b8 d7 95
73 eb 92 8f ae 40 5¢ 08 f5 c8 Oe 54 Ob 7a e3 02 7d 4e 09 45 97 86 fe b9 50 fa 9c 6¢ Oa 2¢ 07 0d 9c af 9c 80 fe 78 b2 62
5b b8 e4 dc d9 55 fb 61 07 16 4c 4b 37 37 a6 4d cd e9 89 63 25 8f 5¢ 59 31 2c de 72 6f 6¢ 4f cc 61 fc f2 d9 29 0d bd b2 6f
6c 5f cf 27 €7 8b 14 86 de d9 37 b6 26 1e 72 59 69 07 79 c9 bc e2 f3 €9 93 16 29 0d bc fa 64 de 7d 31 72 62 ¢5 20 96 c1
bb 25 e0 27 05 a0 ee c9 78 b7 82 c6 Ob 43 de 4b c4 bc 97 ef 81 43 6e c9 bb 17 06 05 0d 7e f9 2f df 17 05 e0 b4 3d €0 c4
bc 97 94 50 7 92 f1 2f 06 ef 7c Oa 2c c1 89 bb df 26 ef 7c Oa 1b f3 c9 f9 e2 ee {7 c1 bb df 02 87 a3 92 8e 26 ef 7c 9b 87 ae
514351 ¢c947 13 76 4d d8 b1 4351 f5 ¢l ce
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Data Raw: 21 90 fa e2 50 c8 2b db 14 2c 6f 10 fa e4 dd 83 8f 6¢ 6e 32 00 6e 27 25 9c 98 6f df 00 96 d9 3c c7 be 1d de 8
77 7b e0 0a 03 7a e4 a3 fa 64 79 23 8c 6e 91 82 8f 7e f9 9a 4d 7c 54 cb 1a b3 58 ab 3c Oc 6e 2c cc ¢7 73 16 eb 64 9c 83
2b 07 08 39 a2 16 8c 71 95 03 93 ¢4 03 be 01 bb 49 cc al 6f 82 Oe 6f 11 ae 71 17 52 c8 43 47 e5 61 df 2e 1a f9 c6 d6 de
49 5e 0a 90 28 ff 00 17 be 65 c5 b3 4a 49 1d 70 8b e9 87 62 fa 67 3a 3f 8a 31 34 d1 8f e5 3c ff 00 e6 cd e9 22 ba ac 88
6d 58 58 39 86 9a 2a 69 8d b5 7d 30 80 30 59 c9 82 8e 2b 20 c4 bc 97 80 58 Oe 1b ca f7 61 07 eb 80 58 Oe 11 88 Oe 10
d8 05 83 08 ca c3 8f 7c 21 ¢6 40 58 2f 0d e5 7b 86 10 ¢3 00 7c 20 e5 60 8¢ 6¢ 14 b2 f2 03 88 Oe 1b 20 59 20 0f 53 90 16
03 ef 86 f3 29 d5 46 38 5b 6f a7 4c 46 d6 3f 65 03 eb ce
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Data Raw: dd 5e 4b 14 54 1b d8 61 de be 99 69 11 81 46 ab 05 28 16 14 6d f5 c5 82 bd c3 d3 08 61 €9 84 12 7e 54 07 0d
c8 2c ec 1c 76 ac 01 4b Of 4c 60 18 f4 07 07 8b 21 03 ca 0d 7b 75 c0 26 a3 61 76 9f 45 3c 64 03 04 73 d8 e3 08 dc 6 fe
b8 ca 65 22 ca 7f 5a c0 65 20 91 42 87 53 7d 31 b9 49 el 39 ee 30 f8 4d ea 06 Of b4 27 a9 fd 32 0d 44 67 ad 8f cb 1b 97
61 d6 10 3e 63 7f 4c b4 00 00 1d b1 04 88 6a 98 1b €9 ce 35 d8 c8 c0 d4 3d 72 50 1d f0 58 1d 68 7d 70 82 Of a6 40 4e 3d
70 df be 0a 18 68 60 13 a7 ae 4b fa e4 19 2b 00 21 be b8 c0 e2 01 84 7d 70 51 ae fb ff 00 4c 9d 3b e0 ¢3 d7 00 37 87 9¢c
5ac9 ce 00 d8 71 05 el 07 32 06 b1 82 f2 60 23 d0O e0 07 26 00 07 a9 c¢3 58 01 1f 5¢ 3c 9¢ 00 56 4e 7d 72 80 f3 93 9c 94
7d 70 ed 1e b9 0a 41 78 79 c8 28 74 ¢3 80 40 Oe 37 d7 16
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Data Raw: 46 a3 5e ff 00 a6 Oc a3 ed 15 ea 70 7d a7 db 14 2d 17 10 7d 70 10 7d 72 af b4 93 d8 7e b8 3e d0 7f 08 c5 Ob
45 84 9f 5¢ 97 89 e3 fa 81 87 ¢6 1e 98 20 77 0f 43 90 32 fa 1c 5f 16 fe ee 4f 17 db fa 60 Of 63 dO e4 bf 63 95 8 be d9 3c
43 e9 82 8e 4f b1 c0 58 7a 62 78 99 37 13 d8 60 81 2d 7d b2 6e 6 c8 0d f6 1f ae 35 Of 4c a0 4d fe d9 37 fb 63 52 64 fd 9f
738142 eef6cl7ec3 1le e2cl 71 fa60 94 29 3e c3 07 €9 8d b9 3b 01 93 70 f4 19 4a 2d 7d 30 1b f6 c6 27 €9 80 b1 38
20 39 f4 c9 64 76 19 39 3d b2 1b c0 25 fb 60 b1 f8 70 1b c1 47 34 40 92 3f Oe Ob 4f 4c 9b 18 fa e4 fO ce 00 Ob 27 ae 4d cb
ea 30 f8 78 3c 21 €9 8d 89 b9 2¢ 76 23 0d 9f 51 83 c3 1e 98 76 7b Of cc e0 a0 b7 f5 18 77 3f b6 02 9e e3 06 c1 eb 94 c9
37 3fab5 e0 b3 dd 7f a6 1a 51 dc 9c 04 81 dO 9c
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Data Raw: 73 98 35 ba e4 31 8 30 92 4b 70 e4 6 1e 9f cd 84 9b 0d d1 9b 55 a8 fb 44 ed 20 bd bd 17 e8 b9 4e 26 ef 7c
20 e6 e8 c58d 93 9¢c 50 71 81 c1 46 04 el 07 16 f0 83 92 80 el c8 e8 4e 5d 1c e4 7c c2 c6 67 c2 Oe 46 8a 99 d1 49 91 c5
03 cfal eb 96 de 73 32 e4 99 d4 01 d4 7b e6 5¢ 4d 26 6d bc 84 e5 29 3a b7 5e 0f a6 37 88 9e f9 9a 2d 96 5d 64 07 13 72
9e 84 5e 1e 72 d0 bl c1 c7 56 ac ab 9c 20 e6 5a 2a 67 4b 47 ae 78 08 53 cc 7d d7 d3 e9 9d a4 91 64 5d c8 6¢c le e3 3¢
b0 6a ce a7 c312 52 e5 81 a4 03 9b ef 9d 74 35 64 a5 18 78 a3 2f ba 72 d6 d3 8b 59 78 59 d8 c4 90 1e d9 1le 45 89 Ob

b9 a5 02 c9 cc d1 7c 47 4d 34 86 24 27 71 €9 62 af 3d 3a ae 35 8b 67 9e 2a 4f 74 86 36 31 Oe 3b 9e dd 32 a2 7d b3 c8 ¢
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94 39 03 €5 06 80 c0 1c 03 40 a8 24 75 ae b8 49 52 0d 8f 33 1f d3 f8 70 05 3d 6f fa e2 5d 31 1d 2b d3 21 47 21 4d 50 af
71 df 26 c6 f5 e0 Oe be 98 05 8e 7b 11 79 6b 8d fb 15 28 d2 f9 bf 5¢ 01 17 ca 6a c1 bl db 2d 57 96 af c5 e9 db 2a 05 81
2a 07 238ac9 7c f5 e6 fa 01 8a 16 5a 75 32 ad 59 0d 7e d8 e3 55 28 f9 90 10 3a 91 99 89 25 94 Oe dc 9c 25 9a c7 24 8¢
50 b3 57 da cf e0 fe b8 e7 54 02 ab 32 9a 71 62 8e 61 26 87 6e 70 87 ab ae 83 26 25 b3 68 d6 46 7a d8 fc bl 86 aa 33
d0 bl 3e 95 99 4a 50 2c 4f ca 39 e3 10 31 14 54 d1 ed 8c 45 9d 01 a8 8c 92 01 36 3a 82 Oe 41 a8 88 9d al c5 fd 38 cc 01
8835 7c 13 cf 38 c1 e8 82 28 fb 64 ¢4 59 b7 ed 51 Ob b2
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Data Raw: 4e 3d 31 4b 60 b1 80 3d d7 63 80 9c 5b c0 4e 00 c4 fd 70 6e c5 b1 eb 92 c6 5a 16 31 23 db 01 38 b7 83 02 c6
dd 83 77 be 25 fd 31 26 9e 38 14 b4 ce a8 be ac 6b 2d 12 cb 89 c¢1 d7 39 13 7c 76 15 b1 04 6¢c e7 b3 37 94 7e 9f 36 73 e7
f8 a6 b6 70 ca 5f c3 46 15 el a7 1c 7d 7e 6¢ aa 2c 8e 68 f4 b2 49 1c 40 b4 ae aa 14 59 2c 6a 86 64 97 e2 da 18 6¢ 78 9b
d8 0b a4 17 7f 9e 79 93 23 bd b3 92 c4 8e 2c de 56 4e 69 44 cb 91 dd 7f f6 82 21 7b 20 72 6f 8d c4 01 59 92 6f 8e ea 64
56 48 91 62 dc 2b 70 24 b0 f7 5¢c e5 13 82 3 4a 28 cb 93 34 4b ae d6 4c 08 96 77 60 57 69 04 d5 8f 4c cd dO 50 e0 7a Oc
38 2f 34 91 09 cf ae 0f cb 9c 97 87 04 05 d7 4e 06 4f 5¢ 38 a7 00 37 c6 03 55 83 25 e5 20 e8 f2 2d 6¢ 66 5a fc 24 8c b5
35da c88aec9dc6 cf 94 13 60 7e 4d 99 cl ac 62 e6 88
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Data Raw: 24 9a 1d 71 d7 a3 1b f9 70 07 22 d8 8f eb 92 8a 8f 35 1c a0 4d 20 e9 5f 98 c2 26 96 f8 23 9f 6¢ 02 da b0 7b 60
e4 0b 3f a8 c2 d6 39 be 3b 3 80 32 f4 63 c1 c0 21 eb 7d 4e 42 49 00 7b e5 61 8f d7 09 3d 30 Ob 01 03 6f dO 60 d8 d4 4d
7f5c 8a 7f 4a 18 e1 94 82 01 e4 f1 90 a5 61 8f 1c 9c b0 3b ba 95 22 cf ae 44 55 5b ba 37 eb 8c 5d 79 e7 00 00 50 e7 ad
€3 16 64 el 49 50 45 1a ef 8b bd 7d 70 31 04 d8 c8 Ob 34 f2 f8 32 06 e4 ad 72 a0 f5 ce 8c 1a 98 e5 14 69 5f f0 93 9¢ 9b
c2 2c fd 30 d5 83 bb 93 39 da 47 9c b0 Ob 6d 10 3e 62 7a Of el 39 be f3 34 5b 1e f2 03 89 79 2f 8b ed 80 38 24 8e 45 7b
5e 40 68 5b 11 ¢5 f3 d2 86 57 ba c7 24 80 c6 94 af 3f cd 84 1e 48 b0 54 0a 3e b7 fb d8 03 dd 02 5b a0 b3 f9 62 d8 2c ae
a0 16 2b e5 63 dc 37 9a bf ce 45 2d 44 b0 02 89 e8 6f
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c1 ¢c9 80 4e 30 10 32 64 ca 06 0f 20 1b 43 90 be 97 96 47 ab 96 3e 09 dc 07 af 6¢ a2 fO 5e 01 d2 1a d4 61 6¢ c5 Of al cb
57 52 7e eb d8 1f 43 9c 8b c¢8 18 a9 b5 34 72 50 b3 b5 f6 99 07 56 af 7a c2 ba b3 74 df ad e7 20 4c e3 b9 1d ec 65 82 72
57 9f 31 be a3 ae 4c 4b 91 d4 3a b5 a2 57 a8 f5 18 46 a5 40 05 c8 07 e9 9c e0 8 68 29 36 72 09 4d 12 48 14 6b eb 8c
46 47 45 f5 05 48 da 01 04 5f 39 61 90 57 39 c9 2e 41 07 9c 61 23 10 08 24 7e 78 c4 64 74 7c 4e 68 56 07 99 10 6e 7e 9f
4c c0 49 27 7e e3 ba ba e2 c8 cc 63 a2 49 17 d3 2d 12 ce 92 4c 8e 03 29 34 71 ¢4 80 77 bc e5 ac ac 23 d9 d0 Oc 7f b4 1d
al 7f fb c9 89 72 3a 9e 38 03 cd 55 ef 90 ca a7 b0 ce 49
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L)4qw#r:8UlI

Data Raw: 62 ab 66 96 c1 3f 5¢ 01 ed d5 49 el 8d dO dc 6b 18 3a 92 47 36 a6 8f a5 e5 74 3a 28 b1 c3 28 27 81 86 8f 3d
6f a8 6a b3 7f bc 32 14 b4 01 65 87 de ea 72 01 44 d0 20 b7 3e aa 32 a0 0a 85 2c 09 60 6b 71 3c d3 7e 1f 4c 60 c5 09 Oe
6f 9a 52 7a 9c 01 ea df 70 00 92 bb 77 71 €5 fc be 6f 36 12 ¢5 54 16 21 68 80 4f 24 01 82 c0 6d b7 e6 3c dO c5 27 6b 86
60 36 55 6f b3 77 €9 5f e7 00 b9 df 62 96 a2 d5 d8 62 d0 62 24 4a 25 94 80 f7 c7 ee f1 95 b4 c8 al b6 82 c5 7b 13 5b bf
87 76 54 7e 21 10 bd a0 b7 al e8 30 53 51 dc 02 96 72 02 9f 3e d1 3 7f a0 c1 b9 07 ed 25 0a 24 17 44 51 bl fb a7 39 93
6a 5a 52 Ob 1le 3b 28 €9 95 b3 82 48 62 5a fa 8c 94 Oe al d5 40 a5 58 48 19 88 a6 ab ba f9 ba 7c b9 8e 79 e2 76 a5 43
55 65 8f 5f d3 32 d8 be 82 bd b0 83 c1 €9 94 0d bb 8f 4c 5f
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lyvCUe_2L_

Data Raw: ea 30 0d 04 90 bc 73 46 8f d7 1c 37 ec da c7 9a 8f 5¢c ce 1e c1 da 47 27 f2 c6 05 8a f8 6a 41 f5 27 14 5b 2c de
01 04 f9 b7 Ob c9 60 a9 0a 05 f7 ca Ob 92 7b Oe 3e ee 1d d6 19 ab 91 5d 31 42 cb 4d 1e 79 b3 d6 fO 8a 04 80 7e b5 95 29
24 82 4a.d0 f5 ed 80 49 f3 5d 8e 7f 2¢c 50 b2 d5 3b c0 72 2c 92 45 62 92 e2 ca f6 eb 5d b1 40 17 e5 24 85 bb 23 14 12 40
6f bb 78 05 ea d4 b6 6a c6 54 1e c1 17 f3 1b al eb 80 90 5d 95 5a c1 b6 bc 26 48 c2 aa 94 16 05 12 3d 70 43 97 93 18
2b 1e 82 f2 12 09 e0 05 fa 66 81 32 60 cb 22 45 93 76 e2 45 Oe 32 02 bb ac 62 40 15 df d7 Ob 18 88 3b 45 38 fd 31 41 3¢
717f96 01 7¢c 50 24 ca 76 ca 15 c0 b0 a4 71 5d cb 1c a6 b8 eb d7 1c ab 04 2f 43 65 f5 bf €9 96 €9 60 8f 50 c5 1a 46 52
7d 05 81 ee c7 b0 c8 dd 6e 54 af 63 29 c2 3a d6 33 28 Oc
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Data Raw: b8 39 01 b3 55 5b 81 5a 0b 47 a0 ea 5b f8 b3 31 26 ab 8b f6 18 18 b9 3b 9¢ 92 7d 5b 00 37 60 0f f9 e0 04 13
46 fa e4 a2 40 36 0d 6 f4 c2 50 0f 30 36 3b 64 20 8a 23 a7 f7 c1 48 40 al c8 e4 75 07 20 Ob dc ff 00 4c 21 14 8d c4 9b 3d
46 56 78 24 59 a1 80 58 76 80 42 93 91 11 49 f3 13 c9 ed 84 08 e8 6e 1d 70 11 b4 90 2e 81 ef 80 17 8c 02 40 26 81 ab
ae b8 84 51 a3 d7 2e 12 d0 2a 6e fd 32 ad b6 c6 cf 4e 4e 00 19 48 f4 3f 4c 88 2d c0 ba be 8 fb 50 8a e7 f5 c4 52 14 86 e3
8e d7 80 58 41 ad ab cd 36 23 96 f3 d0 34 4f 5¢ 2a 49 53 ea 70 d9 04 02 08 7 cO 2b 46 24 d1 3c 91 5c 3 04 f5 6e 7e 98
ae 09 22 81 35 8¢ 81 89 €8 70 06 40 51 ae ec 57 51 8c 6a 41 b9 ba 81 43 f5 ¢4 04 80 7d c7 03 08 ba 03 b1 1c 1c 00 dO
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Data Raw: 21 89 4f 05 fd 31 03 b7 5b 37 88 78 38 4b 6a 0d db b2 e3 12 ac 8d 10 70 c8 bc 87 03 a8 c6 3a 76 08 64 65 68
d5 45 9b 23 9f 65 cc e4 f1 ec 32 e9 75 0f 30 a6 03 a5 58 3d 72 6e 36 2b 3b 7b 59 1e f8 Of 3d Oe 4e 80 75 e7 01 bc a4 18
12 0f 07 23 33 31 b6 36 71 01 c9 94 Oc Oe 1b fc c6 Oc 99 00 41 00 8b ba f6 c6 2f 60 76 23 b8 c4 c2 3d 86 01 60 66 01 a8
9f 30 2a de €3 22 1d ac ac 38 20 de 57 eb 96 c6 8f 23 04 42 01 fc 4c 42 81 fc 45 b2 15 16 4e f1 b9 2e 05 33 1b 35 dO 7f
0Oe 54 28 91 cd 1f 6¢ 9d 09 42 6f 9a 05 4f 07 f8 7d b0 10 47 34 47 6c 06 4a e0 d8 ff 00 96 30 ab 05 86 28 e4 75 af 5¢ 70
68 16 €7 68 €8 47 3c f6 ca 06 28 a6 8a 59 04 51 dd eb 8f f6 70 23 12 16 03 7f c9 ff 00 €9 61 de al 7c a0 12 cb 77 dc 1e f9
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Data Raw: 42 3f 15 1a e8 Oe 28 5a 3d 4e 01 61 da 40 24 92 07 6¢ 60 c0 Oe 3b 7a 8c 43 b5 54 80 77 13 d7 d0 62 83 63 db
eb 80 5b e2 51 1e 80 el 24 16 f2 81 b4 Oc 08 ab 66 c7 23 be 2d a8 6a 51 44 9¢ 02 d3 44 01 61 47 7a c8 aa 80 79 89 38
84 d8 af f1 8c a4 10 6f ad 66 4d Oe 4c 68 3a 71 82 d4 9d c0 d7 1d 2b 01 09 c0 3d 7f be 28 a2 4a d0 al cd e0 85 al 81 5a
ed 7e 99 0d 74 06 c0 ee 45 56 21 b1 41 40 00 70 72 6f 05 88 e7 a5 62 8a 1d c2 b9 e9 d6 f2 03 46 cO e0 8e b8 be 20 04
1b 17 5e 97 8a 65 62 41 27 76 05 8e 4f 38 0b 50 c4 f1 16 ba 12 72 5a 83 60 91 ed 92 85 90 92 78 c6 ae 2c 9a c5 b0 2a b
afafae0 27 fae0Oc 48 1d 07 e7 8a 7a e0 24 56 Ob c0 0d e2 e0 27 25 e5 04 3c 9e 05 e2 9e 31 ae ba 62 16 3d 2f 8¢ 02 1
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d7 12 6d f2 00 16 d8 83 c7 b0 ca 41 40 94 db 6d 2c 14 51 ae c3 2c 49 81 52 3a 10 78 bc b0 15 Oa c2 €9 f8 a0 0f fe 9c 47
5024 21 45 80 79 3d f2 Ob 2a 72 e5 83 d6 d2 05 72 31 96 42 14 29 37 5 ef 84 d9 6f 30 04 Of 51 84 c6 a4 82 41 3f c3 c6
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¢5 3239998 9a f5 38 9d 30 1e 32 d1 Ob Oc af 42 c9 6 ¢8 65 90 d1 dc 78 €9 95 92 7b e4 fc f1 40 b3 c6 7b 06 cf 18 e3 51
64 6e 1c 5f 3599 f2 62 85 9a c4 a8 c4 ed e3 d0 56 42 7f 53 98 ef 1c 4a c2 fb de 4a 2d 97 12 49 eb fa e4 ae 41 3c e5 62
40 df 37 18 c0 92 3d b0 02 7d 8f d3 10 92 31 89 1d 47

Data Ascii: bvOz"MAFK 6AzP!7X$CYO*6I\PY @#zZ'*ds%Do#lO(<s'1BTt55IRO@3)c>L"Gd4929802Bex{@{Qdn_5bVBSJJ-
IA<b@7=}1G

Data Raw: 35 ce 00 b2 81 1d 05 6d c0 8c b6 3d 85 10 d0 06 ae fd f2 b4 22 45 a6 00 81 8a 37 02 d1 82 06 db e4 8c 85 2e
a5 60 0d 90 c7 af d7 2a 05 89 dc 07 1d c6 3c 87 ca 59 4f 15 dc ff 00 4c a4 16 26 80 24 fa Oc 02 c6 2¢ 94 28 07 3d c6 42
1d 00 2d 54 dc 83 d7 2b 3b 94 f9 81 0d d7 9c 84 b1 07 df 9c 02 c1 21 16 01 24 7b el 12 30 37 7c €0 29 49 bd 7a d0 39
09 a0 28 51 al db 20 1b 79 20 f2 6¢ ff 00 6¢ 65 66 3¢ 06 37 f4 ca c2 9f 50 2b 08 25 5b 9c 02 f2 49 0a 01 a2 39 e4 65 2c ec
e7 cd d7 1e ce e0 3b 8e 31 24 24 39 1c 71 d7 00 68 cf 2c 7d 07 4c 73 ¢3 00 09 fd 72 a4 62 09 15 7b 85 63 b1 {3 0f 4c 02
59 Oc 28 90 79 ef 8c 0d 83 64 d9 e6 ea f2 b2 79 1c 1e 87 8c 70 c0 2d f7 ba c0 27 16 bc 75 18 38 b3 c7 6¢ 84 fc bf 4¢ 17
€9 c0 1c 1a 1d 07 5¢ 21 cf eb 8a 2a a8 9a ea 7a 62 10 09

Data Ascii: 5m="E7.*<YOL&S,(=B-T+;!${07])1z9(Q y llef<7P+%[19¢e,;1$$9gh,}Lsrb{cLY (ydyp-'u8IL\!*zb

Data Raw: fa €0 a0 7b 3 84 6d fe 6¢c 01 c9 52 06 de 1b 9d de 98 a7 8f cf 08 3¢ 73 d3 01 23 81 d8 ff 00 4c 80 5f cb 0d 5e
4c 17 ce 50 4e 98 70 1a 39 2f 00 3d b2 60 bc 97 80 1c 80 de 2f 35 75 ¢6 4c a0 70 7d f2 5d 62 de 1e 4f 4e 72 00 dd f6 c8
08 8 80 6f 50 c2 c1 3¢ 8c d2 12 06 27 ee f1 ¢7 5e b8 05 00 02 69 8e d1 eb 59 60 48 8f 59 3f 51 94 83 47 e 48 cb 41 00
8e 07 ad 9c 00 b9 58 46 c5 3b 9f ae ef 4c b5 0d 2a 1b b2 ¢2 f9 ca 1d 77 12 c4 8b 4 18 e3 90 a0 Ob d8 38 ca 28 ba 40 02
10 49 aa e6 ce 65 70 13 6d 1b dc 2f 34 13 be 95 ac 16 1d bf 77 16 90 02 0a 6e ae 05 9c 80 ae 1e 5e 8f al ch d4 02 36 f6
3d b2 a0 15 18 35 91 d8 8e dd 31 91 d7 d4 7e b9 50 08 90 23 10 c2 87 34 71 64 94 31 04 74 5e fe b9 59 49 18 96 03 82
4f 7¢ 56 57 4a dd 5f 91 c0 2c 79 8b 1a 50 02 83 63 eb 91

Data Ascii: {mIR<s#L_ALPNp9/="/5uLp}]bONroP<"iY"HY?QGHAXF;L *w8(@lepm/4wn"6=51~P#4qd1t"YIO|VWJI_yPc

Data Raw: 02 41 16 07 eb 9a 04 b2 Oe 4e 7d 39 f5 8 48 a3 83 72 83 df 00 73 54 28 9d de bd b0 1b 03 ae 56 5a fa 71 8b
64 €0 16 d8 1d f1 4b 03 8a 01 38 68 7a 3 ef 82 04 1e 99 3a Ob fe d9 28 df 00 13 ed 84 29 3d 87 18 00 04 {7 €8 30 83 7d
cd €3 04 03 e7 26 bb 7d 70 ed 35 €5 ab {7 ff 00 5¢ 50 0d b1 1c f9 80 ee 71 49 50 45 Oe 7e bc 62 51 1e 5b 3f 4c 62 02 a8
0a 4d fb f6 c0 19 58 1a 5a Ob 67 a0 c4 76 5b €9 47 01 75 f5 04 9f 6¢ 56 6b ed 58 b0 4d c2 bd fd f2 12 4e 2d e0 27 32 51
89 c5 €9 92 fd f0 1c 02 13 93 06 4c 10 97 80 9c 87 05 {6 cd 02 13 79 2f 25 €0 bc 00 5e 4f 7c 98 30 02 49 3d 70 64 c9 80
0b ac 04 el ¢5 c0 26 4c 99 32 90 98 Oe 42 70 5e 01 32 64 bf d7 06 01 32 13 ¢6 4c 98 04 38 09 c2 70 5e 50 Oc 18 70 60
13 b0 3e b9 2f 26 4c 02 56 Oc 38 30 42 62 3 62 €0 13 0d €0

Data Ascii: AN}9HrsT(VZqdK8hz: ()=0}&}p5\PqIPE~bQ[?LbMXZgv[GulVKXMN-2QLy/%"0|0l=pd&L2Bp"2d2L8p Pp">/
&LV80Bbb

Data Raw: 65 ee 10 5d 8b 35 f9 66 74 01 46 e0 7a 8e e7 Ob 01 64 7a 5f 4c 04 03 63 a5 8e b8 03 07 02 f9 eb ed 90 95 35
60 1b ef df 2a 20 Oe a7 f2 bc 37 c0 ae ¢3 20 18 04 bl b4 1e 9d Oe 38 34 39 14 7d 6f fc 65 68 19 ac 28 dd dc d7 6¢ 04 90
4a b5 82 0f 22 b0 07 3c 83 43 cc 4f 5¢ 80 30 e6 8d fa 56 3b 46 aa 8d 4c 6¢ 7b €6 72 49 3d 4e 01 78 al 7c 6e f6 6f 4c bl
40 2c 24 16 be b4 3a 66 50 48 €8 71 d5 dc 58 ea 2b 9c 58 2¢ 66 a2 54 9b 20 f5 ac 85 81 23 df 20 40 cb bd 4d 93 d7 06 c3
19138 a0 7b 9¢c 01 94 53 02 05 31 3c 6e bc 72 18 5a 92 38 eb c6 01 20 66 5a 26 ac 71 8c e7 96 fa Oc 00 de c5 ab b2 4f
38 0f98 05 e4 80 71 09 b5 b3 d4 8b c8 18 05 66 6a e4 55 77 c5 81 fc a4 10 a3 69 02 f8 ef 95 a9 70 46 eb 16 38 f7 cb 09
93 6d 17 2a be 80 6 cO 42 50 56 2¢ 4f 60 05 59 c0 19 a3

Data Ascii: e]5ftFzdz_Lc5™ 7 849}oeh(1J'<CO\OV;FLKrI=Nx|noL@,$:fPHqX+X,fT # @M8{S1<nrzZ8 fZ&qO8qfju
wipF8m*BPV,0'Y
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2022-05-13 12:16:41 UTC 649 IN
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Data

Data Raw: 26 b6 03 ba 8d b9 5e e5 20 92 Oe e3 de f2 90 55 0a f3 53 0f 53 5f fc b2 fd b0 9a f2 91 63 a0 3c 65 55 65 79 37
db a6 45 6b ac 1a 1c aa 85 01 6¢ 7a a7 5f eb 80 80 40 05 8d f6 e0 el bb 6f cb 00 3c 0a 35 c6 Oc 94 b1 75 62 09 b2 3a f3
89 64 f5 24 €1 90 dc 84 fa 9c 00 73 c8 cc 9a 26 1a cl c5 e4 ca 09 86 c6 4b c9 79 00 72 62 €3 60 13 26 4c 35 f9 64 00 c9
d7 27 1d 86 4c a0 39 30 64 eb 80 1c 3¢ 60 1c 64 c1 49 93 27 4c 17 80 12 7d 32 5f a6 4c 83 8e 70 42 00 4f 41 93 25 9c 9d
3202 64 e7 26 4¢c 00 8c 9f db 05 e4 17 58 04 ¢3 7c €0 c6 00 1e e2 b0 68 23 a0 f4 c2 41 3d 89 fa 64 3c 1a 20 71 d3 00 3c
df 19 3b 10 63 4a 06 d1 57 d6 fO ee 00 1a 02 ba 70 70 93 7f 30 al eb 81 85 51 36 56 bb 64 28 45 51 da 00 1d Oe 40 40
04 1b a3 db 16 b6 f2 a7 ca 47 43 8d 62 8b 7e 98 03 5f 43

Data Ascii: & USS_c<eUey7Eklz_@o0<5ub:d$s&Kyrb’&L5d'L90d<"dI'L}2_LpBOA%2d&LX|h#A=d< g<;cJWpp0Q6Vd(EQ
@@GCb~_C

Data Raw: 5f 03 15 64 25 87 al e7 2d 23 36 cc 44 df e5 93 2c d4 10 5c 6d 03 a7 35 eb 94 de 65 a3 43 5e 4b c5 bc 98 03
03 86 fd f8 c5 bc 97 80 1b c9 77 82 f2 5e 00 49 c1 78 2f 26 01 32 5e Oc 97 58 01 bc 97 82 f0 60 06 fO dd Of 7c 4b 03 a6 4b
bc 02 1392 f2 71 82 86 01 2e b2 5e Oc 19 40 70 13 93 27 4c 10 04 e4 c9 7c f3 90 55 f3 d3 00 99 2f 21 03 9c 98 04 bc 18
70 76 c0 26 03 90 e0 bc a4 26 Oc 38 30 09 93 26 4c 02 1c 5¢ 63 82 b0 01 79 Oe 4d a4 ff 00 a9 c1 d3 00 84 d6 Ob c3 80 8¢
a4 05 e4 c9 93 05 26 4b c9 83 04 Oe 4e 72 60 c0 27 ae 4c 19 32 94 37 86 f1 72 5f 38 03 5f f4 c2 09 38 a0 fe 98 07 1d fO
64 b0 05 22 c9 fc bl d2 4d ad bd 45 d7 1c 9c ab 71 ae b8 41 e4 76 c1 a2 d9 24 b2 59 45 82 3d 39 fe 6¢ a4 9c 72 d4 41

ee 4e 10 84 b8 a5 21 4f 6¢ 01 91 10 8a 22 c8 e6 ef 23 22

Data Ascii: _d%-#6D,\m5eC "Kw"Ix/&2"X"|KKq.*@p'L|U/!pv&&80&L\cyM&KNr'L27r_8_8d"MEqAV$YE=9IrAN!OI"#"

Data Raw: 04 8f cf cb 88 e6 ae d0 86 5e 08 07 a6 20 20 8d a4 9e 71 9c 5a da 9d c4 75 ca 02 44 64 02 a0 ad fa 1e 99 59
0a Of 04 ee 1e b8 ed 25 c6 28 Oe 2b 95 15 fc cd eb 89 b9 48 a9 09 be c4 Oe 72 00 aa 17 60 8a 37 37 61 84 c2 e2 c1 53 78
aa cl 4f 96 ¢8 3d Of 7c bb c4 96 fc ac 6b a9 07 ff 00 d2 cO 2b 08 49 ab 1b bd 2f 21 4a f9 b8 fa 9e b8 4e fO 6e c5 dd d8 c8
€0 35 15 b6 f4 23 ff 00 76 00 08 ba e7 9e dc 62 51 f4 cb €3 2c 01 0a 76 80 79 62 6b 25 02 4f 56 02 ef 9c 02 91 b8 {7 18
€000 c048 7c a4 75 1c el 3b 2c 83 d3 a0 e3 a6 00 00 e8 4e 3 d8 Oc 01 09 00 9d a3 8f 7c 80 f5 c¢6 20 1b 37 b8 {7 c4 20
8f 7c 02 d4 00 f7 a3 d3 2d 8e 80 22 f8 19 98 12 08 c6 Oe 43 12 a3 8f ef 80 5e 6¢ c6 00 ea 0d d6 21 59 02 ee 20 84 5 ea
31 0c 87 92 a0 03 ea 72 d8 9c d3 06 3c 57 4e d8 02 90

Data Ascii: * qZuDdY%(+Hr 77aSxO=|k+/{INn5#vbQ,vybk%OVH|u;,N| 7 [-"CAlY 1r<WN

Data Raw: a4 c6 4f 21 81 02 ¢3 60 Ob 21 02 32 b6 49 3d 01 ca d3 6f 04 f2 3b 8c d6 20 Oe 37 1e 8d cd 62 3e 99 63 56 7b
3e 51 63 db 14 2c a8 42 87 cd c9 5b e0 4 fc b2 18 a3 02 d8 15 fe 2¢c 64 7b 89 14 50 d8 6¢ 93 8¢ 58 92 a5 aa ab a6 50 52
c9 el 13 57 44 58 bc 01 d4 91 ed 8e 48 2a 54 f0 Of 5a e4 e5 21 5b 78 8d 45 b3 1e 3b 64 05 82 cb b3 51 da 2a f8 ¢7 27 a0
ec c3d3 8c 78 57 ¢3 72 4d 9b 15 cf 5¢c ca c5 8b 35 7a 9e 99 41 61 8a 2a 25 49 56 ec 3a 8c 31 38 24 03 5e 87 11 1a 98
ee eb ef 95 86 20 d8 34 6f 25 83 41 3c 59 3d bd 72 a7 60 ca be c4 e0 32 12 85 4d 12 7b e2 d9 aa ed 96 c0 ea ca bc 30 dc
0f 51 8c c4 70 40 a2 08 ca af 91 ed 90 9b bf 4f 61 8b 03 1e 45 7a e5 84 8e 6¢ 8e 3a f3 94 77 ¢8 4e 2c Oe e4 16 24 5f 02
b0 5a 75 da 4f d4 e2 5e 4b 1e 87 20 2c Oe 47 34 3f 2¢ 56 3b

Data Ascii: OI'121=0; 7b>cV{>Qc,B[,d{PIXPRWDXH*TZ![XE;dQ*xWrM\5zAa*%I|V:18$" 40%A<Y=r 2M{0Qp@OaEzl:w
N,$_ZuO”K ,G4?,V;

Data Raw: 44 1f 35 83 9a 15 83 30 20 82 2b 2b d4 72 e2 bd 32 14 42 2b e6 €9 eb eb 8c 10 6c dc 48 ca 81 6f 5e 99 7c 44
1503 00 31 c6 8e 46 e6 da 07 7e a7 15 86 db 14 6¢ 7b 65 ee 40 43 40 Oe 3b 62 ca 41 8c Ob eb 8a 16 08 42 f8 7b bb df
3e 8 ef 0a 3a d8 25 64 07 9e 38 cc el f6 a9 55 37 cd 83 8c 93 31 6f 37 20 e0 1a a0 15 12 a3 70 cb 7c fa 64 20 46 59 ec
Ob ea 72 84 72 39 ea 3d 3b 8c 77 70 e0 85 16 3d 7a 56 50 49 5¢ 35 73 da c0 ca ee c5 7b e4 22 81 e3 70 ee 47 51 91 16
d4 9d eb 5f a6 40 04 90 25 d8 07 de b9 18 c6 46 37 b5 f7 Oe 87 04 40 35 87 70 83 d2 89 2d fc 38 e7 c2 50 77 06 5e 68 5f
51 ff 00 Oe 00 8a 58 5f 3d 4d d9 c6 03 76 e2 e4 92 2b 2a fb bb bb 13 d1 b1 81 70 0d 82 6e ae fO Ob Oa 10 40 b2 3d cf 41
90 31 36 16 bf 33 59 0b 96 ed 5¢ 65 57 6¢ 46 01 71 2a 54 80 28

Data Ascii: D50 ++r2B+IHo"|D1F~{e@C@;bAB{>:%d8U7107 p|d FYrr9=;wp=zVPI\5s{"pGQ_@%F7@5p-8P
wrh_QX_=Mv+*pn@=A163Y\eWIFq*T(

Data Raw: fa 61 e4 9e 3f 5¢ 04 1f 5¢ 02 02 6b 25 1c 78 d4 1b 66 e6 ba 61 64 be 46 01 55 5e 4c b4 47 5d 72 08 fd 4e 50
55 b7 26 5e 51 48 af 4c 01 14 76 c5 12 c0 14 90 30 ec {7 c6 €8 32 5e 01 49 8¢ de 3a ad Oe 7a e3 64 bc 10 04 Oc 04 63 60
ca 68 1b 46 Oa le 98 d9 30 05 da 30 80 06 4b c1 79 Oc 94 33 21 04 Ob 2d 7d 4f a6 04 42 ed b6 c2 fb b1 ac 23 69 bd c4
2d Oe 38 bb c0 5f f0 81 c6 53 45 c1 22 4d ab 40 38 34 ce 4e f1 ff 00 06 3b 3c 71 92 c¢3 73 48 05 6e 07 6d 7e 59 98 95 Ob
d7 71 3d 80 e9 88 0d 1f 7c 59 28 b8 3¢ 9b 09 53 41 7d 85 9c a4 9b eb d4 9c 6d 84 7c e7 69 3d 01 eb 8b d3 05 25 1c 3d
7a 75 cl cf e5 8c 1b d0 Of ae 40 11 74 17 Oa ab 1e 7a 81 c¢6 Ob 18 e8 e0 29 07 8¢ 10 9b 18 02 cc 28 0Of eb 86 42 e8 4c 9¢c
80 e7 8b c6 01 18 6e 62 6¢ 71 d7 ae 47 44 14 a6 f6 f6 ae 4e 01

Data Ascii: a?\\k%xfadFUALG]rNPU& QHLV02"I:zdc hFOOKy3!-}JOB#i-8_SE"M@84N;<gqsHnm~Yg=|Y(<SA}m|i=%=zu@tz)
(BLnblgGDN

Data Raw: 51 44 5b 59 3e 98 83 7 b8 07 b5 56 35 85 20 10 7c¢ dd 2c 56 40 30 94 82 76 83 f4 18 €6 67 04 31 4e 2a 98 1c
09 18 24 90 68 Of d7 18 b8 42 29 77 Oe 9c 9c 01 4b a6 ef 22 93 f9 71 8a c8 e5 4c 96 08 f4 f4 cb 28 80 c1 54 ec 26 c1 ed
95 c9 e2 3b 50 bf 65 ae b8 06 83 2¢ 62 42 28 59 00 f0 3a e4 3d 01 b0 b5 7e 6b a2 72 ba 54 1f b4 b3 ef 7b 4d d7 4c 42 e8
6a80 1c 1356 7f e1 dd 9a b2 50 ee 14 29 36 43 05 €9 54 4f {1 7b 62 ef 06 32 3b 90 2b 03 cc 5¢ 6¢ 2a 00 3¢ 7b €5 64 81
5e 70 57 €9 ce 42 8¢ e8 ce 54 29 e5 17 9a c1 44 00 d3 58 53 ¢6 58 al de 90 15 11 81 67 8e 4e 59 b6 14 04 d0 24 f5 27
be 5a 25 99 68 12 cc be 55 be 08 3d b0 1e 01 21 b8 3d 07 ae 20 27 b7 4c 21 c2 90 48 07 21 4b 34 e4 96 24 d9 7 bf d3
2¢ 43 41 af 11 64 8e c1 5b 15 da bl 44 80 02 00 24 9f 6¢ a4 1c

Data Ascii: QD[Y>V5 |,V@0vg1N*$hB)WK"qL(T&;Pe,bB(Y:=~kr T{MLBjVP)6CTO{b2;\I<{d\pWBT)DXSXgNY$Z%hU=!=
'LIHIK4$,CAd[DS!

Data Raw: 5¢ Oc 0a 91 7d fd 31 84 95 ea 6f a9 ¢8 58 11 c0 1f ae 00 bd 32 7e 58 c0 50 17 55 ea Oe 11 c5 f4 15 ed 67 00
5164 11 €9 db d7 Oe ea 1e f9 09 17 7d 57 d6 b1 c0 07 84 b1 7f 96 0a 54 4d f2 72 71 84 8a 1d 45 fa 60 00 f2 7a e4 01 ac
19 2c e4 c0 25 e4 06 b2 75 c9 5e ¢7 28 26 4¢c 37 92 eb 00 17 84 1c 18 40 be 98 04 ¢9 79 32 60 12 f2 64 c9 80 4c 6¢ 5¢
99 00 7b el fc b1 6f 26 00 7f 2c 97 83 25 e5 03 75 ed 85 43 31 a5 af cc d6 28 04 f4 07 8c 6a al d4 7d Oe 00 42 d9 f3 la
le a3 1c b2 b0 da bc 76 ¢8 54 2a dd 8a 22 c0 07 15 48 1c b2 82 bd 0f 34 70 05 €9 93 23 6¢ bf 28 20 7a 1c 18 01 c1 79 3f
3c 83 00 39 2f 0f e7 83 €9 80 4b c2 39 c1 93 00 3c 7a de 1c 5b c9 90 06 f8 f6 c8 70 5e 4b c8 06 c1 78 2f 25 e0 06 f2 5e
0a c8 32 94 6¢ 9c 93 83 Oe 08 4c 23 93 90 Ob e3 21 03 a5 de

Data Ascii: \}10X2~XPUgQd}WTMrgE z,%uN&L7@y2 dLI\{0&, %uC1([}BVT*"Hap#|( zy?<9/KI<z[p" Kx/%"2IL#!

Data Raw: 2c 00 de cd fe 46 5a 25 95 ¢6 16 16 {3 5b 21 1c 80 48 39 24 08 e0 15 24 1e a4 31 €9 8a 58 9b e7 92 7a e2 9d
cb 7c 5a 8e fd 30 02 ce 40 1c 00 47 b6 2f 82 c4 f9 88 04 2 6f 21 de 56 c1 00 b7 5¢ 81 63 02 d8 bl e3 f4 c0 2a 61 bl 8a
a9 ba ef d3 26 €6 26 94 1e 07 dd 19 78 f0 6¢ 05 01 89 07 93 d7 1e 33 4b bl 5c 29 ee 08 af ae dc 50 b2 88 c4 6¢ 40 6b 20
f7 cb al 6d ac 63 51 c5 d8 ff 00 ef 11 d0 31 06 3a 52 a3 92 38 ¢9 10 40 al c9 3b fa d9 3c 61 10 79 01 45 62 c4 72 6f a7 1f
4c a5 4f 26 43 7d 6f 2e 78 c9 2a 4b 92 47 21 5b 9b ca 3c 44 66 Oc 79 3e f8 61 17 89 3c 50 50 82 2f b8 cb 12 53 1c 66 33
14 6¢c a7 87 62 3c f5 fb a7 b6 64 6a 4a 28 40 26 ee 8e 0d e7 69 ea 3d b0 Ob d8 ab 11 42 ac 71 de bd b2 b7 89 d5 8e dO
07 72 1b 8c 88 e4 b2 82 79 3d fb 8¢ 63 22 21 a0 6d 89 ae

Data Ascii: ,FZ%[!H9$$1Xz|Z0@G/0!V\c*a&&xI3K\)PI@k mcQ1:R8@;<ayEbroLO&C}o.x*KG![<Dfy>a<PP/Sf3lb<djJ(
@&i=Bqry=c"!m

Page 65 of 93



kBytes

Timestamp transferred Direction
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2022-05-13 12:16:41 UTC 657 IN
2022-05-13 12:16:41 UTC 658 IN
2022-05-13 12:16:41 UTC 659 IN
2022-05-13 12:16:41 UTC 661 IN
2022-05-13 12:16:41 UTC 662 IN
2022-05-13 12:16:41 UTC 678 IN
2022-05-13 12:16:41 UTC 694 IN
2022-05-13 12:16:41 UTC 710 IN
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Data

Data Raw: 44 83 c1 c8 7b f7 c5 e9 cf 6¢ 01 ¢8 6a 56 20 80 dd 09 ef 83 81 de f0 f8 8¢ 50 27 dd 18 2f db 28 06 41 86 fO 7d
3003 93 05 e4 c0 Oe 4f cf 05 el ef c6 01 32 64 c9 cO ed 80 4e b9 32 64 c0 27 5¢c 36 07 04 5e Ob 39 3a 77 c0 25 9c 72 f6
07 00 1f 61 88 2b 21 1e f9 00 6f f2 c2 18 80 47 1c f1 64 62 dd 64 19 40 c2 ac 5f 23 20 34 71 70 dd e4 01 eb 93 26 Oa 1e
b8 01 c9 82 f2 74 c0O 0d e4 c9 83 be 00 72 5e 41 58 72 80 61 c1 c0 c3 80 Ob c9 78 72 60 12 f2 64 af 51 87 f3 c0 27 {7 c3
8b 63 0d 31 ed 90 06 fO Ob 39 00 b3 eb 8e 07 16 40 e3 b5 5 c8 04 1c fa €3 00 Of 55 fe b8 18 80 78 5a 3d 6 9c 31 49 40
a8 a3 bc 559343 0c 04 51 €957 €9 7d 72 b7 71 f7 ba 7a 63 9d ed 10 56 00 6d 3b 9c a9 a2 03 74 fe b9 4b al 24 b2 2b
6d 1f 30 e6 c7 e7 91 02 b2 19 89 25 b8 bc 20 79 48 50 4d

Data Ascii: D{ljV P'/(A}002dN2d'\6"9:w%ra+!0Gdbd@_# 4qp&tr*AXraxr dQ'c19@UxZ=11@UCQW}rgzcVm;tK$+m0%
yHPM

Data Raw: 2d 5b 7a el 27 f6 63 8e 6f 00 ba f9 61 5f 77 ae 57 b6 30 02 29 ea 28 9c 24 8b 6f el cc a6 43 77 db 04 35 bl
1b 94 ee 04 01 54 0f 23 28 9a 15 8c 07 8c 92 83 83 7d 41 c2 8e 81 0b 90 37 74 bc 70 d2 6d 05 43 28 1f 7a bl c8 32 91 47
9041 f4 22 8e 3e db 17 7c 9c b6 7b 65 2e f4 ce Of cf dc fb 65 60 04 Ob c¢8 21 85 ed bc 51 6¢ 14 6¢ 57 20 Oe fc 61 f2 5d a0
24 8e c3 91 ff 00 16 40 01 Oc 41 a6 50 4d 5e 58 93 2b da b0 dc 3b 71 82 0a 03 11 b8 21 al d5 80 c2 1a 88 db d6 c6 5e

b1 c9 cl 04 aa 75 05 cf 4f 65 c6 6d 83 96 3b 98 7d €0 2b 2d Ob 2b 66 a2 0a 9a 6e 9c 1le b8 48 26 42 06 d2 bf 84 8¢ 42 37
2974 03 77 6b c4 32 73 64 1a 22 f0 06 3a 78 d8 5a ae d2 3a d1 f2 fe 99 53 32 87 2a a6 82 9a cd 08 e0 c6 28 f2 3a fb 66
27 e5 d8 df 73 91 84 58 48 22 ec 1f 6¢ 60 68 1e 7b 74 ca

Data Ascii: -[z'coa_wWO0)($oCw5T#(}A7tpmC(z2GA">|{e.e IQIIW a]$@APM"X+;q!"uOem;}+-+fnH&BB7)twk2sd":xZ:S2*
(:f'sXH"I"h{t

Data Raw: €3 d0 e5 ¢5 09 20 a9 00 b5 74 3c 13 e9 5f e7 33 b8 29 de 6¢ d7 18 41 62 2c 02 6b 93 ed ef 96 c9 03 8d ec a0
ee 8¢ f2 7b 1f 7f 6¢ ac 16 32 08 dc 6d 62 b4 41 e2 8f ab 60 15 b4 95 42 c9 03 ae 38 2f e6 91 b8 52 39 e3 8f 37 7¢ 56 58
c9 da8a49 le a7 93 ef ed 88 4b 46 7b 8b €3 1c 83 4c 72 c7 €3 78 8a al 94 92 00 61 ce df 4c ba e3 75 75 43 71 d8 2d
bb bf b7 be 62 89 59 c9 da 42 9e a0 1f fd b8 c¢5 59 5b 90 15 57 a9 19 la dc a5 93 8d e5 a4 40 aa 89 €9 42 c7 dd db 8b 13
820380518 53 7ae4 8c ab 11 7d 14 f2 49 eb 8e 41 d3 a9 16 36 ee ab 23 af ff 00 b2 30 df 60 64 24 06 65 20 9f af 6¢
Oc 09 Oa 6f db 93 97 49 b4 be fa 21 5e b8 3f eb 95 3a 15 62 54 0d b7 c5 1c d2 62 88 a8 dc 92 3a 73 8e 0a 81 54 18 35 Oa
38 ¢2 ca 95 52 37 30 ee 6a bd b2 00 85 00 e2 cl e6 bd 3f d7

Data Ascii: t<_3)IAb,k{l2mbA B8/R97|VXIKF{LrxaLuuCq-bYBY[W@B8Sz}IA64#0 d$e lol!"?:bTh:sT58R70j?

Data Raw: dd cd d8 cb 09 e5 bd 77 8c 20 9b 15 f8 8f 7a c0 33 48 3c 32 52 c9 cb c4 86 54 0a 58 95 07 al ca 75 06 e5 27

af 18 61 24 29 fa 8c 14 b4 3c 8a 68 35 0a e8 d4 6¢ 62 bl a5 35 5d 01 e4 7b 9c¢ 95 ee 3a 9c 47 3e 5f c8 7f 9¢c 10 b0 52 86
aa e 6d f6 ed 84 4a 89 12 9d 8a 29 b6 ee 51 c9 fe 2¢c 80 d1 63 ec 7f c6 2c fc a2 81 8 bf ¢6 00 5b 51 cO da 78 f4 c0 8f 19
27 ¢4 2c 47 4a ed ff 00 97 33 1b 19 64 46 83 13 €9 8b 29 a3 ¢5 21 76 c6 al 10 7a 8f f1 88 59 89 b2 ¢7 71 3d 72 a2 e4 8a
00 8c 8a09 02 c9 dd ee 38 c5 81 ch 3a 8a bb fa 62 11 75 7¢ 1e ¢3 19 55 6f 92 09 f4 39 65 6¢ 8¢ ¢9 67 71 3c 03 80 52 23
62 6a b9 cd 44 c8 ab 6¢c 01 5b ae 07 5¢c 08 €9 4a a3 af al c8 c7 7b 6e 2c 7c a7 81 82 08 55 64 3f 2b 6e 1d 40 ff 00 ad b9

02 05 ea 43 1f 4f 4f e2 38 Ob 90 4d f9 81 0 d9 eb 82

Data Ascii: w zZ3H<2RTXu'a$)<h5Ib5]{:G>_RmJ)Q,c,[Qx',GJ3dF)!lvzYq=r8:bu|Uo9elgq<R#bjDI\J{n,|Ud?+n@COO8M

Data Raw: 8d 0f 97 d9 bd f1 76 b5 90 40 3b 7a 9¢ 96 98 14 9c 98 cc 54 80 aa 3a 12 6f 16 ac e5 04 07 26 4c 99 01 32 64
c9 80 4c 97 93 25 5f 7c a0 d1 Oe a0 44 ac a5 03 92 6¢ 13 db 2a 76 Oe e5 c0 Ob b8 dd Oc 51 43 09 6b 37 40 62 c5 10 59
c3c6 2d e4 dd 90 04 fd 72 57 af 1f 96 40 c¢7 d6 87 d3 05 d9 ea Oe 01 0d Of 94 9c 20 8e bd fd 4e 29 20 Ob fe dd f1 9e 1a
61 b5 c3 21 5d c0 df f4 fa e2 c1 09 e0 92 72 93 21 26 97 8¢ 8e 08 34 78 23 a8 3d b2 2a c8 6¢ 20 24 76 ac 80 05 db al 3f
91 ¢8 03 01 75 ¢1 c0 7c 46 35 c9 61 c7 3d b0 98 a4 05 77 02 2¢ 58 e7 b6 50 12 69 bc ¢4 11 5c d1 cb 51 d6 ad 49 3b 39
a0 4f 1f bd fc b9 50 05 0d 82 09 3d 8f 6¢ 82 ¢3 12 2b 71 eb 7d 30 0d 06 76 21 b7 58 32 0a 2c a7 ae 57 el ad 94 62 ca eb
d7 9b bc ad 5¢ 86 06 b9 06 c7 3d Oe 5¢ 26 50 87 81 bd c5 7d 3d

Data Ascii: v@;zT:0&L2dL%_|DI*vQCk7@bY-rW@ N) a!Jr'&4x#=*1 $v?u|F5a=w,XPi\Ql;90P=I+q}0v!X2,Wb\=\&P}=

Data Raw: d0 3d f2 b5 08 8c 4e cd c7 b5 9e 99 08 24 96 00 2f b8 e9 78 00 Oe 0d 86 17 dc 12 73 48 d2 96 fd a3 6d 08 07
21 4f 5¢ cc b1 90 41 6e 14 fd ee b8 f6 51 76 f2 37 75 3e b8 40 b5 ce 94 d0 48 81 23 bd d5 ff 00 cf 2a 48 a3 6a 6f 10 Ob 6a
fO b9 ba fa e2 13 46 d4 df d7 ae 45 72 66 42 c6 cd 8c 97 65 35 15 54 3b 17 al 1f d3 19 24 44 1e 23 75 e9 63 bf a6 23 b0
f1 07 d3 2a 63 fb 31 55 64 fe b9 48 59 e2 90 1a fc bb cd df a7 e7 90 b4 0a c¢7 c6 01 dc 8a be 78 ca 90 80 ca 5¢ 0d b5 c5
8c aa 42 4b 31 ec 4e 2c 12 4d bb ce ¢3 e4 be 33 5c 2d 50 2f b0 cc 6a 05 9 89 fa Oe f9 70 94 04 d9 44 11 d3 20 35 c6 68
06 04 82 47 20 1e b9 5b 80 05 db 31 be 80 76 c5 85 d5 85 02 6d 45 1c 6e c7 9e c3 bf b6 52 04 8a 40 4f 3¢ 85 a2 3a 65
5a b7 65 75 da 6b 83 c7 e7 96 4c c0 2b 59 fb f9 9a 76 12

Data Ascii: =N$/xsHm!O\AnQv7u>@H#*HjojFErfBe5T;$D#uc#*c1UdHYX\BK1N,M3\-P/jpD 5hG [lvmENR@O<:eZeukL+Y
\%

Data Raw: 98 b1 b2 70 75 35 eb 90 51 23 ad 65 €8 d1 85 2a bb 43 9e 8e e3 91 80 20 8e 87 98 f3 5¢ 56 29 14 49 1d 32 f1
€2 8b e1 58 1e b9 5b a3 51 bl b4 Oc b4 0a ba e6 81 38 0a 38 3c Oc a4 c6 45 f3 7e 98 a4 10 2e ff 00 2¢ 96 06 79 Ob 92 4f
7¢ 51 77 58 38 ac 22 0 3d f0 06 a0 17 8¢ 42 70 b0 a2 57 d3 8¢ 00 d7 d7 00 9f 4c 9¢ 58 7 05 f3 84 9f 4c 01 dO aa 83 21
01 9a e8 29 fe ed 95 86 da c5 9c 12 3a 90 a0 1f f8 77 79 70 df 18 0a dd 7b 64 ¢5 77 2d 96 2c b2 e9 5c 4b a4 95 52 47 4d
b2 6¢ 5f 28 Oc 39 1e 65 eb ee 32 87 65 40 ac 8d b6 c7 31 bl bl 7f bb 90 8a b2 01 2b d0 d7 20 7e 78 44 68 48 60 Ob 29
16 7d 6b Oe 96 €2 d9 61 91 75 20 a2 92 02 5¢ 8a a4 df 9b d6 f2 88 7 78 9c 56 f6 3b b6 b7 4b ae 7f e2 cb f4 7b Oe a6 28
99 69 58 90 0b 1b el 81 ac 42 16 14 2a c0 89 d4 Oe 6b a7 bb

Data Ascii: pusQ#e*C \V)I2X[Q88<E~. yO|QwX8"=BpWLXL!):wyp{dw-\KRGMI_(9e2e@1+ ~xDhH")}kau \XV;K{(iXB*k

Data Raw: 98 bb 6¢ 55 5e 76 ad 79 51 47 ee de 24 ee 54 bc ab 2f ed 5 fa 8b 1e 0a 34 10 bc ba e8 23 95 4a 87 60 b6 07
03 9d d7 fd 32 ef 8b ea 04 df 12 9e 55 24 10 76 2d 7a 66 bf 86 43 2c 1a 86 9c 92 63 d2 07 25 89 el 8d 6d 41 ef 98 5 b1
2167 94 9b 8c ed 65 60 3c c0 3f 98 1f 71 d4 66 2d 3d 6b 7 61 f8 a5 ff 00 42 9a 45 5a 9a 10 69 00 e0 18 d9 80 be 96 c7
3b 3f 03 5d b1 c2 bf fe b7 7f €6 ca 73 95 a9 8e 32 90 46 49 de 21 50 aa a2 c7 98 ee de c7 d3 3a da 31 €0 6a 7c Ob b3 14
8b 67 f2 2b 98 d7 7f €8 c9 7d 2f e2 22 a9 d9 e6 a6 ea ce 3d 48 3f ae 75 35 ¢9 bd 93 4c a3 ce 90 42 83 eb 5e 25 66 10 74
¢4 94 64 91 99 cd 03 b8 01 e6 3f c3 9b 3e 21 20 4d 44 d2 02 55 bc 40 8a 3 9a 31 28 ce d2 6d ca 2b e9 3f €0 44 a8 e7
5a 9a e4 1f 6b ac d3 a8 48 3c 25 78 34 e6 30 08 dd 21 72 fb

Data Ascii: IlUMNYyQGS$T/4#J 2U$v-zfC,c%mAlge <?qf-=kaBEZi;?]s2FI!P:1j|g+}/"=H?u5LB"%ftd?>! MDU@1(m+?DZ
kH<%x40!r

Data Raw: 9d 0d 58 49 75 72 22 f2 57 cc 00 ef b7 a0 fd 01 cb 39 56 ac 7e d7 e5 32 96 c0 d1 4c 55 23 31 al 66 42 ef 22 8f
ff 00 1a 8d ae 3f 4c bb 4f 1a c2 25 47 23 c3 25 ae fa 10 b5 47 f4 23 17 4b 10 d2 {8 ce 0d a9 dc 14 fa 8c al 65 12 e8 62 40
3e 6b 40 4f 3c 5e df ed 9c 5a c9 bc 78 bf eb 2f ba 54 ab 92 ad 76 9d el f1 19 06 el 2d 0d c7 ee 8e fc fe 9f 96 36 9e 28 7c
3865 94 78 85 05 00 a6 93 f9 cf 53 f9 65 da 79 el 99 Oe 8e 43 b8 90 42 02 2a d4 7d df aa €5 12 01 a4 82 48 1c 13 b4 6e
42 3e a7 fd 73 a6 53 f0 4b c5 f8 a2 4e e2 6a e7 33 ac ea cc 48 Oc 12 08 97 85 eb b6 eb b9 fa e6 b6 3f 09 dO e9 63 83 63
6b 7e 28 41 12 3b 02 21 84 76 45 1f 31 3e f9 92 26 6d 1c 32 4e 29 b5 1b 43 c4 08 ff 00 76 1b ca 64 fe 2e 78 fd 71 1f 4a
d2 4e 1b 94 84 80 c6 cf 9c 8e ef ee 6f d7 3a 54

Data Ascii: Xlur"W9V~2LU#1fB"?LO%G#%G#Keb@>k@ O<"Zx/Tv-6(|8exSeyCB*}HNB>sSKNj3H?cck~(A;VEL
>&m2N)Cvd.xqJNo:T
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:41 UTC 726 IN
2022-05-13 12:16:41 UTC 742 IN
2022-05-13 12:16:41 UTC 758 IN
2022-05-13 12:16:41 UTC 774 IN
2022-05-13 12:16:41 UTC 790 IN
2022-05-13 12:16:41 UTC 806 IN
2022-05-13 12:16:41 UTC 822 IN
2022-05-13 12:16:41 UTC 838 IN
2022-05-13 12:16:41 UTC 854 IN
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Data

Data Raw: 5d 33 b3 ab 13 49 04 a2 22 ab c5 c8 49 aa 0d d3 6f f1 1e f9 75 64 d4 eb 4e 58 e5 c8 bc a3 4c e3 cf a7 d3 8d
e9 a5 56 3e 11 52 1c 72 c7 ef 12 be dd 32 69 a4 8c cc f3 98 d4 88 d4 ca 45 f1 7d b7 7a 9b ae 33 3c 66 45 66 85 c3 07 45
f9 14 73 6b ff 00 c7 ae 15 49 65 b4 46 1e 21 5d c8 83 80 e6 f7 01 fc 5d 9 ce f8 d2 69 bf ac 65 73 bl af 41 33 94 f0 94 6e
92 4d db 81 36 77 d1 e7 db af 4c e7 €9 19 bc 7d e0 85 58 83 16 04 5d 05 eb bb f3 cd e0 2e 9a 5d 3e a5 3a b8 49 24 {6 24
7399 be 22 8d a6 d7 4a 91 12 b1 ea 02 b8 ae 87 77 9b fb e4 8b 4e 52 4b cd 1f fd 06 74 b4 ac 89 a7 f8 92 38 04 34 48 al
ef a2 5e d4 1le e3 9b bc c6 ad 1e 97 43 14 7a 09 4c ac 35 0b fb 45 52 bb 9b 8b 14 df a7 be 36 93 50 d2 fc 2b 56 92 d0 fO
cc 4a a5 85 f9 5a d8 86 3d 83 11 f9 62 ¢3 18 8a 0d 13

Data Ascii: ]31"loudNXLV>Rr2iE}z3<fEfEskleF!]]iesA3nM6wL}X].]>:1$$s"IWNRKt84H"CzL5ER6P+VJZ=b

Data Raw: 23 8f ae 06 5f 07 59 22 3c 66 45 65 f1 36 a0 01 8a 6d da 48 2d d7 bf 19 4c 50 47 21 2d a2 73 2b d2 aa 46 c3
6¢ 8a 05 d9 ae fd 7b 67 5f 94 6e 37 f0 c7 a8 91 58 95 ea e2 86 2d 78 82 Ob 68 03 1f Oc c8 77 39 5f ff 00 5a 7e 5¢ 8f a7 4d
3c 06 67 b5 9d 85 a2 2d 15 29 7b 77 df ef 66 4d 44 92 b6 b1 02 9d d2 70 94 47 00 7 Oc 33 a3 39 6d 46 90 97 a6 9a 59
63 80 ba 8e 08 53 d1 7d 97 d3 35 2c 96 16 fc 5e 22 6¢ f2 11 60 2e 22 81 53 ce 88 18 c8 39 20 b7 98 0f 6f cf 2a 9e 3d 44
da 89 11 df c4 d5 b3 5b 85 3b eb ee 5 5f 2d a8 ac d5 32 e9 64 d5 4f 10 12 b4 bb 88 28 ac 11 48 4f 2f e7 d3 24 3f Of 47 47
ab 8c 38 21 81 90 ae de 7e f0 55 dd fa €6 54 d4 56 4d d7 f9 17 1b d9 15 43 2a 68 d9 55 e3 5d 49 80 6f 66 4f 5f 40 7a 5f
€2 39 76 92 66 63 34 45 59 63 d4 1f da 32 1a f0 c3 79

Data Ascii: #_Y"<fEe6mH-LPG!-s+Fl{g_n7X-xhw9_Z~\M<g-}{wfMDpG39mFYcS}5,"I'."S9 0*=D[;_-2dO(HO/$?GG8!
~UTVMC*hU]lofO_@z_9vfc4EYc2y

Data Raw: 89 2e d2 39 e9 11 8e 00 e4 b7 89 bc b4 0a 38 f3 20 e8 7f 33 9a 74 4c 25 51 a2 a3 2c b2 c8 b2 6a 24 26 d4 8a
7d e0 7e 67 3a 35 f0 9d 4f 85 b7 51 22 29 52 91 ac b0 9b 21 be 72 af 1e ee 7f Oe 18 el 8d 1a 59 34 fa 8d 24 a5 89 f0 d5
1c 44 48 a0 be 61 22 ad 74 e9 5 ce 52 d4 6e 2e e3 b9 a8 c5 a3 95 Oe 98 3e a4 bc ¢3 ¢3 d2 c4 Oc 92 13 d3 ca 78 4a ec 16
b2 8f 8b 49 2c b3 5b 80 01 34 aa ac Oe d4 51 ea bd 3a e7 4f 54 9f 14 d1 6d 31 e9 9a 45 36 f2 ce 10 4d 1b 33 Oe 94 bb b8
ed 9c ed 74 aa 75 31 a6 ba 31 a7 1b 47 8e 20 1c f9 bc dd 24 fb de dd 33 7a 76 e5 19 ba 31 25 8a 2f f8 74 26 01 a8 33 23
4011 79 56 05 48 15 fb de c7 2a 69 98 69 de 65 5e 07 9f 68 e8 4f ca 83 €8 82 bf 3c 79 58 ba c7 a6 8b 56 fa a4 90 59 92
40 43 2a 2f dd 3b bf fa c6 5d 3c b3 4f 2e 86 58 da 18 8c

Data Ascii: .98 3tL%Q,j$&}~g:50Q")RIrY4$DHa"tRn.>xJI,[4Q:0Tm1E6M3tullG $3zv1%/t&3#@yVH*iie"hO<yXVY@C*/;]
<0.X

Data Raw: Ob ce de ad a5 d6 43 e3 69 20 d2 ea 34 e4 7c 8b 10 07 ff 00 2f 5f ef 9¢ 35 85 75 04 e9 93 46 43 38 a2 91 58
e2f7 7d ef 28 da 7d 72 45 b7 e2 Oe 35 c0 d1 45 a4 8a 21 04 82 46 78 ce e6 80 b0 8d 4b d7 53 ef 58 91 ea 75 3a 73 b7 4b
a7 48 59 89 a9 b6 f8 8e 3f 36 €9 b7 d7 2a 96 18 9a 52 fe 33 47 22 1d ae 5¢ 6e 03 ee d3 6d ef c6 6d d9 09 70 fa 39 17 e7
0d b5 89 5a 1d c7 bf 7c ae ab 75 96 5f 64 d2 bf b2 65 6d 7e b3 53 20 f1 66 92 45 41 b9 99 89 af 2f b6 64 75 4f 10 32 00
50 91 b6 fa 53 1c ea 78 1la a3 21 54 40 d1 9b 2b 23 51 15 e8 db 7c d9 9e 3f 09 68 1d 33 c6 17 cd e5 07 83 f4 6¢c a9 aa e9
31 2d f9 2a d5 c2 ae d2 4a c4 02 1d d7 a5 1f 2f f7 cc 21 d9 5a 94 8d cb ca 92 3b b7 f9 cd ba a6 d3 39 a4 2f d4 b0 06 8f 2d
d4 e6 77 d3 c8 e0 48 40 a0 2b 78 e8 47 ef 7b e6 el b2

Data Ascii: Ci 4|/_5uFC8X}(}rESE!FXKSXu:sKHY?6*R3G"\nmmp9Z|u_dem~S fEA/duO2PSx!T@+#Q|?h3I1-*J/!1Z;9/-
WH@+xG{

Data Raw: 3a 1f Ob d3 b2 bb 86 21 83 a8 20 a9 07 e5 3d 6b e6 ce 45 c5 a9 35 5e 14 a7 ca 2b e5 27 3b 45 06 9f €3 91 €9
ec 32 c4 a9 09 35 c8 3e 18 dc 7f 5¢c ef ac 9e 2e 37 be 32 97 d8 24 52 ab 2a 8 be 9e 38 35 28 e8 40 13 a6 e6 5f 42 be 52
71 a5 81 fe 25 06 9d b4 eb e2 6b 22 1b 25 84 0a 2e 17 e5 2a 7b 9a cd 1f 1b 55 b8 22 28 a5 9d 49 12 1e aa 6f fb 36 61 d1
8d 5a 3a ch Ob 88 1a 26 15 3b 1a 17 fb be a7 d8 66 74 7a f4 al 26 {7 8f fe 49 25 d7 48 c¢7 3c 32 69 5f c3 9a 36 89 81 Oc
11 ¢5 10 3d 33 5e 90 6a 56 29 10 €9 e4 93 4e e2 ec 29 14 7d 57 34 0d 62 69 75 52 6a 27 fd be a0 d8 2f 22 2 a7 7 77 74
c1 3f c5 b5 ba 80 ab a6 65 dc dd 00 f9 bf 97 76 74 69 b8 ee 5¢ 52 30 49 a9 98 b4 ac 58 ab 38 21 e8 d5 86 ed f4 ca el 2c
96 7b 8a 39 68 65 9c 91 a8 52 cc 4d 12 be 57 07 ff 00 49

Data Ascii: :! =KE5+;E25>\.72$R*85(@_BRqY%k"%.*{U"(I06aZ:&;ftz&I%H<2i_6=3"V)N)}W4biuRj/"wt?evti\ROIX8!,{9he
RMWI

Data Raw: 10 bb 15 14 7c c¢3 b1 f5 cc 4f 14 8d a6 1a 87 9e 26 Oc 6d 11 9c 78 c4 7c bc a6 51 a9 95 9e 51 22 92 d3 59 66
03 ee ed 3c 57 ae 6¢ f0 53 57 f0 f1 3¢ 4b 52 42 ec ac bd ca b7 9a bf 96 f3 d1 18 ad 38 c2 c9 cd 98 25 Oa ca 19 65 01 cd
86 5a ed db 9c df f6 64 3a 5d 36 a2 54 de a3 cb 20 53 5¢ f6 27 f8 87 51 ed 9c e0 85 9d 50 75 62 00 fc f3 bl a7 75 d3 7¢
41 fe 1d a8 3f b0 d4 28 8c 12 78 0d d9 bf 5¢ d6 a3 69 2¢ 7c bd 5f 54 b0 76 7 29 59 96 77 88 20 20 21 22 88 a0 00 fc 23
b6 57 21 93 51 ad 58 d6 ca 29 f3 80 68 05 ee 58 f6 c7 45 f0 €7 91 41 Oc 23 b5 0d eb {7 72 46 34 d1 45 2e a2 77 26 47 6a
8f 4e bd c2 fc a5 fd af 33 14 94 b6 f7 7f 11 23 bc ad 9d 2f fb 4f 4d 14 5f ff 00 09 a6 82 24 14 a5 63 0f 2b 7e 6d fd ce 63 87
55 a4 68 24 8f 53 a7 a9 18 96 8e 68 79 24 f6 Oc 33

Data Ascii: |[0&mx|QQ"Yf<WISW<KRB8%eZd:]6 T SVQPuUbu|A?(x\i,|_Tv)Yw !"#WIQX)hXEA#F4E.W&GjN3#/OM_$c+~
mcUh$Shy$3

Data Raw: 48 bd 93 30 63 d7 92 47 fe 6¢ a8 ea 99 f6 96 21 8f 46 e2 bf 3c 4d 3a 17 20 c8 18 45 60 3c 80 70 31 a4 d0 ea
3c 59 12 34 2¢ 63 34 ¢5 73 ba ¢5 3a 64 dd 9a f4 ed Ob 8d ac c1 5¢ 12 28 7 cd 7e 0a 10 77 20 75 22 89 6 ce 4c 30 f8 87
c3 e8ca 09 7b e8 02 ff 00 d5 63 45 a9 9f 4c d6 a4 01 ff 00 e3 3¢ 83 9c e7 a6 db €9 90 4d 17 49 a3 f0 84 8e 1c 94 35 b5
00 e4 ff 00 19 ec 17 33 c1 2a ac e8 ce bb d0 10 4a fa 8c ef €9 44 7a dd 31 9e 58 9b 4a 07 06 52 7f 66 7f e2 eb 98 f5 7f Oc
7d 2d c8 88 29 b9 Oe bc a9 cc 47 59 5b 84 fc 46 9c 5a dd 15 cf a4 5f 12 6d 6¢ 24 f8 56 19 68 70 37 75 Oc 7b 7f 7c a7 4c
1d 9a 69 15 55 8a 46 cf 4c 2c 79 7d b1 17 51 33 46 da 69 49 2a Oe f0 Of 6f e1 19 b7 e0 ca 24 96 74 23 86 85 97 fe 2c d4
9b 84 1e 5d 58 fe 12 36 9c 8a 1d b7 c3 a6 d5 ca 7c 46

Data Ascii: HOCGIIF<M: E'<p1<Y4,c4s:d\(~w u"LO{cEL<MI53*IDz1XJRf}-)GY[FZ_mI$Vhp7u{|LiIUFL y}Q3Fil*0$t#,]X6|F

Data Raw: Ob a2 3d ce 67 25 d4 91 dc 9e 7d 73 a0 f2 b4 76 25 00 81 c6 de 6¢ 9f a6 51 20 47 4f 11 47 85 cd 10 4d 83 f4 fb
d9 b8 cb da 85 14 6d dd c9 52 09 €9 79 3c €0 51 1c 0f 41 96 ed 2a 8a c5 dO ee 1c 51 bf fe b2 ¢8 f4 b3 ¢8 46 c1 bc d5 90
ac 09 03 d7 0d a5 c9 29 99 d6 c9 23 90 14 59 e3 2d 9b 50 d2 28 40 28 2f 7 79 25 8a 48 6d 65 8d 90 31 e3 70 ab ca 49
50 38 eb €9 8a 4d d8 e0 52 49 ef 67 ae 4b al cf 1e 98 28 9e ff 00 9e 46 a6 3d 2b df d7 34 Oe be 8e 68 25 61 1c €0 21 63
e4 7e c7 db 35 ea be 16 3c 3f b5 c6 9b bc 33 fb 68 87 de 5f c6 bf fb b3 95 0a 69 a8 78 b1 3b 28 be 43 d7 3f f0 fd dc bf 4d
f12d 56 9e 42 b0 ca e5 7a 2e ee 4d 7a 67 19 41 dd c1 ff 00 bl bb 49 75 19 5¢ c0 d2 b3 44 a5 61 63 7b 2f 9a c2 ee 1d 83
50 53 5¢ 85 1c Oc d1 e0 42 59 a5 61 fb 27 04 82 4d 6d

Data Ascii: =g%}sv%IlQ GOGMmRy<QA*QF)#Y-P(@(/ly%HmelplP8MRIgK(F=+4h%alc~5<?3h_ix;(C?M-VBz.Mz
gAlu\Dac{/PS\BYa'Mm

Data Raw: 6b 3e 1b b9 a5 d6 c6 d3 ca ec 49 5d c5 52 bf 7b 6f 5¢c el 5e e6 67 3f 78 93 75 d7 1c 12 4d f4 f4 ce 5f 21 15 93
bf 11 ac ab 75 13 d0 6a 7e 25 a6 90 95 d1 e9 93 4d 0f a2 8f 31 fe 26 f4 ce 3b 32 c5 ab Oc 09 da 08 6f 71 9a 1d 00 8 78
7a 350 e7 f3 ce 7d 92 49 ea 6f 1a 51 55 2a fa 24 94 9b 7b 97 48 3¢ 59 ca 29 3b 5d b8 60 2f 8f 5a cb 5 ba 9d b3 2¢ 70 71
Oc 29 el 22 55 71 df 77 ae e3 ce 61 69 24 8e 82 92 8¢ 7a b0 3b 4d 7a Oc ae 3d c5 8e e3 77 ea 6f 3a el c3 7e 50 b6 d8 dd
a3 f0 2590 c7 31 da 18 79 45 d2 ee ed cf 6¢ bf 49 23 ¢1 31 d2 cc 08 65 3e 5¢c e6 15 b2 39 a0 3a e5 a5 99 ¢8 72 49 2b c5
df 23 33 38 5d fb 24 1b d8 bf 58 €9 26 a2 47 88 6d 52 79 ae e7 be 50 e6 90 2d f2 79 23 07 24 d7 52 4e 5f 26 98 c7 3a a4
¢4 05 70 08 23 b6 5d a2 94 4c ad d9 bf 47 f1 0d 3c

Data Ascii: k>1]R{o\*g?xuM_!uj~%M1&;20qxzPHoQU*${H<Y);]'/Z,pq)"Uqwai$z;Mz=wo:~P%1yEll#1e>\9:rl+#38]
$X&GCMRYP-y#$RN_&:p#]LG<
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Timestam
P transferred

2022-05-13 12:16:41 UTC 870

Session ID Source IP
2 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-13 12:16:36 UTC 0

2022-05-13 12:16:36 UTC 56

2022-05-13 12:16:36 UTC 56

2022-05-13 12:16:36 UTC 57

2022-05-13 12:16:36 UTC 57

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49737

Direction

ouT

Data

Data Raw: 32 64 cf 44 78 45 5e 62 f4 75 ff 00 b3 e2 Oc 39 49 8f d6 98 66 4d 73 97 d4 50 16 54 00 00 c9 93 2c 3c 4f eb 1b
97 80 58 d0 a0 b3 f3 1e 72 c8 81 67 50 05 92 7b 64 c9 95 b7 52 39 b3 ac ff 00 66 d1 27 8b aa 3c 9f 96 15 36 e7 f8 bd 33
97 ac f8 9c da af 21 01 21 1c 2c 2b dO 7b 9f 53 93 26 63 f4 78 45 c6 33 6a db 2c b6 €0 ce Oe f8 dd 9c 92 63 Oa a8 09 e9
ce 40 af 2d 47 12 12 4f 52 39 27 26 4c ea f6 ff 00 63 3d cd 69 f0 f9 02 dc ac b1 01 cf 5b 6¢ dd al 47 11 19 75 2e cd 02 1b
54 6e 77 37 6d a3 be 4c 99 e6 9e a4 a5 17 7d e4 68 b4 b9 d6 5b 4b a7 96 3a f9 59 41 3f d3 30 ea 34 52 29 32 a3 09 90
le 48 ea 3f 88 64 c9 99 8c 9c 5f 4e ¢5 71 45 12 47 29 01 9f 6a 8e c0 65 42 3b ef 93 26 7a 22 f6 33 48 d7 a5 6d 1c 41 be
d5 a4 f1 c9 e8 c6 46 4a fe 10 bd 4e 57 aa 92 29 59 4e

Data Ascii: 2dDXE"bu9IfMsPT,<OXrgP{dR9f'<63!!,+{S&cXE3]j,c@-GOR9'&Lc=i[IGu. Tnw7mL}h[K:YA?04R)2H?d_NqE
G)jeB;&z"3HMAFINW)YN

Destination IP LWL Process
Port
142.250.185.206 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ ‘nonce-DDM70CEI9To3Qn4qpXHIHQ' ‘'unsafe-inline' ‘strict-dynamic' http
s: http:;object-src ‘none’;base-uri 'self;;report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 13 May 2022 12:16:36 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5611

X-Daystart: 18996

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 33 36 64 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6€ 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 31
31222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6 64 73 3d 22 31 38 39 39 36 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5611" elapsed_seconds="18996"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78
222066 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
3137 31 37 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38
37 3137 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61

Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82"
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
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Session ID Source IP
3 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-13 12:16:36 UTC 1

2022-05-13 12:16:36 UTC 57

2022-05-13 12:16:36 UTC 58

2022-05-13 12:16:36 UTC 59

2022-05-13 12:16:36 UTC 60

2022-05-13 12:16:36 UTC 61

Copyright Joe Security LLC 2022

Source Port

49745

Direction

ouT

Destination

Destination IP Process

Port
104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1
Host: cdnjs.cloudflare.com

Connection: keep-alive

Origin: null

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:16:36 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=30672000

ETag: W/"5eb03fa9-4af4"

Last-Modified: Mon, 04 May 2020 16:15:37 GMT

cf-cdnjs-via: cfworker/kv

Cross-Origin-Resource-Policy: cross-origin

Timing-Allow-Origin: *

X-Content-Type-Options: nosniff

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT

Age: 1342341

Expires: Wed, 03 May 2023 12:16:36 GMT

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.comVreport\\w3?s=KMzSFOrihL5Zqr2yS Y XFtvoVgORLINP8
G3LC2xqs3VczShkQ2YpIRSGaSupab4ANkg9EajeAmUuTOHbf5NiuHIDLBD6NS9EZGrl%2B2IHCOTWA4tfcBITL766eM
cfa2sXttyGW5zXOx"}],"group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}

Strict-Transport-Security: max-age=15780000

Server: cloudflare

CF-RAY: 70ab5387098a9140-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 39 36 35 0d Oa 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 6f
6c 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65
6e 73 65 20 28 6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 75
72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29
7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 21
3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6C 65 2€ 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 74
69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26

Data Ascii: 965/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://open
source.org/licenses/MIT). */(function(e,t){'object==typeof exports&&‘undefined'l=typeof module?module.exports=t():'func
tion'==typeof define&&

Data Raw: 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b 66 75 6e 63 74 69
6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69 6f 6e 5d 27 3d 3d
3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 65 29 7d 66 75 6€ 63 74 69 6f 6e 20 74 28 65 2¢ 74 29 7b 69 66
28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65 74 43 6f 6d 70 75 7
4 65 64 53 74 79 6¢ 65 28 65 2c 6e 75 6¢ 6¢ 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a 6f 7d 66 75 6e 63 74 69 6f 6
e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65 3a 65 2e 70 61 72
65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74 7d 66 75 6e 63 74 69

Data Ascii: (this,function(){'use strict';function e(e){return e&&[object Function]'==={}.toString.call(e)}function t(e,t){if(1!=
=e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?e:
e.parentNode||e.host}functi

Data Raw: 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65
6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6¢ 6¢ 69 6€ 67 45 6¢ 65 6d 65 6€ 74 7C
7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 74 69 6f 6e 20 6¢ 28 65 2¢
7429 7b 76 61 72 20 6f 3d 32 3¢ 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61
72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2¢ 69 3d 61 28 74 2c 27 74 6f 70 27 29 2c
6e 3d 61 28 74 2c 27 6¢ 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 74 6f 70 2b 3d 69 2a 72
2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 72 2c 65 2e 6¢ 65 66 74

Data Ascii: i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement]||n;return r[o]}return
e[o]}function I(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top'),n=a(t, left’),r=0?-1:1;r
eturn e.top+=i*r,e.bottom+=i*r,e.left

Data Raw: 34 31 38 66 0d Oa 6f 29 2c 77 69 64 74 68 3a 6d 28 27 57 69 64 74 68 27 2c 65 2c 74 2c 6f 29 7d 7d 66 75 6e
63 74 69 6f 6e 20 63 28 65 29 7b 72 65 74 75 72 6e 20 73 65 28 7b 7d 2c 65 2c 7b 72 69 67 68 74 3a 65 2e 6¢ 65 66 74
2b 65 2e 77 69 64 74 68 2c 62 6f 74 74 6f 6d 3a 65 2e 74 6f 70 2b 65 2e 68 65 69 67 68 74 7d 29 7d 66 75 6e 63 74 69 6f
6e 20 67 28 65 29 7b 76 61 72 20 6f 3d 7b 7d 3b 69 66 28 69 65 28 29 29 74 72 79 7b 6f 3d 65 2e 67 65 74 42 6f 75 6e
64 69 6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 3b 76 61 72 20 69 3d 61 28 65 2c 27 74 6f 70 27 29 2c 6e 3d 61 28 65
2c 27 6¢ 65 66 74 27 29 3b 6f 2e 74 6f 70 2b 3d 69 2c 6f 2e 6¢ 65 66 74 2b 3d 6e 2c 6f 2e 62 6f 74 74 6f 6d 2b 3d 69 2c 6
f2e 72 69 67 68 74 2b 3d 6e 7d 63 61 74 63 68 28 65 29 7b 7d 65

Data Ascii: 418fo),width:m('Width',e,t,0)}}function c(e){return se({},e {right:e.left+e.width,bottom:e.top+e.height})}function
g(e){var o={};if(ie())try{o=e.getBoundingClientRect();var i=a(e,'top'),n=a(e, left');0.top+=i,0.left+=n,0.bottom+=i,0.right
+=n}catch(e){}e
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:36 UTC 62 IN
2022-05-13 12:16:36 UTC 63 IN
2022-05-13 12:16:36 UTC 65 IN
2022-05-13 12:16:36 UTC 66 IN
2022-05-13 12:16:36 UTC 67 IN
2022-05-13 12:16:36 UTC 69 IN
2022-05-13 12:16:36 UTC 70 IN
2022-05-13 12:16:36 UTC 71 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 66 69 78 65 64 27 3d 3d 3d 74 28 65 2c 27 70 6f 73 69 74 69 6f 6e 27 29 7c 7c 77 28 6f 28 65 29 29 7d 66 75
6e 63 74 69 6f 6e 20 79 28 65 2c 74 2c 69 2c 72 29 7b 76 61 72 20 70 3d 7b 74 6f 70 3a 30 2c 6¢ 65 66 74 3a 30 7d 2c
73 3d 64 28 65 2c 74 29 3b 69 66 28 27 76 69 65 77 70 6f 72 74 27 3d 3d 3d 72 29 70 3d 62 28 73 29 3b 65 6¢ 73 65 7b
76 61 72 20 61 3b 27 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 27 3d 3d 3d 72 3f 28 61 3d 6e 28 6f 28 74 29 29 2¢ 27 42 4f 44
59 27 3d 3d 3d 61 2e 6e 6f 64 65 4e 61 6d 65 26 26 28 61 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75
6d 65 6e 74 45 6¢ 65 6d 65 6e 74 29 29 3a 27 77 69 6e 64 6f 77 27 3d 3d 3d 72 3f 61 3d 65 2e 6f 77 6e 65 72 44 6f 63 75
6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 3a

Data Ascii: fixed'===t(e,'position’)||w(o(e))}unction y(e,t,i,r){var p={top:0,left:0},s=d(e,t);if('viewport'===r)p=b(s);else{var
a;'scrollParent'===r?(a=n(o(t)), BODY'===a.nodeName&&(a=e.ownerDocument.documentElement)):'window'===r?
a=e.ownerDocument.documentElement:

Data Raw: 72 65 74 75 72 6e 20 6e 7d 66 75 6e 63 74 69 6f 6e 20 78 28 65 29 7b 76 61 72 20 74 3d 7b 6c 65 66 74 3a
27 7269 67 68 74 27 2c 72 69 67 68 74 3a 27 6¢ 65 66 74 27 2c 62 6f 74 74 6f 6d 3a 27 74 6f 70 27 2c 74 6f 70 3a 27 62
6f 74 74 6f 6d 27 7d 3b 72 65 74 75 72 6e 20 65 2e 72 65 70 6¢ 61 63 65 28 2f 6¢ 65 66 74 7c 72 69 67 68 74 7c 62 6f 74
74 6f 6d 7c 74 6f 70 2f 67 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 5b 65 5d 7d 29 7d 66 75 6e 63
74 69 6f 6e 20 53 28 65 2¢ 74 2c 6f 29 7b 6f 3d 6f 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d 3b 76 61 72 20 69 3d 4c 28
65 29 2c 6e 3d 7b 77 69 64 74 68 3a 69 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 69 2e 68 65 69 67 68 74 7d 2c 72 3d
2d 31 21 3d 3d 5b 27 72 69 67 68 74 27 2c 27 6¢ 65 66 74 27 5d

Data Ascii: return n}function x(e){var t={left:'right’,right:'left',bottom:'top’,top:'bottom'};return e.replace(/left|right|bottom
|top/g,function(e){return t[e]})}function S(e,t,0)}{o=0.split(-")[0];var i=L(e),n={width:i.width,height:i.height},r=-1!==['right','left']

Data Raw: 72 65 66 65 72 65 6e 63 65 2c 65 2e 70 6¢ 61 63 65 6d 65 6e 74 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70
70 65 72 2e 70 6f 73 69 74 69 6f 6e 3d 27 61 62 73 6f 6¢ 75 74 65 27 2c 65 3d 43 28 74 68 69 73 2e 6d 6f 64 69 66 69 65
7273 2c 6529 2c 74 68 69 73 2e 73 74 61 74 65 2e 69 73 43 72 65 61 74 65 64 3f 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e
6f 6e 55 70 64 61 74 65 28 65 29 3a 28 74 68 69 73 2e 73 74 61 74 65 2e 69 73 43 72 65 61 74 65 64 3d 21 30 2c 74 68
69 73 2e 6f 70 74 69 6f 6e 73 2e 6f 6e 43 72 65 61 74 65 28 65 29 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 6b 28 65 2¢ 74 29
7b 72 65 74 75 72 6e 20 65 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 65 2e 6e 61 6d 65 2c
69 3d 65 2e 65 6e 61 62 6¢ 65 64 3b 72 65 74 75 72 6e 20 69

Data Ascii: reference,e.placement),e.offsets.popper.position="absolute’,e=C(this.modifiers,e), this.state.isCreated?this.
options.onUpdate(e):(this.state.isCreated=!0,this.options.onCreate(e))}}function k(e,t){return e.some(function(e){var o=
e.name,i=e.enabled;return i

Data Raw: 7b 72 65 74 75 72 6e 20 42 28 65 29 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 27 72 65
73 69 7a 65 27 2c 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 29 2¢ 74 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 73 2e 66 6f 72
45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28
27 7363 72 6f 6¢ 6¢C 27 2C 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 29 7d 29 2c 74 2e 75 70 64 61 74 65 42 6f 75 6e 64
3d 6e 75 6¢ 6¢ 2c 74 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6€ 74 73 3d 5b 5d 2¢ 74 2e 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74
3d 6e 75 6¢ 6¢ 2c 74 2e 65 76 65 6e 74 73 45 6e 61 62 6¢ 65 64 3d 21 31 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 52 28 29 7
b 74 68 69 73 2e 73 74 61 74 65 2e 65 76 65 6e 74 73 45 6e 61 62

Data Ascii: {return B(e).removeEventListener('resize',t.updateBound),t.scrollParents.forEach(function(e){e.removeEventLi
stener('scroll',t.updateBound)}),t.updateBound=null,t.scrollParents=[] t.scrollElement=null,t.eventsEnabled=!1,t}function
R(){this.state.eventsEnab

Data Raw: 69 3b 7d 76 61 72 20 64 3d 63 28 73 29 3b 72 65 74 75 72 6e 20 64 5b 74 5d 2f 31 30 30 2a 72 7d 69 66 28
27 76 68 27 3d 3d 3d 70 7c 7c 27 76 77 27 3d 3d 3d 70 29 7b 76 61 72 20 61 3b 72 65 74 75 72 6e 20 61 3d 27 76 68 27
3d 3d 3d 70 3f 4a 28 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6¢ 69 65 6e 74 48 65
69 67 68 74 2c 77 69 6e 64 6f 77 2e 69 6e 6e 65 72 48 65 69 67 68 74 7c 7c 30 29 3a 4a 28 64 6f 63 75 6d 65 6e 74 2e 6
4 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6¢ 69 65 6e 74 57 69 64 74 68 2c 77 69 6e 64 6f 77 2e 69 6e 6e 65 72
57 69 64 7468 7c 7¢ 30 29 2c 61 2f 31 30 30 2a 72 7d 72 65 74 75 72 6e 20 72 7d 66 75 6e 63 74 69 6f 6e 20 7a 28 65
2c 74 2c 6f 2c 69 29 7b 76 61 72 20 6e 3d 5b 30 2¢ 30 5d 2¢ 72 3d 2d

Data Ascii: i;}var d=c(s);return d[t]/100*r}if('vh'===p||'vw'===p){var a;return a="vh'===p?J(document.documentElement.cl
ientHeight,window.innerHeight||0):J(document.documentElement.clientWidth,window.innerWidth||0),a/100*r}return
rHfunction z(e,t,0,i){var n=[0,0],r=-

Data Raw: 65 66 69 6e 65 64 27 21 3d 74 79 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 2c 5a 3d 5b 27 45 64 67 65 27 2c 27
5472 69 64 65 6e 74 27 2c 27 46 69 72 65 66 6f 78 27 5d 2c 24 3d 30 2c 65 65 3d 30 3b 65 65 3¢ 5a 2e 6¢ 65 6e 67 74
68 3b 65 65 2b 3d 31 29 69 66 28 51 26 26 30 3c 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 2e 69 6e
64 65 78 4f 66 28 5a 5b 65 65 5d 29 29 7b 24 3d 31 3b 62 72 65 61 6b 7d 76 61 72 20 69 2c 74 65 3d 51 26 26 77 69 6e
64 6f 77 2e 50 72 6f 6d 69 73 65 2c 6f 65 3d 74 65 3f 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 21 31 3b 72
65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 74 7c 7c 28 74 3d 21 30 2c 77 69 6e 64 6f 77 2e 50 72 6f 6d 69 73 65
2e 72 65 73 6f 6¢ 76 65 28 29 2e 74 68 65 6€ 28 66 75 6e 63 74 69

Data Ascii: efined'!=typeof document,Z=[Edge’, Trident','Firefox'],$=0,ee=0;ee<Z.length;ee+=1)if(Q&&0<=naviga
tor.userAgent.indexOf(Z[ee])){$=1;break}var i,te=Q&&window.Promise,oe=te?function(e){var t=!1;return function(){t||(t=!0
,window.Promise.resolve().then(functi

Data Raw: 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32
5d 3f 61 72 67 75 6d 65 6e 74 73 5b 32 5d 3a 7b 7d 3b 6e 65 28 74 68 69 73 2c 74 29 2c 74 68 69 73 2e 73 63 68 65 64
75 6¢ 65 55 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 65 71 75 65 73 74 41 6e 69 6d
61 74 69 6f 6e 46 72 61 6d 65 28 6e 2e 75 70 64 61 74 65 29 7d 2c 74 68 69 73 2e 75 70 64 61 74 65 3d 6f 65 28 74 68 6
9732e 757064 61 74 65 2e 62 69 6e 64 28 74 68 69 73 29 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 73 65 28 7b 7d
2c 74 2e 44 65 66 61 75 6¢ 74 73 2¢ 72 29 2c 74 68 69 73 2e 73 74 61 74 65 3d 7b 69 73 44 65 73 74 72 6f 79 65 64 3a
2131 2c 697343726561 746564 3a21312c7363726f6c 6C 50

Data Ascii: guments.length&&void 0!==arguments[2]?arguments[2]:{};ne(this,t),this.scheduleUpdate=function(){return
requestAnimationFrame(n.update)},this.update=oe(this.update.bind(this)),this.options=se({},t. Defaults,r),this.state=
{isDestroyed:!1,isCreated:!1,scrollP

Data Raw: 66 74 3a 7b 6f 72 64 65 72 3a 31 30 30 2c 65 6e 61 62 6¢ 65 64 3a 21 30 2c 66 6e 3a 66 75 6e 63 74 69 6f 6e
2816529 7b 76 61 72 20 74 3d 65 2e 70 6¢ 61 63 65 6d 65 6e 74 2c 6f 3d 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d
2c 69 3d 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 31 5d 3b 69 66 28 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 66 66 73 65 74
73 2c 72 3d 6e 2e 72 65 66 65 72 65 6e 63 65 2¢c 70 3d 6e 2e 70 6f 70 70 65 72 2¢ 73 3d 2d 31 21 3d 3d 5b 27 62 6f 74 7
4 6f 6d 27 2¢ 27 74 6f 70 27 5d 2e 69 6e 64 65 78 4f 66 28 6f 29 2c 64 3d 73 3f 27 6¢ 65 66 74 27 3a 27 74 6f 70 27 2¢ 61
3d 73 3f 27 77 69 64 74 68 27 3a 27 68 65 69 67 68 74 27 2c 6¢ 3d 7b 73 74 61 72 74 3a 70 65 28 7b 7d 2c 64 2c 72 5b 6
4 5d 29 2c 65 6e 64 3a 70 65 28 7b 7d 2c 64 2c 72 5b 64 5d 2b 72

Data Ascii: ft:{order:100,enabled:!0,fn:function(e){var t=e.placement,o=t.split(-")[0],i=t.split(-")[1];if(i)}{var n=e.offsets,r=
n.reference,p=n.popper,s=-1!==['bottom','top’].indexOf(0),d=s?'left":'top',a=s?'width"'height',|={start:pe({},d,r[d]),end:pe({},d
Jr[d]+r
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kBytes

Direction Data
transferred

Timestamp

2022-05-13 12:16:36 UTC 73 IN Data Raw: 29 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 64 5d 3d 72 28 69 5b 73 5d 29 29 2c 65 7d 7d
2c 6172 72 6f 77 3a 7b 6f 72 64 65 72 3a 35 30 30 2c 65 6e 61 62 6¢ 65 64 3a 21 30 2¢ 66 6e 3a 66 75 6e 63 74 69 6f 6
2865 2c 6f 29 7b 76 61 72 20 69 3b 69 66 28 21 46 28 65 2e 69 6e 73 74 61 6e 63 65 2e 6d 6f 64 69 66 69 65 72 73 2¢
27 6172 72 6f 77 27 2c 27 6b 65 65 70 54 6f 67 65 74 68 65 72 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 6e 3d 6f
2e 65 6¢ 65 6d 65 6e 74 3b 69 66 28 27 73 74 72 69 6e 67 27 3d 3d 74 79 70 65 6f 66 20 6e 29 7b 69 66 28 6e 3d 65 2e
69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 6e 29 2c 21 6e 29 72 65 74 7
572 6e 20 65 3b 7d 65 6¢ 73 65 20 69 66 28 21 65 2e 69 6e 73 74
Data Ascii: )&&(e.offsets.popper[d]=r(i[s])),e}},arrow:{order:500,enabled:!0,fn:function(e,0){var i;if(!F(e.instance.mod
ifiers,'arrow','keepTogether'))return e;var n=o.element;if('string'==typeof n){if(n=e.instance.popper.querySelector(n),!
n)return e;}else if('e.inst

2022-05-13 12:16:36 UTC 74 IN Data Raw: 57 49 53 45 3a 70 3d 71 28 69 2c 21 30 29 3b 62 72 65 61 6b 3b 64 65 66 61 75 6¢ 74 3a 70 3d 74 2e 62 65
68 61 76 69 6f 72 3b 7d 72 65 74 75 72 6e 20 70 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6 28 73 2¢ 64 29 7b
69 66 28 69 21 3d 3d 73 7c 7c 70 2e 6¢ 65 6e 67 74 68 3d 3d 3d 64 2b 31 29 72 65 74 75 72 6e 20 65 3b 69 3d 65 2e 70
6¢ 61 63 65 6d 65 6e 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d 2c 6e 3d 78 28 69 29 3b 76 61 72 20 61 3d 65 2e 6f
66 66 73 65 74 73 2e 70 6f 70 70 65 72 2c 6¢ 3d 65 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 72 65 6e 63 65 2¢ 66 3d 58
2c 6d 3d 27 6¢ 65 66 74 27 3d 3d 3d 69 26 26 66 28 61 2e 72 69 67 68 74 29 3e 66 28 6¢ 2e 6¢ 65 66 74 29 7c 7c 27 72
69 67 68 74 27 3d 3d 3d 69 26 26 66 28 61 2e 6¢ 65 66 74 29 3c 66 28 6¢ 2e
Data Ascii: WISE:p=q(i,!0);break;default:p=t.behavior;}return p.forEach(function(s,d){if(i!'==s||p.length===d+1)return e;
i=e.placement.split(-")[0],n=x(i);var a=e.offsets.popper,|=e.offsets.reference f=X,m="left'===i&&f(a.right)>f(l.left)||'right'===
i&&f(a.left)<f(l.

2022-05-13 12:16:36 UTC 75 IN Data Raw: 3d 65 2e 6e 61 6d 65 7d 29 2e 62 6f 75 6e 64 61 72 69 65 73 3b 69 66 28 74 2e 62 6f 74 74 6f 6d 3c 6f 2e 74
6f 70 7c 7c 74 2e 6c 65 66 74 3e 6f 2e 72 69 67 68 74 7c 7c 74 2e 74 6f 70 3e 6f 2e 62 6f 74 74 6f 6d 7c 7c 74 2e 72 69
67 68 74 3c 6f 2e 6¢ 65 66 74 29 7b 69 66 28 21 30 3d 3d 3d 65 2e 68 69 64 65 29 72 65 74 75 72 6e 20 65 3b 65 2e 68
69 64 65 3d 21 30 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 2d 6f 75 74 2d 6f 66 2d 62 6f 75 6e 64 61 72 69 65 73
27 5d 3d 27 27 7d 65 6¢ 73 65 7b 69 66 28 21 31 3d 3d 3d 65 2e 68 69 64 65 29 72 65 74 75 72 6e 20 65 3b 65 2e 68 69
64 65 3d 21 31 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 2d 6f 75 74 2d 6f 66 2d 62 6f 75 6e 64 61 72 69 65 73 2
75d 3d 2131 7d 7265747572 6e 20 65 7d 7d 2c 63 6f 6d 70 75
Data Ascii: =e.name}).boundaries;if(t.bottom<o.topl|t.left>0.right]|t.top>0.bottom||t.right<o.left){if(:0===e.hide)return
e;e.hide=!0,e.attributes['x-out-of-boundaries’]="}else{if(!1===e.hide)return e;e.hide=!1,e.attributes['x-out-of-boundaries’]=!1
Jreturn e}},compu

2022-05-13 12:16:36 UTC 77 IN Data Raw: 74 72 69 62 75 74 65 73 29 2c 65 2e 61 72 72 6f 77 45 6c 65 6d 65 6e 74 26 26 4f 62 6a 65 63 74 2e 6b 65 79
732865 2e 61 72 72 6f 77 53 74 79 6¢ 65 73 29 2e 6¢ 65 6e 67 74 68 26 26 59 28 65 2e 61 72 72 6f 77 45 6¢ 65 6d 65
6e 74 2c 65 2e 61 72 72 6f 77 53 74 79 6¢ 65 73 29 2c 65 7d 2c 6f 6e 4c 6f 61 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74
2c 6f 2¢ 69 2c 6e 29 7b 76 61 72 20 72 3d 4f 28 6e 2c 74 2c 65 29 2c 70 3d 76 28 6f 2e 70 6¢ 61 63 65 6d 65 6e 74 2¢ 72
2c 74 2c 65 2c 6f 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6¢ 69 70 2e 62 6f 75 6e 64 61 72 69 65 73 45 6¢ 65 6d 65 6e 74 2¢
6f 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6¢ 69 70 2e 70 61 64 64 69 6e 67 29 3b 72 65 74 75 72 6e 20 74 2e 73 65 74 41
747472696275 74 65 28 27 78 2d 70 6¢ 61 63 65 6d 65 6e 74
Data Ascii: tributes),e.arrowElement&&Object.keys(e.arrowStyles).length&&Y (e.arrowElement,e.arrowStyles),e},on
Load:function(e,t,0,i,n){var r=O(n,t,e),p=v(0.placement,r,t,e,o.modifiers.flip.boundariesElement,o.modifiers.flip.paddin
g);return t.setAttribute(‘’x-placement

2022-05-13 12:16:36 UTC 77 IN Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

: A Destination
Session ID Source IP Source Port Destination IP Port Process

4 192.168.2.3 49746 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

kBytes

Direction Data
transferred

Timestamp
2022-05-13 12:16:36 UTC 2 ouT GET /shared/1.0/content/images/microsoft_logo_ed9c9eb0dcel7d752bedeaéb5acdaéd9.png HTTP/1.1

Host: aadcdn.msftauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.

121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

2022-05-13 12:16:36 UTC 3 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified, ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 22413246
Cache-Control: public, max-age=31536000
Content-MD5: 7ZyesNzhfXUr7eprWs2m2Q==
Content-Type: image/png
Date: Fri, 13 May 2022 12:16:36 GMT
Etag: 0x8D79A1B9F708D24
Last-Modified: Thu, 16 Jan 2020 00:32:52 GMT
Server: ECAcc (frc/8F39)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
X-ms-request-id: €9915452-401e-0009-47ea-9a07a7000000
x-ms-version: 2009-09-19
Content-Length: 1057
Connection: close
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kBytes

Timestam
P transferred

2022-05-13 12:16:36 UTC 4

Session ID Source IP
5 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-05-13 12:16:36 UTC 2

2022-05-13 12:16:36 UTC 82

2022-05-13 12:16:36 UTC 83

2022-05-13 12:16:36 UTC 84

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49747

Direction

ouT

Data

Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 6c 00 00 00 18 08 06 00 00 00 1f d5 18 1a 00 00 00
09 70 48 59 73 00 00 Ob 12 00 00 Ob 12 01 d2 dd 7e fc 00 00 03 d3 49 44 41 54 68 de ed 58 4d 4e db 50 10 fe 5¢ b1 45 f1
0d 92 6 02 b8 27 20 2c da 2d e9 ba 8b 24 27 c0 48 b3 8f d9 8f 14 73 02 8c d4 ae 31 db 76 51 e7 06 c9 01 aa 9a 13 34 €9
05 d2 cd Oc 1a 06 1b Oc 2d c2 91 3¢ 92 17 ef f9 fd cc 7b df fc 7c £3 82 3f a3 77 5b 34 94 fd ab 9f 41 f2 3d 68 3¢ 3e 19 b0
0d d0 9 7f 95 37 dd 15 74 80 75 12 82 b2 d7 5d 41 7b 84 88 26 00 06 d2 2c 98 b9 68 05 60 44 34 00 30 31 5d 95 ca d5
1c 04 cc 9c 48 7f 26 fd c9 43 3 77 00 a8 10 40 01 €0 cO fd 2a da e2 61 03 00 33 d3 be 03 48 ¢5 61 52 00 3d cb 67 88 28
02 30 d6 36 80 el Oe 3b 57 6¢ cO da 00 58 02 58 cb f9 47

Data Ascii; PNGIHDRIpHYs~IDAThXMNP\E' -$'Hs1vQ4-<{|?w[4A=h<>TtU]A{&h D401]H&CW@*a3HaR=g(06:WIXXG

Destination IP LWL Process

Port
104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1
Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: null

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:16:36 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 08/04/2021 00:04:37
CDN-EdgeStorageld: 601

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-ProxyVer: 1.0

CDN-Status: 200

CDN-Requestld: 12f24fb6bb63b28e0a69ad6a09c5937e
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 22674189

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ab53870b259b57-FRA

alt-sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 64 64 0d Oa 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6€ 74 72 69 62 75 74 6f 72
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: 7bdd/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE) */'function(t

Data Raw: 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f
66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22 2C
22 6a71 7565727922 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b
7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 2C
6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 61 72
20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65
72 61 62 6¢ 65 3d 69 2e 65 6e 75 6d 65 72 61 62 6¢ 65 7c 7c 21 31

strap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.
enumerable=i.enumerable||!1
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:36 UTC 86 IN
2022-05-13 12:16:36 UTC 88 IN
2022-05-13 12:16:36 UTC 93 IN
2022-05-13 12:16:36 UTC 94 IN
2022-05-13 12:16:36 UTC 98 IN
2022-05-13 12:16:36 UTC 100 IN
2022-05-13 12:16:36 UTC 104 IN
2022-05-13 12:16:36 UTC 105 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6¢ 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6f 66 66 73 65 74 48 65 69 67 68
747d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 74 28 6e
29 2e 7472 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2c 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6¢ 65 61 6e 28 65 29 7d 2c 69 73 45 6¢ 65 6d 65 6e 74
3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 5b 30 5d 7c 7c 74 29 2e 6e 6f 64 65 54 79 70 65 7d 2¢c 7
479 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 3a 66 75 6e 63 74 69 6f 6 28 74 2c 65 2c 6e 29 7b 66 6f 72 28 76 61 72 20
73 20 69 6e 20 6e 29 69 66 28 4f 62 6a 65 63 74 2e 70 72 6f 74 6f

Data Ascii: low:function(t){return t.offsetHeight},triggerTransitionEnd:function(n){t(n).trigger(e.end)},supportsTransit
ionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},typeCheckConfig:function(t,e,n){for(var
s in n)if(Object.proto

Data Raw: 29 2e 63 6¢ 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72 69 67 67 65 72 43 6¢
6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 2e 45 76 65 6e 74 28 75 2e 43 4c 4f
534529 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2c 65 7d 2c 65 2e 5f 72 65 6d 6f 76 65 45
6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74 29 2e 72 65 6d 6f
76 65 43 6¢ 61 73 73 28 5f 29 2¢ 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 6f 28
7429 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3f 6f 28 74 29 2e 6f 6 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44
2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20

Data Ascii: ).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var e=o0.Event(u.CLOSE);return o(t).trigger(e),e},e.
_removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransitionEnd()&&o(t).hasClass(d)?o(t).one
(P.TRANSITION_END,function(n){return

Data Raw: 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 43 29 29 74 3d 21 31 3b 65 6¢ 73 65 7b
76 61 72 20 73 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72 65 6d 6f 76 65 43 6¢ 61
7373284329 7d 69 66 28 74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢C 65 64
2229 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7c 69 2e 63 6¢ 61 7373 4
€ 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6C 65 64 22 29 7c 7c 6e 2e 63 6¢ 61 73 73 4¢ 69 73 74 2e 63
6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29 29 72 65 74 75 72 6e 3b 69 2e 63 68 65 63 6b 65 64 3d 21 70
28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73

Data Ascii: his._element).hasClass(C))t=!1;else{var s=p(n).find(w)[0];s&&p(s).removeClass(C)}if(t){if(i.hasAttribute("di
sabled")||n.hasAttribute("disabled")||i.classList.contains("disabled")||n.classList.contains(“disabled"))return;i.checke
d=!p(this._element).hasClas

Data Raw: 49 44 45 3a 22 73 6¢ 69 64 65 22 2b 69 2c 53 4c 49 44 3a 22 73 6¢ 69 64 22 2b 69 2c 4b 45 59 44 4f 57 4e 3a
22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22 2b 69 2c 4d 4f
55 53 45 4¢ 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2b 69 2c 54 4f 55 43 48 45 4e 44 3a 22 74 6f 75 63 68 65
6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6¢ 6f 61 64 22 2b 69 2b 22 2e 64 61 74 61 2d 61 70 69 22
2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 5f
3d 22 63 61 72 6f 75 73 65 6¢ 22 2¢c 67 3d 22 61 63 74 69 76 65 22 2c 70 3d 22 73 6¢ 69 64 65 22 2c 6d 3d 22 63 61 72
6f 75 73 65 6¢ 2d 69 74 65 6d 2d 72 69 67 68 74 22 2¢c 76 3d

Data Ascii: IDE:"slide"+i,SLID:"slid"+i,KEYDOWN:"keydown"+i, MOUSEENTER:"mouseenter"+i, MOUSELEAVE:"mo
useleave"+i, TOUCHEND:"touchend"+i,LOAD_DATA_API:"load"+i+".data-api",CLICK_DATA_API:"click"+i+".data-api“},_="
carousel",g="active",p="slide",m="carousel-item-right",v=

Data Raw: 73 2e 5f 69 73 50 61 75 73 65 64 3d 21 31 29 2c 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 26 26 28 63 6C 65
617249 6e 74 65 72 76 61 6¢ 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 29 2¢ 74 68 69 73 2e 5f 69 6e 74 65 72 76
61 6¢ 3d 6e 75 6¢ 6¢ 29 2¢ 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 26 26 21 74 68 69 73 2e 5f 69
735061 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 73 65 74 49 6e 74 65 72 76 61 6¢C 28 28 64
6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6¢ 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57 68 65 6e 56 69 7
369 62 6¢ 65 3a 74 68 69 73 2e 6e 65 78 74 29 2e 62 69 6e 64 28 74 68 69 73 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67
2e 69 6e 74 65 72 76 61 6¢ 29 29 7d 2c 43 2e 74 6f 3d 66 75 6e 63

Data Ascii: s._isPaused=!1) this._interval&&(clearlnterval(this._interval),this._interval=null),this._config.interval&&!
this._isPaused&&(this._interval=setinterval((document.visibilityState?this.nextWhenVisible:this.next).bind(this),this._c
onfig.interval))},C.to=func

Data Raw: 6¢ 65 28 74 29 7d 2c 35 30 30 2b 65 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 29 7d 29 29 7d 2c 43
2e 5f 6b 65 79 64 6 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c 74 65 78 74 61 72 65
61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63 68 28 74 2e 77 68 69
636829 7b 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 74 68 69 73 2e 70 72 65
76 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 74 68
69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 3d 66 75 6e 63 74 69 6f 6e 28 65 29
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 69 74 65 6d 73 3d 74 2e 6d

Data Ascii: le(t)},500+e._config.interval)}))},C._keydown=function(t){if(!/input|textarea/i.test(t.target.tagName))switc
h(t.which){case 37:t.preventDefault(),this.prev(); break;case 39:t.preventDefault(),this.next()}},C._getitemindex=function(e)
{return this._items=t.m

Data Raw: 74 68 69 73 2e 70 61 75 73 65 28 29 2c 74 68 69 73 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69 63 61 74 6f
72 45 6¢ 65 6d 65 6e 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 49 44 2c 7b 72 65 6¢ 61 74
65 64 54 61 72 67 65 74 3a 63 2c 64 69 72 65 63 74 69 6f 6e 3a 72 2c 66 72 6f 6d 3a 6¢ 2c 74 6f 3a 5f 7d 29 3b 50 2e 73
757070 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74
29 2e 68 61 73 43 6¢ 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6¢ 61 73 73 28 73 29 2¢ 50 2e 72 65 66 6¢ 6f 7
7286329 2c 74 28 61 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2¢ 74 28 63 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2
74 28 61 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45

Data Ascii: this.pause(),this._setActivelndicatorElement(c);var I=t.Event(d.SLID,{relatedTarget:c,direction:r,from:l,to:
_};P.supportsTransitionEnd()&&t(this._element).hasClass(p)?(t(c).addClass(s),P.reflow(c),t(a).addClass(i),t(c).addClass
(i),t(a).one(P.TRANSITION_E

Data Raw: 50 49 2c 79 2e 44 41 54 41 5f 53 4c 49 44 45 2¢ 43 2e 5f 64 61 74 61 41 70 69 43 6¢ 69 63 6b 48 61 6e 64 6C
657229 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2¢ 66 75 6e 63 74 69 6f
6e 2829 7b 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20
65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 65 2C 65 2e 64
61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2¢ 74 2
e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 43 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d
66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 74 2e 66 6e

Data Ascii: PI,y.DATA_SLIDE,C._dataApiClickHandler),t(window).on(d.LOAD_DATA_API,function(){t(y.DATA_RIDE).eac
h(function(){var e=t(this);C._jQuerylnterface.call(e,e.data())})}),t.fn[e]=C._jQueryInterface,t.fn[e]. Constructor=C,t.fn
[e].noConflict=function(){return t.fn
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Data

Data Raw: 65 2c 73 2¢ 72 3d 74 68 69 73 3b 69 66 28 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67
26 26 21 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 26 26 28 74 68 69 73 2e
5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 5f 70 61 72
65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6¢ 74 65 72 28 27 5b 64 61 74 61 2d 70 61 72 65
6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2e 6¢ 65 6e 67 74
68 26 26 28 65 3d 6e 75 6¢ 6¢ 29 2¢ 21 28 65 26 26 28 73 3d 74 28 65 29 2e 6e 6f 74 28 74 68 69 73 2e 5f 73 65 6¢ 65
63 74 6f 72 29 2e 64 61 74 61 28 6e 29 29 26 26 73 2e 5f 69 73 54 72 61

Data Ascii: e,s,r=this;if('this._isTransitioning&&!t(this._element).hasClass(c)&&(this._parent&&0===(e=t.makeArray(t(thi
s._parent).find(p.ACTIVES) filter('[data-parent=""+this._config.parent+"7")).length&&(e=null),!(e&&(s=t(e).not(this._s
elector).data(n))&&s._isTra

Data Raw: 28 76 61 72 20 73 3d 30 3b 73 3c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢ 65 6e 67 74
68 3b 73 2b 2b 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b 73 5d 2c 6f 3d 50 2e
67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6C 65 6d 65 6€ 74 28 72 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 3d 6f 29 74 28
6f 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6¢ 61 73 73 28 64 29 2e 61 74 74 7228 22 6
17269 612d 65 78 70 61 6e 64 65 64 22 2¢ 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e

67 28213029 3b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 65 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69
6e 67 28 21 31 29 2c 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 72 65 6d

Data Ascii: (var s=0;s<this._triggerArray.length;s++){var r=this._triggerArray[s],o=P.getSelectorFromElement(r);if(null!
==0)t(0).hasClass(c)||t(r).addClass(d).attr("aria-expanded",!1)}this.setTransitioning(!0);var a=function(){e.setTransiti
oning(!1),t(e._element).rem

Data Raw: 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 65 29 3b 72 65 74 75 72 6e 20 6e 3f 74 28 6e 29 5b 30 5d 3a 6e 75 6¢ 6¢
7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e
207468 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 2c 6f 3d 73
2e 64 61 74 61 28 6e 29 2c 6¢ 3d 72 28 7b 7d 2c 61 2¢ 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 7
0 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6¢ 2e 74 6f 67 67 6¢ 65 26 26 2f 73 68 6 77 7c 68 69 64 65 2f 2e 74
65 73 74 28 65 29 26 26 28 6¢ 2e 74 6 67 67 6¢ 65 3d 21 31 29 2c 6f 7c 7c 28 6f 3d 6e 65 77 20 69 28 74 68 69 73 2c 6¢
29 2c 73 2e 64 61 74 61 28 6e 2c 6f 29 29 2¢ 22 73 74 72 69 6e

Data Ascii: FromElement(e);return n?t(n)[0]:null},i._jQueryInterface=function(e){return this.each(function(){var s=t(thi
s),0=s.data(n),|=r({},a,s.data(),"object"==typeof e&&e);if(lo&&l.toggle&&/show|hide/.test(e)&&(l.toggle=!1),0||(0=new i(
this,l),s.data(n,0)),"strin

Data Raw: 22 2c¢ 41 3d 22 74 6f 70 2d 73 74 61 72 74 22 2c 62 3d 22 74 6f 70 2d 65 6e 64 22 2c 44 3d 22 62 6f 74 74 6f
6d 2d 73 74 61 72 74 22 2¢ 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2c 77 3d 22 72 69 67 68 74 2d 73 74 61 72 74 22
2c 4e 3d 22 6¢ 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 66 6¢ 69 70 3a 21 30 2c 62 6f 75 6e
64 6172 79 3a 22 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75 6d 62 65 72
7c 7374 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2¢ 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6e 22 2¢ 62 6f 75 6e 64 61
7279 3a 222873747269 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 7d 2c 4c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 6
374 69 6f 6e 20 61 28 74 2c 65 29 7b 74 68 69 73 2e 5f 65 6¢ 65

Data Ascii: ",A="top-start",b="top-end",D="bottom-start",S="bottom-end",w="right-start",N="left-start",O={offset:0,flip:
10,boundary:"scrollParent"},k={offset:"(number|string|function)" flip:"boolean”,boundary:"(string|element)"},L=function()
{function a(t,e){this._ele

Data Raw: 69 29 2c 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 6f 29 2c 74 68 69 73 2e 5f 65 6¢ 65
6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 2¢ 6e 75 6¢ 6¢ 21 3d 3d 74 68 69 73 2e 5f 70
6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 2e 5f 70 6f 70
7065 72 3d 6e 75 6¢ 6¢ 29 7d 2c 6¢ 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 6e
4e 6176 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d 3d 74 68 69 73
2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6¢ 65 55 70 64 61 74 65 28 29 7d
2c 6¢ 2e 5f 61 64 64 45 76 65 6e 74 4¢ 69 73 74 65 6e 65 72 73

Data Ascii: i),t(this._element).off(0),this._element=null,this._menu=null,null!==this._popper&&(this._popper.destroy(),t
his._popper=null)},l.update=function(){this._inNavbar=this._detectNavbar(),null!==this._popper&&this._popper.s
cheduleUpdate()},l._addEventListeners

Data Raw: 6e 65 77 20 61 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6¢ 6C
29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65
29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77
2054 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 6e 5
b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 21
65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75 70 22 21 3d 3d 65 2e 74 79 70 65 7c 7c 39 3d 3d 3d
65 2e 77 68 69 63 68 29 29 66 6f 72 28 76 61 72 20 6e 3d 74 2e 6d 61

Data Ascii: new a(this,"object"==typeof e?e:null),t(this).data(i,n)),"string"==typeof e){if(“undefined"==typeof n[e])throw new
TypeError('No method named "'+e+"");n[e]()}})},a._clearMenus=function(e){if('e||3!==e.which&&("keyup"!==e.type||
9===e.which))for(var n=t.ma

Data Raw: 65 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3e 30 26 26 72 2d 2d 2c 34 30
3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6¢ 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3c 30 26 26 28 72 3d 30
29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6¢ 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77 68 69 63 68 29 7b 76 6
172 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65 72 28 22 66 6f 63 75 73
2229 7d 7428 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6¢ 69 63 6b 22 29 7d 7d 7d 2c 73 28 61 2c 6e 75 6¢ 6¢C
2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22
34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2C

Data Ascii: e.target);38===e.which&&r>0&&r--,40===e.which&&r<s.length-1&&r++,r<0&&(r=0),s[r].focus()}}else{if(
27===e.which){var o=t(n).find(E)[0];t(0).trigger("focus")}t(this).trigger("click")}}},s(a,null,[{key:"VERSION",get:function(){retu
m"4.0.0"}},{key:"Default",

Data Raw: 6d 6f 64 61 6¢ 2d 64 69 61 6¢ 6f 67 22 2c 44 41 54 41 5f 54 4f 47 A7 4c 45 3a 27 5b 64 61 74 61 2d 74 6f 67
67 6¢ 65 3d 22 6d 6f 64 61 6¢ 22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d 64 69 73 6d 69
73 73 3d 22 6d 6f 64 61 6¢ 22 5d 27 2c 46 49 58 45 44 5f 43 4f 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d 74 6f 70 2c 20
2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c
53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f 54 4f 47 47
4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6¢ 65 72 22 7d 2c 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 6
3 74 69 6f 6e 20 6f 28 65 2c 6e 29 7b 74 68 69 73 2e 5f 63 6f 6e

Data Ascii: modal-dialog",DATA_TOGGLE:'[data-toggle="modal"],DATA_DISMISS:'[data-dismiss="modal"]',FIXED_CONT
ENT:" fixed-top, .fixed-bottom, .is-fixed, .sticky-top",STICKY_CONTENT:".sticky-top",NAVBAR_TOGGLER:".navbar-t
oggler"},p=function(){function o(e,n){this._con
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Data

Data Raw: 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 69 3d 74 2e 45 76 65 6e 74 28 68 2e 48 49 44 45 29 3b
69 66 28 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74 68 69 73 2e 5f 69 73
53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 73 2e 5f 69
7353 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 2
829 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3b 73 26 26 28 74 68 69
73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 30 29 2c 74 68 69 73 2e 5f 73 65 74 45 73 63 61 70 65 45 76
65 6e 74 28 29 2c 74 68 69 73 2e 5f 73 65 74 52 65 73 69 7a 65 45

Data Ascii: his._isShown){var i=t.Event(h.HIDE);if(t(this._element).trigger(i),this._isShown&&!i.isDefaultPrevented()){t
his._isShown=!1;var s=P.supportsTransitionEnd()&&(this._element).hasClass(d);s&&(this._isTransitioning=!0),th
is._setEscapeEvent(),this._setResizeE

Data Raw: 53 48 4f 57 4e 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28
29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6¢ 65 6d 65 6e 74 2e 66 6f 63 75 73 28 29 2c 6e 2e
5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67
65 7228 73 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f
4e 5f 45 4e 44 2¢ 72 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30 29 3a 72 28 29 7d
2c 70 2e 5f 65 6e 66 6 72 63 65 46 6f 63 75 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74
28 64 6f 63 75 6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55

Data Ascii: SHOWN ({relatedTarget:e}),r=function(){n._config.focus&&n._element.focus(),n._isTransitioning=!1,t(
n._element).trigger(s)};i?t(this._dialog).one(P.TRANSITION_END,r).emulateTransitionEnd(300):r()},p._enforceFoc
us=function(){var e=this;t(document).off(h.FOCU

Data Raw: 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2c 74 28 74 68 69 73 2e 5f 62 61 63 6b
64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 74 28 74 68 69 73 2e 5f 65 6¢
65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6e
2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43
6c 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 26 26 28 22 73
74 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 3f 6e 2e 5f 65 6¢ 65 6d 65 6e 74 2e 66
6f 63 75 73 28 29 3a 6e 2e 68 69 64 65 28 29 29 7d 29 2c 73 26

Data Ascii: ._backdrop).addClass(i),t(this._backdrop).appendTo(document.body),t(this._element).on(h.CLICK_DISM

1SS, function(t){n._ignoreBackdropClick?n._ignoreBackdropClick=!1:t.target===t.currentTarget&&("static"===n._co
nfig.backdrop?n._element.focus():n.hide())}),s&

Data Raw: 28 69 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28
227061 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2C
7061 72 73 65 46 6¢ 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78 22 29 7d 29 2c
74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 2¢ 69 29 7b 76
61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6¢ 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2¢ 72 3d 74 28 69 29 2e 63
7373 28226d61 7267 69 6e 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28 22 6d 61 72 67 69 6e 2d 72 69
67 68 74 22 2¢c 73 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67

Data Ascii: (i).css("padding-right");t(i).data("padding-right",s).css("padding-right",parseFloat(r)+e._scrollbarWidth+"p
x")}),t(g.STICKY_CONTENT).each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css(“margin-right");t(i).data("margin-
right",s).css("margin-rig

Data Raw: 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73
29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6¢ 74 2c 74 28 74 68 69 73 29 2e 64 61 74 61
2829 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28 73 3d 6e 65 77 20 6f
2874 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2¢ 73 29 29 2¢ 22 73 74 72 69 6e 67 22 3d 3d 74
79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73 5b 65 5d 29 74 68
72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b
27 22 27 29 3b 73 5b 65 5d 28 69 29 7d 65 6¢ 73 65 20 61 2e 73 68 6f

Data Ascii: n this.each(function(){var s=t(this).data(n),a=r({},0.Default,t(this).data(), "object"==typeof e&&e);if(s||(s=new
o(this,a),t(this).data(n,s)),"string"==typeof e){if("undefined"==typeof s[e])throw new TypeError('No method named "+e+");s
[e](i)}else a.sho

Data Raw: 69 67 68 74 22 2c 42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2c 4c 45 46 54 3a 22 6¢ 65 66 74 22 7d 2¢ 75
3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f
6c 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72 72 6f 77 22 3e
3c 2f 64 69 76 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3¢
2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6¢ 65 3a 22 22 2c 64 65
6c 61 79 3a 30 2¢ 68 74 6d 6¢ 3a 21 31 2c 73 65 6¢ 65 63 74 6f 72 3a 21 31 2¢ 70 6¢ 61 63 65 6d 65 6e 74 3a 22 74 6f 70
22 2c 6f 66 66 73 65 74 3a 30 2c 63 6f 6e 74 61 69 6e 65

Data Ascii: ight",BOTTOM:"bottom",LEFT:"left"},u={animation:!0,template:'<div class="tooltip" role="tooltip"><div class=
"arrow"></div><div class="tooltip-inner"></div></div>' trigger:"hover focus" title:"",delay:0,html:!1,selector:!1,placem
ent:"top”,offset:0,containe

Data Raw: 34 33 35 33 0d Oa 74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74
54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 2c 69 29 29 2c 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69
63 6b 3d 21 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69 63 6b 2c 69 2e 5f 69 73 57 69 74 68 41 63 74
69 76 65 54 72 69 67 67 65 72 28 29 3f 69 2e 5f 65 6e 74 65 72 28 6e 75 6¢ 6¢ 2¢ 69 29 3a 69 2e 5f 6¢ 65 61 76 65 28 6e
75 6¢ 6¢ 2¢ 69 29 7d 65 6¢ 73 65 7h 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6 74 28 29 29 2e
68 61 73 43 6¢ 61 73 73 28 70 29 29 72 65 74 75 72 6e 20 76 6f 69 64 20 74 68 69 73 2e 5f 6¢ 65 61 76 65 28 6e 75 6C
6c 2c 74 68 69 73 29 3b 74 68 69 73 2e 5f 65 6e 74 65 72 28 6e 75 6¢

Data Ascii: 4353tDelegateConfig()),t(e.currentTarget).data(n,i)),i._activeTrigger.click=!i._activeTrigger.click,i._isWit
hActiveTrigger()?i._enter(null,i):i._leave(null,i)}else{if(t(this.getTipElement()).hasClass(p))return void this._leave(null,this);
this._enter(nul

Data Raw: 74 74 61 63 68 6d 65 6e 74 28 6¢ 29 3b 74 68 69 73 2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6¢ 61 73
73286829 3b 76 61 72 20 63 3d 21 31 3d 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 3f 64 6f
63 75 6d 65 6e 74 2e 62 6f 64 79 3a 74 28 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 29 3b 74 28
7229 2e 64 61 74 61 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2¢ 74 68 69 73 29 2
C 74 2e 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64
6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2¢ 74 68 69 73 2e 74 69 70 29 7c 7c 74 28 72 29 2e 61 70 70 65 6e 64 54 6f
286329 2c 74 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69

Data Ascii: ttachment(l);this.addAttachmentClass(h);var c=!1===this.config.container?document.body:t(this.config.contain
er);t(r).data(this.constructor. DATA_KEY,this),t.contains(this.element.ownerDocument.documentElement,this.tip)||t(r).appe
ndTo(c),t(this.element).tri
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:36 UTC 166 IN
2022-05-13 12:16:36 UTC 172 IN
2022-05-13 12:16:36 UTC 173 IN
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2022-05-13 12:16:36 UTC 177 IN
2022-05-13 12:16:36 UTC 179 IN
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Data

Data Raw: 26 6e 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c¢ 65 26 26 65 28 29 7d 3b 74 28 74 68 69 73 2e
65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 29 2¢c 73 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65
64 2829 7c 7c 28 74 28 69 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 70 29 2c 22 6f 6e 74 6f 75 63 68 73 74 61 72 74 22
69 6e 20 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 26 26 74 28 22 62 6f 64 79 22 29 2e 63
68 69 6¢ 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2¢ 6e 75 6¢ 6¢C 2C 74 2e 6e 6f 6f 70 29 2¢ 74
68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 79 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72
69 67 67 65 72 5b 54 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74

Data Ascii: &n._popper.destroy(),e&&e()};t(this.element).trigger(s),s.isDefaultPrevented()||(t(i).removeClass(p), "ontouc
hstart"in document.documentElement&&t("body").children().off("mouseover"”,null,t.noop),this._activeTrigger[y]=!1,this._ac
tiveTrigger[T]=!1,this._act

Data Raw: 29 74 28 65 2e 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74
2e 43 4c 49 43 4b 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6¢ 65 63 74 6f 72 2¢ 66 75 6€ 63 74 69 6f 6 28 74 29 7b 72 65 74
7572 6e 20 65 2e 74 6f 67 67 6¢ 65 28 74 29 7d 29 3b 65 6¢ 73 65 20 69 66 28 6e 21 3d 3d 43 29 7b 76 61 72 20 69 3d
6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 45 4e 54 45 52 3a 65 2e 63
6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74
72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 4c 45 41 56 45 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76
65 6e 74 2e 46 4f 43 55 53 4f 55 54 3b 74 28 65 2e 65 6¢ 65

Data Ascii: )t(e.element).on(e.constructor.Event.CLICK,e.config.selector,function(t){return e.toggle(t)});else if(n!'==C){var
i=n===E?e.constructor.Event. MOUSEENTER:e.constructor.Event. FOCUSIN,s=n===E?e.constructor.Event.
MOUSELEAVE:e.constructor.Event. FOCUSOUT;t(e.ele

Data Raw: 61 72 67 65 74 29 2e 64 61 74 61 28 69 29 29 7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75
63 74 6f 72 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢ 65 67 61 74 65 43 6f
6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 65
26 26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f
54 3a 45 5d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69 76 65 54 72 69 67 67 65 72 28 29 7c 7c 28 63 6¢ 65
61 72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f 75 74 29 2c 6e 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 64 2c 6e 2e
63 6f 6e 66 69 67 2e 64 65 6¢ 61 79 26 26 6e 2e 63 6f 6e 66 69

Data Ascii: arget).data(i))||(n=new this.constructor(e.currentTarget,this._getDelegateConfig()),t(e.currentTarget).data(
i,n)),e&&(n._activeTrigger["focusout'===e.type?T:E]=!1),n._isWithActiveTrigger()||(clearTimeout(n._timeout),n._hoverStat
e=d,n.config.delay&&n.confi

Data Raw: 74 69 6f 6e 3d 21 31 2c 74 68 69 73 2e 68 69 64 65 28 29 2c 74 68 69 73 2e 73 68 6f 77 28 29 2c 74 68 69 73
2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 3d 6e 29 7d 2c 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63
65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e
2829 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79
70 65 6f 66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70 6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29
29 26 26 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2c 73 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2¢
6e 29 29 2¢ 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29

Data Ascii: tion=!1,this.hide(),this.show(),this.config.animation=n)},a._jQuerylnterface=function(e){return this.each(fu
nction(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||!/dispose|hide/.test(e))&&(n||(n=new a(this,s),t(this).data(i,n)),"s
tring"==typeof e)

Data Raw: 6d 6f 75 73 65 65 6e 74 65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65
222b 69 7d 2c 67 3d 66 75 6e 63 74 69 6f 6e 28 72 29 7b 76 61 72 20 6f 2¢ 67 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29
7b 72 65 74 75 72 6e 20 72 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6 74 73 29 7c 7c 74 68 69 73 7d 67
3d 72 2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f
7479 70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 6f 2¢ 6f 2e 5f 5f 70 72 6f 74 6f
5f 5f3d 67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 6d 2e 69 73 57 69 74 68 43 6f
6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74

Data Ascii: mouseenter'+i, MOUSELEAVE:"mouseleave"+i},g=function(r)}{var o,g;function p(){return r.apply(this,ar
guments)||this}g=r,(0=p).prototype=Object.create(g.prototype),0.prototype.constructor=0,0.__proto__=g;var m=p.
prototype;return m.isWithContent=function(){ret

Data Raw: 41 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7d 7d 2c 7b 6b 65
79 3a 22 45 76 65 6e 74 22 2¢c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65
79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 69 7d 7d
2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 54 79 70 65 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75
72 6e 20 68 7d 7d 5d 29 2¢ 70 7d 28 55 29 3b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79
49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 67 2c 74 2e 66 6e 5b 65 5d
2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72

Data Ascii: A_KEY",get:function(){return n}} {key:"Event",get:function(){return _}} {key:"EVENT_KEY",get:function(){return
ith{key:"DefaultType",get:function(){return h}}]),p}(U);return t.fn[e]=g._jQueryInterface,t.fn[e].Constructor=g,t.fn[e].noConf
lict=function(){r

Data Raw: 45 6¢ 65 6d 65 6e 74 3d 3d 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6€ 74 2e 77 69 6e 64 6f 77
3f 64 3a 5f 2¢ 69 3d 22 61 75 74 6f 22 3d 3d 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68
69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2c 73 3d 69 3d 3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢
6c 54 6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d
5b 5d 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69
67 68 74 28 29 2c 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 29 29 2e 6d 61
70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 2c

Data Ascii: Element===this._scrollElement.window?d:_,i="auto"===this._config.method?n:this._config.method,s=
this._getScrollTop():0;this._offsets=[],this._targets=[], th|s _scrollHeight=this._getScrollHeight(),t. makeArray(t(this._select
or)).map(function(e){var n,

=2

Data Raw: 65 63 74 28 29 2e 68 65 69 67 68 74 7d 2c 67 2e 5f 70 72 6f 63 65 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b
76 61 72 20 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 28 29 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e
6f 66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 28 29 2c 6e 3d 74 68 69 73 2e
5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 73 2e 5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29
3b 69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73
68 2829 2c 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74 68 69 73 2e 5f 74 61 72 67 65 74 73 5b 74 68 69 73 2e 5f 74 61 72
67 65 74 73 2e 6¢ 65 6e 67 74 68 2d 31 5d 3b 74 68 69 73 2e 5f

Data Ascii: ect().height},g._process=function(){var t=this._getScrollTop()+this._config.offset,e=this._getScrollHeight()
,n=this._config.offset+e-this._getOffsetHeight();if(this._scrollHeight!==e&&this.refresh(),t>=n){var i=this._targets|[thi
s._targets.length-1];this._
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Timestam
P transferred

2022-05-13 12:16:36 UTC 181

2022-05-13 12:16:36 UTC 183

2022-05-13 12:16:36 UTC 184
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Session ID Source IP
6 192.168.2.3
. kBytes
Ti t
‘mestamp transferred

2022-05-13 12:16:36 UTC 3

2022-05-13 12:16:36 UTC 5
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Direction

IN

Source Port

49740

Direction

ouT

Data

Data Raw: 66 20 69 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f
64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 69 5b 65 5d 28 29 7d 7d 29 7d 2c 73 28 6f 2c 6e 75 6¢ 6¢ 2¢ 5b
7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e
30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2¢c 67 65 74 3a 66 75 6e 63 74 69 6f 6 28 29 7b 72 65 7
47572 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 4
144 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 74 2e 6d 61 6b 65 41
7272617928 74 28 66 2e 44 41 54 41 5f 53 50 59 29 29 2c 6e 3d

Data Ascii: f i[e])throw new TypeError('"No method named "+e+"");i[e]()}})},s(o,null,[{key:"VERSION",get:function(){ret
urn"4.0.0"}},{key:"Default",get:function(){return a}}]),0}();return t(window).on(h.LOAD_DATA_API,function(){for(var e=t.
makeArray(t(f. DATA_SPY)),n=

Data Raw: 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 75 29 2c 21 75 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e
74 65 64 28 29 26 26 21 63 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 6f 26 26 28 6e 3d 74
28 6f 29 5b 30 5d 29 2¢ 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2¢ 73 29 3b
76 61 72 20 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e
2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 6¢ 65 6d 65 6e 74 7d 29 2c 73 3d 74 2e 45 76 65 6e 74 28
72 2e 53 48 4f 57 4e 2c 7Tb 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 69 7d 29 3b 74 28 69 29 2e 74 72 69 67 67 65 72
28 6e 29 2c 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65

Data Ascii: ment).trigger(u),!u.isDefaultPrevented()&&!c.isDefaultPrevented()){o&&(n=t(0)[0]),this._activate(this._eleme
nt,s);var g=function(){var n=t.Event(r.HIDDEN,{relatedTarget:e._element}),s=t.Event(r. SHOWN {related Target:i});t(i).trig
ger(n),t(e._element).trigge

Data Raw: 29 3b 72 65 74 75 72 6e 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 72 2e 43 4c 49 43 4b 5f 44 41 54 41
5f 41 50 49 2c 67 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7h 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 76
2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 74 28 74 68 69 73 29 2c 22 73 68 6f 77 22 29 7d
29 2c 74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e
43 6f 6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69
6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61 62 3d 69 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61
63 65 7d 2c 76 7d 28 65 29 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b

Data Ascii: );return t(document).on(r.CLICK_DATA_API,g,function(e){e.preventDefault(),v._jQuerylnterface.call(t(this),"s
how")}),t.fn.tab=v._jQuerylnterface,t.fn.tab.Constructor=v,t.fn.tab.noConflict=function(){return t.fn.tab=i,v._jQueryint
erface},v}(e);!function(t){

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP CEIRELL Process
Port
104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1
Host: stackpath.bootstrapcdn.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:16:36 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677achb38f74
CDN-RequestCountryCode: US

CDN-EdgeStorageld: 674

CDN-EdgeStorageld: 718

CDN-EdgeStorageld: 718

Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 2021-06-08 05:11:08
CDN-RequestPullSuccess: True
CDN-RequestPullCode: 200

Cache-Control: public, max-age=31919000
timing-allow-origin: *

cross-origin-resource-policy: cross-origin
access-control-allow-origin: *

x-content-type-options: nosniff

CDN-Requestld: d57b249fbc897a386ch949167a1340aa
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 9346891

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ab53870ca29048-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400
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Data

Data Raw: 37 62 64 32 0d Oa 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31
31 2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69
74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6€ 74 72 69 62 75 74 6f
72 73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53
45 29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28

Data Ascii: 7bd2/*! * Bootstrap v4.1.3 (https://getbootstrap.com/) * Copyright 2011-2018 The Bootstrap Authors (https:
Ilgithub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE) */'function(

Data Raw: 6a 71 75 65 72 79 22 29 2c 72 65 71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63
74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6 65

28 5h 22 65 78 70 6f 72 74 73 22 2¢c 22 6a 71 75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28
74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2¢
66 75 6e 63 74 69 6f 6e 28 74 2c 65 2¢ 68 29 7h 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 2
874 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d
65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65 72 61 62 6¢ 65 3d 69 2e 65 6e

Data Ascii: jguery”),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"]
,e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];
i.enumerable=i.en

Data Raw: 6¢ 6e 2c 63 6e 2c 68 6e 2c 75 6e 2c 66 6e 2c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2¢ 79 6e 2¢
45 6e 2c 43 6e 2c 54 6e 2c 62 6e 2c 53 6e 2c 49 6e 2¢ 41 6e 2c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2¢ 6b 6e 2c 50 6e 2¢c 6a
6e 2c 48 6e 2c 4c 6e 2¢ 52 6e 2c 78 6e 2c 57 6e 2¢ 55 6e 2¢ 71 6e 2c 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76
617220 65 3d 22 74 72 61 6e 73 69 74 69 6f 6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20
65 3d 74 68 69 73 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6¢ 2e 54 52 41 4e 53 49
54 49 4f 4e 5f 45 4e 44 2¢ 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75
6e 63 74 69 6f 6e 28 29 7b 6e 7c 7c 6¢ 2e 74 72 69 67 67 65 72 54

Data Ascii: In,cn,hn,un,fn,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On kn,Pn,jn,Hn,Ln,Rn,xn,Wn,Un,gn
,Fn=function(i){var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(l. TRANSITION_END,function(){n=!0}
),setTimeout(function(){n||l.triggerT

Data Raw: 65 54 79 70 65 3a 65 2c 68 61 6e 64 6¢ 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61
72 67 65 74 29 2e 69 73 28 74 68 69 73 29 29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6¢ 65 4f 62 6a 2e 68 61 6e 64 6¢
6572 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 7d 2c 6¢ 7d 28 65 29 2c 4b 6e 3d 28 6e 3d
2261 6¢ 65 72 74 22 2c 61 3d 22 2e 22 2b 28 6f 3d 22 62 73 2e 61 6¢ 65 72 74 22 29 2¢ 63 3d 28 72 3d 65 29 2e 66 6e 5
b 6e 5d 2¢ 75 3d 7b 43 4c 4f 53 45 3a 22 63 6¢ 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6¢ 6f 73 65 64 22 2b 61 2
C 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 66
3d 22 61 6¢ 65 72 74 22 2¢ 64 3d 22 66 61 64 65 22 2¢ 67 3d 22 73

Data Ascii: eType:e,handle:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply(this,arguments)}},I}(e),Kn=
(n="alert",a="."+(0="bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a,CLICK_DATA_API:"click"+a+".data-
api“},f="alert",d="fade",g="s

Data Raw: 31 2e 33 22 7d 7d 5d 29 2c 69 7d 28 29 2c 72 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 75 2e 43 4c 49 43 4b
5f 44 41 54 41 5f 41 50 49 2c 27 5b 64 61 74 61 2d 64 69 73 6d 69 73 73 3d 22 61 6¢ 65 72 74 22 5d 27 2c 5f 2e 5f 68 61
6e 64 6¢ 65 44 69 73 6d 69 73 73 28 6e 65 77 20 5f 29 29 2c 72 2e 66 6e 5b 6e 5d 3d 5f 2e 5f 6a 51 75 65 72 79 49 6e 74
65 72 66 61 63 65 2c 72 2e 66 6e 5b 6e 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 5f 2¢ 72 2e 66 6e 5b 6e 5d 2e 6e 6f 43
6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 2e 66 6e 5b 6e 5d 3d 63 2c 5f 2e 5f 6a
517565 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 5f 29 2c 4d 6e 3d 28 70 3d 22 62 75 74 74 6f 6e 22 2¢c 79 3d 22 2e 22
2b 28 76 3d 22 62 73 2e 62 75 74 74 6f 6e 22 29 2c 45 3d 22

Data Ascii: 1.3"}}]),i}(),r(document).on(u.CLICK_DATA_API,‘[data-dismiss="alert"]',_._handleDismiss(new _)),r.fn[n]=_._j
Querylnterface,r.fn[n].Constructor=_r.fn[n].noConflict=function(){return r.fn[n]=c,_._jQueryInterface},_),Mn=(p="button

" y="."+(v="bs.button"),E="

Data Raw: 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 5d 29 2c 6e 7d 28 29 2c 6d 28 64 6f 63 75 6d 65
6e 74 29 2e 6f 6e 28 4f 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c¢ 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e
7072 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 3b 76 61 72 20 65 3d 74 2e 74 61 72 67 65 74 3b 6d 28 65 29 2e 68 61
73 43 6¢ 61 73 73 28 62 29 7c 7c 28 65 3d 6d 28 65 29 2e 63 6¢ 6f 73 65 73 74 28 4e 29 29 2c 6b 2e 5f 6a 51 75 65 72 79
49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 6d 28 65 29 2c 22 74 6f 67 67 6¢ 65 22 29 7d 29 2e 6f 6 28 4f 2e 46 4f 43
55 53 5f 42 4¢ 55 52 5f 44 41 54 41 5f 41 50 49 2c 49 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6d 28 74
2e 7461 72 67 65 74 29 2e 63 6¢ 6f 73 65 73 74 28 4e 29 5b

Data Ascii: on(){return“4.1.3"}}]),n}(),m(document).on(O.CLICK_DATA_API,|,function(t){t.preventDefault();var e=t.target;
m(e).hasClass(b)||(e=m(e).closest(N)),k._jQueryInterface.call(m(e),"toggle")}).on(O.FOCUS_BLUR_DATA_API,I,func
tion(t){var e=m(t.target).closest(N)[

Data Raw: 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e
74 3d 50 28 74 29 5b 30 5d 2c¢ 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6 74 3d 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6€ 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 6 74 29 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e
74 4c 69 73 74 65 6e 65 72 73 28 29 7d 76 61 72 20 74 3d 6f 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74

2e 6e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e 67 7c 7c 74 68 69 73 2e 5f
73 6¢ 69 64 65 28 71 29 7d 2c 74 2e 6e 65 78 74 57 68 65 6e 56 69 73 69 62 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 2
1 64 6f 63 75 6d 65 6e 74 2e 68 69 64 64 65 6e 26 26 50 28 74 68

Data Ascii: nfig=this._getConfig(e),this._element=P(t)[0],this._indicatorsElement=this._element.querySelector(nt),this._
addEventListeners()}var t=o.prototype;return t.next=function(){this._isSlidingl||this._slide(q)},t.nextWhenVisible=function()
{!document.hidden&&P(th

Data Raw: 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69
6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6C 7d 2C 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63
74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 3d 6¢ 28 7b 7d 2c 57 2¢ 74 29 2c 46 6e 2e 74 79 70 65 43 68 65 63 6b
43 6f 6e 66 69 67 28 6a 2c 74 2¢ 55 29 2¢ 74 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66
75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6b 65 79 62 6f 61
72 64 26 26 50 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 51 2e 4b 45 59 44 4f 57 4e 2c 66 75 6e 63 74 69
6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 2e 5f 6b 65 79 64 6f

Data Ascii: ull,this._activeElement=null,this._indicatorsElement=null},t._getConfig=function(t){return t=I({},W,t),Fn.ty
peCheckConfig(j,t,U),t},t._addEventListeners=function(){var e=this;this._config.keyboard&&P(this._element).on(
Q.KEYDOWN,function(t){return e._keydo
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Data

Data Raw: 3a 69 2c 74 6f 3a 6e 7d 29 3b 72 65 74 75 72 6e 20 50 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72
69 67 67 65 72 28 72 29 2¢ 72 7d 2c 74 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69 63 61 74 6f 72 45 6¢ 65 6d 65 6e
74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6
7429 7b 76 61 72 20 65 3d 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 4
5 6¢ 65 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 24 29 29 3b 50 28 65 29 2e 72 65 6d 6f 76 65
43 6¢ 61 73 73 28 56 29 3b 76 61 72 20 6e 3d 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6e 74 2e
63 68 69 6¢ 64 72 65 6€ 5b 74 68 69 73 2e 5f 67 65 74 49 74 65 6d 49

Data Ascii: :i,to:n});return P(this._element).trigger(r),r},t._setActivelndicatorElement=function(t){if(this._indicatorsElement)
{var e=[].slice.call(this._indicatorsElement.querySelectorAll($));P(e).removeClass(V);var n=this._indicatorsElement.childr
en[this._getlteml

Data Raw: 69 3a 65 2e 73 6¢ 69 64 65 3b 69 66 28 74 7c 7c 28 74 3d 6e 65 77 20 6f 28 74 68 69 73 2c 65 29 2c 50 28 74
6869 73 29 2e 64 61 74 61 28 48 2¢ 74 29 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 69 29 74 2e 74 6f
28 69 29 3b 65 6¢ 73 65 20 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 6e 29 7b 69 66 28 22 75 6e 64
65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 5b 6e 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 7
2 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 6e 2b 27 22 27 29 3b 74 5b 6e 5d 28 29 7d 65 6¢ 73 65
20 65 2e 69 6e 74 65 72 76 61 6¢ 26 26 28 74 2e 70 61 75 73 65 28 29 2c 74 2e 63 79 63 6¢ 65 28 29 29 7d 29 7d 2c 6f
2e 5f 64 61 74 61 41 70 69 43 6¢ 69 63 6b 48 61 6e 64 6¢ 65 72 3d 66

Data Ascii: i:e.slide;if(t||(t=new o(this,e),P(this).data(H,t)),"number"==typeof i)t.to(i);else if("string"==typeof n){if("undefin
ed"==typeof t[n])throw new TypeError('No method named "+n+"");t[n]()}else e.interval&&(t.pause(),t.cycle())})},o0._data
ApiClickHandler=f

Data Raw: 75 6e 63 74 69 6f 6e 20 61 28 65 2c 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67
3d 21 31 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 65 2¢ 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67
65 74 43 6f 6e 66 69 67 28 74 29 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 3d 73 74 2e 6d 61 6b 65 41
72726179 28 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 27 5b 64 61 74 61 2d 74 6f
67 67 6¢ 65 3d 22 63 6f 6¢ 6¢ 61 70 73 65 22 5d 5b 68 72 65 66 3d 22 23 27 2b 65 2e 69 64 2b 27 22 5d 2c 5b 64 61 74
61 2d 74 6f 67 67 6¢ 65 3d 22 63 6f 6¢ 6¢ 61 70 73 65 22 5d 5b 64 61 74 61 2d 74 61 72 67 65 74 3d 22 23 27 2b 65 2e 6
9 64 2b 27 22 5d 27 29 29 3b 66 6f 72 28 76 61 72 20 6e 3d 5b 5d

Data Ascii: unction a(e,t){this._isTransitioning=!1,this._element=e,this._config=this._getConfig(t),this._triggerArray=s
t.makeArray(document.querySelectorAll(‘[data-toggle="collapse"][href="#+e.id+"],[data-toggle="collapse"][data-target="
#+e.id+"]));for(var n=[]

Data Raw: 74 2e 73 74 79 6¢ 65 5b 72 5d 3d 30 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6c 65 6e 67
74 68 26 26 73 74 28 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28
707429 2e 61 747472 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 30 29 2c 74 68 69 73 2e 73 65 74 54 72
61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 30 29 3b 76 61 72 20 6f 3d 22 73 63 72 6f 6¢ 6¢ 22 2b 28 72 5b 30 5d 2e 74 6f 55
707065 72 43 61 73 65 28 29 2b 72 2e 73 6¢ 69 63 65 28 31 29 29 2c 73 3d 46 6e 2e 67 65 74 54 72 61 6e 73 69 74 69
6f 6e 44 75 72 61 74 69 6f 6e 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 3b 73 74 28
74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 65 28 46 6e 2e

Data Ascii: t.style[r]=0,this._triggerArray.length&&st(this._triggerArray).removeClass(pt).attr("aria-expanded",!0),this
.setTransitioning(!0);var o="scroll"+(r[0].toUpperCase()+r.slice(1)),s=Fn.getTransitionDurationFromElement(this._element
);st(this._element).one(Fn.

Data Raw: 6f 6e 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e
69 6e 67 3d 74 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 73 74 2e 72 65 6d 6f 76 65 44 61

74 6128 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2¢ 6¢ 74 29 2¢ 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 6e 75 6¢ 6¢ 2¢ 74
68 69 73 2e 5f 70 61 72 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6C 2C 74 68 69 73
2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e
67 3d 6e 75 6¢ 6¢ 7d 2c 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28
74 3d 6¢ 28 7b 7d 2¢ 75 74 2c 74 29 29 2e 74 6f 67 67 6¢ 65

Data Ascii: oning=function(t){this._isTransitioning=t},t.dispose=function(){st.removeData(this._element,It),this._config
=null,this._parent=null,this._element=null this._triggerArray=null this._isTransitioning=null},t._getConfig=function(t){
return(t=I({},ut,t)).toggle

Data Raw: 69 5d 28 29 7d 7d 29 7d 2c 73 28 61 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65
74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61
75 6¢ 74 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 75 74 7d 7d 5d 29 2c 61 7d 28 29 2c
73 74 28 64 6f 63 75 6d 65 6e 74 29 2¢e 6f 6e 28 64 74 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 43 74 2¢ 66 75 6e
63 74 69 6f 6e 28 74 29 7b 22 41 22 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 26
26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 3b 76 61 72 20 6e 3d 73 74 28 74 68 69 73 29 2c 65 3d 46 6e
2e 67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6C 65 6d 65 66 74

Data Ascii: i]()}})},s(a,null,[{key:"VERSION",get:function(){return“4.1.3"}} {key:"Default",get:function(){return ut}}]),a}(),st(d
ocument).on(dt.CLICK_DATA_API,Ct,function(t){"A"===t.currentTarget.tagName&&t.preventDefault();var n=st(this),
e=Fn.getSelectorFromElement

Data Raw: 6e 74 29 22 2c 64 69 73 70 6¢ 61 79 3a 22 73 74 72 69 6e 67 22 7d 2c 47 74 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 66 75 6e 63 74 69 6f 6e 20 63 28 74 2c 65 29 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6€ 74 3d 74 2c 74 68 69 73 2e 5f 70
6f 70 70 65 72 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28
65 29 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 74 68 69 73 2e 5f 67 65 74 4d 65 6e 75 45 6¢ 65 6d 65 6€ 74 28 29 2¢ 74 68
69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 74 68 69 73 2e
5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 28 29 7d 76 61 72 20 74 3d 63 2e 70 72 6f 74 6f 74 79 70 65 3b 7
265 74 7572 6e 20 74 2e 74 6f 67 67 6¢ 65 3d 66 75 6e 63 74 69

Data Ascii: nt)",display:"string"},Gt=function(){function c(t,e){this._element=t,this._popper=null,this._config=this._ge
tConfig(e),this._menu=this._getMenuElement(),this._inNavbar=this._detectNavbar(),this._addEventListeners()}var
t=c.prototype;return t.toggle=functi

Data Raw: 75 6¢ 6¢ 29 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64
6573 74 72 6f 79 28 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 74 2e 75 70 64 61 74 65 3d 66 75
6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76
62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e
73 63 68 65 64 75 6¢ 65 55 70 64 61 74 65 28 29 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 73 3d
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 62 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2
e 6f 6e 28 4f 74 2e 43 4c 49 43 4b 2c 66 75 6e 63 74 69 6f 6e 28

Data Ascii: ull)!==this._popper&&(this._popper.destroy(),this._popper=null)}t.update=function(){this._inNavbar=this._de
tectNavbar(),null!==this._popper&&this._popper.scheduleUpdate()},t._addEventListeners=function(){var e=this;bt(this._ele
ment).on(Ot.CLICK,function(
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Data

Data Raw: 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 62 74 28 74 68 69 73 29 2e 64 61 74

61 2849 74 29 3b 69 66 28 74 7c 7c 28 74 3d 6e 65 77 20 63 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70
65 6f 66 20 65 3f 65 3a 6e 75 6¢ 6¢ 29 2¢ 62 74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 2¢ 74 29 29 2¢ 22 73 74 72 69
6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 5
b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64
2022 27 2b 65 2b 27 22 27 29 3b 74 5b 65 5d 28 29 7d 7d 29 7d 2c 63 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e
63 74 69 6f 6e 28 74 29 7b 69 66 28 21 74 7c 7c 33 21 3d 3d 74 2e 77

Data Ascii: .each(function(){var t=bt(this).data(lt);if(t||(t=new c(this,"object"==typeof e?e:null),bt(this).data(lt,t)),"string"=
=typeof e){if("undefined"==typeof t[e])throw new TypeError('No method named "+e+"");t[e]()}})},c._clearMenus=function(t)
{if(']|3!==t.w

Data Raw: 65 6e 74 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 29 2c 6e 3d 62 74 28 65 29 2e 68 61 73 43 6¢ 61 73
732850 74 29 3b 69 66 28 28 6e 7c 7c 32 37 3d 3d 3d 74 2e 77 68 69 63 68 26 26 33 32 3d 3d 3d 74 2e 77 68 69 63 68
29 26 26 28 21 6e 7c 7c 32 37 21 3d 3d 74 2e 77 68 69 63 68 26 26 33 32 21 3d 3d 74 2e 77 68 69 63 68 29 29 7b 76 61
72 20 69 3d 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 65 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 4b 74 2
929 3b 69 66 28 30 21 3d 3d 69 2e 6¢ 65 6e 67 74 68 29 7b 76 61 72 20 72 3d 69 2e 69 6e 64 65 78 4f 66 28 74 2e 74
61 72 67 65 74 29 3b 33 38 3d 3d 3d 74 2e 77 68 69 63 68 26 26 30 3c 72 26 26 72 2d 2d 2c 34 30 3d 3d 3d 74 2e 77 68
69 63 68 26 26 72 3c 69 2e 6¢ 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72

Data Ascii: entFromElement(this),n=bt(e).hasClass(Pt);if((n||27===t.which&&32===t.which)&&(!n||27!==t.which&&3
2!==t.which)){var i=[].slice.call(e.querySelectorAll(Kt));if(0!==i.length){var r=i.indexOf(t.target);38===t.which&&0<r&&r--
,40===t.which&&r<i.length-1&&r++,r

Data Raw: 6e 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 4d 4f 55 53 45 55 50 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65
7570 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 4d 4f 55 53 45 44 4f 57 4e 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 64
6f 77 6e 2e 64 69 73 6d 69 73 73 22 2b 65 65 2¢ 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 65
65 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 73 65 3d 22 6d 6f 64 61 6c 2d 73 63 72 6f 6¢ 6¢ 62 61 72 2d 6d 65 61 73
75 72 65 22 2c 61 65 3d 22 6d 6f 64 61 6¢ 2d 62 61 63 6b 64 72 6f 70 22 2¢ 6¢ 65 3d 22 6d 6f 64 61 6C 2d 6f 70 65 6€ 22
2c 63 65 3d 22 66 61 64 65 22 2c 68 65 3d 22 73 68 6f 77 22 2¢ 75 65 3d 22 2e 6d 6f 64 61 6¢ 2d 64 69 61 6¢ 6f 67 22 2C
66 65 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 6d 6f

Data Ascii: n.dismiss"+ee, MOUSEUP_DISMISS:"mouseup.dismiss"+ee, MOUSEDOWN_DISMISS:"mousedown.dismiss"
+ee,CLICK_DATA_API:"click"+ee+".data-api"},se="modal-scrollbar-measure",ae="modal-backdrop",le="modal-open",ce
="fade",he="show",ue=".modal-dialog",fe="[data-toggle="mo

Data Raw: 74 28 74 29 7d 29 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d
74 6869 73 3b 69 66 28 74 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 21 74 68 69 73 2e 5f 69 73
5472 61 6e 73 69 74 69 6f 6e 69 6e 67 26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 6e 3d 24 74 2e 4
576 65 6e 74 28 6f 65 2e 48 49 44 45 29 3b 69 66 28 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67
67 65 72 28 6e 29 2c 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 21 6e 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65
6e 74 65 64 2829 29 7b 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 69 3d 24 74 28 74 68 69 73 2e
5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 65 29 3b 69

Data Ascii: t(t)}))}},t-hide=function(t){var e=this;if(t&&t.preventDefault(),!this._isTransitioning&&this._isShown){var
n=$t.Event(oe.HIDE);if($t(this._element).trigger(n),this._isShown&&!n.isDefaultPrevented()){this._isShown=!1;var i=$t(th
is._element).hasClass(ce);i

Data Raw: 73 63 72 6f 6¢ 6¢ 54 6f 70 3d 30 2c 6e 26 26 46 6e 2e 72 65 66 6¢ 6f 77 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65
6e 74 29 2c 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 61 64 64 43 6¢ 61 73 73 28 68 65 29 2c 74 68 69 73
2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 74 68 69 73 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72
20 69 3d 24 74 2e 45 76 65 6e 74 28 6f 65 2e 53 48 4f 57 4e 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 74 7d 29
2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 65 2e 5f 65 6¢ 65 6d 65 6e
74 2e 66 6f 63 75 73 28 29 2c 65 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 24 74 28 65 2e 5f 65 6¢
65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 7d 3b 69 66

Data Ascii: scrollTop=0,n&&Fn.reflow(this._element),$t(this._element).addClass(he),this._config.focus&&this._e
nforceFocus();var i=$t.Event(oe. SHOWN {relatedTarget:t}),r=function(){e._config.focus&&e._element.focus(),e._isTransitio
ning=!1,$t(e._element).trigger(i)};if

Data Raw: 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74
29 2e 68 61 73 43 6¢ 61 73 73 28 63 65 29 3f 63 65 3a 22 22 3b 69 66 28 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26
74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 29 7b 69 66 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70
3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 74 68 69 73 2e 5f 62 61
63 6b 64 72 6f 70 2e 63 6¢ 61 73 73 4e 61 6d 65 3d 61 65 2c 6e 26 26 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6C
61 73 73 4c 69 73 74 2e 61 64 64 28 6e 29 2c 24 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 70 65 6e 6
4 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 24 74 28

Data Ascii: ion(t){var e=this,n=$t(this._element).hasClass(ce)?ce:"";if(this._isShown&&this._config.backdrop){if(this._b
ackdrop=document.createElement("div"),this._backdrop.className=ae,n&&this._backdrop.classList.add(n),$t(this._
backdrop).appendTo(document.body),$t(

Data Raw: 6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 67 65 74 42 6f 75 6e 64 69 6€ 67 43
6c 69 65 6 74 52 65 63 74 28 29 3b 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6¢ 6f 77 69 6e 67 3d 74 2e 6¢ 65
66 74 2b 74 2e 72 69 67 68 74 3c 77 69 6e 64 6f 77 2e 69 6e 6e 65 72 57 69 64 74 68 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢
6c 62 61 72 57 69 64 74 68 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 28 29 7d 2¢ 74 2e 5f
73657453 63 72 6f 6¢ 6¢ 62 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 72 3d 74 68 69 73 3b 69 66 28 74
68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6¢ 6f 77 69 6e 67 29 7h 76 61 72 20 74 3d 5b 5d 2e 73 6¢ 69 63 65 2e 63
61 6¢ 6¢ 28 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65

Data Ascii: n(){var t=document.body.getBoundingClientRect();this._isBodyOverflowing=t.left+t.right<window.innerWidth,thi
s._scrollbarWidth=this._getScrollbarWidth()},t._setScrollbar=function(){var r=this;if(this._isBodyOverflowing){var t=[].
slice.call(document.querySe

Data Raw: 67 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 64
6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 64 69 76 22 29 3b 74 2e 63 6¢ 61 73 73 4e 61 6d
65 3d 73 65 2c 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 74 29 3b 76 61 72 20 65
3d 74 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 2e 77 69 64 74 68 2d 74 2e 63 6¢ 69 65
6e 74 57 69 64 74 68 3b 72 65 74 75 72 6e 20 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 72 65 6d 6f 76 65 43 68 69 6¢ 64
28 74 29 2c 65 7d 2c 72 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 69 29
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74

Data Ascii: getScrollbarWidth=function(){var t=document.createElement("div");t.className=se,document.body.appe
ndChild(t);var e=t.getBoundingClientRect().width-t.clientWidth;return document.body.removeChild(t),e},r._jQuerylnterface
=function(n,i){return this.each(funct
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:36 UTC 37 IN
2022-05-13 12:16:36 UTC 38 IN
2022-05-13 12:16:36 UTC 39 IN
2022-05-13 12:16:36 UTC 41 IN
2022-05-13 12:16:36 UTC 42 IN
2022-05-13 12:16:36 UTC 43 IN
2022-05-13 12:16:36 UTC 45 IN
2022-05-13 12:16:36 UTC 46 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 34 62 38 64 0d 0a 45 78 70 28 22 28 5e 7c¢ 5¢ 5¢ 73 29 22 2b 54 65 2b 22 5¢ 5¢ 53 2b 22 2¢ 22 67 22 29 2¢ 41
65 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74
6f 6f 6¢ 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72 72 6f 77
22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76
3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6¢ 65 3a 22 22 2¢
64 65 6¢ 61 79 3a 30 2c 68 74 6d 6¢ 3a 21 28 49 65 3d 7b 41 55 54 4f 3a 22 61 75 74 6f 22 2c 54 4f 50 3a 22 74 6f 70 22
2c 52 49 47 48 54 32 22 72 69 67 68 74 22 2¢ 42 4f 54 54 Af

Data Ascii: 4b8dExp("(M|\\s)"+Te+"\S+","g"),Ae={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="
arrow"></div><div class="tooltip-inner"></div></div>',trigger:"hover focus" title:"",delay:0,html:!(le={AUTO:"auto", TOP:
"top",RIGHT:"right",BOTTO

Data Raw: 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 30 7d 2c 74 2e 64 69 73 61 62 6¢
65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 31 7d 2c 74 2e 74 6f 67 67 6¢C
65 45 6e 61 62 6¢ 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 74 68
69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 7d 2¢ 74 2e 74 6f 67 67 6¢ 65 3d 66 75 6e 63 74 69 6f 6 28 74 29 7b 69 66 28 74
68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 29 69 66 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 63 6f 6e 73 74 72 75
63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2c 6e 3d 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 6
1286529 3b 6e 7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f

Data Ascii: ction(){this._isEnabled=!0},t.disable=function(){this._isEnabled=!1},t.toggleEnabled=function(){this._isEnab
led=!this._isEnabled},t.toggle=function(t){if(this._isEnabled)if(t){var e=this.constructor.DATA_KEY,n=pe(t.currentTarget
).data(e);n||(n=new this.co

Data Raw: 3d 46 6e 2e 67 65 74 55 49 44 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 4e 41 4d 45 29 3b 69 2e
73657441 74747269 62 757465 2822 69 64 22 2c 72 29 2c 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 73 65 74 41 74
74726962 75 74 65 28 22 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 22 2¢ 72 29 2¢ 74 68 69 73 2e 73 65 74 43
6f 6e 74 65 6e 74 28 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 26 26 70 65 28 69 29 2e 61 6
4 64 43 6¢ 61 73 73 28 4f 65 29 3b 76 61 72 20 6f 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 7
3 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d 65 6e 74 3f 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d 65 6e 74
2e 63 61 6¢ 6¢ 28 74 68 69 73 2c 69 2¢ 74 68 69 73 2e 65 6¢ 65 6d

Data Ascii: =Fn.getUID(this.constructor.NAME);i.setAttribute("id",r),this.element.setAttribute("aria-describedby",r),thi
s.setContent(),this.config.animation&&pe(i).addClass(Oe);var o="function"==typeof this.config.placement?this.config.plac
ement.call(this,i,this.elem

Data Raw: 49 54 49 4f 4e 5f 45 4e 44 2c 6¢ 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 63 29
7d 65 6¢ 73 65 20 6¢ 28 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68
69 73 2c 6e 3d 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 2c 69 3d 70 65 2e 45 76 65 6e 74 28 74 68
69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 48 49 44 45 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7
b 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 21 3d 3d 44 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 6e 2e 70 61 72
65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6¢ 64 28 6e 29 2c 65 2e 5f 63 6¢ 65 61 6e 54 69 70 43 6¢ 61 73 73 28
29 2c 65 2e 65 6¢ 65 6d 65 6e 74 2e 72 65 6d 6f 76 65 41 74 74 72

Data Ascii: ITION_END,l).emulateTransitionEnd(c)}else I()}},t.hide=function(t){var e=this,n=this.getTipElement(),i=pe.Ev
ent(this.constructor.Event.HIDE),r=function(){e._hoverState!==De&&n.parentNode&&n.parentNode.removeChild(n),e.
_cleanTipClass(),e.element.removeAttr

Data Raw: 29 7c 7c 74 2e 65 6d 70 74 79 28 29 2e 61 70 70 65 6e 64 28 65 29 3a 74 2e 74 65 78 74 28 70 65 28 65 29
2e 74 65 78 74 28 29 29 3a 74 5b 6e 3f 22 68 74 6d 6¢ 22 3a 22 74 65 78 74 22 5d 28 65 29 7d 2c 74 2e 67 65 74 54 69
74 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 76 61 72 20 74 3d 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 67 65 74 41 74 7
4726962757465 282264617461 2d6f 726967 69 6e 61 6¢ 2d 74 69 74 6¢ 6522 29 3b 72 65 74 75 72 6e 20 74 7c
7c 28 74 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6¢
65 3f 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6¢ 65 2e 63 61 6¢ 6¢ 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 3a
74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6¢ 65 29 2c 74 7d 2¢ 74 2e

Data Ascii: )||t.empty().append(e):t.text(pe(e).text()):tin?"html":"text"](e)},t.getTitle=function(){var t=this.element.getAttribu
te("data-original-title");return t||(t="function"==typeof this.config.title?this.config.title.call(this.element):this.config.title),t},t.

Data Raw: 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2¢ 70 65 28 74 2e 63 75 72
72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 2c 65 29 29 2c 74 26 26 28 65 2e 5f 61 63 74 69 76 65 54 72 69
67 67 65 72 5b 22 66 6f 63 75 73 69 6e 22 3d 3d 3d 74 2e 74 79 70 65 3f 4c 65 3a 48 65 5d 3d 21 30 29 2c 70 65 28 65
2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2e 68 61 73 43 6¢ 61 73 73 28 6b 65 29 7c 7c 65 2e 5f 68 6f 76 65 7
253 74 6174 65 3d 3d 3d 44 65 3f 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 44 65 3a 28 63 6¢ 65 61 72 54 69 6d 65 6f 7
5 74 28 65 2e 5f 74 69 6d 65 6f 75 74 29 2c 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 44 65 2c 65 2e 63 6f 6e 66 69 67 2
e 64 65 6¢ 61 79 26 26 65 2e 63 6f 6e 66 69 67 2e 64 65 6¢ 61 79

Data Ascii: ,this._getDelegateConfig()),pe(t.currentTarget).data(n,e)),t&&(e._activeTrigger[“focusin“===t.type?Le:He]=!0
),pe(e.getTipElement()).hasClass(ke)||e._hoverState===De?e._hoverState=De:(clearTimeout(e._timeout),e._hoverSt
ate=De,e.config.delay&&e.config.delay

Data Raw: 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b 65 5d 26 26 28 74 5b 65 5d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b
655d 29 3b 72 65 74 75 72 6e 20 74 7d 2c 74 2e 5f 63 6¢ 65 61 6e 54 69 70 43 6¢ 61 73 73 3d 66 75 6e 63 74 69 6f 6e
2829 7b 76 61 72 20 74 3d 70 65 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6€ 74 28 29 29 2c 65 3d 74 2e 61
747472282263 6¢ 61 73 732229 2e 6d 61 74 63 68 28 62 65 29 3b 6e 75 6¢ 6¢ 21 3d 3d 65 26 26 65 2e 6¢ 65 6€ 67
74 68 26 26 74 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 74 2e 5f 68 61 6e 64 6¢ 65
50 6f 70 70 65 72 50 6¢ 61 63 65 6d 65 6e 74 43 68 61 6e 67 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65
3d 74 2e 69 6e 73 74 61 6e 63 65 3b 74 68 69 73 2e 74 69 70 3d 65 2e

Data Ascii: ==this.config[e]&&(t[e]=this.config[e]);return t},t._cleanTipClass=function(){var t=pe(this.getTipElement())
.e=t.attr("class").match(be);null!'==e&&e.length&&t.removeClass(e.join(""))},t._handlePopperPlacementChange=function(t)
{var e=t.instance;this.tip=e.

Data Raw: 22 2c 42 65 3d 6e 65 77 20 52 65 67 45 78 70 28 22 28 5e 7c 5¢ 5¢ 73 29 22 2b 51 65 2b 22 5¢ 5¢ 53 2b 22 2c
2267 22 29 2¢ 56 65 3d 6¢ 28 7b 7d 2c 7a 6e 2e 44 65 66 61 75 6¢ 74 2¢ 7b 70 6¢ 61 63 65 6d 65 6e 74 3a 22 72 69 67
68 74 22 2¢c 74 72 69 67 67 65 72 3a 22 63 6¢ 69 63 6b 22 2c 63 6f 6 74 65 6e 74 3a 22 22 2c 74 65 6d 70 6¢ 61 74 65
3a 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 70 6f 70 6f 76 65 72 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6C 74 69 70 22 3e 3c 64
69 76 20 63 6¢ 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3¢ 68 33 20 63 6¢ 61 73 73 3d 22 70 6f 70 6f 76 65
72 2d 68 65 61 64 65 72 22 3e 3c 2f 68 33 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 70 6f 70 6f 76 65 72 2d 62 6f 64 79 22
3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 7d 29 2c¢ 59 65 3d 6¢

Data Ascii: ",Be=new RegExp("(*|\\s)"+Qe+"\S+","g"),Ve=I({},zn.Default {placement:"right",trigger:“click",content:"",te
mplate:'<div class="popover" role="tooltip"><div class="arrow"></div><h3 class="popover-header"></h3><div clas
s="popover-body"></div></div>'}),Ye=|
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kBytes

Timestam
P transferred

2022-05-13 12:16:36 UTC 47

2022-05-13 12:16:36 UTC 49

2022-05-13 12:16:36 UTC 50

2022-05-13 12:16:36 UTC 51

2022-05-13 12:16:36 UTC 53

2022-05-13 12:16:36 UTC 54

2022-05-13 12:16:36 UTC 55

2022-05-13 12:16:36 UTC 56

Session ID Source IP

7 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49749

Direction

Data

Data Raw: 72 20 74 3d 55 65 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74
74722822 63 6¢ 6173732229 2e 6d 61 74 63 68 28 42 65 29 3b 6e 75 6¢ 6¢ 21 3d 3d 65 26 26 30 3c 65 2e 6¢ 65 6e
67 74 68 26 26 74 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 69 2e 5f 6a 51 75 65 72
79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68
28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 55 65 28 74 68 69 73 29 2e 64 61 74 61 28 46 65 29 2c 65 3d 22
6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6e 3f 6e 3a 6e 75 6¢ 6¢ 3b 69 66 28 28 74 7c 7c 21 2f 64 65 73 74 72 6f
79 7c 68 69 64 65 2f 2e 74 65 73 74 28 6e 29 29 26 26 28 74 7c 7c 28

Data Ascii: r t=Ue(this.getTipElement()),e=t.attr("class").match(Be);nulll==e&&0<e.length&&t.removeClass(e.join(""))},i.
_jQuerylnterface=function(n){return this.each(function(){var t=Ue(this).data(Fe),e="object"==typeof n?n:null;if((t||!/de
stroy|hide/.test(n))&&(t||(

Data Raw: 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 3d 22 42 4f
4459 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 3f 77 69 6e 64 6f 77 3a 74 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68
69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 3d 74 68 69 73 2e 5f 63 6f
6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 67 6e 2b 22 2c 22 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72
67 65 74 2b 22 20 22 2b 6d 6e 2b 22 2c 22 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b
76 6e 2c 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 6
973 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 3d 6e 75 6¢ 6¢C 2¢

Data Ascii: s._element=t,this._scrollElement="BODY"===t.tagName?window:t,this._config=this._getConfig(e),this.
_selector=this._config.target+" "+gn+","+this._config.target+" "+mn+","+this._config.target+" "+vn,this._offsets=[],this
._targets=[],this._activeTarget=null,

Data Raw: 29 2e 74 61 72 67 65 74 29 7b 76 61 72 20 65 3d 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22
69 64 22 29 3b 65 7c 7c 28 65 3d 46 6e 2e 67 65 74 55 49 44 28 65 6e 29 2c 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61
747472 28 22 69 64 22 2¢ 65 29 29 2¢ 74 2e 74 61 72 67 65 74 3d 22 23 22 2b 65 7d 72 65 74 75 72 6e 20 46 6e 2e 74
79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 28 65 6e 2c 74 2¢ 61 6e 29 2c 74 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54
6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6€ 74
3d 3d 3d 77 69 6e 64 6f 77 3f 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 70 61 67 65 59 4f 66 66 73 65
74 3a 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e

Data Ascii: ).target){var e=tn(t.target).attr("id");e||(e=Fn.getUID(en),tn(t.target).attr("id",e)),t.target="#"+e}return Fn.typeCh
eckConfig(en,t,an),t},t._getScrollTop=function(){return this._scrollElement===window?this._scrollElement.pageY Offset:thi
s._scrollElement.

Data Raw: 29 3b 6e 2e 68 61 73 43 6¢ 61 73 73 28 63 6e 29 3f 28 6e 2e 63 6¢ 6f 73 65 73 74 28 70 6e 29 2e 66 69 6e 64
2879 6e 29 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 2c 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 29 3a 28 6e 2e 61 64
64 43 6¢ 61 73 73 28 68 6€ 29 2c 6e 2e 70 61 72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 67 6e 2b 22 2¢ 20 22 2b 6d
6e 29 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 2c 6e 2e 70 61 72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 5f 6e 29 2e 6
36869 6¢ 64 72 65 6e 28 67 6e 29 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 29 2¢ 74 6e 28 74 68 69 73 2e 5f 73 63 72 6f
6c 6C 45 6¢ 65 6d 65 6€ 74 29 2e 74 72 69 67 67 65 72 28 6¢ 6e 2e 41 43 54 49 56 41 54 45 2¢ 7b 72 65 6¢ 61 74 65 64
54 61 72 67 65 74 3a 65 7d 29 7d 2c 74 2e 5f 63 6¢ 65 61 72 3d 66 75

Data Ascii: );n.hasClass(cn)?(n.closest(pn).find(yn).addClass(hn),n.addClass(hn)):(n.addClass(hn),n.parents(dn).prev(gn+
", "+mn).addClass(hn),n.parents(dn).prev(_n).children(gn).addClass(hn)),tn(this._scrollElement).trigger(In.ACTIVATE {rel
atedTarget:e})},t._clear=fu

Data Raw: 69 73 74 22 5d 27 2c 57 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 22 2c 55 6e 3d 22 3e 20 2e
64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 61 63 74 69 76 65 22 2c 71 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e
63 74 69 6f 6e 20 69 28 74 29 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 74 7d 76 61 72 20 74 3d 69 2e 70 72 6f 74 6f
74797065 3b 72 65 74 75 72 6e 20 74 2e 73 68 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 68 69
73 3b 69 66 28 21 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6 74 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45
4e 54 5f 4e 4f 44 45 26 26 62 6e 28 74 68 69 73 2e 5f 65 6¢ 65

Data Ascii: ist"]', Wn=".dropdown-toggle",Un="> .dropdown-menu .active",qn=function(){function i(t){this._element=t}var t
=i.prototype;return t.show=function(){var n=this;if(!(this._element.parentNode&&this._element.parentNode.nodeT
ype===Node.ELEMENT_NODE&&bn(this._ele

Data Raw: 3b 76 61 72 20 69 3d 62 6e 28 65 2e 70 61 72 65 6e 74 4e 6f 64 65 29 2e 66 69 6e 64 28 55 6e 29 5b 30 5d
3b 69 26 26 62 6e 28 69 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 4e 6e 29 2c 22 74 61 62 22 3d 3d 3d 65 2e 67 65 74
417474 72 69 62 75 74 65 28 22 72 6f 6¢ 65 22 29 26 26 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61
2d 73 65 6¢ 65 63 74 65 64 22 2c 21 31 29 7d 69 66 28 62 6e 28 74 29 2e 61 64 64 43 6¢ 61 73 73 28 4e 6e 29 2c 22 74
61 62 22 3d 3d 3d 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72 6f 6¢ 65 22 29 26 26 74 2 736574 41 74 74 72
69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6¢ 65 63 74 65 64 22 2c 21 30 29 2c 46 6e 2e 72 65 66 6¢ 6f 77 28 74 29 2
62 6e 28 74 29 2e 61 64 64 43 6¢ 61 73 73 28 50 6e 29 2c 74 2e 70 61 72 65

Data Ascii: ;var i=bn(e.parentNode).find(Un)[0];i&&bn(i).removeClass(Nn), "tab"===e.getAttribute("role")&&e.setAttribute(
"aria-selected",!1)}if(bn(t).addClass(Nn),"tab"===t.getAttribute("role")&&t.setAttribute("aria-selected",!0),Fn.reflow(t
),bn(t).addClass(Pn),t.pare

Data Raw: 2e 43 6f 6¢ 6¢ 61 70 73 65 3d 42 6e 2c 74 2e 44 72 6f 70 64 6f 77 6e 3d 56 6e 2c 74 2e 4d 6f 64 61 6¢ 3d 59
6e 2c 74 2e 50 6f 70 6f 76 65 72 3d 4a 6e 2c 74 2e 53 63 72 6f 6¢ 6¢ 73 70 79 3d 5a 6e 2c 74 2e 54 61 62 3d 47 6e 2c 74
2e 54 6f 6f 6¢ 74 69 70 3d 7a 6e 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f 5f 65
73 4d 6f 64 75 6¢ 65 22 2¢ 7b 76 61 6¢ 75 65 3a 21 30 7d 29 7d 29 3b Oa 2f 2f 23 20 73 6f 75 72 63 65 4d 61 70 70 69 6e
67 55 52 4c 3d 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 6a 73 2e 6d 61 70 0d Oa

Data Ascii: .Collapse=Bn,t.Dropdown=Vn,t.Modal=Yn,t.Popover=Jn,t.Scrollspy=Zn,t. Tab=Gn,t.Tooltip=zn,Object.def
ineProperty(t," _esModule" {value:!0})});//# sourceMappingURL=bootstrap.min.js.map

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
54.39.157.6 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data
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kBytes

Timestam
P transferred

2022-05-13 12:16:37 UTC 281

2022-05-13 12:16:37 UTC 282

2022-05-13 12:16:37 UTC 282

Session ID Source IP
8 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-13 12:16:37 UTC 281

2022-05-13 12:16:37 UTC 282

2022-05-13 12:16:37 UTC 283

Session ID Source IP

9 192.168.2.3

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49748

Direction

ouT

Source Port

49755

Data

GET /wp-includes/assets/news.js HTTP/1.1
Host: alankara-dhamma.org

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 13 May 2022 12:16:37 GMT
Content-Type: application/javascript
Content-Length: 632

Last-Modified: Wed, 27 Apr 2022 18:04:17 GMT
Connection: close

ETag: "626985a1-278"

x-ray: wn4790:0.000/

Accept-Ranges: bytes

Data Raw: Oa 20 20 20 20 2e 74 62 5f 62 75 74 74 6f 6e 20 7b Oa 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 31
70 78 3b 0a 20 20 20 20 20 20 20 20 63 75 72 73 6f 72 3a 20 70 6f 69 6e 74 65 72 3b 0a 20 20 20 20 20 20 20 20 62 6f
72646572 2d 72 69 67 68 74 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 66 66 66 3b 0a 20 20 20 20 20 20 20 20 62 6f 72
64 65 72 2d 6¢ 65 66 74 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 46 46 46 3b 0a 20 20 20 20 20 20 20 20 62 6f 72 64 65 7
2 2d 62 6f 74 74 6f 6d 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 66 66 66 3b 0a 20 20 20 20 7d Oa Oa 20 20 20 20 2e 74 62
5f 62 75 74 74 6f 6e 2e 68 6f 76 65 72 20 7b Oa 20 20 20 20 20 20 20 20 62 6f 72 65 72 3a 20 32 70 78 20 6f 75 74 73 65
74 20 23 64 65 66 3b 0a 20 20 20 20 20 20 20 20 62 61 63 6b 67 72

Data Ascii:  .tb_button { padding: 1px; cursor: pointer; border-right: 1px solid #fff; border-left: 1px

solid #FFF; border-bottom: 1px solid #fff; } .tb_button.hover { borer: 2px outset #def; backgr

Destination IP EULCRIE Process

Port
54.39.157.6 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /wp-includes/assets/just.js HTTP/1.1
Host: alankara-dhamma.org

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 13 May 2022 12:16:37 GMT
Content-Type: application/javascript
Content-Length: 3495

Last-Modified: Thu, 28 Apr 2022 11:50:49 GMT
Connection: close

ETag: "626a7f99-da7"

x-ray: wn4790:0.000/

Accept-Ranges: bytes

Data Raw: 20 20 20 20 Oa 2f 2f 20 70 72 65 76 65 6e 74 20 63 74 72 6¢ 20 2b 20 73 Oa 24 28 64 6f 63 75 6d 65 6e 74 29
2e 62 69 6e 64 28 27 6b 65 79 64 6f 77 6€ 27 2¢c 20 66 75 6e 63 74 69 6f 6€ 28 65 29 20 7b 0a 69 66 28 65 2e 63 74 72
6¢ 4b 65 79 20 26 26 20 28 65 2e 77 68 69 63 68 20 3d 3d 20 38 33 29 29 20 7b 0a 65 2e 70 72 65 76 65 6e 74 44 65 66
61 75 6¢ 74 28 29 3b 0a 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b Oa 7d Oa 7d 29 3b Oa Oa 64 6f 63 75 6d 65 6e 74 2e 61 6
4 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 27 63 6f 6e 74 65 78 74 6d 65 6e 75 27 2¢ 20 65 76 65 6e 74 20 3d 3e
20 65 76 65 6e 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 29 3b 0a Oa 64 6f 63 75 6d 65 6e 74 2e 6f 6e 6b
65 79 64 6f 77 6e 20 3d 20 66 75 6e 63 74 69 6f 6e 28 65 29 20 7b 0a 69

Data Ascii:  // prevent ctrl + s$(document).bind(‘keydown', function(e) {if(e.ctrlKey && (e.which == 83)) {e.preventD
efault();return false;}});document.addEventListener(‘contextmenu’, event => event.preventDefault());document.onkeydown
= function(e) {i

I Destination
Destination IP Process
Port

151.101.112.193 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Page 83 of 93



kBytes

Timestam
P transferred

2022-05-13 12:16:37 UTC 286

2022-05-13 12:16:37 UTC 287

2022-05-13 12:16:37 UTC 287

2022-05-13 12:16:37 UTC 288

2022-05-13 12:16:37 UTC 290

2022-05-13 12:16:37 UTC 291

2022-05-13 12:16:37 UTC 292

2022-05-13 12:16:37 UTC 294

Copyright Joe Security LLC 2022

Direction

ouT

Data

GET /vzbuQ.jpg HTTP/1.1

Host: i.stack.imgur.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Connection: close

Content-Length: 279841

Cache-Control: max-age=315360000
Content-Type: image/jpeg

ETag: "bcc8c3add31d42b2c4b6d13c0db8d3a5"
Expires: Thu, 31 Dec 2037 23:55:55 GMT
Last-Modified: Sun, 17 Jun 2018 23:41:30 GMT
Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Fri, 13 May 2022 12:16:37 GMT

Age: 3903516

X-Served-By: cache-iad-kcgs7200173-IAD, cache-hhn4065-HHN
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

X-Timer: S1652444197.408171,VS0,VE2
Server: cat factory 1.0

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 08 06 06 06 06 06 08 06 06 08 Oc
0807 08 Oc Oe Oa 08 08 Oa Oe 10 0d 0d Oe Od 0d 10 11 Oc Oe 0d 0d Oe Oc 11 0f 12 13 14 13 12 0f 18 18 1a 1a 18 18 23
2222222327 2727 27 27 27 27 27 27 27 ff db 00 43 01 09 08 08 09 Oa 09 Ob 09 09 Ob Oe Ob 0d Ob Oe 11 Oe Oe Oe Oe
1113 0d Od Oe 0d 0d 13 18 11 Of Of Of Of 11 18 16 17 14 14 14 17 16 1a 1a 18 18 1a 1a 21 21 20 21 21 27 27 27 27 27 27
27 27 27 27 ff c0 00 11 08 04 38 07 80 03 00 22 00 01 11 01 02 11 01 ff c4 00 1b 00 00 02 03 01 01 01 00 00 00 00 00 00
00 00 00 00 01 02 00 03 04 05 06 07 ff c4 00 4a 10 00 02 02 01 03 02 04 03 05 07 01 05 08 01 00 Ob 01 02 03 11 00 04 1
221314113225161053271144252819123627282albl

Data Ascii: JFIFC#™"#" " ™"Cll 1I""*""8"JI1A"Qa2qBR#br

Data Raw: 00 5a ¢9 58 d5 93 00 15 87 26 1a c0 26 4c 20 5e 30 43 €9 80 20 18 40 c7 08 4e 36 c0 32 59 68 ae f1 86 €3 dO
63 84 e7 d3 1a bb 00 71 65 2b Oa 4f 53 8¢ 10 7d 71 82 e3 05 c9 64 al 68 61 00 Of 4c 6d a0 75 e7 20 00 76 18 28 01 f4 03
08 b3 d4 61 b3 ff 00 d6 1a 63 f4 c0 20 53 da 86 10 a7 d7 f4 c9 5e a7 8f ae 30 ab ea 2b 32 01 43 be 4a be 97 8c 08 fb c4
56 1b 51 df 06 85 d8 48 c9 b4 8e 2b 1a d4 8e a7 25 ae 05 00 00 3a 8e 7b 64 15 7d 00 c6 bf a6 40 6f 00 50 09 3c 55 63 85
23 a7 03 €9 90 1a e0 5d 61 06 ef 93 f4 c0 10 a9 ef fd 30 6d 39 65 de 4a 07 be 2¢ 51 5e d3 83 6e 5c 3d 8e 41 8b 25 14 d1
c9 b4 fb e5 e0 5f 6¢ 95 8b 14 51 b4 el d8 72 da 1e 98 48 19 6¢ b4 53 b0 e4 d8 72 d2 3d f0 56 4b 25 15 ed 39 28 8¢ b2 80
¢l b7 16 28 5c 23 €9 8c 07 b6 10 3d 86 5b 20 82 b1 81 18

Data Ascii: ZX&&L "0C @N62Yhcge+OS}gdhalmu v(ac S"0+2CJIVQH+%:{d}@oP<Uc#]a0m9eJ,Q n\=A%_I|Qr
HISr=VK%9((#=[

Data Raw: 05 Oc 34 32 61 c1 41 43 25 Oc 6a ¢3 58 02 d6 4a c6 ac 94 7d 30 05 ac 98 f5 92 b0 05 ¢9 8d 59 2b 20 06 4c 3b
7084 24 d6 00 b9 00 cb 36 1f 6¢ 9e 19 1d 71 62 84 ac 35 8d b0 el da 71 62 85 ac 35 8c 06 40 b9 2c b4 2e dc 35 8d b7
Oe dc 59 44 ac 95 8f 59 2b 16 05 c9 8d c6 4c 58 16 b0 63 56 Oa cO 06 4a c3 b4 el db 80 25 61 ac 35 92 b0 01 58 2b la
b2 56 00 b5 92 b1 ab 25 60 Ob 58 31 ab 25 60 80 ac 15 86 b2 56 50 Oa c1 58 6b 25 60 80 ac 15 8d 59 2b 00 5a c1 8f 58
2b 00 15 83 1a b0 56 00 32 64 c9 94 13 06 1c 98 00 ac 15 8d 92 b0 05 ac 95 8d 58 2b 00 5a 18 6b 0d 60 db 80 4a c1 b7
0d 1c 9c e0 Oa 54 e0 db 8f 67 06 08 2d 62 91 96 64 c5 82 a2 32 11 96 56 Oa c5 82 ba c5 db 96 91 80 8c 59 Oa eb 06 59
b7 25 65 b0 57 59 2b 1e b0 56 00 98 2b 1e b2 6d c1 28 ae b2 56 3d 64 ac

Data Ascii: 42aAC%jXJ}0Y+ L;p$6lgb5gb5@,.5YDY+LXcVI%a5X+V% X1% VPXk% Y+ZX+V2dX+Zk JTg-bd2V
YY%eWY+V+m(V=d

Data Raw: 65 02 d6 0a c7 ac 15 80 25 64 ac 7a c1 58 05 75 82 b2 ca c1 59 40 84 60 c7 ac 15 82 09 58 2b 1e b2 56 08 25
64 ac 7a c1 80 2d 60 23 1e b0 15 cb 60 4a bc 95 8d 59 2b 25 81 6b 25 63 €0 ac 01 2b 25 63 64 c0 13 05 63 91 92 b0 Oa
eb 25 63 d6 0a ca 05 ac 15 8d 59 2b 04 12 b2 56 3 0a c0 17 05 63 56 4a c1 45 ac 15 8d 59 2b 28 12 b2 56 35 64 ac 19
16 b0 56 35 64 ac 01 2b 25 63 56 4a c0 12 b0 56 3e 4a ca 04 ac 95 8d 93 00 5a c1 8d 58 2b 00 5a c9 8d 59 2b 00 4a c9 5
8 d8 2b 00 5¢ 15 8f 93 28 2b 9 58 5 82 b0 04 ac 95 8d 58 30 05 ac 18 f5 82 b0 05 05 87 04 61 06 fd 72 ed b7 db 20 8f 9c
7 66 a8 91 92 4 73 8e 0 75 18 51 28 5 cb 4a 02 b f1 58 b2 d1 52 57 e7 8c 54 13 d3 0a 80 38 ¢7 2a 07 35 92 cb 45 05
39 €3 01 04 1e b9 6d 51 €9 91 81 3d b2 d9 28 a6 cf 71 83 be 39

Data Ascii: €%dzXuY @ X+V%dz-"# JY+%6k%6c+%cdcdcY +V>CVIEY +(V5AVEd+96eVIV>IZX+ZY +IXA(+XX0ar fO
SUQ(IXRWTB*SE9MQ=(q9

Data Raw: aa b0 d1 f4 cb 82 Oc 71 18 €9 58 ¢8 62 66 ac 9f 96 69 10 f3 d3 0f 84 3d 31 90 c4 cc 01 c6 00 e6 8f Ob db 1c 45
5c 11 9321 89 98 Ob c7 08 7d 32 f1 18 1f 4c 25 40 ed ce 4c 8b 89 50 8a ae ce 10 80 f4 ¢7 da c7 bl c9 bl bb 03 8b 2d 00
02 0f 06 f1 85 fa 61 d8 47 4e 30 d3 5f 4c 59 68 00 63 80 bf 4c 94 ¢7 26 c6 c9 65 a2 10 be b5 82 c1 c3 b6 ba 8¢ 20 2f a6
2c 82 80 Oe le 3a 61 01 4e 4d 80 f7 38 b1 42 81 92 bl c2 fb e3 6d 27 be 4b 14 55 47 f2 c2 17 db 2c d8 7d 6b 20 43 8b 14
56 17 db 0d 0f 42 32 cd a7 Oe c3 8b 14 57 40 7a e4 de 07 6¢c b7 63 1le c7 14 c2 7d 31 68 53 2b de 3a d7 38 0b 5f 6¢ b0
4167 a8 18 4c 24 Oe d9 6d 0a 65 3¢ 9c 60 Oe 12 8¢ 39 3¢ 60 04 €5 b0 12 a0 8e bc e4 08 47 d3 20 bf cf 18 d9 15 79 01 53
06 04 8a 18 0a 37 5a cb aa c7 be 02 86 f2 d8 a2 8a 23 bl

Data Ascii: qXbfi=1E\I}2L%@LP-aGNO_LYhcL&e /,:aNM8BmM'KUG, }k CVB2W@zIc}1hS+:8_|AgL$me<'9<'G yS7Z#

Data Raw: d3 2b 01 7d 46 10 50 75 23 14 8b 6¢ b4 4e de 98 c2 62 72 af d9 9e 84 63 a9 88 75 20 9c 94 82 6¢ b4 48 df 4c
86 62 Of 4b ca cb 03 dc 64 de be c¢7 25 16 ¢7 f1 7d 40 c8 65 ae d8 b6 9d c6 10 23 23 a9 18 1b 84 cc a7 a8 bc 53 22 76 41
8d b6 3a f2 9c 35 18 02 a8 9c 6¢ 37 10 35 9f 97 21 7d a6 aa f1 c9 ac 42 4f 61 94 84 f1 08 fb bc e4 f1 2¢c f2 2b 08 16 3d 0f
ae 29 16 79 e9 8d 80 4b 83 d8 60 dc 3d 32 6d 18 76 83 d3 00 52 7d b2 5f b6 31 8e bb e0 02 ba 1c a0 5e 3d Oe 36 d1 e9
8c 12 fa 9e 32 d0 82 b2 58 48 a3 6f b1 03 d7 0d 2f al 39 a0 22 8e 82 fd ce 4e 07 a6 4b 14 54 05 73 cf d3 1a af b5 Oc 85
85 f0 30 59 39 41 29 70 82 3b 5e 42 3d f1 48 3e b5 80 38 35 d4 9b c9 bb f7 b1 36 93 dO ff 00 4c 6d ac 07 41 5 c8 06 df
ee 70 ef {7 fe 98 80 36 10 a7 b6 Oa 3d a9 e6 c6 41 b4 7

Data Ascii: +}FPu#INbrcu IHLbKd%}@e##S"vA:5I75!}BOa,+=)yK =2mvR}_1"=62XH0/9"NKTs0Y9A)p;"B=H>856LmAp6
=A
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kBytes

Timestamp transferred Direction
2022-05-13 12:16:37 UTC 295 IN
2022-05-13 12:16:37 UTC 296 IN
2022-05-13 12:16:37 UTC 298 IN
2022-05-13 12:16:37 UTC 299 IN
2022-05-13 12:16:37 UTC 300 IN
2022-05-13 12:16:37 UTC 302 IN
2022-05-13 12:16:37 UTC 303 IN
2022-05-13 12:16:37 UTC 304 IN
2022-05-13 12:16:37 UTC 305 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 7a e2 c0 bc 8c 36 47 ae 1c 97 ed 80 40 cd ea 70 89 18 77 39 32 01 80 30 91 bd 70 89 Oe 28 03 d3 08 al db

21 46 Oe 0f 6¢ 36 9e 95 89 7e d9 37 Of 4c 01 fc a7 al c9 43 d7 12 c6 4e 3d 70 07 a3 d8 8c 94 c3 13 f3 c¢6 04 fa e0 0d e6 f4
19 2c¢ fa Oc 01 98 77 c6 dc 4f 61 90 02 fd b0 da fa Oc 17 ed 84 6d 3d 8e Oa 4f 2f a6 1f 2f a6 4a 5¢c 9b 47 ae 52 00 85 fa 64
al eb 8d 5e f9 36 e4 28 b5 ef 86 bd f0 81 87 9¢ 58 17 6f b8 c9 b7 1b 25 7b 62 c9 40 af 6¢ 9b 4f a6 36 df 6¢ 94 46 Oa Oa c3
59 30 d9 ca 01 59 32 5e 1b 6 c1 49 f9 64 bl e9 87 8f 4c 9e 5¢ 02 58 f4 c2 08 f4 c2 02 e4 al eb 80 4b 1e 99 2c 64 db 87
6e 42 92 c6 11 47 06 dc 35 80 1a 19 28 60 c3 ce 08 1a 19 2b 07 38 72 82 56 4a c9 87 04 25 64 ac 97 92 f0 09 58 2b 0d
e4 c0 06 4c 38 30 05 ac 95 8d 92 b0 04 ac 86 b1l 8a 9¢c

Data Ascii: z6G@pw920p(!FI6~7LCN=p,wOam=0//J\GRd"6(X0%{b@IO6IFY0Y2"dL\XK,dnBG5("+8rVJ%dX+L80

Data Raw: db 8f 59 2b 16 28 ae b2 56 3e Oc b6 28 4c¢ 15 96 60 ac 96 28 4a c9 58 e4 60 ac b6 28 4a c1 58 f5 82 b1 62 84
ac 95 8d 59 2b 16 41 2b 25 63 d6 Oc b6 04 c¢9 8d 59 2b 16 04 ac 95 8d 59 2b 16 41 2b 25 63 d6 Oc 58 17 06 35 64 ac b6
04 ac 95 8f 58 2b 16 04 c¢9 8d 93 16 04 23 01 18 f5 93 16 4a 2b 23 01 19 61 18 b5 8b 2d 08 46 42 31 c8 c1 58 b3 26 6a c3
58 70 56 4b 35 40 ac 35 87 26 2c 02 b0 el c9 8b 14 4a c9 59 31 b1 62 81 59 2b Oe 4c 96 28 15 87 Oe 4c 58 a0 61 ac 99
31 62 89 58 6b Oe 4c 58 a0 56 4a c3 93 16 28 15 87 26 1c 59 68 18 72 64 ac 58 a2 56 4c 98 6b 16 28 18 d8 2b 0d 62 c5
13 26 4a c9 58 bl 44 c9 86 b2 56 2c 51 32 64 ac 35 8b 14 Oc 98 6b Oe 2c b4 4c 99 2b 0d 64 b1 40 ac 98 6b 25 62 c5 03
0d 61 ac 95 8b 00 c9 86 b2 56 2¢c 51 30 e4 ac 35 8b 14 Oc 39 2b 25 62

Data Ascii: Y+(V>(L'(IX (IXbY+A+%cCY+Y+A+%cX5dX+#J+#a-FB1X&XpVK5@5&,JY 1bY+L(LXalbXKLXVI(&Y
hrdXVLk(+b&JIXDV,Q2d5k, L+d @k%baV,Q059+%b

Data Raw: 5b 05 9b 72 6d 1e 98 a2 43 84 48 31 63 60 ed 1e 87 26 d1 84 38 39 03 5e 2¢ 50 36 e4 ac 6b 19 38 f4 c0 al 68
fb 64 ac 7e 3d 32 50 ca 04 ac 19 65 Oc 9b 47 a6 00 99 31 f6 e0 d9 80 Ob c9 78 76 e4 db ef 80 4c 39 28 e4 ac 00 el c1 87
2908 30 el 1593 29 1b 20 c9 87 26 54 42 64 c9 93 28 26 4c 99 30 09 93 26 4c 02 64 c9 93 00 99 32 64 c0 26 4c 99 30
01 59 2b 0e 03 91 80 60 23 Oe 03 90 a8 04 64 ac 99 32 14 15 83 Oe Oa c8 52 73 93 9¢ 19 30 03 b8 fa 64 0f 5d b0 56 Oc
58 al 8b 29 ea 30 79 4f 41 fd 71 72 65 b0 37 e5 fd 72 13 5d 46 2e Oc 96 06 bc 17 83 0f 38 b2 06 f0 58 c1 93 16 02 48 39
28 60 bc 97 8b 04 da 3d 72 56 4b c9 78 b0 Oa c1 58 d7 92 f1 62 85 ac 95 87 8¢ 98 b2 50 b5 92 b1 b2 62 c¢5 09 87 26 4c 5
96819 38987 16 01 57 82 8e 1e 30 71 8b 25 02 8f a6 4a 38 7f

Data Ascii: [rmCH1c’ &89",P6k8hd~=2PeG1xvL9()0) &TBd(&L0&Ld2d&LOY+ #d2Rs0d]VX)0yOAqre7r]F.8XHI("=rVKx
XbPb&LYh8W0q%J8

Data Raw: f7 86 f1 2f 25 e2 c5 0Of 78 6f 12 f2 5e 2c 50 f7 87 12 f2 5e 4b 14 3e 1c 4b c3 bb 16 5a 1a f0 e2 5e 4b c5 8a 1e
f2 5e 2d e4 bc 59 28 7b ¢3 78 97 87 76 2c b4 35 e4 bc 5d d9 2f 16 28 7c 97 8b 79 2f 16 28 6b c3 8b 79 2f 16 28 6¢ 37 8b
79 2f 16 28 6b c3 78 9b b2 6e c5 8a le f2 5e 2d el bc 58 al b2 62 de 1d d9 2¢ 50 70 e2 ee c9 79 6¢ 50 d9 31 6f 25 e2 c5
0d 8d 89 79 2f 16 28 7c 98 b9 31 62 86 c9 8b 86 2 58 a0 e4 c1 79 2f 16 28 6¢ 98 b7 86 f1 65 a0 el bc 5b ¢3 8b 14 1b c3
8b 92 f1 62 87 ¢9 8b 79 2f 16 28 6b c3 78 b7 92 f1 62 86 bc 38 b9 2f 16 28 6¢ 38 97 86 f1 62 86 bc 97 8b 78 6f 16 5a Oe
36 25 el bc 58 al b2 62 e4 c5 8a 1b Oe 2d e4 bc 58 al b2 60 bc 97 8b 14 1c 6¢ 5b ¢9 8b 14 36 4c 5¢ 37 8b 14 1c 98 2f
0d e2 c5 13 Oe Ob c3 78 bl 44 c9 86 f0 62 c5 13 26 1c 98

Data Ascii: /%x0”",PAK>KZAKA-Y ({xv,5]/(ly/(ky/(I7y/(kxn”-Xb,PpylP10%y/(|1bXy/(le[by/(kxb8/(I18bx0Z6%Xb-X I[6L\7/xDb&

Data Raw: el c5 8a le f2 5e 26 4c 96 28 b2 f2 6e ¢4 ¢3 8b 14 36 ec 3b b1 72 60 50 d7 86 f1 30 e2 c5 0f 79 2f 06 4c 59 68
38 6f 17 Oe 4b 25 06 f0 €2 d6 1a c5 8a 1a f2 60 ¢3 8b 14 4c 38 32 65 b2 d0 d9 32 64 c5 90 97 92 f2 61 ac 58 25 e4 bc 35
92 b2 d9 09 84 60 ac 35 8b 20 72 64 18 6b 16 42 63 60 03 08 19 a4 c8 c9 84 64 ac 20 65 46 58 46 41 90 Oc 61 9b 44 64
18 46 40 32 66 d2 32 4c 38 30 e6 90 26 4c 99 32 82 64 c9 93 00 99 32 64 c0 26 4c 99 30 09 93 26 4c 00 64 39 30 66 59
49 78 a4 e3 11 8a 46 61 d8 44 27 14 9c 24 60 23 30 cd 20 5e 4b c8 46 29 19 96 ca 1d c3 05 8¢ 19 2b 25 9a a2 6e 19 2¢
60 ac 15 92 ¢5 0d c6 0a c1 ce 4b 38 b2 d0 70 73 93 25 €2 c0 32 5e 4b c¢1 78 b2 d0 6f 25 e0 c1 78 bl 43 5e 4b c5c1 78 b
2 d0 7 83 76 2d e4 bc 58 a0 ee 3e b9 37 1c 5¢ 98 b2 50 6f 05 e4

Data Ascii: ~&L(n6;r'POy/LYh80K% L82e2daX%5'5 rdkBc'd eFXFAaDdF@2f2L80&L2d2d&L0&Ld90fY IxFaD'$ #0 ~"KF
)+%n, K8ps%2"Kx0%xC Kxv-X>7\Po

Data Raw: 96 98 6b 25 60 dd 83 76 2c b4 ¢3 59 2b 06 ec 1b b1 62 98 6b 25 60 dc 32 6e 19 2¢c 53 25 64 ac 1b 86 4d c3 d7
16 5a 26 4c 9b 86 0d c3 16 28 95 92 b2 6e 1e b8 37 Oc 58 a2 56 4a c9 b8 7a e0 dc 31 62 83 58 2b 26 el eb 83 70 f5 ch
628959 2b 26 el eb 93 70 f5 c5 8a 05 64 c9 b8 7a e0 dc 3d 71 62 83 83 26 el eb 83 70 f5 c5 8a Oe 4c 5d c3 d7 26 el

eb 96 ¢5 07 06 4b 1e b8 2c 7a e2 ¢5 06 f0 60 dc 3d 72 6e 1e b8 bl 41 ¢1 79 37 Of 5¢ 16 3d 71 64 a2 5e 4e 70 58 f5 c1 b8
7ae2c50d 9313 70 f5 c9 b8 7a e2 ch 43 64 c5 bl eb 92 ¢7 ae 2¢c 50 6f 25 e2 d8 f5 c9 bb df 2d 92 86 bc 97 89 7e f9 2f df
16 28 6b c9 78 97 ef 92 f1 62 86 bc 97 8b 78 2f 16 28 6d d9 37 62 5e 4b c5 8a le fO 5e 26 ec 97 8b 14 3d e0 bc 4b c9 bb
16 4a 1e f0 6e c4 dd 83 76 2¢ 51 66 ec 9b b2 bd d9 37 62 c5

Data Ascii: k%'v,Y+bk% 2n,S%dMZ&L(n7XVJz1bX+&pbY+&pdz=qb&pL]&K,z =rnAy7\=qd*NpXzpzCd,Po%-~/(kxbx/(m7

b KA&=KJInv,Qf7b

Data Raw: 25 64 a2 97 82 c3 08 2d €9 94 02 c3 al 38 db df d7 14 2c ba ce 1e 72 8d cd ea 70 f8 ac 3b fe b9 28 59 69 27
df 25 9c a7 ed 15 d4 5f d3 21 d4 9f ba bc fb 9¢ 50 b2 f0 d8 6f 31 99 25 6e ad 5e cb ¢6 57 b4 e2 8b 67 46 fd b0 d9 cc 70 ca
e9 e5 6b 64 f4 f4 cd 1f 68 5e ca 48 c8 Ob 2f 0d €0 47 57 16 bf 98 c7 b1 e9 82 82 f2 73 90 91 €9 90 1c 01 b9 c9 ce 4c 20 e4
2806 la c2 Oe 1e 98 00 db 84 Oc 20 e4 07 00 20 64 af 6¢ 23 Oe 01 01 23 e9 86 d8 fb 60 18 ¢3 00 5d b7 c9 c8 14 63 81 84
Oc 01 42 63 05 18 c0 Of 4c 23 €9 80 00 31 87 19 05 7a 61 €3 20 0d el 04 e2 e4 18 20 e1 b1 81 07 13 08 c1 1a 2c 07 08
3958 38 c0 e6 8c b4 38 38 cO e2 03 84 1c 26 65 al cl c2 Oe 28 38 6¢ 7a €6 94 8c b4 3d e4 07 14 1c 97 9a 52 25 Oe Oe
1b ¢5 07 20 39 b5 22 50 f9 30 61 ce bl 76 46 4c 99 0Of 4c

Data Ascii: %d-8,rp;(Yi'%_!P0o1%n"WgFpkdh"H/GWsL ( di## ]JcBcL#1za ,9X888&e(8Iz=R% 9"POavFLL

Data Raw: 60 1b d7 06 €3 e8 70 83 ec 70 28 20 1c 22 f2 02 3d 6b 08 23 d7 02 83 ce 41 bb 25 81 df 08 23 d7 00 22 fd 06
11 7e 99 2e b0 58 f5 cO 1b 26 Ob 5f 5¢ 36 3d 70 03 90 64 b1 eb 93 8f 5¢ 80 6¢ 99 32 65 20 70 83 8a 30 83 8b 33 43 83 84
1f 7¢c 40 70 de 5b 0d Od 78 71 41 c2 Oe 2c cd Oc 31 81 ac 51 84 61 32 31 c1 c9 78 b9 06 6d 48 cd Of bc 0f 7c 06 53 €9 90
05 39 Oc 5e 87 36 9c da e9 27 4f 72 78 a7 b8 bc 9b af 17 c2 3d f8 ¢8 14 0f 7c cb 94 fc c5 a8 f6 18 9c 17 83 26 4b 14 1b c1
83 05 e4 b2 d0 49 c0 4e 4b c1 92 cb 44 27 05 e0 27 21 39 2¢ a9 10 9c 97 83 06 0d 50 72 62 f3 93 02 89 93 06 4c 85 a0
de 4b c5 ac 9c e0 b4 1b c9 78 3f 3c 18 14 1b c¢9 78 32 60 12 f2 64 c9 58 28 32 64 c9 94 13 05 61 e7 25 €0 Ob 92 bd f0 e0
ac 02 56 Oa c3 43 26 50 29 19 2b 0d Oc 14 3d 32 01 48 c9

Data Ascii: “pp( "=k#A%#"~.X& \6=pd\l2e p03C|@p[xgA,1Qa21xmH|S96'Orx=|&KINKD"!9,PrbLKx?<x2" dX(2da%
VC&P)+=2H

Data Raw: c1 4d 3b d7 df 26 e5 7 ca 02 1f 5¢ 70 3e 98 05 82 41 e9 c6 10 eb 9 95 80 7d 70 f3 eb 80 5a 08 f4 fe b8 d7 95
73 eb 92 8f ae 40 5¢ 08 f5 ¢8 Oe 54 Ob 7a 3 02 7d 4e 09 45 97 86 fe b9 50 fa 9¢ 6¢ Oa 2c 07 0d 9c af 9c 80 fe 78 b2 62
5b b8 e4 dc d9 55 fb 61 07 16 4c 4b 37 37 a6 4d cd e9 89 63 25 8f 5¢ 59 31 2¢ de 72 6f 6¢ 4f cc 61 fc f2 d9 29 0d bd b2 6f
6¢ 5f cf 27 e7 8b 14 86 de d9 37 b6 26 1le 72 59 69 07 79 c9 bc e2 f3 €9 93 16 29 0d bc fa 64 de 7d 31 72 62 c5 20 96 c1
bb 25 e0 27 05 a0 ee c9 78 b7 82 c6 Ob 43 de 4b c4 bc 97 ef 81 43 6e c9 bb 17 06 05 0d 7e f9 2f df 17 05 e0 b4 3d e0 c4
bc 97 94 50 7 92 f1 2f 06 ef 7c Oa 2c c1 89 bb df 26 ef 7c Oa 1b f3 c9 f9 e2 ee {7 c1 bb df 02 87 a3 92 8e 26 ef 7c 9b 87 ae
514351 ¢c947 1376 4d d8 b1 4351 f5 c1 ce
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Data

Data Raw: 21 90 fa e2 50 c8 2b db 14 2c 6f 10 fa e4 dd 83 8f 6¢ 6e 32 00 6e 27 25 9c 98 6f df 00 96 d9 3c c7 be 1d de 8
77 7b e0 0a 03 7a e4 a3 fa 64 79 23 8c 6e 91 82 8f 7e f9 9a 4d 7c 54 cb 1a b3 58 ab 3c Oc 6e 2c cc c7 73 16 eb 64 9c 83
2b 07 08 39 a2 16 8c 71 95 03 93 c4 03 be 01 bb 49 cc al 6f 82 Oe 6f 11 ae 71 17 52 c8 43 47 e5 61 df 2e 1a f9 c6 d6 de
49 5e 0a 90 28 ff 00 17 be 65 c5 b3 4a 49 1d 70 8b €9 87 62 fa 67 3a 3f 8a 31 34 d1 8f e5 3c ff 00 e6 cd €9 22 ba ac 88
6d 58 58 39 86 9a 2a 69 8d b5 7d 30 80 30 59 c9 82 8e 2b 20 c4 bc 97 80 58 Oe 1b ca f7 61 07 eb 80 58 Oe 11 88 Oe 10
d8 05 83 08 ca c3 8f 7c 21 ¢6 40 58 2f 0d e5 7b 86 10 ¢3 00 7c 20 e5 60 8c 6¢ 14 b2 f2 03 88 Oe 1b 20 59 20 0f 53 90 16
03 ef 86 f3 29 d5 46 38 5b 6f a7 4c 46 d6 3f 65 03 eb ce

Data Ascii: !P+,0In2n'%o<w{zdy#n~M|TX<n,sd+9qgloogRCGa.l"*(eJIpbg:?14<"mXX9*i}00Y+ XaX[!@X/{]| '| Y S)F8[oLF?e

Data Raw: dd 5e 4b 14 54 1b d8 61 de be 99 69 11 81 46 ab 05 28 16 14 6d f5 c5 82 bd c3 d3 08 61 €9 84 12 7e 54 07 0d
c8 2c ec 1c 76 ac 01 4b Of 4¢c 60 18 f4 07 07 8b 21 03 ca 0d 7b 75 c0 26 a3 61 76 9f 45 3c 64 03 04 73 d8 e3 08 dc 6 fe
b8 ca 65 22 ca 7f 5a c0 65 20 91 42 87 53 7d 31 b9 49 el 39 ee 30 f8 4d ea 06 0Of b4 27 a9 fd 32 0d 44 67 ad 8f cb 1b 97
61 d6 10 3e 63 7f 4c b4 00 00 1d b1 04 88 6a 98 1b €9 ce 35 d8 c8 c0 d4 3d 72 50 1d f0 58 1d 68 7d 70 82 Of a6 40 4e 3d
70 df be 0a 18 68 60 13 a7 ae 4b fa e4 19 2b 00 21 be b8 c0 e2 01 84 7d 70 51 ae fb ff 00 4c 9d 3b e0 c3 d7 00 37 87 9¢c
5ac9 ce 00 d8 71 05 el 07 32 06 b1 82 f2 60 23 d0 e0 07 26 00 07 a9 c¢3 58 01 1f 5¢ 3c 9¢c 00 56 4e 7d 72 80 f3 93 9c 94
7d 70 ed 1e b9 0a 41 78 79 c8 28 74 ¢3 80 40 Oe 37 d7 16

Data Ascii: "KTaiF(ma~T,vKL {u&avE<dse"Ze BS}1190M'2Dga>cLj5=rPXh}p@N=ph K+!}pQL;7Zq2 #&X\<VN}r}pAxy(t@7

Data Raw: 46 a3 5e ff 00 a6 Oc a3 ed 15 ea 70 7d a7 db 14 2d 17 10 7d 70 10 7d 72 af b4 93 d8 7e b8 3e dO 7f 08 c5 Ob
45 84 9f 5¢ 97 89 e3 fa 81 87 c6 1e 98 20 77 0f 43 90 32 fa 1c 5f 16 fe ee 4f 17 db fa 60 Of 63 dO e4 bf 63 95 8 be d9 3c
43 e9 82 8e 4f b1 c0 58 7a 62 78 99 37 13 d8 60 81 2d 7d b2 6e 6 c8 0d f6 1f ae 35 Of 4c a0 4d fe d9 37 fb 63 52 64 fd 9f
738142 eef6cl7ec3 lee2cl 71 fa60 94 29 3e c3 07 €9 8d b9 3b 01 93 70 f4 19 4a 2d 7d 30 1b f6 c6 27 €9 80 b1 38
20 39 f4 ¢9 64 76 19 39 3d b2 1b c0 25 fb 60 b1 f8 70 1b c1 47 34 40 92 3f Oe Ob 4f 4c 9b 18 fa e4 fO ce 00 Ob 27 ae 4d cb
ea 30 f8 78 3c 21 €9 8d 89 b9 2¢ 76 23 0d 9f 51 83 c3 1e 98 76 7b Of cc €0 a0 b7 f5 18 77 3f b6 02 9e €3 06 c1 eb 94 c9
37 3fab5 e0 b3 dd 7f a6 1a 51 dc 9c 04 81 dO 9c
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Data Raw: 73 98 35 ba e4 31 8 30 92 4b 70 e4 6 1e 9f cd 84 9b 0d d1 9b 55 a8 fb 44 ed 20 bd bd 17 e8 b9 4e 26 ef 7c
20 e6 e8 c58d 93 9¢c 50 71 81 c1 46 04 el 07 16 f0 83 92 80 el c8 e8 4e 5d 1c e4 7c c2 c6 67 c2 Oe 46 8a 99 d1 49 91 c5
03 cfal eb 96 de 73 32 e4 99 d4 01 d4 7b e6 5¢ 4d 26 6d bc 84 e5 29 3a b7 5e 0f a6 37 88 9e f9 9a 2d 96 5d 64 07 13 72
9e 84 5e 1e 72 d0 bl c1 c7 56 ac ab 9c 20 e6 5a 2a 67 4b 47 ae 78 08 53 cc 7d d7 d3 e9 9d a4 91 64 5d c8 6¢ le e3 3¢
b0 6a ce a7 c3 12 52 e5 81 a4 03 9b ef 9d 74 35 64 a5 18 78 a3 2f ba 72 d6 d3 8b 59 78 59 d8 c4 90 1e d9 1le 45 89 Ob

b9 a5 02 c9 cc d1 7c 47 4d 34 86 24 27 71 €9 62 af 3d 3a ae 35 8b 67 9e 2a 4f 74 86 36 31 0e 3b 9e dd 32 a2 7d b3 c8 ¢
e d1 21 c0 4e 2b 3a a8 2c c4 2a 8e a4 9e 32 b4 9e 19 49 11 38 62
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Data Raw: b0 ca 95 64 3c Oa 3d cf 3d b1 c8 df f3 1a 03 91 80 12 6a b9 3e a3 20 22 b8 00 9f 7c 84 58 40 79 Oa 29 4f ae 2f
94 39 03 5 06 80 c0 1c 03 40 a8 24 75 ae b8 49 52 0d 8f 33 1f d3 f8 70 05 3d 6f fa e2 5d 31 1d 2b d3 21 47 21 4d 50 af
71 df 26 c6 f5 e0 Oe be 98 05 8e 7b 11 79 6b 8d fb 15 28 d2 f9 bf 5¢ 01 17 ca 6a c1 bl db 2d 57 96 af c5 €9 db 2a 05 81
2a 07 238ac9 7c f5 e6 fa 01 8a 16 5a 75 32 ad 59 0d 7e d8 €3 55 28 f9 90 10 3a 91 99 89 25 94 Oe dc 9c 25 9a c7 24 8¢
50 b3 57 da cf e0 fe b8 e7 54 02 ab 32 9a 71 62 8e 61 26 87 6e 70 87 ab ae 83 26 25 b3 68 d6 46 7a d8 fc b1 86 aa 33

d0 bl 3e 95 99 4a 50 2c 4f ca 39 €3 10 31 14 54 d1 ed 8c 45 9d 01 a8 8¢ 92 01 36 3a 82 Oe 41 a8 88 9d al c5 fd 38 cc 01
8835 7c 13 cf 38 c1 e8 82 28 fbh 64 ¢4 59 b7 ed 51 Ob b2

Data Ascii: d<==j> "|X@y)0/9@$ulR3p=0]1+!G!MPq&{yk(\]-W**#|Zu2Y~U(:%%$PWT2gba&np&%hFz3>JP,091TE6:A85
18(dYQ

Data Raw: 4e 3d 31 4b 60 b1 80 3d d7 63 80 9c 5b cO 4e 00 c4 fd 70 6e c5 bl eb 92 c6 5a 16 31 23 db 01 38 b7 83 02 c6
dd 83 77 be 25 fd 31 26 9e 38 14 b4 ce a8 be ac 6b 2d 12 cb 89 c1 d7 39 13 7c 76 15 b1 04 6¢c e7 b3 37 94 7e 9f 36 73 e7
8 a6 b6 70 ca 5f c3 46 15 el a7 1c 7d 7e 6¢ aa 2¢ 8e 68 f4 b2 49 1c 40 b4 ae aa 14 59 2c 6a 86 64 97 e2 da 18 6¢ 78 9b
d8 0b a4 17 7f 9e 79 93 23 bd b3 92 c4 8e 2c de 56 4e 69 44 cb 91 dd 7f f6 82 21 7b 20 72 6f 8d c4 01 59 92 6f 8e ea 64
56 48 91 62 dc 2b 70 24 b0 f7 5¢ e5 13 82 f3 4a 28 cb 93 34 4b ae d6 4c 08 96 77 60 57 69 04 d5 8f 4c cd dO 50 e0 7a Oc
38 2f 34 91 09 cf ae 0f cb 9c 97 87 04 05 d7 4e 06 4f 5¢ 38 a7 00 37 c6 03 55 83 25 e5 20 e8 2 2d 6¢ 66 5a fc 24 8¢ b5

35 da c8 8aec 9d c6 cf 94 13 60 7e 4d 99 c1 ac 62 e6 88

Data Ascii: N=1K"=c[NpnZ1#8w%1&8k-9|vI7~6sp_F}~,hi@Y jdIxy#,VNIDY roYodVHb+p$\J(4KLw WiLPz8/4NO\87U% -
IfZ$5 ~Mb

Data Raw: 24 9a 1d 71 d7 a3 1b 9 70 07 22 d8 8f eb 92 8a 8f 35 1c a0 4d 20 e9 5f 98 c2 26 96 f8 23 9f 6¢ 02 da b0 7b 60
4 0b 3f a8 c2 d6 39 be 3b 3 80 32 f4 63 c1 c0 21 eb 7d 4e 42 49 00 7b €5 61 8f d7 09 3d 30 Ob 01 03 6f d0 60 d8 d4 4d
7f 5¢ 8a 7f 4a 18 e1 94 82 01 e4 f1 90 a5 61 8f 1c 9c b0 3b ba 95 22 cf ae 44 55 5b ba 37 eb 8c 5d 79 €7 00 00 50 e7 ad
€316 64 e1 49 50 45 1a ef 8b bd 7d 70 31 04 d8 c8 Ob 34 f2 18 32 06 e4 ad 72 a0 f5 ce 8c 1a 98 5 14 69 5f f0 93 9c 9b
¢2 2c fd 30 d5 83 bb 93 39 da 47 9c b0 Ob 6d 10 3e 62 7a Of el 39 be f3 34 5b 1e 2 03 89 79 2f 8b ed 80 38 24 8e 45 7b
5e 40 68 5b 11 ¢5 3 d2 86 57 ba c7 24 80 c6 94 af 3f cd 84 1e 48 b0 54 0a 3e b7 fb d8 03 dd 02 5b a0 b3 9 62 d8 2¢ ae
a0 16 2b e5 63 dc 37 9a bf ce 45 2d 44 b0 02 89 8 6f

Data Ascii: $qp"5M _&#I{29;2c!}NBKa=00"M\Ja;"DU[7]yPdIPE}p142ri_,09Gm>bz94[y/8SE{"@h[W$?HT>[b,+c7E-Do

Data Raw: 5¢ f6 3d Oe 63 04 58 17 82 f9 ¢5 16 ce 95 50 24 9f cb 12 f3 3¢ 73 d5 2b f4 ec df fc b3 40 fe 99 92 92 f2 58 c9

c1 ¢c9 80 4e 30 10 32 64 ca 06 0f 20 1b 43 90 be 97 96 47 ab 96 3e 09 dc 07 af 6¢ a2 fO 5e 01 d2 1a d4 61 6¢ c5 Of al cb
57 52 7e eb d8 1f 43 9c 8b ¢8 18 a9 b5 34 72 50 b3 b5 f6 99 07 56 af 7a c2 ba b3 74 df ad e7 20 4c e3 b9 1d ec 65 82 72
57 9f 31 be a3 ae 4c 4b 91 d4 3a b5 a2 57 a8 f5 18 46 a5 40 05 c8 07 e9 9c e0 €8 68 29 36 72 09 4d 12 48 14 6b eb 8c
46 47 45 f5 05 48 da 01 04 5f 39 61 90 57 39 c9 2e 41 07 9c 61 23 10 08 24 7e 78 c4 64 74 7c 4e 68 56 07 99 10 6e 7e 9f
4c c0 49 27 7e e3 babae2 c8 cc 63 a2 49 17 d3 2d 12 ce 92 4c 8e 03 29 34 71 ¢4 80 77 bc e5 ac ac 23 d9 d0 Oc 7f b4 1d
al 7f fb c9 89 72 3a 9e 38 03 cd 55 ef 90 ca a7 b0 ce 49

Data Ascii: \=cXP$<s+@XN02d CG>I"alWR~C4rPVzt LerW1LK:WF@h)6rMHKFGEH_9aW9.Aa#$~xdt|NhVn~LI'~cl-
L)4qwir:8Ul

Data Raw: 62 ab 66 96 c1 3f 5¢c 01 ed d5 49 el 8d d0 dc 6b 18 3a 92 47 36 a6 8f a5 e5 74 3a 28 b1 c3 28 27 81 86 8f 3d
6f a8 6a b3 7f bc 32 14 b4 01 65 87 de ea 72 01 44 d0 20 b7 3e aa 32 a0 Oa 85 2¢ 09 60 6b 71 3c d3 7e 1f 4c 60 c5 09 Oe
6f 9a 52 7a 9c 01 ea df 70 00 92 bb 77 71 e5 fc be 6f 36 12 c5 54 16 21 68 80 4f 24 01 82 c0 6d b7 e6 3c d0 c5 27 6b 86
60 36 55 6f b3 77 €9 5f e7 00 b9 df 62 96 a2 d5 d8 62 dO 62 24 4a 25 94 80 {7 c7 ee f1 95 b4 c8 al b6 82 c5 7b 13 5b bf
87 76 54 7e 21 10 bd a0 b7 al e8 30 53 51 dc 02 96 72 02 9f 3e d1 f3 7f a0 c1 b9 07 ed 25 0a 24 17 44 51 bl fb a7 39 93
6a5a 52 0b 1e 3b 28 e9 95 b3 82 48 62 5a fa 8c 94 Oe al d5 40 a5 58 48 19 88 a6 ab ba f9 ba 7c b9 8e 79 e2 76 a5 43
55 65 8f 5f d3 32 d8 be 82 bd b0 83 c1 €9 94 0d bb 8f 4c¢ 5f
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Data

Data Raw: ea 30 0d 04 90 bc 73 46 8f d7 1c 37 ec da c7 9a 8f 5¢c ce 1e c1 da 47 27 f2 c6 05 8a f8 6a 41 f5 27 14 5b 2c de
01 04 f9 b7 Ob c9 60 a9 0a 05 f7 ca Ob 92 7b Oe 3e ee 1d d6 19 ab 91 5d 31 42 cb 4d 1e 79 b3 d6 fO 8a 04 80 7e b5 95 29
24 82 4a d0 f5 ed 80 49 f3 5d 8e 7f 2c 50 b2 d5 3b c0 72 2c 92 45 62 92 e2 ca f6 eb 5d b1 40 17 e5 24 85 bb 23 14 12 40
6f bb 78 05 ea d4 b6 6a c6 54 1e c1 17 f3 1b al eb 80 90 5d 95 5a c1 b6 bc 26 48 c2 aa 94 16 05 12 3d 70 43 97 93 18
2b 1e 82 f2 12 09 e0 05 fa 66 81 32 60 cb 22 45 93 76 e2 45 Oe 32 02 bb ac 62 40 15 df d7 Ob 18 88 3b 45 38 fd 31 41 3c
717f96 01 7c 50 24 ca 76 ca 15 c0 b0 a4 71 5d cb 1c a6 b8 eb d7 1c ab 04 2f 43 65 5 bf €9 96 €9 60 8f 50 c5 1a 46 52
7d 05 81 ee c7 b0 c8 dd 6e 54 af 63 29 c2 3a d6 33 28 Oc

Data Ascii: 0sF7\G'JAT[, {>]1BMy~)$JI],P;r,Eb]@$#@0x|T]Z&H=pC+f2""EVE2b@;E81A<q|P$vq]/Ce PFR}nTc):3(

Data Raw: b8 39 01 b3 55 5b 81 5a 0b 47 a0 ea 5b f8 b3 31 26 ab 8b f6 18 18 b9 3b 9¢ 92 7d 5b 00 37 60 0f f9 e0 04 13
46 fa e4 a2 40 36 0d 6 f4 c2 50 0f 30 36 3b 64 20 8a 23 a7 f7 c1 48 40 al c8 e4 75 07 20 Ob dc ff 00 4c 21 14 8d c4 9b 3d
46 56 78 24 59 a1 80 58 76 80 42 93 91 11 49 f3 13 c9 ed 84 08 €8 6e 1d 70 11 b4 90 2e 81 ef 80 17 8¢ 02 40 26 81 ab
ae b8 84 51 a3 d7 2e 12 d0 2a 6e fd 32 ad b6 c6 cf 4e 4e 00 19 48 f4 3f 4c 88 2d cO ba be 8 fb 50 8a e7 f5 c4 52 14 86 e3
8e d7 80 58 41 ad ab cd 36 23 96 f3 d0 34 4f 5¢ 2a 49 53 ea 70 d9 04 02 08 7 cO 2b 46 24 d1 3c 91 5¢c €3 04 f5 6e 7e 98
ae 09 22 81 35 8¢ 81 89 8 70 06 40 51 ae ec 57 51 8c 6a 41 b9 ba 81 43 f5 ¢4 04 80 7d c7 03 08 ba 03 b1 1c 1c 00 dO
0d 54 38 35 8d b8 0b €0 50 ca c3 f9 f8 3d fO df 0d 80 5a

Data Ascii: 9U[ZG[1&;}[7'F@6P06;d #H@u L!=FVx$YXvBInp.@&Q.*n2NNH?L-PRXA6#40\*ISp+F$<\n~"5p
@QWQJAC}T85P=2Z

Data Raw: 21 89 4f 05 fd 31 03 b7 5b 37 88 78 38 4b 6a 0d db b2 e3 12 ac 8d 10 70 c8 bc 87 03 a8 c6 3a 76 08 64 65 68
d5 45 9b 23 9f 65 cc e4 f1 ec 32 e9 75 0f 30 a6 03 a5 58 3d 72 6e 36 2b 3b 7b 59 1e f8 Of 3d Oe 4e 80 75 e7 01 bc a4 18
12 0f 07 23 33 31 b6 36 71 01 c9 94 Oc Oe 1b fc c6 Oc 99 00 41 00 8b ba f6 c6 2f 60 76 23 b8 c4 c2 3d 86 01 60 66 01 a8
9f 30 2a de e3 22 1d ac ac 38 20 de 57 eb 96 c6 8f 23 04 42 01 fc 4c 42 81 fc 45 b2 15 16 4e f1 b9 2e 05 33 1b 35 d0 7f
Oe 54 28 91 cd 1f 6¢ 9d 09 42 6f 9a 05 4f 07 f8 7d b0 10 47 34 47 6¢ 06 4a e0 d8 ff 00 96 30 ab 05 86 28 e4 75 af 5¢ 70
6816 e7 68 e8 47 3c f6 ca 06 28 a6 8a 59 04 51 dd eb 8f f6 70 23 12 16 03 7f c9 ff 00 €9 61 de al 7c a0 12 cb 77 dc 1e f9
59 20 c6 db 98 82 95 b1 07 4f 31 f3 64 2e c4 50 01 64

Data Ascii: |01[7x8Kjp:vdehE#e2u0X=rn6+;{Y=Nu#316gA/ v#="f0*"8 W#BLBEN.35T(IBoO}G4GIJ0(u\phhG<(YQp#alwY
O1d.Pd

Data Raw: 42 3f 15 1a e8 Oe 28 5a 3d 4e 01 61 da 40 24 92 07 6c 60 c0 Oe 3b 7a 8c 43 b5 54 80 77 13 d7 d0 62 83 63 db
eb 80 5b e2 51 1e 80 el 24 16 f2 81 b4 Oc 08 ab 66 c7 23 be 2d a8 6a 51 44 9c 02 d3 44 01 61 47 7a c8 aa 80 79 89 38
84 d8 af f1 8c a4 10 6f ad 66 4d Oe 4c 68 3a 71 82 d4 9d c0 d7 1d 2b 01 09 c0 3d 7f be 28 a2 4a d0 al cd e0 85 al 81 5a
ed 7e 99 0d 74 06 cO ee 45 56 21 b1 41 40 00 70 72 6f 05 88 e7 a5 62 8a 1d c2 b9 e9 d6 f2 03 46 cO e0 8e b8 be 20 04
1b 17 5e 97 8a 65 62 41 27 76 05 8e 4f 38 0b 50 c4 f1 16 ba 12 72 5a 83 60 91 ed 92 85 90 92 78 c6 ae 2c 9a c5 b0 2a b
afafae0 27 fae0Oc 48 1d 07 e7 8a 7a e0 24 56 Ob c0 0d e2 e0 27 25 e5 04 3c 9e 05 e2 9e 31 ae ba 62 16 3d 2f 8¢c 02 1
¢ 53 86 f0 60 c9 30 5e 4c 19 a0 4c 99 2f 25 e0 04 1c 38 b7 92 fO

Data Ascii: B?(Z=Na@$!";zCTwbc[Q$f#-jQDDaGzy8ofMLh:q+=(JZ~tEVIA@probF *ebA'vO8PrZ x,*Hz$V'%<1b=/S'0
ALL/%8

Data Raw: 74 a6 f5 c6 8a 32 de 6b 07 8e 07 7c 6a 53 e5 61 e5 1d c6 28 a6 84 37 df 13 58 49 08 2f d7 10 10 2d 54 d5 1f
d7 12 6d f2 00 16 d8 83 c7 b0 ca 41 40 94 db 6d 2c 14 51 ae c3 2c 49 81 52 3a 10 78 bc b0 15 Oa c2 e9 8 a0 0f fe 9c 47
5024 21 4580 79 3d f2 0b 2a 72 €5 83 d6 d2 05 72 31 96 42 14 29 37 f5 ef 84 d9 6f 30 04 Of 51 84 c6 a4 82 41 3f c3 c6
00 58 f9 89 f7 c8 79 4e 97 cf 6e dc 63 a2 2b 86 66 52 28 5f 27 33 89 88 1c 58 38 05 8a 80 81 b8 1b ef eb 95 7 db cd 76
bc 70 e7 92 c3 ea 72 a0 58 30 bf a9 07 d3 00 62 57 b9 3c e4 79 8a a8 54 el 8f 70 72 4c d1 81 e5 a2 4f 6f 4c ce 4f 7c 02
5f 73 ¢9 ¢3 83 26 01 30 8e 06 Oc 98 04 c9 ce 1b ae 7b e0 27 f5 c0 06 1c 99 32 02 Oe 72 64 ¢9 80 1c ba 20 b2 12 1d c2 ff
0010 eb 94 61 bc 03 67 d9 a3 93 85 98 33 f6 be f9 48 b0

Data Ascii: t2k|jSa(7XI/-TmA@m,Q,IR:xGP$!Ey=*rr1B)700QA?XyNnc+fR(_'3X8vprXObW<yTprLOoLO|_s&0{'2rd ag3H

Data Raw: 62 8a al 76 4f a0 ce 7a cf 22 02 aa 4d 1f 5e a3 01 9a 46 05 4b 12 Oe 05 9d 20 00 36 41 Oa 7a 50 c5 21 37 58
24 9f 43 59 80 4f 2a 02 81 8d le c4 f4 ca cb bl 36 49 bf 5¢ 50 b3 a6 59 40 23 7a df 5a 27 11 b5 11 a0 2a cd 64 fa 73 9¢c
de 08 25 88 18 09 e2 b1 44 b3 6f da 23 a3 dc 9f 6¢ 4f b5 28 3¢ 02 73 27 eb 80 9e 31 42 cd 87 54 a4 74 35 €9 88 35 6¢ 01
aa 52 4f 40 33 29 c1 96 85 9a Oe aa 63 c6 ee 3e 83 00 d5 4c a4 b2 bl 1f 5e 47 €9 94 64 e4 e2 85 96 34 d2 39 1b 98 9f a9
€5 3239998 9a f5 38 9d 30 1e 32 d1 Ob Oc af 42 c9 f6 c8 65 90 d1 dc 78 €9 95 92 7b e4 fc f1 40 b3 c6 7b 06 cf 18 e3 51
64 6e 1c 5f 3599 f2 62 85 9a c4 a8 c4 ed e3 d0 56 42 7f 53 98 ef 1c 4a c2 fb de 4a 2d 97 12 49 eb fa e4 ae 41 3c e5 62
40 df 37 18 ¢0 92 3d b0 02 7d 8f d3 10 92 31 89 1d 47

Data Ascii: bvOz"MAFK 6AzP!7X$CYO*6I\PY @#zZ'*ds%Do#l0(<s'1BTt55IRO@3)c>L"Gd4929802Bex{@{Qdn_5bVBSJJ-
IA<b@7=}1G

Data Raw: 35 ce 00 b2 81 1d 05 6d c0 8c b6 3d 85 10 d0 06 ae fd f2 b4 22 45 a6 00 81 8a 37 02 d1 82 06 db e4 8c 85 2e
a5 60 0d 90 c7 af d7 2a 05 89 dc 07 1d c6 3c 87 ca 59 4f 15 dc ff 00 4c a4 16 26 80 24 fa Oc 02 c6 2¢ 94 28 07 3d c6 42
1d 00 2d 54 dc 83 d7 2b 3b 94 9 81 0d d7 9c 84 b1 07 df 9c 02 c1 21 16 01 24 7b el 12 30 37 7c €0 29 49 bd 7a d0 39
09 a0 28 51 al db 20 1b 79 20 f2 6¢ ff 00 6¢ 65 66 3¢ 06 37 f4 ca c2 9f 50 2b 08 25 5b 9c 02 f2 49 0a 01 a2 39 e4 65 2c ec
e7 cd d7 1e ce e0 3b 8e 31 24 24 39 1c 71 d7 00 68 cf 2c 7d 07 4c 73 ¢3 00 09 fd 72 a4 62 09 15 7b 85 63 b1 {3 0f 4c 02
59 Oc 28 90 79 ef 8¢ 0d 83 64 d9 e6 ea f2 b2 79 1c 1e 87 8c 70 c0 2d f7 ba c0 27 16 bc 75 18 38 b3 c7 6¢ 84 fc bf 4c 17
€9 c0 1c 1a 1d 07 5¢ 21 cf eb 8a 2a a8 9a ea 7a 62 10 09

Data Ascii: 5Sm="E7."*<YOL&S$,(=B-T+;!${07|)Iz9(Q y llef<7P+%[I9e,;1$$9qh,}Lsrb{cLY (ydyp-'usIL\I*zb

Data Raw: fa e0 a0 7b f3 84 6d fe 6¢ 01 c9 52 06 de 1b 9d de 98 a7 8f cf 08 3¢ 73 d3 01 23 81 d8 ff 00 4c 80 5f cb 0d 5e
4c 17 ce 50 4e 98 70 1a 39 2f 00 3d b2 60 bc 97 80 1c 80 de 2f 35 75 ¢6 4c a0 70 7d f2 5d 62 de 1e 4f 4e 72 00 dd f6 c8
08 c8 80 6f 50 c2 c1 3c 8c d2 12 06 27 ee f1 c¢7 5e b8 05 00 02 69 8e d1 eb 59 60 48 8f 59 3f 51 94 83 47 9e 48 cb 41 00
8e 07 ad 9c 00 b9 58 46 c5 3b 9f ae ef 4¢c b5 0d 2a 1b b2 c2 f9 ca 1d 77 12 c4 8b f4 18 3 90 a0 Ob d8 38 ca 28 ba 40 02
1049 aa e6 ce 65 70 13 6d 1b dc 2f 34 13 be 95 ac 16 1d bf 77 16 90 02 Oa 6e ae 05 9c 80 ae 1e 5e 8f al cb d4 02 36 6
3d b2 a0 15 18 35 91 d8 8e dd 31 91 d7 d4 7e b9 50 08 90 23 10 c2 87 34 71 64 94 31 04 74 5e fe b9 59 49 18 96 03 82
4f 7c 56 57 4a dd 5f 91 c0 2c 79 8b 1a 50 02 83 63 eb 91

Data Ascii: {mIR<s#L_~LPNp9/="/5uLp}]bONroP<"NiY 'HY?QGHAXF;L*w8(@lepm/4wn"6=51~P#4qd1t*YIO|VWJ_,yPc

Data Raw: 02 41 16 07 eb 9a 04 b2 Oe 4e 7d 39 5 ¢8 48 a3 83 72 83 df 00 73 54 28 9d de bd b0 1b 03 ae 56 5a fa 71 8b
64 e0 16 d8 1d f1 4b 03 8a 01 38 68 7a f3 ef 82 04 1e 99 3a Ob fe d9 28 df 00 13 ed 84 29 3d 87 18 00 04 {7 e8 30 83 7d
cd e3 04 03 e7 26 bb 7d 70 ed 35 e5 ab {7 ff 00 5¢ 50 0d b1 1c f9 80 ee 71 49 50 45 Oe 7e bc 62 51 1e 5b 3f 4c 62 02 a8
Oa 4d fb f6 c0 19 58 1a 5a 0b 67 a0 c4 76 5b e9 47 01 75 f5 04 9f 6¢ 56 6b ed 58 b0 4d c2 bd fd f2 12 4e 2d e0 27 32 51
89 c5e9 92 fd fO 1c 02 13 93 06 4c 10 97 80 9c 87 05 6 cd 02 13 79 2f 25 e0 bc 00 5e 4f 7c 98 30 02 49 3d 70 64 c9 80
Ob ac 04 el c5 c0 26 4¢c 99 32 90 98 Oe 42 70 5e 01 32 64 bf d7 06 01 32 13 c6 4c 98 04 38 09 c2 70 5e 50 Oc 18 70 60
13 b0 3e b9 2f 26 4c 02 56 Oc 38 30 42 62 €3 62 €0 13 0d e0

Data Ascii: AN}OHrsT(VZqdK8hz:()=0}&}p5\PqIPE~bQ[?LbMXZgv[GulVkXMN-'2QLy/%"O|0l=pd&L2Bp"2d2L8p"Pp >/
&LV80Bbb
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2022-05-13 12:16:37 UTC 333 IN
2022-05-13 12:16:37 UTC 335 IN
2022-05-13 12:16:37 UTC 336 IN
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2022-05-13 12:16:37 UTC 339 IN
2022-05-13 12:16:37 UTC 340 IN
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Copyright Joe Security LLC 2022

Data

Data Raw: 65 ee 10 5d 8b 35 f9 66 74 01 46 e0 7a 8e e7 Ob 01 64 7a 5f 4c 04 03 63 a5 8e b8 03 07 02 f9 eb ed 90 95 35
60 1b ef df 2a 20 Oe a7 f2 bc 37 c0 ae ¢3 20 18 04 bl b4 1e 9d Oe 38 34 39 14 7d 6f fc 65 68 19 ac 28 dd dc d7 6¢ 04 90
4a b5 82 0f 22 b0 07 3c 83 43 cc 4f 5¢c 80 30 e6 8d fa 56 3b 46 aa 8d 4c 6¢ 7b €6 72 49 3d 4e 01 78 al 7c 6e f6 6f 4c bl
40 2c 24 16 be b4 3a 66 50 48 €8 71 d5 dc 58 ea 2b 9c 58 2¢ 66 a2 54 9b 20 f5 ac 85 81 23 df 20 40 cb bd 4d 93 d7 06 c3
19 f1 38 a0 7b 9¢c 01 94 53 02 05 31 3c 6e bc 72 18 5a 92 38 eb ¢6 01 20 66 5a 26 ac 71 8c 7 96 fa Oc 00 de c5 ab b2 4f
38 0f98 05 e4 80 71 09 b5 b3 d4 8b c8 18 05 66 6a e4 55 77 c5 81 fc a4 10 a3 69 02 f8 ef 95 a9 70 46 eb 16 38 f7 ch 09
93 6d 17 2a be 80 6 cO 42 50 56 2¢ 4f 60 05 59 c0 19 a3

Data Ascii: €]5ftFzdz_Lc5™* 7 849}oeh(1J"<CO\0OV;FLKrI=Nx|noL@,$:fPHgX+X,fT # @M8{S1<nrZ8 fZ&qO8qfju
wipF8m*BPV,0'Y

Data Raw: 26 b6 03 ba 8d b9 5e e5 20 92 Oe e3 de f2 90 55 0a f3 53 0f 53 5f fc b2 fd b0 9a f2 91 63 a0 3c 65 55 65 79 37
db a6 45 6b ac 1a 1c aa 85 01 6¢ 7a a7 5f eb 80 80 40 05 8d f6 e0 el bb 6f cb 00 3c 0a 35 ¢6 Oc 94 b1 75 62 09 b2 3a f3
89 64 f5 24 e1 90 dc 84 fa 9c 00 73 c8 cc 9a 26 1a cl c5 e4 ca 09 86 c6 4b c9 79 00 72 62 €3 60 13 26 4c 35 f9 64 00 c9
d7 27 1d 86 4c a0 39 30 64 eb 80 1c 3¢ 60 1c 64 c1 49 93 27 4c 17 80 12 7d 32 5f a6 4c 83 8e 70 42 00 4f 41 93 25 9c 9d
3202 64 e7 26 4c 00 8¢ 9f db 05 e4 17 58 04 c3 7c €0 c6 00 1e e2 b0 68 23 a0 f4 c2 41 3d 89 fa 64 3c 1a 20 71 d3 00 3c
df 19 3b 10 63 4a 06 d1 57 d6 fO ee 00 1a 02 ba 70 70 93 7f 30 al eb 81 85 51 36 56 bb 64 28 45 51 da 00 1d Oe 40 40
04 1b a3 db 16 b6 f2 a7 ca 47 43 8d 62 8b 7e 98 03 5f 43

Data Ascii: & USS_c<eUey7Eklz_@o0<5ub:d$s&Kyrb’&L5d'L90d<"dI'L}2_LpBOA%2d&LX|h#A=d< g<;cJWpp0Q6Vd(EQ
@@GCb~_C

Data Raw: 5f 03 15 64 25 87 al e7 2d 23 36 cc 44 df e5 93 2c d4 10 5¢ 6d 03 a7 35 eb 94 de 65 a3 43 5e 4b c5 bc 98 03
03 86 fd f8 c5 bc 97 80 1b c9 77 82 f2 5e 00 49 c1 78 2f 26 01 32 5e Oc 97 58 01 bc 97 82 f0 60 06 fO dd Of 7c 4b 03 a6 4b
bc 02 1392 f2 71 82 86 01 2e b2 5e Oc 19 40 70 13 93 27 4c 10 04 e4 c9 7c f3 90 55 f3 d3 00 99 2f 21 03 9¢ 98 04 bc 18
70 76 c0 26 03 90 e0 bc a4 26 Oc 38 30 09 93 26 4c 02 1c 5¢ 63 82 b0 01 79 Oe 4d a4 ff 00 a9 c1 d3 00 84 d6 Ob c3 80 8¢
a4 05 e4 c9 93 05 26 4b c9 83 04 Oe 4e 72 60 c0 27 ae 4c 19 32 94 37 86 f1 72 5f 38 03 5f f4 c2 09 38 a0 fe 98 07 1d fO
64 b0 05 22 c9 fc bl d2 4d ad bd 45 d7 1c 9c ab 71 ae b8 41 e4 76 c1 a2 d9 24 b2 59 45 82 3d 39 fe 6¢ a4 9c 72 d4 41

ee 4e 10 84 b8 a5 21 4f 6¢ 01 91 10 8a 22 c8 e6 ef 23 22

Data Ascii: _d%-#6D,\m5eC "Kw/Ix/&2"X"|KKq.*@p'L|U/!pv&&80&L\cyM&KNr'L27r_8_8d"MEqAV$YE=9IrAN!OI"#"

Data Raw: 04 8f cf cb 88 e6 ae d0 86 5e 08 07 a6 20 20 8d a4 9e 71 9c 5a da 9d c4 75 ca 02 44 64 02 a0 ad fa 1e 99 59
0a Of 04 ee 1e b8 ed 25 c6 28 Oe 2b 95 15 fc cd eb 89 b9 48 a9 09 be c4 Oe 72 00 aa 17 60 8a 37 37 61 84 c2 e2 c1 53 78
aa cl 4f 96 ¢8 3d Of 7c bb ¢4 96 fc ac 6b a9 07 ff 00 d2 cO 2b 08 49 ab 1b bd 2f 21 4a f9 b8 fa 9e b8 4e f0 6e c5 dd d8 c8
€0 35 15 b6 f4 23 ff 00 76 00 08 ba e7 9e dc 62 51 f4 cb €3 2c 01 0a 76 80 79 62 6b 25 02 4f 56 02 ef 9c 02 91 b8 {7 18
€000 c048 7c a4 75 1c el 3b 2c 83 d3 a0 3 a6 00 00 e8 4e €3 d8 Oc 01 09 00 9d a3 8f 7c 80 f5 c¢6 20 1b 37 b8 {7 c4 20
8f 7c 02 d4 00 f7 a3 d3 2d 8e 80 22 f8 19 98 12 08 c6 Oe 43 12 a3 8f ef 80 5e 6¢ c6 00 ea 0d d6 21 59 02 ee 20 84 5 ea
31 0c 87 92 a0 03 ea 72 d8 9c d3 06 3c 57 4e d8 02 90

Data Ascii: * qZuDdY%(+Hr 77aSx0O=|k+/{INn5#vbQ,vybk%OVH|u;,N| 7 [-"CAlY 1r<WN

Data Raw: a4 c6 4f 21 81 02 ¢3 60 Ob 21 02 32 b6 49 3d 01 ca d3 6f 04 f2 3b 8c d6 20 Oe 37 1e 8d cd 62 3e 99 63 56 7b
3e 5163 db 14 2c a8 42 87 cd c9 5b e0 f4 fc b2 18 a3 02 d8 15 fe 2c 64 7b 89 14 50 d8 6¢ 93 8¢ 58 92 a5 aa ab a6 50 52
c9 el 13 57 44 58 bc 01 d4 91 ed 8e 48 2a 54 f0 Of 5a e4 e5 21 5b 78 8d 45 b3 1e 3b 64 05 82 cb b3 51 da 2a f8 c7 27 a0
ec c3d38c 7857 ¢3 72 4d 9b 15 cf 5¢ ca c5 8b 35 7a 9e 99 41 61 8a 2a 25 49 56 ec 3a 8c 31 38 24 03 5e 87 11 1a 98
ee eb ef 95 86 20 d8 34 6f 25 83 41 3¢ 59 3d bd 72 a7 60 ca be c4 e0 32 12 85 4d 12 7b e2 d9 aa ed 96 c0 ea ca bc 30 dc
0f 51 8c c4 70 40 a2 08 ca af 91 ed 90 9b bf 4f 61 8b 03 1e 45 7a e5 84 8e 6¢ 8e 3a f3 94 77 c8 4e 2c Oe e4 16 24 5f 02
b0 5a 75 da 4f d4 e2 5e 4b 1e 87 20 2c Oe 47 34 3f 2¢ 56 3b

Data Ascii: O!'121=0; 7b>cV{>Qc,B[,d{PIXPRWDXH*TZ![XE;dQ*xWrM\5zAa*%I|V:18$" 40%A<Y=r 2M{0Qp@OaEzl:w
N,$_ZuO”K ,G4?,V;

Data Raw: 44 1f 35 83 9a 15 83 30 20 82 2b 2b d4 72 e2 bd 32 14 42 2b e6 9 eb eb 8¢ 10 6c dc 48 ca 81 6f 5e 99 7¢ 44
1503 00 31 c6 8e 46 6 da 07 7e a7 15 86 db 14 6¢ 7b 65 ee 40 43 40 Oe 3b 62 ca 41 8¢ Ob eb 8a 16 08 42 f8 7b bb df
3e 8 ef 0a 3a d8 25 64 07 9e 38 cc el f6 a9 55 37 cd 83 8¢ 93 31 6f 37 20 €0 1a a0 15 12 a3 70 cb 7c fa 64 20 46 59 ec
0b ea 72 84 72 39 ea 3d 3b 8¢ 77 70 €0 85 16 3d 7a 56 50 49 5¢ 35 73 da cO ca ee c5 7b e4 22 81 €3 70 ee 47 51 91 16
d4 9d eb 5f a6 40 04 90 25 d8 07 de b9 18 c6 46 37 b5 7 Oe 87 04 40 35 87 70 83 d2 89 2d fc 38 €7 c2 50 77 06 5e 68 5f
51 f 00 Oe 00 8a 58 5f 3d 4d d9 c6 03 76 €2 e4 92 2b 2a fb bb bb 13 d1 b1 81 70 0d 82 6 ae f0 Ob Oa 10 40 b2 3d cf 41
90 31 36 16 bf 33 59 0b 96 ed 5c 65 57 6¢ 46 01 71 2a 54 80 28

Data Ascii: D50 ++r2B+HoND1F~{e@C@:bAB{>:%d8U7107 p|d FYrr9=;wp=2VPI\5s{'pGQ_@%F7@5p-8P
WAh_QX_=Mv+*pn@=A163Y\eWIFq*T(

Data Raw: fa 61 e4 9e 3f 5¢ 04 1f 5¢ 02 02 6b 25 1c 78 d4 1b 66 €6 ba 61 64 be 46 01 55 5e 4c b4 47 5d 72 08 fd 4e 50
55 b7 26 5e 51 48 af 4c 01 14 76 ¢5 12 c0 14 90 30 ec {7 c6 €8 32 5e 01 49 8c de 3a ad Oe 7a e3 64 bc 10 04 Oc 04 63 60
ca 68 1b 46 0a 1e 98 d9 30 05 da 30 80 06 4b c1 79 Oc 94 33 21 04 Ob 2d 7d 4f a6 04 42 ed b6 c2 fb bl ac 23 69 bd c4
2d Oe 38 bb c0 5f f0 81 c6 53 45 c1 22 4d ab 40 38 34 ce 4e f1 f 00 06 3b 3c 71 92 c3 73 48 05 6e 07 6d 7e 59 98 95 Ob
d7 71 3d 80 €9 88 0d 1f 7c 59 28 b8 3¢ 9b 09 53 41 7d 85 9c a4 9b eb d4 9c 6d 84 7c e7 69 3d 01 eb 8b d3 05 25 1c 3d
7a 75 cl cf e5 8c 1b dO Of ae 40 11 74 17 0a ab 1e 7a 81 c6 Ob 18 e8 e0 29 07 8¢ 10 9b 18 02 cc 28 Of eb 86 42 €8 4c ¢
80 7 8b c6 01 18 6e 62 6¢ 71 d7 ae 47 44 14 a6 16 6 ae 4e 01

Data Ascii: a?\k%xfadFUALG]rNPU&QHLVO027I:zdc hFOOKy3!-JOB#i-8_SE"M@84N;<gsHnm~Yq=|Y(<SAIm|i=%=zu@tz)
(BLnblgGDN

Data Raw: 51 44 5b 59 3e 98 83 f7 b8 07 b5 56 35 85 20 10 7c dd 2c 56 40 30 94 82 76 83 f4 18 e6 67 04 31 4e 2a 98 1c
09 18 24 90 68 0f d7 18 b8 42 29 77 Oe 9c 9c 01 4b a6 ef 22 93 f9 71 8a c8 e5 4c¢ 96 08 f4 f4 cb 28 80 c1 54 ec 26 c1 ed
95 c9 e2 3b 50 bf 65 ae b8 06 83 2¢ 62 42 28 59 00 f0 3a e4 3d 01 b0 b5 7e 6b a2 72 ba 54 1f b4 b3 ef 7b 4d d7 4c 42 e8
6a80 1c f3 56 7f el dd 9a b2 50 ee 14 29 36 43 05 €9 54 4f f1 7b 62 ef 06 32 3b 90 2b 03 cc 5¢ 6¢ 2a 00 3¢ 7b e5 64 81
5e 70 57 e9 ce 42 8¢ e8 ce 54 29 e5 17 9a c1 44 00 d3 58 53 c6 58 al de 90 15 11 81 67 8e 4e 59 b6 14 04 dO 24 {5 27
be 5a 25 99 68 12 cc be 55 be 08 3d b0 1e 01 21 b8 3d 07 ae 20 27 b7 4c 21 c2 90 48 07 21 4b 34 e4 96 24 d9 e7 bf d3
2c 43 41 af 11 64 8e c1 5b 15 da b1 44 80 02 00 24 9f 6¢ a4 1c

Data Ascii: QD[Y>V5 |, V@0vg1N*$hB)WK"qL(T&;Pe,bB(Y:=~krT{MLBjVP)6CTO{b2;+\I*<{d"pWBT)DXSXgNY$'Z%hU=!=
‘LIH!K4$,CAd[D$!

Data Raw: 5¢ Oc 0a 91 7d fd 31 84 95 ea 6f a9 c¢8 58 11 c0 1f ae 00 bd 32 7e 58 c0 50 17 55 ea Oe 11 c5 f4 15 ed 67 00
5164 11 €9 db d7 Oe ea 1e f9 09 17 7d 57 d6 b1 cO 07 84 b1 7f 96 Oa 54 4d f2 72 71 84 8a 1d 45 fa 60 00 f2 7a e4 01 ac
19 2c e4 c0 25 e4 06 b2 75 c9 5e c7 28 26 4c 37 92 eb 00 17 84 1c 18 40 be 98 04 c9 79 32 60 12 f2 64 c9 80 4c 6¢ 5¢
99 00 7b el fc b1 6f 26 00 7f 2c 97 83 25 e5 03 75 ed 85 43 31 a5 af cc d6 28 04 f4 07 8c 6a al d4 7d Oe 00 42 d9 f3 1a
le a3 1c b2 b0 da bc 76 c8 54 2a dd 8a 22 c0 07 15 48 1c b2 82 bd 0f 34 70 05 e9 93 23 6¢ bf 28 20 7a 1c 18 01 c1 79 3f
3c 83 00 39 2f 0f e7 83 €9 80 4b c2 39 c1 93 00 3¢ 7a de 1c 5b c9 90 06 8 f6 c8 70 5e 4b c8 06 c1 78 2f 25 e0 06 f2 5e
0a c8 32 94 6¢ 9c 93 83 Oe 08 4c 23 93 90 Ob €3 21 03 a5 de

Data Ascii: \}10X2~XPUgQd}WTMrqE z,%uN&L7@y2 dLIN{0&,%uCL(j}BvT*"H4p#l( zy?<9/K9<z[p Kx/% 2IL#!
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Timestamp transferred Direction
2022-05-13 12:16:37 UTC 343 IN
2022-05-13 12:16:37 UTC 344 IN
2022-05-13 12:16:37 UTC 345 IN
2022-05-13 12:16:37 UTC 347 IN
2022-05-13 12:16:37 UTC 348 IN
2022-05-13 12:16:37 UTC 349 IN
2022-05-13 12:16:37 UTC 351 IN
2022-05-13 12:16:37 UTC 367 IN
2022-05-13 12:16:37 UTC 383 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 2c¢ 00 de cd fe 46 5a 25 95 c6 16 16 f3 5b 21 1c 80 48 39 24 08 e0 15 24 1e a4 31 e9 8a 58 9b €7 92 7a e2 9d
cb 7c 5a 8e fd 30 02 ce 40 1c 00 47 b6 2f 82 c4 f9 88 04 2 6f 21 de 56 c¢1 00 b7 5¢ 81 63 02 d8 b1 e3 f4 c0 2a 61 bl 8a
a9 ba ef d3 26 6 26 94 1e 07 dd 19 78 f0 6¢ 05 01 89 07 93 d7 1e 33 4b b1 5c 29 ee 08 af ae dc 50 b2 88 c4 6¢ 40 6b 20
f7 cb al 6d ac 63 51 c5 d8 ff 00 ef 11 d0 31 06 3a 52 a3 92 38 ¢9 10 40 al c9 3b fa d9 3c 61 10 79 01 45 62 c4 72 6f a7 1f
4c a5 4f 26 43 7d 6f 2e 78 c9 2a 4b 92 47 21 5b 9b ca 3¢ 44 66 Oc 79 3e f8 61 17 89 3c 50 50 82 2f b8 cb 12 53 1c 66 33
14 6¢c a7 87 62 3c f5 fb a7 b6 64 6a 4a 28 40 26 ee 8e 0d e7 69 ea 3d b0 Ob d8 ab 11 42 ac 71 de bd b2 b7 89 d5 8e dO
07 72 1b 8c 88 e4 b2 82 79 3d fb 8¢ 63 22 21 a0 6d 89 ae

Data Ascii: ,FZ%[!H9$$1Xz|Z0@G/0!V\c*a&&xI3K\)PI@k mcQ1:R8@;<ayEbroLO&C}o.x*KG![<Dfy>a<PP/Sf3lb<djJ(
@&i=Bgry=c"!m

Data Raw: 44 83 c1 c8 7b f7 c5 e9 cf 6¢ 01 ¢8 6a 56 20 80 dd 09 ef 83 81 de f0 f8 8¢ 50 27 dd 18 2f db 28 06 41 86 fO 7d
30 03 93 05 e4 c0 Oe 4f cf 05 el ef c6 01 32 64 c9 cO ed 80 4e b9 32 64 c0 27 5¢c 36 07 04 5e Ob 39 3a 77 c0 25 9c 72 6
07 00 1f 61 88 2b 21 1e f9 00 6f f2 c2 18 80 47 1c f1 64 62 dd 64 19 40 c2 ac 5f 23 20 34 71 70 dd e4 01 eb 93 26 Oa 1e
b8 01 c9 82 f2 74 c0O 0d e4 c9 83 be 00 72 5e 41 58 72 80 61 c1 c0 c3 80 Ob c9 78 72 60 12 f2 64 af 51 87 f3 c0 27 {7 c3
8b 63 0d 31 ed 90 06 fO Ob 39 00 b3 eb 8e 07 16 40 e3 b5 5 c8 04 1c fa €3 00 Of 55 fe b8 18 80 78 5a 3d 6 9c 31 49 40
a8 a3 bc 559343 0c 04 51 €957 €9 7d 72 b7 71 f7 ba 7a 63 9d ed 10 56 00 6d 3b 9c a9 a2 03 74 fe b9 4b al 24 b2 2b
6d 1f 30 e6 c7 e7 91 02 b2 19 89 25 b8 bc 20 79 48 50 4d

Data Ascii: D{ljV P'/(A}002dN2d"\6"9:w%ra+!0Gdbd@_# 4gp&tr*AXraxr dQ'c19@UxZ=11@UCQW}rgzcVm;tK$+m0%
yHPM

Data Raw: 2d 5b 7a el 27 6 63 8e 6f 00 ba f9 61 5f 77 ae 57 b6 30 02 29 ea 28 9c 24 8b 6f el cc a6 43 77 db 04 35 bl
1b 94 ee 04 01 54 0f 23 28 9a 15 8c 07 8¢ 92 83 83 7d 41 c2 8e 81 0b 90 37 74 bc 70 d2 6d 05 43 28 1f 7a bl c¢8 32 91 47
90 41 f4 22 8e 3e db 17 7c 9c b6 7b 65 2e 4 ce Of cf dc fb 65 60 04 Ob ¢8 21 85 ed bc 51 6¢ 14 6¢ 57 20 Oe fc 61 f2 5d a0
24 8e ¢3 91 ff 00 16 40 01 Oc 41 a6 50 4d 5e 58 93 2b da b0 dc 3b 71 82 0a 03 11 b8 21 al d5 80 c2 1a 88 db d6 c6 5e

b1 c9 c1 04 aa 75 05 cf 4f 65 c6 6d 83 96 3b 98 7d €0 2b 2d Ob 2b 66 a2 Oa 9a 6e 9c le b8 48 26 42 06 d2 bf 84 8¢ 42 37
2974 03 77 6b c4 32 73 64 1a 22 f0 06 3a 78 d8 5a ae d2 3a d1 f2 fe 99 53 32 87 2a a6 82 9a cd 08 e0 c6 28 f2 3a fb 66
27 e5 d8 df 73 91 84 58 48 22 ec 1f 6¢ 60 68 1e 7b 74 ca

Data Ascii: -[z'coa_wWO0)($oCw5T#(}JA7tpmC(z2GA">|{e.e IQIIW a]$@APM"X+;q!"uOem;}+-+fnH&BB7)twk2sd":xZ:S2*
(:FsXH"T"h{t

Data Raw: e3 d0 e5 c¢5 09 20 a9 00 b5 74 3c 13 e9 5f e7 33 b8 29 de 6¢ d7 18 41 62 2c 02 6b 93 ed ef 96 c9 03 8d ec a0
ee 8c f2 7b 1f 7f 6¢c ac 16 32 08 dc 6d 62 b4 41 e2 8f ab 60 15 b4 95 42 c9 03 ae 38 2f e6 91 b8 52 39 e3 8f 37 7c 56 58
c9 da 8a 49 le a7 93 ef ed 88 4b 46 7b 8b e3 1c 83 4¢c 72 c7 €3 78 8a al 94 92 00 61 ce df 4c ba e3 75 75 43 71 d8 2d
bb bf b7 be 62 89 59 c9 da 42 9e a0 1f fd b8 c5 59 5b 90 15 57 a9 19 1a dc a5 93 8d e5 a4 40 aa 89 e9 42 c7 dd db 8b 13
82 c0 3805 18 53 7a e4 8c ab 11 7d 14 f2 49 eb 8e 41 d3 a9 16 36 ee ab 23 af ff 00 b2 30 df 60 64 24 06 65 20 9f af 6¢
Oc 09 Oa 6f db 93 97 49 b4 be fa 21 5e b8 3f eb 95 3a 15 62 54 0d b7 c5 1c d2 62 88 a8 dc 92 3a 73 8e Oa 81 54 18 35 Oa
38 c2 ca 95 52 37 30 ee 6a bd b2 00 85 00 e2 c1 e6 bd 3f d7

Data Ascii: t<_3)IAb,k{l2mbA B8/R97|VXIKF{LrxaLuuCq-bYBY[W@B8Sz}IA6#0 d$e lol!"?:bTh:sT58R70j?

Data Raw: dd cd d8 cb 09 e5 bd 77 8c 20 9b 15 f8 8f 7a c0 33 48 3c 32 52 c9 cb c4 86 54 0a 58 95 07 al ca 75 06 e5 27

af 18 61 24 29 fa 8c 14 b4 3c 8a 68 35 0a e8 d4 6¢ 62 b1 a5 35 5d 01 e4 7b 9c 95 ee 3a 9c 47 3e 5f c8 7f 9c 10 b0 52 86
aae4 6d f6 ed 84 4a 89 12 9d 8a 29 b6 ee 51 c9 fe 2¢c 80 d1 63 ec 7f c6 2c fc a2 81 8 bf ¢6 00 5b 51 cO da 78 f4 c0 8f 19
27 ¢4 2c 47 4a ed ff 00 97 33 1b 19 64 46 83 13 €9 8b 29 a3 c5 21 76 c6 al 10 7a 8f f1 88 59 89 b2 c7 71 3d 72 a2 e4 8a
00 8c 8a 09 02 c9 dd ee 38 c5 81 ch 3a 8a bb fa 62 11 75 7c 1e ¢3 19 55 6f 92 09 f4 39 65 6¢ 8c ¢9 67 71 3c 03 80 52 23
62 6a b9 cd 44 c8 ab 6¢ 01 5b ae 07 5¢ 08 e9 4a a3 af al c8 c7 7b 6e 2c 7c a7 81 82 08 55 64 3f 2b 6e 1d 40 ff 00 ad b9

02 05 ea 43 1f 4f 4f e2 38 Ob 90 4d f9 81 e0 d9 eb 82

Data Ascii: w zZ3H<2RTXu'a$)<h5Ib5]{:G>_RmJ)Q,c,[Qx',GI3dF)!lvzYq=r8:bu|Uo9elgq<R#bjDIN\J{n,|Ud?+n@COO8M

Data Raw: 8d 0f 97 d9 bd f1 76 b5 90 40 3b 7a 9c 96 98 14 9c 98 cc 54 80 aa 3a 12 6f 16 ac 5 04 07 26 4¢ 99 01 32 64
€9 80 4c 97 93 25 5f 7c a0 d1 Oe a0 44 ac a5 03 92 6¢ 13 db 2a 76 Oe e5 c0 Ob b8 dd Oc 51 43 09 6b 37 40 62 c5 10 59
3 c6 2d e4 dd 90 04 fd 72 57 af 1f 96 40 c7 d6 87 d3 05 d9 ea Oe 01 0d Of 94 9c 20 8e bd fd 4e 29 20 0b fe dd f1 9e 1a
61 b5 3 21 5d cO df 4 fa e2 c1 09 e0 92 72 93 21 26 97 8¢ 8e 08 34 78 23 a8 3d b2 2a c8 6¢ 20 24 76 ac 80 05 db al 3f
91 ¢8 03 01 75 c1 cO 7c 46 35 c9 61 ¢7 3d b0 98 a4 05 77 02 2¢ 58 €7 b6 50 12 69 bc ¢4 11 5¢ d1 cb 51 d6 ad 49 3b 39
a0 4f 1 bd fc b9 50 05 0d 82 09 3d 8f 6¢ 82 c3 12 2b 71 eb 7d 30 0d 06 76 21 b7 58 32 0a 2c a7 ae 57 el ad 94 62 ca eb
d7 9b be ad 5¢ 86 06 b9 06 ¢7 3d Oe 5¢ 26 50 87 81 bd c5 7d 3d

Data Ascii: v@;zT:0&.2dL%_|DI*VQCK7@bY-rW@ N) al]rl&4x#=* $v2u|F5a=w,XPI\Ql;90P=I+q}OvIX2, Wh\=\&P}=

Data Raw: d0 3d f2 b5 08 8c 4e cd c7 b5 9e 99 08 24 96 00 2f b8 e9 78 00 Oe 0d 86 17 dc 12 73 48 d2 96 fd a3 6d 08 07
21 4f 5¢ cc b1 90 41 6e 14 fd ee b8 f6 51 76 f2 37 75 3e b8 40 b5 ce 94 d0 48 81 23 bd d5 ff 00 cf 2a 48 a3 6a 6f 10 Ob 6a
fO b9 ba fa e2 13 46 d4 df d7 ae 45 72 66 42 c6 cd 8c 97 65 35 15 54 3b 17 al 1f d3 19 24 44 1e 23 75 e9 63 bf a6 23 b0
f1 .07 d3 2a 63 fb 31 55 64 fe b9 48 59 e2 90 1a fc bb cd df a7 e7 90 b4 0a c7 c6 01 dc 8a be 78 ca 90 80 ca 5¢ 0d b5 c5
8c aa 42 4b 31 ec 4e 2c 12 4d bb ce ¢3 e4 be 33 5c 2d 50 2f b0 cc 6a 05 f9 89 fa Oe f9 70 94 04 d9 44 11 d3 20 35 c6 68
06 04 82 47 20 1e b9 5b 80 05 db 31 be 80 76 c5 85 d5 85 02 6d 45 1c 6e c7 9e c3 bf b6 52 04 8a 40 4f 3¢ 85 a2 3a 65
5a b7 65 75 da 6b 83 c7 e7 96 4c c0 2b 59 fb f9 9a 76 12

Data Ascii: =N$/xsHm!O\AnQv7u>@H#*HjojFErfBe5T;$D#uc#*c1UdHYX\BK1N,M3\-P/jpD 5hG [LvmENR@O<:eZeukL+Y
\%

Data Raw: 98 b1 b2 70 75 35 eb 90 51 23 ad 65 €8 d1 85 2a bb 43 9e 8e €3 91 80 20 8e 87 98 13 5¢ 56 29 14 49 1d 32 f1
€2 8b el 58 1e b9 5b a3 51 bl b4 Oc b4 0a ba e6 81 38 0a 38 3¢ Oc a4 c6 45 {3 7e 98 a4 10 2e ff 00 2¢ 96 06 79 Ob 92 4f
7¢ 51 77 58 38 ac 22 ¢0 3d f0 06 a0 17 8¢ 42 70 b0 a2 57 d3 8¢ 00 d7 d7 00 9f 4c 9¢ 58 7 05 f3 84 9f 4c 01 dO aa 83 21
01 9a e8 29 fe ed 95 86 da c5 9c 12 3a 90 a0 1f f8 77 79 70 df 18 0a dd 7b 64 ¢5 77 2d 96 2¢ b2 e9 5c 4b a4 95 52 47 4d
b2 6¢ 5f 28 Oc 39 1e 65 eb ee 32 87 65 40 ac 8d b6 c7 31 bl bl 7f bb 90 8a b2 01 2b d0 d7 20 7e 78 44 68 48 60 Ob 29
16 7d 6b Oe 96 €2 d9 61 91 75 20 a2 92 02 5¢ 8a a4 df 9b d6 f2 88 7 78 9c 56 {6 3b b6 b7 4b ae 7f e2 cb f4 7b Oe a6 28
99 69 58 90 0b 1b el 81 ac 42 16 14 2a c0 89 d4 Oe 6b a7 bb

Data Ascii: pusQ#e*C \V)I2X[Q88<E~. yO|QWX8"=BpWLXLY):wyp{dw-\KRGMI_(9e2e@1+ ~xDhH")}kau \XV;K{([iXB*k

Data Raw: 98 bb 6¢ 55 5e 76 ad 79 51 47 ee de 24 ee 54 bc ab 2f ed f5 fa 8b 1e 0a 34 10 bc ba e8 23 95 4a 87 60 b6 07
03 9d d7 fd 32 ef 8b ea 04 df 12 9e 55 24 10 76 2d 7a 66 bf 86 43 2c 1a 86 9¢ 92 63 d2 07 25 89 el 8d 6d 41 ef 98 f5 bl
2167 94 9b 8c ed 65 60 3c c0 3f 98 1f 71 d4 66 2d 3d 6b 7 61 8 a5 ff 00 42 9a 45 5a 9a 10 69 00 €0 18 d9 80 be 96 c7
3b 3f 03 5d b1 c2 bf fe b7 7f €6 ca 73 95 a9 8e 32 90 46 49 de 21 50 aa a2 c7 98 ee de c¢7 d3 3a da 31 e0 6a 7c Ob b3 14
8b 67 f2 2b 98 d7 7f €8 c9 7d 2f e2 22 a9 d9 e6 a6 ea ce 3d 48 3f ae 75 35 c9 bd 93 4c a3 ce 90 42 83 eb 5e 25 66 10 74
€4 94 64 91 99 cd 03 b8 01 e6 3f c3 9b 3e 21 20 4d 44 d2 02 55 bc 40 8a e3 9a 31 28 ce d2 6d ca 2b e9 3f e0 44 a8 e7
5a 9ae4 1f 6b ac d3 a8 48 3c 25 78 34 e6 30 08 dd 21 72 fb

Data Ascii: IlUMNyQGS$T/4#) 2U$v-zfC,c%mAlge’ <?qf-=kaBEZi;?]s2FI!P:1j|g+}/"=H?u5LB"%ftd?>! MDU@1(m+?DZ
kH<%x40!r

Page 89 of 93



kBytes

Timestamp transferred Direction
2022-05-13 12:16:37 UTC 399 IN
2022-05-13 12:16:37 UTC 415 IN
2022-05-13 12:16:37 UTC 431 IN
2022-05-13 12:16:37 UTC 447 IN
2022-05-13 12:16:37 UTC 463 IN
2022-05-13 12:16:37 UTC 479 IN
2022-05-13 12:16:37 UTC 495 IN
2022-05-13 12:16:37 UTC 511 IN
2022-05-13 12:16:37 UTC 527 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 9d 0d 58 49 75 72 22 f2 57 cc 00 ef b7 a0 fd 01 cb 39 56 ac 7e d7 e5 32 96 c0 d1 4c 55 23 31 al 66 42 ef 22 8f
ff 00 1a 8d ae 3f 4c bb 4f 1a c2 25 47 23 ¢3 25 ae fa 10 b5 47 f4 23 17 4b 10 d2 f8 ce 0d a9 dc 14 fa 8c al 65 12 e8 62 40
3e 6b 40 4f 3c 5e df ed 9c 5a c9 bc 78 bf eb 2f ba 54 ab 92 ad 76 9d el f1 19 06 el 2d 0d c7 ee 8e fc fe 9f 96 36 9e 28 7c
38 65 94 78 85 05 00 a6 93 f9 cf 53 f9 65 da 79 el 99 Oe 8e 43 b8 90 42 02 2a d4 7d df aa €5 12 01 a4 82 48 1c 13 b4 6e
42 3e a7 fd 73 a6 53 f0 4b c5 f8 a2 4e e2 6a e7 33 ac ea cc 48 Oc 12 08 97 85 eb b6 eb b9 fa e6 b6 3f 09 dO e9 63 83 63
6b 7e 28 41 12 3b 02 21 84 76 45 1f 31 3e f9 92 26 6d 1c 32 4e 29 b5 1b 43 c4 08 ff 00 76 1b ca 64 fe 2e 78 fd 71 1f 4a
d2 4e 1b 94 84 80 c6 cf 9c 8e ef ee 6f d7 3a 54

Data Ascii: Xlur"W9V~2LU#1fB"?LO%G#%G#Keb@>k@ O<"Zx/Tv-6(|8exSeyCB*}HNB>sSKNj3H?cck~(A;VEL
>&m2N)Cvd.xqJNo:T

Data Raw: 5d 33 b3 ab 13 49 04 a2 22 ab c5 c8 49 aa 0d d3 6f f1 1e f9 75 64 d4 eb 4e 58 e5 c8 bc a3 4c e3 cf a7 d3 8d
e9 a5 56 3e 11 52 1c 72 c7 ef 12 be dd 32 69 a4 8c cc f3 98 d4 88 d4 ca 45 f1 7d b7 7a 9b ae 33 3c 66 45 66 85 c3 07 45
f9 14 73 6b ff 00 c7 ae 15 49 65 b4 46 1e 21 5d c8 83 80 e6 f7 01 fc 5d f9 ce f8 d2 69 bf ac 65 73 bl af 41 33 94 f0 94 6e
92 4d db 81 36 77 d1 e7 db af 4c e7 €9 19 bc 7d e0 85 58 83 16 04 5d 05 eb bb f3 cd e0 2e 9a 5d 3e a5 3a b8 49 24 {6 24
7399 be 22 8d a6 d7 4a 91 12 b1 ea 02 b8 ae 87 77 9b fb e4 8b 4e 52 4b cd 1f fd 06 74 b4 ac 89 a7 f8 92 38 04 34 48 al
ef a2 5e d4 1le e3 9b bc c6 ad 1e 97 43 14 7a 09 4c ac 35 0b fb 45 52 bb 9b 8b 14 df a7 be 36 93 50 d2 fc 2b 56 92 dO fO
cc 4a a5 85 f9 5a d8 86 3d 83 11 f9 62 ¢3 18 8a 0d 13

Data Ascii: ]31"loudNXLV>Rr2iE}z3<fEfEskleF!]]iesA3nM6wL}X].]>:1$$s"IWNRKt84H"CzL5ER6P+VJZ=b

Data Raw: 23 8f ae 06 5f 07 59 22 3c 66 45 65 f1 36 a0 01 8a 6d da 48 2d d7 bf 19 4c 50 47 21 2d a2 73 2b d2 aa 46 c3
6c 8a 05 d9 ae fd 7b 67 5f 94 6e 37 fO c7 a8 91 58 95 ea e2 86 2d 78 82 Ob 68 03 1f Oc ¢8 77 39 5f ff 00 5a 7e 5¢ 8f a7 4d
3c 06 67 b5 9d 85 a2 2d 15 29 7b 77 df ef 66 4d 44 92 b6 b1 02 9d d2 70 94 47 00 f7 Oc 33 a3 39 6d 46 90 97 a6 9a 59
63 80 ba 8e 08 53 d1 7d 97 d3 35 2c 96 16 fc 5e 22 6¢ f2 11 60 2e 22 81 53 ce 88 18 c8 39 20 b7 98 0f 6f cf 2a 9e 3d 44
da 89 11 df c4 d5 b3 5b 85 3b eb ee f5 5f 2d a8 ac d5 32 e9 64 d5 4f 10 12 b4 bb 88 28 ac 11 48 4f 2f e7 d3 24 3f Of 47 47
ab 8c 38 21 81 90 ae de 7e f0 55 dd fa e6 54 d4 56 4d d7 f9 17 1b d9 15 43 2a 68 d9 55 e3 5d 49 80 6f 66 4f 5f 40 7a 5f
€239 76 92 66 63 34 45 59 63 d4 1f da 32 1a f0 c3 79

Data Ascii: #_Y"<fEe6mH-LPG!-s+Fl{g_n7X-xhw9_Z~\M<g-)}{wfMDpG39mFYcS}5,""I."S9 0*=D[;_-2dO(HO/$?GG8!
~UTVMC*hU]IofO_@z_9vfc4EYc2y

Data Raw: 89 2e d2 39 e9 11 8e 00 e4 b7 89 bc b4 0a 38 f3 20 e8 7f 33 9a 74 4c 25 51 a2 a3 2¢ b2 c8 b2 6a 24 26 d4 8a
7d e0 7e 67 3a 35 f0 9d 4f 85 b7 51 22 29 52 91 ac b0 9b 21 be 72 af 1e ee 7f Oe 18 el 8d 1a 59 34 fa 8d 24 a5 89 f0 d5
1c 44 48 a0 be 61 22 ad 74 e9 5 ce 52 d4 6e 2e e3 b9 a8 c5 a3 95 Oe 98 3e a4 bc ¢3 ¢3 d2 c4 Oc 92 13 d3 ca 78 4a ec 16
b2 8f 8b 49 2c b3 5b 80 01 34 aa ac Oe d4 51 ea bd 3a e7 4f 54 9f 14 d1 6d 31 e9 9a 45 36 f2 ce 10 4d 1b 33 Oe 94 bb b8
ed 9c ed 74 aa 75 31 a6 ba 31 a7 1b 47 8e 20 1c f9 bc dd 24 fb de dd 33 7a 76 e5 19 ba 31 25 8a 2f f8 74 26 01 a8 33 23
4011 79 56 05 48 15 fb de c7 2a 69 98 69 de 65 5e 07 9f 68 e8 4f ca 83 €8 82 bf 3c 79 58 ba c7 a6 8b 56 fa a4 90 59 92
40 43 2a 2f dd 3b bf fa c6 5d 3c b3 4f 2e 86 58 da 18 8¢

Data Ascii: .98 3tL%Q,j$&}~g:50Q")RIrY4$DHa"tRn.>xJI,[4Q:0Tm1E6M3tullG $3zv1%/t&3#@yVH*iie*hO<yXVY@C*/;]
<0.X

Data Raw: Ob ce de ad a5 d6 43 e3 69 20 d2 ea 34 e4 7c 8b 10 07 ff 00 2f 5f ef 9¢ 35 85 75 04 €9 93 46 43 38 a2 91 58
e2f7 7d ef 28 da 7d 72 45 b7 e2 Oe 35 c0 d1 45 a4 8a 21 04 82 46 78 ce €6 80 b0 8d 4b d7 53 ef 58 91 ea 75 3a 73 b7 4b
a7 48 59 89 a9 h6 8 8e 3f 36 €9 b7 d7 2a 96 18 9a 52 fe 33 47 22 1d ae 5c 6e 03 ee d3 6d ef c6 6d d9 09 70 fa 39 17 e7
0d b5 89 5a 1d c7 bf 7c ae ab 75 96 5f 64 d2 bf b2 65 6d 7e b3 53 20 f1 66 92 45 41 b9 99 89 af 2f b6 64 75 4f 10 32 00
50 91 b6 fa 53 1c ea 78 1la a3 21 54 40 d1 9b 2b 23 51 15 e8 db 7c d9 9e 3f 09 68 1d 33 c6 17 cd e5 07 83 f4 6¢ a9 aa e9
312d f9 2a d5 c2 ae d2 4a c4 02 1d d7 a5 1f 2f 7 cc 21 d9 5a 94 8d cb ca 92 3b b7 f9 cd ba a6 d3 39 a4 2f d4 b0 06 8f 2d
d4 e6 77 d3 c8 e0 48 40 a0 2b 78 e8 47 ef 7b e6 el b2

Data Ascii: Ci 4|/_5uFC8X}(}rESE!FXKSXu:sKHY?6*R3G"\nmmp9Z|u_dem~S fEA/duO2PSx!T@+#Q|?h3I1-*J/!1Z;9/-
WH@+xG{

Data Raw: 3a 1f Ob d3 b2 bb 86 21 83 a8 20 a9 07 e5 3d 6b e6 ce 45 c5 a9 35 5e 14 a7 ca 2b e5 27 3b 45 06 9f e3 91 e9
ec 32 c4 a9 09 35 c8 3e 18 dc 7f 5¢ ef ac 9e 2e 37 be 32 97 d8 24 52 ab 2a f8 be 9e 38 35 28 e8 40 13 a6 e6 5f 42 be 52
71 a5 81 fe 25 06 9d b4 eb e2 6b 22 1b 25 84 0a 2e 17 e5 2a 7b 9a cd 1f 1b 55 b8 22 28 a5 9d 49 12 1e aa 6f fb 36 61 d1
8d 5a 3a cb Ob 88 1a 26 15 3b 1a 17 fb be a7 d8 66 74 7a f4 al 26 {7 8f fe 49 25 d7 48 c7 3c 32 69 5f ¢3 9a 36 89 81 Oc
11 ¢5 10 3d 33 5e 90 6a 56 29 10 €9 e4 93 4e e2 ec 29 14 7d 57 34 0d 62 69 75 52 6a 27 fd be a0 d8 2f 22 f2 a7 f7 77 74
c1 3f c5 b5 ba 80 ab a6 65 dc dd 00 f9 bf 97 76 74 69 b8 ee 5¢ 52 30 49 a9 98 b4 ac 58 ab 38 21 e8 d5 86 ed f4 ca el 2c
96 7b 8a 39 68 65 9c 91 a8 52 cc 4d 12 be 57 07 ff 00 49

Data Ascii: :! =KE5"+;E25>\.728R*85(@_BRq%k"%.*{U"(lo6aZ:&;ftz&I%H<2i_6=3"V)N)}W4biuR]/"wt?evti\ROIX8!,{9he
RMWI

Data Raw: 10 bb 15 14 7c ¢3 b1l f5 cc 4f 14 8d a6 1a 87 9e 26 Oc 6d 11 9c 78 c4 7c bc a6 51 a9 95 9e 51 22 92 d3 59 66
03 ee ed 3c 57 ae 6¢ f0 53 57 f0 f1 3c 4b 52 42 ec ac bd ca b7 9a bf 96 f3 d1 18 ad 38 c2 c9 cd 98 25 Oa ca 19 65 01 cd
86 5a ed db 9c df f6 64 3a 5d 36 a2 54 de a3 cb 20 53 5¢ f6 27 f8 87 51 ed 9c e0 85 9d 50 75 62 00 fc f3 b1 a7 75 d3 7¢
41 fe 1d a8 3f b0 d4 28 8c 12 78 0d d9 bf 5¢ d6 a3 69 2¢ 7c bd 5f 54 b0 76 7 29 59 96 77 88 20 20 21 22 88 a0 00 fc 23
b6 57 21 93 51 ad 58 d6 ca 29 f3 80 68 05 ee 58 f6 c7 45 f0 €7 91 41 Oc 23 b5 0d eb {7 72 46 34 d1 45 2e a2 77 26 47 6a
8f 4e bd c2 fc a5 fd af 33 14 94 b6 f7 7f 11 23 bc ad 9d 2f fb 4f 4d 14 5f ff 00 09 a6 82 24 14 a5 63 0f 2b 7e 6d fd ce 63 87
55 a4 68 24 8f 53 a7 a9 18 96 8e 68 79 24 f6 Oc 33

Data Ascii: [O&mx|QQ"Yf<WISW<KRB8%eZd:]6T S\'QPubulA?(x\i,|_Tv)Yw !"#WIQX)hXEA#rFAE.W&G|N3#/OM_$c+~
mcUh$Shy$3

Data Raw: 48 bd 93 30 63 d7 92 47 fe 6¢ a8 ea 99 f6 96 21 8f 46 e2 bf 3c 4d 3a 17 20 c8 18 45 60 3c 80 70 31 a4 d0 ea
3c 5912 34 2¢ 63 34 ¢5 73 ba ¢5 3a 64 dd 9a f4 ed Ob 8d ac c1 5¢ 12 28 {7 cd 7e 0a 10 77 20 75 22 89 f6 ce 4c 30 8 87
c3 e8ca 09 7b e8 02 ff 00 d5 63 45 a9 9f 4c d6 a4 01 ff 00 e3 3¢ 83 9c €7 a6 db €9 90 4d 17 49 a3 f0 84 8e 1c 94 35 b5
00 e4 ff 00 19 ec 17 33 c1 2a ac e8 ce bb d0 10 4a fa 8c ef €9 44 7a dd 31 9e 58 9b 4a 07 06 52 7f 66 7f e2 eb 98 f5 7f Oc
7d 2d ¢8 88 29 b9 Oe bc a9 cc 47 59 5b 84 fc 46 9c 5a dd 15 cf a4 5f 12 6d 6¢ 24 f8 56 19 68 70 37 75 Oc 7b 7f 7c a7 4c
1d 9a 69 15 55 8a 46 cf 4c 2c 79 7d b1 17 51 33 46 da 69 49 2a Oe f0 Of 6f e1 19 b7 e0 ca 24 96 74 23 86 85 97 fe 2c d4
9b 84 1e 5d 58 fe 12 36 9c 8a 1d b7 c3 a6 d5 ca 7c 46

Data Ascii: HOCGI!IF<M: E'<p1<Y4,c4s:d\(~w u"LO{cEL<MI53*IDz1XJRf}-)GY[FZ_mI$Vhp7u{|LiIUFL y}Q3Fil*0$t#,]X6|F

Data Raw: Ob a2 3d ce 67 25 d4 91 dc 9e 7d 73 a0 f2 b4 76 25 00 81 c6 de 6¢ 9f a6 51 20 47 4f 11 47 85 cd 10 4d 83 f4 fb
d9 b8 cb da 85 14 6d dd c9 52 09 €9 79 3c e0 51 1c 0f 41 96 ed 2a 8a c5 d0 ee 1c 51 bf fe b2 ¢8 f4 b3 ¢8 46 c1 bc d5 90
ac 09 03 d7 0d a5 ¢9 29 99 d6 c9 23 90 14 59 e3 2d 9b 50 d2 28 40 28 2f 7 79 25 8a 48 6d 65 8d 90 31 e3 70 ab ca 49
50 38 eb €9 8a 4d d8 e0 52 49 ef 67 ae 4b al cf 1e 98 28 9e ff 00 9e 46 a6 3d 2b df d7 34 Oe be 8e 68 25 61 1c e0 21 63
e4 7e c7 db 35 ea be 16 3c 3f b5 c¢6 9b bc 33 fh 68 87 de 5f c6 bf fb b3 95 0a 69 a8 78 bl 3b 28 be 43 d7 3f fO fd dc bf 4d
1 2d 56 9e 42 b0 ca e5 7a 2e ee 4d 7a 67 19 41 dd c1 ff 00 bl bb 49 75 19 5¢ c0 d2 b3 44 a5 61 63 7b 2f 9a c2 ee 1d 83
50 53 5¢ 85 1c Oc d1 e0 42 59 a5 61 fb 27 04 82 4d 6d

Data Ascii: =g%}sv%IlQ GOGMmRy<QA*QF)#Y-P(@(/ly%HmelplP8MRIgK(F=+4h%alc~5<?3h_ix;(C?M-VBz.Mz
gAlu\Dac{/PS\BYa'Mm
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kBytes

Direction Data
transferred

Timestamp

2022-05-13 12:16:37 UTC 543 IN Data Raw: 93 bf 11 ac ab 75 13 d0 6a 7e 25 a6 90 95 d1 e9 93 4d 0f a2 8f 31 fe 26 f4 ce 3b 32 c5 ab Oc 09 da 08 6f 71 9a
1d 00 f8 78 7a f3 50 e7 f3 ce 7d 92 49 ea 6f 1a 51 55 2a fa 24 94 9b 7b 97 48 3c 59 ca 29 3b 5d b8 60 2f 8f 5a cb f5 ba 9d
b3 2c 70 71 Oc 29 el 22 55 71 df 77 ae e3 ce 61 69 24 8e 82 92 8c 7a b0 3b 4d 7a Oc ae 3d c5 8e e3 77 ea 6f 3a el c3 7e
50 b6 d8 dd a3 f0 25 90 c7 31 da 18 79 45 d2 ee ed cf 6¢ bf 49 23 c1 31 d2 cc 08 65 3e 5c 6 15 b2 39 a0 3a e5 a5 99 c8
72 49 2b c5 df 23 33 38 5d fb 24 1b d8 bf 58 €9 26 a2 47 88 6d 52 79 ae e7 be 50 €6 90 2d f2 79 23 07 24 d7 52 4e 5f 26
98 c7 3a a4 c4 05 70 08 23 b6 5d a2 94 4c ad d9 bf 47 f1 0d 3c 10 a2 b1 2c d5 ca a8 €9 98 e7 8c eb 35 72 4d a7 42 11 fd
7d 71 9b 48 af b2 38 19 7a d3 b5 f0 33 54 e2 6d 26
Data Ascii: uj~%M1&;20qxzPHoQU*${H<Y);] /Z,pq)"Uqwai$z;Mz=wo:~P%1yEll#1e>\9:rl+#38]$X&GMRYP-y#$RN_&
:p#]LG<,5rMB}qH8z3Tm&

2022-05-13 12:16:37 UTC 559 IN Data Raw: 1b 97 80 58 d0 a0 b3 f3 1e 72 c8 81 67 50 05 92 7b 64 c9 95 b7 52 39 b3 ac ff 00 66 d1 27 8b aa 3c 9f 96 15
36 e7 f8 bd 33 97 ac f8 9c da af 21 01 21 1c 2c 2b dO 7b 9f 53 93 26 63 f4 78 45 c6 33 6a db 2c b6 e0 ce Oe f8 dd 9c 92
63 0a a8 09 e9 ce 40 af 2d 47 12 12 4f 52 39 27 26 4c ea f6 ff 00 63 3d cd 69 fO f9 02 dc ac b1 01 cf 5b 6¢ dd al 47 11 19
75 2e cd 02 1b 54 6e 77 37 6d a3 be 4c 99 e6 9e a4 a5 17 7d e4 68 b4 b9 d6 5b 4b a7 96 3a f9 59 41 3f d3 30 ea 34 52
2932 a3 09 90 le 48 ea 3f 88 64 c9 99 8c 9c 5f 4e c¢5 71 45 12 47 29 01 9f 6a 8e c0 65 42 3b ef 93 26 7a 22 f6 33 48 d7
a5 6d 1c 41 be d5 a4 f1 c9 e8 c6 46 4a fe 10 bd 4e 57 aa 92 29 59 4e 9e 04 d3 c6 bc 05 52 59 8f bb bb 75 c9 93 2a e4 36
f1 2a 55 24 d5 d7 a9 f4 ca 66 72 5f 70 b0 3a Of a6 4c 99
Data Ascii: XrgP{dR9f'<63!!,+{S&cxE3j,c@-GOR9'&Lc=i[lGu.Tnw7mL}h[K:YA?04R)2H?d_NQEG)jeB;&z"3HmAFINW)
YNRYu*6*U$fr_p:L

Statistics

Behavior

@ chrome.exe
@ chrome.exe

System Behavior

Click to jump to process

Analysis Process: chrome.exe PID: 5676, Parent PID: 1260

General

Target ID: 0

Start time: 14:16:31

Start date: 13/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\Payment Remittance098.html
Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high
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File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Registry Activities

Key Path

Key Path

Key Value Modified

Key Path

HKEY_CURRENT_US dr

ER\Software\Goo
gle\Update\ClientState
\{8BA69D345-D564-
463c-AFF1-
A69DIE530F96}

Name

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion
Completion
Name Type Data Completion
Type Old Data New Data Completion
unicode 0 1 success or wait

Analysis Process: chrome.exe PID: 5896, Parent PID: 5676

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

1

14:16:33

13/05/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Source
Count Address Symbol
1 7FF7F62CFC4B  RegSetValueEx

W

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1612,15108
676134963797540,3795265843241502574,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1916 /prefetch:8

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion
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Disassembly

@ No disassembly
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