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Windows Analysis Report

https://0mn2u.mjt.lu/lnk/AVIAAFZbOuwAAAAAAAAAAARNErIAAAAACHIAAAAAABuUCqwBIfrg5FooXJAn...

Overview

General Information Detection Signatures Classification

Sample URL: https://Omn2u.mjt.lu/Ink/A
VIAAFZbOUWAAAAAAAA MALICIOUS

AAARNENAAAAACHIAAA
AAABuUCqwaBifr...n3mg/aH

Multi AV Scanner detection for dom...

Yara detected HtmIPhish10

ROCHM6LY9iYWZ5YmV| . . .
Zzl\(;l3d3dy);ir:demx0r$3Ej Antivirus detection for URL or domain
Z2xtam51cGxwYmxqeTdr URL contains potential Pl (phishing...
cWJ1NnpkdG

Analysis ID: 626373 HTML body contains low number of ...

Infos: 4,1‘ il Q 3, FH No HTML title found

HTMLPhisher
Score: 64
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 6068 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://Omn2u.mijt.lu/Ink/AVIAAFZbOuw
AAAAAAAAAAARNETNAAAAACHIAAAAAABUCqwWBIfrg5FooXJANqQU2r-rr5gfRwQwAazds/2/iOFHmmb31VHtVUac8Ph3mg/aHROCHM6LY9iYWZ5YmVpZzM3d3dydnRzdmx0
Y3FjZ2xtam51cGxwYmxgeTdrcWJ1NnpkdGpleGU3cjQ3b21kbWwzaS5pcGZzLm5mdHNOb3JhZ2UubGluay8jbG1lvbnRhbm9AcGVhecmxob2xkaWsnLmNvbQ#imontano@pearlholding
.com MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 4312 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1572,10650677681214137694,5715659604974136229,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

HTML
Source Rule Description Author Strings
91064.0.pages.csv JoeSecurity_HtmIP  Yara detected Joe Security

hish_10 HtmIPhish_10

Sigma Signatures

@ No Sigma rule has matched

Copyright Joe Security LLC 2022 Page 4 of 82



Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for domain / URL

Antivirus detection for URL or domain

Phishing

ra detected HtmlIPhish

Mitre Att&ck Matrix
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n Scripts n Scripts
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Local At Logon Logon Binary NTDS
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(Mac) (Mac)
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

ID:
URL:
Startdate:

Architecture:

Score:
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@ efax Login X +

[¢] & bafybeig37wwrvtsvltcgcglmjnuplpbliy?kqbubzdtjuxeTrd7omdmI3i.ipfs.nftstorage.link/#Imontano@pearlholding.com

Chrome is being controlled by automated test soff

@ Fax Faxing Simplified

Only recipient email can access Encrypted eFax

Imontano@pearlholding.com

b

Password

Home | Privacy Policy | Customer Agreement | Legal Notices | Stop Fax Spam | Sitemap
©® 2022 Consensus Cloud Solutions Inc. or its subsidiaries (collectively, “Consensus™). All rights reserved. eFax® is a trademark or registered trademark of ¢

700 S. Flower St., 15th Floor, Los Angeles, CA 90017

« I - - = 6 <o

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http:// 0% Avira URL Cloud safe
https://0mn2u.mijt.lu/Ink/AVIAAFZbOuwAAAAAAAAAAARNErIAAAAACHIAAAAAABUCqwWBIfrg5FooXJAN

qQuU2r-

rr'5qfRwQwAazds/2/iOFHmmb3IVHtVUac8Ph3mg/aHROCHM6LY9iYWZ5YmVpZzM3d3dydnRzdmx0Y3F
jZ2xtam51cGxwYmxqeTdreWJ1NnpkdGpleGU3cjQ3b21kbWwzaS5pcGZzLm5SmdHNOb3JhZ2UubGluay
8jbG1vbnRhbm9AcGVhecmxob2xkaWwsnLmNvbQ#montano@pearlholding.com

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs
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Source Detection Scanner Label Link

http:/f 100% SlashNext Credential Stealing
https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link/#lmontano@ type: Phishing &
pearlholding.com Social Engineering

http:/f 100% Avira URL Cloud phishing
https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link/favicon.ico

http://https://dns.google 0% URL Reputation safe

http:/f 5% Virustotal Browse

https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link/#imontano

http:/f 100% Avira URL Cloud phishing
https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link/#imontano

http:if 5% Virustotal Browse
https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link/#lmontano@
pearlholding.com

http://https://bafybeig37wwrvtsvitcqcglmjnuplpbljy 7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link/ 5% Virustotal Browse

http://https://bafybeig37wwrvtsvitcqcglmjnuplpbljy 7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link/ 100% Avira URL Cloud phishing

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
stackpath.bootstrapcdn.com 104.18.11.207 true false high
gstaticadssl.l.google.com 142.250.74.195 true false high
accounts.google.com 172.217.168.45 true false high
Omn2u.mit.lu 35.241.186.140 true false high
bafybeig37wwrvtsvltcgcgimjnuplpbliy7kgbu6zdtjux 104.18.6.107 true false unknown
e7r47omdmi3i.ipfs.nftstorage.link

cdnjs.cloudflare.com 104.17.24.14 true false high
maxcdn.bootstrapcdn.com 104.18.10.207 true false high
clients.l.google.com 142.250.185.238 true false high
clients2.google.com unknown unknown  false high
ka-f.fontawesome.com unknown unknown  false high
code.jgquery.com unknown unknown  false high
kit.fontawesome.com unknown unknown  false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:/f true e Avira URL Cloud: phishing unknown
https://bafybeig37wwrvtsvitcqcglmjnuplpbljy7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link/favicon.ic

o

http://https://clients2.google.com/service/update2/crx? false high

os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526€%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http:{fhttps://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high
http:i/https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js false high
http:/fhttps://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css false high
http:{/https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js false high
http:ff true e 5%, Virustotal, Browse unknown
https://bafybeig37wwrvtsvitcqcglmjnuplpbljy7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link/#lmontan o SlashNext: Credential Stealing type: Phishing &
o@pearlholding.com Social Engineering
http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high

http://https://bafybeig37wwrvtsvitcqcglmjnuplpbljy 7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link/ true

5%, Virustotal, Browse unknown
Avira URL Cloud: phishing

http:/f false high
https://0mn2u.mijt.lu/Ink/AVIAAFZbOuwAAAAAAAAAAARNETIAAAAACHIAAAAAABUCqwBIfrg5FooX

JAnqQU2r-

rr5gfRwQwAazds/2/iOFHmmb3I1VHtVUac8Ph3mg/aHROcHM6LY9iYWZ5YmVpZzM3d3dydnRzdmx0
Y3FjZ2xtam51cGxwYmxgeTdrcWJ1NnpkdGpleGU3cjQ3b21kbWwzaS5pcGZzLm5mdHNOb3IhZ2U

ubGluay8jbG1vbnRhbm9AcGVhcmxob2xkaW5nLmNvbQ
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https://www.virustotal.com/gui/url/652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c/detection/u-652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c-1652464830
https://www.virustotal.com/gui/url/652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c/detection/u-652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c-1652464830
https://www.virustotal.com/gui/url/652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c/detection/u-652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c-1652464830
https://www.virustotal.com/gui/url/652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c/detection/u-652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c-1652464830
https://www.virustotal.com/gui/url/652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c/detection/u-652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c-1652464830

URLs from Memory and Binaries

Name

http://https://dns.google

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http://https://www.google.com/intl/en-
US/chrome/blank.html

http://https://ogs.google.com
http://https://www.google.com/images/cleardot.gif
http://https://play.google.com

http://f

https://payments.google.com/payments/v4/js/integrator
js

http:ff
https://0mn2u.mijt.lu/Ink/AVIAAFZbOuwAAAAAAAAAAA

RNErIAAAAACHIAAAAAABUCqwBIfrg5FooXJAnqQU2
r-rr5qfRWQWA

http:ff
https://sandbox.google.com/payments/v4/js/integrator.j
s

http://https://www.google.com/images/x2.gif
http://https://accounts.google.com/MergeSession
http://https://www.google.com

http://https://www.google.com/images/dot2.gif

http://
https://bafybeig37wwrvtsvitcgcgimjnuplpbljy7kgbu6zdtj
uxe7r47omdml3i.ipfs.nftstorage.link/#imontano

http://https://accounts.google.com
http://https://clients2.googleusercontent.com
http://https://apis.google.com

http://https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

http://https://www.google.com/

http://https://www-googleapis-
staging.sandbox.google.com

http://https://clients2.google.com

http://https://clients2.google.com/service/update2/crx

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

125ab7c0-c7e5-4a8c-b020-7c446d500507.tmp.1.dr,
b5b67b44-dc43-4271-929b-ba64e5caca56.tmp.1.dr

craw_window.js.0.dr, craw_background.js.0.dr

craw_background.js.0.dr

b5b67b44-dc43-4271-929b-ba64e5caca56.tmp.1.dr
craw_window.js.0.dr
b5b67b44-dc43-4271-929b-ba64e5caca56.tmp.1.dr

craw_window.js.0.dr, manifest.json.0.dr

History Provider Cache.0.dr

craw_window.js.0.dr, manifest.json.0.dr

craw_window.js.0.dr
craw_window.js.0.dr
b5b67b44-dc43-4271-929b-baé4e5cacab6.tmp.1.dr
craw_window.js.0.dr

History Provider Cache.0.dr

b5b67b44-dc43-4271-929b-baé4e5cacab6.tmp.1.dr
b5b67b44-dc43-4271-929b-bab4e5cacas6.tmp.1.dr
b5b67b44-dc43-4271-929b-baé4e5cacas6.tmp.1.dr

craw_window.js.0.dr

manifest.json.0.dr

craw_window.js.0.dr, craw_background.js.0.dr

b5b67b44-dc43-4271-929b-ba64e5caca56.tmp.1.dr

manifest.json.0.dr

Malicious

false

false

false

false
false
false

false

false

false

false
false
false
false

true

false
false
false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e 5%, Virustotal, Browse
e Avira URL Cloud: phishing

Reputation

unknown

high

high

high
high
high
high

high

high

high
high
high
high

unknown

high
high
high
high

high
high

high
high

Page 9 of 82


https://www.virustotal.com/gui/url/652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c/detection/u-652c5f846873d92f1cbc750f96739bdbb8bf05fb4b3fe658337c8e4904395e7c-1652464830

[] No. of IPs < 25%

B 25% < No. of IPs < 50%

Bl 75% < No. of IPs

Public IPs
P

104.17.24.14

104.18.10.207

35.241.186.140
142.250.185.238
104.18.6.107

104.18.11.207

172.217.168.45
239.255.255.250

142.250.74.195

Private

P

192.168.2.1
127.0.0.1

Bl 50% < No. of IPs < 75%

Domain

cdnjs.cloudflare.com

maxcdn.bootstrapcdn.co
m

Omn2u.mijt.lu
clients.l.google.com

bafybeig37wwrvtsvitcgcgl
mjnuplpbljy7kgbu6zdtjuxe
7r47omdmi3i.ipfs.nftstora
ge.link

stackpath.bootstrapcdn.c
om

accounts.google.com
unknown

gstaticadssl.l.google.com

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 13/05/202222:16:49

Country

United States

United States

United States
United States

United States

United States

United States
Reserved

United States

34.0.0 Boulder Opal

626373

2022-05-13 22:16:49 +02:00

Joe Sandbox Product: CloudBasic
Overall analysis duration: 0Oh 3m 30s
Hypervisor based Inspection enabled: false
Report type: light

Cookbook file name:

browseurl.jbs

Copyright Joe Security LLC 2022

I IR

I

I

I

I

ASN

13335
13335

15169
15169
13335

13335

15169
unknown

15169

ASN Name

CLOUDFLARENETUS
CLOUDFLARENETUS

GOOGLEUS
GOOGLEUS
CLOUDFLARENETUS

CLOUDFLARENETUS

GOOGLEUS
unknown

GOOGLEUS

Malicious

false

false

false
false

false

false

false
false

false
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Sample URL: http://https://0mn2u.mjt.lu/Ink/AVIAAFZbOuwAAAAAAAAAAARNETAAAAACHIAAAAAABUCqwWBIfrg5FooXJANqQU2r-
rr5qfRwQwAazds/2/iOFHmmb3IVHtVUac8Ph3mg/aHROCHM6LY9iYWZ5YmVpZzM3d3dydnRzdmx0Y 3FjZ2xtam51cGxwYmxgeTdrcWJ1l
NnpkdGp1eGU3cjQ3b21kbWwzaS5pcGZzLm5mdHNOb3JhZ2UubGluay8jbG1vbnRhbm9AcGVhcmxob2xkaW5snLmNvbQ# montano@pea
rlholding.com

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 16
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal64.phis.win@23/85@10/11
EGA Information: Failed
HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

o

.

Cookbook Comments:

.

Adjust boot time
Enable AMSI

.

Warnings

e Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 23.211.6.115, 142.250.184.206, 142.250.203.99, 209.85.226.7, 173.194.182.103, 104.18.22.52, 104.18.23.52, 142.250.203.106, 69.16.175.10, 6
9.16.175.42, 142.250.203.112, 216.58.215.240, 172.217.168.16, 172.217.168.48, 172.217.168.80, 142.250.185.106, 188.114.97.10, 188.114.96.10, 216.58.215.234, 80.67.82.235,
80.67.82.211, 172.217.168.14, 40.125.122.176

e Excluded domains from analysis (whitelisted): cds.s5x3j6g5.hwedn.net, storage.googleapis.com, ka-f.fontawesome.com.cdn.cloudflare.net, r2.sn-4g5ednld.gvtl.com, store-images.s-micr¢
soft.com-c.edgekey.net, clientservices.googleapis.com, al449.dscg2.akamai.net, arc.msn.com, e12564.dspb.akamaiedge.net, redirector.gvtl.com, r2---sn-5hnekn76.gvtl.com, login.live.c
om, update.googleapis.com, sls.update.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, glb.sls.prod.dcat.dsp.trafficmanager.net,
kit.fontawesome.com.cdn.cloudflare.net, client.wns.windows.com, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, ajax.googleapis.com, fonts.gstatic.com, r2---sn-
4g5ednld.gvtl.com, r2.sn-5hnekn76.gvtl.com, store-images.s-microsoft.com

* Not all processes where analyzed, report is missing behavior information

e Report size getting too big, t oo many NtWriteVirtualMemory calls found.

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints
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@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
101

false
low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\078ab4d3-e447-4688-b40d-7785fe836a84.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

204506

6.073454805258598

false

3072:V9QaHQ6VY CkXkp++Thcc9fadNm/EvOQ39n0rXFFchXaflBOU1GOJImASiuRf:77Qqoo+tcUOSMENOrDagfllUOoSiuRf
87409B6CDF663DA42F06BC2DC2860695

9697799217AEAABF3D01EB4E87C0349AFCID12F7
DOBF7CB8392837A6B46D2D6EE1B17EE2AAEE9702039F00AA187013AEA3EB8AT2
C547E9A04440853808ECCA7F2EBFF8729754BE4B054386BD6F5B2A02824A68226AE013185C833DC5355CE66F225CCDBB46153C5B900BC73DDE143B963530D63
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652505475636549e+12,"network™":1.652473078e+12,"ticks":119597563.0,"uncertainty":4422985.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiIFP4bdRYJjDXn4W2fxY(q
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIEAR7IOAAAABIt36FqChftMIb7EtaPw9IBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639082037"},"plugins":{"'metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Oa28e5be-0853-41eb-9a76-7e215a9893af.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

204506

6.073456318113069

false
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SSDEEP: 3072:U9QaHQ6VY CkXkp++Thcc9fadNm/EvOQ39n0rXFFcbXaflBOu1lGOJImMAS3iuRf:M7Qqoo+tcUOsMENOrDagflluOoSiuRf

MDS5: 5ADEDF48A51628E01EC7CE9DOA59EF06

SHA1L: B309EB1D884DE2AF63D2EC032C6770C5BA722D5C

SHA-256: 164D7F1D97AAA8BFCB541ECED877EO0C9B7B6174E1E46399B26B391C4D2C01823

SHA-512: A013E4791613A54C010444254E68CBIF7305577DAF5C7390DE7D46102410B4A4F988F282050A64B45862B46FE73179F5B4E97B8B817CD7E7ED0O514DC5C6AF522
Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin" 'shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652505475636549e+12,"network":1.652473078e+12,"ticks":119597563.0,"uncertainty":4422985.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUvduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\161e7bf9-9b14-4664-afe2-245ca89d4b0f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit):  3.7405640369781663

Encrypted: false

SSDEEP: 384:r/LMcOhvKS90/NOrFvQ83PcWnHS7Gr+rZ+g+xvCGi5rlomh2NOsOwPOuisNB1c1lu:NGppWGHTseHi8+IH/a4KCU0dD

MD5: 06181A0AD8536BE4DO0OEDF71519DB0O5SE

SHAL: AE10BE79112248C51C2A3297AF6DA7B7455F1D87

SHA-256: B17A14E3E16B9A6643F3C3BA2C649DA074CB4100D60E6DBF661D8919EBDFB3FO

SHA-512: 64606601938F2B4CCB00B21F286E847DF029638A0009915AAF125306C720E35E6FB4DC8F00C200C85833E28630953D8631A3761ACA23A798F36FCA21FDODOA90
Malicious: false

Reputation: low

Preview: (0] IR *..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0.ffic.e.l.6\.G.R.O.0.V.E.EX..D.L.L..PL..[)..%.p.r.o.g.ra.m.file.s.%.\m..c.r.os.0ft .officeloffice

.0.0. .C..\\P.R.O.G.RA~1\MIC.R.0.S.~1\0.ffic.el6\GRO.OV.EEX.D.LL..M.icros.o.ft .Co.rp.o.ratio.n.%8.D..C.\P.ro.gram. Files\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\O.FFICE1l6\ms.oshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.ic.ros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit):  3.254162526001658

Encrypted: false

SSDEEP: 3:FKXftOXE1n:+ftIE1Nn

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1L: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8BC01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FFI1BF5C332B¢
CF

Malicious: false

Reputation: low

Preview: SdPC....oooiiiiis s}....M..2.1.%

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\53f5e855-4c5a-4422-a626-fla5cf2a90bb.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false
SSDEEP: 3LL
MDS5: 5058F1AF8388633F609CADB75A75DC9D
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAAQA299D21329EFB0336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCOEBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\659ed5ee-c781-42bc-9cb4-63a1c0f40779.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17702

5.577155716337477

false
384:RSat8LIHEXQ1kXgKf/ipUZNCgVLH2HfD7rUn2ZVi40:eLI2Q1kXgKf/pUZNCgVLH2Hf3runCVix
80A6822A33760B7F083EE59CBE97F272
FD2FDDF3B04A9B5021C2752BA6CBB87DB4B003D0
230E5CB57AD1789AEAOESDESC156C5AC5EA9015202D80807DA9CB53CC13AE73B

EA9E7D4EQAODF5BASFOEGA2CEO06BF718D09CAESEDA45795FE020309AC4FE2EQ9D8E3F3E72817E08662199F30722ED61EA22AD3A8810CEOB0128203128502D72¢
8

false
low

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
tirtf:pub:vsd:mpp:mdb:dot:dotm:xIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api*:['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296979073050875","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FOXIXNQxIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
false

low

RT3 H—— 25 N——

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.269740460757766

false

6:Ai60+q2PWXp+N23iKKdK25+Xqgx8chl+IFUtqViBAFUdXZmwY Vfi6AFUd3VkwOWM:AiQva5KKTXfchI3FUtiiva/livW55KN
2119496381F3FOC7E0A4627AAC63CB08

9C16DB59E63FCDADGAB60ABBAGE4ACEAEB4508A43
BACC35DD2D8F11373878D28E9647BCFF94879FD3738AB48F05567999E211527B

93C2B6493BCB4AG93A8ESF69EFD3380B98DIFDAYAGBDE7772F89D59ED25E2683012CA29BCCA892F4263FBC6A88D8016B1110BEF09427CA56FD74CESB7CAC2
B64

false
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Reputation:

Preview:

low

2022/05/13-22:18:00.640 1718 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/13-22:18:00.641 1718 Recovering log #3.2022/05/13-22:18:00.641 1718 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.269740460757766

false

6:Ai60+2PWXp+N23iKKdK25+Xgx8chl+IFUtqVfiBAFUdXZmwY VfiBAFUd3VkwOWM:AiQva5KKT XfchI3FUtiiva/livW5f5KN
2119496381F3FO0C7E0A4627AAC63CB08

9C16DB59E63FCDAD6AB60ABBAGE4CEAE84508A43
BACC35DD2D8F11373878D28E9647BCFF94879FD3738AB48F05567999E211527B

93C2B6493BCB4A693A8ESFGIEFD3380B98DIFDAYAGBDE7772F89D5S9ED25E2683012CA29BCCA892F4263FBC6A88D8016B1110BEF09427CA56FD74CESB7CAC2
B64

false
low

2022/05/13-22:18:00.640 1718 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/13-22:18:00.641 1718 Recovering log #3.2022/05/13-22:18:00.641 1718 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2166

6.005482843117904

false
48:EPz3yFXMNPz3+RJEQt1ZpB/aCn4XQ230B9bD8gfY2FSvx:EP+FXkPCRtDZp8Cn4KB9bD8gfY2FSvx
05C9614D3319C7164F931CAA55323BF1

D42CB49F50D68C75932D5A9CA87E7A30001599E4
3A5389AFEFB6DF092052B1F95010CDC70896B4DFFE0639ADA53BOE017BEOFC4B

601E772FD972BEAC3CAFFAG835BA7235A7FA9D2AD09B2839AD59684726E9BFA8E39275B722EC80F7564CB7FF121E488A6BDB6EAEG696549303E2CAF95623BD6E
7

false
low

................... 0mn2u..2...ahr0Ochm6ély9iywz5ymvpzzm3d3dydnrzdmx0y3fjiz2xtam51cgxwymxgetdrewjlnnpkdgplegu3cjg3b21kbwwzas5pcgzzim5mdhnOb3jhz2uubgluay8
jbglvbnrhbm9acgvhcmxob2xkaw5nimnvbg. @aviaafzbOu neri hi bucqwbifrg5fooxjangqu2r..com..efax..https..iofhmmb3ivhtvuac8ph
3mg..Imontano..Ink..login..lu..mjt..pearlholding..rri5qfrwqwaazds.;bafybeig37wwrvtsvitcqcgimjnuplpbliy 7kgbu6zdtjuxe 7r47omdml3i..ipfs..link..nftstorage*........ Oomn2u......2
........ ahrOchmGIyglyWZSymvpzzm3d3dydnrzdmx0y3f122xtam51chwymxqetdrCWJ1nnpkdgp1egu3qq3b21kbwwza35pcgzzlm5mdhn0b31h22uubgluaysjbglvbnrhmea
cgvhcmxob2xkaw5nimnvbg...D.@aviaafzbOuwa neri bucqwbifrgsfooxjanqquar...?.;bafybeig37wwrvtsvitcqcgimjnuplpbliy 7kgbu6zdtjuxe 7r47
omdml3i......com......efax......https......iocfhmmb3ivhtvuac8ph3mg......ipfs......link......Imontano......Ink......login......Iu......mjt......nftstorage......pearlholding......rr5qfrvqwaazds
2800 oo 2, 3 —— 4.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4ADFB01777D6A5F141623278C1BF74615C5A491092CE3FD160;
false

low
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Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5227

Entropy (8bit):  5.008222414471894

Encrypted: false

SSDEEP: 96:nSCFcQ1pcKIEok0JCKL8Zk/1ubOTQVuwn:nSCz1pcF4KWk/C

MDS5: 6937F38488E9D2B99C7E286F05468F4D

SHAL: 185F7743BE41BA20E52DF7EC55CDF595E1C7F6DB

SHA-256: 3BB2020614F4E2FC4AD3829BE652F30BB2B3DD09CI8684BCAE72EE75C1D6341B

SHA-512: 27149BDB7545FFC294F11289EF0247675517D95C62B6892DF63B7CAA94076EBBES9F5CF76695F185853F5E4DC18B110FOFFF67D5310CCD37A1580A1839D92C1E
Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13296979073879655","alternate_error_pages":{"backup":true},"announcement_notification_ser

vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 17703

Entropy (8bit):  5.576802025582031

Encrypted: false

SSDEEP: 384:RSatBLIHEXQ1kXgKf/pUZNCgVLH2HfD7rU02ZVi4/:LLI2Q1kXgKf/pUZNCgVLH2Hf3ru0CVio

MD5: EA5C9058D9274DD07C94866EF82B8741

SHA1L: 3F88BB598C9FBE3D0743AD10EAS6FAAE7C2FA065

SHA-256: 5635CE2FE954AFDCB2835E23D33542B8F199980CFD6B1781DESBF8BDB5121FEA

SHA-512: 71CF68900CD2FFOEE6A2CD161A9CDE8949962BC2435737FDDDCAFC1A8431E24D1EAABDSE130D7474FFATEG66A591F1BAB157415C359DFFO0A911E72A728B0OE9
DA3

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh

turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb”:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu”,"system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296979073050875","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128""webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\125ab7c0-c7e5-4a8¢c-b020-

7c446d500507.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHPOoNXR8+eq7JdV5qQIsDHF4x70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky: YHO8sdBSB6MASBALIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
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Malicious:
Reputation:

Preview:

false
low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.985305467053914

false
6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpqQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsBdLJIlyH7E4f3K33y
C401B619D9DBEOADABC25A47EE49CFBA

C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA
8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F
BC12F16CB95CBOAD708C6BBDO05EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a10749b4-5795-4721-8c64-118799c49321.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.576802025582031

false
384:RSatBLIHEXQ1kXqKH/pUZNCgVLH2HID7rU02ZVi4/:LLI2Q1kXqKH/pUZNCgVLH2H3rUOCVio
EA5C9058D9274DD07C94866EF82B8741
3F88BB598CO9FBE3D0743AD10EAS6FAAE7C2FA065
5635CE2FE954AFDCB2835E23D33542B8F199980CFD6B1781DESBF8BDB5121FEA

71CF68900CD2FFOEE6A2CD161A9CDE8949962BC2435737FDDDCAFC1A8431E24D1EAABDSE130D7474FFA7E66A591F1BAB157415C359DFFOA911E72A728B0E9
DA3

false

low
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Preview:

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xIsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13296979073050875","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i

icons™:
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a664051d-8bdb-445d-96de-72008789c5a0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5227

5.008222414471894

false

96:nSCFcQ1pcKIEokOJCKL8Zk/1ubOTQVuwn:nSCz1pcF4KWk/C
6937F38488E9D2B99C7E286F05468F4D
185F7743BE41BA20E52DF7EC55CDF595E1C7F6DB
3BB2020614F4E2FC4AD3829BE652F30BB2B3DD09C98684BCAE72EE75C1D6341B
27149BDB7545FFC294F11289EF0247675517D95C62B6892DF63B7CAA94076EBBES9F5CF76695F185853F5E4DC18B110FOFFF67D5310CCD37A1580A1839D92C1E
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13296979073879655","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group 'should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0"," o","o","0","0","0","0","0","0","0","0","0","0" '0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0", 3

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b5b67b44-dc43-4271-929b-ba64e5caca56.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJMH+557YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160;
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV/IRv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9YA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

false
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Reputation: low

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1gIFJ

MDS5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FAIEESB77D6DF7C344A0AA030E0
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit):  3.138546519832722

Encrypted: false

SSDEEP: 3:tblolIrd51dQxI7aXVdJiG6RORIAIL:tbdIrnQxZaHIGiOR6!

MD5: DE9EFOC5BCC012A3A1131988DEE272D8

SHA1L: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C..\\P.ro.gram. .Files\G.o.0.gle\Chromel\App.lication\chrom.e.exe.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919EDOB70E5C3289

SHAL: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
Malicious: false

Reputation: low

Preview: 85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 204506
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6.073454805258598

false

3072:V9QaHQ6VY CkXkp++Thcc9fadNm/EvOQ39n0rXFFchXaflBOu1GOJmASiuRf:77Qqoo+tcUOsMENOrDaqfllUOoSiuRf

87409B6CDF663DA42F06BC2DC2860695

9697799217AEAABF3D01E84E87C0349AFCID12F7

DOBF7CB8392837A6B46D2D6EE1B17EE2AAEE9702039F00AA187013AEA3E88AT72
C547E9A04440853808ECCA7F2EBFF8729754BE4B054386BD6F5B2A02824A68226AE013185C833DC5355CE66F225CCDBB46153C5B900BC73DDE143B963530D63
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652505475636549e+12,"network":1.652473078e+12,"ticks":119597563.0,"uncertainty":4422985.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK1t94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LGLdOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639082037"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.7410976066620916

false
384:t/LMcOhvOISEVZro/NOrFvQ83PcWnHS7Gr+rZ+g+xvCGi5r1lomh2NOsOwPOuisNJ:BqGppWGHTseHi8+IH/a4KCUOdNn
BBDE1443862BEEBB08943D82256C424A

69606618891E627D471C5A252286384249614DBD
52A2B059F93B6D5AF30437592E45C5A53C4D7537292052DBD33F0539ED723D27

8C77C578C8743EA3C447A6ADB6365258C5A744EDS3A9CF6FSAG9EDAD330802AB7EC1F3325ACF5991355C43EB47D953C97222077379DCA772EB20FBA12F45131

false

low

(] Tmm— *..C..\P.R.0.G.R.A~1\M.I.C.R.0.S.~1\.0.ffic.e.l1.6\G.R.O.0.VEEX.D.LL.P..]..%.pro.gramfiles%\m.icros.oft officeloffic.e
.1.6.\......gr.o.0.v.eex.dll..Micros.oft .Office. .2.0.1.6..*.Micros.oft .OneDrive. for B.usines.s. Extens.io.ns...16..0..4711..10

.0.0. .C.:.\\P.R.O.G.RA~1\MIC.R.0.S.~1\0.ffic.el6\GRO.O.VEEX.D.LL..M.icros.o.ft .Co.rp.oration.%8.D..C.:\P.ro.gram. Files\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\OFFICE1l6\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%.\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.426.6..10.0.1..D..C
\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\d4f8dd2a-bd02-48a4-ae2c-led0ab677f2a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.7410976066620916

false
384:t/LMcOhvOISEVZro/NOrFvQ83PcWnHS7Gr+rZ+g+xvCGi5rlomh2NOsOwPOuisNJ:BqGppWGHTseHi8+IH/a4KCUOdNn
BBDE1443862BEEBB08943D82256C424A

69606618891E627D471C5A252286384249614DBD
52A2B059F93B6D5AF30437592E45C5A53C4D7537292052DBD33F0539ED723D27
8C77C578C8743EA3C447A6ADB6365258C5A744ED53A9CF6F5A69EDA4D330802AB7EC1F3325ACF5991355C43EB47D953C97222077379DCA772EB20FBA12F4513]
false

low

.0.0. .C.\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0ffic.el.6\G.RO.0.V.EEEX..D.LL...M.ic.r.0s.0.ft. .Corp.oratio.n..%\8.D..C.\P.r.o.gram. .F.iles\C.o
.m.m.o.n. .F.iles\M..c.r.os.0ft .Shared\O.F.FICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
ficel6.\...msoshext.dll..M.icros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\e3d602d4-0903-49b1-a560-951037453491.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

204506
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Entropy (8bit):  6.073456318113069

Encrypted: false

SSDEEP: 3072:U9QaHQ6VY CkXkp++Thcc9fadNm/EvOQ39n0rXFFcbXaflBOu1lGOJImMAS3iuRf:M7Qqoo+tcUOsMENOrDagflluOoSiuRf

MDS5: 5ADEDF48A51628E01EC7CE9DOA59EF06

SHAL: B309EB1D884DE2AF63D2EC032C6770C5BA722D5C

SHA-256: 164D7F1D97AAA8BFCB541ECED877EO0C9B7B6174E1E46399B26B391C4D2C01823

SHA-512: AO013E4791613A54C010444254E68CBIF7305577DAF5C7390DE7D46102410B4A4F988F282050A64B45862B46FE73179F5B4E97B8B817CD7E7ED0514DC5C6AF522
Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.652505475636549e+12,"network":1.652473078e+12,"ticks":119597563.0,"uncertainty":4422985.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LGLdOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Temp\d65dab61-3947-4533-a8df-ccf60e4del2e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3Ll

MD5: 5058F1AF8388633F609CADB75A75DCID

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEAG69CC6A83331BBE96DC2CAAIA299D21329EFBO336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBF94FFIA8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\flae4634-e615-4e34-a119-705 9f5e6b120.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKklrv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI96A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview: Cr24.............. 0.."0..* H...oood O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#.e.xQ....... [..L]..3> . uT. 7. (yM...?2V.<2.......1.a..07d.... A H..."MpB..T.m..Vn Ip..>k.|

1.n.<Fb.f.*Q1.....5..2..{*6....Pp....0bM..1......b1......(UN.'Z.....v.F.W.X4."*eu...b......... \.Fl..b...I5...2J.q......L]....W[TO.6....E.....1.%Z.vFm.9..5!,.~g5.....t..]....+A.....U..
.0.......)." b *$wW\$.0&.]zF_2..
.......... I..).H...1Q.y ;MG d..ix..#{.Z$|..|.?...0K...t"i..5...Y..%.Ky....0.. {+.~v.;...0....Z
.Q.{...FOD. .0...|. A.L.+.=. kP.L.1..

2 )(6..@?v.;~.2..C... [OY0.. * H=..* H.=.. 2.4Y.1.K.bR5SI.8......Hi.-..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false
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SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

12:1HEJMLKSIWZGGMLKSIwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ030yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD
6F8E288A9AD5B1ED8633B430E2B4D4CA

F671D3D4BEFA431D1946D706F4192D44E29B6F08
A114E2783D0E9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

OF87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDAGD71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBFS5EF54AC21027328F770
oc

false

low

{.. "app_description": {..  "message": "........ ... ccceere. .. Chrome".. },.. "app_name":{.. "message":" Chrome".. },.. "craw_app_unavailable™: {..
"message": " ".. }.. "craw_connect_to_network™ {..  "message": "...., ... ... .. . iap_unavailable"

.................................... ". }.. "jwt_retrieve_failed": {.. "message": "The transaction could not be completed.".. },.. "please_sign_in": {..

Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\ca\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

675

4.536753193530313

false
12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOFKD
1FDAFC926391BD580B655FBAF46ED260

C95743C3F43B2B099FEBEBC5BD850F0C20E820AC
C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

39D95D45C5746DA3BAA7TAEBA3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CI
B4

false

low

{.. "app_description": {.. = "message": "Sistema de pagaments de Chrome Web Store".. }.. "app_name" {.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. “craw_app_unavailable™: {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. “"craw_connect_to_network™: {.. = "message": “C
onnecteu-vos a una xarxa.".. },.. “iap_unavailable™ {..  "message": "La funci. Pagaments a I'aplicaci. no est. disponible actualment.”.. },.. “jwt_retrieve_failed": {..

"message": "The transaction could not be completed."..

"please_sign_in": {..  "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\cs\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.698608127109193

false
12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOFTYWC:1HEI4AG8WY pdt8Zpg5TOGAOFW
76DEC64ED1556180B452A13C83171883

CFB1E56FD587BCDC459C1D9A683B71F9849058F9
32290D69A90E6BAAC428B10382C99221B12773BB9A184F3BI93DFB48A4F6D7A40

5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D8488!
CcB

false

low

{.. "app_description": {..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable": {..  "message": "Aplikace v sou.asn. dob. nen. dostupn. },.. "craw_connect_to_network": {.. =~ "message": "P.ipojte se pros.m k s.ti."..
},.. "iap_unavailable™: {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici }.. jwit_retrieve_failed™: {..  "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\da\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.5289746475384565

false
12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOTYzD:1HErMKfgMKVWYpM6IL8ZpDNOGAOfiD
238B97A36E411E42FF37CEFAF2927ED1
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SHAL: 4E47AC90BA24C8F4724D9293FA40CFD4ADAGGFEOD

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5ABI9AADIBAC3D57F63CB693EO60EECE123A72036C6E92156D099495C7E9E9CCE6DCE3EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C5
EOA

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {.  "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable™: {.. ~ "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “"craw_connect_to_network": {.. =~ "message": "Opret forbindelse til et netv.rk.".. },..
"lap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 651

Entropy (8bit):  4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FK6030yZnLAOFTYJIE6K:1HEZWWY p3Bewv8Zp7k4OGAOQj

MD5: 6B3E916E8C1991AA0453CBAOOFEDCAAA

SHA1L: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name™ {..  "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. “craw_connect_to_network": {.  “"message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. “iap_unavailable": {..  "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. “jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. “"please_sign_in":{.. = "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 787

Entropy (8bit):  4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1L: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0BBEBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B¢
0

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "........ ... Chrome Web Store".. },.. "app_name":{.. = "message": "......... Chrome Web Store".. },.. "craw_app_unavail
able™: {.. "message":". ".. },.. “"craw_connect_to_network": {.. = "message": },.. 'iap_unavailable": {..
"message": ".. }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{.. "message"

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOTYdD:1IHEVSWYpVp0JS8Zp5KpaOGAOfuD
MD5: 91F5BC87FD478A007EC68C4ESBADF11AC

SHAL: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY
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SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98AGE

FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name":{.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. “"craw_connect_to_network": {.. = "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOTYdD: IHEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4EBADF11AC

SHA1L: D07DD49E4EF3B36DAD7D038B7E999AEB50C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICI

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8AI769D929FEEFEB4D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. }.. "app_name": {. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™ {..  "message": "App currently unavailable.".. },.. “craw_connect_to_network™ {..  "message": "Please connect to a network.".. },.. “iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{.. "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 661

Entropy (8bit):  4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNISOGAOfD

MD5: 82719BD3999AD66193A9BOBB525F97CD

SHA1L: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB0OSESDB1CY

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCEO!
28

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name": {.. "message": "Sistema de pagos de Chrome Web Store"..
}... “craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “"craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. "iap_unavailable™ {..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. "jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\es_419\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO030yZnLAOITYiJD:1HEvaC6WY pcDeEFxq8Zp4LIOGAOfVD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHAL: 4DADEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2FAEBBC3787B3892A240348324F

SHA-512: 37FODBFCC1B5A2B8E4C92C49D2DI9DEEF25616421350324F57E0149A45A6CCB437F5E3CBEY7412C4B5DBBF2593783C7DF71E9C25A851AEAEGEA4764C545723FA
53

Malicious: false
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Reputation: low

Preview: {.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™: {..  "message": "Con.ctate a
unared.".. },. "iap_unavailable™ {.. "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwi_retrieve_failed": {..  "message": "The tr

ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\et\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 595

Entropy (8bit):  4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGIPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOFTYgoLIR:1HEdvqIWYpTeObk8ZpT/OGAOfULIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHAL: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B6IBBIAFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3EOF231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome'i veebipoe maksed".. },.. "app_name":{..  "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™ {..  "message": "Rakendus pole praegu saadaval.".. },.. "craw_connect_to_network™ {.. = "message": "Looge .hendus v.rguga.".. },.. "iap_unavailable": {..
"message"”: "Rakendt i d maksed ei ole praegu saadaval.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\fi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 647

Entropy (8bit):  4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOTY5HN: 1IHEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1L: F3EAAADDCO03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDES54B20845124113383B6EB81E43A0F05E4EBOC44BEE3C1DFACACCS5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3ECOE974FDDBOBE,
D8

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome Web Storen maksut".. },.. “"app_name": {.. “message": "Chrome Web Storen maksut".. },.. “"craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.II. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {.. ~ "message": "Muodosta verkkoyhteys.".. },.. “iap_unavai
lable™: {..  "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. }.. "please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\fil\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit):  4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeTO30yZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHAL: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBOFBBIA3SESDSF7BB5E9BE6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAFS
2

Malicious: false

Reputation: low
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Preview: {.. "app_description":{..  "message": "Mga Pagbabayad sa Chrome Web Store".. },.. "app_name": {. "message": "Mga Pagbabayad sa Chrome Web Store"..

},.. "craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. "craw_connect_to_network": {.. = "message": "Mangyaring kumonekta
saisang network.".. },.. "iap_unavailable": {.. = "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\fr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 677

Entropy (8bit):  4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8:1HE4HNalHN6WYpNdgpY8ZpSTQWNBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHAL: 3F9D44EAB807069A32AACA2AAADO2FD892E6CCI0

SHA-256: 599491F8C52B945C16C441ADF45BFDA5AFAE046DA07757D97C56AFADE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6!
7

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {.. ~ "message": "Application indisponible pour le moment.".. },.. “craw_connect_to_network": {..  "message": "Veuillez vous connecter . un
r.seau.”.. },.. "iap_unavailable™ {.. = "message": "Les paiements via I'application ne sont pas disponibles pour le moment.".. },.. "“jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. “"please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\hi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 835

Entropy (8bit):  4.791154467711985

Encrypted: false

SSDEEP: 24:1HES07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLM:Wh7qgYplCMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHAL: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BFOFDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6FI9E7A735F28C7C719B539559005B69FA755!

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ... ..... ...... ".. }.. "app_name":{. "message": "Chrome ...........".. }.. “craw_app_unavailable™: {.. = "messa
[5]28 Strneronn oo oo oo coen oo ".. }.. "craw_connect_to_network™ {..  "message":"............ .o vl ".. }.. "iap_unavailable™: {..  "message": ".-.. ... ...l
}.. "jwt_retrieve_failed™: {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": ".... Chrome ... ... .. ...".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\hr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 618

Entropy (8bit):  4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK: 1THE4H4TH8WY pNjTta28ZpQVLPOSOGAOK

MDS5: 8185D0490C86363602A137F9A261CC50

SHA1L: 5BD933B874441CEACB9201CCC941FF67BAED6EDCO

SHA-256: A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075FIF3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D0
96E

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "craw
_app_unavailable": {..  "message": "Aplikacija trenuta.no nije dostupna.".. },.. "craw_connect_to_network™ {..  "message": "Pove.ite se s mre.om.".. },..
"iap_unavailable": {..  "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be comple
ted.".. },.. "please_sign_in":{..  "message": "Prijavite se na Chrome.".. }.}..
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C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\hu\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 683

Entropy (8bit):  4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJIGGVJi+WYpU34Hpo90+dgMmfgijO8ZpU34Hu090030yZnLAOFTYBIAYm:1HEVIKkSWYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHAL: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABAL7FBCE

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899ECT¢E

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name™ {.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. "craw_app_unavailable": {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. “"craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },.. "iap_unavailable™: {.. = "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "jwt_retrieve_failed": {.. = "message": "The
transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\ _locales\id\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit):  4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU340RBHAeSJ+dgkmO8ZpU34s22C/SzFAs030yZnLAOFTYR:1IHEBaA6WY paHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1L: 60BDC2937905B311D2C9844DF2D639D7ACOF7F67

SHA-256: C6E8800450602DEOF39FEIF6854472383813FB454B0SBABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EFOBAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DEOCC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

Preview: {.. "app_description": {.. = "message": "Pembayaran Chrome Webstore".. }.. "app_name": {.. "message": "Pembayaran Chrome Webstore".. },.. “cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. “"craw_connect_to_network™ {.. =~ "message": "Sambungkan ke jaringan.".. },..
“iap_unavailable™: {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be co
mpleted.”.. },.. “"please_sign_in":{..  "message": "Harap masuk ke Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\it\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 603

Entropy (8bit):  4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUvIO8ZpU34vq7030yZnLAOFTYsD:1IHEXd/aKd/6WY pZrv58ZpskOGAOfzD

MDS5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1L: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECCS

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. = "message": "Pagamenti Chrome Web Store".. },.. "app_name" {. "message": "Pagamenti Chrome Web Store".. },.. “craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. "craw_connect_to_network™ {..  "message": "Collegati a unarete.".. }.. “iap_unavailable": {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedi a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\ja\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators
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Category: dropped
Size (bytes): 697

Entropy (8bit):  5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJO7uGGO7u+WYpU34DB+dgnsVztO8ZpU34MwiB030yZnLAOFfTYmSH: 1HECcnDNWY p1kxU8Zp2wigOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHAL: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DALF

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BEOAE4ES51739F8AFE32D7ADEGEDEO4EF6BIBOEEDO3E3A857E6058EEDD
Cc6

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ........ ".. }.. "app_name":{.. "message": "Chrome ........ ".. },.. "craw_app_unavailable™ {.. = "message": "..........
....... ".. },.. "craw_connect_to_network™ {..  "message": ".............".. },.. "iap_unavailable": {.. }.. Ujwt_retrieve_failed": {..
"message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Chrome ............ RO

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 631

Entropy (8bit):  5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaT030yZnLAOFTY/YeHx:1HEajWYpc3aSI0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE7OFABSCF

SHA1L: 0534F125FFCEB222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BEACFF883FEFF1084EF7EGS

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFDO8E2D6EOC79D563578B3EC52517819BD

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message™: "Chrome......".. },.. "app_name":{.. "message": "Chrome.....".. },.. "craw_app_unavailable": {.. =~ "message™ ".... ...
....... },.. “craw_connect_to_network™ {..  "message" "........".. }.. “iap_unavailable":{..  "message":"............". }.. "jwt_retrieve_failed":{. "
message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Chrome. ....... T O

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\lt\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 665

Entropy (8bit):  4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpgHNKGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yZnLAOFTYx: IHELGHtKgHPWY pM3A8ZpwGzOGAOfg

MD5: 4CAB44F875606986A9898D04BDAE3EAS

SHA1L: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98CIE3EF3DBI6C

SHA-512: E575E3D0622F5BD4B6COEE79128A1B1F1882195670139D1983F4377D847141B8FBSEBB8BCED82AF3A220ED07D3577AFBEO85BADCOESC7678292B80E3EC5D34«
4

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },.. "app_name": {.. = "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema".. },.. “craw_app_unavailable™: {.. = "message": "Programa .iuo metu negalima.".. },.. "craw_connect_to_network™ {..  "message": "Prisijunkite
prie tinklo.".. },.. "iap_unavailable™: {..  "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could
not be completed.".. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\lv\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false
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SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yZnLAOfTYGYID:IHENQKKWYp2Doy/em8Zp2WOGAOfRYID

MDS5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHAL: 1F67FF6EF6E90COCE3AAF56ED543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFFB0EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADAB687B05C6C7271C78EATF5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBAO8A93821EEF
0

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. = "message": "Chrome interneta veikala maks.jumu sistma".. },.. "app_name™ {..  "message": "Chrome interneta veikala maks.jumu s
istma".. },.. "craw_app_unavailable™ {..  "message": "Lietotne pagaid.m nav pieejama.".. },.. "craw_connect_to_network" {..  "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. },.. "iap_unavailable": {.. = "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed™: {.. = "message": "The transacti
on could not be completed.".. },.. "please_sign_in":{..  "message": "L.dzu, pierakstieties p.rl.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\nb\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 624

Entropy (8bit):  4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhiOGGhiO+WYpU340HSN+dgFjdGFZ08ZpU34JgdN030yZnLAOFTYiD:1IHEDIiHIitWYpCYJ8ZpD1OGAOfRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHA1L: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4ED

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCE
5

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name™ {.. "message": "Chrome Nettmarked-betalinger".. },.. "craw_app
_unavailable™ {..  "message": "Appen er utilgjengelig for .yeblikket.".. },.. "craw_connect_to_network™ {..  "message": "Du m. koble til et nettverk.".. },.. “iap
_unavailable™ {..  "message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be complet
ed.".. },.. "please_sign_in":{..  "message": "Du m. logge p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\nl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit):  4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJIQGKbGGJIQGkb+WYpU340QKJIT+dgiXUmvFZ08ZpU34g7JT030yZnLAOfTYMD:1HErxkagxk6WY ptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1L: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBESAG5E9CEG6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741COF3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60ECOCD73848101B390BE8F44B89C310058AF4C1CA3CS8/
A7

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{.. "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "App momenteel niet beschikbaar.".. },.. “"craw_connect_to_network™ {.. = "message": "Maak verbinding met een netwerk."..
},.. 'iap_unavailable™: {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. },.. "please_sign_in":{..  "message": "Log in bij Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\pl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false
SSDEEP: 12:1HEJbiVbGGhiVb+WYpU340BHIBi9+dgQUg608ZpU34bdbfilu030yZnLAOFTYRS5k: IHESiVauiV6WY plAYr8ZpxFiaOGAOfIC
MDS5: 0E6194126AFCCD1E3098D276A7400175
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

E8127B905A640B1C46362FAGE1127BE172F4A40F
E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775CO9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2EOESACG87B7
7

false
low

{.. "app_description":{..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name™: {.. "message": "P.atno.ci w sklepie Chrome Web Store".. },..
"craw_app_unavailable": {..  "message": "Aplikacja jest obecnie niedost.pna.".. },.. “"craw_connect_to_network": {.. = "message": "Po..cz si. z sieci..".. },..
"jap_unavailable": {..  "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{..  "message": "Zaloguj si. w Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\pt_BR\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.515158874306633

false
12:1HEJsc/bGGsc/b+WYpU340Lw+dgn/KzO8ZpU34FjIBMWGRO030yZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKIOGAOf2tD
86A2B91FA18B867209024C522ED665D5

63DEC245637818C76655E01FCB6D59784BC7184E
6374880FDD1F8AF1EEBAEA6A06B73BEOAB265AFCEB4FE6FO8BDE3B3989264B21
DABDBDE5S028756421C2904F605632EE98831A25A1247E6238A931629B94CE8BA00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CES3F8C38DF8C7B5AFCE

false

low

{.. "app_description": {..  "message": "Pagamentos da Chrome Web Store".. },.. "app_name™ {..  "message": "Pagamentos da Chrome Web Store".. },.. “"craw
_app_unavailable™: {..  "message": "Aplicativo indispon.vel no momento.".. },.. “craw_connect_to_network™: {.. = "message": "Conecte-se a umarede.".. },..
"iap_unavailable™: {.. ~ "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. },.. "“jwt_retrieve_failed": {.. = "message": "The transaction
could not be completed.”.. },.. "please_sign_in":{.. = "message": "Fa.a login no Google Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\pt_PT\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

622

4.526171498622949

false
12:1HEJsZUkbGGsZUkb+WYpU340AE+dggxKzO8ZpU34rEpBfvPO030yZnLAOfTYLD:1IHEmUka5Uk6WY pFvdxZ8ZpSTnPIOGAOS
750A4800EDB93FBE56495963F9FB3B94

8BFB915488A4EB3CB33D68E2ES59F1F8447DB7D61
C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

2AEDEF5793406221BE76AF22031CE8C30AB5SFAEAEDO9BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCABC77FFD808A2058602D3646FD8DAE2844406F
24

false

low

{.. "app_description":{..  "message": "Pagamentos via Chrome Web Store".. },.. "app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. “cr
aw_app_unavailable™: {..  "message": "Aplica..o atualmente indispon.vel.".. },.. “craw_connect_to_network™ {.. = "message": "Ligue-se a umarede.".. },..
"jap_unavailable™: {..  "message": "Os Pagamentos na app est.o atualmente indispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. “"please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\ro\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.61125938671415

false
12:1HEJQIrIZGGqIriZ+WYpU344HIx2Z+dgrVPIZ08ZpU34qT7hI30030yZnLAOTYU:1HEC4D8WY pKow8WV68ZpKhoOGAOfoVGD
98D43E4B1054A65DF3FA3CC40AB6FB6D

46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2
113A13900CBA62FEBAED06751971C23A80A99B47F9BE219CF884D57DB19611D9
A76DC53912A4F46714926BI9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD146!
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Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "PI..i prin Magazinul web Chrome".. },.. "app_name":{.. "message": "Pl..i prin Magazinul web Chrome".. },.. "cr
aw_app_unavailable™ {..  "message": ".n prezent, aplica.ia nu este disponibil..".. },.. "craw_connect to_network™ {.. = "message": "Conecteaz.-te laore.ea.".. },..
"jap_unavailable™: {..  "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.".. }... "jwt_retrieve_failed": {.  "message": "The transaction could not be ¢
ompleted.".. },.. "please_sign_in":{..  "message": "Conecteaz.-te la Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\ru\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 744

Entropy (8bit):  4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ70JHZMSI3ZGG70OJIHZMSI3Z+WY pU34zWJI2F+dgVtLSVITO8ZpU347NW[TO30n: IHEIOIJHZMg4uOJHZMg8WY pdWJ/YGHg8m

MD5: DB2EDF1465946C06BD95C71A1E13AE64

SHA1L: FB4F3ECE9ECECEBBC6CA2A592A15FB9C1FDFB811

SHA-256: FBAF22CEGE16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DAG4EDG7AB

SHA-512: 4EO0CFO0BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22EO0EC62E6E2F1C8E1632A2D0CE6828D25C5ABBF143C990116F6
32

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "........ ... eerriimerinine Chrome".. },.. "app_name™: {.. "message": ... Chrome".. },.. “craw_app_u
navailable™: {..  "message": "......... .. },.. “"craw_connect_to_network™ {.. = "message": "..... }... “iap_unavailable™ {.. = "message™ "....... .....

. "please_sign_in":{.. = "message":

. }.. "jwt_retrieve_failed": {.  "message": "The transaction could not be completed.".. F ... Chrome.".. }..

b

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\sk\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit):  4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340RO+dgmmCO8ZpU34yH7u2Z030yZnLAOfTYCUAIOD:1HEI4AG8WY petPmD8ZpcH7a0OGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68EDS8DCBOA

SHA1L: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7TFA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAFADEDID63B

SHA-512: COE623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EBOAFFBE087AAB62F1C88CD2A40CC44E59
D

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. = "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplik.cia moment.Ine nie je dostupn..".. },.. “"craw_connect_to_network™ {..  "message": "Pripojte sa k sieti.".. },..
“iap_unavailable™: {..  "message": "Platby v aplik.cii moment.Ine nie s. k dispoz.cii.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be com
pleted.”.. },.. "please_sign_in":{..  "message": "Prihl.ste sa do prehliada.a Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\sl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: modified

Size (bytes): 617

Entropy (8bit):  4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGeyvmbZ+WYpU340BOEtf+dgcalZ08ZpU34GcQArERff030yZnLh:1HE4cyY4TcyY8WYpNoWalw8ZpQcQBAFK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHAL: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EEODF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CAGABACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0ODEC!H
9D

Malicious: false

Reputation: low

Copyright Joe Security LLC 2022 Page 31 of 82



Preview: {.. "app_description":{.. = "message": "Pla.ila v spletni trgovini Chrome".. },.. "app_name": {.. = "message": "Pla.ila v spletni trgovini Chrome".. },.. "craw_app

_unavailable™ {..  "message": "Aplikacija trenutno ni na voljo.".. },.. “"craw_connect_to_network": {.. = "message": "Pove.ite se z omre.jem.".. },.. "iap_unavailabl
e {.. "message": "Pla.ila v aplikacijah trenutno niso na voljo.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "
please_sign_in": {.. ~ "message": "Prijavite se v Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\sr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1152

Entropy (8bit):  4.2078334514915685

Encrypted: false

SSDEEP: 24:YHYpYO0f7BxQVnRISLRO1QV1J0V8aQVEeORbo0V8aQVEeORbIp00V4i0f7BXR2QVj: YHYpVIXQVP5LYQHQQC/QcGpcHIXR2QV]

MD5: 92C1FAC62EB7F92EC3794D4A141BEF32

SHAL: 2AFA41BF51BF9A1089B0B92A9D2DC74299B79813

SHA-256: 9DF154C93B02695AF1CC39F085D9D178EC6AF131A62C2AFC65F125F8FIASB7AC

SHA-512: D0709E4F586EAC03548A47D72156CF48DIB4EBOAFIEDB335DF75F541AE1B4172541647EC8BA081965647A9EAE10DB342F87558977BE6075B2D3CC5C3995EDGE
E

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u0410\u043f\u043b\u0438\u043a\u0430\u0446\u0438\u0458\u0430 \u0458\u0435 \u0442\u0440\u0435\u043d\u0443\u0442\u04

3d\u043e \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"craw_connect_to_network™:{"message":"\u041f\u043e\u0432\u0435\u0436\u0438\u0
442\u0435 \u0441\u0430 \u043c\u0440\u0435\u0436\u043e\u043c."},"app_name":{"message":"\u041f\u043b\u0430\u045b\u0430\u045a\u0430 \u0443 Chrome \u0432\
u0435\u0431-\u043f\u0440\u043e\u0434\u0430\u0432\u043d\u0438\u0446\u0438"},"app_description":{"message":"\u041A\u043b\u0430\u045b\u0430\u045a\u0430 \u
0443 Chrome \u0432\u0435\u0431-\u043f\u0440\u043e\u0434\u0430\u0432\u043d\u0438\u0446\u0438"},"iap_unavailable™:{"message":"\u041\u043b\u0430\u045b\u
0430\u045a\u0430 \u0443 \u0430\u043flu043b\u0438\u043a\u0430\u0446\u0438\u0458\u0438 \u0441\u0443 \u0442\u0440\u0435\u043d\u0443\u0442\u043d\u043e \uo

43d\u0435\u0434\u043e\u0441\u0442\u0443\u043fAu043d\u0430."},"please_sign_in":{"message":"\u041f\u04

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\sv\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 523

Entropy (8bit):  4.788896709100935

Encrypted: false

SSDEEP: 12:YGGYpg6hVGZE3aFMaap8Sp5b6hwUwrdIWO/NrmLAOK:YHY pg6hPaeaap8Sr6hwXIWOFVAOK

MD5: 6E1BE9CEE29818E54E3D1C7D483DD6F7

SHA1L: B9DD926B60E225C5BESBA1DBB7EF3ACE422A204A9

SHA-256: E348583D8C53F4A5DECA4551DA93785C17108466E427E06F84708AA383EAOE326

SHA-512: 3ADB32COF098E064B774E7E7F615F54C44ADFB3BFC554B06A17048C6077C5885D42BD89F6733D64D65EA1785033B36B386EFOB6661FD539855484EA5A2900BB
Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Appen \u00e4r inte tillg\u00e4nglig flu0Ofer tilllu00e4llet."},"craw_connect_to_network":{"message":"Anslut till ett n\u0Oe4tverk."},

"app_name":{"message":"Betalning via Chrome Web Store"},"app_description":{"message":"Betalning via Chrome Web Store"},"iap_unavailable":{"message":"Betalning i
appen \u0Oe4r inte tillg\u00e4ngligt lu00fér n\uOOe4rvarande."},"please_sign_in":{"message":"Logga in i Chrome."},"jwt_retrieve_failed":{"message":"The transaction coul
d not be completed."}}.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\th\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1300

Entropy (8bit):  4.09652661599029

Encrypted: false

SSDEEP: 24:YHYpqQV8k6NvgndOBQV3dOBQV5pWdPiIWdBy 7MIoOWOFVAOK: YHYpgQ+k6NUaBQlaBQXpW3dBUMIehQ

MD5: 283D5177FB2FC7082967988E2683EC7C

SHAL: DEDE43967F3CEF9D9325F140872A63BFCE2AABCS

SHA-256: E8D5820BDE31B66A7641068FDEDD1AS5F20C1A783460B98887A670F38422099CF

SHA-512: 74413C00C58B7136038D4C41D5C7C79EC02A9830779ABB719D72536B74C5E338B1548A20290559FB3F4E2A938B728CF99041050DD1970848EE9A6590EBOAB3E4
Malicious: false

Reputation: low
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Preview:

{"craw_app_unavailable":{"message":"\u0e44\u0e21\u0e48\u0e2a\u0e32\u0e21\u0e32\u0e23\u0e16\u0e43\uela\u0e49\u0e07\u0e32\u0el19\u0e41\u0e2d\uOelb\uOed4
\uOe14\u0e49\u0e43\u0e19\u0e02\u0e13\u0e30\u0e19\u0e35\u0e49"},"craw_connect_to_network™:{"message":"\u0e42\uOelb\uOe23\u0e14\u0e40\u0eOa\u0e37\u0e48\
uOe2d\uOe21\uOe15\u0e48\u0e2d\u0e01\u0e31\ulela\u0e40\u0e04\u0e23\u0e37\u0e2d\u0e02\u0e48\u0e32\u0e22"}, "app_name":{"message":"\u0e23\u0e30\
uOela\uOela\uOeOa\uOe33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e02\u0e2d\u0e07 Chrome \uOe40\uOe27\u0e47\ulela\uOe2a\uOe42\u0el5\u0e23\uOesdc”
},"app_description":{"message":"\u0e23\u0e30\u0ela\uOela\u0eOa\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e02\u0e2d\u0e07 Chrome \uOe40\uOe27\uOed7\u
Oela\uOe2a\uOe42\uOel5\u0e23\uOe4c"},"iap_unavailable":{"message":"\u0e23\u0e30\uOela\uOela\uOeOa\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e43\ulel
9\u0e41\uOe2d\uOelb\uOele\u0e25\u0e34\u0e40\u0e04\u0eOa\uOe31\u0e19\u0ed4\ude21\u0e48\u0ele\u0e23\u0ed49\u0e2d\u0e21\u0ed

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\tr\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

572

4.93347615778905

false

12:YGGYpFh852XmYG45SfVVh5SX8pFBkw452kK/O/NrLAOK:YHY pFhJ2Y95AJ518pFhlkwOFVAOK
1BF2AA4BB904B406C9C2B7DF769BB540

8D29C4B7A79AB0657747CA194D1934292A46D2A8
OF2E8285BA3E2BDBA6B16435FB941B07159AACFAC80196AD5941B79AB52B712A

ODF48AEO0A518A940489E91D8AODGE7E47A3153747358E06CD792BFA3D826F47FA1502268F602E7D7EDFC1C111AEB3FAFOEG7F845986DDA77E2FC4B3336BCF4¢
C

false
low

{"craw_app_unavailable":{"message":"Uygulama \u015fu anda kullan\u0131lam\u0131yor."},"craw_connect_to_network":{"message":"L\u00fctfen bir a\u011fa ba\u011flan
\u0131n."},"app_name":{"message":"Chrome Web Ma\u011fazas\u0131 \u00d6demeleri"},"app_description":{"message":"Chrome Web Ma\u011fazas\u0131 \u00d6dem
eleri"},"iap_unavailable™:{"message":"Uygulama \u0130\u00e7i \u00Od6demeler \u015fu anda kullan\u0131lamaz."},"please_sign_in":{"message":"L\u00fctfen Chrome'da
oturum a\u00e7\u0131n."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\uk\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

1088

4.268588181103308

false
24:YHYpNQVVQVrI5eN7jAQVF0Zz0id0Zz0iRp00AQVgaQVVQVSMQWVjIkYHALIRNWOI:YHYpNQPQZ75exkQAz0/z00p2QAaQPQQN
FD1C9890679036E1AD914218753B1ESE

58160F7A0FC94110A2876223E406A517C8E2660B
39D19CC3387FFCE13A8F11DAD72E2FCBB7CD1A4367EC699AD7C40D6F52ECE717

03E81C398EE6ASDCE65A40CA07ELIA4CBEC2662D2C151A76COECB813587D672AC71311C39C5C5DA8BA1AE78A3A6CE3938609D1365F7819424FC34289C7743DF0C
2

false
low

{"craw_app_unavailable":{"message":"\u041f\u0440\u043e\u0433\u0440\u0430\u043c\u0430 \u0442\u0438\u043c\u0447\u0430\u0441\u043e\u0432\u043e \u043d\u04
35\u0434\u043e\u0441\u0442\u0443\u043fu043d\u0430."},"craw_connect_to_network":{"message":"\u041fu0456\u0434\u2019\u0454\u0434\u043d\u0430\u0439\u04
42\u0435\u0441\u044f \u0434\u043e \u043c\u0435\u0440\u0435\u0436\u0456."},"app_name":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0412\u04
35\u0431-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0443 Chrome"},"app_description":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0412\u04
35\u0431-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0443 Chrome"},"iap_unavailable":{"message":"\u041\u043b\u0430\u0442\u0435\u0436\u0456 \u0447\u04
35\u0440\u0435\u0437 \u043f\u0440\u043e\u0433\u0440\u0430\u043c\u0443 \u0437\u0430\u0440\u0430\u0437 \u043d\u0435 \u0434\u043e\u0441\u0442\u0443\u043f
\u043d\u0456."},"please_sign_in":{"message":"\u0423\u0432\u0456\u0439\u0434\u0456\u0442\u044c \u0443

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\vi\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

671

4.846531831162704

false

12:YGGYpgp80ONORWLNINI2k8yypSNiNI2k8yy+piNiNI2mil8ONO5WO/NrnLAOK: YHYpmvNcCgWgUpudilvNEWOFVAOK
7D52E9357AB847B4CC8DBC8CCADA93F5

AF877F3992D8056C8F08462BD575595BF79FE5B0
313F71F3FFDCEFC76FC746FF2029FBF8FBE38BD83DCF952FC3DDCD8AA96D5CFB

E66E7FACDF35A0F72AC61DEAAECA3A2DACY76CADEA146EBE3E9OE739178F173E32ADCF909F05F2657F2AD66E2ECB6015F6733CEA4BOE42337246469F89D3A
12F
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Malicious:
Reputation:

Preview:

false
low

{"craw_app_unavailable":{"message":"\ulee8ng d\ulee5ng hi\ulec7n kh\u00f4ng kh\ulea3 d\ulee5ng."},"craw_connect_to_network":{"message":"Vui \u00f2ng k\ulebft
nluledli viuledbi m\ulealng."},"app_name":{"message":"Thanh to\u0Oeln tr\uOOean c\uleeda h\u00eOng Chrome tr\uleflc tuy\ulebfn"},"app_description":{"me
ssage":"Thanh to\u0Oeln tr\uOOean c\uleeda h\u00eOng Chrome tr\uleflc tuy\ulebfn"},"iap_unavailable":{"message":"Thanh to\u0Oeln trong \ulee9ng d\ulee5ng
hi\ulec7n kh\u00f4ng kh\ulea3 d\ulee5ng."},"please_sign_in":{"message":"Vui \u00f2ng \u0111\u0103ng nh\uleadp v\u00eOo Chrome."},"jwt_retrieve_failed":{"'me
ssage":"The transaction could not be completed."}}.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\zh_CN\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

602

4.917339139635893

false

12:YGGYpgrLOMdIlilkovbdKD/vbdKopqlQfvJ19KhO/NrnLAOK:YHY pMLfjvsTvsop3QPAOFVAOK
393680A09DEEOCB9046A62BDC0750B74
54E7F8215061A4AB241B87AE4E81C8F860EB2C2B
D5FB52C2897FD5C294784DB63C933AC77C609D10AC91431CCB295D87452CBEE6G

14C214CAEFC69B085E918F492C75E2A48BC6A9C2D347D29403B26E69A474825E302A3E106710E5C04E047BD57EE684A67846A5DE956705FFBF41BB0614B8CEB
2

false
low

{"craw_app_unavailable":{"message":"\u5e94\u7528\u76ee\u524d\u65e0\ubcd5\u4f7flu7528\u3002"},"craw_connect_to_network™:{"message":"\u8bf7\u8fde\u63a5\
u5230\u7f51\u7edc\u3002"},"app_name":{"message":"Chrome \u7f51\u4e0a\u5e94\u7528\use97\u4ed8\u6b3e\u7cfb\u7edf"},"app_description":{"message":"Chrome
\u7f51\udela\u5e94\u7528\us5e97\uded8\ub3e\u7cfblu7edf"},"iap_unavailable":{"message":"\u76ee\u524d\u65e0\ubcd5\u4f7flu7528\u5e94\u7528\u5185\uded8\ub
b3e\u3002"},"please_sign_in":{"message":"\u8bf7\u767b\u5f55 Chrome\u3002"},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_locales\zh_TW\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

680

4.916281462386558

false

12:YGGYpqI8ROUDWMgOkP2uD/vbd8Em2uD/vbd8Rpgl8RauDRsXwvC/KhO/NrLAOK: YHYp38suDUSuD/v20uD/v2Rp38cuDGbq
CD30D132A7213FC1B7E03C6D0A49CCF7

1141DED39023B821FE9BB4682EOD1EB5469DAF76
5717F13D10E63255947F750C79CBB6BD04A6D97A08261E8D5764AF5EB0561A28

ODCD3CEB93AB58655551B00D7ADA4FE4AGF1F6B24EDD31244FF9B57AES529BF1A9E0220A6258C64790F9CCIF026ABIDA3AEE1575809CC94DCAF8754194C958FL
19

false
low

{"craw_app_unavailable":{"message":"\u76ee\u524d\u7121\u6cd5\u4f7f\u7528\u9019\u500b\u61c9\u7528\u7a0b\us5f0flu3002"},"craw_connect_to_network™:{"messa
ge":"\u8acb\u9023\u4e0a\u7db2\u8deflu3002"},"app_name":{"message":"Chrome \u7dda\u4e0a\u61c9\u7528\u7a0b\u5f0flu5546\us5e97\uded8\ubb3e\u7cfb\u7d71"},"
app_description":{"message":"Chrome \u7dda\u4e0a\u61c9\u7528\u7a0b\u5f0flu5546\us5e97\uded8\ucb3e\u7cfb\u7d71"},"iap_unavailable":{"message":"\u76ee\us
24d\u7121\u6cd5\u4f7iiu7528\u61c9\u7528\u7a0b\usf0fu5167\uded8\u6b3e\us529fu80fd\u3002"},"please_sign_in":{"message":"\u8acb\u767b\u5165 Chrome\u3002
"1"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

7780

5.791315351651491

false

192:RktDNJ2UzsL5KcASyoH+CouKP/INGRo/oRHMIT:AZQflcsU
0834821960CB5C6E9D477AEF649CB2E4
7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588
52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EATFE6BATFE9

9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CBOC84F17BB1AF3C5B1A3
ca

false
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Reputation:

Preview:

low

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJfbG9jY WxlIcy9iZy9tZXNzYWdlcy5qc29uliwvicm9vdF9oY XNoljoiZHUtdGRPAUNWemxDY 254Q0poRkg2NXpLUO5vh 1RIUES6bDNHbzdRMGJI3SSJ9LHS
icGF0aCl6119sh2NhbGVzL2NhL21Ic3NhZ2VzLmpzbh24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWIhkckSXWHBVSHNRMGh1ZGtSM2d1QIMzb2VsTEZLNKIVInOseyJwY
XRoljoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbilsinJvb3RfaGFzaCl61k9nUKNIZIVoam9xOU93NHFfaEhvTTQxNzNMelJy YkVpUVdsRXNRSzhscFkifSx7InBhdGg
i0iJfbG9jYWxIcy9kY SOtZXNzYWdlcy5qc29uliwvicm9vdF90YXNoljoiN2JVWWI1LYKhQUUNRMXBGemUz THIYSEhwWkIXN1c2Zk5hTOlaWmdKUERTTSJ9LHsicGF0aCl6l
19sb2NhbGVzL2RIL21Ic3NhZ2VzLmpzbh24iLCJyb290X2hhc2giOiJOV3FKU3RfcINFMmMIKT2VuSUZtMOpMRmMYiOGtBZ3ZTa3RtZGpCRGJIWazdBInOseyJwYXRoljoiX2x
VY 2FsZXMvZWwvbWVzc2FnZXMuanNvbilsinJvb3RfaGFzaCl6lmgyaEZ0YUJoLXJQUEtoUmO0QkFWMOVEZmhFbnh5SMEIGOVhYT3Z0aHhINjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9Ibi9tZXNzYWdlcy5qc29uliwicm9vdF90YXNoljoidOpSZDFmMM3NXMERFVTJIHLXd

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\craw_background.js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

544643

5.385396177420207

false
6144:abyfBNC2FRdjiRXgbe5Dg31IVIMgX+wd5/CcMMJIcRULtONjyTOEzZQ+h72W3GBOn:Ft/g
6EEBED29E6A6301E92A9B8B347807F5F
65DFB69B650560551110B33DCBA50B25E5B876DE
04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CCOA1697

FEDEG6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4AEBESCF6AF7BES
7BF2

false
low

/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arraylteratorimpl=function(a){var b=0;return function(){return
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arraylterator=function(a){return{next:e.arraylteratorimpl(a)}};e. ASSUME_ES5=!1;e. ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e. ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(@==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window, "object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\craw_window.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

261316

5.444466092380538

false

3072:15vU71652M9dulWFCbmY J4tnFWdgpMad2vywhlp81QFvIFINNsZgiDdOFIV/mZmc:15vgFCh2p8Gx9FNNsZ9Dd/ceR
1709B6F00A136241185161AA3DF46A06

33DA7D262FFED1A5C2D85B7390E9DBC830CBE494
5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265COEEGFIACS

26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D1¢
CcB

false
low

[*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var b,k=K||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arraylteratorimpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:afc++]}:
{done:!0}}};k.arraylterator=function(a){return{next:k.arraylteratorimpl(a)}};k.makelterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arraylterator(a)};.k.arrayFromlterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromlterable=function(a){return
a instanceof Array?a:k.arrayFromlterator(k.makelterator(a))};k. ASSUME_ES5=!1;k. ASSUME_NO_NATIVE_MAP=!1;k. ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k. ASSUME_ES5||"function"==typeof Object.cre

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\css\craw_window.css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

1741

4.912380256743454

false

24:LalZ74H+rMwJIHwlodHRmxt3jiuliu1RDpfeWIMI548wIHwWDwCapt/VMY Xj8Eq27K:Z+rMm71le88S1tWYXmrVZFH
67BF9AABE17541852F9DDFF8245096CD
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SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

A4AC74DD258EBE0689034FAA1B15A5C7C56DC3BB

10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FCOASE34DODIDAEC

298FA132C6F122798FDBIBCEDEB024915147ADC20355B56 A92FOED9ACCE4549BE6GE7F42212E07DCAL166E31624D4E66E299565845D4BA1C51CA935050641B61F
false

low

html, body {. margin: 0;. overflow: hidden;.}..webview {. width: 100%;. height: 100%;. min-height: 100%;. position: absolute;.}...craw_overlay {. position: absolute;.. left
: 0;. top: 0;. right: 0;. bottom: 0;.. background-color: white;.. -webkit-transition: opacity 250ms linear;.. display: -webkit-flex;. -webkit-flex-direction: column;. -webkit-
flex: 1 0%;. -webkit-align-items: center;. -webkit-justify-content: center;.. -webkit-app-region: drag;.}...craw_overlay img {. margin: 16pXx;.}..#loading_overlay {. opacity:
1;.}..#offline_overlay {. opacity: 0;. display: none;.}..#offline_overlay > img {. -webkit-filter: saturate(0%);.}..#offline_overlay > span {. font-family: 'Open Sans', 'Deja Vu
Sans', Arial, sans-serif;. font-size: 15px;. line-height: 21px;. color: #8d8d8d;. display: block;.}..#loading_splash {. width: 128px;. height: 128px;.}..#drag_overlay {.
position: absolute;. left: 0;. top: 0;. right: 0;. bottom: 0;. pointer-events: none;. -webkit

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\html\craw_window.html

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

HTML document, ASCII text

dropped

810

4.723481385335562

false
12:hYenuEJlig5fRpvV4AEdN2sAAuzg/7RwWQULYpUHIKFRNQBGYgZKy3QGgjPSWZDQL:hYeLJKTVNEULAuzg/twQucpS9bj3
34A839BC40DEBC746BBD181D9EF9310C

8B4EAA74D31EED5BOBABA3CA5460201F6B10DA46
BB8742615E4CD996AE5D0200E443AE6AGF0B473255F03AFFDB8FB4660DE4554D

EE81E5509CBC2CB2B6C834224688C1E1B1AAIAA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABACE23D5B622385B983B21E0DCCAFDF2811
FF

false
low

<IDOCTYPE html>.<html>. <head>. <link href="/css/craw_window.css" rel="stylesheet">. <script src="/craw_window.js"></script>. </head>. <body>. <webview>
</webview>. <div class="craw_overlay" id="loading_overlay">.  <img src="/images/icon_128.png" />.  <img src="/images/flapper.gif* />. </div>. <div cl
ass="craw_overlay" id="offline_overlay">.  <img src="/images/icon_128.png" />.  <span id="app_unavailable"></span>.  <span id="connect_to_network"><
/span>. </div>. <divid="drag_overlay"></div>. <divid="top_bar">.  <div id='close_button">. <img src="/images/topbar_floating_button_close.png'/>.
</div>.  <div id="maximize_button'>. <img src="/images/topbar_floating_button_maximize.png'/>.  </div>. </div>. </body>.</html>.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\flapper.gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

GIF image data, version 89a, 30 x 30

dropped

70364

7.119902236613185

false
768:95TXOSBAGNIPMABNCjCWdAMOVFMJIEwavTeElfWupav5TXg7wV+irlPny9MTVQHydi:g5KSmilPmAhZWiMsDfWug7DmgM6HybkF
398ABB308EEBC355DA70BCE907B22E29

CFFB77B8A1724B8F81D98C6D6AD0071D10162252
2B73533F47A99FFEA9CC405FFAFA9CAC53623F62487AEBFBA415945120B22040
FC7A56FC8A61A582161874B54ADBAD30A84840190008EDBOB6FBF84F91393CAS58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385¢4

false

low

I.NETSCAPE2.0.....,.cc0ccunnee. 9.:.h0.bT(6.!1.&..("g*k..JLL.[....0. .(:..B(.6."...Z.CUyhO.....j.C.z8..S...2.T"...Q..4 g|]$ueW.Ny
..9.:.h0.bT(6.!1.&..("g*k..JLL.[....0. .(:..B(.6."...Z.CUyhO.....j.C.Z8..S....2.T"...Q..4 g[]$ueW.NyQ.loL!AoF#9h>7.0t..%..,.@.m
! \.)._6.k.OF..n#\~"....2b3..1.)..eu.Q."e......gr.?>.s.10....@.~.Tr.[8.+.,.;..EE....S.*f

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\icon_128.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

dropped

4364

7.915848007375225

false

96:YjILDIjTvXUtNvX8dgh9HT6Y8nviyHG5iCRYtIP: YINTfUzZvX8KM+MGRsIP
4DBCI9F9E6F5A08D299BACIES4DF07694
BB38F5DE34B1EOBE1109220BA55271087A4D9EAS
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SHA-256: 91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEBOE

SHA-512: A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326 DAC3681C2F48AB25A3E7631D33726C4B25E8EC1417091.

Malicious: false

Reputation: low

Preview: gF#..[H.LI.8..'[k....,]a7TKm...E...Te..T.....J...p....%.(....+...3....eY.e..L.0..5..h4. . \...{?...~u.0....70.....70.....".Y ... [ ).4...a
i.w38.+....Bf.//.]... ... 3W~0J.. [..u6V.C..U.0.+._=.c..9.X.2...L...S@.L..m.0..>.C...L|TF.p5..fAM.,.V....8..a.<..RP..@)E,..E"...h.....1.. m..._[[{w{{....
{*/....Mx.h4h...\RE..]}).7...h4 AE....,. ...iiL.Vj?2..=/.B.FK9P..@)=Rj..D".Y...2.B..x.}0...&J..2....... f.0..eH....1.0)'I.R....B... QJK..L..LI"L~mhh.R.@).FFF
~.L&..~B...... [V }oomfyUUL M...6.....].,w.e.~1$.C.R....E(%e9.,...k.@..W8......... @........... 0..@%.~..@.S..P.... Tp...."...?ME..C......s..."..S1..7.b..
aNE..k..3.yP.}.Ch.}.....B......... IPE.C.<..T..K....Z.O_..c...Qeennen P..A=yJ.)h.@.9.-*.AU.4..FM....y%B]+ \.~.9......=.......E].0..F.P........

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\icon_16.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 558

Entropy (8bit):  7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+510UWCQKznuow7:6yVnKYsfFzhXsrlg0YXmgQGn6

MDS5: FBIC46EA81AD3E456D90D58697C12C06

SHAL: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AAG019FAA51410C4FDI3B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3EGSE
50C

Malicious: false

Reputation: low

Preview: LRl .Q..B]... .QS..M& w..b&[.....p..f.2.D$.y" y*..\..Z..16..0R}.@&.u..G.qN).t.-V*.>(.N

.Ep]wFk.600.]0."Y..cT..Y.Tb.'DF.d..s.Z..E..9.4._C. b j J._Bk${\>%....
e6X<.. (= $f..5..P...k..."..8.5.<zgSm@.....).Y.....:e.

p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\topbar_floating_button.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 160

Entropy (8bit):  5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPI3XWrA4RthwkBDsTBZtnAkx/RPIDMV7bScsP4a9zIn94FptVp:6v/IhPKM4nDspnAkZINmgPdIN2TTp

MD5: 8803665A6328D23CC1014A7BOE9BE295

SHA1L: 9DAGEE729D5A6E9F30658B8EC954710F107A641F

SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1ADS580A3FA835EC2B22BE497F36899FBE
930

Malicious: false

Reputation: low

Preview: RN G- [RIB R0 a0 ooood szz....tEXtSoftware. Adobe ImageReadyq.e<...BIDATX...Q..0......2...(p...~Z.}'>1%0...V!S......cccvennnn /.. .<.”...IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\topbar_floating_button_close.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 252

Entropy (8bit):  6.512071394066515

Encrypted: false

SSDEEP: 6:6v/IhPKM4nDsp7q1hKVIomsj9rxKNgtmNOVZ+GFYep:6v/7iMXVqlylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHAL: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2EGE9558863A89F 7TESE1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5CI093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EES9C003423E46D9499BD27EC7D77A64
Malicious: false

Reputation: low
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Preview: PNG........ IHDR... ... ..... szz....tEXtSoftware.Adobe ImageReadyq.e<....IDATX...... .. Pp.X...H..b@...|"LC_.E.BP+.....X.P.......... g..~..pl. ..5....%D"..$....@.!.<..).?
A{k.G3..4.[cH..0..18.!r.mR.{....... .f..#X.....[END.B".

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\topbar_floating_button_hover.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 160

Entropy (8bit):  5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPI3xWrA4RthwkBDsTBZtnAkx/9IVtEHxrPLYyN+ItNPhv/I2up:6v/InPKM4nDspnAKZHVEERrPLygItNPn

MDS5: 7CB6B9DC1A30F63B8BDI76924B75AD96

SHAL: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735

SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227F0EBBE4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDFICD227424F76A
Malicious: false

Reputation: low

Preview: PNG........ IHDR... ... ..... szz....tEXtSoftware.Adobe ImageReadyq.e<...BIDATX...A..0...#B.z.s..*....$.<U.[.cccccervrnhil C.CA).....IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\topbar_floating_button_maximize.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 166

Entropy (8bit):  5.8155898293424775

Encrypted: false

SSDEEP: 3:yionv//thPI3xWrA4RthwkBDsTBZttd//HmnFz1P/ZjXIUTqyClc30I1tK1p:6v/IhPKM4nDsptF/HOP/ZjXIUeyCo/p

MD5: 232CE72808B60CBEOF4FA788A76523DF

SHA1L: 721A9C98C835D2CD734153BBE07833C6637ECD68

SHA-256: AFA4EA944CBDEC8543242E627EF46D5BFD3766DCAC664E7ESOCDEEF2B352740C

SHA-512: 4048EEA5A78DD569521C488C4CE4F7B77AC0454C92EE9107A81A1B3AF91A4EE036039AC1A0AGB8DD26B12E7F1595DB80B7FAA7B6A25D9032BF385528A81A86
54

Malicious: false

Reputation: low

Preview: RRIN G- [ 1D R SSyp— szz....tEXtSoftware Adobe ImageReadyq.e<...HIDATX......0.CQS....... e m.v+Sq....<L..M8m.....@$..0...E........ IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\images\topbar_floating_button_pressed.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 160

Entropy (8bit):  5.46068685940762

Encrypted: false

SSDEEP: 3:yionv//thPI3XWrA4RthwkBDsTBZtnAkx/9IVIEXIyN+ItN1/Isg1p:6v/IhPKM4nDspnAkZHVEEZgItN1eup

MD5: E0862317407F2D54C85E12945799413B

SHAL: FA557F8F761A04C41C9A4BA81994E43C6C275DBB

SHA-256: 5C10CE0589EB115600F77381130B70AE0B7B3752614D86D4C89E857658AA222B

SHA-512: 07CB69327961FD0019BEF8EF7590B5524905AC373A815F73F6D9EOB26840929F919A96CAA977D4B5656704DACDOF352D568FB3997F80EE6BB94C95B58839DBFE
Malicious: false

Reputation: low

Preview: PNG........ IRIB R0 coo aoood szz....tEXtSoftware. Adobe ImageReadyq.e<...BIDATX...A..0...+B..@wWu...*....$.<U.[ ..o [ I—— M..x(....IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\CRX_INSTALL\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1322

Entropy (8bit): 5.449026004350873
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Encrypted: false

SSDEEP: 24:1HEis7ViClyox/figeUoLFImF1s80FKrGfdOd3NZNZx1Fq7eY7nfji1B:WL7V20piV1mvs8rxTZRczhB

MDS5: 01334FBID092AF2AA46C4185E405C627

SHA1L: 47AD3COE82362FFE5B881DF8D71D6F79AB7F5796

SHA-256: F52714812D68C577A445169D11E84DF6751C2D6886BC429643072BB5D61C6C27

SHA-512: 888D96ADB7A847ABE472145258C8C46950EB2FA3BA7D596C2E90A17C8FBO6FD0155C56CC8ABASD076D89368417464BCB2D236F9E40E53241950A01F9F8ED54¢
F

Malicious: false

Reputation: low

Preview: {.. "app":{.. "background":{.. "scripts™: [ "craw_background.js"]..  }.. },.. "default_locale™ "en",.. "description":"__MSG_APP_DESCRIPTION_ ",.. "d
isplay_in_launcher": false,.. "display_in_new_tab_page": false,.. "icons™ {..  "128": "images/icon_128.png",..  "16": "images/icon_16.png".. },.. "key"

"MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzvIvQI/01UsuPOIV5/lj0wx7zJ/xcibUgDelxobvw9XD+zO1MdjMWugJd
FcKuSS4Sugkjebu+pMrTSGOSHqlbmBVhOkpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",.. "manifest_version™ 2,.. "minimum_chrome_ver
sion™: "29",.. "name™: "__MSG_APP_NAME__",.. "oauth2":{.. "auto_approve": true,..  "client_id": "203784468217.apps.googleusercontent.com”,..  "scopes": [
"https://www.googleapis.com/auth/sierra”, "https://www.googleapis.com/auth/sierrasandbox”, "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly" ].. },.

C:\Users\user\AppData\Local\Temp\scoped_dir6068_629872504\f1ae4634-e615-4e34-a119-7059f5e6b120.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmMCcldIR6YYfEp4ABUGDcaKKkirv:k30F4Z4h45P99FId9RBQY BVcaxinfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6G

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI6A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFA57D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview:

1..n.<Fb.f.*Q1....s..2.{*6...Pp...obM..1....b1....(uN'Z.....v.F.W.X4."-*eu...b \.Fl..b...I5...2J.q.
k..e.&.16ryU..%.f..... N.V...<+..L}{.z.)y.n.)....,.b..508K%..0.9.D.S.F50..<(..>..\f.X.I.2
;2 ULWLLL20 R LWL eIk WS, +MLHZ.n U.DNL|b L. { K@]6.LIP/...](.A
..).(6..@7?v.;~..2..c....[0Y0..* H.=..* H=..B............. r..2.+Y.l.k.bRj5SI.8....... H"

w...7fl.~.c.4.E.....0.0.. * H........... 0.......).".b.*$W\$.q&.]zF_2..
) 1Qy MG . ix. #.28]..].2.. 0K, . .5, Y % Ky...0.. {1+.~V.;......Z
.Q{...FOD. .0...|l.A.L+.=.. kP.L.1.

Static File Info

@ No static file info

Network Behavior

Network Port Distribution

Total Packets: 67

® 53 (DNS)
® 443 (HTTPS)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2022 22:17:57.334330082 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.334392071 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.334508896 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.334673882 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.334737062 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.334827900 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.335094929 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.335119009 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.335313082 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.335340023 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.342962980 CEST 49748 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.343031883 CEST 443 49748 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.343122959 CEST 49748 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.343676090 CEST 49748 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.343724966 CEST 443 49748 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.344563961 CEST 49749 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.344604969 CEST 443 49749 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.344705105 CEST 49749 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.344990969 CEST 49749 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.345009089 CEST 443 49749 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.382946968 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.383369923 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.383424044 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.383739948 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.383833885 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.384497881 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.384586096 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.397754908 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.398278952 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.398307085 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.399502039 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.399590015 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.423228979 CEST 443 49748 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.428270102 CEST 443 49749 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.430398941 CEST 49748 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.430438042 CEST 443 49748 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.430579901 CEST 49749 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.430613995 CEST 443 49749 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.431770086 CEST 443 49749 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.431902885 CEST 49749 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.432398081 CEST 443 49748 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.432490110 CEST 49748 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.983851910 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.984256983 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.984766006 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.984957933 CEST 49749 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.985101938 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.985270023 CEST 443 49749 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.986126900 CEST 49748 443 192.168.2.3 35.241.186.140
May 13, 2022 22:17:57.986346960 CEST 443 49748 35.241.186.140 192.168.2.3

May 13, 2022 22:17:57.986603022 CEST 49746 443 192.168.2.3 172.217.168.45
May 13, 2022 22:17:57.986639023 CEST 443 49746 172.217.168.45 192.168.2.3

May 13, 2022 22:17:57.986893892 CEST 49745 443 192.168.2.3 142.250.185.238
May 13, 2022 22:17:57.986928940 CEST 443 49745 142.250.185.238 192.168.2.3

May 13, 2022 22:17:57.986954927 CEST 49749 443 192.168.2.3 35.241.186.140
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Timestamp

May 13, 2022 22:17:57.986990929 CEST
May 13, 2022 22:17:58.015101910 CEST
May 13, 2022 22:17:58.015185118 CEST
May 13, 2022 22:17:58.015213013 CEST
May 13, 2022 22:17:58.015249968 CEST
May 13, 2022 22:17:58.015305042 CEST
May 13, 2022 22:17:58.023978949 CEST
May 13, 2022 22:17:58.024066925 CEST
May 13, 2022 22:17:58.025341988 CEST
May 13, 2022 22:17:58.025367022 CEST
May 13, 2022 22:17:58.041377068 CEST
May 13, 2022 22:17:58.041589975 CEST
May 13, 2022 22:17:58.041632891 CEST
May 13, 2022 22:17:58.041667938 CEST
May 13, 2022 22:17:58.041747093 CEST
May 13, 2022 22:17:58.084964991 CEST
May 13, 2022 22:17:58.085011959 CEST
May 13, 2022 22:17:58.111083031 CEST
May 13, 2022 22:17:58.111126900 CEST
May 13, 2022 22:17:58.114784956 CEST
May 13, 2022 22:17:58.114813089 CEST
May 13, 2022 22:17:58.176806927 CEST
May 13, 2022 22:17:58.176872015 CEST
May 13, 2022 22:17:58.176974058 CEST
May 13, 2022 22:17:58.177215099 CEST
May 13, 2022 22:17:58.177242994 CEST
May 13, 2022 22:17:58.211103916 CEST
May 13, 2022 22:17:58.228806973 CEST
May 13, 2022 22:17:58.229132891 CEST
May 13, 2022 22:17:58.229176998 CEST
May 13, 2022 22:17:58.231985092 CEST
May 13, 2022 22:17:58.232094049 CEST
May 13, 2022 22:17:58.233810902 CEST
May 13, 2022 22:17:58.234026909 CEST
May 13, 2022 22:17:58.234800100 CEST
May 13, 2022 22:17:58.234829903 CEST
May 13, 2022 22:17:58.311145067 CEST
May 13, 2022 22:17:58.382828951 CEST
May 13, 2022 22:17:58.382999897 CEST
May 13, 2022 22:17:58.383076906 CEST
May 13, 2022 22:17:58.383117914 CEST
May 13, 2022 22:17:58.383269072 CEST
May 13, 2022 22:17:58.383394003 CEST
May 13, 2022 22:17:58.383439064 CEST
May 13, 2022 22:17:58.383459091 CEST

UDP Packets

Timestamp

May 13, 2022 22:17:57.302045107 CEST
May 13, 2022 22:17:57.303750038 CEST
May 13, 2022 22:17:57.308295965 CEST
May 13, 2022 22:17:57.327553988 CEST
May 13, 2022 22:17:57.329693079 CEST
May 13, 2022 22:17:57.338650942 CEST
May 13, 2022 22:17:58.148334980 CEST
May 13, 2022 22:17:58.171616077 CEST
May 13, 2022 22:17:58.500298977 CEST
May 13, 2022 22:17:58.504288912 CEST
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Source Port
443
443
49745
443
443
49745
443
49749
49745
443
443
49746
443
443
49746
49746
443
49748
443
49749
443
49753
443
49753
49753
443
49748
443
49753
443
443
49753
49753
443
49753
443
49753
443
443
49753
443
443
443
49753
443

Source Port
57421
65358
49873
53

53

53
63548
53
58981
64452

Dest Port
49749
49745
443
49745
49745
443
49749
443
443
49745
49746
443
49746
49746
443
443
49746
443
49748
443
49749
443
49753
443
443
49753
443
49753
443
49753
49753
443
443
49753
443
49753
443
49753
49753
443
49753
49753
49753
443
49753

Dest Port
53

53

53
57421
65358
49873
53
63548
53

53

Source IP
35.241.186.140
142.250.185.238
192.168.2.3
142.250.185.238
142.250.185.238
192.168.2.3
35.241.186.140
192.168.2.3
192.168.2.3
142.250.185.238
172.217.168.45
192.168.2.3
172.217.168.45
172.217.168.45
192.168.2.3
192.168.2.3
172.217.168.45
192.168.2.3
35.241.186.140
192.168.2.3
35.241.186.140
192.168.2.3
104.18.6.107
192.168.2.3
192.168.2.3
104.18.6.107
192.168.2.3
104.18.6.107
192.168.2.3
104.18.6.107
104.18.6.107
192.168.2.3
192.168.2.3
104.18.6.107
192.168.2.3
104.18.6.107
192.168.2.3
104.18.6.107
104.18.6.107
192.168.2.3
104.18.6.107
104.18.6.107
104.18.6.107
192.168.2.3
104.18.6.107

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
142.250.185.238
192.168.2.3
192.168.2.3
142.250.185.238
192.168.2.3
35.241.186.140
142.250.185.238
192.168.2.3
192.168.2.3
172.217.168.45
192.168.2.3
192.168.2.3
172.217.168.45
172.217.168.45
192.168.2.3
35.241.186.140
192.168.2.3
35.241.186.140
192.168.2.3
104.18.6.107
192.168.2.3
104.18.6.107
104.18.6.107
192.168.2.3
35.241.186.140
192.168.2.3
104.18.6.107
192.168.2.3
192.168.2.3
104.18.6.107
104.18.6.107
192.168.2.3
104.18.6.107
192.168.2.3
104.18.6.107
192.168.2.3
192.168.2.3
104.18.6.107
192.168.2.3
192.168.2.3
192.168.2.3
104.18.6.107
192.168.2.3

Dest IP
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
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Timestamp

May 13, 2022 22:17:58.520896912 CEST
May 13, 2022 22:17:58.523302078 CEST
May 13, 2022 22:17:58.525034904 CEST
May 13, 2022 22:17:58.544373035 CEST
May 13, 2022 22:17:58.573390007 CEST
May 13, 2022 22:17:58.596337080 CEST
May 13, 2022 22:17:58.785137892 CEST
May 13, 2022 22:18:00.354453087 CEST
May 13, 2022 22:18:00.380738020 CEST
May 13, 2022 22:18:00.381242037 CEST
May 13, 2022 22:18:00.407223940 CEST
May 13, 2022 22:18:00.407300949 CEST
May 13, 2022 22:18:00.407397985 CEST
May 13, 2022 22:18:00.407458067 CEST
May 13, 2022 22:18:00.407639980 CEST
May 13, 2022 22:18:00.409276009 CEST
May 13, 2022 22:18:00.454216003 CEST
May 13, 2022 22:18:00.454608917 CEST
May 13, 2022 22:18:00.487756968 CEST
May 13, 2022 22:18:00.488390923 CEST
May 13, 2022 22:18:00.496342897 CEST
May 13, 2022 22:18:00.496912003 CEST
May 13, 2022 22:18:00.496946096 CEST
May 13, 2022 22:18:00.497046947 CEST
May 13, 2022 22:18:00.497401953 CEST
May 13, 2022 22:18:00.527009964 CEST

DNS Queries

Timestamp

May 13, 2022 22:17:57.302045107 CEST
May 13, 2022 22:17:57.303750038 CEST
May 13, 2022 22:17:57.308295965 CEST

May 13, 2022 22:17:58.148334980 CEST

May 13, 2022 22:17:58.500298977 CEST
May 13, 2022 22:17:58.504288912 CEST
May 13, 2022 22:17:58.523302078 CEST
May 13, 2022 22:17:58.525034904 CEST

May 13, 2022 22:17:58.573390007 CEST

May 13, 2022 22:17:58.785137892 CEST

DNS Answers

Timestamp Source IP
May 13, 2022 8.8.8.8
22:17:57.327553988 CEST

May 13, 2022 8.8.8.8

22:17:57.329693079 CEST
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Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP Trans ID

192.168.2.3 0x1675

192.168.2.3 Oxe7a0

Source Port
53
63146
52985
53
52810
53
55151
59798
443
59798
443
443
443
443
59798
59798
59798
59798
443
59798
443
443
443
443
59798
59798

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

Dest Port
58981
53

53
63146
53
52810
53
443
59798
443
59798
59798
59798
59798
443
443
443
443
59798
443
59798
59798
59798
59798
443
443

Trans ID

0x1675

Oxe7a0

0xb915

0Ox5fac

0x53b8

0xe717

0x9412

Oxde39

0x9cf

0x749f

Name

accounts.g
oogle.com

clients2.g
oogle.com

Source IP

8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
142.250.185.238
192.168.2.3
142.250.185.238
142.250.185.238
142.250.185.238
142.250.185.238
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.238
192.168.2.3
142.250.185.238
142.250.185.238
142.250.185.238
142.250.185.238
192.168.2.3

192.168.2.3

OP Code
Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(0)
Standard query
0
Standard query
0
Standard query
O
Standard query
©

Standard query
0

CName

Name

accounts.g
oogle.com

clients2.g
oogle.com

Omn2u.mijt.lu

bafybeig37
wwrvtsvltc
qcglmjnupl
pbljy7kabu
6zdtjuxe7r
47omdml3i.
ipfs.nftst
orage.link

maxcdn.boo
tstrapcdn.com

kit.fontaw
esome.com

cdnjs.clou
dflare.com

code.jquery.com

stackpath.
bootstrapc
dn.com

ka-f.fonta
wesome.com

Address

172.217.168.45

clients.l.google.co

m

Dest IP
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
142.250.185.238
192.168.2.3
142.250.185.238
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.238
142.250.185.238
142.250.185.238
142.250.185.238
192.168.2.3
142.250.185.238
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.238
142.250.185.238

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type

CNAME
(Canonical
name)

Class

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

A (IP address) IN

(0x0001)

IN
(0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 13, 2022 8.8.8.8 192.168.2.3 Oxe7a0 No error (0) clients.|. 142.250.185.238 A (IP address) IN
22:17:57.329693079 CEST google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0xb915 No error (0) Omn2u.mjt.lu 35.241.186.140 A (IP address) IN
22:17:57.338650942 CEST (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 Ox5fac No error (0) bafybeig37 104.18.6.107 A (IP address) IN
22:17:58.171616077 CEST wwrvtsvltc (0x0001)
qcglmjnupl
pbljy7kgbu
6zdtjuxe7r
47omdmi3i.
ipfs.nftst
orage.link
May 13, 2022 8.8.8.8 192.168.2.3 Ox5fac No error (0) bafybeig37 104.18.7.107 A (IP address) IN
22:17:58.171616077 CEST wwrvtsvltc (0x0001)
qcglmjnupl
pbljy7kgbu
6zdtjuxe7r
47omdmi3i.
ipfs.nftst
orage.link
May 13, 2022 8.8.8.8 192.168.2.3 0x53b8 No error (0) maxcdn.boo 104.18.10.207 A (IP address) IN
22:17:58.520896912 CEST tstrapcdn.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x53b8 No error (0) maxcdn.boo 104.18.11.207 A (IP address) IN
22:17:58.520896912 CEST tstrapcdn.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 Oxe717 No error (0) kit.fontaw kit.fontawesome.c CNAME IN
22:17:58.525846004 CEST esome.com om.cdn.cloudflare. (Canonical (0x0001)
net name)
May 13, 2022 8.8.8.8 192.168.2.3 0Oxde39 No error (0) code.jquery.com  cds.s5x3j6q5.hwcd CNAME IN
22:17:58.543968916 CEST n.net (Canonical (0x0001)
name)
May 13, 2022 8.8.8.8 192.168.2.3 0x94f2 No error (0) cdnjs.clou 104.17.24.14 A (IP address) IN
22:17:58.544373035 CEST dflare.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x94f2 No error (0) cdnjs.clou 104.17.25.14 A (IP address) IN
22:17:58.544373035 CEST dflare.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x9cf No error (0) stackpath. 104.18.11.207 A (IP address) IN
22:17:58.596337080 CEST bootstrapc (0x0001)
dn.com
May 13, 2022 8.8.8.8 192.168.2.3 0x9cf No error (0) stackpath. 104.18.10.207 A (IP address) IN
22:17:58.596337080 CEST bootstrapc (0x0001)
dn.com
May 13, 2022 8.8.8.8 192.168.2.3 0x2b8b No error (0) gstaticads 142.250.74.195 A (IP address) IN
22:17:58.750480890 CEST sl.l.google.com (0x0001)
May 13, 2022 8.8.8.8 192.168.2.3 0x749f No error (0) ka-f.fonta ka- CNAME IN
22:17:58.808676004 CEST wesome.com f.fontawesome.co (Canonical (0x0001)
m.cdn.cloudflare.n name)
et

HTTP Request Dependency Graph

.

accounts.google.com

.

clients2.google.com

e Omn2u.mijt.lu

.

bafybeig37wwrvtsvltcgcglmjnuplpbljy 7kgbu6zdtjuxe 7r47omdmi3i.ipfs.nftstorage.link

e https:
e maxcdn.bootstrapcdn.com
e cdnjs.cloudflare.com
e stackpath.bootstrapcdn.com

HTTPS Proxied Packets
. s Destination
Session ID Source IP Source Port Destination IP Port Process
0 192.168.2.3 49746 172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-05-13 20:17:57 UTC 0

2022-05-13 20:17:57 UTC 0

2022-05-13 20:17:58 UTC 4

2022-05-13 20:17:58 UTC 6

2022-05-13 20:17:58 UTC 6

Session ID Source IP
1 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-13 20:17:57 UTC 0

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49745

Direction

ouT

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 13 May 2022 20:17:58 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains

Content-Security-Policy: script-src ‘report-sample’ 'nonce-PtA5n]_vZ3RE1DIM8SQN7w' 'unsafe-inline’;object-src
‘none’;base-uri 'self’;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self’

Content-Security-Policy: script-src ‘nonce-PtA5nl_vZ3RE1DIM8SQN7w' 'self' https://apis.google.com https://ssl.gstatic.co
m https:/ww.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Cross-Origin-Opener-Policy: same-origin; report-to="lIdentityListAccountsHttp"

Report-To: {"group”:"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{“url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esunation Process
Port
142.250.185.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-13 20:17:58 UTC 2

2022-05-13 20:17:58 UTC 2

2022-05-13 20:17:58 UTC 3

2022-05-13 20:17:58 UTC 3

Session ID Source IP
2 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-13 20:17:57 UTC 1

2022-05-13 20:17:58 UTC 3

2022-05-13 20:17:58 UTC 4
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Direction

IN

Source Port

49749

Direction

ouT

Data

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ 'nonce-v2d6SWwdpDZmg4YYBjw6fQ' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 13 May 2022 20:17:58 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5611

X-Daystart: 47878

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 33 36 64 0d Oa 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢c 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 31
312220 65 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 34 37 38 37 38 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response"” p
rotocol="2.0" server="prod"><daystart elapsed_days="5611" elapsed_seconds="47878"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78
222066 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
3137 31 37 3563 3533 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38
373137 3137356335 3336 363835633534 353031323262 333037383934 36346164 3832222070 72 6f
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61

Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82"
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esnation Process
Port
35.241.186.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /Ink/AVIAAFZbOuwAAAAAAAAAAARNETNAAAAACHIAAAAAABUCqwBIfrg5FooXJAnqQU2r-rr5gfRwQwAaZds/2
/IOFHMmMb3IVHtVUac8Ph3mg/aHROcHM6LY9iYWZ5YmVpZzM3d3dydnRzdmx0Y 3FjZ2xtam51cGxwYmxgeTdrcWJI1Nn
pkdGpleGU3cjQ3b21kbWwzaS5pcGZzLm5mdHNOb3JIhZ2UubGluay8jbG1vbnRhbm9AcGVhemxob2xkaWsnLmNvbQ H
TTP/1.1

Host: Omn2u.mijt.lu

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 302 Found

content-type: text/html; charset=utf-8

location: https://bafybeig37wwrvtsvitcgcgimjnuplpbljy7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link/#Imontano@p
earlholding.com

date: Fri, 13 May 2022 20:17:58 GMT

content-length: 138

connection: close

Data Raw: 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 61 66 79 62 65 69 67 33 37 77 77 72 76 74 73 76 6¢ 74
637163 67 6¢ 6d 6a 6€ 75 70 6¢ 70 62 6C 6a 79 37 6b 71 62 75 36 7a 64 74 6a 75 78 65 37 72 34 37 6f 6d 64 6d 6C 33
69 2e 69 70 66 73 2e 6e 66 74 73 74 6f 72 61 67 65 2e 6¢ 69 6e 6b 2f 23 6¢ 6d 6f 6e 74 61 6e 6f 40 70 65 61 72 6¢ 68 6f
6¢C 64 69 6e 67 2e 63 6f 6d 22 3e 46 6f 75 6e 64 3c 2f 61 3e 2e Oa Oa

Data Ascii: <a href="https://bafybeig37wwrvtsvltcqgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdml3i.ipfs.nftstorage.link/
#lmontano@pearlholding.com">Found</a>.
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Session ID Source IP
3 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-13 20:17:58 UTC 6

2022-05-13 20:17:58 UTC 6

2022-05-13 20:17:58 UTC 7

2022-05-13 20:17:58 UTC 7

2022-05-13 20:17:58 UTC 9
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Source Port

49753

Direction

ouT

Destination

Destination IP Process

Port
104.18.6.107 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /HTTP/1.1

Host: bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 20:17:58 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

CF-Ray: 70ae14a3094990dc-FRA

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=29030400, immutable

Last-Modified: Thu, 01 Jan 1970 00:00:01 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

Access-Control-Allow-Headers: X-Requested-With, Range, Content-Range, X-Chunked-Output, X-Stream-Output
Access-Control-Allow-Methods: GET

Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Expose-Headers: Link

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server-Timing: request;dur=101

X-Ipfs-Gateway-Host: ipfs-bank4-fr2

X-IPFS-LB-POP: gateway-bank2-fr2

X-Ipfs-Path: /ipfs/bafybeig37wwrvtsvitcqcglmjnuplpbljy7kgbu6zdtjuxe7r47omdmi3i/
X-IPFS-POP: ipfs-bank4-fr2

X-Proxy-Cache: MISS

Server: cloudflare

Data Raw: 37 62 64 32 0d Oa 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 0d Oa 0d Oa 20 20 20 20 3c 6d 65 74 61
206874 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78
74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 3e 0d Oa 20 20 20 20 3c 74 69 74 6¢ 65 3e 65 46 61 7
820 4c 6f 67 69 6e 3c 2f 74 69 74 6¢ 65 3e 0d Oa 20 20 20 20 3c 21 2d 2d 20 42 6f 6f 74 73 74 72 61 70 20 43 53 53 20 2
d 2d 3e 0d Oa 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 68
747470 73 3a 2f 2f 6d 61 78 63 64 6e 2e 62 6f 6f 74 73 74 72 61 70 63 64 6e 2e 63 6f 6d 2f 62 6f 6f 74 73 74 72 61 70 2f
34 2e 30 2e 30 2f 63 73 73 2f 62 6f 6f 74 73 74 72 61 70 2e 6d 69

Data Ascii: 7bd2<html><head> <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> <title>eFax
Login<f/title> ... Bootstrap CSS --> <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bo
otstrap.mi

Data Raw: 6e 6b 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d
2f63 73 73 3f 66 61 6d 69 6¢ 79 3d 41 72 63 68 69 76 6f 2b 4e 61 72 72 6f 77 26 61 6d 70 3b 64 69 73 70 6¢ 61 79 3d 73
7761702220 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 3e 0d 0a 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63
3d 22 68 74 74 70 73 3a 2f 2f 6b 69 74 2e 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 63 6f 6d 2f 35 38 35 62 30 35 31 32 35 31
2e 6a 73 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 3e 3¢ 2f 73 63 72 69 70 74 3e 3c 73
7479 6¢ 65 20 6d 65 64 69 61 3d 22 61 6¢ 6¢ 22 20 69 64 3d 22 66 61 2d 76 34 2d 73 68 69 6d 73 22 3e 2f 2a 21 0d Oa
20 2a 20 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 46 72 65 65

Data Ascii: nk href="https://fonts.googleapis.com/css?family=Archivo+Narrow&amp;display=swap" rel="stylesheet">
<script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script><style media="all" id="fa-v4-
shims">/*l * Font Awesome Free

Data Raw: 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 34 34 22 7d 2e 66 61 2e 66 61 2d 72 65 70 65 61 74 3a 62 65 66 6f 72 65
2c 2e 66 61 2e 66 61 2d 72 6f 74 61 74 65 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66
303165 22 7d 2e 66 61 2e 66 61 2d 72 65 66 72 65 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 30
323122 7d 2e 66 61 2e 66 61 2d 6¢ 69 73 74 2d 61 6¢ 74 7b 66 6f 6e 74 2d 66 61 6d 69 6C 79 3a 22 46 6f 6e 74 20 41 7
7 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 64 65
64 65 6e 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 33 62 22 7d 2e 66 61 2e 66 61 2d 76 69 64 65 6f
2d 63 61 6d 65 72 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74

Data Ascii: content:"\f144"}.fa.fa-repeat:before,.fa.fa-rotate-right:before{content:"\f01e"}.fa.fa-refresh:before{conten
t:"\f021"}.fa.fa-list-alt{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-dedent:before{content:"\f03b"}.fa.fa-video-
camera:before{content
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kBytes

Timestamp transferred Direction
2022-05-13 20:17:58 UTC 10 IN
2022-05-13 20:17:58 UTC 11 IN
2022-05-13 20:17:58 UTC 13 IN
2022-05-13 20:17:58 UTC 14 IN
2022-05-13 20:17:58 UTC 15 IN
2022-05-13 20:17:58 UTC 17 IN
2022-05-13 20:17:58 UTC 18 IN
2022-05-13 20:17:58 UTC 19 IN
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Data

Data Raw: 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 32 32 22 7d 2e 66 61 2e 66 61 2d 65 79 65 2c 2e 66 61 2e
66 61 2d 65 79 65 2d 73 6¢ 61 73 68 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20
35 2046 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 77 61 72 6e 69 6e 67 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 37 31 22 7d 2e 66 61 2e 66 61 2d 63 61 6¢ 65 6e 64 61 72 3a 6
2 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 37 33 22 7d 2e 66 61 2e 66 61 2d 61 72 72 6f 77 73 2d 76 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 33 38 22 7d 2e 66 61 2e 66 61 2d 61 72 72 6f 77 73 2d 68 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 33 37 22 7d 2e

Data Ascii: fore{content:"\f422"}.fa.fa-eye,.fa.fa-eye-slash{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-wa
rning:before{content:"\f071"}.fa.fa-calendar:before{content:"\f073"}.fa.fa-arrows-v:before{content:"\f338"}.fa.fa-arrows-
h:before{content:"\f337"}.

Data Raw: 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 39 34 22 7d 2e 66 61 2e 66 61 2d 73 71 75 61 72
65 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f
6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 73 71 75 61 72 65 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f
6e 74 65 6e 74 3a 22 5c 66 30 63 38 22 7d 2e 66 61 2e 66 61 2d 62 6f 6f 6b 6d 61 72 6b 2d 6f 7b 66 6f 6 74 2d 66 61 6d
69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30
30 7d 2e 66 61 2e 66 61 2d 62 6f 6f 6b 6d 61 72 6b 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 30 32
65 22 7d 2e 66 61 2e 66 61 2d 66 61 63 65 62 6f 6f 6b 2C 2e

Data Ascii: :before{content:"\f094"}.fa.fa-square-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-square-o:be
fore{content:"\f0c8"}.fa.fa-bookmark-of{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-bookmark-o:before{conten
t:"\f02e"}.fa.fa-facebook,.

Data Raw: 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61
2d 66 69 6¢ 65 73 2d 6f 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 63 35 22 7d 2e 66 61 2e 66 61 2d

66 6¢ 6f 70 70 79 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65
65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 66 6¢ 6f 70 70 79 2d 6f 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 63 37 22 7d 2e 66 61 2e 66 61 2d 6e 61 76 69 63 6f 6e 3a 62 65 66 6f 72 65 2¢
2e 66 61 2e 66 61 2d 72 65 6f 72 64 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 63 39 22 7d 2e
66 61 2e 66 61 2d 67 6f 6f 67 6¢ 65 2d 70 6¢ 75 73 2C 2e 66 61

Data Ascii: esome 5 Free";font-weight:400}.fa.fa-files-o:before{content:"\f0c5"}.fa.fa-floppy-o{font-family:"Font Awesome 5
Free";font-weight:400}.fa.fa-floppy-o:before{content:"\f0c7"}.fa.fa-navicon:before,.fa.fa-reorder:before{content:"\f0c9"}.fa.f
a-google-plus,.fa

Data Raw: 68 61 6e 67 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 36 32 22 7d 2e 66 61 2e 66 61 2d
63 6¢ 6f 75 64 2d 64 6f 77 6e 6¢ 6f 61 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 38 31 22 7d 2e 66
61 2e 66 61 2d 63 6¢ 6f 75 64 2d 75 70 6¢ 6f 61 64 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 33 38 32 22
7d 2e 66 61 2e 66 61 2d 62 65 6¢ 6¢ 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65
2035 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 62 65 6c 6¢ 2d 6f 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 66 33 22 7d 2e 66 61 2e 66 61 2d 63 75 74 6¢ 65 72 79 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 65 37 22

Data Ascii: hange:before{content:"\f362"}.fa.fa-cloud-download:before{content:"\f381"}.fa.fa-cloud-upload:before{content
:"\f382"}.fa.fa-bell-offont-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-bell-o:before{content:"\f0f3"}.fa.fa-cut
lery:before{content:"\f2e7"

Data Raw: 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 6d 65 68 2d 6f 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 31 31 61 22 7d 2e 66 61 2e 66 61 2d 6b 65 79 62 6f 61 72 64 2d 6f 7b
66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77
65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 6b 65 79 62 6f 61 72 64 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65
6e 74 3a 22 5c 66 31 31 63 22 7d 2e 66 61 2e 66 61 2d 66 6¢ 61 67 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f
6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e
66 61 2d 66 6¢ 61 67 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e

Data Ascii: Free";font-weight:400}.fa.fa-meh-o:before{content:"\f11a"}.fa.fa-keyboard-offont-family:"Font Awesome 5 Free
"font-weight:400}.fa.fa-keyboard-o:before{content:"\f11c"}.fa.fa-flag-o{font-family:"Font Awesome 5 Free";font-weight:4
00}.fa.fa-flag-o:before{con

Data Raw: 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 64 6f 77 6e 7b 66 6f 6e 74
2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68
74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 64 6f 77 6e 3a 62 65 66 6f 72 65
7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 35 30 22 7d 2e 66 61 2e 66 61 2d 74 6f 67 67 6¢ 65 2d 64 6f 77 6e 7b 66 6f 6e 74
2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6€ 74 2d 77 65 69 67
68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 74 6f 67 67 6¢ 65 2d 64 6f 77 6€ 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65 6€ 74
3a 22 5c 66 31 35 30 22 7d 2e 66 61 2e 66 61 2d 63 61 72 65 74

Data Ascii: :400}.fa.fa-caret-square-o-down{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-caret-square-o-
down:before{content:"\f150"}.fa.fa-toggle-down{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-toggle-dow
n:before{content:"\f150"}.fa.fa-caret

Data Raw: 38 31 22 7d 2e 66 61 2e 66 61 2d 73 6f 72 74 2d 61 6d 6f 75 6e 74 2d 61 73 63 3a 62 65 66 6f 72 65 7b 63 6f
6e 74 65 6e 74 3a 22 5c 66 31 36 30 22 7d 2e 66 61 2e 66 61 2d 73 6f 72 74 2d 61 6d 6f 75 6e 74 2d 64 65 73 63 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 38 34 22 7d 2e 66 61 2e 66 61 2d 73 6f 72 74 2d 6e 75 6d 65 72
69 63 2d 61 73 63 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 36 32 22 7d 2e 66 61 2e 66 61 2d 73 6f 72
74 2d 6e 75 6d 65 72 69 63 2d 64 65 73 63 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6€ 74 3a 22 5c 66 38 38 36 22 7d 2e 6
661 2e 66 61 2d 78 69 6e 67 2c 2e 66 61 2e 66 61 2d 78 69 6e 67 2d 73 71 75 61 72 65 2c 2e 66 61 2e 66 61 2d 79 6f
75 74 75 62 65 2c 2e 66 61 2e 66 61 2d 79 6f 75 74 75 62 65 2d 70 6¢

Data Ascii: 81"}.fa.fa-sort-amount-asc:before{content:"\f160"}.fa.fa-sort-amount-desc:before{content:"\f884"}.fa.fa-sort-
numeric-asc:before{content:"\f162"}.fa.fa-sort-numeric-desc:before{content:"\f886"}.fa.fa-xing,.fa.fa-xing-square,.fa.fa-
youtube, .fa.fa-youtube-pl

Data Raw: 2d 77 65 69 62 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 42
72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72
63 6¢ 65 2d 6f 2d 72 69 67 68 74 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20
46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63
6¢ 65 2d 6f 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 33 35 61 22 7d 2e 66 61 2e 66 6
12d 617272 6f77 2d 63 69 72 63 6¢ 65 2d 6f 2d 6¢ 65 66 74 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 4
177 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77

Data Ascii: -weibo{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-arrow-circle-o-right{font-family:"Font Awe
some 5 Free";font-weight:400}.fa.fa-arrow-circle-o-right:before{content:"\f35a"}.fa.fa-arrow-circle-o-left{font-family:"Font
Awesome 5 Free";font-w
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kBytes

Timestamp transferred Direction
2022-05-13 20:17:58 UTC 21 IN
2022-05-13 20:17:58 UTC 22 IN
2022-05-13 20:17:58 UTC 23 IN
2022-05-13 20:17:58 UTC 25 IN
2022-05-13 20:17:58 UTC 26 IN
2022-05-13 20:17:58 UTC 28 IN
2022-05-13 20:17:58 UTC 29 IN
2022-05-13 20:17:58 UTC 30 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 34 30 30 7d 2e 66 61 2e 66 61 2d 73 70 6f 6f 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32
6535 22 7d 2e 66 61 2e 66 61 2d 62 65 68 61 6e 63 65 2 2e 66 61 2e 66 61 2d 62 65 68 61 6e 63 65 2d 73 71 75 61 72
65 2c 2e 66 61 2e 66 61 2d 73 74 65 61 6d 2c 2e 66 61 2e 66 61 2d 73 74 65 61 6d 2d 73 71 75 61 72 65 7b 66 6f 6 74
2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3234 30 30 7d 2e 66 61 2e 66 61 2d 61 75 74 6f 6d 6f 62 69 6¢ 65 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65 6€ 74
3a 22 5c 66 31 62 39 22 7d 2e 66 61 2e 66 61 2d 65 6e 76 65 6¢ 6f 70 65 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22
46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b

Data Ascii: 400}.fa.fa-spoon:before{content:"\f2e5"}.fa.fa-behance, .fa.fa-behance-square, .fa.fa-steam,.fa.fa-steam-squar
e{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-automobile:before{content:"\f1b9"}.fa.fa-envelope-o{font-fa
mily:"Font Awesome 5 Free";

Data Raw: 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61
2d 66 69 6¢ 65 2d 7a 69 70 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 63 36 22 7d 2e 66 61 2e 66
61 2d 66 69 6¢ 65 2d 61 75 64 69 6f 2d 6f 7b 66 6f 6 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65
2035 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 66 69 6¢ 65 2d 61 75
64 69 6f 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6€ 74 3a 22 5¢ 66 31 63 37 22 7d 2e 66 61 2e 66 61 2d 66 69 6C 65
2d 73 6f 75 6e 64 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65
65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e

Data Ascii: esome 5 Free";font-weight:400}.fa.fa-file-zip-o:before{content:"\f1c6"}.fa.fa-file-audio-o{font-family:"Font
Awesome 5 Free";font-weight:400}.fa.fa-file-audio-o:before{content:"\f1c7"}.fa.fa-file-sound-o{font-family:"Font Awesome 5
Free";font-weight:400}.

Data Raw: 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 72 65
7369 73 74 61 6e 63 65 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 31 64 30 22 7d 2e 66 61 2e 66 61 2d
65 6d 70 69 72 65 2c 2e 66 61 2e 66 61 2d 67 65 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6
f6d 65 20 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 67 65 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 64 31 22 7d 2e 66 61 2e 66 61 2d 67 69 74 2c 2e 66 61 2e 66
61 2d 67 69 74 2d 73 71 75 61 72 65 2c 2e 66 61 2e 66 61 2d 68 61 63 6b 65 72 2d 6e 65 77 73 2c 2e 66 61 2e 66 61 2d
79 2d 63 6f 6d 62 69 6e 61 74 6f 72 2d 73 71 75 61 72 65 7b 66 6f 6e 74

Data Ascii: 5 Brands";font-weight:400}.fa.fa-resistance:before{content:"\f1d0"}.fa.fa-empire, .fa.fa-ge{font-family:"Font
Awesome 5 Brands";font-weight:400}.fa.fa-ge:before{content:"\f1d1"}.fa.fa-git,.fa.fa-git-square,.fa.fa-hacker-news, .fa.fa-y-
combinator-square{font

Data Raw: 2d 6e 65 77 73 70 61 70 65 72 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f
6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 6e 65 77 73 70
61 70 65 72 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 65 61 22 7d 2e 66 61 2e 66 61 2d 63 63
2d 61 6d 65 78 2c 2e 66 61 2e 66 61 2d 63 63 2d 64 69 73 63 6f 76 65 72 2c 2e 66 61 2e 66 61 2d 63 63 2d 6d 61 73 74 6
57263617264 2c 2e 66 61 2e 66 61 2d 63 63 2d 70 61 79 70 61 6¢ 2 2e 66 61 2e 66 61 2d 63 63 2d 73 74 72 69 70
65 2c 2e 66 61 2e 66 61 2d 63 63 2d 76 69 73 61 2c 2e 66 61 2e 66 61 2d 67 6f 6f 67 6¢ 65 2d 77 61 6¢ 6C 65 74 2C 2e
66 61 2e 66 61 2d 70 61 79 70 61 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6C 79

Data Ascii: -newspaper-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-newspaper-o:before{content:"
\flea"}.fa.fa-cc-amex,.fa.fa-cc-discover,.fa.fa-cc-mastercard, .fa.fa-cc-paypal,.fa.fa-cc-stripe,.fa.fa-cc-visa, .fa.fa-google-
wallet, .fa.fa-paypal{font-family

Data Raw: 65 6e 74 3a 22 5¢ 66 33 61 35 22 7d 2e 66 61 2e 66 61 2d 69 6e 74 65 72 73 65 78 3a 62 65 66 6f 72 65 7b 63
6f 6e 74 65 6e 74 3a 22 5c 66 32 32 34 22 7d 2e 66 61 2e 66 61 2d 66 61 63 65 62 6f 6f 6b 2d 6f 66 66 69 63 69 61 6C 7h
66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74
2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 66 61 63 65 62 6f 6f 6b 2d 6f 66 66 69 63 69 61 6¢ 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 39 61 22 7d 2e 66 61 2e 66 61 2d 70 69 6e 74 65 72 65 73 74 2d 70
2c 2e 66 61 2e 66 61 2d 77 68 61 74 73 61 70 70 7b 66 6f 6e 74 2d 66 61 6d 69 6 79 3a 22 46 6f 6e 74 20 41 77 65 73 6
f6d 65 20 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69

Data Ascii: ent:"\f3a5"}.fa.fa-intersex:before{content:"\f224"}.fa.fa-facebook-official{font-family:"Font Awesome 5 Bran
ds";font-weight:400}.fa.fa-facebook-official:before{content:"\f09a"}.fa.fa-pinterest-p, .fa.fa-whatsapp{font-family:“Font
Awesome 5 Brands";font-wei

Data Raw: 6e 74 3a 22 5¢ 66 32 35 35 22 7d 2e 66 61 2e 66 61 2d 68 61 6e 64 2d 67 72 61 62 2d 6f 7b 66 6f 6e 74 2d 66
61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a
343030 7d 2e 66 61 2e 66 61 2d 68 61 6e 64 2d 67 72 61 62 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢
66 32 35 35 22 7d 2e 66 61 2e 66 61 2d 68 61 6e 64 2d 70 61 70 65 72 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22
46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66
61 2e 66 61 2d 68 61 6e 64 2d 70 61 70 65 72 2d 6f 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6 74 3a 22 5¢ 66 32 35 36 2
2 7d 2e 66 61 2e 66 61 2d 68 61 6e 64 2d 73 74 6f 70 2d 6f 7b 66

Data Ascii: nt:"\f255"}.fa.fa-hand-grab-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-hand-grab-o:before{co
ntent:"\f255"}.fa.fa-hand-paper-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-hand-paper-o:before{content:"
\f256"}.fa.fa-hand-stop-o{f

Data Raw: 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 63 61 6¢
65 6e 64 61 72 2d 70 6¢ 75 73 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35
20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 63 61 6¢ 65 6€ 64 61 72 2d
70 6¢ 75 73 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 37 31 22 7d 2e 66 61 2e 66 61 2d 63 61 6C
65 6e 64 61 72 2d 6d 69 6e 75 73 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20
352046 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 63 61 6¢ 65 6e 64 61 72
2d 6d 69 6e 75 73 2d 6f 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65

Data Ascii: 5 Brands";font-weight:400}.fa.fa-calendar-plus-o{font-family:“Font Awesome 5 Free";font-weight:400}.fa.fa-ca
lendar-plus-o:before{content:"\f271"}.fa.fa-calendar-minus-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-ca
lendar-minus-o:before{conte

Data Raw: 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 73 74 6f 70 2d 63 69 72 63 6¢
65 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 32 38 64 22 7d 2e 66 61 2e 66 61 2d 62 6¢ 75 65 74 6f
6f 74 68 2c 2e 66 61 2e 66 61 2d 62 6¢ 75 65 74 6f 6f 74 68 2d 62 2c 2e 66 61 2e 66 61 2d 65 6e 76 69 72 61 2c 2e 66 61
2e 66 61 2d 67 69 74 6¢ 61 62 2c 2e 66 61 2e 66 61 2d 77 68 65 65 6¢ 63 68 61 69 72 2d 61 6¢C 74 2C 2e 66 61 2e 66 61
2d 77 70 62 65 67 69 6e 6e 65 72 2¢c 2e 66 61 2e 66 61 2d 77 70 66 6f 72 6d 73 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a
22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7
d 2e 66 61 2e 66 61 2d 77 68 65 65 6¢ 63 68 61 69 72 2d 61 6C 74

Data Ascii: e";font-weight:400}.fa.fa-stop-circle-o:before{content:"\f28d"}.fa.fa-bluetooth,.fa.fa-bluetooth-b,.fa.fa-envira,.fa.f
a-gitlab,.fa.fa-wheelchair-alt,.fa.fa-wpbeginner,.fa.fa-wpforms{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-
wheelchair-alt
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kBytes

Timestamp transferred Direction
2022-05-13 20:17:58 UTC 32 IN
2022-05-13 20:17:58 UTC 33 IN
2022-05-13 20:17:58 UTC 34 IN
2022-05-13 20:17:58 UTC 36 IN
2022-05-13 20:17:58 UTC 37 IN
2022-05-13 20:17:58 UTC 38 IN
2022-05-13 20:17:58 UTC 39 IN
2022-05-13 20:17:58 UTC 41 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30
30 7d 2e 66 61 2e 66 61 2d 65 6e 76 65 6¢ 6f 70 65 2d 6f 70 65 6 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6 74 3a
22 5c 66 32 62 36 22 7d 2e 66 61 2e 66 61 2d 6¢ 69 6e 6f 64 65 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20
4177 65 73 6f 6d 65 20 35 20 42 72 61 6e 64 73 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66
61 2d 61 64 64 72 65 73 73 2d 62 6f 6f 6b 2d 6f 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f
6d 65 20 35 20 46 72 65 65 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 61 64 64 72 65
73 73 2d 62 6f 6f 6b 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6 74

Data Ascii: "Font Awesome 5 Free";font-weight:400}.fa.fa-envelope-open-o:before{content:"\f2b6"}.fa.fa-linode{font-famil
y:"Font Awesome 5 Brands";font-weight:400}.fa.fa-address-book-o{font-family:"Font Awesome 5 Free";font-weight:
400}.fa.fa-address-book-o:before{cont

Data Raw: 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 63 61 22 7d 2e 66 61 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d
30 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 63 62 22 7d 2e 66 61 2e 66 61 2d 62 61 74 68 74 75 62
3a 62 65 66 6f 72 65 2c 2e 66 61 2e 66 61 2d 73 31 35 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 63 64
22 7d 2e 66 61 2e 66 61 2d 77 69 6e 64 6f 77 2d 6d 61 78 69 6d 69 7a 65 2c 2e 66 61 2e 66 61 2d 77 69 6e 64 6f 77 2d
72 65 73 74 6f 72 65 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 35 20 46 72 65 65
22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 66 61 2e 66 61 2d 74 69 6d 65 73 2d 72 65 63 74 61 6e 67 6¢C
65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 31

Data Ascii: {content:"\f2ca"}.fa.fa-thermometer-0:before{content:"\f2ch"}.fa.fa-bathtub:before,.fa.fa-s15:before{content
:"\f2cd"}.fa.fa-window-maximize,.fa.fa-window-restore{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-times-rec
tangle:before{content:"\f41

Data Raw: 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 2d 2e 30 36 36 37 65 6d 7d 2e 66 61 2d 78 73 7h 66 6f 6e 74 2d 73
69 7a 65 3a 2e 37 35 65 6d 7d 2e 66 61 2d 73 6d 7b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 65 6d 7d 2e 66 61 2d 31
78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 65 6d 7d 2e 66 61 2d 32 78 7h 66 6f 6e 74 2d 73 69 7a 65 3a 32 65 6d 7d 2e 66
61 2d 33 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 33 65 6d 7d 2e 66 61 2d 34 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 34 65 6d 7
d 2e 66 61 2d 35 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 35 65 6d 7d 2e 66 61 2d 36 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 36
65 6d 7d 2e 66 61 2d 37 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 37 65 6d 7d 2e 66 61 2d 38 78 7b 66 6f 6e 74 2d 73 69 7a
65 3a 38 65 6d 7d 2e 66 61 2d 39 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a

Data Ascii: ertical-align:-.0667em}.fa-xs{font-size:.75em}.fa-sm{font-size:.875em}.fa- 1x{font-size: 1em}.fa-2x{font-size:
2emy}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-6x{font-size:6emy}.fa-7x{font-size: 7em}.fa-8x{font-
size:8em}.fa-9x{font-size:

Data Raw: 61 73 69 63 49 6d 61 67 65 28 72 6 74 61 74 69 6f 6e 3d 31 29 22 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73
66 6f 72 6d 3a 72 6f 74 61 74 65 28 39 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 39 30 64 65
6729 7d 2e 66 61 2d 72 6f 74 61 74 65 2d 31 38 30 7b 2d 6d 73 2d 66 69 6¢ 74 65 72 3a 22 70 72 6f 67 69 64 3a 44 58
49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 73 6f 66 74 2e 42 61 73 69 63 49 6d 61 67 65 28 72 6f 74 61
74 69 6f 6e 3d 32 29 22 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 31 38 30 64 65
67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 31 38 30 64 65 67 29 7d 2e 66 61 2d 72 6f 74 61 74 65 2d 3
23730 7b2d 6d 73 2d 66 69 6c 74 65 72 3a 22 70 72 6f 67 69 64

Data Ascii: asiclmage(rotation=1)";-webkit-transform:rotate(90deg);transform:rotate(90deg)}.fa-rotate-180{-ms-filter:"pr
ogid:DXImageTransform.Microsoft.Basicimage(rotation=2)";-webkit-transform:rotate(180deg);transform:rotate(180d
eg)}.fa-rotate-270{-ms-filter:"progid

Data Raw: 6e 74 3a 22 5¢ 66 33 36 39 22 7d 2e 66 61 2d 61 63 71 75 69 73 69 74 69 6f 6e 73 2d 69 6e 63 6f 72 70 6f 72
61 74 65 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 36 61 66 22 7d 2e 66 61 2d 61 64 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 36 34 31 22 7d 2e 66 61 2d 61 64 64 72 65 73 73 2d 62 6f 6f 6b 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 62 39 22 7d 2e 66 61 2d 61 64 64 72 65 73 73 2d 63 61 72 64 3a 62 65 66 6f
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 62 62 22 7d 2e 66 61 2d 61 64 6a 75 73 74 3a 62 65 66 6f 72 65 7b 63 6f
6e 74 65 6e 74 3a 22 5¢ 66 30 34 32 22 7d 2e 66 61 2d 61 64 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 6
63137 3022 7d 2e 66 61 2d 61 64 76 65 72 73 61 6¢ 3a 62 65 66

Data Ascii: nt:"\f369"}.fa-acquisitions-incorporated:before{content:"\f6af"}.fa-ad:before{content:"\f641"}.fa-address-bo
ok:before{content:"\f2b9"}.fa-address-card:before{content:"\f2bb"}.fa-adjust:before{content:"\f042"}.fa-adn:before{conte
nt:"\f170"}.fa-adversal:bef

Data Raw: 37 66 66 32 0d Oa 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 30 34 22 7d 2e 66 61 2d 61 6e 67 6¢ 65 2d 72 69 67 68
74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 30 35 22 7d 2e 66 61 2d 61 6e 67 6¢ 65 2d 75 70 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 30 36 22 7d 2e 66 61 2d 61 6e 67 72 79 3a 62 65 66 6f 72 65 7b
63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 35 36 22 7d 2e 66 61 2d 61 6e 67 72 79 63 72 65 61 74 69 76 65 3a 62 65 66 6f 72 6
5 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 36 65 22 7d 2e 66 61 2d 61 6e 67 75 6¢ 61 72 3a 62 65 66 6f 72 65 7b 63 6f 6
74 65 6e 74 3a 22 5¢ 66 34 32 30 22 7d 2e 66 61 2d 61 6e 6b 68 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6€ 74 3a 22 5¢
66 36 34 34 22 7d 2e 66 61 2d 61 70 70 2d 73 74 6f 72 65 3a 62 65 66

Data Ascii: 7ff2content:"\f104"}.fa-angle-right:before{content:"\f105"}.fa-angle-up:before{content:"\f106"}.fa-angry:bef
ore{content:"\f556"}.fa-angrycreative:before{content:"\f36e"}.fa-angular:before{content:"\f420"}.fa-ankh:before{content:
"\f644"}.fa-app-store:bef

Data Raw: 2d 61 74 6c 61 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 35 38 22 7d 2e 66 61 2d 61 74
6¢c 61 73 73 69 61 6€ 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65 6€ 74 3a 22 5c 66 37 37 62 22 7d 2e 66 61 2d 61 74 6f 6d

3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 64 32 22 7d 2e 66 61 2d 61 75 64 69 62 6¢ 65 3a 62 65 66 6f
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 37 33 22 7d 2e 66 61 2d 61 75 64 69 6f 2d 64 65 73 63 72 69 70 74 69 6f

6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 39 65 22 7d 2e 66 61 2d 61 75 74 6f 70 72 65 66 69 78 65
72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 31 63 22 7d 2e 66 61 2d 61 76 69 61 6e 65 78 3a 62 65 6
6 6f 72 65 7b 63 6f 6e 74 65 6 74 3a 22 5¢ 66 33 37 34 22 7d 2e

Data Ascii: -atlas:before{content:"\f558"}.fa-atlassian:before{content:"\f77b"}.fa-atom:before{content:"\f5d2"}.fa-audib
le:before{content:"\f373"}.fa-audio-description:before{content:"\f29e"}.fa-autoprefixer:before{content:"\f41c"}.fa-avian
ex:beforef{content:"\f374"}.

Data Raw: 63 22 7d 2e 66 61 2d 62 65 68 61 6e 63 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 62 34
22 7d 2e 66 61 2d 62 65 68 61 6e 63 65 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66
31623522 7d 2e 66 61 2d 62 65 6¢ 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 66 33 22 7d 2e 66
61 2d 62 65 6¢ 6¢ 2d 73 6¢ 61 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 31 66 36 22 7d 2e 66 61 2
d 62 65 7a69 65 72 2d 63 75 72 76 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 35 62 22 7d 2e 66 61
2d 62 69 62 6¢ 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 36 34 37 22 7d 2e 66 61 2d 62 69 63 79 63
6¢C 65 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 32 30

Data Ascii: ¢"}.fa-behance:before{content:"\f1b4"}.fa-behance-square:before{content:"\f1b5"}.fa-bell:before{content:"\fO
3"}.fa-bell-slash:before{content:"\f1f6"}.fa-bezier-curve:before{content:"\f55b"}.fa-bible:before{content:"\f647"}.fa-b
icycle:before{content:"\f20
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Data

Data Raw: 2e 66 61 2d 62 6f 72 64 65 72 2d 6e 6f 6e 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 35
3022 7d 2e 66 61 2d 62 6f 72 64 65 72 2d 73 74 79 6¢ 65 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66 38 35
3322 7d 2e 66 61 2d 62 6f 77 6¢ 69 6e 67 2d 62 61 6¢ 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 33
36 22 7d 2e 66 61 2d 62 6f 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 36 36 22 7d 2e 66 61 2d 62 6f
78 2d 6f 70 65 6e 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 39 65 22 7d 2e 66 61 2d 62 6f 78 2d 74 69
737375 65 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 65 30 35 62 22 7d 2e 66 61 2d 62 6f 78 65 73 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 36 38

Data Ascii: .fa-border-none:before{content:"\f850"}.fa-border-style:before{content:"\f853"}.fa-bowling-ball:before{conte
nt:"\f436"}.fa-box:before{content:"\f466"}.fa-box-open:before{content:"\f49e"}.fa-box-tissue:before{content:"\e05b"}.fa-
boxes:before{content:"\f468

Data Raw: 65 6e 74 3a 22 5¢ 66 37 38 34 22 7d 2e 66 61 2d 63 61 6d 65 72 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e
74 3a 22 5c 66 30 33 30 22 7d 2e 66 61 2d 63 61 6d 65 72 61 2d 72 65 74 72 6f 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6e
74 3a 22 5c 66 30 38 33 22 7d 2e 66 61 2d 63 61 6d 70 67 72 6f 75 6e 64 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a
22 5c 66 36 62 62 22 7d 2e 66 61 2d 63 61 6e 61 64 69 61 6e 2d 6d 61 70 6¢ 65 2d 6¢ 65 61 66 3a 62 65 66 6f 72 65 7b
63 6f 6e 74 65 6e 74 3a 22 5¢ 66 37 38 35 22 7d 2e 66 61 2d 63 61 6e 64 79 2d 63 61 6e 65 3a 62 65 66 6f 72 65 7b 63 6f
6e 74 65 6e 74 3a 22 5¢ 66 37 38 36 22 7d 2e 66 61 2d 63 61 6e 6e 61 62 69 73 3a 62 65 66 6f 72 65 7h 63 6f 6 74 65
6e 74 3a 22 5c 66 35 35 66 22 7d 2e 66 61 2d 63 61 70 73 75 6¢

Data Ascii: ent:"\f784"}.fa-camera:before{content:"\f030"}.fa-camera-retro:before{content:"\f083"}.fa-campground:before{
content:"\fébb"}.fa-canadian-maple-leaf:before{content:"\f785"}.fa-candy-cane:before{content:"\f786"}.fa-cannabis:before
{content:"\f55f"}.fa-capsul

Data Raw: 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 66 30 22 7d 2e 66 61 2d 63 65 6e 74 65 72 63 6f 64 65
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 38 30 22 7d 2e 66 61 2d 63 65 6e 74 6f 73 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 37 38 39 22 7d 2e 66 61 2d 63 65 72 74 69 66 69 63 61 74 65 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 61 33 22 7d 2e 66 61 2d 63 68 61 69 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65
6e 74 3a 22 5¢c 66 36 63 30 22 7d 2e 66 61 2d 63 68 61 6¢ 6b 62 6f 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a 22 5c 66 3531 62 22 7d 2e 66 61 2d 63 68 61 6¢ 6b 62 6f 61 72 64 2d 74 65 61 63 68 65 72 3a 62 65 66 6f 72 65 7b
63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 31 63 22 7d 2e 66 61 2d 63

Data Ascii: efore{content:"\f1f0"}.fa-centercode:before{content:"\f380"}.fa-centos:before{content:"\f789"}.fa-certificat
e:before{content:"\f0a3"}.fa-chair:before{content:"\f6c0"}.fa-chalkboard:before{content:"\f51b"}.fa-chalkboard-teacher:b
efore{content:"\f51c"}.fa-c

Data Raw: 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 38 33 38 22 7d 2e 66 61 2d 63 68 75 72 63 68 3a 62 65 66 6f 72 65 7b
63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 31 64 22 7d 2e 66 61 2d 63 69 72 63 6¢ 65 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e
74 3a225c 66 31313122 7d2e 66 61 2d 63 69 72 63 6¢ 65 2d 6e 6f 74 63 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e
74 3a 22 5c 66 31 63 65 22 7d 2e 66 61 2d 63 69 74 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 36 34
66 22 7d 2e 66 61 2d 63 6¢ 69 6e 69 63 2d 6d 65 64 69 63 61 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢
66 37 66 32 22 7d 2e 66 61 2d 63 6¢ 69 70 62 6f 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 32
3822 7d 2e 66 61 2d 63 6¢ 69 70 62 6f 61 72 64 2d 63 68 65 63

Data Ascii: e{content:"\f838"}.fa-church:before{content:"\f51d"}.fa-circle:before{content:"\f111"}.fa-circle-notch:befor
e{content:"\f1ce"}.fa-city:before{content:"\f64f"}.fa-clinic-medical:before{content:"\f7f2"}.fa-clipboard:before{content:"\f328"}.
fa-clipboard-chec

Data Raw: 66 30 37 35 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 2d 61 6c 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a22 5c 66 32 37 61 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 2d 64 6f 6¢ 6¢ 61 72 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65
6e 74 3a 22 5c 66 36 35 31 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 2d 64 6f 74 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65
6e 74 3a 22 5c 66 34 61 64 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 2d 6d 65 64 69 63 61 6¢ 3a 62 65 66 6f 72 65 7b 63
6f 6e 74 65 6e 74 3a 22 5¢ 66 37 66 35 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 2d 73 6¢ 61 73 68 3a 62 65 66 6f 72 65
7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 62 33 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 73 3a 62 65 66 6f 72 65 7b 63 6f 6
74 65 6e 74 3a 22 5c 66 30 38 36 22 7d 2e 66 61 2d 63 6f 6d 6d

Data Ascii: f075"}.fa-comment-alt:before{content:"\f27a"}.fa-comment-dollar:before{content:"\f651"}.fa-comment-dots:befo
re{content:"\f4ad"}.fa-comment-medical:before{content:"\f7f5"}.fa-comment-slash:before{content:"\f4b3"}.fa-comments:befo
re{content:"\f086"}.fa-comm

Data Raw: 34 65 66 22 7d 2e 66 61 2d 63 72 65 61 74 69 76 65 2d 63 6f 6d 6d 6f 6e 73 2d 73 61 6d 70 6¢ 69 6e 67 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 66 30 22 7d 2e 66 61 2d 63 72 65 61 74 69 76 65 2d 63 6f 6d 6d 6f
6e 73 2d 73 61 6d 70 6¢ 69 6e 67 2d 70 6¢ 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 66 31 22
7d 2e 66 61 2d 63 72 65 61 74 69 76 65 2d 63 6f 6d 6d 6f 6e 73 2d 73 68 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65
6e 74 3a 22 5¢ 66 34 66 32 22 7d 2e 66 61 2d 63 72 65 61 74 69 76 65 2d 63 6f 6d 6d 6f 6e 73 2d 7a 65 72 6f 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 66 33 22 7d 2e 66 61 2d 63 72 65 64 69 74 2d 63 61 72 64 3a 62 65 6
6 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 39 64 22 7d 2e

Data Ascii: 4ef"}.fa-creative-commons-sampling:before{content:"\f4f0"}.fa-creative-commons-sampling-plus:befor
e{content:"\f4f1"}.fa-creative-commons-share:before{content:"\f4f2"}.fa-creative-commons-zero:before{content:"\f4f3"}.fa-
credit-card:before{content:"\f09d"}.

Data Raw: 74 65 6e 74 3a 22 5c 66 37 39 31 22 7d 2e 66 61 2d 64 69 63 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a22 5c 66 35 32 32 22 7d 2e 66 61 2d 64 69 63 65 2d 64 32 30 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6€ 74 3a 22 5¢
66 36 63 66 22 7d 2e 66 61 2d 64 69 63 65 2d 64 36 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65 6e 74 3a 22 5c 66 36 64 31
22 7d 2e 66 61 2d 64 69 63 65 2d 66 69 76 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 32 33 22 7d 2
€66 61 2d 64 69 63 65 2d 66 6f 75 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 32 34 22 7d 2e 66 61
2d 64 69 63 65 2d 6f 6e 65 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 32 35 22 7d 2e 66 61 2d 64 69 63
65 2d 73 69 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22

Data Ascii: tent:"\f791"}.fa-dice:before{content:"\f522"}.fa-dice-d20:before{content:"\f6cf"}.fa-dice-d6:before{content:
"\féd1"}.fa-dice-five:before{content:"\f523"}.fa-dice-four:before{content:"\f524"}.fa-dice-one:before{content:"\f525"}.fa-dice-
six:before{content:"

Data Raw: 72 6f 70 62 6f 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 36 62 22 7d 2e 66 61 2d 64 72
75 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 36 39 22 7d 2e 66 61 2d 64 72 75 6d 2d 73 74 65 65
6¢c 70 61 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 36 61 22 7d 2e 66 61 2d 64 72 75 6d 73 74 69
63 6b 2d 62 69 74 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 36 64 37 22 7d 2e 66 61 2d 64 72 75 70 6
1 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 61 39 22 7d 2e 66 61 2d 64 75 6d 62 62 65 6¢ 6C 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 34 62 22 7d 2e 66 61 2d 64 75 6d 70 73 74 65 72 3a 62 65 66 6f
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 39 33 22 7d 2e 66 61 2d

Data Ascii: ropbox:before{content:"\f16b"}.fa-drum:before{content:"\f569"}.fa-drum-steelpan:before{content:"\f56a"}.fa-d
rumstick-bite:before{content:"\f6d7"}.fa-drupal:before{content:"\f1a9"}.fa-dumbbell:before{content:"\f44b"}.fa-dumpster:
before{content:"\f793"}.fa-
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Data

Data Raw: 66 61 2d 65 78 63 6¢ 61 6d 61 74 69 6f 6e 2d 63 69 72 63 6¢ 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a 22 5c 66 30 36 61 22 7d 2e 66 61 2d 65 78 63 6¢ 61 6d 61 74 69 6f 6e 2d 74 72 69 61 6e 67 6¢ 65 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 37 31 22 7d 2e 66 61 2d 65 78 70 61 6e 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74
65 6e 74 3a 22 5c 66 30 36 35 22 7d 2e 66 61 2d 65 78 70 61 6e 64 2d 61 6¢ 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65
6e 74 3a 22 5c 66 34 32 34 22 7d 2e 66 61 2d 65 78 70 61 6e 64 2d 61 72 72 6f 77 73 2d 61 6¢ 74 3a 62 65 66 6f 72 65 7
b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 31 65 22 7d 2e 66 61 2d 65 78 70 65 64 69 74 65 64 73 73 6¢ 3a 62 65 66 6f 72 65
7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 33 65 22 7d 2e 66 61 2d 65

Data Ascii: fa-exclamation-circle:before{content:"\f06a"}.fa-exclamation-triangle:before{content:"\f071"}.fa-expand:befo
re{content:"\f065"}.fa-expand-alt:before{content:"\f424"}.fa-expand-arrows-alt:before{content:"\f31e"}.fa-expeditedssl:b
efore{content:"\f23e"}.fa-e

Data Raw: 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 36 64 22 7d 2e 66 61 2d 66 69 6¢ 65 2d 65 78 63 65 6¢ 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 63 33 22 7d 2e 66 61 2d 66 69 6¢ 65 2d 65 78 70 6f 72 74 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 36 65 22 7d 2e 66 61 2d 66 69 6¢ 65 2d 69 6d 61 67 65 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 63 35 22 7d 2e 66 61 2d 66 69 6¢ 65 2d 69 6d 70 6f 72 74 3a 62 65 66
6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 36 66 22 7d 2e 66 61 2d 66 69 6¢ 65 2d 69 6e 76 6f 69 63 65 3a 62 65

66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 37 30 22 7d 2e 66 61 2d 66 69 6¢ 65 2d 69 6e 76 6f 69 63 65 2d 64 6f
6¢c 6¢ 61 72 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6€ 74 3a 22

Data Ascii: fore{content:"\f56d"}.fa-file-excel:before{content:"\f1c3"}.fa-file-export:before{content:"\f56e"}.fa-file-image:befor
e{content:"\f1c5"}.fa-file-import:before{content:"\f56f"}.fa-file-invoice:before{content:"\f570"}.fa-file-invoice-dollar:before{co
ntent:"

Data Raw: 63 6b 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 36 65 22 7d 2e 66 61 2d 66 6c 69 70 62
6f 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 34 64 22 7d 2e 66 61 2d 66 6¢ 75 73 68 65 64 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 37 39 22 7d 2e 66 61 2d 66 6¢ 79 3a 62 65 66 6f 72 65 7b 63 6f
6e 74 65 6e 74 3a 22 5c 66 34 31 37 22 7d 2e 66 61 2d 66 6f 6¢ 64 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a
225c 66 30 37 62 22 7d 2e 66 61 2d 66 6f 6¢ 64 65 72 2d 6d 69 6e 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a
225c 66 36 35 64 22 7d 2e 66 61 2d 66 6f 6¢ 64 65 72 2d 6f 70 65 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22
5c 66 30 37 63 22 7d 2e 66 61 2d 66 6f 6¢ 64 65 72 2d 70

Data Ascii: ckr:before{content:"\f16e"}.fa-flipboard:before{content:"\f44d"}.fa-flushed:before{content:"\f579"}.fa-fly:b
efore{content:"\f417"}.fa-folder:before{content:"\f07b"}.fa-folder-minus:before{content:"\f65d"}.fa-folder-open:before{c
ontent:"\f07c"}.fa-folder-p

Data Raw: 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 32 36 35 22 7d 2e 66 61 2d 67 67 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 36 30 22 7d 2e 66 61 2d 67 67 2d 63 69 72 63 6¢ 65 3a 62 65 66 6f 72 65 7b
63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 36 31 22 7d 2e 66 61 2d 67 68 6f 73 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a 22 5c 66 36 65 32 22 7d 2e 66 61 2d 67 69 66 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 36 62
22 7d 2e 66 61 2d 67 69 66 74 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 37 39 63 22 7d 2e 66 61 2d 6
7 69 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 64 33 22 7d 2e 66 61 2d 67 69 74 2d 61 6¢ 74 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 38 34 31 22 7d

Data Ascii: :before{content:"\f265"}.fa-gg:before{content:"\f260"}.fa-gg-circle:before{content:"\f26 1"}.fa-ghost:before{
content:"\f6e2"}.fa-gift:before{content:"\f06b"}.fa-gifts:before{content:"\f79c"}.fa-git:before{content:"\f1d3"}.fa-git-alt:before
{content:"\f841"}

Data Raw: 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 30 64 34 22 7d 2e 66 61 2d 67 6f 6f
67 6¢ 65 2d 77 61 6C 6C 65 74 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65 6€ 74 3a 22 5c 66 31 65 65 22 7d 2e 66 61 2d 67 6f
7075 72 61 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 36 36 34 22 7d 2e 66 61 2d 67 72 61 64 75 61
74 69 6f 6e 2d 63 61 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 39 64 22 7d 2e 66 61 2d 67 72 61

74 69 70 61 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6€ 74 3a 22 5c 66 31 38 34 22 7d 2e 66 61 2d 67 72 61 76 3a 62 6
566 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 64 36 22 7d 2e 66 61 2d 67 72 65 61 74 65 72 2d 74 68 61 6e 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 33 31 22 7d

Data Ascii: quare:before{content:"\f0d4"}.fa-google-wallet:before{content:"\f1lee"}.fa-gopuram:before{content:"\f664"}.fa-
graduation-cap:before{content:"\f19d"}.fa-gratipay:before{content:"\f184"}.fa-grav:before{content:"\f2d6"}.fa-greater-t
han:before{content:"\f531"}

Data Raw: 6f 6e 74 65 6e 74 3a 22 5¢ 66 38 30 35 22 7d 2e 66 61 2d 68 61 6d 6d 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e
74 65 6e 74 3a 22 5¢ 66 36 65 33 22 7d 2e 66 61 2d 68 61 6d 73 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22
5c 66 36 36 35 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6¢ 64 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a
22 5c 66 34 62 64 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6¢ 64 69 6e 67 2d 68 65 61 72 74 3a 62 65 66 6f 72 65 7b 63 6
f 6e 74 65 6e 74 3a 22 5¢ 66 34 62 65 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6¢ 64 69 6e 67 2d 6d 65 64 69 63 61 6¢C 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 65 30 35 63 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6¢ 64 69 6€ 67 2d
75 73 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66

Data Ascii: ontent:"\f805"}.fa-hammer:before{content:"\f6e3"}.fa-hamsa:before{content:"\f665"}.fa-hand-holding:before{co
ntent:"\f4bd"}.fa-hand-holding-heart:before{content:"\f4be"}.fa-hand-holding-medical:before{content:"\e05c"}.fa-hand-hol
ding-usd:before{content:"\f

Data Raw: 30 36 31 22 7d 2e 66 61 2d 68 65 61 64 2d 73 69 64 65 2d 63 6f 75 67 68 2d 73 6¢ 61 73 68 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 65 30 36 32 22 7d 2e 66 61 2d 68 65 61 64 2d 73 69 64 65 2d 6d 61 73 6b 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 65 30 36 33 22 7d 2e 66 61 2d 68 65 61 64 2d 73 69 64 65 2d 76 69 72 75
73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 65 30 36 34 22 7d 2e 66 61 2d 68 65 61 64 69 6e 67 3a 62 65 6
6 6f 72 65 7b 63 6f 6e 74 65 6 74 3a 22 5¢ 66 31 64 63 22 7d 2e 66 61 2d 68 65 61 64 70 68 6f 6e 65 73 3a 62 65 66 6f 7
265 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 30 32 35 22 7d 2e 66 61 2d 68 65 61 64 70 68 6f 6e 65 73 2d 61 6¢ 74 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 38 66 22 7d 2e

Data Ascii: 061"}.fa-head-side-cough-slash:before{content:"\e062"}.fa-head-side-mask:before{content:"\e063"}.fa-head-sid
e-virus:before{content:"\e064"}.fa-heading:before{content:"\f1dc"}.fa-headphones:before{content:"\f025"}.fa-headphones-a
It:before{content:"\f58f"}.

Data Raw: 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 31 64 22 7d 2e 66 61 2d 6¢ 65 73 73 2d 74 68 61 6e 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 33 36 22 7d 2e 66 61 2d 6¢ 65 73 73 2d 74 68 61 6e 2d 65 71 75
61 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 33 37 22 7d 2e 66 61 2d 6¢ 65 76 65 6¢ 2d 64 6f 77 6e
2d 61 6¢ 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 62 65 22 7d 2e 66 61 2d 6¢ 65 76 65 6¢ 2d 75
70 2d 61 6¢ 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 62 66 22 7d 2e 66 61 2d 6¢ 69 66 65 2d 72 6
9 6e 67 3a62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 63 64 22 7d 2e 66 61 2d 6¢ 69 67 68 74 62 75 6¢ 62
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 65 62

Data Ascii: fore{content:"\f41d"}.fa-less-than:before{content:"\f536"}.fa-less-than-equal:before{content:"\f537"}.fa-level-
down-alt:before{content:"\f3be"}.fa-level-up-alt:before{content:"\f3bf"}.fa-life-ring:before{content:"\f1cd"}.fa-lightbulb:befo
re{content:"\fOeb
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Data

Data Raw: 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 33 65 22 7d 2e 66 61 2d 6e 6f 74 65 73 2d 6d 65 64
69 63 61 6¢ 3a 62 65 66 6f 72 65 7b 63 6 6 74 65 6e 74 3a 22 5¢ 66 34 38 31 22 7d 2e 66 61 2d 6e 70 6d 3a 62 65 66 6f
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 33 64 34 22 7d 2e 66 61 2d 6e 73 38 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65
6e 74 3a 22 5¢ 66 33 64 35 22 7d 2e 66 61 2d 6e 75 74 72 69 74 69 6f 6e 69 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65
6e 74 3a 22 5c 66 33 64 36 22 7d 2e 66 61 2d 6f 62 6a 65 63 74 2d 67 72 6f 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65
6e 74 3a 22 5c 66 32 34 37 22 7d 2e 66 61 2d 6f 62 6a 65 63 74 2d 75 6e 67 72 6f 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e
74 65 6e 74 3a 22 5¢ 66 32 34 38 22 7d 2e 66 61 2d 6f 63 74 6f

Data Ascii: before{content:"\f53e"}.fa-notes-medical:before{content:"\f481"}.fa-npm:before{content:"\f3d4"}.fa-ns8:befor
e{content:"\f3d5"}.fa-nutritionix:before{content:"\f3d6"}.fa-object-group:before{content:"\f247"}.fa-object-ungroup:befo
re{content:"\f248"}.fa-octo

Data Raw: 37 66 66 38 0d Oa 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 38 32 22 7d 2e 66 61 2d 70 61 70 65 72 2d 70 6¢ 61 6e 65
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 64 38 22 7d 2e 66 61 2d 70 61 70 65 72 63 6¢ 69 70 3a 62
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 63 36 22 7d 2e 66 61 2d 70 61 72 61 63 68 75 74 65 2d 62 6f 78
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 34 63 64 22 7d 2e 66 61 2d 70 61 72 61 67 72 61 70 68 3a 62 6
5 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 64 64 22 7d 2e 66 61 2d 70 61 72 6b 69 6e 67 3a 62 65 66 6f 72 65
7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 34 30 22 7d 2e 66 61 2d 70 61 73 73 70 6f 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6
74 65 6e 74 3a 22 5¢ 66 35 61 62 22 7d 2e 66 61 2d 70 61 73 74 61

Data Ascii: 7ffBontent:"\f482"}.fa-paper-plane:before{content:"\f1d8"}.fa-paperclip:before{content:"\f0c6"}.fa-parachute-
box:before{content:"\f4cd"}.fa-paragraph:before{content:"\f1dd"}.fa-parking:before{content:"\f540"}.fa-passport:before{
content:"\f5ab"}.fa-pasta

Data Raw: 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 61 31 22 7d 2e 66 61 2d 72 65 64 64 69 74 2d 61 6c 69 65 6e 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 38 31 22 7d 2e 66 61 2d 72 65 64 64 69 74 2d 73 71 75 61 72
65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 31 61 32 22 7d 2e 66 61 2d 72 65 64 68 61 74 3a 62 65 66 6
f72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 37 62 63 22 7d 2e 66 61 2d 72 65 64 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 6
5 6e 74 3a 22 5¢ 66 30 31 65 22 7d 2e 66 61 2d 72 65 64 6f 2d 61 6¢ 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a
22 5c 66 32 66 39 22 7d 2e 66 61 2d 72 65 67 69 73 74 65 72 65 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22
5c 66 32 35 64 22 7d 2e 66 61 2d 72 65 6d 6f 76 65 2d 66 6f 72 6d 61

Data Ascii: e{content:"\f1al"}.fa-reddit-alien:before{content:"\f281"}.fa-reddit-square:before{content:"\f1a2"}.fa-redha
t:before{content:"\f7bc"}.fa-redo:before{content:"\f01e"}.fa-redo-alt:before{content:"\f2f9"}.fa-registered:before{conte
nt:"\f25d"}.fa-remove-forma

Data Raw: 72 64 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 37 63 65 22 7d 2e 66 61 2d 73 6e 6f
77 66 6¢ 61 6b 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 64 63 22 7d 2e 66 61 2d 73 6e 6f 77 6d 61
6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢c 66 37 64 30 22 7d 2e 66 61 2d 73 6e 6f 77 70 6¢ 6f 77 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 64 32 22 7d 2e 66 61 2d 73 6f 61 70 3a 62 65 66 6f 72 65 7b 63 6f 6
74 65 6e 74 3a 22 5¢ 65 30 36 65 22 7d 2e 66 61 2d 73 6f 63 6b 73 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢
66 36 39 36 22 7d 2e 66 61 2d 73 6f 6¢ 61 72 2d 70 61 6e 65 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6 74 65 6e 74 3a 22 5¢ 66
3562 61 22 7d 2e 66 61 2d 73 6f 72 74 3a 62 65 66 6f 72

Data Ascii: rding:before{content:"\f7ce"}.fa-snowflake:before{content:"\f2dc"}.fa-snowman:before{content:"\f7d0"}.fa-sno
wplow:before{content:"\f7d2"}.fa-soap:before{content:"\e06e"}.fa-socks:before{content:"\f696"}.fa-solar-panel:before{con
tent:"\f5ba"}.fa-sort:befor

Data Raw: 74 3a 22 5c 66 37 36 62 22 7d 2e 66 61 2d 74 65 6e 63 65 6e 74 2d 77 65 69 62 6f 3a 62 65 66 6f 72 65 7b 63
6f 6e 74 65 6e 74 3a 22 5¢ 66 31 64 35 22 7d 2e 66 61 2d 74 65 6e 67 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a 22 5c 66 37 64 37 22 7d 2e 66 61 2d 74 65 72 6d 69 6e 61 6¢ 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢
66 31 32 30 22 7d 2e 66 61 2d 74 65 78 74 2d 68 65 69 67 68 74 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6e 74 3a 22 5¢ 6
630333422 7d 2e 66 61 2d 74 65 78 74 2d 77 69 64 74 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30
333522 7d 2e 66 61 2d 74 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 30 30 61 22 7d 2e 66 61 2d 74
68 2d 6¢ 61 72 67 65 3a 62 65 66 6f 72 65 7b 63 6f 6€ 74 65 6€ 74 3a

Data Ascii: t:"\f76b"}.fa-tencent-weibo:before{content:"\f1d5"}.fa-tenge:before{content:"\f7d7"}.fa-terminal:before{cont
ent:"\f120"}.fa-text-height:before{content:"\f034"}.fa-text-width:before{content:"\f035"}.fa-th:before{content:"\f00a"}.fa-th-larg
e:before{content:

Data Raw: 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 35 30 38 22 7d 2e 66 61 2d 75 73 65 72 2d 74 69 6d 65 73 3a 62 65
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 32 33 35 22 7d 2e 66 61 2d 75 73 65 72 73 3a 62 65 66 6f 72 65 7b 63 6f
6e 74 65 6e 74 3a 22 5c 66 30 63 30 22 7d 2e 66 61 2d 75 73 65 72 73 2d 63 6f 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74
65 6e 74 3a 22 5¢ 66 35 30 39 22 7d 2e 66 61 2d 75 73 65 72 73 2d 73 6¢ 61 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74
65 6e 74 3a 22 5¢ 65 30 37 33 22 7d 2e 66 61 2d 75 73 70 73 3a 62 65 66 6f 72 65 7h 63 6f 6e 74 65 6e 74 3a 22 5¢ 66 3
7653122 7d 2e 66 61 2d 75 73 73 75 6e 6e 61 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6 74 3a 22 5¢ 66 34 30 37 22
7d 2e 66 61 2d 75 74 65 6e 73 69 6¢ 2d 73 70 6f 6f 6e 3a 62 65 66

Data Ascii: re{content:"\f508"}.fa-user-times:before{content:"\f235"}.fa-users:before{content:"\f0c0"}.fa-users-cog:befo
re{content:"\f509"}.fa-users-slash:before{content:"\e073"}.fa-usps:before{content:"\f7e1"}.fa-ussunnah:before{content:"\
f407"}.fa-utensil-spoon:bef

Data Raw: 6f 66 66 32 29 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 32 22 29 2c 75 72 6¢ 28 68 74 74 70 73 3a 2f 2f 6b 61
2d 66 2e 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 63 6f 6d 2f 72 65 6¢ 65 61 73 65 73 2f 76 35 2e 31 35 2e 34 2f 77 65 62 66
6f 6e 74 73 2f 66 72 65 65 2d 66 61 2d 62 72 61 6e 64 73 2d 34 30 30 2e 77 6f 66 66 29 20 66 6f 72 6d 61 74 28 22 77 6f
66 66 22 29 2c 75 72 6¢ 28 68 74 74 70 73 3a 2f 2f 6b 61 2d 66 2e 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 63 6f 6d 2f 72 65
6c 65 61 73 65 73 2f 76 35 2e 31 35 2e 34 2f 77 65 62 66 6f 6e 74 73 2f 66 72 65 65 2d 66 61 2d 62 72 61 6€ 64 73 2d 34
3030 2e 74 74 66 29 20 66 6f 72 6d 61 74 28 22 74 72 75 65 74 79 70 65 22 29 2c 75 72 6¢ 28 68 74 74 70 73 3a 2f 2f 6b
61 2d 66 2e 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 63 6f 6d

Data Ascii: off2) format("woff2"),url(https://ka-f.fon ome.com/rel /v5.15.4/webfonts/free-fa-brands-400.woff) fo
rmat("woff"),url(https:/ka-f.fontawesome.com/releases/v5.15.4/webfonts/free-fa-brands-400.ttf) format(“truetype"),url(h
ttps://ka-f.fontawesome.com

Data Raw: 32 68 70 61 6e 4e 30 64 58 5a 33 65 48 6¢ 36 67 6f 4f 45 68 59 61 48 69 49 6d 4b 6b 70 4f 55 6¢ 5a 61 58 6d
4a 6d 61 6f 71 4f 6b 70 61 61 6e 71 4b 6d 71 73 72 4f 30 74 62 61 33 75 4c 6d 36 77 73 50 45 78 63 62 48 79 4d 6e 4b
30 74 50 55 31 64 62 58 32 4e 6e 61 34 75 50 6b 35 65 62 6e 36 4f 6e 71 38 76 50 30 39 66 62 33 2b 50 6e 36 2f 39 6f
4144 41 4d 42 41 41 49 52 41 78 45 41 50 77 44 39 2f 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43
69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f
41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69
69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41

Data Ascii: 2hpanN0dXZ3eHI6goOEhYaHilmKkpOUIZaXmJmaoqOkpaangKmgsrOOtba3uLm6éwsPExcbhHyMnKOtP
UldbX2Nna4uPk5ebn60nq8vP09fb3+Pn6/90ADAMBAAIRAXEAPWDI/KKKKACIiiigAoo0oAKKKKACIiigA0000AKKKK
ACiiigAoc000AKKKKACIiiigAoo0oAKKKKACIiiigAo000AKKKKACIiiigAooooAKKKKACIiiigAooooAKKKKACIiigA
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Data

Data Raw: 54 2f 41 4f 43 74 48 78 68 2f 59 4e 2b 49 2b 6e 36 72 34 61 38 55 36 6e 4a 70 55 45 79 6d 37 30 79 61 5a 6d
67 7559 38 2f 4d 70 58 50 58 47 61 2f 51 61 56 4e 55 34 4b 6d 75 69 73 66 78 50 6d 65 4f 6e 6a 63 58 56 78 64 54 65
70 4a79 66 7a 64 7a 2b 74 50 2f 41 49 4b 7a 2f 77 44 4b 4f 66 34 75 2f 77 44 59 75 58 50 2f 41 4b 44 58 38 53 65 6f 66
3866 30 76 2b 2b 61 2f 72 34 2b 4b 50 37 62 65 68 2f 74 2b 66 38 41 42 45 4c 78 33 38 51 74 46 5a 52 2f 61 50 68 61
34 57 37 68 44 5a 4d 45 34 58 44 72 2b 64 66 79 44 36 68 2f 78 2f 53 2f 37 35 72 51 34 54 37 36 2f 77 43 43 56 58 2f 42
4150 78 31 2f 77 41 46 55 2f 68 46 71 66 69 37 77 7a 34 71 30 44 51 37 54 54 4c 30 32 54 78 58 79 79 46 32 59 44 4f 5
274 42 72 37 6e 2f 5a 61 2f 77 43 44 51 7a 34 71 2f 41 72 39 6f

Data Ascii: T/AOCtHxh/YN+I+n6r4a8U6nJpUEym70yaZmguY8/MpXPXGa/QaVNU4KmuisfxPmeOnjcXVxdTepJy
fzdz+tP/AIKz/wDKOf4u/wDYuXP/AKDX8Seof8f0v++a/r4+KP7beh/t+f8ABELX38QtFZR/aPhadW7hDZME4XDr+d
fyD6h/x/S/75rQ4T76/WCCVX/BAPX1/WAFU/hFfi7wz4q0DQ7TTLO2TxXyyF2YDORtBr7n/Za/wCDQz4q/Ar90

Data Raw: 37 66 66 38 0d Oa 30 5a 52 58 6a 76 37 50 50 69 44 78 7a 71 33 78 77 2b 4c 46 72 34 6e 38 58 2b 43 2f 45
47 67 57 47 71 77 4a 34 65 30 33 52 35 49 32 76 38 41 51 72 63 78 5a 61 4b 39 43 6a 63 73 6a 4e 79 4e 32 54 69 75 73
38 54 2f 41 4¢ 53 76 77 35 38 45 2b 4e 6f 50 44 4f 73 2b 50 2f 42 57 6b 65 49 37 6f 67 51 61 56 65 36 35 61 32 39 37 4d
543032 77 75 34 63 2f 67 4b 46 71 6f 2b 61 54 2b 39 58 4b 61 73 32 75 78 32 31 46 5a 76 69 72 78 6¢ 70 48 67 58 51 5
a64 56 3176 56 64 4e 30 66 54 49 4d 65 62 65 58 31 79 6¢ 76 42 48 6b 34 47 35 33 49 55 5a 4a 41 3550 65 75 57 75
2f 32 6f 2f 68 6¢ 59 65 4f 34 76 43 38 2f 77 41 52 66 41 6b 50 69 61 34 49 45 57 6b 53 61 2f 61 4¢ 66 79 45 39 4e 73 42
6b 38 77 2f 67 4b 4e 33 5a 43 36 58 4f 37 6f 72 4e 38 57 2b 4d 64 49

Data Ascii: 7ffB0ZRXjv7PPiDxzq3xw+LFrdn8X+C/EGgWGqwJ4e03R5I2v8AQrcxZaK9CjcsjNyN2Tius8T/ALS
vwW58E+NoPDOs+P/BWkel70gQaVe65a297MT02wu4c/gKFgo+aT+9XKas2ux21FZvirxlpHgXQZdV1vVdNOfTIMebeX
1ylvBHk4G531UZJA5PeuWu/20/hlYeO4vC8/WARfAkPia4|EWkSa/aL fyE9INsBk8W/gKN3ZC6XO7orN8W+Mdl

Data Raw: 57 73 62 53 7a 54 7a 53 43 4f 4f 46 46 47 53 7a 4d 65 41 41 4f 53 54 51 33 5a 58 59 62 36 49 6e 6f 72 35 64
30 7a 2f 67 74 56 2b 79 74 72 50 78 63 54 77 4c 61 2f 47 37 77 58 50 34 6e 6¢ 6e 46 74 48 62 4a 4c 4b 59 35 4a 43 64 6f
56 5a 39 6e 6b 6b 6b 6e 48 44 31 39 48 6a 78 72 6f 7a 65 4a 59 39 46 2f 74 62 54 50 37 59 6d 74 76 74 6b 64 68 39 71
54 37 53 38 47 63 65 61 49 38 37 69 6d 65 4e 32 4d 65 39 43 31 53 6b 74 6d 44 64 6d 34 76 64 47 6e 52 52 52 51 41 55
55 55 55 41 46 46 63 58 34 75 2f 61 41 38 4b 2b 42 2f 69 37 34 5a 38 43 36 6a 71 50 6¢ 65 4b 50 46 38 55 38 2b 6¢ 32 5
3784d 7a54 78 77 41 47 52 79 51 4d 4b 42 6b 63 6d 75 69 30 54 78 6¢ 70 48 69 61 37 76 34 4e 4e 31 58 54 64 51 6e
307162375065 78323179 6b 723263 75 4d 37 4a 41 70 4a 52 73

Data Ascii: WsbSzTzSCOOFFGSzMeAAOSTQ3ZXYb6Inor5d0z/gtV+ytrPxcTwlLa/G7wXP4nIinFtHbILKY5JCdoVZ
9nkkknHD19HjxrozeJY9F/tbTP7Ymtvtkdh9gT7S8Gceal87imeN2Me9C1SktimDdm4vdGnRRRQAUUUUAFFcX4u/aA8
K+B/i74Z8C6jgPleKPF8U8+I2SxMzTXxWAGRyQMKBkcmuiOTxIpHia7v4ANN1XTdQnOgb7Pex21ykr2cuM7JApJRs

Data Raw: 6¢ 6d 4a 35 33 56 30 50 77 6¢ 2f 59 76 38 41 46 33 37 4e 76 37 53 58 6a 66 78 4e 34 43 38 55 65 47 34 2f 42
76 78 4d 31 70 64 65 31 2f 52 74 58 30 71 61 65 36 67 75 64 67 53 52 72 53 61 4f 61 4e 55 44 59 42 78 49 6a 67 47 73
73 4d 2b 53 45 49 79 33 35 4b 6b 66 52 79 72 2b 30 58 2f 6b 76 62 71 59 56 71 4d 70 56 5a 31 46 74 37 53 45 76 56 4b
68 37 4e 2f 2b 54 50 72 30 52 38 39 2f 43 6e 34 6a 36 6¢ 38 49 50 69 64 2f 77 55 46 38 55 61 4f 72 4e 71 75 68 58 6b 46
3561 62 52 6b 72 4b 6d 6d 73 56 49 48 73 65 66 77 72 32 6a 2f 41 49 4a 31 66 73 30 2b 44 66 46 76 2f 42 50 44 77 63 6
4 63 30 72 54 2f 41 42 46 65 65 50 64 45 58 56 64 65 31 47 38 69 57 61 34 31 4b 35 75 6¢ 4c 79 79 50 49 51 57 7a 6¢ 73
44 6e 6a 61 50 53 75 30 2b 42 76 37 45 69 66 44 44 34 79 66 48 62

Data Ascii: ImJ53VOPwI/YVBAF37Nv7SXjfxN4C8UeG4/BvxM1pdel/RtX0gae6gudgSRrSaOaNUDY BxljgGssM+
SEIly35KkfRyr+0X/kvbqYVgMpVZ1Ft7SEVVKh7N/+TProR89/Cn4j6I8IPid/wUF8UaOrNquhXkF5abRkrKmmsVIHs
efwr2j/AlJ1fs0+DfFv/BPDwcdcOrT/ABFeePdEXVde1G8iWa41K5ulLyyPIQWzlsDnjaP Su0+Bv7EifDD4yfHb

Data Raw: 67 32 43 72 64 4a 45 4f 4e 79 6e 36 34 72 37 2b 31 44 2f 67 74 56 38 4f 66 69 50 34 63 68 58 78 64 34 42 6e
3143 2b 69 55 5a 2b 34 56 33 65 32 52 6e 46 63 44 38 52 2f 38 41 67 67 39 34 30 30 6e 56 70 50 38 41 68 48 74 58 74
64 5474 43 78 4d 5a 63 62 43 42 32 72 4b 30 62 2f 67 69 54 34 6e 30 31 78 4a 34 71 38 53 36 56 34 66 74 46 35 65 53
52 67 51 42 2b 59 71 38 4a 51 7a 66 43 4a 30 71 63 4e 48 33 73 30 63 76 45 6d 64 65 47 6e 45 63 36 65 59 59 33 45 70
3149 71 79 63 58 4f 4d 37 64 72 52 39 37 38 42 76 78 51 2f 34 4¢ 45 33 73 65 6¢ 79 61 62 38 4e 2f 43 32 6e 2b 47 59 5a
73 71 4a 76 4b 42 6e 58 50 48 42 48 65 76 4f 76 67 72 2b 79 42 38 51 66 32 7a 66 45 73 33 69 76 78 64 66 54 36 64 6f
4b 74 3531 37 71 75 6f 74 73 2b 58 71 64 6f 62 48 50 58 46 65 77 79

Data Ascii: g2CrdJEONyn64r7+1D/gtV80fiP4chXxd4Bn1C+iUZ+4V3e2RnFcD8R/8Agg9400nVpP8AhHXtd Tt
CxMZcbCB2rKO0b/giT4n01xJ4q8S6V4ftF5e SRgQB+Y(q8JQzfCJOqcNH3s0cvEmdeGnEc6eYY3EpllqycXOM7drR978
BvxQ/4LE3selyab8N/C2n+GYZsqJvKBnXPHBHevOvgr+yB8Qf2zfEs3ivxdfT6doKt517quots+XqdobHPXFewy

Data Raw: 54 39 4e 4e 50 77 6e 62 72 74 71 63 4e 38 54 76 2b 43 67 66 78 65 38 55 2f 44 76 38 41 5a 54 73 66 41 6¢ 6a
6f 31 68 38 51 2f 6a 58 4b 6¢ 39 72 56 74 64 32 33 6e 57 74 6e 59 52 77 62 37 69 51 6a 37 79 72 6¢ 6¢ 49 49 49 4f 63 44
50 4e 64 66 2b 30 44 38 61 76 69 76 2b 78 50 38 41 48 4c 34 53 53 36 31 34 39 6a 38 66 2b 46 2f 69 5a 34 6¢ 54 77 31
66 36 54 63 36 4¢c 61 57 62 36 59 38 6b 5a 5a 4a 72 57 53 42 46 64 67 70 58 42 45 70 62 6a 76 58 69 6¢ 78 38 5a 4e 50
2b 47 76 2f 42 5a 47 32 4f 6f 61 4e 72 6b 33 77 36 2b 43 48 77 2f 67 38 4b 74 71 75 6e 61 64 4c 66 51 61 56 66 33 43 70
4b 56 65 4f 46 58 6¢ 79 30 65 30 5a 56 54 30 35 72 32 50 57 2f 44 4f 70 2f 74 38 66 74 6d 2b 42 66 48 6a 36 50 71 2b 6d
66 43 48 34 4¢ 72 50 71 32 6d 54 36 6a 61 50 62 54 2b 49 39 56

Data Ascii: TONNPwnbrtgcN8Tv+Cgfxe8U/DvBAZ TsfAljo1h8Q/XKI9rVtd23nWinYRwb7iQj7yrlllIIOcDPNdf+0D8aviv
+XP8AHL4SS6149j8f+F/iZ4ITw1f6 Tc6LaWb6Y8kZZIrWSBFdgpXBEpbjvXilx8ZNP+Gv/BZG200aNrk3w6+CHw/g8
KtqunadLfQaVf3CpKVeOFXIly0e0ZVT05r2PW/DOp/t8ftm+BfHj6Pq+mfCHALIPq2mT6jaPbT+I9V

Data Raw: 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b
4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67
41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b
4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f
6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41
43 69 69 69 67 41 6f 6f 6 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6
f 41 4b 4b 4b 4b 41 43 69 69 69 67

Data Ascii: 0000AKKKKACIiigA0o000AKKKKACIiiigAooooAKKKKACIiigAoo00AKKKKACIiigAcoooAKKKKACIii
gA0000AKKKKACIiigAoo00AKKKKACIiigAo000AKKKKACIiigAo0o00AKKKKACIiiigAoo00AKKKKACIiiigAo000AKKK
KACIiiigAo000AKKKKACIiiigAoo0oAKKKKACIiigAoo0oAKKKKACIiiigAooooAKKKKACIiigAooooAKKKKACIiig

Data Raw: 37 4c 77 42 34 62 69 53 4a 51 67 6b 76 55 45 72 4e 39 53 2b 61 73 2b 4e 66 38 41 67 6d 7a 38 42 50 69 78
706257 39 37 38 50 76 44 45 38 4c 67 6a 64 61 78 4c 45 52 2b 4b 59 71 50 62 49 72 6b 5a 2f 4c 4a 58 6f 48 77 77 2b
4d 6f 38 48 61 5a 39 69 75 6f 48 6d 68 55 6b 6f 79 39 56 39 71 2b 34 76 2b 43 31 33 2f 41 41 53 49 38 45 66 73 4e 36 48
5a 2b 4d 50 42 6e 69 4e 4c 61 77 31 57 35 38 6¢ 64 42 76 5a 4d 33 43 6b 35 4f 59 6a 31 5a 52 6a 6e 50 54 49 72 34 31 2
b 43 76 77 2f 30 72 78 50 34 58 65 65 39 74 52 4e 4b 4a 53 6f 62 63 52 78 67 56 35 47 66 31 4d 49 73 48 7a 59 75 4c 6¢
47 36 32337566 71 50 67 37 68 73 2f 72 63 52 52 70 38 4f 31 6f 30 71 2f 4c 4a 33 6e 72 46 78 56 72 70 71 7a 38 75 68
79 2f 78 54 2b 4a 37 65 50 70 34 6b 6a 69 4d 4e 74 42 6b 71 70 50

Data Ascii: 7LwB4biSJIQgkvUErN9S+as+Nf8Agmz8BPixpbW978PvDESLgjdaxLER+KYqPblrkZ/LIXoHww+Mo8H
aZ9iuoHmhUkoy9V9q+4v+C13/AASIBEfsSNEHZ+MPBNiNLaw1W58ldBvZM3Ck50Y|1ZRjnPTIr41+Cvw/0OrxP4Xee9t
RNKJISobcRxgV5Gf1MIsHzYuLIG623ufqPg7hs/rcRRp80O100qg/LI3nrFxVrpgz8uhy/xT+J7ePp4kjiMNtBkgpP
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Data

Data Raw: 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67
41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b
4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f
6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41
43 69 69 69 67 41 72 38 36 2f 2b 44 6e 2f 41 50 35 52 6b 70 2f 32 4f 57 6b 2f 7a 6¢ 72 39 46 4b 2f 4f 76 2f 67 35 2f 77 44
2b 55 5a 4b 66 39 6a 6¢ 70 50 38 35 61 63 64 30 4b 57 78 2f 50 33 52 52 52 58 65 59 42 52 52 52 51 41 55 55 55 55 41
46 46 46 46 41 42 52 52 52 51 41 55 55 55 55

Data Ascii: CiiigA0000AKKKKACIiiigAo0o00AKKKKACIiigAo000AKKKKACIiiigAooooAKKKKACIiigAooooAKKKKACIiigAoo
00AKKKKACIiiigAooooAKKKKACIiigAoo0oAKKKKACIiigAooooAKKKKACIiigAooooAKKKKACIiigAr86/+Dn/AP5R
kp/20Wk/zIr9FK/Ov/g5/wD+UZK{f9jlpP85acdOKWx/P3RRRXeYBRRRQAUUUUAFFFFABRRRQAUUUU

Data Raw: 37 66 66 38 0d Oa 66 66 38 47 71 57 70 70 63 4f 66 44 48 78 53 73 4a 59 79 66 6b 54 55 37 42 34 79 42 37

6d 4d 74 6e 38 71 79 2f 43 66 2f 42 71 70 34 75 6¢ 31 52 52 72 6e 78 4f 38 4f 77 57 65 52 75 61 78 74 4a 70 5a 4d 64 38
42 77 6f 2f 57 76 55 74 53 50 7a 66 33 6a 39 48 2f 2b 43 64 58 2f 41 41 55 72 38 48 2f 38 46 47 66 42 47 71 61 6¢ 34 63
733951 30 79 38 3053 56 59 62 36 7a 75 31 47 36 4d 73 4d 67 71 51 53 43 4d 56 2b 58 2f 41 50 77 63 31 2f 73 30 36
4a 38 4f 76 6a 66 34 61 38 63 61 52 61 52 57 56 78 34 70 67 65 50 55 46 6a 55 4b 73 30 79 48 68 79 50 58 48 57 76 31
4a 2f 34 4a 38 2f 38 41 42 4f 6a 77 5a 2f 77 54 6e 2b 47 74 35 6f 2f 68 79 35 75 39 51 75 74 53 63 54 36 6a 71 4e 33 67 5
063 4d 6f 77 4f 42 77 71 6a 30 72 38 69 76 2b 44 6a 54 39 73 58

Data Ascii: 7ff8ff8GqWppcOfDHxSsJYyfkTU7B4yB7mMtn8qy/Cf/Bgp4ullRRrnxO80wWeRuaxtJpZMd8Bwo/WvUtSPz{3j9
H/+CdX/AAUr8H/8FGfBGQgal4cs9Q0y80SVYb6zulG6MsMgqQSCMV+X/APwc1/s06J80vjf4a8caRaRW\Vx4pgePUFU
KsOyHhyPXHWv1J/4J8/8ABOjwZ/wTn+Gt50/hy5u9QutScT6jgN3gPcMowOBwqjOr8iv+DjT9sX

Data Raw: 79 77 36 62 6f 4a 53 7a 6a 59 32 6¢ 75 6f 51 41 46 63 66 4e 31 50 4c 5a 70 63 37 74 6f 4f 79 50 79 42 31 7a
516233 77 7a 71 63 6¢ 6¢ 71 4e 70 63 32 4e 33 43 63 53 51 33 45 54 52 79 49 66 64 53 41 52 56 37 51 76 68 35 72 33
69 69 77 4e 31 70 75 69 36 72 71 46 73 73 67 68 4d 74 74 61 53 53 6f 48 50 52 63 71 43 4d 2b 31 61 33 78 31 2b 4e 50
69 50 39 6f 50 34 6f 36 70 34 73 38 57 58 49 76 4e 65 31 57 54 66 64 53 69 4a 59 67 7a 66 37 6f 41 41 72 39 4b 76 2b 4
356 76 78 63 38 53 66 41 6a 2f 41 49 49 36 2f 47 62 78 5a 34 52 73 6f 4c 7a 78 44 6f 32 75 4a 4e 5a 2b 62 61 66 61 52
43 33 6¢ 6f 50 4d 32 65 6f 42 4e 61 53 62 53 75 53 6¢ 63 2f 4d 50 78 6e 38 4d 76 45 66 77 35 6d 6a 6a 31 2f 51 74 58 30
56 35 52 7552 62 36 7a 6b 67 4c 6a 32 33 41 5a 71 39 70 58 77 4c

Data Ascii: yw6boJSzjY2luoQAFcfN1PLZpc7toOyPyB1zQb3wzqcligNpc2N3CcSQ3ETRyYIfdSARV7Qvh5r3iiwN1puibrgFs
sghMttaSSoHPRcqCM+1a3x1+NPiP9oP406p4s8WXIVNe1WTfdSiJYgzf7oAAr9Kv+CVvxc8SFAj/All6/GbxZ4RsoL
zxDo2uJNZ+bafaRC3loPM2eoBNaShSuSIc/MPxn8MVEfw5mijj1/QtX0V5RuRb6zkgLj23AZg9pXwL

Data Raw: 64 2b 4c 74 46 38 4b 36 6a 35 63 55 4d 42 31 70 72 4c 2f 41 49 6d 4c 4c 45 77 5a 66 6e 7a 77 63 67 5a 49 48
4e 66 52 76 78 56 2f 34 4a 47 2f 73 7a 66 73 36 32 76 68 32 44 34 69 2f 48 4c 57 76 44 4f 72 36 2f 70 63 4f 70 78 32 7a
3242 6¢ 79 6a 71 43 53 43 6b 62 44 47 54 6a 6b 31 38 47 2f 74 58 66 44 2f 77 4c 38 4e 2f 6a 50 65 36 54 38 4e 2f 45 38
2f 6a 4c 77 76 46 47 68 74 39 54 6b 68 61 4a 70 6d 49 2b 59 62 53 71 6e 6a 36 56 4b 35 58 73 50 55 38 31 6f 70 30 6b
62 52 4e 68 6¢ 4b 6e 30 49 78 53 46 53 4f 78 72 51 6b 53 69 6¢ 4b 6¢ 65 6f 49 70 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41
2f 59 54 2f 41 49 4e 4e 76 2b 51 72 38 64 2f 2b 75 57 67 2f 7a 31 47 76 32 55 72 38 61 2f 38 41 67 30 32 2f 35 43 76 78
33 2f 36 35 61 44 2f 50 55 61 2f 5a 53 75 4f 72 38 54 4e 6f

Data Ascii: d+LtF8K6j5cUMB1prl/AImLLEWZfnzwcgZIHNfRVXV/4JG/szfs62vh2D4i/HLWvDOr6/pcOpx2z2BlyjgCSCkbD
GTjk18G/tXfD/WLBN/jPe6T8N/E8/ILWvFGht9Tkhalpml+YbSgnj6VK5XsPUB1opOkbRNhIKNOIXSFSOxrQkSilKleolpKACiii
gA0000A/YT/AINNV+Qr8d/+uWg/z1Gv2Ur8a/8Ag02/5Cvx3/65aD/PUa/ZSuOr8TNo

Data Raw: 33 62 42 2b 33 66 34 31 38 49 61 74 62 36 42 4a 34 66 48 68 6a 51 59 64 47 61 4e 37 6b 54 65 65 55 78 38
2b 64 6f 78 6e 30 72 65 2f 34 4a 7a 2f 38 41 42 52 6d 77 2f 59 35 30 44 78 68 34 55 38 56 65 45 6¢ 38 5a 65 43 50 48 4e
75 4c 66 55 62 4a 62 67 32 38 79 34 42 47 56 63 66 55 30 4b 4c 55 51 76 71 66 63 58 2f 42 52 50 39 6e 62 77 70 38 58
66 2b 43 62 33 69 54 34 6a 33 6e 68 7a 34 57 61 66 34 30 38 49 58 30 50 6b 61 70 34 47 6¢ 6a 6b 73 37 79 49 75 6f 4b
76 74 47 63 34 4a 2b 56 69 65 78 71 70 2f 77 41 45 2b 2f 32 58 2f 68 64 2f 77 56 44 2f 41 47 58 76 44 58 69 4c 78 44 34
4c 74 66 44 75 74 2f 43 57 2f 43 36 76 50 70 4f 6d 4c 62 78 65 4b 49 46 6a 4c 69 4e 39 67 41 5a 6a 68 64 33 55 38 66 37
56 66 4e 50 78 56 2f 34 4b 77 65 41 74 56 2f 5a 44 38 58 2f 42 6e

Data Ascii: 3bB+3f418latb6BJ4fHhjQYdGaN7kTeeUx8+doxn0re/4Jz/8ABRmw/Y50Dxh4U8VeEI8Ze CPHNuLfUbJbg28y4B
GVcfUOKLUQvqfcX/BRP9nbwp8Xf+Ch3iT4j3nhz4Waf408IX0Pkap4Gliks7yluoKvtGe4J+Viexqp/wAE+/2X/hd/
WVD/AGXVDXiLxD4LtfDut/CW/C6vPpOmLbxeKIFjLIN9gAZjhd3U8f7VINPxV/4KweAtV/ZD8X/Bn

Data Raw: 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41
42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55
55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46
46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51
41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46
46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 65 4d 2f 74 6d 66 38
65 50 77 31 2f 37 48 7a 54 50 2f 41 45 47 61 76 5a 71 38 5a 2f 62 4d 2f 77

Data Ascii: FFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFAB
RRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAU
UUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFF
FFABRRRQAUUUUAFeM/tmf8ePw1/7HzTP/AEGavZq8Z/bM/w

Data Raw: 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46
41 4252 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41
55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46
46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52
51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41
46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52
52 52 51 41 55 55 55 55 41 46 46 46 46 41 42 52 52 52 51 41 55 55 55 55 41

Data Ascii: FFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFA
BRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQA
UUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAF
FFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUA

Data Raw: 6f 2f 66 61 54 7a 32 4e 41 48 36 69 30 55 41 35 46 46 41 42 52 52 6d 69 67 41 72 34 65 2f 34 4c 38 2f 74 7a
54 66 73 54 66 73 48 36 78 50 70 4e 77 49 66 45 33 69 35 6a 6f 2b 6d 6b 48 44 52 37 31 2f 65 4f 50 6f 70 2f 57 76 75 45
6e 46 66 67 46 2f 77 58 6b 2b 4b 56 33 2f 77 55 41 2f 34 4b 76 65 41 76 67 4c 34 66 6d 38 37 54 64 41 75 6f 62 4b 36 56
4779 72 7a 75 77 61 55 2f 38 41 41 55 79 50 77 6f 41 38 7a 2f 34 4e 30 50 32 39 76 67 78 2b 78 70 38 59 50 45 55 76
785557 39 30 76 78 52 34 73 5a 59 37 50 58 37 70 4e 31 72 62 49 54 6b 71 78 2b 38 70 59 6e 37 33 53 76 75 2f 77 44
34 4f 49 76 2b 43 72 65 6b 2f 44 72 39 6¢ 58 54 76 41 6e 77 33 31 36 32 31 58 58 76 69 66 46 73 2b 30 61 66 4f 48 38 7
1796267 6b 4d 76 64 75 67 72 58 2f 34 4c 47 2f 38 45 34 2f 32

Data Ascii: o/faTz2NAH6I0UASFFABRRmigArde/AL8/tzTfsTisHEXPpNwIfE3i5jo+mkHDR71/eOPop/WvuEnFfgF/wXk+KV
3/wUA/4KveAvgL4fm87TdAuobK6VGyrzuwaU/8AAUYyPwoA8z/4ANOP29vgx+xp8YPEUVXUWI0VXR4sZY 7PX7pN1rbIT
kgx+8pYn73Svu/wD40OIv+Crek/Dr9IXTvAnw31621XXvifFs+0afOH8qybgkMvdugrX/4LG/8E4/2
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Data

Data Raw: 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41
6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b
41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f
6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43
69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f
41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69
69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41

Data Ascii: iigA0000AKKKKACIiigAo000AKKKKACIiigAoo0oAKKKKACIiigAooooAKKKKACIiigAoo00AKKKKACIiigAooo
0AKKKKACIiigAooooAKKKKACIiigAooooAKKKKACIiigAooooAKKKKACIiigAoo00AKKKKACIiigAooooAKKKKACIi
igA0000AKKKKACIiiigAooooAKKKKACIiiigAo000AKKKKACIiigAoo00AKKKKACIiigAo000AKKKKA

Data Raw: 37 66 66 38 0d 0a 55 31 44 58 4e 61 76 59 4e 4f 30 72 53 34 48 75 62 71 35 6d 62 61 6b 4d 61 6a 4c 4d 54 36
4143 67 43 66 78 46 72 73 48 68 6a 51 62 7a 55 62 6e 64 39 6e 73 59 58 6e 6b 32 6a 4a 32 71 43 54 67 66 68 58 6e 6e
37 4950 37 57 33 68 54 39 74 6e 34 4b 32 6e 6a 7a 77 59 31 38 32 68 33 74 78 50 62 52 6d 37 68 38 71 58 66 44 49 30
62 35 58 4a 2f 69 55 39 36 2b 4e 76 69 46 2f 77 63 4a 2f 42 7a 78 68 34 4d 38 52 4a 59 65 47 50 69 6a 4e 34 50 65 43 6
57958 78 6f 76 68 31 7a 6f 42 62 61 79 37 76 4f 44 62 74 75 65 2b 32 6¢ 2f 34 4e 2b 66 69 31 34 64 2b 46 76 2f 42 48 5
453 2f 46 2f 69 44 56 62 58 53 2f 44 75 6d 33 32 72 58 31 78 66 54 74 74 6a 69 68 46 33 4b 32 34 2f 68 51 42 2b 6a 46
46 66 41 56 74 2f 77 63 57 66 42 6d 53 2b 69 75 35 2f 43 76 78 57

Data Ascii: 7ffBULDXNavYNOOrS4Hubg5mbakMajLMT6ACgCixFrsHhjQbzUbnd9nsY Xnk2jJ2qCTgfhXnn7IP7W
3hT9tn4K2njzwY182h3txPbRm7h8gXfDI0b5XJ/iU96+NviF/wcJ/Bzxh4MB8RJYeGPijN4PeCeyXxovhlzoBbay7vO
Dbtue+2l/4N+fil4d+Fv/BHTS/F/iDVbXS/Dum32rX1xfTttjihF3K24/hQB+jFFfAVt/wcWfBmS+iu5/CvxW

Data Raw: 42 44 44 65 77 58 45 73 38 7a 41 37 50 4c 43 6b 6b 5a 48 47 65 6e 4f 4d 31 38 4f 66 38 45 30 2f 69 6a 34 64
2b 44 58 2f 41 41 57 45 2f 62 4e 30 50 78 5a 72 57 6¢ 2b 48 4e 52 31 6a 56 62 4c 56 62 47 50 55 72 70 4c 58 37 58 62
2b 57 66 6e 6a 4c 6b 42 67 4d 6a 4f 4b 2b 71 50 32 66 66 38 41 67 6a 7a 2b 7a 37 2b 7a 4c 38 53 49 76 46 6e 68 62 77
42 70 30 4f 75 32 72 46 37 53 35 75 53 31 77 62 49 2b 73 51 63 6e 5a 2f 77 48 46 62 58 37 56 66 38 41 77 53 35 2b 43 5
837 5a 2f 6a 4b 78 38 51 2b 50 66 42 64 6a 71 65 75 57 45 59 68 53 2f 6a 4a 67 75 48 6a 42 4a 45 62 75 68 42 5a 65 54
77 65 4f 54 51 42 38 42 2f 73 69 2f 46 44 51 50 69 2f 2f 41 4d 46 49 50 32 2b 64 61 38 4e 61 70 61 61 7a 70 4c 2b 47 72
43 43 4f 37 74 58 45 6b 4d 72 52 32 73 36 50 74 59 63 4d 41 77 49

Data Ascii: BDDewXEs8zA7PLCkkZHGenOM180f8E0/ij4d+DX/AAWE/bNOPXZrWI+HNR1jVbLVbGPUrpLX7Xb+Wf
njLkBgMjOK+qP2ff8Agjz+z7+zL8SIVFnhbwBp0Ou2rF7S5uS1wbl+sQcnZ/wHFbX7VIBAWS5+CX7Z/jKx8Q+PfBd]
geuWEYhS/jJguHjBJEbuhBZe TweOTQB8B/si/FDQPi//AMFIP2+da8NapaazpL+GrCCO7tXEKMrR2s6PtYcMAwI

Data Raw: 6e 41 36 59 70 76 2f 41 41 51 44 2f 77 43 43 68 48 6a 37 34 33 2f 73 75 2b 41 2f 43 48 69 62 34 63 65 4e 37
6d 4a 74 4f 75 5a 4a 50 48 46 39 63 72 4c 61 58 68 56 6e 49 36 2f 4e 2f 73 38 6e 74 51 42 39 6f 2f 73 57 2f 74 32 36 42
2b 32 78 65 2f 45 43 48 51 74 4d 31 48 54 6d 2b 48 75 76 50 6f 4e 34 62 72 62 2b 2f 6¢ 58 4f 57 54 48 38 50 48 65 76 63
36 2f 45 50 2f 67 6d 31 2f 77 55 52 31 6a 39 6¢ 50 34 6d 2f 74 4a 65 48 66 43 66 77 6a 38 59 2f 46 62 58 72 6a 78 39 63
5839 78 42 70 4c 4c 42 44 5a 77 44 65 43 7a 53 73 70 47 37 30 55 63 6d 76 31 45 2f 77 43 43 66 2f 37 66 33 68 54 2f 41
49 4b 45 66 43 4b 35 38 53 2b 48 62 54 55 4e 48 76 64 4a 76 48 30 33 57 4e 48 31 42 4e 6¢ 33 70 56 30 6e 33 6f 6e 48
39 63 63 30 41 65 34 61 72 71 74 74 6f 65 6d 7a 33 6¢ 35 50

Data Ascii: NnA6Ypv/AAQD/WCChHj743/su+A/CHib4dceN7mJtOuZJIPHF9crLaXhVnl6/N/s8ntQB90/sW/t26B+2xe/ECHQtM1
HTm+HuvPoN4brb+/IXOWTH8PHevc6/EP/gm1/wUR1j9IP4m/tJeHfCfwj8Y/FbXrjx9cX9xBpLLBDZwDeCzSspG70U
cmv1E/wCCH/7f3hT/AIKEfCK58S+Hb TUNHvdIVHO3WNH1BNI3pVOn3onH9ccOAe4arqttoemz3I5P

Data Raw: 31 71 75 6d 2f 38 46 72 66 32 39 72 65 46 42 44 62 2f 41 4e 6f 2b 46 70 52 47 6f 77 75 35 74 4c 79 7a 59 39
53 65 54 58 33 66 34 44 2b 43 58 68 54 34 59 2b 4b 50 45 4f 74 61 42 6f 57 6e 36 58 71 76 69 79 64 4c 6e 57 4c 71 33
69 4379 61 68 49 67 59 4b 30 68 37 6b 42 6d 78 39 61 64 34 55 2b 43 33 68 62 77 4e 38 51 50 45 66 69 6e 53 64 45 73
4c 44 78 44 34 75 61 46 74 5a 76 34 59 77 73 32 6f 6d 46 4e 6b 58 6d 4e 2f 46 74 58 67 65 67 6f 41 7a 50 32 6¢ 50 68 5
471278 74 2b 43 32 74 2b 47 64 43 38 55 61 68 34 4d 31 58 56 49 67 6b 47 73 57 49 2f 66 32 52 44 41 37 6¢ 39 2b 4d
66 6a 58 7a 78 2b 78 6e 2f 41 4d 45 34 2f 69 58 2b 7a 54 38 61 6f 76 45 2f 69 6a 39 6f 54 78 74 38 52 74 4b 6a 74 4a 62
63 36 50 71 61 72 35 44 4f 2b 33 45 6e 48 64 63 48 48 31 72 37 43

Data Ascii: 1qum/8Frf29reFBDb/ANo+FpRGowu5tLyzY9SeTX3f4D+CXhT4Y+KPEOtaBoWn6XqviydLnWLg3iCy
ahlgYKOh7kBmx9ad4U+C3hbwN8QPEfinSdEsLDxD4uaFtZv4Yws2omFNkXmN/FtXgegoAzP2|PhTq/xt+C2t+GdC8U
ah4M1XVIgkGsWI/f2RDA7I19+MfjXzx+xn/AME4/iX+zT8aoVvE/ij90Txt8RtK|tIbc6Pgar5sDO+3EnHdcHH1r7C

Data Raw: 61 30 2f 55 2f 74 66 38 41 5a 38 30 70 78 47 4a 31 7a 78 6e 6e 70 51 42 2b 6a 31 37 71 74 74 70 72 78 69 34
6e 68 68 4d 7a 62 59 77 37 68 64 35 39 42 36 31 59 7a 58 34 35 2f 77 44 42 65 37 39 72 6a 34 77 2b 46 66 32 6¢C 76 67
68 59 2b 47 66 41 64 32 2f 68 79 7a 38 57 51 33 4f 6a 61 68 42 71 4a 69 48 69 53 52 6f 31 50 32 64 6¢ 42 34 48 31 72
36 74 2b 4b 66 38 41 77 56 43 2b 49 50 37 4e 2f 77 43 78 48 62 2f 45 37 34 6a 66 43 6b 65 47 39 65 6¢ 38 51 32 32 69 4
452 44 66 62 38 78 7a 53 62 46 6d 33 6a 38 38 55 41 66 62 39 46 66 4f 66 37 66 48 37 65 4a 2f 59 6f 2f 59 73 75 50 69
32 4e 43 47 74 65 52 48 62 53 66 59 44 4c 73 7a 35 78 58 2b 4c 32 7a 58 6b 33 37 5a 50 2f 42 59 48 55 66 32 59 76 69
74 38 4c¢ 76 42 2b 6a 66 44 6d 2b 38 5a 36 33 38 55 74 44 47 70 36 66

Data Ascii: a0/U/tI8AZ80pxGJ1zxnnpQB+17qttprxi4anhhMzbYw7hd59B61YzX45/wDBe79rj4w+Ff2lvghY+GfAd2/hyz8
WQ30jahBguiHiSR01P2dIBAH1r6t+KIBAWVC+IP7N/WCXHD/E74jfCke G9el8Q22iDRDIb8xzSbFmM3j88UAThIFfOf
7fH7eJ/Y0/YsuPi2NCGteRHbSFYDLsZ5xX+L.22Xk37ZP/BYHU2YVit8LVB+fDm+8Z638UtDGp6f

Data Raw: 37 70 63 4c 6a 4a 4b 69 76 30 55 38 56 65 42 4e 46 38 63 65 47 70 4e 47 31 6a 53 37 44 55 39 4b 6d 54 79
33 74 4c 6d 46 5a 49 57 58 73 43 70 47 4b 70 2b 43 76 68 4a 34 59 2b 48 48 68 51 36 46 6f 4f 67 61 54 70 47 6a 4e 6e
64 5a 57 74 73 73 63 4c 5a 36 35 55 44 42 7a 51 42 2b 50 48 2f 42 58 6e 2f 67 71 78 38 49 66 32 6d 50 2b 43 55 55 58 6
7 2f 77 4e 72 4e 7a 34 6a 38 54 58 38 46 68 39 6f 73 62 57 30 6b 4c 61 61 45 4b 68 7a 4f 63 59 54 42 47 4f 65 39 65 76 2
47 43 30 65 54 2f 41 49 4b 34 66 73 5a 74 35 54 46 55 38 47 48 4a 32 38 4c¢ 2b 34 57 76 30 4c 30 58 39 6¢ 58 34 61 2b
48 55 76 6¢ 73 66 41 6e 68 53 31 58 55 7a 75 75 31 6a 30 79 49 43 34 4f 63 2f 4d 4e 76 50 4e 64 52 4e 34 41 30 4f 35
3171 78 31 47 54 53 4e 4f 65 2f 30 79 50 79 72 4f 35 61 33 55 79 32

Data Ascii: 7pcLjJKivOU8VeBNF8ceGpNG1jS7DUIKmTy3tLmFZIWXsCpGKp+CvhJ4Y+HHhQ6FoOgaTpGjNndZWt
sscLZ65UDBzQB+PH/BXn/ggx8If2mP+CUUXg/WNrNz4j8TX8Fh9osbWO0OkLaaEKhzOcYTBGOe9ev/GCOeT/AlK4fsZt
5TFUBGHJ28L+4Wv0L0X9IX4a+HUvIsFAnhS1XUzuu1j0oylC40c/MNVPNdARN4A0O51gx1GTSNOe/OyPyrO5a3Uy2

Data Raw: 45 74 76 46 2f 38 41 30 36 2f 38 44 2f 38 41 74 54 39 75 36 4b 2f 45 54 2f 68 2f 2f 77 44 47 33 2f 6e 6e 34 61
2f 38 41 54 2f 38 56 52 2f 77 2f 77 44 2f 41 49 32 2f 38 38 2f 44 58 2f 67 43 66 2f 69 71 50 39 61 63 46 35 2f 63 48 2f 45
74 76 46 2f 2f 41 45 36 2f 38 44 2f 2b 31 50 32 37 6f 72 38 52 50 2b 48 2f 41 50 38 41 47 33 2f 6e 6e 34 61 2f 38 41 54 2f
4150 46 55 66 38 50 2f 41 50 34 32 2f 77 44 50 50 77 31 2f 34 41 6e 2f 41 4f 4b 6f 2f 77 42 61 63 46 35 2f 63 48 2f 45 74
76 46 2f 2f 54 72 2f 41 4d 44 2f 41 50 74 54 39 75 36 4b 2f 45 54 2f 41 49 66 2f 41 50 78 74 2f 77 43 65 66 68 72 2f 41 4d
41 54 2f 77 44 46 55 66 38 41 44 2f 38 41 2b 4e 76 2f 41 44 7a 38 4e 66 38 41 67 43 66 2f 41 49 71 6a 2f 57 6e 42 65 66
3342 2f 77 41 53 32 38 58 2f 41 50 54 72

Data Ascii: EtvF/8A06/8D/8AtTOuU6K/ET/h/wDG3/nn4a/8AT/8VR/w/wD/AI2/88/DX/gCfliqP9acF5/cH/EtvF//AE6/8
D/+1P270r8RP+H/AP8AG3/nn4a/8AT/APFUf8P/AP42/wDPPw1/4An/AOKo/wBacF5/cH/EtvF//Tr/AMD/APtTOU6K/ET/AIfIA
Pxt/wCefhr/AMAT/wDFUf8AD/8A+Nv/ADz8Nf8AgCH/Algj/WnBef3B/WAS28X/APTr
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Copyright Joe Security LLC 2022

Data

Data Raw: 56 39 2b 69 32 50 6f 63 34 71 34 4f 4f 53 59 4e 59 65 64 48 6b 65 4a 39 2f 6¢ 72 56 58 53 2f 68 53 2b 4f 62 66
4f 76 52 61 62 48 79 4c 34 32 38 63 58 50 78 72 2f 41 47 34 50 68 35 44 34 6b 2b 47 47 6¢ 66 44 7a 79 37 69 47 43 58
53 6f 49 4e 73 64 30 6a 53 41 37 32 55 71 75 66 54 70 58 49 2f 38 46 56 76 43 4f 6d 65 43 50 32 30 50 45 2b 6e 61 52
59 32 32 6e 57 4d 4a 54 79 34 4c 65 4d 49 69 66 4b 4f 67 46 64 76 38 59 66 42 66 78 65 38 44 2f 74 74 2f 44 36 37 2b 49
32 6f 61 62 72 33 69 65 36 6e 68 65 30 64 62 79 49 78 6¢ 46 63 41 4b 7a 70 77 76 4e 63 4a 2f 77 56 4c 75 39 57 76 2f
41 4e 73 58 78 46 63 61 7a 62 57 64 70 65 7a 69 4e 7a 48 61 33 49 75 49 31 47 30 59 2b 59 59 2f 6¢ 58 6b 34 71 2f 73 4
b 6e 4d 6e 66 6e 57 36 73 39 76 4c 51 2f 54 65 47 75 54 2b 32 63

Data Ascii: V9+i2Poc4q400SYNY edHkeJ9/IrVXS/hS+0ObfOvRabHyL428cXPxr/AG4Ph5D4k+GGIfDzy7iGCXSo
INsd0jSA72UqufTpXI/8FVvCOmeCP20PE+naRY22nWMJTy4LeMIifKOgFdv8YBfxe8D/it/D67+I20abr3ie6nhe0
dbyIxIFcAKzpwvNcJ/wVLu9Wv/ANsXxFcazbWdpeziNzHa3lul1GOY+YY/IXk4q/sKnMnfnW6s9vLQ/TeGuT+2c

Data Raw: 36 30 35 38 0d 0a 34 54 2b 61 58 34 66 35 42 2f 78 4d 2f 78 50 2f 77 41 2b 4b 48 2f 67 4d 2f 38 41 35 4d 2f 41
58 2f 68 7a 46 2b 30 52 2f 77 42 43 4e 2f 35 55 72 58 2f 34 35 52 2f 77 35 69 2f 61 49 2f 36 45 62 2f 79 70 57 76 38 41
3863 72 39 2b 71 4b 50 39 55 38 4a 2f 4e 4c 38 50 38 67 2f 34 6d 66 34 6e 2f 35 38 55 50 38 41 77 47 66 2f 41 4d 6d 66
67 4c 2f 77 35 69 2f 61 49 2f 36 45 62 2f 79 70 57 76 38 41 38 63 6f 2f 34 63 78 66 74 45 66 39 43 4e 2f 35 55 72 58 2f
41 4f 4f 56 2b 2f 56 46 48 2b 71 65 45 2f 6d 6¢ 2b 48 2b 51 66 38 54 50 38 54 2f 38 2b 4b 48 2f 41 49 44 50 2f 77 43 54
50 77 46 2f 34 63 78 66 74 45 66 39 43 4e 2f 35 55 72 58 2f 41 4f 4f 55 66 38 4f 59 76 32 69 50 2b 68 47 2f 38 71 56 72
2f 77 44 48 4b 2f 66 71 69 6a 2f 56 50 43 66 7a 53 2f

Data Ascii: 60584 T+aX4f5B/xM/xP/wA+KH/gM/8A5M/AX/hzF+0R/wWBCN/5UrX/45R/w5i/al/6Eb/ypWv8A8cra+qKPU8J/
NL8P8g/4mf4n/58UP8AwWG/AMmfgL/w5i/al/6Eb/ypWv8A8co/4cxftEfOCN/SUrX/AOOV+/VFH+qeE/ml+H+Qf8T
P8T/8+KH/AIDP/WCTPWF/4cxftEFOCN/5UrX/AOOUBOYV2iP+hG/8qVriwDHK/fqij/VPCfzS/

Data Raw: 48 7a 2f 6f 70 48 77 78 2f 77 44 43 46 75 2f 2f 41 4a 5a 31 37 4e 52 51 42 34 7a 2f 41 4d 49 4c 38 66 50 2b 69
6b 66 44 48 2f 77 68 62 76 38 41 2b 57 64 4b 6e 67 50 34 38 73 77 45 6e 78 4a 2b 47 77 54 2b 49 78 2b 42 37 6f 50 6a
32 4a 3149 6a 50 31 42 72 32 57 69 67 44 6b 66 68 56 38 4b 31 2b 48 61 58 39 33 64 33 38 75 73 36 39 72 55 69 79 36
6c 71 55 71 42 47 75 57 55 62 56 41 55 63 49 69 6a 68 56 48 41 2b 70 4a 72 72 71 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f
41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6 41 4b 4b 4b 4b 41 43 69
69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41
4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b

Data Ascii: Hz/opHwWx/\WDCFuU//AJZ17NRQB4z/AMIL8fP+ikfDH/whbv8A+WdKngP48swEnxJ+GwT+Ix+B70Pj2J11jP1Br2Wi
gDkfhV8K1+HaxX93d38us69rUiy6lqugBGuWUbVAUClijhVHA+pJrrgKKACIiigAooooAKKKKACIiigAo000AKKKKAC
iigA0000AKKKKACIiiigA0000AKKKKACIiigAooooAKKKKACIiigAoo00AKKKKACIiiigAooooAKKK

Data Raw: 73 4f 6f 72 2b 50 48 2f 68 62 33 69 7a 2f 6f 61 50 45 58 2f 67 79 6d 2f 77 44 69 71 50 38 41 68 62 33 69 7a 2f
6f 61 50 45 58 2f 41 49 4d 70 76 2f 69 71 41 50 37 44 71 4b 2f 6a 78 2f 34 57 39 34 73 2f 36 47 6a 78 46 2f 34 4d 70 76
3841 34 71 6a 2f 41 49 57 39 34 73 2f 36 47 6a 78 46 2f 77 43 44 4b 62 2f 34 71 67 44 2b 77 36 69 76 34 38 66 2b 46 76
65 4c 50 2b 68 6f 38 52 66 2b 44 4b 62 2f 41 4f 4b 6f 2f 77 43 46 76 65 4c 50 2b 68 6f 38 52 66 38 41 67 79 6d 2f 2b 4b 6f
41 2f 73 4f 6f 72 2b 50 48 2f 68 62 33 69 7a 2f 6f 61 50 45 58 2f 67 79 6d 2f 77 44 69 71 50 38 41 68 62 33 69 7a 2f 6f 61
50 45 58 2f 41 49 4d 70 76 2f 69 71 41 50 37 44 71 4b 2f 6a 78 2f 34 57 39 34 73 2f 36 47 6a 78 46 2f 34 4d 70 76 38 41
3471 6a 2f 41 49 57 39 34 73 2f 36 47 6a 78 46

Data Ascii: sOor+PH/hb3iz/oaPEX/gym/wDigqP8Ahb3iz/oaPEX/AIMpv/igAP7DqK/jx/4W94s/6GjxF/4AMpv8A4qj/AIW94
s/6GjxF/wCDKb/4qgD+w6iv48f+FvelLP+ho8Rf+DKb/AOKo/wCFveLP+ho8Rf8Agym/+KoA/sOor+PH/hb3iz/0aPE
X/gym/wDigP8Ahb3iz/oaPEX/AIMpv/igAP7DgK/jx/4W94s/6GjxF/AMpvBA4Qj/AIW94s/6GjxF

Data Raw: 77 54 66 61 34 2f 6a 48 34 65 61 31 42 70 31 79 74 70 50 62 36 56 72 58 32 69 35 45 68 7a 77 45 4b 4c 75
48 4279 52 78 52 4c 33 56 64 2f 31 30 2f 4d 46 37 7a 73 6a 79 65 69 69 69 67 41 6f 72 61 73 76 68 35 72 57 6f 2b 42 62
33 78 4e 44 70 31 78 4a 6f 4f 6e 58 55 64 6¢ 63 33 6f 41 38 71 47 61 51 45 6f 68 37 35 49 42 2f 4b 73 57 67 45 30 39 67
6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 75 69 2b 45 33 77 74 31 6a 34 32 66 45 6a 52 2f 43 6e 68 2b 42 62 6e 57 4e 64 75
56 74 4c 57 4e 6d 32 71 58 62 70 6b 39 68 36 6d 6e 47 4c 6b 2b 57 4f 34 70 53 55 56 7a 50 59 35 32 69 75 76 2b 4f 33
7751 38 51 66 73 35 66 46 62 56 2f 42 76 69 65 33 69 74 39 61 30 53 55 52 58 43 78 50 35 6b 62 5a 41 49 5a 47 77 4e
79 6b 48 72 58 49 56 4d 5a 4b 53 35 6f 37 46 53 69 34 75 30 67 6f

Data Ascii: wTfa4/jH4ealBplytpPb6VrX2i5SEhzwEKLUHBYRXRL3Vd/10/MF7zsjyeiigAorasvh5rWo+Bb3xNDplxJoOnXU
dlc30A8qGaQEoh751B/KsWgE09g0000AKKKKACIiui+E3wt1j42fEjR/Cnh+BbnWNduVtL WNm2gXbpk9h6mnGLk+WO
4pSUVzPY52iuv+03wQ8Qfs5fFbV/Bvie3it9a0SURXCxP5kbZAIZGWNYkHrXIVMZKS507FSi4u0go

Data Raw: 4e 32 31 6b 31 62 70 65 6f 70 50 38 41 38 43 69 72 50 2f 49 6¢ 61 4f 48 6b 6f 33 2b 55 48 46 65 57 6a 64 30
66 6f 44 2b 7a 56 70 56 6¢ 34 77 2f 61 61 2f 5a 53 2b 4b 4d 32 6¢ 57 57 6b 65 4c 66 69 4c 34 58 38 56 44 58 6b 74 49 42
6278 58 72 57 64 70 64 77 77 33 58 6¢ 72 67 4b 5a 49 7a 79 51 4d 48 59 4b 38 67 2b 48 66 77 67 38 50 66 46 50 39 6d
54 39 6a 72 52 64 58 74 37 53 43 30 38 55 66 45 44 57 62 44 55 35 78 47 46 6b 75 59 54 65 32 79 2b 57 7a 67 5a 4f 51
53 6f 79 65 4e 31 65 42 48 2f 67 6f 52 38 53 76 2b 46 2f 36 4c 38 52 78 66 36 63 6d 75 65 47 39 50 6b 30 72 53 62 5a 4c
4a 56 30 2f 54 62 57 53 43 53 42 6f 6f 6f 42 38 71 72 74 6¢ 63 2f 37 78 7a 58 48 61 6¢ 2b 30 74 34 73 31 48 34 56 65 43
2f 42 2f32 79 4b 3330 72 77 42 71 46 31 71 6d 69 76 42 45 49

Data Ascii: N21k1bpeopP8A8CirP/llaOHko3+UHFeWjd0foD+zVpVI4w/aa/ZS+KM2IWWkeL fiL4X8VDXktIBbx
XrWdpdww3XIrgKZIzyQMHYK8g-+Hfwg8PfFPIMTjrRdXt7SCO8UfEDWhDUSXGFkuY Te2y+WzgZOQSoyeN1eBH/goR8
Sv+F/6L8Rxf6cmueGIPKOrSbZLJIVO/TbWSCSBoooB8qrtlc/7xzXHal+0t4s1H4VeC/B/2yK30rwBgF1gmivBEI

Data Raw: 33 33 33 2b 30 2f 69 70 34 2f 38 41 45 76 37 50 65 6f 66 74 43 54 65 4c 4a 2f 42 2b 6a 2b 44 6¢ 30 38 57 2f
67 4b 33 74 34 4c 4e 72 68 5a 47 64 66 73 77 68 6a 41 4d 69 2f 75 66 76 37 67 4f 39 65 62 2f 73 76 2b 48 76 45 76 77 45
76 66 67 74 6f 48 69 37 78 37 34 59 30 70 66 47 56 33 62 33 31 76 34 55 54 77 79 4e 52 75 74 51 74 4c 75 62 2f 6¢ 35
6c 41 2b 55 4d 47 62 47 66 75 66 68 55 66 6a 44 34 6e 66 44 66 78 2f 38 41 46 58 78 33 34 6e 2b 4b 6d 71 2f 41 33 78
48 34 66 76 4c 53 37 2b 78 6e 51 6f 4a 48 31 36 39 6¢ 4b 46 62 59 71 2f 42 56 31 4f 33 4a 62 30 4e 66 4f 58 68 33 2f 67
70 54 38 52 50 43 4d 48 68 6f 57 6b 66 68 6d 35 76 76 42 64 73 74 6a 6f 65 72 58 6d 6b 70 50 71 56 6a 62 49 32 56 6a 4
578 4f63 41 63 64 4f 6d 61 77 77 31 52 52 6e 47 55 31 66 53 46

Data Ascii: 333+0/ip4/8AEv7PeoftCTelLJ/B+j+DI08W/gK3t4LNrhZGdfswhjAMi/ufv7gO9eb/sv+HVEVWEVfgtoHi 7x74Y
0pfGV3b31v4UTwyNRUtQtLUb/ISIA+UMGbGfufhUfiD4nfDfX/8AFXx34n+Kma/A3XH4fVLS7+xnQoJH169IKFbYq/
BV103JbONfOXh3/gpT8RPCMHhoWkfhm5vvBdstjoerXmkpPqVjbl2VjExOcAcdOmawwlRRNGULfSF

Data Raw: 37 66 66 32 0d Oa 34 4e 57 38 4c 32 57 6¢ 57 6d 76 33 66 78 48 76 39 4d 54 56 4a 62 47 4b 61 35 74 37 5a
59 67 78 52 47 64 54 6a 4a 56 66 77 42 39 61 38 6d 30 66 2f 67 71 78 38 56 4e 44 38 57 61 66 34 6a 68 48 68 51 2b 4b
74 50 74 59 62 4c 2b 33 6e 30 57 4e 74 52 75 59 59 6¢ 43 71 6b 73 76 56 67 56 47 44 78 6b 6a 69 76 4b 76 45 50 37 53
76 69 6a 78 50 38 45 49 66 68 39 64 54 57 5a 38 4f 51 61 31 4e 72 36 52 72 62 67 53 69 36 6¢ 58 61 35 33 39 64 75 4f
315857 633270 75 44 31 64 76 75 39 70 47 54 38 2f 68 54 2b 62 4e 49 70 57 67 6d 74 6d 6e 2f 35 54 6e 46 2f 2b 54 4f
50 79 58 6b 66 65 50 78 64 2f 61 52 31 62 77 78 2b 30 68 2b 7a 5a 59 36 56 70 50 68 66 54 37 4c 34 6b 36 48 6f 4f 71
2b 4a 34 49 74 49 67 32 36 78 50 65 75 49 5a 6a 4a 6¢ 65 6d 77 44 41 47

Data Ascii: 7ff24NW8L2WIWmv3fxHvOMTVJIbGKa5t7Z2YgxRGdTjIViwB9a8mOf/ggx8VND8Waf4jhHhQ+KtPtYbL
+3n0WNtRuYYICgksvVgVGDxkjivKvEP7SvijxP8EIfh9dTWZ80QalNr6RrbgSi6IXa539duO1XWc2puD1dvu9pGT8/
hT+bNIpWgmtmn/5TnF/+TOPyXkfePxd/aR1bwx+0h+zZY6VpPhfT7L4k6HoOq+J4ltlg26xPeulZjJlemwDAG
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Timestam
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2022-05-13 20:17:58 UTC 238

2022-05-13 20:17:58 UTC 254

2022-05-13 20:17:58 UTC 270

2022-05-13 20:17:58 UTC 278

Session ID Source IP
4 192.168.2.3
. kBytes
Timestam
P transferred

2022-05-13 20:17:58 UTC 278

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49758

Direction

ouT

Data

Data Raw: 2b 7a 42 71 58 68 6e 39 6¢ 44 77 33 38 57 5a 4e 53 73 70 4e 4c 38 53 36 37 63 36 46 44 59 71 72 66 61 49
5a 49 49 78 49 58 59 34 32 37 53 44 67 59 4f 61 34 72 77 48 38 50 64 62 2b 4b 50 69 57 48 52 76 44 32 6d 58 65 72 36
70 4f 72 50 48 61 32 79 62 35 48 43 71 57 59 67 65 77 42 50 34 56 39 39 2b 4f 66 32 74 64 63 2b 48 48 2f 41 41 53 6d 3
8 4e 36 37 6f 64 76 6f 4d 32 71 65 4a 50 69 58 71 34 57 2b 75 39 48 74 35 76 73 38 51 68 52 68 35 55 54 49 59 30 4c 41
4b 44 68 65 6d 61 39 6f 2b 44 4e 74 61 61 4e 2b 33 52 38 49 50 46 6d 6¢ 36 5a 70 47 6b 58 2f 6a 37 34 56 58 75 73 36
76 46 5a 32 4555 64 76 4c 65 52 57 73 77 4579 70 74 77 68 4f 41 53 46 77 44 6a 70 57 74 57 4b 6a 55 61 32 58 35 50
3254 7157 2f 38 6¢ 6¢ 32 31 73 5a 79 30 6¢ 37 4e 50 33 72 4e 2b 56 6¢

Data Ascii: +zBgXhn9IDw38WZNSspNL8S67c6FDYqrfalZIIxIXY427SDgYOa4rwH8Pdb+KPiWHRvD2mXer6pOrP
Ha2yb5HCqWYgewBP4V99+0f2tdc+HH/AASM8N670dvoM2geJPiXq4W+u9Ht5vs8QhRh5UTIYOLAKDhema9o+DNtaaN
+3R8IPFMI6ZpGkX/j74VXus6vFZ2EUdvLeRWswEYptwhOASFwDjpWtWKjUa2X5P2TqW/81121sZy0l7NP3rN+VI

Data Raw: 36 31 34 34 0d Oa 2b 59 6e 61 67 55 5a 41 39 4b 38 6a 6f 71 55 6¢ 47 4b 6a 48 5a 62 65 58 39 57 48 7a 50 6d
63 75 72 33 2f 72 35 6e 31 62 34 57 2f 34 4c 44 66 45 2f 77 70 38 52 64 4d 38 61 78 36 4a 38 50 4¢c 76 78 37 70 74 72
44 5a 6e 78 50 64 61 47 58 31 4f 37 6a 6a 58 59 50 4e 66 7a 41 68 5a 6¢ 2b 56 6d 43 42 69 44 6a 4e 65 4a 36 78 2b 30
64 71 2b 75 66 42 65 36 38 44 7a 36 56 34 5a 2b 77 33 6d 75 4e 72 38 6d 6f 4c 70 71 6a 55 2f 4f 5a 53 70 6a 46 78 6e 64
35 50 4f 64 6e 54 50 4e 65 66 55 55 33 72 76 38 41 31 72 66 38 31 66 31 43 4d 6e 46 57 6a 2f 56 6b 30 76 77 62 58 6f 7
772333377 7a2f77 41 46 44 2f 46 6d 6d 65 42 76 44 47 67 36 35 34 5a 38 41 2b 4f 49 66 42 6b 66 6b 61 4c 64 65 49
74 4a 65 36 75 72 47 45 45 6¢ 59 51 36 79 4a 75 6a 58 4a 77 72 68

Data Ascii: 6144+YnagUZA9K8joqUIGKjHZbeX9WHzPmcur3/r5n1b4W/4LDfE/wp8RdM8ax6J8PLvx7ptrDZnxP
daGX107jjXYPNfzAhZI+VmCBIDjNeJ6x+0dq+ufBe68Dz6V4Z+w3muNr8moLpgju/OZSpjFxnd5POdnTPNefUU3rv8
A1rf81f1CMnFW;j/VkOvwbXowr33wz/wAFD/FmmeBvDGg654Z8A+0IfBkfkaldeltJeburGEEIY Q6yJujXJwrh

Data Raw: 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b
4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41
6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b
41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f
6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43
69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f 41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f 6f 6f 6f
41 4b 4b 4b 4b 41 43 69 69 69 67 41 6f

Data Ascii: 00AKKKKACIiigAo000AKKKKACIiiigAo000AKKKKACIiigAo000AKKKKACIiiigAoo0oAKKKKACIiigA
0000AKKKKACIiigA0000AKKKKACIiigAo000AKKKKACIiigAo000AKKKKACIiigA0000AKKKKACIiigA0000AKKKKA
CiiigA0000AKKKKACIiigAo000AKKKKACIiiigAo000AKKKKACIiigAo000AKKKKACIiigAo000AKKKKACIiigAo

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP EEIRELL Process
Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://bafybeig37wwrvtsvitcgcglmjnuplpbliy 7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Referer: https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdml3i.ipfs.nftstorage.link/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 20:17:58 GMT

Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

ETag: W/'450fc463b8b1a349df717056fbb3e078"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/12/2022 01:19:41

CDN-ProxyVer: 1.02

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 756

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: 93a5909920ebc75a3e2037256936921a
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 6273

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ael4a54cfb9957-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 62 39 0d Oa 2f 2a 21 Oa 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32
3031 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32
303131 2d 323031382054 7769 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65
7220 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f
62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 23 30 30
37 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30

Data Ascii: 7bb9/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright
2011-2018 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

Data Raw: 37 65 31 34 3b 2d 2d 79 65 6¢ 6¢ 6f 77 3a 23 66 66 63 31 30 37 3b 2d 2d 67 72 65 65 6e 3a 23 32 38 61 37 34
353b 2d 2d 74 65 61 6¢ 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 77 68 69 74 65
3a 2366 66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 33 34 33 61 34
303b 2d 2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 63 37 35 37 64
3b 2d 2d 73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 2d 77 61 72
6e 69 6e 67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6¢ 69 67 68 74 3a 23
66 38 66 39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 2d

Data Ascii: 7e14;--yellow:#ffc107;--green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray :#6c757d;--gray-dark:
#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--
light:#f8f9fa;--dark:#343a40;--

Data Raw: 72 65 6d 7d 70 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65
6d 7d 61 62 62 72 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6¢ 2d 74 69 74 6¢ 65 5d 2C 61 62 62 72 5b 74 69 74 6C 65 5d
7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74
2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64 65 63 6f 72 61
74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6¢ 70 3b 62 6f 72 64 65 72
2d 62 6f 74 74 6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 66 6f 6
74 2d 73 74 79 6¢ 65 3a 6e 6f 72 6d 61 6¢ 3b 6C 69 6e 65 2d 68

Data Ascii: rem}p{margin-top:0;margin-bottom:1rem}abbr[data-original-title], abbr[title]{text-decoration:underline;-webkit-
text-decoration:underline dotted;text-decoration:underline dotted;cursor:help;border-bottom:0}address{margin-bottom:1r
em;font-style:normal;line-h

Data Raw: 68 65 72 69 74 7d 6¢ 61 62 65 6¢ 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 6d 61 72
67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d
62 75 74 74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6¢ 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75 74 6¢ 69 6e 65 3a
35707820 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6¢ 6f 72 7d 62 75 74 74 6f 6e
2c 69 6e 70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6¢ 65 63 74 2¢ 74 65 78 74 61 72 65 61 7b 6d 61 72 67 69 6e 3a
30 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74
3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d

Data Ascii: herit}label{display:inline-block;margin-bottom:.5rem}button{border-radius:0}button:focus{outline:1px dotted;
outline:5px auto -webkit-focus-ring-color}button,input,optgroup,select,textarea{margin:0;font-family:inherit;font-size:i
nherit;line-height:inherit}

Data Raw: 69 74 65 6d 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 74 65 6d 70 6¢ 61 74 65 7b 64 69 73 70 6¢ 61 79
3a 6e 6f 6e 65 7d 5b 68 69 64 64 65 6e 5d 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
68 31 2c 2e 68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2¢ 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2¢ 68
36 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69
74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b 63 6f 6¢ 6f 72 3a
69 6e 68 65 72 69 74 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68 32 2c 68 32 7b
66 6f 6e 74 2d 73 69 7a 65 3a 32 72 65 6d 7d 2e 68 33 2c 68 33 7b

Data Ascii: item;cursor:pointeritemplate{display:none}[hidden]{display:nonelimportant}.h1,.h2,.h3,.h4,.h5,.h6,h1,h2,h3,h
4,h5,h6{margin-bottom:.5rem;font-family:inherit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5rem}.h
2,h2{font-size:2rem}.h3,h3{
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Data

Data Raw: 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 7d 2e 66 69 67 75 72 65 2d 69 6d 67 7b 6d 61 72 67 69 6e 2d 62 6f 74 74
6f 6d 3a 2e 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 7d 2e 66 69 67 75 72 65 2d 63 61 70 74 69 6f 6e 7b
66 6f 6e 74 2d 73 69 7a 65 3a 39 30 25 3b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 63 6f 64 65 2¢ 6b 62 64 2¢c 70 72 65
2c 73 61 6d 70 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 53 46 4d 6f 6e 6f 2d 52 65 67 75 6¢ 61 72 2c 4d 65 6e 6¢ 6f 2c 4d
6f 6e 61 63 6f 2c 43 6f 6e 73 6f 6¢ 61 73 2c 22 4c 69 62 65 72 61 74 69 6f 6e 20 4d 6f 6e 6f 22 2¢ 22 43 6f 75 72 69 65 72
20 4e 65 77 22 2c 6d 6f 6e 6f 73 70 61 63 65 7d 63 6f 64 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 38 37 2e 35 25 3b 63 6f 6¢
6f 72 3a 23 65 38 33 65 38 63 3b 77 6f 72 64 2d 62 72 65

Data Ascii: inline-block}.figure-img{margin-bottom:.5rem;line-height:1}.figure-caption{font-size:90%;color:#6c757d}code,
kbd,pre,samp{font-family: SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}code{f
ont-size:87.5%;color:#e83e8c;word-bre

Data Raw: 2d 6¢ 67 2d 31 30 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 31 31 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 31 32 2c 2e 63 6f 6¢ 2d 6¢ 67
2d 32 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 33 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 34 2¢ 2e 63 6f 6¢ 2d 6¢ 67 2d 35 2¢ 2e 63 6f 6¢ 2d 6¢ 67
2d 36 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 37 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 38 2¢ 2e 63 6f 6¢ 2d 6¢ 67 2d 39 2¢ 2e 63 6f 6¢ 2d 6¢ 67
2d 61 75 74 6f 2c 2e 63 6f 6¢ 2d 6d 64 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 30 2c 2e 63 6f 6¢ 2d
6d 64 2d 31 31 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 32 2c 2e 63 6f 6¢ 2d 6d 64 2d 32 2¢ 2e 63 6f 6¢ 2d 6d 64 2d 33 2c 2e 63 6f
6¢c 2d 6d 64 2d 34 2c 2e 63 6f 6¢ 2d 6d 64 2d 35 2c 2e 63 6f 6¢ 2d 6d 64 2d 36 2c 2e 63 6f 6¢ 2d 6d 64 2d 37 2c 2e 63 6f
6¢c 2d 6d 64 2d 38 2c 2e 63 6f 6¢ 2d 6d 64 2d 39 2c 2e 63

Data Ascii: -Ig-10,.col-lg-11,.col-Ig-12,.col-lg-2,.col-Ig-3,.col-lg-4,.col-Ig-5,.col-lg-6,.col-Ig-7,.col-g-8,.col-Ig-9,.col-lg-auto,.col-
md,.col-md-1,.col-md-10,.col-md-11,.col-md-12,.col-md-2,.col-md-3,.col-md-4,.col-md-5,.col-md-6,.col-md-7,.col-md-8,.col-
md-9,.c

Data Raw: 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 6d
61 78 2d 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30
20 36 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 39
7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 66 6¢
65 78 3a 30 20 30 20 37 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6¢ 2d 31 30 7b 2d 77 65 62 6b 69
74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30

Data Ascii: 0 58.333333%;flex:0 0 58.333333%;max-width:58.333333%)}.col-8{-webkit-box-flex:0;-ms-flex:0 0 66.6
66667%:;flex:0 0 66.666667%;max-width:66.666667%}.col-9{-webkit-box-flex:0;-ms-flex:0 0 75%;flex:0 0 75%;max-wi
dth:75%}.col-10{-webkit-box-flex:0;-ms-flex:0 O

Data Raw: 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 33 3b 2d 6d 73
2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 31 7b 6d 61 72 67 69 6e
2d 6¢ 65 66 74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 32 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31
36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 33 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 32 35 25 7d 2e 6f 66
66 73 65 74 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 35
7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 36 7b 6d 61 72 67 69
6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 37 7b 6d 61

Data Ascii: -12{-webkit-box-ordinal-group:13;-ms-flex-order:12;order:12}.offset-1{margin-left:8.333333%}.offset-2{margin-
left:16.666667%)}.offset-3{margin-left:25%}.offset-4{margin-left:33.333333%}.offset-5{margin-left:41.66666 7%}.offset-6{m
argin-left:50%}.offset-7{ma

Data Raw: 73 2d 66 6c 65 78 3a 30 20 30 20 37 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 6d 61 78 2d 77 69 64
74 68 3a 37 35 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d
73 2d 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33
3325 3b 6d 61 78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 31 31 7b 2d 77 65 62
6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b
66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37
25 7d 2e 63 6f 6¢ 2d 73 6d 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d

Data Ascii: s-flex:0 0 75%;flex:0 0 75%;max-width:75%}.col-sm-10{-webkit-box-flex:0;-ms-flex:0 0 83.333333%;flex:0 0 83.
333333%;max-width:83.333333%}.col-sm-11{-webkit-box-flex:0;-ms-flex:0 0 91.666667%:;flex:0 0 91.666667%;max-wid
th:91.666667%}.col-sm-12{-webkit-box-

Data Raw: 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 32 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 36 2e 36 36 36 36 36
37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 33 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 32 35 25 7d 2e 6f 66 66 73 65 74
2d 73 6d 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 73 6d
2d 35 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 36 7b
6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66
74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36
36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 39 7b 6d 61

Data Ascii: %}.offset-sm-2{margin-left:16.666667%}.offset-sm-3{margin-left:25%}.offset-sm-4{margin-left:33.333
333%}.offset-sm-5{margin-left:41.666667%}.offset-sm-6{margin-left:50%}.offset-sm-7{margin-left:58.333333%}.offset-sm-
8{margin-left:66.666667%}.offset-sm-9{ma

Data Raw: 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25
3b 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33
33 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 31 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢
65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d
61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 31 32 7b 2d 77 65 62 6b 69 74 2d
62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 31
303025 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64 65

Data Ascii: t-box-flex:0;-ms-flex:0 0 83.333333%;flex:0 0 83.333333%;max-width:83.333333%}.col-md-11{-webkit-box-
flex:0;-ms-flex:0 0 91.666667%);flex:0 0 91.666667%;max-width:91.666667%}.col-md-12{-webkit-box-flex:0;-ms-flex:0 0 10
0%;flex:0 0 100%;max-width:100%}.orde

Data Raw: 65 66 74 3a 32 35 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 33 33 2e
33333333333325 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36
36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 36 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73
65 74 2d 6d 64 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d
6d 64 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d
39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 31 30 7b 6d 61 72 67 69 6e 2d
6¢C 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d

Data Ascii: eft:25%}.offset-md-4{margin-left:33.333333%}.offset-md-5{margin-left:41.666667%}.offset-md-6{margin-
left:50%}.offset-md-7{margin-left:58.333333%}.offset-md-8{margin-left:66.666667%}.offset-md-9{margin-left:75%}.offset-
md-10{margin-left:83.333333%}.offset-
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Data

Data Raw: 78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 31 31 7b 2d 77 65 62 6b 69
74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6¢
65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d
2e 63 6f 6¢ 2d 6¢ 67 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 3
02030 20 31 30 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e
6f 72 64 65 72 2d 6¢ 67 2d 66 69 72 73 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70
3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 2d 31 3b 6f 72

Data Ascii: x-width:83.333333%}.col-Ig-11{-webkit-box-flex:0;-ms-flex:0 0 91.666667%;flex:0 0 91.666667%;max-w
idth:91.666667%}.col-Ig-12{-webkit-box-flex:0;-ms-flex:0 0 100%;flex:0 0 100%;max-width:100%}.order-Ig-first{-webkit-box
-ordinal-group:0;-ms-flex-order:-1;or

Data Raw: 72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 36 7b 6d 61
72 67 69 6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a
35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e
36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 6
666 73 65 74 2d 6¢ 67 2d 31 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73
65 74 2d 6¢ 67 2d 31 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 40 6d 65 64 69 61
20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f

Data Ascii: rgin-left:41.666667%}.offset-lg-6{margin-left:50%}.offset-Ig-7{margin-left:58.333333%}.offset-Ig-8{margin-le
t:66.666667%}.offset-lg-9{margin-left:75%}.offset-Ilg-10{margin-left:83.333333%}.offset-Ig-11{margin-left:91.6
66667%}}@media (min-width:1200px){.co

Data Raw: 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b
6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 31 32 7b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 3
13030 253b6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 66 69 72 73 74 7b 2d 77 65
62 6b 69 74 2d 62 6f 78 2d 6 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 30 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a
2d 31 3b 6f 72 64 65 72 3a 2d 31 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 6¢ 61 73 74 7h 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f
72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 34 3b 2d 6d 73 2d 66 6¢ 65

Data Ascii: 0 0 91.666667%);flex:0 0 91.666667%;max-width:91.666667%}.col-xI-12{-webkit-box-flex:0;-ms-flex:0 0
100%;flex:0 0 100%;max-width:100%}.order-xI-first{-webkit-box-ordinal-group:0;-ms-flex-order:-1;order:-1}.order-xI-last{-
webkit-box-ordinal-group:14;-ms-fle

Data Raw: 78 6¢ 2d 37 7b 6d 61 72 67 69 6e 2d 6¢c 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d
78 6¢ 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d
39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 31 30 7b 6d 61 72 67 69 6e 2d
6C 65 66 74 3a 38 33 2e 33 33 33 333333 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 31 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 6
674 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 2e 74 61 62 6¢ 65 7b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 78 2d 77 69
64 74 68 3a 31 30 30 25 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d
63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 74 61 62 6¢ 65

Data Ascii: xI-7{margin-left:58.333333%}.offset-xI-8{margin-left:66.666667%}.offset-xI-9{margin-left:75%}.offset-xI-10{m
argin-left:83.333333%)}.offset-xI-11{margin-left:91.66666 7%}}.table{width: 100%;max-width:100%;margin-bottom:1re
m;background-color:transparent}.table

Data Raw: 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 63 33 65 36 63 62 7d 2e 74 61 62 6¢ 65 2d 68 6f
76 65 72 20 2e 74 61 62 6¢ 65 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6C 6f
723a 2362 3164666262 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 73 75 63 63 65 73 73 3a 68
6f 76 65 72 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 73 75 63 63 65 73 73 3a 68 6f 76 65
72 3e 7468 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 31 64 66 62 62 7d 2e 74 61 62 6¢ 65 2d 69 6e 66
6f 2c 2e 74 61 62 6¢ 65 2d 69 6e 66 6f 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 69 6e 66 6f 3e 74 68 7b 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 65 65 35 65 62 7d 2e 74 61

Data Ascii: h{background-color:#c3e6ch}.table-hover .table-success:hover{background-color:#b1dfbb}.table-hover .table-
success:hover>td,.table-hover .table-success:hover>th{background-color:#b1dfbb}.table-info,.table-info>td, .table-info>th{b
ackground-color:#bee5eb}.ta

Data Raw: 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63
74 69 76 65 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2c 30 2c 2e
3037 3529 7d 2e 74 61 62 6¢ 65 2d 68 6 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 3e 74
64 2c 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6 76 65 72 3e 74 68 7b 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6¢ 65 20
2e 74 68 65 61 64 2d 64 61 72 6b 20 74 68 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6C
6f 72 3a 23 32 31 32 35 32 39 3b 62 6f 72 64 65 72 2d 63 6f 6¢

Data Ascii: a(0,0,0,.075)}.table-hover .table-active:hover{background-color:rgba(0,0,0,.075)}.table-hover .table-active:
hover>td,.table-hover .table-active:hover>th{background-color:rgha(0,0,0,.075)}.table .thead-dark th{color:#fff;background-
color:#212529;border-col

Data Raw: 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61 75
74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6¢ 6 77 2d 73 63 72 6f 6¢ 6¢C 69 6€ 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d
6f 76 65 72 66 6¢ 6f 77 2d 73 74 79 6¢ 65 3a 2d 6d 73 2d 61 75 74 6f 68 69 64 69 6€ 67 2d 73 63 72 6f 6¢ 6C 62 61 72 7d
2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 2d 78 6¢ 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 7b 62 6f 72
64 65 72 3a 30 7d 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b
77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66
6¢ 6f 77 2d 73 63 72 6f 6¢ 6¢ 69 6€ 67 3a 74 6f 75 63 68 3b

Data Ascii: splay:block;width:100%;overflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-sc
rollbar}.table-responsive-xI>.table-bordered{border:0}}.table-responsive{display:block;width:100%;overflow-x:auto;-webkit-
overflow-scrolling:touch;

Data Raw: 7b 64 69 73 70 6¢ 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 63 6f 6¢ 2d 66 6f 72 6d 2d
6¢ 61 62 65 6¢ 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6¢ 63 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 78 29 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6¢ 63 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 78 29 3b 6d 61 72 67 69
6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6¢ 69 6e 65 2d 68 65 69 67 68 7
4 3a 31 2e 35 7d 2e 63 6f 6¢c 2d 66 6f 72 6d 2d 6¢ 61 62 65 6¢ 2d 6¢ 67 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6¢C
63 28 2e 35 72 65 6d 20 2b 20 31 70 78 29 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6¢ 63 28 2e 35 72 65
6d 20 2b 20 31 70 78 29 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35

Data Ascii: {display:block;width:100%}.col-form-label{padding-top:calc(.375rem + 1px);padding-bottom:calc(.375rem +
1px);margin-bottom:0;font-size:inherit;line-height: 1.5}.col-form-label-lg{padding-top:calc(.5rem + 1px);padding-bottom:calc(
.5rem + 1px);font-size:1.25
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Timestamp transferred Direction
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2022-05-13 20:17:58 UTC 309 IN
2022-05-13 20:17:58 UTC 310 IN
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Data

Data Raw: 65 66 74 3a 30 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 73 6d 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d
73 6d 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d
67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75
74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75 74
2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 7
07574 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 69 6e 70 75 74
2d 67 72 6f 75 70 2d 74 65 78 74 7b 70 61 64 64 69 6e 67 3a 2e 32

Data Ascii: eft:0}.form-control-sm,.input-group-sm>.form-control,.input-group-sm>.input-group-append>.btn,.input-group-s
m>.input-group-append>.input-group-text,.input-group-sm>.input-group-prepend>.btn,.input-group-sm>.input-group-
prepend>.input-group-text{padding:.2

Data Raw: 75 70 2d 70 72 65 70 65 6e 64 3e 73 65 6¢ 65 63 74 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 3a
6e 6f 74 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70
2d 6¢ 67 3e 73 65 6¢ 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 6e 6f 74 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28
5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 2c 73 65 6¢ 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 67 3a 6e 6f 74 28 5b
73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 7hb 68 65 69 67 68 74 3a 63 61 6¢ 63 28 32 2e 38 37
3572 65 6d 20 2b 20 32 70 78 29 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72
65 6d 7d 2e 66 6f 72 6d 2d 74 65 78 74 7b 64 69 73 70 6¢ 61 79

Data Ascii: up-prepend>select.input-group-text:not([size]):not([multiple]),.input-group-lg>select.form-control:not([size
1):not([multiple]),select.form-control-lg:not([size]):not([multiple]){height:calc(2.875rem + 2px)}.form-group{margin-bot
tom:1rem}.form-text{display

Data Raw: 65 64 20 2e 63 75 73 74 6f 6d 2d 73 65 6¢ 65 63 74 3a 76 61 6¢ 69 64 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74
65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 76 61 6¢ 69 64 7h 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61
3734 35 7d 2e 63 75 73 74 6f 6d 2d 73 65 6c 65 63 74 2e 69 73 2d 76 61 6¢ 69 64 3a 66 6f 63 75 73 2c 2e 66 6f 72 6d 2d
63 6f 6e 74 72 6f 6¢ 2e 69 73 2d 76 61 6¢ 69 64 3a 66 6f 63 75 73 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63
7573 74 6f 6d 2d 73 65 6¢ 65 63 74 3a 76 61 6¢ 69 64 3a 66 6f 63 75 73 2¢c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64
20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 76 61 6¢ 69 64 3a 66 6 63 75 73 7b 62 6f 72 64 65 72 2d 63 6f 6¢C 6f 72 3a
23323861 37 34 35 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30

Data Ascii: ed .custom-select:valid,.was-validated .form-control:valid{border-color:#28a745}.custom-select.is-valid:focu
s,.form-control.is-valid:focus,.was-validated .custom-select:valid:focus,.was-validated .form-control:valid:focus{border-
color:#28a745;box-shadow:0

Data Raw: 38 30 30 30 0d Oa 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 37 31 64 64 38 61 7d
2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66
65 65 64 62 61 63 6b 2c 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e
76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e
74 72 6f 6¢ 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2¢ 2e 77 61 73 2d 76
61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61
6c 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62

Data Ascii: 8000fore{background-color:#71dd8a}.custom-control-input.is-valid~.valid-feedback,.custom-control-input.is-va
lid~.valid-tooltip,.was-validated .custom-control-input:valid~.valid-feedback,.was-validated .custom-control-input:valid
~.valid-tooltip{display:b

Data Raw: 7d 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢c 74 69 70 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b
74 6f 70 3a 31 30 30 25 3b 7a 2d 69 6e 64 65 78 3a 35 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 6d 61 78 2d 77 69 64
74 68 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 31 72 65 6d 3b
66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 63 6f 6¢ 6f 72 3a 23 66
66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 32 32 30 2¢ 35 33 2¢ 36 39 2c 2e 38 29 3b 62
6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 72 65 6d 7d 2e 63 75 73 74 6f 6d 2d 73 65 6¢ 65 63 74 2e 69 73 2d 69 6e 7
6 61 6¢ 69 64 2c 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2e 69 73

Data Ascii: }.invalid-tooltip{position:absolute;top:100%;z-index:5;display:none; max-width:100%;padding:.5rem;margin-top:
.1rem;font-size:.875rem;line-height:1;color:#fff;background-color:rgba(220,53,69,.8);border-radius:.2rem}.custom-select.is-
invalid,.form-control.is

Data Raw: 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 2¢ 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e
7472 6f 6¢ 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6C
7b 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d
69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 2¢ 2e 77
6173 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢C
69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 7h 62 61 63 6b 67 72 6f
75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 66 61 32 61 39 7d 2e

Data Ascii: rol-label,.was-validated .custom-control-input:invalid~.custom-control-label{color:#dc3545}.custom-control-i
nput.is-invalid~.custom-control-label::before,.was-validated .custom-control-input:invalid~.custom-control-label::before
{background-color:#efa2a9}.

Data Raw: 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74
2e 69 73 2d 69 6e 76 61 6¢ 69 64 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6C 2C 2€ 77 61
732d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 3a
66 6f 63 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20
3020 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 32 35 29 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e
65 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6C 65 78 62
6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69

Data Ascii: tip{display:block}.custom-file-input.is-invalid:focus~.custom-file-label,.was-validated .custom-file-input:i
nvalid:focus~.custom-file-label{box-shadow:0 0 0 .2rem rgba(220,53,69,.25)}.form-inline{display:-webkit-box;display:-ms-
flexbox;display:flex;-webki

Data Raw: 63 65 6e 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e 74 65 72 3b 77 69 64 74 68
3a 6175 74 6f 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e 66 6f 72 6d 2d
63 68 65 63 6b 2d 69 6e 70 75 74 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 6d 61 72 67 69 6e 2d 74 6f
70 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e
66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67
6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 2d 77 65 62 6b 69 74 2d

Data Ascii: center;justify-content:center;width:auto;padding-left:0}.form-inline .form-check-input{position:relative;margin-
top:0;margin-right:.25rem;margin-left:0}.form-inline .custom-control{-webkit-box-align:center;-ms-flex-align:center;align-
items:center;-webkit-
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kBytes

Timestamp transferred Direction
2022-05-13 20:17:58 UTC 318 IN
2022-05-13 20:17:58 UTC 320 IN
2022-05-13 20:17:58 UTC 321 IN
2022-05-13 20:17:58 UTC 322 IN
2022-05-13 20:17:58 UTC 324 IN
2022-05-13 20:17:58 UTC 325 IN
2022-05-13 20:17:58 UTC 326 IN
2022-05-13 20:17:58 UTC 328 IN
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Data

Data Raw: 2c¢ 31 32 33 2¢ 32 35 35 2c 2e 35 29 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 69 73 61 62 6¢ 65 64 2C
2e 6274 6e 2d 70 72 69 6d 61 72 79 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 32 23 66 66 66 3b 62 61 63 6b 67 72
6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d
2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6C 6
564 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a
6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2¢ 2e 73 68 6f 77 3e 2e 62 74 6e 2d 70 72 69 6d 61 72
79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a

Data Ascii: ,123,255,.5)}.btn-primary.disabled,.btn-primary:disabled{color:#fff;background-color:#007bff;border-color:#0
07bff}.btn-primary:not(:disabled):not(.disabled).active,.btn-primary:not(:disabled):not(.disabled):active,.show>.btn-pri
mary.dropdown-toggle{color:

Data Raw: 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 31 65 37 65 33 34 7d 2e 62 74 6e 2d 73 75 63 63 65 73 73 2e 66 6f 63
7573 2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20
2e 327265 6d 20 72 67 62 61 28 34 30 2c 31 36 37 2c 36 39 2c 2e 3529 7d 2e 62 74 6e 2d 73 75 63 63 65 73 73 2e 64
69 73 61 62 6¢ 65 64 2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 6
6 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23
323861373435 7d 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2
e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2C 2e 62 74 6e

Data Ascii: order-color:#1e7e34}.btn-success.focus,.btn-success:focus{box-shadow:0 0 0 .2rem rgba(40,167,69,.5)}.btn-
success.disabled,.btn-success:disabled{color:#fff;background-color:#28a745;border-color:#28a745}.btn-success:not(
:disabled):not(.disabled).active,.btn

Data Raw: 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 30 61 38 30 30 3b 62 6f 72 64 65 72
2d 63 6f 6¢ 6f 72 3a 23 64 33 39 65 30 30 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 77
6172 6e 69 6e 67 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62
61 28 32 35 35 2¢ 31 39 33 2¢ 37 2c 2e 35 29 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6¢ 65 64 2C 2e
62 74 6e 2d 77 61 72 6e 69 6e 67 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 3239 3b 62 61 63 6b 6
7 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37
7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69

Data Ascii: 2529;background-color:#e0a800;border-color:#d39e00}.btn-warning.focus,.btn-warning:focus{box-shadow:0 0

0 .2rem rgba(255,193,7,.5)}.btn-warning.disabled,.btn-warning:disabled{color:#212529;background-color:#ffc107;border-
color:#ffc107}.btn-warning:not(:di

Data Raw: 23 66 38 66 39 66 61 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6¢ 69
67 68 74 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
3a23 65 32 65 36 65 61 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 61 65 30 65 35 7d 2e 62 74 6e 2d 6¢ 69 67 68 74
2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6¢ 69 67 68 74 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30
202e 3272 65 6d 20 72 67 62 61 28 32 34 38 2c 32 34 39 2c 32 35 30 2c 2e 35 29 7d 2e 62 74 6e 2d 6¢ 69 67 68 74 2e
64 69 73 61 62 6¢ 65 64 2C 2e 62 74 6e 2d 6¢ 69 67 68 74 3a 64 69 73 61 62 6¢C 65 64 7b 63 6f 6C 6f 72 3a 23 32 31 32
353239 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a

Data Ascii: #f8f9fa;border-color:#f8f9fa}.btn-light:hover{color:#212529;background-color:#e2e6ea;border-color:#dae0e5}.b
tn-light.focus,.btn-light:focus{box-shadow:0 0 0 .2rem rgba(248,249,250,.5)}.btn-light.disabled,.btn-light:disabled{colo
r:#212529;background-color:

Data Raw: 30 37 62 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62
61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66
66 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30
3037 62 66 66 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 2e 66 6f 63 75 73 2¢ 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72
65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2¢ 2e

Data Ascii: 07bff;background-color:transparent;background-image:none;border-color:#007bff}.btn-outline-primary
:hover{color:#fff;background-color:#007bff;border-color:#007bff}.btn-outline-primary.focus, .btn-outline-primary:focus{box-
shadow:0 0 0 .2rem rgba(0,123,255,.

Data Raw: 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 62 6f 72 64
65 72 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a
6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63
7573 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29
3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2¢ 2e 73 68 6f 77 3e 2e 62 74 6e 2d
6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7h
62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32

Data Ascii: r:#fff;background-color:#6c757d;border-color:#6c757d}.btn-outline-secondary:not(:disabled):not(.disabled).ac
tive:focus,.btn-outline-secondary:not(:disabled):not(.disabled):active:focus,.show>.btn-outline-secondary.dropdown-togg|
e:focus{box-shadow:0 0 0 .2

Data Raw: 31 36 32 2c 31 38 34 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 2e 64 69 73 61 62 6¢
65 64 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 31 37 61
326238 3b 626163 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢C 65 64 29
2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64
29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69
6e 65 2d 69 6e 66 6f 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67

Data Ascii: 162,184,.5)}.btn-outline-info.disabled,.btn-outline-info:disabled{color:#17a2b8;background-color:transparent
}.btn-outline-info:not(:disabled):not(.disabled).active,.btn-outline-info:not(:disabled):not(.disabled):active,.show>.btn-
outline-info.dropdown-tog

Data Raw: 65 2d 64 61 6e 67 65 72 7b 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f
6¢c 6f 723a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f
72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 6e 67 65 72 3a
68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 32 23 64 63 33 35 34
35 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 6e 67
65 72 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d 73
68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67

Data Ascii: e-danger{color:#dc3545;background-color:transparent;background-image:none;border-color:#dc3545}.btn-
outline-danger:hover{color:#fff;background-color:#dc3545;border-color:#dc3545}.btn-outline-danger.focus, .btn-outline-d
anger:focus{box-shadow:0 0 0 .2rem rg
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kBytes

Timestamp transferred Direction
2022-05-13 20:17:58 UTC 329 IN
2022-05-13 20:17:58 UTC 330 IN
2022-05-13 20:17:58 UTC 332 IN
2022-05-13 20:17:58 UTC 333 IN
2022-05-13 20:17:58 UTC 334 IN
2022-05-13 20:17:58 UTC 388 IN
2022-05-13 20:17:58 UTC 393 IN
2022-05-13 20:17:58 UTC 394 IN
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Data

Data Raw: 23 66 38 66 39 66 61 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65
64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 6e 6f 74 28 3a
64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e
73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a
66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 34 38 2c 32 34
39 2¢ 32 35 30 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e

Data Ascii: #8f9fa;border-color:#f8f9fa}.btn-outline-light:not(:disabled):not(.disabled).active:focus,.btn-outline-light:not(:dis
abled):not(.disabled):active:focus,.show>.btn-outline-light.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgba(
248,249,250,.5)}.btn-outlin

Data Raw: 75 70 2d 6¢ 67 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 6¢ 67 7b 70 61 64 64 69 6e 67 3a 2e 35 72 65 6d 20 31 72

65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 62 6f
726465 72 2d 72 61 64 69 75 73 3a 2e 33 72 65 6d 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 73 6d 3e 2e 62 74 6e 2c 2e 62
74 6e 2d 73 6d 7b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 20 2e 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38
37 3572 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 72
65 6d 7d 2e 62 74 6e 2d 62 6¢ 6f 63 6b 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d

2e 62 74 6e 2d 62 6¢ 6f 63 6b 2b 2e 62 74 6e 2d 62 6¢ 6f 63 6b 7b 6d 61 72

Data Ascii: up-lg>.btn,.btn-Ig{padding:.5rem 1rem;font-size:1.25rem;line-height:1.5;border-radius:.3rem}.btn-group-sm>.b
tn,.btn-sm{padding:.25rem .5rem;font-size:.875rem;line-height:1.5;border-radius:.2rem}.btn-block{display:block;width:100
%}.btn-block+.btn-block{mar

Data Raw: 3a 30 3b 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2e 32 35 35 65 6d 3b 76 65 72 74
69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64 65 72 2d 74 6f 70 3a
30 3b 62 6f 72 64 65 72 2d 72 69 67 68 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f
72 6465 72 2d 62 6f 74 74 6f 6d 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 3b 62 6f 72 64 65 72 2d 6¢ 65 66 74 3a 2e 33 65 6d 20
73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67
6c 65 3a 65 6d 70 74 79 3a 3a 61 66 74 65 72 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 64 72 6f 70 72 69 67 68
74 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 6d 61 72 67

Data Ascii: :0;height:0;margin-left:.255em;vertical-align:.255em;content:"";border-top:0;border-right:.3em solid transpa
rent;border-bottom:.3em solid;border-left:.3em solid transparent}.dropup .dropdown-toggle:empty::after{margin-left:0}.dr
opright .dropdown-menu{marg

Data Raw: 6e 68 65 72 69 74 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 62 61 63 6b 67 72 6f 75 6e 64
2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 69 74
65 6d 3a 66 6f 63 75 73 2c 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 31 36 31
383162 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f
72 3a 23 66 38 66 39 66 61 7d 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 2e 61 63 74 69 76 65 2c 2e 64 72 6f 70 64 6f 77
6e 2d 69 74 65 6d 3a 61 63 74 69 76 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6€
3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f

Data Ascii: nherit;white-space:nowrap;background-color:transparent;border:0}.dropdown-item:focus,.dropdown-ite
m:hover{color:#16181b;text-decoration:none;background-color:#f8f9fa}.dropdown-item.active,.dropdown-item:activ
e{color:#fff;text-decoration:none;background-co

Data Raw: 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 2d 6d 73 2d 66 6c 65 78 2d 70

61 63 6b 3a 73 74 61 72 74 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 7d 2e 62
74 6e 2d 74 6f 6f 6¢ 62 61 72 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 7b 77 69 64 74 68 3a 61 75 74 6f 7d 2e 62 74 6e 2d
67 72 6f 75 70 3e 2e 62 74 6e 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 62 7
4 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 3e 2e 62 74
6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 3a 6e 6f 74 28 2e
64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 29 7b 62 6f 72 64 65

Data Ascii: p;-webkit-box-pack:start;-ms-flex-pack:start;justify-content:flex-start}.btn-toolbar .input-group{width:auto}.btn-
group>.btn:first-child{margin-left:0}.btn-group>.btn-group:not(:last-child)>.btn, .btn-group>.btn:not(:last-child):not(.dropd
own-toggle){borde

Data Raw: 78 74 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66
6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6C 69 67 6€ 3a 63
65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73
3a 63 65 6e 74 65 72 3b 70 61 64 64 69 6e 67 3a 2e 33 37 35 72 65 6d 20 2e 37 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62
6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 6¢
69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 63 6f 6¢ 6f 72 3a 23 34 39 35 30 35 37 3b 74 65 78 74 2d 61 6¢ 69 67 6e
3a 63 65 6e 74 65 72 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77

Data Ascii: xt{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-align:center;-ms-flex-align:center;align-
items:center;padding:.375rem .75rem;margin-bottom:0;font-size: 1rem;font-weight:400;line-height:1.5;color:#495057;text-a
lign:center;white-space:now

Data Raw: 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 20 75 72 6¢ 28 22 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67
2b 78 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 38 2c 25 33 43 73 76 67 20 78 6d 6C 6e 73 3d 27 68 74 74 70 3a 2f 2f
777777 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 30 20 30 20 34 20 35 27 25 33
45 2533 43 70 61 74 68 20 66 69 6¢ 6¢ 3d 27 25 32 33 33 34 33 61 34 30 27 20 64 3d 27 4d 32 20 30 4c 30 20 32 68 34
7a 6d 30 20 35 4c 30 20 33 68 34 7a 27 2f 25 33 45 25 33 43 2f 73 76 67 25 33 45 22 29 20 6e 6f 2d 72 65 70 65 61 74 20
7269 67 68 74 20 2e 37 35 72 65 6d 20 63 65 6e 74 65 72 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 73 69 7a 65 3a 38 70 78
20313070 78 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64

Data Ascii: ;background:#fff url("data:image/svg+xml;charset=utf8,%3Csvg xmlIns="http://www.w3.0rg/2000/svg' vi
ewBox='0 0 4 5'%3E%3Cpath fill='%23343a40' d="M2 0LO 2h4zm0 5L0 3h4z'/%3E%3C/svg%3E") no-repeat right .75rem
center;background-size:8px 10px;border:1px solid

Data Raw: 38 30 30 30 0d Oa 72 65 6d 20 2b 20 32 70 78 29 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 63 75
73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 7a 2d 69 6e 64
65 78 3a 32 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 63 61 6¢ 63 28 32 2e 32 35 72 65 6d 20 2b 20 32
707829 3b 6d 61 72 67 69 6e 3a 30 3b 6f 70 61 63 69 74 79 3a 30 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 7
574 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 63 6f 6e 74 72 6f 6¢ 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f
72 3a 23383062 64 66 66 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2
€31 3233 2c 323535 2c2e 323529 7d 2e 63 75 73 74 6f 6d 2d

Data Ascii: 8000rem + 2px);margin-bottom:0}.custom-file-input{position:relative;z-index:2;width:100%;height:calc(2.25rem
+ 2px);margin:0;opacity:0}.custom-file-input:focus~.custom-file-control{border-color:#80bdff;box-shadow:0 0 0 .2rem rgb
a(0,123,255,.25)}.custom-
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Data

Data Raw: 6¢ 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72
74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66
6c 65 78 2d 73 74 61 72 74 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e 61 76
7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62
6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72
6f 77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 2d 73 6d 2
02e 6e 6176 62 61 72 2d 6e 61 76 20 2e 64 72 6f 70 64 6f 77 6e

Data Ascii: low:row nowrap;-webkit-box-pack:start;-ms-flex-pack:start;justify-content:flex-start}.navbar-expand-sm .navb
ar-nav{-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-direction:row;flex-direction:row}.navbar-expand-
sm .navbar-nav .dropdown

Data Raw: 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 30 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 7d 2e 6e 61 76
62 6172 2d 65 78 70 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65
6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d
61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6
3a 72 6f 77 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 64 72 6f 70 64 6f 7
7 6e 2d 6d 65 6e 75 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64
20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 64 72 6f 70 64 6f 77 6e

Data Ascii: padding-right:0;padding-left:0}.navbar-expand .navbar-nav{-webkit-box-orient:horizontal;-webkit-box-directio
n:normal;-ms-flex-direction:row;flex-direction:row}.navbar-expand .navbar-nav .dropdown-menu{position:absolute}.navbar-
expand .navbar-nav .dropdown

Data Raw: 65 72 2d 72 61 64 69 75 73 3a 30 20 30 20 63 61 6¢c 63 28 2e 32 35 72 65 6d 20 2d 20 31 70 78 29 20 63 61
6c 63 28 2e 32 35 72 65 6d 20 2d 20 31 70 78 29 7d 2e 63 61 72 64 2d 68 65 61 64 65 72 2d 74 61 62 73 7b 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 2d 2e 36 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 2e 37 35 72 65 6d 3
b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 2e 36 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 63
6172 64 2d 68 65 61 64 65 72 2d 70 69 6¢ 6¢ 73 7b 6d 61 72 67 69 6 2d 72 69 67 68 74 3a 2d 2e 36 32 35 72 65 6d 3b
6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 2e 36 32 35 72 65 6d 7d 2e 63 61 72 64 2d 69 6d 67 2d 6f 76 65 72 6¢ 61 79 7b
70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b

Data Ascii: er-radius:0 0 calc(.25rem - 1px) calc(.25rem - 1px)}.card-header-tabs{margin-right:-.625rem;margin-bottom:-.
75rem;margin-left:-.625rem;border-bottom:0}.card-header-pills{margin-right:-.625rem;margin-left:-.625rem}.card-img-overl
ay{position:absolute;top:0;

Data Raw: 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 39 65 63 65 66 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 65 65 32
65 36 7d 2e 70 61 67 65 2d 6¢ 69 6e 6b 3a 66 6f 63 75 73 7b 7a 2d 69 6e 64 65 78 3a 32 3b 6f 75 74 6¢ 69 6e 65 3a 30
3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2¢
2e 323529 7d 2e 70 61 67 65 2d 6¢ 69 6e 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73
61 62 6¢ 65 64 29 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 70 61 67 65 2d 69 74 65 6d 3a 66 69 72 73 74 2d 6
368 69 6¢ 64 20 2e 70 61 67 65 2d 6¢ 69 6€ 6b 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 3b 62 6f 72 64 65 72 2d 74 6f
70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 3b 62

Data Ascii: ound-color:#e9ecef;border-color:#dee2e6}.page-link:focus{z-index:2;outline:0;box-shadow:0 0 0 .2rem
rgba(0,123,255,.25)}.page-link:not(:disabled):not(.disabled){cursor:pointer}.page-item:first-child .page-link{margin-|
eft:0;border-top-left-radius:.25rem;b

Data Raw: 6¢ 65 72 74 2d 64 61 6e 67 65 72 20 2e 61 6¢ 65 72 74 2d 6¢ 69 6e 6b 7b 63 6f 6¢ 6f 72 3a 23 34 39 31 32 31
37 7d 2e 61 6¢ 65 72 74 2d 6¢ 69 67 68 74 7b 63 6f 6¢ 6 72 3a 23 38 31 38 31 38 32 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d
63 6f 6¢ 6f 72 3a 23 66 65 66 65 66 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 64 66 64 66 65 7d 2e 61 6C 65 72
74 2d 6¢ 69 67 68 74 20 68 72 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 23 65 63 65 63 66 36 7d 2e 61 6¢C 65
7274 2d 6¢ 69 67 68 74 20 2e 61 6¢ 65 72 74 2d 6¢ 69 6e 6b 7b 63 6f 6¢ 6f 72 3a 23 36 38 36 38 36 38 7d 2e 61 6¢ 65
7274 2d 64 61 72 6b 7b 63 6f 6¢ 6f 72 3a 23 31 62 31 65 32 31 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23
64 36 64 38 64 39 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a

Data Ascii: lert-danger .alert-link{color:#491217}.alert-light{color:#818182;background-color:#fefefe;border-color:#fdfd
fe}.alert-light hr{border-top-color:#ececf6}.alert-light .alert-link{color:#686868}.alert-dark{color:#1b1e21;background-
color:#d6d8d9;border-color:

Data Raw: 66 6f 63 75 73 2c 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 2e 6¢ 69 73 74 2d
67 72 6f 7570 2d 69 74 65 6d 2d 61 63 74 69 6f 6e 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 38 35 36 34 30 34 3b 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 65 38 61 31 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d
7761 72 6e 69 6e 67 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 61 63 74 69 6f 6e 2e 61 63 74 69 76 65 7b 63 6f
6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 38 35 36 34 30 34 3b 62 6f 72 64 65 72
2d 63 6f 6¢ 6f 72 3a 23 38 35 36 34 30 34 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 64 61 6e 67 65 72 7b 63
6f 6¢ 6f 72 3a 23 37 32 3163 3234 3b 62 61 63 6b 67 72

Data Ascii: focus, .list-group-item-warning.list-group-item-action:hover{color:#856404;background-color:#ffe8a1}.list-group-
item-warning.list-group-item-action.active{color:#fff;background-color:#856404;border-color:#856404}.list-group-item-
danger{color:#721c24;backgr

Data Raw: 3b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 3b 6¢ 65 74 74 65 72 2d 73 70 61 63 69 6€ 67 3a
6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f
72 6d 61 6¢ 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 72 6d 61 6¢ 3b 6¢ 69 6e 65 2d 62 72 65 61 6b 3a 61 75 74 6f
3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64
3b 6f 70 61 63 69 74 79 3a 30 7d 2e 74 6f 6f 6¢ 74 69 70 2e 73 68 6f 77 7h 6f 70 61 63 69 74 79 3a 2e 39 7d 2e 74 6f 6f
6¢ 74 69 70 20 2e 61 72 72 6f 77 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 64 69 73 70 6¢ 61 79 3a 62 6C
6f 63 6b 3b 77 69 64 74 68 3a 2e 38 72 65 6d 3b 68 65 69 67 68

Data Ascii: ;text-transform:none;letter-spacing:normal;word-break:normal;word-spacing:normal;white-space:normal;line-
break:auto;font-size:.875rem;word-wrap:break-word;opacity:0}.tooltip.show{opacity:.9}.tooltip .arrow{position:absolute;disp
lay:block;width:.8rem;heigh

Data Raw: 38 30 30 30 0d 0a 68 74 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2e 35 72 65 6d 7d 2e 62 73 2d 70 6f 70 6f 76
6572 2d 61 75 74 6f 5b 78 2d 70 6¢ 61 63 65 6d 65 6e 74 5e 3d 72 69 67 68 74 5d 20 2e 61 72 72 6f 77 2¢c 2e 62 73 2d
70 6f 70 6f 76 65 72 2d 72 69 67 68 74 20 2e 61 72 72 6f 77 7b 6¢ 65 66 74 3a 63 61 6¢ 63 28 28 2e 35 72 65 6d 20 2b
2031 70 78 29 20 2a 20 2d 31 29 3b 77 69 64 74 68 3a 2e 35 72 65 6d 3b 68 65 69 67 68 74 3a 31 72 65 6d 3b 6d 61 72
67 69 6e 3a 2e 33 72 65 6d 20 30 7d 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f 5b 78 2d 70 6¢ 61 63 65 6d 65 6€
74 5e 3d 72 69 67 68 74 5d 20 2e 61 72 72 6f 77 3a 3a 61 66 74 65 72 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f
5b 78 2d 70 6¢ 61 63 65 6d 65 6e 74 5e 3d 72 69 67 68 74 5d 20 2e 61

Data Ascii: 8000ht{margin-left:.5rem}.bs-popover-auto[x-placement*=right] .arrow,.bs-popover-right .arrow{left:calc((.5rem
+ 1px) * -1);width:.5rem;height:1rem;margin:.3rem 0}.bs-popover-auto[x-placement”=right] .arrow::after,.bs-popover-au
to[x-placement*=right] .a
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Timestamp transferred Direction
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2022-05-13 20:17:58 UTC 434 IN
2022-05-13 20:17:58 UTC 438 IN
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Data

Data Raw: 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e 74 65 72 3b 77 69 64 74 68 3a 31 35
25 3b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 61 6¢ 69 67 6 3a 63 65 6e 74 65 72 3b 6f 70 61 63 69 74 79 3a 2e
35 7d 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 6e 65 78 74 3a 66 6f 63 75 73 2c 2e 63 61 72 6f 75 73 65 6C
2d 63 6f 6e 74 72 6f 6¢ 2d 6e 65 78 74 3a 68 6f 76 65 72 2c 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f 6 74 72 6f 6¢ 2d 70 72
65 76 3a 66 6f 63 75 73 2¢ 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 70 72 65 76 3a 68 6f 76 65 72 7b 63 6f
6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6€ 3a 6e 6f 6e 65 3b 6f 75 74 6¢ 69 6e 65 3a 30 3b
6f 70 61 63 69 74 79 3a 2e 39 7d 2e 63 61 72 6f 75 73 65 6C

Data Ascii: ter;justify-content:center;width:15%;color:#fff;text-align:center;opacity:.5}.carousel-control-next:focus,.carousel-
control-next:hover,.carousel-control-prev:focus,.carousel-control-prev:hover{color:#fff;text-decoration:none;outline:0;opa
city:.9}.carousel

Data Raw: 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 64 61 6e 67 65 72 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23
64 63 33 35 34 35 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 6¢ 69 67 68 74 7b 62 6f 72 64 65 72 2d 63 6f
6¢ 6f 72 3a 23 66 38 66 39 66 61 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 64 61 72 6b 7b 62 6f 72 64 65
72 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 77 68 69 74 65 7b
62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 72 6f 75 6e 64 65 64 7b 62 6f 72
646572 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 72 6f 75 6e 64 65 64 2d 74 6f
70 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61

Data Ascii: ortant}.border-danger{border-color:#dc3545!important}.border-light{border-color:#f8f9falimportant}.border-da
rk{border-color:#343a40!important}.border-white{border-color:#ffflimportant}.rounded{border-radius:.25rem!important}.rou
nded-top{border-top-left-ra

Data Raw: 73 70 6f 6e 73 69 76 65 2d 32 31 62 79 39 3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 34
32 2e 38 3537 31 34 33 25 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 31 36 62 79 39 3a 3a 62 65 66 6f
72 65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 35 36 2e 32 35 25 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65
2d 34 62 79 33 3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 37 35 25 7d 2e 65 6d 62 65 64 2d 72 65 7
370 6f 6e 73 69 76 65 2d 31 62 79 31 3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 30 30 25 7d 2e
66 6¢ 65 78 2d 72 6f 77 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 21 69
6d 70 6f 72 74 61 6e 74 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64

Data Ascii: sponsive-21by9::before{padding-top:42.857143%}.embed-responsive-16by9::before{padding-top:56.25%}.
embed-responsive-4by3::before{padding-top:75%}.embed-responsive-1by1::before{padding-top:100%}.flex-row{-webkit-
box-orient:horizontallimportant;-webkit-box-d

Data Raw: 78 2d 77 72 61 70 3a 77 72 61 70 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6a 75 73 74
69 66 79 2d 63 6f 6e 74 65 6e 74 2d 73 6d 2d 73 74 61 72 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73
746172742169 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 7
27461 6e 74 3b6a75737469 6679 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 21 69 6d 70 6f 72 74 61
6e 74 7d 2e 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 2d 73 6d 2d 65 6e 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
70 61 63 6b 3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 65 6e 64 21 69 6d
70 6f 72 74 61 6e 74 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a

Data Ascii: x-wrap:wrap-reverselimportant}.justify-content-sm-start{-webkit-box-pack:start!important;-ms-flex-pack:start
limportant;justify-content:flex-start!important}.justify-content-sm-end{-webkit-box-pack:end!important;-ms-flex-pack:end
limportant;justify-content:

Data Raw: 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 62 61 73 65 6¢ 69 6e 65 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61
6c 69 67 6e 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a
62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 62 61 73 65 6¢ 69 6€ 65
2169 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 73 74 72 65 74 63 68 7b 2d 77 65 62
6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65
78 2d 61 6¢ 69 67 6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 73
7472 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d

Data Ascii: lign-items-md-baseline{-webkit-box-align:baselinelimportant;-ms-flex-align:baselinelimportant;align-items:ba
selinelimportant}.align-items-md-stretch{-webkit-box-align:stretchlimportant;-ms-flex-align:stretchlimportant;align-item
s:stretchlimportant}.align-

Data Raw: 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 65 6e 64 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d
61 6¢ 69 67 6e 3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 66 6¢ 65 78 2d 65 6e 64
2169 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6¢ 6
578 2d 69 74 65 6d 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢
66 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 62 61 73 65 6C
69 6e 65 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d 61 6¢ 69 67 6e 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74
61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 62 61 73 65 6¢ 69 6e 65 21

Data Ascii: t}.align-self-lg-end{-ms-flex-item-align:end!important;align-self:flex-end!important}.align-self-lg-center{-ms-flex-
item-align:centerlimportant;align-self:centerlimportant}.align-self-lg-baseline{-ms-flex-item-align:baseline!important;align-
self:baseline!

Data Raw: 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 70 6f 73 69 74 69 6f 6e 2d 73 74 61 74 69 63 7b 70 6f 73 69
74 69 6f 6e 3a 73 74 61 74 69 63 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65
7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 21 69 6d 70 6f 72 74 61 6 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 61
62 73 6f 6¢ 75 74 65 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 21 69 6d 70 6f 72 74 61 6€ 74 7d 2e 70 6f 73
69 74 69 6f 6e 2d 66 69 78 65 64 7b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f
73 69 74 69 6f 6e 2d 73 74 69 63 6b 79 7b 70 6f 73 69 74 69 6f 6€ 3a 2d 77 65 62 6b 69 74 2d 73 74 69 63 6b 79 21 69
6d 70 6f 72 74 61 6e 74 3b 70 6f 73 69 74 69 6f 6e 3a 73 74

Data Ascii: onelimportant}}.position-static{position:staticlimportant}.position-relative{position:relativelimportant}.position-
absolute{position:absolutelimportant}.position-fixed{position:fixed!important}.position-sticky{position:-webkit-sticky!impo
rtant;position:st

Data Raw: 33 61 33 34 0d Oa 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 34 2c 2e 70
782d 34 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d 35 7b
7061 64 64 69 6e 67 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 74 2d 35 2c 2e 70 79 2d 35 7b 70 61 64 64
69 6e 67 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 72 2d 35 2c 2e 70 78 2d 35 7b 70 61 64 64 6
96e 67 2d 72 69 67 68 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 35 2c 2e 70 79 2d 35 7b 70 61
64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 35 2c 2e 70 78 2d 35 7b
70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 33 72 65 6d 21 69 6d 70 6f 72

Data Ascii: 3a34ttom:1.5rem!important}.pl-4,.px-4{padding-left:1.5rem!important}.p-5{padding:3rem!important}.pt-5,.py-5{
padding-top:3rem!important}.pr-5,.px-5{padding-right:3rem!important}.pb-5,.py-5{padding-bottom:3rem!important}.pl-5,.px-
5{padding-left:3rem!impor
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kBytes

Timestam
P transferred

2022-05-13 20:17:58 UTC 481

2022-05-13 20:17:58 UTC 486

2022-05-13 20:17:58 UTC 490

2022-05-13 20:17:58 UTC 492

Session ID Source IP
5 192.168.2.3
. kBytes
Ti t
‘mestamp transferred

2022-05-13 20:17:58 UTC 279

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49759

Direction

ouT

Data

Data Raw: 6f 72 74 61 6e 74 7d 2e 6d 74 2d 6d 64 2d 34 2c 2e 6d 79 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a
312e 357265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6d 64 2d 34 2c 2e 6d 78 2d 6d 64 2d 34 7b 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 6d 64 2d 34 2c 2e 6d 79 2d
6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2
d 6d 64 2d 34 2c 2e 6d 78 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72
74 61 6e 74 7d 2e 6d 2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d
6d 64 2d 35 2c 2e 6d 79 2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 2d 74 6f 70

Data Ascii: ortant}.mt-md-4,.my-md-4{margin-top:1.5rem!important}.mr-md-4,.mx-md-4{margin-right:1.5rem!important}.mb-
md-4,.my-md-4{margin-bottom:1.5rem!important}.ml-md-4,.mx-md-4{margin-left:1.5rem!important}.m-md-5{margin:3rem!i
mportant}.mt-md-5,.my-md-5{margin-top

Data Raw: 6¢ 67 2d 34 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74
7d 2e 70 62 2d 6¢ 67 2d 34 2c 2e 70 79 2d 6¢ 67 2d 34 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65
6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 6¢ 67 2d 34 2c 2e 70 78 2d 6¢ 67 2d 34 7b 70 61 64 64 69 6e 67 2d 6¢ 6
566 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d 6¢ 67 2d 35 7b 70 61 64 64 69 6e 67 3a 33 72
65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 74 2d 6¢ 67 2d 35 2c 2e 70 79 2d 6¢ 67 2d 35 7b 70 61 64 64 69 6e 67 2d
74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 72 2d 6¢ 67 2d 35 2c 2e 70 78 2d 6¢ 67 2d 35 7b 70 61
64 64 69 6e 67 2d 72 69 67 68 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e

Data Ascii: Ig-4{padding-right:1.5rem!important}.pb-lg-4,.py-lg-4{padding-bottom:1.5rem!important}.pl-lg-4,.px-lg-4{padd
ing-left:1.5rem!important}.p-lg-5{padding:3rem!important}.pt-Ig-5,.py-lg-5{padding-top:3rem!important}.pr-lg-5,.px-lg-5{
padding-right:3rem!importan

Data Raw: 69 67 6e 3a 6¢ 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 78 6¢ 2d 72 69 67 68 74 7b 74 65
7874 2d 61 6¢ 69 67 6e 3a 72 69 67 68 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 78 6¢ 2d 63 65 6e 74 65
72 7b 74 65 78 74 2d 61 6C 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 74 65 78 74 2d 6¢ 6f
776572 63617365 7b 74 657874 2d 74 72 61 6e 73 66 6f 72 6d 3a 6¢ 6f 77 65 72 63 61 73 65 21 69 6d 70 6f 72 74 6
16e 74 7d2e746578742d 7570706572 63617365 7b 746578 742d 747261 6e 73 66 6f 72 6d 3a 75 70 70 65
7263 61 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 63 61 70 69 74 61 6¢ 69 7a 65 7b 74 65 78 74 2d 74
72 61 6e 73 66 6f 72 6d 3a 63 61 70 69 74 61 6¢ 69 7a 65 21 69 6d 70 6f

Data Ascii: ign:leftlimportant}.text-xI-right{text-align:right!important}.text-x|-center{text-align:center!important}}.text-lowerc
ase{text-transform:lowercase!important}.text-uppercaseftext-transform:uppercase!important}.text-capitalize{text-transfor
m:capitalizelimpo

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP EEIRELL Process
Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://bafybeig37wwrvtsvitcgcglmjnuplpbljy 7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe 7r47omdml3i.ipfs.nftstorage.link/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Timestam
P transferred

2022-05-13 20:17:58 UTC 339

2022-05-13 20:17:58 UTC 340

2022-05-13 20:17:58 UTC 340

2022-05-13 20:17:58 UTC 342

2022-05-13 20:17:58 UTC 343

2022-05-13 20:17:58 UTC 344

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 20:17:58 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

ETag: W/"14d449eb8876fa55elef3c2cc52b0cl7"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/12/2022 06:17:05

CDN-ProxyVer: 1.02

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 864

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: 098c6d868e0b03bf8864e08302556fb5
CDN-Cache: HIT

CF-Cache-Status: HIT

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ae14a548d791f3-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 62 66 0d Oa 2f 2a 21 Oa 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6€ 74 72 69 62 75 74 6f 72
7329 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: 7bbf/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors (https:/
lgithub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE) */!function(t

Data Raw: 28 65 78 70 6f 72 74 73 2c 72 65 71 75 69 72 65 28 22 6a 71 75 65 72 79 22 29 2c 72 65 71 75 69 72 65 28 22
70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26
26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22 2¢c 22 6a 71 75 65 72 79 22 2¢
2270 6f 70 70 65 72 2e 6a 73 22 5d 2¢ 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b 7d 2c 74 2e 6a 51 75 65 72
79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2¢ 6e 29 7h 22 75 73 65 20 7
374726963 7422 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 30 3b 6e 3c 65 2e
6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 5b 6e 5d

Data Ascii: (exports,require(“jquery"),require(“popper.js")):"function"==typeof define&&define.amd?define(["exports","jq
uery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var n=0;n<e.lengt
h;n++){var i=e[n]

Data Raw: 75 6¢ 6¢ 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 7d 2c 72 65 66 6c 6f 77 3a 66 75
6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6f 66 66 73 65 74 48 65 69 67 68 74 7d 2c 74 72 69 67 67 65
725472 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 74 28 6e 29 2e 74 72 69 67 67 65 72
28 65 2e 65 6e 64 29 7d 2¢ 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28
29 7b 72 65 74 75 72 6e 20 42 6f 6f 6¢ 65 61 6e 28 65 29 7d 2c 69 73 45 6¢ 65 6d 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28
7429 7b 726574 75 72 6e 28 74 5b 30 5d 7c 7c 74 29 2e 6e 6f 64 65 54 79 70 65 7d 2c 74 79 70 65 43 68 65 63 6b 43 6
f 6e 66 69 67 3a 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 2¢ 6e 29 7b

Data Ascii: ull}catch(t){return null}},reflow:function(t){return t.offsetHeight} triggerTransitionEnd:function(n){t(n).trigger(e.e
nd)},supportsTransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},typeCheckConfig
:function(t,e,n){

Data Raw: 65 74 75 72 6e 20 65 26 26 28 6e 3d 6f 28 65 29 5b 30 5d 29 2c 6e 7c 7c 28 6e 3d 6f 28 74 29 2e 63 6¢ 6f 73
65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72 69 67 67 65 72 43 6¢ 6f 73 65 45 76 65 6e 74 3d
66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 2e 45 76 65 6 74 28 75 2e 43 4c 4f 53 45 29 3b 72 65 74 75

72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2c 65 7d 2c 65 2e 5f 72 65 6d 6f 76 65 45 6¢ 65 6d 65 6 74 3d 66
75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 5f
29 2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 6f 28 74 29 2e 68 61 73 43 6¢ 61
73 73 28 64 29 3f 6f 28 74 29 2e 6f 6e 65 28 50 2e 54 52 41 4e

Data Ascii: eturn e&&(n=0(e)[0]),n||(n=0(t).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var e=o0.Event(u.CLOSE
);return o(t).trigger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransitionEnd()&&o(t).
hasClass(d)?o(t).one(P.TRAN

Data Raw: 69 6f 22 3d 3d 3d 69 2e 74 79 70 65 29 69 66 28 69 2e 63 68 65 63 6b 65 64 26 26 70 28 74 68 69 73 2e 5f 65
6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 43 29 29 74 3d 21 31 3b 65 6¢ 73 65 7b 76 61 72 20 73 3d 70 28 6e
29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 43 29 7d 69 66 28
74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7C 6e 2e 68 61 73
4174 747269 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7c 69 2e 63 6¢ 61 73 73 4¢ 69 73 74 2e 63 6f 6e 74
61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7c 6e 2e 63 6¢ 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28
226469 73 61 62 6¢ 65 64 22 29 29 72 65 74 75 72 6e 3b 69 2e 63 68 65

Data Ascii: i0"===i.type)if(i.checked&&p(this._element).hasClass(C))t=!1;else{var s=p(n).find(w)[0];s&&p(s).removeClass(
C)}if(t){if(i.hasAttribute("disabled")||n.hasAttribute("disabled")||i.classList.contains("disabled")||n.classList.contains("disabl
ed"))return;i.che
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Timestamp transferred Direction
2022-05-13 20:17:58 UTC 346 IN
2022-05-13 20:17:58 UTC 347 IN
2022-05-13 20:17:58 UTC 348 IN
2022-05-13 20:17:58 UTC 350 IN
2022-05-13 20:17:58 UTC 351 IN
2022-05-13 20:17:58 UTC 352 IN
2022-05-13 20:17:58 UTC 354 IN
2022-05-13 20:17:58 UTC 355 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 70 72 65 76 22 2c 75 3d 22 6¢ 65 66 74 22 2c 66 3d 22 72 69 67 68 74 22 2c 64 3d 7b 53 4c 49 44 45 3a 22 73
6¢C 69 64 65 22 2b 69 2c 53 4c 49 44 3a 22 73 6¢ 69 64 22 2b 69 2¢ 4b 45 59 44 4f 57 4e 3a 22 6b 65 79 64 6f 77 6e 22
2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a
22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2b 69 2¢ 54 4f 55 43 48 45 4e 44 3a 22 74 6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41
44 5f 44 41 54 41 5f 41 50 49 3a 22 6¢ 6f 61 64 22 2b 69 2b 22 2e 64 61 74 61 2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41
54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65
6C 22 2c 67 3d 22 61 63 74 69 76 65 22 2c 70 3d 22 73 6¢ 69

Data Ascii: prev",u="left",f="right",d={SLIDE:"slide"+i,SLID:"slid"+i, KEYDOWN:"keydown"+i, MOUSEENTER:"mouseent
er'+i, MOUSELEAVE:"mouseleave"+i, TOUCHEND:"touchend"+i,LOAD_DATA_API:"load"+i+".data-api",CLICK_DATA_
API:"click"+i+".data-api"},_="carousel",g="active",p="sli

Data Raw: 6¢ 7d 2c 43 2e 63 79 63 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 7c 7c 28 74 68 69 73 2e 5f 69 73 50
6175 73 65 64 3d 21 31 29 2c 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 26 26 28 63 6¢ 65 61 72 49 6e 74 65 72 76 61
6c 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 29 2c 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6C 29 2¢
74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 26 26 21 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 26 2
628 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 73 65 74 49 6e 74 65 72 76 61 6¢ 28 28 64 6f 63 75 6d 65 6e 74 2e 76
69 73 69 62 69 6¢ 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57 68 65 6e 56 69 73 69 62 6¢ 65 3a 74 68 69
73 2e 6e 65 78 74 29 2e 62 69 6e 64 28 74 68 69 73 29 2c 74 68 69 73

Data Ascii: I},C.cycle=function(t){t||(this._isPaused=!1),this._interval&&(clearlnterval(this._interval),this._interval=null),this
._config.interval&&!this._isPaused&&(this._interval=setinterval((document.visibilityState?this.nextWhenVisible:this.next
).bind(this),this

Data Raw: 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 2e 63 79 63 6c 65 28 74 29 7d
2c 35 30 30 2b 65 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 29 7d 29 29 7d 2c 43 2e 5f 6b 65 79 64 6f 77 6e 3d
66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c 74 65 78 74 61 72 65 61 2f 69 2e 74 65 73 74 28 74
2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63 68 28 74 2e 77 68 69 63 68 29 7b 63 61 73 65 20 33
37 3a74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 74 68 69 73 2e 70 72 65 76 28 29 3b 62 72 65 61 6b 3b
63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d
7d 2c 43 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 3d 66 75 6e 63

Data Ascii: meout(function(t){return e.cycle(t)},500+e._config.interval)}))},C._keydown=function(t){if(//input|textarea/
i.test(t.target.tagName))switch(t.which){case 37:t.preventDefault(),this.prev();break;case 39:t.preventDefault(),this.ne
xt()}},C._getltemIndex=func

Data Raw: 26 26 61 26 26 63 29 7b 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e 67 3d 21 30 2c 43 26 26 74 68 69 73 2e 70
6175 73 65 28 29 2c 74 68 69 73 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69 63 61 74 6f 72 45 6¢ 65 6d 65 6e 74 28
63293b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 49 44 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a
63 2c 64 69 72 65 63 74 69 6f 6e 3a 72 2c 66 72 6f 6d 3a 6¢ 2¢c 74 6f 3a 5f 7d 29 3b 50 2e 73 75 70 70 6f 72 74 73 54 72
61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 7
3287029 3f28 74286329 2e 61 64 64 43 6¢ 61 73 73 28 73 29 2¢ 50 2e 72 65 66 6¢ 6f 77 28 63 29 2¢ 74 28 61 29 2e
61 64 64 43 6¢ 61 73 73 28 69 29 2c 74 28 63 29 2e 61 64 64 43 6¢C

Data Ascii: &&a&&c){this._isSliding=10,C&&this.pause(),this._setActivelndicatorElement(c);var I=t.Event(d.SLID,{relatedT
arget:c,direction:r,from:l,to:_});P.supportsTransitionEnd()&&t(this._element).hasClass(p)?(t(c).addClass(s),P.reflow(c),
t(a).addClass(i),t(c).addCl

Data Raw: 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 64 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 79 2e 44
4154 41 5f 53 4c 49 44 45 2c 43 2e 5f 64 61 74 61 41 70 69 43 6¢ 69 63 6b 48 61 6e 64 6¢ 65 72 29 2c 74 28 77 69 6e 64
6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 74 28 79 2e 44 41
54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72 20 65 3d 74 28 74 68 69 73 29 3b
43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 65 2¢ 65 2e 64 61 74 61 28 29 29 7d 29 7d 29
2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 7
374727563 74 6f 72 3d 43 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43

Data Ascii: t(document).on(d.CLICK_DATA_API,y.DATA_SLIDE,C._dataApiClickHandler),t(window).on(d.LOA
D_DATA_API function(){t(y.DATA_RIDE).each(function(){var e=t(this);C._jQueryInterface.call(e,e.data())})}),t.fn[e]=C._jQ
uerylnterface,t.fn[e].Constructor=C,t.fn[e].noC

Data Raw: 73 68 6f 77 28 29 7d 2c 6f 2e 73 68 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 2¢ 73 2¢ 72 3d
74 6869 73 3b 69 66 28 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 26 26 21 74 28 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 26 26 28 74 68 69 73 2e 5f 70 61 72 65 6e 74 26 26
30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 5f 70 61 72 65 6e 74 29 2e 66 69 6e 64
28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6¢ 74 65 72 28 27 5b 64 61 74 61 2d 70 61 72 65 6e 74 3d 22 27 2b 74 68 69
73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2e 6¢ 65 6e 67 74 68 26 26 28 65 3d 6e 75 6¢
6C 29 2c 21 28 65 26 26 28 73 3d 74 28 65 29 2e 6e 6f 74 28 74 68 69 73

Data Ascii: show()},0.show=function(){var e,s,r=this;if('this._isTransitioning&&!t(this._element).hasClass(c)&&(this._pa
rent&&0===(e=t.makeArray(t(this._parent).find(p.ACTIVES)filter([data-parent=""+this._config.parent+"]))).length&&(e=
null),!(e&&(s=t(e).not(this

Data Raw: 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢ 65 6e 67 74 68 3e 30 29 66 6f 72 28 76 61 72 20 73
3d 30 3b 73 3c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢ 65 6e 67 74 68 3b 73 2b 2b 29 7b 76 61 72
2072 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b 73 5d 2c 6f 3d 50 2e 67 65 74 53 65 6¢ 65 63 74 6f
72 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 72 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 3d 6f 29 74 28 6f 29 2e 68 61 73 43 6¢ 61 73
73286329 7c 7c 7428 72 29 2e 61 64 64 43 6¢ 61 73 73 28 64 29 2e 61 74 74 72 28 22 61 72 69 61 2d 65 78 70 61 6€
64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6 69 6e 67 28 21 30 29 3b 76 61 72 20
61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 73 65 74 54 72 61 6e 73

Data Ascii: his._triggerArray.length>0)for(var s=0;s<this._triggerArray.length;s++){var r=this._triggerArray[s],0=P.getS
electorFromElement(r);if(null!'==0)t(0).hasClass(c)||t(r).addClass(d).attr("aria-expanded",!1)}this.setTransitioning(!0);var
a=function(){e.setTrans

Data Raw: 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 50 2e 67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢
65 6d 65 6e 74 28 65 29 3b 72 65 74 75 72 6e 20 6e 3f 74 28 6e 29 5b 30 5d 3a 6e 75 6¢ 6¢ 7d 2c 69 2e 5f 6a 51 75 65
727949 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63
68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 2c 6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6
c3d 7228 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29
3b 69 66 28 21 6f 26 26 6¢ 2e 74 6f 67 67 6¢ 65 26 26 2f 73 68 6f 77 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 26 26 28
6¢ 2e 74 6f 67 67 6¢ 65 3d 21 31 29 2c 6f 7c 7c 28 6f 3d 6e 65 77

Data Ascii: unction(e){var n=P.getSelectorFromElement(e);return n?t(n)[0]:null},i._jQuerylInterface=function(e){return th
is.each(function(){var s=t(this),o=s.data(n),I=r({},a,s.data(),"object"==typeof e&&e);if('o&&I.toggle&&/show|hide/.test(e)&&
(l.toggle=!1),0||(o=new
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Data

Data Raw: 20 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 22 2c 41 3d 22 74
6f 70 2d 73 74 61 72 74 22 2c 62 3d 22 74 6f 70 2d 65 6e 64 22 2c 44 3d 22 62 6f 74 74 6f 6d 2d 73 74 61 72 74 22 2¢ 53
3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2¢c 77 3d 22 72 69 67 68 74 2d 73 74 61 72 74 22 2c 4e 3d 22 6¢ 65 66 74 2d 73
746172 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 66 6¢ 69 70 3a 21 30 2c 62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f
6¢ 6¢ 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75 6d 62 65 72 7c 73 74 72 69 6e 67 7c 66 75
6e 63 74 69 6f 6e 29 22 2¢ 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6e 22 2¢ 62 6f 75 6e 64 61 72 79 3a 22 28 73 74 72 69 6e
67 7c 65 6¢ 65 6d 65 6e 74 29 22 7d 2c 4c 3d 66 75 6e 63 74 69

Data Ascii: .dropdown-item:not(.disabled)",A="top-start",b="top-end",D="bottom-start",S="bottom-end",w="right-start",N=
"left-start",0={offset:0,flip:!0,boundary:"scrollParent"} k={offset:"(number|string|function)" flip:"boolean",boundary:"(string|el
ement)"},L=functi

Data Raw: 28 29 7b 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2¢c 69 29 2c 74 28 74
68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 6f 29 2¢ 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6C 6C 2C
74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 2c 6e 75 6¢ 6¢ 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68
69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d
2c 6¢c 2e 7570 64 61 74 65 3d 66 75 6e 63 74 69 6f 6 28 29 7b 74 68 69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69
73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74
68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6¢ 65

Data Ascii: (){t.removeData(this._element,i),t(this._element).off(0),this._element=null,this._menu=null,null!==this._pop
per&&(this._popper.destroy(),this._popper=null)},l.update=function(){this._inNavbar=this._detectNavbar(),null!'==this._po
pper&&this._popper.schedule

Data Raw: 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 29 3b 69 66 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61
287468 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6¢ 6¢ 29 2¢ 74 28 74 68 69 73 29
2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64
65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 7
228 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2¢
61 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7h 69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e
77 68 69 63 68 26 26 28 22 6b 65 79 75 70 22 21 3d 3d 65 2e 74 79 70

Data Ascii: ar n=t(this).data(i);if(n||(n=new a(this,"object"==typeof e?e:null),t(this).data(i,n)),"string"==typeof e){if("undefin
ed"==typeof n[e])throw new TypeError('No method named "+e+"");n[e](}})},a._clearMenus=function(e){if(!e||3!==e.which&
&("keyup"l==e.typ

Data Raw: 30 21 3d 3d 73 2e 6¢ 65 6e 67 74 68 29 7b 76 61 72 20 72 3d 73 2e 69 6e 64 65 78 4f 66 28 65 2e 74 61 72 67
65 74 29 3b 33 38 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3e 30 26 26 72 2d 2d 2c 34 30 3d 3d 3d 65 2e 77 68 69 63 68
26 26 72 3c 73 2e 6¢ 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2¢ 72 3¢ 30 26 26 28 72 3d 30 29 2c 73 5b 72 5d 2e 66 6f 63
75732829 7d 7d 65 6¢ 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77 68 69 63 68 29 7b 76 61 72 20 6f 3d 74 28 6e 29 2e
66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65 72 28 22 66 6f 63 75 73 22 29 7d 74 28 74 68 69 73
29 2e 7472 69 67 67 65 72 28 22 63 6¢ 69 63 6b 22 29 7d 7d 7d 2c 73 28 61 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56
45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72

Data Ascii: 0!==s.length){var r=s.indexOf(e.target);38===e.which&&r>0&&r--,40===e.which&&r<s.length-1&&r++,r<0&&
(r=0),s[r].focus()}}else{if(27===e.which){var o=t(n).find(E)[0];t(0).trigger("focus")}t(this).trigger(“click")}}},s(a,null,[{key
"VERSION",get:function(){r

Data Raw: 64 3d 22 66 61 64 65 22 2c 5f 3d 22 73 68 6f 77 22 2c 67 3d 7b 44 49 41 4c 4f 47 3a 22 2e 6d 6f 64 61 6¢ 2d
64 69 61 6¢ 6f 67 22 2¢ 44 41 54 41 5f 54 4f 47 47 4c 45 3a 27 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 6d 6f 64 61 6C
22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d 64 69 73 6d 69 73 73 3d 22 6d 6f 64 61 6¢ 22
5d 27 2c 46 49 58 45 44 5f 43 4f 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d 74 6f 70 2¢ 20 2e 66 69 78 65 64 2d 62 6f 74
74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2¢ 20 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 53 54 49 43 4b 59 5f 43 4f 4e 54
45 4e 54 3222 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f 54 4f 47 47 4c 45 52 3a 22 2e 6e 61 76 62 61
72 2d 74 6f 67 67 6¢ 65 72 22 7d 2¢ 70 3d 66 75 6e 63 74 69

Data Ascii: d="fade",_="show",g={DIALOG:".modal-dialog",DATA_TOGGLE:'[data-toggle="modal"],DATA_DISMISS:[dat
a-dismiss="modal"]',FIXED_CONTENT:" fixed-top, .fixed-bottom, .is-fixed, .sticky-top",STICKY_CONTENT:".sticky-
top",NAVBAR_TOGGLER:".navbar-toggler"},p=functi

Data Raw: 6¢ 74 28 29 2c 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 26 26 74 68 69 73 2e 5f 69
735368 6f 77 6e 29 7b 76 61 72 20 69 3d 74 2e 45 76 65 6e 74 28 68 2e 48 49 44 45 29 3b 69 66 28 74 28 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e
69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b
76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2
e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3b 73 26 26 28 74 68 69 73 2e 5f 69 73 54 72 61 6e 73
69 74 69 6f 6e 69 6e 67 3d 21 30 29 2c 74 68 69 73 2e 5f 73 65 74

Data Ascii: It(),!this._isTransitioning&&this._isShown){var i=t.Event(h.HIDE);if(t(this._element).trigger(i),this._isSho
wné&&li.isDefaultPrevented()){this._isShown=!1;var s=P.supportsTransitionEnd()&&t(this._element).hasClass(d);s&&
(this._isTransitioning=!0),this._set

Data Raw: 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72 20 73 3d 74 2e 45 76 65 6e 74 28 68 2e 53 48 4f 57 4e 2c
7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 5f 63 6f 6e 66
69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6¢ 65 6d 65 6€ 74 2e 66 6f 63 75 73 28 29 2c 6e 2e 5f 69 73 54 72 61 6e 73 69
74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 29 7d 3b 69 3f
74 28 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢ 72 29 2e
65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30 29 3a 72 28 29 7d 2c 70 2e 5f 65 6e 66 6f 72 63
65 46 6f 63 75 73 3d 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72

Data Ascii: nforceFocus();var s=t.Event(h.SHOWN {relatedTarget:e}),r=function(){n._config.focus&&n._element.fo
cus(),n._isTransitioning=!1,t(n._element).trigger(s)};i?t(this._dialog).one(P.TRANSITION_END,r).emulate Transit
ionEnd(300):r()},p._enforceFocus=function(){var

Data Raw: 62 61 63 6b 64 72 6f 70 2e 63 6¢ 61 73 73 4e 61 6d 65 3d 75 2c 69 26 26 74 28 74 68 69 73 2e 5f 62 61 63 6b
64 72 6f 70 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2c 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 70 65
6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28
68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63
6b 64 72 6f 70 43 6¢ 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3d 21 31 3a 74 2e 74
6172 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 26 26 28 22 73 74 61 74 69 63 22 3d 3d 3d 6e 2e
5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 3f 6e 2e 5f

Data Ascii: backdrop.className=u,i&&t(this._backdrop).addClass(i),t(this._backdrop).appendTo(document.body),t(
this._element).on(h.CLICK_DISMISS, function(t){n._ignoreBackdropClick?n._ignoreBackdropClick=!1:t.target===t.cu
rrentTarget&&("static"===n._config.backdrop?n._

Page 69 of 82



kBytes

Timestamp transferred Direction
2022-05-13 20:17:58 UTC 367 IN
2022-05-13 20:17:58 UTC 368 IN
2022-05-13 20:17:58 UTC 370 IN
2022-05-13 20:17:58 UTC 371 IN
2022-05-13 20:17:58 UTC 372 IN
2022-05-13 20:17:58 UTC 374 IN
2022-05-13 20:17:58 UTC 375 IN
2022-05-13 20:17:58 UTC 376 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 74 28 69 29 5b 30 5d 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 2c 72 3d 74 28 69 29 2e 63
73732822 706164 6469 6e 67 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28 22 70 61 64 64 69 6e 67 2d
7269 67 687422 2c 73 29 2e 63 73 7328 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 70 61 72 73 65 46 6¢ 6f 61
74 2872 29 2b 65 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78 22 29 7d 29 2c 74 28 67 2e 53 54 49 43
4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 69 29 7b 76 61 72 20 73 3d 74 28 69
29 5b 30 5d 2e 73 74 79 6¢ 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2c 72 3d 74 28 69 29 2e 63 73 73 28 22 6d 61 72 67
69 6e 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28 22 6d 61

Data Ascii: t(i)[0].style.paddingRight,r=t(i).css("padding-right");i(i).data("padding-right",s).css("padding-right",parseFloat(r)+
e._scrollbarWidth+"px")}),t(g.STICKY_CONTENT).each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css("margin-righ
t");t(i).data("ma

Data Raw: 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 72 65 74 75 72 6e 20 74 68 69 73
2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 29 2c
61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6¢ 74 2¢ 74 28 74 68 69 73 29 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74
22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28 73 3d 6e 65 77 20 6f 28 74 68 69 73 2¢ 61 29 2¢c 7
428 746869 73 29 2e 64 61 74 61 28 6e 2¢c 73 29 29 2¢ 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69
66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79
70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65

Data Ascii: yInterface=function(e,i){return this.each(function(){var s=t(this).data(n),a=r({},0.Default,t(this).data(),"object"==t
ypeof e&&e);if(s||(s=new o(this,a),t(this).data(n,s)),"string"==typeof e){if("undefined"==typeof s[e])throw new TypeError('No
method name

Data Raw: 41 55 54 4f 3a 22 61 75 74 6f 22 2c 54 4f 50 3a 22 74 6f 70 22 2c 52 49 47 48 54 3a 22 72 69 67 68 74 22 2¢
42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2c 4c 45 46 54 3a 22 6¢ 65 66 74 22 7d 2¢ 75 3d 7b 61 6e 69 6d 61 74 69 6f
6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 22 20 72 6f 6¢ 65
3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76
2063 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2¢ 74 72 69
67 67 65 72 3a 22 68 6f 76 65 72 20 66 6 63 75 73 22 2c 74 69 74 6¢ 65 3a 22 22 2¢ 64 65 6¢ 61 79 3a 30 2c 68 74 6d
6c 3a 21 31 2c 73 65 6¢ 65 63 74 6f 72 3a 21 31 2¢ 70 6¢ 61

Data Ascii: AUTO:"auto", TOP:"top",RIGHT:"right",BOTTOM:"bottom",LEFT:"left"},u={animation:!0,template:'<div cl
ass="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-inner"></div></div>' trigger:"hover focus" tit
le:™",delay:0,html:!1,selector:!1,pla

Data Raw: 34 33 37 31 0d Oa 75 63 74 6f 72 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65
74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64
61 74 61 28 6e 2c 69 29 29 2c 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69 63 6b 3d 21 69 2e 5f 61 63
74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69 63 6b 2c 69 2e 5f 69 73 57 69 74 68 41 63 74 69 76 65 54 72 69 67 67 65 7
228 29 3f 69 2e 5f 65 6e 74 65 72 28 6e 75 6¢ 6¢ 2¢ 69 29 3a 69 2e 5f 6¢ 65 61 76 65 28 6e 75 6¢ 6¢ 2¢ 69 29 7d 65 6¢ 7
365 7b 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2e 68 61 73 43 6¢ 61 73 73 28
7029 29 72 65 74 75 72 6e 20 76 6f 69 64 20 74 68 69 73 2e 5f 6¢ 65

Data Ascii: 4371uctor(e.currentTarget,this._getDelegateConfig()),t(e.currentTarget).data(n,i)),i._activeTrigger.click=li
._activeTrigger.click,i._isWithActiveTrigger()?i._enter(null,i):i._leave(null,i)}else{if(t(this.getTipElement()).hasClass(p))retur
n void this._le

Data Raw: 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d 65 6e 74 2c 68 3d 74 68 69 73 2e 5f 67 65 74 41 74 74 61 63 68 6d
65 6e 74 28 6¢ 29 3b 74 68 69 73 2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6¢ 61 73 73 28 68 29 3b 76 61 72 20 63
3d 21 31 3d 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 3f 64 6f 63 75 6d 65 6e 74 2e 62 6f 64
79 3a74 28 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 29 3b 74 28 72 29 2e 64 61 74 61 28 74 68
69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2c 74 68 69 73 29 2c 74 2e 63 6f 6e 74 61 69 6e 73
28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d
65 6e 74 2c 74 68 69 73 2e 74 69 70 29 7c 7c 74 28 72 29 2e 61

Data Ascii: .config.placement,h=this._getAttachment(l);this.addAttachmentClass(h);var c=!1===this.config.container?
document.body:t(this.config.container);t(r).data(this.constructor. DATA_KEY,this),t.contains(this.element.ownerDocum
ent.documentElement,this.tip)||t(r).a

Data Raw: 76 65 6e 74 2e 48 49 44 44 45 4e 29 2c 6e 75 6¢ 6¢ 21 3d 3d 6e 2e 5f 70 6f 70 70 65 72 26 26 6e 2e 5f 70 6f
7070 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 65 26 26 65 28 29 7d 3b 74 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 2e
747269 67 67 65 72 28 73 29 2c 73 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 7c 7c 28 74 28 69
29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 70 29 2c 22 6f 6e 74 6f 75 63 68 73 74 61 72 74 22 69 6e 20 64 6f 63 75 6d 65
6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 26 26 74 28 22 62 6f 64 79 22 29 2e 63 68 69 6¢ 64 72 65 6e 28 2
9 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2¢ 6e 75 6¢ 6C 2¢ 74 2e 6e 6f 6f 70 29 2¢ 74 68 69 73 2e 5f 61 63 74 69
76 6554 72 69 67 67 65 72 5b 79 5d 3d 21 31 2c 74 68 69 73 2e

Data Ascii: vent.HIDDEN),null'==n._popper&&n._popper.destroy(),e&&e()};t(this.element).trigger(s),s.isDefaultPrevented()
|I(t(i).removeClass(p),"ontouchstart"in document.documentElement&&t(“body").children().off("mouseover”,null,t.noop),this
._activeTrigger[y]=!1,this.

Data Raw: 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 69 66 28 22 63 6¢ 69 63 6b 22 3d 3d 3d 6e 29 74 28 65 2e
65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 43 4c 49 43 4b 2c 65 2e
63 6f 6e 66 69 67 2e 73 65 6¢ 65 63 74 6f 72 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 2e 74 6f 67
67 6¢ 65 28 74 29 7d 29 3b 65 6¢ 73 65 20 69 66 28 6€ 21 3d 3d 43 29 7b 76 61 72 20 69 3d 6e 3d 3d 3d 45 3f 65 2e 63
6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 45 4e 54 45 52 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f
72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76
65 6e 74 2e 4d 4f 55 53 45 4c 45 41 56 45 3a 65 2e 63 6f 6e 73

Data Ascii: ach(function(n){if("click"===n)t(e.element).on(e.constructor.Event.CLICK,e.config.selector,function(t){return
e.toggle(t)});else if(n!==C){var i=n===E?e.constructor.Event. MOUSEENTER:e.constructor.Event. FOCUSIN,s=n===E?
e.constructor.Event. MOUSELEAVE:e.cons

Data Raw: 6f 72 2e 44 41 54 41 5f 4b 45 59 3b 28 6e 3d 6e 7c 7c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29
2e 64 61 74 61 28 69 29 29 7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 28 65 2e 63 75
72 72 65 6e 74 54 61 72 67 65 74 2¢ 74 68 69 73 2e 5f 67 65 74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c
74 28 65 2e 6375 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 65 26 26 28 6e 2e 5f 61 63
74 69 76 6554 72 69 67 67 65 72 5b 22 66 6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f 54 3a 45 5d 3d 21 31
29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69 76 65 54 72 69 67 67 65 72 28 29 7c 7c 28 63 6¢ 65 61 72 54 69 6d 65 6f
75 74 28 6e 2e 5f 74 69 6d 65 6f 75 74 29 2c 6e 2e 5f 68 6f 76 65 72 53

Data Ascii: or.DATA_KEY;(n=n||t(e.currentTarget).data(i))||(n=new this.constructor(e.currentTarget,this._getDelegateConf
ig()).t(e.currentTarget).data(i,n)),e&&(n._activeTrigger[‘focusout'===e.type?T:E]=!1),n._isWithActiveTrigger()||(clearTi
meout(n._timeout),n._hoverS
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Data

Data Raw: 6d 6f 76 65 43 6¢ 61 73 73 28 67 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 3d 21
312c 74 68 69 73 2e 68 69 64 65 28 29 2c 74 68 69 73 2e 73 68 6 77 28 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61
6e 69 6d 61 74 69 6f 6e 3d 6e 29 7d 2c 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f
6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d
742874 6869 73 29 2e 64 61 74 61 28 69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65
3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70 6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 29 26 26 28 6e 7c 7c 28 6e
3d 6e 65 77 20 61 28 74 68 69 73 2c 73 29 2c 74 28 74 68 69 73 29 2e

Data Ascii: moveClass(g),this.config.animation=!1,this.hide(),this.show(),this.config.animation=n)},a._jQueryInterface=f
unction(e){return this.each(function(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||!/dispose|hide/.test(e))&&(n||
(n=new a(this,s),t(this).

Data Raw: 53 4f 55 54 3a 22 66 6f 63 75 73 6f 75 74 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65
6e 74 65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2b 69 7d 2c 67 3d 66 75
6e 63 74 69 6f 6e 28 72 29 7b 76 61 72 20 6f 2c 67 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29 7b 72 65 74 75 72 6e 20 72
2e 6170 70 6¢ 79 28 74 68 69 73 2¢ 61 72 67 75 6d 65 6e 74 73 29 7c 7c 74 68 69 73 7d 67 3d 72 2¢ 28 6f 3d 70 29 2e 7
0 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f 74 79 70 65 29 2c 6f 2e 70 7
2 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 6f 2c 6f 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 67 3b 76 61 72 20 6d
3d 70 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20

Data Ascii: SOUT:"focusout"+i,MOUSEENTER:"mouseenter"+i,MOUSELEAVE:"mouseleave"+i},g=function(r){var
0,g;function p(){return r.apply(this,arguments)||this}g=r,(0=p).prototype=Object.create(g.prototype),o.prototype.constr
uctor=0,0.__proto__=g;var m=p.prototype;return

Data Raw: 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 7d 7d 2c 7b 6b 65 79 3a 22 44 41 54 41 5f 4b 45 59 22
2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7d 7d 2c 7b 6b 65 79 3a 22 45 76 65 6e 74 22
2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65 79 3a 22 45 56 45 4e 54 5f
4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 7d 7d 2c 7b 6b 65 79 3a 22 44 65 6
661 75 6¢ 74 54 79 70 65 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 68 7d 7d 5d 29 2c 70
7d 28 55 29 3b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c
74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 67 2c 74

Data Ascii: unction(){return e}},{key:"DATA_KEY",get:function(){return n}} {key:"Event",get:function(){return _}} {key:"
EVENT_KEY",get:function(){return i} {key:"DefaultType",get:function(){return h}}]),p}(U);return t.fn[e]=g._jQueryInterf
ace,t.fn[e].Constructor=g,t

Data Raw: 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e
74 3d 3d 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 77 69 6e 64 6f 77 3f 64 3a 5f 2¢ 69 3d 22 61 75
74 6f 22 3d 3d 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67
2e 6d 65 74 68 6f 64 2c 73 3d 69 3d 3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 28 29 3a 30 3b 74
68 69 73 2e 5f 6f 66 66 73 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 73
63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6C 48 65 69 67 68 74 28 29 2¢ 74 2e 6d 61
6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 5f 73 65 6¢

Data Ascii: on(){var e=this,n=this._scrollElement===this._scrollElement.window?d:_,i="auto"===this._config.method?n:this
._config.method,s=i===_"?this._getScrollTop():0;this._offsets=[],this._targets=[] this._scrollHeight=this._getScrollHeigh
t(),t. makeArray(t(this._sel

Data Raw: 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 2e
68 65 69 67 68 74 7d 2c 67 2e 5f 70 72 6f 63 65 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69
73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 28 29 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2c 65 3d
74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 28 29 2c 6e 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f
66 66 73 65 74 2b 65 2d 74 68 69 73 2e 5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29 3b 69 66 28 74 68 69 73
2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73 68 28 29 2c 74 3e 3d 6e 2
97b 76 61 72 20 69 3d 74 68 69 73 2e 5f 74 61 72 67 65 74 73 5b

Data Ascii: rollElement.getBoundingClientRect().height},g._process=function(){var t=this._getScrollTop()+this._config.of
fset,e=this._getScrollHeight(),n=this._config.offset+e-this._getOffsetHeight();if(this._scrollHeight!==e&&this.refresh(),t>=n)
{var i=this._targets[

Data Raw: 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 69 5b 65 5d
2974 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27
2b 65 2b 27 22 27 29 3b 69 5b 65 5d 28 29 7d 7d 29 7d 2c 73 28 6f 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52 53
49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65
79 3a 22 44 65 66 61 75 6¢ 74 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 7d 7d 5d 29 2
¢ 6f 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49
2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 65

Data Ascii: ypeof e){if("undefined"==typeof i[e])throw new TypeError('No method named "+e+"");i[e]()}})},s(o,null,[{ke
y:"VERSION",get:function(){return“4.0.0"}} {key:"Default",get:function(){return a}}]),0}();return t(window).on(h.LOAD_DA
TA_API function(){for(var e

Data Raw: 69 26 26 74 28 69 29 2e 74 72 69 67 67 65 72 28 63 29 2c 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e
747269 67 67 65 72 28 75 29 2c 21 75 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 26 26 21 63 2e
69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 6f 26 26 28 6e 3d 74 28 6f 29 5b 30 5d 29 2c 74 68
69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6€ 74 2¢ 73 29 3b 76 61 72 20 67 3d 66 75 6€ 6
374 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e 2c 7b 72 65 6¢ 61 74 65 64
54 61 72 67 65 74 3a 65 2e 5f 65 6¢ 65 6d 65 6€ 74 7d 29 2c 73 3d 74 2e 45 76 65 6e 74 28 72 2e 53 48 4f 57 4e 2¢c 7h
72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 69 7d 29 3b 74 28 69 29 2e 74

Data Ascii: i&&t(i).trigger(c),t(this._element).trigger(u),!u.isDefaultPrevented()&&!c.isDefaultPrevented()){o&&(n=t(o)[
0]),this._activate(this._element,s);var g=function(){var n=t.Event(r.HIDDEN {relatedTarget:e._element}),s=t.Event(r.SHOW
N {relatedTarget:i});t(i).t

Data Raw: 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 5d 29 2c 6e 7d 28 29 3b 72 65 74 75
72 6e 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 72 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c¢ 67 2c 66 75 6e
63 74 69 6f 6e 28 65 29 7b 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 76 2e 5f 6a 51 75 65 72 79 49 6e
74 6572 66 61 63 65 2e 63 61 6¢ 6¢ 28 74 28 74 68 69 73 29 2c 22 73 68 6f 77 22 29 7d 29 2c 74 2e 66 6e 2e 74 61 62
3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e 43 6f 6e 73 74 7275 63 74 6f 7
2 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72
6e 20 74 2e 66 6e 2e 74 61 62 3d 69 2c 76 2e 5f 6a 51 75 65 72 79

Data Ascii: nction(){return“4.0.0"}}]),n}();return t(document).on(r.CLICK_DATA_API,g,function(e){e.preventDefault(),v._j
QuerylInterface.call(t(this),"show")}),t.fn.tab=v._jQuerylInterface,t.fn.tab.Constructor=v,t.fn.tab.noConflict=function(){return
t.fn.tab=i,v._jQuery

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
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Session ID Source IP
6 192.168.2.3
. kBytes
Ti t
imestamp transferred
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Copyright Joe Security LLC 2022

Source Port

49762

Direction

ouT

Destination

Destination IP Process

Port
104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1

Host: cdnjs.cloudflare.com

Connection: keep-alive

Origin: https://bafybeig37wwrvtsvitcqcglmjnuplpbljy7kgbu6zdtjuxe7r47omdml3i.ipfs.nftstorage.link
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdml3i.ipfs.nftstorage.link/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 20:17:58 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=30672000

ETag: W/"5eb03fa9-4af4"

Last-Modified: Mon, 04 May 2020 16:15:37 GMT

cf-cdnjs-via: cfworker/kv

Cross-Origin-Resource-Policy: cross-origin

Timing-Allow-Origin: *

X-Content-Type-Options: nosniff

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT

Age: 86327

Expires: Wed, 03 May 2023 20:17:58 GMT

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.comVreport\\w3?s=RnUkwTjbK%2Bwxo7UV5iT Tmg5kEffIPO
IfehC5elbgMmnS0iU%2FSL3eeYMUKD95DL33nV4vRz7IM3%2FW5jB%2F2n3Xst02c9walxNEOQLyjazyTZ78STpl5i
rDEQXREaYb6kbfug5s8iiT"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}

Strict-Transport-Security: max-age=15780000

Server: cloudflare

CF-RAY: 70ae14a58f026904-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 39 36 39 0d Oa 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76
6f 6¢ 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63
65 6e 73 65 20 28 6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f
75 72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74
29 7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27
21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63
74 69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6€ 65 26

Data Ascii: 1969/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'fun
ction'==typeof define&

Data Raw: 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b
66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69
6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 65 29 7d 66 75 6€ 63 74 69 6f 6 20 74 28 65 2¢
7429 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65 74 4
3 6f6d 70 75 74 65 64 53 74 79 6¢ 65 28 65 2¢ 6 75 6¢ 6¢ 29 3b 72 65 74 75 72 6€ 20 74 3f 6f 5b 74 5d 3a 6f 7d 66 75 6
e 63 74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65 3a
65 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74 7d 66

Data Ascii: t()})(this,function(){'use strict';function e(e){return e&&'[object Function]'==={}.toString.call(e)}function t(e,t){i
f(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}

Data Raw: 4c 27 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65
6e 74 45 6¢ 65 6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6 74 2e 73 63 72 6f 6¢ 6¢ 69 6 67 45 6C 65
6d 65 6e 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 74 69 6f
6e 20 6¢ 28 65 2¢ 74 29 7b 76 61 72 20 6f 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64
203021 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2c 69 3d 61 28 74 2c 27
74 6f 70 27 29 2c 6e 3d 61 28 74 2c 27 6¢ 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 74 6f
70 2b 3d 69 2a 72 2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 72 2c 65

Data Ascii: L'===i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement||n;return r[o]}return
e[o]}function I(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top"),n=a(t, left'),r=0?-
1:1;return e.top+=i*r,e.bottom+=i*r,e
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Data

Data Raw: 48 54 4d 4c 27 3d 3d 3d 6f 2e 6e 6f 64 65 4e 61 6d 65 2¢c 70 3d 67 28 65 29 2¢ 73 3d 67 28 6f 29 2c 64 3d 6e
2865 29 2c 61 3d 74 28 6f 29 2¢ 66 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 61 2e 62 6f 72 64 65 72 54 6f 70 57 69 64 74 68
2¢ 313029 2c 6d 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 61 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 2¢ 31 30 29
2c 68 3d 63 28 7b 74 6f 70 3a 70 2e 74 6f 70 2d 73 2e 74 6f 70 2d 66 2c 6¢ 65 66 74 3a 70 2e 6¢ 65 66 74 2d 73 2e 6¢ 65
66 74 2d 6d 2c 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 29 3b 69 66
28 68 2e 6d 61 72 67 69 6e 54 6f 70 3d 30 2c 68 2e 6d 61 72 67 69 6e 4c 65 66 74 3d 30 2c 21 69 26 26 72 29 7b 76 61 7
220753d 706172 73 65 46 6¢ 6f 61 74 28 61 2e 6d 61 72 67 69

Data Ascii: HTML'===0.nodeName,p=g(e),s=g(0),d=n(e),a=t(0),f=parseFloat(a.borderTopWidth,10),m=parseFloat(a.bo
rderLeftWidth,10),h=c({top:p.top-s.top-f,left:p.left-s.left-m,width:p.width,height:p.height});if(h.marginTop=0,h.marginL
eft=0,!i&&r){var u=parseFloat(a.margi

Data Raw: 2d 31 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 27 61 75 74 6f 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20
70 3d 79 28 6f 2c 69 2¢ 72 2¢ 6e 29 2¢ 73 3d 7b 74 6f 70 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67
68 74 3a 74 2e 74 6f 70 2d 70 2e 74 6f 70 7d 2c 72 69 67 68 74 3a 7b 77 69 64 74 68 3a 70 2e 72 69 67 68 74 2d 74 2e
72 69 67 68 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 2c 62 6f 74 74 6f 6d 3a 7b 77 69 64 74 68 3a 70 2e 7
769 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 74 6f 6d 7d 2c 6¢ 65 66 74 3a 7b 77 69 6
474 68 3a 74 2e 6¢ 65 66 74 2d 70 2e 6¢ 65 66 74 2¢ 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 7d 2c 64 3d 4f 62
6a 65 63 74 2e 6b 65 79 73 28 73 29 2e 6d 61 70 28 66 75 6e 63 74

Data Ascii: -1===e.indexOf(‘auto’))return e;var p=y(0,i,r,n),s={top:{width:p.width,height:.top-p.top},right:{width:p.right-t.righ
t,height:p.height},bottom:{width:p.width,height:p.bottom-t.bottom}, left:{width:t.left-p.left,height:p.height}},d=Object.
keys(s).map(funct

Data Raw: 69 6e 64 65 78 4f 66 28 69 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 6f 2c 69 29 7b 76 61 72 20 6e 3d 76
6f 69 64 20 30 3d 3d 3d 69 3f 74 3a 74 2e 73 6¢ 69 63 65 28 30 2c 44 28 74 2¢ 27 6e 61 6d 65 27 2c 69 29 29 3b 72 65
747572 6e 20 6e 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 74 69 6f 6e 27
5d 26 26 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6 60 20 69 73 20
64 65 70 72 65 63 61 74 65 64 2c 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 61 72 20 69 3d
74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 7c 7c 74 2e 66 6e 3b 74 2e 65 6e 61 62 6¢ 65 64 26 26 65 28 69 29 26 26 28 6f
2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 6f 2e 6f 66 66

Data Ascii: indexOf(i)}function C(t,0,i){var n=void 0===i?t:t.slice(0,D(t,'/name',i));return n.forEach(function(t){t['function’]&&c
onsole.warn("“modifier.function” is deprecated, use “modifier.fn’!");var i=t['function]||t.fn;t.enabled&&e(i)&&(0.offse
ts.popper=c(o.off

Data Raw: 33 31 38 62 0d Oa 2e 72 65 66 65 72 65 6e 63 65 2c 65 2e 70 6¢ 61 63 65 6d 65 6e 74 29 2c 65 2e 6f 66 66 73
6574 73 2e 70 6f 70 70 65 72 2e 70 6f 73 69 74 69 6f 6e 3d 27 61 62 73 6f 6¢ 75 74 65 27 2¢ 65 3d 43 28 74 68 69 73 2e
6d 6f 64 69 66 69 65 72 73 2c 65 29 2c 74 68 69 73 2e 73 74 61 74 65 2e 69 73 43 72 65 61 74 65 64 3f 74 68 69 73 2e 6f
70 74 69 6f 6e 73 2e 6f 6e 55 70 64 61 74 65 28 65 29 3a 28 74 68 69 73 2e 73 74 61 74 65 2e 69 73 43 72 65 61 74 65
64 3d 21 30 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 6f 6e 43 72 65 61 74 65 28 65 29 29 7d 7d 66 75 6e 63 74 69 6f 6e
20 6b 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 65 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f
3d 65 2e 6e 61 6d 65 2¢ 69 3d 65 2e 65 6e 61 62 6¢ 65 64 3b 72

Data Ascii: 318b.reference,e.placement),e.offsets.popper.position="absolute',e=C(this.modifiers,e),this.state.isCreated?
this.options.onUpdate(e):(this.state.isCreated=!0,this.options.onCreate(e))}}function k(e,t){return e.some(function(e){var
o=e.name,i=e.enabled;r

Data Raw: 20 4d 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 42 28 65 29 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65
6e 65 72 28 27 72 65 73 69 7a 65 27 2¢c 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 29 2c 74 2e 73 63 72 6f 6¢ 6¢ 50 61 72
65 6e 74 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7h 65 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c
69 73 74 65 6e 65 72 28 27 73 63 72 6f 6¢ 6¢ 27 2¢ 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 29 7d 29 2¢c 74 2e 7570 64 6
174 65 42 6f 75 6e 64 3d 6e 75 6¢ 6¢ 2¢ 74 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 73 3d 5b 5d 2c 74 2e 73 63 72 6f 6¢ 6
¢ 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 2e 65 76 65 6e 74 73 45 6e 61 62 6¢ 65 64 3d 21 31 2¢c 74 7d 66 75 6e 63 74
69 6f 6e 20 52 28 29 7b 74 68 69 73 2e 73 74 61 74 65 2e 65 76 65

Data Ascii: M(e,t){return B(e).removeEventListener(‘resize',t.updateBound),t.scrollParents.forEach(function(e){e.remove
EventListener('scroll',t.updateBound)}) t.updateBound=null,t.scrollParents=[] t.scrollElement=null t.eventsEnabled=!1,t}
function R(){this.state.eve

Data Raw: 61 75 6¢ 74 3a 73 3d 69 3b 7d 76 61 72 20 64 3d 63 28 73 29 3b 72 65 74 75 72 6e 20 64 5b 74 5d 2f 31 30 30
2a727d 69 66 28 27 76 68 27 3d 3d 3d 70 7c 7c 27 76 77 27 3d 3d 3d 70 29 7b 76 61 72 20 61 3b 72 65 74 75 72 6e 20
61 3d 27 76 68 27 3d 3d 3d 70 3f 4a 28 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6¢C
69 65 6e 74 48 65 69 67 68 74 2c 77 69 6e 64 6f 77 2e 69 6e 6e 65 72 48 65 69 67 68 74 7c 7c 30 29 3a 4a 28 64 6f 63
75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6¢ 69 65 6e 74 57 69 64 74 68 2¢ 77 69 6e 64 6f 7
7 2e 69 6e 6e 65 72 57 69 64 74 68 7c 7c 30 29 2¢c 61 2f 31 30 30 2a 72 7d 72 65 74 75 72 6e 20 72 7d 66 75 6e 63 74 69
6f 6e 20 7a 28 65 2c 74 2c¢ 6f 2¢ 69 29 7b 76 61 72 20 6e 3d 5b 30

Data Ascii: ault:s=i;}var d=c(s);return d[t]/100*r}if(vh'===p||'vw'===p){var a;return a="vh'===p?J(document.documentEle
ment.clientHeight,window.innerHeight||0):J(document.documentElement.clientWidth,window.innerWidth||0),a/100*r}return
rHunction z(e,t,0,i){var n=[0

Data Raw: 77 26 26 27 75 6e 64 65 66 69 6e 65 64 27 21 3d 74 79 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 2c 5a 3d 5b 27
45 64 67 65 27 2c 27 54 72 69 64 65 6e 74 27 2¢c 27 46 69 72 65 66 6f 78 27 5d 2¢ 24 3d 30 2¢ 65 65 3d 30 3b 65 65 3¢
5a 2e 6¢ 65 6e 67 74 68 3b 65 65 2b 3d 31 29 69 66 28 51 26 26 30 3c 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41
67 65 6e 74 2e 69 6e 64 65 78 4f 66 28 5a 5b 65 65 5d 29 29 7h 24 3d 31 3b 62 72 65 61 6b 7d 76 61 72 20 69 2c 74 65
3d 51 26 26 77 69 6e 64 6f 77 2e 50 72 6f 6d 69 73 65 2c 6f 65 3d 74 65 3f 66 75 6e 63 74 69 6f 6€ 28 65 29 7h 76 61 72
20 74 3d 21 31 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 74 7c 7c 28 74 3d 21 30 2c 77 69 6e 64 6f 77
2e 50 72 6f 6d 69 73 65 2e 72 65 73 6f 6¢ 76 65 28 29 2e 74 68 65 6e

Data Ascii: w&&'undefined'!=typeof document,Z=['Edge’, Trident','Firefox],$=0,ee=0;ee<Z.length;ee+=1)if(Q&&0<
=navigator.userAgent.indexOf(Z[ee])){$=1;break}var i,te=Q&&window.Promise,oe=te?function(e){var t=!1;return function()
{t||(t=!0,window.Promise.resolve().then

Data Raw: 2c 72 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75
6d 65 6e 74 73 5b 32 5d 3f 61 72 67 75 6d 65 6e 74 73 5b 32 5d 3a 7b 7d 3b 6e 65 28 74 68 69 73 2c 74 29 2c 74 68 69
73 2e 73 63 68 65 64 75 6¢ 65 55 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 65 71 75
65 73 74 41 6e 69 6d 61 74 69 6f 6e 46 72 61 6d 65 28 6e 2e 75 70 64 61 74 65 29 7d 2c 74 68 69 73 2e 75 70 64 61 74
65 3d 6f 65 28 74 68 69 73 2e 75 70 64 61 74 65 2e 62 69 6e 64 28 74 68 69 73 29 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e
73 3d 73 6528 7b 7d 2c 74 2e 44 65 66 61 75 6¢ 74 73 2c 72 29 2¢c 74 68 69 73 2e 73 74 61 74 65 3d 7b 69 73 44 65 73
74 72 6f 79 65 64 3a 21 31 2c 69 73 43 72 65 61 74 65 64 3a 21 31 2c

Data Ascii: ,r=2<arguments.length&&void 0!==arguments[2]?arguments[2]:{};ne(this,t),this.scheduleUpdate=function()
{return requestAnimationFrame(n.update)},this.update=oe(this.update.bind(this)),this.options=se({},t. Defaults,r),this.state=
{isDestroyed:!1,isCreated:!1,
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Session ID Source IP
7 192.168.2.3
. kBytes
Timestam,
! P transferred

2022-05-13 20:17:58 UTC 388

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49766

Direction

ouT

Data

Data Raw: 72 73 3a 7b 73 68 69 66 74 3a 7b 6f 72 64 65 72 3a 31 30 30 2c 65 6e 61 62 6¢ 65 64 3a 21 30 2c 66 6e 3a 66
75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 2e 70 6¢ 61 63 65 6d 65 6e 74 2¢ 6f 3d 74 2e 73 70 6¢ 69 74 28
27 2d 27 29 5b 30 5d 2c 69 3d 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 31 5d 3b 69 66 28 69 29 7b 76 61 72 20 6e 3d 65
2e 6f 66 66 73 65 74 73 2¢ 72 3d 6e 2e 72 65 66 65 72 65 6e 63 65 2c 70 3d 6e 2e 70 6f 70 70 65 72 2c 73 3d 2d 31 21 3
d 3d 5b 27 62 6f 74 74 6f 6d 27 2c 27 74 6f 70 27 5d 2e 69 6e 64 65 78 4f 66 28 6f 29 2¢ 64 3d 73 3f 27 6¢ 65 66 74 27 3a
27 74 6f 70 27 2c 61 3d 73 3f 27 77 69 64 74 68 27 3a 27 68 65 69 67 68 74 27 2c 6¢ 3d 7b 73 74 61 72 74 3a 70 65 28 7
b 7d 2c 64 2c 72 5b 64 5d 29 2c 65 6e 64 3a 70 65 28 7b 7d 2c 64

Data Ascii: rs:{shift:{order:100,enabled:!0,fn:function(e){var t=e.placement,o=t.split('-")[0],i=t.split(*-")[1];if(i}{var n=e.off
sets,r=n.reference,p=n.popper,s=-1!==['bottom’,'top'].indexOf(0),d=s?'left":'top',a=s?'width":'height',|={start:pe({},d,r[d]),end:
pe({}d

Data Raw: 3e 72 28 69 5b 73 5d 29 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 64 5d 3d 72 28 69 5b 73
5d 29 29 2¢ 65 7d 7d 2c 61 72 72 6f 77 3a 7b 6f 72 64 65 72 3a 35 30 30 2c 65 6e 61 62 6¢ 65 64 3a 21 30 2c 66 6e 3a
66 75 6e 63 74 69 6f 6e 28 65 2¢ 6f 29 7b 76 61 72 20 69 3b 69 66 28 21 46 28 65 2e 69 6e 73 74 61 6e 63 65 2e 6d 6f
64 69 66 69 65 72 73 2¢ 27 61 72 72 6f 77 27 2c 27 6b 65 65 70 54 6f 67 65 74 68 65 72 27 29 29 72 65 74 75 72 6e 20 6
53b 76 61 72 20 6e 3d 6f 2e 65 6¢ 65 6d 65 6e 74 3b 69 66 28 27 73 74 72 69 6e 67 27 3d 3d 74 79 70 65 6f 66 20 6e 29
7b 69 66 28 6e 3d 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 6e
29 2c 21 6e 29 72 65 74 75 72 6e 20 65 3b 7d 65 6¢ 73 65 20 69 66 28

Data Ascii: >r(i[s])&&(e.offsets.popper[d]=r(i[s])),e}},arrow:{order:500,enabled:!0,fn:function(e,0){var i;if(!F(e.instance.modifi
ers,'arrow’,'keepTogether'))return e;var n=o.element;if(‘string'==typeof n){if(n=e.instance.popper.querySelector(n),!n)return
e;}else if(

Data Raw: 45 52 43 4c 4f 43 4b 57 49 53 45 3a 70 3d 71 28 69 2c 21 30 29 3b 62 72 65 61 6b 3b 64 65 66 61 75 6¢ 74 3a
703d 74 2e 62 65 68 61 76 69 6f 72 3b 7d 72 65 74 75 72 6e 20 70 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e
2873 2c 64 29 7b 69 66 28 69 21 3d 3d 73 7c 7c 70 2e 6¢ 65 6e 67 74 68 3d 3d 3d 64 2b 31 29 72 65 74 75 72 6e 20 65
3b 69 3d 65 2e 70 6¢ 61 63 65 6d 65 6e 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d 2c 6e 3d 78 28 69 29 3b 76 61 72
20 61 3d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 2c 6¢ 3d 65 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 72 65 6e 63
65 2c 66 3d 58 2c 6d 3d 27 6¢ 65 66 74 27 3d 3d 3d 69 26 26 66 28 61 2e 72 69 67 68 74 29 3e 66 28 6¢ 2e 6¢ 65 66 74
29 7c 7c 27 72 69 67 68 74 27 3d 3d 3d 69 26 26 66 28 61 2e 6¢ 65 66

Data Ascii: ERCLOCKWISE:p=q(i,!0);break;default:p=t.behavior;}return p.forEach(function(s,d){if(i'==s||p.length===d+1)re
turn e;i=e.placement.split(-)[0],n=x(i);var a=e.offsets.popper,|=e.offsets.reference,f=X,m="left ===i&&f(a.right)>f(l.left)||'ri
ght'===i&&f(a.lef

Data Raw: 66 6c 6f 77 27 3d 3d 3d 65 2e 6e 61 6d 65 7d 29 2e 62 6f 75 6e 64 61 72 69 65 73 3b 69 66 28 74 2e 62 6f 74
74 6f 6d 3c 6f 2e 74 6f 70 7c 7c 74 2e 6¢ 65 66 74 3e 6f 2e 72 69 67 68 74 7c 7c 74 2e 74 6f 70 3e 6f 2e 62 6f 74 74 6f 6d
7c 7c 74 2e 72 69 67 68 74 3c 6f 2e 6¢ 65 66 74 29 7h 69 66 28 21 30 3d 3d 3d 65 2e 68 69 64 65 29 72 65 74 75 72 6e
20 65 3b 65 2e 68 69 64 65 3d 21 30 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 2d 6f 75 74 2d 6f 66 2d 62 6f 75
6e 64 61 72 69 65 73 27 5d 3d 27 27 7d 65 6¢ 73 65 7b 69 66 28 21 31 3d 3d 3d 65 2e 68 69 64 65 29 72 65 74 75 72 6e
20 65 3b 65 2e 68 69 64 65 3d 21 31 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 2d 6f 75 74 2d 6f 66 2d 62 6f 75 6
e 64 617269 6573 27 5d 3d 21 31 7d 72 65 74 75 72 6e 20 65 7d

Data Ascii: flow'===e.name}).boundaries;if(t.bottom<o.topl||t.left>0.right||t.top>0.bottom||t.right<o.left){if('0===e.hide)return
e;e.hide=!0,e.attributes['x-out-of-boundaries']|="}else{if(!1===e.hide)return e;e.hide=!1,e.attributes['x-out-of-boundari
es']=!1}return e}

Data Raw: 65 72 2c 65 2e 61 74 74 72 69 62 75 74 65 73 29 2c 65 2e 61 72 72 6f 77 45 6¢ 65 6d 65 6e 74 26 26 4f 62 6a
65 63 74 2e 6b 65 79 73 28 65 2e 61 72 72 6f 77 53 74 79 6¢ 65 73 29 2e 6¢ 65 6e 67 74 68 26 26 59 28 65 2e 61 72 72
6f 77 45 6¢ 65 6d 65 6e 74 2c 65 2e 61 72 72 6f 77 53 74 79 6¢ 65 73 29 2c 65 7d 2c 6f 6e 4c 6f 61 64 3a 66 75 6e 63 74
69 6f 6e 28 65 2c 74 2c 6f 2¢ 69 2c 6e 29 7b 76 61 72 20 72 3d 4f 28 6e 2c 74 2¢ 65 29 2c¢ 70 3d 76 28 6f 2e 70 6¢ 61 63
65 6d 65 6e 74 2c 72 2¢ 74 2c 65 2c 6f 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6¢ 69 70 2e 62 6f 75 6e 64 61 72 69 65 73 45
6c 65 6d 65 6e 74 2c 6f 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6¢ 69 70 2e 70 61 64 64 69 6e 67 29 3b 72 65 74 75 72 6e
2074 2e 736574 4174 74 72 69 62 75 74 65 28 27 78 2d 70 6¢

Data Ascii: er,e.attributes),e.arrowElement&&Object.keys(e.arrowStyles).length&&Y (e.arrowElement,e.arrowStyles
),e},onLoad:function(e,t,0,i,n){var r=O(n,t,e),p=v(0.placement,r,t,e,o.modifiers.flip.boundariesElement,0.modifiers.flip
.padding);return t.setAttribute(‘x-pl

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esanation Process
Port
104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1

Host: stackpath.bootstrapcdn.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bafybeig37wwrvtsvitcqcglmjnuplpbliy7kgbu6zdtjuxe7r47omdml3i.ipfs.nftstorage.link/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 13 May 2022 20:17:58 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 11/15/2021 23:30:00

CDN-ProxyVer: 1.0

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 723

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: a35b0179a28ed953258d0fb41376a09c
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 6413957

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 70ael4a5ae389bd0-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 64 65 0d Oa 2f 2a 21 Oa 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31
31 2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69
74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f
72 73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53
45 29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28

Data Ascii: 7bde/*! * Bootstrap v4.1.3 (https://getbootstrap.com/) * Copyright 2011-2018 The Bootstrap Authors (https:
/lgithub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE) */!function(

Data Raw: 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f
66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22 2¢
22 6a7175657279 22 2c 2270 6f 707065 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b
7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2¢
6829 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 61 72
20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65
72 61 62 6¢ 65 3d 69 2e 65 6e 75 6d 65 72 61 62 6¢ 65 7C 7C 21 31

Data Ascii: uire(“popper.js")):“function"==typeof define&&define.amd?define(["exports”,“jquery","popper.js"],e):e(t.boot
strap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.
enumerable=i.enumerable||!1

Data Raw: 66 6e 2c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2¢ 79 6e 2¢ 45 6e 2c 43 6e 2c 54 6e 2c 62 6e 2¢
53 6e 2c 49 6e 2¢ 41 6e 2¢c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2c 6b 6e 2c 50 6e 2c 6a 6e 2¢ 48 6e 2c 4c 6e 2¢ 52 6e 2¢ 78
6e 2c 57 6e 2c 55 6e 2c 71 6e 2c 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 61 72 20 65 3d 22 74 72 61 6e 73 69
74 69 6f 6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 21 31 3b
72 65 74 75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6¢ 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢ 66 75 6e 6
3 74 69 6f 6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7h 6e 7c 7c
6¢C 2e 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64

Data Ascii: fn,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On,kn,Pn,jn,Hn,Ln,Rn,xn,Wn,Un,gn,Fn=function(i)
{var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(. TRANSITION_END,function(){n=!0}),setTimeout
(function(){n||l.triggerTransitionEnd

Data Raw: 6¢ 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 74 68
69 7329 29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6¢ 65 4f 62 6a 2e 68 61 6e 64 6¢ 65 72 2e 61 70 70 6¢ 79 28 74 68
69 73 2¢ 61 72 67 75 6d 65 6€ 74 73 29 7d 7d 2c 6¢ 7d 28 65 29 2c 4b 6e 3d 28 6e 3d 22 61 6¢ 65 72 74 22 2c 61 3d 22
2e 22 2b 28 6f 3d 22 62 73 2e 61 6¢ 65 72 74 22 29 2c 63 3d 28 72 3d 65 29 2e 66 6e 5b 6e 5d 2¢ 75 3d 7b 43 4c 4f 53
45 3a 22 63 6¢ 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6¢ 6f 73 65 64 22 2b 61 2¢ 43 4c 49 43 4b 5f 44 41 54 41
5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 66 3d 22 61 6¢ 65 72 74 22 2C 64
3d 22 66 61 64 65 22 2c 67 3d 22 73 68 6f 77 22 2c 5f 3d 66 75 6e 63 74

Data Ascii: le:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply(this,arguments)}},l}(e),Kn=(n="alert",a="."+(o
="bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a,CLICK_DATA_API:"click"+a+".data-api"},f="alert

" ,d="fade",g="show",_=funct

Data Raw: 29 2c 72 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 75 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c¢ 27 5b
6461 74 61 2d 64 69 73 6d 69 73 73 3d 22 61 6¢ 65 72 74 22 5d 27 2c 5f 2e 5f 68 61 6e 64 6¢ 65 44 69 73 6d 69 73 73
28 6e 65 77 20 5f 29 29 2c 72 2e 66 6e 5b 6e 5d 3d 5f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 72 2e 66
6e 5b 6e 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 5f 2c 72 2e 66 6e 5b 6e 5d 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 2e 66 6e 5b 6e 5d 3d 63 2c 5f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 7
266 61 6365 7d 2c 5f 29 2c 4d 6e 3d 28 70 3d 22 62 75 74 74 6f 6e 22 2c 79 3d 22 2e 22 2b 28 76 3d 22 62 73 2e 62 75
74 74 6f 6e 22 29 2¢ 45 3d 22 2e 64 61 74 61 2d 61 70 69 22 2c 43

Data Ascii: ),r(document).on(u.CLICK_DATA_API,'[data-dismiss="alert"]',_._handleDismiss(new _)),r.fn[n]=_._jQu
erylnterface,r.fn[n].Constructor=_,r.fn[n].noConflict=function(){return r.fn[n]=c,_._jQuerylInterface}, ),Mn=(p="button",y="."+
(v="bs.button"),E=".data-api",C
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Data

Data Raw: 34 2e 31 2e 33 22 7d 7d 5d 29 2c 6e 7d 28 29 2c 6d 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 4f 2e 43 4c 49
43 4b 5f 44 41 54 41 5f 41 50 49 2c 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75
6C 74 28 29 3b 76 61 72 20 65 3d 74 2e 74 61 72 67 65 74 3b 6d 28 65 29 2e 68 61 73 43 6¢ 61 73 73 28 62 29 7c 7c 28
65 3d 6d 28 65 29 2e 63 6¢ 6f 73 65 73 74 28 4e 29 29 2c 6b 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63
61 6¢ 6¢ 28 6d 28 65 29 2c 22 74 6f 67 67 6¢C 65 22 29 7d 29 2e 6f 6e 28 4f 2e 46 4f 43 55 53 5f 42 4¢c 55 52 5f 44 41 54
41 5f 41 50 49 2c 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6d 28 74 2e 74 61 72 67 65 74 29 2e 63 6
¢ 6f 73 65 73 74 28 4e 29 5b 30 5d 3b 6d 28 65 29 2e 74 6f 67 67

Data Ascii: 4.1.3"}}]),n}(),m(document).on(O.CLICK_DATA_API,|,function(t){t.preventDefault();var e=t.target;m(e).hasClas
s(b)||(e=m(e).closest(N)),k._jQueryInterface.call(m(e),"toggle")}).on(0.FOCUS_BLUR_DATA_API,|,function(t){var
e=m(t.target).closest(N)[0];m(e).togg

Data Raw: 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 50 28 74 29 5b 30 5d 2c 74 68
69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6€ 74 3d 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6€ 74 2 71 75 65 72
7953 65 6¢ 65 63 74 6f 72 28 6e 74 29 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 28 29
7d 76 61 72 20 74 3d 6f 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74 2e 6e 65 78 74 3d 66 75 6e 63 74 69 6f
6e 28 29 7b 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e 67 7c 7c 74 68 69 73 2e 5f 73 6¢ 69 64 65 28 71 29 7d 2c 74 2e
6e 65 78 74 57 68 65 6e 56 69 73 69 62 6¢ 65 3d 66 75 6e 63 74 69 6f 6 28 29 7b 21 64 6f 63 75 6d 65 6e 74 2e 68 69 6
4 64 65 6e 26 26 50 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29

Data Ascii: etConfig(e),this._element=P(t)[0],this._indicatorsElement=this._element.querySelector(nt),this._addEventList
eners()}var t=o0.prototype;return t.next=function(){this._isSliding||this._slide(q)},t.nextWhenVisible=function(){!docume
nt.hidden&&P(this._element)

Data Raw: 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65
6d 65 6e 74 3d 6e 75 6¢ 6¢ 7d 2c 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75
72 6e 20 74 3d 6¢ 28 7b 7d 2c 57 2c 74 29 2c 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 28 6a 2c 74 2¢ 55
29 2c 74 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61
722065 3d 74 68 69 73 3b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6b 65 79 62 6f 61 72 64 26 26 50 28 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 51 2e 4b 45 59 44 4f 57 4e 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e
20 65 2e 5f 6b 65 79 64 6f 77 6e 28 74 29 7d 29 2c 22 68 6f 76

Data Ascii: tiveElement=null,this._indicatorsElement=null},t._getConfig=function(t){return t=I({},W,t),Fn.typeCheckConfi
9(j,t,U),t},t._addEventListeners=function(){var e=this;this._config.keyboard&&P(this._element).on(Q.KEYDOWN,function(t)
{return e._keydown(t)}),"hov

Data Raw: 74 75 72 6e 20 50 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 7228 7229 2c 72 7d 2c
74 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69 63 61 74 6f 72 45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29
7b 69 66 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6e 74 29 7b 76 61 72 20 65 3d 5b 5d 2e 73
6C 69 63 65 2e 63 61 6¢ 6¢ 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6e 74 2e 71 75 65 72 79
53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 24 29 29 3b 50 28 65 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 56 29 3b 76 61 72 2
0 6e 3d 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6€ 74 2e 63 68 69 6¢ 64 72 65 6€ 5b 74 68 69 73
2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 28 74 29 5d 3b 6e 26 26

Data Ascii: turn P(this._element).trigger(r),r},t._setActivelndicatorElement=function(t){if(this._indicatorsElement){var e=
[I.slice.call(this._indicatorsElement.querySelectorAll($));P(e).removeClass(V);var n=this._indicatorsElement.children
[this._getltemIndex(t)];n&&

Data Raw: 28 74 7c 7c 28 74 3d 6e 65 77 20 6f 28 74 68 69 73 2c 65 29 2c 50 28 74 68 69 73 29 2e 64 61 74 61 28 48 2¢
7429 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 69 29 74 2e 74 6f 28 69 29 3b 65 6¢ 73 65 20 69 66 28
2273747269 6e 67 22 3d 3d 74 79 70 65 6f 66 20 6e 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70
65 6f 66 20 74 5b 6e 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20
6e 61 6d 65 64 20 22 27 2b 6e 2b 27 22 27 29 3b 74 5b 6e 5d 28 29 7d 65 6¢ 73 65 20 65 2e 69 6e 74 65 72 76 61 6¢ 26
26 28 74 2e 70 61 75 73 65 28 29 2c 74 2e 63 79 63 6¢ 65 28 29 29 7d 29 7d 2c 6f 2e 5f 64 61 74 61 41 70 69 43 6¢ 69
63 6b 48 61 6e 64 6¢ 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76

Data Ascii: (t||(t=new o(this,e),P(this).data(H,t)),"number“==typeof i)t.to(i);else if("string"==typeof n){if(“undefined"==typeof
t[n])throw new TypeError('No method named "+n+"");t[n]()}else e.interval&&(t.pause(),t.cycle())})},0._dataApiClickHand
ler=function(t){v

Data Raw: 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 68 69 73 2e 5f 65 6¢
65 6d 65 6e 74 3d 65 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 74 29 2¢
7468 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 3d 73 74 2e 6d 61 6b 65 41 72 72 61 79 28 64 6f 63 75 6d 65 6e
74 2e 717565 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢C 28 27 5b 64 61 74 61 2d 74 6f 67 67 6C 65 3d 22 63 6f 6C 6C 61 70
73 6522 5d 5b 68 72 65 66 3d 22 23 27 2b 65 2e 69 64 2b 27 22 5d 2c 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 63 6f
6¢ 6¢ 61 70 73 65 22 5d 5b 64 61 74 61 2d 74 61 72 67 65 74 3d 22 23 27 2b 65 2e 69 64 2b 27 22 5d 27 29 29 3b 66 6f
722876 61 72 20 6e 3d 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28

Data Ascii: t){this._isTransitioning=!1,this._element=e,this._config=this._getConfig(t),this._triggerArray=st.makeArray(
document.querySelectorAll(‘[data-toggle="collapse"][href="#"+e.id+"],[data-toggle="collapse"][data-target="#"+e.id+"]'
));for(var n=[].slice.call(

Data Raw: 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢ 65 6e 67 74 68 26 26 73 74 28 74 68 69 73
2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 70 74 29 2e 61 74 74 72 28 22 61
7269 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 30 29 2¢c 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6 67 2
81213029 3b 76 61 72 20 6f 3d 22 73 63 72 6f 6¢ 6¢ 22 2b 28 72 5b 30 5d 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 2b
72 2e 73 6¢ 69 63 65 28 31 29 29 2c 73 3d 46 6e 2e 67 65 74 54 72 61 6e 73 69 74 69 6f 6e 44 75 72 61 74 69 6f 6e 46
72 6f 6d 45 6¢ 65 6d 65 6€ 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6€ 74 29 3b 73 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65
6e 74 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45

Data Ascii: ,this._triggerArray.length&&st(this._triggerArray).removeClass(pt).attr("aria-expanded",!0),this.setTransiti
oning(!0);var o="scroll"+(r[0].toUpperCase()+r.slice(1)),s=Fn.getTransitionDurationFromElement(this._element);st(this._e
lement).one(Fn.TRANSITION_E

Data Raw: 6f 6e 28 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 74 7d 2c 74 2e 64 69 73
70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 73 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6¢ 65 6d
65 6e 74 2c 6¢ 74 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 70 61 72 65 6e 74 3d 6e
75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61
79 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 6e 75 6¢ 6¢ 7d 2¢ 74 2e 5f 67 65
74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 3d 6¢ 28 7b 7d 2¢c 75 74 2c 74 29
29 2e 74 6f 67 67 6¢ 65 3d 42 6f 6f 6¢ 65 61 6e 28 74 2e 74

Data Ascii: on(t){this._isTransitioning=t},t.dispose=function(){st.removeData(this._element,lt),this._config=null,this._
parent=null,this._element=null,this._triggerArray=null,this._isTransitioning=null},t._getConfig=function(t){return(t=I({},ut,t)).t
oggle=Boolean(t.t
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Data

Data Raw: 2¢ 6e 75 6¢ 6¢ 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29
7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2¢c 67 65 74 3a 66 75 6e
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 75 74 7d 7d 5d 29 2c 61 7d 28 29 2c 73 74 28 64 6f 63 75 6d 65 6e 74 29
2e 6f 6e 28 64 74 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 43 74 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 22 41 22
3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 26 26 74 2e 70 72 65 76 65 6e 74 44 65
66 61 75 6¢ 74 28 29 3b 76 61 72 20 6e 3d 73 74 28 74 68 69 73 29 2c 65 3d 46 6e 2e 67 65 74 53 65 6¢ 65 63 74 6f 72
46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 29 2c 69 3d 5b 5d 2e

Data Ascii: ,null,[{key:"VERSION",get:function(){return"4.1.3"}} {key:"Default",get:function(){return ut}}]),a}(),st(doc
ument).on(dt.CLICK_DATA_API,Ct,function(t){"A"===t.currentTarget.tagName&&t.preventDefault();var n=st(this),e=
Fn.getSelectorFromElement(this),i=[].

Data Raw: 3a 22 73 74 72 69 6e 67 22 7d 2c 47 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28
74 2c 6529 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢C 2C 74
68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 6d 65 6e
75 3d 74 68 69 73 2e 5f 67 65 74 4d 65 6e 75 45 6¢ 65 6d 65 6e 74 28 29 2c 74 68 69 73 2e 5f 69 6e 4e 61 76 62 61 72
3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2¢ 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4¢c 69 73
74 65 6e 6572 73 28 29 7d 76 61 72 20 74 3d 63 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74 2e 74 6f 67 6
7 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 74 68 69

Data Ascii: :"string"},Gt=function(){function c(t,e){this._element=t,this._popper=null,this._config=this._getConfig(e),t
his._menu=this._getMenuElement(),this._inNavbar=this._detectNavbar(),this._addEventListeners()}var t=c.prototy
pe;return t.toggle=function(){if('thi

Data Raw: 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69
73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 74 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69
73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d
3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6¢ 65 55 70 64 61
74 6528 29 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76
61 72 20 65 3d 74 68 69 73 3b 62 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 4f 74 2e 43 4¢c 49 43 4b 2¢
66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74

Data Ascii: _popper&&(this._popper.destroy(),this._popper=null)},t.update=function(){this._inNavbar=this._detectNavbar()
,nulll==this._popper&&this._popper.scheduleUpdate()},t._addEventListeners=function(){var e=this;bt(this._element).on(Ot.
CLICK,function(t){t.prevent

Data Raw: 6f 6e 28 29 7b 76 61 72 20 74 3d 62 74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 29 3b 69 66 28 74 7c 7c

28 74 3d 6e 65 77 20 63 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6¢ 6¢

29 2c 62 74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 2c 74 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 2
065 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 5b 65 5d 29 74 68 72 6f 77 20 6e 65
772054 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b
74 5b 65 5d 28 29 7d 7d 29 7d 2c 63 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66
2821 74 7c 7c 33 21 3d 3d 74 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75

Data Ascii: on(){var t=bt(this).data(It);if(t||(t=new c(this,"object"==typeof e?e:null),bt(this).data(lt,t)),"string"==typeof e){i
f("undefined"==typeof t[e])throw new TypeError(‘No method named "“'+e+"");t[e]()}})},c._clearMenus=function(t){if(!t||3!
==t.which&&("keyu

Data Raw: 6e 74 28 74 68 69 73 29 2c 6e 3d 62 74 28 65 29 2e 68 61 73 43 6¢ 61 73 73 28 50 74 29 3b 69 66 28 28 6e
7c 7c 3237 3d 3d 3d 74 2e 77 68 69 63 68 26 26 33 32 3d 3d 3d 74 2e 77 68 69 63 68 29 26 26 28 21 6e 7c 7c 32 37 21
3d 3d 74 2e 77 68 69 63 68 26 26 33 32 21 3d 3d 74 2e 77 68 69 63 68 29 29 7b 76 61 72 20 69 3d 5b 5d 2e 73 6¢ 69 63
65 2e 63 61 6¢ 6¢ 28 65 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 4b 74 29 29 3b 69 66 28 30 21 3d 3d 69
2e 6c 65 6e 67 74 68 29 7b 76 61 72 20 72 3d 69 2e 69 6e 64 65 78 4f 66 28 74 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d
3d 74 2e 77 68 69 63 68 26 26 30 3¢ 72 26 26 72 2d 2d 2c 34 30 3d 3d 3d 74 2e 77 68 69 63 68 26 26 72 3c 69 2e 6¢ 65
6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3¢ 30 26 26 28 72 3d 30 29 2c 69 5b

Data Ascii: nt(this),n=bt(e).hasClass(Pt);if((n]||27===t.which&&32===t.which)&&(!n||27!==t.which&&32!==t.which)){var i=[]
.slice.call(e.querySelectorAll(Kt));if(0!==i.length){var r=i.indexOf(t.target);38===t.which&&0<r&&r--,40===t.which&&r<i.
length-1&&r++,r<0&&(r=0),i[

Data Raw: 65 2c 4d 4f 55 53 45 55 50 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 75 70 2e 64 69 73 6d 69 73 73 22 2b
65 65 2c 4d 4f 55 53 45 44 4f 57 4e 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 64 6f 77 6e 2e 64 69 73 6d 69 73 73 22
2b 65 65 2¢ 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 65 65 2b 22 2e 64 61 74 61 2d 61 70
69 22 7d 2c 73 65 3d 22 6d 6f 64 61 6¢ 2d 73 63 72 6f 6¢ 6¢ 62 61 72 2d 6d 65 61 73 75 72 65 22 2¢ 61 65 3d 22 6d 6f 64
61 6¢ 2d 62 61 63 6b 64 72 6f 70 22 2¢ 6¢ 65 3d 22 6d 6f 64 61 6C 2d 6f 70 65 6€ 22 2¢ 63 65 3d 22 66 61 64 65 22 2C 68
65 3d 22 73 68 6f 77 22 2¢ 75 65 3d 22 2e 6d 6f 64 61 6¢ 2d 64 69 61 6¢ 6f 67 22 2¢ 66 65 3d 27 5b 64 61 74 61 2d 74 6f
67 67 6¢ 65 3d 22 6d 6f 64 61 6¢ 22 5d 27 2¢ 64 65 3d 27 5b

Data Ascii: e, MOUSEUP_DISMISS:"mouseup.dismiss"+ee, MOUSEDOWN_DISMISS:"mousedown.dismiss"+e
e,CLICK_DATA_API:"click"+ee+".data-api“},se="modal-scrollbar-measure",ae="modal-backdrop",le="modal-open",ce="
fade",he="show",ue=".modal-dialog",fe="[data-toggle="modal"]',de="[

Data Raw: 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 69 66 28 74 26 26 74
2e 7072 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e
67 26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 6e 3d 24 74 2e 45 76 65 6e 74 28 6f 65 2e 48 49 44 4
529 3b 69 66 28 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 74 68 69 73 2e
5f 69 73 53 68 6f 77 6e 26 26 21 6e 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 73
2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 69 3d 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61
73 43 6¢ 61 73 73 28 63 65 29 3b 69 66 28 69 26 26 28 74 68 69 73 2e 5f

Data Ascii: hide=function(t){var e=this;if(t&&t.preventDefault(),!this._isTransitioning&&this._isShown){var n=$t.Event(o
e.HIDE);if($t(this._element).trigger(n),this._isShown&&!n.isDefaultPrevented()){this._isShown=!1;var i=$t(this._element)
.hasClass(ce);if(i&&(this._

Data Raw: 6e 26 26 46 6e 2e 72 65 66 6¢ 6f 77 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2c 24 74 28 74 68 69 73 2e
5f 65 6¢ 65 6d 65 6e 74 29 2e 61 64 64 43 6¢ 61 73 73 28 68 65 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75
7326 26 74 68 69 73 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72 20 69 3d 24 74 2e 45 76 65 6e 74 28 6f
65 2e 53 48 4f 57 4e 2¢ 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 74 7d 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 65 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 65 2e 5f 65 6¢ 65 6d 65 6e 74 2e 66 6f 63 75 73 28 29 2¢ 65 2e 5f
69 7354 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 24 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67
65 72 28 69 29 7d 3b 69 66 28 6e 29 7b 76 61 72 20 6f 3d 46 6e

Data Ascii: n&&Fn.reflow(this._element),$t(this._element).addClass(he),this._config.focus&&this._enforceFocus();var i=$t
.Event(oe.SHOWN ({relatedTarget:t}),r=function(){e._config.focus&&e._element.focus(),e._isTransitioning=!1,$t(e
._element).trigger(i)};if(n){var o=Fn
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Data

Data Raw: 3d 74 68 69 73 2c 6e 3d 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢c 61 73 73 28 63
65 29 3f 63 65 3a 22 22 3b 69 66 28 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e
62 61 63 6b 64 72 6f 70 29 7b 69 66 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65
61 74 65 45 6¢ 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6¢ 61 73 73 4e
61 6d 65 3d 61 65 2c 6e 26 26 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6¢ 61 73 73 4c 69 73 74 2e 61 64 64 28
6e 29 2c 24 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e
62 6f 64 79 29 2c 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6

Data Ascii: =this,n=$t(this._element).hasClass(ce)?ce:"";if(this._isShown&&this._config.backdrop){if(this._backdrop=docu
ment.createElement("div"),this._backdrop.className=ae,n&&this._backdrop.classList.add(n),$t(this._backdrop).ap
pendTo(document.body),$t(this._elemen

Data Raw: 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 3b
74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6¢ 6f 77 69 6€ 67 3d 74 2e 6¢ 65 66 74 2b 74 2e 72 69 67 68 74 3¢ 77
69 6e 64 6f 77 2e 69 6e 6e 65 72 57 69 64 74 68 2¢c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 3d 74 68
69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 28 29 7d 2c 74 2e 5f 73 65 74 53 63 72 6f 6¢ 6C 62 61 72
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 72 3d 74 68 69 73 3b 69 66 28 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76
65 72 66 6¢ 6f 77 69 6e 67 29 7b 76 61 72 20 74 3d 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 64 6 63 75 6d 65 6e 74
2e 717565 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 67 65

Data Ascii: cument.body.getBoundingClientRect();this._isBodyOverflowing=t.left+t.right<window.innerWidth,this._scrollbar
Width=this._getScrollbarWidth()},t._setScrollbar=function(){var r=this;if(this._isBodyOverflowing){var t=[].slice.call(d
ocument.querySelectorAll(ge

Data Raw: 57 69 64 74 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61
74 65 45 6¢ 65 6d 65 6e 74 28 22 64 69 76 22 29 3b 74 2e 63 6¢ 61 73 73 4e 61 6d 65 3d 73 65 2c 64 6f 63 75 6d 65 6e
74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 74 29 3b 76 61 72 20 65 3d 74 2e 67 65 74 42 6f 75 6e 64 69
6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 2e 77 69 64 74 68 2d 74 2e 63 6¢ 69 65 6e 74 57 69 64 74 68 3b 72 65 74 75
72 6e 20 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 72 65 6d 6f 76 65 43 68 69 6¢ 64 28 74 29 2¢ 65 7d 2c 72 2e 5f 6a 51
75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 69 29 7b 72 65 74 75 72 6e 20 74 68 69 73
2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d

Data Ascii: Width=function(){var t=document.createElement("div");t.className=se,document.body.appendChild(t);var
e=t.getBoundingClientRect().width-t.clientWidth;return document.body.removeChild(t),e},r._jQueryinterface=function(n,i)
{return this.each(function(){var t=

Data Raw: 34 62 38 31 0d Oa 22 2b 54 65 2b 22 5¢ 5¢ 53 2b 22 2¢ 22 67 22 29 2c 41 65 3d 7b 61 6e 69 6d 61 74 69 6f 6e
3a21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 22 20 72 6f 6¢ 65 3d
22 74 6f 6f 6¢ 74 69 70 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20
63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2¢ 74 72 69 67
67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2¢ 74 69 74 6¢ 65 3a 22 22 2¢ 64 65 6¢ 61 79 3a 30 2c 68 74 6d 6C
3a 212849 65 3d 7b 41 55 54 4f 3a 22 61 75 74 6f 22 2¢ 54 4f 50 3a 22 74 6f 70 22 2c 52 49 47 48 54 3a 22 72 69 67 68
74 22 2c 42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2¢ 4c

Data Ascii: 4b81"+Te+"\\S+","g"),Ae={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="arrow"></div>
<div class="tooltip-inner"></div></div>' trigger:"hover focus" title:"",delay:0,html:!(le={AUTO:"auto", TOP:"top",RIGHT:
“right",BOTTOM:"bottom",L

Data Raw: 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 30 7d 2c 74 2e 64 69 73 61 62 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 31 7d 2c 74 2e 74 6f 67 67 6¢ 65 45 6e 61 62 6¢ 65 64 3d 66 75
6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65
64 7d 2c 74 2e 74 6 67 67 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 69 73 2e 5f 69 73 45 6e 61 62 6C
65 64 29 69 66 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45
59 2c 6e 3d 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 65 29 3b 6e 7c 7c 28 6e 3d 6e
65 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 28 74 2e

Data Ascii: ._isEnabled=!0},t.disable=function(){this._isEnabled=!1} t.toggleEnabled=function(){this._isEnabled=!this._i
sEnabled},t.toggle=function(t){if(this._isEnabled)if(t){var e=this.constructor.DATA_KEY,n=pe(t.currentTarget).data(e);n||
(n=new this.constructor(t.

Data Raw: 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 4e 41 4d 45 29 3b 69 2e 73 65 74 41 74 74 72 69 62 75 74 65
28226964 22 2c 72 29 2c 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69
61 2d 64 65 73 63 72 69 62 65 64 62 79 22 2¢ 72 29 2c 74 68 69 73 2e 73 65 74 43 6f 6e 74 65 6e 74 28 29 2c 74 68 69
73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 26 26 70 65 28 69 29 2e 61 64 64 43 6¢ 61 73 73 28 4f65 29 3b 7
661 72 20 6f 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6€ 66 69 67 2e 70 6¢ 61 6
365 6d 65 6e 74 3f 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d 65 6e 74 2e 63 61 6¢ 6C 28 74 68 69 73 2C 69
2c 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 3a 74 68 69 73 2e 63 6f

Data Ascii: his.constructor.NAME);i.setAttribute("id",r),this.element.setAttribute(“aria-describedby",r),this.setContent
(),this.config.animation&&pe(i).addClass(Oe);var o="function"==typeof this.config.placement?this.config.placement.call(t
his,i,this.element):this.co

Data Raw: 2e 65 6d 75 6¢c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 63 29 7d 65 6¢ 73 65 20 6¢ 28 29 7d 7d 2c
74 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7h 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 67 65
74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 2c 69 3d 70 65 2e 45 76 65 6e 74 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74
6f 72 2e 45 76 65 6e 74 2e 48 49 44 45 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 5f 68 6f 76 65 72 53 74 61 74
65 21 3d 3d 44 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 7
6 65 43 68 69 6¢ 64 28 6e 29 2c 65 2e 5f 63 6¢ 65 61 6e 54 69 70 43 6¢ 61 73 73 28 29 2¢ 65 2e 65 6¢ 65 6d 65 6e 74 2e
72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d

Data Ascii: .emulateTransitionEnd(c)}else I()}},t.hide=function(t){var e=this,n=this.getTipElement(),i=pe.Event(this.con
structor.Event.HIDE),r=function(){e._hoverState!==De&&n.parentNode&&n.parentNode.removeChild(n),e._cleanTipCla
ss(),e.element.removeAttribute("aria-

Data Raw: 2e 61 70 70 65 6e 64 28 65 29 3a 74 2e 74 65 78 74 28 70 65 28 65 29 2e 74 65 78 74 28 29 29 3a 74 5b 6e
3f 22 68 74 6d 6¢ 22 3a 22 74 65 78 74 22 5d 28 65 29 7d 2c 74 2e 67 65 74 54 69 74 6¢ 65 3d 66 75 6e 63 74 69 6f 6e
2829 7b 76 61 72 20 74 3d 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64 61 74
61 2d 6f 72 69 67 69 6e 61 6¢ 2d 74 69 74 6¢ 65 22 29 3b 72 65 74 75 72 6e 20 74 7c 7c 28 74 3d 22 66 75 6e 63 74 69
6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6¢ 65 3f 74 68 69 73 2e 63 6f 6e 66 69
67 2e 74 69 74 6¢ 65 2e 63 61 6¢ 6¢ 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e
74 69 74 6¢ 65 29 2c 74 7d 2c 74 2e 5f 67 65 74 41 74 74 61 63 68 6d 65

Data Ascii: .append(e):t.text(pe(e).text()):t[n?"html":"text"](e)},t.getTitle=function(){var t=this.element.getAttribute("data-ori
ginal-title");return t||(t="function"==typeof this.config.title?this.config.title.call(this.element):this.config.title),t},t._getA
ttachme
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Data

Data Raw: 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e
64 61 74 61 28 6e 2c 65 29 29 2c 74 26 26 28 65 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 69
6e 22 3d 3d 3d 74 2e 74 79 70 65 3f 4c 65 3a 48 65 5d 3d 21 30 29 2c 70 65 28 65 2e 67 65 74 54 69 70 45 6¢ 65 6d 65
6e 74 28 29 29 2e 68 61 73 43 6¢ 61 73 73 28 6b 65 29 7c 7c 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 3d 3d 44 65 3f 65
2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 44 65 3a 28 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 65 2e 5f 74 69 6d 65 6f 75 74
29 2c 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 44 65 2¢ 65 2e 63 6f 6e 66 69 67 2e 64 65 6¢ 61 79 26 26 65 2e 63 6f 6
66 69 67 2e 64 65 6¢ 61 79 2e 73 68 6f 77 3f 65 2e 5f 74 69 6d

Data Ascii: legateConfig()),pe(t.currentTarget).data(n,e)),t&&(e._activeTrigger[‘focusin"===t.type?Le:He]=!0),pe(e.getTi
pElement()).hasClass(ke)||e._hoverState===De?e._hoverState=De:(clearTimeout(e._timeout),e._hoverState=De,e.con
fig.delay&&e.config.delay.show?e._tim

Data Raw: 67 5b 65 5d 26 26 28 74 5b 65 5d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b 65 5d 29 3b 72 65 74 75 72 6e 20

74 7d 2c 74 2e 5f 63 6¢ 65 61 6e 54 69 70 43 6¢ 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 70 65
28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6¢ 61 73 73 22
29 2e 6d 61 74 63 68 28 62 65 29 3b 6e 75 6¢ 6¢ 21 3d 3d 65 26 26 65 2e 6¢ 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76
65 43 6¢ 61 73 73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 74 2e 5f 68 61 6e 64 6¢ 65 50 6f 70 70 65 72 50 6¢ 61 63 65
6d 65 6e 74 43 68 61 6e 67 65 3d 66 75 6e 63 74 69 6f 6 28 74 29 7b 76 61 72 20 65 3d 74 2e 69 6e 73 74 61 6e 63 65
3b 74 68 69 73 2e 74 69 70 3d 65 2e 70 6f 70 70 65 72 2c 74 68 69 73 2e

Data Ascii: g[e]&&(t[e]=this.config[e]);return t},t._cleanTipClass=function(){var t=pe(this.getTipElement()),e=t.attr("c
lass").match(be);null!'==e&&e.length&&t.removeClass(e.join(""))},t._handlePopperPlacementChange=function(t){var
e=t.instance;this.tip=e.popper,this.

Data Raw: 45 78 70 28 22 28 5e 7c 5¢ 5¢ 73 29 22 2b 51 65 2b 22 5¢ 5¢ 53 2b 22 2c 22 67 22 29 2¢ 56 65 3d 6¢ 28 7b 7d
2c 7a 6e 2e 44 65 66 61 75 6¢ 74 2c 7b 70 6¢ 61 63 65 6d 65 6e 74 3a 22 72 69 67 68 74 22 2¢c 74 72 69 67 67 65 72 3a
22 63 6¢ 69 63 6b 22 2¢ 63 6f 6e 74 65 6e 74 3a 22 22 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20 63 6¢ 61 73 73
3d 22 70 6f 70 6f 76 65 72 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72
72 6f 77 22 3e 3c 2f 64 69 76 3e 3¢ 68 33 20 63 6¢ 61 73 73 3d 22 70 6f 70 6f 76 65 72 2d 68 65 61 64 65 72 22 3e 3c 2f
68 33 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 70 6f 70 6f 76 65 72 2d 62 6f 64 79 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76
3e 27 7d 29 2¢ 59 65 3d 6¢ 28 7b 7d 2c 7a 6e 2e 44 65 66 61 75

Data Ascii: Exp("("|\\s)"+Qe+"\S+","g"),Ve=I({},zn.Default,{placement:"right" trigger:"“click",content:"",template:'<div
class="popover" role="tooltip"><div class="arrow"></div><h3 class="popover-header"></h3><div class="popover-body">
</div></div>"),Ye=I({},zn.Defau

Data Raw: 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6¢ 61 73 73 22 29 2e
6d 61 74 63 68 28 42 65 29 3b 6e 75 6¢ 6¢ 21 3d 3d 65 26 26 30 3¢ 65 2e 6¢ 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76
65 43 6¢ 61 73 73 28 65 2e 6a 6 69 6e 28 22 22 29 29 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 6
6 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b
76 61 72 20 74 3d 55 65 28 74 68 69 73 29 2e 64 61 74 61 28 46 65 29 2c 65 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70
65 6f 66 20 6e 3f 6e 3a 6e 75 6¢ 6¢ 3b 69 66 28 28 74 7c 7c 21 2f 64 65 73 74 72 6f 79 7c 68 69 64 65 2f 2e 74 65 73 74
28 6e 29 29 26 26 28 74 7c 7c 28 74 3d 6e 65 77 20 69 28 74 68 69 73

Data Ascii: getTipElement()),e=t.attr("class").match(Be);null'==e&&0<e.length&&t.removeClass(e.join(""))},i._jQuerylnter
face=function(n){return this.each(function(){var t=Ue(this).data(Fe),e="object"==typeof n?n:null;if((t||!/destroy|hide/.
test(n))&&(t||(t=new i(this

Data Raw: 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 3d 22 42 4f 44 59 22 3d 3d 3d 74 2e 74 61 67 4e
61 6d 65 3f 77 69 6e 64 6f 77 3a 74 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69
67 28 65 29 2c 74 68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b
222022 2b 67 6e 2b 22 2c 22 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 6d 6e 2b 22
2c 22 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 76 6e 2c 74 68 69 73 2e 5f 6f 66 66 73
65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72
67 65 74 3d 6e 75 6c 6C 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6C

Data Ascii: ,this._scrollElement="BODY"===t.tagName?window:t,this._config=this._getConfig(e),this._selector=th
is._config.target+" "+gn+","+this._config.target+ +this._config.target+" “+vn,this._offsets=[],this._targets=[]
Jthis._activeTarget=null,this._scroll

+mn+",

Data Raw: 72 20 65 3d 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 29 3b 65 7c 7c 28 65 3d 46
6e 2e 67 65 74 55 49 44 28 65 6e 29 2c 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 2c 65 29 29
2c 74 2e 74 61 72 67 65 74 3d 22 23 22 2b 65 7d 72 65 74 75 72 6e 20 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66
69 67 28 65 6e 2c 74 2c 61 6e 29 2¢ 74 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 3d 66 75 6e 63 74 69 6f 6 28
29 7b 72 6574 75 72 6e 20 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6 74 3d 3d 3d 77 69 6e 64 6f 77 3f 74 68
69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 70 61 67 65 59 4f 66 66 73 65 74 3a 74 68 69 73 2e 5f 73 63 72 6f
6c 6C 45 6¢ 65 6d 65 6€ 74 2e 73 63 72 6f 6¢ 6C 54 6f 70 7d 2C 74

Data Ascii: r e=tn(t.target).attr("id");e||(e=Fn.getUID(en),tn(t.target).attr("id",e)),t.target="#"+e}return Fn.typeChec
kConfig(en,t,an),t},t._getScrollTop=function(){return this._scrollElement===window?this._scrollElement.pageY Offset:this.
_scrollElement.scrollTop},t

Data Raw: 28 63 6e 29 3f 28 6e 2e 63 6¢ 6f 73 65 73 74 28 70 6e 29 2e 66 69 6e 64 28 79 6e 29 2e 61 64 64 43 6¢ 61 73
7328 68 6e 29 2c 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 29 3a 28 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 2c 6e
2e 7061 72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 67 6e 2b 22 2c 20 22 2b 6d 6e 29 2e 61 64 64 43 6¢ 61 73 73 28
68 6e 29 2c 6e 2e 70 61 72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 5f 6e 29 2e 63 68 69 6¢ 64 72 65 6e 28 67 6 29 2
e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 29 2c 74 6e 28 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6€ 74 29 2e 74
72 69 67 67 65 72 28 6¢ 6e 2e 41 43 54 49 56 41 54 45 2¢c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 7d 2c
74 2e 5f 63 6¢ 65 61 72 3d 66 75 6€ 63 74 69 6f 6e 28 29 7b 76 61 72

Data Ascii: (cn)?(n.closest(pn).find(yn).addClass(hn),n.addClass(hn)):(n.addClass(hn),n.parents(dn).prev(gn+", "+mn).add
Class(hn),n.parents(dn).prev(_n).children(gn).addClass(hn)),tn(this._scrollElement).trigger(In.ACTIVATE {relatedTarget:e
hht._clear=function(){var

Data Raw: 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 22 2c 55 6e 3d 22 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e
7520 2e 61 63 74 69 76 65 22 2c 71 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b
74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 74 7d 76 61 72 20 74 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72
6e 20 74 2e 73 68 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 69 66 28 21 28 74 68 69 7
3 2e 5f 65 6¢ 65 6d 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 70 61 72
65 6e 74 4e 6f 64 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 26 26 62 6e
28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61

Data Ascii: dropdown-toggle",Un="> .dropdown-menu .active",qn=function(){function i(t){this._element=t}var t=i.prototype
;return t.show=function(){var n=this;if(!(this._element.parentNode&&this._element.parentNode.node Type===Node.E
LEMENT_NODE&&bn(this._element).hasCla
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kBytes

Timestam
P transferred

2022-05-13 20:17:58 UTC 541

2022-05-13 20:17:58 UTC 543

2022-05-13 20:17:58 UTC 543

Session ID Source IP
8 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-13 20:17:59 UTC 543

2022-05-13 20:17:59 UTC 543

2022-05-13 20:17:59 UTC 544

Session ID Source IP

9 35.241.186.140
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49773

Direction

ouT

Source Port

443

Direction

Data

Data Raw: 70 61 72 65 6e 74 4e 6f 64 65 29 2e 66 69 6e 64 28 55 6e 29 5b 30 5d 3b 69 26 26 62 6e 28 69 29 2e 72 65
6d 6f 76 65 43 6¢ 61 73 73 28 4e 6e 29 2¢ 22 74 61 62 22 3d 3d 3d 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72
6f 6¢ 65 22 29 26 26 65 2e 73 65 74 4174 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6¢ 65 63 74 65 64 22 2c 21 3
129 7d 69 66 28 62 6e 28 74 29 2e 61 64 64 43 6¢ 61 73 73 28 4e 6e 29 2¢ 22 74 61 62 22 3d 3d 3d 74 2e 67 65 74 41
74747269 6275 74 65 28 22 72 6f 6¢ 65 22 29 26 26 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d
73 65 6c 65 63 74 65 64 22 2c 21 30 29 2c 46 6e 2e 72 65 66 6¢ 6f 77 28 74 29 2¢ 62 6e 28 74 29 2e 61 64 64 43 6¢ 61
73 73 28 50 6e 29 2c 74 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 62 6e 28 74

Data Ascii: parentNode).find(Un)[0];i&&bn(i).removeClass(Nn),"tab"===e.getAttribute("role")&&e.setAttribute("aria-select
ed",!1)}if(bn(t).addClass(Nn),"tab"===t.getAttribute("role")&&t.setAttribute("aria-selected",!0),Fn.reflow(t), bn(t).addC
lass(Pn),t.parentNode&&bn(t

Data Raw: 2c 74 2e 44 72 6f 70 64 6f 77 6e 3d 56 6e 2c 74 2e 4d 6f 64 61 6¢ 3d 59 6e 2c 74 2e 50 6f 70 6f 76 65 72 3d 4a
6e 2c 74 2e 53 63 72 6f 6¢ 6¢ 73 70 79 3d 5a 6e 2c 74 2e 54 61 62 3d 47 6e 2c 74 2e 54 6f 6f 6¢ 74 69 70 3d 7a 6e 2c 4f
62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f 5f 65 73 4d 6f 64 75 6¢ 65 22 2¢ 7b 76 61 6¢C
75 65 3a 21 30 7d 29 7d 29 3b 0a 2f 2f 23 20 73 6f 75 72 63 65 4d 61 70 70 69 6e 67 55 52 4c 3d 62 6f 6f 74 73 74 72 61
70 2e 6d 69 6e 2e 6a 73 2e 6d 61 70 0d Oa

Data Ascii: ,t.Dropdown=Vn,t.Modal=Yn,t.Popover=Jn,t.Scrollspy=Zn,t.Tab=Gn,t. Tooltip=zn,Object.defineProperty(
t,"__esModule" {value:!0})});//# sourceMappingURL=bootstrap.min.js.map

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP LRI Process
Port
104.18.6.107 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /favicon.ico HTTP/1.1

Host: bafybeig37wwrvtsvitcqcglmjnuplpbljy 7kgbu6zdtjuxe7r47omdml3i.ipfs.nftstorage.link
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bafybeig37wwrvtsvitcqcglmjnuplpbliy 7kgbu6zdtjuxe7r47omdmi3i.ipfs.nftstorage.link/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 404 Not Found

Date: Fri, 13 May 2022 20:17:59 GMT

Content-Type: text/plain; charset=utf-8

Content-Length: 189

Connection: close

CF-Ray: 70ae14aa68f491f3-FRA

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=86400

Expires: Sat, 14 May 2022 20:17:59 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

CF-Cache-Status: MISS

Access-Control-Allow-Headers: X-Requested-With, Range, Content-Range, X-Chunked-Output, X-Stream-Output
Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Expose-Headers: Link

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server-Timing: request;dur=378

X-Content-Type-Options: nosniff

X-IPFS-LB-POP: gateway-bank1-fr2

X-IPFS-POP: ipfs-bank8-fr2

Server: cloudflare

Data Raw: 69 70 66 73 20 72 65 73 6f 6¢ 76 65 20 2d 72 20 2f 69 70 66 73 2f 62 61 66 79 62 65 69 67 33 37 77 77 72 76
747376 6¢ 74 63 71 63 67 6¢ 6d 62 6€ 75 70 6¢ 70 62 6C 6a 79 37 6b 71 62 75 36 7a 64 74 6a 75 78 65 37 72 34 37 6f
6d 64 6d 6¢ 33 69 2f 66 61 76 69 63 6f 6e 2e 69 63 6f 3a 20 6e 6f 20 6¢ 69 6e 6b 20 6e 61 6d 65 64 20 22 66 61 76 69 63
6f 6e 2e 69 63 6f 22 20 75 6e 64 65 72 20 62 61 66 79 62 65 69 67 33 37 77 77 72 76 74 73 76 6¢ 74 63 71 63 67 6C 6d
6a 6e 75 70 6¢ 70 62 6¢ 6a 79 37 6b 71 62 75 36 7a 64 74 6a 75 78 65 37 72 34 37 6f 6d 64 6d 6¢ 33 69 Oa

Data Ascii: ipfs resolve -r /ipfs/bafybeig37wwrvtsvltcgcglmjnuplpbljy 7kgbu6zdtjuxe 7r47omdmi3i/favicon.ico: no link named
“favicon.ico" under bafybeig37wwrvtsvltcgcglmjnuplpbljy7kgbu6zdtjuxe7r47omdmi3i

Destination IP Destination Process
Port
192.168.2.3 49748 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestamp Direction Data
transferred

2022-05-13 20:18:02 UTC 544 IN HTTP/1.1 408 Request Time-out
cache-control: no-cache
content-type: text/html
connection: close

2022-05-13 20:18:02 UTC 544 IN Data Raw: 3c 68 74 6d 6¢ 3e 3c 62 6f 64 79 3e 3c 68 31 3e 34 30 38 20 52 65 71 75 65 73 74 20 54 69 6d 65 2d 6f 75 74
3c 2f 68 31 3e 0a 59 6f 75 72 20 62 72 6f 77 73 65 72 20 64 69 64 6e 27 74 20 73 65 6e 64 20 61 20 63 6f 6d 70 6¢ 65 74
6520 72 65 71 75 65 73 74 20 69 6e 20 74 69 6d 65 2e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa Oa
Data Ascii: <html><body><h1>408 Request Time-out</h1>Your browser didn't send a complete request in time.</body>
</html>

Statistics

Behavior

@ chrome.exe
@ chrome.exe

System Behavior

Click to jump to process

Analysis Process: chrome.exe PID: 6068, Parent PID: 1108

General

Target ID: 0

Start time: 22:17:51

Start date: 13/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation “https://Omn2u.mijt.lu/Ink/AVIAAFZbOuwAAAAAAAAA
AARNENAAAAACHIAAAAAABUCqwBIfrg5FooXJANqQU2r-rr5qfRwQwAaZds/2/iOFHmmb3IVHtVUac8Ph3mg/aHROCHM6LY9iYWZ5Y mVpZzM3d3dydnRzdmx
0Y3FjZ2xtam51cGxwYmxgeTdreWJI1INnpkdGpleGU3cjQ3b21kbWwzaS5pcGZzLm5mdHNOb3IhZ2UubGluay8jbG 1lvbnRhbm9AcGVhemxob2xkaWsnLmNvbQ#
Imontano@pearlholding.com

Imagebase: 0x7ff7f6290000
File size: 2150896 bytes
MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
File Path Access Attributes Options Completion Count Source Address Symbol
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File Path

Old File Path

File Path

Registry Activities

Key Path

Key Path

Key Value Modified

Key Path

HKEY_CURRENT_US dr

ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
AB9DIE530F96}

Name

New File Path
Offset Length Value Ascii
Name Type Data
Type Old Data New Data
unicode 0 1

Analysis Process: chrome.exe PID: 4312, Parent PID: 6068

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

1

22:17:52

13/05/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Completion

Completion

Completion

Completion

Completion

Completion

success or wait

Count Source Address
Source Address

Count

Count Source Address

Count Source Address

Count Source Address

Count Source
Address
1 7FF7F62CFC4B

Symbol

Symbol

Symbol

Symbol

Symbol

Symbol

RegSetValueEx
W

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1572,10650
677681214137694,5715659604974136229,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1920 /prefetch:8

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Disassembly

@ No disassembly

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion

Copyright Joe Security LLC 2022

Count Source Address

Count Source Address
Source Address

Count

Count Source Address

Symbol

Symbol

Symbol

Symbol
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