
ID: 626540
Sample Name: 1isequal9.arm
Cookbook:
defaultlinuxfilecookbook.jbs
Time: 11:50:17
Date: 14/05/2022
Version: 34.0.0 Boulder Opal
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Overview
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Detection
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PCAP (Network Traffic)
Memory Dumps
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System Summary
Persistence and Installation Behavior
Language, Device and Operating System Detection
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Remote Access Functionality
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Behavior Graph
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
World Map of Contacted IPs

Public IPs

Joe Sandbox View / Context
IPs
Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
/home/saturnino/.config/pulse/ee49dfd4fa47433baee88884e2d7de7c-default-sink
/home/saturnino/.config/pulse/ee49dfd4fa47433baee88884e2d7de7c-default-source
/proc/6474/oom_score_adj
/run/gdm3.pid
/run/systemd/journal/streams/.#9:75018lw0CbK
/run/systemd/journal/streams/.#9:75019o3KZTM
/run/systemd/journal/streams/.#9:75245x49NsN
/run/systemd/journal/streams/.#9:752621A12rK
/run/systemd/journal/streams/.#9:75955K4u6BN
/run/systemd/journal/streams/.#9:76157OSqEhM
/run/systemd/journal/streams/.#9:76176G25jGK
/run/systemd/journal/streams/.#9:76283a6Cx8L
/run/systemd/journal/streams/.#9:76284tVVVfL
/run/systemd/journal/streams/.#9:76287G4fchO
/run/systemd/journal/streams/.#9:7644849WLoM
/run/systemd/journal/streams/.#9:76597ueUGtL
/run/systemd/journal/streams/.#9:76697hPVHgM
/run/systemd/journal/streams/.#9:76775rOT3ZM
/run/systemd/journal/streams/.#9:76790SdgP0M
/run/systemd/journal/streams/.#9:771928HMvgK
/run/systemd/journal/streams/.#9:77194PNcvLM
/run/systemd/journal/streams/.#9:77230EsEw0K
/run/systemd/journal/streams/.#9:77235e6ws8N
/run/systemd/journal/streams/.#9:77535UdbKIM
/run/systemd/journal/streams/.#9:77932cdsDmN
/run/systemd/seats/.#seat0izgq07
/run/systemd/seats/.#seat0xCLwZ7
/run/systemd/users/.#1273tH4oa
/run/systemd/users/.#127PRvuxa
/run/systemd/users/.#127UMUrx8
/run/systemd/users/.#127Z4PAH9
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/run/systemd/users/.#127qgny5a
/run/user/1000/pulse/pid
/run/utmp
/tmp/qemu-open.hu2k0x (deleted)
/var/crash/_usr_bin_light-locker.1000.uploaded
/var/lib/AccountsService/users/gdm.WTWPL1
/var/lib/ubuntu-drivers-common/last_gfx_boot
/var/lib/whoopsie/whoopsie-id.60SZL1
/var/log/auth.log
/var/log/gpu-manager.log
/var/log/journal/ee49dfd4fa47433baee88884e2d7de7c/system.journal
/var/log/journal/ee49dfd4fa47433baee88884e2d7de7c/user-1000.journal
/var/log/kern.log
/var/log/syslog
/var/log/wtmp

Static File Info
General
Static ELF Info

ELF header
Sections
Program Segments

Network Behavior
Network Port Distribution
TCP Packets
DNS Queries
DNS Answers

System Behavior
Analysis Process: 1isequal9.arm PID: 6224, Parent PID: 6123

General
File Activities

File Read

Analysis Process: 1isequal9.arm PID: 6227, Parent PID: 6224
General

Analysis Process: 1isequal9.arm PID: 6228, Parent PID: 6224
General

Analysis Process: 1isequal9.arm PID: 6230, Parent PID: 6228
General

Analysis Process: 1isequal9.arm PID: 6233, Parent PID: 6228
General
File Activities

File Deleted
File Read
File Written
Directory Enumerated

Analysis Process: 1isequal9.arm PID: 6235, Parent PID: 6228
General

Analysis Process: systemd PID: 6242, Parent PID: 1
General

Analysis Process: journalctl PID: 6242, Parent PID: 1
General
File Activities

File Read

Analysis Process: systemd PID: 6263, Parent PID: 1
General

Analysis Process: systemd-journald PID: 6263, Parent PID: 1
General
File Activities

File Deleted
File Read
File Written
File Moved
Directory Enumerated
Directory Created

Analysis Process: systemd PID: 6266, Parent PID: 1
General

Analysis Process: journalctl PID: 6266, Parent PID: 1
General
File Activities

File Read

Analysis Process: systemd PID: 6307, Parent PID: 1
General

Analysis Process: dbus-daemon PID: 6307, Parent PID: 1
General
File Activities

File Read
Directory Enumerated

Analysis Process: systemd PID: 6322, Parent PID: 1
General

Analysis Process: whoopsie PID: 6322, Parent PID: 1
General
File Activities

File Created
File Read
File Written
File Moved
Directory Enumerated
Directory Created
Permission Modified

Analysis Process: systemd PID: 6326, Parent PID: 1860
General

Analysis Process: pulseaudio PID: 6326, Parent PID: 1860
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29

General
File Activities

File Read
File Written
Directory Enumerated
Directory Created

Analysis Process: systemd PID: 6331, Parent PID: 1
General

Analysis Process: rtkit-daemon PID: 6331, Parent PID: 1
General
File Activities

File Read

Analysis Process: systemd PID: 6334, Parent PID: 1
General

Analysis Process: systemd-logind PID: 6334, Parent PID: 1
General
File Activities

File Deleted
File Read
File Written
File Moved
Directory Enumerated
Directory Created
Permission Modified

Analysis Process: systemd PID: 6396, Parent PID: 1
General

Analysis Process: polkitd PID: 6396, Parent PID: 1
General
File Activities

File Read
Directory Enumerated
Directory Created

Analysis Process: systemd PID: 6397, Parent PID: 1
General

Analysis Process: rsyslogd PID: 6397, Parent PID: 1
General
File Activities

File Read
File Written
Directory Enumerated

Analysis Process: gdm3 PID: 6402, Parent PID: 1320
General

Analysis Process: Default PID: 6402, Parent PID: 1320
General
File Activities

File Read

Analysis Process: gdm3 PID: 6403, Parent PID: 1320
General

Analysis Process: Default PID: 6403, Parent PID: 1320
General
File Activities

File Read

Analysis Process: gdm3 PID: 6404, Parent PID: 1320
General

Analysis Process: Default PID: 6404, Parent PID: 1320
General
File Activities

File Read

Analysis Process: systemd PID: 6408, Parent PID: 1
General

Analysis Process: agetty PID: 6408, Parent PID: 1
General
File Activities

File Read
File Written
Owner / Group Modified
Permission Modified

Analysis Process: systemd PID: 6411, Parent PID: 1
General

Analysis Process: gpu-manager PID: 6411, Parent PID: 1
General
File Activities

File Deleted
File Read
File Written
Directory Enumerated

Analysis Process: gpu-manager PID: 6412, Parent PID: 6411
General

Analysis Process: sh PID: 6412, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6413, Parent PID: 6412
General

Analysis Process: grep PID: 6413, Parent PID: 6412
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6414, Parent PID: 6411
General

Analysis Process: sh PID: 6414, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6415, Parent PID: 6414
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General

Analysis Process: grep PID: 6415, Parent PID: 6414
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6416, Parent PID: 6411
General

Analysis Process: sh PID: 6416, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6417, Parent PID: 6416
General

Analysis Process: grep PID: 6417, Parent PID: 6416
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6418, Parent PID: 6411
General

Analysis Process: sh PID: 6418, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6419, Parent PID: 6418
General

Analysis Process: grep PID: 6419, Parent PID: 6418
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6420, Parent PID: 6411
General

Analysis Process: sh PID: 6420, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6421, Parent PID: 6420
General

Analysis Process: grep PID: 6421, Parent PID: 6420
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6423, Parent PID: 6411
General

Analysis Process: sh PID: 6423, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6424, Parent PID: 6423
General

Analysis Process: grep PID: 6424, Parent PID: 6423
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6425, Parent PID: 6411
General

Analysis Process: sh PID: 6425, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6426, Parent PID: 6425
General

Analysis Process: grep PID: 6426, Parent PID: 6425
General
File Activities

File Read

Analysis Process: gpu-manager PID: 6431, Parent PID: 6411
General

Analysis Process: sh PID: 6431, Parent PID: 6411
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6432, Parent PID: 6431
General

Analysis Process: grep PID: 6432, Parent PID: 6431
General
File Activities

File Read

Analysis Process: systemd PID: 6433, Parent PID: 1
General

Analysis Process: generate-config PID: 6433, Parent PID: 1
General
File Activities

File Read
Directory Enumerated

Analysis Process: generate-config PID: 6434, Parent PID: 6433
General

Analysis Process: pkill PID: 6434, Parent PID: 6433
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General
File Activities

File Read
Directory Enumerated

Analysis Process: systemd PID: 6435, Parent PID: 1
General

Analysis Process: gdm-wait-for-drm PID: 6435, Parent PID: 1
General
File Activities

File Read
Directory Enumerated

Analysis Process: systemd PID: 6440, Parent PID: 1
General

Analysis Process: gdm3 PID: 6440, Parent PID: 1
General
File Activities

File Deleted
File Read
File Written
Directory Created
Owner / Group Modified
Permission Modified

Analysis Process: gdm3 PID: 6445, Parent PID: 6440
General
File Activities

Directory Enumerated

Analysis Process: plymouth PID: 6445, Parent PID: 6440
General
File Activities

File Read

Analysis Process: gdm3 PID: 6463, Parent PID: 6440
General
File Activities

Directory Enumerated

Analysis Process: gdm-session-worker PID: 6463, Parent PID: 6440
General
File Activities

File Read
File Written
Directory Enumerated

Analysis Process: gdm-session-worker PID: 6467, Parent PID: 6463
General

Analysis Process: gdm-wayland-session PID: 6467, Parent PID: 6463
General
File Activities

File Read
Directory Created

Analysis Process: gdm-wayland-session PID: 6469, Parent PID: 6467
General
File Activities

Directory Enumerated

Analysis Process: dbus-daemon PID: 6469, Parent PID: 6467
General
File Activities

File Read
Directory Enumerated

Analysis Process: dbus-daemon PID: 6473, Parent PID: 6469
General

Analysis Process: dbus-daemon PID: 6474, Parent PID: 6473
General
File Activities

File Written

Analysis Process: false PID: 6474, Parent PID: 6473
General
File Activities

File Read

Analysis Process: gdm-wayland-session PID: 6475, Parent PID: 6467
General
File Activities

Directory Enumerated

Analysis Process: dbus-run-session PID: 6475, Parent PID: 6467
General
File Activities

File Read

Analysis Process: dbus-run-session PID: 6476, Parent PID: 6475
General

Analysis Process: dbus-daemon PID: 6476, Parent PID: 6475
General
File Activities

File Read

Analysis Process: gdm3 PID: 6477, Parent PID: 6440
General
File Activities

Directory Enumerated

Analysis Process: Default PID: 6477, Parent PID: 6440
General
File Activities

File Read

Analysis Process: gdm3 PID: 6478, Parent PID: 6440
General
File Activities

Directory Enumerated

Analysis Process: Default PID: 6478, Parent PID: 6440
General
File Activities

File Read
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Analysis Process: systemd PID: 6446, Parent PID: 1
General

Analysis Process: accounts-daemon PID: 6446, Parent PID: 1
General
File Activities

File Read
File Written
File Moved
Directory Enumerated
Directory Created
Permission Modified

Analysis Process: accounts-daemon PID: 6458, Parent PID: 6446
General
File Activities

Directory Enumerated

Analysis Process: language-validate PID: 6458, Parent PID: 6446
General
File Activities

File Read

Analysis Process: language-validate PID: 6459, Parent PID: 6458
General

Analysis Process: language-options PID: 6459, Parent PID: 6458
General
File Activities

File Read
Directory Enumerated

Analysis Process: language-options PID: 6460, Parent PID: 6459
General

Analysis Process: sh PID: 6460, Parent PID: 6459
General
File Activities

File Read

Analysis Process: sh PID: 6461, Parent PID: 6460
General

Analysis Process: locale PID: 6461, Parent PID: 6460
General
File Activities

File Read
Directory Enumerated

Analysis Process: sh PID: 6462, Parent PID: 6460
General

Analysis Process: grep PID: 6462, Parent PID: 6460
General
File Activities

File Read

Analysis Process: gvfsd-fuse PID: 6486, Parent PID: 2038
General

Analysis Process: fusermount PID: 6486, Parent PID: 2038
General
File Activities

File Read

Analysis Process: systemd PID: 6527, Parent PID: 1860
General

Analysis Process: dbus-daemon PID: 6527, Parent PID: 1860
General
File Activities

File Read
Directory Enumerated
Directory Created
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Linux Analysis Report 
1isequal9.arm

Overview

General Information

Sample 
Name:

1isequal9.arm

Analysis ID: 626540

MD5: fc0a76d00e5267…

SHA1: b79f48ec66a674…

SHA256: 1a26e16bc62ca7…

Infos:

Detection

Mirai

Score: 60

Range: 0 - 100

Whitelisted: false

Signatures

Yara detected Mirai

Reads system files that contain rec…

Sample tries to kill multiple process…

Sample reads /proc/mounts (often u…

Executes the "kill" or "pkill" comma…

Reads CPU information from /sys in…

Yara signature match

Executes the "grep" command used…

Reads system information from the …

Uses the "uname" system call to qu…

Enumerates processes within the "p…

Detected TCP or UDP traffic on non…

Sample listens on a socket

Sample tries to kill a process (SIGK…

Deletes log files

Creates hidden files and/or directorie…

Sample has stripped symbol table

Sample tries to set the executable f…

Executes commands using a shell c…

Classification

Analysis Advice

Static ELF header machine description suggests that the sample might not execute correctly on this machine.

Static ELF header machine description suggests that the sample might only run correctly on MIPS or ARM architectures.

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 626540

Start date and time: 14/05/202211:50:17 2022-05-14 11:50:17 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 19s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 1isequal9.arm

Cookbook file name: defaultlinuxfilecookbook.jbs

Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)

Analysis Mode: default

Detection: MAL

Classification: mal60.spre.troj.linARM@0/46@3/0

Command: /tmp/1isequal9.arm

PID: 6224

Exit Code: 0

Exit Code Info:

Killed: False

Standard Output: VegaSec-KATANA001

Standard Error:

General Information

Warnings

Runtime Messages
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system is lnxubuntu20
1isequal9.arm (PID: 6224, Parent: 6123, MD5: 5ebfcae4fe2471fcc5695c2394773ff1) Arguments: /tmp/1isequal9.arm

1isequal9.arm New Fork (PID: 6227, Parent: 6224)
1isequal9.arm New Fork (PID: 6228, Parent: 6224)

1isequal9.arm New Fork (PID: 6230, Parent: 6228)
1isequal9.arm New Fork (PID: 6233, Parent: 6228)
1isequal9.arm New Fork (PID: 6235, Parent: 6228)

systemd New Fork (PID: 6242, Parent: 1)
journalctl (PID: 6242, Parent: 1, MD5: bf3a987344f3bacafc44efd882abda8b) Arguments: /usr/bin/journalctl --smart-relinquish-var
systemd New Fork (PID: 6263, Parent: 1)
systemd-journald (PID: 6263, Parent: 1, MD5: 474667ece6cecb5e04c6eb897a1d0d9e) Arguments: /lib/systemd/systemd-journald
systemd New Fork (PID: 6266, Parent: 1)
journalctl (PID: 6266, Parent: 1, MD5: bf3a987344f3bacafc44efd882abda8b) Arguments: /usr/bin/journalctl --flush
systemd New Fork (PID: 6307, Parent: 1)
dbus-daemon (PID: 6307, Parent: 1, MD5: 3089d47e3f3ab84cd81c48fd406d7a8c) Arguments: /usr/bin/dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-
activation --syslog-only
systemd New Fork (PID: 6322, Parent: 1)
whoopsie (PID: 6322, Parent: 1, MD5: d3a6915d0e7398fb4c89a037c13959c8) Arguments: /usr/bin/whoopsie -f
systemd New Fork (PID: 6326, Parent: 1860)
pulseaudio (PID: 6326, Parent: 1860, MD5: 0c3b4c789d8ffb12b25507f27e14c186) Arguments: /usr/bin/pulseaudio --daemonize=no --log-target=journal
systemd New Fork (PID: 6331, Parent: 1)
rtkit-daemon (PID: 6331, Parent: 1, MD5: df0cacf1db4ec95ac70f5b6e06b8ffd7) Arguments: /usr/libexec/rtkit-daemon
systemd New Fork (PID: 6334, Parent: 1)
systemd-logind (PID: 6334, Parent: 1, MD5: 8dd58a1b4c12f7a1d5fe3ce18b2aaeef) Arguments: /lib/systemd/systemd-logind
systemd New Fork (PID: 6396, Parent: 1)
polkitd (PID: 6396, Parent: 1, MD5: 8efc9b4b5b524210ad2ea1954a9d0e69) Arguments: /usr/lib/policykit-1/polkitd --no-debug
systemd New Fork (PID: 6397, Parent: 1)
rsyslogd (PID: 6397, Parent: 1, MD5: 0b8087fc907c42eb3c81a691db258e33) Arguments: /usr/sbin/rsyslogd -n -iNONE
gdm3 New Fork (PID: 6402, Parent: 1320)
Default (PID: 6402, Parent: 1320, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /etc/gdm3/PrimeOff/Default
gdm3 New Fork (PID: 6403, Parent: 1320)
Default (PID: 6403, Parent: 1320, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /etc/gdm3/PrimeOff/Default
gdm3 New Fork (PID: 6404, Parent: 1320)
Default (PID: 6404, Parent: 1320, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /etc/gdm3/PrimeOff/Default
systemd New Fork (PID: 6408, Parent: 1)
agetty (PID: 6408, Parent: 1, MD5: 3a374724ba7e863768139bdd60ca36f7) Arguments: /sbin/agetty -o "-p -- \\u" --noclear tty2 linux
systemd New Fork (PID: 6411, Parent: 1)
gpu-manager (PID: 6411, Parent: 1, MD5: 8fae9dd5dd67e1f33d873089c2fd8761) Arguments: /usr/bin/gpu-manager --log /var/log/gpu-manager.log

gpu-manager New Fork (PID: 6412, Parent: 6411)
sh (PID: 6412, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*nvidia[[:space:]]*$\" /etc/modprobe.d/*.conf"

sh New Fork (PID: 6413, Parent: 6412)
grep (PID: 6413, Parent: 6412, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*nvidia[[:space:]]*$ /etc/modprobe.d/alsa-base.conf
/etc/modprobe.d/amd64-microcode-blacklist.conf /etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf /etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-
microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf /etc/modprobe.d/mdadm.conf

gpu-manager New Fork (PID: 6414, Parent: 6411)
sh (PID: 6414, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*nvidia[[:space:]]*$\" /lib/modprobe.d/*.conf"

sh New Fork (PID: 6415, Parent: 6414)
grep (PID: 6415, Parent: 6414, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*nvidia[[:space:]]*$ /lib/modprobe.d/aliases.conf
/lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf /lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

gpu-manager New Fork (PID: 6416, Parent: 6411)
sh (PID: 6416, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*radeon[[:space:]]*$\" /etc/modprobe.d/*.conf"

sh New Fork (PID: 6417, Parent: 6416)
grep (PID: 6417, Parent: 6416, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*radeon[[:space:]]*$ /etc/modprobe.d/alsa-base.conf
/etc/modprobe.d/amd64-microcode-blacklist.conf /etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf /etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-
microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf /etc/modprobe.d/mdadm.conf

gpu-manager New Fork (PID: 6418, Parent: 6411)
sh (PID: 6418, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*radeon[[:space:]]*$\" /lib/modprobe.d/*.conf"

sh New Fork (PID: 6419, Parent: 6418)
grep (PID: 6419, Parent: 6418, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*radeon[[:space:]]*$ /lib/modprobe.d/aliases.conf
/lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf /lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

gpu-manager New Fork (PID: 6420, Parent: 6411)
sh (PID: 6420, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*amdgpu[[:space:]]*$\" /etc/modprobe.d/*.conf"

sh New Fork (PID: 6421, Parent: 6420)
grep (PID: 6421, Parent: 6420, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*amdgpu[[:space:]]*$ /etc/modprobe.d/alsa-base.conf
/etc/modprobe.d/amd64-microcode-blacklist.conf /etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf /etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-
microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf /etc/modprobe.d/mdadm.conf

gpu-manager New Fork (PID: 6423, Parent: 6411)
sh (PID: 6423, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*amdgpu[[:space:]]*$\" /lib/modprobe.d/*.conf"

sh New Fork (PID: 6424, Parent: 6423)
grep (PID: 6424, Parent: 6423, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*amdgpu[[:space:]]*$ /lib/modprobe.d/aliases.conf
/lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf /lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

gpu-manager New Fork (PID: 6425, Parent: 6411)
sh (PID: 6425, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*nouveau[[:space:]]*$\" /etc/modprobe.d/*.conf"

sh New Fork (PID: 6426, Parent: 6425)
grep (PID: 6426, Parent: 6425, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*nouveau[[:space:]]*$ /etc/modprobe.d/alsa-base.conf
/etc/modprobe.d/amd64-microcode-blacklist.conf /etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf /etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-
microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf /etc/modprobe.d/mdadm.conf

gpu-manager New Fork (PID: 6431, Parent: 6411)
sh (PID: 6431, Parent: 6411, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "grep -G \"^blacklist.*nouveau[[:space:]]*$\" /lib/modprobe.d/*.conf"

Process Tree
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sh New Fork (PID: 6432, Parent: 6431)
grep (PID: 6432, Parent: 6431, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -G ^blacklist.*nouveau[[:space:]]*$ /lib/modprobe.d/aliases.conf
/lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf /lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

systemd New Fork (PID: 6433, Parent: 1)
generate-config (PID: 6433, Parent: 1, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /usr/share/gdm/generate-config

generate-config New Fork (PID: 6434, Parent: 6433)
pkill (PID: 6434, Parent: 6433, MD5: fa96a75a08109d8842e4865b2907d51f) Arguments: pkill --signal HUP --uid gdm dconf-service

systemd New Fork (PID: 6435, Parent: 1)
gdm-wait-for-drm (PID: 6435, Parent: 1, MD5: 82043ba752c6930b4e6aaea2f7747545) Arguments: /usr/lib/gdm3/gdm-wait-for-drm
systemd New Fork (PID: 6440, Parent: 1)
gdm3 (PID: 6440, Parent: 1, MD5: 2492e2d8d34f9377e3e530a61a15674f) Arguments: /usr/sbin/gdm3

gdm3 New Fork (PID: 6445, Parent: 6440)
plymouth (PID: 6445, Parent: 6440, MD5: 87003efd8dad470042f5e75360a8f49f) Arguments: plymouth --ping
gdm3 New Fork (PID: 6463, Parent: 6440)
gdm-session-worker (PID: 6463, Parent: 6440, MD5: 692243754bd9f38fe9bd7e230b5c060a) Arguments: "gdm-session-worker [pam/gdm-launch-environment]"

gdm-session-worker New Fork (PID: 6467, Parent: 6463)
gdm-wayland-session (PID: 6467, Parent: 6463, MD5: d3def63cf1e83f7fb8a0f13b1744ff7c) Arguments: /usr/lib/gdm3/gdm-wayland-session "dbus-run-session -- gnome-
session --autostart /usr/share/gdm/greeter/autostart"

gdm-wayland-session New Fork (PID: 6469, Parent: 6467)
dbus-daemon (PID: 6469, Parent: 6467, MD5: 3089d47e3f3ab84cd81c48fd406d7a8c) Arguments: dbus-daemon --print-address 3 --session

dbus-daemon New Fork (PID: 6473, Parent: 6469)
dbus-daemon New Fork (PID: 6474, Parent: 6473)
false (PID: 6474, Parent: 6473, MD5: 3177546c74e4f0062909eae43d948bfc) Arguments: /bin/false

gdm-wayland-session New Fork (PID: 6475, Parent: 6467)
dbus-run-session (PID: 6475, Parent: 6467, MD5: 245f3ef6a268850b33b0225a8753b7f4) Arguments: dbus-run-session -- gnome-session --autostart
/usr/share/gdm/greeter/autostart

dbus-run-session New Fork (PID: 6476, Parent: 6475)
dbus-daemon (PID: 6476, Parent: 6475, MD5: 3089d47e3f3ab84cd81c48fd406d7a8c) Arguments: dbus-daemon --nofork --print-address 4 --session

gdm3 New Fork (PID: 6477, Parent: 6440)
Default (PID: 6477, Parent: 6440, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /etc/gdm3/PrimeOff/Default
gdm3 New Fork (PID: 6478, Parent: 6440)
Default (PID: 6478, Parent: 6440, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /etc/gdm3/PrimeOff/Default

systemd New Fork (PID: 6446, Parent: 1)
accounts-daemon (PID: 6446, Parent: 1, MD5: 01a899e3fb5e7e434bea1290255a1f30) Arguments: /usr/lib/accountsservice/accounts-daemon

accounts-daemon New Fork (PID: 6458, Parent: 6446)
language-validate (PID: 6458, Parent: 6446, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /usr/share/language-tools/language-validate en_US.UTF-8

language-validate New Fork (PID: 6459, Parent: 6458)
language-options (PID: 6459, Parent: 6458, MD5: 16a21f464119ea7fad1d3660de963637) Arguments: /usr/share/language-tools/language-options

language-options New Fork (PID: 6460, Parent: 6459)
sh (PID: 6460, Parent: 6459, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: sh -c "locale -a | grep -F .utf8 "

sh New Fork (PID: 6461, Parent: 6460)
locale (PID: 6461, Parent: 6460, MD5: c72a78792469db86d91369c9057f20d2) Arguments: locale -a
sh New Fork (PID: 6462, Parent: 6460)
grep (PID: 6462, Parent: 6460, MD5: 1e6ebb9dd094f774478f72727bdba0f5) Arguments: grep -F .utf8

gvfsd-fuse New Fork (PID: 6486, Parent: 2038)
fusermount (PID: 6486, Parent: 2038, MD5: 576a1b135c82bdcbc97a91acea900566) Arguments: fusermount -u -q -z -- /run/user/1000/gvfs
systemd New Fork (PID: 6527, Parent: 1860)
dbus-daemon (PID: 6527, Parent: 1860, MD5: 3089d47e3f3ab84cd81c48fd406d7a8c) Arguments: /usr/bin/dbus-daemon --session --address=systemd: --nofork --nopidfile --systemd-
activation --syslog-only
cleanup

Source Rule Description Author Strings

1isequal9.arm SUSP_XORed_Mo
zilla

Detects suspicious 
single byte XORed 
keyword 
\'Mozilla/5.0\' - it 
uses yara\'s XOR 
modifier and 
therefore cannot 
print the XOR key. 
You can use the 
CyberChef recipe 
linked in the 
reference field to 
brute force the 
used key.

Florian Roth 0x11bc4:$xo1: \x18:/<994z`{e
0x11c3c:$xo1: \x18:/<994z`{e
0x11cb4:$xo1: \x18:/<994z`{e
0x11d08:$xo1: \x18:/<994z`{e
0x11d80:$xo1: \x18:/<994z`{e
0x11df8:$xo1: \x18:/<994z`{e
0x11e70:$xo1: \x18:/<994z`{e
0x11ee0:$xo1: \x18:/<994z`{e
0x11f5c:$xo1: \x18:/<994z`{e
0x11fac:$xo1: \x18:/<994z`{e

Source Rule Description Author Strings

dump.pcap JoeSecurity_Mirai_
12

Yara detected 
Mirai

Joe Security

Source Rule Description Author Strings

Yara Signatures

Initial Sample

PCAP (Network Tra c)

Memory Dumps
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6228.1.0000000095842f29.0000000017b7556a.rw-.sdmp SUSP_XORed_Mo
zilla

Detects suspicious 
single byte XORed 
keyword 
\'Mozilla/5.0\' - it 
uses yara\'s XOR 
modifier and 
therefore cannot 
print the XOR key. 
You can use the 
CyberChef recipe 
linked in the 
reference field to 
brute force the 
used key.

Florian Roth 0x850:$xo1: \x18:/<994z`{e
0x8c8:$xo1: \x18:/<994z`{e
0x940:$xo1: \x18:/<994z`{e
0x998:$xo1: \x18:/<994z`{e
0xa10:$xo1: \x18:/<994z`{e
0xa88:$xo1: \x18:/<994z`{e
0xb04:$xo1: \x18:/<994z`{e
0xb78:$xo1: \x18:/<994z`{e
0xbf8:$xo1: \x18:/<994z`{e
0xc4c:$xo1: \x18:/<994z`{e

6230.1.0000000095842f29.0000000017b7556a.rw-.sdmp SUSP_XORed_Mo
zilla

Detects suspicious 
single byte XORed 
keyword 
\'Mozilla/5.0\' - it 
uses yara\'s XOR 
modifier and 
therefore cannot 
print the XOR key. 
You can use the 
CyberChef recipe 
linked in the 
reference field to 
brute force the 
used key.

Florian Roth 0x850:$xo1: \x18:/<994z`{e
0x8c8:$xo1: \x18:/<994z`{e
0x940:$xo1: \x18:/<994z`{e
0x998:$xo1: \x18:/<994z`{e
0xa10:$xo1: \x18:/<994z`{e
0xa88:$xo1: \x18:/<994z`{e
0xb04:$xo1: \x18:/<994z`{e
0xb78:$xo1: \x18:/<994z`{e
0xbf8:$xo1: \x18:/<994z`{e
0xc4c:$xo1: \x18:/<994z`{e

6227.1.00000000de8a82a9.00000000d707757e.r-x.sdmp SUSP_XORed_Mo
zilla

Detects suspicious 
single byte XORed 
keyword 
\'Mozilla/5.0\' - it 
uses yara\'s XOR 
modifier and 
therefore cannot 
print the XOR key. 
You can use the 
CyberChef recipe 
linked in the 
reference field to 
brute force the 
used key.

Florian Roth 0x11bc4:$xo1: \x18:/<994z`{e
0x11c3c:$xo1: \x18:/<994z`{e
0x11cb4:$xo1: \x18:/<994z`{e
0x11d08:$xo1: \x18:/<994z`{e
0x11d80:$xo1: \x18:/<994z`{e
0x11df8:$xo1: \x18:/<994z`{e
0x11e70:$xo1: \x18:/<994z`{e
0x11ee0:$xo1: \x18:/<994z`{e
0x11f5c:$xo1: \x18:/<994z`{e
0x11fac:$xo1: \x18:/<994z`{e

6230.1.00000000de8a82a9.00000000d707757e.r-x.sdmp SUSP_XORed_Mo
zilla

Detects suspicious 
single byte XORed 
keyword 
\'Mozilla/5.0\' - it 
uses yara\'s XOR 
modifier and 
therefore cannot 
print the XOR key. 
You can use the 
CyberChef recipe 
linked in the 
reference field to 
brute force the 
used key.

Florian Roth 0x11bc4:$xo1: \x18:/<994z`{e
0x11c3c:$xo1: \x18:/<994z`{e
0x11cb4:$xo1: \x18:/<994z`{e
0x11d08:$xo1: \x18:/<994z`{e
0x11d80:$xo1: \x18:/<994z`{e
0x11df8:$xo1: \x18:/<994z`{e
0x11e70:$xo1: \x18:/<994z`{e
0x11ee0:$xo1: \x18:/<994z`{e
0x11f5c:$xo1: \x18:/<994z`{e
0x11fac:$xo1: \x18:/<994z`{e

6233.1.0000000095842f29.0000000017b7556a.rw-.sdmp SUSP_XORed_Mo
zilla

Detects suspicious 
single byte XORed 
keyword 
\'Mozilla/5.0\' - it 
uses yara\'s XOR 
modifier and 
therefore cannot 
print the XOR key. 
You can use the 
CyberChef recipe 
linked in the 
reference field to 
brute force the 
used key.

Florian Roth 0x850:$xo1: \x18:/<994z`{e
0x8c8:$xo1: \x18:/<994z`{e
0x940:$xo1: \x18:/<994z`{e
0x998:$xo1: \x18:/<994z`{e
0xa10:$xo1: \x18:/<994z`{e
0xa88:$xo1: \x18:/<994z`{e
0xb04:$xo1: \x18:/<994z`{e
0xb78:$xo1: \x18:/<994z`{e
0xbf8:$xo1: \x18:/<994z`{e
0xc4c:$xo1: \x18:/<994z`{e

Click to see the 5 entries

Source Rule Description Author Strings

⊘ No Snort rule has matched

Snort Signatures
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System Summary

Persistence and Installation Behavior

Language, Device and Operating System Detection

Stealing of Sensitive Information

Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

1
Scripting

Path
Interceptio
n

Path
Interceptio
n

1
File and
Directory
Permission
s
Modificatio
n

1
OS
Credential
Dumping

1 1
Security
Software
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

1
Service
Stop

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Disable or
Modify
Tools

LSASS
Memory

1
System
Owner/Use
r Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

1
Non-
Standard
Port

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Scripting

Security
Account
Manager

1
File and
Directory
Discovery

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

1
Non-
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1
Hidden
Files and
Directories

NTDS 2
System
Information
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

2
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

1
Indicator
Removal
on Host

LSA
Secrets

Remote
System
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

⊘ No configs have been found

Joe Sandbox Signatures

Sample tries to kill multiple processes (SIGKILL)

Sample reads /proc/mounts (often used for finding a writable filesystem)

Reads system files that contain records of logged in users

Yara detected Mirai

Yara detected Mirai

Mitre Att&ck Matrix

Malware Configuration

Behavior Graph
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Behavior Graph
ID: 626540

Sample: 1isequal9.arm

Startdate: 14/05/2022

Architecture: LINUX

Score: 60

119.25.246.238

ZAQJupiterTelecommunicationsCoLtdJP

Japan

27.71.128.226

VIETEL-AS-APViettelGroupVN

Viet Nam

99 other IPs or domains

Yara detected Mirai

systemd

gdm3

        started       

systemd

gpu-manager

        started       

systemd

accounts-daemon

        started       

19 other processes

gdm3

gdm-session-worker

        started       

3 other processes

gpu-manager

sh

        started       

gpu-manager

sh

        started       

gpu-manager

sh

        started       

5 other processes

Reads system files that
contain records of logged

in users

accounts-daemon

language-validate

        started       

/var/log/wtmp, data

dropped

Sample reads /proc/mounts
(often used for finding
a writable filesystem)

1isequal9.arm

        started       

2 other processes

gdm-session-worker

gdm-wayland-session

        started       

sh

grep

        started       

sh

grep

        started       

sh

grep

        started       

language-validate

language-options

        started       

1isequal9.arm

        started       

2 other processes

sh

grep

        started       

4 other processes

gdm-wayland-session

dbus-run-session

        started       

gdm-wayland-session

dbus-daemon

        started       

language-options

sh

        started       Sample tries to kill
multiple processes (SIGKILL)

dbus-run-session

dbus-daemon

        started       
Sample reads /proc/mounts

(often used for finding
a writable filesystem)

dbus-daemon

        started       

sh

locale

        started       

sh

grep

        started       

Sample reads /proc/mounts
(often used for finding
a writable filesystem)

dbus-daemon

false

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

Internet

Hide Legend

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Name IP Active Malicious Antivirus Detection Reputation

daisy.ubuntu.com 185.125.188.136 true false high

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

219.76.244.159 unknown Hong Kong 4515 ERX-STARHKTLimitedHK false

94.55.185.140 unknown Turkey 47524 TURKSAT-ASTR false

161.239.44.164 unknown United States 396269 BPL-ASNUS false

103.89.204.192 unknown China 63590 HEBBTNHebeiBroadcasting
TVNetworkCN

false

112.162.107.95 unknown Korea Republic of 4766 KIXS-AS-
KRKoreaTelecomKR

false

19.88.63.114 unknown United States 3 MIT-GATEWAYSUS false

213.199.125.244 unknown Sweden 25176 AC-NETSE false

170.50.192.124 unknown United States 11406 CIGNA-1US false

4.35.55.127 unknown United States 3356 LEVEL3US false

70.33.68.238 unknown United States 36441 UGA-ASNUS false

206.198.76.25 unknown United States 26844 PACTIVUS false

159.56.87.135 unknown United States 11351 TWC-11351-
NORTHEASTUS

false

222.241.253.153 unknown China 4134 CHINANET-
BACKBONENo31Jin-
rongStreetCN

false

117.232.69.31 unknown India 9829 BSNL-
NIBNationalInternetBackbo
neIN

false

201.67.204.201 unknown Brazil 8167 BrasilTelecomSA-
FilialDistritoFederalBR

false

149.153.99.171 unknown Ireland 1213 HEANETIE false

205.184.130.99 unknown United States 1239 SPRINTLINKUS false

45.59.178.124 unknown Reserved 30036 MEDIACOM-
ENTERPRISE-
BUSINESSUS

false

39.73.204.115 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

149.4.73.29 unknown United States 31822 CITY-UNIVERSITY-OF-
NEW-YORKUS

false

176.87.61.223 unknown Spain 3352 TELEFONICA_DE_ESPAN
AES

false

99.185.48.59 unknown United States 7018 ATT-INTERNET4US false

World Map of Contacted IPs

Public IPs
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14.197.211.211 unknown China 18229 CTRLS-AS-
INCtrlSDatacentersLtdIN

false

62.248.184.246 unknown Finland 719 ELISA-
ASHelsinkiFinlandEU

false

105.132.245.150 unknown Morocco 6713 IAM-ASMA false

35.118.98.0 unknown United States 237 MERIT-AS-14US false

176.144.150.251 unknown France 5410 BOUYGTEL-ISPFR false

202.47.73.91 unknown Indonesia 17671 ASN-JETCOMSJETCOMS-
IDAutonomoussystemID

false

104.246.182.216 unknown Canada 5645 TEKSAVVYCA false

222.191.84.208 unknown China 4134 CHINANET-
BACKBONENo31Jin-
rongStreetCN

false

111.161.231.74 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

119.254.64.175 unknown China 59050 CLOUD-ARKBeijingCloud-
ArkTechnologyCoLtdCN

false

186.243.14.231 unknown Brazil 7738 TelemarNorteLesteSABR false

90.112.213.93 unknown France 3215 FranceTelecom-OrangeFR false

77.159.188.35 unknown France 15557 LDCOMNETFR false

206.142.39.12 unknown United States 7991 CENTURYLINK-LEGACY-
SAVVIS-ASIA-TRANSITUS

false

99.230.212.150 unknown Canada 812 ROGERS-
COMMUNICATIONSCA

false

48.144.192.91 unknown United States 2686 ATGS-MMD-ASUS false

187.23.126.29 unknown Brazil 28573 CLAROSABR false

48.4.254.53 unknown United States 2686 ATGS-MMD-ASUS false

48.155.189.117 unknown United States 2686 ATGS-MMD-ASUS false

18.102.67.185 unknown United States 3 MIT-GATEWAYSUS false

27.49.160.231 unknown India 23772 ORTELNET-
ASMsOrtelCommunications
LtdIN

false

89.209.53.36 unknown Ukraine 8359 MTSRU false

158.86.240.55 unknown United States 20379 NET-BAKERUS false

40.47.207.4 unknown United States 4249 LILLY-ASUS false

27.71.128.226 unknown Viet Nam 7552 VIETEL-AS-
APViettelGroupVN

false

36.161.228.78 unknown China 9808 CMNET-
GDGuangdongMobileComm
unicationCoLtdCN

false

119.25.246.238 unknown Japan 9617 ZAQJupiterTelecommunicat
ionsCoLtdJP

false

2.191.24.140 unknown Iran (ISLAMIC Republic Of) 12880 DCI-ASIR false

216.176.66.144 unknown United States 5742 CCINETUS false

102.162.71.222 unknown Mauritius 30999 EMTEL-AS-APMU false

69.67.185.36 unknown Canada 30295 2ICSYSTEMSINCCA false

180.189.169.3 unknown Timor-leste 38077 TIMOR-TELECOM-AS-
APTimorTelecomSATL

false

76.29.185.146 unknown United States 7922 COMCAST-7922US false

13.175.108.225 unknown United States 7018 ATT-INTERNET4US false

176.110.148.193 unknown Poland 56515 OXYNET-ASPL false

193.184.0.191 unknown Finland 719 ELISA-
ASHelsinkiFinlandEU

false

187.226.24.14 unknown Mexico 8151 UninetSAdeCVMX false

27.171.134.176 unknown Korea Republic of 9644 SKTELECOM-NET-
ASSKTelecomKR

false

213.120.174.221 unknown United Kingdom 2856 BT-UK-
ASBTnetUKRegionalnetwor
kGB

false

208.90.218.236 unknown United States 36295 FLORIDA-HIGH-SPEED-
INTERNETUS

false

163.133.192.177 unknown Japan 17816 CHINA169-
GZChinaUnicomIPnetworkC
hina169Guangdongprovi

false

213.70.118.123 unknown Germany 702 UUNETUS false

162.158.166.142 unknown United States 13335 CLOUDFLARENETUS false

IP Domain Country Flag ASN ASN Name Malicious
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2.78.125.73 unknown Kazakhstan 29355 KCELL-ASKZ false

1.148.197.113 unknown Australia 1221 ASN-
TELSTRATelstraCorporatio
nLtdAU

false

57.146.227.212 unknown Belgium 2686 ATGS-MMD-ASUS false

113.213.98.160 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

75.74.47.224 unknown United States 7922 COMCAST-7922US false

111.249.108.11 unknown Taiwan; Republic of China 
(ROC)

3462 HINETDataCommunication
BusinessGroupTW

false

59.212.182.28 unknown China 2516 KDDIKDDICORPORATION
JP

false

112.62.10.49 unknown China 56040 CMNET-GUANGDONG-
APChinaMobilecommunicati
onscorporation

false

150.155.214.251 unknown United States 11351 TWC-11351-
NORTHEASTUS

false

32.255.96.230 unknown United States 2686 ATGS-MMD-ASUS false

61.52.209.250 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

100.232.51.122 unknown United States 21928 T-MOBILE-AS21928US false

187.116.133.91 unknown Brazil 26599 TELEFONICABRASILSAB
R

false

110.252.87.61 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

39.103.117.239 unknown China 37963 CNNIC-ALIBABA-CN-NET-
APHangzhouAlibabaAdverti
singCoLtd

false

187.58.205.200 unknown Brazil 18881 TELEFONICABRASILSAB
R

false

157.157.170.165 unknown Iceland 6677 ICENET-AS1IS false

42.220.179.60 unknown China 4249 LILLY-ASUS false

91.17.4.80 unknown Germany 3320 DTAGInternetserviceprovid
eroperationsDE

false

104.170.219.191 unknown United States 36352 AS-COLOCROSSINGUS false

217.48.206.92 unknown Germany 6805 TDDE-ASN1DE false

81.228.1.219 unknown Sweden 3301 TELIANET-
SWEDENTeliaCompanySE

false

43.46.77.4 unknown Japan 4249 LILLY-ASUS false

167.11.74.120 unknown Canada 46520 CA-DOJUS false

87.251.251.122 unknown Poland 8374 PLUSNETPlusnetworkoper
atorinPolandPL

false

159.28.99.193 unknown Japan 2527 SO-NETSo-
netEntertainmentCorporatio
nJP

false

221.110.200.105 unknown Japan 17676 GIGAINFRASoftbankBBCor
pJP

false

8.109.34.196 unknown United States 3356 LEVEL3US false

36.88.205.100 unknown Indonesia 7713 TELKOMNET-AS-
APPTTelekomunikasiIndon
esiaID

false

73.134.223.75 unknown United States 7922 COMCAST-7922US false

113.202.153.138 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

147.83.120.176 unknown Spain 13041 CESCA-ACES false

58.12.218.160 unknown Japan 17506 UCOMARTERIANetworksC
orporationJP

false

161.71.116.100 unknown United States 14340 SALESFORCEUS false

118.234.109.176 unknown Korea Republic of 4766 KIXS-AS-
KRKoreaTelecomKR

false

IP Domain Country Flag ASN ASN Name Malicious

Joe Sandbox View / Context
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⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

/home/saturnino/.config/pulse/ee49dfd4fa47433baee88884e2d7de7c-default-sink

/home/saturnino/.config/pulse/ee49dfd4fa47433baee88884e2d7de7c-default-source

/proc/6474/oom_score_adj

/run/gdm3.pid

/run/systemd/journal/streams/.#9:75018lw0CbK

/run/systemd/journal/streams/.#9:75019o3KZTM

/run/systemd/journal/streams/.#9:75245x49NsN

/run/systemd/journal/streams/.#9:752621A12rK

/run/systemd/journal/streams/.#9:75955K4u6BN

/run/systemd/journal/streams/.#9:76157OSqEhM

/run/systemd/journal/streams/.#9:76176G25jGK

/run/systemd/journal/streams/.#9:76283a6Cx8L

/run/systemd/journal/streams/.#9:76284tVVVfL

/run/systemd/journal/streams/.#9:76287G4fchO

/run/systemd/journal/streams/.#9:7644849WLoM

/run/systemd/journal/streams/.#9:76597ueUGtL

/run/systemd/journal/streams/.#9:76697hPVHgM

/run/systemd/journal/streams/.#9:76775rOT3ZM

/run/systemd/journal/streams/.#9:76790SdgP0M
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File type: ELF 32-bit LSB executable, ARM, version 1 (ARM), statically linked, stripped

Entropy (8bit): 6.115146070521125

TrID: ELF Executable and Linkable format (generic) (4004/1) 100.00%

File name: 1isequal9.arm

/run/systemd/journal/streams/.#9:771928HMvgK

/run/systemd/journal/streams/.#9:77194PNcvLM

/run/systemd/journal/streams/.#9:77230EsEw0K

/run/systemd/journal/streams/.#9:77235e6ws8N

/run/systemd/journal/streams/.#9:77535UdbKIM

/run/systemd/journal/streams/.#9:77932cdsDmN

/run/systemd/seats/.#seat0izgq07

/run/systemd/seats/.#seat0xCLwZ7

/run/systemd/users/.#1273tH4oa

/run/systemd/users/.#127PRvuxa

/run/systemd/users/.#127UMUrx8

/run/systemd/users/.#127Z4PAH9

/run/systemd/users/.#127qgny5a

/run/user/1000/pulse/pid

/run/utmp

/tmp/qemu-open.hu2k0x (deleted)

/var/crash/_usr_bin_light-locker.1000.uploaded

/var/lib/AccountsService/users/gdm.WTWPL1

/var/lib/ubuntu-drivers-common/last_gfx_boot

/var/lib/whoopsie/whoopsie-id.60SZL1

/var/log/auth.log

/var/log/gpu-manager.log

/var/log/journal/ee49dfd4fa47433baee88884e2d7de7c/system.journal

/var/log/journal/ee49dfd4fa47433baee88884e2d7de7c/user-1000.journal

/var/log/kern.log

/var/log/syslog

/var/log/wtmp

Static File Info

General
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File size: 76348

MD5: fc0a76d00e5267eae22dc71a6926b525

SHA1: b79f48ec66a6748c35af8972bc601dd46be47c6f

SHA256: 1a26e16bc62ca7e71b3b2cfa9679b3e121d85c61d2c4be597d7441789d7bd7d1

SHA512: 8031f4b2e3bdaf0151ee9bbaada5aa73065dc96bc0234718505a731bca42240999d044605ad71a63f872dc0a1a7940ab29967320fa188f9f4cea0b9fca6318f2

SSDEEP: 1536:czwFNSneF6IMMfDGsADV3bt6EB7XfU2//uBgzy:ckFgeF6I833AEBLM2+Bgzy

TLSH: E4730686BC80AA15D7C04777FE6F108E3314A7D9E1EA72029C295FA07B8EC2B0D67755

File Content 
Preview:

.ELF...a..........(.........4....(......4. ...(.....................<&..<&..............@&..@&..@&..,...............Q.td..................................-...L."....D..........0@-.\P...0....S.0...P@...0... 

....R......0...0...........0... ....R..... 0....S

ELF header

Class: ELF32

Data: 2's complement, little endian

Version: 1 (current)

Machine: ARM

Version Number: 0x1

Type: EXEC (Executable file)

OS/ABI: ARM - ABI

ABI Version: 0

Entry Point Address: 0x8190

Flags: 0x202

ELF Header Size: 52

Program Header Offset: 52

Program Header Size: 32

Number of Program Headers: 3

Section Header Offset: 75948

Section Header Size: 40

Number of Section Headers: 10

Header String Table Index: 9

Name Type Address Offset Size EntSize Flags
Flags
Description

Link Info Align

NULL 0x0 0x0 0x0 0x0 0x0 0 0 0

.init PROGBITS 0x8094 0x94 0x18 0x0 0x6 AX 0 0 4

.text PROGBITS 0x80b0 0xb0 0x11300 0x0 0x6 AX 0 0 16

.fini PROGBITS 0x193b0 0x113b0 0x14 0x0 0x6 AX 0 0 4

.rodata PROGBITS 0x193c4 0x113c4 0x1278 0x0 0x2 A 0 0 4

.ctors PROGBITS 0x22640 0x12640 0x8 0x0 0x3 WA 0 0 4

.dtors PROGBITS 0x22648 0x12648 0x8 0x0 0x3 WA 0 0 4

.data PROGBITS 0x22654 0x12654 0x218 0x0 0x3 WA 0 0 4

.bss NOBITS 0x2286c 0x1286c 0x558 0x0 0x3 WA 0 0 4

.shstrtab STRTAB 0x0 0x1286c 0x3e 0x0 0x0 0 0 1

Type Offset
Virtual
Address

Physical
Address

File Size
Memory
Size

Entropy Flags
Flags
Description

Align
Prog
Interpreter

Section Mappings

LOAD 0x0 0x8000 0x8000 0x1263c 0x1263c 3.3686 0x5 R E 0x8000 .init .text .fini .rodata

LOAD 0x1264
0

0x22640 0x22640 0x22c 0x784 1.7247 0x6 RW 0x8000 .ctors .dtors .data .bss

GNU_STACK 0x0 0x0 0x0 0x0 0x0 0.0000 0x7 RWE 0x4

Static ELF Info

Sections

Program Segments

Network Behavior

Network Port Distribution
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System Behavior

Total Packets: 99

• 23 (Telnet)

• 2323 undefined

• 63645 undefined

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 14, 2022 11:51:32.810097933 CEST 192.168.2.23 1.1.1.1 0xf219 Standard query 
(0)

daisy.ubun
tu.com

A (IP address) IN (0x0001)

May 14, 2022 11:51:32.810152054 CEST 192.168.2.23 1.1.1.1 0xddd3 Standard query 
(0)

daisy.ubun
tu.com

28 IN (0x0001)

May 14, 2022 11:51:33.218988895 CEST 192.168.2.23 1.1.1.1 0xabbd Standard query 
(0)

daisy.ubun
tu.com

28 IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 14, 2022 
11:51:32.826551914 CEST

1.1.1.1 192.168.2.23 0xf219 No error (0) daisy.ubun
tu.com

185.125.188.136 A (IP address) IN 
(0x0001)

May 14, 2022 
11:51:32.826551914 CEST

1.1.1.1 192.168.2.23 0xf219 No error (0) daisy.ubun
tu.com

185.125.188.137 A (IP address) IN 
(0x0001)

Start time: 11:51:01

Start date: 14/05/2022

Path: /tmp/1isequal9.arm

Arguments: /tmp/1isequal9.arm

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 11:51:01

Start date: 14/05/2022

Path: /tmp/1isequal9.arm

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

TCP Packets

DNS Queries

DNS Answers

Analysis Process: 1isequal9.arm PID: 6224, Parent PID: 6123

General

File Activities

File Read

Analysis Process: 1isequal9.arm PID: 6227, Parent PID: 6224

General
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Start time: 11:51:01

Start date: 14/05/2022

Path: /tmp/1isequal9.arm

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 11:51:01

Start date: 14/05/2022

Path: /tmp/1isequal9.arm

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 11:51:01

Start date: 14/05/2022

Path: /tmp/1isequal9.arm

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 11:51:01

Start date: 14/05/2022

Path: /tmp/1isequal9.arm

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 11:51:08

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:08

Analysis Process: 1isequal9.arm PID: 6228, Parent PID: 6224

General

Analysis Process: 1isequal9.arm PID: 6230, Parent PID: 6228

General

Analysis Process: 1isequal9.arm PID: 6233, Parent PID: 6228

General

File Activities

File Deleted

File Read

File Written

Directory Enumerated

Analysis Process: 1isequal9.arm PID: 6235, Parent PID: 6228

General

Analysis Process: systemd PID: 6242, Parent PID: 1

General

Analysis Process: journalctl PID: 6242, Parent PID: 1

General
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Start date: 14/05/2022

Path: /usr/bin/journalctl

Arguments: /usr/bin/journalctl --smart-relinquish-var

File size: 80120 bytes

MD5 hash: bf3a987344f3bacafc44efd882abda8b

Start time: 11:51:08

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:08

Start date: 14/05/2022

Path: /lib/systemd/systemd-journald

Arguments: /lib/systemd/systemd-journald

File size: 162032 bytes

MD5 hash: 474667ece6cecb5e04c6eb897a1d0d9e

Start time: 11:51:12

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:12

Start date: 14/05/2022

Path: /usr/bin/journalctl

Arguments: /usr/bin/journalctl --flush

File size: 80120 bytes

MD5 hash: bf3a987344f3bacafc44efd882abda8b

File Activities

File Read

Analysis Process: systemd PID: 6263, Parent PID: 1

General

Analysis Process: systemd-journald PID: 6263, Parent PID: 1

General

File Activities

File Deleted

File Read

File Written

File Moved

Directory Enumerated

Directory Created

Analysis Process: systemd PID: 6266, Parent PID: 1

General

Analysis Process: journalctl PID: 6266, Parent PID: 1

General

File Activities
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Start time: 11:51:27

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:27

Start date: 14/05/2022

Path: /usr/bin/dbus-daemon

Arguments: /usr/bin/dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-activation --syslog-only

File size: 249032 bytes

MD5 hash: 3089d47e3f3ab84cd81c48fd406d7a8c

Start time: 11:51:27

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:27

Start date: 14/05/2022

Path: /usr/bin/whoopsie

Arguments: /usr/bin/whoopsie -f

File size: 68592 bytes

MD5 hash: d3a6915d0e7398fb4c89a037c13959c8

Start time: 11:51:27

File Read

Analysis Process: systemd PID: 6307, Parent PID: 1

General

Analysis Process: dbus-daemon PID: 6307, Parent PID: 1

General

File Activities

File Read

Directory Enumerated

Analysis Process: systemd PID: 6322, Parent PID: 1

General

Analysis Process: whoopsie PID: 6322, Parent PID: 1

General

File Activities

File Created

File Read

File Written

File Moved

Directory Enumerated

Directory Created

Permission Modified

Analysis Process: systemd PID: 6326, Parent PID: 1860

General
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Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:27

Start date: 14/05/2022

Path: /usr/bin/pulseaudio

Arguments: /usr/bin/pulseaudio --daemonize=no --log-target=journal

File size: 100832 bytes

MD5 hash: 0c3b4c789d8ffb12b25507f27e14c186

Start time: 11:51:30

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:30

Start date: 14/05/2022

Path: /usr/libexec/rtkit-daemon

Arguments: /usr/libexec/rtkit-daemon

File size: 68096 bytes

MD5 hash: df0cacf1db4ec95ac70f5b6e06b8ffd7

Start time: 11:51:30

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:30

Start date: 14/05/2022

Analysis Process: pulseaudio PID: 6326, Parent PID: 1860

General

File Activities

File Read

File Written

Directory Enumerated

Directory Created

Analysis Process: systemd PID: 6331, Parent PID: 1

General

Analysis Process: rtkit-daemon PID: 6331, Parent PID: 1

General

File Activities

File Read

Analysis Process: systemd PID: 6334, Parent PID: 1

General

Analysis Process: systemd-logind PID: 6334, Parent PID: 1

General
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Path: /lib/systemd/systemd-logind

Arguments: /lib/systemd/systemd-logind

File size: 268576 bytes

MD5 hash: 8dd58a1b4c12f7a1d5fe3ce18b2aaeef

Start time: 11:51:30

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:30

Start date: 14/05/2022

Path: /usr/lib/policykit-1/polkitd

Arguments: /usr/lib/policykit-1/polkitd --no-debug

File size: 121504 bytes

MD5 hash: 8efc9b4b5b524210ad2ea1954a9d0e69

Start time: 11:51:31

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:31

Start date: 14/05/2022

Path: /usr/sbin/rsyslogd

Arguments: /usr/sbin/rsyslogd -n -iNONE

File size: 727248 bytes

MD5 hash: 0b8087fc907c42eb3c81a691db258e33

File Activities

File Deleted

File Read

File Written

File Moved

Directory Enumerated

Directory Created

Permission Modified

Analysis Process: systemd PID: 6396, Parent PID: 1

General

Analysis Process: polkitd PID: 6396, Parent PID: 1

General

File Activities

File Read

Directory Enumerated

Directory Created

Analysis Process: systemd PID: 6397, Parent PID: 1

General

Analysis Process: rsyslogd PID: 6397, Parent PID: 1

General
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Start time: 11:51:32

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:51:32

Start date: 14/05/2022

Path: /etc/gdm3/PrimeOff/Default

Arguments: /etc/gdm3/PrimeOff/Default

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:32

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:51:32

Start date: 14/05/2022

Path: /etc/gdm3/PrimeOff/Default

Arguments: /etc/gdm3/PrimeOff/Default

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:32

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

File Activities

File Read

File Written

Directory Enumerated

Analysis Process: gdm3 PID: 6402, Parent PID: 1320

General

Analysis Process: Default PID: 6402, Parent PID: 1320

General

File Activities

File Read

Analysis Process: gdm3 PID: 6403, Parent PID: 1320

General

Analysis Process: Default PID: 6403, Parent PID: 1320

General

File Activities

File Read

Analysis Process: gdm3 PID: 6404, Parent PID: 1320

General
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MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:51:32

Start date: 14/05/2022

Path: /etc/gdm3/PrimeOff/Default

Arguments: /etc/gdm3/PrimeOff/Default

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:33

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:33

Start date: 14/05/2022

Path: /sbin/agetty

Arguments: /sbin/agetty -o "-p -- \\u" --noclear tty2 linux

File size: 69000 bytes

MD5 hash: 3a374724ba7e863768139bdd60ca36f7

Start time: 11:51:35

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:35

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: /usr/bin/gpu-manager --log /var/log/gpu-manager.log

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Analysis Process: Default PID: 6404, Parent PID: 1320

General

File Activities

File Read

Analysis Process: systemd PID: 6408, Parent PID: 1

General

Analysis Process: agetty PID: 6408, Parent PID: 1

General

File Activities

File Read

File Written

Owner / Group Modified

Permission Modified

Analysis Process: systemd PID: 6411, Parent PID: 1

General

Analysis Process: gpu-manager PID: 6411, Parent PID: 1

General
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Start time: 11:51:36

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:36

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*nvidia[[:space:]]*$\" /etc/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:36

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:36

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*nvidia[[:space:]]*$ /etc/modprobe.d/alsa-base.conf /etc/modprobe.d/amd64-microcode-blacklist.conf 
/etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf 
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf 
/etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf 
/etc/modprobe.d/mdadm.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

File Activities

File Deleted

File Read

File Written

Directory Enumerated

Analysis Process: gpu-manager PID: 6412, Parent PID: 6411

General

Analysis Process: sh PID: 6412, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6413, Parent PID: 6412

General

Analysis Process: grep PID: 6413, Parent PID: 6412

General

File Activities

File Read

Analysis Process: gpu-manager PID: 6414, Parent PID: 6411

General
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Start time: 11:51:36

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:36

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*nvidia[[:space:]]*$\" /lib/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:36

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:36

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*nvidia[[:space:]]*$ /lib/modprobe.d/aliases.conf /lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf 
/lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:51:36

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:36

Start date: 14/05/2022

Analysis Process: sh PID: 6414, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6415, Parent PID: 6414

General

Analysis Process: grep PID: 6415, Parent PID: 6414

General

File Activities

File Read

Analysis Process: gpu-manager PID: 6416, Parent PID: 6411

General

Analysis Process: sh PID: 6416, Parent PID: 6411

General
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Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*radeon[[:space:]]*$\" /etc/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:36

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:36

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*radeon[[:space:]]*$ /etc/modprobe.d/alsa-base.conf /etc/modprobe.d/amd64-microcode-blacklist.conf 
/etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf 
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf 
/etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf 
/etc/modprobe.d/mdadm.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:51:37

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:37

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*radeon[[:space:]]*$\" /lib/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6417, Parent PID: 6416

General

Analysis Process: grep PID: 6417, Parent PID: 6416

General

File Activities

File Read

Analysis Process: gpu-manager PID: 6418, Parent PID: 6411

General

Analysis Process: sh PID: 6418, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated
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Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*radeon[[:space:]]*$ /lib/modprobe.d/aliases.conf /lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf 
/lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*amdgpu[[:space:]]*$\" /etc/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Analysis Process: sh PID: 6419, Parent PID: 6418

General

Analysis Process: grep PID: 6419, Parent PID: 6418

General

File Activities

File Read

Analysis Process: gpu-manager PID: 6420, Parent PID: 6411

General

Analysis Process: sh PID: 6420, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6421, Parent PID: 6420

General

Analysis Process: grep PID: 6421, Parent PID: 6420

Copyright Joe Security LLC 2022 Page 31 of 43



Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*amdgpu[[:space:]]*$ /etc/modprobe.d/alsa-base.conf /etc/modprobe.d/amd64-microcode-blacklist.conf 
/etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf 
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf 
/etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf 
/etc/modprobe.d/mdadm.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*amdgpu[[:space:]]*$\" /lib/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*amdgpu[[:space:]]*$ /lib/modprobe.d/aliases.conf /lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf 
/lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

General

File Activities

File Read

Analysis Process: gpu-manager PID: 6423, Parent PID: 6411

General

Analysis Process: sh PID: 6423, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6424, Parent PID: 6423

General

Analysis Process: grep PID: 6424, Parent PID: 6423

General

File Activities
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Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*nouveau[[:space:]]*$\" /etc/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:38

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:38

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*nouveau[[:space:]]*$ /etc/modprobe.d/alsa-base.conf /etc/modprobe.d/amd64-microcode-blacklist.conf 
/etc/modprobe.d/blacklist-ath_pci.conf /etc/modprobe.d/blacklist-firewire.conf /etc/modprobe.d/blacklist-framebuffer.conf 
/etc/modprobe.d/blacklist-modem.conf /etc/modprobe.d/blacklist-oss.conf /etc/modprobe.d/blacklist-rare-network.conf 
/etc/modprobe.d/blacklist.conf /etc/modprobe.d/intel-microcode-blacklist.conf /etc/modprobe.d/iwlwifi.conf 
/etc/modprobe.d/mdadm.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:51:39

Start date: 14/05/2022

Path: /usr/bin/gpu-manager

Arguments: n/a

File size: 76616 bytes

File Read

Analysis Process: gpu-manager PID: 6425, Parent PID: 6411

General

Analysis Process: sh PID: 6425, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6426, Parent PID: 6425

General

Analysis Process: grep PID: 6426, Parent PID: 6425

General

File Activities

File Read

Analysis Process: gpu-manager PID: 6431, Parent PID: 6411

General
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MD5 hash: 8fae9dd5dd67e1f33d873089c2fd8761

Start time: 11:51:39

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "grep -G \"^blacklist.*nouveau[[:space:]]*$\" /lib/modprobe.d/*.conf"

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:39

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:39

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -G ^blacklist.*nouveau[[:space:]]*$ /lib/modprobe.d/aliases.conf /lib/modprobe.d/blacklist_linux_5.4.0-72-generic.conf 
/lib/modprobe.d/blacklist_linux_5.4.0-81-generic.conf /lib/modprobe.d/fbdev-blacklist.conf /lib/modprobe.d/systemd.conf

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:51:40

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:40

Start date: 14/05/2022

Path: /usr/share/gdm/generate-config

Arguments: /usr/share/gdm/generate-config

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Analysis Process: sh PID: 6431, Parent PID: 6411

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6432, Parent PID: 6431

General

Analysis Process: grep PID: 6432, Parent PID: 6431

General

File Activities

File Read

Analysis Process: systemd PID: 6433, Parent PID: 1

General

Analysis Process: generate-config PID: 6433, Parent PID: 1

General
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Start time: 11:51:40

Start date: 14/05/2022

Path: /usr/share/gdm/generate-config

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:40

Start date: 14/05/2022

Path: /usr/bin/pkill

Arguments: pkill --signal HUP --uid gdm dconf-service

File size: 30968 bytes

MD5 hash: fa96a75a08109d8842e4865b2907d51f

Start time: 11:51:44

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:44

Start date: 14/05/2022

Path: /usr/lib/gdm3/gdm-wait-for-drm

Arguments: /usr/lib/gdm3/gdm-wait-for-drm

File size: 14640 bytes

MD5 hash: 82043ba752c6930b4e6aaea2f7747545

Start time: 11:51:54

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File Activities

File Read

Directory Enumerated

Analysis Process: generate-config PID: 6434, Parent PID: 6433

General

Analysis Process: pkill PID: 6434, Parent PID: 6433

General

File Activities

File Read

Directory Enumerated

Analysis Process: systemd PID: 6435, Parent PID: 1

General

Analysis Process: gdm-wait-for-drm PID: 6435, Parent PID: 1

General

File Activities

File Read

Directory Enumerated

Analysis Process: systemd PID: 6440, Parent PID: 1

General
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File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:54

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: /usr/sbin/gdm3

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:51:54

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:51:54

Start date: 14/05/2022

Path: /usr/bin/plymouth

Arguments: plymouth --ping

File size: 51352 bytes

MD5 hash: 87003efd8dad470042f5e75360a8f49f

Start time: 11:51:57

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Analysis Process: gdm3 PID: 6440, Parent PID: 1

General

File Activities

File Deleted

File Read

File Written

Directory Created

Owner / Group Modified

Permission Modified

Analysis Process: gdm3 PID: 6445, Parent PID: 6440

General

File Activities

Directory Enumerated

Analysis Process: plymouth PID: 6445, Parent PID: 6440

General

File Activities

File Read

Analysis Process: gdm3 PID: 6463, Parent PID: 6440

General

File Activities

Directory Enumerated
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Start time: 11:51:57

Start date: 14/05/2022

Path: /usr/lib/gdm3/gdm-session-worker

Arguments: "gdm-session-worker [pam/gdm-launch-environment]"

File size: 293360 bytes

MD5 hash: 692243754bd9f38fe9bd7e230b5c060a

Start time: 11:51:59

Start date: 14/05/2022

Path: /usr/lib/gdm3/gdm-session-worker

Arguments: n/a

File size: 293360 bytes

MD5 hash: 692243754bd9f38fe9bd7e230b5c060a

Start time: 11:51:59

Start date: 14/05/2022

Path: /usr/lib/gdm3/gdm-wayland-session

Arguments: /usr/lib/gdm3/gdm-wayland-session "dbus-run-session -- gnome-session --autostart /usr/share/gdm/greeter/autostart"

File size: 76368 bytes

MD5 hash: d3def63cf1e83f7fb8a0f13b1744ff7c

Start time: 11:51:59

Start date: 14/05/2022

Path: /usr/lib/gdm3/gdm-wayland-session

Arguments: n/a

File size: 76368 bytes

MD5 hash: d3def63cf1e83f7fb8a0f13b1744ff7c

Start time: 11:51:59

Start date: 14/05/2022

Path: /usr/bin/dbus-daemon

Arguments: dbus-daemon --print-address 3 --session

Analysis Process: gdm-session-worker PID: 6463, Parent PID: 6440

General

File Activities

File Read

File Written

Directory Enumerated

Analysis Process: gdm-session-worker PID: 6467, Parent PID: 6463

General

Analysis Process: gdm-wayland-session PID: 6467, Parent PID: 6463

General

File Activities

File Read

Directory Created

Analysis Process: gdm-wayland-session PID: 6469, Parent PID: 6467

General

File Activities

Directory Enumerated

Analysis Process: dbus-daemon PID: 6469, Parent PID: 6467

General
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File size: 249032 bytes

MD5 hash: 3089d47e3f3ab84cd81c48fd406d7a8c

Start time: 11:52:00

Start date: 14/05/2022

Path: /usr/bin/dbus-daemon

Arguments: n/a

File size: 249032 bytes

MD5 hash: 3089d47e3f3ab84cd81c48fd406d7a8c

Start time: 11:52:00

Start date: 14/05/2022

Path: /usr/bin/dbus-daemon

Arguments: n/a

File size: 249032 bytes

MD5 hash: 3089d47e3f3ab84cd81c48fd406d7a8c

Start time: 11:52:00

Start date: 14/05/2022

Path: /bin/false

Arguments: /bin/false

File size: 39256 bytes

MD5 hash: 3177546c74e4f0062909eae43d948bfc

Start time: 11:52:01

Start date: 14/05/2022

Path: /usr/lib/gdm3/gdm-wayland-session

Arguments: n/a

File size: 76368 bytes

MD5 hash: d3def63cf1e83f7fb8a0f13b1744ff7c

Start time: 11:52:01

File Activities

File Read

Directory Enumerated

Analysis Process: dbus-daemon PID: 6473, Parent PID: 6469

General

Analysis Process: dbus-daemon PID: 6474, Parent PID: 6473

General

File Activities

File Written

Analysis Process: false PID: 6474, Parent PID: 6473

General

File Activities

File Read

Analysis Process: gdm-wayland-session PID: 6475, Parent PID: 6467

General

File Activities

Directory Enumerated

Analysis Process: dbus-run-session PID: 6475, Parent PID: 6467

General
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Start date: 14/05/2022

Path: /usr/bin/dbus-run-session

Arguments: dbus-run-session -- gnome-session --autostart /usr/share/gdm/greeter/autostart

File size: 14480 bytes

MD5 hash: 245f3ef6a268850b33b0225a8753b7f4

Start time: 11:52:01

Start date: 14/05/2022

Path: /usr/bin/dbus-run-session

Arguments: n/a

File size: 14480 bytes

MD5 hash: 245f3ef6a268850b33b0225a8753b7f4

Start time: 11:52:01

Start date: 14/05/2022

Path: /usr/bin/dbus-daemon

Arguments: dbus-daemon --nofork --print-address 4 --session

File size: 249032 bytes

MD5 hash: 3089d47e3f3ab84cd81c48fd406d7a8c

Start time: 11:52:01

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:52:01

Start date: 14/05/2022

Path: /etc/gdm3/PrimeOff/Default

Arguments: /etc/gdm3/PrimeOff/Default

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

File Activities

File Read

Analysis Process: dbus-run-session PID: 6476, Parent PID: 6475

General

Analysis Process: dbus-daemon PID: 6476, Parent PID: 6475

General

File Activities

File Read

Analysis Process: gdm3 PID: 6477, Parent PID: 6440

General

File Activities

Directory Enumerated

Analysis Process: Default PID: 6477, Parent PID: 6440

General

File Activities

File Read

Analysis Process: gdm3 PID: 6478, Parent PID: 6440
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Start time: 11:52:01

Start date: 14/05/2022

Path: /usr/sbin/gdm3

Arguments: n/a

File size: 453296 bytes

MD5 hash: 2492e2d8d34f9377e3e530a61a15674f

Start time: 11:52:01

Start date: 14/05/2022

Path: /etc/gdm3/PrimeOff/Default

Arguments: /etc/gdm3/PrimeOff/Default

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:54

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:51:54

Start date: 14/05/2022

Path: /usr/lib/accountsservice/accounts-daemon

Arguments: /usr/lib/accountsservice/accounts-daemon

File size: 203192 bytes

MD5 hash: 01a899e3fb5e7e434bea1290255a1f30

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/lib/accountsservice/accounts-daemon

Arguments: n/a

General

File Activities

Directory Enumerated

Analysis Process: Default PID: 6478, Parent PID: 6440

General

File Activities

File Read

Analysis Process: systemd PID: 6446, Parent PID: 1

General

Analysis Process: accounts-daemon PID: 6446, Parent PID: 1

General

File Activities

File Read

File Written

File Moved

Directory Enumerated

Directory Created

Permission Modified

Analysis Process: accounts-daemon PID: 6458, Parent PID: 6446

General
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File size: 203192 bytes

MD5 hash: 01a899e3fb5e7e434bea1290255a1f30

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/share/language-tools/language-validate

Arguments: /usr/share/language-tools/language-validate en_US.UTF-8

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/share/language-tools/language-validate

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/share/language-tools/language-options

Arguments: /usr/share/language-tools/language-options

File size: 3478464 bytes

MD5 hash: 16a21f464119ea7fad1d3660de963637

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/share/language-tools/language-options

Arguments: n/a

File size: 3478464 bytes

MD5 hash: 16a21f464119ea7fad1d3660de963637

Start time: 11:51:55

Start date: 14/05/2022

Path: /bin/sh

Arguments: sh -c "locale -a | grep -F .utf8 "

File Activities

Directory Enumerated

Analysis Process: language-validate PID: 6458, Parent PID: 6446

General

File Activities

File Read

Analysis Process: language-validate PID: 6459, Parent PID: 6458

General

Analysis Process: language-options PID: 6459, Parent PID: 6458

General

File Activities

File Read

Directory Enumerated

Analysis Process: language-options PID: 6460, Parent PID: 6459

General

Analysis Process: sh PID: 6460, Parent PID: 6459

General
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File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:55

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/bin/locale

Arguments: locale -a

File size: 58944 bytes

MD5 hash: c72a78792469db86d91369c9057f20d2

Start time: 11:51:55

Start date: 14/05/2022

Path: /bin/sh

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 11:51:55

Start date: 14/05/2022

Path: /usr/bin/grep

Arguments: grep -F .utf8

File size: 199136 bytes

MD5 hash: 1e6ebb9dd094f774478f72727bdba0f5

Start time: 11:52:11

Start date: 14/05/2022

Path: /usr/libexec/gvfsd-fuse

Arguments: n/a

File Activities

File Read

Analysis Process: sh PID: 6461, Parent PID: 6460

General

Analysis Process: locale PID: 6461, Parent PID: 6460

General

File Activities

File Read

Directory Enumerated

Analysis Process: sh PID: 6462, Parent PID: 6460

General

Analysis Process: grep PID: 6462, Parent PID: 6460

General

File Activities

File Read

Analysis Process: gvfsd-fuse PID: 6486, Parent PID: 2038

General
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File size: 47632 bytes

MD5 hash: d18fbf1cbf8eb57b17fac48b7b4be933

Start time: 11:52:11

Start date: 14/05/2022

Path: /bin/fusermount

Arguments: fusermount -u -q -z -- /run/user/1000/gvfs

File size: 39144 bytes

MD5 hash: 576a1b135c82bdcbc97a91acea900566

Start time: 11:53:42

Start date: 14/05/2022

Path: /usr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Start time: 11:53:42

Start date: 14/05/2022

Path: /usr/bin/dbus-daemon

Arguments: /usr/bin/dbus-daemon --session --address=systemd: --nofork --nopidfile --systemd-activation --syslog-only

File size: 249032 bytes

MD5 hash: 3089d47e3f3ab84cd81c48fd406d7a8c

Analysis Process: fusermount PID: 6486, Parent PID: 2038

General

File Activities

File Read

Analysis Process: systemd PID: 6527, Parent PID: 1860

General

Analysis Process: dbus-daemon PID: 6527, Parent PID: 1860

General

File Activities

File Read

Directory Enumerated

Directory Created
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