
ID: 626616
Sample Name: j0Ee2pkXcH
Cookbook:
defaultlinuxfilecookbook.jbs
Time: 16:17:05
Date: 14/05/2022
Version: 34.0.0 Boulder Opal
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Linux Analysis Report 
j0Ee2pkXcH

Overview

General Information

Sample 
Name:

j0Ee2pkXcH

Analysis ID: 626616

MD5: d4ef612e72f47f5…

SHA1: 4f526e7c9f7a9dc…

SHA256: 9a875f1f3f80ded…

Tags: 32 elf mips mirai

Infos:

Detection

Score: 48

Range: 0 - 100

Whitelisted: false

Signatures

Multi AV Scanner detection for subm…

Sample has stripped symbol table

Uses the "uname" system call to qu…

Tries to connect to HTTP servers, b…

Detected TCP or UDP traffic on non…

Sample listens on a socket

Classification

Analysis Advice

Static ELF header machine description suggests that the sample might not execute correctly on this machine.

All HTTP servers contacted by the sample do not answer. The sample is likely an old dropper which does no longer work.

Static ELF header machine description suggests that the sample might only run correctly on MIPS or ARM architectures.

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 626616

Start date and time: 14/05/202216:17:05 2022-05-14 16:17:05 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 49s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: j0Ee2pkXcH

Cookbook file name: defaultlinuxfilecookbook.jbs

Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)

Analysis Mode: default

Detection: MAL

Classification: mal48.lin@0/0@0/0

Command: /tmp/j0Ee2pkXcH

PID: 6227

Exit Code: 0

Exit Code Info:

Killed: False

Standard Output: KiraV2

Standard Error:

General Information

Runtime Messages
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AV Detection

system is lnxubuntu20
j0Ee2pkXcH (PID: 6227, Parent: 6125, MD5: 0d6f61f82cf2f781c6eb0661071d42d9) Arguments: /tmp/j0Ee2pkXcH

j0Ee2pkXcH New Fork (PID: 6229, Parent: 6227)
cleanup

⊘ No yara matches

⊘ No Snort rule has matched
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⊘ No configs have been found

Process Tree

Yara Signatures

Snort Signatures

Joe Sandbox Signatures

Multi AV Scanner detection for submitted file

Mitre Att&ck Matrix

Malware Configuration

Behavior Graph
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Behavior Graph
ID: 626616

Sample: j0Ee2pkXcH

Startdate: 14/05/2022

Architecture: LINUX

Score: 48

109.202.202.202, 80

INIT7CH

Switzerland

91.189.91.42, 443

CANONICAL-ASGB

United Kingdom

2 other IPs or domains

Multi AV Scanner detection
for submitted file

j0Ee2pkXcH

        started       

j0Ee2pkXcH

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

Internet

Hide Legend

Source Detection Scanner Label Link

j0Ee2pkXcH 44% Virustotal Browse

j0Ee2pkXcH 46% ReversingLabs Linux.Trojan.Mirai

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No contacted domains info

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Domains

URLs

Domains and IPs

Contacted Domains
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

103.136.40.176 unknown India 139884 AGPL-AS-
APApeironGlobalPvtLtdIN

false

109.202.202.202 unknown Switzerland 13030 INIT7CH false

91.189.91.43 unknown United Kingdom 41231 CANONICAL-ASGB false

91.189.91.42 unknown United Kingdom 41231 CANONICAL-ASGB false

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

World Map of Contacted IPs

Public IPs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files
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⊘ No created / dropped files found

File type: ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, stripped

Entropy (8bit): 5.444689626345033

TrID: ELF Executable and Linkable format (generic) (4004/1) 100.00%

File name: j0Ee2pkXcH

File size: 52044

MD5: d4ef612e72f47f5fc33a7a567447ebe1

SHA1: 4f526e7c9f7a9dc125d81c3e47743d8c539b0736

SHA256: 9a875f1f3f80dede4a12c83cab4a01ed846e5abb8ea5ad2eae11d0da39339000

SHA512: 44f988a34b3a5219e6e9d3fb690f17181ee0e6b00ad6d5997a803c912b52db601912a574bd99028f3cded83c841c42d9b0fb88bd60fe26b7db6a12afc6209869

SSDEEP: 768:tTp45a3erDWjgeRegye9OevSZrdAZL9GpXi2hK8eRmw:tT25a3xXcwOxZhAZL9GpK8e

TLSH: D533C615FB514FB7CC9BCC7349A91B0128CC5A5B21F57B367A74D528B84B20B2AD3CA8

File Content 
Preview:

.ELF....................`.@.4...D.......4. ...(...............@...@. ... ...............$...$.D.$.D......+..........Q.td...............................<<C.'!......'.......................<.C.'!... .........9'.. ........................
<.B.'!.............9

ELF header

Class: ELF32

Data: 2's complement, little endian

Version: 1 (current)

Machine: MIPS R3000

Version Number: 0x1

Type: EXEC (Executable file)

OS/ABI: UNIX - System V

ABI Version: 0

Entry Point Address: 0x400260

Flags: 0x1007

ELF Header Size: 52

Program Header Offset: 52

Program Header Size: 32

Number of Program Headers: 3

Section Header Offset: 51524

Section Header Size: 40

Number of Section Headers: 13

Header String Table Index: 12

Name Type Address Offset Size EntSize Flags
Flags
Description

Link Info Align

NULL 0x0 0x0 0x0 0x0 0x0 0 0 0

.init PROGBITS 0x400094 0x94 0x8c 0x0 0x6 AX 0 0 4

.text PROGBITS 0x400120 0x120 0xb010 0x0 0x6 AX 0 0 16

.fini PROGBITS 0x40b130 0xb130 0x5c 0x0 0x6 AX 0 0 4

.rodata PROGBITS 0x40b190 0xb190 0xe90 0x0 0x2 A 0 0 16

.ctors PROGBITS 0x44c024 0xc024 0x8 0x0 0x3 WA 0 0 4

.dtors PROGBITS 0x44c02c 0xc02c 0x8 0x0 0x3 WA 0 0 4

.data PROGBITS 0x44c040 0xc040 0x3a0 0x0 0x3 WA 0 0 16

.got PROGBITS 0x44c3e0 0xc3e0 0x50c 0x4 0x1000
0003

WA 0 0 16

.sbss NOBITS 0x44c8ec 0xc8ec 0x3c 0x0 0x1000
0003

WA 0 0 4

Created / dropped Files

Static File Info

General

Static ELF Info

Sections

Copyright Joe Security LLC 2022 Page 7 of 9



System Behavior

.bss NOBITS 0x44c930 0xc8ec 0x22c0 0x0 0x3 WA 0 0 16

.mdebug.abi32 PROGBITS 0x9a2 0xc8ec 0x0 0x0 0x0 0 0 1

.shstrtab STRTAB 0x0 0xc8ec 0x57 0x0 0x0 0 0 1

Name Type Address Offset Size EntSize Flags
Flags
Description

Link Info Align

Type Offset
Virtual
Address

Physical
Address

File Size
Memory
Size

Entropy Flags
Flags
Description

Align
Prog
Interpreter

Section Mappings

LOAD 0x0 0x400000 0x400000 0xc020 0xc020 3.4567 0x5 R E 0x1000
0

.init .text .fini .rodata

LOAD 0xc024 0x44c024 0x44c024 0x8c8 0x2bcc 1.7279 0x6 RW 0x1000
0

.ctors .dtors .data .got .sbss .bss

GNU_STACK 0x0 0x0 0x0 0x0 0x0 0.0000 0x7 RWE 0x4

Total Packets: 20

• 80 (HTTP)

• 443 (HTTPS)

• 8985 undefined

Start time: 16:17:48

Start date: 14/05/2022

Path: /tmp/j0Ee2pkXcH

Arguments: /tmp/j0Ee2pkXcH

File size: 5773336 bytes

MD5 hash: 0d6f61f82cf2f781c6eb0661071d42d9

Start time: 16:17:48

Start date: 14/05/2022

Program Segments

Network Behavior

Network Port Distribution

TCP Packets

Analysis Process: j0Ee2pkXcH PID: 6227, Parent PID: 6125

General

File Activities

File Read

Analysis Process: j0Ee2pkXcH PID: 6229, Parent PID: 6227

General
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Path: /tmp/j0Ee2pkXcH

Arguments: n/a

File size: 5773336 bytes

MD5 hash: 0d6f61f82cf2f781c6eb0661071d42d9
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