
ID: 632520
Cookbook: browseurl.jbs
Time: 18:36:21
Date: 23/05/2022
Version: 34.0.0 Boulder Opal
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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\2da66a5f-ba0b-4880-8afe-39cbe4043ac9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5e6591ee-9b48-4447-81f4-ad9014c35dc0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6638f114-9843-43d7-a2db-6f9eea5375ba.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1e72ff7c-c4b7-4b6c-a4b0-ccb9cea6c1ce.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\51b56aef-bc0e-4c8e-91c1-9ae984b53510.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\58775c95-acc1-47cd-981c-9226e3ade8b1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\66f7d253-41ca-464e-8985-85c3f41d6551.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\732ae7f4-1032-4322-9aee-66ff9768d5b7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\d693300c-1bec-4840-9f99-434f4cfd170c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e24545c2-78bc-4592-a964-c9468851eb41.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\adf43f77-7463-4b4c-9061-13112e18541e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\efa2f41b-c958-4a6c-9e8f-9eb2486d4a7d.tmp
C:\Users\user\AppData\Local\Temp\474d55fe-3037-443d-aa38-1f9ff105aa21.tmp
C:\Users\user\AppData\Local\Temp\fa3e0e3f-716d-4e28-b196-bc28d7875c7d.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sk\messages.json

Copyright Joe Security LLC 2022 Page 2 of 64



31
32
32
32
33
33
33
34
34
34
35
35
35
36
36
36
37
37
37
38
38
38
38
39
39
39
39
40
41
42
42
44
44
46
62
62
62
62
62
63
63
63

63
63
63

64

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\vi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\zh_CN\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\zh_TW\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\craw_background.js
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\craw_window.js
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\css\craw_window.css
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\html\craw_window.html
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\flapper.gif
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\icon_128.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\icon_16.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_close.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_hover.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_maximize.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_pressed.png
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\manifest.json
C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\fa3e0e3f-716d-4e28-b196-bc28d7875c7d.tmp

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 2760, Parent PID: 2784

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 344, Parent PID: 2760
General
File Activities

Disassembly
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Windows Analysis Report 
http://click.email.wynnagency.net/?qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd27c8ba03d2e27fad8c0d5…

Overview

General Information

Sample URL: click.email.wynnagency.n
et/?
qs=53b380b0fd541e9470a
f0517499a31f65699a409d
124...409d124804e8330be
97f07a6be3d735f6164f2c5
3fcbd46ea195dd27c8ba03
d2e27fad8c0d5

Analysis ID: 632520

Infos:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

No high impact signatures.

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 2760 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "http://click.email.wynnagency.net/?q

s=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd27c8ba03d2e27fad8c0d5 MD5:
C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 344 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1596,3351606549753181624,18422409383362218620,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
916 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures

Copyright Joe Security LLC 2022 Page 4 of 64



There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched
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Information

Security
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Delete
Device
Data
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Binary
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Behavior Graph
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Behavior Graph

ID: 632520

URL: http://click.email.wynnagen...

Startdate: 23/05/2022

Architecture: WINDOWS

Score: 0

s3-w.us-east-1.amazonaws.com s3-1-w.amazonaws.com 4 other IPs or domains

chrome.exe

13 184

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

17

        started       

accounts.google.com

142.250.184.205, 443, 49732

GOOGLEUS

United States

clients.l.google.com

142.250.185.110, 443, 49735, 64817

GOOGLEUS

United States

17 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

click.email.wynnagency.net/?
qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46e
a195dd27c8ba03d2e27fad8c0d5

1% Virustotal Browse

click.email.wynnagency.net/?
qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46e
a195dd27c8ba03d2e27fad8c0d5

0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 7 of 64
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Source Detection Scanner Label Link

https://dns.google 0% URL Reputation safe

click.email.wynnagency.net/?
qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6b

0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

s3-w.us-east-1.amazonaws.com 52.216.248.212 true false high

click.virt.s11.exacttarget.com 13.111.71.11 true false high

d19zzur8741aig.cloudfront.net 13.224.103.9 true false high

accounts.google.com 142.250.184.205 true false high

www-env.dropbox-dns.com 162.125.69.18 true false unknown

cdn.signalfx.com 13.224.103.44 true false high

clients.l.google.com 142.250.185.110 true false high

click.email.wynnagency.net unknown unknown false unknown

clients2.google.com unknown unknown false high

hecp.s3.amazonaws.com unknown unknown false high

hecp.wufoo.com unknown unknown false high

static.wufoo.com unknown unknown false high

js-agent.newrelic.com unknown unknown false high

www.dropbox.com unknown unknown false high

bam-cell.nr-data.net unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://static.wufoo.com/scripts/public/dynamic.0647.js?language=english false high

https://www.dropbox.com/s/9vk309evf7zbfmp/warroom.css false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://hecp.wufoo.com/forms/z1a4he711y3vkj3/ false high

https://hecp.wufoo.com/favicon.ico false high

https://hecp.wufoo.com/forms/z1a4he711y3vkj3/ false high

https://static.wufoo.com/stylesheets/public/forms/css/index.0647.css false high

https://hecp.s3.amazonaws.com/Exclusive.png false high

click.email.wynnagency.net/?
qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd
46ea195dd27c8ba03d2e27fad8c0d5

false unknown

https://hecp.wufoo.com/css/custom/6/theme.css false high

https://cdn.signalfx.com/o11y-gdi-rum/latest/splunk-otel-web.js false high

https://hecp.wufoo.com/images/themes/logos/none.png false high

Name Source Malicious Antivirus Detection Reputation

https://dns.google d693300c-1bec-4840-9f99-434f4cfd170c.tmp.1.dr, 587
75c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://play.google.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://hecp.wufoo.com/forms/z1a4he711y3vkj3/2
History Provider Cache.0.dr false high

click.email.wynnagency.net/?
qs=53b380b0fd541e9470af0517499a31f65699a409d12
4804e8330be97f07a6b

History Provider Cache.0.dr false Avira URL Cloud: safe unknown

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://www.google.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://accounts.google.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://clients2.googleusercontent.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://apis.google.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com 58775c95-acc1-47cd-981c-9226e3ade8b1.tmp.1.dr false high

https://clients2.google.com/service/update2/crx manifest.json.0.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

13.111.71.11 click.virt.s11.exacttarget.c
om

United States 22606 EXACT-7US false

142.250.185.110 clients.l.google.com United States 15169 GOOGLEUS false

162.125.69.18 www-env.dropbox-
dns.com

United States 19679 DROPBOXUS false

239.255.255.250 unknown Reserved unknown unknown false

World Map of Contacted IPs

Public IPs
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52.216.248.212 s3-w.us-east-
1.amazonaws.com

United States 16509 AMAZON-02US false

13.224.103.57 unknown United States 16509 AMAZON-02US false

142.250.184.205 accounts.google.com United States 15169 GOOGLEUS false

13.224.103.44 cdn.signalfx.com United States 16509 AMAZON-02US false

13.224.103.9 d19zzur8741aig.cloudfron
t.net

United States 16509 AMAZON-02US false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 632520

Start date and time: 23/05/202218:36:21 2022-05-23 18:36:21 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 57s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: click.email.wynnagency.net/?
qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd27c8ba03d2e27fad8c0d5

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

13

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@22/86@12/11

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.186.174, 74.125.108.200, 34.104.35.123, 142.250.186.131, 142.250.186.138, 151.101.2.137, 151.101.66.137, 151.101.130.137,
151.101.194.137, 162.247.243.146, 162.247.243.147
Excluded domains from analysis (whitelisted): fs.microsoft.com, content-autofill.googleapis.com, r3.sn-1gi7znek.gvt1.com, tls12.newrelic.com.cdn.cloudflare.net, ctldl.windowsupdate.com,
clientservices.googleapis.com, arc.msn.com, k.sni.global.fastly.net, r3---sn-1gi7znek.gvt1.com, redirector.gvt1.com, edgedl.me.gvt1.com, store-images.s-microsoft.com, login.live.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

Private

General Information

Warnings
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⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\2da66a5f-ba0b-4880-8afe-39cbe4043ac9.tmp
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Category: dropped

Size (bytes): 205559

Entropy (8bit): 6.072983310099692

Encrypted: false

SSDEEP: 6144:iZeX5kVfXhSm/TCXnqn3A9UaqfIlUOoSiuRr:iZUkhxSa+qKzo4

MD5: E6497D31C6D419EE827C602EC6DE3F99

SHA1: 41A6F2AF7085FD6978AA39387E6547DE3470D263

SHA-256: D16BCF436CBBA00D2D21D9FB9E6DA999A06DFD6A58DCF31F76E34980EF296946

SHA-512: 8F8EDF4C60D34FD4022CCF6D3982D9B28569E44DE1FE82133943543F137D0BA82E85EA6C886FEA7B2A288820B40CEFF89820B01EB91346676C94ED555D368854

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653356260620198e+12,"network":1.653323861e+12,"ticks":130614667.0,"uncertainty":3935833.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230638985813"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205559

Entropy (8bit): 6.072982454292646

Encrypted: false

SSDEEP: 6144:0ZeX5kVfXhSm/TCXnqn3A9UaqfIlUOoSiuRr:0ZUkhxSa+qKzo4

MD5: FDCB17F00BC9B690FCBA99DA6C7CF2D7

SHA1: 0DB8EC5FFEDBF659D3026B706815F510680322A5

SHA-256: 15CBD75C26226D1F4553B3DDC7F734A69AFF9AA78448E1103D2136F1A3CBD8F6

SHA-512: 050BEC76FCA1F2443657F9DFAEB6888108A99F7864D3AC08077B58C9C3C4F84C2952E065D14B38D803CB82A5BB6A9C92992BD860AD7659E38B5C78EEACA02F
BA

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653356260620198e+12,"network":1.653323861e+12,"ticks":130614667.0,"uncertainty":3935833.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7493218198896376

Encrypted: false

SSDEEP: 384:9/qJ5Hs23s/PVoOV0Ntruvxr3SlDeHP6G+xrsPFRxSrzPirQhmYTMrF11yOP/1NB:V6u5dSH224ej1LfwH7O3KRf1ZR

MD5: D0BBA96EDA9DD29C0D5B5B455019C881

SHA1: 276431C524757EFCAECB9D35762852FC7610C6EA

SHA-256: 13A8EE1C0F60BB57656B7EF2FB3607EE42CD342625BA02C55A645690C7D8B691

SHA-512: 57C64762183D8C8DA27128764AE17C05E9D6DE02A69C86FDF9A0F85DC6D3EE33AC582533F1B9853739EE8415355BED7647704BE3CA3326B16C1FC894B6CB273
C

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\5e6591ee-9b48-4447-81f4-ad9014c35dc0.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\6638f114-9843-43d7-a2db-6f9eea5375ba.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Reputation: low

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.577503087147416

Encrypted: false

SSDEEP: 384:j7It9Llv8Xg1kXqKf/pUZNCgVLH2HfD9rUIBwDz4fr:QLl2g1kXqKf/pUZNCgVLH2HfJrUhzer

MD5: 42118D834A8BC90F2833CB85887F6200

SHA1: 98F455ECA989E981B09E993860258E7A1FE87985

SHA-256: C916B0D6BBE6ACA837580E39A2B52D4E5837E8B329248DBF9973D6EC637A8818

SHA-512: 8E2AD1E5437CAEEE59F662269EFC4D44789FA1DA79E2A9FFE8A2107134449F44D2C7CC42BB2DBF067B64F009A4978AE15FA886E07FF0F62453289D1F69F278E
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13297829858008276","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1e72 7c-c4b7-4b6c-a4b0-ccb9cea6c1ce.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\51b56aef-bc0e-4c8e-91c1-9ae984b53510.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\58775c95-acc1-47cd-981c-9226e3ade8b1.tmp
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Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.571752849716902

Encrypted: false

SSDEEP: 384:j7ItgLlv8Xg1kXqKf/pUZNCgVLH2HfD9rUs5whz4U:zLl2g1kXqKf/pUZNCgVLH2HfJrU/zH

MD5: 9E0EFC8EA4C25650BDB8C4A2B589957C

SHA1: 783DE030C7B12CD61DE7F3041A1D1054FFCEC04F

SHA-256: 6986A02B51FC58072C07EC421828C74384EEAC4631C672AD67D6B26065375F43

SHA-512: 01A3DE23D2C3596F7C228C40F3F4678330B6B2B7EDE176771CE3EE6CA0DC9CEEBDE928AEB635A0B2FCE7FF4A886E06567E2C4FC38D77790E6D5061D646665A
7E

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13297829858008276","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5196

Entropy (8bit): 4.9868683335207455

Encrypted: false

SSDEEP: 96:nspC8cdL1pcKIJjok0JCKL8LkhjwbOTQVuwn:nspCh1pcPe4KAkh+

MD5: 6D5FC456BC8AC5C15EECAC2B4B017D21

SHA1: CBE987BDDDEE0CABB280DCBAE0FAD4B435A4CCC4

SHA-256: EC8A9E147917200D7E821E1A529E8943469C220DD153882F1AA202F653EE7BBD

SHA-512: 0A458388BC4DB27C84BBED8F8428C891B15F106A82B6DB7A43B740C170B4461AA8B5DFCDFF3864134760CC86701F7C506FD54401686C20C0DBE547F409268EE3

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297829858921804","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\66f7d253-41ca-464e-8985-85c3f41d6551.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\732ae7f4-1032-4322-9aee-66 9768d5b7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
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Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.297109810228792

Encrypted: false

SSDEEP: 6:AXOWSajM+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVfXOWSafmZmwYVfXOWSafpMs:AX5e+va5KkTXfchI3FUtiX5dm/IX5dis

MD5: 04641DFE623DF8F0838DAC2FFA2AD06B

SHA1: 3BA43C9C7E5B6EFC13FB926E9606592CF30401CC

SHA-256: F564130350FB715BE296074682D49339CCBFBAE2A15AF28C78DD40CA7B55A9DB

SHA-512: A2DA76B9AE3DE52FD03522FCE1A9871AD2E6C9A80D8E1F739C06DE479EB4A8DE3E8DF5E0C81A21A789A9977CDF6B64E84EADC34F9733E01B4E278253A6354
A18

Malicious: false

Reputation: low

Preview: 2022/05/23-18:37:55.187 171c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/23-18:37:55.189 171c Recovering log #3.2022/05/23-18:37:55.189 171c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.297109810228792

Encrypted: false

SSDEEP: 6:AXOWSajM+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVfXOWSafmZmwYVfXOWSafpMs:AX5e+va5KkTXfchI3FUtiX5dm/IX5dis

MD5: 04641DFE623DF8F0838DAC2FFA2AD06B

SHA1: 3BA43C9C7E5B6EFC13FB926E9606592CF30401CC

SHA-256: F564130350FB715BE296074682D49339CCBFBAE2A15AF28C78DD40CA7B55A9DB

SHA-512: A2DA76B9AE3DE52FD03522FCE1A9871AD2E6C9A80D8E1F739C06DE479EB4A8DE3E8DF5E0C81A21A789A9977CDF6B64E84EADC34F9733E01B4E278253A6354
A18

Malicious: false

Reputation: low

Preview: 2022/05/23-18:37:55.187 171c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/23-18:37:55.189 171c Recovering log #3.2022/05/23-18:37:55.189 171c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1505

Entropy (8bit): 5.750218264545004

Encrypted: false

SSDEEP: 24:K+JPnDyXMiRknJPxsCL+S6l5r3nLjqG5GU/p/DsMCbWVANBinyBDENKXP7sjOv5w:K+JP8anJP6M+7nLj9HrsM4DNeNaP79vS

MD5: 31509C1054954767A4A8F1A2B4098BF8

SHA1: F1E5EDC52F05D4288DDCC3AE18283623C67A20C2

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
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SHA-256: 0FA0CA73A1BA6D35F682BD75A4F1DBB8986EEE840614C7CD34CAC0F2F0305277

SHA-512: 5B42C2370DBDD0207319013FE92D54ED39028F260B8E0BD8E50CF6606F1DFAB87CCFB5CABC402684BC4252ECD7B3B7E9A70F9B7E22C42D07AFEA5DD92EF84
636

Malicious: false

Reputation: low

Preview: .............".....p53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd27c8ba03d2e27fad8c0d5..click..client..e
mail..http..leads..linkedin..motivated..net..qs..wynnagency..com..forms..hecp..https..wufoo..z1a4he711y3vkj3*.....t.p53b380b0fd541e9470af0517499a31f65699a409d12
4804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd27c8ba03d2e27fad8c0d5......click......client......com......email......forms......hecp......http......https......leads.....
.linkedin......motivated......net......qs......wufoo......wynnagency......z1a4he711y3vkj3..2...#.....0........1.........2........3.........4.........5........6........7.........8........9........a.............b
........c.............d...........e.................f..........g........h...........i............j........k..........l............m...........n...........o...........p..........q........r........s...........t............u........v.........w.........y
.........z...:..............................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5196

Entropy (8bit): 4.9868683335207455

Encrypted: false

SSDEEP: 96:nspC8cdL1pcKIJjok0JCKL8LkhjwbOTQVuwn:nspCh1pcPe4KAkh+

MD5: 6D5FC456BC8AC5C15EECAC2B4B017D21

SHA1: CBE987BDDDEE0CABB280DCBAE0FAD4B435A4CCC4

SHA-256: EC8A9E147917200D7E821E1A529E8943469C220DD153882F1AA202F653EE7BBD

SHA-512: 0A458388BC4DB27C84BBED8F8428C891B15F106A82B6DB7A43B740C170B4461AA8B5DFCDFF3864134760CC86701F7C506FD54401686C20C0DBE547F409268EE3

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297829858921804","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.577503087147416

Encrypted: false

SSDEEP: 384:j7It9Llv8Xg1kXqKf/pUZNCgVLH2HfD9rUIBwDz4fr:QLl2g1kXqKf/pUZNCgVLH2HfJrUhzer

MD5: 42118D834A8BC90F2833CB85887F6200

SHA1: 98F455ECA989E981B09E993860258E7A1FE87985

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
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SHA-256: C916B0D6BBE6ACA837580E39A2B52D4E5837E8B329248DBF9973D6EC637A8818

SHA-512: 8E2AD1E5437CAEEE59F662269EFC4D44789FA1DA79E2A9FFE8A2107134449F44D2C7CC42BB2DBF067B64F009A4978AE15FA886E07FF0F62453289D1F69F278E
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13297829858008276","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\d693300c-1bec-4840-9f99-

434f4cfd170c.tmp
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SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5195

Entropy (8bit): 4.987854817785238

Encrypted: false

SSDEEP: 96:nspC8VX1pcKIJjok0JCKL8xk21tbOTQVuwn:nspCY1pcPe4Kek2/

MD5: B2EA645BB3ED3E4A4EAA9ABE006DF67B

SHA1: B2772A34C38B1D92FED6818D713B0C16067954BD

SHA-256: 25431CC7F2B520189BD58560DC8A3B86AB4FDF1D1BE49B0AF3D183BA080C3E1C

SHA-512: EB5DA728732FA4E4F59D8041977E47D6EDBACDE1A07D23D459696EC48366013D26083B652A88B8868F10DC878F4A0EEB95872BDC07372D4BC12887FB133794F
D

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e24545c2-78bc-4592-a964-c9468851eb41.tmp
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Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297829858921804","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205559

Entropy (8bit): 6.072983310099692

Encrypted: false

SSDEEP: 6144:iZeX5kVfXhSm/TCXnqn3A9UaqfIlUOoSiuRr:iZUkhxSa+qKzo4

MD5: E6497D31C6D419EE827C602EC6DE3F99

SHA1: 41A6F2AF7085FD6978AA39387E6547DE3470D263

SHA-256: D16BCF436CBBA00D2D21D9FB9E6DA999A06DFD6A58DCF31F76E34980EF296946

SHA-512: 8F8EDF4C60D34FD4022CCF6D3982D9B28569E44DE1FE82133943543F137D0BA82E85EA6C886FEA7B2A288820B40CEFF89820B01EB91346676C94ED555D368854

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653356260620198e+12,"network":1.653323861e+12,"ticks":130614667.0,"uncertainty":3935833.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230638985813"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Copyright Joe Security LLC 2022 Page 19 of 64



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7493218198896376

Encrypted: false

SSDEEP: 384:9/qJ5Hs23s/PVoOV0Ntruvxr3SlDeHP6G+xrsPFRxSrzPirQhmYTMrF11yOP/1NB:V6u5dSH224ej1LfwH7O3KRf1ZR

MD5: D0BBA96EDA9DD29C0D5B5B455019C881

SHA1: 276431C524757EFCAECB9D35762852FC7610C6EA

SHA-256: 13A8EE1C0F60BB57656B7EF2FB3607EE42CD342625BA02C55A645690C7D8B691

SHA-512: 57C64762183D8C8DA27128764AE17C05E9D6DE02A69C86FDF9A0F85DC6D3EE33AC582533F1B9853739EE8415355BED7647704BE3CA3326B16C1FC894B6CB273
C

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205559

Entropy (8bit): 6.072982454292646

Encrypted: false

SSDEEP: 6144:0ZeX5kVfXhSm/TCXnqn3A9UaqfIlUOoSiuRr:0ZUkhxSa+qKzo4

MD5: FDCB17F00BC9B690FCBA99DA6C7CF2D7

SHA1: 0DB8EC5FFEDBF659D3026B706815F510680322A5

SHA-256: 15CBD75C26226D1F4553B3DDC7F734A69AFF9AA78448E1103D2136F1A3CBD8F6

SHA-512: 050BEC76FCA1F2443657F9DFAEB6888108A99F7864D3AC08077B58C9C3C4F84C2952E065D14B38D803CB82A5BB6A9C92992BD860AD7659E38B5C78EEACA02F
BA

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653356260620198e+12,"network":1.653323861e+12,"ticks":130614667.0,"uncertainty":3935833.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7489485952134363

Encrypted: false

SSDEEP: 384:z/qJ5Hs2z/4V0Ntruvxr3SlDeHP6G+xrsPFRxSrzPirQhmYTMrF11yOP/1NM1dEP:uu5dSH224ej1LfwH7O3KRf1Zb

MD5: C3B98BDB4C241690F77587A84450DADE

SHA1: 0827884A7D050AB6E29FCC313EB7A7A744C38367

SHA-256: 864621488485AD6A518865E0803A0196680B23324F0183C27D27C61A8AC5110A

SHA-512: 8B8284BA99FC431D68330D25F5960D08BDB67A23C743A832D6FD726A3D430BC0A48C4ADCDBD7E8C97C858801893B21D6B7C426E41E30397A4BA5D3AA7447190
B

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\adf43f77-7463-4b4c-9061-13112e18541e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\efa2f41b-c958-4a6c-9e8f-9eb2486d4a7d.tmp
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Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\474d55fe-3037-443d-aa38-1f9 105aa21.tmp

C:\Users\user\AppData\Local\Temp\fa3e0e3f-716d-4e28-b196-bc28d7875c7d.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\bg\messages.json
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Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\da\messages.json
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Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\en\messages.json
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Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\es_419\messages.json
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Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\fil\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: modified

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1055

Entropy (8bit): 4.454461505283053

Encrypted: false

SSDEEP: 24:YHYpINcVc0KgcNZvCjK7jK6pVi8/pBKgcNkQVcRynX6XjOFvAOK:YHYpIcQvCjIjRpVVBXPsqihQ

MD5: B739E3B798D3EEB8AFB3E368455A8E97

SHA1: 56E206DD0AC7EB7B179911BE3F7DD78059CBD4F3

SHA-256: BA7A53A1398168719F2ACD58CC5FE06AB0B769ECA896D70E7208B18085B42FFA

SHA-512: 181A3B1275D1D17BD48EAA77805981A96E22589A38990214AF3ED029C4A37C2F05ECF747D8FCF816C2AAED6EF82403757F234D67C360A3A6E5DB6C3F59CA1A0
C

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u0910\u092a\u094d\u0932\u093f\u0915\u0947\u0936\u0928 \u0907\u0938 \u0938\u092e\u092f \u0909\u092a\u0932\u092c\u0
94d\u0927 \u0928\u0939\u0940\u0902 \u0939\u0948."},"craw_connect_to_network":{"message":"\u0915\u0943\u092a\u092f\u093e \u0928\u0947\u091f\u0935\u0930
\u094d\u0915 \u0938\u0947 \u0915\u0928\u0947\u0915\u094d\u091f \u0915\u0930\u0947\u0902."},"app_name":{"message":"Chrome \u0935\u0947\u092c \u0938\u09
4d\u091f\u094b\u0930 \u092d\u0941\u0917\u0924\u093e\u0928"},"app_description":{"message":"Chrome \u0935\u0947\u092c \u0938\u094d\u091f\u094b\u0930 \u0
92d\u0941\u0917\u0924\u093e\u0928"},"iap_unavailable":{"message":"\u0907\u0928-\u0910\u092a \u092d\u0941\u0917\u0924\u093e\u0928 \u0905\u092d\u0940 \u
0909\u092a\u0932\u092c\u094d\u0927 \u0928\u0939\u0940\u0902 \u0939\u0948."},"please_sign_in":{"message":"\u0915\u0943\u092a\u092f\u093e Chrome \u092e\
u0947\u0902 \u0938\u093e\u0907\u0928 \u0907\u0928 \u0915\u0930\u0947\u0902."},"jwt_retrieve_failed":

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 503

Entropy (8bit): 4.819520019697578

Encrypted: false

SSDEEP: 12:YGGYpTOEu5TfIJPFJEPJEsxmfEWJEsxmfRpmJEzrMrQp5TfnHV5/WIWO/NrnLAOK:YHYpq7EJPkJExfJExRpmJE/LXzHV5/ji

MD5: 9CF848209FF50DBF68F5292B3421831C

SHA1: D29880B7B15102469123D8747BF645706CE8595B

SHA-256: EA1744C3CFBAA684A31A00067E8493ED114EFF3E878C797C9C55A7B122D855CD

SHA-512: B784AEE4926F850F30072ABDA85E2E2E3966285F14BDF647BD2A41C5C06CAB04BC962584830E4E913896010396EAD02D90528235B9D9EDA1BDEFBFBB5333ED
F5

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplikacija trenuta\u010dno nije dostupna."},"craw_connect_to_network":{"message":"Pove\u017eite se s mre\u017eom."},"app_nam
e":{"message":"Pla\u0107anja u web-trgovini Chrome"},"app_description":{"message":"Pla\u0107anja u web-trgovini Chrome"},"iap_unavailable":{"message":"Pla\u0107
anje u aplikaciji trenuta\u010dno nije dostupno."},"please_sign_in":{"message":"Prijavite se na Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be c
ompleted."}}.

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\hr\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 612

Entropy (8bit): 4.865151680865773

Encrypted: false

SSDEEP: 12:YGGYpiKQhMDCJNYygdGs61gdGs3piKQChMDZAYRO/NrnLAOK:YHYpzQhsiPgdG1gdGcpzQChsZAYOFvAD

MD5: 4AD92AFDE3408FBBE43B0C3C71677650

SHA1: 3488901077F336A3196F9AE116E36DF1674E1ACA

SHA-256: 61258FE04C23AE14FDC99EE846CEA71CC703990CC0F80C3934299646E86C475E

SHA-512: EB945FA455DEB9D70033DC0A8AA55D1F47AA00214B70AD34D5419A54F9C05B267F96F9785139F452BEE6972376DDF13EE51C681845A2B0818172FB75BA1FD093

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Az alkalmaz\u00e1s jelenleg nem \u00e9rhet\u0151 el."},"craw_connect_to_network":{"message":"K\u00e9rj\u00fck, csatlakozzon 
egy h\u00e1l\u00f3zathoz."},"app_name":{"message":"Chrome Internetes \u00e1ruh\u00e1z Fizet\u00e9si rendszere"},"app_description":{"message":"Chrome Internetes 
\u00e1ruh\u00e1z Fizet\u00e9si rendszere"},"iap_unavailable":{"message":"Az alkalmaz\u00e1son bel\u00fcli fizet\u00e9s jelenleg nem \u00e9rhet\u0151 el."},"plea
se_sign_in":{"message":"Jelentkezzen be a Chrome-ba."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 461

Entropy (8bit): 4.642271834875684

Encrypted: false

SSDEEP: 12:YGGYpDBHAeSnLPo2sWo25pmo22C/SzFAAh+M9WO/NrnLAOK:YHYplHcFTpmzOptWOFvAOK

MD5: 9008516AA1D8F8C2B8ECE70B7E4963AD

SHA1: EA7AD4BE77A80A4B9FB1E59A340010830E494747

SHA-256: 89CAB0AF2B53C6ABEB93C8C628DDCBDD286A7A2672FE03440411BB654E3A0675

SHA-512: 46534829417CAD54310BA90AD4545918A2E934508E0CC3467E367944E52315B1BC6500119214EABD40D641DD167C077935436135AF1C0DB1D1007AE98E6175FC

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplikasi tidak tersedia saat ini."},"craw_connect_to_network":{"message":"Sambungkan ke jaringan."},"app_name":{"message":"P
embayaran Chrome Webstore"},"app_description":{"message":"Pembayaran Chrome Webstore"},"iap_unavailable":{"message":"Pembayaran Dalam Aplikasi saat ini tidak 
tersedia."},"please_sign_in":{"message":"Harap masuk ke Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 464

Entropy (8bit): 4.701550173628233

Encrypted: false

SSDEEP: 12:YGGYpmXXHEva6PIqd6WIqd3p6PqTX2zaWO/NrnLAOK:YHYpmnkvNtdRtd3pX6+WOFvAOK

MD5: BB9C32BA62DDA02F9471C64B5F9CF916

SHA1: 9825037D5D9185C58456CDD887C77B10A41D8C84

SHA-256: 43A0B113D3773BA78F82BB9E42DDC46F6892D0FBBB351F94A7C105E4A146E9C1

SHA-512: 4D3DB91A6251F2DD9CBF97D29805A7AC23F49988966E9B686D486B4A8CEBEA33F5502E3891D5231674061127C282C745FB87FDA7467A6172851BF6925506C8CA

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"App al momento non disponibile."},"craw_connect_to_network":{"message":"Collegati a una rete."},"app_name":{"message":"Pagam
enti Chrome Web Store"},"app_description":{"message":"Pagamenti Chrome Web Store"},"iap_unavailable":{"message":"La funzione Pagamenti In-App non \u00e8 al 
momento disponibile."},"please_sign_in":{"message":"Accedi a Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 806

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ja\messages.json
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Entropy (8bit): 4.671841695172103

Encrypted: false

SSDEEP: 12:YGGYpqbrR5IYstMNcXh82q8b0kOoZ46ToZ43pqbtVD2CR5IYstR0O8b0KhO/Nrnk:YHYpcFiLRMACqNpctVPieOAhOFvAOK

MD5: 96C8CBD161D3CE9CB1A46CB2CD0C6583

SHA1: 78BBFCF035B5B620E353C8E520653ADD3F4E7DB8

SHA-256: 81D8F1D9F72B3139BC5D9845BCF82990308FB6175D07514D8238B1E6D5D02E8A

SHA-512: 692468B7B44D961D8248BBC30CC11DE9F3F7E89D01A609E6CB71CAF653D8212C15DFA834C5FB6E8261FD21A25E9616861C0A3FC01DB27CBBE79C3FDE2C6549
DD

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u30a2\u30d7\u30ea\u306f\u73fe\u5728\u3054\u5229\u7528\u3044\u305f\u3060\u3051\u307e\u305b\u3093\u3002"},"craw_con
nect_to_network":{"message":"\u30cd\u30c3\u30c8\u30ef\u30fc\u30af\u306b\u63a5\u7d9a\u3057\u3066\u304f\u3060\u3055\u3044\u3002"},"app_name":{"message":
"Chrome \u30a6\u30a7\u30d6\u30b9\u30c8\u30a2\u6c7a\u6e08"},"app_description":{"message":"Chrome \u30a6\u30a7\u30d6\u30b9\u30c8\u30a2\u6c7a\u6e08"},"ia
p_unavailable":{"message":"\u30a2\u30d7\u30ea\u5185\u30da\u30a4\u30e1\u30f3\u30c8\u306f\u73fe\u5728\u3054\u5229\u7528\u3044\u305f\u3060\u3051\u307e\u3
05b\u3093\u3002"},"please_sign_in":{"message":"Chrome \u306b\u30ed\u30b0\u30a4\u30f3\u3057\u3066\u304f\u3060\u3055\u3044\u3002"},"jwt_retrieve_failed":
{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 656

Entropy (8bit): 4.88216622785951

Encrypted: false

SSDEEP: 12:YGGYpqHZMskkrcaw6cT/pb8pqHkrskeQV7wUO/NrnLAOK:YHYpsrkYcawwps5kdwUOFvAOK

MD5: 3CAF23A8EA2332D78B725B6C99EC3202

SHA1: 95C3504F55A929449EF2E3AB92014562AACD39AD

SHA-256: BFE72BBC492B9018A599CB6575366696E431E6A38400E4B2ED06EAE3340D3AE5

SHA-512: C000FCCB567D3590D4C401005E78C539961455BB13686296EC4FF7018BB0A4DAB2DA96FBDAA33D999C1409B5796932370219B3FF8490B671586DEBD6145519D6

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\ud604\uc7ac \uc571\uc744 \uc0ac\uc6a9\ud560 \uc218 \uc5c6\uc2b5\ub2c8\ub2e4."},"craw_connect_to_network":{"messag
e":"\ub124\ud2b8\uc6cc\ud06c\uc5d0 \uc5f0\uacb0\ud558\uc138\uc694."},"app_name":{"message":"Chrome \uc6f9 \uc2a4\ud1a0\uc5b4 \uacb0\uc81c"},"app_description":
{"message":"Chrome \uc6f9 \uc2a4\ud1a0\uc5b4 \uacb0\uc81c"},"iap_unavailable":{"message":"\ud604\uc7ac \uc778\uc571 \uacb0\uc81c\ub97c \uc0ac\uc6a9\ud560 
\uc218 \uc5c6\uc2b5\ub2c8\ub2e4."},"please_sign_in":{"message":"Chrome\uc5d0 \ub85c\uadf8\uc778\ud558\uc138\uc694."},"jwt_retrieve_failed":{"message":"The tra
nsaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 576

Entropy (8bit): 4.846810495221701

Encrypted: false

SSDEEP: 12:YGGYpmEOnxwkD9AMoAYQa9AMoAYNpALveYAyO/NrnLAOK:YHYpmznayAMHcAMHQpAzeYAyOFvAOK

MD5: 41F2D63952202E528DBBB683B480F99C

SHA1: 9DD998542DBE6609299D4A5A25364A32FA7D7865

SHA-256: FF7C083CD1E6134DD8263C634336EB852274BAD1BFAD18762814C42BC65309D8

SHA-512: 7BD2E2D4264C6BD62DF2584F3C1D3A910C5C5A28F4532F1E8F0C2235E93714EDD6074EA24960D4DEB4F9125DA81CA813F06330EFF66FA8DF1552D1DAC686441
E

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Programa \u0161iuo metu negalima."},"craw_connect_to_network":{"message":"Prisijunkite prie tinklo."},"app_name":{"message":
"\u201eChrome\u201c internetin\u0117s parduotuv\u0117s mok\u0117jimo sistema"},"app_description":{"message":"\u201eChrome\u201c internetin\u0117s pard
uotuv\u0117s mok\u0117jimo sistema"},"iap_unavailable":{"message":"Mok\u0117jimai programoje \u0161iuo metu negalimi."},"please_sign_in":{"message":"Prisijunkite 
prie \u201eChrome\u201c."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 584

Entropy (8bit): 4.856464171821628

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\lt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\lv\messages.json
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Encrypted: false

SSDEEP: 12:YGGYp6nQ11155y9k5hInf6whInf3pRKbqk0R5VR8WO/NrnLAOK:YHYpp11dy9iIdIvpc2ZgWOFvAOK

MD5: 1D21ED2D46338636E24401F6E56E326F

SHA1: 24497EDB25724BC4A57823C5CD06F50DB9647DD4

SHA-256: 434A375C32B8A21C435511C551F740FD4D170EC528A8F4EFC3D798EA4A07B606

SHA-512: 10A870718CC6281EE09DE01900D303B06589D9281C5849D6105C6FCF58BFFA3855F29C6ECA3689FFE6EF304BABCF41C5700EE2D8AFE711D57CB711194366FA6
A

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Lietotne pagaid\u0101m nav pieejama."},"craw_connect_to_network":{"message":"L\u016bdzu, izveidojiet savienojumu ar t\u012bk
lu."},"app_name":{"message":"Chrome interneta veikala maks\u0101jumu sist\u0113ma"},"app_description":{"message":"Chrome interneta veikala maks\u0101jumu sist\u
0113ma"},"iap_unavailable":{"message":"Maks\u0101jumi lietotn\u0113s pa\u0161laik nav pieejami."},"please_sign_in":{"message":"L\u016bdzu, pierakstieties p\u010
1rl\u016bk\u0101 Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 501

Entropy (8bit): 4.804937629013952

Encrypted: false

SSDEEP: 12:YGGYpB928UZjdyE9iDCiop8682fURHWO/NrnLAOK:YHYpXK/iOiop8NFHWOFvAOK

MD5: 8F0168B9A546D5A99FD8A262C975C80E

SHA1: B0718071BD0B7251D4459E9C87DF50C14622FBD6

SHA-256: F03FA7384DF79EBA6E0274D570996030F595A3BF6B781929DD9DB6593262E41F

SHA-512: A1191CDC496DDD7470BDCFAF186BB9488767159E0CA6A6242D195FA3351704DC8F8BBD03DBEE57D37BBD897C9E8D14B7325FB37D58AC80DEC0F972FF893758
B8

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Appen er utilgjengelig for \u00f8yeblikket."},"craw_connect_to_network":{"message":"Du m\u00e5 koble til et nettverk."},"app
_name":{"message":"Chrome Nettmarked-betalinger"},"app_description":{"message":"Chrome Nettmarked-betalinger"},"iap_unavailable":{"message":"Betaling i app er i
kke tilgjengelig for \u00f8yeblikket."},"please_sign_in":{"message":"Du m\u00e5 logge p\u00e5 Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be 
completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 472

Entropy (8bit): 4.651254944398292

Encrypted: false

SSDEEP: 12:YGGYpqK5XUoE32GFM2GapUEn7v0WO/NrnLAOK:YHYp/XaLeLapUEgWOFvAOK

MD5: E7F74DCE7B6411E4E0D95E9252CF74FA

SHA1: 33CC6C73C5F8D0144C0260C2E5A9BD0DB3EF6477

SHA-256: 3564AEF46C01602B19CC29FD8A79676C543427EDE98206D0C91B33AF0CCF3977

SHA-512: B0987002F8BC4F0B0AC41A87E90BA729464BF2F34D1CC413DD3837019F5F37FD46EB9E9FDABB97F5BDCB50768ABF808AF6E7C531CD7BCA477C71990D2F1333
5B

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"App momenteel niet beschikbaar."},"craw_connect_to_network":{"message":"Maak verbinding met een netwerk."},"app_name":
{"message":"Betalingen via Chrome Web Store"},"app_description":{"message":"Betalingen via Chrome Web Store"},"iap_unavailable":{"message":"In-app-betalingen is 
momenteel niet beschikbaar."},"please_sign_in":{"message":"Log in bij Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 549

Entropy (8bit): 4.978056737225237

Encrypted: false

SSDEEP: 12:YGGYpTHlBqHdqcUP5Qp0mAW5Qp0mdpm5Qp0p9JqD2WO/NrnLAOK:YHYpRMdO5bmj5bmdpm5bLJBWOFvAOK

MD5: E16649D87E4CA6462192CF78EBE543EC

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\nl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\pl\messages.json

Copyright Joe Security LLC 2022 Page 29 of 64



SHA1: 53097D592B13F3C1370366B25024EA72208B136A

SHA-256: EB435F7460A63576CA1ECB51948E7A3AD5168D2F175AE2B5836D469672923D84

SHA-512: 6EC702CEC6E312CAC6F33109A57F7D83A3F073F2F9A9BD42DB0F91A36F87D800EEB978C69023B6A0E00B86ECE3E1024C269F89D038F0926619F40D075F6689DD

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplikacja jest obecnie niedost\u0119pna."},"craw_connect_to_network":{"message":"Po\u0142\u0105cz si\u0119 z sieci\u0105."},
"app_name":{"message":"P\u0142atno\u015bci w sklepie Chrome Web Store"},"app_description":{"message":"P\u0142atno\u015bci w sklepie Chrome Web Store"}
,"iap_unavailable":{"message":"P\u0142atno\u015bci w ramach aplikacji s\u0105 teraz niedost\u0119pne."},"please_sign_in":{"message":"Zaloguj si\u0119 w Chrome."
},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 513

Entropy (8bit): 4.734605177119403

Encrypted: false

SSDEEP: 12:YGGYpGAV9hv3/1PIc6WIc3paIBMMAV+KcIWO/NrnLAOK:YHYpGwLvt5R53pacHw1pWOFvAOK

MD5: 1F4BC8A5EFD59D61127ABEECD4B6CAE3

SHA1: 8647B4D2D643AE4F784ABDDC50D87A39AD02971A

SHA-256: E1950CBBF056F068EA56160DDB318F3E6232BFBBE096D221C7CA6FCAACE2A8B9

SHA-512: B58A95BBBC0A16B06826684198B481D2E15A7C760956721C3B538C62C902873A7856F328506457EE66311E45D7A16A4AAAC85B12853AA7EF09780189D28EB3DE

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplicativo indispon\u00edvel no momento."},"craw_connect_to_network":{"message":"Conecte-se a uma rede."},"app_name":
{"message":"Pagamentos da Chrome Web Store"},"app_description":{"message":"Pagamentos da Chrome Web Store"},"iap_unavailable":{"message":"No momento, os 
Pagamentos no aplicativo n\u00e3o est\u00e3o dispon\u00edveis."},"please_sign_in":{"message":"Fa\u00e7a login no Google Chrome."},"jwt_retrieve_failed":{"
message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 503

Entropy (8bit): 4.742240430473613

Encrypted: false

SSDEEP: 12:YGGYpmvMAV9BKx1PIZUFWIZUapITEpBqMAVCWWO/NrnLAOK:YHYpmvMwOxtEUIEUapIITqMwCWWOFvAD

MD5: D80ECE7E4B3741CD9CD29B89D006B864

SHA1: 8F0D587B78E36861ED00524ABF886FA20E14CAE4

SHA-256: C8FF9ACAEA1D3B6F8483339CB40F66BC563CCA8DD87F2337F813C492B20F451B

SHA-512: 8A53D9618BBD1A62CD48501E5620932631C1B045612082D99429628D2BF4409AEE3FA695107E82037B5CB332111C456CF3A74235C66B61380CF1E382914F1088

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplica\u00e7\u00e3o atualmente indispon\u00edvel."},"craw_connect_to_network":{"message":"Ligue-se a uma rede."},"
app_name":{"message":"Pagamentos via Chrome Web Store"},"app_description":{"message":"Pagamentos via Chrome Web Store"},"iap_unavailable":{"message":"Os 
Pagamentos na app est\u00e3o atualmente indispon\u00edveis."},"please_sign_in":{"message":"Inicie sess\u00e3o no Chrome."},"jwt_retrieve_failed":{"message":"The 
transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 554

Entropy (8bit): 4.8596885592394505

Encrypted: false

SSDEEP: 12:YGGYpqOHHEG7PMeH8EPJWb2r9EWJWb2r9RpmJW9FjkUhI3C7PMdWO/NrnLAOK:YHYpbnEG7PjlJBfJBRpmJmBh57PEWOFY

MD5: D63E66B94A4EA2085D80E76209582FB1

SHA1: 4ECAC3EB64DD6253310A0776E6D42257FC290D77

SHA-256: 91A5AAD210C3E0241106E8821B3897EDEFEC9D85033C94DB2324FF3A5FDE5AC7

SHA-512: 09AC34CF286FD0730EED4F6DB3E2FD00A026D0F42DCC75AE49B045DDAD38DFA38B0FB7823ECAC8B0A9BC2A89F4EAF4BCE081779F2ECDF6CC39286045577D
C5C9

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\pt_BR\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\pt_PT\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ro\messages.json
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Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u00cen prezent, aplica\u021bia nu este disponibil\u0103."},"craw_connect_to_network":{"message":"Conecteaz\u0103-te la o re
\u021bea."},"app_name":{"message":"Pl\u0103\u021bi prin Magazinul web Chrome"},"app_description":{"message":"Pl\u0103\u021bi prin Magazinul web Chrome
"},"iap_unavailable":{"message":"Pl\u0103\u021bile \u00een aplica\u021bie nu sunt disponibile momentan."},"please_sign_in":{"message":"Conecteaz\u0103-te la Chr
ome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1165

Entropy (8bit): 4.224419823550506

Encrypted: false

SSDEEP: 24:YHYpNQVFc0BHlbZ0JRiKUG0L6RqQV9zJd0L6RqQV9zJRp00EQVqaQVFc0BRTlPzU:YHYpNQLHFQYKA6wQTz+6wQTz3paQAaQ8

MD5: 22F9E62ABAD82C2190A839851245A495

SHA1: E7F79BD875918F0D0799DB5F45FAC6297FB66AF7

SHA-256: 9FC1167626C97BCBFDAFF23C6033A44252F89A501AF1DF41C43CB3A994FEB09F

SHA-512: F577F2F0C344C4E4050AF025A9FB9AC78CADF7FE177F63AB9863826A9808B7FBF5D3363E3B61D7A6DB083EF5EBAC5474D710347B701640AB9C229A3E5D1F0A4
8

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u041f\u0440\u0438\u043b\u043e\u0436\u0435\u043d\u0438\u0435 \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043
d\u043e."},"craw_connect_to_network":{"message":"\u041f\u043e\u0434\u043a\u043b\u044e\u0447\u0438\u0442\u0435\u0441\u044c \u043a \u0441\u0435\u0442\u0
438."},"app_name":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u043d\u0430\u044f \u0441\u0438\u0441\u0442\u0435\u043c\u0430 \u0418\u043d\u0442\u04
35\u0440\u043d\u0435\u0442-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0430 Chrome"},"app_description":{"message":"\u041f\u043b\u0430\u0442\u0435\u043
6\u043d\u0430\u044f \u0441\u0438\u0441\u0442\u0435\u043c\u0430 \u0418\u043d\u0442\u0435\u0440\u043d\u0435\u0442-\u043c\u0430\u0433\u0430\u04
37\u0438\u043d\u0430 Chrome"},"iap_unavailable":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0438 \u0447\u0435\u0440\u0435\u0437 \u043f\u0440\u04
38\u043b\u043e\u0436\u0435\u043d\u0438\u044f \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u044b."},"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 548

Entropy (8bit): 4.850036636276313

Encrypted: false

SSDEEP: 12:YGGYprMpsgCmIkPJE7ZEWJE7ZRpmJEtMxfAVADJ4ZAvIWO/NrnLAOK:YHYprMFCmvJE7ZfJE7ZRpmJEtMSVGKZo

MD5: 4BBAA10FD00AADBBA3EF6E805E8E1A62

SHA1: 1991901BD6A20C4A7977F09DF30C0CFF0524C504

SHA-256: 906C4F7FDDE15DE4C841E7910BBF14D9175E894BCB244B56E8447A5ADFA5B7AB

SHA-512: 3490F8826E3DB0C8B4FE7B1866DA27F6585ADF52E74392A592A60A916E8A784FF7B92B3DE8985084546D663588369D9BB03FCB25196B7F9C6DF607BEB7DEF010

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplik\u00e1cia moment\u00e1lne nie je dostupn\u00e1."},"craw_connect_to_network":{"message":"Pripojte sa k sieti."},"app_name":
{"message":"Platby Internetov\u00e9ho obchodu Chrome"},"app_description":{"message":"Platby Internetov\u00e9ho obchodu Chrome"},"iap_unavailable":{"message":
"Platby v aplik\u00e1cii moment\u00e1lne nie s\u00fa k dispoz\u00edcii."},"please_sign_in":{"message":"Prihl\u00e1ste sa do prehliada\u010da Chrome."},"jwt_retr
ieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 494

Entropy (8bit): 4.7695148367588285

Encrypted: false

SSDEEP: 12:YGGYpTOEtyPFTEPJEsvmfEWJEsvmfRpmJEiArERfH5/4WO/NrnLAOK:YHYpqoyPRAJEs4fJEs4RpmJEi6AfH5/x

MD5: F45DE58765A37FD095319D7DEB0F2FB6

SHA1: B585A485C9BC1982EDF7AE0B9AC73A8E91D41CB5

SHA-256: 8366774AA582035BC7D949F4E28FAEC371C305D01404DF56FFF5A78B4F6ECDB7

SHA-512: F86334E6E6F90961AD9C8E7DD1A4E923476249469180AC69D9DE59746FE26FAECB585898FC50310380F20CEB0971CA1EB7B55046DA75276840AEA6BAFF574E66

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sl\messages.json
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Preview: {"craw_app_unavailable":{"message":"Aplikacija trenutno ni na voljo."},"craw_connect_to_network":{"message":"Pove\u017eite se z omre\u017ejem."},"app_name":{"me
ssage":"Pla\u010dila v spletni trgovini Chrome"},"app_description":{"message":"Pla\u010dila v spletni trgovini Chrome"},"iap_unavailable":{"message":"Pla\u010dila v aplik
acijah trenutno niso na voljo."},"please_sign_in":{"message":"Prijavite se v Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1152

Entropy (8bit): 4.2078334514915685

Encrypted: false

SSDEEP: 24:YHYpY0f7BxQVnRl5LRO1QV1J0V8aQVEeORbo0V8aQVEeORbIp00V4i0f7BXR2QVj:YHYpV9xQVP5LyQHQQc/QcGpcH9XR2QVj

MD5: 92C1FAC62EB7F92EC3794D4A141BEF32

SHA1: 2AFA41BF51BF9A1089B0B92A9D2DC74299B79813

SHA-256: 9DF154C93B02695AF1CC39F085D9D178EC6AF131A62C2AFC65F125F8F9A5B7AC

SHA-512: D0709E4F586EAC03548A47D72156CF48D9B4EB9AF9ED8335DF75F541AE1B4172541647EC8BA081965647A9EAE10DB342F87558977BE6075B2D3CC5C3995ED6E
E

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u0410\u043f\u043b\u0438\u043a\u0430\u0446\u0438\u0458\u0430 \u0458\u0435 \u0442\u0440\u0435\u043d\u0443\u0442\u04
3d\u043e \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"craw_connect_to_network":{"message":"\u041f\u043e\u0432\u0435\u0436\u0438\u0
442\u0435 \u0441\u0430 \u043c\u0440\u0435\u0436\u043e\u043c."},"app_name":{"message":"\u041f\u043b\u0430\u045b\u0430\u045a\u0430 \u0443 Chrome \u0432\
u0435\u0431-\u043f\u0440\u043e\u0434\u0430\u0432\u043d\u0438\u0446\u0438"},"app_description":{"message":"\u041f\u043b\u0430\u045b\u0430\u045a\u0430 \u
0443 Chrome \u0432\u0435\u0431-\u043f\u0440\u043e\u0434\u0430\u0432\u043d\u0438\u0446\u0438"},"iap_unavailable":{"message":"\u041f\u043b\u0430\u045b\u
0430\u045a\u0430 \u0443 \u0430\u043f\u043b\u0438\u043a\u0430\u0446\u0438\u0458\u0438 \u0441\u0443 \u0442\u0440\u0435\u043d\u0443\u0442\u043d\u043e \u0
43d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"please_sign_in":{"message":"\u041f\u04

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 523

Entropy (8bit): 4.788896709100935

Encrypted: false

SSDEEP: 12:YGGYpg6hVGZE3aFMaap8Sp5b6hwUwrdIWO/NrnLAOK:YHYpg6hPaeaap8Sr6hwXIWOFvAOK

MD5: 6E1BE9CEE29818E54E3D1C7D483DD6F7

SHA1: B9DD926B60E225C5BE8A1DBB7EF3ACE422A204A9

SHA-256: E348583D8C53F4A5DEC4551DA93785C17108466E427E06F84708AA383EA0E326

SHA-512: 3ADB32C0F098E064B774E7E7F615F54C44ADFB3BFC554B06A17048C6077C5885D42BD89F6733D64D65EA1785033B36B386EF0B6661FD539855484EA5A2900BB7

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Appen \u00e4r inte tillg\u00e4nglig f\u00f6r tillf\u00e4llet."},"craw_connect_to_network":{"message":"Anslut till ett n\u00e4tverk."},
"app_name":{"message":"Betalning via Chrome Web Store"},"app_description":{"message":"Betalning via Chrome Web Store"},"iap_unavailable":{"message":"Betalning i 
appen \u00e4r inte tillg\u00e4ngligt f\u00f6r n\u00e4rvarande."},"please_sign_in":{"message":"Logga in i Chrome."},"jwt_retrieve_failed":{"message":"The transaction coul
d not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1300

Entropy (8bit): 4.09652661599029

Encrypted: false

SSDEEP: 24:YHYpqQV8k6Nvgnd0BQV3d0BQV5pWdPiWdBy7MIoWOFvAOK:YHYpqQ+k6NUaBQlaBQXpW3dBUMIehQ

MD5: 283D5177FB2FC7082967988E2683EC7C

SHA1: DEDE43967F3CEF9D9325F140872A63BFCE2AA8C5

SHA-256: E8D5820BDE31B66A7641068FDEDD1A5F20C1A783460B98887A670F38422099CF

SHA-512: 74413C00C58B7136038D4C41D5C7C79EC02A9830779ABB719D72536B74C5E338B1548A20290559FB3F4E2A938B728CF99041050DD1970848EE9A6590EB0AB3E4

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\sv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\th\messages.json
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Preview: {"craw_app_unavailable":{"message":"\u0e44\u0e21\u0e48\u0e2a\u0e32\u0e21\u0e32\u0e23\u0e16\u0e43\u0e0a\u0e49\u0e07\u0e32\u0e19\u0e41\u0e2d\u0e1b\u0e44
\u0e14\u0e49\u0e43\u0e19\u0e02\u0e13\u0e30\u0e19\u0e35\u0e49"},"craw_connect_to_network":{"message":"\u0e42\u0e1b\u0e23\u0e14\u0e40\u0e0a\u0e37\u0e48\
u0e2d\u0e21\u0e15\u0e48\u0e2d\u0e01\u0e31\u0e1a\u0e40\u0e04\u0e23\u0e37\u0e2d\u0e02\u0e48\u0e32\u0e22"},"app_name":{"message":"\u0e23\u0e30\
u0e1a\u0e1a\u0e0a\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e02\u0e2d\u0e07 Chrome \u0e40\u0e27\u0e47\u0e1a\u0e2a\u0e42\u0e15\u0e23\u0e4c"
},"app_description":{"message":"\u0e23\u0e30\u0e1a\u0e1a\u0e0a\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e02\u0e2d\u0e07 Chrome \u0e40\u0e27\u0e47\u
0e1a\u0e2a\u0e42\u0e15\u0e23\u0e4c"},"iap_unavailable":{"message":"\u0e23\u0e30\u0e1a\u0e1a\u0e0a\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e43\u0e1
9\u0e41\u0e2d\u0e1b\u0e1e\u0e25\u0e34\u0e40\u0e04\u0e0a\u0e31\u0e19\u0e44\u0e21\u0e48\u0e1e\u0e23\u0e49\u0e2d\u0e21\u0e4

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 572

Entropy (8bit): 4.93347615778905

Encrypted: false

SSDEEP: 12:YGGYpFh852XmYG45SfVVh5SX8pFBkw452kK/O/NrnLAOK:YHYpFhJ2Y95AJ5I8pFhlkwOFvAOK

MD5: 1BF2AA4BB904B406C9C2B7DF769BB540

SHA1: 8D29C4B7A79AB0657747CA194D1934292A46D2A8

SHA-256: 0F2E8285BA3E2BDBA6B16435FB941B07159AACFAC80196AD5941B79AB52B712A

SHA-512: 0DF48AE0A518A940489E91D8A0D6E7E47A3153747358E06CD792BFA3D826F47FA1502268F602E7D7EDFC1C111AEB3FAF0E67F845986DDA77E2FC4B3336BCF46
C

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Uygulama \u015fu anda kullan\u0131lam\u0131yor."},"craw_connect_to_network":{"message":"L\u00fctfen bir a\u011fa ba\u011flan
\u0131n."},"app_name":{"message":"Chrome Web Ma\u011fazas\u0131 \u00d6demeleri"},"app_description":{"message":"Chrome Web Ma\u011fazas\u0131 \u00d6dem
eleri"},"iap_unavailable":{"message":"Uygulama \u0130\u00e7i \u00d6demeler \u015fu anda kullan\u0131lamaz."},"please_sign_in":{"message":"L\u00fctfen Chrome'da 
oturum a\u00e7\u0131n."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1088

Entropy (8bit): 4.268588181103308

Encrypted: false

SSDEEP: 24:YHYpNQVVQVrll5eN7jAQVF0Zz0id0Zz0iRp00AQVqaQVVQVSMQVvjlkYHA1RnWOi:YHYpNQPQZ75exkQAz0/z00p2QAaQPQQN

MD5: FD1C9890679036E1AD914218753B1E8E

SHA1: 58160F7A0FC94110A2876223E406A517C8E2660B

SHA-256: 39D19CC3387FFCE13A8F11DAD72E2FCBB7CD1A4367EC699AD7C40D6F52ECE717

SHA-512: 03E81C398EE6A5DC65A40CA07E1A4CBEC2662D2C151A76C9ECB813587D672AC71311C39C5C5DA8A1AE78A3A6CE3938609D1365F7819424FC34289C7743DF00D
2

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u041f\u0440\u043e\u0433\u0440\u0430\u043c\u0430 \u0442\u0438\u043c\u0447\u0430\u0441\u043e\u0432\u043e \u043d\u04
35\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"craw_connect_to_network":{"message":"\u041f\u0456\u0434\u2019\u0454\u0434\u043d\u0430\u0439\u04
42\u0435\u0441\u044f \u0434\u043e \u043c\u0435\u0440\u0435\u0436\u0456."},"app_name":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0412\u04
35\u0431-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0443 Chrome"},"app_description":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0412\u04
35\u0431-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0443 Chrome"},"iap_unavailable":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0447\u04
35\u0440\u0435\u0437 \u043f\u0440\u043e\u0433\u0440\u0430\u043c\u0443 \u0437\u0430\u0440\u0430\u0437 \u043d\u0435 \u0434\u043e\u0441\u0442\u0443\u043f
\u043d\u0456."},"please_sign_in":{"message":"\u0423\u0432\u0456\u0439\u0434\u0456\u0442\u044c \u0443

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.846531831162704

Encrypted: false

SSDEEP: 12:YGGYpqp80NORWLNiNI2k8yypSNiNI2k8yy+piNiNI2miI80NO5WO/NrnLAOK:YHYpmvNcCgWgUpudiIvN6WOFvAOK

MD5: 7D52E9357AB847B4CC8DBC8CC4DA93F5

SHA1: AF877F3992D8056C8F08462BD575595BF79FE5B0

SHA-256: 313F71F3FFDCEFC76FC746FF2029FBF8FBE38BD83DCF952FC3DDCD8AA96D5CFB

SHA-512: E66E7FACDF35A0F72AC61DEAAEC43A2DAC976CADEA146EBE3E90E739178F173E32ADCF909F05F2657F2AD66E2ECB6015F6733CEA4B9E42337246469F89D3A
12F

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\uk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\vi\messages.json
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Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u1ee8ng d\u1ee5ng hi\u1ec7n kh\u00f4ng kh\u1ea3 d\u1ee5ng."},"craw_connect_to_network":{"message":"Vui l\u00f2ng k\u1ebft 
n\u1ed1i v\u1edbi m\u1ea1ng."},"app_name":{"message":"Thanh to\u00e1n tr\u00ean c\u1eeda h\u00e0ng Chrome tr\u1ef1c tuy\u1ebfn"},"app_description":{"me
ssage":"Thanh to\u00e1n tr\u00ean c\u1eeda h\u00e0ng Chrome tr\u1ef1c tuy\u1ebfn"},"iap_unavailable":{"message":"Thanh to\u00e1n trong \u1ee9ng d\u1ee5ng 
hi\u1ec7n kh\u00f4ng kh\u1ea3 d\u1ee5ng."},"please_sign_in":{"message":"Vui l\u00f2ng \u0111\u0103ng nh\u1eadp v\u00e0o Chrome."},"jwt_retrieve_failed":{"me
ssage":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 602

Entropy (8bit): 4.917339139635893

Encrypted: false

SSDEEP: 12:YGGYpqrL0MdI1i1kovbdKD/vbdKopqIQfvJ19KhO/NrnLAOK:YHYpMLfjvsTvsop3QPAOFvAOK

MD5: 393680A09DEE0CB9046A62BDC0750B74

SHA1: 54E7F8215061A4AB241B87AE4E81C8F860EB2C2B

SHA-256: D5FB52C2897FD5C294784DB63C933AC77C609D10AC91431CCB295D87452CBEE6

SHA-512: 14C214CAEFC69B085E918F492C75E2A48BC6A9C2D347D29403B26E69A474825E302A3E106710E5C04E047BD57EE684A67846A5DE956705FFBF41BB0614B8CEB
2

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u5e94\u7528\u76ee\u524d\u65e0\u6cd5\u4f7f\u7528\u3002"},"craw_connect_to_network":{"message":"\u8bf7\u8fde\u63a5\
u5230\u7f51\u7edc\u3002"},"app_name":{"message":"Chrome \u7f51\u4e0a\u5e94\u7528\u5e97\u4ed8\u6b3e\u7cfb\u7edf"},"app_description":{"message":"Chrome 
\u7f51\u4e0a\u5e94\u7528\u5e97\u4ed8\u6b3e\u7cfb\u7edf"},"iap_unavailable":{"message":"\u76ee\u524d\u65e0\u6cd5\u4f7f\u7528\u5e94\u7528\u5185\u4ed8\u6
b3e\u3002"},"please_sign_in":{"message":"\u8bf7\u767b\u5f55 Chrome\u3002"},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 680

Entropy (8bit): 4.916281462386558

Encrypted: false

SSDEEP: 12:YGGYpqI8ROuDWMg0kP2uD/vbd8Em2uD/vbd8RpqI8RauDRsXwvC/KhO/NrnLAOK:YHYp38suDUSuD/v2OuD/v2Rp38cuDGbq

MD5: CD30D132A7213FC1B7E03C6D0A49CCF7

SHA1: 1141DED39023B821FE9BB4682E0D1EB5469DAF76

SHA-256: 5717F13D10E63255947F750C79CBB6BD04A6D97A08261E8D5764AF5EB0561A28

SHA-512: 0DCD3CEB93AB58655551B00D7AD4FE4A6F1F6B24EDD31244FF9B57AE529BF1A9E0220A6258C64790F9CC9F026AB9DA3AEE1575809CC94DC4F8754194C958FD
19

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u76ee\u524d\u7121\u6cd5\u4f7f\u7528\u9019\u500b\u61c9\u7528\u7a0b\u5f0f\u3002"},"craw_connect_to_network":{"messa
ge":"\u8acb\u9023\u4e0a\u7db2\u8def\u3002"},"app_name":{"message":"Chrome \u7dda\u4e0a\u61c9\u7528\u7a0b\u5f0f\u5546\u5e97\u4ed8\u6b3e\u7cfb\u7d71"},"
app_description":{"message":"Chrome \u7dda\u4e0a\u61c9\u7528\u7a0b\u5f0f\u5546\u5e97\u4ed8\u6b3e\u7cfb\u7d71"},"iap_unavailable":{"message":"\u76ee\u5
24d\u7121\u6cd5\u4f7f\u7528\u61c9\u7528\u7a0b\u5f0f\u5167\u4ed8\u6b3e\u529f\u80fd\u3002"},"please_sign_in":{"message":"\u8acb\u767b\u5165 Chrome\u3002
"},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7780

Entropy (8bit): 5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EA7F6BA7F69

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CB0C84F17BB1AF3C5B1A3F
C4

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\zh_CN\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_locales\zh_TW\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\_metadata\verified_contents.json
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Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfbG9jYWxlcy9iZy9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiZHUtdGRPdUNWcmxDY254Q0poRkg2NXpLU05vb1RiUE56bDNHbzdRMGJ3SSJ9LHs
icGF0aCI6Il9sb2NhbGVzL2NhL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWlhkck5xWHBvSHNRMGh1ZGtSM2d1QlMzb2VsTEZLNklVIn0seyJwY
XRoIjoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6Ik9nUkNIZlVoam9xOU93NHFfaEhvTTQxNzNMelJyYkVpUVdsRXNRSzhscFkifSx7InBhdGg
iOiJfbG9jYWxlcy9kYS9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiN2JVWW1LYkhQUUNRMXBGcmUzTHJySEhwWk9xN1c2Zk5hT0laWmdKUERTTSJ9LHsicGF0aCI6I
l9sb2NhbGVzL2RlL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJOV3FkU3Rfc1NFMm9KT2VuSUZtM0pMRm9iOGtBZ3ZTa3RtZGpCRGJWazdBIn0seyJwYXRoIjoiX2x
vY2FsZXMvZWwvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6ImgyaEZ0YUJoLXJQUEtoUm00QkFWM0VEZmhFbnh5MElGOVhYT3Z0aHhlNjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoid0pSZDFmM3NxMERFVTJHLXd

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 544643

Entropy (8bit): 5.385396177420207

Encrypted: false

SSDEEP: 6144:abyfBNC2FRdjiRXqbe5Dq31IVlMqX+wd5/CcMMJcRULt0NjyTOEzZQ+h72W3GB0n:Ft/g

MD5: 6EEBED29E6A6301E92A9B8B347807F5F

SHA1: 65DFB69B650560551110B33DCBA50B25E5B876DE

SHA-256: 04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CC0A1697

SHA-512: FEDE6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBE5CF6AF7BE9
7BF2

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arrayIteratorImpl=function(a){var b=0;return function(){return 
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arrayIterator=function(a){return{next:e.arrayIteratorImpl(a)}};e.ASSUME_ES5=!1;e.ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e.ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw 
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 261316

Entropy (8bit): 5.444466092380538

Encrypted: false

SSDEEP: 3072:I5vU7I6s2M9duIWFCbmYJ4tnFWdqpMad2vywhIp81QFv9F9nNsZgiDdOFlV/mZmc:I5vqFCb2p8Gx9FNNsZ9Dd/ceR

MD5: 1709B6F00A136241185161AA3DF46A06

SHA1: 33DA7D262FFED1A5C2D85B7390E9DBC830CBE494

SHA-256: 5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265C0EE6F9AC8

SHA-512: 26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D19
CB

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var b,k=k||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arrayIteratorImpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:a[c++]}:
{done:!0}}};k.arrayIterator=function(a){return{next:k.arrayIteratorImpl(a)}};k.makeIterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arrayIterator(a)};.k.arrayFromIterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromIterable=function(a){return 
a instanceof Array?a:k.arrayFromIterator(k.makeIterator(a))};k.ASSUME_ES5=!1;k.ASSUME_NO_NATIVE_MAP=!1;k.ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k.ASSUME_ES5||"function"==typeof Object.cre

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1741

Entropy (8bit): 4.912380256743454

Encrypted: false

SSDEEP: 24:LalZ74H+rMwJHwIodHRmxt3jiu1iu1RDpfeWlMl548wJHwDwCapt/VMYXj8Eq27K:Z+rMm71le88S1tWYXmrVZFH

MD5: 67BF9AABE17541852F9DDFF8245096CD

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\craw_background.js

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\craw_window.js

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\css\craw_window.css
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SHA1: A4AC74DD258E8E0689034FAA1B15A5C7C56DC3BB

SHA-256: 10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FC0A5E34D0D9D4EC

SHA-512: 298FA132C6F122798FDB9BC6DE8024915147ADC20355B56A92F0ED9ACCE4549BE6E7F42212E07DCA166E31624D4E66E299565845D4BA1C51CA935050641B61FE

Malicious: false

Reputation: low

Preview: html, body {.  margin: 0;.  overflow: hidden;.}..webview {.  width: 100%;.  height: 100%;.  min-height: 100%;.  position: absolute;.}...craw_overlay {.  position: absolute;..  left
: 0;.  top: 0;.  right: 0;.  bottom: 0;..  background-color: white;..  -webkit-transition: opacity 250ms linear;..  display: -webkit-flex;.  -webkit-flex-direction: column;.  -webkit-
flex: 1 0%;.  -webkit-align-items: center;.  -webkit-justify-content: center;..  -webkit-app-region: drag;.}...craw_overlay img {.  margin: 16px;.}..#loading_overlay {.  opacity: 
1;.}..#offline_overlay {.  opacity: 0;.  display: none;.}..#offline_overlay > img {.  -webkit-filter: saturate(0%);.}..#offline_overlay > span {.  font-family: 'Open Sans', 'Deja Vu 
Sans', Arial, sans-serif;.  font-size: 15px;.  line-height: 21px;.  color: #8d8d8d;.  display: block;.}..#loading_splash {.  width: 128px;.  height: 128px;.}..#drag_overlay {.  
position: absolute;.  left: 0;.  top: 0;.  right: 0;.  bottom: 0;.  pointer-events: none;.  -webkit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 810

Entropy (8bit): 4.723481385335562

Encrypted: false

SSDEEP: 12:hYenuEJIig5fRpvV4AEdN2sAAuzg/7RwQuLYpUH9KfRnQBGgZKy3QGgjPSWZDQL:hYeLJKTVNEuLAuzg/twQucpS9bj3

MD5: 34A839BC40DEBC746BBD181D9EF9310C

SHA1: 8B4EAA74D31EED5B0BABA3CA5460201F6B10DA46

SHA-256: BB8742615E4CD996AE5D0200E443AE6A6F0B473255F03AFFDB8FB4660DE4554D

SHA-512: EE81E5509CBC2CB2B6C834224688C1E1B1AA9AA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF281E
FF

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.  <head>.    <link href="/css/craw_window.css" rel="stylesheet">.    <script src="/craw_window.js"></script>.  </head>.  <body>.    <webview>
</webview>.    <div class="craw_overlay" id="loading_overlay">.      <img src="/images/icon_128.png" />.      <img src="/images/flapper.gif" />.    </div>.    <div cl
ass="craw_overlay" id="offline_overlay">.      <img src="/images/icon_128.png" />.      <span id="app_unavailable"></span>.      <span id="connect_to_network"><
/span>.    </div>.    <div id="drag_overlay"></div>.    <div id="top_bar">.      <div id='close_button'>.        <img src='/images/topbar_floating_button_close.png'/>.      
</div>.      <div id='maximize_button'>.        <img src='/images/topbar_floating_button_maximize.png'/>.      </div>.    </div>.  </body>.</html>.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 30 x 30

Category: dropped

Size (bytes): 70364

Entropy (8bit): 7.119902236613185

Encrypted: false

SSDEEP: 768:g5TXOSBAqNIPmA8NcjCWdM0VFMJEwavTeElfWupav5TXg7wV+irIPny9MTVQHydi:g5KSmiIPmAhZWiMsDfWug7DmqM6HybkF

MD5: 398ABB308EEBC355DA70BCE907B22E29

SHA1: CFFB77B8A1724B8F81D98C6D6AD0071D10162252

SHA-256: 2B73533F47A99FFEA9CC405FFAFA9C4C53623F62487AEBFBA415945120B22040

SHA-512: FC7A56FC8A61A582161874B54ADBAD30A84840190008EDB0B6FBF84F91393CA58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385A

Malicious: false

Reputation: low

Preview: GIF89a.......................................................!.......!..NETSCAPE2.0.....,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.Ny
Q.IoL!AoF#9h>7.0t..%..,.@.m4..7..!.......,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.NyQ.IoL!AoF#9h>7.0t..%..,.@.m
4..7..!.......,............................................................................................................'..w=.....\.)._6.k..OF...n.#\~"....2b3..I.)..eu.Q.`.e......gr.?>.s.I0.....@.~.Tr.[8.+.,.;..EE....S.*f.....,
.....B8/D..;.9.q......ukC...r.I.....j......BGY...o2J....+O4....X4.....cH%7....I.....0H!.!.....!.,...............................................................................................................................................
..............................................................p8.a$....hh@.4....X,A.0L..(....JX.j...,..........z.X.Q....jB.d....B..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 4364

Entropy (8bit): 7.915848007375225

Encrypted: false

SSDEEP: 96:YjlLDJjTvXUtNvX8dgb9HT6y8nviyHG5iCRYtIP:YtNTfUzvX8KM+MGRsIP

MD5: 4DBC9F9E6F5A08D299BAC9E54DF07694

SHA1: BB38F5DE34B1E0BE1109220BA55271087A4D9EA5

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\html\craw_window.html

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\flapper.gif

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\icon_128.png
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SHA-256: 91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEB0E

SHA-512: A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC14170912

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............>a.....IDATx..yp.....gF#.:,[H.l.l..8...`/.k....,!a7Km...E...Te..T.....J...p....%.(....+...3....eY.e...L.o...5....h4...\....{?....~.u.`0.....`0.....`0.....`.Y......[(.......).4....a
i..w38.+....Bf././..]...{......8...3.....3W~OJ.. /...u6V.C..U.0.+._=.c..9.X.?....L....S@.L...m.0..>.C...L|TF.p5..f4M.,.V....8..a.<...RP..@)E,..E"...h.....!...-....,I..T..........m..._[[{w{{....
{*.^......M.x..h4.h.....\.R.E....j).7.....h4.A.E....,. ...iii.Vj?2...=/.B.FK9P..@)=Rj..D".Y...2.B..x.}0...&J...2.......f.O..e.H.....!.J)'I..R....B............QJ;K..L...L.l".L~mhh.R.@).FFF
~.L&...~.B.......u.........}.....~.....f..yUU...........^M...6......].,w.e..~.!$.C.R.....E(%e9.,....k..@...W8.........@...........O..@%.~..@.S..P.....`Tp...."...?ME..c......s...`..S1...7.b..
aNE..k...3.yP.}.Ch.}......B..........IPE..C.<....T....k......Z..o_......g........P..A=y.J.)h..@.q.-.*].AU.4...F.M.....y%B]+ .\.~..9......:..=...r.....E].o...F..P........i...|....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 558

Entropy (8bit): 7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+5IOUWCQKznuow7:6yVnKYsfFzhXsrIq0YXmgQGn6

MD5: FB9C46EA81AD3E456D90D58697C12C06

SHA1: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AA6019FAA51410C4FD93B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3E65B
50C

Malicious: false

Reputation: low

Preview: .PNG........IHDR................a....IDAT8...Mk.Q...;... .....F..QW.....F....J.?.w..7~......'.Q..B]... .QS...M&_w..b&.|`......p...f.?.D$.y^..........y*...\..Z..t6..oRj.@&.u..G.qN).t.-V*.>(.N
.Ep]wFk.60o.]0.`Y..cT..Y.Tb.`DF.d..s.Z..E..9.4._C.._...%..*.^....4.l...Y..X..R..../...Wj+w0[.].._B.k.${.\.>.%...........lz .w.ALxo.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
e6X<...'(,=.r}........$f..5..P....k..."..8.s.<zgSm@.....).Y.....:e..|.....F...I..A$.....T?.....m....8.........N...z.....V..vd.h'....C.?.....H.;]..C.M.....9.b......IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/RPJDmV7bScsP4a9zln94FptVp:6v/lhPKM4nDspnAkZJNmgPdln2TTp

MD5: 8803665A6328D23CC1014A7B0E9BE295

SHA1: 9DA6EE729D5A6E9F30658B8EC954710F107A641F

SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1AD580A3FA835EC2B22BE497F36899FB5
930

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...Q..0......2...(p...~Z.}'.>I%O...V!s..................../...`.<..`.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 252

Entropy (8bit): 6.512071394066515

Encrypted: false

SSDEEP: 6:6v/lhPKM4nDsp7q1hKVlomsj9rxKNgtmN0VZ+GFYep:6v/7iMXVq1ylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHA1: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2E6E9558863A89F7E5E1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5C9093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EE59C003423E46D9499BD27EC7D77A649

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\icon_16.png

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button.png

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_close.png
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Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<....IDATx...... ..Pp.X....H...b@...|.^LC_.E.BP+......X.P..........q..~..p/. ..s.....%D^...$......@.!...<...).?
.4{.k.G3...4..[cH..0..l.8.!r..m.R..{..........`.f...#.x.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEHxrPLyN+ltNPhv/l2up:6v/lhPKM4nDspnAkZHVtERrPLygltNPn

MD5: 7CB6B9DC1A30F63B8BD976924B75AD96

SHA1: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735

SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227F0E88E4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDF9CD227424F76A

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B.z.s...*.....$.<u..[...................h.......C.CA).....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 166

Entropy (8bit): 5.8155898293424775

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZttd//HmnFz1P/ZjXlUTqyCIc30ItK1p:6v/lhPKM4nDsptF/HOP/ZjXlUeyCo/p

MD5: 232CE72808B60CBE0F4FA788A76523DF

SHA1: 721A9C98C835D2CD734153BBE07833C6637ECD68

SHA-256: AFA4EA944CBDEC8543242E627EF46D5BFD3766DCAC664E7E50CDEEF2B352740C

SHA-512: 4048EEA5A78DD569521C488C4CE4F7B77AC0454C92EE9107A81A1B3AF91A4EE036039AC1A0A6B8DD26B12E7F1595DB80B7FAA7B6A25D9032BF385528A81A86
54

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...HIDATx......0.CQS.......~..."..........m.v+Sq....<!...M8m...'...@$..0....E........IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.46068685940762

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEXIyN+ltN1/lsg1p:6v/lhPKM4nDspnAkZHVtEZgltN1eup

MD5: E0862317407F2D54C85E12945799413B

SHA1: FA557F8F761A04C41C9A4BA81994E43C6C275DBB

SHA-256: 5C10CE0589EB115600F77381130B70AE0B7B3752614D86D4C89E857658AA222B

SHA-512: 07CB69327961FD0019BEF8EF7590B5524905AC373A815F73F6D9E0B26840929F919A96CAA977D4B5656704DACD0F352D568FB3997F80EE6BB94C95B58839DBFE

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B..@wu...*.....$.<u..[...................h.........M..x(....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1322

Entropy (8bit): 5.449026004350873

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_hover.png

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_maximize.png

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\images\topbar_floating_button_pressed.png

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\CRX_INSTALL\manifest.json
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Encrypted: false

SSDEEP: 24:1HEis7ViC/yox/fiqeUoLFlmF1s80FKrGfd0d3NZNZx1Fq7eY7nfj1B:WL7V2opiV1mvs8rxTZRczhB

MD5: 01334FB9D092AF2AA46C4185E405C627

SHA1: 47AD3C0E82362FFE5B881DF8D71D6F79AB7F5796

SHA-256: F52714812D68C577A445169D11E84DF6751C2D6886BC429643072BB5D61C6C27

SHA-512: 888D96ADB7A847ABE472145258C8C46950EB2FA3BA7D596C2E90A17C8FB06FD0155C56CC8ABA5D076D89368417464BCB2D236F9E40E53241950A01F9F8ED548
F

Malicious: false

Reputation: low

Preview: {..   "app": {..      "background": {..         "scripts": [ "craw_background.js" ]..      }..   },..   "default_locale": "en",..   "description": "__MSG_APP_DESCRIPTION__",..   "d
isplay_in_launcher": false,..   "display_in_new_tab_page": false,..   "icons": {..      "128": "images/icon_128.png",..      "16": "images/icon_16.png"..   },..   "key": 
"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzv9vQI/01UsuP0IV5/lj0wx7zJ/xcibUgDeIxobvv9XD+zO1MdjMWuqJ
FcKuSS4Suqkje6u+pMrTSGOSHq1bmBVh0kpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",..   "manifest_version": 2,..   "minimum_chrome_ver
sion": "29",..   "name": "__MSG_APP_NAME__",..   "oauth2": {..      "auto_approve": true,..      "client_id": "203784468217.apps.googleusercontent.com",..      "scopes": [ 
"https://www.googleapis.com/auth/sierra", "https://www.googleapis.com/auth/sierrasandbox", "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly" ]..   },.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

⊘ No static file info

Total Packets: 69

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

C:\Users\user\AppData\Local\Temp\scoped_dir2760_1459883342\fa3e0e3f-716d-4e28-b196-bc28d7875c7d.tmp

Static File Info

Network Behavior

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:37:40.220025063 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.220072985 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.220158100 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.220429897 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.220458031 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.223870039 CEST 49733 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.224816084 CEST 49734 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.232973099 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.233004093 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.233104944 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.233721018 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.233737946 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.278618097 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.279071093 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.285023928 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.285078049 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.285367966 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.285404921 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.285566092 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.285686016 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.286396027 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.286500931 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.287178993 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.287287951 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.312308073 CEST 49736 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.341454029 CEST 80 49734 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.341849089 CEST 49734 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.357899904 CEST 80 49733 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.358046055 CEST 49733 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.428282022 CEST 80 49736 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.428463936 CEST 49736 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.435676098 CEST 49734 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.552470922 CEST 80 49734 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.567265987 CEST 80 49734 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.567284107 CEST 80 49734 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.567374945 CEST 49734 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.603534937 CEST 49734 80 192.168.2.3 13.111.71.11

May 23, 2022 18:37:40.674782038 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.675035000 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.675256968 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.675508022 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.675981045 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.676023960 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.676107883 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.676140070 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.709248066 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.709367037 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.709389925 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.709414959 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.709482908 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.711873055 CEST 49735 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:40.711905003 CEST 443 49735 142.250.185.110 192.168.2.3

May 23, 2022 18:37:40.720366001 CEST 80 49734 13.111.71.11 192.168.2.3

May 23, 2022 18:37:40.726515055 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.726556063 CEST 443 49737 13.224.103.9 192.168.2.3

TCP Packets
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May 23, 2022 18:37:40.726834059 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.727247953 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.727272987 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.728313923 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.728374004 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.728394985 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.728699923 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.728775024 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.730053902 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:37:40.730076075 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:37:40.774950981 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.792553902 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.792617083 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.794214010 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.795064926 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.795090914 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.795510054 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.796623945 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.796890974 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.804518938 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:40.804554939 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:40.871227026 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.699201107 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699245930 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699278116 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699305058 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699358940 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699374914 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699412107 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.699443102 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.699462891 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.699502945 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700037956 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.700054884 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.700114012 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700128078 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.700145006 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.700162888 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700186014 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700211048 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700221062 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.700265884 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700326920 CEST 443 49737 13.224.103.9 192.168.2.3

May 23, 2022 18:37:41.700382948 CEST 49737 443 192.168.2.3 13.224.103.9

May 23, 2022 18:37:41.700438023 CEST 443 49737 13.224.103.9 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:37:40.065431118 CEST 55923 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:40.159864902 CEST 58116 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:40.179722071 CEST 53 58116 8.8.8.8 192.168.2.3

May 23, 2022 18:37:40.188815117 CEST 53 55923 8.8.8.8 192.168.2.3

May 23, 2022 18:37:40.191996098 CEST 57421 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:40.230699062 CEST 53 57421 8.8.8.8 192.168.2.3

May 23, 2022 18:37:40.674173117 CEST 65358 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:40.718975067 CEST 53 65358 8.8.8.8 192.168.2.3

May 23, 2022 18:37:41.823362112 CEST 63332 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:41.825951099 CEST 63548 53 192.168.2.3 8.8.8.8

UDP Packets
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May 23, 2022 18:37:41.829416037 CEST 49327 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:41.850876093 CEST 53 49327 8.8.8.8 192.168.2.3

May 23, 2022 18:37:41.863039970 CEST 53 63548 8.8.8.8 192.168.2.3

May 23, 2022 18:37:41.868100882 CEST 53 63332 8.8.8.8 192.168.2.3

May 23, 2022 18:37:42.624794960 CEST 58981 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:42.654886007 CEST 53 58981 8.8.8.8 192.168.2.3

May 23, 2022 18:37:43.928867102 CEST 61380 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:44.799000978 CEST 63146 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:47.767570019 CEST 50778 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:47.771375895 CEST 55151 53 192.168.2.3 8.8.8.8

May 23, 2022 18:37:47.787594080 CEST 53 50778 8.8.8.8 192.168.2.3

May 23, 2022 18:37:47.796828032 CEST 53 55151 8.8.8.8 192.168.2.3

May 23, 2022 18:37:50.037110090 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.063227892 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.111012936 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.138294935 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.138338089 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.138364077 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.138391018 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.146172047 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.149759054 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.229799986 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.230288029 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.262837887 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.265719891 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.274223089 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.288939953 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.288965940 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.288979053 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.340887070 CEST 64817 443 192.168.2.3 142.250.185.110

May 23, 2022 18:37:50.430669069 CEST 443 64817 142.250.185.110 192.168.2.3

May 23, 2022 18:37:50.547415972 CEST 64817 443 192.168.2.3 142.250.185.110

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 23, 2022 18:37:40.065431118 CEST 192.168.2.3 8.8.8.8 0xd01b Standard query 
(0)

click.emai
l.wynnagen
cy.net

A (IP address) IN (0x0001)

May 23, 2022 18:37:40.159864902 CEST 192.168.2.3 8.8.8.8 0xc96e Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

May 23, 2022 18:37:40.191996098 CEST 192.168.2.3 8.8.8.8 0x1ce5 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

May 23, 2022 18:37:40.674173117 CEST 192.168.2.3 8.8.8.8 0x4363 Standard query 
(0)

hecp.wufoo.com A (IP address) IN (0x0001)

May 23, 2022 18:37:41.823362112 CEST 192.168.2.3 8.8.8.8 0xb433 Standard query 
(0)

cdn.signalfx.com A (IP address) IN (0x0001)

May 23, 2022 18:37:41.825951099 CEST 192.168.2.3 8.8.8.8 0x19e6 Standard query 
(0)

static.wufoo.com A (IP address) IN (0x0001)

May 23, 2022 18:37:41.829416037 CEST 192.168.2.3 8.8.8.8 0x3863 Standard query 
(0)

www.dropbo
x.com

A (IP address) IN (0x0001)

May 23, 2022 18:37:42.624794960 CEST 192.168.2.3 8.8.8.8 0x4552 Standard query 
(0)

hecp.s3.am
azonaws.com

A (IP address) IN (0x0001)

May 23, 2022 18:37:43.928867102 CEST 192.168.2.3 8.8.8.8 0xdb3c Standard query 
(0)

js-agent.n
ewrelic.com

A (IP address) IN (0x0001)

May 23, 2022 18:37:44.799000978 CEST 192.168.2.3 8.8.8.8 0x96c2 Standard query 
(0)

bam-cell.nr-
data.net

A (IP address) IN (0x0001)

May 23, 2022 18:37:47.767570019 CEST 192.168.2.3 8.8.8.8 0x542e Standard query 
(0)

hecp.s3.am
azonaws.com

A (IP address) IN (0x0001)

May 23, 2022 18:37:47.771375895 CEST 192.168.2.3 8.8.8.8 0x874a Standard query 
(0)

hecp.wufoo.com A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 23, 2022 
18:37:40.179722071 CEST

8.8.8.8 192.168.2.3 0xc96e No error (0) accounts.g
oogle.com

142.250.184.205 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:40.188815117 CEST

8.8.8.8 192.168.2.3 0xd01b No error (0) click.emai
l.wynnagen
cy.net

click.virt.s11.exactt
arget.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:40.188815117 CEST

8.8.8.8 192.168.2.3 0xd01b No error (0) click.virt
.s11.exact
target.com

13.111.71.11 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:40.230699062 CEST

8.8.8.8 192.168.2.3 0x1ce5 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:40.230699062 CEST

8.8.8.8 192.168.2.3 0x1ce5 No error (0) clients.l.
google.com

142.250.185.110 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:40.718975067 CEST

8.8.8.8 192.168.2.3 0x4363 No error (0) hecp.wufoo.com primary-
frontdoor.wufoo.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:40.718975067 CEST

8.8.8.8 192.168.2.3 0x4363 No error (0) primary-fr
ontdoor.wu
foo.com

d19zzur8741aig.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:40.718975067 CEST

8.8.8.8 192.168.2.3 0x4363 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.9 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:40.718975067 CEST

8.8.8.8 192.168.2.3 0x4363 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.7 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:40.718975067 CEST

8.8.8.8 192.168.2.3 0x4363 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.89 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:40.718975067 CEST

8.8.8.8 192.168.2.3 0x4363 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.57 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.850876093 CEST

8.8.8.8 192.168.2.3 0x3863 No error (0) www.dropbo
x.com

www-env.dropbox-
dns.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:41.850876093 CEST

8.8.8.8 192.168.2.3 0x3863 No error (0) www-env.dr
opbox-dns.com

162.125.69.18 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.863039970 CEST

8.8.8.8 192.168.2.3 0x19e6 No error (0) static.wufoo.com primary-
frontdoor.wufoo.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:41.863039970 CEST

8.8.8.8 192.168.2.3 0x19e6 No error (0) primary-fr
ontdoor.wu
foo.com

d19zzur8741aig.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:41.863039970 CEST

8.8.8.8 192.168.2.3 0x19e6 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.57 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.863039970 CEST

8.8.8.8 192.168.2.3 0x19e6 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.9 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.863039970 CEST

8.8.8.8 192.168.2.3 0x19e6 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.7 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.863039970 CEST

8.8.8.8 192.168.2.3 0x19e6 No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.89 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.868100882 CEST

8.8.8.8 192.168.2.3 0xb433 No error (0) cdn.signalfx.com 13.224.103.44 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.868100882 CEST

8.8.8.8 192.168.2.3 0xb433 No error (0) cdn.signalfx.com 13.224.103.7 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.868100882 CEST

8.8.8.8 192.168.2.3 0xb433 No error (0) cdn.signalfx.com 13.224.103.66 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:41.868100882 CEST

8.8.8.8 192.168.2.3 0xb433 No error (0) cdn.signalfx.com 13.224.103.87 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:42.654886007 CEST

8.8.8.8 192.168.2.3 0x4552 No error (0) hecp.s3.am
azonaws.com

s3-1-
w.amazonaws.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:42.654886007 CEST

8.8.8.8 192.168.2.3 0x4552 No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:42.654886007 CEST

8.8.8.8 192.168.2.3 0x4552 No error (0) s3-w.us-east-
1.amazo
naws.com

52.216.248.212 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:43.947962046 CEST

8.8.8.8 192.168.2.3 0xdb3c No error (0) js-agent.n
ewrelic.com

k.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Copyright Joe Security LLC 2022 Page 43 of 64



May 23, 2022 
18:37:44.820667982 CEST

8.8.8.8 192.168.2.3 0x96c2 No error (0) bam-cell.nr-
data.net

tls12.newrelic.com.
cdn.cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:47.787594080 CEST

8.8.8.8 192.168.2.3 0x542e No error (0) hecp.s3.am
azonaws.com

s3-1-
w.amazonaws.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:47.787594080 CEST

8.8.8.8 192.168.2.3 0x542e No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:47.787594080 CEST

8.8.8.8 192.168.2.3 0x542e No error (0) s3-w.us-east-
1.amazo
naws.com

52.216.32.73 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:47.796828032 CEST

8.8.8.8 192.168.2.3 0x874a No error (0) hecp.wufoo.com primary-
frontdoor.wufoo.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:47.796828032 CEST

8.8.8.8 192.168.2.3 0x874a No error (0) primary-fr
ontdoor.wu
foo.com

d19zzur8741aig.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:37:47.796828032 CEST

8.8.8.8 192.168.2.3 0x874a No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.89 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:47.796828032 CEST

8.8.8.8 192.168.2.3 0x874a No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.9 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:47.796828032 CEST

8.8.8.8 192.168.2.3 0x874a No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.7 A (IP address) IN 
(0x0001)

May 23, 2022 
18:37:47.796828032 CEST

8.8.8.8 192.168.2.3 0x874a No error (0) d19zzur874
1aig.cloud
front.net

13.224.103.57 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
accounts.google.com

            
clients2.google.com

            
hecp.wufoo.com

            
https:

static.wufoo.com
cdn.signalfx.com
www.dropbox.com
hecp.s3.amazonaws.com

            
click.email.wynnagency.net

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49732 142.250.184.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49735 142.250.185.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.3 49763 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.3 49734 13.111.71.11 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

May 23, 2022 
18:37:40.435676098 
CEST

660 OUT GET /?qs=53b380b0fd541e9470af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd
27c8ba03d2e27fad8c0d5 HTTP/1.1
Host: click.email.wynnagency.net
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

May 23, 2022 
18:37:40.567265987 
CEST

660 IN HTTP/1.1 302 Found
Cache-Control: private
Content-Type: text/html; charset=utf-8
Location: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Date: Mon, 23 May 2022 16:37:39 GMT
Connection: close
Content-Length: 162
Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 4f 62 6a 65 63 74 20 6d 6f 76 65 64 3c 2f 74 69 74 
6c 65 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 68 32 3e 4f 62 6a 65 63 74 20 6d 6f 76 65 64 20 74 6f 20 3c 61 
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 68 65 63 70 2e 77 75 66 6f 6f 2e 63 6f 6d 2f 66 6f 72 6d 73 2f 7a 31 61 34 
68 65 37 31 31 79 33 76 6b 6a 33 2f 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 68 32 3e 0d 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 
74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>Object moved</title></head><body><h2>Object moved to <a href="https://hecp.wufo
o.com/forms/z1a4he711y3vkj3/">here</a>.</h2></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49737 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49741 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.3 49743 13.224.103.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49744 13.224.103.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.3 49742 162.125.69.18 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.3 49753 13.224.103.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.3 49755 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.3 49754 52.216.248.212 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49732 142.250.184.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:40 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:37:40 UTC 0 OUT Data Raw: 20 
Data Ascii:  

HTTPS Proxied Packets
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2022-05-23 16:37:40 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Mon, 23 May 2022 16:37:40 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-g3Iuqafayq5JnRED-2fNEA' 'unsafe-inline';object-src 'none';base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-g3Iuqafayq5JnRED-2fNEA' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Cross-Origin-Opener-Policy: same-origin
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-23 16:37:40 UTC 4 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-05-23 16:37:40 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49735 142.250.185.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:40 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:37:40 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-u_4-YOb8SBEZfxJz4hffJA' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Mon, 23 May 2022 16:37:40 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5621
X-Daystart: 34660
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked
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2022-05-23 16:37:40 UTC 2 IN Data Raw: 33 36 64 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 32 
31 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 34 36 36 30 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5621" elapsed_seconds="34660"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-05-23 16:37:40 UTC 2 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-05-23 16:37:40 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49763 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:43 UTC 769 OUT GET /favicon.ico HTTP/1.1
Host: hecp.wufoo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=

2022-05-23 16:37:44 UTC 769 IN HTTP/1.1 200 OK
Content-Type: image/x-icon
Content-Length: 1150
Connection: close
Date: Mon, 23 May 2022 16:37:44 GMT
Server: nginx/1.20.1
Last-Modified: Wed, 30 Sep 2020 14:15:38 GMT
ETag: "5f74930a-47e"
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Access-Control-Allow-Headers: origin, x-requested-with, content-type, authorization
Accept-Ranges: bytes
set-cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=; Domain=.wufoo.com; expires=Mon, 23 May 2022 17:07:44 
GMT; Path=/; SameSite=None; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront
Via: 1.1 792f70324a941726ce7e749514e6fc3c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: T4qParzjCO8ng7ArhwgVNT8zyu4qeXCw7qTyJ6d74YU1CztbjBCjeA==

2022-05-23 16:37:44 UTC 770 IN Data Raw: 00 00 01 00 01 00 10 10 00 00 01 00 20 00 68 04 00 00 16 00 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 
00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0e 09 09 37 58 12 12 
5a 9b 16 16 67 bd 16 16 67 bd 12 12 59 9a 09 09 34 58 00 00 00 0d 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 04 04 23 3a 16 16 69 c7 21 21 96 ff 26 26 ad ff 2b 2b b4 ff 2e 2e b6 ff 2c 2c b0 ff 23 23 
97 ff 15 15 6a c6 04 04 24 39 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii:  h(  7XZggY4X#:i!!&&++..,,##j$9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49737 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:40 UTC 4 OUT GET /forms/z1a4he711y3vkj3/ HTTP/1.1
Host: hecp.wufoo.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:37:41 UTC 5 IN HTTP/1.1 200 OK
Content-Type: text/html;charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Date: Mon, 23 May 2022 16:37:41 GMT
Server: nginx/1.20.1
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Access-Control-Allow-Headers: origin, x-requested-with, content-type, authorization
set-cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=; Domain=.wufoo.com; expires=Mon, 23 May 2022 17:07:41 
GMT; Path=/; SameSite=None; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront
Via: 1.1 aa001e3127bb5bd7bbc48bc4fef44b78.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: VDbUf702R-Jymnet0A0NNCXzmL3NcFmybG-LV38ElAPdW6RhagcHIQ==

2022-05-23 16:37:41 UTC 5 IN Data Raw: 33 63 61 61 0d 0a 20 20 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 63 6c 61 73 73 
3d 22 73 61 66 61 72 69 22 20 69 64 3d 22 22 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 61 64 3e 0a 09 3c 74 69 74 
6c 65 3e 0a 09 09 5b 4c 69 6e 6b 65 64 49 6e 5d 20 4d 6f 74 69 76 61 74 65 64 20 43 6c 69 65 6e 74 20 4c 65 61 64 73 
20 0a 09 3c 2f 74 69 74 6c 65 3e 0a 0a 09 3c 21 2d 2d 20 4d 65 74 61 20 54 61 67 73 20 2d 2d 3e 0a 09 3c 6d 65 74 61 2
0 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 
61 73 63 72 69 70 74 22 3e 28 77 69 6e 64 6f 77 2e 4e 52 45 55 4d 7c 7c 28 4e 52 45 55 4d 3d 7b 7d 29 29 2e 69 6e 69 
74 3d 7b 70 72 69 76 61 63 79 3a 7b 63 6f 6f 6b 69 65 73 5f 65 6e 61 62 
Data Ascii: 3caa  <!DOCTYPE html><html class="safari" id="" lang="en"><head><title>[LinkedIn] Motivated Client Leads 
</title>... Meta Tags --><meta charset="utf-8"><script type="text/javascript">(window.NREUM||(NREUM={})).init={privacy:
{cookies_enab

2022-05-23 16:37:41 UTC 21 IN Data Raw: 34 37 39 62 0d 0a 65 3b 72 65 74 75 72 6e 22 6a 73 6f 6e 22 3d 3d 3d 6e 26 26 6e 75 6c 6c 21 3d 3d 65 3f 65 
3a 22 61 72 72 61 79 62 75 66 66 65 72 22 3d 3d 3d 6e 7c 7c 22 62 6c 6f 62 22 3d 3d 3d 6e 7c 7c 22 6a 73 6f 6e 22 3d 3d 
3d 6e 3f 69 28 74 2e 72 65 73 70 6f 6e 73 65 29 3a 22 74 65 78 74 22 3d 3d 3d 6e 7c 7c 22 22 3d 3d 3d 6e 7c 7c 76 6f 69 
64 20 30 3d 3d 3d 6e 3f 69 28 74 2e 72 65 73 70 6f 6e 73 65 54 65 78 74 29 3a 76 6f 69 64 20 30 7d 76 61 72 20 69 3d 
74 28 31 38 29 3b 65 2e 65 78 70 6f 72 74 73 3d 72 7d 2c 7b 7d 5d 2c 31 36 3a 5b 66 75 6e 63 74 69 6f 6e 28 74 2c 65 
2c 6e 29 7b 66 75 6e 63 74 69 6f 6e 20 72 28 29 7b 7d 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 2c 6e 2c 72 29 7b 72 6
5 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 
Data Ascii: 479be;return"json"===n&&null!==e?e:"arraybuffer"===n||"blob"===n||"json"===n?i(t.response):"text"=
==n||""===n||void 0===n?i(t.responseText):void 0}var i=t(18);e.exports=r},{}],16:[function(t,e,n){function r(){}function 
i(t,e,n,r){return function(){retur

2022-05-23 16:37:41 UTC 37 IN Data Raw: 20 20 20 20 20 20 3c 2f 73 70 61 6e 3e 0a 20 20 3c 2f 6c 61 62 65 6c 3e 0a 20 20 20 20 3c 2f 73 70 61 6e 3e 
0a 09 09 3c 2f 64 69 76 3e 0a 09 3c 2f 66 69 65 6c 64 73 65 74 3e 0a 09 3c 2f 6c 69 3e 0a 0a 0a 0a 0a 20 0a 0a 09 0a 09 
3c 6c 69 20 63 6c 61 73 73 3d 22 62 75 74 74 6f 6e 73 20 22 3e 0a 09 09 3c 64 69 76 3e 0a 09 09 09 09 09 09 09 09 3c 
69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 6d 65 3d 22 63 75 72 72 65 6e 74 50 61 67 65 22 20 
69 64 3d 22 63 75 72 72 65 6e 74 50 61 67 65 22 20 76 61 6c 75 65 3d 22 72 45 43 6b 58 72 62 30 69 7a 35 41 36 6f 6e 
31 59 4d 51 53 64 31 6d 47 44 43 73 4d 74 6f 4b 56 31 39 77 75 73 6c 61 73 68 42 75 59 76 71 32 47 63 3d 22 20 2f 3e 
0a 09 09 09 20 20 20 20 0a 20 20 20 20 0a 09 09 09 09 09 09 09 09 3c 
Data Ascii:       </span>  </label>    </span></div></fieldset></li> <li class="buttons "><div><input type="hidden" name
="currentPage" id="currentPage" value="rECkXrb0iz5A6on1YMQSd1mGDCsMtoKV19wuslashBuYvq2Gc=" />        <

2022-05-23 16:37:41 UTC 39 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49741 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:41 UTC 39 OUT GET /css/custom/6/theme.css HTTP/1.1
Host: hecp.wufoo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=

2022-05-23 16:37:42 UTC 110 IN HTTP/1.1 200 OK
Content-Type: text/css;charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Date: Mon, 23 May 2022 16:37:42 GMT
Server: nginx/1.20.1
X-Frame-Options: SAMEORIGIN
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Access-Control-Allow-Headers: origin, x-requested-with, content-type, authorization
set-cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=; Domain=.wufoo.com; expires=Mon, 23 May 2022 17:07:42 
GMT; Path=/; SameSite=None; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront
Via: 1.1 d4ab4520827d99650a0d233539c37424.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: Ur6TEQP29HWccIQhgRJUsUN6e_qNGEWBw3GrDJkZZMjGlxq0b26kTQ==

2022-05-23 16:37:42 UTC 111 IN Data Raw: 31 66 37 35 0d 0a 23 6c 6f 67 6f 20 61 20 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 75 72 6c 28 
27 2f 69 6d 61 67 65 73 2f 74 68 65 6d 65 73 2f 6c 6f 67 6f 73 2f 6e 6f 6e 65 2e 70 6e 67 27 29 20 21 69 6d 70 6f 72 74 61 
6e 74 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 30 3b 68 65 69 67 68 74 3a 34 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 
7d 2e 72 65 64 65 73 69 67 6e 65 64 2d 74 68 65 6d 65 2d 32 30 31 38 20 23 6c 6f 67 6f 20 61 2c 20 2e 72 65 64 65 73 
69 67 6e 65 64 2d 74 68 65 6d 65 2d 32 30 31 38 20 2e 6c 6f 67 6f 20 61 20 7b 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 
70 6f 73 69 74 69 6f 6e 3a 20 30 25 20 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 20 20 62 61 63 6b 67 72 6f 75 6e 64 
2d 73 69 7a 65 3a 20 61 75 74 6f 20 21 69 6d 70 6f 72 74 61 6e 
Data Ascii: 1f75#logo a {background-image:url('/images/themes/logos/none.png') !important;min-height:0;height:40px 
!important;}.redesigned-theme-2018 #logo a, .redesigned-theme-2018 .logo a {  background-position: 0% 0px !important;  
background-size: auto !importan

2022-05-23 16:37:42 UTC 119 IN Data Raw: 31 32 37 30 0d 0a 32 30 31 38 20 2e 77 75 66 6f 6f 20 6c 61 62 65 6c 2e 64 65 73 63 20 2e 75 73 65 72 2d 69 
6e 73 74 72 75 63 74 69 6f 6e 73 20 73 6d 61 6c 6c 2c 2e 72 65 64 65 73 69 67 6e 65 64 2d 74 68 65 6d 65 2d 32 30 31 
38 20 2e 77 75 66 6f 6f 20 6c 65 67 65 6e 64 2e 64 65 73 63 20 2e 75 73 65 72 2d 69 6e 73 74 72 75 63 74 69 6f 6e 73 20 
73 6d 61 6c 6c 20 7b 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 35 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 72 
65 64 65 73 69 67 6e 65 64 2d 74 68 65 6d 65 2d 32 30 31 38 20 2e 77 75 66 6f 6f 20 6c 61 62 65 6c 2e 64 65 73 63 20 2
e 75 73 65 72 2d 69 6e 73 74 72 75 63 74 69 6f 6e 73 20 73 6d 61 6c 6c 2c 2e 72 65 64 65 73 69 67 6e 65 64 2d 74 68 65 
6d 65 2d 32 30 31 38 20 2e 77 75 66 6f 6f 20 6c 65 67 65 6e 64 2e 
Data Ascii: 12702018 .wufoo label.desc .user-instructions small,.redesigned-theme-2018 .wufoo legend.desc .user-
instructions small {  font-size: 15px !important;}.redesigned-theme-2018 .wufoo label.desc .user-instructions small,.r
edesigned-theme-2018 .wufoo legend.

2022-05-23 16:37:42 UTC 123 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49743 13.224.103.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:41 UTC 39 OUT GET /stylesheets/public/forms/css/index.0647.css HTTP/1.1
Host: static.wufoo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=
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2022-05-23 16:37:42 UTC 207 IN HTTP/1.1 200 OK
Content-Type: text/css;charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Date: Mon, 23 May 2022 16:37:42 GMT
Server: nginx/1.20.1
X-Frame-Options: SAMEORIGIN
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Access-Control-Allow-Headers: origin, x-requested-with, content-type, authorization
set-cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=; Domain=.wufoo.com; expires=Mon, 23 May 2022 17:07:42 
GMT; Path=/; SameSite=None; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront
Via: 1.1 0baaefd2451e4f0e2d5ea55eb90f4a1a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: 39SyO-uXCEVZ8NPNRqfJagE6aL9mQKakSKjkAIUQKiSaVriFdPZYVA==

2022-05-23 16:37:42 UTC 208 IN Data Raw: 37 65 38 31 0d 0a 2f 2a 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 
2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 0a 0a 54 69 74 6c 65 20 3a 20 57 75 66 6f 6f 20 46 6f 72 6d 20 53 74 72 
75 63 74 75 72 65 0a 55 52 4c 20 3a 20 68 74 74 70 3a 2f 2f 77 77 77 2e 77 75 66 6f 6f 2e 63 6f 6d 0a 0a 2d 20 2d 20 2d 
20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2d 20 2a 2f 
0a 68 74 6d 6c 20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 65 65 65 3b 20 7d 0a 0a 62 6f 64 79 20 7b 0a 20 
20 6d 61 72 67 69 6e 3a 20 31 37 70 78 20 30 20 31 35 70 78 20 30 3b 0a 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0a 20 
20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 66 
Data Ascii: 7e81/* - - - - - - - - - - - - - - - - - - - - -Title : Wufoo Form StructureURL : http://www.wufoo.com- - - - - - - - - - - - - 
- - - - - - - - */html {  background: #eee; }body {  margin: 17px 0 15px 0;  padding: 0;  text-align: center;  f

2022-05-23 16:37:42 UTC 223 IN Data Raw: 2a 20 2b 20 68 74 6d 6c 20 2e 72 69 67 68 74 4c 61 62 65 6c 20 6c 69 20 66 69 65 6c 64 73 65 74 20 64 69 76 
20 7b 0a 20 20 66 6c 6f 61 74 3a 20 72 69 67 68 74 3b 20 7d 0a 0a 2e 6c 65 66 74 4c 61 62 65 6c 20 2e 62 75 74 74 6f 
6e 73 2c 20 2e 72 69 67 68 74 4c 61 62 65 6c 20 2e 62 75 74 74 6f 6e 73 20 7b 0a 20 20 70 61 64 64 69 6e 67 2d 6c 65 
66 74 3a 20 32 33 25 3b 20 7d 0a 0a 2e 6c 65 66 74 4c 61 62 65 6c 20 2e 62 75 74 74 6f 6e 73 20 64 69 76 2c 20 2e 72 6
9 67 68 74 4c 61 62 65 6c 20 2e 62 75 74 74 6f 6e 73 20 64 69 76 20 7b 0a 20 20 66 6c 6f 61 74 3a 20 6e 6f 6e 65 3b 0a 
20 20 6d 61 72 67 69 6e 3a 20 30 20 30 20 30 20 32 30 70 78 3b 20 7d 0a 0a 2e 6c 65 66 74 4c 61 62 65 6c 20 70 2e 69 
6e 73 74 72 75 63 74 2c 20 2e 72 69 67 68 74 4c 61 62 65 6c 20 70 2e 
Data Ascii: * + html .rightLabel li fieldset div {  float: right; }.leftLabel .buttons, .rightLabel .buttons {  padding-left: 23%; 
}.leftLabel .buttons div, .rightLabel .buttons div {  float: none;  margin: 0 0 0 20px; }.leftLabel p.instruct, .rightLabel p.

2022-05-23 16:37:42 UTC 239 IN Data Raw: 2e 64 61 74 65 70 69 63 6b 65 72 20 74 64 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 2e 61 63 74 69 76 65 2c 
0a 64 69 76 2e 64 61 74 65 70 69 63 6b 65 72 20 74 64 2e 61 63 74 69 76 65 2e 64 69 73 61 62 6c 65 64 2c 0a 64 69 76 
2e 64 61 74 65 70 69 63 6b 65 72 20 74 64 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 2e 64 69 73 61 62 6c 65 64 2c 0a 64 
69 76 2e 64 61 74 65 70 69 63 6b 65 72 20 74 64 2e 61 63 74 69 76 65 5b 64 69 73 61 62 6c 65 64 5d 2c 0a 64 69 76 2e 
64 61 74 65 70 69 63 6b 65 72 20 74 64 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 5b 64 69 73 61 62 6c 65 64 5d 20 7b 0a 
20 20 63 6f 6c 6f 72 3a 20 23 66 66 66 66 66 66 3b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 30 
30 34 34 63 63 3b 0a 20 20 2a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
Data Ascii: .datepicker td.active:hover.active,div.datepicker td.active.disabled,div.datepicker td.active:hover.disabled
,div.datepicker td.active[disabled],div.datepicker td.active:hover[disabled] {  color: #ffffff;  background-color: #0044cc;  
*background-col

2022-05-23 16:37:42 UTC 240 IN Data Raw: 33 62 30 65 0d 0a 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 2e 61 63 74 69 76 65 20 7b 0a 20 20 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 30 30 33 33 39 39 20 5c 39 3b 20 7d 0a 0a 64 69 76 2e 64 61 74 65 70 69 63 
6b 65 72 20 74 64 20 73 70 61 6e 20 7b 0a 20 20 64 69 73 70 6c 61 79 3a 20 62 6c 6f 63 6b 3b 0a 20 20 77 69 64 74 68 
3a 20 34 37 70 78 3b 0a 20 20 68 65 69 67 68 74 3a 20 35 34 70 78 3b 0a 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 
35 34 70 78 3b 0a 20 20 66 6c 6f 61 74 3a 20 6c 65 66 74 3b 0a 20 20 6d 61 72 67 69 6e 3a 20 32 70 78 3b 0a 20 20 63 
75 72 73 6f 72 3a 20 70 6f 69 6e 74 65 72 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 62 6f 72 64 65 72 2d 72 61 64 69 75 73 
3a 20 34 70 78 3b 0a 20 20 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 72 61 64 
Data Ascii: 3b0e.active:hover.active {  background-color: #003399 \9; }div.datepicker td span {  display: block;  width: 
47px;  height: 54px;  line-height: 54px;  float: left;  margin: 2px;  cursor: pointer;  -webkit-border-radius: 4px;  -moz-border-
rad

2022-05-23 16:37:42 UTC 255 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49744 13.224.103.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:41 UTC 39 OUT GET /o11y-gdi-rum/latest/splunk-otel-web.js HTTP/1.1
Host: cdn.signalfx.com
Connection: keep-alive
Origin: https://hecp.wufoo.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-23 16:37:42 UTC 40 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Content-Length: 136098
Connection: close
Date: Mon, 23 May 2022 16:37:43 GMT
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET
Access-Control-Max-Age: 3000
Last-Modified: Tue, 01 Mar 2022 15:13:58 GMT
ETag: "7f74541d11aaa610bde0e9d128436d91"
x-amz-server-side-encryption: AES256
Cache-Control: max-age=3600
Accept-Ranges: bytes
Server: AmazonS3
Vary: Accept-Encoding,Origin,Access-Control-Request-Headers,Access-Control-Request-Method
X-Cache: Miss from cloudfront
Via: 1.1 aa001e3127bb5bd7bbc48bc4fef44b78.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: a5hJCfKz1LkPo2MpuUvVC-VXRnX4uwLyQAnDedvZbZkhJeQX8wDgsQ==

2022-05-23 16:37:42 UTC 41 IN Data Raw: 76 61 72 20 53 70 6c 75 6e 6b 52 75 6d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 
74 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 2c 65 2c 6e 29 7b 72 65 74 75 72 6e 20 65 20 69 6e 20 74 3f 4f 62 6a 65 
63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 65 2c 7b 76 61 6c 75 65 3a 6e 2c 65 6e 75 6d 65 72 61 62 6
c 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 3a 21 30 7d 29 3a 74 5b 65 5d 
3d 6e 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 65 28 74 29 7b 72 65 74 75 72 6e 20 65 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 
3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 26 26 22 73 79 6d 62 6f 6c 22 3d 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 2e 
69 74 65 72 61 74 6f 72 3f 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 
Data Ascii: var SplunkRum=function(){"use strict";function t(t,e,n){return e in t?Object.defineProperty(t,e,{value:n,enu
merable:!0,configurable:!0,writable:!0}):t[e]=n,t}function e(t){return e="function"==typeof Symbol&&"symbol"==typeof Sym
bol.iterator?function(t){re

2022-05-23 16:37:42 UTC 54 IN Data Raw: 63 74 69 6f 6e 20 6e 28 29 7b 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 74 7d 64 74 28 74 2c 65 29 
2c 74 2e 70 72 6f 74 6f 74 79 70 65 3d 6e 75 6c 6c 3d 3d 3d 65 3f 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 65 29 3a 28 
6e 2e 70 72 6f 74 6f 74 79 70 65 3d 65 2e 70 72 6f 74 6f 74 79 70 65 2c 6e 65 77 20 6e 29 7d 29 2c 41 74 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 74 28 29 7b 7d 72 65 74 75 72 6e 20 74 2e 70 72 6f 74 6f 74 79 70 65 2e 
63 72 65 61 74 65 48 69 73 74 6f 67 72 61 6d 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 4d 74 
7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 63 72 65 61 74 65 43 6f 75 6e 74 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 
29 7b 72 65 74 75 72 6e 20 49 74 7d 2c 74 2e 70 72 6f 74 6f 
Data Ascii: ction n(){this.constructor=t}dt(t,e),t.prototype=null===e?Object.create(e):(n.prototype=e.prototype,new n)})
,At=function(){function t(){}return t.prototype.createHistogram=function(t,e){return Mt},t.prototype.createCounter=funct
ion(t,e){return It},t.proto

2022-05-23 16:37:42 UTC 76 IN Data Raw: 74 69 6f 6e 20 7a 74 28 74 29 7b 76 6f 69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 5b 5d 29 3b 66 6f 72 28 76 61 
72 20 65 3d 5b 5d 2c 6e 3d 30 2c 72 3d 74 2e 6c 65 6e 67 74 68 3b 6e 3c 72 3b 6e 2b 2b 29 7b 76 61 72 20 6f 3d 74 5b 
6e 5d 3b 69 66 28 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 6f 29 29 7b 76 61 72 20 69 3d 7a 74 28 6f 29 3b 65 3d 65 
2e 63 6f 6e 63 61 74 28 69 2e 69 6e 73 74 72 75 6d 65 6e 74 61 74 69 6f 6e 73 29 7d 65 6c 73 65 22 66 75 6e 63 74 69 6
f 6e 22 3d 3d 74 79 70 65 6f 66 20 6f 3f 65 2e 70 75 73 68 28 6e 65 77 20 6f 29 3a 6f 2e 69 6e 73 74 72 75 6d 65 6e 74 6
1 74 69 6f 6e 4e 61 6d 65 26 26 65 2e 70 75 73 68 28 6f 29 7d 72 65 74 75 72 6e 7b 69 6e 73 74 72 75 6d 65 6e 74 61 74 
69 6f 6e 73 3a 65 7d 7d 66 75 6e 63 74 69 6f 6e 20 71 74 28 74 29 
Data Ascii: tion zt(t){void 0===t&&(t=[]);for(var e=[],n=0,r=t.length;n<r;n++){var o=t[n];if(Array.isArray(o)){var i=zt(
o);e=e.concat(i.instrumentations)}else"function"==typeof o?e.push(new o):o.instrumentationName&&e.push(o)}retu
rn{instrumentations:e}}function qt(t)

2022-05-23 16:37:42 UTC 92 IN Data Raw: 64 7b 22 2b 74 68 69 73 2e 5f 72 61 74 69 6f 2b 22 7d 22 7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 6e 6f 72 
6d 61 6c 69 7a 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 22 6e 75 6d 62 65 72 22 21 3d 74 79 70 65 
6f 66 20 74 7c 7c 69 73 4e 61 4e 28 74 29 3f 30 3a 74 3e 3d 31 3f 31 3a 74 3c 3d 30 3f 30 3a 74 7d 2c 74 2e 70 72 6f 74 
6f 74 79 70 65 2e 5f 61 63 63 75 6d 75 6c 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 66 6f 72 28 76 61 72 20 65 3d 
30 2c 6e 3d 30 3b 6e 3c 74 2e 6c 65 6e 67 74 68 2f 38 3b 6e 2b 2b 29 7b 76 61 72 20 72 3d 38 2a 6e 3b 65 3d 28 65 5e 
70 61 72 73 65 49 6e 74 28 74 2e 73 6c 69 63 65 28 72 2c 72 2b 38 29 2c 31 36 29 29 3e 3e 3e 30 7d 72 65 74 75 72 6e 
20 65 7d 2c 74 7d 28 29 2c 46 6e 3d 22 5b 6f 62 6a 65 63 74 20 
Data Ascii: d{"+this._ratio+"}"},t.prototype._normalize=function(t){return"number"!=typeof t||isNaN(t)?0:t>=1?1:t<=0?0:t
},t.prototype._accumulate=function(t){for(var e=0,n=0;n<t.length/8;n++){var r=8*n;e=(e^parseInt(t.slice(r,r+8),16))>>>0}
return e},t}(),Fn="[object 

2022-05-23 16:37:42 UTC 108 IN Data Raw: 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 7b 7d 2c 6e 2c 7b 72 65 73 6f 
75 72 63 65 3a 74 68 69 73 2e 72 65 73 6f 75 72 63 65 7d 29 3b 76 61 72 20 72 3d 74 68 69 73 2e 5f 62 75 69 6c 64 45 
78 70 6f 72 74 65 72 46 72 6f 6d 45 6e 76 28 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 72 29 7b 76 61 72 20 6f 3d 6e 65 
77 20 54 72 28 72 29 3b 74 68 69 73 2e 61 63 74 69 76 65 53 70 61 6e 50 72 6f 63 65 73 73 6f 72 3d 6f 7d 65 6c 73 65 
20 74 68 69 73 2e 61 63 74 69 76 65 53 70 61 6e 50 72 6f 63 65 73 73 6f 72 3d 6e 65 77 20 67 72 7d 72 65 74 75 72 6e 2
0 74 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 54 72 61 63 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 
20 6e 3d 74 2b 22 40 22 2b 28 65 7c 7c 22 22 29 3b 72 65 74 75 72 
Data Ascii: his._config=Object.assign({},n,{resource:this.resource});var r=this._buildExporterFromEnv();if(void 0!==r){var 
o=new Tr(r);this.activeSpanProcessor=o}else this.activeSpanProcessor=new gr}return t.prototype.getTracer=function(t,e)
{var n=t+"@"+(e||"");retur

2022-05-23 16:37:42 UTC 110 IN Data Raw: 29 2c 72 3d 76 72 2e 65 72 72 6f 72 2c 6e 28 74 29 7d 29 29 7d 29 29 7d 29 29 3b 72 65 74 75 72 6e 20 6e 65 
77 20 50 72 6f 6d 69 73 65 28 28 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 7b 50 72 6f 6d 69 73 65 2e 61 6c 6c 28 65 29 
2e 74 68 65 6e 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 72 3d 65 2e 66 69 6c 74 65 72 28 28 66 75 6e 63 
74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 21 3d 3d 76 72 2e 72 65 73 6f 6c 76 65 64 7d 29 29 3b 72 2e 6c 65 6e 6
7 74 68 3e 30 3f 6e 28 72 29 3a 74 28 29 7d 29 29 2e 63 61 74 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 
75 72 6e 20 6e 28 5b 74 5d 29 7d 29 29 7d 29 29 7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 73 68 75 74 64 6f 77 6e 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 
Data Ascii: ),r=vr.error,n(t)}))}))}));return new Promise((function(t,n){Promise.all(e).then((function(e){var r=e.filter((function
(t){return t!==vr.resolved}));r.length>0?n(r):t()})).catch((function(t){return n([t])}))}))},t.prototype.shutdown=function(){return 
this.

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:42 UTC 123 IN Data Raw: 53 65 74 28 44 65 28 29 2e 4f 54 45 4c 5f 50 52 4f 50 41 47 41 54 4f 52 53 29 29 2c 6e 3d 65 2e 6d 61 70 28 
28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 74 2e 5f 67 65 74 50 72 6f 70 61 67 61 74 6f 72 28 65 29 3b 72 
65 74 75 72 6e 20 6e 7c 7c 53 74 2e 77 61 72 6e 28 27 50 72 6f 70 61 67 61 74 6f 72 20 22 27 2b 65 2b 27 22 20 72 65 
71 75 65 73 74 65 64 20 74 68 72 6f 75 67 68 20 65 6e 76 69 72 6f 6e 6d 65 6e 74 20 76 61 72 69 61 62 6c 65 20 69 73 
20 75 6e 61 76 61 69 6c 61 62 6c 65 2e 27 29 2c 6e 7d 29 29 2e 72 65 64 75 63 65 28 28 66 75 6e 63 74 69 6f 6e 28 74 2
c 65 29 7b 72 65 74 75 72 6e 20 65 26 26 74 2e 70 75 73 68 28 65 29 2c 74 7d 29 2c 5b 5d 29 3b 72 65 74 75 72 6e 20 
30 3d 3d 3d 6e 2e 6c 65 6e 67 74 68 3f 76 6f 69 64 20 30 3a 31 3d 3d 
Data Ascii: Set(De().OTEL_PROPAGATORS)),n=e.map((function(e){var n=t._getPropagator(e);return n||St.warn('Prop
agator "'+e+'" requested through environment variable is unavailable.'),n})).reduce((function(t,e){return e&&t.push(e),t}),
[]);return 0===n.length?void 0:1==

2022-05-23 16:37:42 UTC 139 IN Data Raw: 52 65 71 75 65 73 74 48 65 61 64 65 72 28 65 2c 53 74 72 69 6e 67 28 72 5b 65 5d 29 29 7d 29 29 7d 2c 65 
2e 70 72 6f 74 6f 74 79 70 65 2e 5f 61 64 64 43 68 69 6c 64 53 70 61 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 
61 72 20 6e 3d 74 68 69 73 3b 6d 74 2e 77 69 74 68 28 45 74 2e 73 65 74 53 70 61 6e 28 6d 74 2e 61 63 74 69 76 65 28 
29 2c 74 29 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 6e 2e 74 72 61 63 65 72 2e 73 74 61 72 74 53 70 6
1 6e 28 22 43 4f 52 53 20 50 72 65 66 6c 69 67 68 74 22 2c 7b 73 74 61 72 74 54 69 6d 65 3a 65 5b 43 72 2e 46 45 54 43 
48 5f 53 54 41 52 54 5d 7d 29 3b 46 72 28 74 2c 65 29 2c 74 2e 65 6e 64 28 65 5b 43 72 2e 52 45 53 50 4f 4e 53 45 5f 45 
4e 44 5d 29 7d 29 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 
Data Ascii: RequestHeader(e,String(r[e]))}))},e.prototype._addChildSpan=function(t,e){var n=this;mt.with(Et.setSpan(mt.a
ctive(),t),(function(){var t=n.tracer.startSpan("CORS Preflight",{startTime:e[Cr.FETCH_START]});Fr(t,e),t.end(e[Cr.RESPO
NSE_END])}))},e.prototype._

2022-05-23 16:37:42 UTC 155 IN Data Raw: 2e 68 61 6e 64 6c 65 45 76 65 6e 74 28 6e 5b 30 5d 29 7d 2c 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 70 61 74 
63 68 41 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 
73 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 72 2c 
6f 2c 69 29 7b 69 66 28 21 6f 29 72 65 74 75 72 6e 20 6e 2e 63 61 6c 6c 28 74 68 69 73 2c 72 2c 6f 2c 69 29 3b 76 61 72 
20 61 3d 22 6f 62 6a 65 63 74 22 3d 3d 3d 65 28 69 29 26 26 69 2e 6f 6e 63 65 2c 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7
b 66 6f 72 28 76 61 72 20 65 2c 6e 3d 74 68 69 73 2c 69 3d 5b 5d 2c 73 3d 30 3b 73 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 
65 6e 67 74 68 3b 73 2b 2b 29 69 5b 73 5d 3d 61 72 67 75 6d 65 6e 
Data Ascii: .handleEvent(n[0])},n.prototype._patchAddEventListener=function(){var t=this;return function(n){return funct
ion(r,o,i){if(!o)return n.call(this,r,o,i);var a="object"===e(i)&&i.once,s=function(){for(var e,n=this,i=[],s=0;s<argume
nts.length;s++)i[s]=argumen

2022-05-23 16:37:42 UTC 171 IN Data Raw: 3b 72 2e 70 75 73 68 2e 61 70 70 6c 79 28 72 2c 65 29 3b 76 61 72 20 6f 3d 6e 65 77 28 46 75 6e 63 74 69 6f 
6e 2e 62 69 6e 64 2e 61 70 70 6c 79 28 74 2c 72 29 29 3b 72 65 74 75 72 6e 20 6e 26 26 52 72 28 6f 2c 6e 2e 70 72 6f 
74 6f 74 79 70 65 29 2c 6f 7d 2c 52 69 2e 61 70 70 6c 79 28 6e 75 6c 6c 2c 61 72 67 75 6d 65 6e 74 73 29 7d 66 75 6e 63 
74 69 6f 6e 20 4c 69 28 74 29 7b 76 61 72 20 65 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 4d 61 70 3f 
6e 65 77 20 4d 61 70 3a 76 6f 69 64 20 30 3b 72 65 74 75 72 6e 20 4c 69 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 
28 6e 75 6c 6c 3d 3d 3d 74 7c 7c 28 6e 3d 74 2c 2d 31 3d 3d 3d 46 75 6e 63 74 69 6f 6e 2e 74 6f 53 74 72 69 6e 67 2e 6
3 61 6c 6c 28 6e 29 2e 69 6e 64 65 78 4f 66 28 22 5b 6e 61 74 69 
Data Ascii: ;r.push.apply(r,e);var o=new(Function.bind.apply(t,r));return n&&Rr(o,n.prototype),o},Ri.apply(null,argument
s)}function Li(t){var e="function"==typeof Map?new Map:void 0;return Li=function(t){if(null===t||(n=t,-1===Function.toSt
ring.call(n).indexOf("[nati

2022-05-23 16:37:42 UTC 187 IN Data Raw: 74 73 5b 30 5d 3f 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3a 7b 7d 3b 4f 72 28 74 68 69 73 2c 74 29 2c 74 68 69 
73 2e 5f 63 6f 6e 66 69 67 3d 65 2c 74 68 69 73 2e 5f 65 6e 61 62 6c 65 64 3d 21 31 2c 74 68 69 73 2e 5f 63 75 72 72 65 
6e 74 43 6f 6e 74 65 78 74 3d 4c 2c 74 68 69 73 2e 5f 68 61 73 68 43 68 61 6e 67 65 43 6f 6e 74 65 78 74 3d 6e 75 6c 6c 
2c 74 68 69 73 2e 5f 63 6f 6e 74 65 78 74 52 65 73 75 6d 69 6e 67 4c 69 73 74 65 6e 65 72 73 3d 6e 65 77 20 57 65 61 
6b 4d 61 70 2c 74 68 69 73 2e 5f 6d 65 73 73 61 67 65 50 6f 72 74 73 3d 6e 65 77 20 57 65 61 6b 4d 61 70 7d 72 65 74 
75 72 6e 20 79 6f 28 74 2c 5b 7b 6b 65 79 3a 22 5f 62 69 6e 64 46 75 6e 63 74 69 6f 6e 22 2c 76 61 6c 75 65 3a 66 75 6e 
63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 61 72 67 75 6d 65 
Data Ascii: ts[0]?arguments[0]:{};Or(this,t),this._config=e,this._enabled=!1,this._currentContext=L,this._hashChangeCont
ext=null,this._contextResumingListeners=new WeakMap,this._messagePorts=new WeakMap}return yo(t,[{key:"_bindFun
ction",value:function(t){var e=argume

2022-05-23 16:37:42 UTC 203 IN Data Raw: 53 74 2e 77 61 72 6e 28 22 72 75 6d 41 75 74 68 20 77 69 6c 6c 20 62 65 20 72 65 71 75 69 72 65 64 20 69 
6e 20 74 68 65 20 66 75 74 75 72 65 22 29 7d 76 61 72 20 69 3d 51 6f 28 36 34 29 3b 44 61 3d 66 75 6e 63 74 69 6f 6e 
28 74 2c 65 2c 6e 29 7b 69 66 28 77 69 28 29 29 72 65 74 75 72 6e 7b 64 65 69 6e 69 74 3a 66 75 6e 63 74 69 6f 6e 28 
29 7b 6c 69 3d 76 6f 69 64 20 30 7d 7d 3b 6e 26 26 28 64 69 3d 6e 29 2c 6c 69 3d 74 2c 67 69 3d 21 30 2c 68 69 3d 65 
2c 62 69 28 29 3b 76 61 72 20 72 3d 73 65 74 49 6e 74 65 72 76 61 6c 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 
75 72 6e 20 62 69 28 29 7d 29 2c 36 65 34 29 3b 72 65 74 75 72 6e 5b 22 63 6c 69 63 6b 22 2c 22 73 63 72 6f 6c 6c 22 
2c 22 6d 6f 75 73 65 64 6f 77 6e 22 2c 22 6b 65 79 64 6f 77 6e 22 2c 22 74 
Data Ascii: St.warn("rumAuth will be required in the future")}var i=Qo(64);Da=function(t,e,n){if(wi())return{deinit:function()
{li=void 0}};n&&(di=n),li=t,gi=!0,hi=e,bi();var r=setInterval((function(){return bi()}),6e4);return["click","scroll","moused
own","keydown","t

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49742 162.125.69.18 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:41 UTC 40 OUT GET /s/9vk309evf7zbfmp/warroom.css HTTP/1.1
Host: www.dropbox.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-23 16:37:42 UTC 57 IN HTTP/1.1 200 OK
Cache-Control: no-cache,no-cache, no-store
Content-Security-Policy: base-uri 'self' ; child-src https://www.dropbox.com/static/serviceworker/ blob: ; connect-src h
ttps://* ws://127.0.0.1:*/ws ; default-src https://www.dropbox.com/playlist/ https://www.dropbox.com/v/s/playlist/ https
://*.dropboxusercontent.com/p/hls_master_playlist/ https://*.dropboxusercontent.com/p/hls_playlist/ ; font-src https://* 
data: ; form-action 'self' https://www.dropbox.com/ https://dl-web.dropbox.com/ https://photos.dropbox.com/ https://pap
er.dropbox.com/ https://showcase.dropbox.com/ https://www.hellofax.com/ https://app.hellofax.com/ https://www.hellosign.
com/ https://app.hellosign.com/ https://docsend.com/ https://www.docsend.com/ https://help.dropbox.com/ https://navi.dro
pbox.jp/ https://selfguidedlearning.dropboxbusiness.com/ https://instructorledlearning.dropboxbusiness.com/ https://sale
s.dropboxbusiness.com/ https://dropboxconnect.co.uk/ https://accounts.google.com/ https://api.login.yahoo.com/ https://l
ogin.yahoo.com/ https://experience.dropbox.com/ https://pal-test.adyen.com https://2e83413d8036243b-Dropbox-pal-
live.adyenpayments.com/ ; frame-src https://* carousel: dbapi-6: dbapi-7: dbapi-8: dropbox-client: itms-apps: itms-appss: ; 
img-src https://* data: blob: ; media-src https://* blob: ; object-src 'self' https://cfl.dropboxstatic.com/static/ https://
www.dropboxstatic.com/static/ ; report-uri https://www.dropbox.com/csp_log?policy_name=metaserver-whitelist ; script-
src 'unsafe-eval' https://www.dropbox.com/static/api/ https://www.dropbox.com/page_success/ https://cfl.dropboxst
atic.com/static/js/ https://www.dropboxstatic.com/static/js/ https://cfl.dropboxstatic.com/static/src/dws-ensemble-appshell/ 
https://www.dropboxstatic.com/static/src/dws-ensemble-appshell/ https://cfl.dropboxstatic.com/static/previews/ http
s://www.dropboxstatic.com/static/previews/ https://cfl.dropboxstatic.com/static/api/ https://www.dropboxstatic.com/stati
c/api/ https://cfl.dropboxstatic.com/static/cms/ https://www.dropboxstatic.com/static/cms/ 'nonce-XBhY2wSJhg4g
EoWg4EsX' ; style-src https://* 'unsafe-inline' 'unsafe-eval' ; worker-src https://www.dropbox.com/static/serviceworker/ 
blob:
Content-Security-Policy: report-uri https://www.dropbox.com/csp_log?policy_name=metaserver-dynamic ; script-src 
'unsafe-eval' 'strict-dynamic' 'nonce-XBhY2wSJhg4gEoWg4EsX' 'nonce-RCTZw6DJq/uTvc1sBRsG'
Referrer-Policy: strict-origin-when-cross-origin
Set-Cookie:  gvc=MTkyNDM4NTUzMjMyMTgyNDU0NTQ5NDQyNTI3ODAyMTE5OTY0OTQ5; expires=Sat, 22 May 2027 
16:37:42 GMT; HttpOnly; Path=/; SameSite=None; Secure
Set-Cookie:  t=05lY0sovEqjJxz0a3zEfLQlm; Domain=dropbox.com; expires=Thu, 22 May 2025 16:37:42 GMT; HttpOnly; 
Path=/; SameSite=None; Secure
Set-Cookie:  __Host-js_csrf=05lY0sovEqjJxz0a3zEfLQlm; expires=Thu, 22 May 2025 16:37:42 GMT; Path=/; SameSite=
None; Secure
Set-Cookie:  __Host-ss=xrTzBG0fok; expires=Thu, 22 May 2025 16:37:42 GMT; HttpOnly; Path=/; SameSite=Strict; S
ecure
Set-Cookie:  locale=en; Domain=dropbox.com; expires=Sat, 22 May 2027 16:37:42 GMT; Path=/; SameSite=None; Secu
re
X-Content-Type-Options: nosniff
X-Frame-Options: DENY
X-Permitted-Cross-Domain-Policies: none
X-Robots-Tag: noindex, nofollow, noimageindex
X-Xss-Protection: 1; mode=block
Content-Type: text/html; charset=utf-8
Accept-Encoding: identity,gzip
Date: Mon, 23 May 2022 16:37:42 GMT
Server: envoy
Strict-Transport-Security: max-age=31536000; includeSubDomains
Strict-Transport-Security: max-age=31536000; includeSubDomains
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Vary: Accept-Encoding
X-Dropbox-Response-Origin: far_remote
X-Dropbox-Request-Id: 0144c066ed054b48aa9bf5d03e8ef184
Connection: close
Transfer-Encoding: chunked

2022-05-23 16:37:42 UTC 60 IN Data Raw: 34 30 30 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6d 61 
65 73 74 72 6f 22 20 6c 61 6e 67 3d 22 65 6e 22 20 78 6d 6c 3a 6c 61 6e 67 3d 22 65 6e 22 20 78 6d 6c 6e 73 3d 22 68 
74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e 3c 68 65 61 64 3e 3c 73 63 72 69 
70 74 20 6e 6f 6e 63 65 3d 22 58 42 68 59 32 77 53 4a 68 67 34 67 45 6f 57 67 34 45 73 58 22 3e 0a 77 69 6e 64 6f 77 
2e 5f 67 6f 63 68 5f 20 3d 20 7b 7d 3b 0a 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 27 63 
6c 69 63 6b 27 2c 20 66 75 6e 63 74 69 6f 6e 28 65 76 65 6e 74 29 20 7b 0a 20 20 20 20 27 75 73 65 20 73 74 72 69 63 
74 27 3b 0a 20 20 20 20 66 6f 72 20 28 76 61 72 20 65 6c 6d 20 3d 
Data Ascii: 4000<!DOCTYPE html><html class="maestro" lang="en" xml:lang="en" xmlns="http://www.w3.org/1999/xht
ml"><head><script nonce="XBhY2wSJhg4gEoWg4EsX">window._goch_ = {};window.addEventListener('click', function(ev
ent) {    'use strict';    for (var elm =

2022-05-23 16:37:42 UTC 73 IN Data Raw: 70 70 65 6e 64 43 68 69 6c 64 28 65 29 7d 7d 72 75 6e 43 61 6c 6c 62 61 63 6b 73 28 29 7b 6c 65 74 20 65 
3b 69 66 28 30 21 3d 3d 74 68 69 73 2e 65 72 72 6f 72 73 2e 6c 65 6e 67 74 68 29 7b 65 3d 7b 66 61 69 6c 65 64 53 74 
79 6c 65 73 68 65 65 74 73 3a 5b 5d 2c 66 61 69 6c 65 64 53 63 72 69 70 74 73 3a 5b 5d 7d 3b 66 6f 72 28 63 6f 6e 73 7
4 20 74 20 6f 66 20 74 68 69 73 2e 65 72 72 6f 72 73 29 22 73 74 79 6c 65 73 68 65 65 74 22 3d 3d 3d 74 2e 74 79 70 65 
3f 65 2e 66 61 69 6c 65 64 53 74 79 6c 65 73 68 65 65 74 73 2e 70 75 73 68 28 74 2e 72 65 73 6f 75 72 63 65 29 3a 22 
73 63 72 69 70 74 22 3d 3d 3d 74 2e 74 79 70 65 26 26 65 2e 66 61 69 6c 65 64 53 63 72 69 70 74 73 2e 70 75 73 68 28 
74 2e 72 65 73 6f 75 72 63 65 29 7d 66 6f 72 28 6c 65 74 20 74 3d 30 3b 
Data Ascii: ppendChild(e)}}runCallbacks(){let e;if(0!==this.errors.length){e={failedStylesheets:[],failedScripts:[]};for(const t o
f this.errors)"stylesheet"===t.type?e.failedStylesheets.push(t.resource):"script"===t.type&&e.failedScripts.push(t.resou
rce)}for(let t=0;

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49753 13.224.103.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:42 UTC 239 OUT GET /scripts/public/dynamic.0647.js?language=english HTTP/1.1
Host: static.wufoo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=

2022-05-23 16:37:42 UTC 255 IN HTTP/1.1 200 OK
Content-Type: text/javascript;charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Date: Mon, 23 May 2022 16:37:42 GMT
Server: nginx/1.20.1
X-Frame-Options: SAMEORIGIN
Last-Modified: Thu, 19 May 2022 16:52:28GMT
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Access-Control-Allow-Headers: origin, x-requested-with, content-type, authorization
set-cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=; Domain=.wufoo.com; expires=Mon, 23 May 2022 17:07:42 
GMT; Path=/; SameSite=None; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront
Via: 1.1 c76347c8ef1f3a2b6fb69cd7d1c6f748.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: T1Mkz58lF_cHoYyTtoRkPQ7A4zRdMfEHrwJFjLuK8r_BzNShcInd9w==

2022-05-23 16:37:42 UTC 256 IN Data Raw: 33 65 34 64 0d 0a 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 5f 28 65 29 7b 76 
61 72 20 74 3d 4d 5b 65 5d 3d 7b 7d 3b 72 65 74 75 72 6e 20 76 2e 65 61 63 68 28 65 2e 73 70 6c 69 74 28 79 29 2c 66 
75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 74 5b 6e 5d 3d 21 30 7d 29 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 48 28 65 2c 6e 
2c 72 29 7b 69 66 28 72 3d 3d 3d 74 26 26 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 31 29 7b 76 61 72 20 69 3d 22 64 61 
74 61 2d 22 2b 6e 2e 72 65 70 6c 61 63 65 28 50 2c 22 2d 24 31 22 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 72 
3d 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 69 29 3b 69 66 28 74 79 70 65 6f 66 20 72 3d 3d 22 73 74 72 69 6e 67 
22 29 7b 74 72 79 7b 72 3d 72 3d 3d 3d 22 74 72 75 65 22 3f 21 30 3a 72 
Data Ascii: 3e4d(function(e,t){function _(e){var t=M[e]={};return v.each(e.split(y),function(e,n){t[n]=!0}),t}function H(e,n,r){if
(r===t&&e.nodeType===1){var i="data-"+n.replace(P,"-$1").toLowerCase();r=e.getAttribute(i);if(typeof r=="string"){try{r=
r==="true"?!0:r

2022-05-23 16:37:42 UTC 271 IN Data Raw: 70 70 6c 79 28 5b 5d 2c 6f 29 7d 2c 67 75 69 64 3a 31 2c 70 72 6f 78 79 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 
6e 29 7b 76 61 72 20 72 2c 69 2c 73 3b 72 65 74 75 72 6e 20 74 79 70 65 6f 66 20 6e 3d 3d 22 73 74 72 69 6e 67 22 26 
26 28 72 3d 65 5b 6e 5d 2c 6e 3d 65 2c 65 3d 72 29 2c 76 2e 69 73 46 75 6e 63 74 69 6f 6e 28 65 29 3f 28 69 3d 6c 2e 
63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 2c 32 29 2c 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 2
e 61 70 70 6c 79 28 6e 2c 69 2e 63 6f 6e 63 61 74 28 6c 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 29 29 29 7d 2c 73 
2e 67 75 69 64 3d 65 2e 67 75 69 64 3d 65 2e 67 75 69 64 7c 7c 76 2e 67 75 69 64 2b 2b 2c 73 29 3a 74 7d 2c 61 63 63 
65 73 73 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 2c 72 2c 69 2c 73 2c 
Data Ascii: pply([],o)},guid:1,proxy:function(e,n){var r,i,s;return typeof n=="string"&&(r=e[n],n=e,e=r),v.isFunction(e)?
(i=l.call(arguments,2),s=function(){return e.apply(n,i.concat(l.call(arguments)))},s.guid=e.guid=e.guid||v.guid++,s):t}
,access:function(e,n,r,i,s,

2022-05-23 16:37:43 UTC 272 IN Data Raw: 33 66 66 61 0d 0a 6f 6e 28 69 29 2c 66 26 26 28 61 3f 28 61 3d 6e 2c 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 
74 2c 6e 29 7b 72 65 74 75 72 6e 20 61 2e 63 61 6c 6c 28 76 28 65 29 2c 6e 29 7d 29 3a 28 6e 2e 63 61 6c 6c 28 65 2c 
69 29 2c 6e 3d 6e 75 6c 6c 29 29 3b 69 66 28 6e 29 66 6f 72 28 3b 6c 3c 63 3b 6c 2b 2b 29 6e 28 65 5b 6c 5d 2c 72 2c 
61 3f 69 2e 63 61 6c 6c 28 65 5b 6c 5d 2c 6c 2c 6e 28 65 5b 6c 5d 2c 72 29 29 3a 69 2c 75 29 3b 73 3d 31 7d 72 65 74 7
5 72 6e 20 73 3f 65 3a 66 3f 6e 2e 63 61 6c 6c 28 65 29 3a 63 3f 6e 28 65 5b 30 5d 2c 72 29 3a 6f 7d 2c 6e 6f 77 3a 66 75 
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 28 6e 65 77 20 44 61 74 65 29 2e 67 65 74 54 69 6d 65 28 29 7d 7d 29 2c 
76 2e 72 65 61 64 79 2e 70 72 6f 6d 69 73 65 3d 66 75 6e 63 74 69 
Data Ascii: 3ffaon(i),f&&(a?(a=n,n=function(e,t,n){return a.call(v(e),n)}):(n.call(e,i),n=null));if(n)for(;l<c;l++)n(e[l],r,a?i.ca
ll(e[l],l,n(e[l],r)):i,u);s=1}return s?e:f?n.call(e):c?n(e[0],r):o},now:function(){return(new Date).getTime()}}),v.ready.promise=f
uncti

2022-05-23 16:37:43 UTC 288 IN Data Raw: 0d 0a 36 0d 0a 75 74 6f 22 29 2c 0d 0a 
Data Ascii: 6uto"),

2022-05-23 16:37:43 UTC 288 IN Data Raw: 34 30 30 30 0d 0a 6e 7d 7d 29 7d 29 2c 76 2e 61 74 74 72 48 6f 6f 6b 73 2e 63 6f 6e 74 65 6e 74 65 64 69 74 
61 62 6c 65 3d 7b 67 65 74 3a 6a 2e 67 65 74 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 74 3d 3d 
3d 22 22 26 26 28 74 3d 22 66 61 6c 73 65 22 29 2c 6a 2e 73 65 74 28 65 2c 74 2c 6e 29 7d 7d 29 2c 76 2e 73 75 70 70 
6f 72 74 2e 68 72 65 66 4e 6f 72 6d 61 6c 69 7a 65 64 7c 7c 76 2e 65 61 63 68 28 5b 22 68 72 65 66 22 2c 22 73 72 63 2
2 2c 22 77 69 64 74 68 22 2c 22 68 65 69 67 68 74 22 5d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 76 2e 61 74 74 72 
48 6f 6f 6b 73 5b 6e 5d 3d 76 2e 65 78 74 65 6e 64 28 76 2e 61 74 74 72 48 6f 6f 6b 73 5b 6e 5d 2c 7b 67 65 74 3a 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 72 3d 65 2e 67 65 74 41 
Data Ascii: 4000n}})}),v.attrHooks.contenteditable={get:j.get,set:function(e,t,n){t===""&&(t="false"),j.set(e,t,n)}}),v.
support.hrefNormalized||v.each(["href","src","width","height"],function(e,n){v.attrHooks[n]=v.extend(v.attrHooks[n],{get
:function(e){var r=e.getA

2022-05-23 16:37:43 UTC 304 IN Data Raw: 4e 3d 63 2c 43 3d 0d 0a 
Data Ascii: N=c,C=

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 55 of 64



2022-05-23 16:37:43 UTC 304 IN Data Raw: 33 66 66 61 0d 0a 75 7c 7c 73 26 26 69 2e 66 69 6e 64 2e 54 41 47 28 22 2a 22 2c 68 26 26 61 2e 70 61 72 
65 6e 74 4e 6f 64 65 7c 7c 61 29 2c 6b 3d 62 2b 3d 4e 3d 3d 6e 75 6c 6c 3f 31 3a 4d 61 74 68 2e 45 3b 54 26 26 28 63 
3d 61 21 3d 3d 67 26 26 61 2c 6e 3d 6f 2e 65 6c 29 3b 66 6f 72 28 3b 28 70 3d 43 5b 77 5d 29 21 3d 6e 75 6c 6c 3b 77 2
b 2b 29 7b 69 66 28 73 26 26 70 29 7b 66 6f 72 28 64 3d 30 3b 76 3d 65 5b 64 5d 3b 64 2b 2b 29 69 66 28 76 28 70 2c 
61 2c 66 29 29 7b 6c 2e 70 75 73 68 28 70 29 3b 62 72 65 61 6b 7d 54 26 26 28 62 3d 6b 2c 6e 3d 2b 2b 6f 2e 65 6c 29 
7d 72 26 26 28 28 70 3d 21 76 26 26 70 29 26 26 79 2d 2d 2c 75 26 26 78 2e 70 75 73 68 28 70 29 29 7d 79 2b 3d 77 3b 
69 66 28 72 26 26 77 21 3d 3d 79 29 7b 66 6f 72 28 64 3d 30 3b 76 3d 74 5b 
Data Ascii: 3ffau||s&&i.find.TAG("*",h&&a.parentNode||a),k=b+=N==null?1:Math.E;T&&(c=a!==g&&a,n=o.el);for(;(p=
C[w])!=null;w++){if(s&&p){for(d=0;v=e[d];d++)if(v(p,a,f)){l.push(p);break}T&&(b=k,n=++o.el)}r&&((p=!v&&p)&&y--
,u&&x.push(p))}y+=w;if(r&&w!==y){for(d=0;v=t[

2022-05-23 16:37:43 UTC 320 IN Data Raw: 0d 0a 33 66 66 38 0d 0a 22 2c 22 3c 2f 74 62 6f 64 79 3e 3c 2f 74 61 62 6c 65 3e 22 5d 2c 74 64 3a 5b 33 2c 
22 3c 74 61 62 6c 65 3e 3c 74 62 6f 64 79 3e 3c 74 72 3e 22 2c 22 3c 2f 74 72 3e 3c 2f 74 62 6f 64 79 3e 3c 2f 74 61 62 
6c 65 3e 22 5d 2c 63 6f 6c 3a 5b 32 2c 22 3c 74 61 62 6c 65 3e 3c 74 62 6f 64 79 3e 3c 2f 74 62 6f 64 79 3e 3c 63 6f 6c 
67 72 6f 75 70 3e 22 2c 22 3c 2f 63 6f 6c 67 72 6f 75 70 3e 3c 2f 74 61 62 6c 65 3e 22 5d 2c 61 72 65 61 3a 5b 31 2c 22 
3c 6d 61 70 3e 22 2c 22 3c 2f 6d 61 70 3e 22 5d 2c 5f 64 65 66 61 75 6c 74 3a 5b 30 2c 22 22 2c 22 22 5d 7d 2c 43 74 3d 
6c 74 28 69 29 2c 6b 74 3d 43 74 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 69 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 
28 22 64 69 76 22 29 29 3b 4e 74 2e 6f 70 74 67 72 6f 75 70 
Data Ascii: 3ff8","</tbody></table>"],td:[3,"<table><tbody><tr>","</tr></tbody></table>"],col:[2,"<table><tbody></tbody>
<colgroup>","</colgroup></table>"],area:[1,"<map>","</map>"],_default:[0,"",""]},Ct=lt(i),kt=Ct.appendChild(i.createElem
ent("div"));Nt.optgroup

2022-05-23 16:37:43 UTC 336 IN Data Raw: 0d 0a 36 0d 0a 48 65 61 64 65 72 0d 0a 
Data Ascii: 6Header

2022-05-23 16:37:43 UTC 336 IN Data Raw: 33 66 66 38 0d 0a 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 21 45 29 7b 76 61 72 20 6e 3d 65 
2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 65 3d 77 5b 6e 5d 3d 77 5b 6e 5d 7c 7c 65 2c 62 5b 65 5d 3d 74 7d 72 65 
74 75 72 6e 20 74 68 69 73 7d 2c 67 65 74 41 6c 6c 52 65 73 70 6f 6e 73 65 48 65 61 64 65 72 73 3a 66 75 6e 63 74 69 6
f 6e 28 29 7b 72 65 74 75 72 6e 20 45 3d 3d 3d 32 3f 69 3a 6e 75 6c 6c 7d 2c 67 65 74 52 65 73 70 6f 6e 73 65 48 65 61 
64 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3b 69 66 28 45 3d 3d 3d 32 29 7b 69 66 28 21 73 29 7b 
73 3d 7b 7d 3b 77 68 69 6c 65 28 6e 3d 70 6e 2e 65 78 65 63 28 69 29 29 73 5b 6e 5b 31 5d 2e 74 6f 4c 6f 77 65 72 43 
61 73 65 28 29 5d 3d 6e 5b 32 5d 7d 6e 3d 73 5b 65 2e 74 6f 4c 6f 77 65 
Data Ascii: 3ff8:function(e,t){if(!E){var n=e.toLowerCase();e=w[n]=w[n]||e,b[e]=t}return this},getAllResponseHeaders:fun
ction(){return E===2?i:null},getResponseHeader:function(e){var n;if(E===2){if(!s){s={};while(n=pn.exec(i))s[n[1].toLower
Case()]=n[2]}n=s[e.toLowe

2022-05-23 16:37:43 UTC 369 IN Data Raw: 33 66 66 61 0d 0a 2c 6c 26 26 28 65 3d 6e 5b 76 5d 29 2c 74 68 69 73 20 69 6e 73 74 61 6e 63 65 6f 66 20 74 
3f 28 6e 3d 6e 74 28 65 2e 70 72 6f 74 6f 74 79 70 65 29 2c 68 3d 65 2e 61 70 70 6c 79 28 6e 2c 68 29 2c 77 74 28 68 29 
3f 68 3a 6e 29 3a 65 2e 61 70 70 6c 79 28 6e 2c 68 29 29 7d 76 61 72 20 65 3d 6e 5b 30 5d 2c 72 3d 6e 5b 31 5d 2c 75 
3d 6e 5b 32 5d 2c 6f 3d 6e 5b 33 5d 2c 69 3d 6e 5b 34 5d 2c 61 3d 6e 5b 35 5d 2c 66 3d 31 26 72 2c 6c 3d 32 26 72 2c 
63 3d 34 26 72 2c 73 3d 38 26 72 2c 76 3d 65 3b 72 65 74 75 72 6e 20 24 65 28 74 2c 6e 29 2c 74 7d 66 75 6e 63 74 69 
6f 6e 20 72 74 28 65 2c 72 29 7b 76 61 72 20 75 3d 2d 31 2c 69 3d 73 74 28 29 2c 61 3d 65 3f 65 2e 6c 65 6e 67 74 68 
3a 30 2c 66 3d 61 3e 3d 62 26 26 69 3d 3d 3d 6e 2c 6c 3d 5b 5d 3b 69 
Data Ascii: 3ffa,l&&(e=n[v]),this instanceof t?(n=nt(e.prototype),h=e.apply(n,h),wt(h)?h:n):e.apply(n,h))}var e=n[0],r=n
[1],u=n[2],o=n[3],i=n[4],a=n[5],f=1&r,l=2&r,c=4&r,s=8&r,v=e;return $e(t,n),t}function rt(e,r){var u=-1,i=st(),a=e?e.leng
th:0,f=a>=b&&i===n,l=[];i

2022-05-23 16:37:43 UTC 385 IN Data Raw: 0d 0a 34 30 30 36 0d 0a 69 74 3d 74 2c 4c 2e 74 72 61 69 6c 69 6e 67 3d 75 2c 56 74 28 6e 2c 74 2c 4c 29 
7d 2c 4a 2e 74 69 6d 65 73 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 65 29 7b 6e 3d 2d 31 3c 28 6e 3d 2b 6e 29 3f 6e 
3a 30 3b 76 61 72 20 72 3d 2d 31 2c 75 3d 58 74 28 6e 29 3b 66 6f 72 28 74 3d 74 74 28 74 2c 65 2c 31 29 3b 2b 2b 72 3
c 6e 3b 29 75 5b 72 5d 3d 74 28 72 29 3b 72 65 74 75 72 6e 20 75 7d 2c 4a 2e 74 6f 41 72 72 61 79 3d 66 75 6e 63 74 
69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 6e 26 26 74 79 70 65 6f 66 20 6e 2e 6c 65 6e 67 74 68 3d 3d 22 6e 75 6d 62 
65 72 22 3f 70 28 6e 29 3a 78 74 28 6e 29 7d 2c 4a 2e 74 72 61 6e 73 66 6f 72 6d 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 
2c 65 2c 72 29 7b 76 61 72 20 75 3d 54 65 28 6e 29 3b 69 66 28 6e 75 6c 
Data Ascii: 4006it=t,L.trailing=u,Vt(n,t,L)},J.times=function(n,t,e){n=-1<(n=+n)?n:0;var r=-1,u=Xt(n);for(t=tt(t,e,1);++
r<n;)u[r]=t(r);return u},J.toArray=function(n){return n&&typeof n.length=="number"?p(n):xt(n)},J.transform=function(n,t,e,r)
{var u=Te(n);if(nul

2022-05-23 16:37:43 UTC 401 IN Data Raw: 6f 6e 74 68 3d 74 68 69 73 2e 76 69 65 77 0d 0a 
Data Ascii: onth=this.view

2022-05-23 16:37:43 UTC 427 IN Data Raw: 37 66 66 38 0d 0a 44 61 74 65 2e 67 65 74 4d 6f 6e 74 68 28 29 3b 69 66 28 74 61 72 67 65 74 2e 69 73 28 
27 2e 6f 6c 64 27 29 29 7b 6d 6f 6e 74 68 2d 3d 31 3b 7d 65 6c 73 65 20 69 66 28 74 61 72 67 65 74 2e 69 73 28 27 2e 
6e 65 77 27 29 29 7b 6d 6f 6e 74 68 2b 3d 31 3b 7d 0a 76 61 72 20 79 65 61 72 3d 74 68 69 73 2e 76 69 65 77 44 61 74 
65 2e 67 65 74 46 75 6c 6c 59 65 61 72 28 29 3b 74 68 69 73 2e 64 61 74 65 3d 6e 65 77 20 44 61 74 65 28 79 65 61 72 
2c 6d 6f 6e 74 68 2c 64 61 79 2c 30 2c 30 2c 30 2c 30 29 3b 74 68 69 73 2e 76 69 65 77 44 61 74 65 3d 6e 65 77 20 44 
61 74 65 28 79 65 61 72 2c 6d 6f 6e 74 68 2c 4d 61 74 68 2e 6d 69 6e 28 32 38 2c 64 61 79 29 2c 30 2c 30 2c 30 2c 30 
29 3b 74 68 69 73 2e 66 69 6c 6c 28 29 3b 74 68 69 73 2e 73 65 74 28 29 3b 
Data Ascii: 7ff8Date.getMonth();if(target.is('.old')){month-=1;}else if(target.is('.new')){month+=1;}var year=this.viewD
ate.getFullYear();this.date=new Date(year,month,day,0,0,0,0);this.viewDate=new Date(year,month,Math.min(28,day
),0,0,0,0);this.fill();this.set();

2022-05-23 16:37:43 UTC 443 IN Data Raw: 74 68 69 73 2e 66 6f 72 6d 61 74 4e 75 6d 28 68 6f 75 72 29 2b 27 3a 27 2b 74 68 69 73 2e 66 6f 72 6d 61 74 
4e 75 6d 28 6d 69 6e 29 2b 27 3a 27 2b 74 68 69 73 2e 66 6f 72 6d 61 74 4e 75 6d 28 73 65 63 29 3b 7d 2c 67 65 74 45 
75 72 6f 44 61 74 65 49 6e 70 75 74 56 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 63 6f 6c 75 6d 6e 49 64 29 7b 76 61 72 
20 79 65 61 72 3d 24 28 27 23 46 69 65 6c 64 27 2b 63 6f 6c 75 6d 6e 49 64 29 2e 65 71 28 30 29 2e 76 61 6c 28 29 3b 
76 61 72 20 6d 6f 6e 74 68 3d 24 28 27 23 46 69 65 6c 64 27 2b 63 6f 6c 75 6d 6e 49 64 2b 27 2d 32 27 29 2e 65 71 28 3
0 29 2e 76 61 6c 28 29 3b 76 61 72 20 64 61 79 3d 24 28 27 23 46 69 65 6c 64 27 2b 63 6f 6c 75 6d 6e 49 64 2b 27 2d 31 
27 29 2e 65 71 28 30 29 2e 76 61 6c 28 29 3b 72 65 74 75 72 6e 20 
Data Ascii: this.formatNum(hour)+':'+this.formatNum(min)+':'+this.formatNum(sec);},getEuroDateInputValue:funct
ion(columnId){var year=$('#Field'+columnId).eq(0).val();var month=$('#Field'+columnId+'-2').eq(0).val();var day=$('#Fiel
d'+columnId+'-1').eq(0).val();return 

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:43 UTC 459 IN Data Raw: 32 62 63 36 0d 0a 63 74 69 6f 6e 28 29 7b 76 61 72 20 66 69 65 6c 64 54 6f 50 72 69 63 65 73 3d 5b 5d 3b 76 
61 72 20 66 69 65 6c 64 56 61 6c 75 65 2c 66 69 65 6c 64 54 6f 50 72 69 63 65 3b 66 6f 72 28 76 61 72 20 69 3d 30 3b 
69 3c 74 68 69 73 2e 6d 65 72 63 68 61 6e 74 46 69 65 6c 64 73 2e 6c 65 6e 67 74 68 3b 69 2b 2b 29 7b 66 69 65 6c 64 
56 61 6c 75 65 3d 74 68 69 73 2e 67 65 74 46 69 65 6c 64 56 61 6c 75 65 28 74 68 69 73 2e 6d 65 72 63 68 61 6e 74 46 
69 65 6c 64 73 5b 69 5d 29 3b 66 69 65 6c 64 56 61 6c 75 65 3d 28 53 74 72 69 6e 67 28 74 68 69 73 2e 6d 65 72 63 68 
61 6e 74 46 69 65 6c 64 73 5b 69 5d 2e 54 79 70 65 6f 66 29 3d 3d 3d 27 6d 6f 6e 65 79 27 26 26 66 69 65 6c 64 56 61 
6c 75 65 3c 30 29 3f 30 3a 66 69 65 6c 64 56 61 6c 75 65 3b 69 66 28 66 
Data Ascii: 2bc6ction(){var fieldToPrices=[];var fieldValue,fieldToPrice;for(var i=0;i<this.merchantFields.length;i++){f
ieldValue=this.getFieldValue(this.merchantFields[i]);fieldValue=(String(this.merchantFields[i].Typeof)==='money'&&fieldV
alue<0)?0:fieldValue;if(f

2022-05-23 16:37:43 UTC 470 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49755 13.224.103.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:42 UTC 255 OUT GET /images/themes/logos/none.png HTTP/1.1
Host: hecp.wufoo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://hecp.wufoo.com/css/custom/6/theme.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=

2022-05-23 16:37:43 UTC 401 IN HTTP/1.1 200 OK
Content-Type: image/png
Content-Length: 107
Connection: close
Date: Mon, 23 May 2022 16:37:43 GMT
Server: nginx/1.20.1
Last-Modified: Wed, 30 Sep 2020 14:15:41 GMT
ETag: "5f74930d-6b"
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Access-Control-Allow-Headers: origin, x-requested-with, content-type, authorization
Accept-Ranges: bytes
set-cookie: ep201=HI/u0dXHZheuC/qz+XV3PM4mW1o=; Domain=.wufoo.com; expires=Mon, 23 May 2022 17:07:43 
GMT; Path=/; SameSite=None; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront
Via: 1.1 f32eaf3bf899320e0c43dee8baec79fa.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: HF16FyxeHXKZdqq2O5YOWVB-Hrle0qTX87GGf1l6KAYekj1_VsdGHA==

2022-05-23 16:37:43 UTC 402 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 64 00 00 00 28 01 03 00 00 00 32 b6 cd 00 00 00 
00 03 50 4c 54 45 ff ff ff a7 c4 1b c8 00 00 00 01 74 52 4e 53 00 40 e6 d8 66 00 00 00 16 49 44 41 54 78 5e ed c0 31 01 
00 00 00 40 30 fd 53 cb e0 37 82 4d 02 30 00 01 5d a4 10 c2 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDRd(2PLTEtRNS@fIDATx^1@0S7M0]IENDB`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49754 52.216.248.212 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:37:43 UTC 320 OUT GET /Exclusive.png HTTP/1.1
Host: hecp.s3.amazonaws.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://hecp.wufoo.com/forms/z1a4he711y3vkj3/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-23 16:37:43 UTC 352 IN HTTP/1.1 200 OK
x-amz-id-2: +WhB9sg4lBJZ9CAwF4OBnPexaoyZKtyTnRrKfgiGUk4/blUUza7opDcPzZBjSijWtYQetgffTjY=
x-amz-request-id: DMSYYQS3146KNH7A
Date: Mon, 23 May 2022 16:37:44 GMT
Last-Modified: Tue, 19 Oct 2021 15:51:04 GMT
ETag: "8ad1043f0fa0fb7c62bc32ef12f08b12"
x-amz-version-id: 5b.Ko_IJj8_jHhN0idlO09vh_9FqFVwr
Accept-Ranges: bytes
Content-Type: image/png
Server: AmazonS3
Content-Length: 348768
Connection: close

2022-05-23 16:37:43 UTC 352 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 03 f3 00 00 03 16 08 06 00 00 00 bd 75 d6 92 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 b4 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 05 01 12 00 03 00 00 00 01 00 01 
00 00 01 1a 00 05 00 00 00 01 00 00 00 4a 01 1b 00 05 00 00 00 01 00 00 00 52 01 28 00 03 00 00 00 01 00 02 00 00 87 
69 00 04 00 00 00 01 00 00 00 5a 00 00 00 00 00 00 00 48 00 00 00 01 00 00 00 48 00 00 00 01 00 07 90 00 00 07 00 00 
00 04 30 32 32 31 91 01 00 07 00 00 00 04 01 02 03 00 a0 00 00 07 00 00 00 04 30 31 30 30 a0 01 00 03 00 00 00 01 00 
01 00 00 a0 02 00 04 00 00 00 01 00 00 03 f3 a0 03 00 04 00 00 00 01 00 00 03 16 a4 06 00 03 00 00 00 01 00 00 00 00 
00 00 00 00 36 33 07 b7 00 00 00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 
Data Ascii: PNGIHDRusRGBeXIfMM*JR(iZHH0221010063pHYs

2022-05-23 16:37:43 UTC 368 IN Data Raw: a0 11 68 0e 7b 9f 32 ae 8e 7c 9d 91 c7 79 27 bf e1 cc f7 82 6b cb 38 f3 eb 0e bb 7e 39 cf e5 9f 98 95 5f af 74 
1f 21 c4 ea 00 9c f9 3e d9 6c 45 64 20 a6 78 e2 10 08 81 10 08 81 10 08 81 10 38 15 04 e2 cc 9f 0a ca e9 23 04 42 20 04 
42 e0 24 02 3a ef f8 c3 a6 ab 23 3f 71 94 4f 38 ef cd 91 5f 7f a3 2b 0e fd c6 8b f3 4e d2 ba b9 4c 5b c2 cf 94 7b 1f d0 d9 ec
60 99 3d fa 75 d4 29 ec 5f aa df de 9c 8f 0c 8e 7d 5f 37 89 15 6a 2a f2 27 04 42 20 04 42 20 04 42 20 04 4e 29 81 38 f3 
a7 14 77 3a 0b 81 10 08 81 10 d8 20 d0 9c e2 f5 1c e9 3e d9 1c ea f5 f4 c4 a9 ee 33 fc 5f 77 e4 9b 97 dd 3b d5 c7 9a d3 
6d 83 0d 8d 5b 4a b4 b7 e5 f7 7d b4 80 17 4f fa 24 6f 9e 82 f5 9f ac a3 ba 19 39 11 cf df 10 08 81 10 08 81 10 08 81 10 d8 
2d 02 fb da 0c 47 ff a5 c5 a5 8b cc 36 b0 f1 
Data Ascii: h{2|y'k8~9_t!>lEd x8#B B$:#?qO8_+NL[{`=u)_}_7j*'B B B N)8w: >3_w;m[J}O$o9-G6

2022-05-23 16:37:43 UTC 402 IN Data Raw: 87 bb b6 0c f5 51 8f bc ed ad 57 07 f5 06 cb c8 2b 37 d6 de b6 5b 8d 4f ea b3 57 d2 9b 3a 99 99 57 21 17 3b 
0a 09 eb cb df 49 62 1f cf d0 e3 ec ef 5d 77 e4 29 27 c8 0c dd 55 ff a4 76 f0 b7 d7 d3 bb cd bd c2 9e 53 8f a2 bf 74 4e 1c 
fa fe 2a 3b 79 5e 7f f2 36 7d ca 59 92 df 77 dc de 78 bf f1 56 fb 81 ba 61 56 5b e4 49 bd 36 11 cb 77 d8 4e 99 61 f9 56 f3 
55 1f 69 ec a9 65 5b d5 9b 76 21 10 02 21 10 02 21 10 02 bb 4b 20 ce fc ee f2 4f ef 21 70 46 13 c0 69 70 73 a0 d5 89 18 
ce 0c 56 a7 47 f9 79 f1 66 e5 87 ba 70 b6 b0 87 18 5d 3a 3a c8 91 ae ce ee b0 ad 32 d3 ca 17 2d b3 cf a1 2e c7 65 5c f5 
55 7e b6 27 1e ca 3a 96 2a 53 fb a1 9e d9 6b 62 37 ea ab 2e d3 ea 1a b6 27 bf 54 e8 fb ae 77 a7 b9 e5 c3 d6 dc f7 75 47 
9e be 75 e4 9b 1d 76 d8 17 ef 3b a7 5f d9 b1 3e 93 
Data Ascii: QW+7[OW:W!;Ib]w)'UvStN*;y^6}YwxVaV[I6wNaVUie[v!!!K O!pFipsVGyfp]::2-.e\U~':*Skb7.'TwuGuv;_>

2022-05-23 16:37:43 UTC 410 IN Data Raw: ab 33 f1 99 4d 20 ce fc 99 bd 7f 33 ba b3 9c 80 1f e8 7c d8 bb 0d 91 78 21 20 56 5e 19 2e 48 06 ea bc 78 51 
46 9e 2f 72 b4 f3 e2 52 65 a9 af ba a9 1b e6 87 fd d9 de 58 79 db 72 f1 c6 06 36 bf 70 52 a7 1e e5 87 79 f5 0d 63 74 b0 
e9 30 d0 9e b1 d0 9e ad ce 66 d9 16 19 37 65 cd 1b 23 4b da 2f ca e4 91 c5 7e f4 ca cb 31 90 b7 0c 59 82 fd 3b 5e 75 13 
a3 87 c0 05 de 72 f2 a4 0d b4 37 d4 34 65 b6 71 7f da ce d8 76 d8 44 50 8e b8 ca d4 b4 6d 86 7d 51 8e 9c e5 b5 0d e3 
27 50 67 bd 69 e4 e4 22 9b a1 4c 6b bc c4 1f f5 55 15 da 47 cc 78 91 21 ad 3d da 67 39 6d a9 ab 79 f5 51 a6 ed 94 f9 65 
cf 7a cf 1f f6 a7 63 b5 8e b6 bb 1d b4 8f e3 0c fb b0 89 73 82 8d 3c e3 61 1f 7a 3c e2 c0 c9 0d 67 94 9f 58 63 06 9e 67 c5 
f9 e2 c9 79 f6 e1 fe e7 e5 70 24 99 c1 57 3f 6d f8 cd f4 
Data Ascii: 3M 3|x! V^.HxQF/rReXyr6pRyct0f7e#K/~1Y;^ur74eqvDPm}Q'Pgi"LkUGx!=g9myQezcs<az<gXcgyp$W?m

2022-05-23 16:37:43 UTC 426 IN Data Raw: a7 c5 97 97 71 3f 1c fb 89 18 80 1f 69 da 6e 1f d8 76 74 ef 8e 1f 6d 4b df b4 6d 53 3f 65 12 a3 47 8b d3 d6 ad 
a7 d7 2d d0 b5 40 36 23 be fb 68 89 83 0d c4 f5 81 d4 35 d7 c5 c9 d3 07 5c b8 4e a4 5c e8 6d 59 3b 81 74 d3 17 47 a3 ef 
e5 ea 38 71 7c 90 27 74 f5 e9 e6 db 49 cb 3a b8 c3 a7 fd b1 61 d2 e5 e6 82 c0 0f 14 f5 e0 33 19 1a b0 91 fc 48 f3 43 c5 8f 
07 c1 1f 2d ea f9 21 43 37 e8 e0 43 1a 80 86 d0 02 74 e0 70 b3 c3 71 48 65 8b 27 3d 3c e0 cb 8f 1f b8 c4 c8 a2 9c d0 e2 
41 ab ee fe a8 aa 83 b2 c1 57 57 ca d0 15 3a ca e0 4d 3d 3c f8 91 20 06 a8 07 af fd e1 b0 ed 94 11 d4 5b 9d e0 27 2d 75 
f0 25 00 f0 b2 0d d4 b5 b4 a4 d5 a9 22 e7 8f 3c cf eb 8e ad 09 b1 0b 01 c0 9e dc d4 12 b8 69 e5 e6 1e bd 90 03 1d 3c cf 
ff e0 07 7f 3e 75 ec 38 d9 0e 75 00 cf 9d 28 d2 f6 
Data Ascii: q?invtmKmS?eG-@6#h5\N\mY;tG8q|'tI:a3HC-!C7CtpqHe'=<AWW:M=< ['-u%"<i<>u8u(

2022-05-23 16:37:43 UTC 470 IN Data Raw: 79 39 80 17 b8 d8 0f 3b d8 06 f2 f0 5d 09 a0 d1 7e d0 40 2f a0 0f 79 ea e1 45 0c 68 4f fb 4c fc cb 11 a3 cb c5 
0c 17 bb 4d da 9b 7e 37 28 13 fb 1a c4 b3 8e d8 7e a0 8e b0 be 33 df 5a 67 0d a6 ed b0 cb a5 1a 83 04 1d ba 83 c9 fc 6a 
f5 13 9f 76 b4 e9 95 e8 19 cc e0 b4 78 6d 9a 09 46 7e 5d 3c 64 75 27 2a f8 89 4f bd bc da b2 b6 9c f4 72 a0 7e e0 c0 0b 
3e c4 ca e1 02 5d 2d a8 83 3c 5a 3a f8 19 28 f7 47 c8 36 b7 72 a0 6f 7f 20 5a 3e ad 0c d2 e6 c1 d1 16 2d fe 6a d2 ec 62 
f2 d3 5f 63 d2 fc 1e 2c 95 41 ff 3d e5 d4 07 70 04 d5 9f 7c 3f f9 fc e0 89 63 bd 3a 13 fb 83 d5 e2 98 ee f2 b4 bd d2 63 33 
6c 3a 08 c4 a7 9e 74 3f f9 96 0d e2 71 b1 cb d5 8b 76 cc cc 5c 58 28 21 cf d8 1f 19 89 c3 c1 9b e3 03 69 c2 f9 fe 86 8e 7a 
ed 5b c7 56 dd d6 ce f5 91 a3 e3 8b 8b b9 c1 e4 
Data Ascii: y9;]~@/yEhOLM~7(~3ZgjvxmF~]<du'*Or~>]-<Z:(G6ro Z>-jb_c,A=p|?c:c3l:t?qv\X(!iz[V

2022-05-23 16:37:43 UTC 486 IN Data Raw: 35 8b ba 36 40 04 54 77 93 22 4e 59 a3 b0 db fa b9 0d 83 4b 18 45 16 21 fa 76 bd 21 07 55 2e 6a a8 f0 76 60 
1d af 19 ee 38 c8 2d 64 57 c3 6a ab 88 b1 eb c8 5d c0 92 e4 ff b7 ff e1 3f 2c e5 93 9f d2 39 00 1a 1c 65 20 44 f5 3b 8c 06 
27 0a b3 ee 54 22 56 14 70 85 d9 91 c3 a5 ec 65 30 4c ca 90 66 d2 b5 a1 3e 0e fa 63 56 bf b2 52 72 a3 02 92 0f b6 87 48 
d9 92 dc 96 75 cf fd a2 ea f7 08 6d 4a 69 72 e0 de 82 ea 82 c6 04 d4 fe 15 8e d5 71 f4 cb c2 5d 92 7b 55 b2 5d 92 5d d0 
37 de 02 32 66 70 e6 e9 53 e5 63 bf fc 4b e5 b9 57 5f d6 7d f6 a5 1c 92 f7 92 06 df d4 aa ca f2 dd b9 b2 67 ef 4c 99 7c fd 
75 29 ff 23 65 e9 9e ae 1b a4 6f 91 4c e6 c5 fb 82 12 1a 3b 74 a4 9c fa f8 ab 65 df 93 cf 95 59 2d 2b 58 d2 2c fd a8 f2 3a 
bf 36 5b 6e 68 75 c4 ca be 03 65 ef f3 1f 2a 2b 
Data Ascii: 56@Tw"NYKE!v!U.jv`8-dWj]?,9e D;'T"Vpe0Lf>cVRrHumJirq]{U]]72fpScKW_}gL|u)#eoL;teY-+X,:6[nhue*+

2022-05-23 16:37:43 UTC 487 IN Data Raw: 3b e4 8b 06 90 22 2e b3 e6 ac 78 d4 d6 18 14 58 8d f8 48 6f d6 2a 08 1d 12 77 6d 61 ae dc 93 42 3e a5 7a bc 
22 b9 70 3d 65 9c f8 2e 45 bc aa 97 b1 0e 44 ca bc b6 1e a8 70 e6 b4 e2 e3 c6 7b 17 cb 11 0d 16 15 d5 75 06 ca e6 94 
d6 98 da 17 a3 1f 2b b1 34 1f 68 ab e6 a6 3c b0 1c ff 96 ca 40 a3 6b e2 ef 50 79 e6 b3 af a1 fd 8b 27 46 ac 34 48 c8 c0 ca 
c8 34 8d 45 11 74 6f fd ef fe 4e 99 d5 00 ce 9a f8 d5 3c ba b6 3c 68 cf bd 06 1c 16 34 88 33 a9 01 bf 7d af 7c bc 94 cf fc 
62 99 e0 0a ba 35 95 9d ae a5 1c 1b 5f 29 7b ef de 8c 24 16 74 16 c1 9c ce 4e b8 ab c1 30 0d 5f c4 20 e4 a8 fa 9a 16 b3 
f0 24 8b 12 2f 1e a3 9e e9 88 fd 38 24 51 78 6d b9 53 17 1b c6 6d c6 de e0 7e 90 4d 33 3f cd e7 a6 2c fc be 00 cf d6 38 
cd 36 df 49 2e 99 3e f1 78 ce 32 e4 99 be 02 5a 40 87 
Data Ascii: ;".xXHo*wmaB>z"p=e.EDp{u+4h<@kPy'F4H4EtoN<<h43}|b5_){$tN0_ $/8$QxmSm~M3?,86I.>x2Z@

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:43 UTC 503 IN Data Raw: 49 5f e4 34 80 d9 82 e8 3c 39 92 71 79 6e ba 1d 17 79 d8 f2 be cd 78 a6 63 e8 f6 05 3e 69 19 12 87 30 9e 2d 
47 a0 f1 89 df e4 cd 34 77 e1 ce 91 40 2e a3 98 99 c7 a3 93 a5 a0 77 cd e3 95 00 e5 e2 46 0c e4 d9 0a 82 1b 26 d0 6e 
37 6c 1a a5 e3 3e cc 1c 98 a6 79 e2 19 e3 cf 00 3a ea b0 f2 e3 1b c6 fe e0 04 66 ed 51 c5 aa 3a 0c 68 98 4e a6 4f 1e 9c 
37 43 e8 b8 d3 89 8e 07 8f da 98 86 88 45 5a 3c 13 0f 63 7e ed 0e 4f fd 10 ee 30 e8 39 1c 3f e2 9b 06 78 7e 76 fa e0 f4 
33 a6 49 5c 8c 69 00 1d 9b 53 bd f9 aa 4d 3e e2 89 39 81 ea 8f 98 96 69 d0 91 87 79 16 c1 4a ae 10 ef 60 8c e7 f4 fd 6c 
de 83 0f e5 83 67 78 b5 22 df 81 d4 8e f5 ea 94 27 98 25 6f b4 95 6e c6 f1 08 77 3d 20 4e b6 28 05 c8 85 70 dc c4 71 5d 
00 32 f3 0f 3e c6 f1 ec 0e cf da 1f 37 74 8c eb 30 c5 02 63 
Data Ascii: I_4<9qynyxc>i0-G4w@.wF&n7l>y:fQ:hNO7CEZ<c~O09?x~v3I\iSM>9iyJ`lgx"'%onw= N(pq]2>7t0c

2022-05-23 16:37:43 UTC 504 IN Data Raw: f3 62 3f c2 f1 83 5f 1b fc b0 c8 db e5 e7 30 60 a6 d1 6c 3f a6 43 5c 0c f5 1d 3f e8 58 fe 11 a0 1f 97 27 cf b8 9d 
a6 21 fe 2c 91 27 1e f1 49 37 c7 a1 b6 56 d5 bf 4a ab 5d 90 51 27 c9 0f fc b7 ca d9 b3 ef ea 3a ef 71 7d 77 b7 44 6b 34 
e0 f8 d8 1e 9d 1c af 7b a6 c1 a5 f1 3d 0e 23 85 6c 6c 74 b2 5c bd 72 bb ec df 7f b4 cc cd df 2e e7 de bd 58 3e fb d9 cf e8 
54 f9 c9 72 5e 07 d3 4d 0b 92 e7 21 d5 ed 56 6b 34 20 3b 8a 29 56 e4 84 b2 d2 9e e1 89 1c 57 19 c9 39 62 76 9e 16 3c 
24 5c d5 60 d1 63 e8 00 69 89 92 94 c1 e5 c5 d9 32 a8 fb b7 5b 52 4c 56 74 8a 3d b2 6e 69 e0 63 fe ae ee 35 1f d4 40 83 
22 6f a0 57 25 a1 f2 80 08 21 55 bb 84 4f 0c e5 44 99 e5 7a 12 01 1d 7e 66 67 67 cb c1 83 07 0b e7 1a ec d9 33 ad ba a2 
3b c4 e7 17 ca 93 4f 3e 59 6e eb 94 fd 48 bc 43 bc 
Data Ascii: b?_0`l?C\?X'!,'I7VJ]Q':q}wDk4{=#llt\r.X>Tr^M!Vk4 ;)VW9bv<$\`ci2[RLVt=nic5@"oW%!UODz~fgg3;O>YnHC

2022-05-23 16:37:43 UTC 520 IN Data Raw: 66 94 9e fb eb 68 74 e2 e7 9b 5a 91 3d e5 5b ec 08 1d 35 b7 74 10 04 3f d9 86 df 4f 11 16 2c e3 67 03 e5 f2 
22 38 ca 26 33 1d c5 e3 07 bb 31 f3 78 94 dd 71 50 39 fd b6 43 57 4e 9f ed 36 0f 82 6e e3 c6 b4 fd 20 d2 39 c1 79 f8 1c 
38 11 e6 0f 9f e7 0f 55 8a 6e f0 74 40 d8 73 93 8c b0 12 80 9f 85 1d fc dc 51 e0 6f a1 0d ff 7e 6a 2b 61 0c 1c 9b a9 f8 d8 
1b a6 a4 af 1f 7c d0 c4 87 45 3a ce e3 02 2b 40 f0 f7 4b c3 f9 ee 87 2b f7 eb 17 37 0f e7 63 63 18 a7 65 37 70 a4 43 1e 30 
73 7f c2 72 b7 e9 b1 9f dd e6 2f 6e 6b e2 a2 0c 53 b8 fa ff 1a 5f 1e 4a 3c 68 22 ac 5f 78 15 d6 e9 e4 f0 51 2e 02 74 7c e3 
cc f3 ea 30 f0 39 2e f5 08 95 e3 b4 3b 87 31 fe ed ee ec 70 dc 1c 97 d3 c0 0f e5 3c e3 ef 30 d3 6b 3f bb f3 fa 5e c4 de fa 
17 1c d0 61 dc 8e 61 dc 36 ed 4f 1a 94 ef 46 
Data Ascii: fhtZ=[5t?O,g"8&31xqP9CWN6n 9y8Unt@sQo~j+a|E:+@K+7cce7pC0sr/nkS_J<h"_xQ.t|09.;1p<0k?^aa6OF

2022-05-23 16:37:43 UTC 521 IN Data Raw: 3b ae dd 98 c0 e5 34 53 f7 36 53 4c 16 55 71 e7 f0 84 39 2d d2 c3 9d 2b f3 0f 18 eb 7e 70 79 9c cd ec e0 c8 
95 d3 33 0d 36 ed 4f 5e d1 76 3b 2e ee aa 9f c3 0e d3 64 05 b8 a5 7d bd 08 c2 c3 c3 f5 74 51 97 8f 3d f3 43 d7 74 11 18 
7e dc 72 5f 2d 1f 06 67 f0 58 f4 8b 15 c1 6d 58 22 0b ad 12 21 29 04 8c f0 0a 1f 0d 98 b5 82 2e 1d 97 6e f5 ec 82 12 0f d8 
16 cf 0a fd 6e 14 db e8 97 79 be 4c 8a d5 db ba b6 ce 37 74 ae 39 b6 da 47 3d 20 5d c4 16 09 f5 08 63 41 5f c4 12 4c 91 
2f d3 15 48 0e fd 47 6d 44 c7 00 06 95 07 b6 d9 73 bb 76 a3 51 d7 aa b7 04 71 09 ca e7 cf 9f 93 80 01 51 05 bf 4b 6e 47 
bd 89 c9 0b 71 9a 95 b3 21 09 d6 bc 9e d0 ee 48 f0 d6 16 f8 21 e1 98 9b 9b 4b a7 59 39 fe fb ef 49 6f d1 ed f3 4b b3 f3 e9 
ce cb df 0b fc e3 42 da d4 25 7b 75 9d 5b e7 66 76 
Data Ascii: ;4S6SLUq9-+~py36O^v;.d}tQ=Ct~r_-gXmX"!).nnyL7t9G= ]cA_L/HGmDsvQqQKnGq!H!KY9IoKB%{u[fv

2022-05-23 16:37:43 UTC 537 IN Data Raw: d9 3f 57 f9 17 df 7f ff f4 8a 97 bf 7c 7a de dd f5 82 ba 27 1e af 9f 82 cc 9f 9e 53 0f d8 76 67 bc 1c da 89 49 b7 
b1 cc f3 db 86 c0 66 9e 6c 07 6d b5 d9 71 01 83 7e fe ba 78 20 79 52 c2 02 1f cd c5 14 36 c9 2b bb d8 e1 42 c6 c3 0f 3f 
dc d5 dd 96 f9 8c 9b 6c 44 12 47 ce 6a 4b 36 4b f8 d2 9f 78 c2 27 06 20 b4 60 71 95 27 03 e8 0a f4 7c 68 47 c5 fc 62 a7 
9f 07 e9 0a 8d 7d f9 4e 53 0e cd 05 98 f8 03 f7 44 26 6d 46 8f 2d f4 6e 2f ba a2 07 5f f2 78 8f 1b e8 66 13 8e 1f f2 b1 d9 
db d7 6d a7 1e 6d f0 37 dc f9 96 f9 d8 0a 56 4f 7e 3c 31 2a 96 0b 81 a1 bb ea 8f 0a ec 04 7a cc d3 ae b4 79 e9 4f 64 d6 
e1 f8 04 a7 4f 63 27 75 ca 74 87 87 ed 2d 3c 7b 22 70 56 e7 49 e9 48 b8 a7 67 4f 53 b6 9e 3e 1b 23 60 ca 9b 17 ca 63 7f 
3e 2f 90 57 13 73 4d cf 3b 9b f6 9a 39 e7 bc 46 
Data Ascii: ?W|z'SvgIflmq~x yR6+B?lDGjK6Kx' `q'|hGb}NSD&mF-n/_xfmm7VO~<1*zyOdOc'ut-<{"pVIHgOS>#`c>/WsM;9F

2022-05-23 16:37:43 UTC 538 IN Data Raw: 9e 3d 5d 2f 2b bb ab 7e 16 73 b6 de e0 7e ad 36 f2 76 fc a7 ea ee 79 dd d9 3f 0a 5c bb 56 8f 1b 96 fc c5 92 bf 
58 9b f4 2b e2 5e 9f 9f bb 5c 2f e0 bb 5c 31 10 9f 5a 2e 55 12 bf 39 f1 77 ce 95 af 5c 97 10 be 4d c1 26 36 c7 5e 70 c6 af 
90 64 ac 6f 0a 4f ea 8d d1 a4 4d bc eb e8 8e 0b c7 07 9b fd b8 88 2f 91 89 1d e5 1c 0f b1 47 96 9e 8f 7f fc e3 43 8f bc ba 
60 1b 86 e8 43 cf b1 e7 f7 e9 1e 43 f7 d8 7f ec 07 47 06 6f b7 dd fd 51 57 23 6e 90 e6 31 d5 86 92 43 a1 6a f0 b8 68 fd b4 
0d 73 f9 79 6f dd 25 7f d5 2b 5f 55 9f ac 7b 60 fa f8 a7 3e 31 5d a9 9f a7 e0 64 cf f1 a3 3f bc c8 2e 9b 79 6d d8 0b b4 c7 
5c a0 7d 40 59 5e 62 db 86 9c ee f1 38 72 d5 69 4b 92 b8 ab 13 83 d0 b4 df 9d 7b 77 fa 6d e8 ef af 27 09 6e 67 48 df f3 
7f f4 c7 6a 1c 25 16 da 8d 47 02 e2 29 b6 
Data Ascii: =]/+~s~6vy?\VX+^\/\1Z.U9w\M&6^pdoOM/GC`CCGoQW#n1Cjhsyo%+_U{`>1]d?.ym\}@Y^b8riK{wm'ngHj%G)

2022-05-23 16:37:43 UTC 554 IN Data Raw: fb ee bb a7 e4 c5 b6 16 df c5 72 ea d4 fc d8 3d dd 77 df 73 57 6d d0 1f ac 37 56 bf b0 16 70 de 60 eb 31 7e 17 
10 6a 13 71 f5 62 61 7d 77 ba ee f4 7f ab 36 0b f7 4f af 79 ed ab 6b a1 eb f4 31 6f 76 ba cf cf a5 bc cf 6e 79 02 c2 06 aa f7 
bb 7c c6 c3 ad 6c 2f ff 8c 05 63 c2 d3 1a 7d 2e 88 8f f1 4f 5d c6 7a e6 89 94 c9 1b 07 92 3a b2 2e 1a 1d 14 12 8b 8e c9 
1a af 7b 41 6c e1 91 3f 6e d0 3e f1 c9 6f c2 95 b3 b9 f7 06 7a b0 6e ae d1 e7 f8 3c ce 0e 6c a6 b5 85 8f 3d 66 7d 7e f2 68 
7a 1e 7f 27 6b 23 44 2e ed 8a 2c 7d a1 25 9f 72 30 7a 20 e7 b0 f8 49 af 8b 06 fa 8c 9f 1d d8 f5 64 80 79 23 6f 52 57 af 5f 
02 6c 24 3d ff f9 cf df d9 b0 e2 f1 3e 00 72 f4 78 5c df 05 8a 00 19 63 c2 05 00 77 ff f1 6b 3f 3f c4 86 8c d8 e0 33 8e 52 47 
be db 8f be 9b 8d d3 e6 ee 4f fa 4f 
Data Ascii: r=wsWm7Vp`1~jqba}w6Oyk1ovny|l/c}.O]z:.{Al?n>ozn<l=f}~hz'k#D.,}%r0z Idy#oRW_l$=>rx\cwk??3RGOO

2022-05-23 16:37:43 UTC 555 IN Data Raw: 9e d8 e3 27 3d bd cf a3 17 2d f4 6c 28 22 db 31 1b f4 59 9c 80 c8 d0 0d f8 26 3e 5d 86 8d f8 13 7b a1 45 8e 
6c fc 4c 5b 96 71 24 13 bb f8 4f 0a f8 24 b9 03 0b e4 f9 c4 b6 47 e3 ff fa 5f ff 99 e9 f7 7f ef ff 9b 3e f0 81 df 9b fe e4 eb 5f 
29 8e f9 13 53 f8 ef bd f7 9e f1 28 fe 1b bf e7 f5 f5 fb d5 ef ac cd 46 dd bd bd f8 ad 92 37 56 4e 8d 97 e3 9d 39 73 be ee 
b4 9d af c7 62 9f aa 6f c9 bf 68 7a e7 3b df 31 7d f4 a3 1f 9f fe e0 0f 3e 34 7d fa b1 2f d4 86 e6 c5 25 f7 44 6d 1e 1e af cf 
52 3d 30 bd ed ed 3f 38 bd f1 8d 6f a8 3b 73 2f a8 18 f1 28 4b 1b f9 e7 1e f8 d6 f8 2f fe e2 2f 4e ff f9 3f ff e7 e9 0b 5f f8 42 
5d 14 79 de ce 46 c9 26 c8 a6 ea 24 c1 f8 75 27 d4 d8 b6 b9 ca dd 5e df fc 76 07 f6 17 7e e1 17 c6 6f b5 6d e0 6c ec 8d 0f 
63 c3 f8 cd 38 e9 fe f5 63 
Data Ascii: '=-l("1Y&>]{ElL[q$O$G_>_)S(F7VN9sbohz;1}>4}/%DmR=0?8o;s/(K//N?_B]yF&$u'^v~omlc8c

2022-05-23 16:37:43 UTC 571 IN Data Raw: f9 a6 cf c9 5d d3 58 47 59 e5 47 b9 9c 91 51 75 47 ba 7d d2 23 5b c5 ad 63 91 48 23 d0 9f 39 e8 c6 31 e6 34 
b8 71 5b 36 e4 1c ad 76 06 37 17 b6 98 97 aa 21 7b 10 ce 65 05 c2 c7 63 da be f6 79 5b de 48 78 7b 6a 2f fb b2 05 63 7f 
d7 19 ec b0 5e 4a 76 7b a4 af ad 50 51 d9 0a 47 7e 55 db cf 23 c6 d6 3c 88 7e dc 1f 5d 8a cc f3 32 99 66 7f f6 c9 1b 9e 
63 64 d0 52 d4 83 54 a7 c9 78 0d bc be b3 80 96 52 ca de 61 bd 98 41 3a 2e 9c e4 be e6 5b fc 3a 5f cc 53 1e f7 3d ae 43 
e3 73 c7 b9 f2 79 ad e7 bb b6 21 70 08 d6 ad e6 96 f7 9b db 67 97 2b 2d 73 d8 9c 69 f4 44 07 82 f5 73 3d 0c 8f c2 f6 13 
65 19 b0 20 6d 5e 62 be 00 73 b9 c5 c8 65 40 61 2d 43 ed e2 a0 e3 0b 1e b6 69 ea 58 bf 8a bf 58 c7 7a be 82 4d 28 9c cf 
5f f0 58 6e 35 6e 2c 37 d7 db e3 95 15 3d 66 4f 03 2f 21 
Data Ascii: ]XGYGQuG}#[cH#914q[6v7!{ecy[Hx{j/c^Jv{PQG~U#<~]2fcdRTxRaA:.[:_S=Csy!pg+-siDs=e m^bse@a-C
iXXzM(_Xn5n,7=fO/!

2022-05-23 16:37:43 UTC 572 IN Data Raw: e3 4b ee 86 76 0b a2 d0 fb 48 ce 36 75 50 7d e9 b0 d1 fe 95 77 bc ad 71 8e 2b f6 f1 ad 68 f7 41 62 f5 59 70 b8 
27 af 0e 25 eb 70 97 bf c2 c2 76 d0 88 25 df 0f d7 00 22 87 4b 2e 9b 8e 30 9b ca 08 f8 c3 43 2e 98 d2 ff c5 23 f7 bf b0 bd 
68 39 1f e3 00 2f 02 b0 06 f7 b9 ab 05 53 7e c5 77 5e 40 0e fa f9 bc 3b 8e ed c0 22 5c d3 98 41 fd 6a 1d 95 37 b3 06 e3 
73 75 61 2b e9 66 9d 1d 03 f7 fa 87 34 a1 1b bb dc 6c bb f1 ba 00 b6 0d 63 f5 9a f4 8d 3b 28 ad 5e a1 7f 97 28 e5 37 da 
fc 90 db b6 eb 08 9a f5 49 24 c7 92 d0 39 80 9b f1 49 a3 13 fc 38 72 5d c2 06 d2 f5 60 67 27 c8 a9 fd c9 73 a5 36 a3 77 
32 1c aa 5d 54 1e 87 f5 13 80 aa 1b bc 2c bb 3a 08 cc a5 9c aa c9 3a 73 95 9d 0a eb 6b e5 c5 b3 97 41 7f ef de bd 18 df 
79 f4 ca 8f 5f c1 17 5d c2 76 9a 4b 98 4f 6c b3 f8 
Data Ascii: KvH6uP}wq+hAbYp'%pv%"K.0C.#h9/S~w^@;"\Aj7sua+f4lc;(^(7I$9I8r]`g's6w2]T,::skAy_]vKOl

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:43 UTC 588 IN Data Raw: 62 64 1b 4e 9a c3 f2 a1 ef c3 ed b0 80 6e 2e 7a 28 3c ae b0 4f ea 71 e8 e5 e5 62 7a 4e 0d 9f 41 3c 1a 95 86 
6a d2 dd 00 3e e1 64 c9 a4 e3 74 69 fa 7c 6f 81 b3 5a 20 f7 0f a7 f3 60 67 7e c0 08 e0 b8 ef f8 6a a6 71 88 bb 83 66 9e 
44 cc c3 f8 f0 b2 4c f0 a0 35 8e 65 e4 c1 d6 b2 89 cd d7 57 7e e1 69 5e dd d8 f2 6e 6a ec 7a 3b a6 ee a4 b1 6f ae df 4d 
d5 bf d7 eb 6e 5a 20 9c 47 ed 08 58 95 63 ca 1d f4 f7 9e 6d 97 1f fc f4 e7 e5 57 de f9 62 f9 ea 3b 9b e5 8d b6 c3 15 37 ed 
23 f9 33 df fb eb 67 e5 3b ff e9 47 e5 89 de 64 bf f1 da 9b 71 e7 fa f0 50 77 3f f4 42 2f 1c ce f8 fc 96 2e 3a 8c 62 a1 c5 4b 
c1 74 77 5c 77 25 07 6d 87 dc 8a da fc 3e 65 c2 e7 53 7d 2b 72 f0 ee eb 45 73 38 55 07 72 f2 71 92 62 a7 1a 8e 93 a6 47 
ee be ef eb bd 00 b1 65 5a cf 64 6b 69 aa 71 41 
Data Ascii: bdNn.z(<OqbzNA<j>dti|oZ `g~jqfDL5eW~i^njz;oMnZ GXcmWb;7#3g;GdqPw?B/.:bKtw\w%m>eS}+rEs8Ur
qbGeZdkiqA

2022-05-23 16:37:43 UTC 589 IN Data Raw: 07 13 1a 9c 46 21 13 6b ac 08 b8 ee 22 c7 dd f2 e0 cf dd 35 e9 88 7c 6c 03 7f 3d 2a 50 83 85 a0 bf 0e d8 30 
7e 52 18 3f 48 26 50 d6 d2 e0 c5 73 13 02 83 03 18 bd 5b b1 72 4d 0f 2e cc a8 48 8f 4f 1c c8 09 d6 15 99 f2 52 37 ce b7 
77 67 ad 6e 82 f2 0a 7e 54 3f 76 68 c8 16 47 23 b5 63 3d 5c b1 aa bb f3 32 8c 4c 87 7d 54 11 6d a5 8d fa 86 8d 05 c3 6e 
9c 47 6d d1 65 9b ee a7 9f d2 fe 04 e0 3c 51 6f d1 d1 ce e2 22 8c ce c9 ea e3 47 22 51 e5 39 3f 7a 49 24 f6 8f 07 e0 d9 
39 a2 17 52 ea ed 76 73 eb 19 f3 13 b6 6d c1 f3 18 31 17 16 98 07 32 8c b4 0f 48 16 cd 6f 38 63 c6 21 66 9e 21 f6 61 b9 
19 27 f3 45 fe bc 60 dd 66 e1 78 2b 33 e5 e0 5a ae e5 75 e9 32 9c b4 f5 05 cf b4 4e 13 67 f9 4e 3b ee 96 9b b7 f9 38 0f 
de ac e0 fa 77 79 9a 36 df d1 f6 9a 08 5c cf df 8e a7 f1 
Data Ascii: F!k"5|l=*P0~R?H&Ps[rM.HOR7wgn~T?vhG#c=\2L}TmnGme<Qo"G"Q9?zI$9Rvsm12Ho8c!f!a'E`fx+3Zu2NgN
;8wy6\

2022-05-23 16:37:43 UTC 605 IN Data Raw: f3 0d c2 07 87 2d 84 d7 71 80 01 9e f7 6a 7e 2d 14 bf 3a ac 1a 5f 75 78 f5 7b 9e 96 9f ed 02 7b 2a 79 a8 c6 59 
7b bf 38 39 70 4e 84 79 2a 24 83 56 2c 03 58 3e 36 3a 05 06 7b 84 f1 8e 8b 1f 2e fe 3c 33 20 c5 b5 a1 13 c1 f0 a1 ba d1 
22 9c 0f 99 77 e2 31 f8 61 50 ca e0 91 67 5c 06 9c 0c 94 dd 20 93 06 86 b8 75 1a c8 cd 68 a6 df 7e 6e 14 08 4f 1d 33 0f 
e7 c8 f0 11 3b 7d 9e a1 29 ff b0 cf 11 19 b5 64 ce 22 07 5c 4f 41 39 57 59 52 37 5d ee d4 47 ca 1c 4b dd 25 2e 42 92 eb 
e6 5c 64 e5 42 9e d3 a2 0e f9 bb f0 2a 2f f8 a8 cf fe d6 c0 e9 ef 89 f4 6d 9d 86 e9 e0 fb 71 18 f8 ed cf 33 fe 7c 73 36 a4 0b 
3c c6 e9 01 63 e3 b8 7e bf 18 5c ae 9b cb 05 5e b4 85 d8 2e 04 5f e0 17 ed 12 c2 32 e5 84 ea 3a 42 b3 57 ec 29 2b 84 
69 84 6a 26 01 28 2f e2 11 1f 58 ab c8 53 06 58 84 
Data Ascii: -qj~-:_ux{{*yY{89pNy*$V,X>6:{.<3 "w1aPg\ uh~nO3;})d"\OA9WYR7]GK%.B\dB*/mq3|s6<c~\^._2:BW)+ij&
(/XSX

2022-05-23 16:37:43 UTC 606 IN Data Raw: 66 af 3d 82 33 7b df 11 b8 5d 8e 08 c8 74 c0 18 e2 00 4f 18 57 cb a1 09 c0 24 00 65 c8 41 74 e0 00 e6 fd 6e 
d2 40 45 ab b6 75 92 94 18 4e d1 f5 c3 4b 26 2d ea 25 cc 0e 4a 00 89 d2 c9 09 a9 77 f0 43 5a 0e f5 da 13 5d f0 58 bc a5 
73 9f 52 47 0a e0 a4 9e 1b aa 4e 89 7f 07 82 f7 af 87 b8 1a a3 5a 65 6e a8 6f d1 e0 54 67 db 28 ab 87 fb 24 14 8f 68 5b 
86 f8 bb b2 5d 87 1d 16 e6 13 67 00 00 40 00 49 44 41 54 b6 17 02 fe f4 b8 04 c0 e6 86 58 ad 02 f8 d0 65 db 63 ef b5 fb 
63 e4 c8 a3 8a a3 b6 48 a7 bc d7 69 ff 3a fc 9c d0 84 52 03 07 ca 49 88 9f 16 6e d2 28 69 c2 62 52 13 27 f0 9c a1 55 b3 
26 0d 66 a6 86 24 14 6b 95 58 42 b6 ce 9d 8b 17 76 1f 8c 2f 7f e5 6b f1 d4 b3 2f 47 73 87 4e 92 6f e9 8a e3 3a 91 ae ac 
d3 e6 45 9c ac 80 d2 41 6d d4 79 d9 59 61 7e 42 13 25 2d 
Data Ascii: f=3{]tOW$eAtn@EuNK&-%JwCZ]XsRGNZenoTg($h[]g@IDATXeccHi:RIn(ibR'U&f$kXBv/k/GsNo
:EAmyYa~B%-

2022-05-23 16:37:43 UTC 622 IN Data Raw: 84 2e a9 89 8e 54 3a f2 da d0 af 15 a7 e5 0f af 32 9e d1 3f d0 85 5b 38 45 55 9b 2f cd 4e 64 52 6d cb af 70 28 
bf 98 42 c1 d2 af 19 29 cb 85 1a 64 62 2c 10 a7 60 55 a7 14 e6 ee 6f 21 16 a9 2c a5 b2 a0 ff 61 87 ad 9d 41 3f 27 54 e7 
1b 1d f1 1f ef b7 8b cf 98 76 f4 1f 7a 8c 76 e1 53 c6 19 d7 1c fb c4 59 0e a7 19 1b 8d 8b 2c 74 0a fb 83 90 f3 b3 e0 64 15 
48 da f1 69 e5 ab 50 c9 10 17 07 20 87 26 e8 54 e0 82 fa 98 44 00 00 40 00 49 44 41 54 3f f4 ac 5e 56 3e c1 cc 4c 03 e8 
63 04 bd 8a 36 64 0a c2 22 3b b8 13 65 17 72 fd ba 4b c2 0c 5d 87 84 61 cf e2 43 df 63 27 7c 39 52 72 d8 f9 e4 5f b3 af 
8d 07 d5 c7 3f f9 c9 4f f4 98 fd 37 43 c4 65 f1 1d 6a 6e d9 97 f3 7f 8d cd b7 d0 09 b4 87 85 6d db ec 33 f3 35 e0 39 39 cf 
bd e4 3d b7 7b 0f 2b 97 a9 c3 c1 a5 6c 47 75 7e 
Data Ascii: .T:2?[8EU/NdRmp(B)db,`Uo!,aA?'TvzvSY,tdHiP &TD@IDAT?^V>Lc6d";erK]aCc'|9Rr_?O7Cejnm3599={+lGu~

2022-05-23 16:37:43 UTC 623 IN Data Raw: fb ca 2e 30 f8 7a e2 72 3b b9 2d f0 bb 70 b7 4b 5d 1f ae 9a 06 ca 39 3d 9c 04 cd e9 b8 28 9c e3 8b 23 56 ee 
1e 2e e9 31 e8 ef be d5 34 3f 7c ef ed e6 2f fe 52 9f d8 7a b2 d1 ac ec e9 13 58 7a 1f f8 89 36 c7 1a e8 53 61 3c 52 2c cb 
11 5d 71 23 27 1e 82 f8 7b ad 10 29 78 86 b1 f0 c3 c5 88 7b d1 4a f5 2e 6e 38 25 89 80 b2 bc 55 b6 e2 e2 71 de d2 86 9d 
51 f0 4a bd 32 72 32 6a 1e ef 16 a7 be 78 b9 54 a9 52 c7 94 8e 0b 5a 2b f6 2c 19 38 9e e2 9f ed fe c8 14 3a 5d 5d 10 3e 
72 ba ac ac aa 91 cd c7 42 38 f4 e1 80 c1 17 ae 25 38 87 64 10 15 1f ad ca 19 b0 92 17 55 94 78 c4 dc 1b 91 d5 6d e5 a1 
aa b5 e0 d0 0f c9 c7 ed f1 60 86 4c e8 09 38 2c 04 8f 7e 3a 0f 2d 30 68 43 e8 c0 33 4f 51 09 ca 22 99 7a 61 8a 76 e2 cc 
17 b2 b2 09 5b d1 53 7b 57 be e5 59 e8 68 0d 7a f8 96 
Data Ascii: .0zr;-pK]9=(#V.14?|/RzXz6Sa<R,]q#'{)x{J.n8%UqQJ2r2jxTRZ+,8:...rB8%8dUxm`L8,~:-0hC3OQ"zav[S{WYhz

2022-05-23 16:37:43 UTC 639 IN Data Raw: 30 0a d7 3d fa 4b 5d f4 3d ea 71 30 b5 50 52 f7 ac 1a eb ca 65 78 2c c5 3b ef 81 7a a8 3b be 38 62 ed 44 0a 
21 72 55 4c de 15 1e e9 ce f5 01 b7 ce 8f 08 d6 25 29 01 19 43 af 5a 0c 35 db 7a 57 b2 d2 ba 9e 62 9b d7 a2 8e 60 d9 71 
16 a3 ac 9f 25 39 76 37 a4 9f 25 29 2b f0 eb b8 53 2f cd 92 e8 d1 8c ea bc 52 a6 7d e9 48 ab 2c e5 95 e2 04 3e d9 68 f5 
53 08 ea 6f 25 37 ac 95 07 1e b5 1f f0 da 95 38 07 ed dd ef 32 9e d0 b4 f8 55 5e f3 e9 a6 43 74 d1 05 a6 72 fb 84 89 60 
c1 53 6d e3 a8 8f e9 87 ee ca 73 d1 87 bb c3 ad 4e 13 2d 59 16 95 d0 e5 a8 c2 a4 0f e2 21 ea c3 54 b9 fe 76 79 b2 41 07 
22 ab 6a 56 b3 25 55 1e 1b 1d ed b2 6b 41 69 9f 27 24 2c 87 d3 65 b9 f2 5a f9 36 07 7a 5d 82 94 80 fa 57 74 4b 7d 69 45 
36 ac f1 db 53 f9 60 5f 0b 72 c5 b0 0b 71 1c 31 96 da bb 
Data Ascii: 0=K]=q0PRex,;z;8bD!rUL%)CZ5zWb`q%9v7%)+S/R}H,>hSo%782U^Ctr`SmsN-Y!TvyA"jV%UkAi'$,eZ6z]Wt
K}iE6S`_rq1

2022-05-23 16:37:43 UTC 640 IN Data Raw: 5c 9c f8 73 04 ee 7a f2 04 4f 76 c6 33 8c d5 33 75 2e c7 22 dc 3c 71 86 ea 84 18 a9 f2 7c 6b 19 67 be cb 3f f3 
25 6f 9e c1 f8 8c 7f 90 36 3e ad 56 9d 05 96 04 44 9c f4 70 12 f0 1a 90 21 3a a7 3a 9c 56 70 d5 af 88 a5 ba 38 1c c8 26 
5c 09 4c 2e 52 ee 76 c6 62 c2 20 e0 42 71 c0 91 df 97 1e c2 4f 04 28 3c aa ed f0 47 b3 b4 51 e9 23 4d f4 d2 62 38 43 47 
bd 33 1f e3 2a 99 bc f8 a0 8c ce d9 85 7c 69 97 f7 0c f5 98 fb 5e e9 75 79 66 5d 8d d1 07 22 6d c5 62 ac 96 59 34 71 f1 
86 54 f5 e8 60 e3 ab af 26 e5 3a 9e 8c 6b 3c 79 a1 fa 7b f7 ee 35 63 be 0c a0 f6 58 18 71 77 87 1d ec f7 05 13 56 f3 68 f3 
49 d1 b5 74 97 6d c4 76 e0 77 36 51 0f 7d 30 9c 54 10 c9 00 dd 64 5f 86 c3 f5 4d 73 eb d6 2d 48 a7 06 f5 aa 8e f7 d4 ea 
00 c6 63 e8 ea 07 7a cb b6 48 3b dc 45 de 7b aa d7 
Data Ascii: \szOv33u."<q|kg?%o6>VDp!::Vp8&\L.Rvb BqO(<GQ#Mb8CG3*|i^uyf]"mbY4qT`&:k<y{5cXqwVhItmvw6Q}
0Td_Ms-HczH;E{

2022-05-23 16:37:43 UTC 656 IN Data Raw: bc cb 72 72 87 7b 2a 5a b7 b4 41 98 9c 2a 24 f2 d8 a2 a6 7a 6a c9 fc 82 b4 5e aa 6a f6 6b c1 7c a7 bd 12 bd 
90 9c d3 36 94 79 84 14 60 ff 7a f9 ab 66 b8 8c 52 75 8a 89 3d d6 b6 1b cc 47 9b a3 c7 b0 c9 bd ee d1 6a 71 7a a4 c3 bd 
d3 03 cc 77 6b 26 11 09 7d f8 d9 5f 3c 2b 26 ed c4 1f b5 47 fe fe 97 24 a1 2f 8e ea 53 40 b9 b7 c4 97 ae e5 c5 58 63 cf 14 
9b 27 20 39 5d a3 59 5e bb 3e f6 f1 b4 4b a7 5f 3c fa f8 e3 69 f4 f4 99 38 b2 f3 8c 24 f7 2f be fc 72 9a f8 fe 7f a5 e1 ef 7e 
2f 36 0b 3d f8 e0 e1 74 f0 a1 87 52 df 1e b5 b1 9a 7c 64 4d 7f b7 f2 3a a6 b6 99 bd 46 d0 6e 5a 0d 40 cf 2b 96 87 5f 34 18 
bf 53 22 39 af 31 a8 e1 67 93 39 f0 6e 39 10 ed 88 be 5d c6 18 fe a6 6d bf 5b da 8e ef 34 b0 7d 55 c7 34 0e 57 b5 e9 1b 
31 f1 cd d3 b6 94 79 24 1e f7 18 f2 09 bd aa 
Data Ascii: rr{*ZA*$zj^jk|6y`zfRu=Gjqzwk&}_<+&G$/S@Xc' 9]Y^>K_<i8$/r~/6=tR|dM:FnZ@+_4S"91g9n9]m[4}U4W1y$

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:43 UTC 657 IN Data Raw: d0 e0 b5 0d 58 d7 86 71 5d da 30 0f 35 f6 c5 a9 d9 18 dc 93 87 e8 08 e9 14 35 80 05 88 62 e8 98 af 98 c2 cd 
cf ac fb 9c d7 9a 4f a4 5a 04 af 89 fe b2 24 5d 2b 02 f2 cb 4b 52 fb 97 d4 fe 5b 5f ff 9a 36 ad 1b d7 92 f8 0b 69 41 bb 48 f7 
28 e0 16 1d 1f b5 7b d7 b6 34 a8 75 ef fb 1f 7e 4c 6b df 87 d3 e0 88 d4 fe 55 d6 50 77 d5 24 c0 bc 96 14 4c 2d 88 b6 f2 
b9 a4 38 92 db c7 66 73 0c ca 9b da bd ba 4b 6b ff 91 76 cf cd 49 b2 d6 90 1a bf 78 02 18 08 55 77 0d c6 e3 9c 6e 3d 23 
09 f7 0e d2 85 ad dc 97 23 7f d4 5b 91 e5 07 20 d6 40 02 e3 8e 3e 40 86 9e 57 66 2e 4b c1 e1 ea 72 57 c3 34 35 e9 b0 
a2 74 78 cf 5c 01 9a 18 e0 94 3c 84 7f 4c 90 30 e8 20 2f f0 ca 03 0d 24 92 5d 4d d6 3c 77 b2 a4 bc 5c b9 27 47 31 f6 b7 
7f c5 4f 4e 85 f4 11 b7 92 00 16 86 b4 b9 8f cb f7 15 
Data Ascii: Xq]055bOZ$]+KR[_6iAH({4u~LkUPw$L-8fsKkvIxUwn=##[ @>@Wf.KrW45tx\<L0 /$]M<w\'G1ON

2022-05-23 16:37:43 UTC 673 IN Data Raw: 51 88 f1 65 0e 73 b3 05 14 ce b4 29 a0 37 5a 90 d1 cc e0 2b e4 c7 9e 78 cc 40 ed d2 08 ee 79 9c f3 80 3d 54 
82 78 cf 1d 08 10 4f 36 1b 40 9f 40 3e e6 dc 02 d4 07 8f 88 c3 8f c7 2c d7 3b f5 1d 09 d8 45 dd 08 2c dd 2e 18 bf 51 fc bb 
64 ab 3a 57 0e 04 07 6e 54 ff 02 0c b7 28 f9 3d 76 62 f0 00 bc 54 34 99 46 d9 de b0 a9 67 5d 41 63 78 b4 69 8d 58 e1 d3 
05 f4 ce 52 db 62 55 fe 46 5f 44 3b 4e 40 9f 87 18 86 3f 71 24 38 d7 34 85 3e 57 ad 35 29 99 04 69 04 a8 6e e2 33 4c a4 
35 ce 98 69 74 fc 4c 07 a0 6d f3 ed 90 04 78 8f fc 43 1a 43 82 98 91 c7 30 8d 75 9b 7e 30 70 3e 9d 1e c7 01 05 d2 f6 9a 
b7 69 ca 19 ab 75 ec 64 1e 7e c8 8c 91 11 f4 0a f3 ef 17 2e 94 cb ef bc 5d de a5 ff 9c a6 cf 1c fc e0 c7 65 df b5 55 ae 10 
65 85 11 fe 2b e8 cb 82 7d 06 2d 57 e9 2b 17 f7 2d 
Data Ascii: Qes)7Z+x@y=TxO6@@>,;E,.Qd:WnT(=vbT4Fg]AcxiXRbUF_D;N@?q$84>W5)in3L5itLmxCC0u~0p
>iud~.]eUe+}-W+-

2022-05-23 16:37:43 UTC 674 IN Data Raw: cc 7a cd 7f fc e3 2c 77 37 b3 e6 bb a3 c9 fd 16 80 5e a0 ed be d8 d8 b7 8f b0 eb 04 59 80 7e fc 3d 71 da 65 f8 
db 42 ba 11 a9 1a 53 70 e0 a1 7f c0 10 e2 36 2c a6 42 bd e9 a0 5c cd e0 fe ff bd 54 d2 ee 46 93 00 69 37 ff 1b b9 df 28 fe 
1b 85 af fe 0f 36 07 6e 54 ff ac 5f 93 34 dd e7 21 80 31 3a 0a d9 48 53 b0 65 44 eb 68 ed 7d 96 7b 4b ef c0 60 60 68 fb 92 
96 46 77 67 be c7 01 75 a7 0f ca fe c8 f6 2c 18 cf 16 a6 e9 cc b7 ed 52 e5 09 f0 cc 81 13 c8 81 3a db a6 8a 18 c7 76 9e 
58 46 df 24 ac 5f 37 26 9f e9 03 08 db 28 fd 48 0f 43 20 ef 20 43 03 ec 1b bb 79 cf 9c 44 fe a5 b3 5f 00 c8 17 fa c1 2d 81 
3b fb d7 a7 d0 65 1d cd d5 9c 82 f9 1f fe c9 37 ca 80 2d 4a ab 2c a5 df c4 ec 03 f8 1f 9f 5f 28 9f 7d e2 e9 72 90 d9 f5 0b ef 
bc 55 36 58 9d b0 c2 a0 c5 15 cf 22 21 
Data Ascii: z,w7^Y~=qeBSp6,B\TFi7(6nT_4!1:HSeDh}{K``hFwgu,R:vXF$_7&(HC  CyD_-;e7-J,_(}rU6X"!

2022-05-23 16:37:43 UTC 690 IN Data Raw: e5 80 7b 7b 39 3d bf bc fa 5a 79 ed db df 2e e7 7e f4 a3 32 7b fe 42 f9 f9 f3 cf 97 4f 3f f3 b1 32 75 ea 24 eb 84 
19 08 69 f7 03 7b 25 dd 68 8a 65 b5 a4 95 bc ed 96 71 27 b7 ae 7f b5 57 0e dc 09 0e d8 e6 52 29 c4 ba 87 54 ad 7b b6 fd 
68 cf 2d 5d b6 51 c3 58 47 ed 1b f6 52 dd f8 bb 74 86 dd 02 c0 7b 72 7d 28 1b 15 0d 2a 0e a2 0c 18 de 0c 72 f5 38 f4 6e 
66 61 7f 29 97 af 96 8b 3f 7e a1 5c fe c1 8f ca e2 5b ef 90 78 bf 9c f9 37 ff ae 9c 78 fc 69 04 7a 66 ed 19 20 db ea 33 b0 
46 7f e5 ed 10 2e 92 21 36 da 97 a7 52 a0 68 c3 4d bb cd fe c8 36 6e 0f 75 f7 55 b6 e5 04 09 f9 9c 7c 4d 3e eb af 9b cf d9 
bf 4a ab 7b 77 c5 c4 dd cf 71 4d a1 72 e0 de e0 80 75 3f db 80 f6 7c 36 77 ba 77 c1 7c b6 a7 f4 cb 12 64 78 4d 55 d2 69 
76 dd 6c 73 c6 af 7b 55 f7 1f 07 2a 98 bf ff 
Data Ascii: {{9=Zy.~2{BO?2u$i{%heq'WR)T{h-]QXGRt{r}(*r8nfa)?~\[x7xizf 3F.!6RhM6nuU|M>J{wqMru?|6ww|dxMUivls{U*

2022-05-23 16:37:43 UTC 691 IN Data Raw: 11 ab e5 6a 41 fd d4 5d 95 6d 2e fd 6c 33 49 e3 77 37 db 99 61 b2 9d d9 fe 52 fe d0 2d bf cf d2 48 af d2 5d 99 
e7 5e 56 59 ce dd f2 18 57 87 76 3c bb f4 da e5 ff a4 ea d2 64 df 35 49 73 b3 cf f2 38 6f 4c 92 e7 f2 d9 3e 58 6d da ba 99 
46 a6 23 ef d5 ba 2b db 75 d5 ae 33 f3 dd 08 ba 01 aa bd 72 a0 72 a0 72 e0 41 e1 c0 64 3f 68 47 6e 67 aa 7b 74 ea c8 a1 
e3 4f a7 32 e9 f8 a1 e5 50 07 c8 13 20 1c 23 ac 60 1f 10 3b c5 41 70 93 41 ba bc 35 0d e9 6f 47 19 47 6a e3 e9 da 23 de 
1d f2 9d 29 ae af ad 33 9b ce 59 01 ce a4 73 72 7d da 8d 63 06 dd 5f 03 c4 73 00 5e b9 70 b1 94 d7 99 95 ff f9 4b 65 f3 f2 
95 32 8d 90 de a7 6c c7 0e 1f 2e d7 a0 79 fe cf fe ac fc f6 93 4f 96 b9 df fc 5b e5 14 33 89 e7 b9 c6 ee f4 c3 0f 97 2b 17 2f 
20 14 34 42 79 f2 da b8 ab aa 1c f8 20 38 
Data Ascii: jA]m.l3Iw7aR-H]^VYWv<d5Is8oL>XmF#+u3rrrAd?hGng{tO2P #`;ApA5oGGj#)3Ysr}c_s^pKe2l.yO[3+/ 4By 8

2022-05-23 16:37:43 UTC 707 IN Data Raw: a5 41 1c ef f5 32 8e 68 6b 40 de 78 96 bf 3e bb 64 8b 02 f4 68 25 98 cc 28 48 17 c0 2e 0d 5f 87 be 55 34 48 
aa d0 23 30 8e 68 4f 0a 9b 77 69 b0 a8 9e 19 8d d9 f6 b3 13 c6 b8 fa 48 7d d1 7e ee 36 fa 4e e3 9f 6b f1 67 6f f3 f3 13 7f 
4e 3d cf 0d e2 de ea 80 7c c3 33 47 f6 da 23 38 87 09 43 d7 b2 17 af a2 43 1c 26 cc 27 e4 df 61 e1 ed 77 60 f0 d4 6c ef 
dd 07 a3 dc a8 7f 90 c4 ab 6e 04 2f 33 be 8f 12 26 bf 09 05 12 0a 7c 1e 29 10 de 0d ed f7 8e be e1 fa 26 bb a4 5c 82 02 
49 ea 5d 0a ef ef 23 7f fe d5 5e ff 86 eb 58 ef 27 cd 4f b4 57 1a a5 f7 b4 be 57 ba 24 7c 3e 29 40 7f f2 71 6b 7f 50 7c ff f9 
6c 4a 52 eb 84 02 09 05 12 0a fc e3 52 c0 df 9f 2a 55 1f 44 ff 60 3a a0 f7 09 be 7f 40 37 7f 34 e3 ef 5c bf a6 bd 82 ae 79 
9e 7e bf e2 f4 51 f7 72 75 ee c1 ef f7 7b 75 
Data Ascii: A2hk@x>dh%(H._U4H#0hOwiH}~6NkgoN=|3G#8CC&'aw`ln/3&|)&\I]#^X'OWW$|>)@qkP|lJRR*UD`:@74\y~Q
ru{u

2022-05-23 16:37:43 UTC 708 IN Data Raw: 3d 32 65 93 de 97 f1 bb 55 cd 25 d1 2e 03 0a 45 33 7e 44 d8 58 d2 96 5d bc 70 c1 b6 e0 d9 3e a8 a1 0b 24 03 
38 33 8b 2c 95 06 9d b2 98 2a a4 53 38 ba 03 c4 cb 6c 40 74 2d 70 7f 96 74 2b d8 c7 77 a5 de b0 17 be f7 43 5b b8 76 
c3 26 58 82 ed d0 d3 8f d9 c0 7d 07 b0 bf 47 3a cd 78 61 b4 6c 14 47 c9 21 38 bd 04 76 9d 56 f1 1a c5 2a 47 99 8c 5f fc 
37 c8 27 43 17 1e f7 a5 3a df c2 b1 9f f2 56 a0 4a f8 73 20 a3 16 a0 17 67 7e 0b a8 cc 8b 96 43 e3 5b 00 e2 db ad eb d8 
11 ab 9f 3d 65 0b 38 d5 93 46 43 e0 80 48 2b 03 db fc 3c ee d4 3b 94 0f 74 6d 3e fb bc bd f1 dc cf 6c f9 e2 15 9b 9c 9a 
b6 2f 3d fd 94 95 be 04 53 02 fb 4f a1 f2 f2 5a 1d 5f 76 d8 f6 0b cc 0f e1 28 b0 53 4c 01 24 fd 6a 04 8e 0a fb 26 26 6c ef fd 
f7 db c4 f4 76 da ce 75 34 3e ca f4 6d 17 63 f1 22 de 
Data Ascii: =2eU%.E3~DX]p>$83,*S8l@t-pt+wC[v&X}G:xalG!8vV*G_7'C:VJs g~C[=e8FCH+<;tm>l/=SOZ_v(SL$j&&l
vu4>mc"

2022-05-23 16:37:43 UTC 724 IN Data Raw: 2a e9 e6 83 5b 45 ef 57 7d aa 27 c5 2e 29 aa 1f fb 8e 6d c3 89 db fc b3 2a 1c e8 eb 5b c7 44 e6 fb fb 8a cd fb 
fb fe 20 fd c7 76 1f 79 1d 40 a4 17 71 0d 56 e2 4c 2a 82 41 90 f6 76 03 c9 d6 7e 17 51 f0 01 5b f9 22 8b 04 36 60 33 d2 
6a e6 d1 6a 1b e6 cc 46 b4 f9 3f fb 6f fe a5 bd f1 b3 5f da 0b 98 28 ff ea 85 5f db f5 a5 05 7b f4 32 3e ec 22 f4 9b 37 c3 d0 
2b 44 25 1f b2 71 b4 c2 d7 c8 b9 5d a9 4a 0f 8f 09 3e d7 cd 40 c8 13 98 5a e7 d1 90 77 32 03 04 9a 87 b6 41 e8 92 44 99 
6f 43 c0 14 27 bc ce 40 e5 a7 df 20 05 5e 16 b2 96 47 43 9c 83 70 93 20 9c d1 43 c8 e8 23 8d 2f fa 38 f9 c8 16 20 88 4d 
b4 b0 15 08 1d 56 e4 64 4c 23 60 1b 91 d2 43 e0 37 26 24 6d b6 4c c6 6b 98 5c 57 09 58 d7 a2 de a0 ee bb 34 fc f2 29 
d7 c4 d1 68 67 c8 5b 9e 61 3c 12 16 74 ca 4b 58 fd 
Data Ascii: *[EW}'.)m*[D vy@qVL*Av~Q["6`3jjF?o_(_{2>"7+D%q]J>@Zw2ADoC'@ ^GCp C#/8 MVdL#`C7&$mLk\WX4)
hg[a<tKX

2022-05-23 16:37:43 UTC 725 IN Data Raw: 70 2e 0f 61 96 a9 3a 1a ed 14 5a 69 cb 8e 5a e5 f8 5b 76 ee c4 71 9b c3 a7 7c 3c 53 b4 8d 49 cc d1 d1 6e cb 
5a a2 8e b5 c0 ba 27 ee e3 19 cb 93 82 8d 1c eb 98 9b 07 25 b2 b4 fe e2 fa 10 d7 04 44 5f a6 f0 ba 8f 6d 88 b4 dc 25 8a 
d2 a8 eb 1b 82 a0 75 09 22 e1 8f 0e 31 16 88 b1 4a bb 82 2e 1f a1 48 23 d3 46 2e d0 26 98 df 30 c3 af e3 2a d0 c4 c2 82 
18 03 2c 12 88 84 6c 00 68 b8 8b 63 e3 34 e2 46 ca 1c 82 76 48 12 98 03 42 00 48 7d 78 6e 48 1f 58 44 db 5f 44 30 62 f3 
25 5b 7e f3 1d 6b 10 9b 40 32 86 c5 36 26 f6 db d7 d9 e8 e6 29 62 03 0e e1 12 81 e0 22 4b 5d b4 ed cb dc f3 2a a4 7e 0c 
3f 7f 6c 33 10 40 70 cd 24 e0 77 58 84 97 30 45 a8 c2 c3 04 4e 12 70 34 2c 25 77 04 a5 a6 c3 8d a3 5e 26 b3 c1 72 d3 26 
21 e5 29 84 30 48 a5 78 06 30 05 39 7f d9 e6 4f 9d b5 f3 
Data Ascii: p.a:ZiZ[vq|<SInZ'%D_m%u"1J.H#F.&0*,lhc4FvHBH}xnHXD_D0b%[~k@26&)b"K]*~?l3@p$wX0ENp4,%w^&r
&!)0Hx09O

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:37:43 UTC 741 IN Data Raw: aa a2 4c 02 4d e6 97 21 bd db ce c3 87 6d 1e 21 c2 05 fc cb 97 11 76 19 1a 7a 1b 1c 41 f9 ce e0 e9 fb e0 97 
bf 68 05 6c d5 d7 61 59 30 b1 91 eb 21 58 09 82 13 7c dd d3 eb 27 ec 1f 5e 79 c1 46 18 57 7a b4 00 6e 23 f6 b0 ac 09 f6 
1e b2 dd 3b 0f 98 11 d3 c0 8a cc 63 10 cd bb a2 d0 c3 aa 47 77 6c b3 3c 96 09 c5 cd 9b c0 0a 21 1a 7e f1 e8 eb b9 16 f5 
10 c6 ec ba f7 a8 cd 2e ae 58 06 bc 6a 98 e7 e7 f6 6d 0d 41 0d 17 10 d6 9c 3e 7f d6 66 7e f8 8f b6 28 c1 cb e6 f5 b6 f7 c8 
11 fb da 97 bf 6a 13 dc 0b db 84 80 61 80 31 0b 74 82 17 86 54 00 7a 8e bc 38 02 8e 80 23 e0 08 38 02 77 19 01 27 f3 77 
f9 06 f8 e5 1d 01 47 e0 ee 23 10 49 78 5c 4b 22 aa 72 3b 32 af 7a b1 ac 25 ec 91 c4 eb bc 34 f1 ea 23 d6 d1 b1 d8 d6 09 
be d0 f8 f0 45 0a 51 11 f1 1b 11 d6 39 20 56 2f 6a 09 
Data Ascii: LM!m!vzAhlaY0!X|'^yFWzn#;cGwl<!~.XjmA>f~(ja1tTz8#8w'wG#Ix\K"r;2z%4#EQ9 V/j

2022-05-23 16:37:43 UTC 742 IN Data Raw: 6b 2a 86 6d 89 50 54 82 de 9e 9d 10 ec 8f df 82 08 74 12 2d f8 61 e6 d3 44 f8 91 c5 b2 a1 83 b5 84 4c e1 97 
56 16 ad c5 b5 b3 dc 87 3a 04 7a 88 76 65 c6 99 06 8f 51 c6 f0 f0 ef 7d cb be f0 cd af 59 19 13 fd 56 b3 6e 43 32 9d 9f 62 
91 96 bd 0a f0 dc 27 80 42 a8 81 8f bf f0 42 63 be fb f1 47 ac b0 01 01 01 d6 10 24 89 67 78 e4 aa 47 fc 51 ae 93 5a 4e 
44 1c bc 72 0f de 67 eb eb 60 81 5f 85 4c 17 d3 64 1f 78 e4 9f ff 81 3d f2 f5 6f da 12 16 04 75 70 9f 38 8c 09 bf dc 6a 08 
8e 47 a2 79 70 ab 5a 89 f4 78 55 84 07 39 4c f6 8b b8 26 64 f0 ad af 85 59 fb 3f 8e 80 23 e0 08 38 02 8e c0 dd 43 c0 c9 fc 
dd c3 de af ec 08 38 02 77 19 01 69 e0 45 ba e3 5a db 91 a0 6b 68 91 a4 c7 ed 38 5c 1d 57 3d 91 81 7e c2 af f3 da 17 89 
57 9d 48 e6 75 4c fb 5e 3e 3e 04 44 28 45 30 a1 
Data Ascii: k*mPTt-aDLV:zveQ}YVnC2b'BBcG$gxGQZNDrg`_Ldx=oup8jGypZxU9L&dY?#8C8wiEZkh8\W=~WH
uL^>>D(E0

2022-05-23 16:37:43 UTC 758 IN Data Raw: 70 bb 3d 1b 79 75 46 7a 4d 8d 80 11 30 02 46 c0 08 18 01 23 60 04 b6 0b 01 ce f9 48 35 dd 2e 2f ed cd 2a 11 
c8 ce d1 b3 fa 56 5f d6 ad bf d5 3f cb af 17 81 79 c6 3f b6 51 5e 34 f3 2e 6b 97 d5 67 fa a9 8f 3a 94 17 a5 5e 81 3c ab ed 
dc 3a cf f3 f2 6c f0 89 a3 59 1c e7 16 7a 9e 97 ff cc 67 3e 53 16 c4 09 fa 09 f8 79 a6 9e c0 fd e2 c5 8b e5 51 77 bd f8 0e 
3d 43 77 bf 97 b7 d9 d3 58 89 20 5e 89 80 fd 77 7f f7 77 cb ea fb 8b 2f be 58 ee eb c7 28 57 17 08 da ff f0 0f ff b0 3c 3b ff 
bd ef 7d af 5c 49 b8 f7 de 7b 8b 61 1c c0 21 9c c5 30 9d 53 07 e9 84 93 11 30 02 46 c0 08 18 81 56 04 b2 df 13 2e 2c 3b 
8d 23 a0 e0 6d ac 85 7e b7 c7 ea 37 cd cf fc cf fc e3 3c 66 28 49 6f 6b ff b3 f9 39 66 5f 3e c9 0f 95 17 a5 cc 7f e9 a8 e9 ec 
4d f6 b3 d5 f9 ba ae 2e 8f d9 cd fa 27 
Data Ascii: p=yuFzM0F#`H5./*V_?y?Q^4.kg:^<:lYzg>SyQw=CwX ^ww/X(W<;}\I{a!0S0FV.,;#m~7<f(Iok9f_>M.'

2022-05-23 16:37:43 UTC 759 IN Data Raw: db ed 89 87 59 6d ff 2f ff e5 f7 ca 73 f2 e7 cf df 51 f4 12 cc f3 d2 3b 5e 38 8f ae e7 9f 7f be 7b b2 7f c3 3d 8b e7 
24 e4 d0 ad 44 fb f8 12 bc 34 98 c7 29 1e bc e7 9e 7e 6e 15 e0 53 75 df f9 ce 77 ca ca fc 43 0f 3d 54 1e d0 27 d8 ff fa d7 
bf 5e f2 ff f0 0f ff 50 be 8d c7 ed 07 6c dc 72 8f 0e de d0 07 c5 01 d2 d0 20 c8 49 53 23 60 04 8c 80 11 30 02 46 c0 08 6c 
12 81 2c 98 6d 3d 99 cf f4 af a2 ef b2 51 d3 59 10 3f 5b 9d af eb 54 6e b5 1f 4f 7e 87 74 c5 7a e5 45 69 1f f3 43 f2 ab f2 
73 48 b7 79 eb 47 20 1b df cc 83 56 f9 4c 7f 56 df 6a bf 55 be d5 bf 75 db cf fc cb ea a3 7f ca 8b 22 ab 7c 4d 63 9d 6c 0c 
b5 51 dd 14 ad e5 54 46 86 e3 8f 02 79 02 70 ca 2c 66 13 94 b3 1a cf 06 9f 36 f0 09 c6 3f ff f9 cf 77 5f fe f2 97 bb 5f fe e5 
5f ee 76 ee e0 c5 f1 b3 ba b7 
Data Ascii: Ym/sQ;^8{=$D4)~nSuwC=T'^Plr IS#`0Fl,m=QY?[TnO~tzEiCsHyG VLVjUu"|MclQTFyp,f6?w___v

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 18:37:35

Start date: 23/05/2022

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 2760, Parent PID: 2784

General
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Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "http://click.email.wynnagency.net/?qs=53b380b0fd541e947
0af0517499a31f65699a409d124804e8330be97f07a6be3d735f6164f2c53fcbd46ea195dd27c8ba03d2e27fad8c0d5

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 1

Start time: 18:37:37

Start date: 23/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1596,33516
06549753181624,18422409383362218620,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1916 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Activities

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 344, Parent PID: 2760

General

File Activities
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Disassembly
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