
ID: 632536
Cookbook: browseurl.jbs
Time: 18:51:11
Date: 23/05/2022
Version: 34.0.0 Boulder Opal
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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\737453d7-9b04-454d-8350-a2f443e34d86.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\76c25421-7475-41fc-9d03-0e4f334e3897.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\17142e13-c992-4d20-833a-3a2866ff4969.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\188a5c7f-7b97-4270-a7e2-19a683fa8e9e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2dbf9f34-a9f6-41c3-b15a-470052772be7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4222927f-96b2-4ef5-b186-08b5c35640db.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\464bc9b8-33f4-400c-8a55-7f584e82861e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55ff4478-4eb2-43af-8c59-47231d088667.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\765921ef-89a1-420e-a32c-2f2abdaa1c4e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\825acf00-e4bf-4f1b-8cc2-b596e0051457.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\99382a5d-c6ce-44a3-9daa-cf8be14795b2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9d34fc0e-8422-42a5-b2b3-a52a9eae2f07.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\689bf705-b3b8-4275-9d28-f62f4851cb00.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\8f61aeb3-4ffe-4677-b38b-02747c015eda.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\dbded082-0196-4127-bd90-8d499e3d6cf5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ce39eab6-e7da-4dbc-994f-ba3de667560c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f1a1621d-a8c6-4916-8d62-ae66f48da2ce.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\a9f36b6d-4198-43d0-a40b-c8b8e8656b5b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ad4bcdd1-510b-4cf1-8a21-b084bb78d8d8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ca380490-f650-4f8c-8c84-29c3505136e2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\fc97bf5d-2a26-4f73-8ba7-7a79958c1774.tmp
C:\Users\user\AppData\Local\Temp\31695672-8122-4e39-9e9f-ba39c5acfbed.tmp
C:\Users\user\AppData\Local\Temp\379378f9-c9c3-4eb9-ac07-15f362e408de.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\379378f9-c9c3-4eb9-ac07-15f362e408de.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\en_GB\messages.json
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C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\vi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\zh_CN\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\zh_TW\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\craw_background.js
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\craw_window.js
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\css\craw_window.css
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\html\craw_window.html
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\flapper.gif
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\icon_128.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\icon_16.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_close.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_hover.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_maximize.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_pressed.png
C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\manifest.json

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 5268, Parent PID: 412

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 6152, Parent PID: 5268
General
File Activities

Analysis Process: chrome.exePID: 4716, Parent PID: 5268
General

Disassembly
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Windows Analysis Report 
http://i.mt00.net/subscribe?server_action=Unsubscribe&list=marques&sublist=*&msgid=1653310821.95033&email_address=gsalas%40firstamnapa.com…

Overview

General Information

Sample URL: i.mt00.net/subscribe?
server_action=Unsubscrib
e&list=marques&sublist=*
&msgid...ues&sublist=*&
msgid=1653310821.95033
&email_address=gsalas%
40firstamnapa.com

Analysis ID: 632536

Infos:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

HTML body contains low number of …

No HTML title found

Form action URLs do not match ma…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5268 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "http://i.mt00.net/subscribe?server_a

ction=Unsubscribe&list=marques&sublist=*&msgid=1653310821.95033&email_address=gsalas%40firstamnapa.com MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 6152 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1612,2105695711067381704,5978694966273749560,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1944 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 4716 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-h

andle=1612,2105695711067381704,5978694966273749560,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handl
e=5000 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
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Movement

Collection Exfiltration
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and
Control

Network
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OS
Credential
Dumping
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on Insecure
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Without
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on
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System
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Boot or
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n Scripts

Boot or
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n Scripts

1
Process
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Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
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Media

Exfiltration
Over
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3
Non-
Application
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Protocol
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to Redirect
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Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
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At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

4
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
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on
Discovery

Distributed
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Object
Model

Input
Capture
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Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap
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Snort Signatures

Joe Sandbox Signatures

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph

ID: 632536

URL: http://i.mt00.net/subscribe...

Startdate: 23/05/2022

Architecture: WINDOWS

Score: 1

www.savicom.net www.savicom.com 5 other IPs or domains

chrome.exe

13 273

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

163

        started       

chrome.exe

        started       

i.mt00.net

216.39.113.141, 49733, 49734, 49735

UNITEDLAYERUS

United States

www.savicom.net

216.39.113.207, 443, 49773, 49774

UNITEDLAYERUS

United States

23 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

i.mt00.net/subscribe?
server_action=Unsubscribe&list=marques&sublist=*&msgid=1653310821.95033&email_address=gsalas
%40firstamnapa.com

0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://www.savicom.net/vendor/jquery.cookie.js 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.savicom.net/images/building-user1.png 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-feature.png 0% Avira URL Cloud safe

www.savicom.net/2=Savicom 0% Avira URL Cloud safe

https://www.savicom.net/images/building-building.png 0% Avira URL Cloud safe

https://www.savicom.net/images/bgimages-device.png 0% Avira URL Cloud safe

https://www.savicom.net/images/bgimages-bg.jpg 0% Avira URL Cloud safe

https://www.savicom.net/images/special-email.png 0% Avira URL Cloud safe

https://www.savicom.net/img/logo.png 0% Avira URL Cloud safe

https://www.savicom.net/images/guidelines-layer.png 0% Avira URL Cloud safe

https://www.savicom.net/images/special-special.png 0% Avira URL Cloud safe

https://www.savicom.net/img/slides/self-slide-220.png 0% Avira URL Cloud safe

https://www.savicom.net/images/guidelines-left-s.png 0% Avira URL Cloud safe

https://www.savicom.net/vendor/flexslider/flexslider.css 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-savicom.png 0% Avira URL Cloud safe

https://www.savicom.net/vendor/fancybox/jquery.fancybox.css 0% Avira URL Cloud safe

https://www.savicom.net/images/guidelines-right-s.png 0% Avira URL Cloud safe

https://www.savicom.net/img/slides/html-edit.jpg 0% Avira URL Cloud safe

https://www.savicom.net/images/guidelines-inthe.png 0% Avira URL Cloud safe

https://www.savicom.net/images/building-sign2.png 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-previews2.png 0% Avira URL Cloud safe

https://www.savicom.net/img/slides/cust-1.png 0% Avira URL Cloud safe

https://www.savicom.net/css/bootstrap.css 0% Avira URL Cloud safe

https://www.savicom.net/vendor/jquery.easing.js 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-design2.png 0% Avira URL Cloud safe

https://www.savicom.net/images/guidelines-learnmore.png 0% Avira URL Cloud safe

https://www.savicom.net/images/sltest-compB2.png 0% Avira URL Cloud safe

https://www.savicom.net/images/special-char.png 0% Avira URL Cloud safe

https://www.savicom.net/images/sltest-line.png 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-analytics2.png 0% Avira URL Cloud safe

https://www.savicom.net/images/building-your.png 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-previews.png 0% Avira URL Cloud safe

https://www.savicom.net/vendor/selectnav.js 0% Avira URL Cloud safe

https://www.savicom.net/images/litmus-bg-plain.jpg 0% Avira URL Cloud safe

https://www.savicom.net/images/guidelines-bp.png 0% Avira URL Cloud safe

https://www.savicom.net/img/slides/audience-manage.jpg 0% Avira URL Cloud safe

https://www.savicom.net/images/building-learnmore.png 0% Avira URL Cloud safe

i.mt00.net/subscribe?server_action=Unsubscribe&list=marques&sublist= 0% Avira URL Cloud safe

https://dns.google 0% URL Reputation safe

https://www.savicom.net/images/sltest-compB3.png 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 142.250.184.227 true false high

accounts.google.com 142.250.184.205 true false high

stats.l.doubleclick.net 173.194.76.157 true false high

code.tidio.co 104.26.9.183 true false unknown

github.com 140.82.121.4 true false high

raw.githubusercontent.com 185.199.108.133 true false unknown

emoji.twemoji.netdna-cdn.com 23.111.9.57 true false high

socket.tidio.co 54.76.99.176 true false unknown

widget-v4.tidiochat.com 104.26.8.139 true false high

www.savicom.net 216.39.113.207 true false unknown

p-chzh00.kxcdn.com 94.126.16.223 true false high

maps.google.com 142.250.186.46 true false high

Domains and IPs

Contacted Domains
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ssl-google-analytics.l.google.com 142.250.186.168 true false high

www.google.com 142.250.186.132 true false high

i.mt00.net 216.39.113.141 true false unknown

clients.l.google.com 142.250.185.110 true false high

www.google.ch 142.250.186.67 true false high

seal-blue.bbb.org unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.google.com unknown unknown false high

www.savicom.com unknown unknown false unknown

seal-goldengate.bbb.org unknown unknown false high

twemoji.maxcdn.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://www.savicom.net/vendor/jquery.cookie.js false Avira URL Cloud: safe unknown

https://www.savicom.net/images/building-user1.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/litmus-feature.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/building-building.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/bgimages-device.png false Avira URL Cloud: safe unknown

i.mt00.net/subscribe?
server_action=Unsubscribe&list=marques&sublist=*&msgid=1653310821.95033&email_address=gs
alas%40firstamnapa.com

false unknown

https://www.savicom.net/images/bgimages-bg.jpg false Avira URL Cloud: safe unknown

https://www.savicom.net/images/special-email.png false Avira URL Cloud: safe unknown

https://www.savicom.net/img/logo.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/guidelines-layer.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/special-special.png false Avira URL Cloud: safe unknown

https://www.savicom.net/img/slides/self-slide-220.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/guidelines-left-s.png false Avira URL Cloud: safe unknown

https://seal-goldengate.bbb.org/logo/sehzbam/savicom-536481.png false high

https://www.savicom.net/vendor/flexslider/flexslider.css false Avira URL Cloud: safe unknown

https://www.savicom.net/images/litmus-savicom.png false Avira URL Cloud: safe unknown

https://www.savicom.net/vendor/fancybox/jquery.fancybox.css false Avira URL Cloud: safe unknown

https://www.savicom.net/images/guidelines-right-s.png false Avira URL Cloud: safe unknown

https://www.savicom.net/img/slides/html-edit.jpg false Avira URL Cloud: safe unknown

https://www.savicom.net/images/guidelines-inthe.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/building-sign2.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/litmus-previews2.png false Avira URL Cloud: safe unknown

https://www.savicom.net/img/slides/cust-1.png false Avira URL Cloud: safe unknown

https://www.savicom.net/css/bootstrap.css false Avira URL Cloud: safe unknown

https://www.savicom.net/vendor/jquery.easing.js false Avira URL Cloud: safe unknown

https://widget-v4.tidiochat.com/1_96_0/static/js/render.966e9b15d3faf6e2fc37.js false high

https://www.savicom.net/images/litmus-design2.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/guidelines-learnmore.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/sltest-compB2.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/special-char.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/sltest-line.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/litmus-analytics2.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/building-your.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/litmus-previews.png false Avira URL Cloud: safe unknown

https://www.savicom.net/vendor/selectnav.js false Avira URL Cloud: safe unknown

https://www.savicom.net/images/litmus-bg-plain.jpg false Avira URL Cloud: safe unknown

https://www.savicom.net/images/guidelines-bp.png false Avira URL Cloud: safe unknown

https://www.savicom.net/img/slides/audience-manage.jpg false Avira URL Cloud: safe unknown

https://www.savicom.net/images/building-learnmore.png false Avira URL Cloud: safe unknown

https://www.savicom.net/images/sltest-compB3.png false Avira URL Cloud: safe unknown

https://seal-goldengate.bbb.org/logo/savicom-536481.js false high

https://www.savicom.net/images/bgimages-bg.png false unknown

https://www.savicom.net/images/building-audience.png false unknown

Contacted URLs
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https://www.savicom.net/css/fonts/font-awesome/font/fontawesome-webfont.woff false unknown

https://www.savicom.net/images/litmus-analytics.png false unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://www.savicom.net/images/building-impressions.png false unknown

https://www.savicom.net/vendor/jflickrfeed/jflickrfeed.js false unknown

https://www.savicom.net/img/slides/learnmore-default.png false unknown

https://www.savicom.net/images/guidelines-left-b.png false unknown

https://www.savicom.net/images/building-data2.png false unknown

https://www.savicom.net/vendor/brie5jiff/185549.js false unknown

https://www.savicom.net/images/sltest-B.png false unknown

i.mt00.net/favicon.ico false unknown

https://www.savicom.net/images/bgimages-learnscreen.png false unknown

https://www.savicom.net/images/building-col2.png false unknown

https://www.savicom.net/css/bootstrap-responsive.css false unknown

https://www.savicom.net/images/litmus-and.png false unknown

https://www.savicom.net/images/special-trouble.png false unknown

https://www.savicom.net/images/sltest-compA2.png false unknown

https://www.savicom.net/images/guidelines-ed.png false unknown

https://www.savicom.net/images/bgimages-learnmore.png false unknown

https://www.savicom.net/img/slides/tech-3.png false unknown

https://www.savicom.net/images/litmus-design.png false unknown

https://www.savicom.net/css/custom.css false unknown

https://www.savicom.net/images/preheader-bg.jpg false unknown

https://code.tidio.co/3onhq9rlfmccr6dmyehryr0nifbx4f2c.js false unknown

https://www.savicom.net/vendor/bootstrap.js false unknown

https://www.savicom.net/images/litmus-litmus.png false unknown

https://www.savicom.net/images/guidelines-left-m.png false unknown

https://www.savicom.net/images/special-block.png false unknown

https://www.savicom.net/images/litmus-spotlight.png false unknown

www.savicom.com/ false unknown

https://www.savicom.net/images/litmus-compR.png false unknown

https://www.savicom.net/images/litmus-coding.png false unknown

https://www.savicom.net/css/theme-responsive.css false unknown

https://www.savicom.net/images/special-mag.png false unknown

https://www.savicom.net/vendor/isotope/jquery.isotope.css false unknown

https://www.savicom.net/images/guidelines-right-b.png false unknown

https://www.savicom.net/images/litmus-compL.png false unknown

https://www.savicom.net/images/sltest-testing.png false unknown

https://www.savicom.net/img/slides/analyze.jpg false unknown

https://www.savicom.net/images/sltest-vs.png false unknown

https://www.savicom.net/images/sltest-compA1.png false unknown

https://www.savicom.net/images/building-col3.png false unknown

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://stats.g.doubleclick.net 420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp.1.dr false high

www.savicom.net/2=Savicom History Provider Cache.0.dr false Avira URL Cloud: safe unknown

https://www.google.com 825acf00-e4bf-4f1b-8cc2-b596e0051457.tmp.1.dr, 765
921ef-89a1-420e-a32c-2f2abdaa1c4e.tmp.1.dr, 
4222927f-96b2-4ef5-b186-08b5c35640db.tmp.1.dr, 
420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp.1.dr

false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

i.mt00.net/subscribe?
server_action=Unsubscribe&list=marques&sublist=

History Provider Cache.0.dr false Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Copyright Joe Security LLC 2022 Page 10 of 166



https://dns.google 825acf00-e4bf-4f1b-8cc2-b596e0051457.tmp.1.dr, 765
921ef-89a1-420e-a32c-2f2abdaa1c4e.tmp.1.dr, 
dbded082-0196-4127-bd90-8d499e3d6cf5.tmp.1.dr, 
689bf705-b3b8-4275-9d28-f62f4851cb00.tmp.1.dr, 42
22927f-96b2-4ef5-b186-08b5c35640db.tmp.1.dr, 
8f61aeb3-4ffe-4677-b38b-02747c015eda.tmp.1.dr, 
420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://www.savicom.net/2=Savicom History Provider Cache.0.dr false unknown

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://play.google.com 825acf00-e4bf-4f1b-8cc2-b596e0051457.tmp.1.dr, 765
921ef-89a1-420e-a32c-2f2abdaa1c4e.tmp.1.dr, 
4222927f-96b2-4ef5-b186-08b5c35640db.tmp.1.dr, 
420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp.1.dr

false high

https://www.google.ch 420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp.1.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.186.46 maps.google.com United States 15169 GOOGLEUS false

173.194.76.157 stats.l.doubleclick.net United States 15169 GOOGLEUS false

142.250.186.67 www.google.ch United States 15169 GOOGLEUS false

23.111.9.57 emoji.twemoji.netdna-
cdn.com

United States 33438 HIGHWINDS2US false

216.39.113.207 www.savicom.net United States 23342 UNITEDLAYERUS false

142.250.186.132 www.google.com United States 15169 GOOGLEUS false

142.250.184.205 accounts.google.com United States 15169 GOOGLEUS false

142.250.184.227 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

216.39.113.141 i.mt00.net United States 23342 UNITEDLAYERUS false

104.26.8.139 widget-v4.tidiochat.com United States 13335 CLOUDFLARENETUS false

World Map of Contacted IPs

Public IPs
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54.76.99.176 socket.tidio.co United States 16509 AMAZON-02US false

94.126.16.223 p-chzh00.kxcdn.com Switzerland 21069 ASN-
METANETRoutingpeeringis
suesnocmetanetchCH

false

142.250.185.110 clients.l.google.com United States 15169 GOOGLEUS false

140.82.121.4 github.com United States 36459 GITHUBUS false

239.255.255.250 unknown Reserved unknown unknown false

185.199.108.133 raw.githubusercontent.co
m

Netherlands 54113 FASTLYUS false

104.26.9.183 code.tidio.co United States 13335 CLOUDFLARENETUS false

142.250.186.168 ssl-google-
analytics.l.google.com

United States 15169 GOOGLEUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 632536

Start date and time: 23/05/202218:51:11 2022-05-23 18:51:11 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 49s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: i.mt00.net/subscribe?
server_action=Unsubscribe&list=marques&sublist=*&msgid=1653310821.95033&email_address=gsalas%40firstamnapa.com

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

17

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@31/97@22/20

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: http://www.savicom.net/
Browse: http://www.savicom.com/

Exclude process from analysis (whitelisted): audiodg.exe, BackgroundTransferHost.exe, MusNotifyIcon.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.186.174, 173.194.187.41, 34.104.35.123, 142.250.186.131, 142.250.181.234, 142.250.184.234, 142.250.186.170, 142.250.185.74,
142.250.185.99, 142.250.185.131, 80.67.82.235, 80.67.82.211
Excluded domains from analysis (whitelisted): fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, fonts.gstatic.com, ajax.googleapis.com, settings-win.data.mic
rosoft.com, clientservices.googleapis.com, a1449.dscg2.akamai.net, arc.msn.com, ssl.google-analytics.com, maps.googleapis.com, redirector.gvt1.com, edgedl.me.gvt1.com, store-
images.s-microsoft.com, login.live.com, r4.sn-4g5e6nsd.gvt1.com, update.googleapis.com, r4---sn-4g5e6nsd.gvt1.com, www.gstatic.com, img-prod-cms-rt-microsoft-com.akamaized.net,

Private

General Information

Warnings
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cdn.onenote.net
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
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Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.749369535865644

Encrypted: false

SSDEEP: 384:t/qJ5Hs23s/PVoOV0Ntruvxr3SlDeHP6G+xrsPFRxSrzPirQhmYsCMrF11yOP/16:l6u5dSHA24ej1LfwH7O3KRf1Zg

MD5: D6691FDC3EF8E9E4DEF6BAF779DF2D92

SHA1: 98EAF1013329D6FE028B2099608C9CCA46883D0E

SHA-256: C7F3A5617B1B869783C66D95D357E471A9EF54CECE85C8488C4B2566F0087FDA

SHA-512: 14B0A203F8335AA1333A490D9BCF1635786DE1F293151F4710C5962AB4C47F0640AB05AEC3A253689321F1B341A3406D021820C7EC5D44C610B83BCFA76A8D61

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205559

Entropy (8bit): 6.072954383342789

Encrypted: false

SSDEEP: 6144:N2eX5kVfXhSm/TCXnqn3A9KaqfIlUOoSiuRx:N2UkhxSa+qK5om

MD5: 1A030CF10F148445D361B19DA752F295

SHA1: A8EAAE37351C9AA6306E14E8BA7D0BBFE37EC233

SHA-256: 09CB0D2631110090237A93BF5DE4DE8CB79ED63669E603B38A04F18FA7BB64A9

SHA-512: CAA269EBCD36FEEAC547216A4FF1FCEA9CC3F1C77AAEF81F9BD02F0B677D949B87A5CD81FF7969B038398B0A163762C27DCD991C3D59D46A915196F30DDE57
54

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653357149700572e+12,"network":1.65332475e+12,"ticks":129685091.0,"uncertainty":4354397.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYi
wg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQ
j2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639078978"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

C:\Users\user\AppData\Local\Google\Chrome\User Data\737453d7-9b04-454d-8350-a2f443e34d86.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\76c25421-7475-41fc-9d03-0e4f334e3897.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
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SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Reputation: low

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5190

Entropy (8bit): 4.9825130526349914

Encrypted: false

SSDEEP: 96:nrCica1pcKIcbVwok0JCKL8GUk91fbOTQVuwn:nrC81pcGJv4Kgk9R

MD5: AB1947633F28FA9EAB4B294AB093320A

SHA1: 3709E993601A56B6D8913EE971FC7C3BA7F15049

SHA-256: 4BF199BF420FB8C721B0C6FA8F01F99B1189D2181C9A7602F851B22BD7158F4D

SHA-512: BB0E9B71CD87F35BBE352E3EC99A58F9B23BEE88C6101790844FBC12BD4E4EACB17EA02C8C283D65A5FC9B29D43FB66864CD25E5E1AFDFEC9D39F7887EF86
ED5

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297830748069262","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17530

Entropy (8bit): 5.574659665088969

Encrypted: false

SSDEEP: 384:x5Zt3LlOaXM1kXqKf/pUZNCgVLH2HfDxrUa5Kw4g:fLlzM1kXqKf/pUZNCgVLH2Hf1rUJwv

MD5: BA4055F1D536029DCC67B5655D476F03

SHA1: CC2CD99EE2F8F63760E0855C0D9194681E4EA97C

SHA-256: 798AA66C1FF102BB1C902CB5F202938C1306AE4ECE6263D76B2D8511FA10CCFF

SHA-512: 7DD09F81027A2D3F097ED08DD5E03FFDAA872B3829C4E88692CAD0620EC29B5B2D1516897FF095CFB0D449799454E1B85BFE64C1791A8C05BD10F620E768D330

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13297830747035604","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5190

Entropy (8bit): 4.982601827339547

Encrypted: false

SSDEEP: 96:nrCica1pcKIcbV3ok0JCKL8GUk91fbOTQVuwn:nrC81pcGJy4Kgk9R

MD5: 5477507B8D09D84029AD6E45A841CCCD

SHA1: 3C1F1375F4197666A61F6D73F11C23AA49163EE4

SHA-256: DE8C9FA11B80619928487CE477E7B79F36518650F65963005BC968F4F0AA0BEF

SHA-512: D4299A2B3737B661E6CE4F1DB2019E4B3085C85DEEA6DAF83B531A504CC2DDF8E97484A67A1C6226FEEF24FF105ED8A49A80BADD634CC01A435A8BA9D3744
E1F

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\17142e13-c992-4d20-833a-3a2866G4969.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\188a5c7f-7b97-4270-a7e2-19a683fa8e9e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2dbf9f34-a9f6-41c3-b15a-470052772be7.tmp
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Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297830748069262","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3495

Entropy (8bit): 4.899042498822747

Encrypted: false

SSDEEP: 96:JTOXGDHa+zsd4r4GtCYrTe6VLeyFqGSvH:JTOXGDHa+zsd40wCY/e6VLeyFqv/

MD5: F5C4A78228DF98D1D36DCAD7DBFA15DC

SHA1: 75B933F5EB1481272D711812F978E3BE71F72AB3

SHA-256: 79DF67E1357A96A91C8289C36368EBC6D0A71AAC63C09852000F7BCA7BD277C5

SHA-512: 2BF57F68BC5B5896390865456F3A5299DEE01311DAB87008BE1232978AAE74E4B75291B63A737312A9DDB4FDC8E8A8E44C70702FAD0A5EDF0D2EE6FE7AF7297
0

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.go
ogleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expira
tion":"13300422749888140","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"e
xpiration":"13300422749914146","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871755235889535

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMZ:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhS

MD5: AE133C52F86E27CD225F807F1DDB33A3

SHA1: A0EB1D7B7D41F31993C975A8B5F27954F90B6DF8

SHA-256: A795DA84B0B14FD651959C4E712B297CA76E50FAF03E18469336F5FB1BE5420A

SHA-512: 098D9CC2B0436B77AE03D9289C2DBF2316B0F0145C7AEE81F8F19A26964AB7F975F941CD2A9E14783E600602A195ED60A059B0EFEFFCEEC2BD0C5923E09663E
3

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.571353594804211

Encrypted: false

SSDEEP: 384:x5ZteLlOaXM1kXqKf/pUZNCgVLH2HfDxrUcilw4R:mLlzM1kXqKf/pUZNCgVLH2Hf1rUPwe

MD5: E6193F23C5000A7001EE2B427EB2FFC9

SHA1: BE71BB6D0D0E5D90078DFAE79E69AD5F9D1CDA50

SHA-256: D6E7BEDA979D1CC3B9EB9100A70FD996368B670DAC4C294F70C3250CA8BCC1C8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\420d47b4-cb9e-4cad-b16f-089fc07800b0.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4222927f-96b2-4ef5-b186-08b5c35640db.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\464bc9b8-33f4-400c-8a55-7f584e82861e.tmp
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SHA-512: 406A63B6F389D4A1E8BC6636DDB6ADEC394AF947D90E363D3FCFC84ECFE2F3F5431EFB69ED150C71E915041E595128FB8D6E324E4797230BFF23DE1B4C15661
B

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13297830747035604","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.5771039470571155

Encrypted: false

SSDEEP: 384:x5Zt3LlOaXM1kXqKf/pUZNCgVLH2HfDxrUL5Xw4Q:fLlzM1kXqKf/pUZNCgVLH2Hf1rUpwX

MD5: 6CA02932C821DE9B209A77E4929289EB

SHA1: 20C356760D3F3AF02B67429A60B696D950A2A9C0

SHA-256: 6AF6042D31854B97ACB1B49E711451237ACD7E55D6F2B9932C244400DD4FA5E1

SHA-512: 5D730B2B0BC4764758FAEC7DD66DDB9929FBFE3A0AC08C22C9470AB59FF21A7A34B0E4BFA698559EAF4FABE5E65262BB53F9E7B6411C2EC7FF63152CD9A42
D8A

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13297830747035604","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55G4478-4eb2-43af-8c59-47231d088667.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\765921ef-89a1-420e-a32c-2f2abdaa1c4e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\825acf00-e4bf-4f1b-8cc2-b596e0051457.tmp
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SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5217

Entropy (8bit): 4.9869044912674125

Encrypted: false

SSDEEP: 96:nrC8Aa1pcKIcbV3ok0JCKL8GUk91xbOTQVuwn:nrC01pcGJy4Kgk9j

MD5: 49B9D26E5A9EFFC5C18C54ADF8C97837

SHA1: A4AAC67627EE0EB47DEFA363ED61B22A0B16089E

SHA-256: 28C89AC2E32C61338FDD2D095CBAC84DDE9C2F6E47641A90C5B8F916E6D82023

SHA-512: BEBA48514A2F3F01B9498976BC19F515125C1360DA8F2ED11680AC2148D9225F41C23C8930ECBB7C62BF7AD95ACFDB8AF11166C830A1C047F8E788DF00B71CE
4

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297830748069262","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\99382a5d-c6ce-44a3-9daa-cf8be14795b2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9d34fc0e-8422-42a5-b2b3-a52a9eae2f07.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json
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SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.257070183294726

Encrypted: false

SSDEEP: 6:AXOQPz9+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVfXOQP/FEJZmwYVfXOQP19Vkp:AXkva5KkTXfchI3FUtiXdm/IXt5f5KkI

MD5: 315DAF505FD8B083FA392CC685E88650

SHA1: 5518E1C498636CD2C6E558DA644A0BBFA3907245

SHA-256: 20EBD8DBD686E7D5B19AF1FC1D62963975EBC1C97DD54CF467F3F1ADCD872889

SHA-512: C36F29C3D661F18097FCDC110077D78AB42A93696550EF312D983B666A6CBC9D2386E69596E68F27E37E20618A5C074F6AFB41530094053975030E256AB84CC9

Malicious: false

Reputation: low

Preview: 2022/05/23-18:52:52.181 1b08 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/23-18:52:52.186 1b08 Recovering log #3.2022/05/23-18:52:52.187 1b08 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.257070183294726

Encrypted: false

SSDEEP: 6:AXOQPz9+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVfXOQP/FEJZmwYVfXOQP19Vkp:AXkva5KkTXfchI3FUtiXdm/IXt5f5KkI

MD5: 315DAF505FD8B083FA392CC685E88650

SHA1: 5518E1C498636CD2C6E558DA644A0BBFA3907245

SHA-256: 20EBD8DBD686E7D5B19AF1FC1D62963975EBC1C97DD54CF467F3F1ADCD872889

SHA-512: C36F29C3D661F18097FCDC110077D78AB42A93696550EF312D983B666A6CBC9D2386E69596E68F27E37E20618A5C074F6AFB41530094053975030E256AB84CC9

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
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Preview: 2022/05/23-18:52:52.181 1b08 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/05/23-18:52:52.186 1b08 Recovering log #3.2022/05/23-18:52:52.187 1b08 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1873

Entropy (8bit): 5.80482805836436

Encrypted: false

SSDEEP: 48:oDfgn7Bs+SCBcbbT8sVeOFCJFEw9nVkcg1TvDolSkfz:oDfg7i+SCkH8sVeOQrNkNTvDockL

MD5: C67E534D13581498D7F7A2E59D617702

SHA1: 5AB3301BE8F36E47B0F12B499AFFD133473D6E74

SHA-256: 9045A1D62C200420876757BBAE7462A24711052D64740D0B823755C39C5EE9BF

SHA-512: 30E4CDFD7163580160791679EC4E7A82EA7F8CA1B5A830408CD4CB660CBE88B2419022715C008A9A7209600792F8E7C4F22197509FA015A54B4136CDB13543DB

Malicious: false

Reputation: low

Preview: ............."......any..based..business..email..for..http..marketing..net..savicom..software..web..www..https..1653310821.95033..action..address..com..firstamnapa..from.
.gsalas..i..list..mailing..marques..msgid..mt00..server..sublist..subscribe..unsubscribe*........1653310821.95033......action......address......any......based......business......co
m......email......firstamnapa......for......from......gsalas......http......https......i......list......mailing......marketing......marques......msgid......mt00......net......savicom......server......
software......sublist......subscribe......unsubscribe......web......www..2... ..............0.........1........2........3........5........6........8........9........a...................b.............c............d.......
...e...................f...........g...........h.........i....................k........l............m.................n...............o.............p..........q........r.................s......................t.................u..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3495

Entropy (8bit): 4.899042498822747

Encrypted: false

SSDEEP: 96:JTOXGDHa+zsd4r4GtCYrTe6VLeyFqGSvH:JTOXGDHa+zsd40wCY/e6VLeyFqv/

MD5: F5C4A78228DF98D1D36DCAD7DBFA15DC

SHA1: 75B933F5EB1481272D711812F978E3BE71F72AB3

SHA-256: 79DF67E1357A96A91C8289C36368EBC6D0A71AAC63C09852000F7BCA7BD277C5

SHA-512: 2BF57F68BC5B5896390865456F3A5299DEE01311DAB87008BE1232978AAE74E4B75291B63A737312A9DDB4FDC8E8A8E44C70702FAD0A5EDF0D2EE6FE7AF7297
0

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.go
ogleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expira
tion":"13300422749888140","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"e
xpiration":"13300422749914146","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5217

Entropy (8bit): 4.9869044912674125

Encrypted: false

SSDEEP: 96:nrC8Aa1pcKIcbV3ok0JCKL8GUk91xbOTQVuwn:nrC01pcGJy4Kgk9j

MD5: 49B9D26E5A9EFFC5C18C54ADF8C97837

SHA1: A4AAC67627EE0EB47DEFA363ED61B22A0B16089E

SHA-256: 28C89AC2E32C61338FDD2D095CBAC84DDE9C2F6E47641A90C5B8F916E6D82023

SHA-512: BEBA48514A2F3F01B9498976BC19F515125C1360DA8F2ED11680AC2148D9225F41C23C8930ECBB7C62BF7AD95ACFDB8AF11166C830A1C047F8E788DF00B71CE
4

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297830748069262","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\689bf705-b3b8-4275-9d28-

f62f4851cb00.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\8f61aeb3-4ffe-4677-b38b-

02747c015eda.tmp
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Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.986775197192121

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Kn:YHO8sdBsB6MAsBdLJlyH7E4f3K3X

MD5: 0D1F7A36AD610D2F08709B1EF88F1B09

SHA1: 237E8E7BC7891D987DEA1D2EB1DA9DA511396D11

SHA-256: 5C36B7E531EE8DF00FE937FDE21AF4D1B6606EAD4B5F98D56396DDCEF1C4249A

SHA-512: 37DAD8F9F2008D7B287A03964F0AE41FA4EBED92987B3872E022758857131971BC486638D0339774E80DF01A669B68DB4729D48E49EC5DE714F27ADF20B247AC

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\dbded082-0196-4127-bd90-

8d499e3d6cf5.tmp

Copyright Joe Security LLC 2022 Page 22 of 166



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5190

Entropy (8bit): 4.982587242171393

Encrypted: false

SSDEEP: 96:nrCiVX1pcKIcbVwok0JCKL8GUk91fbOTQVuwn:nrCe1pcGJv4Kgk9R

MD5: 26288C0E70442DFF26746A0FE32AADE9

SHA1: CC56487F8C282D8FEE78BB8A582E04A49B9AF130

SHA-256: 36A3EFA294067A3D4EA9087BF994490F96922405F696BD34866B335B194F9477

SHA-512: EC5F8970D531277889F4B130744642F50D563F55EAF37303643BD03041FA135A6D2570CE6AD225B0302E1DD22F5577091D38C182781F233751E7A8DB53B834CA

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297830748069262","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5190

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ce39eab6-e7da-4dbc-994f-ba3de667560c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f1a1621d-a8c6-4916-8d62-ae66f48da2ce.tmp
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Entropy (8bit): 4.9825130526349914

Encrypted: false

SSDEEP: 96:nrCica1pcKIcbVwok0JCKL8GUk91fbOTQVuwn:nrC81pcGJv4Kgk9R

MD5: AB1947633F28FA9EAB4B294AB093320A

SHA1: 3709E993601A56B6D8913EE971FC7C3BA7F15049

SHA-256: 4BF199BF420FB8C721B0C6FA8F01F99B1189D2181C9A7602F851B22BD7158F4D

SHA-512: BB0E9B71CD87F35BBE352E3EC99A58F9B23BEE88C6101790844FBC12BD4E4EACB17EA02C8C283D65A5FC9B29D43FB66864CD25E5E1AFDFEC9D39F7887EF86
ED5

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13297830748069262","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 197124

Entropy (8bit): 6.044618627730857

Encrypted: false

SSDEEP: 6144:4eX5kVfXhSm/TCXnqn3A9KaqfIlUOoSiuRx:4UkhxSa+qK5om

MD5: D7D3581CAB1630C5842E600F053F48B7

SHA1: 62DADF16D5F8AF6D7B4E1AA5D45CEF979F7BF301

SHA-256: 6733037CD650A3720084CE94C838D7C59B5357310D6E864522F4A9BCF580F2B0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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SHA-512: 86E082559DF8723A2CB1F4B00F373593B1DFBDA995918D4814C17C1DCD15CD149A8C26ED6FEEE772D54867441010D89C8AA31BD83EB62E2C0F98F148DA531D6
D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653357149700572e+12,"network":1.65332475e+12,"ticks":129685091.0,"uncertainty":4354397.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYi
wg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQ
j2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639078978"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.749369535865644

Encrypted: false

SSDEEP: 384:t/qJ5Hs23s/PVoOV0Ntruvxr3SlDeHP6G+xrsPFRxSrzPirQhmYsCMrF11yOP/16:l6u5dSHA24ej1LfwH7O3KRf1Zg

MD5: D6691FDC3EF8E9E4DEF6BAF779DF2D92

SHA1: 98EAF1013329D6FE028B2099608C9CCA46883D0E

SHA-256: C7F3A5617B1B869783C66D95D357E471A9EF54CECE85C8488C4B2566F0087FDA

SHA-512: 14B0A203F8335AA1333A490D9BCF1635786DE1F293151F4710C5962AB4C47F0640AB05AEC3A253689321F1B341A3406D021820C7EC5D44C610B83BCFA76A8D61

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205559

Entropy (8bit): 6.0729539405243935

Encrypted: false

SSDEEP: 6144:MUeX5kVfXhSm/TCXnqn3A9KaqfIlUOoSiuRx:MUUkhxSa+qK5om

MD5: 729EAC3DA886B078AE9AE0607AAAC0A7

SHA1: D2C28B6252AD53B6DECDD9F23FD5916D70D43726

SHA-256: C23AD0A3D99CCF4BB7DEF027FB9ADB8DB9D08D290A0E8351B9E2F39B47E604DF

SHA-512: 7E9EBA2718C636934BD4596FEB70D09334E28947A1F5F1E02197AD5A1402D2A13547555F7580B57654C530749BE6F81971EE523D554F11A3C3A059F683290461

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653357149700572e+12,"network":1.65332475e+12,"ticks":129685091.0,"uncertainty":4354397.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYi
wg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQ
j2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205558

Entropy (8bit): 6.072955249433674

Encrypted: false

SSDEEP: 6144:BkeX5kVfXhSm/TCXnqn3A9KaqfIlUOoSiuRx:BkUkhxSa+qK5om

MD5: 905E8EB5C2A4D3E354BC66AF03B2CCBD

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\a9f36b6d-4198-43d0-a40b-c8b8e8656b5b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ad4bcdd1-510b-4cf1-8a21-b084bb78d8d8.tmp
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SHA1: 81B1C186FDB1C62F205238E23CA076041466EFB5

SHA-256: 7FBFB0F3728B0A33B7D4E1EB937550929FC72307E373B1932D6755D34D3EB7C5

SHA-512: 8BA130DEC89CAEE048F0E40606C8D1A624F9A54AF60BE93F56A5ACB7E91FE79908A32E31D5DD0AA0428B6AF197854AAF23F97B5D9FC4C858C823F213E449997
7

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653357149700572e+12,"network":1.65332475e+12,"ticks":129685091.0,"uncertainty":4354397.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYi
wg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQ
j2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 197124

Entropy (8bit): 6.044618627730857

Encrypted: false

SSDEEP: 6144:4eX5kVfXhSm/TCXnqn3A9KaqfIlUOoSiuRx:4UkhxSa+qK5om

MD5: D7D3581CAB1630C5842E600F053F48B7

SHA1: 62DADF16D5F8AF6D7B4E1AA5D45CEF979F7BF301

SHA-256: 6733037CD650A3720084CE94C838D7C59B5357310D6E864522F4A9BCF580F2B0

SHA-512: 86E082559DF8723A2CB1F4B00F373593B1DFBDA995918D4814C17C1DCD15CD149A8C26ED6FEEE772D54867441010D89C8AA31BD83EB62E2C0F98F148DA531D6
D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653357149700572e+12,"network":1.65332475e+12,"ticks":129685091.0,"uncertainty":4354397.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYi
wg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQ
j2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639078978"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7493218198896376

Encrypted: false

SSDEEP: 384:9/qJ5Hs23s/PVoOV0Ntruvxr3SlDeHP6G+xrsPFRxSrzPirQhmYTMrF11yOP/1NB:V6u5dSH224ej1LfwH7O3KRf1ZR

MD5: D0BBA96EDA9DD29C0D5B5B455019C881

SHA1: 276431C524757EFCAECB9D35762852FC7610C6EA

SHA-256: 13A8EE1C0F60BB57656B7EF2FB3607EE42CD342625BA02C55A645690C7D8B691

SHA-512: 57C64762183D8C8DA27128764AE17C05E9D6DE02A69C86FDF9A0F85DC6D3EE33AC582533F1B9853739EE8415355BED7647704BE3CA3326B16C1FC894B6CB273
C

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

C:\Users\user\AppData\Local\Google\Chrome\User Data\ca380490-f650-4f8c-8c84-29c3505136e2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\fc97bf5d-2a26-4f73-8ba7-7a79958c1774.tmp

C:\Users\user\AppData\Local\Temp\31695672-8122-4e39-9e9f-ba39c5acfbed.tmp
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Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

C:\Users\user\AppData\Local\Temp\379378f9-c9c3-4eb9-ac07-15f362e408de.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\379378f9-c9c3-4eb9-ac07-15f362e408de.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\bg\messages.json
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SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\da\messages.json
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SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\en\messages.json
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Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\es_419\messages.json
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Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\fil\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\hu\messages.json
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File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ja\messages.json
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Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\lt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\lv\messages.json
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SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhiOGGhiO+WYpU34OHSN+dgFjdGFZO8ZpU34JgdN03OyZnLAOfTYiD:1HEDiHIitWYpCYJ8ZpD1OGAOfRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHA1: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4E0

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCB
5

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "app_name": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "craw_app
_unavailable": {..      "message": "Appen er utilgjengelig for .yeblikket."..   },..   "craw_connect_to_network": {..      "message": "Du m. koble til et nettverk."..   },..   "iap
_unavailable": {..      "message": "Betaling i app er ikke tilgjengelig for .yeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be complet
ed."..   },..   "please_sign_in": {..      "message": "Du m. logge p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit): 4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJJQGkbGGJQGkb+WYpU34OQKJT+dgiXUmvFZO8ZpU34g7JT03OyZnLAOfTYMD:1HErxkaqxk6WYptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBE5A65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741C0F3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60EC0CD73848101B390BE8F44B89C310058AF4C1CA3C8A
A7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalingen via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalingen via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "App momenteel niet beschikbaar."..   },..   "craw_connect_to_network": {..      "message": "Maak verbinding met een netwerk."..   
},..   "iap_unavailable": {..      "message": "In-app-betalingen is momenteel niet beschikbaar."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Log in bij Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false

SSDEEP: 12:1HEJbiVbGGbiVb+WYpU34OBHlBi9+dgQUg6O8ZpU34bdbfiIu03OyZnLAOfTYR5k:1HE5iVauiV6WYpIAYr8ZpxFiaOGAOfIC

MD5: 0E6194126AFCCD1E3098D276A7400175

SHA1: E8127B905A640B1C46362FA6E1127BE172F4A40F

SHA-256: E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

SHA-512: A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2E0E5AC687B7
77

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\nl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\pl\messages.json
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Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   "app_name": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   
"craw_app_unavailable": {..      "message": "Aplikacja jest obecnie niedost.pna."..   },..   "craw_connect_to_network": {..      "message": "Po..cz si. z sieci.."..   },..   
"iap_unavailable": {..      "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Zaloguj si. w Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.515158874306633

Encrypted: false

SSDEEP: 12:1HEJsc/bGGsc/b+WYpU34OLw+dgn/KzO8ZpU34FjIBMwGRO03OyZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKlOGAOf2tD

MD5: 86A2B91FA18B867209024C522ED665D5

SHA1: 63DEC245637818C76655E01FCB6D59784BC7184E

SHA-256: 6374880FDD1F8AF1EE8AEA6A06B73BE0AB265AFCEB4FE6F08BDE3B3989264B21

SHA-512: DA6DBDE5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8A00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CE53F8C38DF8C7B5AFCE4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Aplicativo indispon.vel no momento."..   },..   "craw_connect_to_network": {..      "message": "Conecte-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction 
could not be completed."..   },..   "please_sign_in": {..      "message": "Fa.a login no Google Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 622

Entropy (8bit): 4.526171498622949

Encrypted: false

SSDEEP: 12:1HEJsZUkbGGsZUkb+WYpU34OAE+dgqxKzO8ZpU34rEpBfvPO03OyZnLAOfTYLD:1HEmUka5Uk6WYpFvdxZ8ZpSTnPlOGAOS

MD5: 750A4800EDB93FBE56495963F9FB3B94

SHA1: 8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61

SHA-256: C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

SHA-512: 2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCA8C77FFD808A2058602D3646FD8DAE2844406F
24

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplica..o atualmente indispon.vel."..   },..   "craw_connect_to_network": {..      "message": "Ligue-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "Os Pagamentos na app est.o atualmente indispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Inicie sess.o no Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.61125938671415

Encrypted: false

SSDEEP: 12:1HEJqJrJZGGqJrJZ+WYpU344HIx2Z+dgrVPlZO8ZpU34qT7hI3O03OyZnLAOfTYU:1HEC4D8WYpKow8WV68ZpKhoOGAOfoVGD

MD5: 98D43E4B1054A65DF3FA3CC40AB6FB6D

SHA1: 46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2

SHA-256: 113A13900CBA62FE8AED06751971C23A80A99B47F9BE219CF884D57DB19611D9

SHA-512: A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD1466

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\pt_BR\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\pt_PT\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ro\messages.json
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Preview: {..   "app_description": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "app_name": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "cr
aw_app_unavailable": {..      "message": ".n prezent, aplica.ia nu este disponibil.."..   },..   "craw_connect_to_network": {..      "message": "Conecteaz.-te la o re.ea."..   },..   
"iap_unavailable": {..      "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be c
ompleted."..   },..   "please_sign_in": {..      "message": "Conecteaz.-te la Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 744

Entropy (8bit): 4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ7OJHZMSl3ZGG7OJHZMSl3Z+WYpU34zWJ2F+dgVtLSv/TO8ZpU347NWjT03On:1HElOJHZMq4uOJHZMq8WYpdWJ/YGHq8m

MD5: DB2EDF1465946C06BD95C71A1E13AE64

SHA1: FB4F3ECE9ECECEBBC6CA2A592A15FB9C1FDFB811

SHA-256: FBAF22CE6E16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DA64ED67AB

SHA-512: 4E0CF00BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CE6828D25C5ABBF143C990116F6
32

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "......... ....... ........-........ Chrome"..   },..   "app_name": {..      "message": "......... ....... ........-........ Chrome"..   },..   "craw_app_u
navailable": {..      "message": ".......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............ . ....."..   },..   "iap_unavailable": {..      "message": "....... ..... 
.......... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "....... . Chrome."..   }..
}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34ORO+dgmmCO8ZpU34yH7u2Z03OyZnLAOfTYCUAi0D:1HEl4G8WYpetPmD8ZpcH7aOGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68ED8DCB0A

SHA1: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7FA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAF4DED9D63B

SHA-512: C0E623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EB0AFFBE087AAB62F1C88CD2A40CC44E599
D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplik.cia moment.lne nie je dostupn.."..   },..   "craw_connect_to_network": {..      "message": "Pripojte sa k sieti."..   },..   
"iap_unavailable": {..      "message": "Platby v aplik.cii moment.lne nie s. k dispoz.cii."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Prihl.ste sa do prehliada.a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGcyvmbZ+WYpU34OBOEtf+dgca1ZO8ZpU34GcQArERff03OyZnLh:1HE4cyY4TcyY8WYpNoWa1w8ZpQcQ6AfK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHA1: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EE0DF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CA6A8ACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0DEC0
9D

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sl\messages.json
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Preview: {..   "app_description": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "craw_app
_unavailable": {..      "message": "Aplikacija trenutno ni na voljo."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se z omre.jem."..   },..   "iap_unavailabl
e": {..      "message": "Pla.ila v aplikacijah trenutno niso na voljo."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "
please_sign_in": {..      "message": "Prijavite se v Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 743

Entropy (8bit): 4.913927107235852

Encrypted: false

SSDEEP: 12:1HEJssbdOGGssbdO+WYpU347xBP+dgcucO8ZpU34s1muP03OyZnLAOfTYzDYD:1HEKsb59sbTWYplx4Xud8Zpy1mNOGAOv

MD5: D485DF17F085B6A37125694F85646FD0

SHA1: 24D51D8642CDC6EFD5D8D7A4430232D8CDE25108

SHA-256: 7FFDE34C58E7C376C042DE64DEF6481DAE32BE8B70F0B18EDF536290CBE0C818

SHA-512: 0DDECFD860E99290B6C3AAA04F510272AE081CF2D93ED5832D9D6378EC9D36177FFBE213471247FB94721EA34A83E7665669200047091D0FDE134E3D763217E7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... . Chrome ...-.........."..   },..   "app_name": {..      "message": "....... . Chrome ...-.........."..   },..   "craw_app_unavailable": {..      
"message": ".......... .. ........ ..........."..   },..   "craw_connect_to_network": {..      "message": "........ .. ......."..   },..   "iap_unavailable": {..      "message": "....... . .......... .. ........ 
..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "......... .. . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 630

Entropy (8bit): 4.52964089437422

Encrypted: false

SSDEEP: 12:1HEJJMkbGGJMkb+WYpU34OACwz+dgNPGFZO8ZpU34JgpXLSb03OyZnLAOfTYLdID:1HErMkaqMk6WYpTOcb8ZpDgdZOGAOf8Y

MD5: D372B8204EB743E16F45C7CBD3CAAF37

SHA1: C96C57219D292B01016B37DCF82E7C79AD0DD1E8

SHA-256: B8BA77E0089B0676545EC16D32468B727812B444F90B33A7A5B748E6C36C4388

SHA-512: 33640529E0D5DCC5CA4BDB0615A2818E8D26C6FCB7B3474C08AC3EB67B9DB40E1F0A79954ED20728CD47A686D2533DCBC76ABCBDB917F8530C8DE8BBA6873
52E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalning via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalning via Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Appen .r inte tillg.nglig f.r tillf.llet."..   },..   "craw_connect_to_network": {..      "message": "Anslut till ett n.tverk."..   },..   "iap_unavai
lable": {..      "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },.. 
  "please_sign_in": {..      "message": "Logga in i Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 945

Entropy (8bit): 4.801079428724355

Encrypted: false

SSDEEP: 24:1HEKa1dDa1/WYp6UFi72SmlG8ZpyactrW2SAOGAOfvSLD:WK2DNYp6U4y3bpyLxwGFW

MD5: 83E2D1E97791A4B2C5C69926EFB629C9

SHA1: 429600425CB0F196DDD717F940E94DBD8BFF2837

SHA-256: 2FECA577F43D97BAEEA464741D585892103585208FD0A935B810A03BDCE83C88

SHA-512: 60A5928DAA8CB4341487F477C56B5A98B83EDE50E5F4F55A802E01FDDAB86F3E795D391953D3D9214552D14D3F58C5A183693C613720FC12FC387D7B8F9B9AB6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "............... Chrome ........."..   },..   "app_name": {..      "message": "............... Chrome ........."..   },..   "craw_app_unavailable": {..    
  "message": "............................."..   },..   "craw_connect_to_network": {..      "message": "........................."..   },..   "iap_unavailable": {..      "message": "............................
..................."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "................. Chrome"..   
}..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\sv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\th\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 4.710869622361971

Encrypted: false

SSDEEP: 12:1HEJ9Y8GG9Y8+WYpU34wWT+dgGb0GO8ZpU34wryd7T03OyZnLAOfTYGbPKG:1HE0jWYpyRnG8Zpyr/OGAOfFPn

MD5: 2CEAE0567B6BB1D240BBAD690A98CA3B

SHA1: 5944346FBD4A0797B13223895995CAB58E9ECD23

SHA-256: A7CB86F30C9C31FE5540282C308BA96ADB4EC16EF98C87129EB88105E5BEF5FC

SHA-512: 108A07C6D03D7178E8D0FFEF5349E0249A898D864964FED8757BD8A08BC1C6D9613F2A6C01AA34A6606127D1C6CE14C229FA02586677DBB060B85E3E845950E1

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "app_name": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "craw_a
pp_unavailable": {..      "message": "Uygulama .u anda kullan.lam.yor."..   },..   "craw_connect_to_network": {..      "message": "L.tfen bir a.a ba.lan.n."..   },..   "iap_unavail
able": {..      "message": "Uygulama ..i .demeler .u anda kullan.lamaz."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "L.tfen Chrome'da oturum a..n."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 720

Entropy (8bit): 4.977397623063544

Encrypted: false

SSDEEP: 12:1HEJ7wILkSlXZGG7wILkSlXZ+WYpU34zb1Oy2P+dgSV1EjiTO8ZpU347qtfP2CTW:1HElwEkK4uwEkK8WYpd/dTV1e8Zptq5S

MD5: AB0B56120E6B38C42CC3612BE948EF50

SHA1: 8B3F520E5713D9F116D68E71DAEED1F6E8D74629

SHA-256: 68ABA284751EB9C856032062EF9B1651E2A1E5CE5FDA0977FFC97D63BA7BED9E

SHA-512: CD852A58217F739C1CD58567FF432D31A7AD3F68C884ABBA1DA95799BCD1545C6A5D3B06F319681C12B78AD0A709828DE4B22736316F148D21F5DB76A5BCCBE
F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... ...-........ Chrome"..   },..   "app_name": {..      "message": "....... ...-........ Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........ ......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............. .. ......."..   },..   "iap_unavailable": {..      "message": "....... ..... ........ ..... .. 
........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "........ . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 695

Entropy (8bit): 4.855375139026009

Encrypted: false

SSDEEP: 12:1HEJMAZrSFZGGMAZrSFZ+WYpU34WFHoz+dgdklzoO8ZpU34NFHoz03OyZnLAOfTU:1HEI4B8WYpAKytFZ8ZpXKMOGAOfd6D

MD5: 7EBB677FEAD8557D3676505225A7249A

SHA1: F161B4B6001AEAEAB246FF8987F4D992B48D47BE

SHA-256: 051F96ED874C11C4A13589B5F68964E4F5B03B52DDA223D56524F2CA23760C04

SHA-512: 74FD267CF7E299FB8E7054605C3F651F057F676FF865082FA24F4916755456768DB0DA62DBC515D829B48AB1F9CFC8AD3E841DCBF1F194D5CB14C5335A192A0D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   },..   "app_name": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   
},..   "craw_app_unavailable": {..      "message": ".ng d.ng hi.n kh.ng kh. d.ng."..   },..   "craw_connect_to_network": {..      "message": "Vui l.ng k.t n.i v.i m.ng."..   },..   
"iap_unavailable": {..      "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be compl
eted."..   },..   "please_sign_in": {..      "message": "Vui l.ng ..ng nh.p v.o Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\uk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\vi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\zh_CN\messages.json
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Size (bytes): 595

Entropy (8bit): 5.210259193489374

Encrypted: false

SSDEEP: 12:1HEJ01GG01+WYpU34zeHz+dgfO8ZpU34YKiO03OyZnLAOfTYB6U:1HEpIWYpISv8Zp+JOGAOfa6U

MD5: BB73BF561BB79F89D9BF7C67C5AE5C65

SHA1: 2FADD3A1959B29C44830033A35C637D0311A8C9C

SHA-256: D804F2A040D21D7511EFD5213D8E1721D64964A1A0DBB48E21622CEEDC9D967E

SHA-512: 627D44CEF1FE5C5ABD598BD47FF5E22B9EFC1CF98DDE3868FA9E5896C134A0C9C055AC34EDDADAE56B6690E51AEA89965D38F770552A85C732CC796795DC6
8D2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........."..   },..   "app_name": {..      "message": "Chrome ........."..   },..   "craw_app_unavailable": {..      "message": "........
."..   },..   "craw_connect_to_network": {..      "message": "......."..   },..   "iap_unavailable": {..      "message": "............"..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 634

Entropy (8bit): 5.386215984611281

Encrypted: false

SSDEEP: 12:1HEJ2j62GG2j62+WYpU34m7T+dgc8nOO8ZpU34mvIO03OyZnLAOfTYAuH:1HEuSZCWYpsStwP8ZpROGAOfCH

MD5: 5FF50C673CC0C661D615F0CFD0E6DCA0

SHA1: 60DFF98DEAB9C4746B288BDD9C94B3BCAE5EAA85

SHA-256: C6F8C640F3353A7B9B1432A0C139C1AEEC40133800E6C9B467B63991AD660308

SHA-512: 361D62D91F4931C5F34092C9F2C6A5323D5EEB82A24E7ABE11F7817D8D66341C0ECAD4DCB4B10873920C8D6A3CC9F5704889E178EB2549001A9F62BEDF6C801
9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ............"..   },..   "app_name": {..      "message": "Chrome ............"..   },..   "craw_app_unavailable": {..      "message": "..
..........."..   },..   "craw_connect_to_network": {..      "message": "......"..   },..   "iap_unavailable": {..      "message": "................"..   },..   "jwt_retrieve_failed": {..      "message
": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7780

Entropy (8bit): 5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EA7F6BA7F69

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CB0C84F17BB1AF3C5B1A3F
C4

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfbG9jYWxlcy9iZy9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiZHUtdGRPdUNWcmxDY254Q0poRkg2NXpLU05vb1RiUE56bDNHbzdRMGJ3SSJ9LHs
icGF0aCI6Il9sb2NhbGVzL2NhL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWlhkck5xWHBvSHNRMGh1ZGtSM2d1QlMzb2VsTEZLNklVIn0seyJwY
XRoIjoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6Ik9nUkNIZlVoam9xOU93NHFfaEhvTTQxNzNMelJyYkVpUVdsRXNRSzhscFkifSx7InBhdGg
iOiJfbG9jYWxlcy9kYS9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiN2JVWW1LYkhQUUNRMXBGcmUzTHJySEhwWk9xN1c2Zk5hT0laWmdKUERTTSJ9LHsicGF0aCI6I
l9sb2NhbGVzL2RlL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJOV3FkU3Rfc1NFMm9KT2VuSUZtM0pMRm9iOGtBZ3ZTa3RtZGpCRGJWazdBIn0seyJwYXRoIjoiX2x
vY2FsZXMvZWwvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6ImgyaEZ0YUJoLXJQUEtoUm00QkFWM0VEZmhFbnh5MElGOVhYT3Z0aHhlNjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoid0pSZDFmM3NxMERFVTJHLXd

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_locales\zh_TW\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\craw_background.js
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Size (bytes): 544643

Entropy (8bit): 5.385396177420207

Encrypted: false

SSDEEP: 6144:abyfBNC2FRdjiRXqbe5Dq31IVlMqX+wd5/CcMMJcRULt0NjyTOEzZQ+h72W3GB0n:Ft/g

MD5: 6EEBED29E6A6301E92A9B8B347807F5F

SHA1: 65DFB69B650560551110B33DCBA50B25E5B876DE

SHA-256: 04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CC0A1697

SHA-512: FEDE6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBE5CF6AF7BE9
7BF2

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arrayIteratorImpl=function(a){var b=0;return function(){return 
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arrayIterator=function(a){return{next:e.arrayIteratorImpl(a)}};e.ASSUME_ES5=!1;e.ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e.ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw 
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 261316

Entropy (8bit): 5.444466092380538

Encrypted: false

SSDEEP: 3072:I5vU7I6s2M9duIWFCbmYJ4tnFWdqpMad2vywhIp81QFv9F9nNsZgiDdOFlV/mZmc:I5vqFCb2p8Gx9FNNsZ9Dd/ceR

MD5: 1709B6F00A136241185161AA3DF46A06

SHA1: 33DA7D262FFED1A5C2D85B7390E9DBC830CBE494

SHA-256: 5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265C0EE6F9AC8

SHA-512: 26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D19
CB

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var b,k=k||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arrayIteratorImpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:a[c++]}:
{done:!0}}};k.arrayIterator=function(a){return{next:k.arrayIteratorImpl(a)}};k.makeIterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arrayIterator(a)};.k.arrayFromIterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromIterable=function(a){return 
a instanceof Array?a:k.arrayFromIterator(k.makeIterator(a))};k.ASSUME_ES5=!1;k.ASSUME_NO_NATIVE_MAP=!1;k.ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k.ASSUME_ES5||"function"==typeof Object.cre

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1741

Entropy (8bit): 4.912380256743454

Encrypted: false

SSDEEP: 24:LalZ74H+rMwJHwIodHRmxt3jiu1iu1RDpfeWlMl548wJHwDwCapt/VMYXj8Eq27K:Z+rMm71le88S1tWYXmrVZFH

MD5: 67BF9AABE17541852F9DDFF8245096CD

SHA1: A4AC74DD258E8E0689034FAA1B15A5C7C56DC3BB

SHA-256: 10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FC0A5E34D0D9D4EC

SHA-512: 298FA132C6F122798FDB9BC6DE8024915147ADC20355B56A92F0ED9ACCE4549BE6E7F42212E07DCA166E31624D4E66E299565845D4BA1C51CA935050641B61FE

Malicious: false

Reputation: low

Preview: html, body {.  margin: 0;.  overflow: hidden;.}..webview {.  width: 100%;.  height: 100%;.  min-height: 100%;.  position: absolute;.}...craw_overlay {.  position: absolute;..  left
: 0;.  top: 0;.  right: 0;.  bottom: 0;..  background-color: white;..  -webkit-transition: opacity 250ms linear;..  display: -webkit-flex;.  -webkit-flex-direction: column;.  -webkit-
flex: 1 0%;.  -webkit-align-items: center;.  -webkit-justify-content: center;..  -webkit-app-region: drag;.}...craw_overlay img {.  margin: 16px;.}..#loading_overlay {.  opacity: 
1;.}..#offline_overlay {.  opacity: 0;.  display: none;.}..#offline_overlay > img {.  -webkit-filter: saturate(0%);.}..#offline_overlay > span {.  font-family: 'Open Sans', 'Deja Vu 
Sans', Arial, sans-serif;.  font-size: 15px;.  line-height: 21px;.  color: #8d8d8d;.  display: block;.}..#loading_splash {.  width: 128px;.  height: 128px;.}..#drag_overlay {.  
position: absolute;.  left: 0;.  top: 0;.  right: 0;.  bottom: 0;.  pointer-events: none;.  -webkit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\craw_window.js

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\css\craw_window.css

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\html\craw_window.html
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File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 810

Entropy (8bit): 4.723481385335562

Encrypted: false

SSDEEP: 12:hYenuEJIig5fRpvV4AEdN2sAAuzg/7RwQuLYpUH9KfRnQBGgZKy3QGgjPSWZDQL:hYeLJKTVNEuLAuzg/twQucpS9bj3

MD5: 34A839BC40DEBC746BBD181D9EF9310C

SHA1: 8B4EAA74D31EED5B0BABA3CA5460201F6B10DA46

SHA-256: BB8742615E4CD996AE5D0200E443AE6A6F0B473255F03AFFDB8FB4660DE4554D

SHA-512: EE81E5509CBC2CB2B6C834224688C1E1B1AA9AA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF281E
FF

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.  <head>.    <link href="/css/craw_window.css" rel="stylesheet">.    <script src="/craw_window.js"></script>.  </head>.  <body>.    <webview>
</webview>.    <div class="craw_overlay" id="loading_overlay">.      <img src="/images/icon_128.png" />.      <img src="/images/flapper.gif" />.    </div>.    <div cl
ass="craw_overlay" id="offline_overlay">.      <img src="/images/icon_128.png" />.      <span id="app_unavailable"></span>.      <span id="connect_to_network"><
/span>.    </div>.    <div id="drag_overlay"></div>.    <div id="top_bar">.      <div id='close_button'>.        <img src='/images/topbar_floating_button_close.png'/>.      
</div>.      <div id='maximize_button'>.        <img src='/images/topbar_floating_button_maximize.png'/>.      </div>.    </div>.  </body>.</html>.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 30 x 30

Category: dropped

Size (bytes): 70364

Entropy (8bit): 7.119902236613185

Encrypted: false

SSDEEP: 768:g5TXOSBAqNIPmA8NcjCWdM0VFMJEwavTeElfWupav5TXg7wV+irIPny9MTVQHydi:g5KSmiIPmAhZWiMsDfWug7DmqM6HybkF

MD5: 398ABB308EEBC355DA70BCE907B22E29

SHA1: CFFB77B8A1724B8F81D98C6D6AD0071D10162252

SHA-256: 2B73533F47A99FFEA9CC405FFAFA9C4C53623F62487AEBFBA415945120B22040

SHA-512: FC7A56FC8A61A582161874B54ADBAD30A84840190008EDB0B6FBF84F91393CA58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385A

Malicious: false

Reputation: low

Preview: GIF89a.......................................................!.......!..NETSCAPE2.0.....,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.Ny
Q.IoL!AoF#9h>7.0t..%..,.@.m4..7..!.......,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.NyQ.IoL!AoF#9h>7.0t..%..,.@.m
4..7..!.......,............................................................................................................'..w=.....\.)._6.k..OF...n.#\~"....2b3..I.)..eu.Q.`.e......gr.?>.s.I0.....@.~.Tr.[8.+.,.;..EE....S.*f.....,
.....B8/D..;.9.q......ukC...r.I.....j......BGY...o2J....+O4....X4.....cH%7....I.....0H!.!.....!.,...............................................................................................................................................
..............................................................p8.a$....hh@.4....X,A.0L..(....JX.j...,..........z.X.Q....jB.d....B..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 4364

Entropy (8bit): 7.915848007375225

Encrypted: false

SSDEEP: 96:YjlLDJjTvXUtNvX8dgb9HT6y8nviyHG5iCRYtIP:YtNTfUzvX8KM+MGRsIP

MD5: 4DBC9F9E6F5A08D299BAC9E54DF07694

SHA1: BB38F5DE34B1E0BE1109220BA55271087A4D9EA5

SHA-256: 91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEB0E

SHA-512: A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC14170912

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............>a.....IDATx..yp.....gF#.:,[H.l.l..8...`/.k....,!a7Km...E...Te..T.....J...p....%.(....+...3....eY.e...L.o...5....h4...\....{?....~.u.`0.....`0.....`0.....`.Y......[(.......).4....a
i..w38.+....Bf././..]...{......8...3.....3W~OJ.. /...u6V.C..U.0.+._=.c..9.X.?....L....S@.L...m.0..>.C...L|TF.p5..f4M.,.V....8..a.<...RP..@)E,..E"...h.....!...-....,I..T..........m..._[[{w{{....
{*.^......M.x..h4.h.....\.R.E....j).7.....h4.A.E....,. ...iii.Vj?2...=/.B.FK9P..@)=Rj..D".Y...2.B..x.}0...&J...2.......f.O..e.H.....!.J)'I..R....B............QJ;K..L...L.l".L~mhh.R.@).FFF
~.L&...~.B.......u.........}.....~.....f..yUU...........^M...6......].,w.e..~.!$.C.R.....E(%e9.,....k..@...W8.........@...........O..@%.~..@.S..P.....`Tp...."...?ME..c......s...`..S1...7.b..
aNE..k...3.yP.}.Ch.}......B..........IPE..C.<....T....k......Z..o_......g........P..A=y.J.)h..@.q.-.*].AU.4...F.M.....y%B]+ .\.~..9......:..=...r.....E].o...F..P........i...|....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\flapper.gif

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\icon_128.png

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\icon_16.png
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Size (bytes): 558

Entropy (8bit): 7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+5IOUWCQKznuow7:6yVnKYsfFzhXsrIq0YXmgQGn6

MD5: FB9C46EA81AD3E456D90D58697C12C06

SHA1: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AA6019FAA51410C4FD93B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3E65B
50C

Malicious: false

Reputation: low

Preview: .PNG........IHDR................a....IDAT8...Mk.Q...;... .....F..QW.....F....J.?.w..7~......'.Q..B]... .QS...M&_w..b&.|`......p...f.?.D$.y^..........y*...\..Z..t6..oRj.@&.u..G.qN).t.-V*.>(.N
.Ep]wFk.60o.]0.`Y..cT..Y.Tb.`DF.d..s.Z..E..9.4._C.._...%..*.^....4.l...Y..X..R..../...Wj+w0[.].._B.k.${.\.>.%...........lz .w.ALxo.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
e6X<...'(,=.r}........$f..5..P....k..."..8.s.<zgSm@.....).Y.....:e..|.....F...I..A$.....T?.....m....8.........N...z.....V..vd.h'....C.?.....H.;]..C.M.....9.b......IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/RPJDmV7bScsP4a9zln94FptVp:6v/lhPKM4nDspnAkZJNmgPdln2TTp

MD5: 8803665A6328D23CC1014A7B0E9BE295

SHA1: 9DA6EE729D5A6E9F30658B8EC954710F107A641F

SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1AD580A3FA835EC2B22BE497F36899FB5
930

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...Q..0......2...(p...~Z.}'.>I%O...V!s..................../...`.<..`.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 252

Entropy (8bit): 6.512071394066515

Encrypted: false

SSDEEP: 6:6v/lhPKM4nDsp7q1hKVlomsj9rxKNgtmN0VZ+GFYep:6v/7iMXVq1ylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHA1: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2E6E9558863A89F7E5E1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5C9093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EE59C003423E46D9499BD27EC7D77A649

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<....IDATx...... ..Pp.X....H...b@...|.^LC_.E.BP+......X.P..........q..~..p/. ..s.....%D^...$......@.!...<...).?
.4{.k.G3...4..[cH..0..l.8.!r..m.R..{..........`.f...#.x.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEHxrPLyN+ltNPhv/l2up:6v/lhPKM4nDspnAkZHVtERrPLygltNPn

MD5: 7CB6B9DC1A30F63B8BD976924B75AD96

SHA1: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button.png

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_close.png

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_hover.png
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SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227F0E88E4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDF9CD227424F76A

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B.z.s...*.....$.<u..[...................h.......C.CA).....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 166

Entropy (8bit): 5.8155898293424775

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZttd//HmnFz1P/ZjXlUTqyCIc30ItK1p:6v/lhPKM4nDsptF/HOP/ZjXlUeyCo/p

MD5: 232CE72808B60CBE0F4FA788A76523DF

SHA1: 721A9C98C835D2CD734153BBE07833C6637ECD68

SHA-256: AFA4EA944CBDEC8543242E627EF46D5BFD3766DCAC664E7E50CDEEF2B352740C

SHA-512: 4048EEA5A78DD569521C488C4CE4F7B77AC0454C92EE9107A81A1B3AF91A4EE036039AC1A0A6B8DD26B12E7F1595DB80B7FAA7B6A25D9032BF385528A81A86
54

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...HIDATx......0.CQS.......~..."..........m.v+Sq....<!...M8m...'...@$..0....E........IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.46068685940762

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEXIyN+ltN1/lsg1p:6v/lhPKM4nDspnAkZHVtEZgltN1eup

MD5: E0862317407F2D54C85E12945799413B

SHA1: FA557F8F761A04C41C9A4BA81994E43C6C275DBB

SHA-256: 5C10CE0589EB115600F77381130B70AE0B7B3752614D86D4C89E857658AA222B

SHA-512: 07CB69327961FD0019BEF8EF7590B5524905AC373A815F73F6D9E0B26840929F919A96CAA977D4B5656704DACD0F352D568FB3997F80EE6BB94C95B58839DBFE

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B..@wu...*.....$.<u..[...................h.........M..x(....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1322

Entropy (8bit): 5.449026004350873

Encrypted: false

SSDEEP: 24:1HEis7ViC/yox/fiqeUoLFlmF1s80FKrGfd0d3NZNZx1Fq7eY7nfj1B:WL7V2opiV1mvs8rxTZRczhB

MD5: 01334FB9D092AF2AA46C4185E405C627

SHA1: 47AD3C0E82362FFE5B881DF8D71D6F79AB7F5796

SHA-256: F52714812D68C577A445169D11E84DF6751C2D6886BC429643072BB5D61C6C27

SHA-512: 888D96ADB7A847ABE472145258C8C46950EB2FA3BA7D596C2E90A17C8FB06FD0155C56CC8ABA5D076D89368417464BCB2D236F9E40E53241950A01F9F8ED548
F

Malicious: false

Reputation: low

Preview: {..   "app": {..      "background": {..         "scripts": [ "craw_background.js" ]..      }..   },..   "default_locale": "en",..   "description": "__MSG_APP_DESCRIPTION__",..   "d
isplay_in_launcher": false,..   "display_in_new_tab_page": false,..   "icons": {..      "128": "images/icon_128.png",..      "16": "images/icon_16.png"..   },..   "key": 
"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzv9vQI/01UsuP0IV5/lj0wx7zJ/xcibUgDeIxobvv9XD+zO1MdjMWuqJ
FcKuSS4Suqkje6u+pMrTSGOSHq1bmBVh0kpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",..   "manifest_version": 2,..   "minimum_chrome_ver
sion": "29",..   "name": "__MSG_APP_NAME__",..   "oauth2": {..      "auto_approve": true,..      "client_id": "203784468217.apps.googleusercontent.com",..      "scopes": [ 
"https://www.googleapis.com/auth/sierra", "https://www.googleapis.com/auth/sierrasandbox", "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly" ]..   },.

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_maximize.png

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\images\topbar_floating_button_pressed.png

C:\Users\user\AppData\Local\Temp\scoped_dir5268_1031279936\CRX_INSTALL\manifest.json
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⊘ No static file info

Total Packets: 215

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:52:29.029273033 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.029323101 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.029422045 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.035777092 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.035804987 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.083901882 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.083940983 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.084026098 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.084717989 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.084738970 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.086905003 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.093311071 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.093346119 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.093761921 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.093846083 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.094558001 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.094623089 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.141256094 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.176870108 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.176893950 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.180061102 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.180156946 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.183819056 CEST 49733 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.185730934 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.278273106 CEST 49735 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.367291927 CEST 80 49733 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.367424011 CEST 49733 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.367986917 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.368068933 CEST 49734 80 192.168.2.3 216.39.113.141

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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May 23, 2022 18:52:29.371448040 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.446849108 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.447165966 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.447768927 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.447928905 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.449278116 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.449291945 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.449441910 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.449469090 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.450928926 CEST 80 49735 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.451021910 CEST 49735 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.497675896 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.497757912 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.497769117 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.497812986 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.499485016 CEST 49730 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:29.499516964 CEST 443 49730 142.250.185.110 192.168.2.3

May 23, 2022 18:52:29.500940084 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.501005888 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.501023054 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.501106977 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.501152039 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.506903887 CEST 49732 443 192.168.2.3 142.250.184.205

May 23, 2022 18:52:29.506934881 CEST 443 49732 142.250.184.205 192.168.2.3

May 23, 2022 18:52:29.659043074 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.814445019 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.814482927 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.814573050 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:29.815305948 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:29.873857975 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.006644964 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.007417917 CEST 49733 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.189681053 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189733028 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189753056 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189775944 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189796925 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189821005 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189843893 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189874887 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189897060 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189919949 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189944029 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.189944983 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.190021038 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.190702915 CEST 80 49733 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.190731049 CEST 80 49733 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.190747976 CEST 80 49733 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.190844059 CEST 49733 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.274198055 CEST 49733 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.372205019 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.372251987 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.372276068 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.372298002 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.372323036 CEST 80 49734 216.39.113.141 192.168.2.3

May 23, 2022 18:52:30.372380972 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:30.372463942 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:31.339294910 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:31.522041082 CEST 80 49734 216.39.113.141 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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May 23, 2022 18:52:31.586826086 CEST 49734 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.247986078 CEST 49753 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.248141050 CEST 49754 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.421796083 CEST 80 49753 216.39.113.141 192.168.2.3

May 23, 2022 18:52:32.422063112 CEST 49753 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.422713041 CEST 80 49754 216.39.113.141 192.168.2.3

May 23, 2022 18:52:32.422801971 CEST 49754 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.513631105 CEST 49753 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.514390945 CEST 49754 80 192.168.2.3 216.39.113.141

May 23, 2022 18:52:32.687784910 CEST 80 49753 216.39.113.141 192.168.2.3

May 23, 2022 18:52:32.687815905 CEST 80 49753 216.39.113.141 192.168.2.3

May 23, 2022 18:52:32.687834978 CEST 80 49753 216.39.113.141 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 23, 2022 18:52:28.974387884 CEST 57421 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:28.995048046 CEST 65358 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:28.999802113 CEST 53 57421 8.8.8.8 192.168.2.3

May 23, 2022 18:52:29.002913952 CEST 49873 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:29.030709028 CEST 53 49873 8.8.8.8 192.168.2.3

May 23, 2022 18:52:29.166544914 CEST 53 65358 8.8.8.8 192.168.2.3

May 23, 2022 18:52:31.307168007 CEST 49327 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:31.308203936 CEST 51391 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:31.480096102 CEST 53 49327 8.8.8.8 192.168.2.3

May 23, 2022 18:52:31.648535967 CEST 53 51391 8.8.8.8 192.168.2.3

May 23, 2022 18:52:32.214502096 CEST 64452 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:32.233422995 CEST 53 64452 8.8.8.8 192.168.2.3

May 23, 2022 18:52:39.422560930 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.446329117 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.495995045 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.520546913 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.520626068 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.520688057 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.520741940 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.558422089 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.561356068 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.606192112 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.608037949 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.637077093 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.650384903 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.650418043 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.650430918 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.691950083 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.692369938 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:39.771197081 CEST 443 50780 142.250.185.110 192.168.2.3

May 23, 2022 18:52:39.784332991 CEST 50780 443 192.168.2.3 142.250.185.110

May 23, 2022 18:52:46.442673922 CEST 64816 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:46.465162992 CEST 64996 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:46.465312004 CEST 53816 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:46.470778942 CEST 53 64816 8.8.8.8 192.168.2.3

May 23, 2022 18:52:46.488277912 CEST 53 53816 8.8.8.8 192.168.2.3

May 23, 2022 18:52:46.497999907 CEST 53 64996 8.8.8.8 192.168.2.3

May 23, 2022 18:52:47.491997957 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.497230053 CEST 52096 53 192.168.2.3 8.8.8.8

May 23, 2022 18:52:47.517982006 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.518011093 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.518028975 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.518318892 CEST 53818 443 192.168.2.3 142.250.184.227

UDP Packets
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May 23, 2022 18:52:47.519510984 CEST 53 52096 8.8.8.8 192.168.2.3

May 23, 2022 18:52:47.546303988 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.566726923 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.573086977 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.573626995 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.573894024 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.574120045 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.606065989 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.606530905 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.606599092 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.607511997 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607536077 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607552052 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607569933 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607585907 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607604027 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607621908 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607636929 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607654095 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607671976 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.607686996 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.608059883 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.608128071 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.608194113 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.608262062 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.608326912 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.608670950 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.608690023 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.608772993 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.608863115 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.609088898 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.610658884 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.610680103 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.610698938 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.610848904 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.611855030 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.611875057 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.613184929 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.613270998 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.613289118 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.613306046 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.613419056 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.613491058 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.614758015 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.614777088 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.614794016 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.617120981 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.617427111 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.617446899 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.617465019 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.617481947 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.617764950 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.618215084 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.618880033 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.618904114 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.618930101 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.619024992 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.619509935 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.620625019 CEST 443 53818 142.250.184.227 192.168.2.3
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May 23, 2022 18:52:47.620647907 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.620660067 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.620852947 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.622911930 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.622936964 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.622952938 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.623279095 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.623357058 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.625612020 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.626765966 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.626787901 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.626893044 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.626912117 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.627029896 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.627104998 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.628159046 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.628179073 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.629539967 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.629559994 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.630323887 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.630423069 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.631556988 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.631582022 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.631624937 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:52:47.632982969 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.633081913 CEST 53818 443 192.168.2.3 142.250.184.227

May 23, 2022 18:52:47.668318987 CEST 443 53818 142.250.184.227 192.168.2.3

May 23, 2022 18:53:11.608513117 CEST 50450 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:11.620317936 CEST 52427 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:11.637336016 CEST 53 52427 8.8.8.8 192.168.2.3

May 23, 2022 18:53:11.641499996 CEST 53 50450 8.8.8.8 192.168.2.3

May 23, 2022 18:53:12.416304111 CEST 64941 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:12.435981989 CEST 53 64941 8.8.8.8 192.168.2.3

May 23, 2022 18:53:12.459301949 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.485214949 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.485261917 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.485301018 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.485658884 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.511251926 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.514944077 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.515021086 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.515321016 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.542197943 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.548362017 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.549856901 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.556183100 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.556210041 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.556751013 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.557768106 CEST 64942 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:12.582334042 CEST 55403 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:12.601947069 CEST 443 64942 142.250.186.168 192.168.2.3

May 23, 2022 18:53:12.607403040 CEST 53 55403 8.8.8.8 192.168.2.3

May 23, 2022 18:53:12.672991991 CEST 54960 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:12.690263987 CEST 53 54960 8.8.8.8 192.168.2.3

May 23, 2022 18:53:12.858195066 CEST 61877 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:12.875863075 CEST 53 61877 8.8.8.8 192.168.2.3

May 23, 2022 18:53:13.254352093 CEST 64624 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:13.282004118 CEST 53 64624 8.8.8.8 192.168.2.3

May 23, 2022 18:53:15.973468065 CEST 64412 53 192.168.2.3 8.8.8.8
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May 23, 2022 18:53:16.155971050 CEST 53 64412 8.8.8.8 192.168.2.3

May 23, 2022 18:53:18.728688002 CEST 64416 443 192.168.2.3 142.250.184.227

May 23, 2022 18:53:18.752794027 CEST 443 64416 142.250.184.227 192.168.2.3

May 23, 2022 18:53:18.785593987 CEST 64416 443 192.168.2.3 142.250.184.227

May 23, 2022 18:53:18.817138910 CEST 443 64416 142.250.184.227 192.168.2.3

May 23, 2022 18:53:18.819204092 CEST 64416 443 192.168.2.3 142.250.184.227

May 23, 2022 18:53:20.699223995 CEST 50608 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:20.721674919 CEST 53 50608 8.8.8.8 192.168.2.3

May 23, 2022 18:53:21.604207993 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.629972935 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.631252050 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.657124043 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.657155037 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.657172918 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.657190084 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.662014008 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.664006948 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.738735914 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.739037037 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.772742033 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.783545971 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792306900 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792345047 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792367935 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792391062 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792411089 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792434931 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792457104 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792503119 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792527914 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792552948 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.792577028 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.793621063 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.793657064 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.798789024 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.798825979 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.799470901 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.799509048 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.800873041 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.800909996 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.800930023 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.800951004 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.802934885 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.802972078 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.804656982 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.804692984 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.804716110 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.804739952 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.806612015 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.806651115 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.806674957 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.806699991 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.809031963 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.809075117 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.809101105 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.809124947 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.812125921 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.812166929 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.812189102 CEST 443 54207 142.250.186.46 192.168.2.3
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May 23, 2022 18:53:21.812213898 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.813540936 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.814169884 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814383030 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814445972 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814510107 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814574957 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814634085 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814698935 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814754963 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814815998 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814878941 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.814948082 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.815026999 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.815084934 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.815145969 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.815207958 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.815272093 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.817790985 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.817857981 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.817920923 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.817981958 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.818065882 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.832907915 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.832947016 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.833419085 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.834038973 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.861617088 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.890949011 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:21.895817995 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:21.897659063 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:22.362080097 CEST 62756 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:22.384737015 CEST 53 62756 8.8.8.8 192.168.2.3

May 23, 2022 18:53:23.596002102 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.603650093 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.615912914 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.615945101 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.615962982 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.615978956 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.615995884 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616014004 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616030931 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616049051 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616065025 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616081953 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616100073 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616116047 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.616887093 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.616945028 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.617007017 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.617037058 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.617057085 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.617077112 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.617136002 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.617191076 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.617687941 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.618935108 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.618961096 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.618977070 CEST 443 54207 142.250.186.46 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2022 Page 51 of 166



May 23, 2022 18:53:23.618995905 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.620459080 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.620969057 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.620990992 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.621009111 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.621017933 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.621038914 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.621849060 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.621926069 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.622657061 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.622678995 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.623765945 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.624058962 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.624082088 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.625024080 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.625499964 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.625521898 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.625539064 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.625555992 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.627629042 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.627657890 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.628736973 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.628758907 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.629990101 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.630012035 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.630028963 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.630047083 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.632616043 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.632637024 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.632652998 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.632668972 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.634526014 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.634550095 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.634566069 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.634582996 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.636210918 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.636234045 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.637991905 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.638021946 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.638039112 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638046980 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.638063908 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.638098001 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638158083 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638215065 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638273001 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638340950 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638406038 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638540983 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638601065 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.638655901 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.639416933 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.639441967 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.640351057 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.640372038 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.640585899 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.641624928 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.641647100 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.641663074 CEST 443 54207 142.250.186.46 192.168.2.3
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May 23, 2022 18:53:23.641679049 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.642297029 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.642318964 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.643559933 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.643587112 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.644833088 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.644856930 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.644875050 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.644891024 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.645642042 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.646365881 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.646387100 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.646404028 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.646420002 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.648466110 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.648505926 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.648525000 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.648541927 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.648557901 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.648576021 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650648117 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650654078 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650660038 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650671005 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650701046 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650717020 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.650944948 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.651793003 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.652542114 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.652573109 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.652590990 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.652607918 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.654403925 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.654432058 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.654448986 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.654467106 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.654484034 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.654500008 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.655719995 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.656759977 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:23.661587954 CEST 54207 443 192.168.2.3 142.250.186.46

May 23, 2022 18:53:23.682096004 CEST 443 54207 142.250.186.46 192.168.2.3

May 23, 2022 18:53:32.181157112 CEST 54096 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:32.530114889 CEST 53 54096 8.8.8.8 192.168.2.3

May 23, 2022 18:53:45.956098080 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:45.956466913 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:45.987463951 CEST 443 54108 142.250.186.168 192.168.2.3

May 23, 2022 18:53:45.988207102 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:45.989712000 CEST 443 54108 142.250.186.168 192.168.2.3

May 23, 2022 18:53:45.989820957 CEST 443 54108 142.250.186.168 192.168.2.3

May 23, 2022 18:53:45.990535975 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:46.189884901 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:46.217070103 CEST 443 54108 142.250.186.168 192.168.2.3

May 23, 2022 18:53:46.218233109 CEST 443 54108 142.250.186.168 192.168.2.3

May 23, 2022 18:53:46.221868038 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:46.254302025 CEST 54108 443 192.168.2.3 142.250.186.168

May 23, 2022 18:53:46.279999971 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.298311949 CEST 443 54108 142.250.186.168 192.168.2.3

May 23, 2022 18:53:46.314090967 CEST 443 63327 173.194.76.157 192.168.2.3
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May 23, 2022 18:53:46.314110994 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.314124107 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.314532995 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.341342926 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.363987923 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.364293098 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.365350008 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.392236948 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.398863077 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.399761915 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.400262117 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.400296926 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.400599957 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.427545071 CEST 63327 443 192.168.2.3 173.194.76.157

May 23, 2022 18:53:46.429814100 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.455776930 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.456161022 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.482469082 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.482527971 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.482537031 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.482542992 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.483170986 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.483897924 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.486987114 CEST 443 63327 173.194.76.157 192.168.2.3

May 23, 2022 18:53:46.508492947 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.508739948 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.542277098 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.547136068 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.552860022 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.581486940 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.582142115 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.582652092 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.583470106 CEST 63329 443 192.168.2.3 142.250.186.132

May 23, 2022 18:53:46.585550070 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:53:46.611268997 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.611294985 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.611310959 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.612169027 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:53:46.627840042 CEST 443 63329 142.250.186.132 192.168.2.3

May 23, 2022 18:53:46.639475107 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.640614986 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:53:46.641115904 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:53:46.673650980 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.674297094 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:53:46.685663939 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.711957932 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.712614059 CEST 443 63331 142.250.186.67 192.168.2.3

May 23, 2022 18:53:46.714227915 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:53:48.875983953 CEST 60110 53 192.168.2.3 8.8.8.8

May 23, 2022 18:53:49.052710056 CEST 53 60110 8.8.8.8 192.168.2.3

May 23, 2022 18:54:01.644145012 CEST 63331 443 192.168.2.3 142.250.186.67

May 23, 2022 18:54:01.688465118 CEST 443 63331 142.250.186.67 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 23, 2022 18:52:28.974387884 CEST 192.168.2.3 8.8.8.8 0xd687 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

May 23, 2022 18:52:28.995048046 CEST 192.168.2.3 8.8.8.8 0x795 Standard query 
(0)

i.mt00.net A (IP address) IN (0x0001)

DNS Queries
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May 23, 2022 18:52:29.002913952 CEST 192.168.2.3 8.8.8.8 0xd0a7 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

May 23, 2022 18:52:31.307168007 CEST 192.168.2.3 8.8.8.8 0xae36 Standard query 
(0)

www.savico
m.net

A (IP address) IN (0x0001)

May 23, 2022 18:52:31.308203936 CEST 192.168.2.3 8.8.8.8 0xc49a Standard query 
(0)

www.savico
m.com

A (IP address) IN (0x0001)

May 23, 2022 18:52:32.214502096 CEST 192.168.2.3 8.8.8.8 0x84b7 Standard query 
(0)

i.mt00.net A (IP address) IN (0x0001)

May 23, 2022 18:52:46.442673922 CEST 192.168.2.3 8.8.8.8 0xcf8 Standard query 
(0)

maps.googl
e.com

A (IP address) IN (0x0001)

May 23, 2022 18:52:46.465162992 CEST 192.168.2.3 8.8.8.8 0xcd77 Standard query 
(0)

seal-golde
ngate.bbb.org

A (IP address) IN (0x0001)

May 23, 2022 18:52:46.465312004 CEST 192.168.2.3 8.8.8.8 0xa8a Standard query 
(0)

code.tidio.co A (IP address) IN (0x0001)

May 23, 2022 18:52:47.497230053 CEST 192.168.2.3 8.8.8.8 0x694b Standard query 
(0)

widget-v4.
tidiochat.com

A (IP address) IN (0x0001)

May 23, 2022 18:53:11.608513117 CEST 192.168.2.3 8.8.8.8 0x8951 Standard query 
(0)

socket.tidio.co A (IP address) IN (0x0001)

May 23, 2022 18:53:11.620317936 CEST 192.168.2.3 8.8.8.8 0xb0a1 Standard query 
(0)

twemoji.ma
xcdn.com

A (IP address) IN (0x0001)

May 23, 2022 18:53:12.416304111 CEST 192.168.2.3 8.8.8.8 0x81b7 Standard query 
(0)

github.com A (IP address) IN (0x0001)

May 23, 2022 18:53:12.582334042 CEST 192.168.2.3 8.8.8.8 0xd4a5 Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

May 23, 2022 18:53:12.672991991 CEST 192.168.2.3 8.8.8.8 0x7bdc Standard query 
(0)

raw.github
usercontent.com

A (IP address) IN (0x0001)

May 23, 2022 18:53:12.858195066 CEST 192.168.2.3 8.8.8.8 0xdcff Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

May 23, 2022 18:53:13.254352093 CEST 192.168.2.3 8.8.8.8 0x5212 Standard query 
(0)

www.google.ch A (IP address) IN (0x0001)

May 23, 2022 18:53:15.973468065 CEST 192.168.2.3 8.8.8.8 0xaa2c Standard query 
(0)

www.savico
m.net

A (IP address) IN (0x0001)

May 23, 2022 18:53:20.699223995 CEST 192.168.2.3 8.8.8.8 0xa836 Standard query 
(0)

seal-blue.
bbb.org

A (IP address) IN (0x0001)

May 23, 2022 18:53:22.362080097 CEST 192.168.2.3 8.8.8.8 0xcdf1 Standard query 
(0)

seal-golde
ngate.bbb.org

A (IP address) IN (0x0001)

May 23, 2022 18:53:32.181157112 CEST 192.168.2.3 8.8.8.8 0xea2e Standard query 
(0)

www.savico
m.com

A (IP address) IN (0x0001)

May 23, 2022 18:53:48.875983953 CEST 192.168.2.3 8.8.8.8 0xee58 Standard query 
(0)

www.savico
m.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 23, 2022 
18:52:28.999802113 CEST

8.8.8.8 192.168.2.3 0xd687 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:52:28.999802113 CEST

8.8.8.8 192.168.2.3 0xd687 No error (0) clients.l.
google.com

142.250.185.110 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:29.030709028 CEST

8.8.8.8 192.168.2.3 0xd0a7 No error (0) accounts.g
oogle.com

142.250.184.205 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:29.166544914 CEST

8.8.8.8 192.168.2.3 0x795 No error (0) i.mt00.net 216.39.113.141 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:31.480096102 CEST

8.8.8.8 192.168.2.3 0xae36 No error (0) www.savico
m.net

216.39.113.207 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:31.648535967 CEST

8.8.8.8 192.168.2.3 0xc49a No error (0) www.savico
m.com

www.savicom.net CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:52:31.648535967 CEST

8.8.8.8 192.168.2.3 0xc49a No error (0) www.savico
m.net

216.39.113.207 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:32.233422995 CEST

8.8.8.8 192.168.2.3 0x84b7 No error (0) i.mt00.net 216.39.113.141 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:43.878201008 CEST

8.8.8.8 192.168.2.3 0x23ca No error (0) gstaticads
sl.l.google.com

142.250.184.227 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:46.470778942 CEST

8.8.8.8 192.168.2.3 0xcf8 No error (0) maps.googl
e.com

142.250.186.46 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:46.488277912 CEST

8.8.8.8 192.168.2.3 0xa8a No error (0) code.tidio.co 104.26.9.183 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:46.488277912 CEST

8.8.8.8 192.168.2.3 0xa8a No error (0) code.tidio.co 172.67.72.223 A (IP address) IN 
(0x0001)

DNS Answers
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May 23, 2022 
18:52:46.488277912 CEST

8.8.8.8 192.168.2.3 0xa8a No error (0) code.tidio.co 104.26.8.183 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:46.497999907 CEST

8.8.8.8 192.168.2.3 0xcd77 No error (0) seal-golde
ngate.bbb.org

dynamicseal-
276b.kxcdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:52:46.497999907 CEST

8.8.8.8 192.168.2.3 0xcd77 No error (0) dynamicseal-
276b.kxcdn.com

p-
chzh00.kxcdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:52:46.497999907 CEST

8.8.8.8 192.168.2.3 0xcd77 No error (0) p-chzh00.k
xcdn.com

94.126.16.223 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:47.519510984 CEST

8.8.8.8 192.168.2.3 0x694b No error (0) widget-v4.
tidiochat.com

104.26.8.139 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:47.519510984 CEST

8.8.8.8 192.168.2.3 0x694b No error (0) widget-v4.
tidiochat.com

104.26.9.139 A (IP address) IN 
(0x0001)

May 23, 2022 
18:52:47.519510984 CEST

8.8.8.8 192.168.2.3 0x694b No error (0) widget-v4.
tidiochat.com

172.67.71.3 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.637336016 CEST

8.8.8.8 192.168.2.3 0xb0a1 No error (0) twemoji.ma
xcdn.com

emoji.twemoji.netd
na-cdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:11.637336016 CEST

8.8.8.8 192.168.2.3 0xb0a1 No error (0) emoji.twem
oji.netdna-
cdn.com

23.111.9.57 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 54.76.99.176 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 52.212.137.49 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 52.215.108.224 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 54.154.159.106 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 34.240.92.31 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 54.220.111.142 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 63.33.121.203 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:11.641499996 CEST

8.8.8.8 192.168.2.3 0x8951 No error (0) socket.tidio.co 63.35.207.201 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.169759035 CEST

8.8.8.8 192.168.2.3 0xfa92 No error (0) ssl-google-
analytics
.l.google.com

142.250.186.168 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.435981989 CEST

8.8.8.8 192.168.2.3 0x81b7 No error (0) github.com 140.82.121.4 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.607403040 CEST

8.8.8.8 192.168.2.3 0xd4a5 No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:12.607403040 CEST

8.8.8.8 192.168.2.3 0xd4a5 No error (0) stats.l.do
ubleclick.net

173.194.76.157 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.607403040 CEST

8.8.8.8 192.168.2.3 0xd4a5 No error (0) stats.l.do
ubleclick.net

173.194.76.156 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.607403040 CEST

8.8.8.8 192.168.2.3 0xd4a5 No error (0) stats.l.do
ubleclick.net

173.194.76.154 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.607403040 CEST

8.8.8.8 192.168.2.3 0xd4a5 No error (0) stats.l.do
ubleclick.net

173.194.76.155 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.690263987 CEST

8.8.8.8 192.168.2.3 0x7bdc No error (0) raw.github
usercontent.com

185.199.108.133 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.690263987 CEST

8.8.8.8 192.168.2.3 0x7bdc No error (0) raw.github
usercontent.com

185.199.109.133 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.690263987 CEST

8.8.8.8 192.168.2.3 0x7bdc No error (0) raw.github
usercontent.com

185.199.110.133 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.690263987 CEST

8.8.8.8 192.168.2.3 0x7bdc No error (0) raw.github
usercontent.com

185.199.111.133 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:12.875863075 CEST

8.8.8.8 192.168.2.3 0xdcff No error (0) www.google.com 142.250.186.132 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:13.282004118 CEST

8.8.8.8 192.168.2.3 0x5212 No error (0) www.google.ch 142.250.186.67 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:16.155971050 CEST

8.8.8.8 192.168.2.3 0xaa2c No error (0) www.savico
m.net

216.39.113.207 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:20.721674919 CEST

8.8.8.8 192.168.2.3 0xa836 No error (0) seal-blue.
bbb.org

dynamicseal-
276b.kxcdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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May 23, 2022 
18:53:20.721674919 CEST

8.8.8.8 192.168.2.3 0xa836 No error (0) dynamicseal-
276b.kxcdn.com

p-
chzh00.kxcdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:20.721674919 CEST

8.8.8.8 192.168.2.3 0xa836 No error (0) p-chzh00.k
xcdn.com

94.126.16.223 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:22.384737015 CEST

8.8.8.8 192.168.2.3 0xcdf1 No error (0) seal-golde
ngate.bbb.org

dynamicseal-
276b.kxcdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:22.384737015 CEST

8.8.8.8 192.168.2.3 0xcdf1 No error (0) dynamicseal-
276b.kxcdn.com

p-
chzh00.kxcdn.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:22.384737015 CEST

8.8.8.8 192.168.2.3 0xcdf1 No error (0) p-chzh00.k
xcdn.com

94.126.16.223 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:32.530114889 CEST

8.8.8.8 192.168.2.3 0xea2e No error (0) www.savico
m.com

www.savicom.net CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:32.530114889 CEST

8.8.8.8 192.168.2.3 0xea2e No error (0) www.savico
m.net

216.39.113.207 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:46.194711924 CEST

8.8.8.8 192.168.2.3 0xa24d No error (0) gstaticads
sl.l.google.com

142.250.184.227 A (IP address) IN 
(0x0001)

May 23, 2022 
18:53:49.052710056 CEST

8.8.8.8 192.168.2.3 0xee58 No error (0) www.savico
m.com

www.savicom.net CNAME 
(Canonical 
name)

IN 
(0x0001)

May 23, 2022 
18:53:49.052710056 CEST

8.8.8.8 192.168.2.3 0xee58 No error (0) www.savico
m.net

216.39.113.207 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
accounts.google.com

            
clients2.google.com

            
www.savicom.net

            
https:

fonts.gstatic.com
maps.google.com
seal-goldengate.bbb.org
code.tidio.co
widget-v4.tidiochat.com

            
i.mt00.net

            
www.savicom.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49732 142.250.184.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:29 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:29 UTC 0 OUT Data Raw: 20 
Data Ascii:  

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-05-23 16:52:29 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Mon, 23 May 2022 16:52:29 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-U-oSHCTlKyC-osjCaHYEPg' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-U-oSHCTlKyC-osjCaHYEPg' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-23 16:52:29 UTC 4 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-05-23 16:52:29 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49730 142.250.185.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:29 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:29 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce--UUWXfc0yC3BQSGiFmTA4g' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Mon, 23 May 2022 16:52:29 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5621
X-Daystart: 35549
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked
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2022-05-23 16:52:29 UTC 2 IN Data Raw: 33 36 64 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 32 
31 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 35 35 34 39 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5621" elapsed_seconds="35549"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-05-23 16:52:29 UTC 2 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-05-23 16:52:29 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49789 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:44 UTC 270 OUT GET /vendor/isotope/jquery.isotope.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:45 UTC 272 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 05 Sep 2014 23:44:50 GMT
Accept-Ranges: bytes
ETag: "453a416263c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 1339

2022-05-23 16:52:45 UTC 272 IN Data Raw: 2f 2a 2a 2a 2a 20 49 73 6f 74 6f 70 65 20 46 69 6c 74 65 72 69 6e 67 20 2a 2a 2a 2a 2f 0d 0a 0d 0a 2e 69 73 
6f 74 6f 70 65 2d 69 74 65 6d 20 7b 0d 0a 20 20 7a 2d 69 6e 64 65 78 3a 20 32 3b 0d 0a 7d 0d 0a 0d 0a 2e 69 73 6f 74 6f 
70 65 2d 68 69 64 64 65 6e 2e 69 73 6f 74 6f 70 65 2d 69 74 65 6d 20 7b 0d 0a 20 20 70 6f 69 6e 74 65 72 2d 65 76 65 
6e 74 73 3a 20 6e 6f 6e 65 3b 0d 0a 20 20 7a 2d 69 6e 64 65 78 3a 20 31 3b 0d 0a 7d 0d 0a 0d 0a 2f 2a 2a 2a 2a 20 49 
73 6f 74 6f 70 65 20 43 53 53 33 20 74 72 61 6e 73 69 74 69 6f 6e 73 20 2a 2a 2a 2a 2f 0d 0a 0d 0a 2e 69 73 6f 74 6f 70 
65 2c 0d 0a 2e 69 73 6f 74 6f 70 65 20 2e 69 73 6f 74 6f 70 65 2d 69 74 65 6d 20 7b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 
74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 
Data Ascii: /**** Isotope Filtering ****/.isotope-item {  z-index: 2;}.isotope-hidden.isotope-item {  pointer-events: none;  z-
index: 1;}/**** Isotope CSS3 transitions ****/.isotope,.isotope .isotope-item {  -webkit-transition-duration: 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.3 49900 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:53:02 UTC 2800 OUT GET /images/sltest-A.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:02 UTC 2850 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:03:33 GMT
Accept-Ranges: bytes
ETag: "8619296b5bf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:37 GMT
Connection: close
Content-Length: 20743

2022-05-23 16:53:02 UTC 2850 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 50 a9 
49 44 41 54 78 da ec dd 49 8f 24 57 ba e6 f7 f7 1c 33 37 1f 23 72 64 72 9e a7 62 72 1e aa 58 ac 5b ea 42 f7 05 7a 21 a0 
d1 6a b4 1a 5a 48 0b 6d 04 ad 2e 20 40 8d 0b 41 d2 a2 17 da 08 02 b4 d3 17 50 eb 3b 68 29 40 10 d4 d0 a6 1b 7d eb 16 
ba 8a 55 2c 16 99 1c 92 c9 64 4e 91 31 b8 bb d9 39 b2 63 93 1f 33 37 f7 b0 c8 88 c8 c8 88 fc ff 58 1e 6e 6e 6e 6e 93 47 
26 c1 a7 de 73 5e 65 ad 15 00 00 00 00 00 00 00 e8 42 73 0b 00 00 00 00 00 00 00 74 45 a0 08 00 00 00 00 00 00 a0 33 
02 45 00 00 00 00 00 00 00 9d 11 28 02 00 00 00 00 00 00 e8 8c 40 11 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<PIDATxI$W37#rdrbrX[Bz!jZHm. @AP;h)@}U,dN19c37Xnnn
nG&s^eBstE3E(@

2022-05-23 16:53:02 UTC 2866 IN Data Raw: 0f 5d 3e f0 3d 69 ac 2f b9 a6 34 c3 8d 0d 09 7b a1 cc f6 e2 da d6 d9 4f 1d 7e 98 1e 34 ac 5e e7 53 26 66 e1 
a0 2a 02 be 6c aa c7 45 fa 27 52 86 b5 45 bd 6a 99 22 2e 85 89 f9 4b d7 66 db 05 88 77 d2 75 db e5 81 97 2a 13 6d cb 2f 
0b 00 00 00 00 1c 21 02 45 00 38 21 ba 17 9d 53 4a 3e 6c ae 5f aa 34 6c 76 2f f6 aa 08 6b dd 88 3b 1c d3 6f 32 52 7e ae 
3e 37 a2 ad 02 b9 dd ed 6d 99 cf 67 b5 6e cb 55 d0 65 e2 bf 17 9b 4c 8b 00 cd ad 4c 16 01 62 7a 5a c6 f4 b2 00 d1 8a 0b 
11 5d 78 d8 cb f2 34 65 17 53 09 2a 95 d4 ce d9 75 95 be 7b eb a7 64 36 ff 2e ec eb e7 cb b9 14 cb a6 2c fe b2 34 3e e7 
07 8d 65 17 e8 03 df 93 f2 de 96 f7 a1 65 db 20 0c a5 3f 1a c9 74 67 a7 e8 fe 5c 04 7a 6e f0 71 2f 7a c6 f4 47 cf a8 bd ad 
6f 95 d2 3a fb d6 dc 34 8a 65 58 5c f6 64 b1 65 5b 9b 
Data Ascii: ]>=i/4{O~4^S&f*lE'REj".Kfwu*m/!E8!SJ>l_4lv/k;o2R~>7mgnUeLLbzZ]x4eS*u{d6.,4>ee ?tg\znq/zGo:4eX\de[

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.3 49902 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:02 UTC 2848 OUT GET /images/building-col1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:03 UTC 2871 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:49:32 GMT
Accept-Ranges: bytes
ETag: "2023f9f122ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 12081

2022-05-23 16:53:03 UTC 2871 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 2e d3 
49 44 41 54 78 da ec dd 5b 8c 24 d7 79 1f f0 aa ee b9 ef ce 2e 97 a4 c4 e5 8a a4 28 8a a4 48 51 a2 44 db a1 ac bb 91 04 
4e 00 e7 82 18 01 1c 23 f0 53 1e 12 18 79 ca 63 e0 87 e4 c1 ef 09 60 24 0f 79 09 10 07 08 e0 c0 b1 0d 27 8a 6c 20 91 15 
4b 22 75 a1 29 89 a2 45 71 c9 25 b9 d4 72 79 59 5e 76 f6 32 33 db 5d 95 3e 55 75 ba 6b 7a 7a ba cf ec ce 92 b3 3b bf 1f 
d1 ec ee ea ea 9a ee ea d3 3b 98 3f be 73 be bc 2c cb 0c 00 00 00 00 20 45 c7 29 00 00 00 00 00 52 09 14 01 00 00 00 8
0 64 02 45 00 00 00 00 20 99 40 11 00 00 00 00 48 26 50 04 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<.IDATx[$y.(HQDN#Syc`$y'l K"u)Eq%ryY^v23]>Uukzz;;?s, 
E)RdE @H&P
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.3 49903 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:02 UTC 2848 OUT GET /images/bgimages-bg.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:03 UTC 2890 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:04:41 GMT
Accept-Ranges: bytes
ETag: "9e4f60f15d10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 119721

2022-05-23 16:53:03 UTC 2891 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

2022-05-23 16:53:03 UTC 2928 IN Data Raw: dd 24 13 0b 98 94 3d 08 6c d7 41 3a 41 88 3f 7d 79 15 4f b5 7a b0 3c 77 64 4c c4 20 45 2f f3 ad f9 48 f0 03 2c 
7b 0e 3e 74 78 06 77 cc 96 87 96 0e 06 bb 8c 66 56 69 76 d6 66 10 60 ab e7 9b ef 35 1b 51 33 e7 72 e9 34 df 68 ba 39 
11 2a 7c fe fb 17 56 70 51 ae 3b 9d 2a 3d 2e ea 0c c7 70 a8 a0 1a 67 eb 1d 97 73 fd d4 e1 39 bc 29 19 50 93 e6 ff 65 87 
8f a4 07 d1 92 54 2d a5 ae c9 39 74 02 ef 4c ce c1 b2 f8 d6 1b 29 9d 4d de b7 5d a7 cd 4c 8d b6 4c f9 f7 d7 56 eb 40 ce 
1d 4e eb de 96 75 16 7f 1f 26 7e 2d 89 4f 7e 6c 79 06 f7 2e 56 4c 29 f9 f6 15 1b d2 96 b5 db 94 f7 d4 c5 56 15 2f 67 64 4d 
74 aa 71 39 29 85 1d 76 6f 44 9a 6c 3a 81 f8 d8 4f d6 db 12 07 6b e8 e9 a4 66 db 19 4c 25 b6 26 d8 6d e4 4b 55 5c 25 06 
ef 9a 2d e1 27 8e cc 62 6e 20 84 5b c3 98 cd 7c 55 11 
Data Ascii: $=lA:A?}yOz<wdL E/H,{>txwfVivf`5Q3r4h9*|VpQ;*=.pgs9)PeT-9tL)M]LLV@Nu&~-O~ly.VL)V/gdMtq9)
voDl:OkfL%&mKU\%-'bn [|U

2022-05-23 16:53:03 UTC 2950 IN Data Raw: b1 95 f1 c1 c4 67 85 d6 92 96 1f d3 be 17 65 25 8f 8a d7 70 7c de 93 df bc 5a a1 98 ad d2 8f 64 a7 e7 46 dc 
78 60 fc 61 8e 24 43 b1 87 3e 1f dd 0e ba f5 06 8e 90 d5 9f 9c cf a3 db 6a a1 5e af 57 6a b5 ea 97 be f8 85 2f 0a a1 28 
10 08 04 02 81 40 20 10 08 6e 18 a4 e4 59 20 d8 05 a3 68 87 b8 4a 32 15 a1 d5 f0 1d 85 05 cf 87 eb ba 96 a0 47 4a 36 
69 95 95 26 b9 d6 e9 e1 bb 6b 55 fc 60 b3 1e 92 32 be 63 0f b8 ab 55 0e 9d cf c4 d5 9f 5e dd c2 df 3c b1 34 40 ae 8c ba 
2a 55 d9 65 82 c3 ce ee 4b cf 40 d4 33 ce ca 9f 53 61 06 e5 77 ae 55 f1 a3 4a dd 90 73 61 1f c6 61 7d ed d2 69 c7 7d 08 
1d f2 c7 66 b7 87 3f bf 52 c1 af 1f 5b 18 83 84 cc 82 4b 4f 97 73 ce f0 f9 c4 62 39 16 49 cb 65 c2 4c d0 9e a9 b5 c3 fe 7b 
49 ff be 3d fc ca e2 2a 34 b7 6b dd 2e be bf 5e c7 2f 1f 
Data Ascii: ge%p|ZdFx`a$C>j^Wj/(@ nY hJ2GJ6i&kU`2cU^<4@*UeK@3SawUJsaa}i}f?R[KOsb9IeL{I=*4k.^/

2022-05-23 16:53:03 UTC 2966 IN Data Raw: 6d b7 f0 76 ab 8b 87 e6 a7 4c f9 63 86 00 0b 33 94 74 4c a6 0d 52 1b 6a 22 ab 19 1b 3d 17 3f d9 6a 92 ad ce 
c4 96 c6 22 1c 36 d9 60 3b f8 c9 4e cb 94 8a 3e b4 38 65 7a 0c 46 b6 ea 8c 68 88 9a a0 3f e2 a8 c9 12 b2 71 a5 d3 c7 b3 
ec d7 5c aa 5c 54 5d 5d a3 d9 10 51 36 f9 95 ec fa fb 8d 3a de 69 77 f1 f0 42 0d b7 4f 15 c3 52 5d 0c 4b c0 e8 7d b8 72 
44 3c 70 e6 e0 df af d7 e3 5e 8c fb 59 30 93 75 4c d8 be 46 fb 7f fe ec 15 3c 4a b6 de 3f 53 09 33 f9 46 64 39 6a 5c 33 47 
c4 31 b0 4e 71 ab 62 d2 6b 82 8d 41 48 dc d2 33 ab 9e 87 ff f4 ee 3a c5 6a c5 88 f3 1c 29 e6 a0 f6 f0 9f 0e 03 69 92 78 
08 56 9c 94 fc 3e b7 dd c4 c5 6e 48 2a ef 23 83 de 14 99 e7 98 b4 f7 f0 9f 2f 6c e0 e5 dd 36 1e 98 ab e2 86 4a 21 2b be 
1e b7 1a 08 fb 57 aa 83 3b f7 ad 66 17 af 73 69 fe 84 
Data Ascii: mvLc3tLRj"=?j"6`;N>8ezFh?q\\T]]Q6:iwBOR]K}rD<p^Y0uLF<J?S3Fd9j\3G1NqbkAH3:j)ixV>nH*#/l6J!+W;fsi

2022-05-23 16:53:03 UTC 2982 IN Data Raw: d9 50 4c 52 5d a3 ad a6 1f a0 52 58 21 5f 1c 6c ad 01 49 c7 e5 cc 3b 5e 60 ef 66 37 c8 22 3c d3 ee 63 b7 ef 
85 cd f5 c8 af 96 0e c5 64 0e 5a a8 1a 90 56 2b b4 77 e3 7b 28 5e 3d 9a 58 fc 64 db 0d e2 60 87 ec bb 40 fb ff 5a b3 87 
b5 6e 3f 6c b4 99 f4 a0 3c b8 ad c1 6c 1c 01 5d 3f 55 30 3f c1 60 3a 95 31 d9 a7 bd e6 cc be 4d b2 95 bf 5f 69 f7 f0 32 f9 
76 85 7c 6b ba 57 72 9f c4 91 aa e2 93 ba 34 14 4c a2 39 bb f4 8d 15 96 4f 1f 70 b5 7c 84 ea 1e 9d 2b b2 93 fd ba de e9 
93 5f bb b8 d0 ee 06 7d 12 39 db 33 17 29 75 1f dc af 11 69 c9 b6 1e ca cb e7 b0 40 20 10 08 04 02 81 40 20 78 ff 21 84 
a2 40 30 c1 9f eb 93 40 87 e4 0e 93 49 4c cc 3d df 68 e3 7c b3 8b 95 76 0f 4d ce 98 e2 14 24 d3 cb 2d 11 5d 39 18 89 a0 
33 ba 27 9c a5 e7 87 65 9a fb 1b 85 09 0f 8d 75 b2 f5 
Data Ascii: PLR]RX!_lI;^`f7"<cdZV+w{(^=Xd`@Zn?l<l]?U0?`:1M_i2v|kWr4L9Op|+_}93)ui@ @ x!@0@IL=h|vM$-]93'eu

2022-05-23 16:53:03 UTC 2993 IN Data Raw: 54 89 0a 6e 56 44 62 ff 36 f3 e5 ea f4 cf 6a 1f ae d7 e8 93 ad ab 64 eb 2b 8d 8e e9 19 77 b1 dd 87 eb 87 a4 a7 
e3 40 a9 f7 a2 7b 5c b2 36 d7 bf b6 71 38 63 ec e5 66 0f 67 28 0e 2e 51 1c 98 ac 39 f6 ab 4d 1f bb 76 58 5e ad 0f 1e 05 
69 f4 01 43 a6 d9 07 7c be eb f9 a6 8f df ab 64 eb 2a d9 7c 85 c9 54 43 24 46 a2 2b 03 56 5e 83 c9 3a 10 52 1e f0 b7 9a 
2c ee e9 6b cf d3 78 b7 d3 c7 4b 14 af 97 f9 7c 31 e9 c9 bf 31 71 60 65 7a 39 1e ec b8 a7 4a ea 39 0e 0e 2c 5c a6 0c f9 
b9 42 b6 be 4c 76 72 cc 5e a6 d7 66 ed d1 67 81 a5 52 35 cc d7 62 77 f0 d9 e3 be 07 b1 24 10 08 04 02 81 40 20 10 08 
04 93 40 08 45 81 60 82 bf d5 27 a3 0f 82 5b 6d 4b e1 78 39 6f 2e c6 8e eb e2 6c ab 87 d7 ea 1d bc d5 ea 62 93 4b 1c 99 
a4 b1 ac d1 02 1c 93 cc 14 93 1e 81 82 ac ad 0e 46 22 e4 
Data Ascii: TnVDb6jd+w@{\6q8cfg(.Q9MvX^iC|d*|TC$F+V^:R,kxK|11q`ez9J9,\BLvr^fgR5bw$@ @E`'[mKx9o.lbKF"
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2022-05-23 16:53:03 UTC 3009 IN Data Raw: 39 20 80 93 93 c5 33 fd 78 2e a5 4a 86 fe 8d 18 6c b0 16 a7 cb 05 4c db 36 f6 f4 d8 dd d2 71 20 86 18 72 5c 
cc 15 6c 7c 60 76 1a ef 9a 2a 63 b9 90 cb 6c 13 d3 aa 99 fc 8e 87 89 bc 85 d3 c5 1c 76 ea 6d d3 b6 7e 14 92 36 20 3e 3d 
d8 14 c8 fd b3 15 dc 33 53 c5 f9 4a 71 c0 fc c8 44 7a ab c6 59 c4 90 5c 65 97 f0 53 95 3c ae ec 05 86 3a b1 fb b3 1a 3d 
52 53 07 5e a0 72 7c 37 dd 57 ef 9f 9b c0 8d 14 ab ad 7a b7 4a 4c 79 94 3a 92 d6 18 27 a8 0e b0 db b8 ae 8f 96 e8 fe ba 
89 6a f6 c1 d9 09 dc 36 59 ca 38 64 1b c3 18 31 5f 11 08 04 02 81 40 20 10 08 04 ff c2 20 84 a2 40 30 0a 52 06 19 4c d2 
9d 29 e5 f1 86 cf ea a7 42 f6 5b fe 20 47 5b 1d 91 82 c1 81 b8 e5 32 a7 7d 7c 68 61 0a 1f 9e 9f 34 f3 e6 52 3b c7 ed c9 03
2d 4d 32 c6 27 3a 56 f7 0d 23 6e 58 e9 c6 f3 02 2f 3b 
Data Ascii: 9 3x.JlL6q r\l|`v*clvm~6 >=3SJqDzY\eS<:=RS^r|7WzJLy:'j6Y8d1_@  @0RL)B[ G[2}|ha4R;-M2':V#nX/;

2022-05-23 16:53:03 UTC 3025 IN Data Raw: d3 08 f7 1c 3a ec 3d 95 bc fe fc db 9b 75 3a 4e 03 5d 37 ac 01 15 b5 4b 87 73 00 75 ac 8e 03 d6 24 fe ab 63 f3 
b8 23 20 e8 26 ea fd 02 55 29 af 21 3b 82 ff 68 b7 85 17 28 d6 77 3b 3d dd 1e ce 2b b3 6c 99 58 a3 18 6e 29 64 71 9a 6a 
b6 60 1a 23 ea d5 cf ff 1f 5d b7 ac e7 6b 7e 73 a3 ae 89 5e 4d 3c 06 f1 2a 20 61 e1 03 5d 03 fc fa 10 d5 ce 67 56 e7 a6 
bb af 82 36 71 de ff 27 7b 14 2b bd ce 53 ed 36 d8 cd 9c de 9d 37 4d 1c a3 7b ea 74 d0 e6 5c b1 e3 ff 94 c5 f3 1d 7d 85 
ed ef d0 7a de b9 d7 d4 b1 be cb b3 4b 75 80 ec 0c 9e 8e 22 19 eb 5d 95 02 be 70 74 3e 98 4d ea 8d 2c 55 04 ae ee 41 
62 f5 db af d1 7d f5 cc 6e 13 17 5a 3d ec 79 2e 4c 5d b3 06 56 73 16 6e a4 fb eb 76 ca eb 62 a0 7c 4d b7 e2 7b c8 52 48 
bf bc 5a c5 4d b4 1d df 5f 3c 13 52 c7 1a d4 80 9b cc 2b 
Data Ascii: :=u:N]7Ksu$c# &U)!;h(w;=+lXn)dqj`#]k~s^M<* a]gV6q'{+S67M{t\}zKu"]pt>M,UAb}nZ=y.L]Vsnvb|M{RHZM_<R+

2022-05-23 16:53:03 UTC 3041 IN Data Raw: 6c c2 38 08 82 50 65 99 89 ba a7 f7 cc 60 17 af d5 16 c4 44 38 03 f4 95 e5 1a 3e b7 5d 4d 2c 32 81 c9 39 80 
cc 4b b1 ea f1 81 4a 5e f7 9f 64 31 1b cb e8 a5 12 93 ac 38 26 e7 5e a7 71 de 5f 6b 69 c2 96 55 af bb 44 75 97 d4 0b b3 
32 c7 69 0e 3f de 3d ad 89 d0 b4 df 92 d8 ed ad bb 0e f7 33 59 f9 da 52 0d 67 c9 56 9b e2 9e f3 5f 63 5b c7 c8 d6 bd a5 
bc 16 b2 39 42 31 5b 32 7b eb b6 13 bf ae 50 bc bf 45 eb f3 2e ad d3 2a 2b 29 f3 e7 66 58 2a 9c e2 1f b5 ad 9c 2f f8 67 
bb 26 75 49 fb f0 68 cd ee ad d3 b8 af de ac e1 74 ad 85 9a 47 b6 46 64 26 47 27 2b 5f 73 49 ff 71 7d 7f 95 ba 44 7d f6 
07 81 78 1c 1f 6f af da 78 97 b6 45 b2 3b 64 9b 43 01 1f a5 7c 2d 36 13 70 d6 b2 d3 06 1c 17 0f 95 2c 7c 6b b2 08 af dd 
46 b3 d9 84 6d 37 d0 bc 76 ed ca 53 7f ff dc 5e 79 82 0b 
Data Ascii: l8Pe`D8>]M,29KJ^d18&^q_kiUDu2i?=3YRgV_c[9B1[2{PE.*+)fX*/g&uIhtGFd&G'+_sIq}D}xoxE;dC|-6p,
|kFm7vS^y

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.3 49904 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:02 UTC 2849 OUT GET /images/litmus-coding2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:03 UTC 2884 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:50:21 GMT
Accept-Ranges: bytes
ETag: "573e28af18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 6739

2022-05-23 16:53:03 UTC 2884 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.3 49905 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:53:02 UTC 2849 OUT GET /images/building-audience.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:03 UTC 2906 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:52:10 GMT
Accept-Ranges: bytes
ETag: "c0e23a5023ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 21827

2022-05-23 16:53:03 UTC 2907 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 54 e5 
49 44 41 54 78 da ec dd 09 7c 24 57 61 ef fb 53 d5 8b 5a 52 6b d7 48 a3 59 34 fb 78 8c c7 9e f1 8c 6d bc 81 31 06 63 30 
3b 38 24 40 78 b9 24 01 42 02 21 0b 90 9d f0 72 43 42 72 2f 89 43 ee 4b c8 23 21 70 13 48 b8 6c 0e 6b c0 80 d9 02 c6 7
8 5f c6 db ac 9e 5d d2 8c 76 a9 d5 dd 55 b7 4e ab ab 75 ba 54 cb a9 ee d6 8c 34 fc be f9 54 7a ab ae 3e 75 4e b5 4c ff e7 
2c 86 6d db 02 00 00 00 00 00 00 00 74 98 54 01 00 00 00 00 00 00 00 5d 04 8a 00 00 00 00 00 00 00 b4 11 28 02 00 00 
00 00 00 00 d0 46 a0 08 00 00 00 00 00 00 40 1b 81 22 00 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<TIDATx|$WaSZRkHY4xm1c0;8$@x$B!rCBr/CK#!pHlkx_]vUN
uT4Tz>uNL,mtT](F@"

2022-05-23 16:53:03 UTC 2922 IN Data Raw: 8c 4f 3c f1 e3 a7 9f b9 48 f6 4c 6c 40 19 65 af 3c 7b c6 98 ef 95 e7 1e c1 0d 52 83 8e 19 54 36 e7 08 96 72 ee 
95 21 bb c3 73 b3 07 26 0b f9 3f dc dc dc fe e6 96 64 ea 2a 53 0e f3 56 7a ac 1d c9 cd 89 67 86 cf 88 ae d6 16 b1 b5 bf 
a7 54 1f d9 4c 7a fe cd 01 d7 a3 5f 19 86 26 26 0f 0f cf cc 7c ef 3f f6 3d f1 f5 e3 13 13 13 a2 ba 17 af 5b 2e a3 91 e7 ad 7c 
a7 ac d9 d9 dc a2 1e 78 ee 9c 8c 41 d7 b7 ef aa e6 f3 c9 ac df dc a4 f6 fe e9 b1 6f 38 df a5 93 03 cd d9 df 4a 9a 66 d6 ed 
91 28 cb fe 93 fd cf 88 27 8e 9d 12 eb 7b 3a 9d 7a ec 5d 54 87 61 6d 37 3b 97 b7 8f 9d 1d dd 77 70 62 fc df bf f8 f8 93 0f 
96 3f db f4 7c be 1a 2a 1a e7 b2 6d cf 4c 4e 3f 95 b3 8a 5f fa d2 13 4f fe bb f3 bd 3f 2b e6 ff 31 a3 ea 6f 9a 72 1f c0 39 66 f
8 ad 2a 05 00 00 00 60 69 bc e4 af 
Data Ascii: O<HLl@e<{RT6r!s&?d*SVzgTLz_&&|?=[.|xAo8Jf('{:z]Tam7;wpb?|*mLN?_O?+1or9f*`i

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.3 49906 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:03 UTC 2870 OUT GET /images/sltest-vs.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:03 UTC 2944 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:13:13 GMT
Accept-Ranges: bytes
ETag: "6fda8bc45cf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 5622

2022-05-23 16:53:03 UTC 2944 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 15 98 
49 44 41 54 78 da ec dd 7b b0 e7 75 5d c7 f1 cf b9 ec c2 82 90 96 40 52 29 2d 19 0a 76 d1 c4 0c 61 74 a6 bc 4f 51 64 63 
d8 98 34 19 95 fd 03 a6 64 5e 8a d0 29 cb 32 d3 19 c9 6e 63 69 d9 75 4a 28 9b b4 31 4d 33 9b cc 82 09 b9 e8 20 c2 b2 2
b f7 db c2 b2 bb 67 39 7d de fb fd 1d f8 ed d9 73 79 71 5c 3c bf dd 1e 8f 99 f7 b0 fb 3b bf df f7 f7 3d 67 cf 1f bf 79 f2 f9 7e 
3f 53 f3 f3 f3 0d 00 00 00 00 20 31 ed 47 00 00 00 00 00 a4 04 45 00 00 00 00 20 26 28 02 00 00 00 00 31 41 11 00 00 00 
00 88 09 8a 00 00 00 00 40 4c 50 04 00 00 00 00 62 82 22 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATx{u]@R)-vatOQdc4d^)2nciuJ(1M3 +g9}syq\<;=gy~?S 
1GE &(1A@LPb"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.3 49907 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:03 UTC 2883 OUT GET /images/guidelines-ra.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:03 UTC 2983 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:41:12 GMT
Accept-Ranges: bytes
ETag: "377c2558b31ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 10420

2022-05-23 16:53:03 UTC 2983 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 28 56 
49 44 41 54 78 da ec dd 4f 72 e4 48 7b 1f 60 80 a1 0b 50 37 10 c7 7f 64 6f 39 47 e0 9c 40 d1 13 8e 90 23 64 39 64 b6 ff 
84 d7 ec 23 34 d7 de 78 68 69 61 87 e5 c5 30 7c 02 f1 08 1f b7 8e 90 ec 8f be 81 79 83 86 2b 51 28 20 13 c8 44 bd ec 19 
87 86 ed e7 a1 d0 64 55 a1 80 44 26 8a 9f f8 9b 37 81 7e 18 86 0e 00 00 00 00 20 e2 42 17 00 00 00 00 00 51 02 45 00 0
0 00 00 20 4c a0 08 00 00 00 00 84 09 14 01 00 00 00 80 30 81 22 00 00 00 00 10 26 50 04 00 00 00 00 c2 04 8a 00 00 
00 00 40 98 40 11 00 00 00 00 08 13 28 02 00 00 00 00 61 02 45 00 00 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<(VIDATxOrH{`P7do9G@#d9d#4xhia0|y+Q( DdUD&7~ BQE 
L0"&P@@(aE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.3 49908 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:03 UTC 2982 OUT GET /images/special-email.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:04 UTC 3055 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 16 Jun 2016 18:14:28 GMT
Accept-Ranges: bytes
ETag: "c96fffebfac7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 23964

2022-05-23 16:53:04 UTC 3055 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 35 00 00 01 72 08 06 00 00 00 24 9b 3e 52 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR5r$>RtEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.
134777, 2010/02/12-17:32:00  
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2022-05-23 16:53:04 UTC 3071 IN Data Raw: 90 09 78 24 a8 94 60 ce 74 58 96 f0 c2 ae 3a 4c af 63 28 95 63 be fb 5d b7 ba cd f3 e2 ea 34 13 ee c4 53 d5 
73 61 c8 27 53 55 dd 86 53 65 4d 45 a7 3d ed 79 3c 75 01 8f 84 ac ae 57 ac 8e 56 e2 f4 c4 54 f4 4d 6f 80 12 dd e1 25 cc 
69 6b 6d 0b a7 e0 ba 3a b8 0d 02 c1 5c 58 b9 17 5f 5b 10 6a d6 c2 ce d0 93 bb 27 e9 2e ef 66 26 b0 ac 81 fa f2 de 97 75 
a8 a9 ab 2e 9b 34 79 69 b4 a6 a4 bd c9 fa 87 c7 8f 1d 53 17 2f 5d 54 ed 6d 6d d1 79 cb 3a aa d5 26 dd c4 27 43 d2 31 7f 
8c 06 6f bc f1 86 a7 3a 3a 3a 1e 94 e0 2d b8 cf 41 50 b9 65 f3 66 fd 0c 35 eb 5c 6e 07 9a 51 23 ab b0 31 8d 3c 27 f6 ba 
96 13 79 56 e4 7a f3 ba c9 95 13 37 be f2 7f e6 86 c1 e6 58 8d 83 82 ea d2 60 ab f9 f7 7d e9 92 a5 6a e9 e2 65 ea c0 a1 
03 aa cd 1f bb f4 f2 03 66 5f 95 ea f4 c6 d2 bf 27 f9 60 
Data Ascii: x$`tX:Lc(c]4Ssa'SUSeME=y<uWVTMo%ikm:\X_[j'.f&u.4yiS/]Tmmy:&'C1o:::-APef5\nQ#1<'yVz7X`}jef_'`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.3 49909 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:03 UTC 2982 OUT GET /img/slides/tech-3.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:04 UTC 3048 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 01 Apr 2015 20:56:28 GMT
Accept-Ranges: bytes
ETag: "85e31153be6cd01:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:39 GMT
Connection: close
Content-Length: 6386

2022-05-23 16:53:04 UTC 3049 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6c 00 00 00 5d 08 06 00 00 00 40 40 83 c5 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 20 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRl]@@tEXtSoftwareAdobe ImageReadyqe< iTXtXML:com.adobe.xmp<?xpacket begin="" id="W
5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.3 49910 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:04 UTC 3046 OUT GET /images/building-sign2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:53:04 UTC 3078 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:51:02 GMT
Accept-Ranges: bytes
ETag: "0cee02723ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:40 GMT
Connection: close
Content-Length: 8816

2022-05-23 16:53:04 UTC 3079 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 22 12 
49 44 41 54 78 da ec dd 7d 77 14 d7 81 e0 e1 ea 96 5a 6f 80 04 48 60 10 02 6c c0 91 63 fc 06 49 d8 ec cc 26 de 39 3b 7f 
e4 9c 7c 8c 9d 8f 95 f9 1a b3 99 bf 66 92 d8 63 c7 26 ce 38 c6 0e e0 80 6d 8c 8d 00 09 24 01 42 a0 97 de be ad ba e8 aa 
90 f0 c5 46 d0 22 cf 73 ce 3d 2d 75 57 75 55 f7 e4 88 e3 df dc aa 5b 6b 36 9b 05 00 00 00 00 40 8e ba af 00 00 00 00 00 
c8 25 28 02 00 00 00 00 d9 04 45 00 00 00 00 20 9b a0 08 00 00 00 00 64 13 14 01 00 00 00 80 6c 82 22 00 00 00 00 90 
4d 50 04 00 00 00 00 b2 09 8a 00 00 00 00 40 36 41 11 00 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<"IDATx}wZoH`lcI&9;|fc&8m$BF"s=-uWuU[k6@%(E dl"MP@6A

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49790 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:44 UTC 270 OUT GET /css/theme.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:45 UTC 310 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Tue, 07 Feb 2017 22:56:28 GMT
Accept-Ranges: bytes
ETag: "b8b0866a9581d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 16521

2022-05-23 16:52:45 UTC 311 IN Data Raw: 68 74 6d 6c 2c 0d 0a 62 6f 64 79 20 7b 0d 0a 09 68 65 69 67 68 74 3a 20 31 30 30 25 3b 0d 0a 7d 0d 0a 0d 0a 
62 6f 64 79 20 7b 0d 0a 09 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 46 46 46 3b 0d 0a 09 63 6f 6c 6f 72 
3a 20 23 37 37 37 3b 0d 0a 09 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 22 4f 70 65 6e 20 53 61 6e 73 22 2c 20 41 72 69 
61 6c 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 0d 0a 09 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 0d 0a 09 6c 69 
6e 65 2d 68 65 69 67 68 74 3a 20 32 32 70 78 3b 0d 0a 09 6d 61 72 67 69 6e 3a 20 30 3b 0d 0a 7d 0d 0a 0d 0a 2f 2a 20 
48 65 61 64 65 72 20 2a 2f 0d 0a 68 65 61 64 65 72 20 7b 0d 0a 09 63 6c 65 61 72 3a 20 62 6f 74 68 3b 0d 0a 09 62 6f 
72 64 65 72 2d 74 6f 70 3a 20 35 70 78 20 73 6f 6c 69 64 20 23 45 44 
Data Ascii: html,body {height: 100%;}body {background-color: #FFF;color: #777;font-family: "Open Sans", Arial, sans-seri
f;font-size: 14px;line-height: 22px;margin: 0;}/* Header */header {clear: both;border-top: 5px solid #ED

2022-05-23 16:52:45 UTC 326 IN Data Raw: 78 20 35 30 70 78 20 30 20 30 3b 0d 0a 09 62 6f 74 74 6f 6d 3a 20 30 70 78 3b 0d 0a 09 63 6f 6c 6f 72 3a 20 
23 46 46 46 3b 0d 0a 09 64 69 73 70 6c 61 79 3a 20 62 6c 6f 63 6b 3b 0d 0a 09 68 65 69 67 68 74 3a 20 39 70 78 3b 0d 
0a 09 6f 70 61 63 69 74 79 3a 20 30 3b 0d 0a 09 70 61 64 64 69 6e 67 3a 20 31 33 70 78 20 30 20 32 37 70 78 3b 0d 0a 
09 70 6f 73 69 74 69 6f 6e 3a 20 66 69 78 65 64 3b 0d 0a 09 72 69 67 68 74 3a 20 31 30 70 78 3b 0d 0a 09 74 65 78 74 2
d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0d 0a 09 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 
0d 0a 09 74 72 61 6e 73 69 74 69 6f 6e 3a 20 61 6c 6c 20 30 2e 33 73 3b 0d 0a 09 77 69 64 74 68 3a 20 34 39 70 78 3b 
0d 0a 09 7a 2d 69 6e 64 65 78 3a 20 39 39 39 39 3b 0d 0a 7d 0d 0a 0d 
Data Ascii: x 50px 0 0;bottom: 0px;color: #FFF;display: block;height: 9px;opacity: 0;padding: 13px 0 27px;position: fixe
d;right: 10px;text-align: center;text-decoration: none;transition: all 0.3s;width: 49px;z-index: 9999;}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.3 49911 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:53:04 UTC 3047 OUT GET /images/sltest-subject.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:04 UTC 3088 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:14:12 GMT
Accept-Ranges: bytes
ETag: "5645de85cf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:40 GMT
Connection: close
Content-Length: 30530

2022-05-23 16:53:04 UTC 3088 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 76 e4 
49 44 41 54 78 da ec bd 07 80 24 57 75 ef 7d 2a 74 9c 9c 76 76 76 77 76 77 76 57 9b b4 ab 9c 90 00 09 09 21 81 0c 18 4
4 b4 31 60 6c e3 67 7f df 33 0f 83 b1 c1 c6 36 d9 38 3c 3e 1b 78 36 18 db f8 73 c0 18 1c 00 63 82 24 84 95 50 44 d2 4a 9
b d3 ec e4 d4 33 9d 43 a5 fb ee a9 aa db 73 bb a6 7a a6 27 48 cc c8 e7 67 ae aa 3a dd ba a9 7a dd ff f9 9f 7b 14 c6 18 1
0 04 41 10 04 41 10 04 41 10 04 41 10 04 41 34 82 4a 43 40 10 04 41 10 04 41 10 04 41 10 04 41 10 44 a3 90 a0 48 10 
04 41 10 04 41 10 04 41 10 04 41 10 44 c3 90 a0 48 10 04 41 10 04 41 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<vIDATx$Wu}*tvvvwvwvW!D1`lg368<>x6sc$PDJ3Csz'Hg:z{
AAAAA4JC@AAAADHAAAADHAA

2022-05-23 16:53:04 UTC 3104 IN Data Raw: 2f d9 e0 80 68 85 0e 29 2c e2 1c 05 ca 5c a9 02 67 67 e6 d2 15 70 0a 1a a8 49 98 77 db 89 4a aa 75 29 0d 38 
d6 84 18 87 4e 35 37 8c 57 55 e0 f6 c3 17 df 70 cf c9 53 7f 31 9e 4e 17 74 4d 57 6d e6 38 4d d1 a8 f5 8b 2f 79 f1 eb ae 
dc b9 e3 57 d6 e3 64 07 c5 19 ec ff a5 db fb 2f 39 b4 b5 6f cb d3 c3 23 e3 89 68 54 ce f4 ac 94 2c cb de d2 de 1e b9 69 df 
de b7 2c 35 27 c1 79 a9 0a 8a ae 13 d2 81 f3 d3 b3 d3 98 d4 9b 57 1b 81 5a d1 cf 8d 20 5f 63 a5 47 91 4e 74 cb 71 52 e7 
53 a9 33 53 e9 dc ce 6d 3d 1d 55 21 4e 5e bb 61 eb 59 76 28 62 7f 3a 5a 9a 5b 5f 71 e0 c0 eb 8f 8c 8c fe b1 ad aa cd 7e 
96 63 e6 5f a7 da 97 7c b9 5c 7a e9 be 8b 0e 5d bb 6b e0 75 61 d7 10 ee 42 37 b3 33 6f 0b e6 41 c2 44 2c 26 3a fc fc f5 
8c f7 df c9 a9 99 6f 17 0c 43 4d 44 22 ee 85 54 45 61 
Data Ascii: /h),\ggpIwJu)8N57WUpS1NtMWm8M/yWd/9o#hT,i,5'yWZ _cGNtqRS3Sm=U!N^aYv(b:Z[_q~c_|\z]kuaB73o
AD,&:oCMD"TEa

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.3 49912 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:04 UTC 3047 OUT GET /img/slides/cust-1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:04 UTC 3118 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 01 Apr 2015 20:59:24 GMT
Accept-Ranges: bytes
ETag: "3ab413bcbe6cd01:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:40 GMT
Connection: close
Content-Length: 6581
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2022-05-23 16:53:04 UTC 3118 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 7f 00 00 00 60 08 06 00 00 00 34 3d ad 5d 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 20 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR`4=]tEXtSoftwareAdobe ImageReadyqe< iTXtXML:com.adobe.xmp<?xpacket begin="" id="W
5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.3 49913 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:04 UTC 3048 OUT GET /images/building-two.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:05 UTC 3126 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 20:21:42 GMT
Accept-Ranges: bytes
ETag: "404df34aeffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:40 GMT
Connection: close
Content-Length: 41209

2022-05-23 16:53:05 UTC 3126 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 a0 9b 
49 44 41 54 78 da ec dd df 8f 64 e9 7d df f7 e7 fb d4 50 a2 24 9a 33 a4 45 46 96 18 4f cb 08 1c c7 31 30 0d 18 08 02 18 
c8 f4 45 ee 77 64 24 17 91 04 6c ef 4d 6e 77 88 00 31 6c 4a d9 a1 48 2a 54 42 65 87 37 b9 dd 59 20 f1 4d 4c 67 f8 17 b0 
f7 3a 40 38 1b 20 17 06 04 b8 07 06 6c 04 a6 8c 99 04 b0 25 72 ea 3c 79 9e f3 fc fa 3e e7 9c ea a9 e9 ae ee 3e 55 e7 fd 
5a 56 57 75 75 55 75 d5 a9 73 7a d8 9f fe 7e 9f af 38 e7 0c 00 00 00 00 00 00 00 6c c3 b2 09 00 00 00 00 00 00 00 6c 8b 
40 11 00 00 00 00 00 00 c0 d6 08 14 01 00 00 00 00 00 00 6c 8d 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATxd}P$3EFO10Ewd$lMnw1lJH*TBe7Y MLg:@8 l%r<y>>U
ZVWuuUusz~8ll@l

2022-05-23 16:53:05 UTC 3142 IN Data Raw: cf 2a ab 9f 99 0a 25 73 95 71 ae 84 ce 55 d3 2e 07 c4 69 73 74 a9 8a 77 ed f7 ff 50 8d dc a5 0a 5e bd 1d 86 
41 25 00 00 00 ae 0f 81 22 00 ec a9 fc 8b b9 ae 22 ea 7f a9 cf a1 56 68 f5 5d ad cc ba ab bf 6c 97 ea 2b 55 5d 14 c3 80 
14 55 84 b0 ca ba 52 ef 64 4b 48 a1 12 45 95 43 b8 14 40 84 db ad 73 40 92 2b 01 8d 29 15 67 2e 07 3b 29 dc ea 8b f6 
24 b5 68 77 31 40 ca 8f d7 3f 42 a9 58 4c 5f 93 fa 7a 9d 15 15 f8 b9 d2 c6 2a aa ed b5 0f d9 9a 96 d4 1c 78 e4 8d 50 43 
a2 5a b9 26 a5 ba 2f 84 a1 a5 4a 30 b4 48 1b 29 15 5b 35 4c cc c1 8b f4 2f 30 e7 33 b6 3c 0f 9b be 73 dc 92 2a dd ab cf 
b9 54 29 b6 41 8c 94 17 9b 42 de 26 20 b2 29 e8 31 c6 0d f6 85 5a c1 68 d4 f3 73 5b 75 3c 8b 4a bb 62 10 68 53 08 28 
35 04 4a c1 b0 b5 d2 7c 4d 54 05 a9 31 b1 dd 3c 06 a1 aa 8d 38 
Data Ascii: *%sqU.istwP^A%""Vh]l+U]URdKHEC@s@+)g.;)$hw1@?BXL_z*xPCZ&/J0H)[5L/03<s*T)AB& )1Zhs[u<JbhS
(5J|MT1<8

2022-05-23 16:53:05 UTC 3158 IN Data Raw: 74 00 7e c3 b9 17 06 45 d8 19 68 da c1 97 d7 64 c1 2b 33 2e 7f bb 64 64 3f 7c 91 fc ea f2 08 fc 2a 61 2f 8e 5a 
6a ac 94 94 1d 49 08 89 a6 3b ad c6 a1 e3 48 6b ff 0e 4c 9c 98 30 24 90 3e 97 f8 3a c0 12 c9 88 4a a9 33 6a 79 78 33 67 
d9 0c 1e 40 bf 1f d9 5a 4e a4 1b 44 08 58 b0 b1 d5 e6 b2 49 ec 00 7c 61 12 30 35 b9 78 32 02 fe 41 d9 aa 63 0e 71 ee a6 
a7 28 a2 98 44 09 1a a0 81 40 15 a3 b7 e0 a5 3f 67 78 8f 4a e3 48 ea c0 9c 56 16 3f 41 10 35 01 e7 ef 2a f3 39 d0 c1 3e 
3b 7e 18 6f 19 20 9c 74 f2 a2 ce a0 82 aa 85 71 8d a0 20 c8 18 c5 a7 f9 49 a2 f2 e2 a9 d4 ba c4 cd 54 02 4a 80 21 62 00 
45 a9 f4 ba 8f 07 34 63 f6 d8 30 02 10 e7 c2 10 81 df 81 51 7b 84 bc ec 9d 4d cf 9d 64 94 8e a7 4e 43 e9 6c 88 a8 5c 05 
86 a6 0a 40 0f b4 d2 c4 92 11 94 6c 3a bd 38 40 8c eb 
Data Ascii: t~Ehd+3.dd?|*a/ZjI;HkL0$>:J3jyx3g@ZNDXI|a05x2Acq(D@?gxJHV?A5*9>;~o tq ITJ!bE4c0Q{MdNCl\@l:8@

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.3 49914 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:53:04 UTC 3087 OUT GET /images/litmus-coding.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:05 UTC 3167 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:50:08 GMT
Accept-Ranges: bytes
ETag: "ed5a6fa718dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:40 GMT
Connection: close
Content-Length: 11066

2022-05-23 16:53:05 UTC 3167 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.3 49915 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:04 UTC 3125 OUT GET /images/litmus-compR.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:05 UTC 3178 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:52:57 GMT
Accept-Ranges: bytes
ETag: "592327c19dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:40 GMT
Connection: close
Content-Length: 14833

2022-05-23 16:53:05 UTC 3178 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.2.3 49916 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:05 UTC 3125 OUT GET /images/guidelines-left-s.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:05 UTC 3194 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:34:32 GMT
Accept-Ranges: bytes
ETag: "9e7dd69b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:41 GMT
Connection: close
Content-Length: 44611

2022-05-23 16:53:05 UTC 3194 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 ad e5 
49 44 41 54 78 da ec dd 79 d0 6c f9 5d df f7 ef ef ac bd 3d fb dd f7 65 f6 91 64 41 61 9b 90 c2 86 14 95 12 09 b1 85 a9 c8 
08 39 c8 c2 45 a5 4a c1 26 4e 52 49 91 50 e5 c4 76 62 57 aa 9c 0a 7f a5 2a 71 95 20 41 d8 82 94 01 23 1b 50 02 ae 00 
02 01 83 90 90 d0 62 2d 73 67 9f b9 eb 73 ef 7d 9e de ce f2 cb f9 fe ce 39 dd a7 fb e9 e7 ce d1 68 86 b9 73 e7 fd 12 3d cf 
d6 7d fa f4 e9 9e a9 e2 53 9f df ef 6b ac b5 02 00 00 00 00 00 00 00 6d 78 5c 02 00 00 00 00 00 00 00 6d 11 28 02 00 00 
00 00 00 00 68 8d 40 11 00 00 00 00 00 00 40 6b 04 8a 00 00 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<IDATxyl]=edAa9EJ&NRIPvbW*q A#Pb-sgs}9hs=}Skmx\m
(h@@k

2022-05-23 16:53:05 UTC 3210 IN Data Raw: f8 b3 50 ac 3a 2b 17 2c da 59 33 d1 c8 ca 3d 14 67 a7 3d ff 9b 57 b5 07 33 53 4d 78 0e 3c f1 8b 1f 92 6a bf 43 
0d d0 f6 f6 f6 e6 27 b7 1c 26 ce ae ad 99 2d 7b 96 a5 a1 2c f5 d9 f8 6e 48 ca bc a1 a8 4b aa cf 1e df 96 2b 2f bc 22 9d e2 
12 9f db 8e 65 bd 13 e8 a6 82 2e 30 f5 82 48 fa 1b c7 c5 a6 c5 fb 31 1d 15 27 18 88 8b 40 35 f4 74 4b b6 dd c6 8f ee 5a 
ed 49 24 27 47 d7 a2 1f 3d 7b ec 03 9f b9 b6 fd d4 cb 37 6e 7d 3d f4 5d 0a 99 15 ac 0b e9 92 c4 66 d3 e9 7c e9 72 35 3c 
65 d6 3e 8c 63 89 07 6b 2e 40 d4 5b 18 d6 ed c3 7c 16 e0 95 ed c3 32 f8 73 6d 46 5d ba 3c 2d 6e c5 fb 62 eb f6 61 18 16 
c7 8a 24 ee 75 cb e5 ce 6e f9 72 79 7d 83 e2 98 fa 3c 7a 6c dd 9f f1 c5 a7 bf 36 1b e2 a2 bf d7 76 a4 3e 5e 03 45 0d 1b 
a3 6e 77 21 28 d6 df 69 d8 4a a0 08 00 00 00 00 c0 
Data Ascii: P:+,Y3=g=W3SMx<jC'&-{,nHK+/"e.0H1'@5tKZI$'G={7n}=]f|r5<e>ck.@[|2smF]<-nba$unry}<zl6v>^Enw!(iJ

2022-05-23 16:53:05 UTC 3245 IN Data Raw: 67 b2 4e c7 03 54 2d 26 49 ec 57 dc aa 79 67 ec 80 65 db f4 92 09 46 06 83 c1 60 30 18 0c 06 83 c1 60 30 5e 
c5 d8 55 42 31 89 23 4a 83 4d d5 de f5 7c 88 fa 3d 52 24 22 a1 d8 44 05 59 76 9e 6c cf 41 45 10 a9 66 2d d0 59 aa ad d1 
48 28 b6 37 37 f2 3a 8a 39 4a 0a 2d b4 44 fb ea 06 89 56 32 0a c3 4c 22 99 e8 ab 7b 55 93 4c a4 df f7 da 23 3f fe 53 b7 
ce fe ea 3b f7 37 5e 3f eb a6 a2 13 86 32 ca 1c 79 fa cd 07 57 7f e7 c4 b9 7f f4 47 4f 9d ff d7 9d 7e b7 e7 bb 54 94 70 d8 
df 4b ae 69 54 30 76 d2 fe 85 b4 ee ad 83 cc 26 4b 11 cc 39 28 f0 45 5d fa d8 89 a7 e1 f8 fd f7 41 bb d3 81 2a 59 97 ab 
3a 85 b9 86 49 cc 6a ab e8 34 66 1b ce b2 15 02 c4 17 7f 0f d2 a5 97 41 34 c7 a0 79 f0 38 f8 33 53 aa 53 58 cf af 42 e4 1f 
92 87 b1 1a af b0 36 07 fe e2 05 b8 65 fd 6b f0 54 
Data Ascii: gNT-&IWygeF`0`0^UB1#JM|=R$"DYvlAEf-YH(77:9J-DV2L"{UL#?S;7^?2yWGO~TpKiT0v&K9(E]A*Y:Ij4fA4
y83SSXB6ekT

Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 192.168.2.3 49917 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:05 UTC 3158 OUT GET /images/litmus-compL.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:53:05 UTC 3226 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:48:34 GMT
Accept-Ranges: bytes
ETag: "2fb46b6f18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:41 GMT
Connection: close
Content-Length: 18830

2022-05-23 16:53:05 UTC 3227 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

2022-05-23 16:53:05 UTC 3242 IN Data Raw: b3 51 9e ef 34 5c 8b 9b 7e f2 c6 61 f8 a1 bf f5 63 0f 3f f2 7f fd f8 bf 7b 34 e9 2f 84 e3 a1 60 5a 7d d8 ae 56 6c 
57 49 aa 54 04 00 60 6b 04 8a b0 3f 16 81 c7 e3 37 df 7c e5 d1 e1 f5 6b 87 e3 51 28 b3 3c 8c 47 bb bf 26 bc 7e 6d 9c 65 
47 ef e5 fa f5 eb f3 6a 4b d7 a9 97 51 0c 11 1f 15 93 70 ff c1 c3 70 70 f4 f3 ce f2 8b fd a3 fe 77 3e f0 c7 ae 77 b5 0d 5d 65 
32 2d aa 70 e7 99 67 de 16 6e dd b8 1e a6 45 e1 8b 71 49 ce b0 e5 64 1a be f2 f9 e7 f2 76 be 5c 56 7f 76 5b 9f 18 7f 51 
73 38 ca c3 2b af bd 72 bf 2c 8a 57 c3 b2 b9 75 b9 e2 28 5c 17 2a 02 00 c0 56 08 14 61 0f 2f 7b f3 83 71 4c ef ca 47 93 22 
4c b3 32 4c f7 a6 e9 e9 34 3c 7c eb ae 9f d0 65 fe f2 65 59 18 67 79 38 38 38 08 6f c5 d1 92 ab 3e 04 af 56 35 6a 7e f4 
79 9f 7c ea c9 30 3a ba 7f eb ee 3d 5f 0a 
Data Ascii: Q4\~ac?{4/`Z}VlWIT`k?7|kQ(<G&~meGjKQpppw>w]e2-pgnEqIdv\Vv[Qs8+r,Wu(\*Va/{qLG"L2L4<|eeYgy
888o>V5j~y|0:=_

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.3 49918 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:05 UTC 3178 OUT GET /images/building-impressions.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:06 UTC 3257 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 20:20:08 GMT
Accept-Ranges: bytes
ETag: "684ca12effd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:41 GMT
Connection: close
Content-Length: 27833

2022-05-23 16:53:06 UTC 3257 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 6c 5b 
49 44 41 54 78 da ec bd 09 9c 64 55 79 f7 7f ee ad aa de 66 e9 e9 19 60 06 86 75 10 06 04 41 b6 24 62 14 97 c1 05 5e 7
0 0b 6a 12 a3 26 2a 2a 06 8c 9a 88 c6 f7 4d f2 cf ab 02 e6 55 a3 c6 05 34 31 2a 49 8c a0 08 b8 a3 c6 05 51 81 61 d1 81 6
1 99 7d ed 9e 9e e9 7d ab ed de ff 3d b7 ee ad 3e 75 ea 9c 5b b7 aa 6b ba 67 f0 fb e5 73 a9 9e ee aa 53 e7 9e fb 9c 73 e
b f9 d5 73 9e c7 f1 7d 5f 00 00 00 00 00 00 00 00 00 00 a4 c1 65 08 00 00 00 00 00 00 00 00 00 20 2d 08 8a 00 00 00 00 
00 00 00 00 00 90 1a 04 45 00 00 00 00 00 00 00 00 00 48 0d 82 22 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<l[IDATxdUyf`uA$b^pj&**MU41*IQaa}}=>u[kgsSss}_e -EH"

2022-05-23 16:53:06 UTC 3273 IN Data Raw: e6 f9 17 55 e7 4c 1a 31 31 3e 67 19 9d b8 71 57 bf 8c ea 8d 05 45 af 1d f7 4c c7 fe 25 49 4b 6b 9a 12 a1 28 a2 
7b e2 b7 0f 95 7b e2 de 91 b1 6e 3e b2 01 00 20 28 02 00 40 bb 15 92 68 db 9f c9 39 30 e4 e5 3b 18 a2 a3 6f 7a 6f d3 fb 
99 72 7c d5 e4 a0 4a 74 76 44 d3 6d 8a da c8 a7 58 a8 30 89 15 a1 33 da 3f 3a fa b9 63 fa fa ae 95 2f 8c 23 32 f4 4a b1 
aa 50 b1 7c c9 e2 73 d6 9d 75 86 3c 44 a1 5c de 9d 2f 96 76 07 bf de 1d fc 79 77 b9 ec 2d 5a b6 a8 e7 0c f5 3a 99 04 00 
93 40 b1 79 e0 80 da 7f 3d ff a3 37 38 3a 2e 8e 3d 22 67 ec 9b 4d 60 b4 3d 37 f4 be 1d c7 56 f5 f9 a0 da a7 e9 da a5 73 
7c 5b b2 05 9b 00 68 ec 43 52 ff 2a 8e 75 d5 b6 ea 04 ca 66 db 4b 33 a7 5a 11 17 e3 6b df 95 cb 9d f1 ea 0b ce fb f1 cb 
ce 39 fb 17 d1 bf cf 0c 1e 7b 4d fd 32 09 54 aa 73 bf 
Data Ascii: UL11>gqWEL%IKk({{n> (@h90;ozor|JtvDmX03?:c/#2JP|su<D\/vyw-Z:@y=78:.="gM`=7Vs|[hCR*ufK3Zk
9{M2Ts
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.3 49919 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:05 UTC 3193 OUT GET /img/slides/audience-manage.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:06 UTC 3284 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Wed, 06 Jan 2016 20:44:09 GMT
Accept-Ranges: bytes
ETag: "7a8754fec248d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:41 GMT
Connection: close
Content-Length: 98710

2022-05-23 16:53:06 UTC 3285 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 29 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyP)http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm

2022-05-23 16:53:06 UTC 3300 IN Data Raw: 8c 62 7d 72 e0 03 71 40 ca 16 38 87 9c 85 13 de d9 97 51 93 0c a4 4f d3 1e 33 2e 7c a0 63 7c 3f e6 99 10 3a 
d7 37 d9 9a 0c ba b4 fa 1e 8f 3e bf 04 16 ba e4 f6 50 49 ac 5a db 72 f4 62 ba 68 d4 cc 91 96 25 8a ab 92 05 4f 4c d5 66 
10 13 90 81 b8 d9 af 73 9b 86 52 94 01 98 a9 11 ba 6d 95 36 bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a 
ec 55 d8 ab b1 57 62 ae c5 5e 21 f9 cd ab 6a fa 50 f2 7c de 5b d4 f5 48 7c c5 fa 66 d3 ea 7a 15 8a c8 d1 6a 36 ed 73 02 
5d c5 20 11 34 4c c2 26 34 12 ba aa a9 79 07 c4 80 8c bd 1c 44 a5 20 40 23 84 f3 e9 b1 a3 f3 ab ad f9 0e ae 36 ae 5c 30 
04 13 76 2a ba ee 2c 7c ae 87 2f 93 ca 7c 9d f9 93 f9 95 a2 79 2f ce 9a bd f6 8b ae 79 c2 fe d2 0b 29 6c 9e ee d6 52 96 
ba a9 b3 47 d6 22 94 05 49 7e af 6d 39 3c 56 35 6e 8c 89 4d 
Data Ascii: b}rq@8QO3.|c|?:7>PIZrbh%OLfsRm6v*UWb]v*UWb^!jP|[H|fzj6s] 4L&4yD @#6\0v*,|/|y/y)lRG"I~m9<V5nM

2022-05-23 16:53:06 UTC 3351 IN Data Raw: 07 f9 c0 ce c7 ce 44 7d 8f 40 cd cb aa 76 2a f3 0f cd 2f 2e 6b 7e 64 d2 b4 db 5d 1a d7 eb cf 0d db 34 96 ff 00 
5b 6b 3f 49 de 19 12 0b bf 51 68 5b ea d2 b2 c9 c3 bd 36 dc 0c 8d 1e 20 7f 00 d8 37 f2 04 7c 51 2b 31 20 7f 6e c7 6f 9d 1f 
82 07 49 f2 df 99 93 f3 22 e3 cc 97 b6 9f 57 b1 96 cc a4 ba 97 d7 0c 9e b4 66 18 23 8e cf ea a0 f1 5f 4e 58 de 6e 63 f9 a9 
d4 9c 9c 68 71 79 df de 08 ff 00 4a 2e 3f 16 32 8c ae 3b dd 7e a2 0f cc fa 99 fe b1 a3 de ea 33 5a cf 63 af 5d 68 af 6e 8e 
8f f5 68 e0 93 d4 0e 54 fc 5e b4 6f 4a 71 ed 9a fd 7e 93 2e a0 01 8f 34 b1 57 33 11 13 7e fe 38 cb ec 73 74 b9 f1 e2 24 cf 
18 9d f7 99 0a ff 00 4a 43 02 b4 fc af bd d3 75 7d 7f 5a d2 fc fb ab d8 5f 79 9e 78 2e b5 b6 48 6c d9 66 9a de 15 b7 47 e2 
d0 10 a7 d3 45 06 80 56 9b e6 3c f4 7a 
Data Ascii: D}@v*/.k~d]4[k?IQh[6 7|Q+1 noI"Wf#_NXnchqyJ.?2;~3Zc]hnhT^oJq~.4W3~8st$JCu}Z_yx.HlfGEV<z

2022-05-23 16:53:06 UTC 3367 IN Data Raw: be 7c 17 e9 bb df 95 73 65 9f a4 cf fd 5b af 7f e4 50 ff 00 9a b2 4e 3a 5b a8 ea 05 85 8f fa 05 e2 f1 bc 84 ef 18 
df 73 b7 da c5 53 2f d2 67 fe ad d7 bf f2 28 7f cd 58 ab bf 49 9f fa b7 5e ff 00 c8 a1 ff 00 35 62 ae fd 26 7f ea dd 7b ff 00 
22 87 fc d5 8a a4 da d6 b5 0d a5 bc 37 b7 56 97 76 f6 b6 13 7d 66 ea 66 8b 65 8e 28 dd dd b6 24 ec a0 9c 8c a4 22 09 3c 
83 3c 78 e5 92 42 11 16 49 00 7b ce c1 e2 03 fe 73 0f fe 71 e1 80 23 f3 02 22 08 a8 3f 54 bb ff 00 aa 59 a5 ff 00 44 bd 9d 
fe aa 3e 47 f5 3d 87 fc 9b ce df ff 00 94 59 7c e3 ff 00 14 f7 1d 07 ce 1a 57 99 f4 5d 2f cc 3a 0c 77 5a 96 8b ad 5b 47 77 
a5 df c7 09 0b 34 12 8e 48 e0 31 56 00 8f 11 9b 8c 39 a1 9a 02 70 37 12 2c 1f 27 94 d5 e9 32 e9 33 4b 0e 68 f0 ce 04 89 
0e e2 39 84 df f4 99 ff 00 ab 75 ef fc 
Data Ascii: |se[PN:[sS/g(XI^5b&{"7Vv}ffe($"<<xBI{sq#"?TYD>G=Y|W]/:wZ[Gw4H1V9p7,'23Kh9u

2022-05-23 16:53:06 UTC 3383 IN Data Raw: 23 b9 ae 5d 2e 88 fb 09 07 cc 84 9b cb ff 00 96 7f 9d 7a 25 bf 97 6c ad bc e0 2d ec 74 ab 3b cb 29 ed 24 d5 2e 
2e e3 05 ec 84 31 ce a5 ed 91 dc b4 ea 1e 34 63 c6 01 5e 21 8e 59 33 c5 67 bc 7e 9e 5f f1 ee 7d 3a 6f 08 44 81 57 d7 f1 
f0 f2 f2 b4 47 9b ff 00 2a bf 34 3c c9 a3 d8 c5 17 99 5e 29 ad 46 84 7f 45 4d ac dc b0 55 b0 17 0f 7a 16 f5 6d 55 fd 79 5d 
a2 02 7e 01 a8 a7 a7 46 20 d4 b8 bc c9 ee da a2 00 1d db 89 5f 7d 8f 84 27 8e 52 da f6 db ef 37 f6 70 fc 90 97 3f 97 3f f3 
90 4c 35 99 62 fc c7 79 64 99 74 d3 a3 59 fd 7d a2 82 21 6e ca 5e 29 19 6d 0c ad c4 02 24 70 e0 cf fb 5c 7a 01 0d 88 bd 
f7 17 e7 b6 fb 7f bd e4 d8 62 48 e7 d0 f2 f7 f7 fe 9f 83 ea d8 c3 88 d0 48 41 90 28 f5 0a f4 2d 4d e9 89 ab d9 90 e4 f9 8f f3 
cb f2 e7 cd be 72 f3 16 8f 7f e5 fd 2d 2f 
Data Ascii: #].z%l-t;)$..14c^!Y3g~_}:oDWG*4<^)FEMUzmUy]~F _}'R7p??L5bydtY}!n^)m$p\zbHHA(-Mr-/

2022-05-23 16:53:06 UTC 3384 IN Data Raw: 47 60 7a 11 9e 23 ff 00 04 ff 00 64 3b 4f b6 b5 b8 b2 e9 31 f1 46 38 f8 49 e2 88 df 88 9e a4 74 2f a6 7b 13 ed 
0e 8b b3 74 b9 21 a8 9f 09 33 b1 b1 3b 50 1d 1e 26 7f 22 7f 32 c8 23 fc 3b 1f fd 25 5b ff 00 cd 79 e6 a3 fe 05 fe d0 7f a8 7f 
b3 87 fc 53 da 0f 6e 3b 27 fd 54 ff 00 a5 97 ea 7d 4f e6 df 24 eb 5a be af e5 7d 46 df 4b d2 f5 b8 74 eb 38 ad 56 df 55 b8 
9a 11 a5 5d 24 89 27 e9 1b 65 85 1b d4 93 8a f0 a0 68 da 94 1c f8 96 19 f5 86 92 12 c7 8e 20 ec 44 62 2f 99 14 37 1f 1f 
d1 d4 3e 09 a8 22 73 26 ec 59 db a1 be 47 e1 fa 7b d8 65 b7 e5 b7 e6 ed e5 d1 3a b7 9f ef ac b4 f4 79 29 6f 67 ab 4f ea 
48 f2 4d 0f ad 39 90 5b a1 55 96 21 21 8e 11 f0 c0 48 08 7a 15 b8 8f 4e dc fa 7c 8f 3e ff 00 55 1b ee db 90 de a0 0f 16 fc 
be 5b d8 f9 7a 6c 7b f7 ea c4 66 fc b6 fc 
Data Ascii: G`z#d;O1F8It/{t!3;P&"2#;%[ySn;'T}O$Z}FKt8VU]$'eh Db/7>"s&YG{e:y)ogOHM9[U!!HzN|>U[zl{f
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2022-05-23 16:53:06 UTC 3400 IN Data Raw: 87 f2 7c 8f 08 03 eb 8f 4d bf 9a fd b1 fc 82 b2 b4 b8 fc 97 fc b4 9a d3 52 d4 a7 b6 7d 0a d8 c1 3c ee 61 95 d6 
86 85 e3 59 24 0a 7d 83 1f 9e 3f c9 32 ec 9f f0 39 c8 48 e2 f4 92 36 06 ba bc 1f 68 f6 bc 7b 5f 53 93 5b 18 70 0c a4 c8 46 
ef 86 fa 5e cf 5e fd 16 9f f2 db 7b ff 00 23 df 17 09 df a2 d3 fe 5b 6f 7f e4 7b e2 a9 6d fe 9c ab 36 96 3e b9 78 79 5d 81 bc 
ec 69 fb a9 0e d8 aa 73 6f 64 b6 ee 5c 5c 5c 4b 51 4e 32 ca ce bf 3a 1e f8 aa 33 15 76 2a c5 fc d3 e5 a8 7c cb 1e 88 b2 
34 51 cb a2 6b 36 3a bd b4 d2 47 ea 10 d6 73 09 18 26 e3 8b 3a 82 bc bb 57 0c 4f 0c af df f6 82 19 c6 54 08 ef 0c 7f 42 f2 
66 a7 a7 79 c3 52 f3 35 f5 fd 94 d0 5d c7 31 82 0b 6b 77 8e 7f 5a ed 6d 44 e2 69 5a 46 0f 1a 1b 51 e9 8a 02 39 1a d6 98 
23 51 15 f8 e6 65 f7 ca bd cd 73 8d ca c7 
Data Ascii: |MR}<aY$}?29H6h{_S[pF^^{#[o{m6>xy]isod\\\KQN2:3v*|4Qk6:Gs&:WOTBfyR5]1kwZmDiZFQ9#Qes

2022-05-23 16:53:06 UTC 3416 IN Data Raw: 55 df bd ff 00 97 ff 00 f9 25 8a bb f7 bf f2 ff 00 ff 00 24 b1 57 7e f7 fe 5f ff 00 e4 96 2a ef de ff 00 cb ff 00 fc 92 
c5 5d fb df f9 7f ff 00 92 58 ab bf 7b ff 00 2f ff 00 f2 4b 15 77 ef 7f e5 ff 00 fe 49 62 ae fd ef fc bf ff 00 c9 2c 55 df bd ff 00 
97 ff 00 f9 25 8a bb f7 bf f2 ff 00 ff 00 24 b1 57 7e f7 fe 5f ff 00 e4 96 2a ef de ff 00 cb ff 00 fc 92 c5 5d fb df f9 7f ff 00 92 
58 ab bf 7b ff 00 2f ff 00 f2 4b 15 77 ef 7f e5 ff 00 fe 49 62 ae fd ef fc bf ff 00 c9 2c 55 df bd ff 00 97 ff 00 f9 25 8a bb f7 bf 
f2 ff 00 ff 00 24 b1 57 7e f7 fe 5f ff 00 e4 96 2a ef de ff 00 cb ff 00 fc 92 c5 5d fb df f9 7f ff 00 92 58 ab bf 7b ff 00 2f ff 00 f2 
4b 15 77 ef 7f e5 ff 00 fe 49 62 ae fd ef fc bf ff 00 c9 2c 55 df bd ff 00 97 ff 00 f9 25 8a bb f7 bf f2 ff 00 ff 
Data Ascii: U%$W~_*]X{/KwIb,U%$W~_*]X{/KwIb,U%$W~_*]X{/KwIb,U%

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.3 49920 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:05 UTC 3193 OUT GET /images/litmus-integration.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:06 UTC 3317 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:47:03 GMT
Accept-Ranges: bytes
ETag: "5013863918dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:41 GMT
Connection: close
Content-Length: 21246

2022-05-23 16:53:06 UTC 3318 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

2022-05-23 16:53:06 UTC 3333 IN Data Raw: ce 39 27 7e 67 fe 2d b7 dc b2 33 94 f7 fd f5 5f ff f5 d7 2e bc f0 c2 d7 84 3a bc a0 5b 1d 1e 6c fd 8d 41 62 f0 85 
37 bf f9 cd 3f a8 d6 35 1e d0 d5 bd bd bd f7 0e e6 df 90 c1 9c ff 47 f3 75 1d 60 28 04 8a 00 c0 93 42 de 02 68 30 03 75 e4 
37 ac e9 7c f2 96 74 4d 2d e8 ea 96 5c b1 b5 48 b7 6e 6b 9d 6e 8e f3 ae 71 79 f8 10 d5 cf b3 1b cc f6 0c 76 34 d0 7c 54 
d2 6a 7b 96 7d f5 ab 5f 9d 16 ca 92 cb 2e bb ec 1b 6f 7f fb db 2f 39 ed b4 d3 5e 30 63 c6 8c 17 74 0b 3d f2 1b ed b0 fe db 
77 ee dc b9 62 f5 ea d5 df e9 14 4c e4 c1 e2 dd 77 df fd c0 39 e7 9c 13 9f 7b 36 ff 75 af 7b dd 0f c3 f4 07 1f f9 c8 47 e6 5d 
78 e1 85 17 9f 7a ea a9 2f 9d 38 71 e2 99 9d 8e 77 a7 7d 52 75 ed 5d b7 61 c3 86 7f fa fe f7 bf 7f fb 35 d7 5c b3 bc 5a b7 
3a 3c 89 3b 7d f9 b2 65 cb 36 e4 c1 
Data Ascii: 9'~g-3_.:[lAb7?5Gu`(Bh0u7|tM-\Hnknqyv4|Tj{}_.o/9^0ct=wbLw9{6u{G]xz/8qw}Ru]a5\Z:<;}e6

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 49792 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:44 UTC 271 OUT GET /css/theme-elements.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:45 UTC 279 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Thu, 15 Oct 2015 20:51:35 GMT
Accept-Ranges: bytes
ETag: "62b8d3478b7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 32455

2022-05-23 16:52:45 UTC 279 IN Data Raw: 2f 2a 20 48 65 61 64 69 6e 67 73 20 2a 2f 0d 0a 68 31 2c 0d 0a 68 32 2c 0d 0a 68 33 2c 0d 0a 68 34 2c 0d 0a 
68 35 2c 0d 0a 68 36 20 7b 0d 0a 09 63 6f 6c 6f 72 3a 20 23 31 32 31 32 31 34 3b 0d 0a 09 66 6f 6e 74 2d 77 65 69 67 68 
74 3a 20 32 30 30 3b 0d 0a 09 6c 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 20 2d 31 70 78 3b 0d 0a 09 6d 61 72 67 69 
6e 3a 20 30 3b 0d 0a 7d 0d 0a 0d 0a 68 31 20 7b 0d 0a 09 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 2e 32 65 6d 3b 0d 0a 09 
6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 34 34 70 78 3b 0d 0a 09 6d 61 72 67 69 6e 3a 20 30 20 30 20 34 34 70 78 20 30 
3b 0d 0a 7d 0d 0a 0d 0a 68 32 20 7b 0d 0a 09 66 6f 6e 74 2d 73 69 7a 65 3a 20 32 2e 38 65 6d 3b 0d 0a 09 66 6f 6e 74 
2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0d 0a 09 6c 69 6e 65 2d 68 65 
Data Ascii: /* Headings */h1,h2,h3,h4,h5,h6 {color: #121214;font-weight: 200;letter-spacing: -1px;margin: 0;}h1 {font-size: 
3.2em;line-height: 44px;margin: 0 0 44px 0;}h2 {font-size: 2.8em;font-weight: 300;line-he

2022-05-23 16:52:45 UTC 295 IN Data Raw: 6f 6e 69 61 6c 3a 61 66 74 65 72 20 7b 0d 0a 09 62 6f 74 74 6f 6d 3a 20 2d 30 2e 35 65 6d 3b 0d 0a 09 63 6f 
6e 74 65 6e 74 3a 20 22 5c 32 30 31 44 22 3b 0d 0a 09 72 69 67 68 74 3a 20 31 30 70 78 3b 0d 0a 7d 0d 0a 0d 0a 64 69 
76 2e 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 61 72 72 6f 77 2d 64 6f 77 6e 20 7b 0d 0a 09 62 6f 72 64 65 72 2d 6c 65 66 74 
3a 20 31 35 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 0d 0a 09 62 6f 72 64 65 72 2d 72 69 67 68 
74 3a 20 31 35 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 0d 0a 09 62 6f 72 64 65 72 2d 74 6f 70 3
a 20 31 35 70 78 20 73 6f 6c 69 64 20 23 43 43 43 3b 0d 0a 09 68 65 69 67 68 74 3a 20 30 3b 0d 0a 09 6d 61 72 67 69 
6e 3a 20 30 20 30 20 30 20 32 35 70 78 3b 0d 0a 09 77 69 64 74 68 3a 
Data Ascii: onial:after {bottom: -0.5em;content: "\201D";right: 10px;}div.testimonial-arrow-down {border-left: 15px solid 
transparent;border-right: 15px solid transparent;border-top: 15px solid #CCC;height: 0;margin: 0 0 0 25px;width:

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.3 49921 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:05 UTC 3226 OUT GET /images/special-in.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:06 UTC 3338 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 16 Jun 2016 18:15:14 GMT
Accept-Ranges: bytes
ETag: "89477c7fbc7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:41 GMT
Connection: close
Content-Length: 12416
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2022-05-23 16:53:06 UTC 3339 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 35 00 00 01 72 08 06 00 00 00 24 9b 3e 52 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR5r$>RtEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.
134777, 2010/02/12-17:32:00  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.3 49923 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:06 UTC 3316 OUT GET /img/slides/slide-bg-gray.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:07 UTC 3430 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Thu, 10 Mar 2016 21:54:01 GMT
Accept-Ranges: bytes
ETag: "69cfc5a177bd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:43 GMT
Connection: close
Content-Length: 177693

2022-05-23 16:53:07 UTC 3430 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 02 01 00 48 00 48 00 00 ff e1 05 02 45 78 69 66 00 00 49 49 2a 00 08 00 
00 00 07 00 12 01 03 00 01 00 00 00 01 00 00 00 1a 01 05 00 01 00 00 00 62 00 00 00 1b 01 05 00 01 00 00 00 6a 00 00 
00 28 01 03 00 01 00 00 00 02 00 00 00 31 01 02 00 1c 00 00 00 72 00 00 00 32 01 02 00 14 00 00 00 8e 00 00 00 69 87 
04 00 01 00 00 00 a4 00 00 00 d0 00 00 00 80 fc 0a 00 10 27 00 00 80 fc 0a 00 10 27 00 00 41 64 6f 62 65 20 50 68 6f 74 
6f 73 68 6f 70 20 43 53 33 20 57 69 6e 64 6f 77 73 00 32 30 31 36 3a 30 33 3a 31 30 20 31 33 3a 35 36 3a 30 39 00 00 0
0 03 00 01 a0 03 00 01 00 00 00 ff ff 00 00 02 a0 04 00 01 00 00 00 80 07 00 00 03 a0 04 00 01 00 00 00 b5 01 00 00 00 
00 00 00 00 00 06 00 03 01 03 00 01 00 00 00 06 00 00 00 1a 01 05 
Data Ascii: JFIFHHExifII*bj(1r2i''Adobe Photoshop CS3 Windows2016:03:10 13:56:09

2022-05-23 16:53:07 UTC 3446 IN Data Raw: fb af 57 af 7d b1 ff 00 52 3f db af bf 75 ea f5 cf ed 9b fa 8f f6 e7 fe 29 ee bf 97 5e d4 7a f1 a5 ff 00 58 ff 00 af ff 
00 22 f7 ba f5 ea 9e b8 7d b1 ff 00 52 3f db af bd f5 ea f5 ef b6 3f ea 47 fb 75 f7 ee bd 5e bd f6 c7 fd 48 ff 00 6e be fd d7 
ab d7 8d 37 fb 49 ff 00 60 7d fa bd 6e bd 7b ed 9b fa 1f f9 2f df ba d5 7a eb ed bf da 4f fb 7f 7e af 5b eb df 6d fe d2 7f db fb 
f5 7a f6 7a f7 83 fc 07 fb c7 bd 57 af 67 ae 46 9f 9e 6d 7f f1 fa ff 00 bd 7b f5 7a f6 7a e3 e0 ff 00 01 fe f1 ef d5 eb d9 eb 91 
a7 e7 9b 5f fc 7e bf ef 5e fd 5e bd 9e b8 f8 3f c0 7f bc 7b f5 7a f6 7a e7 f6 e7 fd f5 ff 00 e2 9e fd d7 aa 7a e1 e0 ff 00 01 fe 
f1 ef d5 eb d9 eb bf b7 3f ea 7f de bd ef af 54 f5 d9 a7 e7 9b 5f fc 7e bf ef 5e f5 5e bd 9e b8 f8 3f c0 7f bc 7b f5 7a f6 7a f7 
83 
Data Ascii: W}R?u)^zX"}R??Gu^Hn7I`}n{/zO~[mzzWgFm{zz_~^^?{zzz?T_~^^?{zz

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.3 49922 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:06 UTC 3317 OUT GET /images/guidelines-learnmore.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:53:06 UTC 3417 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:42:13 GMT
Accept-Ranges: bytes
ETag: "b0224a7cb31ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:43 GMT
Connection: close
Content-Length: 12351

2022-05-23 16:53:06 UTC 3417 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 2f e1 49 
44 41 54 78 da ec dd bd 72 1c 49 ba 1e e0 ca 6a 80 b3 c7 84 0c 45 c8 53 60 ef 40 58 43 a6 0c 4c 28 64 ca c0 f1 e4 72 2e 
61 78 09 e4 05 1c 63 e8 28 14 f2 0e e5 cb 18 84 5c 85 22 04 dd 81 20 45 c8 92 23 98 3b 43 a0 2b 95 3f 95 55 d5 20 40 
26 48 ce 0c b9 7c 1e 9c 1e fc 75 57 65 fd 34 97 7c cf 97 f9 85 18 e3 00 00 00 00 00 d0 63 74 0a 00 00 00 00 80 5e 02 45 
00 00 00 00 a0 9b 40 11 00 00 00 00 e8 26 50 04 00 00 00 00 ba 09 14 01 00 00 00 80 6e 02 45 00 00 00 00 a0 9b 40 11 
00 00 00 00 e8 26 50 04 00 00 00 00 ba 09 14 01 00 00 00 80 6e 02 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe</IDATxrIjES`@XCL(dr.axc(\" E#;C+?U @&H|uWe4|ct^
E@&PnE@&Pn

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.3 49924 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:06 UTC 3383 OUT GET /images/litmus-and.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:07 UTC 3462 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:52:38 GMT
Accept-Ranges: bytes
ETag: "b7c8cc019dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:43 GMT
Connection: close
Content-Length: 7305

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.3 49925 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:06 UTC 3416 OUT GET /img/slides/savi-lite.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.3 49926 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:06 UTC 3416 OUT GET /images/special-trouble.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.3 49927 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:07 UTC 3429 OUT GET /images/sltest-testing.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 49791 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:44 UTC 271 OUT GET /css/custom.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:45 UTC 277 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Thu, 10 Mar 2016 20:38:33 GMT
Accept-Ranges: bytes
ETag: "22f224d0c7bd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 420
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2022-05-23 16:52:45 UTC 278 IN Data Raw: 2f 2a 20 41 64 64 20 68 65 72 65 20 61 6c 6c 20 79 6f 75 72 20 43 53 53 20 63 75 73 74 6f 6d 69 7a 61 74 69 
6f 6e 73 20 2a 2f 0d 0a 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 20 39 30 30 70 78 29 20 7b 0d 0a 64 69 
76 2e 70 6f 73 74 2d 63 6f 6e 74 65 6e 74 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 36 30 70 78 3b 7d 0d 0a 61 72 74 
69 63 6c 65 2e 70 6f 73 74 2d 6d 65 64 69 75 6d 2d 69 6d 61 67 65 20 64 69 76 2e 70 6f 73 74 2d 63 6f 6e 74 65 6e 74 2
0 68 32 2c 20 61 72 74 69 63 6c 65 2e 70 6f 73 74 2d 6d 65 64 69 75 6d 2d 69 6d 61 67 65 20 64 69 76 2e 70 6f 73 74 2d 
63 6f 6e 74 65 6e 74 20 70 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 36 30 70 78 3b 7d 7d 0d 0a 0d 0a 64 69 76 2e 70 
6f 73 74 2d 63 6f 6e 74 65 6e 74 20 68 32 20 61 7b 66 6f 6e 74 2d 73 
Data Ascii: /* Add here all your CSS customizations */@media (min-width: 900px) {div.post-content{margin-left:-60px;}art
icle.post-medium-image div.post-content h2, article.post-medium-image div.post-content p{padding-left:60px;}}div.post-co
ntent h2 a{font-s

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 49793 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:45 UTC 278 OUT GET /css/skins/blue.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:45 UTC 328 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 01 May 2015 22:26:17 GMT
Accept-Ranges: bytes
ETag: "984258d75d84d01:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 6527

2022-05-23 16:52:45 UTC 329 IN Data Raw: 68 33 2c 0d 0a 68 34 2c 0d 0a 68 35 20 7b 0d 0a 09 63 6f 6c 6f 72 3a 20 23 30 30 38 38 63 63 3b 0d 0a 7d 0d 
0a 0d 0a 2e 73 75 62 74 69 74 6c 65 7b 63 6f 6c 6f 72 3a 23 30 30 38 38 63 63 3b 7d 0d 0a 0d 0a 61 20 7b 0d 0a 09 63 6f 
6c 6f 72 3a 20 23 30 30 38 38 63 63 3b 0d 0a 7d 0d 0a 2e 62 72 65 61 64 63 72 75 6d 62 20 6c 69 20 61 7b 63 6f 6c 6f 72 
3a 23 39 64 64 32 66 61 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 7d 0d 0a 61 3a 68 6f 76 65 72 20 7b 
0d 0a 09 63 6f 6c 6f 72 3a 20 23 30 30 39 39 65 36 3b 0d 0a 7d 0d 0a 0d 0a 61 3a 61 63 74 69 76 65 20 7b 0d 0a 09 63 
6f 6c 6f 72 3a 20 23 30 30 37 37 62 33 3b 0d 0a 7d 0d 0a 0d 0a 2e 61 6c 74 65 72 6e 61 74 69 76 65 2d 66 6f 6e 74 20 7b 
0d 0a 09 63 6f 6c 6f 72 3a 20 23 30 30 38 38 63 63 3b 0d 0a 7d 
Data Ascii: h3,h4,h5 {color: #0088cc;}.subtitle{color:#0088cc;}a {color: #0088cc;}.breadcrumb li a{color:#9dd2fa; font-w
eight:bold;}a:hover {color: #0099e6;}a:active {color: #0077b3;}.alternative-font {color: #0088cc;}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 49794 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:45 UTC 327 OUT GET /css/bootstrap-responsive.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:46 UTC 350 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Thu, 01 Sep 2016 19:51:19 GMT
Accept-Ranges: bytes
ETag: "2da47e358a4d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 24701

2022-05-23 16:52:46 UTC 350 IN Data Raw: 2f 2a 21 0d 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 52 65 73 70 6f 6e 73 69 76 65 20 76 32 2e 33 2e 30 0d 
0a 20 2a 0d 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 32 20 54 77 69 74 74 65 72 2c 20 49 6e 63 0d 0a 20 2a 
20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 41 70 61 63 68 65 20 4c 69 63 65 6e 73 65 20 76 32 2e 30 
0d 0a 20 2a 20 68 74 74 70 3a 2f 2f 77 77 77 2e 61 70 61 63 68 65 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 4c 49 43 45 
4e 53 45 2d 32 2e 30 0d 0a 20 2a 0d 0a 20 2a 20 44 65 73 69 67 6e 65 64 20 61 6e 64 20 62 75 69 6c 74 20 77 69 74 68 
20 61 6c 6c 20 74 68 65 20 6c 6f 76 65 20 69 6e 20 74 68 65 20 77 6f 72 6c 64 20 40 74 77 69 74 74 65 72 20 62 79 20 
40 6d 64 6f 20 61 6e 64 20 40 66 61 74 2e 0d 0a 20 2a 2f 0d 0a 0d 0a 
Data Ascii: /*! * Bootstrap Responsive v2.3.0 * * Copyright 2012 Twitter, Inc * Licensed under the Apache License v2.0 * 
http://www.apache.org/licenses/LICENSE-2.0 * * Designed and built with all the love in the world @twitter by @mdo and 
@fat. */

2022-05-23 16:52:46 UTC 366 IN Data Raw: 20 33 33 38 70 78 3b 0d 0a 20 20 7d 0d 0a 20 20 69 6e 70 75 74 2e 73 70 61 6e 35 2c 0d 0a 20 20 74 65 78 
74 61 72 65 61 2e 73 70 61 6e 35 2c 0d 0a 20 20 2e 75 6e 65 64 69 74 61 62 6c 65 2d 69 6e 70 75 74 2e 73 70 61 6e 35 
20 7b 0d 0a 20 20 20 20 77 69 64 74 68 3a 20 32 37 36 70 78 3b 0d 0a 20 20 7d 0d 0a 20 20 69 6e 70 75 74 2e 73 70 61 
6e 34 2c 0d 0a 20 20 74 65 78 74 61 72 65 61 2e 73 70 61 6e 34 2c 0d 0a 20 20 2e 75 6e 65 64 69 74 61 62 6c 65 2d 69 
6e 70 75 74 2e 73 70 61 6e 34 20 7b 0d 0a 20 20 20 20 77 69 64 74 68 3a 20 32 31 34 70 78 3b 0d 0a 20 20 7d 0d 0a 20 
20 69 6e 70 75 74 2e 73 70 61 6e 33 2c 0d 0a 20 20 74 65 78 74 61 72 65 61 2e 73 70 61 6e 33 2c 0d 0a 20 20 2e 75 6e 
65 64 69 74 61 62 6c 65 2d 69 6e 70 75 74 2e 73 70 61 6e 33 20 7b 0d 0a 20 
Data Ascii:  338px;  }  input.span5,  textarea.span5,  .uneditable-input.span5 {    width: 276px;  }  input.span4,  text
area.span4,  .uneditable-input.span4 {    width: 214px;  }  input.span3,  textarea.span3,  .uneditable-input.span3 { 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 49795 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:45 UTC 327 OUT GET /css/theme-responsive.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:46 UTC 335 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Wed, 25 May 2016 23:19:51 GMT
Accept-Ranges: bytes
ETag: "8f1325f0dbb6d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 4850

2022-05-23 16:52:46 UTC 336 IN Data Raw: 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 20 37 36 38 70 78 29 20 61 6e 64 20 28 6d 61 78 2d 
77 69 64 74 68 3a 20 39 37 39 70 78 29 20 7b 20 0d 0a 0d 0a 09 2f 2a 20 42 61 73 65 20 2a 2f 0d 0a 09 68 65 61 64 65 
72 20 64 69 76 2e 73 6f 63 69 61 6c 2d 69 63 6f 6e 73 20 7b 0d 0a 09 09 64 69 73 70 6c 61 79 3a 20 6e 6f 6e 65 3b 0d 0a 
09 7d 0d 0a 0d 0a 09 68 65 61 64 65 72 20 6e 61 76 20 75 6c 2e 6e 61 76 2d 6d 61 69 6e 20 7b 0d 0a 09 09 6d 61 72 67 
69 6e 2d 72 69 67 68 74 3a 20 2d 31 30 70 78 3b 0d 0a 09 7d 0d 0a 0d 0a 09 2f 2a 20 54 68 75 6d 62 20 49 6e 66 6f 20 
2a 2f 0d 0a 09 61 2e 74 68 75 6d 62 2d 69 6e 66 6f 20 73 70 61 6e 2e 74 68 75 6d 62 2d 69 6e 66 6f 2d 74 69 74 6c 65 
20 7b 0d 0a 09 09 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 0d 0a 
Data Ascii: @media (min-width: 768px) and (max-width: 979px) { /* Base */header div.social-icons {display: none;}header 
nav ul.nav-main {margin-right: -10px;}/* Thumb Info */a.thumb-info span.thumb-info-title {font-size: 14px;

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 49796 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:45 UTC 328 OUT GET /vendor/modernizr.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:46 UTC 340 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Fri, 05 Sep 2014 23:45:07 GMT
Accept-Ranges: bytes
ETag: "69f6e6c63c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 9136

2022-05-23 16:52:46 UTC 341 IN Data Raw: 2f 2a 20 4d 6f 64 65 72 6e 69 7a 72 20 32 2e 36 2e 32 20 28 43 75 73 74 6f 6d 20 42 75 69 6c 64 29 20 7c 20 
4d 49 54 20 26 20 42 53 44 0a 20 2a 20 42 75 69 6c 64 3a 20 68 74 74 70 3a 2f 2f 6d 6f 64 65 72 6e 69 7a 72 2e 63 6f 6d 
2f 64 6f 77 6e 6c 6f 61 64 2f 23 2d 63 73 73 74 72 61 6e 73 66 6f 72 6d 73 33 64 2d 63 73 73 74 72 61 6e 73 69 74 69 6f 
6e 73 2d 73 68 69 76 2d 63 73 73 63 6c 61 73 73 65 73 2d 70 72 65 66 69 78 65 64 2d 74 65 73 74 73 74 79 6c 65 73 2d 
74 65 73 74 70 72 6f 70 2d 74 65 73 74 61 6c 6c 70 72 6f 70 73 2d 70 72 65 66 69 78 65 73 2d 64 6f 6d 70 72 65 66 69 
78 65 73 2d 6c 6f 61 64 0a 20 2a 2f 0a 3b 77 69 6e 64 6f 77 2e 4d 6f 64 65 72 6e 69 7a 72 3d 66 75 6e 63 74 69 6f 6e 28 
61 2c 62 2c 63 29 7b 66 75 6e 63 74 69 6f 6e 20 7a 28 61 29 7b 
Data Ascii: /* Modernizr 2.6.2 (Custom Build) | MIT & BSD * Build: http://modernizr.com/download/#-csstransforms3d-csstr
ansitions-shiv-cssclasses-prefixed-teststyles-testprop-testallprops-prefixes-domprefixes-load */;window.Modernizr=functi
on(a,b,c){function z(a){

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 49797 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:45 UTC 335 OUT GET /vendor/brie5jiff/185549.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:46 UTC 374 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Tue, 18 Aug 2020 22:57:00 GMT
Accept-Ranges: bytes
ETag: "5ac392e1b275d61:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 16

2022-05-23 16:52:46 UTC 374 IN Data Raw: 2f 2f 20 2f 6a 73 2f 31 38 35 35 34 39 2e 6a 73 
Data Ascii: // /js/185549.js

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.3 49787 142.250.184.227 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:46 UTC 374 OUT GET /s/opensans/v29/memvYaGs126MiZpBA-UvWbX2vVnXBbObj2OVTS-muw.woff2 HTTP/1.1
Host: fonts.gstatic.com
Connection: keep-alive
Origin: https://www.savicom.net
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://fonts.googleapis.com/css?family=Open+Sans:300,400,600,700,800|Shadows+Into+Light
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:46 UTC 375 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy: same-origin; report-to="apps-themes"
Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-
themes"}]}
Timing-Allow-Origin: *
Content-Length: 44800
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Date: Mon, 23 May 2022 12:16:38 GMT
Expires: Tue, 23 May 2023 12:16:38 GMT
Cache-Control: public, max-age=31536000
Age: 16568
Last-Modified: Wed, 11 May 2022 19:25:14 GMT
Content-Type: font/woff2
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-05-23 16:52:46 UTC 376 IN Data Raw: 77 4f 46 32 00 01 00 00 00 00 af 00 00 17 00 00 00 01 26 40 00 00 ae 88 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 1a 62 1b 20 1c 84 50 3f 48 56 41 52 88 78 06 60 3f 53 54 41 54 81 24 27 1e 00 82 
0c 2b 13 08 81 7c 09 9f 14 2f 56 11 10 0a 81 b2 18 81 98 7a 0b 84 1e 00 30 82 c7 0e 01 36 02 24 03 88 38 04 20 05 87 
7e 07 20 0c 85 1f 5b f7 15 51 a3 6c fb a4 c2 74 1b 02 50 5c db 4c a7 71 01 46 06 72 3b 12 42 50 6d e7 91 81 60 e3 00 86 
bd 66 f3 ec ff 3f 2b 39 18 43 41 37 40 b3 ec d5 ab 1f 82 49 26 45 d4 82 8e 2c 6a 23 b4 0a c9 42 ab c8 da 86 c8 98 0e 8c 
05 f2 10 dc b7 60 85 d0 76 28 69 0d dd 14 61 89 68 0a 7d 8e 0e 41 3f da b1 89 3d ad 0c 43 c2 7a 04 99 68 38 d9 35 67 0
a c6 65 0e b9 10 52 ed 80 7e 0b f7 83 17 17 09 16 77 57 3f 29 1c 
Data Ascii: wOF2&@b P?HVARx`?STAT$'+|/Vz06$8 ~ [QltP\LqFr;BPm`f?+9CA7@I&E,j#B`v(iah}A?=Czh85geR~wW?)

2022-05-23 16:52:46 UTC 376 IN Data Raw: 85 3a ad b3 eb 54 b1 c9 f0 34 b7 bf 7b 77 b7 1d 8b a6 07 4c d8 c8 1c 23 dc 60 06 25 da 44 c6 17 b0 f0 47 f1 
6d fe 6f f5 57 d9 0d e8 88 54 4c 8c 42 e9 c1 92 dd 0d 4f db ea df 0c a1 88 a2 ee 3f ab 36 aa 1c 75 77 2f a3 66 18 40 0c 4a 
24 0c c0 a2 ca 22 55 30 31 73 c3 38 a3 b7 da 3f 00 ee aa 3b e7 8c 73 ce 19 2b 64 34 90 5d 89 24 6d 0d 1a 2a 42 4a c6 
8c 10 65 65 67 ee bb e3 16 32 e6 71 b8 69 de da ee fe c6 18 3f 17 0f f2 f7 fa 49 ba 06 79 c1 ab 25 2f e0 5b 0c 35 e9 df 3a 
e6 3d c3 bf 9b fe 1f 3c 84 00 09 c4 8c 28 21 b8 56 74 26 77 bb e2 4a f3 c4 ff 54 b5 d7 e7 da cd 4b 7d 20 37 fb 5e 3a a2 
56 51 6a 42 a1 51 c4 82 6a 20 88 05 82 97 4c 3b fd fc 3d ed e1 b2 7b b3 d3 17 d1 55 93 f0 d0 b7 5f ff fe ae ea 3e 67 ce dc 
09 10 a9 08 97 95 09 b1 70 00 6c bb 1e 09 13 94 c4 
Data Ascii: :T4{wL#`%DGmoWTLBO?6uw/f@J$"U01s8?;s+d4]$m*BJeeg2qi?Iy%/[5:=<(!Vt&wJTK} 7^:VQjBQj L;={U_>gpl

2022-05-23 16:52:46 UTC 377 IN Data Raw: 99 23 28 d6 9d d8 07 00 43 51 50 c4 17 f1 cb 90 c2 47 02 cc ae 75 ff fb 69 57 df a7 65 6e b0 9f a7 cb 3f a3 a9 
7f 3c 54 fd b5 4d 7d c1 ab f2 ef 5f db fe 52 4a f3 2b 2e 4f 7e 65 63 f5 2b 9b 32 df b4 c7 5e f9 6d e5 5b 41 8d d7 9f 6d bd fe 
e2 f6 ef 7b f4 bf 1f 5c 16 bf 0f dd dd 3b a7 7e 24 9e fd 51 2e fd 53 89 b9 ef dc ec c1 e3 c6 c1 17 1e fb 95 bc f0 6b d8 75 f6 
be 8d bf 0e 7c f2 b7 21 8d 63 cf 6c ff 1d db 3c fe 6b fd 3f 20 5f bf 3c f5 83 cb b3 97 d3 33 d1 3f 5d bc e6 cf f7 f2 7f 1f 52 17 
87 a7 5f 7c 70 e2 9f cf e8 ff ab 39 10 ee b5 57 9e c9 fa fe 20 35 fe 66 58 17 5f ec 0c ee 22 2b 10 75 ed 56 60 e5 37 f7 cd 
07 3f ca fc d2 eb 64 5f fa 8c e7 cb 4f 51 7d f9 4f 2b 5f f9 75 e4 7d e5 2f 20 fa ce ef 81 f3 9d bf 80 e0 7b 7f 05 a1 35 44 2f 
4b fe f7 7f 17 99 df ff 
Data Ascii: #(CQPGuiWen?<TM}_RJ+.O~ec+2^m[Am{\;~$Q.Sku|!cl<k? _<3?]R_|p9W 5fX_"+uV`7?d_OQ}O+_u}/ {5D/K

2022-05-23 16:52:46 UTC 379 IN Data Raw: 28 54 85 0b 59 7f b7 ee 90 bb fd c2 51 5d 06 01 8e 36 8d 4e e8 ad 89 67 8a 69 ee 81 12 ed a3 c2 ea f6 4d b2 
92 41 a3 aa 03 18 d5 04 f4 65 02 34 49 3e 9a 80 99 d4 9c d3 09 ff 9e 59 24 3f a5 68 b4 9e 31 6c d9 b0 5b 96 35 25 0d 07 
a5 a3 50 1d 86 c2 7e 19 35 41 09 95 c7 d5 cc 9e 99 df e4 12 41 53 e1 10 85 95 6f 15 ce 01 19 7c ac 18 96 f0 8c 3f 3f f0 
70 f7 c2 73 22 48 c3 b3 9e 93 52 e0 20 eb d3 91 81 63 3d a4 13 96 5b 4e de 97 c5 75 1e d3 3a c5 9f 9e 24 82 4a 8a b3 1f 
9a 93 db 22 ad 85 2b 8f ab 64 ff 1f da dc cf 84 94 84 8a 4f d7 b5 95 40 51 d2 25 08 20 1c 25 a2 31 55 9b d5 0e 94 c6 f5 
74 e9 9e 25 33 c5 cf 08 9c 1b 29 11 5e 93 1a 9d 99 08 29 2a 1c ef 25 61 71 d2 a0 14 4f 3a 4c 06 4f e9 42 86 99 be 69 e8 
c4 f1 f3 ce 80 10 b0 b3 df dc 04 52 79 b6 57 f6 84 db 71 
Data Ascii: (TYQ]6NgiMAe4I>Y$?h1l[5%P~5AASo|??ps"HR c=[Nu:$J"+dO@Q% %1Ut%3)^)*%aqO:LOBiRyWq

2022-05-23 16:52:46 UTC 380 IN Data Raw: 20 5b 77 e4 46 e1 04 22 2b 9a fd 4b 91 97 a9 3f d5 1a 9f 0d 85 a4 d2 18 b0 0b cb e2 16 cd 04 d3 66 00 64 f0 
8a 3b 5a 46 1b 12 cd 84 4c 78 25 1b 9f 22 2c b2 01 a8 11 39 fb 06 ba 39 74 f8 ac 6d 5b 9e 5b 78 25 13 dc 12 78 f9 02 77 
46 4f 74 42 6e 18 b9 8d 4b 9b 1e 7e c5 52 0e 66 9e e3 e5 ac dd 87 f2 b5 bc be 3d a0 6c 42 20 9a 92 3c 70 fd 00 97 ce 00 
84 8a 2c 3f 22 a4 72 e6 61 cf 3e b1 1e bf 0f ba a4 70 cb 9d 07 75 98 51 09 4f 1c fe c2 15 3a 17 16 fd 04 41 92 ba 40 58 92 
9e f0 57 dd 80 30 df fc eb 6e 2e e4 66 da f6 f9 e3 80 ed a6 ae 42 bb 3c e9 3b e4 7c b3 b4 45 e3 e9 c9 8d 57 23 23 f7 0d 
70 c9 ff 17 c8 19 18 50 6b 3e a5 66 1b 0c 44 f4 fb c4 82 8d 72 e5 37 92 15 6f ff 2c f8 be 21 d1 ed 08 9e 64 b1 3b 18 0e 41 
14 09 d3 ea 88 85 f3 25 1f ba 90 71 6f 2f 61 f8 55 
Data Ascii:  [wF"+K?fd;ZFLx%",99tm[[x%xwFOtBnK~Rf=lB <p,?"ra>puQO:A@XW0n.fB<;|EW##pPk>fDr7o,!d;A%qo/aU

Timestamp
kBytes
transferred
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2022-05-23 16:52:46 UTC 381 IN Data Raw: c0 6b 58 1c 0c 6f 5a ad d7 94 42 22 6f da 71 c3 b0 6b 14 7e d3 2b 8d 88 d7 f2 45 be 2b f3 74 cb 22 7e 61 aa f8 
cc 37 6f e7 e2 71 77 78 d3 8a aa 7a 21 77 be ee d0 a0 56 81 27 cc c2 3c 3a c8 02 54 4b f5 f3 32 c5 e5 f0 33 77 7b 92 0e 
ab 32 47 08 a2 4c a2 c0 3d 4b 2b 45 1c c1 f9 d5 f0 a0 23 78 f2 c7 35 60 ec 1f f3 7c db ae c9 54 72 7e 85 b5 79 25 d0 1e 
b0 a7 cd 04 2a 4e 1d 14 d5 e6 03 d3 6f 21 3b 1e 5d b7 dc f0 85 64 b4 b2 ad dd f7 c3 aa ec f6 63 6c 55 33 14 92 bf 63 36 
f3 29 76 eb f5 98 3f 39 cd 3c a7 f7 d7 b5 ca 28 46 4f 10 54 f1 d9 7a 84 9e 1b 94 af 17 b2 f5 12 a7 6b 59 9d ca f2 1e bb 98 
79 f0 0b 2b e0 6a a0 a4 41 eb d2 d8 9a 68 6e 35 47 11 7d 96 19 b6 b9 19 b0 d2 aa 88 cf 9b d8 d2 37 cc 76 12 3e a5 71 
cb d8 75 9e ed 88 f1 b5 c9 7c c8 7b 3b 51 e9 93 87 a1 
Data Ascii: kXoZB"oqk~+E+t"~a7oqwxz!wV'<:TK23w{2GL=K+E#x5`|Tr~y%*No!;]dclU3c6)v?9<(FOTzkYy+jAhn5G}7v>qu|
{;Q

2022-05-23 16:52:46 UTC 382 IN Data Raw: 7b c5 c7 19 94 f7 52 11 92 25 f4 74 13 46 52 07 17 e8 8c 14 14 16 90 2c 64 40 ed 58 4b c1 c3 25 8d ca e5 96 
8c a0 36 d5 56 97 66 b0 3c 5a 65 ae f1 1f fc 68 9e f3 de 97 de 40 3c b8 a5 d2 d1 45 3f 71 68 09 7c 70 83 e0 09 5d 2b 98 
ce 3d c7 cc bb 77 4f 95 4c f8 d2 fc 6e e7 43 da f8 0f b7 b1 ac e0 86 8e 9e 1a 2f 6b bb 39 29 20 13 85 6a ff 09 16 3f 06 a0 
76 49 75 f8 59 18 4d d3 67 f2 ac c8 dd f4 58 ff a5 ff 6e 4b b4 95 c7 76 c8 32 ab dd 45 75 97 0d 8d 5e 52 54 11 f2 56 29 1b 
fe 42 bf a8 db 34 ea 87 5b 6c b9 02 77 94 1b fd 07 02 a0 4f 75 91 a8 2f 41 d8 52 5d df 1b f2 44 0e 84 9b 22 e1 5b 9d 0b 
27 74 03 5d 40 41 00 27 7a 3b 43 70 da f8 67 83 07 d4 21 c5 b7 ba 69 59 be 05 5f b6 03 bf d9 22 9d 6c 53 eb 34 0e d4 c4 
43 b3 50 8f c9 ef 17 7f 06 92 7b b2 b6 bf 71 bc bc 
Data Ascii: {R%tFR,d@XK%6Vf<Zeh@<E?qh|p]+=wOLnC/k9) j?vIuYMgXnKv2Eu^RTV)B4[lwOu/AR]D"['t]@A'z;Cpg!iY
_"lS4CP{q

2022-05-23 16:52:46 UTC 384 IN Data Raw: ba 0e 1d 3a 43 1b 3f 96 46 a6 04 af 3b d8 24 f6 eb 77 7b 43 d1 5a bc 16 44 2b 33 67 c1 e6 9c a7 0d 42 ad 7e 
10 f4 a2 48 7d a4 60 94 62 4a 6c ff 19 bb 64 42 62 c3 27 dd 3e 2f 73 65 b3 70 53 3d 44 4c dd 44 1d e6 c8 be 4e 32 4a f9 
c8 e7 47 26 4a 8a ee db d4 83 9f dc 09 53 50 0f 92 63 9f c7 48 24 a2 c3 f1 31 31 b0 58 42 9a 26 bb 38 71 9f 2f d5 39 50 
c3 75 5f 45 29 d7 b7 56 46 e3 82 aa b2 64 0c 2c 01 4d e1 db 08 71 4e 73 9e 54 02 06 e9 7b 1f f7 9f 74 5f 24 01 67 95 99 
f7 48 e2 7e 3c aa bd 4a 10 1d 97 95 69 48 37 83 b0 3a 53 32 07 c6 6e 4c d5 66 dc d8 50 6a a2 47 ed f7 9a 75 ee b0 dc 
25 8b 67 a0 49 31 69 de 73 b2 d5 7d bb 8d 5b e6 66 8d b3 ce 5f 92 98 8d 5e 6b b7 b7 ee be 52 fc 12 25 74 aa 8a 02 3f f4 
aa fe 51 70 7c 91 f7 6d 5d 49 7a f1 15 5f 75 f9 3e 63 ee 0c 
Data Ascii: :C?F;$w{CZD+3gB~H}`bJldBb'>/sepS=DLDN2JG&JSPcH$11XB&8q/9Pu_E)VFd,MqNsT{t_$gH~<JiH7:S2nLf
PjGu%gI1is}[f_^kR%t?Qp|m]Iz_u>c

2022-05-23 16:52:46 UTC 385 IN Data Raw: f3 5b 77 7b ef 41 92 cd ba 5f 16 a9 ff bc 7c b1 e6 9f 8f bf f7 44 f4 3b ea fb 36 9a 55 81 02 f3 7a a5 8c b3 4d 1a 
da e9 f6 84 ac a8 26 70 7d 77 66 ad bd 09 d2 ec d6 4f 40 2b e0 ef 8e bd 51 95 9e 71 61 3f 30 4e eb 65 3a 2e 6b 01 12 af 
b5 3e a0 f7 42 cc ae f2 c2 35 cc 75 5c 3c ef 70 bb f1 f9 f2 be be 4f 57 af f4 3e 86 40 f8 a2 e6 8b 25 e9 cf 7a 52 7f 05 9e 93 
97 c7 d3 0e 41 04 e0 ce 08 f0 51 27 f9 c1 4f 15 95 7f 2e 1e 53 6e 7f d0 d4 5e a7 19 9c 36 3e 40 06 48 65 dd aa 08 1b 37 
c5 85 bd 17 b4 17 36 38 eb fe f4 46 ee d4 01 6e 4e 48 9a 85 da bd ca 96 6f ea 21 89 29 ae e6 ec 05 be f8 fc e0 e3 e1 8e 
d4 aa 0e 85 d5 10 96 8d c4 12 63 c8 6e 02 e7 0c ad 5c 29 d5 9e 8c aa b1 1f 16 a2 0a 33 2f 5b 7f 07 cb 22 0d 3f 5d db f0 
fa dd 70 3f 01 ee 98 4c 37 41 ae 2f ac f4 b4 
Data Ascii: [w{A_|D;6UzM&p}wfO@+Qqa?0Ne:.k>B5u\<pOW>@%zRAQ'O.Sn^6>@He768FnNHo!)cn\)3/["?]p?L7A/

2022-05-23 16:52:46 UTC 386 IN Data Raw: aa 62 5f 5c 2c bf e8 5b 9a 34 bd 2c 82 2c dd 09 71 55 9a d4 37 c7 46 37 68 b6 ab 9c 89 78 05 d4 b4 51 13 1b 
5d db b4 c7 5d 49 c0 43 0b f1 35 0d d1 c2 46 cd 8f 05 50 3c b1 08 fa ba a1 36 46 58 d7 68 e2 aa 2c 0f 09 a7 95 96 d2 c2 
58 6a 3a bd b4 51 e9 6a 35 23 3c bc 94 41 53 78 e8 9b c2 5b b3 b6 24 1d fd 92 b0 99 a0 56 dc 73 74 0f b6 04 3b 53 b3 
c3 56 47 e7 98 47 6f df 4d 18 34 fd d4 64 d8 64 a4 bf e9 96 9c ac 26 3a 30 a1 82 6c 41 f1 8d 96 b5 dc 41 28 c3 de af 9c 
0c 6c 86 c6 ab 33 49 38 b7 e0 c2 c0 24 70 2a b8 27 92 a3 e0 a7 89 35 77 68 60 8e 8c d3 f4 6e ff ed dc 31 97 ff da cf 29 
a0 e5 56 f8 03 ca 58 9c fb d9 7c ac 0c 96 06 ed e3 71 95 ad 99 a8 40 76 05 39 1d 16 81 e5 8b a9 fe 18 5e 0b bd 14 f2 5c 
22 b1 35 4b ce f3 0b 86 c2 c2 fd 7c f1 30 a8 4f b9 cf 29 01 
Data Ascii: b_\,[4,,qU7F7hxQ]]IC5FP<6FXh,Xj:Qj5#<ASx[$Vst;SVGGoM4dd&:0lAA(l3I8$p*'5wh`n1)VX|q@v9^\"5K|0O)

2022-05-23 16:52:46 UTC 387 IN Data Raw: a8 b9 d2 36 67 49 1f 59 04 49 b7 f2 cf 4f 49 e0 a3 c0 e1 7c 06 d5 33 02 25 8d 72 13 06 10 d0 42 1e 29 22 04 
cd 0a 10 b6 73 15 e1 e5 ee cc 94 d8 51 ed 68 83 62 f8 32 bd b2 72 95 98 51 63 d1 fc 6f d3 dd e1 81 22 cd 4a 49 f2 53 80 
20 fd bc ce ed 91 8d 81 a4 7d 10 0e b8 93 0b 1e 70 4a 8e 3f e8 5f 98 01 0b f7 a0 65 67 f6 61 32 93 06 28 d1 2d 59 59 d9 
bd cf 22 b4 3b 4e ea 85 7e a1 ce 91 71 07 7c 28 ce 08 35 1d 7a 01 99 54 39 1c 0d 4d 42 c6 4c 27 47 86 0c ec 5c d3 3b 
58 20 13 cb a2 63 63 9a 42 d9 6d b2 8b 76 45 1d 63 86 87 f7 02 72 82 ba e5 5c 84 53 bf 68 81 4a 7b 92 43 25 7d ff a7 fa 
d0 e4 ab 4a b1 b0 f5 03 0b 38 b2 a2 d2 79 59 7d a8 f3 85 4a fd ac 7f 5f c1 e3 ef 94 1d cc 22 5b 31 ea 8f 2a 50 61 fd 75 21 
c7 70 1f 35 f5 5d cd b4 24 40 ff 97 0c 45 17 8f 7a a4 20 
Data Ascii: 6gIYIOI|3%rB)"sQhb2rQco"JIS }pJ?_ega2(-YY";N~q|(5zT9MBL'G\;X ccBmvEcr\ShJ{C%}J8yY}J_"[1*
Pau!p5]$@Ez 

2022-05-23 16:52:46 UTC 389 IN Data Raw: 4e be 60 ba 3a 15 7a 2a be 7d 9c 67 39 1f 24 84 fb 90 61 28 77 a9 20 18 c7 49 88 8f e7 44 c5 da 58 44 de 13 
75 45 44 4e d4 a6 42 cf 88 bb 46 f9 55 2e a1 7a c9 75 42 c2 2e df 1c 75 4c 40 cf 8e 28 da 72 3a 9e 57 d5 db a1 d1 68 47 
1b b3 c2 12 e3 44 5c 5e bc 10 23 74 f7 25 c3 82 dd 24 7c 34 50 a0 a5 69 8d 48 35 5f 5f 5c b0 e4 78 92 72 2d d0 6a e1 b3 
98 7d e7 f8 ac f6 ee ca b7 82 68 f7 1e 1f ef f0 42 6e 66 b5 d2 d8 d6 27 cb 19 f9 56 1b 7d 9a 00 e2 07 16 ec 95 a7 a8 32 
8e 86 f2 84 3a e6 20 3c a6 d6 48 bf 66 78 43 9e ed 57 8f 4e 8d b4 4b 3b 57 6f cb b3 34 da d0 f0 1a 11 c8 c9 7d 3a ee 52 
4e 91 23 d0 bc 2d 57 ec 7f e1 9d 6b 86 77 3d 9f ba f7 b8 f7 31 ef f0 87 67 74 80 02 89 15 eb 47 2d 4d ac 9a 95 d9 3b 6f 
95 f5 b6 86 8a fc 74 20 85 b5 16 d2 fb 99 bf cc 83 7e 86 
Data Ascii: N`:z*}g9$a(w IDXDuEDNBFU.zuB.uL@(r:WhGD\^#t%$|4PiH5__\xr-j}hBnf'V}2: <HfxCWNK;Wo4}:RN#-W
kw=1gtG-M;ot ~

2022-05-23 16:52:46 UTC 390 IN Data Raw: 4e 09 c7 84 0f a5 33 7b 14 cd be 37 60 82 e6 f0 2a e1 bc bd 5c 91 a5 d5 e8 bc 08 8c 93 57 e6 02 40 8b 46 ad 
16 e9 ac 95 0a ce 84 e1 e7 a3 f2 c2 80 97 37 56 ab 5e 72 1c 07 c2 fa a1 70 59 83 e0 95 19 f8 66 8b 96 6a 13 64 ed 65 b8 
0a 9b 7e c2 79 e7 14 61 05 62 18 03 4c ce 8a 9b 8a ac 2b be 5e 2b 1a 98 ac 18 9e 97 24 86 b5 6e d7 3f 3e 65 4a 2d 35 
27 d3 a8 32 cc 79 d9 ce 6a b0 56 32 c6 8b c6 ca 1b c1 03 a1 8e b0 2c 6e c9 f3 34 1d 02 b0 b7 ab dc f6 64 9a e6 b9 5f 4b 
a5 59 af f3 35 f3 7a 1b d4 a5 20 5f 10 a6 8d cf 59 c9 b9 20 93 60 37 c6 c7 c9 fe 18 e1 1a ca 03 67 28 21 42 c9 89 a6 74 
63 18 a9 30 84 ce 54 7d d2 95 39 96 c6 be d9 c5 2a 93 17 c7 5c d5 f3 0d b8 64 02 85 82 72 d9 92 93 07 28 3d c4 70 e6 
06 92 a1 e0 02 54 8a ed 26 fc 6e 37 9d ae bd 4a ad 88 81 38 41 
Data Ascii: N3{7`*\W@F7V^rpYfjde~yabL+^+$n?>eJ-5'2yjV2,n4d_KY5z _Y `7g(!Btc0T}9*\dr(=pT&n7J8A

2022-05-23 16:52:46 UTC 391 IN Data Raw: 4e fe 4c eb 7e 30 c8 b2 68 d2 ed a6 58 13 85 6a a0 68 11 13 63 09 05 a6 61 ad c8 cf 7c 94 33 9b 1d e9 b6 db 
de 34 2a 1c 8d 21 39 94 6f 99 27 6b 18 83 76 ef dd de de dc d0 c7 77 ef ca 83 26 5e 10 73 7b 17 c7 08 79 b8 5f ba 7d 7b 
c9 4b 65 73 a6 4b 0f 71 16 60 3a 5d 5b 95 5a b8 cd 9b 43 70 9e a5 17 da dc e6 c3 bb a1 63 59 de ad 11 56 7d 44 df 3a 
36 0b 17 c4 7a 0f a9 78 8d 8c 49 bf b7 84 38 a7 34 89 27 fa 3b 59 78 ed ee 79 59 ee 7b 04 05 fb 1d eb 9e cd cb 30 b3 be 
63 12 35 8d d7 75 4e 8e e1 f6 de 46 0a f6 9c 39 d9 b9 ba 95 db 28 f2 e1 bb e1 e7 a1 f7 43 f9 f1 03 22 2d 5f 4e ab 2d 13 
c6 73 69 9c 02 70 9d 42 4c 28 39 1d e1 ab 80 05 9c 78 58 48 92 fd 9e a8 67 a9 bb fb b5 e7 8d 39 1c 5c 2b 6d 17 13 8c 
9d 1d 6c b2 0e 2e 76 62 95 0f ed cb f2 7e 83 a0 e0 40 d6 f5 22 
Data Ascii: NL~0hXjhca|34*!9o'kvw&^s{y_}{KesKq`:][ZCpcYV}D:6zxI84';YxyY{0c5uNF9(C"-_N-sipBL(9xXHg9\+ml.vb~@"

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:46 UTC 393 IN Data Raw: 04 18 a1 91 30 44 38 43 f8 25 ca 87 18 4a 1c 23 ed 21 39 93 64 a4 7a d2 14 e9 15 d9 9c 4c 21 4b 29 ee 94 36 
ca 24 e5 ef e5 59 d4 fe 50 86 f7 bb 14 13 2a 0f bd 41 cb a5 1b d2 25 f4 10 7a 34 bd 90 de 47 5f a0 5f a4 3f a6 7f cf d0 61 
58 32 e0 8c 10 06 8f 91 ca 28 61 fc 1b 17 ca 3c 1b 96 1a 76 25 9c cd da c5 0a 61 5b b3 6f b0 5f b1 7f 5b 6d c8 b1 e7 f8 
71 a8 9c 18 4e 36 a7 8a d3 cb 99 c4 03 5c 87 7c f2 52 80 36 c8 0a ce 00 70 d6 09 00 a4 03 bd de c2 ce eb 07 f3 35 0f 17 
af ee 60 b5 1d b5 36 4a d7 52 83 1e d4 57 f4 e2 60 dc 31 b6 ea 3a ac a9 d5 f7 f0 33 a1 2f f5 ab 7d bf f7 83 b1 09 ab 3e 6b 
51 66 68 f7 18 76 31 fd 0b f7 1c 2e 63 d7 c9 b6 cc 98 2b 82 3f ab cb 8c ff c6 23 78 47 5e 5d 3a 38 63 e9 63 48 5b fc a5 04 
38 74 9f 55 51 f5 23 6f bb 2f 13 f4 a2 67 34 3f 
Data Ascii: 0D8C%J#!9dzL!K)6$YP*A%z4G__?aX2(a<v%a[o_[mqN6\|R6p5`6JRW`1:3/}>kQfhv1.c+?#xG^]:8ccH[8tUQ
#o/g4?

2022-05-23 16:52:46 UTC 394 IN Data Raw: ab b1 99 6a d4 77 5f 9e 63 90 ab 16 3a b4 66 f2 4f 9f ea 45 13 75 17 0d a9 37 b9 6a 76 9f 2c fc f1 9b 83 e4 f8 
e5 b7 58 97 07 24 d3 a4 ce 40 43 3e 35 25 93 ce 6b f8 50 9c 6a 74 97 03 96 06 07 61 96 2e 9a 1d b2 2d 67 f3 89 5f 3a 26 
fc ee a6 51 06 17 3a b2 48 fb d6 71 15 3d de b9 89 93 9e 07 0d e3 9a 78 6a 06 66 e0 ee 51 a7 a1 ae 7a 95 d4 bc 7b 90 
75 4e 37 ea 24 53 9c 15 4d 86 2a 9c ba 82 33 54 a9 7e 01 34 15 aa 6f 24 7a 7b 92 b9 12 20 69 02 03 65 c0 b8 d3 c2 2a 
66 85 a1 5d 8d 84 89 b1 90 83 48 83 eb ef 4c 51 9f 8c 47 f0 7f 8c 37 9e 24 08 a5 51 42 03 00 91 21 40 59 b9 6b 13 0b e2 
8f 22 93 80 3a 7e bb 0b 71 65 f6 17 07 ec 3e c8 e1 45 35 0f f0 a6 65 99 31 82 84 4d 01 31 c3 c5 a1 ee e0 0e 43 91 c0 66 
a4 54 42 a7 19 5e 5f 07 68 88 fa fb 8f 6d 40 40 6f 29 66 d4 
Data Ascii: jw_c:fOEu7jv,X$@C>5%kPjta.-g_:&Q:Hq=xjfQz{uN7$SM*3T~4o$z{ ie*f]HLQG7$QB!@Yk":~qe>E5e1M1C
fTB^_hm@@o)f

2022-05-23 16:52:46 UTC 395 IN Data Raw: 80 9c 39 db b8 24 8c c0 97 28 fd f1 18 84 67 83 4a 76 35 5d 28 14 c7 e8 b0 2e 87 f2 c4 30 1c be f2 e5 d4 78 
a2 72 b4 bc 7a d5 b9 6a e1 4c f3 35 d8 1e 47 37 6e 86 41 69 af d3 2e ec d9 4b 26 10 c7 76 2b 7f 88 02 20 5c d2 61 cd 10 
66 3e 25 f4 d4 a3 0b d2 91 19 57 8e ad 4e 6e f2 e8 f3 26 4e a6 3f 5d bb b4 65 59 05 54 73 87 cc 20 92 a2 34 10 22 e3 97 
de e9 45 6d 03 bf 7b cc 8b f6 f2 e6 5c 4a 6f 68 aa aa f3 7c b4 17 6b 4c 8e c5 43 b1 0b 0e c4 5d e3 46 7b 91 e5 a8 ad 01 
b5 3e 98 3f 0c 85 31 df fe 9f fb e9 b6 f6 97 07 cf f7 ab 7d 4a a5 5a 35 e9 3f f8 d2 a3 dd 71 4b 05 77 ff b3 7f 93 cd 67 55 a7 
4d d1 fc 22 4c aa ad 91 87 2d 0e 67 7d 1c 00 78 cd 74 bd 18 fa 07 29 bb 99 54 fb f5 fb 27 6e 3e 8d e9 98 6e 93 4e 25 eb 
5f e5 3a de be 38 b5 0b be db ff 99 6c 52 47 60 ad 
Data Ascii: 9$(gJv5](.0xrzjL5G7nAi.K&v+ \af>%WNn&N?]eYTs 4"Em{\Joh|kLC]F{>?1}JZ5?qKwgUM"L-g}xt)T'n>n
N%_:8lRG`

2022-05-23 16:52:46 UTC 396 IN Data Raw: 39 65 b5 2d c5 5a b3 a5 30 f2 1a c9 c6 e4 95 6d 34 ac e4 66 ad f4 c6 de cf a4 95 d5 28 58 bb 0c ec d8 36 85 
95 08 27 e6 c2 ac 7a 0a 14 94 2d 98 5c f4 ef 1f 2f 74 d4 d4 db a6 40 28 41 11 08 94 15 cc 10 aa e2 f9 bb 1f 34 b4 5d ba 
ca bf 36 23 f2 50 4b 46 83 21 d8 39 0d c1 19 0c 37 bd 18 67 bd 4f 84 7f ec 92 dd 6c 50 cf b4 5e 2b e3 c4 b8 ec c5 38 ee 
7d 22 fe 11 c0 0d 03 ef 9a 36 b2 b5 07 1e c0 7d 2f c6 89 ef 13 f1 df 8c c6 8a 8d 98 1b 8a db 9d 38 68 85 c1 ff ea 96 ae 5f 
93 4c 95 71 62 36 ec 1a c7 47 97 0c 3e e5 dd 78 a3 e3 83 5e f1 e5 2b 26 86 28 21 d7 e5 68 96 48 8b 46 ff af 24 e7 7b e2 
b4 98 df 58 f2 9c e8 df 03 de ec b7 0a a3 28 18 60 08 72 3c 72 76 0c 46 2f 22 24 38 4e 17 92 22 ff 73 21 96 9c da a9 56 
86 71 d7 9f c1 72 0e 47 74 da 3d 1e 6b 38 f6 c0 d5 4e 
Data Ascii: 9e-Z0m4f(X6'z-\/t@(A4]6#PKF!97gOlP^+8}"6}/8h_Lqb6G>x^+&(!hHF${X(`r<rvF/"$8N"s!VqrGt=k8N

2022-05-23 16:52:46 UTC 398 IN Data Raw: 6f 14 72 97 12 bb 49 44 9f a4 17 4f c3 16 16 3f 36 df 0e 03 d8 76 df d8 d4 85 89 e0 fd 80 87 d6 90 ec f3 4b 20 
94 33 c4 b7 e3 01 56 47 85 5e 43 7a 22 26 45 f5 b1 0b 8b 5f 38 77 88 2f 3e 3d fe 3f 7f ca ba 73 2e 75 de 42 1d aa 84 78 
d8 2e 25 44 5a 4f de 2c a5 99 75 47 a8 54 ce 58 40 13 10 6b a4 04 e6 73 7b 6e 24 61 92 69 a1 8d 0c 1f b4 f7 96 b3 84 e7 
26 7c 31 09 a1 c8 2a 1d c8 53 cb 6b c7 d7 1d 65 62 71 a2 4a 83 15 b6 3e 2d eb c6 69 cd d9 e6 db 8f 2c dd ef e7 44 2c 62 
43 eb b2 93 24 05 d8 11 75 7f 6e 49 cd 7f a3 f6 aa 4a 6d b9 49 02 0d 8e 3f 20 01 58 d4 ca c4 b8 90 2c 67 e4 e2 f0 cc f9 4f 
b0 30 eb f2 57 38 7c 6a dc 31 6a 28 08 48 ce 26 b2 89 95 2c 6f 10 cf 9b 67 34 13 b8 70 3a 37 da 14 89 64 60 b0 f4 0c 0b 
93 17 a1 01 fd 44 06 03 12 8a 32 21 75 40 c6 e4 1e 
Data Ascii: orIDO?6vK 3VG^Cz"&E_8w/>=?s.uBx.%DZO,uGTX@ks{n$ai&|1*SkebqJ>-i,D,bC$unIJmI? X,gO0W8|j1j(
H&,og4p:7d`D2!u@

2022-05-23 16:52:46 UTC 399 IN Data Raw: 37 37 b4 70 92 ee 78 95 aa 68 8d 6a 92 37 89 bb 59 df c2 f9 b6 b0 b2 a6 bd 0b fb f9 9b 13 6d ae ac be 94 51 
b7 46 10 b9 c0 8b 61 74 7a 72 3a 24 3b 60 3f bc 35 3a bc d3 e7 61 67 6c 09 83 48 f9 83 2a 1d 4e 59 ce 1e 20 7b 90 37 
95 6b d8 d1 2b 9f 1b 8e ed 5a 7d 80 9c 22 03 6c e2 0c f8 ff a0 92 22 50 44 d6 43 42 d1 15 75 b8 f7 0e 50 bd a4 31 8f 43 
3e 59 b3 d7 4e 62 1e f5 dc a4 de 19 0f fc 06 1b 63 18 e1 16 ba 5c 73 e6 7f e7 54 85 dd ab d6 92 37 71 ac f6 d8 c8 c0 96 
cc 44 dd 00 55 b2 22 3f a4 07 51 a8 0e 6e c6 ce 60 fc 73 55 ee c3 4a b4 d6 74 ea 0f fe e6 d8 10 44 ff 25 9a 5d ad c0 74 
c0 84 d9 13 43 30 52 3d fb a0 10 f4 a4 d8 cf dc eb 82 dd 79 f0 05 5b f0 90 03 88 19 0d dd ab 4e 74 19 c7 52 35 da 78 9e 
21 b3 4f 1d 02 e6 e4 56 7d c6 1e 42 c1 c5 d2 bb 83 5c 13 c9 
Data Ascii: 77pxhj7YmQFatzr:$;`?5:aglH*NY {7k+Z}"l"PDCBuP1C>YNbc\sT7qDU"?Qn`sUJtD%]tC0R=y[NtR5x!OV}B\

2022-05-23 16:52:46 UTC 400 IN Data Raw: 2a 77 24 37 16 11 1a fb 7a ee cb e6 ca fc 9e 7d 82 5d 3b af 22 0c 2c 32 b3 e1 47 b9 44 c2 de b9 93 4e 64 11 
58 4c 53 a4 16 a6 ab d4 ad aa fa a9 1d b8 43 ef 28 ae b9 f4 70 4e 3b 61 5f d8 d1 ff de 5c 60 2a 0c 6c 7f 25 6b a4 2f e2 83 
ac ae 36 ec ae 20 21 48 03 a3 f7 80 1f 19 c3 83 79 82 6d e4 6c 45 44 49 ee 90 63 f2 f4 fe ea 81 c3 69 8b 07 2e 72 35 7f 
0a ae a1 4d 6c 3c 12 c5 1a 77 09 89 eb 71 ed 68 c1 8b 3d ec 47 2d c0 ce cc 0b 81 bd 45 bb da ea 24 82 b3 3c 85 ba 91 
ae a9 e3 28 ea f7 51 60 4a df c8 69 52 20 27 ae 43 98 d9 20 f0 6b 54 fa e3 28 0c bb 98 b1 d4 73 64 6f dc b0 0c bb bf 79 
3b f1 35 e8 0b c5 f9 7a 2c 91 00 a0 9f 6a 52 34 35 f7 fc 53 3a 33 2d db 55 d5 08 04 ad 06 c4 de 07 3f b1 eb 21 0a 2c 34 
43 8d 79 1f ec 0f 82 ee ff 83 5c f5 e5 eb 47 28 62 17 12 
Data Ascii: *w$7z}];",2GDNdXLSC(pN;a_\`*l%k/6 !HymlEDIci.r5Ml<wqh=G-E$<(Q`JiR 'C kT(sdoy;5z,jR45S:3-U?!,4Cy\G(b

2022-05-23 16:52:46 UTC 401 IN Data Raw: 3b 65 96 a7 9f 50 f7 2b 34 84 d8 67 03 20 cc 54 56 83 d7 13 c5 b4 6c bb 76 0b 09 f6 7e a2 1a 53 05 0a e8 bd 
49 4b 39 15 f2 fb b3 6a 33 44 c3 7b d7 91 f3 a1 86 91 2e 83 65 e6 b6 2a 48 74 0e 65 26 9a c4 6a 9f a1 d2 3c 2f a9 8e da 
26 1d 35 2b eb 83 8d c4 29 85 81 e0 0d d3 74 ac 48 03 1f 3d 5d 44 97 c9 47 36 0e b8 c8 e6 76 7f c5 82 56 ab bd 96 e5 14 
59 99 bd b5 8a 8d 96 6d d8 6c 0c f8 ac 10 bf 62 44 ed 3b 13 33 f5 ce 0f c6 cc 69 10 ce 6e 4b 8a 67 42 63 f6 f8 66 b6 14 
11 0e 13 e3 20 a3 d1 53 32 f5 87 cc 84 a6 f9 d7 33 10 ec 3b 5b e7 90 41 f4 0d b8 85 8f 8f de 10 c8 d7 6a 75 f7 8c bc 2c 
b9 c5 c1 44 9f 06 ca 8b 2e f5 7f 75 fd 10 a8 63 8b 44 cf 9a d1 3f e6 1e 99 00 1b 2e 31 9b 30 18 2c 0e d2 9b 50 53 d4 3f fb 
e3 bd d0 46 f0 f7 df 2b 36 0d 81 10 98 53 d9 99 2b 92 
Data Ascii: ;eP+4g TVlv~SIK9j3D{.e*Hte&j</&5+)tH=]DG6vVYmlbD;3inKgBcf S23;[Aju,D.ucD?.10,PS?F+6S+

2022-05-23 16:52:46 UTC 403 IN Data Raw: 67 97 55 1a 65 15 da 6e d4 fc a7 d9 fb f0 d5 32 00 4a 1a f6 dd 28 04 1e dd 08 99 60 04 3d 96 bd f9 6b 93 79 
56 ad 36 ae 90 db 47 67 1c af 33 51 a7 df d6 a4 6e cd ae e9 cd 27 57 eb ad 26 a0 ed 8c cf 32 9d 5e e3 14 4f b3 b3 d2 d0 
ca 49 9a 7b 58 ac 16 87 ae df 54 b7 39 5a eb 5a b4 92 24 b5 1f 52 59 8b 06 1a 7b 67 cf 35 1b 7a 6f da 21 7f 3e 8e 84 fd 
a6 8b 6c d6 e5 4b 32 e5 4a ad 56 cc 17 65 0a 0c 68 36 e3 c7 52 2c 23 58 68 87 d6 b9 70 9a b3 9d 1d 71 6b e7 e2 d9 3b 
5a e9 29 c4 5d 16 61 45 51 05 ca 69 2d 97 33 a8 09 9c 2a 15 57 e8 4d a3 a9 99 0e 78 9c 86 13 bc f9 9e 77 d8 87 d6 6f 
65 40 92 a5 7f b7 16 d6 17 90 12 ca a7 e1 81 62 26 d6 b2 62 d8 e0 9d 4c 90 94 f1 f1 21 fd fc cd 0e 79 af 6c 9f 84 c1 3f 7f 
99 c9 9e 61 dd 57 06 2c e8 ff 95 72 d9 e2 d1 be 8a ec 38 33 
Data Ascii: gUen2J(`=kyV6Gg3Qn'W&2^OI{XT9ZZ$RY{g5zo!>lK2JVeh6R,#Xhpqk;Z)]aEQi-3*WMxwoe@b&bL!yl?aW,r83

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:46 UTC 404 IN Data Raw: 83 d7 54 36 52 74 e5 19 03 1a 60 53 46 02 6c 8c 56 19 c3 8b 25 7c fb 90 0b a4 11 4f 41 be 4c 22 af f6 cc 8d 
c3 e8 09 8a 52 ff f6 16 25 e1 5c b8 fd 5b e5 c9 a3 53 8e 35 5e 9f c7 bc 41 3b 1a 02 cb e1 12 34 be 0e 29 c0 70 91 26 ea 
da 96 f6 f6 6f 35 5e 5d d4 8d ac 4e 57 81 fe 52 fb 35 ad c6 26 d0 70 e5 df b2 11 f4 c4 f6 e0 9c ee 71 4a 40 20 51 20 75 27 
1b a5 0f 1c 13 7c 08 eb e3 1e 4f bc ff 94 5c 3f 97 3e f4 f0 ba 89 cd 40 28 8a 54 5a aa b7 cf 87 5a 3d 68 a0 f8 bb b3 fe 9b 
a5 68 e1 f0 a9 5d 9c b2 34 a8 55 cc c8 2c a6 c9 c5 7b 9b b5 1a 0c 7a 76 28 64 cc 1a 31 c3 d4 69 cc ec 59 3b 10 03 55 cd 
a8 ab e2 e6 14 22 6c c1 8d cf 34 16 32 3d f3 7a 0b fa c9 7f e6 43 5e 1f 6a 52 69 10 c8 60 0a 67 d6 e5 b7 84 0e 28 b8 e4 
80 14 b9 97 e3 8a d4 d3 65 30 d0 a9 5d 49 71 4f 99 
Data Ascii: T6Rt`SFlV%|OAL"R%\[S5^A;4)p&o5^]NWR5&pqJ@ Q u'|O\?>@(TZZ=hh]4U,{zv(d1iY;U"l42=zC^jRi`g(e0]IqO

2022-05-23 16:52:46 UTC 405 IN Data Raw: ae eb 75 07 90 63 7d 52 00 e0 18 da d8 79 72 c2 33 04 b0 f6 ba cb a5 67 03 d0 fe e0 14 98 bc 0e 11 5d 03 6b 
e0 a6 59 10 21 81 20 99 2a 3c 8a 62 24 b3 79 cc eb 94 73 1e bd 64 2d 4f 46 65 37 4e d3 2b ba a1 b7 8c d2 c2 96 75 50 
55 23 38 ae 64 8a 05 00 13 77 6c a5 9a 2a ca 12 83 43 26 0a 8a 47 2a d8 fd 6c bb 4e 55 5e 96 c5 c4 6b 0d 2e c6 6e 71 
ac 51 4d ab db 27 f5 ad bb f2 46 e3 26 fd fe f4 4b 0a b0 d3 09 21 e6 19 45 99 1c a9 55 bb ae 56 03 c8 9d 4e f1 5a ba 50 
f8 5b a9 d2 64 9a 5c b0 1e 24 cd 66 79 29 55 c9 b2 f4 a4 49 99 d9 b2 af b8 09 8c 56 67 dc 7d 5e 80 47 75 3d 84 99 7e f1 
43 4d 82 95 29 f8 95 ad 13 ff d6 0d cf 4b de 81 6b 14 bd e8 4c ec de a5 9b 23 b5 b5 16 96 66 86 db 10 c1 74 0e 67 7a 7a 
61 f5 a2 ae f6 eb 32 35 a9 0c c6 bc dd 0e 40 9d c0 b9 4f d2 41 
Data Ascii: uc}Ryr3g]kY! *<b$ysd-OFe7N+uPU#8dwl*C&G*lNU^k.nqQM'F&K!EUVNZP[d\$fy)UIVg}^Gu=~CM)KkL#ftg
zza25@OA

2022-05-23 16:52:46 UTC 407 IN Data Raw: 0f dd 02 68 fb 83 dc 39 85 48 fe ea 6f 5b 3f ba 1f f6 c3 c7 e5 9e 17 e5 b3 46 bc 95 50 9d e5 d3 21 4a 92 5d 51 
d0 fd e3 24 6f 33 95 62 34 74 4c 25 62 4c 4b 0c bd 05 b6 23 ac db 21 8e be 41 eb 26 3d 45 2b 4a e0 bc 98 bf 73 b0 01 b0 
08 4d 26 11 2c 89 52 1c ae cc f9 33 49 3c 7e 59 e7 75 b7 8b 79 85 4a 71 e9 27 88 58 16 d4 78 d9 b1 7b 1d 70 0b 45 22 
6a 95 d5 01 67 04 a7 8c 18 d2 f6 9e cd 11 a8 3f 4c 9e b4 b1 3c a6 80 f5 36 f9 76 39 e6 58 7f b2 87 50 e3 dd bc c8 58 cb 
f7 e1 20 6e 8f aa 6f 89 69 3e 5f ff ba db a1 6b a6 58 d5 7e b1 53 61 57 56 d6 bf 21 f3 fb d1 3a 36 a8 77 40 27 27 eb 4c cd 
71 3b 67 7d 08 4f 8b ef cc 6b 94 29 23 c8 6d 25 0f 6a 0d 4c 2d 4c 2d 48 14 04 ba 49 5b 29 4a 6c d8 4d 52 6b 6d f4 51 ed 
87 b4 94 d6 11 e1 6e b1 75 a4 aa 41 bb 9e b0 1c c1 39 
Data Ascii: h9Ho[?FP!J]Q$o3b4tL%bLK#!A&=E+JsM&,R3I<~YuyJq'Xx{pE"jg?L<6v9XPX noi>_kX~SaWV!:6w@''Lq;g}
Ok)#m%jL-L-HI[)JlMRkmQnuA9

2022-05-23 16:52:46 UTC 408 IN Data Raw: a6 43 fc 1c 6d 85 66 78 8b d4 0d e2 c1 92 36 96 1f c9 c7 f1 1d 2c 33 1b cf f1 45 c5 43 9b 60 57 3e 05 bb a6 a4 
3f 06 e3 e5 5b 18 29 b9 d4 75 e9 71 99 33 4d a8 a7 64 e2 c5 77 55 77 36 15 3e 17 68 8b 05 4c 59 bf f6 12 95 9c bf c6 a8 
f2 18 98 0e cf 17 ec a6 7e 38 d9 4e 3a 97 92 35 18 1b 66 81 1a 71 df 6f f7 8d 25 4e 83 45 2b 9d 59 a2 0f 20 55 5b e8 27 
76 9d ed c4 f7 6f bd f9 7a 6b a7 ce ee ba 8b b3 a7 3b 4b a1 1c b6 6b 0f 10 52 80 29 4f b8 34 38 b3 d4 0c 51 87 1b f7 63 
db 58 cc a9 77 ce f4 8c 52 80 02 fe 59 6f 2f 68 a4 01 7d 76 c6 5a 6e 6d ec b0 31 0d 83 30 e8 84 2f 9d 86 f7 fc 16 a2 4d 60 
68 4b 79 90 69 d4 62 1e 2d 26 91 47 3d cd 9a 21 d0 48 8b c4 a1 48 d3 f5 09 e6 5c d7 75 5b 2a 08 15 71 0f 42 23 5a 2b 
53 08 ea 00 d0 c7 55 ce 86 f4 26 c6 b8 68 2e 95 d5 7e 
Data Ascii: Cmfx6,3EC`W>?[)uq3MdwUw6>hLY~8N:5fqo%NE+Y U['vozk;KkR)O48QcXwRYo/h}vZnm10/M`hKyib-
&G=!HH\u[*qB#Z+SU&h.~

2022-05-23 16:52:46 UTC 409 IN Data Raw: 8e 3f 85 e2 ca 3c 96 86 48 a4 64 16 56 0e 6b b1 43 a1 e2 2d a8 14 a4 30 4c 8e 1f 14 3b a4 74 d3 98 a3 34 11 
71 b6 5a 76 a7 bd c6 50 52 6c 81 37 1c 49 1d 86 65 8d 00 c2 bc d4 1e dd 61 d3 01 3a 63 8f 84 d1 62 8d 8e 34 86 98 e3 
ba 63 da 8c 69 26 9a fd 87 46 77 87 3d 83 78 8e 4e 76 18 03 dd ee 5a b9 c4 f1 04 cb dc 31 b1 61 c7 a1 e8 90 9a 12 f3 26 
d8 44 8c 30 6b 0f d7 b9 73 bb 2e d2 38 be 67 bc 8e cd 1c 7d c6 13 96 29 be d1 08 ab 09 3f 65 87 79 77 d6 64 b7 8c 49 
52 c7 25 bd 79 c1 0e bf 29 ed af d6 be c7 b7 78 83 9d e0 be f3 de 42 9e 1c 18 70 ae c5 ff 30 27 e5 2a ee 89 87 f2 35 1a 
0c b3 f8 b4 97 1e 78 e8 7e 9a b4 38 e6 0b f6 1d 40 91 bb 51 1f 75 ce 49 ab a9 a0 8d 30 2a 61 1c 30 a2 02 bd ca 92 cc dd 
eb 21 bd c1 42 87 6d 77 dc 64 ee b9 05 43 40 e3 97 4c b1 70 0d 
Data Ascii: ?<HdVkC-0L;t4qZvPRl7Iea:cb4ci&Fw=xNvZ1a&D0ks.8g})?eywdIR%y)xBp0'*5x~8@QuI0*a0!BmwdC@Lp

2022-05-23 16:52:46 UTC 410 IN Data Raw: 41 0b 16 e7 48 fa e1 6d 32 20 57 16 21 b5 24 38 01 0e 54 7f 07 1a a8 52 9b 75 ab 76 1f 06 4c 32 67 95 8b 9b 
b4 d6 7f ed 7e 0f a4 31 39 83 1d 80 ce fc ac 86 29 5c 70 9c e7 5f 09 a5 89 84 c2 0d 59 71 70 a8 44 aa 83 9d da b3 5e 5e 
b0 8e bb 94 8d 24 60 b2 c6 1d fb 3d c1 4e 5c c3 96 61 0a 1c 08 6f ea 6e 47 38 14 bb ed a0 50 ab 7b bd eb e6 68 b6 b7 
96 ef 91 ba 0c cf 98 bf 51 50 5d 1b 85 0b fd ae 8a 1f 66 9c 64 de b0 1a 3b 92 9b bd d3 be b6 3c fd be ea 26 5f 26 c5 29 fc 
9d d6 70 27 7b d8 f0 19 5b 92 fd dd 38 6a 84 f6 8e d1 48 08 31 af 29 83 7c f7 5f 4e 57 e8 56 73 10 c9 39 f0 dd 0d 0d a3 
84 3f 3b 21 cc 7a a8 65 30 5a 4c 24 0d 04 65 fc 0e d2 41 15 4c b0 3a 67 17 13 cc 45 07 0b 9c 7c 40 7b 4e 8d 52 08 39 78 
b0 4b de f8 7d b5 da af c6 fd b9 dd 5f 68 8d ed 1e 64 cf 
Data Ascii: AHm2 W!$8TRuvL2g~19)\p_YqpD^^$`=N\aonG8P{hQP]fd;<&_&)p'{[8jH1)|_NWVs9?;!ze0ZL$eAL:gE|@{N
R9xK}_hd

2022-05-23 16:52:46 UTC 411 IN Data Raw: dd f0 1d fc ac bb 1e 81 a6 55 55 f3 69 be bd 29 98 a6 e5 f6 36 65 ab 03 b0 4a 94 dc 6a 26 0d 73 54 9e 4a 8d 
3d 9d 15 57 82 43 de da f9 91 fd 65 56 47 4d c0 72 3d 34 f0 9e cc 3d 98 51 a2 30 67 16 ff 8c c4 f3 bc 83 15 91 a3 65 64 
24 dc ae 33 0d 59 90 55 ff 7f e0 d8 99 cc 3a 79 8d ff 5d e8 70 c3 71 65 a5 88 af 58 be 1d be d7 b4 1c b1 ca 5f a5 81 a1 a3 
5f 5a d7 4a 72 86 ac 2c d7 82 eb dd 56 ce a4 a3 2d 48 c1 cb 80 c4 8a 99 8b ef ca e5 6b 45 cf 82 56 d6 52 9d 39 f3 1f 6c 
d7 3b ea 20 47 af 32 e3 4b dd 9f 88 35 db e7 30 b6 0c aa 4c ed 9f 41 07 36 e8 3b a3 10 35 87 2c e7 c5 bd 28 c7 13 76 26 
69 99 e5 13 6b e1 cd 99 3d 2c 77 47 79 ab 8e 42 f1 f0 d9 cb 67 af b5 18 cf 6b be b5 0c 04 15 d4 d1 0f 0b 1a 74 ed d6 d5 
6c 72 a2 2e ce 00 23 88 35 17 d4 70 bc 93 59 95 b0 20 
Data Ascii: UUi)6eJj&sTJ=WCeVGMr=4=Q0ged$3YU:y]pqeX__ZJr,V-HkEVR9l; G2K50LA6;5,(v&ik=,wGyBgktlr.#5pY 

2022-05-23 16:52:46 UTC 413 IN Data Raw: 7a e2 d9 7a af df 4b 7a 91 da 36 d3 6e 6c 77 ea b9 a8 95 7a 61 ce f4 fe 59 a5 df ef db af 5c 2c 5e 06 3b 58 84 
2a 45 1b b5 5a 8c de cf 06 65 14 5d be 64 68 5a 62 e7 34 8b 76 36 de e7 13 0b 91 6b ef 9f f4 4f 39 92 bd 16 cb f7 ab c2 
a3 e6 40 86 2c 7c 87 fd 91 1f 7f 58 dd c2 c0 c6 4a 23 4f 46 94 87 29 8b ef 79 57 02 45 06 8e f7 25 71 5b f5 95 43 df 42 ae 
b8 66 ce 79 61 02 ae 52 b4 07 38 de 10 3b c3 41 19 39 eb e9 a5 62 31 b7 73 7a 82 c5 ff d0 60 4b d8 b7 93 bc 91 49 3a fe 
e2 66 39 9b ad 06 73 34 e6 0e 2b 4e 5b 10 66 70 2b 26 b2 2b af 21 0e 7f 0e ba cf 12 87 c9 11 e2 26 db 97 eb a2 d3 a0 40 
56 64 11 4b 1e 4d 82 3c 78 0e 4b 9d e9 cf dc 56 eb 73 c2 4b ec 9b 73 92 59 c9 f5 12 00 2d 52 d4 df af 26 57 1a 7d ac 63 
32 18 c6 d9 7b 09 bd 96 ca 91 25 b4 71 48 3b 21 fd 
Data Ascii: zzKz6nlwzaY\,^;X*EZe]dhZb4v6kO9@,|XJ#OF)yWE%q[CBfyaR8;A9b1sz`KI:f9s4+N[fp+&+!&@VdKM<xKVs
KsY-R&W}c2{%qH;!

2022-05-23 16:52:46 UTC 414 IN Data Raw: 8f 7d 59 07 50 48 13 09 42 29 b3 1e f2 d2 ff 3f c5 39 ea ff 6b 29 44 54 01 28 3a bd d9 04 5c 3f ab 58 37 ad a5 
a1 be 64 90 2a a7 04 7c e5 f2 54 42 ab e5 f7 0d 06 47 8f 14 56 84 62 80 01 9c 4f 68 d6 fd f1 31 f0 e2 fb 28 34 c3 22 b7 82 
d3 54 a7 7e 10 10 af dd 76 8e 7c f6 41 56 46 d6 18 dd ac 96 8a 85 d4 6a bd 9b 42 cd ba 6b f8 b1 50 18 91 82 85 45 11 c3 
f7 9d ea 6a 34 f3 69 d3 a1 fd d8 8c 78 f3 b6 a7 c5 5c 21 8f b5 1c c0 04 b9 a6 32 a0 45 f5 08 91 86 13 4d dd c5 e3 4a ee 
e4 49 3e e4 8b 2f f6 71 d9 69 7a 12 b9 a4 64 5e e4 62 9d ac 40 1e 48 0e 1d 48 d5 e9 b3 8c 03 9b fa 3e 53 54 1a 00 32 
38 67 13 d1 0f 3f 10 15 16 15 0d 52 bc c8 a7 53 59 b8 56 9b 32 f3 06 f1 38 f8 71 73 d3 6e 22 4a 66 44 c3 94 1f a9 dd 3f 
e7 9a d6 8d 34 1e 9b cd 24 13 09 51 cc 64 d2 82 fa ff 
Data Ascii: }YPHB)?9k)DT(:\?X7d*|TBGVbOh1(4"T~v|AVFjBkPEj4ix\!2EMJI>/qizd^b@HH>ST28g?RSYV28qsn"JfD?4$Qd

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:46 UTC 415 IN Data Raw: 6c 86 a3 59 92 44 91 76 16 a1 8f 6a b9 6a 3b d4 07 72 36 62 8f cd f8 1f 37 02 f3 04 45 dc 9a bb 49 1d 53 d1 
91 dc d2 30 dc 57 12 57 9a 6a ad 4a 21 7f 6a 29 cc 30 a5 5b 8a c2 c4 b0 f3 84 fa 68 6a 5d 58 bc c8 81 62 ce c7 3f 52 90 
64 2f c0 58 14 76 b8 35 6f fb 78 8a 6d f0 60 f4 6c 51 50 67 4f c2 0d fc 18 59 a6 e3 db 7d be 51 0c 97 e6 12 12 ea ac da 69 
a6 6e e7 b2 40 42 eb bc b3 d6 57 47 52 47 93 1e ad f7 49 e5 00 9f 2f d6 f7 05 2f a1 3c 60 59 0f 15 b1 07 fc b6 de 41 33 
09 93 c4 01 b7 93 59 94 99 26 64 f3 5d 9d 6d 13 cc ee d9 80 53 40 7d 14 63 6c 20 7c df 0d e3 4a a6 31 b3 61 25 53 da 
65 55 4e 2c da 1c 4d 7c 9a a9 21 81 41 a6 54 11 03 08 03 5c 92 22 4e 92 da 6e 44 7d c9 19 2c ca 8f 87 19 ac 9b d3 7c 
51 8e b9 38 97 9c a0 92 0f ec d6 da 20 db 94 5c 11 9f 14 e4 
Data Ascii: lYDvjj;r6b7EIS0WWjJ!j)0[hj]Xb?Rd/Xv5oxm`lQPgOY}Qin@BWGRGI//<`YA3Y&d]mS@}cl |J1a%SeUN,M|!
AT\"NnD},|Q8 \

2022-05-23 16:52:46 UTC 417 IN Data Raw: 21 46 94 ee c7 a7 3e a3 15 67 65 d6 a9 51 45 49 64 6a e3 cc e7 a4 03 22 74 48 11 9d ae 59 85 4e a2 c1 60 
d6 51 23 ad 7f 46 2b 07 0f cd f6 ab 94 14 7b 55 e3 a9 c6 fd 99 88 dd dd 38 e6 2e 26 74 83 3f 08 d6 6c ff 7b f6 28 01 9e 31 
0a 8f 81 b1 f2 4a 94 7e b0 2d d4 93 e2 bd 4e a1 5c d8 a3 5a 73 c5 f6 b4 9d bf cc e6 55 63 00 0d 4d 93 35 01 3b 42 23 e5 
e1 d8 94 53 82 2f 49 c5 87 f7 37 d7 59 3f 33 d4 5a 18 73 e5 db 48 ad 24 47 11 91 c3 37 0d cf cb fc 38 c7 86 6f 1c 38 50 
96 92 db 8c e4 8b c5 1c 12 1c 65 1d 4d 32 0c 41 b6 7b a2 8e 3d a8 d8 d4 08 07 a6 b6 81 4b 9a de 84 dd ce 8e 8e 22 a0 
97 29 28 2b af de ef 74 fd 32 71 9d 14 8a e0 d3 7a 7b 8a cb aa aa 67 70 93 86 dd 94 52 51 1c 55 df 95 62 af b9 84 0f d2 
65 15 7e eb ef e1 25 7b e8 ac 9d ea 51 97 5f 08 e8 11 85 25 
Data Ascii: !F>geQEIdj"tHYN`Q#F+{U8.&t?l{(1J~-N\ZsUcM5;B#S/I7Y?3ZsH$G78o8PeM2A{=K")(+t2qz{gpRQUbe~%{
Q_%

2022-05-23 16:52:46 UTC 418 IN Data Raw: 1b 4a 90 78 9b 69 70 46 2b 7b 9d df d1 fe c0 f5 ce be 6e af 67 47 cc 88 3b 56 e8 ab 5e 22 b7 5a 72 1d cd 5d 
2c 2d 29 56 d6 13 0f 14 5a 48 42 27 b1 5a 7b 7d 7c f8 1e fa 82 c9 9e db 30 71 f6 35 f5 c1 3f 35 df 76 1b 4a 63 39 78 c9 50 
2f 2f 43 06 72 3e 2b ca f1 35 fb 2b 2b 2b 6c ee 16 1a 6a 2d a3 97 f9 5a 4d f6 3a ab b5 aa fc a9 93 b7 67 b3 dc 99 f3 d4 b7 
c9 96 67 ff 71 d2 13 04 1e f2 34 3b fc 3d ed f4 5d f7 64 9e 22 a3 be 04 80 00 a1 75 d4 67 37 21 3f 9b 38 85 3d 39 4b b7 
e2 66 60 c7 0f 36 42 c0 f7 bc 30 ba fe 3f 3f 74 0f cd fd 60 cd 01 4c 03 40 fa f4 8a a1 7f cc a0 64 fb 25 43 02 dd e4 01 a1 86
dc 72 13 bc b8 55 04 77 a2 e7 a1 bd f9 e2 93 c9 03 81 72 1f fe 9d 07 f1 c9 74 17 df c6 fa 34 99 69 78 01 53 a7 65 11 5e 
4f cf fe 34 4d b1 2e bb e8 c6 b6 68 cf 69 84 
Data Ascii: JxipF+{ngG;V^"Zr],-)VZHB'Z{}|0q5?5vJc9xP//Cr>+5+++lj-ZM:ggq4;=]d"ug7!?8=9Kf`6B0??t`L@d%CrUwrt4ixSe
^O4M.hi

2022-05-23 16:52:46 UTC 419 IN Data Raw: 33 c4 31 a2 77 4c 05 05 3b 40 6f da 23 47 6b 97 07 c2 d8 35 ac db b1 41 68 fc 86 7f 85 46 22 f6 88 af 0f 1c e4 
e6 ea 06 ba 5a 00 6d 44 30 a0 27 08 0a c1 83 20 c6 b6 4b 0c d8 d6 17 e4 62 03 02 39 db 94 47 ef 80 52 41 8e 20 3c e2 
ec ac 2d 45 0e d6 76 a0 1b ea ce 2b ff 4b 7e d9 6a fd 58 76 f9 f4 ea 33 97 9f 9e 5e 3f 4e 5c f9 1d bf 74 ed a5 cb ff 17 f1 47
cf 8f cf 3d 9a 8f cf fb dc 1f 3e 3e 18 6f 3e de 18 1f a4 1b e9 31 3f d8 38 e2 ec 58 f1 68 f7 1f ef 8d b7 1f 6f 8d b3 01 d5 7e 
94 ee a5 5b e9 7f ea 48 12 f8 f7 d4 81 fa 03 47 f0 b8 ca bc c7 3b e3 f5 c7 6b e3 9d 74 2d 3d a6 83 b5 23 62 c7 d5 ba 7b 
65 13 0f f1 57 a1 cd 76 4b 55 1c cc c3 6b 9a 02 3f 17 cc f0 a0 e6 fa 05 a4 1a 08 ed c5 d4 25 c4 1f e9 b7 df bf c3 95 4a 41 
dd af 56 f7 33 83 df 88 4f 44 49 ff c6 e4 
Data Ascii: 31wL;@o#Gk5AhF"ZmD0' Kb9GRA <-Ev+K~jXv3^?N\tG=>>o>1?8Xho~[HG;kt-=#b{eWvKUk?%JAV3ODI

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49775 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:40 UTC 4 OUT GET / HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:41 UTC 5 IN HTTP/1.1 200 OK
Cache-Control: private
Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/8.5
Set-Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m; path=/; HttpOnly; SameSite=Lax
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:17 GMT
Connection: close
Content-Length: 93327

2022-05-23 16:52:41 UTC 5 IN Data Raw: 0d 0a 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 
54 44 20 58 48 54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 74 72 61 6e 73 69 74 69 6f 
6e 61 6c 2e 64 74 64 22 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 09 09 09 3c 68 74 6d 6c 20 63 6c 61 73 73 
3d 22 69 65 20 69 65 38 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 39 5d 3e 
09 09 09 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 69 65 20 69 65 39 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 
3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 39 5d 3e 3c 21 2d 2d 3e 
Data Ascii: <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xh
tml1-transitional.dtd">...[if IE 8]><html class="ie ie8"> <![endif]-->...[if IE 9]><html class="ie ie9"> <![endif]-->...[if gt IE 
9]>...>
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2022-05-23 16:52:41 UTC 21 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 61 74 61 
2d 65 6e 64 3d 22 39 33 30 30 22 0d 0a 09 09 09 09 09 09 09 09 09 09 09 20 20 20 20 20 64 61 74 61 2d 65 61 73 69 6e 
67 3d 22 65 61 73 65 4f 75 74 45 78 70 6f 22 3e 3c 69 6d 67 20 73 72 63 3d 22 69 6d 61 67 65 73 2f 6c 69 74 6d 75 73 2d 
70 72 65 76 69 65 77 73 2e 70 6e 67 22 20 61 6c 74 3d 22 22 20 64 61 74 61 2d 66 75 6c 6c 77 69 64 74 68 63 65 6e 74 
65 72 69 6e 67 3d 22 6f 6e 22 20 3e 3c 2f 64 69 76 3e 20 20 20 20 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 09 0d 0a 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                data-end="9300"     data-easing="easeOutExpo"><img src="images/litmus-previews.png" 
alt="" data-fullwidthcentering="on" ></div>                                                                               

2022-05-23 16:52:41 UTC 37 IN Data Raw: 61 73 69 6e 67 3d 22 65 61 73 65 4f 75 74 45 78 70 6f 22 3e 3c 69 6d 67 20 73 72 63 3d 22 69 6d 61 67 65 73 
2f 67 75 69 64 65 6c 69 6e 65 73 2d 65 64 2e 70 6e 67 22 20 61 6c 74 3d 22 22 20 64 61 74 61 2d 66 75 6c 6c 77 69 64 
74 68 63 65 6e 74 65 72 69 6e 67 3d 22 6f 6e 22 20 20 3e 3c 2f 64 69 76 3e 0d 0a 0d 0a 0d 0a 0d 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 63 
61 70 74 69 6f 6e 20 66 61 64 65 20 69 6e 22 0d 0a 09 09 09 09 09 09 09 
Data Ascii: asing="easeOutExpo"><img src="images/guidelines-ed.png" alt="" data-fullwidthcentering="on"  ></div>                  
                                                                                          <div class="caption fade in"

2022-05-23 16:52:41 UTC 53 IN Data Raw: 61 74 61 2d 79 3d 22 31 30 22 0d 0a 09 09 09 09 09 09 09 09 09 09 09 20 20 20 20 20 64 61 74 61 2d 73 70 
65 65 64 3d 22 32 36 30 30 22 0d 0a 09 09 09 09 09 09 09 09 09 09 09 20 20 20 20 20 64 61 74 61 2d 73 74 61 72 74 3d 
22 34 32 35 30 22 0d 0a 09 09 09 09 09 09 09 09 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 65 61 73 69 6e 67 
3d 22 65 61 73 65 4f 75 74 45 78 70 6f 22 3e 3c 69 6d 67 20 73 72 63 3d 22 69 6d 61 67 65 73 2f 73 6c 74 65 73 74 2d 74 
65 73 74 69 6e 67 2e 70 6e 67 22 20 61 6c 74 3d 22 22 20 64 61 74 61 2d 66 75 6c 6c 77 69 64 74 68 63 65 6e 74 65 72 
69 6e 67 3d 22 6f 6e 22 20 20 3e 3c 2f 64 69 76 3e 0d 0a 0d 0a 0d 0a 20 
Data Ascii: ata-y="10"     data-speed="2600"     data-start="4250"                                                 data-easing="ea
seOutExpo"><img src="images/sltest-testing.png" alt="" data-fullwidthcentering="on"  ></div> 

2022-05-23 16:52:41 UTC 69 IN Data Raw: 20 20 20 20 20 3c 2f 6c 69 3e 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 09 20 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 09 20 20 20 20 0d 0a 09 09 09 09 09 09 09 3c 2f 75 6c 3e 0d 0a 09 09 09 09 09 09 3c 
2f 64 69 76 3e 0d 0a 09 09 09 09 09 3c 2f 64 69 76 3e 0d 0a 0d 0a 09 09 09 0d 0a 09 09 09 09 09 09 09 09 3c 64 69 76 2
0 73 74 79 6c 65 3d 22 20 77 69 64 74 68 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 
30 30 3b 20 62 6f 72 64 65 72 2d 6c 65 66 74 3a 20 32 35 70 78 20 73 6f 6c 69 64 20 23 30 30 30 3b 20 62 6f 72 64 65 72 
2d 72 69 67 68 74 3a 32 35 70 78 20 73 6f 6c 69 64 20 23 30 30 30 
Data Ascii:      </li>                                                                         </ul></div></div><div style=" width:100%; bac
kground-color:#000; border-left: 25px solid #000; border-right:25px solid #000

2022-05-23 16:52:41 UTC 85 IN Data Raw: 3d 22 74 65 78 74 22 20 76 61 6c 75 65 3d 22 53 69 67 6e 20 75 70 20 66 6f 72 20 6f 75 72 20 65 6d 61 69 6c 
20 6e 65 77 73 6c 65 74 74 65 72 21 22 3e 0d 0a 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 
6d 65 3d 22 66 6f 6e 74 22 20 76 61 6c 75 65 3d 22 31 22 3e 0d 0a 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64 
65 6e 22 20 6e 61 6d 65 3d 22 62 6f 72 64 65 72 22 20 76 61 6c 75 65 3d 22 31 22 3e 0d 0a 3c 69 6e 70 75 74 20 74 79 7
0 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 6d 65 3d 22 61 6c 69 67 6e 5f 69 6e 5f 74 61 62 6c 65 22 20 76 61 6c 75 65 3d 
22 31 22 3e 0d 0a 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 6d 65 3d 22 73 75 62 73 63 72 
69 62 65 5f 62 75 74 74 6f 6e 5f 6e 61 6d 65 22 20 76 61 6c 75 65 3d 
Data Ascii: ="text" value="Sign up for our email newsletter!"><input type="hidden" name="font" value="1"><input type="hi
dden" name="border" value="1"><input type="hidden" name="align_in_table" value="1"><input type="hidden" name="
subscribe_button_name" value=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.3 49805 142.250.186.46 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 419 OUT GET /maps/api/js?sensor=false HTTP/1.1
Host: maps.google.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Copyright Joe Security LLC 2022 Page 86 of 166



2022-05-23 16:52:46 UTC 421 IN HTTP/1.1 200 OK
Content-Type: text/javascript; charset=UTF-8
Date: Mon, 23 May 2022 16:52:46 GMT
Expires: Mon, 23 May 2022 17:22:46 GMT
Cache-Control: public, max-age=1800
Cross-Origin-Resource-Policy: cross-origin
Server: mafe
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
Server-Timing: gfet4t7; dur=12
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Language,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-23 16:52:46 UTC 421 IN Data Raw: 38 30 30 30 0d 0a 0a 0a 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 20 3d 20 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 
20 7c 7c 20 7b 7d 3b 0a 67 6f 6f 67 6c 65 2e 6d 61 70 73 20 3d 20 67 6f 6f 67 6c 65 2e 6d 61 70 73 20 7c 7c 20 7b 7d 3b 
0a 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0a 20 20 0a 20 20 76 61 72 20 6d 6f 64 75 6c 65 73 20 3d 20 67 6f 6f 67 6c 65 
2e 6d 61 70 73 2e 6d 6f 64 75 6c 65 73 20 3d 20 7b 7d 3b 0a 20 20 67 6f 6f 67 6c 65 2e 6d 61 70 73 2e 5f 5f 67 6a 73 6c 
6f 61 64 5f 5f 20 3d 20 66 75 6e 63 74 69 6f 6e 28 6e 61 6d 65 2c 20 74 65 78 74 29 20 7b 0a 20 20 20 20 6d 6f 64 75 6c 
65 73 5b 6e 61 6d 65 5d 20 3d 20 74 65 78 74 3b 0a 20 20 7d 3b 0a 20 20 0a 20 20 67 6f 6f 67 6c 65 2e 6d 61 70 73 2e 
4c 6f 61 64 20 3d 20 66 75 6e 63 74 69 6f 6e 28 61 70 69 
Data Ascii: 8000window.google = window.google || {};google.maps = google.maps || {};(function() {    var modules = googl
e.maps.modules = {};  google.maps.__gjsload__ = function(name, text) {    modules[name] = text;  };    google.maps.Load 
= function(api

2022-05-23 16:52:46 UTC 422 IN Data Raw: 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 6b 68 3f 76 3d 31 34 31 5c 75 30 30 32 36 68 6c 3d 65 6e 2d 
55 53 5c 75 30 30 32 36 22 2c 22 68 74 74 70 73 3a 2f 2f 6b 68 6d 73 31 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 
6b 68 3f 76 3d 31 34 31 5c 75 30 30 32 36 68 6c 3d 65 6e 2d 55 53 5c 75 30 30 32 36 22 5d 2c 6e 75 6c 6c 2c 6e 75 6c 
6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 22 31 34 31 22 2c 5b 22 68 74 74 70 73 3a 2f 2f 6b 68 6d 73 30 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 6b 68 3f 76 3d 31 34 31 5c 75 30 30 32 36 68 6c 3d 65 6e 2d 55 53 5c 75 30 30 32 36 22 2c 22 68 74 74 70 
73 3a 2f 2f 6b 68 6d 73 31 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 6b 68 3f 76 3d 31 34 31 5c 75 30 30 32 36 68 6c 3d 65 6e 
2d 55 53 5c 75 30 30 32 36 22 5d 5d 2c 6e 75 6c 6c 2c 6e 75 
Data Ascii: .googleapis.com/kh?v=141\u0026hl=en-US\u0026","https://khms1.googleapis.com/kh?v=141\u0026hl=en-US
\u0026"],null,null,null,null,"141",["https://khms0.google.com/kh?v=141\u0026hl=en-US\u0026","https://khms1.goo
gle.com/kh?v=141\u0026hl=en-US\u0026"]],null,nu

2022-05-23 16:52:46 UTC 423 IN Data Raw: 6f 72 61 6d 69 6f 2e 63 6f 6d 2e 73 74 6f 72 61 67 65 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 70 68 6f 
74 6f 73 2f 22 2c 5b 22 68 74 74 70 73 3a 2f 2f 67 65 6f 30 2e 67 67 70 68 74 2e 63 6f 6d 2f 63 62 6b 22 2c 22 68 74 74 
70 73 3a 2f 2f 67 65 6f 31 2e 67 67 70 68 74 2e 63 6f 6d 2f 63 62 6b 22 2c 22 68 74 74 70 73 3a 2f 2f 67 65 6f 32 2e 67 
67 70 68 74 2e 63 6f 6d 2f 63 62 6b 22 2c 22 68 74 74 70 73 3a 2f 2f 67 65 6f 33 2e 67 67 70 68 74 2e 63 6f 6d 2f 63 62 
6b 22 5d 2c 22 68 74 74 70 73 3a 2f 2f 6d 61 70 73 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 6d 61 70 73 2f 61 70 
69 2f 6a 73 2f 47 65 6f 50 68 6f 74 6f 53 65 72 76 69 63 65 2e 47 65 74 4d 65 74 61 64 61 74 61 22 2c 22 68 74 74 70 73 
3a 2f 2f 6d 61 70 73 2e 67 6f 6f 67 6c 65 61 70 69 73 
Data Ascii: oramio.com.storage.googleapis.com/photos/",["https://geo0.ggpht.com/cbk","https://geo1.ggpht.com/c
bk","https://geo2.ggpht.com/cbk","https://geo3.ggpht.com/cbk"],"https://maps.googleapis.com/maps/api/js/GeoPho
toService.GetMetadata","https://maps.googleapis

2022-05-23 16:52:46 UTC 425 IN Data Raw: 4a 62 61 2c 66 67 2c 4b 62 61 2c 6a 67 2c 6c 67 2c 4c 62 61 2c 6d 67 2c 75 67 2c 4f 62 61 2c 7a 67 2c 51 62 
61 2c 41 67 2c 42 67 2c 52 62 61 2c 54 62 61 2c 57 62 61 2c 56 62 61 2c 49 67 2c 4f 67 2c 5a 62 61 2c 54 67 2c 62 63 
61 2c 5a 67 2c 24 67 2c 63 63 61 2c 61 68 2c 64 63 61 2c 65 63 61 2c 66 63 61 2c 68 63 61 2c 67 63 61 2c 69 63 61 2c 
63 68 2c 6b 63 61 2c 6e 63 61 2c 6c 63 61 2c 6f 63 61 2c 71 63 61 2c 70 63 61 2c 72 63 61 2c 76 63 61 2c 78 63 61 2c 77
63 61 2c 7a 63 61 2c 44 63 61 2c 0a 43 68 2c 44 68 2c 45 68 2c 48 68 2c 46 63 61 2c 47 63 61 2c 4c 63 61 2c 49 63 61 2
c 4b 63 61 2c 4b 68 2c 53 68 2c 4d 63 61 2c 4f 63 61 2c 50 63 61 2c 54 63 61 2c 55 63 61 2c 55 68 2c 56 63 61 2c 53 63 
61 2c 51 63 61 2c 52 63 61 2c 58 63 61 2c 57 63 61 2c 57 68 2c 24 
Data Ascii: Jba,fg,Kba,jg,lg,Lba,mg,ug,Oba,zg,Qba,Ag,Bg,Rba,Tba,Wba,Vba,Ig,Og,Zba,Tg,bca,Zg,$g,cca,ah,dca,eca,
fca,hca,gca,ica,ch,kca,nca,lca,oca,qca,pca,rca,vca,xca,wca,zca,Dca,Ch,Dh,Eh,Hh,Fca,Gca,Lca,Ica,Kca,Kh,Sh,Mca,O
ca,Pca,Tca,Uca,Uh,Vca,Sca,Qca,Rca,Xca,Wca,Wh,$

2022-05-23 16:52:46 UTC 426 IN Data Raw: 3d 62 28 63 29 3b 6e 75 6c 6c 21 3d 62 26 26 28 61 3f 66 61 28 5f 2e 78 2c 64 2c 7b 63 6f 6e 66 69 67 75 72 
61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 3a 21 30 2c 76 61 6c 75 65 3a 62 7d 29 3a 62 21 3d 3d 63 26 26 28 76 
6f 69 64 20 30 3d 3d 3d 62 61 5b 64 5d 26 26 28 61 3d 31 45 39 2a 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 3e 3e 3e 30 
2c 62 61 5b 64 5d 3d 65 61 3f 5f 2e 64 61 2e 53 79 6d 62 6f 6c 28 64 29 3a 22 24 6a 73 63 70 24 22 2b 61 2b 22 24 22 2
b 64 29 2c 66 61 28 66 2c 62 61 5b 64 5d 2c 7b 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 
3a 21 30 2c 76 61 6c 75 65 3a 62 7d 29 29 29 7d 7d 3b 64 61 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 7b 6e 65 
78 74 3a 61 7d 3b 61 5b 5f 2e 75 28 5f 2e 78 2e 53 79 6d 62 6f 6c 2c 
Data Ascii: =b(c);null!=b&&(a?fa(_.x,d,{configurable:!0,writable:!0,value:b}):b!==c&&(void 0===ba[d]&&(a=1E9*M
ath.random()>>>0,ba[d]=ea?_.da.Symbol(d):"$jscp$"+a+"$"+d),fa(f,ba[d],{configurable:!0,writable:!0,value:b})))}};daa=fun
ction(a){a={next:a};a[_.u(_.x.Symbol,

2022-05-23 16:52:46 UTC 427 IN Data Raw: 72 65 74 75 72 6e 20 79 61 28 61 2c 22 72 65 74 75 72 6e 22 69 6e 20 63 3f 63 5b 22 72 65 74 75 72 6e 22 5d 
3a 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 7b 76 61 6c 75 65 3a 64 2c 64 6f 6e 65 3a 21 30 7d 7d 2c 62 
2c 61 2e 68 2e 72 65 74 75 72 6e 29 3b 61 2e 68 2e 72 65 74 75 72 6e 28 62 29 3b 72 65 74 75 72 6e 20 42 61 28 61 29 
7d 3b 0a 79 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 74 72 79 7b 76 61 72 20 65 3d 62 2e 63 61 6c 6
c 28 61 2e 68 2e 6d 2c 63 29 3b 69 66 28 21 28 65 20 69 6e 73 74 61 6e 63 65 6f 66 20 4f 62 6a 65 63 74 29 29 74 68 72 
6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 49 74 65 72 61 74 6f 72 20 72 65 73 75 6c 74 20 22 2b 65 2b 22 
20 69 73 20 6e 6f 74 20 61 6e 20 6f 62 6a 65 63 74 22 29 3b 69 66 28 
Data Ascii: return ya(a,"return"in c?c["return"]:function(d){return{value:d,done:!0}},b,a.h.return);a.h.return(b);return 
Ba(a)};ya=function(a,b,c,d){try{var e=b.call(a.h.m,c);if(!(e instanceof Object))throw new TypeError("Iterator result "+e+" is 
not an object");if(
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2022-05-23 16:52:46 UTC 428 IN Data Raw: 6f 6e 28 61 2c 62 2c 63 29 7b 69 66 28 6e 75 6c 6c 3d 3d 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 
72 72 6f 72 28 22 54 68 65 20 27 74 68 69 73 27 20 76 61 6c 75 65 20 66 6f 72 20 53 74 72 69 6e 67 2e 70 72 6f 74 6f 74 
79 70 65 2e 22 2b 63 2b 22 20 6d 75 73 74 20 6e 6f 74 20 62 65 20 6e 75 6c 6c 20 6f 72 20 75 6e 64 65 66 69 6e 65 64 
22 29 3b 69 66 28 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 52 65 67 45 78 70 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 
65 45 72 72 6f 72 28 22 46 69 72 73 74 20 61 72 67 75 6d 65 6e 74 20 74 6f 20 53 74 72 69 6e 67 2e 70 72 6f 74 6f 74 79 
70 65 2e 22 2b 63 2b 22 20 6d 75 73 74 20 6e 6f 74 20 62 65 20 61 20 72 65 67 75 6c 61 72 20 65 78 70 72 65 73 73 69 
6f 6e 22 29 3b 72 65 74 75 72 6e 20 61 2b 22 22 7d 3b 47 61 3d 66 
Data Ascii: on(a,b,c){if(null==a)throw new TypeError("The 'this' value for String.prototype."+c+" must not be null or un
defined");if(b instanceof RegExp)throw new TypeError("First argument to String.prototype."+c+" must not be a regular exp
ression");return a+""};Ga=f

2022-05-23 16:52:46 UTC 430 IN Data Raw: 67 28 29 2e 69 6e 64 65 78 4f 66 28 22 6e 61 74 69 76 65 20 63 6f 64 65 22 29 3f 5f 2e 4d 61 3d 6c 61 61 3a 
5f 2e 4d 61 3d 6d 61 61 3b 72 65 74 75 72 6e 20 5f 2e 4d 61 2e 61 70 70 6c 79 28 6e 75 6c 6c 2c 61 72 67 75 6d 65 6e 
74 73 29 7d 3b 5f 2e 4e 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 44 61 74 65 2e 6e 6f 77 28 29 7d 
3b 0a 5f 2e 52 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 3d 61 2e 73 70 6c 69 74 28 22 2e 22 29 3b 76 61 72 2
0 63 3d 5f 2e 50 61 3b 61 5b 30 5d 69 6e 20 63 7c 7c 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 63 2e 
65 78 65 63 53 63 72 69 70 74 7c 7c 63 2e 65 78 65 63 53 63 72 69 70 74 28 22 76 61 72 20 22 2b 61 5b 30 5d 29 3b 66 
6f 72 28 76 61 72 20 64 3b 61 2e 6c 65 6e 67 74 68 26 26 28 64 3d 61 
Data Ascii: g().indexOf("native code")?_.Ma=laa:_.Ma=maa;return _.Ma.apply(null,arguments)};_.Na=function(){return 
Date.now()};_.Ra=function(a,b){a=a.split(".");var c=_.Pa;a[0]in c||"undefined"==typeof c.execScript||c.execScript("var 
"+a[0]);for(var d;a.length&&(d=a

2022-05-23 16:52:46 UTC 431 IN Data Raw: 61 3d 62 3f 62 2e 63 72 65 61 74 65 53 63 72 69 70 74 55 52 4c 28 61 29 3a 61 3b 72 65 74 75 72 6e 20 6e 
65 77 20 5f 2e 24 61 28 61 2c 70 61 61 29 7d 3b 5f 2e 62 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 
20 62 20 69 6e 20 61 29 72 65 74 75 72 6e 21 31 3b 72 65 74 75 72 6e 21 30 7d 3b 5f 2e 64 62 3d 66 75 6e 63 74 69 6f 
6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 2c 64 2c 65 3d 31 3b 65 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 7
4 68 3b 65 2b 2b 29 7b 64 3d 61 72 67 75 6d 65 6e 74 73 5b 65 5d 3b 66 6f 72 28 63 20 69 6e 20 64 29 61 5b 63 5d 3d 
64 5b 63 5d 3b 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 71 61 61 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 63 3d 71 61 61 
5b 66 5d 2c 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 
Data Ascii: a=b?b.createScriptURL(a):a;return new _.$a(a,paa)};_.bb=function(a){for(var b in a)return!1;return!0};_.db=f
unction(a,b){for(var c,d,e=1;e<arguments.length;e++){d=arguments[e];for(c in d)a[c]=d[c];for(var f=0;f<qaa.length;f++)c=
qaa[f],Object.prototype.has

2022-05-23 16:52:46 UTC 432 IN Data Raw: 7d 3b 5f 2e 75 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 
2e 73 70 6c 69 63 65 2e 63 61 6c 6c 28 61 2c 62 2c 31 29 7d 3b 5f 2e 7a 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 
65 74 75 72 6e 2f 5e 5b 5c 73 5c 78 61 30 5d 2a 28 5b 5c 73 5c 53 5d 2a 3f 29 5b 5c 73 5c 78 61 30 5d 2a 24 2f 2e 65 78 
65 63 28 61 29 5b 31 5d 7d 3b 5f 2e 44 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 2d 31 21 3d 
61 2e 69 6e 64 65 78 4f 66 28 62 29 7d 3b 0a 5f 2e 4c 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 
30 3b 61 3d 5f 2e 7a 62 28 53 74 72 69 6e 67 28 61 29 29 2e 73 70 6c 69 74 28 22 2e 22 29 3b 62 3d 5f 2e 7a 62 28 53 7
4 72 69 6e 67 28 62 29 29 2e 73 70 6c 69 74 28 22 2e 22 29 3b 66 
Data Ascii: };_.ub=function(a,b){Array.prototype.splice.call(a,b,1)};_.zb=function(a){return/^[\s\xa0]*([\s\S]*?)[\s\xa0
]*$/.exec(a)[1]};_.Db=function(a,b){return-1!=a.indexOf(b)};_.Lb=function(a,b){var c=0;a=_.zb(String(a)).split(".");b=_.
zb(String(b)).split(".");f

2022-05-23 16:52:46 UTC 433 IN Data Raw: 63 28 22 43 72 69 4f 53 22 29 29 26 26 21 5f 2e 62 63 28 22 45 64 67 65 22 29 7c 7c 5f 2e 62 63 28 22 53 69 
6c 6b 22 29 7d 3b 5f 2e 73 63 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 62 63 28 22 41 6e 64 72 6f 
69 64 22 29 26 26 21 28 5f 2e 6f 63 28 29 7c 7c 5f 2e 6e 63 28 29 7c 7c 5f 2e 63 63 28 29 7c 7c 5f 2e 62 63 28 22 53 69 
6c 6b 22 29 29 7d 3b 5f 2e 76 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 74 68 69 73 2e 68 3d 63 3d 3d 3d 
75 63 3f 61 3a 22 22 3b 74 68 69 73 2e 61 68 3d 21 30 7d 3b 5f 2e 41 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 
74 75 72 6e 20 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 76 63 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 
5f 2e 76 63 3f 61 2e 68 3a 22 74 79 70 65 5f 65 72 72 6f 72 3a 
Data Ascii: c("CriOS"))&&!_.bc("Edge")||_.bc("Silk")};_.sc=function(){return _.bc("Android")&&!(_.oc()||_.nc()||_.cc()||
_.bc("Silk"))};_.vc=function(a,b,c){this.h=c===uc?a:"";this.ah=!0};_.Ac=function(a){return a instanceof _.vc&&a.construc
tor===_.vc?a.h:"type_error:

2022-05-23 16:52:46 UTC 435 IN Data Raw: 5d 2b 24 2f 2c 22 22 29 7d 3b 7a 61 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 6f 69 64 20 30 3d 3d 
3d 61 2e 63 6d 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 61 2c 7b 63 6d 3a 7b 76 61 6c 
75 65 3a 62 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 3a 21 30 2c 65 6e 75 6d 65 72 
61 62 6c 65 3a 21 31 7d 7d 29 3a 61 2e 63 6d 7c 3d 62 7d 3b 41 61 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 
75 72 6e 20 61 2e 63 6d 7c 7c 30 7d 3b 42 61 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 4f 62 6a 65 6
3 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 61 2c 7b 68 6f 3a 7b 76 61 6c 75 65 3a 62 2c 63 6f 6e 66 69 
67 75 72 61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 3a 21 30 
Data Ascii: ]+$/,"")};zaa=function(a,b){void 0===a.cm?Object.defineProperties(a,{cm:{value:b,configurable:!0,writable:!0
,enumerable:!1}}):a.cm|=b};Aaa=function(a){return a.cm||0};Baa=function(a,b,c,d){Object.defineProperties(a,{ho:{value:b,
configurable:!0,writable:!0

2022-05-23 16:52:46 UTC 436 IN Data Raw: 2e 6c 65 6e 67 74 68 2d 65 29 7b 63 61 73 65 20 32 3a 6c 3d 61 5b 65 2b 31 5d 2c 6b 3d 62 5b 28 6c 26 31 
35 29 3c 3c 32 5d 7c 7c 64 3b 63 61 73 65 20 31 3a 61 3d 61 5b 65 5d 2c 63 5b 66 5d 3d 22 22 2b 62 5b 61 3e 3e 32 5d 
2b 62 5b 28 61 26 33 29 3c 3c 34 7c 6c 3e 3e 34 5d 2b 6b 2b 64 7d 72 65 74 75 72 6e 20 63 2e 6a 6f 69 6e 28 22 22 29 7
d 3b 0a 5f 2e 62 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 2e 6c 65 6e 67 74 68 2c 63 3d 33 2a 62 
2f 34 3b 63 25 33 3f 63 3d 4d 61 74 68 2e 66 6c 6f 6f 72 28 63 29 3a 5f 2e 44 62 28 22 3d 2e 22 2c 61 5b 62 2d 31 5d 29 
26 26 28 63 3d 5f 2e 44 62 28 22 3d 2e 22 2c 61 5b 62 2d 32 5d 29 3f 63 2d 32 3a 63 2d 31 29 3b 76 61 72 20 64 3d 6e 
65 77 20 55 69 6e 74 38 41 72 72 61 79 28 63 29 2c 65 3d 30 3b 5f 2e 
Data Ascii: .length-e){case 2:l=a[e+1],k=b[(l&15)<<2]||d;case 1:a=a[e],c[f]=""+b[a>>2]+b[(a&3)<<4|l>>4]+k+d}return c.joi
n("")};_.bd=function(a){var b=a.length,c=3*b/4;c%3?c=Math.floor(c):_.Db("=.",a[b-1])&&(c=_.Db("=.",a[b-2])?c-2:c-1);var 
d=new Uint8Array(c),e=0;_.

2022-05-23 16:52:46 UTC 437 IN Data Raw: 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 66 3b 65 3c 3d 62 26 26 28 66 3d 61 5b 65 2d 31 5d 29 3b 6e 75 6c 
6c 3d 3d 66 26 26 64 26 26 28 66 3d 64 5b 65 5d 29 3b 72 65 74 75 72 6e 20 66 7d 7d 3b 68 64 3d 66 75 6e 63 74 69 6f 
6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 61 26 26 22 6f 62 6a 65 63 74 22 3d 3d 3d 74 79 70 65 6f 66 20 
61 26 26 21 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 61 29 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 4f 6
2 6a 65 63 74 7d 3b 52 61 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 6b 64 28 61 29 3b 72 65 74 75 
72 6e 20 62 3e 61 2e 6c 65 6e 67 74 68 3f 6e 75 6c 6c 3a 61 5b 62 2d 31 5d 7d 3b 0a 5f 2e 77 64 3d 66 75 6e 63 74 69 6f 
6e 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3d 61 3b 69 66 28 41 72 72 
Data Ascii: nction(e){var f;e<=b&&(f=a[e-1]);null==f&&d&&(f=d[e]);return f}};hd=function(a){return null!=a&&"object"===t
ypeof a&&!Array.isArray(a)&&a.constructor===Object};Raa=function(a){var b=kd(a);return b>a.length?null:a[b-1]}
;_.wd=function(a,b,c){var d=a;if(Arr
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2022-05-23 16:52:46 UTC 439 IN Data Raw: 5f 2e 6a 64 28 61 2c 64 2b 31 29 29 7d 29 7d 3b 54 61 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 
74 75 72 6e 20 61 3d 3d 3d 62 7c 7c 6e 75 6c 6c 3d 3d 61 26 26 6e 75 6c 6c 3d 3d 62 7c 7c 21 28 21 30 21 3d 3d 61 26 
26 31 21 3d 3d 61 7c 7c 21 30 21 3d 3d 62 26 26 31 21 3d 3d 62 29 7c 7c 21 28 21 31 21 3d 3d 61 26 26 30 21 3d 3d 61 
7c 7c 21 31 21 3d 3d 62 26 26 30 21 3d 3d 62 29 3f 21 30 3a 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 61 29 26 26 41 
72 72 61 79 2e 69 73 41 72 72 61 79 28 62 29 3f 55 61 61 28 61 2c 62 29 3a 21 31 7d 3b 5f 2e 43 64 3d 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 29 7b 56 61 61 28 6e 65 77 20 57 61 61 28 61 29 2c 62 29 7d 3b 0a 57 61 61 3d 66 75 6e 63 74 69 
6f 6e 28 61 29 7b 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 
Data Ascii: _.jd(a,d+1))})};Taa=function(a,b){return a===b||null==a&&null==b||!(!0!==a&&1!==a||!0!==b&&1!==b)||!(!1!==a&
&0!==a||!1!==b&&0!==b)?!0:Array.isArray(a)&&Array.isArray(b)?Uaa(a,b):!1};_.Cd=function(a,b){Vaa(new Waa(a),b)
};Waa=function(a){"string"===typeof 

2022-05-23 16:52:46 UTC 440 IN Data Raw: 28 29 7b 7d 3b 0a 5f 2e 45 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 2c 65 29 7b 61 2e 4c 3d 62 3d 
62 7c 7c 5b 5d 3b 69 66 28 62 2e 6c 65 6e 67 74 68 29 7b 76 61 72 20 66 3d 62 2e 6c 65 6e 67 74 68 2d 31 2c 67 3d 68 
64 28 62 5b 66 5d 29 3b 66 3d 67 3f 62 5b 66 5d 3a 7b 7d 3b 67 26 26 62 2e 6c 65 6e 67 74 68 2d 2d 3b 67 3d 30 3b 66 
6f 72 28 76 61 72 20 68 20 69 6e 20 66 29 7b 76 61 72 20 6b 3d 2b 68 3b 6b 3c 3d 63 3f 28 62 5b 6b 2d 31 5d 3d 66 5b 6
8 5d 2c 64 65 6c 65 74 65 20 66 5b 68 5d 29 3a 67 2b 2b 7d 66 6f 72 28 6b 3d 68 3d 30 3b 65 26 26 6b 3c 65 2e 6c 65 6e 
67 74 68 3b 29 7b 68 2b 3d 65 5b 6b 2b 2b 5d 3b 76 61 72 20 6c 3d 65 5b 6b 2b 2b 5d 3b 67 2b 3d 24 61 61 28 68 2c 6c 
2c 62 2c 66 29 3b 68 2b 3d 6c 7d 62 2e 6c 65 6e 67 74 68 3e 63 26 26 
Data Ascii: (){};_.E=function(a,b,c,d,e){a.L=b=b||[];if(b.length){var f=b.length-1,g=hd(b[f]);f=g?b[f]:{};g&&b.length--;
g=0;for(var h in f){var k=+h;k<=c?(b[k-1]=f[h],delete f[h]):g++}for(k=h=0;e&&k<e.length;){h+=e[k++];var l=e[k++];g+=$aa(
h,l,b,f);h+=l}b.length>c&&

2022-05-23 16:52:46 UTC 442 IN Data Raw: 65 74 75 72 6e 20 61 3f 61 2e 6c 65 6e 67 74 68 3a 30 7d 3b 5f 2e 63 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 
62 29 7b 5f 2e 62 65 28 62 2c 66 75 6e 63 74 69 6f 6e 28 63 29 7b 61 5b 63 5d 3d 62 5b 63 5d 7d 29 7d 3b 5f 2e 64 65 3d 
66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 6e 75 6c 6c 21 3d 62 26 26 28 61 3d 4d 61 74 68 2e 6d 61 78 28 61 2c 
62 29 29 3b 6e 75 6c 6c 21 3d 63 26 26 28 61 3d 4d 61 74 68 2e 6d 69 6e 28 61 2c 63 29 29 3b 72 65 74 75 72 6e 20 61 
7d 3b 0a 5f 2e 65 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 61 3e 3d 62 26 26 61 3c 63 7c 7c 28 63 2d 3d 62 
2c 61 3d 28 28 61 2d 62 29 25 63 2b 63 29 25 63 2b 62 29 3b 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 66 65 3d 66 75 6e 63 
74 69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 75 72 6e 20 4d 61 74 
Data Ascii: eturn a?a.length:0};_.ce=function(a,b){_.be(b,function(c){a[c]=b[c]})};_.de=function(a,b,c){null!=b&&(a=Math
.max(a,b));null!=c&&(a=Math.min(a,c));return a};_.ee=function(a,b,c){a>=b&&a<c||(c-=b,a=((a-b)%c+c)%c+b);return 
a};_.fe=function(a,b,c){return Mat

2022-05-23 16:52:46 UTC 443 IN Data Raw: 66 5d 3d 64 5b 66 5d 2c 21 62 26 26 21 61 5b 66 5d 29 74 68 72 6f 77 20 5f 2e 72 65 28 63 2b 22 75 6e 6b 6e 
6f 77 6e 20 70 72 6f 70 65 72 74 79 20 22 2b 66 29 3b 66 6f 72 28 76 61 72 20 67 20 69 6e 20 61 29 74 72 79 7b 76 61 
72 20 68 3d 61 5b 67 5d 28 65 5b 67 5d 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 68 7c 7c 4f 62 6a 65 63 74 2e 70 72 6f 
74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 64 2c 67 29 29 65 5b 67 5d 3d 68 7d 
63 61 74 63 68 28 6b 29 7b 74 68 72 6f 77 20 5f 2e 72 65 28 63 2b 22 69 6e 20 70 72 6f 70 65 72 74 79 20 22 2b 67 2c 6b 
29 3b 7d 72 65 74 75 72 6e 20 65 7d 7d 3b 66 62 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 72 79 7b 72 65 74 75 72 
6e 21 21 61 2e 63 6c 6f 6e 65 4e 6f 64 65 7d 63 61 74 63 68 28 62 
Data Ascii: f]=d[f],!b&&!a[f])throw _.re(c+"unknown property "+f);for(var g in a)try{var h=a[g](e[g]);if(void 0!==h||Obj
ect.prototype.hasOwnProperty.call(d,g))e[g]=h}catch(k){throw _.re(c+"in property "+g,k);}return e}};fba=function(a){try{
return!!a.cloneNode}catch(b

2022-05-23 16:52:46 UTC 444 IN Data Raw: 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 74 72 79 7b 72 65 74 75 72 6e 20 63 28 29 7d 63 61 74 
63 68 28 64 29 7b 74 68 72 6f 77 20 5f 2e 72 65 28 61 2b 22 3a 20 60 22 2b 62 2b 22 60 20 69 6e 76 61 6c 69 64 22 2c 
64 29 3b 7d 7d 3b 45 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 0a 5f 2e 46 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 
62 2c 63 29 7b 63 3d 76 6f 69 64 20 30 3d 3d 3d 63 3f 21 31 3a 63 3b 76 61 72 20 64 3b 61 20 69 6e 73 74 61 6e 63 65 6
f 66 20 5f 2e 46 65 3f 64 3d 61 2e 74 6f 4a 53 4f 4e 28 29 3a 64 3d 61 3b 69 66 28 21 64 7c 7c 76 6f 69 64 20 30 3d 3d 3
d 64 2e 6c 61 74 26 26 76 6f 69 64 20 30 3d 3d 3d 64 2e 6c 6e 67 29 7b 76 61 72 20 65 3d 64 3b 76 61 72 20 66 3d 62 7d 
65 6c 73 65 7b 76 6f 69 64 20 30 21 3d 62 26 26 76 6f 69 64 20 30 
Data Ascii: e=function(a,b,c){try{return c()}catch(d){throw _.re(a+": `"+b+"` invalid",d);}};Ee=function(){};_.Fe=functi
on(a,b,c){c=void 0===c?!1:c;var d;a instanceof _.Fe?d=a.toJSON():d=a;if(!d||void 0===d.lat&&void 0===d.lng){var e=d;var 
f=b}else{void 0!=b&&void 0

2022-05-23 16:52:46 UTC 445 IN Data Raw: 22 3d 3d 3d 61 2e 63 6f 6e 74 65 6e 74 54 79 70 65 26 26 28 62 3d 62 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 
29 29 3b 72 65 74 75 72 6e 20 61 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 62 29 7d 3b 5f 2e 51 65 3d 66 75 6e 63 
74 69 6f 6e 28 61 2c 62 29 7b 62 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 62 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 
65 72 74 42 65 66 6f 72 65 28 61 2c 62 2e 6e 65 78 74 53 69 62 6c 69 6e 67 29 7d 3b 5f 2e 52 65 3d 66 75 6e 63 74 69 6f 
6e 28 61 29 7b 72 65 74 75 72 6e 20 61 26 26 61 2e 70 61 72 65 6e 74 4e 6f 64 65 3f 61 2e 70 61 72 65 6e 74 4e 6f 64 
65 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 61 29 3a 6e 75 6c 6c 7d 3b 0a 5f 2e 53 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 
62 29 7b 69 66 28 21 61 7c 7c 21 62 29 72 65 74 75 72 6e 21 31 
Data Ascii: "===a.contentType&&(b=b.toLowerCase());return a.createElement(b)};_.Qe=function(a,b){b.parentNode&
&b.parentNode.insertBefore(a,b.nextSibling)};_.Re=function(a){return a&&a.parentNode?a.parentNode.removeChild(
a):null};_.Se=function(a,b){if(!a||!b)return!1

2022-05-23 16:52:46 UTC 447 IN Data Raw: 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 62 29 3b 72 65 74 75 72 6e 20 63 7d 3b 59 65 3d 66 75 6e 63 74 
69 6f 6e 28 29 7b 74 68 69 73 2e 72 65 71 75 65 73 74 65 64 4d 6f 64 75 6c 65 73 3d 7b 7d 3b 74 68 69 73 2e 6a 3d 7b 
7d 3b 74 68 69 73 2e 6f 3d 7b 7d 3b 74 68 69 73 2e 68 3d 7b 7d 3b 74 68 69 73 2e 43 3d 6e 65 77 20 5f 2e 78 2e 53 65 
74 3b 74 68 69 73 2e 6c 3d 6e 65 77 20 6e 62 61 3b 74 68 69 73 2e 46 3d 21 31 3b 74 68 69 73 2e 6d 3d 7b 7d 7d 3b 70 
62 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 76 61 72 20 65 3d 76 6f 69 64 20 30 3d 3d 3d 65 3f 6e 75 
6c 6c 3a 65 3b 76 61 72 20 66 3d 76 6f 69 64 20 30 3d 3d 3d 66 3f 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3a 66 3b 76 61 72 
20 67 3d 76 6f 69 64 20 30 3d 3d 3d 67 3f 6e 65 77 20 6b 62 61 28 
Data Ascii: hasOwnProperty(b);return c};Ye=function(){this.requestedModules={};this.j={};this.o={};this.h={};this.C=new 
_.x.Set;this.l=new nba;this.F=!1;this.m={}};pba=function(a,b,c,d){var e=void 0===e?null:e;var f=void 0===f?function(){}:
f;var g=void 0===g?new kba(

2022-05-23 16:52:46 UTC 448 IN Data Raw: 2c 22 6b 65 79 73 22 29 2e 63 61 6c 6c 28 4f 62 6a 65 63 74 2c 62 29 29 3b 66 6f 72 28 76 61 72 20 64 3d 63 
2e 6e 65 78 74 28 29 3b 21 64 2e 64 6f 6e 65 3b 64 3d 63 2e 6e 65 78 74 28 29 29 7b 64 3d 64 2e 76 61 6c 75 65 3b 66 
6f 72 28 76 61 72 20 65 3d 62 5b 64 5d 2c 66 3d 65 2e 6c 65 6e 67 74 68 2c 67 3d 30 3b 67 3c 66 3b 2b 2b 67 29 7b 76 
61 72 20 68 3d 65 5b 67 5d 3b 61 5b 68 5d 7c 7c 28 61 5b 68 5d 3d 5b 5d 29 3b 61 5b 68 5d 2e 70 75 73 68 28 64 29 7d 
7d 74 68 69 73 2e 6d 3d 61 7d 3b 6e 62 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 68 3d 5b 5d 7d 3b 6f 62 
61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 62 3d 61 2e 6a 3d 6e 65 77 20 76 62 61 28 64 2c 62 2c 63 
29 3b 63 3d 61 2e 68 2e 6c 65 6e 67 74 68 3b 66 6f 72 28 64 3d 30 3b 64 
Data Ascii: ,"keys").call(Object,b));for(var d=c.next();!d.done;d=c.next()){d=d.value;for(var e=b[d],f=e.length,g=0;g<f;++g)
{var h=e[g];a[h]||(a[h]=[]);a[h].push(d)}}this.m=a};nba=function(){this.h=[]};oba=function(a,b,c,d){b=a.j=new vba(d,b,c);c=a.h
.length;for(d=0;d
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2022-05-23 16:52:46 UTC 449 IN Data Raw: 74 68 69 73 2e 4a 62 3d 61 3b 74 68 69 73 2e 68 3d 62 3b 74 68 69 73 2e 6a 3d 63 3b 74 68 69 73 2e 6d 3d 
64 3b 74 68 69 73 2e 57 6f 3d 76 6f 69 64 20 30 3d 3d 3d 65 3f 21 30 3a 65 3b 74 68 69 73 2e 6c 3d 2b 2b 7a 62 61 3b 
77 62 61 28 61 2c 62 29 5b 74 68 69 73 2e 6c 5d 3d 74 68 69 73 3b 74 68 69 73 2e 57 6f 26 26 5f 2e 46 2e 74 72 69 67 6
7 65 72 28 74 68 69 73 2e 4a 62 2c 22 22 2b 74 68 69 73 2e 68 2b 22 5f 61 64 64 65 64 22 29 7d 3b 5f 2e 6a 66 3d 66 75 
6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 7c 7c 7b 7d 3b 74 68 69 73 2e 6c 3d 61 2e 69 64 3b 74 68 69 73 2e 68 3d 6e 75 
6c 6c 3b 74 72 79 7b 74 68 69 73 2e 68 3d 61 2e 67 65 6f 6d 65 74 72 79 3f 4e 65 28 61 2e 67 65 6f 6d 65 74 72 79 29 
3a 6e 75 6c 6c 7d 63 61 74 63 68 28 62 29 7b 5f 2e 73 65 28 62 29 7d 74 
Data Ascii: this.Jb=a;this.h=b;this.j=c;this.m=d;this.Wo=void 0===e?!0:e;this.l=++zba;wba(a,b)[this.l]=this;this.Wo&&_.F
.trigger(this.Jb,""+this.h+"_added")};_.jf=function(a){a=a||{};this.l=a.id;this.h=null;try{this.h=a.geometry?Ne(a.geomet
ry):null}catch(b){_.se(b)}t

2022-05-23 16:52:46 UTC 450 IN Data Raw: 61 28 61 29 7d 3b 0a 5f 2e 47 62 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 66 75 6e 63 74 69 6f 
6e 20 64 28 76 29 7b 69 66 28 21 76 29 74 68 72 6f 77 20 5f 2e 72 65 28 22 6e 6f 74 20 61 20 46 65 61 74 75 72 65 22 
29 3b 69 66 28 22 46 65 61 74 75 72 65 22 21 3d 76 2e 74 79 70 65 29 74 68 72 6f 77 20 5f 2e 72 65 28 27 74 79 70 65 
20 21 3d 20 22 46 65 61 74 75 72 65 22 27 29 3b 76 61 72 20 77 3d 76 2e 67 65 6f 6d 65 74 72 79 3b 74 72 79 7b 77 3d 
6e 75 6c 6c 3d 3d 77 3f 6e 75 6c 6c 3a 65 28 77 29 7d 63 61 74 63 68 28 4c 29 7b 74 68 72 6f 77 20 5f 2e 72 65 28 27 69 
6e 20 70 72 6f 70 65 72 74 79 20 22 67 65 6f 6d 65 74 72 79 22 27 2c 4c 29 3b 7d 76 61 72 20 79 3d 76 2e 70 72 6f 70 65 
72 74 69 65 73 7c 7c 7b 7d 3b 69 66 28 21 5f 2e 6b 65 28 79 29 29 
Data Ascii: a(a)};_.Gba=function(a,b,c){function d(v){if(!v)throw _.re("not a Feature");if("Feature"!=v.type)throw _.re('type != 
"Feature"');var w=v.geometry;try{w=null==w?null:e(w)}catch(L){throw _.re('in property "geometry"',L);}var y=v.properties||
{};if(!_.ke(y))

2022-05-23 16:52:46 UTC 452 IN Data Raw: 6e 73 20 61 72 65 20 6e 6f 74 20 65 71 75 61 6c 22 29 3b 72 65 74 75 72 6e 20 6e 65 77 20 5f 2e 79 66 28 76 
2e 73 6c 69 63 65 28 30 2c 2d 31 29 29 7d 29 2c 71 3d 5f 2e 78 65 28 66 29 2c 72 3d 5f 2e 78 65 28 65 29 2c 74 3d 5f 2e 
78 65 28 64 29 3b 69 66 28 22 46 65 61 74 75 72 65 43 6f 6c 6c 65 63 74 69 6f 6e 22 3d 3d 62 2e 74 79 70 65 29 7b 62 
3d 62 2e 66 65 61 74 75 72 65 73 3b 74 72 79 7b 72 65 74 75 72 6e 20 5f 2e 67 65 28 74 28 62 29 2c 66 75 6e 63 74 69 
6f 6e 28 76 29 7b 72 65 74 75 72 6e 20 61 2e 61 64 64 28 76 29 7d 29 7d 63 61 74 63 68 28 76 29 7b 74 68 72 6f 77 20 5
f 2e 72 65 28 27 69 6e 20 70 72 6f 70 65 72 74 79 20 22 66 65 61 74 75 72 65 73 22 27 2c 76 29 3b 7d 7d 69 66 28 22 46 
65 61 74 75 72 65 22 3d 3d 62 2e 74 79 70 65 29 72 65 74 75 72 6e 
Data Ascii: ns are not equal");return new _.yf(v.slice(0,-1))}),q=_.xe(f),r=_.xe(e),t=_.xe(d);if("FeatureCollection"==b.type)
{b=b.features;try{return _.ge(t(b),function(v){return a.add(v)})}catch(v){throw _.re('in property "features"',v);}}if("Featur
e"==b.type)return

2022-05-23 16:52:46 UTC 453 IN Data Raw: 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 
74 68 69 73 2e 67 65 74 28 61 29 7d 7d 3b 5f 2e 4e 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 
20 62 3f 66 75 6e 63 74 69 6f 6e 28 63 29 7b 74 72 79 7b 74 68 69 73 2e 73 65 74 28 61 2c 62 28 63 29 29 7d 63 61 74 
63 68 28 64 29 7b 5f 2e 73 65 28 5f 2e 72 65 28 22 73 65 74 22 2b 5f 2e 6e 66 28 61 29 2c 64 29 29 7d 7d 3a 66 75 6e 6
3 74 69 6f 6e 28 63 29 7b 74 68 69 73 2e 73 65 74 28 61 2c 63 29 7d 7d 3b 5f 2e 50 66 3d 66 75 6e 63 74 69 6f 6e 28 61 
2c 62 29 7b 5f 2e 62 65 28 62 2c 66 75 6e 63 74 69 6f 6e 28 63 2c 64 29 7b 76 61 72 20 65 3d 5f 2e 4d 66 28 63 29 3b 
61 5b 22 67 65 74 22 2b 5f 2e 6e 66 28 63 29 5d 3d 65 3b 64 26 26 28 
Data Ascii: unction(a){return function(){return this.get(a)}};_.Nf=function(a,b){return b?function(c){try{this.set(a,b(c))}catch(d
){_.se(_.re("set"+_.nf(a),d))}}:function(c){this.set(a,c)}};_.Pf=function(a,b){_.be(b,function(c,d){var e=_.Mf(c);a["get"+_.nf(c)]
=e;d&&(

2022-05-23 16:52:46 UTC 454 IN Data Raw: 32 36 39 36 0d 0a 6e 63 74 69 6f 6e 28 29 7b 7d 3b 0a 5f 2e 55 66 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 
2e 54 66 26 26 61 26 26 5f 2e 54 66 2e 70 75 73 68 28 61 29 7d 3b 56 66 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 
69 73 2e 73 65 74 56 61 6c 75 65 73 28 61 29 7d 3b 57 66 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 58 66 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 7d 3b 5f 2e 62 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 5f 2e 59 66 2c 62 3b 69 
66 28 62 3d 61 29 62 3d 5f 2e 58 64 28 61 29 2c 62 3d 21 21 5f 2e 4b 64 28 62 2c 31 37 29 3b 69 66 28 21 28 62 26 26 5
f 2e 4e 64 28 5f 2e 58 64 28 61 29 2c 31 38 29 26 26 28 5f 2e 48 3d 5f 2e 4e 64 28 5f 2e 58 64 28 61 29 2c 31 38 29 2c 5f 
2e 75 28 5f 2e 48 2c 22 73 74 61 72 74 73 57 69 74 68 22 29 29 
Data Ascii: 2696nction(){};_.Uf=function(a){_.Tf&&a&&_.Tf.push(a)};Vf=function(a){this.setValues(a)};Wf=function(){};Xf=
function(){};_.bg=function(){var a=_.Yf,b;if(b=a)b=_.Xd(a),b=!!_.Kd(b,17);if(!(b&&_.Nd(_.Xd(a),18)&&(_.H=_.Nd(_.Xd(a),18
),_.u(_.H,"startsWith"))

2022-05-23 16:52:46 UTC 456 IN Data Raw: 30 2c 5f 2e 67 67 29 28 68 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 64 28 68 29 7b 72 65 74 75 72 6e 20 5f 2e 
44 65 28 22 4c 61 74 4c 6e 67 41 6c 74 69 74 75 64 65 22 2c 22 6c 6e 67 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 
74 75 72 6e 28 30 2c 5f 2e 68 67 29 28 68 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 65 28 68 29 7b 72 65 74 75 72 6e 20 5f 
2e 44 65 28 22 4c 61 74 4c 6e 67 41 6c 74 69 74 75 64 65 22 2c 22 6c 61 74 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 
65 74 75 72 6e 28 30 2c 5f 2e 68 67 29 28 68 29 7d 29 7d 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 21 31 3a 62 3b 76 61 72 
20 66 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 61 2e 6c 61 74 3f 61 2e 6c 61 74 28 29 3a 61 2e 6c 
61 74 3b 66 3d 66 26 26 62 3f 65 28 66 29 3a 5f 2e 64 65 28 65 
Data Ascii: 0,_.gg)(h)})}function d(h){return _.De("LatLngAltitude","lng",function(){return(0,_.hg)(h)})}function e(h){return 
_.De("LatLngAltitude","lat",function(){return(0,_.hg)(h)})}b=void 0===b?!1:b;var f="function"===typeof a.lat?a.lat():a.lat;f
=f&&b?e(f):_.de(e

2022-05-23 16:52:46 UTC 457 IN Data Raw: 2e 46 28 62 2b 63 29 7d 29 7d 3b 0a 5f 2e 73 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 4d 62 61 
2e 68 61 73 28 61 29 29 7b 69 66 28 72 67 5b 61 5d 29 76 61 72 20 62 3d 72 67 5b 61 5d 3b 65 6c 73 65 7b 62 3d 4d 61 
74 68 2e 63 65 69 6c 28 61 2e 6c 65 6e 67 74 68 2f 36 29 3b 66 6f 72 28 76 61 72 20 63 3d 22 22 2c 64 3d 30 3b 64 3c 
61 2e 6c 65 6e 67 74 68 3b 64 2b 3d 62 29 7b 66 6f 72 28 76 61 72 20 65 3d 30 2c 66 3d 64 3b 66 2d 64 3c 62 26 26 66 
3c 61 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 65 2b 3d 61 2e 63 68 61 72 43 6f 64 65 41 74 28 66 29 3b 65 25 3d 35 32 3b 
63 2b 3d 32 36 3e 65 3f 53 74 72 69 6e 67 2e 66 72 6f 6d 43 68 61 72 43 6f 64 65 28 36 35 2b 65 29 3a 53 74 72 69 6e 
67 2e 66 72 6f 6d 43 68 61 72 43 6f 64 65 28 37 31 2b 65 29 7d 62 3d 72 
Data Ascii: .F(b+c)})};_.sg=function(a){if(!Mba.has(a)){if(rg[a])var b=rg[a];else{b=Math.ceil(a.length/6);for(var c="",d
=0;d<a.length;d+=b){for(var e=0,f=d;f-d<b&&f<a.length;f++)e+=a.charCodeAt(f);e%=52;c+=26>e?String.fromCharCode
(65+e):String.fromCharCode(71+e)}b=r

2022-05-23 16:52:46 UTC 459 IN Data Raw: 61 67 65 28 67 2c 68 29 7d 7d 7d 29 3b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 3d 74 79 70 65 6f 66 
20 61 26 26 21 5f 2e 68 63 28 29 29 7b 76 61 72 20 62 3d 6e 65 77 20 61 2c 63 3d 7b 7d 2c 64 3d 63 3b 62 2e 70 6f 72 
74 31 2e 6f 6e 6d 65 73 73 61 67 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 76 6f 69 64 20 30 21 3d 3d 63 2e 6e 
65 78 74 29 7b 63 3d 63 2e 6e 65 78 74 3b 76 61 72 20 65 3d 63 2e 59 70 3b 63 2e 59 70 3d 6e 75 6c 6c 3b 65 28 29 7d 
7d 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 65 29 7b 64 2e 6e 65 78 74 3d 7b 59 70 3a 65 7d 3b 64 3d 64 2e 
6e 65 78 74 3b 62 2e 70 6f 72 74 32 2e 70 6f 73 74 4d 65 73 73 61 67 65 28 30 29 7d 7d 72 65 74 75 72 6e 20 66 75 6e 
63 74 69 6f 6e 28 65 29 7b 5f 2e 50 61 2e 73 65 74 54 69 6d 65 6f 75 74 
Data Ascii: age(g,h)}}});if("undefined"!==typeof a&&!_.hc()){var b=new a,c={},d=c;b.port1.onmessage=function(){if(void 0
!==c.next){c=c.next;var e=c.Yp;c.Yp=null;e()}};return function(e){d.next={Yp:e};d=d.next;b.port2.postMessage(0)}}return 
function(e){_.Pa.setTimeout
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2022-05-23 16:52:46 UTC 460 IN Data Raw: 72 65 74 75 72 6e 3b 6b 2e 76 68 2e 6f 6e 63 65 2e 58 70 3d 21 30 3b 61 2e 6c 69 73 74 65 6e 65 72 73 2e 73 
70 6c 69 63 65 28 61 2e 6c 69 73 74 65 6e 65 72 73 2e 69 6e 64 65 78 4f 66 28 6b 2e 76 68 29 2c 31 29 3b 61 2e 6c 69 
73 74 65 6e 65 72 73 2e 6c 65 6e 67 74 68 7c 7c 61 2e 69 68 28 29 7d 6b 2e 76 68 2e 44 6a 2e 63 61 6c 6c 28 6b 2e 76 
68 2e 63 6f 6e 74 65 78 74 2c 6c 29 7d 7d 28 66 29 29 7d 76 61 72 20 65 3d 61 2e 6c 69 73 74 65 6e 65 72 73 2e 73 6c 6
9 63 65 28 30 29 3b 63 26 26 63 2e 73 79 6e 63 3f 64 28 29 3a 28 58 62 61 7c 7c 5f 2e 45 67 29 28 64 29 7d 3b 56 62 61 
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 63 29 7b 72 65 74 75 72 
6e 20 63 2e 44 6a 3d 3d 3d 61 26 26 63 2e 63 6f 6e 74 65 78 74 3d 3d 
Data Ascii: return;k.vh.once.Xp=!0;a.listeners.splice(a.listeners.indexOf(k.vh),1);a.listeners.length||a.ih()}k.vh.Dj.ca
ll(k.vh.context,l)}}(f))}var e=a.listeners.slice(0);c&&c.sync?d():(Xba||_.Eg)(d)};Vba=function(a,b){return function(c){return 
c.Dj===a&&c.context==

2022-05-23 16:52:46 UTC 461 IN Data Raw: 2c 65 29 7b 63 3f 61 2e 62 69 6e 64 54 6f 28 62 2c 63 2c 64 2c 65 29 3a 28 61 2e 75 6e 62 69 6e 64 28 62 29 
2c 61 2e 73 65 74 28 62 2c 76 6f 69 64 20 30 29 29 7d 3b 5a 62 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 
62 3d 61 2e 67 65 74 28 22 69 6e 74 65 72 6e 61 6c 41 6e 63 68 6f 72 50 6f 69 6e 74 22 29 7c 7c 5f 2e 50 67 2c 63 3d 61 
2e 67 65 74 28 22 69 6e 74 65 72 6e 61 6c 50 69 78 65 6c 4f 66 66 73 65 74 22 29 7c 7c 5f 2e 51 67 3b 61 2e 73 65 74 
28 22 70 69 78 65 6c 4f 66 66 73 65 74 22 2c 6e 65 77 20 5f 2e 6b 67 28 63 2e 77 69 64 74 68 2b 4d 61 74 68 2e 72 6f 7
5 6e 64 28 62 2e 78 29 2c 63 2e 68 65 69 67 68 74 2b 4d 61 74 68 2e 72 6f 75 6e 64 28 62 2e 79 29 29 29 7d 3b 0a 5f 2e 
52 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 75 6e 63 74 69 6f 
Data Ascii: ,e){c?a.bindTo(b,c,d,e):(a.unbind(b),a.set(b,void 0))};Zba=function(a){var b=a.get("internalAnchorPoint")||_
.Pg,c=a.get("internalPixelOffset")||_.Qg;a.set("pixelOffset",new _.kg(c.width+Math.round(b.x),c.height+Math.round(b.y)))
};_.Rg=function(a){functio

2022-05-23 16:52:46 UTC 462 IN Data Raw: 28 4d 61 74 68 2e 70 6f 77 28 32 2c 61 29 2f 65 29 2a 65 2c 62 2c 63 2c 64 29 7d 3b 5f 2e 58 67 3d 66 75 6e 
63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 5f 2e 56 67 28 28 61 2e 6d 32 32 2a 62 2e 6f 61 2d 
61 2e 6d 31 32 2a 62 2e 74 61 29 2f 61 2e 6c 2c 28 2d 61 2e 6d 32 31 2a 62 2e 6f 61 2b 61 2e 6d 31 31 2a 62 2e 74 61 
29 2f 61 2e 6c 29 7d 3b 5f 2e 59 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 3b 5f 2e 24 65 28 
22 6c 61 79 65 72 73 22 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 62 2e 68 28 61 29 7d 29 7d 3b 5a 67 
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 3b 74 68 69 73 2e 73 65 74 56 61 6c 75 65 73 28 
61 29 3b 5f 2e 24 65 28 22 6c 61 79 65 72 73 22 29 2e 74 68 65 6e 28 
Data Ascii: (Math.pow(2,a)/e)*e,b,c,d)};_.Xg=function(a,b){return new _.Vg((a.m22*b.oa-a.m12*b.ta)/a.l,(-a.m21
*b.oa+a.m11*b.ta)/a.l)};_.Yg=function(){var a=this;_.$e("layers").then(function(b){b.h(a)})};Zg=function(a){var b=this;t
his.setValues(a);_.$e("layers").then(

2022-05-23 16:52:46 UTC 464 IN Data Raw: 65 26 26 65 7c 7c 21 28 61 3d 61 2e 5f 5f 67 6d 2e 4d 2e 6c 29 7c 7c 28 5f 2e 48 3d 61 2e 6a 28 29 2c 5f 2e 
75 28 5f 2e 48 2c 22 69 6e 63 6c 75 64 65 73 22 29 29 2e 63 61 6c 6c 28 5f 2e 48 2c 62 29 7c 7c 28 63 2e 69 73 41 76 61 
69 6c 61 62 6c 65 3d 21 31 2c 63 2e 4b 67 7c 7c 28 63 2e 4b 67 3d 5b 5d 29 2c 63 2e 4b 67 2e 70 75 73 68 28 22 54 68 
65 20 4d 61 70 20 53 74 79 6c 65 20 64 6f 65 73 20 6e 6f 74 20 68 61 76 65 20 74 68 65 20 66 6f 6c 6c 6f 77 69 6e 67 20 
46 65 61 74 75 72 65 4c 61 79 65 72 20 63 6f 6e 66 69 67 75 72 65 64 20 66 6f 72 20 64 61 74 61 2d 64 72 69 76 65 6e 
20 73 74 79 6c 69 6e 67 3a 20 22 2b 0a 62 29 29 3b 72 65 74 75 72 6e 20 63 7d 3b 68 63 61 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 76 61 72 20 62 3d 61 2e 5f 5f 67 6d 3b 69 66 28 30 3c 
Data Ascii: e&&e||!(a=a.__gm.M.l)||(_.H=a.j(),_.u(_.H,"includes")).call(_.H,b)||(c.isAvailable=!1,c.Kg||(c.Kg=[]),c.Kg.p
ush("The Map Style does not have the following FeatureLayer configured for data-driven styling: "+b));return c};hca=func
tion(a){var b=a.__gm;if(0<

2022-05-23 16:52:46 UTC 464 IN Data Raw: 38 30 30 30 0d 0a 63 68 28 62 29 7d 29 3b 74 68 69 73 2e 6d 3d 74 68 69 73 2e 6f 2e 74 68 65 6e 28 66 75 
6e 63 74 69 6f 6e 28 63 29 7b 62 2e 6a 3d 63 3f 22 54 52 55 45 22 3a 22 46 41 4c 53 45 22 3b 63 68 28 62 29 7d 29 3b 
63 68 28 74 68 69 73 29 7d 3b 0a 63 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 74 63 2e 61 64 76 61 6e 63 65 64 
4d 61 72 6b 65 72 73 3d 22 54 52 55 45 22 3d 3d 3d 61 2e 68 7c 7c 22 55 4e 4b 4e 4f 57 4e 22 3d 3d 3d 61 2e 68 3f 7b 
69 73 41 76 61 69 6c 61 62 6c 65 3a 21 30 7d 3a 7b 69 73 41 76 61 69 6c 61 62 6c 65 3a 21 31 2c 4b 67 3a 5b 22 54 68 
65 20 6d 61 70 20 69 73 20 69 6e 69 74 69 61 6c 69 7a 65 64 20 77 69 74 68 6f 75 74 20 61 20 76 61 6c 69 64 20 4d 61 
70 20 49 44 2c 20 77 68 69 63 68 20 77 69 6c 6c 20 70 72 65 76 65 6e 74 20 
Data Ascii: 8000ch(b)});this.m=this.o.then(function(c){b.j=c?"TRUE":"FALSE";ch(b)});ch(this)};ch=function(a){a.tc.advanc
edMarkers="TRUE"===a.h||"UNKNOWN"===a.h?{isAvailable:!0}:{isAvailable:!1,Kg:["The map is initialized without a valid 
Map ID, which will prevent 

2022-05-23 16:52:46 UTC 466 IN Data Raw: 29 3b 72 65 74 75 72 6e 20 62 7d 3b 6e 63 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 53 74 72 69 6e 
67 28 61 29 3b 72 65 74 75 72 6e 22 30 30 30 30 30 30 30 22 2e 73 6c 69 63 65 28 61 2e 6c 65 6e 67 74 68 29 2b 61 7d 
3b 0a 6c 63 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 66 2c 67 29 7b 66 3d 4e 75 6d 6
2 65 72 28 61 2e 73 6c 69 63 65 28 66 2c 67 29 29 3b 65 2a 3d 31 45 36 3b 64 3d 31 45 36 2a 64 2b 66 3b 34 32 39 34 
39 36 37 32 39 36 3c 3d 64 26 26 28 65 2b 3d 64 2f 34 32 39 34 39 36 37 32 39 36 7c 30 2c 64 25 3d 34 32 39 34 39 36 
37 32 39 36 29 7d 76 61 72 20 63 3d 22 2d 22 3d 3d 3d 61 5b 30 5d 3b 63 26 26 28 61 3d 61 2e 73 6c 69 63 65 28 31 29 
29 3b 76 61 72 20 64 3d 30 2c 65 3d 30 3b 62 28 2d 32 34 2c 2d 31 38 29 3b 
Data Ascii: );return b};nca=function(a){a=String(a);return"0000000".slice(a.length)+a};lca=function(a){function b(f,g){f
=Number(a.slice(f,g));e*=1E6;d=1E6*d+f;4294967296<=d&&(e+=d/4294967296|0,d%=4294967296)}var c="-"===a[0];c&&
(a=a.slice(1));var d=0,e=0;b(-24,-18);

2022-05-23 16:52:46 UTC 467 IN Data Raw: 43 6f 64 65 41 74 28 67 2b 31 29 26 36 34 35 31 32 29 3f 28 68 3d 36 35 35 33 36 2b 28 28 68 26 31 30 32 33 
29 3c 3c 31 30 29 2b 28 61 2e 63 68 61 72 43 6f 64 65 41 74 28 2b 2b 67 29 26 31 30 32 33 29 2c 62 5b 66 2b 2b 5d 3d 
68 3e 3e 31 38 7c 32 34 30 2c 62 5b 66 2b 2b 5d 3d 68 3e 3e 31 32 26 36 33 7c 31 32 38 29 3a 62 5b 66 2b 2b 5d 3d 68 
3e 3e 31 32 7c 32 32 34 2c 62 5b 66 2b 2b 5d 3d 68 3e 3e 36 26 36 33 7c 31 32 38 29 2c 62 5b 66 2b 2b 5d 3d 68 26 36 
33 7c 31 32 38 29 7d 61 3d 5f 2e 59 63 28 62 2c 34 29 7d 65 6c 73 65 2d 31 21 3d 61 2e 69 6e 64 65 78 4f 66 28 22 2a 
22 29 26 26 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 74 63 61 2c 22 2a 32 41 22 29 29 2c 2d 31 21 3d 61 2e 69 6e 64 65 
78 4f 66 28 22 21 22 29 26 26 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 75 
Data Ascii: CodeAt(g+1)&64512)?(h=65536+((h&1023)<<10)+(a.charCodeAt(++g)&1023),b[f++]=h>>18|240,b[f
++]=h>>12&63|128):b[f++]=h>>12|224,b[f++]=h>>6&63|128),b[f++]=h&63|128)}a=_.Yc(b,4)}else-1!=a.indexOf("*")&&(a
=a.replace(tca,"*2A")),-1!=a.indexOf("!")&&(a=a.replace(u

2022-05-23 16:52:46 UTC 468 IN Data Raw: 7d 3b 0a 7a 63 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 3b 74 68 69 73 2e 6d 
3d 74 68 69 73 2e 44 3d 74 68 69 73 2e 43 3d 76 6f 69 64 20 30 3b 74 68 69 73 2e 68 3d 6e 65 77 20 5f 2e 78 2e 4d 61 
70 3b 74 68 69 73 2e 6a 3d 74 68 69 73 2e 6c 3d 6e 75 6c 6c 3b 74 68 69 73 2e 46 3d 5f 2e 74 68 28 29 3b 74 68 69 73 2
e 48 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 62 3d 61 2e 68 2e 67 65 74 28 62 2e 63 75 72 72 65 6e 74 54 61 72 67 65 
74 29 3b 76 61 72 20 63 3d 61 2e 6c 26 26 61 2e 68 2e 67 65 74 28 61 2e 6c 29 3b 63 21 3d 3d 62 26 26 5f 2e 75 68 28 
61 2c 63 29 3b 61 2e 6a 21 3d 3d 62 26 26 28 5f 2e 76 68 28 61 2c 62 29 2c 61 2e 6a 3d 62 29 7d 3b 74 68 69 73 2e 4a 
3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 28 62 3d 61 2e 68 2e 67 65 74 28 62 
Data Ascii: };zca=function(){var a=this;this.m=this.D=this.C=void 0;this.h=new _.x.Map;this.j=this.l=null;this.F=_.th();
this.H=function(b){b=a.h.get(b.currentTarget);var c=a.l&&a.h.get(a.l);c!==b&&_.uh(a,c);a.j!==b&&(_.vh(a,b),a.j=b)};this.
J=function(b){(b=a.h.get(b
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2022-05-23 16:52:46 UTC 469 IN Data Raw: 2e 72 65 6c 61 74 65 64 54 61 72 67 65 74 3d 74 68 69 73 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 3d 74 
68 69 73 2e 74 61 72 67 65 74 3d 6e 75 6c 6c 3b 74 68 69 73 2e 62 75 74 74 6f 6e 3d 74 68 69 73 2e 73 63 72 65 65 6e 
59 3d 74 68 69 73 2e 73 63 72 65 65 6e 58 3d 74 68 69 73 2e 63 6c 69 65 6e 74 59 3d 74 68 69 73 2e 63 6c 69 65 6e 74 
58 3d 74 68 69 73 2e 6f 66 66 73 65 74 59 3d 74 68 69 73 2e 6f 66 66 73 65 74 58 3d 30 3b 74 68 69 73 2e 6b 65 79 3d 
22 22 3b 74 68 69 73 2e 63 68 61 72 43 6f 64 65 3d 74 68 69 73 2e 6b 65 79 43 6f 64 65 3d 30 3b 74 68 69 73 2e 6d 65 
74 61 4b 65 79 3d 74 68 69 73 2e 73 68 69 66 74 4b 65 79 3d 74 68 69 73 2e 61 6c 74 4b 65 79 3d 74 68 69 73 2e 63 74 
72 6c 4b 65 79 3d 21 31 3b 74 68 69 73 2e 73 74 61 74 65 3d 6e 75 6c 6c 3b 
Data Ascii: .relatedTarget=this.currentTarget=this.target=null;this.button=this.screenY=this.screenX=this.clientY=this.c
lientX=this.offsetY=this.offsetX=0;this.key="";this.charCode=this.keyCode=0;this.metaKey=this.shiftKey=this.altKey=this.
ctrlKey=!1;this.state=null;

2022-05-23 16:52:46 UTC 471 IN Data Raw: 72 49 64 7c 7c 30 3b 74 68 69 73 2e 70 6f 69 6e 74 65 72 54 79 70 65 3d 22 73 74 72 69 6e 67 22 3d 3d 3d 
74 79 70 65 6f 66 20 61 2e 70 6f 69 6e 74 65 72 54 79 70 65 3f 61 2e 70 6f 69 6e 74 65 72 54 79 70 65 3a 41 63 61 5b 61 
2e 70 6f 69 6e 74 65 72 54 79 70 65 5d 7c 7c 22 22 3b 74 68 69 73 2e 73 74 61 74 65 3d 61 2e 73 74 61 74 65 3b 74 68 
69 73 2e 68 3d 61 3b 61 2e 64 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 26 26 5f 2e 41 68 2e 6e 66 2e 70 72 65 76 
65 6e 74 44 65 66 61 75 6c 74 2e 63 61 6c 6c 28 74 68 69 73 29 7d 7d 3b 0a 5f 2e 42 68 3d 66 75 6e 63 74 69 6f 6e 28 
61 29 7b 72 65 74 75 72 6e 21 28 21 61 7c 7c 21 61 5b 42 63 61 5d 29 7d 3b 44 63 61 3d 66 75 6e 63 74 69 6f 6e 28 61 
2c 62 2c 63 2c 64 2c 65 29 7b 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 3d 
Data Ascii: rId||0;this.pointerType="string"===typeof a.pointerType?a.pointerType:Aca[a.pointerType]||"";this.state=a.st
ate;this.h=a;a.defaultPrevented&&_.Ah.nf.preventDefault.call(this)}};_.Bh=function(a){return!(!a||!a[Bca])};Dca=function
(a,b,c,d,e){this.listener=

2022-05-23 16:52:46 UTC 472 IN Data Raw: 72 6e 20 63 3b 64 3d 47 63 61 28 29 3b 63 2e 70 72 6f 78 79 3d 64 3b 64 2e 73 72 63 3d 61 3b 64 2e 6c 69 
73 74 65 6e 65 72 3d 63 3b 69 66 28 61 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 29 48 63 61 7c 7c 28 65 3d 
67 29 2c 76 6f 69 64 20 30 3d 3d 3d 65 26 26 28 65 3d 21 31 29 2c 61 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 7
2 28 62 2e 74 6f 53 74 72 69 6e 67 28 29 2c 64 2c 65 29 3b 65 6c 73 65 20 69 66 28 61 2e 61 74 74 61 63 68 45 76 65 6e 
74 29 61 2e 61 74 74 61 63 68 45 76 65 6e 74 28 49 63 61 28 62 2e 74 6f 53 74 72 69 6e 67 28 29 29 2c 64 29 3b 65 6c 
73 65 20 69 66 28 61 2e 61 64 64 4c 69 73 74 65 6e 65 72 26 26 61 2e 72 65 6d 6f 76 65 4c 69 73 74 65 6e 65 72 29 61 
2e 61 64 64 4c 69 73 74 65 6e 65 72 28 64 29 3b 65 6c 73 65 20 74 68 72 
Data Ascii: rn c;d=Gca();c.proxy=d;d.src=a;d.listener=c;if(a.addEventListener)Hca||(e=g),void 0===e&&(e=!1),a.
addEventListener(b.toString(),d,e);else if(a.attachEvent)a.attachEvent(Ica(b.toString()),d);else if(a.addListener&&a.rem
oveListener)a.addListener(d);else thr

2022-05-23 16:52:46 UTC 473 IN Data Raw: 2e 6a 67 29 61 3d 21 30 3b 65 6c 73 65 7b 62 3d 6e 65 77 20 5f 2e 41 68 28 62 2c 74 68 69 73 29 3b 76 61 
72 20 63 3d 61 2e 6c 69 73 74 65 6e 65 72 2c 64 3d 61 2e 4b 68 7c 7c 61 2e 73 72 63 3b 61 2e 45 6c 26 26 5f 2e 4f 68 
28 61 29 3b 61 3d 63 2e 63 61 6c 6c 28 64 2c 62 29 7d 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 4d 68 3d 66 75 6e 63 74 69 6
f 6e 28 61 29 7b 61 3d 61 5b 4e 68 5d 3b 72 65 74 75 72 6e 20 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 44 68 3f 61 3a 6e 
75 6c 6c 7d 3b 4b 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 3d 74 79 70 
65 6f 66 20 61 29 72 65 74 75 72 6e 20 61 3b 61 5b 51 68 5d 7c 7c 28 61 5b 51 68 5d 3d 66 75 6e 63 74 69 6f 6e 28 62 
29 7b 72 65 74 75 72 6e 20 61 2e 68 61 6e 64 6c 65 45 76 65 6e 74 28 62 
Data Ascii: .jg)a=!0;else{b=new _.Ah(b,this);var c=a.listener,d=a.Kh||a.src;a.El&&_.Oh(a);a=c.call(d,b)}return a};_.Mh=f
unction(a){a=a[Nh];return a instanceof Dh?a:null};Kh=function(a){if("function"===typeof a)return a;a[Qh]||(a[Qh]=functio
n(b){return a.handleEvent(b

2022-05-23 16:52:46 UTC 475 IN Data Raw: 7b 61 2e 6a 7c 7c 32 21 3d 61 2e 68 26 26 33 21 3d 61 2e 68 7c 7c 53 63 61 28 61 29 3b 61 2e 6d 3f 61 2e 6d 
2e 6e 65 78 74 3d 62 3a 61 2e 6a 3d 62 3b 61 2e 6d 3d 62 7d 3b 0a 55 63 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 
63 2c 64 29 7b 76 61 72 20 65 3d 4f 63 61 28 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 29 3b 65 2e 68 3d 6e 65 77 20 5f 
2e 56 68 28 66 75 6e 63 74 69 6f 6e 28 66 2c 67 29 7b 65 2e 6c 3d 62 3f 66 75 6e 63 74 69 6f 6e 28 68 29 7b 74 72 79 7b 
76 61 72 20 6b 3d 62 2e 63 61 6c 6c 28 64 2c 68 29 3b 66 28 6b 29 7d 63 61 74 63 68 28 6c 29 7b 67 28 6c 29 7d 7d 3a 
66 3b 65 2e 6a 3d 63 3f 66 75 6e 63 74 69 6f 6e 28 68 29 7b 74 72 79 7b 76 61 72 20 6b 3d 63 2e 63 61 6c 6c 28 64 2c 6
8 29 3b 76 6f 69 64 20 30 3d 3d 3d 6b 26 26 68 20 69 6e 73 74 61 
Data Ascii: {a.j||2!=a.h&&3!=a.h||Sca(a);a.m?a.m.next=b:a.j=b;a.m=b};Uca=function(a,b,c,d){var e=Oca(null,null,null);e.h
=new _.Vh(function(f,g){e.l=b?function(h){try{var k=b.call(d,h);f(k)}catch(l){g(l)}}:f;e.j=c?function(h){try{var k=c.call(d,h);void 
0===k&&h insta

2022-05-23 16:52:46 UTC 476 IN Data Raw: 2e 63 6f 6e 74 65 78 74 2c 63 29 7d 3b 57 63 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 6f 3d 21 
30 3b 5f 2e 45 67 28 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 6f 26 26 59 63 61 2e 63 61 6c 6c 28 6e 75 6c 6c 2c 62 29 7d 
29 7d 3b 57 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 55 61 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 58 
68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 
20 61 29 63 26 26 28 61 3d 28 30 2c 5f 2e 4d 61 29 28 61 2c 63 29 29 3b 65 6c 73 65 20 69 66 28 61 26 26 22 66 75 6e 
63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 61 2e 68 61 6e 64 6c 65 45 76 65 6e 74 29 61 3d 28 30 2c 5f 2e 4d 61 29 28 
61 2e 68 61 6e 64 6c 65 45 76 65 6e 74 2c 61 29 3b 65 6c 73 
Data Ascii: .context,c)};Wca=function(a,b){a.o=!0;_.Eg(function(){a.o&&Yca.call(null,b)})};Wh=function(a){_.Ua.call(this
,a)};_.Xh=function(a,b,c){if("function"===typeof a)c&&(a=(0,_.Ma)(a,c));else if(a&&"function"==typeof a.handleEvent)a=(0
,_.Ma)(a.handleEvent,a);els

2022-05-23 16:52:46 UTC 477 IN Data Raw: 62 64 61 28 63 69 28 64 29 2c 62 29 3f 64 2e 46 6a 3d 21 30 3a 28 62 2e 70 75 73 68 28 63 69 28 64 29 29 2c 
64 2e 46 6a 3d 21 31 29 7d 2c 30 29 7d 3b 0a 61 64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 
61 2e 7a 49 6e 64 65 78 2c 64 3d 62 2e 7a 49 6e 64 65 78 2c 65 3d 5f 2e 6a 65 28 63 29 2c 66 3d 5f 2e 6a 65 28 64 29 
2c 67 3d 61 2e 6a 2c 68 3d 62 2e 6a 3b 69 66 28 65 26 26 66 26 26 63 21 3d 3d 64 29 72 65 74 75 72 6e 20 63 3e 64 3f 
2d 31 3a 31 3b 69 66 28 65 21 3d 3d 66 29 72 65 74 75 72 6e 20 65 3f 2d 31 3a 31 3b 69 66 28 67 2e 79 21 3d 3d 68 2e 
79 29 72 65 74 75 72 6e 20 68 2e 79 2d 67 2e 79 3b 61 3d 5f 2e 4c 61 28 61 29 3b 62 3d 5f 2e 4c 61 28 62 29 3b 72 65 
74 75 72 6e 20 61 3e 62 3f 2d 31 3a 31 7d 3b 62 64 61 3d 66 75 6e 63 74 
Data Ascii: bda(ci(d),b)?d.Fj=!0:(b.push(ci(d)),d.Fj=!1)},0)};ada=function(a,b){var c=a.zIndex,d=b.zIndex,e=_.je(c),f=_.
je(d),g=a.j,h=b.j;if(e&&f&&c!==d)return c>d?-1:1;if(e!==f)return e?-1:1;if(g.y!==h.y)return h.y-g.y;a=_.La(a);b=_.La(b);return 
a>b?-1:1};bda=funct

2022-05-23 16:52:46 UTC 478 IN Data Raw: 68 69 73 2e 68 3d 61 2e 6d 61 70 3b 74 68 69 73 2e 6f 3d 61 2e 66 65 61 74 75 72 65 54 79 70 65 3b 74 68 
69 73 2e 6d 3d 74 68 69 73 2e 6a 3d 6e 75 6c 6c 3b 74 68 69 73 2e 6c 3d 21 30 7d 3b 0a 67 64 61 3d 66 75 6e 63 74 69 
6f 6e 28 61 29 7b 76 61 72 20 62 3d 5f 2e 62 68 28 61 2e 68 2c 61 2e 66 65 61 74 75 72 65 54 79 70 65 29 3b 69 66 28 2
1 62 2e 69 73 41 76 61 69 6c 61 62 6c 65 26 26 62 2e 4b 67 29 7b 76 61 72 20 63 3d 62 2e 4b 67 3b 5f 2e 75 28 63 2c 22 
69 6e 63 6c 75 64 65 73 22 29 2e 63 61 6c 6c 28 63 2c 22 54 68 65 20 6d 61 70 20 69 73 20 69 6e 69 74 69 61 6c 69 7a 
65 64 20 77 69 74 68 6f 75 74 20 61 20 76 61 6c 69 64 20 4d 61 70 20 49 44 2c 20 74 68 61 74 20 77 69 6c 6c 20 70 72 
65 76 65 6e 74 20 75 73 65 20 6f 66 20 64 61 74 61 2d 64 72 69 76 65 6e 
Data Ascii: his.h=a.map;this.o=a.featureType;this.m=this.j=null;this.l=!0};gda=function(a){var b=_.bh(a.h,a.featureType)
;if(!b.isAvailable&&b.Kg){var c=b.Kg;_.u(c,"includes").call(c,"The map is initialized without a valid Map ID, that will prevent 
use of data-driven
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2022-05-23 16:52:46 UTC 480 IN Data Raw: 73 2e 6d 3d 6e 75 6c 6c 3b 62 26 26 62 2e 63 6c 69 65 6e 74 26 26 28 74 68 69 73 2e 6c 3d 5f 2e 68 64 61 5b 
62 2e 63 6c 69 65 6e 74 5d 7c 7c 6e 75 6c 6c 29 3b 76 61 72 20 64 3d 74 68 69 73 2e 63 6f 6e 74 72 6f 6c 73 3d 5b 5d 
3b 5f 2e 62 65 28 5f 2e 6f 69 2c 66 75 6e 63 74 69 6f 6e 28 66 2c 67 29 7b 64 5b 67 5d 3d 6e 65 77 20 5f 2e 67 69 7d 29 
3b 74 68 69 73 2e 43 3d 21 31 3b 74 68 69 73 2e 6d 65 3d 62 26 26 62 2e 6d 65 7c 7c 5f 2e 4a 67 28 21 31 29 3b 74 68 
69 73 2e 6a 3d 61 3b 74 68 69 73 2e 49 6e 3d 62 26 26 62 2e 49 6e 7c 7c 74 68 69 73 2e 6a 3b 74 68 69 73 2e 5f 5f 67 6
d 2e 4a 6a 3d 62 26 26 62 2e 4a 6a 7c 7c 6e 65 77 20 5f 2e 64 68 3b 74 68 69 73 2e 73 65 74 28 22 73 74 61 6e 64 41 6c 
6f 6e 65 22 2c 21 30 29 3b 74 68 69 73 2e 73 65 74 50 6f 76 28 6e 
Data Ascii: s.m=null;b&&b.client&&(this.l=_.hda[b.client]||null);var d=this.controls=[];_.be(_.oi,function(f,g){d[g]=new 
_.gi});this.C=!1;this.me=b&&b.me||_.Jg(!1);this.j=a;this.In=b&&b.In||this.j;this.__gm.Jj=b&&b.Jj||new _.dh;this.set("st
andAlone",!0);this.setPov(n

2022-05-23 16:52:46 UTC 481 IN Data Raw: 65 77 20 71 69 28 63 2c 7b 76 69 73 69 62 6c 65 3a 21 31 2c 65 6e 61 62 6c 65 43 6c 6f 73 65 42 75 74 74 6f 
6e 3a 21 30 2c 4a 6a 3a 66 2c 6d 65 3a 74 68 69 73 2e 6d 65 2c 49 6e 3a 74 68 69 73 2e 64 69 76 7d 29 3b 74 68 69 73 
2e 48 2e 62 69 6e 64 54 6f 28 22 63 6f 6e 74 72 6f 6c 53 69 7a 65 22 2c 0a 61 29 3b 74 68 69 73 2e 48 2e 62 69 6e 64 54 
6f 28 22 72 65 70 6f 72 74 45 72 72 6f 72 43 6f 6e 74 72 6f 6c 22 2c 61 29 3b 74 68 69 73 2e 48 2e 43 3d 21 30 3b 74 68 
69 73 2e 6d 3d 6e 65 77 20 69 64 61 3b 74 68 69 73 2e 6e 69 3d 74 68 69 73 2e 6e 67 3d 74 68 69 73 2e 6f 76 65 72 6c 
61 79 4c 61 79 65 72 3d 6e 75 6c 6c 3b 74 68 69 73 2e 43 3d 6e 65 77 20 5f 2e 78 2e 50 72 6f 6d 69 73 65 28 66 75 6e 6
3 74 69 6f 6e 28 67 29 7b 65 2e 62 61 3d 67 7d 29 3b 74 68 69 73 
Data Ascii: ew qi(c,{visible:!1,enableCloseButton:!0,Jj:f,me:this.me,In:this.div});this.H.bindTo("controlSize",a);this.H
.bindTo("reportErrorControl",a);this.H.C=!0;this.m=new ida;this.ni=this.ng=this.overlayLayer=null;this.C=new _.x.Promise
(function(g){e.ba=g});this

2022-05-23 16:52:46 UTC 482 IN Data Raw: 65 20 63 72 65 61 74 65 20 61 20 6d 61 70 20 49 44 20 69 6e 20 74 68 65 20 63 6c 6f 75 64 20 63 6f 6e 73 6f 
6c 65 20 61 73 20 70 65 72 20 68 74 74 70 73 3a 2f 2f 64 65 76 65 6c 6f 70 65 72 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 
6d 61 70 73 2f 64 6f 63 75 6d 65 6e 74 61 74 69 6f 6e 2f 6a 61 76 61 73 63 72 69 70 74 2f 76 65 63 74 6f 72 2d 6d 61 70 
22 29 3b 7d 3b 6d 64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 68 3d 21 30 3b 74 72 79 7b 61 2e 73 65 74 28 22 
72 65 6e 64 65 72 69 6e 67 54 79 70 65 22 2c 61 2e 6a 29 7d 66 69 6e 61 6c 6c 79 7b 61 2e 68 3d 21 31 7d 7d 3b 5f 2e 
74 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 69 66 28 61 3d 61 2e 66 72 6f 6d 4c 61 74 4c 6e 67 54 6f 50 6f 
69 6e 74 28 62 29 29 63 3d 4d 61 74 68 2e 70 6f 77 28 32 2c 63 
Data Ascii: e create a map ID in the cloud console as per https://developers.google.com/maps/documentation/jav
ascript/vector-map");};mda=function(a){a.h=!0;try{a.set("renderingType",a.j)}finally{a.h=!1}};_.ti=function(a,b,c){if(a=
a.fromLatLngToPoint(b))c=Math.pow(2,c

2022-05-23 16:52:46 UTC 483 IN Data Raw: 22 2c 22 75 75 75 75 22 5d 7d 29 3b 63 2e 64 61 3d 5b 45 69 2c 22 2c 45 62 22 5d 7d 63 3d 44 69 3b 46 69 
7c 7c 28 46 69 3d 7b 56 3a 22 31 30 6d 22 2c 64 61 3a 5b 22 62 62 22 5d 7d 29 3b 62 2e 64 61 3d 5b 22 69 69 22 2c 22 
75 75 65 22 2c 63 2c 46 69 5d 7d 62 3d 43 69 3b 72 65 74 75 72 6e 20 5f 2e 47 69 2e 6b 62 28 61 2e 47 62 28 29 2c 62 2
9 7d 3b 0a 49 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74 68 69 73 
2e 4e 61 3d 6e 65 77 20 5f 2e 59 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 66 3d 72 64 61 28 65 29 3b 69 66 
28 65 2e 6c 26 26 65 2e 48 29 65 2e 43 21 3d 66 26 26 5f 2e 48 69 28 65 2e 6a 29 3b 65 6c 73 65 7b 76 61 72 20 67 3d 
22 22 2c 68 3d 65 2e 44 28 29 2c 6b 3d 73 64 61 28 65 29 2c 6c 3d 65 2e 
Data Ascii: ","uuuu"]});c.da=[Ei,",Eb"]}c=Di;Fi||(Fi={V:"10m",da:["bb"]});b.da=["ii","uue",c,Fi]}b=Ci;return _.Gi.kb(a.Gb(),b)};Ii
=function(a,b,c,d){var e=this;this.Na=new _.Yh(function(){var f=rda(e);if(e.l&&e.H)e.C!=f&&_.Hi(e.j);else{var g="",h=e.D
(),k=sda(e),l=e.

2022-05-23 16:52:46 UTC 485 IN Data Raw: 74 28 22 6c 6f 61 64 69 6e 67 22 2c 21 31 29 29 7d 3b 0a 75 64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 
63 2c 64 2c 65 29 7b 76 61 72 20 66 3d 6e 65 77 20 42 69 2c 67 3d 6e 65 77 20 5f 2e 7a 69 28 5f 2e 4f 64 28 66 2c 30 29 
29 3b 67 2e 57 63 28 62 2e 46 61 29 3b 67 2e 58 63 28 62 2e 44 61 29 3b 66 2e 4c 5b 31 5d 3d 65 3b 66 2e 73 65 74 5a 
6f 6f 6d 28 63 29 3b 63 3d 6e 65 77 20 5f 2e 41 69 28 5f 2e 4f 64 28 66 2c 33 29 29 3b 63 2e 4c 5b 30 5d 3d 62 2e 4f 61 
2d 62 2e 46 61 3b 63 2e 4c 5b 31 5d 3d 62 2e 49 61 2d 62 2e 44 61 3b 76 61 72 20 68 3d 6e 65 77 20 5f 2e 79 69 28 5f 
2e 4f 64 28 66 2c 34 29 29 3b 68 2e 4c 5b 30 5d 3d 64 3b 6f 64 61 28 68 29 3b 70 64 61 28 68 29 3b 68 2e 4c 5b 39 5d 3
d 21 30 3b 5f 2e 6e 64 61 28 29 2e 66 6f 72 45 61 63 68 28 66 75 
Data Ascii: t("loading",!1))};uda=function(a,b,c,d,e){var f=new Bi,g=new _.zi(_.Od(f,0));g.Wc(b.Fa);g.Xc(b.Da);f.L[1]=e;
f.setZoom(c);c=new _.Ai(_.Od(f,3));c.L[0]=b.Oa-b.Fa;c.L[1]=b.Ia-b.Da;var h=new _.yi(_.Od(f,4));h.L[0]=d;oda(h);pda(h);h.
L[9]=!0;_.nda().forEach(fu

2022-05-23 16:52:46 UTC 486 IN Data Raw: 30 29 29 29 3b 36 3d 3d 3d 74 68 69 73 2e 74 79 70 65 26 26 28 63 3d 52 65 67 45 78 70 28 22 72 76 3a 28 
5b 30 2d 39 5d 7b 32 2c 7d 2e 3f 5b 30 2d 39 5d 2b 29 22 29 2e 65 78 65 63 28 61 29 29 26 26 28 74 68 69 73 2e 74 79 
70 65 3d 31 2c 74 68 69 73 2e 76 65 72 73 69 6f 6e 3d 6e 65 77 20 4a 69 28 70 61 72 73 65 49 6e 74 28 63 5b 31 5d 2c 3
1 30 29 29 29 3b 66 6f 72 28 63 3d 31 3b 37 3e 63 3b 2b 2b 63 29 69 66 28 5f 2e 75 28 62 2c 22 69 6e 63 6c 75 64 65 73 
22 29 2e 63 61 6c 6c 28 62 2c 7a 64 61 5b 63 5d 29 29 7b 74 68 69 73 2e 68 3d 63 3b 62 72 65 61 6b 7d 69 66 28 36 3d 
3d 3d 74 68 69 73 2e 68 7c 7c 35 3d 3d 3d 74 68 69 73 2e 68 7c 7c 32 3d 3d 3d 74 68 69 73 2e 68 29 69 66 28 63 3d 2f 
4f 53 20 28 3f 3a 58 20 29 3f 28 5c 64 2b 29 5b 5f 2e 5d 3f 28 5c 64 2b 
Data Ascii: 0)));6===this.type&&(c=RegExp("rv:([0-9]{2,}.?[0-9]+)").exec(a))&&(this.type=1,this.version=new Ji(parseInt(
c[1],10)));for(c=1;7>c;++c)if(_.u(b,"includes").call(b,zda[c])){this.h=c;break}if(6===this.h||5===this.h||2===this.h)if(c=/OS 
(?:X )?(\d+)[_.]?(\d+

2022-05-23 16:52:46 UTC 487 IN Data Raw: 4c 69 73 74 65 6e 65 72 73 28 62 29 7d 7d 3b 54 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 
61 3d 31 37 32 39 3b 74 68 69 73 2e 68 3d 61 7d 3b 0a 44 64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 66 
6f 72 28 76 61 72 20 64 3d 41 72 72 61 79 28 62 2e 6c 65 6e 67 74 68 29 2c 65 3d 30 2c 66 3d 62 2e 6c 65 6e 67 74 68 3
b 65 3c 66 3b 2b 2b 65 29 64 5b 65 5d 3d 62 2e 63 68 61 72 43 6f 64 65 41 74 28 65 29 3b 64 2e 75 6e 73 68 69 66 74 
28 63 29 3b 72 65 74 75 72 6e 20 61 2e 68 61 73 68 28 64 29 7d 3b 0a 46 64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 
2c 63 2c 64 29 7b 76 61 72 20 65 3d 6e 65 77 20 54 69 28 31 33 31 30 37 31 29 2c 66 3d 75 6e 65 73 63 61 70 65 28 22 
25 32 36 25 37 34 25 36 46 25 36 42 25 36 35 25 36 45 25 33 44 22 29 2c 67 
Data Ascii: Listeners(b)}};Ti=function(a){this.a=1729;this.h=a};Dda=function(a,b,c){for(var d=Array(b.length),e=0,f=b.le
ngth;e<f;++e)d[e]=b.charCodeAt(e);d.unshift(c);return a.hash(d)};Fda=function(a,b,c,d){var e=new Ti(131071),f=
unescape("%26%74%6F%6B%65%6E%3D"),g

2022-05-23 16:52:46 UTC 489 IN Data Raw: 69 73 20 62 72 6f 77 73 65 72 2e 22 29 3b 5f 2e 24 65 28 22 75 74 69 6c 22 29 2e 74 68 65 6e 28 66 75 6e 63 
74 69 6f 6e 28 74 29 7b 5f 2e 70 69 5b 33 35 5d 26 26 62 26 26 62 2e 64 45 26 26 74 2e 68 2e 6d 28 6e 65 77 20 5f 2e 
57 64 28 62 2e 64 45 29 29 3b 74 2e 68 2e 68 28 66 75 6e 63 74 69 6f 6e 28 76 29 7b 5f 2e 24 65 28 22 63 6f 6e 74 72 6f 
6c 73 22 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 77 29 7b 77 2e 41 73 28 61 2c 5f 2e 4e 64 28 76 2c 31 29 7c 
7c 22 68 74 74 70 3a 2f 2f 67 2e 63 6f 2f 64 65 76 2f 6d 61 70 73 2d 6e 6f 2d 61 63 63 6f 75 6e 74 22 29 7d 29 7d 29 7d 
29 3b 76 61 72 20 67 2c 68 3d 6e 65 77 20 5f 2e 78 2e 50 72 6f 6d 69 73 65 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 67 3d 
74 7d 29 3b 5f 2e 70 66 2e 63 61 6c 6c 28 74 68 69 73 2c 6e 65 
Data Ascii: is browser.");_.$e("util").then(function(t){_.pi[35]&&b&&b.dE&&t.h.m(new _.Wd(b.dE));t.h.h(function(v){_.$e(
"controls").then(function(w){w.As(a,_.Nd(v,1)||"http://g.co/dev/maps-no-account")})})});var g,h=new _.x.Promise(function(t)
{g=t});_.pf.call(this,ne
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2022-05-23 16:52:46 UTC 490 IN Data Raw: 3b 5f 2e 46 2e 59 61 28 61 2c 22 73 63 72 6f 6c 6c 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 73 63 72 6f 
6c 6c 4c 65 66 74 3d 61 2e 73 63 72 6f 6c 6c 54 6f 70 3d 30 7d 29 7d 3b 0a 49 64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 
62 2c 63 29 7b 69 66 28 21 5f 2e 59 66 7c 7c 32 3d 3d 28 6e 65 77 20 5f 2e 57 64 28 5f 2e 59 66 2e 4c 5b 33 39 5d 29 29 
2e 67 65 74 53 74 61 74 75 73 28 29 29 72 65 74 75 72 6e 21 31 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 61 29 72 65 74 
75 72 6e 21 21 61 3b 69 66 28 62 29 72 65 74 75 72 6e 21 31 3b 61 3d 63 2e 77 69 64 74 68 3b 63 3d 63 2e 68 65 69 67 
68 74 3b 72 65 74 75 72 6e 20 33 38 34 45 33 3e 3d 61 2a 63 26 26 38 30 30 3e 3d 61 26 26 38 30 30 3e 3d 63 7d 3b 48 
64 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 29 72 
Data Ascii: ;_.F.Ya(a,"scroll",function(){a.scrollLeft=a.scrollTop=0})};Ida=function(a,b,c){if(!_.Yf||2==(new _.Wd(_.Yf.
L[39])).getStatus())return!1;if(void 0!==a)return!!a;if(b)return!1;a=c.width;c=c.height;return 384E3>=a*c&&800>=a&&800>=
c};Hda=function(a){if(!a)r

2022-05-23 16:52:46 UTC 491 IN Data Raw: 65 6e 74 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 52 65 63 74 28 29 3b 76 61 72 20 64 3d 63 2e 
77 69 64 74 68 3b 63 3d 63 2e 68 65 69 67 68 74 3b 76 61 72 20 65 3d 64 64 61 28 62 29 3b 62 3d 65 2e 6f 66 66 73 65 
74 59 3b 65 3d 65 2e 6f 66 66 73 65 74 58 3b 64 3d 5f 2e 61 69 28 65 2c 62 2c 65 2b 64 2c 62 2b 63 29 3b 61 2e 6c 3d 
64 7d 72 65 74 75 72 6e 20 61 2e 6c 7d 3b 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 2e 24 65 28 22 6d 61 78 7a 6f 6f 
6d 22 29 7d 3b 0a 63 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 5f 2e 6f 65 28 22 54 68 65 20 46 75 73 69 6f 6e 20 
54 61 62 6c 65 73 20 73 65 72 76 69 63 65 20 77 69 6c 6c 20 62 65 20 74 75 72 6e 65 64 20 64 6f 77 6e 20 69 6e 20 44 6
5 63 65 6d 62 65 72 20 32 30 31 39 20 28 73 65 65 20 68 74 74 70 
Data Ascii: ent.getBoundingClientRect();var d=c.width;c=c.height;var e=dda(b);b=e.offsetY;e=e.offsetX;d=_.ai(e,b,e+d,b+c
);a.l=d}return a.l};bj=function(){_.$e("maxzoom")};cj=function(a,b){_.oe("The Fusion Tables service will be turned down in 
December 2019 (see http

2022-05-23 16:52:46 UTC 492 IN Data Raw: 65 6e 28 66 75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 20 66 2e 50 76 28 62 2c 63 7c 7c 6e 75 6c 6c 
2c 67 2e 63 6f 6d 70 75 74 65 48 65 61 64 69 6e 67 2c 67 2e 63 6f 6d 70 75 74 65 4f 66 66 73 65 74 2c 65 2c 64 29 7d 
29 7d 29 3b 63 26 26 61 2e 63 61 74 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 29 3b 72 65 74 75 72 6e 20 61 7d 3b 
0a 6f 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 3b 74 68 69 73 2e 74 69 6c 65 53 69 7a 6
5 3d 61 2e 74 69 6c 65 53 69 7a 65 7c 7c 6e 65 77 20 5f 2e 6b 67 28 32 35 36 2c 32 35 36 29 3b 74 68 69 73 2e 6e 61 6d 
65 3d 61 2e 6e 61 6d 65 3b 74 68 69 73 2e 61 6c 74 3d 61 2e 61 6c 74 3b 74 68 69 73 2e 6d 69 6e 5a 6f 6f 6d 3d 61 2e 
6d 69 6e 5a 6f 6f 6d 3b 74 68 69 73 2e 6d 61 78 5a 6f 6f 6d 3d 61 2e 
Data Ascii: en(function(g){return f.Pv(b,c||null,g.computeHeading,g.computeOffset,e,d)})});c&&a.catch(function(){});return 
a};oj=function(a){var b=this;this.tileSize=a.tileSize||new _.kg(256,256);this.name=a.name;this.alt=a.alt;this.minZoom
=a.minZoom;this.maxZoom=a.

2022-05-23 16:52:46 UTC 494 IN Data Raw: 74 61 74 75 73 3a 58 64 61 2c 45 6c 65 76 61 74 69 6f 6e 53 65 72 76 69 63 65 3a 58 66 2c 45 6c 65 76 61 74 
69 6f 6e 53 74 61 74 75 73 3a 59 64 61 2c 46 75 73 69 6f 6e 54 61 62 6c 65 73 4c 61 79 65 72 3a 63 6a 2c 47 65 6f 63 6f 
64 65 72 3a 66 67 2c 47 65 6f 63 6f 64 65 72 4c 6f 63 61 74 69 6f 6e 54 79 70 65 3a 5f 2e 5a 64 61 2c 47 65 6f 63 6f 64 65
72 53 74 61 74 75 73 3a 24 64 61 2c 47 72 6f 75 6e 64 4f 76 65 72 6c 61 79 3a 5f 2e 53 67 2c 49 6d 61 67 65 4d 61 70 54 
79 70 65 3a 6f 6a 2c 49 6e 66 6f 57 69 6e 64 6f 77 3a 5f 2e 52 67 2c 4b 6d 6c 4c 61 79 65 72 3a 54 67 2c 4b 6d 6c 4c 61 
79 65 72 53 74 61 74 75 73 3a 5f 2e 77 6a 2c 4c 61 74 4c 6e 67 3a 5f 2e 46 65 2c 0a 4c 61 74 4c 6e 67 42 6f 75 6e 64 73 
3a 5f 2e 4a 66 2c 4d 56 43 41 72 72 61 79 3a 5f 2e 67 
Data Ascii: tatus:Xda,ElevationService:Xf,ElevationStatus:Yda,FusionTablesLayer:cj,Geocoder:fg,GeocoderLocatio
nType:_.Zda,GeocoderStatus:$da,GroundOverlay:_.Sg,ImageMapType:oj,InfoWindow:_.Rg,KmlLayer:Tg,KmlLay
erStatus:_.wj,LatLng:_.Fe,LatLngBounds:_.Jf,MVCArray:_.g

2022-05-23 16:52:46 UTC 495 IN Data Raw: 65 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 71 65 61 2c 63 3d 72 65 61 3b 70 62 61 28 59 
65 2e 67 65 74 49 6e 73 74 61 6e 63 65 28 29 2c 61 2c 62 2c 63 29 7d 3b 5f 2e 78 6a 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 74 68 69 73 2e 73 6e 3d 5f 2e 74 68 28 29 2b 5f 2e 76 61 61 28 29 7d 3b 0a 5f 2e 79 6a 3d 66 75 6e 63 74 69 6f 6e 28 
61 2c 62 29 7b 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 22 4c 6f 63 61 74 69 6f 6e 42 69 61 73 22 3a 62 3b 69 66 28 22 73 
74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 61 29 7b 69 66 28 22 49 50 5f 42 49 41 53 22 21 3d 3d 61 29 74 68 72 
6f 77 20 5f 2e 72 65 28 62 2b 22 20 6f 66 20 74 79 70 65 20 73 74 72 69 6e 67 20 77 61 73 20 69 6e 76 61 6c 69 64 3a 2
0 22 2b 61 29 3b 72 65 74 75 72 6e 20 61 7d 69 66 28 21 61 7c 7c 
Data Ascii: ea=function(a){var b=qea,c=rea;pba(Ye.getInstance(),a,b,c)};_.xj=function(){this.sn=_.th()+_.vaa()};_.yj=fun
ction(a,b){b=void 0===b?"LocationBias":b;if("string"===typeof a){if("IP_BIAS"!==a)throw _.re(b+" of type string was invalid: 
"+a);return a}if(!a||

2022-05-23 16:52:46 UTC 496 IN Data Raw: 2e 30 22 2c 22 4d 53 58 4d 4c 32 2e 58 4d 4c 48 54 54 50 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 58 4d 4c 48 
54 54 50 22 5d 2c 63 3d 30 3b 63 3c 62 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 7b 76 61 72 20 64 3d 62 5b 63 5d 3b 74 72 
79 7b 72 65 74 75 72 6e 20 6e 65 77 20 41 63 74 69 76 65 58 4f 62 6a 65 63 74 28 64 29 2c 61 2e 6a 3d 64 7d 63 61 74 
63 68 28 65 29 7b 7d 7d 74 68 72 6f 77 20 45 72 72 6f 72 28 22 43 6f 75 6c 64 20 6e 6f 74 20 63 72 65 61 74 65 20 41 63 
74 69 76 65 58 4f 62 6a 65 63 74 2e 20 41 63 74 69 76 65 58 0d 0a 
Data Ascii: .0","MSXML2.XMLHTTP","Microsoft.XMLHTTP"],c=0;c<b.length;c++){var d=b[c];try{return new ActiveXObj
ect(d),a.j=d}catch(e){}}throw Error("Could not create ActiveXObject. ActiveX

2022-05-23 16:52:46 UTC 496 IN Data Raw: 33 31 62 66 0d 0a 20 6d 69 67 68 74 20 62 65 20 64 69 73 61 62 6c 65 64 2c 20 6f 72 20 4d 53 58 4d 4c 20 6d 
69 67 68 74 20 6e 6f 74 20 62 65 20 69 6e 73 74 61 6c 6c 65 64 22 29 3b 7d 72 65 74 75 72 6e 20 61 2e 6a 7d 3b 0a 5f 
2e 43 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 52 68 2e 63 61 6c 6c 28 74 68 69 73 29 3b 74 68 69 73 2e 68 65 
61 64 65 72 73 3d 6e 65 77 20 5f 2e 78 2e 4d 61 70 3b 74 68 69 73 2e 4f 3d 61 7c 7c 6e 75 6c 6c 3b 74 68 69 73 2e 6a 3
d 21 31 3b 74 68 69 73 2e 4e 3d 74 68 69 73 2e 68 3d 6e 75 6c 6c 3b 74 68 69 73 2e 58 3d 22 22 3b 74 68 69 73 2e 43 
3d 30 3b 74 68 69 73 2e 4a 3d 22 22 3b 74 68 69 73 2e 6d 3d 74 68 69 73 2e 57 3d 74 68 69 73 2e 48 3d 74 68 69 73 2e 
52 3d 21 31 3b 74 68 69 73 2e 6f 3d 30 3b 74 68 69 73 2e 46 3d 6e 75 6c 
Data Ascii: 31bf might be disabled, or MSXML might not be installed");}return a.j};_.Cj=function(a){_.Rh.call(this);this
.headers=new _.x.Map;this.O=a||null;this.j=!1;this.N=this.h=null;this.X="";this.C=0;this.J="";this.m=this.W=this.H=this.
R=!1;this.o=0;this.F=nul

2022-05-23 16:52:46 UTC 498 IN Data Raw: 65 61 2e 74 65 73 74 28 61 3f 61 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3a 22 22 29 3b 63 3d 62 7d 72 65 
74 75 72 6e 20 63 7d 3b 5f 2e 47 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 2e 68 3f 61 2e 68 
2e 72 65 61 64 79 53 74 61 74 65 3a 30 7d 3b 0a 4a 65 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 
3d 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 2e 6d 61 70 73 3b 45 65 61 28 29 3b 76 61 72 20 64 3d 46 65 61 28 63 29 2c 65 
3d 5f 2e 59 66 3d 6e 65 77 20 64 62 61 28 61 29 3b 5f 2e 70 67 3d 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 3c 5f 2e 4d 64 
28 65 2c 30 2c 31 29 3b 61 67 3d 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 3b 5f 2e 57 69 3d 46 64 61 28 5f 2e 4d 64 28 6e 
65 77 20 63 62 61 28 65 2e 4c 5b 34 5d 29 2c 30 29 2c 5f 2e 4e 
Data Ascii: ea.test(a?a.toLowerCase():"");c=b}return c};_.Gj=function(a){return a.h?a.h.readyState:0};Jea=function(a,b){
var c=window.google.maps;Eea();var d=Fea(c),e=_.Yf=new dba(a);_.pg=Math.random()<_.Md(e,0,1);ag=Math.random();
_.Wi=Fda(_.Md(new cba(e.L[4]),0),_.N
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2022-05-23 16:52:46 UTC 499 IN Data Raw: 6f 6e 28 29 7b 49 65 61 28 66 29 28 29 7d 29 7d 7d 3b 49 65 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 
72 28 76 61 72 20 62 3d 61 2e 73 70 6c 69 74 28 22 2e 22 29 2c 63 3d 77 69 6e 64 6f 77 2c 64 3d 77 69 6e 64 6f 77 2c 
65 3d 30 3b 65 3c 62 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 69 66 28 64 3d 63 2c 63 3d 63 5b 62 5b 65 5d 5d 2c 21 63 29 
74 68 72 6f 77 20 5f 2e 72 65 28 61 2b 22 20 69 73 20 6e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 22 29 3b 72 65 74 75 72 
6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 63 2e 61 70 70 6c 79 28 64 29 7d 7d 3b 0a 45 65 61 3d 66 75 6e 63 74 69 6f 6e 2
8 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 63 2c 64 2c 65 29 7b 65 3d 76 6f 69 64 20 30 3d 3d 3d 65 3f 22 22 3a 65 3b 73 
65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 
Data Ascii: on(){Iea(f)()})}};Iea=function(a){for(var b=a.split("."),c=window,d=window,e=0;e<b.length;e++)if(d=c,c=c[b[e
]],!c)throw _.re(a+" is not a function");return function(){c.apply(d)}};Eea=function(){function a(c,d,e){e=void 0===e?""
:e;setTimeout(function(){_

2022-05-23 16:52:46 UTC 500 IN Data Raw: 75 6e 63 74 69 6f 6e 28 61 29 7b 28 61 3d 22 76 65 72 73 69 6f 6e 22 69 6e 20 61 29 26 26 77 69 6e 64 6f 77 
2e 63 6f 6e 73 6f 6c 65 26 26 77 69 6e 64 6f 77 2e 63 6f 6e 73 6f 6c 65 2e 65 72 72 6f 72 28 22 59 6f 75 20 68 61 76 65 
20 69 6e 63 6c 75 64 65 64 20 74 68 65 20 47 6f 6f 67 6c 65 20 4d 61 70 73 20 4a 61 76 61 53 63 72 69 70 74 20 41 50 
49 20 6d 75 6c 74 69 70 6c 65 20 74 69 6d 65 73 20 6f 6e 20 74 68 69 73 20 70 61 67 65 2e 20 54 68 69 73 20 6d 61 79 
20 63 61 75 73 65 20 75 6e 65 78 70 65 63 74 65 64 20 65 72 72 6f 72 73 2e 22 29 3b 72 65 74 75 72 6e 20 61 7d 3b 48 
65 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 5f 2e 58 64 28 61 29 26 26 5f 2e 4e 64 28 5f 2e 58 64 28 61 
29 2c 39 29 29 74 72 79 7b 64 6f 63 75 6d 65 6e 74 2e 61 64 64 45 
Data Ascii: unction(a){(a="version"in a)&&window.console&&window.console.error("You have included the Google Maps 
JavaScript API multiple times on this page. This may cause unexpected errors.");return a};Hea=function(a,b){if(_.Xd(
a)&&_.Nd(_.Xd(a),9))try{document.addE

2022-05-23 16:52:46 UTC 501 IN Data Raw: 72 6f 74 6f 74 79 70 65 5b 61 5d 26 26 66 61 28 64 2e 70 72 6f 74 6f 74 79 70 65 2c 61 2c 7b 63 6f 6e 66 69 
67 75 72 61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 3a 21 30 2c 76 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 
7b 72 65 74 75 72 6e 20 64 61 61 28 62 61 61 28 74 68 69 73 29 29 7d 7d 29 7d 72 65 74 75 72 6e 20 61 7d 2c 22 65 73 
36 22 29 3b 0a 76 61 72 20 4c 65 61 3d 65 61 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 5f 2e 75 2
8 4f 62 6a 65 63 74 2c 22 61 73 73 69 67 6e 22 29 3f 5f 2e 75 28 4f 62 6a 65 63 74 2c 22 61 73 73 69 67 6e 22 29 3a 66 
75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d 31 3b 63 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 
6e 67 74 68 3b 63 2b 2b 29 7b 76 61 72 20 64 3d 61 72 67 75 6d 65 6e 
Data Ascii: rototype[a]&&fa(d.prototype,a,{configurable:!0,writable:!0,value:function(){return daa(baa(this))}})}return 
a},"es6");var Lea=ea&&"function"==typeof _.u(Object,"assign")?_.u(Object,"assign"):function(a,b){for(var c=1;c<arguments
.length;c++){var d=argumen

2022-05-23 16:52:46 UTC 503 IN Data Raw: 3b 73 61 2e 70 72 6f 74 6f 74 79 70 65 2e 44 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 6a 3d 61 
7d 3b 0a 73 61 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 74 75 72 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 
2e 6f 3d 7b 72 65 74 75 72 6e 3a 61 7d 3b 74 68 69 73 2e 68 3d 74 68 69 73 2e 46 7d 3b 68 61 28 22 52 65 66 6c 65 63 
74 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 7b 7d 7d 2c 22 65 73 36 22 29 3b 68 61 2
8 22 52 65 66 6c 65 63 74 2e 63 6f 6e 73 74 72 75 63 74 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 4d 
65 61 7d 2c 22 65 73 36 22 29 3b 68 61 28 22 52 65 66 6c 65 63 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 22 2c 66 
75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 
Data Ascii: ;sa.prototype.D=function(a){this.j=a};sa.prototype.return=function(a){this.o={return:a};this.h=this.F};ha("R
eflect",function(a){return a?a:{}},"es6");ha("Reflect.construct",function(){return Mea},"es6");ha("Reflect.setPrototypeO
f",function(a){return a?a:

2022-05-23 16:52:46 UTC 504 IN Data Raw: 65 20 22 66 75 6e 63 74 69 6f 6e 22 3a 68 3d 21 30 3b 62 72 65 61 6b 20 61 3b 64 65 66 61 75 6c 74 3a 68 3d 
21 31 7d 68 3f 74 68 69 73 2e 4b 28 67 29 3a 74 68 69 73 2e 43 28 67 29 7d 7d 3b 0a 62 2e 70 72 6f 74 6f 74 79 70 65 
2e 4b 3d 66 75 6e 63 74 69 6f 6e 28 67 29 7b 76 61 72 20 68 3d 76 6f 69 64 20 30 3b 74 72 79 7b 68 3d 67 2e 74 68 65 
6e 7d 63 61 74 63 68 28 6b 29 7b 74 68 69 73 2e 6f 28 6b 29 3b 72 65 74 75 72 6e 7d 22 66 75 6e 63 74 69 6f 6e 22 3d 3
d 74 79 70 65 6f 66 20 68 3f 74 68 69 73 2e 52 28 68 2c 67 29 3a 74 68 69 73 2e 43 28 67 29 7d 3b 62 2e 70 72 6f 74 6f 
74 79 70 65 2e 6f 3d 66 75 6e 63 74 69 6f 6e 28 67 29 7b 74 68 69 73 2e 46 28 32 2c 67 29 7d 3b 62 2e 70 72 6f 74 6f 74 
79 70 65 2e 43 3d 66 75 6e 63 74 69 6f 6e 28 67 29 7b 74 68 69 73 
Data Ascii: e "function":h=!0;break a;default:h=!1}h?this.K(g):this.C(g)}};b.prototype.K=function(g){var h=void 0;try{h=
g.then}catch(k){this.o(k);return}"function"==typeof h?this.R(h,g):this.C(g)};b.prototype.o=function(g){this.F(2,g)};b.pr
ototype.C=function(g){this

2022-05-23 16:52:46 UTC 505 IN Data Raw: 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 71 3f 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 72 79 
7b 6c 28 71 28 74 29 29 7d 63 61 74 63 68 28 76 29 7b 6d 28 76 29 7d 7d 3a 72 7d 76 61 72 20 6c 2c 6d 2c 70 3d 6e 65 
77 20 62 28 66 75 6e 63 74 69 6f 6e 28 71 2c 72 29 7b 6c 3d 71 3b 6d 3d 72 7d 29 3b 74 68 69 73 2e 46 6c 28 6b 28 67 
2c 6c 29 2c 6b 28 68 2c 6d 29 29 3b 72 65 74 75 72 6e 20 70 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 63 61 74 63 68 3
d 66 75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 74 68 65 6e 28 76 6f 69 64 20 30 2c 67 29 7d 
3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 46 6c 3d 66 75 6e 63 74 69 6f 6e 28 67 2c 68 29 7b 66 75 6e 63 74 69 6f 6e 20 6b 
28 29 7b 73 77 69 74 63 68 28 6c 2e 68 29 7b 63 61 73 65 20 31 3a 
Data Ascii: "function"==typeof q?function(t){try{l(q(t))}catch(v){m(v)}}:r}var l,m,p=new b(function(q,r){l=q;m=r});this.Fl(k(g,l),
k(h,m));return p};b.prototype.catch=function(g){return this.then(void 0,g)};b.prototype.Fl=function(g,h){function k(){sw
itch(l.h){case 1:

2022-05-23 16:52:46 UTC 507 IN Data Raw: 20 65 3d 22 24 6a 73 63 6f 6d 70 5f 68 69 64 64 65 6e 5f 22 2b 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 2c 0a 
66 3d 30 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 67 2c 68 29 7b 69 66 28 21 64 28 
67 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 49 6e 76 61 6c 69 64 20 57 65 61 6b 4d 61 70 20 6b 65 79 22 29 3b 69 
66 28 21 70 61 28 67 2c 65 29 29 7b 76 61 72 20 6b 3d 6e 65 77 20 63 3b 66 61 28 67 2c 65 2c 7b 76 61 6c 75 65 3a 6b 
7d 29 7d 69 66 28 21 70 61 28 67 2c 65 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 57 65 61 6b 4d 61 70 20 6b 65 79 2
0 66 61 69 6c 3a 20 22 2b 67 29 3b 67 5b 65 5d 5b 74 68 69 73 2e 68 5d 3d 68 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 
3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 75 6e 63 74 69 
Data Ascii:  e="$jscomp_hidden_"+Math.random(),f=0;b.prototype.set=function(g,h){if(!d(g))throw Error("Invalid WeakMap 
key");if(!pa(g,e)){var k=new c;fa(g,e,{value:k})}if(!pa(g,e))throw Error("WeakMap key fail: "+g);g[e][this.h]=h;return th
is};b.prototype.get=functi

2022-05-23 16:52:46 UTC 508 IN Data Raw: 73 22 21 3d 6b 2e 67 65 74 28 68 29 7c 7c 31 21 3d 6b 2e 73 69 7a 65 7c 7c 6b 2e 67 65 74 28 7b 78 3a 34 
7d 29 7c 7c 6b 2e 73 65 74 28 7b 78 3a 34 7d 2c 22 74 22 29 21 3d 6b 7c 7c 32 21 3d 6b 2e 73 69 7a 65 29 72 65 74 75 
72 6e 21 31 3b 76 61 72 20 6c 3d 5f 2e 75 28 6b 2c 22 65 6e 74 72 69 65 73 22 29 2e 63 61 6c 6c 28 6b 29 2c 6d 3d 6c 2
e 6e 65 78 74 28 29 3b 69 66 28 6d 2e 64 6f 6e 65 7c 7c 6d 2e 76 61 6c 75 65 5b 30 5d 21 3d 68 7c 7c 22 73 22 21 3d 6d 
2e 76 61 6c 75 65 5b 31 5d 29 72 65 74 75 72 6e 21 31 3b 6d 3d 6c 2e 6e 65 78 74 28 29 3b 0a 72 65 74 75 72 6e 20 6d 
2e 64 6f 6e 65 7c 7c 34 21 3d 6d 2e 76 61 6c 75 65 5b 30 5d 2e 78 7c 7c 22 74 22 21 3d 6d 2e 76 61 6c 75 65 5b 31 5d 
7c 7c 21 6c 2e 6e 65 78 74 28 29 2e 64 6f 6e 65 3f 21 31 3a 21 30 7d 63 
Data Ascii: s"!=k.get(h)||1!=k.size||k.get({x:4})||k.set({x:4},"t")!=k||2!=k.size)return!1;var l=_.u(k,"entries").call(k),m=l.next
();if(m.done||m.value[0]!=h||"s"!=m.value[1])return!1;m=l.next();return m.done||4!=m.value[0].x||"t"!=m.value[1]||!l.nex
t().done?!1:!0}c
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2022-05-23 16:52:46 UTC 509 IN Data Raw: 35 37 39 0d 0a 5b 68 2e 6b 65 79 2c 68 2e 76 61 6c 75 65 5d 7d 29 7d 3b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 
6b 65 79 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 63 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 
68 29 7b 72 65 74 75 72 6e 20 68 2e 6b 65 79 7d 29 7d 3b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 76 61 6c 75 65 73 3d 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 63 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 68 29 7b 72 65 74 7
5 72 6e 20 68 2e 76 61 6c 75 65 7d 29 7d 3b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 3d 66 75 6e 63 74 
69 6f 6e 28 68 2c 0a 6b 29 7b 66 6f 72 28 76 61 72 20 6c 3d 5f 2e 75 28 74 68 69 73 2c 22 65 6e 74 72 69 65 73 22 29 2e 
63 61 6c 6c 28 74 68 69 73 29 2c 6d 3b 21 28 6d 3d 6c 2e 6e 65 78 
Data Ascii: 579[h.key,h.value]})};e.prototype.keys=function(){return c(this,function(h){return h.key})};e.prototype.valu
es=function(){return c(this,function(h){return h.value})};e.prototype.forEach=function(h,k){for(var l=_.u(this,"entries").call(thi
s),m;!(m=l.nex

2022-05-23 16:52:46 UTC 510 IN Data Raw: 6c 6c 2c 22 72 65 70 65 61 74 22 29 3b 69 66 28 30 3e 62 7c 7c 31 33 34 32 31 37 37 32 37 39 3c 62 29 74 
68 72 6f 77 20 6e 65 77 20 52 61 6e 67 65 45 72 72 6f 72 28 22 49 6e 76 61 6c 69 64 20 63 6f 75 6e 74 20 76 61 6c 75 65 
22 29 3b 62 7c 3d 30 3b 66 6f 72 28 76 61 72 20 64 3d 22 22 3b 62 3b 29 69 66 28 0d 0a 
Data Ascii: ll,"repeat");if(0>b||1342177279<b)throw new RangeError("Invalid count value");b|=0;for(var d="";b;)if(

2022-05-23 16:52:46 UTC 510 IN Data Raw: 38 30 30 30 0d 0a 62 26 31 26 26 28 64 2b 3d 63 29 2c 62 3e 3e 3e 3d 31 29 63 2b 3d 63 3b 72 65 74 75 72 
6e 20 64 7d 7d 2c 22 65 73 36 22 29 3b 68 61 28 22 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 6b 65 79 73 22 2c 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6
e 20 47 61 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 62 7d 29 7d 7d 2c 22 65 73 36 22 
29 3b 0a 68 61 28 22 4f 62 6a 65 63 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 22 2c 66 75 6e 63 74 69 6f 6e 28 61 
29 7b 72 65 74 75 72 6e 20 61 7c 7c 5f 2e 72 61 7d 2c 22 65 73 36 22 29 3b 0a 68 61 28 22 53 65 74 22 2c 66 75 6e 63 
74 69 6f 6e 28 61 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 63 29 7b 74 
Data Ascii: 8000b&1&&(d+=c),b>>>=1)c+=c;return d}},"es6");ha("Array.prototype.keys",function(a){return a?a:function(){re
turn Ga(this,function(b){return b})}},"es6");ha("Object.setPrototypeOf",function(a){return a||_.ra},"es6");ha("Set",function(a)
{function b(c){t

2022-05-23 16:52:46 UTC 511 IN Data Raw: 5b 5f 2e 75 28 5f 2e 78 2e 53 79 6d 62 6f 6c 2c 22 69 74 65 72 61 74 6f 72 22 29 5d 3d 5f 2e 75 28 62 2e 70 
72 6f 74 6f 74 79 70 65 2c 22 76 61 6c 75 65 73 22 29 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 3d 66 
75 6e 63 74 69 6f 6e 28 63 2c 64 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74 68 69 73 2e 68 2e 66 6f 72 45 61 63 68 28 
66 75 6e 63 74 69 6f 6e 28 66 29 7b 72 65 74 75 72 6e 20 63 2e 63 61 6c 6c 28 64 2c 66 2c 66 2c 65 29 7d 29 7d 3b 72 
65 74 75 72 6e 20 62 7d 2c 22 65 73 36 22 29 3b 68 61 28 22 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 74 7
2 69 65 73 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 47 61 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 
Data Ascii: [_.u(_.x.Symbol,"iterator")]=_.u(b.prototype,"values");b.prototype.forEach=function(c,d){var e=this;this.h.f
orEach(function(f){return c.call(d,f,f,e)})};return b},"es6");ha("Array.prototype.entries",function(a){return a?a:function(){retur
n Ga(this,functio

2022-05-23 16:52:46 UTC 513 IN Data Raw: 63 3d 4d 61 74 68 2e 6d 61 78 28 63 2b 65 2c 30 29 29 3b 63 3c 65 3b 63 2b 2b 29 7b 76 61 72 20 66 3d 64 
5b 63 5d 3b 69 66 28 66 3d 3d 3d 62 7c 7c 5f 2e 75 28 4f 62 6a 65 63 74 2c 22 69 73 22 29 2e 63 61 6c 6c 28 4f 62 6a 65 
63 74 2c 66 2c 62 29 29 72 65 74 75 72 6e 21 30 7d 72 65 74 75 72 6e 21 31 7d 7d 2c 22 65 73 37 22 29 3b 68 61 28 22 
53 74 72 69 6e 67 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 63 6c 75 64 65 73 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 7
2 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 72 65 74 75 72 6e 2d 31 21 3d 3d 45 61 28 74 
68 69 73 2c 62 2c 22 69 6e 63 6c 75 64 65 73 22 29 2e 69 6e 64 65 78 4f 66 28 62 2c 63 7c 7c 30 29 7d 7d 2c 22 65 73 
36 22 29 3b 68 61 28 22 4f 62 6a 65 63 74 2e 76 61 6c 75 65 73 22 2c 
Data Ascii: c=Math.max(c+e,0));c<e;c++){var f=d[c];if(f===b||_.u(Object,"is").call(Object,f,b))return!0}return!1}},"es7"
);ha("String.prototype.includes",function(a){return a?a:function(b,c){return-1!==Ea(this,b,"includes").indexOf(b,c||0)}}
,"es6");ha("Object.values",

2022-05-23 16:52:46 UTC 514 IN Data Raw: 72 67 75 6d 65 6e 74 73 5b 30 5d 29 3a 30 3b 76 61 72 20 63 2c 64 2c 65 3b 66 6f 72 28 63 3d 65 3d 30 3b 63 
3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 65 3d 4d 61 74 68 2e 6d 61 78 28 65 2c 4d 61 74 68 
2e 61 62 73 28 61 72 67 75 6d 65 6e 74 73 5b 63 5d 29 29 3b 69 66 28 31 45 31 30 30 3c 65 7c 7c 31 45 2d 31 30 30 3e 
65 29 7b 69 66 28 21 65 29 72 65 74 75 72 6e 20 65 3b 66 6f 72 28 63 3d 64 3d 30 3b 63 3c 61 72 67 75 6d 65 6e 74 73 
2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 7b 76 61 72 20 66 3d 4e 75 6d 62 65 72 28 61 72 67 75 6d 65 6e 74 73 5b 63 5d 29 
2f 65 3b 64 2b 3d 66 2a 66 7d 72 65 74 75 72 6e 20 4d 61 74 68 2e 73 71 72 74 28 64 29 2a 65 7d 66 6f 72 28 63 3d 64 
3d 30 3b 63 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 63 2b 
Data Ascii: rguments[0]):0;var c,d,e;for(c=e=0;c<arguments.length;c++)e=Math.max(e,Math.abs(arguments[c]));if(
1E100<e||1E-100>e){if(!e)return e;for(c=d=0;c<arguments.length;c++){var f=Number(arguments[c])/e;d+=f*f}return 
Math.sqrt(d)*e}for(c=d=0;c<arguments.length;c+

2022-05-23 16:52:46 UTC 515 IN Data Raw: 66 69 6c 6c 22 2c 48 61 2c 22 65 73 36 22 29 3b 68 61 28 22 46 6c 6f 61 74 36 34 41 72 72 61 79 2e 70 72 6f 
74 6f 74 79 70 65 2e 66 69 6c 6c 22 2c 48 61 2c 22 65 73 36 22 29 3b 68 61 28 22 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 
70 65 2e 66 6c 61 74 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 
28 62 29 7b 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 31 3a 62 3b 66 6f 72 28 76 61 72 20 63 3d 5b 5d 2c 64 3d 30 3b 64 3c 
74 68 69 73 2e 6c 65 6e 67 74 68 3b 64 2b 2b 29 7b 76 61 72 20 65 3d 74 68 69 73 5b 64 5d 3b 41 72 72 61 79 2e 69 73 
41 72 72 61 79 28 65 29 26 26 30 3c 62 3f 28 65 3d 5f 2e 75 28 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2c 22 66 6c 
61 74 22 29 2e 63 61 6c 6c 28 65 2c 62 2d 31 29 2c 63 2e 70 
Data Ascii: fill",Ha,"es6");ha("Float64Array.prototype.fill",Ha,"es6");ha("Array.prototype.flat",function(a){return a?a:
function(b){b=void 0===b?1:b;for(var c=[],d=0;d<this.length;d++){var e=this[d];Array.isArray(e)&&0<b?(e=_.u(Array.protot
ype,"flat").call(e,b-1),c.p

2022-05-23 16:52:46 UTC 517 IN Data Raw: 30 30 2d 5c 75 66 65 36 66 5c 75 66 65 66 64 2d 5c 75 66 66 66 66 5d 22 29 3b 5f 2e 52 65 61 3d 52 65 67 45 
78 70 28 22 5e 5b 5e 41 2d 5a 61 2d 7a 5c 75 30 30 63 30 2d 5c 75 30 30 64 36 5c 75 30 30 64 38 2d 5c 75 30 30 66 36 
5c 75 30 30 66 38 2d 5c 75 30 32 62 38 5c 75 30 33 30 30 2d 5c 75 30 35 39 30 5c 75 30 39 30 30 2d 5c 75 31 66 66 66 
5c 75 32 30 30 65 5c 75 32 63 30 30 2d 5c 75 64 38 30 31 5c 75 64 38 30 34 2d 5c 75 64 38 33 39 5c 75 64 38 33 63 2d 
5c 75 64 62 66 66 5c 75 66 39 30 30 2d 5c 75 66 62 31 63 5c 75 66 65 30 30 2d 5c 75 66 65 36 66 5c 75 66 65 66 64 2d 
5c 75 66 66 66 66 5d 2a 5b 5c 75 30 35 39 31 2d 5c 75 30 36 65 66 5c 75 30 36 66 61 2d 5c 75 30 38 66 66 5c 75 32 30 
30 66 5c 75 64 38 30 32 2d 5c 75 64 38 30 33 5c 75 64 38 33 61 2d 5c 75 
Data Ascii: 00-\ufe6f\ufefd-\uffff]");_.Rea=RegExp("^[^A-Za-z\u00c0-\u00d6\u00d8-\u00f6\u00f8-\u02b8\u0300-\u0
590\u0900-\u1fff\u200e\u2c00-\ud801\ud804-\ud839\ud83c-\udbff\uf900-\ufb1c\ufe00-\ufe6f\ufefd-\uffff]*[\u0591-
\u06ef\u06fa-\u08ff\u200f\ud802-\ud803\ud83a-\u
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2022-05-23 16:52:46 UTC 518 IN Data Raw: 70 6e 67 7c 74 69 66 66 7c 77 65 62 70 7c 78 2d 69 63 6f 6e 29 7c 76 69 64 65 6f 2f 28 3f 3a 6d 70 65 67 7c 
6d 70 34 7c 6f 67 67 7c 77 65 62 6d 7c 71 75 69 63 6b 74 69 6d 65 7c 78 2d 6d 61 74 72 6f 73 6b 61 29 29 28 3f 3a 3b 5c 
5c 77 2b 3d 28 3f 3a 5c 5c 77 2b 7c 22 5b 5c 5c 77 3b 2c 3d 20 5d 2b 22 29 29 2a 24 27 2c 22 69 22 29 3b 75 61 61 3d 
7b 7d 3b 5f 2e 4e 6a 3d 5f 2e 4f 62 28 22 61 62 6f 75 74 3a 69 6e 76 61 6c 69 64 23 7a 43 6c 6f 73 75 72 65 7a 22 29 3b 
5f 2e 50 62 3d 7b 7d 3b 5f 2e 53 62 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 64 3d 5f 2e 61 61 28 32 29 3b 5f 2e 53 62 2e 70 
72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 
2e 68 2e 74 6f 53 74 72 69 6e 67 28 29 7d 3b 5f 2e 56 65 61 
Data Ascii: png|tiff|webp|x-icon)|video/(?:mpeg|mp4|ogg|webm|quicktime|x-matroska))(?:;\\w+=(?:\\w+|"[\\w;,= ]+"))*$',"i
");uaa={};_.Nj=_.Ob("about:invalid#zClosurez");_.Pb={};_.Sb.prototype.nd=_.aa(2);_.Sb.prototype.toString=function(){retu
rn this.h.toString()};_.Vea

2022-05-23 16:52:46 UTC 519 IN Data Raw: 65 6e 73 65 2d 49 64 65 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 5f 2e 42 28 5f 
2e 43 63 2c 77 61 61 29 3b 5f 2e 43 63 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 2e 74 6f 53 74 72 69 6e 67 28 29 7d 3b 76 61 72 20 59 61 61 3b 59 
61 61 3d 5b 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 
2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 2c 31 34 2c 31 33 2c 2c 30 2c 31 32 
2c 31 2c 34 2c 35 2c 36 2c 39 2c 39 2c 2c 31 37 2c 38 2c 31 31 2c 31 31 2c 33 2c 35 2c 31 35 2c 2c 37 2c 31 30 2c 31 30 
2c 32 2c 33 2c 31 35 5d 3b 5f 2e 72 68 3d 22 64 66 78 79 67 
Data Ascii: ense-Identifier: Apache-2.0*/_.B(_.Cc,waa);_.Cc.prototype.toString=function(){return this.h.toString()};var 
Yaa;Yaa=[,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,14,13,,0,12,1,4,5,6,9,9,,17,8,11,11,3,5,15,,7,10,10,2,3,15];_.rh="dfxyg

2022-05-23 16:52:46 UTC 520 IN Data Raw: 2e 65 78 65 63 28 61 29 3b 69 66 28 65 66 61 29 72 65 74 75 72 6e 2f 45 64 67 65 5c 2f 28 5b 5c 64 5c 2e 5d 
2b 29 2f 2e 65 78 65 63 28 61 29 3b 69 66 28 5f 2e 44 6a 29 72 65 74 75 72 6e 2f 5c 62 28 3f 3a 4d 53 49 45 7c 72 76 29 
5b 3a 20 5d 28 5b 5e 5c 29 3b 5d 2b 29 28 5c 29 7c 3b 29 2f 2e 65 78 65 63 28 61 29 3b 69 66 28 5f 2e 7a 68 29 72 65 
74 75 72 6e 2f 57 65 62 4b 69 74 5c 2f 28 5c 53 2b 29 2f 2e 65 78 65 63 28 61 29 3b 69 66 28 5f 2e 64 66 61 29 72 65 74 
75 72 6e 2f 28 3f 3a 56 65 72 73 69 6f 6e 29 5b 20 5c 2f 5d 3f 28 5c 53 2b 29 2f 2e 65 78 65 63 28 61 29 7d 28 29 3b 56 
6a 26 26 28 55 6a 3d 56 6a 3f 56 6a 5b 31 5d 3a 22 22 29 3b 69 66 28 5f 2e 44 6a 29 7b 76 61 72 20 57 6a 3d 4b 61 61 
28 29 3b 69 66 28 6e 75 6c 6c 21 3d 57 6a 26 26 57 6a 3e 70 61 
Data Ascii: .exec(a);if(efa)return/Edge\/([\d\.]+)/.exec(a);if(_.Dj)return/\b(?:MSIE|rv)[: ]([^\);]+)(\)|;)/.exec(a);if(_.zh)retur
n/WebKit\/(\S+)/.exec(a);if(_.dfa)return/(?:Version)[ \/]?(\S+)/.exec(a)}();Vj&&(Uj=Vj?Vj[1]:"");if(_.Dj){var Wj=Kaa();i
f(null!=Wj&&Wj>pa

2022-05-23 16:52:46 UTC 522 IN Data Raw: 5f 2e 6e 2e 63 6c 6f 6e 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 74 68 69 73 
2e 63 6f 6e 73 74 72 75 63 74 6f 72 28 74 68 69 73 2e 47 28 29 29 7d 3b 5f 2e 43 28 61 62 61 2c 5f 2e 44 29 3b 5f 2e 43 
28 62 62 61 2c 5f 2e 44 29 3b 5f 2e 43 28 63 62 61 2c 5f 2e 44 29 3b 5f 2e 43 28 5f 2e 57 64 2c 5f 2e 44 29 3b 5f 2e 57 
64 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 53 74 61 74 75 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
20 5f 2e 4c 64 28 74 68 69 73 2c 30 29 7d 3b 76 61 72 20 46 69 3b 5f 2e 43 28 64 62 61 2c 5f 2e 44 29 3b 5f 2e 70 69 3d 
7b 7d 3b 5f 2e 62 65 61 3d 7b 52 4f 41 44 4d 41 50 3a 22 72 6f 61 64 6d 61 70 22 2c 53 41 54 45 4c 4c 49 54 45 3a 22 73 
61 74 65 6c 6c 69 74 65 22 2c 48 59 42 52 49 44 3a 22 68 79 
Data Ascii: _.n.clone=function(){return new this.constructor(this.G())};_.C(aba,_.D);_.C(bba,_.D);_.C(cba,_.D);_.C(_.Wd,
_.D);_.Wd.prototype.getStatus=function(){return _.Ld(this,0)};var Fi;_.C(dba,_.D);_.pi={};_.bea={ROADMAP:"road
map",SATELLITE:"satellite",HYBRID:"hy

2022-05-23 16:52:46 UTC 523 IN Data Raw: 4c 41 52 47 45 3a 32 2c 61 75 3a 33 7d 3b 76 61 72 20 67 62 61 3d 5f 2e 74 65 28 7b 6c 61 74 3a 5f 2e 44 66 
2c 6c 6e 67 3a 5f 2e 44 66 7d 2c 21 30 29 2c 69 62 61 3d 5f 2e 74 65 28 7b 6c 61 74 3a 5f 2e 68 67 2c 6c 6e 67 3a 5f 2e 
68 67 7d 2c 21 30 29 3b 5f 2e 46 65 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 72 65 74 75 72 6e 22 28 22 2b 74 68 69 73 2e 6c 61 74 28 29 2b 22 2c 20 22 2b 74 68 69 73 2e 6c 6e 67 28 29 
2b 22 29 22 7d 3b 5f 2e 46 65 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3d 5f 2e 46 65 2e 70 72 6f 74 6f 
74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3b 5f 2e 46 65 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 4a 53 4f 4e 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 7b 6c 61 74 3a 74 68 
Data Ascii: LARGE:2,au:3};var gba=_.te({lat:_.Df,lng:_.Df},!0),iba=_.te({lat:_.hg,lng:_.hg},!0);_.Fe.prototype.toString=
function(){return"("+this.lat()+", "+this.lng()+")"};_.Fe.prototype.toString=_.Fe.prototype.toString;_.Fe.prototype.toJS
ON=function(){return{lat:th

2022-05-23 16:52:46 UTC 524 IN Data Raw: 74 68 69 73 2c 61 29 7d 3b 59 65 2e 67 65 74 49 6e 73 74 61 6e 63 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 5f 2e 58 65 28 59 65 29 7d 3b 5f 2e 46 3d 7b 61 64 64 4c 69 73 74 65 6e 65 72 3a 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 68 66 28 61 2c 62 2c 63 2c 30 29 7d 7d 3b 5f 2e 52 6
1 28 22 6d 6f 64 75 6c 65 24 65 78 70 6f 72 74 73 24 6d 61 70 73 61 70 69 24 75 74 69 6c 24 65 76 65 6e 74 2e 4d 61 70 
73 45 76 65 6e 74 2e 61 64 64 4c 69 73 74 65 6e 65 72 22 2c 5f 2e 46 2e 61 64 64 4c 69 73 74 65 6e 65 72 29 3b 5f 2e 
46 2e 73 75 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 75 72 6e 20 5f 2e 46 2e 4a 70 28 61 2c 22 22 
2b 62 2b 22 5f 61 64 64 65 64 22 2c 63 29 7d 3b 5f 2e 46 2e 74 75 3d 66 
Data Ascii: this,a)};Ye.getInstance=function(){return _.Xe(Ye)};_.F={addListener:function(a,b,c){return new hf(a,b,c,0)}
};_.Ra("module$exports$mapsapi$util$event.MapsEvent.addListener",_.F.addListener);_.F.su=function(a,b,c){return 
_.F.Jp(a,""+b+"_added",c)};_.F.tu=f

2022-05-23 16:52:46 UTC 525 IN Data Raw: 29 7d 3b 5f 2e 46 2e 74 72 69 67 67 65 72 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5f 
2e 44 61 2e 61 70 70 6c 79 28 32 2c 61 72 67 75 6d 65 6e 74 73 29 3b 69 66 28 5f 2e 46 2e 68 61 73 4c 69 73 74 65 6e 
65 72 73 28 61 2c 62 29 29 66 6f 72 28 76 61 72 20 64 3d 67 66 28 61 2c 62 29 2c 65 3d 5f 2e 7a 28 5f 2e 75 28 4f 62 6a 
65 63 74 2c 22 6b 65 79 73 22 29 2e 63 61 6c 6c 28 4f 62 6a 65 63 74 2c 64 29 29 2c 66 3d 65 2e 6e 65 78 74 28 29 3b 
21 66 2e 64 6f 6e 65 3b 66 3d 65 2e 6e 65 78 74 28 29 29 28 66 3d 64 5b 66 2e 76 61 6c 75 65 5d 29 26 26 66 2e 76 77 
28 63 29 7d 3b 0a 5f 2e 52 61 28 22 6d 6f 64 75 6c 65 24 65 78 70 6f 72 74 73 24 6d 61 70 73 61 70 69 24 75 74 69 6c 24 
65 76 65 6e 74 2e 4d 61 70 73 45 76 65 6e 74 2e 74 72 69 67 67 65 
Data Ascii: )};_.F.trigger=function(a,b){var c=_.Da.apply(2,arguments);if(_.F.hasListeners(a,b))for(var d=gf(a,b),e=_.z(
_.u(Object,"keys").call(Object,d)),f=e.next();!f.done;f=e.next())(f=d[f.value])&&f.vw(c)};_.Ra("module$exports$mapsapi$u
til$event.MapsEvent.trigge

2022-05-23 16:52:46 UTC 527 IN Data Raw: 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 2c 64 29 3b 72 65 74 75 72 6e 20 65 7d 3b 5f 2e 46 2e 59 62 3d 66 75 
6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 2c 65 29 7b 72 65 74 75 72 6e 20 5f 2e 46 2e 59 61 28 61 2c 62 2c 78 62 61 
28 63 2c 64 29 2c 65 29 7d 3b 5f 2e 46 2e 62 69 6e 64 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 72 65 
74 75 72 6e 20 5f 2e 46 2e 61 64 64 4c 69 73 74 65 6e 65 72 28 61 2c 62 2c 28 30 2c 5f 2e 4d 61 29 28 64 2c 63 29 29 7d 
3b 5f 2e 46 2e 61 64 64 4c 69 73 74 65 6e 65 72 4f 6e 63 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 
20 64 3d 5f 2e 46 2e 61 64 64 4c 69 73 74 65 6e 65 72 28 61 2c 62 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 64 2e 72 65 6d 6f 
76 65 28 29 3b 72 65 74 75 72 6e 20 63 2e 61 70 70 6c 79 28 74 
Data Ascii: s,arguments)},d);return e};_.F.Yb=function(a,b,c,d,e){return _.F.Ya(a,b,xba(c,d),e)};_.F.bind=function(a,b,c,d)
{return _.F.addListener(a,b,(0,_.Ma)(d,c))};_.F.addListenerOnce=function(a,b,c){var d=_.F.addListener(a,b,function(){
d.remove();return c.apply(t
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2022-05-23 16:52:46 UTC 528 IN Data Raw: 3b 5f 2e 6a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 47 65 6f 6d 65 74 72 79 3d 5f 2e 6a 66 2e 70 72 6f 74 
6f 74 79 70 65 2e 73 65 74 47 65 6f 6d 65 74 72 79 3b 5f 2e 6a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 50 72 6f 70 
65 72 74 79 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 65 28 74 68 69 73 2e 6a 2c 61 29 7d 3b 0a 
5f 2e 6a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 50 72 6f 70 65 72 74 79 3d 5f 2e 6a 66 2e 70 72 6f 74 6f 74 79 70 
65 2e 67 65 74 50 72 6f 70 65 72 74 79 3b 5f 2e 6a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 50 72 6f 70 65 72 74 79 
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 62 29 74 68 69 73 2e 72 65 6d 6f 76 
65 50 72 6f 70 65 72 74 79 28 61 29 3b 65 6c 73 65 7b 76 61 
Data Ascii: ;_.jf.prototype.setGeometry=_.jf.prototype.setGeometry;_.jf.prototype.getProperty=function(a){return ne(this
.j,a)};_.jf.prototype.getProperty=_.jf.prototype.getProperty;_.jf.prototype.setProperty=function(a,b){if(void 0===b)this
.removeProperty(a);else{va

2022-05-23 16:52:46 UTC 529 IN Data Raw: 66 28 64 29 69 66 28 61 3d 64 2e 64 67 2c 64 3d 64 2e 4b 6a 2c 63 3d 22 73 65 74 22 2b 5f 2e 6e 66 28 61 
29 2c 64 5b 63 5d 29 64 5b 63 5d 28 62 29 3b 65 6c 73 65 20 64 2e 73 65 74 28 61 2c 62 29 3b 65 6c 73 65 20 74 68 69 
73 5b 61 5d 3d 62 2c 63 5b 61 5d 3d 6e 75 6c 6c 2c 6d 66 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 47 2e 70 72 6f 74 6f 74 79 
70 65 2e 73 65 74 3d 5f 2e 47 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3b 5f 2e 47 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 
6f 74 69 66 79 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 6f 66 28 74 68 69 73 29 3b 61 2b 3d 22 22 3b 2
8 62 3d 6e 65 28 62 2c 61 29 29 3f 62 2e 4b 6a 2e 6e 6f 74 69 66 79 28 62 2e 64 67 29 3a 6d 66 28 74 68 69 73 2c 61 29 
7d 3b 0a 5f 2e 47 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 6f 74 69 66 
Data Ascii: f(d)if(a=d.dg,d=d.Kj,c="set"+_.nf(a),d[c])d[c](b);else d.set(a,b);else this[a]=b,c[a]=null,mf(this,a)};_.G.p
rototype.set=_.G.prototype.set;_.G.prototype.notify=function(a){var b=of(this);a+="";(b=ne(b,a))?b.Kj.notify(b.dg):mf(th
is,a)};_.G.prototype.notif

2022-05-23 16:52:46 UTC 531 IN Data Raw: 74 75 72 6e 20 74 68 69 73 2e 68 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 5f 2e 6b 66 28 61 29 29 7d 
3b 5f 2e 6e 2e 67 65 74 46 65 61 74 75 72 65 42 79 49 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 
6e 65 28 74 68 69 73 2e 6a 2c 61 29 7d 3b 0a 5f 2e 6e 2e 61 64 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 7c 
7c 7b 7d 3b 61 3d 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 6a 66 3f 61 3a 6e 65 77 20 5f 2e 6a 66 28 61 29 3b 69 66 
28 21 74 68 69 73 2e 63 6f 6e 74 61 69 6e 73 28 61 29 29 7b 76 61 72 20 62 3d 61 2e 67 65 74 49 64 28 29 3b 69 66 28 
62 7c 7c 30 3d 3d 3d 62 29 7b 76 61 72 20 63 3d 74 68 69 73 2e 67 65 74 46 65 61 74 75 72 65 42 79 49 64 28 62 29 3b 
63 26 26 74 68 69 73 2e 72 65 6d 6f 76 65 28 63 29 7d 63 3d 5f 2e 6b 
Data Ascii: turn this.h.hasOwnProperty(_.kf(a))};_.n.getFeatureById=function(a){return ne(this.j,a)};_.n.add=function(a)
{a=a||{};a=a instanceof _.jf?a:new _.jf(a);if(!this.contains(a)){var b=a.getId();if(b||0===b){var c=this.getFeatureById(
b);c&&this.remove(c)}c=_.k

2022-05-23 16:52:46 UTC 532 IN Data Raw: 28 5f 2e 6b 66 28 61 29 29 3a 74 68 69 73 2e 68 2e 66 6f 72 45 61 63 68 28 28 30 2c 5f 2e 4d 61 29 28 74 68 
69 73 2e 68 2e 72 65 73 65 74 2c 74 68 69 73 2e 68 29 29 7d 3b 5f 2e 43 28 5f 2e 76 66 2c 45 65 29 3b 5f 2e 76 66 2e 70 
72 6f 74 6f 74 79 70 65 2e 67 65 74 54 79 70 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 47 65 6f 6d 65 
74 72 79 43 6f 6c 6c 65 63 74 69 6f 6e 22 7d 3b 5f 2e 76 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 54 79 70 65 3d 5f 
2e 76 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 54 79 70 65 3b 5f 2e 76 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 
4c 65 6e 67 74 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 2e 6c 65 6e 67 74 68 7d 
3b 5f 2e 76 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 4c 
Data Ascii: (_.kf(a)):this.h.forEach((0,_.Ma)(this.h.reset,this.h))};_.C(_.vf,Ee);_.vf.prototype.getType=function(){retu
rn"GeometryCollection"};_.vf.prototype.getType=_.vf.prototype.getType;_.vf.prototype.getLength=function(){return this.h.
length};_.vf.prototype.getL

2022-05-23 16:52:46 UTC 533 IN Data Raw: 72 6f 74 6f 74 79 70 65 2e 67 65 74 54 79 70 65 3d 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 54 
79 70 65 3b 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 4c 65 6e 67 74 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 74 68 69 73 2e 68 2e 6c 65 6e 67 74 68 7d 3b 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 
74 4c 65 6e 67 74 68 3d 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 4c 65 6e 67 74 68 3b 5f 2e 79 66 2e 70 72 
6f 74 6f 74 79 70 65 2e 67 65 74 41 74 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 
5b 61 5d 7d 3b 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 74 3d 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 
2e 67 65 74 41 74 3b 5f 2e 79 66 2e 70 72 6f 74 6f 74 79 70 65 
Data Ascii: rototype.getType=_.yf.prototype.getType;_.yf.prototype.getLength=function(){return this.h.length};_.yf.proto
type.getLength=_.yf.prototype.getLength;_.yf.prototype.getAt=function(a){return this.h[a]};_.yf.prototype.getAt=_.yf.pro
totype.getAt;_.yf.prototype

2022-05-23 16:52:46 UTC 534 IN Data Raw: 74 79 70 65 2e 67 65 74 4c 65 6e 67 74 68 3b 5f 2e 41 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 74 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 5b 61 5d 7d 3b 5f 2e 41 66 2e 70 72 6f 74 6f 
74 79 70 65 2e 67 65 74 41 74 3d 5f 2e 41 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 74 3b 5f 2e 41 66 2e 70 72 6f 
74 6f 74 79 70 65 2e 67 65 74 41 72 72 61 79 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 
68 2e 73 6c 69 63 65 28 29 7d 3b 5f 2e 41 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 72 72 61 79 3d 5f 2e 41 66 2e 
70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 72 72 61 79 3b 5f 2e 41 66 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 
68 4c 61 74 4c 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 
Data Ascii: type.getLength;_.Af.prototype.getAt=function(a){return this.h[a]};_.Af.prototype.getAt=_.Af.prototype.getAt;
_.Af.prototype.getArray=function(){return this.h.slice()};_.Af.prototype.getArray=_.Af.prototype.getArray;_.Af.prototype
.forEachLatLng=function(a){

2022-05-23 16:52:46 UTC 536 IN Data Raw: 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 2e 73 6c 69 63 65 28 29 7d 3b 5f 2e 43 66 2e 70 72 6f 74 6f 74 79 
70 65 2e 67 65 74 41 72 72 61 79 3d 5f 2e 43 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 72 72 61 79 3b 5f 2e 43 66 
2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 4c 61 74 4c 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 
73 2e 68 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 62 2e 66 6f 72 45 61 63 68 4c 61 74 4c 6e 67 28 
61 29 7d 29 7d 3b 0a 5f 2e 43 66 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 4c 61 74 4c 6e 67 3d 5f 2e 43 66 
2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 4c 61 74 4c 6e 67 3b 5f 2e 6e 3d 45 66 2e 70 72 6f 74 6f 74 79 70 
65 3b 5f 2e 6e 2e 4a 66 3d 66 75 6e 63 74 69 6f 6e 28 29 
Data Ascii: {return this.h.slice()};_.Cf.prototype.getArray=_.Cf.prototype.getArray;_.Cf.prototype.forEachLatLng=function(a)
{this.h.forEach(function(b){b.forEachLatLng(a)})};_.Cf.prototype.forEachLatLng=_.Cf.prototype.forEachLatLng;_.n=Ef.p
rototype;_.n.Jf=function()

2022-05-23 16:52:46 UTC 537 IN Data Raw: 26 28 74 68 69 73 2e 6a 3d 61 29 7d 3b 5f 2e 6e 2e 65 71 75 61 6c 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 
72 65 74 75 72 6e 20 74 68 69 73 2e 69 73 45 6d 70 74 79 28 29 3f 61 2e 69 73 45 6d 70 74 79 28 29 3a 31 45 2d 39 3e 
3d 4d 61 74 68 2e 61 62 73 28 61 2e 68 2d 74 68 69 73 2e 68 29 2b 4d 61 74 68 2e 61 62 73 28 74 68 69 73 2e 6a 2d 61 
2e 6a 29 7d 3b 5f 2e 6e 2e 73 70 61 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 69 73 4
5 6d 70 74 79 28 29 3f 30 3a 74 68 69 73 2e 6a 2d 74 68 69 73 2e 68 7d 3b 5f 2e 6e 2e 63 65 6e 74 65 72 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 28 74 68 69 73 2e 6a 2b 74 68 69 73 2e 68 29 2f 32 7d 3b 5f 2e 4a 66 2e 70 72 6f 
74 6f 74 79 70 65 2e 67 65 74 43 65 6e 74 65 72 3d 66 75 6e 63 74 
Data Ascii: &(this.j=a)};_.n.equals=function(a){return this.isEmpty()?a.isEmpty():1E-9>=Math.abs(a.h-this.h)+Math.abs(th
is.j-a.j)};_.n.span=function(){return this.isEmpty()?0:this.j-this.h};_.n.center=function(){return(this.j+this.h)/2};_.Jf.prototyp
e.getCenter=funct
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2022-05-23 16:52:46 UTC 538 IN Data Raw: 4a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 74 65 72 73 65 63 74 73 3d 5f 2e 4a 66 2e 70 72 6f 74 6f 74 79 
70 65 2e 69 6e 74 65 72 73 65 63 74 73 3b 5f 2e 4a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 74 67 3d 5f 2e 61 61 28 38 29 3b 
5f 2e 4a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 65 78 74 65 6e 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 5f 2e 4b 65 
28 61 29 3b 74 68 69 73 2e 79 62 2e 65 78 74 65 6e 64 28 61 2e 6c 61 74 28 29 29 3b 74 68 69 73 2e 54 61 2e 65 78 74 
65 6e 64 28 61 2e 6c 6e 67 28 29 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 5f 2e 4a 66 2e 70 72 6f 74 6f 74 79 70 
65 2e 65 78 74 65 6e 64 3d 5f 2e 4a 66 2e 70 72 6f 74 6f 74 79 70 65 2e 65 78 74 65 6e 64 3b 0a 5f 2e 4a 66 2e 70 72 6f 
74 6f 74 79 70 65 2e 75 6e 69 6f 6e 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: Jf.prototype.intersects=_.Jf.prototype.intersects;_.Jf.prototype.tg=_.aa(8);_.Jf.prototype.extend=function(a)
{a=_.Ke(a);this.yb.extend(a.lat());this.Ta.extend(a.lng());return this};_.Jf.prototype.extend=_.Jf.prototype.extend;_.J
f.prototype.union=function

2022-05-23 16:52:46 UTC 540 IN Data Raw: 74 68 3a 5f 2e 44 66 2c 77 65 73 74 3a 5f 2e 44 66 2c 6e 6f 72 74 68 3a 5f 2e 44 66 2c 65 61 73 74 3a 5f 2e 
44 66 7d 2c 21 31 29 3b 5f 2e 67 6b 3d 5f 2e 42 65 28 5f 2e 75 65 28 5f 2e 70 66 2c 22 4d 61 70 22 29 29 3b 5f 2e 43 28 
52 66 2c 5f 2e 47 29 3b 52 66 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 74 61 69 6e 73 3d 66 75 6e 63 74 69 6f 6e 28 61 
29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 2e 63 6f 6e 74 61 69 6e 73 28 61 29 7d 3b 52 66 2e 70 72 6f 74 6f 74 79 
70 65 2e 63 6f 6e 74 61 69 6e 73 3d 52 66 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 74 61 69 6e 73 3b 52 66 2e 70 72 6f 
74 6f 74 79 70 65 2e 67 65 74 46 65 61 74 75 72 65 42 79 49 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 
6e 20 74 68 69 73 2e 68 2e 67 65 74 46 65 61 74 75 72 65 42 79 
Data Ascii: th:_.Df,west:_.Df,north:_.Df,east:_.Df},!1);_.gk=_.Be(_.ue(_.pf,"Map"));_.C(Rf,_.G);Rf.prototype.contains=fu
nction(a){return this.h.contains(a)};Rf.prototype.contains=Rf.prototype.contains;Rf.prototype.getFeatureById=function(a)
{return this.h.getFeatureBy

2022-05-23 16:52:46 UTC 541 IN Data Raw: 79 70 65 2e 64 72 61 77 69 6e 67 4d 6f 64 65 5f 63 68 61 6e 67 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 
68 69 73 2e 67 65 74 28 22 64 72 61 77 69 6e 67 4d 6f 64 65 22 29 26 26 49 62 61 28 74 68 69 73 29 7d 3b 5f 2e 50 66 
28 52 66 2e 70 72 6f 74 6f 74 79 70 65 2c 7b 6d 61 70 3a 5f 2e 67 6b 2c 73 74 79 6c 65 3a 5f 2e 66 62 2c 63 6f 6e 74 72 
6f 6c 73 3a 5f 2e 42 65 28 5f 2e 78 65 28 5f 2e 77 65 28 78 66 61 29 29 29 2c 63 6f 6e 74 72 6f 6c 50 6f 73 69 74 69 6f 6e 
3a 5f 2e 42 65 28 5f 2e 77 65 28 5f 2e 6f 69 29 29 2c 64 72 61 77 69 6e 67 4d 6f 64 65 3a 5f 2e 42 65 28 5f 2e 77 65 28 
78 66 61 29 29 7d 29 3b 5f 2e 76 6a 3d 7b 4d 45 54 52 49 43 3a 30 2c 49 4d 50 45 52 49 41 4c 3a 31 7d 3b 5f 2e 75 6a 
3d 7b 44 52 49 56 49 4e 47 3a 22 44 52 49 56 49 4e 47 22 2c 
Data Ascii: ype.drawingMode_changed=function(){this.get("drawingMode")&&Iba(this)};_.Pf(Rf.prototype,{map:_.gk
,style:_.fb,controls:_.Be(_.xe(_.we(xfa))),controlPosition:_.Be(_.we(_.oi)),drawingMode:_.Be(_.we(xfa))});_.vj={METRIC:0
,IMPERIAL:1};_.uj={DRIVING:"DRIVING",

2022-05-23 16:52:46 UTC 542 IN Data Raw: 44 3a 22 4e 4f 54 5f 46 4f 55 4e 44 22 2c 5a 45 52 4f 5f 52 45 53 55 4c 54 53 3a 22 5a 45 52 4f 5f 52 45 53 55 
4c 54 53 22 7d 3b 76 61 72 20 57 64 61 3d 7b 4f 4b 3a 22 4f 4b 22 2c 49 4e 56 41 4c 49 44 5f 52 45 51 55 45 53 54 3a 22 
49 4e 56 41 4c 49 44 5f 52 45 51 55 45 53 54 22 2c 4f 56 45 52 5f 51 55 45 52 59 5f 4c 49 4d 49 54 3a 22 4f 56 45 52 5f 
51 55 45 52 59 5f 4c 49 4d 49 54 22 2c 52 45 51 55 45 53 54 5f 44 45 4e 49 45 44 3a 22 52 45 51 55 45 53 54 5f 44 45 
4e 49 45 44 22 2c 55 4e 4b 4e 4f 57 4e 5f 45 52 52 4f 0d 0a 
Data Ascii: D:"NOT_FOUND",ZERO_RESULTS:"ZERO_RESULTS"};var Wda={OK:"OK",INVALID_REQUEST:"I
NVALID_REQUEST",OVER_QUERY_LIMIT:"OVER_QUERY_LIMIT",REQUEST_DENIED:"REQUEST_DENI
ED",UNKNOWN_ERRO

2022-05-23 16:52:46 UTC 542 IN Data Raw: 36 36 39 65 0d 0a 52 3a 22 55 4e 4b 4e 4f 57 4e 5f 45 52 52 4f 52 22 2c 4d 41 58 5f 45 4c 45 4d 45 4e 54 53 
5f 45 58 43 45 45 44 45 44 3a 22 4d 41 58 5f 45 4c 45 4d 45 4e 54 53 5f 45 58 43 45 45 44 45 44 22 2c 4d 41 58 5f 44 49 
4d 45 4e 53 49 4f 4e 53 5f 45 58 43 45 45 44 45 44 3a 22 4d 41 58 5f 44 49 4d 45 4e 53 49 4f 4e 53 5f 45 58 43 45 45 44 
45 44 22 7d 3b 57 66 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 44 69 73 74 61 6e 63 65 4d 61 74 72 69 78 3d 66 75 6e 
63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5f 2e 24 65 28 22 64 69 73 74 61 6e 63 65 5f 6d 61 74 72 69 78 22 29 
2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 20 64 2e 67 65 74 44 69 73 74 61 6e 63 65 4d 
61 74 72 69 78 28 61 2c 62 29 7d 29 3b 62 26 26 63 2e 63 61 74 
Data Ascii: 669eR:"UNKNOWN_ERROR",MAX_ELEMENTS_EXCEEDED:"MAX_ELEMENTS_EXCEEDED",
MAX_DIMENSIONS_EXCEEDED:"MAX_DIMENSIONS_EXCEEDED"};Wf.prototype.getDistanceMatrix=function(a,b){var 
c=_.$e("distance_matrix").then(function(d){return d.getDistanceMatrix(a,b)});b&&c.cat

2022-05-23 16:52:46 UTC 543 IN Data Raw: 4f 52 3a 22 45 52 52 4f 52 22 7d 3b 76 61 72 20 61 67 3b 66 67 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 6f 63 6f 
64 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5f 2e 24 65 28 22 67 65 6f 63 6f 64 65 72 22 29 2e 
74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 20 64 2e 67 65 6f 63 6f 64 65 28 61 2c 62 2c 76 6f 
69 64 20 30 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 29 3b 62 26 26 63 2e 63 61 74 63 68 28 66 75 6e 63 74 69 6f 
6e 28 29 7b 7d 29 3b 72 65 74 75 72 6e 20 63 7d 3b 66 67 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 6f 63 6f 64 65 3d 66 67 
2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 6f 63 6f 64 65 3b 5f 2e 69 67 2e 70 72 6f 74 6f 74 79 70 65 2e 65 71 75 61 6c 73 
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 
Data Ascii: OR:"ERROR"};var ag;fg.prototype.geocode=function(a,b){var c=_.$e("geocoder").then(function(d){return 
d.geocode(a,b,void 0)},function(){});b&&c.catch(function(){});return c};fg.prototype.geocode=fg.prototype.geocode;_.i
g.prototype.equals=function(a){return

2022-05-23 16:52:46 UTC 545 IN Data Raw: 70 65 2e 65 71 75 61 6c 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 2e 77 69 64 
74 68 3d 3d 74 68 69 73 2e 77 69 64 74 68 26 26 61 2e 68 65 69 67 68 74 3d 3d 74 68 69 73 2e 68 65 69 67 68 74 3a 21 
31 7d 3b 5f 2e 6b 67 2e 70 72 6f 74 6f 74 79 70 65 2e 65 71 75 61 6c 73 3d 5f 2e 6b 67 2e 70 72 6f 74 6f 74 79 70 65 2e 
65 71 75 61 6c 73 3b 5f 2e 6b 67 2e 70 72 6f 74 6f 74 79 70 65 2e 65 71 75 61 6c 73 3d 5f 2e 6b 67 2e 70 72 6f 74 6f 74 
79 70 65 2e 65 71 75 61 6c 73 3b 6d 67 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 4c 69 73 74 65 6e 65 72 3d 66 75 6e 
63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 5f 2e 46 2e 61 64 64 4c 69 73 74 65 6e 65 72 28 74 68 69 73 2c 6
1 2c 62 29 7d 3b 6d 67 2e 70 72 6f 74 6f 74 79 70 65 2e 74 72 69 
Data Ascii: pe.equals=function(a){return a?a.width==this.width&&a.height==this.height:!1};_.kg.prototype.equals=_.kg.pro
totype.equals;_.kg.prototype.equals=_.kg.prototype.equals;mg.prototype.addListener=function(a,b){return _.F.ad
dListener(this,a,b)};mg.prototype.tri

2022-05-23 16:52:46 UTC 546 IN Data Raw: 61 6c 65 3a 5f 2e 67 67 2c 73 74 72 6f 6b 65 43 6f 6c 6f 72 3a 5f 2e 63 6b 2c 73 74 72 6f 6b 65 4f 70 61 63 69 
74 79 3a 5f 2e 67 67 2c 73 74 72 6f 6b 65 57 65 69 67 68 74 3a 5f 2e 67 67 2c 75 72 6c 3a 5f 2e 79 65 28 66 75 6e 63 74 
69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 61 7d 29 7d 2c 21 30 29 7d 5d 29 29 2c 0a 6c 61 62 65 6c 
3a 5f 2e 42 65 28 5f 2e 7a 65 28 5b 5f 2e 61 6b 2c 7b 68 70 3a 43 65 28 22 74 65 78 74 22 29 2c 74 68 65 6e 3a 5f 2e 74 
65 28 7b 74 65 78 74 3a 5f 2e 61 6b 2c 66 6f 6e 74 53 69 7a 65 3a 5f 2e 63 6b 2c 66 6f 6e 74 57 65 69 67 68 74 3a 5f 2e 
63 6b 2c 66 6f 6e 74 46 61 6d 69 6c 79 3a 5f 2e 63 6b 2c 63 6c 61 73 73 4e 61 6d 65 3a 5f 2e 63 6b 7d 2c 21 30 29 7d 5d 
29 29 2c 73 68 61 64 6f 77 3a 5f 2e 66 62 2c 73 68 61 70 
Data Ascii: ale:_.gg,strokeColor:_.ck,strokeOpacity:_.gg,strokeWeight:_.gg,url:_.ye(function(a){return null==a})},!0)}])
),label:_.Be(_.ze([_.ak,{hp:Ce("text"),then:_.te({text:_.ak,fontSize:_.ck,fontWeight:_.ck,fontFamily:_.ck,className:_.ck
},!0)}])),shadow:_.fb,shap
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2022-05-23 16:52:46 UTC 547 IN Data Raw: 6e 65 72 73 2e 6c 65 6e 67 74 68 7c 7c 74 68 69 73 2e 69 68 28 29 29 7d 3b 76 61 72 20 58 62 61 3d 6e 75 
6c 6c 3b 5f 2e 6e 3d 5f 2e 47 67 2e 70 72 6f 74 6f 74 79 70 65 3b 5f 2e 6e 2e 54 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
7d 3b 5f 2e 6e 2e 69 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 5f 2e 6e 2e 61 64 64 4c 69 73 74 65 6e 65 72 3d 66 
75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 73 2e 61 64 64 4c 6
9 73 74 65 6e 65 72 28 61 2c 62 29 7d 3b 5f 2e 6e 2e 61 64 64 4c 69 73 74 65 6e 65 72 4f 6e 63 65 3d 66 75 6e 63 74 69 
6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 73 2e 61 64 64 4c 69 73 74 65 6e 
65 72 4f 6e 63 65 28 61 2c 62 29 7d 3b 5f 2e 6e 2e 72 65 6d 6f 76 65 
Data Ascii: ners.length||this.ih())};var Xba=null;_.n=_.Gg.prototype;_.n.Th=function(){};_.n.ih=function(){};_.n.addList
ener=function(a,b){return this.listeners.addListener(a,b)};_.n.addListenerOnce=function(a,b){return this.listeners.addLi
stenerOnce(a,b)};_.n.remove

2022-05-23 16:52:46 UTC 549 IN Data Raw: 2e 69 6e 74 65 72 6e 61 6c 41 6e 63 68 6f 72 5f 63 68 61 6e 67 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 
61 72 20 61 3d 74 68 69 73 2e 67 65 74 28 22 69 6e 74 65 72 6e 61 6c 41 6e 63 68 6f 72 22 29 3b 4f 67 28 74 68 69 73 
2c 22 61 74 74 72 69 62 75 74 69 6f 6e 22 2c 61 29 3b 4f 67 28 74 68 69 73 2c 22 70 6c 61 63 65 22 2c 61 29 3b 4f 67 28 
74 68 69 73 2c 22 69 6e 74 65 72 6e 61 6c 41 6e 63 68 6f 72 4d 61 70 22 2c 61 2c 22 6d 61 70 22 2c 21 30 29 3b 74 68 
69 73 2e 69 6e 74 65 72 6e 61 6c 41 6e 63 68 6f 72 4d 61 70 5f 63 68 61 6e 67 65 64 28 21 30 29 3b 4f 67 28 74 68 69 73 
2c 22 69 6e 74 65 72 6e 61 6c 41 6e 63 68 6f 72 50 6f 69 6e 74 22 2c 61 2c 22 61 6e 63 68 6f 72 50 6f 69 6e 74 22 29 3b 
61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 4d 67 3f 4f 67 28 
Data Ascii: .internalAnchor_changed=function(){var a=this.get("internalAnchor");Og(this,"attribution",a);Og(this,"place"
,a);Og(this,"internalAnchorMap",a,"map",!0);this.internalAnchorMap_changed(!0);Og(this,"internalAnchorPoint",a
,"anchorPoint");a instanceof _.Mg?Og(

2022-05-23 16:52:46 UTC 550 IN Data Raw: 3a 28 62 2e 6d 61 70 3d 61 2e 6d 61 70 2c 62 2e 73 68 6f 75 6c 64 46 6f 63 75 73 3d 61 2e 73 68 6f 75 6c 64 
46 6f 63 75 73 2c 62 2e 61 6e 63 68 6f 72 3d 63 7c 7c 61 2e 61 6e 63 68 6f 72 29 3b 61 3d 62 2e 61 6e 63 68 6f 72 26 26 
62 2e 61 6e 63 68 6f 72 2e 67 65 74 28 22 6d 61 70 22 29 3b 61 3d 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 70 66 7c 
7c 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 4c 67 3b 62 2e 6d 61 70 7c 7c 61 7c 7c 63 6f 6e 73 6f 6c 65 2e 77 61 72 
6e 28 22 49 6e 66 6f 57 69 6e 64 6f 77 2e 6f 70 65 6e 28 29 20 77 61 73 20 63 61 6c 6c 65 64 20 77 69 74 68 6f 75 74 20 
61 6e 20 61 73 73 6f 63 69 61 74 65 64 20 4d 61 70 20 6f 72 20 53 74 72 65 65 74 56 69 65 77 50 61 6e 6f 72 61 6d 61 
20 69 6e 73 74 61 6e 63 65 2e 22 29 3b 76 61 72 20 64 3d 5f 
Data Ascii: :(b.map=a.map,b.shouldFocus=a.shouldFocus,b.anchor=c||a.anchor);a=b.anchor&&b.anchor.get("map");a=a 
instanceof _.pf||a instanceof _.Lg;b.map||a||console.warn("InfoWindow.open() was called without an associated Map or S
treetViewPanorama instance.");var d=_

2022-05-23 16:52:46 UTC 551 IN Data Raw: 28 61 29 7d 29 7d 3b 54 67 2e 70 72 6f 74 6f 74 79 70 65 2e 75 72 6c 5f 63 68 61 6e 67 65 64 3d 54 67 2e 70 
72 6f 74 6f 74 79 70 65 2e 43 3b 54 67 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 70 5f 63 68 61 6e 67 65 64 3d 54 67 2e 70 
72 6f 74 6f 74 79 70 65 2e 43 3b 54 67 2e 70 72 6f 74 6f 74 79 70 65 2e 7a 49 6e 64 65 78 5f 63 68 61 6e 67 65 64 3d 54 
67 2e 70 72 6f 74 6f 74 79 70 65 2e 43 3b 5f 2e 50 66 28 54 67 2e 70 72 6f 74 6f 74 79 70 65 2c 7b 6d 61 70 3a 5f 2e 67 
6b 2c 64 65 66 61 75 6c 74 56 69 65 77 70 6f 72 74 3a 6e 75 6c 6c 2c 6d 65 74 61 64 61 74 61 3a 6e 75 6c 6c 2c 73 74 
61 74 75 73 3a 6e 75 6c 6c 2c 75 72 6c 3a 5f 2e 63 6b 2c 73 63 72 65 65 6e 4f 76 65 72 6c 61 79 73 3a 5f 2e 64 6b 2c 7a 
49 6e 64 65 78 3a 5f 2e 67 67 7d 29 3b 5f 2e 77 6a 3d 7b 55 
Data Ascii: (a)})};Tg.prototype.url_changed=Tg.prototype.C;Tg.prototype.map_changed=Tg.prototype.C;Tg.prototyp
e.zIndex_changed=Tg.prototype.C;_.Pf(Tg.prototype,{map:_.gk,defaultViewport:null,metadata:null,status:null,url:_.ck,scre
enOverlays:_.dk,zIndex:_.gg});_.wj={U

2022-05-23 16:52:46 UTC 552 IN Data Raw: 5f 2e 67 6b 7d 29 3b 76 61 72 20 45 66 61 3d 5f 2e 74 65 28 7b 63 65 6e 74 65 72 3a 5f 2e 42 65 28 5f 2e 4c 
65 29 2c 7a 6f 6f 6d 3a 5f 2e 67 67 2c 68 65 61 64 69 6e 67 3a 5f 2e 67 67 2c 74 69 6c 74 3a 5f 2e 67 67 7d 29 3b 5f 2e 
42 28 61 68 2c 5f 2e 47 29 3b 61 68 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 70 49 64 5f 63 68 61 6e 67 65 64 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 69 66 28 21 74 68 69 73 2e 6a 26 26 74 68 69 73 2e 67 65 74 28 22 6d 61 70 49 64 22 29 21 3d 
3d 74 68 69 73 2e 68 29 7b 74 68 69 73 2e 6a 3d 21 30 3b 74 72 79 7b 74 68 69 73 2e 73 65 74 28 22 6d 61 70 49 64 22 
2c 74 68 69 73 2e 68 29 7d 66 69 6e 61 6c 6c 79 7b 74 68 69 73 2e 6a 3d 21 31 7d 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 2
8 22 47 6f 6f 67 6c 65 20 4d 61 70 73 20 4a 61 76 61 53 63 72 69 
Data Ascii: _.gk});var Efa=_.te({center:_.Be(_.Le),zoom:_.gg,heading:_.gg,tilt:_.gg});_.B(ah,_.G);ah.prototype.mapId_cha
nged=function(){if(!this.j&&this.get("mapId")!==this.h){this.j=!0;try{this.set("mapId",this.h)}finally{this.j=!1}console
.warn("Google Maps JavaScri

2022-05-23 16:52:46 UTC 554 IN Data Raw: 73 3d 3d 3d 61 3f 21 30 3a 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 66 68 3f 74 68 69 73 2e 6a 3d 3d 3d 
61 2e 6a 26 26 74 68 69 73 2e 68 3d 3d 3d 61 2e 68 3a 21 31 7d 3b 5f 2e 6b 68 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 
3d 74 79 70 65 6f 66 20 42 69 67 49 6e 74 3b 76 61 72 20 74 63 61 2c 75 63 61 2c 73 63 61 3b 5f 2e 71 68 2e 70 72 6f 
74 6f 74 79 70 65 2e 6b 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 41 72 72 61 79 28 6f 63 61 2
8 61 29 29 3b 71 63 61 28 61 2c 62 2c 63 2c 30 29 3b 72 65 74 75 72 6e 20 63 2e 6a 6f 69 6e 28 22 22 29 7d 3b 5f 2e 69 
6b 3d 6e 65 77 20 5f 2e 71 68 3b 74 63 61 3d 52 65 67 45 78 70 28 22 28 5c 5c 2a 29 22 2c 22 67 22 29 3b 75 63 61 3d 
52 65 67 45 78 70 28 22 28 21 29 22 2c 22 67 22 29 3b 73 63 61 3d 52 
Data Ascii: s===a?!0:a instanceof _.fh?this.j===a.j&&this.h===a.h:!1};_.kh="function"===typeof BigInt;var tca,uca,sca;_.
qh.prototype.kb=function(a,b){var c=Array(oca(a));qca(a,b,c,0);return c.join("")};_.ik=new _.qh;tca=RegExp("(\\*)","g");
uca=RegExp("(!)","g");sca=R

2022-05-23 16:52:46 UTC 555 IN Data Raw: 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 70 61 6e 22 29 3b 62 2e 69 64 3d 
74 68 69 73 2e 46 3b 62 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3d 22 54 6f 20 6e 61 76 69 67 61 74 65 2c 20 70 72 65 73 
73 20 74 68 65 20 61 72 72 6f 77 20 6b 65 79 73 2e 22 3b 62 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 6e 6f 6e 
65 22 3b 61 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 62 29 7d 7d 7d 29 3b 5f 2e 6e 3d 5f 2e 77 68 2e 70 72 6f 74 6f 74 79 
70 65 3b 5f 2e 6e 2e 79 6a 3d 21 31 3b 5f 2e 6e 2e 45 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 6
8 69 73 2e 79 6a 7d 3b 5f 2e 6e 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 79 6a 7c 7c 
28 74 68 69 73 2e 79 6a 3d 21 30 2c 74 68 69 73 2e 71 63 28 29 29 
Data Ascii: document.createElement("span");b.id=this.F;b.textContent="To navigate, press the arrow keys.";b.style.displa
y="none";a.appendChild(b)}}});_.n=_.wh.prototype;_.n.yj=!1;_.n.Ee=function(){return this.yj};_.n.dispose=function(){this.yj||
(this.yj=!0,this.qc())

2022-05-23 16:52:46 UTC 556 IN Data Raw: 63 6c 6f 73 75 72 65 5f 6c 6d 5f 22 2b 28 31 45 36 2a 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 7c 30 29 2c 50 
68 3d 7b 7d 2c 4a 63 61 3d 30 2c 51 68 3d 22 5f 5f 63 6c 6f 73 75 72 65 5f 65 76 65 6e 74 73 5f 66 6e 5f 22 2b 28 31 45 
39 2a 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 3e 3e 3e 30 29 3b 5f 2e 43 28 5f 2e 52 68 2c 5f 2e 77 68 29 3b 5f 2e 52 68 
2e 70 72 6f 74 6f 74 79 70 65 5b 42 63 61 5d 3d 21 30 3b 5f 2e 52 68 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 45 76 65 
6e 74 4c 69 73 74 65 6e 65 72 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 5f 2e 4a 68 28 74 68 69 73 2c 
61 2c 62 2c 63 2c 64 29 7d 3b 5f 2e 52 68 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 
65 6e 65 72 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 
Data Ascii: closure_lm_"+(1E6*Math.random()|0),Ph={},Jca=0,Qh="__closure_events_fn_"+(1E9*Math.random()>>>0);_
.C(_.Rh,_.wh);_.Rh.prototype[Bca]=!0;_.Rh.prototype.addEventListener=function(a,b,c,d){_.Jh(this,a,b,c,d)};_.Rh.prototyp
e.removeEventListener=function(a,b,c,
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2022-05-23 16:52:46 UTC 558 IN Data Raw: 29 7d 2c 74 68 69 73 29 7d 7d 3b 5f 2e 56 68 2e 70 72 6f 74 6f 74 79 70 65 2e 48 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 74 68 69 73 2e 68 3d 30 3b 55 68 28 74 68 69 73 2c 32 2c 61 29 7d 3b 5f 2e 56 68 2e 70 72 6f 74 6f 74 79 
70 65 2e 4a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 68 3d 30 3b 55 68 28 74 68 69 73 2c 33 2c 61 29 7d 
3b 0a 5f 2e 56 68 2e 70 72 6f 74 6f 74 79 70 65 2e 46 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 61 3b 
61 3d 51 63 61 28 74 68 69 73 29 3b 29 52 63 61 28 74 68 69 73 2c 61 2c 74 68 69 73 2e 68 2c 74 68 69 73 2e 44 29 3b 
74 68 69 73 2e 43 3d 21 31 7d 3b 76 61 72 20 59 63 61 3d 5f 2e 77 67 3b 5f 2e 43 28 57 68 2c 5f 2e 55 61 29 3b 57 68 
2e 70 72 6f 74 6f 74 79 70 65 2e 6e 61 6d 65 3d 22 63 61 6e 63 65 6c 
Data Ascii: )},this)}};_.Vh.prototype.H=function(a){this.h=0;Uh(this,2,a)};_.Vh.prototype.J=function(a){this.h=0;Uh(this
,3,a)};_.Vh.prototype.F=function(){for(var a;a=Qca(this);)Rca(this,a,this.h,this.D);this.C=!1};var Yca=_.wg;_.C(Wh,_.Ua)
;Wh.prototype.name="cancel

2022-05-23 16:52:46 UTC 559 IN Data Raw: 73 74 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 68 26 26 28 5f 2e 50 61 2e 63 6c 65 61 72 54 
69 6d 65 6f 75 74 28 74 68 69 73 2e 68 29 2c 74 68 69 73 2e 68 3d 6e 75 6c 6c 29 3b 74 68 69 73 2e 6a 3d 6e 75 6c 6c 
3b 74 68 69 73 2e 6c 3d 5b 5d 7d 3b 5f 2e 64 69 2e 70 72 6f 74 6f 74 79 70 65 2e 71 63 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 74 68 69 73 2e 73 74 6f 70 28 29 3b 5f 2e 64 69 2e 6e 66 2e 71 63 2e 63 61 6c 6c 28 74 68 69 73 29 7d 3b 5f 2e 64 69 
2e 70 72 6f 74 6f 74 79 70 65 2e 44 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 68 26 26 28 5f 2e 50 61 2e 63 6c 
65 61 72 54 69 6d 65 6f 75 74 28 74 68 69 73 2e 68 29 2c 74 68 69 73 2e 68 3d 6e 75 6c 6c 29 3b 74 68 69 73 2e 6a 3f 
28 74 68 69 73 2e 68 3d 5f 2e 58 68 28 74 68 69 73 2e 6d 2c 74 
Data Ascii: stop=function(){this.h&&(_.Pa.clearTimeout(this.h),this.h=null);this.j=null;this.l=[]};_.di.prototype.qc=function()
{this.stop();_.di.nf.qc.call(this)};_.di.prototype.D=function(){this.h&&(_.Pa.clearTimeout(this.h),this.h=null);this.j?(thi
s.h=_.Xh(this.m,t

2022-05-23 16:52:46 UTC 560 IN Data Raw: 7b 74 68 69 73 2e 69 6e 73 65 72 74 41 74 28 74 68 69 73 2e 49 64 2e 6c 65 6e 67 74 68 2c 61 29 3b 72 65 
74 75 72 6e 20 74 68 69 73 2e 49 64 2e 6c 65 6e 67 74 68 7d 3b 5f 2e 67 69 2e 70 72 6f 74 6f 74 79 70 65 2e 70 75 73 
68 3d 5f 2e 67 69 2e 70 72 6f 74 6f 74 79 70 65 2e 70 75 73 68 3b 5f 2e 67 69 2e 70 72 6f 74 6f 74 79 70 65 2e 70 6f 70 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 72 65 6d 6f 76 65 41 74 28 74 68 69 73 2e 49 6
4 2e 6c 65 6e 67 74 68 2d 31 29 7d 3b 5f 2e 67 69 2e 70 72 6f 74 6f 74 79 70 65 2e 70 6f 70 3d 5f 2e 67 69 2e 70 72 6f 74 
6f 74 79 70 65 2e 70 6f 70 3b 5f 2e 67 69 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 41 72 72 61 79 3d 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 49 64 7d 3b 
Data Ascii: {this.insertAt(this.Id.length,a);return this.Id.length};_.gi.prototype.push=_.gi.prototype.push;_.gi.prototy
pe.pop=function(){return this.removeAt(this.Id.length-1)};_.gi.prototype.pop=_.gi.prototype.pop;_.gi.prototype.getArray=
function(){return this.Id};

2022-05-23 16:52:46 UTC 561 IN Data Raw: 65 3a 7b 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 65 6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 67 65 74 
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 7d 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 
28 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 67 6f 6f 67 6c 65 2e 6d 61 70 73 2e 46 65 61 74 
75 72 65 4c 61 79 65 72 20 22 66 65 61 74 75 72 65 54 79 70 65 22 20 69 73 20 72 65 61 64 2d 6f 6e 6c 79 2e 27 29 3b 
7d 7d 2c 69 73 41 76 61 69 6c 61 62 6c 65 3a 7b 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 65 6e 75 6d 65 72 61 6
2 6c 65 3a 21 30 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 67 64 61 28 74 68 69 73 29 2e 
69 73 41 76 61 69 6c 61 62 6c 65 7d 2c 73 65 74 3a 66 75 6e 63 74 69 
Data Ascii: e:{configurable:!0,enumerable:!0,get:function(){return this.o},set:function(){throw new TypeError('google.ma
ps.FeatureLayer "featureType" is read-only.');}},isAvailable:{configurable:!0,enumerable:!0,get:function(){return gda(th
is).isAvailable},set:functi

2022-05-23 16:52:46 UTC 563 IN Data Raw: 7d 29 2c 63 26 26 74 68 69 73 2e 6d 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 
20 64 2e 45 79 28 29 7d 29 29 7d 3b 0a 5f 2e 50 66 28 71 69 2e 70 72 6f 74 6f 74 79 70 65 2c 7b 76 69 73 69 62 6c 65 3a 
5f 2e 64 6b 2c 70 61 6e 6f 3a 5f 2e 63 6b 2c 70 6f 73 69 74 69 6f 6e 3a 5f 2e 42 65 28 5f 2e 4b 65 29 2c 70 6f 76 3a 5f 2e 
42 65 28 4c 66 61 29 2c 6d 6f 74 69 6f 6e 54 72 61 63 6b 69 6e 67 3a 62 6b 2c 70 68 6f 74 6f 67 72 61 70 68 65 72 50 6f 
76 3a 6e 75 6c 6c 2c 6c 6f 63 61 74 69 6f 6e 3a 6e 75 6c 6c 2c 6c 69 6e 6b 73 3a 5f 2e 78 65 28 5f 2e 79 65 28 5f 2e 6b 
65 29 29 2c 73 74 61 74 75 73 3a 6e 75 6c 6c 2c 7a 6f 6f 6d 3a 5f 2e 67 67 2c 65 6e 61 62 6c 65 43 6c 6f 73 65 42 75 74 
74 6f 6e 3a 5f 2e 64 6b 7d 29 3b 71 69 2e 70 72 6f 74 
Data Ascii: }),c&&this.m.then(function(d){return d.Ey()}))};_.Pf(qi.prototype,{visible:_.dk,pano:_.ck,position:_.Be(_.Ke
),pov:_.Be(Lfa),motionTracking:bk,photographerPov:null,location:null,links:_.xe(_.ye(_.ke)),status:null,zoom:_.gg,enable
CloseButton:_.dk});qi.prot

2022-05-23 16:52:46 UTC 564 IN Data Raw: 54 79 70 65 22 29 3b 72 65 74 75 72 6e 20 5f 2e 47 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 2e 61 70 70 6c 
79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 3b 72 69 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 72 69 2e 
70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3b 76 61 72 20 65 65 61 3d 7b 55 4e 49 4e 49 54 49 41 4c 49 5a 45 44 3a 22 55 
4e 49 4e 49 54 49 41 4c 49 5a 45 44 22 2c 52 41 53 54 45 52 3a 22 52 41 53 54 45 52 22 2c 56 45 43 54 4f 52 3a 22 56 4
5 43 54 4f 52 22 7d 3b 5f 2e 42 28 73 69 2c 5f 2e 47 29 3b 73 69 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 6e 64 65 72 69 6
e 67 54 79 70 65 5f 63 68 61 6e 67 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 74 68 69 73 2e 68 29 74 68 72 
6f 77 20 6d 64 61 28 74 68 69 73 29 2c 45 72 72 6f 72 28 22 53 65 
Data Ascii: Type");return _.G.prototype.set.apply(this,arguments)};ri.prototype.set=ri.prototype.set;var eea={UNINITIALI
ZED:"UNINITIALIZED",RASTER:"RASTER",VECTOR:"VECTOR"};_.B(si,_.G);si.prototype.renderingType_changed=
function(){if(!this.h)throw mda(this),Error("Se

2022-05-23 16:52:46 UTC 565 IN Data Raw: 46 3d 64 3b 74 68 69 73 2e 4a 3d 61 7d 3b 0a 49 69 2e 70 72 6f 74 6f 74 79 70 65 2e 64 69 76 5f 63 68 61 6e 
67 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 67 65 74 28 22 64 69 76 22 29 2c 62 3d 
74 68 69 73 2e 68 3b 69 66 28 61 29 69 66 28 62 29 61 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 62 29 3b 65 6c 73 65 7b 
62 3d 74 68 69 73 2e 68 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 3b 
62 2e 73 74 79 6c 65 2e 6f 76 65 72 66 6c 6f 77 3d 22 68 69 64 64 65 6e 22 3b 76 61 72 20 63 3d 74 68 69 73 2e 6a 3d 5f 
2e 50 65 28 22 49 4d 47 22 29 3b 5f 2e 46 2e 59 61 28 62 2c 22 63 6f 6e 74 65 78 74 6d 65 6e 75 22 2c 66 75 6e 63 74 
69 6f 6e 28 64 29 7b 5f 2e 63 66 28 64 29 3b 5f 2e 66 66 28 64 29 7d 
Data Ascii: F=d;this.J=a};Ii.prototype.div_changed=function(){var a=this.get("div"),b=this.h;if(a)if(b)a.appendChild(b);
else{b=this.h=document.createElement("div");b.style.overflow="hidden";var c=this.j=_.Pe("IMG");_.F.Ya(b,"conte
xtmenu",function(d){_.cf(d);_.ff(d)}

2022-05-23 16:52:46 UTC 566 IN Data Raw: 7d 2c 74 79 70 65 3a 7b 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 65 6e 75 6d 65 72 61 62 6c 65 3a 21 
30 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 68 69 73 2e 6c 29 72 65 74 75 72 6e 20 74 68 69 73 2e 
6c 3b 0a 69 66 28 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 26 26 6e 61 76 69 67 61 74 6f 
72 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 2e 62 72 61 6e 64 73 29 66 6f 72 28 76 61 72 20 61 3d 6e 61 76 69 67 61 
74 6f 72 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 2e 62 72 61 6e 64 73 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 
29 7b 72 65 74 75 72 6e 20 65 2e 62 72 61 6e 64 7d 29 2c 62 3d 5f 2e 7a 28 5f 2e 75 28 6e 6b 2c 22 6b 65 79 73 22 29 
2e 63 61 6c 6c 28 6e 6b 29 29 2c 63 3d 62 2e 6e 65 78 74 28 29 3b 21 63 
Data Ascii: },type:{configurable:!0,enumerable:!0,get:function(){if(this.l)return this.l;if(navigator.userAgentData&&nav
igator.userAgentData.brands)for(var a=navigator.userAgentData.brands.map(function(e){return e.brand}),b=_.z(_.
u(nk,"keys").call(nk)),c=b.next();!c

Timestamp
kBytes
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2022-05-23 16:52:46 UTC 568 IN Data Raw: 61 74 61 2e 70 6c 61 74 66 6f 72 6d 3a 32 3d 3d 3d 4c 69 28 29 2e 68 7d 7d 2c 44 3a 7b 63 6f 6e 66 69 67 75 
72 61 62 6c 65 3a 21 30 2c 65 6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 
65 74 75 72 6e 20 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 26 26 6e 61 76 69 67 61 74 6f 
72 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 2e 70 6c 61 74 66 6f 72 6d 3f 22 41 6e 64 72 6f 69 64 22 3d 3d 3d 6e 61 76 
69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 2e 70 6c 61 74 66 6f 72 6d 3a 34 3d 3d 3d 4c 69 28 29 2e 6
8 7d 7d 0d 0a 
Data Ascii: ata.platform:2===Li().h}},D:{configurable:!0,enumerable:!0,get:function(){return navigator.userAgentData&&na
vigator.userAgentData.platform?"Android"===navigator.userAgentData.platform:4===Li().h}}

2022-05-23 16:52:46 UTC 568 IN Data Raw: 33 39 31 30 0d 0a 7d 29 3b 5f 2e 4e 69 3d 6e 75 6c 6c 3b 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 
6f 66 20 6e 61 76 69 67 61 74 6f 72 26 26 28 5f 2e 4e 69 3d 6e 65 77 20 42 64 61 29 3b 5f 2e 4f 69 2e 70 72 6f 74 6f 74 
79 70 65 2e 6e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 70 6b 7d 3b 5f 2e 70 6b 3d 7b 
64 6f 6e 65 3a 21 30 2c 76 61 6c 75 65 3a 76 6f 69 64 20 30 7d 3b 5f 2e 4f 69 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6a 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 5f 2e 43 28 50 69 2c 5f 2e 4f 69 29 3b 5f 2e 6e 
3d 50 69 2e 70 72 6f 74 6f 74 79 70 65 3b 5f 2e 6e 2e 73 65 74 50 6f 73 69 74 69 6f 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 
2c 62 2c 63 29 7b 69 66 28 74 68 69 73 2e 6e 6f 64 65 3d 61 
Data Ascii: 3910});_.Ni=null;"undefined"!=typeof navigator&&(_.Ni=new Bda);_.Oi.prototype.next=function(){return _.pk};_
.pk={done:!0,value:void 0};_.Oi.prototype.tj=function(){return this};_.C(Pi,_.Oi);_.n=Pi.prototype;_.n.setPosition=funct
ion(a,b,c){if(this.node=a

2022-05-23 16:52:46 UTC 569 IN Data Raw: 7b 76 61 6c 75 65 3a 74 68 69 73 2e 6e 6f 64 65 2c 64 6f 6e 65 3a 21 31 7d 7d 3b 54 69 2e 70 72 6f 74 6f 74 
79 70 65 2e 68 61 73 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 20 62 3d 74 68 69 73 2e 61 2c 63 
3d 74 68 69 73 2e 68 2c 64 3d 30 2c 65 3d 30 2c 66 3d 61 2e 6c 65 6e 67 74 68 3b 65 3c 66 3b 2b 2b 65 29 64 2a 3d 62 
2c 64 2b 3d 61 5b 65 5d 2c 64 25 3d 63 3b 72 65 74 75 72 6e 20 64 7d 3b 76 61 72 20 45 64 61 3d 52 65 67 45 78 70 28 
22 27 22 2c 22 67 22 29 2c 56 69 3d 6e 75 6c 6c 3b 76 61 72 20 58 69 3d 6e 75 6c 6c 3b 5f 2e 43 28 59 69 2c 5f 2e 70 66 
29 3b 4f 62 6a 65 63 74 2e 66 72 65 65 7a 65 28 7b 6c 61 74 4c 6e 67 42 6f 75 6e 64 73 3a 6e 65 77 20 5f 2e 4a 66 28 
6e 65 77 20 5f 2e 46 65 28 2d 38 35 2c 2d 31 38 30 29 2c 6e 65 77 20 
Data Ascii: {value:this.node,done:!1}};Ti.prototype.hash=function(a){for(var b=this.a,c=this.h,d=0,e=0,f=a.length;e<f;++
e)d*=b,d+=a[e],d%=c;return d};var Eda=RegExp("'","g"),Vi=null;var Xi=null;_.C(Yi,_.pf);Object.freeze({latLngBounds:new 
_.Jf(new _.Fe(-85,-180),new 

2022-05-23 16:52:46 UTC 570 IN Data Raw: 70 72 6f 74 6f 74 79 70 65 2e 70 61 6e 54 6f 42 6f 75 6e 64 73 3d 59 69 2e 70 72 6f 74 6f 74 79 70 65 2e 70 61 
6e 54 6f 42 6f 75 6e 64 73 3b 59 69 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 74 42 6f 75 6e 64 73 3d 66 75 6e 63 74 69 6f 
6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 74 68 69 73 2c 64 3d 5f 2e 4c 66 28 61 29 3b 58 69 3f 58 69 2e 66 69 74 42 6f 75 
6e 64 73 28 74 68 69 73 2c 64 2c 62 29 3a 5f 2e 24 65 28 22 6d 61 70 22 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 65 2e 66 69 74 42 6f 75 6e 64 73 28 63 2c 64 2c 62 29 7d 29 7d 3b 59 69 2e 70 72 6f 74 6f 74 79 70 65 2e 66 
69 74 42 6f 75 6e 64 73 3d 59 69 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 74 42 6f 75 6e 64 73 3b 0a 76 61 72 20 5a 69 3d 
7b 62 6f 75 6e 64 73 3a 6e 75 6c 6c 2c 63 65 6e 74 65 72 
Data Ascii: prototype.panToBounds=Yi.prototype.panToBounds;Yi.prototype.fitBounds=function(a,b){var c=this,d=_
.Lf(a);Xi?Xi.fitBounds(this,d,b):_.$e("map").then(function(e){e.fitBounds(c,d,b)})};Yi.prototype.fitBounds=Yi.prototype.
fitBounds;var Zi={bounds:null,center

2022-05-23 16:52:46 UTC 572 IN Data Raw: 73 2e 67 65 74 4d 61 70 28 29 3b 61 26 26 71 6b 2e 75 74 28 61 29 7d 7d 3b 24 69 2e 70 72 6f 74 6f 74 79 70 
65 2e 72 65 71 75 65 73 74 53 74 61 74 65 55 70 64 61 74 65 3d 24 69 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 71 75 65 
73 74 53 74 61 74 65 55 70 64 61 74 65 3b 24 69 2e 70 72 6f 74 6f 74 79 70 65 2e 6a 3d 2d 31 3b 24 69 2e 70 72 6f 74 6f 
74 79 70 65 2e 68 3d 21 31 3b 24 69 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 3d 21 31 3b 24 69 2e 70 72 6f 74 6f 74 79 70 65 
2e 6c 3d 21 31 3b 5f 2e 50 66 28 24 69 2e 70 72 6f 74 6f 74 79 70 65 2c 7b 6d 61 70 3a 5f 2e 67 6b 7d 29 3b 5f 2e 72 6b 
3d 6e 65 77 20 5f 2e 78 2e 57 65 61 6b 4d 61 70 3b 61 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 6a 3d 6d 62 28 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 21 
Data Ascii: s.getMap();a&&qk.ut(a)}};$i.prototype.requestStateUpdate=$i.prototype.requestStateUpdate;$i.prototype.j=-1;$
i.prototype.h=!1;$i.prototype.m=!1;$i.prototype.l=!1;_.Pf($i.prototype,{map:_.gk});_.rk=new _.x.WeakMap;aj.prototype.j=m
b(function(){return void 0!

2022-05-23 16:52:46 UTC 573 IN Data Raw: 5f 2e 64 6a 2c 5f 2e 47 29 3b 5f 2e 64 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 70 5f 63 68 61 6e 67 65 64 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 3b 77 6b 3f 77 6b 2e 4b 70 28 74 68 69 73 29 3a 5f 2e 
24 65 28 22 6f 76 65 72 6c 61 79 22 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 77 6b 3d 62 3b 62 2e 4b 
70 28 61 29 7d 29 7d 3b 5f 2e 64 6a 2e 70 72 65 76 65 6e 74 4d 61 70 48 69 74 73 46 72 6f 6d 3d 66 75 6e 63 74 69 6f 
6e 28 61 29 7b 5f 2e 24 65 28 22 6f 76 65 72 6c 61 79 22 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 77 6b 
3d 62 3b 62 2e 70 72 65 76 65 6e 74 4d 61 70 48 69 74 73 46 72 6f 6d 28 61 29 7d 29 7d 3b 5f 2e 52 61 28 22 6d 6f 64 7
5 6c 65 24 63 6f 6e 74 65 6e 74 73 24 6d 61 70 73 61 70 69 24 6f 
Data Ascii: _.dj,_.G);_.dj.prototype.map_changed=function(){var a=this;wk?wk.Kp(this):_.$e("overlay").then(function(b){w
k=b;b.Kp(a)})};_.dj.preventMapHitsFrom=function(a){_.$e("overlay").then(function(b){wk=b;b.preventMapHitsFrom(
a)})};_.Ra("module$contents$mapsapi$o

2022-05-23 16:52:46 UTC 574 IN Data Raw: 7d 2c 62 3d 5f 2e 7a 28 22 6d 61 70 20 72 61 64 69 75 73 20 63 65 6e 74 65 72 20 73 74 72 6f 6b 65 43 6f 6c 
6f 72 20 73 74 72 6f 6b 65 4f 70 61 63 69 74 79 20 73 74 72 6f 6b 65 57 65 69 67 68 74 20 73 74 72 6f 6b 65 50 6f 73 69 
74 69 6f 6e 20 66 69 6c 6c 43 6f 6c 6f 72 20 66 69 6c 6c 4f 70 61 63 69 74 79 20 7a 49 6e 64 65 78 20 63 6c 69 63 6b 61 
62 6c 65 20 65 64 69 74 61 62 6c 65 20 64 72 61 67 67 61 62 6c 65 20 76 69 73 69 62 6c 65 22 2e 73 70 6c 69 74 28 22 
20 22 29 29 2c 63 3d 62 2e 6e 65 78 74 28 29 3b 21 63 2e 64 6f 6e 65 3b 63 3d 62 2e 6e 65 78 74 28 29 29 63 3d 63 2e 
76 61 6c 75 65 2c 61 5b 63 5d 3d 74 68 69 73 2e 67 65 74 28 63 29 3b 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 50 66 28 5f 2
e 67 6a 2e 70 72 6f 74 6f 74 79 70 65 2c 7b 63 65 6e 74 65 72 3a 
Data Ascii: },b=_.z("map radius center strokeColor strokeOpacity strokeWeight strokePosition fillColor fillOpacity zIndex 
clickable editable draggable visible".split(" ")),c=b.next();!c.done;c=b.next())c=c.value,a[c]=this.get(c);return a};_.Pf(_.gj.p
rototype,{center:

2022-05-23 16:52:46 UTC 576 IN Data Raw: 28 5f 2e 6a 6a 2c 68 6a 29 3b 5f 2e 6a 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 61 67 3d 21 31 3b 5f 2e 43 28 5f 2e 
6b 6a 2c 5f 2e 47 29 3b 5f 2e 6b 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 70 5f 63 68 61 6e 67 65 64 3d 5f 2e 6b 6a 2e 
70 72 6f 74 6f 74 79 70 65 2e 76 69 73 69 62 6c 65 5f 63 68 61 6e 67 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 
20 61 3d 74 68 69 73 3b 5f 2e 24 65 28 22 70 6f 6c 79 22 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 62 
2e 6c 28 61 29 7d 29 7d 3b 5f 2e 50 66 28 5f 2e 6b 6a 2e 70 72 6f 74 6f 74 79 70 65 2c 7b 64 72 61 67 67 61 62 6c 65 3a 
5f 2e 64 6b 2c 65 64 69 74 61 62 6c 65 3a 5f 2e 64 6b 2c 62 6f 75 6e 64 73 3a 5f 2e 42 65 28 5f 2e 4c 66 29 2c 6d 61 70 
3a 5f 2e 67 6b 2c 76 69 73 69 62 6c 65 3a 5f 2e 64 6b 7d 
Data Ascii: (_.jj,hj);_.jj.prototype.ag=!1;_.C(_.kj,_.G);_.kj.prototype.map_changed=_.kj.prototype.visible_changed=funct
ion(){var a=this;_.$e("poly").then(function(b){b.l(a)})};_.Pf(_.kj.prototype,{draggable:_.dk,editable:_.dk,bounds:_.Be(_
.Lf),map:_.gk,visible:_.dk}
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2022-05-23 16:52:46 UTC 577 IN Data Raw: 54 69 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 26 26 74 68 69 73 2e 68 2e 63 6f 6e 74 61 69 6e 73 28 
61 29 26 26 28 74 68 69 73 2e 68 2e 72 65 6d 6f 76 65 28 61 29 2c 28 61 3d 61 2e 5f 5f 67 6d 69 6d 74 2e 6d 67 29 26 
26 61 2e 72 65 6c 65 61 73 65 28 29 29 7d 3b 6f 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 6c 65 61 73 65 54 69 6c 65 3d 
6f 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 6c 65 61 73 65 54 69 6c 65 3b 0a 6f 6a 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 
70 61 63 69 74 79 5f 63 68 61 6e 67 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 6e 6a 28 74 68 69 73 
29 3b 74 68 69 73 2e 68 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 62 2e 5f 5f 67 6d 69 6d 74 2e 6d 
67 2e 73 65 74 4f 70 61 63 69 74 79 28 61 29 7d 29 7d 3b 6f 6a 
Data Ascii: Tile=function(a){a&&this.h.contains(a)&&(this.h.remove(a),(a=a.__gmimt.mg)&&a.release())};oj.prototype.relea
seTile=oj.prototype.releaseTile;oj.prototype.opacity_changed=function(){var a=nj(this);this.h.forEach(function(b){b.__gm
imt.mg.setOpacity(a)})};oj

2022-05-23 16:52:46 UTC 578 IN Data Raw: 6f 6e 69 6f 6e 22 2c 22 75 74 69 6c 22 2c 22 6d 61 70 22 5d 2c 6c 61 79 65 72 73 3a 5b 22 6d 61 70 22 5d 2c 
6c 6f 63 61 6c 43 6f 6e 74 65 78 74 3a 5b 22 75 74 69 6c 22 5d 2c 6c 6f 67 3a 5b 22 75 74 69 6c 22 5d 2c 6d 61 70 3a 5b 
22 63 6f 6d 6d 6f 6e 22 5d 2c 6d 61 72 6b 65 72 3a 5b 22 75 74 69 6c 22 5d 2c 6d 61 78 7a 6f 6f 6d 3a 5b 22 75 74 69 6c 
22 5d 2c 6f 6e 69 6f 6e 3a 5b 22 75 74 69 6c 22 2c 22 6d 61 70 22 5d 2c 6f 76 65 72 6c 61 79 3a 5b 22 63 6f 6d 6d 6f 6e 
22 5d 2c 70 61 6e 6f 72 61 6d 69 6f 3a 5b 22 6d 61 69 6e 22 5d 2c 0a 70 6c 61 63 65 73 3a 5b 22 6d 61 69 6e 22 5d 2c 
70 6c 61 63 65 73 5f 69 6d 70 6c 3a 5b 22 63 6f 6e 74 72 6f 6c 73 22 5d 2c 70 6f 6c 79 3a 5b 22 75 74 69 6c 22 2c 22 6d 
61 70 22 2c 22 67 65 6f 6d 65 74 72 79 22 5d 2c 73 65 61 72 
Data Ascii: onion","util","map"],layers:["map"],localContext:["util"],log:["util"],map:["common"],marker:["util"],maxzoom:["util"]
,onion:["util","map"],overlay:["common"],panoramio:["main"],places:["main"],places_impl:["controls"],poly:["util","map",
"geometry"],sear

2022-05-23 16:52:46 UTC 579 IN Data Raw: 5c 73 27 5c 22 2c 5d 2b 5b 5e 27 5c 22 2c 5d 2a 28 28 27 28 5b 5e 27 5c 5c 72 5c 5c 6e 5c 5c 66 5c 5c 5c 5c 
5d 7c 5c 5c 5c 5c 5b 5e 5d 29 2a 27 29 7c 28 5c 22 28 5b 5e 5c 22 5c 5c 72 5c 5c 6e 5c 5c 66 5c 5c 5c 5c 5d 7c 5c 5c 5c 
5c 5b 5e 5d 29 2a 5c 22 29 7c 5b 5e 27 5c 22 2c 5d 29 2a 29 22 2c 22 67 22 29 3b 5f 2e 69 67 61 3d 22 75 6e 64 65 66 
69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 5f 2e 78 2e 57 65 61 6b 4d 61 70 26 26 2d 31 21 3d 5f 2e 78 2e 57 65 61 6b 
4d 61 70 2e 74 6f 53 74 72 69 6e 67 28 29 2e 69 6e 64 65 78 4f 66 28 22 5b 6e 61 74 69 76 65 20 63 6f 64 65 5d 22 29 3
b 76 61 72 20 7a 6b 3b 28 7a 6b 3d 21 5f 2e 44 6a 29 7c 7c 28 7a 6b 3d 31 30 3c 3d 4e 75 6d 62 65 72 28 6d 66 61 29 29 
3b 5f 2e 6a 67 61 3d 7a 6b 3b 5f 2e 6b 67 61 3d 21 5f 2e 44 6a 7c 
Data Ascii: \s'\",]+[^'\",]*(('([^'\\r\\n\\f\\\\]|\\\\[^])*')|(\"([^\"\\r\\n\\f\\\\]|\\\\[^])*\")|[^'\",])*)","g");_.iga="undefined"!=typeof 
_.x.WeakMap&&-1!=_.x.WeakMap.toString().indexOf("[native code]");var zk;(zk=!_.Dj)||(zk=10<=Number(mfa));_.jg
a=zk;_.kga=!_.Dj|

2022-05-23 16:52:46 UTC 581 IN Data Raw: 67 28 64 29 29 3b 64 3d 28 5f 2e 48 3d 5f 2e 75 28 41 72 72 61 79 2c 22 66 72 6f 6d 22 29 2e 63 61 6c 6c 28 
41 72 72 61 79 2c 5f 2e 75 28 63 2c 22 6b 65 79 73 22 29 2e 63 61 6c 6c 28 63 29 29 2c 5f 2e 75 28 5f 2e 48 2c 22 66 69 
6e 64 22 29 29 2e 63 61 6c 6c 28 5f 2e 48 2c 66 75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 22 63 6f 6e 74 65 6e 
74 2d 74 79 70 65 22 3d 3d 67 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7d 29 3b 65 3d 5f 2e 50 61 2e 46 6f 72 6d 44 61 
74 61 26 26 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 50 61 2e 46 6f 72 6d 44 61 74 61 3b 21 5f 2e 74 62 28 6c 67 61 
2c 62 29 7c 7c 64 7c 7c 65 7c 7c 63 2e 73 65 74 28 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 2c 22 61 70 70 6c 69 63 
61 74 69 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 6c 
Data Ascii: g(d));d=(_.H=_.u(Array,"from").call(Array,_.u(c,"keys").call(c)),_.u(_.H,"find")).call(_.H,function(g){retur
n"content-type"==g.toLowerCase()});e=_.Pa.FormData&&a instanceof _.Pa.FormData;!_.tb(lga,b)||d||e||c.set("Content-
Type","application/x-www-form-url

2022-05-23 16:52:46 UTC 582 IN Data Raw: 6e 2e 47 78 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 42 65 61 28 74 68 69 73 29 7d 3b 5f 2e 6e 2e 58 65 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 21 74 68 69 73 2e 68 7d 3b 5f 2e 6e 2e 67 65 74 53 74 61 74 75 73 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 74 72 79 7b 72 65 74 75 72 6e 20 32 3c 5f 2e 47 6a 28 74 68 69 73 29 3f 74 68 69 73 2e 
68 2e 73 74 61 74 75 73 3a 2d 31 7d 63 61 74 63 68 28 61 29 7b 72 65 74 75 72 6e 2d 31 7d 7d 3b 5f 2e 6e 2e 74 69 3d 
5f 2e 61 61 28 32 34 29 3b 76 61 72 20 72 65 61 3d 61 72 67 75 6d 65 6e 74 73 5b 30 5d 2c 4b 65 61 3d 6e 65 77 20 5f 2
e 43 6a 3b 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 2e 6d 61 70 73 2e 4c 6f 61 64 26 26 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 
65 2e 6d 61 70 73 2e 4c 6f 61 64 28 4a 65 61 29 3b 7d 29 2e 63 
Data Ascii: n.Gx=function(){Bea(this)};_.n.Xe=function(){return!!this.h};_.n.getStatus=function(){try{return 2<_.Gj(this)?
this.h.status:-1}catch(a){return-1}};_.n.ti=_.aa(24);var rea=arguments[0],Kea=new _.Cj;window.google.maps.Lo
ad&&window.google.maps.Load(Jea);}).c

2022-05-23 16:52:46 UTC 582 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.3 49807 94.126.16.223 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 420 OUT GET /logo/sehzbam/savicom-536481.png HTTP/1.1
Host: seal-goldengate.bbb.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-23 16:52:46 UTC 440 IN HTTP/1.1 200 OK
Server: keycdn-engine
Date: Mon, 23 May 2022 16:52:46 GMT
Content-Type: image/png
Content-Length: 99
Connection: close
Cache-Control: max-age=14400
Expires: Mon, 23 May 2022 20:52:46 GMT
Last-Modified: Mon, 23 May 2022 14:18:52 GMT
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
X-Cache: MISS
X-Shield: active
X-Edge-Location: chzh
Access-Control-Allow-Origin: *
Accept-Ranges: bytes

2022-05-23 16:52:46 UTC 440 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 01 00 00 00 01 08 06 00 00 00 1f 15 c4 89 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 0d 49 44 41 54 18 57 63 60 60 
60 60 00 00 00 05 00 01 8a 33 e3 00 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDRsRGBgAMAaIDATWc````3IENDB`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.3 49806 104.26.9.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 420 OUT GET /3onhq9rlfmccr6dmyehryr0nifbx4f2c.js HTTP/1.1
Host: code.tidio.co
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:46 UTC 455 IN HTTP/1.1 302 Found
Date: Mon, 23 May 2022 16:52:46 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
location: https://widget-v4.tidiochat.com/1_96_0/static/js/render.966e9b15d3faf6e2fc37.js
Cache-Control: private, no-cache, no-store, must-revalidate
widget-cache-status: HIT
CF-Cache-Status: BYPASS
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=FwAg20LOTLVGTmNqc2H7w7mhi7HjS49g
JH2Kn6S9AwGkjK6dh9r2lLyZb9oNmUsoWbzyh9mG5i9ANwDGk%2FFpMxEWFCWZDQxXHEWxe%2BdJVKtR
tycsSUF11qEdwHKlcP8%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ff4dcf893f9b80-FRA

2022-05-23 16:52:46 UTC 456 IN Data Raw: 38 65 0d 0a 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 32 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 32 20 
46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 
74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 0d 0a 
Data Ascii: 8e<html><head><title>302 Found</title></head><body><center><h1>302 Found</h1></center><hr><center>
openresty</center></body></html>

2022-05-23 16:52:46 UTC 456 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.3 49799 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:46 UTC 582 OUT GET /vendor/jquery.easing.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:47 UTC 594 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Fri, 05 Sep 2014 23:45:07 GMT
Accept-Ranges: bytes
ETag: "29a36c6c63c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 8097

2022-05-23 16:52:47 UTC 595 IN Data Raw: 2f 2a 0a 20 2a 20 6a 51 75 65 72 79 20 45 61 73 69 6e 67 20 76 31 2e 33 20 2d 20 68 74 74 70 3a 2f 2f 67 73 
67 64 2e 63 6f 2e 75 6b 2f 73 61 6e 64 62 6f 78 2f 6a 71 75 65 72 79 2f 65 61 73 69 6e 67 2f 0a 20 2a 0a 20 2a 20 55 73 
65 73 20 74 68 65 20 62 75 69 6c 74 20 69 6e 20 65 61 73 69 6e 67 20 63 61 70 61 62 69 6c 69 74 69 65 73 20 61 64 64 
65 64 20 49 6e 20 6a 51 75 65 72 79 20 31 2e 31 0a 20 2a 20 74 6f 20 6f 66 66 65 72 20 6d 75 6c 74 69 70 6c 65 20 65 
61 73 69 6e 67 20 6f 70 74 69 6f 6e 73 0a 20 2a 0a 20 2a 20 54 45 52 4d 53 20 4f 46 20 55 53 45 20 2d 20 6a 51 75 65 7
2 79 20 45 61 73 69 6e 67 0a 20 2a 20 0a 20 2a 20 4f 70 65 6e 20 73 6f 75 72 63 65 20 75 6e 64 65 72 20 74 68 65 20 42 
53 44 20 4c 69 63 65 6e 73 65 2e 20 0a 20 2a 20 0a 20 2a 20 43 6f 
Data Ascii: /* * jQuery Easing v1.3 - http://gsgd.co.uk/sandbox/jquery/easing/ * * Uses the built in easing capabilities added 
In jQuery 1.1 * to offer multiple easing options * * TERMS OF USE - jQuery Easing *  * Open source under the BSD 
License.  *  * Co

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.3 49804 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 583 OUT GET /vendor/jquery.cookie.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:47 UTC 585 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Fri, 05 Sep 2014 23:45:07 GMT
Accept-Ranges: bytes
ETag: "7556c6c63c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 2247

2022-05-23 16:52:47 UTC 585 IN Data Raw: 2f 2a 21 0a 20 2a 20 6a 51 75 65 72 79 20 43 6f 6f 6b 69 65 20 50 6c 75 67 69 6e 20 76 31 2e 33 2e 31 0a 20 
2a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 63 61 72 68 61 72 74 6c 2f 6a 71 75 65 72 79 2d 63 6f 6f 
6b 69 65 0a 20 2a 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 33 20 4b 6c 61 75 73 20 48 61 72 74 6c 0a 20 2a 
20 52 65 6c 65 61 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 6c 69 63 65 6e 73 65 0a 20 2a 2f 0a 28 66 75 
6e 63 74 69 6f 6e 20 28 66 61 63 74 6f 72 79 29 20 7b 0a 09 69 66 20 28 74 79 70 65 6f 66 20 64 65 66 69 6e 65 20 3d 3
d 3d 20 27 66 75 6e 63 74 69 6f 6e 27 20 26 26 20 64 65 66 69 6e 65 2e 61 6d 64 20 26 26 20 64 65 66 69 6e 65 2e 61 
6d 64 2e 6a 51 75 65 72 79 29 20 7b 0a 09 09 2f 2f 20 41 4d 44 2e 20 
Data Ascii: /*! * jQuery Cookie Plugin v1.3.1 * https://github.com/carhartl/jquery-cookie * * Copyright 2013 Klaus Hartl * 
Released under the MIT license */(function (factory) {if (typeof define === 'function' && define.amd && define.amd.jQuery) 
{// AMD. 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.3 49803 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 583 OUT GET /vendor/bootstrap.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:47 UTC 602 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Fri, 05 Sep 2014 23:45:07 GMT
Accept-Ranges: bytes
ETag: "d4df6b6c63c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 35916

2022-05-23 16:52:47 UTC 603 IN Data Raw: 2f 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 0a 20 2a 20 62 6f 6f 74 73 74 72 61 70 2d 74 72 61 6e 73 69 
74 69 6f 6e 2e 6a 73 20 76 32 2e 33 2e 30 0a 20 2a 20 68 74 74 70 3a 2f 2f 74 77 69 74 74 65 72 2e 67 69 74 68 75 62 2
e 63 6f 6d 2f 62 6f 6f 74 73 74 72 61 70 2f 6a 61 76 61 73 63 72 69 70 74 2e 68 74 6d 6c 23 74 72 61 6e 73 69 74 69 6f 6e 
73 0a 20 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 32 20 54 77 69 
74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 0a 20 2a 20 4c 69 63 65 6e 73 
Data Ascii: /* =================================================== * bootstrap-transition.js v2.3.0 * http://t
witter.github.com/bootstrap/javascript.html#transitions * ==========================================
========= * Copyright 2012 Twitter, Inc. * * Licens

2022-05-23 16:52:47 UTC 618 IN Data Raw: 77 69 6e 64 6f 77 2e 6a 51 75 65 72 79 29 3b 0a 2f 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 0a 20 2a 20 62 6f 6f 74 73 74 72 61 70 2d 74 6f 6f 6c 74 69 70 2e 6a 73 20 76 32 2e 33 2e 30 0a 20 2a 20 68 74 
74 70 3a 2f 2f 74 77 69 74 74 65 72 2e 67 69 74 68 75 62 2e 63 6f 6d 2f 62 6f 6f 74 73 74 72 61 70 2f 6a 61 76 61 73 63 
72 69 70 74 2e 68 74 6d 6c 23 74 6f 6f 6c 74 69 70 73 0a 20 2a 20 49 6e 73 70 69 72 65 64 20 62 79 20 74 68 65 20 6f 
72 69 67 69 6e 61 6c 20 6a 51 75 65 72 79 2e 74 69 70 73 79 20 62 79 20 4a 61 73 6f 6e 20 46 72 61 6d 65 0a 20 2a 20 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
Data Ascii: window.jQuery);/* =========================================================== * bootstrap-
tooltip.js v2.3.0 * http://twitter.github.com/bootstrap/javascript.html#tooltips * Inspired by the original jQuery.tipsy by Jason 
Frame * ======================

2022-05-23 16:52:47 UTC 634 IN Data Raw: 20 20 20 20 63 6f 6e 73 74 72 75 63 74 6f 72 3a 20 43 6f 6c 6c 61 70 73 65 0a 0a 20 20 2c 20 64 69 6d 65 6e 
73 69 6f 6e 3a 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 20 20 20 20 20 20 76 61 72 20 68 61 73 57 69 64 74 68 20 
3d 20 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 68 61 73 43 6c 61 73 73 28 27 77 69 64 74 68 27 29 0a 20 20 20 20 20 
20 72 65 74 75 72 6e 20 68 61 73 57 69 64 74 68 20 3f 20 27 77 69 64 74 68 27 20 3a 20 27 68 65 69 67 68 74 27 0a 20 
20 20 20 7d 0a 0a 20 20 2c 20 73 68 6f 77 3a 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 20 20 20 20 20 20 76 61 72 
20 64 69 6d 65 6e 73 69 6f 6e 0a 20 20 20 20 20 20 20 20 2c 20 73 63 72 6f 6c 6c 0a 20 20 20 20 20 20 20 20 2c 20 61 
63 74 69 76 65 73 0a 20 20 20 20 20 20 20 20 2c 20 68 61 73 44 61 74 61 
Data Ascii:     constructor: Collapse  , dimension: function () {      var hasWidth = this.$element.hasClass('width')      return 
hasWidth ? 'width' : 'height'    }  , show: function () {      var dimension        , scroll        , actives        , hasData

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.3 49800 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 584 OUT GET /vendor/selectnav.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:47 UTC 590 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Fri, 05 Sep 2014 23:45:07 GMT
Accept-Ranges: bytes
ETag: "4a3b6f6c63c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 1565

2022-05-23 16:52:47 UTC 591 IN Data Raw: 2f 2a 0a 20 53 65 6c 65 63 74 4e 61 76 2e 6a 73 20 28 76 2e 20 30 2e 31 29 0a 20 43 6f 6e 76 65 72 74 73 20 
79 6f 75 72 20 3c 75 6c 3e 2f 3c 6f 6c 3e 20 6e 61 76 69 67 61 74 69 6f 6e 20 69 6e 74 6f 20 61 20 64 72 6f 70 64 6f 77 6e 
20 6c 69 73 74 20 66 6f 72 20 73 6d 61 6c 6c 20 73 63 72 65 65 6e 73 0a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 
63 6f 6d 2f 6c 75 6b 61 73 7a 66 69 73 7a 65 72 2f 73 65 6c 65 63 74 6e 61 76 2e 6a 73 0a 2a 2f 0a 77 69 6e 64 6f 77 2e 
73 65 6c 65 63 74 6e 61 76 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 70 2c 
71 29 7b 76 61 72 20 61 2c 68 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 76 61 72 20 63 3b 62 7c 7c 28 62 3d 77 69 6e 64 
6f 77 2e 65 76 65 6e 74 29 3b 62 2e 74 61 72 67 65 74 3f 63 
Data Ascii: /* SelectNav.js (v. 0.1) Converts your <ul>/<ol> navigation into a dropdown list for small screens https://g
ithub.com/lukaszfiszer/selectnav.js*/window.selectnav=function(){return function(p,q){var a,h=function(b){var c;b||(b=wi
ndow.event);b.target?c

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.3 49802 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:46 UTC 584 OUT GET /vendor/twitterjs/twitterjs-2.0.0.min.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:47 UTC 587 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Wed, 19 Aug 2020 06:33:37 GMT
Accept-Ranges: bytes
ETag: "f45db6abf275d61:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 2922

2022-05-23 16:52:47 UTC 588 IN Data Raw: 2f 2a 2a 2a 0a 20 2a 20 54 77 69 74 74 65 72 20 4a 53 20 76 31 2e 31 33 2e 33 0a 20 2a 20 68 74 74 70 3a 2f 
2f 63 6f 64 65 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 70 2f 74 77 69 74 74 65 72 6a 73 2f 0a 20 2a 20 43 6f 70 79 72 69 67 68 
74 20 28 63 29 20 32 30 30 39 20 52 65 6d 79 20 53 68 61 72 70 20 2f 20 4d 49 54 20 4c 69 63 65 6e 73 65 0a 20 2a 20 
24 44 61 74 65 3a 20 32 30 31 31 2d 30 37 2d 30 34 20 31 35 3a 34 30 3a 34 30 20 2b 30 31 30 30 20 28 4d 6f 6e 2c 20 
30 34 20 4a 75 6c 20 32 30 31 31 29 20 24 0a 20 2a 2f 0a 20 2f 2a 0a 20 20 4d 49 54 20 28 4d 49 54 2d 4c 49 43 45 4e 
53 45 2e 74 78 74 29 0a 20 2a 2f 0a 74 79 70 65 6f 66 20 67 65 74 54 77 69 74 74 65 72 73 21 3d 22 66 75 6e 63 74 69 6
f 6e 22 26 26 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 
Data Ascii: /*** * Twitter JS v1.13.3 * http://code.google.com/p/twitterjs/ * Copyright (c) 2009 Remy Sharp / MIT License * 
$Date: 2011-07-04 15:40:40 +0100 (Mon, 04 Jul 2011) $ */ /*  MIT (MIT-LICENSE.txt) */typeof getTwitters!="function"&
&function(){var a=

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.3 49801 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:46 UTC 584 OUT GET /vendor/jflickrfeed/jflickrfeed.js HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:47 UTC 592 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Fri, 05 Sep 2014 23:44:50 GMT
Accept-Ranges: bytes
ETag: "58bc156263c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:22 GMT
Connection: close
Content-Length: 1731

2022-05-23 16:52:47 UTC 593 IN Data Raw: 2f 2a 0d 0a 2a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 32 30 30 39 20 4a 6f 65 6c 20 53 75 74 68 65 72 
6c 61 6e 64 0d 0a 2a 20 4c 69 63 65 6e 63 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 6c 69 63 65 6e 73 65 0d 
0a 2a 20 68 74 74 70 3a 2f 2f 77 77 77 2e 6e 65 77 6d 65 64 69 61 63 61 6d 70 61 69 67 6e 73 2e 63 6f 6d 2f 70 61 67 65 
2f 6a 71 75 65 72 79 2d 66 6c 69 63 6b 72 2d 70 6c 75 67 69 6e 0d 0a 2a 0d 0a 2a 20 41 76 61 69 6c 61 62 6c 65 20 74 
61 67 73 20 66 6f 72 20 74 65 6d 70 6c 61 74 65 73 3a 0d 0a 2a 20 74 69 74 6c 65 2c 20 6c 69 6e 6b 2c 20 64 61 74 65 5
f 74 61 6b 65 6e 2c 20 64 65 73 63 72 69 70 74 69 6f 6e 2c 20 70 75 62 6c 69 73 68 65 64 2c 20 61 75 74 68 6f 72 2c 20 
61 75 74 68 6f 72 5f 69 64 2c 20 74 61 67 73 2c 20 69 6d 61 67 65 
Data Ascii: /** Copyright (C) 2009 Joel Sutherland* Licenced under the MIT license* http://www.newmediacampaig
ns.com/page/jquery-flickr-plugin** Available tags for templates:* title, link, date_taken, description, published, author, 
author_id, tags, image

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.3 49816 94.126.16.223 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 638 OUT GET /logo/savicom-536481.js HTTP/1.1
Host: seal-goldengate.bbb.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:47 UTC 659 IN HTTP/1.1 200 OK
Server: keycdn-engine
Date: Mon, 23 May 2022 16:52:47 GMT
Content-Type: application/javascript
Transfer-Encoding: chunked
Connection: close
Last-Modified: Fri, 15 Apr 2022 18:21:06 GMT
ETag: W/"1db3ee92f550d81:0"
Vary: Accept-Encoding
X-Powered-By: ASP.NET
Expires: Mon, 23 May 2022 20:52:47 GMT
Cache-Control: max-age=14400
X-Cache: MISS
X-Shield: active
X-Edge-Location: chzh
Access-Control-Allow-Origin: *

2022-05-23 16:52:47 UTC 659 IN Data Raw: 34 31 66 0d 0a ef bb bf 76 61 72 20 63 70 3d 27 73 65 61 6c 2d 62 6c 75 65 2e 62 62 62 2e 6f 72 67 25 32 46 
6c 65 67 61 63 79 2e 6d 69 6e 2e 63 73 73 27 3b 66 75 6e 63 74 69 6f 6e 20 61 64 64 4f 6e 6c 6f 61 64 45 76 65 6e 74 28 
61 29 7b 69 66 28 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 21 3d 22 
75 6e 64 65 66 69 6e 65 64 22 29 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6c 6f 61 
64 22 2c 61 2c 66 61 6c 73 65 29 3b 65 6c 73 65 20 69 66 28 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 2e 61 74 74 61 63 6
8 45 76 65 6e 74 21 3d 22 75 6e 64 65 66 69 6e 65 64 22 29 77 69 6e 64 6f 77 2e 61 74 74 61 63 68 45 76 65 6e 74 28 
22 6f 6e 6c 6f 61 64 22 2c 61 29 3b 65 6c 73 65 7b 69 66 28 77 69 6e 
Data Ascii: 41fvar cp='seal-blue.bbb.org%2Flegacy.min.css';function addOnloadEvent(a){if(typeof window.addEven
tListener!="undefined")window.addEventListener("load",a,false);else if(typeof window.attachEvent!="undefined")window.att
achEvent("onload",a);else{if(win
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49778 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:43 UTC 96 OUT GET /vendor/revolution-slider/css/settings.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:44 UTC 148 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 05 Sep 2014 23:44:50 GMT
Accept-Ranges: bytes
ETag: "6e82316263c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:20 GMT
Connection: close
Content-Length: 22560

2022-05-23 16:52:44 UTC 148 IN Data Raw: 2f 2a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 0d 0a 0d 0a 09 2d 09 52 65 76 6f 6c 75 74 69 6f 6e 20 53 6c 69 64 65 72 20 31 2e 35 2e 33 20 2d 0d 0a 0
d 0a 09 09 53 63 72 65 65 6e 20 53 74 79 6c 65 73 68 65 65 74 0d 0a 0d 0a 76 65 72 73 69 6f 6e 3a 20 20 20 09 32 2e 
31 0d 0a 64 61 74 65 3a 20 20 20 20 20 20 09 30 39 2f 31 38 2f 31 31 0d 0a 6c 61 73 74 20 75 70 64 61 74 65 3a 20 30 
36 2e 31 32 2e 32 30 31 32 0d 0a 61 75 74 68 6f 72 3a 09 09 74 68 65 6d 65 70 75 6e 63 68 0d 0a 65 6d 61 69 6c 3a 20 
20 20 20 20 09 69 6e 66 6f 40 74 68 65 6d 65 70 75 6e 63 68 2e 63 6f 6d 0d 
Data Ascii: /*------------------------------------------------------------------------------Revolution Slider 1.5.3 -Screen Stylesheetversion:   
2.1date:      09/18/11last update: 06.12.2012author:themepunchemail:     info@themepunch.com

2022-05-23 16:52:44 UTC 164 IN Data Raw: 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 70 78 3b 20 66 6c 6f 61 74 3a 6c 65 66 74 3b 09 6d 61 72 67 69 
6e 2d 74 6f 70 3a 2d 31 33 70 78 3b 7d 0d 0a 0d 0a 0d 0a 2e 74 70 2d 6c 65 66 74 61 72 72 6f 77 2e 6e 61 76 62 61 72 
09 09 09 09 09 09 09 09 09 7b 09 7a 2d 69 6e 64 65 78 3a 31 30 30 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 20 
70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 09 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2e 2e 2f 61 73 73 
65 74 73 2f 73 6d 61 6c 6c 5f 6c 65 66 74 5f 62 6f 78 65 64 2e 70 6e 67 29 20 6e 6f 2d 52 65 70 65 61 74 20 74 6f 70 20 
6c 65 66 74 3b 09 77 69 64 74 68 3a 32 30 70 78 3b 09 68 65 69 67 68 74 3a 31 35 70 78 3b 20 20 20 66 6c 6f 61 74 3a 
6c 65 66 74 3b 09 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 34 70 78 
Data Ascii:  margin-right:0px; float:left;margin-top:-13px;}.tp-leftarrow.navbar{z-index:100;cursor:pointer; position:re
lative;background:url(../assets/small_left_boxed.png) no-Repeat top left;width:20px;height:15px;   float:left;margin-rig
ht:4px

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.3 49812 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 638 OUT GET /css/fonts/font-awesome/font/fontawesome-webfont.woff HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
Origin: https://www.savicom.net
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://www.savicom.net/css/fonts/font-awesome/css/font-awesome.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:48 UTC 676 IN HTTP/1.1 200 OK
Content-Type: font/x-woff
Last-Modified: Fri, 05 Sep 2014 23:37:45 GMT
Accept-Ranges: bytes
ETag: "4459186562c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:24 GMT
Connection: close
Content-Length: 31840
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2022-05-23 16:52:48 UTC 676 IN Data Raw: 77 4f 46 46 00 01 00 00 00 00 7c 60 00 0e 00 00 00 00 eb 88 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 46 46 54 4d 00 00 01 44 00 00 00 1c 00 00 00 1c 64 9c 4e e9 47 44 45 46 00 00 01 60 00 00 
00 1f 00 00 00 20 01 41 00 04 4f 53 2f 32 00 00 01 80 00 00 00 3e 00 00 00 60 8b 02 76 2d 63 6d 61 70 00 00 01 c0 00 00 
00 f5 00 00 02 2a 17 22 e9 35 67 61 73 70 00 00 02 b8 00 00 00 08 00 00 00 08 00 00 00 10 67 6c 79 66 00 00 02 c0 00 0
0 6d 70 00 00 d2 58 b4 a9 8f 34 68 65 61 64 00 00 70 30 00 00 00 2d 00 00 00 36 00 b1 15 ef 68 68 65 61 00 00 70 60 00 
00 00 1f 00 00 00 24 0d 83 07 71 68 6d 74 78 00 00 70 80 00 00 01 39 00 00 04 50 51 c9 08 f9 6c 6f 63 61 00 00 71 bc 00 
00 02 0d 00 00 02 2a a7 b6 6c 0c 6d 61 78 70 00 00 73 cc 00 00 00 
Data Ascii: wOFF|`FFTMDdNGDEF` AOS/2>`v-cmap*"5gaspglyfmpX4headp0-6hheap`$qhmtxp9PQlocaq*lmaxps

2022-05-23 16:52:48 UTC 745 IN Data Raw: e1 f6 47 26 c6 d5 16 f4 fd d3 9b 15 a6 ae 8d 46 a3 89 62 31 1a a7 a2 4c 97 b7 b9 eb 89 e6 0f 05 6d cb ce 02 
8c 95 c7 d3 ab 47 b2 64 98 af 8c 4a e7 9e 71 ea 8b cf 93 6d 3c 2c df 70 ce 9c e8 fb ca f3 37 7c f6 69 42 16 8a 31 e9 e0 85 
9f 3f b0 8d 5c 15 7a f4 3a 63 b0 3b de e6 4a 2c a2 f5 ee c6 60 bd ee 20 d1 dc 70 89 96 f4 7c dc 10 45 85 ae 2d 86 c0 5a 
88 19 fa c2 c5 9d eb 72 f3 03 ab 32 d9 91 ea d2 68 7d f4 b4 53 8a 45 c3 c2 6e 19 90 d5 77 d2 17 ef 94 47 2e 08 05 e7 0f 
1c b8 70 eb 81 fe 25 7b 6e 4b 14 07 4e 09 16 56 8a 80 44 9f 66 1f ae ae 1d b3 75 76 46 5b 52 05 13 18 3a a2 8b c4 d9 fe 
b1 ea e3 3b 97 3e 16 5a 98 c7 cb 63 ff d9 54 c6 16 da 95 9a 59 ae 4b b6 ac 99 3c ff dd 43 b6 48 c1 b5 91 3c 28 b9 1c 0b 
d3 86 3a 7b 0c 35 50 a0 86 12 0e 7b 79 f6 61 df 3a 45 
Data Ascii: G&Fb1LmGdJqm<,p7|iB1?\z:c;J,` p|E-Zr2h}SEnwG.p%{nKNVDfuvF[R:;>ZcTYK<CH<(:{5P{ya:E

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.3 49811 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 639 OUT GET /images/bgimages-background.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:48 UTC 713 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:06:05 GMT
Accept-Ranges: bytes
ETag: "15c68a235e10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:24 GMT
Connection: close
Content-Length: 39320

2022-05-23 16:52:48 UTC 713 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

2022-05-23 16:52:48 UTC 729 IN Data Raw: d5 14 7f 50 12 86 56 51 a7 25 3b 7a 99 59 7d 93 38 44 79 3a 6d 79 1e b7 b4 61 ad 1f 4b 5b c5 ca f8 4f 50 a2 
a7 a0 61 88 78 3e 47 cf d7 13 27 ce 3a 46 bd 45 b2 3e 67 2d 08 a3 c2 e4 ae 2d 4c 7e 96 52 4d 74 54 13 b9 94 62 23 60 
b4 62 b1 8e 7c 61 30 b2 68 97 6c 3e 34 8f 04 1a b3 74 d5 e3 5c 43 b8 9e 73 0a 31 51 32 f2 76 49 0a 50 eb d9 7a ad 0a 0f 
b1 8d 1d 39 c1 89 b9 76 1e 4c 48 f6 10 23 83 bd f4 c2 66 8b b9 f1 b0 b0 c7 4b 44 5b 83 d4 7d d2 cb f2 eb 8d d5 a8 c8 58 
3f 0c 40 33 cf 7b 22 a2 9c ac 24 d6 ee d5 a6 a1 b6 a9 c6 6d 01 48 7a e2 ec 67 80 45 04 94 d1 eb d8 4b 27 f9 b3 76 00 d5 
22 38 b2 6e 28 c7 ef 56 21 47 9a 77 ea 63 8f 98 4b 25 bd 0e 6d 3e d6 6e 1e 35 a9 96 f6 e5 41 20 ce 1b da 83 6e 29 ec 54 
8f b7 ec e8 75 4d eb f9 a4 35 d0 6e bd 9e b3 d9 ee 5a 6c e0 
Data Ascii: PVQ%;zY}8Dy:myaK[OPax>G':FE>g--L~RMtTb#`b|a0hl>4t\Cs1Q2vIPz9vLH#fKD[}X?@3{"$mHzgEK'v"8n(
V!GwcK%m>n5A n)TuM5nZl

2022-05-23 16:52:48 UTC 791 IN Data Raw: ad b6 7a 1a d6 86 3b fa a5 f7 f9 4b 79 ac c2 75 a7 88 45 d1 e3 d7 d9 c1 5b ec 0a 5b 70 f3 93 69 9a f5 3e c4 2d 
db b6 a5 46 f5 cb 32 8c 54 ab 9d 15 59 37 49 8e 35 52 d2 b2 ba 6d 50 50 24 84 fc 32 0c 52 21 66 8c 97 15 af 1e 38 35 4f 
42 6b b2 46 62 2f 9d b6 72 09 5e 92 56 dc c2 9e c5 a6 f6 64 6b f5 e6 d0 ce fb 18 e2 0d 22 e7 ef de 1a 39 72 9b 72 c3 a3 
f3 7a c1 a4 ad 79 ea ec 79 91 5d c3 da 71 11 4f 16 e4 96 6a cf 03 d4 cb 11 ca 00 09 18 b9 de 71 a2 79 05 dc eb b2 6e 38 
e8 e5 70 e5 8e d3 b7 a8 1e 6c fc a3 5b a9 7a c7 c0 1e 4f ed 87 1e f3 a2 89 a2 7a 04 a6 de 58 4f a8 b8 12 89 e3 e9 c5 65 
44 12 d8 b4 ce 27 ad db 5b 3d 43 bd 75 0b 62 cb c3 35 c9 40 bf 62 17 c7 82 3e 8e 18 9b 1a fb d5 43 c4 47 d4 da 79 4b 5f 
4d 17 12 c0 90 eb 69 cd 8e 8e 96 49 b3 b7 55 d2 d7 32 
Data Ascii: z;KyuE[[pi>-F2TY7I5RmPP$2R!f85OBkFb/r^Vdk"9rrzyy]qOjqyn8pl[zOzXOeD'[=Cub5@b>CGyK_MiIU2
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.3 49814 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 639 OUT GET /images/sltest-line.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:48 UTC 661 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:14:48 GMT
Accept-Ranges: bytes
ETag: "e1eb5afd5cf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:24 GMT
Connection: close
Content-Length: 14872

2022-05-23 16:52:48 UTC 661 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 39 ba 
49 44 41 54 78 da ec dd 09 90 24 d9 7d 1f e6 97 59 55 dd 3d e7 ce ee ce ec 81 05 16 d8 03 f7 62 b9 a0 44 81 20 09 82 2
2 29 42 24 4d 83 61 d1 0c 5b 21 d1 a2 45 da 92 6c c9 76 c8 92 1c 94 69 cb 0c 4b 76 84 18 61 86 40 31 c2 a2 c4 b0 14 96 
28 53 22 c3 54 48 a6 24 d2 a0 79 08 04 48 f0 c0 8d c5 b5 17 f6 98 99 dd 9d ab 67 ba eb c8 4c 67 66 55 f6 64 67 57 55 bf 
99 e9 d9 e9 99 f9 3e 44 6e d6 91 95 f9 f2 55 ed 46 c7 0f ff f7 5e 52 14 45 00 00 00 00 00 88 91 ea 02 00 00 00 00 20 96 4
0 11 00 00 00 00 88 26 50 04 00 00 00 00 a2 09 14 01 00 00 00 80 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<9IDATx$}YU=bD ")B$Ma[!ElviKva@1(S"TH$yHgLgfUdgWU>
DnUF^RE @&P

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.3 49813 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 640 OUT GET /images/building-building.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:48 UTC 692 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:52:02 GMT
Accept-Ranges: bytes
ETag: "d067364b23ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:24 GMT
Connection: close
Content-Length: 21255

2022-05-23 16:52:48 UTC 692 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 52 a9 
49 44 41 54 78 da ec dd 07 b8 24 57 7d e7 fd 7f 75 b8 79 ee e4 3c d2 cc 68 46 79 14 90 50 00 05 40 18 04 c8 41 20 a2 8
9 c6 01 7b c1 7e 6d 5e b3 f6 7a 1d 1e af 31 eb b4 0e 60 ec d7 de b5 d7 f6 9a 60 e0 f5 1a 2f d9 26 08 50 42 42 59 80 46 9
a 9c ef dc b9 39 76 a8 da ae ea ae be a7 cf 3d 55 75 aa 6f df b9 e9 fb f1 53 74 77 75 77 75 d5 a9 aa eb 67 7e fa 9f 73 1c 
cf f3 04 00 00 00 00 00 00 00 6c 64 68 02 00 00 00 00 00 00 00 b6 08 14 01 00 00 00 00 00 00 58 23 50 04 00 00 00 00 0
0 00 60 8d 40 11 00 00 00 00 00 00 80 35 02 45 00 00 00 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<RIDATx$W}uy<hFyP@A {~m^z1``/&PBBYF9v=Uu
oStwuwug~sldhX#P`@5E
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2022-05-23 16:52:48 UTC 708 IN Data Raw: eb 70 32 97 fa bf d1 e6 38 d7 95 3d 19 2b 7a ee 73 fe 7b 53 5e f9 f9 11 af fc dc b4 b8 e3 71 87 63 fa bb 19 f1 
5c ff bc ba 4f 6e c4 be 9a b6 9d d4 fa 51 6d 11 b5 9f 51 fb eb c5 1c af 67 da 4e a7 93 5d bd 36 93 bf 2e 2f ce b6 ca ca 55 
39 71 2e ae b4 e7 f3 95 83 1b ad 3c 9e 1e f2 4a 8f 55 ce e5 98 65 5b da 8c b3 97 d4 96 e1 eb 66 da 51 62 ae 2f 89 b9 8f 
6c f7 37 6a df 44 b9 0f 1b b6 ff 89 9f 7e f7 df 75 b5 b7 6f 0d 27 52 99 b9 a7 66 aa 05 c3 31 37 f7 9f ec 93 87 9e 3b 3c 33 
99 4f b9 24 67 c7 c7 3e f6 78 ff a9 cf 2a f7 73 ec be 7f ee ff 79 df df 87 db 0f b7 5d aa 4d 2a a4 2e e1 d8 91 ff f2 d8 b3 32 
35 3d 2d d3 85 42 7d fd e1 d2 e4 6b 2b e7 7c 58 aa c1 6a a9 f6 18 3e 57 5f eb 8b ab 3c ea 8b a7 3d 8f 3b 47 0d e7 eb 0b 
bf f4 0b fc 3f 04 00 00 00 e0 3c a0 42 11 
Data Ascii: p28=+zs{S^qc\OnQmQgN]6./U9q.<JUe[fQb/l7jD~uo'Rf17;<3O$g>x*sy]M*.25=-B}k+|Xj>W_<=;G?<B

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.3 49818 104.26.8.139 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 640 OUT GET /1_96_0/static/js/render.966e9b15d3faf6e2fc37.js HTTP/1.1
Host: widget-v4.tidiochat.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-23 16:52:47 UTC 641 IN HTTP/1.1 200 OK
Date: Mon, 23 May 2022 16:52:47 GMT
Content-Type: application/javascript
Transfer-Encoding: chunked
Connection: close
last-modified: Wed, 11 May 2022 10:47:11 GMT
vary: Accept-Encoding
etag: W/"627b942f-430b"
Cache-Control: max-age=691200
CF-Cache-Status: HIT
Age: 150
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=nARvFFPUIbUBUdZJDcu66WYBCtJ3khpA
GDh0emgZpDLB9odOt45cRFS%2FrCZmplYDn9u6LgoDOxDbgre2NwlyD5JsTHqg56pIGMnDGdwo%2BaPB
oN6VRJHDYP7sjowOo6UlpmoNzO%2Fm5PFj"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 70ff4dd5dad09b69-FRA

2022-05-23 16:52:47 UTC 642 IN Data Raw: 34 33 30 62 0d 0a 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 
20 6e 28 6f 29 7b 69 66 28 65 5b 6f 5d 29 72 65 74 75 72 6e 20 65 5b 6f 5d 2e 65 78 70 6f 72 74 73 3b 76 61 72 20 72 3d 
65 5b 6f 5d 3d 7b 69 3a 6f 2c 6c 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 72 65 74 75 72 6e 20 74 5b 6f 5d 2e 63 
61 6c 6c 28 72 2e 65 78 70 6f 72 74 73 2c 72 2c 72 2e 65 78 70 6f 72 74 73 2c 6e 29 2c 72 2e 6c 3d 21 30 2c 72 2e 65 78 
70 6f 72 74 73 7d 6e 2e 6d 3d 74 2c 6e 2e 63 3d 65 2c 6e 2e 64 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6f 29 7b 6e 2e 
6f 28 74 2c 65 29 7c 7c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 65 2c 7b 65 6e 75 6d 65 
72 61 62 6c 65 3a 21 30 2c 67 65 74 3a 6f 7d 29 7d 2c 6e 
Data Ascii: 430b!function(t){var e={};function n(o){if(e[o])return e[o].exports;var r=e[o]={i:o,l:!1,exports:{}};return t[o].call(
r.exports,r,r.exports,n),r.l=!0,r.exports}n.m=t,n.c=e,n.d=function(t,e,o){n.o(t,e)||Object.defineProperty(t,e,{enumerabl
e:!0,get:o})},n

2022-05-23 16:52:47 UTC 642 IN Data Raw: 6f 2c 22 64 65 66 61 75 6c 74 22 2c 7b 65 6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 76 61 6c 75 65 3a 74 7d 29 
2c 32 26 65 26 26 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 74 29 66 6f 72 28 76 61 72 20 72 20 69 6e 20 74 
29 6e 2e 64 28 6f 2c 72 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 5b 65 5d 7d 2e 62 69 6e 64 28 
6e 75 6c 6c 2c 72 29 29 3b 72 65 74 75 72 6e 20 6f 7d 2c 6e 2e 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 6
5 3d 74 26 26 74 2e 5f 5f 65 73 4d 6f 64 75 6c 65 3f 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 64 65 6
6 61 75 6c 74 7d 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 7d 3b 72 65 74 75 72 6e 20 6e 2e 64 28 
65 2c 22 61 22 2c 65 29 2c 65 7d 2c 6e 2e 6f 3d 66 75 6e 63 74 69 6f 
Data Ascii: o,"default",{enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var r in t)n.d(o,r,function(e){return t[e]}.bind(null
,r));return o},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return t};return n.d(e,"a",
e),e},n.o=functio

2022-05-23 16:52:47 UTC 643 IN Data Raw: 2c 66 5b 74 5d 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3b 6e 3d 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 28 29 3b 74 72 79 7b 6e 3d 6e 7c 7c 6e 65 77 20 46 75 6e 63 74 69 
6f 6e 28 22 72 65 74 75 72 6e 20 74 68 69 73 22 29 28 29 7d 63 61 74 63 68 28 6f 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 
3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 26 26 28 6e 3d 77 69 6e 64 6f 77 29 7d 74 2e 65 78 70 6f 72 74 73 3d 6e 7d 2c 
66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 7
5 72 6e 22 6f 62 6a 65 63 74 22 3d 3d 3d 74 79 70 65 6f 66 20 74 3f 6e 75 6c 6c 21 3d 3d 74 3a 22 66 75 6e 63 74 69 6f 6
e 22 3d 3d 3d 74 79 70 65 6f 66 20 74 7d 7d 2c 2c 66 75 6e 63 74 
Data Ascii: ,f[t]}},function(t,e){var n;n=function(){return this}();try{n=n||new Function("return this")()}catch(o){"object"===typ
eof window&&(n=window)}t.exports=n},function(t,e){t.exports=function(t){return"object"===typeof t?null!==t:"function"===
typeof t}},,funct
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2022-05-23 16:52:47 UTC 645 IN Data Raw: 69 6f 6e 28 65 29 29 2e 61 70 70 6c 79 28 74 68 69 73 2c 72 29 7d 3a 65 2c 6e 29 7d 7d 3b 6f 28 7b 67 6c 6f 
62 61 6c 3a 21 30 2c 62 69 6e 64 3a 21 30 2c 66 6f 72 63 65 64 3a 2f 4d 53 49 45 20 2e 5c 2e 2f 2e 74 65 73 74 28 69 29 
7d 2c 7b 73 65 74 54 69 6d 65 6f 75 74 3a 63 28 72 2e 73 65 74 54 69 6d 65 6f 75 74 29 2c 73 65 74 49 6e 74 65 72 76 
61 6c 3a 63 28 72 2e 73 65 74 49 6e 74 65 72 76 61 6c 29 7d 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 74 2e 
65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 76 6f 69 64 20 30 3d 3d 74 29 74 68 72 6f 77 20 54 
79 70 65 45 72 72 6f 72 28 22 43 61 6e 27 74 20 63 61 6c 6c 20 6d 65 74 68 6f 64 20 6f 6e 20 22 2b 74 29 3b 72 65 74 7
5 72 6e 20 74 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 
Data Ascii: ion(e)).apply(this,r)}:e,n)}};o({global:!0,bind:!0,forced:/MSIE .\./.test(i)},{setTimeout:c(r.setTimeout),setInterval:
c(r.setInterval)})},function(t,e){t.exports=function(t){if(void 0==t)throw TypeError("Can't call method on "+t);return t}},functio
n(t,e,n

2022-05-23 16:52:47 UTC 646 IN Data Raw: 5d 3d 21 31 2c 74 2e 63 6f 6e 63 61 74 28 29 5b 30 5d 21 3d 3d 74 7d 29 29 2c 79 3d 64 28 22 63 6f 6e 63 61 
74 22 29 2c 6d 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 75 28 74 29 29 72 65 74 75 72 6e 21 31 3b 76 61 72 
20 65 3d 74 5b 76 5d 3b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 21 3d 3d 65 3f 21 21 65 3a 69 28 74 29 7d 3b 6f 28 7b 
74 61 72 67 65 74 3a 22 41 72 72 61 79 22 2c 70 72 6f 74 6f 3a 21 30 2c 66 6f 72 63 65 64 3a 21 68 7c 7c 21 79 7d 2c 7b 
63 6f 6e 63 61 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 2c 6e 2c 6f 2c 72 2c 69 2c 75 3d 63 28 74 68 69 
73 29 2c 64 3d 73 28 75 2c 30 29 2c 6c 3d 30 3b 66 6f 72 28 65 3d 2d 31 2c 6f 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 
67 74 68 3b 65 3c 6f 3b 65 2b 2b 29 69 66 28 6d 28 69 3d 2d 31 
Data Ascii: ]=!1,t.concat()[0]!==t})),y=d("concat"),m=function(t){if(!u(t))return!1;var e=t[v];return void 0!==e?!!e:i(t)};o({targ
et:"Array",proto:!0,forced:!h||!y},{concat:function(t){var e,n,o,r,i,u=c(this),d=s(u,0),l=0;for(e=-1,o=arguments.length;
e<o;e++)if(m(i=-1

2022-05-23 16:52:47 UTC 647 IN Data Raw: 72 65 74 75 72 6e 20 72 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 28 6e 3d 74 2e 76 
61 6c 75 65 4f 66 29 26 26 21 6f 28 72 3d 6e 2e 63 61 6c 6c 28 74 29 29 29 72 65 74 75 72 6e 20 72 3b 69 66 28 21 65 
26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 28 6e 3d 74 2e 74 6f 53 74 72 69 6e 67 29 26 26 21 6f 28 72 
3d 6e 2e 63 61 6c 6c 28 74 29 29 29 72 65 74 75 72 6e 20 72 3b 74 68 72 6f 77 20 54 79 70 65 45 72 72 6f 72 28 22 43 
61 6e 27 74 20 63 6f 6e 76 65 72 74 20 6f 62 6a 65 63 74 20 74 6f 20 70 72 69 6d 69 74 69 76 65 20 76 61 6c 75 65 22 2
9 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 6f 3d 6e 28 38 29 2c 72 3d 6e 28 32 32 29 3b 74 
2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 
Data Ascii: return r;if("function"==typeof(n=t.valueOf)&&!o(r=n.call(t)))return r;if(!e&&"function"==typeof(n=t.toString
)&&!o(r=n.call(t)))return r;throw TypeError("Can't convert object to primitive value")}},function(t,e,n){var o=n(8),r=n(
22);t.exports=function(t,e)

2022-05-23 16:52:47 UTC 649 IN Data Raw: 28 74 2c 65 2c 6e 29 7b 76 61 72 20 6f 2c 72 2c 69 3d 6e 28 38 29 2c 75 3d 6e 28 36 34 29 2c 63 3d 69 2e 70 
72 6f 63 65 73 73 2c 61 3d 63 26 26 63 2e 76 65 72 73 69 6f 6e 73 2c 66 3d 61 26 26 61 2e 76 38 3b 66 3f 72 3d 28 6f 3d 
66 2e 73 70 6c 69 74 28 22 2e 22 29 29 5b 30 5d 2b 6f 5b 31 5d 3a 75 26 26 28 21 28 6f 3d 75 2e 6d 61 74 63 68 28 2f 
45 64 67 65 5c 2f 28 5c 64 2b 29 2f 29 29 7c 7c 6f 5b 31 5d 3e 3d 37 34 29 26 26 28 6f 3d 75 2e 6d 61 74 63 68 28 2f 43 
68 72 6f 6d 65 5c 2f 28 5c 64 2b 29 2f 29 29 26 26 28 72 3d 6f 5b 31 5d 29 2c 74 2e 65 78 70 6f 72 74 73 3d 72 26 26 2b 
72 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 6f 3d 6e 28 34 36 29 3b 74 2e 65 78 70 6f 72 74 73 
3d 6f 28 22 6e 61 76 69 67 61 74 6f 72 22 2c 22 75 73 65 72 
Data Ascii: (t,e,n){var o,r,i=n(8),u=n(64),c=i.process,a=c&&c.versions,f=a&&a.v8;f?r=(o=f.split("."))[0]+o[1]:u&&(!(o=u.
match(/Edge\/(\d+)/))||o[1]>=74)&&(o=u.match(/Chrome\/(\d+)/))&&(r=o[1]),t.exports=r&&+r},function(t,e,n){var o=n(46);t.
exports=o("navigator","user

2022-05-23 16:52:47 UTC 650 IN Data Raw: 74 65 45 6c 65 6d 65 6e 74 29 3b 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 
75 72 6e 20 75 3f 69 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 74 29 3a 7b 7d 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 
74 2c 65 2c 6e 29 7b 76 61 72 20 6f 3d 6e 28 39 30 29 2c 72 3d 6e 28 39 31 29 2c 69 3d 6f 28 22 6b 65 79 73 22 29 3b 
74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 69 5b 74 5d 7c 7c 28 69 5b 74 5
d 3d 72 28 74 29 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 6f 3d 6e 28 36 30 29 2c 72 3d 
6e 28 35 38 29 3b 28 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 72 
5b 74 5d 7c 7c 28 72 5b 74 5d 3d 76 6f 69 64 20 30 21 3d 3d 65 3f 65 
Data Ascii: teElement);t.exports=function(t){return u?i.createElement(t):{}}},function(t,e,n){var o=n(90),r=n(91),i=o("k
eys");t.exports=function(t){return i[t]||(i[t]=r(t))}},function(t,e,n){var o=n(60),r=n(58);(t.exports=function(t,e){return r[t]||(
r[t]=void 0!==e?e

2022-05-23 16:52:47 UTC 651 IN Data Raw: 74 79 4e 61 6d 65 73 7c 7c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 6f 28 74 2c 72 29 7d 7d 
2c 2c 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 6f 3d 7b 
7d 2e 70 72 6f 70 65 72 74 79 49 73 45 6e 75 6d 65 72 61 62 6c 65 2c 72 3d 4f 62 6a 65 63 74 2e 67 65 74 4f 77 6e 50 
72 6f 70 65 72 74 79 44 65 73 63 72 69 70 74 6f 72 2c 69 3d 72 26 26 21 6f 2e 63 61 6c 6c 28 7b 31 3a 32 7d 2c 31 29 3b 
65 2e 66 3d 69 3f 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 72 28 74 68 69 73 2c 74 29 3b 72 65 74 75 72 6
e 21 21 65 26 26 65 2e 65 6e 75 6d 65 72 61 62 6c 65 7d 3a 6f 7d 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 
61 72 20 6f 3d 6e 28 31 37 29 2c 72 3d 6e 28 33 31 29 2c 69 3d 6e 
Data Ascii: tyNames||function(t){return o(t,r)}},,,function(t,e,n){"use strict";var o={}.propertyIsEnumerable,r=Object.g
etOwnPropertyDescriptor,i=r&&!o.call({1:2},1);e.f=i?function(t){var e=r(this,t);return!!e&&e.enumerable}:o},function(t,e,n)
{var o=n(17),r=n(31),i=n

2022-05-23 16:52:47 UTC 653 IN Data Raw: 65 29 3b 6e 28 33 39 29 2c 6e 28 32 36 29 3b 21 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 22 62 6f 
6f 6c 65 61 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 50 52 4f 44 55 43 54 49 4f 4e 5f 44 45 56 45 4c 4f 50 4d 45 4e 54 5f 42 
55 49 4c 44 26 26 21 30 3d 3d 3d 50 52 4f 44 55 43 54 49 4f 4e 5f 44 45 56 45 4c 4f 50 4d 45 4e 54 5f 42 55 49 4c 44 2c 
65 3d 74 3f 22 22 2e 63 6f 6e 63 61 74 28 22 68 74 74 70 73 3a 2f 2f 77 69 64 67 65 74 2d 76 34 2e 74 69 64 69 6f 63 68 
61 74 2e 63 6f 6d 2f 22 2c 22 2f 64 69 73 74 2f 22 29 3a 22 68 74 74 70 73 3a 2f 2f 77 69 64 67 65 74 2d 76 34 2e 74 69 
64 69 6f 63 68 61 74 2e 63 6f 6d 2f 22 3b 76 61 72 20 6f 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 5b 5d 2c 
65 3d 21 31 2c 6e 3d 21 31 3b 66 75 6e 63 74 69 6f 6e 20 
Data Ascii: e);n(39),n(26);!function(){var t="boolean"===typeof PRODUCTION_DEVELOPMENT_BUILD&&!0===P
RODUCTION_DEVELOPMENT_BUILD,e=t?"".concat("https://widget-v4.tidiochat.com/","/dist/"):"https://widget-v4.tidi
ochat.com/";var o=function(){var t=[],e=!1,n=!1;function 

2022-05-23 16:52:47 UTC 654 IN Data Raw: 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 6f 3d 65 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 69 66 72 
61 6d 65 22 29 2c 72 3d 21 31 3b 6f 2e 6f 6e 6c 6f 61 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 7c 7c 28 6e 28 6f 29 2c 
72 3d 21 30 29 7d 2c 6f 2e 69 64 3d 74 2c 6f 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 6e 6f 6e 65 22 2c 6f 2e 74 
69 74 6c 65 3d 22 54 69 64 69 6f 20 43 68 61 74 20 63 6f 64 65 22 2c 65 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 
64 28 6f 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 7c 7c 28 6e 28 6f 29 2c 72 3d 21 
30 29 7d 29 2c 31 65 33 29 7d 28 22 74 69 64 69 6f 2d 63 68 61 74 2d 63 6f 64 65 22 2c 77 69 6e 64 6f 77 2e 64 6f 63 75 
6d 65 6e 74 2c 28 66 75 6e 63 74 69 6f 6e 28 6f 29 7b 74 
Data Ascii: on(t,e,n){var o=e.createElement("iframe"),r=!1;o.onload=function(){r||(n(o),r=!0)},o.id=t,o.style.display="n
one",o.title="Tidio Chat code",e.body.appendChild(o),setTimeout((function(){r||(n(o),r=!0)}),1e3)}("tidio-chat-code",win
dow.document,(function(o){t

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:47 UTC 655 IN Data Raw: 64 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 6f 29 7d 28 6f 2e 63 6f 6e 74 65 6e 74 57 69 6e 64 6f 77 2e 64 6f 
63 75 6d 65 6e 74 29 2c 6f 2e 63 6f 6e 74 65 6e 74 57 69 6e 64 6f 77 2e 74 69 64 69 6f 43 68 61 74 41 70 69 3d 77 69 6e 
64 6f 77 2e 74 69 64 69 6f 43 68 61 74 41 70 69 2c 22 72 65 71 75 65 73 74 49 64 6c 65 43 61 6c 6c 62 61 63 6b 22 69 
6e 20 77 69 6e 64 6f 77 3f 77 69 6e 64 6f 77 2e 72 65 71 75 65 73 74 49 64 6c 65 43 61 6c 6c 62 61 63 6b 28 28 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 28 6f 29 7d 29 2c 7b 74 69 6d 65 6f 75 74 3a 35 65 33 7d 29 3a 73 65 74 54 69 6d 65 6f 75 74 
28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 28 6f 29 7d 29 2c 30 29 7d 29 29 7d 29 2c 30 29 7d 29 29 7d 28 29 7d 2c 66 
75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 22 75 73 65 20 73 
Data Ascii: d.appendChild(o)}(o.contentWindow.document),o.contentWindow.tidioChatApi=window.tidioChatApi,"requ
estIdleCallback"in window?window.requestIdleCallback((function(){r(o)}),{timeout:5e3}):setTimeout((function(){r(o)}),0)}
))}),0)}))}()},function(t,e,n){"use s

2022-05-23 16:52:47 UTC 657 IN Data Raw: 74 2c 61 72 67 73 3a 65 7d 29 7d 7d 2c 7b 6b 65 79 3a 22 5f 66 6c 75 73 68 41 6c 6c 46 72 6f 6d 51 75 65 75 
65 22 2c 76 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 3b 30 21 3d 3d 74 68 69 73 2e 71 75 65 75 65 
2e 6c 65 6e 67 74 68 3b 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 71 75 65 75 65 2e 73 68 69 66 74 28 29 2c 65 3d 74 2e 
6d 65 74 68 6f 64 2c 6e 3d 74 2e 61 72 67 73 3b 74 68 69 73 5b 65 5d 2e 61 70 70 6c 79 28 6e 75 6c 6c 2c 6e 29 7d 7d 7
d 2c 7b 6b 65 79 3a 22 6f 70 65 6e 22 2c 76 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 61 64 64 
54 6f 51 75 65 75 65 28 22 6f 70 65 6e 22 29 7d 7d 2c 7b 6b 65 79 3a 22 63 6c 6f 73 65 22 2c 76 61 6c 75 65 3a 66 75 6e 
63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 61 64 64 54 6f 51 75 65 
Data Ascii: t,args:e})}},{key:"_flushAllFromQueue",value:function(){for(;0!==this.queue.length;){var t=this.queue.shift(
),e=t.method,n=t.args;this[e].apply(null,n)}}},{key:"open",value:function(){this._addToQueue("open")}},{key:"close",valu
e:function(){this._addToQue

2022-05-23 16:52:47 UTC 658 IN Data Raw: 5d 29 7d 7d 2c 7b 6b 65 79 3a 22 73 65 74 46 65 61 74 75 72 65 73 22 2c 76 61 6c 75 65 3a 66 75 6e 63 74 
69 6f 6e 28 29 7b 76 61 72 20 74 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3e 30 26 26 76 6f 69 64 20 30 21 
3d 3d 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3f 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3a 7b 7d 3b 74 68 69 73 2e 5f 61 64 6
4 54 6f 51 75 65 75 65 28 22 73 65 74 46 65 61 74 75 72 65 73 22 2c 74 29 7d 7d 5d 29 2c 74 7d 28 29 7d 5d 29 3b 0d 0a 
Data Ascii: ])}},{key:"setFeatures",value:function(){var t=arguments.length>0&&void 0!==arguments[0]?arguments[0]:{};thi
s._addToQueue("setFeatures",t)}}]),t}()}]);

2022-05-23 16:52:47 UTC 658 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.3 49815 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 658 OUT GET /images/litmus-spotlight.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:48 UTC 760 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:47:58 GMT
Accept-Ranges: bytes
ETag: "d75935a18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:24 GMT
Connection: close
Content-Length: 21353

2022-05-23 16:52:48 UTC 760 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

2022-05-23 16:52:48 UTC 776 IN Data Raw: 57 bf fa d5 ff fa bb bf fb bb af 38 ed b4 d3 9e 3f 6e dc b8 69 7d 6d 7b 7e de e2 31 df be 7d fb c2 50 a7 e6 3c f3 
99 cf 3c f0 bb b2 45 5c 0c 89 fb ea fe da d7 f1 c9 df 57 9e ef 43 5d 47 79 ae ea ba 1e 17 bf bb 3d fc 6a 62 a7 75 7a cb 96 
2d 5f da b9 73 e7 a3 eb d6 ad fb af 62 d9 bd 13 26 4c 38 eb d8 63 8f 9d 90 be 3f a6 98 e1 b8 5f 1a 1f 63 80 59 4c fc d3 35 
7e fc f8 4b 3a 5d 67 45 60 7d 20 50 4c c7 b6 1c ac e7 a3 d3 59 95 2b ea f6 e9 45 dd de 16 ca ff 77 a8 75 3b ec c7 b6 cd 
9b 37 2f 59 b1 62 c5 3d 17 5d 74 91 ff 71 01 83 5a 97 e6 d4 00 00 83 c7 fc f9 f3 8f c8 7a 2e bc f0 c2 33 c2 c3 73 5b fb 03 
a4 d8 dc 66 4f f1 78 a0 7c f8 c3 1f 3e 6f ea d4 a9 e7 8e 1e 3d 7a fc 29 a7 9c b2 af 55 5c ec d6 77 ec b1 c7 9e 91 de 10 97 
cf 77 ed da 35 3f b6 d4 0b 8f cb b7 6c 
Data Ascii: W8?ni}m{~1}P<<E\WC]Gy=jbuz-_sb&L8c?_cYL5~K:]gE`} PLY+Ewu;7/Yb=]tqZz.3s[fOx|>o=z)U\ww5?l
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.3 49819 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:47 UTC 660 OUT GET /images/sltest-learnmore.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:48 UTC 781 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:15:08 GMT
Accept-Ranges: bytes
ETag: "dabf9e95df3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:24 GMT
Connection: close
Content-Length: 9896

2022-05-23 16:52:48 UTC 781 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 26 4a 
49 44 41 54 78 da ec dd 5b af 65 55 d9 27 f0 b9 f6 ae 2a 0e 0a 22 2a 2a 82 82 44 51 54 f0 04 98 18 b1 81 b7 8d 97 a6 af 
fb 0b 78 ed 5d df f5 7b d5 17 be e9 3b bf 83 e9 c4 78 a1 89 dc d0 84 60 b4 8d 8a 80 04 29 40 10 b5 8a 93 9c 14 e4 54 7b 
75 3d d3 3d 16 63 8f 9a 73 ae 67 ad 5a 8b e2 ad fa fd 92 95 35 d7 9c 63 1e f7 24 b1 fe 3e 63 8c d9 7c 3e ef 00 00 00 00 
00 32 66 02 45 00 00 00 00 20 4b a0 08 00 00 00 00 a4 09 14 01 00 00 00 80 34 81 22 00 00 00 00 90 26 50 04 00 00 00 
00 d2 04 8a 00 00 00 00 40 9a 40 11 00 00 00 00 48 13 28 02 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<&JIDATx[eU'*"**DQTx]{;x`)@T{u==csgZ5c$>c|>2fE K4"
&P@@H(

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.3 49820 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:48 UTC 798 OUT GET /images/bgimages-learnscreen.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:49 UTC 801 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:14:55 GMT
Accept-Ranges: bytes
ETag: "45611a5f5f10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 11321

2022-05-23 16:52:49 UTC 801 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.3 49821 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:48 UTC 798 OUT GET /images/preheader-bg.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:49 UTC 823 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Wed, 09 Mar 2016 23:45:06 GMT
Accept-Ranges: bytes
ETag: "fc6b99b55d7ad11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 133045

2022-05-23 16:52:49 UTC 823 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 6d 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Duckydmhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm

2022-05-23 16:52:49 UTC 839 IN Data Raw: b5 46 bd d9 d5 e1 d7 f7 17 7c 4f 2b 25 97 8f 0c 75 d2 b1 ab 8e e6 73 bf 2d f1 0b ae 67 16 64 bd 76 de 97 a1 
43 ca 56 4f 9e 64 9f 2d f5 35 d3 6c f9 e1 97 95 5a a4 ad 13 84 27 07 59 bd f4 a7 4d 65 cf ab b6 d2 4a 98 a5 39 e5 8f d4 
77 c7 2c 6f ac ce 63 9a db b3 b3 6b 2c e3 11 d9 bc 6b 27 36 26 f5 7e d4 e8 da c7 f9 5b 26 db e2 65 75 d2 4e 65 8b db fe 
da b6 ae ac 17 7a 86 71 ed b6 f7 3e cc ed bc d6 e1 1b 9b 69 5a a9 2f 14 b1 59 13 b5 6b 5e 66 73 17 5d 9a d5 da 55 9c 
c7 03 ae 9b 59 ab 37 3e f1 af 6e 9e e5 1b 92 94 af 6e 06 bb 53 17 39 fc 70 e1 7a d9 a5 a7 6f ce af af 52 f6 6b 13 dd d2 bb 
69 e9 a6 88 98 6f 07 dc c7 64 b8 93 39 74 f8 69 4b 2f 6b 5d 62 38 fd 09 d9 9f dd 3c c7 4b 6d a7 8a 96 fc 62 49 e5 9d 64 
fb 39 fc 0a de ed cc 3a 3f b9 36 bd af 2d 6b 71 c6 be 1c 
Data Ascii: F|O+%us-gdvCVOd-5lZ'YMeJ9w,ock,k'6&~[&euNezq>iZ/Yk^fs]UY7>nnS9pzoRkiod9tiK/k]b8<KmbId9:?6-kq

2022-05-23 16:52:49 UTC 916 IN Data Raw: c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b 
d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b 
d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b 
d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b 
d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 87 c7 fd 2b d0 76 fa 85 76 5b 
9b 69 50 ad 1c 31 2c ed f6 4d b7 c4 c4 37 76 dd 2c fd 89 37 dd c9 16 ce b3 39 34 bd b8 be 1c d5 1c 3c 16 11 19 71 24 f9 
2c f1 5d 2c e4 a6 db b5 5b 69 
Data Ascii: +v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+v+vv[iP1,M7v,794<q$,],[i

2022-05-23 16:52:49 UTC 932 IN Data Raw: 32 85 55 5c de 76 9f b2 39 b7 b5 ed c4 ae ae fb 2f 3a b9 e0 e1 60 6f b5 93 0e 7f d2 df 39 46 a4 e7 fd 38 e3 c4 
c7 fb 37 d3 af 33 f7 05 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 06 e5 8a c7 2f 32 31 fb b8 db 86 e8 56 c3 53 af 54 e1 84 
9b df 66 68 85 59 72 9c cb 79 a0 bd f6 cf 11 d1 28 d3 a6 d5 b5 54 fb 9b f7 3c 32 7c ce 9b dd 7c 4f 2c 5c dd b9 8e 56 b5 5a 
49 f1 b3 8e 48 ce b3 5b c5 75 9a dd 6f 0b a4 2d b5 77 1f 94 4a ed 06 ed c6 f2 7a 61 8d ae d3 6c 5f 2f 0b fe 54 ef 4d d7 bd 
5a 7c 8a db 5a 6a e1 b7 47 87 b9 47 18 3f 2f f7 18 bc 
Data Ascii: 2U\v9/:`o9F873P/21VSTfhYry(T<2||O,\VZIH[uo-wJzal_/TMZ|ZjGG?/

2022-05-23 16:52:49 UTC 948 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
42 bb 6e d5 75 69 27 85 df 0e ee 8d 90 f3 3b 7a cf f5 5a aa 74 7a ed ee 4d 69 73 cf 81 64 bb 5c 26 db 63 69 89 c5 6d e3 
45 66 df 8e 69 f0 9c a7 bc 59 75 b8 63 5b 36 df 99 cb 6b 8e e2 70 a2 30 aa 59 e1 9a f2 2d da ed e5 6f fe 2f ab 61 eb 50 f5 
5b 53 6d 67 58 e4 97 34 49 6e bc c6 31 f8 f6 f4 6c 3b 4d 52 75 4a 5e b9 f6 a7 86 0d 74 35 bd ed 7e 85 c6 b7 37 97 84 ff 
00 2b 4f 6f fb 8d 8f 72 b6 b5 5a ea fe 5b 5b 0c 17 53 1f 34 bd 71 3d 9e 93 f8 3d bb 4d bd 23 ca 6e a7 5d ca 6a f7 d9 c5 66 
98 52 a9 e2 eb 65 fe a3 e7 69 2c db 3e af 4b a7 3a 66 7f 8f af e8 c9 8b da 17 c7 09 d5 5a f8 d3 1e 09 73 67 e9 d7 6b b6 
d8 ad 5d 73 ac b9 cd f6 8c b6 9b ec 55 6f 3f 91 56 cb 
Data Ascii: Bnui';zZtzMisd\&cimEfiYuc[6kp0Y-o/aP[SmgX4In1l;MRuJ^t5~7+OorZ[[S4q==M#n]jfRei,>K:fZsgk]sUo?V

2022-05-23 16:52:49 UTC 959 IN Data Raw: 9c 6d ef 7c 2e ba eb 4d cb 56 8e 13 53 b4 ff 00 28 ce 7c 0f cd fe e9 b6 da dd a7 39 db de 26 b6 da dc bd 5d 6f 
1f 16 52 f8 d9 63 3d c7 6f 8b c9 be bb ce 7f e5 5d 2f b9 4a d9 57 db 1c 30 e9 8c 9c 3e 7c f6 4d 75 db cb 29 bb aa d6 fe dd 
2f 6d d7 e4 b9 b3 8f 8f d4 f9 34 98 ef 73 97 ce b7 6d 57 7d ab 45 29 49 c5 e6 e3 0c 19 bd 31 73 5b ba e9 b4 ed cb a5 34 
27 5b 3b 2b 2b 24 95 b8 63 94 f5 3b 6b b4 95 33 6c c6 b9 c3 ae a6 eb 65 6c 52 b4 56 d5 e5 c3 c3 03 5b d9 d5 9c 5c fb 0a 
94 d4 9b b4 25 47 8c ad 3e 2b 8b 39 cf 92 49 c1 6d eb e3 9c a7 6f fb 85 b3 79 ad 35 a6 9e 36 53 5c b0 c0 fc ff 00 27 cb 
8b 2e 17 7f 8f be 99 b7 1f ee e6 9d b7 77 16 e6 9a da 97 73 7a 25 c5 3f 6e 9e 58 9d b5 de 5d 73 56 4c 69 8b 7d 15 bd 5b 
26 dd 55 56 f4 42 da ba d5 c3 18 5c 0d cf f5 4d 2c 
Data Ascii: m|.MVS(|9&]oRc=o]/JW0>|Mu)/m4smW}E)I1s[4'[;++$c;k3lelRV[\%G>+9Imoy56S\'.wsz%?nX]sVLi}[&UVB\M,
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2022-05-23 16:52:49 UTC 975 IN Data Raw: ea 76 d3 6b 6d be b8 5d 73 b5 c7 a3 c3 ff 00 96 b4 f7 36 7a ba cc e4 ab 84 f8 9f 9f 7c e7 35 e9 3f 80 e2 6c f2 
9b bf fa f5 aa 87 2f 8e 2a 1f 77 7a 3e 6f cd ac bb 5b 33 97 a4 f8 ff 00 a9 9c df 0e 74 a5 2f 93 5b 69 ac 1b c1 b6 f2 c7 a9 cf 
4d 24 e6 f9 5d ad 9f 95 9c 96 db d1 a6 ca 6d 6d b5 1d f2 b3 3f 4c 92 eb 8b e1 66 dd bc f8 ae 57 a5 ab b2 f7 57 b6 db af de
de 0d 34 e1 47 23 49 da 5b 8f 66 ec 56 f4 d4 ef 8d 30 86 b0 99 39 f5 ce d6 df 0d 6f 8c e6 7e e7 4d db 34 d2 4b fd d8 64 8d 
cb 34 e0 d2 66 38 ee 35 ba 9c 4a c9 4a e3 8e 46 37 db b6 df 46 f5 9d 6f 5a bb 26 9d 75 5f 4a 75 55 49 be 31 99 36 9f 8c 
f6 62 49 e6 4f c8 dc ad b6 ed 15 b4 d6 ca 5e 33 8f ec ce 5b fc 76 e9 c7 ba eb f9 eb f5 5d 2b 57 8e 76 4a 70 e7 fc 49 f1 7e 
33 f3 e3 94 b7 6c 49 7c 65 2a ce f2 bf 
Data Ascii: vkm]s6z|5?l/*wz>o[3t/[iM$]mm?LfWW4G#I[fV09o~M4Kd4f85JJF7FoZ&u_JuUI16bIO^3[v]+WvJpI~3lI|e*

2022-05-23 16:52:49 UTC 991 IN Data Raw: b9 e1 0e d3 6c 31 f4 2c 6a 4e 32 95 ee 69 3e a1 ab c4 ca eb 56 b0 6a 57 39 26 58 da ca ab 56 a9 3e 13 87 12 
33 2e 3f 47 29 71 11 92 e7 ea 6b 2e 93 17 96 27 38 37 dd de 17 18 e6 0d 34 e0 89 df 52 1a 2b 59 8c 22 80 00 00 00 2f 
84 51 f9 ae b7 5f 28 10 68 46 35 39 70 3b 7c 72 e3 2b e0 b3 ca 0e 96 4b e4 93 dd 32 4e ba e3 1e 8a d9 33 7e 3d 6f 8e 0c 
13 d0 9f d2 9e e9 82 49 7e 3f 6f 26 18 cd e9 af 58 b0 34 a0 00 00 00 00 00 05 2d 3c 5f 0c b1 cc 33 73 e8 90 d0 06 e9 7c 
be 85 4c c3 4b e5 f4 06 63 08 a0 00 00 00 00 00 00 00 1a b8 bc b8 7d 8a 82 98 cf 8c 64 12 e3 d5 b6 4f 06 f1 95 98 35 b2 
f8 49 1a 22 3c 42 01 40 09 37 91 53 38 08 a0 1b 57 0d 71 e1 ea 19 db c2 d2 d5 b8 b8 46 7c 7c 3d 45 f0 c5 fd 8f 05 fe 4b 
56 ff 00 ba 9a a9 73 10 dc 61 c4 f3 bf df fe f7 aa fe 1f ff 
Data Ascii: l1,jN2i>VjW9&XV>3.?G)qk.'874R+Y"/Q_(hF59p;|r+K2N3~=oI~?o&X4-<_3s|LKc}dO5I"<B@7S8WqF||=EKVsa

2022-05-23 16:52:49 UTC 1007 IN Data Raw: 51 79 9c 1b 4f c2 6b ea 2b a4 a1 f8 5b 9f 58 09 75 fc b3 7c aa b6 95 09 45 9a 7d b9 64 0b 31 e7 c3 8b d9 49 
ab 67 76 f1 5c 39 96 79 6f fa d9 fc 2f ed 37 37 1a b2 ae de 2a f0 ae 96 38 13 8f 2c cd 64 9f d4 db d1 bb bb b5 b6 e2 d8 ad 
34 fc 3b 55 6e df ea 7b 9b 9b b8 7f f1 d1 ea 7e bc 4e 93 69 e2 df fa 6a 9f 14 da 6f b5 be 2e 2f fb a0 cb b8 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 07 ec 83 df bf 9c 40 00 00 ea b6 d4 4b c7 8f 6c 46 5c ee fc f0 97 33 0b 
91 6a e2 59 ca 08 d0 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 c1 c3 96 94 c6 5e a5 4c ba 52 
74 65 cf 09 cb 03 2e 7b 7e e7 34 a5 9a 74 b7 05 94 3c 39 04 9c b0 8d 00 74 ae ae 3e 19 15 ce e3 d1 6a b5 d3 8b c1 77 
e3 89 32 c7 6b 2e 5c 03 b0 14 02 d6 6b fd a5 62 ff 00 d5 
Data Ascii: QyOk+[Xu|E}d1Igv\9yo/77*8,d4;Un{~Nijo./@KlF\3jY^LRte.{~4t<9t>jw2k.\kb

2022-05-23 16:52:50 UTC 1024 IN Data Raw: 00 00 00 01 14 9e 0e 2b 87 1c 4a 98 e7 cf 2c f6 c6 50 fc 41 cb 08 d0 00 00 00 00 53 ce b3 86 08 b5 9f 4b 8f 23 
55 e0 e7 c1 f9 11 27 6f 54 86 c0 00 00 00 00 00 00 00 00 00 d5 93 e5 86 3c 8a 94 e5 8e 18 c3 80 7f bb 54 ac b1 5e 58 84 
bf 5f 2d 71 c7 38 eb fa 04 99 f4 3d bf fc 67 3c 73 fa e4 0e 7e ed ab 69 db 4a 96 97 fd 6a 62 57 0e 8b c4 97 c2 6d fb 7f dd 
e0 7f c9 1e e3 b7 e3 a7 75 bf 74 34 e1 4e 2b 93 f0 3c f7 f7 ff 00 b9 e9 bf 89 c7 f4 de 66 9a 3e 48 b6 7a 1c d9 cc e5 cb 33 
e7 3e d5 f0 8a 2a a5 5d 16 95 8e a7 0d 71 fe ac 43 7a e3 fa 75 d5 ad b8 ae 86 da 9c 9a 7c ff 00 70 92 dc 5e 38 6b c2 d2 
fd db 9c 6a f0 51 df 90 9f 54 f4 e1 75 ca ce 21 43 f6 a7 84 c6 38 90 4d f1 aa 99 ad 57 29 73 86 09 c6 29 41 46 a6 b4 ac 17 
e2 a3 1f e5 8c 1f 7f a9 07 3c 75 ad 2f 07 9a 
Data Ascii: +J,PASK#U'oT<T^X_-q8=g<s~iJjbWmut4N+<f>Hz3>*]qCzu|p^8kjQTu!C8MW)s)AF<u/

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.2.3 49822 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:48 UTC 799 OUT GET /images/litmus-litmus.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:49 UTC 855 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:46:07 GMT
Accept-Ranges: bytes
ETag: "b3ffa1718dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 16761

2022-05-23 16:52:49 UTC 855 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  
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2022-05-23 16:52:49 UTC 871 IN Data Raw: 40 11 00 00 00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 
00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 00 00 28 26 50 04 00 00 
00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 
00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 
00 a0 98 40 11 00 00 00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 00 
00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 00 00 28 26 50 04 00 00 00 
00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 00 00 28 
Data Ascii: @(&PbE@(&PbE@(&PbE@(&PbE@(&PbE@(&PbE@(&PbE@(&PbE@(

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49782 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:43 UTC 97 OUT GET /vendor/revolution-slider/css/captions.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:44 UTC 123 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 05 Sep 2014 23:44:50 GMT
Accept-Ranges: bytes
ETag: "4c34316263c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:20 GMT
Connection: close
Content-Length: 9437

2022-05-23 16:52:44 UTC 123 IN Data Raw: 2f 2a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 0d 0a 0d 0a 09 2d 09 52 65 76 6f 6c 75 74 69 6f 6e 20 53 6c 69 64 65 72 20 32 2e 30 20 43 61 70 74 69 6
f 6e 73 20 2d 0d 0a 0d 0a 09 09 53 63 72 65 65 6e 20 53 74 79 6c 65 73 68 65 65 74 0d 0a 0d 0a 76 65 72 73 69 6f 6e 3a 
20 20 20 09 31 2e 34 2e 35 0d 0a 64 61 74 65 3a 20 20 20 20 20 20 09 30 39 2f 31 38 2f 31 31 0d 0a 6c 61 73 74 20 75 
70 64 61 74 65 3a 20 31 33 2e 31 30 2e 32 30 31 32 0d 0a 61 75 74 68 6f 72 3a 09 09 74 68 65 6d 65 70 75 6e 63 68 0d 
0a 65 6d 61 69 6c 3a 20 20 20 20 20 09 69 6e 66 6f 40 74 68 65 6d 65 70 
Data Ascii: /*------------------------------------------------------------------------------Revolution Slider 2.0 Captions -Screen Styleshee
tversion:   1.4.5date:      09/18/11last update: 13.10.2012author:themepunchemail:     info@themep

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.3 49823 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:48 UTC 799 OUT GET /images/litmus-litmuslogo.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:49 UTC 812 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:48:49 GMT
Accept-Ranges: bytes
ETag: "b207d7818dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 11222

2022-05-23 16:52:49 UTC 812 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.3 49824 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:48 UTC 800 OUT GET /images/guidelines-right-s.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:49 UTC 884 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:35:22 GMT
Accept-Ranges: bytes
ETag: "f83a8b87b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 42848

2022-05-23 16:52:49 UTC 884 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 a7 02 
49 44 41 54 78 da ec dd 69 ac 64 e9 7d df f7 ff f3 9c a5 b6 bb f5 be cd 4c 4f cf de 9c 45 84 24 2e a2 1c 4b 96 20 c9 44 28 
81 12 a0 d0 11 b5 90 56 f4 22 32 1d da 71 80 04 08 82 20 b1 61 03 09 90 05 09 6c 20 2f 6c 65 11 89 50 70 22 d8 42 90 
cd 44 90 c4 04 84 e8 45 2c 71 13 67 ef e9 9e 5e ef ed bb d4 76 d6 27 e7 79 ce 52 a7 ea de 3b 73 66 a6 c9 48 d3 df cf b0 
a6 6e 55 9d 3a 75 ce a9 e2 bc f8 e1 ff 7f fe ca 18 23 00 00 00 00 00 00 00 d0 85 e6 12 00 00 00 00 00 00 00 e8 8a 40 11 
00 00 00 00 00 00 40 67 04 8a 00 00 00 00 00 00 00 3a 23 50 04 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<IDATxid}LOE$.K D(V"2q al /lePp"BDE,qg^v'yR;sfHn
U:u#@@g:#P

2022-05-23 16:52:49 UTC 900 IN Data Raw: 0f d5 84 67 8b 40 11 00 00 00 00 00 38 aa 0a a7 ec fa 85 36 b0 b2 41 62 6f 30 28 87 9c 48 d5 ca eb 79 cd 1a 
85 6e bd c0 3a 04 2c 6e 7b db db 32 5c 5f 97 bd fb f7 c5 f7 bd 66 5d 43 1b fa d9 80 d1 86 91 9e 1f c8 30 5c 5b aa 62 b4 fb 
b7 01 a3 bd d5 21 e6 72 15 63 26 f3 79 ab 8a d1 5b ac 97 68 ef ad 3a f4 b4 c7 67 5b a5 8d 1b d9 ac bc e2 3c 82 24 49 3c 
59 db 5c fb 3b 1f 09 ff fd e7 d2 eb e7 f7 c5 17 55 bc 9c eb 5c b4 29 d7 25 2c 67 b2 e4 65 ae 58 1c fb da c6 b9 62 ff eb 6e 
cd c4 c3 c3 39 44 4e 0c 7c 39 35 f4 65 92 e6 f2 fc 53 57 dc b5 a8 c3 c4 e6 26 55 85 a2 7b 8f 39 7a 28 cb d2 7e 97 d7 59 
bc 57 5c 4f 1b ae da 7d 7b d5 3e 4d 6b d8 4b 53 95 58 ad 9b a8 f5 bb 0c 4a b1 bb f7 ca cf 6e d6 18 34 cb 15 8d da 0e cd 
79 e3 5a b1 2f 7b fd 8d 64 c5 b5 e8 3d 76 45 7a eb 
Data Ascii: g@86Abo0(Hyn:,n{2\_f]C0\[b!rc&y[h:g[<$I<Y\;U\)%,geXbn9DN|95eSW&U{9z(~YW\O}{>MkKSXJn4yZ/{d=vEz

2022-05-23 16:52:49 UTC 949 IN Data Raw: e8 58 04 38 32 a7 e1 72 eb 79 68 66 07 a0 db ed 40 33 0c 09 1a e2 61 81 44 f0 16 38 97 a3 4d 41 c6 35 4b d3 
14 d6 d7 d6 61 d9 9c a7 a7 02 f3 38 d9 2e a0 45 67 00 ba 24 2c 97 56 90 d5 aa f9 5b 4e 2d 9e 7a f3 c2 d2 c3 8f ed 9f 3f 
7e 28 ea 57 ce 77 b2 de d3 1d 71 ee 4f 2e f7 3e f5 89 2f 5c fc 57 cd 0b 97 2e 1c 3a b5 7c ff c7 0f 07 ef 9c 4a fa 63 4a fa 
95 85 ef 64 12 0e 61 59 35 e5 cf 3f b6 ef 97 df b6 de 7e fc ea ea da c5 28 0a eb 7e 11 cc fd 54 79 96 8e fd 41 e1 b3 86 0e 
c5 a8 5a 75 49 ce 19 95 3f 7b 3b a3 75 30 da 1e 92 d3 73 b3 d4 93 92 ce 8e 30 d2 1c 1b 52 59 7d 60 8e cd 31 d5 fd 96 fc 
56 19 28 b2 58 2c 16 8b c5 62 b1 58 2c 16 8b f5 cd 2b a4 19 94 46 5b af 55 56 3f f0 d8 4a f2 03 27 ce be 0f 5a cf 3e d2 c9 
83 99 a0 a7 60 b5 13 42 40 bd 10 a5 4d 3f 96 8a 
Data Ascii: X82ryhf@3aD8MA5Ka8.Eg$,V[N-z?~(WwqO.>/\W.:|JcJdaY5?~(~TyAZuI?{;u0s0RY}`1V(X,bX,+F[UV?J'Z
>`B@M?
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.3 49825 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:48 UTC 800 OUT GET /images/building-your.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:49 UTC 872 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:52:21 GMT
Accept-Ranges: bytes
ETag: "e084ec5623ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 12393

2022-05-23 16:52:49 UTC 872 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 30 0b 
49 44 41 54 78 da ec dd 0b 90 e5 59 5d 27 f8 73 ef cd cc ea aa ea ae ae ea 07 8f 06 ba d9 6e 90 47 30 33 6a 0f bb 1a 8c 
8a d8 cc fa 58 57 9c 98 26 5c dd 08 67 57 69 10 96 de 21 36 46 74 27 62 76 23 66 23 84 75 e7 a5 32 03 a8 2b cb e8 8e 
03 8c 22 c4 30 b2 dd e2 32 88 0a 82 cb b3 a5 a1 bb ba eb fd 7e 65 56 55 66 de d7 7f ef ff e6 fd 67 9d 7b f2 ff bf 79 2a ab 
63 c4 cc cf 27 e2 70 5f ff 7b fe e7 ff bf d9 11 15 5f 7e e7 9c 56 51 14 01 00 00 00 00 20 47 db 2d 00 00 00 00 00 72 09 14 
01 00 00 00 80 6c 02 45 00 00 00 00 20 9b 40 11 00 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<0IDATxY]'snG03jXW&\gWi!6Ft'bv#f#u2+"02~eVUfg{y*c'
p_{_~VQ G-rlE @

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.3 49826 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:49 UTC 948 OUT GET /images/bgimages-images.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:50 UTC 1026 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:06:20 GMT
Accept-Ranges: bytes
ETag: "56908d2c5e10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:25 GMT
Connection: close
Content-Length: 22435

2022-05-23 16:52:50 UTC 1027 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Copyright Joe Security LLC 2022 Page 120 of 166



2022-05-23 16:52:50 UTC 1042 IN Data Raw: 64 ce 15 85 5d 0e 4a bb 2a 5c ec aa 8e d6 ed c7 29 ad 37 79 78 7d d3 14 56 ce 95 89 7d 19 fb 50 77 68 ae c7 
fa 60 98 7a 3b 54 9f b9 31 20 ae 2b 83 0f 7c 82 1f 5d b1 1b e3 6d 7f 55 01 38 6b 04 8a 00 c0 19 54 82 b3 26 04 3a bc ac 
e0 ac 3b 6d 4b 1f 5f a5 b8 ae 20 ec 0e ae cf 58 c2 c4 54 45 78 fe fc 63 3f 4b 95 7f 71 69 a8 52 42 9e a5 af ee 34 9d b9 fe 
b9 ed de 9b a7 24 8f 81 e2 c9 47 3f a9 b7 77 70 ff 1b ce e9 60 33 9b be 04 49 21 07 3e dd 8d 3c 78 bb ff 7b f2 ea d5 75 
a4 b5 f7 f3 30 ec 5f 9b 74 5e cd d1 c6 43 d3 a0 f7 df db 34 36 59 07 58 4b b3 8f 9d 1b 07 cf 73 3e a6 5b eb 71 4a 4d 59 
52 b7 e8 f4 ea b4 66 5f 5a 07 f2 40 80 38 7e 3f ae ce fb da 7a 1c ce 5f 38 5f 9d d3 c7 dc 7c a1 6b 02 b4 d2 48 24 54 f7 d2 
a3 de 1f 56 4d 7b 0e ad c3 d9 b7 ff 5f 87 54 3e d8 
Data Ascii: d]J*\)7yx}V}Pwh`z;T1 +|]mU8kT&:;mK_ XTExc?KqiRB4$G?wp`3I!><x{u0_t^C46YXKs>[qJMYRf_Z@8~?z
_8_|kH$TVM{_T>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.3 49827 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1023 OUT GET /images/building-user2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:50 UTC 1049 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:51:19 GMT
Accept-Ranges: bytes
ETag: "a0e3b83123ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 10243

2022-05-23 16:52:50 UTC 1049 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 27 a5 
49 44 41 54 78 da ec dd 7b 77 94 d7 61 e8 e1 57 57 84 0c 12 17 61 2c 04 02 84 b1 5c 1b c7 50 db 18 a7 3d 4d 4e 9b fc 9
3 9e 9e fe d1 7c 80 d3 d5 7c ac f4 0b e4 b4 27 ed ea 59 59 5d ab a7 89 9d 34 6d 4c 12 db b1 31 06 03 b2 2d 20 5c 24 01 
c2 30 08 5d cf ec 61 b6 b4 f5 32 23 6d ee 04 3d cf 5a ef 1a 69 34 ef 65 46 24 59 fa 65 ef 77 b7 2c 2c 2c 14 00 00 00 00 00 
39 5a 7d 04 00 00 00 00 40 2e 41 11 00 00 00 00 c8 26 28 02 00 00 00 00 d9 04 45 00 00 00 00 20 9b a0 08 00 00 00 00 
64 13 14 01 00 00 00 80 6c 82 22 00 00 00 00 90 4d 50 04 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<'IDATx{waWWa,\P=MN||'YY]4mL1- \$0]a2#m=Zi4eF$Yew,
,,9Z}@.A&(E dl"MP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.3 49829 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1025 OUT GET /images/guidelines-left-m.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:51 UTC 1061 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:34:56 GMT
Accept-Ranges: bytes
ETag: "3785eb77b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 38093

2022-05-23 16:52:51 UTC 1061 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 94 6f 49 
44 41 54 78 da ec dd 6b 8c 2c e9 7d df f7 ff f3 54 55 f7 74 cf fd 5c f7 ec 59 72 b9 5c 52 5c 91 92 b8 94 44 ed 8a 5a 5a 96 
14 39 96 a2 d8 81 e5 bc c8 ed 4d 80 00 01 02 24 f0 eb 04 7e e1 20 06 02 d8 40 f2 22 40 5e c4 89 21 3b 8e 1d c3 92 a5 
18 91 e4 e8 6a 53 bc 8a 5a 92 cb 3b 77 c9 25 f7 be 67 cf cc 9c b9 76 77 55 3d 4f 9e 4b 55 77 75 4f cf 4c cd 39 d3 b3 4b 
f2 fb a1 6a bb bb ba ba 6e dd 67 00 fd f0 7f 9e bf b2 d6 0a 00 00 00 00 00 00 00 b4 a1 b9 05 00 00 00 00 00 00 00 da 22 
50 04 00 00 00 00 00 00 d0 1a 81 22 00 00 00 00 00 00 80 d6 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<oIDATxk,}TUt\Yr\R\DZZ9M$~ @"@^!;jSZ;w%gvwU=OKUw
uOL9Kjng"P"

2022-05-23 16:52:51 UTC 1077 IN Data Raw: 98 2d 73 6b 76 32 29 dd cb bc ed 8e 8e 0e 7d f6 a8 e3 0e 5b 55 28 aa 50 9f 36 95 cd 4d 55 e0 55 a7 33 d5 44 
44 26 f3 02 8e 9b 1d d7 ed 88 ed f4 f6 27 1e b5 6a 76 e2 03 2c f7 99 6e c7 3d ba 2b 3d 38 30 b2 da 57 d2 5f da 96 c3 7b 
ff 58 fe fc 5f ff 3f 92 ae fe 94 dc 7e cf cf cb 43 8f fc b8 6c 6c dc 08 e1 df 60 70 24 a3 d1 28 54 e7 d5 27 51 0f 65 8e 7d 44 
24 54 23 26 7e 38 b0 c9 65 77 eb 65 79 e3 a5 2f c9 6b df fb 13 59 2a bf 2a ef be 55 88 5e 33 b2 bf 6f c4 58 1d 86 0e fb 6d 
c3 67 12 5b 35 62 a9 af bf 9e 33 b1 31 5f a2 6d 5e c9 69 37 d9 9e 90 c9 da 73 fd 3c 54 f8 9e ec 24 44 0d b7 2e 86 8b d7 
af 6d c8 4b 2f 6f dd f7 8f cf cf ab 39 99 15 d1 88 55 89 94 79 2e 3f d6 3f fc b1 f7 df dc 78 e2 9b 2f 1e 7c d9 df 1e a9 72 5a 
63 8c ba 72 e3 86 ad 43 6a 00 00 00 00 00 
Data Ascii: -skv2)}[U(P6MUU3DD&'jv,n=+=80W_{X_?~Cll`p$(T'Qe}D$T#&~8ewey/kY**U^3oXmg[5b31_m^i7s<T$D.m
K/o9Uy.??x/|rZcrCj

2022-05-23 16:52:51 UTC 1148 IN Data Raw: 47 be f5 b6 1f b9 70 ee cc f9 3c e7 85 11 16 95 71 2c 26 bc fc 63 28 c7 13 e5 79 6e 1c 8b 97 9e 7a c2 dc 34 e6 
1c b2 00 00 00 00 00 00 00 00 c0 8b 01 fe 0b 13 1c 26 cd 50 16 0f 63 05 31 95 2f fa 08 67 59 46 2c aa 1b df 69 21 d1 96 
3c cf 17 ec 98 11 08 b9 13 1f bb fe 0c ea 90 12 73 16 2d ee 70 ee 44 c5 d0 d9 c7 3a af c8 14 58 eb ef 97 46 44 da f9 26 
6c 9f 47 fd 2a 27 e3 ea 58 07 89 3f 9f d5 cb ba 45 33 1b 6c c3 6b 41 71 c6 49 38 5b a5 ee d3 b3 95 2d 28 af b7 6d 57 91 
37 16 16 1c 55 39 41 50 76 8c 4b 55 3f 54 7a db 25 35 a1 5b 7a db 36 e8 c6 88 7f 91 eb a5 c8 5e c0 9c 30 92 79 66 ae 
83 f9 be 90 7b 3e b4 fa 9c dc 5e 37 73 65 f5 7a 90 37 e7 c4 d6 ca b1 09 56 1d 7f 3f 63 33 1d 2c 43 01 bc fc b0 ad 7a b4 
99 0a 3a ad 9e 38 f5 f7 5e f3 c8 df f9 f5 ef 89 7e eb 6f 
Data Ascii: Gp<q,&c(ynz4&Pc1/gYF,i!<s-pD:XFD&lG*'X?E3lkAqI8[-(mW7U9APvKU?Tz%5[z6^0yf{>^7sez7V?c3,Cz:8^~o

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.3 49828 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1026 OUT GET /images/special-mag.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:51 UTC 1093 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 16 Jun 2016 18:13:25 GMT
Accept-Ranges: bytes
ETag: "9a1f55c6fac7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 43830

2022-05-23 16:52:51 UTC 1093 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 35 00 00 01 72 08 06 00 00 00 24 9b 3e 52 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR5r$>RtEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.
134777, 2010/02/12-17:32:00  
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2022-05-23 16:52:51 UTC 1109 IN Data Raw: 11 1b cd a6 0d 1b 4d 19 d3 bc a4 a9 66 18 86 e6 cc 99 33 b5 44 23 b9 7e 9e 04 8a 45 e8 d6 de 09 fd 52 7d af 
f2 db 62 1f 74 3e 6f 6a 9c 9f 47 27 af 70 75 d2 25 b9 2e 3a cd 8e ad f6 1c fd 8a f1 d4 3e a7 69 b7 e9 39 e6 d4 4c d7 3f 6d 
5e cd 84 74 4d 37 b1 4a 2e ca 6d 91 0e 9c e4 a2 3b c9 65 49 b7 29 55 a2 f9 f0 f7 b4 b1 53 de b0 28 fd 98 34 c1 ca 1b 61 
9d b5 8d 20 f0 93 df 43 d7 b4 20 73 3e e4 b7 24 db 91 e9 1a 56 af 5e ad 3e f6 b1 8f d9 62 18 3c 00 00 00 b0 9c 10 6a 02 
00 4a 45 c2 44 69 92 f2 eb bf fe eb f6 13 9f f8 84 7e f1 c5 ef d8 cf 7c e6 df c4 17 3a d7 e0 54 00 39 95 46 49 80 13 c7 e7 
0e 49 b3 30 34 ab e8 93 ca be f4 fd 52 01 69 83 9b 3d cf 0d 66 d9 ca 39 56 94 1f 93 7c 3e 0a 5f 9e 1c 9f 98 6c d4 eb ce 
d5 57 5d d5 f7 03 3f f0 91 7f e4 fb 7e 97 76 9c 28 
Data Ascii: Mf3D#~ER}bt>ojG'pu%.:>i9L?m^tM7J.m;eI)US(4a C s>$V^>b<jJEDi~|:T9FII04Ri=f9V|>_lW]?~v(

2022-05-23 16:52:51 UTC 1169 IN Data Raw: 42 44 ca cd 05 eb 76 a9 04 9d e9 70 de cc a7 71 d3 c7 cc a2 74 53 af 0c 9d 7b a7 66 10 36 dd 08 73 56 75 b7 
2b 7f 93 17 c5 ff a6 b9 f8 3d c6 e3 8f 73 11 fd b4 d9 fc 47 cc 26 73 8c 95 85 c4 4d 4a d4 35 2f 89 9b 63 84 4d 67 3b 9d d8 
bf 39 ba 04 9d 6f 78 43 cb 6d 34 9d 61 d3 ad e1 ce bc aa cd c8 bc ae b2 7c cd 7c a6 3e e2 39 2b 3b 33 99 2f fd b7 82 a6 
5f 2e bc a0 59 2a 39 27 e1 d9 06 02 51 b9 79 41 a5 e6 24 68 ce cc cc 5a 41 93 c4 41 12 34 c3 05 91 68 48 f7 98 dc 98 e1 
f8 5e 44 d4 41 48 0c e2 df 34 cf f4 24 8c fa ca 96 8f 51 fe 1e 92 40 4a cf 23 95 b5 8f fe 3e f2 a9 7f 7e d0 cf 8e f0 f3 03 00 
00 00 00 00 80 9d 06 a2 26 00 00 80 89 18 27 74 4c e2 c4 0a ce 32 2a 9b 9d c6 f1 55 16 36 c7 bd 3f dd 35 ec d6 d8 6c be 
4d 18 a7 6a d5 89 9b 45 91 5b 71 33 8c 07 09 5f 
Data Ascii: BDvpqtS{f6sVu+=sG&sMJ5/cMg;9oxCm4a||>9+;3/_.Y*9'QyA$hZAA4hH^DAH4$Q@J#>~&'tL2*U6?5lMjE[q3_

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.3 49830 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1049 OUT GET /images/sltest-bg2.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:51 UTC 1132 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Wed, 10 Aug 2016 22:54:02 GMT
Accept-Ranges: bytes
ETag: "d42180165af3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 114120

2022-05-23 16:52:51 UTC 1132 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 02 00 00 64 00 64 00 00 ff ec 00 11 44 75 63 6b 79 00 01 00 04 00 00 00 
50 00 00 ff ee 00 26 41 64 6f 62 65 00 64 c0 00 00 00 01 03 00 15 04 03 06 0a 0d 00 00 6a ae 00 00 89 6c 00 01 00 c5 
00 01 bd c6 ff db 00 84 00 02 02 02 02 02 02 02 02 02 02 03 02 02 02 03 04 03 02 02 03 04 05 04 04 04 04 04 05 06 05 
05 05 05 05 05 06 06 07 07 08 07 07 06 09 09 0a 0a 09 09 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 01 03 03 03 05 0
4 05 09 06 06 09 0d 0b 09 0b 0d 0f 0e 0e 0e 0e 0f 0f 0c 0c 0c 0c 0c 0f 0f 0c 0c 0c 0c 0c 0c 0f 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c ff c2 00 11 08 02 2b 07 d0 03 01 11 00 02 11 01 03 11 01 ff c4 00 
c9 00 01 00 03 01 01 01 01 00 00 00 00 00 00 00 00 00 00 02 
Data Ascii: JFIFddDuckyP&Adobedjl+

2022-05-23 16:52:51 UTC 1153 IN Data Raw: 72 b0 d4 9d aa f2 33 59 f4 1d 81 a1 0d 49 da af 23 35 9f 43 6c 0d 0c 65 e8 2d 07 70 e9 d2 a5 24 34 32 f4 16 
83 b8 74 e9 52 92 1a 1d 3a 54 a4 86 87 4e c5 75 15 30 e9 d2 a5 24 34 58 9d 8a ea 2a 62 ca fa ca eb e2 6c a8 b1 ad 38 
11 65 7d 65 75 f1 36 54 58 d6 9c 08 b2 a2 c6 b4 e0 43 d2 4b 22 72 b1 65 45 8d 69 c0 87 a4 96 44 e5 73 59 f4 1d 81 a1 
84 6c 7d 07 7a 8d 67 d0 db 03 43 08 de 7d 0d bd 41 1b cf a0 ef 50 cb b0 28 3b 82 36 3e 83 b8 65 d8 14 9d c3 a7 41 2b 2
0 c5 89 d6 25 7c ff 00 d0 bf 8f f4 ff 00 1e 3e 3c 7c 78 f8 f1 f1 e3 e3 c7 c7 8f 8f 1f 1f c1 f1 e3 e3 c7 c7 f8 7f 1f c1 f1 e3 e3 c7
c7 8f 8f 1f 1e 3e 3c 7c 78 f8 f1 f1 e3 e3 f8 3e 3c 7c 7f 8f f1 fc 1f 1e 3e 3c 7c 78 f8 f1 f1 e3 e3 c7 c7 8f 8f 1f 1f c8 db e5 37 
d4 36 f9 4d f5 16 6f 8a b7 dc 36 f9 4d f5 16 
Data Ascii: r3YI#5Cle-p$42tR:TNu0$4X*bl8e}eu6TXCK"reEiDsYl}zgC}AP(;6>eA+ %|><|x><|x><|><|x76Mo6M

2022-05-23 16:52:51 UTC 1180 IN Data Raw: 36 8c 6d f5 68 c7 b3 7d 11 cc c7 ee de 8c 42 fa 23 99 8f 93 6f 46 21 6f 46 21 6d ae e2 16 f4 62 16 da ee 21 6d 
e3 af 06 f1 d7 83 78 eb c1 bc 75 e0 de 3a b4 79 8d bf c7 86 f1 d5 a3 cc 6d fe 2d 18 f6 6f 33 b3 fe bf a7 e0 9d b3 10 3e 08 
1b 66 20 6d 99 8b cc 62 d9 98 bc c6 2f 31 8b c9 8c 5e 63 17 93 18 b4 4f 82 7e 08 9f 04 fc 13 f0 4f c1 3f 04 ed 9d 44 0e 6d 
9d 4c 1b 66 20 73 6c ea 60 db 3a 98 36 cc c5 b3 a9 83 6c cc 5e 4c 62 d1 31 8b c9 8c 5a 27 31 8b 44 f8 27 e0 89 f0 4f c1 
03 6c c4 0f 82 06 d9 d4 40 e6 d9 88 1c db 33 06 d9 88 1b 67 53 06 f2 63 17 93 18 bc c6 2f 26 31 79 31 8b 44 c6 2f 26 31 
68 9c c6 35 69 f8 27 e0 9f 82 7e 09 f8 20 7c 13 f0 40 db 33 16 cc c7 81 13 4a c8 83 0a d0 80 90 95 91 dc 18 5f 9b 20 40 
48 40 58 59 5c 42 4e 2c 11 98 49 c3 e2 c1 19 5c 
Data Ascii: 6mh}B#oF!oF!mb!mxu:ym-o3>f mb/1^cO~O?DmLf sl`:6l^Lb1Z'1D'Ol@3gSc/&1y1D/&1h5i'~ |@3J_ @H@
XY\BN,I\
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2022-05-23 16:52:51 UTC 1196 IN Data Raw: 98 f8 bd 17 e6 5f 35 15 7e c5 6e 44 56 55 ad 1c 83 a2 f4 5f 99 74 d4 57 e8 ad c8 88 ff 00 c6 5d 35 15 fa 2b 72 
38 3c a7 36 d0 94 48 67 e7 51 64 f9 a8 ab f6 2b 72 22 b2 9c db 42 51 0e 7c ea 27 96 6a d4 89 78 1f cc 4b 79 6d ee a8 78 
c8 da 4d e3 43 bb d4 d2 f0 3b 98 96 f3 5e aa 87 8c 8d a4 de 5b 7b aa 19 b6 91 b4 ae 1e 39 2a d2 70 5c fd f4 1b 7b aa 1e 
32 36 93 78 78 e4 ab 4a a4 29 ee c7 e3 1a 49 7e 7c 1b 18 8f a6 54 78 d4 61 ed ad 89 db 9d 20 bf 24 0d 23 e9 95 3e 35 
c6 ce 76 d8 9d 59 55 e3 51 8e 76 d8 9d 59 56 b4 72 0e 8b d1 7e 65 47 8d 46 1e da d8 9d b9 56 b4 72 63 a2 f4 5f 99 4e 
6d a1 28 90 cf ce a2 cb 78 13 80 58 da eb 57 ce 53 9b 68 4a 21 cf 9d 44 f3 bd 89 c4 8d e0 be 2f 9c b3 76 a4 4b c0 ee 62 
5b cb 6f 55 43 c6 46 d2 6d 63 43 bb d4 89 5e 07 f3 12 de 5b 
Data Ascii: _5~nDVU_tW]5+r8<6HgQd+r"BQ|'jxKymxMC;^[{9*p\{26xxJ)I~|Txa $#>5vYUQvYVr~eGFVrc_Nm(xXWShJ!
D/vKb[oUCFmcC^[

2022-05-23 16:52:51 UTC 1212 IN Data Raw: 00 00 00 00 00 00 5f ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 
00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 fb 7d bf be cb 64 93 ef b6 de 5b 3f db 4a 44 b6 54 c3 4b 6d b6 db 6d b6 db 6d b6 db 6d 
b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d b6 db 6d 
b6 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 25 d3 49 61 45 92 4d ff 00 fb 7b 6c bf ef 
b7 ba 59 2c 96 da 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 
49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 48 00 80 83 4d b5 b5 f2 78 ad 92 
Data Ascii: _}d[?JDTKmmmmmmmmmmmmmmmmmI$I$I$I$I$I$I$I$I%IaEM{lY,I$I$I$I$I$I$I$I$I$I$I$I$I$I$I$I$I$HMx

2022-05-23 16:52:51 UTC 1245 IN Data Raw: 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 
92 49 24 92 49 24 92 59 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 bf 6d ff 00 fb 6f a4 
b6 c8 d2 64 92 6e ff 00 ed f6 bf 4f f4 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 
92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 3f ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 
00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 ff 00 fd be df fd ae b6 49 bf ff da 00 08 01 01 03 
01 3f 10 9b 12 12 12 12 12 12 12 10 41 04 10 41 7a 08 2f 4c 17 a8 b1 ae 8c f8 ff 00 73 40 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: I$I$I$I$I$I$I$I$I$I$I$I$I$I$Y$I$I$I$I$I$I$I$I$modnOI$I$I$I$I$I$I$I$I$I$I$I$I$I$I$I$I?I?AAz/Ls@

2022-05-23 16:52:51 UTC 1261 IN Data Raw: 8b 17 60 78 0b bb 7d 8b 06 b3 90 af fd 94 a3 fa 95 4e 91 7b 62 43 1c b3 9c de 19 4a 3f 89 55 ba 45 ed b1 31 
8d 2b 1f cb 78 65 29 71 ee a1 25 5f 47 8c 7e 7d 34 d7 29 94 a3 fa 95 5b a4 5e db 11 98 d2 b1 9c a7 e1 94 a7 1a e3 62 4a 
be f2 3d 63 f3 e9 a6 b9 4c a5 f6 3f 58 a2 24 fc 2e e2 1c 2a 13 65 dd 32 8d 11 b2 21 b6 7d 92 13 19 83 89 e4 fb 3c 17 d9 
4b ec 6e b1 41 27 d4 bb 89 92 04 d9 77 4c a2 18 c8 8a df 84 85 ea 07 13 f1 f6 73 0b ec a2 11 b2 22 b3 ec 90 bd 50 e2 7e 
3e ce 61 7d 8d a2 73 13 67 a4 26 ec f1 85 1b ed 7c 0c 6c 43 04 45 6d f6 48 49 2a 1c 4f 27 d9 cc 1b d7 3f 06 e0 8d c5 4f 
48 4e 65 df 41 1b 7c 55 db 0e e1 8d ae 58 8e 5b f0 87 34 45 5a 65 a9 78 67 71 fe 42 2d 99 9a 5f 2c 86 54 35 f8 bc a7 82 
7b 18 53 87 a6 27 e1 f6 15 63 a1 36 d3 b6 78 3d 07 a8 5b 
Data Ascii: `x}N{bCJ?UE1+xe)q%_G~}4)[^bJ=cL?X$.*e2!}<KnA'wLs"P~>a}sg&|lCEmHI*O'?OHNeA|UX[4EZexgqB-_,
T5{S'c6x=[

2022-05-23 16:52:51 UTC 1277 IN Data Raw: 26 9e d3 d3 42 2a b2 3a ab 47 f0 91 fb 08 93 86 33 86 98 8e c0 55 6a 93 1d 0c 36 9a 77 69 a8 d0 a6 f5 3a 99 
e8 fe 0d 06 9e 45 48 c0 d3 3b a6 22 38 65 56 a9 31 86 42 61 a7 ed 3f 28 7c d0 db a9 4a e7 84 32 f2 37 b2 3f a9 3a cb 4d 
7c 62 24 57 7c 93 19 09 ef f2 30 c3 0c 30 c3 0c 36 86 1b 8c 0c 2d 10 9f 02 0b 61 04 10 41 21 7d 88 47 92 94 be cb ec be 
cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb 
ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec 
be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be 
cb ec be cb ec be cb ec be cb ec be cb ec be cb ec be cb 
Data Ascii: &B*:G3Uj6wi:EH;"8eV1Ba?(|J27?:M|b$W|006-aA!}G

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.3 49831 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1059 OUT GET /images/litmus-design2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:51 UTC 1125 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:51:00 GMT
Accept-Ranges: bytes
ETag: "28980c618dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 6534
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2022-05-23 16:52:51 UTC 1125 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.3 49832 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1060 OUT GET /img/slides/analyze.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:51 UTC 1212 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Wed, 06 Jan 2016 20:53:55 GMT
Accept-Ranges: bytes
ETag: "7e6c805bc448d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 120177

2022-05-23 16:52:51 UTC 1213 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 29 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyP)http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm

2022-05-23 16:52:51 UTC 1228 IN Data Raw: cb d2 7c f1 f9 3d a8 79 a3 cc ba 9f 99 34 6f 37 cf e5 1b 9d 57 43 4d 23 50 92 c6 39 3d 5b b1 0c 82 48 4d c3 19 
b8 51 3e 25 0d 12 24 9c 5d 94 b9 5a 01 89 a7 d6 0c 70 e1 94 78 87 17 16 fc 87 7d 7b fd f5 b0 db 67 2b 3e 90 e4 97 10 95 
1e 1a be bf 8d fb af 9e fb b1 78 ff 00 e7 1f bc c1 6b 3d cc d6 7f 9a 9a bc 09 74 2e a4 9e 15 12 22 cb 71 72 23 0c f3 94 99 
5a 4f 50 27 19 49 3c 88 03 8b 2b 0e 59 77 f2 8c 0f 3c 63 a7 c8 12 6b ed 6a 3a 09 f4 c8 47 f6 01 7f 67 cb e6 e3 ff 00 38 ff 
00 ac c7 7d ae 6a 16 3e 7e 9b 4e 7d 6d c4 d3 5a db c7 76 23 0e d1 c6 8c 0b 9b d3 29 58 cc 61 e3 1c fe d2 af 3e 40 10 5f 
e5 18 f0 88 98 dd 7b bb c9 ee ab dd 65 a1 91 24 89 55 f7 5f 70 1d fc bd 2c f3 c9 9f 96 3a c7 95 35 a9 75 4b cf 3a de 79 96 
1b 89 de e2 58 35 03 70 cc b2 3b 5d fc 69 4b 
Data Ascii: |=y4o7WCM#P9=[HMQ>%$]Zpx}{g+>xk=t."qr#ZOP'I<+Yw<ckj:Gg8}j>~N}mZv#)Xa>@_{e$U_p,:5uK:yX5p;]iK

2022-05-23 16:52:51 UTC 1325 IN Data Raw: 9f f3 5e 5b fc 8b a7 fe 97 cd 87 f2 b6 7f 2f 93 e8 6f f9 c6 7f ce 3f 39 fe 63 79 fb 52 d1 bc cc 74 c7 b2 b2 d1 66 
be b6 16 76 4b 6f 20 99 67 86 20 4b 86 35 1c 64 3b 66 a3 b6 bb 3f 16 9f 08 94 2e cc ab 73 7d 0b b2 ec ad 6e 4c f9 4c 67 
55 57 b0 7a 6f fc e4 a0 af 92 bf 32 cf 87 e5 d6 b3 fa 9b 39 fc 5f 44 9d b6 61 eb 87 bd 22 ff 00 9c 59 ff 00 94 5b 4f ff 00 8c 
29 ff 00 11 19 8e e5 3e bd c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 56 39 e6 ef f9 47 b5 2f f5 17 fe 26 b8 aa 0b c8 bf f2 8e db 
7f ae ff 00 af 15 62 ba e7 94 ef fc cc 9a 64 96 4d 64 bf a3 ef 75 64 79 ae cc 82 4b 67 9e e0 70 ba b6 11 8f ef 62 e0 78 d4 
8e bd 7c 48 35 f8 fc 73 65 63 84 8f c7 5f d6 91 4d e4 2f cc 83 7e 91 c7 e7 2e 5a 54 ae 1a 5a dc 5c 29 88 2c 2a 87 8c 4a 
02 32 b1 af ee ce db 96 26 b4 00 82 37 
Data Ascii: ^[/o?9cyRtfvKo g K5d;f?.s}nLLgUWzo29_Da"Y[O)>]v*UV9G/&bdMdudyKgpbx|H5sec_M/~.ZTZ\),*J2&7

2022-05-23 16:52:51 UTC 1374 IN Data Raw: 3b ff 00 93 be 28 b4 46 9d e6 df 2d 6a f7 f2 69 7a 5e b7 69 a8 5f 47 0a 5c 34 36 f2 09 01 8a 41 c9 1d 59 6a ac 
08 df 62 70 81 b5 ad 8b a6 43 81 2e c5 5f 9a 3f f3 f0 8f f7 8b 45 dc d7 fc 31 e6 3f fa 82 93 37 3d 97 fd de 6f ea 8f bd d5 76 
8f f7 98 bf ad fa 1f 9a 1f 95 15 fd 11 6b df f7 6b fa 86 75 ba 2f a5 e6 f5 67 77 b0 54 ff 00 6e 6c 1c 47 ae 79 7e 1f ca 79 f4 
4d 35 7c c3 77 71 69 ad cb 01 83 51 31 09 a8 92 ad cb 4a b3 f2 01 94 73 8b 8c 44 00 40 5a b5 39 66 0e 73 a8 13 3c 03 
d3 b5 7c b7 1f 3d fe c7 37 0f e5 8c 07 19 f5 51 ef e7 7b 1f 97 df e4 89 1a 3f e4 dc 90 7c 3e 65 bc b7 9d 95 82 99 da 56 55 
65 9e 80 b0 8e d8 92 1a 3d 85 3a 7d a3 90 f1 35 57 f4 8f c7 c5 12 c7 a7 23 62 7a fe 39 26 32 f9 6f f2 6a 24 37 9f e2 6b 99 
34 f9 67 78 ac 9d 6e 0f ad 21 54 62 c1 
Data Ascii: ;(F-jiz^i_G\46AYjbpC._?E1?7=ovkku/gwTnlGy~yM5|wqiQ1JsD@Z9fs<|=7Q{?|>eVUe=:}5W#bz9&2oj$7k
4gxn!Tb
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2022-05-23 16:52:51 UTC 1390 IN Data Raw: c6 5a 8c b1 9a 80 ec 2b b2 9e 27 7f 63 8a a1 ee 7c c9 6b 65 6f 0d dd e5 ed 9d ad ad cb c7 1d bd cc b2 2a 46 
ed 37 f7 61 58 b5 09 6e d4 eb 92 10 91 34 06 ec 4c c0 16 4e c8 74 f3 7e 95 24 72 4c 9a be 9c f1 42 d3 a4 b2 09 d0 85 6b 
51 ca 70 7e 2f f7 50 dd bc 07 5c 3e 1c bb 8f f6 f2 5e 38 f7 a3 e0 d6 7e b5 04 37 36 cf 14 f6 f7 08 24 82 74 a9 57 46 15 0c 
a6 bb 82 32 32 89 89 a3 cd 31 90 90 b1 c8 ab 7e 92 9f f9 53 ee 3f d7 02 5d fa 4a 7f e5 4f b8 ff 00 5c 55 df a4 a7 fe 54 fb 
8f f5 c5 54 a6 d6 0d bc 4f 3d c3 c3 04 31 0e 52 cd 21 e2 8a 3a 54 b1 20 0c 55 bf d2 ed ea bd b8 78 4c f1 a0 91 e0 af c6 
a8 c4 80 c5 6b 50 09 04 03 8a a5 97 be 72 d2 34 d9 2e 21 d4 75 8d 3a c2 6b 48 92 7b a8 ae 27 48 da 38 a4 60 88 ee 19 
81 01 98 80 0e 2a ac de 69 b0 4b 88 6d 1b 52 b1 fa d5 
Data Ascii: Z+'c|keo*F7aXn4LNt~$rLBkQp~/P\>^8~76$tWF221~S?]JO\UTTO=1R!:T UxLkPr4.!u:kH{'H8`*iKmR

2022-05-23 16:52:51 UTC 1390 IN Data Raw: 82 30 62 3c 08 3d c6 3e 5f 8d b9 aa b7 f8 86 df eb 12 59 fd 72 cc 5d c2 50 4d 69 ea af aa 86 44 69 13 92 72 a8 
e4 88 cc 2a 37 00 9e 80 e2 a7 67 cc df f3 95 1a 84 8f f9 71 e6 10 c2 30 bf 53 3f 10 f7 23 df 15 7b 0f e5 25 cc 77 50 79 a6 
58 d8 3a fe 92 89 6a 3c 45 9c 19 b0 ed 31 59 7e 01 c0 ec ef ee be 25 eb d9 af 73 dd 8a bb 15 76 2a ec 55 d8 ab b1 57 c9 
5f 9d 5f f3 87 ff 00 97 3f 9b 37 57 5e 60 d3 9d fc 8f e7 2b 9a bd c6 b3 a7 46 ad 6f 77 27 f3 5d da 1e 2a ec 7b ba 95 7f 12 
73 ae ec 4f 6c 75 7d 9c 06 39 7e f3 18 e8 79 8f ea cb a7 b8 d8 74 ba fe c3 c3 aa 3c 43 d3 2e f1 d7 de 1f 04 f9 97 fe 70 5b 
f3 db 45 b8 95 74 7b 7d 1b cd f6 6a 4f a7 75 65 7a b6 b2 30 f7 86 ec 47 43 ec 18 e7 7d a6 f6 ef b3 72 8f 59 94 0f 98 bf b6 
37 f7 3c e6 5f 67 75 50 3e 9a 90 f2 35 f7 
Data Ascii: 0b<=>_Yr]PMiDir*7gq0S?#{%wPyX:j<E1Y~%sv*UW__?7W^`+Fow']*{sOlu}9~yt<C.p[Et{}jOuez0GC}rY7<
_guP>5

2022-05-23 16:52:52 UTC 1406 IN Data Raw: d3 1f a9 9c 7e 50 7f ce 3b 6b 37 df 9a 7e 44 83 cc 57 9a 1d f7 97 e3 d6 61 9b 54 b5 86 ea 47 79 e1 b6 26 6e 
02 37 85 2a 1c a0 04 13 d3 36 fd 89 da bd 9d ad d7 62 c3 1c d1 91 94 b9 54 b7 ad fa c4 77 34 e1 ff 00 81 07 6f e8 b2 c7 
3e b3 04 46 18 10 66 44 e2 76 07 b8 79 bf 71 c0 00 00 05 00 d8 01 9e e0 f7 8d e2 af cf bf f9 f8 4f 96 b4 cb af cb bf 28 f9 
b5 d2 38 f5 8d 17 5d 5d 3e de 6d 83 c9 6f 7d 14 86 48 eb d4 80 d1 2b 01 db 3d 0b fe 07 9a a9 c7 55 93 0f f0 ca 17 f1 89 
1b fd af 35 ed 36 28 9c 31 9f 50 6b e6 fc 91 cf 5d 78 a7 d9 9f f3 81 f7 f3 da 7e 7c 8b 48 c9 11 6a 9e 5b d4 61 b9 50 76 22 
27 82 55 af c8 ae 71 7e de e3 12 ec db 3d 27 1f d2 1d ef b3 92 23 55 5d f1 3f a1 fb 4d 9e 28 f7 ae c5 54 a7 33 08 26 36 
c1 1a e0 23 7d 5d 64 a8 42 f4 f8 43 11 bd 2b d7 01 
Data Ascii: ~P;k7~DWaTGy&n7*6bTw4o>FfDvyqO(8...mo}H+=U56(1Pk]x~|Hj[aPv"'Uq~='#U]?M(T3&6#}]dBC+

2022-05-23 16:52:52 UTC 1441 IN Data Raw: 97 03 57 fd e6 2f eb 25 ff 00 f3 8a d0 a4 7e 58 b0 75 69 09 30 20 21 9d 98 7d 91 d8 92 33 05 cf 7d 85 8a bb 
15 76 2a ec 55 d8 ab b1 54 3d df fb cb 73 ff 00 18 9f fe 22 70 c7 9a 25 c9 8f f9 9f fe 51 8b df f8 c3 1f fc 49 71 2a 39 30 df 
2e fd af 23 ff 00 c6 7d 43 fe a1 ce 5b 0f a2 5f 0f bd aa 7f 5c 7e 3f 73 d6 b2 96 e7 62 ac 5a cb cd fa 5e a1 a9 a6 97 6d 0d 
eb 48 f3 dd da fd 69 ad 64 48 16 7b 26 22 58 d9 d8 0a 1d 89 53 4a 11 d0 ee 2a fe ab 4c 81 8f 34 d4 5c db 41 7f 78 27 b8 
8e 12 c9 09 01 dc 29 22 8d e2 71 42 23 f4 8d 87 fc b6 c1 ff 00 23 17 fa e2 ae fd 23 61 ff 00 2d b0 7f c8 c5 fe b8 ab bf 48 
d8 7f cb 6c 1f f2 31 7f ae 2a 80 d4 af ec 5a d6 8b 79 03 1f 5a 13 41 22 f6 95 7d f1 54 7f e9 0b 0f f9 6d 83 fe 46 2f f5 c5 5d 
fa 46 c3 fe 5b 60 ff 00 91 8b fd 71 57 
Data Ascii: W/%~Xui0 !}3}v*UT=s"p%QIq*90.#}C[_\~?sbZ^mHidH{&"XSJ*L4\Ax')"qB###a-Hl1*ZyZA"}TmF/]F[`qW

2022-05-23 16:52:52 UTC 1457 IN Data Raw: 23 5c b9 f3 03 43 73 25 ed c5 ec 5a 82 c4 f7 12 18 22 b8 8f 72 d1 c5 5a 2f 37 01 d8 74 2c aa 7b 60 1b 7e 3d ff 
00 f1 52 f8 94 9d ff 00 1e ef f8 91 f2 4a 75 3f ca 2f 28 ea f7 f7 3a 95 e9 d4 5e ee ea 41 24 8c 97 92 a2 82 f1 ac 57 21 15 48
0a 2e 51 55 66 03 ed 00 3a 60 88 af c7 4e 75 ee bd fd ea 77 fc 7d be fa db dc cf f5 4d 2a cb 58 d2 af b4 6b e8 b9 e9 fa 8d 
bb da dc c4 a4 a1 f4 e4 52 a4 29 5a 10 68 76 23 a6 13 bf bd 63 b3 06 b4 fc a8 f2 95 a3 5c 39 4b cb b9 2f 34 e9 74 cb b9 
ee 6e 1a 49 24 86 e4 b3 5c 96 73 f1 72 99 9b 93 9a f5 02 94 c1 5d db 7e cf db bf bd 79 f3 fc 5f e2 bd c8 af 2e 7e 5a 79 6b 
ca fa a7 e9 9d 3c df 4f a8 34 4e b3 4d 77 75 24 e2 49 a6 23 d6 ba 75 63 43 34 81 55 59 fc 00 19 20 68 50 e5 f8 bf 99 dc 
f9 a0 80 77 fc 7e 2b 66 5d 7f a4 d9 6a 73 
Data Ascii: #\Cs%Z"rZ/7t,{`~=RJu?/(:^A$W!H.QUf:`Nuw}M*XkR)Zhv#c\9K/4tnI$\sr]~y_.~Zyk<O4NMwu$I#ucC4UY 
hPw~+f]js

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49777 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:43 UTC 97 OUT GET /vendor/circle-flip-slideshow/css/component.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:44 UTC 99 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 05 Sep 2014 23:44:50 GMT
Accept-Ranges: bytes
ETag: "8dae386263c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:20 GMT
Connection: close
Content-Length: 5133
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2022-05-23 16:52:44 UTC 99 IN Data Raw: 2e 66 63 2d 73 6c 69 64 65 73 68 6f 77 20 7b 0d 0a 09 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6c 61 74 69 76 65 
3b 0d 0a 09 77 69 64 74 68 3a 20 33 33 38 70 78 3b 0d 0a 09 68 65 69 67 68 74 3a 20 33 33 38 70 78 3b 0d 0a 09 62 6f 
72 64 65 72 2d 72 61 64 69 75 73 3a 20 35 30 25 3b 0d 0a 09 6d 61 72 67 69 6e 3a 20 30 20 61 75 74 6f 3b 0d 0a 09 2d 
77 65 62 6b 69 74 2d 70 65 72 73 70 65 63 74 69 76 65 3a 20 31 32 30 30 70 78 3b 0d 0a 09 2d 6d 6f 7a 2d 70 65 72 73 
70 65 63 74 69 76 65 3a 20 31 32 30 30 70 78 3b 0d 0a 09 70 65 72 73 70 65 63 74 69 76 65 3a 20 31 32 30 30 70 78 3b 
0d 0a 09 74 6f 70 3a 20 36 70 78 3b 0d 0a 7d 0d 0a 0d 0a 2e 66 63 2d 73 6c 69 64 65 73 68 6f 77 20 6e 61 76 20 7b 0d 
0a 09 74 6f 70 3a 20 30 3b 0d 0a 09 68 65 69 67 68 74 3a 20 31 30 30 25 
Data Ascii: .fc-slideshow {position: relative;width: 338px;height: 338px;border-radius: 50%;margin: 0 auto;-webkit-persp
ective: 1200px;-moz-perspective: 1200px;perspective: 1200px;top: 6px;}.fc-slideshow nav {top: 0;height: 100%

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.3 49833 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:50 UTC 1060 OUT GET /img/slides/html-edit.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:51 UTC 1292 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Wed, 06 Jan 2016 20:27:23 GMT
Accept-Ranges: bytes
ETag: "47eac2a6c048d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:26 GMT
Connection: close
Content-Length: 84679

2022-05-23 16:52:51 UTC 1293 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 29 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyP)http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm

2022-05-23 16:52:51 UTC 1309 IN Data Raw: cb 3a 87 96 ef 6f 8d a4 d7 3e 97 9b 34 fd 3f 4b 3a 95 c4 3a 74 ce 90 b6 a3 08 11 bf 27 b6 77 07 d2 fd b5 a9 a7 
c2 71 57 b4 68 7e 69 b2 d6 ed 24 9e c6 69 a7 8e d6 5f ab 49 3c d1 fa 4d 23 a2 ab 17 e3 b7 50 c0 f4 14 3b 50 52 99 76 6c 
12 c5 5c 55 b8 bf 81 6b c7 94 64 ba e8 69 25 fc c1 f3 d5 c7 91 fc a3 ac 79 b6 1d 28 eb 50 e8 51 8b ad 46 c5 26 11 49 f5 
55 23 d6 92 3a ab 73 64 5f 88 20 dd ba 0d e9 94 b6 25 9e 47 f3 9e bb e6 cf ab f9 86 5b 78 ad fc b1 ac e9 50 5e e8 af 6d 
3c 37 50 49 eb 37 34 74 99 38 b9 26 22 39 29 14 0d 50 0e db e5 4c 62 f0 22 47 d7 66 f9 f2 fb be 4d 11 39 3c 53 7f 4d 6d 
cb 9f de a1 ad 5c 73 d5 f5 77 26 bf e9 fa 57 e1 f5 7c c5 6f 64 7e 61 f3 05 d5 95 ea 47 6d 77 3c 0d 25 8d cc 8a 96 f6 6d 7c 
fc e3 74 a3 88 13 e2 72 01 20 28 eb 53 99 11 80 38 
Data Ascii: :o>4?K::t'wqWh~i$i_I<M#P;PRvl\Ukdi%y(PQF&IU#:sd_ %G[xP^m<7PI74t8&"9)PLb"GfM9<SMm\sw&W|od
~aGmw<%m|tr (S8

2022-05-23 16:52:51 UTC 1341 IN Data Raw: 8c f4 06 3f a9 a7 b6 e2 74 bd a2 32 8e a4 4b f5 a6 5f f3 91 d7 c7 cf 3f 9c 1e 5a f2 f5 83 89 a3 16 1a 6d 9c 01 
77 f8 af d8 4c e6 9f ea b8 ca fb 08 7e 5b 45 3c 92 ef 27 fd 2e cd 9e d0 1f cd 6b a1 8a 3d d1 1f e9 b7 7b f7 fc e4 fd 94 5a 5f 
e4 8d ae 9f 02 f0 82 c7 50 d3 a0 8d 47 40 b1 ab 28 fd 59 a5 f6 76 46 5a cb 3c c8 2e f3 da 58 88 e8 a8 72 06 2f 1a fc ad 25 
7f e7 17 7f 37 18 1a 11 f5 a3 51 fe ac 39 b5 d7 ff 00 c6 ae 1f 87 e9 75 5d 9f ff 00 19 19 be 3f a1 3e ff 00 9c 30 95 65 93 cf 
54 00 32 8b 31 5e f4 f8 f2 9f 6a b9 e3 f8 fe 86 ef 64 79 65 f8 7e 97 db f7 f3 69 51 08 ff 00 4a 4d 67 08 6a fa 3f 5b 78 d2 be 
3c 7d 42 3f 0c e4 e3 19 4b 90 3f 07 af 94 a3 1f a8 81 ef 7c 05 ff 00 39 8c 63 6f 30 79 19 ad 4a 35 93 68 f7 06 de 48 88 31 
1f df ef c4 ae c7 b7 4c ed 3d 
Data Ascii: ?t2K_?ZmwL~[E<'.k={Z_PG@(YvFZ<.Xr/%7Q9u]?>0eT21^jdye~iQJMgj?[x<}B?K?|9co0yJ5hH1L=

2022-05-23 16:52:51 UTC 1357 IN Data Raw: 58 8e 1a ad aa ab e1 75 f2 b3 5e f2 85 d6 3c 9d a0 ea 97 be 51 bc d4 01 5b 5f 25 dd 8b bd 07 49 1e 92 da 2d 
e7 a2 d6 d6 f3 15 29 cb 9c 29 23 ac 61 58 01 cb a1 3c 68 6c f1 f1 75 df ed e7 f1 22 c7 b8 94 50 e1 e1 ad b6 fb 37 1f 0b a3 
ef 01 d2 7e 5f f9 1a 66 d7 9e 5f 28 68 f2 37 9a 45 3c c6 cd 65 09 37 df 10 7f f4 8f 87 e3 f8 87 2d fb ef d7 23 5b 57 46 57 
bd f5 e4 98 5b 79 5b cb 16 1a 52 68 96 9e 5f d3 6c f4 58 67 17 89 a5 c5 6d 12 5b 2c e9 30 b8 13 7a 41 42 f3 12 81 27 2a 
57 97 c5 d7 7c 24 f2 be 9c bc bd cc 44 46 e0 75 e7 e6 80 b3 f2 57 91 e1 9e f3 55 b1 f2 c6 8c 97 1a bd d4 3a 95 ee a1 0d 
a4 1c ae 2e 61 7f 5a 1b 86 70 bf 13 2b 9e 6a d5 fb 5f 17 5d f1 1e 91 43 60 3f b3 ee 25 32 f5 1b 3b df e3 ef 03 e4 89 d4 3c 
b3 e5 2d 7f 54 b0 d5 f5 3d 0f 4c d5 f5 8d 05 c7 
Data Ascii: Xu^<Q[_%I-))#aX<hlu"P7~_f_(h7E<e7-#[WFW[y[Rh_lXgm[,0zAB'*W|$DFuWU:.aZp+j_]C`?%2;<-T=L
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2022-05-23 16:52:51 UTC 1373 IN Data Raw: 78 3c d5 ad e9 fa bd c6 9e 7d 3f 4a da 3b 36 79 a6 b3 b7 f8 79 24 77 57 13 4d 3c 86 bc b9 c8 68 40 02 80 c4 
18 f0 9e 5e af 94 e3 28 d7 f9 bc 52 e1 f7 a6 12 31 37 e5 11 fe 94 83 7e f9 70 c4 1f 72 f8 ff 00 25 f5 18 2c bc b6 60 fc c4 d4 
86 bb e5 04 9a c7 cb ba cb d9 da ba db e9 77 16 91 59 49 69 f5 7e 21 59 99 20 47 32 13 5f 54 72 a7 0f dd e4 e6 4c f8 af 
f8 81 12 f3 04 83 f0 dc 6d f1 63 00 20 00 03 68 90 63 e5 40 81 ef da 44 1f 82 1f 46 ff 00 9c 7a f2 e6 81 0e 93 69 a6 6b 7a 
8c 56 3a 2d f6 a1 79 61 6c e2 27 21 6f f4 34 d0 bd 36 72 b5 3c 22 8c 48 0f 52 fd 76 db 21 98 78 bc ff 00 9b 28 ff 00 a7 97 
1f d9 c8 33 84 f8 4c 4f f3 65 19 7b cc 41 1f 6d da 2f 53 fc 8f b3 d4 22 fc ba b7 8f cc 53 d8 c7 f9 7d 63 a7 58 5a ea 16 f6 90 
47 a9 c8 9a 73 46 ca 61 d4 10 2c b0 09 
Data Ascii: x<}?J;6yy$wWM<h@^(R17~pr%,`wYIi~!Y G2_TrLmc hc@DFzikzV:-yal'!o46r<"HRv!x(3LOe{Am/S"S}cXZGsFa,

2022-05-23 16:52:52 UTC 1422 IN Data Raw: 39 3b cf 2f 9e c7 bc 6f c9 85 7a 38 7d ff 00 6f 77 71 f3 46 f9 f7 f2 63 4c fc c1 f3 1d a6 b3 aa 6a f2 58 da 45 6d 
f5 4b db 7b 1b 68 60 be 9e 02 92 a4 96 c7 51 8f 8c df 57 95 65 22 48 9f 9a 9f d9 e3 53 94 f0 03 c5 7c 88 23 e6 2b 7e fa 
e6 3b 8f c9 b3 8c 8a ae 63 f5 de dd dd c7 c9 24 f2 3f fc e3 de 85 e4 9d 6b 42 d7 6d b5 66 9e f3 40 94 0b 75 86 ca da d5 
26 b6 8e c6 e2 c2 18 a7 31 a9 77 65 5b 97 76 6e 54 2d d1 50 54 1b 78 c9 bb ea 0d f7 6e 63 d3 fc df b4 f9 34 9c 63 6a e4 
2a be 17 fa fe c4 bf fe 85 9b ca bf a1 5f 42 3a f6 a8 d6 67 54 d5 35 18 5d bd 13 24 31 de da fd 4e ce d6 36 e1 b4 5a 7c 4b 
1a c2 0d 76 41 ca b5 6a c2 36 04 77 dc 0e 7e 62 51 98 91 f3 f4 44 79 80 db 22 25 c5 63 69 1f b2 a4 08 1e 47 8e 52 f2 27 
b9 13 e6 5f f9 c7 ad 3b ce 37 ba 7e b1 e6 7f 32 
Data Ascii: 9;/oz8}owqFcLjXEmK{h`QWe"HS|#+~;c$?kBmf@u&1we[vnT-PTxnc4cj*_B:gT5]$1N6Z|KvAj6w~bQDy"%ciG
R'_;7~2

2022-05-23 16:52:52 UTC 1438 IN Data Raw: 8e 2a ef af ff 00 95 f8 e2 ae fa ff 00 f9 5f 8e 2a ef af ff 00 95 f8 e2 ae fa ff 00 f9 5f 8e 2a ef af ff 00 95 8a bb eb ff
00 e5 7e 38 ab be bf fe 57 e3 8a bb eb ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb eb ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb eb 
ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb eb ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb eb ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb e
b ff 00 e5 62 ae fa ff 00 f9 5f 8e 2a ef af ff 00 95 f8 e2 ae fa ff 00 f9 5f 8e 2a ef af ff 00 95 f8 e2 ae fa ff 00 f9 5f 8e 2a ef af ff
00 95 8a bb eb ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb eb ff 00 e5 7e 38 ab be bf fe 57 e3 8a bb eb ff 00 e5 7e 38 ab be bf 
fe 57 e3 8a bb eb ff 00 e5 62 ae fa ff 00 f9 5f 8e 2a ef af ff 00 95 f8 e2 ae fa ff 00 f9 5f 8e 2a ef af ff 00 95 f8 e2 ae fa ff 00 
f9 
Data Ascii: *_*_*~8W~8W~8W~8W~8W~8Wb_*_*_*~8W~8W~8Wb_*_*

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.3 49837 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:51 UTC 1244 OUT GET /images/litmus-previews.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:52 UTC 1482 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:51:53 GMT
Accept-Ranges: bytes
ETag: "9d78de618dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:28 GMT
Connection: close
Content-Length: 27448

2022-05-23 16:52:52 UTC 1482 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

2022-05-23 16:52:52 UTC 1498 IN Data Raw: f2 75 7f 8c c2 39 e7 91 b5 41 c9 5d d2 94 65 7a 7a 5a 3c cf 9f 59 43 31 59 4f 51 ad 36 90 35 ff 20 e0 d8 e6 1c 
58 e8 5c 4c a6 3c e7 f3 05 82 4b 00 1b 8a 40 11 00 00 00 88 e8 b4 65 bd a5 0d 00 92 20 ab f3 ee 49 98 92 54 4f 35 1a cd 
76 f0 b1 da fd e9 14 d4 cc 4c e3 15 6d c6 a0 3f 9b 1f 80 25 15 8a 33 53 9e 75 0d c5 1e a5 0d fa 18 95 ca 74 fb 38 96 7e 
0c 3d 36 9d 9e 1a 57 7f 7a 26 80 49 b3 dd 52 fb d3 a9 ae 5a 15 5a ab d5 57 dd 84 a4 f3 f5 d2 63 d1 f0 4b 5f b7 4a a5 62 
5e b3 34 eb 68 ea 53 28 97 fb 4c b8 d3 6d be 1f b4 a7 d1 3b ab 7c 5e b3 a1 9f 8e 99 ee 6b 35 0d 3c 92 66 3f c9 39 a7 e7 
55 1c 28 da 4b 3e 76 2f ba 2e db 66 bd d2 a6 59 b3 54 bb 2b 27 d3 9d 57 b7 de 63 d8 ae 4a 8e c3 fb a4 81 ca fc fd 24 e1 
9d 86 7c 0b 3d 86 86 be fa 34 e3 40 d1 35 63 b4 96 40 
Data Ascii: u9A]ezzZ<YC1YOQ65 X\L<K@e ITO5vLm?%3Sut8~=6Wz&IRZZWcK_Jb^4hS(Lm;|^k5<f?9U(K>v/.fYT+'WcJ$
|=4@5c@
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.3 49838 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:51 UTC 1308 OUT GET /images/litmus-analytics.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:52 UTC 1462 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:51:14 GMT
Accept-Ranges: bytes
ETag: "77abb1ce18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:28 GMT
Connection: close
Content-Length: 9111

2022-05-23 16:52:52 UTC 1463 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.3 49839 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:51 UTC 1341 OUT GET /img/social-sprites.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/css/theme-elements.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:52 UTC 1472 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Sat, 06 Sep 2014 00:01:43 GMT
Accept-Ranges: bytes
ETag: "8a5119be65c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:28 GMT
Connection: close
Content-Length: 10180

2022-05-23 16:52:52 UTC 1472 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 1e 00 00 07 44 08 03 00 00 00 64 5c 4b 8f 00 00 
00 03 73 42 49 54 08 08 08 db e1 4f e0 00 00 02 f7 50 4c 54 45 ff ff ff f9 fd fe fe f8 f7 e8 f7 fe fc f3 f2 f3 f3 f3 f7 f0 f8 e2 f4 f7
ec f1 f5 fd ec eb ea ef e8 d6 ef f9 fd e6 dc e8 e8 e8 d9 ee dd e7 e7 e7 c7 ee f8 de e8 f2 c4 ed fc de e9 d2 fc dd e8 cd e7 f0 
d6 e1 ea c5 e5 cd dc dc dc fc d4 c4 db db db f7 d2 dc d9 d9 d9 ce de be cc da e4 9d e6 f8 f6 ce cd af e0 f3 fb c9 b6 b3 dd 
bc d1 d1 d1 94 e0 f5 c1 d3 e6 f9 c4 d7 cf cf cf ff c6 8e a1 da e4 cc cc cc bf d4 a9 d8 c6 df ca ca ca ae d0 e9 7f da f2 f7 bd 
b7 79 dc f5 be c9 dd 90 d4 df a0 d5 ab c5 c5 c5 c3 c3 c3 d1 bc db f7 b2 cc ef b7 b1 ad c5 d5 93 cc e0 f1 b3 c4 ff b8 71 69 
d4 f1 b0 c8 94 be be be 7f 
Data Ascii: PNGIHDRDd\KsBITOPLTEyqi
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.3 49841 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:52 UTC 1462 OUT GET /img/slides/slide-bg.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:52 UTC 1511 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Tue, 16 Sep 2014 17:26:08 GMT
Accept-Ranges: bytes
ETag: "b20ba4dd3d1cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:28 GMT
Connection: close
Content-Length: 62027

2022-05-23 16:52:52 UTC 1511 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 6d 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyPmhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm

2022-05-23 16:52:52 UTC 1532 IN Data Raw: 03 51 bf 8b 67 d8 c6 f7 b0 f4 6d ee a9 f7 c0 fb e2 de f8 3f fe 2f db ff 00 37 bf ff da 00 08 01 02 02 06 3f 02 4e 43
ff da 00 08 01 03 02 06 3f 02 4e 43 ff da 00 08 01 01 01 06 3f 02 bc b4 8d f8 30 aa 27 49 a5 ab 1d 48 f3 73 37 3f 80 92 47 
18 d3 27 43 21 4e 5f 82 1e 18 a4 94 dd fa 4d 4e 44 08 5f 83 5b a5 56 83 82 8f 3f 80 3e 74 5d ff 00 06 ad 90 cb a0 1a b3 f4 
22 5e b3 fa eb ec 7e 42 e7 a9 8a f8 f6 14 2b 5b dc 92 73 b7 2d fb 8e 8a e2 e2 b4 4f f1 b1 5c b9 9d 21 98 73 6c 5e 95 5b 
8a 9d cb 90 b2 a9 5c 57 6e 91 c8 60 b0 58 b3 c4 ed 69 d2 6f a4 6c f4 33 69 9a 05 6b 5e d7 33 d0 34 12 a7 01 ab a4 32 
1b a1 db 54 76 b4 ef 73 68 a4 89 49 2a 1b bc ad 4f 88 26 fd 14 fb 85 d3 a5 b0 ae cd 22 e9 5b 40 90 78 76 e8 a6 d4 25 b1 
ae ef a0 cc c8 58 a0 74 56 0c 3b 74 62 ff 00 
Data Ascii: Qgm?/7?NC?NC?0'IHs7?G'C!N_MND_[V?>t]"^~B+[s-O\!sl^[\Wn`Xiol3ik^342TvshI*O&"[@xv%XtV;tb

2022-05-23 16:52:52 UTC 1548 IN Data Raw: d0 a4 00 48 a7 ff da 00 08 01 01 03 01 3f 10 d5 8b 4b b7 91 4a 3d 7c 77 64 6c bb 69 4a 52 94 57 e0 cf 82 3f 
02 e3 62 e3 57 c0 b8 d9 4a 52 97 5b b6 e8 da 59 78 9d d8 aa 65 59 5d 89 de 1e 0b 41 b5 6f e4 24 a0 e9 27 21 95 0f 0a 
cc 33 1a f1 a7 27 1d 1e 0b a3 dc f6 27 bb de c4 b8 f8 1b c2 7e 4b fd 93 c6 3c 8f 98 ce 2c 6c 0e 18 92 e0 63 5d 7c 17 45 
ba 8b eb c3 e0 68 af 11 72 3f 05 2e 8f 71 76 62 75 27 e4 76 db 49 78 9a d0 1c 23 5f 42 f9 5a 5e 8c 22 27 a3 05 f4 67 57 
c3 17 2b e4 69 26 8b 55 c6 c5 c6 9e 76 3e 36 76 09 ec 3e 04 3e 75 7d 84 3d 78 b3 09 58 e6 a9 d2 26 65 33 32 b9 c0 f8 
7a 66 0b c7 93 9c a7 57 94 29 cf f8 f9 1a b9 93 2e 9d 87 26 36 34 74 24 ad 98 96 04 05 71 72 d9 c3 44 5f a1 ba 3e 0a 37 
e8 5b 69 4b a5 29 74 21 8e e5 9c 86 f7 42 10 88 9b 6f a2 fa 2f 
Data Ascii: H?KJ=|wdliJRW?bWJR[YxeY]Ao$'!3''~K<,lc]|Ehr?.qvbu'vIx#_BZ^"'gW+i&Uv>6v>>u}=xX&e32zfW).&6
4t$qrD_>7[iK)t!Bo/

2022-05-23 16:52:52 UTC 1564 IN Data Raw: 97 49 2b cb 50 7f 56 47 fd 83 fe 85 fd 9c ff 00 2f 05 65 19 94 a5 2f 62 b2 95 97 d9 46 e4 e5 2c a7 f2 36 ca c6 fd 
af f0 77 fd 8d ec d8 bd 2c 1c 8a fd 8c 6a bf 84 c1 91 02 fe 61 3e 09 2f 43 8c b7 c0 e1 56 3e 13 85 cf fe b3 99 79 1b a7 29 
fb 2e 19 67 1b c2 28 fc 14 a3 bf ce ff 00 0b 95 3c a1 b0 37 8d 0f db 58 d8 7c d3 fc 1c 0a e4 6f ee 28 e3 35 7f 0c a3 ff 00 
46 51 f2 85 c2 ff 00 4e c6 47 be a9 06 fe 85 bf 13 27 07 a6 36 27 cd e1 fe 8f 29 af 28 67 1b d1 4a 3f cb 63 5b 77 51 95 72 
ab 33 f2 2e 0d 1e 85 77 dc 6c fd 15 82 6a a3 8d f0 cb 7f a5 e1 0a 28 bf 22 12 d5 64 48 7e 96 25 5b 6b 5d 0a 33 1f d3 42 
62 63 7c e4 68 52 89 94 4f ff 00 d1 b2 90 39 4d 15 4b 93 b2 43 7f 3f a1 57 e7 91 bf 62 13 29 4a 3e 7e 21 46 f2 58 5a d1 
cc 6f b8 98 9e 9d fe b9 28 dd 62 67 27 c1 
Data Ascii: I+PVG/e/bF,6w,ja>/CV>y).g(<7X|o(5FQNG'6')(gJ?c[wQr3.wlj("dH~%[k]3Bbc|hRO9MKC?Wb)J>~!FXZo(bg'

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.3 49843 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:52 UTC 1509 OUT GET /images/bgimages-in.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:52 UTC 1527 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:06:33 GMT
Accept-Ranges: bytes
ETag: "178be3335e10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:28 GMT
Connection: close
Content-Length: 4533

2022-05-23 16:52:52 UTC 1528 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.3 49842 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:52 UTC 1509 OUT GET /images/special-char.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:53 UTC 1577 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 16 Jun 2016 18:13:49 GMT
Accept-Ranges: bytes
ETag: "a260ecd4fac7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:28 GMT
Connection: close
Content-Length: 11863

2022-05-23 16:52:53 UTC 1577 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 35 00 00 01 72 08 06 00 00 00 24 9b 3e 52 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR5r$>RtEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.
134777, 2010/02/12-17:32:00  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.3 49844 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:52 UTC 1510 OUT GET /images/building-learnmore.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:53 UTC 1589 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 19:49:13 GMT
Accept-Ranges: bytes
ETag: "78a6bc19ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 8266

2022-05-23 16:52:53 UTC 1589 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 1f ec 49 
44 41 54 78 da ec dd df 93 5d 65 9d ef f1 95 74 12 50 51 11 14 04 41 f9 51 8a a2 42 69 09 7a 85 23 8c 96 d7 f3 1f 0d 7f 
c7 39 57 9c 9b 73 75 bc d0 2a a7 6a 8a 43 65 b4 74 a6 54 14 a4 22 28 3f 44 4d 40 10 f9 21 22 d1 a4 4f 3e 8b 3c 9d a7 57 
d6 da fb db 9d e6 0c 6c 5e af aa d8 9d bd d7 5e bf 3a 5d 45 bd 7d 9e f5 1c da de de 1e 00 00 00 00 00 2a 0e bb 05 00 00 
00 00 40 95 a0 08 00 00 00 00 94 09 8a 00 00 00 00 40 99 a0 08 00 00 00 00 94 09 8a 00 00 00 00 40 99 a0 08 00 00 00 
00 94 09 8a 00 00 00 00 40 99 a0 08 00 00 00 00 94 09 8a 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATx]etPQAQBiz#9Wsu*jCetT"(?DM@!"O><Wl^^:]E}*@@@
@

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.3 49846 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:52 UTC 1510 OUT GET /images/litmus-design.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:53 UTC 1597 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:50:43 GMT
Accept-Ranges: bytes
ETag: "5e8e4abc18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 8324

2022-05-23 16:52:53 UTC 1597 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.3 49847 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:52 UTC 1527 OUT GET /images/sltest-B.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:53 UTC 1607 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:03:13 GMT
Accept-Ranges: bytes
ETag: "b13f45f5bf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 18141

2022-05-23 16:52:53 UTC 1607 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 46 7f 49 
44 41 54 78 da ec dd 09 b0 2c d9 59 1f f8 73 b2 ea ae 6f eb ed b5 ba d5 2d 24 24 8c 04 83 65 8c 04 d8 80 1d b6 3c 16 f6 
98 c1 cc 84 c7 78 09 c2 9e c5 43 84 c7 cb 78 0d e3 19 cf ea 7d f0 36 1e 87 c7 41 04 84 c3 01 06 c7 8c 25 6c 4b d8 2c 83 
0c 16 48 ec 46 12 b2 00 ad bd a8 d7 d7 fd 96 7b df dd 2a cf 54 56 65 56 65 66 65 dd 9b af fb f5 dd de ef d7 e4 ad dc 2a 
2b 2b ef 85 e0 fd e3 3b e7 8b 29 a5 00 00 00 00 00 d0 47 e6 11 00 00 00 00 00 7d 09 14 01 00 00 00 80 de 04 8a 00 00 
00 00 40 6f 02 45 00 00 00 00 a0 37 81 22 00 00 00 00 d0 9b 40 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<FIDATx,Yso-$$e<xCx}6A%lK,HF{*TVeVefe*++;)G}@oE7"@

2022-05-23 16:52:53 UTC 1623 IN Data Raw: 73 2a af 19 27 eb d5 7b ab ab 85 d3 94 29 a6 c3 0e a5 d6 ef ad b9 51 9f 4f 71 a1 53 76 3e 3f 9e 8d 9f 54 11 
24 ee a7 f8 e2 af 6e 6f fe e8 0f bd 74 f5 bb 7e f6 e6 7d 1f dc c9 07 69 2d cb d7 c6 4b d7 b0 e6 ae ed 65 73 28 02 70 8a 09 
14 01 00 80 86 bb 55 b5 58 3f 76 58 b8 d8 f5 9e 43 03 c7 f2 75 37 c6 83 bd 38 b8 be 92 d2 cd 61 4a 9b 6b 29 bf 14 a7 c3 
a2 b3 49 31 62 4c f5 e1 d7 93 ba ba bc ea f0 1c ab ba c6 e9 cc 8a a3 f1 d1 51 5e cc 97 98 95 d5 78 cd 06 2c 71 76 af 65 
b0 18 ab 3e d1 67 f1 17 3c fb 51 5f 0d b5 5a ce 79 33 96 da f1 2c e5 61 25 cb c3 6e 1e b7 5e dc 5f f9 d8 27 b6 2f be ef a7 
ae df ff af 3f b6 75 f9 13 7b 29 0b ab 59 be ba 91 8d aa 39 2e ab e0 b0 9a ef b2 be af 2b 38 ec 0a 12 8f da 06 e0 84 08 14 
01 00 e0 1e 34 1a 8d c2 ad ed ed 43 43 c3 42 ec 
Data Ascii: s*'{)QOqSv>?T$not~}i-Kes(pUX?vXCu78aJk)I1bLQ^x,qve>g<Q_Zy3,a%n^_'/?u{)Y9.+84CCB

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49779 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:43 UTC 98 OUT GET /css/bootstrap.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:44 UTC 132 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Mon, 15 Sep 2014 20:51:06 GMT
Accept-Ranges: bytes
ETag: "db2718c526d1cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:20 GMT
Connection: close
Content-Length: 117241
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2022-05-23 16:52:44 UTC 132 IN Data Raw: 2f 2a 21 0d 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 32 2e 33 2e 30 0d 0a 20 2a 0d 0a 20 2a 20 43 6f 70 
79 72 69 67 68 74 20 32 30 31 32 20 54 77 69 74 74 65 72 2c 20 49 6e 63 0d 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 
6e 64 65 72 20 74 68 65 20 41 70 61 63 68 65 20 4c 69 63 65 6e 73 65 20 76 32 2e 30 0d 0a 20 2a 20 68 74 74 70 3a 2f 
2f 77 77 77 2e 61 70 61 63 68 65 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 4c 49 43 45 4e 53 45 2d 32 2e 30 0d 0a 20 2a 
0d 0a 20 2a 20 44 65 73 69 67 6e 65 64 20 61 6e 64 20 62 75 69 6c 74 20 77 69 74 68 20 61 6c 6c 20 74 68 65 20 6c 6f 7
6 65 20 69 6e 20 74 68 65 20 77 6f 72 6c 64 20 40 74 77 69 74 74 65 72 20 62 79 20 40 6d 64 6f 20 61 6e 64 20 40 66 61 
74 2e 0d 0a 20 2a 2f 0d 0a 2e 63 6c 65 61 72 66 69 78 20 7b 0d 0a 
Data Ascii: /*! * Bootstrap v2.3.0 * * Copyright 2012 Twitter, Inc * Licensed under the Apache License v2.0 * http://www
.apache.org/licenses/LICENSE-2.0 * * Designed and built with all the love in the world @twitter by @mdo and @fat. */.cle
arfix {

2022-05-23 16:52:44 UTC 170 IN Data Raw: 7d 0d 0a 2e 6c 61 62 65 6c 2d 77 61 72 6e 69 6e 67 5b 68 72 65 66 5d 2c 0d 0a 2e 62 61 64 67 65 2d 77 61 
72 6e 69 6e 67 5b 68 72 65 66 5d 20 7b 0d 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 63 36 37 36 
30 35 3b 0d 0a 7d 0d 0a 2e 6c 61 62 65 6c 2d 73 75 63 63 65 73 73 2c 0d 0a 2e 62 61 64 67 65 2d 73 75 63 63 65 73 73 
20 7b 0d 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 34 36 38 38 34 37 3b 0d 0a 7d 0d 0a 2e 6c 61 
62 65 6c 2d 73 75 63 63 65 73 73 5b 68 72 65 66 5d 2c 0d 0a 2e 62 61 64 67 65 2d 73 75 63 63 65 73 73 5b 68 72 65 66 
5d 20 7b 0d 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 33 35 36 36 33 35 3b 0d 0a 7d 0d 0a 2e 6c 
61 62 65 6c 2d 69 6e 66 6f 2c 0d 0a 2e 62 61 64 67 65 2d 69 6e 66 
Data Ascii: }.label-warning[href],.badge-warning[href] {  background-color: #c67605;}.label-success,.badge-success {  ba
ckground-color: #468847;}.label-success[href],.badge-success[href] {  background-color: #356635;}.label-info,.badge-inf

2022-05-23 16:52:44 UTC 186 IN Data Raw: 38 3b 0d 0a 7d 0d 0a 2e 63 6f 6e 74 72 6f 6c 2d 67 72 6f 75 70 2e 65 72 72 6f 72 20 69 6e 70 75 74 2c 0d 0a 
2e 63 6f 6e 74 72 6f 6c 2d 67 72 6f 75 70 2e 65 72 72 6f 72 20 73 65 6c 65 63 74 2c 0d 0a 2e 63 6f 6e 74 72 6f 6c 2d 67 
72 6f 75 70 2e 65 72 72 6f 72 20 74 65 78 74 61 72 65 61 20 7b 0d 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 20 23 
62 39 34 61 34 38 3b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 
31 70 78 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 30 37 35 29 3b 0d 0a 20 20 2d 6d 6f 7a 2d 62 
6f 78 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2
c 20 30 2e 30 37 35 29 3b 0d 0a 20 20 62 6f 78 2d 73 68 61 64 6f 
Data Ascii: 8;}.control-group.error input,.control-group.error select,.control-group.error textarea {  border-color: #b94a48;  -
webkit-box-shadow: inset 0 1px 1px rgba(0, 0, 0, 0.075);  -moz-box-shadow: inset 0 1px 1px rgba(0, 0, 0, 0.075);  box-
shado

2022-05-23 16:52:44 UTC 202 IN Data Raw: 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 31 29 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 31 29 
20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 32 35 29 3b 0d 0a 20 20 2a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 20 23 36 36 36 36 36 36 3b 0d 0a 20 20 2f 2a 20 44 61 72 6b 65 6e 20 49 45 37 20 62 75 74 74 6f 6e 73 20 6
2 79 20 64 65 66 61 75 6c 74 20 73 6f 20 74 68 65 79 20 73 74 61 6e 64 20 6f 75 74 20 6d 6f 72 65 20 67 69 76 65 6e 20 
74 68 65 79 20 77 6f 6e 27 74 20 68 61 76 65 20 62 6f 72 64 65 72 73 20 2a 2f 0d 0a 0d 0a 20 20 66 69 6c 74 65 72 3a 
20 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 73 6f 66 74 2e 67 72 61 64 69 
65 6e 74 28 65 6e 61 62 6c 65 64 20 3d 20 66 61 6c 73 65 29 3b 0d 0a 
Data Ascii: ba(0, 0, 0, 0.1) rgba(0, 0, 0, 0.1) rgba(0, 0, 0, 0.25);  *background-color: #666666;  /* Darken IE7 buttons by 
default so they stand out more given they won't have borders */  filter: progid:DXImageTransform.Microsoft.gradient(
enabled = false);

2022-05-23 16:52:44 UTC 218 IN Data Raw: 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 30 3b 0d 0a 20 20 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 30 
3b 0d 0a 7d 0d 0a 2e 6e 61 76 2d 74 61 62 73 2e 6e 61 76 2d 73 74 61 63 6b 65 64 20 3e 20 6c 69 3a 66 69 72 73 74 2d 
63 68 69 6c 64 20 3e 20 61 20 7b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 62 6f 72 64 65 72 2d 74 6f 70 2d 72 69 67 68 74 
2d 72 61 64 69 75 73 3a 20 34 70 78 3b 0d 0a 20 20 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 72 61 64 69 75 73 2d 74 6f 70 7
2 69 67 68 74 3a 20 34 70 78 3b 0d 0a 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 20 
34 70 78 3b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 62 6f 72 64 65 72 2d 74 6f 70 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 
20 34 70 78 3b 0d 0a 20 20 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 72 61 
Data Ascii: order-radius: 0;  border-radius: 0;}.nav-tabs.nav-stacked > li:first-child > a {  -webkit-border-top-right-radius: 
4px;  -moz-border-radius-topright: 4px;  border-top-right-radius: 4px;  -webkit-border-top-left-radius: 4px;  -moz-border-ra

2022-05-23 16:52:44 UTC 219 IN Data Raw: 20 34 70 78 3b 0d 0a 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 20 34 70 78 
3b 0d 0a 7d 0d 0a 2e 6e 61 76 2d 74 61 62 73 2e 6e 61 76 2d 73 74 61 63 6b 65 64 20 3e 20 6c 69 3a 6c 61 73 74 2d 63 
68 69 6c 64 20 3e 20 61 20 7b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 
74 2d 72 61 64 69 75 73 3a 20 34 70 78 3b 0d 0a 20 20 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 72 61 64 69 75 73 2d 62 6f 
74 74 6f 6d 72 69 67 68 74 3a 20 34 70 78 3b 0d 0a 20 20 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 
61 64 69 75 73 3a 20 34 70 78 3b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 
74 2d 72 61 64 69 75 73 3a 20 34 70 78 3b 0d 0a 20 20 2d 6d 6f 
Data Ascii:  4px;  border-top-left-radius: 4px;}.nav-tabs.nav-stacked > li:last-child > a {  -webkit-border-bottom-right-radius: 
4px;  -moz-border-radius-bottomright: 4px;  border-bottom-right-radius: 4px;  -webkit-border-bottom-left-radius: 4px;  -mo

2022-05-23 16:52:44 UTC 235 IN Data Raw: 66 66 66 3b 0d 0a 7d 0d 0a 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 65 20 2e 6e 61 76 20 6c 69 2e 64 72 
6f 70 64 6f 77 6e 20 3e 20 61 3a 68 6f 76 65 72 20 2e 63 61 72 65 74 2c 0d 0a 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 
73 65 20 2e 6e 61 76 20 6c 69 2e 64 72 6f 70 64 6f 77 6e 20 3e 20 61 3a 66 6f 63 75 73 20 2e 63 61 72 65 74 20 7b 0d 0
a 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 66 66 66 3b 0d 0a 20 20 62 6f 72 64 65 72 2d 6
2 6f 74 74 6f 6d 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 66 66 66 3b 0d 0a 7d 0d 0a 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 
73 65 20 2e 6e 61 76 20 6c 69 2e 64 72 6f 70 64 6f 77 6e 20 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 20 2e 
63 61 72 65 74 20 7b 0d 0a 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 
Data Ascii: fff;}.navbar-inverse .nav li.dropdown > a:hover .caret,.navbar-inverse .nav li.dropdown > a:focus .caret {  
border-top-color: #ffffff;  border-bottom-color: #ffffff;}.navbar-inverse .nav li.dropdown > .dropdown-toggle .caret {  border-
top-

2022-05-23 16:52:44 UTC 251 IN Data Raw: 65 6e 74 20 35 30 25 2c 20 72 67 62 61 28 32 35 35 2c 20 32 35 35 2c 20 32 35 35 2c 20 30 2e 31 35 29 20 
35 30 25 2c 20 72 67 62 61 28 32 35 35 2c 20 32 35 35 2c 20 32 35 35 2c 20 30 2e 31 35 29 20 37 35 25 2c 20 74 72 61 
6e 73 70 61 72 65 6e 74 20 37 35 25 2c 20 74 72 61 6e 73 70 61 72 65 6e 74 29 3b 0d 0a 20 20 62 61 63 6b 67 72 6f 75 
6e 64 2d 69 6d 61 67 65 3a 20 2d 6f 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 34 35 64 65 67 2c 20 72 67 62 
61 28 32 35 35 2c 20 32 35 35 2c 20 32 35 35 2c 20 30 2e 31 35 29 20 32 35 25 2c 20 74 72 61 6e 73 70 61 72 65 6e 74 
20 32 35 25 2c 20 74 72 61 6e 73 70 61 72 65 6e 74 20 35 30 25 2c 20 72 67 62 61 28 32 35 35 2c 20 32 35 35 2c 20 32 
35 35 2c 20 30 2e 31 35 29 20 35 30 25 2c 20 72 67 62 61 28 32 35 35 2c 20 
Data Ascii: ent 50%, rgba(255, 255, 255, 0.15) 50%, rgba(255, 255, 255, 0.15) 75%, transparent 75%, transparent);  
background-image: -o-linear-gradient(45deg, rgba(255, 255, 255, 0.15) 25%, transparent 25%, transparent 50%, rgba(2
55, 255, 255, 0.15) 50%, rgba(255, 

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:44 UTC 267 IN Data Raw: 65 6c 2d 63 6f 6e 74 72 6f 6c 20 7b 0d 0a 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6c 75 74 65 3b 0d 
0a 20 20 74 6f 70 3a 20 34 30 25 3b 0d 0a 20 20 6c 65 66 74 3a 20 31 35 70 78 3b 0d 0a 20 20 77 69 64 74 68 3a 20 34 
30 70 78 3b 0d 0a 20 20 68 65 69 67 68 74 3a 20 34 30 70 78 3b 0d 0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 2d 32 
30 70 78 3b 0d 0a 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 36 30 70 78 3b 0d 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3
a 20 31 30 30 3b 0d 0a 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 33 30 70 78 3b 0d 0a 20 20 63 6f 6c 6f 72 3a 20 23 
66 66 66 66 66 66 3b 0d 0a 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0d 0a 20 20 62 61 63 6b 67 
72 6f 75 6e 64 3a 20 23 32 32 32 32 32 32 3b 0d 0a 20 20 62 6f 72 64 
Data Ascii: el-control {  position: absolute;  top: 40%;  left: 15px;  width: 40px;  height: 40px;  margin-top: -20px;  font-size: 
60px;  font-weight: 100;  line-height: 30px;  color: #ffffff;  text-align: center;  background: #222222;  bord

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.3 49848 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:53 UTC 1605 OUT GET /images/guidelines-bg.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:53 UTC 1638 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Fri, 30 Sep 2016 00:28:52 GMT
Accept-Ranges: bytes
ETag: "e93b269fb11ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 156710

2022-05-23 16:52:53 UTC 1639 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 02 00 00 64 00 64 00 00 ff ec 00 11 44 75 63 6b 79 00 01 00 04 00 00 00 
64 00 00 ff ee 00 26 41 64 6f 62 65 00 64 c0 00 00 00 01 03 00 15 04 03 06 0a 0d 00 00 64 2d 00 00 74 73 00 01 00 72 
00 02 64 24 ff db 00 84 00 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 
01 01 01 01 01 01 01 01 01 01 01 01 01 02 02 02 02 02 02 02 02 02 02 02 03 03 03 03 03 03 03 03 03 03 01 01 01 01 01 
01 01 02 01 01 02 02 02 01 02 02 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 
03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 ff c2 00 11 08 01 e0 05 14 03 01 11 00 02 11 01 03 11 
01 ff c4 00 ea 00 00 03 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 02 
Data Ascii: JFIFddDuckyd&Adobedd-tsrd$

2022-05-23 16:52:53 UTC 1654 IN Data Raw: 2d 31 59 83 f3 d8 73 14 db 16 da 71 4d a4 be c2 98 3f 3d 8b 4c 52 60 fc f7 2d 31 49 82 fb 4e 29 b6 2f b0 a6 0a 
ef b1 69 8a 4e 1e fb 16 98 a4 c0 f7 d8 7d 29 b6 2d b0 b1 5d e4 be c5 66 07 be c3 98 a6 d8 7b ec 39 8a 6d 8b ec 2e 85 77 
92 fb 0a 60 ae fb 16 98 a6 d0 7e 7b 16 98 a6 d0 3d f6 3c a9 b6 2f b0 a6 0a ef b1 79 8a cc 0f 7d 8b 4c 53 6c 3d f6 1c c5 36 
c5 f6 14 c1 5d e4 be d1 59 83 f3 d8 b4 c5 76 c5 b7 91 cc 53 6c 5b 79 c5 76 92 fb 0a 60 fc f6 2f 31 5d a0 b6 d2 39 8a 6d 
8b 6f 23 e9 5d b0 bf 8e bf e0 c8 7c 95 2c ed 8b d9 ac d6 ed b2 ce 15 5c a3 77 b1 6b 6a aa f6 46 ef 61 f2 54 b4 e2 d6 87 
8a 59 b6 5e d0 27 28 dd ec 59 c2 a5 a5 1b bd 8b 38 55 72 8b 59 a6 37 ca 96 6f 17 bb 42 72 8a dd b6 59 c2 a3 9c 3b bd 
8b 38 55 72 87 77 b6 29 66 f1 6b 3a 93 38 ad db 65 ad 
Data Ascii: -1YsqM?=LR`-1IN)/iN})-]f{9m.w`~{=</y}LSl=6]YvSl[yv`/1]9mo#]|,\wkjFaTY^'(Y8UrY7oBrY;8Urw)fk:8e

2022-05-23 16:52:54 UTC 1692 IN Data Raw: e7 a2 9e 97 5e 7a 55 c4 ec 57 de 24 03 50 22 b0 25 4e 37 f2 ab ef 2a 01 a1 64 08 a0 c4 a9 c2 e7 e7 72 a3 72 
9d 30 d6 9b e8 48 53 3f 3f 99 51 85 54 65 f7 96 83 ab 5f 10 ae 02 83 a3 ce bd dd ca 82 52 62 03 41 28 9c 6e 77 b7 ef d3 
4a d6 3d e0 34 15 d0 bc 46 4f 32 a7 63 2f fb bc ca 9b 53 50 a1 41 41 d0 95 19 f5 a9 50 45 3a 85 88 a9 98 bd a6 7f 1f 69 
50 45 69 01 a2 54 57 06 65 47 0a 72 4b da 6e 54 ad ec 81 52 a2 54 33 ef fc 74 03 4c 11 46 8e 85 70 e7 f1 2a 08 47 23 
0d a1 2a 2b 69 99 51 22 9d 33 0b d0 de f1 d1 51 75 19 7d 63 ae 80 14 68 95 28 83 3e b5 d0 45 3a 86 68 95 8b 96 b7 33 
8f 4c a8 02 93 10 45 09 51 5b 0c fe 25 74 6b 5b f2 b2 a6 b5 af 79 42 54 29 19 7b ca 86 6a 00 50 63 a3 78 33 2a 00 56 46 
13 43 de 54 56 c3 32 a2 52 9d 3d 15 52 97 b2 00 c1 2a 25 61 9f 
Data Ascii: ^zUW$P"%N7*drr0HS??QTe_RbA(nwJ=4FO2c/SPAAPE:iPEiTWeGrKnTRT3tLFp*G#*+iQ"3Qu}ch(
>E:h3LEQ[%tk[yBT){jPcx3*VFCTV2R=R*%a

2022-05-23 16:52:54 UTC 1708 IN Data Raw: 38 3f 70 e5 ed d0 26 df 35 30 cb 65 03 53 2c a5 68 53 da 76 7b c4 05 b0 e2 8a ef bc f8 9b 7e 66 9a ef 35 63 
53 4f c7 48 3e bd e5 5b 06 7e 3d 7c 41 eb ef f3 36 67 3d b9 6f 75 ed 39 c1 2b 7f c7 7e 22 67 8f 69 56 9d ae bb 7f c8 73 
5d 0f be 0b 37 39 fb 7b cd a6 de 59 ef 80 df 06 59 d9 eb 51 30 73 df f1 13 1e be f0 20 18 60 77 df 77 5d 15 de 7b 42 8e 4b 
3c 63 f7 1a 74 ab b5 f3 c7 10 40 2b a6 14 f7 ed 05 c0 fe 65 1e fe bf a8 19 3d bf a8 6d 68 de bd bd bb ce f5 e1 87 17 c6 6f 
53 73 13 3d 19 5f 54 40 27 79 93 21 b6 9c 73 06 4b ef 28 80 e9 17 d8 7c f2 f3 2b 8e 4f 5f 30 59 0a 90 42 b3 49 b6 a1 f1 
c4 7f 84 0b fe 61 92 9a bc 71 f8 89 8b dc 08 a5 61 ec 6a 55 fe a0 7a 74 1e d8 87 74 1e bd 6e 38 41 fc e6 08 1c f3 2d 4c 
17 eb f1 3e 25 fe a6 3f 79 68 f1 f1 7c 66 27 7b 27 
Data Ascii: 8?p&50eS,hSv{~f5cSOH>[~=|A6g=ou9+~"giVs]79{YYQ0s `ww]{BK<ct@+e=mhoSs=_T@'y!sK(|+O_0YBIaq
ajUzttn8A-L>%?yh|f'{'
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2022-05-23 16:52:54 UTC 1724 IN Data Raw: 2f 75 6f bd a8 d8 c9 47 6c d0 7a bf e0 62 95 2a 75 03 0b 89 dd c7 c5 a5 1e 26 80 7e 56 fa 30 f6 25 2c 92 e1 da 
71 cd 09 ae 77 b9 03 7c 96 35 1f a5 b4 b1 78 74 96 e3 8f 4c 55 b3 bd dc 1b 7f 0a d8 d6 ed 37 c2 e0 b1 c0 f5 4e 25 8a 14 
09 b4 63 53 a4 44 9e d2 e4 b7 fb 93 e8 04 0c a8 88 27 89 8b 3f ef 03 5d 82 60 5d fd 73 00 b7 9e 97 3e 6e ba 6b 74 04 d8 
74 00 fa 41 c3 10 90 bb bc b1 05 a0 a9 d0 04 e8 d7 f4 da 2e a2 8d 27 ac 3b 5b 57 c6 08 bd 45 a6 f1 fd fd f1 5d 61 11 f1 
15 6e 83 b8 5c af ce ee a8 8e dc 2a c1 60 29 50 78 2a c0 63 84 d9 ab 8f 0c 7f 7d 8b 3a a0 f3 0d 45 7a c9 6a 5e 37 84 11 
f9 94 7e 51 49 68 24 b5 ff 00 92 ee b7 41 a5 98 c3 64 32 fc d9 40 ac 35 d7 73 b6 d7 46 44 f3 cb 42 80 f0 b4 2b 8f ce 77 
d1 0c 81 ef b1 4d 5e 62 65 13 70 8a e6 4a 45 3d 7a f7 
Data Ascii: /uoGlzb*u&~V0%,qw|5xtLU7N%cSD'?]`]s>nkttA.';[WE]an\*`)Px*c}:Ezj^7~QIh$Ad2@5sFDB+wM^bepJE=z

2022-05-23 16:52:54 UTC 1757 IN Data Raw: c5 db e3 97 4b d1 69 f9 ad 53 68 48 0c 5c 75 26 e5 ef 51 a8 18 0c a8 90 57 76 1a 73 ab e3 52 26 c3 4f d9 dc 
87 18 d0 25 c8 d8 d0 fd 63 10 9f 5e 6b 29 d6 00 3a 42 62 6e 8f 9f 9a 66 5f c0 3a ec 61 c0 3a d8 90 60 0c 16 93 e2 9d da 
20 e8 21 50 38 54 0e 0b a2 02 9d 40 72 34 dc e1 5e ef 63 ff 00 f9 01 b8 1c 1f 5b 33 b2 a0 e9 08 b4 41 d1 fc 80 df ff da 00 
08 01 01 03 01 3f 10 f3 98 33 5e 20 a8 e3 10 52 c4 4e e6 7f 70 1d af cd 7f a9 53 60 5b 45 e3 3d bc ca 76 20 17 50 7b a4 
6b 0d 3a 7c c0 1c 7a fc 4a 2d 40 2b 2e 03 e7 b2 15 5d 1e 35 fa 95 ec 7d d9 55 ac 0f 61 b6 bd bb 4d aa 9f 76 06 da 0e fa 
3f 8a 95 4c 54 29 c0 cc da 5e eb 6f 7a b9 e9 b9 4f 4b 02 96 58 ee 3f ee 7c 3d 7c c4 aa d0 b8 2d ab f6 ef 3e 1f 9f d4 f8 7e 
7f 50 16 d2 ab 0d 37 4f 67 b3 32 c3 5f 16 bf c4 46 
Data Ascii: KiShH\u&QWvsR&O%c^k):Bbnf_:a:` !P8T@r4^c[3A?3^ RNpS`[E=v P{k:|zJ-@+.]5}UaMv?LT)^ozOKX?|=|-
>~P7Og2_F

2022-05-23 16:52:54 UTC 1773 IN Data Raw: 65 b3 7c 1b e1 43 0a 69 49 6c 70 76 56 3c 9a 47 63 03 64 2f 76 ab b5 56 d6 5b dd 81 2e 9a 6e da 53 4a 69 49 
6f 78 e4 47 22 22 39 11 c2 31 95 a1 4a 5b 56 8c 81 7a 22 fb ca 06 c5 81 b4 69 ca 35 b1 86 00 60 00 03 40 60 25 bd d8 f6 
ba be 70 5e e9 c5 cb 7b b0 30 28 36 66 91 d6 1f 68 40 7c 00 fb cb 7b b2 99 53 4d f0 a6 94 d2 92 de ec 02 bd 04 79 cc 15 
10 16 d6 d5 5d 65 f1 34 62 ec f3 0b 15 34 f8 53 4e 85 96 f7 61 31 d0 a4 60 c8 2a db 5b b5 74 5b e0 96 f7 65 46 46 d4 dd 
34 ec 5e 46 18 01 80 00 0d 01 80 9b c3 91 8b ac 1c 6f 46 e8 ec 5c f2 62 57 52 ec a6 51 2f 74 f6 60 08 28 50 1a 02 5b bc 
63 49 5e 6f 07 2a 68 b8 2e 21 13 39 56 7b 64 47 63 29 4d 17 7e 57 ba f3 12 15 7b 96 21 34 dd a0 a3 85 34 d4 c2 a9 73 
e6 12 1d 95 63 e1 bb 1d 89 29 45 2e de eb dd 79 8a aa d3 10 
Data Ascii: e|CiIlpvV<Gcd/vV[.nSJiIoxG""91J[Vz"i5`@`%p^{0(6fh@|{SMy]e4b4SNa1`*[t[eFF4^FoF\bWRQ/t`(P[cI^o*h.!9V
{dGc)M~W{!44sc)E.y

2022-05-23 16:52:54 UTC 1789 IN Data Raw: 57 b1 f6 f4 4a f8 fb 32 be 3e cc af 8f b3 2b e3 ec cf 17 dc 9e 08 78 be e4 a7 8f b3 29 e3 ec ca 78 fb 32 9e 3e cc 
a7 8f b3 04 79 f1 64 4a d9 f9 cf f5 29 e3 ec ca 78 fb 30 51 df 3c 79 ed 76 c4 b0 9f d7 e2 78 5f 5f 10 09 ae 3e 20 d5 2a 19 
ed ff 00 67 ab d3 1a bd 7e e5 dd b7 7f db 9e 67 f0 9a 3b 2f 1e d0 eb f3 df f8 19 5f 42 fe 6c 80 78 31 f2 fe a5 3b 1f 19 7e 67 
83 f0 80 e2 8f b1 fb 9e 13 ec 7e e2 32 85 2f b7 ea 0d 9a 3e 3f 6c cf 12 bc 99 fe 48 86 6b 1e d9 97 e4 f3 51 7b 61 e8 b8 87 
16 3f 03 f8 85 19 c7 d8 ef fa 94 7f d8 7f 57 29 f3 ec 4c 7a 07 f0 cb 24 d3 ff 00 03 f8 94 76 21 5e 3e c7 f9 8b 5c 3d ab 0f 89 
7e 1f 68 bf 0f b1 fb 97 cb 3e c3 f7 29 9c 9b be 31 2f fb 38 3f 72 9a fe 83 f1 a9 7d d1 3d a1 19 3e cd 18 f6 94 e5 bf 47 78 b1 
fe 87 fb 98 73 e8 f7 95 ff 
Data Ascii: WJ2>+x)x2>ydJ)x0Q<yvx__> *g~g;/_Blx1;~g~2/>?lHkQ{a?W)Lz$v!^>\=~h>)1/8?r}=>Gxs

2022-05-23 16:52:54 UTC 1805 IN Data Raw: c2 c8 34 36 d3 9a 88 f8 1c 59 ab 71 57 46 f5 00 17 18 b7 cd 37 9d dc ac 2a 9a 6b df b6 71 be d0 ad 55 8c 17 
59 dd ad b0 b8 34 b8 ac b4 e6 af 75 a6 a1 51 66 c7 2d 7b f1 4d 25 f9 e4 5a 18 cb ee 18 f3 0c 32 64 0c 35 4b 93 20 01 64 
a9 71 92 eb 5b c8 cf 18 8a b6 5a e5 2f 2e 36 d0 8d 43 53 74 d8 70 63 e2 b6 47 ad 85 01 d2 64 6a 95 de 99 b9 59 b5 d9 
57 ab c7 8f 3c 4b 10 c9 69 76 eb 46 fc 7d a2 36 2b a5 bc 17 4e b3 cd 45 16 55 b8 a2 9d ae 1b 68 af b4 b5 d1 d6 85 32 02 
d6 b2 4c a3 ab 76 36 36 56 ac 89 b1 02 e6 9c 80 01 db 9d 79 96 b7 9b 5c 39 5b b2 a9 57 cd 40 14 d5 5b 83 78 df 6e 61 
10 c2 14 5d a0 b7 9c b2 90 b8 34 ab 55 76 80 01 58 5d c0 4b 66 c2 8e 44 cb 37 dd 2f c9 05 94 b7 7e 0f 89 91 8a 2f 43 5e 
5d 90 86 30 e6 85 c6 cc 8a 77 37 2c 49 ab 6a c6 03 0c 29 6a 60 
Data Ascii: 46YqWF7*kqUY4uQf-{M%Z2d5K dq[Z/.6CStpcGdjYW<KivF}6+NEUh2Lv66Vy\9[W@[xna]4UvX]KfD7/~/C^]0
w7,Ij)j`

2022-05-23 16:52:54 UTC 1821 IN Data Raw: 5a f1 33 79 8e 14 61 f8 97 33 e2 67 b4 a6 03 cc 42 57 12 a5 4a 95 2a 54 c7 33 e5 3e 53 06 65 f6 99 99 bb 96 
7c fd 20 bd a6 7b 4b ef 02 b6 46 0f 32 bc dc 51 2c dc cc 5d e2 b2 e6 26 25 d4 a5 78 88 14 4a 8b 8e 63 c2 5f bc b7 c4 ac 
ac ac b3 8d cb a6 79 4a 4a 4c a3 5a 63 31 28 b2 a2 09 49 49 4e b4 17 52 c9 72 92 9d 0b e1 96 76 65 9d 99 86 ba 69 d4 
51 db 36 78 e8 61 1a da 21 b6 57 7c 2a b1 a8 53 a9 47 51 6b 73 1d 33 f1 0b fa 17 8b 96 3a 89 ba e6 39 8c 2e 7b cb 2e 
0a 63 89 8f 32 fe 61 7d aa 7b cc 4d b3 de 78 86 11 4d 12 f9 37 01 29 93 1b 15 89 50 92 3c 22 a7 04 a4 b3 5a 82 38 9e 08 
0e 08 2b da 5b e3 a3 82 e0 2a 57 8e 9b a4 c4 1a cc 45 41 c4 b3 bc af 40 13 29 64 0b 94 f1 2e cb f1 33 da 16 37 3e c9 6e 
f0 6f 37 89 97 cc a7 03 73 33 68 11 7a 7c f5 c7 46 ab a7 ad cf 
Data Ascii: Z3ya3gBWJ*T3>Se| {KF2Q,]&%xJc_yJJLZc1(IINRrveiQ6xa!W|*SGQks3:9.{.c2a}{MxM7)P<"Z8+[*WEA@)
d.37>no7s3hz|F

2022-05-23 16:52:54 UTC 1837 IN Data Raw: 98 ed 2c ed 1a 75 89 4f 76 53 5b 60 4b 4f 74 d6 b7 0e 66 66 66 7a e6 66 67 9e 99 99 ff 00 01 8c 4d 61 b9 89 
44 a2 51 28 94 4a 3e a4 b8 1d 5d ca 94 f4 e0 99 21 77 28 f6 83 6c 4b 0c cb 38 83 cb 17 c4 bc 5b 1c 63 e6 5f 40 eb 64 84 
52 db f4 66 66 52 e6 3b 4c 41 54 af 66 0a 91 1b b9 b4 ad 4a eb 53 98 df 12 99 ad c7 c7 41 98 10 55 2a 54 c4 54 79 ea 08 
55 cc f7 95 e6 57 9e 86 9e d0 19 55 2e b1 2c 94 95 85 55 1a 9e e9 4f 78 23 21 70 d9 99 5d 71 50 d7 d4 5a 67 a3 9c 4f 7c 
69 9c ca 7c ca 7c ca 7c cf bc fb cf bc fb cf bc fb cf bf 4e 7f c0 cf 45 b1 b7 89 4f 4c f4 b2 59 2e 69 52 ce 87 08 51 ea 33 cf 
d5 46 59 de 5b c6 be 81 9e d0 e9 72 df 13 6e a3 6b ff 00 15 82 c9 e2 89 db 1f 42 c6 92 6d 0c 25 9d 2b 1e 22 43 7d 20 39 
94 ca 63 ae 1e 66 fd 34 45 b4 be e9 7d d0 6c b2 15 
Data Ascii: ,uOvS[`KOtfffzfgMaDQ(J>]!w(lK8[c_@dRffR;LATfJSAU*TTyUWU.,UOx#!p]qPZgO|i|||NEOLY.iRQ3FY[r
nkBm%+"C} 9cf4E}l

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.3 49849 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:53 UTC 1606 OUT GET /images/guidelines-left-b.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:54 UTC 1676 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:34:18 GMT
Accept-Ranges: bytes
ETag: "4f7c061b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 37968

2022-05-23 16:52:54 UTC 1677 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 93 f2 49 
44 41 54 78 da ec dd 6b b0 24 e7 7d df f7 ff d3 73 39 f7 3d e7 ec 2e 80 05 b0 dc 05 b1 0b 2e c0 2b 28 82 04 41 4a bc 41 
bc 88 a4 48 ba 2c 59 b6 1c 95 5c 49 c5 b2 2b 25 47 a9 bc 88 e3 48 b6 93 57 49 29 2f 1c 27 15 a7 92 2a 5b 2f 92 72 62 
e5 4d 62 a5 24 db 91 75 e1 35 96 28 52 02 78 27 01 e2 8e 5d 2c 2e bb 7b 6e 73 e9 7e d2 cf d3 fd 74 3f dd d3 3d d3 73 ce 
9c eb 7e 3f d4 60 66 7a 7a 7a 7a ba 67 06 3a 3f fc 9f e7 af b4 d6 02 00 00 00 00 00 00 00 4d 04 1c 02 00 00 00 00 00 00 
00 4d 11 28 02 00 00 00 00 00 00 68 8c 40 11 00 00 00 00 00 00 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<IDATxk$}s9=..+(AJAH,Y\I+%GHWI)/'*[/rbMb$u5(Rx'],.
{ns~t?=s~?`fzzzzg:?MM(h@

2022-05-23 16:52:54 UTC 1736 IN Data Raw: fd 20 68 ed cb 7b 34 db 37 82 60 74 c7 c2 30 4c ce 43 e0 86 3c eb d2 3e 4d 7e 33 a3 4d 59 54 ed 63 d3 d2 e6 
b8 ea 48 5a f1 71 3d 08 e6 ed 47 51 b8 6f e7 e2 a0 de 43 f1 86 14 5a f2 e8 74 5c bb 0b c1 dd 9c 99 a2 c3 a4 b2 38 e2 77 
0c 00 00 00 c0 28 02 45 00 fb c6 06 32 6a c9 d6 bc 05 36 40 54 d9 a4 7a 2a 08 64 64 a2 bd 34 48 1c 09 14 2b 6e ab 7d 
4a 78 94 a9 d4 32 e1 59 bb b5 eb d7 88 6c 0a 13 89 8a b7 11 04 d3 6d 23 1a 0e 6d 13 13 3f 34 f3 ab 16 cd 3e 99 80 cf 5d 
9b 90 cf dd 76 a1 9f db 6f b7 cc dc 37 cb 93 ed 84 c9 36 4b af 61 d7 97 61 e1 3d db 6d 99 1b 61 f2 1c b7 be 09 1e fd ed 
96 5f cf ed a7 ff 98 4e 43 2b 77 bb fc 98 1f 74 96 b7 e7 82 cc c8 1c d3 74 68 ae bf 5e b6 ff a5 d7 4f 1a c9 14 5f d3 ad e7 bf 
96 bf 8e bf 6f f6 be 79 ef 2a 48 2a 37 d3 d7 2d 6f a3 
Data Ascii:  h{47`t0LC<>M~3MYTcHZq=GQoCZt\8w(E2j6@Tz*dd4H+n}Jx2Ylm#m?4>]vo76Kaa=ma_NC+wtth
^O_oy*H*7-o

2022-05-23 16:52:54 UTC 1752 IN Data Raw: 0b 84 26 a7 42 d1 c4 6b 17 f7 ba fd b0 5d cb a5 58 8a 65 aa 0a 45 6e ec 57 af 6f b5 6e d8 6f 5d f0 ac 8b 6d de 
b1 b2 a8 ee a8 6c 03 bf a6 b2 32 55 93 1d 05 57 97 6e d6 a0 ed 53 05 4e 6d 37 a8 c0 fe 9c 7d fa 2b 84 92 54 d6 3f 2b 73 
ff 8a 38 0e 68 ed 5f 80 77 ee 53 3b e4 d9 af 22 5e 38 96 93 c2 31 aa 4b 11 51 c4 ae 04 ef 3a 18 6f 9e a0 f8 91 f7 ff 47 f5 
9d df f7 8f cb 13 20 67 22 00 00 00 00 c0 de 41 50 04 38 04 18 29 20 75 2a fe d8 f7 3c a2 1a e4 09 7b be ea 29 61 ec 8b 
b7 2e cd 55 17 ca 9d 58 2e 4f 72 47 58 26 d6 a4 da 84 ce 1d 72 89 9a 8a ab b6 34 b8 a9 6c e1 c7 72 69 29 15 72 ad f9 
e1 d0 7e 5e bc 70 d0 6a 2a 30 a6 9c b8 fd 15 f2 fc ec e5 5e 5f ee f4 ba 3e 7b 7d eb 0b 9f b7 8e 13 3a 76 53 07 aa 7d 6a 
ed 86 fd b7 f5 a6 b6 8a 6b a8 26 45 ca 6e 49 dd 90 01 
Data Ascii: &Bk]XeEnWono]ml2UWnSNm7}+T?+s8h_wS;"^81KQ:oG g"AP8) u*<{)a.UX.OrGX&r4lri)r~^pj*0^_>{}:vS
}jk&EnI

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.3 49850 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:53 UTC 1606 OUT GET /images/litmus-previews2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:53 UTC 1626 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:52:04 GMT
Accept-Ranges: bytes
ETag: "7f9799ec18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 12615
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2022-05-23 16:52:53 UTC 1626 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.3 49852 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:53 UTC 1625 OUT GET /images/sltest-compA3.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:54 UTC 1671 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 11 Aug 2016 00:13:53 GMT
Accept-Ranges: bytes
ETag: "bdc0533e65f3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 5195

2022-05-23 16:52:54 UTC 1671 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 13 ed 
49 44 41 54 78 da ec dd 7d 8c 65 77 5d c7 f1 df 76 1f 5c e8 56 1e 4a b1 74 a5 56 51 b7 2b d0 8a 22 56 50 29 06 1f 10 49 
10 b1 6a 35 c6 3f ac 21 a2 e0 23 46 25 f1 21 3e 47 13 89 0f 0d c4 06 8d c6 a0 d1 6a 23 20 20 41 30 3e d5 fa 44 83 01 25 
68 97 c8 76 69 15 79 6c 77 67 b7 3b fe be 3d e7 3a e7 1e e6 ce 7c 76 bb 8b 9b c9 eb 95 fc 32 f7 dc 7b ee 9c 7b cf ec dd 
cd be e7 77 ce d9 b5 be be de 00 00 00 00 00 12 17 d9 05 00 00 00 00 40 4a 50 04 00 00 00 00 62 82 22 00 00 00 00 10 
13 14 01 00 00 00 80 98 a0 08 00 00 00 00 c4 04 45 00 00 00 00 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATx}ew]v\VJtVQ+"VP)Ij5?!#F%!>Gj#  A0>D%hviylwg;
=:|v2{{w@JPb"E 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.3 49851 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:53 UTC 1625 OUT GET /images/sltest-compA2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:54 UTC 1725 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 11 Aug 2016 00:13:27 GMT
Accept-Ranges: bytes
ETag: "cd9e162f65f3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:29 GMT
Connection: close
Content-Length: 11079

2022-05-23 16:52:54 UTC 1725 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 2a e9 
49 44 41 54 78 da ec dd c9 72 1c 49 b6 1e 60 8f 4c cc f3 40 82 33 8b dd 2d 6d 24 2d b5 bc 3b 99 69 a7 d7 d1 46 6f 20 33 
3d 84 36 32 bd c7 5d 6a 21 99 49 26 c9 ec ea 76 4d 24 40 62 24 31 23 47 c5 f1 44 82 09 14 bb af 13 24 9a 59 e0 f7 b1 83 
40 46 46 78 44 38 d0 64 f1 c7 71 f7 aa df ef 27 00 00 00 00 80 12 0d 5d 00 00 00 00 00 94 12 28 02 00 00 00 00 c5 04 8a 
00 00 00 00 40 31 81 22 00 00 00 00 50 4c a0 08 00 00 00 00 14 13 28 02 00 00 00 00 c5 04 8a 00 00 00 00 40 31 81 22 
00 00 00 00 50 4c a0 08 00 00 00 00 14 13 28 02 00 00 00 00 c5 04 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<*IDATxrI`L@3-m$-;iFo 3=62]j!I&vM$@b$1#GD$Y@FFxD8dq']
(@1"PL(@1"PL(

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.3 49854 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:54 UTC 1670 OUT GET /images/special-block.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:54 UTC 1848 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 16 Jun 2016 18:41:01 GMT
Accept-Ranges: bytes
ETag: "c37c41a1fec7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:30 GMT
Connection: close
Content-Length: 55734

2022-05-23 16:52:54 UTC 1848 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 35 00 00 01 72 08 06 00 00 00 24 9b 3e 52 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 
20 70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 
26 2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 
a3 88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 
83 c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 
4d 9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDR5r$>RpHYsOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<<+"
xM0B\t8K

2022-05-23 16:52:54 UTC 1864 IN Data Raw: 16 1f 4e b5 7d cb 7e d7 44 83 37 79 5c 84 90 e7 71 5f 3f 75 1d af 57 3f 6f d9 91 a7 5f a8 3f 85 87 66 6b bd 10 
1c fa dd 55 fc b3 0b f8 e0 d3 9f c6 27 d6 e0 7e f2 fa 3f 00 30 66 ca 63 19 0c 9c b1 40 b0 93 97 64 2c ce 13 3d 3a 73 aa 94 
60 00 84 0e 01 01 1e dd 54 97 bc 51 dd 7c a1 8f 82 3a 26 ed b7 e0 55 18 79 dc 47 80 37 06 47 6b f0 6a 74 d8 7d e6 63 
74 37 d7 c0 30 a0 37 01 e3 e1 10 45 56 13 52 7a 93 a8 70 f2 3e 4c c8 25 43 51 93 10 1a 65 5b 96 7a 0b ed 58 6b cf 3c 2f 
e7 63 0b 05 ad 1d f7 bb 14 34 29 64 92 c7 20 e1 c6 c3 30 6c 1a 4b 14 34 09 21 84 90 a7 b1 a5 b7 88 9b db de 63 94 51 
40 0f 13 36 db cb 9e 0c 43 87 c1 9d f3 70 d6 e0 d3 c1 e3 fb 3e ff 03 f8 72 6f f1 1d ef f0 d9 8f 3f c4 dd eb 5b 58 29 6e 16 3a 
00 06 47 c4 ff 43 30 d1 87 d3 38 60 2a 58 17 3b 26 
Data Ascii: N}~D7y\q_?uW?o_?fkU'~?0fc@d,=:s`TQ|:&UyG7Gkjt}ct707EVRzp>L%CQe[zXk</c4)d 0lK4!cQ@6Cp>ro?
[X)n:GC08`*X;&

2022-05-23 16:52:54 UTC 1880 IN Data Raw: 3d e9 cb 5e 9d a5 50 2b 22 87 78 74 88 e0 51 e7 dd d4 62 6d 29 72 e7 ed 64 6f 95 2e e5 0f cd 1e 05 ae 18 0f 
2d 11 53 0b 9f a5 70 08 55 d5 7c 9c 89 6f f3 ed 65 41 b2 f4 94 ce f9 c8 b4 47 b4 16 3a c5 bb 52 f7 91 f6 84 d5 d7 8e 88 
e8 92 f7 31 86 f3 95 22 94 8c 77 11 f1 a5 0f 6a 0f 4e 19 f7 5a c4 8b cb ba e9 3a 76 69 e2 2a 93 d2 ec 65 2c 45 aa 3a e5 
59 67 67 22 bd 5c 3b 72 2e 75 ce d1 5a cc ad 73 36 66 a1 c2 a9 a2 2d e5 75 20 9e da da 0b a9 16 fc f3 04 0b ca d3 a4 16 
9e 3b e5 41 ac ab 5b bb a2 a2 73 d7 0d 69 c2 ae 05 c1 ba e8 41 f6 fa d1 de a6 26 e5 a4 8d e7 c6 cf 3c f2 f2 39 ec 92 e0 
31 f7 a6 c7 4c e8 c8 2f 09 e6 93 cb 38 09 ed 9a 22 b5 4c ca 73 ce b6 4e 09 41 b6 91 1f d5 a6 eb 4d da 34 bf 4e ba a2 30 
96 be 07 b6 3c e4 eb 6b 52 7b d6 95 93 64 d3 10 c5 6a a1 
Data Ascii: =^P+"xtQbm)rdo.-SpU|oeAG:R1"wjNZ:vi*e,E:Ygg"\;r.uZs6f-u ;A[siA&<91L/8"LsNAM4N0<kR{dj
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2022-05-23 16:52:54 UTC 1896 IN Data Raw: c5 5b b6 35 d6 d6 f2 d5 ea 71 a1 fb ac b5 ec d2 b5 b4 34 5e 08 21 84 10 42 1e 39 4b 68 7c c6 97 a6 84 90 39 
14 35 09 21 ef ce 5c 39 91 ff 12 40 21 5c 6d f5 06 ab bd 0c 97 d6 5f 12 25 b5 37 e5 9a 47 dd 52 91 a0 ba 0d 7a 1b b5 20 
55 57 ae 6e 85 1b d7 c2 dd d2 b6 6b 4f 56 59 76 2d 3f 68 2b 97 e4 92 20 ab ff d6 cb 2e 85 c6 b7 0a ef d4 1e b8 b5 e7 aa 
3e 67 7a 3c e8 30 f7 ba ad a7 44 cd 56 5b 5b fd dc 1a 2b b5 60 db 12 22 97 2a 84 d7 69 03 d6 0a 10 e9 7d 79 ef d1 f7 7d 
12 7c eb e5 45 9c ae 3d 7a eb 63 95 b1 53 9f df a5 d0 f6 d6 58 58 ca 3b 5a 8f 1f 42 08 21 84 90 b7 38 8b a8 fe a6 e0 49 
c8 fb 0a 45 4d 42 c8 bb 37 4b 1a 82 50 eb f3 87 6c b7 de 87 16 2f 5b fb a8 45 cc da 4b af 16 8b 5a 02 98 ac d7 da 56 fd 
9d 78 2c d6 9f af 85 3a 2f 79 11 2e b5 e3 54 e1 9b a5 73 
Data Ascii: [5q4^!B9Kh|95!\9@!\m_%7GRz UWnkOVYv-?h+ .>gz<0DV[[+`"*i}y}|E=zcSXX;ZB!8IEMB7KPl/[EKZVx,:/y.Ts

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.3 49857 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:54 UTC 1846 OUT GET /images/guidelines-right-m.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:55 UTC 1908 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:35:42 GMT
Accept-Ranges: bytes
ETag: "a29b2493b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:30 GMT
Connection: close
Content-Length: 37438

2022-05-23 16:52:55 UTC 1909 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 91 e0 
49 44 41 54 78 da ec dd 69 ac 2c 67 7e df f7 ff 53 55 bd 9c f5 ee bc e4 bd dc 2e c9 99 e1 ec 23 8d 44 72 36 59 b2 a4 c0 
8e e4 d8 92 e1 37 41 36 58 09 f2 2a 2f 82 24 40 de 24 01 92 20 40 90 f8 45 02 38 70 10 03 31 64 c0 40 62 cb 08 60 19 96 
9d c8 70 30 b4 34 1a cd 84 b3 58 23 6e 33 e4 70 66 b8 dc cb bb 9f 73 7a ab 7a 9e d4 ff 79 ea a9 ae ee d3 7d 4e f5 3d e7 
f2 9e 11 bf 1f 4e b1 bb ab 6b eb ea e6 00 e7 87 ff f3 fc 8d 73 4e 00 00 00 00 00 00 00 a0 8d 84 5b 00 00 00 00 00 00 00 
a0 2d 02 45 00 00 00 00 00 00 00 ad 11 28 02 00 00 00 00 00 00 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<IDATxi,g~SU.#Dr6Y7A6X*/$@$ @E8p1d@b`p04X#n3pfsz
zy}N=NksN[-E(

2022-05-23 16:52:55 UTC 1924 IN Data Raw: 59 67 7d ae ce fd 0e 66 96 df 06 e7 e6 1a d3 34 f6 a9 c3 c4 c6 49 66 c2 e4 c3 7f 03 f1 67 e2 5c 57 76 57 a8 50 
f4 d3 74 fa 1e 2f 33 73 28 1e f6 45 02 ad 10 28 02 00 00 00 00 6a 74 79 5e 5d ac 06 bc 7d e3 46 cc ee 7c a6 55 14 4e 3e 
7a f1 f4 b3 9f ea ec 7d aa d8 2b c4 a5 3a 6b 60 e1 df 4e 7d bc 13 e6 52 bc f7 f3 ea c0 e1 71 35 4c 7a b6 39 8b a9 1b a2 
c4 6d 3f c8 3b e2 0e 5d 17 87 5e eb 65 d9 24 dc bf b4 6a 49 12 f3 39 6b 4d 35 f4 37 54 17 c6 80 31 88 a9 60 3c 4a 18 b2 
ec 87 35 4b 6c d4 12 02 bd 58 50 e8 db 6e 27 a6 ce f1 92 aa 41 8d 69 75 73 16 cc 1b 59 57 20 ba b9 75 d5 35 c5 2a c6 
99 46 2b 8b ba 6e 4f df 76 8d e0 75 3e 6f d6 3b 34 18 8e 57 f9 16 f2 ea c7 41 43 16 1c 3b 02 45 00 00 00 00 40 2d 49 52 
6e c2 8a 34 90 ca 27 13 73 f7 e6 0d 49 d3 2c 74 76 f6 7f 
Data Ascii: Yg}f4Ifg\WvWPt/3s(E(jty^]}F|UN>z}+:k`N}Rq5Lz9m?;]^e$jI9kM57T1`<J5KlXPn'AiusYW u5*F+nOvu>
o;4WAC;E@-IRn4'sI,tv

2022-05-23 16:52:55 UTC 2005 IN Data Raw: 0b 34 32 49 e8 9d 9f bd 2e ae bd f3 0e 69 55 08 99 a4 21 b9 99 5f 69 51 28 69 94 cc cf 5e bc e7 c2 6f 3c 7b 
e6 db bf f5 e9 ec bb cf 6c bd f6 88 ca 0e 68 92 f7 48 55 3f 61 85 15 d8 42 49 a9 69 b4 8a 5b 1e e5 dd 60 56 82 61 e1 50 
48 4a 2f 15 54 64 e5 f1 df 64 17 65 42 3a d1 24 b5 3b 9f f1 e5 b1 0b 55 45 4e 5c 66 41 b1 60 31 c8 f8 de 79 c7 48 10 96 
5e c1 12 75 a8 0c 95 53 75 76 a8 e9 1d a2 aa 47 62 e8 81 28 cb f3 b0 ae 98 88 aa 23 62 3d cc c6 98 45 f4 7f b2 e1 34 54 
95 ff 52 fd 99 9c 6b b1 a9 ba 99 c8 8d 57 7e 3a d8 77 a9 d2 52 58 d7 9f ec f5 28 dd dc 76 82 62 ee f4 ab 99 52 eb 13 16 
15 57 0d 57 b1 a3 e2 72 f4 aa 4c db cf 86 88 fa 23 92 88 9c 85 61 89 a9 43 69 2a 45 50 3b 01 d7 34 b4 c7 e8 a1 8f 4e da 
f8 38 7b fd 22 ba 16 29 13 bb e1 c4 86 de 2c 4d 51 ee 58 
Data Ascii: 42I.iU!_iQ(i^o<{lhHU?aBIi[`VaPHJ/TddeB:$;UEN\fA`1yH^uSuvGb(#b=E4TRkW~:wRX(vbRWWrL#aCi*EP
;4N8{"),MQX

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.3 49856 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:54 UTC 1847 OUT GET /images/guidelines-layer.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:55 UTC 1940 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 01:06:49 GMT
Accept-Ranges: bytes
ETag: "aa97faebb61ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:30 GMT
Connection: close
Content-Length: 38764

2022-05-23 16:52:55 UTC 1941 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 13 00 00 01 6c 08 06 00 00 00 5f 04 2e 2e 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 97 0e 
49 44 41 54 78 da ec dd cd 8e 24 49 b6 18 66 33 8b cc aa ee e9 b9 bc 12 28 90 7b 01 14 04 11 94 1e 81 02 04 50 82 96 
5a 68 cf f7 d0 e2 ae f5 58 7a 1d 01 d2 e2 de cb 99 ae ca 70 53 b8 bb d9 b1 e3 d1 43 c8 1f e0 fb 06 33 d3 9d 95 95 19 e1 
e1 6e 3f c7 8e 1d ab bd f7 02 00 00 00 00 f0 ff a7 b9 04 00 00 00 00 c0 1d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 00 c0 
2d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 00 
c0 2d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 00 c0 2d 82 89 00 00 00 
Data Ascii: PNGIHDRl_..tEXtSoftwareAdobe ImageReadyqe<IDATx$If3({PZhXzpSC3n?---------

2022-05-23 16:52:55 UTC 1956 IN Data Raw: 7b ad 97 22 fe b3 5e 69 19 8b 07 7d 2b 29 bb e9 6d ee 52 d6 02 76 d4 52 ab 6b e2 d9 c7 a1 89 bd a7 ac fa be 
de 43 6f 8f 98 c4 9e c1 d9 c7 11 60 dc c7 33 f5 38 19 fb 51 7e fd fc 7c dd 3f 5b fc ee 4b 39 8d 5c 92 a7 95 54 d2 e0 7a e2 
6c 1f e5 b1 5a 64 a3 a7 70 d2 a5 1d 4a cf 56 5d 8b 04 c7 bd db 53 1b 56 6b 8c 2f e3 f1 ee 69 bc 30 17 0f b7 b5 45 7c 2b 
97 e2 90 f1 9b 72 5d d9 fd b9 fc 7c 3c c6 82 62 3a 13 60 7e 67 ab e9 c0 a2 f7 88 50 da 76 38 eb da d7 6b 76 e9 aa 77 38 
9e d5 d6 4a ae 07 3d b7 ec 1f 07 4b ec 59 85 db 33 5d 97 16 59 8a 6d 8c c7 fb db 61 8d 33 41 a3 97 b7 03 55 5a 4e 24 
49 25 98 e7 9f 3f 5a 3a d9 be 5e b2 ab df 4a b4 5e 4b 19 95 55 53 af ae 34 cb 55 87 b5 ae 4c ae a3 a6 5f 1f a9 3c f9 30 
b0 5e 2e 75 d9 67 a5 92 47 4e 26 ca 63 c1 79 3d b6 be 82 
Data Ascii: {"^i}+)mRvRkCo`38Q~|?[K9\TzlZdpJV]SVk/i0E|+r]|<b:`~gPv8kvw8J=KY3]Yma3AUZN$I%?Z:^J^KUS4UL
_<0^.ugGN&cy=

2022-05-23 16:52:55 UTC 2010 IN Data Raw: f9 ef b4 b6 e2 d3 07 ec d5 a0 1f da 1c 07 b0 57 5c 54 5f 98 12 51 75 88 c3 a3 95 df db 52 81 b6 17 73 6f a1 98 
8d b4 27 3b 2c 6d 9c 86 39 d3 75 2b f0 03 6c 99 e0 1b 85 ad c6 b2 e0 75 69 98 98 78 cc 4b ba ed 4f 08 20 97 6e 3a 58 
39 ed 28 bd 9a 90 55 bc b9 c8 7a 43 fa 48 5e 86 9e 94 5a 47 94 b5 c1 84 e7 c8 29 7a c8 dc c0 f6 58 de 5b 71 ef 04 5b 5d 
ef 29 9a 84 23 88 45 0f 4e 5f 3f e5 e8 60 51 b0 70 a6 15 ae be be c9 c6 5f 36 ad 9a 4c a2 93 ef 81 da b7 17 43 45 53 de 
2c d9 90 68 06 ad 94 b5 5d b8 44 33 5a 27 dc ea 75 75 6e aa 26 c9 a4 25 ad 8d 7e 93 84 69 e3 b8 da ad a0 4a 94 c6 a3 
59 ec 00 8d db 62 04 5a 88 c9 06 a1 16 b9 10 74 8a 70 f2 6a 7b 3d fc 54 54 62 81 5a c5 63 6e a4 d9 ad 9f 0c 4d 9c 9f 31 
d2 71 b1 f9 a3 31 b8 1d cd 83 e9 8a b0 b4 05 19 6f 60 b6 a4 
Data Ascii: W\T_QuRso';,m9u+luixKO n:X9(UzCH^ZG)zX[q[])#EN_?`Qp_6LCES,h]D3Z'uun&%~iJYbZtpj{=TTbZcnM1q1o`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.3 49855 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:54 UTC 1847 OUT GET /images/guidelines-bp.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:55 UTC 1903 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 01:12:44 GMT
Accept-Ranges: bytes
ETag: "788d0bfb71ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:30 GMT
Connection: close
Content-Length: 4464
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2022-05-23 16:52:55 UTC 1903 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 13 00 00 01 6f 08 06 00 00 00 d9 90 5c 80 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 11 12 
49 44 41 54 78 da ec dd 31 6e 1b 57 02 c7 e1 49 b0 45 5a a6 4b 2b 1f c1 39 c0 16 d2 11 e4 23 48 4d 8a ed a4 23 58 7d 1
a b3 d8 03 44 47 30 8f 60 01 7b 01 b3 4d b7 6a d3 69 f5 b0 f3 a0 e7 f1 1b f2 4f 99 32 44 e6 fb 00 42 0e 35 c3 79 f3 48 01 
c1 0f 6f 38 3f 3c 3c 3c 0c 00 00 00 00 00 db fc 68 0a 00 00 00 00 80 84 98 08 00 00 00 00 44 c4 44 00 00 00 00 20 22 26 
02 00 00 00 00 11 31 11 00 00 00 00 88 88 89 00 00 00 00 40 44 4c 04 00 00 00 00 22 62 22 00 00 00 00 10 11 13 01 00 
00 00 80 88 98 08 00 00 00 00 44 c4 44 00 00 00 00 20 22 26 02 00 
Data Ascii: PNGIHDRo\tEXtSoftwareAdobe ImageReadyqe<IDATx1nWIEZK+9#HM#X}DG0`{MjiO2DB5yHo8?<<<hDD 
"&1@DL"b"DD "&

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.3 49858 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:54 UTC 1848 OUT GET /images/special-special.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:55 UTC 1973 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 16 Jun 2016 18:21:51 GMT
Accept-Ranges: bytes
ETag: "1ea546f4fbc7d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:30 GMT
Connection: close
Content-Length: 48848

2022-05-23 16:52:55 UTC 1973 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 35 00 00 01 72 08 06 00 00 00 24 9b 3e 52 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR5r$>RtEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.
134777, 2010/02/12-17:32:00  

2022-05-23 16:52:55 UTC 1989 IN Data Raw: bd 77 ef 9e 69 5b d7 98 d7 95 ab 56 49 0f 10 78 1d a3 ec d8 a1 43 c5 d1 a3 47 ff 58 ba 4c e9 86 76 d6 f9 de 
2a 77 f7 e2 fc 7c 9d 67 cf 1e 46 50 55 91 c1 cf c5 9b fc bf 5f b1 b5 7e a2 32 78 f8 c0 a1 c5 23 46 8f fa e4 f2 e5 cb f1 fc 30 
b9 53 00 98 1e f4 5c b8 78 f1 31 7f bd 7f 78 1d 79 60 ce dc b9 f3 3a 77 ec 54 73 f0 e0 c1 e3 4a 97 2d dd d4 30 f0 22 f3 35 
76 ee 08 fd 65 c8 07 1f 4c 4d 4b 4b d3 b8 b9 a9 04 2b 91 75 d1 4a 3b fa 45 dc b3 00 00 41 4d 00 b0 86 1e 2e ef de bd 3b 
2e 24 24 e4 4f de 20 ff d5 59 cf 29 a5 86 8a a1 b1 ce 1b 34 7e 01 85 02 db f5 ec d3 ab 5d f7 9e 3d 62 13 e2 e2 77 6d de 
b2 65 dd 9f ff 9b bb ed d2 a5 4b 51 f1 f1 f1 34 5a 48 66 18 7d 92 ad 21 98 90 98 c0 86 0e f9 80 8d 18 69 18 4c aa 13 f3 6d 
fd 4c de 38 52 f0 46 98 ca 8b 7a f8 cf 3e 8b 
Data Ascii: wi[VIxCGXLv*w|gFPU_~2x#F0S\x1xy`:wTsJ-0"5veLMKK+uJ;EAM.;.$$O Y)4~]=bwmeKQ4ZHf}!iLmL8RFz>

2022-05-23 16:52:55 UTC 2025 IN Data Raw: 65 71 a3 15 0a 85 f8 da f5 eb 6f 37 6d 0a 5c 22 74 63 c2 db db 7b 18 69 53 63 62 5b a5 19 21 7b d9 8d 64 1f 
1f 1f 54 b9 72 ae 62 65 be 44 ce 96 93 9f 1d c7 7f 31 7e d3 be 3d 7b c7 81 9d 04 f6 be 4e 45 78 fd fd 0b b5 d0 19 26 13 
09 2c e8 23 97 c9 44 3c 01 1b 56 3d 11 46 41 41 41 49 4d 0a 0a 8a 7c 24 34 a5 c4 b9 09 dc b8 71 82 6f 1b df c5 ba 0e 1c 
7b 94 48 85 ab 4c f9 6e f2 7f 27 c3 4f fc 3b 62 d8 f0 aa c4 89 51 c7 c7 c7 67 01 11 47 ae 1c a7 09 22 15 0f 1e 3a 84 9a b7 
6a c9 f4 ef d7 9f f9 e6 ab 6f d0 e3 47 8f 51 ad 5a b5 50 af 9e bd 4a cd fe 75 f6 0a f0 a7 84 b6 f5 f9 f3 67 67 e0 88 b7 01 a3 
c9 da 06 2a 42 86 8f 8e ab 05 90 85 79 8c 55 38 4e 27 e3 8e 7a 66 66 64 08 6a ac 1a ab b1 8a dc 87 1b 13 36 32 56 eb 
ab e6 52 69 7d 35 86 9c df 47 06 aa b5 13 a7 06 6d 
Data Ascii: eqo7m\"tc{iScb[!{dTrbeD1~={NEx&,#D<V=FAAAIM|$4qo{HLn'O;bQgG":joGQZPJugg*ByU8N'zffdj62VRi}5Gm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49780 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:43 UTC 98 OUT GET /css/fonts/font-awesome/css/font-awesome.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:44 UTC 109 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 05 Sep 2014 23:37:34 GMT
Accept-Ranges: bytes
ETag: "3b189d5e62c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:20 GMT
Connection: close
Content-Length: 14103

2022-05-23 16:52:44 UTC 109 IN Data Raw: 2f 2a 20 20 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 33 2e 30 0a 20 20 20 20 74 68 65 20 69 63 6f 6e 69 63 20 
66 6f 6e 74 20 64 65 73 69 67 6e 65 64 20 66 6f 72 20 75 73 65 20 77 69 74 68 20 54 77 69 74 74 65 72 20 42 6f 6f 74 73 
74 72 61 70 0a 20 20 20 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 0a 20 20 20 20 54 68 65 20 66 75 6c 6c 20 
73 75 69 74 65 20 6f 66 20 70 69 63 74 6f 67 72 61 70 68 69 63 20 69 63 6f 6e 73 2c 20 65 78 61 6d 70 6c 65 73 2c 20 61 
6e 64 20 64 6f 63 75 6d 65 6e 74 61 74 69 6f 6e 0a 20 20 20 20 63 61 6e 20 62 65 20 66 6f 75 6e 64 20 61 74 3a 20 68 7
4 74 70 3a 2f 2f 66 6f 72 74 61 77 65 73 6f 6d 65 2e 67 69 74 68 
Data Ascii: /*  Font Awesome 3.0    the iconic font designed for use with Twitter Bootstrap    ------------------------------------------
-------------    The full suite of pictographic icons, examples, and documentation    can be found at: http://fortawesome.gith

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.3 49859 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:54 UTC 1903 OUT GET /images/building-data2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:55 UTC 2016 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:51:38 GMT
Accept-Ranges: bytes
ETag: "9059fe3c23ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:31 GMT
Connection: close
Content-Length: 9476

2022-05-23 16:52:55 UTC 2016 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 24 a6 
49 44 41 54 78 da ec dd 5d 73 1c d7 7d e0 e1 c6 2b 01 90 20 48 02 22 05 01 a2 45 50 12 2d 51 8e 4b 4e ca 6f 55 9b 4a d
5 26 17 9b 4d aa 36 a9 7c 83 f8 63 65 2f b3 b7 ce 45 ec cb 6c 65 2b 5b 96 e5 95 6d 95 45 4b 94 04 88 04 25 02 24 01 91 
80 45 f0 05 6f 3b ff 61 1f f2 a0 39 00 0f 28 10 84 e2 e7 a9 3a 1e 60 d0 d3 dd 33 f4 c5 d4 4f e7 74 77 6d 6e 6e 56 00 00 00 
00 00 25 ba 7d 04 00 00 00 00 40 29 41 11 00 00 00 00 28 26 28 02 00 00 00 00 c5 04 45 00 00 00 00 a0 98 a0 08 00 00 
00 00 14 13 14 01 00 00 00 80 62 82 22 00 00 00 00 50 4c 50 04 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<$IDATx]s}+ H"EP-QKNoUJ&M6|ce/Ele+[mEK%$Eo;a9(:`3O
twmnnV%}@)A(&(Eb"PLP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.3 49861 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:55 UTC 1908 OUT GET /images/bgimages-bg.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:56 UTC 2043 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Fri, 16 Sep 2016 18:57:58 GMT
Accept-Ranges: bytes
ETag: "a92f853d4c10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:31 GMT
Connection: close
Content-Length: 126538

2022-05-23 16:52:56 UTC 2044 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 6d 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Duckydmhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm

2022-05-23 16:52:56 UTC 2059 IN Data Raw: eb c0 75 0b 5b e8 0d 8f f5 22 ff 00 e3 ef dd 7b ae 4b 08 b8 fa ff 00 41 c0 17 b7 e6 ff 00 d7 df ba f7 5e f0 71 ea 
e0 5f f1 f5 3f eb 92 2f ef dd 7b ae 42 1e 4d ac 40 e3 fd 87 d4 00 49 27 df ba f7 59 56 13 f4 23 9b 0b fe 7e bc fd 3f a7 bf 75 
ee b2 8a 7f a1 23 fe 4d fe 9f ed ef ef dd 7b ac e2 9c d8 9b 7e 2d f4 e3 eb ff 00 1b f7 ee bd d6 71 4c 2c 3f e4 47 fd eb df ba 
f7 52 63 81 6d 63 f5 5b 92 0f d4 df eb 6b ff 00 43 ef dd 7b ac 9e 25 00 fd 08 fa 02 a3 ea 7f a7 f8 5f df ba f7 5c d6 0b db 8b 
5f 9f a0 36 ff 00 8a fb f7 5e ea 6c 70 58 0e 4e af c5 c7 d7 9e 38 ff 00 5f fd e3 df ba f7 52 85 28 36 23 d3 c5 d7 57 d7 8f c1 
e0 81 c8 f7 ee bd d4 95 86 c0 58 5c f3 72 0f 04 fd 79 d4 0d ac 0f bf 75 ee a4 c3 10 04 93 f8 16 b1 e7 eb f9 ff 00 0f a7 bf 75 
ee a5 f8 81 50 17 8b 
Data Ascii: u["{KA^q_?/{BM@I'YV#~?u#M{~-qL,?GRcmc[kC{%_\_6^lpXN8_R(6#WX\ryuuP

2022-05-23 16:52:56 UTC 2100 IN Data Raw: 5e ea 1e 91 aa df e1 7f f6 37 ff 00 7a f7 ee bd d3 d8 3a be bf e3 72 2c 45 c7 e3 8f 7e eb dd 49 f7 ee bd d4 84 
36 00 ff 00 40 39 07 91 f4 e7 df ba f7 53 e1 b7 a6 c7 9f cd fe bf 4f f8 9f 7e eb dd 4f 8a 40 ac 75 26 bb 8f 49 ff 00 52 df ea 
ad 6e 40 b7 3e fd d7 ba 76 50 18 07 b5 b5 00 6d c7 d3 f0 0f 1c 7f 88 f7 ee bd d7 2e 45 f9 1c 73 f4 26 c3 9f f1 e7 e9 ef dd 
7b ae 5e fd d7 ba e4 bf 5e 3e a3 e8 3f af f5 ff 00 78 f7 ee bd d4 98 cf e0 ff 00 af fe c7 f2 3d fb af 74 e5 14 76 1a 94 1b fd 
49 fe 96 ff 00 8d 7b f7 5e ea 64 63 fc 35 7d 07 f4 fa ff 00 bc df df ba f7 4e 48 97 06 e0 f1 6e 7e 82 c7 fa 0f 7e eb dd 49 86 
1b 90 2d 60 a2 c6 ff 00 50 2f cf d7 df ba f7 53 16 3d 1c af fa d7 b5 ad fe 21 79 fa fb f7 5e eb 34 51 95 06 c3 93 f4 16 fc 13 
cf 37 fa 9f 7e eb dd 49 58 
Data Ascii: ^7z:r,E~I6@9SO~O@u&IRn@>vPm.Es&{^^>?x=tvI{^dc5}NHn~~I-`P/S=!y^4Q7~IX

2022-05-23 16:52:56 UTC 2116 IN Data Raw: 0b db 9f 7e eb dd 74 da c5 c8 1c 0b 7a ad f4 b9 e2 ff 00 ec 7d fb af 75 02 a1 d8 a9 ba b1 6b 12 dc 5a df 80 2d 
f9 bd bd fb af 74 dc 09 00 f3 c0 f5 2f 36 23 8e 6f c7 ea 1f ed bd fb af 74 d7 33 b3 4a 7e 84 5c 9b f3 cf fb 1e 40 e3 eb c7 bf 
75 ee a0 d4 01 a0 dd 75 17 1c 81 fa 47 3c 1f f5 fd fb af 74 d8 f1 5d ee dc dc 70 58 8e 08 fe 9e 9e 00 3e fd d7 ba 96 b4 81 
82 b2 82 ba 56 e6 dc 8e 47 04 93 cf e3 df ba f7 59 52 06 07 c7 c0 24 f3 cd f8 3f 81 fd 49 f7 ee bd d4 8f b4 8a d6 64 b7 04 
a9 fe a3 fd 71 c5 ff 00 a7 1e fd d7 ba 81 35 38 5b 8b 12 bf e3 c1 3f 4e 09 e6 fe fd d7 ba 85 a4 de da 2c 09 b1 02 ff 00 4b 
dc 01 f9 03 9f 7e eb dd 75 f6 6e c4 dc 9d 3f 92 05 c9 bf e6 e4 1b 5f df ba f7 58 66 a1 55 3c 1f f5 cf d6 cb 61 71 6f cf 1e fd 
d7 ba 80 f0 00 4b 01 a9 7e 97 b7 
Data Ascii: ~tz}ukZ-t/6#ot3J~\@uuG<t]pX>VGYR$?Idq58[?N,K~un?_XfU<aqoK~

2022-05-23 16:52:56 UTC 2132 IN Data Raw: d3 df ba f7 59 4c 62 c6 32 2c 7e b7 1c da ff 00 43 f5 07 df ba f7 59 d2 35 41 62 14 d8 5e c0 d8 dc 71 f4 3f 5e 
07 bf 75 ee b9 28 32 0d 3a 7d 20 71 c7 d4 8f ea 6d c7 3e fd d7 ba ce b1 28 b7 e7 8f e9 ff 00 12 3d fb af 75 91 52 e7 e9 70 
6c 3e 97 ff 00 61 ef dd 7b a9 68 81 40 16 bd ae 45 ff 00 a9 fc 5c 8e 6c 3d fb af 75 29 0f a4 9b 72 2d 6b 0f ad cf 3c ff 00 87 
bf 75 ee b2 29 d5 70 de 91 c1 e4 db d4 0f f8 db ea 3d fb af 75 cd b9 fa 0f a0 1f 4b 5b 8b fd 6d 70 2f ef dd 7b a9 50 21 36 
04 91 71 fe a4 dc 5b fd 8d b8 f7 ee bd d3 9c 50 2a 82 3e a7 ea 48 b7 3f 9b fb f7 5e ea 5a a2 de ec 6e 6d 6b 02 3f db f1 fe 
3e fd d7 ba ce 35 d8 e9 b1 16 fa 02 2e 0f d7 9f f5 fd fb af 75 90 0b 0d 47 fd 6b 9f ea 79 b0 3f 9f 7e eb dd 4d 89 23 65 b9 0
b 7e 40 fa 02 6c 7f 51 b7 d2 f7 f7 
Data Ascii: YLb2,~CY5Ab^q?^u(2:} qm>(=uRpl>a{h@E\l=u)r-k<u)p=uK[mp/{P!6q[P*>H?^Znmk?>5.uGky?~M#e~@lQ

2022-05-23 16:52:56 UTC 2137 IN Data Raw: 7e eb dd 72 d2 4b 5a e5 6c 2c 18 ff 00 ac 7f 16 fe be fd d7 ba e6 a8 dc 01 cf 3c 5a df d7 fd 72 3e be fd d7 ba 
cb e0 3f a9 88 bd f8 1f 8b 7f 89 bd 87 e7 df ba f7 59 52 32 dc 8e 02 ff 00 4f c9 3f ec 79 f7 ee bd d7 19 50 a8 04 5f 8f af d7 
eb fd 6d ef dd 7b ac 40 ea b0 fc 83 f5 b7 e0 7f bd f3 ef dd 7b ac bc 5e dc dc 7e 2d c8 1f 92 2f cf e3 df ba f7 5e 2e 14 f0 03 
5e d7 1f e1 f5 fa 5c fb f7 5e eb b1 1f 07 48 3f 8f c7 e0 0b 93 fe c6 fe fd d7 ba ef 85 bd 8b 5c 7f 41 f5 ff 00 61 fd 07 bf 75 ee 
b8 8f 5d ee 08 3f d9 25 78 6f c1 1f d3 93 ef dd 7b ac 8b 0b 05 f5 1f a9 fa 7f 4f e9 6e 7f a7 bf 75 ee b8 14 05 81 61 c0 b7 1f 
55 ff 00 5c fb f7 5e eb 3b a0 d1 e9 3f 51 c0 fa f3 6f a8 fe bf 5f 7e eb dd 47 2a 34 80 56 c3 8b 5f 96 03 f3 c7 f5 f7 ee bd d6 
21 0f 2c 17 51 36 3f 
Data Ascii: ~rKZl,<Zr>?YR2O?yP_m{@{^~-/^.^\^H?\Aau]?%xo{OnuaU\^;?Qo_~G*4V_!,Q6?

2022-05-23 16:52:56 UTC 2153 IN Data Raw: c0 5d 45 b8 0c 38 b0 27 51 42 78 b8 fa 70 7f c7 df ba f7 4e 31 4c ca dc 91 cd b8 fc fe 49 07 9e 47 bf 75 ee 9d 
23 a9 8e c0 c8 75 11 70 3d 26 c0 fe 4f f8 11 7f af bf 75 ee ba 02 37 62 c4 f1 7f a9 fa 93 fe f1 7e 7d fb af 75 3e 9e 08 75 de 
c5 81 2a 74 95 e2 df ea af f5 26 df 8f 7e eb dd 3c ac 68 34 80 3f df 2f e6 df e3 fe f1 ef dd 7b ac cb 19 b9 22 c3 fa 1e 6d f5 
fa 7b f7 5e eb 20 16 37 b5 f8 fc f1 cf f4 17 ff 00 5b df ba f7 52 54 a8 20 04 2e 75 72 c4 10 07 fa df e3 73 ef dd 7b a9 aa 6e 
6d f5 e7 fd 80 24 0f f0 e7 df ba f7 5c 8c 77 b7 d0 ff 00 c8 ff 00 d6 f7 ee bd d6 45 1a 78 e6 c7 fd e8 fb f7 5e eb 2a a0 fa dc 
f0 45 bf c7 fe 29 ef dd 7b a7 04 53 6e 14 fd 00 37 1f e1 fa 41 f7 ee bd d4 88 50 b7 2c a3 9f a8 fa 10 41 b7 fb d0 f7 ee bd 
d6 52 8a ae 54 28 b0 b1 3a 
Data Ascii: ]E8'QBxpN1LIGu#up=&Ou7b~}u>u*t&~<h4?/{"m{^ 7[RT .urs{nm$\wEx^*E){Sn7AP,ART(:
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2022-05-23 16:52:56 UTC 2169 IN Data Raw: 7b f7 5e e9 ce 9e 15 2b a8 b5 9c db 93 c0 5f f0 b0 bd ec 4f d7 df ba f7 4e 0a c3 5e 86 37 20 5c d8 7f b6 e7 e9 
ef dd 7b a9 a0 c4 00 b9 bf d0 71 f4 1f ef 1f 41 ef dd 7b ac b1 a2 c9 aa c4 01 c7 fb 03 f9 03 eb ef dd 7b ac c1 4a 12 01 bf 
e3 9e 7f db 9e 0f bf 75 ee b8 9f 57 16 f5 5b fa fd 39 fe 9e fd d7 ba 9f 4c a4 35 d9 6f f4 ff 00 00 b6 b5 c8 3c df e9 ef dd 7b 
a7 25 85 5e c6 df 90 4d ff 00 c3 81 fd 7e 9f ec 2f ef dd 7b ae d6 32 ae 08 27 9f eb f8 ff 00 10 3f a7 bf 75 ee 9d e2 6b a8 04 
00 07 e4 03 7f e9 ff 00 23 f7 ee bd d4 c0 b6 0a 14 dc 9f af 1f 4f eb f9 e4 7b f7 5e ea 4c 6a c4 80 ca 7f a0 3e fd d7 ba 9d 18 
fa 71 6b 9f f6 17 fe 9f 8f 7e eb dd 4a 41 f5 bf e9 fe b7 fc fd 7f db 73 ef dd 7b ac c2 c7 91 fd 3e be fd d7 ba cc ba 40 bd ff 00 
c0 9e 7e bf ed be 9e fd 
Data Ascii: {^+_ON^7 \{qA{{JuW[9L5o<{%^M~/{2'?uk#O{^Lj>qk~JAs{>@~

2022-05-23 16:52:56 UTC 2185 IN Data Raw: f5 fa df 9b 71 6f 7e eb dd 4a 56 62 3e a3 4f e7 83 7e 4f 3f eb 81 ef dd 7b a9 2a 40 20 df fd 63 7b 7d 7f d8 7b f7 
5e eb 31 94 dc 0b 8e 48 17 3f 8b 9f c0 fc fb f7 5e eb b3 a8 9e 58 91 71 65 00 7a ae 78 23 e9 61 ef dd 7b a9 4a 08 b7 a8 
7f b1 23 f3 f5 e3 fc 3d fb af 75 9c b9 40 00 b9 2d f8 bf 1c 1f a5 87 f5 07 df ba f7 5c 95 b5 93 e9 22 c7 83 73 cf e4 8b 71 fd 
3d fb af 75 95 92 ff 00 53 c7 04 1f eb f4 ff 00 63 c5 fd fb af 75 d2 02 18 11 c7 36 ff 00 03 c5 af fe f3 ef dd 7b a9 aa 59 89 bf 
17 e0 15 bf d2 ff 00 4f f6 3e fd d7 ba 99 1c 6c a7 51 00 96 e7 52 91 65 e3 e9 c8 27 df ba f7 52 51 43 1f 51 fc 7e 7f af 1c fd 
3e be fd d7 ba 90 80 21 fa 5f 8f ad b9 b7 f5 e7 f1 ef dd 7b a9 0a 01 b7 f8 f2 48 ff 00 1b 01 f5 1f 5b fb f7 5e ea 4c 50 ab 7f 
66 f6 e4 13 7b 7e 7f d8 
Data Ascii: qo~JVb>O~O?{*@ c{}{^1H?^Xqezx#a{J#=u@-\"sq=uScu6{YO>lQRe'RQCQ~>!_{H[^LPf{~

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.3 49863 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:55 UTC 1972 OUT GET /images/bgimages-learnmore.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:56 UTC 2075 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:15:12 GMT
Accept-Ranges: bytes
ETag: "8f915d695f10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:31 GMT
Connection: close
Content-Length: 24952

2022-05-23 16:52:56 UTC 2076 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

2022-05-23 16:52:56 UTC 2091 IN Data Raw: 3d 7f e5 d5 d7 e4 0f ff dd e7 e4 3f fe 6b bf 62 2a 4d f3 31 cc 67 00 db a9 ca dd d8 b4 53 e0 fb 30 d1 ff fe 83 1f 
fe b0 ad 18 b5 cf 56 0e cd ea f3 de 8d f1 3d f7 7c 47 de fd ae 77 ca 69 a7 9e 96 2a 4b fb fd f0 e7 fd 9a ab f7 c9 dd f7 7c 3b 
7b 86 75 5f 17 6b bd 39 f4 03 a2 52 76 79 ce a7 b3 57 df 12 c8 12 01 00 00 00 1c a3 58 43 11 38 8a 74 64 ba a3 16 b5 49 
f1 b7 e1 0f d9 cc 68 1f 9a 1c 3a 7c a8 5b 8f b0 5f 83 30 ae 45 d8 af a3 67 bb e4 b6 e1 95 74 6b e0 2d 2a 21 45 58 d7 d0 
6e af 5d bf 6e 11 aa ea b6 52 c3 8c 7e ea af 8b d3 78 5d 1f e0 74 db 3d 69 d7 2e b9 ea aa 7d 6d 95 99 ff 3a dc ef e7 c1 
43 87 96 bf 1f 92 87 1e 7a b8 1e 88 d8 75 eb 96 df fd 34 57 5f ed 65 d7 fa 0b cf bd 7f ff 35 b2 6b d7 89 d9 f8 76 95 61 69 
7d c6 50 11 e9 7f d7 a2 d9 cd 5d df f8 56 
Data Ascii: =?kb*M1gS0V=|Gwi*K|;{u_k9RvyWXC8tdIh:|[_0Egtk-*!EXn]nR~x]t=i.}m:Czu4W_e5kvai}P]V

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.3 49868 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:55 UTC 2041 OUT GET /images/bgimages-email.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:56 UTC 2214 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 21:07:02 GMT
Accept-Ranges: bytes
ETag: "28c9a3455e10d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:31 GMT
Connection: close
Content-Length: 20399

2022-05-23 16:52:56 UTC 2214 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

2022-05-23 16:52:56 UTC 2230 IN Data Raw: af 13 24 36 1b 56 06 24 d3 ee 40 a7 9e ff b0 33 34 6b ae e8 1b 1d 4b 55 5d 39 0b 71 b2 79 c0 d3 17 82 2e 16 
e1 a8 57 2b 8e 03 c5 ec b1 af 3f f7 95 5b 6f 3c fc f8 c6 24 bb ae 78 e1 89 27 e7 15 75 47 8f 1e 29 fb 25 6e 50 14 28 86 3a 
f0 39 7f 7e fa d4 af 7f e4 9e 8f 75 9d 99 6a b1 90 d9 8e cb aa b5 2c d4 2b 23 2f 7f 27 5f 7c b6 d1 67 ad 80 eb c6 6b 0e bd 
2f de f6 8d 45 75 62 b5 18 c9 74 1e 7c cd 02 d1 2a 0c 9d 64 d1 1c 85 61 11 86 56 fb b9 f7 cc e3 bf 1f 9a ab 29 e7 89 d7 
5c 68 5f a7 5f 7e e0 a9 3f b9 ee f8 c1 9f 0b 93 fc 48 f1 fc 81 87 1e 09 77 df 7d e7 ce d3 ac 71 dc cd 05 69 ea 36 35 8e 7f 
e7 e9 c6 c6 c6 0d 3f fc 9e d7 bf ee 37 7e f7 2f fe b2 71 7e a3 ef 4f 67 2b f7 94 2b f8 64 e5 0a c9 4b 3b 68 06 db f1 30 e9 
30 5c a5 58 9f cf c6 ef 29 cc 16 d8 99 ad 13 
Data Ascii: $6V$@34kKU]9qy.W+?[o<$x'uG)%nP(:9~uj,+#/'_|gk/Eubt|*daV)\h__~?Hw}qi65?7~/q~Og++dK;h00\X)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.3 49869 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:55 UTC 2042 OUT GET /images/sltest-compB3.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:56 UTC 2132 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:02:08 GMT
Accept-Ranges: bytes
ETag: "3adaf385bf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:31 GMT
Connection: close
Content-Length: 5079

2022-05-23 16:52:56 UTC 2132 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 13 79 
49 44 41 54 78 da ec dd 7b ac 65 67 5d c7 e1 77 ae 76 5a db c1 a1 88 a3 04 0b 51 bc 20 da d4 02 c6 80 16 82 b1 20 c6 
5a 47 f0 7e 41 0d 62 44 c1 3f 34 86 88 26 02 6a e2 25 46 82 88 41 f0 06 de 22 88 b4 52 25 a0 d1 9a 89 50 b1 81 88 05 81 
1a 29 d0 09 74 5a 0b 33 23 73 39 be 3f f7 de 39 ef ac 9e 39 e7 7b ce 5c 1c bb 9f 27 79 d3 b3 d6 5e 7b af bd d7 9e d3 e4 
7c f2 ae b5 b6 ad ac ac 34 00 00 00 00 80 c4 76 87 00 00 00 00 00 48 09 8a 00 00 00 00 40 4c 50 04 00 00 00 00 62 82 
22 00 00 00 00 10 13 14 01 00 00 00 80 98 a0 08 00 00 00 00 c4 04 45 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<yIDATx{eg]wvZQ  ZG~AbD?4&j%FA"R%P)tZ3#s9?99{\'y^{
|4vH@LPb"E
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.3 49870 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:55 UTC 2042 OUT GET /images/bgimages-device.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:56 UTC 2197 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 16 Sep 2016 20:23:55 GMT
Accept-Ranges: bytes
ETag: "4b1e823f5810d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:31 GMT
Connection: close
Content-Length: 9920

2022-05-23 16:52:56 UTC 2197 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.3 49871 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:55 UTC 2043 OUT GET /images/sltest-compA1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:56 UTC 2207 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 11 Aug 2016 00:12:45 GMT
Accept-Ranges: bytes
ETag: "27a8c91565f3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:32 GMT
Connection: close
Content-Length: 6692

2022-05-23 16:52:56 UTC 2208 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 19 c6 
49 44 41 54 78 da ec dd cd 92 e3 d6 79 80 61 1c b2 47 33 56 ca b1 92 8c 95 2a 55 c5 de 78 2a b7 90 7b c8 3a 6b 5f 43 2
e 2e 97 90 2b 70 25 5a c8 de 26 91 b2 b2 4a 3f ee 51 93 70 83 4d 90 87 e0 01 f8 f1 0f c0 8c 9e 47 9a 69 10 00 bb 67 7a 7
8 b8 78 fb 00 27 d5 75 5d 01 00 00 00 00 44 2c 7c 0b 00 00 00 00 80 28 41 11 00 00 00 00 08 13 14 01 00 00 00 80 30 41 
11 00 00 00 00 08 13 14 01 00 00 00 80 30 41 11 00 00 00 00 08 13 14 01 00 00 00 80 30 41 11 00 00 00 00 08 13 14 01 
00 00 00 80 30 41 11 00 00 00 00 08 13 14 01 00 00 00 80 30 41 11 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATxyaG3V*Ux*{:k_C..+p%Z&J?QpMGigzxx'u]D,|(A0A0A
0A0A0A

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.3 49872 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:56 UTC 2207 OUT GET /images/building-user1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:57 UTC 2252 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:59:49 GMT
Accept-Ranges: bytes
ETag: "f0b2986124ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:32 GMT
Connection: close
Content-Length: 20401

2022-05-23 16:52:57 UTC 2252 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 4f 53 49 
44 41 54 78 da ec dd 09 90 34 e9 5d df f9 7f 66 d6 dd d5 77 f7 db fd de ef 3b f3 ce 21 69 66 74 30 42 02 0b 31 c2 08 16 
8d 90 2c d9 60 50 04 01 5e 3b 08 60 63 bd d8 78 09 b3 5e 1b b3 e0 08 39 60 09 6e 08 d6 36 d8 2b b4 58 42 12 16 20 74 
a1 63 86 b9 34 a3 19 a1 19 69 ee eb bd 8f 3e de 3e eb cc cc ad cc ea ec ce ce 7a 32 f3 c9 ea 7e 47 f3 56 7d 3f 9a 9c 3c 
2b af aa 51 44 ff e2 ff 3c 8f e1 ba ae 00 00 00 00 00 00 00 80 0e 93 57 00 00 00 00 00 00 00 40 17 81 22 00 00 00 00 00 
00 00 6d 04 8a 00 00 00 00 00 00 00 b4 11 28 02 00 00 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<OSIDATx4]fw;!ift0B1,`P^;`cx^9`n6+XB tc4i>>z2~GV}?
<+QD<W@"m(

2022-05-23 16:52:57 UTC 2268 IN Data Raw: 00 83 2c da 5f 62 74 5f 54 10 1c 46 ab d3 a2 e1 a2 72 7e ea d8 91 0f 9d be 70 e9 85 b5 f5 8d 7f ef b8 ee 41 af 
5f 45 d7 e8 0e d6 62 1a 86 38 86 2d cb cb 4b 52 db dc 94 23 87 8f 89 e9 f5 43 18 93 4b 25 85 83 bb 1e 22 14 14 26 85 86 
ba e7 0b ce a3 b3 3d 69 bd 9f a0 31 e9 38 b3 58 be 58 31 ec 7f d7 6c d4 5e 90 f8 a6 ca d1 ed d1 63 54 83 b6 24 35 67 d6 
ad 4e 24 5c 04 30 54 18 e5 19 00 00 00 c0 30 49 ab 2e 8b 1b a0 43 35 78 87 b2 ea ed d8 c1 b9 fb e7 66 a6 fe a9 65 19 0f 
b9 5b 67 74 3b bb bc d1 8c 1d a7 b3 e4 ba 52 ab d7 e5 b9 17 9e 91 8d fa a6 d8 86 95 79 f4 e7 b4 65 d5 c8 c9 71 db 93 
ae b1 5f 93 ff 1a 32 1e 17 2c 7b 43 bf 14 aa a3 7f 69 b6 37 7f ac dd 6a a8 c2 c4 a4 be 10 75 aa 13 e3 be 67 dd df 0f 61 22 
80 a1 43 85 22 00 00 00 80 41 17 57 a5 e8 6a 7c 2e dc 
Data Ascii: ,_bt_TFr~pA_Eb8-KR#CK%"&=i18XX1l^cT$5gN$\0T0I.C5xfe[gt;Ryeq_2,{Ci7juga"C"AWj|.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.3 49873 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:52:56 UTC 2234 OUT GET /images/building-col3.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:57 UTC 2242 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:49:50 GMT
Accept-Ranges: bytes
ETag: "6032c6fc22ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:32 GMT
Connection: close
Content-Length: 9689

2022-05-23 16:52:57 UTC 2242 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 25 7b 
49 44 41 54 78 da ec dd db 8f 1c d7 9d 1f f0 aa ee e1 5c 79 33 49 c9 54 64 49 26 45 d3 b2 24 af 6c ad 1c 64 e3 2c e2 dd 
e4 29 0f 8e 91 04 79 48 80 fc 01 81 83 00 31 16 d8 87 00 01 92 97 20 c0 2e 92 dd 45 90 a7 00 49 90 3c 66 91 60 0d 67 b
3 88 e1 f5 22 8e 61 4b b2 ee 17 cb 96 75 23 c5 8b 38 bc cd 0c 67 c8 e9 ae d4 a9 e9 33 aa 29 76 f7 1c 72 86 9c 21 eb f3 b
1 4b d5 97 ea ea ea ea 9f 46 e8 2f 7e a7 4e 5e 14 45 06 00 00 00 00 90 a2 e3 14 00 00 00 00 00 a9 04 8a 00 00 00 00 40 
32 81 22 00 00 00 00 90 4c a0 08 00 00 00 00 24 13 28 02 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<%{IDATx\y3ITdI&E$ld,)yH1 .EI<f`g"aKu#8g3)vr!KF/~N
^E@2"L$(

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.3 49874 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:56 UTC 2235 OUT GET /images/guidelines-ed.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:57 UTC 2237 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:40:24 GMT
Accept-Ranges: bytes
ETag: "ac382c3bb31ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:32 GMT
Connection: close
Content-Length: 4879

2022-05-23 16:52:57 UTC 2237 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 12 b1 
49 44 41 54 78 da ec dd 8d 51 db 58 1b 86 61 f1 4d 1a 20 25 24 25 90 12 a0 04 52 02 94 00 25 40 09 50 42 28 01 4a 58 
4a 08 25 ac 4b f0 c7 3b 91 06 af 83 ed 47 b6 e5 df eb da d1 6c 7e b0 75 24 c3 4c e6 9e 73 74 4e c6 e3 71 03 00 00 00 00 
90 f8 9f 5b 00 00 00 00 00 a4 04 45 00 00 00 00 20 26 28 02 00 00 00 00 31 41 11 00 00 00 00 88 09 8a 00 00 00 00 40 
4c 50 04 00 00 00 00 62 82 22 00 00 00 00 10 13 14 01 00 00 00 80 98 a0 08 00 00 00 00 c4 04 45 00 00 00 00 20 26 28 
02 00 00 00 00 31 41 11 00 00 00 00 88 09 8a 00 00 00 00 40 4c 50 04 00 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<IDATxQXaM %$%R%@PB(JXJ%K;Gl~u$LstNq[E &
(1A@LPb"E &(1A@LP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49781 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:43 UTC 99 OUT GET /vendor/flexslider/flexslider.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:44 UTC 104 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Tue, 06 Sep 2016 21:21:21 GMT
Accept-Ranges: bytes
ETag: "f9b02e9d848d21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:20 GMT
Connection: close
Content-Length: 3993

2022-05-23 16:52:44 UTC 105 IN Data Raw: 2f 2a 0d 0a 20 2a 20 6a 51 75 65 72 79 20 46 6c 65 78 53 6c 69 64 65 72 20 76 32 2e 30 0d 0a 20 2a 20 68 74 
74 70 3a 2f 2f 77 77 77 2e 77 6f 6f 74 68 65 6d 65 73 2e 63 6f 6d 2f 66 6c 65 78 73 6c 69 64 65 72 2f 0d 0a 20 2a 0d 0a 
20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 32 20 57 6f 6f 54 68 65 6d 65 73 0d 0a 20 2a 20 46 72 65 65 20 74 6f 20 
75 73 65 20 75 6e 64 65 72 20 74 68 65 20 47 50 4c 76 32 20 6c 69 63 65 6e 73 65 2e 0d 0a 20 2a 20 68 74 74 70 3a 2f 
2f 77 77 77 2e 67 6e 75 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 67 70 6c 2d 32 2e 30 2e 68 74 6d 6c 0d 0a 20 2a 0d 0a 
20 2a 20 43 6f 6e 74 72 69 62 75 74 69 6e 67 20 61 75 74 68 6f 72 3a 20 54 79 6c 65 72 20 53 6d 69 74 68 20 28 40 6d 
62 6d 75 66 66 66 69 6e 29 0d 0a 20 2a 2f 0d 0a 0d 0a 20 0d 0a 
Data Ascii: /* * jQuery FlexSlider v2.0 * http://www.woothemes.com/flexslider/ * * Copyright 2012 WooThemes * Free to us
e under the GPLv2 license. * http://www.gnu.org/licenses/gpl-2.0.html * * Contributing author: Tyler Smith (@mbmufffin) */ 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.3 49875 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:56 UTC 2235 OUT GET /images/building-sign1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:57 UTC 2275 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:59:33 GMT
Accept-Ranges: bytes
ETag: "c0295f5824ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:32 GMT
Connection: close
Content-Length: 8157

2022-05-23 16:52:57 UTC 2275 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 1f 7f 49 
44 41 54 78 da ec dd 59 8c 24 f7 7d d8 f1 5f 55 75 f7 5c bb 5c 0e b9 4b 52 a4 b8 87 b5 a2 24 92 2b 52 8a 1c cb 92 21 d9 
8e 64 d8 8e 11 18 31 90 c4 81 e1 00 8c 2f e4 c1 40 fc e0 07 c5 06 62 03 71 00 21 88 63 21 4a 60 1b 01 12 43 f0 91 87 c8 
4e 1c c9 81 0c 49 76 14 3d e8 70 6c 2a 24 25 51 12 57 3c c5 6b 0f ee ee 1c 7d 54 a5 ab 7b 66 67 38 db 33 fb df d9 e9 d9 
d9 9e cf 87 2a f6 74 f7 4c cd cc ff 5f 24 b1 5f fd ab 2a ab aa 2a 00 00 00 00 00 52 e4 86 00 00 00 00 00 48 25 28 02 00 00 
00 00 c9 04 45 00 00 00 00 20 99 a0 08 00 00 00 00 24 13 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATxY$}_Uu\\KR$+R!d1/@bq!c!J`CNIv=pl*$%QW<k}T{fg
83*tL_$_**RH%(E $

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 192.168.2.3 49876 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2022 Page 150 of 166



Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:56 UTC 2236 OUT GET /img/slides/learnmore-default.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:57 UTC 2272 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Mon, 11 Jan 2016 12:25:35 GMT
Accept-Ranges: bytes
ETag: "efb472c6b4cd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:32 GMT
Connection: close
Content-Length: 2828

2022-05-23 16:52:57 UTC 2272 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 7d 00 00 00 2a 08 02 00 00 00 11 69 c3 3d 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 64 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDR}*i=tEXtSoftwareAdobe ImageReadyqe<diTXtXML:com.adobe.xmp<?xpacket begin="" id="W
5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.3 49877 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:57 UTC 2236 OUT GET /images/litmus-analytics2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:57 UTC 2284 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:51:29 GMT
Accept-Ranges: bytes
ETag: "3bd4b7d718dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:33 GMT
Connection: close
Content-Length: 7249

2022-05-23 16:52:57 UTC 2284 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 192.168.2.3 49878 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:57 UTC 2283 OUT GET /img/slides/self-slide-220.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:58 UTC 2299 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 06 Jan 2016 18:04:27 GMT
Accept-Ranges: bytes
ETag: "ba66ceaeac48d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:33 GMT
Connection: close
Content-Length: 31093

2022-05-23 16:52:58 UTC 2299 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 dc 00 00 00 dc 08 06 00 00 00 1b 5a cf 81 00 00 00 
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 20 69 
54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 2
0 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 
6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 
2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRZtEXtSoftwareAdobe ImageReadyqe< iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

2022-05-23 16:52:58 UTC 2315 IN Data Raw: c4 78 ef cc b9 33 db 8e 1e 3f ba e5 71 fa e3 2b 28 66 93 07 3c e4 84 ca 80 ed a0 83 ed c4 c9 93 6b 5f 64 66 
96 c0 4d 00 88 32 c1 8b d6 07 50 50 50 90 b0 67 ef 9e 6f 1b eb 1b ea cb ca 4a 4b 3d 3d 3c 3f 61 42 16 8c 31 87 4b 4b 50 
78 1c 40 00 af e6 2d 9e 7b 89 74 f5 b8 a4 c4 02 b1 94 39 7f da e4 4f 5d c1 a0 e8 da f4 fc 0f d3 6a 5d 4a 14 7f 35 34 34 68 
07 0c 61 3c 27 27 37 de d2 d2 d2 87 c9 5a 70 40 8a 69 55 d7 54 bf ec d2 b9 8b da 8e 3f 76 3c 1b 3a 64 28 1f 3e 84 f8 21 
38 4e 14 f0 da da 77 70 ee 90 79 e3 e6 8d 3c 4c 7a 1d e9 a6 d3 b9 74 e5 52 a1 af 8f 6f b9 b3 93 f3 58 ca c1 81 33 57 1f 
d4 d7 2d 7b e5 80 95 8b 22 22 22 4e 9e 3d 7f f6 f8 b3 e7 cf 9e 6e fa 69 d3 a3 3b 77 ef 64 99 99 9a 55 64 bf ce 8e 01 0a 
a5 8f cc be 54 85 79 10 9f 33 59 ef ef 61 f8 83 3d c7 
Data Ascii: x3?q+(f<k_dfM2PPPgoJK==<?aB1KKPx@-{t9O]j]J544ha<''7Zp@iUT?v<:d(>!8Nwpy<LztRoX3W-{"""N=ni
;wdUdTy3Ya=

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.3 49879 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:57 UTC 2284 OUT GET /images/litmus-savicom.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:58 UTC 2344 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:53:11 GMT
Accept-Ranges: bytes
ETag: "958ae01419dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:33 GMT
Connection: close
Content-Length: 27977
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2022-05-23 16:52:58 UTC 2345 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

2022-05-23 16:52:58 UTC 2360 IN Data Raw: 22 ff a9 8f df aa cb 2b 74 79 9a 2e bf 92 97 53 24 75 17 be 83 2e a7 e6 c7 b3 79 b9 cd bf 49 52 08 e5 52 d2 e9 
97 94 e9 7d df 5a f9 4c d3 ad 3a 5c 62 58 a7 f6 cd d0 dc 14 15 d9 dc a4 a5 8e e7 9a fe 49 d5 65 3e 5e 9f 0b 55 92 dd de 
a9 b6 30 f7 f7 83 85 0b bc 31 57 59 37 10 57 cd 3c 4a ca a9 b3 6c a9 eb 95 07 a5 49 d7 eb de b7 8c 9f c6 9b 77 17 5d 4a 
d3 b4 9d 6e 42 40 97 3b 15 7b b9 5b bc 9e 71 48 b7 4b 9f 6e c9 85 73 73 ce 1f 54 ed f6 cb 07 dd 8c b4 f2 fd f4 e7 a3 6d 
1e 9a 1b 87 91 a7 ed 7a c6 4c d4 c2 4d 74 a6 d6 47 17 ea af f9 f8 38 ad bc 56 d7 3a 39 86 7b e3 0e 24 17 b6 f9 6a f9 89 
93 5c d6 f9 38 74 f3 f9 cc b2 95 43 90 f8 1c 3d ad de 64 f6 9a d7 7f ac ee e9 8e 4d e3 95 70 25 fa ad bc b8 96 72 a7 8b f1 
a3 1f ea cb 1f 49 9f 95 4d 81 5e da c7 f3 9b 46 40 
Data Ascii: "+ty.S$u.yIRR}ZL:\bXIe>^U01WY7W<JlIw]JnB@;{[qHKnssTmzLMtG8V:9{$j\8tC=dMp%rIM^F@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.3 49880 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:57 UTC 2291 OUT GET /images/sltest-compB1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:58 UTC 2292 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 22:58:36 GMT
Accept-Ranges: bytes
ETag: "3e10d4b95af3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:33 GMT
Connection: close
Content-Length: 6514

2022-05-23 16:52:58 UTC 2293 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 19 14 
49 44 41 54 78 da ec dd ed 6e 24 57 5e c0 e1 3a d5 9e 78 77 b3 81 bc 20 ad 20 ca 97 a0 45 42 2c 37 c0 5e 03 d7 80 c4 
17 b8 3c b8 0a e0 02 22 a4 08 90 22 b1 89 04 21 81 01 25 f2 d8 ee c2 d5 ee ea ae ae 3a 55 fd ef b7 ea b2 f3 3c 92 a7 bb 
5e dc 9e f1 f4 b1 34 bf 39 55 27 55 55 55 00 00 00 00 00 44 94 be 05 00 00 00 00 40 94 a0 08 00 00 00 00 84 09 8a 00 
00 00 00 40 98 a0 08 00 00 00 00 84 09 8a 00 00 00 00 40 98 a0 08 00 00 00 00 84 09 8a 00 00 00 00 40 98 a0 08 00 00 
00 00 84 09 8a 00 00 00 00 40 98 a0 08 00 00 00 00 84 09 8a 00 00 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<IDATxn$W^:xw  EB,7^<""!%:U<^49U'UUUD@@@@@

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.3 49881 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:57 UTC 2292 OUT GET /images/sltest-compA.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:52:58 UTC 2330 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 22:55:20 GMT
Accept-Ranges: bytes
ETag: "e4701a455af3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:33 GMT
Connection: close
Content-Length: 14926

2022-05-23 16:52:58 UTC 2330 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 39 f0 49 
44 41 54 78 da ec dd 79 ac 64 d9 7d 1f f6 73 ab de da dd 9c 9e 95 cb 0c d7 e1 ae 25 a2 48 49 94 a2 38 16 94 c0 36 60 
64 51 f2 4f e0 08 41 20 04 36 62 44 41 10 c1 30 22 3b 48 02 01 4e 10 23 51 0c 18 71 20 20 40 00 03 26 94 18 88 ec 3f 62 
58 32 28 32 5c 42 52 1c 69 34 22 4d 4a 43 ce be f5 4c cf f4 fe d6 aa ba a9 5b 55 b7 ea d4 ad 7b ab ce db ab df fb 7c c8 
ea aa bb 54 d5 eb f7 ea 9e 9e f3 7d bf 73 4e 96 e7 79 00 00 00 00 00 48 d1 f2 2d 00 00 00 00 00 52 09 14 01 00 00 00 80 
64 02 45 00 00 00 00 20 99 40 11 00 00 00 00 48 26 50 04 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<9IDATxyd}s%HI86`dQOA 6bDA0";HN#Qq  @&?bX2(2\BRi4"
MJCL[U{|T}sNyH-RdE @H&P

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.3 49882 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:58 UTC 2372 OUT GET /img/slides/bg-imac.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:58 UTC 2405 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 06 Jan 2016 20:58:13 GMT
Accept-Ranges: bytes
ETag: "8ac831f5c448d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:34 GMT
Connection: close
Content-Length: 29126

2022-05-23 16:52:58 UTC 2405 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 03 52 00 00 02 c1 08 06 00 00 00 52 a3 90 5e 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 20 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRRR^tEXtSoftwareAdobe ImageReadyqe< iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5
M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

2022-05-23 16:52:58 UTC 2421 IN Data Raw: db eb 54 2f e2 10 bb ff 72 43 d0 4a f7 80 2d 37 48 b4 0d 6f 9c f6 eb 5f ed 7d d4 f5 b1 9a f6 47 bd d8 47 ec b6 
f2 6b b9 e6 59 e4 7d df f4 de 6f ba 5f d6 c9 06 00 41 0a 60 1d 59 81 82 33 d1 c6 63 7f 7e 69 f5 bc 69 35 b6 9b 42 d3 24 
21 60 d5 53 eb 14 9e 7f 3d 0f 6f 5c 89 6d cf 7d cc d4 fd 8e 04 a9 22 e4 f7 c6 e6 0e 8f d5 1b 05 08 52 00 9b 40 91 71 bd da 
e0 4c f6 4e cd cd cd 85 51 b1 89 c3 3d 48 bd 4a af 41 d1 3a a4 af 69 38 5f ee ef 4d 2a f5 58 b9 cf b1 d2 43 ef ba 6e f7 b4 
55 7b 04 27 19 5a 79 ec 54 b7 fb e8 3a 52 91 20 95 9a 0f 58 64 fe bd 34 9e c8 50 70 02 10 a4 00 36 56 70 4a 35 0e 9b be 
af df b6 d8 e0 2c 1b a6 d5 a1 53 e3 8d eb 6e 3d 4a 39 b7 ad c6 d0 b2 fa 5c af 69 07 a1 95 da ee 95 7c 9e f5 54 08 64 7c 
bb 7b 63 0b 45 1f 0e fe d9 27 11 42 c6 df c4 a0 
Data Ascii: T/rCJ-7Ho_}GGkY}o_A`Y3c~ii5B$!`S=o\m}"R@qLNQ=HJA:i8_M*XCnU{'ZyT:R Xd4Pp6VpJ5,Sn=J9\i|Td|{cE'B

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.3 49883 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 154 of 166



2022-05-23 16:52:58 UTC 2373 OUT GET /img/logo.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:58 UTC 2373 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 25 Mar 2015 22:03:05 GMT
Accept-Ranges: bytes
ETag: "34216f784767d01:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:34 GMT
Connection: close
Content-Length: 34247

2022-05-23 16:52:58 UTC 2373 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 5b 00 00 00 62 08 06 00 00 00 fe cd 70 3c 00 00 00 
09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDR[bp<pHYsOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<<+"x
M0B\t8K

2022-05-23 16:52:58 UTC 2389 IN Data Raw: d5 6a bd b9 14 e0 a9 64 0a 42 ef 3b 16 f0 aa 87 86 06 5a e5 bd cd 74 15 33 37 54 8f 91 ef 8f 80 10 27 0a 4d 
3b 0b a0 8e aa 1c a1 46 06 d9 86 2a 27 41 4e 88 14 09 80 37 3d 7b e5 4f 3d 46 cf ae 04 f9 53 01 da cf a1 e7 b7 1c 02 60 
a6 0b 7c d8 56 84 31 88 bc b4 52 da 19 01 a9 b4 b1 cf f4 9c 90 32 9d 2d 4b 05 7e 5f dd 2a 0e 0d 40 74 b0 89 d1 31 ac 86 
17 81 c0 c9 c4 56 2f 64 db 86 24 19 be ab ed b9 4d 22 73 b5 02 f3 80 d5 b4 81 7e 62 45 3d d8 8c 52 9f dd d4 43 dc 93 df 
e5 91 83 a5 13 78 03 9c 42 81 d6 5b a6 27 23 ef e7 89 a6 0c c2 0d 56 28 34 0a 34 ae bb ef ad d2 a0 5e 6a d3 bb 1f c8 a5 
55 d5 6f ec d6 43 b6 f5 46 0b 5c 75 00 10 59 39 9d ad 85 be 93 c0 71 80 b2 32 b9 3f 70 e8 56 51 a4 db ec bc b3 12 e5 3b 
3b 47 9b b5 2d 69 8c a1 e8 d0 09 f3 6d 4b 24 c0 e9 38 f9 
Data Ascii: jdB;Zt37T'M;F*'AN7={O=FS`|V1R2-K~_*@t1V/d$M"s~bE=RCxB['#V(44^jUoCF\uY9q2?pVQ;;G-imK$8

2022-05-23 16:52:59 UTC 2434 IN Data Raw: 52 55 65 25 b1 bd 5b b7 18 b1 da c4 be a5 ff 29 cd a0 e6 ab 60 6a 67 b7 aa 53 80 d5 b6 b4 1a 7d c7 cc 60 bf 
3f 84 a7 84 4e 3d f5 eb 39 ec 58 f0 80 6e 63 71 77 f1 84 e2 92 21 13 e7 6f 06 d0 29 ab a8 f5 85 00 de b2 40 63 04 00 18 
f1 da d5 16 49 5f f1 1b 67 d5 91 82 8a ba 0c 18 7a f8 98 d7 2b 2d 29 c1 91 10 7a 9c 3b aa c8 b3 81 7e d3 bd d8 48 9d ba 
67 f9 97 cf b7 1e 78 52 1d 09 ad c0 32 7c 6c 55 78 c4 57 00 5c 16 c9 6b 76 dd a0 bf 3d fd 11 80 1c 0b 98 90 aa ab 7e b3 
1e 23 4c 89 22 45 5f 7b e4 f8 77 6a 00 0c 83 df 97 d5 f5 d9 dc d6 1d c7 58 9f fd 38 c3 b5 5f 01 70 99 9e 93 7f d1 80 6b 9f 
98 01 a0 9d 3d 1f 0d e8 57 f8 d8 13 1d 3f e0 da 27 8e 02 b0 9c 34 fd 78 fb 8f 6b df 9b bc 75 ed 7b 93 b5 0c 06 c7 b0 f6 32 
2c 23 d6 11 e3 de be 03 c0 9b b0 83 08 98 b7 2e 7d 
Data Ascii: RUe%[)`jgS}`?N=9Xncqw!o)@cI_gz+-)z;~HgxR2|lUxW\kv=~#L"E_{wjX8_pk=W?'4xku{2,#.}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.3 49884 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:00 UTC 2435 OUT GET /images/litmus-bg-plain.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:00 UTC 2497 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Thu, 01 Jun 2017 20:43:30 GMT
Accept-Ranges: bytes
ETag: "5f1f23ba17dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:36 GMT
Connection: close
Content-Length: 126688
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2022-05-23 16:53:00 UTC 2498 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 d2 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 2016/04/19-13:13:40        "> <rdf:RDF 
xm

2022-05-23 16:53:00 UTC 2513 IN Data Raw: 6b 6b 6e 05 ac 6d 6f 3a 02 cb 61 c9 ce cb da b1 b2 37 28 b9 59 4e 1f 50 d1 cb 2f 18 62 22 91 a3 b0 e5 b4 8b 
c4 8f 7f 7d 01 6f 40 79 fa 6f bd 42 dd 4f fd bd b1 6d 87 f7 46 23 0f db 1b 2e 25 ec 32 be e6 c2 ff 00 47 d7 7b e9 3d 96 a0 
3d 02 80 e3 dc 66 9f 1b 03 33 23 16 13 91 91 0e 3c 92 43 08 04 99 24 51 70 ba 47 d4 de 36 1c 4d a8 05 8e 92 de b7 6d 
df ef 7f b8 c2 bc b8 74 18 72 16 03 00 2e cc c1 e0 b1 3a 5c a8 17 b8 e2 3b 0f 68 a0 1c e8 04 8e ac df f7 6d 9f 23 0e 2c 08 
10 c5 34 65 de 79 20 69 c4 92 87 2b f6 ea 16 da 48 50 09 ff 00 31 bf 0a 01 bf 12 59 27 c5 c6 9e 68 b9 13 4d 04 52 4b 0f 1f 
f6 a4 74 0c d1 f1 e3 f4 93 df c6 80 e8 a0 10 76 8e aa dc 73 f7 d6 db 67 c2 8e 38 1a 49 d3 4a 2c 82 6c 51 16 a2 1e 66 63 
66 1f 4d 8d c0 e2 78 55 03 f5 40 50 75 1e f4 fb 1e 
Data Ascii: kknmo:a7(YNP/b"}o@yoBOmF#.%2G{==f3#<C$QpG6Mmtr.:\;hm#,4ey i+HP1Y'hMRKtvsg8IJ,lQfcfMxU@Pu

2022-05-23 16:53:00 UTC 2563 IN Data Raw: 8c b9 37 39 ef 04 b1 e8 58 8e 49 c9 e6 4c 1c 1f b8 04 93 a2 ca 08 f1 6b f6 70 a0 1d e8 04 ee ac db 37 bd c4 
61 ff 00 6a 98 88 a3 d6 27 81 72 0e 33 19 19 97 44 c5 b5 28 75 55 16 b5 f8 7b e8 06 5d ba 2c 98 30 31 21 cd 94 4f 97 14 
08 93 ca 0d f5 c8 a3 89 d4 6c 5a c2 c2 e7 89 b5 e8 0e d1 e7 d9 40 79 f6 26 0f 55 a7 52 9c 89 e5 94 ed ff 00 73 23 49 21 
9c 1c 49 30 c9 62 91 45 06 b3 a5 f4 d8 01 a4 15 22 e4 f7 9a 0f 40 a8 0a 2e a3 5d d5 f6 b9 46 ce 5c 65 f3 23 27 94 42 cc 
60 1a b9 a2 16 36 01 cf 0f 3b 5e d4 06 9e 97 5d e1 76 d2 37 a3 21 9f 9c dc 81 39 0d 90 b0 69 5b 09 88 bf f9 ef a6 fc 6d 
db 40 31 d0 08 dd 55 37 53 c7 99 8a 36 65 c9 fb 53 1a f1 c5 8d 64 2d 93 ad ae b9 17 56 21 34 da d7 fa 48 bd e8 07 3c 73 
31 c7 80 e4 05 5c 83 0c 66 75 4f e8 13 68 1c c0 bd bc 03 
Data Ascii: 79XILkp7aj'r3D(uU{],01!OlZ@y&URs#I!I0bE"@.]F\e#'B`6;^]v7!9i[m@1U7S6eSd-V!4H<s1\fuOh

2022-05-23 16:53:00 UTC 2579 IN Data Raw: a6 23 04 52 cb 7b 8b 02 c0 af 12 6f 58 ab b3 79 3b 7b 8a 76 d5 d4 9e a6 b9 4f 83 9f c9 e8 75 b3 84 4e eb 15 
ea 17 c5 c4 5d 8b ee 2c 65 6f bb 18 84 2e 49 16 1c 9b 1b 86 e5 5e fa ad df 6b f0 ac db 94 7b 4e ae d7 e0 e4 fe 68 f4 9e 
85 ee ca bb 8a ed 78 6b bb 36 ad c0 45 69 cd d4 b7 f5 1d 02 42 bf 4b 4a 12 c1 88 ef aa a6 33 d4 f2 dd f1 bd 8f e2 fd 93 
82 d0 de c6 dc 0d 8d 8f 70 36 e0 4f 95 ea 9e 47 9d 74 f6 d7 d5 78 fb f4 d9 5b a6 44 87 0c f3 f9 c5 f2 04 b0 e5 07 bf 24 41 
10 62 10 29 20 8e 0b a4 0b 56 2a ad 32 fa 1d fb f6 76 d6 d2 ab ad 2e 7f 4e 87 a2 d6 ce 01 53 ab f6 ad d3 76 db e1 83 6b 
98 23 24 e5 e7 84 ca 60 fb 88 ca 59 47 30 58 7f b6 dc 6c 78 1b f9 56 6c 9b 58 3a bb 5d 9a f5 dd bd ab 0d 7d 4b 1e 9e c1 
cc db 76 9c 5c 3c f9 fe e3 26 3d 65 db 59 90 22 b3 16 
Data Ascii: #R{oXy;{vOuN],eo.I^k{Nhxk6EiBKJ3p6OGtx[D$Ab) V*2v.NSvk#$`YG0XlxVlX:]}Kv\<&=eY"

2022-05-23 16:53:00 UTC 2595 IN Data Raw: 58 1b f1 af 37 5b 3b 49 df ab 7e aa 76 ff 00 1b af ba 1f 87 5f b9 e8 9a bf 13 5e 99 3f 3f 1e 85 6e f1 83 fd d3 6d 
cb c0 12 b6 39 c9 8f 42 ca 05 c2 90 ca c0 32 82 0b 23 15 b3 0f 0a 96 ca 83 d7 4d be 3d 8b 66 1c 32 97 a5 ba 79 fa 7e 2c 
ae 76 4a e4 4b 94 d1 92 22 56 58 a3 58 b5 01 60 c6 ec ed ab 89 b7 67 0a cd 6b c7 c5 1e dd ce ef 9d a8 50 90 d7 a8 7b 
5a b7 f8 39 60 4e dd 3a 3b 0b 74 dd 46 e9 2e 56 44 7a cc 4d 91 8c 82 32 b2 98 42 aa 85 90 9d 71 2b aa 80 d6 07 ca d5 
87 44 dc c9 d7 ab ba b6 ad 5f 12 4b d1 e4 70 d7 e1 60 3b 2b 72 72 c2 39 b2 f1 e0 cf c5 9f 0f 29 43 e3 e4 46 63 95 01 65 
25 4d 88 2a c3 8a b2 b0 04 1e e2 2a 38 6a 3c 0b 56 e9 65 6a bf 72 2b 76 6d 8b 6f d8 92 61 84 24 2f 3e 9e 6c b3 48 64 91 
95 2e 51 01 0a a1 51 49 bd 80 e2 6a 25 5a f4 93 d3 76 eb 
Data Ascii: X7[;I~v_^??nm9B2#M=f2y~,vJK"VXX`gkP{Z9`N:;tF.VDzM2Bq+D_Kp`;+rr9)CFce%M**8j<Vejr+vmoa$/>l
Hd.QQIj%Zv

2022-05-23 16:53:01 UTC 2627 IN Data Raw: c7 6c db 77 64 8e 3d c3 1d 32 56 26 d7 19 62 c8 c8 4f f5 69 78 dd 58 06 b7 11 d8 68 d2 7d 51 e9 af 65 f5 39 
d6 e2 4e d8 52 2c 78 a3 83 1d 12 28 61 41 1c 51 46 a1 51 11 7b 15 40 ee a6 17 81 9b 3e 4f 95 ba b3 6e b3 e7 e9 43 2e 
0e 48 f1 30 a1 9e 4c a8 71 20 8b 26 6b 89 67 8e 24 59 64 bf 6e a7 55 d5 c6 dc 7c 68 a3 c9 1a 77 bb af 16 e6 ab f5 e6 74 
eb ff 00 b5 eb f2 a7 e0 9f 52 18 ab 82 ae a1 d5 85 99 5d 75 29 1e 05 5a e0 8a 67 d0 b2 96 41 6c 80 2a 28 55 51 65 55 01 
54 0f 00 ab 60 05 24 8d cf d4 9d 5e 5e a6 92 c9 fa fd 60 35 9f 0f 5f d6 ac b2 c9 8e bf 6e 1f 3a 93 ea 25 93 ab cc 52 44 b0 
d7 e6 3d f6 34 91 90 d7 e6 be 94 91 90 d7 e6 3e 02 99 26 48 d7 e7 42 e4 35 9f dc 7d 68 21 86 b3 fb 8f c0 d0 41 1a cf ee 
f4 34 fc 8c 93 ac fe e3 f0 34 19 0d 7f c8 fa d2 09 0c 82 
Data Ascii: lwd=2V&bOixXh}Qe9NR,x(aAQFQ{@>OnC.H0Lq &kg$YdnU|hwtR]u)ZgAl*(UQeUT`$^^`5_n:%RD=4>&HB5}h!
A44

2022-05-23 16:53:01 UTC 2643 IN Data Raw: d6 2c dc e0 ed ed 74 ea d9 46 f6 75 fe 5e a3 b6 3c b2 be 3e 3b ce 86 29 de 18 9e 68 85 88 8e 56 45 2e 9c 45 
fe 96 35 a4 71 db 16 6a b9 ac e0 d7 9b 2e 42 61 e5 3e 1a f3 32 96 09 5b 1e 36 00 87 98 21 28 b6 e1 7b b7 77 79 a3 e9 
ea 5a 43 ba e7 fb 67 3f 41 43 a4 33 fa 87 2e 6c df ee e3 20 e3 a2 2e 87 c9 84 c0 eb 93 ae c6 38 c6 94 25 74 5e e3 88 1c 
2b 35 6f c4 ea ee a9 a2 89 7c 31 cb eb e0 3c ea 1e 7f 13 f3 ad 9c 59 11 ba bd ba 8c c9 85 fd 98 65 7d be 96 e6 fd 9f 19 
7e e3 5f d1 cd e3 71 1e 8e cf f2 de f7 ac 5e 5f 43 b7 b4 5a 1a 7f 34 72 f5 f2 1b b0 1b 28 61 62 8c db 1c c1 04 7f 72 54 f0 
33 69 1a ed a7 e9 ed f0 e1 7a d7 d7 a9 cb 78 e6 f8 7e c9 c7 d0 eb d6 3c 0f fc c7 e7 57 06 72 79 e4 1b 7f 54 0e a7 39 52 
4d 28 c0 19 2e ed 29 c8 56 c6 7c 3e 25 20 4c 7d 57 d4 50 
Data Ascii: ,tFu^<>;)hVE.E5qj.Ba>2[6!({wyZCg?AC3.l .8%t^+5o|1<Ye}~_q^_CZ4r(abrT3izx~<WryT9RM(.)V|>% L}WP

2022-05-23 16:53:01 UTC 2659 IN Data Raw: 4c 04 ec ba 38 fc 99 ea f3 1f 0f d2 98 19 0d 7f c8 7a 7c a9 82 43 0d 5d a4 11 7b 71 20 0b 91 e1 d9 72 29 81 0c 
35 9f 13 f0 a6 00 6b 3e 2d f0 34 c0 0d 7e 25 be 06 98 10 1a fc db e0 69 82 86 af 36 f5 a4 a2 42 0d 5e 6d eb 49 42 10 6a 
f3 6f 5a 4a 10 83 57 9b 52 51 61 11 a8 ff 00 2f 88 f9 d2 51 30 45 fc 8f c4 52 46 02 fe 47 e2 29 c8 60 2f e4 7e 22 9c 86 03 
50 f0 f5 14 91 01 a8 78 7a 8a 48 80 d4 3c 3d 45 24 40 6a 1e c4 52 58 82 35 7b 5c 7c e9 2c 41 3a 87 87 a8 f9 d2 59 61 06 
a1 e1 ea 3e 74 96 21 06 a1 e1 ea 3e 74 96 21 1e 9d d0 6c 3e c7 70 ff 00 f8 d8 fb c7 ff 00 b7 5f 3a fa 27 f8 54 ff 00 67 be 
7f f6 af e9 39 f7 7e e5 f4 1e 75 0f 62 bf 3a fe cc f1 0d 43 d8 af ce 80 35 0f 62 bf 3a 00 d4 3d 8a fc e8 03 50 f6 2b f3 a0 27 
55 fb 05 fd eb f3 a0 0b 9f 03 e9 f3 a0 0b 
Data Ascii: L8z|C]{q r)5k>-4~%i6B^mIBjoZJWRQa/Q0ERFG)`/~"PxzH<=E$@jRX5{\|,A:Ya>t!>t!l>p_:'Tg9~ub:C5b:=P+'U

2022-05-23 16:53:01 UTC 2675 IN Data Raw: 78 2a aa aa 8e 1c 15 40 00 7b 80 a8 0c b5 9e f0 3d 7e 74 02 96 df d3 5f 61 ba fd f8 ca 0f 12 3c af 14 5a 08 96 
f2 06 16 95 ee 54 a8 d5 dd db 56 71 00 6e e6 79 7a d4 05 17 50 e0 64 ee 98 22 0c 57 09 22 4a b2 e8 67 d0 93 05 0c 34 
33 76 0b 5e e2 fc 2e 2a ac 06 6c d8 30 f2 76 ed bd 31 b2 dc 3c a2 47 70 aa da d6 14 6b 5a 35 6e fb 5a fc 38 71 a3 60 ba 
d6 3c fd 3e 75 00 8d ca ea 15 ea 2d 61 b2 1b 0d b2 83 6b d7 7c 3f b2 d5 72 85 49 d2 ac 23 36 b5 b5 6a ad 4a 8f 50 3d eb 
5f 1f 43 52 58 2a f7 9c bc 9c 5d bb 22 7c 25 d7 90 81 74 8d 25 b4 a9 60 1e 40 bf e6 28 bc 6d 44 c1 5d d3 3b a6 76 e5 8d 
3b 67 00 4c 52 aa 45 30 41 18 94 15 bb 2d 80 0a 5a 33 de 3c 6a b7 1d 00 cd 52 58 16 f7 fd fd f6 66 c6 48 f1 96 77 9c 3b 
93 23 32 22 a2 10 08 1a 45 cb 92 7d d5 a4 db 05 d6 0e 5a 
Data Ascii: x*@{=~t_a<ZTVqnyzPd"W"Jg43v^.*l0v1<GpkZ5nZ8q`<>u-ak|?rI#6jJP=_CRX*]"|%t%`@(mD];v;gLRE0A-
Z3<jRXfHw;#2"E}Z

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49788 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:52:44 UTC 269 OUT GET /vendor/fancybox/jquery.fancybox.css HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:52:45 UTC 273 IN HTTP/1.1 200 OK
Content-Type: text/css
Last-Modified: Fri, 05 Sep 2014 23:44:50 GMT
Accept-Ranges: bytes
ETag: "57173f6263c9cf1:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:21 GMT
Connection: close
Content-Length: 4140

2022-05-23 16:52:45 UTC 273 IN Data Raw: 2f 2a 21 20 66 61 6e 63 79 42 6f 78 20 76 32 2e 31 2e 34 20 66 61 6e 63 79 61 70 70 73 2e 63 6f 6d 20 7c 20 
66 61 6e 63 79 61 70 70 73 2e 63 6f 6d 2f 66 61 6e 63 79 62 6f 78 2f 23 6c 69 63 65 6e 73 65 20 2a 2f 0a 2e 66 61 6e 63 
79 62 6f 78 2d 77 72 61 70 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 73 6b 69 6e 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 6f 75 74 
65 72 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 69 6e 6e 65 72 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 69 6d 61 67 65 2c 0a 2e 
66 61 6e 63 79 62 6f 78 2d 77 72 61 70 20 69 66 72 61 6d 65 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 77 72 61 70 20 6f 62 6a 
65 63 74 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 6e 61 76 2c 0a 2e 66 61 6e 63 79 62 6f 78 2d 6e 61 76 20 73 70 61 6e 2c 
0a 2e 66 61 6e 63 79 62 6f 78 2d 74 6d 70 0a 7b 0a 09 70 61 64 
Data Ascii: /*! fancyBox v2.1.4 fancyapps.com | fancyapps.com/fancybox/#license */.fancybox-wrap,.fancybox-ski
n,.fancybox-outer,.fancybox-inner,.fancybox-image,.fancybox-wrap iframe,.fancybox-wrap object,.fancybox-nav,.fancybox-
nav span,.fancybox-tmp{pad

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.3 49885 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:00 UTC 2436 OUT GET /img/slides/homescreen.jpg HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:00 UTC 2449 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Last-Modified: Wed, 06 Jan 2016 21:46:08 GMT
Accept-Ranges: bytes
ETag: "eda217a7cb48d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:36 GMT
Connection: close
Content-Length: 124416

2022-05-23 16:53:00 UTC 2449 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 6d 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyPmhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00        "> <rdf:RDF 
xm
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2022-05-23 16:53:00 UTC 2465 IN Data Raw: ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 
15 76 2a ec 55 d8 ab b1 57 c5 7f f3 9d 9f f9 28 fc bb ff 00 81 7d a7 fd 40 6a 19 d3 fb 29 fe 35 2f ea 1f be 2f 35 ed 4f f8 ac 
7f ae 3e e9 3f 27 b3 be 78 27 62 ae df 15 75 4e 2b 6d 8c 52 1b c0 97 62 ae c5 5d 8a bb 15 76 2a b7 8f be 1b 4d bb 8f be 
36 b6 d0 c5 b0 72 6f 15 76 2a ec 55 d8 ab b1 57 62 ae eb 8a ad 2a 31 55 95 6a 75 c5 57 85 18 ab 60 50 53 15 6f 15 6a 
98 a6 d6 37 51 bf 6c 4a d9 52 6c 04 5b 28 95 07 ae fb e4 69 9a 12 4f e1 90 90 64 81 94 1d f7 ca cb 20 52 b9 81 f1 c8 96 
60 a5 53 f4 39 51 6f 09 7f fc d5 91 64 9a 5b f6 cb 43 88 53 88 3a 0c b0 35 14 d6 2c 98 60 51 c8 80 9a d7 24 18 14 5a 46 
3c 4e 48 31 56 e3 c4 8a 77 c2 c5 55 3a fd 18 42 0a ae 16 
Data Ascii: ]v*UWb]v*UWb]v*UW(}@j)5//5O>?'x'buN+mRb]v*M6rov*UWb*1UjuW`PSoj7QlJRl[(iOd R`S9Qod[CS:5,`
Q$ZF<NH1VwU:B

2022-05-23 16:53:00 UTC 2530 IN Data Raw: 63 cf d4 2c 0d 79 13 d2 99 a9 ed 9e c9 86 84 47 84 93 6e e7 b0 fb 66 7d a0 65 c5 10 2b b9 f4 de 68 5e 85 f2 
8f e7 37 fc e5 16 83 f9 75 77 3f 97 7c bd 6f 1f 98 7c cb 0d 56 eb e2 ff 00 46 b6 6a 7d 97 2b bb 30 f0 19 d1 76 5f 60 4f 54 
38 e6 78 63 f6 97 99 ed 6f 68 f1 e9 24 71 e3 1c 53 fb 03 e3 3d 53 fe 72 c7 f3 8b 52 99 a4 83 5a 83 4d 8d 8f c1 05 bd bc 60
28 f0 a9 15 ce 9f 1f b3 ba 48 8d e3 7e f2 f2 99 7d a6 d6 cc ed 20 3d c1 53 47 ff 00 9c b2 fc e0 d3 27 59 6e 75 7b 7d 5a 20 
6a f0 5c c0 94 23 c2 a0 02 30 65 f6 73 49 31 b0 23 dc 57 17 b4 da c8 1d e4 0f bc 3e e4 fc 96 ff 00 9c 8d f2 f7 e6 9f 1d 22 
f6 25 d1 3c d2 89 53 60 cd fb b9 c0 ea 62 27 f5 67 27 da 9d 89 93 47 ea 1b c3 bf bb de f6 3d 91 db f8 f5 de 93 e9 9f 77 7f 
b9 f4 96 68 de 81 e7 7f 99 5f 99 de 58 fc 
Data Ascii: c,yGnf}e+h^7uw?|o|VFj}+0v_`OT8xcoh$qS=SrRZM`(H~} =SG'Ynu{}Z j\#0esI1#W>"%<S`b'g'G=wh_X

2022-05-23 16:53:00 UTC 2546 IN Data Raw: 31 4b 26 63 94 93 1c 5d 07 32 ec 3b 43 b6 f2 c7 1e 11 88 01 2c bd 4f 20 c8 7f 2c 3f 30 ff 00 3f 74 2f ce 18 3f 
2e 3f 32 3d 2f 38 68 5a 9c 02 5b 7f 35 58 5a 85 b7 8f 9c 62 45 65 9a 24 54 2b bf 12 0f 7c a7 5d a4 d1 4f 4b e3 e0 26 32 
ba 31 27 76 ed 0e af 5b 0d 57 81 9c 09 02 2c 48 0d 9f 5a 7e 61 c5 e7 29 bc 9f ad 45 f9 7f 3d 9d af 9b 1a 35 fd 15 3d ff 00 
f7 0a 79 af a9 cb 63 bf 0a d3 6e b9 a3 d2 1c 43 28 f1 af 83 ad 73 77 9a bf 17 c2 3e 0d 71 f4 be 4f ca 7f f9 c5 1b cf 39 79 
7b cd 7f 98 1e 6f 49 b4 e5 f2 f7 95 23 b9 be f3 eb 4f 1a b5 c4 91 c2 24 72 b6 ac 52 aa 59 87 62 33 bb f6 92 38 72 43 16 31
7c 72 00 47 bb a7 37 83 f6 6a 79 b1 4f 2e 43 5c 11 24 cb bf af 27 a2 5a fe 73 7f ce 4c 79 e7 ca 9e 6a fc e5 f2 ee af a7 68 
fe 4c f2 bd d3 d3 cb cb 0c 6c 5e 18 c8 e7 
Data Ascii: 1K&c]2;C,O ,?0?t/?.?2=/8hZ[5XZbEe$T+|]OK&21'v[W,HZ~a)E=5=ycnC(sw>qO9y{oI#O$rRYb38rC1|rG7
jyO.C\$'ZsLyjhLl^

2022-05-23 16:53:00 UTC 2562 IN Data Raw: 4a e7 27 7d b2 05 98 90 49 e7 27 7d b2 b2 d8 24 12 fd fc 3b e4 19 f1 04 ea db b6 48 22 49 d4 1d 06 58 18 14 
da 1c 98 6b 29 94 7d be 59 20 c0 a3 53 24 c4 ab 86 0b 40 7b e1 62 aa ac 1b 60 77 a6 15 5c 48 51 53 8a a9 b3 a9 14 07 
14 1e 4b 71 69 71 e9 8a a9 fc 5e 18 aa a0 e9 8a bb 15 5e ae 00 a1 eb 5c 55 77 a8 be 38 aa 93 ba 92 37 c5 56 d4 1e 98 
a9 6f 14 3b 15 77 71 f3 c5 55 7d 45 f1 c5 57 d4 78 e2 96 83 a9 d8 1c 55 d4 1b f8 f7 c5 5b 00 0e 9d 31 57 62 87 62 ae 18 
a8 6c 7d a1 8a 55 31 57 ec 4f fc e2 bf fe 48 6f 22 7f db d3 fe ea 97 79 e6 7e d0 7f 8f 64 ff 00 37 fd c8 7d 3f d9 df f1 1c 7f 
e7 7f ba 2f a0 f3 4c ee 9d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a 
bb 15 76 2a ec 55 d8 ab c7 3f e7 20 19 93 f2 8f cd c5 58 
Data Ascii: J'}I'}$;H"IXk)}Y S$@{b`w\HQSKqiq^^\Uw87Vo;wqU}EWxU[1Wbbl}U1WOHo"y~d7}?/Lv*UWb]v*UWb]v*U? X

2022-05-23 16:53:01 UTC 2595 IN Data Raw: db 5b 5b d9 c1 0d ad ac 29 6f 6d 6e 82 38 20 8d 42 a2 2a 8a 00 a0 6c 00 c5 55 b1 57 62 ae c5 5d 8a bb 15 76 
2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae 
c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 54 af 57 8e 36 b2 79 19 15 a4 84 ab 44 e4 02 54 96 00 90 7b 6c 69 8a a6 98 ab b1 
57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 
2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 7c 6d ff 00 39 c3 ff 00 92 9f cb ff 00 f8 16 5a 7f d4 0d fe 74 fe ca 7f 8d 4b fa 87 
ef 8b ca fb 5f fe 29 1f eb 8f ba 4f ca ba 1a 74 cf 41 7c fd 50 74 18 ab 78 aa c2 80 92 7c 71 55 bc 68 76 1b 62 ae f9 e2 ad 
e2 ad 7b 77 c5 5b a1 f0 c5 5d bf 86 2a d6 2a de 2a ec 55 
Data Ascii: [[)omn8 B*lUWb]v*UWb]v*UWb]v*UWb]v*UTW6yDT{liWb]v*UWb]v*UWb]v*UWb]|m9ZtK_)OtA|Ptx|qUhvb{
w[]***U

2022-05-23 16:53:01 UTC 2611 IN Data Raw: 19 20 d6 53 18 95 80 35 19 26 25 16 be fd f0 a1 57 0a 1d be 2a ea 16 a2 d2 b5 c5 57 18 a8 2b c7 15 59 bd 06 
2a 88 08 29 8b 5f 0a 9f a5 ed 8a f0 aa 2c 7f 08 db 15 e1 55 48 f6 fa 4e 28 e1 6c a0 c8 49 3c 2e f4 c6 05 e1 77 a6 31 5e 16 
c2 0e 43 15 e1 54 e2 36 a6 e7 b6 29 11 dd 71 8d a9 d3 7c 0d 9c 2d 7a 72 78 62 8e 15 fc 5a 9f 67 16 6a e0 1a 0d bb 62 
ad d0 f8 62 ab 68 2b bf 5c 55 c3 db 16 51 5d 8b 26 b7 de 98 b1 93 74 3e 18 b1 75 0d 46 dd f1 57 ec 0f fc e2 e7 fe 48 af 
23 7f db cf fe ea 77 79 e6 fd bf fe 3b 93 e1 fe e4 3e 8f d8 3f e2 58 fe 3f ee 8b df f3 4e ee 1d 8a bb 15 76 2a ec 55 d8 ab b1 
57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ac 3a 0d 77 cc 3a a4 
4b 7b a1 68 36 37 1a 5c d5 36 97 77 fa 8c 96 af 32 02 
Data Ascii:  S5&%W*W+Y*)_,UHN(lI<.w1^CT6)q|-zrxbZgjbbh+\UQ]&t>uFWH#wy;>?X?Nv*UWb]v*UWb]v*UWb:w:K{h67
\6w2

2022-05-23 16:53:01 UTC 2687 IN Data Raw: 48 27 b2 b7 21 66 78 5a c6 e6 e9 4b 21 65 aa 12 1b 71 b6 46 53 11 8c 8f 58 d5 8e be a3 51 f2 dc ed 77 56 90 
09 31 1d 25 74 7f aa 2c f9 ec 37 e5 c9 17 65 f9 87 6f 2c 17 17 9a c7 95 b5 ff 00 2b e9 d0 69 72 6b 03 54 d4 ad e0 7b 66 
b5 85 79 b9 32 59 4f 74 23 70 bf 10 49 78 39 ec 0d 0e 4b 2f ee c4 b8 b6 31 e6 3e 35 b7 43 be d4 0f d8 c7 19 f1 0c 78 77 
12 e4 7f 5f 51 ef 22 be 28 08 bf 34 62 6d 32 5d 66 e7 c9 1e 69 b2 d3 3f 44 4f ad 58 de 3d ad ac a9 73 6d 04 5e b1 55 6b 
7b a9 44 52 32 1a a2 dc 7a 65 ba 0f 8b 6c 72 fe e8 4b 8b 63 1a b1 dd bd 1f 2f 4f f1 51 b0 37 aa 4e 3f de 18 88 ee 25 c8 fd 
de 7b f4 35 5e 68 cf f9 5a 1e 57 3e 60 f2 57 97 11 ae 64 bd f3 ee 9e da 9e 89 3a a2 7a 2b 00 88 cc 9e b3 17 05 5a 45 04 
28 01 aa 41 e9 93 38 cf 89 3c 7d 60 2c f7 1d c8 db e5 
Data Ascii: H'!fxZK!eqFSXQwV1%t,7eo,+irkT{fy2YOt#pIx9K/1>5Cxw_Q"(4bm2]fi?DOX=sm^Uk{DR2zelrKc/OQ7N?%{
5^hZW>`Wd:z+ZE(A8<}`,

2022-05-23 16:53:01 UTC 2703 IN Data Raw: fe 87 fd 4f fd 94 bf 5a ff 00 a2 2d 7f fa a7 fb 18 fe a7 7f d0 d5 7e 7d 7f d4 f7 ff 00 72 bd 2f fe c9 31 ff 00 43 fa 1f 
f5 3f f6 52 fd 6b fe 88 b5 ff 00 ea 9f ec 63 fa 9d ff 00 43 55 f9 f5 ff 00 53 df fd ca f4 af fb 24 c7 fd 0f e8 7f d4 ff 00 d9 4b f5 af
fa 22 d7 ff 00 aa 7f b1 8f ea 6d 7f e7 2a bf 3e aa 6b e7 bf fb 95 e9 7f f6 49 84 7b 3d a1 ff 00 53 ff 00 65 2f d6 c6 5e d1 6b 
fa 64 ff 00 63 1f d4 bb fe 86 a7 f3 e3 fe a7 bf fb 95 e9 7f f6 49 87 fd 0f 68 3f d4 ff 00 d9 4b f5 b1 ff 00 44 7d a1 fe a9 fe c6 
3f a9 df f4 35 3f 9f 1f f5 3d ff 00 dc af 4b ff 00 b2 4c 7f d0 f6 83 fd 4f fd 94 bf 5a 3f d1 1f 68 7f aa 7f b1 8f ea 6f fe 86 a3 f3 
e7 fe a7 bf fb 95 e9 7f f6 49 83 fd 0f 68 3f d4 ff 00 d9 4b f5 af fa 24 ed 0f f5 4f f6 31 fd 4e ff 00 a1 a8 fc f9 ff 00 a9 
Data Ascii: OZ-~}r/1C?RkcCUS$K"m*>kI{=Se/^kdcIh?KD}?5?=KLOZ?hoIh?K$O1N

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.3 49886 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:53:00 UTC 2436 OUT GET /img/slides/tech-2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:00 UTC 2437 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 01 Apr 2015 20:54:57 GMT
Accept-Ranges: bytes
ETag: "af2aa21cbe6cd01:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:36 GMT
Connection: close
Content-Length: 11220

2022-05-23 16:53:00 UTC 2438 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 69 00 00 00 6a 08 06 00 00 00 bf 16 7f 94 00 00 00 
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 20 69 
54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 2
0 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 
6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 37 
2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRijtEXtSoftwareAdobe ImageReadyqe< iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M
0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.3 49887 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:00 UTC 2437 OUT GET /images/building-data1.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:00 UTC 2481 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 23:04:16 GMT
Accept-Ranges: bytes
ETag: "4057b2025ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:36 GMT
Connection: close
Content-Length: 16750

2022-05-23 16:53:00 UTC 2481 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 41 10 
49 44 41 54 78 da ec dd 09 b8 24 67 79 1f fa b7 aa ba cf 32 fb 22 cd 68 d0 2e a1 05 21 04 62 07 1b b0 31 66 49 4c bc e2 
d8 b1 0d f7 da c9 b5 13 9b 9b e5 c6 d9 af e3 38 f1 8d 9d eb 6c d7 f1 7d 6e 12 c7 21 ab e3 18 bc 61 1b 83 0d c2 18 30 18 
b0 00 09 24 24 81 f6 d1 36 a3 d1 2c 67 ed ee aa db 55 d5 7d 4e 9f 33 e7 9c a9 91 e6 cc 9c 99 f3 fb 89 9a ee ae ae ae e5 
eb 1a 9e 7e fe f3 7e df 97 14 45 11 00 00 00 00 00 4d a4 9a 00 00 00 00 00 68 4a a0 08 00 00 00 00 34 26 50 04 00 00 0
0 00 1a 13 28 02 00 00 00 00 8d 09 14 01 00 00 00 80 c6 04 8a 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<AIDATx$gy2"h.!b1fIL8l}n!a0$$6,gU}N3~~EMhJ4&P(

2022-05-23 16:53:00 UTC 2497 IN Data Raw: 34 26 50 04 00 00 00 00 1a 13 28 02 00 00 00 00 8d 09 14 01 00 00 00 80 c6 04 8a 00 00 00 00 40 63 02 45 
00 00 00 00 a0 31 81 22 00 00 00 00 d0 98 40 11 00 00 00 00 68 4c a0 08 00 00 00 00 34 26 50 04 00 00 00 00 1a 13 28 
02 00 00 00 00 8d 09 14 01 00 00 00 80 c6 04 8a 00 00 00 00 40 63 02 45 00 00 00 00 a0 31 81 22 00 00 00 00 d0 98 40 
11 00 00 00 00 68 4c a0 08 00 00 00 00 34 26 50 04 00 00 00 00 1a 13 28 02 00 00 00 00 8d 09 14 01 00 00 00 80 c6 04 
8a 00 00 00 00 40 63 02 45 00 00 00 00 a0 31 81 22 00 00 00 00 d0 98 40 11 00 00 00 00 68 4c a0 08 00 00 00 00 34 26 
50 04 00 00 00 00 1a 13 28 02 00 00 00 00 8d 09 14 01 00 00 00 80 c6 04 8a 00 00 00 00 40 63 02 45 00 00 00 00 a0 31 
81 22 00 00 00 00 d0 98 40 11 00 00 00 00 68 4c a0 08 00 00 00 00 34 26 50 
Data Ascii: 4&P(@cE1"@hL4&P(@cE1"@hL4&P(@cE1"@hL4&P(@cE1"@hL4&P
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.3 49892 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:00 UTC 2529 OUT GET /images/guidelines-hero-full.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:01 UTC 2728 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:37:58 GMT
Accept-Ranges: bytes
ETag: "c6163be4b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:36 GMT
Connection: close
Content-Length: 46325

2022-05-23 16:53:01 UTC 2728 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 e0 08 06 00 00 00 d4 aa e1 f4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 b4 97 
49 44 41 54 78 da ec dd 09 bc 2b 69 5d ee fb e7 ad 4a d6 b8 d7 9e 87 de bb 7b ef de 3d 6e 9a 6e 1a 6d 26 65 10 51 04 1
1 27 f0 a3 88 02 5e 0f a2 38 7c ce d5 eb 51 ce 51 2f 57 c5 33 78 3d 78 f5 aa e7 28 a8 57 51 8f 03 2a 47 81 46 14 8f cc d2 
0d 4d 37 3d 37 3d ec 89 3d cf c3 9a 92 54 bd b7 de aa 64 ed ac ec 0c 95 b5 52 49 25 eb f7 6d 42 86 95 54 92 b7 92 4a d
5 b3 ff ef fb 1a 6b ad 00 00 00 00 00 00 00 20 0d 8f 26 00 00 00 00 00 00 00 90 16 81 22 00 00 00 00 00 00 80 d4 08 14 0
1 00 00 00 00 00 00 a4 46 a0 08 00 00 00 00 00 00 20 35 02 45 00 
Data Ascii: PNGIHDRtEXtSoftwareAdobe ImageReadyqe<IDATx+i]J{=nnm&eQ'^8|QQ/W3x=x(WQ*GFM7=7=
=TdRI%mBTJk &"F 5E

2022-05-23 16:53:01 UTC 2744 IN Data Raw: 80 ed b5 b9 9f d7 e4 e0 7b f9 7d 99 94 05 40 7e b5 da 7e a9 c3 76 b1 fe 78 a4 9b 6e d3 6d 11 2a 02 00 90 3d 
02 45 00 c0 9a d3 45 98 d8 ae 1a b1 d9 81 6e bb 6a 1c e9 ea 80 31 4d 05 4f 72 a2 13 1f 80 7c 6a f7 8f 22 9e 9a 07 8d 8d 
95 89 69 c7 99 95 52 06 8b 84 8a 00 00 64 8b 31 14 01 00 68 7e 80 dc e9 b2 74 75 f7 be c6 83 60 af c5 c9 b4 39 f8 6e 7a 
20 1e 04 7e 50 5e 30 4d 0f a3 4d 45 1a 97 e8 14 0d a0 ff 1b 4b cf 04 ba 3a 2c 74 a7 b0 61 fb 66 75 65 9c 44 d3 70 9f da 
e5 7a b6 61 db 6a 9b 5c 6e fb 4f 2d 2e 54 64 4c 45 00 00 b2 41 a0 08 00 58 53 52 54 27 36 0b 10 9b 05 89 cb ba 3c df 72 
cd 03 33 9b d7 9d 78 41 74 93 09 ad f1 64 dd b9 e7 59 79 de c4 78 61 fa 9a ed 53 37 47 b7 fb d1 e1 af b1 d1 df dd e5 e8 
a2 bb ec db 50 5e 74 24 ed 5b 77 7f 2b 3f fe 5b ed 14 dd 
Data Ascii: {}@~~vxnm*=EEnj1MOr|j"iRd1h~tu`9nz ~P^0MMEK:,tafueDpzaj\nO-.TdLEAXSRT'6<r3xAtdYyxaS7GP^t$[w+?
[

2022-05-23 16:53:01 UTC 2761 IN Data Raw: f1 f5 26 31 25 c5 ba a7 c7 8b 81 dd 43 02 1f 7a 95 0e 4d b3 2f c0 1c ad 0a 8e 05 62 b9 d5 59 e4 d4 50 7d 08 
56 7a 1b 90 d9 3b ba 58 19 bd 04 f1 8a 75 a3 73 10 d5 19 62 42 c7 41 4d dd f6 b0 d3 5e ae e1 f1 5d 1d 70 ab b5 2f 3f 25 
60 57 9b f2 2c fc ec 63 29 71 20 d9 60 c1 32 c7 5e 93 b4 58 3c f3 32 03 e7 7e 50 47 54 ee 5b 0a be 13 71 6f 96 97 9a 00 
76 ae 11 b8 f6 ab 1a 9e b9 47 71 12 af 94 93 88 67 ba 89 76 c6 1e a9 5f d9 fc 08 c6 bb 3a 7b b9 39 fb 89 89 5e 6e cf 6e 
97 67 af 76 67 7f 25 64 f1 7a 3a 83 96 fb b9 3f 7b ad e3 67 7d 68 86 58 0f 3e c7 03 68 9d 48 08 21 a4 86 a0 a0 48 08 21 
64 2a 3b 77 7e 6e c9 7e a2 a2 9f 7b 74 7e 79 a1 b0 e8 25 26 02 95 eb de ec 77 5c f7 f9 7a 65 ab ce 5b 24 e6 5d 9e bd 92 
b8 58 3e fb f5 1b 0a 8f 55 38 c6 ac 33 e6 3e 31 b4 7d 70 
Data Ascii: &1%CzM/bYP}Vz;XusbBAM^]p/?%`W,c)q `2^X<2~PGT[qovGqgv_:{9^nngvg%dz:?{g}hX>hH!H!d*;w~n~{t~
y%&w\ze[$]X>U83>1}p

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.3 49891 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:00 UTC 2530 OUT GET /images/building-col2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m
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2022-05-23 16:53:01 UTC 2713 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 25 Aug 2016 22:49:41 GMT
Accept-Ranges: bytes
ETag: "8051a3f722ffd11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:36 GMT
Connection: close
Content-Length: 15217

2022-05-23 16:53:01 UTC 2713 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 3b 13 
49 44 41 54 78 da ec dd c9 8f 24 d9 9d 27 76 73 f3 58 32 72 ab cc ac ca da 39 2c 16 d7 e6 d2 e4 b0 31 ec 9e 9e 11 20 6
8 84 ee 96 2e 83 a1 4e 83 c1 60 00 49 97 19 35 f4 57 e8 2a 40 87 91 74 d0 45 80 20 41 d0 32 ad 83 1a 73 91 34 3d 9c ee 
66 93 cd e6 ce 4a 92 95 64 ed 99 ac cc aa dc b7 88 0c 37 93 3f 77 7f 91 16 96 ee 1e cf dd cd 3d 22 dc 3f 9f a2 57 f8 62 f6 
6c 71 b3 82 e3 cb df 7b af 55 96 65 06 00 00 00 00 90 22 77 0a 00 00 00 00 80 54 02 45 00 00 00 00 20 99 40 11 00 00 0
0 00 48 26 50 04 00 00 00 00 92 09 14 01 00 00 00 80 64 02 45 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<;IDATx$'vsX2r9,1 h.N`I5W*@tE A2s4=fJd7?w="?Wblq{U
e"wTE @H&PdE

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.2.3 49894 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:01 UTC 2687 OUT GET /images/litmus-feature.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:01 UTC 2781 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Thu, 01 Jun 2017 20:47:35 GMT
Accept-Ranges: bytes
ETag: "7ec26c4c18dbd21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:37 GMT
Connection: close
Content-Length: 15037

2022-05-23 16:53:01 UTC 2782 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 c9 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 33 32 20 37 39 2e 31 35 39 32 38 
34 2c 20 32 30 31 36 2f 30 34 2f 31 39 2d 31 33 3a 31 33 3a 34 30 20 20 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0M
pCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 
2016/04/19-13:13:40  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

96 192.168.2.3 49895 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-23 16:53:01 UTC 2713 OUT GET /img/slides/cust-2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:01 UTC 2775 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 01 Apr 2015 21:01:08 GMT
Accept-Ranges: bytes
ETag: "7f9eccf9be6cd01:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:37 GMT
Connection: close
Content-Length: 6081

2022-05-23 16:53:01 UTC 2775 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 70 00 00 00 64 08 06 00 00 00 5e a7 b4 c6 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 20 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 30 2d 63 30 36 30 20 36 31 2e 31 33 34 37 37 
37 2c 20 32 30 31 30 2f 30 32 2f 31 32 2d 31 37 3a 33 32 3a 30 30 20 20 
Data Ascii: PNGIHDRpd^tEXtSoftwareAdobe ImageReadyqe< iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5
M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 
2010/02/12-17:32:00  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.3 49896 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:01 UTC 2760 OUT GET /images/sltest-compB2.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:02 UTC 2800 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Wed, 10 Aug 2016 23:01:23 GMT
Accept-Ranges: bytes
ETag: "5a4551d5bf3d11:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:37 GMT
Connection: close
Content-Length: 10963

2022-05-23 16:53:02 UTC 2801 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 69 08 06 00 00 00 ed 15 a4 e4 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 2a 75 
49 44 41 54 78 da ec dd c9 72 1c 49 9a 27 78 35 5f b0 ef 0b 09 2e 19 99 59 35 52 25 dd 25 52 87 ae 3e 77 5d fb 2d e6 3
8 b7 79 83 99 b7 e8 e7 69 91 ba f5 61 0e 75 19 a9 ca e9 aa 8c 08 12 5c b0 10 fb 0e 77 1b fb d4 e1 20 00 32 a2 95 20 03 
20 12 bf 1f c3 c3 01 77 33 55 35 03 82 24 fe f1 a9 6a 55 d7 75 02 00 00 00 00 28 d1 72 0b 00 00 00 00 80 52 02 45 00 00 
00 00 a0 98 40 11 00 00 00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 00 00 a0 98 40 11 00 00 
00 00 28 26 50 04 00 00 00 00 8a 09 14 01 00 00 00 80 62 02 45 00 00 
Data Ascii: PNGIHDRitEXtSoftwareAdobe ImageReadyqe<*uIDATxrI'x5_.Y5R%%R>w]-8yiau\w 2  w3U5$jUu(rRE@(
&PbE@(&PbE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.3 49897 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:01 UTC 2774 OUT GET /images/guidelines-inthe.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:02 UTC 2796 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:40:56 GMT
Accept-Ranges: bytes
ETag: "f09f514eb31ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:37 GMT
Connection: close
Content-Length: 3281

2022-05-23 16:53:02 UTC 2797 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 0c 73 
49 44 41 54 78 da ec dd ff 4d db 68 00 80 61 73 ba 05 58 81 ae c2 8d 70 2b d0 11 c8 08 30 02 5d 81 11 60 05 46 28 23 1
c 23 e4 62 d5 d6 a5 56 a0 2f 95 2e c4 e8 79 d0 27 c5 f5 cf 04 fe a8 5e 7d 8e cf b6 db ed 00 00 00 00 00 50 fc e1 23 00 00 
00 00 00 2a 41 11 00 00 00 00 c8 04 45 00 00 00 00 20 13 14 01 00 00 00 80 4c 50 04 00 00 00 00 32 41 11 00 00 00 00 
c8 04 45 00 00 00 00 20 13 14 01 00 00 00 80 4c 50 04 00 00 00 00 32 41 11 00 00 00 00 c8 04 45 00 00 00 00 20 13 14 
01 00 00 00 80 4c 50 04 00 00 00 00 32 41 11 00 00 00 00 c8 04 45 00 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<sIDATxMhasXp+0]`F(##bV/.y'^}P#*AE LP2AE LP2AE L
P2AE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.3 49898 216.39.113.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-23 16:53:01 UTC 2775 OUT GET /images/guidelines-right-b.png HTTP/1.1
Host: www.savicom.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.savicom.net/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: ASP.NET_SessionId=t04a5r4gxeqo43bjul4w325m

2022-05-23 16:53:02 UTC 2811 IN HTTP/1.1 200 OK
Content-Type: image/png
Last-Modified: Fri, 30 Sep 2016 00:33:34 GMT
Accept-Ranges: bytes
ETag: "217be046b21ad21:0"
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Mon, 23 May 2022 16:52:37 GMT
Connection: close
Content-Length: 37348

2022-05-23 16:53:02 UTC 2811 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 14 00 00 01 6c 08 06 00 00 00 bd d8 35 57 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 91 86 
49 44 41 54 78 da ec dd 69 90 24 e7 9d df f7 ff 93 55 5d 7d 4f 4f cf e0 18 00 43 0c 80 19 10 00 49 90 00 09 02 3c 97 20 
b9 bc 41 10 f2 7a a5 95 37 ac c3 96 75 be b0 15 7e a1 5d 85 2c 45 f8 95 c3 57 48 96 6c 47 48 21 9b 6f 6c 87 bd 56 84 d7 
2b c7 ae 56 2b ed c1 43 dc 83 cb 0b bc 41 0c 71 cd 0c 80 21 06 73 74 77 5d 99 8f f3 79 32 9f cc 27 b3 32 ab b2 ba ab cf 
f9 7e 18 35 75 65 65 65 65 66 d7 6e fd f0 7f 9e bf d2 5a 0b 00 00 00 00 00 00 00 34 11 b0 0b 00 00 00 00 00 00 00 34 45 
a0 08 00 00 00 00 00 00 a0 31 02 45 00 00 00 00 00 00 00 8d 11 
Data Ascii: PNGIHDRl5WtEXtSoftwareAdobe ImageReadyqe<IDATxi$U]}OOCI< Az7u~],EWHlGH!olV+V+CAq!stw]y2'
2~5ueeeefnZ44E1E

2022-05-23 16:53:02 UTC 2827 IN Data Raw: 7a 53 6d ef e5 13 a5 ad 98 93 bc 2b 99 24 cf ce f9 97 b6 e9 d0 de b0 58 33 af 5e 38 1c ca 3d f7 dc 2b 67 cf 9e 
93 bb 4e df 55 d8 57 3f 79 fc a3 22 83 a1 48 2b 28 6e 83 f2 36 2a 7e bd 3a 76 4c 16 ee bb 47 c2 ad 4d 19 bc f0 b2 68 f3 
9a f2 f0 ee d2 87 56 f9 1b f9 e3 99 f3 65 4d 40 38 8c 8f e5 60 20 17 cf dd 2a 3f fd cc 27 44 8e df 1e 3f d6 8f 17 0b 0a c7 73 
52 a3 98 5d 3b a6 7a dc b3 7a f4 b3 36 5d b3 ae 3d e9 2b 8e 43 f5 30 7a b7 a0 9b 2b 33 9d 54 31 39 07 22 2d 9f 7f fa e9 
1d 7e 7e 45 4b 77 00 fb 8e 40 11 00 00 00 38 a4 b4 e9 1a 6b ba c8 46 cd 3b 3c 64 d9 88 72 eb 98 fe 7d cd 4b 7b d1 0d 
59 6d df 2d e7 d6 3e 2f c7 e7 cf c4 0f 0e 45 4b ab 76 8e c6 f2 ed 5d d8 19 fe 9d ea 45 a4 98 c2 4c 6a 36 32 76 df a8 9a 
b7 f2 1e f7 c3 5a 3f 5c b2 b7 a3 a4 d2 b1 d5 0a 44 
Data Ascii: zSm+$X3^8=+gNUW?y"H+(n6*~:vLGMhVeM@8` *?'D?sR];zz6]=+C0z+3T19"-~~EKw@8kF;<dr}K{Ym->/EKv]
ELj62vZ?\D
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2022-05-23 16:53:02 UTC 2843 IN Data Raw: b4 42 2c b9 44 15 79 0e 92 8d 7a 80 6e a1 cc 5c cc 64 5b f6 f2 77 84 db 69 0d 63 ac 44 2e b7 66 e4 c4 63 ec 
cc 55 91 70 33 da 94 84 74 37 cb 75 fb b3 0e ae d5 78 9b df f1 d7 e1 b4 19 57 50 74 c5 c5 54 60 3c d8 6b ad 27 a6 d9 1b 
78 1b fa 6c ec eb 7a 9b cb 26 7e 0c 02 30 5f 40 50 04 00 00 00 00 00 f3 08 1f c2 76 dc 68 9c 03 8b 46 ac dc 19 7b a2 13 
43 c6 2b fa d9 2f 28 ea e0 c1 ec 7b 69 da a9 91 f3 ca a1 43 2e f4 45 a9 6a 82 66 fd 3f cb 09 b7 c9 31 da d6 19 d8 11 31 
75 90 62 1a b1 c6 ae 45 8c b4 97 26 d8 69 0f 4f 73 36 d5 38 63 0b 87 4b 19 06 76 68 af 6e ba 33 3b c7 ef 11 14 55 3f 49 
6a 6e c2 e9 b8 46 6c e6 a9 87 fa dd 1d 1b f7 b0 74 4b 98 2a 0d 14 19 f3 d4 11 43 d0 d4 e2 b5 14 6d 77 fd 48 26 1a 63 a2 
aa 73 ce 7e c7 9a db 8c bd 63 d2 d2 26 da d5 13 87 69 1f 
Data Ascii: B,Dyzn\d[wicD.fcUp3t7uxWPtT`<k'xlz&~0_@PvhF{C+/({iC.Ejf?11ubE&iOs68cKvhn3;U?IjnFltK*CmwH&cs~c&i

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 18:52:24

Start date: 23/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "http://i.mt00.net/subscribe?server_action=Unsubscribe&l
ist=marques&sublist=*&msgid=1653310821.95033&email_address=gsalas%40firstamnapa.com

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 5268, Parent PID: 412

General

File Activities
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Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 1

Start time: 18:52:26

Start date: 23/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1612,21056
95711067381704,5978694966273749560,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1944 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 13

Start time: 18:53:13

Start date: 23/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 6152, Parent PID: 5268

General

File Activities

Analysis Process: chrome.exe PID: 4716, Parent PID: 5268

General
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Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1612,210569571
1067381704,5978694966273749560,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=5000 
/prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: low

⊘ No disassembly

Disassembly
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