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Windows Analysis Report

Securitelnfo.com.generic.ml.10062.6710

Overview
General Information Detection Signatures Classification
Sample Securitelnfo.com.generic.
Name: ml.10062.6710 (renamed MALICI Found malware configuration
file extension from 6710 to ) ]
exe) Multi AV Scanner detection for subm...

Analysis ID: 634320

Yara detected GuLoader

MDS: 95050ale0c7d4c. Tries to detect virtualization through...
SHA1L:
baa57d1bf6d8as.. C2 URLs / IPs found in malware con...
SHAZS6: 458597683513 Uses 32bit PE files
Tags: exe
PE file does not import any functions
Infos: ﬁ Q Frgp—

Sample file is different than original ...
GulLoader P g

Uses code obfuscation techniques (...

nAR
npa PE file contains strange resources

" Score: 72

L} Range: 0-100 Drops PE files

an

aa Whitelisted: false Contains functionality to shutdown /...
a Confidence: 100%

B

B

B

Process Tree

= System is w10x64
. . Securitelnfo.com.generic.ml.10062.exe (PID: 6288 cmdline: "C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe" MD5: 95050A1E0C7D4C57F62E26967B3B0BFD)
= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "http://2.56.57.22/yendexoriginwithoutfilter_rtSDhNF87.bin"

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000000.00000002.761431234.0000000003170000.00000  JoeSecurity_GuLo  Yara detected Joe Security
040.00001000.00020000.00000000.sdmp ader_2 GuLoader

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Data Obfuscation

Yara detected GuLoader

Malware Analysis System Evasion

Tries to detect virtualization through RDTSC time measurements

Mitre Att&ck Matrix
Initial
ol Execution Persistence
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n
Default Scheduled  Boot or
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Behavior Graph
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Legend:

D Process
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I:I Created File
Il onsie info

Behavior Graph o s Dropped
- )
ID: 634320 .g Is Windows Process
. . '
Sample: Securteinfo.comgenerion. el Ias Number of created Registry Values
Startdate: 25/05/2022 CLEAN LLL
Architecture:  WINDOWS T [ Number of created Files
Score: 72
9 visual Basic
ERZIC
. .
111 Delphi
C2 URLs /1Ps found
- - - I O e Java

.Net C# or VB.NET

C, C++ or other language

com.generic.ml.10062.exe gg

Q@ 2|

Is malicious
(C] HE P Internet
dropped dropped dropped dropped
C:\Users\usen\AppDatal...\p11-kit-trust.dll, PE32+ C:\Users\user\AppData\Local\.. \System.dll, PE32 C:\Users\usen\AppData\Local\...\lang-1045.dll, PE32 4 other files (none is malicious)

Tries to detect virtualization
through RDTSC time measurements.

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Securitelnfo.com.generic.ml.10062.exe

Securitelnfo.com.generic.ml.10062.exe

Dropped Files

Source

C:\Users\user\AppData\Loca\Temp\ARMOURY CRATE eGPU Product.exe
C:\Users\user\AppData\Loca\Temp\ARMOURY CRATE eGPU Product.exe
C:\Users\user\AppData\Loca\Temp\ARMOURY CRATE eGPU Product.exe
C:\Users\user\AppData\Local\Temp\MsMpLics.dll
C:\Users\user\AppData\Local\Temp\MsMpLics.dll
C:\Users\user\AppData\Local\Temp\MsMpLics.dll
C:\Users\user\AppData\Local\Temp\System.|O.FileSystem.Watcher.dll
C:\Users\user\AppData\Local\Temp\System.|O.FileSystem.Watcher.dll
C:\Users\user\AppData\Local\Temp\System.|O.FileSystem.Watcher.dll
C:\Users\user\AppData\Local\Temp\avutil-54.dll
C:\Users\user\AppData\Local\Temp\avutil-54.dll
C:\Users\user\AppData\Local\Temp\avutil-54.dll

C:\Users\user\AppData\Local\Temp\lang-1045.dll
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https://www.virustotal.com/gui/file/458597ef6835136826411179f244673d5b2702e906bedb3e470786eb455d98ce/detection/f-458597ef6835136826411179f244673d5b2702e906bedb3e470786eb455d98ce-1653499332
https://www.virustotal.com/gui/file/19ae2c74ece76f6ae7074ac31b198d6bf201dde201b5b31eaca023877241f7b9/detection/f-19ae2c74ece76f6ae7074ac31b198d6bf201dde201b5b31eaca023877241f7b9-1651277169
https://www.metadefender.com/#!/results/file/YnpJeU1EUXlPVmRDWlRBMmJVcHhRMEV3aURQQmdZd2th/regular/analysis
https://www.virustotal.com/gui/file/85c2314ecaa192d438debfab7490e047c7780eb59a115dfeb68e36bf84cfac22/detection/f-85c2314ecaa192d438debfab7490e047c7780eb59a115dfeb68e36bf84cfac22-1653454776
https://www.metadefender.com/#!/results/file/bzIxMDExMTVrekI1XzR4VkNnWXhDa24zT21m/regular/analysis
https://www.virustotal.com/gui/file/efd311b206ab942c188c3f83aebe13aef1d475cb5d822cf3b70ab162dcdc6ff7/detection/f-efd311b206ab942c188c3f83aebe13aef1d475cb5d822cf3b70ab162dcdc6ff7-1653454766
https://www.metadefender.com/#!/results/file/bzIyMDUyNTFWUldsM3RDLTZNazVkbVRfcWtP/regular/analysis
https://www.virustotal.com/gui/file/cf17bee0c9479d7aaed9d3399e79fd89ed9535175c9aeea73c54e48124d6c81a/detection/f-cf17bee0c9479d7aaed9d3399e79fd89ed9535175c9aeea73c54e48124d6c81a-1653454772
https://www.metadefender.com/#!/results/file/WlRFM01EUXdOMGd4WWxkeFVtaDZjbUZscms0aTdLRFJjUw/regular/analysis
https://www.virustotal.com/gui/file/20da8a600117a2acc6a66ad493390d1da3f8a9cc7ff13a8185ec02a0e5c93b2b/detection/f-20da8a600117a2acc6a66ad493390d1da3f8a9cc7ff13a8185ec02a0e5c93b2b-1653454768

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\lang-1045.dll 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\lang-1045.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\nspFBDC.tmp\System.dll 2% Virustotal Browse
C:\Users\user\AppData\Local\Temp\nspFBDC.tmp\System.dll 3% Metadefender Browse
C:\Users\user\AppData\Local\Temp\nspFBDC.tmp\System.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\p11-kit-trust.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Temp\p11-kit-trust.dll 0% ReversingLabs

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://subca.ocsp-certum.com05 0% URL Reputation safe
http://ocsp.thawte.com0 0% URL Reputation safe
http://subca.ocsp-certum.com02 0% URL Reputation safe
http://subca.ocsp-certum.com01 0% URL Reputation safe
http://2.56.57.22/yendexoriginwithoutfilter_rtSDhNF87.bin 2% Virustotal Browse
http://2.56.57.22/yendexoriginwithoutfilter_rtSDhNF87.bin 0% Avira URL Cloud safe

http://www.avast.comO0/ 0% URL Reputation safe

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs
Name Malicious Antivirus Detection Reputation

http://2.56.57.22/yendexoriginwithoutfilter_rtSDhNF87.bin true * 2%, Virustotal, Browse unknown
e Avira URL Cloud: safe

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http:/fcrl.certum.pl/ctsca2021.crlOo Securitelnfo.com.generic.ml.10062.exe false high
http:{/creativecommons.org/licenses/by-sa/4.0/ folder-publicshare.png.0.dr false high
http://repository.certum.pl/ctnca.cer09 Securitelnfo.com.generic.ml.10062.exe false high
http://crl.thawte.com/Thawte TimestampingCA.crl0 Securitelnfo.com.generic.ml.10062.exe, 00000000.00  false high

000002.761266919.0000000002AE3000.000000
04.00000800.00020000.00000000.sdmp, avutil-54.dIl.

0.dr
http://repository.certum.pl/ctsca2021.cer0 Securitelnfo.com.generic.ml.10062.exe false high
http://crl.certum.pl/ctnca.crlOk Securitelnfo.com.generic.ml.10062.exe false high
http://subca.ocsp-certum.com05 Securitelnfo.com.generic.ml.10062.exe false e URL Reputation: safe unknown
http://www.symauth.com/rpa00 Securitelnfo.com.generic.ml.10062.exe, 00000000.00  false high

000002.761266919.0000000002AE3000.000000
04.00000800.00020000.00000000.sdmp, avutil-54.dll.
0.dr

http://ocsp.thawte.com0 Securitelnfo.com.generic.ml.10062.exe, 00000000.00  false e URL Reputation: safe unknown
000002.761266919.0000000002AE3000.000000
04.00000800.00020000.00000000.sdmp, avutil-54.dIl.
0.dr

http://subca.ocsp-certum.com02 Securitelnfo.com.generic.ml.10062.exe false e URL Reputation: safe unknown
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https://www.metadefender.com/#!/results/file/YnpJeU1EUXdOazlMU1dWTE5qUmFUZ3M3OEJNSG40TlJy/regular/analysis
https://www.virustotal.com/gui/file/8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8/detection/f-8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8-1653509244
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOV2xNVlRaTVNFOXhhM1lMS21BRlBrX25f/regular/analysis
https://www.virustotal.com/gui/file/02528c6e3f317b8fa9010bed22383d9bf696cc3dc9b97cc7ff81a445be470fa1/detection/f-02528c6e3f317b8fa9010bed22383d9bf696cc3dc9b97cc7ff81a445be470fa1-1653454774
https://www.virustotal.com/gui/url/8a9f7e72db08076b5842260d3c2e698eb64234b6d3ebef136cb7d9eac9ed25c6/detection/u-8a9f7e72db08076b5842260d3c2e698eb64234b6d3ebef136cb7d9eac9ed25c6-1653506791
https://www.virustotal.com/gui/url/8a9f7e72db08076b5842260d3c2e698eb64234b6d3ebef136cb7d9eac9ed25c6/detection/u-8a9f7e72db08076b5842260d3c2e698eb64234b6d3ebef136cb7d9eac9ed25c6-1653506791

Name

http://www.nero.com

http://subca.ocsp-certum.com01
http://crl.certum.pl/ctnca2.crlOl
http://repository.certum.pl/ctnca2.cer09

http://www.avast.com0/

http://nsis.sf.net/NSIS_ErrorError

http://www.symauth.com/cps0(

http://www.certum.pl/CPSO

http://https://github.com/dotnet/runtime

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 25/05/202222:33:09
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

Copyright Joe Security LLC 2022

Source

Securitelnfo.com.generic.ml.10062.exe, 00000000.00
000002.761266919.0000000002AE3000.000000

04.00000800.00020000.00000000.sdmp, avutil-54.dIl.

0.dr

Securitelnfo.com.generic.ml.10062.exe
Securitelnfo.com.generic.ml.10062.exe
Securitelnfo.com.generic.ml.10062.exe

Securitelnfo.com.generic.ml.10062.exe, 00000000.00
000002.761266919.0000000002AE3000.000000
04.00000800.00020000.00000000.sdmp, lang-
1045.d11.0.dr

Securitelnfo.com.generic.ml.10062.exe

Securitelnfo.com.generic.ml.10062.exe, 00000000.00
000002.761266919.0000000002AE3000.000000

04.00000800.00020000.00000000.sdmp, avutil-54.dIl.

0.dr
Securitelnfo.com.generic.ml.10062.exe

Securitelnfo.com.generic.ml.10062.exe, 00000000.00
000002.760785382.0000000002830000.000000
04.00000800.00020000.00000000.sdmp, Syst
em.|0.FileSystem.Watcher.dll.0.dr

34.0.0 Boulder Opal

634320

2022-05-25 22:33:09 +02:00

CloudBasic

Oh 7m 36s

false

light

Malicious

false

false
false
false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

Securitelnfo.com.generic.ml.10062.6710 (renamed file extension from 6710 to exe)

default.jbs

Reputation

high

unknown
high
high

unknown

high
high

high
high

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

29

o o o o

.
3
.
.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal72.troj.evad. wWinEXE@1/14@0/0

.

.

.

.

.

.

.

.

.

.

Successful, ratio: 100%

Successful, ratio: 62.8% (good quality ratio 61.6%)
Quality average: 88.8%
Quality standard deviation: 21.5%

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time
Enable AMSI

Override analysis time to 240s for sample files taking high CPU consumption
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e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe

e Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, www.bing.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, di
splaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, time.windows.com, arc.msn.com

e Not all processes where analyzed, report is missing behavior information

e Report size getting too big, t oo many NtQueryValueKey calls found.

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\ARMOURY CRATE eGPU Product.exe v

Process: C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 1955040

Entropy (8bit):  6.826653374498559

Encrypted: false

SSDEEP: 49152:T3VWASOuUGtIg2flu6iFm7+BSGYsFoXOh5PGP1T/eacB4dPFPxat:vw+FDKXkuLPxS

MD5: 39981C2A1465413B506246DA3721D9AL

SHAL: 213C41C908F9A7C62C4D5D8079FC17188066CB3B

SHA-256: 19AE2C74ECE76F6AE7074AC31B198D6BF201DDE201B5B31EACA023877241F7B9

SHA-512: F047681FF16D7C428E39D6A705BDD290B7EA227AC8176E69B989B90297541CD2A596B71673E6DFAOACB83B201EB815E0518D52169D9FC48C6AEBF78DCB998D
D

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Reputation: low
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https://www.virustotal.com/gui/file/19ae2c74ece76f6ae7074ac31b198d6bf201dde201b5b31eaca023877241f7b9/detection/f-19ae2c74ece76f6ae7074ac31b198d6bf201dde201b5b31eaca023877241f7b9-1651277169
https://www.metadefender.com/#!/results/file/YnpJeU1EUXlPVmRDWlRBMmJVcHhRMEV3aURQQmdZd2th/regular/analysis

Preview:

1..L.IThis program cannot be run in DOS mode....$.

81k k. RK K LK bk g ke ke bk koK)
........ O e

C:\Users\user\AppData\Local\Temp\Ddsstivhed9.non

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe

data

dropped

13978

7.983903298012058

false

384:g/fHDCOQD/zKzAWhZMiZY79IBpslyK0Xqv:g/fidQTzKzBhZMw+lfslyBW
6CEA9045463D0C5D27E1A89AE139E33F
64A5497F8D154AEEF22F7CAC3F72F4D2FC5F9D62
D532BF8700F1B322DCF738AF6EF2DAB7FES328DCBAOC4ED04227AF6BA4F1A1BD

B20D641DD59247BE2E75EA0F96408949EFE40864058B3D0938E3DBFA2F8ACI60CB2F2E52E62FBE42DEC2C93EF4D9B89CF44BA31E102C3BBB7C3B726EDE77B
ACA

false
low

..8S/or.>;.K4AC...Z.r7..0Yk.A>... X\{....Q...9.2..]|.0.a.8...h.v.m.?X f.1....F&..y;..3.1../..eH.L.~...@..Fs6H..b. x....AA.q.+.j.Z|.....0.&N...9..B.s..
M %0779, (81]r6...~8..3.pIXM2.....m..9..C..Us.8. .+ .Ip+.e". x.g.....9...x.2.}.g.\.. ........0..M2.}(].=.uB. k..}..=1.BG\..2.P.a.L.V...v
d.D.jP.wD.pM. .{h.... T.....>Fy.9.K.Q...af....Fg.\...Pe..G.oR.d...a5.|. .FPTT{[";hz"....(....9..r.[F.$.A+bdz....'&TeQ.G?..7..f. O{.all?...[X?.j+.[9 ...QL}u...1/
...#..1.8P.2Q,.QYxk".2D.. C?..9...Y.z3W..h.5..L.i...m..a5.$....z..S...IB..S....F.e..>8...].6.*.-sIN&.]....s.....Lou:z..h..v.-.9.K...~.G.Qc..G."s....=U.
ti(-p.|....8..0..y.. .. QXcTL*6r.$.. &....... ). .R#.-U.hB.... ljPUNLLF0 L HIUJowML/L.......Q.3

C:\Users\user\AppData\Local\Temp\Fecundify.lnk

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe

MS Windows shortcut, Item id list present, Has Relative path, Has Working directory, ctime=Sun Dec 31 23:06:32 1600, mtime=Sun Dec 31 23:06:32 1600, atime=Sun D
ec 31 23:06:32 1600, length=0, window=hide

modified

960

3.032437182506048

false

12:8wl0YsXowAOcQ/tz+7RafgKDgIXKNPRKQ18/3NJkKAd4t2Y +xIBjK:8XLDaRMgKsKt9S9HAv7aB
01CA7DE8916567057D034EA4F9D7CF05

718CA646F335D986482BF4BOF3A4CODEC38EF5AA
BA6C443CEAC015CFEC4589BB445C52AC1DA3411BF3357FEOD55B62081B169361

1A1D64966B0B2F85BA663E37F71EB76191A703A3C07F2B827BD109BB3765416D23C9350FD1FDBASEFOB75B8F5B0E09470811148A17C6C361138ECEB7F3CD3B8
9

false

low

Leviviviiin P PLOL L4000 /CoN Pl Users.<.......... Us.ers...P.l.....user<......
Ap.p.Data...P.1......Local<..

....................................... T.e.m.p....x.2...........Unoppignorated.exe..V
x.e.l.C.:\Us.ers\jo.nes\AppDatallLo.cal\T.emp..... (.
.2.1.25.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2.................

...u.no.ppignorated.exe
1SPS.XF.L8C....&m.q........

A\U.n.o.p.p.ig.norate.d..e.
/..S.-1.-5.-2.1.-3.85.3.3.21.9.35.-

C:\Users\user\AppData\Local\Temp\MsMpLics.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

20008

6.8686823517057265

false
384:xWgEHWp1v7S+10QnqiZwtfXbMpBjn0aq8fODBRJYHCIXLRX0S:nEijw8BelPgspoS
797476E8813090CC62D574BB9B59F2DD
BDBBBFD1B3B2E8B2CCF368815DCF06247FC08C14
85C2314ECAA192D438DEBFAB7490E047C7780EB59A115DFEBGBE36BF84CFAC22
42A6AC5750DC4F8D533AD03098348732519AE27COEE002C4B5953205D5108EAE24C09BFFD587874FCB1DA422152A5B71DD778B58BFA760683C0A565B09C7F93

false
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Antivirus:

Reputation:

Preview:

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

low

MZ .L.L.IThis program cannot be run in DOS mode....$........ <.R..R..R....R.P..R.Rich..R.PE..d....+.. "
............................... =3 CNN - S
T..8..8. + $.. ..8....rdata..8...x....rdat

C:\Users\user\AppData\Local\Temp\Sognefogedernes.Run6

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe

data

dropped

85509

6.463912993297197

false
1536:5qygxpRYb3MSYnriZw4DLgn2l/G9jlJoHNAU4Nnpu:2XAcSYnpZJ22dG9j6ONAUWuU
B13B974324F63044A880BC84365A0BDO
F7DABC096172A0A09C89628D830E067CC97A8ES8
A34D0845D289E5A64498E4F6BF5A30A17C3F187FB292CCF5B1057D81D467E63D
B5B841042500D623161916CAD991A4F5561649BA14E609EF79958CAF4D7A95403190C187330330F10A1426F7ABOAFCA2B2ABEF9F1326580E57480D79408A455E
false

low

ofen T.BBC...oiiiiiiiiic <..fkfnfb.,.K".
0000000000000000000000000000000000000!. 1.0.
e

1.q.b...f..£.5.3.4..A\00000000000
fofofC #8

C:\Users\user\AppData\Local\Temp\System.l0.FileSystem.Watcher.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe

PE32+ executable (DLL) (console) x86-64 Mono/.Net assembly, for MS Windows
dropped

71280

6.498681502225803

false

1536:00suxD2ljgTCcxdulLBZIdf7Igzd/I0bWBuUMp/xj0:OMxyold9IZI7I0plObauH
BBA87C141D8F08D86033E05DAACS57D5D
1EA5B7EE9B5C418FB4B15EE91F7524F5DB0OD96D1
EFD311B206AB942C188C3F83AEBE13AEF1D475CB5D822CF3B70AB162DCDC6FF7
20581E2243E5FE63174EAB6A4424C6F3B06D5582984FBF35707C00813FF662F3232C06160A5365B14F1E7FD7D861CA1702B974B3C2D8DA5C3340D6588CA0C82C
false

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

low

.............. P..H......text ..data .
.@....reloc..p.. 4..V.S._V.ER.S.LON._ILNF.O D..VarF.
ilelnfo...$..Translatio.n.....T..StringF.ilelnfo..0...0.0.0.0.0.4.b.0...d..Comm.e.nts..L.ntern.al .implementation. .packag.e. .not..

m.e.a.n.t. .for. .dire.ct .co.nsump.tio.n.. .Pleas.e. .do..not refere.

C:\Users\user\AppData\Local\Temp\Undergangsstemningen.ini

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe

ASCII text, with CRLF line terminators

dropped

34

4.256149238118269

false

3:TFXV4ovxEun:Plvbn

CEA246A40ED9AG8F27EEC9458A18DEEF
3E210EBBD8F29926A51BA1074FAD9A22D53659D2
2F37518683B8AA7TE7C81BOF07A42B2A2692CA32FE4ADEEB6618470A5EB245B2EC
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https://www.virustotal.com/gui/file/85c2314ecaa192d438debfab7490e047c7780eb59a115dfeb68e36bf84cfac22/detection/f-85c2314ecaa192d438debfab7490e047c7780eb59a115dfeb68e36bf84cfac22-1653454776
https://www.metadefender.com/#!/results/file/bzIxMDExMTVrekI1XzR4VkNnWXhDa24zT21m/regular/analysis
https://www.virustotal.com/gui/file/efd311b206ab942c188c3f83aebe13aef1d475cb5d822cf3b70ab162dcdc6ff7/detection/f-efd311b206ab942c188c3f83aebe13aef1d475cb5d822cf3b70ab162dcdc6ff7-1653454766
https://www.metadefender.com/#!/results/file/bzIyMDUyNTFWUldsM3RDLTZNazVkbVRfcWtP/regular/analysis

SHA-512: DD12CD2ECC855C0089E641986318FAF183E48798D5EE6F55BADF652186B8177D719FC2E631EF5C6353290827E96ADB59A715E3B82E956908D15012F01A91F9AL

Malicious: false
Reputation: low
Preview: [Fortovsretter]..Tagged=SNIPPENS..

C:\Users\user\AppData\Local\Temp\avutil-54.dll v

Process: C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 714072

Entropy (8bit):  6.248486521119856

Encrypted: false

SSDEEP: 12288:1nBVHwWAOeljodibc TTMIVNQdqu8JbHfySBpHdIChBA:FBVIVNQoL1

MDS5: 19ED470A232B01BB34B7F85288B017F0

SHAL: 4AE08D71FB45055FCCB0D86174150082A39881F1

SHA-256: CF17BEE0C9479D7AAEDI9D3399E79FD89ED9535175CIAEEA73C54E48124D6C81A

SHA-512: 5EBC96C5B13A0D79C0C149C59E30AFC28AECCOFBA543A018551A1F83CEE0111EABAED8400B92694739A3734BDE64F23334BBEAEE28AACBC99358CCA075C8:
682

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview:  MZ.iiee@ 1..L.IThis program cannot be run in DOS mode....$........ L,/B-B|B-B|B-B|..|G-B]|..|k-B|..|.-B|..|.-B|B-C|(-B|.Z.|G-B|B-B|A-

LBl Loocoooo Thoooths d @

C:\Users\user\AppData\Local\Temp\folder-publicshare.png

Process: C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe
File Type: PNG image data, 16 x 16, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 585

Entropy (8bit):  6.901794968845596

Encrypted: false

SSDEEP: 12:6v/7X0Z7HBWN1+swFIzRqwnN14BZIEcFCF2BoCaTxT4:COBqQEWqQ8YGCgBoCaT14

MD5: 1D98E1B2D84D7B9D0927F6B651EDE827

SHA1L: A1F77FF7EC77865AEF6A4C1B64CC4E3C492090A5

SHA-256: A9109F45EFD9920700AAF489167AE647FBOBF88CE12AAF69502AD6D1505CB7B3

SHA-512: A13756009BC37481EBA3B8523EC0458A43459E34F8A81CFC924E20F9B7A68936DF4B321376B5C4DFE464E5AE403876EBB3CE96EE394C7BF1B46094CE9BC2E9:
8

Malicious: false

Preview: PNG........ IHDR............. (-.S...sBIT....O....pHYs.......... +.....tEXtSoftware.www.inkscape.org..<....tEXtTitle. Adwaita Folder Icons.._.....tEXtAuthor.Lapo Calamandrei..*..
.RtEXtCopyright.CC Attribution-ShareAlike http://creativecommons.org/licenses/by-sa/4.0/.Th....~PLTE

..................... I..tRNS.@NS...............{IDATWU....0. #....9.1B...A})..SV......."....q..n.W..g..U4X x~..#S..d)...D.-W.[Ad.ea..nf /... .| . W.}.e<.\.....~.%... |IEND.B .

C:\Users\user\AppData\Local\Temp\krista.ini

Process: C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 40

Entropy (8bit):  4.853055907333276

Encrypted: false

SSDEEP: 3:rgh2mJUKMJjwD:ralaJjl

MD5: 6EA2EDF492D8337635DDCD02048BFA32

SHAL: 3F86F5C6398972128ABD8822B5BD1BFE446C6517

SHA-256: 35E1C059B4E54107456E898FBED2CFA59289F9272495014B4396C8ED427EBC95

SHA-512: 56EC3DBDA7B837E26520F90E4D336FDB95D0789BESA15E034526ED4553683E93F9C116FC57BCAC2C37DAEAS516AFAC48CEE39F5BA6363415A4DA68806E1F6B)
F9

Malicious: false

Preview: [ARBEJDSKLIMA]..Sporangia57=SPOTTEFUGL..
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https://www.virustotal.com/gui/file/cf17bee0c9479d7aaed9d3399e79fd89ed9535175c9aeea73c54e48124d6c81a/detection/f-cf17bee0c9479d7aaed9d3399e79fd89ed9535175c9aeea73c54e48124d6c81a-1653454772
https://www.metadefender.com/#!/results/file/WlRFM01EUXdOMGd4WWxkeFVtaDZjbUZscms0aTdLRFJjUw/regular/analysis

C:\Users\user\AppData\Local\Temp\lang-1045.dll v

Process: C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 174600

Entropy (8bit):  3.9275478025543364

Encrypted: false

SSDEEP: 1536:1koZp1DEqOBdglkr6myEGXRC5bWgiViQFpETgevYNBVe/d:qoZHg+4UXRC5b0VIQFpNQd

MD5: E10F0042COEE3B2DE59BEC61D3811C6A

SHAL: OF75AEEE0338D2E563FD146847E21187C68FD75F

SHA-256: 20DA8A600117A2ACC6A66AD493390D1DA3F8AICCT7FF13A8185EC02A0ESCI3B2B

SHA-512: BA174D089A52135E9CEE8704749D9C44CAEC361C34E09C26CCFB4A34EB69590FCA77250E17B1ED68506B4COEC958A2B17DED25741177D77CA68D05CDB1ED2
BC

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview: MZ....

C:\Users\user\AppData\Local\Temp\multimedia-volume-control-symbolic.symbolic.png

Process: C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 225

Entropy (8bit):  6.661593260259915

Encrypted: false

SSDEEP: 3:yionv//thPI9vt3IAnsrtxBIIE+UwHNdZxx3hYB84wXKYAlk9dOLPoBHINHbEezI:6v/IhPysHUunYBcXKYA59dPFXRbZofp

MD5: E91514290CFC6F38580278374D3C6BOF

SHA1L: 068CB1200349717E8D2EE64475F480C850A85099

SHA-256: ODE516FC5D5A233BC240F055C70B004160CE4FA2364C93CC12D7D1A60C23420D

SHA-512: A6C1523D984857924FDDEFD48741B6FB552CAC220D53619F3E572799DACCOEE06B1FBF75D9CDC127BB685BADB4933FFD4F4923E341492307C55BE4C196510C
7

Malicious: false

Preview: PNG......IHDR................ a...sBIT...|.d....IDAT8...2..A..0..V..D.t..8..Y.n...V.$......[.e..of.g.pm.pF(..,.0q8.xb.....~...$]....y.".(..7.-.._...0..eUS.c..Y..}.].p..M..

..g==B"...IEND.B".

C:\Users\user\AppData\Local\Temp\nspFBDC.tmp\System.dll v

Process: C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 12288

Entropy (8bit):  5.814115788739565

Encrypted: false

SSDEEP: 192:Zjvco0gWTIt70m5Aj/IQOsEWD/wtYbBHFNaDybC7y+XBz0QPi:FHQIt70mij/IQRv/9VMjzr

MD5: CFF85C549D536F651D4FB8387F1976F2

SHAL: D41CE3A5FF609DF9CF5C7E207D3B59BF8A48530E

SHA-256: 8DC562CDA7217A3A52DB898243DE3E2ED68B80E62DDCB8619545EDOB4E7F65A8

SHA-512: 531D6328DAF3B86D85556016D299798FA06FEFC81604185108A342D000E203094C8C12226A12BD6E1F89BODB501FB66F827B610D460B933BD4ABI36AC2FD8A8E
Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 2%, Browse

e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview:

..L.IThis program cannot be run in DOS mode....$.

@ Peeiienns @
Crdata..c...@

..qr*.5.0.5.0.5.D...J.2.D.5.E.!.D.....2.D.a0t.1.D.V1n.4.D..3@.4.
(G R N———————— e @..X.

C:\Users\user\AppData\Local\Temp\p11-kit-trust.dll v
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https://www.virustotal.com/gui/file/20da8a600117a2acc6a66ad493390d1da3f8a9cc7ff13a8185ec02a0e5c93b2b/detection/f-20da8a600117a2acc6a66ad493390d1da3f8a9cc7ff13a8185ec02a0e5c93b2b-1653454768
https://www.metadefender.com/#!/results/file/YnpJeU1EUXdOazlMU1dWTE5qUmFUZ3M3OEJNSG40TlJy/regular/analysis
https://www.virustotal.com/gui/file/8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8/detection/f-8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8-1653509244
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOV2xNVlRaTVNFOXhhM1lMS21BRlBrX25f/regular/analysis

Process: C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe

File Type: PE32+ executable (DLL) (console) x86-64 (stripped to external PDB), for MS Windows
Category: dropped
Size (bytes): 243209

Entropy (8bit):  5.969458574226536

Encrypted: false

SSDEEP: 6144:RPVByzfb1YfMq48FKMqCQQU7k1TAH100bTrEPVQVHk8hep:RPKqUjHM/PvQvHk8hep

MDS5: 2510EF915FD96CB0OC5D947BA98CB751D

SHAL: AE10088DD6EC5BD0607FD5848A746AE57DCDC20E

SHA-256: 02528C6E3F317B8FA9010BED22383D9BF696CC3DCIBI7CC7FF81A445BE470FAL

SHA-512: ACA3ED02461EBOD70EF7BF5A74F1E9C7D20446349A02485A49BE3530F9C7CCEEE8F74A412FA8FDI002A815762F240C3C89AEACCI7FF84130BE428F8CIED73E
05

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Preview:
..@..@.pdata..p....p....
.@...CRT...X..
Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Entropy (8bit):  7.9195774738294356

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: Securitelnfo.com.generic.ml.10062.exe
File size: 1447056
MD5: 95050ale0c7d4c57f62e26967b3bO0bfd
SHAL: baa57d1bf6d8a41ba89c6d09bfc4ec2bc986830¢
SHA256: 458597ef6835136826411179f244673d5b2702e906bedb3e470786eb455d98ce
SHAS512: a659747a264aa16304d2d246faa277c415011ffd9c7376ac641a1193dc48c9efbbab745d9874a8aae8c4d53f050d32a2973633aab07618a2977e8502¢4773549
SSDEEP: 24576:4Y9Mbnf2fKIdodBzdf1JINVwWY FsTtflc4DIQCXzDt+Y901/euTLXwwUBg/:p9Mbnf8yeBzzJJe7FXzDtrOPfwvq/
TLSH: 8C65234D7B38D42BD1477B323D66CA3AADB4DAG03565D75F728993EAOAE3305CD22230
File Content .@ 1..L.IThis program cannot be run in DOS
Preview: 1...Pf.Pf.Pf.*_9..Pf.Pg.LPf.*_;..Pf.sV..Pf.V ..Pf.Rich.Pf..
File lcon
Icon Hash: 38f8cecadad4cca2
Static PE Info
General
Entrypoint: 0x403640
Entrypoint Section: text
Digitally signed: true
Imagebase: 0x400000
Subsystem: windows gui
Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x614F9B1F [Sat Sep 25 21:56:47 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:

OS Version Major: 4
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https://www.virustotal.com/gui/file/02528c6e3f317b8fa9010bed22383d9bf696cc3dc9b97cc7ff81a445be470fa1/detection/f-02528c6e3f317b8fa9010bed22383d9bf696cc3dc9b97cc7ff81a445be470fa1-1653454774

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 61259b55h8912888e90f516ca08dc514

Authenticode Signature

Signature Valid: false

Signature Issuer: CN=&#34;Brechernesé6 originalbillederne Brazing Jagtdistrikter3 &#34;, O=Gennemloebe, L=Saint-Fr&#195;&#169;zal-d'Albuges, S=Occitanie, C=FR

Signature Validation Error: A certificate chain processed, but terminated in a root certificate which is not trusted by the trust provider

Error Number: -2146762487

Not Before, Not After e 5/25/2022 6:12:28 PM 5/25/2023 6:12:28 PM

Subject Chain o CN=&#34;Brechernes6 originalbillederne Brazing Jagtdistrikter3 &#34;, O=Gennemloebe, L=Saint-Fr&#195;&#169;zal-d'Albuges, S=Occitanie,
C=FR

Version: 3

Thumbprint MD5: 8E7DC2F9F1AD6C2CDA6D266EDBD6ABFD

Thumbprint SHA-1: E691195416A055DD79B76CC251E1145D615EB842

Thumbprint SHA-256: F9208891F5FE35BC2ACD0351EC70F6955E51D254E0E594A885A216DFBEAFB35E

Serial: 3583CC204911C9D6

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

sub esp, 000003F4h

push ebx

push esi

push edi

push 00000020h

pop edi

xor ebx, ebx

push 00008001h

mov dword ptr [ebp-14h], ebx

mov dword ptr [ebp-04h], 0040A230h
mov dword ptr [ebp-10h], ebx

call dword ptr [004080C8h]

mov esi, dword ptr [004080CCh]

lea eax, dword ptr [ebp-00000140h]
push eax

mov dword ptr [ebp-0000012Ch], ebx
mov dword ptr [ebp-2Ch], ebx

mov dword ptr [ebp-28h], ebx

mov dword ptr [ebp-00000140h], 0000011Ch
call esi

test eax, eax

jne 00007F07E04849DAh

lea eax, dword ptr [ebp-00000140h]
mov dword ptr [ebp-00000140h], 00000114h
push eax

call esi

mov ax, word ptr [ebp-0000012Ch]
mov ecx, dword ptr [ebp-00000112h]
sub ax, 00000053h

add ecx, FFFFFFDOh

neg ax

shb eax, eax

mov byte ptr [ebp-26h], 00000004h
not eax

and eax, ecx

Copyright Joe Security LLC 2022 Page 16 of 27



Instruction

mov word ptr [ebp-2Ch], ax

cmp dword ptr [ebp-0000013Ch], OAh
jnc 00007F07E04849AAh

and word ptr [ebp-00000132h], 0000h
mov eax, dword ptr [ebp-00000134h]
movzx ecx, byte ptr [ebp-00000138h]
mov dword ptr [0042A318h], eax

Xor eax, eax

mov ah, byte ptr [ebp-0000013Ch]
movzx eax, ax

or eax, ecx

XOr ecX, ecx

mov ch, byte ptr [ebp-2Ch]

movzx ecx, cx

shl eax, 10h

or eax, ecx

Rich Headers

Programming Language:

Data Directories

o [EXP] VC++ 6.0 SP5 build 8804

Name Virtual Address Virtual Size
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0x8504 0xa0
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x5b000 0x22d68
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x15f580 0x1f10
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x8000 0x2b0
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy

text 0x1000 0x6676 0x6800 False 0.656813401442 data 6.41745998719
.rdata 0x8000 0x139a 0x1400 False 0.4498046875 data 5.14106681717
.data 0xa000 0x20378 0x600 False 0.509765625 data 4.11058212765
.ndata 0x2b000 0x30000 0x0 False 0 empty 0.0

.rsrc 0x5b000 0x22d68 0x22e00 False 0.596998207885 data 6.16097805989
Resources

Name RVA Size Type Language
RT_ICON 0x5b2f8 0x10828 dBase IV DBT, blocks size 0, block length 2048, English

Copyright Joe Security LLC 2022

next free block index 40, next free block 0, next
used block 0

Is in Section

.rdata

.rsrc

rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

Country

United States
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Name RVA Size Type Language Country
RT_ICON 0x6bb20 Oxd4b1 PNG image data, 256 x 256, 8-bit/color RGBA, non- English United States
interlaced

RT_ICON 0x78fd8 0x25a8 data English United States

RT_ICON 0x7b580 0x10a8 data English United States

RT_ICON 0x7c628 0x988 data English United States

RT_ICON 0x7cfb0 0x468 GLS_BINARY_LSB_FIRST English United States

RT_DIALOG 0x7d418 0x100 data English United States

RT_DIALOG 0x7d518 Ox1lilc data English United States

RT_DIALOG 0x7d638 Oxc4 data English United States

RT_DIALOG 0x7d700 0x60 data English United States

RT_GROUP_ICON 0x7d760 Ox5a data English United States

RT_VERSION 0x7d7c0 0x264 data English United States

RT_MANIFEST 0x7da28 0x33e XML 1.0 document, ASCII text, with very long lines, English United States

with no line terminators

Imports

DLL Import

ADVAPI32.dlIl RegCreateKeyExW, RegEnumKeyW, RegQueryValueExW, RegSetValueExW, RegCloseKey, RegDeleteValueW,
RegDeleteKeyW, AdjustTokenPrivileges, LookupPrivilegeValueW, OpenProcessToken, SetFileSecurityW,
RegOpenKeyExW, RegEnumValueW

SHELL32.dll SHGetSpecialFolderLocation, SHFileOperationW, SHBrowseForFolderW, SHGetPathFromIDListW,
ShellExecuteExW, SHGetFileInfoW

ole32.dll Olelnitialize, OleUninitialize, CoCreatelnstance, lIDFromString, CoTaskMemFree

COMCTL32.dll ImagelList_Create, ImagelList_Destroy, ImageList_ AddMasked

USER32.dll GetClientRect, EndPaint, DrawTextW, IsWindowEnabled, DispatchMessageW, wsprintfA, CharNextA, CharPrevWw,
MessageBoxIndirectW, GetDlgltemTextW, SetDIgltemTextW, GetSystemMetrics, FillRect, AppendMenuW,
TrackPopupMenu, OpenClipboard, SetClipboardData, CloseClipboard, IsWindowVisible, CallWindowProcW,
GetMessagePos, CheckDlgButton, LoadCursorW, SetCursor, GetSysColor, SetWindowPos, GetWindowLongW,
PeekMessageW, SetClassLongW, GetSystemMenu, EnableMenultem, GetWindowRect, ScreenToClient, EndDialog,
RegisterClassW, SystemParametersinfoW, CreateWindowExW, GetClassInfow, DialogBoxParamW, CharNextW,
ExitWindowsEx, DestroyWindow, CreateDialogParamW, SetTimer, SetWindowTextW, PostQuitMessage,
SetForegroundWindow, ShowWindow, wsprintfW, SendMessageTimeoutW, FindWindowExW, IsWindow,
GetDlgltem, SetWindowLongW, LoadimageW, GetDC, ReleaseDC, EnableWindow, InvalidateRect, SendMessageW,
DefWindowProcW, BeginPaint, EmptyClipboard, CreatePopupMenu

GDI32.dll SetBkMode, SetBkColor, GetDeviceCaps, CreateFontindirectW, CreateBrushindirect, DeleteObject, SetTextColor,
SelectObject

KERNEL32.dll GetExitCodeProcess, WaitForSingleObject, GetModuleHandleA, GetProcAddress, GetSystemDirectoryW, IstrcatW,
Sleep, IstrcpyA, WriteFile, GetTempFileNameW, IstrcmpiA, RemoveDirectoryW, CreateProcessW, CreateDirectoryW,
GetlLastError, CreateThread, GlobalLock, GlobalUnlock, GetDiskFreeSpaceW, WideCharToMultiByte, IstrcpynW,
IstrlenW, SetErrorMode, GetVersionExW, GetCommandLineW, GetTempPathW, GetWindowsDirectoryW,
SetEnvironmentVariableW, CopyFileW, ExitProcess, GetCurrentProcess, GetModuleFileNameW, GetFileSize,
CreateFileW, GetTickCount, MulDiv, SetFileAttributesW, GetFileAttributesW, SetCurrentDirectoryW, MoveFileW,
GetFullPathNameW, GetShortPathNameW, SearchPathW, CompareFileTime, SetFileTime, CloseHandle, IstrcmpiW,
IstrempW, ExpandEnvironmentStringsW, GlobalFree, GlobalAlloc, GetModuleHandleW, LoadLibraryExW,
MoveFileExW, FreeLibrary, WritePrivateProfileStringW, GetPrivateProfileStringW, IstrlenA, MultiByteToWideChar,
ReadFile, SetFilePointer, FindClose, FindNextFileW, FindFirstFilew, DeleteFileW

Version Infos

Description Data

LegalCopyright Myotoniasgrupp96

FileVersion 0.2.16

CompanyName PARACHROMELI

LegalTrademarks brnesa

Comments ansp

ProductName tomtersselv

FileDescription Polstrende

Translation 0x0409 0x04b0

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Copyright Joe Security LLC 2022
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Network Behavior

@ No network behavior found

Statistics

@ No statistics

System Behavior

Analysis Process: Securitelnfo.com.generic.ml.10062.exe PID: 6288, Parent PID: 5868

General

Target ID: 0

Start time: 22:34:11

Start date: 25/05/2022

Path: C:\Users\user\Desktop\SecuriteInfo.com.generic.ml.10062.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe"

Imagebase: 0x400000

File size: 1447056 bytes

MD5 hash: 95050A1E0C7D4C57F62E26967B3BOBFD

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:

00000000.00000002.761431234.0000000003170000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ read data or list  device directory file | object name collision 1 405C22 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\nstEC39.tmp read attributes | device synchronousio  success or wait 1 4061C6 GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Temp\nseEC79.tmp read attributes | device synchronous io  success or wait 1 4061C6 GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users read data or list ~ device directory file | object name collision 1 405C22 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list ~ device directory file | object name collision 1 405C22 CreateDirect
directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Te
mp\Sognefogedernes.Run6é

C:\Users\user\AppData\Local\Temp\ARMOURY CRATE

eGPU Product.exe

C:\Users\user\AppData\Local\Temp\Ddsstivhed9.non

C:\Users\user\AppData\Local\Temp\MsMplLics.dll

C:\Users\user\AppData\Local\Te

mp\System.|O.FileSystem.Watcher.dll

C:\Users\user\AppData\Local\Temp\avutil-54.dll

C:\Users\user\AppData\Local\Temp\folder-publicshare.png

C:\Users\user\AppData\Local\Temp\lang-1045.dll

C:\Users\user\AppData\Local\Temp\multimedia-volume-

control-symbolic.symbolic.png

C:\Users\user\AppData\Local\Temp\p11-kit-trust.dll

C:\Users\user\AppData\Local\Temp\nsaFB7E.tmp

C:\Users\user\AppData\Local\Temp\nspFBDC.tmp

C:\Users

C:\Users\user

C:\Users\user\AppData

C:\Users\user\AppData\Local

Copyright Joe Security LLC 2022

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read

read attributes |
synchronize |
generic read

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object name collision

object name collision

object name collision

object name collision

Count Source Address

1 405C22
1 405C22
1 405C22
1 406184
1 406184
1 406184
1 406184
1 406184
1 406184
1 406184
1 406184
1 406184
1 406184
1 4061C6
1 4061C6
1 405C22
1 405C22
1 405C22
1 405C22

Symbol

CreateDirect
oryw

CreateDirect
oryw

CreateDirect
oryw

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFilew

CreateFileW

GetTempFile

NameW

GetTempFile
NameW

CreateDirect
oryw

CreateDirect
oryWw

CreateDirect
oryWw

CreateDirect
oryw
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Completion

object name collision

t

success or wait

t

success or wait

object name collision

Completion

success or wait

success or wait

Completion
success or wait

success or wait

File Path Access Attributes Options
C:\Users\user\AppData\Local\Temp read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\nspFBDC.tmp read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io
mp\nspFBDC.tmp\System.dIl synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io
mp\nspFBDC.tmp\System.dIl synchronize | non alert | non
generic write directory file
File Deleted
File Path
C:\Users\user\AppData\Local\Temp\nstEC39.tmp
C:\Users\user\AppData\Local\Temp\nspFBDC.tmp
File Written
File Path Offset Length Value Ascii
unknown 0 32768 75 6e 6b 6e 6f 77 6e unknown
unknown 44810 24250 75 6e 6b 6e 6f 77 6e unknown
C:\Users\user\AppData\Local\Te 0 16384 fd fd fd fd 66 Of 65 fd fd fd fe7B8C<fkfnfb,K"%PO@!

mp\Sognefogedernes.Run6

Copyright Joe Security LLC 2022

fd fd Of fd fd fd 37 fd 42
38 43 fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd 3c fd Of fd fd 66 Of
6b fd 66 Of 6e fd 66 Of 62
fd fd 2c 1f fd 4b 22 fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd Of fd fd fd fd fd fd fd
25 fd 50 4f 40 fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd 21
fd Of 71 fd 62 Of fd fd 66
0f fd fd 66 Of 73 fd 33 fd
34 16 fd 2e 5c 4f 4f 4f 4f
Af Af Af Af Af Af Af Af 4f 4f
Af Af Af Af Af Af Af Af 4f 4f
Af 4f Af Af Af Af Af 4Af 4f 4f
Af Af Af Af Af Af Af Af 4f 4f
4f

gbffs34.\
0000000000000
0000000000000
00
0000000000000
O

success or wait

Count Source Address

1 405C22
1 405BE2
1 406184
486 406184

Count Source Address

1 403988
1 405DA3

Count Source Address

2 406224
146 406224
6 406224

Symbol

CreateDirect
oryw

CreateDirect
oryw

CreateFileW

CreateFileW

Symbol
DeleteFilewW

DeleteFileW

Symbol
WriteFile
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\ARMOURY CRATE eGPU
Product.exe

C:\Users\user\AppData\Local\Te
mp\Ddsstivhed9.non

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

16384

13978

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 18 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 1c
fd 38 fd 7d fd 6b fd 7d fd
6b fd 7d fd 6b fd 05 52 6b
fd 7d fd 6b fd 15 fd 6a fd
7d fd 6b fd 15 fd 6a fd 7d
fd 6b fd 15 fd 6a fd 7d fd
6b fd 15 fd 6a fd 7d fd 6b
fd 1f fd 6a fd 7d fd 6b fd
1f fd 6a fd 7d fd 6b fd 7d
fd 6b fd 7c fd 6b fd 7d fd
6b fd 7d fd 6b 67 14 fd 6a
33 7c fd 6b 66 14 fd 6a fd
7d fd 6b 66 14 3e 6b fd
7d fd 6b fd 7d 56 6b fd 7d
fd 6b 66 14 fd 6a fd 7d fd

44 fd 38 53 2f 6f 72 09 3e
3b a9 4b 34 43 fd fd Oa
5a 11 72 37 09 fd 30 59
6b fd 41 fd 3e 09 fd fd 11
58 5¢ fd 7b fd fd fd fd 51
fd fd 2e 39 fd 32 fd 00 4a
7c 00 30 fd 61 fd 38 fd fd
1f 68 fd 76 fd 6d Oe 3f 58
0d 66 01 31 fd fd Oa fd 46
26 fd fd 79 3b fd fd 33 fd
31 18 fd 2f 2e fd 65 48 fd
4c 15 7e fd 18 fd 40 fd 7d
46 73 36 48 07 fd 62 00
fd 78 fd e6 1a fd 41 41 fd
71 fd 2b fd 6a fd 7a 7c fd
fd fd 1c fd 67 fd 26 6e fd
fd fd 39 15 fd 42 fd 73 fd
fd fd fd 00 14 fd fd fd 49
fd fd fd 09 7f fd 52 09 fd
fd 6d fd 2a 31 05 1d fd 66
3f fd fd fd 07 fd fd fd fd 57
fd fd fd 20 fd fd 7e 7d Of
5f fd fd 4d fd 72 Oa fd fd
fd fd 7d 7d 3a ed fd Of Ob
12 1f 06 25 fd 37 fd fd fd
37 fd fd 03 fd 39 fd fd fd
fd fd fd fd fd fd 28 fd 24
11 7c

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$8}Kk}IKIkRK}Kjtk
Ik Kk Hegj 3|k
JKE>KIKIVKIK}

8S/or>;K4CZr70YkA>X\
{Q.92J|0a8hvm?
Xf1F&y;31/.eHL~@Fs6H
bxAAq+
jz|g&n9BsIRm*1f?W
~}_Mr}}:%779($|

Count Source Address

Symbol

WriteFile

WriteFile

Page 22 of 27



File Path

C:\Users\user\AppData\Local\Te
mp\MsMpLics.dll

C:\Users\user\AppData\Local\Te
mp\System.|O.FileSystem.Watcher.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

16384

16384

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 3¢
5 fd 52 fd fd fd 52 fd fd fd
52 fd 2b fd fd fd fd 52 fd
2b 50 fd fd fd 52 fd 52 69
63 68 fd fd 52 fd 50 45 00
00 64 fd 02 00 fd 2b fd fd
00 00 00 00 00 00 00 00
fd 00 22 20 Ob 02 Oe 0Od
00 00 00 00 00 10 00 00
00 00 00 00 00 00 00 00
00 10 00 00 00 00 00 fd
01 00 00 00 00 10 00 00
00 02 00 00 0a 00 00 00
0a 00 00 00 06 00 03 00
00 00 00 00 00 30 00 00
00 02 00

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 64 fd 03 00 fd 5c fd
fd 00 00 00 00 00 00 00
00 fd 00 22 20 Ob 02 Ob
00 00 fd 00 00 00 14 00
00 00 00 00 00 00 00 00
00 00 10 00 00 00 00 00
fd 01 00 00 00 00 10 00
00 00 02 00 00 04 00 00
00 00 00 00 00 04 00 00
00 00 00 00 00 00 20 01
00 00 02 00 00 57 fd 01
00 03 00 60 fd 00 00 40
00 00 00 00 00 00 40 00
00 00 00 00 00 00 00 10
00 00 00 00 00 00 20 00
00 00 00 00

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$<RRRRPRRichR
PEd+" 0

MZ@!L!This program
cannot be run in DOS
mode.$PEd\" W' @@

Count Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\avutil-54.dlI

C:\Users\user\AppData\Local\Te
mp\folder-publicshare.png
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Offset

0

0

Length Value

16384

585

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 06 4c
2c 2f422d 42 7c 42 2d
42 7c 42 2d 42 7c 0d fd
7c472d427cfdfd 7c
6b 2d 42 7c fd fd 7c 03
2d 42 7c fd fd 7c fd 2d 42
7c 42 2d 43 7c 28 2d 42
7cfd 5a fd 7c 47 2d 42
7c422d427c 41 2d 42
7c618c7c032d427c
24c87c432d427c 24
ce 7¢ 43 2d 42 7c¢ 52 69
63 68 42 2d 42 7c 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 50 45
00 00 4c 01 05

fd 50 4e 47 0d Oa 1a Oa
00 00 00 Od 49 48 44 52
00 00 00 10 00 00 00 10
08 03 00 00 00 28 2d Of
53 00 00 00 03 73 42 49
54 08 08 08 fd fd 4f fd 00
00 00 09 70 48 59 73 00
00 Oe fd 00 00 Oe fd 01 fd
2b Oe 1b 00 00 00 19 74
45 58 74 53 6f 66 74 77
6172650077 77 77 2e
69 6e 6b 73 63 61 70 65
2e 6f 72 67 fd fd 3c 1a 00
0000 1a 74 45 58 74 54
69 74 6¢ 65 00 41 64 77
61 69 74 61 20 46 6f 6¢
64 65 72 20 49 63 6f 6e
73 fd 07 5f fd 00 00 00 17
74 4558 74 41 75 74 68
6f 72 00 4c 61 70 6f 20
43 61 6¢ 61 6d 61 6e 64
72 65 69 d1 1a 2a 00 00
00 52 74 45 58 74 43 6f
7079 72 69 67 68 74 00
4343204174747269
62 75 74 69 6f 6e 2d 53
68 61 72 65 41 6¢ 69 6b
65 20 68 74 74 70 3a 2f
2f 6372 65 61 74 69 76
65 63 6f 6d 6d 6f 6e 73
2e 6f 72 67 2f 6¢ 69 63
65 6e

Ascii Completion Count Source Address

MZ@!L!This program success or wait 44 406224
cannot be run in DOS

mode.$L,/B-B|B-B|B-B

||G-BIk-B|-B||-B[B-C|(-

B|Z|G-B|B-B|A-B|al-

B|$|C-B|$|C-B|RichB-

B|PEL

PNGIHDR(- success or wait 1 406224
SsBITOpHYs+EXtSoftw

a

rewww.inkscape.org<tEX

tTitleAdwaita Folder

Icons_tEXtAuthorLapo

Calamandrei*RtEXtCopyr

ightCC Attribution-

ShareAlike http

:/lcreativecommons.org/li

cen

Symbol

WriteFile

WriteFile

Page 24 of 27



File Path

C:\Users\user\AppData\Local\Te
mp\lang-1045.dll

C:\Users\user\AppData\Local\Te
mp\multimedia-volume-control-s
ymbolic.symbolic.png
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Offset

0

0

Length Value

16384

225

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd fd
3c fd fd fd 52 fd fd fd 52 fd
fd fd 52 fd 40 fd fd fd 52
fd 40 fd 50 fd fd fd 52 fd
52 69 63 68 fd fd 52 fd 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 50
45 00 00 4c 01 02 00 Oe
5¢ 29 62 00 00 00 00 00
00 00 00 fd 00 02 21 Ob
01 Oe 00 00 00 00 00 00
fd 02 00 00 00 00 00 00
00 00 00 00 10 00 00 00
10 00 00 00 00 00 10 00
10 00 00 00 02 00 00 06
00 00 00 00 00 00

fd 50 4e 47 0d Oa 1a Oa
00 00 00 Od 49 48 44 52
00 00 00 10 00 00 00 10
08 06 00 00 00 1f fd fd 61
00 00 00 04 73 42 49 54
08 08 08 08 7c 08 64 fd
00 00 00 fd 49 44 41 54
38 fd fd fd 3f Oe 01 41 1c
fd fd 4f fd fd fd 56 1a fd
44 fd 74 04 17 fd 38 fd fd
59 fd 6e fd 12 fd fd 56 fd
24 fd fd 0d fd fd fd fd Od
2f fd fd 65 fd fd fd 6f 66 fd
67 0d 70 6d 1b fd 70 46
28 fd 07 2c fd fd 4f 71 38
05 78 62 fd Oa fd fd fd fd
70 fd 7e fd 06 fd fd 24 fd
5d 1b fd Od fd fd fd 79 fd
fd 22 fd 28 fd fd 37 fd 2d
fd fd 5f fd 1a fd fd 30 fd fd
fd 65 55 53 fd 63 01 fd 59
fd fd fd fd 7d 1c 4a 00 fd
70 fd 1e fd 4d fd 7f fd 17
fd 71 3d fd 3d 0d 42 60
00 00 00 00 49 45 4e 44
fd 42 60 fd

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$<RRR@R@PRRi
chRPEL\)b!

PNGIHDRasBIT|dIDAT8? success or wait

AOVDt8YnV$
leofgpmpF(,0q8xb~$]y"
(7-_0eUSc
Y}JpMg==B'IENDB"

Count Source Address

Symbol

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 0 16384 4d 5afd 0003000000 MZ@!L!This program success or wait 15 406224 WriteFile
mp\pl1-kit-trust.dil 04 00 00 00 fd fd 00 00 fd = cannot be run in DOS

00 00 00 00 00 00 00 40 = mode.$PEd&"%PCO"
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 64 fd Ob 00 00 00
00 00 00 fd 03 00 7f 00
00 00 fd 00 26 22 Ob 02
02 25 00 0a 02 00 00 fd
03 00 00 12 00 00 50 13
00 00 00 10 00 00 00 00
43 09 03 00 00 00 00 10
00 00 00 02 00 00 04 00
00 00 00 00 00 00 05 00
02 00 00 00 00 00 00 30
04 00 00 04 00 00 fd 16
04 00 03 00 60 01 00 00
20 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
10 00 00 00 00 00 00 10

00 00 00 00 00
C:\Users\user\AppData\Local\Te 0 12288 4d 5afd 0003000000 MZ@!L!This program success or wait 1 406224 WriteFile
mp\nspFBDC.tmp\System.dll 04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40  mode.$qr*5D5D5DJ2D5E
00 00 00 00 00 00 00 00  !D2Dalt1DV1in4D3@4DR
00 00 00 00 00 00 00 00  ichSDPELOa.!"*
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd

01 4c fd 21 54 68 69 73

207072 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00

00 00 00 00 00 00 71 72

2afd 3513 44 fd 35 13

44 fd 35 13 44 fd fd Of 4a

fd 32 13 44 fd 35 13 45 fd

2113 44 fd fd 1c 19 fd 32

13 44 fd 61 30 74 fd 31

13 44 fd 56 31 6e fd 34

13 44 fd fd 33 40 fd 34 13

44 fd 52 69 63 68 35 13

44 fd 00 00 00 00 00 00

00 00 50 45 00 00 4c 01

04 00 19 fd 4f 61 00 00

00 00 00 00 00 00 fd 00

2e 21 0b 01 06 00 00 22

00 00 00 Oa 00 00 00 00

00 00 7f 2a 00 00 00 10

00
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe unknown 512 success or wait 387 4061F5 ReadFile
C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe unknown 16384 success or wait 1 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 4 success or wait 1 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 18548 success or wait 1 40345F ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 4 success or wait 10 4061F5 ReadFile
C:\Users\user\Desktop\Securitelnfo.com.generic.ml.10062.exe unknown 16384 success or wait 77 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 16384 success or wait 206 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 4 success or wait 2 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\Ddsstivhed9.non unknown 2 success or wait 252 40275E ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 4 success or wait 1 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\nseEC79.tmp unknown 4 success or wait 484 4061F5 ReadFile
C:\Users\user\AppData\Local\Temp\Sognefogedernes.Run6 unknown 1048576 success or wait 1 732A2C59 ReadFile
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Registry Activities
Key Created
Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Glycerose112
HKEY_LOCAL_MACHINE\SOFTWARE\Glycerose112\ADVERTENCY
HKEY_LOCAL_MACHINE\SOFTWARE\Cynology204
HKEY_LOCAL_MACHINE\SOFTWARE\Cynology204\MORTIFICEREDE
HKEY_CURRENT_USER\Software\Pezizaceae207
HKEY_CURRENT_USER\Software\Pezizaceae207\anticapital
HKEY_LOCAL_MACHINE\SOFTWARE\FAMILIEFORSIKRING
HKEY_LOCAL_MACHINE\SOFTWARE\FAMILIEFORSIKRING\inditch
HKEY_CURRENT_USER\Software\NONESUCHES
HKEY_CURRENT_USER\Software\NONESUCHES\Nugatoriness
HKEY_CURRENT_USER\Software\Botanicas

HKEY_CURRENT_USER\Software\Botanicas\Antilapse

Key Value Created

Key Path Name Type Data
HKEY_LOCAL_MACHINE\SOFT  Balsamoll unicode TUBERCULOTROPHIC
WARE\GI

ycerosel12\ADVERTENCY

HKEY_LOCAL_MACHINE\SOFT  Expand String expand unicode  %WINDIR%\glyceryl.log
WARE\Cy Value
nology204\MORTIFICEREDE

HKEY_CURRENT_USER\Softwar = Forsikringsaftale binary FF DD 39 BE
e\Pezizaceae207\anticapital lovenes242

HKEY_LOCAL_MACHINE\SOFT = CAMPINGPLAD  binary 22 14 89
WARE\FA S

MILIEFORSIKRING\inditch

HKEY_CURRENT_USER\Softwar Nopredes binary FF A4 CATF
e\NONESUCHES\Nugatoriness

HKEY_CURRENT_USER\Softwar Expand String expand unicode = %WINDIR%\Aflste11.log
e\Botanicas\Antilapse Value

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

Count Source Address

1

406532

406532

406532

406532

406532

406532

406532

406532

406532

406532

406532

406532

40251B

40251B

40251B

40251B

40251B

40251B

Symbol

RegCreateKeyEx
W

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
W

RegCreateKeyEx
W

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
W

RegCreateKeyEx
W

Symbol

RegSetValueEx
W

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w
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