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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\04c3cc70-50d6-48df-96f0-bcd8e83379e5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\17676d37-bc88-477d-9b4e-f22022776062.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\35abddc9-2c6e-4279-b459-9665684abcfd.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\507b99d6-774a-4c88-9d93-e5b553330355.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\54c18d94-69a5-4582-bb25-099a1fd01f21.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6cca6793-53e6-4a5c-8a83-d15231443b7f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\097eeb9e-95aa-463a-98a5-18db52f4a305.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\22292496-8ae1-4ab5-873b-66b304889300.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\27f0e706-2b24-4928-8bc0-e8c28c795951.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\76d996de-bf67-4d58-8a39-c1b94b690152.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\80b5ed89-8fb8-40b8-8e6d-5d4204169879.tmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\deNGPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\bfa591b4-e8f2-4fee-8aeb-ee8eb2124187.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b9660a83-9545-4916-b74e-05fab76824ee.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c55ed88d-7f5b-4c74-b394-5ec58186ba34.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cc05983e-adc1-4aba-b685-7321afed7603.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\c789f0c3-3ff3-42f3-9e94-7190e7655ba7.tmp
C:\Users\user\AppData\Local\Temp\45590a89-8a6f-4ba5-aa63-5af5b212ed45.tmp
C:\Users\user\AppData\Local\Temp\5e6f9db1-dc77-4915-81d4-ab2b378b0a57.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\5e6f9db1-dc77-4915-81d4-ab2b378b0a57.tmp
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C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\bg\messages.json 24

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\ca\messages.json 25
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\cs\messages.json 25
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\da\messages.json 25
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\de\messages.json 26
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\e\messages.json 26
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\en\messages.json 26
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\en_GB\messages.json 27
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\es\messages.json 27
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\es_419\messages.json 27
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\et\imessages.json 28
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\_locales\fimessages.json 28
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\fi\messages.json 28
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\frimessages.json 29
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\hi\messages.json 29
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\hr\messages.json 29
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\hu\messages.json 29
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\id\messages.json 30
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\ittimessages.json 30
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\jaimessages.json 30
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\ko\messages.json 31
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\lt\imessages.json 31
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\_locales\lv\messages.json 31
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\nb\messages.json 32
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\n\messages.json 32
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\pl\messages.json 32
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\pt_BR\messages.json 33
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\pt_PT\messages.json 33
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\ro\messages.json 33
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\ruimessages.json 34
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\sk\messages.json 34
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\sl\messages.json 34
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\sr\messages.json 35
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\svimessages.json 35
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\th\messages.json 35
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\tr\messages.json 36
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\uk\messages.json 36
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\vimessages.json 36
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\zh_CN\messages.json 36
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ locales\zh_TW\messages.json 37
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ metadata\verified_contents.json 37
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\craw_background.js 37
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\craw_window.js 38
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\css\craw_window.css 38
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\html\craw_window.html| 38
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\flapper.gif 39
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\icon_128.png 39
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\icon_16.png 39
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button.png 40
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_close.png 40
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_hover.png 40
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_maximize.png 41
C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_pressed.png 41
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Windows Analysis Report

https://urlsand.esvalabs.com/?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf...

Overview
General Information Detection Signatures Classification
Sample URL:  http:// I .
https://urlsand.esvalabs.c MALICIOUS Phishing site detected (based on fav...
om/?

U=httpsY%3A%2FY%2Fexpr Yara detected HtmIPhish10

ess.adobe.com%2Fpage
%2FfeoM5782aYABf%2F
&e=d02f10fa&h=34edaf6a
&f=y&p=y

Antivirus detection for URL or domain

Phishing site detected (based on im...

Analysis ID: 634615 HTML body contains low number of ...

Infos: 4,1‘ il Q 3, EE.: No HTML title found
LIBRAESVA
HTMLPhisher

Score: 68
Range: 0-100
Whitelisted: false
Confidence: 100%

Dowm g-ccecl - o]

Process Tree

= System is w10x64

. G chrome.exe (PID: 4804 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://urlsand.esvalabs.com/?u=http
s%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=y&p=y MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 5700 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1512,3926053890965589814,17402476151141703498,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

HTML
Source Rule Description Author Strings
48844.3.pages.csv JoeSecurity_HtmIP Yara detected Joe Security

hish_10 HtmIPhish_10

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL omain

Phishing

Phishing site detected (based on favicon image match)

Yara detected HtmIPhish10

A |

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix
Initi
B Execution Persistence
Access
Valid Windows Path
Accounts Manageme Interceptio
nt n
Instrument
ation
Default Scheduled  Boot or
Accounts  Task/Job Logon
Initializatio
n Scripts
Domain At (Linux) Logon
Accounts Script
(Windows)
Local At Logon
Accounts (Windows)  Script
(Mac)

Behavior Graph
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Privilege
Escalation

Process
Injection

Boot or
Logon
Initializatio
n Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Defense
Evasion

Masqueradi
ng

Process
Injection

Obfuscated
Files or
Information

Binary
Padding

Credential
Access

(e
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

Discovery

System
Service
Discovery

Application
Window
Discovery

Query
Registry

System
Network
Configurati
on
Discovery

Lateral .
Collection
Movement
Remote Data from
Services Local
System
Remote Data from
Desktop Removable
Protocol Media

SMB/Wind  Data from

ows Admin  Network

Shares Shared
Drive

Distributed  Input
Component Capture
Object

Model

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Command
and
Control

Encrypted
Channel

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Ingress
Tool
Transfer

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location
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Swap

Remote
Service
Effects

Remotely
Track
Device
Without
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on

Remotely
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Without
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on

Obtain
Device
Cloud
Backups

Impact

Modify
System
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Device
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Delete
Device
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Legend:

D Process
D Signature

Behavior Graph
D: 634615 I:I Created File
URL: https://urlsand.esvalabs.co... [T
e s . Il onsie info

Architecture:  WINDOWS

UNKNOVIN

™1 |s Dropped

Score: 68

wengeogiocon @) R wisantesicavscom @)

Is Windows Process

Number of created Registry Values

Number of created Files
started

Visual Basic

TS
BRAIIC

Phishing site detected i .

(based on image similarity) 111 Del phl

Java

.Net C# or VB.NET

] chome.exe

C, C++ or other language

Is malicious

Q@ 2 |

Internet

192.168.2.1 192.168.2.4
unknown unknown unknown started

unknown unknown Reserved

chrome.exe -5

www.google.com

142.250.203.100,

15 other IPs or dor

GOOGLEUS
United States ES United States ES

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

SharePoint
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(@ Checking... | Urlsand X +

C @ urlsand.esvalabs.com/?u=https%3A%2F%2Fexpress.adobe.com%2Fpagets2FfeoM5782aYAB%2F Be =d02f10fadth=34edaf6a&f=yBip=y8&il=1

LIBRAESVA

Chrome is being controlled by automated test software.

¥ Please wait, the sandbox is processing your request.

The security checks may take some time to complete.

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link

http.// https://urlsand.esvalabs.com/? 0% Avira URL Cloud safe
u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&

f=y&p=y

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
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Source Detection Scanner Label Link

http://https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html 100% SlashNext Credential Stealing
type: Phishing &
Social Engineering
http://https://page.adobespark-assets.com/runtime/1.22/images/left-arrow.png 0% Avira URL Cloud safe
http://https://page.adobespark-assets.com/runtime/1.22/typekit-load.gz.js 0% URL Reputation safe
http://https://page.adobespark-assets.com/runtime/1.22/base-fonts.gz.js 0% URL Reputation safe
http://https://page.adobespark-assets.com/runtime/1.22/images/favicon.ico 0% URL Reputation safe
http://https://page.adobespark-assets.com/runtime/1.22/font-subgroup-kits/lato.gz.js 0% Avira URL Cloud safe
http://https://page.adobespark-assets.com/runtime/1.22/runtime-prod.gz.js 0% URL Reputation safe
http://https://dns.google 0% URL Reputation safe
http://https://page.adobespark-assets.com/runtime/1.22/font-subgroup-kits/museo-slab.gz.js 0% Avira URL Cloud safe
http://https://page.adobespark-assets.com/runtime/1.22/images/lightbox_close@2x.png 0% Avira URL Cloud safe
http://https://page.adobespark-assets.com/runtime/1.22/images/right-arrow.png 0% Avira URL Cloud safe
http://https://page.adobespark-assets.com/runtime/1.22/runtime.gz.css 0% URL Reputation safe
http://https://page.adobespark-assets.com/runtime/1.22/noscript.gz.css 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 216.58.215.227 true false high
s3.amazonaws.com 52.216.205.5 true false high
accounts.google.com 142.250.203.109 true false high
cdnjs.cloudflare.com 104.17.25.14 true false high
sgpl.digitaloceanspaces.com 103.253.144.208 true false high
express-prod.adobeprojectm.com 143.204.176.58 true false unknown
maxcdn.bootstrapcdn.com 104.18.10.207 true false high
www.google.com 142.250.203.100 true false high
urlsand.esvalabs.com 80.211.49.112 true false high
clients.l.google.com 216.58.215.238 true false high
page.adobespark-assets.com 143.204.176.53 true false unknown
use.typekit.net unknown unknown  false high
use.fontawesome.com unknown unknown  false high
clients2.google.com unknown unknown  false high
p.typekit.net unknown unknown  false high
code.jgquery.com unknown unknown  false high
Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://s3.amazonaws.com/simbla-static- false high
2/2020/11/5faba665321d68001d4fc0e4/5fabaédb73aef50019af7085/rC56¢cpX1uS2qIKOxJ-5Sh8u-

.svg

http:{fhttps://urlsand.esvalabs.com/js/redirect.js false high
http://https://urlsand.esvalabs.com/favicon.ico false high
http:{fhttps://urlsand.esvalabs.com/js/helper.js false high
http:ifhttps://page.adobespark-assets.com/runtime/1.22/images/left-arrow.png false e Avira URL Cloud: safe unknown
http://https://page.adobespark-assets.com/runtime/1.22/typekit-load.gz.js false e URL Reputation: safe unknown
http://https://page.adobespark-assets.com/runtime/1.22/base-fonts.gz.js false e URL Reputation: safe unknown
http://https://page.adobespark-assets.com/runtime/1.22/images/favicon.ico false e URL Reputation: safe unknown
http://https://urlsand.esvalabs.com/js/polyfill.js false high
http://https://page.adobespark-assets.com/runtime/1.22/font-subgroup-kits/lato.gz.js false e Avira URL Cloud: safe unknown
http://https://www.google.com/s2/favicons?domain=office.com false high
http:ifhttps://urlsand.esvalabs.com/css/urlsand.css false high
http://https://urlsand.esvalabs.com/templates/default/img/logo.png false high
http://https://page.adobespark-assets.com/runtime/1.22/runtime-prod.gz.js false e URL Reputation: safe unknown
http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high
http://https://urlsand.esvalabs.com/templates/default/css/urlsandbox-dark.css false high
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Name

http://https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

http://https://page.adobespark-assets.com/runtime/1.22/font-subgroup-kits/museo-slab.gz.js

http://https://urlsand.esvalabs.com/templates/default/css/urlsandbox.css

http://https://clients2.google.com/service/update2/crx?
os=win&arch=x64&o0s_arch=x86_64&nacl_arch=x86-

Malicious Antivirus Detection

false

false
false

false

64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%?26install

edby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard

http://https://s3.amazonaws.com/simbla-static-

false

false

2/2020/11/5faba665321d68001d4fcO0e4/5faba6db73aef50019af7085/ZJH_2F3Xi0SopxxCuN7EKeDY.

P9

http://https://page.adobespark-assets.com/runtime/1.22/images/lightbox_close@2x.png
http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css
http://https://page.adobespark-assets.com/runtime/1.22/images/right-arrow.png
http://https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js
http://https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

http://https://page.adobespark-assets.com/runtime/1.22/runtime.gz.css

http://https://page.adobespark-assets.com/runtime/1.22/noscript.gz.css

URLs from Memory and Binaries
Name

http://https://www.google.com/images/cleardot.gif

http://https://play.google.com

http://
https://sandbox.google.com/payments/v4/js/integrator.j
s

http://https://accounts.google.com/MergeSession

http://https://www.google.com
http://https://accounts.google.com
http://https://apis.google.com

http://https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

http://https://www-googleapis-
staging.sandbox.google.com

http://https://clients2.google.com

http://https://dns.google

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http:/fhttps://www.google.com/intl/en-
US/chrome/blank.html

http:ifhttps://ogs.google.com

hitp://
https://payments.google.com/payments/v4/js/integrator
s

http://https://www.google.com/images/x2.gif
http://https://www.google.com/images/dot2.gif

http://https://clients2.googleusercontent.com

http://https://www.google.com/

http://https://clients2.google.com/service/update2/crx

World Map of Contacted IPs

Copyright Joe Security LLC 2022

false
false
false
false

false

false

false

Source

craw_window.js.0.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4c74-b394-5ec58186ba34.tmp.1.dr

craw_window.js.0.dr, manifest.json.0.dr

craw_window.js.0.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4c74-b394-5ec58186ba34.tmp.1.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4¢74-b394-5ec58186ba34.tmp.1.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4¢74-b394-5ec58186ba34.tmp.1.dr

craw_window.js.0.dr

craw_window.js.0.dr, craw_background.js.0.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4c74-b394-5ec58186ba34.tmp.1.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
bfa591b4-e8f2-4fee-8aeb-ee8eb2124187.tmp.1.dr,
c55ed88d-75b-4¢74-b394-5ec58186ba34.tmp.1.dr

craw_window.js.0.dr, craw_background.js.0.dr

craw_background.js.0.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4¢c74-b394-5ec58186ba34.tmp.1.dr

craw_window.js.0.dr, manifest.json.0.dr

craw_window.js.0.dr
craw_window.js.0.dr

097eeb9e-95aa-463a-98a5-18db52f4a305.tmp.1.dr,
c55ed88d-7f5b-4¢c74-b394-5ec58186ba34.tmp.1.dr

manifest.json.0.dr

manifest.json.0.dr

.

.

.

.

.

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

SlashNext: Credential Stealing type: Phishing &
Social Engineering

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

SlashNext: Credential Stealing type: Phishing &
Social Engineering

URL Reputation: safe

URL Reputation: safe

Antivirus Detection

e URL Reputation: safe

Reputation

high

unknown
high
high

high
high

unknown
high
unknown
high
high

unknown

unknown

Reputation
high
high

high

high

high

high

high

high

high

high

unknown

high

high

high

high

high

high
high

high
high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

104.18.10.207 maxcdn.bootstrapcdn.co  United States = 13335 CLOUDFLARENETUS false
m

216.58.215.238 clients.l.google.com United States =] 15169 GOOGLEUS false

80.211.49.112 urlsand.esvalabs.com Italy (1] 31034 ARUBA-ASNIT false

52.216.205.5 s3.amazonaws.com United States £S5 16509 AMAZON-02US false

142.250.203.109 accounts.google.com United States = 15169 GOOGLEUS false

143.204.176.53 page.adobespark- United States =] 16509 AMAZON-02US false
assets.com

143.204.176.58 express- United States = 16509 AMAZON-02US false
prod.adobeprojectm.com

216.58.215.227 gstaticadssl.l.google.com  United States =] 15169 GOOGLEUS false

142.250.203.100 www.google.com United States = 15169 GOOGLEUS false

239.255.255.250 unknown Reserved ma unknown unknown false

103.253.144.208 sgpl.digitaloceanspaces. = Singapore = 14061 DIGITALOCEAN-ASNUS false
com

104.17.25.14 cdnjs.cloudflare.com United States =] 13335 CLOUDFLARENETUS false

Private

P

192.168.2.1

192.168.2.4

127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 634615

Start date and time: 26/05/202214:53:56 2022-05-26 14:53:56 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 41s

Hypervisor based Inspection enabled: false

Report type: light
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Cookbook file name: browseurl.jbs

Sample URL: http://https://urlsand.esvalabs.com/?
u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=y&p=y

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 13

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal68.phis.win@32/92@17/15
EGA Information: Failed

HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

o

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://express.adobe.com/page/feoM5782aYABf/?page-mode=static

Browse: https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

Browse: https://express.adobe.com/page/feoM5782aYABf/images/4b6cad7d-63fe-477f-b570-6a8fa6339bd9.png?
asset_id=5747ec68-b914-495e-8a34-b1c91f83450e&amp;img_etag=%2288c835185eeadc71535achd4693c99da%22&amp;size=10
24

Browse: https://express.adobe.com/page/feoM5782aYABf

Browse: https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

Browse: https://express.adobe.com/page/feoM5782aYABf/images/4b6cad7d-63fe-477f-b570-6a8fa6339bd9.png?
asset_id=5747ec68-b914-495e-8a34-b1c91f83450e&amp;img_etag=%2288c835185eeadc71535achd4693c99da%22&amp;size=10
24

Browse: https://express.adobe.com/page/feoM5782aYABf

e o o o o

o o

.

.

Warnings

e Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 23.211.6.115, 142.250.203.110, 74.125.108.200, 34.104.35.123, 142.250.203.99, 172.217.168.10, 173.222.108.232, 173.222.108.216,
173.222.108.192, 80.67.82.195, 172.217.168.74, 69.16.175.42, 69.16.175.10, 188.114.96.10, 188.114.97.10, 172.217.168.36

e Excluded domains from analysis (whitelisted): cds.s5x3j6g5.hwcdn.net, store-images.s-microsoft.com-c.edgekey.net, clientservices.googleapis.com, use.fontawesome.com.cdn.cloudflare

net, arc.msn.com, r3---sn-1gi7znek.gvtl.com, al874.dscgl.akamai.net, e12564.dspb.akamaiedge.net, redirector.gvtl.com, use-stls.adobe.com.edgesuite.net, login.live.com, update.goog

eapis.com, www.gstatic.com, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, r3.sn-1gi7znek.gvt1l.com, fonts.gstatic.com, ajax.googleapis.com, express.adobe.

com, t0.gstatic.com, p.typekit.net-stls-v3.edgesuite.net, edgedl.me.gvtl.com, store-images.s-microsoft.com, a1988.dscgl.akamai.net

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.

e o o o

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains
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@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4IJBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOEBI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
101

false
low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\04c3cc70-50d6-48df-96f0-bcd8e83379e5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

206463

6.072889131161952

false
3072:hWHW1jWmyAACN9I87XrmMUKZcen/3Q1ydxSsZFcbXaflBOu1GOIMA3iuR6:4H8jTy8juX00/7LaqfllUO0SiuR6
ACE794FD57123F2F03B0216165864043

CF7FCBOE2DD9203B989810F9143C32B76ABB7144
03065406F50A4C0F45B50757377EDACC783FA85CDA7952453A666A38BB818535

BA5E2A3F661891F6BC3D0BD66EE0S5DB9710F36FE41CE23EESBFICA5E02E9927DB04E44860B84CB7C75638C43019COD5SEEFASE3F0OF23F74ADDF7835D0174AA
CE

false

low
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Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653602103397791e+12,"network":1.653569705e+12,"ticks":120377166.0,"uncertainty":4446552.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUvduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCLAIXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\17676d37-bc88-477d-9b4e-f22022776062.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

206464

6.072888771075024

false
3072:wxXW1jWmyAACN987XrmMUKZcen/3Q1lydxSsZFchXaflBOulGOJmMA3iuR6:SX8jTy8juX00/7LagfllUO0SIiuR6
4F46FD44C465AFCAAAEG796B853AD354

6E7E871B885DA3B3DE1C221E094706B305B3D62A
91090F7A5F35DC6706057C6CC509C056569C601E3197F7D6FOCCO3F1125DA074

CF30D6E50DE4CEB6172CF7FBDA217F793DF641634DC656C3FFC8527E8222370F82642EDB647A19BE1120F25E64F3AB9294E63B724962FBE07A4AF36AEEE33F(
9

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653602103397791e+12,"network":1.653569705e+12,"ticks":120377166.0,"uncertainty":4446552.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWixhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdR Y JjDXn4W2fxYq
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639087980"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\35abddc9-2c6e-4279-b459-9665684abcfd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.751009993889197

false
384:FXGAF7AyrYbzVMSBgNxrévVv3+R3qHrGGCIrQTZVxuvnrWrENmEHQVRhpeObLBNL:tamRIgqDyKleTh3LINLOzK9DRxz
8B674F69783A9D55C567F59AA025CE26

31A96D58364135A589755FD145E52229DE7C3BA4
569DDDE4CAE81524518DEBOE3392F3DE6156455E23CC00527E1E460B2D069C88
D5FE75C4C12939016A6897B8F5BA9E4164704AC7C8CEF922E97B2F184A69EE08192D8B1EB4732166149CBDF4ABOASBESFA445E9E457486157E7973F5A6A383CA
false

low

..*..C.\P.R.O.G.RA~1\MIC.R.O.S.~1\0ffic.el6\GRO.O.VEEX..DLL.PL.)..%.pro.gramfiles%\m.icros.o.ft officeloffice
.gr.o.o.wv.eex.dll..Micro.s.oft .Office. .2.0.1.6..*.Micro.s.o0.ft .OneD.rive. for B.usiness. Extens.io.ns...16..0..47.11..10
.0.0....*..C.\P.R.O.G.RA~1\MICR.O.S.~1\0fficel6\GRO.OVEEX.DLL..Micros.o.ft .Corp.oration.U]8.D..C:\Pro.gram. F.iles\C.o
.m.m.o.n. .Files\M.icros.oft Shared\OFFICEJ1l6\ms.os.hext.dll.@...Ul..%.comm.o.np.ro.gramfiles.%.\m.icro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Microsoft Office.). Micros.oft .Office..Shell Extens.ion. Handlers....16..0..426.6..100.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\507b99d6-774a-4c88-9d93-e5b553330355.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

198037

6.044493365343934

false
3072:sW1jWmyAACN9I87XrmMUKZcen/3Q1ydxSsZFchXaflBOu1GOJmMA3iuR6:s8jTy8juX0o/7LaqfllUO0SiuR6
59F49677699E8F59978132911ED7ECS55

F365EB6CBOFOF6DEB05FDBB4B9151FA20FF73609
FD7E2EFCE8A87E5E021A6D4D6C8D881BOEECOC009E5386406070C1BFEAQ0902C8
4EE748D413D030286D4EC4F26801C6FICECOCDE2C1972695C38850A3AAB03B35284E05C8A32D809184D19889F33E52C212B32B23DF080C3F5D50A81282F3A2A
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Malicious:
Reputation:

Preview:

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653602103397791e+12,"network":1.653569705e+12,"ticks":120377166.0,"uncertainty":4446552.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCLAIXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639087980"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\54c18d94-69a5-4582-bb25-099a1fd01f21.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

206464

6.072888709114387

false
3072:harW1jWmyAACN987XrmMUKZcen/3Q1lydxSsZFchXaflBOulGOJmA3iuR6:wr8jTy8juX0o/7LagfllUO0SIiuR6
9A33AE2DA40157CCBEDC65DA833E8744

D2B259E56534F601ECD5D2A48DEGE45D719069F3
836B924493D868369CB7124A783FF8D16258B127C0789CF68AA08DOE2CCC62D0

C144281FD886BA2E30A264E1457128E4F67538C55201857C992B24E4ABC6D5BC151E1303A98565DBAAB3BF33AD531547FBC58F2CD18D2AB68A1FAABCFI7D21(
E

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653602103397791e+12,"network":1.653569705e+12,"ticks":120377166.0, "uncertainty":4446552.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdR Y JjDXn4W2fxYq
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata”:{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\6cca6793-53e6-4a5c-8a83-d15231443b7f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

206464

6.072889744320691

false
3072:hobW1jWmyAACNI87XrmMUKZcen/3Q1ydxSsZFcbXaflBOu1GOJMA3iuR6:ab8jTy8juX0o/7LagfllUO0SiuR6
B3988CCA1B7B7E5CA63022DA3DB1D88B

180025E81C9A43133E19EA3AG08984D7E2C9C5CA
D5DE901BEA5481A5816DD6EC1AEEC876F5EE497BBFFD04057D660AD17E2BEB20

0BBCEDOAFDBCAA49804E4472A22DE0B02505DA4708CA41251F8593258E3BF91437FAB213CB777560C56D7B112DC317B70284875F953E0DD8EY1057805FD4DBY
3

false

low

{"browser":{"last_redirect_origin" 'shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653602103397791e+12,"network":1.653569705e+12,"ticks":120377166.0,"uncertainty":4446552.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiIFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIEAR7IOAAAABIt36FqChftMIb7EtaPw9IBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.254162526001658

false

3:FKXftOXELn:+ftIE1Nn
BD4642AD6C750A12D912B20BCB92E14D
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332B¢
CF

false

SAPC....vorvvve. s}....M..2..%

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\097eeb9e-95aa-463a-98a5-18db52f4a305.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160!
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\22292496-8ae1-4ab5-873b-66b304889300.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17702

5.577426360037364

false
384:4gytTLIVMXg1kXgKf/pUZNCgVLH2HfDErUHkvIkxFDpt4LK:GLIeg1kXgKf/pUZNCgVLH2HferUHkmxv
D29E1C50EDDOFE6BO9AECBESE9F31B698

5791C675D73DC8BD5FCA6443CB28AC988D19CC9I3
1164C5FE911E38E21F58F1ABCB0O00D0A42EB101439CAD3297254DEBIB66EAB2F

80CB29ECB3798FCAABCBABB18D34E3FF056C0615640BEA4613228D5C8F046CF929A78DC1E3CFB41D955E4498D0123593B53337A0C6F90ADFC6866F21F1A8FL
58

false
low

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
tortf:pub:vsd:mpp:mdb:dot:dotm:xish:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar.vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck

ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298075700933209","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\27f0e706-2b24-4928-8bc0-e8c28c795951.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3LL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8
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SHA-512:

Malicious:
Reputation:

Preview:

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCOEBC2A07E61F007BAF58FBF94FF9A8695BDD5SCAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\76d996de-bf67-4d58-8a39-c1b94b690152.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5346

4.9955688030219685

false

96:nACCfplpcKlulok0JCOFRWL88Fk/IEbOTQVuwn:nACI1pc8U4QYnk/Q
392987B657DD840A2A3060B85BFBIF9E
11E3ECA96A0023483AC17EF6D99FF48A2D2FADE6
4289C917CBAOAB4C30601CF673C2E50957F9E9217464682A15C135C26CBCC374
6B546BDA44B77EE4839454EF5533561D7107CD2CFDF517536928BF5FFABE030491ABSEOF044F6109B09AF6DED64007A3B2DFE26814CCF0642B6F13B97969A49!
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13298075701720545","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0' ,'o","o","0","0","0","0","0","0","0","0","0","0" '0","0","0"
,"0","0 ","0","7355378"],"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\80b5ed89-8fb8-40b8-8e6d-5d4204169879.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI!I text, with no line terminators

dropped

204

5.332946158352026

false

6:YAQNWDI7jrNSTWhh4Dj8wXwimUUANIMONT9gBFHSQ: Y0i7jrNgmh4r+UAnIw9VQ
7E9178F611F0CE10D350580683CF8680
CO50EA3BE0672C87DCE95A1471E8836A1AEB38DA
6E3CF12BAFD019B03A8BA486754F10D73C2A2DAC034B7BE01CC7AC6D75D5C34D

5C9151315B676A127DD21BB720AC9C42DC6FF3687CE0197D478717B6CE17144B895E25F847A1C636C9E1IBCD35CDD03C072EAE61EEBA473B14FB6FBC392E5ABI
47

false
low

{"expect_ct":[],"sts":[{"expiry":1685138131.424175,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains"
‘false,"sts_observed":1653602131.424181}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low
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Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVlaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KJIFPKGNfFUtdQIOsGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECRofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6T0=","+00Oc6ca+ChKUpTu+oa2ZRxRE+
WG3QJIMuUYWEVYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e ThvflrewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5IBHV1Kph3/KM=","i3I18ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3llsMHqBbi70gkljEE=","rh|
ZUEVW2KRAFMms896xFwWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 3:FQXIXNQXIX:qTCT

MDS5: 51A2CBB807F5085530DEC18E45CB8569

SHAL: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
Malicious: false

Reputation: low

Preview: f5....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.262740701031859

Encrypted: false

SSDEEP: 6:AXB/4tL+q2PWXp+N23iKKdK25+Xgx8chl+IFUtqVIXB/ARwW1ZmwY VIXB/ARMLVkp:AXB/4tyva5KKTXfchI3FUtIXB/ARe/I2

MD5: EF7F293D3728F52CDBB8723D11072038

SHA1L: 31475AEOFFDOOF08F5076EB32FA216550BDDD891

SHA-256: D5C7A86B62817DBFCB08A8F6FES570DEAF4619CC34BCA716A03ECCAG2CI8E9858

SHA-512: 55E02174B76780D3F0C3352D766FA2347652D1CEOAO0F37216F745115DEA1BDAA971F47DB11CD0O9FC22679306BC3EDOE105CB402503C5ED76E7C7491C5CFBAE!
8

Malicious: false

Reputation: low

Preview: 2022/05/26-14:55:08.008 1ac8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/05/26-14:55:08.034 1ac8 Recovering log #3.2022/05/26-14:55:08.034 1ac8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.262740701031859

Encrypted: false

SSDEEP: 6:AXB/4tL+q2PWXp+N23iKKdK25+Xqx8chl+IFUtqVIXB/ARwW1ZmwY VIXB/ARMLVKkp:AXB/4tyva5KKTXfchI3FUtIXB/ARe/I2

MD5: EF7F293D3728F52CDBB8723D11072038

SHAL: 31475AEOFFDO0F08F5076EB32FA216550BDDD891

SHA-256: D5C7A86B62817DBFCB08ASF6FE570DEAF4619CC34BCA716A03ECCAG2CI8E9858

SHA-512: 55E02174B76780D3F0C3352D766FA2347652D1CEOAOF37216F745115DEA1IBDAA971F47DB11CDO9FC22679306BC3EDOE105CB402503C5ED76E7C7491C5CFBAEI
8

Malicious: false

Reputation: low

Preview: 2022/05/26-14:55:08.008 1ac8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/05/26-14:55:08.034 1ac8 Recovering log #3.2022/05/26-14:55:08.034 1ac8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1297

5.670614660067239

false
24:2a4T+03plpHS7pVql+FVWTIQBsclgvi2dY Ta3tA6 TigWigbm8W:2DT+9G7i+jwTljZbdla3i6 TPWPbm8W
072195DBE5S4EC3DD25E290A04229FFD7

56EA341A63CA47384E2BOA091DBIB84BDF27A9C5
EFF9BA61F252B6E1EBO6E3BF88E32261F5A359CB010C99043887334C83D069AC

60BFC94B34366F682673DF6F76DDC4C1COEEC38DC20DF51A11B8FAF2B0498781ECB8AA2ES79D773823B4FE60641D339EB9048F42A316056D5156B8CF93488E1
A

false
low

...34edaf6a..adobe..checking..com..d02f10fa..e..esvalabs..express..f..feom5782ayabf..h..https..p..page..u..urlsand..y..1..I*. ....34edaf6a.
..esvalabs. .feom5782ayabif......h...... booocd Y 0.

urlsand esvalabs com/?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2853

4.901096467777658

false

48:Y2TtwXGDH3qyvz5s0zGsZRLsAOSyBsqSsmesmOMHXs5ZMHdsIMHDsO5MHA5sOAxH:J TOXGDHa+zFT+LkFGwZGqG15GdKxH
5C03DB4D9801F7A1530BD0B4B4B14973

7E0C88D9B88D555EB032C3E60C5842075DCFOCEE
1CC054A626423D8FE5719386E2873E9A3196B03FB575666505D4E15085888096

3BBCCFD8A4D9FC8A924D5760ECDACEBBAF4516117FB80D285FE02DBID8BE1A166752618C17ECD4CES513A84CA07200D92D1EAA41A926AEFF1F394A2732E1981
799

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true}{ isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com"”,"supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
""https://ogs.google.com”,"supports_spdy":true},{"isolation™[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.go
ogleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{“alternative_service":[{"advertised_versions":[50],"expira
tion":"13300667703687198","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"} {"alternative_service":[{"advertised_versions":[50],"e
xpiration":"13300667703710426","port™:443,"protocol_str*:"quic"}],"isolation":[],"server":"https://accounts.google.com"”,"supports_

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5387

5.001185106785181

false

96:nACNAp1pcKIlulok0JCOFRWLB8Fk/1ubOTQVuwn:nACA1pc8U4QYnk/q
1CFFB91BDE1C72E4EF48E6F837C411ED
1E727FCD4B92FD085382CB619F89568074D0499B
9705EDD7D87382C5257CB1E8159A8A7F070F4BE661ADSE4ADC83041E1823D3D23

47B8E37B9677440B7ECABADB6B12E03C5E2B80F8C06A1B357870D30F35D745EC231C33AEB6772EF1C479F73BAE4377705F6DEC56A8BOEF3E3F8D42B322322E
57

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13298075701720545","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement {bottom :974,"left":10," maX|m|zed :true,’ r|ght :1060," top :10,' Work area_| bottom :984," Work area_|eft work area, r|ght’ 1280 work area, top 0}} co

0","7355378" ], da||y_rece|ved_|ength "['0","0'
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.577514699878798

false
384:4gytmLIVmXg1lkXqKf/pUZNCgVLH2HfD6rUHUCKxFDpt4ZLW:NLleg1lkXgKf/pUZNCgVLH2HferUHSxb1
BB4AF7B8CF8F21302A3C2F6AD67517D8

FBA501C99448EA944834BF623A6D438160330C07
91B963ABBBB25119A3D10E36720B47E687C73D129230A2E8D487EF9CA6DFELCS

002C5DFFBF20616DB4B401B6892CEEOA88F580CD3CF4FA813FB4B7EB5465D4393A7F8456508C7692C7ACDE40EEOD73B4DE7B32AAD99E3775EAA9563ECI0EG.
A7

false
low

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xIsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298075700933209","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i

,"icons™:
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEllIKEthXIIKI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.985305467053914

false

6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpqQESDHF4R8HLI2AVQBR70S7PMVKIW1K3Ky: YHO8sdBsB6MASBALIlyH7E4f3K33y
C401B619D9DBEOADABC25A47EE49CFBA

C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA
8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F
BC12F16CB95CB0OAD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G" "CAESABIAgICA+P////8B":"4G"}}}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\bfa591b4-e8f2-4fee-8aeb-

ee8eb2124187.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsSBdLJIlyH7E4f3K33y

MDS5: C401B619D9DB8EOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCDIBEICOA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6DAB3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 204

Entropy (8bit):  5.332946158352026

Encrypted: false

SSDEEP: 6:YAQNWDI7jrNSTWhh4Dj8wXwimUUANIMONT99BFHgSQ:Y0i7jrNgmh4r+UAnIw9VQ

MD5: 7E9178F611FOCE10D350580683CF8680

SHA1L: CO50EA3BE0672C87DCE95A1471E8836A1AEB38DA

SHA-256: 6E3CF12BAFD019B03A8BA486754F10D73C2A2DAC034B7BE01CC7AC6D75D5C34D

SHA-512: 5C9151315B676A127DD21BB720AC9C42DC6FF3687CE0197D478717B6CE17144B895E25F847A1C636C9E1BCD35CDD0O3C072EAE61EEB473B14FB6FBC392E5ABI
47

Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1685138131.424175,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains"

:false,"sts_observed":1653602131.424181}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b9660a83-9545-4916-b74e-05fab76824ee.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 17703

Entropy (8bit):  5.577514699878798

Encrypted: false

SSDEEP: 384:4gytmLIVmMXg1kXgKf/pUZNCgVLH2HfD6rUHUCKXFDpt4ZLW:NLIeg1kXgKf/ipUZNCgVLH2HferUHSxb1

MD5: BB4AF7B8CF8F21302A3C2F6AD67517D8

SHAL: FBA501C99448EA944834BF623A6D438160330C07

SHA-256: 91B963ABBBB25119A3D10E36720B47E687C73D129230A2E8D487EF9CAGDFELCS

SHA-512: 002C5DFFBF20616DB4B401B6892CEEO0A88F580CD3CF4FA813FB4B7EB5465D4393A7F8456508C7692C7ACDE40EEOD73B4DE7B32AAD99E3775EAA9563EC10EG!
A7

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh

trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298075700933209","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c55ed88d-7f5b-4c74-b394-5ec58186ba34.tmp
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2853

4.901096467777658

false
48:Y2TtwXGDH3qyvz5sqzGsZRLsAOSyBsqSsmesmOMHXs5ZMHdsIMHDsO5MHdA5sOAxH:JTOXGDHa+zFT+LkFGwZGgG15GdKxH
5C03DB4D9801F7A1530BD0B4B4B14973

7E0C88D9B88D555EB032C3E60C5842075DCFOCEE
1CC054A626423D8FE5719386E2873E9A3196B03FB575666505D4E15085888096

3BBCCFD8A4D9FC8A924D5760ECDACEBBAF4516117FB80D285FE02DBID8E1A166752618C17ECD4CES513A84CA07200D92D1EAA41A926AEFF1F394A2732E1981
799

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation"[],"server":"https://ssl.gstatic.com","

,'supports_s
pdy":true} {"isolation™:[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true} {"isolation":[],"server
""https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true} {"isolation":[],"server":"https://clients2.go
ogleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expira
tion":"13300667703687198","port":443,"protocol_str":"quic"}],"isolation™:[],"server":"https://redirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"e

xpiration":"13300667703710426","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com”,"supports_

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cc05983e-adc1-4aba-b685-7321afed7603.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5387

5.001185106785181

false

96:nACnAplpcKlulok0JCOFRWL88Fk/1ubOTQVuwn:nACA1pc8U4QYnk/q
1CFFB91BDE1C72E4EF48E6F837C411ED
1E727FCD4B92FD085382CB619F89568074D0499B
9705EDD7D87382C5257CB1E8159A8A7F070F4BE661AD8E4ADC83041E1823D3D23

47B8E37B9677440B7TECABADB6B12E03C5E2B80F8C06A1B357870D30F35D745EC231C33AEBG772EF1CA479F73BAE4377705F6DECS56A8BIEF3E3F8D42B322322E
57

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13298075701720545","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{*orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"*","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9YA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

false
low

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text
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Category: dropped
Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1gIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FAIEESB77D6DF7C344A0AA030E0
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit):  3.138546519832722

Encrypted: false

SSDEEP: 3:tblollrJ51dQxI7aXVdJiG6RORIAL:tbdIrQxZaHIGiOR6!

MD5: DE9EFOC5BCCO012A3A1131988DEE272D8

SHA1L: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9ICDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C..\P.ro.gram. .Files\G.0.0.gle\Chromel\Ap.p.lication\chrom.e.exe.

C:\Users\user\AppData\Local\Google\Chrome\User Data\last Version

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.8150724101159437

Encrypted: false

SSDEEP: 3:YX7:4

MD5: C422F72BA41F662A919EDOB70E5C3289

SHA1L: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
Malicious: false

Reputation: low

Preview: 85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 198037

Entropy (8bit): 6.044493365343934

Encrypted: false

SSDEEP: 3072:sW1jWmyAACNI87XrmMUKZcen/3Q1ydxSsZFchXaflBOu1GOJmMA3iuR6:s8jTy8juX0o/7LaqfllUO0SiuR6

MD5: 59F49677699E8F59978132911ED7ECS55

SHAL: F365EB6CBOFOF6DEB0SFDBB4B9151FA20FF73609

SHA-256: FD7E2EFCE8BA87E5E021A6D4D6C8D881BOEECOC009E5386406070C1BFEA0902C8

SHA-512: 4EE748D413D030286D4EC4F26801C6FICECOCDE2C1972695C38850A3AAB03B35284E05C8A32D809184D19889F33E52C212B32B23DF080C3F5D50A81282F3A2A
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Malicious:
Reputation:

Preview:

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.653602103397791e+12,"network":1.653569705e+12,"ticks":120377166.0,"uncertainty":4446552.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK1t94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4AR7I0AAAABIt36FqChftM9b7EtaPWIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639087980"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7510950578298314

false
384:1XGdF7AyrYbzVMSBgNxrévVv3+R3gHrGGCIrQTZVxuvnrWrENmEQOQVRhpeObLBN:9amRIgDQKIeTh3LINLOzK9DRxJ
104B71E49D30B5EC0621005CFA9CC118

1DED4B6C5146E80BDA08625E2494B40143F3107F
7A99BACAC33E309077186CBA16AF3D7B3A24912C7F181BD2425CBE93A47BA2D2

755FE6956E204E78075CFD54741B26981BB9CD59FB3A9A8CEOFDIFBCOF1A79DEDACBA11BOEO3C4F4F2B46B6CFBB1486924F8991BF698FE7327C3E3AA023C04
3F

false

low

L AU *..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0.ffic.el.6\.G.R.O.0.V.E.EX..D.L.L..PL..[)..%.p.ro.gram.files.%.\m..c.r.os.0ft .officeloffice
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0oft .O.n.eDuriv.e. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10

.0.0. ..C..\.P.R.0.G.RA~.1\M.I.C.R.0.S.~.1\.0ffi.c.e.l.6\.G.R.O.0.V.E.EX..D.L.L....M.i.c.r.o.s.0.f.t. .C.o.r.p.or.atio.n..U]8.D...C..\.P.r.o.g.ram. .Files.\C.0
.m.m.o.n. .F.ile.s\M..c.r.os.oft .S.hared\O.F.FICE.1.6.\ms.0s.h.ext.dl.@...U/.%.comm.o.n.p.r.o.gramfiles.%.\micro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Microso.ft Office)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D..C
\.P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\c789f0c3-3ff3-42f3-9e94-7190e7655ba7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

95428

3.7510950578298314

false
384:1XGdF7AyrYbzVMSBgNxrévVv3+R3qHrGGCIrQTZVxuvnrWrENmEQOQVRhpeObLBN:9amRIgDQKIeTh3LINLOzKIDRxJ
104B71E49D30B5EC0621005CFA9CC118

1DED4B6C5146E80BDA08625E2494B40143F3107F
7A99B4CAC33E309077186CBA16AF3D7B3A24912C7F181BD2425CBE93A47BA2D2

755FE6956E204E78075CFD54741B26981BB9CD59FB3A9A8CEOFDIFBCOF1A79DEDACBA11BOEO3CA4F4F2B46B6CFBB1486924F8991BF698FE7327C3E3AA023C04
3F

false
low

.
.1.6.\....gro.ov.eex.dll..Micros.o.ft Office. .201.6..*. .Micros.oft OneDrive. for Business. Extens.ions..16..0.4711.10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el6\GRO.O.V.EEX.D.LL...M.icros.o.ft .Co.rp.oratio.n..U]8D..C..\P.ro.gram. .Files\C.o
.m.m.o.n. .F.iles\M..c.r.os.0ft .Shared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
ficel6.\...msoshext.dll..M.icros.oft O.ffic.e.)..Micros.oft Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Temp\45590a89-8a6f-4ba5-aa63-5af5b212ed45.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe
very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
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SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\5e6f9db1-dc77-4915-81d4-ab2b378b0a57.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmMCcldIR6YYfEp4ABUGDcaKKkirv:k30F4Z4h45P99FId9RBQYBVcaxinfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6G

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI6A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFA57D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview: Cr24.............. 0.."0..* H.oood (O \7C.<........ Ft0.8.2'5..9k...%....2...C.F.9.#..e.xQ....... [..L]...3>ui T 7. (yM.L?2V.<2.. la...0?d.....AH..".MpB..T.m..Vn Ip..>k.|
1..n.<Fb.f.*Q1..

k...e.&.L6ryu...%..f.
2.0, W.L1.2..R.#..W

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\5e6f9db1-dc77-4915-81d4-ab2b378b0a57.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI96A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview: (2] S——— ()0 @b Fbaooooooocod (O S— \7c.<........ Ft0.8.2'5..qk...%....2...C.F.9.#..e.xQ....... [..L]..3> T 7. (yM...2V.<2.......1.a..07d..... A H...\MpB..T.m..Vn Ip..>k.|
1..n.<Fb.f.*Q1.....5..2.{*6....Pp....0bM..1.......b1......(.UN'Z.....V.F.W.X4."Feu...b......... \.FL..b..I5...2J.q......L]...W[TO.6....E....1.%Z.VFM.9..5!,.~g5....t...]... +A.....U..
k..e.& L6ryU...%. f.....N.V....<+...L.}{..z..)y.n.").....,.b....5.08K%..0.9..D.S.F50..<(...>... \f.. X..1.2."L.W.... 7f|.~.C.4.E......0..0.. * H...........0.......)."..b.*$W\$.q&.]zF _2..
12U WLLL2, R AW LKW, $.J.. +MLHZ.N UN.|b.l... { K@]6.LIP/...](A............. L) HL QY MG . ix. #2982 0K 1S Y L %.KY... 0. {1+ v Z
..).(6..@7v.;~..2..c...[0Y0..*H.=.. *H=..B.............2.+Y.l.Kk.bR,j5SI. .8....... H"i.-l..".Q{...FOD. .0...]'. A.L.+.=...kP.l.1..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLKSIWZGGMLKSIwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ030yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHAL: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

SHA-512: O0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
oc
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Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "....... ... ccoere. .. Chrome".. },.. "app_name":{.. "message": "....... ... ... Chrome".. },.. "craw_app_unavailable™: {..
"message": " ".. }.. "craw_connect_to_network™ {..  "message": "...., ..............".. },.. '"iap_unavailable™: {..  "message":"
"jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {.. = "message":

Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\ca\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 675

Entropy (8bit):  4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJOghbGGOgbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yZnLAOfTYABK: IHESbaib6WYpm31Lt0Z8Zp8pxOGAOFKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1L: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67FIC9I209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAATAEBA3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CI
B4

Malicious: false

Reputation: low

Preview: {.. "app_description": {.. = "message": "Sistema de pagaments de Chrome Web Store".. }.. "app_name" {.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. “craw_app_unavailable™: {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network": {..  "message": “C
onnecteu-vos a una xarxa.".. },.. “iap_unavailable": { "message": "La funci. Pagaments a |'aplicaci. no est. disponible actualment.”.. },.. "“jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOfTYWC:1HEI4AG8WY pdt8Zpg5TOGAOFW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1L: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BBI9A184F3BI3DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D8488!
CcB

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },.. "app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
“craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn..”.. },.. “craw_connect_to_network™ {.. = "message": "P.ipojte se pros.m k s.ti."..
}... “iap_unavailable™ {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\da\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 624

Entropy (8bit):  4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOfTYzD:1IHErMKfgMKVWYpM6IL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHAL: AE47AC90BA24C8F4724D9293FA40CFD4ADAGGFEOD

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FDO0742D47B5F5AB9AADIB4C3D57F63CB693EO60EECE123A72036C6E92156D099495C7E9E9CCE6DCE3EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C5
EOA

Malicious: false

Reputation: low
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Preview: {.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {. "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u

navailable": {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. "craw_connect_to_network": {.. = "message": "Opret forbindelse til et netv.rk.".. },..
"lap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 651

Entropy (8bit):  4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FK6030yZnLAOFTYJIE6K:1HEZWWYp3Bewv8Zp7k4OGAOQj

MD5: 6B3E916E8C1991AA0453CBAOOFEDCAAA

SHAL: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. = "message": "Chrome Web Store-Zahlungen".. },.. "app_name™ {.. "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {.. ~ "message": "Die App ist momentan nicht verf.gbar.".. },.. “"craw_connect_to_network": {.  "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {..  "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. "please_sign_in":{.. = "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 787

Entropy (8bit):  4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1L: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0BSEBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEO0BD60784A6B«
0

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "........ ... Chrome Web Store".. },.. "app_name":{.  "message" "......... Chrome Web Store".. },.. "craw_app_unavail
able": {.  "message™: " ".. }.. “"craw_connect_to_network™ {.. " T ".. }.. "iap_unavailable": {..
"message"™: " . ".. }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. “please_sign_in":
{.  "message":"....... Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFPRO30YZNLAOTYdD: 1HEVSWY pVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4ESBADF11AC

SHAL: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5SFEAL114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Reputation: low
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Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava

ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {.. = "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOTYdD: IHEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4EBADF11AC

SHAL: D07DD49E4EF3B36DAD7D038B7E999AEB50C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9CY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8AI769D929FEEFEB4D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description": {.. = "message": "Chrome Web Store Payments".. }.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™ {..  "message": "App currently unavailable.".. },.. “craw_connect_to_network™ {..  "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 661

Entropy (8bit):  4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNISOGAOfD

MD5: 82719BD3999AD66193A9BOBB525F97CD

SHA1L: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB0O8ESDB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCEO!
28

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name": {.. "message": "Sistema de pagos de Chrome Web Store"..
}... “craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “"craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. “iap_unavailable": {..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. “jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\es_419\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 637

Entropy (8bit):  4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO030yZnLAOFTYiJD:1HEvaC6WY pcDeEFxq8Zp4LIOGAOfVD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHAL: 4DADEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2FAEBBC3787B3892A240348324F

SHA-512: 37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAEGEA4764C545723FA
53

Malicious: false

Reputation: low
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Preview: {.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..

},.. "craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™: {..  "message": "Con.ctate a
unared.".. },. "iap_unavailable™ {.. "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwi_retrieve_failed": {..  "message": "The tr
ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\et\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 595

Entropy (8bit):  4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGIPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOFTYgoLIR:1HEdvqIWYpTeObk8ZpT/OGAOfULIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHAL: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B6IBBIAFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3EOF231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {.. "app_description": { "message": "Chrome'i veebipoe maksed".. },.. "app_name":{.. = "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™ {..  "message": "Rakendus pole praegu saadaval.".. },.. "craw_connect_to_network™ {..  "message": "Looge .hendus v.rguga.".. },.. “iap_unavailable": {..

"message"”: "Rakendt i d maksed ei ole praegu saadaval.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..

"please_sign_in": {..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\fi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 647

Entropy (8bit):  4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOFTY5HN: IHEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1L: F3EAAADDCO03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDES54B20845124113383B6EB81E43A0F05E4EBOC44BEE3C1DFACA4CCS5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3ECOE974FDDBOBE,
D8

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome Web Storen maksut".. },.. "app_name": {.. “message": "Chrome Web Storen maksut".. },.. “craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.Il. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {..  "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable™: {.. ~ "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. }.. "please_sign_in":{.. = "message": "Kirjaudu sis..n Chromeen.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\fil\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit):  4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjze TO30yZnLAOFTYHIVF:1IHEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1L: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: ECO002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBIFBBIA38BEBD8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. = "message": "Mga Pagbabayad sa Chrome Web Store".. },.. "app_name": {. "message": "Mga Pagbabayad sa Chrome Web Store"..
},.. "craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. "craw_connect_to_network": {.. = "message": "Mangyaring kumonekta
saisang network.".. },.. ‘“iap_unavailable": {.. "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Mangyaring mag-sign in sa Chrome.".. }..}..
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C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\fr\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

677

4.552569602149629

false
12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8:1HE4HNalHN6WYpNdgpY8ZpSTQWNBOGAh
8D11C90F44A6585B57B933AB38D1FFF8

3F9D44EA8807069A32AACA2AAADO2FD892E6CCI0
599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AFADE75ED3B5

D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6I
7

false

low

{.. "app_description": {..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. "craw_connect_to_network": {..  "message": "Veuillez vous connecter . un
rseau.".. },.. "iap_unavailable™ {.. = "message": "Les paiements via |'application ne sont pas disponibles pour le moment.".. },.. "jwt_retrieve_failed": {..

"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\hi\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

835

4.791154467711985

false
24:1HES07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLmM:Wh7qgYplCMLUph1GiSLm
E376D757C8FD66AC70A7D2D49760B94E
1525C5B1312D409604F097768503298EC440CC4D
8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D099231C1D
673F3F259AF2946E4F49BBED14A2A70D44BFIFDAID7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6FI9E7A735F28C7C719B539559005B69FA755!

false

low

{.. "app_description":{..  "message": "Chrome ... ..... ...... ".. }.. "app_name":{.. "message": "Chrome ...........".. },.. “craw_app_unavailable™:{.. = "messa
ge": " M. }.. “"craw_connect_to_network™: {..  "message": " ".. }.. "iap_unavailable": { "message”: "..- "
}.. “jwt_retrieve_failed™: {.. = "message": "The transaction could not be completed.” "please_sign_in": {..  "message": “..... Chrome

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\hr\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

618

4.56999230891419

false
12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK:1HE4H4TH8WYpN|jTta28ZpQVLPOSOGAOK
8185D0490C86363602A137F9A261CC50

5BD933B874441CEACB9201CCC941FF67BAEDEDCO
A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

D7629978FCO31EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCEG562D0
96E

false

low

{.. "app_description":{..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "“craw
_app_unavailable": {..  "message": "Aplikacija trenuta.no nije dostupna.".. },.. “craw_connect_to_network™ {.. = "message": "Pove.ite se s mre.om.".. },..
"iap_unavailable": {..  "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be comple
ted.".. },.. "please_sign_in":{..  "message": "Prijavite se na Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\hu\messages.json

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

UTF-8 Unicode text, with CRLF line terminators

dropped

683

4.675370843321512

false

12:1HEJVJIGGVJi+WYpU34Hpo90+dgMmfgijO8ZpU34Hu090030yZnLAOFTYBIAYm:1HEVIKkSWYpQzTUg/8ZpwoXOGAOfYIAd
85609CF8623582A8376C206556ED2131

1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABAL7FBCE
27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899ECT¢E

false

low

{.. "app_description": {..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name™ {.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. "craw_app_unavailable": {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. "craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },.. "iap_unavailable™: {.. = "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "jwt_retrieve_failed": {.. = "message": "The
transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\id\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

604

4.465685261172395

false
12:1HEJS25bGGs25b+WYpU340RBHAeSI+dgkmO8ZpU34s22C/SzFAs030yZnLAOfTYR:1HEBaA6WY paHFH8ZptOYOGAOf2D
EAB2B946D1232AB98137E760954003AA

60BDC2937905B311D2C9844DF2D639D7ACIF7F67
C6E8800450602DEOF39FE9F6854472383813FB454BOSABAE7E25A9167CE004C3

970FEC9A9EFOBAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BBO9AD2DEOCC886B368F49C019785AF7D2D7FES2F71341F039EADC399ED776CA
12

false

low

{.. "app_description": {.. = "message": "Pembayaran Chrome Webstore".. }.. "app_name":{.. “"message": "Pembayaran Chrome Webstore".. },.. “cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. “craw_connect_to_network": {..  "message": "Sambungkan ke jaringan.".. },..
“"iap_unavailable™: {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be co
mpleted.".. },.. "please_sign_in":{..  "message": "Harap masuk ke Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\it\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

603

4.479418964635223

false
12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUviO8ZpU34va7030yZnLAOFTYsD: IHEXd/aKd/6WY pZrv58ZpskOGAOfzD
A328EEF5E841E0C72D3CD7366899C5C8

2851ED658385804E87911643F5A4200B1FB26E13
CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DDIF57BE0536D
E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECCS

false

low

{.. "app_description":{..  "message": "Pagamenti Chrome Web Store".. },.. "app_name"™ {. "message": "Pagamenti Chrome Web Store".. },.. “craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. "craw_connect_to_network™ {..  "message": "Collegati a unarete.".. }.. "iap_unavailable": {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedi a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\ja\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

697

5.20469020877498
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Encrypted: false

SSDEEP: 12:1HEJO7uGGO07u+WYpU34DB+dgnsVztO8ZpU34MwiB030yZnLAOfTYmMSH:1IHEcnDNWY p1kxU8Zp2wiqOGAOfpSH

MDS5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHAL: 61BACA342CF766BBA15C7B4D892A0E7DACI9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DALF

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BEOAE4ES51739F8AFE32D7ADEGEDEO4EF6BIBIEEDO3E3A857E6058EEDD
C6

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ........ "message": "Chrome ........ ".. },.. "craw_app_unavailable™ {.. = "message": "..........

.. }.. "craw_connect_to_network™ {..  "message": "jap_unavailable™: {..  "message": }.. jwt_retrieve_failed": {..

"message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Chrome ............ R

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 631

Entropy (8bit):  5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaT030yZnLAOSTY/YeHx:1HEajWYpc3aSI0Hg8Zpc6kasOGAOfy YA

MD5: 9F6B4D82A70C74CA751E2EAE7O0FAB5CF

SHA1L: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8FAEFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7EGS

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFDOSE2D6EOC79D563578B3EC52517819BD

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome . ... ..". "app_name": {..  "message": "Chrome . ... ..".. },.. “craw_app_unavailable":{..  "message": ".......
....... },.. “"craw_connect_to_network™: {.. el ). tiap_unavailable™: {.. "message™: . .. L b jwt_retrieve_failed™: {0
message": "The transaction could not be completed.”.. },.. “"please_sign_in":{.. = "message": "Chrome. ....... " hL.

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\lt\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 665

Entropy (8bit):  4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpgHNKGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yZnLAOFTYx: IHELGHtKgHPWY pM3A8ZpwGzOGAOfg

MD5: 4CAB44F875606986A9898D04BDAE3EAS

SHA1L: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98CIE3EF3DBI6C

SHA-512: E575E3D0622F5BD4B6COEE79128A1B1F1882195670139D1983F4377D847141B8FBSEBB8BCED82AF3A220ED07D3577AFBEO85BADCOE9C7678292B80E3EC5D34«
4

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },.. "app_name": {.. = "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema".. },.. “craw_app_unavailable™: {.. = "message": "Programa .iuo metu negalima.".. },.. "“craw_connect_to_network™ {..  "message": "Prisijunkite
prie tinklo.".. },.. "iap_unavailable™: {.. = "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could
not be completed.".. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\lv\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yZnLAOfTYGYID:IHENQKKWYp2Doy/em8Zp2WOGAOfRYID
MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHAL: 1F67FF6EF6E90COCE3AAFS56ED543A3EFD381574D

Copyright Joe Security LLC 2022 Page 31 of 108



SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EATF5431CD51671A4184C9AEQ04FC53C016E3C594697F483195CCBAOBA93821EEF
0

false

low

{.. "app_description":{.. = "message": "Chrome interneta veikala maks.jumu sistma".. },.. "app_name™ {..  "message": "Chrome interneta veikala maks.jumu s
istma".. },.. "craw_app_unavailable™ {..  "message": "Lietotne pagaid.m nav pieejama.".. },.. "craw_connect_to_network™ {.. = "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. },.. "iap_unavailable": {.. = "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed™: {.. = "message": "The transacti
on could not be completed.".. },.. "please_sign_in":{.. = "message": "L.dzu, pierakstieties p.rl.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\nb\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.555032032637389

false
12:1HEJhiOGGhiO+WYpU340HSN+dgFjdGFZ08ZpU34JgdN030yZnLAOSTYiD:1HEDIiHIitWYpCYJ8ZpD1OGAOfRD
93C459A23BC6953FF744C35920CD2AF9

162F884972103A08ADB616A7EB3598431A2924C5
2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDCA4ED

F76E6E8D8499306883C3EC1E774F7ES8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCE
5

false

low

{.. "app_description": {..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name™ {.. "message": "Chrome Nettmarked-betalinger".. },. "craw_app
_unavailable™ {..  "message": "Appen er utilgjengelig for .yeblikket.".. },.. "craw_connect_to_network™ {..  “"message": "Du m. koble til et nettverk.".. },.. “iap
_unavailable™ {..  "message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be complet
ed.".. },.. "please_sign_in":{.. "message": "Du m. logge p. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\nl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

615

4.4715318546237315

false

12:1HEJIQGKbGGJIQGkb+WYpU340QKJIT+dgiXUmvFZ0O8ZpU34g7JT030yZnLAOfTYMD:1HErxkagxk6WY ptndXI8ZpTOGAOfbD
7A8F9D0249C680F64DEC7650A432BD57

53477198AEE389F6580921B4876719B400A23CA1
92BE7C2DC9CFBESAG5E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

969AB979546A741COF3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60ECOCD73848101B390BE8F44B89C310058AFAC1CA3CS8/
A7

false

low

{.. "app_description": {..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{.. "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™ {..  "message": "App momenteel niet beschikbaar.".. },.. “"craw_connect_to_network™ {.. = "message": "Maak verbinding met een netwerk."..
}... “iap_unavailable™: {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. },.. "please_sign_in":{..  "message": "Log in bij Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\pl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.646901997539488

false
12:1HEJbiVhGGbiVb+WYpU340BHIBi9+dgQUg608ZpU34bdbfilu030yZnLAOFTYR5k: IHE5VauiVeWY plAY8ZpxFiaOGAOfIC
0E6194126AFCCD1E3098D276A7400175

E8127B905A640B1C46362FAGE1127BE172FAA40F
E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2EOESAC687B7
7
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Malicious:
Reputation:

Preview:

false

low

{.. "app_description":{..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name": {.. = "message": "P.atno.ci w sklepie Chrome Web Store".. },..
"craw_app_unavailable": {..  "message": "Aplikacja jest obecnie niedost.pna.".. },.. "craw_connect_to_network": {.. = "message": "Po..cz si. z sieci..".. },..
"jap_unavailable": {..  "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{..  "message": "Zaloguj si. w Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\pt_BR\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.515158874306633

false
12:1HEJsc/bGGsc/b+WYpU340Lw+dgn/KzO8ZpU34FjIBMWGRO030yZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKIOGAOf2tD
86A2B91FA18B867209024C522ED665D5

63DEC245637818C76655E01FCB6D59784BC7184E
6374880FDD1F8AF1EEBAEA6A06B73BEOAB265AFCEB4FE6FO8BDE3B3989264B21
DABDBDES028756421C2904F605632EE98831A25A1247E6238A931629B94CE8BA00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CES3F8C38DF8C7B5AFCE

false

low

{.. "app_description": {.. = "message": "Pagamentos da Chrome Web Store".. },.. "app_name™ {.. "message": "Pagamentos da Chrome Web Store".. },.. “"craw
_app_unavailable™: {..  "message": "Aplicativo indispon.vel no momento.".. },.. "craw_connect_to_network™ {.. = "message": "Conecte-se a umarede.".. },..
"iap_unavailable™: {.. = "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. }.. "“jwt_retrieve_failed": {.. = "message": "The transaction
could not be completed.”.. },.. "please_sign_in":{.. = "message": "Fa.a login no Google Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\pt_PT\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

622

4.526171498622949

false
12:1HEJSZUkbGGsZUkb+WYpU340AE+dggxKzO8ZpU34rEpBfvPO030yZnLAOfTYLD:1IHEmUka5Uk6WY pFvdxZ8ZpSTnPIOGAOS
750A4800EDB93FBE56495963F9FB3B94

8BFB915488A4EB3CB33D68E2ES59F1F8447DB7D61
C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

2AEDEF5793406221BE76AF22031CE8C30ABSFAEAEDO9BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCABC77FFD808A2058602D3646FD8DAE2844406F
24

false

low

{.. "app_description": {..  "message": "Pagamentos via Chrome Web Store".. },.. “app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. “cr
aw_app_unavailable™: {..  "message": "Aplica..o atualmente indispon.vel.".. },.. “craw_connect_to_network™: {..  "message": "Ligue-se a umarede.".. },..
“iap_unavailable™: {..  "message": "Os Pagamentos na app est.o atualmente indispon.veis.”.. },.. “jwt_retrieve_failed": {.. = "message": “The transaction could not be
completed.”.. },.. "please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\ro\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.61125938671415

false
12:1HEJQINIZGGqIrIZ+WYpU344HIx2Z+dgrVPIZO8ZpU34qT7hI30030yZnLAOFTYU:1IHEC4D8WY pKow8WV68ZpKhoOGAOfoVGD
98D43E4B1054A65DF3FA3CC40AB6FB6D

46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2
113A13900CBAG62FEBAED06751971C23A80A99B47F9BE219CF884D57DB19611D9
A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD146!
false

low
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Preview: {.. "app_description":{.. ~ "message": "PI..i prin Magazinul web Chrome".. },.. "app_name":{..  "message": "Pl..i prin Magazinul web Chrome".. },.. "cr

aw_app_unavailable™ {..  "message": ".n prezent, aplica.ia nu este disponibil..".. },.. "craw_connect to_network™ {.. = "message": "Conecteaz.-te laore.ea.".. },..
"jap_unavailable™: {..  "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.".. }... "jwt_retrieve_failed": {. = "message": "The transaction could not be c
ompleted.".. },.. "please_sign_in":{.. "message": "Conecteaz.-te la Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\ru\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 744

Entropy (8bit):  4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ70JHZMSI3ZGG70JHZMSI3Z+WYpU34zWJI2F+dgVtLSv/ITO8ZpU347NW|T030n:1HEIOIHZMg4uOJHZMg8WYpdWJ/YGHg8m

MD5: DB2EDF1465946C06BD95C71A1E13AEG4

SHAL: FB4F3ECE9ECECEBBC6CA2A592A15FBI9C1FDFB811

SHA-256: FBAF22CE6E16DE174CEDSCB5EA3098CCALC3426A2111FF33BD3E64DAGAED67AB

SHA-512: 4EOCFOOBAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22EO0EC62E6E2F1C8E1632A2D0CEG828D25C5ABBF143C990116F6
32

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. = "message": " Chrome".. },.. "app_name™ {.. "message": "..... ........... ER Chrome".. },.. "craw_app_u
navailable": { "message": " ... }.. “craw_connect_to_network™ {..  "message": ".. .M. ). iap_unavailable™: {..  "message":".. .
..................... ".. }.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. }.. "please_sign_in":{..  "message": "........ Chrome.".. }..
.

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\sk\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit):  4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340RO+dgmmCO8ZpU34yH7u2Z030yZnLAOfTYCUAIOD:1HEI4AG8WY petPmD8ZpcH7a0OGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68ED8DCBOA

SHA1L: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: TFA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAFADEDID63B

SHA-512: COE623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EBOAFFBE087AAB62F1C88CD2A40CC44E59
D

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. = "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplik.cia moment.Ine nie je dostupn..".. },.. “"craw_connect_to_network™ {..  "message": "Pripojte sa k sieti.".. },..
“iap_unavailable™: {.. = "message": "Platby v aplik.cii moment.Ine nie s. k dispoz.cii.”.. },.. "“jwt_retrieve_failed": {..  "message": “The transaction could not be com
pleted.”.. },.. "please_sign_in":{..  "message": "Prihl.ste sa do prehliada.a Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\sl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit):  4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGeyvmbZ+WYpU340BOEtf+dgcalZ08ZpU34GCQAIERf030yZnLh: IHE4cy Y4TcyY8WYpNoWalw8ZpQcQBAFK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHAL: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EEODF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CAGABACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0ODEC!H
9D

Malicious: false

Reputation: low
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Preview: {.. "app_description":{.. = "message": "Pla.ila v spletni trgovini Chrome".. },.. "app_name": {.. = "message": "Pla.ila v spletni trgovini Chrome".. },.. "craw_app

_unavailable™ {..  "message": "Aplikacija trenutno ni na voljo.".. },.. “"craw_connect_to_network": {.. = "message": "Pove.ite se z omre.jem.".. },.. "iap_unavailabl
e {.. "message": "Pla.ila v aplikacijah trenutno niso na voljo.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "
please_sign_in": {..  "message": "Prijavite se v Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\sr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 743

Entropy (8bit):  4.913927107235852

Encrypted: false

SSDEEP: 12:1HEJsshdOGGsshdO+WYpU347xBP+dgcucO8ZpU34s1muP030yZnLAOfTYzDYD:1HEKsh59shTWY plx4Xud8ZpylmNOGAOvV

MDS5: D485DF17F085B6A37125694F85646FDO0

SHAL: 24D51D8642CDC6EFD5D8D7A4430232D8CDE25108

SHA-256: 7FFDE34C58E7C376C042DE64DEF6481DAE32BESB70FOB18EDF536290CBEOC818

SHA-512: ODDECFD860E99290B6C3AAA04F510272AE081CF2D93ED5832D9D6378ECID36177FFBE213471247FB94721EA34A83E7665669200047091D0FDE134E3D763217E

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": " . Chrome ... .. }.. "app_name":{. "message": " Chrome ... .M. }.. "craw_app_unavailable™: {..
"message": " ".. },.. “"craw_connect_to_network™ {..  "message": ".............. ".. }.. "ilap_unavailable™: {.. = "message": "

"jwt_retrieve_failed™: {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\sv\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 630

Entropy (8bit):  4.52964089437422

Encrypted: false

SSDEEP: 12:1HEJIMKbGGIMkb+WYpU340ACwWz+dgNPGFZ08ZpU34JgpXLSh030yZnLAOITYLdID:1HErMkagMk6WYpTOch8ZpDgdZOGAOf8Y

MD5: D372B8204EB743E16F45C7CBD3CAAF37

SHA1L: C96C57219D292B01016B37DCF82E7C79ADODD1ES

SHA-256: B8BA77E0089B0676545EC16D32468B727812B444F90B33A7A5B748E6C36C4388

SHA-512: 33640529E0D5DCC5CA4BDB0615A2818E8D26C6FCB7B3474C08AC3EB67B9DB40E1FO0A79954ED20728CD47A686D2533DCBC76ABCBDB917F8530C8DESBBAGS7
52E

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Betalning via Chrome Web Store".. },.. "app_name":{.. = "message": "Betalning via Chrome Web Store".. }.. "craw
_app_unavailable™: {..  "message": "Appen .r inte tillg.nglig f.r tillf.llet.".. },.. “craw_connect_to_network": {..  "message": "Anslut till ett n.tverk.".. },.. "iap_unavai
lable™: {..  "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande.”.. },.. “jwt_retrieve_failed": {.  "message": "The transaction could not be completed.”.. },..

"please_sign_in": {..  "message": "Logga in i Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\th\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 945

Entropy (8bit):  4.801079428724355

Encrypted: false
SSDEEP: 24:1HEKaldDal/WYp6UFi72SmIG8ZpyactrW2SAOGAOSLD:WK2DNY p6U4y3bpyLXwGFW
MD5: 83E2D1E97791A4B2C5C69926EFB629C9
SHAL: 429600425CB0F196DDD717F940E94DBD8BFF2837
SHA-256: 2FECA577F43D97BAEEA464741D585892103585208FD0A935B810A03BDCEB3C88
SHA-512: 60A5928DAABCB4341487F477C56B5A98B83EDESOES5F4F55A802E01FDDAB86F3E795D391953D3D9214552D14D3F58C5A183693C613720FC12FC387D7B8FIBIAB
Malicious: false
Reputation: low
Preview: {.. "app_description":{..  "message": ".............. Chrome ......... ". }.. "app_name™ {.. "message": "............. Chrome ......... ".. },.. “"craw_app_unavailable": {..
"message": " },.. "craw_connect_to_network™ {..  "message": "..........cccoc.... M. }.. iap_unavailable™: {.. = "message": "
................... ". }.. "jwt_retrieve_failed™: {..  "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "........
1)
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C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\tr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 631

Entropy (8bit):  4.710869622361971

Encrypted: false

SSDEEP: 12:1HEJ9Y8GGIY8+WYpU34wWT+dgGb0GO8ZpU34wryd7TO30yZnLAOFTYGbPKG:1HEQWYpyRnG8Zpyr/OGAOfFPNn

MD5: 2CEAE0567B6BB1D240BBAD690A98CA3B

SHAL: 5944346FBD4A0797B13223895995CAB58E9ECD23

SHA-256: A7CB86F30C9C31FE5540282C308BA96ADBAEC16EFI8C87129EB88105E5BEF5FC

SHA-512: 108A07C6D03D7178E8DOFFEF5349E0249A898D864964FED8757BD8A08SBC1C6D9613F2A6C01AA34A6606127D1C6CE14C229FA02586677DBB060B85E3E845950E

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Web Ma.azas. .demeleri".. },.. "app_name": {.. "message": "Chrome Web Ma.azas. .demeleri".. },.. "craw_a
pp_unavailable™ {..  "message": "Uygulama .u anda kullan.lam.yor.".. },.. "craw_connect_to_network": {..  "message": "L.tfen bir a.a ba.lan.n.".. },.. "iap_unavail
able™ {.. "message": "Uygulama ..i .demeler .u anda kullan.lamaz.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in":{..  "message": "L.tfen Chrome'da oturum a..n.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\uk\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 720

Entropy (8bit):  4.977397623063544

Encrypted: false

SSDEEP: 12:1HEJ7WILKSIXZGG7WILKSIXZ+WYpU34zb10y2P+dgSV1EjiTO8ZpU347qtfP2CTW:1HEIWEKKAUWEKK8WY pd/dTV1e8Zptq5S

MD5: ABOB56120E6B38C42CC3612BE948EF50

SHA1L: 8B3F520E5713D9F116D68E71DAEED1F6EBD 74629

SHA-256: 68ABA284751EB9C856032062EF9B1651E2A1ES5CESFDA0977FFC97D63BA7BEDYE

SHA-512: CD852A58217F739C1CD58567FF432D31A7AD3F68C884ABBA1DAY5799BCD1545C6A5D3B06F319681C12B78AD0A709828DE4B22736316F148D21F5DB76A5BCCB
F

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "....... ... Y Chrome".. },.. "app_name":{. "message": "...... ... — Chrome".. },.. "craw_app_unavailable": {..
"message": " ".. }.. "craw_connect_to_network™: {..  "message": "................".. }... “iap_unavailable™: {..  "message": "..... ... .o e

......... ".. .. "jwt_retrieve_failed": {.  "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "........ Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\vi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 695

Entropy (8bit):  4.855375139026009

Encrypted: false

SSDEEP: 12:1HEIMAZISFZGGMAZISFZ+WYpU34WFHoz+dgdklzoO8ZpU34NFH0z030yZnLAOfTU:1HEI4B8WY pAKytFZ8ZpXKMOGAOfd6D

MD5: 7EBB677FEAD8557D3676505225A7249A

SHA1L: F161B4B6001AEAEAB246FF8987F4D992B48D47BE

SHA-256: 051F96ED874C11C4A13589B5F68964E4F5B03B52DDA223D56524F2CA23760C04

SHA-512: 74FD267CF7E299FB8E7054605C3F651F057F676FF865082FA24F4916755456768DBODA62DBC515D829B48AB1F9CFC8AD3E841DCBF1F194D5CB14C5335A192A0

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n".. },.. "app_name":{.. = "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..
},.. "craw_app_unavailable™: {..  "message": ".ng d.ng hi.n kh.ng kh. d.ng.".. },.. “"craw_connect_to_network": {.. = "message": "Vuil.ng k.t n.i v.im.ng.".. },..
"jap_unavailable™: {..  "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be compl
eted.".. },.. "please_sign_in":{..  "message": "Vuil.ng ..ng nh.p v.o Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\zh_CN\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped
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Size (bytes): 595

Entropy (8bit):  5.210259193489374

Encrypted: false

SSDEEP: 12:1HEJ01GGO01+WYpU34zeHz+dgfO8ZpU34YKiO030yZnLAOFTYB6U: 1HEPIWYpISv8Zp+JOGAOfa6U

MDS5: BB73BF561BB79F89D9BF7C67C5AESC65

SHAL: 2FADD3A1959B29C44830033A35C637D0311A8CIC

SHA-256: D804F2A040D21D7511EFD5213D8E1721D64964A1A0DBB48E21622CEEDCIDI67E

SHA-512: 627D44CEF1FE5C5ABD598BD47FF5E22B9EFC1CF98DDE3868FAIES896C134A0CICO55AC34EDDADAES6B6690ES51AEA89965D38F770552A85C732CC796795DCE
8D2

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome "app_name": {.. = "message": "Chrome ......... ". },.. "craw_app_unavailable":{.. = "message": "
.. },.. "craw_connect_to_network": { "message": ".. .. },.. 'iap_unavailable": {..  "message": "............ ".. }.. "jwt_retrieve_failed™: {..  "message": "The
transaction could not be completed.".. },.. "please_sign_in": {..  "message": "... Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _locales\zh_TW\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 634

Entropy (8bit):  5.386215984611281

Encrypted: false

SSDEEP: 12:1HEJ2j62GG2j62+WYpU34m7T+dgc8nO08ZpU34mvIO030yZnLAOFTYAUH: IHEUSZCWY psStwP8ZpROGAOfCH

MD5: 5FF50C673CC0C661D615FOCFDOE6DCAOD

SHA1L: 60DFF98DEABI9C4746B288BDD9C94B3BCAESEAASS

SHA-256: C6F8C640F3353A7B9B1432A0C139C1AEEC40133800E6C9B467B63991AD660308

SHA-512: 361D62D91F4931C5F34092C9F2C6A5323D5EEB82A24E7ABE11F7817D8D66341COECAD4DCB4B10873920C8D6A3CCIF5704889E178EB2549001A9F62BEDF6C80
9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ............ ".. }.. "app_name":{..  "message": "Chrome "craw_app_unavailable™: {..  "message": "..

},.. “"craw_connect_to_network": {..  "message": .M. ). tiap_unavailable™: {..  "message" Mo e “jwt_retrieve_failed”: {..  "message

": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "... Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\ _metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 7780

Entropy (8bit):  5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1L: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FFI8CE4C18384D40AB4EATF6BATFE9

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CBOC84F17BB1AF3C5B1A3
C4

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY 2tfc216 ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO

[t7InBhdGgiOiJfbG9jY WxlIcy9iZy9tZXNzYWdlcy5qc29uliwvicm9vdF9o0Y XNoljoiZHUtdGRPAUNWemxDY254Q0poRkg2NXpLUO5vb1RIUES6bDNHbzdRMGJI3SSJ9LHs
icGF0aCl6119sb2NhbGVzL2NhL21Ic3NhZ2VzLmpzbh24iLCJyb290X2hhc2giOil6ZGtWaF9XdkxJWIhkckSXWHBVSHNRMGh1ZGtSM2d1QIMzb2VsTEZLNKIVInOseyJwY
XRoljoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbilsinJvb3RfaGFzaCl6lk9nUKNIZIVoam9xOU93NHFfaEhvTTQxNzNMelJy YkVpUVdsRXNRSzhscFkifSx7InBhdGg
i0iJfbG9jYWxIcy9kY S9tZXNzYWdlcy5qc29uliwvicm9vdF90YXNoljoiN2JVWWI1LYKhQUUNRMXBGemUz THIYSEhwWkIXN1c2Zk5hTOlaWmdKUERTTSJ9LHsicGFOaCl6l
19sh2NhbGVzL2RIL21Ic3NhZ2VzLmpzb24iLCJIyb290X2hhc2giOiJOV3FKU3RfcINFMmM9KT2VuSUZtMOpMRmMYiIOGtBZ3ZTa3RtZGpCRGJIWazdBInOseyJwYXRoljoiX2x
VY 2FsZXMvZWwvbWVzc2FnZXMuanNvbilsinJvb3RfaGFzaCl6lmgyaEZ0YUJoLXJQUEtoUmOOQkFWMOVEZmhFbnhSMEIGOVhYT3Z0aHhINjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uliwicm9vdF9oY XNoljoidOpSZDFmM3NXMERFVTJIHLXd

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\craw_background.js

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

544643

5.385396177420207

false
6144:abyfBNC2FRdjiRXgbe5Dg31IVIMgX+wd5/CcMMJIcRULtONjyTOEzZQ+h72W3GB0n:Ft/g
6EEBED29E6A6301E92A9B8B347807F5F
65DFB69B650560551110B33DCBA50B25E5B876DE
04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CCOA1697

FEDEG6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBESCFGAF7BES
7BF2

false
low

[*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arraylteratorimpl=function(a){var b=0;return function(){return
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arraylterator=function(a){return{next:e.arraylteratorimpl(a)}};e. ASSUME_ES5=!1;e. ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e. ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\craw_window.js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines

dropped

261316

5.444466092380538

false

3072:15vU7165s2M9dulWFCbmY J4tnFWdgpMad2vywhlp81QFvIFInNNsZgiDdOFIV/mZmc:15vgFCh2p8Gx9FNNsZ9Dd/ceR
1709B6F00A136241185161AA3DF46A06

33DA7D262FFED1A5C2D85B7390E9DBC830CBE494
5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265COEE6FIACS

26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242ESCEAC818A177444D402397AE82C203438C4B1D1¢
CcB

false
low

/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var b ,k=k||{};k.scope={};k.createTemplate TagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arraylteratorimpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:a[c++]}:
{done:!0}}};k.arraylterator=function(a){return{next:k.arraylteratorimpl(a)}};k.makelterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arraylterator(a)};.k.arrayFromiterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromiterable=function(a){return
a instanceof Array?a:k.arrayFromiterator(k.makelterator(a))};k. ASSUME_ES5=!1;k ASSUME_NO_NATIVE_MAP=!1;k. ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k. ASSUME_ES5||"function"==typeof Object.cre

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\css\craw_window.css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

1741

4.912380256743454

false

24:LalZ74H+rMwJIHwlodHRmxt3jiuliu1RDpfeWIMI548wIJHwWDwCapt/VMY Xj8Eq27K:Z+rMm711e88SLtWYXmrVZFH
67BF9AABE17541852F9DDFF8245096CD

A4AC74DD258E8E0689034FAA1B15A5C7C56DC3BB
10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FCOASE34D0ODIDAEC
298FA132C6F122798FDB9BC6DEB024915147ADC20355B56A92FOEDIACCE4549BEGE7F42212E07DCA166E31624D4E66E299565845D4BA1C51CA935050641B61F
false

low

html, body {. margin: 0;. overflow: hidden;.}..webview {. width: 100%;. height: 100%;. min-height: 100%;. position: absolute;.}...craw_overlay {. position: absolute;.. left
: 0;. top: 0;. right: 0;. bottom: 0;.. background-color: white;.. -webkit-transition: opacity 250ms linear;.. display: -webkit-flex;. -webkit-flex-direction: column;. -webkit-
flex: 1 0%;. -webkit-align-items: center;. -webkit-justify-content: center;.. -webkit-app-region: drag;.}...craw_overlay img {. margin: 16pXx;.}..#loading_overlay {. opacity:
1;.}..#offline_overlay {. opacity: 0;. display: none;.}..#offline_overlay > img {. -webkit-filter: saturate(0%);.}..#offline_overlay > span {. font-family: 'Open Sans', 'Deja Vu
Sans', Arial, sans-serif;. font-size: 15px;. line-height: 21px;. color: #8d8d8d;. display: block;.}..#loading_splash {. width: 128px;. height: 128px;.}..#drag_overlay {.
position: absolute;. left: 0;. top: 0;. right: 0;. bottom: 0;. pointer-events: none;. -webkit

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\html\craw_window.html

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

HTML document, ASCII text

dropped

810

4.723481385335562

false
12:hYenuEJIlig5fRpvV4AEdN2sAAuzg/7RwWQULYpUHIKFRNQBGYZKy3QGgjPSWZDQL:hYeLJKTVNEULAuzg/twQucpS9bj3
34A839BC40DEBC746BBD181D9EF9310C

8B4EAA74D31EED5BOBABA3CA5460201F6B10DA46
BB8742615E4CD996AE5D0200E443AE6ABF0B473255F03AFFDB8FB4660DE4554D

EE81E5509CBC2CB2B6C834224688C1E1B1AAIAA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF2811
FF

false
low

<IDOCTYPE html>.<html>. <head>. <link href="/css/craw_window.css" rel="stylesheet">.  <script src="/craw_window.js"></script>. </head>. <body>. <webview>
</webview>. <div class="craw_overlay" id="loading_overlay">.  <img src="/images/icon_128.png" />.  <img src="/images/flapper.qgif* />. </div>. <div cl
ass="craw_overlay" id="offline_overlay">.  <img src="/images/icon_128.png" />.  <span id="app_unavailable"></span>.  <span id="connect_to_network"><
/span>. </div>. <divid="drag_overlay"></div>. <div id="top_bar">.  <div id='close_button">. <img src="/images/topbar_floating_button_close.png'/>.
</div>.  <div id='maximize_button">. <img src="/images/topbar_floating_button_maximize.png'/>.  </div>. </div>. </body>.</html>.

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\flapper.gif

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

GIF image data, version 89a, 30 x 30

dropped

70364

7.119902236613185

false
768:g5TXOSBAGNIPMABNCcjCWdAMOVFMJIEwavTeElfWupav5TXg7wV+irlPny9MTVQHydi:g5KSmilPmAhZWiMsDfWug7DmgM6HybkF
398ABB308EEBC355DA70BCE907B22E29

CFFB77B8A1724B8F81D98C6D6AD0071D10162252
2B73533F47A99FFEA9CC405FFAFA9CACS53623F62487AEBFBA415945120B22040
FC7A56FC8A61A582161874B54ADBAD30A84840190008EDBOB6FBF84F91393CAS58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385¢4
false

low

GIF89a....

..9.:.h0.bT(6.1.&..("g*k..JLL.[....0. .(:..B(.6."...Z.CUyhO.....j.C.z8..S....2.T"...Q..4 g||$ueW.Ny
j.C.z8..S....2.T"...Q..4 g|]$ueW.NyQ.loL!AoF#9h>7.0t..%..,.@.m
.gr.?>.s.10....@.~.Tr.[8.+.,.;..EE....S.*f

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\icon_128.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

dropped

4364

7.915848007375225

false

96:Y]jILDJIJTVvXUtNvX8dgh9HT6EY8nviyHG5ICRYtIP: YINTfUzZvX8KM+MGRsIP
4DBCI9F9E6F5A08D299BACIES4DF07694
BB38F5DE34B1EOBE1109220BA55271087A4D9EAS
91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEBOE
A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC1417091:

false
low

k... la7Km...E...Te..T....J...p...%.(....+...3...eY.e..L.o..5..h4. \.. {’> .~u.’0 0 Y (G ).4...a
i.w38.+...Bf.//.]... L LT m.._[[{wf{....
A M.x..h4.h.....\.R.E....J) h4AE...,. .ii. vpz —/BFK9P @) R] D" Y 2B x}O &J...2 ....... fo..e.H ....... J)I..R....B... QJK..L..LI"L~mhh.R.@).FFF
0= Boaomo ] — Hoooodbooos f..yUU ........... "M...B ...... ].w.e.~1$.C.R....E(%e9.,...k.@..W8 5 ..?ME..c.....s..."..S1..7.b..
aNE. .k..3.yP.}.Ch.}.....B......... IPE.C<..T..K....Z.O_..c...Qeeeen P..A=y.J.)h.@.9.-*.AU.4..F.M....y%B]+ \.~.9.......=...l.....

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\icon_16.png

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped
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Size (bytes): 558

Entropy (8bit):  7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+510UWCQKznuow7:6yVnKYsfFzhXsrlg0YXmgQGn6

MDS5: FBIC46EA81AD3E456D90D58697C12C06

SHAL: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AAB019FAA51410C4FDI3B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3EGSE
50C

Malicious: false

Reputation: low

Preview: PNG........ IHDR.....cves a....IDAT8..Mk.Q...;... ..... F.QW....F...J0.2.w..7~......Q..B]... .QS..M& W..b& | .....p..f.2.D$.y ... .y*..\.Z..16..0R].@&.u..G.gN).t.-V*>(.N

.Ep]wFk.600.]0."Y..cT..Y.Th."DF.d..s.Z..E..9.4._C.._..%.* ... 4l.Y. X .R...[.Wj+wO[.].._B.k${\.>.%...........z .w.ALx0.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
e6X<..' (=} $f..5..P...k.."..8.5.<zgSM@.....).Y......e..|...F..LA$...T?..m..8........ N...z...V.vd.h...C.?....H.;]].C.M....9.b.....IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 160

Entropy (8bit):  5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPI3xWrA4RthwkBDsTBZtnAkx/RPIDmMV7bScsP4a9zIn94FptVp:6v/IhPKM4nDspnAkZINmgPdIn2TTp

MD5: 8803665A6328D23CC1014A7BOE9BE295

SHA1L: 9DAGEE729D5A6E9F30658B8ECI54710F107A641F

SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1AD580A3FAB35EC2B22BE497F36899FBE
930

Malicious: false

Reputation: low

Preview: RRIN (G- [ RSSpp— szz....tEXtSoftware.Adobe ImageReadyq.e<...BIDATX...Q..0......2...(p...~Z.}>1%0...V!s..... .. ....IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_close.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 252

Entropy (8bit):  6.512071394066515

Encrypted: false

SSDEEP: 6:6v/IhPKM4nDsp7q1hKVIomsjorxKNgtmNOVZ+GFYep:6v/7iMXValylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHAL: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2E6E9558863A89F7E5E1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5C9093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EES9C003423E46D9499BD27EC7D77A64

Malicious: false

Reputation: low

Preview: PNG........ IHDR... ... ..... szz....tEXtSoftware. Adobe ImageReadyq.e<....IDATX...... .. BRENLNhH @M CIIET B Rt S pa—" g..~.p/l. ..s....%D" .. $....@.!.<..).?
4{k.G3..4.[cH..0.18.Ir.mR.{......... f..#X....[END.B".

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_hover.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 160

Entropy (8bit): 5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPI3xWrA4RthwkBDsTBZtnAkx/9IVtEHxrPLYN+ItNPhv/I2up:6v/IhnPKM4nDspnAKZHVIERrPLygItNPn
MD5: 7CB6BI9DC1A30F63B8BD976924B75AD96

SHAL: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735
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SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227FOESS8E4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDFOCD227424F76A

Malicious: false
Reputation: low
Preview: PNG........ IHDR... ... ..... szz....tEXtSoftware.Adobe ImageReadyq.e<...BIDATX...A..0...+B.z.s.. ... $.<U..[ccceororennh s C.CA).....IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_maximize.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 166

Entropy (8bit):  5.8155898293424775

Encrypted: false

SSDEEP: 3:yionv//thPI3xWrA4RthwkBDsTBZttd//HmnFz1P/ZjXIUTqyClc301tK1p:6v/IhPKM4nDsptF/HOP/ZjXIUeyCol/p

MD5: 232CE72808B60CBEOF4AFA788A76523DF

SHAL: 721A9C98C835D2CD734153BBE07833C6637ECD68

SHA-256: AFA4EA944CBDEC8543242E627EF46D5BFD3766DCAC664E7ES0CDEEF2B352740C

SHA-512: 4048EEA5A78DD569521C488C4CE4F7B77AC0454C92EE9107A81A1B3AF91A4EE036039AC1A0A6B8DD26B12E7F1595DB80B7FAA7B6A25D9032BF385528A81A86
54

Malicious: false

Reputation: low

Preview: PNG........ IHDR... ... ... szz....tEXtSoftware.Adobe ImageReadyq.e<...HIDATXx......0.CQS....... s N N— m.v+Sg....<l..M8m..."...@$..0...E........ IEND.B".

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\images\topbar_floating_button_pressed.png

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 160

Entropy (8bit):  5.46068685940762

Encrypted: false

SSDEEP: 3:yionv//thPI3XWrA4ARthwkBDsTBZtnAkx/9IVIEXIYN+ItN1/Isg1p:6v/IhPKM4nDspnAKZHVEZgltN1eup

MD5: E0862317407F2D54C85E12945799413B

SHA1L: FAS557F8F761A04C41C9A4BA81994E43C6C275DBB

SHA-256: 5C10CE0589EB115600F77381130B70AE0B7B3752614D86D4C89E857658AA222B

SHA-512: 07CB69327961FD0019BEF8EF7590B5524905AC373A815F73F6D9EOB26840929F919A96CAA977D4B5656704DACDOF352D568FB3997F80EE6BB94C95B58839DBFE
Malicious: false

Reputation: low

Preview: PNG.......IHDR... ... ..... szz.... tEXtSoftware. Adobe ImageReadyq.e<...BIDATX...A..0.. +B..@WU..*.... $.<U..[.crvvocovrreren. (L M..X(....[END.B".

C:\Users\user\AppData\Local\Temp\scoped_dir4804_1151284097\CRX_INSTALL\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1322

Entropy (8bit):  5.449026004350873

Encrypted: false

SSDEEP: 24:1HEis7ViClyox/figeUoLFImF1s80FKrGfd0Od3NZNZx1Fq7eY7nfj1B:WL7V20piV1mvs8rxTZRczhB

MD5: 01334FB9D092AF2AA46C4185E405C627

SHAL: 47AD3COE82362FFE5B881DF8D71D6F79AB7F5796

SHA-256: F52714812D68C577A445169D11E84DF6751C2D6886BC429643072BB5D61C6C27

SHA-512: 888D96ADB7A847ABE472145258C8C46950EB2FA3BA7D596C2E90A17C8FBO6FD0155C56CC8ABASD076D89368417464BCB2D236F9E40E53241950A01F9F8EDS54¢
F

Malicious: false

Reputation: low

Preview: {.. "app":{..  "background":{.. "scripts™: [ "craw_background.js"]..  }.. },.. "default_locale" "en",.. "description":"__MSG_APP_DESCRIPTION__ ",.. "d
isplay_in_launcher": false,.. "display_in_new_tab_page": false,.. "icons":{.. = "128": "images/icon_128.png",..  "16":"images/icon_16.png".. },.. "key":

"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzvIvQI/01UsuPOIV5/lj0wx7zJ/xcibUgDelxobvw9XD+zO1MdjMWuqgJ
FcKuSS4Sugkje6u+pMrTSGOSHq1bmBVhOkpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",.. "manifest_version™ 2,.. "minimum_chrome_ver
sion™: "29",.. "name"™: "__MSG_APP_NAME__",.. "oauth2":{.. "auto_approve": true,.. "client_id": "203784468217.apps.googleusercontent.com”,..  "scopes": [
"https://www.googleapis.com/auth/sierra”, "https://www.googleapis.com/auth/sierrasandbox”, "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly” ].. },.
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Static File Info

@ No static file info

Network Behavior

Network Port Distribution

Total Packets: 81

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 26, 2022 14:55:04.268871069 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.268903017 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.269000053 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.269615889 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.269666910 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.269747972 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.269984961 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.269998074 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.270323992 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.270350933 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.270648003 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.270687103 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.270766020 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.271002054 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.271029949 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.285396099 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.285451889 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.285563946 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.285809040 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.285839081 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.338816881 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.342334032 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.371835947 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.371881008 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.372045994 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.372132063 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.372633934 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.372654915 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.372716904 CEST 49736 443 192.168.2.3 216.58.215.238
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Timestamp Source Port Dest Port Source IP Dest IP

May 26, 2022 14:55:04.374458075 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.374535084 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.374555111 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.375391960 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.375518084 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.389978886 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.390602112 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.390655994 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.391700029 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.391861916 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.395500898 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.395890951 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.395946026 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.397125959 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.397222042 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.478523970 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.592000961 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.592313051 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.592365026 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.592677116 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.593138933 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.593436956 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.593472004 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.593588114 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.593817949 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.593857050 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.593944073 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.593990088 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.594161987 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.594187021 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.630479097 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.630703926 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.630788088 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.630830050 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.638194084 CEST 49736 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:04.638221979 CEST 443 49736 216.58.215.238 192.168.2.3

May 26, 2022 14:55:04.647214890 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.647321939 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.647361994 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.647387981 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.647471905 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.649401903 CEST 49737 443 192.168.2.3 142.250.203.109
May 26, 2022 14:55:04.649439096 CEST 443 49737 142.250.203.109 192.168.2.3

May 26, 2022 14:55:04.664551020 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.678558111 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:04.678577900 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:04.778548002 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.190303087 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.190398932 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.190475941 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.223973036 CEST 49734 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.224005938 CEST 443 49734 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.282474041 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.324510098 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.385055065 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.385117054 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.385212898 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.385236025 CEST 443 49735 80.211.49.112 192.168.2.3

May 26, 2022 14:55:05.385310888 CEST 443 49735 80.211.49.112 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

May 26, 2022 14:55:05.385332108 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.385375023 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.730164051 CEST 49735 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.730212927 CEST 443 49735 80.211.49.112 192.168.2.3
May 26, 2022 14:55:05.838131905 CEST 49746 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.838156939 CEST 443 49746 80.211.49.112 192.168.2.3
May 26, 2022 14:55:05.838236094 CEST 49746 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.838480949 CEST 49746 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.838491917 CEST 443 49746 80.211.49.112 192.168.2.3
May 26, 2022 14:55:05.839694977 CEST 49747 443 192.168.2.3 80.211.49.112
May 26, 2022 14:55:05.839755058 CEST 443 49747 80.211.49.112 192.168.2.3
May 26, 2022 14:55:05.839894056 CEST 49747 443 192.168.2.3 80.211.49.112
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 26, 2022 14:55:04.239686966 CEST 55923 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:04.243217945 CEST 57723 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:04.246133089 CEST 58116 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:04.260868073 CEST 53 55923 8.8.8.8 192.168.2.3
May 26, 2022 14:55:04.268659115 CEST 53 57723 8.8.8.8 192.168.2.3
May 26, 2022 14:55:04.284287930 CEST 53 58116 8.8.8.8 192.168.2.3
May 26, 2022 14:55:07.617479086 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.648200035 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.648569107 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.680499077 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.680517912 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.680530071 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.680542946 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.694787025 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.696367979 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.712507010 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.712527990 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.714157104 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.747805119 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.748276949 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.791121006 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.792320013 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.793047905 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.798886061 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.808809996 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.808836937 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.808850050 CEST 443 63334 216.58.215.238 192.168.2.3
May 26, 2022 14:55:07.821223021 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.847924948 CEST 63334 443 192.168.2.3 216.58.215.238
May 26, 2022 14:55:07.937618971 CEST 63548 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:07.957148075 CEST 53 63548 8.8.8.8 192.168.2.3
May 26, 2022 14:55:08.698318005 CEST 51391 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:08.721771002 CEST 53 51391 8.8.8.8 192.168.2.3
May 26, 2022 14:55:09.500905991 CEST 63146 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:10.610795021 CEST 52985 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:19.021883011 CEST 59795 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:19.041491032 CEST 53 59795 8.8.8.8 192.168.2.3
May 26, 2022 14:55:29.619610071 CEST 64816 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:29.641628981 CEST 53 64816 8.8.8.8 192.168.2.3
May 26, 2022 14:55:32.150593996 CEST 53816 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:32.156538010 CEST 52096 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:32.183665991 CEST 60640 53 192.168.2.3 8.8.8.8

May 26, 2022 14:55:32.205230951 CEST 53 60640 8.8.8.8 192.168.2.3
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Timestamp

May 26, 2022 14:55:32.370873928 CEST
May 26, 2022 14:55:32.401355028 CEST
May 26, 2022 14:55:32.401392937 CEST
May 26, 2022 14:55:32.401427031 CEST
May 26, 2022 14:55:32.415510893 CEST
May 26, 2022 14:55:32.447850943 CEST
May 26, 2022 14:55:32.453174114 CEST
May 26, 2022 14:55:32.495498896 CEST
May 26, 2022 14:55:32.512279987 CEST
May 26, 2022 14:55:32.608078957 CEST
May 26, 2022 14:55:32.609566927 CEST
May 26, 2022 14:55:32.627547026 CEST
May 26, 2022 14:55:32.628139019 CEST
May 26, 2022 14:55:33.344547033 CEST
May 26, 2022 14:55:33.363270998 CEST
May 26, 2022 14:55:34.585623026 CEST
May 26, 2022 14:55:34.588696003 CEST
May 26, 2022 14:55:34.602510929 CEST
May 26, 2022 14:55:34.606168985 CEST

Trans ID

DNS Queries

Timestamp Source IP
May 26, 2022 14:55:04.239686966 CEST 192.168.2.3
May 26, 2022 14:55:04.243217945 CEST 192.168.2.3
May 26, 2022 14:55:04.246133089 CEST 192.168.2.3
May 26, 2022 14:55:07.937618971 CEST 192.168.2.3
May 26, 2022 14:55:08.698318005 CEST 192.168.2.3
May 26, 2022 14:55:09.500905991 CEST 192.168.2.3
May 26, 2022 14:55:10.610795021 CEST 192.168.2.3
May 26, 2022 14:55:19.021883011 CEST 192.168.2.3
May 26, 2022 14:55:29.619610071 CEST 192.168.2.3
May 26, 2022 14:55:32.150593996 CEST 192.168.2.3
May 26, 2022 14:55:32.156538010 CEST 192.168.2.3
May 26, 2022 14:55:32.183665991 CEST 192.168.2.3
May 26, 2022 14:55:32.608078957 CEST 192.168.2.3
May 26, 2022 14:55:32.609566927 CEST 192.168.2.3
May 26, 2022 14:55:33.344547033 CEST 192.168.2.3
May 26, 2022 14:55:34.585623026 CEST 192.168.2.3
May 26, 2022 14:55:34.588696003 CEST 192.168.2.3
DNS Answers

Timestamp Source IP Dest IP

May 26, 2022 8.8.8.8 192.168.2.3

14:55:04.260868073 CEST
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0x2d0c

Source Port

60641
443
443
443
60641
443
60641
443
60641
49844
63861
53

53
51518
53
52581
50152
53

53

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

Dest Port

443
60641
60641
60641
443
60641
443
60641
443
53

53
49844
63861
53
51518
53

53
52581
50152

Trans ID

0x2d0c

Oxafdf

0x67ec

0x28d9

Oxdd4d

Oxbbe4

0x268e

0x7a05

Oxce5c

0xd35b

0x9462

Oxdch

Oxe481

0x8e22

0xf480

0x221f

0x88a7

Name

urlsand.es
valabs.com

Source IP

192.168.2.3
216.58.215.227
216.58.215.227
216.58.215.227
192.168.2.3
216.58.215.227
192.168.2.3
216.58.215.227
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8

OP Code
Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
)
Standard query
)
Standard query
(©)

Standard query
)

Standard query
(0)
Standard query
(0)
Standard query
O
Standard query
0
Standard query
O
Standard query
0
Standard query
0
Standard query
0

CName

Dest IP

216.58.215.227

192.168.2.3

192.168.2.3

192.168.2.3

216.58.215.227

192.168.2.3

216.58.215.227

192.168.2.3

216.58.215.227

8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3

Name Type

urlsand.es A (IP address)

valabs.com

clients2.g A (IP address)

oogle.com

accounts.g A (IP address)

oogle.com

urlsand.es A (IP address)

valabs.com

page.adobe A (IP address)

spark-asse

ts.com

use.typekit.net A (IP address)

p.typekit.net A (IP address)

page.adobe
spark-asse
ts.com

A (IP address)

sgpl.digit
aloceanspa
ces.com

A (IP address)

code.jquery.com A (IP address)

use.fontaw A (IP address)
esome.com
maxcdn.boo A (IP address)

tstrapcdn.com

cdnjs.clou A (IP address)
dflare.com

s3.amazona A (IP address)
ws.com

www.google.com A (IP address)

s3.amazona
ws.com

A (IP address)

www.google.com A (IP address)

Address Type

80.211.49.112

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

A (IP address) IN

(0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 26, 2022 8.8.8.8 192.168.2.3 Oxafdf No error (0) clients2.g clients.l.google.co CNAME IN
14:55:04.268659115 CEST oogle.com m (Canonical (0x0001)
name)
May 26, 2022 8.8.8.8 192.168.2.3 Oxafdf No error (0) clients.l. 216.58.215.238 A (IP address) IN
14:55:04.268659115 CEST google.com (0x0001)
May 26, 2022 8.8.8.8 192.168.2.3 0x67ec No error (0) accounts.g 142.250.203.109 A (IP address) IN
14:55:04.284287930 CEST oogle.com (0x0001)
May 26, 2022 8.8.8.8 192.168.2.3 0x63f4 No error (0) gstaticads 216.58.215.227 A (IP address) IN
14:55:06.336055040 CEST sl.l.google.com (0x0001)
May 26, 2022 8.8.8.8 192.168.2.3 0x28d9 No error (0) urlsand.es 80.211.49.112 A (IP address) IN
14:55:07.957148075 CEST valabs.com (0x0001)
May 26, 2022 8.8.8.8 192.168.2.3 0x445a No error (0) express-pr 143.204.176.58 A (IP address) IN
14:55:08.165359974 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 0x445a No error (0) express-pr 143.204.176.17 A (IP address) IN
14:55:08.165359974 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 0x445a No error (0) express-pr 143.204.176.46 A (IP address) IN
14:55:08.165359974 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 0x445a No error (0) express-pr 143.204.176.87 A (IP address) IN
14:55:08.165359974 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 Oxdd4d No error (0) page.adobe 143.204.176.53 A (IP address) IN
14:55:08.721771002 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 Oxdd4d No error (0) page.adobe 143.204.176.11 A (IP address) IN
14:55:08.721771002 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 Oxdd4d No error (0) page.adobe 143.204.176.99 A (IP address) IN
14:55:08.721771002 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 Oxdd4d No error (0) page.adobe 143.204.176.39 A (IP address) IN
14:55:08.721771002 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 Oxbbe4 No error (0) use.typekit.net use- CNAME IN
14:55:09.519509077 CEST stls.adobe.com.ed (Canonical (0x0001)
gesuite.net name)
May 26, 2022 8.8.8.8 192.168.2.3 0x268e No error (0) p.typekit.net p.typekit.net-stls- CNAME IN
14:55:10.632558107 CEST v3.edgesuite.net (Canonical (0x0001)
name)
May 26, 2022 8.8.8.8 192.168.2.3 0x7a05 No error (0) page.adobe 143.204.176.53 A (IP address) IN
14:55:19.041491032 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 0x7a05 No error (0) page.adobe 143.204.176.11 A (IP address) IN
14:55:19.041491032 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 0x7a05 No error (0) page.adobe 143.204.176.99 A (IP address) IN
14:55:19.041491032 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 0x7a05 No error (0) page.adobe 143.204.176.39 A (IP address) IN
14:55:19.041491032 CEST spark-asse (0x0001)
ts.com
May 26, 2022 8.8.8.8 192.168.2.3 0x866¢ No error (0) express-pr 143.204.176.17 A (IP address) IN
14:55:19.052942991 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 0x866¢ No error (0) express-pr 143.204.176.58 A (IP address) IN
14:55:19.052942991 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 0x866¢ No error (0) express-pr 143.204.176.46 A (IP address) IN
14:55:19.052942991 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 0x866¢ No error (0) express-pr 143.204.176.87 A (IP address) IN
14:55:19.052942991 CEST od.adobepr (0x0001)
ojectm.com
May 26, 2022 8.8.8.8 192.168.2.3 Oxce5¢ No error (0) sgpl.digit 103.253.144.208 A (IP address) IN
14:55:29.641628981 CEST aloceanspa (0x0001)
ces.com
May 26, 2022 8.8.8.8 192.168.2.3 0xd35b No error (0) code.jquery.com  cds.s5x3j6g5.hwed CNAME IN
14:55:32.167500019 CEST n.net (Canonical (0x0001)
name)
May 26, 2022 8.8.8.8 192.168.2.3 0x9462 No error (0) use.fontaw use.fontawesome. CNAME IN
14:55:32.178447962 CEST esome.com com.cdn.cloudflare (Canonical (0x0001)
.net name)
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Timestamp

May 26, 2022
14:55:32.205230951 CEST

May 26, 2022
14:55:32.205230951 CEST

May 26, 2022
14:55:32.627547026 CEST

May 26, 2022
14:55:32.627547026 CEST

May 26, 2022
14:55:32.628139019 CEST

May 26, 2022
14:55:33.363270998 CEST

May 26, 2022
14:55:34.602510929 CEST

May 26, 2022
14:55:34.606168985 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

.

clients2.google.com

.

accounts.google.com

e urlsand.esvalabs.com

e https:
« fonts.gstatic.com

e o o o o o

express.adobe.com
page.adobespark-assets.com
maxcdn.bootstrapcdn.com
cdnjs.cloudflare.com
s3.amazonaws.com
www.google.com

e sgpl.digitaloceanspaces.com

HTTPS Proxied Packets
Session ID Source IP
0 192.168.2.3
. kBytes
T
imestamp transferred

2022-05-26 12:55:04 UTC 0

Copyright Joe Security LLC 2022

Source Port

49736

Direction

ouT

Trans ID Reply Code Name CName Address Type Class
Oxdch No error (0) maxcdn.boo 104.18.10.207 A (IP address) IN
tstrapcdn.com (0x0001)
Oxdch No error (0) maxcdn.boo 104.18.11.207 A (IP address) IN
tstrapcdn.com (0x0001)
Oxe481 No error (0) cdnjs.clou 104.17.25.14 A (IP address) IN
dflare.com (0x0001)
Oxe481 No error (0) cdnjs.clou 104.17.24.14 A (IP address) IN
dflare.com (0x0001)
0x8e22 No error (0) s3.amazona 52.216.205.5 A (IP address) IN
ws.com (0x0001)
0xf480 No error (0) www.google.com 142.250.203.100 A (IP address) IN
(0x0001)
0x221f No error (0) s3.amazona 52.216.37.208 A (IP address) IN
ws.com (0x0001)
0x88a7 No error (0) www.google.com 142.250.203.100 A (IP address) IN
(0x0001)

Destinati
Destination IP Esnation Process

Port
216.58.215.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-26 12:55:04 UTC 1

2022-05-26 12:55:04 UTC 2

2022-05-26 12:55:04 UTC 3

2022-05-26 12:55:04 UTC 3

Session ID Source IP
1 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-26 12:55:04 UTC 0

2022-05-26 12:55:04 UTC 1
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Direction

IN

Source Port

49737

Direction

ouT

ouT

Data

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ 'nonce-14LS9YOE9e2mkRAalUU64g' ‘unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 26 May 2022 12:55:04 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5624

X-Daystart: 21304

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 33 36 64 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢c 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 32
342220 65 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 31 33 30 34 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 36d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response"” p
rotocol="2.0" server="prod"><daystart elapsed_days="5624" elapsed_seconds="21304"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
31 37 31 37 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3¢ 2f 61 70 70 3e 3c 61 70

Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122h30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esnation Process
Port
142.250.203.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

Page 48 of 108



kBytes

Timestam
P transferred

2022-05-26 12:55:04 UTC 3

2022-05-26 12:55:04 UTC 5

2022-05-26 12:55:04 UTC 5

Session ID Source IP
10 192.168.2.3
. kBytes
Timestam|
P transferred

2022-05-26 12:55:06 UTC 228

2022-05-26 12:55:06 UTC 229

2022-05-26 12:55:06 UTC 229

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49753

Direction

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 26 May 2022 12:55:04 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/ldentityListAccountsHttp/cspreport
Content-Security-Policy: script-src ‘report-sample’ 'nonce-rI3L4g2K7hTaAYI0OF4ULUg' 'unsafe-inline';object-src 'none’;bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self*

Content-Security-Policy: script-src 'nonce-rl3L4g2K7hTaAYI0F4AULUg' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
Icspreport

Cross-Origin-Opener-Policy: same-origin

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version="*

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP SEEIREL Process
Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /templates/default/css/urlsandbox-dark.css HTTP/1.1
Host: urlsand.esvalabs.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://urlsand.esvalabs.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: text/css

Content-Length: 188099

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-2dec3"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
x-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Accept-Ranges: bytes

Data Raw: 40 63 68 61 72 73 65 74 20 22 55 54 46 2d 38 22 3b Oa 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76
33 2e 33 2e 36 20 28 68 74 74 70 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72
69 67 68 74 20 32 30 31 31 2d 32 30 31 35 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e Oa 20 2a 20 4c 69 63 65 6e 73 65
64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f
74 737472 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f Oa 2f 2a 21 20 6e 6f 72 6d
61 6¢ 69 7a 65 2e 63 73 73 20 76 33 2e 30 2e 33 20 7c 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 7c 20 67 69 74 68 75 62
2e 63 6f 6d 2f 6e 65 63 6f 6¢ 61 73 2f 6e 6f 72 6d 61 6C 69 7a

Data Ascii: @charset "UTF-8";/*! * Bootstrap v3.3.6 (http://getbootstrap.com) * Copyright 2011-2015 Twitter, Inc. * Lice
nsed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *//*! normalize.css v3.0.3 | MIT License | github
.com/necolas/normaliz
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:06 UTC 245 IN
2022-05-26 12:55:06 UTC 261 IN
2022-05-26 12:55:06 UTC 277 IN
2022-05-26 12:55:06 UTC 293 IN
2022-05-26 12:55:06 UTC 309 IN
2022-05-26 12:55:06 UTC 325 IN
2022-05-26 12:55:06 UTC 341 IN
2022-05-26 12:55:06 UTC 357 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6e 74 3a 20 22 5c 65 32 31 34 22 3b 20 7d 0a Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 6b 6e 69 67 68 74 3a 62 65
66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5¢c 65 32 31 35 22 3b 20 7d Oa Oa 2e 67 6¢ 79 70 68 69 63 6f 6e
2d 62 61 62 79 2d 66 6f 72 6d 75 6¢ 61 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5¢ 65 32 31
36 22 3b 20 7d Oa 0a 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 74 65 6e 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65
6e 74 3a 20 22 5¢ 32 36 66 61 22 3b 20 7d Oa Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 62 6¢ 61 63 6b 62 6f 61 72 64 32 62 6
566 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5¢ 65 32 31 38 22 3b 20 7d Oa Oa 2e 67 6¢ 79 70 68 69 63 6f
6e 2d 62 65 64 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65

Data Ascii: nt: "\e214"; }.glyphicon-knight:before { content: "\e215"; }.glyphicon-baby-formula:before { content: "\e216";
}.glyphicon-tent:before { content: "\26fa"; }.glyphicon-blackboard:before { content: "\e218"; }.glyphicon-bed:before { con
te

Data Raw: 65 66 74 3a 20 35 30 25 3b 20 7d 0a 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66 73 65 74 2d 37 20 7b 0a 20 20 20
20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 35 38 2e 33 33 33 33 33 25 3b 20 7d 0a 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66
66 73 65 74 2d 38 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 36 36 2e 36 36 36 36 37 25 3b 20 7d Oa
20 20 2e 63 6f 6¢ 2d 73 6d 2d 6 66 66 73 65 74 2d 39 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 37 3
5 25 3b 20 7d 0a 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66 73 65 74 2d 31 30 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢
65 66 74 3a 20 38 33 2e 33 33 33 33 33 25 3b 20 7d Oa 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66 73 65 74 2d 31 31 20 7b
0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 39 31 2e 36 36

Data Ascii: eft: 50%; } .col-sm-offset-7 { margin-left: 58.33333%; } .col-sm-offset-8 { margin-left: 66.66667%; } .col-
sm-offset-9 { margin-left: 75%; } .col-sm-offset-10 { margin-left: 83.33333%; } .col-sm-offset-11 { margin-left: 91.66

Data Raw: 2d 65 78 70 61 6e 64 20 7b Oa 20 20 20 20 62 6f 72 64 65 72 3a 20 30 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f
75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 20 7d 0a 20 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f
6c 5b 64 69 73 61 62 6¢ 65 64 5d 2c 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 5b 72 65 61 64 6f 6e 6¢ 79 5d 2c Oa 20 20
66 69 65 6¢ 64 73 65 74 5b 64 69 73 61 62 6¢C 65 64 5d 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 20 7b 0a 20 20 20 20 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 41 44 41 46 41 45 3b Oa 20 20 20 20 6f 70 61 63 69 74 79 3a 20 31
3b 20 7d 0a 20 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 5b 64 69 73 61 62 6¢ 65 64 5d 2c Oa 20 20 66 69 65 6¢ 64 73 65
745b 64 69 73 61 62 6¢ 65 64 5d 20 2e 66 6f 72 6d 2d 63

Data Ascii: -expand { border: 0; background-color: transparent; } .form-control[disabled], .form-control[readonly],
fieldset[disabled] .form-control { background-color: #ADAFAE; opacity: 1;} .form-control[disabled], fieldset[disabled]
form-c

Data Raw: 6f 72 3a 20 23 35 36 61 63 34 33 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 35 36 61 63 34 33
3b 20 7d 0a 20 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2c 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e
66 6f 63 75 73 20 7b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d
63 6f 6¢ 6f 72 3a 20 23 34 34 38 37 33 35 3b 0a 20 20 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 32 38 35 30 31
66 3b 20 7d Oa 20 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 20 7b Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20
23 66 66 66 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 34 34 38 37 33 35 3b 0a 20 20 2
020 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 34 30 38 30 33

Data Ascii: or: #56ac43; border-color: #56ac43; } .btn-primary:focus, .btn-primary.focus { color: #fff; background-
color: #448735; border-color: #28501f; } .btn-primary:hover { color: #fff; background-color: #448735; border-color:
#40803

Data Raw: 74 3a 20 38 70 78 3b 20 7d Oa Oa 2e 62 74 6e 2d 67 72 6f 75 70 20 3e 20 2e 62 74 6e 2d 6¢ 67 20 2b 20 2e 64
72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2¢ 20 2e 62 74 6e 2d 67 72 6f 75 70 2d 6¢ 67 2e 62 74 6e 2d 67 72 6f 75 70 20
3e 20 2e 62 74 6e 20 2b 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 20 7b 0a 20 20 70 61 64 64 69 6e 67 2d 6¢ 65
66 74 3a 20 31 32 70 78 3b 0a 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 31 32 70 78 3b 20 7d Oa Oa 2e 62 74
6e 2d 67 72 6f 75 70 2e 6f 70 65 6e 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 20 7b 0a 20 20 2d 77 65 62 6b 69
74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 33 70 78 20 35 70 78 20 72 67 62 61 28 30 2c 20 30
2c 20 30 2c 20 30 2e 31 32 35 29 3b 0a 20 20 62 6f 78 2d 73 68

Data Ascii: t: 8px; }.btn-group > .btn-lg + .dropdown-toggle, .btn-group-lg.btn-group > .btn + .dropdown-toggle { padding-
left: 12px; padding-right: 12px; }.btn-group.open .dropdown-toggle { -webkit-box-shadow: inset 0 3px 5px rgba(0, 0, 0,
0.125); box-sh

Data Raw: 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2c 20 32 35 35 2¢ 20 30 2e 31 29 3b Oa 20 20 62 6f
78 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2c 20
323535 2¢ 20 30 2e 31 29 2¢ 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2¢ 20 32 35 35 2¢ 20
30 2e 31 29 3b 0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 36 70 78 3b 0a 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6
d 3220 36 70 78 3b 20 7d 0a 20 20 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 20 37 36 38 70 78 29 20 7b
0a 20 20 20 20 2e 6e 61 76 62 61 72 2d 66 6f 72 6d 20 2e 66 6f 72 6d 2d 67 72 6f 75 70 20 7b 0a 20 20 20 20 20 20 64
69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 0a 20 20

Data Ascii: 1px 0 rgha(255, 255, 255, 0.1); box-shadow: inset 0 1px 0 rgba(255, 255, 255, 0.1), 0 1px 0 rgba(255, 255,
255, 0.1); margin-top: 6px; margin-bottom: 6px; } @media (min-width: 768px) { .navbar-form .form-group {  display:
inline-block;

Data Raw: 63 75 72 72 65 6e 74 20 3e 20 61 20 3e 20 2e 62 61 64 67 65 2c 0a 20 20 2e 6e 61 76 62 61 72 2d 6e 61 76
20 2e 6e 61 76 2d 70 69 6¢ 6¢ 73 20 3e 20 2e 63 75 72 72 65 6e 74 5f 61 6e 63 65 73 74 6f 72 20 3e 20 61 20 3e 20 2e
62 61 64 67 65 20 7b Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 35 36 61 63 34 33 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 20 7d Oa 20 20 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 20 3e 20 2e
62 61 64 67 65 20 7b Oa 20 20 20 20 66 6¢ 6f 61 74 3a 20 72 69 67 68 74 3b 20 7d 0a 20 20 2e 6¢ 69 73 74 2d 67 72 6f 7
570 2d 69 74 65 6d 20 3e 20 2e 62 61 64 67 65 20 2b 20 2e 62 61 64 67 65 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d
7269 67 68 74 3a 20 35 70 78 3b 20 7d 0a 20 20 2e 6e 61 76 2d 70 69

Data Ascii: current > a > .badge, .navbar-nav .nav-pills > .current_ancestor > a > .badge { color: #56ac43; backg
round-color: #fff; } .list-group-item > .badge { float: right; } .list-group-item > .badge + .badge { margin-right: 5px; }
.nav-pi

Data Raw: Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20 69 6e 68 65 72 69 74 3b 20 7d 0a 20 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75
702d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 3a 68 6f 76 65 72 2c 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d
2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 73 2¢ 0a 20 20 62 75 74 74 6f 6e 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d
2d 77 61 72 6e 69 6e 67 3a 68 6f 76 65 72 2¢ 0a 20 20 62 75 74 74 6f 6e 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d
2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 73 20 7b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 0a 20 20 20 20 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 65 36 37 61 30 30 3b 20 7d Oa 20 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75
70 2d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 2e 61 63 74 69 76

Data Ascii:  color: inherit; } a.list-group-item-warning:hover, a.list-group-item-warning:focus, button.list-group-item-warni
ng:hover, button.list-group-item-warning:focus { color: #fff; background-color: #€67a00; } a.list-group-item-war
ning.activ
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kBytes

Timestam
P transferred

2022-05-26 12:55:06 UTC 373

2022-05-26 12:55:06 UTC 389

2022-05-26 12:55:06 UTC 405

Session ID Source IP
11 192.168.2.3
. kBytes
Ti t
tmestamp transferred

2022-05-26 12:55:06 UTC 413

2022-05-26 12:55:06 UTC 413

2022-05-26 12:55:06 UTC 414

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49757

Direction

ouT

Data

Data Raw: 69 72 73 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 6e 65 6¢ 20 3e 20 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e
7369 76 65 20 3e 20 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 3e 20 74 68 65 61 64 20 3e 20 74 72 20 3e 20 74
68 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 67 65 20 3e 20 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73
69 76 65 20 3e 20 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 3e 20 74 68 65 61 64 20 3e 20 74 72 20 3e 20 74 68
3a 66 69 7273 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 6e 65 6¢ 20 3e 20 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73
69 76 65 20 3e 20 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 3e 20 74 68 65 61 64 20 3e 20 74 72 20 3e 20 74 64
3a 66 69 72 73 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 67 65 20 3e 20

Data Ascii: irst-child, .panel > .table-responsive > .table-bordered > thead > tr > th:first-child, .page > .table-responsive >
.table-bordered > thead > tr > th:first-child, .panel > .table-responsive > .table-bordered > thead > tr > td:first-child, .page
>

Data Raw: 30 30 30 3b 20 7d Oa Oa 2e 74 6f 6f 6¢ 74 69 70 2e 74 6f 70 2d 72 69 67 68 74 20 2e 74 6f 6f 6¢ 74 69 70 2d
6172 72 6f 77 20 7b 0a 20 20 62 6f 74 74 6f 6d 3a 20 30 3b 0a 20 20 6¢ 65 66 74 3a 20 35 70 78 3b 0a 20 20 6d 61 72
67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 2d 35 70 78 3b 0a 20 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 35 70 78 20 35
70 78 20 30 3b 0a 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 20 23 30 30 30 3b 20 7d Oa Oa 2e 74 6f 6f 6¢
7469 70 2e 72 69 67 68 74 20 2e 74 6f 6f 6¢ 74 69 70 2d 61 72 72 6f 77 20 7b 0a 20 20 74 6f 70 3a 20 35 30 25 3b Oa 20
20 6¢ 65 66 74 3a 20 30 3b 0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 2d 35 70 78 3b 0a 20 20 62 6f 72 64 65 72 2d 7
769 64 74 68 3a 20 35 70 78 20 35 70 78 20 35 70 78 20 30 3b Oa

Data Ascii: 000; }.tooltip.top-right .tooltip-arrow { bottom: 0; left: 5px; margin-bottom: -5px; border-width: 5px 5px 0; bor
der-top-color: #000; }.tooltip.right .tooltip-arrow { top: 50%; left: 0; margin-top: -5px; border-width: 5px 5px 5px 0;

Data Raw: 23 33 37 33 37 33 37 3b 0a 20 20 20 20 20 20 66 69 6¢ 74 65 72 3a 20 6e 6f 6e 65 3b Oa 20 20 20 20 20 20 62
6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 31 65 31 65 31 65 3b 20 7d Oa 20 20 2e 62 74 6e 2d 70 72 69 6d
617279 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 35 36 61 63 34 33 3b 0a 20 20 20
20 66 69 6¢ 74 65 72 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 34 34
3837 33 35 3b 20 7d 0a 20 20 20 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 20 7b 0a 20 20 20 20 20 20
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 34 66 39 64 33 64 3b Oa 20 20 20 20 20 20 66 69 6¢ 74 65 72 3a
20 6e 6f 6e 65 3b 0a 20 20 20 20 20 20 62 6f 72 64 65 72 3a 20

Data Ascii: #373737;  filter: none;  border: 1px solid #1lelele; } .btn-primary { background-color: #56ac43; filter:
none; border: 1px solid #448735;} .btn-primary:hover {  background-color: #4f9d3d; filter: none;  border:

Destination
Destination IP Process
Port

216.58.215.227 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /s/opensans/v29/memvYaGs126MiZpBA-UvWbX2vVnXBbObj20VTS-muw.woff2 HTTP/1.1
Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://urlsand.esvalabs.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https:/fonts.googleapis.com/css?family=Open+Sans:400italic, 700italic,400,700
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script’; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy: same-origin; report-to="apps-themes"

Report-To: {"group”:"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-
themes"}]}

Timing-Allow-Origin: *

Content-Length: 44800

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Date: Wed, 25 May 2022 19:36:10 GMT

Expires: Thu, 25 May 2023 19:36:10 GMT

Cache-Control: public, max-age=31536000

Age: 62336

Last-Modified: Wed, 11 May 2022 19:25:14 GMT

Content-Type: font/woff2

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 af 00 00 17 00 00 00 01 26 40 00 00 ae 88 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 62 1b 20 1c 84 50 3f 48 56 41 52 88 78 06 60 3f 53 54 41 54 81 24 27 1e 00 82
Oc 2b 13 08 81 7c 09 9f 14 2f 56 11 10 Oa 81 b2 18 81 98 7a Ob 84 1e 00 30 82 c7 Oe 01 36 02 24 03 88 38 04 20 05 87
7e 07 20 Oc 85 1f 5b f7 15 51 a3 6¢ fb a4 c2 74 1b 02 50 5¢ db 4c a7 71 01 46 06 72 3b 12 42 50 6d e7 91 81 60 €3 00 86
bd 66 f3 ec ff 3f 2b 39 18 43 41 37 40 b3 ec d5 ab 1f 82 49 26 45 d4 82 8e 2c 6a 23 b4 0a c9 42 ab c8 da 86 c8 98 Oe 8¢
05 f2 10 dc b7 60 85 d0 76 28 69 0d dd 14 61 89 68 Oa 7d 8e Oe 41 3f da bl 89 3d ad Oc 43 c2 7a 04 99 68 38 d9 35 67 0
ac6 65 0e b9 10 52 ed 80 7e Ob f7 83 17 17 09 16 77 57 3f 29 1c

Data Ascii: WOF2&@b P?HVARX ?STATS$'+|/Vz06$8 ~ [QItP\LgFr;BPm f?+9CA7 @I&E,j#B v(iah}A?=Czh85geR~WW?)
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:06 UTC 415 IN
2022-05-26 12:55:06 UTC 416 IN
2022-05-26 12:55:06 UTC 417 IN
2022-05-26 12:55:06 UTC 418 IN
2022-05-26 12:55:06 UTC 420 IN
2022-05-26 12:55:06 UTC 421 IN
2022-05-26 12:55:06 UTC 422 IN
2022-05-26 12:55:06 UTC 424 IN
2022-05-26 12:55:06 UTC 425 IN
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Data

Data Raw: 85 3a ad b3 eb 54 b1 c9 f0 34 b7 bf 7b 77 b7 1d 8b a6 07 4c d8 c8 1c 23 dc 60 06 25 da 44 c6 17 b0 f0 47 f1
6d fe 6f f5 57 d9 0d e8 88 54 4c 8c 42 e9 c1 92 dd 0d 4f db ea df Oc al 88 a2 ee 3f ab 36 aa 1c 75 77 2f a3 66 18 40 Oc 4a
24 0c c0 a2 ca 22 55 30 31 73 ¢3 38 a3 b7 da 3f 00 ee aa 3b e7 8c 73 ce 19 2b 64 34 90 5d 89 24 6d 0d 1la 2a 42 4a c6
8c 10 65 65 67 ee bb €3 16 32 e6 71 b8 69 de da ee fe c6 18 3f 17 0Of f2 f7 fa 49 ba 06 79 c1 ab 25 2f e0 5b Oc 35 e9 df 3a
€6 3d c3 bf 9b fe 1f 3c 84 00 09 c4 8c 28 21 b8 56 74 26 77 bb e2 4a 3 c4 ff 54 b5 d7 e7 da cd 4b 7d 20 37 fb 5e 3a a2

56 51 6a 42 al 51 c4 82 6a 20 88 05 82 97 4c 3b fd fc 3d ed el b2 7b b3 d3 17 d1 55 93 f0 d0 b7 5f ff fe ae ea 3e 67 ce dc
09 10 a9 08 97 95 09 b1 70 00 6¢ bb 1e 09 13 94 c4

Data Ascii: :T4{wL# %DGmoWTLBO?6uw/f@J$"U01s8?;s+d4]$m*BJeeg2qi?ly%/[5:=<(Vt&wJITK} 7":VQjBQj L;={U_>gpl

Data Raw: 99 23 28 d6 9d d8 07 00 43 51 50 c4 17 f1 cb 90 c2 47 02 cc ae 75 ff fb 69 57 df a7 65 6e b0 9f a7 cb 3f a3 a9
7f 3c 54 fd b5 4d 7d c1 ab f2 ef 5f db fe 52 4a f3 2b 2e 4f 7e 65 63 f5 2b 9b 32 df b4 c7 5e 9 6d e5 5b 41 8d d7 9f 6d bd fe
e2 f6 ef 7b f4 bf 1f 5¢ 16 bf Of dd dd 3b a7 7e 24 9e fd 51 2e fd 53 89 b9 ef dc ec c1 e3 c6 c1 17 1e fb 95 bc fO 6b d8 75 6
be 8d bf Oe 7c f2 b7 21 8d 63 cf 6c¢ ff 1d db 3c fe 6b fd 3f 20 5f bf 3c f5 83 cb b3 97 d3 33 d1 3f 5d bc e6 cf {7 f2 7f 1f 52 17
87 a7 5f 7c 70 e2 9f cf e8 ff ab 39 10 ee b5 57 9e c9 fa fe 20 35 fe 66 58 17 5f ec Oc ee 22 2b 10 75 ed 56 60 e5 37 {7 cd
07 3f ca fc d2 eb 64 5f fa 8c e7 cb 4f 51 7d f9 4f 2b 5f f9 75 e4 7d e5 2f 20 fa ce ef 81 f3 9d bf 80 e0 7b 7f 05 al 35 44 2f
4b fe f7 7f 17 99 df ff

Data Ascii: #(CQPGuiWen?<TM}_RJ+.0O~ec+2"m[Am{\;~$Q.Skul|!cl<k? _<3?]R_|p9W 5{X_"+uV'7?d_OQ}O+_u}/ {5D/K

Data Raw: 28 54 85 0b 59 7f b7 ee 90 bb fd c2 51 5d 06 01 8e 36 8d 4e e8 ad 89 67 8a 69 ee 81 12 ed a3 c2 ea f6 4d b2
92 41 a3 aa 03 18 d5 04 f4 65 02 34 49 3e 9a 80 99 d4 9c d3 09 ff 9e 59 24 3f a5 68 b4 9e 31 6¢ d9 b0 5b 96 35 25 0d 07
a5a350 1d 86 c2 7e 19 3541 09 95 c7 d5 cc 9e 99 df e4 12 41 53 el 10 85 95 6f 15 ce 01 19 7c ac 18 96 f0 8c 3f 3f fO
70f7 c2 7322 48 c3 b3 9e 93 52 €0 20 eb d3 91 81 63 3d a4 13 96 5b 4e de 97 c5 75 1e d3 3a c5 9f 9e 24 82 4a 8a b3 1f
9a 93 db 22 ad 85 2b 8f ab 64 ff 1f da dc cf 84 94 84 8a 4f d7 b5 95 40 51 d2 25 08 20 1c 25 a2 31 55 9b d5 Oe 94 c6 f5
74 €9 9e 25 33 ¢5 cf 08 9¢c 1b 29 11 5e 93 1a 9d 99 08 29 2a 1c ef 25 61 71 d2 a0 14 4f 3a 4c 06 4f €9 42 86 99 be 69 e8
c4 1 f3 ce 80 10 b0 b3 df dc 04 52 79 b6 57 f6 84 db 71

Data Ascii: (TYQ]6NgiMAe4I>Y$?h1I[5%P~5AAS0|??ps"HR c=[Nu:$J"+dO@Q% %1Ut%3)")*%aqO:LOBIRyWq

Data Raw: 20 5b 77 e4 46 el 04 22 2b 9a fd 4b 91 97 a9 3f d5 1a 9f 0d 85 a4 d2 18 b0 Ob cb e2 16 cd 04 d3 66 00 64 fO
8a3b 5a 46 1b 12 cd 84 4c 78 25 1b 9f 22 2c b2 01 a8 11 39 fb 06 ba 39 74 f8 ac 6d 5b 9e 5b 78 25 13 dc 12 78 f9 02 77
46 4f 74 42 6e 18 b9 8d 4b 9b 1e 7e c5 52 Oe 66 9e e3 e5 ac dd 87 f2 b5 bc be 3d a0 6¢ 42 20 9a 92 3c 70 fd 00 97 ce 00
84 8a 2c 3f 22 a4 72 e6 61 cf 3e bl 1e bf Of ba a4 70 cb 9d 07 75 98 51 09 4f 1c fe c2 15 3a 17 16 fd 04 41 92 ba 40 58 92
9e f0 57 dd 80 30 df fc eb 6e 2e e4 66 da f6 f9 €3 80 ed a6 ae 42 bb 3c €9 3b e4 7c b3 b4 45 e3 e9 c9 8d 57 23 23 {7 0d
70 c9 ff 17 ¢8 19 18 50 6b 3e a5 66 1b Oc 44 f4 fb c4 82 8d 72 e5 37 92 15 6f ff 2¢ f8 be 21 d1 ed 08 9e 64 bl 3b 18 Oe 41
14 09 d3 ea 88 85 f3 25 1f ba 90 71 6f 2f 61 f8 55

Data Ascii: [wF"+K?fd;ZFLx%",99tm[[x%xwFOtBnK~Rf=IB <p,?"ra>puQO:A@XWO0n.fB<;|[EW##pPk>fDr70,!d;A%qo/aU

Data Raw: cO 6b 58 1c Oc 6f 5a ad d7 94 42 22 6f da 71 c¢3 b0 6b 14 7e d3 2b 8d 88 d7 f2 45 be 2b f3 74 cb 22 7e 61 aa f8
cc 37 6fe7e27177 78 d3 8aaa 7a 21 77 be ee d0 a0 56 81 27 cc c2 3c 3a c8 02 54 4b f5 f3 32 c5 €5 f0 33 77 7b 92 Oe
ab 3247 08 a2 4c a2 c0 3d 4b 2b 45 1c c1 f9 d5 f0 a0 23 78 f2 ¢7 35 60 ec 1f f3 7c db ae c9 54 72 7e 85 b5 79 25 dO 1e
b0 a7 cd 04 2a 4e 1d 14 d5 e6 03 d3 6f 21 3b 1e 5d b7 dc f0 85 64 b4 b2 ad dd f7 c3 aa ec f6 63 6¢ 55 33 14 92 bf 63 36
329 76 eb f5 98 3f 39 cd 3c a7 f7 d7 b5 ca 28 46 4f 10 54 f1 d9 7a 84 9e 1b 94 af 17 b2 f5 12 a7 6b 59 9d ca f2 1e bb 98
79 f0 Ob 2b e0 6a a0 a4 41 eb d2 d8 9a 68 6e 35 47 11 7d 96 19 b6 b9 19 b0 d2 aa 88 cf 9b d8 d2 37 cc 76 12 3e a5 71
cb d8 75 9e ed 88 f1 b5 c9 7c ¢8 7b 3b 51 €9 93 87 al

Data Ascii: kXoZB"ogk~+E+t"~a7oqwxz!wV'<:TK23w{2GL=K+E#x5"|Tr~y%*No!;]dclU3c6)v?9<(FOTzkYy+jAhn5G}7v>qu|
{Q

Data Raw: 7b ¢5 c7 19 94 f7 52 11 92 25 f4 74 13 46 52 07 17 8 8c 14 14 16 90 2c 64 40 ed 58 4b c1 c3 25 8d ca e5 96
8c a0 36 d5 56 97 66 b0 3c 5a 65 ae f1 1f fc 68 9e 3 de 97 de 40 3¢ b8 a5 d2 d1 45 3f 71 68 09 7c 70 83 e0 09 5d 2b 98
ce 3d c7 cc bb 77 4f 95 4c 8 d2 fc 6e e7 43 da f8 Of b7 bl ac e0 86 8e e la 2f 6b bb 39 29 20 13 85 6a ff 09 16 3f 06 a0
76 49 75 8 59 18 4d d3 67 f2 ac c8 dd f4 58 ff a5 ff 6e 4b b4 95 c7 76 ¢8 32 ab dd 45 75 97 0d 8d 5e 52 54 11 f2 56 29 1b
fe 42 bf a8 db 34 ea 87 5b 6¢ b9 02 77 94 1b fd 07 02 a0 4f 75 91 a8 2f 41 d8 52 5d df 1b f2 44 Oe 84 9b 22 el 5b 9d Ob
27 74 03 5d 40 41 00 27 7a 3b 43 70 da f8 67 83 07 d4 21 c5 b7 ba 69 59 be 05 5f b6 03 bf d9 22 9d 6c 53 eb 34 Oe d4 c4
43 b3 50 8f c9 ef 17 7f 06 92 7b b2 b6 bf 71 bc be

Data Ascii: {R%tFR,d@XK%6Vf<Zeh@<E?gh|p]+=wOLnC/k9) j?viuYMgXnKv2EuU"RTV)B4[IwOu/AR]D"[t|@A'z;Cpg!iY
_"IS4CP{q

Data Raw: ba Oe 1d 3a 43 1b 3f 96 46 a6 04 af 3b d8 24 f6 eb 77 7b 43 d1 5a bc 16 44 2b 33 67 c1 e6 9c a7 0d 42 ad 7e
104 a2 48 7d a4 60 94 62 4a 6¢ ff 19 bb 64 42 62 c3 27 dd 3e 2f 73 65 b3 70 53 3d 44 4c dd 44 1d e6 c8 be 4e 32 4a f9
c8 e7 47 26 4a 8a ee db d4 83 9f dc 09 53 50 0f 92 63 9f ¢7 48 24 a2 c3 f1 31 31 b0 58 42 9a 26 bb 38 71 9f 2f d5 39 50
€3 75 5f 45 29 d7 b7 56 46 e3 82 aa b2 64 Oc 2c 01 4d el db 08 71 4e 73 9e 54 02 06 e9 7b 1f {7 9f 74 5f 24 01 67 95 99
7 48 e2 7e 3c aa bd 4a 10 1d 97 95 69 48 37 83 b0 3a 53 32 07 c6 6e 4c d5 66 dc d8 50 6a a2 47 ed 7 9a 75 ee b0 dc
25 8b 67 a0 49 31 69 de 73 b2 d5 7d bb 8d 5b e6 66 8d b3 ce 5f 92 98 8d 5e 6b b7 b7 ee be 52 fc 12 25 74 aa 8a 02 3f f4
aafe 51 70 7c 91 f7 6d 5d 49 7a f1 15 5f 75 f9 3e 63 ee Oc

Data Ascii: :C?F;$W{CZD+3gB~H} bJldBb">/sepS=DLDN2JG&JSPcH$11XB&8q/9Pu_E)VFd,MaNsT{t_$gH~<JiH7:S2nLf
PjGu%gllis}{[f_"kR%t?Qp|m]iz_u>c

Data Raw: f3 5b 77 7b ef 41 92 cd ba 5f 16 a9 ff bc 7c b1 e6 9f 8f bf f7 44 f4 3b ea fb 36 9a 55 81 02 f3 7a a5 8¢ b3 4d la
da e9 6 84 ac a8 26 70 7d 77 66 ad bd 09 d2 ec d6 4f 40 2b e0 ef 8e bd 51 95 9e 71 61 3f 30 4e eb 65 3a 2e 6b 01 12 af
b5 3e a0 f7 42 cc ae f2 ¢2 35 cc 75 5¢ 3c ef 70 bb f1 f9 f2 be be 4f 57 af f4 3e 86 40 f8 a2 e6 8b 25 e9 cf 7a 52 7f 05 9e 93
97 c¢7 d3 Oe 41 04 €0 ce 08 f0 51 27 f9 c1 4f 15 95 7f 2e 1e 53 6e 7f d0 d4 5e a7 19 9c 36 3e 40 06 48 65 dd aa 08 1b 37
c585hbd 17 b4 17 36 38 eb fe f4 46 ee d4 01 6e 4e 48 9a 85 da bd ca 96 6f ea 21 89 29 ae e6 ec 05 be f8 fc e0 e3 el 8e
d4 aa Oe 85 d5 10 96 8d c4 12 63 c8 6e 02 e7 Oc ad 5¢ 29 d5 9e 8c aa b1 1f 16 a2 Oa 33 2f 5b 7f 07 cb 22 0d 3f 5d db fO
fa dd 70 3f 01 ee 98 4c 37 41 ae 2f ac f4 b4

Data Ascii: [w{A_|D;6UzM&p}wfO@+Qga?0Ne:.k>B5u\<pOW>@%zRAQ'0.Sn"6>@He768FnNHo!)cn\)3/["?]p?L7A/

Data Raw: aa 62 5f 5¢ 2c bf €8 5b 9a 34 bd 2c 82 2¢ dd 09 71 55 9a d4 37 ¢7 46 37 68 b6 ab 9c 89 78 05 d4 b4 51 13 1b
5d db b4 ¢7 5d 49 c0 43 0b 1 35 0d d1 c2 46 cd 8f 05 50 3¢ b1 08 fa ba al 36 46 58 d7 68 e2 aa 2c 0f 09 a7 95 96 d2 c2
58 6a 3a bd b4 51 e9 6a 35 23 3¢ bc 94 41 53 78 €8 9b c2 5b b3 b6 24 1d fd 92 b0 99 a0 56 dc 73 74 Of b6 04 3b 53 b3
356 47 e7 98 47 6f df 4d 18 34 fd d4 64 d8 64 a4 bf €9 96 9c ac 26 3a 30 al 82 6¢ 41 f1 8d 96 b5 dc 41 28 c3 de af 9c
Oc 6 86 c6 ab 33 49 38 b7 €0 c2 c0 24 70 2a b8 27 92 a3 €0 a7 89 35 77 68 60 8e 8c d3 4 6e ff ed dc 31 97 ff da cf 29
a0 5 56 f8 03 ca 58 9c fb d9 7c ac Oc 96 06 ed 3 71 95 ad 99 a8 40 76 05 39 1d 16 81 €5 8b a9 fe 18 5e Ob bd 14 2 5¢
22 b1 35 4b ce 3 0b 86 c2 ¢2 fd 7c f1 30 a8 4f b9 cf 29 01

Data Ascii: b_\,[4, qU7F7hxQ]]IC5FP<6FXh,Xj:Qj5#<ASX[$Vst; SVGGoM4dd&:0IAA(I318$p*5wh n1)VX|q@vo\'5K|00)
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:06 UTC 426 IN
2022-05-26 12:55:06 UTC 427 IN
2022-05-26 12:55:06 UTC 429 IN
2022-05-26 12:55:06 UTC 430 IN
2022-05-26 12:55:06 UTC 431 IN
2022-05-26 12:55:06 UTC 432 IN
2022-05-26 12:55:06 UTC 434 IN
2022-05-26 12:55:06 UTC 435 IN
2022-05-26 12:55:06 UTC 436 IN
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Data

Data Raw: a8 b9 d2 36 67 49 1f 59 04 49 b7 f2 cf 4f 49 e0 a3 c0 el 7c 06 d5 33 02 25 8d 72 13 06 10 d0 42 1e 29 22 04
cd 0a 10 b6 73 15 el e5 ee cc 94 d8 51 ed 68 83 62 f8 32 bd b2 72 95 98 51 63 d1 fc 6f d3 dd el 81 22 cd 4a 49 f2 53 80
20 fd bc ce ed 91 8d 81 a4 7d 10 Oe b8 93 Ob 1e 70 4a 8e 3f e8 5f 98 01 Ob f7 a0 65 67 f6 61 32 93 06 28 d1 2d 59 59 d9
bd cf 22 b4 3b 4e ea 85 7e al ce 91 71 07 7c 28 ce 08 35 1d 7a 01 99 54 39 1c 0d 4d 42 c6 4c 27 47 86 Oc ec 5¢ d3 3b
58 20 13 cb a2 63 63 9a 42 d9 6d b2 8b 76 45 1d 63 86 87 f7 02 72 82 ba e5 5c 84 53 bf 68 81 4a 7b 92 43 25 7d ff a7 fa
d0 e4 ab 4a b1 b0 f5 03 Ob 38 b2 a2 d2 79 59 7d a8 f3 85 4a fd ac 7f 5f c1 e3 ef 94 1d cc 22 5b 31 ea 8f 2a 50 61 fd 75 21
c7 70 1f 35 5 5d cd b4 24 40 ff 97 Oc 45 17 8f 7a a4 20

Data Ascii: 6gl1Y101|3%rB)"sQhb2rQco"JIS }pJ?_ega2(-YY";N~q|(52TOMBL'G\;X ccBmvEcr\ShJ{C%}J8yY}J_"[1*
Paulp5]$@Ez

Data Raw: 4e be 60 ba 3a 15 7a 2a be 7d 9c 67 39 1f 24 84 fb 90 61 28 77 a9 20 18 c7 49 88 8f e7 44 c5 da 58 44 de 13
75 45 44 4e d4 a6 42 cf 88 bb 46 f9 55 2e al 7a c9 75 42 c2 2e df 1c 75 4c 40 cf 8e 28 da 72 3a 9e 57 d5 db al d1 68 47
1b b3 c2 12 3 44 5¢ 5e bc 10 23 74 f7 25 ¢3 82 dd 24 7c¢ 34 50 a0 a5 69 8d 48 35 5f 5f 5¢ b0 e4 78 92 72 2d dO 6a el b3
98 7d e7 f8 ac f6 ee ca b7 82 68 7 1e 1f ef f0 42 6e 66 b5 d2 d8 d6 27 cbh 19 f9 56 1b 7d 9a 00 e2 07 16 ec 95 a7 a8 32
8e 86 f2 84 3a €6 20 3c a6 d6 48 bf 66 78 43 9e ed 57 8f 4e 8d b4 4b 3b 57 6f cb b3 34 da d0 fO 1a 11 c8 c9 7d 3a ee 52
4e 91 23 d0 bc 2d 57 ec 7f e1 9d 6b 86 77 3d 9f ba f7 b8 f7 31 ef f0 87 67 74 80 02 89 15 eb 47 2d 4d ac 9a 95 d9 3b 6f
95 5 b6 86 8a fc 74 20 85 b5 16 d2 fb 99 bf cc 83 7e 86

Data Ascii: N":z*}g9%a(w IDXDUEDNBFU.zuB.uL@(r:WhGD\"#t%$|4PiH5__\xr-j}hBnf'V}2: <HixCWNK;Wo4}:RN#-W
kw=1gtG-M;ot ~

Data Raw: 4e 09 c7 84 0f a5 33 7b 14 cd be 37 60 82 e6 fO 2a el bc bd 5¢ 91 a5 d5 e8 bc 08 8c 93 57 e6 02 40 8b 46 ad
16 e9 ac 95 Oa ce 84 el e7 a3 f2 c2 80 97 37 56 ab 5e 72 1c 07 c2 fa al 70 59 83 e0 95 19 f8 66 8b 96 6a 13 64 ed 65 b8
0a9b 7e c2 79 e7 14 61 05 62 18 03 4c ce 8a 9b 8a ac 2b be 5e 2b 1a 98 ac 18 9e 97 24 86 b5 6e d7 3f 3e 65 4a 2d 35
27 d3a8 32 cc 79 d9 ce 6a b0 56 32 c6 8b c6 ca 1b c1 03 al 8e b0 2c 6e c9 f3 34 1d 02 b0 b7 ab dc f6 64 9a e6 b9 5f 4b
a5 59 af f3 35 f3 7a 1b d4 a5 20 5f 10 a6 8d cf 59 ¢9 b9 20 93 60 37 c6 c7 c9 fe 18 el la ca 03 67 28 21 42 c9 89 a6 74
63 18 a9 30 84 ce 54 7d d2 95 39 96 c6 be d9 c5 2a 93 17 ¢7 5¢ d5 3 0d b8 64 02 85 82 72 d9 92 93 07 28 3d c4 70 e6
06 92 al e0 02 54 8a ed 26 fc 6e 37 9d ae bd 4a ad 88 81 38 41

Data Ascii: N3{7"*\\W@F7V rpYfjde~yabL+"+$n?>eJ-5'2yjV2,n4d_KY5z _Y "79(!BtcOT}9"\dr(=pT&n7J8A

Data Raw: 4e fe 4c eb 7e 30 c8 b2 68 d2 ed a6 58 13 85 6a a0 68 11 13 63 09 05 a6 61 ad c8 cf 7c 94 33 9b 1d e9 b6 db
de 34 2a 1c 8d 21 39 94 6f 99 27 6b 18 83 76 ef dd de de dc d0 c7 77 ef ca 83 26 5e 10 73 7b 17 c7 08 79 b8 5f ba 7d 7b
€9 4b 65 73 a6 4b 0f 71 16 60 3a 5d 5b 95 5a b8 cd 9b 43 70 9e a5 17 da dc e6 c3 bb al 63 59 de ad 11 56 7d 44 df 3a
36 0b 17 ¢4 7a 0f a9 78 8d 8c 49 bf b7 84 38 a7 34 89 27 fa 3b 59 78 ed ee 79 59 ee 7b 04 05 fb 1d eb 9e cd cb 30 b3 be
63 12 35 8d d7 75 4e 8e el f6 de 46 0a f6 9c 39 d9 b9 ba 95 db 28 f2 el bb el e7 al f7 43 f9 f1 03 22 2d 5f 4e ab 2d 13
€6 73 69 9¢ 02 70 9d 42 4c 28 39 1d el ab 80 05 9c 78 58 48 92 fd 9e a8 67 a9 bb fb b5 e7 8d 39 1c 5¢ 2b 6d 17 13 8¢
9d 1d 6c b2 Oe 2e 76 62 95 Of ed cb f2 7e 83 a0 e0 40 d6 f5 22

Data Ascii: NL~OhXjhca|34*190'kvw&"s{y_}KesKq:][ZCpcYV}D:6zxI84";YxyY{0c5uNF9(C"-_N-sipBL(9xXHg9\+ml.vb~@"

Data Raw: 04 18 al 91 30 44 38 43 f8 25 ca 87 18 4a 1c 23 ed 21 39 93 64 a4 7a d2 14 e9 15 d9 9c 4c 21 4b 29 ee 94 36
ca 24 e5 ef e5 59 d4 fe 50 86 f7 bb 14 13 2a 0f bd 41 cb a5 1b d2 25 f4 10 7a 34 bd 90 de 47 5f a0 5f a4 3f a6 7f cf d0 61
58 32 e0 8c 10 06 8f 91 ca 28 61 fc 1b 17 ca 3c 1b 96 1a 76 25 9c cd da c5 Oa 61 5b b3 6f b0 5f b1 7f 5b 6d c8 bl e7 f8
71 a8 9c 18 4e 36 a7 8a d3 cb 99 c4 03 5¢ 87 7c f2 52 80 36 c8 Oa ce 00 70 d6 09 00 a4 03 bd de c2 ce eb 07 f3 35 0f 17
af ee 60 b5 1d b5 36 4a d7 52 83 1le d4 57 f4 e2 60 dc 31 b6 ea 3a ac a9 d5 7 f0 33 al 2f f5 ab 7d bf f7 83 b1 09 ab 3e 6b
51 66 68 f7 18 76 31 fd Ob f7 1c 2e 63 d7 c9 b6 cc 98 2b 82 3f ab cb 8c ff c6 23 78 47 5e 5d 3a 38 63 e9 63 48 5b fc a5 04
38 74 9f 55 51 5 23 6f bb 2f 13 f4 a2 67 34 3f

Data Ascii: 0D8C%J#!9dzL!K)6$YP*A%z4G__?aX2(a<v%alo_[mgN6\|R6p5 6JRW 1:3/}>kQfhv1.c+?#xG"]|:8ccH[8tUQ
#olg4?

Data Raw: ab b1 99 6a d4 77 5f 9e 63 90 ab 16 3a b4 66 f2 4f 9f ea 45 13 75 17 0d a9 37 b9 6a 76 9f 2c fc f1 9b 83 e4 {8
e5 b7 58 97 07 24 d3 a4 ce 40 43 3e 35 25 93 ce 6b f8 50 9¢ 6a 74 97 03 96 06 07 61 96 2e 9a 1d b2 2d 67 f3 89 5f 3a 26
fc ee a6 51 06 17 3a b2 48 fb d6 71 15 3d de b9 89 93 9e 07 0d e3 9a 78 6a 06 66 e0 ee 51 a7 al ae 7a 95 d4 bc 7b 90
75 4e 37 ea 24 53 9c 15 4d 86 2a 9c ba 82 33 54 a9 7e 01 34 15 aa 6f 24 7a 7b 92 b9 12 20 69 02 03 65 c0 b8 d3 c2 2a
66 85 al 5d 8d 84 89 b1 90 83 48 83 eb ef 4c 51 9f 8¢ 47 O 7f 8¢ 37 9e 24 08 a5 51 42 03 00 91 21 40 59 b9 6b 13 Ob e2
8f 22 93 80 3a 7e bb Ob 71 65 f6 17 07 ec 3e c8 el 45 35 0Of f0 a6 65 99 31 82 84 4d 01 31 c3 c5 al ee e0 Oe 43 91 c0 66
a4 54 42 a7 19 5e 5f 07 68 88 fa fb 8f 6d 40 40 6f 29 66 d4

Data Ascii: jw_c:fOEu7jv,X$@C>5%kPjta.-g_:&Q:Hg=xjfQz{uN7$SM*3T~40$z{ ie* [HLQG7$QB!@Yk":~qe>E5e1M1C
fTBA_hm@ @o)f

Data Raw: 80 9¢ 39 db b8 24 8c c0 97 28 fd f1 18 84 67 83 4a 76 35 5d 28 14 c7 €8 b0 2e 87 f2 c4 30 1c be f2 e5 d4 78
a2 72 b4 be 7a d5 b9 6a el 4c 3 35 d8 le 47 37 6e 86 41 69 af d3 2e ec d9 4b 26 10 c7 76 2b 7f 88 02 20 5¢ d2 61 cd 10
66 3e 25 f4 d4 a3 Ob d2 91 19 57 8e ad 4e 6e 2 e8 f3 26 4e a6 3f 5d bb b4 65 59 05 54 73 87 cc 20 92 a2 34 10 22 e3 97
de e9 45 6d 03 bf 7b cc 8b f6 f2 e6 5¢ 4a 6f 68 aa aa f3 7c b4 17 6b 4c 8e c5 43 b1 Ob Oe c4 5d e3 46 7b 91 e5 a8 ad 01
b5 3e 98 3f Oc 85 31 df fe 9f fb €9 b6 f6 97 07 cf f7 ab 7d 4a a5 5a 35 e9 3f 8 d2 a3 dd 71 4b 05 77 ff b3 7f 93 cd 67 55 a7
4d d1 fc 22 4c aa ad 91 87 2d Oe 67 7d 1c 00 78 cd 74 bd 18 fa 07 29 bb 99 54 fb f5 fb 27 6e 3e 8d €9 98 6e 93 4e 25 eb
5f e5 3a de be 38 b5 0b be db ff 99 6¢ 52 47 60 ad

Data Ascii: 9$(gJv5](.0xrzjL5G7nAi.K&v+ \af>%WNn&N?]eYTs 4"Em{\Joh|kLC]F{>?1}JZ5?2qKwgUM"L-g}xt) T'n>n
N%_:8IRG"

Data Raw: 39 65 b5 2d c5 5a b3 a5 30 f2 1a c9 c6 e4 95 6d 34 ac e4 66 ad f4 c6 de cf a4 95 d5 28 58 bb Oc ec d8 36 85
95 08 27 €6 c2 ac 7a 0a 14 94 2d 98 5c¢ f4 ef 1f 2f 74 d4 d4 db a6 40 28 41 11 08 94 15 cc 10 aa e2 f9 bb 1f 34 b4 5d ba
ca bf 36 23 f2 50 4b 46 83 21 d8 39 0d c1 19 Oc 37 bd 18 67 bd 4f 84 7f ec 92 dd 6¢ 50 cf b4 5e 2b e3 c4 b8 ec c5 38 ee
7d 22 fe 11 c0 0d 03 ef 9a 36 b2 b5 07 1e c0 7d 2f c6 89 ef 13 f1 df 8c c6 8a 8d 98 1b 8a db 9d 38 68 85 cl ff ea 96 ae 5f
93 4c 95 71 62 36 ec 1a c7 47 97 Oc 3e e5 dd 78 a3 e3 83 5e f1 e5 2b 26 86 28 21 d7 e5 68 96 48 8b 46 ff af 24 e7 7b e2
b4 98 df 58 f2 9c e8 df 03 de ec b7 0a a3 28 18 60 08 72 3c 72 76 Oc 46 2f 22 24 38 4e 17 92 22 ff 73 21 96 9c da a9 56
86 71 d7 9f c1 72 Oe 47 74 da 3d 1e 6b 38 f6 cO d5 4e

Data Ascii: 9e-Z0m4f(X6'z-Vt@ (A4]6#PKF!97gOIP~+8}"6}/8h_Lab6G>x"+&('hHF${X (' r<rvF/"$8N"s!VqrGt=k8N

Data Raw: 6f 14 72 97 12 bb 49 44 9f a4 17 4f ¢3 16 16 3f 36 df Oe 03 d8 76 df d8 d4 85 89 e0 fd 80 87 d6 90 ec f3 4b 20
94 33 c4 b7 e3 01 56 47 85 5e 43 7a 22 26 45 f5 b1 Ob 8b 5f 38 77 88 2f 3e 3d fe 3f 7f ca ba 73 2e 75 de 42 1d aa 84 78
d8 2e 25 44 5a 4f de 2c a5 99 75 47 a8 54 ce 58 40 13 10 6b a4 04 e6 73 7b 6e 24 61 92 69 al 8d Oc 1f b4 f7 96 b3 84 e7
26 7c 3109 al c8 2a 1d c8 53 cb 6b ¢7 d7 1d 65 62 71 a2 4a 83 15 b6 3e 2d eb c6 69 cd d9 e6 db 8f 2c dd ef e7 44 2c 62
43 eb b2 93 24 05 d8 11 75 7f 6e 49 cd 7f a3 f6 aa 4a 6d b9 49 02 0d 8e 3f 20 01 58 d4 ca c4 b8 90 2c 67 e4 e2 f0 cc f9 4f
b0 30 eb f2 57 38 7c 6a dc 31 6a 28 08 48 ce 26 b2 89 95 2c 6f 10 cf 9b 67 34 13 b8 70 3a 37 da 14 89 64 60 b0 f4 Oc Ob
9317 al 01 fd 44 06 03 12 8a 32 21 75 40 c6 e4 1le

Data Ascii: orIDO?6vK 3VG"Cz"&E_8w/>=?s.uBx.%DZ0O,uGTX@ks{n$ai&|1*SkebqJ>-i,D,bCSunlImI? X,gO0W8|j1j(
H&,0g4p:7d'D2lu@
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:06 UTC 438 IN
2022-05-26 12:55:06 UTC 439 IN
2022-05-26 12:55:06 UTC 440 IN
2022-05-26 12:55:06 UTC 441 IN
2022-05-26 12:55:06 UTC 443 IN
2022-05-26 12:55:06 UTC 444 IN
2022-05-26 12:55:06 UTC 445 IN
2022-05-26 12:55:06 UTC 446 IN
2022-05-26 12:55:06 UTC 448 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 37 37 b4 70 92 ee 78 95 aa 68 8d 6a 92 37 89 bb 59 df c2 f9 b6 b0 b2 a6 bd 0b fb f9 9b 13 6d ae ac be 94 51
b7 46 10 b9 c0 8b 61 74 7a 72 3a 24 3b 60 3f bc 35 3a bc d3 e7 61 67 6¢ 09 83 48 f9 83 2a 1d 4e 59 ce 1e 20 7b 90 37
95 6b d8 d1 2b 9f 1b 8e ed 5a 7d 80 9c 22 03 6¢ e2 Oc f8 ff a0 92 22 50 44 d6 43 42 d1 15 75 b8 7 Oe 50 bd a4 31 8f 43
3e 59 b3 d7 4e 62 1e f5 dc a4 de 19 Of fc 06 1b 63 18 el 16 ba 5¢c 73 e6 7f 7 54 85 dd ab d6 92 37 71 ac f6 d8 c8 c0 96
cc 44 dd 00 55 b2 22 3f a4 07 51 a8 Oe 6e c6 ce 60 fc 73 55 ee c3 4a b4 d6 74 ea Of fe e6 d8 10 44 ff 25 9a 5d ad c0 74
c0 84 d9 13 43 30 52 3d fb a0 10 f4 a4 d8 cf dc eb 82 dd 79 f0 05 5b f0 90 03 88 19 0d dd ab 4e 74 19 c7 52 35 da 78 9e
21 b3 4f 1d 02 €6 e4 56 7d c6 le 42 c1 c5 d2 bb 83 5¢ 13 c9

Data Ascii: 77pxhj7YmQFatzr:$; ?5:agIH*NY {7k+Z}"I"'PDCBuUP1C>YNbc\sT7gDU"?Qn sUJtD%]tCOR=y[NtR5x!OV}B\

Data Raw: 2a 77 24 37 16 11 1afb 7a ee cb e6 ca fc 9e 7d 82 5d 3b af 22 Oc 2c 32 b3 el 47 b9 44 c2 de b9 93 4e 64 11
58 4c 53 a4 16 a6 ab d4 ad aa fa a9 1d b8 43 ef 28 ae b9 f4 70 4e 3b 61 5f d8 d1 ff de 5¢c 60 2a Oc 6¢ 7f 25 6b a4 2f e2 83
ac ae 36 ec ae 20 21 48 03 a3 f7 80 1f 19 c3 83 79 82 6d e4 6¢ 45 44 49 ee 90 63 f2 f4 fe ea 81 c3 69 8b 07 2e 72 35 7f
Oaaeal4d6c3c12c51a77 0989 eb 71 ed 68 cl 8b 3dec 47 2d cO ce cc Ob 81 bd 45 bb da ea 24 82 b3 3¢ 85 ba 91
ae a9 e3 28 ea f7 51 60 4a df c8 69 52 20 27 ae 43 98 d9 20 fO 6b 54 fa €3 28 Oc bb 98 b1 d4 73 64 6f dc b0 Oc bb bf 79
3b 1 35e8 0b c5f9 7a 2c 91 00 a0 9f 6a 52 34 35 {7 fc 53 3a 33 2d db 55 d5 08 04 ad 06 c4 de 07 3f b1l eb 21 Oa 2c 34
43 8d 79 1f ec Of 82 ee ff 83 5¢ f5 €5 eb 47 28 62 17 12

Data Ascii: *w$7z}];",2GDNdXLSC(pN;a_\*1%k/6 'HymIEDIci.rsMI<wgh=G-E$<(Q'JiR 'C kT(sdoy;5z,jR45S:3-U?!,4Cy\G(b

Data Raw: 3b 65 96 a7 9f 50 f7 2b 34 84 d8 67 03 20 cc 54 56 83 d7 13 c5 b4 6¢ bb 76 Ob 09 f6 7e a2 1a 53 05 Oa €8 bd
49 4b 39 15 f2 fb b3 6a 33 44 c3 7b d7 91 f3 al 86 91 2e 83 65 e6 b6 2a 48 74 Oe 65 26 9a c4 6a 9f al d2 3c 2f a9 8e da
26 1d 35 2b eb 83 8d c4 29 85 81 e0 0d d3 74 ac 48 03 1f 3d 5d 44 97 c9 47 36 Oe b8 c8 e6 76 7f c5 82 56 ab bd 96 e5 14
59 99 bd b5 8a 8d 96 6d d8 6¢ Oc f8 ac 10 bf 62 44 ed 3b 13 33 5 ce 0f c6 cc 69 10 ce 6e 4b 8a 67 42 63 6 8 66 b6 14
11 0e 13 €3 20 @3 d1 53 32 f5 87 cc 84 a6 f9 d7 33 10 ec 3b 5b 7 90 41 f4 0d b8 85 8f 8f de 10 c8 d7 6a 75 {7 8c bc 2¢
b9 c5 c1 44 9f 06 ca 8b 2e f5 7f 75 fd 10 a8 63 8b 44 cf 9a d1 3f €6 1e 99 00 1b 2e 31 9b 30 18 2c Oe d2 9b 50 53 d4 3f fb
e3 bd d0 46 f0 7 df 2b 36 0d 81 10 98 53 d9 99 2b 92

Data Ascii: ;eP+4g TVIv~SIK9j3D{.e*Hte&j</&5+)tH=]DG6vVYmIbD;3inKgBcf S23;[Aju,D.ucD?.10,PS?F+6S+

Data Raw: 67 97 55 1a 65 15 da 6e d4 fc a7 d9 fb f0 d5 32 00 4a 1a f6 dd 28 04 1e dd 08 99 60 04 3d 96 bd f9 6b 93 79
56 ad 36 ae 90 db 47 67 1c af 33 51 a7 df d6 a4 6e cd ae €9 cd 27 57 eb ad 26 a0 ed 8c cf 32 9d 5e e3 14 4f b3 b3 d2 dO
ca 49 9a 7b 58 ac 16 87 ae df 54 b7 39 5a eb 5a b4 92 24 b5 1f 52 59 8b 06 1a 7b 67 cf 35 1b 7a 6f da 21 7f 3e 8e 84 fd
a6 8b 6¢ d6 e5 4b 32 e5 4a ad 56 cc 17 65 0a Oc 68 36 €3 ¢7 52 2¢ 23 58 68 87 d6 b9 70 9a b3 9d 1d 71 6b e7 e2 d9 3b
5a e929 c4 5d 16 61 45 51 05 ca 69 2d 97 33 a8 09 9c 2a 15 57 e8 4d a3 a9 99 Oe 78 9c 86 13 bc f9 9e 77 d8 87 d6 6f
65 4092 a5 7f b7 16 d6 17 90 12 ca a7 el 81 62 26 d6 b2 62 d8 e0 9d 4c 90 94 f1 f1 21 fd fc cd Oe 79 af 6¢ 9f 84 c1 3f 7f
99 c9 9e 61 dd 57 06 2c e8 ff 95 72 d9 e2 d1 be 8a ec 38 33

Data Ascii: gUen2J("=kyV6Gg3Qn'W&2"O{XT9ZZ$RY{g5z0!>IK2JVeh6R, #Xhpgk;Z)]aEQi-3*WMxwoe @b&bL!yl?aW,r83

Data Raw: 83 d7 54 36 52 74 €5 19 03 1a 60 53 46 02 6¢ 8¢ 56 19 c3 8b 25 7c fb 90 Ob a4 11 4f 41 be 4c 22 af f6 cc 8d
€3 e8 09 8a 52 ff {6 16 25 el 5¢ b8 fd 5b e5 c9 a3 53 8e 35 5e 9f ¢7 bc 41 3b 1a 02 cb el 12 34 be Oe 29 c0 70 91 26 ea
da 96 f6 f6 6f 35 5e 5d d4 8d ac 4e 57 81 fe 52 fb 35 ad c6 26 d0 70 e5 df b2 11 f4 c4 6 e0 9c ee 71 4a 40 20 51 20 75 27
1b a5 0f 1c 13 7c 08 eb e3 1e 4f bc ff 94 5c 3f 97 3e f4 f0 ba 89 cd 40 28 8a 54 5a aa b7 cf 87 5a 3d 68 a0 8 bb b3 fe 9b
a5 68 el f0 a9 5d 9c b2 34 a8 55 cc ¢8 2c a6 c9 c5 7b 9b b5 1a Oc 7a 76 28 64 cc 1a 31 ¢3 d4 69 cc ec 59 3b 10 03 55 cd
a8 ab e2 e6 14 22 6¢ c1 8d cf 34 16 32 3d f3 7a Ob fa c9 7f e6 43 5e 1f 6a 52 69 10 c8 60 0a 67 d6 e5 b7 84 Oe 28 b8 e4
80 14 b9 97 e3 8a d4 d3 65 30 d0 a9 5d 49 71 4f 99

Data Ascii: T6Rt' SFIV%|OAL"R%\[S5"A;4)p&05" INWR5&pgJ@ Q u'|O\?>@(TZZ=hh]4U {zv(d1iY;U"l42=zC"Ri g(e0]lqO

Data Raw: ae eb 75 07 90 63 7d 52 00 e0 18 da d8 79 72 c2 33 04 b0 f6 ba cb a5 67 03 dO fe e0 14 98 bc Oe 11 5d 03 6b
e0 a6 59 10 21 81 20 99 2a 3c 8a 62 24 b3 79 cc eb 94 73 1e bd 64 2d 4f 46 65 37 4e d3 2b ba al b7 8c d2 c2 96 75 50
55 23 38 ae 64 8a 05 00 13 77 6¢ a5 9a 2a ca 12 83 43 26 Oa 8a 47 2a d8 fd 6¢ bb 4e 55 5e 96 c5 c4 6b 0d 2e c6 6e 71
ac 51 4d ab db 27 f5 ad bb f2 46 e3 26 fd fe f4 4b 0a b0 d3 09 21 e6 19 45 99 1c a9 55 bb ae 56 03 c8 9d 4e f1 5a ba 50
8 5b a9 d2 64 9a 5¢ b0 le 24 cd 66 79 29 55 c9 b2 f4 a4 49 99 d9 b2 af b8 09 8¢ 56 67 dc 7d 5e 80 47 75 3d 84 99 7e f1
43 4d 82 95 29 f8 95 ad 13 ff d6 0d cf 4b de 81 6b 14 bd e8 4c ec de a5 9b 23 b5 b5 16 96 66 86 db 10 c1 74 Oe 67 7a 7a
61 f5 a2 ae f6 eb 32 35 a9 Oc c6 bc dd Oe 40 9d c0 b9 4f d2 41

Data Ascii: uc}Ryr3g]kY! *<b$ysd-OFe7N+uPU#8dwI*C&G*INU k.ngQM'F&KIEUVNZP[d\$fy)UIVg}*Gu=~CM)KKL#tg
zza25@0A

Data Raw: Of dd 02 68 fb 83 dc 39 85 48 fe ea 6f 5b 3f ba 1f f6 ¢3 c7 €5 9e 17 €5 b3 46 bc 95 50 9d e5 d3 21 4a 92 5d 51
do fd e3 24 6f 33 95 62 34 74 4c 25 62 4c 4b Oc bd 05 b6 23 ac db 21 8e be 41 eb 26 3d 45 2b 4a e0 bc 98 bf 73 b0 01 b0
08 4d 26 11 2c 89 52 1c ae cc f9 33 49 3c 7e 59 e7 75 b7 8b 79 85 4a 71 e9 27 88 58 16 d4 78 d9 bl 7b 1d 70 Ob 45 22
6a 95 d5 01 67 04 a7 8¢ 18 d2 f6 9e cd 11 a8 3f 4c 9e b4 b1 3c a6 80 f5 36 f9 76 39 e6 58 7f b2 87 50 e3 dd bc c8 58 cb
7 e1 20 6e 8f aa 6f 89 69 3e 5f ff ba db al 6b a6 58 d5 7e b1 53 61 57 56 d6 bf 21 {3 fb d1 3a 36 a8 77 40 27 27 eb 4c cd
71 3b 67 7d 08 4f 8b ef cc 6b 94 29 23 ¢8 6d 25 Of 6a 0d 4c 2d 4c 2d 48 14 04 ba 49 5b 29 4a 6¢ d8 4d 52 6b 6d f4 51 ed
87 b4 94 d6 11 el 6e bl 75 a4 aa 41 bb 9e b0 1c c1 39

Data Ascii: h9Ho[?FP1J]Q$03b4tL %bLK# A&=E+JsM&,R3I<~YuyJg' Xx{pE"jg?L<6VIXPX noi>_kX~SaWV!:6w@"Lq;g}
Ok)#m%jL-L-HI[)JJIMRKmQnuA9

Data Raw: a6 43 fc 1c 6d 85 66 78 8b d4 0d e2 c1 92 36 96 1f c9 c7 f1 1d 2c 33 1b cf f1 45 c5 43 9b 60 57 3e 05 bb a6 a4
3f 06 e3 €5 5b 18 29 b9 d4 75 €9 71 99 33 4d a8 a7 64 e2 c5 77 55 77 36 15 3e 17 68 8b 05 4c 59 bf f6 12 95 9c bf c6 a8
f2 18 98 Oe cf 17 ec a6 7e 38 d9 4e 3a 97 92 35 18 1b 66 81 1a 71 df 6f f7 8d 25 4e 83 45 2b 9d 59 a2 0Of 20 55 5b e8 27
76 9d ed c4 f7 6f bd f9 7a 6b a7 ce ee ba 8b b3 a7 3b 4b al 1c b6 6b Of 10 52 80 29 4f b8 34 38 b3 d4 Oc 51 87 1b {7 63
db 58 cc a9 77 ce f4 8c 52 80 02 fe 59 6f 2f 68 a4 01 7d 76 c6 5a 6e 6d ec b0 31 0d 83 30 e8 84 2f 9d 86 {7 fc 16 a2 4d 60
68 4b 79 90 69 d4 62 1e 2d 26 91 47 3d cd 9a 21 d0 48 8b c4 al 48 d3 f5 09 e6 5¢ d7 75 5b 2a 08 15 71 0f 42 23 5a 2b
53 08 ea 00 d0 c7 55 ce 86 f4 26 c6 b8 68 2e 95 d5 7e

Data Ascii: Cmfx6,3EC " W>?[)ug3MdwUw6>hLY~8N:5fqo%NE+Y U['vozk;KkR)O48QcXwRYo/h}vZnm10/M hKyib-
&G=IHH\u[*qB#Z+SU&h.~

Data Raw: 8e 3f 85 e2 ca 3c 96 86 48 a4 64 16 56 Oe 6b bl 43 al e2 2d a8 14 a4 30 4c 8e 1f 14 3b a4 74 d3 98 a3 34 11
71 b6 5a 76 a7 bd c6 50 52 6¢ 81 37 1c 49 1d 86 65 8d 00 c2 bc d4 1e dd 61 d3 01 3a 63 8f 84 d1 62 8d 8e 34 86 98 e3
ba 63 da 8¢ 69 26 9a fd 87 46 77 87 3d 83 78 8e 4e 76 18 03 dd ee 5a b9 c4 f1 04 cb dc 31 b1 61 c7 al €8 90 9a 12 f3 26
d8 44 8c 30 6b 0f d7 b9 73 bb 2e d2 38 be 67 bc 8e cd 1c 7d c¢6 13 96 29 be d1 08 ab 09 3f 65 87 79 77 d6 64 b7 8c 49
52 ¢7 25 bd 79 c1 Oe bf 29 ed af d6 be c¢7 b7 78 83 9d e0 be f3 de 42 9e 1c 18 70 ae c5 ff 30 27 e5 2a ee 89 87 f2 35 l1a
Oc b3 f8 b4 97 1e 78 e8 7e 9a b4 38 €6 Ob f6 1d 40 91 bb 51 1f 75 ce 49 ab a9 a0 8d 30 2a 61 1c 30 a2 02 bd ca 92 cc dd
eb 21 bd c1 42 87 6d 77 dc 64 ee b9 05 43 40 e3 97 4c b1 70 0d

Data Ascii: ?<HdVkC-0L;t4qZvPRI7lea:cb4ci&Fw=xNvZ1a&DO0ks.8g})?eywdIR%y)xBp0*5x~8@Qul0*a0!BmwdC@Lp
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Timestamp

2022-05-26 12:55:06 UTC 449

2022-05-26 12:55:06 UTC 450

2022-05-26 12:55:06 UTC 451

2022-05-26 12:55:06 UTC 453

2022-05-26 12:55:06 UTC 454

2022-05-26 12:55:06 UTC 455

2022-05-26 12:55:06 UTC 457

2022-05-26 12:55:06 UTC 458

Session ID Source IP
12 192.168.2.3
Timestamp

Copyright Joe Security LLC 2022

kBytes
transferred

kBytes
transferred

Direction

IN

Source Port

49758

Direction

Data

Data Raw: 41 Ob 16 e7 48 fa el 6d 32 20 57 16 21 b5 24 38 01 Oe 54 7f 07 1a a8 52 9b 75 ab 76 1f 06 4c 32 67 95 8b 9b
b4 d6 7f ed 7e Of a4 31 39 83 1d 80 ce fc ac 86 29 5¢ 70 9c e7 5f 09 a5 89 84 c2 0d 59 71 70 a8 44 aa 83 9d da b3 5e 5e
b0 8e bb 94 8d 24 60 b2 c6 1d fb 3d c1 4e 5¢c c3 96 61 Oa 1c 08 6f ea 6e 47 38 14 bb ed a0 50 ab 7b bd eb e6 68 b6 b7
96 ef 91 ba Oc cf 98 bf 51 50 5d 1b 85 Ob fd ae 8a 1f 66 9c 64 de b0 1a 3b 92 9b bd d3 be b6 3c fd be ea 26 5f 26 c5 29 fc
9d d6 70 27 7b d8 fO 19 5b 92 fd dd 38 6a 84 f6 8e d1 48 08 31 af 29 83 7c {7 5f 4e 57 €8 56 73 10 c9 39 f0 dd 0d 0d a3
84 3f 3b 21 cc 7a a8 65 30 5a 4c 24 0d 04 65 fc Oe d2 41 15 4c b0 3a 67 17 13 cc 45 07 Ob 9c 7c 40 7b 4e 8d 52 08 39 78
b0 4b de f8 7d b5 da af c6 fd b9 dd 5f 68 8d ed le 64 cf

Data Ascii: AHmM2 W!$8TRuvL2g~19)\p_YqpD$ =N\aonG8P{hQP]fd;<&_&)p'{[8jH1)|_NWVs9?;!ze0ZL$eAL:gE|@{N
RI9xK}_hd

Data Raw: dd f0 1d fc ac bb 1e 81 a6 55 55 f3 69 be bd 29 98 a6 e5 f6 36 65 ab 03 b0 4a 94 dc 6a 26 0d 73 54 9e 4a 8d
3d 9d 15 57 82 43 de da f9 91 fd 65 56 47 4d c0 72 3d 34 fO 9e cc 3d 98 51 a2 30 67 16 ff 8c c4 3 bc 83 15 91 a3 65 64
24 dc ae 33 0d 59 90 55 ff 7f e0 d8 99 cc 3a 79 8d ff 5d e8 70 c3 71 65 a5 88 af 58 be 1d be d7 b4 1c bl ca 5f a5 81 al a3
5f 5a d7 4a 72 86 ac 2c d7 82 eb dd 56 ce a4 a3 2d 48 c1 cb 80 c4 8a 99 8b ef ca e5 6b 45 cf 82 56 d6 52 9d 39 3 1f 6¢
d7 3b ea 20 47 af 32 e3 4b dd 9f 88 35 db e7 30 b6 Oc aa 4c ed 9f 41 07 36 e8 3b a3 10 35 87 2c e7 c5 bd 28 ¢7 13 76 26
69 99 e5 13 6b el cd 99 3d 2c 77 47 79 ab 8e 42 f1 f0 d9 cb 67 af b5 18 cf 6b be b5 Oc 04 15 d4 d1 0f Ob 1a 74 ed d6 d5
6c 72 a2 2e ce 00 23 88 35 17 d4 70 bc 93 59 95 b0 20

Data Ascii: UUi)6eJj&sTIJ=WCeVGMr=4=Q0ged$3YU:y]pgeX__ZJr,V-HKEVRII; G2K50LA6;5,(v&ik=,wGyBgktlr.#5pY

Data Raw: 7a e2 d9 7a af df 4b 7a 91 da 36 d3 6e 6¢c 77 ea b9 a8 95 7a 61 ce f4 fe 59 a5 df ef db af 5¢c 2c 5e 06 3b 58 84
2a 45 1b b5 5a 8c de cf 06 65 14 5d be 64 68 5a 62 e7 34 8b 76 36 de e7 13 Ob 91 6b ef 9f f4 4f 39 92 bd 16 cb f7 ab c2
a3 e6 40 86 2c 7c 87 fd 91 1f 7f 58 dd c2 c0 c6 4a 23 4f 46 94 87 29 8b ef 79 57 02 45 06 8e f7 25 71 5b f5 95 43 df 42 ae
b8 66 ce 79 61 02 ae 52 b4 07 38 de 10 3b c3 41 19 39 eb €9 a5 62 31 b7 73 7a 82 c5 ff d0 60 4b d8 b7 93 bc 91 49 3a fe
€2 66 39 9b ad 06 73 34 €6 Oe 2b 4e 5b 10 66 70 2b 26 b2 2b af 21 Oe 7f Oe ba cf 12 87 c9 11 e2 26 db 97 eb a2 d3 a0 40
56 64 11 4b 1e 4d 82 3c 78 Oe 4b 9d €9 cf dc 56 eb 73 c2 4b ec 9b 73 92 59 ¢c9 f5 12 00 2d 52 d4 df af 26 57 1a 7d ac 63
3218 c6d9 7b 09 bd 96 ca 91 25 b4 71 48 3b 21 fd

Data Ascii: zzKz6nlwzaY\,";X*EZe]dhZb4v6kO9@,|XJ#OF)yWE%q[CBfyaR8;A9b1sz KI:f9s4+N[fp+&+!&@VIKM<xKVs
KsY-R&Wj}c2{%qH;!

Data Raw: 8f 7d 59 07 50 48 13 09 42 29 b3 1e f2 d2 ff 3f c5 39 ea ff 6b 29 44 54 01 28 3a bd d9 04 5¢ 3f ab 58 37 ad a5
al be 64 90 2a a7 04 7c e5 f2 54 42 ab e5 7 0d 06 47 8f 14 56 84 62 80 01 9c 4f 68 d6 fd f1 31 f0 2 fb 28 34 ¢3 22 b7 82
d3 54 a7 7e 10 10 af dd 76 8e 7c 6 41 56 46 d6 18 dd ac 96 8a 85 d4 6a bd 9b 42 cd ba 6b 8 b1 50 18 91 82 85 45 11 c3
17 9d ea 6a 34 3 69 d3 a fd d8 8c 78 f3 b6 a7 c5 5¢ 21 8f b5 1c cO 04 b9 a6 32 a0 45 f5 08 91 86 13 4d dd c5 €3 4a ee
4 49 3e e4 8b 2f 16 71 d9 69 7a 12 b9 a4 64 5e e4 62 9d ac 40 1e 48 Oe 1d 48 d5 €9 b3 8c 03 9b fa 3e 53 54 1a 00 32

38 67 13 d1 0f 3f 10 15 16 15 0d 52 bc ¢8 a7 53 59 b8 56 9b 32 f3 06 1 38 18 71 73 d3 6e 22 4a 66 44 ¢3 94 1f a9 dd 3f
€7 9a d6 8d 34 1e 9b cd 24 13 09 51 cc 64 d2 82 fa ff

Data Ascii: }YPHB)?9k)DT(:\?X7d* TBGVhOh1(4"T~V|AVFiBKPEj4ix\I2EMJI>/qizd"b @HH>ST28g?RS YV28qsn"JfD?4$Qd

Data Raw: 6¢ 86 a3 59 92 44 91 76 16 al 8f 6a b9 6a 3b d4 07 72 36 62 8f cd 8 1f 37 02 3 04 45 dc 9a bb 49 1d 53 d1
91 dc d2 30 dc 57 12 57 9a 6a ad 4a 21 7f 6a 29 cc 30 a5 5b 8a c2 c4 b0 f3 84 fa 68 6a 5d 58 bc ¢8 81 62 ce ¢7 3f 52 90
64 2f c0 58 14 76 b8 35 6f fb 78 8a 6d f0 60 f4 6¢ 51 50 67 4f c2 0d fc 18 59 a6 €3 db 7d be 51 Oc 97 €6 12 12 ea ac da 69
a6 6e e7 b2 40 42 eb bc b3 d6 57 47 52 47 93 1e ad f7 49 e5 00 9f 2f d6 7 05 2f al 3c 60 59 0f 15 b1 07 fc b6 de 41 33
09 93 ¢4 01 b7 93 59 94 99 26 64 3 5d 9d 6d 13 cc ee d9 80 53 40 7d 14 63 6¢ 20 7c df 0d e3 4a a6 31 b3 61 25 53 da
65 55 4e 2c da 1c 4d 7c 9a a9 21 81 41 a6 54 11 03 08 03 5¢ 92 22 4e 92 da 6e 44 7d c9 19 2c ca 8f 87 19 ac 9b d3 7c
51 8e b9 38 97 9c a0 92 Of ec d6 da 20 db 94 5¢ 11 9f 14 e4

Data Ascii: IYDvjj;r6b7EISOWW]J!j)0[hj]Xb?Rd/Xv50xm IQPgOY}Qin@BWGRGI//<'YA3Y&JImS@}cl |J1a%SeUN,M|!
AT\"NnD},|Q8 \

Data Raw: 21 46 94 ee c7 a7 3e a3 15 67 65 d6 a9 51 45 49 64 6a e3 cc e7 a4 03 22 74 48 11 9d ae 59 85 4e a2 c1 60
d6 51 23 ad 7f 46 2b 07 Of cd f6 ab 94 14 7b 55 e3 a9 c6 fd 99 88 dd dd 38 e6 2e 26 74 83 3f 08 d6 6c ff 7b f6 28 01 9e 31
0a 8f 81 bl f2 4a 94 7e b0 2d d4 93 e2 bd 4e al 5¢ d8 a3 5a 73 c5 f6 b4 9d bf cc €6 55 63 00 0d 4d 93 35 01 3b 42 23 €5
el d8 94 53 82 2f 49 c5 87 7 37 d7 59 3f 33 d4 5a 18 73 e5 db 48 ad 24 47 11 91 ¢3 37 0d cf cb fc 38 c7 86 6f 1c 38 50
96 92 db 8c e4 8b c5 1c 12 1c 65 1d 4d 32 Oc 41 b6 7b a2 8e 3d a8 d8 d4 08 07 a6 b6 81 4b 9a de 84 dd ce 8e 8e 22 a0
97 29 28 2b af de ef 74 fd 32 71 9d 14 8a €0 d3 7a 7b 8a ch aa aa 67 70 93 86 dd 94 52 51 1c 55 df 95 62 af b9 84 0Of d2
65 15 7e eb ef el 25 7b e8 ac 9d ea 51 97 5f 08 e8 11 85 25

Data Ascii: IF>geQEIdj"tHYN" Q#F+{U8.&t?K{(1J~-N\ZsUcM5;B#S/I7Y ?3ZsH$G7808PeM2A{=K")(+t2qz{gpRQUbe~%({
Q%

Data Raw: 1b 4a 90 78 9b 69 70 46 2b 7b 9d df d1 fe cO f5 ce be 6e af 67 47 cc 88 3b 56 e8 ab 5e 22 b7 5a 72 1d cd 5d

2c 2d 29 56 d6 13 Of 14 5a 48 42 27 b1 5a 7b 7d 7c f8 1e fa 82 c9 9e db 30 71 f6 35 f5 c1 3f 35 df 76 1b 4a 63 39 78 c9 50
2f 2f 43 06 72 3e 2b ca f1 35 fb 2b 2b 2b 6¢ ee 16 1a 6a 2d a3 97 f9 5a 4d f6 3a ab b5 aa fc a9 93 b7 67 b3 dc 99 3 d4 b7
€9 96 67 ff 71 d2 13 04 1e f2 34 3b fc 3d ed f4 5d f7 64 9e 22 a3 be 04 80 00 al 75 d4 67 37 21 3f 9b 38 85 3d 39 4b b7

€2 66 60 c7 0f 36 42 cO 7 bc 30 ba fe 3f 3f 74 0f cd fd 60 cd 01 4c 03 40 fa f4 8a al 7f cc a0 64 fb 25 43 02 dd e4 01 al 86
dc 72 13 bc b8 55 04 77 a2 e7 al bd f9 e2 93 ¢9 03 81 72 1f fe 9d 07 f1 c9 74 17 df c6 fa 34 99 69 78 01 53 a7 65 11 5e
4f cf fe 34 4d b1 2e bb e8 c6 b6 68 cf 69 84

Data Ascii: IXipF+{ngG;VA"Zr],-)VZHB'Z{}|0g5?5vIcIXP//Cr>+5+++|j-ZM:ggq4;=]d"ug7!28=9Kf 6B0??t L@d%CrUwrt4ixSe
AO4M.hi

Data Raw: 33 ¢4 31 a2 77 4c 05 05 3b 40 6f da 23 47 6b 97 07 c2 d8 35 ac db b1 41 68 fc 86 7f 85 46 22 f6 88 af Of 1c e4
€6 ea 06 ba 5a 00 6d 44 30 a0 27 08 Oa c1 83 20 c6 b6 4b Oc d8 d6 17 e4 62 03 02 39 db 94 47 ef 80 52 41 8e 20 3c e2
ec ac 2d 45 Oe d6 76 a0 1b ea ce 2b ff 4b 7e d9 6a fd 58 76 9 f4 ea 33 97 9f 9e 5e 3f 4e 5¢ f9 1d bf 74 ed a5 cb ff 17 f1 47
cf 8f cf 3d 9a 8f cf fb dc 1f 3e 3e 18 6f 3e de 18 1f a4 1b e9 31 3f d8 38 e2 ec 58 f1 68 {7 1f ef 8d b7 1f 6f 8d b3 01 d5 7e
94 ee a5 5b e9 7f ea 48 12 f8 f7 d4 81 fa 03 47 fO b8 ca bc ¢7 3b e3 f5 ¢7 6b €3 9d 74 2d 3d a6 83 b5 23 62 ¢7 d5 ba 7b
65 13 0f f1 57 al cd 76 4b 55 1c cc ¢3 6b 9a 02 3f 17 cc fO a0 e6 fa 05 a4 1a 08 ed c5 d4 25 c4 1f e9 b7 df bf c3 95 4a 41
dd af 56 f7 33 83 df 88 4f 44 49 ff c6 e4

Data Ascii: 31wL; @o#Gk5AhF"ZmDO0' Kh9GRA <-Ev+K~jXv3*?N\tG=>>0>1?8Xho~[HG;kt-=#h{eWVKUk?%JAV3ODI

I Destination
Destination IP Process
Port

80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestam
P transferred

2022-05-26 12:55:06 UTC 458

2022-05-26 12:55:08 UTC 461

2022-05-26 12:55:08 UTC 461

Session ID Source IP
13 192.168.2.3
. kBytes
T t:
imestamp transferred

2022-05-26 12:55:06 UTC 459

2022-05-26 12:55:06 UTC 459

2022-05-26 12:55:06 UTC 460

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49761

Direction

ouT

Data

GET /?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=
y&p=y&I=2 HTTP/1.1

Host: urlsand.esvalabs.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://urlsand.esvalabs.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Content-Type: application/json

Transfer-Encoding: chunked

Connection: close

Cache-Control: no-cache, private

Date: Thu, 26 May 2022 12:55:08 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;

X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
x-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self'

Data Raw: 34 31 0d Oa 7b 22 72 65 64 69 72 65 63 74 22 3a 22 68 74 74 70 73 3a 5¢ 2f 5¢ 2f 65 78 70 72 65 73 73 2e 61

64 6f 62 65 2e 63 6f 6d 5¢ 2f 70 61 67 65 5¢ 2f 66 65 6f 4d 35 37 38 32 61 59 41 42 66 5c 2f 22 7d 0d Oa 30 0d Oa 0d Oa
Data Ascii: 41{"redirect":"https:\\/express.adobe.com\/page\/feoM5782aYABf\/"}0

Destination IP EULCRIE Process

Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /favicon.ico HTTP/1.1

Host: urlsand.esvalabs.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://urlsand.esvalabs.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: image/x-icon

Content-Length: 968

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-3c8"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
x-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Accept-Ranges: bytes

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 10 00 00 00 10 08 03 00 00 00 28 2d 0f 53 00 00

00 04 67 41 4d 41 00 00 b1 8f Ob fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 20 63 48 52 4d 00 00 7a 26
00 00 80 84 00 00 fa 00 00 00 80 e8 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 70 9c ba 51 3c 00 00 01 7d 50 4c 54 4
5 48 b8 5a 4a b9 5c 4d ba 5e 4b b9 5c 4c¢ ba 5e 4b b9 5d 46 b7 58 2e ae 43 28 ab 3d 2f ae 44 30 af 44 28 ac 3d 2d ae 42
45 b7 57 34 b0 48 32 af 46 2d ad 42 2c ad 40 34 b0 48 31 af 45 46 b7 58 44 b6 57 2d ad 42 2a ac 3f 25 aa 3a 26 ab 3c 2f
af 44 33 b0 47 30 af 44 34 b0 47 25 aa 3a 27 ab 3c 2c ad 41 29 ac 3e 45 b7 57 43 b6 56 32 af 46 30 ae 44 2c ad 41 2a ac
3f 31 af 45 30 af 44 45 b7 57 2c ad 41 29 ac 3e 32 af 46 32 b0 46

Data Ascii: PNGIHDR(-SgAMAasRGB cHRMz&u0':pQ<}PLTEHZJ\MAK\LAK]FX.C(=/DOD(=-BEW4H2F-B, @4H1EFXDW-
B*?%:&</D3G0D4G%:'<,A)>EWCV2F0D,A*?1EODEW,A)>2F2F
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Session ID Source IP
14 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:08 UTC 461

2022-05-26 12:55:08 UTC 461

2022-05-26 12:55:08 UTC 462

2022-05-26 12:55:08 UTC 477

Session ID Source IP
15 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-26 12:55:08 UTC 481

Copyright Joe Security LLC 2022

Source Port

49767

Direction

ouT

Source Port

49768

Direction

ouT

Destination

Destination IP Process

Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /templates/default/img/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: urlsand.esvalabs.com

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:08 GMT

Content-Type: image/png

Content-Length: 19237

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-4b25"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
X-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Accept-Ranges: bytes

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 01 66 00 00 00 34 08 06 00 00 00 b9 17 92 5e 00 00
00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 84 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 05 01 12 00 03 00 00 00 01 00 01
00 00 01 1a 00 05 00 00 00 01 00 00 00 4a 01 1b 00 05 00 00 00 01 00 00 00 52 01 28 00 03 00 00 00 01 00 02 00 00 87
69 00 04 00 00 00 01 00 00 00 5a 00 00 00 00 00 00 00 96 00 00 00 01 00 00 00 96 00 00 00 01 00 03 a0 01 00 03 00 00
00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 01 66 a0 03 00 04 00 00 00 01 00 00 00 34 00 00 00 00 5e 90 41 46 00
00 00 09 70 48 59 73 00 00 17 12 00 00 17 12 01 67 9f d2 52 00 00 01 59 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62
65 2e 78 6d 70 00 00 00 00 00 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢

Data Ascii: PNGIHDRf4"sRGBeXIfMM*JR(iZf4"AFpHYsgRYiTXtXML:com.adobe.xmp<x:xmpmeta xml

Data Raw: e5 a0 45 80 33 56 2d 26 6a 96 2e f8 a0 0f 09 37 44 62 59 fb f3 62 f3 1e 26 18 67 38 b5 19 b5 27 07 c¢7 10 bc
7d f6 e7 e0 68 47 5¢ 1a cf c0 9e 06 ad be 8b 17 ad 3c 74 ec 45 10 6¢ 88 90 9b 43 9e 6f 3 37 f7 4b cd 99 76 a9 90 4a 6f
ed 0d d7 b6 e0 3b f2 49 27 fb a7 87 3a 66 d1 07 e7 20 64 ec Ob b5 5a 43 05 9b 66 a0 3b c8 73 bb 95 a7 d7 ba 8d 37 e2
c8 9f be 6¢ f2 7b f0 d7 9c 61 31 f1 ea 61 12 30 be 37 5 4c 83 97 bc d5 ce df 5e d8 25 6f b8 32 fc b9 09 23 b9 ec 8a 4f b3
cd 00 ce c6 c0 09 42 01 03 d0 d1 8e ab 7d 48 1b 2a 27 4d fc 3d 16 87 dc 0a 85 03 3b f3 03 c0 b9 37 6b 97 34 4b c7 4a a7
80c7 7e d6 al 89 ad b0 e5 b2 b2 dd 91 6b c7 0f c5 5¢ bl 15 66 Oc 6f bf 29 cf a4 a0 ab ad b9 ¢8 29 0f a2 57 7c ed 20 36
5c¢ 10 d8 9d 9f ef 8¢ 86 8¢ 05 d1 66 cb b2 ac 89 22 e9 2d

Data Ascii: E3V-&].7DbYb&g8thG\<tEICo7KvJo;I":f dZCf;s7{ala07L"%02#0B}H*M=;7k4KJ~k\fo)) W| 6\f"-

A Destination
Destination IP Process
Port

143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /page/feoM5782aYABf/ HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Referer: https://urlsand.esvalabs.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-26 12:55:08 UTC 481

2022-05-26 12:55:08 UTC 482

2022-05-26 12:55:08 UTC 490

2022-05-26 12:55:08 UTC 498

2022-05-26 12:55:08 UTC 507

2022-05-26 12:55:08 UTC 523

2022-05-26 12:55:08 UTC 523

2022-05-26 12:55:08 UTC 536

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:08 GMT

x-request-id: 3xp8bmakAvDi8ql19y5diGiiNV7p3Yfl

Content-MD5: BGDepclr7PKuxvi5I12GRYQ==

ETag: "0460dea5c22becf2aec6f8b923619161"

Cache-Control: no-cache, no-transform

Accept-Ranges: bytes

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id
Strict-Transport-Security: max-age=31536000; includeSubDomains
Vary: Accept-Encoding

X-Cache: Miss from cloudfront

Via: 1.1 9a0d5427f47351631cdee4d5e38248d8.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: PGnlvhTAVbWotAHdre56yQUVrnNHPZMGdbqdYu2XgzsjUW-ybCnbbA==

Data Raw: 31 64 64 34 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20
2020 3c 74 69 74 6¢ 65 3e 53 68 61 72 65 50 6f 69 6e 74 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20 3c 6d 65 74 61 20 63 6f
6e 74 65 6e 74 3d 22 79 65 73 22 20 6e 61 6d 65 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 66 75 6¢ 6¢ 73 63 72 65 65
6e 22 20 2f 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 79 65 73 22 20 6e 61 6d 65 3d 22 61 70 70 6
¢ 65 2d 6d 6f 62 69 6¢ 65 2d 77 65 62 2d 61 70 70 2d 63 61 70 61 62 6¢ 65 22 20 2f 3e 0a 20 20 20 20 3c 6d 65 74 61 20
63 6f 6e 74 65 6e 74 3d 22 62 6¢ 61 63 6b 2d 74 72 61 6e 73 6C 75

Data Ascii: 1dd4<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8"> <title>SharePoint</title> <meta
content="yes" name="apple-touch-fullscreen" /> <meta content="yes" name="apple-mobile-web-app-capable" />

<meta content="black-translu

Data Raw: 32 32 66 35 0d Oa 6e 74 2d 6f 76 65 72 6¢ 61 79 20 7b Oa 20 20 74 6f 70 3a 20 2d 35 30 25 3b 0a 20 20 62 6f
7474 6f 6d 3a 20 2d 36 34 70 78 3b 0a 20 20 68 65 69 67 68 74 3a 20 61 75 74 6f 3b Oa 7d Oa 2e 77 69 70 65 72 2d 74
68 65 6d 65 20 2e 74 69 74 6¢ 65 2d 68 65 61 64 65 72 20 2e 74 69 74 6¢ 65 20 7b Oa 20 20 6d 61 72 67 69 6e 3a 20 30
20 30 3b 0a 20 20 70 61 64 64 69 6e 67 3a 20 30 20 30 3b Oa 20 20 6d 61 78 2d 68 65 69 67 68 74 3a 20 33 2e 37 35 65
6d 3b 0a 20 20 63 6f 6¢ 6f 72 3a 20 72 67 62 61 28 32 35 35 2c 32 35 35 2¢ 32 35 35 2¢ 31 29 3b 0a 20 20 66 6f 6e 74 2d
66 61 6d 69 6¢ 79 3a 20 6d 75 73 65 6f 2d 73 6¢ 61 62 2¢ 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 66 6f 6e 74 2d 73
69 7a 65 3a 20 38 34 70 78 3b Oa 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65

Data Ascii: 22f5nt-overlay { top: -50%; bottom: -64px; height: auto;}.wiper-theme .title-header .title { margin: 0 O;
padding: 0 0; max-height: 3.75em; color: rgba(255,255,255,1); font-family: museo-slab,sans-serif; font-size: 84px; font-
style

Data Raw: 32 30 66 64 0d Oa 20 31 37 70 78 3b 0a 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 31 37 70 78 3b
0a 2020 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 37 70 78 3b Oa 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20
6d 75 73 65 6f 2d 73 6¢ 61 62 2¢ 73 61 6e 73 2d 73 65 72 69 66 3b Oa 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 36 70 7
8 3b 0a 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 6e 6f 72 6d 61 6¢ 3b 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20
333030 3b0a 2020 74657874 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 6e 6f 6e 65 3b 0a 20 20 6¢ 69 6e 65 2d 68 65 69
67 68 74 3a 20 31 2e 35 3b 0a 20 20 6¢ 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 20 6e 6f 72 6d 61 6¢ 3b 0a 20 20 74
65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20

Data Ascii: 20fd 17px; padding-right: 17px; padding-bottom: 7px; font-family: museo-slab,sans-serif; font-size: 16px;
font-style: normal; font-weight: 300; text-transform: none; line-height: 1.5; letter-spacing: normal; text-decoration: none;

Data Raw: 34 33 66 30 0d Oa 74 68 65 6d 65 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 20 68 34 20 7b Oa
2020 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 30 3b 0a 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 30 3b Oa 7d Oa
2e 7769 70 65 72 2d 74 68 65 6d 65 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 20 70 20 2b 20 68 34 7b
0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 32 2e 35 30 30 72 65 6d 3b 0a 7d Oa 2e 77 69 70 65 72 2d 74 68 65 6d 65
20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 20 6f 6¢ 20 2b 20 68 34 7b 0a 20 20 6d 61 72 67 69 6e 2d 74 6f
70 3a 20 32 2e 35 30 30 72 65 6d 3b 0a 7d Oa 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f
6e 74 61 69 6e 65 72 20 75 6¢ 20 2b 20 68 34 7b 0a 20 20 6d 61 72 67

Data Ascii: 43fOtheme .content-container h4 { margin-top: 0; margin-bottom: 0;}.wiper-theme .content-container p + h4{
margin-top: 2.500rem;}.wiper-theme .content-container ol + h4{ margin-top: 2.500rem;}.wiper-theme .content-container ul
+ h4{ marg

Data Raw: 43 41 77 49 44 4d 79 49 44 4d 79 49 6a 34 38 63 47 46 30 61 43 42 7a 64 48 6¢ 73 5a 54 30 69 5a 6d 6¢ 73
62 4470 79 5a 32 4a 68 4b 44 59 78 4c 44 55 79 4c 44 55 34 4c 44 45 70 4f 79 49 67 64 48 4a 68 62 6e 4e 6d 62 33 4a
74 50 53 42 30 63 6d 46 75 63 32 78 68 64 47 55 6f 4d 43 41 7a 4b 53 49 67 5a 44 30 69 54 54 45 32 4¢c 44 49 32 54 44
49 75 4f 43 77 78 4e 43 34 30 51 7a 45 75 4d 53 77 78 4d 69 34 35 4c 44 41 73 4d 54 41 75 4e 79 77 77 4c 44 67 75 4e
47 4d 77 4c 54 49 75 4d 79 77 78 4c 54 51 75 4e 53 77 79 4c 6a 67 74 4e 6b 4d 30 4c 6a 59 73 4d 43 34 35 4c 44 59 75
4f53 77 77 4c 44 6b 75 4d 69 77 77 59 7a 49 75 4e 43 77 77 4c 44 51 75 4e 69 77 77 4c 6a 67 73 4e 69 34 30 4c 44 49
754e 47 4d 77 4c 6a 45 73 4d 4334 78 4c 44 41 75 4d 79 77 77 4c 6a 4d 73

Data Ascii: CAWIDMyIDMylj48cGF0aCBzdHIsZT0iZmlsbDpyZ2JhKDYxLDUyLDU4LDEpOylgdHIJhbnNmb3JtPSJ
0cmFuc2xhdGUoMCAzKSIgZDOIiTTE2LDI2TDIuOCwWxNC40QzEuMSwWxMi45LDASMTAuUNywwLDguNGMwLTI
uMywxLTQUNSwyLjgtNKMOLjYsMC45LDYuOSwwLDkuMiwwY zluNCwwLDQuNiwwLjgsNi40LDIUNGMwLJESMC4xLDAuM
ywwLjMs

Data Raw: 33 30 61 65 0d Oa 6f 72 3a 20 72 67 62 61 28 36 31 2c 35 32 2c 35 38 2c 30 2e 35 29 3b 0a 20 20 62 6f 72 64
65 72 2d 63 6f 6¢ 6f 72 3a 20 72 67 62 61 28 36 31 2c 35 32 2¢ 35 38 2¢ 30 2e 35 29 3b Oa 7d Oa Oa 2e 70 75 62 6¢ 69
63 61 74 69 6f 6e 2d 76 69 65 77 65 72 2e 74 6f 75 63 68 2d 64 69 73 61 62 6¢C 65 64 20 2e 77 69 70 65 72 2d 74 68 65
6d 65 20 2e 73 65 63 74 69 6f 6e 2e 61 75 74 68 6f 72 2d 73 65 63 74 69 6f 6e 20 2e 61 70 70 72 65 63 69 61 74 65 2d 6
27574 74 6f 6e 3a 61 63 74 69 76 65 3a 61 66 74 65 72 20 7h 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65
3a 207572 6¢ 28 27 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6¢ 3b 62 61 73 65 36 34 2c 50 48 4e 32 5a 79
4234 6257 78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64

Data Ascii: 30aeor: rgha(61,52,58,0.5); border-color: rgha(61,52,58,0.5);}.publication-viewer.touch-disabled .wiper-theme
.section.author-section .appreciate-button:active:after { background-image: url('data:image/svg+xml;base64,PHN2ZyB4b
Wxucz0iaHROcDovL3d3d

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
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Session ID Source IP
16 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:08 UTC 536

2022-05-26 12:55:09 UTC 540

2022-05-26 12:55:09 UTC 541

Session ID Source IP
17 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-26 12:55:08 UTC 536

2022-05-26 12:55:09 UTC 538

Copyright Joe Security LLC 2022

Source Port

49774

Direction

ouT

Source Port

49770

Direction

ouT

Destination

Destination IP Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /runtime/1.22/runtime.gz.css HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: text/css

Content-Length: 11382

Connection: close

Date: Thu, 26 May 2022 12:55:10 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:08 GMT

ETag: "c475697bc680df573f1903916a006050"

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: ICUM1WTq20ZyUFpgNpG1n6oUWKIpcr8R
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 37f5076aed3c638f4365df8e8944f880.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: -YCIOBTZzLC40NKKLKQPVCI40ZJglUZMKWAf5V_j-La2VC66pc6ZQQ==

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 ed 7d 5d 6f 23 3b 8e e8 5f f1 a2 d1 d8 ce 4c aa d6 1f 71 92 76 80 c1 ec 3e 1c
60 81 8b fb bc 6f 83 4a 5¢c 49 ea b6 63 7b 6d a7 3f 8e 91 ff 7e 49 8a 94 a8 12 55 55 4e 32 98 33 3d bd 07 b3 ed 54 a9 28
8a 222992 12 a9 f2 db b6 d8 ee 36 0f bb 7a bf 2f 6e ab dd 79 d9 7a 50 dc ad 9a 6d fa f4 6b 53 7f 3b 1e 36 db c5 8 66 55
df 1f e0 9f ed 66 df 1c 9a cd 7a 51 dd ee 37 ab e7 43 fd 52 56 bb 43 73 b7 aa 47 cd fd ae 7a aa cf c3 df 4f Of c7 a7 ea 7b
f1 ad 59 1e le 17 93 f1 f8 €3 cb 9f ce cb 43 b3 aa 8f c5 b7 fa f6 4b 73 28 6e 37 df 8b 7d f3 7b b3 7e 58 dc 6e 76 cb 7a 87
4f 6e 8a a7 cd ef f6 ab 97 36 de c7 5d 3 f0 88 78 dd 6e Oe 87 cd d3 a2 7a 3e 6¢ 6e le 6b 7a 38 a9 9f 92 {6 34 ce f6 47 e3
b4 19 0d dc c1 26 90 Oc 7e 7c e3 06 33 fe 78

Data Ascii: }Jo#;_Lgv>"0\le{m?~IUUN23=T(")6z/nyzPmkS;6fUfzQ7CRVCsGzO{Y CKs(n7{~XnvzOn6]xnz>Inkz84G&~|3x

Destinati
Destination IP ESnation Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /runtime/1.22/base-fonts.gz.js HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 88

Connection: close

Date: Thu, 26 May 2022 12:55:10 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:07 GMT

ETag: "c0c5f340fd8a0a636bca48bdeb102932"

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: ZFnEzRVjxaQnmSnEQRdIg.0Rqvf1XULV
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 68126347056de2d05be3dd362ccbad86.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: OZIFhUgKewdWsWVGM5To-fi_ Sh5foPwTxoUk7JLWymCqlojXVeiJCg==
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kBytes

Timestam
P transferred

2022-05-26 12:55:09 UTC 539

Session ID Source IP
18 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-05-26 12:55:08 UTC 537

2022-05-26 12:55:09 UTC 540

2022-05-26 12:55:09 UTC 540

Session ID Source IP
19 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-26 12:55:08 UTC 537

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49772

Direction

ouT

Source Port

49771

Direction

ouT

Data

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 4b c9 4f 2e cd 4d cd 2b d1 2b 2f ca 2c 49 d5 50 b7 29 4e 2e ca 2c 28 51 28 2e
4a b6 55 d2 d7 2f 2d 4e d5 2b a9 2c 48 cd ce 2c d1 cb 4b 2d d1 cf cf ab 32 4d 4f 2c dO cb 2a 56 b2 b3 89 d1 87 28 b6 53
d7 b4 06 00 db b5 ea 5a 48 00 00 00

Data Ascii: KO.M++/,IP)N.,(Q(.JU/-N+,H,K-2MO,*V(SZH

Destination IP LRI Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /runtime/1.22/font-subgroup-kits/museo-slab.gz.js HTTP/1.1
Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 88

Connection: close

Date: Thu, 26 May 2022 12:55:10 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:08 GMT

ETag: "1f35723e9ddad624256a4430e60019b1"

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: EIFEviZ3CMnVOCdCFdZfLIWoG98h0psW
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 dea72c8cc680525871e08851ad72e26a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: WzjB9EZ0Q86¢jFeVt2l4fkEtFNS_UInhLdfEn9CpamET4cAt6Dk7cA==

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 4b c9 4f 2e cd 4d cd 2b d1 2b 2f ca 2c 49 d5 50 b7 29 4e 2e ca 2c 28 51 28 2e
4ab6 55 d2 d7 2f 2d 4e d5 2b a9 2¢ 48 cd ce 2c d1 cb 4b 2d d1 4f cf cf b5 a8 28 cd d7 cb 2a 56 b2 b3 89 d1 87 28 b6 53
d7 b4 06 00 13 fc c2 8b 48 00 00 00

Data Ascii: KO.M++/,IP)N.,(Q(.JU/-N+H,K-O(*V(SH

Destinati
Destination IP ESnation Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /runtime/1.22/typekit-load.gz.js HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-26 12:55:09 UTC 552

2022-05-26 12:55:09 UTC 552

Session ID Source IP
2 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:04 UTC 1

2022-05-26 12:55:05 UTC 5

2022-05-26 12:55:05 UTC 5

Session ID Source IP

20 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49734

Direction

ouT

Source Port

49773

Direction

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 82

Connection: close

Date: Thu, 26 May 2022 12:55:10 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:08 GMT

ETag: "d73710a05f42652a626e2b43adb277cf"

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: QxGoDLOeZAolYkZxZeJHw4JBs9DPX69I
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 58336461deb255b6ec24bb4f21db9b6a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: yjYazgjioedGWI6vOHAXxfpWMTYbGkoRENPwrtxfzpnAfhHUIGLR11Q==

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 4b c9 4f 2e cd 4d cd 2b d1 2b 2f ca 2c 49 d5 50 b2 29 4e 2e ca 2c 28 b1 2b 29
aa ac Oe a9 2c¢ 48 cd ce 2c d1 cb c9 4f 4c d1 dO b4 ae 4d 4e 2c 49 ce dO 48 d5 ac ae b5 89 d1 87 aa 53 d2 b4 06 00 d8 83
ff f9 43 00 00 00

Data Ascii: KO.M++/,IP)N.,(+),H,OLMN,IHSC

Destination
Destination IP Process
Port

80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=y&p=y
HTTP/1.1

Host: urlsand.esvalabs.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 302 Found

Server: nginx

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Cache-Control: no-cache, private

Date: Thu, 26 May 2022 12:55:05 GMT

Location: //urlsand.esvalabs.com/?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f
10fa&h=34edaf6a&f=y&p=y&I=1

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;

X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self* https://fonts.googleapis.com https://fonts.gstatic.com data: ‘unsafe-inline';
x-xss-protection: 1; mode=block

X-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Data Raw: 33 31 61 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 3e 0a 20 20 20 20 3c 68 65 61
64 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 20 20 20
202020 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 72 65 66 72 65 73 68 22 20 63 6f 6€ 74 65 6€ 74
3d 22 30 3b 75 72 6¢ 3d 27 2f 2f 75 72 6¢ 73 61 6e 64 2e 65 73 76 61 6¢ 61 62 73 2e 63 6f 6d 2f 3f 75 3d 68 74 74 70 73
2533 41 25 32 46 25 32 46 65 78 70 72 65 73 73 2e 61 64 6f 62 65 2e 63 6f 6d 25 32 46 70 61 67 65 25 32 46 66 65 6f 4
d 353738326159 41 42 66 25 32 46 26 61 6d 70 3b 65 3d 64 30 32 66 31 30 66 61 26 61 6d 70 3b 68 3d 33 34 65 64
61 66 36 61 26 61 6d 70 3b 66 3d 79 26 61 6d 70 3b 70 3d 79 26 61 6d

Data Ascii: 31a<!DOCTYPE html><html> <head> <meta charset="UTF-8" /> <meta http-equiv="refresh"
content="0;url="//urlsand.esvalabs.com/?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%
2F&amp;e=d02f10fa&amp;h=34edaf6a&amp;f=y&amp;p=y&am

I Destination
Destination IP Process
Port

143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestam
P transferred

2022-05-26 12:55:08 UTC 537

2022-05-26 12:55:09 UTC 539

2022-05-26 12:55:09 UTC 540

Session ID Source IP
21 192.168.2.3
. kBytes
Ti t
tmestamp transferred

2022-05-26 12:55:08 UTC 538

2022-05-26 12:55:09 UTC 553

2022-05-26 12:55:09 UTC 553

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49775

Direction

ouT

Data

GET /runtime/1.22/font-subgroup-kits/lato.gz.js HTTP/1.1
Host: page.adobespark-assets.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.

121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 88

Connection: close

Date: Thu, 26 May 2022 12:55:10 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:07 GMT

ETag: "15ad43368645ae5198ead961a310ebb3"

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: Pe77_N.ZiePuebEeFwn4A9lkdOad1GD7
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 8566cb770d0695bb6bffb61a26f5b400.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: 8opINmHjdyS8jATtE_glP2wSoMLGZqdHroGbh4ROCWLXidJIpJfZDSQ==

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 4b c9 4f 2e cd 4d cd 2b d1 2b 2f ca 2c 49 d5 50 b7 29 4e 2e ca 2c 28 51 28 2e
4a b6 55 d2 d7 2f 2d 4e d5 2b a9 2c 48 cd ce 2c d1 cb 4b 2d d1 cf 4f 4d 34 2a 2f 29 d3 cb 2a 56 b2 b3 89 d1 87 28 b6 53

d7 b4 06 00 9f 80 7a df 48 00 00 00
Data Ascii: KO.M++/,IP)N.,(Q(.JU/-N+,H,K-OM4*/)*V/(SzH

Destination IP LEULCRIE Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /runtime/1.22/runtime-prod.gz.js HTTP/1.1
Host: page.adobespark-assets.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.

121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 116075

Connection: close

Date: Thu, 26 May 2022 12:55:10 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:08 GMT

ETag: "3826fc3c039961d449f96fc0d9a6ce61”

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: SrCmCHgBM_iVgQpzNZ4QZSdh19Lj69g5
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 58336461deb255b6ec24bb4f21db9b6a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: -r3XxDUukzVANXRY UduPugaO4jPfoutRMGzdfP3jb5HpdWWyWa5MTQ==

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 bc bd e7 76 23 47 b2 b6 fb ff 5c 05 89 d1 a6 80 46 91 4d ca cc b7 07 ec 6a 2¢
a9 8d bc 19 75 cf ¢8 90 94 56 01 28 18 12 04 d8 00 d8 46 04 e7 da cf f3 46 9a ca 02 41 69 6b af ef 9c 59 a3 66 al 4c 9a
c8 ¢8 f0 11 b9 3b bc 9e 5 57 93 f9 ac 59 b4 6e c2 f5 4e af 39 68 dd 4c 86 cd fe c9 e0 ac b5 28 57 d7 8b d9 8e ae 0f ca b7
57 f3 ¢5 6a 79 fc ba 58 ec 94 b9 6e e5 37 93 ce 20 9b 76 76 8f 32 ff b0 73 73 7b 7b ec 3f 2a f4 51 bf 98 4e 9b 65 f8 36 2b
b3 ea ba d7 e2 c7 34 df 3d ac ee dd aa ed 7e 7e 73 7b dc 3b b8 cc 8b ac 77 dO cf fb fc 3b c¢8 ¢3 f0 9a 45 d6 cf 18 60 ef 60
ae cb d6 7a fd 5d ef bc ec af Oe 06 €5 70 32 2b bf 5f cc af ca ¢5 ea 9d bd 76 53 ce ae 2f cb 45 d1 9b 96 1d 7a 19 95 ab ce

e0 b6 75 4b 7b 8b a4 bd d6 4d e3 7a e6 be le

Data Ascii: V#G\FMj,uV(FFAIKYfL;WYNnNNOhL(WWijyXn7 vw2ss{{?*QNe6+4=~~s{;w;E""z]p2+_vS/EzuK{Mz
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:09 UTC 560 IN
2022-05-26 12:55:09 UTC 569 IN
2022-05-26 12:55:09 UTC 569 IN
2022-05-26 12:55:09 UTC 570 IN
2022-05-26 12:55:09 UTC 575 IN
2022-05-26 12:55:09 UTC 591 IN
2022-05-26 12:55:09 UTC 604 IN
2022-05-26 12:55:09 UTC 617 IN
2022-05-26 12:55:09 UTC 633 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 24 c4 d4 34 50 8d 7c e4 08 fe 9f 7e e0 c7 97 c4 2a 8d c1 55 85 71 76 8e 64 bb 7e fb ae 06 98 c4 6a 20 a0 df
41 43 59 84 18 37 b6 5f 8c 42 45 56 28 a6 07 ae 59 71 68 ed 58 df 67 3f 7 9a 44 14 8f b2 0f 30 5a 26 b9 c0 71 77 59 24
2671 a7 ec 12 09 9c 0a d8 71 ce 8f cd 16 90 87 42 30 aa 8b 3d 05 86 2e 26 95 51 b8 24 38 19 9b f1 fc 54 d3 Oa bd b4 25
67 10 f4 58 22 e4 5f 5f a9 62 00 €9 4a 48 79 5b 88 75 c8 b1 97 02 31 9c 9d 8 f4 79 62 22 fO 4a cc 17 67 f9 cf 77 6e 19 18
4c 45 69 7c ea 64 d2 1d 97 56 b4 e3 54 d7 9d 20 c2 ec 18 8d b0 71 ec fc 50 8e c8 93 da 71 24 c0 89 40 3e bd bf 11 d2
6d c8 ea aa 2c 1a 46 4f 60 23 8d 13 c¢7 73 76 48 f9 94 49 81 7d b2 41 5a 9d b1l 6e 9a 6a a8 89 11 Oc ec 32 b3 7e 8a al
84 ad 9d 93 6d 71 99 cd 14 a5 26 47 66 3d 16 ea Oa 33 7d 15

Data Ascii: $4P|~*Uqvd~j ACY7_BEV(YqhXg?D0Z&qwY$&qqB0=.&Q$8T%gX" _bJIHy[ulyb"IJgwnLEi|dVT qP

g$@>m,FO #svHI}AZnj2~mg&Gf=3}

Data Raw: a5 31 65 4a 12 f6 d0 d0 3a 43 d1 7c 85 f6 d4 56 2e 6¢ 8b 6e 80 45 45 fO ¢5 d7 7c ¢9 59 c3 5a 28 12 c8 08 82

bb ed 30 f3 d5 ac 03 €9 53 ac 19 ec cc fO d3 9d 30 70 08 95 d4 4f 1e 24 db dd b1 41 53 14 38 68 4c 08 06 3e c6 c3 f3 54
bf 2c e3 f4 c2 64 90 ca fe d8 3e 5d 06 58 09 ae 62 24 15 ad 14 el 41 db 33 84 84 b8 89 el d1 ea a7 9b a7 1b a4 ed ea fO
7a 2f ff bb 31 6a 6¢ ae 62 a7 23 e4 d5 ef 80 c6 c0 02 9e a7 2d 6a 05 41 6f b6 f8 97 6¢ 6b b0 cf 2b 7a 17 f6 03 b4 fb ee 01
7 1a 40 f0 53 d5 7 98 1f ea a5 b6 58 1a 5a ca cc fc 2e b7 dd 5d 03 9c 98 e8 7d df f1 Oc e9 41 fb 3c dd c9 fe 6d 39 {6 6b

el 3cea 45 b4 e0 be 77 f5 30 0d 5d f2 6d b3 b4 db 3e 71 93 50 e7 21 c8 d5 b7 ff 87 ef df d3 c7 ff 60 da 69 4f 36 6f 35 f5

3f 8 6e b3 47 fb 76 €9 ea fO 6d 5d 9d 59 al cc

Data Ascii: 1eJ:C|V.INEE|YZ(0SOpO$ASBhL>T,d>]Xb$A3z/1jlb#-jAclk+z@SXZ.JJA<mIK<EwWO]m>qP!'i0605?2nGvm]Y

Data Raw: 06 25 d8 29 74 74 a7 78 77 05 32 07 99 le 41 69 61 c7 d3 92 d1 09 81 2a 39 44 2b 05 33 1b d6 0a 6d 8b cb
39 9d bf 7e €2 20 c2 90 67 b6 aa e3 15 98 1a 4b 37 ce 39 75 be 76 28 a3 58 95 d2 95 a8 af 5¢ c2 0f 39 58 82 93 78 83 ae
a5 d7 4d e4 eb 63 45 f4 16 ca 63 2a 57 3d Oa 2c e4 b8 65 81 08 3a 33 2b 14 ae 15 03 e8 bb 60 3a e4 16 aa 25 7c 37 7b
5e 4c 97 ce 89 14 be 43 b9 43 31 al f2 c4 65 79 39 5f bc 33 f7 06 37 28 ec 8b {7 48 af 52 52 4e 45 de b0 04 €9 98 c5 9b
la ad 8f d4 4a b5 bf 60 ae aa 26 81 8b 23 b4 cd Oc bd eb 03 2d 2b 42 4d 65 4e 5b 37 01 b6 d4 61 Oc 48 6b d8 c9 fd 44 72
a3 b4 4a e0 19 3a Oe Oe 39 86 30 57 c5 98 9a e3 8a 88 57 d0 2f e8 a3 15 72 c2 e2 69 46 32 02 6f 23 f9 {3 2f 32 48 33 56
bb c6 42 €9 c6 3a 01 c7 8¢ 03 2a 21 e0 72 fe 3a a9 89 1le a7 16

Data Ascii: %)ttxw2Aia*9D+3m9~ gK79uv(X\9XXMcEc*W=,e:3+":%|7{"LCCley9_37(HRRNEJ &#-+BMeN[7aHkDrJ:90W
WI/riF20#/2H3VB:*Ir:

Data Raw: 94 93 d0 75 74 62 05 49 77 50 62 5 db a3 c2 6a 9c 1e 6e ea 40 84 35 31 9c 07 14 80 Ob 80 02 44 2b cd 23 al
1989 71 8b 4b d7 8c 9d b8 99 50 Oe 6f a2 d4 9f e3 f2 44 2e a4 b3 aa ad d0 33 81 cc 23 4f 2d 85 ab 59 1c 09 04 d1 6b dd
cf 03 75 42 4c 70 07 cc 8a 24 f9 4b 13 88 1d 80 4d 81 d0 f1 b5 fe 18 49 e9 97 76 56 ad 3f 34 52 bf b5 40 60 2c a3 el 54
33 ce ec 26 71 e6 cc 70 50 96 3f 70 3a b6 6a f2 2b 15 23 61 9a 9d 6a 4c d0 30 2 3f cc 6d eb f4 49 3b ee d6 24 31 3b f9

b6 5a 98 18 e8 be 23 f9 74 97 32 3d 80 d4 2b 83 d8 c8 20 9b 08 Ob 65 c2 e9 30 c7 4e 88 e6 18 1c 68 85 a2 7c 9c c0 59
d4 c7 30 5a 8e 2d 02 b3 21 f2 64 db 1c Of 1c 64 el 49 f0 85 Oc aa 66 17 29 a0 fb 39 be c9 de c9 d1 af c5 19 df 05 e2 c0 9d
0f ec b7 88 03 ae 18 03 49 22 a8 54 98 b5 15 58 78 44 1d

Data Ascii: utblwPbjn@51D+#qKPoD.3#0-YKuBLp$KMIVV?4R@", T3&qpP?p:j+#ajL0?ml;$1;Z#t2=+ eONh|YOZ-!ddIf)
9I"TXXD

Data Raw: €0 49 45 bc a7 Ob 78 57 4c b5 36 86 a2 d0 26 3e 63 8e ce 03 26 9f a0 c6 a0 a9 49 a9 f0 73 b7 46 03 Of b1 87
76 c7 8f 2588 f3 15 04 11 84 fd b8 d3 1e c¢3 d2 66 8d 02 6b 24 c0 28 91 05 4a 77 a0 78 e7 26 95 61 6a 2d 39 Oe 6e e2 85
93 65 14 8e 2c 9b d0 64 56 4c 9f 49 26 33 3a 53 bb 03 b6 a9 72 9d 39 11 d9 69 ee 3b fa 04 21 26 f8 ba 40 c4 a4 8b a4 4e
4f 62 b1 4d 39 0f 26 94 1b 81 83 d2 10 13 8e b4 72 2d a8 a2 30 b5 82 36 d5 07 6a 51 89 00 40 13 c9 ad 9a 2¢ b7 e9 40
4a 6aab 0b 7c Oc 8¢ 76 12 c3 Of 3e 99 e4 57 48 ca 48 4e 6d 71 83 ae 7d 13 de 12 7c b6 7c 8c f1 85 28 88 7b e6 ed 1c 38
64 3c 8b f1 c4 d3 df 7d f9 17 31 4a 2a 85 08 cc fc 31 5a 2e 46 98 bc ca a4 51 d6 6¢ 12 b6 22 89 db 40 cc 01 71 64 d7 e4
08 2c 55 a4 8c 84 02 41 ce 16 12 6a a2 ec a4 10 57 f0 88 e5

Data Ascii: IEXWL6&>c&IsFv%fk$(Iwx&aj-9ne,dVLI&3:Sr9i;I&@NObM9&r-06jQ@, @Jj|v>WHHNma}||({8d<}1J*1Z.FQ
I"@qd,UAjW

Data Raw: 8b aa 7a 54 5d 04 96 60 37 5f 6f 1c el 17 24 eb e6 8e 36 2a 3c aa 1a ed 68 d6 57 74 e4 9e 7b 29 2f 5a 3e 15
e1 04 8d 4c a5 6¢ 70 df 80 32 05 e4 91 45 2e 5a Oe 62 29 59 5b 61 6b 5f 98 8a 92 d3 39 28 df fa 45 1a c5 c5 cd 3e 64 15
0135 e4 35 c1 01 el be 89 0a 23 5b 5d 5b d0 74 92 ad 28 9a 7d Oc d0 59 3e cf 2f 27 e9 62 c7 38 45 5f 62 9a 97 76 Of 80
5f 54 4d 4b b7 a0 9e 5e ab 3f 83 35 3f 5b f0 18 d3 53 d9 69 Oa ab b0 02 9e ea 8e 6e 1b 16 f4 58 3d 40 92 eb 4f c7 fb 9b
2b ab 46 ad 30 32 80 b6 9f 21 5f 91 7c 92 12 9a 35 3c 5e 11 86 67 93 fe 05 6b 2a b5 58 3d 70 8d 2f al 99 5a 45 1c la 46
4f 04 86 08 1c 50 8a a6 cc 2d 87 13 cf Oc c4 dc 84 Ob 38 5e 23 d2 6¢ 4b 1a c3 b2 6a 26 32 80 de ¢3 57 cb 90 7d a3 9d 40
da df 07 60 47 b6 92 ee 10 bb 5d 5d 9a bf fe 3a b2 d7 88

Data Ascii: zT]'7_o$6*<hWt{)/Z>LIp2E.Zb)Y[ak_9(E>d55#[|[t(}Y>/'b8E_bv_TMKA?52[SinX=@0+F02!_|5<"gk*X=
p/IZEFOP-8MIKj&2W}@ G]]:

Data Raw: 97 54 7c 45 2d 39 01 49 b3 55 d4 c9 c6 07 90 32 03 69 44 cb 0a b9 45 d3 d6 f8 d4 82 f1 62 4a f1 6b 23 e4 26
56 2c 95 18 23 e8 62 10 df ee f7 46 10 b7 57 44 9d 78 82 38 4c 23 el 5e e2 a2 18 11 cb fa 0a 12 ff 25 d2 dc 71 77 1f fb 53
fe b6 eb c5 e4 6¢ f4 a7 a4 12 6¢ dc 72 b9 38 13 be d2 9c 86 f9 b2 90 c5 76 94 36 c4 85 2e ad b6 af 84 be 2b cb 82 ac e4
2a d6 70 9c b0 a6 74 ba le 6d a5 ed c7 bf 52 61 be f8 2e 36 2f 30 62 78 b7 15 ¢8 d3 5b b8 al 69 Oc fb 3e b5 dd 60 e5 50
2b ae a9 8b 10 74 fe 1a 7e ac 36 8d 68 1b 61 4c 22 e6 bd 72 28 b2 b2 e0 87 53 09 58 cd Oc 7d f8 e7 {7 87 4d 32 d3 99 8f
1f ae 88 fa b0 9c 31 18 47 d1 6d bl 7e 1c d6 27 23 40 fO 04 40 7f 3a 82 b3 f2 77 e3 20 32 84 8a f5 ad d6 6b 57 33 1d 8f
9e 20 51 c9 7b 6f 2d 86 35 b0 cc 99 38 79 59 e4 4b 3f

Data Ascii: T|E-9IU2iDEbJk#&V #bFWDx8L#'%qwSIIr8v6.+*ptmRa.6/0bx[i>"P+t~6hal"r(SX}M21Gm~#@ @:w 2kW3 Q{o-
58yYK?

Data Raw: f7 2a 16 f2 3b a2 53 96 d4 91 17 85 69 9c a8 la 18 38 64 4b ec 16 30 d7 da 10 a8 92 9a cc d5 96 f8 04 Oa 12
24 be 6e 67 a6 1d b7 5a 03 c0 1b 07 70 33 9f 2d a6 93 1c 7c 40 4e 48 9b 8d Oe 16 ec 79 5b eb 90 48 da 35 56 75 20 4a
13 b0 d4 43 64 20 ed d3 28 c7 36 48 f7 e6 8d 08 57 03 98 38 9b a2 11 1f 31 8d 19 a0 c0 8c b9 91 40 20 82 c3 78 38 3c
55 9e 37 e4 14 ed 7c 16 1a 76 de ba 91 2a 69 fO bb 0a 9a 3f 30 fd c0 7e 51 29 37 1f 7c 06 cd 81 a4 66 3b 3e 6¢ bc a2 36
388150 e0 17 44 c1 e3 96 9a d1 1c 9c 55 b7 3f 9c 8e 7b 88 bd 01 99 Oe 3c 5b 12 2f 01 64 d9 Ob d7 5c 38 6f 4b f2 9d 9f
5e a5 f4 a9 fa 7b 25 f5 7 9d 63 d4 19 27 27 e8 7b 91 e0 29 43 72 42 5f 1e dd b7 34 84 f1 Ob c2 c9 3¢ 99 ce c2 74 a9 33
Oe 54 c0 8¢ f7 41 5f 06 6f 18 39 c2 Oe 44 10 ff 70 33 Oc 71 2b

Data Ascii: *;Si8dK0$ngZp3-|@NHy[H5Vu JCd (6HW81@ x8<U7|v*i?0~Q)7|f;>I68PDU?{<[/d\8oK"{%c"{)CrB_4<t
3TA_09Dp3q+

Data Raw: fb d5 d3 00 c5 ff 17 e8 4e ec ee 5f e5 Oe a3 26 7d 9b 94 38 8a 00 le al 5a 46 ee 36 d7 e3 Oa 2d 2f ce b8 66
eb 08 fe 91 2e d8 dd a8 ee cf 95 5b cd 07 88 2e ef c3 c5 77 32 68 96 f0 6f 1f 3c 9 7f 5e b5 21 27 74 bd 84 99 26 14 45 04
93 d3 02 7a c3 6b 2f 42 25 3e 2e 24 3a 63 5d d9 53 5e 77 96 a6 44 b4 6b fa b5 98 20 49 87 59 aa 44 1f 41 1c f0 07 6d bl
28 a3 6a 85 46 94 29 01 42 90 6a f4 76 a0 53 94 a5 08 d2 b9 fd 7a 09 49 46 d2 b2 63 d9 a6 e4 42 46 26 4f 96 a0 43 f8 ca
6d d5 4f 90 Oc 06 b9 03 15 04 47 b1 b1 3e 80 d7 82 83 21 8c 9b Oc 4b 3d 24 Ob 31 d2 4f 87 d7 3f 82 4f 90 06 1f 65 le 2d
c30c fcal 65 71 71 2d 50 29 a0 9d 3a f5 a5 93 8e 9f 04 df Ob f9 32 f8 cb a9 8c e6 1d d1 Ob 82 e9 c8 74 49 af a6 88 fa 4e
a0 28 80 ad aa 7b 9d b6 00 5¢ 2d 97 47 4c 50 8f 9a

Data Ascii: N_&}8ZF6-/f.[.w2ho</'t&Ezk/B%>.$:c]S"wDk IYDAmM(jF)BjvSzIFcBF&OCMOG>!K=$10?0e-eqq-P):2tIN({\-
GLP
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kBytes

Timestam
P transferred

2022-05-26 12:55:09 UTC 649

2022-05-26 12:55:09 UTC 655

Session ID Source IP
22 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:09 UTC 666

2022-05-26 12:55:10 UTC 667

2022-05-26 12:55:10 UTC 668

2022-05-26 12:55:10 UTC 671

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49769

Direction

ouT

Data

Data Raw: b9 de 47 f0 30 a0 00 01 66 75 d1 2b f0 99 Oa 65 f6 2d 7e a2 40 96 7f eb d5 Of 6¢ 81 €8 0d d4 da e2 5f 18 a4 37
5a 2d cb a7 70 21 3c 29 77 e2 71 0f e3 €0 45 07 b5 d3 c1 49 97 41 64 bb fc 67 81 6c da f8 77 7c d1 8d f1 cf 94 61 2f 50
63 e0 cf 25 2a ac 5f 52 dd 85 bf 71 1a c9 9f 7c bf 5a 24 fc fd 06 be b9 74 ed 8d ca 6f 93 e5 38 b9 e4 1f 48 02 ce Of bf 1d
8e 26 cb cb f2 a9 a8 69 b6 3b 48 23 b4 9b 2d 6¢ 9a 40 94 ac 7f 4c d9 36 4b 6f 30 02 9f 32 2a 35 2f d1 fb 2e el 11 ac 03
95 ¢8 35 cf 9c 10 3f 71 83 12 cf 75 5d c2 11 9f 41 64 f6 01 76 c4 ce 3b 77 b6 cd b2 ac d1 a0 da a0 a5 39 71 e4 53 15 79
bc 60 41 1c 2b 05 09 5b 6d 43 00 2b cd b2 ff 61 35 73 5e 6f €5 e6 6¢ e0 a9 68 39 16 c0 fc 3b 64 33 81 c1 47 22 ae 4d 82
18 83 ch b5 b4 b5 7d 07 2b 02 8a 5b 43 69 21 aa 8a

Data Ascii: GOfute-~@I_7Z-p!<)wgEIAdglw|a/Pc%*_Rq|Z$to8H&i;H#-I@L6K002*5/.5?qu]Adv;w9qSy A+[mC+a5s”o
1h9;d3G"M}+[Ci!

Data Raw: d9 3c e9 e2 3c 9f 09 59 7e 28 79 5¢ 9e a9 d8 fO 7b bc 18 41 17 85 61 70 6¢ d9 e9 e8 el 21 c0 2d ff 0d cc 65
2e d0 83 04 3b bl ac 96 15 a9 el 18 51 fc a2 6d 50 f4 24 46 a4 d4 4f ec 03 66 95 fd 01 2e c5 3d 08 5¢ 1c 92 9e a5 7e 71
€0 le d1 9c 25 58 57 df c3 ¢3 27 59 Oe 91 a9 15 69 a9 97 7 a7 bd 63 8a 5a e2 77 8a 26 Oc 64 a3 ae f6 39 33 f5 3f 17 Ob
30 3f a4 4c ba 52 f3 5f fa 4f 46 53 6¢ 8a b1 c5 77 b0 4c 99 8c ec f1 f1 74 8c e8 08 1d f2 c9 6¢ f1 6¢ 88 c9 9e 3f 19 ad 56 d¢
42 ec d5 fa 2f 6¢ 9c 1b ba 15 ec 1a 19 09 a6 9b a3 df bd 5b d5 d3 78 84 4f 06 f5 4b 40 43 c3 b4 20 5f 53 ¢3 55 12 c5 4f 5b
b7 d2 c4 10 df 3b dc a5 ee eb 6b 68 04 45 el 47 8e 97 26 4e 11 10 7c 46 32 eb 1e 00 71 82 fa a3 8¢ 73 50 46 €8 Ob 6e

ba 08 8b c0 64 00 27 93 96 14 47 08 4f 33 14 b0 a6

Data Ascii: <<Y~(y\{Aapl!-e.;QmP$FOf.=\~q%XW'YicZw&d93?0?LR_OFSIwLtlI?VB/I[xOK@C _SUO[;khEG&N|F2qsPF
nd'GO3

Destination
Destination IP Process
Port

143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /page/feoM5782aY ABf/images/059e24df-4338-49b4-a3c5-3a873b9c0b7d.jpg?asset_id=0el44adb-503e-4ff2-bel6-
3450740cc3a4&img_etag=%224d512f34f96b1f385063fb75c18dadaa%22&size=1024 HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://express.adobe.com/page/feoM5782aY ABf/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/jpeg

Transfer-Encoding: chunked

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:10 GMT

x-request-id: MpXYXBasehthR1eTXPyGiGNjULK4iknl

ETag: "N2NKNTdiMWQtNjlkOC00ZDcwLWESZmEtYzkxYmRjMGFIYzZA1L2pwZy8xMDIOLzAvdHJI1ZQ=="
Cache-Control: no-transform, max-age=86400

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

X-Cache: Miss from cloudfront

Via: 1.1 cd068397b3367ed727e4988c0cabf85a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: 7N21YMI31plIv-jgAOAFSelu5wOyV7rRNBgavige2pC9QZpauziOSQ==

Data Raw: 63 35 37 0d Oa ff d8 ff e1 09 be 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e
30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48
7a 72 6553 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64
6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 2e
30 2d 63 30 30 35 20 37 39 2e 31 36 34 35 39 30 2c 20 32 30 32 30 2f 31 32 2f 30 39 2d 31 31 3a 35 37 3a 34 34 20 20
20 2020 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 6¢ 6e 73 3a 72 64 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77
2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 30 32 2f 32 32 2d 72 64

Data Ascii: c57http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta
xmins:x="adobe:ns:meta/* x:xmptk="Adobe XMP Core 6.0-c005 79.164590, 2020/12/09-11:57:44 "> <rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rd

Data Raw: 33 35 33 62 0d Oa 16 b7 86 99 8d 23 73 61 75 94 62 92 dc a8 7b 35 45 4c d1 66 00 aa 25 62 a6 86 3f 82 db 59
03 d6 51 59 c2 23 21 06 6¢ 8a cd 90 65 07 c1 06 42 Oc 80 85 b2 83 e4 1f Ob a0 c¢8 dd 06 79 20 cd cO 19 28 12 65 68 d8
a0 43 e4 16 45 07 2c 8f 26 cd f6 a8 94 ¢3 59 23 8e 50 3a 22 17 b9 2a d0 f9 d6 68 c2 06 6f 2b 8e 06 14 28 f4 74 b2 3b 24
25 2d 8a 8a 94 34 65 54 10 d6 80 02 Oc db aa Oc a0 ca Of ae 81 0f 95 a3 72 81 97 54 b7 91 ba 06 5f 39 76 c8 10 d6 b9 c7
3b 72 2a 07 da e0 dd ca al d6 4a c2 81 e6 da d8 42 19 24 04 53 52 4a d0 88 19 f2 97 3a dc 91 09 11 39 c6 e5 29 4b e0
6b 10 2d b2 b7 60 85 14 eb b9 a8 18 ee b8 4d d4 a2 cb 0f 00 79 aa 12 5¢ e7 6¢ 92 16 c8 1e ed d4 a0 fb 29 ed ba al e6 b
004 19 02 c8 32 88 fb 08 af 90 24 b8 0d dO 34 f9 cO 28 18 7c c5

Data Ascii: 353b#saub{SELf%b?YQY#!leBy (ehCE,&Y#P:"*ho+(t;$%-4eTrT_9v;r*JB$SRJI:9)Kk-"My\)2$4(|
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kBytes

Timestamp e Direction
2022-05-26 12:55:10 UTC 685 IN
2022-05-26 12:55:10 UTC 688 IN
2022-05-26 12:55:10 UTC 693 IN
2022-05-26 12:55:10 UTC 698 IN
2022-05-26 12:55:10 UTC 708 IN
2022-05-26 12:55:10 UTC 711 IN
2022-05-26 12:55:10 UTC 725 IN
2022-05-26 12:55:10 UTC 725 IN
2022-05-26 12:55:10 UTC 729 IN
2022-05-26 12:55:10 UTC 740 IN
Session ID Source IP Source Port
23 192.168.2.3 49781

Copyright Joe Security LLC 2022

Data

Data Raw: 62 34 61 0d Oa 26 Ob f2 40 d4 f5 4c 8d b6 6a 01 43 e5 95 df 84 5 45 44 76 9a 97 86 98 c8 73 8d d6 ad 2c 6¢
37 68 27 65 a4 49 cf e5 5e 09 74 e2 4c 39 6 3e 4b 16 c8 65 8f 3d 6¢ 51 4f 71 9b 2a 87 a2 93 cd 58 94 93 fd ed fe ba b6
c4 87 48 96 b0 41 7d d4 66 cO 39 d9 42 ce 34 e7 a2 c9 24 fb Oe 3a 59 56 12 70 3b 65 6d 89 5¢ 63 9a 31 24 cb 93 5 50 20
c8 ef 52 96 ca 88 2f 51 61 8e 3e aa 2b e3 21 e4 96 33 de 14 Oa ef 2e aa 1c 6¢ 88 1e 6b d5 43 cc 91 56 27 98 f4 43 80 84
19 e2 05 07 c1 15 9b a0 49 ca 0f 81 40 a0 6d e8 28 32 1c 81 40 a0 50 28 33 74 1f 71 20 53 4a 05 02 81 5c 48 3e 2e 44
7d c4 83 17 08 af 90 60 a0 49 08 30 50 26 c8 12 51 49 3b 20 c5 ca 14 fa €8 32 88 cd ae 83 eb 7d ea 0f 88 fb d4 18 28 3e
€2 04 90 83 ff d2 b6 24 af 92 79 1a 18 08 61 dd 54 64 52 3d

Data Ascii: b4a&@LjCEDvs,|7h'el"tL9>Ke=IQOq*XHA}9B4$:YVp;em\c1$P R/Qa>+!3.IkCV'CI@m(2@P(3tq SI\H>.D
}Y10P&QI; 2}(>$yaTdR=

Data Raw: 31 37 61 62 0d Oa e8 a0 43 a4 41 f7 18 b7 a3 92 2d b0 1f ed 2a 96 75 af b8 eb e4 a2 9c 0f b0 b2 a3 e0 f0 49
08 96 70 3c Ob 22 1d 6b 8a 8c 4b Oe e7 ec 40 ae 30 6d cd 15 82 49 37 45 87 d6 c9 ca 2b 00 94 56 Ob f1 74 52 4c 80 7a
54 5a 36 64 dd 46 51 Oc f7 b9 51 68 e4 72 Oe 68 49 f6 4e d1 b9 56 d8 cc 1e 65 47 5d d2 d8 d1 df 7c 25 9a d6 7b fe 4a da
53 22 5¢c f4 4b 29 91 28 bd b7 56 ca 67 bc cf 9a 59 45 87 el 2c 28 49 85 95 bl a6 43 8a 14 53 77 dd 54 2c 3a c3 08 3e ef
47 3429 91 2d ce Oa 14 50 7a 21 6d 71 1f 5¢ 22 1d Of 16 c2 21 5¢ 60 21 45 07 aa 16 09 08 85 03 74 0a ba Oc 87 22 94
1c 85 14 0f 44 46 78 90 7c 83 ec 20 f9 07 c5 06 2c 8a 49 c2 2b 17 41 f5 c2 23 17 Oa 14 ff d6 bc 86 cb 24 29 02 4c cc Oe
el 27 28 88 aa fa da 8e f7 82 27 70 90 8a 26 8e ba 47 34 36 51

Data Ascii: 17abCA-*ulp<"kK@O0mI7E+VtRLzTZ6dFQQhrhINVeG]|%{JS"\K)(VgYE,(ICSWT,:>G4)-Pz!mqg\"\'|Et"DFX|
J+AH#S)L'('p&G46Q

Data Raw: 31 30 66 32 0d Oa fb 41 10 f3 58 67 2d fa 18 d9 56 5a bc dd dd 5e 76 22 el 79 72 7b b0 08 e9 83 b3 8f ac b0
96 d8 83 32 1e 31 95 8c ad 05 96 3e 83 3e 48 b1 00 2a 18 f6 82 6¢ 6e 36 51 9¢ 40 47 4a ed dc 39 6¢ 77 4b 65 41 65 9c
8b 86 83 d6 ca 5a d0 59 e6 96 d7 1b ac 66 56 80 cf 34 a7 39 c8 ea b1 99 65 10 08 b2 47 5¢ 1b 90 a2 9b 34 86 fb 65 55
25 ec 10 b0 bb 63 d5 06 bf 2f 6¢ eb e8 eb 2d 04 ae 31 35 df 06 €5 7b 70 dO c5 6¢ b9 5a 6d 53 3a ea 8d f9 63 76 4b b6 d4
5 d1 37 8e 41 ¢5 f1 81 39 f6 2d 59 el 4d 9a 2c b5 d1 6d d9 93 b2 66 5d a4 10 7a 2d 6d b0 6d cc 46 76 1a 56 9e 40 a8 ca
03 bd 85 28 b2 98 08 1d 6¢ 2e 89 6¢ ba 4b a2 5b 31 b4 96 dc 94 a2 ce 5a c3 a3 94 a2 d8 e2 f0 f9 a8 11 23 f1 e6 8a c0 b9
cac5 59 e2 70 c0 dd 16 0f 53 c6 e7 1c dc dd 46 49 5a 78 80 00

Data Ascii: 10f2AXg-VZAv"yr{21>>H*In6Q@GJ9IwKeAeZYV49eG\deU%c/I-15{pIZmS:cvK7A9-YM,mflz-mmFwW@(l.IK
[1Z#YpSFIZx

Data Raw: 32 37 39 38 0d 0Oa 86 e5 ce b0 1b 9e 89 6b 4d 77 57 ed 5d 1d 1b 08 Of Of 78 bf 84 1c ac fO d1 4e 5d 99 a7 49
aa 70 c3 81 bd d3 43 d6 7b 51 59 5¢ e2 d1 f3 b8 8f 20 6f f6 17 b3 0d 04 63 bb 72 f4 da af 2c f6 23 62 27 80 df fc 6a Oe {7
bd f0 79 ad cf 21 70 44 64 75 80 f2 52 66 97 18 b9 6¢c 5a 7e 90 e7 81 71 6b Ob 9f 25 e6 cb 37 4f 43 a9 f6 36 76 13 d4 ba
5f 00 bd bc 25 6b 99 7b 31 ¢2 92 50 d1 ed 61 7b 6e b0 99 6f a4 8c 54 76 00 7a d1 28 e9 a5 b3 4f 5f ac a8 0d f4 e5 8e 05
a2e0eeadad a9 222d17 e7 7c 8f bb d5 02 63 a9 a8 81 dc 6d 38 Oa 30 98 6d 3a 3f 68 23 78 01 c3 2a db cd 9e 8e 93
b1 bd 93 37 89 bb 1d 8a b0 d2 7b bb c6 f6 55 8b 8 e2 1c 77 45 bl 6d 6f 06 16 2c 4f 32 e7 72 8a fa 59 03 41 3d 14 58 03
3d 40 1b 73 58 b2 80 dc 4e 71 Oe eb ba 29 f8 a2 be fb 7a

Data Ascii: 2798kMwWI]xN]IpC{QY\ ocr,#b'jy!pDduRflZ~qk%70C6v_%k{1Pa{noTvz(O_"-|cm80m:?h#x*7{UwEmo,O2r
YA=X=@sXNq)z

Data Raw: 62 66 63 0d 0a 51 52 d1 69 25 f1 c6 2b 24 f7 c4 b0 1b ¢3 51 c3 ¢1 20 1c 81 b1 37 f3 e4 7a 22 24 03 1a 0d ec
2f d7 9a 28 7d 4a bb de 54 a6 72 c3 20 04 02 1b b8 b9 b5 fd 03 9a 08 aa da f8 dd 4f 24 a5 ce 8d cd 1c 5d f4 62 e5 a0 64
9b 7c¢ 60 3a 73 Oa 0f 99 4a ed 44 41 2c 8d 05 dc 01 f4 da a4 1le 17 67 ab Oe 45 c6 ed 2e 20 f9 20 99 8e 96 fO 36 2a a2 d9
dc df 8e 5b 6b 91 ce d9 bl f4 15 48 65 f5 11 42 f0 c7 f8 41 18 71 db da 80 3d 47 53 9a 9c 38 88 c0 8d b6 f9 e3 8e 0d dO
6b b2 3e Oa cd 46 21 5b 4e fd 3e ba 5f 15 25 64 4e ef 18 2 de 4e c3 6d 8f 8a ed c6 ce 50 6¢ f1 33 52 1c 0d 7b e3 73 5b
6e 27 b4 11 c5 f6 de 5e d2 a8 35 07 c8 3e 44 7d 74 1f 20 fb 74 1f 59 07 ¢8 30 50 61 15 82 50 36 e7 22 19 73 d2 54 d3 9d
7510 82 e4 52 6e 88 49 28 a4 93 84 18 25 02 6e 82 23 b4

Data Ascii: bfcQRi%+$Q 7z"$/(}3Tr O$]bd| :sJDA,gE. 6*[kHeBAq=GS8k>F![N>_%dNNmPI3R{s[n"*5>D}t tYOPaP
6"sTuRnI(%n#

Data Raw: 33 38 38 38 0d Oa 63 1c 80 34 fd 30 dd 09 37 36 95 57 36 ad 0d 7e 9e 1d a7 49 7b 57 35 d6 ee 7 67 47 b0 5¢
71 Oe 4f 19 eb 70 82 52 a3 46 a3 99 b8 60 8d fb f1 34 5b ea 2a 82 29 69 21 a6 8f 82 21 61 b9 3d 4a 07 ec 8a f9 07 c8 4b
e4 47 ¢8 30 51 5f 20 fa 7 41 f2 Of ae 88 c1 45 24 94 43 4f 2a 4a 98 71 40 db 8a 21 b7 22 92 50 25 06 2 83 17 40 87 3a
0 93 80 82 a6 f7 52 ed ec 10 ¢3 2¢ 31 07 ba 92 90 83 56 f8 ed 73 9b 00 dc 8b e7 7b d9 79 b4 d3 39 6¢ 43 7e 8e 2b 66
5a f 00 66 75 1d 2b 5d d3 3d fb 4b c5 dd 1 18 dc d7 8e 17 b5 ed 2 04 8e 60 8b 12 08 5¢ 7d 36 8b 2c 26 a7 81 d9 d8 7b
7479 ¢6 51 b0 13 b6 3d a3 19 85 a6 f7 51 fc f3 50 ab 3d d5 3b 58 39 9e 64 6e 3¢ ed e8 58 8 b4 7a f9 ec d1 b3 3b a6 59
7 11 1d 9c ff 00 b9 bf 62 a6 d1 e9 e4 d5 15 4b 3f 54 aa b9

Data Ascii: 3888c4076W6~{W5gG\qOpRF 4[*)illa=IKG0Q_ AE$CO*Iq@!"P%.@:R, 1Vs{y9IC~+Zfu+]=K \}6 &{tyQ=
QP=:X9dn<Xz;YbK?T

Data Raw: 32 38 0d Oa 4e 30 4b 66 8f 76 96 b9 a6 46 e7 25 54 6d 51 d4 f6 aa 00 1b 51 4b 0d 48 fd 05 81 c5 b7 fb 6b b2
3d a8 af aa a3 d7 ab al 0d Oa
Data Ascii: 28NOKfVF%TmQQKHk=

Data Raw: 31 30 66 32 0d Oa 74 2d 0d a3 6b c1 6b e4 c¢3 9c 01 df 87 ce ca 02 b4 3d 16 8b 46 d3 a2 d3 e8 99 c1 4f 15 ec
2e 49 24 9b 92 49 ¢9 24 e4 94 12 1c 91 08 92 56 30 5d c¢7 08 al fb d9 e6 fa 1f 85 bf 4c 50 2d b4 ec 19 77 8d dd 4a 05 be
46 30 64 80 82 2e ab 5c ee ea dd 49 04 4e 9a a6 38 fb €7 c0 30 f7 46 0d 89 65 fO e2 3a 75 c2 14 1a 1f 7f d7 cO c7 89 Ob
0f 1b b8 9c €6 03 1c b0 9b d9 92 46 fO 40 36 36 71 00 38 11 60 6¢ 48 54 48 d2 €9 54 50 43 14 4c 8e d1 c5 98 98 49 70
61 3bf0 17 12 5a 3f 09 07 86 d8 02 ca 03 30 02 2b 07 cd 07 de 85 46 54 1f 62 8 3e ba 05 5d 02 83 90 38 d7 9e a8 16 d7
€5 02 f8 bc d0 2c¢ 3f 08 32 1c Oa Of ae 83 37 08 30 5¢ 81 b9 24 b0 c2 01 24 92 fb a2 d1 97 15 02 Oe e8 30 42 04 38 22 87
95 a0 82 Oe 47 34 65 12 d4 75 fa 4a 56 17 18 db c2 e2 6e 40

Data Ascii: 10f2t-kk=FO.I$I$V0]LP-wJFOd.\IN80Fe:uF @668 IHTHTPCLIpa;Z?0+FTb>]8,7270\$$0B8"G4eulVn@

Data Raw: 32 63 66 31 0d Oa 8b Ob 1f 35 96 b5 86 bc 6¢ 3a 18 e8 40 56 31 63 39 0b 66 92 18 2d 65 9d 31 9c 8e 7b c6 d8
€894 9a e6 1d 4c d1 cb d4 ad 25 92 69 da 4a 94 b6 6d dO 73 db a2 51 66 5f 0d cd 8e e8 1a 74 6d bd f9 a8 b0 66 48 c7
23 ba 52 99 7b 7d 5c be f1 03 0f 61 03 d3 d3 a7 d9 51 4c 96 8b 5c df 1e d4 0d bd b6 17 ea 81 a3 70 02 8b 04 5f 9f 24 56
09 27 3c fa ed b2 23 1c af ec fb 2a a3 Oe 71 c0 bd 8f 3f 4a Oc 02 3c f3 cb ¢9 25 5f 11 ¢3 80 06 14 42 5d 7e 13 ¢3 b9 c7 ad
02 1e 08 1e 9d fc bd 08 1a el 22 d9 fb c4 0d 9b 37 7b df 7b a9 2a ff d4 e5 c3 e5 ec 41 91 6e 88 32 49 e9 74 18 23 af bl
06 33 eb 41 f0 b9 b7 d5 41 6 6¢ 83 e0 Of 3c 59 06 48 €6 32 83 ec 8b dc 6e 83 ed f2 10 7d 8e 7d 10 63 3b 84 19 b9 bf ca
83 e0 Oe 6¢ 10 60 02 42 Oc 8e bc ba 20 fb 37 bf 54 1f 5b

Data Ascii: 2cf15]:@V1c9f-e1{L%iImsQf_tmfH#R{NaQL\p_$V'<#*q?I<%_B]~"7{{*An2It#3AAI<YH2n}}c;I'B 7T[

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Page 65 of 108



kBytes

Timestamp e Direction
2022-05-26 12:55:10 UTC 671 ouT
2022-05-26 12:55:10 UTC 740 IN
2022-05-26 12:55:10 UTC 741 IN
2022-05-26 12:55:10 UTC 743 IN
2022-05-26 12:55:10 UTC 757 IN
2022-05-26 12:55:10 UTC 773 IN
2022-05-26 12:55:10 UTC 789 IN
2022-05-26 12:55:10 UTC 790 IN

Copyright Joe Security LLC 2022

Data

GET /experiments/chrome/chrome.js HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 183999

Connection: close

Date: Thu, 26 May 2022 12:55:11 GMT

Last-Modified: Mon, 10 Jan 2022 21:42:22 GMT

ETag: "3090c705a28f8a5b952fdacc3797cef7"

X-amz-version-id: bxquclap6ObXbRXNMR9OR2i8SO_i4vGEh
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 5888b5d9247925eeec6blcflebf8aa8c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: qp1QaVTIrn9g_BEPtYhB8PjhAkfVVnBDCXBVA5k2JNM9ShomynejaA==

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 72 28 65 2c 6e 2c 74 29 7b 66 75 6e 63 74 69
6f 6e 20 6f 28 69 2c 66 29 7b 69 66 28 21 6e 5b 69 5d 29 7b 69 66 28 21 65 5b 69 5d 29 7b 76 61 72 20 63 3d 22 66 75
6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 72 65 71 75 69 72 65 26 26 72 65 71 75 69 72 65 3b 69 66 28 21 66 26
26 6329 72 65 74 75 72 6e 20 63 28 69 2c 21 30 29 3b 69 66 28 75 29 72 65 74 75 72 6e 20 75 28 69 2c 21 30 29 3b 76
61 72 20 61 3d 6e 65 77 20 45 72 72 6f 72 28 22 43 61 6e 6e 6f 74 20 66 69 6e 64 20 6d 6f 64 75 6¢ 65 20 27 22 2b 69
2b 22 27 22 29 3b 74 68 72 6f 77 20 61 2e 63 6f 64 65 3d 22 4d 4f 44 55 4c 45 5f 4e 4f 54 5f 46 4f 55 4e 44 22 2¢ 61 7d
76 61 72 20 70 3d 6e 5b 69 5d 3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d

Data Ascii: (function(){function r(e,n,t){function o(i,f{if(!n[i]){if('e[i]){var c="function"==typeof require&&require;if(!f&&c)r
eturn c(i,!0);if(u)return u(i,!0);var a=new Error("Cannot find module "+i+"");throw a.code="MODULE_NOT_FOUND",a}var
p=n[i]={exports:{}}

Data Raw: 72 2d 72 65 61 64 79 27 2c 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0a 20 20 20 20 20 20 20 20 52 65 70 6f 72
74 41 62 75 73 65 2e 69 6e 69 74 28 29 3b 0a 20 20 20 20 7d 29 3b Oa 7d 3b Oa Oa 66 75 6e 63 74 69 6f 6e 20 63 6f 6d
70 61 72 65 56 65 72 73 69 6f 6e 4e 75 6d 62 65 72 73 28 20 76 31 2c 20 76 32 20 29 20 7b Oa 20 20 20 20 76 31 20 3d
202820 28 20 76 31 20 7c 7c 20 27 30 27 20 29 20 2b 20 27 27 20 29 2e 73 70 6¢ 69 74 28 20 2f 5¢ 2e 2f 20 29 3b 0a 2
02020 20 76 32 20 3d 20 28 20 28 20 76 32 20 7c 7c 20 27 30 27 20 29 20 2b 20 27 27 20 29 2e 73 70 6¢ 69 74 28 20 2f
5c 2e 2f 20 29 3b Oa 0a 20 20 20 20 76 61 72 20 6¢ 65 6e 20 3d 20 4d 61 74 68 2e 6d 61 78 28 20 76 31 2e 6¢ 65 6e 67
74 68 2c 20 76 32 2e 6¢ 65 6e 67 74 68 20 29 3b 0a 20 20 20 20 66 6f

Data Ascii: r-ready’, function() { ReportAbuse.init();  });};function compareVersionNumbers( v, v2){ vi=((vl]||
'0") +").split(A/); v2=((v2]['0")+").split(/\./); varlen=Math.max(vl.length, v2.length); fo

Data Raw: 20 54 6f 20 63 6f 6d 70 6¢ 79 20 77 69 74 68 20 47 44 50 52 2c 20 65 76 65 72 79 20 61 75 74 68 6f 72 20 6d
6179 20 73 70 65 63 69 66 79 20 6f 6e 20 61 20 73 70 65 63 69 66 69 63 20 50 61 67 65 20 77 68 65 74 68 65 72 20 6f
72 0a 20 20 20 20 2f 2f 20 6e 6f 74 20 74 6f 20 61 73 6b 20 74 68 65 69 72 20 76 69 73 69 74 6f 72 73 20 74 6f 20 61 63
63 65 70 74 20 63 6f 6f 6b 69 65 73 20 62 79 20 65 6€ 61 62 6¢ 69 6e 67 20 61 20 63 6f 6f 6b 69 65 20 62 61 6€ 6e 65 72
2e 20 54 6f 0a 20 20 20 20 2f 2f 20 64 65 74 65 72 6d 69 6e 65 20 69 66 20 61 20 63 6f 6f 6b 69 65 20 62 61 6€ 6e 65 72
206861 73 20 62 65 65 6e 20 65 6e 61 62 6¢ 65 64 2¢ 20 74 77 6f 20 67 6¢ 6f 62 61 6¢C 73 20 74 68 61 74 20 68 6f 6C 64
20 6e 65 63 65 73 73 61 72 79 0a 20 20 20 20 2f 2f 20 74 65

Data Ascii: To comply with GDPR, every author may specify on a specific Page whether or  // not to ask their visitors to
accept cookies by enabling a cookie banner. To // determine if a cookie banner has been enabled, two globals that hold
necessary //te

Data Raw: 75 73 65 53 68 6f 77 43 6¢ 61 73 73 20 3d 20 27 73 68 6f 77 27 3b 0a 76 61 72 20 73 70 69 6e 6e 65 72 53 68
6f 77 43 6¢ 61 73 73 20 3d 20 27 73 68 6f 77 27 3b 0a 76 61 72 20 62 61 6e 6€ 65 72 53 68 6f 77 43 6¢ 61 73 73 20 3d 20
2773 68 6f 77 27 3b 0a 76 61 72 20 61 6e 69 6d 61 74 69 6f 6e 45 6e 64 20 3d 20 27 61 6e 69 6d 61 74 69 6f 6e 65 6e
64 20 77 65 62 6b 69 74 41 6e 69 6d 61 74 69 6f 6e 45 6e 64 20 6d 6f 7a 41 6e 69 6d 61 74 69 6f 6€ 45 6 64 20 4d 53
41 6e 69 6d 61 74 69 6f 6e 45 6e 64 20 6f 41 6e 69 6d 61 74 69 6f 6e 45 6e 64 27 3b 0a 76 61 72 20 24 73 75 63 63 65 7
3734261 6e 6e 65 72 3b 0a 76 61 72 20 24 65 72 72 6f 72 42 61 6e 6e 65 72 3b Oa 76 61 72 20 24 72 65 70 6f 72 74 44
69 61 6¢ 6f 67 3b 0a 76 61 72 20 24 72 65 70 6f 72 74 41 62 75 73

Data Ascii: useShowClass = 'show';var spinnerShowClass = 'show';var bannerShowClass = ‘show';var animationEnd =
‘animationend webkitAnimationEnd mozAnimationEnd MSAnimationEnd oAnimationEnd';var $successBanner;var $error
Banner;var $reportDialog;var $reportAbus

Data Raw: 20 20 20 20 20 20 20 20 7d Oa Oa 20 20 20 20 20 20 20 20 20 20 20 20 74 68 69 73 2e 6¢ 61 73 74 53 63 72 6f
6¢ 6¢ 50 6f 73 69 74 69 6f 6e 20 3d 20 6e 65 77 53 63 72 6f 6¢ 6¢ 50 6f 73 69 74 69 6f 6 3b 0a 20 20 20 20 20 20 20 20
7d 0a 20 20 20 20 7d Oa 7d 29 3b 0a 0a Oa 7d 2c 7b 7d 5d 2c 37 3a 5b 66 75 6e 63 74 69 6f 6e 28 72 65 71 75 69 72 65
2c 6d 6f 64 75 6¢ 65 2¢ 65 78 70 6f 72 74 73 29 7b Oa 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 20 3d 20 7b Oa 20 20 20
20 73 61 6d 65 44 6f 6d 61 69 6e 49 66 72 61 6d 65 3a 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0a 20 20 20 20 20 20 20
2074 72 79 20 7b Oa 20 20 20 20 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 77 69 6e 64 6f 77 2e 74 6f 70 20 26 26 2
0 77 69 6e 64 6f 77 2e 74 6f 70 20 21 3d 20 77 69 6e 64 6f 77 2e

Data Ascii: } this.lastScrollPosition = newScrollPosition; } 1131, 7:[function(require, module,exports)
{module.exports = { sameDomainlframe: function() { try { return window.top && window.top != window.

Data Raw: 68 28 20 2f 6d 6f 62 69 6¢ 65 2f 69 20 29 20 3e 3d 20 30 3b 0a 20 20 20 20 7d 2c Oa 0a 20 20 20 20 69 4f 53
5361 6d 70 6¢ 65 3a 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0a 20 20 20 20 20 20 20 20 76 61 72 20 71 75 65 72 79 50
61 72 61 6d 73 20 3d 20 57 65 62 50 72 6f 2e 55 74 69 6¢ 73 2e 70 61 72 73 65 51 75 65 72 79 50 61 72 61 6d 73 28 20
77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 74 6f 53 74 72 69 6e 67 28 29 20 29 3b 0a 20 20 20 20 20 20 20 20 72 65
747572 6€207175657279506172616d732e 74726163 6b696e 6749 6420 3d3d 20276950 61 64 4578 70
6¢ 6f 72 65 27 20 7c 7¢ 20 71 75 65 72 79 50 61 72 61 6d 73 2e 74 72 61 63 6b 69 6 67 49 64 20 3d 3d 20 27 69 50 68
6f 6e 65 45 78 70 6¢ 6f 72 65 27 3b 0a 20 20 20 20 7d 2c Oa Oa 20 20

Data Ascii: h(/mobile/i) >=0; }, iOSSample: function() { var queryParams = WebPro.Utils.parseQueryParams(
window.location.toString() ); return queryParams.trackingld == 'iPadExplore' || queryParams.trackingld == 'iPho
neExplore’; },
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Timestamp transferred Direction
2022-05-26 12:55:10 UTC 791 IN
2022-05-26 12:55:10 UTC 807 IN
2022-05-26 12:55:10 UTC 823 IN
2022-05-26 12:55:10 UTC 831 IN
2022-05-26 12:55:10 UTC 847 IN
2022-05-26 12:55:10 UTC 859 IN
2022-05-26 12:55:10 UTC 859 IN
2022-05-26 12:55:10 UTC 868 IN
2022-05-26 12:55:10 UTC 884 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6e 73 3a 0a 20 20 20 20 20 20 20 20 2f 2f 0a 20 20 20 20 20 20 20 20 2f 2f 20 54 68 65 20 61 62 6f 76 65 20
63 6f 70 79 72 69 67 68 74 20 6e 6f 74 69 63 65 20 61 6e 64 20 74 68 69 73 20 70 65 72 6d 69 73 73 69 6f 6e 20 6e 6f 74
69 63 65 20 73 68 61 6¢ 6C 20 62 65 0a 20 20 20 20 20 20 20 20 2f 2f 20 69 6e 63 6¢ 75 64 65 64 20 69 6e 20 61 6C 6C
20 63 6f 70 69 65 73 20 6f 72 20 73 75 62 73 74 61 6e 74 69 61 6¢ 20 70 6f 72 74 69 6f 6e 73 20 6f 66 20 74 68 65 20 53
6f 66 74 77 61 72 65 2e 0a 20 20 20 20 20 20 20 20 2f 2f 0a 20 20 20 20 20 20 20 20 2f 2f 20 54 48 45 20 53 4f 46 54 57
4152 45 20 49 53 20 50 52 4f 56 49 44 45 44 20 22 41 53 20 49 53 22 2c 20 57 49 54 48 4f 55 54 20 57 41 52 52 41 4e
54 59 20 4f 46 20 41 4e 59 20 4b 49 4e 44 2¢ 0a 20 20 20 20 20

Data Ascii: ns: I /I The above copyright notice and this permission notice shall be /l'included in all copies or
substantial portions of the Software. I /Il THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF
ANY KIND,

Data Raw: 2e 33 2c 31 2e 39 2d 30 2e 35 43 32 33 2e 36 2c 31 31 2e 37 2¢ 32 33 2¢ 31 32 2e 33 2c 3232 2e 34 2¢c 31
32 2e 37 7a 22 2f 3e 3c 2f 73 76 67 3e 27 2¢ 22 62 75 6d 70 65 72 22 20 3a 20 27 3¢ 21 2d 2d 42 55 4d 50 45 52 2d 53
45 43 54 49 4f 4e 2d 54 4f 50 2d 4c 45 56 45 4c 2d 53 54 41 52 54 2d 2d 3e 3c 64 69 76 20 69 64 3d 22 62 75 6d 70 65 7
2 2d 73 65 63 74 69 6f 6e 22 20 63 6¢ 61 73 73 3d 22 73 65 63 74 69 6f 6e 20 62 75 6d 70 65 72 2d 73 65 63 74 69 6f 6
222064 61 74 61 2d 73 65 63 74 69 6f 6e 2d 62 65 68 61 76 69 6f 72 3d 22 62 75 6d 70 65 72 2d 67 72 6f 77 2d 61 6e
64 2d 66 61 64 65 22 7b 7b 23 20 6¢ 61 79 65 72 20 7d 7d 20 64 61 74 61 2d 6¢ 61 79 65 72 3d 22 7b 7b 7b 20 6¢ 61 79
657220 7d 7d 7d 22 7b 7b 2f 20 6¢ 61 79 65 72 20 7d 7d 7b 7b 23 20 6¢

Data Ascii: .3,1.9-0.5C23.6,11.7,23,12.3,22.4,12.7z"/></svg>'","bumper" : '...BUMPER-SECTION-TOP-LEVEL-START-->
<div id="bumper-section" class="section bumper-section" data-section-behavior="bumper-grow-and-fade"{{# layer }} data-
layer="{{{ layer }}"{{/ layer }}{{#

Data Raw: 64 61 74 61 2d 72 65 71 75 69 72 65 64 3d 22 74 72 75 65 22 20 64 61 74 61 2d 74 79 70 65 3d 22 65 6d 61
69 6¢ 22 3e 3c 6¢ 61 62 65 6¢ 20 69 64 3d 22 65 6d 61 69 6¢ 2d 6¢C 61 62 65 6C 22 20 66 6f 72 3d 22 65 6d 61 69 6C 22
3e 3c 73 74 72 6f 6e 67 3e 59 6f 75 72 20 45 6d 61 69 6¢ 3c 2f 73 74 72 6f 6e 67 3e 20 3c 73 74 72 6f 6e 67 20 63 6¢ 61
73733d 227265717569 72 6564 2d 6d 65 73 73 61 67 65 22 3e 52 65 71 75 69 72 65 64 3c 2f 73 74 72 6f 6e 67 3e 2
03c 73 74 72 6f 6e 67 20 63 6¢ 61 73 73 3d 22 69 6e 76 61 6¢ 69 64 2d 6d 65 73 73 61 67 65 22 3e 49 6e 76 61 6¢ 69
64 3c 2f 73 74 72 6f 6e 67 3e 3c 62 3e 3¢ 2f 62 3e 3c 2f 6¢ 61 62 65 6¢ 3e 3¢ 69 6e 70 75 74 20 69 64 3d 22 65 6d 61 69
6c 22 20 6e 61 6d 65 3d 22 65 6d 61 69 6¢ 22 20 74 79 70 65 3d 22 65

Data Ascii: data-required="true" data-type="email"><label id="email-label" for="email"><strong>Your Email</strong> <stro
ng class="required-message">Required</strong> <strong class="invalid-message">Invalid</strong><b></b></label><
input id="email" name="email" type="e

Data Raw: 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 34 70 78 3b 20 7d 2e 73 70 61 72 6b 2d 62 75 6d 70 65 72 2d
73 65 63 74 69 6f 6e 20 2e 66 6f 6f 74 65 72 20 2e 63 6f 70 79 72 69 67 68 74 20 7b 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f
63 6b 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 34 70 78 3b 20 7d 20 7d 2f 2a 20 46 6f 72 20 50 68 6f 6e 65 73 20
7769 74 68 20 65 78 74 72 65 6d 65 6¢ 79 20 73 6d 61 6C 6C 20 77 69 64 74 68 73 2¢ 20 77 65 20 73 74 61 63 6b 20 74
68 65 20 63 6f 6e 74 65 6e 74 73 20 6f 66 20 74 68 65 20 66 6f 6f 74 65 72 20 2a 20 73 6f 20 77 65 20 65 6e 64 20 75 70
20 77 69 74 68 20 61 20 66 6f 6f 74 65 72 20 6 66 20 33 20 63 65 6e 74 65 72 65 64 20 6¢ 69 6e 65 73 2e 20 2a 2f 40 6d
65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64

Data Ascii: padding-bottom: 4px; }.spark-bumper-section .footer .copyright {display: block;margin-bottom: 4px; } }/* For
Phones with extremely small widths, we stack the contents of the footer * so we end up with a footer of 3 centered lines.
*/@media only screen and

Data Raw: 73 2d 63 6f 6e 74 65 6e 74 20 61 3a 68 6f 76 65 72 20 7b 63 6f 6¢ 6 72 3a 20 23 46 46 46 46 46 46 3b 7d 2f
2a2a2a2a2a2a2a2a?2a2a?2a?2a2a2a2a2f2e 736563 74 69 6f 6e 73 2d 61 72 74 69 63 6¢ 65 2d 6¢ 61 79 6f 75
74 202e 7370 61 72 6b 2d 68 65 61 64 65 72 2d 73 65 63 74 69 6f 6e 20 7b 68 65 69 67 68 74 3a 20 34 30 70 78 3b 7d
2e 7370 61 72 6b 2d 68 65 61 64 65 72 2d 73 65 63 74 69 6f 6e 20 2e 73 70 61 72 6b 2d 68 65 61 64 65 72 20 7b 70 6f 7
369 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 20 30 3b 72 69 67 68 74 3a 20 30 3b 62 6f 74 74 6f 6d 3a 2
030 3b 6¢ 65 66 74 3a 20 30 3b 68 65 69 67 68 74 3a 20 61 75 74 6f 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
3a20 77 68 69 74 65 3b 7d 2e 73 70 61 72 6b 2d 68 65 61 64 65 72

Data Ascii: s-content a:hover {color: #FFFFFF;}/**sxixixiiix] sections-article-layout .spark-header-section {height:
40px;}.spark-header-section .spark-header {position: absolute;top: O;right: O;bottom: 0;left: O;height: auto;background-
color: white;}.spark-header

Data Raw: 2d 33 2e 35 2d 30 2e 35 2d 35 2d 31 2e 35 63 30 2e 33 2¢ 30 2¢ 30 2e 35 2¢ 30 2c¢ 30 2e 38 2¢ 30
Data Ascii: -3.5-0.5-5-1.5c0.3,0,0.5,0,0.8,0

Data Raw: 63 31 2e 35 2¢ 30 2c 32 2e 39 2d 30 2e 35 2c 34 2e 31 2d 31 2e 34 63 2d 31 2e 34 2¢ 30 2d 32 2e 36 2d 30
2e 39 2d 33 2e 31 2d 32 2e 33 20 63 30 2e 32 2c¢ 30 2¢ 30 2e 34 2¢ 30 2e 31 2c 30 2e 36 2c¢ 30 2e 31 63 30 2e 33 2¢ 30
2c 30 2e 36 2¢ 30 2¢ 30 2e 39 2d 30 2e 31 63 2d 31 2e 35 2d 30 2e 33 2d 32 2e 36 2d 31 2e 37 2d 32 2e 36 2d 33 2e 32
6c 30 2c¢ 30 63 30 2e 35 2c¢ 30 2e 33 2¢ 31 2c 30 2e 34 2c 31 2e 35 2¢ 30 2e 34 63 2d 31 2e 34 2d 31 2d 31 2e 39 2d 32
2e 39 2d 31 2d 34 2e 34 20 63 31 2e 37 2c 32 2e 31 2c 34 2e 31 2c 33 2e 33 2¢ 36 2e 38 2¢ 33 2e 34 63 2d 30 2e 34 2d
31 2e 38 2¢ 30 2e 37 2d 33 2e 35 2¢ 32 2e 35 2d 33 2e 39 63 31 2e 31 2d 30 2e 33 2c¢ 32 2e 33 2¢ 30 2e 31 2c 33 2e 31
2c 30 2e 39 63 30 2e 37 2d 30 2e 31 2c¢ 31 2e 34 2d 30 2e 34 2c¢ 32 2e 31 2d

Data Ascii: ¢1.5,0,2.9-0.5,4.1-1.4¢-1.4,0-2.6-0.9-3.1-2.3 ¢0.2,0,0.4,0.1,0.6,0.1c0.3,0,0.6,0,0.9-0.1¢-1.5-0.3-2.6-1.7-2.6-
3.210,0c0.5,0.3,1,0.4,1.5,0.4¢-1.4-1-1.9-2.9-1-4.4 ¢1.7,2.1,4.1,3.3,6.8,3.4c-0.4-1.8,0.7-3.5,2.5-3.9¢1.1-0.3,2.3,0.1,3
.1,0.9¢0.7-0.1,1.4-0.4,2.1-

Data Raw: 72 20 7b 63 6f 6e 74 65 6e 74 3a 20 22 2e 22 3b 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b 68 65 69 67 68
74 3a 20 30 3b 63 6¢ 65 61 72 3a 20 62 6f 74 68 3b 76 69 73 69 62 69 6¢ 69 74 79 3a 20 68 69 64 64 65 6e 3b 7d 2e 72
65 70 6f 72 74 2d 61 62 75 73 65 2d 64 69 61 6¢ 6f 67 20 70 2c 20 2e 72 65 70 6f 72 74 2d 61 62 75 73 65 2d 64 69 61 6C
6f 67 20 75 6¢ 2¢ 20 2e 72 65 70 6f 72 74 2d 61 62 75 73 65 2d 64 69 61 6¢ 6f 67 20 6¢ 61 62 65 6C 20 7b 66 6f 6€ 74 2d
73 69 7a 65 3a 20 31 34 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 2e 38 37 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 20 31 38 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30 3b 63 6f 6¢ 6f 72 3220 23 34 34 34 3b 7d 2
e 726570 6f 72 74 2d 61 62 75 73 65 2d 64 69 61 6¢ 6f 67 20 6¢C

Data Ascii: r {content: ".";display: block;height: O;clear: both;visibility: hidden;}.report-abuse-dialog p, .report-abuse-dialog
ul, .report-abuse-dialog label {font-size: 14px;font-size: .875rem;line-height: 18px;font-weight: 400;color: #444;}.report-
abuse-dialog |

Data Raw: 63 6f 6e 74 65 6e 74 73 20 6f 66 20 74 68 65 20 66 6f 6f 74 65 72 20 2a 20 73 6f 20 77 65 20 65 6e 64 20 75
7020 77 69 74 68 20 61 20 66 6f 6f 74 65 72 20 6f 66 20 33 20 63 65 6e 74 65 72 65 64 20 6¢ 69 6e 65 73 2e 20 2a 2f 40
6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 20 33 32 30 70 78
2920 7b 2f 2a 20 73 70 61 72 6b 2d 62 75 6d 70 65 72 2d 73 65 63 74 69 6f 6e 20 2a 2f 2e 73 70 61 72 6b 2d 62 75 6d
7065 72 2d 73 65 63 74 69 6f 6e 20 7b 2f 2a 20 66 6f 6f 74 65 72 20 2a 2f 20 7d 2e 73 70 61 72 6b 2d 62 75 6d 70 65 72
2d 73 65 63 74 69 6f 6e 20 2e 66 6f 6f 74 65 72 20 7b 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 2f 2a 20
61 64 6f 62 65 2d 6¢ 6f 67 6f 20 2a 2f 20 7d 2e 73 70 61 72 6b

Data Ascii: contents of the footer * so we end up with a footer of 3 centered lines. */@media only screen and (max-width:
320px) {/* spark-bumper-section */.spark-bumper-section {/* footer */ }.spark-bumper-section .footer {text-align: center;/*
adobe-logo */ }.spark
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kBytes

Timestam
P transferred

2022-05-26 12:55:10 UTC 892

2022-05-26 12:55:10 UTC 893

2022-05-26 12:55:10 UTC 898

2022-05-26 12:55:10 UTC 909

Session ID Source IP
24 192.168.2.3
. kBytes
Tim m|
estamp transferred

2022-05-26 12:55:11 UTC 920

2022-05-26 12:55:11 UTC 924

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49801

Direction

ouT

Data

Data Raw: 65 61 74 65 79 6f 75 72 6f 77 6e 22 20 64 61 74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 67 65 74 2d 73 6¢ 61 74
65 3d 22 22 3e 43 72 65 61 74 65 20 79 6f 75 72 20 6f 77 6e 3c 2f 61 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 64 69
76 3e 3c 2f 64 69 76 3e 27 2¢ 22 63 63 78 5f 68 65 61 64 65 72 22 20 3a 20 27 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 73
7061 72 6b 2d 68 65 61 64 65 72 20 66 6¢ 6f 61 74 65 72 20 73 68 6f 77 20 61 62 6f 76 65 2d 74 68 65 2d 66 6f 6C 64 22
3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 62 72 61 6e 64 69 6e 67 22 3e 3c 61 20 63 6¢ 61 73 73 3d 22 61 64 6f 62 65 2d
7370 61 72 6b 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 65 78 70 72 65 73 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 61
62 6f 75 74 3f 72 3d 72 65 61 64 65 72 5f 70 61 67 65 5f 6¢C 6f

Data Ascii: eateyourown" data-analytics-get-slate="">Create your own</a></div></div></div></div>',"ccx_header" : '<div ¢
lass="spark-header floater show above-the-fold"><div class="branding"><a class="adobe-spark" href="https://exp
ress.adobe.com/about?r=reader_page_lo

Data Raw: 65 2d 62 61 63 6b 67 72 6f 75 6e 64 22 3e 54 72 61 6e 73 70 61 72 65 6e 74 20 42 61 63 6b 67 72 6f 75 6e 64
3c 2f 61 3e 3c 6¢ 69 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 61 64 6f 62 65 2e 63 6f 6d 2f 65
78707265 73 73 2f 63 72 65 61 74 65 22 3e 53 65 65 20 4d 6f 72 65 3c 2f 61 3e 3c 2f 75 6¢ 3e 3c 2f 64 69 76 3e 3c 2f
64 69 76 3e 27 2c 22 73 70 61 72 6b 5f 68 65 61 64 65 72 5f 69 6f 73 22 20 3a 20 27 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22
73 65 63 74 69 6f 6e 20 73 70 61 72 6b 2d 68 65 61 64 65 72 2d 73 65 63 74 69 6f 6€ 22 20 64 61 74 61 2d 73 65 63 74
69 6f 6e 2d 62 65 68 61 76 69 6f 72 3d 22 73 70 61 72 6b 2d 68 65 61 64 65 72 22 20 64 61 74 61 2d 6¢C 61 79 65 72 2d
6e 61 6d 65 3d 22 6f 76 65 72 22 3e 3c 64 69 76 20 63 6¢ 61 73

Data Ascii: e-background">Transparent Background</a><li><a href="https://www.adobe.com/express/create">See Mor
e</a></ul></div></div>',"spark_header_ios" : '<div class="section spark-header-section" data-section-behavior="spark-hea
der" data-layer-name="over"><div clas

Data Raw: 64 69 6e 67 2d 6¢ 65 66 74 3a 20 34 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 32 30 70 78 3b 63 6f 6¢ 6f
72 3a20 23 303030 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 3a 20 63 6f 6¢ 6f 72 20 30 2e 35 73 3b
20 2d 6d 6f 7a 2d 74 72 61 6e 73 69 74 69 6f 6e 3a 20 63 6f 6¢ 6f 72 20 30 2e 35 73 3b 2d 6d 73 2d 74 72 61 6e 73 69 74
69 6f 6e 3a 20 63 6f 6¢ 6f 72 20 30 2e 35 73 3b 20 2d 6f 2d 74 72 61 6e 73 69 74 69 6f 6e 3a 20 63 6f 6¢ 6f 72 20 30 2e
3573 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 20 63 6f 6¢ 6f 72 20 30 2e 35 73 3b 7d 2e 73 70 61 72 6b 2d 68 65 61 64 65
72 2e 66 6¢ 6f 61 74 65 72 2e 61 62 6f 76 65 2d 74 68 65 2d 66 6f 6¢ 64 20 61 2e 61 64 6f 62 65 2d 73 70 61 72 6b 20 7b
63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 7d 2e 73 70 61 72 6b 2d 68

Data Ascii: ding-left: 40px;font-size: 20px;color: #000;-webkit-transition: color 0.5s; -moz-transition: color 0.5s;-ms-
transition: color 0.5s; -o-transition: color 0.5s;transition: color 0.5s;}.spark-header.floater.above-the-fold a.adobe-spark
{color: #fff;}.spark-h

Data Raw: 6e 2e Oa 20 20 20 2a 2f 0a 20 20 66 75 6e 63 74 69 6f 6e 20 6e 65 73 74 54 6f 6b 65 6e 73 20 28 74 6f 6b 65
6e 73 29 20 7b 0a 20 20 20 20 76 61 72 20 6e 65 73 74 65 64 54 6f 6b 65 6e 73 20 3d 20 5b 5d 3b 0a 20 20 20 20 76 61
72 20 63 6f 6¢ 6¢ 65 63 74 6f 72 20 3d 20 6e 65 73 74 65 64 54 6f 6b 65 6e 73 3b 0a 20 20 20 20 76 61 72 20 73 65 63 74
69 6f 6e 73 20 3d 20 5b 5d 3b 0a 0a 20 20 20 20 76 61 72 20 74 6f 6b 65 6e 2c 20 73 65 63 74 69 6f 6e 3b 0a 20 20 20
20 66 6f 72 20 28 76 61 72 20 69 20 3d 20 30 2c 20 6e 75 6d 54 6f 6b 65 6e 73 20 3d 20 74 6f 6b 65 6e 73 2e 6¢ 65 6e 67
74 68 3b 20 69 20 3c 20 6e 75 6d 54 6f 6b 65 6e 73 3b 20 2b 2b 69 29 20 7b 0a 20 20 20 20 20 20 74 6f 6b 65 6e 20 3d 2
0 74 6f 6b 65 6e 73 5b 69 5d 3b 0a Oa 20 20 20 20 20 20 73 77 69

Data Ascii: n. */ function nestTokens (tokens) { var nestedTokens =[]; var collector = nestedTokens; var sections
=[]; vartoken, section; for (vari=0, numTokens = tokens.length; i < numTokens; ++i) {  token = tokens[i],  swi

A Destination
Destination IP Process
Port

143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /runtime/1.22/images/right-arrow.png HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://page.adobespark-assets.com/runtime/1.22/runtime.gz.css
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1079

Connection: close

Date: Thu, 26 May 2022 12:55:12 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "0521a80da93dacclcd2104b8c3828421"

Cache-Control: max-age=86400

x-amz-version-id: tEgUNSTKBsFcSH98vcqrkUcl25f0K3e.
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 bfb6f7dc0d2f5ec95537e251cdcf5524.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-ld: 0107Zq7Zsn-fpJ-RAhCy7PGOhbgh-rylK-PPTm9JgL2NDEZcgQJcHg==
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kBytes

Timestam
P transferred

2022-05-26 12:55:11 UTC 924

Session ID Source IP
25 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:11 UTC 921

2022-05-26 12:55:11 UTC 926

2022-05-26 12:55:11 UTC 926

Session ID Source IP

26 192.168.2.3
. kBytes

Timestamp transferred

2022-05-26 12:55:11 UTC 921

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49800

Direction

ouT

Source Port

49802

Direction

ouT

Data

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 25 00 00 00 26 08 06 00 00 00 43 0a 52 ad 00 00
00 04 73 42 49 54 08 08 08 08 7c 08 64 88 00 00 00 09 70 48 59 73 00 00 Ob 12 00 00 Ob 12 01 d2 dd 7e fc 00 00 00 16
74 45 58 74 43 72 65 61 74 69 6f 6e 20 54 69 6d 65 00 30 35 2f 30 32 2f 31 33 66 fe 60 b7 00 00 00 1c 74 45 58 74 53 6f
66 74 77 61 72 65 00 41 64 6f 62 65 20 46 69 72 65 77 6f 72 6b 73 20 43 53 36 €8 bc b2 8¢ 00 00 03 8f 49 44 41 54 58 8
5 ed 98 cf 6f 1b 45 14 80 bf f1 da 8e 83 ed d4 4d 2b c1 21 2a 48 e4 84 94 90 38 5¢ 8a d4 6b 2e f4 c6 21 1112 8a65d9 7
b e4 0f a0 12 07 04 ed bd b9 11 45 68 6f Oe 45 d0 6b 72 45 a2 9c bc 52 72 0d 9c 8b 04 51 1c 27 c4 ea 3a 19 Oe fb 46 de
da 3b b5 b3 76 95 22 f1 a4 d1 2a 3b 9e 37 df be 5f f3 26 4a 6b cd

Data Ascii: PNGIHDR%&CRsBIT|dpHYs~tEXtCreation Time05/02/13f tEXtSoftwareAdobe Fireworks CS6IDATX0EM
+1*H8\K.!e{EhoEKIERIQ":F;v"*;7_&Jk

Destination IP LWL Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /runtime/1.22/images/left-arrow.png HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://page.adobespark-assets.com/runtime/1.22/runtime.gz.css
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1058

Connection: close

Date: Thu, 26 May 2022 12:55:12 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "5ce00c645964cf02667d083a32cec874"

Cache-Control: max-age=86400

x-amz-version-id: EN8Z7haU9UD3AveGLrcn6ZubaOrUciD
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 f960e36cae6548eela3142e3d61bcba8.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: nNPE10oDf0s7Bj8EHzOSVqF83Zh-h1E25Q5BtWXT9gknM1l__ahHUPg==

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 25 00 00 00 26 08 06 00 00 00 43 Oa 52 ad 00 00
00 04 73 42 49 54 08 08 08 08 7c 08 64 88 00 00 00 09 70 48 59 73 00 00 Ob 12 00 00 Ob 12 01 d2 dd 7e fc 00 00 00 16
74 45 58 74 43 72 65 61 74 69 6f 6e 20 54 69 6d 65 00 30 35 2f 30 32 2f 31 33 66 fe 60 b7 00 00 00 1c 74 45 58 74 53 6f
66 74 77 61 72 65 00 41 64 6f 62 65 20 46 69 72 65 77 6f 72 6b 73 20 43 53 36 €8 bc b2 8c 00 00 03 7a 49 44 41 54 58 8
5 ed 98 4f 6b 13 41 14 c0 7f 53 13 4d 49 13 35 Oa 2a 88 1e da 93 b5 48 c5 83 17 f1 16 44 3¢ 88 07 d3 5b aa ed e6 €8 07 f
02282 fa 21 1a 2c 0d 82 84 da 2f d0 82 17 29 1e a5 87 1c eb 59 45 25 31 da 1a 4d b2 e3 61 de c6 6d 3a 1b b3 9b 48 2b
8 0 bl 1b e6 df 6f df bc f7 6 4d 94 d6 9a fd 26 23 7b 0d 60 93

Data Ascii: PNGIHDR%&CRsBIT|dpHYs~tEXtCreation Time05/02/13f tEXtSoftwareAdobe Fireworks CS6zIDATXOk
ASMIS*HD<["!,/)YE%1Mam:H+oM&H#{"

Destinati
Destination IP Eeanation Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /runtime/1.22/images/lightbox_close@2x.png HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://page.adobespark-assets.com/runtime/1.22/runtime.gz.css
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-26 12:55:11 UTC 922

2022-05-26 12:55:11 UTC 923

Session ID Source IP
27 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:12 UTC 927

2022-05-26 12:55:12 UTC 933

2022-05-26 12:55:12 UTC 934

Session ID Source IP

28 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49804

Direction

ouT

Source Port

49805

Data

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1453

Connection: close

Date: Thu, 26 May 2022 12:55:12 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "13198d9e24e4047b757e69f32897b19d"

Cache-Control: max-age=86400

x-amz-version-id: kFRavswkLyZg2.orLBS8_02057mn5u8M
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 cd068397b3367ed727e4988c0cabf85a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: TBev_XQBjlI18ymnBF7ujbRF-7I0UyGsbsZB5yUgmuFLROVIDdRNZw==

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 28 00 00 00 28 08 06 00 00 00 8c fe b8 6d 00 00
00 19 74 45 58 74 53 6 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 78
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 35 2d 63 30 32 31 20 37 39 2e 31 35 35 37 37
32 2c¢ 20 32 30 31 34 2f 30 31 2f 31 33 2d 31 39 3a 34 34 3a 30 30 20 20

Data Ascii: PNGIHDR((mtEXtSoftwareAdobe ImageReadyge<xiTXtXML:com.adobe.xmp<?xpacket begin="" id="W5
MOMpCehiHzreSzNTczke9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.5-c021 79.155772,
2014/01/13-19:44:00

Destination IP LEULC R Process
Port
143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /page/feoM5782aY ABf/images/4b6ca97d-63fe-477f-b570-6a8fa6339bd9.png?asset_id=5747ec68-b914-495e-8a34-
b1c91f83450e&img_etag=%2288c835185eea4c71535achd4693c99da%22&size=1024 HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://express.adobe.com/page/feoM5782aY ABf/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1562

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:12 GMT

x-request-id: EZpzAQs6fe18QwkgTBGIQhTUIXII2fA]

ETag: "NDhiYTM4MzEtZWNmMZS00ONDUyLWFmMTMtNDhmMDIjYzUzY2NiL3BuZy8xMDIOLzAvdHJI1ZQ=="
Cache-Control: no-transform, max-age=86400

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

X-Cache: Miss from cloudfront

Via: 1.1 c4813da7dbee67e890e9271e5ca72738.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: uf4Pmdn5uHNuza_BK9kTGXVxxHwsMfgHnHvzIXXbYJIxQBJz180G4rg==

Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 4b 00 00 00 10 08 03 00 00 00 69 d9 72 ec 00 00
02 ¢4 50 4c 54 45 00 00 00 ff ff ff 00 a4 ef 00 6d 9f 00 52 78 00 37 50 7f ba 00 55 7c 00 39 53 00 ff b9 00 aa 7b 00 71 52
0051 1b Ob f2 50 22 79 28 11 a1 35 17 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80
80 80 80 80 7f 7f 7f 7f 7f 7f 7f 7f 7f 78 7f 76 7f 76 7F 76 76 76 76 76 7F 78 7F 76 76 76 76 76 7F 76 7 76 7F 76 76 76 76 76 76 76 76 76 78 7F
7676 76 76 76 76 76 76 7F 76 76 76 76 76 76 76 7F 76 76 76 76 76 7F 76 7 76 7 76 76 76 7 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 71
76 7F 76 7F 76 7F 76 7 76 7 76 7 76 76 76 7 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 7 76 7 76 7F

Data Ascii: PNGIHDRKirPLTEmRX7PU|9S{qRQP"y(5

I Destination
Destination IP Process
Port

143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-05-26 12:55:12 UTC 928

2022-05-26 12:55:12 UTC 928

2022-05-26 12:55:12 UTC 929

Session ID Source IP
29 192.168.2.3
. kBytes
Timestam|
P transferred

2022-05-26 12:55:12 UTC 935

2022-05-26 12:55:13 UTC 936

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49808

Direction

ouT

Data

GET /runtime/1.22/images/favicon.ico HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://express.adobe.com/page/feoM5782aY ABf/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/vnd.microsoft.icon

Content-Length: 4286

Connection: close

Date: Thu, 26 May 2022 08:53:40 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "26a3ad5flal6d4ec36c4bcde9c212639"

Cache-Control: max-age=86400

x-amz-version-id: 033G6_96a8.0X1gDyYJ_RANZ.hCBH8Qm
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 0050c18ff4e0e872772088fcaf6414f4.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: ZXq5SEt0sjiiP_KQngmC3fFllcXj4M5uly8dseOnkpC6t5h_EGOFBw==
Age: 14493

Data Raw: 00 00 01 00 01 00 20 20 00 00 01 00 20 00 a8 10 00 00 16 00 00 00 28 00 00 00 20 00 00 00 40 00 00 00 01
00 20 00 00 00 00 00 00 10 00 00 12 Ob 00 00 12 Ob 00 00 00 00 00 00 00 00 00 00 ff ff ff OO ff ff ff 0O ff ff ff OO ff f ff OO ff
ff ff 00 ff ff ff 00 3f 3f 3f 02 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03
3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 4f 4f 4f 01 ff ff ff OO ff ff ff O
0 ff ff ff 00 ff ff ff 0O ff ff ff 0O ff ff ff OO ff ff ff 0O ff ff ff OO ff ff ff 00 6f 6f 6f 01 00 00 00 08 00 00 00 19 00 00 00 2a 00 00 00
32 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00

Data Ascii: (@ ???2?22?22222222222222222222222222222222222222222222222?2??000000*233333333

Destination
Destination IP Process
Port

143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /page/feoM5782aY ABf/images/059e24df-4338-49b4-a3c5-3a873b9c0b7d.jpg?asset_id=0e144adb-503e-4ff2-bel6-
3450740cc3a4&img_etag=%224d512f34f96b1f385063fb75c18dadaa%22&size=2560 HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://express.adobe.com/page/feoM5782aY ABf/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/jpeg

Transfer-Encoding: chunked

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:13 GMT

x-request-id: Ghjv70O99LHiSurdyLvC3hGpsBOuAGsLD

ETag: "N2NkNTdiMWQLtNjIkOC00ZDcwLWESZmEtYzkxYmRjMGFIYzA1L2pwZy8xMDIOLzAvdHI1ZQ=="
Cache-Control: no-transform, max-age=86400

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

X-Cache: Miss from cloudfront

Via: 1.1 1ecObb05703028c61e280accleda60ce.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-ld: mkVC7Ue7ktFKyD3TQY-CtIT9_jnqgymVhUbgcab-Og65q8fkWGB5liw==
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:13 UTC 937 IN
2022-05-26 12:55:13 UTC 940 IN
2022-05-26 12:55:13 UTC 944 IN
2022-05-26 12:55:13 UTC 947 IN
2022-05-26 12:55:13 UTC 957 IN
2022-05-26 12:55:13 UTC 973 IN
2022-05-26 12:55:13 UTC 976 IN
2022-05-26 12:55:13 UTC 976 IN
2022-05-26 12:55:13 UTC 980 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 63 35 37 0d Oa ff d8 ff el 09 be 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e
30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48
7a 72 6553 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3¢ 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64
6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 2e
30 2d 63 30 30 35 20 37 39 2e 31 36 34 35 39 30 2c 20 32 30 32 30 2f 31 32 2f 30 39 2d 31 31 3a 35 37 3a 34 34 20 20
202020 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 6¢ 6e 73 3a 72 64 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77
2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 30 32 2f 32 32 2d 72 64

Data Ascii: c57http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta
xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c005 79.164590, 2020/12/09-11:57:44 "> <rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rd

Data Raw: 31 31 38 63 0d Oa 16 b7 86 99 8d 23 73 61 75 94 62 92 dc a8 7b 35 45 4c d1 66 00 aa 25 62 a6 86 3f 82 db 59
03 d6 51 59 c2 23 21 06 6¢ 8a cd 90 65 07 c1 06 42 Oc 80 85 b2 83 e4 1f Ob a0 c¢8 dd 06 79 20 cd cO 19 28 12 65 68 d8
a0 43 e4 16 45 07 2c 8f 26 cd f6 a8 94 ¢3 59 23 8e 50 3a 22 17 b9 2a d0 f9 d6 68 c2 06 6f 2b 8e 06 14 28 f4 74 b2 3b 24
25 2d 8a 8a 94 34 65 54 10 d6 80 02 Oc db aa Oc a0 ca Of ae 81 0f 95 a3 72 81 97 54 b7 91 ba 06 5f 39 76 c8 10 d6 b9 c7
3b 72 2a 07 da e0 dd ca al d6 4a c2 81 e6 da d8 42 19 24 04 53 52 4a d0 88 19 f2 97 3a dc 91 09 11 39 c6 e5 29 4b e0
6b 10 2d b2 b7 60 85 14 eb b9 a8 18 ee b8 4d d4 a2 cb 0f 00 79 aa 12 5¢c e7 6¢ 92 16 c8 1e ed d4 a0 fb 29 ed ba al e6 b
004 19 02 c8 32 88 fb 08 af 90 24 b8 0d dO 34 f9 cO 28 18 7c c5

Data Ascii: 118c#saub{SEL{%b?YQY#!leBy (ehCE,&Y#P:"*ho+(t;$%-4eTrT_9v;r*JB$SRJ:9)Kk-"My\[)2$4(|

Data Raw: 62 34 61 0d Oa Ob Oc 14 b5 10 5a e7 b7 05 00 de fO f1 97 3b d4 a5 07 08 86 21 95 43 d1 49 11 00 81 84 43 8e
3c 4308 04 92 8a 59 1d e4 a5 2d 9f 8b 4f 0d 17 36 bf 55 41 Oc 81 8d 16 b2 07 1a d6 8d 82 05 63 9e e8 8f 8b da 39 a2 92
f9 5a 06 11 01 3e b4 f1 10 01 52 ¢2 2f 2¢ 82 ¢3 05 07 c2 90 df c6 52 94 fb 3b b6 05 50 97 d4 36 f8 09 61 16 99 f9 1b 20 22
28 cf 0f 8b 25 03 81 b1 a2 b2 f2 03 70 10 Oa e6 4a ff 00 42 Oc b2 8f 9b ad e8 4a 4b 38 d6 b1l 8e cf 24 51 1c 5¢ 4d c2 20
7922 7b 8d ef 64 52 3b a6 b7 25 02 c4 cd 6b 6¢ 10 35 24 b2 3b 00 25 85 43 4b 23 ac 5¢ 50 la ca 56 8d fe a2 21 e6 bl ad
d9 02 91 5f 22 3e 08 3e 41 f5 d0 25 d2 b4 61 14 97 4b 70 6¢ 80 1a 96 c8 ef 83 84 19 a7 63 db 97 14 04 ba 46 86 e7 74 Oc
3a 5b 9f 0a 05 47 ¢6 77 d9 03 c5 8d 19 40 d1 73 1a 70

Data Ascii: b4aZ;!CIC<CY-O6UAc9Z>R/,R;P6a "(%pIBIK8$Q\M y"{dR;%kI5$;%CK#\PV!_">>A%aKplcFt:[Gw@sp

Data Raw: 32 37 39 38 0d Oa a8 6b 32 5c a6 be 17 59 25 1d 56 11 8b 5f d6 a6 f6 42 ef 54 9b 76 a8 cf 85 6¢ Of 34 de c8 37
aa 5a e6 bb 55 53 a9 bd ac el el 82 33 70 2f 7b 9e 45 79 74 da 49 cb 63 80 f8 af 76 a6 d1 46 1b 3c Oc f0 88 f6 51 b9 al
69 8c 5e cd 79 d1 1b 80 db Ob 22 cc cf de Ob 8b 61 19 62 88 d4 29 8c ec 25 b8 2b Oc a2 db f4 79 52 11 cd 99 8e 2d 77 al
69 a7 a6 26 24 89 24 92 f9 18 38 28 49 97 17 e4 90 8¢ 09 92 72 23 e8 7a a3 10 ce 92 42 48 f6 a0 83 ed 4f 68 19 a5 e9 ef
70 6d e5 70 3c 03 65 b7 45 a2 9c a5 e7 d3 €9 €3 08 ec ea 80 8a 8a ca a7 d4 cd 97 48 6e 7d 6b a7 8¢ 56 c3 81 96 73 94
dc ef e2 38 5e 3c 2d 6e d8 f6 2a c0 87 f1 83 6e 12 71 75 43 32 09 0d f1 75 00 d2 43 31 24 16 9c 22 9a {7 b4 e5 d8 b9 bf
92 16 57 bc 6a 08 b7 09 37 cd ec 8a f8 69 d5 07 66 9f 67

Data Ascii: 2798k2\Y%V_BTvI47ZUS3p/{EytlcvF<Qi*y“ab)%+yR-wi&$$8(Ir#zBHOhpmp<eEHN}kVs8"<-n*nquC2uC1$"
Wij7ifg

Data Raw: 34 62 34 30 0d Oa 8c 20 3f e0 90 2e 10 49 d4 52 47 38 07 67 0d 8a 06 1b a6 33 8d af 90 dd cc f8 25 28 10 e9
€999 76 dc 71 74 40 18 d5 38 64 73 1d b7 22 83 Oe ab 92 46 10 41 b1 8 25 10 ¢4 14 55 33 5d ef 1c 2e 1b 13 6c a8 a7
e0 a5 ee le 6a 2a 48 16 d8 ee a8 39 b3 d2 fO 71 b2 c4 75 08 05 93 5b a6 04 b0 1f 18 f4 a5 81 44 d3 be 27 48 eb 8e 6d 50
23 4c 8e 49 e6 2e 2d 2d 20 e6 ea cO 9b {7 b4 2d f1 10 3c d1 1f 09 e9 99 7b 58 22 86 f9 a5 c6 f2 d6 0d 91 03 3f df 33 4f 72
0f Oa 8a c4 Of ae 8e b0 34 30 98 8f c6 41 36 5a d7 01 c4 32 aa 14 d6 34 6¢ 85 15 64 1f 04 57 db 6e 51 1f 6e 80 5a aa f8
69 c7 8c d8 75 45 47 54 d7 0a a2 1b 19 ¢7 50 a0 76 95 d5 11 bc 37 84 96 f5 54 1c 1b 2f 79 73 f0 50 39 24 91 81 77 1c 84
4093 6a 70 31 87 85 d9 40 07 cd 0a 89 c1 01 a6 c7 62 a2

Data Ascii: 4b40 ?.IRG8g3%(vat@8ds"FA%U3].Ij*HIqu[D'HMP#LI.-- -<{X"?30r40A6Z24ldWnQnZiuEGTPV7T/ysP9$
w@jpl@b

Data Raw: ab 1c d8 9c e8 81 13 53 39 d8 05 dc 16 73 a2 27 77 b4 f1 30 f9 28 Ob d2 28 6b 68 2a Oc 4c 98 54 9 52 e 2a
77 3f e8 d1 9f a5 73 bf 06 30 fc 57 3a ef e4 e2 77 54 4d db 08 8¢ 5d a0 f2 05 15 1f 36 bl 10 d4 9d a4 b5 dc 15 ef a7 75
45 3b 5¢ 30 16 34 f0 92 Oe ¢7 81 c4 71 0d c0 20 ec 83 5a a2 d5 b5 3a d6 be 1a 93 35 06 al 09 el a8 Oe 68 20 38 1d d9
70 5a 6 b8 64 1b 6d €6 a0 96 d3 f4 fb cd 24 d4 6e 75 2¢ cf 2d 74 cf 6e 63 97 af 14 66 ed 04 fd 33 03 5d d4 95 51 2d 4b
a6 d2 d3 be 47 ¢5 18 8¢ cb 99 5a db f0 93 d7 87 60 7d 00 5f 9a 02 1b dd 33 c2 00 17 e4 82 26 a7 b4 0d 6d 44 f0 53 80 f9
29 8f Oc ad bd 88 24 5¢ 0f 58 d9 2c 03 25 55 75 74 b4 d5 ac 61 6b 23 2 6d 46 9e fb 02 eb ec €6 b8 73 1c 85 ec 41 ea a2
8f 7b 5f 5b 1b 69 cd 20 10 92 38 ¢3 6 df 5e fe 61 50 74 1a

Data Ascii: S9s'WO((kh*LTR*W?sOW:wTM]6UE:\04q Z:5h 8pZdm$nu,-tncf3]Q-KGZ'}_3&mDS)$\X, %Uutak#mFsA{_[i 8"aPt

Data Raw: 31 63 36 0d 0a 92 19 38 b8 64 03 12 45 25 80 7b 6f 90 1c d1 8f Ob 82 a0 ed 3b b3 f5 33 32 83 52 d4 25 €0 ed
05 3b 04 75 55 d4 ed ee 85 4b 07 29 a2 b9 04 11 63 62 49 63 ae 5a 6d 84 46 c5 c9 00 95 ba 8¢ 14 85 8¢ 7f 8a 59 2f dd
c6 3e 13 ad bd bd 1c d0 46 eb fa 86 ab 1e 98 ca aa 3a 47 ca 1b 2b 45 5c 4d 3f 3d 6¢ 04 f8 e4 8d bf 1d cc df 83 05 c2 f6
37 5248 07 59 55 3b 69 d9 55 a4 55 fb ed f8 2e al 9d bf 3b 9d a7 76 97 7c 28 9d 63 70 ee 17 d8 8b 39 84 1c 15 27 a4
e8 6d d3 aa 1d 25 Oc ae 82 82 61 c6 ed 30 8e 28 d9 21 c9 74 47 78 c1 e6 cO Ob 49 c8 b2 a8 93 65 3c Oc 7b de c6 35 af 9
0 de 42 05 b8 8f 53 d4 f9 a0 73 08 43 3¢ 91 5f 20 ce c8 3e e2 08 8f be aa 08 ba dd 57 de b5 5e f7 ac 81 d1 d3 4d el 8a b
1 a7 89 9c 47 e2 ba c2 ec 3d 09 b8 3d 50 45 ce d9 25 9e 1a 19 5b

Data Ascii: 1c68dE%{0;32R%;uUK)cblcZmFY/>F:G+E\M?=I7RHYU;iUU.;v|(cp9'm%a0(tGxle<{5BSsC<_ >W"MG==PE%][

Data Raw: 31 30 66 32 0d Oa Od 7b €3 73 5b 6e 27 b4 11 c5 6 de 5e d2 a8 35 07 c8 3e 44 7d 74 1f 20 fb 74 1f 59 07 c8
305061 15 82 50 36 7 22 19 73 d2 54 d3 9d 75 10 82 e4 52 6e 88 49 28 a4 93 84 18 25 02 6e 82 23 b4 fa f4 5a 3e 95
2d 53 bc 4e 6b 7c Oc bd ae 7e aa d7 a5 d2 6b 71 b6 7a 3c 75 d2 a7 d8 ea ad 46 b6 6d 52 a2 53 de 4e d0 d2 ce 4d 00 el
70 74 fa 4d 74 ba 9a 3c 68 f6 a7 43 1d 45 Oc 90 4e 00 89 ec b4 8e 3b 5b af 91 1b 85 e7 8c a7 19 89 8d fe 26 e3 fa 6e 1b
26 22 63 67 7e 54 c3 51 aa d1 f5 79 29 74 e6 8d 4e 8b 6a 8a 67 b4 fO bc 6d 7c 5f 85 cd f8 b2 37 9f 22 0d 97 7f 41 a6 99
c6 f2 d8 99 73 34 ba 3a ca a3 65 33 d8 4e d8 41 d9 9d 42 7d 4e 3d 3e 3a a9 1c 3b b9 69 dc fe ea 66 36 {7 e2 6b b8 5¢ 1c
5b b1 04 36 fe 5b 8f 44 4f f4 e0 1a 66 16 1f e2 2b f6 5e 6e 39

Data Ascii: 10f2{s[n"*5>D}t tYOPaP6"sTuRnI(%n#Z>-SNk|~kgqz<uFmRSNMptMt<hCEN;[&n&"cg~TQy)tNjgm|_7"As4:
e3NAB}N=>:;if6k\[6[DOf+"n9

Data Raw: 36 64 33 30 0d Oa 19 ba Oc 79 a0 f8 a0 49 40 d4 88 07 78 50 36 76 40 87 20 41 ba Oc 14 09 21 06 39 22 35 2e
dd f6 9d fa 65 33 68 €9 ac 6b 2a 41 03 f0 96 f3 77 d8 58 67 3b 0d 98 46 ca a2 d5 b4 96 ea 14 92 d0 4a e3 c3 5a c2 d9 5f
7f 13 1d 70 e6 c8 d3 9¢ 87 Ob 38 38 10 €6 17 37 Oe el 70 d1 8c c4 6¢ b6 cc 58 ae cc e8 f4 dd 97 dO 9f 09 93 8¢ 34 ba 69
9e 76 2e 23 36 db 18 c2 e7 ea 9c f5 f9 70 8f 46 8b 0d 6¢ 00 ec a6 8b 2e bd ab 3f b4 da b0 22 06 1b 50 41 cb 84 1c 38 83
7c 9f 52 d1 a4 ce 31 ¢7 5b 1e 36 7e bl bb 47 8d cd ca c8 61 74 80 17 00 1a 05 87 4b 2f 33 71 ea 2d 1a 4d 52 a0 31 c0 b2
8d bf 0d e3 05 de 5e 83 cf Ob dd a9 35 2c e7 37 3b 6¢ 3c fa 7d 3¢ 63 15 1b ff 00 c4 6e d0 45 1c 11 36 28 c¢7 Ob 18 2c d1
e4 bb 71 11 11 51 bf 39 93 36 cf 18 55 09 2f 40 83 28 e7

Data Ascii: 6d30yl@xPév@ A!9"5.e3hk*AwXg;FJZ_p887plX4iv.#6pFl.?"PA8|R1[6~GatK/3q-MR1"5,7;I<}<cnE6(,q
Q9sU/@(
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kBytes

Timestam
P transferred

2022-05-26 12:55:13 UTC 996

2022-05-26 12:55:13 UTC 1008

2022-05-26 12:55:13 UTC 1009

Session ID Source IP
3 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:05 UTC 6

2022-05-26 12:55:05 UTC 7

2022-05-26 12:55:05 UTC 7

Session ID Source IP

30 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49735

Direction

ouT

Source Port

49814

Direction

Data

Data Raw: 30 2e 3e b2 Oc Ob f1 20 56 c8 33 8b ee 83 eb f4 28 3e 0d 27 3c b9 a0 9 cd 6d bc ca 04 1f 2e 5d 50 66 f6 bl be
50 6d 7d 88 f7 44 d7 3b 2d 5c c9 e8 e7 77 76 4d df 15 ee d3 e9 Ob 2b bd fd 29 d3 bd 81 fb €8 1e cc 76 81 b1 52 56 17 d1
d7 1001 12 70 f0 17 79 1e 2f 94 25 6e 11 6a 43 3c 53 30 49 1b 83 9a 72 08 4b 28 ea Oc 20 ce db 22 be 22 e6 5 11 84 1f
14 1f 61 06 50 64 20 c2 0f 80 08 3e c7 34 1f 0d dO 66 c8 b4 fb 08 8f 90 7d 64 1f 59 06 6¢ 83 08 ac d9 11 8b 59 07 d8 41
94 56 6¢ 83 e4 0d ca fO c6 17 5a f6 08 35 5e ce 68 75 Oc ed 16 a9 ad 4e 38 1d 58 58 c6 37 9f 04 63 17 f4 92 4a 4a 36 a3
64 0d 3e 76 b7 03 c4 7a 04 53 6e 8e 69 77 3c 2d fa a8 15 1d 33 18 3a 9e a8 85 16 5b 28 a4 16 a0 41 61 50 23 85 06 Ob
5027 87 08 12 5a 81 25 a8 31 64 1f 20 4d 90 7c 83 16 41

Data Ascii: 0.> V3(>'<m.]PfPm}D;-\wvM+)vRVpy/%njC<SO0IrK( "aPd >4f}dYIYAVIZ5"huN8XX7cJJI6d>vzSniw<-3:
[(AaP#P'Z%1d M|A

Data Raw: 33 62 33 0d Oa 5a 81 05 a8 30 5a 81 25 a8 12 5a 81 24 20 49 08 30 42 04 90 81 24 74 41 82 81 25 06 0a 04
94 56 10 60 dd 02 4a 04 9d 91 49 21 10 82 81 28 3f ff d2 e5 ae 21 7c 75 41 9b 10 2e 83 ef 34 1f 02 36 41 8f a9 74 1f 5f
da 83 eb e3 64 19 f3 41 93 7b ed 84 1f 64 2 41 8¢ df 28 33 8b Oe bd 50 62 c6 9 €6 83 ec f2 16 a0 ce c5 06 0d fd a8 33 7c
58 8c a0 fb 64 1f 5f 28 30 09 27 ea a0 ce f9 41 f0 38 37 16 a0 8 1f 24 1f 1f 6a Of af ec e8 83 37 ¢5 b9 f5 41 81 e7 cd 06 4d
b7 e4 83 1f 55 06 41 c6 d6 e8 83 28 30 79 5d 06 50 7c 0d 85 9 20 c3 6f eb e4 81 41 fc ba a0 8 91 7c 9¢ 74 08 3e 2e 17
3d 3¢ d0 7d c5 9b 94 1f 6f 8f 5a Oc 93 f5 37 41 96 9e 5c b9 79 20 9 ¢4 59 07 c4 8b 7d 44 19 06 18 e4 3d a8 3e Oe 17 c8
¢1 d9 02 b8 9b 6¢ 20 cd 8 8e 6e 81 44 8¢ 73 ea 81

Data Ascii: 303Z0Z%Z$ I0B$tA%V JI!(?!{uA.46At_dA{dA(3Pb3|Xd_(0'AB7${7AMUA(0Y]P| 0Alt>.=<}oZ7Aly Y}D=>| nDs

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP LRI Process
Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /?u=https%3A%2F%2Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=
y&p=y&I=1 HTTP/1.1

Host: urlsand.esvalabs.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebK:it/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Cache-Control: no-cache, private

Date: Thu, 26 May 2022 12:55:05 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self https://fonts.googleapis.com https://fonts.gstatic.com data: ‘unsafe-inline’;
x-xss-protection: 1; mode=block

X-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Data Raw: 31 30 34 30 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
222064 69 72 3d 22 6¢ 74 72 22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 20 20 20 20 43 68 65 63
6b 69 6e 67 2e 2e 2e 0a 20 20 20 20 7c 20 55 72 6¢ 73 61 6e 64 Oa 3c 2f 74 69 74 6¢ 65 3e Oa Oa 20 20 20 20 3c 6d 65
7461 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69
76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61
7273 65 74 3d 75 74 66 2d 38 22 20 2f 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74
22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d

Data Ascii: 1040<!doctype html><html lang="en" dir="ltr"><head> <title> Checking... | Urlsand</titte> <meta
charset="utf-8"> <meta http-equiv="Content-Type" content="text/html;charset=utf-8" /> <meta name="viewport"
content="width=device-

Destination IP Destination Process
Port
143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestam
P transferred

2022-05-26 12:55:18 UTC 1009

2022-05-26 12:55:19 UTC 1020

2022-05-26 12:55:19 UTC 1021

Session ID Source IP
31 192.168.2.3
. kBytes
Tim m|
estamp transferred

2022-05-26 12:55:19 UTC 1009

2022-05-26 12:55:19 UTC 1010

2022-05-26 12:55:19 UTC 1010

Session ID Source IP

32 192.168.2.3
Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49816

Direction

ouT

Source Port

49815

Data

GET /page/feoM5782aY ABflimages/4b6ca97d-63fe-477f-b570-6a8fa6339bd9.png?asset_id=5747ec68-b914-495e-8a34-
b1c91f83450e&img_etag=%2288c835185eea4c71535achd4693c99da%22&size=2560 HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://express.adobe.com/page/feoM5782aY ABf/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1562

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:19 GMT

x-request-id: xxnGShfLdgx8ViUn0J9TqQbBFW5hGwcZ

ETag: "NDhiYTM4MzEtZWNmZS00NDUYyLWFmMMTMtNDhmMDIjYzUzY 2NiL3BuZy83NS8wL3RydWU="
Cache-Control: no-transform, max-age=86400

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-ld

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

X-Cache: Miss from cloudfront

Via: 1.1 5888b5d9247925eeec6blcflebf8aa8c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: dSeTqBKd7Wr4S_ue-Z2_PD-2fTWdUleZO0L1xauOilL5sMIKSKLKkG6Q==

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 4b 00 00 00 10 08 03 00 00 00 69 d9 72 ec 00 00
02 ¢4 50 4c 54 45 00 00 00 ff ff ff 00 a4 ef 00 6d 9f 00 52 78 00 37 50 7f ba 00 55 7c 00 39 53 00 ff b9 00 aa 7b 00 71 52
0051 1b Ob f2 50 22 79 28 11 a1 35 17 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80 80
80 80 80 80 7f 7f 7f 7f 7f 7f 7f 7 76 7f 7 76 76 7 7f 76 76 7F 76 74 7% 7 76 76 76 76 74 78 76 76 76 7 76 76 7F 76 76 76 76 7 76 76 76 7f
76 76 76 76 76 76 76 76 76 76 7 76 76 76 76 76 76 76 76 76 76 76 76 76 7 76 76 76 7F 76 76 7 76 76 76 7F 76 76 76 7 76 76 76 76 76 76 76 76 7¢
7676 76 76 76 76 76 76 76 76 76 76 7 76 76 76 7F 76 76 76 7F 76 76 76 76 76 76 7 76 76 7 76 76 76 76 76 76 76 76 76 76 76 7¢

Data Ascii: PNGIHDRKirPLTEMRx7PU|9S{qRQP"y(5

Destinati
Destination IP estination Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /runtime/1.22/images/favicon.ico HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: page.adobespark-assets.com

HTTP/1.1 200 OK

Content-Type: image/vnd.microsoft.icon

Content-Length: 4286

Connection: close

Date: Thu, 26 May 2022 08:53:40 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "26a3ad5flal6d4ec36c4bcde9c212639"

Cache-Control: max-age=86400

x-amz-version-id: 033G6_96a8.0X1qDyYJ_RANZ.hCBH8Qm
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 1ecObb05703028c61e280accleda60ce.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-ld: HEBY60OPcD1tPfREWtpl_JwOvIXoGZOpNw5FLDL-UQIih4EnADQmMY3nQ==
Age: 14500

Data Raw: 00 00 01 00 01 00 20 20 00 00 01 00 20 00 a8 10 00 00 16 00 00 00 28 00 00 00 20 00 00 00 40 00 00 00 01
00 20 00 00 00 00 00 00 10 00 00 12 Ob 00 00 12 Ob 00 00 00 00 00 00 00 00 00 00 ff ff ff OO ff ff ff OO ff ff ff OO ff f ff OO ff
ff ff 00 ff ff ff 00 3f 3f 3f 02 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03
3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 3f 3f 3f 03 4f 4f 4f 01 ff f ff OO ff ff ff O
0 ff ff ff 0O ff ff ff OO ff ff ff OO ff ff ff OO ff ff ff OO ff ff ff OO ff ff ff 00 6f 6f 6f 01 00 00 00 08 00 00 00 19 00 00 00 2a 00 00 00
32 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00 00 00 33 00

Data Ascii: (@ 2?2222222222222222222222222222222222222222222222222222222000000*233333333

Destination IP Destination Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP
. kBytes
Timestam|
P transferred

2022-05-26 12:55:19 UTC 1009

2022-05-26 12:55:19 UTC 1014

2022-05-26 12:55:19 UTC 1015

Session ID Source IP
33 192.168.2.3
. kBytes
Tim m
estamp transferred

2022-05-26 12:55:19 UTC 1016

2022-05-26 12:55:19 UTC 1016

2022-05-26 12:55:19 UTC 1017

Session ID Source IP

34 192.168.2.3

Copyright Joe Security LLC 2022

Source Port

Direction

ouT

Source Port

49819

Direction

ouT

Source Port

49820

Destination
Destination IP Process
Port

Data

GET /runtime/1.22/images/right-arrow.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: page.adobespark-assets.com

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1079

Connection: close

Date: Thu, 26 May 2022 12:55:12 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "0521a80da93dacclcd2104b8c3828421"

Cache-Control: max-age=86400

X-amz-version-id: tEgUNSTKBsFcSH98vcqrkUcl25fOK3e.
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 flb5ae62d9afc4ed1lebb4ac99a508444.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: QbmntbUn-clALU3QhBCmG3kGm-I5gnsE3tRnI7wTtSuShOre108XcQ==
Age: 8

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 25 00 00 00 26 08 06 00 00 00 43 Oa 52 ad 00 00
00 04 73 42 49 54 08 08 08 08 7c 08 64 88 00 00 00 09 70 48 59 73 00 00 Ob 12 00 00 Ob 12 01 d2 dd 7e fc 00 00 00 16
74 4558 74 43 72 65 61 74 69 6f 6e 20 54 69 6d 65 00 30 35 2f 30 32 2f 31 33 66 fe 60 b7 00 00 00 1c 74 45 58 74 53 6f
66 74 77 61 72 65 00 41 64 6f 62 65 20 46 69 72 65 77 6f 72 6b 73 20 43 53 36 €8 bc b2 8c 00 00 03 8f 49 44 41 54 58 8
5 ed 98 cf 6f 1b 45 14 80 bf f1 da 8e 83 ed d4 4d 2b c1 21 2a 48 e4 84 94 90 38 5¢c 8a d4 6b 2e f4 ¢6 21 11 12 8a 65 d9 7
b e4 0f a0 12 07 04 ed bd b9 11 45 68 6f Oe 45 dO 6b 72 45 a2 9¢ bc 52 72 0d 9¢ 8b 04 51 1c 27 c4 ea 3a 19 Oe fb 46 de
da 3b b5 b3 76 95 22 f1 a4 d1 2a 3b 9e 37 df be 5f f3 26 4a 6b cd

Data Ascii: PNGIHDR%&CRsBIT|dpHYs~tEXtCreation Time05/02/13f tEXtSoftwareAdobe Fireworks CS6IDATX0EM
+I*H8\k.!e{EhoEKrERIQ":F;v"*;7_&Jk

Destination IP Desasaton Process

Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /runtime/1.22/images/left-arrow.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: page.adobespark-assets.com

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1058

Connection: close

Date: Thu, 26 May 2022 12:55:12 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "5ce00c645964cf02667d083a32cec874"

Cache-Control: max-age=86400

x-amz-version-id: EN8Z7haU9UD3AveGLrcn6Zubalr9UciD
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 3bc52f7e0135d4a9f867e6a9ee5796b0.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: CtOvnlIfD7pxWMISPVJINdg-sbc7qfG-yT_mwV9IXzIWIIOSSs6bkpgw==
Age: 8

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 25 00 00 00 26 08 06 00 00 00 43 Oa 52 ad 00 00
00 04 73 42 49 54 08 08 08 08 7c 08 64 88 00 00 00 09 70 48 59 73 00 00 Ob 12 00 00 Ob 12 01 d2 dd 7e fc 00 00 00 16
74 4558 74 43 72 65 61 74 69 6f 6e 20 54 69 6d 65 00 30 35 2f 30 32 2f 31 33 66 fe 60 b7 00 00 00 1c 74 45 58 74 53 6f
66 74 77 61 72 65 00 41 64 6f 62 65 20 46 69 72 65 77 6f 72 6b 73 20 43 53 36 €8 bc b2 8c 00 00 03 7a 49 44 41 54 58 8
5 ed 98 4f 6b 13 41 14 c0 7f 53 13 4d 49 13 35 Oa 2a 88 1e da 93 b5 48 c5 83 17 f1 16 44 3¢ 88 07 d3 5b aa ed €6 €8 07 f
02282 fa 21 1a 2c 0d 82 84 da 2f d0 82 17 29 1e a5 87 1c eb 59 45 25 31 da 1a 4d b2 e3 61 de c6 6d 3a 1b b3 9b 48 2b
8 e0 bl 1b e6 df 6f df bc f7 6 4d 94 d6 9a fd 26 23 7b 0d 60 93

Data Ascii: PNGIHDR%&CRsBIT|dpHYs~tEXtCreation Time05/02/13f tEXtSoftwareAdobe Fireworks CS6zIDATXOk
ASMIS*HD<["!,/)YE%1Mam:H+oM&#{"

I Destination
Destination IP Process
Port

143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-05-26 12:55:19 UTC 1016

2022-05-26 12:55:19 UTC 1018

2022-05-26 12:55:19 UTC 1018

Session ID Source IP
35 192.168.2.3
. kBytes
Ti t
tmestamp transferred

2022-05-26 12:55:27 UTC 1022

2022-05-26 12:55:27 UTC 1023

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49832

Direction

ouT

Data

GET /runtime/1.22/images/lightbox_close@2x.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: page.adobespark-assets.com

HTTP/1.1 200 OK

Content-Type: image/png

Content-Length: 1453

Connection: close

Date: Thu, 26 May 2022 12:55:12 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:05 GMT

ETag: "13198d9e24e4047b757e69f32897b19d"

Cache-Control: max-age=86400

x-amz-version-id: kFRavswkLyZg2.orLBS8_02057mn5u8M
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 ad36d996c1f3caece74d54a2883d32dc.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: YDI-AUhmp1OMJZneOF1AtZgqleXk6zo0UdCYDoleglISNo6xGmHT4qg==
Age: 8

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 28 00 00 00 28 08 06 00 00 00 8c fe b8 6d 00 00
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3¢ 00 00 03 78
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3¢ 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 35 2d 63 30 32 31 20 37 39 2e 31 35 35 37 37
32 2c 20 32 30 31 34 2f 30 31 2f 31 33 2d 31 39 3a 34 34 3a 30 30 20 20

Data Ascii: PNGIHDR((mtEXtSoftwareAdobe ImageReadyqge<xiTXtXML:com.adobe.xmp<?xpacket begin="" id="W5
MOMpCehiHzreSzNTczke9d"?> <x:xmpmeta xmlIns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.5-c021 79.155772,
2014/01/13-19:44:00

Destination IP EULCRE Process

Port
143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /page/feoM5782aY ABf/?page-mode=static HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:27 GMT

x-request-id: xJ4gCqPFkcQcDXg52wr518SHMOiodhDo

Content-MD5: BGDepclr7PKuxvi5I12GRYQ==

ETag: "0460dea5c22becf2aec6f8b923619161"

Cache-Control: no-cache, no-transform

Accept-Ranges: bytes

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id
Strict-Transport-Security: max-age=31536000; includeSubDomains
Vary: Accept-Encoding

X-Cache: Miss from cloudfront

Via: 1.1 f781469e78b7a441c6f692b1629e1518.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: _NEY1-Jh1XYpSdytjerQURUsHTVCurAiQiHkEHUpIIM906r62W2LEw==
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kBytes

Timestamp T Direction
2022-05-26 12:55:27 UTC 1023 IN
2022-05-26 12:55:27 UTC 1025 IN
2022-05-26 12:55:27 UTC 1041 IN
2022-05-26 12:55:27 UTC 1051 IN
2022-05-26 12:55:27 UTC 1057 IN
2022-05-26 12:55:27 UTC 1063 IN
2022-05-26 12:55:27 UTC 1071 IN
2022-05-26 12:55:27 UTC 1077 IN
Session ID Source IP Source Port
36 192.168.2.3 49833

Copyright Joe Security LLC 2022

Data

Data Raw: 36 61 34 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22
3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 74 69 74 6¢ 65 3e 53 68 61 72 65 50 6f 69 6e 74 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e
74 65 6e 74 3d 22 79 65 73 22 20 6e 61 6d 65 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 66 75 6¢ 6C 73 63 72 65 65 6e
22 20 2f 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 79 65 73 22 20 6e 61 6d 65 3d 22 61 70 70 6¢ 6
5 2d 6d 6f 62 69 6¢ 65 2d 77 65 62 2d 61 70 70 2d 63 61 70 61 62 6¢ 65 22 20 2f 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63
6f 6e 74 65 6e 74 3d 22 62 6¢ 61 63 6b 2d 74 72 61 6e 73 6C 75 63

Data Ascii: 6a4<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8"> <title>SharePoint</title> <meta
content="yes" name="apple-touch-fullscreen" /> <meta content="yes" name="apple-mobile-web-app-capable" /> <
meta content="black-transluc

Data Raw: 36 38 35 64 0d 0a 70 61 72 6b 2d 61 73 73 65 74 73 2e 63 6f 6d 2f 72 75 6e 74 69 6d 65 2f 31 2e 32 32 2f 66
6f 6e 74 2d 73 75 62 67 72 6f 75 70 2d 6b 69 74 73 2f 6¢ 61 74 6f 2e 67 7a 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e Oa
20202020 3¢ 73 63 7269 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 70 61 67 65 2e 61 64 6f 62 65 73 70 61 72
6b 2d 61 73 73 65 74 73 2e 63 6f 6d 2f 72 75 6e 74 69 6d 65 2f 31 2e 32 32 2f 74 79 70 65 6b 69 74 2d 6c 6f 61 64 2e 67
7a 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f
70 61 67 65 2e 61 64 6f 62 65 73 70 61 72 6b 2d 61 73 73 65 74 73 2e 63 6f 6d 2f 72 75 6e 74 69 6d 65 2f 31 2e 32 32 2f
72 75 6e 74 69 6d 65 2e 67 7a 2e 63 73 73 22 20 74 79 70 65

Data Ascii: 685dpark-assets.com/runtime/1.22/font-subgroup-kits/lato.gz.js"></script> <script src="https://page.adobe
spark-assets.com/runtime/1.22/typekit-load.gz.js"></script>  <link href="https://page.adobespark-assets.com/runtime/1.
22/runtime.gz.css" type

Data Raw: 2d 62 75 74 74 6f 6e 29 2c Oa 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 2e 66 75 6¢ 6¢ 2d 77 69 64 74 68 2d 73
65 63 74 69 6f 6e 20 20 20 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 20 61 3a 6e 6f 74 28 2e 6¢ 69 6e 6b
2d 62 75 74 74 6f 6e 29 20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 74 72 61 6e 73 70 61 72 65
6e 74 3b 0a 20 20 63 6f 6¢ 6f 72 3a 20 72 67 62 61 28 38 32 2c 31 35 39 2¢ 31 39 38 2c 31 29 3b 0a 20 20 74 65 78 74
2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 0a 75 6e 64 65 72 6¢ 69 6e 65 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e
73 69 74 69 6f 6e 3a 20 63 6f 6¢ 6f 72 20 2e 31 35 73 20 6¢ 69 6e 65 61 72 3b 0a 20 20 2d 6d 6f 7a 2d 74 72 61 6e 73 69
74 69 6f 6e 3a 20 63 6f 6¢ 6 72 20 2e 31 35 73 20 6¢ 69 6e 65

Data Ascii: -button),.wiper-theme .full-width-section .content-container a:not(.link-button) { background-color: tra
nsparent; color: rgba(82,159,198,1); text-decoration: underline; -webkit-transition: color .15s linear; -moz-transition: color
.15s line

Data Raw: 31 36 37 32 0d Oa 70 65 72 2d 74 68 65 6d 65 20 2e 73 65 63 74 69 6f 6e 20 2e 73 65 63 74 69 6f 6e 2d 63 6f
6e 74 65 6e 74 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 20 7b 0a 20 20 20 20 70 61 64 64 69 6e 67 2d
74 6f 70 3a 20 31 2e 32 35 30 72 65 6d 3b 0a 20 20 20 20 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 31 2e 32 35
30 72 65 6d 3b 0a 20 20 7d Oa 20 20 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 2e 66 75 6¢ 6¢ 2d 77 69 64 74 68 2d 73 65
63 74 69 6f 6e 20 2e 73 65 63 74 69 6f 6e 2d 63 6f 6e 74 65 6e 74 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65
7220 7b 0a 20 20 20 20 70 61 64 64 69 6e 67 2d 74 6f 70 3a 20 30 3b 0a 20 20 20 20 70 61 64 64 69 6e 67 2d 62 6f 74
74 6f 6d 3a 20 30 3b 0a 20 20 7d Oa 20 20 2e 77 69 70 65 72 2d 74 68

Data Ascii: 1672per-theme .section .section-content .content-container { padding-top: 1.250rem; padding-bottom: 1.
250rem; } .wiper-theme .full-width-section .section-content .content-container { padding-top: 0; padding-bottom: 0; }
.wiper-th

Data Raw: 31 38 35 31 0d Oa 61 69 6e 65 72 20 2e 6¢ 69 6e 6b 2d 62 75 74 74 6f 6e 2d 77 72 61 70 70 65 72 20 2b 20
2e 6¢ 69 6e 6b 2d 62 75 74 74 6f 6e 2d 77 72 61 70 70 65 72 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 31
2e 32 35 30 72 65 6d 3b 0a 20 20 7d 0a 20 20 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6
e 74 61 69 6e 65 72 20 64 69 76 2e 69 6d 61 67 65 20 2b 20 2e 6¢ 69 6e 6b 2d 62 75 74 74 6f 6e 2d 77 72 61 70 70 65
72 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 31 2e 32 35 30 72 65 6d 3b 0a 20 20 7d Oa 20 20 2e 77 69 70
65 72 2d 74 68 65 6d 65 20 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 20 64 69 76 2e 69 6d 61 67 65 20 7b
0a 20 20 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 30 3b Oa 20 20 20 20 6d

Data Ascii: 1851ainer .link-button-wrapper + .link-button-wrapper{ margin-top: 1.250rem; } .wiper-theme .content-co
ntainer div.image + .link-button-wrapper{ margin-top: 1.250rem; } .wiper-theme .content-container div.image { ma
rgin-top: 0; m

Data Raw: 31 66 66 38 0d Oa 4d 78 4f 43 34 79 4c 44 41 75 4f 53 77 79 4d 43 34 31 4c 44 41 73 4d 6a 49 75 4f 43 77 77
59 7249 75 4d 79 77 77 4c 44 51 75 4e 69 77 77 4c 6a 67 73 4e 69 34 30 4c 44 49 75 4e 45 4d 7a 4d 53 77 7a 4c 6a 6b
73 4d 7a 49 73 4e 69 34 78 4c 44 4d 79 4c 44 67 75 4e 47 4d 77 4c 44 49 75 4d 79 30 78 4c 44 51 75 4e 53 30 79 4c 6a
67 73 4e 6b 77 78 4e 69 77 79 4e 69 49 76 50 6a 77 76 63 33 5a 6e 50 67 3d 3d 27 29 3b Oa 7d Oa Oa 2e 77 69 70 65 72
2d 74 68 65 6d 65 20 2e 73 65 63 74 69 6f 6e 2e 61 75 74 68 6f 72 2d 73 65 63 74 69 6f 6e 20 2e 61 70 70 72 65 63 69
61 74 65 2d 62 75 74 74 6f 6e 2e 61 70 70 72 65 63 69 61 74 65 64 3a 62 65 66 6f 72 65 20 7b 0a 20 20 62 61 63 6b 67
72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 75 72 6¢ 28 27 64 61 74 61 3a 69

Data Ascii: 1ffBMxOC4yLDAuUOSwyMC41LDAsMjluOCwwY zluMywwLDQuNiwwLjgsNi40LDIUNEMzMSwzLjksMzls
Ni4xLDMyLDguNGMwLDIuMyOxLDQuUNSOyLjgsNkwxNiwyNilvPjwvc3ZnPg==");}.wiper-theme .section.author-section
.appreciate-button.appreciated:before { background-image: url(‘data:i

Data Raw: 31 38 61 38 0d 0a 20 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 2e 67 72 69 64 2d 63 61 70 74 69 6f 6e 2c Oa
0a 20 20 20 20 20 20 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 70 2e 74 65 78 74 2d 63 65 6e 74 65 72 2c 0a 20 20 20 20
2020 2e 77 69 70 65 72 2d 74 68 65 6d 65 20 68 33 2e 74 65 78 74 2d 63 65 6e 74 65 72 2c 0a 20 20 20 20 20 20 2e 77
69 70 65 72 2d 74 68 65 6d 65 20 68 34 2e 74 65 78 74 2d 63 65 6e 74 65 72 2c 0a 20 20 20 20 20 20 2e 77 69 70 65 72
2d 74 68 65 6d 65 20 2e 63 61 70 74 69 6f 6e 2e 74 65 78 74 2d 63 65 6e 74 65 72 2c 0a 20 20 20 20 20 20 2e 77 69 70
65 72 2d 74 68 65 6d 65 20 2e 67 72 69 64 2d 63 61 70 74 69 6f 6e 2e 74 65 78 74 2d 63 65 6e 74 65 72 20 7b Oa 20 20
2020 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b

Data Ascii: 18a8 .wiper-theme .grid-caption,  .wiper-theme p.text-center, .wiper-theme h3.text-center,  .wiper-
theme h4.text-center,  .wiper-theme .caption.text-center,  .wiper-theme .grid-caption.text-center { text-align:
center;

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-05-26 12:55:28 UTC 1077

2022-05-26 12:55:28 UTC 1078

2022-05-26 12:55:28 UTC 1078

Session ID Source IP
37 192.168.2.3
. kBytes
Tim m|
estamp transferred

2022-05-26 12:55:30 UTC 1080

2022-05-26 12:55:31 UTC 1080

2022-05-26 12:55:31 UTC 1081

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49846

Direction

ouT

Data

GET /runtime/1.22/noscript.gz.css HTTP/1.1

Host: page.adobespark-assets.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://express.adobe.com/page/feoM5782aY ABf/?page-mode=static
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: text/css

Content-Length: 1627

Connection: close

Date: Thu, 26 May 2022 12:55:29 GMT

Last-Modified: Thu, 07 Apr 2022 16:13:08 GMT

ETag: "d27f6ae510ecff458377a64b4bc6b537"

Cache-Control: max-age=86400

Content-Encoding: gzip

x-amz-version-id: 1ZnY7tu68c2.F.xML6jTRE.wfnBIAy5Q

Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Miss from cloudfront

Via: 1.1 flb5ae62d9afc4edlebb4ac99a508444.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: uFhPI0_9GsjSP7T_028fk4Tf3ZPd5UsOGVJIX6jGuJYBA20iNnpCiTw==

Data Raw: 1f 8b 08 00 00 00 00 00 04 03 d5 59 db 72 db 36 10 fd 15 76 32 9e 89 5b 83 95 9d 3a 75 c9 97 fc Oa 48 42 22
62 92 e0 80 90 64 9b a3 7f ef e2 Oe f0 22 4b 4e 66 9a 3e 58 96 71 59 2c 76 cf ee 9e 85 53 cc 05 2d 1b 72 97 f6 fb a2 al
2516 94 75 e8 40 c9 91 f0 bb 74 20 a5 fc fb 2e 3d 6 68 38 d2 9e a0 1e 77 a4 41 3b ce f6 fd c8 Oe 84 6f 1b 76 cc Oe 74
a0 45 43 7e a3 6d cf b8 c0 9d 38 7d 6a f6 25 46 43 df e0 al 1le 2b 2a bf bc 66 1d eb ¢8 69 51 94 16 eb 16 16 0d 2b 9f bd
b4 7c fd a0 5¢c 1d 4d 1b 2a 5e e7 5a e4 e8 48 8a 67 2a 90 e0 b8 1b b6 8c b7 4a 85 40 30 6a d9 db 99 59 76 66 ae 1d d6
27 d7 ce 3b 59 83 8e 67 d5 ee d9 40 a5 d9 33 4e 1a f0 c7 21 30 6¢ 2e 58 9f el bd 60 c1 25 38 dd d5 62 3a 58 30 21 58
3b 1d 6d c8 76 b6 b2 c5 2f a8 26 4a 86 74 50 20 b8 60 2f 68 a0

Data Ascii: Yr6v2[:uHB"bd"KNf>XqY,vS-r%u@t .=h8wA;ovtEC~m8}j%FC+*fiQ+\M**ZHg*J@O0jYVf'; Yg@3N!0I.X %8
b:X0!X;mv/&JtP “/h

Destination IP SEEIREIT Process

Port
103.253.144.208 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ds09b8wiyh-c/447hdt.html HTTP/1.1

Host: sgp1l.digitaloceanspaces.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

content-length: 13975

accept-ranges: bytes

last-modified: Thu, 26 May 2022 09:59:51 GMT

x-rgw-object-type: Normal

etag: "e867d5692b472713c8bf3e0bc8dd58e6"

x-amz-request-id: tx00000000000003ae6a09e-00628f78c2-151686fd-sgplb
content-type: text/html

date: Thu, 26 May 2022 12:55:30 GMT

vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
strict-transport-security: max-age=15552000; includeSubDomains; preload
connection: close

Data Raw: 0d Oa 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22
3e 0d Oa 0d Oa 3c 68 65 61 64 3e 0d 0a 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76
61 7363 72 69 70 74 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 6a 61 78 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f
6d 2f 61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 32 2e 32 2e 34 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e
3c 2f 7363 72 69 70 74 3e 0d 0a 20 20 20 20 3¢ 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 62 61 76 61 73
63 7269 70 74 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 6a 71 75 65
72 79 2d 33 2e 31 2e 31 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63

Data Ascii: <!doctype html><html lang="en"><head> <script type="text/javascript" src="https://ajax.googleapis.com/aja
x/libs/jquery/2.2.4/jquery.min.js"></script> <script type="text/javascript" src="https://code.jquery.com/jquery-3.1.1
.min.js"></sc
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Session ID Source IP
38 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:32 UTC 1094

2022-05-26 12:55:32 UTC 1095

2022-05-26 12:55:32 UTC 1096

2022-05-26 12:55:32 UTC 1096

2022-05-26 12:55:32 UTC 1098

Copyright Joe Security LLC 2022

Source Port

49851

Direction

ouT

Destination

Destination IP Process

Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://sgpl.digitaloceanspaces.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Referer: https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Thu, 26 May 2022 12:55:32 GMT

Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 05/23/2022 17:31:54
CDN-EdgeStorageld: 756

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Status: 200

CDN-ProxyVer: 1.02

CDN-Requestld: abedf54ac553e61d9bb26c465b4ee6fl
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 242400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 7116aa6b4a3f695d-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 34 32 63 0d Oa 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32
30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32
303131 2d 323031382054 7769 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65
72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f
62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 Oa 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 23 30 30
37 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30

Data Ascii: 142c/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright
2011-2018 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

Data Raw: 61 6¢ 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 77 68 69 74 65 3a 23
66 66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b
2d 2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 63 37 35 37 64 3b 2d
2d 73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 2d 77 61 72 6e 69
6e 67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6¢ 69 67 68 74 3a 23 66 38
66 39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 2d 62 72 65 61 6b 70 6f 69 6e 74 2d 78 73 3a 30 3b 2d
2d 62 72 65 61 6b 70 6f 69 6e 74 2d 73 6d 3a 35 37 36 70 78 3b 2d 2d 62 72

Data Ascii: al:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6¢c7
57d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--light:#{8f9fa;--dark:#343a40;--breakpoint-xs:0
;--breakpoint-sm:576px;--br

Data Raw: 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6¢ 2d 74 69 74 6¢ 65 5d 2c 61 62 62 72 5b 74 69 74 6¢ 65 5d 7b 74 65
7874 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6€ 65 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74 2d 64 65
63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f
6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6¢ 70 3b 62 6f 72 64 65 72 2d 62 6f
74 74 6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73
74 79 6¢ 65 3a 6e 6f 72 6d 61 6¢ 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 64 6¢ 2¢ 6f 6C 2C 75 6C
7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e

Data Ascii: [data-original-title], abbr[title]{text-decoration:underline;-webkit-text-decoration:underline dotted;text-de
coration:underline dotted;cursor:help;border-bottom:0}address{margin-bottom: 1rem;font-style:normal;line-height:inherit}d
l,ol,u{margin-top:0;margin
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:32 UTC 1099 IN
2022-05-26 12:55:32 UTC 1100 IN
2022-05-26 12:55:32 UTC 1101 IN
2022-05-26 12:55:32 UTC 1102 IN
2022-05-26 12:55:32 UTC 1104 IN
2022-05-26 12:55:32 UTC 1105 IN
2022-05-26 12:55:32 UTC 1106 IN
2022-05-26 12:55:32 UTC 1108 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 74 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d 62 75
74 74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6¢ 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75 74 6¢ 69 6e 65 3a 35 70
7820 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6¢ 6f 72 7d 62 75 74 74 6f 6e 2c 69
6e 70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6¢ 65 63 74 2c 74 65 78 74 61 72 65 61 7b 6d 61 72 67 69 6e 3a 30 3b
66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6¢
69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 62 75 74 74 6f 6e 2¢ 69 6e 70 75 74 7b 6f 76 65 72 66 6¢ 6f 77
3a 76 69 73 69 62 6¢ 65 7d 62 75 74 74 6f 6e 2c 73 65 6¢C 65 63

Data Ascii: ttom:.5rem}button{border-radius:0}button:focus{outline:1px dotted;outline:5px auto -webkit-focus-ring-color}
button,input,optgroup,select,textarea{margin:0;font-family:inherit;font-size:inherit;line-height:inherit}button,input{ov
erflow:visible}button,selec

Data Raw: 5b 68 69 64 64 65 6e 5d 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 31 2¢
2e 68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2c 68 32 2¢ 68 33 2c 68 34 2c 68 35 2c 68 36 7b 6d
61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b
66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b 63 6f 6¢ 6f 72 3a 69 6e
68 65 72 69 74 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68 32 2c 68 32 7b 66 6f 6
e 74 2d 7369 7a 65 3a 32 72 65 6d 7d 2e 68 33 2c 68 33 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 37 35 72 65 6d 7d 2e
68 34 2c 68 34 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 7d

Data Ascii: [hidden){display:nonelimportant}.h1,.h2,.h3,.h4,.h5,.h6,h1,h2,h3,h4,h5,h6{margin-bottom:.5rem;font-family:in
herit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5rem}.h2,h2{font-size:2rem}.h3,h3{font-size:1.75r
em}.h4,h4{font-size:1.5rem}

Data Raw: 37 66 66 39 0d Oa 7d 2e 6d 61 72 6b 2c 6d 61 72 6b 7b 70 61 64 64 69 6e 67 3a 2e 32 65 6d 3b 62 61 63 6b
67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 63 66 38 65 33 7d 2e 6¢ 69 73 74 2d 75 6e 73 74 79 6¢ 65 64 7b 70 61 64 64
69 6e 67 2d 6¢ 65 66 74 3a 30 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e 65 7d 2e 6¢ 69 73 74 2d 69 6e 6¢ 69 6e 65
7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e 65 7d 2e 6¢ 69 73 74 2d 69 6
e 6c 69 6e 65 2d 69 74 65 6d 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 7d 2e 6¢ 69 73 74 2d 69 6e
6c 69 6e 65 2d 69 74 65 6d 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74
3a 2e 3572 65 6d 7d 2e 69 6e 69 74 69 61 6¢ 69 73 6d 7b 66 6f 6e 74

Data Ascii: 7ff9}.mark,mark{padding:.2em;background-color:#fcf8e3}.list-unstyled{padding-left:0;list-style:none}.list-in
line{padding-left:0;list-style:none}.list-inline-item{display:inline-block}.list-inline-item:not(:last-child){margin-right:.5rem}.
initialism{font

Data Raw: 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b
6d 61 78 2d 77 69 64 74 68 3a 37 32 30 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39 32 70
7829 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 78 2d 77 69 64 74 68 3a 39 36 30 70 78 7d 7d 40 6d 65 64 69 61 20 28
6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 78 2d 77 69 64 74 68 3a
313134307078 7d 7d 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6¢ 75 69 64 7b 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64
64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 31 35 70 78 3b 6d 61 72 67 69
6e 2d 72 69 67 68 74 3a 61 75 74 6f 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a

Data Ascii: media (min-width:768px){.container{max-width:720px}}@media (min-width:992px){.container{max-width:
960px}}@media (min-width:1200px){.container{max-width:1140px}}.container-fluid{width:100%;padding-right:15px;p
adding-left:15px;margin-right:auto;margin-left:

Data Raw: 30 30 25 7d 2e 63 6f 6¢ 2d 61 75 74 6f 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73
2d 66 6¢ 65 78 3a 30 20 30 20 61 75 74 6f 3b 66 6¢ 65 78 3a 30 20 30 20 61 75 74 6f 3b 77 69 64 74 68 3a 61 75 74 6f 3b
6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 7d 2e 63 6f 6¢ 2d 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30
3b 2d 6d 73 2d 66 6¢c 65 78 3a 30 20 30 20 38 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 38 2e 333333 33
333325 3b 6d 61 78 2d 77 69 64 74 68 3a 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 32 7b 2d 77 65 62 6b 69 74 2d
62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78
3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69

Data Ascii: 00%}.col-auto{-webkit-box-flex:0;-ms-flex:0 0 auto;flex:0 0 auto;width:auto;max-width:none}.col-1{-webkit-box-
flex:0;-ms-flex:0 0 8.333333%;flex:0 0 8.333333%;max-width:8.333333%j}.col-2{-webkit-box-flex:0;-ms-flex:0 0
16.666667%);flex:0 0 16.666667%;max-wi

Data Raw: 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 33 3b 2d 6d 73 2d 66 6¢
65 78 2d 6f 72 64 65 72 3a 32 3b 6f 72 64 65 72 3a 32 7d 2e 6f 72 64 65 72 2d 33 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 34 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 33 3b 6f 72 64 65 72 3a 33
7d 2e 6f 72 64 65 72 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 35 3b 2d 6d
73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a 34 7d 2e 6f 72 64 65 72 2d 35 7b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 36 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b 6f 72
64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 36 7b 2d 77 65 62 6b

Data Ascii: 2{-webkit-box-ordinal-group:3;-ms-flex-order:2;order:2}.order-3{-webkit-box-ordinal-group:4;-ms-flex-order:3
;order:3}.order-4{-webkit-box-ordinal-group:5;-ms-flex-order:4;order:4}.order-5{-webkit-box-ordinal-group:6;-ms-flex-ord
er:5;order:5}.order-6{-webk

Data Raw: 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 66 6¢
65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36 37 25 7d
2e 63 6f 6¢c 2d 73 6d 2d 33 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30
20 30 20 32 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6¢ 2d
73 6d 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33
2e 33 333333333325 3b 66 6¢ 65 78 3a 3020 30 20 33 33 2e 33 333333333325 3b6d61782d 776964 74 68 3a
3333 2e 333333333333 257d 2e 63 6f6c 2d 73 6d 2d 35 7b 2d 77 65

Data Ascii: ox-flex:0;-ms-flex:0 0 16.666667%;flex:0 0 16.666667%;max-width:16.666667%}.col-sm-3{-webkit-box-flex:0;-
ms-flex:0 0 25%;flex:0 0 25%;max-width:25%}.col-sm-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.33333
3%;max-width:33.333333%)}.col-sm-5{-we

Data Raw: 6¢ 2d 67 72 6f 75 70 3a 35 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a 34 7d 2e
6f 72 64 65 72 2d 73 6d 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 36 3b 2d
6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b 6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 73 6d 2d 36 7b 2d 77 65
62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6 65 78 2d 6f 72 64 65 72 3a
36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 73 6d 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61
6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65
72 2d 73 6d 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f

Data Ascii: I-group:5;-ms-flex-order:4;order:4}.order-sm-5{-webkit-box-ordinal-group:6;-ms-flex-order:5;order:5}.order-sm-
6{-webkit-box-ordinal-group:7;-ms-flex-order:6;order:6}.order-sm-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order:
7}.order-sm-8{-webkit-box-o
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Data

Data Raw: 69 64 74 68 3a 31 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 33 7b 2d 77 65 62 6b 69 74 2d 62 6f
78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 32 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 32 35 25 3b
6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢C 65
78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 33 33
2e 333333333333253b6d61782d 7769 64 74 68 3a 3333 2e 33 333333333325 7d 2e 63 6f 6¢ 2d 6d 64 2d 35
7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36
36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25

Data Ascii: idth:16.666667%}.col-md-3{-webkit-box-flex:0;-ms-flex:0 0 25%;flex:0 0 25%;max-width:25%}.col-md-4{-webkit-
box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-md-5{-webkit-box-flex:0;-ms-flex:0 0
41.666667%);flex:0 0 41.666667%

Data Raw: 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 36 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b 6f 72 64
6572 3a 35 7d 2e 6f 72 64 65 72 2d 6d 64 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f
7570 3a 37 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 6d 64
2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6¢ 65 78
2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 6d 64 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a
38 7d 2e 6f 72 64 65 72 2d 6d 64 2d 39 7b 2d 77 65 62 6b 69 74

Data Ascii: ordinal-group:6;-ms-flex-order:5;order:5}.order-md-6{-webkit-box-ordinal-group:7;-ms-flex-order:6;order:6}.0
rder-md-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order: 7}.order-md-8{-webkit-box-ordinal-group:9;-ms-flex-order:8;
order:8}.order-md-9{-webkit

Data Raw: 35 25 3b 66 6c 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6¢ 2d 6¢
67 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 33 33 2e
333333333333 253b 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 33
33 2e 33 333333333325 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2
d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36
36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 36 7b 2d 77 65
62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78

Data Ascii: 5%;flex:0 0 25%;max-width:25%}.col-lg-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333
333%;max-width:33.333333%}.col-Ig-5{-webkit-box-flex:0;-ms-flex:0 0 41.666667%;flex:0 0 41.666667%;max-width:4
1.666667%}.col-Ig-6{-webkit-box-flex:0;-ms-flex

Data Raw: 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72
3a36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e
61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64
6572 2d 6¢ 67 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d
66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a 38 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 39 7b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 39 3b 6f
7264 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 31 30

Data Ascii: t-box-ordinal-group:7;-ms-flex-order:6;order:6}.order-lg-7{-webkit-box-ordinal-group:8;-ms-flex-order: 7;orde
r:7}.order-lg-8{-webkit-box-ordinal-group:9;-ms-flex-order:8;order:8}.order-Ig-9{-webkit-box-ordinal-group:10;-ms-flex-o
rder:9;order:9}.order-Ig-10

Data Raw: 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 33
33 2e333333333333253b6d61782d 7769 64 74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d
35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36
36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34 31 2e
36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d
73 2d 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35
30 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d

Data Ascii: ;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-xI-5{-webkit-box-flex:0;-ms-flex:0 O
41.666667%:;flex:0 0 41.666667%;max-width:41.666667%}.col-xI-6{-webkit-box-flex:0;-ms-flex:0 0 50%;flex:0 0 50%;max-
width:50%}.col-xI-7{-webkit-box-

Data Raw: 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6¢ 65
78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f
78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72
3a 38 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70
3a 3130 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 31
30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 66 6¢ 65 78
2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 65 72 3a 31 30 7d 2e

Data Ascii: {-webkit-box-ordinal-group:8;-ms-flex-order:7;order:7}.order-xI-8{-webkit-box-ordinal-group:9;-ms-flex-order
:8;order:8}.order-xI-9{-webkit-box-ordinal-group:10;-ms-flex-order:9;order:9}.order-xI-10{-webkit-box-ordinal-group:11;-ms-
flex-order:10;order:10}.

Data Raw: 64 64 29 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2c 30 2c 2e 30 35 29
7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 74 62 6f 64 79 20 74 72 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d
63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2c 30 2¢ 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 2c 2e
74 6162 6¢ 65 2d 70 72 69 6d 61 72 79 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 3e 74 68 7b 62 61 63 6b
67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 38 64 61 66 66 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6C 65
2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7h 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 39 66 63 64 66 66 7d
2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 70

Data Ascii: dd){background-color:rgba(0,0,0,.05)}.table-hover tbody tr:hover{background-color:rgha(0,0,0,.075)}.table-pr
imary,.table-primary>td,.table-primary>th{background-color:#b8daff}.table-hover .table-primary:hover{background-color:#9
fcdff}.table-hover .table-p

Data Raw: 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 31 62 30 62 37 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65
7220 2e 74 61 62 6¢ 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 68 6 76 65 72 20 2e
74 6162 6¢ 65 2d 64 61 6e 67 65 72 32 68 6 76 65 72 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 32 23
66 31 62 30 62 37 7d 2e 74 61 62 6¢ 65 2d 6¢ 69 67 68 74 2¢ 2e 74 61 62 6¢ 65 2d 6C 69 67 68 74 3e 74 64 2¢c 2e 74 61
62 6¢ 65 2d 6¢ 69 67 68 74 3e 74 68 7h 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 64 66 64 66 65 7d 2e 74
61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 6¢ 69 67 68 74 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6€ 64
2d 63 6f 6¢ 6f 72 3a 23 65 63 65 63 66 36 7d 2e 74 61 62 6¢ 65

Data Ascii: background-color:#f1b0b7}.table-hover .table-danger:hover>td,.table-hover .table-danger:hover>th{b
ackground-color:#f1b0b7}.table-light,.table-light>td,.table-light>th{background-color:#fdfdfe}.table-hover .table-light:
hover{background-color:#ececf6}.table
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Data

Data Raw: 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72
66 6¢ 6f 77 2d 73 63 72 6f 6¢ 6C 69 6e 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d 6f 76 65 72 66 6¢ 6f 77 2d 73 74 79 6¢ 65 3a
2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6¢ 6¢ 62 61 72 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6 73 69
76 65 2d 73 6d 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 7h 62 6f 72 64 65 72 3a 30 7d 7d 40 6d 65 64 69 61 20
28 6d 61 78 2d 77 69 64 74 68 3a 37 36 37 2e 39 38 70 78 29 7b 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 2d
6d 64 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61
75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6¢ 6f 77 2d

Data Ascii: th:100%;0verflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-scrollbar}.table-
responsive-sm>.table-bordered{border:0}}@media (max-width:767.98px){.table-responsive-md{display:block;width:1
00%;overflow-x:auto;-webkit-overflow-

Data Raw: 63 6f 6¢ 6f 72 3a 23 38 30 62 64 66 66 3b 6f 75 74 6¢ 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30
2030 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2c 2e 32 35 29 7d 2e 66 6f 72 6d 2d 63 6f
6e 74 72 6f 6¢ 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 70 75 74 2d 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 7b 63 6f 6¢ 6f 72 3a 23
36 63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 3a 2d 6d 6f 7a 2d 70 6¢ 61
63 65 68 6f 6¢ 64 65 72 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d 2d 63
6f 6e 74 72 6f 6¢ 3a 2d 6d 73 2d 69 6e 70 75 74 2d 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 7h 63 6f 6¢ 6f 72 3a 23 36 63 37 35
37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d 2d 63

Data Ascii: color:#80bdff;outline:0;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.form-control::-webkit-input-placeholder{
color:#6¢757d;0pacity:1}.form-control::-moz-placeholder{color:#6c757d;opacity:1}.form-control:-ms-input-placeholder{colo
r:#6¢757d;opacity:1}.form-c

Data Raw: 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69
6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d
61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 69 6e 70 75 74 2d 67 72 6f
7570 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72
65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 75 74
2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e
74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 69 6e 70 75 74 2d

Data Ascii: nput-group-append>.form-control-plaintext.btn,.input-group-lg>.input-group-append>.form-control-plaintext.in
put-group-text,.input-group-lg>.input-group-prepend>.form-control-plaintext.btn,.input-group-lg>.input-group-prepend>.fo
rm-control-plaintext.input-

Data Raw: 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 7b 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 2e
383132357265 6d 20 2b 20 32 70 78 29 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 67 2¢ 2e 69 6e 70 75 74 2d 67
72 6f 75 70 2d 6¢ 67 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69
6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e
69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 62 74 6
e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70

Data Ascii: ize]):not([multiple]){height:calc(1.8125rem + 2px)}.form-control-lg,.input-group-lg>.form-control,.input-group-
Ig>.input-group-append>.btn,.input-group-Ig>.input-group-append=>.input-group-text,.input-group-lg>.input-group-prepen
d>.btn,.input-group-lg>.inp

Data Raw: 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 69 6e 6¢ 69 6e 65 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 69
6e 6¢ 69 6e 65 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 3b 2d 77 65 62 6b
69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74
65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3b 6d 61
72 67 69 6e 2d 72 69 67 68 74 3a 2e 37 35 72 65 6d 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 6¢ 69 6e 65 20 2e 66
6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 7b 70 6f 73 69 74 69 6f 6e 3a 73 74 61 74 69 63 3b 6d 61 72 67 69 6e 2d
74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 33 31 32 35

Data Ascii: lay:-webkit-inline-box;display:-ms-inline-flexbox;display:inline-flex;-webkit-box-align:center;-ms-flex-alig
n:center;align-items:center;padding-left:0;margin-right:.75rem}.form-check-inline .form-check-input{position:static;margin-
top:0;margin-right:.3125

Data Raw: 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6¢ 7b 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e
66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61
63 6b 2c 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f
6c 74 69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6€ 70 75 74 3a 76
61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2¢ 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 7
2 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7h 64 69 73 70
6c 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74

Data Ascii: id~.form-check-label{color:#28a745}.form-check-input.is-valid~.valid-feedback, .form-check-input.is-valid~.valid-
tooltip,.was-validated .form-check-input:valid~.valid-feedback,.was-validated .form-check-input:valid~.valid-tooltip
{display:block}.custom-cont

Data Raw: 6¢ 65 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 69 6e 68 65 72 69
747d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65
65 64 62 61 63 6b 2c 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢
69 64 2d 74 6f 6f 6¢ 74 69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69
6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6C 69 64 61 74
65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74
69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2€ 63 75 73 74

Data Ascii: le-label::before{border-color:inherit}.custom-file-input.is-valid~.valid-feedback,.custom-file-input.is-valid~.valid-t
ooltip,.was-validated .custom-file-input:valid~.valid-feedback,.was-validated .custom-file-input:valid~.valid-tooltip{di
splay:block}.cust

Data Raw: 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64
62 61 63 6b 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 69 6e 76 61 6¢C 69
64 7e 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 66 6f 72 6d 2d 63
68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6C
2c2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢C
69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6¢ 7b 63 6f 6¢ 6f 72 32 23 64 63 33 35 34 35 7d 2e 66 6f 72 6d
2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢

Data Ascii: .form-control:invalid~.invalid-feedback,.was-validated .form-control:invalid~.invalid-tooltip{display:block}.form-
check-input.is-invalid~.form-check-label,.was-validated .form-check-input:invalid~.form-check-label{color:#dc3545}.form-
check-input.is-inval
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Data

Data Raw: 33 2c 36 39 2c 2e 32 35 29 7d 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61
6C 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6C 2C 2e 77 61 73 2d 76 61 6¢C 69 64 61 74 65 64 20 2e
63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d
6¢c 61 62 65 6¢ 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d
69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 6
6 6f 72 65 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6€ 70 75 74 3a 69
6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61

Data Ascii: 3,69,.25)}.custom-file-input.is-invalid~.custom-file-label,.was-validated .custom-file-input:invalid~.custom-file-
label{border-color:#dc3545}.custom-file-input.is-invalid~.custom-file-label::before,.was-validated .custom-file-input:invali
d~.custom-file-la

Data Raw: 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 77 72
6170 3b 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 77 72 61 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢C 69 67 6e 3a
63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d
73 3a 63 65 6e 74 65 72 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e 66
6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 61
75 74 6f 3b 76 65 72 74 69 63 61 6¢ 2d 61 6C 69 67 6e 3a 6d 69 64 64 6¢ 65 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20
2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65

Data Ascii: irection:normal;-ms-flex-flow:row wrap;flex-flow:row wrap;-webkit-box-align:center;-ms-flex-align:center;align-
items:center;margin-bottom:0}.form-inline .form-control{display:inline-block;width:auto;vertical-align:middle}.form-inline .for
m-control-plainte

Data Raw: 38 30 30 30 0d Oa 7d 2e 62 74 6e 3a 66 6f 63 75 73 2c 2e 62 74 6e 3a 68 6f 76 65 72 7b 74 65 78 74 2d 64 65
63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 62 74 6e 2e 66 6f 63 75 73 2c 2e 62 74 6e 3a 66 6f 63 75 73 7b 6f 75 74 6¢
69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33
2c 32 35 35 2c 2e 32 35 29 7d 2e 62 74 6e 2e 64 69 73 61 62 6¢ 65 64 2c 2e 62 74 6e 3a 64 69 73 61 62 6¢ 65 64 7b 6f
70 61 63 69 74 79 3a 2e 36 35 7d 2e 62 74 6e 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 6
162 6¢ 65 64 29 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 62 74 6e 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64
29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76

Data Ascii: 8000}.btn:focus,.btn:hover{text-decoration:none}.btn.focus,.btn:focus{outline:0;box-shadow:0 0 0 .2rem rgba(
0,123,255,.25)}.btn.disabled,.btn:disabled{opacity:.65}.btn:not(:disabled):not(.disabled){cursor:pointer}.btn:not(:disab
led):not(.disabled).activ

Data Raw: 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6 72
3a23 36 63 37 35 37 64 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 73 65 63 6f 6e
64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6C 65 64 29 2e 61 63 74 69
76 65 2c 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69
73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 2e 64 72 6f
70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7h 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72
3a 23 35 34 35 62 36 32 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6 72

Data Ascii: disabled{color:#fff;background-color:#6c757d;border-color:#6c757d}.btn-secondary:not(:disabled):not(.disable
d).active,.btn-secondary:not(:disabled):not(.disabled):active,.show>.btn-secondary.dropdown-toggle{color:#fff;background-
color:#545b62;border-color

Data Raw: 20 2e 32 72 65 6d 20 72 67 62 61 28 32 33 2c 31 36 32 2c 31 38 34 2c 2e 35 29 7d 2e 62 74 6e 2d 69 6e 66 6f
2e 64 69 73 61 62 6¢ 65 64 2C 2e 62 74 6e 2d 69 6e 66 6f 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 31
3761 32 62 38 7d 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73
61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a
6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 69 6e 66 6f 2e 64 72
6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23

Data Ascii: .2rem rgba(23,162,184,.5)}.btn-info.disabled,.btn-info:disabled{color:#fff;background-color:#17a2b8;border-
color:#17a2b8}.btn-info:not(:disabled):not(.disabled).active,.btn-info:not(:disabled):not(.disabled):active,.show>.btn-i
nfo.dropdown-toggle{color:#

Data Raw: 6e 67 65 72 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61
64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2¢ 36 39 2c 2e 35 29 7d 2e 62 74 6e
2d 64 61 6e 67 65 72 2e 64 69 73 61 62 6¢ 65 64 2¢ 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 64 69 73 61 62 6¢ 65 64 7h 63
6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 3b 62 6f 72 64 65
72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 6e 6f 74 28 3a 64 69 73 61 62 6C 65
64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 6e 6f 7
428 3a 6469 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61

Data Ascii: nger.focus,.btn-danger:focus{box-shadow:0 0 0 .2rem rgha(220,53,69,.5)}.btn-danger.disabled,.btn-d
anger:disabled{color:#fff;background-color:#dc3545;border-color:#dc3545}.btn-danger:not(:disabled):not(.disabled).active
,.btn-danger:not(:disabled):not(.disa

Data Raw: 32 33 32 37 32 62 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 31 64 32 31 32 34 7d 2e 62 74 6e 2d 64 61 72
6b 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 72 6b 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30
202e 3272 65 6d 20 72 67 62 61 28 35 32 2c 35 38 2¢ 36 34 2c 2e 35 29 7d 2e 62 74 6e 2d 64 61 72 6b 2e 64 69 73 61
62 6¢ 65 64 2c 2e 62 74 6e 2d 64 61 72 6b 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b
67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34
30 7d 2e 62 74 6e 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 6
429 2e 6163 74 69 76 65 2c 2e 62 74 6e 2d 64 61 72 6b 3a 6e 6f

Data Ascii: 23272b;border-color:#1d2124}.btn-dark.focus,.btn-dark:focus{box-shadow:0 0 0 .2rem rgba(52,58,64,.5)}.btn-
dark.disabled,.btn-dark:disabled{color:#fff;background-color:#343a40;border-color:#343a40}.btn-dark:not(:disabled):not(.di
sabled).active,.btn-dark:no

Data Raw: 20 72 67 62 61 28 30 2c 31 32 33 2c¢ 32 35 35 2¢ 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63
6f 6e 64 61 72 79 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 32 74 72
61 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d
63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 68 6f 76
65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 62
6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61
72 79 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e

Data Ascii: rgha(0,123,255,.5)}.btn-outline-secondary{color:#6c757d;background-color:transparent;background-i
mage:none;border-color:#6c757d}.btn-outline-secondary:hover{color:#fff;background-color:#6c757d;border-color:#
6¢757d}.btn-outline-secondary.focus,.btn-outlin
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Data

Data Raw: 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73
2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63
6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74 6e 2d 6f
75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61
62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73
3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6
f63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e

Data Ascii: d):active,.show>.btn-outline-success.dropdown-toggle{color:#fff;background-color:#28a745;border-co
lor:#28a745}.btn-outline-success:not(:disabled):not(.disabled).active:focus,.btn-outline-success:not(:disabled):not(.dis
abled):active:focus,.show>.btn-outlin

Data Raw: 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 35 35 2c 31 39 33 2¢ 37
2c 2e 3529 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6¢ 65 64 2C 2e 62 74 6e
2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 3b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e
65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29
2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6
¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63

Data Ascii: ox-shadow:0 0 0 .2rem rgbha(255,193,7,.5)}.btn-outline-warning.disabled,.btn-outline-warning:disabled{color:#
ffc107;background-color:transparent}.btn-outline-warning:not(:disabled):not(.disabled).active,.btn-outline-warning:not(:
disabled):not(.disabled):ac

Data Raw: 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69
6e 65 2d 6¢c 69 67 68 74 7b 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a
747261 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65
72 2d 63 6f 6¢ 6 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 68 6f 76 65 72
7b 63 6f 6¢ 6 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 3b
62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 2e
66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢

Data Ascii: .2rem rgba(220,53,69,.5)}.btn-outline-light{color:#f8f9fa;background-color:transparent;background-image:non
e;border-color:#f8f9fa}.btn-outline-light:hover{color:#212529;background-color:#f8f9fa;border-color:#f8f9fa}.btn-outline-
light.focus,.btn-outline-I

Data Raw: 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72
3a23 333433613430 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6C 65
64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢
69 6e 65 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a
61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 72 6b 2e 64 72 6f
70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65
6d 20 72 67 62 61 28 35 32 2¢ 35 38 2¢ 36 34 2c 2e 35 29 7d

Data Ascii: background-color:#343a40;border-color:#343a40}.btn-outline-dark:not(:disabled):not(.disabled).active:focus,.
btn-outline-dark:not(:disabled):not(.disabled):active:focus,.show>.btn-outline-dark.dropdown-toggle:focus{box-shadow:0 0
0 .2rem rgba(52,58,64,.5)}

Data Raw: 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 2e 33 65
6d 20 73 6f 6¢ 69 64 3b 62 6 72 64 65 72 2d 72 69 67 68 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61

72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 3b 62 6f 72 64 65 72 2d 6¢ 65 66 74 3a 2e 33 65 6d 20 73 6f
6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 65 6d 70 74 79 3a 3a
61 66 74 65 72 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 70 6f 73 69 74
69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 31 30 30 25 3b 6¢ 65 66 74 3a 30 3b 7a 2d 69 6e 64 65 78 3a 31 30 30
30 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 66 6¢ 6f 61 74

Data Ascii: ign:.255em;content:"";border-top:.3em solid;border-right:.3em solid transparent;border-bottom:0;border-left:
.3em solid transparent}.dropdown-toggle:empty::after{margin-left:0}.dropdown-menu{position:absolute;top:100%;left:0;z-in
dex:1000;display:none;float

Data Raw: 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 7d 2e 64 72 6f 70 6¢ 65 66 74 20 2e 64 72 6f 70 64 6 77 6e
2d 74 6f 67 67 6¢ 65 3a 3a 61 66 74 65 72 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 7d 2e 64 72 6f 70 6¢ 65 66 74 20 2e 64
72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 3a 62 65 66 6f 72 65 7h 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢
6f 63 6b 3b 77 69 64 74 68 3a 30 3b 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 32 35 35 65
6d 3b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64
65 72 2d 74 6f 70 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 72 69 67
68 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 3b 62 6f 72 64 65 72 2d

Data Ascii: 255em;content:""}.dropleft .dropdown-toggle::after{display:none}.dropleft .dropdown-toggle::before{display:i
nline-block;width:0;height:0;margin-right:.255em;vertical-align:.255em;content:"';border-top:.3em solid transparent;border-
right:.3em solid;border-

Data Raw: 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 3a 68 6f 76 65 72 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e
3a 68 6f 76 65 72 7b 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62
74 6e 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6C 3e 2e 62 74 6e 3a 61 63 74 69
76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6
7 72 6f 75 70 3e 2e 62 74 6e 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 61 63 74 69 76 65
2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 66 6f 63 75 73 7h 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 74 6e 2d 67
72 6f 75 70 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f

Data Ascii: -vertical>.btn:hover,.btn-group>.btn:hover{z-index:1}.btn-group-vertical>.btn.active,.btn-group-vertical>.bt
n:active,.btn-group-vertical>.btn:focus,.btn-group>.btn.active,.btn-group>.btn:active,.btn-group>.btn:focus{z-index:1}.btn-
group .btn+.btn,.btn-gro

Data Raw: 70 65 6e 64 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73
2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65
6e 64 20 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 20 2e 62 74 6e 7b 70 6f 73 69 74
69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 7a 2d 69 6e 64 65 78 3a 32 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 6
5 6e 64 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 20 2e 62 74 6e 2b
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 20 2e
69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2b 2e 62 74 6e 2c 2e 69

Data Ascii: pend{display:-webkit-box;display:-ms-flexbox;display:flex}.input-group-append .btn,.input-group-prepend .btn
{position:relative;z-index:2}.input-group-append .btn+.btn,.input-group-append .btn+.input-group-text,.input-group-append
.input-group-text+.btn,.i
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Data

Data Raw: 72 6f 6¢ 2d 69 6e 70 75 74 3a 63 68 65 63 6b 65 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61
62 65 6¢ 3a 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e 63 75
73 74 6f 6d 2d 72 61 64 69 6f 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 63 68 65 63 6b 65 64
7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 61 66 74 65 72 7h 62 61 63 6b 67 72 6f 75 6e 64
2d 69 6d 61 67 65 3a 75 72 6¢ 28 22 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6¢ 3b 63 68 61 72 73 65 74 3d
75 74 66 38 2c 25 33 43 73 76 67 20 78 6d 6¢ 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30
30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 2d 34 20 2d

Data Ascii: rol-input:checked~.custom-control-label::before{background-color:#007bff}.custom-radio .custom-control-input
:checked~.custom-control-label::after{background-image:url("data:image/svg+xml;charset=utf8,%3Csvg xmIns="http
:/lwww.w3.0rg/2000/svg' viewBox="-4 -

Data Raw: 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d
61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79
3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 7d 2e 6e 61 76 62 61 72 2d
62 72 61 6e 64 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a
2e 333132357265 6d 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 33 31 32 35 72 65 6d 3b 6d 61 72 67 69 6e
2d 72 69 67 68 74 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e

Data Ascii: p;-webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:justify;-ms-flex-pack:j
ustify;justify-content:space-between}.navbar-brand{display:inline-block;padding-top:.3125rem;padding-bottom:.3
125rem;margin-right: Lrem;font-size:1.

Data Raw: 38 30 30 30 0d Oa 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d
77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 66 6C 6f
77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 2d 77 65 62 6b 69
74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 6a 75
737469 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64
2d 6¢ 67 20 2e 6e 61 76 62 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7
a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72

Data Ascii: 8000webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-flow:row nowrap;flex-flow:row nowrap;-
webkit-box-pack:start;-ms-flex-pack:start;justify-content:flex-start}.navbar-expand-lg .navbar-nav{-webkit-box-orient:h
orizontal;-webkit-box-dir

Data Raw: 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 3a 66 6f 63 75 73 2¢
2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 3a 68 6f 76 65
72 7b 63 6f 6¢ 6f 72 3a 72 67 62 61 28 32 35 35 2¢ 32 35 35 2c 32 35 35 2c 2e 37 3529 7d 2e 6e 61 76 62 61 72 2d 64
61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 2e 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 7
23a7267626128 323535 2c 323535 2c 323535 2c 2e 32 3529 7d 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e
6176 62 61 72 2d 6e 61 76 20 2e 61 63 74 69 76 65 3e 2e 6e 61 76 2d 6¢ 69 6e 6b 2c 2e 6e 61 76 62 61 72 2d 64 61 72
6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 2e

Data Ascii: ar-dark .navbar-nav .nav-link:focus,.navbar-dark .navbar-nav .nav-link:hover{color:rgba(255,255,255,.75)}.na
vbar-dark .navbar-nav .nav-link.disabled{color:rgba(255,255,255,.25)}.navbar-dark .navbar-nav .active>.nav-link,.navbar-
dark .navbar-nav .nav-link.

Data Raw: 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 7b 62 6f 72 64
65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6¢ 65 66 74 2d
72616469 75 73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 20 2e
63 61 72 64 2d 68 65 61 64 65 72 2c 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢C
64 20 2e 63 61 72 64 2d 69 6d 67 2d 74 6f 70 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 30
7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 20 2e 63 61 72 64 2d 66 6f 6f 7
46572 2c 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a

Data Ascii: :0}.card-group>.card:last-child{border-top-left-radius:0;border-bottom-left-radius:0}.card-group>.card:last-child
.card-header,.card-group>.card:last-child .card-img-top{border-top-left-radius:0}.card-group>.card:last-child .card-footer,.
card-group>.card:

Data Raw: 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 7d 2e 62 61 64 67 65
2d 69 6e 66 6f 5b 68 72 65 66 5d 3a 66 6f 63 75 73 2¢ 2e 62 61 64 67 65 2d 69 6e 66 6f 5b 68 72 65 66 5d 3a 68 6f 76 65
72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72
6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 31 37 61 38 62 7d 2e 62 61 64 67 65 2d 77 61 72 6e 69 6e 67 7b 63 6f 6¢ 6f 72 3a
233231 32353239 3b6261636b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 7d 2e 62 61 64 67 65
2d 77 61 72 6e 69 6e 67 5b 68 72 65 66 5d 3a 66 6f 63 75 73 2¢ 2e 62 61 64 67 65 2d 77 61 72 6e 69 6e 67 5b 68 72 65
66 5d 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32

Data Ascii: #fff;background-color:#17a2b8}.badge-info[href]:focus,.badge-info[href]:hover{color:#fff;text-decoration:non
e;background-color:#117a8b}.badge-warning{color:#212529;background-color:#ffc107}.badge-warning[href]:focus,.badge-
warning[href]:hover{color:#21252

Data Raw: 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 70 61 64 64 69 6e 67 3a 2e 37
357265 6d 20 31 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 31 70 78 3b 62 61 63 6b 67 72 6f
75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28 30 2c 30
2c¢ 30 2c 2e 31 32 35 29 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 7b 62
6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 74 6f 70 2d
7269 67 68 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 3a 6¢ 61 7
374 2d 63 68 69 6¢ 64 7b 6d 61 72 67 69 6€ 2d 62 6f 74 74 6f 6d

Data Ascii: on:relative;display:block;padding:.75rem 1.25rem;margin-bottom:-1px;background-color:#fff;border:1px solid r
gba(0,0,0,.125)}.list-group-item:first-child{border-top-left-radius:.25rem;border-top-right-radius:. 25rem}.list-group-item:last-
child{margin-bottom

Data Raw: 2¢ 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 28 30 2¢ 30 29 7d 2e 6d 6f 64 61 6¢ 2d
64 69 61 6¢ 6f 67 2d 63 65 6e 74 65 72 65 64 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73
70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69 74 2d 62
6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6 3a 63 65 6e 74 65 72 3b 61
6C 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 30 30 25 20
2d 20 28 2e 35 72 65 6d 20 2a 20 32 29 29 7d 2e 6d 6f 64 61 6¢ 2d 63 6f 6e 74 65 6e 74 7b 70 6f 73 69 74 69 6f 6e 3a 72
65 6¢ 61 74 69 76 65 3b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74

Data Ascii: ,0);transform:translate(0,0)}.modal-dialog-centered{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-
box-align:center;-ms-flex-align:center;align-items:center;min-height:calc(100% - (.5rem * 2))}.modal-content{position:relativ
e;display:-webkit
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Data

Data Raw: 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 74 65 78 74 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 74 65 78 74 2d 74 72
61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 3b 6¢ 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d
62 72 65 61 6b 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 68 69 74 65 2d

73 7061 63 65 3a 6e 6f 72 6d 61 6¢ 3b 6¢ 69 6e 65 2d 62 72 65 61 6b 3a 61 75 74 6f 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e
3837357265 6d3b776f72642d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d

63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6 64 2d 63 6¢ 69 70 3a 70 61 64 64 69 6e 67 2d 62 6f 78 3b 62
6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28

Data Ascii: ration:none;text-shadow:none;text-transform:none;letter-spacing:normal;word-break:normal;word-spac
ing:normal;white-space:normal;line-break:auto;font-size:.875rem;word-wrap:break-word;background-color:#fff;bac
kground-clip:padding-box;border:1px solid rgba(

Data Raw: 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 58 28 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6C
6174 65 58 28 30 29 7d 40 73 75 70 70 6f 72 74 73 20 28 28 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 2d 73
7479 6¢ 65 3a 70 72 65 73 65 72 76 65 2d 33 64 29 20 6f 72 20 28 74 72 61 6e 73 66 6f 72 6d 2d 73 74 79 6¢ 65 3a 70
7265 73 6572 76 65 2d 33 64 29 29 7b 2e 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 6e 65 78 74 2e 63 61 72 6f 75 73 6
56¢ 2d 69 74 65 6d 2d 6¢c 65 66 74 2c 2e 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 70 72 65 76 2e 63 61 72 6f 75 73 65
6¢c 2d 69 74 65 6d 2d 72 69 67 68 74 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74
65 33 64 28 30 2¢ 30 2¢ 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72

Data Ascii: sform:translateX(0);transform:translateX(0)}@supports ((-webkit-transform-style:preserve-3d) or (transform-s
tyle:preserve-3d)){.carousel-item-next.carousel-item-left,.carousel-item-prev.carousel-item-right{-webkit-transform:tran
slate3d(0,0,0);transform:tr

Data Raw: 38 30 30 30 0d Oa 6f 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 74 65 78 74 2d 62 6f 74 74 6f
6d 7b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 74 65 78 74 2d 62 6f 74 74 6f 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
61 6¢ 69 67 6e 2d 74 65 78 74 2d 74 6f 70 7b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 74 65 78 74 2d 74 6f 70 21
69 6d 70 6f 72 74 61 6e 74 7d 2e 62 67 2d 70 72 69 6d 61 72 79 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23
303037 62 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 61 2e 62 67 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2c 61 2e 62
67 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 2¢c 62 75 74 74 6f 6e 2e 62 67 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2¢
62 75 74 74 6f 6e 2e 62 67 2d 70 72 69 6d 61 72 79 3a 68 6f 76

Data Ascii: 8000om!important}.align-text-bottom{vertical-align:text-bottom!important}.align-text-top{vertical-align:text-
toplimportant}.bg-primary{background-color:#007bfflimportant}a.bg-primary:focus,a.bg-primary:hover,button.bg-primary:fo
cus,button.bg-primary:hov

Data Raw: 6¢ 65 2d 63 65 6¢ 6¢ 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6¢ 65 2d 63 65 6¢ 6¢ 21 69 6d 70 6f 72 74 61 6e 74
7d 2e 64 2d 6d 64 2d 66 6¢ 65 78 7bh 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 21 69 6d 70 6f 72 74 61
6e 74 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6¢ 61
79 3a 66 6¢ 65 78 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6d 64 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 7h 64 69 73 70 6
¢ 6179 3a2d 77 65 62 6b 69 74 2d 69 6e 6c 69 6e 65 2d 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6¢ 61 79
3a 2d 6d 73 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6¢ 61 79 3a 69
6e 6¢ 69 6e 65 2d 66 6¢ 65 78 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40

Data Ascii: le-cell{display:table-celllimportant}.d-md-flex{display:-webkit-box!important;display:-ms-flexbox!important;
display:flexlimportant}.d-md-inline-flex{display:-webkit-inline-box!important;display:-ms-inline-flexbox!important;displ
ay:inline-flexlimportant}}@

Data Raw: 2d 69 74 65 6d 73 2d 62 61 73 65 6¢ 69 6e 65 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 62 61
73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 62 61 73 65 6¢ 69 6e
652169 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 62 61 73 65 6¢ 69 6€ 65 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 73 74 72 65 74 63 68 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢C
69 67 6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6C 69 67 6€ 3a 73 74
72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 21 69 6d 70
6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 2d 73 74

Data Ascii: -items-baseline{-webkit-box-align:baselinelimportant;-ms-flex-align:baselinelimportant;align-items:baseline!
important}.align-items-stretch{-webkit-box-align:stretch!important;-ms-flex-align:stretchlimportant;align-items:stretch!
important}.align-content-st

Data Raw: 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e
747d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 73 6d 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d 61
6c 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 63 65 6e 74 65 72
2169 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 73 6d 2d 62 61 73 65 6¢ 69 6e 65 7b 2d 6d 73 2d 6
6 6¢ 65 78 2d 69 74 65 6d 2d 61 6¢ 69 67 6e 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢C 69 67 6€
2d 73 65 6¢ 66 3a 62 61 73 65 6C 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 73 6d
2d 7374 72 65 74 63 68 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d

Data Ascii: portant;align-self:flex-end!important}.align-self-sm-center{-ms-flex-item-align:center!important;align-self:
centerlimportant}.align-self-sm-baseline{-ms-flex-item-align:baseline!important;align-self:baseline!important}.align-self-sm-
stretch{-ms-flex-item-

Data Raw: 3a 63 6f 6¢ 75 6d 6e 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 6¢ 67 2d 77
726170 7b 2d 6d 73 2d 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65 78 2d 77
7261703a77 7261 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 6¢ 67 2d 6e 6f 77 72 61 70 7b 2d 6d 73 2d
66 6¢ 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65 78 2d 77 72 61 70 3a 6e 6f 77
7261 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 6¢ 67 2d 77 72 61 70 2d 72 65 76 65 72 73 65 7b 2d 6d 73
2d 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65 78 2d
777261703a77 7261 70 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72

Data Ascii: :column-reverselimportant}.flex-lg-wrap{-ms-flex-wrap:wrap!important;flex-wrap:wrap!important}.flex-lg-nowra
p{-ms-flex-wrap:nowrap!important;flex-wrap:nowrap!important}.flex-lg-wrap-reverse{-ms-flex-wrap:wrap-reverse!important;f
lex-wrap:wrap-reverse!impor

Data Raw: 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 78 6¢ 2d 65 6e 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a
65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 65 6e 64 21 69 6d 70 6f 72 74
61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69
67 6e 2d 69 74 65 6d 73 2d 78 6¢ 2d 63 65 6e 74 65 72 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6
e 7465722169 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d

70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61
6c 69 67 6e 2d 69 74 65 6d 73 2d 78 6¢ 2d 62 61 73 65 6C 69 6€ 65 7b 2d

Data Ascii: lign-items-xl-end{-webkit-box-align:end!important;-ms-flex-align:end!important;align-items:flex-end!importan
t}.align-items-xl-center{-webkit-box-align:center!limportant;-ms-flex-align:centerlimportant;align-items:center!important
}.align-items-xl-baseline{-
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Timestam
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2022-05-26 12:55:32 UTC 1226
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2022-05-26 12:55:32 UTC 1237

Session ID Source IP
39 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-26 12:55:32 UTC 1237

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49853

Direction

ouT

Data

Data Raw: 6e 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 34 2c 2e 6d 78 2d
34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 35 7b 6d 61 72
67 69 6e 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 35 2c 2e 6d 79 2d 35 7b 6d 61 72 67 69 6e 2d 74
6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 35 2c 2e 6d 78 2d 35 7b 6d 61 72 67 69 6e 2d 72 69 6
76874 3a337265 6d 2169 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 35 2c 2e 6d 79 2d 35 7b 6d 61 72 67 69 6e 2d 62 6f
74 74 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 35 2c 2e 6d 78 2d 35 7b 6d 61 72 67 69 6e 2d
6c 65 66 74 3233 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d

Data Ascii: n-bottom:1.5rem!important}.ml-4,.mx-4{margin-left:1.5rem!important}.m-5{margin:3rem!important}.mt-5,.my-
5{margin-top:3rem!important}.mr-5,.mx-5{margin-right:3rem!important}.mb-5,.my-5{margin-bottom:3rem!important}.m|-5
,-mx-5{margin-left:3rem!important}.p-

Data Raw: 61 6e 74 7d 2e 6d 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74
7d 2e 6d 74 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 79 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 61 75 74 6f
2169 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 78 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 79
2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d
6¢ 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 78 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 61 75 74 6f 21 6
9 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e

Data Ascii: ant}.m-sm-auto{margin:auto!important}.mt-sm-auto,.my-sm-auto{margin-top:autolimportant}.mr-sm-auto,.mx-
sm-auto{margin-right:auto!important}.mb-sm-auto,.my-sm-auto{margin-bottom:auto!important}.ml-sm-auto,.mx-sm-
auto{margin-left:auto!important}}@media (min

Data Raw: 32 31 63 38 0d 0a 30 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6¢
67 2d 30 2c 2e 6d 78 2d 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
6d 62 2d 6¢ 67 2d 30 2c 2e 6d 79 2d 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 21 69 6d 70 6f 72 74 61
6e 74 7d 2e 6d 6¢ 2d 6¢ 67 2d 30 2c 2e 6d 78 2d 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 21 69 6d 70 6f
7274 61 6e 74 7d 2e 6d 2d 6¢c 67 2d 31 7b 6d 61 72 67 69 6e 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
6d 74 2d 6¢ 67 2d 31 2c 2e 6d 79 2d 6¢ 67 2d 31 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 32 35 72 65 6d 21 69 6d 70 6f
727461 6e 74 7d 2e 6d 72 2d 6¢ 67 2d 31 2c 2e 6d 78 2d 6¢ 67 2d 31

Data Ascii: 21c80{margin-top:0!important}.mr-lg-0,.mx-lg-0{margin-right:0limportant}.mb-Ig-0,.my-lg-0O{margin-bottom:0!im
portant}.ml-Ig-0,.mx-lg-0{margin-left:0limportant}.m-lg-1{margin:.25rem!important}.mt-Ig-1,.my-lg-1{margin-top:.25rem!im
portant}.mr-lg-1,.mx-Ig-1

Data Raw: 70 79 2d 78 6c 2d 30 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
70 6¢ 2d 78 6¢ 2d 30 2c 2e 70 78 2d 78 6¢ 2d 30 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 21 69 6d 70 6f 72 74 61
6e 74 7d 2e 70 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 74
2d 78 6¢ 2d 31 2c 2e 70 79 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 7
461 6e 74 7d 2e 70 72 2d 78 6¢ 2d 31 2c 2e 70 78 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 2e 32
357265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 78 6¢ 2d 31 2¢c 2e 70 79 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e
67 2d 62 6f 74 74 6f 6d 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e

Data Ascii: py-xl-0{padding-bottom:0!important}.pl-xI-0,.px-xI-0{padding-left:0!important}.p-xI-1{padding:.25rem!importa
nt}.pt-xI-1,.py-xl-1{padding-top:.25rem!important}.pr-xI-1,.px-xI-1{padding-right:. 25rem!important}.pb-xI-1,.py-xI-1{padding-
bottom:.25rem!importan

Data Raw: 6f 6¢ 6¢ 61 70 73 65 3a 63 6f 6¢ 6¢ 61 70 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6¢ 65 20 74 64
2c 2e 74 61 62 6¢ 65 20 74 68 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 21 69 6d 70 6f 72 74 61
6e 74 7d 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 74 64 2c 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 74
68 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 23 64 64 64 21 69 6d 70 6f 72 74 61 6e 74 7d 7d Oa 2f 2a 23 20
73 6f 75 72 63 65 4d 61 70 70 69 6e 67 55 52 4c 3d 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 63 73 73 2e 6d 61 70 20
2a 2f 0d Oa

Data Ascii: ollapse:collapselimportant}.table td,.table th{background-color:#ffflimportant}.table-bordered td,.table-bordered
th{border:1px solid #ddd!important}}/*# sourceMappingURL=bootstrap.min.css.map */

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esanation Process
Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://sgp1l.digitaloceanspaces.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://sgp1.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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2022-05-26 12:55:32 UTC 1239

2022-05-26 12:55:32 UTC 1239

2022-05-26 12:55:32 UTC 1241

2022-05-26 12:55:32 UTC 1242

2022-05-26 12:55:32 UTC 1243

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Thu, 26 May 2022 12:55:32 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

ETag: W/"14d449eb8876fa55elef3c2cc52b0cl7"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/10/2022 17:24:53

CDN-ProxyVer: 1.02

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 860

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: 64b388970b85d1d443e86caec236800c
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 242395

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 7116aa6d2e13695d-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 62 32 0d Oa 2f 2a 21 Oa 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6€ 74 72 69 62 75 74 6f 72
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: 7bb2/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors (https:/
lgithub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE) */!function(t

Data Raw: 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 65 28 65 78 70 6f 72 74 73 2¢c 72 65 71 75 69 72 65 28 22 6a 71 75 65 72
792229 2c 726571 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74
79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72
747322 2c 22 6a 71 7565 72 79 22 2¢ 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72
6170 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 2
874 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72
2876 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b

Data Ascii: peof module?e(exports,require(“jquery”),require(“popper.js")):“function"==typeof define&&define.amd?define([
“exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var
n=0;n<e.length;n+

Data Raw: 2e 6¢ 65 6e 67 74 68 3e 30 3f 69 3a 6e 75 6¢ 6¢ 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6¢
6¢ 7d 7d 2c 72 65 66 6¢ 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6f 66 66 73 65 74 48
65 69 67 68 74 7d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 29
7b 74 28 6e 29 2e 74 72 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2c 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6
e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6¢ 65 61 6e 28 65 29 7d 2c 69 73 45 6¢ 65
6d 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7h 72 65 74 75 72 6e 28 74 5b 30 5d 7c¢ 7c 74 29 2e 6e 6f 64 65 54 79
7065 7d 2c 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 3a 66 75 6e

Data Ascii: .length>0?i:null}catch(t){return null}},reflow:function(t){return t.offsetHeight} triggerTransitionEnd:function(n){t(n
).trigger(e.end)},supportsTransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},ty
peCheckConfig:fun

Data Raw: 65 6e 74 28 74 29 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 65 26 26 28 6e 3d 6f 28 65 29 5b 30 5d 29 2c 6e 7¢
7c 28 6e 3d 6f 28 74 29 2e 63 6¢ 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72 69 67 67 65
72 43 6¢ 6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 2e 45 76 65 6e 74 28 75 2e
43 4c 4 53 45 29 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2¢ 65 7d 2c 65 2e 5f 72 65 6d 6f
76 65 45 6¢ 65 6d 65 6 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74 29 2e 72
65 6d 6f 76 65 43 6¢ 61 73 73 28 5f 29 2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26
26 6f 28 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3f 6f 28

Data Ascii: ent(t),n=!1;return e&&(n=o0(e)[0]),n||(n=0o(t).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var e=o.
Event(u.CLOSE);return o(t).trigger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransitio
nEnd()&&o(t).hasClass(d)?o(

Data Raw: 69 66 28 69 29 7b 69 66 28 22 72 61 64 69 6f 22 3d 3d 3d 69 2e 74 79 70 65 29 69 66 28 69 2e 63 68 65 63
6b 65 64 26 26 70 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 43 29 29 74 3d 21 31 3b
65 6¢ 73 65 7b 76 61 72 20 73 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72 65 6d 6f
76 65 43 6¢ 61 73 73 28 43 29 7d 69 66 28 74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73
61 62 6¢ 65 64 22 29 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7C 7C 69 2e
63 6¢ 61 73 73 4¢c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7c 6e 2e 63 6¢ 61 73 73
4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29

Data Ascii: if(i){if("radio"===i.type)if(i.checked&&p(this._element).hasClass(C))t=!1;else{var s=p(n).find(w)[0];s&&p(s)
.removeClass(C)}if(t){if(i.hasAttribute("disabled")||n.hasAttribute("disabled")||i.classList.contains("disabled")||n.cla
ssList.contains("disabled")
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Timestamp transferred Direction
2022-05-26 12:55:32 UTC 1245 IN
2022-05-26 12:55:32 UTC 1246 IN
2022-05-26 12:55:32 UTC 1247 IN
2022-05-26 12:55:32 UTC 1249 IN
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2022-05-26 12:55:32 UTC 1251 IN
2022-05-26 12:55:32 UTC 1253 IN
2022-05-26 12:55:32 UTC 1254 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 2c 68 3d 22 6e 65 78 74 22 2c 63 3d 22 70 72 65 76 22 2¢ 75 3d 22 6¢ 65 66 74 22 2c 66 3d 22 72 69 67 68

74 22 2c 64 3d 7b 53 4c 49 44 45 3a 22 73 6¢ 69 64 65 22 2b 69 2c 53 4c 49 44 3a 22 73 6¢ 69 64 22 2b 69 2c 4b 45 59
44 4f 57 4e 3a 22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22
2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2b 69 2c 54 4f 55 43 48 45 4e 44 3a 22 74
6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6¢ 6f 61 64 22 2b 69 2b 22 2e 64 61 74 61
2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61 2d 61 7
069 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65 6¢ 22 2¢ 67 3d 22 61

Data Ascii: ,h="next",c="prev",u="left",f="right",d={SLIDE:"slide"+i,SLID:"slid"+i,KEYDOWN:"keydown"+i, MOUSEEN
TER:"mouseenter'+i,MOUSELEAVE:"mouseleave"+i, TOUCHEND:"touchend"+i,LOAD_DATA_API:"load"+i+".data-api

" CLICK_DATA_API:"click"+i+".data-api"},_="carousel",g="a

Data Raw: 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6¢ 7d 2c 43 2e 63 79 63 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b
74 7c 7c 28 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 3d 21 31 29 2c 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 26 26
28 63 6¢ 65 61 72 49 6e 74 65 72 76 61 6¢ 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 29 2¢ 74 68 69 73 2e 5f 69 6e
746572 76 61 6¢ 3d 6e 75 6¢ 6¢ 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 26 26 21 74 68 6
9 73 2e 5f 69 73 50 61 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 73 65 74 49 6e 74 65 72 76 61
6¢ 28 28 64 6f 63 75 6d 65 6€ 74 2e 76 69 73 69 62 69 6¢ 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57 68
65 6e 56 69 73 69 62 6¢ 65 3a 74 68 69 73 2e 6e 65 78 74 29 2e 62 69

Data Ascii: _interval=null},C.cycle=function(t){t||(this._isPaused=!1),this._interval&&(clearinterval(this._interval),this._interv
al=null),this._config.interval&&!this._isPaused&&(this._interval=setinterval((document.visibilityState?this.nextWhenVisi
ble:this.next).bi

Data Raw: 54 69 6d 65 6f 75 74 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72
6e 20 65 2e 63 79 63 6¢ 65 28 74 29 7d 2c 35 30 30 2b 65 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 29 7d 29
29 7d 2c 43 2e 5f 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c 74 65 78
74 617265 61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63 68 28 74
2e 77 68 69 63 68 29 7b 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 74 68 69 73
2e 7072 6576 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28
29 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f 67 65 74 49

Data Ascii: Timeout=setTimeout(function(t){return e.cycle(t)},500+e._config.interval)}))},C._keydown=function(t){if(!/in
put|textarea/i.test(t.target.tagName))switch(t.which){case 37:t.preventDefault(),this.prev();break;case 39:t.preventDefa
ult(),this.next()}},C._getl

Data Raw: 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 26 26 61 26 26 63 29 7b 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e
67 3d 21 30 2c 43 26 26 74 68 69 73 2e 70 61 75 73 65 28 29 2c 74 68 69 73 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64
69 63 61 74 6f 72 45 6¢ 65 6d 65 6e 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 4944 2c 7b 7
265 6¢ 61 74 65 64 54 61 72 67 65 74 32 63 2c 64 69 72 65 63 74 69 6f 6e 3a 72 2c 66 72 6f 6d 3a 6¢ 2¢c 74 6f 3a 5f 7d 2
93b502e 737570 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65
6d 65 6e 74 29 2e 68 61 73 43 6¢c 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6¢ 61 73 73 28 73 29 2c 50 2e 72
65 66 6¢ 6f 77 28 63 29 2c 74 28 61 29 2e 61 64 64 43 6¢ 61 73 73 28

Data Ascii: ItPrevented()&&a&&c){this._isSliding=!0,C&&this.pause(),this._setActivelndicatorElement(c);var I=t.Event(d.S
LID {relatedTarget:c,direction:r,from:l,to:_});P.supportsTransitionEnd()&&t(this._element).hasClass(p)?(t(c).addClass(s)
,P.reflow(c),t(a).addClass(

Data Raw: 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 64 2e 43 4c 49 43 4b
5f 44 41 54 41 5f 41 50 49 2c 79 2e 44 41 54 41 5f 53 4c 49 44 45 2c 43 2e 5f 64 61 74 61 41 70 69 43 6¢ 69 63 6b 48 61
6e 64 6¢ 65 72 29 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63
74 69 6f 6e 28 29 7b 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76
61 72 20 65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 65 2C
65 2e 64 61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63
65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d

Data Ascii: ),0}();return t(document).on(d.CLICK_DATA_API,y.DATA_SLIDE,C._dataApiClickHandler),t(window).on(d.
LOAD_DATA_API function(){t(y.DATA_RIDE).each(function(){var e=t(this);C._jQueryInterface.call(e,e.data())})}),t.fn[e]=C.
_jQuerylinterface,t.fn[e].Constructor=

Data Raw: 2e 68 69 64 65 28 29 3a 74 68 69 73 2e 73 68 6f 77 28 29 7d 2c 6f 2e 73 68 6f 77 3d 66 75 6e 63 74 69 6f 6e
2829 7b 76 61 72 20 65 2¢ 73 2¢ 72 3d 74 68 69 73 3b 69 66 28 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f
6e 69 6e 67 26 26 21 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 26 26 28 74
68 69 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e
5f 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6¢ 74 65 72 28 27 5b 64 61 74 61 2d
70 61 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2e 6¢
65 6e 67 74 68 26 26 28 65 3d 6e 75 6¢ 6¢ 29 2c 21 28 65 26 26 28 73 3d

Data Ascii: .hide():this.show()},0.show=function(){var e,s,r=this;if('this._isTransitioning&&!t(this._element).hasClass(c)&&
(this._parent&&0===(e=t.makeArray(t(this._parent).find(p.ACTIVES) filter('[data-parent=""+this._config.parent+"]’))
).length&&(e=null),!(e&&(s=

Data Raw: 6f 76 65 43 6¢ 61 73 73 28 63 29 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢ 65 6e 67 74
68 3e 30 29 66 6f 72 28 76 61 72 20 73 3d 30 3b 73 3¢ 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢ 65
6e 67 74 68 3b 73 2b 2b 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b 73 5d 2c 6f
3d 50 2e 67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 72 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 3d 6f
29 74 28 6f 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6¢ 61 73 73 28 64 29 2e 61 74 74 7
2282261726961 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f
6e 69 6e 67 28 21 30 29 3b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6

Data Ascii: oveClass(c),this._triggerArray.length>0)for(var s=0;s<this._triggerArray.length;s++){var r=this._triggerArra
y[s],0=P.getSelectorFromElement(r);if(nulll==0)t(0).hasClass(c)||t(r).addClass(d).attr("aria-expanded",!1)}this.setTrans
itioning(!0);var a=function

Data Raw: 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 50 2e 67 65 74 53
65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢ 65 6d 65 6€ 74 28 65 29 3b 72 65 74 75 72 6e 20 6e 3f 74 28 6e 29 5b 30 5d 3a 6e
75 6¢ 6¢ 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74
75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 2¢
6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6¢ 3d 72 28 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3
d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6¢ 2e 74 6f 67 67 6¢ 65 26 26 2f 73 68 6f 77 7C 68 69 64 6
5 2f 2e 74 65 73 74 28 65 29 26 26 28 6¢ 2e 74 6f 67 67 6¢ 65 3d

Data Ascii: FromElement=function(e){var n=P.getSelectorFromElement(e);return n?t(n)[0]:null},i._jQueryInterface=function
(e){return this.each(function(){var s=t(this),o=s.data(n),I=r({},a,s.data(),"object"==typeof e&&e);if('o&&I.toggle&&/sho
wlhide/.test(e)&&(l.toggle=
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Data

Data Raw: 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 6e 6f 74 28 2e 64 69
7361 62 6¢ 65 64 29 22 2c 41 3d 22 74 6f 70 2d 73 74 61 72 74 22 2¢ 62 3d 22 74 6f 70 2d 65 6e 64 22 2c 44 3d 22 62 6f
7474 6f6d 2d 73 74 61 72 74 22 2¢ 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2¢ 77 3d 22 72 69 67 68 74 2d 73 74 61 72
7422 2c 4e 3d 22 6¢ 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 66 6¢ 69 70 3a 21 30 2c 62 6f
75 6e 64 61 72 79 3a 22 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75 6d 62
65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2c 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6€ 22 2¢ 62 6f 75 62
64617279 3a 222873747269 6e 67 7c 65 6¢ 65 6d 65 6e

Data Ascii: dropdown-menu .dropdown-item:not(.disabled)",A="top-start",b="top-end",D="bottom-start",S="bottom-
end",w="right-start",N="left-start",O={offset:0,flip:!0,boundary:"scrollParent"} k={offset:"(number|string|function)",fl
ip:"boolean”,boundary:"(string|elemen

Data Raw: 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65
6¢ 65 6d 65 6e 74 2c 69 29 2c 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 6f 29 2¢ 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 2¢ 6e 75 6¢ 6¢ 21 3d 3d 74 68 69
73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2¢ 74 68 69 73 2e
5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 6¢ 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e
5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d 3d 74
68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f

Data Ascii: pose=function(){t.removeData(this._element,i),t(this._element).off(0),this._element=null,this._menu=null,nul
I'==this._popper&&(this._popper.destroy(),this._popper=null)},l.update=function(){this._inNavbar=this._detectNavbar(),nu
lllI==this._popper&&this._po

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 29 3b 69
66 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a
6e 75 6¢ 6¢ 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2¢ 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65
6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 77 2
0 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27
29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b
69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26 26 28 22 6b

Data Ascii: (function()}{var n=t(this).data(i);if(n||(n=new a(this,"object"==typeof e?e:null),t(this).data(i,n)),"string"==typeof e)
{if("undefined"==typeof n[e])throw new TypeError('No method named "+e+"");n[e]()}})},a._clearMenus=function(e){if('e|
|3!1==e.which&&("k

Data Raw: 28 49 29 2e 67 65 74 28 29 3b 69 66 28 30 21 3d 3d 73 2e 6¢ 65 6e 67 74 68 29 7b 76 61 72 20 72 3d 73 2e
69 6e 64 65 78 4f 66 28 65 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3e 30 26 26 72 2d
2d 2c 34 30 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6¢ 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3c 30 26 26
28 72 3d 30 29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6¢ 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77 68 69 63
6829 7b 76 61 72 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65 72 28 22
66 6f 63 75 73 22 29 7d 74 28 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6¢ 69 63 6b 22 29 7d 7d 7d 2c 73 28 61
2c 6e 75 6¢ 6¢ 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2¢ 67 65 74

Data Ascii: (1).get();if(0!==s.length){var r=s.indexOf(e.target);38===e.which&&r>0&&r--,40===e.which&&r<s.length-
1&&r++,r<0&&(r=0),s[r].focus()}}else{if(27===e.which){var o=t(n).find(E)[0];t(0).trigger("focus")}t(this).trigger("click")}}},s
(a,null,[{key:"VERSION",get

Data Raw: 22 6d 6f 64 61 6¢ 2d 6f 70 65 6e 22 2c 64 3d 22 66 61 64 65 22 2c 5f 3d 22 73 68 6f 77 22 2c 67 3d 7b 44 49
41 4c 4f 47 3a 22 2e 6d 6f 64 61 6¢ 2d 64 69 61 6¢ 6f 67 22 2¢c 44 41 54 41 5f 54 4f 47 47 4c 45 3a 27 5b 64 61 74 61 2d
74 6f 67 67 6¢ 65 3d 22 6d 6f 64 61 6¢ 22 5d 27 2¢ 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d 64 69 73
6d 69 73 73 3d 22 6d 6f 64 61 6¢ 22 5d 27 2c 46 49 58 45 44 5f 43 4Af 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d 74 6f 70
2c 20 2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 63 6b 79 2d 74 6f 70 22
2c 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f 54 4f 47
47 4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6¢C

Data Ascii: "modal-open”,d="fade",_="show",g={DIALOG:".modal-dialog",DATA_TOGGLE:[data-toggle="modal"],DATA_
DISMISS:'[data-dismiss="modal"]’,FIXED_CONTENT:".fixed-top, .fixed-bottom, .is-fixed, .sticky-top",STICKY_CONT
ENT:".sticky-top",NAVBAR_TOGGLER:".navbar-togg|

Data Raw: 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f
6e 69 6e 67 26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 69 3d 74 2e 45 76 65 6e 74 28 68 2e 48 49
44 45 29 3b 69 66 28 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74 68 69 73
2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 7
3 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e
45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3b 73 26 26
28 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d

Data Ascii: .preventDefault(),!this._isTransitioning&&this._isShown){var i=t.Event(h.HIDE);if(t(this._element).trigger(i
),this._isShown&&li.isDefaultPrevented()){this._isShown=!1;var s=P.supportsTransitionEnd()&&t(this._element).h
asClass(d);s&&(this._isTransitioning=

Data Raw: 6f 63 75 73 26 26 74 68 69 73 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72 20 73 3d 74 2e 45
76 65 6e 74 28 68 2e 53 48 4f 57 4e 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 2¢ 72 3d 66 75 6e 63 74
69 6f 6e 28 29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6¢ 65 6d 65 6€ 74 2e 66 6f 63 75 73 28
29 2c 6e 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72
69 67 67 65 72 28 73 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 29 2e 6f 6€ 65 28 50 2e 54 52 41 4e 53 49
54 49 4f 4e 5f 45 4e 44 2c 72 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30 29 3a 72
2829 7d 2c 70 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 3d 66

Data Ascii: ocus&&this._enforceFocus();var s=t.Event(h.SHOWN ({relatedTarget:e}),r=function(){n._config.focus&&
n._element.focus(),n._isTransitioning=!1,t(n._element).trigger(s)};i?t(this._dialog).one(P.TRANSITION_END;r).e
mulateTransitionEnd(300):r()},p._enforceFocus=f

Data Raw: 22 64 69 76 22 29 2c 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6¢ 61 73 73 4e 61 6d 65 3d 75 2c 69 26
26 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2c 74 28 74 68 69 73 2e 5f 62
61 63 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 74 28 74 68 69 73 2e
5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29
7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f
7043 6¢ 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 26 26 28
22 7374 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67

Data Ascii: "div"),this._backdrop.className=u,i&&f(this._backdrop).addClass(i),t(this._backdrop).appendTo(docu
ment.body),t(this._element).on(h.CLICK_DISMISS, function(t){n._ignoreBackdropClick?n._ignoreBackdropClick=!1:t.
target===t.currentTarget&&("static"===n._config
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Data

Data Raw: 6e 28 6e 2c 69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6c 65 2e 70 61 64 64 69 6e 67 52
69 67 68 74 2c 72 3d 74 28 69 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64
61 74 61 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67
68 74 22 2c 70 61 72 73 65 46 6¢ 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78 22
29 7d 29 2c 74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 2¢
69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6¢ 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2c 72 3d 74 28
69 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 3b

Data Ascii: n(n,i){var s=t(i)[0].style.paddingRight,r=t(i).css("padding-right");t(i).data("padding-right",s).css("padding-right",p
arseFloat(r)+e._scrollbarWidth+"px")}),t(g.STICKY_CONTENT).each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css
("margin-right");

Data Raw: 29 2c 65 7d 2c 6f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 69
297b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72 20 73 3d 74 28 74
68 69 73 29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6¢ 74 2c 74 28 74 68 69 73 29 2e 64
61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28 73 3d 6e 6
577 20 6f 28 74 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2c 73 29 29 2¢ 22 73 74 72 69 6e 67 22
3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73 5b 65 5d
29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e

Data Ascii: ),e},0._jQuerylnterface=function(e,i){return this.each(function(){var s=t(this).data(n),a=r({},0.Default,t(this).data(
),"object"==typeof e&&e);if(s||(s=new o(this,a),t(this).data(n,s)),"string"==typeof e){if(‘undefined"==typeof s[e])throw new
TypeError('N

Data Raw: 6¢ 65 6d 65 6e 74 29 22 7d 2c 63 3d 7b 41 55 54 4f 3a 22 61 75 74 6f 22 2c 54 4f 50 3a 22 74 6f 70 22 2c 52
49 47 48 54 3a 22 72 69 67 68 74 22 2c 42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2c 4c 45 46 54 3a 22 6¢ 65 66 74 22
7d 2c 75 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3¢ 64 69 76 20 63 6¢ 61 73 73 3d
22 74 6f 6 6¢ 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72 72
6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64
69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6¢ 65 3a 22
22 2c 64 65 6¢ 61 79 3a 30 2c 68 74 6d 6¢ 3a 21 31 2c 73 65

Data Ascii: lement)"},c={AUTO:"auto", TOP:"top",RIGHT:"right",BOTTOM:"bottom" ,LEFT:"left"},u={animation:!0,temp
late:'<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-inner"></div></div>'trigger:"hover
focus" title:"",delay:0,html:!1,se

Data Raw: 34 33 37 65 0d Oa 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 28 65 2e 63 75 72 72 65 6e 74 54 61
7267 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2¢ 74 28 65 2e 63 75 72
72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 2c 69 29 29 2c 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72
2e 63 6¢ 69 63 6b 3d 21 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69 63 6b 2¢ 69 2e 5f 69 73 57 69 74 6
841637469 76 65 54 72 69 67 67 65 72 28 29 3f 69 2e 5f 65 6e 74 65 72 28 6e 75 6¢ 6¢ 2¢ 69 29 3a 69 2e 5f 6¢ 65 61
76 65 28 6e 75 6¢ 6¢ 2¢ 69 29 7d 65 6¢ 73 65 7h 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74
2829 29 2e 6861 73 43 6¢ 61 73 73 28 70 29 29 72 65 74 75 72 6e 20

Data Ascii: 437ew this.constructor(e.currentTarget,this._getDelegateConfig()),t(e.currentTarget).data(n,i)),i._activeTri
gger.click=!i._activeTrigger.click,i._isWithActiveTrigger()?i._enter(null,i):i._leave(null,i)}else{if(t(this.getTipElement()).hasC
lass(p))return

Data Raw: 65 6¢ 65 6d 65 6e 74 29 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d 65 6e 74 2c 68 3d 74 68 69
73 2e 5f 67 65 74 41 74 74 61 63 68 6d 65 6e 74 28 6¢ 29 3b 74 68 69 73 2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43
6c 61 73 73 28 68 29 3b 76 61 72 20 63 3d 21 31 3d 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65
72 3f 64 6f 63 75 6d 65 6e 74 2e 62 6 64 79 3a 74 28 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 29
3b 74 28 72 29 2e 64 61 74 61 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2c 74 68 6
97329 2c 74 2e 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6
74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2c 74 68 69 73

Data Ascii: element):this.config.placement,h=this._getAttachment(l);this.addAttachmentClass(h);var c=!1===this.config.co
ntainer?document.body:t(this.config.container);t(r).data(this.constructor. DATA_KEY this),t.contains(this.element.ownerDo
cument.documentElement,this

Data Raw: 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 48 49 44 44 45 4e 29 2c 6e 75 6¢ 6¢ 21 3d 3d 6e 2e 5f
70 6f 70 70 65 72 26 26 6e 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 65 26 26 65 28 29 7d 3b 74 28 74 68
69 73 2e 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 29 2c 73 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65
6e 74 65 64 28 29 7c 7c 28 74 28 69 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 70 29 2c 22 6f 6e 74 6f 75 63 68 73 74 61
727422 69 6e 20 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6€ 74 26 26 74 28 22 62 6f 64 79 22
29 2e 63 68 69 6¢ 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2 6 75 6C 6C 2C 74 2€ 6e 6f 6f 70
29 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65

Data Ascii: constructor.Event. HIDDEN),null!==n._popper&&n._popper.destroy(),e&&e()};t(this.element).trigger(s)
,s.isDefaultPrevented()||(t(i).removeClass(p),“ontouchstart"in document.documentElement&&t("body").children().
off("mouseover",null,t.noop),this._activeTrigge

Data Raw: 6¢ 69 74 28 22 20 22 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 69 66 28 22 63 6¢ 69
63 6b 22 3d 3d 3d 6e 29 74 28 65 2e 65 6¢ 65 6d 65 6€ 74 29 2e 6f 6e 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45
76 65 6e 74 2e 43 4c 49 43 4b 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6¢ 65 63 74 6f 72 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29
7b 72 65 74 75 72 6e 20 65 2e 74 6f 67 67 6¢ 65 28 74 29 7d 29 3b 65 6¢ 73 65 20 69 66 28 6€ 21 3d 3d 43 29 7b 76 61
72 20 69 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 45 4e 54 45 52
3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63
6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53

Data Ascii: lit(" ").forEach(function(n){if(“click"===n)t(e.element).on(e.constructor.Event.CLICK,e.config.selector,function(t)
{return e.toggle(t)});else if(n!==C){var i=n===E?e.constructor.Event. MOUSEENTER:e.constructor.Event. FOCUSIN,s=n==
=E?e.constructor.Event. MOUS

Data Raw: 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 3b 28 6e 3d 6e 7c 7c 74 28 65 2e 63
757272 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 29 29 7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f 6e
73747275 63 74 6f 72 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢ 65 67
61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 2c 6
e 29 29 2c 65 26 26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e
74 79 70 65 3f 54 3a 45 5d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69 76 65 54 72 69 67 67 65 72 28 29 7c
7c 28 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f

Data Ascii: his.constructor.DATA_KEY;(n=n||t(e.currentTarget).data(i))||(n=new this.constructor(e.currentTarget,this._ge
tDelegateConfig()),t(e.currentTarget).data(i,n)),e&&(n._activeTrigger[‘focusout'===e.type?T:E]=!1),n._isWithActiveTrigge
r()||(clearTimeout(n._timeo
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:32 UTC 1277 IN
2022-05-26 12:55:32 UTC 1278 IN
2022-05-26 12:55:32 UTC 1279 IN
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2022-05-26 12:55:32 UTC 1282 IN
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2022-05-26 12:55:32 UTC 1285 IN
2022-05-26 12:55:32 UTC 1286 IN
2022-05-26 12:55:32 UTC 1287 IN
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Data

Data Raw: 74 22 29 26 26 28 74 28 65 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 67 29 2c 74 68 69 73 2e 63 6f 6e 66 69
67 2e 61 6e 69 6d 61 74 69 6f 6e 3d 21 31 2c 74 68 69 73 2e 68 69 64 65 28 29 2c 74 68 69 73 2e 73 68 6f 77 28 29 2¢
74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6 3d 6e 29 7d 2c 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65
72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6 63
74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 29 2¢ 73 3d 22 6f 62 6a 65 63 74 22
3d 3d 74 79 70 65 6f 66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70 6f 73 65 7c 68 69 64 65 2f 2e 74 65 73
74 28 65 29 29 26 26 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69

Data Ascii: t")&&(t(e).removeClass(g),this.config.animation=!1,this.hide(),this.show(),this.config.animation=n)},a._jQue
rylnterface=function(e){return this.each(function(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||!/dispose|hide/
.test(e))&&(n||(n=new a(thi

Data Raw: 63 75 73 69 6e 22 2b 69 2c 46 4f 43 55 53 4f 55 54 3a 22 66 6 63 75 73 6f 75 74 22 2b 69 2c 4d 4f 55 53 45
45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65
6176 65 22 2b 69 7d 2c 67 3d 66 75 6e 63 74 69 6f 6e 28 72 29 7b 76 61 72 20 6f 2c 67 3b 66 75 6e 63 74 69 6f 6e 20
702829 7b 72 65 74 75 72 6e 20 72 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7c 7c 74 68 69
73 7d 67 3d 72 2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 67 2e 70 72
6f 74 6f 74 79 70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 6f 2¢ 6f 2e 5f 5f 70 72
6f 74 6f 5f 5f 3d 67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74

Data Ascii: cusin”+i,FOCUSOUT:"focusout"+i, MOUSEENTER:"mouseenter"+i,MOUSELEAVE:"mouseleave"+i},g=fu
nction(r){var o,g;function p(){return r.apply(this,arguments)||this}g=r,(o=p).prototype=Object.create(g.prototype),0.pro
totype.constructor=0,0.__proto__=g;var m=p.prot

Data Raw: 3a 22 4e 41 4d 45 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 7d 7d 2c 7b 6b
65 79 3a 22 44 41 54 41 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7d 7d
2c 7b 6b 65 79 3a 22 45 76 65 6e 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 7d 7d
2c 7b 6b 65 79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 2
069 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 54 79 70 65 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72
65 74 75 72 6e 20 68 7d 7d 5d 29 2c 70 7d 28 55 29 3b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75
65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f

Data Ascii: :"NAME",get:function(){return e}},{key:"DATA_KEY",get:function(){return n}} {key:"Event",get:function(){return
_N{key:"EVENT_KEY",get:function(){return i}},{key:"DefaultType",get:function(){return h}}]),p}(U);return t.fn[e]=g.
_jQuerylinterface,t.fn[e].Co

Data Raw: 65 66 72 65 73 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73
2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 3d 3d 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 77 69
6e 64 6f 77 3f 64 3a 5f 2¢ 69 3d 22 61 75 74 6f 22 3d 3d 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 3f
6e 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2¢ 73 3d 69 3d 3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53
63 72 6f 6¢ 6¢ 54 6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67
65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢
6c 48 65 69 67 68 74 28 29 2c 74 2e 6d 61 6b 65 41 72 72 61

Data Ascii: efresh=function(){var e=this,n=this._scrollElement===this._scrollElement.window?d:_,i="auto"===this._config.
method?n:this._config.method,s=i===_?this._getScrollTop():0;this._offsets=[] this._targets=[],this._scrollHeight=this._g
etScrollHeight(),t.makeArra

Data Raw: 69 67 68 74 3a 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 67 65 74 42 6f 75 6e 64 69 6e 67
43 6¢ 69 65 6e 74 52 65 63 74 28 29 2e 68 65 69 67 68 74 7d 2c 67 2e 5f 70 72 6f 63 65 73 73 3d 66 75 6e 63 74 69 6f 6e
2829 7b 76 61 72 20 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 28 29 2b 74 68 69 73 2e 5f 63 6f 6e 66
69 67 2e 6f 66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 28 29 2¢ 6e 3d 74 68
69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 73 2e 5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68
7428 29 3b 69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66
72 6573 68 28 29 2¢ 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74

Data Ascii: ight:this._scrollElement.getBoundingClientRect().height},g._process=function(){var t=this._getScrollTop()+th
is._config.offset,e=this._getScrollHeight(),n=this._config.offset+e-this._getOffsetHeight();if(this._scrollHeight!'==e&&t
his.refresh(),t>=n){var i=t

Data Raw: 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22
3d 3d 74 79 70 65 6f 66 20 69 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65
74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 69 5b 65 5d 28 29 7d 7d 29 7d 2c 73 28 6f 2c 6e 75 6¢
6¢ 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e
22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7
b 72 65 74 75 72 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68
2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f

Data Ascii: ),"string"==typeof e){if("undefined"==typeof i[e])throw new TypeError('No method named "“+e+"");i[e]()}})},
s(o,null,[{key:"VERSION",get:function(){return“4.0.0"}},{key:"Default",get:function(){return a}}]),0}();return t(window)
.on(h.LOAD_DATA_API,functio

Data Raw: 61 72 67 65 74 3a 69 7d 29 3b 69 66 28 69 26 26 74 28 69 29 2e 74 72 69 67 67 65 72 28 63 29 2c 74 28 74
68 69 73 2e 5f 65 6¢ 65 6d 65 6 74 29 2e 74 72 69 67 67 65 72 28 75 29 2c 21 75 2e 69 73 44 65 66 61 75 6¢ 74 50 72
65 76 65 6e 74 65 64 28 29 26 26 21 63 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 6f 26 26
28 6e 3d 74 28 6f 29 5b 30 5d 29 2¢ 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6 74
2c 7329 3b 76 61 72 20 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 2e 45 76 65 6e 74 28 72 2e 48 49
44 44 45 4e 2¢c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 6¢ 65 6d 65 6e 74 7d 29 2c 73 3d 74 2e 45 76
65 6e 74 28 72 2e 53 48 4f 57 4e 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67

Data Ascii: arget:i});if(i&&t(i).trigger(c),t(this._element).trigger(u),!u.isDefaultPrevented()&&!c.isDefaultPrevented()){o&&
(n=t(0)[0]),this._activate(this._element,s);var g=function(){var n=t.Event(r.HIDDEN {relatedTarget:e._element}),s=t
.Event(r.SHOWN f{relatedTarg

Data Raw: 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d
7d 5d 29 2c 6e 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 72 2e 43 4c 49 43 4b 5f 44
4154 41 5f 41 50 49 2c 67 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28
29 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 74 28 74 68 69 73 29 2¢ 22 73 68 6f 77
2229 7d 29 2c 74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 2e 74
61 62 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61

Data Ascii: RSION",get:function(){return"4.0.0"}}]),n}();return t(document).on(r.CLICK_DATA_API,g,function(e){e.preventD
efault(),v._jQuerylInterface.call(t(this),"show")}),t.fn.tab=v._jQueryInterface,t.fn.tab.Constructor=v,t.fn.tab.noConflic
t=function(){return t.fn.ta

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
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Session ID Source IP
4 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:05 UTC 11

2022-05-26 12:55:06 UTC 18

2022-05-26 12:55:06 UTC 19

2022-05-26 12:55:06 UTC 34

2022-05-26 12:55:06 UTC 50

2022-05-26 12:55:06 UTC 66

2022-05-26 12:55:06 UTC 82

Copyright Joe Security LLC 2022

Source Port

49747

Direction

ouT

Destination

Destination IP Process

Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /templates/default/css/urlsandbox.css HTTP/1.1
Host: urlsand.esvalabs.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://urlsand.esvalabs.com/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:05 GMT

Content-Type: text/css

Content-Length: 188286

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-2df7e"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: ‘unsafe-inline’;
x-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self'

Accept-Ranges: bytes

Data Raw: 40 63 68 61 72 73 65 74 20 22 55 54 46 2d 38 22 3b 0a 40 69 6d 70 6f 72 74 20 75 72 6¢ 28 22 68 74 74 70 73
3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6¢ 79 3d 4f 70 65 6€ 2b 53
61 6e 73 3a 34 30 30 69 74 61 6¢ 69 63 2¢ 37 30 30 69 74 61 6¢ 69 63 2C 34 30 30 2c 37 30 30 22 29 3b Oa 62 6f 64 79
2073 76 67 20 7b 0a 20 20 66 69 6¢ 6¢ 3a 20 63 75 72 72 65 6e 74 43 6f 6¢ 6f 72 3b 20 7d Oa Oa 2f 2a 21 Oa 20 2a 20 42
6f 6f 74 73 74 72 61 70 20 76 33 2e 33 2e 36 20 28 68 74 74 70 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d
29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 30 31 35 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e Oa
20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49

Data Ascii: @charset "UTF-8";@import url("https:/fonts.googleapis.com/css?family=Open+Sans:400italic, 700itali
¢,400,700");body svg { fill: currentColor; }/*! * Bootstrap v3.3.6 (http:/getbootstrap.com) * Copyright 2011-2015 Twitter,
Inc. * Licensed under Ml

Data Raw: Oa Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 62 69 73 68 6f 70 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65
6e 74 3a 20 22 5c 65 32 31 34 22 3b 20 7d Oa Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 6b 6e 69 67 68 74 3a 62 65 66 6f 72
65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5¢ 65 32 31 35 22 3b 20 7d Oa Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 62
61 62 79 2d 66 6f 72 6d 75 6¢ 61 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5¢ 65 32 31 36 22 3b
20 7d Oa Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 74 65 6e 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 2
022 5c 32 36 66 61 22 3b 20 7d 0a Oa 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 62 6¢ 61 63 6b 62 6f 61 72 64 3a 62 65 66 6f 72
65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5¢ 65 32 31 38 22

Data Ascii: .glyphicon-bishop:before { content: "\e214"; }.glyphicon-knight:before { content: "\e215"; }.glyphicon-baby-
formula:before { content: "\e216"; }.glyphicon-tent:before { content: “\26fa"; }.glyphicon-blackboard:before { content:
"\e218"

Data Raw: 67 69 6e 2d 6c 65 66 74 3a 20 34 31 2e 36 36 36 36 37 25 3b 20 7d Oa 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66
7365 74 2d 36 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 35 30 25 3b 20 7d 0a 20 20 2e 63 6f 6¢ 2d
73 6d 2d 6f 66 66 73 65 74 2d 37 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 35 38 2e 33 33 33 33 33
25 3b 20 7d 0a 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66 73 65 74 2d 38 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 6
6 74 3a 20 36 36 2e 36 36 36 36 37 25 3b 20 7d 0a 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66 73 65 74 2d 39 20 7b Oa 20 20
2020 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 37 35 25 3b 20 7d Oa 20 20 2e 63 6f 6¢ 2d 73 6d 2d 6f 66 66 73 65 74 2d
3130 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 38

Data Ascii: gin-left: 41.66667%; } .col-sm-offset-6 { margin-left: 50%; } .col-sm-offset-7 { margin-left: 58.33333%; } .c
ol-sm-offset-8 { margin-left: 66.66667%; } .col-sm-offset-9{ margin-left: 75%; } .col-sm-offset-10 { margin-left: 8

Data Raw: 74 2d 70 6c 61 63 65 68 6f 6¢ 64 65 72 20 7b Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 39 39 39 39 39 39 3b 20
7d 0a 20 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 3a 2d 6d 73 2d 65 78 70 61 6e 64 20 7b 0a 20 20 20 20 62 6f 72 64
65 72 3a 20 30 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 20 74 72 61 6e 73 70 61 72 65 6e
74 3b 20 7d Oa 20 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 5b 64 69 73 61 62 6¢ 65 64 5d 2¢ 20 2e 66 6f 72 6d 2d 63 6f
6e 74 72 6f 6¢ 5b 72 65 61 64 6f 6e 6¢ 79 5d 2¢ 0a 20 20 66 69 65 6¢ 64 73 65 74 5b 64 69 73 61 62 6¢ 65 64 5d 20 2e
66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6¢ 6f 72 3a 20 23 65 65
65 65 65 65 3b 0a 20 20 20 20 6f 70 61 63 69 74 79 3a 20 31 3b

Data Ascii: t-placeholder { color: #999999; } .form-control::-ms-expand { border: 0; background-color: transparent; }
.form-control[disabled], .form-control[readonly], fieldset[disabled] .form-control { background-color: #eeeeee; opacity:
AL

Data Raw: 6f 72 3a 20 23 61 61 62 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66
3b 20 7d Oa Oa 2e 62 74 6e 2d 70 72 69 6d 61 72 79 20 7b Oa 20 20 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 0a 20 20 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 35 36 61 63 34 33 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a
20 233536 61 63 34 33 3b 20 7d 0a 20 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2c 20 2e 62 74 6e 2d
7072 69 6d 61 72 79 2e 66 6f 63 75 73 20 7b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 0a 20 20 20 20 62 61 6
36b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 34 34 38 37 33 35 3b 0a 20 20 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 7
2322023323835 303166 3b 20 7d 0a 20 20 2e 62 74 6e 2d 70

Data Ascii: or: #aab; background-color: #fff; }.btn-primary { color: #fff; background-color: #56ac43; border-color:
#56ac43; } .btn-primary:focus, .btn-primary.focus { color: #fff; background-color: #448735; border-color: #28501f; }
.btn-p
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Timestamp

2022-05-26 12:55:06 UTC 124

2022-05-26 12:55:06 UTC 140

2022-05-26 12:55:06 UTC 156

2022-05-26 12:55:06 UTC 172

2022-05-26 12:55:06 UTC 188

2022-05-26 12:55:06 UTC 204

2022-05-26 12:55:06 UTC 220

Session ID Source IP
40 192.168.2.3
Timestamp

Copyright Joe Security LLC 2022

kBytes
transferred

kBytes
transferred

Direction

IN

Source Port

49857

Direction

Data

Data Raw: 74 6e 2d 67 72 6f 75 70 20 3e 20 2e 62 74 6e 20 2b 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 20 7b
0a 20 20 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 20 38 70 78 3b 0a 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20
387078 3b 20 7d Oa Oa 2e 62 74 6e 2d 67 72 6f 75 70 20 3e 20 2e 62 74 6e 2d 6¢ 67 20 2b 20 2e 64 72 6f 70 64 6f 77
6e 2d 74 6f 67 67 6¢ 65 2c 20 2e 62 74 6e 2d 67 72 6f 75 70 2d 6¢ 67 2e 62 74 6e 2d 67 72 6f 75 70 20 3e 20 2e 62 74 6e
20 2b 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 20 7b 0a 20 20 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 20 31 3
27078 3b0a 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 31 32 70 78 3b 20 7d Oa Oa 2e 62 74 6e 2d 67 72 6f
75 70 2e 6f 70 65 6e 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢

Data Ascii: tn-group > .btn + .dropdown-toggle { padding-left: 8px; padding-right: 8px; }.btn-group > .btn-lg + .dropdown-
toggle, .btn-group-lg.btn-group > .btn + .dropdown-toggle { padding-left: 12px; padding-right: 12pXx; }.btn-group.open
.dropdown-toggl

Data Raw: 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2¢
2032 35 35 2¢ 20 32 35 35 2c 20 30 2e 31 29 2¢ 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2¢
20 32 35 35 2¢ 20 30 2e 31 29 3b 0a 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30
2072 67 62 61 28 32 35 35 2¢ 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 31 29 2¢ 20 30 20 31 70 78 20 30 20 72 67 62 61
28 32 35 35 2c 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 31 29 3b 0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 31 31 70
78 3b 0a 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 31 31 70 78 3b 20 7d Oa 20 20 40 6d 65 64 69 61 20 28 6d
69 6e 2d 77 69 64 74 68 3a 20 37 36 38 70 78 29 20 7b 0a 20 20 20 20 2e

Data Ascii: -box-shadow: inset 0 1px 0 rgba(255, 255, 255, 0.1), 0 1px 0 rgha(255, 255, 255, 0.1); box-shadow: inset 0
1px 0 rgba(255, 255, 255, 0.1), 0 1px 0 rgha(255, 255, 255, 0.1); margin-top: 11px; margin-bottom: 11px; } @media (mi
n-width: 768px) {

Data Raw: 2d 69 74 65 6d 2e 63 75 72 72 65 6e 74 5f 61 6e 63 65 73 74 6f 72 20 3e 20 2e 62 61 64 67 65 2c 0a 20 20 2e
6e 61 76 2d 70 69 6¢ 6¢ 73 20 3e 20 2e 61 63 74 69 76 65 20 3e 20 61 20 3e 20 2e 62 61 64 67 65 2¢ Oa 20 20 2e 6e 61
76 6261 72 2d 6e 61 76 20 2e 6e 61 76 2d 70 69 6¢ 6¢ 73 20 3e 20 2e 63 75 72 72 65 6e 74 20 3e 20 61 20 3e 20 2e 62
61 64 67 65 2c 0a 20 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 70 69 6¢ 6¢ 73 20 3e 20 2e 63 75 72 72 65
6e 74 5f 61 6e 63 65 73 74 6f 72 20 3e 20 61 20 3e 20 2e 62 61 64 67 65 20 7b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 35
36 61 63 34 33 3b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 20 7d Oa 20 20
2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 20 3e 20 2e 62 61 64

Data Ascii: -item.current_ancestor > .badge, .nav-pills > .active > a > .badge, .navbar-nav .nav-pills > .current > a >
.badge, .navbar-nav .nav-pills > .current_ancestor > a > .badge { color: #56ac43; background-color: #fff; } .list-group-
item > .bad

Data Raw: 75 70 2d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 20 7b Oa 20 20 63 6f 6¢ 6f 72 3a 20 23 64 30 38 36 30 62 3b 20
7d 0a 20 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 20 2e 6¢ 69 73 74 2d 67 72 6f
7570 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 2c 0a 20 20 62 75 74 74 6f 6e 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74
65 6d 2d 77 61 72 6e 69 6e 67 20 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 20 7b Oa 20
20 20 20 63 6f 6¢ 6f 72 3a 20 69 6e 68 65 72 69 74 3b 20 7d 0a 20 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d
2d 77 61 72 6e 69 6e 67 3a 68 6f 76 65 72 2c 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 77 61 72 6e 69
6e 67 3a 66 6f 63 75 73 2c 0a 20 20 62 75 74 74 6f 6e 2e 6¢ 69 73 74

Data Ascii: up-item-warning { color: #d0860b; } a.list-group-item-warning .list-group-item-heading, button.list-group-item-
warning .list-group-item-heading { color: inherit; } a.list-group-item-warning:hover, a.list-group-item-warning:focus,
button.list

Data Raw: 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 67 65 20 3e 20 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 20 3e
20 74 66 6f 6f 74 20 3e 20 74 72 20 3e 20 74 68 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 6e 65 6¢ 20
3e 20 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 3e 20 74 66 6f 6f 74 20 3e 20 74 72 20 3e 20 74 64 3a 66 69 72 73
74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 67 65 20 3e 20 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 3e 20 74 66
6f 6f 74 20 3e 20 74 72 20 3e 20 74 64 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 2c 0a 20 20 2e 70 61 6e 65 6¢ 20 3e 20 2e 7
461 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 20 3e 20 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 3e 20 74 68 65
61 64 20 3e 20 74 72 20 3e 20 74 68 3a 66 69 72 73 74 2d 63 68 69

Data Ascii: t-child, .page > .table-bordered > tfoot > tr > th:first-child, .panel > .table-bordered > tfoot > tr > td:first-child,
.page > .table-bordered > tfoot > tr > td:first-child, .panel > .table-responsive > .table-bordered > thead > tr > th:first-chi

Data Raw: 2d 77 69 64 74 68 3a 20 35 70 78 20 35 70 78 20 30 3b 0a 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f
72 3a 20 23 30 30 30 3b 20 7d Oa Oa 2e 74 6f 6f 6¢ 74 69 70 2e 74 6f 70 2d 6¢ 65 66 74 20 2e 74 6f 6f 6¢ 74 69 70 2d 61
7272 6f 77 20 7b Oa 20 20 62 6f 74 74 6f 6d 3a 20 30 3b 0a 20 20 72 69 67 68 74 3a 20 35 70 78 3b 0a 20 20 6d 61 72
67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 2d 35 70 78 3b 0a 20 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 35 70 78 20 35
70 78 20 30 3b Oa 20 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 20 23 30 30 30 3b 20 7d Oa Oa 2e 74 6f 6f 6¢
74 69 70 2e 74 6f 70 2d 72 69 67 68 74 20 2e 74 6f 6f 6¢ 74 69 70 2d 61 72 72 6f 77 20 7b Oa 20 20 62 6f 74 74 6f 6d 3a
20 30 3b 0a 20 20 6¢ 65 66 74 3a 20 35 70 78 3b 0a 20 20 6d 61

Data Ascii: -width: 5px 5px 0; border-top-color: #000; }.tooltip.top-left .tooltip-arrow { bottom: 0; right: 5px; margin-botto
m: -5px; border-width: 5px 5px 0; border-top-color: #000; }.tooltip.top-right .tooltip-arrow { bottom: 0; left: 5px; ma

Data Raw: 6e 3a 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 20 2e 33 73 3b 20 7d 0a 20 20 2e 62 74 6e 2d 64 65
66 61 75 6¢ 74 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 61 61 62 3b 0a 20 20 20 20
66 69 6¢ 74 65 72 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 38 65 38
65 61 34 3b 20 7d Oa 20 20 20 20 2e 62 74 6e 2d 64 65 66 61 75 6¢ 74 3a 68 6f 76 65 72 20 7b 0a 20 20 20 20 20 20 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 39 66 39 66 62 32 3b 0a 20 20 20 20 20 20 66 69 6¢ 74 65 72 3a 20
6e 6f 6e 65 3b 0a 20 20 20 20 20 20 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 38 32 38 32 39 62 3b 20
7d 0a 20 20 2e 62 74 6e 2d 70 72 69 6d 61 72 79 20 7b Oa 20 20

Data Ascii: n: background-color .3s; } .btn-default { background-color: #aab; filter: none; border: 1px solid #8e8ea4;

} .btn-default:hover {  background-color: #9f9fb2; filter: none;  border: 1px solid #82829b; } .btn-primary {

I Destination
Destination IP Process
Port

104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestam
P transferred

2022-05-26 12:55:32 UTC 1287

2022-05-26 12:55:32 UTC 1288

2022-05-26 12:55:32 UTC 1289

2022-05-26 12:55:32 UTC 1289

2022-05-26 12:55:32 UTC 1290

2022-05-26 12:55:32 UTC 1291

Copyright Joe Security LLC 2022

Direction

ouT

Data

GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1

Host: cdnjs.cloudflare.com

Connection: keep-alive

Origin: https://sgpl.digitaloceanspaces.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://sgp1.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Thu, 26 May 2022 12:55:32 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=30672000

ETag: W/"5eb03fa9-4af4"

Last-Modified: Mon, 04 May 2020 16:15:37 GMT

cf-cdnjs-via: cfworker/kv

Cross-Origin-Resource-Policy: cross-origin

Timing-Allow-Origin: *

X-Content-Type-Options: nosniff

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT

Age: 558922

Expires: Tue, 16 May 2023 12:55:32 GMT

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVireport\\v3?s=HYuqNy%2FS6VEN42ngUmISRvWfMWRU7s
3rJO9H2%2BLeYEOfASGMxK%2Fp6uZ8XZnwHeLFN3akY%2BFNDOEO6cN5Y DgoJI%2Bsho%2Bgmh4WadKi
dazZIWLc7RcfDVUOO04LIBHVHEZX68MID3K%2Bw'"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}

Strict-Transport-Security: max-age=15780000

Server: cloudflare

CF-RAY: 7116aa6d6aa45c5c-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 39 36 38 0d 0a 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 6f
6¢ 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65
6e 73 65 20 28 6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 75
72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29
7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 21
3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6C 65 2€ 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 74
69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26

Data Ascii: 968/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://open
source.org/licenses/MIT). */(function(e,t){'object==typeof exports&&‘undefined'l=typeof module?module.exports=t():'func
tion'==typeof define&&

Data Raw: 6f 70 70 65 72 3d 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72
69 63 74 27 3b 66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7h 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46
75 6e 63 74 69 6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 65 29 7d 66 75 6e 63 74 69 6f
6e 20 74 28 65 2c 74 29 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72
20 6f 3d 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6¢ 65 28 65 2¢ 6€ 75 6¢ 6¢ 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74
5d 3a 6f 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e
61 6d 65 3f 65 3a 65 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e

Data Ascii: opper=t()})(this,function(){'use strict';function e(e){return e&&[object Function]'===(}.toString.call(e)}function t(
e, t){if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.

Data Raw: 7c 7c 27 48 54 4d 4c 27 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e
64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6¢ 6C
69 6e 67 45 6¢ 65 6d 65 6 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66
75 6e 63 74 69 6f 6e 20 6¢ 28 65 2c 74 29 7b 76 61 72 20 6f 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6€ 67 74 68
26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2¢ 69
3d 61 28 74 2c 27 74 6f 70 27 29 2c 6e 3d 61 28 74 2c 27 6¢ 65 66 74 27 29 2¢ 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72
6e 20 65 2e 74 6f 70 2b 3d 69 2a 72 2c 65 2e 62 6f 74 74 6f 6d 2b

Data Ascii: ||'HTML'===i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement||n;return r
[o]}return e[o]}function I(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top"),n=a(t, left’)
,r=0?-1:1;return e.top+=i*r,e.bottom+

Data Raw: 34 31 38 63 0d Oa 77 69 64 74 68 3a 6d 28 27 57 69 64 74 68 27 2c 65 2c 74 2c 6f 29 7d 7d 66 75 6e 63 74 69
6f 6e 20 63 28 65 29 7b 72 65 74 75 72 6e 20 73 65 28 7b 7d 2c 65 2c 7b 72 69 67 68 74 3a 65 2e 6¢ 65 66 74 2b 65 2e
7769 64 74 68 2c 62 6f 74 74 6f 6d 3a 65 2e 74 6f 70 2b 65 2e 68 65 69 67 68 74 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 67
286529 7b 76 61 72 20 6f 3d 7b 7d 3b 69 66 28 69 65 28 29 29 74 72 79 7b 6f 3d 65 2e 67 65 74 42 6f 75 6e 64 69 6e
67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 3b 76 61 72 20 69 3d 61 28 65 2c 27 74 6f 70 27 29 2c 6e 3d 61 28 65 2c 27 6¢ 6
566 74 27 29 3b 6f 2e 74 6f 70 2b 3d 69 2c 6f 2e 6¢ 65 66 74 2b 3d 6e 2c 6f 2e 62 6f 74 74 6f 6d 2b 3d 69 2c 6f 2e 72 69
67 68 74 2b 3d 6e 7d 63 61 74 63 68 28 65 29 7b 7d 65 6¢ 73 65

Data Ascii: 418cwidth:m('Width',e,t,0)}}function c(e){return se({},e {right:e.left+e.width,bottom:e.top+e.height})}function g(e)
{var o={};if(ie())try{o=e.getBoundingClientRect();var i=a(e,'top'),n=a(e, left’);0.top+=i,0.left+=n,0.bottom+=i,0.right+=n
Jcatch(e){}else
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kBytes

Timestamp transferred Direction
2022-05-26 12:55:32 UTC 1292 IN
2022-05-26 12:55:32 UTC 1294 IN
2022-05-26 12:55:32 UTC 1295 IN
2022-05-26 12:55:32 UTC 1296 IN
2022-05-26 12:55:32 UTC 1298 IN
2022-05-26 12:55:32 UTC 1299 IN
2022-05-26 12:55:32 UTC 1300 IN
2022-05-26 12:55:32 UTC 1302 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 64 27 3d 3d 3d 74 28 65 2c 27 70 6f 73 69 74 69 6f 6e 27 29 7c 7c 77 28 6f 28 65 29 29 7d 66 75 6e 63 74
69 6f 6e 20 79 28 65 2c 74 2¢ 69 2¢c 72 29 7b 76 61 72 20 70 3d 7b 74 6f 70 3a 30 2c 6¢ 65 66 74 3a 30 7d 2c 73 3d 64
28 65 2c 74 29 3b 69 66 28 27 76 69 65 77 70 6f 72 74 27 3d 3d 3d 72 29 70 3d 62 28 73 29 3b 65 6¢ 73 65 7b 76 61 72
2061 3b 27 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 27 3d 3d 3d 72 3f 28 61 3d 6e 28 6f 28 74 29 29 2c 27 42 4f 44 59 27 3d
3d 3d 61 2e 6e 6f 64 65 4e 61 6d 65 26 26 28 61 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e
74 45 6¢ 65 6d 65 6e 74 29 29 3a 27 77 69 6e 64 6f 77 27 3d 3d 3d 72 3f 61 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e
74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 3a 61 3d 72

Data Ascii: ed'===t(e,'position")||w(o(e))}unction y(e,t,i,r){var p={top:0,left:0},s=d(e,t);if('viewport'===r)p=b(s);else{var a;'
scrollParent'===r?(a=n(o(t)), BODY'===a.nodeName&&(a=e.ownerDocument.documentElement)):'window'===r?
a=e.ownerDocument.documentElement:a=r

Data Raw: 75 72 6e 20 6e 7d 66 75 6e 63 74 69 6f 6e 20 78 28 65 29 7b 76 61 72 20 74 3d 7b 6¢ 65 66 74 3a 27 72 69 67
6874 27 2¢c 72 69 67 68 74 3a 27 6¢ 65 66 74 27 2c 62 6f 74 74 6f 6d 3a 27 74 6f 70 27 2c 74 6f 70 3a 27 62 6f 74 74 6f
6d 27 7d 3b 72 65 74 75 72 6e 20 65 2e 72 65 70 6¢ 61 63 65 28 2f 6¢ 65 66 74 7c 72 69 67 68 74 7c 62 6f 74 74 6f 6d 7C
74 6f 70 2f 67 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7h 72 65 74 75 72 6e 20 74 5b 65 5d 7d 29 7d 66 75 6e 63 74 69 6f 6e
2053 28 65 2¢ 74 2c 6f 29 7b 6f 3d 6f 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d 3b 76 61 72 20 69 3d 4c 28 65 29 2c 6e
3d 7b 77 69 64 74 68 3a 69 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 69 2e 68 65 69 67 68 74 7d 2¢c 72 3d 2d 31 21 3d
3d 5b 27 72 69 67 68 74 27 2c 27 6¢ 65 66 74 27 5d 2e 69 6e

Data Ascii: urn n}function x(e){var t={left:'right',right:'left',bottom:'top’,top:'bottom};return e.replace(/left|right|bottom|to
p/g,function(e){return t[e]})}unction S(e,t,0){o=0.split(-")[0];var i=L(e),n={width:i.width,height:i.height} r=-1!==['right','left].in

Data Raw: 65 72 65 6e 63 65 2c 65 2e 70 6¢ 61 63 65 6d 65 6e 74 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72
2e 70 6f 73 69 74 69 6f 6e 3d 27 61 62 73 6f 6¢ 75 74 65 27 2c 65 3d 43 28 74 68 69 73 2e 6d 6f 64 69 66 69 65 72 73 2¢
6529 2c 74 68 69 73 2e 73 74 61 74 65 2e 69 73 43 72 65 61 74 65 64 3f 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 6f 6e 55
7064 61 74 65 28 65 29 3a 28 74 68 69 73 2e 73 74 61 74 65 2e 69 73 43 72 65 61 74 65 64 3d 21 30 2c 74 68 69 73 2e
6f 70 74 69 6f 6e 73 2e 6f 6e 43 72 65 61 74 65 28 65 29 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 6b 28 65 2c 74 29 7b 72 65
74 7572 6e 20 65 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 65 2e 6e 61 6d 65 2c 69 3d
65 2e 65 6e 61 62 6¢ 65 64 3b 72 65 74 75 72 6e 20 69 26 26 6f

Data Ascii: erence,e.placement),e.offsets.popper.position="absolute’,e=C(this.modifiers,e),this.state.isCreated?this.opt
ions.onUpdate(e):(this.state.isCreated=!0,this.options.onCreate(e))}}function k(e,t){return e.some(function(e){var o=e.n
ame,i=e.enabled;return i&&o

Data Raw: 74 75 72 6e 20 42 28 65 29 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 27 72 65 73 69
7a 6527 2c 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 29 2c 74 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 73 2e 66 6f 72 45 61
63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7h 65 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 27 73
63 72 6f 6¢ 6C 27 2 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 29 7d 29 2c 74 2e 75 70 64 61 74 65 42 6f 75 6e 64 3d 6e 75
6c 6¢ 2c 74 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 73 3d 5b 5d 2¢ 74 2e 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 3d 6e 75
6c 6C 2C 74 2e 65 76 65 6e 74 73 45 6e 61 62 6¢ 65 64 3d 21 31 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 52 28 29 7b 74 68 6
973 2e 7374 61 74 65 2e 65 76 65 6e 74 73 45 6e 61 62 6¢ 65 64

Data Ascii: turn B(e).removeEventListener('resize',t.updateBound),t.scrollParents.forEach(function(e){e.removeEventListe
ner('scroll',t.updateBound)}) t.updateBound=null,t.scrollParents=[] t.scroll[Element=null,t.eventsEnabled=!1,t}function R()
{this.state.eventsEnabled

Data Raw: 76 61 72 20 64 3d 63 28 73 29 3b 72 65 74 75 72 6e 20 64 5b 74 5d 2f 31 30 30 2a 72 7d 69 66 28 27 76 68

27 3d 3d 3d 70 7c 7c 27 76 77 27 3d 3d 3d 70 29 7b 76 61 72 20 61 3b 72 65 74 75 72 6e 20 61 3d 27 76 68 27 3d 3d 3d
70 3f 4a 28 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6¢ 69 65 6e 74 48 65 69 67 68
74 2c 77 69 6e 64 6f 77 2e 69 6e 6e 65 72 48 65 69 67 68 74 7c 7c 30 29 3a 4a 28 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75
6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6¢ 69 65 6e 74 57 69 64 74 68 2c 77 69 6e 64 6f 77 2e 69 6e 6e 65 72 57 69 64 7
4687c7c 3029 2c612f3130302a727d72657475726e20727d66 75 6e 63 74 69 6f 6e 20 7a 28 65 2c 74 2c 6f
2¢ 69 29 7b 76 61 72 20 6e 3d 5b 30 2¢ 30 5d 2c 72 3d 2d 31 21 3d

Data Ascii: var d=c(s);return d[t}/100*r}if('vh'===p||'vw'===p){var a;return a='vh'===p?J(document.documentElement.clien
tHeight,window.innerHeight||0):J(document.documentElement.clientWidth,window.innerWidth||0),a/100*r}return r}function
z(e,t,0,i){var n=[0,0],r=-1!=

Data Raw: 6e 65 64 27 21 3d 74 79 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 2¢ 5a 3d 5b 27 45 64 67 65 27 2c 27 54 72 69
64 65 6e 74 27 2c 27 46 69 72 65 66 6f 78 27 5d 2¢ 24 3d 30 2c¢ 65 65 3d 30 3b 65 65 3¢ 5a 2e 6¢ 65 6e 67 74 68 3b 65
65 2b 3d 31 29 69 66 28 51 26 26 30 3c 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 2e 69 6e 64 65 78
4f 66 28 5a 5b 65 65 5d 29 29 7b 24 3d 31 3b 62 72 65 61 6b 7d 76 61 72 20 69 2c 74 65 3d 51 26 26 77 69 6e 64 6f 77 2
e 50 72 6f 6d 69 73 65 2c 6f 65 3d 74 65 3f 66 75 6e 63 74 69 6f 6e 28 65 29 7h 76 61 72 20 74 3d 21 31 3b 7265 74 75 7
2 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 74 7c 7c 28 74 3d 21 30 2c 77 69 6e 64 6f 77 2e 50 72 6f 6d 69 73 65 2e 72 65
73 6f 6¢ 76 65 28 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28

Data Ascii: ned'!=typeof document,Z=['Edge’, Trident','Firefox’] $=0,ee=0;ee<Z.length;ee+=1)if(Q&&0<=navigator
.userAgent.indexOf(Z[ee])){$=1;break}var i,te=Q&&window.Promise,oe=te?function(e){var t=!1;return function(){t||(t=!0,wi
ndow.Promise.resolve().then(function(

Data Raw: 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 3f 61
7267 75 6d 65 6e 74 73 5b 32 5d 3a 7b 7d 3b 6e 65 28 74 68 69 73 2c 74 29 2c 74 68 69 73 2e 73 63 68 65 64 75 6¢ 65
55 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 65 71 75 65 73 74 41 6e 69 6d 61 74 69
6f 6e 46 72 61 6d 65 28 6e 2e 75 70 64 61 74 65 29 7d 2c 74 68 69 73 2e 75 70 64 61 74 65 3d 6f 65 28 74 68 69 73 2e 7
570 64 61 74 65 2e 62 69 6e 64 28 74 68 69 73 29 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 73 65 28 7b 7d 2c 74 2e
44 65 66 61 75 6¢C 74 73 2¢ 72 29 2c 74 68 69 73 2e 73 74 61 74 65 3d 7b 69 73 44 65 73 74 72 6f 79 65 64 3a 21 31 2¢
69 73 43 72 65 61 74 65 64 3a 21 31 2¢ 73 63 72 6f 6¢ 6¢ 50 61 72 65

Data Ascii: ents.length&&void O!'==arguments[2]?arguments[2]:{};ne(this,t),this.scheduleUpdate=function(){return requestA
nimationFrame(n.update)},this.update=oe(this.update.bind(this)),this.options=se({},t. Defaults,r) this.state={isDestroyed
:11,isCreated:!1,scrollPare

Data Raw: 7b 6f 72 64 65 72 3a 31 30 30 2c 65 6e 61 62 6¢ 65 64 3a 21 30 2c 66 6e 3a 66 75 6e 63 74 69 6f 6e 28 65 29
7b 76 61 72 20 74 3d 65 2e 70 6¢ 61 63 65 6d 65 6e 74 2c 6f 3d 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d 2¢ 69 3d
74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 31 5d 3b 69 66 28 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 66 66 73 65 74 73 2¢ 72
3d 6e 2e 72 65 66 65 72 65 6e 63 65 2c 70 3d 6e 2e 70 6f 70 70 65 72 2¢ 73 3d 2d 31 21 3d 3d 5b 27 62 6f 74 74 6f 6d 27
2c 27 74 6f 70 27 5d 2e 69 6e 64 65 78 4f 66 28 6f 29 2c 64 3d 73 3f 27 6¢ 65 66 74 27 3a 27 74 6f 70 27 2c 61 3d 73 3f
27 77 69 64 74 68 27 3a 27 68 65 69 67 68 74 27 2c 6¢ 3d 7b 73 74 61 72 74 3a 70 65 28 7b 7d 2c 64 2c 72 5b 64 5d 29
2c 65 6e 64 3a 70 65 28 7b 7d 2c 64 2c 72 5b 64 5d 2b 72 5b 61 5d

Data Ascii: {order:100,enabled:!0,fn:function(e){var t=e.placement,o=t.split(-)[0],i=t.split("-")[1];if(i){var n=e.offsets,r=n.r
eference,p=n.popper,s=-1!==['bottom’,'top'].indexOf(0),d=s?'left":'top',a=s?'width":'height',|={start:pe({},d,r[d]),end:pe({},d,r
d]+r[a]
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kBytes

Timestam
P transferred

2022-05-26 12:55:32 UTC 1303

2022-05-26 12:55:32 UTC 1304

2022-05-26 12:55:32 UTC 1306

2022-05-26 12:55:32 UTC 1307

2022-05-26 12:55:32 UTC 1307

Session ID Source IP
41 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-05-26 12:55:32 UTC 1287

2022-05-26 12:55:32 UTC 1307

Session ID Source IP

42 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49856

Direction

ouT

Source Port

49860

Direction

Data

Data Raw: 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 64 5d 3d 72 28 69 5b 73 5d 29 29 2c 65 7d 7d 2c 61 72
72 6f 77 3a 7b 6f 72 64 65 72 3a 35 30 30 2c 65 6e 61 62 6¢ 65 64 3a 21 30 2c 66 6e 3a 66 75 6e 63 74 69 6f 6e 28 65 2¢
6f29 7b 76 61 72 20 69 3b 69 66 28 21 46 28 65 2e 69 6e 73 74 61 6e 63 65 2e 6d 6f 64 69 66 69 65 72 73 2¢ 27 61 72
72 6f 77 27 2c 27 6b 65 65 70 54 6f 67 65 74 68 65 72 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 6e 3d 6f 2e 65 6¢
65 6d 65 6e 74 3b 69 66 28 27 73 74 72 69 6e 67 27 3d 3d 74 79 70 65 6f 66 20 6e 29 7b 69 66 28 6e 3d 65 2e 69 6e 73
74 61 6e 63 65 2e 70 6f 70 70 65 72 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 6e 29 2c 21 6e 29 72 65 74 75 72 6e 2
065 3b 7d 65 6¢ 73 65 20 69 66 28 21 65 2e 69 6e 73 74 61 6e 63

Data Ascii: (e.offsets.popper[d]=r(i[s])),e}},arrow:{order:500,enabled:!0,fn:function(e,o){var i;if(!F(e.instance.modifi
ers,'arrow’,'keepTogether'))return e;var n=o.element;if(‘string'==typeof n){if(n=e.instance.popper.querySelector(n),!n)return
e;}else if(le.instanc

Data Raw: 45 3a 70 3d 71 28 69 2c 21 30 29 3b 62 72 65 61 6b 3b 64 65 66 61 75 6¢ 74 3a 70 3d 74 2e 62 65 68 61 76
69 6f 72 3b 7d 72 65 74 75 72 6e 20 70 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 73 2c 64 29 7b 69 66 28
69 21 3d 3d 73 7c 7c 70 2e 6¢ 65 6e 67 74 68 3d 3d 3d 64 2b 31 29 72 65 74 75 72 6e 20 65 3b 69 3d 65 2e 70 6¢ 61 63
65 6d 65 6e 74 2e 73 70 6¢ 69 74 28 27 2d 27 29 5b 30 5d 2c 6e 3d 78 28 69 29 3b 76 61 72 20 61 3d 65 2e 6f 66 66 73
65 74 73 2e 70 6f 70 70 65 72 2c 6¢ 3d 65 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 72 65 6e 63 65 2¢ 66 3d 58 2c 6d 3d
27 6¢ 65 66 74 27 3d 3d 3d 69 26 26 66 28 61 2e 72 69 67 68 74 29 3e 66 28 6¢ 2e 6¢ 65 66 74 29 7c 7c 27 72 69 67 68
74 27 3d 3d 3d 69 26 26 66 28 61 2e 6¢ 65 66 74 29 3¢ 66 28 6¢ 2e 72 69 67

Data Ascii: E:p=q(i,!0);break;default:p=t.behavior;}return p.forEach(function(s,d){if(i!'==s||p.length===d+1)return e;i=e
.placement.split(-)[0],n=x(i);var a=e.offsets.popper,|=e.offsets.reference,f=X,m="left' ===i&&f(a.right)>f(l.left)| | right' ===i&&
f(a.left)<f(l.rig

Data Raw: 6e 61 6d 65 7d 29 2e 62 6f 75 6e 64 61 72 69 65 73 3b 69 66 28 74 2e 62 6f 74 74 6f 6d 3c 6f 2e 74 6f 70 7c
7c 74 2e 6¢ 65 66 74 3e 6f 2e 72 69 67 68 74 7c 7c 74 2e 74 6f 70 3e 6f 2e 62 6f 74 74 6f 6d 7c 7c 74 2e 72 69 67 68 74
3c 6f 2e 6¢ 65 66 74 29 7b 69 66 28 21 30 3d 3d 3d 65 2e 68 69 64 65 29 72 65 74 75 72 6e 20 65 3b 65 2e 68 69 64 65
3d 21 30 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 2d 6f 75 74 2d 6f 66 2d 62 6f 75 6e 64 61 72 69 65 73 27 5d
3d 27 27 7d 65 6¢ 73 65 7b 69 66 28 21 31 3d 3d 3d 65 2e 68 69 64 65 29 72 65 74 75 72 6e 20 65 3b 65 2e 68 69 64 65
3d 21 31 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 2d 6f 75 74 2d 6f 66 2d 62 6f 75 6e 64 61 72 69 65 73 27 5d
3d 2131 7d 7265 74 75 72 6e 20 65 7d 7d 2c 63 6f 6d 70 75 74 65 53

Data Ascii: name}).boundaries;if(t.bottom<o.top||t.left>0.right||t.top>0.bottoml||t.right<o.left){if({0===e.hide)return e
;e.hide=!10,e.attributes['x-out-of-boundaries’]="}else{if(!1===e.hide)return e;e.hide=!1,e.attributes['x-out-of-boundari
es']=!1}return e}},computeS

Data Raw: 62 75 74 65 73 29 2c 65 2e 61 72 72 6f 77 45 6¢ 65 6d 65 6e 74 26 26 4f 62 6a 65 63 74 2e 6b 65 79 73 28 65
2e 617272 6f77 53 74 79 6¢ 65 73 29 2e 6¢ 65 6e 67 74 68 26 26 59 28 65 2e 61 72 72 6f 77 45 6¢ 65 6d 65 6e 74 2¢
65 2e 61 72 72 6f 77 53 74 79 6¢ 65 73 29 2c 65 7d 2c 6f 6e 4c 6f 61 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 2c 6f 2¢
69 2c 6e 29 7b 76 61 72 20 72 3d 4f 28 6e 2c 74 2¢ 65 29 2c 70 3d 76 28 6f 2e 70 6¢ 61 63 65 6d 65 6e 74 2¢ 72 2¢ 74 2¢
65 2c 6f 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6¢ 69 70 2e 62 6f 75 6e 64 61 72 69 65 73 45 6¢ 65 6d 65 6e 74 2c 6f 2e 6d
6f 64 69 66 69 65 72 73 2e 66 6¢ 69 70 2e 70 61 64 64 69 6e 67 29 3b 72 65 74 75 72 6e 20 74 2e 73 65 74 41 74 74 72
69 62 75 74 65 28 27 78 2d 70 6¢ 61 63 65 6d 65 6e 74 27 2c 70

Data Ascii: butes),e.arrowElement&&Object.keys(e.arrowStyles).length&&Y (e.arrowElement,e.arrowStyles),e},onLoa
d:function(e,t,0,i,n){var r=O(n,t,e),p=v(0.placement,r,t,e,o.modifiers.flip.boundariesElement,o.modifiers.flip.padding);return
t.setAttribute('x-placement’,p

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destinati
Destination IP snation Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /runtime/1.22/images/right-arrow.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: page.adobespark-assets.com

If-Modified-Since: Thu, 07 Apr 2022 16:13:05 GMT

If-None-Match: "0521a80da93dacc1cd2104b8c3828421"

HTTP/1.1 304 Not Modified

Connection: close

Date: Thu, 26 May 2022 12:55:32 GMT

ETag: "0521a80da93dacclcd2104b8c3828421"

Cache-Control: max-age=86400

x-amz-version-id: tEgUNSTKBsFcSH98vcqrkUcl25f0K3e.

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 37f5076aed3c638f4365df8e8944f880.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: FmsJh-JM4ZEFImvcjmBsbkYXW6foNNU6thxR46pGXs-b-mReD6-vjQ==

Age: 21
Destination IP Destination Process
Port
143.204.176.53 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data
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kBytes

Timestam
P transferred

2022-05-26 12:55:32 UTC 1308

2022-05-26 12:55:32 UTC 1308

Session ID Source IP
43 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:33 UTC 1309

2022-05-26 12:55:33 UTC 1310

2022-05-26 12:55:33 UTC 1310

Session ID Source IP

44 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49859

Direction

ouT

Source Port

49858

Direction

Data

GET /runtime/1.22/images/left-arrow.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: page.adobespark-assets.com

I1-Modified-Since: Thu, 07 Apr 2022 16:13:05 GMT

I--None-Match: "5ce00c645964cf02667d083a32cec874"

HTTP/1.1 304 Not Modified

Connection: close

Date: Thu, 26 May 2022 12:55:32 GMT

ETag: "5ce00c645964cf02667d083a32cec874"

Cache-Control: max-age=86400

x-amz-version-id: EN8Z7haU9UD3AveGLrcn6Zuba0OrouciD

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 d49345f27e682301e9becd397a22df2c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: guAWg7fzZRG7ILIIOCNT94e5d4rZbx0LM2mh_a_8fDYA2h6rJL357kA==

Age: 21
Destination IP LRI Process
Port
52.216.205.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /simbla-static-2/2020/11/5faba665321d68001d4fcOe4/5faba6db73aef50019af7085/rC56cpX1uS2qJIKOxJ-5Sb8u-
.svg HTTP/1.1

Host: s3.amazonaws.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://sgp1.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

x-amz-id-2: Yrhu322zytME7vAgnQbNRY 2tTzWI3yuLInyhYJLFPSmfOFq55NueBmFuMe5EojbLbP2d6Co+SW8=
x-amz-request-id: EGPJW4AMGEMHIW6Y2

Date: Thu, 26 May 2022 12:55:34 GMT
Last-Modified: Wed, 11 Nov 2020 08:56:50 GMT
ETag: "ee5c8d9fb6248c938fd0dc19370e90bd"
x-amz-meta-websiteid: 5faba6db73aef50019af7085
Cache-Control: max-age=2592000000
x-amz-meta-userid: 5faba665321d68001d4fc0e4
Accept-Ranges: bytes

Content-Type: image/svg+xml

Server: AmazonS3

Content-Length: 3651

Connection: close

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20
302031 30 38 20 32 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3¢ 70 61 74 68 20 64 3d
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2¢ 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4¢ 34 31 2e 35 34 35 2c 34 2e
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2¢ 30

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4.38.119,18.4H36.531L.32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0

I Destination
Destination IP Process
Port

52.216.205.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Direction Data
transferred

Timestamp
2022-05-26 12:55:33 UTC 1309 ouT GET /simbla-static-2/2020/11/5faba665321d68001d4fcOe4/5fabaédb73aef50019af7085/2IH_2F3Xi0SopxxCuN7EK

eDY.jpg HTTP/1.1

Host: s3.amazonaws.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.

121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://sgpl.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

2022-05-26 12:55:33 UTC 1314 IN HTTP/1.1 200 OK
Xx-amz-id-2: YFkXwCLPz5lYalbWIulrVLWiGHrGjINzs8sqrYxtvHQaT6GiOp0+6eR5qQROcxWGBFrB3wCKErs=
X-amz-request-id: EGPPMFFJTM8DSA11
Date: Thu, 26 May 2022 12:55:34 GMT
Last-Modified: Wed, 11 Nov 2020 08:56:44 GMT
ETag: "7916a894ebde7d29c2cc29b267f1299f"
x-amz-meta-websiteid: 5fabaédb73aef50019af7085
Cache-Control: max-age=2592000000
x-amz-meta-userid: 5faba665321d68001d4fcOe4
Accept-Ranges: bytes
Content-Type: image/jpeg
Server: AmazonS3
Content-Length: 17453
Connection: close

2022-05-26 12:55:33 UTC 1314 IN Data Raw: ff d8 ff e1 09 50 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 00 3c 3f 78
70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e
73 3a6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31
34 3220 37 39 2e 31 36 30 39 32 34 2¢ 20 32 30 31 37 2f 30 37 2f 31 33 2d 30 31 3a 30 36 3a 33 39 20 20 20 20 20 20
2020 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 6¢ 6e 73 3a 72 64 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6
f72 67 2f 31 39 39 39 2f 30 32 2f 32 32 2d 72 64 66 2d 73 79 6e
Data Ascii: Phttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlIns:x
="adobe:ns:meta/* x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39 "> <rdf:RDF xmins:rdf
="http://www.w3.0rg/1999/02/22-rdf-syn

2022-05-26 12:55:33 UTC 1323 IN Data Raw: 00 00 01 51 40 54 04 00 14 00 40 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 00 50 00 10 00 00
01 35 16 a0 a0 00 00 88 00 00 00 00 00 02 20 a8 8a 00 00 00 22 80 22 80 82 a0 20 a8 20 02 02 28 08 2a 00 00 00 20 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 a2 80 00 00 00 00 00 00 a8 a0 b8 00 00 28 00 00 00 00 02 a2 8a 00 00
00 2a 28 80 0a 0a 8a 02 28 2b ff d2 da 80 46 cO 01 00 00 00 00 04 01 14 01 40 00 11 51 00 01 00 00 00 00 00 4a a8 28
00 00 00 00 01 00 05 01 05 04 00 00 00 00 00 12 82 88 28 00 00 02 14 00 00 00 00 00 00 00 54 15 40 01 05 00 00 00 00
00 00 00 00 00 00 00 00 01 05 00 00 00 00 00 00 00 00 00 00 00 00 14 00 00 00 00 00 01 10 50 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 04 41 40 00 40 15 00 11 50 50 04 00 00 00 00 04 05
Data Ascii; Q@T@P5 ™ (* (*(+F@QJ(T@PA@@PP

: A Destination
Session ID Source IP Source Port Destination IP Port Process

45 192.168.2.3 49864 142.250.203.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

kBytes

Direction Data
transferred

Timestamp
2022-05-26 12:55:33 UTC 1331 ouT GET /s2/favicons?domain=office.com HTTP/1.1

Host: www.google.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.

121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://sgp1.digitaloceanspaces.com/ds09b8wiyh-c/447hdt.html

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

2022-05-26 12:55:33 UTC 1332 IN HTTP/1.1 301 Moved Permanently
Location: https://t0.gstatic.com/faviconV2?client=SOCIAL&type=FAVICON&fallback_opts=TYPE,SIZE,URL&url=http://o
ffice.com&size=16
Content-Type: text/html; charset=UTF-8
X-Content-Type-Options: nosniff
Date: Thu, 26 May 2022 12:55:33 GMT
Expires: Thu, 26 May 2022 13:25:33 GMT
Cache-Control: public, max-age=1800
Server: sffe
Content-Length: 330
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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kBytes

Timestam
P transferred

2022-05-26 12:55:33 UTC 1332

Session ID Source IP
46 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-05-26 12:55:34 UTC 1333

2022-05-26 12:55:34 UTC 1333

2022-05-26 12:55:34 UTC 1333

Session ID Source IP
47 192.168.2.3
. kBytes
Timestam,
! P transferred

2022-05-26 12:55:37 UTC 1334

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49872

Direction

ouT

Source Port

49878

Direction

ouT

Data

Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e
742d 7479 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d
38 22 3e 0a 3c 54 49 54 4c 45 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59
3e 0a 3c 48 31 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f
76 65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 74 30 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 66 61 76 69
63 6f 6e 56 32 3f 63 6¢ 69 65 6e 74 3d 53 4f 43 49 41 4c 26 61 6d 70 3b 74 79 70 65 3d 46 41 56 49 43 4f 4e 26 61 6d 70
3b 66 61 6¢ 6¢ 62 61 63 6b 5f 6f 70 74 73 3d 54 59 50 45 2¢

Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>301 Moved</TI
TLE></HEAD><BODY><H1>301 Moved</H1>The document has moved<A HREF="https://t0.gstatic.com/faviconV2?c
lient=SOCIAL&amp;type=FAVICON&amp;fallback_opts=TYPE,

Destination IP LWL Process

Port
142.250.203.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /s2/favicons?domain=office.com HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: www.google.com

HTTP/1.1 301 Moved Permanently

Location: https://t0.gstatic.com/faviconV2?client=SOCIAL&type=FAVICON&fallback_opts=TYPE,SIZE,URL&url=http://o
ffice.com&size=16

X-Content-Type-Options: nosniff

Server: sffe

Content-Length: 330

X-XSS-Protection: 0

Date: Thu, 26 May 2022 12:55:33 GMT

Expires: Thu, 26 May 2022 13:25:33 GMT

Cache-Control: public, max-age=1800

Content-Type: text/html; charset=UTF-8

Age: 1

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e
742d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d
38 22 3e 0a 3c 54 49 54 4c 45 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59
3e 0a 3c 48 31 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 48 31 3e Oa 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f
76 65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 74 30 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 66 61 76 69
63 6f 6e 56 32 3f 63 6¢ 69 65 6e 74 3d 53 4f 43 49 41 4c 26 61 6d 70 3b 74 79 70 65 3d 46 41 56 49 43 4f 4e 26 61 6d 70
3b 66 61 6¢ 6¢ 62 61 63 6b 5f 6f 70 74 73 3d 54 59 50 45 2¢

Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>301 Moved</T!|
TLE></HEAD><BODY><H1>301 Moved</H1>The document has moved<A HREF="https://t0.gstatic.com/faviconV2?c
lient=SOCIAL&amp;type=FAVICON&amp;fallback_opts=TYPE,

Destination
Destination IP Esunatio Process
Port

143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /favicon.ico HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://express.adobe.com/page/feoM5782aY ABflimages/4b6ca97d-63fe-477f-b570-6a8fa6339bd9.png?asset_id
=5747ec68-b914-495e-8a34-b1c91f83450e&img_etag=%2288c835185eea4c71535achd4693c99da%228&size=1024
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-26 12:55:38 UTC 1334

2022-05-26 12:55:38 UTC 1335

2022-05-26 12:55:38 UTC 1337

Session ID Source IP
48 192.168.2.3
. kBytes
Timestam|
P transferred

2022-05-26 12:55:40 UTC 1349

2022-05-26 12:55:40 UTC 1350

Session ID Source IP

49 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49889

Direction

ouT

Source Port

49888

Data

HTTP/1.1 404 Not Found

Content-Type: text/html

Content-Length: 14816

Connection: close

Date: Thu, 26 May 2022 12:55:39 GMT

Last-Modified: Mon, 23 May 2022 16:19:50 GMT

ETag: "af53bdbb75d54efa5c1315df214b45ae"

Cache-Control: max-age=31536000

Content-Encoding: gzip

x-amz-version-id: opEakEO8ILrPGS7u50_TglKmvE4AMeTf
Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Error from cloudfront

Via: 1.1 cd068397b3367ed727e4988c0cabf85a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: YP8skbamZz8I_RhyT_Qjj-pQyKXCMn8cZm4xACB8Rr-Xgjel_TKNABA==

Data Raw: 1f 8b 08 08 f7 21 88 62 02 03 65 72 72 6f 72 2d 34 78 78 2e 68 74 6d 6c 00 bc 5b eb 73 db 38 92 ff 3e 7f 85 cc
db 52 91 27 88 b1 92 cc 4b 0a e3 9d 49 7c 93 dc c5 8f b3 9d bd a9 d2 68 53 14 09 49 4c 28 92 47 42 96 b5 92 {6 6f bf 5f
e3¢l 8744 3b d9 bb da f3 07 11 24 1a 0d a0 df dd 80 5f 2d c4 32 ee 04 b1 5f 14 9e f5 fO 3d bd 59 9d d8 4f e6 9e c5 93 fe
c7 5b eb f5 77 df bd 5a 70 3f 7c fd dd ab 22 c¢8 a3 4c 74 c4 26 e3 9e 25 {8 83 78 f6 d9 bf f7 d5 57 c0 8d d6 51 12 a6 6b {7
f2 e6 fc €3 c5 6e 67 cb a7 b7 dd 3b 23 d9 72 a3 24 12 de 36 cb a3 7b 3f d8 Oc b7 41 9a 7e 89 78 f1 89 27 fe 34 e6 el 50
e4 2b be 67 fe 67 ff 61 b8 0d 79 b2 f9 14 47 85 18 8e ad a9 bf ec 07 3c 8e dd 24 ef 87 be f0 dd 84 Ob 6b b2 df 8f be 7b 6¢
3e f6 €9 53 92 7f ca f9 7f af a2 9c 7b b3 55

Data Ascii: Iberror-4xx.html[s8>R'KI|hSIL(GBo_D;$_-2_=YO[wZp?|"Lt&%xWQkng;#r$6{?A~x'4P+ggayG<$k{l>S{U

Data Raw: 15 6b fd fc 0d 31 92 b4 c7 77 9e ca 8b 53 7 fc 2f 23 9f b4 f4 81 b5 4a 3c b2 cf 11 38 9¢c 60 23 e0 Of e2 €5 3b
8a c9 28 48 c1 aa 6f 69 77 de 95 72 90 14 a2 48 4c d3 6f c7 54 d8 b4 79 f8 €5 84 €9 c0 d7 60 65 1a 2b 69 17 62 99 a3 05
96 al f7 el 32 4a 34 24 3e 08 al 5 e8 ¢3 45 15 6 39 1b 3f 32 67 03 85 5¢ cO ec 60 01 8f cc 6d 20 ff al c9 2c 4a a8 79 21
7e 49 22 95 13 fc 5b ee 23 38 98 94 f4 bc 81 b8 d4 a3 3c 15 22 42 60 9a 5b 96 a2 76 ed 8b 85 67 42 05 37 ¢3 5b 02 64
bd f2 0b d9 db Oa ef a6 81 57 31 e3 5d 24 19 f2 15 1c 07 53 b2 72 4d 72 d9 2b db 39 fb 76 6b 56 a9 Oc 99 35 58 66 67 48
39 52 a7 cd 9a d8 8f 5a bd b3 96 9e 58 59 bc d0 86 e5 72 86 ed 00 0d 0b a7 20 61 41 d2 40 a6 80 12 a0 08 f2 94 94 3d
d2 dd cd de 2f 7c 93 61 03 c5 63 fd 41 1c 21 99 29 3b {7

Data Ascii: kIwS/#J<8'#;(HoiwrHLoTy e+ib2J4$>E9?29\'m ,Jy!~I"[#8<"B"[vgB7[dW1]$SrMr+9vkV5XfgHIRZXYr
aA@=/|acAl);

Destination IP UGB Process
Port
143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /page/feoM5782aYABf HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 301 Moved Permanently

Content-Length: 0

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:40 GMT

x-request-id: DpenwhmVDS68DqUVD2BOZDfc7jVilORF

Location: https://express.adobe.com/page/feoM5782aYABf/
cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront

Via: 1.1 ff279c686ced6dbaee81ab03b4f89998.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-ld: X97vvpF8GbPEz4id00mzd9QJvTPqGhQBzcr_oAElkz8FolDJ-4iuKw==

Destination IP Destination Process
Port
143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Page 101 of 108



kBytes

Timestam
P transferred

2022-05-26 12:55:40 UTC 1351

2022-05-26 12:55:41 UTC 1351

Session ID Source IP
5 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:05 UTC 12

2022-05-26 12:55:06 UTC 14

2022-05-26 12:55:06 UTC 15

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49746

Direction

ouT

Data

GET /page/feoM5782aYABf/ HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

I--None-Match: "0460dea5c22becf2aec6f8b923619161"

HTTP/1.1 304 Not Modified

Content-Length: 0

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:55:41 GMT

x-request-id: vR8Zna5x3cfWhkKoD4vZqRSinmBIHAOP

ETag: "0460dea5c22becf2aec6f8b923619161"

Cache-Control: no-cache, no-transform

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-ld
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront

Via: 1.1 95e275e2550c87aeaa644f1f37b346e0.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-Id: 0SSzFVU7rbdwML3Sez0nXpKsOWE;|y-2zhGicbpDEX2KDKcHIA5bL2g==

Destination IP EULCRIE Process
Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /css/urlsand.css HTTP/1.1

Host: urlsand.esvalabs.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style

Referer: https://urlsand.esvalabs.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: text/css

Content-Length: 1755

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-6db"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: ‘unsafe-inline’;
X-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Accept-Ranges: bytes

Data Raw: 2e 66 61 2d 73 70 69 6e 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66
61 2d 73 70 69 6e 20 32 73 20 69 6e 66 69 6e 69 74 65 20 6¢ 69 6e 65 61 72 3b 0a 20 20 20 20 61 6e 69 6d 61 74 69 6f
6e 3a 20 66 61 2d 73 70 69 6e 20 32 73 20 69 6e 66 69 6e 69 74 65 20 6¢ 69 6e 65 61 72 3b Oa 7d Oa 2e 66 61 2d 73 70
69 6e 2d 72 65 76 65 72 73 65 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 2d
73 70 69 6e 20 32 73 20 69 6e 66 69 6e 69 74 65 20 6¢ 69 6e 65 61 72 20 72 65 76 65 72 73 65 3b 0a 20 20 20 20 61 6e
69 6d 61 74 69 6f 6e 3a 20 66 61 2d 73 70 69 6e 20 32 73 20 69 6e 66 69 6e 69 74 65 20 6¢ 69 6e 65 61 72 20 72 65 76
65 72 73 65 3b 0a 7d 0a 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61 6d 65

Data Ascii: .fa-spin { -webkit-animation: fa-spin 2s infinite linear; animation: fa-spin 2s infinite linear;}.fa-spin-reverse {
-webkit-animation: fa-spin 2s infinite linear reverse; animation: fa-spin 2s infinite linear reverse;}@-webkit-keyframe
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Session ID Source IP
50 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:55:55 UTC 1352

2022-05-26 12:55:55 UTC 1352

Session ID Source IP
51 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-05-26 12:56:00 UTC 1353

2022-05-26 12:56:00 UTC 1353

Session ID Source IP

6 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Source Port

49918

Direction

ouT

Source Port

49927

Direction

ouT

Source Port

49748

Direction

Destination

Destination IP Process

Port
103.253.144.208 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ds09b8wiyh-c/447hdt.html HTTP/1.1

Host: sgpl.digitaloceanspaces.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

I-None-Match: "e867d5692b472713c8bf3e0bc8dd58e6"

I1f-Modified-Since: Thu, 26 May 2022 09:59:51 GMT

HTTP/1.1 304 Not Modified

x-amz-request-id: tx00000000000003ad81a7f-00628f78db-15194be7-sgplb
date: Thu, 26 May 2022 12:55:55 GMT

vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
strict-transport-security: max-age=15552000; includeSubDomains; preload
connection: close

Destination
Destination IP Process
Port

143.204.176.58 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /page/feoM5782aYABf/ HTTP/1.1

Host: express.adobe.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

If-None-Match: "0460dea5c22becf2aec6f8b923619161"

HTTP/1.1 304 Not Modified

Content-Length: 0

Connection: close

Server: openresty

Date: Thu, 26 May 2022 12:56:00 GMT

x-request-id: QNINeh0zBdwpq4944QGTVg2DxucrD4fB

ETag: "0460dea5c22becf2aec6f8b923619161"

Cache-Control: no-cache, no-transform

cross-origin-resource-policy: cross-origin

access-control-allow-origin: *

access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS
access-control-expose-headers: Location, X-Request-Id
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: Miss from cloudfront

Via: 1.1 f781469e78b7a441c6f692b1629e1518.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: LHR50-C1

X-Amz-Cf-1d: UmldGhPJolw3ljgTgKrb4waCwCnXFdg814dNAL_iWax3ns9qrZatlg==

I Destination
Destination IP Process
Port

80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kByt:
Timestamp ytes

2022-05-26 12:55:05 UTC 12

2022-05-26 12:55:06 UTC 16

2022-05-26 12:55:06 UTC 17

Session ID Source IP
7 192.168.2.3
. kBytes
Tim m|
estamp transferred

2022-05-26 12:55:05 UTC 13

2022-05-26 12:55:06 UTC 98
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transferred

Direction

ouT

Source Port

49750

Direction

ouT

Data

GET /js/polyfill.js HTTP/1.1

Host: urlsand.esvalabs.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script

Referer: https://urlsand.esvalabs.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: application/javascript

Content-Length: 1251

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-4e3"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
x-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self'

Accept-Ranges: bytes

Data Raw: 2f 2f 20 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 20 70 6f 6¢ 79 66 69 6¢ 6¢ 20 31 2e 30 20 2f 20 45
69 72 69 6b 20 42 61 63 6b 65 72 20 2f 20 4d 49 54 20 4c 69 63 65 6e 63 65 0a 28 66 75 6e 63 74 69 6f 6e 28 77 69 6e
2c 20 64 6f 63 29 7b 0a 20 20 20 20 69 66 28 77 69 6e 2e 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 29 20 72 65
7475 72 6e 3b Oa 0a 20 20 20 20 66 75 6e 63 74 69 6f 6e 20 64 6f 63 48 69 6a 61 63 6b 28 70 29 7b 76 61 72 20 6f 6¢ 64
20 3d 20 64 6f 63 5b 70 5d 3b 64 6f 63 5b 70 5d 20 3d 20 66 75 6e 63 74 69 6f 6e 28 76 29 7b 72 65 74 75 72 6e 20 61 6
4 64 4c 69 73 74 65 6e 28 6f 6¢ 64 28 76 29 29 7d 7d Oa 20 20 20 20 66 75 6e 63 74 69 6f 6e 20 61 64 64 45 76 65 6e 74
28 6f 6e 2c 20 66 6e 2c 20 73 65 6¢ 66 29 7b Oa 20 20 20 20 20 20

Data Ascii: // addEventListener polyfill 1.0 / Eirik Backer / MIT Licence(function(win, doc){ if(win.addEventListener)

return; function docHijack(p){var old = doc[p];doc[p] = function(v){return addListen(old(v))}} function addEvent(on, fn, s

elf){

Destination IP Desaaaton Process
Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /js/helper.js HTTP/1.1

Host: urlsand.esvalabs.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script

Referer: https://urlsand.esvalabs.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: application/javascript

Content-Length: 3399

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-d47"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
X-xss-protection: 1; mode=block

x-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Accept-Ranges: bytes
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kBytes

Timestam
P transferred

2022-05-26 12:55:06 UTC 99

Session ID Source IP
8 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-05-26 12:55:05 UTC 13

2022-05-26 12:55:06 UTC 121

2022-05-26 12:55:06 UTC 122

Session ID Source IP

9 192.168.2.3
. kBytes

Timestamp transferred

2022-05-26 12:55:05 UTC 14
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Direction

IN

Source Port

49751

Direction

ouT

Source Port

49749

Direction

ouT

Data

Data Raw: 76 61 72 20 45 73 76 61 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 7d 3b 0a 28 66 75 6e 63 74 69 6f
6e 20 28 29 20 7b 0a 20 20 20 20 45 73 76 61 2e 70 72 6f 74 6f 74 79 70 65 2e 47 45 54 20 3d 20 66 75 6e 63 74 69 6f
6e 28 75 72 6¢ 2c 20 6f 6e 6¢ 6f 61 64 2f 2a 28 72 65 73 70 6f 6 73 65 2¢ 20 78 68 72 29 2a 2f 2c 20 6f 6e 65 72 72 6f 72
2f2a28 73 746174 7573 2c 20 65 72 72 6f 72 4d 73 67 2c 20 78 68 72 29 2a 2f 29 20 7b 0a 20 20 20 20 20 20 20 20
74 6869 73 2e 5f 61 73 79 6e 63 52 65 71 75 65 73 74 28 27 47 45 54 27 2¢ 20 75 72 6¢ 2c 20 5b 5d 2c 20 6f 6e 6¢ 6f 61
64 2c 20 6f 6e 65 72 72 6f 72 29 3b 0a 20 20 20 20 7d Oa 0a 20 20 20 20 45 73 76 61 2e 70 72 6f 74 6f 74 79 70 65 2e 50
4f 53 54 20 3d 20 66 75 6e 63 74 69 6f 6e 28 75 72 6¢ 2¢ 20

Data Ascii: var Esva = function () {};(function () { Esva.prototype.GET = function(url, onload/*(response, xhr)*/, onerror/*
(status, errorMsg, xhr)*/) { this._asyncRequest('GET", url, [], onload, onerror); } Esva.prototype.POST = func
tion(url,

Destination IP LWL Process

Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /js/redirect.js HTTP/1.1

Host: urlsand.esvalabs.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script

Referer: https://urlsand.esvalabs.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: application/javascript

Content-Length: 1818

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-71a"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self https://fonts.googleapis.com https://fonts.gstatic.com data: ‘unsafe-inline’;
x-xss-protection: 1; mode=block

X-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self*

Accept-Ranges: bytes

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 6f 6e 72 65 61 64 79 28 29 20 7b 0a 20 20 20 20 76 61 72 20 70 72 6f 67 72 65
737320 3d 20 6e 65 77 20 50 72 6f 67 72 65 73 73 42 61 72 28 64 6f 63 75 6d 65 6€ 74 2e 71 75 65 72 79 53 65 6C 65
63 74 6f 72 28 27 2e 70 72 6f 67 72 65 73 73 2d 62 61 72 27 29 29 0a 20 20 20 20 70 72 6f 67 72 65 73 73 2e 61 63 74
69 76 65 28 29 Oa 0a 20 20 20 20 76 61 72 20 70 72 6f 67 72 65 73 73 42 61 72 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 71 7
565 72 7953 65 6¢ 65 63 74 6f 72 28 27 2e 70 72 6f 67 72 65 73 73 2d 62 61 72 27 29 0a 20 20 20 20 76 61 72 20 73 70
69 6e 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 27 2e 66 61 2d 73 70 69 6e 27 29
0a 0Oa 20 20 20 20 66 75 6e 63 74 69 6f 6e 20 73 74 6f 70 53 70 69 6e

Data Ascii: (function onready() { var progress = new ProgressBar(document.querySelector('.progress-bar')) progress
.active() var progressBar = document.querySelector(".progress-bar’) var spin = document.querySelector('.fa-spin’)
function stopSpin

Destination

Destination IP Process

Port
80.211.49.112 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /templates/default/img/logo.png HTTP/1.1

Host: urlsand.esvalabs.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://urlsand.esvalabs.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-05-26 12:55:06 UTC 102

2022-05-26 12:55:06 UTC 103

2022-05-26 12:55:06 UTC 118

Statistics

Behavior

System Behavior

Direction

IN

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 May 2022 12:55:06 GMT

Content-Type: image/png

Content-Length: 19237

Last-Modified: Tue, 24 May 2022 14:36:08 GMT

Connection: close

ETag: "628ced58-4b25"

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload;
X-Frame-Options: SAMEORIGIN

content-security-policy: default-src 'self' https://fonts.googleapis.com https://fonts.gstatic.com data: 'unsafe-inline’;
X-xss-protection: 1; mode=block

X-content-type-options: nosniff

referrer-policy: strict-origin

feature-policy: fullscreen 'self'

Accept-Ranges: bytes

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 01 66 00 00 00 34 08 06 00 00 00 b9 17 92 5e 00 00
00 01 73 52 47 42 00 ae ce 1c €9 00 00 00 84 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 05 01 12 00 03 00 00 00 01 00 01
00 00 01 1a 00 05 00 00 00 01 00 00 00 4a 01 1b 00 05 00 00 00 01 00 00 00 52 01 28 00 03 00 00 00 01 00 02 00 00 87
69 00 04 00 00 00 01 00 00 00 5a 00 00 00 00 00 00 00 96 00 00 00 01 00 00 00 96 00 00 00 01 00 03 a0 01 00 03 00 00
00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 01 66 a0 03 00 04 00 00 00 01 00 00 00 34 00 00 00 00 5e 90 41 46 00
00 00 09 70 48 59 73 00 00 17 12 00 00 17 12 01 67 9f d2 52 00 00 01 59 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62
65 2e 78 6d 70 00 00 00 00 00 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢C

Data Ascii: PNGIHDRf4"sRGBeXIfMM*JR(iZf4"AFpHYsgRYiTXtXML:com.adobe.xmp<x:xmpmeta xml

Data Raw: e5 a0 45 80 33 56 2d 26 6a 96 2e f8 a0 0f 09 37 44 62 59 fb f3 62 f3 1e 26 18 67 38 b5 19 b5 27 07 c7 10 bc
7d 6 e7 e0 68 47 5c 1a cf cO 9e 06 ad be 8b 17 ad 3c 74 ec 45 10 6¢ 88 90 9b 43 9e 6f e3 37 {7 4b cd 99 76 a9 90 4a 6f
ed 0d d7 b6 e0 3b f2 49 27 fb a7 87 3a 66 d1 07 e7 20 64 ec Ob b5 5a 43 05 9b 66 a0 3b c8 73 bb 95 a7 d7 ba 8d 37 e2
c8 9f be 6¢ f2 7b f0 d7 9c 61 31 f1 ea 61 12 30 be 37 f5 4c 83 97 bc d5 ce df 5e d8 25 6f b8 32 fc b9 09 23 b9 ec 8a 4f b3
cd 00 ce c6 c0 09 42 01 03 dO d1 8e ab 7d 48 1b 2a 27 4d fc 3d 16 87 dc 0a 85 03 3b f3 03 c0 b9 37 6b 97 34 4b c7 4a a7
80 c7 7e d6 al 89 ad b0 e5 b2 b2 dd 91 6b c7 Of ¢5 5¢c b1 15 66 Oc 6f bf 29 cf a4 a0 ab ad b9 ¢8 29 0f a2 57 7c ed 20 36
5c¢ 10 d8 9d 9f ef 8¢ 86 8¢ 05 d1 66 cb b2 ac 89 22 e9 2d

Data Ascii: E3V-&].7DbYb&g8thG\<tEICo7KvJo;!":f dZCf;s7{ala07L"%02#0B}H*M=;7k4KJ~k\fo)) W| 6\f"-

@ chrome.exe
@ chrome.exe

Analysis Process: chrome.exe PID: 4804, Parent PID: 1260

General

Target ID: 0

Start time: 14:54:58

Start date: 26/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe
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Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

false

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://urlsand.esvalabs.com/?u=https%3A%2F%2
Fexpress.adobe.com%2Fpage%2FfeoM5782aYABf%2F&e=d02f10fa&h=34edaf6a&f=y&p=y

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Registry Activities

Key Path

Key Path

Key Value Modified

Key Path

HKEY_CURRENT_US dr

ER\Software\Goo
gle\Update\ClientState
\{8BA69D345-D564-
463c-AFF1-
A69DIE530F96}

Name

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion
Completion
Name Type Data Completion
Type Old Data New Data Completion
unicode 0 1 success or wait

Analysis Process: chrome.exe PID: 5700, Parent PID: 4804

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

1

14:55:00

26/05/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Count Source Address

Count Source Address
Source Address

Count

Count Source Address

Count Source Address

Count Source Address

GEITR Source
Address
1 7FF7F62CFC4B

Symbol

Symbol

Symbol

Symbol

Symbol

Symbol

Symbol

RegSetValueEx
w

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1512,39260
53890965589814,17402476151141703498,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1920 /prefetch:8

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Copyright Joe Security LLC 2022

Options

Completion

Count Source Address

Symbol
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
Disassembly

@ No disassembly
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