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Linux Analysis Report 
EKXxSJDt9M

Overview

General Information

Sample 
Name:

EKXxSJDt9M

Analysis ID: 635086

MD5: b5660f08898601…

SHA1: 799e0478a8a2aa…

SHA256: 0b1708f6466590…

Tags: 32 arm elf mirai

Infos:

Detection

Mirai

Score: 84

Range: 0 - 100

Whitelisted: false

Signatures

Multi AV Scanner detection for subm…

Snort IDS alert for network traffic

Uses known network protocols on n…

Contains symbols with names comm…

Sample tries to kill multiple process…

Yara detected Mirai

Executes the "wget" command typic…

Uses the "uname" system call to qu…

Executes the "uname" command us…

Enumerates processes within the "p…

Detected TCP or UDP traffic on non…

Sample tries to kill a process (SIGK…

Sample contains symbols with susp…

HTTP GET or POST without a user …

Executes the "rm" command used t…

Sample contains strings indicative o…

Classification

Analysis Advice

Some HTTP requests failed (404). It is likely that the sample will exhibit less behavior.

Static ELF header machine description suggests that the sample might not execute correctly on this machine.

Static ELF header machine description suggests that the sample might only run correctly on MIPS or ARM architectures.

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 635086

Start date and time: 27/05/202212:57:23 2022-05-27 12:57:23 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 23s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: EKXxSJDt9M

Cookbook file name: defaultlinuxfilecookbook.jbs

Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)

Analysis Mode: default

Detection: MAL

Classification: mal84.spre.troj.lin@0/3@0/0

Command: /tmp/EKXxSJDt9M

PID: 6259

Exit Code: 0

Exit Code Info:

Killed: False

Standard Output: Infected By Cult

General Information

Warnings

Runtime Messages
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Standard Error:

system is lnxubuntu20
python3.8 New Fork (PID: 6214, Parent: 6200)
uname (PID: 6214, Parent: 6200, MD5: 4ac7c634c5bec95753c480e9d421dcc2) Arguments: uname -p
dash New Fork (PID: 6216, Parent: 6215)
cut (PID: 6216, Parent: 6215, MD5: d8ed0ea8f22c0de0f8692d4d9f1759d3) Arguments: cut -c -40 /tmp/tmp.cnYNqYQvB7
dash New Fork (PID: 6217, Parent: 6215)
tr (PID: 6217, Parent: 6215, MD5: fbd1402dd9f72d8ebfff00ce7c3a7bb5) Arguments: tr -c -d [:alnum:]
dash New Fork (PID: 6218, Parent: 6183)
wget (PID: 6218, Parent: 6183, MD5: 996940118df7bb2aaa718589d4e95c08) Arguments: wget --timeout 60 -U "wget/1.20.3-1ubuntu1 Ubuntu/20.04.2/LTS GNU/Linux/5.4.0-72-
generic/x86_64 Intel(R)/Xeon(R)/Silver/4210/CPU/@/2.20GHz cloud_id/none" -O- --content-on-error https://motd.ubuntu.com
dash New Fork (PID: 6220, Parent: 6183)
cat (PID: 6220, Parent: 6183, MD5: 7e9d213e404ad3bb82e4ebb2e1f2c1b3) Arguments: cat /tmp/tmp.prLdOPAcfV
dash New Fork (PID: 6221, Parent: 6183)
head (PID: 6221, Parent: 6183, MD5: fd96a67145172477dd57131396fc9608) Arguments: head -n 10
dash New Fork (PID: 6222, Parent: 6183)
tr (PID: 6222, Parent: 6183, MD5: fbd1402dd9f72d8ebfff00ce7c3a7bb5) Arguments: tr -d \\000-\\011\\013\\014\\016-\\037
dash New Fork (PID: 6223, Parent: 6183)
cut (PID: 6223, Parent: 6183, MD5: d8ed0ea8f22c0de0f8692d4d9f1759d3) Arguments: cut -c -80
dash New Fork (PID: 6224, Parent: 6183)
cat (PID: 6224, Parent: 6183, MD5: 7e9d213e404ad3bb82e4ebb2e1f2c1b3) Arguments: cat /tmp/tmp.prLdOPAcfV
dash New Fork (PID: 6225, Parent: 6183)
head (PID: 6225, Parent: 6183, MD5: fd96a67145172477dd57131396fc9608) Arguments: head -n 10
dash New Fork (PID: 6226, Parent: 6183)
tr (PID: 6226, Parent: 6183, MD5: fbd1402dd9f72d8ebfff00ce7c3a7bb5) Arguments: tr -d \\000-\\011\\013\\014\\016-\\037
dash New Fork (PID: 6227, Parent: 6183)
cut (PID: 6227, Parent: 6183, MD5: d8ed0ea8f22c0de0f8692d4d9f1759d3) Arguments: cut -c -80
dash New Fork (PID: 6228, Parent: 6183)
rm (PID: 6228, Parent: 6183, MD5: aa2b5496fdbfd88e38791ab81f90b95b) Arguments: rm -f /tmp/tmp.prLdOPAcfV /tmp/tmp.KNItEUZoGw /tmp/tmp.cnYNqYQvB7
EKXxSJDt9M (PID: 6259, Parent: 6120, MD5: 5ebfcae4fe2471fcc5695c2394773ff1) Arguments: /tmp/EKXxSJDt9M

EKXxSJDt9M New Fork (PID: 6261, Parent: 6259)
EKXxSJDt9M New Fork (PID: 6262, Parent: 6259)
EKXxSJDt9M New Fork (PID: 6263, Parent: 6259)

EKXxSJDt9M New Fork (PID: 6266, Parent: 6263)
EKXxSJDt9M New Fork (PID: 6268, Parent: 6263)
EKXxSJDt9M New Fork (PID: 6271, Parent: 6263)
EKXxSJDt9M New Fork (PID: 6275, Parent: 6263)
EKXxSJDt9M New Fork (PID: 6277, Parent: 6263)
EKXxSJDt9M New Fork (PID: 6278, Parent: 6263)

cleanup

Source Rule Description Author Strings

EKXxSJDt9M JoeSecurity_Mirai_
8

Yara detected 
Mirai

Joe Security

EKXxSJDt9M JoeSecurity_Mirai_
2

Yara detected 
Mirai

Joe Security

Source Rule Description Author Strings

dump.pcap JoeSecurity_Mirai_
12

Yara detected 
Mirai

Joe Security

Timestamp: 192.168.2.2395.57.156.6860780802839471 05/27/22-13:00:05.199395

SID: 2839471

Source Port: 60780

Destination Port: 80

Protocol: TCP

Process Tree

Yara Signatures

Initial Sample

PCAP (Network Tra c)

Snort Signatures
ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.57.156.68
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Classtype: Web Application Attack

Timestamp: 192.168.2.23112.161.6.22752530802839471 05/27/22-12:59:30.199632

SID: 2839471

Source Port: 52530

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.185.188.18553834802839471 05/27/22-12:58:41.737289

SID: 2839471

Source Port: 53834

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.231.19858960802839471 05/27/22-12:58:25.823407

SID: 2839471

Source Port: 58960

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.159.71.15944874802839471 05/27/22-12:58:27.419561

SID: 2839471

Source Port: 44874

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.169.60.2036782802839471 05/27/22-12:59:04.861373

SID: 2839471

Source Port: 36782

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.99.87.141478802839471 05/27/22-12:58:13.031529

SID: 2839471

Source Port: 41478

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.250.25.22154778802839471 05/27/22-12:59:45.728583

SID: 2839471

Source Port: 54778

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.57.143.9253388802839471 05/27/22-12:58:25.857394

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.161.6.227

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.185.188.185

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.231.198

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.159.71.159

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.169.60.20

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.99.87.1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.250.25.221

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.57.143.92
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SID: 2839471

Source Port: 53388

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.141.80.8439310802839471 05/27/22-12:58:51.591786

SID: 2839471

Source Port: 39310

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.160.83.1847272802839471 05/27/22-13:00:20.345173

SID: 2839471

Source Port: 47272

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.166.188.18133508802839471 05/27/22-12:58:41.737517

SID: 2839471

Source Port: 33508

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.121.164.21234564802839471 05/27/22-12:59:01.230262

SID: 2839471

Source Port: 34564

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.119.24359728802839471 05/27/22-12:58:51.532952

SID: 2839471

Source Port: 59728

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.154.109.4850408802839471 05/27/22-13:00:36.622102

SID: 2839471

Source Port: 50408

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.222.64.2033946802839471 05/27/22-12:58:39.294870

SID: 2839471

Source Port: 33946

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.141.80.84

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.160.83.18

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.166.188.181

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.121.164.212

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.119.243

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.154.109.48

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.222.64.20

Copyright Joe Security LLC 2022 Page 8 of 73



Classtype: Web Application Attack

Timestamp: 192.168.2.23112.196.50.16443910802839471 05/27/22-12:59:09.986045

SID: 2839471

Source Port: 43910

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.196.55.9750168802839471 05/27/22-12:59:09.470968

SID: 2839471

Source Port: 50168

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.142.20144032802839471 05/27/22-12:58:22.420996

SID: 2839471

Source Port: 44032

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.232.62.24752530802839471 05/27/22-12:59:32.582788

SID: 2839471

Source Port: 52530

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.230.5860264802839471 05/27/22-12:58:20.489968

SID: 2839471

Source Port: 60264

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.255.192.20644496802839471 05/27/22-12:58:49.199612

SID: 2839471

Source Port: 44496

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.221.61.25456596802839471 05/27/22-13:00:11.289578

SID: 2839471

Source Port: 56596

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.118.20.15147310802839471 05/27/22-12:58:39.277404

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.196.50.164

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.196.55.97

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.142.201

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.232.62.247

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.230.58

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.255.192.206

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.221.61.254

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.118.20.151
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SID: 2839471

Source Port: 47310

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.168.22953856802839471 05/27/22-12:58:48.723830

SID: 2839471

Source Port: 53856

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2341.78.122.13340222372152835222 05/27/22-12:59:31.321923

SID: 2835222

Source Port: 40222

Destination Port: 37215

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.2388.221.130.23134522802839471 05/27/22-12:58:49.002884

SID: 2839471

Source Port: 34522

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.119.194.20050400802839471 05/27/22-12:59:03.525009

SID: 2839471

Source Port: 50400

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.47.22.8334458802839471 05/27/22-12:59:04.849659

SID: 2839471

Source Port: 34458

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.129.17460956802839471 05/27/22-13:00:34.152190

SID: 2839471

Source Port: 60956

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.157.75.9046384802839471 05/27/22-13:00:34.192874

SID: 2839471

Source Port: 46384

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.168.229

ETPRO EXPLOIT Huawei Remote Command Execution - Outbound (CVE-2017-17215) - Source IP: 192.168.2.23 - Destination IP: 41.78.122.133

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.130.231

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.119.194.200

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.47.22.83

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.129.174

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.157.75.90
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Classtype: Web Application Attack

Timestamp: 192.168.2.23112.121.187.7039392802839471 05/27/22-12:58:27.302153

SID: 2839471

Source Port: 39392

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.146.182.16452328802839471 05/27/22-12:58:12.724301

SID: 2839471

Source Port: 52328

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.196.29.20933766802839471 05/27/22-12:59:49.249094

SID: 2839471

Source Port: 33766

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.173.181.2348258802839471 05/27/22-12:58:46.336411

SID: 2839471

Source Port: 48258

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.238.8451440802839471 05/27/22-12:58:54.024278

SID: 2839471

Source Port: 51440

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.120.92.7054676802839471 05/27/22-12:58:28.261330

SID: 2839471

Source Port: 54676

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.99.6636582802839471 05/27/22-12:59:35.176029

SID: 2839471

Source Port: 36582

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.198.95.22636528802839471 05/27/22-12:59:37.128545

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.121.187.70

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.146.182.164

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.196.29.209

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.173.181.23

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.238.84

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.120.92.70

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.99.66

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.198.95.226
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SID: 2839471

Source Port: 36528

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.114.113.13442138802839471 05/27/22-12:58:35.877908

SID: 2839471

Source Port: 42138

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.167.224.17157470802839471 05/27/22-13:00:11.291570

SID: 2839471

Source Port: 57470

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.133.178.10744962802839471 05/27/22-12:58:49.170848

SID: 2839471

Source Port: 44962

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.172.26.14536506802839471 05/27/22-12:58:46.138797

SID: 2839471

Source Port: 36506

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.250.11360650802839471 05/27/22-12:58:48.723925

SID: 2839471

Source Port: 60650

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.56.20.22838660802839471 05/27/22-12:58:44.735569

SID: 2839471

Source Port: 38660

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.206.140.20648410802839471 05/27/22-13:00:39.561162

SID: 2839471

Source Port: 48410

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.114.113.134

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.167.224.171

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.133.178.107

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.172.26.145

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.250.113

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.56.20.228

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.206.140.206
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Classtype: Web Application Attack

Timestamp: 192.168.2.2395.213.198.6836534802839471 05/27/22-12:58:44.687962

SID: 2839471

Source Port: 36534

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.216.207.13253920802839471 05/27/22-12:59:17.029180

SID: 2839471

Source Port: 53920

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.196.222.7838416802839471 05/27/22-12:58:27.823576

SID: 2839471

Source Port: 38416

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.96.93.1055052802839471 05/27/22-12:58:56.186730

SID: 2839471

Source Port: 55052

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.216.190.335344802839471 05/27/22-12:58:35.988869

SID: 2839471

Source Port: 35344

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.171.119.1237998802839471 05/27/22-12:58:39.382613

SID: 2839471

Source Port: 37998

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.70.136.10844208802839471 05/27/22-12:58:26.042045

SID: 2839471

Source Port: 44208

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.64.134.17433480802839471 05/27/22-12:59:59.470493

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.213.198.68

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.216.207.132

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.196.222.78

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.96.93.10

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.216.190.3

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.171.119.12

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.70.136.108

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.64.134.174
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SID: 2839471

Source Port: 33480

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.216.98.7156920802839471 05/27/22-12:58:17.355406

SID: 2839471

Source Port: 56920

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.175.245.23742248802839471 05/27/22-12:58:42.004238

SID: 2839471

Source Port: 42248

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.188.164.12352946802839471 05/27/22-12:58:46.272069

SID: 2839471

Source Port: 52946

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.90.88.12035844802839471 05/27/22-13:00:27.481230

SID: 2839471

Source Port: 35844

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.99.6644504802839471 05/27/22-12:58:17.282923

SID: 2839471

Source Port: 44504

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.196.216.9143296802839471 05/27/22-12:58:44.690326

SID: 2839471

Source Port: 43296

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.255.38.11734668802839471 05/27/22-12:58:49.205088

SID: 2839471

Source Port: 34668

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.216.98.71

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.175.245.237

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.188.164.123

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.90.88.120

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.99.66

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.196.216.91

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.255.38.117
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Classtype: Web Application Attack

Timestamp: 192.168.2.2395.170.87.8148768802839471 05/27/22-12:58:46.165208

SID: 2839471

Source Port: 48768

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.160.103.19654512802839471 05/27/22-12:59:57.034595

SID: 2839471

Source Port: 54512

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.217.100.17939836802839471 05/27/22-13:00:36.374096

SID: 2839471

Source Port: 39836

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.68.77.14955898802839471 05/27/22-12:58:22.425471

SID: 2839471

Source Port: 55898

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.163.186.10938092802839471 05/27/22-12:59:49.213385

SID: 2839471

Source Port: 38092

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.178.231.7343532802839471 05/27/22-12:59:51.612840

SID: 2839471

Source Port: 43532

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.164.121.19247968802839471 05/27/22-12:59:49.226611

SID: 2839471

Source Port: 47968

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.38.21238200802839471 05/27/22-12:58:35.869377

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.170.87.81

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.160.103.196

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.217.100.179

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.68.77.149

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.163.186.109

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.178.231.73

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.164.121.192

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.38.212
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SID: 2839471

Source Port: 38200

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.247.192.18549950802839471 05/27/22-13:00:13.734702

SID: 2839471

Source Port: 49950

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.168.22953914802839471 05/27/22-12:58:49.177419

SID: 2839471

Source Port: 53914

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.46.57.21355290802839471 05/27/22-13:00:27.475537

SID: 2839471

Source Port: 55290

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.154.250.7341752802839471 05/27/22-13:00:08.737206

SID: 2839471

Source Port: 41752

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.207.37.16336248802839471 05/27/22-13:00:54.598162

SID: 2839471

Source Port: 36248

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.87.0.14152294802839471 05/27/22-12:58:49.200635

SID: 2839471

Source Port: 52294

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.99.97.9559918802839471 05/27/22-12:58:33.695704

SID: 2839471

Source Port: 59918

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.247.192.185

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.168.229

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.46.57.213

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.154.250.73

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.207.37.163

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.87.0.141

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.99.97.95
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Classtype: Web Application Attack

Timestamp: 192.168.2.23112.79.44.4254026802839471 05/27/22-12:58:46.403226

SID: 2839471

Source Port: 54026

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.230.8356914802839471 05/27/22-12:59:01.211824

SID: 2839471

Source Port: 56914

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.12.107.5347420802839471 05/27/22-13:00:59.049748

SID: 2839471

Source Port: 47420

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.213.223.7851522802839471 05/27/22-12:58:32.514658

SID: 2839471

Source Port: 51522

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.160.194.19356934802839471 05/27/22-12:58:49.176822

SID: 2839471

Source Port: 56934

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.79.44.4254020802839471 05/27/22-12:58:46.138938

SID: 2839471

Source Port: 54020

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.59.4060488802839471 05/27/22-12:58:57.537732

SID: 2839471

Source Port: 60488

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.155.23.16743430802839471 05/27/22-12:59:40.676857

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.79.44.42

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.230.83

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.12.107.53

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.213.223.78

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.160.194.193

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.79.44.42

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.59.40

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.155.23.167
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SID: 2839471

Source Port: 43430

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.114.12254632802839471 05/27/22-12:58:28.182021

SID: 2839471

Source Port: 54632

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.210.102.20439448802839471 05/27/22-12:59:08.945679

SID: 2839471

Source Port: 39448

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.47.105.3051376802839471 05/27/22-12:58:25.789755

SID: 2839471

Source Port: 51376

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.127.20158076802839471 05/27/22-12:58:35.858362

SID: 2839471

Source Port: 58076

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.85.86.13457842802839471 05/27/22-12:59:40.666383

SID: 2839471

Source Port: 57842

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.135.8753136802839471 05/27/22-12:59:07.412614

SID: 2839471

Source Port: 53136

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23157.230.40.13637694372152835222 05/27/22-13:00:03.260989

SID: 2835222

Source Port: 37694

Destination Port: 37215

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.114.122

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.210.102.204

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.47.105.30

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.127.201

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.85.86.134

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.135.87

ETPRO EXPLOIT Huawei Remote Command Execution - Outbound (CVE-2017-17215) - Source IP: 192.168.2.23 - Destination IP: 157.230.40.136
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Classtype: A Network Trojan was detected

Timestamp: 192.168.2.2395.209.134.24240932802839471 05/27/22-12:59:51.623835

SID: 2839471

Source Port: 40932

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.173.186.10637374802839471 05/27/22-12:58:54.056148

SID: 2839471

Source Port: 37374

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.110.200.9832884802839471 05/27/22-12:58:22.411041

SID: 2839471

Source Port: 32884

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.165.12754244802839471 05/27/22-13:00:58.990170

SID: 2839471

Source Port: 54244

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.217.110.13156502802839471 05/27/22-12:58:22.381261

SID: 2839471

Source Port: 56502

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.213.160.19059582802839471 05/27/22-12:58:36.060202

SID: 2839471

Source Port: 59582

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.170.71.6952930802839471 05/27/22-12:58:17.236870

SID: 2839471

Source Port: 52930

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.227.12148798802839471 05/27/22-13:00:34.192129

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.209.134.242

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.173.186.106

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.110.200.98

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.165.127

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.217.110.131

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.213.160.190

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.170.71.69

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.227.121
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SID: 2839471

Source Port: 48798

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.204.248.19859030802839471 05/27/22-12:59:26.722306

SID: 2839471

Source Port: 59030

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.99.15.6349696802839471 05/27/22-12:58:12.691272

SID: 2839471

Source Port: 49696

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.138.174.15658580802839471 05/27/22-12:58:25.769343

SID: 2839471

Source Port: 58580

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.187.239.16253782802839471 05/27/22-12:59:10.543289

SID: 2839471

Source Port: 53782

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.161.130.16459202802839471 05/27/22-12:58:36.122501

SID: 2839471

Source Port: 59202

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.91.180.13955302802839471 05/27/22-12:59:01.178203

SID: 2839471

Source Port: 55302

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.43.206.17557874802839471 05/27/22-13:00:08.765669

SID: 2839471

Source Port: 57874

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.204.248.198

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.99.15.63

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.138.174.156

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.187.239.162

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.161.130.164

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.91.180.139

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.43.206.175
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Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.47.19254278802839471 05/27/22-12:59:07.431866

SID: 2839471

Source Port: 54278

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.169.120.18759086802839471 05/27/22-12:58:21.790128

SID: 2839471

Source Port: 59086

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.33.144.9854204802839471 05/27/22-13:00:01.108546

SID: 2839471

Source Port: 54204

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.59.123.12536684802839471 05/27/22-12:58:44.735927

SID: 2839471

Source Port: 36684

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.46.13240466802839471 05/27/22-12:59:38.224523

SID: 2839471

Source Port: 40466

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.185.155.13259896802839471 05/27/22-13:00:48.219655

SID: 2839471

Source Port: 59896

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.209.203.9843194802839471 05/27/22-13:00:29.897889

SID: 2839471

Source Port: 43194

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.46.5159876802839471 05/27/22-12:59:25.352468

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.47.192

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.169.120.187

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.33.144.98

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.59.123.125

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.46.132

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.185.155.132

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.209.203.98

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.46.51
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SID: 2839471

Source Port: 59876

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.202.224.8633140802839471 05/27/22-12:58:15.111842

SID: 2839471

Source Port: 33140

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.108.245.18149686802839471 05/27/22-12:58:54.052754

SID: 2839471

Source Port: 49686

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.119.160.7741678802839471 05/27/22-12:58:48.799831

SID: 2839471

Source Port: 41678

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.26.207.10758182802839471 05/27/22-13:00:22.955363

SID: 2839471

Source Port: 58182

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.107.210.1448654802839471 05/27/22-13:00:36.341630

SID: 2839471

Source Port: 48654

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.85.75.10258520802839471 05/27/22-12:58:13.034600

SID: 2839471

Source Port: 58520

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.83.126.1938148802839471 05/27/22-13:01:01.304144

SID: 2839471

Source Port: 38148

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.202.224.86

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.108.245.181

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.119.160.77

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.26.207.107

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.107.210.14

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.85.75.102

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.83.126.19
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Classtype: Web Application Attack

Timestamp: 192.168.2.2388.193.158.18442500802839471 05/27/22-13:00:19.923528

SID: 2839471

Source Port: 42500

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.173.236.24248996802839471 05/27/22-13:00:50.736397

SID: 2839471

Source Port: 48996

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.31.151.13137462802839471 05/27/22-13:00:01.067921

SID: 2839471

Source Port: 37462

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.162.106.21140694802839471 05/27/22-12:58:51.525981

SID: 2839471

Source Port: 40694

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.126.4944542802839471 05/27/22-13:00:34.152794

SID: 2839471

Source Port: 44542

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.98.24.7555196802839471 05/27/22-12:59:07.412827

SID: 2839471

Source Port: 55196

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.86.125.20845734802839471 05/27/22-12:59:32.592008

SID: 2839471

Source Port: 45734

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.204.78.23634514802839471 05/27/22-13:00:13.765844

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.193.158.184

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.173.236.242

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.31.151.131

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.162.106.211

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.126.49

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.98.24.75

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.86.125.208

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.204.78.236
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SID: 2839471

Source Port: 34514

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.230.16758202802839471 05/27/22-12:59:16.915039

SID: 2839471

Source Port: 58202

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.38.150.17642612802839471 05/27/22-12:59:32.691202

SID: 2839471

Source Port: 42612

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.179.3458084802839471 05/27/22-13:00:36.305457

SID: 2839471

Source Port: 58084

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.110.213.24159402802839471 05/27/22-12:58:39.284921

SID: 2839471

Source Port: 59402

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.240.58.8655546802839471 05/27/22-12:58:51.509791

SID: 2839471

Source Port: 55546

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.250.118.23336626802839471 05/27/22-12:58:49.207301

SID: 2839471

Source Port: 36626

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.9.127.16856844802839471 05/27/22-12:59:07.456522

SID: 2839471

Source Port: 56844

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.230.167

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.38.150.176

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.179.34

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.110.213.241

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.240.58.86

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.250.118.233

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.9.127.168
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Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.0.9336052802839471 05/27/22-12:58:48.747030

SID: 2839471

Source Port: 36052

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.172.26.14536400802839471 05/27/22-12:58:41.756911

SID: 2839471

Source Port: 36400

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.161.15142068802839471 05/27/22-12:58:35.866799

SID: 2839471

Source Port: 42068

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.99.225.17535014802839471 05/27/22-12:58:49.163982

SID: 2839471

Source Port: 35014

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.172.26.14536634802839471 05/27/22-12:58:51.550934

SID: 2839471

Source Port: 36634

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.198.144.8447434802839471 05/27/22-12:59:38.195736

SID: 2839471

Source Port: 47434

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.222.174.13038566802839471 05/27/22-12:58:44.651291

SID: 2839471

Source Port: 38566

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.69.15751632802839471 05/27/22-12:58:35.838172

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.0.93

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.172.26.145

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.161.151

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.99.225.175

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.172.26.145

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.198.144.84

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.222.174.130

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.69.157
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SID: 2839471

Source Port: 51632

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.214.13.21458472802839471 05/27/22-12:58:17.272613

SID: 2839471

Source Port: 58472

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.209.145.19939318802839471 05/27/22-12:58:33.672567

SID: 2839471

Source Port: 39318

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.110.172.12757150802839471 05/27/22-12:58:17.248255

SID: 2839471

Source Port: 57150

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.68.36.2451846802839471 05/27/22-12:58:35.834704

SID: 2839471

Source Port: 51846

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.70.46.14959804802839471 05/27/22-12:58:27.695425

SID: 2839471

Source Port: 59804

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.204.162.10446154802839471 05/27/22-12:58:12.911176

SID: 2839471

Source Port: 46154

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.147.109.756908802839471 05/27/22-12:58:53.879657

SID: 2839471

Source Port: 56908

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.214.13.214

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.209.145.199

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.110.172.127

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.68.36.24

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.70.46.149

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.204.162.104

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.147.109.7
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Classtype: Web Application Attack

Timestamp: 192.168.2.2395.170.72.3448756802839471 05/27/22-12:58:44.646140

SID: 2839471

Source Port: 48756

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.119.142.13251498802839471 05/27/22-13:00:19.923022

SID: 2839471

Source Port: 51498

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.165.142.4159818802839471 05/27/22-12:59:38.286508

SID: 2839471

Source Port: 59818

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.155.232.939358802839471 05/27/22-12:58:44.672408

SID: 2839471

Source Port: 39358

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.9.183.2939252802839471 05/27/22-12:59:35.278982

SID: 2839471

Source Port: 39252

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.247.188.18145208802839471 05/27/22-12:59:16.998105

SID: 2839471

Source Port: 45208

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.183.38.12138896802839471 05/27/22-12:58:53.991116

SID: 2839471

Source Port: 38896

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.159.1857152802839471 05/27/22-13:00:29.926056

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.170.72.34

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.119.142.132

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.165.142.41

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.155.232.9

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.9.183.29

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.247.188.181

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.183.38.121

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.159.18
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SID: 2839471

Source Port: 57152

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.90.182.21059626802839471 05/27/22-13:00:45.328795

SID: 2839471

Source Port: 59626

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.221.45.5351800802839471 05/27/22-13:00:48.270534

SID: 2839471

Source Port: 51800

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.67.248.16953838802839471 05/27/22-13:00:26.969646

SID: 2839471

Source Port: 53838

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.147.2.14848076802839471 05/27/22-12:58:48.769488

SID: 2839471

Source Port: 48076

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.167.38.9646556802839471 05/27/22-12:58:17.267402

SID: 2839471

Source Port: 46556

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.22.107.9752434802839471 05/27/22-12:59:04.932180

SID: 2839471

Source Port: 52434

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.0.22.6944054802839471 05/27/22-12:58:22.431883

SID: 2839471

Source Port: 44054

Destination Port: 80

Protocol: TCP

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.90.182.210

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.45.53

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.67.248.169

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.147.2.148

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.167.38.96

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.22.107.97

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.0.22.69
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Classtype: Web Application Attack

Timestamp: 192.168.2.23112.215.183.14152936802839471 05/27/22-12:59:28.280990

SID: 2839471

Source Port: 52936

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2341.62.53.5053926372152835222 05/27/22-13:00:03.338779

SID: 2835222

Source Port: 53926

Destination Port: 37215

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.2388.221.190.4959730802839471 05/27/22-12:58:15.166124

SID: 2839471

Source Port: 59730

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.68.216.4950674802839471 05/27/22-13:00:01.096577

SID: 2839471

Source Port: 50674

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.100.155.13156840802839471 05/27/22-13:00:11.270667

SID: 2839471

Source Port: 56840

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.42.130.18444376802839471 05/27/22-12:58:53.991058

SID: 2839471

Source Port: 44376

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.99.87.13942966802839471 05/27/22-12:58:58.957828

SID: 2839471

Source Port: 42966

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.179.145.16035464802839471 05/27/22-12:58:54.014128

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.215.183.141

ETPRO EXPLOIT Huawei Remote Command Execution - Outbound (CVE-2017-17215) - Source IP: 192.168.2.23 - Destination IP: 41.62.53.50

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.221.190.49

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.68.216.49

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.100.155.131

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.42.130.184

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.99.87.139

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.179.145.160

Copyright Joe Security LLC 2022 Page 29 of 73



AV Detection

Networking

SID: 2839471

Source Port: 35464

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.216.190.22233928802839471 05/27/22-12:58:35.864241

SID: 2839471

Source Port: 33928

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2388.145.192.4546088802839471 05/27/22-13:00:01.128862

SID: 2839471

Source Port: 46088

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.2395.101.219.22232822802839471 05/27/22-13:00:29.982039

SID: 2839471

Source Port: 32822

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.230.199.747460802839471 05/27/22-12:58:33.069490

SID: 2839471

Source Port: 47460

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

Timestamp: 192.168.2.23112.196.222.2451420802839471 05/27/22-12:58:41.803396

SID: 2839471

Source Port: 51420

Destination Port: 80

Protocol: TCP

Classtype: Web Application Attack

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.216.190.222

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 88.145.192.45

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 95.101.219.222

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.230.199.7

ETPRO TROJAN Mirai Variant User-Agent (Outbound) - Source IP: 192.168.2.23 - Destination IP: 112.196.222.24

Joe Sandbox Signatures

Multi AV Scanner detection for submitted file

Snort IDS alert for network traffic

Uses known network protocols on non-standard ports
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System Summary

Hooking and other Techniques for Hiding and Protection
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⊘ No configs have been found

Contains symbols with names commonly found in malware

Sample tries to kill multiple processes (SIGKILL)

Uses known network protocols on non-standard ports

Mitre Att&ck Matrix

Malware Configuration

Behavior Graph
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Behavior Graph
ID: 635086

Sample: EKXxSJDt9M

Startdate: 27/05/2022

Architecture: LINUX

Score: 84

31.188.224.161

WINDTRE-ASIT

Italy

88.78.23.228

VODANETInternationalIP-BackboneofVodafoneDE

Germany

98 other IPs or domains

Snort IDS alert for
network traffic

Multi AV Scanner detection
for submitted file

Contains symbols with
names commonly found

in malware

Uses known network protocols
on non-standard ports

dash

rm

EKXxSJDt9M

        started       

python3.8
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        started       

dash
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        started       

10 other processes

EKXxSJDt9M

        started       
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        started       

EKXxSJDt9M
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EKXxSJDt9M
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Sample tries to kill
multiple processes (SIGKILL)

Sample tries to kill
multiple processes (SIGKILL)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

EKXxSJDt9M 52% Virustotal Browse

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

45.95.55.16/bins/x86 100% Avira URL Cloud malware

45.95.55.16/8UsA.sh; 100% Avira URL Cloud malware

192.168.0.14:80/cgi-bin/ViewLog.asp 0% Virustotal Browse

192.168.0.14:80/cgi-bin/ViewLog.asp 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Domains

URLs
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⊘ No contacted domains info

Name Malicious Antivirus Detection Reputation

192.168.0.14:80/cgi-bin/ViewLog.asp false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

85.121.58.170 unknown Romania 9050 RTDBucharestRomaniaRO false

197.128.22.105 unknown Morocco 6713 IAM-ASMA false

85.33.66.110 unknown Italy 3269 ASN-IBSNAZIT false

43.4.184.91 unknown Japan 4249 LILLY-ASUS false

197.51.4.207 unknown Egypt 8452 TE-ASTE-ASEG false

126.75.102.71 unknown Japan 17676 GIGAINFRASoftbankBBCor
pJP

false

153.130.47.171 unknown Japan 4713 OCNNTTCommunicationsC
orporationJP

false

31.253.231.50 unknown Germany 3320 DTAGInternetserviceprovid
eroperationsDE

false

112.143.42.6 unknown Thailand 10010 TOKAITOKAICommunicatio
nsCorporationJP

false

94.122.216.129 unknown Turkey 12978 DOGAN-ONLINETR false

95.6.137.22 unknown Turkey 9121 TTNETTR false

146.164.151.1 unknown Brazil 2715 FundacaoCarlosChagasFilh
odeAmparoaPesquisaBR

false

188.83.219.191 unknown Portugal 3243 MEO-RESIDENCIALPT false

31.162.185.176 unknown Russian Federation 12389 ROSTELECOM-ASRU false

94.227.247.148 unknown Belgium 6848 TELENET-ASBE false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

World Map of Contacted IPs

Public IPs
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85.83.182.117 unknown Denmark 9158 TELENOR_DANMARK_AS
DK

false

95.38.211.227 unknown Iran (ISLAMIC Republic Of) 41881 FANAVA-
ASFanavaGroupCommunic
ationCoIR

false

94.122.78.77 unknown Turkey 12978 DOGAN-ONLINETR false

149.170.166.38 unknown United Kingdom 786 JANETJiscServicesLimited
GB

false

85.128.224.42 unknown Poland 15967 NAZWAPL false

95.145.60.14 unknown United Kingdom 12576 EELtdGB false

41.8.13.30 unknown South Africa 29975 VODACOM-ZA false

157.214.20.155 unknown United States 4704 SANNETRakutenMobileInc
JP

false

88.44.61.8 unknown Italy 20746 ASN-IDCTNOOMINCIT false

41.115.200.82 unknown South Africa 16637 MTNNS-ASZA false

45.226.115.216 unknown Colombia 265861 SISTEMASSATELITALESD
ECOLOMBIASAESPCO

false

41.187.159.160 unknown Egypt 20928 NOOR-ASEG false

95.134.40.0 unknown Ukraine 6849 UKRTELNETUA false

94.194.150.71 unknown United Kingdom 5607 BSKYB-BROADBAND-
ASGB

false

216.65.83.159 unknown Canada 13768 COGECO-PEER1CA false

95.156.28.251 unknown Macedonia 6821 MT-AS-
OWNbulOrceNikolovbbMK

false

94.25.52.49 unknown Russian Federation 12389 ROSTELECOM-ASRU false

95.38.211.212 unknown Iran (ISLAMIC Republic Of) 41881 FANAVA-
ASFanavaGroupCommunic
ationCoIR

false

85.182.60.121 unknown Germany 6805 TDDE-ASN1DE false

94.224.166.168 unknown Belgium 6848 TELENET-ASBE false

94.70.94.45 unknown Greece 6799 OTENET-GRAthens-
GreeceGR

false

94.66.233.224 unknown Greece 6799 OTENET-GRAthens-
GreeceGR

false

112.156.19.193 unknown Korea Republic of 17858 POWERVIS-AS-
KRLGPOWERCOMMKR

false

182.235.150.172 unknown Taiwan; Republic of China 
(ROC)

9416 MULTIMEDIA-AS-
APHoshinMultimediaCenter
IncTW

false

41.248.235.166 unknown Morocco 36903 MT-MPLSMA false

85.173.96.238 unknown Russian Federation 43132 KBT-
ASBranchformerKabbalktel
ecomRU

false

62.132.39.167 unknown Germany 286 KPNNL false

95.239.40.24 unknown Italy 3269 ASN-IBSNAZIT false

222.165.249.249 unknown Indonesia 24207 EXPRESSNET-AS-
IDPTNettoCyberIndonesiaI
D

false

85.43.244.63 unknown Italy 3269 ASN-IBSNAZIT false

85.83.182.136 unknown Denmark 9158 TELENOR_DANMARK_AS
DK

false

74.240.110.141 unknown United States 19108 SUDDENLINK-
COMMUNICATIONSUS

false

31.77.234.29 unknown United Kingdom 12576 EELtdGB false

94.207.100.149 unknown United Arab Emirates 15802 DU-AS1AE false

193.191.207.96 unknown Belgium 2611 BELNETBE false

31.86.186.144 unknown United Kingdom 12576 EELtdGB false

173.111.92.200 unknown United States 10507 SPCSUS false

141.178.220.6 unknown Japan 197921 HBTFJO false

31.238.25.133 unknown Germany 3320 DTAGInternetserviceprovid
eroperationsDE

false

174.237.27.187 unknown United States 22394 CELLCOUS false

94.50.19.46 unknown Russian Federation 12389 ROSTELECOM-ASRU false

57.43.145.45 unknown Belgium 2686 ATGS-MMD-ASUS false

158.164.209.206 unknown United States 721 DNIC-ASBLK-00721-
00726US

false

94.152.96.255 unknown Poland 29522 KEIPL false

IP Domain Country Flag ASN ASN Name Malicious
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95.81.253.241 unknown Russian Federation 12389 ROSTELECOM-ASRU false

95.170.15.63 unknown France 25540 ALPHALINK-ASFR false

94.66.233.253 unknown Greece 6799 OTENET-GRAthens-
GreeceGR

false

95.137.253.36 unknown Georgia 34797 SYSTEM-NETGE false

85.170.165.157 unknown France 21502 ASN-NUMERICABLEFR false

31.126.1.104 unknown United Kingdom 12576 EELtdGB false

95.58.131.1 unknown Kazakhstan 9198 KAZTELECOM-ASKZ false

31.121.22.173 unknown United Kingdom 2856 BT-UK-
ASBTnetUKRegionalnetwor
kGB

false

85.48.206.173 unknown Spain 12479 UNI2-ASES false

94.25.27.88 unknown Russian Federation 12389 ROSTELECOM-ASRU false

94.87.6.232 unknown Italy 3269 ASN-IBSNAZIT false

197.143.201.68 unknown Algeria 36891 ICOSNET-ASDZ false

157.186.91.146 unknown Russian Federation 22192 SSHENETUS false

94.94.61.18 unknown Italy 3269 ASN-IBSNAZIT false

94.227.194.44 unknown Belgium 6848 TELENET-ASBE false

95.4.134.166 unknown Turkey 9121 TTNETTR false

31.2.120.29 unknown Poland 21243 PLUSNETPlusGSMtransitc
orenetworkPL

false

58.234.32.241 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

false

94.98.191.255 unknown Saudi Arabia 25019 SAUDINETSTC-ASSA false

31.188.224.161 unknown Italy 24608 WINDTRE-ASIT false

9.119.160.211 unknown United States 3356 LEVEL3US false

94.174.22.211 unknown United Kingdom 5089 NTLGB false

48.53.83.172 unknown United States 2686 ATGS-MMD-ASUS false

25.131.234.44 unknown United Kingdom 7922 COMCAST-7922US false

62.195.46.116 unknown Netherlands 6830 LIBERTYGLOBALLibertyGl
obalformerlyUPCBroadband
Holding

false

218.115.38.100 unknown Japan 17676 GIGAINFRASoftbankBBCor
pJP

false

157.0.158.246 unknown China 4837 CHINA169-
BACKBONECHINAUNICO
MChina169BackboneCN

false

88.78.23.228 unknown Germany 3209 VODANETInternationalIP-
BackboneofVodafoneDE

false

31.73.32.211 unknown United Kingdom 12576 EELtdGB false

112.205.62.158 unknown Philippines 9299 IPG-AS-
APPhilippineLongDistanceT
elephoneCompanyPH

false

88.89.194.49 unknown Norway 2119 TELENOR-
NEXTELTelenorNorgeASN
O

false

31.137.99.239 unknown Netherlands 15480 VFNL-
ASVodafoneNLAutonomous
SystemNL

false

112.27.76.184 unknown China 9808 CMNET-
GDGuangdongMobileComm
unicationCoLtdCN

false

197.185.70.91 unknown South Africa 37105 NEOLOGY-ASZA false

95.236.91.112 unknown Italy 3269 ASN-IBSNAZIT false

85.169.238.230 unknown France 21502 ASN-NUMERICABLEFR false

31.144.92.39 unknown Ukraine 56515 OXYNET-ASPL false

85.218.215.97 unknown Denmark 197288 STOFANETDK false

31.63.4.119 unknown Poland 5617 TPNETPL false

42.67.255.118 unknown Taiwan; Republic of China 
(ROC)

17421 EMOME-
NETMobileBusinessGroupT
W

false

157.190.234.161 unknown Ireland 1213 HEANETIE false

IP Domain Country Flag ASN ASN Name Malicious
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⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

File type: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, with debug_info, not stripped

Entropy (8bit): 6.00057402187451

TrID: ELF Executable and Linkable format (generic) (4004/1) 100.00%

File name: EKXxSJDt9M

File size: 146259

MD5: b5660f088986018fa298d24c130160e2

SHA1: 799e0478a8a2aac7dbced84a439d4de1e97f6e3b

SHA256: 0b1708f6466590643a7e2b64df04861c23d0916e3bc292f7a7575d811c5904b8

SHA512: 3136e807d833278881949832d9e274a839367ea6e016c550ca4f028b9721d15c94373a16e5c10831072014c4347513575d7203ba614711f17f376a8604083b02

SSDEEP: 3072:aJw9JAFjd/McSi9mJOTW6X72gM0liUoNEWztr3FckiDaSLOfM/9oFLxh:aJw9JAFjd/McNmJOC6XOrEWztr3KkdSs

TLSH: 41E35C46EA818F13C4D5177AB9AF02893332A75493DB73069D186FB43FC6A6F0E63605

File Content 
Preview:

.ELF..............(.........4...x.......4. ...(........p.h...........................................i...i...............i...i...i......h3...............i...i...i..................Q.td..................................-...L..................@-

.,@...0....S

ELF header

Class: ELF32

Data: 2's complement, little endian

Version: 1 (current)

Machine: ARM

Version Number: 0x1

Type: EXEC (Executable file)

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

/tmp/tmp.KNItEUZoGw

/tmp/tmp.prLdOPAcfV

/var/cache/motd-news

Static File Info

General

Static ELF Info
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OS/ABI: UNIX - System V

ABI Version: 0

Entry Point Address: 0x8194

Flags: 0x4000002

ELF Header Size: 52

Program Header Offset: 52

Program Header Size: 32

Number of Program Headers: 5

Section Header Offset: 117112

Section Header Size: 40

Number of Section Headers: 29

Header String Table Index: 26

ELF header

Name Type Address Offset Size EntSize Flags
Flags
Description

Link Info Align

NULL 0x0 0x0 0x0 0x0 0x0 0 0 0

.init PROGBITS 0x80d4 0xd4 0x10 0x0 0x6 AX 0 0 4

.text PROGBITS 0x80f0 0xf0 0x15bac 0x0 0x6 AX 0 0 16

.fini PROGBITS 0x1dc9c 0x15c9c 0x10 0x0 0x6 AX 0 0 4

.rodata PROGBITS 0x1dcac 0x15cac 0xbc0 0x0 0x2 A 0 0 4

.ARM.extab PROGBITS 0x1e86c 0x1686c 0x18 0x0 0x2 A 0 0 4

.ARM.exidx ARM_EXIDX 0x1e884 0x16884 0x118 0x0 0x82 AL 2 0 4

.eh_frame PROGBITS 0x2699c 0x1699c 0x4 0x0 0x3 WA 0 0 4

.tbss NOBITS 0x269a0 0x169a0 0x8 0x0 0x403 WAT 0 0 4

.init_array INIT_ARRAY 0x269a0 0x169a0 0x4 0x0 0x3 WA 0 0 4

.fini_array FINI_ARRAY 0x269a4 0x169a4 0x4 0x0 0x3 WA 0 0 4

.jcr PROGBITS 0x269a8 0x169a8 0x4 0x0 0x3 WA 0 0 4

.got PROGBITS 0x269ac 0x169ac 0xa8 0x4 0x3 WA 0 0 4

.data PROGBITS 0x26a54 0x16a54 0x200 0x0 0x3 WA 0 0 4

.bss NOBITS 0x26c54 0x16c54 0x30b0 0x0 0x3 WA 0 0 4

.comment PROGBITS 0x0 0x16c54 0x93a 0x0 0x0 0 0 1

.debug_aranges PROGBITS 0x0 0x17590 0xc0 0x0 0x0 0 0 8

.debug_pubnam
es

PROGBITS 0x0 0x17650 0x213 0x0 0x0 0 0 1

.debug_info PROGBITS 0x0 0x17863 0x1d23 0x0 0x0 0 0 1

.debug_abbrev PROGBITS 0x0 0x19586 0x692 0x0 0x0 0 0 1

.debug_line PROGBITS 0x0 0x19c18 0x9c7 0x0 0x0 0 0 1

.debug_frame PROGBITS 0x0 0x1a5e0 0x2b8 0x0 0x0 0 0 4

.debug_str PROGBITS 0x0 0x1a898 0x8ca 0x1 0x30 MS 0 0 1

.debug_loc PROGBITS 0x0 0x1b162 0x118f 0x0 0x0 0 0 1

.debug_ranges PROGBITS 0x0 0x1c2f1 0x558 0x0 0x0 0 0 1

.ARM.attributes ARM_ATTRIBU
TES

0x0 0x1c849 0x16 0x0 0x0 0 0 1

.shstrtab STRTAB 0x0 0x1c85f 0x117 0x0 0x0 0 0 1

.symtab SYMTAB 0x0 0x1ce00 0x48d0 0x10 0x0 28 669 4

.strtab STRTAB 0x0 0x216d0 0x2483 0x0 0x0 0 0 1

Type Offset
Virtual
Address

Physical
Address

File Size
Memory
Size

Entropy Flags
Flags
Description

Align
Prog
Interpreter

Section Mappings

EXIDX 0x1688
4

0x1e884 0x1e884 0x118 0x118 1.5206 0x4 R  0x4 .ARM.exidx

LOAD 0x0 0x8000 0x8000 0x1699c 0x1699c 3.2270 0x5 R E 0x8000 .init .text .fini .rodata .ARM.extab 
.ARM.exidx

LOAD 0x1699
c

0x2699c 0x2699c 0x2b8 0x3368 2.1985 0x6 RW 0x8000 .eh_frame .init_array .fini_array 
.jcr .got .data .bss

TLS 0x169a
0

0x269a0 0x269a0 0x0 0x8 0.0000 0x4 R  0x4

GNU_STACK 0x0 0x0 0x0 0x0 0x0 0.0000 0x7 RWE 0x4

Sections

Program Segments
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Name
Version Info
Name

Version Info
File Name

Section Name Value Size
Symbol
Type

Symbol
Bind

Symbol
Visibility

Ndx

.symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

.symtab 0x80d4 0 SECTION <unknown> DEFAULT 1

.symtab 0x80f0 0 SECTION <unknown> DEFAULT 2

.symtab 0x1dc9c 0 SECTION <unknown> DEFAULT 3

.symtab 0x1dcac 0 SECTION <unknown> DEFAULT 4

.symtab 0x1e86c 0 SECTION <unknown> DEFAULT 5

.symtab 0x1e884 0 SECTION <unknown> DEFAULT 6

.symtab 0x2699c 0 SECTION <unknown> DEFAULT 7

.symtab 0x269a0 0 SECTION <unknown> DEFAULT 8

.symtab 0x269a0 0 SECTION <unknown> DEFAULT 9

.symtab 0x269a4 0 SECTION <unknown> DEFAULT 10

.symtab 0x269a8 0 SECTION <unknown> DEFAULT 11

.symtab 0x269ac 0 SECTION <unknown> DEFAULT 12

.symtab 0x26a54 0 SECTION <unknown> DEFAULT 13

.symtab 0x26c54 0 SECTION <unknown> DEFAULT 14

.symtab 0x0 0 SECTION <unknown> DEFAULT 15

.symtab 0x0 0 SECTION <unknown> DEFAULT 16

.symtab 0x0 0 SECTION <unknown> DEFAULT 17

.symtab 0x0 0 SECTION <unknown> DEFAULT 18

.symtab 0x0 0 SECTION <unknown> DEFAULT 19

.symtab 0x0 0 SECTION <unknown> DEFAULT 20

.symtab 0x0 0 SECTION <unknown> DEFAULT 21

.symtab 0x0 0 SECTION <unknown> DEFAULT 22

.symtab 0x0 0 SECTION <unknown> DEFAULT 23

.symtab 0x0 0 SECTION <unknown> DEFAULT 24

.symtab 0x0 0 SECTION <unknown> DEFAULT 25

$a .symtab 0x80d4 0 NOTYPE <unknown> DEFAULT 1

$a .symtab 0x1dc9c 0 NOTYPE <unknown> DEFAULT 3

$a .symtab 0x80e0 0 NOTYPE <unknown> DEFAULT 1

$a .symtab 0x1dca8 0 NOTYPE <unknown> DEFAULT 3

$a .symtab 0x80f0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x8134 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x8194 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x81d0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x822c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x8328 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x8544 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x85b0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x8620 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x8b3c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x91e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x9894 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x9f40 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xa5ec 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xac98 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xb344 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xb830 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xbf28 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xc544 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xc7e4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xca84 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xd118 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xd550 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xdbb8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xdc0c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xe3c0 0 NOTYPE <unknown> DEFAULT 2
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$a .symtab 0xeb74 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xebc4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xec68 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xec90 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xed64 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xf848 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xf870 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0xfe04 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10398 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x103b0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x103f8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x104e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10cc8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10d24 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10d8c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10e5c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10f38 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x10f60 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x11028 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x11188 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x11c24 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x121c4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x128d4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x128f8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x12998 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x12a38 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x12ed8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x12f00 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x12fd4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13acc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13af4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13b3c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13b60 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13b84 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13bf0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13d2c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13d88 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13e1c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13eac 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x13f2c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14028 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14050 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14124 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14bc4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14cd8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14cec 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14d84 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14e78 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14e8c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14f6c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14fa4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x14fe8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15028 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1506c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x150f0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15130 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x151bc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x151ec 0 NOTYPE <unknown> DEFAULT 2
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$a .symtab 0x1522c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1533c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1540c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x154d0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15580 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15668 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15688 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x156c0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x156d0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x156e0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15780 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x157a4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x157cc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15810 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15884 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x158c8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1590c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15980 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x159c4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15a0c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15a50 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15ac0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15b08 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15b90 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15bd4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15c44 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15c90 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15d18 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15d60 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15da4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15df4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15e08 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15ecc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x15f38 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x168e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x16a28 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x16de8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17288 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x172c8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x173f0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17408 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x174ac 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17564 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17624 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x176c8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17758 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17830 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17928 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17a14 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17a34 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17a50 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17c28 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17cec 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x17e38 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1845c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18828 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x188c0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18908 0 NOTYPE <unknown> DEFAULT 2
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$a .symtab 0x189f8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18b34 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18b8c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18b94 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18bc4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18c1c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18c24 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18c54 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18cac 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18cb4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18ce4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18d3c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18d44 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18d70 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18df8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18ed4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18f94 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x18fe8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19040 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1942c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x194a8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x194d4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1955c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19564 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19570 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19580 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19590 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x195d0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19638 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1969c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1973c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19768 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1977c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19790 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x197a4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x197cc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19804 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19844 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19858 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1989c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x198dc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1991c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1997c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x199e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x199fc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19b74 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x19c60 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a004 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a334 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a354 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a7b4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a834 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a998 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1a9c8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1ab0c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1ac28 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1aed8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1b284 0 NOTYPE <unknown> DEFAULT 2
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$a .symtab 0x1b3b0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1b450 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1b8e0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1b900 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1b960 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1ba50 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bb3c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bb80 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bbd0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bc1c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bc40 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bcbc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1bdb4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1be2c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1be94 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c0e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c0f4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c12c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c184 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c1dc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c1e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c330 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c388 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c464 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c494 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c538 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c55c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c59c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c60c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c750 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c79c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c7e8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c7f0 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c7f4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c820 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c82c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1c838 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1ca58 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1cba8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1cbc4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1cc24 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1cc90 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1cd48 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1cd68 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1ceac 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1d3f4 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1d3fc 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1d404 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1d40c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1d4c8 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1d50c 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1dc20 0 NOTYPE <unknown> DEFAULT 2

$a .symtab 0x1dc68 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x8128 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x269a4 0 NOTYPE <unknown> DEFAULT 10

$d .symtab 0x8180 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x269a0 0 NOTYPE <unknown> DEFAULT 9

$d .symtab 0x81c4 0 NOTYPE <unknown> DEFAULT 2
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$d .symtab 0x8320 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x8af4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x91e4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x9890 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x9f3c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xa5e8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xac94 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xb340 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xb82c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xbf24 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xc540 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xd114 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xd54c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xdba8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xdc04 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xe3bc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xeb70 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xec8c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xed60 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xf828 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xf86c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xfe00 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x10388 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x103a8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x103f0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x104e4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x10c90 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26a54 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x26a58 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x26a5c 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x10d14 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x10d7c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x10e4c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x10f28 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x10f5c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x11024 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1117c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x11c00 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x12150 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1e071 0 NOTYPE <unknown> DEFAULT 4

$d .symtab 0x1e07a 0 NOTYPE <unknown> DEFAULT 4

$d .symtab 0x128f4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x12990 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x12a30 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x12e5c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26a60 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x12efc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x12fd0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x13aac 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1404c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x14120 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x14ba4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x0 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x20 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x26 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x14d7c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x14e68 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x14f5c 0 NOTYPE <unknown> DEFAULT 2
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$d .symtab 0x14fa0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x14fe4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15024 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15068 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x150e8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1512c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x151b8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15228 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15320 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15404 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x154c4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15578 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1e490 0 NOTYPE <unknown> DEFAULT 4

$d .symtab 0x15654 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15684 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x156b8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15808 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1587c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x158c0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15904 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15978 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x159bc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15a04 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15a48 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15ab8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15b04 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15b88 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15bcc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15c3c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15c88 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15d10 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15d58 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15d9c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15df0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x15ec0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x168c4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26a64 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x16a0c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x16dc8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1726c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x172c0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x173dc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26a7c 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x17490 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x17548 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x17608 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x176ac 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26a94 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x26b2c 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x17754 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x17824 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x17918 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x17a08 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1e4a8 0 NOTYPE <unknown> DEFAULT 4

$d .symtab 0x17c18 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x17ccc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26b40 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x17e14 0 NOTYPE <unknown> DEFAULT 2
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$d .symtab 0x18430 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18800 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x189ec 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18b18 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18b30 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18bc0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18c50 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18ce0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18ecc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18f80 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x18fe0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19034 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x193e0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26b58 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x194a0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x194d0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19550 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x195cc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19630 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19698 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19738 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x197c4 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19800 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19840 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19898 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x198d8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19918 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19974 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x199e0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19c4c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x19ffc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1a324 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1a780 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1a824 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1a97c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x26b70 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x26b6c 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x1aebc 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1b26c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1b3a8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1ba48 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1bb34 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1bcb8 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1bdac 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1be14 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1be84 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c0c0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c120 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c1d0 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c328 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c460 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c534 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1c608 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x2c 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x4c 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x53 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x1ca3c 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0x1d3e4 0 NOTYPE <unknown> DEFAULT 2
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$d .symtab 0x58 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0x0 0 NOTYPE <unknown> DEFAULT 23

$d .symtab 0x23c 0 NOTYPE <unknown> DEFAULT 21

$d .symtab 0xe39 0 NOTYPE <unknown> DEFAULT 23

$d .symtab 0x26b64 0 NOTYPE <unknown> DEFAULT 13

$d .symtab 0x1e53a 0 NOTYPE <unknown> DEFAULT 4

C.11.5548 .symtab 0x1e518 12 OBJECT <unknown> DEFAULT 4

C.42.5033 .symtab 0x1e07a 3 OBJECT <unknown> DEFAULT 4

C.43.5034 .symtab 0x1e071 9 OBJECT <unknown> DEFAULT 4

C.5.5083 .symtab 0x1e490 24 OBJECT <unknown> DEFAULT 4

C.7.5370 .symtab 0x1e524 12 OBJECT <unknown> DEFAULT 4

C.7.6109 .symtab 0x1e860 12 OBJECT <unknown> DEFAULT 4

C.7.6182 .symtab 0x1e83c 12 OBJECT <unknown> DEFAULT 4

C.8.6110 .symtab 0x1e854 12 OBJECT <unknown> DEFAULT 4

C.9.6119 .symtab 0x1e848 12 OBJECT <unknown> DEFAULT 4

LOCAL_ADDR .symtab 0x2982c 4 OBJECT <unknown> DEFAULT 14

Laligned .symtab 0x1b928 0 NOTYPE <unknown> DEFAULT 2

Llastword .symtab 0x1b944 0 NOTYPE <unknown> DEFAULT 2

_Exit .symtab 0x195d0 104 FUNC <unknown> DEFAULT 2

_GLOBAL_OFFSET_TABLE_ .symtab 0x269ac 0 OBJECT <unknown> HIDDEN 12

_Jv_RegisterClasses .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

_READ.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_Unwind_Complete .symtab 0x1c7f0 4 FUNC <unknown> HIDDEN 2

_Unwind_DeleteException .symtab 0x1c7f4 44 FUNC <unknown> HIDDEN 2

_Unwind_ForcedUnwind .symtab 0x1d4a4 36 FUNC <unknown> HIDDEN 2

_Unwind_GetCFA .symtab 0x1c7e8 8 FUNC <unknown> HIDDEN 2

_Unwind_GetDataRelBase .symtab 0x1c82c 12 FUNC <unknown> HIDDEN 2

_Unwind_GetLanguageSpecificData .symtab 0x1d4c8 68 FUNC <unknown> HIDDEN 2

_Unwind_GetRegionStart .symtab 0x1dc68 52 FUNC <unknown> HIDDEN 2

_Unwind_GetTextRelBase .symtab 0x1c820 12 FUNC <unknown> HIDDEN 2

_Unwind_RaiseException .symtab 0x1d438 36 FUNC <unknown> HIDDEN 2

_Unwind_Resume .symtab 0x1d45c 36 FUNC <unknown> HIDDEN 2

_Unwind_Resume_or_Rethrow .symtab 0x1d480 36 FUNC <unknown> HIDDEN 2

_Unwind_VRS_Get .symtab 0x1c750 76 FUNC <unknown> HIDDEN 2

_Unwind_VRS_Pop .symtab 0x1cd68 324 FUNC <unknown> HIDDEN 2

_Unwind_VRS_Set .symtab 0x1c79c 76 FUNC <unknown> HIDDEN 2

_WRITE.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__C_ctype_b .symtab 0x26b64 4 OBJECT <unknown> DEFAULT 13

__C_ctype_b.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__C_ctype_b_data .symtab 0x1e53a 768 OBJECT <unknown> DEFAULT 4

__EH_FRAME_BEGIN__ .symtab 0x2699c 0 OBJECT <unknown> DEFAULT 7

__FRAME_END__ .symtab 0x2699c 0 OBJECT <unknown> DEFAULT 7

__GI___C_ctype_b .symtab 0x26b64 4 OBJECT <unknown> HIDDEN 13

__GI___close .symtab 0x18b50 100 FUNC <unknown> HIDDEN 2

__GI___close_nocancel .symtab 0x18b34 24 FUNC <unknown> HIDDEN 2

__GI___ctype_b .symtab 0x26b68 4 OBJECT <unknown> HIDDEN 13

__GI___errno_location .symtab 0x15668 32 FUNC <unknown> HIDDEN 2

__GI___fcntl_nocancel .symtab 0x14cec 152 FUNC <unknown> HIDDEN 2

__GI___fgetc_unlocked .symtab 0x1b284 300 FUNC <unknown> HIDDEN 2

__GI___libc_close .symtab 0x18b50 100 FUNC <unknown> HIDDEN 2

__GI___libc_fcntl .symtab 0x14d84 244 FUNC <unknown> HIDDEN 2

__GI___libc_open .symtab 0x18be0 100 FUNC <unknown> HIDDEN 2

__GI___libc_read .symtab 0x18d00 100 FUNC <unknown> HIDDEN 2

__GI___libc_write .symtab 0x18c70 100 FUNC <unknown> HIDDEN 2

__GI___open .symtab 0x18be0 100 FUNC <unknown> HIDDEN 2

__GI___open_nocancel .symtab 0x18bc4 24 FUNC <unknown> HIDDEN 2

__GI___read .symtab 0x18d00 100 FUNC <unknown> HIDDEN 2

__GI___read_nocancel .symtab 0x18ce4 24 FUNC <unknown> HIDDEN 2
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__GI___sigaddset .symtab 0x15ef0 36 FUNC <unknown> HIDDEN 2

__GI___sigdelset .symtab 0x15f14 36 FUNC <unknown> HIDDEN 2

__GI___sigismember .symtab 0x15ecc 36 FUNC <unknown> HIDDEN 2

__GI___uClibc_fini .symtab 0x18f18 124 FUNC <unknown> HIDDEN 2

__GI___uClibc_init .symtab 0x18fe8 88 FUNC <unknown> HIDDEN 2

__GI___write .symtab 0x18c70 100 FUNC <unknown> HIDDEN 2

__GI___write_nocancel .symtab 0x18c54 24 FUNC <unknown> HIDDEN 2

__GI__exit .symtab 0x195d0 104 FUNC <unknown> HIDDEN 2

__GI_abort .symtab 0x172c8 296 FUNC <unknown> HIDDEN 2

__GI_accept .symtab 0x15810 116 FUNC <unknown> HIDDEN 2

__GI_atoi .symtab 0x17a14 32 FUNC <unknown> HIDDEN 2

__GI_bind .symtab 0x15884 68 FUNC <unknown> HIDDEN 2

__GI_brk .symtab 0x1c184 88 FUNC <unknown> HIDDEN 2

__GI_close .symtab 0x18b50 100 FUNC <unknown> HIDDEN 2

__GI_closedir .symtab 0x1522c 272 FUNC <unknown> HIDDEN 2

__GI_config_close .symtab 0x19f88 52 FUNC <unknown> HIDDEN 2

__GI_config_open .symtab 0x19fbc 72 FUNC <unknown> HIDDEN 2

__GI_config_read .symtab 0x19c60 808 FUNC <unknown> HIDDEN 2

__GI_connect .symtab 0x1590c 116 FUNC <unknown> HIDDEN 2

__GI_exit .symtab 0x17c28 196 FUNC <unknown> HIDDEN 2

__GI_fclose .symtab 0x1a004 816 FUNC <unknown> HIDDEN 2

__GI_fcntl .symtab 0x14d84 244 FUNC <unknown> HIDDEN 2

__GI_fflush_unlocked .symtab 0x1aed8 940 FUNC <unknown> HIDDEN 2

__GI_fgetc .symtab 0x1a9c8 324 FUNC <unknown> HIDDEN 2

__GI_fgetc_unlocked .symtab 0x1b284 300 FUNC <unknown> HIDDEN 2

__GI_fgets .symtab 0x1ab0c 284 FUNC <unknown> HIDDEN 2

__GI_fgets_unlocked .symtab 0x1b3b0 160 FUNC <unknown> HIDDEN 2

__GI_fopen .symtab 0x1a334 32 FUNC <unknown> HIDDEN 2

__GI_fork .symtab 0x1845c 972 FUNC <unknown> HIDDEN 2

__GI_fstat .symtab 0x19638 100 FUNC <unknown> HIDDEN 2

__GI_getc_unlocked .symtab 0x1b284 300 FUNC <unknown> HIDDEN 2

__GI_getdtablesize .symtab 0x1973c 44 FUNC <unknown> HIDDEN 2

__GI_getegid .symtab 0x19768 20 FUNC <unknown> HIDDEN 2

__GI_geteuid .symtab 0x1977c 20 FUNC <unknown> HIDDEN 2

__GI_getgid .symtab 0x19790 20 FUNC <unknown> HIDDEN 2

__GI_getpagesize .symtab 0x197a4 40 FUNC <unknown> HIDDEN 2

__GI_getpid .symtab 0x188c0 72 FUNC <unknown> HIDDEN 2

__GI_getrlimit .symtab 0x197cc 56 FUNC <unknown> HIDDEN 2

__GI_getsockname .symtab 0x15980 68 FUNC <unknown> HIDDEN 2

__GI_gettimeofday .symtab 0x19804 64 FUNC <unknown> HIDDEN 2

__GI_getuid .symtab 0x19844 20 FUNC <unknown> HIDDEN 2

__GI_inet_addr .symtab 0x157a4 40 FUNC <unknown> HIDDEN 2

__GI_inet_aton .symtab 0x1bcbc 248 FUNC <unknown> HIDDEN 2

__GI_initstate_r .symtab 0x17830 248 FUNC <unknown> HIDDEN 2

__GI_ioctl .symtab 0x14e8c 224 FUNC <unknown> HIDDEN 2

__GI_isatty .symtab 0x1bc1c 36 FUNC <unknown> HIDDEN 2

__GI_kill .symtab 0x14f6c 56 FUNC <unknown> HIDDEN 2

__GI_lseek64 .symtab 0x1c59c 112 FUNC <unknown> HIDDEN 2

__GI_memcpy .symtab 0x156c0 4 FUNC <unknown> HIDDEN 2

__GI_memmove .symtab 0x156d0 4 FUNC <unknown> HIDDEN 2

__GI_mempcpy .symtab 0x1c538 36 FUNC <unknown> HIDDEN 2

__GI_memset .symtab 0x156e0 156 FUNC <unknown> HIDDEN 2

__GI_mmap .symtab 0x1942c 124 FUNC <unknown> HIDDEN 2

__GI_mremap .symtab 0x19858 68 FUNC <unknown> HIDDEN 2

__GI_munmap .symtab 0x1989c 64 FUNC <unknown> HIDDEN 2

__GI_nanosleep .symtab 0x1991c 96 FUNC <unknown> HIDDEN 2

__GI_open .symtab 0x18be0 100 FUNC <unknown> HIDDEN 2

__GI_opendir .symtab 0x1540c 196 FUNC <unknown> HIDDEN 2
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__GI_raise .symtab 0x18908 240 FUNC <unknown> HIDDEN 2

__GI_random .symtab 0x17408 164 FUNC <unknown> HIDDEN 2

__GI_random_r .symtab 0x176c8 144 FUNC <unknown> HIDDEN 2

__GI_read .symtab 0x18d00 100 FUNC <unknown> HIDDEN 2

__GI_readdir .symtab 0x15580 232 FUNC <unknown> HIDDEN 2

__GI_readdir64 .symtab 0x19b74 236 FUNC <unknown> HIDDEN 2

__GI_readlink .symtab 0x14fe8 64 FUNC <unknown> HIDDEN 2

__GI_recv .symtab 0x15a50 112 FUNC <unknown> HIDDEN 2

__GI_recvfrom .symtab 0x15b08 136 FUNC <unknown> HIDDEN 2

__GI_sbrk .symtab 0x1997c 108 FUNC <unknown> HIDDEN 2

__GI_select .symtab 0x1506c 132 FUNC <unknown> HIDDEN 2

__GI_send .symtab 0x15bd4 112 FUNC <unknown> HIDDEN 2

__GI_sendto .symtab 0x15c90 136 FUNC <unknown> HIDDEN 2

__GI_setsid .symtab 0x150f0 64 FUNC <unknown> HIDDEN 2

__GI_setsockopt .symtab 0x15d18 72 FUNC <unknown> HIDDEN 2

__GI_setstate_r .symtab 0x17928 236 FUNC <unknown> HIDDEN 2

__GI_sigaction .symtab 0x194d4 136 FUNC <unknown> HIDDEN 2

__GI_sigaddset .symtab 0x15da4 80 FUNC <unknown> HIDDEN 2

__GI_sigemptyset .symtab 0x15df4 20 FUNC <unknown> HIDDEN 2

__GI_signal .symtab 0x15e08 196 FUNC <unknown> HIDDEN 2

__GI_sigprocmask .symtab 0x15130 140 FUNC <unknown> HIDDEN 2

__GI_sleep .symtab 0x189f8 300 FUNC <unknown> HIDDEN 2

__GI_socket .symtab 0x15d60 68 FUNC <unknown> HIDDEN 2

__GI_srandom_r .symtab 0x17758 216 FUNC <unknown> HIDDEN 2

__GI_strchr .symtab 0x1b960 240 FUNC <unknown> HIDDEN 2

__GI_strchrnul .symtab 0x1ba50 236 FUNC <unknown> HIDDEN 2

__GI_strcmp .symtab 0x1b8e0 28 FUNC <unknown> HIDDEN 2

__GI_strcoll .symtab 0x1b8e0 28 FUNC <unknown> HIDDEN 2

__GI_strcpy .symtab 0x15780 36 FUNC <unknown> HIDDEN 2

__GI_strcspn .symtab 0x1bb3c 68 FUNC <unknown> HIDDEN 2

__GI_strlen .symtab 0x1b900 96 FUNC <unknown> HIDDEN 2

__GI_strrchr .symtab 0x1bb80 80 FUNC <unknown> HIDDEN 2

__GI_strspn .symtab 0x1bbd0 76 FUNC <unknown> HIDDEN 2

__GI_strtol .symtab 0x17a34 28 FUNC <unknown> HIDDEN 2

__GI_sysconf .symtab 0x17e38 1572 FUNC <unknown> HIDDEN 2

__GI_tcgetattr .symtab 0x1bc40 124 FUNC <unknown> HIDDEN 2

__GI_time .symtab 0x151bc 48 FUNC <unknown> HIDDEN 2

__GI_times .symtab 0x199e8 20 FUNC <unknown> HIDDEN 2

__GI_unlink .symtab 0x151ec 64 FUNC <unknown> HIDDEN 2

__GI_write .symtab 0x18c70 100 FUNC <unknown> HIDDEN 2

__JCR_END__ .symtab 0x269a8 0 OBJECT <unknown> DEFAULT 11

__JCR_LIST__ .symtab 0x269a8 0 OBJECT <unknown> DEFAULT 11

___Unwind_ForcedUnwind .symtab 0x1d4a4 36 FUNC <unknown> HIDDEN 2

___Unwind_RaiseException .symtab 0x1d438 36 FUNC <unknown> HIDDEN 2

___Unwind_Resume .symtab 0x1d45c 36 FUNC <unknown> HIDDEN 2

___Unwind_Resume_or_Rethrow .symtab 0x1d480 36 FUNC <unknown> HIDDEN 2

__aeabi_idiv .symtab 0x1c60c 0 FUNC <unknown> HIDDEN 2

__aeabi_idivmod .symtab 0x1c738 24 FUNC <unknown> HIDDEN 2

__aeabi_read_tp .symtab 0x19580 8 FUNC <unknown> DEFAULT 2

__aeabi_uidiv .symtab 0x14bc4 0 FUNC <unknown> HIDDEN 2

__aeabi_uidivmod .symtab 0x14cc0 24 FUNC <unknown> HIDDEN 2

__aeabi_unwind_cpp_pr0 .symtab 0x1d404 8 FUNC <unknown> HIDDEN 2

__aeabi_unwind_cpp_pr1 .symtab 0x1d3fc 8 FUNC <unknown> HIDDEN 2

__aeabi_unwind_cpp_pr2 .symtab 0x1d3f4 8 FUNC <unknown> HIDDEN 2

__app_fini .symtab 0x272c4 4 OBJECT <unknown> HIDDEN 14

__atexit_lock .symtab 0x26b40 24 OBJECT <unknown> DEFAULT 13

__bss_end__ .symtab 0x29d04 0 NOTYPE <unknown> DEFAULT SHN_ABS

__bss_start .symtab 0x26c54 0 NOTYPE <unknown> DEFAULT SHN_ABS
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__bss_start__ .symtab 0x26c54 0 NOTYPE <unknown> DEFAULT SHN_ABS

__check_one_fd .symtab 0x18f94 84 FUNC <unknown> DEFAULT 2

__close .symtab 0x18b50 100 FUNC <unknown> DEFAULT 2

__close_nocancel .symtab 0x18b34 24 FUNC <unknown> DEFAULT 2

__ctype_b .symtab 0x26b68 4 OBJECT <unknown> DEFAULT 13

__curbrk .symtab 0x29828 4 OBJECT <unknown> HIDDEN 14

__cxa_begin_cleanup .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__cxa_call_unexpected .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__cxa_type_match .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__data_start .symtab 0x26a54 0 NOTYPE <unknown> DEFAULT 13

__default_rt_sa_restorer .symtab 0x19574 0 FUNC <unknown> DEFAULT 2

__default_sa_restorer .symtab 0x19568 0 FUNC <unknown> DEFAULT 2

__deregister_frame_info .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__div0 .symtab 0x14cd8 20 FUNC <unknown> HIDDEN 2

__divsi3 .symtab 0x1c60c 300 FUNC <unknown> HIDDEN 2

__do_global_dtors_aux .symtab 0x80f0 0 FUNC <unknown> DEFAULT 2

__do_global_dtors_aux_fini_array_e
ntry

.symtab 0x269a4 0 OBJECT <unknown> DEFAULT 10

__end__ .symtab 0x29d04 0 NOTYPE <unknown> DEFAULT SHN_ABS

__environ .symtab 0x272bc 4 OBJECT <unknown> DEFAULT 14

__errno_location .symtab 0x15668 32 FUNC <unknown> DEFAULT 2

__errno_location.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__exidx_end .symtab 0x1e99c 0 NOTYPE <unknown> DEFAULT SHN_ABS

__exidx_start .symtab 0x1e884 0 NOTYPE <unknown> DEFAULT SHN_ABS

__exit_cleanup .symtab 0x26d6c 4 OBJECT <unknown> HIDDEN 14

__fcntl_nocancel .symtab 0x14cec 152 FUNC <unknown> DEFAULT 2

__fgetc_unlocked .symtab 0x1b284 300 FUNC <unknown> DEFAULT 2

__fini_array_end .symtab 0x269a8 0 NOTYPE <unknown> HIDDEN 10

__fini_array_start .symtab 0x269a4 0 NOTYPE <unknown> HIDDEN 10

__fork .symtab 0x1845c 972 FUNC <unknown> DEFAULT 2

__fork_generation_pointer .symtab 0x29cd0 4 OBJECT <unknown> HIDDEN 14

__fork_handlers .symtab 0x29cd4 4 OBJECT <unknown> HIDDEN 14

__fork_lock .symtab 0x26d70 4 OBJECT <unknown> HIDDEN 14

__frame_dummy_init_array_entry .symtab 0x269a0 0 OBJECT <unknown> DEFAULT 9

__getdents .symtab 0x1969c 160 FUNC <unknown> HIDDEN 2

__getdents64 .symtab 0x1c1e8 328 FUNC <unknown> HIDDEN 2

__getpagesize .symtab 0x197a4 40 FUNC <unknown> DEFAULT 2

__getpid .symtab 0x188c0 72 FUNC <unknown> DEFAULT 2

__gnu_Unwind_Find_exidx .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__gnu_Unwind_ForcedUnwind .symtab 0x1cba8 28 FUNC <unknown> HIDDEN 2

__gnu_Unwind_RaiseException .symtab 0x1cc90 184 FUNC <unknown> HIDDEN 2

__gnu_Unwind_Restore_VFP .symtab 0x1d428 0 FUNC <unknown> HIDDEN 2

__gnu_Unwind_Resume .symtab 0x1cc24 108 FUNC <unknown> HIDDEN 2

__gnu_Unwind_Resume_or_Rethro
w

.symtab 0x1cd48 32 FUNC <unknown> HIDDEN 2

__gnu_Unwind_Save_VFP .symtab 0x1d430 0 FUNC <unknown> HIDDEN 2

__gnu_unwind_execute .symtab 0x1d50c 1812 FUNC <unknown> HIDDEN 2

__gnu_unwind_frame .symtab 0x1dc20 72 FUNC <unknown> HIDDEN 2

__gnu_unwind_pr_common .symtab 0x1ceac 1352 FUNC <unknown> DEFAULT 2

__h_errno_location .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__init_array_end .symtab 0x269a4 0 NOTYPE <unknown> HIDDEN 9

__init_array_start .symtab 0x269a0 0 NOTYPE <unknown> HIDDEN 9

__libc_accept .symtab 0x15810 116 FUNC <unknown> DEFAULT 2

__libc_close .symtab 0x18b50 100 FUNC <unknown> DEFAULT 2

__libc_connect .symtab 0x1590c 116 FUNC <unknown> DEFAULT 2
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__libc_disable_asynccancel .symtab 0x18d70 136 FUNC <unknown> HIDDEN 2

__libc_enable_asynccancel .symtab 0x18df8 220 FUNC <unknown> HIDDEN 2

__libc_errno .symtab 0x0 4 TLS <unknown> HIDDEN 8

__libc_fcntl .symtab 0x14d84 244 FUNC <unknown> DEFAULT 2

__libc_fork .symtab 0x1845c 972 FUNC <unknown> DEFAULT 2

__libc_h_errno .symtab 0x4 4 TLS <unknown> HIDDEN 8

__libc_multiple_threads .symtab 0x29cd8 4 OBJECT <unknown> HIDDEN 14

__libc_nanosleep .symtab 0x1991c 96 FUNC <unknown> DEFAULT 2

__libc_open .symtab 0x18be0 100 FUNC <unknown> DEFAULT 2

__libc_read .symtab 0x18d00 100 FUNC <unknown> DEFAULT 2

__libc_recv .symtab 0x15a50 112 FUNC <unknown> DEFAULT 2

__libc_recvfrom .symtab 0x15b08 136 FUNC <unknown> DEFAULT 2

__libc_select .symtab 0x1506c 132 FUNC <unknown> DEFAULT 2

__libc_send .symtab 0x15bd4 112 FUNC <unknown> DEFAULT 2

__libc_sendto .symtab 0x15c90 136 FUNC <unknown> DEFAULT 2

__libc_setup_tls .symtab 0x1beb8 560 FUNC <unknown> DEFAULT 2

__libc_sigaction .symtab 0x194d4 136 FUNC <unknown> DEFAULT 2

__libc_stack_end .symtab 0x272b8 4 OBJECT <unknown> DEFAULT 14

__libc_write .symtab 0x18c70 100 FUNC <unknown> DEFAULT 2

__lll_lock_wait_private .symtab 0x18828 152 FUNC <unknown> HIDDEN 2

__malloc_consolidate .symtab 0x16e98 436 FUNC <unknown> HIDDEN 2

__malloc_largebin_index .symtab 0x15f38 120 FUNC <unknown> DEFAULT 2

__malloc_lock .symtab 0x26a64 24 OBJECT <unknown> DEFAULT 13

__malloc_state .symtab 0x29958 888 OBJECT <unknown> DEFAULT 14

__malloc_trim .symtab 0x16de8 176 FUNC <unknown> DEFAULT 2

__nptl_deallocate_tsd .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__nptl_nthreads .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__open .symtab 0x18be0 100 FUNC <unknown> DEFAULT 2

__open_nocancel .symtab 0x18bc4 24 FUNC <unknown> DEFAULT 2

__pagesize .symtab 0x272c0 4 OBJECT <unknown> DEFAULT 14

__preinit_array_end .symtab 0x269a0 0 NOTYPE <unknown> HIDDEN 8

__preinit_array_start .symtab 0x269a0 0 NOTYPE <unknown> HIDDEN 8

__progname .symtab 0x26b5c 4 OBJECT <unknown> DEFAULT 13

__progname_full .symtab 0x26b60 4 OBJECT <unknown> DEFAULT 13

__pthread_initialize_minimal .symtab 0x1c0e8 12 FUNC <unknown> DEFAULT 2

__pthread_mutex_init .symtab 0x18edc 8 FUNC <unknown> DEFAULT 2

__pthread_mutex_lock .symtab 0x18ed4 8 FUNC <unknown> DEFAULT 2

__pthread_mutex_trylock .symtab 0x18ed4 8 FUNC <unknown> DEFAULT 2

__pthread_mutex_unlock .symtab 0x18ed4 8 FUNC <unknown> DEFAULT 2

__pthread_return_0 .symtab 0x18ed4 8 FUNC <unknown> DEFAULT 2

__pthread_unwind .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__read .symtab 0x18d00 100 FUNC <unknown> DEFAULT 2

__read_nocancel .symtab 0x18ce4 24 FUNC <unknown> DEFAULT 2

__register_frame_info .symtab 0x0 0 NOTYPE <unknown> DEFAULT SHN_UNDE
F

__restore_core_regs .symtab 0x1d40c 28 FUNC <unknown> HIDDEN 2

__rtld_fini .symtab 0x272c8 4 OBJECT <unknown> HIDDEN 14

__sigaddset .symtab 0x15ef0 36 FUNC <unknown> DEFAULT 2

__sigdelset .symtab 0x15f14 36 FUNC <unknown> DEFAULT 2

__sigismember .symtab 0x15ecc 36 FUNC <unknown> DEFAULT 2

__sigjmp_save .symtab 0x1c55c 64 FUNC <unknown> HIDDEN 2

__sigsetjmp .symtab 0x1c1dc 12 FUNC <unknown> DEFAULT 2

__stdin .symtab 0x26b7c 4 OBJECT <unknown> DEFAULT 13

__stdio_READ .symtab 0x1c330 88 FUNC <unknown> HIDDEN 2

__stdio_WRITE .symtab 0x1c388 220 FUNC <unknown> HIDDEN 2

__stdio_rfill .symtab 0x1c464 48 FUNC <unknown> HIDDEN 2

__stdio_trans2r_o .symtab 0x1c494 164 FUNC <unknown> HIDDEN 2

Name
Version Info
Name

Version Info
File Name

Section Name Value Size
Symbol
Type

Symbol
Bind

Symbol
Visibility

Ndx

Copyright Joe Security LLC 2022 Page 51 of 73



__stdio_wcommit .symtab 0x1a998 48 FUNC <unknown> HIDDEN 2

__stdout .symtab 0x26b80 4 OBJECT <unknown> DEFAULT 13

__sys_accept .symtab 0x157cc 68 FUNC <unknown> DEFAULT 2

__sys_connect .symtab 0x158c8 68 FUNC <unknown> DEFAULT 2

__sys_recv .symtab 0x15a0c 68 FUNC <unknown> DEFAULT 2

__sys_recvfrom .symtab 0x15ac0 72 FUNC <unknown> DEFAULT 2

__sys_send .symtab 0x15b90 68 FUNC <unknown> DEFAULT 2

__sys_sendto .symtab 0x15c44 76 FUNC <unknown> DEFAULT 2

__syscall_error .symtab 0x194a8 44 FUNC <unknown> HIDDEN 2

__syscall_error.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__syscall_fcntl.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__syscall_nanosleep .symtab 0x198dc 64 FUNC <unknown> DEFAULT 2

__syscall_rt_sigaction .symtab 0x19590 64 FUNC <unknown> DEFAULT 2

__syscall_rt_sigaction.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__syscall_select .symtab 0x15028 68 FUNC <unknown> DEFAULT 2

__tls_get_addr .symtab 0x1be94 36 FUNC <unknown> DEFAULT 2

__uClibc_fini .symtab 0x18f18 124 FUNC <unknown> DEFAULT 2

__uClibc_init .symtab 0x18fe8 88 FUNC <unknown> DEFAULT 2

__uClibc_main .symtab 0x19040 1004 FUNC <unknown> DEFAULT 2

__uClibc_main.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

__uclibc_progname .symtab 0x26b58 4 OBJECT <unknown> HIDDEN 13

__udivsi3 .symtab 0x14bc4 252 FUNC <unknown> HIDDEN 2

__write .symtab 0x18c70 100 FUNC <unknown> DEFAULT 2

__write_nocancel .symtab 0x18c54 24 FUNC <unknown> DEFAULT 2

__xstat32_conv .symtab 0x19ac8 172 FUNC <unknown> HIDDEN 2

__xstat64_conv .symtab 0x199fc 204 FUNC <unknown> HIDDEN 2

_bss_end__ .symtab 0x29d04 0 NOTYPE <unknown> DEFAULT SHN_ABS

_dl_aux_init .symtab 0x1c0f4 56 FUNC <unknown> DEFAULT 2

_dl_nothread_init_static_tls .symtab 0x1c12c 88 FUNC <unknown> HIDDEN 2

_dl_phdr .symtab 0x29cfc 4 OBJECT <unknown> DEFAULT 14

_dl_phnum .symtab 0x29d00 4 OBJECT <unknown> DEFAULT 14

_dl_tls_dtv_gaps .symtab 0x29cf0 1 OBJECT <unknown> DEFAULT 14

_dl_tls_dtv_slotinfo_list .symtab 0x29cec 4 OBJECT <unknown> DEFAULT 14

_dl_tls_generation .symtab 0x29cf4 4 OBJECT <unknown> DEFAULT 14

_dl_tls_max_dtv_idx .symtab 0x29ce4 4 OBJECT <unknown> DEFAULT 14

_dl_tls_setup .symtab 0x1be2c 104 FUNC <unknown> DEFAULT 2

_dl_tls_static_align .symtab 0x29ce0 4 OBJECT <unknown> DEFAULT 14

_dl_tls_static_nelem .symtab 0x29cf8 4 OBJECT <unknown> DEFAULT 14

_dl_tls_static_size .symtab 0x29ce8 4 OBJECT <unknown> DEFAULT 14

_dl_tls_static_used .symtab 0x29cdc 4 OBJECT <unknown> DEFAULT 14

_edata .symtab 0x26c54 0 NOTYPE <unknown> DEFAULT SHN_ABS

_end .symtab 0x29d04 0 NOTYPE <unknown> DEFAULT SHN_ABS

_exit .symtab 0x195d0 104 FUNC <unknown> DEFAULT 2

_exit.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_fini .symtab 0x1dc9c 0 FUNC <unknown> DEFAULT 3

_fixed_buffers .symtab 0x272ec 8192 OBJECT <unknown> DEFAULT 14

_fopen.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_init .symtab 0x80d4 0 FUNC <unknown> DEFAULT 1

_memcpy .symtab 0x1b450 0 FUNC <unknown> HIDDEN 2

_pthread_cleanup_pop_restore .symtab 0x18eec 44 FUNC <unknown> DEFAULT 2

_pthread_cleanup_push_defer .symtab 0x18ee4 8 FUNC <unknown> DEFAULT 2

_rfill.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_setjmp .symtab 0x1955c 8 FUNC <unknown> DEFAULT 2

_sigintr .symtab 0x29950 8 OBJECT <unknown> HIDDEN 14

_start .symtab 0x8194 0 FUNC <unknown> DEFAULT 2

_stdio.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_stdio_fopen .symtab 0x1a354 1120 FUNC <unknown> HIDDEN 2

_stdio_init .symtab 0x1a7b4 128 FUNC <unknown> HIDDEN 2
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_stdio_openlist .symtab 0x26b84 4 OBJECT <unknown> DEFAULT 13

_stdio_openlist_add_lock .symtab 0x272cc 12 OBJECT <unknown> DEFAULT 14

_stdio_openlist_dec_use .symtab 0x1ac28 688 FUNC <unknown> HIDDEN 2

_stdio_openlist_del_count .symtab 0x272e8 4 OBJECT <unknown> DEFAULT 14

_stdio_openlist_del_lock .symtab 0x272d8 12 OBJECT <unknown> DEFAULT 14

_stdio_openlist_use_count .symtab 0x272e4 4 OBJECT <unknown> DEFAULT 14

_stdio_streams .symtab 0x26b88 204 OBJECT <unknown> DEFAULT 13

_stdio_term .symtab 0x1a834 356 FUNC <unknown> HIDDEN 2

_stdio_user_locking .symtab 0x26b6c 4 OBJECT <unknown> DEFAULT 13

_stdlib_strto_l .symtab 0x17a50 472 FUNC <unknown> HIDDEN 2

_stdlib_strto_l.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_trans2r.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

_wcommit.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

abort .symtab 0x172c8 296 FUNC <unknown> DEFAULT 2

abort.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

accept .symtab 0x15810 116 FUNC <unknown> DEFAULT 2

accept.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

add_auth_entry .symtab 0x11028 352 FUNC <unknown> DEFAULT 2

anti_gdb_entry .symtab 0x10398 24 FUNC <unknown> DEFAULT 2

atoi .symtab 0x17a14 32 FUNC <unknown> DEFAULT 2

atol .symtab 0x17a14 32 FUNC <unknown> DEFAULT 2

atol.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

attack.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

attack_get_opt_int .symtab 0x85b0 112 FUNC <unknown> DEFAULT 2

attack_get_opt_ip .symtab 0x8544 108 FUNC <unknown> DEFAULT 2

attack_get_opt_str .symtab 0x81d0 92 FUNC <unknown> DEFAULT 2

attack_init .symtab 0x8620 1308 FUNC <unknown> DEFAULT 2

attack_method.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

attack_method_asyn .symtab 0x8b3c 1708 FUNC <unknown> DEFAULT 2

attack_method_greeth .symtab 0xca84 1684 FUNC <unknown> DEFAULT 2

attack_method_greip .symtab 0xbf28 1564 FUNC <unknown> DEFAULT 2

attack_method_ovh .symtab 0xa5ec 1708 FUNC <unknown> DEFAULT 2

attack_method_std .symtab 0xc7e4 672 FUNC <unknown> DEFAULT 2

attack_method_tcpack .symtab 0xb830 1784 FUNC <unknown> DEFAULT 2

attack_method_tcpall .symtab 0x9894 1708 FUNC <unknown> DEFAULT 2

attack_method_tcpfrag .symtab 0x91e8 1708 FUNC <unknown> DEFAULT 2

attack_method_tcpstomp .symtab 0xe3c0 1972 FUNC <unknown> DEFAULT 2

attack_method_tcpsyn .symtab 0xac98 1708 FUNC <unknown> DEFAULT 2

attack_method_tcpusyn .symtab 0x9f40 1708 FUNC <unknown> DEFAULT 2

attack_method_tcpxmas .symtab 0xdc0c 1972 FUNC <unknown> DEFAULT 2

attack_method_udpdns .symtab 0xd550 1724 FUNC <unknown> DEFAULT 2

attack_method_udpgeneric .symtab 0xb344 1260 FUNC <unknown> DEFAULT 2

attack_method_udpplain .symtab 0xc544 672 FUNC <unknown> DEFAULT 2

attack_method_udpvse .symtab 0xd118 1080 FUNC <unknown> DEFAULT 2

attack_parse .symtab 0x8328 540 FUNC <unknown> DEFAULT 2

attack_start .symtab 0x822c 252 FUNC <unknown> DEFAULT 2

auth_table .symtab 0x26cf4 4 OBJECT <unknown> DEFAULT 14

auth_table_len .symtab 0x26cc8 4 OBJECT <unknown> DEFAULT 14

auth_table_max_weight .symtab 0x26cf8 2 OBJECT <unknown> DEFAULT 14

been_there_done_that .symtab 0x26d68 4 OBJECT <unknown> DEFAULT 14

bind .symtab 0x15884 68 FUNC <unknown> DEFAULT 2

bind.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

brk .symtab 0x1c184 88 FUNC <unknown> DEFAULT 2

brk.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

bsd_signal .symtab 0x15e08 196 FUNC <unknown> DEFAULT 2

calloc .symtab 0x168e8 320 FUNC <unknown> DEFAULT 2

calloc.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

checksum.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
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checksum_generic .symtab 0xeb74 80 FUNC <unknown> DEFAULT 2

checksum_tcpudp .symtab 0xebc4 164 FUNC <unknown> DEFAULT 2

clock .symtab 0x15688 52 FUNC <unknown> DEFAULT 2

clock.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

close .symtab 0x18b50 100 FUNC <unknown> DEFAULT 2

closedir .symtab 0x1522c 272 FUNC <unknown> DEFAULT 2

closedir.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

completed.5105 .symtab 0x26c54 1 OBJECT <unknown> DEFAULT 14

conn_table .symtab 0x29830 4 OBJECT <unknown> DEFAULT 14

connect .symtab 0x1590c 116 FUNC <unknown> DEFAULT 2

connect.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

crtstuff.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

crtstuff.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

dl-support.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

environ .symtab 0x272bc 4 OBJECT <unknown> DEFAULT 14

errno .symtab 0x0 4 TLS <unknown> DEFAULT 8

errno.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

exit .symtab 0x17c28 196 FUNC <unknown> DEFAULT 2

exit.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fake_time .symtab 0x26cfc 4 OBJECT <unknown> DEFAULT 14

fclose .symtab 0x1a004 816 FUNC <unknown> DEFAULT 2

fclose.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fcntl .symtab 0x14d84 244 FUNC <unknown> DEFAULT 2

fd_ctrl .symtab 0x26a54 4 OBJECT <unknown> DEFAULT 13

fd_serv .symtab 0x26a58 4 OBJECT <unknown> DEFAULT 13

fd_to_DIR .symtab 0x1533c 208 FUNC <unknown> DEFAULT 2

fdopendir .symtab 0x154d0 176 FUNC <unknown> DEFAULT 2

fflush_unlocked .symtab 0x1aed8 940 FUNC <unknown> DEFAULT 2

fflush_unlocked.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fgetc .symtab 0x1a9c8 324 FUNC <unknown> DEFAULT 2

fgetc.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fgetc_unlocked .symtab 0x1b284 300 FUNC <unknown> DEFAULT 2

fgetc_unlocked.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fgets .symtab 0x1ab0c 284 FUNC <unknown> DEFAULT 2

fgets.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fgets_unlocked .symtab 0x1b3b0 160 FUNC <unknown> DEFAULT 2

fgets_unlocked.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fopen .symtab 0x1a334 32 FUNC <unknown> DEFAULT 2

fopen.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fork .symtab 0x1845c 972 FUNC <unknown> DEFAULT 2

fork.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fork_handler_pool .symtab 0x26d74 1348 OBJECT <unknown> DEFAULT 14

frame_dummy .symtab 0x8134 0 FUNC <unknown> DEFAULT 2

free .symtab 0x1704c 572 FUNC <unknown> DEFAULT 2

free.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

fstat .symtab 0x19638 100 FUNC <unknown> DEFAULT 2

fstat.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

get_eit_entry .symtab 0x1c838 544 FUNC <unknown> DEFAULT 2

getc .symtab 0x1a9c8 324 FUNC <unknown> DEFAULT 2

getc_unlocked .symtab 0x1b284 300 FUNC <unknown> DEFAULT 2

getdents.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getdents64.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getdtablesize .symtab 0x1973c 44 FUNC <unknown> DEFAULT 2

getdtablesize.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getegid .symtab 0x19768 20 FUNC <unknown> DEFAULT 2

getegid.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

geteuid .symtab 0x1977c 20 FUNC <unknown> DEFAULT 2

geteuid.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
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getgid .symtab 0x19790 20 FUNC <unknown> DEFAULT 2

getgid.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getpagesize .symtab 0x197a4 40 FUNC <unknown> DEFAULT 2

getpagesize.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getpid .symtab 0x188c0 72 FUNC <unknown> DEFAULT 2

getpid.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getppid .symtab 0x14e78 20 FUNC <unknown> DEFAULT 2

getppid.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getrlimit .symtab 0x197cc 56 FUNC <unknown> DEFAULT 2

getrlimit.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getsockname .symtab 0x15980 68 FUNC <unknown> DEFAULT 2

getsockname.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getsockopt .symtab 0x159c4 72 FUNC <unknown> DEFAULT 2

getsockopt.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

gettimeofday .symtab 0x19804 64 FUNC <unknown> DEFAULT 2

gettimeofday.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

getuid .symtab 0x19844 20 FUNC <unknown> DEFAULT 2

getuid.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

h_errno .symtab 0x4 4 TLS <unknown> DEFAULT 8

huawei.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

huawei_fake_time .symtab 0x26ca8 4 OBJECT <unknown> DEFAULT 14

huawei_init .symtab 0xed64 2788 FUNC <unknown> DEFAULT 2

huawei_kill .symtab 0xec68 40 FUNC <unknown> DEFAULT 2

huawei_rsck .symtab 0x26c7c 4 OBJECT <unknown> DEFAULT 14

huawei_scanner_pid .symtab 0x26c78 4 OBJECT <unknown> DEFAULT 14

huawei_scanner_rawpkt .symtab 0x26c80 40 OBJECT <unknown> DEFAULT 14

huawei_setup_connection .symtab 0xec90 212 FUNC <unknown> DEFAULT 2

index .symtab 0x1b960 240 FUNC <unknown> DEFAULT 2

inet_addr .symtab 0x157a4 40 FUNC <unknown> DEFAULT 2

inet_aton .symtab 0x1bcbc 248 FUNC <unknown> DEFAULT 2

inet_aton.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

inet_makeaddr.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

init_static_tls .symtab 0x1bdb4 120 FUNC <unknown> DEFAULT 2

initfini.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

initfini.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

initstate .symtab 0x17564 192 FUNC <unknown> DEFAULT 2

initstate_r .symtab 0x17830 248 FUNC <unknown> DEFAULT 2

ioctl .symtab 0x14e8c 224 FUNC <unknown> DEFAULT 2

ioctl.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

isatty .symtab 0x1bc1c 36 FUNC <unknown> DEFAULT 2

isatty.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

kill .symtab 0x14f6c 56 FUNC <unknown> DEFAULT 2

kill.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

killer.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

killer_init .symtab 0xfe04 1428 FUNC <unknown> DEFAULT 2

killer_kill .symtab 0xf848 40 FUNC <unknown> DEFAULT 2

killer_kill_by_port .symtab 0xf870 1428 FUNC <unknown> DEFAULT 2

killer_pid .symtab 0x29838 4 OBJECT <unknown> DEFAULT 14

killer_realpath .symtab 0x29834 4 OBJECT <unknown> DEFAULT 14

killer_realpath_len .symtab 0x26cac 4 OBJECT <unknown> DEFAULT 14

libc-cancellation.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

libc-lowlevellock.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

libc-tls.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

libc_multiple_threads.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

llseek.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

lseek64 .symtab 0x1c59c 112 FUNC <unknown> DEFAULT 2

main .symtab 0x104e8 2016 FUNC <unknown> DEFAULT 2

main.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
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malloc .symtab 0x15fb0 2360 FUNC <unknown> DEFAULT 2

malloc.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

malloc_trim .symtab 0x17288 64 FUNC <unknown> DEFAULT 2

memcpy .symtab 0x156c0 4 FUNC <unknown> DEFAULT 2

memmove .symtab 0x156d0 4 FUNC <unknown> DEFAULT 2

mempcpy .symtab 0x1c538 36 FUNC <unknown> DEFAULT 2

mempcpy.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

memset .symtab 0x156e0 156 FUNC <unknown> DEFAULT 2

methods .symtab 0x26c74 4 OBJECT <unknown> DEFAULT 14

methods_len .symtab 0x26c70 1 OBJECT <unknown> DEFAULT 14

mmap .symtab 0x1942c 124 FUNC <unknown> DEFAULT 2

mmap.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

mremap .symtab 0x19858 68 FUNC <unknown> DEFAULT 2

mremap.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

munmap .symtab 0x1989c 64 FUNC <unknown> DEFAULT 2

munmap.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

mylock .symtab 0x26a7c 24 OBJECT <unknown> DEFAULT 13

mylock .symtab 0x26a94 24 OBJECT <unknown> DEFAULT 13

nanosleep .symtab 0x1991c 96 FUNC <unknown> DEFAULT 2

nanosleep.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

nprocessors_onln .symtab 0x17cec 332 FUNC <unknown> DEFAULT 2

object.5113 .symtab 0x26c58 24 OBJECT <unknown> DEFAULT 14

open .symtab 0x18be0 100 FUNC <unknown> DEFAULT 2

opendir .symtab 0x1540c 196 FUNC <unknown> DEFAULT 2

opendir.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

parse_config.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

pending_connection .symtab 0x26cb4 1 OBJECT <unknown> DEFAULT 14

pr-support.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

prctl .symtab 0x14fa4 68 FUNC <unknown> DEFAULT 2

prctl.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

program_invocation_name .symtab 0x26b60 4 OBJECT <unknown> DEFAULT 13

program_invocation_short_name .symtab 0x26b5c 4 OBJECT <unknown> DEFAULT 13

raise .symtab 0x18908 240 FUNC <unknown> DEFAULT 2

raise.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

rand .symtab 0x173f0 24 FUNC <unknown> DEFAULT 2

rand.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

rand.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

rand_alpha_str .symtab 0x10d8c 208 FUNC <unknown> DEFAULT 2

rand_init .symtab 0x10d24 104 FUNC <unknown> DEFAULT 2

rand_next .symtab 0x10cc8 92 FUNC <unknown> DEFAULT 2

rand_str .symtab 0x10e5c 220 FUNC <unknown> DEFAULT 2

random .symtab 0x17408 164 FUNC <unknown> DEFAULT 2

random.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

random_poly_info .symtab 0x1e4a8 40 OBJECT <unknown> DEFAULT 4

random_r .symtab 0x176c8 144 FUNC <unknown> DEFAULT 2

random_r.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS

randtbl .symtab 0x26aac 128 OBJECT <unknown> DEFAULT 13
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192.168.2.23112.161.6.22
752530802839471 
05/27/22-
12:59:30.199632

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52530 80 192.168.2.23 112.161.6.22
7

192.168.2.23112.185.188.
18553834802839471 
05/27/22-
12:58:41.737289

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53834 80 192.168.2.23 112.185.188.
185

192.168.2.2395.100.231.1
9858960802839471 
05/27/22-
12:58:25.823407

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58960 80 192.168.2.23 95.100.231.1
98

192.168.2.23112.159.71.1
5944874802839471 
05/27/22-
12:58:27.419561

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44874 80 192.168.2.23 112.159.71.1
59

192.168.2.23112.169.60.2
036782802839471 
05/27/22-
12:59:04.861373

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36782 80 192.168.2.23 112.169.60.2
0

192.168.2.2388.99.87.141
478802839471 05/27/22-
12:58:13.031529

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 41478 80 192.168.2.23 88.99.87.1

192.168.2.2388.250.25.22
154778802839471 
05/27/22-
12:59:45.728583

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54778 80 192.168.2.23 88.250.25.22
1

192.168.2.2395.57.143.92
53388802839471 
05/27/22-
12:58:25.857394

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53388 80 192.168.2.23 95.57.143.92

192.168.2.2388.141.80.84
39310802839471 
05/27/22-
12:58:51.591786

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39310 80 192.168.2.23 88.141.80.84

192.168.2.23112.160.83.1
847272802839471 
05/27/22-
13:00:20.345173

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 47272 80 192.168.2.23 112.160.83.1
8

192.168.2.23112.166.188.
18133508802839471 
05/27/22-
12:58:41.737517

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 33508 80 192.168.2.23 112.166.188.
181

192.168.2.2395.121.164.2
1234564802839471 
05/27/22-
12:59:01.230262

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 34564 80 192.168.2.23 95.121.164.2
12

192.168.2.2388.198.119.2
4359728802839471 
05/27/22-
12:58:51.532952

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59728 80 192.168.2.23 88.198.119.2
43

192.168.2.2395.154.109.4
850408802839471 
05/27/22-
13:00:36.622102

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 50408 80 192.168.2.23 95.154.109.4
8

192.168.2.2395.222.64.20
33946802839471 
05/27/22-
12:58:39.294870

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 33946 80 192.168.2.23 95.222.64.20

192.168.2.23112.196.50.1
6443910802839471 
05/27/22-
12:59:09.986045

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 43910 80 192.168.2.23 112.196.50.1
64

192.168.2.23112.196.55.9
750168802839471 
05/27/22-
12:59:09.470968

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 50168 80 192.168.2.23 112.196.55.9
7

192.168.2.2395.101.142.2
0144032802839471 
05/27/22-
12:58:22.420996

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44032 80 192.168.2.23 95.101.142.2
01

192.168.2.2395.232.62.24
752530802839471 
05/27/22-
12:59:32.582788

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52530 80 192.168.2.23 95.232.62.24
7
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192.168.2.2395.100.230.5
860264802839471 
05/27/22-
12:58:20.489968

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 60264 80 192.168.2.23 95.100.230.5
8

192.168.2.2388.255.192.2
0644496802839471 
05/27/22-
12:58:49.199612

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44496 80 192.168.2.23 88.255.192.2
06

192.168.2.2395.221.61.25
456596802839471 
05/27/22-
13:00:11.289578

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56596 80 192.168.2.23 95.221.61.25
4

192.168.2.2395.118.20.15
147310802839471 
05/27/22-
12:58:39.277404

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 47310 80 192.168.2.23 95.118.20.15
1

192.168.2.2395.101.168.2
2953856802839471 
05/27/22-
12:58:48.723830

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53856 80 192.168.2.23 95.101.168.2
29

192.168.2.2341.78.122.13
340222372152835222 
05/27/22-
12:59:31.321923

TCP 283522
2

ETPRO EXPLOIT Huawei Remote Command Execution - Outbound (CVE-2017-17215) 40222 37215 192.168.2.23 41.78.122.13
3

192.168.2.2388.221.130.2
3134522802839471 
05/27/22-
12:58:49.002884

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 34522 80 192.168.2.23 88.221.130.2
31

192.168.2.2388.119.194.2
0050400802839471 
05/27/22-
12:59:03.525009

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 50400 80 192.168.2.23 88.119.194.2
00

192.168.2.23112.47.22.83
34458802839471 
05/27/22-
12:59:04.849659

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 34458 80 192.168.2.23 112.47.22.83

192.168.2.2388.198.129.1
7460956802839471 
05/27/22-
13:00:34.152190

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 60956 80 192.168.2.23 88.198.129.1
74

192.168.2.2388.157.75.90
46384802839471 
05/27/22-
13:00:34.192874

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 46384 80 192.168.2.23 88.157.75.90

192.168.2.23112.121.187.
7039392802839471 
05/27/22-
12:58:27.302153

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39392 80 192.168.2.23 112.121.187.
70

192.168.2.2388.146.182.1
6452328802839471 
05/27/22-
12:58:12.724301

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52328 80 192.168.2.23 88.146.182.1
64

192.168.2.23112.196.29.2
0933766802839471 
05/27/22-
12:59:49.249094

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 33766 80 192.168.2.23 112.196.29.2
09

192.168.2.2395.173.181.2
348258802839471 
05/27/22-
12:58:46.336411

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48258 80 192.168.2.23 95.173.181.2
3

192.168.2.2395.100.238.8
451440802839471 
05/27/22-
12:58:54.024278

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51440 80 192.168.2.23 95.100.238.8
4

192.168.2.2395.120.92.70
54676802839471 
05/27/22-
12:58:28.261330

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54676 80 192.168.2.23 95.120.92.70

192.168.2.2388.198.99.66
36582802839471 
05/27/22-
12:59:35.176029

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36582 80 192.168.2.23 88.198.99.66

192.168.2.2395.198.95.22
636528802839471 
05/27/22-
12:59:37.128545

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36528 80 192.168.2.23 95.198.95.22
6
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192.168.2.2388.114.113.1
3442138802839471 
05/27/22-
12:58:35.877908

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 42138 80 192.168.2.23 88.114.113.1
34

192.168.2.23112.167.224.
17157470802839471 
05/27/22-
13:00:11.291570

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 57470 80 192.168.2.23 112.167.224.
171

192.168.2.2388.133.178.1
0744962802839471 
05/27/22-
12:58:49.170848

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44962 80 192.168.2.23 88.133.178.1
07

192.168.2.23112.172.26.1
4536506802839471 
05/27/22-
12:58:46.138797

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36506 80 192.168.2.23 112.172.26.1
45

192.168.2.2395.100.250.1
1360650802839471 
05/27/22-
12:58:48.723925

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 60650 80 192.168.2.23 95.100.250.1
13

192.168.2.2395.56.20.228
38660802839471 
05/27/22-
12:58:44.735569

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38660 80 192.168.2.23 95.56.20.228

192.168.2.23112.206.140.
20648410802839471 
05/27/22-
13:00:39.561162

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48410 80 192.168.2.23 112.206.140.
206

192.168.2.2395.213.198.6
836534802839471 
05/27/22-
12:58:44.687962

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36534 80 192.168.2.23 95.213.198.6
8

192.168.2.2395.216.207.1
3253920802839471 
05/27/22-
12:59:17.029180

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53920 80 192.168.2.23 95.216.207.1
32

192.168.2.23112.196.222.
7838416802839471 
05/27/22-
12:58:27.823576

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38416 80 192.168.2.23 112.196.222.
78

192.168.2.2395.96.93.105
5052802839471 
05/27/22-
12:58:56.186730

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 55052 80 192.168.2.23 95.96.93.10

192.168.2.2395.216.190.3
35344802839471 
05/27/22-
12:58:35.988869

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 35344 80 192.168.2.23 95.216.190.3

192.168.2.2395.171.119.1
237998802839471 
05/27/22-
12:58:39.382613

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 37998 80 192.168.2.23 95.171.119.1
2

192.168.2.2395.70.136.10
844208802839471 
05/27/22-
12:58:26.042045

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44208 80 192.168.2.23 95.70.136.10
8

192.168.2.2395.64.134.17
433480802839471 
05/27/22-
12:59:59.470493

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 33480 80 192.168.2.23 95.64.134.17
4

192.168.2.2388.216.98.71
56920802839471 
05/27/22-
12:58:17.355406

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56920 80 192.168.2.23 88.216.98.71

192.168.2.23112.175.245.
23742248802839471 
05/27/22-
12:58:42.004238

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 42248 80 192.168.2.23 112.175.245.
237

192.168.2.2395.188.164.1
2352946802839471 
05/27/22-
12:58:46.272069

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52946 80 192.168.2.23 95.188.164.1
23

192.168.2.23112.90.88.12
035844802839471 
05/27/22-
13:00:27.481230

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 35844 80 192.168.2.23 112.90.88.12
0
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192.168.2.2388.221.99.66
44504802839471 
05/27/22-
12:58:17.282923

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44504 80 192.168.2.23 88.221.99.66

192.168.2.2395.196.216.9
143296802839471 
05/27/22-
12:58:44.690326

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 43296 80 192.168.2.23 95.196.216.9
1

192.168.2.2388.255.38.11
734668802839471 
05/27/22-
12:58:49.205088

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 34668 80 192.168.2.23 88.255.38.11
7

192.168.2.2395.170.87.81
48768802839471 
05/27/22-
12:58:46.165208

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48768 80 192.168.2.23 95.170.87.81

192.168.2.23112.160.103.
19654512802839471 
05/27/22-
12:59:57.034595

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54512 80 192.168.2.23 112.160.103.
196

192.168.2.2395.217.100.1
7939836802839471 
05/27/22-
13:00:36.374096

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39836 80 192.168.2.23 95.217.100.1
79

192.168.2.2395.68.77.149
55898802839471 
05/27/22-
12:58:22.425471

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 55898 80 192.168.2.23 95.68.77.149

192.168.2.23112.163.186.
10938092802839471 
05/27/22-
12:59:49.213385

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38092 80 192.168.2.23 112.163.186.
109

192.168.2.2395.178.231.7
343532802839471 
05/27/22-
12:59:51.612840

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 43532 80 192.168.2.23 95.178.231.7
3

192.168.2.23112.164.121.
19247968802839471 
05/27/22-
12:59:49.226611

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 47968 80 192.168.2.23 112.164.121.
192

192.168.2.2388.221.38.21
238200802839471 
05/27/22-
12:58:35.869377

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38200 80 192.168.2.23 88.221.38.21
2

192.168.2.2388.247.192.1
8549950802839471 
05/27/22-
13:00:13.734702

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 49950 80 192.168.2.23 88.247.192.1
85

192.168.2.2395.101.168.2
2953914802839471 
05/27/22-
12:58:49.177419

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53914 80 192.168.2.23 95.101.168.2
29

192.168.2.23112.46.57.21
355290802839471 
05/27/22-
13:00:27.475537

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 55290 80 192.168.2.23 112.46.57.21
3

192.168.2.2395.154.250.7
341752802839471 
05/27/22-
13:00:08.737206

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 41752 80 192.168.2.23 95.154.250.7
3

192.168.2.2388.207.37.16
336248802839471 
05/27/22-
13:00:54.598162

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36248 80 192.168.2.23 88.207.37.16
3

192.168.2.2388.87.0.1415
2294802839471 
05/27/22-
12:58:49.200635

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52294 80 192.168.2.23 88.87.0.141

192.168.2.2388.99.97.955
9918802839471 
05/27/22-
12:58:33.695704

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59918 80 192.168.2.23 88.99.97.95

192.168.2.23112.79.44.42
54026802839471 
05/27/22-
12:58:46.403226

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54026 80 192.168.2.23 112.79.44.42
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192.168.2.2395.100.230.8
356914802839471 
05/27/22-
12:59:01.211824

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56914 80 192.168.2.23 95.100.230.8
3

192.168.2.2388.12.107.53
47420802839471 
05/27/22-
13:00:59.049748

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 47420 80 192.168.2.23 88.12.107.53

192.168.2.2395.213.223.7
851522802839471 
05/27/22-
12:58:32.514658

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51522 80 192.168.2.23 95.213.223.7
8

192.168.2.2388.160.194.1
9356934802839471 
05/27/22-
12:58:49.176822

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56934 80 192.168.2.23 88.160.194.1
93

192.168.2.23112.79.44.42
54020802839471 
05/27/22-
12:58:46.138938

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54020 80 192.168.2.23 112.79.44.42

192.168.2.2388.221.59.40
60488802839471 
05/27/22-
12:58:57.537732

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 60488 80 192.168.2.23 88.221.59.40

192.168.2.2395.155.23.16
743430802839471 
05/27/22-
12:59:40.676857

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 43430 80 192.168.2.23 95.155.23.16
7

192.168.2.2395.101.114.1
2254632802839471 
05/27/22-
12:58:28.182021

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54632 80 192.168.2.23 95.101.114.1
22

192.168.2.2388.210.102.2
0439448802839471 
05/27/22-
12:59:08.945679

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39448 80 192.168.2.23 88.210.102.2
04

192.168.2.2395.47.105.30
51376802839471 
05/27/22-
12:58:25.789755

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51376 80 192.168.2.23 95.47.105.30

192.168.2.2388.198.127.2
0158076802839471 
05/27/22-
12:58:35.858362

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58076 80 192.168.2.23 88.198.127.2
01

192.168.2.2395.85.86.134
57842802839471 
05/27/22-
12:59:40.666383

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 57842 80 192.168.2.23 95.85.86.134

192.168.2.2388.221.135.8
753136802839471 
05/27/22-
12:59:07.412614

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53136 80 192.168.2.23 88.221.135.8
7

192.168.2.23157.230.40.1
3637694372152835222 
05/27/22-
13:00:03.260989

TCP 283522
2

ETPRO EXPLOIT Huawei Remote Command Execution - Outbound (CVE-2017-17215) 37694 37215 192.168.2.23 157.230.40.1
36

192.168.2.2395.209.134.2
4240932802839471 
05/27/22-
12:59:51.623835

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 40932 80 192.168.2.23 95.209.134.2
42

192.168.2.2395.173.186.1
0637374802839471 
05/27/22-
12:58:54.056148

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 37374 80 192.168.2.23 95.173.186.1
06

192.168.2.2395.110.200.9
832884802839471 
05/27/22-
12:58:22.411041

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 32884 80 192.168.2.23 95.110.200.9
8

192.168.2.2388.221.165.1
2754244802839471 
05/27/22-
13:00:58.990170

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54244 80 192.168.2.23 88.221.165.1
27

192.168.2.23112.217.110.
13156502802839471 
05/27/22-
12:58:22.381261

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56502 80 192.168.2.23 112.217.110.
131

Timestamp Protocol SID Message
Source
Port
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Port

Source IP Dest IP
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192.168.2.2395.213.160.1
9059582802839471 
05/27/22-
12:58:36.060202

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59582 80 192.168.2.23 95.213.160.1
90

192.168.2.2395.170.71.69
52930802839471 
05/27/22-
12:58:17.236870

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52930 80 192.168.2.23 95.170.71.69

192.168.2.2388.221.227.1
2148798802839471 
05/27/22-
13:00:34.192129

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48798 80 192.168.2.23 88.221.227.1
21

192.168.2.2388.204.248.1
9859030802839471 
05/27/22-
12:59:26.722306

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59030 80 192.168.2.23 88.204.248.1
98

192.168.2.2388.99.15.634
9696802839471 
05/27/22-
12:58:12.691272

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 49696 80 192.168.2.23 88.99.15.63

192.168.2.2395.138.174.1
5658580802839471 
05/27/22-
12:58:25.769343

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58580 80 192.168.2.23 95.138.174.1
56

192.168.2.23112.187.239.
16253782802839471 
05/27/22-
12:59:10.543289

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53782 80 192.168.2.23 112.187.239.
162

192.168.2.2395.161.130.1
6459202802839471 
05/27/22-
12:58:36.122501

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59202 80 192.168.2.23 95.161.130.1
64

192.168.2.2395.91.180.13
955302802839471 
05/27/22-
12:59:01.178203

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 55302 80 192.168.2.23 95.91.180.13
9

192.168.2.2395.43.206.17
557874802839471 
05/27/22-
13:00:08.765669

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 57874 80 192.168.2.23 95.43.206.17
5

192.168.2.2388.221.47.19
254278802839471 
05/27/22-
12:59:07.431866

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54278 80 192.168.2.23 88.221.47.19
2

192.168.2.23112.169.120.
18759086802839471 
05/27/22-
12:58:21.790128

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59086 80 192.168.2.23 112.169.120.
187

192.168.2.2388.33.144.98
54204802839471 
05/27/22-
13:00:01.108546

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 54204 80 192.168.2.23 88.33.144.98

192.168.2.2395.59.123.12
536684802839471 
05/27/22-
12:58:44.735927

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36684 80 192.168.2.23 95.59.123.12
5

192.168.2.2388.221.46.13
240466802839471 
05/27/22-
12:59:38.224523

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 40466 80 192.168.2.23 88.221.46.13
2

192.168.2.23112.185.155.
13259896802839471 
05/27/22-
13:00:48.219655

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59896 80 192.168.2.23 112.185.155.
132

192.168.2.2395.209.203.9
843194802839471 
05/27/22-
13:00:29.897889

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 43194 80 192.168.2.23 95.209.203.9
8

192.168.2.2395.101.46.51
59876802839471 
05/27/22-
12:59:25.352468

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59876 80 192.168.2.23 95.101.46.51

192.168.2.2388.202.224.8
633140802839471 
05/27/22-
12:58:15.111842

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 33140 80 192.168.2.23 88.202.224.8
6

Timestamp Protocol SID Message
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192.168.2.2395.108.245.1
8149686802839471 
05/27/22-
12:58:54.052754

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 49686 80 192.168.2.23 95.108.245.1
81

192.168.2.2388.119.160.7
741678802839471 
05/27/22-
12:58:48.799831

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 41678 80 192.168.2.23 88.119.160.7
7

192.168.2.2388.26.207.10
758182802839471 
05/27/22-
13:00:22.955363

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58182 80 192.168.2.23 88.26.207.10
7

192.168.2.2388.107.210.1
448654802839471 
05/27/22-
13:00:36.341630

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48654 80 192.168.2.23 88.107.210.1
4

192.168.2.2388.85.75.102
58520802839471 
05/27/22-
12:58:13.034600

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58520 80 192.168.2.23 88.85.75.102

192.168.2.2388.83.126.19
38148802839471 
05/27/22-
13:01:01.304144

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38148 80 192.168.2.23 88.83.126.19

192.168.2.2388.193.158.1
8442500802839471 
05/27/22-
13:00:19.923528

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 42500 80 192.168.2.23 88.193.158.1
84

192.168.2.23112.173.236.
24248996802839471 
05/27/22-
13:00:50.736397

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48996 80 192.168.2.23 112.173.236.
242

192.168.2.2388.31.151.13
137462802839471 
05/27/22-
13:00:01.067921

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 37462 80 192.168.2.23 88.31.151.13
1

192.168.2.23112.162.106.
21140694802839471 
05/27/22-
12:58:51.525981

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 40694 80 192.168.2.23 112.162.106.
211

192.168.2.2388.198.126.4
944542802839471 
05/27/22-
13:00:34.152794

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44542 80 192.168.2.23 88.198.126.4
9

192.168.2.2388.98.24.755
5196802839471 
05/27/22-
12:59:07.412827

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 55196 80 192.168.2.23 88.98.24.75

192.168.2.2388.86.125.20
845734802839471 
05/27/22-
12:59:32.592008

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 45734 80 192.168.2.23 88.86.125.20
8

192.168.2.23112.204.78.2
3634514802839471 
05/27/22-
13:00:13.765844

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 34514 80 192.168.2.23 112.204.78.2
36

192.168.2.2395.101.230.1
6758202802839471 
05/27/22-
12:59:16.915039

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58202 80 192.168.2.23 95.101.230.1
67

192.168.2.2395.38.150.17
642612802839471 
05/27/22-
12:59:32.691202

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 42612 80 192.168.2.23 95.38.150.17
6

192.168.2.2388.221.179.3
458084802839471 
05/27/22-
13:00:36.305457

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58084 80 192.168.2.23 88.221.179.3
4

192.168.2.2395.110.213.2
4159402802839471 
05/27/22-
12:58:39.284921

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59402 80 192.168.2.23 95.110.213.2
41

192.168.2.23112.240.58.8
655546802839471 
05/27/22-
12:58:51.509791

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 55546 80 192.168.2.23 112.240.58.8
6

Timestamp Protocol SID Message
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Port

Dest
Port

Source IP Dest IP

Copyright Joe Security LLC 2022 Page 63 of 73



192.168.2.2388.250.118.2
3336626802839471 
05/27/22-
12:58:49.207301

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36626 80 192.168.2.23 88.250.118.2
33

192.168.2.2388.9.127.168
56844802839471 
05/27/22-
12:59:07.456522

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56844 80 192.168.2.23 88.9.127.168

192.168.2.2388.198.0.933
6052802839471 
05/27/22-
12:58:48.747030

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36052 80 192.168.2.23 88.198.0.93

192.168.2.23112.172.26.1
4536400802839471 
05/27/22-
12:58:41.756911

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36400 80 192.168.2.23 112.172.26.1
45

192.168.2.2395.101.161.1
5142068802839471 
05/27/22-
12:58:35.866799

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 42068 80 192.168.2.23 95.101.161.1
51

192.168.2.2388.99.225.17
535014802839471 
05/27/22-
12:58:49.163982

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 35014 80 192.168.2.23 88.99.225.17
5

192.168.2.23112.172.26.1
4536634802839471 
05/27/22-
12:58:51.550934

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 36634 80 192.168.2.23 112.172.26.1
45

192.168.2.2388.198.144.8
447434802839471 
05/27/22-
12:59:38.195736

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 47434 80 192.168.2.23 88.198.144.8
4

192.168.2.2395.222.174.1
3038566802839471 
05/27/22-
12:58:44.651291

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38566 80 192.168.2.23 95.222.174.1
30

192.168.2.2395.101.69.15
751632802839471 
05/27/22-
12:58:35.838172

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51632 80 192.168.2.23 95.101.69.15
7

192.168.2.2395.214.13.21
458472802839471 
05/27/22-
12:58:17.272613

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 58472 80 192.168.2.23 95.214.13.21
4

192.168.2.2395.209.145.1
9939318802839471 
05/27/22-
12:58:33.672567

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39318 80 192.168.2.23 95.209.145.1
99

192.168.2.2395.110.172.1
2757150802839471 
05/27/22-
12:58:17.248255

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 57150 80 192.168.2.23 95.110.172.1
27

192.168.2.2395.68.36.245
1846802839471 
05/27/22-
12:58:35.834704

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51846 80 192.168.2.23 95.68.36.24

192.168.2.23112.70.46.14
959804802839471 
05/27/22-
12:58:27.695425

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59804 80 192.168.2.23 112.70.46.14
9

192.168.2.2388.204.162.1
0446154802839471 
05/27/22-
12:58:12.911176

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 46154 80 192.168.2.23 88.204.162.1
04

192.168.2.2388.147.109.7
56908802839471 
05/27/22-
12:58:53.879657

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56908 80 192.168.2.23 88.147.109.7

192.168.2.2395.170.72.34
48756802839471 
05/27/22-
12:58:44.646140

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48756 80 192.168.2.23 95.170.72.34

192.168.2.2388.119.142.1
3251498802839471 
05/27/22-
13:00:19.923022

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51498 80 192.168.2.23 88.119.142.1
32
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192.168.2.2388.165.142.4
159818802839471 
05/27/22-
12:59:38.286508

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59818 80 192.168.2.23 88.165.142.4
1

192.168.2.2395.155.232.9
39358802839471 
05/27/22-
12:58:44.672408

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39358 80 192.168.2.23 95.155.232.9

192.168.2.2395.9.183.293
9252802839471 
05/27/22-
12:59:35.278982

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 39252 80 192.168.2.23 95.9.183.29

192.168.2.2388.247.188.1
8145208802839471 
05/27/22-
12:59:16.998105

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 45208 80 192.168.2.23 88.247.188.1
81

192.168.2.2395.183.38.12
138896802839471 
05/27/22-
12:58:53.991116

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 38896 80 192.168.2.23 95.183.38.12
1

192.168.2.2395.100.159.1
857152802839471 
05/27/22-
13:00:29.926056

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 57152 80 192.168.2.23 95.100.159.1
8

192.168.2.23112.90.182.2
1059626802839471 
05/27/22-
13:00:45.328795

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59626 80 192.168.2.23 112.90.182.2
10

192.168.2.2388.221.45.53
51800802839471 
05/27/22-
13:00:48.270534

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51800 80 192.168.2.23 88.221.45.53

192.168.2.23112.67.248.1
6953838802839471 
05/27/22-
13:00:26.969646

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 53838 80 192.168.2.23 112.67.248.1
69

192.168.2.2388.147.2.148
48076802839471 
05/27/22-
12:58:48.769488

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 48076 80 192.168.2.23 88.147.2.148

192.168.2.2395.167.38.96
46556802839471 
05/27/22-
12:58:17.267402

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 46556 80 192.168.2.23 95.167.38.96

192.168.2.2388.22.107.97
52434802839471 
05/27/22-
12:59:04.932180

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52434 80 192.168.2.23 88.22.107.97

192.168.2.2395.0.22.6944
054802839471 05/27/22-
12:58:22.431883

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44054 80 192.168.2.23 95.0.22.69

192.168.2.23112.215.183.
14152936802839471 
05/27/22-
12:59:28.280990

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 52936 80 192.168.2.23 112.215.183.
141

192.168.2.2341.62.53.505
3926372152835222 
05/27/22-
13:00:03.338779

TCP 283522
2

ETPRO EXPLOIT Huawei Remote Command Execution - Outbound (CVE-2017-17215) 53926 37215 192.168.2.23 41.62.53.50

192.168.2.2388.221.190.4
959730802839471 
05/27/22-
12:58:15.166124

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 59730 80 192.168.2.23 88.221.190.4
9

192.168.2.2388.68.216.49
50674802839471 
05/27/22-
13:00:01.096577

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 50674 80 192.168.2.23 88.68.216.49

192.168.2.2395.100.155.1
3156840802839471 
05/27/22-
13:00:11.270667

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 56840 80 192.168.2.23 95.100.155.1
31

192.168.2.2395.42.130.18
444376802839471 
05/27/22-
12:58:53.991058

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 44376 80 192.168.2.23 95.42.130.18
4
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System Behavior

192.168.2.2388.99.87.139
42966802839471 
05/27/22-
12:58:58.957828

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 42966 80 192.168.2.23 88.99.87.139

192.168.2.2395.179.145.1
6035464802839471 
05/27/22-
12:58:54.014128

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 35464 80 192.168.2.23 95.179.145.1
60

192.168.2.2388.216.190.2
2233928802839471 
05/27/22-
12:58:35.864241

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 33928 80 192.168.2.23 88.216.190.2
22

192.168.2.2388.145.192.4
546088802839471 
05/27/22-
13:00:01.128862

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 46088 80 192.168.2.23 88.145.192.4
5

192.168.2.2395.101.219.2
2232822802839471 
05/27/22-
13:00:29.982039

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 32822 80 192.168.2.23 95.101.219.2
22

192.168.2.23112.230.199.
747460802839471 
05/27/22-
12:58:33.069490

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 47460 80 192.168.2.23 112.230.199.
7

192.168.2.23112.196.222.
2451420802839471 
05/27/22-
12:58:41.803396

TCP 283947
1

ETPRO TROJAN Mirai Variant User-Agent (Outbound) 51420 80 192.168.2.23 112.196.222.
24

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

Total Packets: 100

• 37215 undefined

• 80 (HTTP)

• 443 (HTTPS)

            
192.168.0.14:80

         

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/python3.8

Arguments: n/a

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

Analysis Process: python3.8 PID: 6214, Parent PID: 6200

General
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File size: 5490352 bytes

MD5 hash: 69f442c3e33b5f9a66b722c29ad89435

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/uname

Arguments: uname -p

File size: 39288 bytes

MD5 hash: 4ac7c634c5bec95753c480e9d421dcc2

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/cut

Arguments: cut -c -40 /tmp/tmp.cnYNqYQvB7

File size: 47480 bytes

MD5 hash: d8ed0ea8f22c0de0f8692d4d9f1759d3

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/tr

Arguments: tr -c -d [:alnum:]

File size: 51544 bytes

MD5 hash: fbd1402dd9f72d8ebfff00ce7c3a7bb5

Analysis Process: uname PID: 6214, Parent PID: 6200

General

File Activities

File Read

Analysis Process: dash PID: 6216, Parent PID: 6215

General

Analysis Process: cut PID: 6216, Parent PID: 6215

General

File Activities

File Read

Analysis Process: dash PID: 6217, Parent PID: 6215

General

Analysis Process: tr PID: 6217, Parent PID: 6215

General

File Activities
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Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/wget

Arguments: wget --timeout 60 -U "wget/1.20.3-1ubuntu1 Ubuntu/20.04.2/LTS GNU/Linux/5.4.0-72-generic/x86_64 
Intel(R)/Xeon(R)/Silver/4210/CPU/@/2.20GHz cloud_id/none" -O- --content-on-error https://motd.ubuntu.com

File size: 548568 bytes

MD5 hash: 996940118df7bb2aaa718589d4e95c08

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/cat

Arguments: cat /tmp/tmp.prLdOPAcfV

File size: 43416 bytes

MD5 hash: 7e9d213e404ad3bb82e4ebb2e1f2c1b3

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

File Read

Analysis Process: dash PID: 6218, Parent PID: 6183

General

Analysis Process: wget PID: 6218, Parent PID: 6183

General

File Activities

File Read

File Written

Analysis Process: dash PID: 6220, Parent PID: 6183

General

Analysis Process: cat PID: 6220, Parent PID: 6183

General

File Activities

File Read

Analysis Process: dash PID: 6221, Parent PID: 6183

General
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Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/head

Arguments: head -n 10

File size: 47480 bytes

MD5 hash: fd96a67145172477dd57131396fc9608

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/tr

Arguments: tr -d \\000-\\011\\013\\014\\016-\\037

File size: 51544 bytes

MD5 hash: fbd1402dd9f72d8ebfff00ce7c3a7bb5

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:55

Start date: 27/05/2022

Path: /usr/bin/cut

Arguments: cut -c -80

File size: 47480 bytes

MD5 hash: d8ed0ea8f22c0de0f8692d4d9f1759d3

Analysis Process: head PID: 6221, Parent PID: 6183

General

File Activities

File Read

Analysis Process: dash PID: 6222, Parent PID: 6183

General

Analysis Process: tr PID: 6222, Parent PID: 6183

General

File Activities

File Read

Analysis Process: dash PID: 6223, Parent PID: 6183

General

Analysis Process: cut PID: 6223, Parent PID: 6183

General

File Activities

File Read
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Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/cat

Arguments: cat /tmp/tmp.prLdOPAcfV

File size: 43416 bytes

MD5 hash: 7e9d213e404ad3bb82e4ebb2e1f2c1b3

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/head

Arguments: head -n 10

File size: 47480 bytes

MD5 hash: fd96a67145172477dd57131396fc9608

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:56

Analysis Process: dash PID: 6224, Parent PID: 6183

General

Analysis Process: cat PID: 6224, Parent PID: 6183

General

File Activities

File Read

Analysis Process: dash PID: 6225, Parent PID: 6183

General

Analysis Process: head PID: 6225, Parent PID: 6183

General

File Activities

File Read

Analysis Process: dash PID: 6226, Parent PID: 6183

General

Analysis Process: tr PID: 6226, Parent PID: 6183

General
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Start date: 27/05/2022

Path: /usr/bin/tr

Arguments: tr -d \\000-\\011\\013\\014\\016-\\037

File size: 51544 bytes

MD5 hash: fbd1402dd9f72d8ebfff00ce7c3a7bb5

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/cut

Arguments: cut -c -80

File size: 47480 bytes

MD5 hash: d8ed0ea8f22c0de0f8692d4d9f1759d3

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 12:57:56

Start date: 27/05/2022

Path: /usr/bin/rm

Arguments: rm -f /tmp/tmp.prLdOPAcfV /tmp/tmp.KNItEUZoGw /tmp/tmp.cnYNqYQvB7

File size: 72056 bytes

MD5 hash: aa2b5496fdbfd88e38791ab81f90b95b

File Activities

File Read

Analysis Process: dash PID: 6227, Parent PID: 6183

General

Analysis Process: cut PID: 6227, Parent PID: 6183

General

File Activities

File Read

File Written

Analysis Process: dash PID: 6228, Parent PID: 6183

General

Analysis Process: rm PID: 6228, Parent PID: 6183

General

File Activities

File Deleted

File Read

Analysis Process: EKXxSJDt9M PID: 6259, Parent PID: 6120

General
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Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: /tmp/EKXxSJDt9M

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

File Activities

File Read

Analysis Process: EKXxSJDt9M PID: 6261, Parent PID: 6259

General

File Activities

File Read

Directory Enumerated

Analysis Process: EKXxSJDt9M PID: 6262, Parent PID: 6259

General

Analysis Process: EKXxSJDt9M PID: 6263, Parent PID: 6259

General

Analysis Process: EKXxSJDt9M PID: 6266, Parent PID: 6263

General

Analysis Process: EKXxSJDt9M PID: 6268, Parent PID: 6263

General
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Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Start time: 12:58:10

Start date: 27/05/2022

Path: /tmp/EKXxSJDt9M

Arguments: n/a

File size: 4956856 bytes

MD5 hash: 5ebfcae4fe2471fcc5695c2394773ff1

Analysis Process: EKXxSJDt9M PID: 6271, Parent PID: 6263

General

Analysis Process: EKXxSJDt9M PID: 6275, Parent PID: 6263

General

File Activities

File Read

Directory Enumerated

Analysis Process: EKXxSJDt9M PID: 6277, Parent PID: 6263

General

Analysis Process: EKXxSJDt9M PID: 6278, Parent PID: 6263

General
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