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Windows Analysis Report
recibo.exe
Overview

General Information Detection Signatures Classification

Sample recibo.exe
Name: MALICI

Analysis ID: 635097

Found malware configuration

Multi AV Scanner detection for subm...

MD5: 4680729edca682. Yara detected GuLoader
SHAL: debf5126050330.. Tries to detect virtualization through...
SHA256: €18032a74c8138. C2 URLs / IPs found in malware con...
Tags:

9 - Uses 32bit PE files
Infos: ﬁ Q EE_: am

PE file does not import any functions

PE file contains sections with non-s...

R i
: Sample file is different than original ...
2 Drops PE files

B Score: 72

R Range: 0-100 Contains functionality to shutdown /...
: Whitelisted: false Uses code obfuscation techniques (...
a Confidence: 100%

2

Process Tree

= System is w10x64
o & recibo.exe (PID: 3224 cmdline: "C:\Users\user\Desktop\recibo.exe" MD5: 4680729EDCA682D1B6DESCF875BBFDF5)
= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "https://drive.google.com/uc?export=download&id=1EX-TfUIP_N_SsQAtVtT8-t2zzMXng6WS"

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000000.00000002.761876778.0000000002A50000.00000  JoeSecurity_GuLo = Yara detected Joe Security
040.00001000.00020000.00000000.sdmp ader_2 GuLoader

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Data Obfuscation

Yara detected GuLoader

Malware Analysis System Evasion

Tries to detect virtualization through RDTSC time measurements

Mitre Att&ck Matrix
Initial . . Privilege Defense Credential
Execution Persistence A .
Access Escalation Evasion Access
Valid 0s
Accounts Native APl Windows Access Access Credential
Service Token Token Dumping
Manipulatio Manipulatio
n n
Default Scheduled  Boot or LSASS
Accounts  Task/Job Logon Windows Obfuscated Memory
Initializatio ~ Service Files or
n Scripts Information
Domain At (Linux)  Logon Logon Security
Accounts Script Script Timestomp Account
(Windows)  (Windows) Manager

Behavior Graph
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Behavior Graph

ID: 635007

Sample: recibo.exe SOSPICIOUS
Startdate: 27/05/2022 CLEAN
Architecture:  WINDOWS " Unknown |
Score: 72

C2 URLs / IPs found

in malware configuration started

dropped dropped dropped

CaUsers\usen\...vm3ddevapi64-debug.dl, PE32+ Ci\Users\user\AppDatalLocall..\System.dil, PE32 Ci\Users\usen\AppDatalLocall..\igpliibs.l, PE32+

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

dropped
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

C:\Users\user\AppDatal.. \HPSUPD-Win32Exe.exe, PE32+

Tries to detect virtualization
through RDTSC time measurements
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
recibo.exe 55% Virustotal Browse
recibo.exe 26% Metadefender Browse
recibo.exe 50% ReversingLabs Win32.Downloader.
GuLoader
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\HPSUPD-Win32Exe.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Temp\HPSUPD-Win32Exe.exe 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\HPSUPD-Win32Exe.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\igpllibs.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Temp\igpllibs.dll 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\Igpllibs.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\ns05699.tmp\System.d|l 2% Virustotal Browse
C:\Users\user\AppData\Local\Temp\ns05699.tmp\System.d|| 3% Metadefender Browse
C:\Users\user\AppData\Local\Temp\ns05699.tmp\System.dl| 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll 0% ReversingLabs
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https://www.virustotal.com/gui/file/e18032a74c8138c907ab2b6937ce66a4483a85e89b05a25153499efee4e85898/detection/f-e18032a74c8138c907ab2b6937ce66a4483a85e89b05a25153499efee4e85898-1653619910
https://www.metadefender.com/#!/results/file/bzIyMDUyNzdDaHZYbVpGVDBUZXF4XzVWcmlx/regular/analysis
https://www.virustotal.com/gui/file/b0d12a7aadf51b02d52e9e88295e6e6606f68c1508c8d9323b6549aa20ec82aa/detection/f-b0d12a7aadf51b02d52e9e88295e6e6606f68c1508c8d9323b6549aa20ec82aa-1653463493
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQU9uSFBCVzlsRnk/regular/analysis
https://www.virustotal.com/gui/file/7fa4c9ea4be0088d6d311bd93fa65baf8828da32a2fd4bf8ce0eade552d46246/detection/f-7fa4c9ea4be0088d6d311bd93fa65baf8828da32a2fd4bf8ce0eade552d46246-1653463490
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQUduUFBPVVN5Rjg/regular/analysis
https://www.virustotal.com/gui/file/8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8/detection/f-8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8-1653623592
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOM1JHWld0NGNtMXllbG8tSEZzMlVwMTZBTQ/regular/analysis
https://www.virustotal.com/gui/file/865868e3be461332134efbba9f1d8aaa5e29a0c8ad3f5a2ac47311f47d4cfd62/detection/f-865868e3be461332134efbba9f1d8aaa5e29a0c8ad3f5a2ac47311f47d4cfd62-1653463498
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQWx0VVZJSzRmcDA/regular/analysis

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs
Source Detection Scanner Label Link
http://https://mozilla.org0 0% URL Reputation safe

Domains and IPs

Contacted Domains

@ No contacted domains info

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http://www.sil.org/is0639-3/ iso_639-3.xml.0.dr false high
http://www.vmware.com/0/ recibo.exe, 00000000.00000002.761476867. false high

000000000040A000.00000004.00000001.01000
000.00000003.sdmp, vm3ddevapi64-debug.dll.0.dr

http://www.vmware.com/0 recibo.exe, 00000000.00000002.761476867. false high
000000000040A000.00000004.00000001.01000
000.00000003.sdmp, vm3ddevapi64-debug.dll.0.dr

http://nsis.sf.net/NSIS_ErrorError recibo.exe false high

http://www.symauth.com/cps0( recibo.exe, 00000000.00000002.761476867. false high
000000000040A000.00000004.00000001.01000
000.00000003.sdmp, vm3ddevapi64-debug.dIl.0.dr

http://www.symauth.com/rpa00 recibo.exe, 00000000.00000002.761476867. false high
000000000040A000.00000004.00000001.01000
000.00000003.sdmp, vm3ddevapi64-debug.dll.0.dr

http://https://mozilla.org0 Igpllibs.dll.0.dr false e URL Reputation: safe unknown

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 635097

Start date and time: 27/05/202213:15:13 2022-05-27 13:15:13 +02:00
Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 33s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: recibo.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 27

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0
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Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal72.troj.evad. wWinEXE@1/11@0/0
EGA Information: e Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 63.2% (good quality ratio 61.9%)
Quality average: 88.1%
Quality standard deviation: 21.6%

.

.

HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

Override analysis time to 240s for sample files taking high CPU consumption

e o o o

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe

e Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, ctldl.windowsupd
ate.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, time.windows.com, arc.msn.com

* Not all processes where analyzed, report is missing behavior information

e Report size getting too big, too many NtSetInformationFile calls found.

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

©@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context
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Created / dropped Files

C:\Users\user\AppData\Local\Temp\Adventure_19.bmp

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\recibo.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 100x100, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=3], baseline,
precision 8, 110x110, frames 3

dropped

10521

7.888779038440803

false

192:0XRZxdt62XpqRigPYtYO0CfKTQIhSNKW6EF50JxfskCjGmXa6PbpwrdWmKM:KRfdt62X+XoEIh/KW6ifskEGealpwrdn

8D61CCB44C962D7831FB6703B4AF623D

2BFDC667151057B3A42CDD22F9EBOESABOBOEF3C

1EFFB5A4A46B05C024518546D4C8BBB45AD3496590E3E86AF533CF31C61512F4
FEOC304F73713552ACA3A28D9CCD6BD2C53A45F72052892CC8F94D835A213F2F3C4D8D1656BD8160AE874A63FACC6B79BA763D4A724281E5FODEDAC87F8631

..11A..Qa."q.2...#B...R..$3br
....... w......!1..AQ.aq."2...B....#3R..br...$4.%
(90 k X &2.Z. ke <L M8 RO O © ¥ IO 5.h..71]Z7.....v..Yc..<i'..m2_.>.#..K...,.qq."<2|D.V
V$HV.).vmG..H........ z\.#....3_.Wo.g.>.0.........]..V.}.Ho.]..g#.W667Z"..)..I._E'...+H\.w.K...O.0.5.....40..~.

..ae.0Mu."K..#k..3<."F

C:\Users\user\AppData\Local\Temp\FLADBARMEDES.tub

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\recibo.exe

data

dropped

95635

6.715584422233703

false
768:9hIBFBNMGjiTOQWOQKVIRNCkPFG4ouc83ArsfQFaFL03ZLoeZ4YgXplXpyfHavds:91XNMjiEqnifsVFIhBQIYG22vAIGI
0DBDB94BF9F058978C90852607F98DBD

DCA1907D14891499D855DEB23BF461799C7EDOC4
11D6302EBD701AD527EC6358E33FC578AEODS8ACIA43AC03F4AD5276B186538E
0D6C48216172958EFEOE305B81D8B0B5C3606F001969E80220D4EBCF818013416992BC8D0638F4BOF6E337040CCABD607731F1912BA9DCFAA2E69C824CFC287
false

low

SV (L Tm—"-........... f..

D). w2, PPPPPPPPPPPPP
PPPPPPPPPPPP.... e B f...fiftf...-j1.33333333333333
333333333333333333333333333f ... [.q.vvornnne W.....f....5. GO . .9 F. L f........$.pS.00000000000
0000000000000000000QO0K............ fq..

C:\Users\user\AppData\Local\Temp\HPSUPD-Win32Exe.exe v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

C:\Users\user\Desktop\recibo.exe

PE32+ executable (GUI) x86-64 Mono/.Net assembly, for MS Windows

dropped

58368

5.856484138583398

false
768:12y20tpnvfSd9bbMItmRITkwvOQMdVK1QKVnjphRJy26xGOXFC1910:J20t1SdNOkvZ9pdW1QKVjzy260pD
D600D4F40A2BE641991044EE0814BFA4

3BDEF3488C28D43D285C47F46B82B980A8F41CD8
BOD12A7AADF51B02D52E9E88295E6E6606F68C1508C8D9323B6549AA20EC82AA

27B125260AA56FCAD4153A3259ECFB898681C9B096A4A37EB32AC3B722599EA4BFB5BFO0F0247136F11F73F280B85844B37F6236331A0EF3B90ED2EC70CEDAS
5

false

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

moderate, very likely benign file
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https://www.virustotal.com/gui/file/b0d12a7aadf51b02d52e9e88295e6e6606f68c1508c8d9323b6549aa20ec82aa/detection/f-b0d12a7aadf51b02d52e9e88295e6e6606f68c1508c8d9323b6549aa20ec82aa-1653463493
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQU9uSFBCVzlsRnk/regular/analysis

Preview: 1..L.IThis program cannot be run in DOS mode....$....... PE..d...Kc....

................. B G Hetexd

W
JRPROO (GRS TOUURN o VURS SOOI} *24{...0...72{..0.... F{...0...5..%
Qb (fe b birps+ozes4 500

C:\Users\user\AppData\Local\Temp\Rekorddage.Res7

Process: C:\Users\user\Desktop\recibo.exe

File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 37188

Entropy (8bit):  3.999253187571331

Encrypted: false

SSDEEP: 768:cqlLtUhAlasZdPK3ukVO7103q1LjVG0I6Z93rWalFLXSBhuj3KmuzoAgZ:coUvbkVORtVjVGOI6rbWalFzSBh0G09Z

MDS5: 6001AACO6A6EB2B760F3DC4BE1B2D3F8

SHAL: ABB8A72756DB347DE9507495A9F6D5E521EB5FB42

SHA-256: OE1AB3CD23AE04019CAEBE185924D859E7017E933F824B1CBEB50FADO8BOCCT76

SHA-512: B400F2609A8E67BD53062E73FESAOBD3960CD62A0D388F228C1DE4A01627C4A07F42961161CC2195DEAG961BBC43FF25E6EO0E67963A55FEA31B42050F3C6842:
Malicious: false

Reputation: low

Preview: 65FF458D7673B103962E00EB3124B20464827DB078E548E8A294899303A2D4B26244CDE2525A3176A4E8EBA229CBF8215F529302F79215A66E248561

9280B9F07DOF5D7F34853DD732803E9230FA52E1368AFF3ADB4D69A11E23189F458C5DB8C643DA0DIC2FBB18945457C8F6CICE23E60636F70EDS5FAA
OF0C6C12C79B7EC3AAEA70ALDA1DOAGFAF5FES58ABOE2C6E1C29796F8931D2F8D428465CA7B637D8F02AE89A7ACI3A554AB4667C122E746A0090527C
71C6DE714F7C92C3B3C6C3970A6DF5E1810DD362093C012F8F022960DE89C2174441BBOFCDF3214938109206CFA36DEF03346BD5D65E022846E74B01
DCO1A4AFA966C7D6FE4EQEAAQ73F402B465DE3D3D7D5424D98589A10A91BEDF63045FF792C2DF90C9BOAFEC37C0771B9771106EF952D5D913FD36B65
38078F86A1E71008D07CDA61CB102D1679ED96F46C7C5F5C7AECA4E409B023EACO95B78197F5C16F47795D7253A585A700005C1FBF8C869BD318613FB
508D946B75C70E99290F433B81CDFD660CEB126BCI9EECFF96DE3B07B3E652ABD795716A914383F7009FF2440C2E1640CB16C11292430FF09E9077EGF
CD41DA51CCF89AC2E3C46AD8DB2EF7B13C1DFD1115D44D55B201C10395327AF3A23C988789BFB543EB8635EF4F041E3EAS5BES51BDFD81F99B56BF001
0BDF14B112E35982A7579BE396E235B34EFA0C08

C:\Users\user\AppData\Local\Temp\emoji-body-symbolic.symbolic.png

Process: C:\Users\user\Desktop\recibo.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 193

Entropy (8bit):  6.41289035005742

Encrypted: false

SSDEEP: 6:6v/IhPys693pMeNKrccoz4OtOOFIMbTMOt7zlyH//jp:6v/7adpfNWcVkafTMyUfL

MD5: F492568998D5783731D50D7CA73AC7A3

SHA1L: E87B96367BDB02176067336A1CCE3B32EBDCB3B2

SHA-256: 7A08D7B1CC724A453A0C3EB2F36369D7FD6AC6BDI65CEOB4D075D570ED369A9B

SHA-512: 2C6C726426EA6DD4C7CCC141152E24DD46BDB11D3DB45ED7BAGEACO6DE922F69E5172D5431D63BIACFI6E54B89857317CAOF87880F7B03C43AF9F7416EE9S!
73

Malicious: false

Reputation: low

Preview: PNG.......IHDR................ a..sBIT....|.d...XIDATS....0.E. #d.{Gp.k.q.WP....m..$.BH....s...A<..9.L.Fp.E.7.... ....6.n.. ]0.5. .P...rt\W.#..U_...p.P.>.&1....[END.B".

C:\Users\user\AppData\Local\Temp\iso_639-3.xml

Process: C:\Users\user\Desktop\recibo.exe

File Type: XML 1.0 document, UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 1063988

Entropy (8bit):  4.881622518734141

Encrypted: false

SSDEEP: 6144:26ZdTZZI/WX4fVLcfOMvAadpxr5+ZiVHPZ6TZXjcePr:z6nTZZI/WXA4VLcqvV5+ZiX6TZXJ

MD5: DCAD3BOF729144CE9EE9A6006D9C3E74

SHAL: 3EEF5F61BEF834B7089A87423D128990A1065E81

SHA-256: D8AB9C2641481645A8ACF875FFA3E3CB271D2CD946691DD8EOBD48513FFF1370

SHA-512: BBOED1F9FBB122728776731B04C54C8FBA57BF2987D04DAD1167FC879FC8A2483093E1A8304A021D6238B408FED826E902386D7DB52B7988CEIDCC89ACB646:!
1

Malicious: false

Reputation: low
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Preview:

<?xml version="1.0" encoding="UTF-8" ?>.... ... WARNING: THIS FILE IS DEPRECATED.....PLEASE USE THE JSON DATA INSTEAD.....Usually, this data can be f
ound in /usr/share/iso-codes/json.....This file gives a list of all languages in the ISO 639-3..standard, and is used to provide translations via gettext....Copyright . 2005
Alastair McKinstry <mckinstry@computer.org>..Copyright . 2008,2012,2013 Tobias Quathamer <toddy@debian.org>.... This file is free software; you can redistribute it
and/or.. modify it under the terms of the GNU Lesser General Public.. License as published by the Free Software Foundation; either.. version 2.1 of the License, or
(at your option) any later version..... This file is distributed in the hope that it will be useful,.. but WITHOUT ANY WARRANTY; without even the implied warranty of..
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU.. Lesser General Public License for more details..... You should have received a
co

C:\Users\user\AppData\Local\Temp\lgpllibs.dll v

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\recibo.exe

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

37816

6.374742588554942

false
384:VbijnYW+DZZMwrusWsWQfRI30fP5/A5KFUKYvntA/QcP+ACxw/3MvDG/GhUVgt:dijnQDnzruRNQfvOfP5/0ABCDGehHt
9B623087B905D8FE157BDB7EC85009A8

4B6DD4C0292558513A840B40A991533735D55E02
7FA4C9EA4BE0088D6D311BD93FA65BAF8828DA32A2FDABF8CEOEADES52D46246

8C06714F93EBOSFAD19F1A96CODB8FF030B1CD3C03D6B17C231CDESBCESDD8358014D87A74306C3BABEF7C573D4AF5AE80904AFBB0329D2D83FE3758EF020
19

false

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

1..L.IThis program cannot be run in DOS mode.$..PE..d...>..b..
Te ) 0. Xuoiieieiene text...FE
.@..@.rsrc..

@..@.data...@..

C:\Users\user\AppData\Local\Temp\microphone-disabled-symbolic.svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\recibo.exe

SVG Scalable Vector Graphics image

dropped

1401

5.11645334711433

false

24:t4Cjlza3LWdwpQIiL6Rch3jV81hF3Q59UPFkyKbRAecFhBrN3AGMH: 1cL8w6iJjV8jF3894kNtAecFZTMH
BAE5EB7B918D568E955B8885EEB5DB5A

FC4421C6A019D0147A13B08CBB2F0720F49E17C3
273F11F9F8BD84F2A32E0CC857E21050A9A9C7713F33D9A220991DC232C470BA
8AB6AE1E26C9451A241655242D16368D87E23036D03D61FF75F5669D5E2930446D6003D5191622F576060E529EE21DD6E28D3408D28719A4D53BD291E673037B0
false

<svg xmins="http://www.w3.0rg/2000/svg" width="16" height="16">.  <g fill="#2e3436">. <path d="m 213.531,228.469 -1.061,1.061 14,14 1.062,-1.062 z" tra
nsform="translate(-212 -228)"/>. <path d="m 220,228 ¢ -1.662,0 -3,1.338 -3,3 v 1.64453 | 5.2832,5.2832 C 222.72383,237.4058 223,236.73965 223,236 v -5 c0,-
1.662 -1.338,-3-3,-3zm -6,6 v 2.00977 ¢ 0,2.96574 2.16538,5.4238 5,5.90039 V 244 h 2 v -2.08984 ¢ 0.64598,-0.10861 1.24984,-0.33194 1.80859,-0.62891 | -1.11132,-
1.11133 C 221.17391,240.38 220.60353,240.5 220,240.5 ¢ -2.50669,0 -4.5,-1.99014 -4.5,-4.49023 V 234 Z m 10.5,0 v 2.00977 ¢ 0,1.15729 -0.44099,2.19439 -1.
14844,2.98632 | 1.05274,1.05274 C 225.38802,238.9836 226,237.57264 226,236.00977 V 234 Z m -7.5,1.47266 V 236 ¢ 0,1.662 1.338,3 3,3 0.16422,0 0.3216,-0.0237
0.47852,-0.0488 z" style="line-height:normal;font-variant-ligatures:normal;font-variant-position:normal;font-variant-caps:normal;font-variant-numeric:normal;font-variant-alt
ernates:normal;font-feature-se

C:\Users\user\AppData\Local\Temp\nso5699.tmp\System.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\recibo.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

12288

5.814115788739565

false
192:Zjvco0qWTIt70m5Aj/IQOsEWD/wtYbBHFNaDybC7y+XBz0QPi:FHQIt70mij/IQRv/9VMjzr
CFF85C549D536F651D4FB8387F1976F2
D41CE3A5FF609DF9CF5C7E207D3B59BF8A48530E
8DC562CDA7217A3A52DB898243DE3E2ED68B80E62DDCB8619545EDOB4E7F65A8
531D6328DAF3B86D85556016D299798FA06FEFC81604185108A342D000E203094C8C12226A12BD6E1F89BODB501FB66F827B610D460B933BD4ABI36AC2FD8A8E

false
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https://www.virustotal.com/gui/file/7fa4c9ea4be0088d6d311bd93fa65baf8828da32a2fd4bf8ce0eade552d46246/detection/f-7fa4c9ea4be0088d6d311bd93fa65baf8828da32a2fd4bf8ce0eade552d46246-1653463490
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQUduUFBPVVN5Rjg/regular/analysis

Antivirus:

Preview:

e Antivirus: Virustotal, Detection: 2%, Browse
e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%

............................................... 1..L.IThis program cannot be run in DOS mode....$.......qr*.5.D.5.0.5.D...J.2.D.5.E.l.D.....2.D.a0t.1.D.V1n.4.D..3@.4.
@ S IO @ B......@..P.... ) @..X.
....@....reloc...

C:\Users\user\AppData\Local\Temp\printer-symbolic.svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\recibo.exe

SVG Scalable Vector Graphics image

dropped

213

4.950492507724413

false

6:t19mc4slzcpG+xW6UmUuksJtjidUOt/ZME:t4Cp9xW6zUmjWOtOE
A4ACDD85E11EA101F3BB4B5BEC3382F0
2DC81694D5D3C403BF696B1796385D2F64C40D77
AD87999B06B9C8035CCAC8EF29D54C9E00055EE9E2DBDDIB7BA24CCF56C471E6

6C7C1E913CBF7CD6B91721BD60705B3A87C398B5D69D1FA03D67EDF7C69E23AB410938EC5E0770584E5B6E218443E53A702BD389C2253F05C2D4F48B944D48!
E

false

<svg xmins="http://www.w3.0rg/2000/svg" width="16" height="16"><g fill="#474747"><path d="M2 4c-.5 0-1 .5-1 1v4c0 .5.5 1 1 1h1V8h10v2hlc.5 0 1-.5 1-1V5c0-.5-.5-1-
1-1zm2-3v2h8V1z"/><path d="M4 9v5h8V9z"/></g></svg>

C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll v

Process:
File Type:
Category:

Size (bytes):

C:\Users\user\Desktop\recibo.exe

PE32+ executable (DLL) (GUI) x86-64, for MS Windows
dropped

288328

Entropy (8bit):  6.5244639850667605
Encrypted: false
SSDEEP: 6144: TWMbKY5G780mQB8fkrOX9rn8ndvcAb5abaglLgandSUbJ:aMbKY5AIvikSX9rSdkfbanUbJ
MD5: 9ECB2FA510DCDF4BFB06DC80A83294BD
SHA1L: 65E0CEC428D010B94D81BA784EA709EBAS598A1CD
SHA-256: 865868E3BE461332134EFBBA9F1D8AAASE29A0CBAD3F5A2AC47311F47DACFD62
SHA-512: 6F70D42EE2A6CA1F2D85A84947B74EADO3FA4CDO0AESD897FC80832111D88BODIEEFE81B5FFBC229AE9E1D97467713AF0D385C8C2E96D67B5E9008033C02CH
28

Malicious: false
Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Preview: 1..L.IThis program cannot be run in DOS mode....$.

.@..@.rsrc. .@..@.reloc..

Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive
Entropy (8bit):  7.397735144960236
TriD: e Win32 Executable (generic) a (10002005/4) 99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: recibo.exe
File size: 606778
MD5: 4680729edca682d1b6de8cf875bbfdf5
SHAL: debf5126050330echfc29582d979101cd557dd42
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https://www.virustotal.com/gui/file/8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8/detection/f-8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e7f65a8-1653623592
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOM1JHWld0NGNtMXllbG8tSEZzMlVwMTZBTQ/regular/analysis
https://www.virustotal.com/gui/file/865868e3be461332134efbba9f1d8aaa5e29a0c8ad3f5a2ac47311f47d4cfd62/detection/f-865868e3be461332134efbba9f1d8aaa5e29a0c8ad3f5a2ac47311f47d4cfd62-1653463498
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQWx0VVZJSzRmcDA/regular/analysis

SHA256: €18032a74c8138c907ab2b6937ce66a4483a85e89h05a25153499efee4e85898

SHA512: dleacald1513ea5732f05dfflad527aa48fbdab35386f73bb08ale5d85569dd80a84217d78ca55a68688deb82a556f5338f45bcchfal6007014d6df2674624d9
SSDEEP: 12288:5bspFskmgHwg9jXbgO1xzSs9IKTQWfsmuYUD:5bsLskmZcOk9IIKTQWkmuZD

TLSH: 4FD4F154BACSECABD01691785476AF656AD3EE1218358903173E3E2FF772193343B81E

File Content MZ.ooiiiiiiis @ e I..L.IThis program cannot be run in DOS

Preview: mode....$........ 1...Pf.Pf.Pf*_9..Pf.Pg.LPf.*_;. . Pf.sV.Pf.V ..PL.Rich.Pf...........c..c... PE..L..Z.Oa.....ccesennes Jeoreeneen

File lcon

@
R

—

Icon Hash: 38e6d3blb3a2cc71

Static PE Info

General

Entrypoint: 0x40352d

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x614F9B5A [Sat Sep 25 21:57:46 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » o » O b

Subsystem Version Minor:

Import Hash: 56a78d55f3f7af51443e58e0ce2fb5f6

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

sub esp, 000003F4h

push ebx

push esi

push edi

push 00000020h

pop edi

xor ebx, ebx

push 00008001h

mov dword ptr [ebp-14h], ebx

mov dword ptr [ebp-04h], 0040A2EOh
mov dword ptr [ebp-10h], ebx

call dword ptr [004080CCh]

mov esi, dword ptr [004080D0h]

lea eax, dword ptr [ebp-00000140h]
push eax

mov dword ptr [ebp-0000012Ch], ebx
mov dword ptr [ebp-2Ch], ebx

mov dword ptr [ebp-28h], ebx

mov dword ptr [ebp-00000140h], 0000011Ch
call esi

test eax, eax

jne 00007EFE60AA23BAh

Copyright Joe Security LLC 2022 Page 14 of 25



Instruction

lea eax, dword ptr [ebp-00000140h]
mov dword ptr [ebp-00000140h], 00000114h
push eax

call esi

mov ax, word ptr [ebp-0000012Ch]
mov ecx, dword ptr [ebp-00000112h]
sub ax, 00000053h

add ecx, FFFFFFDOh

neg ax

shb eax, eax

mov byte ptr [ebp-26h], 00000004h
not eax

and eax, ecx

mov word ptr [ebp-2Ch], ax

cmp dword ptr [ebp-0000013Ch], OAh
jnc 00007EFE60AA238Ah

and word ptr [ebp-00000132h], 0000h
mov eax, dword ptr [ebp-00000134h]
movzx ecx, byte ptr [ebp-00000138h]
mov dword ptr [00434FB8h], eax

XOr eax, eax

mov ah, byte ptr [ebp-0000013Ch]
movzx eax, ax

or eax, ecx

XOr €CX, ecx

mov ch, byte ptr [ebp-2Ch]

movzx ecx, cx

shl eax, 10h

or eax, ecx

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x6897 0x6a00
.rdata 0x8000 0x14a6 0x1600

Copyright Joe Security LLC 2022

Virtual Address
0x0
0x8610
0x6b000
0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x8000
0x0

0x0

0x0

Xored PE

False

False

o [EXP] VC++ 6.0 SP5 build 8804

Virtual Size
0x0
0xa0
0x27620
0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x2b0
0x0

0x0

0x0

ZLIB Complexity File Type Entropy

0.666126179245 data 6.45839821493

0.439275568182 data 5.02410928126

Is in Section

rdata

.Isrc

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

Page 15 of 25



Name Virtual Address

.data 0xa000

.ndata 0x36000

.rsrc 0x6b000

Resources
Name

RT_ICON

RT_ICON
RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_GROUP_ICON
RT_VERSION

RT_MANIFEST

Imports
DLL

ADVAPI32.dll

SHELL32.dll

ole32.dll
COMCTL32.dll
USER32.dll

GDI32.dll

KERNEL32.dll

Version Infos
Description

LegalCopyright
Copyright Joe Security LLC 2022

Virtual Size

0x2b018

0x35000

0x27620

RVA

0x6b2f8

0x7bb20
0x84fc8

0x8a450

0x8e678

0x90c20

0x91cc8
0x91dc8
0x91ee8
0x91fb0

0x92010
0x92070

0x922e0

Raw Size

0x600

0x0

0x27800

Size

0x10828

0x94a8
0x5488

0x4228

0x25a8

0x10a8

0x100
Oxllc
Oxc4
0x60
Ox5a
0x270

0x33e

Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.521484375 data 4.15458210409 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ
False 0.363744808149 data 4.74589509923 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
Type Language Country
dBase Il DBT, version number 0, next free block English United States
index 40
data English United States
data English United States
dBase IV DBT of \200.DBF, blocks size 0, block English United States
length 16384, next free block index 40, next free
block 6356992, next used block 0
dBase IV DBT of ".DBF, block length 9216, next English United States
free block index 40, next free block 0, next used
block 0
dBase IV DBT of @.DBF, block length 4096, next English United States
free block index 40, next free block 0, next used
block 0
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
XML 1.0 document, ASCII text, with very long lines, English United States
with no line terminators
Import

RegCreateKeyExW, RegEnumKeyW, RegQueryValueExW, RegSetValueExW, RegCloseKey, RegDeleteValueW,
RegDeleteKeyW, AdjustTokenPrivileges, LookupPrivilegeValueW, OpenProcessToken, SetFileSecurityW,
RegOpenKeyExW, RegEnumValueW

SHGetSpecialFolderLocation, SHFileOperationW, SHBrowseForFolderW, SHGetPathFromIDListW,
ShellExecuteExW, SHGetFileInfoWw

Olelnitialize, OleUninitialize, CoCreatelnstance, lIDFromString, CoTaskMemFree
ImagelList_Create, ImagelList_Destroy, ImageList_ AddMasked

GetClientRect, EndPaint, DrawTextW, IsWindowEnabled, DispatchMessageW, wsprintfA, CharNextA, CharPrevW,
MessageBoxIndirectW, GetDlgltemTextW, SetDIgltemTextW, GetSystemMetrics, FillRect, AppendMenuW,
TrackPopupMenu, OpenClipboard, SetClipboardData, CloseClipboard, IsWindowVisible, CallWindowProcW,
GetMessagePos, CheckDlgButton, LoadCursorW, SetCursor, GetSysColor, SetWindowPos, GetWindowLongW,
PeekMessageW, SetClassLongW, GetSystemMenu, EnableMenultem, GetWindowRect, ScreenToClient, EndDialog,
RegisterClassW, SystemParametersinfoW, CreateWindowExW, GetClassInfoW, DialogBoxParamW, CharNextW,
ExitWindowsEx, DestroyWindow, CreateDialogParamW, SetTimer, SetWindowTextW, PostQuitMessage,
SetForegroundWindow, ShowWindow, wsprintfW, SendMessageTimeoutW, FindWindowExW, IsWindow,
GetDlgltem, SetWindowLongW, LoadlmageW, GetDC, ReleaseDC, EnableWindow, InvalidateRect, SendMessageW,
DefWindowProcW, BeginPaint, EmptyClipboard, CreatePopupMenu

SetBkMode, SetBkColor, GetDeviceCaps, CreateFontindirectW, CreateBrushindirect, DeleteObject, SetTextColor,
SelectObject

GetExitCodeProcess, WaitForSingleObject, GetModuleHandleA, GetProcAddress, GetSystemDirectoryW, IstrcatW,
Sleep, IstrcpyA, WriteFile, GetTempFileNameW, CreateFileW, IstrcmpiA, RemoveDirectoryW, CreateProcessW,
CreateDirectoryW, GetLastError, CreateThread, GlobalLock, GlobalUnlock, GetDiskFreeSpaceW,
WideCharToMultiByte, IstrcpynW, IstrlenW, SetErrorMode, GetVersionExW, GetCommandLineW, GetTempPathW,
GetWindowsDirectoryW, SetEnvironmentVariableW, CopyFileW, ExitProcess, GetCurrentProcess,
GetModuleFileNameW, GetFileSize, GetTickCount, MulDiv, SetFileAttributesW, GetFileAttributesW,
SetCurrentDirectoryW, MoveFileW, GetFullPathNameW, GetShortPathNameW, SearchPathW, CompareFileTime,
SetFileTime, CloseHandle, IstrcmpiW, IstrcmpW, ExpandEnvironmentStringsW, GlobalFree, GlobalAlloc,
GetModuleHandleW, LoadLibraryExW, MoveFileExW, FreeLibrary, WritePrivateProfileStringW,
GetPrivateProfileStringW, IstrlenA, MultiByteToWideChar, ReadFile, SetFilePointer, FindClose, FindNextFilew,
FindFirstFileW, DeleteFilew

Data

Insweepi
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Description Data

FileVersion 27.29.17

CompanyName CHRYSALIDAH

LegalTrademarks Vrdi24

Comments reconnoiterlbni

ProductName petiolispill

FileDescription Pratalkoholis

Translation 0x0409 0x04b0

Possible Origin

Language of compilation system Country where language is spoken Map
-

English United States

Network Behavior

@ No network behavior found

Statistics

@ No statistics

System Behavior

Analysis Process: recibo.exe PID: 3224, Parent PID: 2436

General

Target ID: 0

Start time: 13:16:17

Start date: 27/05/2022

Path: C:\Users\user\Desktop\recibo.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\recibo.exe"
Imagebase: 0x400000

File size: 606778 bytes

MD5 hash: 4680729EDCA682D1B6DESCF875BBFDF5

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:

00000000.00000002.761876778.0000000002A50000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 17 of 25



File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\ read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\nst55CD.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file

C:\Users\user\AppData\Local\Temp\ns05699.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file

C:\Users read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp read data or list ~ device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\ns05699.tmp read data or list ~ device directory file | success or wait 1 405AB7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
mp\ns05699.tmp\System.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  object name collision 1 406059 CreateFilew
mp\ns05699.tmp\System.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\nsz57C3.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp read data or list  device directory file | object name collision 1 405AF7 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\nsz57C4.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Temp\FLADBARMEDES.tub read attributes |  device synchronous io  success or wait 1 406059 CreateFilewW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\Adventure_19.bmp read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\Rekorddage.Res7 read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\HPSUPD- read attributes |  device synchronousio  success or wait 1 406059 CreateFileW
Win32Exe.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\emoji-body- read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
symbolic.symbolic.png synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\iso_639-3.xml read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\Igpllibs.dIl read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\microphone-disabled-  read attributes |  device synchronousio  success or wait 1 406059 CreateFileW
symbolic.svg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\printer-symbolic.svg read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\vm3ddevapi64- read attributes |  device synchronous io  success or wait 1 406059 CreateFileW
debug.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\nsx6031.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Temp\nsx6032.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Temp\nsx6033.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Temp\nsx6034.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Temp\nsx6035.tmp read attributes |  device synchronous io  success or wait 1 40609B GetTempFile
synchronize | non alert | non NameW
generic read directory file
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  object name collision 4 406059 CreateFileW
mp\ns05699.tmp\System.dll synchronize | non alert | non
generic write directory file
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\nst55CD.tmp success or wait 1 403875 DeleteFilew
C:\Users\user\AppData\Local\Temp\ns05699.tmp success or wait 1 405C78 DeleteFilew
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 0 12288 4d 5afd 0003000000 MZ@!L!This program success or wait 1 4060F9 WriteFile
mp\ns05699.tmp\System.dll 04 00 00 00 fd fd 00 00 fd = cannot be run in DOS

00 00 00 00 00 00 00 40  mode.$qr*5D5D5DJ2D5E

00 00 00 00 00 00 00 00  !D2Dalt1DV1n4D3@4DR

00 00 00 00 00 00 00 00  ich5DPELOa.!"*

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd

01 4c fd 21 54 68 69 73

2070 72 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d 0a 24 00

00 00 00 00 00 00 71 72

2afd 35 13 44 fd 35 13

44 fd 35 13 44 fd fd Of 4a

fd 32 13 44 fd 35 13 45 fd

2113 44 fd fd 1c 19 fd 32

13 44 fd 61 30 74 fd 31

13 44 fd 56 31 6e fd 34

13 44 fd fd 33 40 fd 34 13

44 fd 52 69 63 68 35 13

44 fd 00 00 00 00 00 00

00 00 50 45 00 00 4c 01

04 00 19 fd 4f 61 00 00

00 00 00 00 00 00 fd 00

2e 21 0b 01 06 00 00 22

00 00 00 0Oa 00 00 00 00

00 00 7f 2a 00 00 00 10

00
C:\Users\user\AppData\Local\Te 0 26185 0f 69 fd fd fd fd fd 66 Of fd  ifq_f5jk<f)Tsc{Z&nfv!'}Of success or wait 4 4060F9 WriteFile
mp\FLADBARMEDES.tub fd Of 71 fd 5f 66 Of fd fd fd  ffv([INNNNITIH

35 6a fd Oa 6b fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd 3c Ob 66 Of
fd fd fd fd fd fd fd fd fd fd
29 0d 54 73 63 fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd 7b 5a 26 6e
fd fd 66 Of 76 fd fd fd fd fd
fd fd fd 21 60 fd fd 7d fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd 66 fd
fd fd 4f 66 Of fd fd fd fd 66
0f fd fd fd fd fd fd 66 Of 76
fd fd 28 5b fd fd 01 6c 6¢
6¢C 6¢ 6C 6C 6C 6C 6C 6C
6¢C 6¢ 6C 6C 6C 6C 6C 6C
6¢C 6¢ 6C 6C 6C 6C 6C 6C
6¢C 6¢ 6C 6C 6C 6C 6C 6GC
6c 6¢ fd fd db fd fd fd
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File Path

C:\Users\user\AppData\Local\Te

mp\Adventure_19.bmp

C:\Users\user\AppData\Local\Te

mp\Rekorddage.Res7

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

10521

28313

fd fd fd fd 00 10 4a 46 49 JFIFdd:ExifMM*QQaQaC success or wait

46 00 01 01 01 00 64 00
64 00 00 fd fd 00 3a 45
78 69 66 00 00 4d 4d 00
2a 00 00 00 08 00 03 51
10 00 01 00 00 00 01 01
00 00 00 51 11 00 04 00
00 00 01 00 00 Of 61 51
12 00 04 00 00 00 01 00
00 0f 61 00 00 00 00 fd fd
00430002 01010101
0102 01 01 01 02 02 02
02 02 04 03 02 02 02 02
05 04 04 03 04 06 05 06
06 06 05 06 06 06 07 09
08 06 07 09 07 06 06 08
Ob 08 09 Oa Oa Oa Oa Oa
06 08 Ob Oc Ob 0a Oc 09
0Oa Oa Oa fd fd 00 43 01
02 02 02 02 02 02 05 03
03 05 0a 07 06 07 Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa
fd fd 00 11 08 00 6e 00
6e 03 01 22 00 02 11 01
03 11 01 fd fd 00 1f 00 00
010501 01 01 01 01 01
00 00 00 00

36 35 46 46 34 35 38 44
37 36373342313033
39 36 32 45 30 30 45 42
3331323442323034
36 34 38 3237 44 42 30
37 38 45 3534 38 45 38
41 32 39 34 38 39 39 33
3033413244344232
36 32 34 34 43 44 45 32
3532 354133313736
41 34 45 38 45 42 41 32
3239434246 383231
3546 353239 33 30 32
46 37 39 32 31 3541 36
36 45 32 34 38 35 36 31
39 32 38 30 42 39 46 30
37 44 30 46 35 44 37 46
3334 383533444437
3332 383033453932
3330464135324531
33 36 384146 46 33 41
44 42 34 44 36 39 41 31
3145 32 3331 38 39 46
34 353843354442 38
43 36 34 33 44 41 30 44
394332464242 3138
3934 353435374338
46 36 43 39 43 45 32 33
45 36 30 36 33 36 46 37
30 45 44 35 35 46 41 41
3046 30 43 36 43 31 32
43 37 39 42 37 45 43

Ascii

Cnn"

65FF458D7673B103962E success or wait

00EB3124B2
0464827DB078E548E8A
294899303A2
D4B26244CDE2525A317
6A4EBEBA229
CBF8215F529302F79215
AB6E248561
9280B9F07DOF5D7F348
53DD732803E
9230FA52E1368AFF3AD
B4D69A11E23
189F458C5DB8C643DA0
D9C2FBB1894
5457C8F6CI9CE23E6063
6F70ED55FAA
OF0C6C12C79B7EC

Completion

Count Source Address

1 4060F9

2 4060F9

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\HPSUPD-Win32Exe.exe

C:\Users\user\AppData\Local\Te
mp\emoji-body-symbolic.symbolic.png

C:\Users\user\AppData\Local\Te
mp\iso_639-3.xml

Copyright Joe Security LLC 2022

Offset

0

0

0

Length Value

32768

193

32768

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 64 fd 02 00 4b 63
Oc 00 00 00 00 00 00 00
00 fd 00 22 00 Ob 02 30
00 00 fd 00 00 00 08 00
00 00 00 00 00 00 00 00
00 00 20 00 00 00 00 00
40 01 00 00 00 00 20 00
00 00 02 00 00 04 00 00
00 00 00 00 00 06 00 00
00 00 00 00 00 00 20 01
00 00 02 00 00 00 00 00
00 02 00 60 fd 00 00 40
00 00 00 00 00 00 40 00
00 00 00 00 00 0000 10
00 00 00 00 00 00 20 00
00 00 00 00

fd 50 4e 47 0d Oa 1a Oa
00 00 00 Od 49 48 44 52
00 00 00 10 00 00 00 10
08 06 00 00 00 1f fd fd 61
00 00 00 04 73 42 49 54
08 08 08 08 7c 08 64 fd
00 00 00 78 49 44 41 54
38 fd 51 fd 09 fd 30 10 45
fd fd 23 64 Oe 7b 47 70
1c 6b 17 71 07 57 50 fd
10 fd 10 2c 6d fd fd 24 10
42 48 fd fd fd fd 73 7d fd
fd 41 3c 1d fd fd 39 fd 17
4c 0d fd 46 70 01 45 fd fd
37 fd fd 02 05 fd fd 60 fd
15 fd Oe fd fd 36 07 6e fd
fd 13 fd 5d 62 fd 35 01 fd
0250 fd fd 11 fd 14 72 fd
57 fd fd 23 fd 5b fd fd 55
5f 04 fd fd fd 70 1e 50 fd
3e fd 26 fd 31 fd 00 00 00
00 49 45 4e 44 fd 42 60
fd

3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 55 54
46 2d 38 22 20 3f 3e 0d
0a 0d Oa 3c 21 2d 2d 0d
Oa 0d 0a 57 41 52 4e 49
4e 47 3a 20 54 48 49 53
20 46 49 4c 45 20 49 53
20 44 4550 52 45 43 41
54 45 44 2e 0d 0a 0d Oa
50 4c 45 41 53 45 20 55
53 45 20 54 48 45 20 4a
53 4f 4e 20 44 41 54 41
20 49 4e 53 54 45 41 44
2e 0d 0a 0d Oa 55 73 75
61 6¢ 6¢ 79 2¢ 20 74 68
69 73 20 64 61 74 61 20
63 61 6e 20 62 65 20 66
6f 75 6e 64 20 69 6e 20
2f 7573 72 2f 73 68 61
72 65 2f 69 73 6f 2d 63 6f
64 65 73 2f 6a 73 6f 6e
2e 0d Oa 0d Oa 54 68 69
73 20 66 69 6¢ 65 20 67
69 76 65 73 20 61 20 6¢C
69 73 74 20 6f 66 20 61
6¢ 6¢ 20 6¢ 61 6e 67 75
61 67 65 73 20 69 6e 20
74 68 65 20 49 53 4f 20
36 3339 2d 33 0d 0a 73
74 61 6e 64 61 72

Ascii Completion

MZ@!L!This program success or wait 3 4060F9
cannot be run in DOS
mode.$PEdKc"0 @

‘@@

PNGIHDRasBIT|dxIDAT8  success or wait 1 4060F9
OE#d{GpkqW
P,m$BHsA<9LFpE7 6n]b

5Prw#U_pP>&1IENDB’

<?xml version="1.0" success or wait 34 4060F9
encoding="UTF-8" 7>

WARNING: THIS FILE IS

DEPRECATED.PLEASE

USE THE JSON DATA

INSTEAD.Usually, this

data can be found in

lusr/share/iso-

codes/json.This file gives

a list of all languages in

the ISO 639-3standar

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\igpllibs.dlil

C:\Users\user\AppData\Local\Te
mp\microphone-disabled-symbolic.svg

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

32551  4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4c fd 21 54 68 69
73207072 6f67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 6520 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
45 00 00 64 fd 07 00 3e
Oe 2e 62 00 00 00 00 00
00 00 00 fd 00 22 20 Ob
02 Oe 00 00 46 00 00 00
2a 00 00 00 00 00 00 50
13 00 00 00 10 00 00 00
00 00 fd 01 00 00 00 00
10 00 00 00 02 00 00 06
00 01 00 00 00 00 00 06
00 01 00 00 00 00 00 00
fd 00 00 00 04 00 00 1f fd
00 00 02 00 60 41 00 00
10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
00 00 10 00 00

1401 3c 7376 67 20 78 6d 6¢
6e 73 3d 22 68 74 74 70
3a 2 2f77 7777 2e 77
33 2e 6f 72 67 2f 32 30
3030 2f 7376 67 22 20
77 69 64 74 68 3d 22 31
36 22 20 68 65 69 67 68
74 3d 22 31 36 22 3e Oa
20 20 20 20 3c 67 20 66
69 6¢ 6¢ 3d 22 23 32 65
33 34 33 36 22 3e 0a 20
2020 20 20 20 20 20 3¢
70 61 74 68 20 64 3d 22
6d 20 32 31 33 2e 35 33
31 2c 32 32 38 2e 34 36
39 20 2d 31 2e 30 36 31
2c 312e 3036312031
34 2¢ 31 34 20 31 2e 30
36 32 2c 2d 31 2e 30 36
32207a2220747261
6e 73 66 6f 72 6d 3d 22
7472 61 6e 73 6¢ 61 74
65 28 2d 32 31 32 20 2d
32 323829 22 2f 3e Oa
20 20 20 20 20 20 20 20
3c 70 61 74 68 20 64 3d
22 6d 20 32 32 30 2c 32
3238206320 2d 31 2e
36 36 32 2¢ 30 20 2d 33
2c 312e333338202d
332¢ 3320762031 2e
36 34 34 35 33 20 6¢

Ascii Completion

MZx@Xx!L!This program success or wait 2 4060F9
cannot be run in DOS

mode.$PEd>.b" F*P°A

<svg success or wait 1 4060F9

xmlins="http://www.w3.or
9/2000/svg" width="16"
height="16"> <g
fill="#2e3436">

<path d="m
213.531,228.469 -
1.061,1.061 14,14
1.062,-1.062 z"
transform="translate(-212
-228)"/> <path d="m
220,228 ¢ -1.662,0 -
3,1.338 -3,3v 1.64453 |

Count Source Address

Symbol

WriteFile

WriteFile
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File Path Offset
C:\Users\user\AppData\Local\Te 0 213
mp\printer-symbolic.svg
C:\Users\user\AppData\Local\Te 0 27894

mp\vm3ddevapi64-debug.dll

File Read

File Path
C:\Users\user\Desktop\recibo.exe
C:\Users\user\Desktop\recibo.exe
C:\Users\user\Desktop\recibo.exe
C:\Users\user\Desktop\recibo.exe

C:\Users\user\AppData\Local\Temp\Rekorddage.Res7

Registry Activities
Key Created
Key Path

HKEY_CURRENT_USER\Software\centrumpartiers

Length Value

3c 7376 67 20 78 6d 6¢
6e 73 3d 22 68 74 74 70
3a 2f2f77 77 77 2e 77
33 2e 6f 72 67 2f 32 30
30 30 2f 7376 67 22 20
7769 64 74 68 3d 22 31
36 22 20 68 65 69 67 68
74 3d 22 31 36 22 3e 3c
67 20 66 69 6¢ 6C 3d 22
2334 37 3437343722
3e 3¢ 70 61 74 68 20 64
3d 22 4d 32 20 34 63 2d
2e 352030 2d 31 20 2e
352d 312031763463
30 20 2e 35 2e 35 20 31
203120 3168 31 56 38
68 31 30 76 32 68 31 63
2e 3520302031 2d 2e
3520 31 2d 31 56 35 63
30 2d 2e 35 2d 2e 35 2d
31 2d 31 2d 31 7a 6d 32
2d 33 76 32 68 38 56 31
7a222f3e3c706174
68 20 64 3d 22 4d 34 20
39 76 35 68 38 56 39 7a
22 2f 3e 3c 2f 67 3e 3c 2f
7376 67 3e

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 30 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 5b fd
fd fd 1f 2a 1f 2a 1f 2a Ob
fd fd fd 14 2a Ob fd fd fd
la 2a0b fd fd fd fd 2a 1f
2a le 2a 73 fd fd fd 15 2a
73 fd fd fd 11 2a 73 fd fd
fd 02 2a 7b fd fd 1e 2a 4d
fd fd fd 1c 2a fd fd fd fd
le 2a7afd fd fd 1le 2a 7a
fd fd fd 10 2a 1f 6a fd 2a
fd fd fd fd Of fd

Offset

unknown
unknown
unknown
unknown

unknown

HKEY_CURRENT_USER\Software\centrumpartiers\sindstilstand

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\SENGEKANTERNE

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\SENGEKANTERNE\stubben

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Uninstall\dado

HKEY_CURRENT_USER\Software\metaled

Copyright Joe Security LLC 2022

Ascii Completion Count Source Address
<svg success or wait 1 4060F9
xmlns="http://www.w3.0r
g/2000/svg" width="16"
height="16"><g
fill="#474747"><path d="
M2 4c-.5 0-1 .5-1 1v4cO
5511
1h1Vv8h10v2hlc.5 0 1-.5
1-1V5c0-.5-.5-1-1-1zm2-
3v2h8V1z"/><path d="M4
9v5h8V9z"/></g></svg>
MZ@O!L!This program success or wait 11 4060F9
cannot be run in DOS
mode.$[sssMzz
Length Completion Count Source Address
512 success or wait 400 4060CA
4 success or wait 2 4060CA
4 success or wait 43 4060CA
4 success or wait 28 4060CA
2 success or wait 1023  40275E
Completion Count Source Address
success or wait 1 406407
success or wait 1 406407
success or wait 1 406407
success or wait 1 406407
success or wait 1 406407
success or wait 1 406407

Symbol

WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

Symbol

RegCreateKeyEx
w

RegCreateKeyEx
w

RegCreateKeyEx
W

RegCreateKeyEx
W

RegCreateKeyEx
W

RegCreateKeyEx
W
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Key Path Completion Count Source Address Symbol

HKEY_CURRENT_USER\Software\metaled\Filformatets success or wait 1 406407 RegCreateKeyEx
W

Key Value Created

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\Softwar = Tiebold binary FF 91 0B 25 success or wait 1 40251B RegSetValueEx

e\centrumpartiers\sindstilstand w

HKEY_LOCAL_MACHINE\SOFT  Roundabout87  unicode Layia242 success or wait 1 40251B RegSetValueEx

WARE\WO W

W6432Node\SENGEKANTERNE\

stubben

HKEY_CURRENT_USER\Softwar = Foresprgselens9 dword 1 success or wait 1 40251B RegSetValueEx

e\Mic 8 W

rosoft\Windows\CurrentVersion\
Uninstall\dado

HKEY_CURRENT_USER\Softwar = Expand String expand unicode = %WINDIR%\Stepsons66.log success or wait 1 40251B RegSetValueEx
e\metaled\Filformatets Value w
Disassembly

@ No disassembly
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