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Windows Analysis Report

Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.31446

Overview

General Information

Sample Securitelnfo.com.Trojan.M

Name: SIL.AgentTesla.ETN.MTB
.22637.31446 (renamed
file extension from 31446

to exe)

Analysis ID: 635307

MD5: €3230d83ea024f..
SHAL: 980bbcd33a8d4f..
SHA256: 03fa6bc991bi5a..
Tags: exe

Infos: B Q& dsm

o

Process Tree

= System is w10x64

Detection

F MALICI 1

Score:

Range:

Whitelisted:

Confidence:

FormBook
100

0-100
false

100%

Signatures

Found malware configuration

Multi AV Scanner detection for subm...
Yara detected FormBook

Antivirus detection for URL or domain
Malicious sample detected (through...

Yara detected AntiVM3

Tries to detect virtualization through...
C2 URLs / IPs found in malware con...
Tries to detect sandboxes and other...
Machine Learning detection for sam...
Injects a PE file into a foreign proce...

Uses 32bit PE files

Classification

. % Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe (PID: 6296 cmdline: "C:\Users\user\Desktop\SecuriteInfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe"
MD5: C3230D83EA024FADOE4DC18E3B5AB538)

. % Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe (PID: 6548 cmdline: C:\Users\user\Desktop\Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe
MD5: C3230D83EA024FADOE4DC18E3B5AB538)

= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2022
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"C2 list": [
"www. therebellifestyle.net/vecn/"

1,

"decoy": [
"aaronvdhdesigns.com",
"wsk-wurkch.xyz",
"advioncockroach.pro”,
"universalisocial.com”,
"permitha.net”,
"easyfoundationbd.com”,
"smcpropertymanagementllc.com”,
"trailsidegallery.com”,
"veltioclinic.com",
"alaskatasarim.com"”,
"hnbfks.com",
"fosterequineboardingrescue.com”,
"patriotvolleyballcamp.com”,
"linguistictrans.com"”,
"bekindstuff.com”,
"personalizedcure.com”,
"lymjlr.com",
"usedcarsalezaf.com”,
"kppzfg5693j3a5.xyz",
"impactmind.net",
"jewelspage.com",
"buconomy.com”,
"10426northjacquelinelane.com”,
"yyy868.com",
"foreseeablesoftware.com",
"vintagecraftique.com”,
"sexask.xyz",
"deresmovie.com”,
"51lct.com”,
"limonuse.com",
"recodifynow.com",
"doitalleasttexas.com”,
"bpjaya.com”,
"cocolinolinens.com”,
"nftfibtc.com"”,
"bitcrypto.pro”,
"garment-critter.com”,
"brudi-gastro.com",
"adonistradeco.com",
"xn--seorlote-e3a.com”,
"chanhxephanthietgiatot.online”,
"yong-xin.com",
"ouryouku.com",
"tahutempebacem.com",
"vontadedecompra.com”,
"bluesunmeta.com”,
"yes43.com",
"esourcemortgages.com”,
"jonathan-auch.com",
"polkastarter.website”,
"thongnhattechco.com”,
"newhome. quest",
"exainfra.biz",
"hijaipur.com",
"finechoiceme.com",
"faithandworks.info",
"cilijuxing.com",
"tzp207.com",
"itineraries8.com",
"aimsenglishspeakingcourse.com”,
"alohaayoha.com",
"titlependingproductions.com”,
"aurorasnc.com”,

"maidemeyhane.com"

}
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Yara Signatures

Memory Dumps

Source

00000005.00000000.299395022.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

00000005.00000000.299395022.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

00000005.00000000.299395022.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

00000000.00000002.304131238.00000000029BA000.00000

004.00000800.00020000.00000000.sdmp

00000005.00000000.298562849.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

Unpacked PEs

Source

5.2.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe.400000.0.unpack

5.2.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe.400000.0.unpack

5.2.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe.400000.0.unpack

5.0.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe.400000.8.unpack

5.0.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe.400000.8.unpack

Copyright Joe Security LLC 2022

Rule Description Author
JoeSecurity_Form  Yara detected Joe Security
Book FormBook
Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com
Formbook detect Formbook  JPCERT/CC
in memory Incident Response
Group
JoeSecurity_AntiV  Yara detected Joe Security
M_3 AntiVM_3
JoeSecurity_Form  Yara detected Joe Security
Book FormBook
Click to see the 11 entries
Rule Description Author
JoeSecurity_Form  Yara detected Joe Security
Book FormBook
Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com
Formbook detect Formbook  JPCERT/CC
in memory Incident Response
Group
JoeSecurity_Form  Yara detected Joe Security
Book FormBook
Formbook_1 autogenerated rule = Felix Bilstein -

brought to you by
yara-signator

yara-signator at
cocacoding dot
com

Click to see the 24 entries

Strings

.

e o o o

e o o o

e o o o o o

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

0x1506c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b987:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1ca8a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x18809:$sqlite3step: 68 34 1C 7B E1
0x1891c:$sqlite3step: 68 34 1C 7B E1
0x18838:$sqlite3text: 68 38 2A 90 C5
0x1895d:$sqlite3text: 68 38 2A 90 C5
0x1884b:$sqlite3blob: 68 53 D8 7F 8C
0x18973:$sqlite3blob: 68 53 D8 7F 8C

Strings

.

e o o o

e o o o o o e o o o

.

e o o o

e o o o

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x14ff1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 OF C1 EA 06

0x1426¢:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab87:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc8a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x17a09:$sqlite3step: 68 34 1C 7B E1
0x17blc:$sqlite3step: 68 34 1C 7B E1
0x17a38:$sqlite3text: 68 38 2A 90 C5
0x17b5d:$sqlite3text: 68 38 2A 90 C5
0x17a4b:$sqlite3blob: 68 53 D8 7F 8C
0x17b73:$sqlite3blob: 68 53 D8 7F 8C

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14ffl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

0x1426c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox1ab87:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc8a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00
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Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Machine Learning detection for sample

Networking

C2 URLs / IPs found in malware configuration

E-Banking Fraud

E B
x =

Yara detected FormBook

System Summary

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion

- =
= NE

Yara detected AntiVM3

Tries to detect virtualization through RDTSC time measurements

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

HIPS / PFW / Operating System Protection Evasion

Injects a PE file into a foreign processes

Stealing of Sensitive Information

B B
x =

Yara detected FormBook

=
=

Remote Access Functionality

Yara detected FormBook
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Mitre Att&ck Matrix

- L . Command Remote
Initial . . Privilege Defense Credential . Lateral . ) . Network .
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Windows  Path 0os . Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Manageme Interceptio  Process Masqueradi Credential ~ Security Services Archive Over Other Encrypted  on Insecure Track System
nt n Injection ng Dumping Software Collected Network Channel Network Device Partition
Instrument Discovery Data Medium Communic  Without
ation ation Authorizati
on
Default Scheduled  Boot or Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely  Device
Accounts Task/Job Logon Logon Disable or  Memory Process Desktop Removable Over Application to Redirect Wipe Data Lockout
Initializatio  Initializatio ~ Modify Discovery  Protocol Media Bluetooth Layer Phone Without
n Scripts n Scripts Tools Protocol Calls/SMS  Authorizati
on
Domain At (Linux)  Logon Logon Security SMB/Wind Data from  Automated Steganogra Exploit SS7 Obtain Delete
Accounts Script Script Virtualizatio Account Virtualizatio ows Admin  Network Exfiltration  phy to Track Device Device
(Windows) (Windows) n/Sandbox Manager n/Sandbox = Shares Shared Device Cloud Data
Evasion Evasion Drive Location Backups
Local At Logon Logon NTDS Distributed  Input Scheduled  Protocol SIM Card Carrier
Accounts (Windows)  Script Script Software System Component Capture Transfer Impersonati  Swap Billing
(Mac) (Mac) Packing Information = Object on Fraud
Discovery  Model
Cloud Cron Network Network LSA Remote SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon Process Secrets System Transfer Channels Device App Store
Script Script Injection Discovery Size Limits Communic Rankings
ation or Ratings
Replication Launchd Rc.commo  Rc.commo Cached System VNC GUI Input  Exfiltration ~ Multiband ~ Jamming or Abuse
Through n n Obfuscated Domain Owner/Use Capture Over C2 Communic  Denial of Accessibilit
Removable Files or Credentials r Discovery Channel ation Service y Features
Media Information
Behavior Graph
Hide Legend
Legend:
Behavior Graph I:' Process
ID: 635307 . Signature
Sample: Securitelnfo.com.Trojan.MSI... . Created File
Startdate: 27/05/2022
Architecture: WINDOWS . DNS/IP Info
Score: 100 ﬂ Is Dropped

H Is Windows Process

Number of created Registry Values

- - - - s [ Number ofcreated Files
oD

wega. Visual Basic
ERZIC

111 Delphi

Securitelnfo.com. Trojan.MSIL AgentTesla. ETN.MT &, Java

=3
£

/Y NetC#or VB.NET

. @ C, C++ or other language

€ Is malicious

dropped
(A intemet

Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe k

started
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

nXE

Excel 2016

"

.. Securitelnf...

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe 39% Virustotal
Copyright Joe Security LLC 2022

Browse
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https://www.virustotal.com/gui/file/03fa6bc991b15a3d5cd507673d1cccd0b0279315e9a04924d908a9520609a1c3/detection/f-03fa6bc991b15a3d5cd507673d1cccd0b0279315e9a04924d908a9520609a1c3-1653656787

Source Detection Scanner Label Link

Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe 29% ReversingLabs ByteCode-
MSIL.Trojan.Agent
Tesla

Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe 100% Joe Sandbox ML

Dropped Files

@ No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

5.2.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

5.0.SecuriteInfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe.400000.8.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

5.0.SecuriteInfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe.400000.4.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

5.0.Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe.400000.6.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://www.sajatypeworks.comiv 0% URL Reputation safe
http://www.fontbureau.comFT 0% Avira URL Cloud safe
http://www.fontbureau.comceom 0% Avira URL Cloud safe
http://www.founder.com.cn/cn/bThe 0% URL Reputation safe
http://www.sajatypeworks.comar 0% Avira URL Cloud safe
http:/fen.wW 0% Avira URL Cloud safe
http://www.tiro.com 0% URL Reputation safe
http://www.founder.com.cn/cnFROM 0% Avira URL Cloud  safe
http://www.goodfont.co.kr 0% URL Reputation safe
www.therebellifestyle.net/vecn/ 100% Avira URL Cloud malware
http://www.fontbureau.comalsF 0% URL Reputation safe
http://www.sajatypeworks.com 0% URL Reputation safe
http://www.typography.netD 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/5 0% URL Reputation safe
http:/fwww.fontbureau.comcevas 0% Avira URL Cloud safe
http:f/fwww.fontbureau.comueTFO 0% Avira URL Cloud safe
http:/fwww.founder.com.cn/cnr 0% URL Reputation safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/YO 0% URL Reputation safe
http:/fwww.fontbureau.com9 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/jp/O 0% URL Reputation safe
http://www.sandoll.co.kr 0% URL Reputation safe
http://www.fontbureau.com5 0% Avira URL Cloud safe
http://www.urwpp.deDPlease 0% URL Reputation safe
http://www.zhongyicts.com.cn 0% URL Reputation safe
http://www.sakkal.com 0% URL Reputation safe
http://www.galapagosdesign.com/ 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/O 0% URL Reputation safe
http://www.founder.com.cn/cnmpa 0% Avira URL Cloud safe
http://www.galapagosdesign.com/? 0% Avira URL Cloud safe
http://en.wikipedia 0% URL Reputation safe
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Source Detection Scanner Label Link

http://www.jiyu-kobo.co.jp/jp/%9 0% Avira URL Cloud safe
http://www.carterandcone.coml 0% URL Reputation safe
http://www.founder.com.cn/cn 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/x 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/s 0% URL Reputation safe
http://www.fontbureau.comt 0% URL Reputation safe
http://www.fontbureau.coms 0% Avira URL Cloud safe
http://www.fontbureau.comm 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
http://www.fontbureau.come.TTF5 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/j 0% URL Reputation safe

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs
Name Malicious Antivirus Detection Reputation
www.therebellifestyle.net/vecn/ true e Avira URL Cloud: malware low

URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection Reputation

http://www.fontbureau.com/designersG Securitelnfo.com.Trojan.MSIL.AgentTesla. false high
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp
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Name

http://www.sajatypeworks.comiv

http://https://github.com/dcoetzee/plants-vs-zombies-
user-file-editor

http://www.fontbureau.com/designers/?

http://www.fontbureau.comFT

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.270
475925.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.268684679.000000000573B000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.269797077.0
00000000573B000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.271422657.000000000573B000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.271664452
.000000000573B000.00000004.00000800.0002
0000.00000000.sdmp, Securitelnfo.com.Tro
jan.MSIL.AgentTesla.ETN.MTB.22637.exe, 0
0000000.00000003.269126444.000000000573B
000.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.
MTB.22637.exe, 00000000.00000003.2708901
06.000000000573B000.00000004.00000800.00
020000.00000000.sdmp, Securitelnfo.com.T
rojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.268518529.00000000057
3B000.00000004.00000800.00020000.0000000
0.sdmp, Securitelnfo.com.Trojan.MSIL.AgentTesla.ET
N.MTB.22637.exe, 00000000.00000003.26874
9430.000000000573B000.00000004.00000800.
00020000.00000000.sdmp, Securitelnfo.com
.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269300990.000000000
573B000.00000004.00000800.00020000.00000
000.sdmp, SecuriteInfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.269
408976.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.269518453.000000000573B000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.270252511.0
00000000573B000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.269640301.000000000573B000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.269473100
.000000000573B000.00000004.00000800.0002
0000.00000000.sdmp, Securitelnfo.com.Tro
jan.MSIL.AgentTesla.ETN.MTB.22637.exe, 0
0000000.00000003.271383232.000000000573B
000.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.
MTB.22637.exe, 00000000.00000003.2714608
41.000000000573B000.00000004.00000800.00
020000.00000000.sdmp, Securitelnfo.com.T
rojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269212211.00000000057
3B000.00000004.00000800.00020000.0000000
0.sdmp, SecuriteInfo.com.Trojan.MSIL.AgentTesla.ET
N.MTB.22637.exe, 00000000.00000003.26890
3666.000000000573B000.00000004.00000800.
00020000.00000000.sdmp, Securitelnfo.com
.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269499714.000000000
573B000.00000004.00000800.00020000.00000
000.sdmp, Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.270
762750.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false e Avira URL Cloud: safe
ETN.MTB.22637.exe, 00000000.00000003.277

437344.0000000005727000.00000004.0000080

0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.

MSIL.AgentTesla.ETN.MTB.22637.exe, 00000

000.00000003.277703913.0000000005728000.

00000004.00000800.00020000.00000000.sdmp

Reputation

unknown

high

high

unknown

Page 12 of 27



Name

http://www.fontbureau.comceom

http://www.founder.com.cn/cn/bThe

http://www.sajatypeworks.comar

http://www.fontbureau.com/designers?

Copyright Joe Security LLC 2022

Source Malicious

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.284
728271.000000000572A000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.270
475925.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.268684679.000000000573B000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.269797077.0
00000000573B000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.271422657.000000000573B000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.271664452
.000000000573B000.00000004.00000800.0002
0000.00000000.sdmp, Securitelnfo.com.Tro
jan.MSIL.AgentTesla.ETN.MTB.22637.exe, 0
0000000.00000003.269126444.000000000573B
000.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.
MTB.22637.exe, 00000000.00000003.2708901
06.000000000573B000.00000004.00000800.00
020000.00000000.sdmp, Securitelnfo.com.T
rojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.268518529.00000000057
3B000.00000004.00000800.00020000.0000000
0.sdmp, SecuriteInfo.com.Trojan.MSIL.AgentTesla.ET
N.MTB.22637.exe, 00000000.00000003.26874
9430.000000000573B000.00000004.00000800.
00020000.00000000.sdmp, Securitelnfo.com
.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269300990.000000000
573B000.00000004.00000800.00020000.00000
000.sdmp, Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.269
408976.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.269518453.000000000573B000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.270252511.0
00000000573B000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.269640301.000000000573B000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.269473100
.000000000573B000.00000004.00000800.0002
0000.00000000.sdmp, Securitelnfo.com.Tro
jan.MSIL.AgentTesla.ETN.MTB.22637.exe, 0
0000000.00000003.271383232.000000000573B
000.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.
MTB.22637.exe, 00000000.00000003.2714608
41.000000000573B000.00000004.00000800.00
020000.00000000.sdmp, SecuriteInfo.com.T
rojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269212211.00000000057
3B000.00000004.00000800.00020000.0000000
0.sdmp, SecuriteInfo.com.Trojan.MSIL.AgentTesla.ET
N.MTB.22637.exe, 00000000.00000003.26890
3666.000000000573B000.00000004.00000800.
00020000.00000000.sdmp, Securitelnfo.com
.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269499714.000000000
573B000.00000004.00000800.00020000.00000
000.sdmp, Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.270
762750.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

high
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Name

http://https://github.com

http:/fen.wW

http://www.tiro.com

http://www.founder.com.cn/cnFROM

http://www.fontbureau.com/designers

http://www.goodfont.co.kr

http://www.fontbureau.comalsF
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Source Malicious

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.268
612806.0000000005726000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.270
396760.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000002.307936982.0000000005720000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.300912102.0
000000005720000.00000004.00000800.000200
00.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.277
437344.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.277703913.0000000005728000.
00000004.00000800.00020000.00000000.sdmp

Antivirus Detection Reputation

high

e Avira URL Cloud: safe unknown

e URL Reputation: safe unknown

e Avira URL Cloud: safe unknown
high

e URL Reputation: safe unknown

e URL Reputation: safe unknown
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Name

http://www.sajatypeworks.com

http://www.typography.netD

http://www.founder.com.cn/cn/cThe

http://www.galapagosdesign.com/staff/dennis.htm

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.270
475925.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.268684679.000000000573B000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.269797077.0
00000000573B000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.271422657.000000000573B000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.271664452
.000000000573B000.00000004.00000800.0002
0000.00000000.sdmp, Securitelnfo.com.Tro
jan.MSIL.AgentTesla.ETN.MTB.22637.exe, 0
0000000.00000003.269126444.000000000573B
000.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.
MTB.22637.exe, 00000000.00000003.2708901
06.000000000573B000.00000004.00000800.00
020000.00000000.sdmp, Securitelnfo.com.T
rojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.268518529.00000000057
3B000.00000004.00000800.00020000.0000000
0.sdmp, Securitelnfo.com.Trojan.MSIL.AgentTesla.ET
N.MTB.22637.exe, 00000000.00000003.26874
9430.000000000573B000.00000004.00000800.
00020000.00000000.sdmp, Securitelnfo.com
.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.269300990.000000000
573B000.00000004.00000800.00020000.00000
000.sdmp, SecuriteInfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.269
408976.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000002.308225671.0000000006A32000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.269518453.0
00000000573B000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.270252511.000000000573B000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.269640301
.000000000573B000.00000004.00000800.0002
0000.00000000.sdmp, Securitelnfo.com.Tro
jan.MSIL.AgentTesla.ETN.MTB.22637.exe, 0
0000000.00000003.269473100.000000000573B
000.00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.
MTB.22637.exe, 00000000.00000003.2713832
32.000000000573B000.00000004.00000800.00
020000.00000000.sdmp, Securitelnfo.com.T
rojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.271460841.00000000057
3B000.00000004.00000800.00020000.0000000
0.sdmp, SecuriteInfo.com.Trojan.MSIL.AgentTesla.ET
N.MTB.22637.exe, 00000000.00000003.26921
2211.000000000573B000.00000004.00000800.
00020000.00000000.sdmp, Securitelnfo.com
.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe,
00000000.00000003.268903666.000000000
573B000.00000004.00000800.00020000.00000
000.sdmp, Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.269
499714.000000000573B000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Reputation

unknown

unknown

unknown

unknown
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Name Source Malicious Antivirus Detection Reputation

http://fontfabrik.com Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

http://www.jiyu-kobo.co.jp/5 Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000003.272
803731.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.272659454.000000000572B000.
00000004.00000800.00020000.00000000.sdmp

http://www.fontbureau.comcevas Securitelnfo.com.Trojan.MSIL.AgentTesla. false e Avira URL Cloud: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.307
936982.0000000005720000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.284728271.000000000572A000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.300912102.0
000000005720000.00000004.00000800.000200
00.00000000.sdmp

http://www.fontbureau.comueTFO Securitelnfo.com.Trojan.MSIL.AgentTesla. false Avira URL Cloud: safe unknown
ETN.MTB.22637.exe, 00000000.00000003.277

437344.0000000005727000.00000004.0000080

0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.

MSIL.AgentTesla.ETN.MTB.22637.exe, 00000

000.00000003.277703913.0000000005728000.

00000004.00000800.00020000.00000000.sdmp

.

http://www.founder.com.cn/cnr Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000003.270
293613.0000000005728000.00000004.0000080
0.00020000.00000000.sdmp

http://www.galapagosdesign.com/DPlease Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

http://www.jiyu-kobo.co.jp/YO Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000003.272
803731.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.272659454.000000000572B000.
00000004.00000800.00020000.00000000.sdmp

http://www.fontbureau.com9 Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000003.277
437344.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.277703913.0000000005728000.
00000004.00000800.00020000.00000000.sdmp

http://www.jiyu-kobo.co.jp/jp/O Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000003.272
803731.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp

http:/fwww.fonts.com Securitelnfo.com.Trojan.MSIL.AgentTesla. false high
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

http:/fwww.sandoll.co.kr Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

http:/fwww.fontbureau.com5 Securitelnfo.com.Trojan.MSIL.AgentTesla. false e Avira URL Cloud: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.307
936982.0000000005720000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.284728271.000000000572A000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.300912102.0
000000005720000.00000004.00000800.000200
00.00000000.sdmp

http://www.urwpp.deDPlease Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

http://www.zhongyicts.com.cn Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe unknown
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp
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Name

http://www.sakkal.com

http://www.apache.org/licenses/LICENSE-2.0

http://www.fontbureau.com

http://www.galapagosdesign.com/

http://www.jiyu-kobo.co.jp/O

http://www.founder.com.cn/cnmpa

http://www.galapagosdesign.com/?

http://en.wikipedia

http://www.jiyu-kobo.co.jp/jp/%9

http:{fwww.carterandcone.coml

http://www.fontbureau.com/designers/cabarga.htmIN
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Source Malicious  Antivirus Detection

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.277
437344.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000002.308225671.0000000006A32000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.277703913.0
000000005728000.00000004.00000800.000200
00.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.279
882358.0000000005758000.00000004.0000080
0.00020000.00000000.sdmp

false e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false e URL Reputation: safe
ETN.MTB.22637.exe, 00000000.00000003.272
659454.000000000572B000.00000004.0000080

0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false e Avira URL Cloud: safe
ETN.MTB.22637.exe, 00000000.00000003.270

172735.0000000005727000.00000004.0000080

0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false e Avira URL Cloud: safe
ETN.MTB.22637.exe, 00000000.00000003.280
632699.0000000005758000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.280475650.0000000005758000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.280264825.0
000000005758000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.280024534.0000000005758000.00000004
.00000800.00020000.00000000.sdmp, Securi
telnfo.com.Trojan.MSIL.AgentTesla.ETN.MT
B.22637.exe, 00000000.00000003.279882358
.0000000005758000.00000004.00000800.0002
0000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000003.268
096633.0000000005742000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.267970991.0000000005742000.
00000004.00000800.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false e Avira URL Cloud: safe
ETN.MTB.22637.exe, 00000000.00000003.272

803731.000000000572B000.00000004.0000080

0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.

MSIL.AgentTesla.ETN.MTB.22637.exe, 00000

000.00000003.272659454.000000000572B000.

00000004.00000800.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

e URL Reputation: safe

Securitelnfo.com.Trojan.MSIL.AgentTesla. false
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Reputation

unknown

high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high
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Name

http://www.founder.com.cn/cn

http://www.jiyu-kobo.co.jp/x

http://www.fontbureau.com/designers/frere-jones.html

http://www.jiyu-kobo.co.jp/s

http://www.fontbureau.comt

http://www.fontbureau.coms

http://www.fontbureau.comm

http://www.jiyu-kobo.co.jp/

http://www.fontbureau.come.TTF5

http:/fwww.fontbureau.com/designers8

http://www.jiyu-kobo.co.jp/j

World Map of Contacted IPs

@ No contacted IP infos

Copyright Joe Security LLC 2022

Source

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.270260913.0000000005725000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.270396760.0
000000005727000.00000004.00000800.000200
00.00000000.sdmp, Securitelnfo.com.Trojan.MSIL.Age
ntTesla.ETN.MTB.22637.exe, 00000000.0000
0003.270293613.0000000005728000.00000004
.00000800.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.272
803731.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.272
803731.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.272659454.000000000572B000.
00000004.00000800.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.277
437344.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.277703913.0000000005728000.
00000004.00000800.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.277
437344.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.277703913.0000000005728000.
00000004.00000800.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000002.307
936982.0000000005720000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.284728271.000000000572A000.
00000004.00000800.00020000.00000000.sdmp,
Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.
22637.exe, 00000000.00000003.300912102.0
000000005720000.00000004.00000800.000200
00.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.272
659454.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.277
437344.0000000005727000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.277703913.0000000005728000.
00000004.00000800.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000002.308
225671.0000000006A32000.00000004.0000080
0.00020000.00000000.sdmp

Securitelnfo.com.Trojan.MSIL.AgentTesla.
ETN.MTB.22637.exe, 00000000.00000003.272
803731.000000000572B000.00000004.0000080
0.00020000.00000000.sdmp, Securitelnfo.com.Trojan.
MSIL.AgentTesla.ETN.MTB.22637.exe, 00000
000.00000003.272659454.000000000572B000.
00000004.00000800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

Reputation

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

Page 18 of 27



General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 635307

Start date and time: 27/05/202218:52:21 2022-05-27 18:52:21 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0Oh 9m 4s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.31446 (renamed file extension from 31446 to exe)
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 23

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@3/1@0/0
EGA Information: e Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 34.2% (good quality ratio 32.2%)
Quality average: 69.9%
Quality standard deviation: 31.2%

.

.

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Adjust boot time
Enable AMSI

.

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe, wuapihost.exe

e Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, displaycatalog.m
p.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

e Not all processes where analyzed, report is missing behavior information

e Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

18:53:43 API Interceptor 1x Sleep call for process: Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains
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@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe.log @

Process:
File Type:
Category:

Size (bytes):

C:\Users\user\Desktop\SecuriteInfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe
ASCII text, with CRLF line terminators

dropped

1308

Entropy (8bit):  5.345811588615766
Encrypted: false
SSDEEP: 24:MLUE4K5E4Ks2E1qE4gXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4KzI7FE4x84FsXE8:MIHKSHKXE1qHIYHKhQnoPtHoxHhAHKzu
MD5: 2E016B886BDB8389D2DD0867BES5F87B
SHA1L: 25D28EF2ACBB41764571E06E11BF4C05DDOE2F8B
SHA-256: 1D037CF00A8849E6866603297F85D3DABE09535E72EDD2636FB7DOF6C7DA3427
SHA-512: C100729153954328AA2A77EECB2A3CBD03CB7E8E23D736000F890B17AAAS0BA87745E30FBOE2BOD61E16DCA45694C79B4CE09BIF4475220BEB38CAEAS46CFC
2A
Malicious: true
Reputation: high, very likely benign file
Preview: 1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4fOa7eefa3cd3e0ba98b5ebddbbc72
e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni
.dlI*,0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\S
ystem.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b
77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21
Static File Info
General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Entropy (8bit): 7.660625612786716
TriD: e Win32 Executable (generic) Net Framework (10011505/4) 49.79%
e Win32 Executable (generic) a (10002005/4) 49.75%
e Generic CIL Executable (.NET, Mono, etc.) (73296/58) 0.36%
e Windows Screen Saver (13104/52) 0.07%
e Win16/32 Executable Delphi generic (2074/23) 0.01%
File name: Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe
File size: 840704
MD5: €3230d83ea024fadOe4dc18e3b5ab538
SHAL: 980bbcd33a8d4f78a4e373e199f930730b73b548
SHA256: 03fa6bc991b15a3d5cd507673d1cccd0b0279315e9a04924d908a9520609a1c3
SHA512: €67c926873dcab0388e66f596da73fd7e7625f8e315a86eac48da0d788cadeb778bd88f5¢c9abd0315¢c48912balad05cc56be48ff016aed4ac201a91dddb66e43a
SSDEEP: 12288:nWK/Ee89bHoAU9vqVCueltghYgEHOfAfCOHF1yxT//JAoGOynApoHgecgriYRTrl:WK/EeobHo3DUhuHKAfCM1yxjJAdJ
TLSH: A405CFBC71907C8EC467DE7A85785C6099213C662B17C20B91173C9E6A3DFEGBE14BE3
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File Content

Preview:

File Icon

Icon Hash: 4462f276dcec30e6

Static PE Info

General

Entrypoint: 0x4c961e

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x6290BFOD [Fri May 27 12:07:41 2022 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Entrypoint Preview
Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x2000 0xc7624 0xc7800
.rsrc 0xca000 0x57e0 0x5800
.reloc 0xd0000 Oxc 0x200
Resources

Name RVA
RT_ICON Oxcal30
RT_GROUP_ICON Oxcf2d4
RT_VERSION Oxcf2e8
RT_MANIFEST Oxcf5f4
Imports

DLL

mscoree.dll

Version Infos
Description
Translation

Copyright Joe Security LLC 2022

Virtual Address
0x0
0xc95c4
0xca000
0x0

0x0
0xd0000
0x0

0x0

0x0

0x0

0x0

0x0
0x2000
0x0
0x2008

0x0

Xored PE

False 0.824927308506

False 0.964932528409

False 0.044921875

Size Type

0x51a3
interlaced

0x14 data
0x30c data

Oxlea

ZLIB Complexity

Virtual Size
0x0
0x57
0x57e0
0x0
0x0
Oxc
0x0
0x0
0x0
0x0
0x0
0x0
0x8
0x0
0x48
0x0

File Type

little endian ispell hash file (?),
8-bit, no capitalization, 256
flags

data

data

with CRLF line terminators

Import

_CorExeMain

Data

0x0000 0x04b0

Is in Section

.text

.rsrc

.reloc

text

text

Entropy

7.65529032153

7.89345546992

0.0980041756627

Language

PNG image data, 256 x 256, 8-bit/color RGBA, non-

XML 1.0 document, UTF-8 Unicode (with BOM) text,

Characteristics

IMAGE_SCN_MEM_EXECUT
E, IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZ
ED_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZ
ED_DATA,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_MEM_READ

Country
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Description
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
ProductVersion
FileDescription

OriginalFilename

Network Behavior

@ No network behavior found

Statistics

Behavior

System Behavior

Analysis Process: Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe PID: 6296, Parent PID: 5020

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Click to jump to process

0
18:53:30
27/05/2022

C:\Users\user\Desktop\SecuriteInfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe

true

"C:\Users\user\Desktop\Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe"

0x160000
840704 bytes

C3230D83EA024FADOE4DC18E3B5AB538

true

Copyright Joe Security LLC 2022

Data

1.0.0.0

CallerFilePathAttrib.exe

1.0.0.0

1.0.0.0

CallerFilePathAttrib.exe

@ Securitelnfo.com.Trojan.MSIL.Agen..
® Securitelnfo.com.Trojan.MSIL.Agen..

Page 24 of 27



Has administrator
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: .

Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:

00000000.00000002.304131238.00000000029BA000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: MALWARE_Win_zgRAT, Description: Detects zgRAT, Source:
00000000.00000002.308695207.0000000007090000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.303073371.0000000002651000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.305851353.000000000379D000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000002.305851353.000000000379D000.00000004.00000800.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.305851353.000000000379D000.00000004.00000800.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation:

File Activities

File Created
File Path Access Attributes Options
C:\Users\user read data or list ~ device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list ~ device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io
crosoft\CLR_v4.0_32\Usagelogs\ synchronize | non alert | non
Securitelnfo.com.Trojan.MSIL.A generic write directory file
gentTesla.ETN.MTB.22637.exe.log
File Written
File Path Offset Length Value Ascii
C:\Users\user\AppData\Local\Mi 0 1308 312c 2266757369 6f 1,fusion”"GAC",01,"Win

crosoft\CLR_v4.0_32\Usagelogs\
Securitelnfo.com.Trojan.MSIL.A
gentTesla.ETN.MTB.22637.exe.log

6e 22 2c 22 47 41 43 22
2c¢ 30 0d 0a 31 2¢ 22 57
69 6e 52 54 22 2c 22 4e
6f 74 41 70 70 22 2c 31
0d 0a 32 2¢ 22 53 79 73
74 65 6d 2e 57 69 6e 64
6f 77 73 2e 46 6f 72 6d
73 2c 20 56 65 72 73 69
6f 6e 3d 34 2e 30 2e 30
2e 302c 204375 6¢ 74
75 72 65 3d 6e 65 75 74
72 61 6¢ 2c 20 50 75 62
6c 69 63 4b 65 79 54 6f
6b 65 6e 3d 62 37 37 61
3563 3536 313933 34
65 30 38 39 22 2¢ 30 Od
0a332c2253797374
65 6d 2c 20 56 65 72 73
69 6f 6e 3d 34 2e 30 2e
30 2e 30 2c¢ 20 43 75 6¢
7475 72 65 3d 6e 65 75
7472 61 6¢ 2¢ 20 50 75
62 6¢ 69 63 4b 65 79 54
6f 6b 65 6e 3d 62 37 37
61 35 63 35 36 31 39 33
34 65 30 38 39 22 2¢ 22
43 3a 5¢ 57 69 6e 64 6f
77 73 5c 61 73 73 65 6d
62 6¢ 79 5¢C 4e 61 74 69
76 65 49 6d 61 67 65 73
5f 76 34 2e 30 2e 33

File Read

File Path Offset
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown

fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
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RT""N
otApp",12,"System.Wind
ows.Forms,
Version=4.0.0.0,
Culture=neutral,
PublickeyToken=b77a5c
56
1934e089",03,"System,
Version=4.0.0.0,
Culture=neutral, Publ
icKeyToken=b77a5c5619
34e089""
C:\Windows\assembly\Na
tivelmages_v4.0.3

Length
4095
6135
176

Completion

object name collision

object name collision

success or wait

Completion

success or wait

Completion
success or wait
success or wait

success or wait

Count Source Address

1 6DADCF06
1 6DADCF06
1 6DDEC78D

Count Source Address

1 6DDEC907

Count Source Address

1 6DAB5705
1 6DAB5705
i 6DA103DE

Symbol

unknown

unknown

CreateFileW

Symbol

WriteFile

Symbol
unknown
unknown

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DABCA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DA103DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DA103DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DA103DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DA103DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DAB5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6DAB5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CA21B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CA21B4F ReadFile

Analysis Process: Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe PID: 6548, Parent PID: 6296

General

Target ID: 5

Start time: 18:53:46

Start date: 27/05/2022

Path: C:\Users\user\Desktop\SecuriteInfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\Securitelnfo.com.Trojan.MSIL.AgentTesla.ETN.MTB.22637.exe
Imagebase: 0xa10000

File size: 840704 bytes

MD5 hash: C3230D83EA024FADOE4DC18E3B5AB538

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000005.00000000.299395022.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000005.00000000.299395022.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.299395022.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.298562849.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000005.00000000.298562849.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.298562849.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.303027897.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000005.00000002.303027897.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.303027897.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation: low

File Activities

File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 41A407 NtReadFile
Disassembly

@ No disassembly
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